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NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G. MEADE, MARYLAND 20755-6000 

FOIA Case: 69538A 
23 December 2013 

This responds to your Freedom of Information Act (FOIA) request of 
23 December 2012, which was received by this office on 31 December 2012, for 
"The Potentialities of COMINT for Strategic Warning, (aka The Robertson 
Report) dated 1953." A copy of your request is enclosed. Your request has 
been processed under the FOIA and the document you requested is enclosed. 
Certain information, however, has been deleted from the enclosure. 

Some of the information deleted from the document was found to be 
currently and properly classified in accordance with Executive Order 13526. 
This information meets the criteria for classification as set forth in (c) of 
Section 1.4 and remains classified TOP SECRET as provided in Section 1.2 of 
the Executive Order. The information is classified because its disclosure could 
reasonably be expected to cause exceptionally grave damage to the national 
security. The information is exempt from automatic declassification in 
accordance with Sections 3.3(b)(l) and 3.3(b)(6) of E.O. 13526. Because the 
information is currently and properly classified, it is exempt from disclosure 
pursuant to the first exemption of the FOIA (5 U.S.C. Section 552(b)(l)). 

In addition, this Agency is authorized by various statutes to protect 
certain information concerning its activities. We have deter.mined that such 
information exists in this document. Accordingly, those portions are exempt 
from disclosure pursuant to the third exemption of the FOIA, which provides 
for the withholding of information specifically protected from disclosure by 
statute. The specific statute applicable in this case is Section 6, Public Law 86-
36 (50 U.S. Code 3605, formerly 50 U.S. Code 402 note). 

The Initial Denial Authority for NSA information is the Associate Director 
for Policy and Records, David J. Sherman. Since these deletions may be 
construed as a partial denial of your request, you are hereby advised of this 
Agency's appeal procedures. Any person denied access to information may file 
an appeal to the NSA/CSS Freedom of Information Act Appeal Authority. The 
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appeal must be postmarked no later than 60 calendar days from the date of the 
initial denial letter. The appeal shall be in writing addressed to the NSA/ CSS 
FOIA Appeal Authority (DJ4), National Security Agency, 9800 Savage Road STE 
6248, Fort George G. Meade, MD 20755-6248. The appeal shall reference the 
initial denial of access and shall contain, in sufficient detail and particularity, 
the grounds upon which the requester believes release of the information is 
required. The NSA/CSS Appeal Authority will endeavor to respond to the 
appeal within 20 working days after receipt, absent any unusual 
circumstances. 

The Department of Defense (DOD) has asked that we protect information 
pursuant to 5 U.S.C. 552 (b)(l) as properly classified in accordance with E.O. 
13526, Sections 3.3(b)(l), 3.3(b)(5), and 3.3(b)6). Those deletions have been 
marked with the code OGA (Other Government Agency). Any appeal of the 
denial of DOD information should be directed to that agency. 

Ends: 
a/s 

Sincerely, 

£111/alt~ 
~ 

PAMELA N. PHILLIPS 
Chief 

FOIA/PA Office 
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1HE POl'ENl'lALnis a: COMINT Frn S"TRATEGIC WARNJ.00 

Tl.is etudy evdluates Ctlcnmunications Intelligence (COMlNT) as a means 
of obtaining Gtrategic W8tti1ng of Soviet intention& to att;Jc,k the oontinenta.I 
\tlited States~ 

I . I 
I I The reliability of 
tl.is strategic warning would increase With the epproach of the e.ttack\l with 
first indicationsvappeal'ing 4 to 12 weeks prior to the attack .. 

This potentiality can be fully realized only with an j.ncrease in tl•e 
current level of offorto 1:oweve:r-1> significant improvement can be <tffected 
by more intensive exploitation of the present COMM program. 

It is recognized tliat COMlNT cannot with certainty p~vide the 
tactic.al warning obtainable from an Air Defen$e Warning Syatenk The 
effectiveness of our Continental Air Def enae System will~ however~ be 
greatly increased if p:rov1ded With reliable strategic warning.,, The 
significance of adequate warning to our ~urvival cannot be overestimatedi 
this is particularly true with respect to conservation of our retaliatory 
forcet and the preservation of our population,. 

In order to utilize fUlly the potentialities of COMINT as a source 
of strategic warning» it 1~ e&~ential that oper.'ltional plane and evaluation 
.of our Continental Air Defense consider as an integral part the impact of 
the warning COMlNT can provide. 

Further, to maximiz:c the potentialitie-s of COUlNT for giving strategic · 
warning 9 1 t is necessary that the follo\t!l.ng steps be takcna 

lo Top p?'ior-1ty should ~1P. accorded to the '°lution of high 0 level 
Soviet cryptographic 1yr;tena and to their exploitation on a timely ·~is~; 

2. Traffic analy&h activities ahauld 1)e expanded and organized 
to give the maximum information obtainable trom the material interceptedo 
In particular9 . it should :.ic m~re effectively quantified ti.rough tLo develoP"" 
ment of illdice:~ or measuI"es of acttvitiesv graphically presented to show 
changes in timeo Field personnel should be sufficiently 1ndoctrinated9 
within realistic security limitations~ in the details of traffic analysis 
which can be used to devole1p strategic ¥1a:rn1n9r. 

~., Personnel,policies should be revised to improve the splection, 
t:raining 11 and retention of skilled personnel~ both civilian and militaryw for 
COMlNT activities. Strong recomnendations should be made to the Services and 
the Civil Service COl!lnission to effect these changes. 

L ,,...> 
~ ._:) CoPl(_I c~ 

. -! r..... J ·,_,.,, -1. c·: 
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! 

Durl.ng the pidlit few y~.rar;0 the Def~'lie E~'tabUtthment and!l through itiJ 

the American Poop.te Mve be~e increa·t;in9E.y "'Wire of the potentialities 

of the t6SR for mounting a direct atomi(; attack against the ts... This 

awareoenil has resulted in increasing official. and pofAJla:r interest in building 

up an air defense syf$tan capable of at ieast b.l'..untings 1f not withstanding~ a 

poHible Soviet air et~ek again~t the continent..al lS.~ In response to this 

1nterest93 there has been a aucceudon of high""!leve! reports on the air 

deferuse problem ('M;SG!S LiwootN, iAST R:1VfR 1 KeUrPJ Eciwaftht end BYU Repftt1) 

whose conciu&fons leave 110 doubt that a su:rprise atomic attack on the lS 

woull.d result i1ti ca;rnage"J dev(jstat1on£> pit,ycholtlgical ehock~ and curta:Ument 

of our retaliatory abHH.y on a 1h:ale difficu.\l.t to eetimatee or even to 

comprehend in terme of eny Pl'evivue e~ex·i~ce,, 

The degree o:f tmceess obtained by the enFN.ry in an ail' attack depends 

sharply on the time11ne$t; of •riling receivoo , According.l!.y'j) the provision 

of early warning is the :fir~t esaentia1. element for an effective air 

defense 8ystem,, The sy~tem in being ha1» buiJii:. into itf.l radar and ground 

obillerver warning net~ which coulld tJt best give ea.rly warning of less than 

an hour at ts perimeter tel"gets,, The future ay1:1tems undeZ> consideration~ 

involving radar chains at various northedy latitudes in Alaskar1 Canada~ 

Greenland~ and seaward extensions~ may give a distant early warning up to 

four or six hours. Some sueh early warning chains must be developed for 

tactical purposess) but their greatest usefu:ineas for deployment and 

neutNlizing operatiOflS occurs only after hostile action has conrnenced,. 

TOP SECRET CANOE 
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Tldl ~t ~ .·,,be Nacl oaq 117 U.- p.noiu..t oGWaUy lndoetrlut.d. In aeee .. ~with -
mllllfaUola lac.we- -i1;y NcUl&Uoaa U4 ~ to NOl(ff tlle latonnatfaa reponed henla. 

Extern1ion ol the reli~blc wsm_ing pexiod to tlr«> or fou,~ days would p:td:Vide 

time for the complete depll.C'Yl\le'i'lt of QUl' offemdve !!nrl def~msive fo:;:-t:~'::'':\ .. ) 

· ·mtch would tnc:reaae the chtmce of t"Jming the enemy''s operation bei«:H'e 

its mission had been accemj)Ushed an.a might even inriuc:e the enmry to 

ebandon the attad: (see Appendice3 II ai\.rl III), 

Such strategic war.ur1g is swt 1>b~L"19ble f~ the ea1'1y warning 

ccaponent of an air def enae ~stem; che p:reviou:i 3tud:le:.s of the19e sy't~s 

have9 perhal)9 appropriately9 bee~1 b;:lied u~n the assarnp-Uon that. no e.a:rUer 

tazrdng will be awi11.ab1e-. F~;r :e~c-h ~.i'ning ;ye '.1!'.:Jsto, ·therefore9 tum to 

r .J 
l._ _____________________ __.I Th .. ,, ·b:cdii:!c!al overt. · 

. . . . 

81Dce tba ~ ot World Var I, the ....... ,_. ot n41o baa 

been aa eaaeatia1 p&:n or mW.tuT anA aov~ ac"••·D'~ am 
~· .All COUDtil"1e8 ._ use l841o tor OQ&lm,caUGn v1th tbe1r aldp· 

an4 ~. 'l1he UJSR, because ot ita gl."8&t ~.· 8Dil coaleClUIDt 
. . 

41ff1ault.:laa at ~ an a4equate 918ta ·~ laD4 lillea, .... am. vW. 
(hi I 1 I 
(b)(3)-50 U.SC 4C3. 

(b) (3)-18 USC BB COPY * _.,, 
ARM~~~fORCES SECURITY :AGENCY· 

F~~t1i OSC_..:.~1-1-1( l.6-;. 1_1 .... 1 llli---IP+. Tl-, • ...;.R+6E--~-lo 6~h~+-· 'i!!i' .·-~ -N-Hl-~-,.-.~~ti:e···. 
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'nil'-& .. <.,.. .. a.II Diab' 'b)' u.-~ aGIU11l' buloet:rbiattd ln - - with -
.... .._ .. ..,._ wit)' npJadw ad uitliorf9l4 t.o Nallift tl:oe lllfmtloa NllOl1*t llln4a. 

,. ,....,_q,l I #I' 

~' ~· - ........ •' 

~ w me ftl41o rar tlbe tnt.a:aeudM'on ot a ~ VGlme ot 
"' ~... .,. 

~ -·,, ~ ('I•• 11moa.UC1m. ~ w ~ stvm tbe ~- to p!'l!ettate 
•.; 

.. ~ uc1 to ..... * .oreu ot the 8odef; Clo'Nniimat. 
"" ;.... : .. ~ .... ~'!.__ +"" ~ r ·~ .. .,. \..::._ ~ ... .., .. ,..., JaA -

. -~.,.. --~~~~l_uf("of ;~.l~l JnteUig~,ce during Wortd War II can ac:arceA.y be 
• • .I' 

overestlmted~ ~ the decryptl<m of hlghd>level Geiman and Japtmese 
~ - . ' 

¥ .. ,,,,> '' ' 

. meeaa9es, w;-were--able tO -penetx.Ste the en~ llnea).I enter mlnittrlett arid 
... . 

-,.. . 

. 
' 

> 

-,, 

~~ - llllltiary headquarter•~ and eewre ac:twnce knowledge of operatiGnal plans,,/ . , , .... 

,~ 1.,-he conduct or GMezo1 E1se'lllaNtll'0.s tll~:l~1 ~iW. of .all 

_op~tion1 in the Ped fie ax,e t!.osetr re~::ite~ in cot ceptton a~ _ 

- timing tO the· 1fif ox~ti0!'l we -t;.e\.---'fef.l} Qb~j~ thit1ugh the$e 
-\, ~ ~ I. 

tremeA<lously t.d tJu~ .t"*''i~1g i~ p., ~ir:ie~t H veo:; ooth i•• the conduct 

of w.rent f.fp~tl.rJ11s 'flmi in ~o:.tiHg i:~:r<-1: th.e early terlnination 

of the w:Jr"' • 

... ___ While the1e v-r. ~t. a ·,t t eve111t:nt:., b1 tn::: •i -5 n" f!ru tt$Sf.\l'art<'e of correp 

r.~ndlng succeneg :tn iui:1r~e cpe1·a'f,~o··--, ¥1-'l .:t,;) hv.d .tn them ~ise thet a 

rnrrHponding a~.llity to d-eerypt."'#ny l:A<ho messag~ wlu :rei.in ~n _ . 

intelllgenee or lnf'titl·t·~~!e v,d.ue ~i'Jt!:S ~ llit~.L;19~.r.;.e~ l!OOve all COMINT,,, 
. 

1-s t~e _11tOat prc_m'L_::;j '•9 ~'If!~~ <1f1 .tt!t't.este ·~i!r~in.}J ~t\11n i•npeoolng e_t~ck 
~ ~ lw a l°) / , 

vil "the lS1 foi the CC.(bp~a-,.1·~:v i;;f 'f.11~ p1uc~.t.11 of p1~~pari~ i.he .force• fill' 

. . 

.... . ~ .. 

- ,. ... "'.,, •.;t. •• ._ .... ~ ... • .:-

~uc:h BJ\ attaclc makes it ~l'1ctic:a11y ltf4. ... a31b:&.c 1.v awid the use.of :rad1G .... :~· ~ • 
" ""-.!.-.- _,.... ~. __ .. ·- .. """ t< \~ .. \I\~,-,. ..... ~ ,.i,'!.f lo'~""' 

I \li i .- c' 11-..i v· "' "!, ~.].-:',_""~- -,:.1'""~'1--~"'" : ~ 
COl!llJl'lmlieations llnd ~tht~t: f-1 eU,.'<>nic :.igi·~-..1'i ~4' !!U · ~1nts !n the proceel4o' · .. ~ .,, . . 

~ .,. r " ._ .,. -"' ~.__ 

, -~ ·, -~ b- "t tc;~y. -,~t.·;;~. ·:~ 
$l..J\.J"<t;'":!',"'l· ~-w:"·tll'~~:t;~·s,;"~ 
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""'\?' "flt>..,. ,_,,. ~r .,.,. ~ .;;1 ... t' ~ f 'f ' ,.. ~~ i 
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The interception and t!aely evaluation of these elgnah will then 

con~ti tute indicators for stntegf.c wun!ng(' The evaluetlan of such 

•ming indicators rust be made against a badtgl'Oll1d plan9 111hether 

tacit oi- explicit1 this 111WMd en.av plan should be based an intelligence 

f:ram au sources11 including 11afo19tion an OUI" Olm operations or on 

operations dwlatlng poadble enemy alteznat1vee,.. lite fWlltM AH 

DefeA1e ec.i.Ad 11111•11• «l•ll•t with &MietllM .i Mat. attack on 

:tbt 15 h •it up •lent th1e1 lift... Rt•eQI• 111111: .... N •• •e,.&a7ed -

an an IwU c.;tl•• leaM19 aM eelra11t l:fttelHgenee Mes ei-e ff!tered 

&RM *he leean •• • ,_...._ ef title entl the d991ee of e:i:ll:taett~--The 

elplH •n•e ef. the 'Whftle essay la then m:oagtrt oat b' e ooepriaon of 

-Q\ 8 MtfMe.l"'fl8hT··!Mieri&w of hon!lltift ·ag&inft--the-tJ; 81'9 

maa5 to:Md~ ~· •t= C..Stta,~Mt .,_.._ ul-MU»Ce M111a, under 

tbe IAtel.11~-.WeNy--0 'ttM (JAC),. A ... polll. to Ult the watch 

a..t:ttee. a& a ~.-.1 wdtot- and cl•rino ho111e...fu....au..,tnct1cat1oa1 

JJd:eJ Ugenca baa bam echaac .. bv Air Defmae ~nd, end• 1nrvev of 

procedures for d4tten1mthtg •H:b, SntaJJSgmce to thote ~hle fo» 

~ decS sfops i ~ at p:re1.at UACI• way ...... -th•,.•wiNhip el th• ~·-

In acco:rdance with the request of the Director, t5A (1ee Appendix I), 

this Report of the Special Study Group exudnes ln tome detail the preaent 

and future potent1al1tles of OlMJNT aa conb-1buting to the etrateg1c 

•ming of tlln iq'lending0 attact on the tso The Group, conscious of its 

llm1tat1ons in time and talent, hat confined itself primlrlly to a 
· .. I 

~ 
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can1lderaH;..n cf inMtJ:f~o:r·:,; or c' direct ab· attack on the continental ts~ - .. 

It is weH e.i?.lre ?,h;?tt the:ie i~!cn·)'.or~ ezie 1.'JUt part of a lazger eystem of 

lrldlcato~ qf impending h-~&.:.:i::.J:t"le~ cigainst ·!:he interests of the 16 11 

lncluding ~~~t!!cb:- ag,.iin:t·; h 3 pli~.:s~sdona arid fe»rcea OV«IC'••• or against 

"118 t'o1low1llg 8eCUcma of tJ1e Jlepln. !beM OQDClpefme _. ~ 

'b.r t.be •terial preamted ill the jJptniic:ea to the Be.Part. *1ch .. 

zetermcec1 1D the ~- ;plwa. 

?\·Cb. 
' 

COPY# __ _ 

ARMED FORCES· SECURITY AGENCY 
FORM 781-C10SC 

18 JUL 51 TOP SECRET.CANOE .. 
I· ....... 

.. ' _...,..... .... . ' ....... -·. -'~ ~ ~-- ..... " -
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lNDIO\TffiS 

Ref , Appendix IV 

!"·irtt~e the effectivenet1 of COMINT as a source of waming depends 

upon the ~peed and accmecy of the r•::cognition and CltJISUn1cet1on of that 

•ming~ t..'1e Study GJ:oup necettarily induded in its survey &Qlle lravesti,., 

gatioo of the preeent anangement•~ ·within the vulat.1$ ts Intelligence 

agencies~ for detecting ho&tile intentions.. A detalled aneaement of 

those a!Tdngemenu would be outside the texma of l'ef erence of this Report" 

The Group has studied the indicators which have been proposed by 

various competent agencies and C(llll1'CH'ldl as significant to the st.zateglc 

warning of the initiation of hostilities against the t.64> lbst relevant 

to the pre~ent pa:oblem of detecting moves a.stoelated with a direct air 

attack on the tB la the Ind1cat1ona Board maintained by the InteUlgence 

Directorate of Af.r Defense Qmnand {tJX;) at Ent Air Force Base, Colorado 

Springse Caloradoe I 

. 
BeM.r,-tl these efforts it a philo10phy which holds that atleast aorae 

' 
of the steps required before the initiation of hoatilities are detectable by 

1).0 J'*~-~~~_l~Lt?-~ .. (P~~l), 18 December 1952,. 

.4J-
(b) (1) 

OGA 

NSAFor•7J1.C10S 1JulS2 TOP SECRET CANOE JS 
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the proces~as of irnt&1l.Ugence,. The Group believes that9 BllOng thffe 

processes11 OOMlNT has the hl~ett wming potential,, Thie finding h 

bo:..:>'~ered by the foUowlng theoretitiil argurnentss 

(l) A military mve of arr; appreciable scale requi.res the 

cootdinated action of many per10n19 u..aUy several hundred thousand,. 

(ii) The task of achieving the necessary degree of coordination 

requires that many messages a,, pa11ecL, 

OH) The epace over which the ooo:dination 1• required and the 

tiriv~ du!'in9 which the action llUSt be prepared demmd the u1e of radio 

ccrw11r.mi~t1on for a reaeonable fraction ()f the tot.al c:ommunicatlon,, 

n:.v) I\ reasonable frection of the radio amwnicat1on carried 

out :ln sup-1.:ort of the move cakl be intercepted" 

(v) Of the traffic which can be intercepted 0 l50me fraction can 

be decrypted~ read in plain text!) or subjected to exhau1Stive traffic ana.llyd1., 

The G:roup accepts this J>hU.oeophy. ~~.'t further supports the ADC p.l'O""' 

J'C>~ll that. the Watch Conaittee~ under the InteUl9ence Advisory Connittee<-: 

be Uiied a!-__ ~-t;~~! ~"1~!--~~--C:-~~-!"~~~ _hou~e for al.11.J~icationt inteH1° 

geiru:e -· I 

(b) ( l) 

OGA 
JS 
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£xpans!on of intercept fac:Uities ia being undertaken.. Geographical 

11mitat1o:nt> require that the antenna fields end plac•ent of intercept 
-

poaitione be examined with close regard to highly technical 1Mttel'fi 

relating to pror:agation pherwaena.. Therefore• the National Security Agency 

ehould augment its sc1ent1f1c and engineering staff with a v!at to assisting 

the Services in these natters., 

There are many int~ problcs which require itrong effort in 

re1earch anrJ developnent1 recomnendations thereon are contained in the 

Sectio.n on F:esearch and Developnent~ 

NSAF .... 1a1.c1os 1Juts2 TOP SECRET CANOE 
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Ref" Appendix V 

A o:J>mm.mication syat.em9 no matter how good, cannot gmrantee the 

timely receipt of warning information,· A l'tudy of the present syiltElll 

thaws that the longest delaye in the aystem ariae fmn hllll&n failure to 

&HeH e warning dgnal pcoperly in the field and from htaan slowness in 

carrying papen from one baeket to another,, Jaeprovements are needed 1n 

the training and 1nsbuct1on of COllllMdcatlona penomel and in opezetlona 

of the Emtlre comainlcattone network t.o :l.naure againl't pereomel failures" 

The planned COlllDUftic:at1on syaten wlU. remove IQlle ot the Possibilities of 

failure at message centers and will cut the delays within analyah and 

evaluatfon units very cons1derebty .. 

Planned electrical COlllllUnicat!on facilltiet are adequate foi- the eaU 

volume of 't.Nfflc inwlved in waminge However9 1evere jaming of 1'6dio 

clrcuite it1,cident to hostilities would probably render thoae circuit& 

largely ioopeable., Alteznate J.'8dio link• and cable facilities are being 

expanded-. This Will tend to offset the threat of jaad,k1g .. 
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'IRAFFIC ANAL\'SIS, LOf ... LEVfl. ar>ES Am CIRtmS, AND PIAIN Teet 

Ref- AppBft'ii.'IC VI 

Txefnc analysis (T/A) le a methodology by ~ich CX>MlNT h derived 

f.roni the ar.mlyab cf traffic wlmes!J opeetor c.hatte:r0 and message 

extemah- The COM1NT derived f:ro111 T/A le c:oUAted with that recovered 

fl'Oll !~level oodea and c1pher8, plain text messages~ and mice comwni ..... 

cations !n an opemtion krlo1m aa "7/A Puston"'., I 

Traffic :!nalyait ii a aource fim which IOl1le information can/ be 

derived at all t!Jlles and la very nece1ury 1n euppozt!ng c/A m1* cm 

highs·level cryptographic ayatema.. It guides Interception and ... ~st• 1n 

the categorizoation and ordering of raw tzeff!c and the 1dent1.f1c::llt1on of 

c:ryptogrephic s¢ems~ 

At th<'~ tactical hveljj lt hae been flmly established by the experience 

of World Ws.r II and Koree that T/A Fus1cn plays a basic role 1n close 

support of ~ir9J ses!)<u"ld land fighting units .. 

Because of the crucial importance of all info:ms·i;i()n ... I _______ _. 
..------~oo our heavy dependence on T/A Fusion at the/l}Tesent time~ it ls 

lq>ortant toi organize our T/A Fusion effort eo as tq provide maxinun 

HSA ,...,,. 711.C10S l Jul 52 

I ( 1 i 
(b) (J)-50 JSC 403 
(bi (3) <.8 JSC 198 
(b) (3)-P.L. S6-3G 
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1nformatioo on a timely bas11 from materlal now being intercepted" To 

this end, the Group makes the following recomnendatianss 

1, 'IMt the cn.aMT !'e9Ultirig fzm T/A Puslon now being uued 

as the main ba&ie fo~'--------------------i 
be more effectively quurt1fied thl'ough the development of indices 

or moo ~urea of activity I I 
I f and be 

graphir-~Uy presented to ehow changes in ts.me .. 

2. That apee1e1 Intensive Bnd ceapreohen•ive studtea be ma.de 

of the act1v1t1ee 

3~ That the T/A .Pulion effort in the N.!ttionnl /sea.trity Agency 

be decenbalized t.o IOlile extent by establishing T/A un!tsJ.n 

operatio.nel ai-e1u1 and providing 80llle T/A support at intercept 

stations~ along U.nea naw established by the Ai:r Force Security 

Service,, 

4.~ That a mall :reaeardl group be established to i~rrv out 

research and develo.-ent on new m~ of analysis.; including 

adaptation of certain problaas to high speed machinf!S-. 

We a.ha suggest that the NettOMl Securtty Agency ~e<:>examine ita 

eelection 9 1-,,:igining~ proflctency evaluation, and proll!Otletnal procedures 

for T/A civilian persoMel and that ft!Ddem psychometric/methods be E!X"" 

plored ilri connection with personnel selection proc~es. Similar 

procedures ~hould be explored for selectionfi tn~~ tind proficiency 
: : ( 1 I 
:r.); (3)-50 use 403 
:o: (J)-18 use 1s1::: 
:o: (3)-P.L. 86-36 
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Thill doewnent la ""' be read only oy tb- penonttel offtelally lndoetrinated in aceordance with com
munication intelliaence aecurlty reculaliODll and autborilled to reoeive the information reported berelD. 

ew.lua.tian o:? Service personnel, and consi<.lerat1on should be given tc: 

tha eatabl:~eiment ot a career aervica 1.n ccramicat1ons intelligence 

in tbe Air ll't»."Ce and Araq aJ.cmg lines which tOT exilrt in the Navy. 

(Bae page 23) 

ARMED FORCES SECURITY AGENCY 
FORM 781-CtOSC 

18 JUL 51 
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Thlll doelluM11t 'i. be r.41 only by tb- penoue1 oftleblly lndoetrinated In ace..· 111ce with eom
mwdc:atlon lntelliieaoe .eurity NsUJatlona and aucbor!Md tAl reeelve die information reported herein. 

Reio App41ftdix VII 

"Speclral Inte!H.qence·'· i::; <.DMINT derived from decryption of high=!evel 

czyptogzaph1c s;ya1~ems~ P.:r;~engany.;w H i'i the n:c&t important and the moat 

nl!able toUrCe oi indi.C<3t<Jl'~ '-If hoBt:t'.i:.e intenUon .... 

Dudng World W.nl' tl,; Spe~i.sl !nte!.li9~ae uas the unique source of 

ad\lance lmowledgg of tt:.~ !i't~t~ic p!~ne- ~1£ tt1le E!nSirf? It wa the 

Uaellest, moat rompie·t:eJ a;;trl ~iit rel~bl~ ~tii'Ce of intelligence on 

hit Older of Bett:~e., int~~1'-\;Yel8·J .stld r:-.::1~1bi Utieo.1... ~ the end of the 

.919 Clrcqt ccmeta.a ~. <1> .. ·1 I 

I'- a mt;teza C'4 .tba Mgtwst pdori:'7 hr ~ ...._ ________ ___. . - . l ' '-

at.mtegio -.mingJ an4 (U.) a.ltbmgb • ~ :bnol.Tetl ./ ... ··~ 

' tllJ!flb' 

(bl I 1 I 
(b) ('l)-50 lJ.SC 4C)C) 

!bl 131-18 use 798 
(b) (3)-P.L. 86-.36 

ARMED , FORCES. SECURITY AGENCY 
FORM 781-ClOSC 

18 JUL 51 

. ' 
~ ... · .. - ,,,, . . ··'··- ·-·--· ·--·--·-· L .•• 
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Jn partimlar, the fo!lodng 111tten requlft !Mediate attenti°"' 

1.. Cgn1;1wltv pf 'iflprta Because of the reseeHh character of 

the hlgh•!evel prohleu, thee hat been a tend..cy to shift penonnel to 

other areas pioadelng llDft llaediete retUlts.. lb• potent5Al!a of this 

toUrce of 1nte1Ugence ve to great that a fl.a policy ehould be est.abllehed 
, 

t.o control and regulate the tl'ensfe of petlC)mtl faaU!a:r "1th the1e 

~bl•• to other act1v1tl•• 1be staff on these pmblsns requheo 

U1JDentat1on by sev91'81 top-flight analysts~ 

2.. }eaetatJQDll SWlra't• tn ..,ite of the fact thet the 

National Security Agency •lntaf.ns an extensive cmprting ettab11ehment9 

there it still a lack of CDllllJl.ltlng fac111t1• and stilled progra1111en~ 

lhe lack of ~as is the matt serlou1 deflotency at the present 

t!ae, and the runber of auch pereon1 on the NSA St.aff should be increased 

•• p:rmptly as practicable. In eddlttcn, the pouib1Uty of util121ng 

cleared and indoctrinated penomel lkllled in th• art of progMlllld.ng 

1lho may be available outdcle the National Sec:urlty Aoency ehould be 

investigated,, 

3.. El1Sib9P1c Daclpppm• The J."equlHlenta of Sped.al 

Intelligence in comectlon with high-speed U1lllpUt1ng devices are 

unique. In vi• of the dlfflculty of •lntain1nv a .Ulled engineet'lng 

staff at the National Security Agency
111
the pou1b:l11t1ee of carrying 

out electronic developsaenta outside the Agency ahould be investigated~ 

It is the opinion of the Group that there ue -nr p:roblltDS in connectlon 

with the devell.opnent of gaaexel purpose analytic equipment which :rEllBln 

to be solved.. 'nle compllcatlona of progr8Dlldng bear witne• to the fact 

that the general purpose elect?onlc caapltecre are probably not the beat 

~ ;/ 

M$A ,.,. 7t1.C10S 1 Jvl 52 TOP SECRET CANOE 
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type of equipment for attaddng these Pl'Oblas't Additional high•epeed 

&n1lyt1c equipnent should be developed and made available aa needed"' 

It appears t.hat the potenUals of Spedal Intell!gence, particularly 

With .rega:rd to st1'9teg1c ~. -..nt a re991U'ch and development 

Jll'091'8ll of oore extensive 1cope than ls presently being earned out by 

the National Secmlty Ag1fteY4 

Ji ''/ 
-9"2.. I f _..;:::.yo- ,. q.' 

NSAf-7t1.C10$ 1Jul52 TOP SECRET CANOE 
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ELINT-..Jmowledge resulting f!OID the interception and a~lysis of 

foreign oo~camnlcattona alecW.gnetic radletlon..-can be used 

along with other collateal material ln the eveluaticin of OOMINT info:re 

111tion on enemy intentiona9 but the degree of COOJdimtion &mong the 

Services and wlth the COMDrl effort 1e at present uuatisfactory from 

a waming trt.andp.>lnt.,, !LDT le baeed on the deteetionst rec.ptiontl and 

analysis of redio signals wtdc:h do not :reclaee to liteJ.oel tmo ELINT 

NM Fw• 711.CIOS l .M S:i TOP SECRET CANOE 

!bi!. i 
!bi I i-c,o !JS'.: 403 
(b) !3i-P.L. 86-3r5 
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ELlNT facilities ue now equipped to repol't. their reeu!t; by ~lectrtcal 

eoam.m.icat!ont bit, aa ln the caee of 9llY other 'lntelligarace IOUl'ces, 

the epeed of c:.udcatlon depende on the mining and instructlon of 

field personnel and on a CIOfttlnuous dhectian of their efforte to obtain 

the types of info19!t1M INcb are dedred, 

EUNl' fac111t1ee 111h1ch ue in o.,..UOO Gr pla'med by the Se1"Vicee 

cover mat of the usable areas st present., Deficiencies ln the ELJNT 

program fl'OQ\ the Wlming standpoint t\MI 

1,, There la inadequate tonuol of ELJNT operations~ E'LlNT mri: 

within each theater of o~ona th:mld be centrally directed on a l)aaia 

of adequateti all10UZ'Ce lnt•llig.ce IO that th& •>Chun amunt of usef\11 

infomatii:m could be rece1v.So 

2.., The channeb by .td.c:b ELINT iftfozmtion is reported att 

tangled and in •nr caaea too slow for the da.U.vezy of short tem warnlngs., 

3, The evaluatl~ ot~.~~-~.~-~.WQ'll~ __ !P.P.!t .. ~-!~ 

.t~ ~~~Y!~!!L~~!!t_ ~~ .. J!~~-•.!L~.!:~.E~_Act1v1t? am 
a joint .AmrNavy 1He~-~ .. ~lm~10f1. Group (ANEm)., The . ~c;haoo~ Q.f 

1nfo:mati0ft between thea!__,~~!.~! ... ~. ~!~!!! ... ~,~~~Y. ~ ~":.'!I.~~ 

which come& fl'Clllt detaUed evaluation, 

N$A Fer111 7'1.C:105 1 Jul $2 TOP SECRET CANOE 
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1:: I I I 
lc·I 1 1-b(, use 4 
(;:,.) ( )-P. L. 

1.j ~ El.INT equiJll*lt now bl uoe l• l.nadecplte in l'lllltty respects., 

:-' ·l>"' Present ELJNT opnatione do not take edwntage of the poHi• 

bllities of mal"IClfal'lloufJlq Pl'OPftg&tion mechan1• which can be predlcted fl'Clll 

geography,, weather and ioftotlilere wsur...U" 

MSAF~M711.C10$ 1Jul52 TOP SECRET GANOE 
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(b)(3)-50 USC 403 
(b) (3) 18 USC 798 

RISB.ARQI AND OEVEtOPIENT ( b) ( 3) - p. L. 8 6- 3 6 

In a.dd1.tion to the obVloutly needed reMarch and developnent tcMard 

bttter crypt.&nalyala and .,... effective tieff1c analy111, there is a need 

for ba11c r~search on the thl0%Y of ~cation 1nteU.ig111ce ·.and fOT the 

dwelopnent of aetMdt and equipHnte 111h1ch "111 ptllllt the most; efficient 

ecplcitation of t.he th8M"etl.Oll Potential of the fleld~ 

lh particiJJ.ar, the entire concept of tdlltary, diplomatic, .... 1 _____ .... 

QJllllU\icatf<)n must be eJMlned to reveal. thoae aepects of the caamm!cation 

netwol'ks which are met eueceptible to ~cation intelligence act1v1t1ee 

and to relate the value of 1ntell1gence gained throUgh exploitation of these 

aspects to the coat of exploitation and to the cost to the mmy of security 

measures which would reduce their Wlnft8b1Uty.. In brief, our eventual 

cnmrr activity should be alaed at the U.nmd.nlons which an enemy .U. 

subject to our scrutlny in ozder to cany out h1t own opezationsc tn the 

absence of the general theoretical research which ls needed~ it le posd.ble 

to conj ect.u:.t"e that developlents along 11111e of the following lines will prove 

valuable in future cx:w:INt operat1onsa 

(i) Antenna aystan and integlel nce1Ylng faclUtiea to pemlt 

intercept operatora to detendne the c:H.rection of arrival of a signal 

Immediately at the ttae of lts reception without reliance on a separate 

direction finder and 1nt1'1'1Ded1ate CODllUl1cations system, llJltiple unit 

antennas shoull.d be considered for titie function., 

(U) Repeaters. receivers9 antenna systemsS> and techniques to 

Smprove the range and quality of ~cation signal reception at fre

quencies above 30 ae., 

NSAP:er•7tl.ClOS lJvl52 TOP SECRET C1Ai..NOE 
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(iii) Equls-Ent• tor better utillutf.on of illlnediate action \t01ce 

Co.amications9 1ncludino better receiven, better audio recording maehlnery9 

automatic time x-eg11tetlng dmcealll betteu- technlques of receiving and 

copying thii tnff1c, and, wmtually" autc.tlc Mllnt1c Jll'OCe&slng 

9qU!paent for use in U.fflc analyaltl and ln reccwety of brevity codeen 

(iv) Equipments for reception of nol1• llO~d.at.S aBIUnication 

dqnah (su,~,.lt~fl_J'!~,!~ .. ~,~~,.i!l .. ~!_.~ ~~- d~~l!l!n.1: ~~'' 

Pzoj e~ . L~CO?!),, 

(v) £qulpaente for detection and receptton of,_j _____ __. 

puleet> and frequency d11p11''81 comamicat1on sy9t-.so 

(vi) Installation and use of propagation measuring equiJDGDt to 

pe.mdt more efficient diffctlcn of 1nterctpt effort., 

{vii) l'nYerse LOWl9 or othe position aealUJ"ing devices to 

produce position data on tnnemittes_. 

{v111) Continu«I develoa:m-t of daaltlplexingJ._ ____ __.land 
rrecision recording devices for u1e in bresklng out aes$agff sent over 

multiplex 11oo~e1e~ 
(i~) Q>ntinued dwelopaent of fingezpd.nting devices for tzane-

!litters and operaton, both voice and lbreeo 

There are definite 1ndlcatiOM. that .-1-------------------. 
~l==::::;-~__.l~eextenslonof~I ~~__._~----~~~----11 
.... I __ ..... l1s in progress,, Interception of these types of/ oommmicat1dns. 

presents an extrEaely caapiex problemc Studies ahould ~e initiated to 

detexmine p\.Jssible method• of solution& i (1 I 
(c) (3)-30 USC 403 
i ) ( 3 I -18 USC 7 92 
(c) (3)-E'.L. 86-36 

N$A ferM 711..C10$ 1 Jul 52 TOP SECRET CANOE 
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Refo Appendix IX 

Throughout all d11cu11lont am brleflngt tn flhlch th• Group haa 

participated, no singlt ptObl• has bee& moH tddely disQ.tped than that 

of lmpzoving the quality and ~flclency of pu10mel now engaged in the 

OClllNT efforto The attention of the Gnup ha• been especially drawn to 

personnel problemt relattcl to three import.ant gsvup11 reaeerch and 

developaent persomel, artllytlc penomel, and Interception p~somal., 

The following ccmtents are confined prf.Jllri.ly t.o problems relating to these 

groupao 

The succeas of the Hltlonal Security Agency in research and develop

ment activity needed to keep pace with COMJNT requireaenta wlll depend very 

lal'9e1Y on the qu11ity of l'ffeerdl and developaent peraomel 11hich can be 

engaged in the effort~ At the present ttae9 the salary scale at NSA is not 

adequate to compete wlth lnduatry. nor are the woJftlng condition• and 

scientific prestige f•cton sufficient at NSA to canpete with un1versltiesc 

Establishment of nore high level positlcns and opportunities for advancement 

may help correct the 1itult1on1 but other meaaures should be explored, such 

as bol'J."OWing scientists •nd engineers froa Industry and urdvers1t1e1 for 

U.ndted pe?'ioda of time., A good part of the dctvelopnent needs of t6A can 

probably be met through contJ*ctti but, even to, RSA must have a strong 

core of research and dev&lopment pertJOmel to do the research and to 

recognize and fom.ilate requirements for equt~. machines1i etc., 

The second crucial group of ca.mrr pert0nnel are the analysts 1 cryptG> 

analysts and traffic &"8ly1ts9 of NSA and the Semcesc The civ111en 



I ' 

components of these gJ!'OUpS pmvide tlle basic contlooity of analytic effort .. 
' •' 

~~»!-~ po1aJa --ml .i. .. aem.e.. - tar .. ild8 sr-. 
1 I 

Sa 0'.11 ~ !a tlln 116 8'1ndimig u4 naaiUllg MgbliJ ~ ;JO'J'IQllDile 

• a.... u or 1m .sas. ~ w. 1llOUl4. cSo -.u. to ..... p1 .. ita ncn1-t

_.,, ~ .... i .. -. 11111~ ~proMIJl'e• ~~ ...,.... 
I ....... -..~--- Slltm~ of »ftllf•otd.ft ....._., .. :plflllet 
l • 

...,. ~ ................... 

lllCllN11-atl JOllq ot ml .._u 'll9 reata"'tel ID -. lSP' flt r11Un1c 
. ' 

... 
~ vith Jee.t!'"tl 8A. enal;fn9 oan 'be ...-a to SIWN•• 'the Mlec-

'UGD J.'fOOll')ure•· !be prdaJm fJI bol''lll pal ~ ~· to a lap 

extent on a sound salary and ~tioo policy.:- Such a r»Ucy w!U also 
--

p.mvlde effective supervieory p~~~t~ 1 '.foa G!'ou-;J qml'tit1.MS \.'fhet.~er 

r··-:; ~t · of T/A effort ea -it la in the case of c/A,, eaped&1U.y iri v5 ew of cur 

i ·rxr~ent .. h~vy .tt~enee on coma d~ived fl'Qtll T/A .. , .. ... .. ... ~.. ~ .. ... . 

1ntecept opei'iilton, who et pi-ee9'M_~-mttmy ffil!t~ry., The 
~--~ 

11>1in probltn cerncem!ng thls ~'C•J!=t la ·~ ~ a;; ea ~ed by tli~ t!~l enU $/lent 

and rotation po.lid.ea.. These pol:ttJ.e~~ d"> ii~·t i.~t the .~:1~ex-cept 

Qpereitol' time to build vp ei1Qi;gh faJrtUa.rit}' ~tJl the nut!!~ isl ibte\~;. 

ce-pted at hia site to be effect.iv~ m u't.e:t"t,o•eHh9 d~ r@~ixing the .. 
' 

sign!fioam:e of f.t~ This eit..t.t.itl.<Jn {'1 high•.y :rele'lfa1lt fr tne p.wbitS 

of p!clclng l.ii> clues of an impendh!9 :l~~ Th<! Gro~ 3".:.q:)ea!s tha'f, , 

r».l!t1ally to Sheet 'this diffic:,s'~ty\, nrts!.:l~:c-a:U.c.rk ".& {Ji,~~ .! i tl.e 

~ ~ "'.,. 
,, ,I 

... . ' 

l 
-i-. 
I 
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~ 

~'!'.. ?... ,.~ 
~ I ..l. I..,. 
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atab111hment of a 1ervlee OU'ee:r in caaNT to alCOUl'69e longer periods 

of service· Such e plen not. on:9.y l!WOUld help aolve -.e of the intercept 

operator difficulties but aleo ll'IOuld provide highly qualified officers 

fu wpervidoo-: Consldatetltlra lhould also be given to th• provision 

of some analytic eupport at the intercept site GS.the by 1ndoct:rinat!on 

of intercept pesonnel with J\ldiraenta of cryptanalysis and 'baffle 

enalyals9 Ol' by anigment of an analyn to th• dte~ 

NSA Fer• 711..ClOS 1 Jul !12 TOP SECRET CANOE 
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I • lHI? SPECIAL STtDY <BOOP 

Jn its meeting of 11•12 June 1953• the National Secmity Agency 

Scientific Advisory Boa1'd (!E~AB) discussed the problem of evaluating 

the contribution lllhich <XlllNt' can or could IDl!lke to the .anting of an 

!apendlng attack on the m.. lhe Boa%d rai•ed the queation of whether 

the Df.rector9 tSAg might consider lt d•heble to :request the Advisory 

!bard to inaugmate a study Of thi• PIOblemn 

In e lette of 26 June 1953 to Ptof eaeor St• rt s. Otlm1., atahman 

of the NSASAB!' Lieutenant Geaeral R.alsih 3,, CBnlne, Dlrectorll rsAt) naade 

the following atatenenta 

g}Jlly purpose of w:rlting you H'IOW ls to indicate not only that 

I .,u!d very mch 11Jte to have the Board Wldertake eueh a study 

but also that I hope it a>uld be tnitiated at once end will be 

glad to place illlledktely at the dleposal of the Boazd whatever 

fac1Uties 9 penonnel and recnds the Board deau necessary or 

useful for canductlng the study and f atr producing the final 

report thereon aa eoon •a prectioable~«l 

General Qmine suggested that Dr'Z Ho Po Robe:tteon sft'Ve as 

Chahman of the Special Study Groupe 

The following individuals coaipr11e the aEllbenhlp of the Groups 

"Oro Ho Pe Robe.rttlOn, P.rofeslOJ' of atith-tieai lhys1ca 9 
Cialifomia Institute of Technology9 CJ\ailman 

MDr~ Samel S.., W11ks9 Profeseor of MitheDlltical Statlat1cs9 
Princeton thf.versity 

ilDrco Howud T,, Engatl'clm9 V1cec-P.reaidents Remingtone=Rand Corporation 
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_Dr,. Rlcha.1'd c .. Raymond9 Me:'iit;el":i E lecb:on.iC$ D1 vision.., Rand 
O>rporaUon · · 

*Mr· John c, llcRlerson9 Vicer-~eudent9 Intern3tlo"-:2l Buslneas 
lll~ee Corporet1on · 

; Mf., M,. Detm Poat, S~ff Aa.dutanti- Asaisrl:Ant SeCl."etarv of Detense 
ft>r Reeeerch and Developne!lt 

Mt'J 01arles S'I Weaver" Staff A~sist~mt" A~simnt Sec.retaxy d 
Defense fOI' Research end Pevelo~!rrt 

fiht,ae marked with en asterisk a:re l!;embe~ i>£ the lSP.Sf1BJ 
... -~.... ...... ...... ......... -

The Group .Ms a11ieted by Mr~ WiHism P- rL'°1edunu.i 11 Eyecutlve Sec:.tetdry 

of the tl>ASAB0 his aS1i1tant.,, l/Lt: Irv!r1g I Mdkn~lrl,j J:t.~ ~ ffiAFi. attd 

Ml S9 ~l"O l YD_.,_,, Fol< ~ 
-~----· .. 

l 

the following person11 .. 
J.tr- Ralph L-> Clarlc.9 CIA 

-_Rl\DM W1U.l8G Goggins~ t.SN lR.~t- ),. ERA 
o.tpt~· l'fi!fred 3 ~ '*11me~ ~ t.SN {Ref~~' 

____ Col-::....:Jamea L, 1'eeks9 IDAF, WA 
,.. ~ ~1~., Qo~o~ Wo Wilde$(,) lSAF~ ~AFSS 

In the ~ins t4 thta~, wlmb.le wtatance..,. :reDCtue4 the 

GfollP 'b.Y Prot'esaor s. s. Caimi, 11r. J. z. Mllla:l', nr. L. ~. :a. !'bonpscm6 

&lJ. of the l'BASABo 

' 

-;£-':. n} ~fa(1h'1!) •\:.i)!f.li,E,.d -.;;;1 iv1 'i:..H't _ 
F ~ \.~ 

'? 

: \ ~ 

' ' 
,., ~-... ·~:'";I";,'"; 

.. ...;~· '~ ~ .} .. ,...1:..,,.k°k 
- 1 ~ -- f.:_' 
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lfaehington, DoC. 

Briefing on role of intelligence 
1n l6 au defense ey9t-." 

S\l'.llllDry of CX>Jma Oll*bll!ty 
to provide advance wunlftg"' 

tSAFSS Ozoganiat!on and Q»eloat101 • 

tSAFSS ELlN'l' Pl'09ZUl 

Intelligence Requirements end 
t>lsseminatlon 

ConlnunS..cationt 

!I)~= 

Dttectorate of Intel~gence~ 
He1~rten9 lSAF 

DepJty 011e1 of Suff/ 
q,e..t:ions, 1SAPSS 

Anal.yea Cantl'ol D1v1s1an9 
tsAPSS 

0.lef 11 ?mpl•entat1on DS.vldon& 
tsAPSS 

Ol1ef 9 a.rr..t Reporting and 
R~ents Bzench9 tsAPSS 

ea.end o.m.a11cat1on• Office9 
tBAJISS 

Ent Air Pol'ce 'Base, ColoJ:ado Sprlnga, O:>loioado 

Ph11oaofily of intelligence 
requirements for ah" defense 

S\lllnBry of air defeMe of 
continental tS 

Mlesion9 Op9l$tions, and 
capab1Uties of ant11lrcreft 
weapons systems .. 

Discu9slon of intelligence 
indi cat.ors system 

DireGtorete of Intell19ence9 
ADC 

DUectol'Qte of Intelllgence9 
~ 

Amy Anti""Aircraft Comend 

D1rector of 1nte111gence9 
100 
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Offutt AU Force Baae, On!hai Nebl:eska 

Di scuH1on of <XIOHJ' and 
collateral 1ntel11gerK:e 

1Dcat1on and 1denU.f1cation 
of targets 

Rtilosofily of 1nte11lgmce 
J'QqU1rementa fo:r etzetlglc 
opezet1ona 

Camntmi cat!ona 

i, Auqus im 

"nl e role of CX»aNT in the 
Korean Wu 

3 Auwat 1253 ' 
Waehlngton, o.c. 

Dhector of InteU.1genee, 
SIC 

Tal'get .Mataial1 D1v1s1on9 
Dtrecto:rate of Inte111gence9 
SAC 

AU Estimates Di vision, 
Dbecto:rate of Intelllgence9 

SM: 

Canander, Central Ab 
Defense Force 

General d1sc:u11ion aeuion of Group to plan future activitieao 

4 Ayguat lf53 

Wa thlngt;on9 D .c. 
Discussion of CCJaNT 
C81'8bilities and potent1aU.tles 

Washington• D.C. 

Individual studies by members of the Group on specific problans., 
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D!sc:ussion ()f OOlllNT ac:Uvitin 
of the ts Navy 

7 &ING l2M 

hlhington, DoCo 

·--~;;:~?L~~~ 
~onal Intelligence 
Section,, Department of the 
Navy 

General discussion Qr! planning , .. don of GJoup. 

J•JQ Soptlltr 1Zi.1 
We.shlngton19 DoCo 

General aesdon of Ol'oup for further l'tudlea aRd preparation of report-: 
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II.,. ntE nRFAT 

The Soviet Ud.on haa at preeerrt the capability to lamc:h an effective 

large scale atordc ah attack against the Ho.rib Aaerl.can continent and, in 

P1rtlcular9 ageinat all sjo:r targets within the 1S • including popubtlon 

and industrial centeJ"S and Jdlltary bases.. lhe •gnitude of the Soviet 

threat through 1955 "111 mt be governed by thllr deli very eystems but 

mther by the size of their atond.c etoc:ltplle anc1. further• by that portion 

of the ttoclcp1le which they would allocate ft# use against targets in th& tSo 

In adcH.tion, the magnitude of the threat 1110Uld 1ncraaae if the Soviets 

realize their capability of developing Bf agents which might be employed 

1n a large &tale air attack age.inst the U>o 

_J,,-qoM 

.4R-rrr The_J~~~~.~~C: ~ Intell1~~~-~!~-~- ~1.ml!es ~~ ~! --~·-

Soviet atomic stockp11e 1n rald--1953 •uJ.d mntain approrlmstely 120 atomic 
""*"---._........""' .......... ; .. ,, ...... , ... ,.,.,,.,~.~--.,.,.,.., +_.,,~--·-h~+•,.,>• '+< M > "> ' ,-., <'• '•" ''' •,•• • ~··,,..~-·-·-· 

-~-~~!!·, __ ft.:c~~~~y, 'f:!l.!l e~~~!-.Y..~ __ t,h!_a ~c:kpi~e ~-1~. lncrease to . 

.!~-~t;!Y .. ~-~-!~::~~.~~~.!".!-A. ~9!_CJ.!_~.!."~-~~~~ .. ~!~9 
the production of fisaionable materials, the J'Ulber of .stadc wea~ns may 

·- ---.. ........... , .... , ~ ~· ., ·~--·~" .. - . ~,-.-·><·····- •• , •. __,,,~ ........ .- .... ~··----·-

be as low as 200 or as high ae 600. -·"' ..,. -- --
~"J~ :t.he f'lc:t .that the $Qv1ets. ~cted a thtm!l'Onuctea!' :t!!'t. 

-~-~~~~t .J~~~ ... ~~~ ~I ~ Jtnt!lli!l@09.! ... 1.nfrm!at1on !h~-~ .,\Jld.. iAdicate 

-~~ the S,o~~t.ax:~. sto~p~µng ·~~ of ~~· ~.2.,. 

LlcJ.ivm ~ystsaa 

The Soviet tong Range Air Force has at it• dieposal approximately 1000 

medium bombers of the TU-4 type (ts B-29) tmich are capable of reaching 

Pd3 O'f'~IL.TEb 
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all targets in the tS on a ~y mi111on frem bases in the USSR,, By 

l~.., the mnber of available TtJ..4°e will increase to about llOOo Further, 

lt l:a believed that, by 1~, this force will be a ... ented by approx!.raately 

180 heavy bombers having ildce the range of the nJ-4., Th-.e heavy bombers 

will most likely be capable of reachin; all tugets wS.thln the ts from Soviet 

teaes on a two.._y nds11on canying staad.c weapom~ 

Bnployment of long ange aircieft la the 1f08t likely aeens at the 

So\'ietaG di&pol81 Of ca:ny1ng out a bla .. .attack Oft the ts.._. They do MW 

the capability of developing guided miaeiles of the v ... 1 type carrying an 

atomic •rhead and launching th• against coast.al targets from eubnarines 

or surface vessels.., In conatderf.ng the Soviet ah threet to the continental 

ts such a poesiblllty cannot be overlooked,,. In pU'ticu!a!'j) in the case of 

• eurprlae attack, it t«>Uld appear that they would use all the meena at 

their disposal to •ke the ln1t1al atrlke aa devastating as poulble" 

NSA. fw111 711-ClOS 1 Jul 52 TOP SECRET CANOE 



DOCID: 4088887 

T01? SECRET C/ NOE 

Active defense forces plJ:tielpatlng in the ab' d•fenee of the North 

American continent include the th1ted States Air Defenee Comand, the 

Royal Canadian Air Force Alr Defense ~,and th• Alaskan Air Defense 

O..nd .... The9e forces function as indepenclet ~e and not aa one 

!ntegzeted air defense uyat-... 

Advance •ming 11 the ffnt euentlal eltMIM for an effective 

ah deferuJe ~-· Recent M Hoc Qadttff9 111\tch studied the 

continental air defense Pl'Obl• for the National Security O:Kmc11 and 

the Secretary of Defense have noted, without. except1ong the tremendous 

value of more ccaplete intelligence to provide advance warning and the 

potential impact of such wun1ng on conUnental defense~ 

The Group feels that, if intelllgence could effectively and reUably 

give a warning of 3 to 6 days of aa impeadlng attack on our nat1on9 the 

significance would be of tr•endou• •grd:tude. JD fact, waming of this 

•ture .,u!d pemit moblllzatlon which, lf ~to the enEllf1i might 

induce him to cea9e hie prepuet1ona fen a... attadt-: 

~~~!-~n of th-:_w!81U~_ of_~~~~'?.!-~~~" ~ .. ,!he_ 
data 1n the 6Ccompanying table which have been obtained froa Amed Forcea 
----·~, ..... ,.,,...,....,~~·"-. ,., -· _ _.,..,,, .. ,, ... ,._..,.". '•····~ ................. ..,.,, .,..,..,,., .... ,, , ..... -..,,,,~, ... _,,,.,....,..,._.,, .. , ........ ,__,_ .. ,. __ .~ ·---~---~·.-.·---· 

eet!mltes., 
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___ oa_!~3. ···-~--~--~··--···---···-·····~~~-;.·!~~~~-!~.-~~-~~ea for an 

lbunl 6 ··~w•·F~~~!r..~ of ___ !ll,_!,~~.I!.!~. Spt; .!~ft ~ .. .!!!_ 
<lot>~ .. - 1,2!!' *• .... 

--~·---··,,·· ·"···- S~:!'llro~.~--~~-~~~on ~-
~- H ~--

-~ .......... t.o.._8 ____ Betw....,....,. ...... e~en ·ff .. 1..QOCtlnt~ _•ld be aede aw_U ... 
'~l! ... ~-~ .... !!GI l>t!!~!' ~t.!'? 

-·-·~--.. ·-- .. ., ... __ .... -........ ~=·~ ~.i:.~~•-W.4?'JW1'1 .. aian_m 

3 to 4 

3 

3 

_l_ 

·---~tely ~ of Havel Fo.rc'M 1n o.:ad.•tion. in 
_ .. -~rs can~-~~-~~ 

~~J.x-~9.f_1cn;@J>-.le. SI(; fi.13:'~fi car:a. ,be,,. 
~ ed~ -~·· -~--.!.l?!l! -·· . . 
Ptbst all clVU .ak ~ffic can be groundedjp 

' •'• > >' • ',_. •c•-:;i:..•~•··~-..,•- ,.. ~- • "• •' •• •"~' ··---

_ Na~t.,!o~L!!d• can be tuzned off._, 

AlrJ>.tftnU.Q:a&Dd rem. cr:.d.t.. •~..MlC 
.lntma:d'Ana 

.C1v1Uii.~ .r.a@lUea ~educed.P.'Iw~ 5(1',tb,. 

At present, aml.ng 11 provided by Mda:r and ground observers.. 'Dle 

thited States Air Poree it now ope.1'8ting 71 radara 1n the ts and southem 

Canada which pe.rfom IUl'Velllance and oantrol functions,, The radar 

n.ebw>rlt gives about 3> m!nUtes wamlng for ts perf.aeter targets on large 

airQ&ft of the B-29 type flying between 10,000 and 3>~000 f eete The 

ground obse?>Vere corps is at present the only effective means of detectlng 

low flying airczeft (below ~ feet)~ Howevezo1 thus fear lt has not been 

possible to make X"eliable uae of the gzoUnd obeervers., 
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Available weapons consist of fighters and ant!ahcr.sft artillery., 

At present& Air Defense ~ has 53 lnte.reepto:r squadrons besed in the 

'8 of which 15% have all weather capability. Offensive ~:rwent for these 

ahc:tflft consist& in fixed fotward firing alrc:zaft gtnt<o AnU-alrc:reft 

weepona are deployed to anlst 111 the def •se of 22 cri.t!.cal targets 

ill the ts,, There are a total of ~7 AM battall<in• ln place tlhich include 

52 gun battalion• (90 m and 120 ea) and 5 autmattc weapons battalions 

( 40 nm).-

CW: present alr def-.. .,.t• has a kill PL'Oblblllty of between O 

and 15% depending upon the pettan of attaclc., 

Pretent planned pzogftlal ue geared to :reach •:daun effectlveneaa 

by the end of 1955<' The pt:etent :rada:r netmft: will be aug11111ted with 

additional equipiaent to ellldnate perlmeter gapa. Jn add1Uan9 an M:rly 

wal'bing line 18 plamed 'Mid.eh leUld extend f1'0ll Alalka down the Alaskan 

highway and ac:ro59 Olnada approximtely at the Mth pamllel to the Hud9on 

Bay, thence ecroas Quebec to the Atlantic Ocean~ Bxtensions of this 

system are planned 1n both the Atlantlc and Pad.fie Oceans for app:roxlraately 

t5()() miles using picket ships and ah'bome early mJ.'ldng d.rczefto In 

addlUon!) an early •ming line nay be established 1n the fe north.~_!_ 

recomnended bx Project L~:-~ By 195&, the air defense weapons system 

will be grea't.ly tmim>ved and strengthened~ It is planned that the fighter 

forces will be inc:reased to 57 squadrons (25 abcraft per squadron) of 

all1eather :fighte.ra equipped with e>llldon couree fired rockets and baaed 

1n the tse Antiaircraft point defenses will be greatly strengthened by 

converting a nmbe.r of ~e gun battalions with NIKE guided 11!.eslleso By the 

end of 191359 antiaircraft def eases will include 20 gun battalionett 42 NIKE 

NSA Form 781-C10S 1 Jul 52 TOP SECRET GANOE 



DOCID: 4088887 

TC? SECRET G/ NOE ~
1 

battalion&" and 14 Sky.weeper automt1c weapon! battalions deployed to 

assist in the defense of 22 critical targets., 

Atl mted in the statement of the thl-eat {Appendix rt), the Soviets 

have the capability of developlng V•l type m1sa1lee carrying atomic 

llllrheeda and laundllng th• fzm l\ll'face vesaels am/or ltlbaarlnes against 

coastal tal'getae OJr mod effeet1ve 1ae11n1 to counter such an ~ttad: ls to 

locate and del'boy the launching veaaete. Detection at present ls 

accompliehed by redar9 SonaJ.-• or vleual. ell of Wddl have definite Rnge 

11.adtatlone" A shore-be•tld eovnd aurve111.ance syetem is now being 

evaluated which will give eppro>dmte podt!m date on engine drlven 

vessels cruising at nomal wpeed at ranges up to 300 m11ea4 A network 

baaed on this type of~ planned to be opeatlonel 1n the l~ 

period wiU greatly lncreeae our capnb1Uty in countering 1Uch an attacl:,, 

With these hiprovementa, minian available warning tlrle 1s expected 

to be inc:reased to 2 houn or more for per!lleter targetsv and the systea 

••a whole should provide till pzobabillty of approxinetely 50% under fill 

weather conditions., As an Ol'der of magnitude~ the funding required over 

the next several years to attain our presently plamed air defenae system 

will bent the rate of appro>dletely S5 billion per yeare Qmulative 

investment ~'!:hrough FY 1960 will be about $40 billion" The number of 

full-time active service pereormel Will inCJ!'eaae fl'Oll approximately 

120,pQOat p:resent to approxt.tely 1809000 by 1957 .. 

In reW..ewing OUZ' p.rffent and planned active air defense systems 

effectiveness in conjunction with lntelllgence9 it can only be concluded 

that the Soviet threat Jt increasing to the extent that the number of 
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atomic bombs which they am pit on a t.uget by the end of 1955 will be 

the same as9 or greeter than1 the fU4ber which they could eff ectivl!ly 

deliver today even with the inc:r•sed a:lr defG1me capability outU.i'led 
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The nature of the threat has been ftllt«I 1n Appendix n. which 

describes the area of capability of the ISSRo 'lhese facts are available 

fran examination of lntelll9eace .. the all-~ unan•ered question 

remaining is the time such an attack will ~ exeeuted<> Th• only means 

of obtaining strategic wun1ng i• th.rough f.ntell!gence., 

For this purpose, wl'loue 1rdtcator eyst .... have been o1"98nized 1n 

an effort to predict Sovl.t lntent!omseo ~~-~ane most ~levant to 

Continental A_ir ~sf! __ g~ ~~.! .9r .:th!~!!.~~-~-~!~ ·'~-~~ D~~~~e 
Ccmnand., 

I -

The Air Def enee eo..nd has ntabllehed an 1ndlcat1on• system using 

a graphic display to asas..i ln the orderly evaluat1on of 1nd1cat1ona of 

hoetile air attack on the ts,. The Watch Comalt.tee mainta1ns a continuous 

indications .evaluation of all events world-wide which bear on the imminence 

of general hostilltlee and related world eveni.., I 

The most serious deficiency of all the 1nd1cator systems is the 

lack of oooroinat1on and exchange of information on a timely basisc The 

existence of such sepaMte Ht related efforts. aa presently const1tuted9 

throughout the •rld involves much duplication of the evaluation effort-

in many cases by people nOt fully axnpetent and with divergent resultso 

Jnd1caticns effo~s ae now organized are producing resulte less reliable 

' than the security of the nation requires and the commanders concerned deserve,, 

(b) (1) 

I 
OGA 
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the coo:rdlnat1on8 rianlllb:diAUon and .,.i-tlc !ntft-l'elatioft9h1p 

of thtt effort would overcc.e manr of the present shm-tcomblga, paiticularly 

hom the standpoint of the ~ Defenea o..ndo It la believed that tl amaU.. 

group lhould be created reps 11entsng the Intelligence Advleo:ry <~m:ttee9 

op«rat!ng ott a full-time ball• (24 houri a day), and responsible for the 

over-all cool'd!natlon and d!Hc:tlon of related lndlcatims syat-." &bre 

effective utlllzetion of lnt.eJ.11gence can be achieved only by 1Uch centnl 

cool:dS.naUcn and dhectlon-r In paftlm!D, t.he fo11.owJ.ng are 1011e of the 

pdndples \llhich ue believed -~ala 

(1) An agreed llst of lnd1caton and tub-lncllcet.o:ra wrldaWlde 

(U.) Aedgment of indicaton fen- evaluation to tpeciflc partid.., 

petlng agencles 01' tub-agenciea accmdlng to primacy of inte~at or 

coepetence., 

(111) P.rovieion t:o fumllh th•e sarae agencies with indications 

evaluation on all othe lndicaton .td.d\ are p.-tinent to thei:r own 

•:ming probl• but far whicb they do not have primacy of interest 

or full competence in evaluation_, 

(1 v) Tf.aely 9 secure,end dependable CXJallUlications~ 

(v) Standudized methodology and display syatems0 more effectively 

quantified th1"ough the developnent of Indices .or measure1 of activ1t!es9 

graphically presented to ahow changes 1n thaeir 

(vi) F'oD11Jlat1on of nozmetive enemy.plans against which the 

iJlll1nence of hostiU.tiea can be measured., 

Add1t1onally9 it is part!cularly important that this group be kept 

informed on military and pollti.cal mneuven of the ts ~ich could produce 

Soviet :reactions that might othezwlee be mldnterpreted~ 

-2-
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Cue mat be exe.re11fld that our evaluation of 1ndieaUOn1 be focuued 

on significant actions Bilch the en.., Dl8t talce in Pl"epa:ring for particulcU' 

llilltary opeJ:Gtiaas.1 

The O:'lnad!an Goveuamerat baa an active 1rrtezoeat in the problem of ttraao 

tegic wamlng of an attack on Worth America-> There :ls at preeent under 

prep!J.'6t1oo" 1n the Joint Ihtelllgence Bm-eauq an all•eotttce :report on a 

~urprlse Attack on North Allunicae'A to llhtdl the Caaam1eat1on1 Reeearch 

'Bmnch has contributed on the OOMOO' aspect•-!> Dlacunioh with the D1rector9 

am, has indicated that .these conclusioMt based upon t:Mfflc ana1ya18t 

plain text and presently exploitable codes and d.phers2' al!"e consistent with 

those anived at in th1• Report .. 

In the ~t.~ .~I tJ.ie .Joint J!!:.t;W.9~~!,.~~tl!~." ~"• @t!J?8!ed 

an· eval~~~~ of an ov~~l-~~~~ions eystan, on an aU."l'ISCl1lrCG baaiao 

. In brief, th1a ~ descrtbea a few1 eelected 1nd1cators. as~:ciated with 

!P!c:.'-.f~;c,.,types of actlv1tl~~-~~.~1,cat~_!tf!..em.ba~~l1~ of obta~ 

Wo~~t'. ~ .<>.!!!~•~• yd OCl11Nf sources!.. 

S.1,gnificant improvenent of our 1nd1cat1one systems can be ac:hieved by 

closer c::ool!'dinatlmi with both Bri.tlah and canadlan efforts., We strongly 

believe that it will not be poa1ible to effect such cool.'dination until a 

coherent indications systaa hae been flmly eatabilshed in the ts .. 

I ( 1 I 
OGA 

JS 
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Tilllely wamlng of 1llpend!ng all' .attack depencls greatly upon rapid~ 

Rapid electrical ~cation faellit!ee serve the CXJMlKT 

0%9U'liation in th1"ee ge.nezal ways• 

(i) Deli vuy of intelll.gene., 1nfOJDUon., 

(li) Q)llecUon of .w latercept matm..1~ 

(111) 1.rrba....tatlon exchange of technical •terial~ 

We are interested tn the flnt ...., functlons<J' 

The COllllQUcatlon pioceu 11 geneJ9lly conUclered to include 

everything between the handing of a meuage to the meusge center and 

the handing of the message to the designated recipient» lhus9 the t1Jle 

for handling a message 1ncludna encrypt1on, rout!ng111 t:rentmi1&1on, 

dea-ypti0n9 :reproduction and aeatenger senice~ lbe alGcr!ty with '1hich 

the process 1s perfo:med 1a detumlned by the precedence aet by the 

originator~ The highest precedence 11 e11s1gned to a FLASH meseage9 

whidl le handled before all others except those of the sat:tO precedencec 

P1Uxm pf talja!JzUa•ce 1Pf$lmt1aP 
An 1tem of intelligence infomation IDJ'thy of Fl.ASH o~ other high 

precedence designation may originate at any of the following place1u 

Intercept station 

Field CClllml11d eva1Uat1on ~up ... field analysis 91"JUP 

Cent.:tel ewluation group • centzal analysis group 

NSAF-7t1.C10S 1Jul52 TOP SECRET C14i.NOE 
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At preeent., euch a deepetch can be deliveed to the mat distant 

adifresaee .S.thln one houJ:.,. Where exb:a•continental circuits are not 

llM>lved5 the time -.y be lest than ten almtes... It !a the op1n1on 

of the Group that these tfJles an adequate., 

'nle :recov91:Y OJ' the reeogrd.tion of an birportant item of intelligence 

J.nf<mnatton may occur at Stations to Mlich raw 1ntezcept material la 

t:l'anmltted~ There are two <>f theAea the field camand evaluation group• 

fteld analysb group and the oentzel ewlmt!on gmup ... central analysis 

gzoupe At present, all the locally int.e.rcepted raw materiel is sent to 

the allied field gzoup.. About 20% ts 1electacl f~ electrical bansmiasion 

to the central gmup in the U:l0 the :r,_lnde.r being deli vend by courier,, 

The field group receives lb mtmal In about 30 rdnutes and the central 

amlya1s group ln one to flve hoUH. Th.ese times a:re c:onaidered to be 

adequate ... 

Mawa•tgn 

1fe have exam!ned the present coamud.cation system ueed for OOMINr 

and have been shown the p:L'Opoaed !mp:rovementa which ere to be madeo The 

Jlll'ffent channels" both ov92:'9eaa and conU.nental land lines, seem to be 

fai:rly adequate for their purpose., Certain contanplated ~vementa9 auch 

aa automatic .S.tching and on-11ne encryptlora~ will provide more expeditious 

handling of traffic through relay centeno We have not be~ ahqlm. any 

detailed time studies of tmffie delaye but px-emae they are avaU.able., 

Efforts to route oversees 'baffle thl'OUgh the beri possible l'OUtes seem 

to have been madee 1\\o ,channels on North Atlantic cables are now available 
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to the Departzaent of Def4Wlle on en tlllltdlate call-up ~sitJ and, in 

additie11, an eight chamel tlans-Atlant1c c:eble 111111 be lnstalled in 

Uout tao years for exClu.S.ve uae of Defenae COllQ\lmt!onsti At pzieaent9 

tlClle 245~000 groups J>ft' day Qe being handled by electrical Ot'JIDlnlcat1ons,, 

ablle this 11 a Cl'edi table perfo:mance9 - hpiovaaents are trtU.l to be 

tca#ml "'DYemM 
Among the teehnical ~ llfdeh are feadble my be included& 

better and faater encryptlon dev1cea5 hidler tftn.S.tting apeedst and gore 

effldent utiU.zat1on of l'8d1o frequenclee and land line facllltiea(! 

We have been infomed that n-. and better crypt:og!fiphic techniques 

are eontesnplated tlhich Will provide fast and aecui-e tJinollne opea:atton~ 

Some c:onllcle.rable i-eductlon can be made 1n the aetulil 'bena1t time 

of high precedence end of othv tzeffic by ecbpting at a future date I01lle 

of the principles and methoda now ava:Uahle. Am119 these may be mentioned 

those reported by the~ Research Udt of the Johns Hoplcin1 ~ven1ty 

concetn!.ng th18 subject., 11 These iRethoc:ta wblch are appU.cable both to ndio 

and land Une COlllllJnieation c:hamela P'l.'OIJO•e the utillJ:etion of the avellable 

band td.dths of pr"ent coaud.catlon chamela to increase the speeds of 

trenend.ssion some 10 to 40 thles those cur.rent.ly in useo 

Methods of .detexmin1ng the mst effective radio frequency to use at 

a given time have been pllblbhed.. The badc•scatter measurement technique· 

is a notable exuple., "1be UM of this method alone should provide 

additional assurance that an early •Zfting message Will move with the 

lie ffiUie to OMt, 
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ldnlaa delay~ 1\rribme9 i't offen the posdbility that e frequency 

mn be chosen which will be leatt 1UScept!.hte to enaay jannlng<) A 

mzoeful study of thia subject aeaas to be indicated ae a possible means 

of ma1nt.ain1ng the required cantlrld.ty of ove.neaa oaamunicat1onso Study 

lh>uld also be given to a 1111tl10d of p()OUng all evaU.able :radlG frequencies 

with &881gments to individual atatlone on an 1-edlete baaia to meet 

lcimspheric conditions,,, 

Qmltipppl lmm¥Z nh 

Time l'tucliea should be cantbmed with a vle.w to reductlon of pzoceuing 

thles in message centers,, n:dntng prograas to laplanent :the ·f.ndicated 

~vements should be pressed v!goJ!'OUSly,, In parlicull.~r., the delivery 

of messages to their rec1p!ant• ehould receive careful attention" Qir 

!nfo:naation ie that corusidezable t1ae can be uved here,, 

t'aref.ull. conside.ratiQn should be given to (1) the nmtter of delegation 

of authority 1:o intercept and aralysi ... ewaluatlm groupa to originate 

mgent lntelllgen~ meatagea9 (U) the 90rt of matelel for which they ehoull.d 

lmtchtt and (111) the addrnaeea to whcm the info1Mt1on nhould be sent,, 

l'Smely wam1ng of enemy attack la mre likely to cme fxom unite neareet 

to the intercept station~ 

NUFerM711.C10S 1Jvl52 TOP SECRET CANOE 
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Gmpl Bear.kl 

no&ffic Analysis (T/A) le a IHthodology by whlch OOMlNT is derived from 

the analyda of tnfflc '\'Oltaea9 opaato~ chatter, and menage extenaal&n 

The CD!1MT de:rlved hm T/A 11 collated with that recovered from 10'l'Plevel 

eodes and eiphee9 plaf.n. tat 11e1aagu, and w!ce coarAUnlcat1one in an 

opeet1on known aa «lt/A P'Ua1an" ., I I 

HUF•• 711.CJOS 1 Jul 52 

I : 1: 
(l:))~:j~-o:J use r1u:::J 
(J:.) (3)-1 USC 798 

(b) ( :-P.L. 06-36 

TOP SECRET CANOE 
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Finally, lt should be eaphaaized 1:bat the experience of World War II 

and of Korea establlahed the tactl~l neceadty of analysi• and reading of 

low-level codes and ciphers and plain language tranmniasions' for close 

eupport of Amy, Navy, and Ah Force fighting un1ta,I 

J Whatev'2' · . 
L-~~~~~~~~~~~~~~~~~~~~~~~ 

capability the T/A Fusion opemtion attains in peacetime, .it Will have 

1nd1spenaable value in wartiae9 when properly deployed., .. 

HSA Fw,. 7t1.C: 10$ 1 Jul 52 

(b I : 1 I 
(bl :J)-50 us::: 403 
(b) :3)-18 us::: 108 
(b) :J)-P.L. 86-36 
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Thia do«lment la ...: be re&d only by th098 ~ oftlclally lndoctrina~ In aecil"411.0ll With eom
mWlleatlon tntemcenoe ll8Clll'lty n.cuiatlona and authorised to receive the information reported hentn. 

81•tiRJliU11 pf lmlaooQ.JX>Mllf ha ;1beu. s9111sn 
1111 J;ppmyioo §;vrcs:a Qf MJt~ppl fpr t4.1 Adequate directlcn finders ,/ 

in conjunction with intercept operations can &ave wch valuable time and 

allow better evaluation of traffic.. Present diJ:ection finders are often 

separated by as 111.lch as 100 miles from the intercept station and the tM> 

\Wdts not oomected with secure .Hnes. These efforts should be OO""toc.ated so 

that D/F data woull.d be at the intercept operator?& handt) or intercept and D/F 

stations ahculd be coMected by direct and repid telephone conmunicationc. 

Altemat1vely9 a secure and np:ld 001111\Unicat1on service should be provided.., 

Even such meager efforts as obtaining one line of direction and transmitting 

the 1nfozmation promptly to the intercept center V«>Uld save much interc:ept 

tlmee D/F operations in the field are not well coorc!iMted"' Better training 

of officers in D/F is requ1redg cunent training is much too brief for the 

~nee of the subject" 

Slmllar :remarks apply to another important source C)f supporting evidence 

for t/A, namely, procedures fo:r !.dent!fioation of transmitters and oper~tors., 

l!LJNT has a potentiality au a wurce of supporting evidence for T/A which is 

yet to be fully deveioped and exploited (see Appendix VIII)(') 

imnlnence of war as develope«f;· by the .Air Defense Collm!ind and the Air Force 

Directorate cf InteU.igence :h ob~ine\':;: thro·:L1gh r/A. Pus'.l.oi'\ Yet 9 '·n the c~ue 

of some of these indicat(,rf:''.l).) (he COM1N1 :h lathe·!' ooerse ~nd rnughly U$edn 

'nlere is a need for dn:lng ,:A beth•x· job .;»f qui:tntHying some: of t.he lnfo:rmation.~ 

COPY# ___ _ 
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This is especially t~e of infonation concerning the activities of the 

Consideration 

ehould be given to the constructi<>n of measures of annunt of activity of 

variC'l\1& type:s.. These mea8Ul'ee or 1ndicee should be plotted against time 

1:o show r~tes of chahge of activity, rates of change of buUd..,up& of variooe 

kinds, etc.. They should be constructed by aMlyets who have intimate 

knowledqe of the material underlying thGe 

The p0ssibilities of machine methods 1n this fll.Ork deserve careful study .• 

4-. Ill# Pmln~ent gf WL~is; !ifmdia. the embXem af Ii,meUnesas Here 

we contt.ider the problem of deriving through OOiU'NT l3nd utUizing ~ pre-radar 

warning of an ~ending sttcick against the~. 

b) I 1 I 
ib)(3)-5Ci r_;s::: 403 
(b) 131-18 r_;s::: 798 
(b) (3)-P.L. 86-36 
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There are three distinct phases t.o th!e p:oblemo The fi:rlt pbaee !1 to 

plcdc up the clue or clues of an hpend1ng attadco 'lhia depends on the 

oapablU.ties of our lnteeeptlon system-the men and equipaent at the inter

cept stations'> If the cluft are oonta1ned 80lllllbere in intercepted aterial, 

thtn the second phase ~· 1:o i-•cogniJte th• at "*' stage in the p.roce191ng of 

the 111teria 11.,, The third Jlhtse is to tnnmdt the 1nfomatlon recognized as 

the clue to thoae respondbl• for the au defmse of the lS in time to take 

ection. 

lbls is obvi.ouely a pzoee11:rlou1 chain of events and none but the naive 

and foolha?dy would cla!m that .the tipoff tlDUld, with 100% certainty, be 

discovered, tranadtted, and acted upon 1n tiae to take effective actlono 

Yet• met be realistic •nd consider what PNct!Cll atep4 might be taken to 

1ncreaae the chance of succeeao Here we COllllent especially on the aspects 

of the situation concemtng T/A, 'V01ce tzefflc, and 1nf01'mltlon from low-level 

eyeteue If the clue 1s contained 1n one or a9V91'91 message& intercepted 

at a given site and if the aign1f1cance of such a clue can be :recognized by 

the interceptor or by an analyat, it is obvtoua that we should inc::reaae the 

chance of t'ecognizlng 1t at the intercept station"' This argues for the 

deainb1U.ty of a1&1gning an analyat Ol' .._, to each intercept station to work 

closely with the intercept opaatofto Such a situation now exieta at aome 

stations, part:lcula:rly in the case of the intercept squadrons operated by AFSS., 

If the cluie ls IDOl'e d:lfftae end mat be aifted fzoa intercepted material 

fzom a given geogMph1ca1 ara1 th11 argue1 for the eatabl!lhment of fozward 

analyde units by geognphtcal areae which would perfom aMlysla on intercepted 
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material from the area 1> incorP'Nting into their 396lyds material alr~dy 

~zed by the intttcern 5taU.on~,; which ~uld make use of D/F-v :RFP., EL.INT 11 

and any other relevant data<'} 

lhder such a eyatem of deployment of analytic effo:rt 11 the nain fu:.<'\ction 

of the He.etdquarters analysis units \rould be to carry out deeper .analysis and 

develop o:::tJl1N1 of roore long range value;, In order to buHd up and mai:ni;aira 

an ~dequate and sen8itive background fo:r amlysts against which to interp:ret 

intercepted materi~l at the intercept and area leveh~ there w:>u~d have to be 

a constant feedback of GCWNT reporl:i .ae well as reports OO$ed ora coJL:lateral 

intelligence.,, Some rotation of personnel through the system v.ould b.e necesl!ra;ry 

to keep it sensitive~ 

In ~!'time, a deployment of ana 1 ytic effort along the lines i~dicated 

ab:>ve would form the Mais of a tactical CCfRlNT system to eupi»rt ithe theater 

comanders,, The necesl'!ity for a dep.to)'nl!l!nt of thie type h.as been ell.early 

indicated by the experience of World War II and Koroo .. 

5" Research in f.Qoofl.¢~n ¢th j:lle I/A fupion t=.ffortl At the present 

time, almost all T/A FuGian effort and thinking it. directoo to1'13rd production 

of mated~ l tc meet cont1t.mer :requirooiante,. Not en:>ugh attent:l.on is dewted 

to reaea:rch ~nd development 0tf new methodo of ancilysi& including further study 

of the pouib1Utiee of high ~eed machinee fo:r handling oome of the probleu·: 

The NSA 'IM)Uld do wen to set up a snaU. ret1~rch group whoit5.e member~ have 

competence t<> inve~tigate new 02pproachee in var1ooG fiell.d~ relevant to the 

problem., 
) ~ 1 ; 

(b)~J;-so USC 403 
(b) (3;-P.L. 86-36 
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6., Jh1 Ps'APM:l "*'•• The quality of the caaN1' effort based on 

80UhCtl dtacuued in this Appendix depends heavily on the effectiveness of 

int•cept.ton and the competence of the analywh~ 'The p.robleme of i~ving . 
procedures for the selectio~ t.Nlning, and proficiency evaluation of such 

\ 

Pll'IOft'tel and related penomel probies are dleaiued in Appendix IX~ , 

. ' . ..,.., ..... 

' ' ~ ~ .;- •' . ' 

TOP SECRET CANOE 
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Special Intelligence le camrr resulting from auccessful cryptanalytic 

attadc on high-grade cryptopaphic systane tta value during World Wal' II 

can ·ec:arcely be overeatt.t.ed. 1'hl'O\lgh the decryption of German and . 

..Jepaneae messages, we were able to pene'b.1lte the enemy lines and enter the 

Headquartel's of High Comnand11 kl.my Groups. Pleet•• and Air ForcetJ;, ~~ a 

ttreteg1c level, Special Intelligence •• the unique eource of advance 

knowledge of the enany0 e plans for both offensi\'e and defenaS.ve operet1onao 

It was the timeliest, most canplete, and moat reUable source of intelligence 

on his Order of Battle, intentions, and cepabilltin (see Appendix X)ii 

(b) 1) 

(b) 3)-50 USC 4 3 
(b) 3)-1 USC 7 8 
(b) 3)-P.L. 86- 6 
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I I -1 ll ~~c ; 
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(bl I -F. L. 

The potentialities of Special Intelligence are so great that the 

difficulties involved in obtaining it can scarcely be con&idered a deterrent 

factoro Nor should the benefits which it oould reasonably promise be die.,. 

counted on the grounds that 1t would not have the dernonstftble capability 

· of fumlehlng specific warning that hoat1Utlee were about to be initiated .. 
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Tlill d_..t la .,.'be re&d only by thoee pel'IOllM.l ollleWl:y Indoctrinated In ·~·· >'Dee with com
munleatloo lntelllcence-..it:v NcWatioM and authorm!d to receive the information reported herein. 

Such a guarant.ee is beyond the poner of any COMlNT orgnni:emtion, dlich 

reeds the measages originated by & foreign nation but does not write themo 

With that exception 9 however .. ,,. a limitation which applies to COMlNT 

not only !rt it!i< p;;'esent condition but also 1n a hypothetical state in which 

intercept facilH::i.es were virtually unlimited and cryptam'1ytic success 

•• complete ,,_,. i'c can be sta·ced that the capabU.ity of OOMINT to provide 

wuning of 1nm1nent hostilities h db·ectly proportiona~e I .· 
i 

.·· .· 

lb I I 1 , 
(bl I -5C J.SC 403 
(b) (:J <B J.SC 798 
(b) (3 -P.L. %-36 

COPY# __ _ 
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~ !l.ICDlQfJCS JlfT!UJGENCE (Fl.JN?) 

"'.L 

lb• Am •LU fmS9 
1 •. Gmmt B•§•t 'lbe ~ of the AJ.W11 maintain1 EI.INT 

etft1on8 1n Theae etati~ mver the 

fHlaulbOV dnSJ• of 15 ktlooyd" to 12,~ aeg1cyol• and an pdlmily 

designed to concentnte on ftdl~ alple. A 24-hour •toh !a maSn

tdDecl, and thziee main !Id.cat.on have been eatablllhld as a be1S.a for 

Pl.ASH reporting. These an (l) any 1ncl1cationa of l8dlr bulld-up, 

(i!) anr 1nd1cat1on that mo.. or ldentlf1.S •emv •ignala appear t.o be 

umJl\8.11y close to the statlofta• and (ill)· uru-1 tdpl a-atl\flty *ich 

the opaator may feei t.o be CIU9e for a1am,, 

2. ussm ·1eeM2Dt• 

· .. 
lb) I 1 l 

/ 

(b) (3)-50 USC 403 
(b) (3)-18 USC 798 
(b) (3)-P.L. 86-36 

HM'""' 7tl.C10I 1 J.,I 52 TOP SECRET CANOE 
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The above effort 1ncludn 10-12 teama., About 16 teams will be overseas 

1n the next year.. There are not at present sufficient peraonnel in these 

teems to sustain a 24-hour operation for longer than a limited emergency 

3.. RtifU.31ng• lbgs fMR intercept 8'tatlons a:re routinely sent by 

mall twice a month9 sustaln!ng a dely of approximately 3-4 weeks., Dupllcate 

copies are aent to the Electzonic Warfare Cente (SIC) at iort lbnmouth 9 Air 

Technical Intelligence Carte (ATIC), Naval Research tabo:ratory (tliL), and 

the Almy-Navy Eleet:ronic Evaluation GJ:oup (ANEID)~ ANEEG retains and fUes9 

as well as evaluates, theee :rep>rts.,
1 

Bach team under 9IC has a one-time pad for PIASH repol"tingo A code 

word alerts EWC that PLASH traffic !a under way,, 9fC then alerts the M:>rl"" 

1 mouth cryptanalysis penonnel .tlO decode the meuage,, S1~5 1n Washington 

!.a then alerted9 which tn tum alerts G-2 and ANEBJ., The meseage is then 

TOP SECRET CANOE 

lb I 
( l . .1 ( .3 -5(J r: 
(b (3 -1 USC 70A 
(b (3 -~.L. 86-36 
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l'eee1 ved by G-2• e'vGluattd9 and t1'enemltted to appropriate persomel w:l thin 

the space of a few minutaae ~ 8J.'l'lnV•ent8 are such that a PIASH 

1MtAge can be tMnsnd:tted to the Wash!ngton area ln approximately 35 

ldrutes fl'Ol'D the time of Intercept,. 

4., Qtmioltasm• The .J!JC (Joint El•cbord.e Intelligence Center) in 

Pa'X)M receives the PLASH medlge l!aultanensly with other addresgees and 

alerts other service electronlc CO\Sl't911D888Ur88 activities ln the theater 

(the wozd "Joint.., means Anly-lllvy only-no Air Poree partlc1pat1on). Jh 

Europe, the Amy Electronic lfttelligenee Center pe.ri'oJ:ftls aiwd.ler fWlCUons~ 

again without Ab.• Poree puticlpatlonf; ASA stations are alao alerted, and 

ar.rengements are being 111de foi- AsA to alert the Arllty teams on a »eciprocal 

basisit This ls' the only contact between field agencies .. 

lo Gepezah The Nlwl effort is duected more toward acquisition of 

stntegic technical data than tollard ~ incH.cato:rs,,, 

I An &--hour watch is ma1ntalned 11 
'--~~~~~~~~~~~~~~~---' 

and indicators are simllal' to tho&& of the A:mrf,, Usually0 one er two 

8\lbmarines are under •pecial controlt> They do not have iull team& aboard~ 

(b) ( 1) 

OGA 
JS 
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(bl (3 USC 403 
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I -12 us':: 7 

(b (3 -P.L. 86-36 

Airbome 

I I 

3., IW:lPtUM• A!rbm:ne teams repol't through Top Secret channels with 

priority rating to aro as the prime •ddi-easee• with others on the Ust~ 

lleuage time varies fl'Oll 1 to 4 houri. Reports a:re received at the Navy 

Secu:rity Station in Wa9hington and given t.o ANEEG., Ship tMJl8 report 1" 

shdlar fashion, if the report ia suffic1ently important., but the data are 

uaually sufficiently to\ltlne to be sent by secret dispatch~ land based 

teams have one-time pads 1n conjunction with the Army., and 'their :reports 

go both to AmiY and to <l«>o Routine :reports come at intervalG of about two 

weeks by mail, althotlgl\ emagency channels are available for reportlngo 

NSA F•111 711..ClOS 1 Jvl 52 TOP SECRET CANOE 
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4... r.qgm1miJiau CClltN1' of'f:lctts at ASA collate Navy intftcept reports 

with other intelligence and send the final report t.o Oilo tbere is a 24-hour 

cluty ..tch in Washington" Pl&ld CXJmrl' penomel ~e alerted 1n advance of 

lllYy •neuven,, 'lheu data ar• coordinated with tho British in routine exchange" 

1bee i• elao a field exchange between th• A.lr Poree and th• Navy, with certain 

actpU.ona such 11 •gnettc tape MO>rdinge of the tsAf~ There ue ~ 

.,.1uat1on unite ln the fleJ.d.,. 

A.\i£ .lAJ'VI liYID' hes•• 
1. Genm;oh Frequency eovaege 1a f:ro11 allghtly leaa than 30 

kilocycles to 10, ~ aaegacycles on an 8-hou:l- •tch basis (fol- ground teas)., 

Jhd1cators are e111U.ar to 1:hoee of the A%f1rf and Navy but nv>re lim1.ted.,. The 

primuy effort 1a directed ~l'd locating enemy stations1 secondary effort 

1e toward detendn1.ng techn1ce1 chQacterletlcs of the radiating station ... 

The Air Force alr.> monitonji.. _________ __, 

2. ,xmma 1.oca"8Da• 

1u: I 1 I 
(b) (3)-50 us:= 4C3 
(b) IJ)-=.L. RG-.oG 

Unit.eel if.AtU •Nine gi'OUnd ttatlona as an integzal part of Alr 
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3., R'RPGSm• SIC field opneton can flash messages ftom f!eld 

opentlons in 2-3 hours to (1) theater H~en, (U.) local Navy and 

Army Headquarten, and (ll!) SIC H•dqull"teno Air Force penomel state 

that the time of caamm1.mtlon depend1 on atmepudc conditions and 

lltnt1on that a 4-hour time might be a figure to shoot at11 It hae been 

8tlited that 30-1druta rapozt1ng would be poMibl• if the l'fKIUirements were 

1t.1f flc1ently stzong. 

411 Cognf&AU2mu R• dlta -. not gl ven tO the Air Poree by the A%'lll'f 

In the field• but the Ab Pone gives such dlta to the Amy, with the 

exception of magnetic tape recol'd!ngs which are sent to Wright Fle14 for 

analysis and, nuch later, to AN!SJ. lheae recordings contain highly useful 

data,. ~and, to be fully effectlve, ehould be made available to a gl'Oup such 

as ANEm in the shortest poa•lble time.. The need for coo:rdinatlon is such 

as to override individual aervice prejudiceaG 

Again there does not appeal' to be adequate tle-!n with OOMINT at 

field levels() All e9Z'V!ces ahould have closely coo:t'd!nated COMINr and 

ELINT activities fZ'Cftl field un!ta on up to the highest levels, and all 

service ELINT activities ahould be closely OOozd!nated at a central place 

within a given opezeting area. 
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In the various d11aaat1onl and bl'tef1ng1 which the Study Gzoup has 

hid conom'd.ng the Jlll'fflftt CXldNT effori:, th• most uni venally mentioned 

Jlll!'Obl• is that of illpl!oYf.ng the quality and proficiency of penomel .. 

lhe auccea1 of any 01'gll'd.atlon dlpend1 cdt1m11y on ltu pa110Mel., In 

the caae of NSA-end the ld.Utarr Stl'Yleea• a m.lllber of facto1'8 tlhlch limit 

the effectlvenea• of ceta!n tey 91'0Upl of penonnel has been brought to 

the attention of the Cboupo 

Here we deacdbe briefly SClle ol the pzoblana now faced primarily in 

connectiQn with three czuc1a1 poupe of NSA penomel9 namely, hlgh ... level 

!'ffearch and developnent penonnel, analytical personnel, and interception 

personnel., We ahall alto 1111ke IOID8 COllllents and suggestions conceming 

aupervieory pereomel" 

At the preaent time, the:re 1a serious need tor furthu research ard 

developaent activity 5.n NSAo The eucceas of auch a program will depend 

almOat entirely on the quality of restll'Ch end developnent peraomel .. 

A good part of this activity can be Q)fttzected out to private. 

organ!ut1on11 but, even for this effort to be eucceasful, it !a neceuary 

that NSA itself have a highly competent group to recognize taA0 1 needs and 

to txensJ.ate them into requi:r•ente Which can be used by private fbps as 

a bl lie for research and developnent., EA has lo at a considerable number of 

men of this type and le finding 5.t aJ.mst lapoeslble to compete with industry 
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in filling the vacande• cr•tect, not to mention recruiting such men 

to explftd the reaeuch and dtvelopllent at.affo nd.1 litlatlon calls 
\ 

lozo a :re-examination of Ill.Uy seal ea for l'Hlal'ch and devetopaent 

p«reolll•l• It i• alto euggetted thtt exploznlons be made to detmdne 

the extent to lllhich ac1.U.U and englneen ffta un!venlt1ea and 

INluetzoial labo•tori.ee could be uttfUlly boJzowed for lildted periods 

of t!aeo 

Q\e of the bedc d1ff1eu1t!et ln attMctlng and i-etain1ng top-fU.ght 

1dent1fic penonnel ls the Pl'Ohl• of providing recognition for their 

contrlbutlon1, not meal'LO:tld purely in atatue and salary advances, but 

1n tenm of ac1ent1f1c prestige. At the preaent time, the only po11lblllty 

for such recognition 1• th1"ough. sdentlflc contributions almost wholly 

Ulll'elated to their reseuch ln the OOJON1' field. Thia •frt• a double 

standard of achievement tlhich vwr I• penone can meet,, The Giooup ha• 

no 10lution to offer concerning thia dll..... The least that can be done 

1a to consider extn premi\DI in tems of ..ning conditions and f'!nanclal 

lnduceent for good men to enter the field. 

ArwlXIJig 

The second key 91'0Up of ca.ma penonnel consists of the analysts• 

the cryptanalyats, and the tftffic analyste. The •1n core of this group 

le comprl.1ed of more than 1100 clv1llanl, but 1t also contain• a le:rge 

cmplement of service penonnelo The clvillln members provide the basic 

conUmdty of the analytic effort, although there ls conside1'8ble tumover., 

lbe tumover 11 even greeter for the eevtce penomel becauae of rotation 

poll~ and relatively ~l"t teme of een!.ce tor most military penomel. 

HM For• 7t1.C10S 1 Jul 52 TOP SECRET CANOE 
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lbere is great variation 1n the quality of personnel 1n these two 

gzoups of analysts... O>na1denble difference of opinion exists aa to what 

t.ype of person at recruitaant will make a good analyst and what type Will 

not~ It 1a genmally agretd, howew.r, that, once a good analyat ia selected~ 

hi• proficiency st•dily 1llpnwes with expdlence. :rn view of this 

dtmtlon, and eS.nce there 11 a conU.mdng :reaultment pl'09l!! to keep 

wlytlc persol'lllel up to .Uength, it 1• .nr .. 1y important to estlblieh 

eound aelectlon and tzalnlng pJ:Ocedtrrat1. lbdem psychomatrlc method• 

applied 1n close consultation with leading HSA ... 1yats can be expected 

to aid materially in 1llprovlng 1elect1an pzocedureso It 11 not sufficient9 

however, for such procedures merely to be applied to tJC11De candidates. lhey 

nust be applied to candidates from the moet ptcad.alng sourceac- lhis in 

tum calla for a re-exaadn&Uon of 16A polloy for g1v1ng the potentially 

good candidate ac.e notion, within realistic aecurity Umitationa, of what 

cryptanalyais ·and traffic analysis are and how illp>rt.ant 1n tem• 

of national securityo Q\ly then will tSA attnct the potentially beat 

candidates actually to bec:ome candldatea for eelection,, In making theee 

suggeat1ona9 the Gzoup 1s thlnktng prila:rily of civilian analysts,. but the 

principles are no leaa applicable to military penomel-.. 

Another important aspect of the pJ:Oblem of recru1t1ng and holding good 

analyets relates to salary and pzamotion poU.cy11 At present, there e~ema to 

be IOllle disparity in this reepect between cryptanalyela and tMffic analysiso 

We reiee the question whether ealary and Pl'(IDOtion policy 11 as fevo1'9ble to 

atzong developnent of T/A capability in lBA a1 1t ia in the case of C/A, 

especially in vi• of our present heavy dependence on T/A,,, 



DOCID: 4088887 
T<ri> SECRET C1bNOE 

A final aapect is the supporting senices available to the analysta, 

pUttc:ularly the machine aections which do the extenelve machine processing,, 

the personnel in theae 1ect1ona have a l'OUtine bUt highly responsible task 

and the efficient perfonance of the work depends on alcilful · leadenhip ~ 

lngam!ty in plannlng the use of the •ctdnuv to beat advantage" Stepe 

lhould be taken to llllktt th11 work at:Uectlve by expanding the opportunities 

for advanced 1:1"1.1.nlng and p.rcmt.ton ln the uea. 

Jnius1pt PRaltAn 
The third large group of penomel in the CXldNT effort are the inter

cept operators, who, at present, a:re ai.st entirely military. The gl'eateet 

problem here is that created 1')' the uatal enlistment and rotation pollctea'1 

1he potential value of an intercept operator increases with experience at 

a particular intercept location. The IDDH fud.11.u the oJ)ftGtor becomes 'With 

the Deterial he intercepts the more expert he can became in the prel1111nary 

interpretation of it~ It la 1ddely :rec:ognlzed that the problem of building 

up and malnta1n1ng a reaeonable amount of know-how for interpreting material 

at the intercept aite le. of bide importance wf.th respect to eerly -.ming,, 

Part of the solution of the problem,aa far •• it can be dealt with, 1a 

probably to be found. in the eatabllahment of a service career for military 

penomel 1n CX>MINT111 A service man with interception experience at one site 

can be expected to capitalize :rapidly on th!• experience when placed at 

another a1te., Another poaa1b1llty for illlprov!ng our interpretation capability 

at the intercept eite, 1n eome caaea at least, ie to indoctrinate intercept 

opentora in the rudiaents of cryptanalyals and traffic analya1a or to supply 

an analyst for the site tp won in close c:ollaboi:atlon with the opereiloro 
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In sltet where voice 1ntecept can be taken, the laport:ance of knowledge 

of the Ruaalan language 11 obvious.,. 

There are well-recognS.zed d1fflcu1tlet 1n ualng civillan experts at 

f.ntecept Bites OZ' in th•ten of opezetioa" ao& the other band, World 

Wu II expertencea in operat1ona researah1 use of zeder, and other fields 

u. full of lnstMcea •ere thete d1ff1cul.t1es WeM overcome. 

We alao point out that pmfltable :retum can be expected &om the use 

of modem psychometrlc aethod1 1.n th• ••lectlon and p:roficlency eval•tion 

of intercept: opmiton .. 

iwsnhon Pn:l9mct 
Finally, we wlah to •ke SOiie commenh concerning the selection of 

auperviaory pe:reonnel, etpecially those tn an lmned!ate supervisory oapaclty~ 

It la axiomatic in good penonnel .-nageraent that inaediate supervieora of 

any technical act1vit199 should thauelv" have expert knowledge of the 

activity they supervise •. 'Die best way of obtalnlng auch eupervieon is 

by advancement of properly qmU.fled individual• fram within the groups them* 

selvea. This principle• however, 1a mH easily applied to the civilian 

component of a group than to the military peraomelo In the c:aae of 

military peraomel, with :rotation policy ae it now exists, the Group 

believes the best appmach to the supft'Yiaory pzoblan Hee 1n the establish• 

ment of a career service in OOMINT 1n the A1flr/ and Air FoZ"ce along lines 

already developed in the Navyo 
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During World War II. and again during the conflict in Korea, OOMINT 

•• the t:lmelleat. noat complete, and most z.elleble eouroe of intelligence 

an the Order of Battle, 1ntcrtlona0 and capabilltiee of the en-r4' It 

•• the unique eource of reliable advance latowledge of his plans for both 

offensive and defena:tve opezetlonse The followlng examples have been 

1eiected fl'CID among i..,....bl•: intrtancftl tlh!ch illustnte the c.n.ttN'I' 

capabf.H.ty to provide advance •ming of blpend!ng enemy opeiat!Ont, on 

both abateg1c and tactical levela, and the achantagee which may be derived 

fzic:.a the l'eee1pt of such •ming~ 

lu:M' b&: n-Tha Qmneo '**on t;bs VSSJh 
During the fint three. months of 19411 Special Intelligence /). 

!ndlcated a general eastward movement of Gem1n air and 91'0WKI force• which 

.. bled 'Brltiah 1ntell1gence to est1mate wlth increasing certainty that the 

concentz.at1ons "'11ch were tak1ng place were to be directed againat the USSR., 

By the end of lllrch, 8Uff1d&M infOZIDltlon •• available from deciphered 

Gmnan meatagee to auggest that {1) prepuet1ons were being made to 

lnt1m1date the Soviet llllon by aeaembl!ng an amored striking force 

on the Ruaao•Poliah frontier, and (H) those preparations might lead to the 

outbreak of wa%'1t 

Special JntelU~ce then :revealed the deflection of the stziking 

force to the Balkans f~ the conquest of Yugoslavia and ita aubsequent 

wtthcbawalt ·after a month 0 a pari1c1pat1Clft 1n the campaign, and :redeployment9 

2i CX>MlNT derived &om decryption of high-level crypt.ogz9ph1c aystEUo 
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together with 1n 11r COl'pl• to it• prevtoue deat!nation in 1euth A>land11 

By 31 MJy, Httle doubt rea1ned that the Germant intended to initiate 

hoatillt1es and not fllftely t.o s.nttnd.date their an'bfhlle ally" '.tn an 

eet!ate of 7 June 1941, the Sritllh caaNT o~tlon predicted "a 

v.., J.uge scale ...-1gn agatnst Ruasla, wtth the main fl'Cmt of attack 

1n ~land and East Prun~," end stated that the Geman forces would be 

ftedy to begin the op_..t1on eoon after 16 .June. 

An estimate of 16 June ~ed the COMlNf lnfomatton :t•cel ved 

during the preceding nine daya end concludech •ut>1t is pzobable that 

the Gei9n Air Force will be 2.'88dy to S't&ike as hem 19 June~••" 

Geiman messages of 19 J'1.11e, which were available to COMINT recipients 

on the following day, mde 1t clear that the period !mediately preceding 

D Day had been r•ched.-

Thua, cormr.r provided (1) a gateiel •ming sevmsl months in advance 

of the attack and (11) 11 the date of 1nwl1on grar nearer, increelingly 

epec1.f1c infomation Which enabled 1ntelllgmce personnel to eatmte the 

ecope of the intended ~lgn1 the areae of coacentftt1on, and the appmx-

1-te date on wmlch the fl'Cmtler cmas!ng would take place.., 

For the ~tieh stzieteglc pl.amen, that advance intelligence•• 

invaluable. In view of the wealcnese of theho mllitary forces, it was not 

po11ible to prepare fo:: the defense of every wlnerable point which the 

enemy might choose to attaclce Reliable !ntelllgence on the enemy'• intentions 

was vital, therefore, to the contimaed existence of the 5ritish natlono 

OOMJNT supplied that 1ntelU.gence and, 1nc1dent.ally0 gave the P:rime Mlnister 

a period of sevenl weeke to consid• the P>l:lcy which he announced at 9 p.a.., 

on 22 J'tme 1941 that Brltaln 11t>Uld give -.ihatever helpiO she could to the 

Soviet Uniono 
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lhe OOl4NT COl1'tribUt!on 1n Jt'Dru during the period November 1950-

July 1951 :la 11wrized !n a oitatlon for the lat Radio Sqmdron, f.bbUe, 

dated 11 Octob&\t' 1951., That cd:t:etlon 1noJ.udet mention of the following 

•epactflc accomplllhmelltl, cauldezied of extraol'dlnary value to the 11111!.on 

of the UN Po:rcee in ICftea and ln at least 'bm cases to the vital interests 

of the Udted States111 

(1) •chance not1ftcation that. the enemy was awue of tti plan• 

to attack Anju and~.•• well as ht• plans for cowat81'11leaeure11 

(11) advance mm!ng of the entlllf8• intent to bcmb American 

tl'Oope on Hill 812 neu Tvk Sant 

(iii) advance waming of the exact timea and intentions of the 

enemy ab attack on S!raldo Island on 19 June 1951 which resulted in severe 

reverses for the enemy1 and 

(iv) advance lnfoniatlon on the t!Ma and places of intended 

attacks durl.ng the evaCt.11t!on of the Hl1I H&mg b41echhead,, 

lbre recently, CX>JIINT provided •m!ng tbat, during the final stages 

of the •zmlatice negot1ationa1 the Ollneae Conammiets were preparing an 

offensive aga1nat the UN Forces" rt 11 too euly to establish the reaeons 

for cancellation Ol' postponaaent of that attack, but UN courrtezmeaaures

•de po11ible by the advance lcnowledge of enemy intentions-may well have 

caused the Coamm1ats to decide that aufflclent military advantage to 

~ diaruption of the and.ltice negot1at1an• •• no longer assured. 
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