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UNITED STATES DEPARTMENT OF EDUCATION
OFFICE OF INSPECTOR GENERAL

APR -9 2014 THE INSPECTOR GENERAL

Re: Administrative Appeal No. 14-00019-A
FOIA Request No. 14-00338-F

I am writing in response to your March 8, 2014, letter appealing the U.S. Department of Education
(Department) Office of Inspector General’s (OIG) March 6, 2014, denial of your request for access to
Department records made pursuant to the Freedom of Information Act (FOIA).

I. Procedural History

On November 30, 2013, you submitted a FOIA request seeking access to each final report, closing
memorandum, or referral letter that the OIG had prepared for a different agency since January 1,
2005. On December 30, 2013, the OIG notified you that it identified a report of investigation (ROI)
prepared at the request of and on behalf of the Architect of the Capitol (AOC) and that it referred the
ROI to the AOC to make a release determination. By letter dated December 31, 2013, you appealed
the OIG’s decision to refer the ROI on the basis that the AOC is not subject to FOIA and therefore
the referral was inappropriate (Administrative Appeal No. 14-00003-A).

On February 7, 2014, the OIG notified you that it granted your appeal, and agreed to consult with
AOC and make its own release determination. By letter dated March 6, 2014, the OIG withheld the
report in its entirety citing Exemptions 6 and 7(C). You now appeal the OIG’s decision to withhold
the ROI in its entirety because you believe there are segregable, releasable, portions of the report and
that the OIG’s determination letter did not identify any attempt to release those portions
(Administrative Appeal No. 14-00019-A).

II. Decision on Appeal

Based on a careful review of the correspondence between the parties, the records at issue in your
appeal, and applicable legal precedent, I have granted your appeal to identify and provide the
segregable, releasable, portions of the report. Nonetheless, we are withholding portions of the ROI
under Exemptions 5, 6, 7(C), and 7(E). Enclosed is a copy of the ROI with the applicable redactions.

Initially, I note that the record you requested is contained in the Investigative Files of the

Inspector General, a designated system of records that falls under the Privacy Act’s protection.
See 64 Fed. Reg. 30,157-59 (June 4, 1999). Because you are not the individual to whom the

400 MARYLAND AVE,, S.W. WASHINGTON, D.C. 20202



Page 2

record at issue pertains, and because the OIG does not have written consent to disclose the
record, the OIG may only release the record if its disclosure is required under FOIA.

5U.S.C. § 552a(b)(2), 34 C.F.R. § 5b.9(b)(2). Thus, I have determined that the portions of the
ROI that we have disclosed are required to be released under FOIA. However, as explained in
detail below, an applicable exemption exists to protect the remaining portions.

Exemption 5 protects information that constitutes “inter-agency or intra-agency memorandums or
letters which would not be available by law to a party other than an agency in litigation with the
agency.” 5 U.S.C. § 552(b)(5). This exemption incorporates the “deliberative process privilege,”
which protects the internal deliberations of an agency by exempting from release recommendations,
analyses, speculation, drafts, and other non-factual information prepared in anticipation of agency
decision-making. The general purpose of the deliberative process privilege is to prevent injury to the
quality of agency decision-making. See Nat’l Labor Relations Bd. v. Sears, Roebuck & Co., 421
U.S. 132, 151 (1975). The portions of the ROI that have been withheld under Exemption 5 reflect
predecisional communications between the AUSA and the OIG investigators concerning potential
possible actions to be taken in response to the evidence gathered in the investigation. See Jackson v.
U.S. Attorneys Office, Dist. of N.J., 293 F. Supp.2d 34, 40-41 (D.D.C. 2003)(upholding the agency’s
decision to withhold recommendations and deliberations of the investigating AUSA in deciding
whether to prosecute a criminal complaint).

Exemptions 6 and 7(C) protect personal privacy interests. Exemption 7(C), in particular, protects the
personal information of witnesses, agency personnel, and targets of investigation in law enforcement
records. The disclosure of this information could reasonably be expected to constitute an
unwarranted invasion of personal privacy. See 5 U.S.C. § 552(b)(6), (b)(7)(C). The portions of the
ROI that have been withheld under Exemptions 6 and 7(C) are names, personally identifying
information such as job titles and information that witnesses and the subjects of investigation
provided to the OIG investigators during interviews.

The AOC-OIG has a small staff of eight, and redacting only the names of those interviewed for this
investigation would not adequately protect their privacy interests. The details of these witness
interviews, if released, could disclose these individuals’ identities and compromise their privacy.

See Nat'l Whistleblower Ctr. v. Dep't of Health & Human Servs., 849 F. Supp. 2d 13, 30, 33-35
(D.D.C. 2012)(affirming the Department of Health and Human Services OIG's decision to
withhold certain documents in their entirety, including notes of witness interviews, on the basis
that “[w]hen the information in question concerns a small group of individuals who are known to
each other and easily identifiable from the details contained in the information, redaction does
not adequately protect privacy interests.”). Accordingly, I have balanced the privacy interests of the
AOC-OIG staff referenced in the report against the public interest in the redacted information and
determined no ascertainable public interest exists to outweigh the privacy infringement on these
individuals.

Exemption 7(E) protects information compiled for law enforcement purposes that would disclose
techniques and procedures for law enforcement investigations or would disclose guidelines for law
enforcement investigations if such disclosure could reasonably be expected to risk circumvention of
the law. See 5 U.S.C. § 552(b)(7)(E). The information withheld from the ROI under Exemption
7(E) generally reflects methods the OIG investigators used to detect whether alleged misconduct had
occurred and provides insight into the manner in which the OIG gathers and manages evidence and
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the source(s) of such evidence. Because OIG reasonably expects that releasing this information
could risk circumvention of the law, I find that it should be withheld under Exemption 7(E). See
Blackwell v. F.B.I., 646 F.3d 37, 41-42 (D.C. Cir. 2011)(upholding the FBI’s decision to withhold
details about procedures used during the forensic examination of a computer).

III. Notice of Further Rights

If you are dissatisfied with my action on your appeal, you may file a lawsuit in accordance with
5U.S.C. § 552(a)(4)(B). In addition, as part of the 2007 FOIA amendments, the Office of
Government Information Services (OGIS) was created to offer mediation services to resolve disputes
between FOIA requesters and Federal agencies as a non-exclusive alternative to litigation. Using
OGIS services does not affect your right to pursue litigation. The contact information for OGIS

is: Office of Government Information Services, National Archives and Records Administration,
Room 2510, 8601 Adelphi Road, College Park, MD, 20740-6001; e-mail at ogis@nara.gov;
telephone at 301-837-1996; toll free at 1-877-684-6448; or facsimile at 301-837-0348.

Sincerely,

<

ASA A~ \ Yz—/
Kathleen S. Tighe

Inspector General

Enclosure
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Background

In eardy December of 2012, officials from the Architact of the Capitol, Office of Inspector General
{"ACC-O1G") contacted the U.S. Department of Education Ofﬁoe of Inspector General ("ED-OIG") fo
discuss allegations reiated fo AGC-QIG empioyee
DRl As 2 sesult of thoss discussions, on December 12, 20
("MOU"} was execuiad lween AOC-OI6 and ED-OIG whereby E&OIG woutd provide invesugatma
services to conduct (IR The agreement was signed by AOC's
inspector Genery), Carot Bales {Bm) and ED's Inspector Genensl, Kathieen Tighe (See aitachiment A)L

ED-OIG conducted an investigation, on a reimbursernont bases, at the request of, and on behalf of, the
ACC-OIG. The services provided under the MOU were authosized in accosdance with the Econommy Act of
1932, as amended, (31 U.5.C. 1539}, and the Inspecior Goneral Act of 1978, as amended (5 U.S.C.
Appendix 3 § 1 ot seq.), and other applicable federal laws and Regulations.

Thig matier was assigned to Special Agent in Charge (SAC) Brian Hickey (Hickey)} of the Norfheasiem
Region, Investigations Services, and SAC Mask Smith (Smith} from the Technology Crimes Division,

Infarration Tectmology Audifs and Computer Crimnes frvestigations.

The ED-OIC -3 to fhis matter were in contact with Assistant United States Attormey
, of the U.S. Atiomey’s Office, District of Calumbia, Criminal Divisior
Public Conruption Section, during the: cowse of this investigation i defermine if viclations of J§

This report s e property of Office of Investigation Services and i loaned (o your agency; it and ifs contents may not be repsoduced
without waifien pemmissios. Mrwfsmmmmmvmummmmmnmmwm
sexilabyifity by be dotermined by 5 U.8.C.552
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Thie report is the praperty of Office of Investigation Services and is loaned 1o your agency; it and its contents may not be repraducad
without writlen parmission. The report is FOR OFFICIAL USE ONLY and its disclosure 1o authorized porsons Is prohibited. Public
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On December 20, 2012, SAC Hickey and SAC Smith interviewed
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Thig report is the property of Office of Investigation Services and is loaned to your agency, it and its conlents may not be reproduced
without written permission. The report is FOR OFFICIAL USE CNLY and its disclosure to authorized persons I8 prohibltad. Public
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ED/OIG Forensic Analysis of il

In acoordanoe wﬁh all policies und procedunes of ED-OIG's Information Technology Audits and Com
: . ., SAC Hicke ﬁ

This report is the proparty of Office of Investigation Servicas and is loaned to your agency: it and its conienis may net be reproduced
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AOC Coordination

D) (61, (D) 7)1C)

The ED-OIG agents assigned to this matier were in continuous contact with
Mﬂuﬂng the course of this mvesngaﬁon to pmwde updates on investigetive re

(b

prosscutorial decisions, On F8 SAC 8mith met with}

t[Yl th) {7HC)

(1) (8). (h) (74C). (b} 15

(D) (7 jE}

This case is considered closed.
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