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OFFICE OF 
INSPECTOR GENERAL 
U.S.DEPARTMENT OF THE INTERIOR 

VIA EMAIL 
September 10, 2014 

Re: OIG-2014-00084 

This is in response to your FOIA request dated May 21 , 2014, which was received by the 
Office oflnspector General (OIG) on May 27, 2014. You request the following information 
under the Freedom of Information Act (FOIA), 5 U.S .C. § 552: the closing memo, final report, 
report of investigation, referral memo and referral letter as applicable for 11 separate 
investigations. 

A search was conducted and enclosed are copies of the requested RO Is. There are 72 
pages responsive to your request and all pages contain some information that is being withheld. 

Deletions have been made of information that is exempt from release under the 
provisions of 5 U.S.C. §§ 552(b)(6) and (b)(7)(C). These sections exempt from disclosure are 
items that pertain to: (1) personnel and other similar files the disclosure of which would 
constitute a clearly unwarranted invasion of personal privacy and (2) records of information 
compiled for law enforcement purposes, but only to the extent that the production of such law 
enforcement records or information could reasonably be expected to constitute an unwarranted 
invasion of personal privacy. Exemptions (b)(6) and (b)(7)(C) were used to protect the personal 
privacy interests of witnesses, interviewees, middle and low ranking federal employees and 
investigators, and other individuals named in the investigatory file. 

If you disagree with this response, you may appeal this response to the Department' s 
FOIA/Privacy Act Appeals Officer. If you choose to appeal, the FOIA/Privacy Act Appeals 
Officer must receive your FOIA appeal no later than 30 workdays from the date ofthis letter if 
Appeals arriving or delivered after 5 p.m. Eastern Time, Monday through Friday, will be deemed 
received on the next workday. 

Your appeal must be made in writing. You may submit your appeal and accompanying 
materials to the FOIA/Privacy Act Appeals Officer by mail, courier service, fax, or email. All 
communications concerning your appeal should be clearly marked with the words: "FREEDOM 
OF INFORMATION APPEAL." You must include an explanation of why you believe the OIG's 
response is in error. You must also include with your appeal copies of all correspondence 
between you and the OIG concerning your FOIA request, including your original FOIA request 
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and the OIG's response. Failure to include with your appeal all correspondence between you and 
the OIG will result in the Department's rejection of your appeal, unless the FOIA/Privacy Act 
Appeals Officer determines (in the FOIA/Privacy Act Appeals Officer' s sole discretion) that 
good cause exists to accept the defective appeal. 

Please include your name and daytime telephone number (or the name and telephone 
number of an appropriate contact), email address and fax number (if available) in case the 
FOIA/Privacy Act Appeals Officer needs additional information or clarification of your appeal. 
The DOI FOIA/Privacy Act Appeals Office Contact Information is the following: 

Department of the Interior 
Office of the Solicitor 
1849 C Street, N.W. 
MS-6556 MIB 
Washington, DC 20240 
Attn: FOIA/Privacy Act Appeals Office 

Telephone: (202) 208-5339 
Fax: (202) 208-6677 
Email: FOIA.Appeals@sol.doi.gov 

For your information, Congress excluded three discrete categories of law enforcement 
and national security records from the requirements of FOIA. See 5 U.S.C. 552(c). This response 
is limited to those records that are subject to the requirements of FOIA. This is a standard 
notification that is given to all our requesters and should not be taken as an indication that 
excluded records do, or do not, exist. 

The 2007 FOIA amendments created the Office of Government Information Services 
(OGIS) to offer mediation services to resolve disputes between FOIA requesters and Federal 
agencies as a non-exclusive alternative to litigation. Using OGIS services does not affect your 
right to pursue litigation. You may contact OGIS in any of the following ways: 

Office of Government Information Services 
National Archives and Records Administration 
8601 Adelphi Road - OGIS 
College Park, MD 20740-6001 
E-mail: ogis@nara.gov 
Web: https://ogis.archives.gov 
Telephone: 202-741-5770 
Facsimile: 202-7 41-5769 
Toll-free: 1-877-684-6448 

Please note that using OGIS services does not affect the timing of filing an appeal with the 
Department's FOIA & Privacy Act Appeals Officer. 
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However, should you need to contact me, my telephone number is 202-208-6742 and the 
email is foia@doioig.gov . 

Enclosure 
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Law Clerk 



Case Title 

Reporting Office 
Sacramento CA 

Report Subject 

OFFICE OF 
INSPECTOR GENERAL 
U.S. DEPARTMENT OF THE INTERIOR 

REPORT OF INVESTIGATION 

Case Number 

Report Date 
16 March, 2012 

Closing Report of Investigation 

SYNOPSIS 

We began our investigation on June 23, 2011, after the office of U.S. Senator Dianne Feinstein 
forwarded an email that contained information suggesting that , a National Park 
Service (NPS) Ecologist, may have inappropriately assisted the environmental advocacy group, Save 
Our Seashores, to draft a document that detailed a strategy opposing continued fishing operations by 
Drake's Bay Oyster Company, Inverness, CA 

Our investigation focused on the contents of the email- received and whether he wrongfully 
disclosed proprietary Government information or information of a confidential nature to Save Our 
Seashores. 

We found that the email - received did not disclose information beyond references to 
publications he produced as a part of his duties as an ecologist with NPS. The information in the email 
did not indicate that- assisted Save Our Seashores in the drafting of documents th-to osed 
continued fishing operations by Drake's Bay Oyster Company. Moreover, a review of 
official NPS email account found no additional communication with Save Our Seashores or other 
environmental advocacy groups. 

This investigation is complete and no further action is required. The results of this investigation will be 
provided to the office of Senator Feinstein and to NPS. 

DETAILS OF INVESTIGATION 

On June 23 2011, we received an email from a constituent of U.S. Senator Dianne Feinstein, which 
revealed communications between- Save Our Seashores, and the Marine Mammal Commission. 

~ Official/Title 
--/ Special Agent 

~fficial/Title 
--/ Special Agent in Charge 

Signature 

Signature 

Authentication Number: BC095C3FCAE285F82CC3A94D2C1 CA025 
This document is the property of the Department of the Interior, Office of Inspector General (OIG), and may contain information that is protected from 
disclosure by law. Distribution and reproduction of this document is not authorized without the express written permission of the OIG. 
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8(7)( c) 
Case Number: 

SUBJECT 

DISPOSITION 

The results of this investigation will be provided to the office U.S. Senator Dianne Feinstein of 
California and NPS. 

ATTACHMENTS 

1. Email, prepared by , addressed to multiple recipients, dated 15 June 2011. 
2. PDF document titled "11-06-SOStoMMC Corrected," (undated) signed by 
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Case Title 

Reporting Office 
Sacramento, CA 

Report Subject 

OFFICE OF 
INSPECTOR GENERAL 
U.S. DEPARTMENT OF THE INTERIOR 

REPORT OF INVESTIGATION 

Case Number 

Report Date 
April 2, 2012 

Closing Report of Investigation 

SYNOPSIS 

It was alleged ~rvey (USGS), Western Fisheries Center (WFRC), Research 
Microbiologist, -' misused his official position and affiliate status, which were 
established between USGS with state universities, to acquire federal research grants and subsequently 
conducted unauthorized research. 

Additionally, - allegedly violated USGS's ethical and nepotism policies as well as 5 U.S.C. 
~oyment of Relatives, by influencing the hiring of and supervising his spouse Ill 
-) as a paid volunteer on research grant programs for WFRC and its research affiliates 
University of W~ (UW) and Montana State University (MSU). - allegedly personally 
benefited from - employment and subsequently failed to report her income on his Office of 
General Ethics (OGE) Form 450, "Confidential Financial Disclosure Report", a violation of USGS 
policy and 18 U.S.C. §208, Acts Affecting a Personal Financial Interest. 

- conduct/ research was internally audited by USGS, which revealed he submitted false 
documents to WFRC declaring he terminated his affiliate statuses with UW and MSU, as directed in a 
2004 WFRC corrective action; the false submission was an alleged attempt to obstruct a federal audit 
(18 U.S.C. §1516). 

Our investigation and information obt~private investigator contracted by USGS yielded there 
was evidence to support the claims - misused his position, circumvented WFRC's grant 
process, obstructed USGS's audit and violated USGS ethical policy by directly supervising his spouse. 
The information also clarified - was a UW ~member and occasionally served as a paid 
volunteer for USGS on grant programs; however, - was never granted ~with USGS 
and therefore there was no violation of nepotism statutes. USGS declared - was never 

~itle 
----/ Special Agent 

~cial!fitle 
--Special Agent in Charge 

Signature 

Signature 

Authentication Number: ODB60B627530D72C70BC1723C2284759 
This document is the property of the Department of the Interior, Office oflnspector General (OIG), and may contain information that is protected from 
disclosure by law. Distribution and reproduction of this document is not authorized without the express written permission of the OIG. 
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OFFICE OF 
INSPECTOR GENERAL 
U.S.DEPARTMENT OF THE INTERIOR 

Memorandum 
JUL 2 3 2010 

To: Robert V. Abbey 
Director, Bureau of Land Mana ement 

Environmental 'v~:TPn'IQ KeseEtrCl1 ""'"'' ... '""' Inc. 
No. OI-C0-09-0724-1 

velopment oro1ect 
sv""'"'m (NILS). contract to develop was initially awarded to Environmental Systems 
Research lnsti~ 1999 and a follow on contract was awarded to 

the NIL-and contracting technical reo1rese~nta:t1ve 
the NILS the project, which been I 0 

tha~idnot 
expenses, including a handling totaling 

approximately 
responsibility to Tfl'v1E'!w 

coa:trac::t. .. maintained that it was not her 
ext>en:~e reports to determine expenses were claimed. 

~dnot 
or-administration 

a completed Investigative Accowitability 
(attached) within 90 us of the results of your review and taken. 

Should you need additional information concerning matter, do not to contact 
meat 
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OFFICE OF 
INSPECTOR GENERAL 
U.S. DEPARTMENT OF THE INTERIOR 

~cial/Title 
-/Special 
~ial/Title 
-/Special 

SYNOPSIS 

rev. 



Case Number: OI-C0-09-0724-1 

the boundaries and subdivisions of the public lands of the United States in a geographic information 
system. A geographic information system captures, stores, analyzes, manages, and presents data that 
are linked to location. NILS was designed to provide a process to collect, maintain, and store parcel­
based land and survey information that met the shared business needs of land title and land resource 
management. 

Between January 2008 and July 2009, four reviews were conducted concerning the functionality and 
financial aspects of NILS. A report was prepared outlining the findings and recommendations for each 
review. 

In September 2009, BLM placed. on administrative paid leave, restricted access to her office, and 
seized her laptop computer, BlackBerry, U.S. Department of the Interior identification, and office and 
pass keys. BLM subsequently provide~s of the four NILS project reviews to the OIG and 
requested an investigation concerning- and- administration of the NILS contract. 
Management removed- as the NILS contracting officer, and BLM' s Supervisory Contract 
Specialist secured the NILS contract file and provided it to the OIG .• returned to duty on 
November 2, 2009, in a position unrelated to the NILS project. 

In consideration of the reviews conducted, we focused on potential criminal conflicts of interest, 
bribes, and financial irregularities associated with the review, approval, and payment of invoices 
submitted by ESRI to BLM. 

DETAILS OF INVESTIGATION 

In September 2009, the OIG initiated an investigation concerning- and­
administration of the NILS contract. We obtained and reviewed contract files, program files, Federal 
Financial System and Financial and Business Management System records, and a:ed- and 
- emails .• and- voluntarily participated in interviews, and- provided her 
personal financial records for review. 

BLM provided copies of the NILS project reviews, as well as- responses to two of the reports, 
which were examined and evaluated by the OIG for findings indicative of potential criminal 
misconduct. We did not review the effectiveness or efficiency of the NILS Project but did refer issues 
concerning BLM' s contracting procedures and irregularities associated with ESRI' s invoiced travel 
expense reports to the OIG' s Office of Audits, Inspections, and Evaluations. 

I. Reviews of the NILS Project and- Responses 

National Integrated Land System Project Review Final Report 

This report was completed after a team ofBLM, U.S. Forest Service, and U.S. Geological Survey 
employees reviewed the NILS project from January 29, 2008 to March 29, 2008 (Attachment 1). The 
review focused on the effectiveness and efficiency of NILS based upon perceived issues and concerns 
from the field. The team concluded that NILS needed significant and immediate revision and provided 
a list of recommendations. 

We examined- response to the team's conclusions, which stated that the BLM National 
Applications Office did not believe that the review was based on documented facts, and that their 

OFFICIAL USE ONLY 
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Case Number: OI-C0-09-0724-1 

office's input was not solicited or included in the NILS Project Review (Attachment 2). The NILS 
Project Review and- response primarily addressed the operational aspects of NILS. 

National Integrated Land System Management Review for the Bureau of Land Management 

A second report, issued on January 13, 2009, was prepared by Kforce Government Solutions (Kforce) 
at the request ofBLM's Office of the Chief Financial Officer (Attachment 3). Kforce was contracted 
to perform an independent management review of the acquisition and development and operation and 
maintenance costs of NILS. Kforce determined that while BLM received the system for which it 
contracted, NILS met only some business needs and mission requirements. Kforce recommended that 
BLM senior management review the internal controls and practices of the National Applications Office 
and its use of contracting, budgeting, accounting functions, and the Systems Development Life Cycle 
to ensure that internal controls are executed as intended and remain intact as effective checks and 
balances. 

Kforce determined that procedural and operational conditions associated with the NILS project's 
internal controls and contracting functions were subject to the potential of being dominated or having 
the appearance of being largely driven by an individual, instead of by the needs of the user community. 
They also determined that BLM failed to use "separation of duties" as an internal control of the 
contracting and procurement process. Kforce reviewers said that inadequate separation of duties could 
foster an environment that could permit inappropriate collaboration with contractors and questionable 
acceptance and payment authorizations for contractor-driven deliverables. 

In an April 24, 2009 memorandum,. stated that this was another review commissioned by BLM 
senior management that does not meet quality control review standards, contains factual inaccuracies, 
does not provide documentation to support findings and conclusions, and is based on personal 
interviews or perceptions (Attachment 4) .• said that Kforce did not provide supporting artifacts 
of the conclusion that there is "inadequate execution of the intent of separation of duties." 

National Integrated Land System Gap Analysis 

BLM issued a third report on July 22, 2009, following the conclusion of testing efforts, which 
evaluated whether or not the NILS application complied with BLM' s business requirements 
(Attachment 5). The Gap Analysis Team concluded that NILS was not ready for production and 
considering the volume and magnitude of the deficiencies identified in the analysis, the only 
alternative was to retire the system. 

ESRI Contract Summary 

, BLM Supervisory Contract Specialist, initiated a review of the ESRI contract in June 
2009. This report was limited to a review of the ESRI contract file and associated documentation 
maintained in the contracting office (Attachment 6). - told us that the contract file lacked 
documentation c~ the contract's award to ESRI, government cost estimates, and legal review 
(Attachment 7). - said that she requested that the Office of the Solicitor conduct a file review 
in July 2009, and she later received an opinion from the Solicitor that all work under the contract 
should be stopped immediately and a full audit of the contract should be conducted (Attachment 8). 
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Case Number: OI-C0-09-0724-1 

technical deliverables. - further added that in a Time and Materials contract, the COTR reviews 
the hours and received deliverables required and determines if they were commensurate. -
stated that. stored the deliverables in her document library but not in his contract file. He said that 
he did not observe an~propriate actions regarding the administration of the NILS contract. 
- opined that .. fulfilled her duties as the contracting officer's representative during the 
administration of the contract and he never witnessed any inappropriate behavior. 

- stated that he received ethics tr~nually and was required to submit an Office of 
Government Ethics Standard Form 450. - stated that he never received anything of value from 
ESRI or an~ontractor and had no knowledge of-receiving anything of value from a 
contractor. - told us that he never attended any conferences sponsored by ESRI. He said that he 
did not have a financial interest in any of the contractors conducting business with BLM. 

During his second interview,- reiterated that he was the contracting officer on the 2004 NILS 
follow-on contract between BLM and ESRI, which was a delivery order issued against ESRI' s GSA 
Schedule (Attachment 17). - could not specifically recall discussing the rate invoice~RI 
for administrative fees associated with ESRI' s travel required under a Government contract. -
characterized the administrative fees as reimbursable and a cost of doing business, but he added that if 
he were aware of a contractor who added profit in their handling fee, he would disallow the profit. 

- stated that the ESRI contract operated under fixed labor rates determined by their GSA 
Schedule. - added that ESRI' s travel is considered an other direct cost and that their 
administrative fee, or handling fee, would be considered an indirect cost.- explained that other 
direct costs and indirect costs were not included in ESRI' s GSA Schedule hourly rate determination 
and added that ESRI would be entitled to a reasonable handling fee for the administrative expense 
associated with travel. He further explained that the handling fee could also include "the cost of 
money," which is the expense incurred by a contractor when the contractor's funds are obligated for 
travel until the contractor receives reimbursement from the Government. 

- could not recall the indirect cost rate that ESRI received and identified 10 percent or lower as 
a reasonable percentage for ESRI' s travel handling rate. He said that if an administrative expense rate 
was not identified in ESRI' s GSA Schedule and travel was required under the NILS Statement of 
Work, ESRI should have submitted their administrative rate in their cost proposal. - did not 
know if the administrative rate was included in ESRI' s cost proposal or if the rate was included in the 
2004 NILS task order. 

- stated that one of his responsibilities as a contracting officer was to review ESRI's invoices 
and ensure that the expenses, including travel vouchers, were reasonable. - said that ESRI' s 
GSA Schedule required them to comply with the Federal travel regulations, and he recalled spot 
checking the expenses submitted on travel vouchers. - confirmed that he received and reviewed 
the original invoices and their supporting documentation, which included travel vouchers. -
said that although he reviewed the travel vouchers, he "missed" the handling fee calculation and had 
no idea that ESRI was charging excessive travel handling fees under the NILS contract. -
agreed that ESRI charged an excessive handling fee percentage and said that he would have negotiated 
a lower rate and modified the contract if he had noticed the rate that ESRI charged. 

- stated that he did not have any conversations with ESRI c~ their handling fee 
percentage and was not provided with any justification for the rate. - did not recall having any 
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Case Title 

Reporting Office 
Albuquerque, NM 

Report Subject 

OFFICE OF 
INSPECTOR GENERAL 
U.S. DEPARTMENT OF THE INTERIOR 

REPORT OF INVESTIGATION 

Case Number 

Report Date 
September 7, 2010 

Final Report of Investigation 

SYNOPSIS 

This investigation was initiated in March 2010, after the Office oflnspector General (OIG) received 
information that , Supervisory Trust Reform Officer for Re-engineering, Trust 
Accountability, Office of the Special Trustee for American Indians (OST), fraudulently used his 
government charge card to lease vehicles from Enterprise Rental Car (Enterprise) for personal use. 

During our investigation, we conducted interviews of OST and Enterprise personnel and reviewed 
charge card, ~rise, and agency records. Our investigation found that between July 2009 and 
March 2010,- knowingly and willfully made $7,900 in unauthorized charges on his government 
charge card. We determined that he fraudulently charged for rental cars in Albuquerque, NM and 
Minneapolis, MN; a traffic ticket, and airport parking in Albuquerque. 

We learned that when- was initially confronted by agency officials, he falsely told them he had 
used his government charge card to hold a personal rental car reservation at Enterprise and that 
Enterprise had erroneously charged the cost to his government card. In support of this lie, - later 
provided three altered Enterprise receipts to OST officials falsely showing that rental car c~ad 
been credited to his government card. After agency officials contacted Enterprise to verify_ 
claims, he reluctantly admitted to agency officials that the rental charges had not been reversed and 
that he had altered the receipts. Agency officials subsequently revoked- government issued 
charge card and initiated discipli~tion to terminate his OST employment. However, prior to 
effective date of his termination,-voluntarily resigned st.tin "personal reasons." The agency 
subsequently had the fraudulent charges individually billed to , which he paid in July 2010. 

This matter was presented to the U.S. Attorney's Office (USAO) for the District of New Mexico for 
prosecutorial consideration. The USAO has requested a Report of Investigation. Case remains pending. 

~ial/Title 
--/Resident Agent-In-Charge 

~fficial/Title 
--/ Special Agent-In-Charge 

Signature 

Signature 

Authentication Number: E48E394865B8748532ACA3F358114690 
This document is the property of the Department of the Interior, Office of Inspector General (OIG), and may contain information that is protected from 
disclosure by law. Distribution and reproduction of this document is not authorized without the express written permission of the OIG. 
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Unless otherwise noted all redactions are persuant to 8(6) and B(7.2.{£L__ 
Case Number: -

$1,000_....00..._
1
,_ 8/3/2009 8/4/2009 ENTERPRISE RENT-A-CAR ALBUQUERQUE Enteq:~rise Rent-A-Car 

$785.68 7/31/2009 8/3/2009 ENTERPRISE RENT-A-CAR ALBUQUERQUE Enterprise Rent-A-Car 

Charge card activity, between August 2009 and January 2010, indicated that Enterprise issued two 
refunds totaling $1 ,725.84. The following are details related to the refunds issued to the government 
charge card assigned to -

Posting Date Merchant Name Merchant City Transaction Description 

'J./_2~2010 ENTERPRISE RENT-A-CAR ALBUQUERQUE Enter rise Rent-A-Car 

8/26/20CE ENTERPRISE RENT-A-CAR ALBUQUERQUE Enterprise Rent-A-Car. 

Upon speaking with Ente1prise staff, we were provided additional info1mation about the above refund 
amounts (Attachment 5). The first refund, in the amount of $1 ,125.84, was due to a mistake made by 
Enterprise during the rental period. Specifically, Enterprise will typically secure a deposit of 120% of 
the total rental cost. Yet, in this instance, Ente1prise mistakenly secured and charged the 
aforementioned amount, causing a refund. The second refund, in the amount of $600.00, was the 
discount of renting the vehicle at the government rate, since it was portrayed by- as being for 
official government travel. 

Review of OST Personnel Documents -

During our investigation, we reviewed- Official Personnel Folder (OPF) and relevant personnel 
documents provided by OST (Attachments 6, 7, 8, 9 and 10). The documents revealed multiple 
disciplinary actions taken against - between 2006 and 2010, to include the following: 

• On November 30, 2006- received a reprimand for failure to pay the full balance on his 
government-issued charge card (See Attachment 7). 

• On September 10, 2008, . received a Letter of Reprimand for failure to maintain account 
records; reconcile his account each month; verify charges· pay all undisputed individually 
billed items on time; and sign and date the last page of the account statement for his 
government issued travel charge card (See Attachment 8). 

• On July 25, 2009, - was suspended for three days for "leave misuse, falsification of 
timesheet, and insubordination" (See Attachment 6). 

• On October 30, 2009,. received a Leave Restriction Memorandum for his inability to 
comply with leave usage requirements (See Attachment 9). 

• On March 1, 2010- was detailed to "unclassified duties," not to exceed June 28, 2010 
(See Attachment 6}.Aient's Note: OST otl1E!!Js advised that the detail was in response to the 
misuse of the government charge card by .. and that - supervisory duties were 
revoked. 

• Also, the review disclosed that on March 31 , 2008, - completed the required Government 
Cardholder training for 'Travel/Purchase Business Lmes ' (See Attachment 10). 

Review of Accurint Data 

During the investigation, Accurint data, related to - was obtained and reviewed (Attachments 11 
and 12). The repo1i disclosed several liens andju~s during 1995, 2002, 2006, 2008 and 2009; 
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Case Title -Reporting Office 
Lakewood, CO 

Report Subject 

OFFICE OF 
INSPECTOR GENERAL 
U.S. DEPARTMENT OF THE INTERIOR 

REPORT OF INVESTIGATION 

Case Number 

Report Date 
October 12, 2011 

Report of Investigation 

SYNOPSIS 

We initiated this investigation in May 2011 based on a referral from the National Park Service (NPS) 
in Lakewood, CO. NPS informed our office that-, an NPS chemist, had allegedly allowed a 
pornographic picture to be shown prior to a power point presentation he gave at a symposium hosted 
by Encana Oil and Gas, Inc., in Denver on May 2, 2011. 

In an interview, II confirmed to us that an inappropriate sexual photograph on his thumb drive was 
briefly and inadvertently displayed at the symposium for high school students. He said the Encana 
employee coordinating the power point presentation accessed the picture, but II was unsure how or 
why. 

Further investigation revealed that II has used his NPS issued com~er equipment to view adult 
pornographic images. During an interview with OIG special agents,. admitted to this activity, 
which was corroborated by a forensic search and analysis of his NPS computer eq:nt. The 
forensic review confirmed that a program called "CCleaner" had been installed on- NPS laptop. 
CCleaner is used to securely delete files and wipe all evidence of those files from a computer's hard 
drive. According to the forensic review, there were 281 pornographic images on- NPS desktop 
computer. II told OIG special agents that he would access adult pornographic images at home on the 
Internet, save them to his thumb drive and then view them using his government computer. Also 
during his interview, II admitted to periodically wiping the hard drive of his NPS computers. 

This investigation is being referred to the NPS for its review. 

~cial/Title 
--/Special Agent 

~cial/Title 
--/Special Agent in Charge 
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Case Number: 

DETAILS OF INVESTIGATION 

Interview of-

In a June 10, 2011 interview with OIG special agents, II explained that on May 2, 2011, he was a 
presenter at the G03 Symposium, hosted by Encana (Attachments 1 and 2). The purpose of the 
conference was to expose high school students to the field of ozone research. II was invited to 
present information during a breakout session about careers in atmospheric science. Prior to making 
his presentation, he provided his personal red thumb drive, which he believed contained the power 
point presentation, to an Encana employee who then inserted it into an Encana computer used for the 
presentation. II said he used this red thumb drive for both personal purposes and NPS business. 

II recalled that an "inappropriate" image then appeared on the overhead screen. Specifically, it 
displayed "two people partially clothed; sort of an erect penis; and a woman bent over." II said the 
individuals in the photograph were adults. He said he did not know how or why the Encana employee 
accessed this image. After quickly removing the picture from the overhead screen, II then continued 
with his planned presentation. He said that when he returned home that day, he wiped the data from his 
thumb drive. 

Agents asked II if he ever saved pornographic images to his thumb drive at his home and then 
viewed the images on any of his NPS computer equipment. Initially, II denied doing so. Later in the 
interview, however, II changed his statement and admitted that he had in fact downloaded 
pornographic images to his thumb drive at home and then used his NPS computer to access those 
images. 

II also said that he periodically wipes the hard drive on his NPS computer. Agent's Note: II did 
not specifj; on which of his NFS c:::futers he used wiping software. When initially asked why he 
would wipe his NPS equipment,. said, "Um, it's just something I do along with defragging and 
taking stuff off, so that I have room ... bumping up against the capacity of the computer." After further 
questioning, II acknowledged that, in part, he wiped his government hard drive to obliterate 
evidence of his viewership of pornography on government equipment. "I iiess I was concerned that 
there might be some photographs on there," he said during his interview. also said he had used his 
NPS laptop to view pornography, although not during duty hours. 

Forensic Review of- Assigned NPS Computer Equipment 

The OIG Computer Crimes Unit (CCU) conducted a digital forensic analysis of- NPS computer 
equipment, as well as the red thumb drive II brought to Encana (Attachment 3 and 4). 

The review confirmed that II had installed CCleaner on his NPS Sony laptop. As previously noted 
CCleaner is used to securely delete files and wipe all evidence of those files from the hard drive. No 
pornographic images were found on- NPS laptop. 

A review of- NPS assigned desktop computer did reveal one directory which contained 281 
pornographic images. The name of the directory was: \\DATA\Red flashdrive\laptop work\110308A. 
Some examples of file names contained in this directory are: 
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• 2004-11-15-ass-voyeur.jpg 
• Amatuerpisslovers.com_lOl l.jpg 
• Anal-fingering-008.jpg 
• Cute_teen_l5.jpg 
• Publicsluts_exclusive_sample_ 1507.jpg 

In the review of- red thumb drive, CCU found that approximately 2,300 graphic images had at 
one time been present, but few actual images existed at the time of the receipt and review of the drive. 
Most of the graphic images appeared to have been deleted, and the unallocated space of the red thumb 
drive had been wiped. Although the images themselves were unavailable for review, CCU was able to 
locate the file names for numerous images that appeared to be pornographic. Some examples of the file 
names are: 

• Anal-teen-lesbian-dildo-4.jpg 
• Mommy-sex-anal-08.jpg 
• Teen-porn-10anlw5.jpg 
• Teen-sex-blowjob-01.jpg 

-Chemist 
National Park Service 
Lakewood, CO 

SUBJECT 

DISPOSITION 

This investigation is being referred to NPS for its review. 

ATTACHMENTS 

1. IAR - Interview of-
2. Transcript of recorded interview of-
3. !AR-Digital Forensics Report and Analysis of-NPS System and Personal Thumb 

Drive 
4. CD-ROM containing CCU findings 
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OFFICE OF 
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U.S. DEPARTMENT OF THE INTERIOR 

Case Title 

Reporting Office 
Lakewood, Colorado 

Report Subject 
Closing Report of Investigation 

REPORT OF INVESTIGATION 

Case Number 

Report Date 
10-28-2011 

SYNOPSIS 

This investigation was initiated on October 5, 2011 based on allegations that , Budget 
Officer, Bureau of Land Management (BLM), U.S. Department of the Interior (DOI), used his 
assigned government computer to access inappropriate websites which contained pornographic 
material to include possible child pornography. 

Our investigation disclosed that- routinely used his government computer to access the Internet 
during work hours to view inappropriate websites, which contained a~graphic images and 
erotic stories. An analysis of a forensic image of data recovered from- government computer 
revealed thousands of existing and deleted graphic files on the hard drive. Of these files, six images 
were identified as containing possible child pornographic images. Our Computer Crimes Unit (CCU) 
submitted these six images for analysis and comparison to images maintained by the National Center 
for Missing & Exploited Children (NCMEC). The NCMEC was unable to identify any of the images 
as child pornography. 

- was interviewed and admitted to accessing pornographic websites, but denied deliberately 
viewing child pornography. - also admitted to being addicted to adult pornography. 

DETAILS OF INVESTIGATION 

On October 5, 2011, the BLM National Operations Center (NOC) in Denver sen~ 
"Inappropriate Internet Use Report" to BLM Human Resources (HR) Specialist­
~ to- The report documented that between September 12, 2011 and October 3, 2011, 
- spent an average of3.3 hou~ viewing inappropriate websites on his government 
computer. The report indicated that- viewed numerous pornographic images on Flick.com, 546 

~/Title 
.... , Special Agent 

~ial/Title 

--' Special Agent in Charge 
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Case Number: 
8(7-

BACKGROUND 

POGO maintains an internet website, which provides information concerning the FCA, 
the oil industry, whistleblowers, and a list of attorneys who provide legal assistance to whistleblowers 
for False Claims and Qui Tam activity. The website describes POGO as a nonpartisan nonprofit 
government watchdog, and states that POGO's mission is to investigate, expose, and remedy abuses of 
power, mismanagement, and government subservience to special interests by the Federal government. 
The website indicates that POGO works with government whistleblowers inside the system who risk 
retaliation and recommends anonymity as a whistleblower' s most effective way to expose fraud. 

The payments made by POGO to- and. stemmed from a separate investigation (OIG Case 
Number 1996-I-453-CCO) that OIG initiated on March 25, 1996 based on a letter received from the 
DOJ' s Civil Division requesting investigative assistance. The letter transmitted a co of a sealed qui 
tam complaint filed on February 16, 1996 by 
Summit Resources Management, Inc. (Summit), a crude oil marketing and consulting firm in Dallas, 
Texas. The complaint, United States of America ex rel, J. Benjamin Johnson, Jr., et al. v. Shell Oil 
Company, et al. Civil Action No. 9:96 CV 66, alleged that Mobil Oil Corporation (Mobil) and 24 other 
major United States oil companies violated the FCA, Title 31, U.S. Code, Sections 3729-3733, by 
underpaying royalties owed the Federal Government for oil extracted from leases on Federal and 
Indian lands nationwide. - filed the complaint in the U.S. District Court for the Eastern District 
of Texas, Lufkin, Texas. 

On August 2, 1996, during the qui tam investigation, a second qui tam compl~ar 
violations by 143 United States oil companies, including Mobil, was filed by­
- Houston, Texas in U.S. District Court, Texarkana, Texas. - complaint included 
additional allegations that both oil and natural gas produced and sold from leases on Federal and Indian 
lands was undervalued for royalty purposes. 

Finally, on June 9, 1997, and June 13, 1997, POGO,- and filed third and 
fourth qui tam complaints, respectively, in the U.S. District Court in Lufkin, Texas alleging that Mobil 
and about 284 United States oil companies underpaid royalties for oil produced and sold from Federal 
and Indian lands nationwide. On July 24, 1997, the Court consolidated all four qui tam complaints 
during the pendency of the investigation. 

On October 24, 1997, the relators and their attorneys entered into a confidential attorney-client 
agreement that provided for the distribution of settlement funds among the relators. Ultimately, DOJ 
pursued Mobil and approximately 17 other major United States oil companies in the litigation. Mobil 
was the first company to settle, and on August 21, 1998, entered into a Settlement Agreement to pay 
$45 million to resolve the allegations that it undervalued oil and underpaid royalties. 

On April 30, 1999, POGO posted an article on its website titled, "Statement of Danielle Brian Stockton 
Regarding Proceeds POGO Received from False Claims Act Settlement with Mobil." In the article, 
POGO said that it shared proceeds received from the U.S. Government's $45 million settlement from 
Mobil in the fall of 1998 with two government whistleblowers. The article said that POGO 
approached the two whistleblowers in December 1996 to see if they were interested in joining their 
lawsuit against oil companies for undervaluing oil, but despite the possible financial reward, the two 
whistleblowers elected not to join POGO for fear of retaliation and losing their jobs. The article 
indicated, however, that POGO decided they would still share any proceeds received in their lawsuit 

OFFICIAL USE ONLY 
2 



""'"'''"''" o~Official t'erso1J1De! 
DOI, conducted. renecn~a 

- testimony in the qui tam litigation regarding the payments 

3 



4 



5 



t~-- believed- de-elo d ma 
WI~ tf:i980s was 

co11aulctea on valuation 

6 



7 

cont~1ctwith-. -
memorandum, via facsimile, 

Cl()(!un1en.ts ... ,, .. ,,,.,."'" .. to tam 



f~are 
upon­

ass1stance to 

• 

• 

8 

by­
va~de 

at 



• 

• 
• 

Nun,hPt"B(­

that- nrr"'"""'" to 
memorandum, 



10 



To: 

Special Agent-in-Charge 

Referral- Bureau Action as Deemed Appropriate - Response Reqmred 

Re: DOI-OIG Case p· 

-an 

aware 

•

d 
appeared to 

"''""'u',.. ... ,..,.,.,., .. .,,,,. a a co1npJlete:a ........ .,.LU..•LLUJA.U,., Fonn lattacnleaJ within 
this memorandum and mail it to: 



to 
.. u ... ,, .. .,, ... to us or. request an extension to the due 

recmest ;;i.11vuJ1u 111clt1de a case status note 
y~atio~or 

.., .... ,,...,..,. "·"'"'"'.:."' coiltact me at- ~ . ·\llc 

2 



Case Title 

Reporting Office 
Atlanta, GA 

Report Subject 

OFFICE OF 
INSPECTOR GENERAL 
U.S. DEPARTMENT OF THE INTERIOR 

REPORT OF INVESTIGATION 

Case Number 

Report Date 
September 7, 2010 

Closing Report of Investigation 

FINANCIAL PRIVACY: SOME OF THE INFORMATION CONTAINED HEREIN 
PARAGRAPHS 16AND17 OF THE DETAILS OF INVESTIGATION IS FINANCIAL 

RECORD INFORMATION OBTAINED PURSUANT TO THE RIGHT TO FINANCIAL 
PRIVACY ACT OF 1978, 12 U.S.C. 3401ET SEQ. THIS INFORMATION MAY NOT BE 
RELEASED TO ANOTHER FEDERAL AGENCY OR DEPARTMENT OUTSIDE THE 

DEPARTMENT OF THE INTERIOR WITHOUT COMPLIANCE WITH SPECIFIC 
REQUIREMENTS OF 12 U.S.C. 3412. 

SYNOPSIS 

~ation was initiated after the Office of Inspector General (OIG) received a complaint from 
-' Special Agen~ National Park Service (NPS), Cherokee, North Carolina. 
The complaint alleged that-, Administrative Officer (AO), and-, 
Superintendent, both of Christiansted National Historic Site (CNHS) in St. Croix, Virgin Islands (VI), 
improperly retained the services of an information technology (IT) contractor from 2005 to 2008. 
Specifically, it was alleged that- and- circumvented contracting and procurement 
regulations by utilizing split micro-purchases. The purchases were split into several micro-purchases to 
stay under the $2,500 limit for services. In addition, the complaint alleged that a required security 
~und investigation was never conducted before hiring the vendor and that the contractor and 
- might be related. 

It was determined that there was neither a formal contractual agreement between CNHS and Office 
~C), nor a proper security background investigation conducted for-, II 
- of OC. During fiscal year (FY) 2006 and 2007, - split purchases totaling 
$72,527 into 40 individual micro-purchase transactions. Each payment was made by a convenience 
check for an amount less than $2,500. - who was also the approving official, was aware of the 

~al/Title 
--'Special Agent 

~ial/Title 

--' Special Agent in Charge 
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repetitive services from OC, but he was unaware that- spl~ses that exceeded the micro­
purchase threshold. Through numerous interviews, we found that- and- appeared to be 
close friends. 

We presented our findings to the U.S. Attorney's Office in the District of the Virgin Islands, which 
declined prosecution. We are providing a copy of this report to the NPS Director for any administrative 
action deemed appropriate. 

BACKGROUND 

Federal Acquisition Regulations and Department of the Interior Integrated Charge Card Policy Manual 

defined the micro-purchase threshold for services as $2,500 (Attachments 1 and 2). They further 

state that convenience checks can be utilized for purchases only when the vendor will not accept the 

purchase card or for emergency response incidents. Convenience checks cannot be issued for amounts 

that exceed the micro-purchase threshold unless a written waiver is obtained from the Director of the 

Office of Acquisition and Property Management. 

Federal regulations and agency charge card policy stipulate that agencies should not break down 

purchases aggregating more than the micro-purchase threshold, merely to avoid any regulation that 

applies to purchases exceeding the micro-purchase threshold (Attachment 3). 

The US Department of the Interior National Business Center (DOI-NBC) Cardholder Training defined 

a split purchase as making two or more transactions to intentionally avoid exceeding the micro­

purchase threshold (Attachment 4). The DOI-NBC Cardholder Training also stated that split 

purchases are recurring purchases from the same vendor, that exceed the annual micro-purchase 

threshold, if the purchaser knew at the beginning of the FY that the total annual requirements would 

exceed the micro-purchase threshold. 

Federal regulations and agency charge card policies state that approving officials are responsible for 

oversight and monitoring of designated cardholders' compliance with applicable laws, regulations, and 

procedures (See Attachment 2). Approving Officials must review, sign, and date cardholder statements 

and supporting documentation within 30 calendar days of the statement dates. In addition, all 

cardholders and approving officials are required to complete the DOI Charge Card Training. 

Executive Order 10450 states that "all persons privileged to be employed in the departments and 
agencies of the federal government shall be reliable, trustworthy, of good conduct and character, and of 
complete and unswerving loyalty to the United States" (Attachment 5). The appointment of each 
civilian employee or contractor in any department or agency of the government is subject to a 
background investigation. The scope of the investigation will vary, depending on the nature of the 
position and the degree of harm that an individual in that position could cause. 

On August 18, 2008, 

DETAILS OF INVESTIGATION 

Special Agent in Charge (SAC), National Park Service (NPS), 
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OFFICE OF 
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U.S. DEPARTMENT OF THE INTERIOR 

REPORT OF INVESTIGATION 

Case Title Case Number 

Reporting Office 
Eastern Region, Herndon, VA 

Report Date 
May 17, 2011 

Report Subject 
Report of Investigation 

SYNOPSIS 

On June 3, 2009, the U.S. Department of the Interior (DOI), Office oflns 
received three e-mail complaints via the OIG Hotline. One alleged 
- Bureau oflndian Affairs BIA, Eastern Re ion, Nashville, Tennessee, has had a sexual 
relationship wit , WHPacific, Albuquerque, New Mexico 
since 2007. Two other complaints listed numerous questionable contracts with WHPacific where 
- functioned as the contracting officer's technical representative (COTR) while- was 
responsible for WHPacific' s BIA Eastern Region transportation planning. 

This investigation uncovered evidence of an improper sexual relationship between- and- to 
include the giving and receiving of gifts and meals. While- acknowledged the in-ropriate 
nature of the relationship and the ethical guidelines it violated, he said he never gave or 
WHPacific preferential treatment.- however, stated that WHPacific received "a lot of work" 
because "he - likes me." 

This inve~on also uncovered evidence of preferential treatment toward WHPacific, to include 
allowing- to rewrite scopes of work (SOW) for projects on which WHPacific planned to work, as 
well as WHPacific' s receipt of an inordinate amount of task orders through- office without 
having those orders put up for bid to the other contractors on the indefinite delivery/indefinite quantity 
(IDIQ) list, as required-an issue that is exacerbated by the fact that- region (Eastern) did not 
possess the legal authority to even issue these task orders. 

BACKGROUND 

WHPacific is a minority-owned business certified by the National Minority Supplier Development 

~al/Title 

--Special Agent 

~I/Title 

----' Special Agent in Charge 
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Case Number: -

acknowledged that in some situations, BIA officials asked- assistance in preparing the SOW 
after- had identified specific deficiencies. In other situations, BIA officials already realized the 
problem(s) and asked her to help fix them. 

- denied that her assistance in preparing SOW s for the BIA had been done to ensure WHPacific' s 
award and the exclusion of competitors. She said she only helped write/rewrite a few SOWs in "unique 
or different" situations, and that the vast majority of SOWs had been in accordance with the Code of 
Federal Regulations(~ When asked whether this gave her company an unfair advantage in the 
procurement process,- said "no." She said no one ever raised an issue with her involvement in 
writing/rewriting SOW s. Additionally, she had been unaware of government restrictions that preclude 
contractors from preparing SOW s for contracts on which they intended to bid. - said that her 
assistance in writing/rewriting SOW s did not ensure that WHPacific would get the award. 

When- was asked if--r an one else from WHPacific had assisted in writing, rewriting, or 
editing the SOW on any project, said, "They [WHPacific] didn't like some things in the scope of 
work, so we took some things out, added some things in." 

Agent's Note: According to the Federal Acquisition Regulations (FAR), subpart 9.505-2, if a 
contractor prepares and furnishes complete specifications covering nondevelopmental items, to be 
used in a competitive acquisition, that contractor shall not be allowed to furnish these items, either as 
a prime contractor or subcontractor, for a reasonable period of time including, at least, the duration 
of the initial production contract. 

SUBJECT(S) 

. R~ Engineer, BIA, Eastern Region, 545 Marriott Drive, Suite 700, 
Nashville, TN, ph: -· 

DISPOSITION 

This investigation uncovered evidence of an improper sexual relationship between- and- to 
include the giving and receiving of gifts and meals. While- acknowledged the in-ropriate 
nature of the relationship and the ethical guidelines it violated, he said he never gave or 
WHPacific preferential treatment.- however, stated that WHPacific received "a lot of work" 
because "he - likes me." 

This investigation also uncovered evidence of possible preferential treatment toward WHPacific, to 
include allowing- to rewrite SOWs for projects on which WHP~lanned to work, as well as 
WHPacific's receipt of an inordinate amount of task orders through- office without having 
those orders put up for bid to the other contractors on the IDIQ list, as required. Moreover, following a 
review of the IDIQ contract by OIG agents, it appeared that the BIA Eastern Region did not even 
possess the authority to issue delivery orders. Section G.4.a. specifically identified the Administrative 
Contracting Officer (ACO) of the Southwest Regional Office as the contract ... n s ecialist authorized to 
issue orders on the contract, not Eastern Region. In this case, the ACO was . 

Following several discussions with OIG management, Assistant U.S. Attorney-, Middle 
District of Tennessee, agreed with the OIG's assessment of the findings, but has ultimately declined 
this case for criminal prosecution in lieu of administrative action. 
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