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November 4, 2013

Re: FHFA FOIA Request No.: 2013-FOIA-071

This letter is in response to your Freedom of Information Act (FOIA) request, dated April 20,
2013. Your request was processed in accordance with the FOIA (5 U.S.C. § 552) and FHFA’s
FOIA regulation (12 CFR Part 1202).

You requested the following:

“I request a copy of each written response or letter from the Federal Housing Finance Agency
(FHFA) to a Congressional Committee (not a congressional office) (or Committee Chair) in
calendar years 2012 and 2013 to date.”

Please note that FHFA did not locate any responsive documents that met your specific request
criteria (responses to “Congressional Committee’s”). However, on the chance that we have
misinterpreted your request, we have decided to provide you with all congressional committee
responses (excluding responses regarding constituents) for the requested time period.

Various documents are being withheld in whole or in part pursuant to exemption 4 of the
Freedom of Information Act, 5 U.S.C. § 552 (b)(4), pertaining to trade secrets and commercial or
financial information obtained from a person that is privileged or confidential; exemption 5 (5
U.S.C. §552(b)(5)), pertaining to the deliberative process, attorney work product, and/or
attorney-client privileges; and exemption 8 (5 U.S.C. § 552 (b)(8)), pertaining to information
contained in or related to examination, operating, or condition reports prepared by, on behalf of,
or for the use of an agency responsible for the regulation or supervision of financial institutions.

Details of the responsive material are described on the attached spreadsheet. The spreadsheet
includes a brief description of each responsive document, the number of pages for each
document, which exemption(s) apply (if any) and FHFA’s determination of the documents’
releasability. A copy of the accessible material is attached.
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This is FHFA’s final decision on your request. If you wish to appeal any aspect of FHFA’s
decision, you must forward within 30 days:

e A copy of your initial request;

e A copy of this letter; and

e A statement of the circumstances, reasons, or arguments for seeking disclosure of the
affected record(s).

The appeal must be sent either electronically through FHFA’s public access link by clicking here
https://publicaccesslink. fhfa.gov/palMain.aspx or by mailing to the “FOIA Appeals Officer” at
the above address. The envelope and the letter of appeal must be clearly marked “FOIA
Appeal.” Please note that all mail sent to the FHFA via the United States Postal Service is
routed through a national irradiation facility, a process that may delay delivery by approximately
two weeks. For any time-sensitive correspondence, please plan accordingly.

Your FOIA request is releasable to the public under subsequent FOIA requests. In responding to
these requests, FHFA does not release personal information, such as home or email addresses
and home or mobile telephone numbers which are protected from disclosure under FOIA
Exemption 6 (5 U.S.C. § 552(b)(6)).

If you have any questions regarding the processing of your request, please contact us at

foia@thfa. gov or 202-649-3803.

Sincerely,

/s/

Stacy J. Easter
FOIA/Privacy Officer
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1 01/11/2012 Letter to Committee (Bachus/Frank/Johnson/Shelby) re: Enterprises 2010 Housing |Release 1
Goals Performance with attachment
12/28/2011 Letter to Fannie Mae Withhold 4,8 3
12/28/2011 Letter to Freddie Mac Withhold 4,8 3
2 1/11/2012 Letter to Honorable Johnson re: rulemaking process Release 1
Attachment - FHFA memo to Director from General Counsel Withhold 5 4
3 1/11/2012 Letter to Committee (Neugebauer) re: FHFA Operations Release 11
4 1/19/2012 Letter to Honorable Issa re: State Laws Release 14
5 01/20/2012 Letter to Committee (Cummings) re: principal forgiveness w/attachment Release 3
FHFA Analyses of Principal Forgiveness Loan Mod Withhold 4,5,8 20
6 1/25/2012 Letter to Committee (Bachus/Frank/Johnson/Shelby) re: EESA attachment Release 4
(November 2011 Foreclosure Prevention & Refinance Report) found at
http://www.fhfa.gov/webfiles/23123/Nov_2011_Foreclosure_Prev_Rpt.pdf
7 2/1/2012 Letter to Committee Release 12
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Appendix to FHFA Review: http://trakker.fhfa.gov/ccn/20120801018/default.aspx Release
10 FHFA Review of Options Available for Underwater Borrowers: Release
http://www.fhfa.gov/webfiles/24108/PF_FHFApaper73112.pdf
Fanne Mae Analysis re: PF: http://www.fhfa.gov/webfiles/24107/PF_FannieMae73112.pdf Release
Freddie Mac re: HAMP: http://www.fhfa.gov/webfiles/24109/PF_FreddieMac73112.pdf Release
11 9/26/2012 Letter to Committee (Johnson/Shelby/Bachus/Frank) re: PCA rule; attachment found [Release 4
at http://www.fhfa.gov/webfiles/24547/2q12fprfinal.pdf
12 3/5/2012 Letter to Committee (Frank) re: loan mod Release 3
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FEpERAL HOUSING FINANCE AGENCY
Ortice of the Director

b 3

January 11,2012

‘the Honorable Barney Frank

Ranking Member

Committes on Financial Services
United States House of Representatives
Washington, DC 20513

Dear Ranking Member Frank:

As required by section 1336 of the Federal Housing Enterprises Financial Salety and Soundaess
Act of 1992, L am pleased to submit the enclosed copies of lolters sent to Fannie Mae and
Freddic Mac regarding their housing goal performance for calendar vear 2010, These letiers
contain the Federal Housing Finance Agency’s final oificial figures on the housing goal
performance of Farmie Mae and Freddie Mac in 2010, including comparisons to the overall
market for each goal,

Should vou or vour staff have any guestions regarding this matter, please contact Meg Burns,
Sentor Associate Director for the Office of Housing and Regulatory Policy, 8t 202-649-3102,

Sincerely,
| DMl

Bdward § DeMarco
Acting Director

1700 G Street, NW,, Washington, D.C, 20552-0003 » 202-414-3800 = 202.414-3823 (fax}
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FEDERAL HOUSING FINANCE AGENGY
Office of the Director

January 11,2012

The Honorable Tim Johnson

Chairman

Commitiee on Banking, Housing, and Urban Affairs
United Siates Scnate

Washington, DC 20310-6073

Dear Chairmen Johnson:

In response to your letter regarding the rulemaking process at the Federal Housing Finance
Agency (FHFA), Lam providing the attached memorandum from our Office of General Counsel
to address questions presented. As you know, FHFA has a more discreet and focused mission in
averseeing the secondary market than other financial regulators. Al the same time, FHFA takes
seriousty both the content and impact of its rulermaking activities. 1 would note that FHFA is
subject to and adheres w the Administrative Procedure Act in all its rulgmnaking activity, The
Act contemplates clear presentations to permit robusi public participation, input of data from
varieties of sources and requires that the agency act with a reasonable basis for any
interpretations of law, Additionally, FHFEA submits its regulations to Congress for congressional
review pursuant to the Congressional Review Act,

Fhope the attached memorandum addresses fully the specifics and spirit of your inquiry. Please
contact me if you have any questions or your staff may contact Alfred Pollard, General Counsel,
al 202 414 3738,

Yours truly,

ﬁgym’%“"%ﬁ?g o T

Edward 1 DeMarco
Acting Director
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FrRDFERAL HOUSING FINANCE AGENGY
Oifice of the Director

January 11, 2012

The Honorable Randy Neogebauer

Chairman

Subcommities on Uversight and Investipations
Commitiee on Financial Services

{15, House of Representatives

Washington, DC 20513

Dear Chairman Neugebauern:

Thank vou for vour recent letter regarding vour questions about the operations of Federal
Housing Finance Agency (FHFA) as conservator and safety and soundness reguiator for Fannie

gueshions,

Core Activities:

(1) inits annual report 1o Congress, FHFA stoted that "FHEFA, in is role ag conservator, limits
the Enterprizes io existing cove business activities. " Please define with specificity whet FHFA
Business activity? Woudd new programs such as Fannie Mae's Affordable Advaniage Program
be a Teore activity?”

FPHEFA Hesponse,

Core busingss activities are those activities that provide liguidity and stability o the morigage
market, They include purchasing and secwritizing mongages, effectively ranaging litigation
risks, issuing debt to support funding needs, providing loan modifications, mitigating credit
fosses, and reducing the retained portfolio. Core business activities also include the support
functions associated with conducting these business Hnes, including operational and technology
infrastructure, filing timely and accurale financial statements in compliance with the Securities
and Exchange Commission {SEC) regulations, managing expeoses, personnel management
activities, and compliance and control provesses surrotnding business functions. Support
activities may inchude activities that provide support and information o stakeholders and
counterpariics on Enjerprise business activities and those that respond to media, Congressional
and other inguiries that address such business activitics. While FHFA has instructed the
Enterprises not o participate in new products, they are encouraged to actively support new
inttiatives to mitigaie losses, enhance mortgage market efficiency, and reduce forsclosures,
including the servicer alignment initiative and the Home Affordable Refinance Program changes
recently announced,
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FHFA Strategic Planniag:

{2) The principle focus of the conservatorship iy to maintein the GEE's secondary movigage
market role wnti] lagisiation produces a resalution for thelr futire, ay well as minimizing losses
and Himiting visk exposure going forward, However, I is universally acknawledyged that there
witl be an everiual end dute of the conservarorship. Does FHFA have a meaningful stralegic
plan for the evenival wind down of the GEE's? W not, why not? Accordingly what meivics does
FHEA use to gouge ils success?

FHFA Response:

As T estified before your Bubcommittee on December 1, 2011, T anticipate providing a strategic
plan for the next phase of the conservatorsiup in early 2012, Key elements of such a plan have
already begun as described below.

FHFA has indicated that, in line with its statutory responsibilities, its efforts are focused on
sroviding policymakers with functioning companies that permit the full range of optionz {o be
available on determining the future course of the secondary market, The ultimate resolution of
the conservatorships of Fannie Mae and Freddie Mac will be determined by Congress, and any
plan to do o i3 necessarily dependent on the parameters of that resolution. That said, FHFA
helieves that maintaining and strengthening private sector disciplines within each Entorprise's
gorporate infrastructuee promotes the goals of the conservatorships and maximizes the
government's options in a post conservatorship world, tocluding tie opportunity to gain some
return for taxpayvers in a resolution of these companies. Any preservation of value in the
Enterprises is direotly related to maimaining the value of the intangible assets of these
companies, including thelr human resources and business platforms.

FHFA has begun implementing several initiatives to further the transition to greater private
capital participation in housing finance. FHFA s working with the Enterprises to make long-
term improvements to the functioning of the housing finance system, improvements that shouid
bring dividends down the road, irrespective of the ultimate outcome of housing finance reform.
Many of the activitics that FHFA has undertaken are designed to establish standards across the
inglustry 1o reduce overall risk, simplify the morigage market, and support sustainable home
ownership, Furthermore, these activities are designed 1o provide legislators the greatest amount
of flexibility for designing a now mortgage finance system.

At the beginning of 2011, FHFA announced the Joint Servicing Compensation Initiative. FHEA
directed Fannie Mae and Freddie Mag, i coordination with FHFA and HUD, to consider
alternatives for future morigage servicing compensation for their single-family morigage loans,
The goals of the joint initiative are 1o improve service for borrowers, reduce financial risk to
servicers, and provide flexibility for guarantors 10 better manage non-performing loans, while
promoting continued liguidity in the To Be Announced mortgage seourities market, Part of the
goal in undertaking this initiative 13 to consider changes fo the compensation structure that would
improve sompeiition and Hauidity i the market for mornigage servicing, The joint initlative
released a discussion paper for public comment in September 2011 that put forth two options for
reform.
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Inlate April 2011, FHFA announced its servicing alignment initiative, which is designed to
produce g single, consistent set of protocoels {or servicing Enterprise mortgapes from the moment
they first besome delinguent, This inmtiative responds to concerns about how delinquent
mortgages have boen gefting serviced, and it will simplify the procedures for mortgages servicess
by giving them just one set of procedures o ollow whether the morigage Is owned by Fannie
Mag or Freddie Mac.

in conservatorship, the Enterprises have also greatly strengthened their underwriting standards
and improved the risk sensifivity of their pricing. On Septensber 19, 2011, T announced that the
Enterprises will continue their gradual increase of guarantee foe pricing in 2012 10 better reflect
that which would be anticipated in a private, competitive markel. FHFA also will be considering
a number of other changes to guarantee fee pricing that are consisteni with private sector pricing
discipline while mindful of the unique circumstances associated with conservatorship.

Enhancing loan-level disclosures on Enterprise mortgage-backed securities (MRS}, both at the
time of origination and throughout a security’s life, 18 alsp on FHEFA s agenda. FHFA belisves
that improving Enterprise MBS disclosures over time will help establish consistency and quality
of such data. Moreover, it will contribute to an environment in which private capital has the
information needed to efficlently measure and price morigage credit risk, thereby facililating the
shifting of this risk away from the government and back into the private sector, This will take
time to accomplish, but this ig the direction in which FHFA is beading,

Ultimately, the best measure of the performance of the Enterprises m conservatorship is the
quality of the book of business they have taken on since September 2008, FHEA releases a

the Enterprises” purchase of riskier loans has significantly decreased while under
conservatorship, including loans with high loan to value ratios and low credif scores. The new
hook of business has substantially lower cumulative default rates for the 2009 and 2010 vintages
compared 1o the vears leading up fo conservatorship. The losses the Enferprises are currently
facing are associated with their books of business for 2008 through 2008, before the
conservatorships.

FHFA publishes a variety of plans and reports to inform the public of the agency’s strategie and
performance goals and results. For example, on November 15, 2011, FHEA published 1ts 2011
Performance and Accountability Report (PAR), The PAR describes the agency’s record against
its FY 2011 goals and performance measurass 35 set forth in the FY 2011 Apnual Performance
Plan and describes FHFAs ability to meet its rexponsibilities by showing the agency’s
performance.

Farly in 2012, FHEA anticipates the publication of #ts FY 2012 Annual Performance Planand a
new agency five-vear strategic plan, The performance plan will detsil a series of performance
goals and measures to support the agency’s strategic goals for 2012, The strategic plan will outling
FHFAs goals and objectives for the next five years and demonstrate how the agency will work
togother to fulfill its mission at this oritical time in the nation’s housing markets.
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Receivership Authority

3} Does the Housing amd Economic Recovery Act (HERA) give FHEA the discretion

to place Fannie and Freddie info receivership? Are there circumsionces tn which HERA would
requive FHE 4 to place the Enterprises into receivership? To the extent that FHF 4 does not
helipve that it has the muthority fo place the Enterprises into receivership, how does FHEFA
square the understonding with the text of HERA? See 12 UV.SC. §4617¢w)(2), (4} {establishing
conditions governing the placement of GSEs into receivership).

FHFA Response:

HERA gives FHFA discretion o place any of its regulated entifies in receivership and mandates
receivership under specified circumstances, The discretionary standards for receivership are very
similar to the standards for conservatarship. These are aligned in many aspects fo those of the
banking regulators. Unlike banking regulation, HERA, however, mandates immediate creation of
a Limited Life Regulated Entity (LLRE) upon placing cither Fannic Mae or Freddie Mac into
receivership. The LLRE would succeed 1o the existing charters of an Enterprise, and is concegived
as ¢ tool to assist in the orderly resolution of the Enterprises and a means of conlinuing some
business gotivities. The DLRE cannot survive for more than five vears, including extensions
unless 80 percent or more of the LLREs stock is sold. Because of the himited term of an LLRE
and the possibility that this structure could replicate the Enterprise’s existing charters, prior to
placing cither enterprise in receivership, the future role for the company’s business in the
housing finance market needs 1o be koown and plans for the LLRE to carry cut that role need (o
be developed. Therefore, without clear guidance from policy makers on the future roles for the
Enterprises, FHFA would face challenges to initiate recelvership planning lor either company.
Additionally, any determination to move to receivership would have an effect on the Semor
Preferred Stock Purchase agreements with the Treasury Department that would have to be
considered.

Conservatorship Decision Making and Stafling

{43 HERA sets forth the powers and dutics of the conservator regarding the operation of the
Enterprises and the delegation of wuthority by the conservator to the Enterprises, See 12 US.C
S46176b)(2)(B), (C). Please exploin how FHEA divides monagement authority between the
Agency and the directors and afficers of the Enterprises. How hos FHEFA formolized these
divisions of authoritv-by rule, writies policy, or otherwise?

FHEA Response:

As conservator, FHFA has the powers of the management, boards, and sharcholders of the
Fnterprises. However, the Enterprises continne to operate as business corporations, as “going
concerns.” This is the definition of conservatorships foundad in Federal Deposit Insurance
Corporation practive and interpreted by the courts. In the case of the Enterprises, the
conservatorship was crafted to have chizf executive officers and boards of directors in place who
foliow the laws and regulations governing financial disclosure, including requirements of the
Securitics and Exchange Commission. Like other corporate executives, the Enterprises”
executive officers are subject to the legal responsibility to use sound and prudent business
sudgment in their stewardship of their companies.
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While FHFA has very broad authority, the focus of the conservatorships 1s not to manage overy
aspect of the Enterprises’ operations. Instead, FHFA reconstituted the boards of directors at each
Enterprise and charged the boards with ensuring normal corporate governanee practices and
procedures are in place. The boards are responsible for carrying out normal board functions, but
thoy romain subject 1 review and approval on critical matfers by FHEA as conservator. The
Frrterprises are large, complex compames, and this division of responsibilities represents the
most efficient structure for carrying out FHEFA's responsibilities as conservator.

(33 FHFA iy corrently 320 employees ond gprowing, How many FHF4 employees

exervise manggeriol auihority with respect (o the dally operations of the Enterprises? How nuory
FHEA emplovees are specifically tasked with dischavging the duties of FHEA as conservaior?
Dioes FHEFA assign different siaff to carry out the Agency'’s duiies as regulator?

FHEA Hesponse:

FHEA does not exercise day-io-tday operational management of the Enterprises. FHFA has
several divisions that work together 1o mainiain the conservatorship and salety and soundness
regulatory duties of the agency. The Office of Conservatorship Operations {OCO) was
established 1o be focused on the conservatorships, with the support of offices within the Division
of Housing Mission and Goals (DHMG) and the Office of the General Counsel (OGO In total,
FHIEA has allocated 168 positions o these offices, of which 152 are currently filled.

FHFAz Division of Enterprise Regulation (DER) carries out FHEA s role as regulator of the
Enterprises. FHFA has the statutory responsibility of conduciing an annusl examination
program for the Enterprises. FHFA s annual examination program assesses the Enterprises’
financial safely and soundness and overall risk managoment practices, FHEA examiners use a
risk-based approach to supervision, Through examinations, data analysis, and risk monitoring
activities, FHFA identifics matters requiring correciive action by the regulated entities and
monitors their efforts to correet deficioncies, These core examination feams are supported by the
Division of Examination Progranm and Support, which includes groups focused on varions kinds
of risk, including credit risk, market risk, model risk and operational risk. In total, FHFA has
alloated 174 positions 1o the examinations of the Enterprises, of which 141 are currently filled.
Separate from these staff are another 128 staff in the Division of Federal Home Loan Bank
Regulation who gre responsible for safety and soundness oversight of the Federal Home Loan
Banks.

Laan Level Data

(5} FHEA has previousiy announced that GSE loan data showid be made oyvailable io

interested thivd parties so “private capital has the information needed 1o efficiently measure avd
price morigage credit pisk, thevehy focilitating the shifting of this visk away from the gevernmoent
and back into ihe private yector. ™ However, 39 momhy gfter FHEA has token over a3
conservator, the Enterprisves still have a corner on the loan fevel duia, Hay FHEA engaged in o
review of the guality of the GSE data and the file formats in which it is stored? Please provide
FHFAs strategic plan, incliuding specific deadiines, to begin disseminating enhanced loan-level
disclosures on Enterprise MES.
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FHEFA Response:

In May of this vear  imdicated that FHFA would work to enhance loan-level disclosures on
Enterprise MBS, both at the time of origination and throughout a security’”s life. 1 also noted that
this nitiative would 1ake time 10 accomplish and that sach Enterprise starts Fom a different
place. Since December 2005 Freddie Mac has been disclosing loan-lovel information on single-
family MBS backed by fixed- and adjustable-rate loans, both at tme of security issnance and
monthly thereafler, Fannie Mae's single-family MBS disclosures so far have been largely at the
pool level.

Since May we have been working with the Enterprises on planned enhancements to their MBS
disclosures. In 2017 we expect Freddie Mac 1o add additional fields w its existing loan-level
disclosures on single-Tamnily MBS and for Fannie Mae to begin disclosing maost of the single-
family data elements that Freddie Mac now discloses,

In addition, FHF A and the Enterprises have been analyzing the amendments to Regulation AB
proposed by the SEC, which would require issuers of asset-backed securities (ABS) 10 make
toan-level disclosures. Qur goal is for the Enterprises to collect from lenders the data needed to
support loan-level MBS disclosures that are comparable to those the SEC has proposed for
mortgage-backed ARS,

Yo achicve that goal for single-family MBS, we will be utilizing the Uniform Mortgage Data
Program (LIMIDP), an inttiative begun in early 2010 through which the BEnterprises have
developed uniform standards for lender reporting of data on single-Tamily mortgage loans and
appraisals. Implementation of such standards will enhance the guality of Enterprise data. We
will be working with the Enterprises (o ensure that data collected in subssquent phases of the
UIMIP will support enhanced MBS disclosures as well ag other business needs.

Guarantes fees

{7} On November 3, 2011 you stated before this Committee that you are "looking to eliminate”
the gop between the puaraniee fees charged amaong varions financiol instivgtions, As a poini of
reference, please provide the average Guarantes fee that Freddiv and Fonnie charged fo ¢och
clieny or financial institution by Fanrie Mue and Freddie Mac for 2010 and 201 1.

FHEA Response;

Guaraniee fee paymenis from lenders 1o Fannie Mae and Freddic Mac generally take the form of
ongoing monthly payments and frequently also mclude an upfront payvmeoent at the time of
Enterprise loan acquisition. Fannie Mae refers 1o the upfront payments as Loan-Level Pricing
Adjustments, whereas Freddie Mac refers 1o them as delivery fees. Enterprise and FHFA
practice 18 t combine both types of payments into an estimated total guarantee fee. To do so,
the upfromt payment s annualized into an ongoing fee equivalent, based on projected
prepayments, and added 1o the ongoing fee, where both are expressed in basis poimis of a
mortgage’s unprid principal balance. to provide an estimated total guarantee fee.”

' For forther discussien, sec Foderal Flousing Finance Agency, Fupmic Mae and Freddie Muc Single-Fomily
Guarantee Feeg in 2009 gnd 2000 {Septomber 23, 201 11
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Antached are tables that provide the estimated average fotal single-famnily guarantee foes that
Fannie Mae and Freddie Mac charged lenders that delivered loans 0 2010 and in the first half of
2011, For cach Enterprise and vear, fees are displayed separately for theee groups of sellers by
delivery volume: those ranked in the fop 10, those ranked 112100, and all others. For individual
lenders in each group, fees ave displayed from the highest to the lowest to indicate clearly the
range of fees charged lenders in that gronp.

A substantial portion of the variation in the average guarantee fees charged different lenders by
gach Enterprise shown in the attached mbles reflects variation in the risk profile of the morigages
delivered by sach lender. At the hearing on November 3", when I said that FHFA is “locking o
eliminate” the gaps between the guarantee fees charged different lenders, | referred to any gaps
that do not reflect differences in risk.

1 trust that this information is responsive 1o your request. If vou have further guestions, please
do not hesitate (o contact Peter Brereton, Associate Director for Congressional Affairs, al {202y
414-3799,

Sincerely,

Fdward 1. DeMarco
Acting Direclor

Attachments
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Estimated Aversge Single-Family Guaranter Feet Charged by Famnie Mae and Freddie Mae, Foll Venr 2018 and First Half 2611 Acguisitions Including
HARP Loans, by Lender Dielivery Yolume Gronp (in Basis Points of Unpaid Frincipal Balanee}

Full Year 2030 Acquisitions - Foll Year 2018 Acquisitions - 18t Half 2011 Acquisitions - Tst Half 2011 Acquisitions -
Fannie Mae ¥reddiz Mac Fannie Mae Freddie Mac
Large Lenders Large Lenders Large Lenders Large Lenders
{i-1% in Belivery Volume) £1-18 in Delivery Volume) {1-14 in Delivery ¥olome} {1-18 in Delivery Volume}
G-Fee Count G-Fee Lount G-Fee Count G-Fee Count
2% i 34 1 31 1 2% i
27 i 24 2 34 i 27 2
26 i 25 2 2] 2 28 H
25 i 24 3 27 2 25 2
24 3 g4 2 25 3 24 H
23 2 Total: 10 # b 23 1
2z 1 Totalr HE 21 2
Total: i Totak: H
Modiom Lendery BMediom Lenders Medizm Lenders Medium Lenders
£13-166 i Delivery Volumed {11-108 in Delivery Volume) £11-188 in Belvery Volume) {13108 in Delivery YVolume)
GFee Count f5-Fes {ount -Fee Count {Fee Connt
48 1 40 i &b i 48 i
44 i 3% i 48 2 41 1
41 i 37 3 ¥ i 44 1
35 i 36 4 48 i 38 E
3% i i3 2 41 i 37 3
38 3 34 2 34 2 36 i
34 H 33 4 33 2 33 G
32 2 32 5 37 i 34 2
31 i 31 7 38 1 33 4
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Medinm Leaders Medinm Lenders Medium Lenders Mediurm Lenders
{11-106 in Delivery Vaolume) £11.188 in Delivery Volume) {11-160 i Delivery Volume} £313-100 in Delivery Volome}
G-Fge Count L-Foe {ount G-Fes £ ount {3-Fee Count
36 4 0 13 35 4 32 g
2% 4 28 g 34 5 K3 7
28 i3 22 H 33 3 3% ii
27 g 27 g 32 3 25 & d
26 17 25 3 3 11 28 11
23 14 23 9 3B 4 37 4
24 4 4 i e & 26 3
23 & 22 3 28 14 25 3
23 2 21 3 27 g 2 4
3 2 Total: 90 6 7 23 i
i i 253 2 22 5
Totk Bl 24 2 21 1
' 73 1 Total: 56
Toial G4
Skt Lenders Small Lenders Bmall Lenders Small Lenders
{191+ in Delivery Volume} £141+ in Delivery Yolume} {181+ in Delivery Volame} {1891+ in Delivery Volume}
-doe Count G-Fee Count G-Fee Connt G-Foe Count
88 H 95 2 93 i 8o i
83 e 3 H 87 2 78 i
77 i 86 I 83 1 75 1
73 3 73 i 8 1 7 1
69 1 &6 P 74 1 Fit i
68 1 45 2 78 i 68 i
&b 1 64 i 7 2 &6 3
&5 2 59 i 7 i &4 i
- 64 H 57 1 T3 1 63 i
£3 3 58 Z 73 i 61 2
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Bmall Lenders Bmall Lenders Emal Lenders Small Lenders '
{167+ in Delivery Volume) {103+ i Delivery YVolume} {101+ in Delivery Volume} {103+ iy Delivery Velume)
{5-Fee Count eFee Count L0847 Count i-Fen Conng
51 H 33 3 6% i &6 2
& 3 54 3 &7 2 59 3
59 1 33 4 a5 2 37 3
5% | 3t i 63 2 36 5
37 3 38 4 &2 p 3% 2
a6 5 44 3 a1 3 44 2
55 2 4% i & 3 53 2
4 i 47 5 39 3 a2 &
53 2 48 g 28 1 51 3
52 i 453 ¥ 37 i itt] 2
%1 2 44 4 34 3 4% i2
30 4 43 g 55 4 43 b
48 3 42 7 54 4 47 7
45 2 41 i3 53 4 44 7
47 4 44 23 32 3 45
46 4 3 33 31 & 44 12
45 g 38 29 A0 7 43 is
44 15 37 46 49 ¥ 42 23
43 14 36 &1 48 & 41 2%
42 3 33 &4 47 13 48 36
41 14 34 9% 45 i 3% 44
4l 14 33 122 453 16 38 4%
3 15 32 106 44 21 37 7
3§ 31 3 g7 43 17 36 57
37 36 i 74 42 2% i3 71
34 42 25 41 44 38 34 80
35 &4 2% i4 4 3s 33 7

34 79 27 12 LY 44 32 64
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Sinall Lendars Small Lenders Sl Loenders Zmall Lenders
{11+ in Delivery Yolume) 181+ In Delivery Yolume) {181+ in Delivery Volume) {181+ in Dielivery Yolome}
{i-Fes ount L-Fen Count Lx-Fee Connt G-Hee Tonm
KX] &7 26 14 38 49 k3 &4
32 &8 25 % 37 47 in 44
31 68 24 4 34 57 28 : 2z
kit 7 23 z 35 B4 28 i
25 39 2 i 34 82 27 %
2 45 a3 1 33 43 Pl i1
27 57 Total 244 32 23 2% 1
24 35 3% 47 24 1
25 34 3G 44 23 z
24 1% 28 44 22 1
23 4 2 23 Total 866
22 3 2 i
2% i z6 18
et i 23 @
iR A 23 3
Totak Q57 2 3
2 1
% H
Total: 250

Note: For the approach used wo estimate single-family guarantee fors charged, see Federal Housing Finanes Agency,
Feanmie Mae ard Fragdie Mac Single-Family Guarantes Fees in 2009 and 2010 (September 23, 2411}

Gource: Federal Housing Finance Agency based on data from Fannie Mae and
Freddic Mac
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FEDERAL HOUSING FINANCE AGENCY .
Office of the Director

215? Mm kﬁam {}fﬁgﬁ: Bw!dm

{3ear Chairman Issa;

This past fall, you raised the issue of state laws relating
adversely impact the movement of homes to sale where borrowe:
qualified for loan modifications or foreclosure altematives, Ciewly, delays m by state laws
or by aé&im to state {aws the extend that tirne frames for legitimate foreciosur

ghborhoods and add costs for that banks that are portfolio lerders as mii as fimzs such as
}?‘m Mae and Fmdéxc Mac as well a3 for investors who support the mortgage fina ;
s, added costs for Fannie Mae and Freddie Mac uitxmamiy

nelghbcmng iwmw mxv éﬁc mgn and law oporates
ohdigation is undertak

1 bope this information is of assisiance 1o you. Please feel free 1o contect me or Mr, Pollard st
202-649-3050 if you or your giaff have any questions

Sincerely,

Edward 1. DeMarco

Enclosure

400 Tth Street, 5.W., Washington, D.C. 20024 « 202-649-3801 « 202-649-1071 (fax)
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MEMORANDUM

Januaxy 19, 2012

-

The comerstone of the pricing of credit has centered on the diffarentiation between secured and
ursecured lending. Secured lending, tied 1o 30 asser, has enjoyed 2 lower rare of interest and legal
mogmmuofﬁh:ghemmms than unsecured lending. This holds true not only in lending but as

securities difference between stocks and bonds, Integral t such secured lending
and z.fm pzfzomy enjoyed &y such lending ix the abliy % act againet collateral when the debt s not
paid; an inability ro do so, in effect, converts secured lending into unsecured. When such a result
occues, lenders alter thelr lending practices and pricing. This corerstone of leading has exisred in
the United States since its founding.

Another foundation in Lnived States law i that, in all but the few crcumstances whese the fedeml
gavmwz has acted, real estate law in generalu. m:;iu&ag foreclosure and related practices such as
victionsw have been governed by state laws and, in most stares, delegrted in whole or i part o
imai gmmz entities.

The financial ceisis and &wmm tise in delinquencies and sonpayment of montgage debt has
focused artention on the operation of forecionue laws, While ssues such as loan modifications snd
movemens to remedies other than foreciosure have been addressed, the fundamental hws

overning foreclosure have not. With investors {including pension funds), lenders, secondary
maske: pagties and neighboshoods affecced by properties on which payments are not being made
and maintenance has declined, atrention has turned to the impact of state laws thar have the effoct
of incressing the tnelines for foreciosures. Once remedies for avoiding foreclosure are exhausted,
d&iays i the foreclosute process cost investors, other homeowners and local governments while
adding hede or nothing to borsower protections. Ata point when it s clear that 2 homeowner
cannot afford to stay inn thewr home and Is uowilling to undertake foreclosure avordance such ag a
short sale, then foreclosure Is appropeiate. Delays contribute to not ogly losses w the private sector
but to other taxpayers as well,

Finally, states and localities have other laws relating to losurey such as vacant pmpm}*
ordinances, taxes refating to ransfers and bonds 1o be posted with cities at the beginning of 2
foreclosure. These contribute to the cost and to the delays in foreclosure and are considered here.

Two cenural therves bave emerged. To address consamer toncerns and pressure on state and local
1ax revenues, smtes have proposed a lasge number of new laws or amendments 1o existing laws and
bave sought to delay mather than facilicate foreclosures. The inpact of these laws— of less impact or
consequence in times of low forsclosute activity— have become svident and costly i the curren:
cxizis and will have 5 lasting Empact on the pricing end availability of morigage credit,
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Lendets, mvestors and secondary mxrket parties, suc:h as Fannie Mae and Freddie Ma, have
common interests with states, localities wriers, Al prefer to see homeowners in their
kames W their mortgages and mmz;g thei i;x:ai tax obligetions. All prefer to see

borhoods vibeant and not inviing crime and illegal conduct, All ?&fex to have a stable
Financial market to support sales andd re-Bnancings. How 1o atmin and retin these shared gouls has
been clouded by overreaction to current events, overeaction that will affect investors— foreign and
douestic-— who have contributed to the liquidity of mortgage markets across the country and can
atfect bomower conduct when they see others not meeting their obligations.

A fundamental question can be asked of any stare legislature, of any neighborbood sssociation or
any local government—how long should & person rematn in their hame withouot paying and what
haren does this produce for other homeowners?

The reality is that at some point, after being offered loan modificadons, forbexrance on payments
md oﬁzﬁ remedies, ¢ homeowner mast eater foreclosure. One has to believe that here, too, there is
convergence of interest, some point where all parties agree that action should be taken to protect
cammumtws, the tax base and investor tights. The czmml issue i at what point action should be

mWﬁﬁi} days, 700 days o1, 2s it Is i some communities, over 3 1000 days. Monpayment of
ortgages, mxes and Msumance are not “cost free” events for neighborhoods, taxpayers or lenders.

Efforts to maintain home ownership must be actively supported, while, at the same time, for certain
homeowners, moving to foreclosure may be necessary. Simply put, whea someone defaults on their
payments, pepsioners holding mortgage-backed securities face losses, neighbors see homes running
down and long-posted “for sale™ signs and their home values f8ling and the costs to secondary
market parties and the taxpayers increase. When someone defaults, it is not a cost-free event for
them or those who extended them credit. At some point, properties maintained in defaule status
produce nio income, depress other home prives and, if released 2l at one time following
suspension of foreclosures, can forestall both bowsing and genersl economic recovery.

In some states and communities the backlog of unsold homes, some never octupied, fuos up o four
years. Ju some states, where gvery effort s made to assist defauked borrowers, some homeowners
and lawyers are “gaming the system™ 10 stay in thelr homes with no ;iztcaz: to pay any amounts of
their debs 20d withou making payments wnll & foreclosue can be made fal, sometimes upwards
of twe and balf years. Additionally, some potental purchusers of “real estate owned” by lenders
have been stymied in their offorts to purchase homes that would reduce the mtstmdmg nventory
and statr 2 rerura 1o mote normal housing markets; multiple requirements before, during and after »
foreclosure and long delays have contribured to this problem.

Inportance of Foreclosure

Much of the foundation of success for the financial system of the United States has been the abilivy
SEIEW Iaws either do

of a creditor to know cheir rights and remedies. In other nations, whese bankrug
1ot exist or do not heve vigorous enforcement or where one cannot forech




wiling veditors and investors to }%}. those markets has been wesk. Clearly, the loss of o
ixam ami the need o protecs homeowsners are no small marters. Nevertheless, this goal must be
aligned with the fact that the system that provided homeowners access 10 and lower cost for
homeownership is founded on g settled principle of b the ability of a creditor to 4t against the
coliateral for 2 loan. Ir must be remembered that other homeowners deposited fouds 1 banks to be
lent for mortgages, other homeowners have pensions or 401k plans thet invested in pools of
MOgages {pmis that support the mortgage markets) and other homeoseners live in 2 neighborbood
or buﬂdmg with fomk;ﬁe& propesies that see homeowner association fees not being paid and
comumunity services decline for which they, s taxpayers, may bear added costs,

State Laws—Recent Issnes
i Differences in Sigie Forshsnrs Laws and their Administration

Two concepts ate cenusl 1 foreclosutes. mortgage of deed of trust and judicial or non-judiciad
state processes. The two are tied together. In a deed of trust, the homeowner agrees 1o the right of
3 creditor 10 act against the propesty and this predominates in non-judicil stares. With & monigape,
the creditor must proceed against the property and this usually requires 2 padicial process.

In son-judicial foreclosure, state laws provide for an ordedy process. Homeowners receive
statatorily-required aorrzrmmimzima and creditors have o Hle cermin papers with the stare, making
public the bortower’s defaule. Later a nodice of sale is provided the hormwowner slong with public
posting and recordation. There & 3 notice period sfter which an suction & held. At any point along
the process, the homeowner may seek to pay off their debt and, if they dispute any action not
compoting with the statutes, the homeowner may go to cout o siop further proceedings.

Judicial foreclosure states have much rthe same law, but the proceedings are oversesn by ¢ cowrnt
Here, filings are reguived with the court snd here the various steps in the process sre presented toa
judge for scton. The process is very much akin to 2 bawsuit with filings by the servicer—the
campany that has been sntrusted by the owner of the note to administer the mortgage, Inclading
foreclosures— gad the availabiltty of defenses. In most cases, the homecomens who have not gmd
for some time ssmpiy do ot pacticipate in the proceedings. The judge accepts Blings by the servicer
of the loan, particalarly on the Bsoes of wgmi amounts, costs of the foreclosure process and
determines whether of not to proceed. Again, at any point, the homeownst can Contest sexvicer
sctions or filings.

States lavs vary in non-judicial states and in fudicial staces. In judicial foreciosure states, the
variances may be Jarger 25 each judge {even judges in the same hurisdiction) may determine to
interpret the terms of state law snd of procedursl mles differenty. Most servicers do aot act on
foreclosure untdl after & homeowner is 120 days In defauly; then the servicers caleolure home much
tiune state laws perrair for homeowners to cure. Foteclosure and %o:mwm: OPpPOTtRTLY 10 cure
proceed st the same time; this aligns with the preferced option of servicers and lenders to keep the
homeowner in the home. In the ond, there must be mmé izkehisoo& that the homeowner can renew
meetng thewr obligations, if nscessary with 2 loan modificarion of 10 avoid foreclosute through 2
short sale ot other svoidince of g foreclosure; if nor, then foroclosure s appropriase.
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I non-judictal foceclosure states, the sctual time petiod from foredosure refenl o foreddosure wle
{sssuming the four month default period already has passed) Is somewhere over 250 days; in judicial
foreclosure states, themepczmd;sclamw%{}éay& mnmﬁemmsezbyiawzf
everything runs smoothly, inchading sfforts to keep 2 homeowner in ther home, the period of
defavk may be from 370 10 470 ziays Then, i should be noted that the servicer must sell the home '
and, that is, only if no eviction action is required. This can sdd another four to six months. In
short, foreclosures may represeit neady five hundred days of losses and, in some states, the
numbers are higher. Then another period of rime for the servicer now the hokder of real-estate-
owned o move the property to sale; this reduces farther the amount of return o the creditor ot
fnvestor, bsseémmzymmgwd principal and interest, but a3 well on lowered home values,
Doring all of this time, 4 'immmwnm may provide no payments to the weditor sad noe payments of
Q@M mg«g@{&& rybais 2479

The vartances in state hiws do affecr foreclosures and the states should consider actions that would
streamiine snd make even more efficient their processing rules, At the same tme, state bows govern
the process and pagties st operate in line with those requirements.

2. Segregation of Fumctions and "Paper”

The panty mméi:;g credit sells the m;cmg nghzs o1 a0 ingh Spenaent oF affiliated frm skilled in
collecting debts and providing fands o the creditor or 10 whomever they have assigned payment
(such as to an nvestor through @ securitization), %emmefgmsmwmmm
o their behalf i 3 foreclosure situation. The servicers in turn may seek specialized service

lawyers, appraisers, notaries and other parties to meet the requirements of the fcw:;imzm pmcess

In securitizations, trustees are also parties 1o che system and their contracts are inportant 1o the

opmzém of the mongage makets.,
With a systern still based in h@ part on paper, these parties may hold originals or copies of key
documents. While clectronic systems are not withoot weakness £5, &esx%y paper based systems have

created problems. Related to the paper system 18 the legsl issue i assigaments. An assigament may

izse tnade it vapious manness, usually by uansfer of documents and in other settings by 3 contractig

assignment. [t i Important that market perticipaats and thelr agtorneys properly execute their
sihilittes and assignments,

One development that may emerge from the curvent market shuation s 8 move toward

onification of the mortgage making process. At presert, many originators, servicers, lswyers
and cowt houses rely hesvily on paper documents that sre copied or held by trustees or document
custodians, Moving to 2 more electronke system of records, digital signarures and 2 potential
reposgory would certainly appest v improve on what operates today. Narueally, secarity and
privecy questions and attendant costs arise m moving 10 such 2 syseem. While no system can
address all humen frailiies, in the long term, many problems with cuerent foreclosure processes
conld be alleviated by such sn electronic system.
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Problems Arising with State Laws

Core state laws on foreclosure center on the process of moving title to a property from 2

homeowner to anuther party who has a claimy on the property, such a8 a thottgagee or ather
liznholder, including a city. At the end of process, the home in almost ol instances is sold. :
Throughout the process, homeowoers are pmmed against improper actions bji ixmha%ﬁm and, 10 :
some states, even have the right to redeem properties if they can pay off cutstanding . ]

State sud locl oiﬁcisis have besn very scive in sdding 10 or amending laws gelated to foreciosures or
se:rviﬁag of morgages. By one estimate, since 2009, state legishacors have introduced over 550 bills in
the seevicing wena; a&m estimates run hzg}m For example, state legislatures have considered b
that would create new or kigher foreclosurs-filing fors, extend foreclosure meﬁnes w;m
regrstration of motgage ass:gnmmts and mm& foreclosure mediation. Le
can have derimentsl conssquence wrigage Bnance system, housig
borrowers,

Siates operate foreclosures either under # judicial or non-judicial system. Beyond considesation
Before 1 judicial body, the core elements of what moust be demonstrated-wntonpavinent of debts,
ownership of an obligation tied 1o the property and so forth-geneeally are the same. Process
elements do vaty.

Problems that have emerged in the foreclosure process may be lsted a= follows:

~ differences berwesn pudicial and non states, differences hetween judicial stares,
{iaf?emtm bm ma:z«gmim states and even differences within ¢ state raise problems for

-~ tirne frames have been extended for sspects of the foreclosure processes ether directly o
through addirion of new procedures; .
~ states have sdded new procedures, such as mediation programs, i maoy cases without

sppropriste safeguards thet mandare pood faith participation and slowing e ovensll
foreciosuue timeline shoudd medindon 68

-~ states have added items o the list of priority Heos that must be paid out of soy foreclosure
s&ktmas&mwb&hﬁyx&é:ﬁm&i}y atfect the renurn o the leader mdmvestm, these
ﬁﬁﬁixm are not prospeciive (o mortmare made after enactmoent, but apply w existing

rigages, thereby altering recurns zimz wvestors and Jenders caleulated at the time of their
eredit extension of investment;

- contemporanecus with foreclosure laws, states have wreated lending programs with
priority Heos, again, layering debt extracted from the value of 2 home,;
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«« srate and Jocalities have added to theit vacant property ordinances new requitements and
fees that encamber aad delay foreclosures 25 well as add to the costs borne by investors snd
Tenders and, in many cases, other taxpayers; sud,

-~ states have added bonding and other requirements and c&;gg@gg 1o undermke foreclonures
that are far in excess of any benefits provided to the lender or investor and therefore

represent taxes not fees for services,

It sown, both the substance of laws and the vohume and hayering of lepal requitements contsibute 1o

the problems for orderly and less costly foreclosures

Considerations for Action

Clearly, everyone muse abide by the laws; servicers did not in many instances and bank regulators
have acted on those missteps. But now, the question is will the states begin to took to what should
oocur. Should vacant properties be desipnated as such by a ety and an ﬁx?eézmé foreclosure
process occur. Should states place short time mits on mediston proceeding, if they exist, and
dernand good faith pasticipation, not merely another delay by Iawyers for homeowners seeking o
avoid payments. Should states clarify that redemption periods, where they exist, not be used to bold
hostage lenders who have foreclosed, but fear acting before the additional time set forh in these
Statutes expires.

Some fear that reforms mean an sccelerstion of foreclosures that will haem homeowners and benefit
ereditors and investors. The reality is that such sceeleration would benefit both. FHFA directed the
Enterprises to put in place incentives and penalties to move borrower assistanice to the forefront in
any delinquency or defeult sinmrion. This & the time of greatest success. I implemented by
servicess as directed and with due attention to homeowner understanding of the process, then a far
review of & modificanion or foreclonure altemative should come a3 soon us possible. 1 thie is done,
then foreclosure should move more smoothly, with dus concern for the intersst homeowners, but
also with the interest of compnunitics. With movement to exrlier intervention, sareamdining and
shorening foreclosure time frames makes great sense. To find the foundation for such actions,
states should consider, among many lssues, the following

If redemption & avaikble in 2 state, how many homeown
right.

erg ever take advantege of such g

In states with dmelines for foreclosures far in excess of what wouldd be expected undex
pxdmal mz‘i non-judicial requirernents, how many homeownezs actually modify their

e simply staving i their homes 2t no cost to them during this additional time
{a ﬁm&atﬁmﬁmmaféﬁmm@ahﬂmhm, may lead 1o lower matntenance and 2
ghut of unsold properties).

How many people, whe did not pass 2 modificstion program, will really benefit from 3
medigtion effore of as long as 120  days, what will be different, in short what value does
medition produce for such individuals versus making every effort to produce 2 modification
or foreclosure avoidance mechanism.
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How many people will be hanmed because of ‘*{}vcx.iy” protective laws for either those who
will not besefit from the bw or where, 11 2 rare mta;zm, someone is hatoed and g remedy
may be made avatlible. To other words, streamlining x process with 2 remedy may be more
preferable 1o dongating o timeline for evaryone which produces sdverse regctions 1o these
state laws by creditors and investors end thereby to all homeowners.

Even from the unproper foreclosure practices of servicers and lendegs—which have been
sanctioned by federal bank regulatorshow many homeowners were adversely affected,
how many had paid any funds to meet their mortgage obligations and in how many
sivaations did the improper actions alter the course of the ultiare foreckssure.

These and other questions need o be sddressed and answered to nnderstand the nature of the

#mpact on the market and on homeowners of the vatiety of state haws affecting the handling of
delinguencics and foreclosures., In the end, providing protection for homeowners and providing

assurance 1o geighborhoods that oll parties have equal obligations re img their rones eses will be

of great value. At the same time, affording confidence for lenders and investors that if necessary—

ﬁmi mﬁy aftee consumer protections have been honored— they can act against their collateral before

it diminishes further in value will maintain stability for the mongage market. The certainty and
efﬁmency desired in housing fnance markets would benefit from action to steamline and make
wniform foreclosue processes in judici] and aon-jodical states,

Porential actions center on the following:

-~ states acting individually to suspend further modifications or enactments affecting
mottgage fm&am, unless scting to streamiine foreclosures where pre-foreclosure actions
ro modify loans or gvold foreclosure axe in place;

-- stares scting collectively theough 2 uniform law that provides a model for st:eamlwmg srd
taking more uniforny judicial and nonudicid foredosuree laws;

- action by federal regulators to address the problems presented by current fozegiosw:c Iaw
and refared legal sues; and,

- aetion by Congress to address specific dements of foreclosure laws chat creace
unnecessary and counter-productive problems, while preserving the fundamental sole of
state real estate law,

Clearly, the current financial crisis has prowmpted action to protect consumers and to re-divect
Ienders to prudent underwriting. This is an equally ampicious time for states to consider
inprovements to their laws, Action should be undectaken to avoid annecessary divergence among
states o0 procedures sod standards, 1o avold wanecessary delays, to eliminare anfair burdens on
ortgagees and servicers and 1o avoid layering of new raquirements to the foreciosure process that
exacerbate rather than alleviate problems.
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Conclugion

As nored a1 the beginning, every sspect of the housing Snance system merits review sod this
includes the undetlying legal infeastructure contained in state and federal laws, in judicial rulicgs an

in the contmcts among the various parties @ the system. Foredosure, the las e&em of ol pam,
should proceed expeditiously and ar the lowest cost. Theoughout the prixcess, consumer protections
and property rights must be honored. Action should be underiaken to simply and not lengthen o
LUy ¢'='c-~— 304 Wf{}mm wé cn LR MR ETEE ? FOCERSES ’&é&é& mf}"-ﬂg i&m Qb OIS,

Antached gee rwo documents for consideration. The Fest compares two judicial sad two non-judicial
states, demonstrating differences faced by nationsl lenders as well 38 local portolio leaders and
investors in terms of requirements and timelines of such laws snd an estimate e::f the cost of
foreclosurs delays 1o Fannie Mae and Freddie Mac. A second dovument sddre

legislative issues facing the processing of mortguges that are in defult or :cpmmt 2 layering of
obligations and liens on homenwners that affect foreclosuges.

Alfred M. Poliard
Geneal Counsel
Federal Housing Finance Agency
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Astachment §
Select Comparison of State Laws and Costs to the Enterprises
1. Charts

The attached charts compare swo judicial foredosuee states—Florida and New Joreey— sad two
non-pudicial foreclosure states— California and Nevada, The chaer sets forhs the key, general steps
required for foreclosures in the four states and the estimated optimum timeline for each tep, a8
published by a leading ugde industry group. These essimated timelines are contrasted with the
historical experience of Fannie Mae and Freddie Mac in those same states. No artempt is made here
to delineate the cause for any particalar delay in foreclosures over the referenced duee-year poriod.

NOTE: FHFA spmﬁ&aﬁy highlights that the mfommn contained in the charts may or may not
provide 5 basis for assessing compensarory dunages agsinst servicers and are not reflective of
individual servicer perfornance or what s acceptahie under apphicable Pannie Mae or Freddie Mac
Seller Servicer Guidelines,

2. Conts

Dirawn from these charts 5 2 rough estimate of the costs fncusred by the govesnment sponsored
enterprises from extended foreclosure dmelines. The estmate may not correlate to exact credir
Insses reported by the Enrerprises or to the compensatory fess assessed by the Enterprises for
fnreclosuees that exceed their state spectfic tmelines. The methadology reflocts the estunsted cost
of all delays in the fc‘mc‘iﬁsm:e process and is aot lnirved to delays that result from changes in
individusl state process

The Enterprises looked to the number of completed foreclosure sales for each yvear from 2009
through 2011, thea determined the average foreclosure tmeline for those loans 20d compared it to
the sendard foreclosure timeline set forth in each Eoterprise’s Guide. The Enterprises then -
subtracted standaed Foreclosuse timelines from: the average foreclosure tirnelines. Thig pmd&x:exi the
avetage days by which foreclosures exceeded state standards— the delays. Then the Enterptises
mzxiupiwd the averspe days by which foreclosures exceeded the state standards by the aumber of
foreclosure sales and Rurther multiplied it by the individual Eﬁt&?m s estimated daily cost of
holding 1 loan in foreclosure, baved on 2011 dats. This results in the estimated fingncil impact on
credit losses that the Enterprises expecienced due to clongated and delayed foreclosures. While sach
Enterprise had slight vuciances in caleulation of holding coxts, the numbers below reflect 2 best, but
rough, extimates of the costs of extended foreckosuse perinds.

foliows:

ure thne frames for Fanole Mae and Freddie Mac ars a3

205 3650-775 rmallion
2010— $1.86-2.25 hillion
201 1o §1.46-1.80 billion
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Judicial and Non-Judiclal GSE Foreciosure Timelines
January 2012

Judiciat § ~Lomparison Florida and New Jorsey
State Turent Gmetns {6 GBE Actval hvorage Days™
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Frowichn b Ueken the foliowing recent actions

1. inDecsmber 2009, the Flodds Supmime Tount

srandaiod that ofl fudisisl circutts i the slels implement &
soert manpgoed madisbon progran. This progrom required
mwmmmwwmm@m

. t% 2011, ﬁwﬁoﬁde&:mcm'

jscoatinua! the mandalory peogrars due 1 rhas] rasutts,
&mm mmmmmma@%mwa
Wil coeitingg Bk Gun

vt by LUISFN, m%sMme%mmwm
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Judicial and Non-Judicial GSE Foreclosurs Timelines

January 2012
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E 2009 X0 W
Z24 Zi3 282
: 4 208 183

State of Callfornia | o290
; ' By
1 1. kj
Z
3. Send 10-Day niticss 5]
4. RM“&MWTM’S% 32
roposk; Send 1-month notoes .
&, HHoead Sawliw i o 23
£ Lown may be reinst kit
biays before sule
. Foreciosure Sam i el ciH] & Foraciopirs Soin & heis g
. Trustee’s Ueed it proparad ang & £ 3 3

Calitornia hes an sotion pending that could
fmpat forsclasuare costs, Hming and prodess:.

4. MMwwwawwmmmhﬂ

2. Effactive Qctober 2011, Novadd low requiees on
alfiinvil 1o be signet, W%@%@gxwmﬁéﬂ&
mmwm 4 documant

i

i,
o % of 8l 10 low hay
s&mwww W&mwﬁw& Fthe s,

% Mevada revigeel o low sxpanding & pitelty fan O
Trde units that do aot poy dues 1o ning months and adding
iagek oot Incurred B atiernpt Io ridover Suth tues even i

_ WMWWWMMMMWWQS?N mmmmmmmmamﬁmamm

Dl e an average of sctusl m i fokne
mmymmm?wmmm : 3 e
m:m;* wwm@mmwm - togo o sale. MWW
tekad days for enany regaons, inckading Bl net lmfied 1. volume of Toeank
: fm&m saia postponements, 4. in judicind mmmm m:m e

ed 42 MM WW and sherift

Thesa Hmelines may o may 1ot provide 8 besis lor o
BOF [ R F WAL 1 P

ory Garriages sgainst senviones and prengl
1o under the G5E %w SW Guiteines,




Page 36 of 128

Significant State Lapgislative lesues Affecting Defaulted Loans and the Foreclogure Process

At least 26 states have enacted legisdation or issued court arders raguiring servicers 1o mediate with bomrowers
befate foreviosing propertes.! While the overall goal of forediosure medistion programs truy bave mesit,
some mediation programs resull in negative i wied consequences for borrowens, lenders and the
commnity. Key concemns fnclude ) the programs could prohibit of unaecessanidy delay inevitable
fareclosure sales by requiving mediation in cases where the boreswer has already been evaluated for afl
available alternatives wixl deemed fneligible. Por example, in the District of Columbia, 2 recently enacted law
O 119-0041) and its implernenting regulations creste an mb&g;st mediation process tha fads 1o exempt
botrowers who have already been determined 0 be ineligible For alternatives 1o foreclosures aad create an
unnoeessanly long peried for mediation; and {%;} the pmgmm cosld impose loss titigation requirements that
are comtrary to HAMY or other GSE-Joss mitigation programs. For example, Michigza bas proposed 2 bl
(5B 313} that would allow counts to modify residential owner-oooupied morggages possibly conttaty to
HAMP requirements and Indiana recently enacted 2 law 5, 882) that would allow courts 1o issue tempaorery
ovrders allowing b mers to ke monthly pavinents dusing the pendency of o foredosure action which
rany inclide amonnes thetare 2@5 than payments m;zzxmé umsler HAMP. Medisdon programs vaty, do not
have consistent of appropriate requirenients for participation jn medistion, have associated costs, create moTe
wipwites with notices mﬁaﬁ;mz@q&m& mémgmkmmwmm&;m&, (i) i some cases, the
programé coild result in 2 morstotiom on son-judicial foreclosures as in the caser of Hawail law under Az
éﬁ W&r:i% created 1 new complex and mb;gams slternative am;m foreclosuze process anud resulted in g
RPOLATY proposed Mickigan b¥l 8B 313 which

Some states and munidpalities have passed or aee considesing legislation that impose significant foreclosure
relased fees or bood requirements upon inithtion of foreclosure scdone; such fees sange from $300 up o
$20.000 per foreciosure zcton and maude fzes in exoess of sny benelite provided to the lender of investor.
Examples of these proposals inclade New York City Ordinance 494 which would soquire 2 seevicer to posta
$10,000 bond upon initation of % foreclosure action; Califorsia A 235 would rexpuine servicets to pay a
$20,000 foreclosure mitigation fee upon flling » notice of foreclosure sale; and, linos 5. 1370 would tequice
3 servicer who has commenced 4 foreclosure sction 1 pay & fee of 31,000 per month during the period s
propesty is vacsnt.

At least nine states 2tz wqm or ars copsidering proposals that would require assignrnerns

before foreclosing oo peoperties. For mmpie, Nevada passed alaw (AB 284) that requires 2 sssignments of
ortgapes to be cecarded, including assighments ocousting befote the date of enaciment. M

mmiz% starates prosect the relative priodities of lien holders by providing a system s publicly regieter licn

bl Manomal Consumer-Law Ceame lse of

fm&&s&m més«m;zpwgmm; bystam
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tntorest andd thereby allow fw tiw notficstion of interested len holders, however, interested pasties often
confuse the purposs of montgsge recording statutes with the purposes of the Article 3 9&“ the Untform
Commercial Code which gwm the enforcement of the morigage i ammercal Code s
designed mwmmwmwﬁwz&mmy&t&eamwm&é zamfm the collection
of payments due under the note, Under the Uniform Commercial Code, the note-holder or party in
possession of the note acting with the autharnity of the bolder & the party who can enforee the obligatom due
zm&&:t the note. Beesuse the common law provides that the nights under the scounty instrunent {cither »
| mwatgage of o deed of wust) "follow” the note, comumon law does not require that the security insttument
wmb@ n the name of the party entided 10 enforce the note in order for the panty with the nght o enforce
cottection of the note to slso foreclose the secured property. This common law approach rermaing thelaw in
st i not all, judicial Foreclosure States. In non-judicial foreclosure States that have adopred 2 deed of pust
method for secuning property {most non-judicial States), it s typically necessary for the person appointing the
| trustee {the only pemson authosized 1o sel the sscured property at foreciosure sale) to be the beneficiary of the
deed of wust, or tie assignee of the beneficiary, snd in some Staes that deed of tast or sssipnment must be

recorded in the land m,

| Over the past year, st least sight cilies and municipalities—such 35 Chicage, Hlinais, Cook snd Elgin Counties
-. in Hlinols, Las Vegas, Nevads, Sprngfield Massachusets and Adsots, Gwrgzam Iwre gm.wé or ars
consilening imposing incressed vadant property regssiaation and muntenance caguiremes
servicess and investors. These obligations are burdersome, costy mé WCTRR3E izﬁ?xiizgy fm servicers and
mvestars. They impose obligations on sbandoned property that do not have attendant righis and beaefits,
that is, they ereate obligations a2 for an owner 10 maintain property, but not the fight w0 dispose of the

property as an owner.

At least 30 states bave enscted o introduced legaslation sllowing centain liens (o take priovity over previcusly
recoeded morigages, refared 16 a3 “super bens.”  The most commeon types of super liens are assochted with
{1} unpaid homeowners and condominium assessments and dues; (1)) state or county encrgy-efficiency loans;
(3t} removal and abatement of blighted and hazardous conditions on properdes by states and municipalities;
and, {i¥) repair and mprovement of horoes by gmzc contrectors, such s @ mechanic’s lens, Fox mmp%e,
New letsey has enscted 8 law (3 1806), and Penasylvanis HB 1667 and Rhode Ishnd S 327 are considering
proposals that would allow municipalities the option to implement entegy efficient losn prograomes that would
ceente priotity Hens over existng first mortgages. Such super liene affact existing monpages {negotiaed and
in existence prior to the creation of the Her), bave open-ended costs in many cases and otherwise crpate a
rerroactive application of liw that affects creditor and investor positions,
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FEDERAL HOUSING FINANCE AGENCY
Office of the Director

Jamuary 20, 2012

The Honomble Efijsh E. Cummings

Ranking Member Reform
Commitiee on Oversight and Government
Washington, DC 20515

Dear Ranking Member Curamings:

m*ﬁ% specific statuiory provision that would pmh%a% FHFA from aii@wm ?azm Mw mi ?raddw
Mac (Enterprises) to reduce ! prinmpa! in ai‘f cases and amiys;s the W mm including
Aerieps pediedion . o & ¢4y .,‘._:::__ 395 g

mmym&afmpmnmﬁﬁﬁmgo&cmmimﬁ:ﬁmpcwbﬁayﬁxﬁwmﬁim
taken to provide this response.

Stahstory Requirements

torship. ﬁmﬁx‘z FHFA must snsure that Fannie Mw ami i‘*wdéw Mac m2
the housiag market during this time of sconomic turbulence. Third, under the Er
Stabilisation Act of 2008 (EESA), FHFA has » statutory responsibility o maxi ae for

hﬁmm o mimmzm fbteci@sum iﬁi’n&a EﬁSﬁ, FHFA must consider the net pmxt valuc (NPV)

in & lower net preseut value thza on an miysxs zn:z:aily
3@?&, Wﬁ% 15 BRCANG, he] OGS i

400 7th Street, S.W., Washington, D.C. 20024 = 202-649.-3801 » 202-649-1071 (fax}
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would require funding of slmont Siﬁi} billion to pay down
them. This woukd be in addition to the credit losses both B

r factor 1o consider is that nearly 80 percent of Enterprise

origages s of June 30, 2011, {Even for more deeply wix! ;

markact loan-to-value ratios sbove 1135 percent, 74 percent are current.) %ts mﬁ cogirasts
nterprise loans, vhere Hmany unaerwater borrowers md&haqm

Given that any money spent on this endeavor would vltimately come from taxpayers and given that our
analysis does sot indicate & preservation of assets for Fannie Mae and Freddie Mac substantial enongh to
offset costs, an expenditure of this aature at this time would, in my judgment, raquire congressionsl
action,

i considering » program of principal reduction for underwat
valoe model developed o implement the Home Affordable &Iaé cation
HAMP NPV méei for borrowers with mark-to-market m-m«aim&m m mm i£$
2d od losses to Fannis Mae and Fraddie Mac from borrow
5 o borrowers receiving principal forgd

wanting a:xi mkmg symzas in m 0 memm 2 gﬁm;&a} forgiveness
expectatic ; ESTORR ionses, we mgmfy

Fanniz Mae and Freddie Mac already offer 2 Joan modification option that reduces monthly payments to
an gffordable rate using principal forbesrance— the same monthly Wﬁwmﬁébﬁmﬁmwﬁz
forgiveness « and this Is most consistent with FHF A obligations s conservator.

%ﬁc it w wﬁ i the m fntorests of mmym fw ?f«i’i‘% %Y wgzmﬁx

holders &m mmv&xiofzhcmpksmﬁ,m wi)ammd W&Eis?mm:@lfwgw
i wwg em 1 borrowers

d beneficiaries then may be the case fxfw&m on

mmiﬁ& m m ten m 0{ BOITOWNETS
(9.9 pervent in June 201 1), whereas loans backing p _
more fikely to have negative equity {35.5 percent inim?i?i 1

prise foans have negative equity in their homes
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FHFA remsins commitied to assisting homeowners to stey in their bomes and will continue to update and
improve our analysis, FHFA would reconsider its conclusions if other funds Wa Miabic and if the
availability of other fands is at ¢ fevel that would change the analysis fo indicate potential

wspavers, In addition, other factors 0 consider in implementing any such ;xs}x:y mh@ whather
borrower had defauled on a previous loan modification, how much squity the bommower had originally
invested in the house and the amount of contribution being mede by second Henholders and morigage
manrers,

in the meantime, ?%?A m;mm to focus on | zm;mivmg foss mitigation and foreclosure alternatives
tondurd ﬁ&a&fmzm ﬁz&i ars pow available

od for Joan modifications that can inchude principal forbesrance. Borrowers who remain current on

ﬁmz‘ Joan payments can take advantage of the recen? changes to the Home Affordable Refinance Program
{HARP), wiuck now permit all current underwater bormowers to refinance into lower interest rate

mﬂmiy be ézsciaseé Ag you will seg, our determination isés iswa hased mp&gwwémamzc costs
10 texpavers, not shorb-term sccounting considerations. Nor have the snalyses been affected by -
msldemm of exscutive compensation,

H you have additional questions, please contact Peter Brereton, Associate Director for Congressional
Affairs, on my staff st {26’2} 6403422,

Yours mly,

wut) DM

Edward J. DeMarco
Acting Director

A Dazrell Issa, Chairman, C&mwm on Oversight and Government Reform

Attachment
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% Federal Housing Finance Agency
. 400 Fth Bireet, 3 W, Washingron, DO 20024
Telephone: (202} 8453800
Facsimmile: (3023 6491071
www. thin gov

January 25, 2012

The Honorable Spencer Bachus
Chairman

Committee on Financial Services
United States House of Representatives
Washington, DC 20515

Dear Chairman Bachus:

I am transmitting the Federal Housing Finance Agency’s (FHFA) Federal Property Manager's
report in accordance with Section 110 of the Emergency Economic Stabilization Act of 2008
(EESA), titled Assisiance to Homeowners. Section 110 of EESA directs Federal Property
Managers (FPM) to develop and implement plans to maximize assistance for homeowners and
encourage servicers of underlying morigages to take advantage of programs to minimize
foreclosures, FHFA is a designated FPM in its role as conservator for Famnie Mae and Freddie
Mac, Each FPM is also required to report to Congress the number and types of loan
modifications and the number of foreclosures during the reporting period.

Reducing Enterprise losses by preventing avoidable foreclosures through loan modification and
mortgage refinances remains a top priority at FHFA. We continue to explore ways to maximize
assistance for homeowners and minimize preventable foreclosures consistent with the intent of
EESA.

Sincerely,

Peter Brereton
Associate Director for Congressional Affairs
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Federal Housing Finance Agency
408 7ih Strect, B W, Washington, DO 20024
Telephone: {2023 648-3800
Foosimile: (202) 6451071
wiww fafs gov

January 25, 2012

The Honorable Barney Frank

Ranking Member

Committee on Financial Services
United States House of Rapresentatives
Washingion, DC 20515

Dear Ranking Member Frank:

I am transmitting the Federal Housing Finance Agency’s (FHFA) Federal Property Manager's
report in accordance with Section 110 of the Emergency Economic Stabilization Ast of 2008
{EESA), tided Assistance to Homeowners. Section 110 of EESA directs Federal Property
Managers (FPM) to develop and implement plans to maximize assistance for homeowners and
encourage servicers of underlying mortgages to take advantage of programs to minimize
foreclosures, FHFA is a designated FPM in its role as conservator for Fannie Mae and Freddie
Mac. Each FPM is also required to report to Congress the number and types of loan
modifications and the number of foreclosures during the reporting period.

Reducing Enterprise losses by preventing avoidable foreclosures through loan modification and
mortgage refinances remains a top prionity at FHFA. We continue to explore ways to maximize
assistance for homeowners and minimize preventable foreclosures consistent with the intent of
EESA.

Sincerely,

Peter Brereton
Assetiate Director for Congressional Affairs
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Federal Housing Finance Agency

48081 Pk Srreet, BOW, YWashington, DO 20024
Telephone (302 6403800
Faesiimale; (207 6451071
www.thin.gov

January 25, 2012

The Honorable Tim Johnson
Chairman

Committee on Banking, Housing,
and Urban Affairs

United States Senate
Washington, DC 20510

Dear Chairman Johnson:

I am transmitting the Federal Housing Finance Agency's (FHFA) Federal Property Manager’s
report in accordance with Section 110 of the Emergency Economic Stabilization Act of 2008
(EESA), titled dssistance to Homeowners. Section 110 of EESA directs Federal Property
Managers (FPM) to develop and implement plans to maximize assistance for homeowners and
encourage servicers of underlying morigages to take advantage of programs to minimize
foreclosures. FHFA is a designated FPM in its role as conservator for Fannie Mae and Freddie
Mac. Each FPM is also required to report to Congress the number and types of loan
modifications and the number of foreclosures during the reporting period.

Reducing Enterprise losses by preventing avoidable foreclosures through loan modification and
morigage refinances remains a top priority at FHFA, We continue to explore ways to maximize
assistance for homeowners and minimize preventable foreclosures consistent with the intent of
EESA.

Sincerely,

Peter Brerston
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iousing Finance Agency
AEY Fhy Sirenr, 8% Washington, DO, 20024
Telophone: (202) 6493800

%%, Federal H

- o
1Ny w Facsimile: £207) 6491671
o, & e
HCERS www Fhfs gov
January 25, 2012

The Honorable Richard C. Shelby
Ranking Minority Member
Committee on Banking, Housing,
and Urban Affairs

United States Senate

Washington, DC 20510

Dear Senator Shelby:

I am transmitting the Federal Housing Finance Agency’s (FHFA) Federal Property Manager’s
report in accordance with Section 110 of the Emergency Economic Stabilization Act of 2008
(EESA), tiled Assistance to Homeowners, Section 110 of EESA directs Federal Property
Managers (FPM) to develop and implement plans fo maximize assistance for homeowners and
encourage servicers of underlying mortgages to take advantage of programs to minimize
foreclosures. FHFA is a designated FPM in its role as conservator for Fannie Mae and Freddie
Mae. Each FPM is also required 1o report to Congress the number and types of loan
modifications and the number of foreclosures during the reporting period.

Reducing Enterprise losses by preventing avoidable foreclosures through loan modification and
mortgage refinances remains a top priority at FHFA. We continue to explore ways to maximize
assistance for homeowners and minimize preventable foreclosures consistent with the intent of
EESA.

Sincerely,

Peter Brereton

F - . 2. 5. S LI . B S T N . o NS
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FEDERAL HOUSING FINANCE AGENOY
Office of the Director

February 1, 2012

The Honorable Tim Johnson
Chairman

Committes on Banking, Housing,
and Urban Affairs

United States Senate
Washington, DC 20510

Dear Chaprman Johnson:

[ am pleased to share with you the FY2011 Federal Information Security Management Act (FISMA}
annual report for the Federal Housing Finance Agency (FHFA).

FHF A is very aware of the importance of information system security and we are dedicated to
ensuring effective security controls are in place to secure PHEA’s information systems and owr dafa.
This commitment is reflecied in the information security program enhancernents that we implement
each year to address evolving security threats,

Based on the FHEA information system security program report and the independent evaluation
petformed by the FHFA Office of Inspector General {OIG), T have determined, with reasonable

assurance, that as of September 30, 2011, FHFA's information security policies, procedures and
practices were adequate and effective.

1f you have any questions, please do not hesitate to contact Peter Brerston, Associate Director, Office
of Congressional Affairs and Communications at (202} 649-3022,

Yours truly,

A f W

EBdward ], DeMarco
Acting Director

Astachments

400 7th Street, S.W., Washington, D.C. 20024 » 202-649-3801 » 202-645-1071 (fax)
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FEDERAL HTOUSING FINANCE AGENCY
Office of the Director

February 1, 2012

The Honorable Joseph Lieberman

Chairmen

Homeland Security and Governmental AHfaies Committee
United States Senate

Washington, DC 20510

Diear Senator Lichermam

T am pleased to share with you the FY2011 Federal Information Security Management Act (FISMA)
annwal report for the Federal Housing Finance Agency (FHFA).

FHFA Is very aware of the importance of information system security and we are dedicated to
ensuring effective security controls are in place to seoure FHFAs information systems and our data.
This commitment is reflected in the information security program enhancements that we implement
each vear to address evolving security threats.

Based on the FHFA information system security program report and the .Z‘ﬁ_ﬁepm&iém evaluation
performed by the FHFA Office of Inspector General (O16G), Phave determined, with measonable

aisutance, that as of September 30, 2811, FHFAs information security policies, procedures and
practices were adequate and effective.

if you have any questions, pleass do not hesitate to contact Peter Brereton, Associate Director, Office
of Congressional Affairs and Communications at (2023 649-3022.

Yours traly,

Edward L {)ewz‘)

Acting Director

Attachments

400 7th Street, S.W., Washington, D.C. 20024 » 202-649-3801 » 202-649-1071 (Fax)
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FEDERAL HOUSING FINAMNCE AGENCY
Office of the Director

February 1, 2012

The Honorable Richard €. Shelby
Ranking Minority Member
Committee on Banking, Housing,
and Urban Affairs

United States Senate

Washington, DC 20510

{year Senator Sheiby:

1 am pleased to share with you the FY2011 Federal information Security Management Act (FISMA)
anmual report for the Federal Housing Finance Agency (FHFA}.

FHEA is very aware of the importance of information system security and we are dedicated to
ensuring effective security controls are in place to secure FHEA’s information systems and our data,
This corsmitment is reflected in the information security program enhancements thet we implement
each vear to address evolving security threats,

Based on the FHFA information system security program report and the independent evaluation
performed by the PHFA Office of Inspector General (O1G), | have determined, with reasonable
assurance, that as of September 30, 2011, FHFA s information security policies, procedures and
practices were adequate and effective.

If vou have any questions, please do not hesitate (o contact Peter Breretor, Associate Director, Office
of Congressional Affairs and Communications at (207} £49-3622.

Yours truly,

Edward 1. DeMarco
Acting Drivector

Attachmenis

400 7th Street, 8. W., Washington, 13.C. 20024 » 202-649-3801 » 202-649-107¢ (fax}
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FENERAL HOUSING FiINANCE AGENCY
Oiffice of the Director

February 1, 2012

The Honorable John 3. Rockefeller, IV

Chatrman

Committee on Commerce, Science and Transportation
United States Senate

Washington, DC 20510

DNgar Chatrman Rockefeller:

1 am pleased to share with you the FY201 1 Federal Information Security Management Act (FISMA)
annual report for the Federal Housing Finance Agency {(FHFA).

FHFA is very aware of the importance of information system security and we are dedicated fo
ensuring effective security controls are in place to secure FHFA's information systems and our data.
“This commitment is reflected in the information security program enhancements that we implement
cach vear to address evolving security threats.

Rased on the FHFA information sysfény security program report and the independent gvaluation
performed by the FHFA Officg of Inspector General (O, 1 have determined, with reasonable
assurance, that as of September 30, 2011, FHFA"s information scourity policies, procedures and
practices were adequate and effective. '

If you have any questions, please do not hesitate to contact Peter Brereton, Associate Director, Office
of Congressional Affairs and Communications at (202) 6493022,

Yours truly,

Edward J. DeMarco
Agting Director

Attachments

400 7th Street, S.W., Washington, D.C. 20074 » 202-649-3801  202-649-1071 (fax)
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FEDERAL HOUSING FINANCE AGENGCY
(Office of the Director

February 1, 2012

The Honorable Susan Collins

Ranking Minority Member

Homeland Security and Governmental Affairs Comumittes
Linited States Senate

Washington, DC 20510

Dear Senator Colling:

1 am pleased to share with you the FY2011 Federal Information Security Management Act (FISMA)
annual report for the Federal Housing Finance Agency {FHFAL

FHFA is very aware of the importance of information gystem security and we are dedicated to
ensuring effective security confrols are in place to secure FHFA’s information systems and our data.
This commitment is reflected in the information security program enhancements that we implement
cach year to address evolving seeurity threats.

‘Based-on'the FHFA information systern security program report and the independent evaluation
‘performed by the FHFA Office of Inspector General (OI0), [ have determined, with reasonable

assurance, that as of September 30, 2011, FHFA's information security policies, procedures and
practices were adequate end effective.

if you have any questions, please do not hesitate 1o contagt Peter Brereton, Assoclate Director, Office
of Congressional Affairs and Communications at (202} 649.3022.

Yours truly,

FEdward §. DeMarco
Acting Director

Attachments
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FEDERAL HOUSING FINANCE AGENOY
{3ffice of the Director

February 1, 2012

The Honorable Kay Bailey Hutchison

Ranking Member

Commitise on Commerce, Science and Transportation
United States Senate

Washingion, DU 20518

Dear Senator Hutchison:

Lam pleased to share with you the FY2011 Federa Information Security Management Act (FISMA)
annual report for the Federal Housing Finance Agency (FHFA),

FHFA is very aware of the importance of information system security and we are dedicated to
ensuring effective security controls are in place to secure FHFAs information systens and our data.
This commitment is reflected in the information security program enhancements that we implement
each year to address evolving security threats.

Based on the FHFA information system security program report and the independent evaluation
performed by the FHFA Office of Inspector General {OIG), | have determined, with reasonable
assurance, that as of September 30, 2011, ¥FHFA's information secutily policies, progedures and
practices were adequate and effective.

I¥ you have any questions, please do not hesitate 1o contact Peter Brereton, Associate Director, Office
of Congressional Affairs and Communications at (203} 649-3022.

Yours truly,

Edward J. DeMarco
Acting Director

Amtachments

éi}ﬁ?iizgimai S?& Vé&éiﬁ?ég?om, D.C. 20024 » 202-649-3801 » 202-649-1071 (fax)
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FEDERAL HOUSING FINANCE AGENCY
Uffice of the Director

February 1, 2012

The Honorable Spencer Bachus
Chairman

Commitiee on Financial Services
United States House of Representatives
Washington, BC 20515

Pyear Chairman Bachus:

f am pleased fo share with you the FY2011 Federal Information Security Management Act (FISMA}
annual report for the Federal Housing Finance Agency (FHFA).

FHEA is very aware of the importance of information system security and we are dedicated o
ensuring effective security controls are in place to secure FHFA'S information systems and our data.
This commitment is reflected in the Information security program enhancements that we implement
sach year to address evolving security threats.

Based on the FHFA information system security program teport and the independent evaluation
performed by the FHFA Office of Inspector General (O1G), T have determined, with reasonable
assurance, that as of September 30, 2011, FHFA’s information security policies, procedures and
praciices were adequate and effective.

If you have any questions, please do not hesitate to contact Peter Breroton, Associate Director, Office
of Congressional Affairs and Communications at (202) 649-3022.

Yours truly,

). Diecs

Edward 1. DeMarco
Acting Director

Attachments

400 Tth Street, §.W., Washington, D.C. 20024 « 202-649.3801 » 202-649-1071 (fax)
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FEDERAL HOUSING FINANCE AGENCY
Ofhice of the Director

February |, 2012

The Honorable Darrell E, Issa

Chatrman

Committee on Oversight and Govermment Reform
United States House of Representatives
Washington, DC 20515

Dear Chairman Issa:

tam pleased to share with you the FY2011 Federal Information Security Management Act (FISMA)
annuai report for the Federal Housing Finance Agency (FHFA).

FHEA is very aware of the importance of information systemn security and we are dedicated to
ensuring effective security controls are in place to secure FHEAs information svstermns and our data,
This commitment is reflected in the information security program enhancements that we implement
each year to address evolving seourity threats,

Based on the FHFA information system security program repor! and the independent evatuation
performed by the FHFA Office of Inspector General (OIG), 1 have determined, with reasonable
assurance, that as of September 30, 2011, FHFAs information security policies, procedures and
practices were adequate and effsctive.

I you have any questions, please do not hesitate to contact Peter Brereton, Associate Director, Office
of Congressional Affairs and Communications at (202) 649-3022,

Yours truly,

Edward J. DeMarco
Acting Director

Attachmenis

400 Tih Street, $.W., Washington, D.C. 20024 » 202-649-3801 = 202-649-1071 (fax)
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FEDERAL HOURING FINANCE AGENCY
Office of the Director

February 1, 2012

The Honorable Ralph Hall

Chairman

Committee on Science, Space and Technology
United States House of Representatives
Washington, DC 20513

Drear Chairman Hall:

{ am pleased to share with vou the FY2011 Federal Information Security Management Act {FISMA)
annual report for the Federal Housing Finance Agency (FHFA).

FHFA is very aware of the importance of information system secunity and we are dedicated to
ensuring effective security controls are in place o secure FHEAs information systerns and our data.
This commitment is reflected in the information security prograr enhancements that we implement
each ysar to address evolving seourity thrests.

Based on the FHFA information system security program report and the independent evaluation
performed by the FHFA Office of Inspector General {OIG), 1 have determined, with reasonable

assurance, that as of September 30, 2011, FHFA’s information securfty policies, procedures and
practices were adequate and effective,

I you have any guestions, please do not hesitate to contact Peter Brereton, Associate Director, Office
of Congressional Affairs and Communications at (202) 645-3022.

Yours truly,

Edward 1. DeMarro
Acting Direcior

Altachments

400 7th Street, S.W., Washington, D.C. 20024 » 202-649-3801 » 202-649-1071 (fax}
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FEnERAL HOUSING FINANCE AGENCY
Office of the Director

February 1, 2012

‘The Honorable Elijah Commings

Ranking Member

Committee on Oversight and Government Reform
United States House of Representatives
Washington, DC 203515

Dear Ranking Member Cummings:

1 am pleased to share with you the FY2011 Federal Information Security Management Act (FISMA)}
annual report for the Federal Housing Finance Agency (FHFA).

FHEA is very aware of the importance of information system security and we are dedicated to
ensuring effective security controls are in place to secure FHFA’s information sysiems and our data.
This commitment is reflected in the information security program snhancements that we implement
each year to address evolving security threats.

Based on the FHFA information systent security progeam report and the independent evaluation
performed by the FHFA-Office of Tnspestor General (0103}, { have determined, with reasonable

assurance, that as of September 30,2011, FHFA’s information seourity policies, procedures and
practices were adequate and effective, '

If vou have any questions, please do not hesitate to contact Peter Brereton, Associate Director, Office
of Congressional Affairs and Comunications at {202} 6493022,

Yours truly,

Edward J. DeMarco
Acting Director

Attachments

400 7th Street, S.W., Washington, D.C. 20024 » 202-649-3801 * 202-649-1071 (fax)
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FUDERAL HOUSING FINANOCE AGENCY
Office of the Director

February 1, 2012

The Honorable Baroey Frank

Raoking Member

Commiitee on Financial Services
United States House of Representatives
Washington, DC 20515

Dear Ranking Member Frank:

tam pleased to share with you the FY2011 Federa! Information Security Management Act (FISMA)
annual report for the Federal Housing Finance Agency (FHEA)

FHEA is very aware of the importance of information system seourity and we are dedicated to
ensuring effective sscurity controls are in place to secure FHFA s information systems and our data,
This commitment is reflected in the information security program enhancements that we implement
sach year to address evolving security threats,

Based on the FHFA information system security program repont and the independent evaluation
performed by the FHFA Office of Inspector General (OIG), 1 have determined, with reasonable

assurance, that as of September 30, 2011, FHFA s information security policies, procedutes and
practices were adequaie and effective,

If you have any questions, please do not hesitate to contact Peter Brereton, Associate Director, Office
of Congressional Affairs and Communications at (202) 649-3022.

Yours fruly,

Edward 1. DeMarco
Acting Director

Attachments
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FupniRraAaL HOUSING FINANCE AGENCY
{Ofhice of the Director

February 1, 2012

‘The Honorable Eddie Bernice Johnson
Ranking Member

Commitlee on Science, Space and Technology
United States House of Representatives
Washington, DC 20515

Dear Congressman Iohnson:

fam pleased to share with you the FY2011 Federal Information Security Management Act (FISMA)
armual report for the Federal Housing Finance Agency (FHFA)

FHFA is very aware of the importance of information system security and we are dedicated o
ensuring effective security controls are in place to secure FHFAs information systems and our data.
This commitment is reflected in the information security program enhancements that we implement
each year ©© address evolving security threats.

Baged on the FHFA information system security program report and the independent evaluation
performed by the FHFA Office of Inspector General (O1G), | have determined, with reasonable

assurance, that as of September 30, 2011, FHFA's information security policies, procedures and
praciices wers adequate and effective.

If you have any questions, please do not hesitate to contact Peter Brereton, Associate Director, Office
of Congressional Affairs and Communications at (202} 649-3022,

Edward . DeMarco
Acting Divector

Yours fruly,

Attachments

400 7th Street, S.W., Washington, D.C. 20024 » 202-640-3801  202-649-1071 (fax)
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Plan to:

- Review and Reduce PII Holdings

- Eliminate the Unnecessary Use of
Social Security Numbers {85Ns)

Cctober, 2011

Federal Housing Finance Agency
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1. intraduction

This document provides an overview of the agency plan to review and reduce the holdings of
personally identifiable information (PIF) in accordance with OMB Memorandum M 07-16.

he Federal Housing Finance Agency (FHFA) was created on July 30, 2008, when the President
signed into law the Houslng and Economic Recovery Act of 2008, The Act areated a regulator with
all of the authorities necessary to overses vital components of our country’s secondary mortgage
markeis ~ Fannie Mae, Freddie Mac, and the Federsi Home Loan Banks. In addition, this law
combined the staffs of the Office of Federal Housing Bnterprise Oversight {OFHEO), the Pederal
Housing Finance Board (FHFB), and the GSE mission office at the Department of Housing and Urban

Development (HUD)L

2. Review of PI Holdings

IT Systems

FHFA developed a consolidated Hst of IT systems using the documentation {system inventoriss,
PTAs, and PlAs). The consolidated Hst was broken down by PH vs. non-PH systems and contractor
vs. agency systems. The results of the review are in the table below,

FHEA Inventory Commenis/Notes

s System count includes sub-systems running on
» PHPFA has a total of 42 systems the General Support System (G5S)

»  FHFA has 171 systems containing & 10 systems are contractor systems

sogial S%Cii?i%?j mumbers {SSNS} s 1 system s an agency system

s FHFA has 30 systems containing  * 17 systems are contractor systems
Pl & 13 gystems are aperTdy systems

Pagal afl
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Paper Records

The existing systems of vecords notices {SORNs) are a starting point for the review of paper records
that include PIL. FHFA has published 13 SORNs and adopted 22 Government wide SORNs.

3. Actions to reduce PII holdings and eliminate the unnecessary collection of SSNs

To reduce the PI holdings and eliminate the unnevessary collection of S5Ns, FHFA has taken a
number of actions.

&

Privacy Training -Web-based training is provided to emplavess and contractors on the
appropriate safeguards for handling PH, The training guidance on what information can be
collectad, how information should be maintained, and specific instructions for sensitive PIi

including $SNs,

Privacy Threshold Analysis {PTAs] - A screening tool to identify privacy requirements during
system development has been developed. The PTA identifies the P to be collected or
maintained by the system {if anyl

Privacy Act Statement Reviews - As new data collection forms are created, the forms are
reviewsd to determine i3 Privacy Act Statement Is required. This provides an opportunity o
review what information will be collected and identify any privacy issues.

Policy, Procedures, and Guidance — FHFA has developed a Breach Notification Policy and Plan

to address data breaches, FHFA has drafted policies for the collection and use of PH and
procedures for condycting workspace audits to identify violations with respect to safeguarding

agency sensitive information and squipment.

Secure Paper Shredding Services - Locked conscles have been placed in the mall rooms and
ropy rooms in order to assist in the appropriate destruction of documents that documents that
contain sensitive information. Documents placed In the secure ronsnles are shredded on 3 hi-
weekly basis, :

Unique Identifiers - FHFA has worked with agency vendors {e.g benefit providersl to
eliminate the use of 85N as the unique Wentifier of an individual in 2 vendor system.

Plansfor FY 12
The following actiong that are planned for FY 12,

* {onduct semi-anaual workspace audits;
e Lontinue o update the FHFA systems inventory;
o Update Privacy Threshold Analysis {PTAs] for all FHFA systems
o Review results and update the systems containing P as needed
s {ontinue to update Privacy Impact Assessments [PlAs) for all systems, as needed; and
¢ Implement 0PM's g0PF solution to replace paper officls] personnel folders.

Fage 3 of 3
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For each of the FIPS 199 system categorized fm

past levels in this question; provide fie total number of Ageney operativnal, FISMA
reporiable, systems by Agency component (Le, Bureay or Sob-Depsriment Operating Element) '

Not Categarized

el el sl

&
Y B
o

Sub-Total

R AR R A

g

7

.
4

-

.

FHER I8 not reporting on extervally

o o

osted systems oertified and acsredited by oiher Faderst agancies,

=R E- R T R Fs

' Ageney Totals

Figh

D

)

Moderats

Low

| Mol Categarized

Bl B G

Subfotal

AR

L3R w3 Rl

b e b

Sim mio o f

L3I0 Raport - Sneual 2012
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Provide the total number of Agency Information Techuology assets {e.g. router, server, workstation, lapiop,
Blackberry, ete)
14690

Ada. Provide the number of Agency information tochnology assets, connected fo the netweork, {n.g. router, server, 5
workstation, laptop, efe.) where an sutomated capability provides visibility at the Agency level into sseet inventory
information.
1690

Zih. Frovide the number of Agency information teehuology assels where an aulomated capability produces Secarity Content
Autemation Protocs] (SCAP) compliant asset mventory information sutput.
1888
2.3, Frovide the number of Apency information technology assets where afl of the following asset inveniory information &s
collected: Network address, Machine Mame, Operating System, and Operating System/Pateh Level.
1427
2.2 Has the Agency hnplemented ar sutomated capability to detect and block unawtherized software from executing on the
network?
Partial Coverage
2.3 Has the Agency implemented an aufomated capability to detect and block unsuthorived hardware from connecting fo
the setwork?
Pavtial Coverage

24 For your Agency, which type(s) of asseis are the most challenging in performing automated asset management? Rank
the asset types below from 14 with { being the most challenging,

24a, Servers
4
2.4h, Workstations/Lapiops
2
A, Metwork Devices
3
CI0 Beport - Anpunl 26113 Page l of 14
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Frovide the number of Agmiéy. izxfamaiimz technology sssets where an sutemated capability provides visibility st the
Agency Ievel into system configuration information {&.g. comparizon of Agency baselines io o installod eonfigursitions),

inio 3:

KX EN Provide the number of Apency information technology assets where an automated capability produces SCAP complisnt
system conflraration information nutput,

16292

3.2 Provide the number of types of operatisg system software in use across the Agency
&

33a. Provide the number of operating system seftware in use across the Agency for which standard security configuration
baselines are defingd, Consider an Agency spproved deviation sz part of the Agency standard security baseline,
8

3.3 Provide the number of enterprise-wide applications {e.g. Interaet Explorer, Adobe, MS Office, Oracle, ROL, ete) in
use af the Agency.
42

38, Provide the number of enferprise-wide applications for which standard security configuration haselines are defined,
Consider an Agency approved deviation as part of the Agency standard secarity configuration baseline,
36

4.1 Frevide the pumber of Agency information {echaology nssets where an antomated capability provides visibility at the
Ageney level into detailed vuluerahility inforwmation {Commeon Vulnerabilities aud Exposures - CVE)
1888

#4.1a. Provide the number of Apency information fechnology assets where an automated capability produces SCAP com pliang
viimerability information outpat,

105

CH Hepart - Annual 201 Page 5 of 14
For Offinial Use Only
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What is the number of &gmey netwark user acesunts (Exclude system and épgsiieaiism seopunts atilized by processes)? '
&73

£la. How many network user aceounts sre configured fo requive PIV to suthentivate fo the Agency petwork{z)?
8

£.3h. How many network user acconnts are cunfigured to optionally use PIV to suthenticate to the Ageney networkis)?
é

82 What 18 the number of :&gw&y privilezed network user secounts {e.2. system adminiztrators)?
1%

%3a. What is the number of Agency privileged network nser acconnts that are configured to require PIV credentiats fo
suthentivate to Agency network(s)?

H

32k,

it is the wumber of Agency privileged network nser sceounts that are configured to optionally nse PIV credentials
to authenticate to the Agency pebwork(z?
i

sty

Provide the tofal number oft
6.1 Mobile computers and devices {excluding laptops)

6.48(1) Netbooks
1

8.1u(2} Tablettype compuiers

g
6.14(3)  Blackberrics
&2
6184} Emariphones
8
6.1a(3) USB devices (Flash drives and extornal hard drives)
142
TG Hegort - Aunual 3041 Paged of 14
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&.ih.

&2
H2a.
B2b.

6.3

6.18(6). Other
o
Lapteps Only
837
Provide the pumber of devices in 6,1 that have sl nser dafs snerypled with FIPS 148-2 validated eneryption.
BMaobile computers and devices {sxcinding laptops)
£.2a(1). Nethooks
H
62a(2} Tablet-type computers
H
623(3). Blackberries
612
6.2a{d} Swmariphones
#

6.28(5) USB devices (Flash drives snd extorna! hard drives)
142

5.3ai6}  Uither

&
Lapiops only
837

Provide the percentage of Agency email systems that implement encryption tschnologies fo protect the integrity of the
contents and sender information when sending messages to government agencies or the public such as 8MIME, PGP,
or other.

1%

CHS Beport - Anmusl 2611 ?&g& g of 14
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7.2

1.3

7.4

74

7.7

7.8

t.ia

Provide the pw&zxmge of the reguired TIC 1.9 capabilities thaf are implemented. (Applies caly to l?‘eéemi Livitian
Ageney TIC Acesss Providers {TRCAP) only, Al others should respond N/ALY
NIA

Provide the percentage of TIC 2.8 Capabilitios that are implemeated, {Applics only to Federal Civilian Ageney TIC
Aveess Providers (TICAR) only. Al others should respond N/AL)
HNig

Frovide the percentage of TICS with operationsl NCPS (Einstein 2} deployment. {Applies anly to Federal Civilian
Ageney TIC Access Providers {TRCAP) only. AH others ghould respond N/A)
M/A

Frovide the percentage of externs! netwark capaity passing through s TRO/MTIPS, {Applies to all Federal Civilian
Agencies. DOD should respond MiA%

10%%

Provide the percentage of exfernal conpections passing through a THC/MTIPS. {Applies to all Federal Clvilian
Ageacies. DOD should respond N/AL)

1689

Provide the percentage of Agency emall systems that implement sender verification {anti-spoofing) technologiss when
sending messages to government agencies or the pubhc such ag DKIM, SPF, or other,

8%

Provide the percentage of Agency ermall systems that oheck sender verifieation {snti-spocting technologios) to detect
possibly forged messages from government agencies kuown to send emaill with sender verificstion such as DKIM or
SBF or other,

0%

Provide the frequency with which the Agency conducts thorough seans for unnuthorized wireless secoss poinis,
Never

Frovide the frequeney in which the Ageacy maps their cyber perimeter {e.g. extermally visible systems and devices).

Never

CRE Beport - Anmusl 3011 Page & of 14
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£1  What is the sumber of Agency operational networks on which controlled network gsmezmiim'teétiag was pérfwme& in
the past year?
H

For the testing conducted alwove, provide the inBowing information:

Lia Fercentage of incidents detected by NOU/SOC, (Per NIST 800-61, an incident is defined a3 5 vicktion or ominent
threat of violation of computer security policies, acceptable nee policies, oy standard security praetives.)
8%

Comments:  [The FHFA did not condust formal penetration testing during FY2011,

8.45(3) Mean-time to incident detection, in honrs. (The mean time to-incident detection metric is caleninied by
subtracting the Date of Gocurrence from the Date of Priscovery. These mefrics are thes averaged acyoss the
number of ncidents detested by the NOU/SOC during pepetration testing.}

4 hours § minutes

Comments: Noz Applicable

B.ia(Zy Mean-time to incident remedintion, in hours. (The mean time-to-incident remediation is caleninted by dividing
the difference between the Date of Oceurrence sad the Date of Remediation for cach ncident remedisted in
the metric Gme period, by the total number of incidents remedinted in the metric time peried.}

§ hours & minutes

Comments:  INot &pgﬁcahia '

Bi1a3} Mean-time to ineident reeovery, in hours, {The meag Hmedo-ineident recovery Is ealculated by dividing the
difference between the Date of Occurrence and fhe Date of Kevovery for cach incident recovered in the meiric
time period, by the total umber of incidents recovered in the metric time poriod.}

& hours 8 minutes

£.1%. Percentage of penetration testing incidents dutected from aiher soy rées or business provesses,

4%
8.2 For FY11, what percentage of appHeable US-CERT SARs {Security Awareness Report or Information Assurance
Vulnerability Alerts for DOD) has been acted upon appropristely by the Agency?
it
IO Bepart - Annusd 2617 Pags T of 14
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Provide the number of times in the past year the Agency participated in the Joint Apency Cyber Knm%i&ig@ gxé&aﬁg&
(JATUKE} {These mectings are monthiy} (BOD should respond N/A)
L

What s the average frequency with which gsers recelve supplementsl cyﬁemacizﬁtg a%vgmmss tz«émizag content bevond
‘ihe annasl training requirement {content conld inehude s single question or tip of the day)?

Comments: T Security bulleting and awareness imessapes are disseminated to staff on amonthly basis. These bulletins
are security best practices that are used to increase awareness,

2.2 Provide the total number of Agency sponsered phishiug aftack exercises, if conducted.
4

&.%a. Frovide the number of Agency sponsored phishing attack exercises that revealed results of potential compromise (o8,
users clicked on 28 embedded Hak),

&
9.3 Provide the sumber of Agency users with network sccess privieges.
473
¥.ha, Provide the number of Agency users with network sccess privileges that bave been given security awasreness frafuing
anauaily.
647 o s
Comments: A5 of Septomber 30, 2011, 647 FHFA nsers surcessfully corapleted annmsl security awareness raining.
The remaining 26 users were on travel or extended leave siafus as of Reptewber 30, 2011 and will be
required to complete training upon thelr return,
2.4 Provide the sumber of Agency network users with sigsziﬁmm seenrity responsibilities,
4 .
Comments:  |The FHFA is cum:réﬁ? @%’éitiﬁtﬁﬁg its methodology for zdﬁmifymg agém:y petwork users with 's;ig:ﬁﬁcazat
secutity responsibilities. A Plan of Action and Milestons (FOA&M) is used 1o sonitor this activity.

CHr Beport - Annual 2611 Paee R of 14
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B2

Bda,

2.8
&5y
%06
4.6z,
27
5.8
4.8,
gvsb!

L Beport - Aunnaad 2013

Provide the wamber of Agency network asers with significant security respousibilities that have been given sp&i&iﬁﬁeﬁg

role based, seenrity training annnally,
4

Conuments:  {Tha FHFA i s;zwen%}v waigg‘zmg its methodology for zzif:;mﬁmg agendy m‘mcﬁg users with significant

: security msgms;%nhms

Al what frequency is seeurity awareness tesining mmm (that is pm&i&eﬁ 0 gzors) agxi&%e& §:§y éiz@ ﬁgaﬁ@ oF {raining

provider?

Anmnal

Comments;

FHFA's IS5LOB provider (DISA) updates the secarity awareness trafuing content on an angaal basis,

At what frequency is specialized, role based, security training content (that is provided o users) apdated by the Agency
or training provider?

Gither

Comments:  {The FHFA is ewmzti} eva%uatmg its methodology for iéﬁ'm!fymg ager;w network users mz}z st gnificaﬁt

security responsibilities.
LComments: -
This is 2n open POAEM for FY2812

Campronts: The FHFA is a:mmly avaimazmg zﬁs mﬁtﬁ{}é&iagv fer memzi%mg agency network users with szgnaﬁmt R

: security responsibilities. o
Frovide the sstimated pereentage ef Bew BRRrS o smsfaewmiy wmpim mzzmy swareness {raining before being
granted network scoess,
168%

Does your Agency’s snnual security gwareness training inclnde;

tuformation un the security risks of wireless tezhnologies and mobile devices?
Yes

Awareness of the organization’s security polivies/procedures for mobile devices?

Yex

For Officlal Use Only
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B8, Miﬁgaﬁéa of riske by mainiaining physical ontrol of mobile deviees, sncrypting sensitive i}zf@rm&ﬁéa, ﬂisabﬁiﬁg
wireless functionality when not in use, and provedures for reporting lost or stolen mobile devices?
Yes

3.84, Content on how to recognlee and avoid phishiug atiacks?
¥oes

Provide the number of remote sccess cannection methods (&.g. Dial-up, VBN . ﬁm&ﬁm«ﬁ-’?ﬁ or 881, et} the Agency
affers to allow users to connect remotely to full access of normal deskiop Ageney LANSWAN resourcesfiervices, K
Connection methods refer o options the Agency offers to nsers aliowing them o connset remuotely,

p2

idda. For those methods provided above, provide the sunnber that;

18.3a(1) Require only Useril¥password.
g

16.1a(2y Heguire only PIV credentiss,
8

1H.1a(3) Optionally accepts PIV credentials.
]

10.3a{4) Require other forms of twa-favtor suthentication,
1

i0.1a(5) Utilize FIPS 140-2 validated eryplographic modules,
i

E18{6} Prohibit tunneling snd/or dus! connected taptops where the laptop has both an sctive wired and wireless
counection,
]

18.3a{7) Ave configured, in accordance with OMB MO7-17, 1o time-out after 30 miputes of Inactivity which requiring
re-suthentication.
L

€10 Beport - Annual 2633 Page 10 ef 14
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i @is{g} Scan for mualware upou connection.
g

18.1a(5) Regeive Government Fornished Eguipment (GFE),
i

181k, For these connection methods that regutire GFE ax fn guestion 16.13(9) sbove, provide the number of connection
methods that:

18.3B{1) Assess and correct system vonfiguration upoy connection.
H
.2 List the remote access connection methods identified in 18.1:

1.1 “Provide the nunber of
iLia.  Esxtersal facing DNS names {second-level, e.g www.dhs.gov),

3

1Lk Externsl facing DNE pames {second-leveD signed,
3

ii.ig Provide the percentage of external facing DNS hierarchics with all sub-domains {(second-level and below) entirely
signed.

1068%

i

121 Provide the number of Information systoms, developed in-houze or with commercial services, deployed in the past
twelve months,
2
302 Repurt - Anaual 2813 Frpe il ol id
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1245 Provide fhe number of iﬁf&éaﬁaﬁem éysigzzzs above (12.1} that were tested using antomated sourcs oode tosting tool,
{Bource code festing tooks are defined 5w tools that review sosree code fine by Line to detect security vainersbilities and

provide guidsnce on how o correct problems identified.} !
g :

i21b.  Provide the number of the information systemze sbove {(11.1a} where the fools generated output is compliant with:
12.10(1) Common Valuerabilities and Exposures {CVE)
g

12.1b(2} Common Weakness Envmerstion {£TWEY
&

12.18{3) Common Valnerability Scoring System CVED
8

12,164} Open Vulnershility and As
@

sessment Lengoape (OVAL)L

131 What peresntage of &sta. from the following potential data foeds are being monitored at appropriate freguencies and

Tevels in the Agency
13.1a DSAPS
na%
ks AV/Aant-Malware/Anti-Spyware
16004
i3.5e System Loge
1%
FER T ] Appilcation Logs
188%
idie Pateh Siatus
188%
LI Beport - Annual 2013 Pape 31X of 14
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&

1311

FEN 3

iiih

135

13.3f

15,4k

133

£5.0m

1iin

Vulperability Scans
1Y

N3 logping
186%

Configuration/Change Management system alerts

0%

Failed logins for privileged sccounis

188%

Physieal seenrity lops for access o restricted ureas fe.p. data cegters)

8%
Buta lose prevention data
8%
Remote sveess loge
10a8%,
Network device jogy
100%
Account monftoring
18%
18001y Locked out
115
13.30(2) Disabled
1809
13.1n{3) Terminaled personsel
%
13.3a(d) Transferred personnel
i 2

I Beport - Avnes] 3011
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13.18(3) Dormant accounts
ina%

13.0n(6) Passwords that have resched the masimum passward age
8%

13.15(7) Passwords that never expire
111504
i3.in Outbonnd traffic to include transfers of dats, sither encrvpted or unenerypied,
108%
ip Port scans
180%

i3y Network access control Hats and Brewall rales sots,
180%

132 To what extent is the duta sollected, correlated, sud bedug wsed fo drive action 1o reduce risks? Plesse provides

sumber op # scale of 1.5, with 1 being that “Al continnous mentioring dafy s correlated®
2

IO Beport - Amaust 3611
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FHRA G T 3 16 18
|Rgonoy Yomls | :

B

16 19 100% 2 . L D 18] 100%

L . D ) BT v w18 2 18 18] 100%

X Provide the URL of the centrally located page on the Agency web site that provides working links to Ageney PIAs or N/A i not
applicable,
httpe/iwww. thia gov/Default aspx T Page=236
b, Provide the URL of the centrally located page on the Agency web site that provides working Hnks to the pablished SORNs or N/A i
not appicable.
hitp:f!wwﬁﬁa.gmﬁ)efm?taaspx?}.’angﬁﬁ

3a, Can your Agency demonstrate with documentation that the SAGP participates in all Agency lnformation privacy compliance activities?
¥es

3b, Can your Agency demonsirate with documentation that the SAOP pariicipates in evaluating the privacy implications of legisiative,
regulatory, and ether policy proposals, as well as testimony and comments under OMB Circular A-197
Yes
3¢ Can your Agency demonstrale with documentation that the SAOQP participates in assessing the Impact of the Agency's use of
‘techuology on privacy and the pretection of personal information?
Yes

BAGE Heport - Annual 201§ Fage T of 8
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4o Boes your Agency have a policy in place to ensure that a8} personnet (employees, contractors, efe.) with secess to Federal data are
generally familiar with information privacy laws, regalations, and policies, and vaderstand the ramifications of inappropriate access and
disclosure?

Yes

4. Dioes your Agency have 8 program for job-sperific and somprehensive information privacy training for all persenned (emplovess,
contractors, et} that handle personal information, that are divectly involved in the administration of pergans! infarmation or
informution technolegy systems, oy that have significant information securily responsibilities?

Yes

LA Broes the Agency have a written policy or process for each of the iollowing?
%a. PiA Practices
Sa{l). Determining whether a PIA & needed,
¥es
3a(ly Conducting a PIA,
Yeu

5a(3).  Evslaating changes in technology or business practices that are entified during the PIA process,

Yes
5a{4). Easuring systems owners, privacy officials, and I'T experts pariivipste o conducting the PIA,
Yes
3a3(5)  Making PIAs available to the public as reqaired by law and OMB palicy.
Yus
Sa{6). Monitoring the Agency's systems aud practices to determine when and how FiAs should be updated,
Yes
S8{7).  Assessing the quality and thoroughness of each PTA and periorming reviews to ensure that appropriste standards for PIAs are
maintained.
Yes

£h, Web Privacy Practices

8A0P Report - Annual 2013 _E’age Iaf8
“For Offieial Use Oaly



Page 98 of 128

Sb{1}. Determining circumstances where the Agency's web-based sctivities warrant additional consideration of privacy imphcations,
Yy

842).  Making appropriste updates and enenring continued compliance with stated web privacy policies.
Yex

5h{3). Reguiving machine-readability of public-Tacing Agency web sites (Le., use of PaF.
Yes

Iadivate the pumber of written complaints for sach type of privacy issue recsived iy the SAOP or others af the Agency.

Ta. Process and Procedural - consent, collection, and appropriasie notice,
#

Th. Redress — non-Privacy Act inguiries seeking resolution of difficalties or concerns about privacy matiers,
@

Fe (perational - inquiries regarding Privacy Acf matters not including Privacy Act requests for secoss and/or correction,
H

7. Referrals — complaints reforred o another agency with jurisdiction.

BALT Report - Annasl 2013 Page dof s
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8h,

Does the Ageney have curvent &ecammiazm& demonsirating veview of the Agensy's compliance with information privacy laws,
regulations, and pelicies?

Yes

Can the Agency provide documentation of planned, in progress, or completed corrective actions necessary o remedy deficiencies
ientified in coraplance reviews?

Yes

Baes the Agency use technologies that enable continnous auditing of compliance with stated privacy pelicies and practices?
Mo
Kkoes the Agency coordinate with the Ageney's Inspector General on privacy program oversight?

Yes

%, Flease select "Yea" or "No" to lndieate if the SAOP bas provided fam&i written advice or guidance in cach of the listed categories, and briefly
deseribe the advice or guidance if applicable,

95, Agency policies, orders, directives, or puidance governing the Agency's bandling of personally idestifisble information.
Yes _
Comments:  |Yag tﬁxrngh pu’*;:haa‘izazz of / %may ;:m%zz:ws periodic email g‘emméezﬁ'éizd anyizial &mi new employee Mﬁg
7 Writien agreements (either zztt&mgmev ar wzth man?‘eé@mi gntities) pertaining fo mi’arm&;wn sharﬁng, mmpz.zzer mateﬁmgg zm& samzizxr
faswes,
No
Commenis;  [Not spplicable
8. The Ageney's practices for condueting, preparing, and refeasing SORNs and Plas,
Y&¥ .....
Comments:  [Published. pfzmgéms o %”I‘A&;‘?iz% SQR‘% ptmeedures ave: Mﬁpﬁﬁizshé& m ?Y?GEQ
4. Reviews or feadback ontside of the SORYN and PlA pm@ess {&g ... formal written advice in fhe context of b&&g&mxﬁy oy ;xmgxmmatm
activities or planging),
Mo
Comments:  [Notapplicable.
SACT Heport - Aungal 3011 Paged of 3
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B, Privacy traiuning {vither stand-alons or ncluded with {rafning on related issues),

Yes

Comments:  [Annual privacy f%éiﬁ'izzg is conducted for all employees and contractor ?e?ﬁséz&nei in confunction with annual 17
ihecarity awaremess and rules of behavior tatning. In addition, all new employees mi contractor personnel are
{required to attend in person taining on privacy as part of fheir on-bosrding process

tém. Dues the Agevcy sse web management and castomizntion technologies on any web site or apphication?
Mo

Bikh, Does fhe Agency annunlly review the use of web management and customization technologies to ensure complinnce with sl Fawes,
regelations, and OMB geidance?

Ma
Comments: fo(zz apphcabf& e .
foe. Can the Agency demonstirate, with z%écgmeni\aﬁm, the rontinued justification for, and approval to use, web mmégémét&famﬁ
customization techaologles?
Mo

Comments: |Notapplicable

184, Can the Agency provide the mﬁiéa %aﬁgﬁ#ge a#’ citation for the web privacy policy ¢that informs visifors ﬁbwt tiiﬁ HEES éf web
management and eustombtion technologies?
o

Comments: Nngspizmie '

SADF Report - Annusi 2611 PageSef 8
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fa. The Agency has established and is maintaining # risk management program that is eonsistent with FISMA requirements, OMB policy,

and applicable NIST guidclines, Although improvemesnt oppurtunities may have been identificd by the OIG, the program feciudes the

following attributes:

ia(ll  Documentod and centrally accessible pelicies and procedures for risk mansgement, incinding descriptions of the roles zad
responsibilities of participants is this process.
Yes

LaZ)  Addresses risk from an organization perspective with the development of 2 comprehensive goversance structure and
erganization-wide risk management strategy as described in NIST 886-37, Rev. !
Yes

1a(3).  Addresses risk from a mission and business process perspective and is prided by the risk decisions st the organizational
perspeetive, ax described iIn NIST 806-37, Rev. 1.
¥es

La(dy  Addresses risk from an information system perspective and is gukded by the risk Jecisivns at the arganizational perspective
and the mission and business perspective, as described i NIST 800-37, Rev. 1.
Yes

Lai5)  Categorizes information systems in aceordance with government policies.
Yes

La{d).  Selecis an appropriately tallored set of baseline security controls.
¥es

1a7r  Implements the tatlored set of baseline security contrels and describes how the controls are employved withis the information
gystem and iy envireament of operation.
Yes

1a8).  Assesses the seeurity controls using appropriste assessment procedures fo detormine the extent to which the contrpls aye
implemented correcily, operating as intended, and producing the desived outenmp with regpect {o moeting the seourity
reguirements for the system,
Yes

Lalf).  Authorizes information svstem operation based on a determinstion of the risk to orpanizational operations and assets,
individuals, other organizations, and the Nation resulting from the operation of the information system and the devision that

G Report - Angasl 2013 Fape 3 of 11
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thiz risk is accepluble,

¥es

La(i6)  Ensures information security eontrols are monitored on an ongoiny basls including sssessing confrol effectiveness,
docnmenting changes {o the system or s environment of operation, conducting security impact analyses of the associnted
changes, aud reporting the security state of the svstem o designated organizational officials,

Yes

Lail).  Information system specifie risks (tactical), mission/basiness specific risks and organizations] level (strategic) risks are
comuunicated fo appropriate levels of the organization,
¥es

Pa(iZy.  Benior Officials ave briefed on threat activity on 8 regular basis by appropriste personnel, {o.g., CISO)
Yes

La{13).  Prescribes the sctive involvement of information system owners and commen control providers, chief information officers,
' senior information security officers, suthorizing officials, and other roles 33 applicalile tu the ongoiny management of
mformation system-related security risks,
Yeu

La{ld).  Security authorization package contains system secy rity plan, security assesmment report, and POA&M in accordance with
govermment pollcies,
Yes

5. The Agency has established aud 5 maintaining 2 security configuration management program. However, the Agency nveds io make
sigmificant leprovements a5 noted helow,

28(1).  Cenfignration management policy is not fally developed (NIST 880-53: CM-D)

Mg

&0y Configuration management procedures are not fully developed (NIST §80-53; CM-1).
Mao

253 Configuration management procedures are not consistently implemented (NIST 80053, CRE-1)
No

O0G Report - Annusl 2013 FageZof it
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Zb(4).  Stapdard baseline configurations are not identifled for softwars somponents (NIST 886-83: Cs.2).
Yoy
253y Standard baseline configurstions are ot identificd for ol bardware components (NIST §08.53: ChL2)
Rt
25 Standard baseline configurations are not fully implemented (NIST 500.83: CM-2).
Mp
Lb(7)  FDCCAISGOR ks not fally implemented {OMB) and/or all deviations are nof fally documented (NIST B80-53: CH4),
Ko
2.b{8,  Bofiware assessing {scanning) capabilities are not fully inplemented (NIST 880.53; RA .S, 5i-2L.
No

263 Configurstion-related volnersbilities, Including sean findings, have not been remediated fn a thmely manner, 23 specified in
Agency pelicy or standards. (NIST 880-83: CM.4, CM-6, RA-5, 81.23%
Yes

2.5(10)  Patch munagement process is not fully developed, as specified in Agency polivy or standards. {NIST 860-83: CM-3, 8120

¥es
2B{11).  Other
No

3b, The Agency has eviablished snd 5 maintaining an incident response aud veporting program. However, the Agency needs to make
significant Improvemenis as noted below,

3b{l}.  Incident response and reporting poliey is net fully developed (NIST 800-53: -1
Na
362k Imcident response and reporting procedures are not fally developed or sufficiently detailed (NIST 860-53: IR-1).

Mo

CHG Report - Aanusl 2811 Paue 3 of 31
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3043} Incident response and reporting precednres are not comsistently implemented in accordance with government policies (NIST
880-61, Revi)
Yex

Sb{4)  Incidents weve not identified in a timely manner, as specified in Agency policy or standards (NIST 886-53, 800-61, and OMB
MLG7.16, M-06-19),
Mo

303, Incidents were not reported to US-CERT as required (NIST 800-33, 86861, and OMB M-07-18, M.46-1 2.

Yes
3B(6)  Incidenis were nof reported fo law enforcement as required (5P 508-86).
Ne
IB7).  Incidents were not resolved in 8 timely manner (NIST 30053, 800-61, and OMB M.67.1 f, PL-06-19),
No
3-bif).  Incidents were not resalved to minimize further damage (NIST 800.53, 800-61, and OMB M-87.16, M-86.19
Mg
309 There is insafficient incident monitoring and detection eoverage in accordance with government policies {NIST 806.53, 808-61,
and OMB M.87-18, M-86.19),
Mo _
3B{10).  The Agency vanunt or is nof prepared to track snd manage ncldents in & virtealeloud environment,
Mo
3631} The Agency doss not have the technical capability o correlate incident events,

o
3632}  Ober
Ny

4.8, The Agency has established and is maintaining 2 security training program thot is consistent with FISMA requirements, OME policy,

018G Report - Anpus! 3033 Paged of 1]
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and applicable NIST guidelines. Although improvement opportunities may have been identified by the UIG, the propram includes the
following sitributew

4a(l}  Docomented policies and procedures for secarily swarensss training,
Yes

%22 Documented policies snd procedures for specialived ivaining for asers with significant information security respousibilities.
Yes

4.2(3)  Secarity training content based on the organisation and roles, as specified in Agency policy er standards,
Yes

4a8(4).  Identification and wracking of the status of secarity swareness training for all personnel (including emiployess, contracturs, and
other Agency wsers) with access privileges that require security awareness iraining,
Yeos

L ldentification and tracking of the status of specinlized training for all personnel {ineluding cmplovees, conlractors, and other
Agency users) with sigaificant informaation seeurity responsibilities that require specialized trafping,
Yes

b The Agency has established and Is mainiaining s POA&M program that tracks and romesiates known information secarity
wesknesses. However, the Agency needs fo make signifieant improvemenis as noted below,

b1} POA&M Policy is not fully developed.
No

552k POA&M procedures are not fully developed and sufficiestly detailed.
Mo

5b{3).  POA&M procedures are nof consistently implemented in accordance with government policies.

Yes
Sbld).  POA&MS do not include security weaknesses discovered daring assessments of seEwrity controls and requiring remediation,
{OMEB M04.25)
Yes
OHE: Repovt - Asnusi 23011 Fage B afil
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A3b3k Remediation actions do not sufficiently address weakunesses in accordance with government policles (NIST SP 88053, Bov,
3, Seet, 3.4 Monitoring Seeurity Controls),
Mo

5B Seurce of security weaknesses are not tracked (OMB M-04-25),
Mo
5007} Security weaknesses are not apprepriately prioritized (OMB M-04-28),

Nao

588} Milsstone dates ave not adhered to. (ONB M-04.25),
Yes

5803 Initial target remediantion dates are frequently missed (OMB M-04-25),
Yes

5bU8.  POA&Ms are not updated in 2 tinely manner (NIST SP §00-53, Rev. 3, Control CA-5, and OMB M-04.25).
Na

SB{I1).  Cosis associated with remediating weaknesses ave not identified (NIST SP 500.53, Rev. 3, Contrel PM-3 and OMB
B-04.25),
Mo

SB(12).  Agemcy CIO does not irack and review POAS Ms (NIST SP 366-53, Rev. 3, Contral CA-S, sud OMB M.04.25),
No

Sb{13).  Gther
Mo

6.3 The Agency has established snd s maintaining 3 remote access program that is consistent with FISMA reguirements, OMB policy,
and applicable NIST gaidelines. Althongh improvement opportunities may have been Mentifled by the GIG, the program includes the
following atiributes:

éalll.  Documented policies and procedures for authorizing, monitoring, and comrelling sl methods of remote ncgess,

G Beport ~ Annual 2013 Pape & of 13
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¥z
H.802. Protecis against unsuthorized connections or subversion of anthorized connections.
Yes
6.a(3).  Users are uniquely identified and anthenticated for all acvess,
AL
Soaf4). i applicable, multi-factor anthenticstion is required for remote accosa,
Yes

62(3).  Authentication mechauioms meet NIST Special Publication 806.63 guidance on remote electronie suthentication, jacheding
strength mechanisms,

Yes
$a{8).  Defiaes and implements encryption reguirements for information fransmitted seross public networks,
Yes

6.2(7)  Remote aceess sessions, in secordance to OMB M-07.16, sre timed-out after 36 minutes of insctivity after which
re-suthentivation are reguired,
Yesu

. The Agency has established and is maintsining an identity and access mapagement program that is consistent with FISHMa
reguirements, OMB policy, and applicable NIST guidelines and identifies users and petwork devices. Although Improvement
eppartanities may have been identified by the O, the program incindes the following sttributes:

Tafl},  Docmmented policies and proceduses for account end entity management,
Yes

T4l Identifies all users, tucluding federal employess, contractors, and others who secess Agency systems,
Yes

Fa(@.  Identifies when special access requirements {£.8, multi-factor auwthentication) are necessary.
Yes

O Beport - Anmus! 261 Page T ol 11
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Tatd). M mulii-facior anthentieation is in use, if is uked o the Agency's PIV program where appropriate,

¥es

7a(5).  Ensures that the users are granted sccess based on needs and separation of duties principles,
¥es

T#6).  Identifies devives that gre aftached ¢o the network and distinguithes these devices from users.
Yos

78(7h  Ensures that accounts are terminsted or deactivated onee aceess is ne longer reguired.
Yes

7.a(8h  Identifies and controls use of shared scesunts,

Y

B The Agency has established an enterprise-wide continueus monitoring program that assesses the security state of information syctoms
that is consistens with FISMA requirements, OMB policy, and appheable NIST guidelines, Although improvement spportunities may
bave been identified by the OIC, the program includes the following sttributes;

&a(l}  Documented policies and procedures for continnous monitoring.
Yes
8.3(2)  Documented strategy and plans for continnous mon itoring.
Yes
2803, Ongoing assessments of security controls (system-specifie, hybrid, and commeon) that have been performed based on the

approved continuous monitoving phaps,
Yes

$ald).  Provides authorizing officials and other ey syster officiale with security stafus reports covering updstes to security plans and
seearity assessment reports, a5 well as POARM additions and updates with the freguency defined in the strategy and/or
plang.
Yes

OIG Beport - Annusl 2013 Page B of i1
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2.a The Agency establiched and i maintaining an enterprise-wide business continuity/disuster recovery program that Is consisient with
FISMA requirements, OMB policy, and appliesble NIST puidelines. Although improvement opportanities may have boen identified by

the OIG, the program includes the following attribates;

3.8(l}  Docsmented husiness continuity and disaster recovery policy providing the authority and guidance necessary 1o reduce the

impact of & disruptive event or dianster,
¥es
2823 The Agency bas performed an overall Business fmpact Analvsis {BIAL
Yos
LATR ) Development and documentation of division, component, snd IT infrastracture recovery sfrategies, plass and procedures,
¥es
Pl Testing of system specific eontingency plans,
Yex
%555 The documented business continuity and disaster recovery plans are in place and can be implemented when necessary,
Yes
2.a(6}.  Development of test, training, and exercise {TT&E} programs.
¥es

$.a{7), Perfprmance of regular ongelng festing or cxercising of business continuity/disaster recovery plans te determine offectiveness

and {o maintaln current plaus.
¥es

ILXN The Agesey hax established and maintains 2 program to overses systems operated on its behalf by contractors or other entities,
including Agency systems and services residing in the clond external to the Apency. Although improvement sppertunitics may have
been identified by the OIG, the program includes the following adtributes:

18.a(l).  Documented policies and procedures for information security oversight of systems operated on the Agoney's behalf by
contraciors of other entities, inclading Ageney systems and services residing in public cloud,

€315 Report - Annuad 2611
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8.2y

1083

Hhaidy,

18.a{5),

H.aia),

1.a{7

Yes

The Agency obiains sulficient sswnrance that security controls of such systems and services are effectively implemented and
comply with federal and Agency guidelines.

Yos

4 complote inventory of systems operated on the Agency's behalf by contractors or other entitios, including Agency systems
and services residing in pablic cloud.,

Yes

The inventory identifies Interfaves between these systems and Agency-operated systems.

Yes

The Agency requires appropriste agresments {e.g., MOUs, Interconnection Secnrity Agreements, contracts, ote.) for
interfaces hetween these systems snd those that H owns and operates.
¥es

The inventory of contractor systems Is updated 5t keast ansuafly.
Yes

Systems that are owned or operated by contractors or entithes, fncinding Agency systems and serviees residing in pablic clond,
are compliant with FISMA requivements, OMB policy, and applicable NIST guidelines,
Yes

. The Agency has established und maintains a sscurity capital planning and investment program for information scourity. Although

improvement opportunities may bave been identified by the GIG, the program includes the following sttributes:

11a(l).  Documented policies and procedures to address information security in the capital planning snd investment contral process.
Yes
th.a(2).  Joeiudes information seeurity requirements zs part of the capital planning and Investment process.
Yes
11a(3).  Establishes & discrete line Hem for information security in organbzations! programming and dovgmentation,
Yeos
M4 Report - Anmusl 2811
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FEDERAL HOUSING FINANCE AGENCY
Office of the Director

April 24, 2012

The Honotable Tim Johmson

Chatrman

Committee on Banking, Housing,
and Urban Alfairs

{nited States Senale

136 Hart Senate Ullice Bulding

Washington, DC 205810

Drear C%&;&%m%&z;ﬁ phnson

Thank you for the March 30" letter you suthored with feltow members of the Senate regarding
bomeowoer refinances, Tagret it is important 1o help families take advantage of the low
morigage rates currently gvatiable o mesponsible homeowners,

On October 24, 2011, the Federal Housing Finance Agency (FHFAY announced changes 1o the
1 i@tm &E‘i‘i}rda%}i{: &, fﬁﬁ&ﬁ(}ﬁi E’?{}g}‘&m {i i ’ki{i?} %imfr{i 3& rmc&inﬁg r@%pansi%}%e i?f}mm ers wi;%i}

Fi §§”’z§ i’%ﬁfim‘s &5 z%zai &m zh&zzgw mié %‘mig& Q’f’i‘;‘é%i% %é maz&&mg @pp@r‘%{m; igé,s for zé’wsf@ mmﬁw&m
while reducing risk for Fanpie Mae and Freddie Mac (Eoterprises) and bringing a measure of
stability o housing markets. These changes included:

¢« Dlminating certain risk-based foes for burrowers who refinanee into shirnerdenm
eortgages and lowering fees for other borrowens;

» E%&mmmg the current 125 percent LTV ceiling for fixed-rate mortgages ége%&é by
Faninde Mae and Freddie Magc;

#  Walving corlgin representations aiyd warranties that lenders commit to it mmaking loaos
owned or guaranteed by Pannie Mae and Freddic Mac;

«  Elimingting twe need for 3 new propenty appraizal where there s a relighle AVM
{atomated valuation moded) estimate provided by the Emterprizes: and

s Extending the end date for HARP until December 31, 2013, for loans originally sold 1o
the Enterprises on or before May 31, 2009,

To date, Fannie Mae and Freddie Mae have helped over 10 million femibies refinance into a
tower cost or miore sustainable xn@rigag& product, approximately 10 percent of those via HARP.
Eiy‘%?{? zs mx:; ue in é:imz itis z%zéw zfm%y el m&ma g}ﬁ‘}g‘z‘m that %aia £ h@mx& ers %3’2@ @w& mory
}; enders %;&w indicated that ii‘gﬁw i% %‘igm‘zg d&maaé §’{zz ﬁ&& revised HA R;? pwgmm §3§§;§ f’@{
January and Fehroary 2012 show more thian g two-fold increpse in HARP lending since
Drecember 2011, '

4008 Teh Swrest, 5.%., Washington, Z’}@ 2@&24 o HEA49.3801 & 2@2@%@ 1071 {fm}
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Amsong the changes annaoumeed in October 2011 was a reduction in the Ibancleve] price
adiustments for HARP refinances, Bomepowners who choose shorter term morigages, a 2-vear
term or less, are no longer required to pay these fees, This price incentive is intended fo
encourage borrowers 1o choose sharter term loan products that would realipn their ourstanding
mortgape debt with the vatue of their howre more quickly, through accelerated amortization.
Additionally, for those refndining borrowers whao choose a term greater than 2¢ vears, the loan-
tevel price adjustments have been capped at 75 basis poinis, or 0.75 peicent of the loan balance,
which translates nio less thaw ong-eighth percent nurease In e morigage tate, This reduction
represents & dimmaiie change from the previpus cap of 200 hasis poinis, or Z pement, The
repnaining fee generates sufficient income 1o cover the souting adminisirative and operational
cosisto Fannie Mae and Preddie Mac. In addition, borrowers relinancing into a mortgage term
of greater than 20 vears are, 10 most cases, extending the remaining term on their loan, and
thereby extending the risk to the Enlerprises. The fee is intended 10 cover those costs as well.

argd Freddie Mac offer streamiined refinance prograns {o all other borrowers with loans backed
by the Binterprises. The standard streamline refinance product does not requive full re-
qualification of the borrower, nor mvolve the same level of docomentation associated witha
vomplete re-underwriting of anew loan, Simdlar 1o HARP, borrowers who have been making
their paveents on thme and who have g souree of Income are eligible. Pannie Mae and Freddie
Mae also offer standard rate and verm refinance options for these bormwers,

It FHFA s efforts to reach more responsible borrowers and encourage them 1o refinance, FHEA
also significantly reduced the repurchase risk fo servicers by rebieving many of the standard
vepresesiations and warrantics that Fannie Mae and Freddie Ma tradifionally required.
Servicers pompleting 2 HARP refinance are relieved of any sesponsibility as # pertains 1o the old
Tomn that {s heing refinanced. For the new loan, the servicer is simply required to represent and
warraniy that the loan meets the HARP guldehines and thal securate information is beéing
provided, This reduction in repurchase risk through reduced rep and wartand requirements has
addressed many of the concemns expressed by servicers.

White we believe the steps described here represent substantial efforts to enhance refinancing
ppportunitios for borrowers whose loans are owned by the Enterprises, we gre carélully
monitaring implementation of these chanpes. I necessary, we will ook fon additional
adjustnents Jo ensure the program’s success, including the specific areas you cile

Thank you for your supped of FHFA s effonts 1o provide mare borrowers with an opportunity o
refinance. 1 hope you find this information useful. 1f you have additional questions, please
contact Peter Brerslon oo my stafl ap Q02 64553022

Yours fruly,

Edward . DeMarce
Axting Diecior




Page 122 of 128

eral Housing Finance Agency
400 Vb Street, 8%, Washingron, DO 20824
Telephone: (202 6493800
Faosimile: {302y 8401471
wiwvw. fhiagov

September 26, 2012

The Honorable Tim Johmson
Committee on Banking, Housing,
and Urban Affain
Linited Biates Senus
Washington, DU 206510

Dyenr Chairman Jolnson

T an transtifiting the Federad Housing Finance Agency”s (FHFAY Federal Property Munager's
report in scoordance with Section 114 of the Emergency Economic Stabilization Act of 2008
{EEBA)Y, titled Assisionee o Homsowners. Section 110 of BEESA directs Federsl Property
Managers (FPM) 1o develop and implement plans to maximize assistance for homeowners and
encourage servicers of underlving morigages o lake advaniage of programs o minimize
foreclosures. FHFA Is a designated FPM in its role as conservator for Fannie Mae and Freddie
Mae. Each FPM is also required io report to Congress the rumber and types of loan
modifications and the nunber of foreclosures during the reporting period,

Reducing Futerprise losses by preventing avoidable foveclosures through logn modification and
mortpage relinunces remains 8 fop relority 8t FHFA, We corginue to explore ways to maximize
assistance for bomeownors and minimize preventsble foreclosures consistent with the intent of
EEBA.

%im@r@%‘y&_

Peoter Brereion
Associate Director for Congressional Affairs

Atachmenis
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400 Tih Sweet, 8UW ., Washingon, i},{:‘ '}5?%2
Telephone: (202) 649-3800
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September 26, 2012

The Honorable Richard ©, Shelby

Ranking Minority Member

Committes on Banking, Housing,
and Urban Affairs

Lnited States Senate

Washington, DU 20510

Dear Senator Shelby:

I am tanemitting the Federal Houlng Finance Ageney™s (FHFA) Federal Property Manager's
report in-accordance with Section 110 of the Emergency Bconomic Stabilization Act of 2008
[EESAY tlled dssisimice 1o Homeowners, Bection 110 of EESA diverts Federsl Property
Managers (FPM) 1o develop and implement plans 1o maximize assistance for homeowners and
encourage servicers of wnderlying mortgages to take advantage of programs lo minbmize
forsclosures, FHFA is s designated FPM in its role as conservator for Fannie Mae and Freddie
Mac Each FPM s ﬁész} required to report to Congress the number and types of loan
maodifications and the number of foreclosures during the reporting pericd,

Reducing Enterprise Josses by preventing avoidable foreclosures through losn modification and
morigage relinances remains g fon gzmmy at FHFA, We continue 1o explore ways to maximize
assiatance Tor homepwners and minimize reventable Rweclosures pongistent with the infont of
EERA,

Sineerely,

Peter Brereton
Asgoviate Director for Congressional Affaing

Attachments
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b@é@{@l Housing Finance Agency
400 Tih Swreer, BOW., Washingion, D.C, 20034

e P Telephone: (I02) 6493800
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September 26, 2012

The Honorable Spencer Baghus
Chatrman

Committes on Firanecial Services
United States Houge of Reprosentatives
Washington, DO 20315

Diear Chairmnan Rachnsy

Iam ﬁmmmz&mg the Federal Housing Finance Apgency’s (FHFA) Federal Property Manager’s
report in actordance with Section 110 of the Brmergendy Foonomic Stabilization Act of 2008
{EESA), utled Assistance to Homeowsers, Section 110 of EESA divects Federal Propenty
Manggers (FPM} to develop and implerment plans to maximize sssistance for homeowners and
encoursge servicers of underlving mortgages o take advantage of programs to minimize
foreclosures. FHEA Is o designated FPM in its role as conservator for Fannie Mae and Freddie
Mac, Bach FPM i3 also fequired to report to Congress the number and types of loan
modifications and the pumber of foreclosures during the reporting period.

Reducing Prderprise losses by preventing avoidsble foreclosures trough loan modification and
morigage refinances remaing a top priority at FHFA We continue to cxplore ways to maximize
assistance for bomeowners and minimize preventable foreclosures consistent with the intent of
EERA.

Sincerely,

Peter Breretom _
Associate Director for Congressional Aflairs

Attachments




Page 125 of 128

Federal Housing Finance Agency
SO0 Hh Smeet, B, Washinon, DU 20
Telephomg { fA0 3800
Facsimile 1 648-1071
wevwwr, i, 2O¥

Ranking M@m%ér

Qemzzt@e op Finaneial Bervices
United States House of Representutives
Washinpton, DU 20515

Dear Ranking Member Frank:

I am transmitting the Federal Housing Finance Agency's {(FHFA) Federal Property Manager's
report in accordance with Section 110 of the BEmergency Fconomic Stabilization Act of 2008
{EESA), utled dssistance o Homeowners, Sestion 110 of EESA duects Pederal Property
Managers (FPM) to develop and implement plans to muximize assistance for homeowners and
gnoouape servicers of onderlving movigages to take advantage of programs o mindmize
foreclosures. FHFA is g designated FPM o s mole a8 condervator Tor Fanmie Mas and Freddie
Mae, Each FPM is also reguired lo report lo Congress the pumber and types of loan
modifications and the number of foreclosures duning the reposting penod,

Reducing Enterprise losses by preventing aveidable foreclosures through loan modification and
morigags rehinances remaing a lop ;}f‘gé}?zty at A, We continue 0 explore ways @ maximize
assistance for homeowners and minimize preventable foreclosures consistent with the inteny of
EESA,

Sincersty,

Peter Brexston -
Assoviate Diveciorfor Congressional Allses

Attehments
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FEDERAL HOUSING FINANCE AGENCY
Office of the Dirvector

March §, 2012

The Honorable Barney Frank

Ranking Membaor

1.8, House Financial Services Committee
2252 Rayburn House Office Building
Washington, BC 20515

The Honorable Michae! E. Capuano
11.8. House of Represeniatives

1414 Longworth House Office Building
Wagshingion, DC 20515

The Honorable Stephen F. Lynch
1. 8. House of Representatives

221 Cannon House Office Building
Washington, DC 203135

Dear Ranking Member Frank & Representatives Capuano and Lynel:

Thank vou for vour letter of February 3, 2012 wn support of the sentiments expressed by Massachusetis
Attorney General Martha Coaklley in her Felbimary 2, 2012 correspondence to me.

As Members of the Financial Services Comnittee, 1 value vour opinions and concerns. [ am enclosing
iy response to the Attorney Ceneral for your consideration, The Federal Housing Finance Agency
{FHTA) shares vour concerns for homeowners facing difficulty with their morigage paymenis and will
continug fo work to prevent unnecessary foreciosurss,

As indicated m my reply to Attorney General Coaldey, T will be pleassd {0 make the FHEA toam
available fo meet with the Attorney General to discuss these issues further.

Again, thank vou for vour correspondence. 1 look forward fo continuing fo work with you o stabilize the
housing market and reform our housing finance svstem.

Yours truly,

Bdward 1, DeMares
Acting Director

400 7th Steeet, S W, Washington, D0, 20024 « 202-649-3801 « 202-649-1071 (fax)



FEDERAL HOUSING FINANCE AGENCY
Office of the Divector

February 27, 2012

The Honorable Marths Coakley
Attorrey General
Commonwealth of Massachusetts
{ne Ashburion Place

Boston, Massachusetis 02108

Dear Attorney General Coakley:

Thank you for your February 2™ letter. While | shere the concern you have for bomeowners
Facing difficulty with their morigage payments, | must take exception to your characterization of
Faonie Mae and Freddie Mac’s “inability to achieve loan modifications generally...”

Since entering conservatorship, sach company has been a leader in loan modifications and other
foreclosure prevention transactions. Together, the two companies have undertaken more than
two million foreclosure avoidance transactions, including more than one miflion loan
modifications. More than 85 percent of these transactions allowed the homeowner to retain
homeownership, Moreover, Fannie Mue and Freddie Mac have been instrumental as the
Treasury Department’s finencial agents in developing and maintaining the Home Affordable
Modification Program (HAMP), Recognizing HAMP's limitations, the Pederal Housing Pinance
Agency (FHFA) together with the two companies developed the so-called Standard
Modification, which we introduced last year as part of the Servicing Alignment Inltiative. The
success of this modification program led the
inciude the Standard Modification in the HAM?

Fannie Mae and Freddis Mac’s foreclosure prevention efforts are well-documented, Each
month, FHFA provides Congress with a “Federsl Property Manager's Heport” detailing all loan
madification, foreclosure avoidance, and mortgage refinancing activities. You cite this report in
vour letter, expressing dismay that loan modification numbers have been trending down recently.
At this point i the cycle, that should be the trend. Definguency rates are declining and loan
medifications are not necessarily the best response for what drives the latest wave of
delinguencies, namely high unemployment. This is not evidence of any shortcoming by Fanale

Mae and Freddie Mac,

Finally, I take the main purpose of your letter as expressing your objection to FHFA’s position
on principal forgiveness. The decisions regarding principal forgiveness are directly in Hne with
FHFA’s responsibilities and authorities as conservator and conform to prior actions taken to
determine what form of loss mitigation activities—such as HAMP, the Home Affordable
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Refinance Program (HARP), unemployment forbearance, and support for short sale and other
foreclosure avoidance devices- would best meet those reguirsments,

In our view, the proper measure of the benefit derived from reducing 3 borrower’s foan balance
is not calentated througha simple comparison of prineipal forgiveness fo foreclosuse; rather, the

somparizon must boio existing loss mitigation options that da not reduce principal. For
example, Fannie Mae.ant Fraddie Mac curvently offer borrowers a HAMP modification that
waould restructure the monthly payment to 31 percent of the borrower’s monthly income, the
same as with the HAMP principal reduction alternative. The payment reduction for underwater
borrowers 18 often achisved with a rate reduction, term extension, and principal forbearance, My
previous publie communications to Congress detail why FHFA has not found loan modifications
using principal forgiveness to be superior to.or more effective than the tools currently being
employed by the Enterprises, )

You meptioned the 49-state settlement that has been announced bt aot yet published. FHEA
will examine the provisions of the agreement, when it is finalized and approved by the court, to
see if any chaoge In our ongoing efforts to assist borrowers and protect taxpayers is warranted.

You requested an opportunity for discussion of these matters and I am glad to make my team
available to you and your staff. The point of comtact for such discussions is Alfred Pollard,
General Counsel of FHFA. Mr. Pollard may be reached at 202-649- 3034,

Yours truly,

Edward 1. DeMarco
Acting Director
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