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UNITED STATES DEPARTMENT OF THE TREASURY
®

FINANCIAL CRIMES ENFORCEMENT HETWORK

December 5, 2016

Re: FinCEN 17-032-F

This letter acknowledges receipt of your Freedom of Information Act (FOIA) request
dated November 7, 2016, received by FiInCEN on November 9, 2016 for “a copy of each
Freedom of Information Appeal letter received in calendar year 2015 and calendar year calendar
year 2016 to date. I also request a copy of each FinCEN FOIA appellate decision response issued
in calendar year calendar year 2016 to date. You may omit the underlying documents and
attachments and enclosures associated with these appeals and decisions.”

We have completed our search and review and found [89] pages responsive to your
request. The [89] pages are released to you in part; some information has been redacted in
accordance with FOIA exemption 6.

5 U.S.C. §552(b)(6), relating to personnel and medical files and similar files the
disclosure of which would constitute a clearly unwarranted invasion of personal privacy.

Please note FOIA appeals #2016-468, 2016-469, and 2016-486 are still processing thus
no decision letters are available, In additional the numbering sequence skips #A2016-2 and
OPM-5-2015. This was a time of office personal change and moving from paper filing to
electronic files. I believe both of those number sets were inadvertently skipped. I have searched
both paper and electronic files without discovering any appeal information regarding those two
numbers,

www . fincen.gov



You have the right to file an administrative appeal within 90 days of the date of this
letter. By filing an appeal, you preserve your rights under the FOIA and give the agency a
chance to review and reconsider your request and the agency’s decision. Both the letter and the
envelope should be clearly marked “FOIA/PA Appeal” and must include a statement explaining
why you believe this decision is in error. If you have any questions, please call me at 703-905-
5034. :

If you would like to discuss our response before filing an appeal to attempt to resolve
your dispute without going through the appeals process, you may contact our FOIA Public
Liaison, Mr. Deryl Richardson for assistance at: FOIA and Transparency, Department of the
Treasury, Washington, DC 20220; Phone 202-622-8098; TreasFOIA@treasury.gov.

If you are unable to resolve your FOIA dispute through our FOIA Public Liaison, the
Office of Government Information Services (OGIS), the Federal FOIA Ombudsman’s office,
offers mediation services to help resolve disputes between FOIA requesters and the Federal
agencies. The contact information for OGIS is:

Office of Government Information Services

National Archives and Records Administration 8601 Adelphi Road—OQGIS
College Park, MD 20740-6001 202-741-5770

ogis@nara.gov

ogis.archives.gov

877-684-6448

202-741-5770

Very truly yours,

A bt [Pt

Gilbert L. Paist
Disclosure Officer



May 7, 2015

Re: FinCEN 2015-69 (DEA Case # 14-00491-P)

Dear Mr. EEE

This letter responds to your appeal postmarked February 2, 2015 and received by
our office on February 6, 2015, of the Drug Enforcement Administration’s (DEA’s)
January 9, 2015 response to your request for records under the Freedom of Information
Act (“FOIA™), 5U.,8.C. § 552, and Privacy Act, 5 U.S.C. § 552a.

As stated in DEA’s December 15, 2014 letter and restated in DEA’s January 9,
2015 letter, DEA located 25 pages of records that DEA deemed responsive to your
request that originated at FinCEN, and consulted with FinCEN regarding these records.
During the consultation process, FinCEN identified certain materials that were released to
you as an enclosure to DEA’s January 9, 2015 letter. Portions not released were withheld
pursuant to the FOIA and the Privacy Act.

We first considered your appeal under the Privacy Act. The relevant redacted
information is maintained in a FinCEN database that has been exempted from the access
provisions of the Privacy Act in accordance with 5 U.S.C. § 552a(j)(2) and/or (k)(2) as it
1s maintained primarily for law enforcement purposes. These records are described in
detail in our most recent Privacy Act System of Records Notices, 79 Fed. Reg. 20969-
20976 (April 14, 2014).

We next considered your appeal under the FOIA. The withheld materials
reference information collected under the Bank Secrecy Act (“BSA™), codified at 31
U.S.C. §§ 5311-5314, 5316-5332. Reports, and records of reports, collected under the
BSA are exempt from disclosure under FOIA in accordance with 5 U.S.C. § 552(b)(3),
the FOIA exemption that relates to records specifically exempted from disclosure by
statute. The BSA language exempting BSA reports, and records of reports, from FOIA
access can be found at 31 U.S.C. § 5319. Note that this exemption extends to records



indicating that a search of BSA information occurred whether or not a positive hit results
from such a search.

We have also considered the application of 5 U.S.C. § 552(b)(7)(E) relating to
law enforcement records, the release of which would disclose techniques and procedures
for law enforcement investigations or prosecutions. In this instance, we have determined
that the application of 5 U.S.C. § 552(b)(7XE) to certain information was correct and the
discretionary release of that information would not be appropriate.

Accordingly, we have decided to deny your appeal in full. You may obtain
judicial review of this determination in the U.S. District Court for the judicial district in
which you reside or have a principal place of business, the judicial district in which the
requested records are located, or the District of Columbia, in accordance with 5 U.S.C. §
552(a)(4)(B).

Acting Deputy Director
FinCEN
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PO B3a3
vienyé VA 22183

NOTICE OF APPEAL FREEDOM OF INFORMATION/PRIVACY ACT

This protice of appeal on FOIA disclosure case FInCEN 2015-71 mailed on December 30, 2014

from </ienna VA and received on or about January 6, 2015 in Newark NJ is mailed with in the

time 1 j mitations specified in 3/ CFR 1.5 (i)(2) The appeal shall— (i} Be made in writing and
igh ed by the requester or his or her representative; (ii) Be addressed to and mailed or hand
Jelivere o within 35 days (or within {0 days when expedited processing has been denied) of the
date @ va the initial determination, or the date of the leiter transmit ting the last records released
whicheVve’ is later, to the office or officer specified in the appropriate appendix to this subpart and
aqlso 17 the initial determination. The Original request was mailed December 20, 2014,

{ hope that the enclose are understood, that it has become necessary that I file a Notice of Appeal
for FOTPA request. In addition to providing valuable information and personal records the
co nstituent believes the FOIPA officers are mandated by laws and regulations,

The FOIPA program adapts the bylaws cross referenced by the Office of Administration, and the
Unfair Trade Practice Act. I am not requesting that criminal records information be disclosed but
rather information disclosure concerning [mjyself and {mjy trade business and any investigations
by FinCEN and their filings, This request does not fall under exception, (b)(6)(7)}8) of the
Freedom of Information Act and these documents are not sought for any commercial purposes.

The request is reasonable to be released because it is focused to grant individuals increased rights
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of access to agency records maintained on them balancing the test under exemption 6 and 8. The
exemption requires agencies to strike a balance between an individual's privacy interest and the
public's right to know "In the Act generally, and particuiarly under Exemption (6), there is a
strong presumption in favor of disclosure since only a clearly unwarranted invasion of privacy is

a basis for withholding, there is a perceptible tilt in favor of disclosure in the exemption.

The FOIPA Officers decision alleges justification from exemption because the Freedom of
Information Act makes no provision of disclosures or claims exemptions under 5 U.8.C.§
552(b)(3) as they come under another arrange:hent and there after cites various disclosures
permitted within the statutory framework of the Bank Secrecy Act cross reference FOIA
552(b)(8) thus, here does not apply to all classified records on the specific subjects because the
use of an agency responsible for regulation or supervision of a financial institution under the
Bank Secrecy Act.  See 31 USC 5318(g)(2)(ii). BSA reports are exempt from disclosure to the
public under the Freedom of Information Act, but may be shared between agencies under
conditions prescribed in 31 USC 5319, 31 CFR 1010.950(b), and FinCEN's Re-Dissemination
Guidelines Documents which are related to specified reports prepared by on behalf of, or for the
use of agencies which regulate financial institutions. 5 U.S.C. § 552(b)(8), 31 C.F.R. part 103.18
emphases added banks and other depository institutions." The FOIA and the Privacy Act
overlap in part, but there is no inconsistency. An individual seeking records about himself or
herself should cite both laws when making a request, this ensures that the maximum amount of
dissoluble information will be released. Records that can be denieci to an individual under the
FOIA are not necessarily exempt under the Privacy Act. 1 feel that this appeal should be granted
and consider the guidance in the Privacy Act. Because information is not subject to any financial

2.



institution. Here thus, Exemption (8) protects the privacy interests of individuals by allowing an
agency to withhold personal data kept in government files. Keep in mind that by the plain terms
of the statute only individuals can have privacy interests. By definition, corporations and other
"legal persons" can have no privacy rights under the Exemption (6) because there can be no
objective expectation attaching against an "unwarranted invasion of personal privacy in fact, the
proper analysis should sound under Exemption (4). If material falls within Exemption 4 it is also
generally protected by the ‘[rade Secrets Act, a statute that prohibits release of commercial and
financial information unless the release is otherwise authorized by law. Here again, a
discretionary disclosure of such material cannot be made if doing so is in violation of the Tiade
Secrets Act. Before withholding, agencies shouild be certain that the many requirements for
invoking Exemption 4 are met in the first instance. For information failing within Exemptions 6
and 7, if the information is also protected by the Privacy Act of 1974, it is not possible to make a
discretionary release, as the Privacy Act contains a prohibition on disclosure of infortnation not
'required"” to be released under the FOIA. Agencies should be mindful of the need to conduct a
balancing under these exemptions., In the first instance it also should consider whether it
ispossible, given the context of if the denial is found under the FOIA Act. It is my belief that the
denial date 12/30/2014 are under the context of FOIA. The records and FOIAPA Officers, reports
as they are entered are not subject to justification from exemption. " One of the purposes of the

Bank Secrecy Act, as set out in 31 USC 5311, is to provide reports and records considered to be
of high utility in tax matters. As "tax" is one of the uses envisioned in the BSA, IRS employecs
have access to most Title (31) reports for tax interest. But section USC 26 §6103 provide
authorizations and the purpose for which the information is sought, and the official need for the

information. §6103(d) Local 598 v. Department of Army Corps of Engineers, 841 F.2d 1459 (9th

Cir. 1988) ***See 18 U.S.C. §§12, *** sce 553(a) of the Privacy Act. Subsection (k)(2) of the

3.
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privacy act makes no provisionl of disclosures or claims exemptions under Work Product
Doctrine, Governmental Privileges and the various disclosures permitted with in the statutory
framework of the section 5 U.S.C.§ 552(b)(5) (¢)(4)(6) of FOIA or US.C, § 5 552a (c)(d)(a)
552a(d) , of the Privacy Act * The Privacy Act of 1974 also regulates the disclosure of personal
information about an individual. Here thus; [A]ny reasonably segregable portion of a record shatl
be provided to any person requesting such record after deletion of the portions which are exempt
under this subsection. The amount of information deleted, and the exemption under which the
deletion is made, shall be indicated on the released portion of the record, unless including that
indication would harm an interest protected by the exemption in this subsection under which the
deletion is made. If technically feasible, the amount of the information deleted, and the
exemption under which the deletion is made, shall be indicated. Most recently, Congress passed
the OPEN Government Act of 2007, which addressed several procedural issues that concern
FOIA administration, and the OPEN FOIA Act of 2009, which revised the requirements of FOIA
Exemption 3.> Provided however, That if any individual is denied any right, privilege, or

benefit that he would otherwise be entitled by Federal law, or for which he would otherwise be
eligible, as a result of the maintenance of such material, such material shall be provided to such
individual, except to the extent that the disclosure of such material would reveal the identity of a
source who furnished information to the Government under an express promise that the identity
of the source would be held inconfidence, or, prior to the effective date of this section, under an

implied promise that the identity of the source would be held inconfidence;(3) maintained in

1 According tothe Bank Secrecy Act,31 US.C. section 5311, and 31 C.F.R. part 103,18, banks and other depository institutions are required to report
suspicious transactions relevant to possible violations of federal law or regulations to the Department of the Treasury. FinCEN is the office within the
Department of the Treasury's Office of Enforcement that is responsible for the collection and maintenance of information unde rthe Bank Secrecy Act,
including SARs. A transaction requires reporting on a SARif it is conducted or attempted by, ator througha bank, involves or aggregates at least $5,000 in
assets, and the bank knows, suspects or has reason to suspect that itis..

4.



connection with providing protective services to the President of the United States or other
individuals pursuant to section 3056 of title 18; FOIA, or 552(b)(3). Sec 18 § U.S.C. §§12
regarding violations or potential violations of System records may be disclosed to contractors
grantees, experts consultants volunteers, detailees, and other non-FBI employees performing or
working on a contract service grant, cooperative agreement, or job for the Federal Government
wlen necessary to accomplish an agency function related to this system of records and under
requirements (including Privacy Act requirements) specified by the FBIL (E. ) System records
may be disclosed to the news media or members of the [gleneral public or to a [v]ictim or
potential victim in furtherance of a legitimate law enforcement or public safety function, e.g., to
assist in locating fugitives; to provide notification or arrests to to provide alerts, [a]ssessments, or
similar information on potential threats *** see 553(b) of the Privacy Act . 'The Privacy Act of
1974 also regulates the disclosure of personal information request by [a]ny [ijndividual to gain
access to his record or to any information pertaining to him. The withholding of investigation
records related solely to internal rules and practices or internal matters is a low standard for
FOIPA Counse! Service to allege an exemption. U.S.Cq5 §552a (e)(4) Because, subsequently
any investigation from any complaint submitted that was or was not compiled into a law
enforcement record, and subsequently any exploration from the information submitted to the
Treasury FinCEN, from the IRS that was or was not compiled into a law enforcement record, and
factual arguments that have evidentiary support and if specifically so identified are not reasonable
to be released for issues cited as public knowledge or public information and the filings support
defenses contained in *** see the eight principals of Open Gévemment Data, Financial
Information Acts, 12 USC §3403, CIPSEA public statistic data act 44 USC §3501, 26 US.C
6103(k) (2) It is a principal of right of law and [m}y individual rights that are sacrificed for

5.
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national purposes by the agencies mentioned herein.  This appeal request should be granted
because: Information requested is subject to me personalty, and information subject fo right to
financial privacy, see NJSA 25:2-1 401 trust personal income producing information. I believed
that any information compiled by FinCEN must be review to the extent to determine if the use of
my information and, privacy and wellbeing is not being protected. [ feel that under the
circumstances any documents that you have with in your system records should be reviewed by
(b) (6)

Department of Justice Attorneys, *** see vs. City of Linden NJ Federal District

Court docket No. (b) (6) . And Finally This is my firm promise to pay fees and cost for
locating and duplicating the records requested below; ultimately determined within the provisions

stipulated in CFR part 2502 subpart 2502.12-13

DATED: (3 Jol JD)NT‘H

2. SPECIFIC EXEMPTIONS.— & 552a. Records maintained on individuals (k) The head ofany agency may promulgate rules, in accordance with the
requiremnents {including generai notice] of sections 553{b)(1), {2), and (3), (¢}, andie) of thistitle, to exempt any system of recards within the agency from
subsactions{c}{3), {d}, {e}{1),e)ld}{G}, {H}, and {I}and (f) of this seclon if the system of records is—({1) subject to the provisions of section 552{b){1} of this
titte;{2}investigatory material compifed for law enforcement purposes, other than materialwithin the scope of subsection §}{2] of this section: Peavided,
however, That if any individual is denied any right, privilege, or benefitthat he would otherwise be entitled by Federllaw, or for which hewnuld otherwise
be eligible, asa result of the maintenance of such maternial, suchmaterial shall be pravided to such ipdividval, except tathe extentthat the disclosure of such
material would reveal the identity of a source who furdlzhedinformation to the Government under an express promise that the identity of the source would
be held inconfidence, or, prior to the effective date of this section, under animplied promise that the identity ofthesowrce would be held inconfidence; (3)
matintained inconnection wilh providing protective servicesto the Preskfent of the United States ar other individuals pursitant to section 3056 of tithe 18;
FOIA, or S52(b}3}.

2. Like the Privacy Act the Dpra Act formedy the Right{o Know Law - focus on four basic policy objectives this argument, is focused to prant Individuals
increased rights of access to agency records maintained enthem. Unfike under the FOIA, se arch and review costs are never chargeabie underthe Privacy Act,
See OMB Guidelines, 40 Fed. Reg, 28,948, 28,968 (tuly 9, £975) Authority Cited ; Reprinted from A Citizer's Guide on Using the Freedom of infor mation Act
and the Privacy Act of 1974 to Request Government Records, First Report by The House Committee on Government Operations, Sube ommittee on
Infermation, Justice, Transportation, and Agriculture, 1953 Edition, House Report 103 -104, 103rd Congress, tst Sessian, Union Calendar No. 53.

2. If two Investigations units of the Department are vnable to resolve adisagreement concerning disdasure, the Assistamt AllomeysGenerzlin charge ofthe
two divisions in disagreement, or the Diredlor of the EDUST and the a ppropeiate Assistant Allorney General, may refer the matter to the Deputy or Asseclate
Attorney General, as indicated in§ 16,25{b}of this part. the responsible official shall notify the other divislon or the EOUST concerning the demand and the
anticipated response. Unless the investigative agencyand the sounce or informant have no objection, beyond the public’s right to know about goveroment
activity generalby. The formality of certification may be waived as a matter of administrative discretion.
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judicial district in which you reside or have a principal place of business, the judicial district in
which the requested records are located, or the District of Columbia, in accordance with 5 U.S.C.
§ 552(a)(4)(B).

Sincerely,

9 L\MJC /f;)f c\; ”1[ i
/y

Jamal El-Hindi
Acting Deputy Director
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(4 Feb 2015

From:

To:  Freedom Of Information Act/Privacy Act Appeal
P.O. Box 39
Vienns, VA 22183-0039

Ref:

dtd, 04 Mar, 2015.
dtd. 27 Jan. 2015.

Encl: 1) Copy of email from Mr,
2} Letter from

Subj: FOIA/PA APPEAL FINCEN 2015-98

1. To whom this may concetn, this letter serves as my initial request for appeal for records under
the Freedom of Information Act pertaining to my case. I have had my security clearance
“Revoked” and have requested a hearing for the same. The judge has scheduled me for a 04
March 2015 hearing date per enclosure (1). I do not have immediate access all legal references
per enclosure (2) therefore this appeal cannot argue the merit of the decision to deny,

2. At present I do not have an atforney to assist hence this reply is in-lieu of the 35 day deadline
per enclosure {2).

3. If'this request does not establish me intent to meet the 35 day deadline please acknowledge
soonest. Further please provide soine guidance for criteria which normally meets the
requirements for this argument.
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You may obtain judicial review of this determination in the U.S. District Court for the
Judicial district in which you reside or have a principal place of business, the judicial district in
which the requested records are located, or the District of Columbia, in accordance with 5 U.S.C.

§ 552(a)(4)(B).
Sincerely, ‘
) OFe

Jamal El-Hindi
Acting Deputy Director
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Freedom of Information Act Appeal
P.O. Box 39
Yienna, YA 22183

Re: “ Freedom of Information Act/Privacy Act /Privacy Act Appeal” ( FOIA/PA) and FinCE 2015-154

Dear Sir:

-

This is an appeal under the Freedom of Information Act/Privacy Act Appeal in reply to thé letter dated
March 17, 2017.

This letter dated March 17 2015 that you sent me does not adequately describe or posses information
and information that would affect my employment. I was not fired I left because of nonprofessional

and safe environment and good reasons. o

On September 10, 2014, I wrote certified lett partment ( also wrote October 1 2014 to
Office of information Programs and Servicesw {(My tequest was assigned the
following identification number: 2014-17731 ) regarding the investigation pertaining to my
employment ( GS-12 with TS-SCI from 1999 to 2008 ( federal Service 1995 to 2008) and investigation
afterwards. I always had excellent and good standing as a federal employee. In 2005 or about, I was
poisoned at SA-34 and my skin was burnt from something that I touched on my desk when I was
clcaning the top shelf of my desk and my arm started burning me. I was in so much pain that my
clothes stuck to my skin, but I kept working with pain medicine. I was given a warning because of my
pain medicine which was making me drowsy. mCM Team Manager was worried
about me. I went to the foreign service medical and showed my condition but they they could not help

me, (b} (6) and ssisted me to my best while my family and 1 were
searching for doctors to assist us with this matter. Beside this medical condition, I always had good

standing,.

After (b) (8) retired and the two new bosses IR and Whom
threaten and forced me to abandon my job since I was scared and reported this (o various

investigator but things got worse at work and followed me to my home.

[ tired to give two weeks notice and leave butwoul'd not accept this and threw it in
the trash. I could not take no more and left and went to Civil Rights, and EEQ 2008 - 2009 . { note
2011 I went to OSI ). During this time, about October 2009, T was coming from metro in Silver Spring,
Maryland and I was nmugged and hurt which all my identifications ( birth certificate, social security
card and my drivers license government id )was stolen along with my other purse items, A lady
happen to be standing on comer of Colesville Rd and seme street and called the police since she saw it.
[ reported to Silver Spring Maryland Police Department. Nothing was done.

1of2



Previously my Archestone Apartment mail box in Herndon, Virginia was broken into about 2008 and I
reported to the post office. In all with no identification, I was not able to follow up with EEO which
then became too late, Again nothing was done.

I submitted information and documents to the Investigator in regards to me being scared and
abandoned my job as a GS-12 ( federal service 1995 to July 2008). m\muld stop me
going to security and if I did, it some how came back o him and it stopped with more problems for me
and my employment and family. I expressed to Civil Rights and Human Resources that I was scared
of the threats and things in my work envirohment and following me to home which was wrongfully

foreclosed with Deutsche Bank ( Saxon Service) criminal and fraud issues. Nothing seems to be done.

I was told by investigator in 2014 that the investigation is done. SA -34 was closed down and now
recently re-opeued and I should be able to straighten out my life and my family. I tried to apply
many times for employment and still being under employed or unemployed. This has affected our lives
without no compensation. I asked for a job back in the government. I took the TSA test but because of
my financial situstion I could not gain employment and other jobs. Over the past years, I struggled to
gain employment but then it was my eredit along with the things that happened at the State '

Department. Totally one big Nightmare.

I believe this decision to be an error and request more information about my empioyment and what can
he done. | appreciate a letter of reinstatement or SF-50 or something to show that I was not removed
since it was unprofessional wark environment so I can get a job”

Sincerely,

2of2_
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THE WALL STREET J OURNAL. ;{2‘;1 ;th Americas
DOWIONES
April 17%, 2015
FinCEN FOIA Appeal
P.O. Box 39
Vienna, VA 22183

Dear FOIA Appeal Officer:

On March 25, 2015, I filed a public records request for the count of suspicious activity
reports related to terrorist financing and structuring for the time period of 1996 through 2014,
inclusive, :

In a letter dated March 27, 2015, Ryan Law, Director, FOTA and Transparency, stated
that ke was in receipt of my request, and had determined that the records I have requested,
“should such records exist, would be maintained by the Financial Crimes Enforcement
Network (FinCEN),”

In a letter dated April 3, 2(}15, wrote that |
could obtain this information by reviewing a variety of published sources. Specifically, she

stated:

To obtain counts tor each year for Lie years 1996 - 2003, please click on Issue 1 ol By the
Nunbers aind elick on Exhilie § for eacls type of {inaneial institution. T'o abtain counts {or cach
vear for the vemrs 2003-2012, please click on Issue 18 of By the Nunthers and elick on Exhibit 3
tor each type of fusneial instilation. PMlease note that viokations o Tervrorist Finimeing were
added in Fuly 2003, To obtain counts for years 2012-2013. please elick on our new publication,
SAR Staes, und elick on Exhibit 5 Tor cach type of financial institution. To obtain counts for
2014, please elick on the Ouaterdy Lpdate Ghannary 204 3) and elick on exhibic 5 Yor each type
of linanein! institwio.

These instructions are partially correct, but fail to include all cases of terrorist

financing that could have been reEorted to FinCEN via a suspicious activity repott. I raised

this issue in an email to ated April 3, 2015, in which I stated:

“Please be advised that the information contained in the reports to which you directed
me appears to be incomplete. Specifically, the statistics contained the Suspicious
Activity Report by Money Services Business (FinCEN Form 109), from January 1,
2013 through December 31, 2012 does not contain any information about terrotist

financing.”

Also on April 3,2015, responded to my email, stating that due to a
lack of standardization, the statistics regarding terrorist financing “were not reported in the
saine manner for that industry due to the MSB SAR form in use in the legacy system.” She
also stated that it was incorrect to draw the conclusion that no SARs were filed by MSBs







(b) (&)

THE ‘VALL STREET J OURN AL | 1211 Avenue of the Americas

DOWJONES .

Reports of Terrorist financing increased 30%, from 545 instances in the twelve months
0f 2009 to 711 during the same period in 2010.

In addition to these published reports, Ralph S. Boelter, former Acting Assistant
Director, Counterterrorism Division of the Federal Bureau of Investigation stated in a public
speech on Sept, 21, 201 1® that the Treasury Department provides “trend information regarding
terrorist financing” on an annual basis,

It seems unlikely that the Treasury produces trend reports on a yearly basis detailing
terrorist financing SARs without also computing the number of such SARs,

In summary, I ask that you please reconsider your response that there are no reports
responsive fo my request and perform a thorough and diligent search for records detailing the
number of suspicious activity repouts filed by Money Service Busingsses detailing terrorist
financing,

Regards,
{b) (6)

3 http://www, [bi.gov/news/testimony/countering-terrorisi- financing-progress-and-prierities







From; TreasFOIA@f{reasury.gov

Sent: Thursday, June 04, 2015 3:55 PM
To:

Cc: ECOIOER i -2:ury.gov
Subject: FW: FOIA appeal

T
Below is an appeal for (I think) FOIA 2015-05-038 which belongs to FINCEN. We have not responded
toﬂ

Thanks,

(b) (6}
FOIA and Transparency
202 {b) (6}

To provide Feedback, please take a minute to complete this FOLA Customer Survey.

From: gmail.com]

Sent: SUGY
To: TreasFOIA
Subject: FOIA appeal

Dear Treasury FOIA team;

This letter constituies an appea! under the Freedom of Information Act, On November 16, 2013, I submitted a
FOI/PA request for Federal Bureau of Investigation records on Thomas Frank White of San Francisco,
Califoria (DOB: 02/14/35; DOD: 09/10/13). My request identification number is 1244714-000. The case
number assigned by the DOJ is 15-00014-FI.

The Drug Enforcement Administration possesses documents pursuant to my request. Certain of these
documents contain information furmnished by FinCEN. On May 1, 2015, after consulting with FinCEN, the DEA
sent me a response that consisted of two faxes totaling six pages. All information had been redacted from the
faxes except for their headers. No PA exemptions were cited. The FOLA exemptions cited were (b)(3), (b)(6),
(bY(7XC), {b)(7T)E), (b)(7)(F). Some of these exemptions were used to redact the names of government
employees and fax numbers. The contents of the faxes had been redacted entirely using three of the above
exemptions: (b)(3), (b)}(7)(C) and (b){7)(F). The statute cited as the authority for the (b}(3) exemption is the
Bank Seciecy Act {31 U.S.C, 5319].

To be clear, my FOIA/PA appeal is limited to information concerning Tho:nas Frank White, who died on
September 10, 2013, Below is a news article that confirms White's death:

hitp:/Awww,sfpate.converime/article/ST-sex-crimes-fugitive- Thomas- White-dies-in-Mexico-4813874.ph




The FOIA provides categories of documents that may be exempted, but the burden of proofis on the
government to show why documents should not be produced. [Rosenfeld v. United States DOJ, 2012 U.S. Dist.
LEXIS 28768, 5 (N.D. Cal, Mar. 5, 2012)]. The government may withhold records “where (1) a law
entforcement proceeding is pending or prospective and (2) release of information about the law enforcement
proceeding could reasonably be expected to cause some articulable harm.” [Accuracy in Media v, National Park
Serv,, 1998 U.S. Dist. LEXIS 18373, 23 (D.D.C. Nov. 12, 1998)(accord 5 USCS § 552(b)(7).)}

Records pertaining to a criminal investigation cannot reasonably be expected to interfere with enforcement
proceedings or cause articulable harm when the subject of the enforcement proceedings is deceased. Privacy
concerns are eliminated or greatly minimized with respect to deceased individuals [Silets v. FBI, 591 F. Supp.

490, 498 (N.D. I11. 1984)].

This considcration extends to financial records about the deceased person that DEA or FinCEN might possess. I
understand that law enforcement and regulatory agencies consider it important that banks report potentialiy
suspicious activity freely and without fear. Buf the Banking Secrecy Act and its impleinenting reguiations do
not allow for a blanket privilege {BizCapital Bus. & Indus. Dev. Corp. v. OCC, 467 F.3d 871 (5th Cir. 2000)}.

After the death of an individual, the First Amendment right of access to government records enshrined by the
FOIA trumps the privacy and proprietary concerns of a financial institution that once supplied information to
the government about an individual prior to his death. Moreover, concerns about institutions or people other
than the subject of the request can be accommodated by targeted redactions. DEA and FinCEN have chosen to
blanket withhold all information in tbe responsive docnments, Again, the burden of proof is on both agencies to
show why these records should not be produced with respect to a deceased person.

1 would also like the Vaughn index connected to my FOIA response in order to better understand the DEA and
FinCEN's rationale for redacting all responsive information about Thomas Frank White and to help me
determine which agency is claiming each exemption, I am entitled to tbis index of documents and/or portions of
documents that have been withheld [Vaughn v, Rosen, 484 F.2d 820 (D.C. Cir. 1973), cert, denied, 415 U.S.
977 (1974)). The description of the withheld material must be "sufficiently specific to permit a reasoned
judgment as to wbether the material is actually exempt under FOIA." [Founding Church of Scientology v. Bell,

603 F.2d 945, 949 (D.C. Dir, 1979)].

In order to help detennine iy status to assess fees, you should know that I am a journalist working on
assiginnent for Deadspin.com and Deadspin's parent company, Gawker Media, an online news organization that
serves roughly 40 million visifors each month. Based on my status as a "news media" requester, I am entitled to
receive the requested records with only duplication fees assessed under 6 CFR § 5.11. My purpose is to gather
and disseminate information of interest to the public that is not for commercial use.

Under federal law, FinCEN must respond within 20 working days of receipt of this appeal. Thank you for your
consideration.




October 28, 2016

PRIVILEGED AND CONFIDENTIAL
Via USPS Priority Mail Express

FOIA Appsal )
Financial Crimes Enforcement Network
Disclosure Office

P.O. Box 39

Vienna, VA 22183

RE:  FOIA APPEAL: Case Number 2016-468 (0) (6)

Dear Sir or Madam,

This is regarding our Jyn he Financial Crimes Enforcement Network {"FInCEN") for
documents regarding and related companies. We hereby appeal FInCEN's
response, which released five pages with redactions, purportedly pursuant to three sets of FOIA exemptions set
forth in 5 U.S.C. § 552{b}(5), (b)}(8) and {(b){7XE).

Saction 552(b)(5) redactions

Exemption 5 of the FOIA protects from disclosure “inter-agency or infra-agency memorandums or letters which
would not be available by law fo a party” based on the “deliberative process privilege.” We protest FinCEN's
decision to redact an entire e-mail in blanket fashion based on Exemption 5. {Ses redaction of entire e-mail that
was presumably sent at some time between May 5, 2016, 5:22 PM e-mail and I GICGER 2y 6.
2016 9:20 AM e-mail.) Given the fact that the e-mall is redacted in its entirety, it is not even possible lo determine
the threshold issue under Exemption 5, which is whathar the redacted information is of the lype intended fo be
covered by the phrase “inter-agency or intra-agency memorandums,” For instance, if the redacted information
originated from outside the executive branch, then Exemption 5 may not be applicable.

Even assuming the redacted information meets the thresho!d requirement of being an “inter-agency or intra-
agency memorandumi] or letter{],” it strains ¢redibiiity to believe that the "deliberative process privilege"—the
privilege being invoked by FInCEN—truly applies. There are two fundamental requirements, both of which must
be met, for the defibsrative process privilege to apply: {1) the communication must be predecisional, i.e., "it was
generated before the adopfion of an agency policy”; and (2} the communication must be delibsrative, i.e., "“it
reflects the give-and-take of the consuliative process.”

Because the entire e-mail is redacted, it is impossible o gauge from the blacked-out space, whether those two
requiremants are met. However, it is extremely unlikely that the redacted malerial is “predecisional,” The agency
action at issue—the placement oan the OFAC list—took place on May 5, 2016. It is clear that the
redacted e-mail was sant long after the government had already made its decisicn to place JJEESElcn the
OFAC list. As such, the redacted infarmation is not “predecisional’ and Exemption 5 does not apply.

Section 562(b)(6) redactions

Exemption 6 of the FOIA exempts matters that are “personnel and medicatl files and similar fites the disclosure of
which would constitute a clearly unwarranted invasion of personal privacy.” Besides a mere citation to Exemption

' Coastat States Gas Corp. v. Dept of Ensigy, 817 F.2d 854, 666 (D.C. Cir. 1980).




B, there is no explanation whatsoever accompanying the redaclions. (See redactions on all five of the released
pages). FinCEN altogether falled o explain why disclosing the information would conslitute an "unwarranted
invasion of personal privacy.” MNor did FInCEN specify whether the information consists of names, addresses,
identification numbers, telephone numbers, fax numbers, or other various information that might be considered
personal. Any privacy concerns, fo the extent they exist, are undeniably outweighed by the public interes i
Wanding the operations and activities of the government, not to mention the egregicus situation facing

namely, his placement on the OFAC list and the attendant extreme damage to his livelihcod and business

repulation.

Section 562{b){7HE) redactions

Exemption 7(E}) exempts malless that are "records or information compiled for law enforcement purposes, but only
1o the extent that the preduction of such law enforcement records or information ... wouid disclose techniques and
procedures for law enforcement investigations or prosecutions...” We appeal the two redactions that FinCEN
made based on this exemption. (See redaction lomhﬂay 5, 2016, 5:22 PM e-mail, and redaction to
unknown sender's May 5, 2016, 4:01 PM e-malil.} Given the date of those e-mails, we find it dublous that the
redacted information was compiled for law enforcement purposes. In facl, based on the unredacted information
immediately surrounding the redactions, it is clear that the subject mafter of these e-mails is about something that
already happened—-the OFAC designation-—not ahout any fulure faw enforcement efforts. Specifically, the e-mail
sender(s} and recipieni{s) are discussing the press releases about the OFAC designations that were already
announced earlier that day.

Conclusion

In sum, we appeal FinCEN's redactions, as they defy the lettar and the spirit of the FOIA. FinCEN's blanket
redactions—which essentially equate to "take our word for it” that the exemptions apply—are unacceptable and
do not provide Mr, Waked with a meaningfui opportunity fo appeal. The burden is upon FinCEN to show that the
exemptions apply, and FinCEN has failed to carry such burden, oifering no unclassified summary or other
privilege log to expiain its basis for invoking lhe axemplions,

This FOIA request was made because of the extreme importance tomand in an effort to correct the
misinformation and the negative impact that such false impressions nave had on his family, reputation and
business. The obligalion to search for and procure information responsive to this request should be taken
seriously and the result should not be a meaningless exercisa in futility.

In shorl,has remained in utter darkness and is in desperate need for as much information as possible,
He was placed on the OFAC list on May 5, 2016, effectively sentencing him and his business to commercial
death. Indeed, more than five months have passed since the OFAC designation was made, and still no facls at
all have been given as to why this devastating action was taken. His simple question is, “Why was { placed on the
OFAC Iist‘?“ms entitled to as much information as possible that would help answer that question.

We therefore request FinCEN {o produce the five pages, unredacted, as expeditiously as possible so that they
may shed light on whvaas placed on the OFAC list.

Thank you for your consideration, and please contact me with any questions.




QOctober 26, 2016

PRIVILEGED AND CONFIDENTIAL
Via USPS Priority Mall Express

FOIA Appeal

Financial Crimes Enforcement Network
Disclosure Office

P.O. Box 39

Vienna, VA 22183

RE: FOIA APPEAL: Case Number 2016-468
Dear Sir or Madam,

This is regarding our 62018 EOLA request fo the Financial Crimes Enforcement Network {('FinCEN"} for
documents regarding (b) (6) and related companies. We hereby appeal FinGEN's response, which
released five pages with redactions, purportedly pursuant o three seis of FOIA exemptions set forth in 5 U.5.C. §
552(b)(5}, (b)8) and (b)(7}E).

Section 552(b)(5) redactions

Exemption 5 of the FOIA protects from disclosure “inter-agency or intra-agency memorandums or letters which
would not be available by law to a parly” based on the “deliberative process privilege.” We protest FinCEN's
decision lo redact an entire e-mail in blanket fashion based on Exemption 5. (See redaction of entire e-maii that
was presumably sent at some time between | ECIGEM-y 5. 2016, 5:22 PM e-mail and [CIGHEEVay 6,
2018 9:20 AM e-mail.) Given the fact that the e-mail is redacted in its entirety, it is not even possible to determine
the threshold issue under Exemption 5, which is whether the redacted information is of the type intended to be
covered by the phrase “inter-agency or intra-agency memorandums.” For instance, if the redacted information
originated from outside the executive branch, then Exemption 5 may not be applicable.

Even assuming the redacted information meeis the threshold requirement of being an “inter-agency or infra-
agency memorandum(] or letier[),” it strains credibility to believe that the “deliberative process privilege™—the
privilege being invoked by FinCEN—{ruly applies. There are twoe fundamentat requirements, both of which must
be met, for the deliberative process privilega to apply: (1) the communication must be predecisional, i.e., "it was
generated hefore the adoption of an ageney policy”;, and {2} the communication must be deliberative, ie., "it
reflects the give-and-take of the consuitative process.”

Because the entire e-mail is redacled, i is impossible to gauge from the blacked-cul space, whether those two
requirements are met. However, it is exiremely unlikely that the redacted material is "predecisional.” The agency
action at issus—the placement omon the OFAC list—took place on May 5, 2018. It is clear that the
redacted e-mail was sent long after the government had already made its decision to place S the
OFAQG list. As such, the redacted information is not "predecisional” and Exemption 5 does not apply.

Section 552(b)(8} redactions

Exemption 6 of the FOIA exempts matters that are "personnel and medical files and similar fites the disclosure of
which would constitute a clearly unwarranted invasion of personal privacy.” Besides a mere citation to Exemption

! Coastat States Gas Corp. v. Dep't of Energy, 617 F.2d 854, 866 (D.C. Cir, 1980).




6, there is no explanation whatscever accompanying the redactions. (See radactions on al five of the released
pages). FinCEN altogether failed fo explain why disciasing the information would conslitute an “unwarranted
invasion of personal privacy.” MNor did FInCEN specify whether the information consis{s of names, addresses,
identification numbers, telephone numbers, fax numbers, or other various information that might be considered
personal. Any privacy concerns, to the extent they exist, are undeniably outweighed by the public interegt j
nding the operalions and aclivities of the government, not to mention the egregious situation facing
W namely, her placement on the OFAC list and the attendant extrems damage to her livelihood and
usiness repulation.

Section 552{b}{7){E} redactions

Exemption 7(E) exempls matters (hat are “records or information compited for faw enforcement purposes, but only
to the extent that the production of such law enforcement records or information ... would disclose techniques and
procedures for law enforcement investigations or prosecutions...” We appea! the two redactions that FinCEN
made based on this exemption. (See redaction to [JJJJ IR =y 5 2016, 5:22 PM e-mail, and redaction to
unknown sender's May 5, 2016, 4:01 PM e-mail.) Given the date of those e-mails, we find it dubious that the
redacted information was compiled for law enforcement purposes. In fact, based on the unredacted information
immediately surrounding the redactions, it is clear that the subject matter of ihase e-mails is about something that
already happened—ihe OFAC designation—not about any future law enforcement efforts. Specifically, the e-mail
sender{s} and recipient(s) are discussing the press releases about the OFAC designations that were already
announced earlier that day.

Conclusjon

In sum, we appeal FInCEN's redactions, as they defy the letter and the spirit of the FOIA. FinCEN'’s blanket
redactions—wiyi ially equate to "take our word for it” that the exemptions apply-—are unacceptabie and
do not provideerith a meaningful opporlunity to appeal. The burden is upon FinCEN to show that
the exemptions apply, and FinCEN has falled to carry such burden, offering no unclassified summary or other
privilege log to explain its basis for invoking the exemplions.

This FOIA request was made because of the exireme importance to DEOM -1d in an effort to correct the
misinformation and the negative impsact that such false impressions have had on her family, reputation and
business. The obligation fo search for and procure information responsive te this request should be taken
seriously and the result should not be a meaningiass exercise in futifity.

in shott, () (6) has remained in uller darkness and is in desperaie need for as much information as
possible, She was placed on the OFAC list on May 5, 2016, effectively sentencing her to commercial death.
Indeed, more than five months have passed since the OFAC designation was made, and stili no facts at all have
been given as to why this devastating action was taken, Her simple question is, “Why was | placed on the OFAC
Jist?” ms entitied to as much information as possible that would help answer that question.

We therefore request Fi oduce the five pages, unredacted, as expeditiously as possihle so that they
may shed light on wh was placad on the OFAC list.

Thank you for your consideration, and please contact me with any guestions,




Oclober 26, 2016

PRIVILEGED AND CONFIDENTIAL
Via UEPS Priorlty Mail Express

FOIA Appeal

Financial Crimes Enforcement Nebwork
Disclosure Office

P.O. Box 39

Vienna, VA 22183

RE:  FOIA APPEAL: Case Number 2018-486 (b) (6)

Dear Sir or Madam,

This is regarding our 048 FOIA he Financial Crimes Enforcement Network {"FinCEN") for
documents regarding (b} (6} and related companies. We hereby appeal FInCEN’s
response, which withheld 52 responsive pages in their enlirel;{, purportedly pursuant to three sets of FOIA
exemptions set forth in 5 U.5.C. § 5562(b){7){(A), (7)(C) and {7){D).

The short shrift that FInCEN has given to (b) (6) OlA request is unacceptable, FINCEN's decision
to withheld such a high number of pages in their entirety flies in the face of the letter and the spirit of the FOIA.

FinCEN’s_blanket withholding—which essentially equates to "take our word for it" that the exemptions apply—
providesm-gwiih absolutely no meaningful cppertunity to appeal. The burden is upon FinCEN to

show that the exemptions apply, and FInCEN has failed to carry such burden, offering not even an unclassified
summary or other privilege log to explain its basis for invoking the exemptions.

As such, m.::ontinues to be left in utter darkness. He was placed on the OFAC list on May 5,
2016, effectively seniencing him lo commercial death. Now, more than five months have passed since the OFAC
designation was made, and still no facts at ali have been given as to why this devastating action was taken.
FinCEN's refusal to provide ani information continues this disturbing trend. His simple question is, “Why was |

placed on the OFAC Jist?” is entitled to as much information as possible that would help
answer that question.

This FOIA request was made because of the exireme importance to (b) (6} and in an effort to
correct the misinformalion and the negative impact that such false impressions have had on his family, reputation
and business. The obligation to provide information responsive to this request should be taken seriously and the
resuit should not be a meaningless exercise in futility. FinCEN's non-response renders this process meaningless
and a cruel and expensive farce,

We therefore request FInCEN fo produy he responsive documents as expeditiously as possible so that they
may shed light on why (b} (6} as placed on the OFAC list. At the very least, FinCEN shouid
produce redacted versions of the 52 pages andfor describe the nature of the information not produced in a

! Exemptions 7{A}, (C) and (D) exempt matters that are “records or information compiled for law enforcement
purposes, but only {o the extent that the production of such law enforcement records or information ... (A} could
reesonably be expected to interfere with enforcement proceedings, .... {C) could reasonably be expected to
constitute an unwarranted invasion of privacy, [and} (D) could reasonably be expecled to disclose the identity of a
confidential source....” Bacause absolutely ncthing was provided by FinCEN, it is impossible fo gauge whether
these exemptions apply.




manner that, without revealing information itself privileged or protected, wilt enable (b) (6) to assess
the applicability of the privilege or protection. :

Thank you for your consideration, and piease contact me with any questions.




November 20, 2015

Re: FOIA Appeal FinCEN — OPM-1 (FY 2016)

e v I

This responds to your letter dated September 28, 2015, and received by our office on
October 6, 2015, appealing the decision of the Office of Persounel Management (“OPM”) made
on behalf of FinCEN to redact a portion of your background investigation records. You
requested these records from OPM on July 8, 2015. OPM’s September 10, 2015 response to
your request noted that it had redacted the information that is the subject of your appeal based on
an exemption under the Freedom of Information Act (“FOIA”) and the Privacy Act (“PA”). We
have reviewed your appeal and, based on the authorities referenced below, your appeal is hereby
denied.

We first considered your appeal under the Privacy Act because you are seeking records
about yourself. We are unable to provide you with the information you seek under the Privacy
Act. The information is maintained in a system of records containing information compiled for
law enforcement investigative purposes that has been exempted from the access provisions of the
Privacy Act in accordance with 5 U.S.C. § 552a(j)(2) and (k)(2). This database is described in
detail in our most recent Privacy Act System of Records Notice, 79 Fed. Reg. 20969-20976
(April 14, 2014).

The withheld information was collected under the Bank Secrecy Act (“BSA™), codified in
relevant part at 31 U.S.C. §§ 5311-5314, 5316-5332. BSA reports, and records of reports, are
exempt from disclosure under the FOIA in accordance with 5 U.S.C. § 552(b)33) and 31 US.C. §
5319. The FOIA exemption conceming BSA records extends to records that indicate that a
search of BSA information occurred, regardless of whether the search revealed any
information. In other words, there may be redactions based on the mere fact that a BSA search
occurred.



Mr (b) (6)

November 20, 2015 Page 2

You may obtain judicial review of this determination in the U.S. District Court for the
judicial district in which you reside or have a principal place of business, the judicial district in
which the requested records are located, or the District of Columbia, in accordance with 5 U.S.C.

88 552(a)(4)(B).

Sincerely,

71 ) ,
i " ( 1 d 4 -
“F O LS L ¥ y %

- Deputy Director






IFinancial Crimes Enforcement Network 2

depicted Law Enforcement Sens  ve  LES) information. Accordingly, [ respect 1lly request
that O grant my appeal and provide me with the requested information pertaining to my
background invcstigation,

Respectlully submitted,
(b) (6)

Enclosures

Home ad c¢ss:




February 1, 2016

Re: FinCEN FOIA Appeal #A2016-3

This responds to your letter to the Financial Crimes Enforcement Network (“FinCEN")
dated November 9, 2015 appealing the response of FinCEN to your request for records under the
Freedom of Information Act (“FOIA™), 5 U.S.C. § 552. You made your request for records by
letter dated August 28, 2015. FinCEN responded by letter dated October 6, 2015. FinCEN
located 21 pages of records responsive to your request and withheld the records in full. We have
reviewed your appeal and, based on the authorities referenced below, your appeal is hereby
denied.

The withheld information was collected under the Bank Secrecy Act (“BSA™), codified in
relevant part at 31 U.S.C. §§ 5311-5314, 5316-5332. BSA reports, and records of reports, are
exempt from disclosure under the FOIA in accordance with 5 UU.S.C. § 552(b)}3) and 31 U.S.C.

§ 5319. The FOIA exemption conceming BSA records extends to records that indicate that a
search of BSA information occurred, regardless of whether the search revealed any
information. In other words, there may be redactions based on the mere fact that a BSA search
occurred.

We have considered the application of 5 U.S.C. § 552(b){7)(E). The exemption applies
to records or information compiled for law enforcement purposes release of which would reveal
techniques and procedures for law enforcement investigations or prosecutions. We have
determined that the exemption was applied correctly and that discretionary release of materials
covered by the exemption would not be appropnate.

We have also determined that materials would be exempt from release under 5 U.S.C. §
552(b)(6) or 5 U.S.C. § 552(b}(7)}C) and that discretionary release of materials covered by those
exemptions would not be appropriate. The exemption at 5 U.S.C. § 552(b)(6) applies to
personnel and medical files and similar files the disclosure of which would constitute a clearly
unwarranted invasion of personal privacy. The exemption at 5 U.S.C. § 552(b)}(7)(C) applies to
records or information compiled for law enforcement purposes, if disclosure of the records or
information could reasonably be expected to constitute an unwarranted invasion of personal
privacy.



W 00

February 1, 2016 Page 2

You may obtain judicial review of this determination in the U.S. District Court for the
judicial district in which you reside or have a principal place of business, the judicial district in
which the requested records are located, or the District of Columbia, in accordance with 5 U.S.C.
552(a)(4)(B).

Sincerely,

/M A

Jamal El-Hindi
Deputy Director



November 9, 2015

FinCEN FOIA Appeal
P. 0. Box 39
Vienna, VA 22 B3

Re: FinCEN FOIA /¢ PEAL OF FINCEN’S RESPONSE
TO FOIA REQUEST R DOCUMENTS RELATED TO:
tINCLEN CASL #2009 ALD 109185 AND

C R CONCERNING (b) (8}

To Whom It May Concern:

On August 28, 20 35, the undersigned attorney submitted an  OIA Request For
Documenis related to the FinCen Case # 2009 ALD 109185 as referenced above. The FOIA

Rciucst of August 28, 2015, also requested any and all other doeuments concerning JEEIRG)

On Oclober 6, 2015, the response to that FOTA request was mailed to the undersigned
attorncy. Pursuant to the response, ease ace t this letter as notice of . peal of the findings in
FINCEN’s response letter of October 6,2 5.

The basis for the appeal includes, but is not limited to  : following:

“Intermational Children’s TFund-Rokha Parakey, Ine. (ICF) is entitled to the
information contained in these w 1held documents as ICF is the rightful owner of
the funds connected with these documents.”

As a courtesy we attach to this notice of appcal a copy of the addendum to the initial
request outlining the documents and infonmation previously requested. Please forward a
iesponse to  is notice of appeal at your earliest opportunity.




February 11, 2016

Re: FinCEN FOIA Appeal #A2016-4
Dear Mr QG

This responds to your letter to the Financial Crimes Enforcement Network (“FinCEN")
dated November 2, 2015, appealing the decision of the Office of Persounel Management
(“OPM”) made on behalf of FinCEN to redact a portion of your background investigation
records. You requested these records from OPM on August 11, 2015. OPM’s October 7, 2015
response to your request noted that it had withheld the information that is the subject of your
appeal based on an exemption under the Freedom of Information Act (“FOIA”) and the Privacy
Act (“PA”™). We have reviewed your appeal and, based on the authorities referenced below, your
appeal is hereby denied.

The withheld information was collected under the Bank Secrecy Act (“BSA™), codified in
relevant part at 31 U.S.C. §§ 5311-5314, 5316-5332. BSA reports, and records of reports, are
exempt from disclosure under the FOIA in accordance with 5 U.S.C. § 552(b)(3) and 31 U.S.C. §
5319. The FOIA exemption conceming BSA records extends to records that indicate that a
search of BSA information occurred, regardless of whether the search revealed any
information. In other words, there may be redactions based on the mere fact that a BSA search
occurred.

We also considered your appeal under the Privacy Act because you are seeking records
about yourself. We are unable to provide you with the information you seek under the Privacy
Act. The information is maintained in a system of records containing information compiled for
law enforcement investigative purposes that has been exempted from the access provisions in the
Privacy Act in accordance 5 U.S.C. §§ 552a(j}2) and (k)(2). This database is described in our
most recent Privacy Act System of Records Notice, 79 Fed. Reg. 20969-20976 (April 14, 2014).



v I

February 11, 2016 Page 2

You indicate in your request for an appeal that you submitted your FOIA request because
you were informed by OPM that “your personal information was stolen.” FOIA pertains to
requests for documents, and does not cover requests for status on any matter, such as a data
breach. Consequently, you may choose to direct questions you have about a data breach at OPM
to OPM.

You may obtain judicial review of this determination in the U.S. District Court for the
judicial district in which you reside or have a principal place of business, the judicial district in
which the requested records are located, or the District of Columbia, in accordance with 5 U.S.C.
8 552(a)(4)(B).

Sincerely,

/MM A Amds

Jamal El-Hindi
Deputy Director



November v, 2015

Financial Critmes Enlorcement Network
Disclosure Mlice

1.0, Box 39

Vienna, VA 29153

I'd like to appeal the FinCIEN's (b)(3), (j)(2) and (k)(2) redactions from my Freedom of Information Act
(FOIA) request.

The reason I submitted my FOIA request was because [ was informed by OPM that my personal
information was stolen. The open press is reporting that the stolen information includes all information
from the SIF 86 and the investigation process following SIT 8G completion, to include fingerprints in
some cascs. Therefore, I submitted my FOIA request so that | was able to at a minimum a complete
record of what the thieves have.

5o, if you can guarantee me that the redacted information was not stolen, [ aceept the redaction.
Otherwise, although ' not an expert on the FOIA and the Privacy Act, it seems reasonable to me that
the law would not place me in a position where the thieves kinow more FOIA information about me than
[ know.

Therefore, respectfully request the redacted information or your guarantee that none of the redacted
information was stelen from OP'M.

Thanls. My contact information is above should you have any questions.

Sincerely,

(b} (6)

2 .‘\lch
- 0O 1response memo dated Getaber 7, 2015
- A request dated Augast 5, 20135



January 21, 2016

Re:  FinCEN FOIA Appeal #A2016-5
Dear Mr[EQJCE

This responds to your letter to the Financial Crimes Enforcement Network (“FinCEN")
dated November 11, 2015, appealing the response of FInCEN to your request for records under
the Freedom of Information Act (“FOIA™) and the Privacy Act. You made your request for
records by letter dated October 8, 20135, and FinCEN responded to that request by letter dated
November 2, 2015. FinCEN stated that it did not locate any documents responsive to your
request. The Office of Chief Counsel has conducted an impartial review of the decision of our
FOIA Officer. Your appeal is hereby denied.

The response to your request indicated that FinCEN had conducted a diligent search.
FinCEN did not, however, search its database of reports filed under the Bank Secrecy Act.
Reports filed under the Bank Secrecy Act and records of these reports are exempt from
disclosure under the FOIA in accordance with 5 U.S.C. § 552(b)}{(3) and 31 U.S.C. § 5319. The
Bank Secrecy Act 1s codified in relevant part at 31 U.S.C. §§ 5311-5314, 5316-5332. Further-
more, the database has been exempted from the access provisions of the Privacy Act in
accordance with 5 U.S.C. 552a §§ (j}2) and (k)(2). The database is described in our most recent
Privacy Act System of Records Notice, 79 Fed. Reg. 20969-20976 (April 14, 2014). For the
reasons set forth in this paragraph, we find that the decision not to search the database of reports
filed under the Bank Secrecy Act was appropriate.

You may obtain judicial review of this determination in the U.S. District Court for the
judicial distnict 1n which you reside or have a principal place of business, the judicial district in
which the requested records are located, or the District of Columbia, in accordance with 5 U.S.C.

§ 552(a)(4)B).

Sincerely,

Jamal El-Hindi
Deputy Director












Noar Mr. Gilbert L Paist

Nota: En Espanol traduscase al Ingles por Favor.

La forma de expresion de Norberto Adolioco Robles no son con fines
acusatorios, son con fines de descubrir que susedio con la Herencia
de la Familia Flores, que data de mas de Un Siglo.

Por Favor digame como y con gquien acudir para denunciar este Fraude o
Robho, o si su departamento es el adecuado para dar seguimiento a una
Investigacion de esta magnitud.

Agradesere su cordial ¢ luda y/o su informacion ya gue es de suma
importancia para continuar en mi Appelacion de la § 2255 on ol wmoes -0
Dicicabre e ol 2005 en el Quinto Circuito y de esta forma poder
agregar la correcta informacion de por que estoy pidiendo desaser la

sentencia y rebocar la acusacion ilegal por la qgue .stado luchando

por casi 8 anos en prision.

Gracias y 1le pido disculpas de a manera mas atenta, por my
ortografia en Ingles ya que realizo my mallor esfuerzo con la alluda

de un diccionario Ingle~ / Fonnenl



UNITED STATES DEPARTMENT OF THE TREASURY
B o L S

FINAHCIAL CRIMES IN!OICIHIHI HETWORK

OFFICE OF THE DIRECTOR

June 28, 2016

Re: FinCEN Appeal #A2016-6

Dear Mr. & (6)

This responds to your letter to the Financial Crimes Enforcement Network (“FinCEN")
dated February 25, 2016 and received by FInCEN on March 2, 2016, appealing FinCEN’s
February 29, 2016 decision to withhold in full 114 pages of records responsive to your Freedom
of Information Act (“FOIA™) request (Case No. 2016-345). Your FOIA request letter to the U.S.
Depariment of Transportation (“DOT”) was dated May 30, 2014, In processing that request,
DOT located in its files one record of 114 pages that originated at FinCEN. DOT referred that
record to us for processing on January 29, 2016. On February 29, 2016, FinCEN sent you a letter
responding to your FOIA request (the “Febtuary 29" Letter). That letter identified 114 pages of
responsive records that were withheld in full based on applicable exemptions under the FOIA,

Upon receiving your letter of appeal dated February 25, 2016, on March 2, 2016, FinCEN
reviewed your request and hereby denies your appeal.

As explained in the February 29" Letter, a number of FOIA exemptions apply to the
responsive documents in this matter, including FOLA exemptions 3, 6, 7(C), 7(D), and 7(E).
Your appeal only challenges FinCEN’s withholding of the responsive material under exemptions
6 and 7(C); it does not challenge the applicability of exemptions 3, 6, 7(D), and 7(E) to the
responsive material. Where records are properly withheld in full under applicable FOIA
exemptions, no portions of these records, including the dates of such records, are subject to
release. See, e.g., Judicial Watch, Inc. v. U.S. Dept. of Justice, 432 F,3d 366, 371-72 (D.C, Cir.
2005) {where records constituting attorney work product were properly withheld under FOIA
Exemption 3, no portion of these records, including factual material, is “reasonably segregable”
for release); Electronic Privacy Info. Cir. v. Office of the Dir. of Nai 'l Intelligence, 982 F. Supp.
2d 21 (D.D.C. 2013) (finding that documents withheld in full under FOIA exemptions 3, 5, and
7(E) contained no “reasonably segregable” information for release, including date information).

Regarding your claim that you should be afforded the opportunity to review the withheld
material “to look for any Brady violations by the State,” you have neither argued nor provided
any information that indicates that the withheld information contains any exculpatory
information. A “bald assertion of a Brady violation is insuflicient” to overcome the personal
privacy interests protected by FOIA exemptions 6 and 7(C). Scafes v. EQUSA, 594 F. Supp. 2d

www.flncen.goy
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May 11, 2016

Re: FinCEN FOIA Appeal 2016-382
Dear Mr. 22

This responds to your letter dated March 21, 2016, appealing the decision of the Financial
Crimes Enforcement Network (“FinCEN") Disclosure Office to withhold in full nine pages of
documents contained in your Office of Personnel Management (“OPM”) investigative file. On
March 1, 2016, OPM responded to your request for documents contained in your background
investigative file pursuant to the Freedom of Information Act/Privacy Act (“FOIA/PA™). In
processing your request, OPM located nine pages of documents that originated with FinCEN and
referred them to this agency for processing and response. On March 3, 2016 FinCEN’s
Disclosure Office denied your request in full. 'We have reviewed your appeal of that decision
and, based on the authorities referenced below, your appeal is hereby denied.

The withheld information was collected nnder the Bank Secrecy Act (“BSA™), codified in
relevant part at 31 U.S.C. §§ 5311-5314, 5316-5332. BSA reports, and records of reports, are
exempt from disclosure nnder the FOIA in accordance with 5 U.S.C. § 552(b)}(3) and 31 U.S.C. §
5319.

We also considered your appeal under the Privacy Act because you are seeking records
about yourself. We are unable to provide you with the information you seek nnder the Privacy
Act. The information is maintained in a system of records containing information compiled for
law enforcement investigative purposes that has been exempted from the access provisions in the
Privacy Act in accordance 5 U.S.C. 552a(j}(2) and (k)(2). This database is described in our most
recent Privacy Act System of Records Notice, 79 Fed. Reg. 20969-20976 (April 14, 2014).

In your March 21 letter of appeal, you make several assertions that you believe support
your appeal of FinCEN decision to deny your request. You state that (1) you believe your
personal identifying information was criminally misused; (2) the information you seek was
“shared” with you during your interview, and (3} FinCEN’s decision lacked specificity because 1t
stated that records were withheld in accordance with 5 U.S.C. 552a(j}(2) “and/or” (k)}(2) of the
Privacy Act.

We have considered these assertions but find that none of them alter the legal basis for
FinCEN’s original decision to deny your request. The potential misuse of your personal
identifying information is a matter for OPM to consider as it is the agency responsible for
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conducting the background investigation and evaluating the relevant information. Further, even
if we assume that information derived from the withheld records was shared during your
interview, that fact would not affect FInCEN’s decision to deny your request because the records
in question were withheld pursuant to a statutory exemption on disclosure. As to your last
concern, we note that the Disclosure Office erred in stating that the records are exempt under
a(j)(2) “and/or” a(k)(2). In fact, the records are exempt under the Privacy Act pursuant to both
a(j)(2) and a(k)(2) because of the purposes for which they have been collected. However, the
error contained in FINCEN’s March 3, 2016 response does not change the original decision to
deny your request.

You may obtain judicial review of this determination in the U.S. District Court for the
judicial district in which you reside or have a principal place of business, the judicial district in
which the requested records are located, or the District of Columbia, in accordance with 5 U.S.C.
552(a)(4)(B).

Sincerely,

/Wf" A

Jamal El-Hindi
Deputy Director



March 21, 2016

P.O. Box 39
Vienna, VA 22183

Dear Mr. (b) (6)

This in reference to your letter dated March 3, 2016. The nine pages of FinCEN
documents requested are the reason for my original Office of Personnel Management
(OPM) Freedom of Information Act/Privacy Act (FOIA/PA) request. As part of my
security clearance renewal, the FInCEN documents initiated a detailed investigation and
documented interview. The information in the FinCEN documents were reviewed with
me and as you must know, determined to be a criminal misuse of my Personally
ldentifiabie Information {Pil). In the last 26 years, my Pl has been comprised three
times either directly or indirectly as the result of mismanagement of records by
government officials.

« The information | seek is directly relaied to the criminal misuse of my Pll and as
such can affect my standing with and or interactions with financial institutions. |
have every right to know exactly who and how this information was misused and
the extent of damage to my financial records.

¢ The misuse of my Pll is directly related to government mlsmanagement and
security of my personal information. To use FOIA/PA exclusions to shield or
cover-up this government mismanagement is in itself criminal.

» The information was shared with me in my interview and therefore to declare any
sort of need for secrecy is totally disingenuous. The information relates to me
and any additional non-related information can be redacted.

s You reference three different exemptions (5 U.S.C 652a(j}(2) and/or (k)(3}, and
{(bX3). Any rejection of a FOIA/PA exemption must be clear and specific as to
the exact section and in the case of criminal activity specific t0 ongoing
investigations not closed cases. The and/or notation in your letter is a nonspecific
blanket reference. '

| expect to receive a reply within the 35 days you allotted me for my reply. If you feel
your original actions are correct, 1 request the name, phone numbers, and address of
__the next two levels of management above your position.

Very truly yours,




May 10, 2016

Re: FinCEN Appeal #A2016-8

Dear Mr. W

This responds to your letter to the Financial Crimes Enforcement Network (“FinCEN")
dated March 23, 2016 and received by FinCEN on March 30, 2016, appealing FinCEN’s
March 9, 2016 decision to withhold in full 44 pages of records responsive to your Freedom of

Information Act (“FOIA”) request (Case No. 2016-370). Your oniginal FOIA request letter,
submitted on behalf of your client, , was dated February 19, 2016,
though you followed up this request letter with an online copy of the request to FinCEN on

February 22, 2016. Specifically, your FOIA request was for records maintained by FinCEN in
any database that either mention your client by name, or that specifically refer to him, from 1995
to the present. In addition, you requested that FinCEN provide the reason for inclusion of your
client’s name 1in a report, file, or database if responsive records were located, and the date(s) the
name was entered. On March 9, 2016, FInCEN sent you a letter (the “March 9th Letter”)
responding to your FOIA request. That letter identified 44 pages of responsive records that were
withheld in full based on applicable exemptions under the FOIA and the Privacy Act.

Your letter of appeal dated March 23, 2016, does not challenge FinCEN’s decision to
withhold in full 44 pages of responsive records. Rather, your letter requests only the dates the
responsive records were generated. Upon receiving your letter of appeal on March 30, 2016,
FinCEN reviewed your request and hereby denies your appeal.

As explained in the March 9 Letter, a number of FOIA and Privacy Act exemptions apply
to the responsive documents in this matter, including FOIA exemptions 3, 5, 7(D), and 7(E).
Your appeal neither questions FInCEN’s application of these exemptions, nor challenges the
resulting decision to withhold the responsive material. Where records are properly withheld in
full under applicable FOIA exemptions, no portions of these records, including the dates of such
records, are subject to release. See, e.g., Judicial Watch, Inc. v. U.S. Dept. of Justice, 432 F.3d
366, 371-72 (D.C. Cir. 2005) (where records constituting attorney work product were properly
withheld under FOIA Exemption 5, no portion of these records, including factual material, 1s
“reasonably segregable” for release); Electronic Privacy Information Center v. Office of the
Director of National Intelligence, 982 F. Supp. 2d 21 (D.D.C. 2013) (finding that documents
withheld in full under FOIA exemptions 3, 5, and 7(E) contained no “reasonably segregable”
information for release, including date information). Therefore, consistent with applicable case
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law finding that date information (and other factual information) is not “reasonably segregable”
under the FOIA for release when records are properly withheld in full, we have determined that
release of the requested date information in this matter would be inappropriate.

We also considered your appeal under the Privacy Act because your client is seeking
records about himself. However, the Privacy Act only grants access to applicable records upon
request to an “individual,” defined as “a citizen of the United States or an alien lawfully admitted
for permanent residence[.]” 5 U.S.C. 88 552a (a)(2), (b). Your FOIA request indicates that your
client is a Mexican citizen who holds a Spanish passport. Even if the Privacy Act definition of
“individual” applied to your client, however, the responsive documents are maintained in
FinCEN databases that have been exempted from the access provisions of the Privacy Act in
accordance with 5 U.S.C. 88 552a(j)(2) and (k)(2), as they are maintained primarily for law
enforcement purposes. See FINCEN’s most recent Privacy Act System of Records Notices, 79
Fed. Reg. 20,969-20,976 (April 14, 2014). Accordingly, the Privacy Act does not offer a basis
for your client to obtain the information he seeks.

You may obtain judicial review of this determination in the U.S. District Court for the
judicial district in which you reside or have a principal place of business, the judicial district in
which the requested records are located, or the District of Columbia, in accordance with 5 U.S.C.
8 552 (a)(4)(B).

Sincerely,
/ B A
/&bw’ubé! gj ,z/"ﬂ/%\,
Jamal EI-Hindi

Deputy Director



lefferson Waterman International
1401 K Street, N.W., Suite 400
Washington, DC 20005
Phone; {202) 216-2200

March 23, 2016

FINCEN FOIA Appeal
P.O. Box 39
Vienna, VA 22183

Reference; Appeal of FOIA 2016-370

Dear FOLA Appeal Office:

[ am submitting this appeal of the FINCEN decision dated March 9, in the above captioned case
involving my c]jeutWMy FOILA request letter was dated
February 19, 2016, I do not take issue with the determination not to release the four (4) located
documents that mention my client. As my appeal I want to make an alternate request for the
disclosure only of the dates of those documents. What I am requesting would seem to fall short
of the statutory prohibition regarding release of Bank Secrecy Act documents under FOIA, as
the date each document was generated divulges nothing about the content of those decuments
or the individuals mentioned therein, Please advise whether FINCEN can accept this alternate

request as my appeal,

If you have any questions about this request you may email ine at¢
or telephone me at[GIGH Thank you very much for your attention to this matter.




UNITED STATES DEPARTMENT OF THE TREASURY
o gy g

FIHNAKCIAL CRIMES INFOIMBNI‘ HETWORK

OFFICE OF THE DIRECTOR

August 23, 2016

Re:  FinCEN Appeat A2016-9

Dear Mr. m

This responds to your letter to the Financial Crimes Enforcement Network (“FinCEN")
dated June 7, 2016 and received by FInCEN on June 10, 2016, appealing the decision of the
Office of Personnel Management (“OPM™) made on behalf of FinCEN to redact a portion of
your background investigation records. You requested these records from OPM on May 23,
2016. OPM’s June 7, 2016 response to your request nofed that it had redacted information that is
the subject of your appeal, based on an exemption under the Freedom of Information Act
(“FOIA”) and the Privacy Act (“PA”). We have reviewed your appeal and, based on the
authorities referenced below, your appeal is hereby denied.

The withheld information was collected under the Bank Secrecy Act (“BSA”), codified in
relevant part at 31 U.S.C. §§ 5311-5314, 5316-5332. BSA reports, and records of reports, are
exempt from disclosure under the FOIA in accordance with 5 U.S.C. § 552(b)(3) and 31 U.S.C. §
5319, The FOIA exemption concerning BSA records extends to records that indicate that a
search of BSA information occurred, regardiess of whether the search revealed any
information. In other words, there may be redactions based on the mere fact that a BSA search
occurred.

We also considered your appeal under the Privacy Act because you are seeking records
about yourself, We are unable o provide you with the information you seek under the Privacy
Act. The information is maintained in a system of records containing information compiled for
law enforcement investigative purposes that has been exempted from the access provisions in the
Privacy Act in accordance 5 U.S.C. 552a(3)(2) and (k)(2). This database is described in our most
recent Privacy Act System of Records Notice, 79 Fed. Reg. 20969-20976 (April 14, 2014),

www.lincen.gov
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You may obtain judicial review of this determination in the U.S. District Court for the
judicial district in which you reside or have a principal place of business, the judicial district in
which the requested records are located, or the District of Columbia, in accordance with 5 U.S.C.
552(a)(4)(B).

Sincerely,
Jamal El-Hindi

Deputy Director



FOIA Appeal

7 June 2016
"FOIA Appeal.”
Financial Crimes Enforcement Network, Disclosure Office
P.O. Box 39,
Vienna, VA 22183
Reference: FOIA Appeal for (b (6)

I have received a United States Office of Personnel Management (OPM) FOIA request
response. The cover letter of this response is attached.

As stated in the cover letter OPM withheld information from documents 1, 3, 5-6, 87, and
102 in accordance with FOIA exemption (b)(3) and Privacy Act exemptions (j)(2) and

(K)(2).

In my appeal, ] ain requesting all information provided by Financial Crimes Enforcement
Network during this investigation be released to me.

Reasons why the information should be released.
* I have received notification tbat information supplied to the OPM investigatois
has resulted in iy investigation being handed to the Defense Office of Hearings

and Appeais (DOHA).
* The information requested may have had an adverse effect on OPM’s decision.
* In order to understand and prepare for the hearing, a copy of the information is
required.

For identification purposes, a copy of my drivers license is attached.

Sincerely,

i!'mgion, ii E!!"!

Attachments

(1) Drivers License formith address listed above
{2) Copy of initial Freedom of Information Act request to OPM

(3) Copy of letter from OPM stating information was withheld.

FOIA Appeal









To Whom It May Concern:

Financial Crimes Enforcement Network
Disclosure Office

P. O, Box 39

Vienna, VA 22183

| am requesting the release of FInCEN information regarding my most previous OPM background
investigation to assist in mitigating any threats from the most recent OPM computer compromise. { am
a Special Agent with the Air Force Office Special Investigations and would appreciate any information
that is not included in this packet — specifically Including my name.

Included In this envelope is a copy of the OPM letter dated 28 July 2015, a copy of the original OPM FOIA
request sent on 2 July 2015, and a letter copy s&nt by OPM to FinCEN on 28 July 2015.

Thank you for your attention to this matter,

Chesapeake, VA 23320













status, did | learned that [EICHItimate goal was to reduce our wages by 32% so that it would be

(b} (6}

beneficial to his operational budget numbers. When | protested to he
appreciated my productivity numbers and granted me a five percent pay increase to my original base

amount, a company car and employee benefits!

Finally, the irony of account of my ‘working off the clock’ is actually discriminatory as when
I and other investigators brought to his attention of certain other female investigatois ‘pegging their
stats’ as they carried multiple credentials and had more probability of working off the clock, we were
told that “they know how to multi task and the stats prove it’.

‘Integrity Report Writing’ Issue:

Specificaliy,estimony pertaining to the conversation | had with the Reviewer and her
comments to him is open to conjecture withoumpportunitv to confront me.

Many of the reviewers during the FWS transition were not the most cordial employees as they too were
learning the FWS curve. Specific ttestimonv as he based his comments he with had the
reviewer are not in order of the timeline and events. The conversation(s} ! had with the reviewer
centered on the lack of scope coverage as well as fack of sources, When | talkngwith the reviewer about
these issues, | voiced to her that | had exhausted possible source coverage but | would again research
my notes as well as seeking out potential sources from my notes. (As | re}:a(il, the testimony was needed
for education coverage and the timing of case was during school Sprinngreak as ! had exhausted
potential source coverage.) Later that day | retransmitted the case a§rfhe reviewer called again and |

restated to her that again | exhausted my possibilities for additional'sources.

Pertaining to the questions asked h\;“ contrary to RGOS stimony
the guestions she asked me were generic in nature and not s;ycific to any one case. As | recall, there
were five questions asking {such as, not exact wordage) if ’Igzad ever intentionally altered any

testimony?’, ‘would | consider to do so?" and ‘would { consider doing it in the future?’ 1 answered Mo’ to
all of these questions.

| call into question (b) (8) redibility and integtity as in his testimony he disclosed what he didn’t
do to address the issue at hand but later when | spegificaily asked him after the USIS Security report was
finalized, he told me that there was no issues at hand after (USiS Security) completed a quality control
review of my cases and found no discrepancies. FGrthermore he told me not to worry but to be sure that
my future cases submitted are ‘in order’ as they/may be subject to review. At least on two other
occasions, 1.) when | turned in my USIS equipment in August 2014 as well as later 2,) in my exit
interview he professed the same and said not to worry. He had the opportunity to reprimand me then,
but did not.

In ciosing, | have reviewed my employee file with USIS management and the only disparity noted in my
file was my failing the OPM Test {84%) verses tha passing grade of 85% in the Fall of 2009 as there is no
mention of any other issues. Furthermore t had conversations with (b} (6) and

(b) (6) in August 2014 as they did not mention any issues, reprimands or
pending reprimands.



Therefore | ask under these unusual circumstances that CPM change my ‘unfavorable’ rating to
‘favorable’ in an expeditious manner so that | may continue my livelihood.

Respectfully,
(b} (8)

Brooklyn, Mi 49230

517 INCICON



August 4, 2015

RE: FOIA Appeal 2015-OPM-3

Dear Mr. (b} (6)

This responds to your letter to the Financial Crimes Enforcement Network (“FinCEN™)
dated May 10, 2015, appealing the decision of the Office of Personnel Management (“OPM™),
made on behalf of FinCEN. to redact a portion of your background investigation records. OPM
received your request for these records on March 25, 2015. OPM’s April 27, 2015 response to
your request noted that it had redacted the information that is the subject of your appeal based on
an exemption under the Freedom of Information Act (“FOIA”) and the Privacy Act (“PA™).

Upon receiving your letter of appeal on May 21, 2015, FinCEN requested that OPM
submit the documents pertaining to this matter for our review. On May 28, 2015, we received
those records. We have reviewed your appeal and. based on the authorities referenced below,
your appeal is hereby denied.

The redactions reference information collected under the Bank Secrecy Act (“BSA™),
codified in relevant part at 31 U.S.C. §§ 5311-5314, 5316-5332. BSA reports, and records of
reports, are exempt from disclosure under the FOIA in accordance with 5 U.S.C. § 552(b)(3), the
FOIA exemption that relates to records specifically exempted from disclosure by statute. The
statutory language exempting BSA reports, and records of reports, from FOIA access can be
found in the BSA at 31 U.8.C. § 5319. Note that this exemption extends to records indicating
that a search of BSA information occurred, regardless of whether a positive hit resulted from
such a search. Thus, where a search of BSA information does not reveal any reports pertaining
to a subject, a record reflecting such a search will be subject to redaction.

We also considered your appeal under the Privacy Act because you are seeking records
about yourself. We are unable to provide you with the information you seek under the Privacy
Act. The information is maintained in a system of records containing information compiled for
law enforcement investigative purposes that has been exempted from the access provisions of the
Privacy Act in accordance with 5 U.S.C. §§ 552a(j)(2) and (k)(2). This database is described in
FinCEN’s most recent PA System of Records Notice, 79 Fed. Reg. 20,969 (April 14, 2014).
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You may obtain judicial review of this determination in the U.S. District Court for the
judicial district in which you reside or have a principal place of business, the judicial district in
which the requested records are located, or the District of Columbia, in accordance with 5 U.S.C.
§ 552(a)(4)(B).

ACLINYE LJEpuly LrLeCioln



May 10, 2015
“Freedom of Information Appeal”

Financial Crimes Enforcement Network
Disclosure Office

P.O. Box 39

Vienna, VA 22183

Dear Disclosure Office,

I'received by background investigation completed by OPM on May 1, 2015.

Under the Freedom of Information Act (FOIA) and “Freedom of Information Appeal,”

I would like to request any and ali records you have pertaining to me, My FinCEN report came
back that you withheld information on documents(s) 39, 41, 43, and 104 and the reasons giving
were (JH(2)(k)(2) for not providing the information.

Under the Freedom of Information Act (FOIA) and “Freedom of Information Appeal,”
Please provide all information you have on file pertaining to me.

Plano, TX 75024




September 4, 2015

RE: FOIA Appeal FinCEN 2016-011
Dear Ms. RGIGH

This responds to your letter to the Financial Crimes Enforcement Network (“FinCEN")
postmarked July 27, 2015, appealing the decision of the Office of Persounel Management
(“OPM™), made on behalf of FinCEN, to withold a portion of your background investigation
records. OPM’s July 2, 2015 response to your request noted that it withheld the information that
is the subject of your appeal based on an exemption under the Freedom of Information Act
(“FOIA™) and the Privacy Act (“PA”). On July 9, 2015, the FinCEN disclosure officer reviewed
your request and also determined that the requested records were properly withheld. We have
reviewed your appeal and, based on the authorities referenced below, your appeal is hereby
denied.

The withheld information collected under the Bank Secrecy Act (“BSA”), codified in
relevant part at 31 U.S.C. §§ 5311-5314, 5316-5332. BSA reportts, and records of reports, are
exempt from disclosure under the FOIA in accordance with 5 U.S.C. § 552(b}3), the FOIA
exemption that relates to records specifically exempted from disclosure by statute. The statutory
language exempting BSA reports, and records of reports, from FOIA access can be found in the
BSA at 31 US.C. § 5319. Note that this exemption extends to records indicating that a search of
BSA information occurred, regardless of whether a positive hit resulted from such a search.
Thus, whether or not a search of BSA information reveals any reports pertaining to a subject, a
record reflecting such a search will be subject to redaction.

We also considered your appeal under the Privacy Act because you are seeking records
about yourself. We are unable to provide you with the information you seek under the Privacy
Act. The information 1s maintained in a system of records containing information compiled for
law enforcement investigative purposes that has been exempted from the access provisions of the
Privacy Act in accordance with 5 U.S.C. §§ 552a(j)(2) and (k}(2). This database is described in
FinCEN’s most recent PA System of Records Notice, 79 Fed. Reg. 20,969 (Apnil 14, 2014).
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You may obtain judicial review of this determination in the U.S. District Court for the
judicial district in which you reside or have a principal place of business, the judicial district in
which the requested records are located, or the District of Columbia, in accordance with 5 U.S.C.
8 552(a)(4)(B).

Sincerely,

Jamal El-Hindi
Acting Deputy Director









December 7, 2015

an Antonio, lexas

Re: FOIA Appeal FinCEN — (2016-089)

Dear Mr. m

This responds to your letter to the Financial Crimes Enforcement Network (“FinCEN")
dated September 21, 2015, and received by our office on September 25, 2015, appealing
FinCEN’s decision to deny your request for information relating to your background
investigation by the Office of Persounel Management (“OPM”). On September 4, 2015, FinCEN
sent you a letter of denial based on exemptions under the Freedom of Information Act (“FOIA™)
and the Privacy Act (“PA”). We have reviewed your appeal and, based on the authorities
referenced below, your appeal is hereby denied.

We first considered your appeal under the Privacy Act because you are seeking records
about yourself. We are unable to provide you with the information you seek under the Privacy
Act. The information is maintained in a system of records containing information compiled for
law enforcement investigative purposes that has been exempted from the access provisions of the
Privacy Act in accordance with 5 U.S.C. § 552a(j)(2) and (k)(2). This database is described in
detail in our most recent Privacy Act System of Records Notice, 80 Fed. Reg. 20969-20976
(April 14, 2014).

The withheld information was collected under the Bank Secrecy Act (“BSA™), codified in
relevant part at 31 U.S.C. §§ 5311-5314, 5316-5332. BSA reports, and records of reports, are
exempt from disclosure under the FOIA in accordance with 5 U.S.C. § 552(b)(3) and 31 U.S.C. §
5319. The FOIA exemption conceming BSA records extends to records that indicate that a
search of BSA information occurred, regardless of whether the search revealed any
information. In other words, there may be redactions based on the mere fact that a BSA search
occurred.
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You may obtain judicial review of this determination in the U.S. District Court for the
judicial district in which you reside or have a principal place of business, the judicial district in
which the requested records are located, or the District of Columbia, in accordance with 5 U.S.C.

88 552(a)(4)(B).

Sincerely, '
/zpw’vJ / %Zm‘/ﬁ/@

Deputy Director



(b) (6)

San Antonio TX 78255

spt - oer 21,2015

(b) (6)

Dis = urc office

Fin  al Crimes Enforcement Network
PO Box 39

Vien VA 22183

FOIA/PA Appeal  Initial Request 06/06/2015
FinCEN 2016-089

[Dem . Paist:

Please consider this request for an explanation of the contents of my file as it relates to my
possible suitability for obtaining a sccurity clearance 1o continue my livelihood. 1 was
employed by USIS from 2004 until 2014. 1 sought employment afler returning from medical
late in late 2014 but was advised that my existing clearance would not be renewed. OPM
relerred me to your agency as they could not address with me what was in your records.

[ aro aware of no financial issues or financial crimes that may be present in your files and have
not been advised of any, My credit score has been in the high 700°s for several years, There
must be a mistake or something that I have no knowledge of.

Thunk you for your understanding and assistance on my behall.
Sincerely,

(b) {6)

San Antonio TX 78255
{b) (6)




FOIA Appeal
17 September, 2015
To: Financial Crimes Enforcement Network
Disclosure Office
P.0. Box 39
Vienna, VA 22183
Re; 2015 -19627,F \ Request from (6} (6)

Please consider this a written request for an appeal, of all of the redacted FinCEN data and or
information that is included in my OPM file.

As required, | am requesting that all redacted information be released to me for my own personal
protection; as my file has likely been one of compromise with the recent OPM Breach with DHS!

Note: The ongoing investigation with the Department of omeland Security has me greatly concerned
on what any unknown may have obtained wit regards to my OPM record.

And | wish to remain informed and vigilant, should any future cyber-attack or intrusion of privacy ever
come my way, by a criminal .~ :ment or unknown adversary.

Note; | do not feel that any redaction of the FInCEN data was done so in error.

And | am requesting that you send me a "clean” copy of my OPM file that is free of redactions.




December 1, 2015

Re: FinCEN Appeal OPM-7

Dear Mr (b} (B)

This responds to your letter to the Financial Crimes Enforcement Network (“FinCEN")
dated September 17, 2015, appealing the decision of the Office of Personnel Management
(“OPM”) made on behalf of FinCEN to redact a portion of your background investigation
records. You requested these records from OPM on July 27, 2015. OPM’s September 15, 2015,
response to your request noted that it had redacted the information that is the subject of your
appeal based on an exemption under the Freedom of Information Act (“FOIA”) and the Privacy
Act (“PA”). We have reviewed your appeal and, based on the authorities referenced below, your
appeal is hereby denied.

The withheld information was collected under the Bank Secrecy Act (“BSA™), codified in
relevant part at 31 U.S.C. §§ 5311-5314, 5316-5332. BSA reports, and records of reports, are
exempt from disclosure under the FOIA in accordance with 5 U.S.C. § 552(b)}3) and 31 U.S.C. §
5319. The FOIA exemption conceming BSA records extends to records that indicate that a
search of BSA information occurred, regardless of whether the search revealed any
information. In other words, there may be redactions based on the mere fact that a BSA search
occurred.

We also considered your appeal under the Privacy Act because you are seeking records
about yourself. We are unable to provide you with the information you seek under the Privacy
Act. The information is maintained in a system of records containing information compiled for
law enforcement investigative purposes that has been exempted from the access provisions in the
Privacy Act in accordance 5 U.S.C. 552a(j}(2) and (k){(2). This database is described in our most
recent Privacy Act System of Records Notice, 79 Fed. Reg. 20969-20976 (April 14, 2014).
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You may obtain judicial review of this determination in the U.S. District Court for the
judicial district in which you reside or have a principal place of business, the judicial district in
which the requested records are located, or the District of Columbia, in accordance with 5 U.S.C.
552(a)(4)(B).

Sincerely,

/) s L7 ?C/
Yoy (L V@A

J
Deputy Director
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