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June 23, 2017 

Consumer Financial 
Protection Bureau 

RE: FOIA Request #CFPB-2017-332-F 

This letter is in final response to your Freedom oflnformation Act (FOIA) request dated May 24, 
2017. Your request sought a copy of all Congressional Correspondence since January 21, 2017. 

A search of our Office of External Affairs for documents responsive to your request produced a 
total of 1026 pages. Of those pages, I have determined that 1011 pages of the records are 
granted in full and 15 pages are granted in part pursuant to Ti t1 e 5 U.S. C. § 5 5 2 (b )( 6). 

FOIA Exemption 6 exempts from disclosure personnel or medical files and similar files the 
release of which would cause a clearly unwarranted invasion of personal privacy. This requires a 
balancing of the public's right to disclosure against the individual's right to privacy. The privacy 
interests of the individuals in the records you have requested outweigh any minimal public 
interest in disclosure of the information. Any private interest you may have in that information 
does not factor into the aforementioned balancing test. 

You may appeal any of the responses or decisions set forth above. If you choose to file an 
appeal, you must do so within 90 calendar days from the date of this letter. Your appeal must be 
in writing, signed by you or your representative, and should contain the rationale for the appeal. 
You may send your appeal via the mail (address below), email (CFPB _FOIA@cfpb.gov) or fax 
(1-855-FAX-FOIA (329-3642)). 

Your appeal should be addressed to: 

Consumer Financial Protection Bureau 
ChiefFOIA Officer 

Freedom of Information Appeal 
1700 G Street, NW 

Washington, DC 20552 

Provisions of the FOIA allow us to recover part of the cost of complying with your request. In 
this instance, we have waived all fees related to the processing of your request. 

consumerfinance.gov 



For inquiries concerning your request, please contact our FOIA Public Liaison at 
CFPB _FOIA@cfpb.gov or by phone at 1-855-444-FOIA (3642). 

Additionally, you may contact the Office of Government Information Services (OGIS) at the 
National Archives and Records Administration to inquire about the FOIA mediation services 
they offer. The contact information for OGIS is as follows: Office of Government Information 
Services, National Archives and Records Administration, 8601 Adelphi Road-OGIS, 
College Park, MD 20740; e-mail at ogis@nara.gov; telephone at 202-741-5770; toll free at 
1-877-684-6448; or facsimile at 202-741-5769. 

Sincerely, 

+::;f l(DGr 
Raynell D. Lazier 
FOIA Manager 
Operations Division 

consumerfinance.gov 



WASHINGTON MASSACHUSETTS 

1414 Longworth Building 
Washington, DC 20515-2107 
(202) 225-5111 
Fax: (202)225-9322 

110 First Street 
Cambridge, MA 02141-2109 

(617) 621-6208 
Fax(617)621-8628 

Commit1ee on Financial Services 
Ranking Democratic Member 
Subcommittee on Housing 
& Insurance Congress of the United States 

House of Representatives 
Michael E. Capuano 

Roxbury Community College 
Campus Library 

Room 211 

Committee on Transportation & 
Infrastructure 

Committee on Ethics 7th Dl'itrkl, Massachusetts 

January 23, 2017 

Hon. Richard Cordray, Director 
Consumer Financial Protection Bureau 
1700 G Street 
Washington, DC 20552 

Re: Loosening of Mortgage Credit Standards 

Dear Director Cordray: 

High risk lending by U.S. financial institutions was a key contributor to the 2008 financial 
crisis. In the wake of that crisis, your agency promulgated the Ability to Repay (A TR) rule, 
monitoring lender compliance with standards designed to ensure that high risk, poor quality home 
loans will never again be allowed to proliferate and upend the U.S. economy. Some institutions, 
however, continue to place profit before prudence ignoring the risks to borrowers, communities 
and the economy so long as there is enough money to be made. 

A recent Moody's Investor Service report highlighted a move by one Residential Mortgage 
Backed Securities (RMBS) fund, the Caliber Home Loans Trust, to include 65 loans where only a 
30 day bank statement was used to verify income. As noted in the report, "mortgage programs 
that use bank statements and CPA letters to verify borrower income (bank statement loans), 
particularly those that rely on less than 24 months of statements (short-term bank statement loans), 
are riskier than typical mortgages in that they are more susceptible to income fraud and risk non­
compliance with the A TR rule. They are also more susceptible to an inadequate assessment of the 
borrower's capacity to repay the loan."1 

I would urge the CFPB, if you are not doing so already, to investigate this disturbing drift 
away from prudent underwriting. This movement is all the more troubling in light of Caliber Home 

1 Moody's Investors Service Sector Profile, RMBS - US Q3 20 I 6 Originator and Servicer Dashboard, 2 December 
2016 
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Loans' track record and its capacity to engage in far larger transactions as a subsidiary of the 
private equity giant, the Lone Star Funds. 

Lone Star has emerged as one of the largest purchasers of distressed loans from the Federal 
Housing Administration (FHA) and the Government Sponsored Enterprises (GSEs). Lone Star has 
also made a name for itself as one of the purchasers least likely to offer realistic loan modifications 
so that families can remain in their homes. On the contrary, "buried in a confidential bond 
document, in a jumble of legalese, Lone Star explains to investors one way it profits from 
delinquent loans. Lone Star's mortgage subsidiary will lower a borrower's monthly payment if the 
net present value of a modification is greater than the net present value of a foreclosure, loan sale 
or short sale. Translation: If foreclosing on a homeowner is the most profitable option, Lone Star 
is likely to foreclose."2 Last year, FHA acknowledged the temerity of Caliber's mortgage 
modification practices by explicitly banning Caliber's strategy of offering temporary loan 
modifications with a. "five-year interest-only" term which resulted in homeowners owing as much 
after five years of payments as they did prior to the modification. This pattern of behavior does 
not instill confidence that Lone Star and Caliber will work with homeowners in good faith should 
the Caliber Home Loans Trust mortgages become distressed. 

The New York Attorney General has opened an investigation into Lone Star and Caliber 
following a rash of complaints about the company's mortgage servicing practices, including loan 
modifications that temporarily reduce a borrower's payments but then revert back to the original 
payments often with all the deferred payments added to the back end of the loan. 3 And just this 
month, news reports disclosed that Deutsche Bank, as part of its mortgage settlement with the U.S. 
Department of Justice, is considering lending to firms that have profited from buying up distressed 
loans, such as the Lone Star Funds, instead of using its own balance sheet to provide relief to 
borrowers.4 

While there may be legitimate reasons for offering short-term bank statement loans to a 
limited segment of the home buying public, institutions offering such programs should be held to 
the highest standards to ensure that home buyers are not abused. They should also have track 
records that do not repeatedly display a propensity to take advantage of homeowners, communities, 
and the U.S. housing market. In fact, "the quality of loans originated through bank statement 
income documentation programs depends heavily on the strength of the lender's practices in 
determining the borrower's income .. . "5 The Moody's report suggests that a third party review can 
"reveal how well the lender adheres to its underwriting guidelines, affecting the likelihood that it 
could originate loans that are riskier than the guidelines indicate." 6 

2 How Housing's New Players Spiraled into Banks' Old Mistakes, by Matthew Goldstein, Rachel Abrams and Ben 
Protess, New York Times, June 26, 2016 
3 New York Attorney General Examining Private Equity Finn's Mortgage Business, New York Times, Oct. 6 2015 
4 Deutsche Bank Eyes Private Equity Help in U.S. Settlement, by Matt Scully, Bloomberg, January 4, 2017 
5 Moody's Investor Service, Sector In-Depth RMBS - US, February 9, 2016 
6 Id. 



Before Caliber, Lone Star, or any other entity determines that a movement back to the days 
of risky or predatory lending practices can grow unnoticed and unchecked, the CFPB should 
examine these bank statement loan programs and the institutions marketing them. 

Thank you for your consideration of this letter. I look forward to your response. If you 
would like to discuss any of these issues further, please contact me directly or have your staff 
contact Gira Bose in my office at uira.bose~mail.house.gov or via phone at 202-225-5111. 

Michael E. Capuano :!!'. ~~ 
MEMBER OF CONGRESS 



I: c . .-
1700 G Street. NW , Washington, DC 20552 

January 23, 2017 

The Honorable Mike Crapo 
Chairman 
U.S. Senate 
Committee on Banking, Housing, and Urban Affairs 
534 Dirksen Senate Office Building 
Washington, D .C. 20510 

The Honorable Jeb Hensarling 
Chairman 
U.S. House of Representatives 
Committee on Financial Services 
2129 Rayburn House Office Building 
Washington, D.C. 20515 

Dear Chairmen and Ranking Members, 

The Honorable Sherrod Brown 
Ranking Member 
U.S. Senate 
Committee on Banking, Housing, and Urban Affairs 
534 Dirksen Senate Office Building 
Washington, D.C. 20510 

The Honorable Maxine Waters 
Ranking Member 
U.S. House of Representatives 
Committee on Financial Services 
2221 Rayburn House Office Building 
Washington, D.C. 20515 

Enclosed please find the FY 2016 annual independent audit report completed by KPMG, L.L.P. in accordance 
with Government Auditing Standards (GAS) issued by the Comptroller General of the United States. This 
report was commissioned by the Consumer Financial Protection Bureau (CFPB) in accordance with Section 
1573 of the Full-Year Continuing Appropriations Act of 2011 (Pub. L. 112-10) which amended the Dodd-Frank 
Wall Street Reform and Consumer Protection Act of 2010 to require the CFPB to order an annual independent 
audit of its operations and budget. 

The FY 2016 independent audit evaluated: (1) CFPB's budget process relative to CFPB policies and procedures 
established over budget formulation, execution, and monitoring; (2) Asset management process relative to its 
policies and procedures over managing and maintaining accountability of CFPB assets; (3) Frequent Traveler 
Stipend Program process relative to its policies and procedures over issuing annual stipends to employees for 
extended overnight travel while on temporary official business; and ( 4) the corrective actions taken to resolve 
the findings included in CFPB's FY 2015 Independent Audit of Operations and Budget, also completed by 
KPMG, L.L.P. CFPB has partially remediated the finding from the 2015 Independent Audit. We will continue 
our work to fully remediate the finding during the upcoming year. Finally, the CFPB agrees with the two 
identified conditions around asset management and accompanying recommendations from the 2016 audit report 
and is already preparing to implement the proposed recommendations for this focus area. We are pleased to 
report these positive results and will continue to work to improve our processes. 

Should you have any questions about this report, please do not hesitate to contact me or have your staff contact 
Matt Pippin or Patrick O'Brien of the Bureau's Legislative Affairs staff. Mr. Pippin can be reached (202) 435-
7552 and Mr. O'Brien can be reached at (202) 435-7180. 

Assistant Director for Legislative Affairs 

consumerfinance.gov 



Consumer Financial Protection Bureau 
Independent Audit of Selected Operations 

and Budget 

December 16, 20 l 6 

KPMG LLP 
Suite 12000 
180 I K Street, NW 
Washington, DC 20006 
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EXECUTIVE SUMMARY 

December 16, 2016 

KPMG UP 
Suite 12000 
1801 K Street. NW 
Washington. DC 20006 

The Honorable Richard Cordray 

Director 

Consumer Financial Protection Bureau 

1700 G Street NW 

Washington, DC 20552 

Dear Mr. Cordray: 

This report presents the results of our work conducted to address the perfonnance audit objectives relative 

to the Consumer Financial Protection Bureau (hereinafter referred to as "Cf PB" or "Bureau"). Our work 

was perfonned during the period July 12, 2016 to December 16, 2016, and our results, reponed herein, are 

as of December 16, 2016. 

We conducted this performance audit in accordance with Gm·ernment Auditing Standards issued by the 

Comptroller General of the United States. Those standards require that we plan and perfonn the audit to 

obtain sufficient, appropriate evidence to provide a reasonable basis for our find ings and recommendations 

based on our audit objectives. We believe that the evidence obtained provides a reasonable basis for our 

findings and recommendations based on our audit objectives. 

As specified by CFPB, our audit objectives were 10 evaluate CFPB 's (I) budget process relative to its policies 

and procedures established over budget formulation, execution, and monitoring; (2) asset management 

process relative to its policies and procedures over managing and maintaining accountability of CFPB assets; 

(3) frequent traveler stipend program process relative to its policies and procedures over issuing annual 

stipends to employees for extended overnight travel while on temporary official business; and (4) COffective 

actions taken to resolve the findings and recommendations included in CFPB's 2015 Independent Audit of 

Selected Operations and Budget , which was performed by KPMG. 

0 1 J ll L\f l ~I Ol\ I 'r 
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As our report further describes, we identified the following finding as a result of the work performed to meet 

our audit objectives: 

A. Adherence with asset management policies and procedures needs to be improved and certain additional 

controls need to be adopted. 

We recommend that CFPB: 

I. Implement contro ls designed to ensure that barcoded asset tags are affixed to all servers upon acquisition 

and that they can be physically accessed for scanning purposes during the inventory process. 

2. Update inventory observation-related standard operating procedures to provide guidance on how to 

document the results of the annual inven tory, including (I) the date tJ1e observation(s) was performed, 

(2) the number and type of discrepancies identified (e.g., items that were found to be damaged or 

defective, as well as assets observed to be in use that were not included on the inventory tracking 

spreadsheet, and (3) disposition of the discrepancies identified, including any corrections or adjustments 

made to the inventory tracking spreadsheet. 

3. Reinforce key objectives and procedures in the inventory observation process 10 help ensure that: 

a. All assets within CFPB's possession are safeguarded and can be readily located using the 

inventory tracking spreadsheets; 

b. Appropriate documentation is maintained regarding the performance of the inventory 

observations; 

c. Inventory-related discrepancies are resolved; and 

d. Necessary updates are made to inventory listings. 

4. Provide training to applicable personnel regarding annual inventory policies and procedures. 

Through our procedures, we detennined that the prior year audit's control deficiency has been partially 

remediated. Draft procedures and options available to ensure positive destruction of storage that contains 

personally identifiable infonnation has been completed, but finalization of the procedures and the Chief 

lnfonnation Officer·s approval were in progress and not srarted, respectively, as of the coffective action 

plan's September 30, 2016 target completion date. We note, however, that CFPB management provided a 

Page 2 
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copy of the final CFPB Media Sanitization and Destruction Standard, which was signed by the Acting Chief 

lnforn1ation Officer in November, 2016. 

In addition, we identified certain areas for improvement, as presented in Appendix A - Additio11al 

/111proveme11t Observatio11s. We detennined that these observations are not reportable findings. However, 

understanding these observations may be useful to CFPB in strengthening the budget and frequent traveler 

stipend program practices. 

This perfonnance audit did not constitute an audit of financial statements in accordance with Governmenl 

Auditing Standards or U.S. Generally Accep1ed Audi1ing Standards. KPMG LLP was not engaged to and 

did not render an opinion on the CFPB"s internal controls over financial reporting or over financial 

management systems (for purposes of Office of Management and Budget (OMB) Circular No. A-123, 

Management ·s Responsibility for Intemal Control, dated December 21, 2004 1 and OMB Circular No. A-

123, Appendix D, Compliance with the Federal Financial Management Ac! of 1996, dated September 20, 

20 13). 

This report is intended solely for the information and use of the Consumer Financial Protection Bureau, and 

is not intended to be, and should not be, used by anyone other than these specified parties. 

Sincerely, 

1 OMB Circular A-123 was updated on July 15. 2016 and retitled Manage men/ 's Responsibility for Enterprise Risk 
Management and Internal Control. Among the major changes were the requirement for enterprise risk management, 
with initial implementation timeframes starting in 2017. Our 2016 audit applied the 2004 Circular A-123 in effect at 
the time of our performance audit. 

Page 3 
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BACKGROUND 

The Consumer Financial Protection Bureau (Cf PB) was established on July 21, 20 I 0 under Title X of the 

Dodd-Frank Wall Street Refom1 and Consumer Protection Act (Dodd-Frank Act, Public Law No. 111-203) 

as an independent bureau within the Federal Reserve System (Federal Reserve). The Bureau is an Executive 

agency, as defined in Section 1 OS of Title S, United States Code, with a mission to make consumer finance 

rules more effective, consistently and fairly enforce those rules, and empower consumers to take more 

control over their economic lives. To accomplish its mission, the CFPB seeks to educate consumers, 

enforce Federal consumer financial laws, and gather and analyze infonnation to better understand 

consumers, financial service providers and consumer financial markets. 

The CFPB has a diverse mandate and has assumed roles that were previously covered by seven different 

agencies responsible for rulemaking, supervision, and enforcement relating to consumer financial 

protection. The agencies which previously administered statutes transferred to the CFPB are the Board of 

Governors of the Federal Reserve System, the Office of the Comptroller of the Currency, the Office of 

Thrift Supervision, the Federal Deposit Insurance Corporation, the National Credit Union Administration, 

the Federal Trade Commission, and the Department of Housing and Urban Development. 

To accomplish its mission, tbe CFPB developed and is continuing to build a workforce with a broad and 

diverse depth of public and private industry experience that is spread across the country, with its 

headquarters in Washington, D.C. and regional offices in Chicago, New York City, and San Francisco. The 

CFPB is organized into six primary divisions: 

• Consumer Education and Engagement - Works to empower consumers with the knowledge, tools, and 

capabilities they need in order to make better-infonned financial decisions by engaging them in the 

right moments of their financial lives, while addressing the unique financial challenges faced by four 

specific populations. 

• Supen·ision. Enforcement. and Fair lending - Ensures compliance with Federal consumer financial 

laws by supervising market participants and bringing enforcement actions when appropriate. 

• Research, Markets, and Regulations - Conducts research to understand consumer financial markets and 

consumer behavior, evaluates whether there is a need for regulation, and detennines the costs and 

benefits of potential or existing regulations. 

• Legal Di1 1isio11 - Ensures the Bureau 's compliance with all applicable laws and provides advice to the 

Director and the Bureau·s divisions. 

Ol l · ICL \I l l~ I ON I Y 
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• External A.flairs - Manages the Bureau's relationships with external stakeholders and ensures that the 

Bureau maintains robust dialogue with interested stakeholders to promote understanding, transparency, 

and accountability. 

• Operations Division - Builds and sustains the CFPB' s operational infrastructure to support the entire 

organization and hears directly from consumers about challenges they face in the marketplace through 

their complaints, questions, and feedback. 

OBJECTIVES, SCOPE, AND METHODOLOGY 

Objectives and Scope 

As specified by the CFPB, the objectives of our perfom1ance audit were to evaluate CFPB ' s: 

I. Budget process relative to its policies and procedures established over budget fonnulation , execution, 

and monitoring; 

2. Asset management process relative to its policies and procedures over managing and maintaining 

accountability of CFPB assets; 

3. Frequent Traveler Stipend Program process relative to its policies and procedures over issuing annual 

stipends to employees for extended overnight travel while on temporary official business; and 

4. Corrective actions taken co resolve the findings and recommendations included in CFPB ·s 2015 

Independent Audir of Selected Operations and Budget. 

Methodology aud Approach 

We conducted our perfonnance audit in accordance with the perfonnance audit standards in Governmenr 

Auditing Standards. Those standards require that we plan and perfonn the audit to obtain sufficient, 

appropriate evidence to provide a reasonable basis for our findings and recommendations based on our 

audit objectives. Our responsibility is to provide findings and recommendations based on the results of our 

audit. We believe that the evidence obtained provides a reasonable basis for our finding and 

recommendations based on our audit objectives. 

Our methodology consisted of the following four-phased approach: 

I. Project Initiation and Planning - We met with CFPB key personnel to (I) reaffinn CFPB's and our 

collective understanding of the performance audit objectives and scope, (2) highlight our methodology 

and approach to meet the audit objectives, (3) request certain information from CFPB needed to perform 

our audit, and ( 4) gain an understanding of the status of corrective actions plans related to our prior year 

findings and recommendations. 

Offl( I \I Ll '\I ONI Y 
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2. Data Gathering - We interviewed key CFPB personnel to obtain an understanding of processes, 

controls, and available documentation for each audit objective. For each audit objective, we (1) 

researched leading practices, (2) obtained and reviewed relevant documentation, (3) selected samples 

for detailed testing and further analysis, when appropriate, and (4) documented the work perfonned and 

results of our audit procedures. 

3. Analysis Using Established Criteria - Our evaluation criteria was developed from a variety of sources, 

including requirements and technical guidance published by the Office of Management and Budget 

(OMB) and used by CFPB as leading practices2 at the time of our audit (e.g., OMB Circular No. A-123 , 

Management 's Responsibility for Internal Control; OMB Circular No. A- 123,3 Appendix D, 

Compliance with the Federal Financial Management Improvement Act of 1996; OMB Circular No. A­

l I, Preparation. Submission and Execution of the Budget); and CFPB's policies and procedures. 

4. Finding and Recommendations - The results of our audit work were the basis for our audit finding and 

recommendations. The finding and recommendations were fonnally communicated to Cf PB 

management through our Notice of Findings and Recommendations process. We met with CFPB 

management to discuss our finding, recommendations, the content of the auditor's report, and steps 

related to the final reporting process. 

The sections below present an overview of each of the audit objectives and the key procedures performed 

with respect to each area. 

CFPB's Budget Process 

Pursuant to the Dodd-Frank Act ("the Act"), the CFPB is funded principally by transfers from the Federal 

Reserve System, up to a limit set forth in the Act. In addition, pursuant to the Act , the CFPB is also 

authorized to collect and use, for specified purposes, civil penalties collected from any person or entity in 

any judicial or administrative action brought under federal consumer financial law. During fiscal years 2015 

and 2016, the CFPB"s annual transfers from the Board totaled approximately $485 million and $564 

million, respectively. The CFPB budget process consists of budget formulation (including budget 

submission and approval), budget execution, and budget monitoring (including reporting). The CFPB and 

the Federal Reserve have entered into an inter-agency agreement for the continued funding of the operations 

of the CFPB as set forth in Section 1017(b) of the Dodd-Frank Act. Under this agreement, the Federal 

~ While not required to comply with OMB regulations, CFPB uses OMB requirements and guidance as indicators of 
leading practices. 
3 See footnote I . 
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Reserve will transfer funds quarterly to the CFPB based on notification by the Director of the amounts 

needed. 

The annual budget fonnulation process begins approximately 18 months before the beginning of the fiscal 

year in which the budget will be executed. This is a collaborative effort between the CFPB's Office of the 

Chief Financial Officer (OCFO) and CFPB divisions and their offices. To facilitate a standardized and 

consistent budget formulation process, the OCFO has developed policies and procedures, including 

templates for gathering relevant data. The program or division is required to support the amounts requested 

and link to the Cf PB goals set by the Director. 

The CFPB's Operations Division is responsible for coordinating activities for budget formulation across 

the Bureau. Working in collaboration with other CFPB divisions, the OCFO has primary responsibility for 

developing the budget (including staffing estimates) consistent with statutory requirements, performance 

goals, and CFPB priorities. The CFPB Director has final approval authority over the budget. Once the 

annual budget is approved by the Director, it is disuibuted internally, commun icated to OMB (but not 

subject to approval by OMB), and posted on the CFPl3 website. 

To execute its budget, CFPB exercises administrative control of funds through several measures. A 

financial plan is developed for each division and distributed at the beginning of each fiscal year. Within the 

financial plan, each division is allocated a target staffing headcount and personnel and non-personnel 

funding for the fiscal year. Divisions are expected to adhere to their financial plan allocations and to work 

collaboratively with the OCFO to request any additional funding and/or staffing if needed throughout the 

year. The OCFO has established policies and procedures for the approvals of requisitions and commitments 

related to CFPB's funds. 

To process budgetary transactions and enforce fund controls, CFPB has entered into an inter-agency 

agreement for accounting services with the U.S. Department of the Treasury's Bureau of the Fiscal Service. 

Accounting services provided to CFPB include recording financial transactions, such as budget authority, 

allocations, collections, accounts receivable, commitments, obligations, accruals, accounts payable, 

disbursements, and journal entries. The Bureau of the Fiscal Service's automated accounting systems 

provide the budgeting and funds control at various organizational and spending levels, which are established 

at the request of the customer agency. To complement these fund controls, CFPB has established a number 

of additional monitoring controls, such as monthly budget execution summary reports, quarterly OCFO 

reviews, and the mid-year budget review. in addition, the OCFO has established policies and procedures to 

OJ l·ICl /\ I ( ISi <>NI) 
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perform a quarterly accrual analysis of obligations of$ l 00,000 or greater to detennine if goods and services 

were received. 

The CFPB has established and maintajns an Operating Reserve to protect the Bureau 's abil ity to carry out 

its authority and ensure the stability of its mission, programs, and ongoing operations in the event of 

unanticipated and unbudgeted one-time funding needs. This reserve is intended to provide a source of funds 

internal to the CFPB for unexpected situations, such as sudden increases in expenses, one-time unbudgeted 

expenses, unanticipated delays in funding, and uninsured losses. The CFPB·s Operating Reserve Policy has 

been implemented in concert with its other governance and financial policies and is intended to support the 

goals and strategies contained in those related policies and in strategic and operational plans. Additionally, 

maintenance of such a reserve is expected to minimize or eliminate the need to request fund transfers from 

the Board of Governors of the Federal Reserve (Board) outside the predetermined schedule, which could 

place an undue burden on the Federal Reserve System. 

Our methodology and approach for evaluating the budget process included the following procedures: 

• Interviewing CFPB key budget personnel within the individual division/program offices and the OCFO 

regarding formulation, execution, and monitoring; 

• Reviewing the policies and procedures for budget fonnulation, execution, and monitoring; 

• Obtaining a further understanding of the budget fonnulation, execution, and monitoring process 

through discussions with management of the OCFO and select CFPB divisions; 

• Reviewing documents used to support the budget fonnulation process; 

• Comparing the CFPB budget fonnulation, execution, and monitoring process 10 the applicable 

requirements and guidance in OMB Circular A-11 as an indicator of leading practice; 

• Reviewing documents to support the fact that the fiscal year 2016 budget was discussed with the 

program offices. was reviewed and approved by CFPB's Director, and was widely communicated 

throughout the organization; 

• Obtaining an understanding of the budget execution and monitoring process through discussions with 

OCFO management and select CFPB offices; 

• Reviewing CFPB's support for its mid-year budget review, and 

• Reviewing CFPB's use of the Operating Reserve during fiscal year 20 16, including its conformance 

with the Operating Reserve Policy. 

Our procedures did not identify any findings related to CFPB's budget process. However. as a result of our 

procedures, we reported an observation for CFPB·s consideration in further enhancing its budget process. 
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specifically as it relates to its Operating Reserve Policy, which is included in Appe11dix A -Additio11al 

Jmproveme11t Observations. This observation is related to our 2016 audit of selected operations and budget 

and is presented for the purpose of finali zing the results of the audit. 

CFPB's Asset Ma11ageme11t Process 

CFPB has established asset management policies for both information technology ( IT) and non-IT assets. 

CFPB's IT and non-IT policies together provide the responsibilities and procedures pertaining to the 

tracking and physical inventory ofCFPB-owned assets. These policies and procedures outline the process 

by which physical inventories are to be perfonned, newly-acquired assets are to be tagged with a barcode, 

assets are tracked in a spreadsheet, and lost or stolen assets are disposed of. 

During the annual wall-to-wall inventory process, inventory specialists are equipped with a hand-held 

barcode scanner and a listing of barcodes organized by building, floors , and hardware models. The hand­

held barcode scanner stores an Excel spreadsheet file of all property in the accounting records and is updated 

based on the scanned infonnation. Once the inventory process is complete, the stored infonnation is 

aggregated into the Master Inventory Spreadsheet. 

A Facilities Office (Facilities) Asset Program Manager (APM) oversees non-IT asset management program 

activities, including creating and maintaining property inventory records in a tracking spreadsheet. The 

Facilities APM ensures compliance with regulatory and other mandates, including initiation of annual 

inventories and coordinating excess property requests requiring intergovernmental cooperation. 

The Technology and Innovation (T&I) Office Infrastructure Operations Asset Management Team has 

developed asset management standard operating procedures (SOP) for manag ing and maintaining CFPB 's 

IT end user assets. These procedures describe inventory and accountability controls for tracking and 

recording assets throughout the asset lifecycle. The procedures are used by T&l Asset Management Team 

members (at both headquarters and regional offices), who are responsible for and tasked with managing 

CFPB's TT end user assets. End user assets are to be managed and tracked using Remedyforce. T&I server 

assets are managed and tracked by the Infrastructure Engineering team using an excel spreadsheet. 

Our methodology and approach for evaluating CFPB's asset management process included the following 

procedures: 

• Conducted a kickoff and interviews with CFPB key asset management personnel within the Office of 

Facilities (Facilities) and the T &I Office; 

• Reviewed the policies and procedures for asset management; 
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• Obtained an understanding of the asset management process through discussions with both T&I Office 

and Facilities Office management; 

• Reviewed documents used to support the asset management process to help us identify risks (inherent, 

fraud, and control) in the process and the controls des igned to mitigate those risks; 

• Selected and tested a sample of asset additions to determine CFPB's conformance with its asset 

management-related policies and procedures; 

• Selected samples and performed observation procedures of both a "book-to-floor" and a '·floor-to­

book" nature to determine the accuracy of CFPB's asset inventory listings: and 

• Obtained and reviewed the CFPB's June 30, 20 16 qua1ierly submission of the In ventory Tracking Log 

(inventory procedure results) for reference and comparison purposes in conjunction with our own book­

to-floor and a floor-to-book inventory observation test procedures. 

Refer to Finding A in the Finding and Recommendations section of this report for our finding and 

recommendations related to our asset management process audit objective. 

CFPB's Frequent Traveler Stipend Program (FTSP) Process 

CFPB employees who travel frequently on temporary official business are eligib le to receive an annual 

stipend if they spend more than 50 nights in eligible temporary duty travel (ETDY) status. The travel period 

for the program is January I through December 31 of each year. Approved travel s tipend payments are 

made through the payroll process, with lump sum payments to eligible employees included in the payroll 

for hours worked during the fourth pay period in the year following the travel period. 

To be considered for the annual stipend employees are required to ( I) complete, obtain supervisory approval 

of, and submit to the OCFO Travel Section a Frequent Traveler Stipend Claim Forn1 detailing the purpose 

of the travel, the ETDY travel dates, and the number of qualifying nights of travel, and (2) maintain copies 

of the claim fonn and related documentation and comply with other travel-related CFPB travel policy 

recordkeeping requirements. 

Employees' supervisors are required to review, approve, and sign Frequent Traveler Stipend Claim Forms 

to ensure that lodging nights claimed are in accordance with the Frequent Traveler Stipend Program policy 

and that the travel was perfom1ed as claimed. The OCFO Travel Section perfonns a review of the claim 

fonns and supporting documentation, interprets and applies CFPB's travel policy and frequent traveler 

stipend program policy requirements, and provides the infonnation necessary for payments to be processed. 

The OCFO may request or review additional documentation or infonnation (e.g., travel vouchers) to support 

the claim or perform post-payment audits, as considered necessary. 
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Our methodology and approach for evaluating CFPB's FTSP process included the following procedures: 

• Conducted a kickoff meeting and interviews with CFPB key FTSP personnel within the OCFO Travel 

Section; 

• Reviewed the policies and procedures for the FTSP; 

• Obtained an understanding of the FTSP process through discussions with members of the OCFO Travel 

Section; 

• Reviewed documents used to support the FTSP process to help us identify risks (inherent, fraud, and 

control) in the process and the controls designed to mitigate those risks; and 

• Selected and tested a sample of FTSP claim fonns to detem1ine confonnance with CFPB's travel stipend 

policies and procedures 

Our procedures did not identify any findings related to CFPB's FTSP process. However, as a result of our 

procedures, we reported in Appendix A - Additi<ma/ Improvem e11t Observatio11s an observation for 

CFPB 's consideration in further enhancing its FTSP process. This observation is related to our 2016 audit 

of selected operations and budget and is presented for the purpose of fina lizing the results of the audit. 

Corrective Actions Take11 to Resolve the FY2015 Audit R eport Findings a11d Recommendations 

CFPB developed corrective action plans to address the prior year recommendations included in the 2015 

Independent Audit of Operations and Budget repon.4 Our methodology and approach for the corrective 

actions process included the following procedures: 

• Reviewed the finding and related recommendations included in the 2015 Independent Audi! of 

Operations and Budget, which was defined as deficiency in internal control; 

• Obtained and reviewed the corrective action plans (CAP) developed by CFPB for the recommendations 

mentioned above; 

• Reviewed documentarion supporting rhe CFPB actions specified in the CAP and how the actions taken 

address the prior year findings. 

The table below depicts the status of the prior year recommendations based on rhe results of our 2016 

perfotmance audit procedures: 

2015 Finding 2015 Finding Type 2016 Status 

Information Privacy policies and 
Control Deficiency Partially Remediated as of 

procedures need to be updated September 30, 2016- We noted 

4 2015 /ndepe11de111 Audit of Selected Operations and Budgets. KPMG, December 18, 2015. 
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2015 Finding 201 5 Finding Type 2016 Status 

that the data cataloguing corrective 
actions had been completed as of the 
CAP 's September 30. 2016 planned 
correction date. However, the 
corrective actions related to data 
destruction had not been completed 
and implemented as of September 
30, 2016. Draft procedures and 
options available to assure positive 
destruction of storage that contains 
per anally identifiable information 
had been completed, but finalization 
of the procedures and Chief 
Information Officer approval were in 
progress and not started, 
respectively. (We note that CFPB 
management provided a copy of the 
final Cf PB Media Sanitization and 
Destruction Standard, which was 
signed by the Aeling Chief 
Information Officer in November, 
2016.) 
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Finding and Recom111e11datio11s 

Our 2016 perfonnance audit identified one internal control deficiency5 find ing, which is presented below. 

We discussed the results of the perfonnance audit with CFPB's CFO and audit focus area leads. We held 

an exit conference on December 15, 2016. 

A. Asset management annual inventory policies and procedures need to be reinforced and certain 
additional controls need to be adopted 

Background: 

Periodic inventories are not only a sign of good stewardship of public funds and assets, but they are a 

required and intrinsic component ofCFPB's Asset Management policy6. Annual inventories are conducted 

at a specified time during each fiscal year and involve a full inventory of all assets identified within the 

Bureau. CFPB · s asset tracking system is reliant on a set of unique CFPB barcoded asset tags that are placed 

on each item. During the annual inventory process, CFPB manually scans the barcoded asset tag affixed to 

every item within the facility. The results are then uploaded into a tracking spreadsheet, and items are 

grouped by asset types (e.g., facilities and technology and innovation). 

Condition: 

As a result of test procedures performed over the CF PB· s FY 2016 inventory process, we noted the 

following conditions: 

I. Controls over the identification and documentation of IT-related inventory items are not operating 

effectively to provide reasonable assurance that all IT assets are properly identified, tagged, and 

logged accurately onto the inventory tracking spreadsheet. From a sample of 63 items selected for 

testing, we noted 7 inventory recordkeeping discrepancies, including instances where an asset tag 

was missing from an asset, multiple asset tags with different numbers were affixed to the same 

asset, assets were traceable to the inventory spreadsheet using their serial numbers but the asset tag 

numbers affixed to the assets were not recorded on the inventory spreadsheet, and an asset that was 

in service had been inadvertently deleted from the inventory spreadsheet. 

s Go1•em111e111 A11diti11g Sra11dnrds. 20 11 Revision - Paragraph 6.21. '' In performance audits. a deficiency in internal control 
exists when the design or operat ion of a control does not allow management or employees, in the nom1al course of performing 
their assigned functions. to prevent, or detect and correct (I) impaim1ents of effectiveness or efficiency of operations. (2) 
misstatements in financial or perfom1ance information. or (3) noncompliance with provisions of laws, regulations. contracts. or 
grant agreements on a timely basis. A deficiency in design exists when (a) a control necessary to meet the control objective is 
missing or (b) an existing control is not properly designed so that. even if the control operates as designed. the control objective is 
not met:· 
6 CFPB Service Desk Asset Management Standard Operating Procedure - Section 3.1 (Purpose of the Inventory). 
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In addition, we noted 215 network items that were identified by serial numbers on the fiscal year 

2016 inventory tracking spreadsheet; however, there were no asset tag numbers associated with 

these assets on the spreadsheet. 

2. CFPB's TT and non-IT asset management policies and procedures lack guidance related to how the 

results of the annual inventory, including discrepancies noted and adjustments made to the 

inventory tracking spreadsheet, are to be documented. Consequently, upon inspection of CFPB's 

fiscal year 2016 inventory observation results, we were not able to determine: 

Criteria: 

a. When the inventory observations were perfonned; 

b. The number and type of discrepancies found (e.g., assets that could not be located or 

additional items found during the inventory that were not included on the inventory 

tracking spreadsheet); and 

c. Actions taken to resolve any discrepancies noted. 

• CFPB Service Desk Asset Management Standard Operating Procedure - Section 3.1 (Purpose of the 

Inventory). 

• United States Government Accountability Office (GAO) Standards/or Internal Control in the 

Federal Government Principles (September 2014) Section I 0.03, Design of Appropriate Control 

Activities and Section 12.02, Documentation o f Responsibilities through Policies . 

Cause and Effect: 

The CFPB's inventory process is manually-intensive in nature and prone to errors that may not be prevented 

or detected and corrected on a timely basis. CFPB·s inventory policies and procedures do not include 

specific policies and procedures to direct staff members on the documentation requirements over the 

performance of the annual inventory, including identifying discrepancies found during the inventory 

process, and corrective actions taken as a result of the annual inventory. If not corrected, these control 

deficiencies may prevent the Bureau from effectively managing and safeguarding its inventory assets. 

Recommendations: 

To improve controls over the asset management and annual inventory processes, we recommend that Cf PB: 

a. Implement controls designed to ensure that barcoded asset tags are affixed to all servers upon 

acquisition and that they can be physically accessed for scanning purposes during the inventory process. 

b. Update inventory observation-related standard operating procedures to provide guidance on how to 

document the results of the annual inventory, including (I) the date the observation(s) was perfonned, 
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(2) the number and type of discrepancies identified (e.g., items that were found to be damaged or 

defective, as well as assets observed to be in use that were not included on the inventory tracking 

spreadsheet, and (3) disposition of the discrepancies identified, including any corrections or adjustments 

made to the inventory tracking spreadsheet. 

c. Reinforce key objectives and procedures in the inventory observation process to help ensure that: 

• All assets within CFPB 's possession are safeguarded and can be readily located using the inventory 

tracking spreadsheets; 

• Appropriate documentation is maintained regarding rhe performance of the inventory observations; 

• Inventory-related discrepancies are resolved ; and 

• Necessary updates are made to inventory listings. 

d. Provide training to applicable personnel regarding annual inventory policies and procedures. 
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Appendix A 

Appendix A -Additional Improvement Observations 

Our current audit procedures did not identify any findings related to the budget or Frequent Traveler Stipend 

Program (FTSP) processes. However, as a result of our procedures, we are reporting certain observations 

for CFPB 's consideration in further enhancing these processes. These observations are related to our 2016 

audit of selected operations and budget and are presented for the purpose of finalizing the results of that 

audit. 

Our additional observations are as follows: 

I. Budget Function: We reviewed documentation related to the CFPB's use of the Operating Reserve 

during fiscal year 20 16 for conformance to the Operating Reserve Policy. CFPB could benefit from 

introducing enhancements to the Operating Reserve Policy in the fonn of additional clarity in the 

guidance related to (I) 1he frequency of recalculating the amount of the reserve from year to year, and 

(2) documentation requirements when the reserve is used. Specifically, CFPB may consider: 

a. Developing Standard Operating Procedures (SOP) complementing the existing policy to more 

clearly specify the required frequency of and the method and inputs for calculating the level or 

range of the amount of the reserve. including the Bureau 's considerations in developing the relevant 

inputs associated with the current year's or near-future budgetary resources. 

b. Developing an SOP to complement the existing policy that specifies the documentation 

requiremen1s related to (i) support for the case-by-case justifications for requests to utilize operating 

reserve funds, and (ii) the form or method for documenting the Director's approval of the use of 

the reserve when its use is expected to increase the Bureau's approved annual budget. 

2. Frequent Traveler Stipend Program: We reviewed CFPB 's eligibility determinations resulting in fi scal 

year 201 6 FTSP payments being made to eligible employees for conformance to the FTSP policy. 

CFPB could benefil from introducing improvements over the FTSP policies and procedures. 

Specifically, CFPB may consider: 

a. Implementing physical and electronic access controls around the OCFO Travel Section's FTSP 

claims review spreadsheet to help ensure thal only authorized individuals with a valid need can 

access the document and enter or change in fonnation. 

b. Issuing an SOP that complements the existing Frequent Traveler Stipend Program policy to 

more clearly describe the level of review expected of the employees' supervisors when 

reviewing and approving an employee's Frequent Traveler Stipend Program claim fonn prior 

to its submission to the OCFO Travel Seclion for processing. 
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Appendix B 

Appendbc B-CFPB's Management Response 

Management Responses 

We provided a draft of this report to CFPB management for review and comment. CFPB's responses to our 

finding and recommendations are included in a letter from CFPB's Acting Chief Financial Officer dated 

December 16, 2016. CFPB 's responses were not subjected to the auditing procedures applied in the 

performance audit objectives relative to CFPB; accordingly, we expressed no opinion on these responses. 
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December i6, 2016 

( 0'1Sum< I r r,;i""l(rilt 
c,.ct.~~10· n,,,,..~ .... 

Mr .• Jorge Asef-Sargent 
KPMG, L.L.P. 
1801 K Street, NW 
Suite 12000 

Washington, DC 20006 

Dear Mr. Asef-Sargent, 

Appendix B 

Thank you for the opportunity to review and comment on KPMG, L.L.P.'s report "Consumer Financial 
Protection Bureau Independent Audit of Selected Ope1·atio11s and Budget," for Fiscal Year 2016, dated 
December 16, 2016. We have reviewed the audit report and concur with the recommendations contained 
therein. As noted in the report, CFPB has partially remediated the finding from the 2015 Independent 
Audit conducted by your firm. We will continue our work to fully remediate the finding during the 
upcoming year. 

We agree with the hvo identified conditions and accompanying recommendations in the 2016 audit 
report. My colleagues are already preparing to implement the proposed recommendations from the Asset 
Management audit focus area. The comments on the recommendations in this letter provide additional 
detail on planned actions to enhance the processes and controls in the Asset Management audit focus 
area. 

In an effort to enhance the Bureau's operations and to address the performance impro\'cment 
opportunities in the audit focus areas that KPMG studied, the Bureau will evaluate how best to 
incorporate the observed oppo11unities for impro\'ement in the audit focus areas into the existing policies 
and procedures of these audit focus areas. 

Thank you again for your re,~ew. 

Sincerely, 

~,). ~) 
Elizabeth Reilly 
Acting Chief Financial Officer 
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Appendix B 

Auditor's Condition 1: CFPB's Asset Management Function 

Condition: The Auditor noted that controls ovel' the identification and documentation of IT-related 
inventory items are not operating effectively to provide reasonable assurance that all IT assets al'e 
properly identified, tagged, and logged accurately onto the inventory tmcking spreadsheet. from a 
sample of items selected/or testing, the Auditor noted several inventol'y recordkeeping discrepancies. 

CFPB Response: The CFPB agrees with the Condition described above. 

Auditor's Condition 2: CFPB's Asset Management Function 

Condition: The Auditor noted that CFPB's IT and non-IT asset management policies and procedul'es lack 
guidance related to how the results of the annual inventoi·y, including discrepancies noted and 
adjustments made to the inventory tracking spreadsheet, are to be documented. Consequently, upon 
inspection of CFPB's fiscal year 2016 inventol'y observation results, the Auditor was not able to 
determine: When the inventory observations were performed; The number and type of discrepancies 
found (e.g., assets that could not be located or additional items found during the inventory that were not 
included on the inventory tracking spreadsheet); and Actions taken to resolve any discrepancies noted. 

CFPB Response: The CFPB agrees with the Condition described above. 

Auditor's Recommendation(s) Related to Conditions 1 and 2: CFPB's Asset Management 
Function 

Recommendation: The Auditor recommends that CFPB: 
1. Implement contl'ols designed to ensure that barcoded asset tags are affixed to all sel'vers upon 

acquisition and that tl1ey can be physically accessed for scanning purposes during the inventory 
process. 

2. Update inventory observation-related standard operating procedw·es to provide guidance on how 
to document the results of the annual invento111, including (1) the date the observation(s) was 
performed, (2) the number and type of discrepancies identified (e.g., items that were found to be 
damaged or defective, as well as assets observed to be in use that were not included on the inventory 
tracking spreadsheet), and (3) disposition of the discrepancies identified, including any corrections 
or adjustments made to the inventory tracking spreadsheet. 

3. Reinforce key objectives and procedures in the invento1·y observation process to help ensure that: 
• All assets within CFPB's possession are safeguarded and can be readily located using the 

inventory tracking spreadsheets; 
• Appropriate documentation is maintained regarding the performance of the inventory 

observations; 
• Inventor·y-related discrepancies are 1·esolved; and 
• Necessary updates are made to inventory listings. 

4. Prouide training to applicable personnel regarding annual inventory policies and procedures. 

CFPB Response: The CFPB agrees with the Auditor's recommendations. In FY 2017, T&I will continue 
lo refine its asset management process. We will work to consolidate the T&I inventory, as well as input all 
T&I assets into our asset management database. Consolidation of the inventory will provide one process 
for tracking and accounting for all equipment as it is received. Consolidation will also ensure that the 
inventory details are readily available and discrepancies easily identified. 
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1700 G Street. NW , Washington, DC 20552 

January 23, 2017 

The Honorable Mike Crapo 
Chairman 
U.S. Senate 
Committee on Banking, Housing, and Urban Affairs 
534 Dirksen Senate Office Building 
Washington, D .C. 20510 

The Honorable Jeb Hensarling 
Chairman 
U.S. House of Representatives 
Committee on Financial Services 
2129 Rayburn House Office Building 
Washington, D.C. 20515 

Dear Chairmen and Ranking Members, 

The Honorable Sherrod Brown 
Ranking Member 
U.S. Senate 
Committee on Banking, Housing, and Urban Affairs 
534 Dirksen Senate Office Building 
Washington, D.C. 20510 

The Honorable Maxine Waters 
Ranking Member 
U.S. House of Representatives 
Committee on Financial Services 
2221 Rayburn House Office Building 
Washington, D.C. 20515 

Enclosed please find the FY 2016 annual independent audit report completed by KPMG, L.L.P. in accordance 
with Government Auditing Standards (GAS) issued by the Comptroller General of the United States. This 
report was commissioned by the Consumer Financial Protection Bureau (CFPB) in accordance with Section 
1573 of the Full-Year Continuing Appropriations Act of 2011 (Pub. L. 112-10) which amended the Dodd-Frank 
Wall Street Reform and Consumer Protection Act of 2010 to require the CFPB to order an annual independent 
audit of its operations and budget. 

The FY 2016 independent audit evaluated: (1) CFPB's budget process relative to CFPB policies and procedures 
established over budget formulation, execution, and monitoring; (2) Asset management process relative to its 
policies and procedures over managing and maintaining accountability of CFPB assets; (3) Frequent Traveler 
Stipend Program process relative to its policies and procedures over issuing annual stipends to employees for 
extended overnight travel while on temporary official business; and ( 4) the corrective actions taken to resolve 
the findings included in CFPB's FY 2015 Independent Audit of Operations and Budget, also completed by 
KPMG, L.L.P. CFPB has partially remediated the finding from the 2015 Independent Audit. We will continue 
our work to fully remediate the finding during the upcoming year. Finally, the CFPB agrees with the two 
identified conditions around asset management and accompanying recommendations from the 2016 audit report 
and is already preparing to implement the proposed recommendations for this focus area. We are pleased to 
report these positive results and will continue to work to improve our processes. 

Should you have any questions about this report, please do not hesitate to contact me or have your staff contact 
Matt Pippin or Patrick O'Brien of the Bureau's Legislative Affairs staff. Mr. Pippin can be reached (202) 435-
7552 and Mr. O'Brien can be reached at (202) 435-7180. 

Assistant Director for Legislative Affairs 
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January 23, 2017 

The Honorable Mike Crapo 
Chairman 
U.S. Senate 
Committee on Banking, Housing, and Urban Affairs 
534 Dirksen Senate Office Building 
Washington, D .C. 20510 

The Honorable Jeb Hensarling 
Chairman 
U.S. House of Representatives 
Committee on Financial Services 
2129 Rayburn House Office Building 
Washington, D.C. 20515 

Dear Chairmen and Ranking Members, 

The Honorable Sherrod Brown 
Ranking Member 
U.S. Senate 
Committee on Banking, Housing, and Urban Affairs 
534 Dirksen Senate Office Building 
Washington, D.C. 20510 

The Honorable Maxine Waters 
Ranking Member 
U.S. House of Representatives 
Committee on Financial Services 
2221 Rayburn House Office Building 
Washington, D.C. 20515 

Enclosed please find the FY 2016 annual independent audit report completed by KPMG, L.L.P. in accordance 
with Government Auditing Standards (GAS) issued by the Comptroller General of the United States. This 
report was commissioned by the Consumer Financial Protection Bureau (CFPB) in accordance with Section 
1573 of the Full-Year Continuing Appropriations Act of 2011 (Pub. L. 112-10) which amended the Dodd-Frank 
Wall Street Reform and Consumer Protection Act of 2010 to require the CFPB to order an annual independent 
audit of its operations and budget. 

The FY 2016 independent audit evaluated: (1) CFPB's budget process relative to CFPB policies and procedures 
established over budget formulation, execution, and monitoring; (2) Asset management process relative to its 
policies and procedures over managing and maintaining accountability of CFPB assets; (3) Frequent Traveler 
Stipend Program process relative to its policies and procedures over issuing annual stipends to employees for 
extended overnight travel while on temporary official business; and ( 4) the corrective actions taken to resolve 
the findings included in CFPB's FY 2015 Independent Audit of Operations and Budget, also completed by 
KPMG, L.L.P. CFPB has partially remediated the finding from the 2015 Independent Audit. We will continue 
our work to fully remediate the finding during the upcoming year. Finally, the CFPB agrees with the two 
identified conditions around asset management and accompanying recommendations from the 2016 audit report 
and is already preparing to implement the proposed recommendations for this focus area. We are pleased to 
report these positive results and will continue to work to improve our processes. 

Should you have any questions about this report, please do not hesitate to contact me or have your staff contact 
Matt Pippin or Patrick O'Brien of the Bureau's Legislative Affairs staff. Mr. Pippin can be reached (202) 435-
7552 and Mr. O'Brien can be reached at (202) 435-7180. 

Assistant Director for Legislative Affairs 
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The Honorable Mike Crapo 
Chairman 
U.S. Senate 
Committee on Banking, Housing, and Urban Affairs 
534 Dirksen Senate Office Building 
Washington, D .C. 20510 

The Honorable Jeb Hensarling 
Chairman 
U.S. House of Representatives 
Committee on Financial Services 
2129 Rayburn House Office Building 
Washington, D.C. 20515 

Dear Chairmen and Ranking Members, 

The Honorable Sherrod Brown 
Ranking Member 
U.S. Senate 
Committee on Banking, Housing, and Urban Affairs 
534 Dirksen Senate Office Building 
Washington, D.C. 20510 

The Honorable Maxine Waters 
Ranking Member 
U.S. House of Representatives 
Committee on Financial Services 
2221 Rayburn House Office Building 
Washington, D.C. 20515 

Enclosed please find the FY 2016 annual independent audit report completed by KPMG, L.L.P. in accordance 
with Government Auditing Standards (GAS) issued by the Comptroller General of the United States. This 
report was commissioned by the Consumer Financial Protection Bureau (CFPB) in accordance with Section 
1573 of the Full-Year Continuing Appropriations Act of 2011 (Pub. L. 112-10) which amended the Dodd-Frank 
Wall Street Reform and Consumer Protection Act of 2010 to require the CFPB to order an annual independent 
audit of its operations and budget. 

The FY 2016 independent audit evaluated: (1) CFPB's budget process relative to CFPB policies and procedures 
established over budget formulation, execution, and monitoring; (2) Asset management process relative to its 
policies and procedures over managing and maintaining accountability of CFPB assets; (3) Frequent Traveler 
Stipend Program process relative to its policies and procedures over issuing annual stipends to employees for 
extended overnight travel while on temporary official business; and ( 4) the corrective actions taken to resolve 
the findings included in CFPB's FY 2015 Independent Audit of Operations and Budget, also completed by 
KPMG, L.L.P. CFPB has partially remediated the finding from the 2015 Independent Audit. We will continue 
our work to fully remediate the finding during the upcoming year. Finally, the CFPB agrees with the two 
identified conditions around asset management and accompanying recommendations from the 2016 audit report 
and is already preparing to implement the proposed recommendations for this focus area. We are pleased to 
report these positive results and will continue to work to improve our processes. 

Should you have any questions about this report, please do not hesitate to contact me or have your staff contact 
Matt Pippin or Patrick O'Brien of the Bureau's Legislative Affairs staff. Mr. Pippin can be reached (202) 435-
7552 and Mr. O'Brien can be reached at (202) 435-7180. 

Assistant Director for Legislative Affairs 
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JEFF FLAKE 
ARI/ONA 

SR-413 RUSSELL SfNATE 0FFICf BUIWING 
(202) 224-4521 

COMMITIEE ON FOREIGN RELATIONS 

COMMITIEEON 
11.lnitcd ~tatcs ~cnatc 

ENERGY AND NATURAL RESOURCES WASHINGTON, DC 20510-0305 
COMMITIEE ON THE JUDICIARY 

COMMITIEE ON AGING 

The Honorable Richard Cordray 
Director 
Consumer Financial Protection Bureau 
1700 G Street, NW 
Washington, DC 20552 

Dear Director Cordray: 

January 24, 2017 

SlArt O~Htt~· 

2200 EAST CAMELBACK ROAD 
SUITE 120 

PHOENIX. AZ 85016 
(602) 840-1891 

6840 NORTH ORACLE ROAD 
SUITE 150 

TUCSON, AZ 85704 

(520) 57& 8633 

I write to follow up on my letter to you from August 19, 2016. As you recall this letter regarded 
the Bureau's proposed rulemaking on pre-dispute arbitration related to consumer financial 
products. 

In my letter 1 requested answers to the following questions: 

1. The study compares total awards from class action settlements over a five-year period 
with arbitral awards over only a two-year period. 

a) Please explain why, given the inherent differences between settlements and damage 
awards, the Bureau believes this to be an apple-to-apple comparison? 

b) Please explain why, given the inherent differences between settlements and damage 
awards, the Bureau did not compare class action settlements to pre-arbitral alternatives 
like mediation and "customer service" settlements? 

2. On what basis did the Bureau exclude data on arbitraJ settlements? On what basis did it 
exclude data on mediation and "customer service" 
settlements? 

3. Please describe any and all of the alternatives to the proposed new regulatory regime 
that the Bureau considered. 

4. Is it possible for an arbitration agreement between consumers and financial institutions 
to be fair and non-deceptive? If yes, would such an agreement meet the Bureau's 
approval? 

5. The Bureau has only operated since July 2011. In that time, it has supposedly 
recovered $11.2 billion for consumers through enforcement actions and $300 million 
through supervisory actions. 

a) Given the Bureau's enforcement record since July 2011 , why did the Bureau deem it 
appropriate to only study data from 2008 to 2012? 

http. //www Flake senate.gov 
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b) What effect does the existence of the Bureau's enforcement power since July 2011 
have on the net benefit of class actions? 

6. The Arbitration Rule is based on the premise that banning the use of agreements that 
prohibit class-action lawsuits is "in the best interest of the public." However, in many 
instances, attorney fees comprise large portions of the aggregate payments made to 
classes in settlements. As Judge Richard Posner has observed: 

[C]lass counsel . .. have an opportunity to maximize their attorneys' fees ... at the 
expense of the class. The defendant cares only about the size of the settlement, not how it 
is divided between attorneys' fees and compensation for the class. From the selfish 
standpoint of class counsel and the defendant, therefore, the optimal settlement is one 
modest in overall amount but heavily tilted toward attorneys' fees. Eubank, et al. v. Pella 
Corp. & Pella Windows & Doors, Inc. , 753 F.3d 718, 720 (2014). 

Indeed, the Bureau's study confirmed this, finding that in settlements of $100,000 or less 
attorney fees comprised 57 percent of total payouts. 

a) Did the Bureau consider placing a limit on the percentage of fees an attorney can 
demand in a lawsuit? 

b) What would you consider to be a reasonable range of attorney fees by percentage of 
payments made in a settlement? Why? 

7. You stated on February 16, 2016, "the Bureau's rule requires companies to provide the 
Bureau with arbitral claims and awards, which might be made public, the proposals we 
are considering would bring the arbitration of individual disputes into the sunlight of 
public scrutiny." You have argued that this information is vital in evaluating arbitration. 
If the information is vital to evaluate the effectiveness of arbitration, why didn' t the 
Bureau require it in the study? 

8. Did the Bureau consider whether the restriction of mandatory arbitration agreements 
would affect the availability of arbitration as a means to settle disputes between 
consumers and financial institutions? lf so, why did the Bureau disregard this concern? 

My letter did not include a deadline for your response, but four months have now passed without 
hearing from you. A December 2, 2016 "rulemaking agenda" blog on the Bureau's website 
reaffirmed that your agency is still conducting rulemaking process for this rule. 

I am therefore requesting that you provide answers to my questions by January 31, 2017. If you 
are unable to reply with this request, please provide me a specific explanation as to why you 
cannot by January 31, 2017. 

Sincerely, 

United States Senator 



Con~ume1 f-o!'lan<:1~ 
Pro\cctoon Bu•eil:J 

1100 G Street. N.W .. Washington DC ?055/ 

January 25, 2017 

The Honorable Maxine Waters 
Ranking Member 
Committee on Financial Services 
U.S. House of Representatives 
4340 Thomas P. O'Neill , Jr. Federal Office Building 
Washington, D.C. 205 15 

Dear Ranking Member Waters: 

Thank you for your letter regarding the Consumer Financial Protection Bureau 's recent proposal to 
regulate pre-dispute arbitration agreements in contracts for consumer financial products and 
services. 1 

As you know, in May 20 16, the Bureau published a proposed rule that would prohibit pre-dispute 
arbitration clauses that deny groups of consumers the ability to get relief through the courts. The 
proposal would prohibit covered providers of ce1tain consumer financial products and services 
from using an arbitration agreement to bar the consumer from filing or pa1ticipating in a class 
action. Under the proposal, companies would still be able to include pre-dispute arbitration clauses 
in their contracts. However, for contracts subject to the proposal, the clauses would have to state 
explicitly that they cannot be used to stop consumers from being part of a class action in court. 
The proposal would also require a covered provider that has an arbitration agreement and that is 
involved in arbitration pursuant to a pre-dispute arbitration agreement to submit specified arbitral 
records to the Bureau. 

This proposal is based on a number of preliminary findings outlined in the proposed rule. These 
findings include the Bureau·s preliminary determination that companies widely use pre-dispute 
arbitration agreements to prevent consumers from seeking relief for potential violations of the law 
on a class basis and consumers rarely file individual lawsuits or arbitration cases to obtain such 
relief. The Bureau· s proposal is designed to protect consumers' rights to pursue justice and relief 
and to deter companies from violating the law. The Bureau expects that the proposal, if finalized, 
would allow consumers who remain subject to pre-dispute arbitration agreements to file a class 
action or join a class action when someone else files it. The Bureau is currently reviewing the 
comments on the proposed rule and will consider any comments received in accordance with its 
obligations for notice-and-comment rulemaking. 

1 Arbitration Agreements Notice of Proposed Rulemaking. 81 FR 32829 (May 24, 20 J 6), a1·ailable at 
http'· fe<.leralr..:!!1-..tl'r !.!O\ .i 2016-10% I. 
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Should you have any questions, please do not hesitate to contact me or have your staff contact 
Patrick O ' Brien in the Bureau's Office of Legislative Affairs. Mr. O"Brien can be reached at (202) 
435-7180. I look forward to working with you on this and other consumer financial protection 
matters of impo1iance to you and your constituents. 

Sincerely, 

Richard Cordray 
Director 
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January 30, 2017 

The Honorable Jeff Flake 
United States Senate 
413 Russell Senate Office Building 
Washington, DC 20510 

Dear Senator Flake: 

Thank you for your letters regarding the Consumer Financial Protection Bureau's proposal to 
regulate pre-dispute arbitration agreements in contracts for consumer financial products and 
services. The Bureau welcomes your feedback as we continue to engage with you and other 
stakeholders on our rulemaking. 

As you know, in May 2016, the Bureau published a proposed rule that would prohibit pre-dispute 
arbitration clauses that deny groups of consumers the ability to get relief through the courts. The 
proposal would prohibit covered providers of certain consumer financial products and services 
from using an arbitration agreement to bar the consumer from filing or participating in a class 
action. Under the proposal, companies would still be able to include pre-dispute arbitration clauses 
in their contracts. However, for contracts subject to the proposal, the clauses would have to state 
explicitly that they cannot be used to stop consumers from being part of a class action in court. 
The proposal would also require a covered provider that is involved in arbitration pursuant to a pre­
dispute arbitration agreement to submit specified arbitral records to the Bureau. 

This proposal is based on a number of preliminary findings outlined in the proposed rule. These 
findings include the Bureau's preliminary determination, noted in your letter, that companies 
widely use pre-dispute arbitration agreements to prevent consumers from seeking relief for 
potential violations of the law on a class basis and consumers rarely file individual lawsuits or 
arbitration cases to obtain such relief. The Bureau's proposal is designed to protect consumers' 
rights to pursue justice and relief and to deter companies from violating the law. The proposal, if 
finalized, would allow consumers who remain subject to pre-dispute arbitration agreements to file a 
class action or join a class action when someone else files it. The Bureau is currently reviewing the 
comments on the proposed rule and will consider any comments received in accordance with its 
obligations for notice-and-comment rulemaking. 

The Arbitration Study and the Proposed Rule address many of the questions posed in your letter. 
As the rulemaking process continues, the Bureau will act in accordance with its obligations under 

1 Arbitration Agreements Notice of Proposed Rulemaking (NPRM), 81 FR 32829 (May 24, 2016), available at 
https://federalreg1ster.go .. 1at2016-10961 . 
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the Administrative Procedures Act and appropriately consider issues raised by commenters. 

1. The study compares total awards from class action settlements over a five-year period with 
arbitral awards over only a two-year period. 

a. Please explain why, given the inherent differences between class action settlements 
and damage awards, the Bureau believe this to be an apple-to-apple comparison? 

Response 
The Bureau did not draw comparisons between class action settlements and damage awards in 
either the Study or the NPRM. As the Study's frequency analysis shows, in significant respects, 
the disputes that are filed in arbitration differ from the disputes that are filed in litigation. To a 
greater or lesser degree of certainty, these differences result from decisions that the parties make 

about arbitration and litigation, such as the company's decision to have an arbitration clause, the 
consumer's willingness to initiate either arbitration or litigation, the company's or consumer's 
decision to invoke the arbitration clause in a given litigation, and the parties' decision to settle or 

litigate. Disputes, in short, are not randomly assigned to the two different fora. They exist in one 
forum or the other because of purposeful decisions by one or both parties. And the known 
outcomes - principally the cases resolved through an arbitrator's or court' s decision - likewise 
reach that form of outcome, at least in part because of purposeful decisions by one or both parties. 

As also noted in the Study, while the Bureau was able to locate federal class settlements dating 
back to 2008 in the Courtlink database maintained by LexisNexis, electronic records for arbitral 

awards only became available in 20 I 0. As the Study also noted, more than half of the arbitrations 
filed in 2012 were still outstanding as of the time the Bureau began its analysis in 2013, such that it 
was not feasible to analyze a sufficient number of outcomes in those cases. 

Response 

b. Please explain why, given the inherent differences between settlements and damage 
awards, the Bureau did not compare class action settlements lo pre-arbitral 
alternatives like mediation and "customer service" setL/ements? 

As stated in its proposal, the Bureau preliminarily found that informal dispute resolution 
mechanisms are insufficient to fully resolve potential violations of the law that broadly apply to 

many or all customers of a particular company for a given product or service. The Bureau stated 
that it understands that when an individual consumer complains about a particular charge or other 
practice, it is often in the financial institution's interest to provide the individual with a response 
explaining that charge and, in some cases, a full or partial refund or reversal of the practice, in 
order to preserve the customer relationship. But, many consumers may not be aware that a 
company is behaving in a particular way, let alone that the company's conduct is unlawful. Thus, 
an informal dispute resolution system may be unlikely to provide relief to all consumers who are 

adversely affected by a particular practice. Indeed, the Bureau has observed that its enforcement 
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actions deliver relief to consumers who have not received it already through informal dispute 

resolution. 

Moreover, even where consumers do make complaints informally, the outcome of these disputes 

may be unrelated to the underlying merits of the claim. Nothing requires a company to resolve a 
dispute in a particular consumer's favor, to award complete relief to that consumer, to discontinue 

the complained of practice in the future, to decide the same dispute in the same way for all 

consumers, or to reimburse consumers who had not raised their dispute to a company. Regardless 

of the merits of or similarities between the complaints, the company retains discretion to decide 

how to resolve them. For example, if two consumers bring the same dispute to a company, the 

company might resolve the dispute in favor of a consumer who is a source of significant profit 

while it might reach a different resolution for a less profitable consumer. Indeed, the Bureau 

understands that it is quite common for financial institutions (especially the larger ones that interact 

with the greatest number of consumers) to maintain profitability scores on each customer and to 

cabin the discretion of customer service representatives to make adjustments on behalf of 

complaining consumers based on such scores. 

The Bureau noted in its proposal that it has considered arguments that arbitration agreements 

provide a sufficiently strong incentive to providers to address consumers' concerns and obviate the 

need to strengthen private enforcement mechanisms. One such argument is that many agreements 

contain filing fee-shifting provisions that require providers to pay consumers' up front filing fees. 

Some stakeholders have posited that the ease and low up front cost of arbitration may change many 

negative-value individual legal claims into positive-value arbitrations that, in turn, create an 

additional incentive for providers to resolve matters internally. In principle, if arbitration 

agreements had the effect of transforming many negative-value claims into positive ones, that 

would affect not just providers' incentives to resolve individual cases (as some stakeholders have 

posited) but also their incentives to comply with the law ex ante. 

As noted in the Bureau's proposal, however, there has been little if any empirical support for such 

an argument. The Bureau has only been able to document several hundred consumers per year 

actually filing arbitration claims and the Bureau is unaware that providers have routinely concluded 

that considerably more consumers were likely to file. The Bureau has received comments on the 

proposal, including on the issue of this type of"informal" dispute resolution and its relationship to 

arbitration, and is considering the comments that it has received. 

2. On what basis did the Bureau exclude data on arbitral settlements? On what basis did it 
exclude data on mediation and "customer service" settlements? 

Response 

For the most part, the arbitral settlements are data that has not been available to researchers, 

including the Bureau. Arbitrators do not resolve the vast majority of consumer financial disputes 

filed with the American Arbitration Association (which is the largest administrator of consumer 
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arbitrations), as disputes are frequently settled or reach other procedural outcomes, and the content 
of those settlements are not set forth in the case file. The Bureau's ability to review substantive 
outcomes in arbitration therefore is generally limited to arbitration decisions on the merits, and the 
substantive outcomes of most consumer financial arbitration disputes are unknown and largely 
unknowable to reviewers.2 

The Study also focused on formal dispute resolution, of which arbitration is one type, and litigation 
is another. As discussed above, customer service accommodations may preclude a need for formal 
dispute resolution of a given consumer's issue. However, formal dispute resolution exists, is used, 
and generates the relief described in the Study, and the Bureau preliminarily found in the proposal 
that these data substantiate its view, as described in the previous question, that informal dispute 
resolution does not adequately resolve all claims of legal violations. The Bureau has received 
comments on the nature and extent of informal dispute resolution and will consider those 
comments in accordance with its obligations for notice-and-comment rulemaking. 

3. Please describe any and all of the alternatives to the proposed new regulatory regime that 
the Bureau considered. 

Response 

The proposed rule describes several potential alternatives, including consumer disclosures, 
consumer education, opt-in or opt-out requirements, a total ban on pre-dispute arbitration 
agreements, as well as specific exemptions such as for small entities or matters that entities have 
reported to regulators.3 As noted in the proposal, the goals of the proposal are to ensure adequate 
deterrence of and remedies for violations of law in consumer financial markets. ln the proposal, the 
Bureau stated its belief that none of the alternatives described would be significant alternatives 
insofar as they would not accomplish the goal of the proposed rulemaking with substantially less 
regulatory burden. However, the Bureau requested comment on these potential alternative policy 

options, including any evidence that would indicate that the option could achieve such goals. The 
Bureau is currently reviewing the comments received on the proposed rule and potential 
alternatives thereto and will consider any comments received in accordance with its obligations for 
notice-and-comment rulemaking. 

4. Is it possible for arbitration agreement between consumers and financial institutions to be 
fair and non-deceptive? If yes, would such an agreement meet the Bureau 's approval? 

Response 
Yes, it is possible for arbitration agreements between consumers and financial institutions to be fair 
and non-deceptive. As is stated in the proposal, arbitration clauses, apart from blocking class 

2 See also, answer to lb. 
3 See Arbitration Agreements Notice of Proposed Rulemaking, 81 FR 32920-32922. 
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actions, have historically included provisions that have been used to harm consumers. 
Nevertheless, the Bureau has not proposed to prohibit arbitration agreements generally because of 
its preliminary finding that the relative fairness of individual arbitration, as compared to individual 
litigation, was inconclusive. The Bureau has received comments on this preliminary finding and 
will consider those comments in accordance with its obligations for notice-and-comment 
rulemaking. 

5. The Bureau has only operated since July 2011. Jn that time, it has supposedly recovered 

$11.2 bil/ionfor consumers through enforcement actions and $300 million through 
supervisory actions. 

a. Given the Bureau's enforcement record since 2011, why did the Bureau deem it 

appropriate to only study data from 2008 to 2012? 
Response 
The Study identified public and private enforcement actions that occurred between 2008-2012 and 
then searched for the respective matching private and public enforcement actions without a date 
limitation of2012.4 The Study showed private class actions often complement public enforcement 
rather than duplicate it. In 88 percent of the public enforcement actions the Bureau identified, the 
Bureau did not find an overlapping private class action. Similarly, in 68 percent of the private class 
actions the Bureau identified, the Bureau did not find an overlapping public enforcement action. 

Moreover, in a sample of class action settlements of less than $10 million, the Bureau did not find 
overlapping public enforcement action 82 percent of the time. Even where there was overlap, 
private class actions tended to precede public enforcement actions, roughly two-thirds of the time. 
The Bureau has received comments on the methods used for its analysis of public and private 
enforcement actions, including on whether it selected the appropriate time period for its analysis, 
and will consider those comments in accordance with its obligations for notice-and-comment 
rulemaking. 

b. What effect does the existence of the Bureau 's enforcement power since July 2011 
have on the net benefit of class actions? 

Response 
As is noted in the proposed rule, the Bureau preliminarily concluded, based upon the results of the 
Study and its own experience and expertise, that public enforcement is not itself a sufficient means 
to enforce consumer protection laws and consumer finance contracts. As the Bureau noted, the 
market for consumer finance products and services is vast, encompassing trillions of dollars of 
assets and revenue and the proposal alone would cover about 50,000 firms. In contrast, the 
resources of public enforcement agencies, including the Bureau, are limited. For example, the 
Bureau enforces over 20 separate Federal consumer financial protection laws with respect to every 

4 Arbitration Study: Report to Congress, pursuant to Dodd-Frank Wall Street Reform and Consumer Protection Act 
§1028, Appendix U. 
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depository institution with assets of more than $10 billion and all non-depository institutions. Yet 
the Bureau has about 1,500 employees, only some of whom work in its Division of Supervision, 
Enforcement, and Fair Lending, which supervises for compliance and enforces these laws. The 
Bureau has received comments on the proposal, including on the issue of the impact of its recent 
enforcement activity, and will consider the comments it has received in accordance with its 
obligations for notice-and-comment rulemaking. 

6. The Arbitration Rule is based on the premise that banning the use of agreements that 
prohibit class-action lawsuits is "in the best interest of the public. " However, in many 
instances, attorney fees comprise large portions of the aggregate payments made to classes 

in settlements. As Judge Richard Posner has observed: 
[C]lass counsel ... have an opportunity to maximize their attorneys ' fees ... at the 
expense of the class. The defendant cares only about the size of the settlement, not 
how it is divided between attorneys 'fees and compensation/or the class. From the 
selfish standpoint of class counsel and the defendant, therefore, the optimal 
settlement is one modest in overall amount but heavily tilted toward attorneys ' fees. 
Eubank, et al. v. Pella Corp. & Pella Windows & Doors, Inc. , 753 F3d 718, 720 
(2014). 

Indeed the Bureau 's study confirmed this, finding that in settlements o/$100,000 or less 
attorney fees comprised 57 percent of total payouts. 

Response 

a. Did the Bureau consider placing a limit on the percentage of fees an attorney can 
demand in a lawsuit? 

As discussed above in the response to Question 3, the goals of the proposal are to ensure adequate 
deterrence of and remedies for violations of law in consumer financial markets. The Bureau has 
requested comment on alternative policy options, including any evidence that would indicate that 

the option could achieve such goals. Further, as the proposal noted, Congress, state legislatures, 
and the courts have adopted mechanisms for managing class procedures over time. As part of 
these procedures, courts must approve all class actions settlements, including the reasonableness of 
the award of attorneys' fees to the class plaintiffs' lawyers. The Bureau has received comments on 
the proposal, including on the issue of attorney's fees, and is considering those comments in 
accordance with its obligations for notice-and-comment rulemakings. 

b. What would you consider to be a reasonable range of attorney fees by percentage of 
payments made in a settlement? Why? 
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Response 

In the Arbitration Study, the data presented showed that there were differences in the amount of 
attorneys ' fees in settlements in relation to the amount awarded. 5 However, the Bureau did not use 
this data to determine whether a certain percentage of a settlement would be a reasonable amount 
to award to plaintiffs' attorneys. 6 As stated above, Congress, state legislatures, and the courts have 
the ability to determine the proper rules and procedures for the approval of class action settlements, 
including attorneys ' fees. Coui1s may also consider the prospect for success on the merits when 
determining what fees are reasonable in a class settlement. In addition, Congress has passed 
legislation, such as the Class Action Fairness Act, that limits frivolous suits and allows coui1s to 
reduce the amount of attorneys' fees that are deemed to be excessive. 7 Again, as noted above, the 
Bureau has received comments on the issue of attorney' s fees and will consider them in accordance 
with its obligations for notice-and-comment rulemakings. 

7. You stated on February 16, 2016, "the Bureau 's rule requires companies to provide the 

Bureau with arbitral claims and awards, which might be made public, the proposals we are 

considering would bring the arbitration of individual disputes into the sunlight ofpublic 

scrutiny." You have argued that this information is vital in evaluating arbitration. If the 
in.formation is vital to evaluate the e.ffecliveness of arbitration, why didn 'r 1he Bureau 

require it in the study? 

Response 

The Bureau did study this information on a retrospective basis, as detailed in Section 5 of the 
Study. Insofar as the proposal would allow consumer arbitration to continue into the future, the 
Bw·eau wants to be able to continue to study the role arbitration plays in the resolution of consumer 
disputes on a going forward basis, as the use of arbitration continues to evolve, in a manner that 
also informs the public. 

8. Did the Bureau consider whether the restriction of mandat01y arbitration agreements 

would affect the availability of arbitration as a means to settle disputes between consumers 

and financial institutions? If so, why did the Bureau disregard this concern? 

Response 

Yes, the proposal did prelirninaiily consider the potential for continued use of arbitration 
agreements for individual disputes. The proposal explained that, to the extent some providers find 

that the arbitration agreement provides insufficient benefits to themselves or their consumers in 
individual disputes then it is possible the agreement would not be maintained if the Bureau adopted 
the class part of its proposal. For any such providers, however, as explained in the proposal, the 

5 Arbitration Study: Report to Congress, pursuant to Dodd-Frank Wall Street Reform and Consumer Protection Act 
§1028, pp .236-40;353-57 
6 Id. 
7 28 U.S.C. § 17 12 
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Bureau believes the arbitration agreement has thus effectively been serving no significant function 
other than as a class action lawsuit waiver. Further, the Bureau has received comments on the 
proposal, including on the potential effect on the use of arbitration agreements going forward, and 
is considering the comments it has received in accordance with its obligations for notice-and­
comment rulemakings. 

Thank you once again for yow- interest in the Bureau and for providing feedback on our proposal. 
The Bureau will give due consideration to the issues raised in your letter. Please feel free to contact 
me should you have any additional questions, or have youJ staff contact Matthew Pippin in the 
Bureau's Office of Legislative Affairs. Mr. Pippin can be reached at (202) 435-7552. I look 
forward to working with you on this and other consumer financial protection matters of impo11ance 
to you and your constituents. 

Sincerely, 

Richard Cordray 
Director 
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Consumer Financial Protection Bureau 
1700 G Street, N.W. 
Washington, D.C. 

Dear Director Cordray, 

NITA M LOWEii, NCWYOllK 
MARCY kAPnJR. OHiO 
PETER J. VISCLOSKY, INDIANA 
JOS~ E. SERRANO. NEW YORK 
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BETTY M<COLLUM MINNESOTA 
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HENRY CUELLAR, TEXAS 
CHEl llE PINGRCE, MAIN[ 
MIKE OUIGLEY, ILLINOIS 
DEREK KILMER. WASHINGTON 
MATI CARTWRIGHT, PENNSYLVANIA 
GRACE MENG, NEW YORK 
MARK POCAN, WlSCONSIN 
KATHERIN( M ClARK. MASSACHUSl TTS 
PETE AGUllAR. CAUFORN14 

NANCVfOX 
CLERK AND STAFF DIRECTOR 

TELEPHONE 
(202) 22>2771 

T have received your request to meet in the coming days and I welcome the opportunity to meet 

and discuss with you issues affecting American consumers. However, I would like to first seek 
clarification regarding the Consumer Financial Protection Bureau's (CFPB) compliance with a 

memorandum entitled, "Regulatory Freeze Pending Review," that was sent by White House 

Chief of Staff Reincc Priebus, on the behalf of President Donald J. Trump, to the heads of all 

executive departments and agencies on January 20, 2017. 

As you know, the memorandum requests that the heads of executive departments and agencies 

"send no regu lation to the Office of the Federal Register (the "OFR") until a department or 

agency head appointed or designated by the President after noon on January 20, 2017, reviews 

and approves the regulation." Furthennore, the Administration urges executive departments and 

agencies to temporarily postpone the effective date of most rules that have been published, but 

not taken effect,. by 60 days. These actions prevent new regulations from taking effect before the 

incoming Administration has the ability to fully review them and their impact on working 

fami lies across Georgia and the United States. 

Similar memoranda were published at the outset of the incoming Administrations of Presidents 

George W. Bush and Barack Obama and required the cooperation of al l parties in order to ensure 

an effective, working government. 

Therefore, I was surprised by your public hesitancy last week to affirm that the President's 

regulatory freeze applies to the CFPB, but understand that your legal team has been working to 

reach a consensus on the matter. 



Given that it has now been 11 days since the freeze on new and pending regulations was issued> I 
ask that you provide written clarification on this matter before our meeting. 

I look fmward to meeting with you in the near future. 

Sincerely> 

TOM GRAVES 

Chai rman 
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1700 G Street, N W Washington DC 20552 

January 31, 2017 

The Honorable Ron Johnson 
Chairman 
Committee on Homeland Security and 
Governmental Affairs 
United States Senate 
340 Dirksen Senate Office Building 
Washington, DC 20510 

Dear Chairmen Johnson and Chaffetz, 

The Honorable Jason Chaffetz 
Chairman 
Committee on Oversight and 
Government Reform 
U.S. House of Representatives 
2157 Rayburn House Office Building 
Washington, DC 20515 

Pursuant to 31 U.S.C. Section 720, I am responding on behalf of the Consumer Financial 
Protection Bureau to the Government Accountability Office recommendations set forth in its report 
entitled "STUDENT LOANS: Oversight of Service members ' Interest Rate Cap Could be 
Strengthened." The Bureau appreciates the requesting members' interest in improving the 
Servicemembers Civil Relief Act (SCRA) protections for servicemembers and responds to the 
recommendation below. 

GAO Recommendation for Executive Action: 

• To better ensure that servicemembers with private student loans benefit from the 
SCRA interest rate cap we recommend that the Director of the Consumer Financial 
Protection Bureau and the Attorney General of the Department of Justice coordinate 
with each other, and with the four federal f"mancial regulators, as appropriate, to 
determine the best way to ensure routine oversight of SCRA compliance for all 
nonbank private student loan lenders and servicers. If CFPB and DOJ determine 
that additional statutory authority is needed to facilitate such oversight, CFPB and 
DOJ should develop a legislative proposal for Congress. 

The Bureau concurs with this recommendation and believes that we are in full compliance with the 
recommendation, and that it may be closed. As explained below, extensive coordination is already 
occurring among the Bureau, the Department of Justice (DOJ), and the four federal financial 
regulators concerning SCRA compliance. 

The Bureau has in place already a number of mechanisms to coordinate with the DOJ regarding 
SCRA issues, which cover any potential SCRA violations that the Bureau observes while 
exercising its examination authority over nonbank private student loan lenders. As of September 
2016, the Bureau enhanced its existing coordination with the DOJ by providing real-time access to 
our growing database of consumer complaints, including those regarding the SCRA, through a 
secure government portal. Additionally, DOJ has access to the Bureau's public Consumer 
Complaint Database. Where Bureau staff identify SCRA-related complaints (as indicated by the 
information consumers provide) they may share those potential SCRA violations with DOJ. The 
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four federal financial regulators have the same level of access as the DOJ to the Bureau 's 
government portal and the Bureau will continue to coordinate with them, as appropriate, to 
facilitate oversight of SCRA compliance. 

In addition, to the extent Bureau examiners may uncover potential violations of the SCRA during 
onsite supervisory reviews, they may refer those matters to DOJ, state regulators, or one or more of 
the prudential regulators, as appropriate. The Bureau has written agreements (MOUs) in place for 
interagency coordination and information sharing with the DOJ, the federal prudential regulators, 
and most state regulators. The Bureau's Office of Servicemember Affairs also meets regularly 
with the DOJ. Of course, the Bureau is always interested in improving cooperation and 
coordination with our interagency partners and will continue to build upon these mechanisms and 
relationships. Based on the extensive coordination already occurring among these agencies, 
however, the Bureau believes that it has complied with the recommendation, and that it may be 
closed. 

We appreciate the opportunity to provide our response on this important issue, and we thank you 
for your continued support of servicemembers, veterans, and their families. Should you have any 
additional questions, please have your staff contact Anne Tindall in the Bureau's Legal Division or 
Matt Pippin in the Bureau's Office of Legislative Affairs. Ms. Tindall can be reached at 202-435-
9591 and Mr. Pippin can be reached at 202-435-7552. 

Sincerely, 

~ 
Paul Kantwill 
Assistant Director, Servicemember Affairs 

cc: The Honorable Claire C. McCaskill 
Ranking Member, Committee on Homeland Security and Governmental Affairs 

The Honorable Elijah E. Cummings 
Ranking Member, Committee on Oversight and Government Reform 

consumerfinance.gov 



PERMANENT SELECT 
COMMITIEE ON INTELLIGENCE 

R N1<1Nc; Mr MOE r 

APPROPRIATIONS COMMITTEE 
£,...orrn·10 M1 Mt,ff• 

e "~1 v \ iA4B Ar If' "" ' 

www.house.yovl!icl'1lf 

l'ACEfltJO> 

.. vww fdCet1PQk COf"'r'l f~D telrlln!,,Ch+ff 

Mr. Richard Cordray 
Director 

ADAM B. SCHIFF 

February 3, 2017 

Consumer Financial Protection Bureau 
1700 G Street Northwest 
Washington, DC 20552-0004 

Re: 
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I am writing on behalf of my constituent.~ho has concerns relative to the 
Consumer Financial Protection Bureau. 

Enclosed is the request for assistance I received fro~As you will read, he 
states that he and his business partner were the victims of investment fraud. Please 
review- correspondence and advise my district office accordingly. 

I look forward to your written response. 

ABS/mg 
Enclosure 



C!rnngress nf tile lftniteh ~tat.es 
llfosl1ingto11, o([ 20515 

The Honorable Richard Cordray 
Director 
Consumer Financial Protection Bureau 
1700 G Street, NW 
Washington, D.C. 20552 

February 8, 2017 

Re: CFPB's Use of "Close-Hold" Media Embargoes 

Dear Director Cordray, 

I write you to express concerns regarding the use of close-hold media embargoes by the Consumer 
Financial Protection Bureau ("CFPB" or "Bureau" ). Transparent communication with the public is 
important for any government agency. However, the Bureau's aggressive and opaque media tactics do 
not further its mandate of consumer protection and appear designed only to advance a political agenda. 

The Bureau must be more balanced and transparent in its communication. A close-hold media embargo 
violates that balance and transparency by delivering important news in the middle of the night to pre­
selected media outlets ahead of the general public, while at the same time restricting the ability for 
news organizations to provide proper analysis and outside comment. As Director, you have oftentimes 
made use of close-hold midnight embargoes where important information such as rulemakings, the 
publication of research, or prepared remarks are made available to certain favored media outlets in 
advance of others, or the general public. This close-hold embargo exacerbates an already fundamental 
lack of public debate on issues under consideration by the Bureau, given that decisions are made in a 
black box rather than in a forum that includes public discourse. 

Restricting public debate through close-hold media embargoes hampers public input. The close-hold 
media embargo may permit the Bureau to advance its agenda, by controlling the story, but it also 
prevents the inclusion of differing views. This embargo constrains the journalists that are privy to this 
information from providing a story with multiple perspectives that has been properly fact-checked. For 
example, under a close-hold embargo, a journalist given early access to a regulation is not permitted to 
share the regulation with an impacted party for comment. 

Furthermore, I am not aware of any other independent financial regulator making use of a close-hold 
midnight embargo. This sort of political approach is highly inappropriate for an independent federal 
agency. 

I would appreciate your assistance in answering the following questions: 
1. What is the Bureau's justification for using a " close-hold embargo"? Why is the embargo often 

lifted at 12:00am midnight? 
2. How does such a midnight embargo advance the Bureau's consumer protection mandate? 
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3. What controls must the Bureau adhere to prevent the leaking of sensitive information? Have 
there been any violations of these controls? 

4. Under what circumstances does the Bureau believe it would be in violation of law for leaking, 
via close-hold embargo, certain sensitive information such as rulemakings, enforcement actions, 
studies, and prepared remarks? 

Given the importance of these concerns, I would value a response by February 22, 2017. 

Respectfully, 

Member of Congress 

/f.::!u 
Member of Congress 

Member of Congress 

Dennis A. Ross 
Member of Congress 

~~r 
Robert Pittenger 
Member of Congress 

Congress 
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February 9, 2017 

The Honorable Ron Johnson 
Chairman 
Committee on Homeland Security and 
Governmental Affairs 
United States Senate 
340 Dirksen Senate Office Building 
Washington, DC 20510 

Dear Chairmen Johnson and Chaffetz, 

The Honorable Jason Chaffetz 
Chairman 
Committee on Oversight and 
Government Reform 
U.S. House of Representatives 
2 157 Rayburn House Office Building 
Washington, DC 20515 

I am writing to provide information regarding actions taken by the Consumer Financial Protection 
Bureau related to the recommendation by the Government Accountability Office in its report 
entitled "Permanent Funding Authorities: Some Selected Entities Should Review Financial 
Management, Oversight, and Transparency Policies (GA0-17-59)," publicly released December 9, 
2016. 

GAO's report examined five case studies of entities with authority to collect and obligate funds 
outside of the annual appropriations process. GAO reviewed the different types of permanent 
funding authorities for entities with authority to collect and obligate funds without further 
congressional action and assessed the entities' policies and procedures to manage funds and report 
information that facilitates oversight. Included in GAO's review were the CFPB's Bureau Fund, 
which is primarily funded by transfers from the Board of Governors of the Federal Reserve System 
and is used to fund Bureau operations, and the CFPB's Civil Penalty Fund, which is funded by 
civil penalties and used primarily for payments to victims of Federal consumer financial law 
violations. 

GAO's report concludes that the Bureau maintains policies and procedures to help ensure prudent 
stewardship ofresources, facilitate oversight, promote transparency, and foster public 
accountability. GAO recommended that the Bureau could improve how it reviews and documents 
its operating reserve targets. GAO's recommendation and the specific actions taken and planned to 
be taken by the Bureau to address this recommendation fo llow. 

GAO Recommendation for Executive Action: 

• To ensure efficient use of resources and plan for realistic risks, we recommend that 
the Director of CFPB review and document its operating reserve targets for the 
Bureau Fund, including an analysis of program needs, risks, and probable 
contingencies. 
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The Bureau concurred with this recommendation and has begun reviewing the Bureau's operating 
reserve targets and related justifications to help ensure the Bureau continues to use its resources 
efficiently and responsibly. 

GAO notes in its report that maintaining a reserve balance is important for certain entities to ensure 
that program operations can be sustained in case of unexpected changes. The Bureau maintains an 
operating reserve in the Bureau Fund to provide a source of funds for unexpected situations such as 
a sudden, unanticipated increase in expenses due to unforeseen events, potential timing delays in 
receiving funds into the Bureau Fund, and uninsured losses. 

GAO's report highlights that when unobligated balances are used as operating reserves, it is 
important for entities to establish a target range that is justified with program data and risk 
management considerations. The Bureau agrees with this view and is reviewing historical data to 
update the overall operating reserve amount and calculations. The Bureau is documenting its 
underlying assumptions based on actual program needs and probable contingencies to ensure 
appropriate analyses support the Bureau's calculations. In addition, internal Bureau stakeholders 
have met and continue to consult on any contingencies that may result from litigation, disputes, or 
protests, as well as damages or repairs to capital assets. Lastly, the Bureau will review the 
justifications and assumptions used in determining its reserve targets to ensure they remain relevant 
and to determine whether the target amounts should be decreased, increased, or remain the same. 
Once these determinations are made, the Bureau will finalize its updated policy. 

The Bureau appreciates the opportunity to provide our response on this important issue, and we 
look forward to fully implementing GAO's recommendation. Should you have any additional 
questions, please do not hesitate to contact me or have your staff contact Matthew Pippin in the 
Bureau's Office of Legislative Affairs or Anne Tindal1 in the Bureau's Legal Division. Mr. Pippin 
can be reached at 202-435-7552 and Ms. Tindall can be reached at 202-435-9591. 

Catherine Galicia 
Assistant Director for Legislative Affairs 

cc: The Honorable Claire C. McCaskill 
Ranking Member, Committee on Homeland Security and Governmental Affairs 

The Honorable Elijah E. Cummings 
Ranking Member, Committee on Oversight and Government Reform 
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Co'lsume1 Financ1a 
Protection Bureau 

1700 G S1rcc1, N W , Washing1on, CC 20552 

February 10, 2017 

The Honorable Michael E. Capuano 

U.S. House of Representatives 
1414 Longworth House Office Building 

Washington, DC 205 15 

Dear Congressman Capuano: 

Thank you for your letter regarding financia l institutions' use of bank statement loan programs to 
verify bonower income and the potential for this practice to undermine prudent mortgage 
underwriting standards. While the Conswner Financial Protection Bureau cannot comment on or 
confirm any Bureau supervisory activity or investigations, the Bureau takes allegations of 
potentially un lawful lending practices ve1y seriously. Moreover, if consumers become aware of 
conduct that potentially violates Federal consumer financial law, we encourage them to send that 
information to the Bureau via our whistleblower tip line at 855-695-7974 
or whist l eblower(a~cfpb.u.ov. 

As you may know, in January 2013, the Bureau issued several rules implementing changes made 
by the Dodd-Frank Wall Street Reform and Consumer Protection Act to the laws governing various 
aspects of the mortgage market, includ ing assessments of consumers ' abi lity to repay their loans, 
mortgage se1vicing, loan originator compensation, and other topics. For any loan covered by the 
Bureau's Abil ity-to-Repay and Qualified Mo1tgage rule, 1 a creditor must make a reasonable and 
good faith detennination at or before consummation that the conswner will have a reasonable 
ability to repay the loan according to its terms. 2 Creditors making Qualified Mortgages qualify for 
either a safe harbor or presumption of compliance with regard to this standard. 3 Certain QMs 
originated pursuant to a special rule4 or other Federal agencies' abil ity to repay rules follow the 
robust documentation requirements of those other Federal agencies or the Government Sponsored 
Enterprises. 5 For all other covered loans, whether QM or not, a creditor must verify the amounts of 

1 12 CFR I 026.43. For a general overview of the rule's requirements. see the Bureau 's Abi lity-to-Repay and Qualified 
Mortgage Rule Small Entity Compl iance Guide, avai I able at http: //fi le-..con~umerfinam:e.gov/f. 201603 dpb atr-
gm small-entil' -comp! iance-gu i<le.pd f. 
2 12 CFR 1026.43(c)(l). 
3 12 CFR 1026.43(e)(l). 
4 12 CFR 1026.43(e)(4). The Federal agencies originally included in the special rule are the Department of Housing 
and Urban Development, the Department of Veterans Affairs, the Department of Agriculture, and the Rural Housing 
Service. As these agencies have promulgated their own Ability to Repay rules, they have ceased to be pan of the 
special rule. 
5 The Federal National Mortgage Association (Fannie Mae) and the Federal Mortgage Home Loan Corporation 
(Freddie Mac). 
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income or assets that the creditor relies on to determine a consumer's ability to repay using third­
party records that provide reasonably reliable evidence of the consumer's income or assets. 6 

It is also impoitant to note that the requirements of the Qualified Residential Mortgage risk 
retention mle, 7 promulgated by six prudential Federal regulatory agencies8 other than the Bureau, 
closely parallel the requirements of the Bureau ' s Ability-to-Repay and Qualified Mortgage rule. 
Further infonnation about compliance with and enforcement of the QRM rule can be obtained from 
those agencies. 

Thank you for bringing this matter to the Bureau's attention and for your ongoing interest in the 
Bureau's work. Should you have any additional questions, please do not hesitate to contact me, or 
have your staff contact Pattick O' Brien in the Bureau 's Office of Legislative Affairs. Mr. O' Brien 
can be reached at 202-435-7180. I look forward to working with you on this and other consumer 
financial protection matters of importance to you and your constituents. 

Sincerely, 

Richard Cordray 
Director 

6 12 CFR 1026.43(c)(4). 
7 79 FR 77602 (Dec. 24, 201 4). 
8 The Federal Reserve Board, the Office of the Comptroller of the Currency, the Federal Deposit Insurance 
Corporation, the Securities and Exchange Commission. the Federal Housing Finance Agency, and the Department of 
Housing and Urban Development. 
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1700 G Street N W Washington DC 20552 

February 13, 20 17 

The Honorable Emanuel Cleaver 
U .S. House of Representatives 
2335 Rayburn House Office Building 
Washington, DC 20515 

Dear Congressman Cleaver: 

Later this month, the Consumer Financial Protection Bureau will convene our employees to 
celebrate Black Histo1y Month. We would be honored to hear your perspectives on black history 
and the importance of diversity, inclusion, and fairness in the financial services marketplace. I 
cordially invite you to be our keynote speaker. 

The event will take place at Bureau headquarters, located at 1275 I 51 Street, NE. We will gladly 
accommodate your schedule in any way possible to enable Bureau employees to be enriched by 
your presence during this impo1tant celebration. 

The duration of the event is planned for one hour. You are invited to give remarks and if time 
permits, your remarks would be followed by a question and answer session with Bureau 
employees. We expect approximately 75 attendees in person and more by conference call as 
Bureau staff is located throughout the country. 

Thank you for your strong suppo11 of Bureau employees and for considering this request. Please 
do not hesitate to contact me should you have any questions or have your staff contact Derek 
Conrad in my office at (202) 435-9180, or Patrick O ' Brien in our Office of Legislative Affairs at 
(202) 435-7180. 

Sincerely, 

Richard Cordray 
Director 

consumerfinance.gov 
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February 15, 2017 

The Honorable Jon Tester 
U.S. Senate 
311 Hart Senate Office Building 
Washington, D.C. 20510 

Dear Senator Tester: 

Thank you for your letter and for your support of the Dodd Frank Wall Street Reform and 
Consumer Protection Act and the Consumer Financial Protection Bureau. Your letter asks about 
the Bureau's Civil Penalty Fund and using amounts in that Fund for the purpose of consumer 
education and financial literacy programs. 

Under the Dodd-Frank Act, funds in the Civil Penalty Fund may be used for payments to the 
victims of activities for which civil penalties have been imposed under the Federal consumer 
financial laws. To the extent that such victims cannot be located or such payments are otherwise 
not practicable, the Bureau may use funds in the Civil Penalty Fund for the purpose of consumer 
education and financial literacy programs. On May 7, 2013, the Bureau issued a Civil Penalty 
Fund rule that specifically governs how the Bureau uses the money in the Civil Penalty Fund. 1 

The rule created a transparent process for allocating money from the Civil Penalty Fund. Among 
other things, the rule provides that the Bureau will designate a Fund Administrator who will 
manage the Civil Penalty Fund in accordance with the rule and explains the conditions under which 
victims may receive payments from the Fund. The rule establishes procedures that the Fund 
Administrator will follow to decide how money in the Fund will be allocated, both to classes of 
victims and to consumer education and financial literacy programs. Consistent with the statutory 
purpose of the Civil Penalty Fund, monies may be allocated for the purpose of consumer education 
and financial literacy programs only if all eligible victims have been fully compensated, to the 
extent practicable. 

The Bureau also has adopted a set of criteria for selecting programs that serve consumers and 
improve consumer education and financial literacy in the event that Civil Penalty Fund money is 
allocated to consumer education and financial literacy programs. The federal procurement process 
is used to deploy such programs. All procurement opportunities related to Civil Penalty Fund 
consumer education and financial literacy programs are posted publicly on the Bureau's website, 
with guidance on doing business with the Bureau.2 The criteria and information about Civil 

1 https://www .federalregister.gov/articles/2013/05/07/2013-10320/consumer-financial-civil-penalty-fund 
2 https://www.consumerfinance.gov/about-us/doing-business-witb-us/ 



Penalty Fund consumer education and financial literacy programs are also available on our website, 
along with other related Frequently Asked Questions. 3 

In 2015 the Bureau launched its first consumer education and financial literacy program funded 
with Civil Penalty Fund money, the Financial Coaching for Transitioning Veterans and 
Economically Vulnerable Consumers program. To date, a total of$28.8 million has been allocated 
to consumer education and financial literacy programs, and all of that funding has been designated 
to the Financial Coaching program. 

The Financial Coaching program integrates financial coaching into existing service delivery 
programs at sites serving transitioning veterans and economically vulnerable consumers across the 
country. For the veteran population served, the financial coaching is provided primarily at 
Department of Labor American Job Centers and is designed to help veterans with financial 
challenges they face when transitioning from military to civilian life. For the economically 
vulnerable consumers served, the financial coaching is provided through selected nonprofit 
organizations. 

These sites were selected through a public and open process through which interested organizations 
were encouraged to submit expressions of interest. 4 We anticipate that if there are any future 
opportunities for new localities or sites to be selected, those opportunities wi ll likewise be made 
open to interested organizations, including local counseling agencies. Similarly, any future 
opportunities related to consumer education and financial literacy programs funded through an 
allocation from the Civil Penalty Fund will be posted on the Bureau's website on the "Doing 
Business With Us .. page. 5 

The Bureau has also worked with Rural Dynamics and other Montana groups on activities not 
related to Civi l Penalty Fund projects. Bureau staff would be happy to provide a briefing on any of 
the Bureau's consumer education efforts in Montana. Should you have any questions about the 
Bureau's work, please do not hesitate to contact me or have your staff contact Matt Pippin in the 
Bureau's Office of Legislative Affairs. Mr. Pippin can be reached at 202-435-7552. I look 
forward to working with you on this and other consumer financial protection matters of importance 
to you and your constituents. 

Sincerely, 

Richard Cordray 
Director 

3 http://files.consumerfinance.gov/f/201207 _ cfpb _ civil_penalty _fund criteria.pdf 
4 http://·www.consumerfinance.gov/about-us/blog/hosting-a-financial-coach-in-your-communjty/ 
5 http://www.consumerfinance.gov/about-us/doing-business-with-us/. Organizations interested in doing business with 
CFPB should monjtor FedBizOpps (www.fbo.gov), the government-wide procurement point of entry, which is the 
vehicle used by the Bureau to announce the issuances of full and open competitive acquisitions. 
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February 15, 2017 

Director Richard Cordray 
Consumer Financial Protection Bureau 
1700 G Street N. W. 
Washington, DC 20552 

Dear Director Cordray: 

Thank you for attending the Financial Services Democratic Retreat and for 
sharing the work you and the Bureau do in fighting for everyday 
consumers. I have received very positive feedback from our Members and 
staff: all of whom felt that the conversation was both lively and 
infonnative. I appreciate the enthusiasm you were able to generate within 
the room, and I look forward to continuing our work together. 

Again, thank you for your participation and your leadership despite 
sustained political opposition to protecting our nation's consumers. l am 
proud to stand by you. 

With Regards, 

Maxine Waters 
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February 23, 2017 

Mr. Richard Cordray 
Director 

CONGRESS OF THE UNITED STATES 
HOUSE OF REPRESENTATIVES 

WASHINGTON, DC 205 15 

Consumer Financial Protection Bureau 
1625 Eye Street, N.W. 
Washington, DC 20006 

Dear Mr. Cordray: 
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This letter is to offer my strongest recommendation on behalf of to serve 
on the CFPB's Consumer Advisory Board- is someone I have known since we both 
began our careers in public service and can vouch for his character and dedication to the 
people of the San Joaquin Valley of California. 

now tn ta ing to Im about his experience 
at t e Commission that he developed keen insight into the marketing of financial 
products as well the need to address financial fraud and financial literacy. Additionally, 
he was even asked by the Republican chairman at the time to represent the Commission 
before the President's Corporate Fraud Task Force. 

My support for o serve on the Consumer Advisory Board can be summed 
up in a statement I put In the Congressional Record In 2009 u on his having been 
selected as 
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As one example of that~as established a scholarship fund for low-income students 
at CSU Fresno interested in pursuing careers in public service. 

Please accept my recommendation of for appointment to the Consumer 
Advisory Board. I appreciate your consideration of the recommendation. 

1 Costa 
Member of Congress 
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Richard Cordray 
Director 
Consumer Financial Protection Bureau 
1700 G Street N.W. 
Washington, DC 20552 

Dear Director Cordray, 

Febiuary 24, 2017 

COMMITTEES: 

FINANCIAL SERVICES 
CAPfTAl MARKETS /\NO 

GOVERNMENT SPONSORED ENTERPRISES (GSESJ 

MONETARY POLICY 
AND TRADE 

SCIENCE, SPACE, AND 
TECHNOLOGY 

SPACE 

ENERGY 

It is my pleasure to recommend 
Bureau's (CFPB) Consumer Ad 
for more than three decades 

o serve on the Consumer Financial Protection 

- ife-long knowledge makes her uniquely suited to serve on the Consumer Advisory 
Board. I believe it is important to maintain geographical diversity on the board. So in addition to 

- insight, she has a deep understanding of the entire Western region>s real estate market. 
Thank you for giving this letter full and fair consideration. 

Member of Congress 
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Consumer Financial 
Protection Bureau 

1700 G Street NW Washington DC 20552 

February 22, 2017 

The Honorable Jason Chaffetz 
Chairman 
Committee on Oversight and Government Reform 
U.S. House of Representatives 
2157 Rayburn House Office Building 
Washington, D.C. 20515 

Dear Chairman Chaffetz: 

Enclosed, please find the Fiscal Year 2016 Federal Information Security Management Act 

(FISMA) Report of the Consumer Financial Protection Bureau, as required under FISMA. 

Should you have any questions concerning this report, please feel free to contact me at 202-435-

971 1. 

~· Cailieri~ #-
Assistant Director for Legislative Affairs 

consumerfinance.gov 
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Consumer Financial 
Protection Bureau 
Annual FISMA Report - Fiscal Year 2016 
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Consumer Financial 
Protection Bureau 

1275 First Street NE, Washington, DC 20552 

November 9, 2016 

The Honorable Shaun Donovan 
Director, Office of Management and Budget 
725 I 7th Street NW 
Washington, DC 20503 

Dear Director Donovan, 

The Consumer Financial Protection Bureau (CFPB or Bureau) is pleased to submit the attached 
Fiscal Year (FY) 2016 Annual Federal Information Security Modernization Act (FISMA) Repo11. 
Over the course of the year, the CFPB continued to refine and mature its FISMA-based information 
secUJ·ity program to supp01t the operational needs of the Bureau. The information security program 
is well established in policy, with defined processes and effective controls that are integrated with 
the Bureau's enterprise information technology management functions and aligned with our 
strategic objectives. The CFPB FYI 6 Annual FISMA Report speaks to the continued work that 
CFPB has accomplished towards the FISMA program. With the successful transition from 
Treasury's technology infrastmcture in FY2015, and our continued cloud computing deployment 
efforts, the number of FISMA reportable systems has increased from eight to ten. 

The Bureau·s Inspector General concluded that the CFPB FISMA program is consistent with seven 
of the eight FISMA domains. CFPB is on-track with its effo11s to attain consistency with the one 
remaining metric area of contingency planning by perfonning enterprise-wide business impact 
analyses. This will facilitate continued maturation of our Bureau-wide response and recovery 
capabilities. 

Further, our lnspector General reported that the Bureau has remediated the matters related to six of 
the seven recommendations that were open from prior Inspector General reviews at the sta11 of this 
FISMA review cycle. This year, om· added focus and effo1ts in the Info1mation Security 
Continuous Monitoring (ISCM), Security Training, Incident Response, Policies and Procedures, 
and Remote Access FJSMA domains resulted in such improved perfo1mance in these areas that our 
Inspector General found their prior recommendations to have been successfu lly addressed by the 
Bureau. We are on-track to mitigate the final recommendation once the Department of Homeland 
Security deploys their Continuous Diagnostics and Mitigation (CDM) solution into our 
infrastructure. 

Controlled Unclassified lnformation 



The CFPB has continued to move fotward with our efforts in support of the three Cybersecurity 
Cross-Agency Priorities (CAPs) defined by the Administration: Information Security Continuous 
Monitoring, Identity, Credential and Access Management (ICAM), and Anti-Pbishing and 
Malware Defense. We will continue with these efforts throughout FY2017. 

In the ISCM CAP domain, CFPB has completed its third year of collection, analysis and reporting 
through ISCM. We have continued to tailor and refine our security control design, implementation 
and program methodology based on the results obtained thus far. We have adapted our technology 
and processes in order to address the FISMA metrics published by OHS, as well as instructions 
from OMB memoranda, and feedback from our auditors. We will continue to improve the program 
throughout FY2017 by incorporating our lessons learned from previous cycles as well as the 
guidance and enhancements issued under new publications, memoranda, and other doctrine to keep 
pace with a shifting risk landscape. 

ln the Anti-Phishing and Malware defense CAP domain, we are working with OHS on the 
deployment of their Continuous Diagnostics and Mitigation (COM) program as described in the 
Federal CIO Council"s Concept of Operations. As COM fuses into our ISCM technological 
platforms, we will have increased improved information that helps guide our defensive capabilities 
by improving our asset management and configuration management processes and automation. In 
FY2017, we will continue to actively participate in the Bureau's onboarding preparations with the 
COM integration team. Also in FY2017, we will integrate next generation antiviius, behavioral 
analysis, and data loss prevention into our end user systems. These will result in a more proactive 
stance in remediating and managing phishing and malware threats, as well as overall enterprise 
risk. Finally, we are in the process of procuring specialized training and bands-on exercise 
capabilities to help further the education of our users regarding phishing and malware threats. This 
will augment our existing security education, training, and awareness programs for both routine 
users and those with significant security responsibilities. 

In support of the ICAM CAP domain, the CFPB continues to move towards a holistic Homeland 
Security Presidential Directive (HSPD)-12 solution that will support Personal Identity Verification 
(PIV) authentication methods for both physical and logical access. Throughout this fiscal year, the 
CFPB ICAM program continued to integrate applications into the enterprise authentication system 
that supports PIV and multi-factor authentication. Also in FY2016, the Bureau deployed an 
enterprise identity management system, and has incrementally deployed capabilities for identity 
attribute synchronization and account creation. Our plans for FY2017 include the integration of 
additional applications, helping to improve overall security while reducing account management 
overhead. Our networks now support use of PIV credentials, and we have commenced a pilot of 
PIV enforcement for our privileged and unprivileged users. 

The Bureau is pleased to repo11 that in FY2016, we bad no major incidents as defined in OMB 
M- 16-03. As updated in OMB M-17-05, Fiscal Year 2016 - 2017 Guidance on Federal 
Information Security and Privacy Management Requirements, we reevaluated our historical 
incident data and found that we also have had no major incidents as defined in the new guidance. 

Controlled Unclassified Information 
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Going forward, we will be using the OMB M-17-05 definitions and reporting instructions, and will 
report any major incidents to U.S. CERT, OMB, and Congress, as required. 

Per the direction in OMB M-16-03, we reported a total of 153 cyber incidents that were provided to 
U.S. CERT in FY2016; all related to our low and moderate impact information systems. Of these 
153 incidents, 117 of them were related to the loss of encrypted mobile devices. Compared to last 
year, we are seeing a slight increase in the rate of lost devices, and will be taking steps with our 
Security Education, Training, and Awareness program to raise awareness about mobile asset 
security and safekeeping. Aside from mobile device reports, CFPB reported an average of2.5 
incidents per month to U.S. CERT. April, 2016 was our peak month with 8 incidents due to the 
new EINSTEIN notifications that are being provided to us through our Managed Trnsted Internet 
Protocol Service. 

We continue to mature and improve our progress towards meeting FISMA metrics and CAP goals. 
Specifically: 

Vulnerability and 
Weakness Management 

Anti-Phishing Defense 

Malware Defense 

Currently at 90% of goal, with anticipation of reaching 
the 95% federal target by mid-year. 

Four of the five metrics are over the 90% federal target, 
and two have exceeded the target by reaching l 00%. 
The remaining metric is progressing toward the 90% 
target. 

The applicable metrics have met and then exceeded the 
target of90%, with two having reached 98%. 

As is evident in the accompanying report and the results of our Inspector General FISMA audit for 
the year, we believe that the Bureau's information security and privacy controls are adequate, 
effective, and maturing as planned. We realize the significance of a robust information security 
program and work continuously to refine processes and enhance capabilities to achieve the highest 
levels of confidence and assurance in the Bureau 's information security managerial , operational 
and technical control capabilities. 

Sincerely, 

~~ 
Richard Cordray 
Director 

Enclosure 

Controlled Unclassified Information 

3 



For Official Use Only 

Chief Information Officer 
Section Report 

Consumer Financial Protection Bureau 

For Official Use Only 

2016 
Quarter 4/ Annual 

FISMA Report 



For Official Use Only 

I Section 0: Overall 

0.0 Please provide an overall PMC self-assessment rating (PMC): 

I Yellow I 
Comments: 

The CFPB does not participate in the PMC Cybersecurity Assessment Process as this activity is described as exclusive to 

CFO Act agencies, specifically those named in 31 U.S.C. 901 (b). The CFPB plans and prioritizes similar activities in the 

spirit of continuous improvement and best practice. CFPB does not yet possess the technical capability to perform all of the 

needed activities in this functional area of the Cybersecurity Framework. We are working to develop plans to address these 

areas. 

0.1 Please provide an overall narrative assessment of your agency's information security program. Please note that OMB will include this information 

in the publicly avai lable Annual FISMA Report to Congress to provide additional context for your agency's FISMA metrics. OMB may modify 

this response to confom1 with the grammatical and narrative structure of the Annual Report. 

The Consumer Financial Protection Bureau (CFPB) continues to refine and mature its FISMA-based information security program to 

support the operational needs of the Bureau. The information security program is well established in policy with repeatable processes and 

effective controls that are integrated with the Bureau's risk management functions and aligned with our strategic objectives. Our Inspector 

General concluded that the program is consistent with seven of the eight FISMA domains. The Bureau is on-track to complete 

improvements in the final domain of contingency planning. Further, our Inspector General closed six of the seven recommendations that 

were open at the start of this year's FIS MA review cycle and we continue to make progress toward closure on the seventh. We are 

actively involved in the DHS Continuous Diagnostics and Mitigation (CDM) program and awaiting deployment of the capabilities that the 

program is anticipated to provide. The CDM program will complement the Bureau's efforts to continuously refine process and operations 

to further evolve the Bureau's Information Security Continuous Monitoring (ISCM) program. We anticipate a steady tempo of progress 

throughout FY2017. We are excited to launch a new Cybersecurity training and awareness program in FY2017 that will equip the CFPB 

workforce with the tools and knowledge they need to help protect our systems and data from Cyber threats. 

I Section IA: Identify - System Inventory 

The goal of the Identify metrics section is to assist D/ As with their inventory of government furnished equipment (GFE) and other hardware 
and software systems and assets, which are connected to their networks. Identifying these systems and assets helps D/As facilitate their 
management of cybersecurity risks to systems, assets, data, and capabilities. Additionally, implementing Continuous Diagnostics and 

Mitigation (CDM) solutions should allow agencies to automatically detect and inventory many of these systems and assets. 

1.0 Please provide an Identify PMC self-assessment rating (PMC): 

I Yellow I 
Comments: 

The CFPB does not participate in the PMC Cybersecurity Assessment Process as this activity is described as exclusive to 

* This metric is required for all CFO agencies. 
CIO Report - 2016 Quarter 4/Annual 
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I Section IA: Identify - System Inventory 

CFO Act agencies, specifically those named in 31 U.S.C. 901 (b ). The CFPB plans and prioritizes similar activities in the 

spirit of continuous improvement and best practice. CFPB does not yet possess the technical capability to perform all of the 

needed activities in this functional area of the Cybersecurity Framework. We are working to develop plans to address these 

areas. 

l.l For each FIPS 199 impact level, what is the number of operational unclassified information systems by organization (i.e. Bureau or 

Sub-Department Operating Element) categorized at that level? (Organizations with fewer than 5,000 users may report as one unit.) Answer in the 

table below. 

Moderate 4 6 10 

- ,- Low ~I-
- J-0 0 

Not Categorized 0 0 

Sub-Total 4 6 10 

Agency Tota ls High 0 0 0 

Moderate 4 6 10 

Low 0 0 0 

Not Categorized 0 0 0 

Total 4 6 10 

I Section lB: Identify - Hardware Assets 

1.2 Number of the organization's hardware assets connected to the organization's unclassified network(s).(Note: 1.2. is the sum of 1.2.1. through 

1.2.4.) 

7611 

1.2.1 Number of GFE endpoints connected to the organization 's unclassified network(s). (Base) * 
3589 

1.2.2 Number ofGFE mobile assets connected to the organization's unclassified network(s). (Base) * 

1827 

* This metric is required for all CFO agencies. 
CIO Report - 2016 Quarter 4/Annual 

For Official Use Only 

Page 2 of 27 

I 

10 
-
0 

0 

10 

0 

10 

0 

0 

10 



For Official Use Only 

I Section lB: Identify - Hardware Assets 

1.2.3 Number of GFE networking devices connected to the organization's unclassified network(s). (Base) * 

272 

1.2.4 Number of other GFE input/output devices connected to the organization's unclassified network(s). (Base) * 

1923 

1.3 Number of non-GFE hardware assets that are assigned an IP address owned or used by the Agency . 

0 

1.4 Number of GFE hardware assets (from 1.2.) covered by an automatic (e.g. scans/device discovery processes) hardware asset inventory 

capability at the enterprise-level. (CAP) * 

2581 

1.5 Number of GFE endpoints and mobile assets (from 1.2. 1. and 1.2.2.) covered by an automated software asset inventory capability at the 

enterprise-level. (CAP) * 

4310 

1.6 Policy empowering incident commanders to direct and manage incidents is in place. 

Key Activities of Milestones Target Date Completed Date 
- -

No Entries 

Planned Activities of Milestones Target Date 

-

-- --
No Entries 

l. 7 All contracts with sensitive information contain clauses on protection/detection/reporting of infonnation, in accordance with OMB guidance. 

Key Activities of Milestones Target Date t Completed Date 
-

No Entries 

Planned Activities of Milestones Target Date 

No Entries 

1.8 Review of contracts with sensitive information is completed (interim milestone: review of key prioritized contracts with sensitive information is 

completed). 

Key Activities of Milestones 

No Entries 

Planned Activities of Milestones 

No Entries 

* This metric is required for all CFO agencies. 
CIO Report - 2016 Quarter 4/Annual 
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I Section lB: Identify - Hardware Assets 

1.9 Using cloud services approved by the FedRAMP Program. 

Key Activities of Milestones Target Date Completed Date 
-

No Entries 

Planned Activities of Milestones Target Date -
No Entries 

I Section 2A: Protect - Configuration Management 

The goal of the Protect metrics section is to ensure that D/As safeguard their systems, networks, and facilities with appropriate 
cybersecurity defenses. The protect function supports D/A's ability to limit or contain the impact of potential cybersecurity events. 

2.0 Please provide a Protect PMC self-assessment rating (PMC): 

I Yellow I 
Comments: 

--

The CFPB does not participate in the PMC Cybersecurity Assessment Process as this activity is described as exclusive to 

CFO Act agencies, specifically those named in 31 U.S.C. 901 (b). The CFPB plans and prioritizes similar activities in the 

spirit of continuous improvement and best practice. CFPB does not yet possess the technical capability to perform all of the 

needed activities in this functional area of the Cybersecurity Framework. We are working to develop plans to address these 

areas. 

2.1 Percent(%) of the organization 's unclassified network(s) covered by a capability that blocks unauthorized devices from connecting. 

85% 

2.2 Percent(%) of the organization 's unclassified network(s) assessed for vulnerabilities using Security Content Automation Protocol (SCAP) 

validated products. (CAP) *. 

90% 

2.3 Please complete the table below. Future configurations will be added as needed. 

* This metric is required for all CFO agencies. 
CIO Report - 2016 Quarter 4/Annual 
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I Section 2A: Protect - Configuration Management 

List of top U.S. Government Operating Systems. 

Operating System 

Windows 1 O.x 

Windows 8.x 

Windows 7.x 

Windows Vista 

Windows XP (Unsupported) 

Windows Server 2016 

Windows Server 2012 

Windows Server 2008 

Windows Server 2003 (Unsupported) 

Linux (all versions) 

Unix I Solaris (all versions) 

Mac OS X 

2.3.1 Number of 
hardware assets 

with each OS. 
(Base) 

0 

0 

2,257 

0 

0 

0 

106 

315 

0 

670 

0 

247 

I Section 2B: Protect - Network Accounts 

Unprivileged Network Users 

For Official Use Only 

2.3.2 The common security configuration 
baseline for each OS l isted.(e.g., USGCB) 

(Base) 

N/A 

N/A 

DISA 

N/A 

N/A 

DISA 

DISA 

DISA 

N/A 

DISA 

2.3.3 Number of 
configuration 

exceptions 
granted. (Base) 

N/A 

N/A 

0 

N/A 

N/A 

106 

4 

5 

N/A 

0 

2.4 Number of users with unprivileged network accounts. (Exclude privileged network accounts and non-user accounts.) (Base) * 
2137 

2.3.4 Number of 
assets in 2.3.1 

covered by auditing 
for compliance with 

2.3.2. (CAP) 

N/A 

N/A 

494 

N/A 

N/A 

106 

0 

163 

N/A 

2.4.1 Number of users (from 2.4) technically required to log onto the network with a two-factor PIV card or NIST Level of Assurance 

(LOA) 4 credential.( CAP) * 
0 

2.4.2 Number of users (from 2.4) allowed to use username and password as their primary method for network authentication.( CAP) * 
2137 

Privileged Network Users 

* This metric is required for all CFO agencies. 
CIO Report - 2016 Quarter 4/Annual 
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I Section 2B: Protect - Network Accounts 

2.5 Number of users with privileged network accounts. (Exclude unprivileged network accounts and non-user accounts.) (Base) * 
101 

2.5.1 Number of users (from 2.5) technically required to log onto the network with a two-factor PIV card or NIST LOA 4 credential. 

(CAP) * 

0 

2.5.2 Number of users (from 2.5 .1) that are also using the same PIV card or NIST LOA 4 credential for both unprivileged network 

accounts and privileged network accounts. 

0 

2.5.3 Number of users (from 2.5) allowed to use username and password as their primary method for network authentication. (CAP) * 
100 

2.5.4 What is your agency's target privileged user count? 

86 

Network Accounts 

2.6 Number of unprivileged network accounts assigned to users. (Exclude privileged network accounts and non-user accounts.) 

2137 

2.7 Number of privileged network accounts assigned to users. (Exclude unprivileged network accounts and non-user accounts.) 

101 

2.8 Number of non-user privileged network accounts. (Exclude unprivileged network accounts and privileged network accounts assigned to a user.) 

109 

Least Privilege 

2 .9 Number of privileged network users (from 2.5) that had their privileges reviewed this fiscal year. 

26 

2.10 Number of privileged network users (from 2.9) that had their privileges adjusted or terminated after being reviewed this year. 

14 

2. 11 Number of users with privileged local system accounts. 

11 

* This metric is required for all CFO agencies. 
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I Section 2B: Protect - Network Accounts 

2.12 Number of users with privileged local system accounts (from 2. 11) technically required to log onto the system with a two-factor PIV card or 

NlST LOA 4 credential. 

0 

Physical Access Control Systems 

2.13 Percent(%) of DI A's operational Physical Access Control Systems (PACS) that comply with procurement requirements for purchasing products 

and services from the FIPS 201 Approved Products List maintained by General Services Administration (GSA) (per OMB M-06-18). 

90% 

2.14 Percent(%) of agency's operational PACS that electronically accept and authenticate internal users' PIV credentials for routine access in 

accordance with NIST standards and guidelines (e.g., FTPS 201-2 and NIST SP 800-116). 

10% 

I Section 2C: Protect - Data Protection and Remote Access 

Data Protection and Remote Access 

2. 15 Number of systems (from 1.1) that require all users ( I 00% privileged and 100% unprivileged) to authenticate using a two- factor PTV card or 

NIST LOA 4 credential. 

0 

2.16 Number of GFE endpoints and mobile assets (from 1.2. l and l.2.2) with data encrypted at rest (FlPS 140-2). 

5416 

2.17 For the remote access connection methods identified in the table below, report the percentage that have each of the following properties: 

Connection Method Type 2.17.1 Percent(%) 2.17.2 Percent(%) 2.17.3 Percent(%) 2.17.4 Percent(%) 

VPN 

VDllRDP 

Dial up or other (w ithout VPN) 

Security Training 

* This metric is required for all CFO agencies. 
CIO Report - 2016 Quarter 4/Annual 

utilizing FIPS 140-2 
validated cryptographic 

modules. 

77% 

0% 

configured in accordance 
with OMB M-07-16 to time 
out after 30 minutes (or 
less) of inactivity and 

requires re-authentication 
to re-establish a session. 

100% 

100% 

For Official Use Only 

prohibiting the use of split authorizing the use of split 
tunneling and/or tunneling and/or 

dual-connected remote dual-connected remote 
hosts where the hosts between trusted 

connecting device has two entities. 
active connections. 

100% 0% 

0% 0% 
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I Section 2C: Protect - Data Protection and Remote Access 

2. 18 Percent(%) of users that successfully completed annual Cybersecurity Awareness and Training (CSAT). 

98% 

2.18.1 Percent(%) of new users who satisfactorily completed Cybersecurity Awareness and Training (CSAT) before being granted network access 

or within an organizationally defined time limit. 

88% 

2. 19 Number of users that participated in exercises focusing on phishing that are designed to increase awareness and/ or measure effectiveness of 

training, (e.g. organization conducts spoofed phishing emails, clicking links leading to phishing infom1ation page).(Base) * 
0 

2.19. l Number of users (from 2.19) that successfully passed the exercise.(CAP) * 
0 

2.19.2 Number of users (from 2.19) that identified and reported the phishing exercise to the appropriate agency cybersecurity resource.(Base) * 
0 

2.20 Number ofusers (from 2.4 & 2.5) that have significant security responsibilities. 

383 

2.20.1 Number of users (from 2.20) that have successfully completed role-based security training within the organization's defined periodicity . 

375 

I Section 2D - 1: Protect - Boundary Protection 

Trusted Internet Connection (TIC) Boundary Protection 

The purpose of the TIC program is to ensure that D/A's are progressing in adopting TIC to protect their networks. The goals of the TIC 

Program are to inventory Federal external connections, meet the defined TIC security controls and route all agency traffic through defined 

access points. Agencies that operate their own TIC Access Points are referred to as TIC Access Providers (TICAPs). Agencies that need 

to acquire services are referred as Seeking Service Agencies (SSAs). (Smaller agencies are encouraged to seek Managed Trusted Internet 

Protocol Services (MTIPS) services through the GSA Network contract). 

2.21 For agencies that are TIC Access Providers (TICAP): In the below table provide the TIC 2.0 critical capabilities that have been identified 

as NOT MET during your agencies last TIC Compliance Validation (TCV) assessment. 

Your DIA noted all critical capabilities are met by your DIA or MTIPS provider. Please proceed to next question. 

I Section 2D - 2: Protect- Boundary Protection 

2.22 For agencies that obtajn TIC services through a provider (usually via an MTIPS provider) : 

* This metric is required for all CFO agencies. 
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I Section 2D - 2: Protect - Boundary Protection 

2.22.1 Identify all of the TIC 2.0 critical capabilities enabled by your provider. 

TS.PF.01, TS.PF.02, TS.PF.03, TS.PF.04, TS.PF.OS, TS.PF.06, TS.PF.07, TS.CF.01, TS.CF.02, TS.CF.04, TS.CF.OS, TS.CF.06, 

TS.CF.10, TS.CF.11, TS.CF.13, TS.INS.02, TM.AU.01, TM.PC.01, TM.PC.02, TM.PC.03, TM.PC.04, TM.PC.OS, TM.PC.06, 

TM.TC.01, TM.TC.02, TM.TC.03, TM.TC.OS, TM.TC.06, TM.TC.07, TM.COM.01, TM.COM.02, TM.DS.01, TM.DS.02, 

TM.DS.03, TM.DS.04, TM.LOG.01, TM.LOG.02, TM.LOG.03, TM.LOG.04, TO.RES.01, TO.RES.03, TO.MG.01, 

TO.MG.02, TO.MG.03, TO.MG.OS, TO.MG.06, TO.MG.OS, TO.MG.09, TO.MG.10, TO.MG.11, TO.MON.01, TO.MON.02, 

TO.MON.03, TO.REP.01, TO.REP.02, TO.REP.03, TO.REP.04, TS.PF.01, TS.PF.02, TS.PF.03, TS.PF.04, TS.PF.OS, TS.PF.06, 

TS.PF.07, TS.CF.01, TS.CF.02, TS.CF.04, TS.CF.OS, TS.CF.06, TS.CF.IO, TS.CF.11, TS.CF.13, TS.INS.02, TM.AU.01, 

TM.PC.01, TM.PC.02, TM.PC.03, TM.PC.04, TM.PC.OS, TM.PC.06, TM.TC.01, TM.TC.02, TM.TC.03, TM.TC.OS, 

TM.TC.06, TM.TC.07, TM.COM.01, TM.COM.02, TM.DS.01, TM.DS.02, TM.DS.03, TM.DS.04, TM.LOG.01, TM.LOG.02, 

TM.LOG.03, TM.LOG.04, TO.RES.01, TO.RES.03, TO.MON.01 , TO.MON.02, TO.MON.03, TO.REP.01, TO.REP.02, 

TO.REP.03, TO.REP.04, TS.PF.01, TS.PF.02, TS.PF.03, TS.PF.04, TS.PF.OS, TS.PF.06, TS.PF.07, TS.CF.OJ , TS.CF.02, 

TS.CF.04, TS.CF.OS, TS.CF.06, TS.CF.10, TS.CF.11, TS.CF.13, TS.INS.02, TM.AU.01, TM.PC.01, TM.PC.02, TM.PC.03, 

TM.PC.04, TM.PC.OS, TM.PC.06, TM.TC.01, TM.TC.02, TM.TC.03, TM.TC.OS, TM.TC.06, TM.TC.07, TM.COM.01, 

TM.COM.02, TM.DS.01, TM.DS.02, TM.DS.03, TM.DS.04, TM.LOG.01, TM.LOG.02, TM.LOG.03, TM.LOG.04, 

TO.RES.01, TO.RES.03, TO.MG.OJ, TO.MG.02, TO.MG.03, TO.MG.OS, TO.MG.06, TO.MG.OS, TO.MG.09, TO.MG.10, 

TO.MG.11, TO.MON.01, TO.MON.02, TO.MON.03, TO.REP.01, TO.REP.02, TO.REP.03, TO.REP.04 

2.22.2 Identify all of the TIC 2.0 critical capabilities that your agency manages internally. (These are typically in place because they are not enabled by 

your provider.) 

TS.RA.01 , TS.RA.02 

2.22.3 Identify all recommended capabilities that your agency provides internally via your provider (in addition to those identified in 2.22.1 and 

2.22.2). 

Not Applicable 

I Section 2E: Protect - Access Points 

Technical Information: TIC Access Points (excluding MTIPS) 

2.24 Please report the current and planned MTlPS connections for your agency. 

2.24. I Current MTIPS Access Points 

* This metric is required for all CFO agencies. 
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I Section 2E: Protect - Access Points 

I Section 2F- 1: Protect - Technical Information Internet 

Technical Information: Internet 

2.25 Please provide future growth and capacity of your internet connections. 

Month and Year 
I 

Aggregate Internet Capacity (in Mbps) 

Nov-16 600 

Nov-17 600 

Nov-18 600 

2.26 Report the type of .gov user Internet traffic not going through the TIC (e.g., mobile government users to cloud assets, R&D networks, human 

resources applications accessible through the Internet, etc.):** Example 1: DIA Mobile users at an Internet cafe accessing their email/office 

automation that resides in a Microsoft Office 365 cloud instance directly (without routing through the agency TIC Access Points.)** Example 2: 

Users on a D/ A network that is not the General Suppo1t System (e.g., guest Internet cafe at a government site, development network with 

sensitive data, etc.) accessing Internet web sites not directed through D/ A TIC Access Points.** Example 3: DI A contractor networks 

containing government data with direct Internet connections that do not pass through DJ A's TIC Access Points. 

NMLS-R - Internet connected, third-party system. 

Compliance Toolkit - Locked to CFPB Address space (can not reach directly from internet). 

Consumer Response - Internet connected, third-party system. 

Cf.gov (A WS) - Open to Internet. 

Extranet MFT (AWS) - Open to Internet with authentication requirements. 

sftp server (A WS) - Open to Internet with authentication requirements. 

Open VPN (A WS) - - Open to Internet with authentication requirements. 

Telework Users - Policy is to use CFPB VPN but can users can go direct to internet if VPN not established (planning to make Always-On 

VPN in the future). 

DSL Lines and FIOS - 32 installed at bank locations and at NOMA to provide internet access for examiners and the SOC. 

Secure Internet Gateway - At NOMA, although a CenturyLink service, not part ofMTIPS. Monitored via CFPB IDS and CTL firewal l logs. 

Salesforce - Open to Internet, currently being authorized. 

Google Apps for Business - authorized for pilot use with IP restrictions and authentication requirements, included in plans for cloud 

office/collaboration project. 

* This metric is required for all CFO agencies. 
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I Section 2F- 2: Protect - Technical Information Extranet 

Technical Information: Extranet 

2.27 Please report your current and planned extranet connections (consolidated and non-consolidated) in the table below. 

2.27 . l Extranet traverses (aka consolidated) through an agency MTIPS/TICAP connection 

Comments: Reported as a circuit, but this is done with a VPN to Department of Treasury via which the Bureau uses Treasury's 

offered Line of Business services, such as financial, human resources, and other such capabilities. 

2.27.2 Extranet by-passes (aka non-consolidated) the agency's MTIPSffICAP connection(s) 

Extranet: A private network that uses Web technology, permitting the sharing of portions of an enterprise's information or operations with suppliers , vendors, 

partners, customers, or other enterprises. (NIST IR 7298 rev 1) 

Consolidated at TIC Access Point: All Extranet connections that pass through a TIC Access Point. 

Not Consolidated at TIC Access Point: Include any Internet links that are not located at a TIC Access Point. 

Forecast: Enter the forecasted number of circuits and cicuit size for the next four years. 

Number of Circuits: The total number ofExtranet data circuits (physical or logical) connected in all locations. A data circuit between two agency internal 

locations is considered an internal circuit, and not included. 

Total Extranet Capacity: The total capacity of all Extranet connections. Provide the forecasted number for circuits both consolidated at a TIC Access Point 

and those that are not consolidated. 

I Section 2G: Protect- Cloud Services 

Technical Information: Cloud Services 

2.28 Report what types of Cloud Services your agency is using. Document your cloud service provider and service you are receiving (e.g., mai l, 

database, etc.) in the table below. 

Cloud Service Provider 

Amazon Web Services, Inc. 

Salesforce.com, Inc. 

* This metric is required for all CFO agencies. 
CIO Report - 2016 Quarter 4/Annual 
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I Service 

laaS Virtual Private Cloud 

Saas CRM Application 
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I Section 2G: Protect - Cloud Services 

2.29 Test phishing attempts are caught. 

Comments: This project is being redefined and now includes role-based training and other efforts along with the anti-phishing testing 

services. Therefore, the project timeline is being extended. 

Key Activities of Milestones Target Date Completed Date 
- -

No Entries 

Planned Activities of Milestones Target Date 

Complete requirements integration from all stakeholders 12/31/2016 --
Release RFP for combined services 01/31/2017 
-
Acquisition 04/30/2017 

Testing is completed 06/30/2017 

Initial Operating Capability (IOC) 09/30/2017 

2.30 Insider Threat Program, per Executive Order 13587, in place. 

Comments: While the CFPB has detennined that these requirements do not apply to the Bureau because it does not handle classified 

information, it acknowledges the NIST perspective that the standards and guidelines can also be employed effectively to 

improve the security of Controlled Unclassified Information in non-national security systems. 

Key Activities of Milestones Target Date Completed Date 

No Entries 

Planned Activities of Milestones Target Date 

The Bureau plans to evaluate options to coordinate and enhance 05/31/2017 
agency-wide insider threat capabilities to include (a) a strategy to 
raise organizational awareness; (b) an optimal organizational 
structure; and (c) integrated IR capabilities, such as ongoing activities 
around OLP. 

I Section 3: Detect - Network Defense 

The goal of the Detect metrics is to assess the extent that the D/ As are able to discover cybersecurity events in a timely manner. DI As 

should maintain and test intrusion-detection processes and procedures to ensure they have timely and adequate awareness of anomalous 

events on their systems and networks. 

Anti-Phishing Defense 

* This metric is required for all CFO agencies. 
CIO Report - 2016 Quarter 4/Annual 
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I Section 3: Detect - Network Defense 

3.0 Please provide a Detect PMC self-assessment rating (PMC): 

I Yellow I 
Comments: The CFPB does not participate in the PMC Cybersecurity Assessment Process as this activity is described as exclusive to 

CFO Act agencies, specifically those named in 31 U.S.C. 901 (b ). The CFPB plans and prioritizes similar activities in the 

spirit of continuous improvement and best practice. CFPB does not yet possess the technical capability to perform all of the 

needed activities in this functional area of the Cybersecurity Framework. We are working to develop plans to address these 

areas. 

3. I Percent(%) of incoming email traffic passing through anti-phishing and anti-spam filtration at the outennost border mail agent or server. (CAP) * 

100% 

3.2 Percent(%) of incoming email traffic analyzed using sender authentication protocols (e.g., DKlM, ADSP, DMARC, VBR, SPF, iprev). (CAP) * 

53% 

3.3 Percent(%) of incoming email traffic analyzed using a reputation filter (to perfonn threat assessment of sender).(CAP) * 

95% 

3.4 Percent(%) of incoming email traffic analyzed for detection of clickable URLs, embedded content, and attachments.( CAP) * 

100% 

3.5 Percent (%) of incoming email traffic analyzed for suspicious or potentially nefarious attachments opened in a sandboxed environment or 

detonation chamber. (CAP) * 

0% 

3.6 Percent(%) of outgoing email traffic that enables the recipients to verify the originator using sender authentication protocols (e.g., DK.IM, ADSP, 

DMARC, VBR, SPF, iprev). (CAP) * 

50% 

Malware Defense 

3.7 Nwnber ofGFE endpoints (from l.2.1) covered by an intrusion prevention system. (CAP) * 

3430 

3.8 Number of GFE endpoints (from 1.2. I) covered by an antivirus (AV) solution using file reputation services, checking fi les against cloud-hosted, 

continuously updated malware information.( CAP) * 

3518 

* This metric is required for all CFO agencies. 
CIO Report - 2016 Quarter 4/Annual 
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I Section 3: Detect - Network Defense 

3 .9 Number of GFE endpoints (from 1.2. l) covered by an anti-exploitation tool (e.g., Microsoft' s Enhanced Mitigation Experience Toolkit (EMET) 

or similar). (CAP) * 

16 

3.10 Number of GFE endpoints (from 1.2.1) protected by a browser-based (e.g., Microsoft SmartScreen Filter, Microsoft Phishing Filter, etc.) or 

enterprise-based tool to block known phishing websites and IP addresses .(CAP) * 
3518 

3.11 Number ofGFE endpoints and mobile assets (from 1.2.l and 1.2.2) authorized for remote access connection to the unclassified network.(Base) 

* 
2246 

3.11.1 Number of assets (from 3.11) scanned for malware prior to an authorized remote access connection to the unclassified network.( CAP) * 
0 

Other Defenses (capabilities beyond those provided by tr aditiona l Anti-Phishing & Malware defenses) 

3.12 Percent(%) of privileged user network accounts (from 2.5) that have a technical control limiting access to only trusted sites.( CAP) * 
0% 

3 .13 Percent (%) of inbound network traffic that passes through a web content filter , which provides anti-phishing, anti-malware, and blocking of 

malicious websites (e.g., fake software updates, fake antivirus offers, and phishing offers). (CAP) * 

100% 

3. 14 Percent (%) of outbound communications traffic checked at the external boundaries to detect encrypted exfiltration of information (i.e. DI A's 

capability to decrypt/interrogate and re-encrypt). (CAP) * 
0% 

3.15 Percent(%) of email messages processed by systems that quarantine or otherwise block suspected malicious traffic .(CAP) * 
53% 

Network Defense 

3 .16 Percent (%) of the organization's unclassified network that has implemented a technology solution to detect and alert on the connection of 

unauthorized hardware assets.(CAP) * 
85% 

3. 16. I Mean time to detect a new device (time between scans in 3.16). 

0.01 

* This metric is required for all CFO agencies. 
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I Section 3: Detect - Network Defense 

3.17 Number of GFE endpoints and mobile assets (from 1.2. l and 1.2.2) covered by a software asset management capability to detect, alert, and/or 

block unauthorized software from executing (e.g., certificate, path, hash value, services, and behavior based whitelisting solutions).(CAP) * 

0 

3.18 Test exfi ltration attempts are caught. 

Key Activities of Milestones 

Yes, Einstein exfiltration tests reported to CSIRT as expected 
durinq Q3 

Planned Activities of Milestones 

No Entries 

3.19 Attempts to access large volumes of data are detected and investigated. 

Key Activities of Milestones 

No Entries 

Planned Activities of Milestones 

No Entries 

3.20 All information security incidents are appropriately reported to US-CERT. 

Key Activities of Milestones 

Already completed , and using the new format 

Planned Activities of Milestones 

No Entries 

3.21 DHS Einstein 3A Program MOU/MOA signed. 

Key Activities of Milestones 

Memorandum is already signed and in place. 

Planned Activities of Milestones 

No Entries 

* This metric is required for all CFO agencies. 
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Target Date Completed Date 
-

06/30/2016 06/30/2016 

Target Date 
-- --

Target Date I Completed Date 

Target Date 

Target Date I Completed Date 

09/30/2015 09/30/2015 

Target Date --

Target Date Completed Date 
--

06/08/2015 06/08/2015 

Target Date 
-- --
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I Section 3: Detect - Network Defense 

3.22 Completed implementation of agency ISCM Dashboard or DI A Dashboard provided by CDM Program. 

Key Activities of Milestones Target Date Completed Date 
- --
OHS awarded orders for the Bureau's buying group (Group F) 06/29/2016 06/29/2016 
HOLD - - - --
Bureau submits new agency questionnaire to integrator 10/21/2016 10/21/2016 

Planned Activities of Milestones Target Date 

Integrator holds agency meetings with Bureau to review 01/31/2017 
imolementation olans 

I Section 4: Respond - Incident Response Plan 

The goal of the Respond metrics is to ensure that D/ As have policies and procedures in place that detail how their enterprise will respond 
to cybersecurity events. D/As should develop and test response plans and communicate response activities to stakeholders to minlmne the 
impact of cybersecurity events, when they occur. 

4 .0 P lease provide a Respond PMC self-assessment rating (PMC): 

I Yel\ow I 
Comments: The CFPB does not participate in the PMC Cybersecurity Assessment Process as this activity is described as exclusive to 

CFO Act agencies, specifically those named in 31 U.S.C. 90 I (b ). The CFPB plans and prioritizes similar activities in the 

spirit of continuous improvement and best practice. CFPB does not yet possess the technical capability to perform all of the 

needed activities in this functional area of the Cybersecurity Framework. We are working to develop plans to address these 

areas. 

4. 1 Date of the last update to the Incident Response Plan. (Base) * 
4/20/2016 

4.1.1 What frequency is your Incident Response plan tested? (Base) * 
Tested Annually 

4 .2 Percent(%) of incidents vs attempts that were successful. (Base) * 
0% 

4 .3 Worst-case Incident Response Plan tested and updated with 30 days of test results. 

Key Activities of Milestones 

CFPB IR exercise conducted 

Planned Activities of Milestones 

No Entries 

* This metric is required for all CFO agencies. 
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Target Date Completed Date 

09/22/2016 09/22/2016 

Target Date 
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I Section 4: Respond - Incident Response Plan 

4.4 Established partnership for surge resources and special capabilities . 

Key Activities of Milestones 
-
Yes, coordination established with US-CERT for special 
caoabilities 

Planned Activities of Milestones 

No Entries 

4.5 Roles and responsibilities verified in incident response testing. 

Key Activities of Milestones 

CFPB IR exercise conducted 

Planned Activities of Milestones 

No Entries 

For Official Use Only 

Target Date 

06/30/2016 

Target Date 

09/22/2016 + 
4.6 Participation in the Federal Cybersecurity Communication, Assessment, and Response (C-CAR) protocol. 

Key Activities of Milestones Target Date 

t The Bureau is participating in the use of this protocol. 06/30/2016 

Planned Activities of Milestones 

No Entries 

4.7 Incident Response Plan is at the enterprise level, and developed and tested at least twice annually. 

Key Activities of Milestones Target Date 

IR Plan is at enterprise level , tested annually 09/22/2016 

Planned Activities of Milestones 

I No Entries 

I Section 5: Recover - Recovery Plan 

Completed Date 

06/30/2016 

Target Date 

Completed Date 

09/22/2016 

Target Date 

Completed Date 

06/30/2016 

Target Date 

Completed Date 

09/22/2016 

Target Date 

--

The goal of the Recover metrics is to ensure D/As develop and implement appropriate activities for resilience that allow for the restoration 

of any capabilities and/or services that were impaired due to a cybersecurity event. The recover function reduces the impact of a 

cybersecurity event through the timely resumption of normal operations. 

* This metric is required for all CFO agencies. 
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For Official Use Only 

Page 17 of 27 



For Official Use Only 

I Section 5: Recover - Recovery Plan 

5.0 Please provide a Recover PMC self-assessment rating (PMC): 

I Yellow I 
Comments: The CFPB does not participate in the PMC Cybersecurity Assessment Process as this activity is described as exclusive to 

CFO Act agencies, specifically those named in 31 U.S.C. 901 (b ). The CFPB plans and prioritizes similar activities in the 

spirit of continuous improvement and best practice. CFPB does not yet possess the technical capability to perform all of the 

needed activities in this functional area of the Cybersecurity Framework. We are working to develop plans to address these 

areas. 

5.1 Date of the last update to the Recovery Plan. (Base) * 

4/20/2016 

5 .1 .1 What frequency is your Recovery plan tested? (Base) * 
Tested Annually 

5.2 Percent(%) of public/internal notifications that were conducted in accordance with relevant statue, OMB policy, or DI A policies. (Base) * 

100% 

5.3 Disaster Recovery plans (per NIST SP 800-34) covers human threat sources, including ones impacting electronic information or resulting in 

physical data loss. 

Key Activities of Milestones Target Date -I Completed Date - -
No Entries 

Planned Activities of Milestones Target Date 

No Entries 

5.4 Business Continuity plans (per NIST SP 800-34) are in place and fully tested for all levels of relevant cybersecurity related incidents. 

Key Activities of Milestones Target Date Completed Date 
-

No Entries 

Planned Activities of Milestones Target Date -
No Entries 

5.5 Recovery Plan (per NIST Cybersecurity Framework) is at the enterprise level; and developed, updated, and tested at least annually. 

Key Activities of Milestones 
-

No Entries 

Planned Activities of Milestones -
No Entries 

* This metric is required for all CFO agencies. 
CIO Report - 2016 Quarter 4/Annual 
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I Section 5: Recover - Recovery Plan 

5.6 Policy/Metrics trncking for public/internal notifications conducted in accordance with relevant statue, OMB policy, or DI A policies are in-place. 

Key Activities of Milestones 
-
Comprehensive Privacy Plan 

Planned Activities of Milestones 

No Entries 

5.7 Credit repair contract ready for use and in-place. 

Key Activities of Milestones 

Annually renewed contract - in place 

Planned Activities of Milestones 

No Entries 

5.8 Ready to leverage credit monitoring BPA, such as those provided by GSA. 

Key Activities of Milestones 

No Entries 

Planned Activities of Milestones 

The Bureau already has a contract in place for this service. With the 
publication of OMS M-16-14, Category Management Policy 16-2: 
Providing Comprehensive Identity Protection Services, Identity 
Monitoring, and Data Breach Response, published on July 1, 2016, 
the Bureau will now conduct a value analysis to determine if changing 
contracts is warranted . 

* This metric is required for all CFO agencies. 
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Target Date Completed Date 
--

09/30/2015 09/30/2015 

Target Date 

Target Date I Completed Date 

10/01/2015 10/01/2015 

j Target Date 

Target Date Completed Date 

Target Date 

09/29/2017 
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I APPENDIX A: CAP Goal Evaluations 

* This metric is required for all CFO agencies. 
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I APPENDIX A: CAP Goal Evaluations 

Based on data entered within the form, your CAP Goal values have been calculated and are displayed below. CAP Goal values should meet 
the target values listed below. Please provide an explanation for any CAP Goal values that do not meet the defined CAP Goal target. 

Cap Goal I Your Score I Target FY16 Q4 Self-Defined Target I Explanation 

Hardware Asset Management (Lower of the following 
two percentages must be greater than or equal to 95%: 
3.16 or (1.4 I 1.2)) 

Software Asset Management (Lower of the following 
two percentages must be greater than or equal to 95%: 
(1.5 1 (1 .2.1+1.2.2)) or (3.17/(1.2.1+1.2. 2))) 

Vulnerability and Weakness Management 
(Performance must be greater than or equal to 95%: 
2.2) 

Secure Configuration Management (The percentage 
derived from the total of column 2.3.4 divided by the 
total of column 2.3.1.) 

Unprivileged Network Users (Performance must be 
greater than or equal to 85%:(2.4. 112.4)) 

Privileged Network Users (Performance must be equal 
to 100%: (2.5.112.5) 

Anti-Phishing Defense (Lowest percentage of your top 
5 (of 7) capabilities must be greater than or equal to 
90%: 2.19.112.19, 3.1, 3.2, 3.3, 3.4, 3.5, 3.6) 

* This metric is required for all CFO agencies. 
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-
-
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95% 0% 

95~ 0% 

95% 0% 

95% r 0% 

85% ~ 0% 
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100% 0% 

90% 0% 
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[ CFPB does not yet possess the technical 
capability to perform all of the needed 
activities in this functional area of the 
Cybersecurity Framework. We are working 

develcp plans to address these areas. 

FPB does not yet possess the technical 
capability to perform all of the needed 
activities in this functional area of the 
Cybersecurity Framework. We are working 
to develop plans to address these areas. 

CFPB does not yet possess the technical 
capability to perform all of the needed 
activities in this functional area of the 
Cybersecurity Framework. We are working 
to develop plans to address these areas. 

CFPB does not yet possess the technical 
capability to perform all of the needed 
activities in this functional area of the 

j 
Cybersecurity Framework. We are working 
to develop plans to address these areas. 

CFPB does not yet possess the technical 
capabil ity to perform all of the needed 
activities in this functional area of the 

--t 
Cybersecurity Framework. We are working 

t() de~Lop pl_?n~ to add~ssJhes~ ar~_as . 

CFPB does not yet possess the technical 
capability to perform all of the needed 
activities in this functional area of the 
Cybersecurity Framework. We are working 
to develop plans to address these areas. 

CFPB does not yet possess the technical 
capability to perform all of the needed 
activities in this functional area of the 
Cybersecurity Framework. We are working 
to develop plans to address these areas. 
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Malware Defense (Lowest percentage of your top 3 (of 
5) capabilities must be greater than or equal to 90%: 
(3. 7!1.2.1), (3.8/1.2.1), (3.9/1 .2.1),(3.10/1.2.1), (3. 11.113.1 
1) 

Blended Defense (Combination of Anti-Phishing & 
Ma/ware capabilities) (Lowest percentage of your top 2 
(of 4) capabilities must be greater than or equal to 
90%: 3.12, 3.13, 3.14 ,3.15 

I APPENDIX B: Data Quality Analysis 

* This metric is required for all CFO agencies. 
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90% 

For Official Use Only 

0% CFPB does not yet possess the technical 
capability to perform all of the needed 
activities in this functional area of the 

I 
Cybersecurity Framework. We are working 
to develo lans to address these areas. 
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I APPENDIX B: Data Quality Analysis 

The metrics below are being compared to the values entered during the previous cycle. Any variances greater than 30% will yield a Test 
Result of 0 (red) requiring an explanation. 

Comparison Description Current Answer 

I 
1.1 For each FIPS 199 impact level , what is I 0 
the number of operational unclassified 
information systems by organization (i.e. 
Bureau or Sub-Department Operating 
Element) categorized at that level? 
(Organizations with fewer than 5,000 users 
may report as one unit.) Answer in the table 
below. (sum of 1.1 .1 and 1.1 .2 for High 

Systems in System lnventmy grid)• 100 --1 
1.2 Number of the organization's hardware 7611 
assets connected to the organization's 

unclassified netwo,k(s).(Notec 1.2. is the --1 
sum of 1.2.1. through 1.2.4.) 
1.2.1 Number of GFE endpoints connected 3589 
to the organization's unclassified 

+ network( s ). (Base L.:_ 
-r 

1.4 Number of GFE hardware assets (from 34 
1.2.) covered by an automatic (e.g. 
scans/device discovery processes) 
hardware asset inventory capability at the 
entererise-level. (CAP) * (1.4 / 1.2) * 100 
1.5 Number of GFE endpoints and mobile 
assets (from 1.2.1 . and 1.2.2.) covered by 
an automated software asset inventory 
capabil ity at the enterprise-level. (CAP) * 

I J_1_~Li1:2~·~·2)) * 1 oo 
2.2 Percent(%) of the organization's 
unclassified network(s) assessed for 

vulnerabilities using Security Content 
Automation Protocol (SCAP) validated 

products. (.CAP} *. 

2.3.1 Number of hardware assets with each 

OS. (Base) * (sum of 2.3.1 - assets in 
Secure Config Management grid} 

* This metric is required for all CFO agencies. 
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T 

80 

90 

I 3595 

I 

Previous Answer 

I 
Test Result I Explanation 

0 1 

7599 1 

3615 1 

26 1 

79 1 

92 1 

3623 1 
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APPENDIX B: Data Quality Analysis 

2.3.4 Number of assets in 2.3.1 covered by 
auditing for compliance with 2.3.2. (CAP) * 
(sum of 2.3.4 - auditing activities) I (sum of 
2.3.1 - assets in Secure Configuration 
Management grid * 100 
2.4 Number of users with unprivileged 
network accounts. (Exclude privileged 
network accounts and non-user accounts.) 

j Base) * + 
2.4.1 Number of users (from 2.4) technically 
required to log onto the network with a 
two-factor PIV card or NIST Level of 

Assu'8nce (LOA) 4 credential.(CAP) • + 
(2.4.1 I 2.4) * 100 
2.5 Number of users with privileged network 
accounts. (Exclude unprivileged network 

accounts an_c:l_ non-user accountsj (Base) * 

2.5.1 Number of users (from 2.5) technically 

required to log onto the network with a 
two-factor PIV card or NIST LOA 4 

credential. (CAP) * (2.5.1 I 2.5) * 100 

21 

2137 

0 

-f. 

101 

0 

For Official Use Only 

30 

2115 

0 

98 

44 

1 

1 

1 

1 

0 As part of our ongoing process maturation and 
refinements to how we collect and report metrics, 
an improvement we put into place increased the 
precision and accuracy with which these users were 
counted. This caused a significant change to the 
metric, thus the data quality analysis has flagged it 
as an exception. The most recent data is more 
accurate than past quarters, and our efforts to 
improve and refine metric collection and analysis 

~~~~~~~~~~~~~~~~~-1-~~~~~~~-'--~~~~~~~--;-~~~~~~~~--:a'-"-recontinuing~. ~~~~~~~~~~~~~~~~~ 
2.19.1 Number of users (from 2.19) that 
successfully passed the exercise.(CAP) * 
(2.19.1 I 2.19) * 100 

* This metric is required for all CFO agencies. 
CIO Report - 2016 Quarter 4/Annual 

0 100 
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0 As part of our ongoing process maturation and 
refinements to how we collect and report metrics, 
an improvement we put into place increased the 
precision and accuracy with which these users were 
counted. This caused a significant change to the 
metric, thus the data quality analysis has flagged it 
as an exception. The most recent data is more 
accurate than past quarters, and our efforts to 
improve and refine metric collection and analysis 
are continuing. 
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APPENDIX B: Data Quality Analysis 
Current Answer I Previous Answer I Test Result I Explanation 

3.1 Percent (%) of incoming email traffic 100 100 1 
passing through anti-phishing and 
anti-spam filtration at the outermost border 

--1 mail agent or server. ~AP) * 

3.2 Percent(%) of incoming email traffic 53 55 1 
analyzed using sender authentication 
protocols (e.g., DKIM, ADSP, DMARC, + VBR, SPF, iprev). (CAP) * 

-!-

3.3 Percent(%) of incoming email traffic 95 100 1 
analyzed using a <eputation filte< (to pe<fonTI I 

_threat assessment of sen~jCA~ * 

I 
3.4 Percent(%) of incoming email traffic 100 100 1 
analyzed for detection of clickable URLs, 
embedded content, and attachments.(CAP) 

* 

3.5 Percent(%) of incoming email traffic 0 0 1 
analyzed for suspicious or potentially 
nefarious attachments opened in a 
sandboxed environment or detonation 

chambe<. (CAP) • + 
3.6 Percent(%) of outgoing email traffic that 50 48 1 
enables the recipients to verify the originator 
using sender authentication protocols (e.g., 
DKIM, ADSP, DMARC, VBR, SPF, iprev). 

(CAP) * 

3. 7 Number of GFE endpoints (from 1.2.1) 96 68 1 
covered by an intrusion prevention system. 
(CAP) * (3.7 / 1.2.1) * 100 

3.8 Number of GFE endpoints (from 1.2.1) 98 99 1 
covered by an antivirus (AV) solution using 
file reputation services, checking fi les 
against cloud-hosted, continuously updated 
malware information.(CAP) * (3.8 / 1.2.1) • 

100 

3.9 Number of GFE endpoints (from 1.2.1) 0 0 1 
covered by an anti-exploitation tool (e.g., 
Microsoft's Enhanced Mitigation Experience 

Toolkit (EMET) or similar). (CAP) * (3.9 I 
1.2.1)* 100 

* This metric is required for all CFO agencies. 
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APPENDIX B: Data Quality Analysis 
Current Answer I Previous Answer I Test Result 

3.10 Number of GFE endpoints (from 1.2.1) 
protected by a browser-based (e.g., 
Microsoft SmartScreen Filter, Microsoft 
Phishing Filter, etc.) or enterprise-based 
tool to block known phishing websites and 
IP addresses.(gAP) * @.10 / 1.2.1) * 100 

3.11.1 Number of assets (from 3.11) 
scanned for malware prior to an authorized 
remote access connection to the 
unclassified network.(CAP) * (3.11.1 / 3.11) 

*100 --1--
3.12 Percent (%) of privileged user network 
accounts (from 2.5) that have a technical 
control limiting access to only trusted sites. 

__(CAP) * 

3.13 Percent (%) of inbound network traffic 
that passes through a web content filter, 
which provides anti-phishing, anti-malware, 
and blocking of malicious websites (e.g., 

fake software updates, fake antiv;rus offers, --1--
and phishing offers). ~AP) * 

3.14 Percent (%) of outbound 
communications traffic checked at the 
external boundaries to detect encrypted 
exfil tration of information (i.e. D/P\s 
capability to decrypt/interrogate and 

re-encryptL,(CAP) * 
3.15 Percent (%) of email messages 

processed by systems that quarantine or 
otherwise block suspected malicious traffic. 

(CAP) * 

3.16 Percent(%) of the organization's 
unclassified network that has implemented 
a technology solution to detect and alert on 
the connection of unauthorized hardware 
assets.(CAP) * 

* This metric is required for all CFO agencies. 
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98 99 1 

0 0 1 

0 0 1 

100 100 1 

0 0 1 

53 54 1 

85 100 1 
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3.17 Number of GFE endpoints and mobile 
assets (from 1.2.1 and 1.2.2) covered by a 
software asset management capability to 
detect, alert, and/or block unauthorized 
software from executing (e.g., certificate, 
path, hash value, services, and behavior 
based whitel isting solutions).(CAP) * (3.17 / 
(1.2.1 + 1.2.2)) * 100 

4.2 Percent(%) of incidents vs attempts 
that were successful. (Base) * 

5.2 Percent(%) of public/internal 
notifications that were conducted in 
accordance with relevant statue, OMS 
policy, or DIA policies. (Base) * 

* This metric is required for all CFO agencies. 
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0 
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2 

0 

100 
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0 

1 

1 

CFPB's Infrastructure team currently has tools in 
operation that meet some of the general 
requirements regarding the detection, alerting, and 
blocking of unauthorized software from executing 
upon our endpoint and mobile assets. During the 
course of this FY, the team has been refining and 
improving the measurement and collection 
processes for metrics related to these efforts. 
Through this process, the team has gained a better 
understanding of the data and methods that support 
these reporting requirements and, as a result, 
maturation applied to the metric derivation methods 
has brought about changes to the metric values. 
The metric values supplied in previous quarters were 
derived using some older methods. Because we do 
not yet have a complete solution that addresses 
every element of the goal state, we have modified 
our metric value for end-of-year and believe that it is 
more accurate than those values previously 
reported. 
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~ection 0: Overall 

0.1 Please provide an overall narrative assessment of the agency's information security program. Please note that OMB will include this 

information in the publicly available Annual FISMA Report to Congress to provide additional context for the Inspector General's 

effectiveness rating of the agency's information security program. OMB may modify this response to conform with the grammatical 

and narrative structure of the Annual Report. 

Overall, we found that the CFPB continues to mature its information security program to ensure that it is consistent with FTSMA 
requirements. For instance, the CFPB bas implemented several tools to automate ISCM capabilities, matured its ISCM program from level 1 
(ad hoc) to level 3 (consistently implemented), and strengthened its role-based training program for users with significant security 
responsibilities. We also found that the CFPB's information security program is generally consistently with 7 of the 8 information security 

domains listed by DHS: risk management, contractor systems, configuration management, identity and access management, security and 
privacy training, ISCM, and incident response. For the remaining domain, contingency planning, the CFPB has not completed an agency-wide 
business impact analysis to guide its contingency planning activities, nor has it fully updated its continuity of operations plan to reflect the 
transition of its information technology infrastructure from the U.S. Department of the Treasury. 

Our report includes three new recommendations to strengthen the CFPB's information security program: (1) formalize insider threat activities 
through an agency-wide insider threat program strategy, (2) ensure that user access forms and rules of behavior for privileged users are 
maintained, and (3) ensure that a business impact analysis is conducted and used to guide contingency planning activities. 
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~ection 1: Identify 

Risk Management (Identify) 

1.1 Has the organization established a risk management program that includes comprehensive agency policies and procedures consistent 

with FISMA requirements, OMB policy, and applicable NIST guidelines? 

Met 

1.1.l Identifies and maintains an up-to-date system inventory, including organization- and contractor-operated systems, hosting 

envirom11ents, and systems residing in the public, hybrid, or private cloud. (2016 CIO FISMA Metrics, 1.1; NIST 

Cybersecurity Framework (CF) ID.AM. I, NIST 800-53: PM-5) 

Met 

I. I .2 Develops a risk management function that is demonstrated through the development, implementation, and maintenance of a 

comprehensive governance structure and organization-wide risk management strategy as described in NIST SP 800-37, 

Rev. I. (NIST SP 800-39) 

Met 

1.1.3 Incorporates mission and business process-related risks into risk-based decisions at the organizational perspective, as 

described in NIST SP 800-37, Rev. I. (NIST SP 800-39) 

Met 

1.1.4 Conducts information system level risk assessments that integrate risk decisions from the organizational and mission/business 

process perspectives and take into account threats, vulnerabilities, likelihood, impact, and risks from external pa1ties and 

common control providers. (NIST SP 800-37, Rev. 1, NIST SP 800-39, NIST SP 800-53: RA-3) 

Met 

I. I .5 Provides timely communication of specific risks at the information system, mission/business, and organization-level to 

appropriate levels of the organization. 

Met 

1.1.6 Performs comprehensive assessments to categorize information systems in accordance with Federal standards and 

applicable guidance. (FIPS 199, FIPS 200, FISMA, Cybersecurity Sprint, OMB M-16-04, President's Management 

Council (PMC) cybersecurity assessments) 

Met 

I. I. 7 Selects an appropriately tailored set of baseline security controls based on mission/business requirements and policies and 

develops procedures to employ controls within the information system and its environment of operation. 
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~ection 1: Identify 

Met 

1.1.8 Implements the tailored set of baseline security controls as described in 1.1. 7. 

Met 

1.1 .9 Identifies and manages risks with system interconnections, including through authorizing system interconnections, 

documenting interface characteristics and security requirements, and maintaining interconnection security agreements. (NIST 

SP 800-53: CA-3) 

Met 

1.1.10 Continuously assesses the security controls, including hybrid and shared controls, using appropriate assessment procedures 

to detem1ine the extent to which the controls are implemented correctly, operating as intended, and producing the desired 

outcome with respect to meeting the security requirements for the system. 

Met 

1.1 .11 Maintains ongoing information system authorizations based on a determination of the risk to organizational operations and 

assets, individuals, other organizations, and the Nation resulting from the operation of the information system and the 

decision that this risk is acceptable (OMB M-14-03, NIST Supplemental Guidance on Ongoing Authorization). 

Not Met 

Consistently 

Implemented 

Managed and 

Measureable 

Consistently 
Implemented 

Managed and 
Measureable 

Comments: The CFPB develops system security plans for parent systems that take into account threats, vulnerabilities, likelihood, 

impact, and risks from external parties and common control providers. However, the CFPB has not performed risk 

assessments for all child systems. As such, we found the agency does not maintain ongoing system authorizations based on a 

determination ofrisk at the system level. 

1.1.12 Security authorization package contains system security plan, security assessment report, and POA&M that are prepared 

and maintained in accordance with government policies. (SP 800-18, SP 800-37) 

Met 

1.1.13 POA&Ms are maintained and reviewed to ensure they are effective for correcting security weaknesses. 

Met 

1.1.14 Centrally tracks, maintains, and independently reviews/validates POA&M activities at least quarterly. (NIST SP 800-53 

:CA-5; OMB M-04-25) 

Met 
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~ection 1: Identify 

1.1 .15 Prescribes the active involvement of information system owners and common control providers, chief information officers, 

senior infonnation security officers, authorizing officials, and other roles as applicable in the ongoing management of 

information-system-related security risks. 

Met 

1. 1.16 Implemented an insider threat detection and prevention program, including the development of comprehensive policies, 

procedures, guidance, and governance structures, in accordance with Executive Order 13587 and the National Insider 

Threat Policy. (PMC; NIST SP 800-53: PM-12) 

Met 

Managed and 
Measureable 

Consistently 

Implemented 

Comments: CFPB officials informed us that Executive Order 13587 and the National Insider Threat Policy do not apply to the agency 

because it does not maintain classified information. However, our FY 2016 FIS MA audit report includes a recommendation 

for the CFPB to develop an agency-wide insider threat detection and prevention program due to the sensitivity of the 

information maintained by the agency. 

1. 1. 17 Provide any additional information on the effectiveness (positive or negative) of the organization's Risk Management 

program that was not noted in the questions above. Based on all testing performed, is the Risk Management program 

effective? 

Effective 

Contractor Systems (Identify) 

1.2 Has the organization established a program to oversee systems operated on its behalf by contractors or other entities, including other 

government agencies, managed hosting environments, and systems and services residing in a cloud external to the organization that is 

inclusive of policies and procedures consistent with FISMA requirements, OMB policy, and applicable NIST guidelines? 

Met 

1.2.1 Establishes and implements a process to ensure that contracts/statements of work/solicitations for systems and services, 

include appropriate information security and privacy requirements and material disclosures, FAR clauses, and clauses on 

protection, detection, and reporting of info1mation. (FAR Case 2007-004, Common Security Configurations, FAR Sections 

24.104, 39.101, 39.105, 39.106, 52.239-1; PMC, 2016 CIO Metrics 1.8, NIST 800-53, SA-4 FedRAMP standard 

contract clauses; Cloud Computing Contract Best Practices) 

Met 

1.2.2 Specifies within appropriate agreements how information security performance is measured, reported, and monitored on 

contractor- or other entity-operated systems. (CIO and CAO Council Best Practices Guide for Acquiring lT as a Service, 
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NIST SP 800-35) 

Met 

For Official Use Only 

1.2.3 Obtains sufficient assurance that the security controls of systems operated on the organization's behalf by contractors or 

other entities and services provided on the organization's behalf meet FISMA requirements, OMB policy, and applicable 

NIST guidelines. (NIST SP 800-53: CA-2, SA-9) 

Met 

1.2.4 Provide any additional information on the effectiveness (positive or negative) of the organization 's Contractor Systems 

Program that was not noted in the questions above. Based on all testing performed, is the Contractor Systems Program 

effective? 

Effective 
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~ection 2: Protect 

Configuration Management (Protect) 

2.1 Has the organization established a configuration management program that is inclusive of comprehensive agency policies and 

procedures consistent with FTSMA requirements, OMB policy, and applicable NIST guidelines? 

Met 

2.1.l Develops and maintains an up-to-date inventory of the hardware assets (i.e., endpoints, mobile assets, network devices, 

input/output assets, and SMART/NEST devices) connected to the organization's network with the detailed information 

necessary for tracking and reporting. (NIST CF ID.AM-1; 2016 CIO FISMA Metrics 1.5, 3.17; NIST 800-53: CM-8) 

Met 

2.1.2 Develops and maintains an up-to-date inventory of software platforms and applications used within the organization and with 

the detailed information necessary for tracking and reporting. (NIST 800-53: CM-8, NIST CF ID.AM-2) 

Met 

2.1 .3 Implements baseline configurations for IT systems that are developed and maintained in accordance with documented 

procedures. (NIST SP 800-53: CM-2; NIST CF PR.IP- I) 

Met 

2.1.4 Implements and maintains standard security settings (also referred to as security configuration checklists or hardening guides) 

for IT systems in accordance with documented procedures. (NIST SP 800-53: CM-6; CIO 2016 FISMA Metrics, 2.3) 

Met 

2.1.5 Assesses configuration change control processes, including processes to manage configuration deviations across the 

enterprise that are implemented and maintained. (NIST SP 800-53: CM-3, NIST CF PR.IP-3) 

Met 

2.1.6 Identifies and documents deviations from configuration settings. Acceptable deviations are approved with business 

justification and risk acceptance. Where appropriate, automated means that enforce and redeploy configuration settings to 

systems at regularly scheduled intervals are deployed, while evidence of deviations is also maintained. (NIST SP 800-53: 

CM-6, Center for Internet Security Controls (CIS) 3.7) 

Met 

2.1.7 Implemented SCAP certified software assessing (scanning) capabilities against all systems on the network to assess both 

code-based and configuration-based vulnerabilities in accordance with risk management decisions. (NIST SP 800-53: 

RA-5, SI- 2; CIO 2016 FISMA Metrics 2.2, CIS 4.1) 
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~ection 2: Protect 

Not Met 

Comments: Our 2014 FISMA audit report included a recommendation for the CFPB to implement application and database-level 

vulnerability scanning for CFPB systems. The CFPB is still taking steps to address this recommendation. 

2.1.8 Remediates configuration-related vulnerabilities, including scan findings, in a timely manner as specified in organization policy 

or standards. (NIST 800-53: CM-4, CM-6, RA-5, SI-2) 

Met 

2.1.9 Develops and implements a patch management process in accordance with organization policy or standards , including timely 

and secure installation of software patches. (NIST SP 800-53: CM-3, SI-2, OMB M-16-04, DHS Binding Operational 

Directive 15-01) 

Met 

2.1.10 Provide any additional information on the effectiveness (positive or negative) of the organization's Configuration Management 

Program that was not noted in the questions above. Based on all testing performed, is the Configuration Management 

Program effective? 

Effective 

Consistently 
Implemented 

Managed and 
Measureable 

Identity and Access Management (Protect) 

2.2 Has the organization established an identity and access management program, including policies and procedures consistent with 

FISMA requirements, OMB policy, and applicable NIST guidelines? 

Met 

2.2.1 Ensures that individuals requiring access to organizational information and information systems sign appropriate access 

agreements, participate in required training prior to being granted access, and rece1tify access agreements on a 

predetermined interval. (NIST 800-53: PL-4, PS-6) 

Not Met 

Defined 

Consistently 

Implemented 

Comments: We found that the CFPB had not ensured that rules of behavior and user access forms for select privileged users were 

maintained in accordance with agency policy. 

2.2.2 Ensures that all users are only granted access based on least privilege and separation-of-duties ptinciples. 

Met 

Consistently 

Implemented 

OIG Report- Annual 2016 Page 7 of35 

For Official Use Only 



For Official Use Only 

~ection 2: Protect 

2.2.3 Distinguishes hardware assets that have user accounts (e.g., desktops, laptops, servers) from those without user accounts 

(e.g. networking devices, such as load balancers and intrusion detection/prevention systems, and other input/output devices 

such as faxes and IP phones). 

Met 

2.2.4 Implements PIV for physical access in accordance with government policies. (HSPD 12, FIPS 20 I, OMB M-05-24, OMB 

M-07-06, OMB M-08-01, OMB M-11-11) 

Met 

2.2.5 Implements PlV or a NIST Level of Assurance (LOA) 4 credential for logical access by all privileged users (system, 

network, database administrators, and others responsible for system/application control, monitoring, or administration 

functions). (Cybersecurity Sprint, OMB M-16-04, PMC, 2016 CIO FISMA Metrics 2.5. I) 

Met 

2.2.6 Enforces PIV or a NIST LOA 4 credential for logical access for at least 85% of non-privileged users. (Cybersecurity 

Sprint, OMB M-16-04, PMC, 2016 CTO FISMA Metrics 2.4.1) 

Not Met 

Consistently 

Implemented 

Consistently 
Implemented 

Consistently 
Implemented 

Consistently 

Implemented 

Comments: The CFPB does not enforce PIV or a NIST LOA 4 credential for logical access for at least 85% of non-privileged users. 

2.2. 7 Tracks and controls the use of administrative privileges and ensures that these privileges are periodically reviewed and 

adjusted in accordance with organizationally defined timeframes. (2016 CIO FISMA Metrics 2.9, 2.10; OMB M-16-04, 

CIS 5.2) 

Met 

Managed and 
Measureable 

Comments: As noted in our comments for 2.2. l above, we found that the CFPB does not ensure that rules of behavior and user access 

forms for privileged users are maintained in accordance with agency policy. 

2.2.8 Ensures that accounts are terminated or deactivated once access is no longer required or after a period of inactivity, 

according to organizational policy. 

Met 

2.2.9 Identifies, limits, and controls the use of shared accounts. (NIST SP 800-53: AC-2) 

Met 
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~ection 2: Protect 

2.2.10 All users are uniquely identified and authenticated for remote access using Strong Authentication (multi-factor) , including 

PIV. (NIST SP 800-46, Section 4.2, Section 5.1, NIST SP 800-63) 

Met 

2.2.1 1 Protects against and detects unauthorized remote access connections or subversion of authorized remote access 

connections, including through remote scanning of host devices. (CJS 12.7, 12.8, FY 2016 CTO FISMA metrics 2.17.3, 

2.17.4, 3.11, 3.11.l) 

Met 

2.2.12 Remote access sessions are timed-out after 30 minutes of inactivity, requiring user re-authentication, consistent with OMB 

M-07-16 

Met 

2.2.13 Enforces a limit of consecutive invalid remote access logon attempts and automatically locks the account or delays the next 

logon prompt. (NIST 800-53: AC-7) 

Met 

2.2.14 Implements a risk-based approach to ensure that all agency public websites and services are accessible through a secure 

connection through the use and enforcement of https and strict transport security. (OMB M-15-13) 

Met 

Consistently 

Implemented 

Consistently 
Implemented 

Managed and 
Measureable 

Consistently 

Implemented 

Consistently 
Implemented 

Comments: CFPB officials informed us that the agency is working toward implementing secure connections for all of the agency's public 

websites. However, we found that all sites connecting to sensitive data sources are accessed through secure connections. 

2.2.15 Provide any additional information on the effectiveness (positive or negative) of the organization's Identity and Access 

Management Program that was not noted in the questions above. Based on all testing performed is the Identity and Access 

Management Program effective? 

Effective 

Security and Privacy Training (Protect) 

2.3 Has the organization established a security and privacy awareness and training program, including comprehensive agency policies and 

procedures consistent with FISMA requirements, OMB policy, and applicable NIST guidelines? 

Met 

2.3.1 Develops training material for security and privacy awareness training containing appropriate content for the organization, 

including anti-phishing, malware defense, social engineering, and insider threat topics. (NIST SP 800-50, 800-53: AR-5 , 
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~ection 2: Protect 

OMB M-15-01, 2016 CIO Metrics, PMC, National Insider Threat Policy (NITP)) 

Met 

2.3.2 Evaluates the skills of individuals with significant security and privacy responsibilities and provides additional security and 

privacy training content or implements human capital strategies to close identified gaps. (NIST SP 800-50) 

Not Met 

Consistently 

Implemented 

Comments: While the agency has established a new role-based training program, the CFPB doesn't currently evaluate the skills of 

individuals wjth significant security and privacy responsibilities in order to provide additional training to close identified gaps. 

Further, the agency's role-based training program does not yet include technical topics that have been defined in the agency's 

training process. 

2.3.3 Identifies and tracks status of security and privacy awareness training for all information system users (including employees, 

contractors, and other organization users) requiring security awareness training with appropriate internal processes to detect 

and correct deficiencies. (NIST 800-53: AT-2) 

Met 

2.3.4 Identifies and tracks status of specialized security and privacy training for all personnel (including employees, contractors, 

and other organization users) with significant information security and privacy responsibilities requiring specialized training. 

Met 

2.3.5 Measures the effectiveness of its security and privacy awareness and training programs, including through social engineering 

and phishing exercises. (PMC, 2016 CIO FISMAMetrics 2.19, NIST SP 800-50, NIST SP 800-55) 

Not Met 

Consistently 

Implemented 

Consistently 

Implemented 

Managed and 

Measureable 

Comments: CFPB officials informed us that the agency plans to perform exercises to measure the effectiveness of its training program in 

2017. 

2.3.6 Provide any additional information on the effectiveness (positive or negative) of the organization's Security and Privacy 

Training Program that was not noted in the questions above . Based on all testing performed is the Security and Privacy 

Training Program effective? 

Effective 
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~ection 3: Detect 

Level 1 

Definition 

People 

3.1.1.1 

3.l.1.2 

3. 1.1 ISCM program is not formalized and ISCM activities are performed in a reactive manner resulting in an ad hoc program that 

does not meet Level 2 requirements for a defined program consistent with NIST SP 800-53, SP 800-137, OMB M-14-03, 
and the CIO ISCM CONOPS. 

ISCM stakeholders and their responsibilities have not been fully defined and communicated across the organization. 

Met 

The organization has not performed an assessment of the skills, knowledge, and resources needed to effectively implement an ISCM 

program. Key personnel do not possess knowledge, skills, and abilities to successfully implement an effective ISCM program. 

Met 

3.1.1.3 The organization has not defined how ISCM information will be shared with individuals with significant security responsibilities and 

used to make risk based decisions. 

Met 

3.1.1.4 The organization has not defined how it will integrate ISCM activities with organizational risk tolerance , the threat environment, and 

business/mission requirements. 

Met 

Processes 

3.1.1.5 TSCM processes have not been fully defined and are perfonned in an ad-hoc, reactive manner for the following areas: ongoing 

assessments and monitoring of security controls; performing hardware asset management, software asset management, configuration 

setting management, and common vulnerability management; collecting security related information required for metrics, assessments, 

and reporting; analyzing ISCM data, reporting findings , and determining the appropriate risk responses; and reviewing and updating 

the JSCM program. 

Met 

3.1.1.6 TSCM results vary depending on who performs the activity, when it is performed, and the methods and tools used. 

Met 

3.1.1. 7 The organization has not identified and defined the qualitative and quantitative performance measures that will be used to assess the 

effectiveness of its ISCM program, achieve situational awareness, and control ongoing risk. 

OIG Report- Annual 2016 

For Official Use Only 

Ad Hoc 

Ad Hoc 

Ad Hoc 

Ad Hoc 

Ad Hoc 

Ad Hoc 

Ad Hoc 

Page 11 of35 



For Official Use Only 

~ection 3: Detect 

Met 

3. l .1.8 The organization has not defined its processes for collecting and considering lessons learned to improve ISCM processes. 

Met 

Technology 

3. 1.1 .9 The organization has not identified and defined the ISCM technologies needed in one or more of the following automation areas and 

relies on manual/procedural methods in instances where automation would be more effective. Use ofISCM technologies in the 

following areas is ad-hoc. 

- Patch management 

- License management 

- Information management 

- Software assurance 

- Vulnerability management 

- Event management 

- Malware detection 

- Asset management 

- Configuration management 

- Network management 

- Incident management 

Met 

3. l.J. l 0 The organization has not defined how it will use automation to produce an accurate point-in-time inventory of the authorized and 

unauthorized devices and software on its network and the security configuration of these devices and software. 

Met 

Level 2 

Definition 

People 

3 .2.1 The organization has formalized its ISCM program through the development of comprehensive ISCM policies, procedures, 

and strategies consistent with NIST SP 800-53, SP 800-137, OMB M-14-03, and the CIO ISCM CONOPS. However, 

ISCM policies, procedures, and strategies are not consistently implemented organization-wide. 

3.2.1.1 ISCM stakeholders and their responsibilities have been defined and communicated across the organization. However, stakeholders 
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may not have adequate resources (people, processes, and technology) to effectively implement ISCM activities. 

Met 

3.2.1.2 The organization has performed an assessment of the skills, knowledge, and resources needed to effectively implement an ISCM 

program. In addition, the organization has developed a plan for closing any gaps identified. However, key personnel may still lack the 

knowledge, skil ls, and abilities to successfully implement an effective ISCM program. 

Met 

3.2.1.3 The organization has defined how ISCM information will be shared with individuals with significant security responsibilities and used 

to make risk-based decisions. However, ISCM infomrntion is not always shared with individuals with significant security 

responsibilities in a timely manner with which to make risk-based decisions. 

Met 

3.2.1.4 The organization has defined how it will integrate ISCM activities with organizational risk tolerance, the threat enviromnent, and 

business/mission requirements. However, ISCM activities are not consistently integrated with the organization's risk management 

program. 

Met 

Processes 

3.2.1.5 JSCM processes have been fully defined for the following areas: ongoing assessments and monitoring of security controls; perforn1ing 

hardware asset management, software asset management, configuration setting management, and common vulnerability management; 

collecting security related infonnation required for metrics, assessments, and reporting; analyzing ISCM data, reporting findings, and 

determining the appropriate risk responses; and reviewing and updating the ISCM program. However, these processes are 

inconsistently implemented across the organization. 

Met 

3.2.1.6 JSCM results vary depending on who performs the activity, when it is performed, and the methods and tools used. 

Met 

3.2.1.7 The organization has identified and defined the performance measures and requirements that will be used to assess the effectiveness 

of its ISCM program, achieve situational awareness, and control ongoing risk. However, these measures are not consistently 

collected, analyzed, and used across the organization. 

Met 

3.2. 1.8 The organization has a defined process for capturing lessons learned on the effectiveness of its ISCM program and making necessary 

improvements. However, lessons learned are not consistently shared across the organization and used to make timely improvements 
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to the lSCM program. 

Met 

Technology 

For Official Use Only 

3.2.1.9 The organization has identified and fully defined the ISCM technologies it plans to utilize in the following automation areas. In 

addition, the organization has developed a plan for implementing ISCM technologies in these areas : patch management, license 

management, information management, software assurance, vulnerability management, event management, malware detection, asset 

management, configuration management, network management, and incident management. However, the organization has not fully 

implemented technology is these automation areas and continues to rely on manual/procedural methods in instances where automation 

would be more effective. In addition, while automated tools are implemented to support some ISCM activities, the tools may not be 

interoperable. 

Met 

3.2. 1.10 The organization has defined how it will use automation to produce an accurate point-in-time invento1y of the authorized and 

unauthorized devices and software on its network and the security configuration of these devices and software. However, the 

organization does not consistently implement the technologies that will enable it to manage an accurate point-in-time inventory of the 

authorized and unauthorized devices and software on its network and the security configuration of these devices and software. 

Met 

Level 3 

Definition 

People 

3.3.1 In addition to the formalization and definition of its ISCM program (Level 2), the organization consistently implements its 

TSCM program across the agency. However, qualitative and quantitative measures and data on the effectiveness of the 

ISCM program across the organization are not captured and utilized to make risk-based decisions, consistent with NIST SP 

800-53, SP 800-137, OMB M-14-03, and the CIO lSCM CONOPS. 

3.3 .l.l TSCM stakeholders and their responsibilities have been identified and communicated across the organization, and stakeholders have 

adequate resources (people, processes, and technology) to effectively implement ISCM activities. 

Met 

3.3.l.2 The organization has fully implemented its plans to close any gapes in skills, knowledge, and resources required to successfully 

implement an lSCM program. Personnel possess the required knowledge, skills, and abilities to effectively implement the 

organization's ISCM program. 
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Met 

3.3.1.3 ISCM information is shared with individuals with significant security responsibilities in a consistent and timely manner with which to 

make risk-based decisions and support ongoing system authorizations. 

Met 

3.3.1.4 ISCM activities are fully integrated with organizational risk tolerance, the threat environment, and business/mission requirements. 

Met 

Processes 

3.3. 1.5 TSCM processes are consistently performed across the organization in the following areas: ongoing assessments and monitoring of 

security controls; perfonning hardware asset management, software asset management, configuration setting management, and 

common vulnerability management; collecting security related information required for metrics, assessments, and reporting; analyzing 

ISCM data, reporting findings, and determining the appropriate risk responses; and reviewing and updating the ISCM program. 

Not Met 

Consistently 

Implemented 

Consistently 

Implemented 

Consistently 
Implemented 

Comments: The described ISCM processes have been fully defined, with many implemented consistently across the organization. However, there 

are still several processes where ISCM can be further matured to produce a consistent view into the agency's security posture, 

including asset and license management and the development and use of more meaningful quantitative and qualitative metrics. 

3.3.1.6 The rigor, intensity, scope, and results of ISCM activities are comparable and predictable across the organization. 

Met 

3.3.1.7 The organization is consistently captw·ing qualitative and quantitative performance measures on the performance of its ISCM program 

in accordance with established requirements for data collection, storage, analysis, retrieval, and reporting. ISCM measures provide 

information on the effectiveness ofISCM processes and activities. 

Not Met 

Consistently 

Implemented 

Consistently 
Implemented 

Comments: The CFPB has defined three performance measures, one for each domain (people, processes, and technology) as a part of its ISCM 

program. However, additional metrics that measure the effectiveness of the agency's program can further mature the CFPB's ISCM 

function. 

3.3.J .8 The organization is consistently capturing and sharing lessons learned on the effectiveness ofISCM processes and activities. Lessons 

learned serve as a key input to making regular updates to ISCM processes. 
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Met 

3.3.1.9 The organization has consistently implemented its defined technologies in all of the following ISCM automation areas. ISCM tools are 

interoperable to the extent practicable. 

- Patch management 

- License management 

- Information management 

- Software assurance 

- Vulnerability management 

- Event management 

- Malware detection 

- Asset management 

- Configuration management 

- Network management 

- Incident management 

Not Met 

Consistently 

Implemented 

Comments: The agency has identified and defined the ISCM technologies needed in the 11 automation domains from NIST SP 800-137. The vast 

majority of these tools are operational and have been incorporated into the agency's LSCM program, including many which are 

interoperable. However, there are still a number of automation areas that have not yet been consistently implemented. These include 

alerting capabilities to avoid manual inspection/reporting from the tools that are implemented and completing implementation ofCDM. 

Technology 

3.3.1.10 The organization can produce an accurate point-in-time inventory of the authorized and unauthorized devices and software on its 

network and the security configuration of these devices and software. 

Met 

Level 4 

Definition 

People 

3.4. I In addition to being consistently implemented (Level 3), ISCM activities are repeatable and metrics are used to measure and 

manage the implementation of the ISCM program, achieve situational awareness, control ongoing risk, and perform ongoing 

system authorizations. 
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3.4.1.1 The organization's staff is consistently implementing, monitoring, and analyzing qualitative and quantitative performance measures 

across the organization and is collecting, analyzing, and reporting data on the effectiveness of the organization's TSCM program. 

Not Met 

Managed and 

Measureable 

Comments: ISCM stakeholders have been identified, are involved in the communication of ISCM information across the agency, and have 

adequate resources to perform ISCM activities. However, the CFPB bas not yet reached a level 4 (managed and 

measurable) maturity where staff are using and analyzing effective qualitative and quantitative performance metrics. 

3.4.1.2 Skilled personnel have been hired and/or existing staff trained to develop the appropriate metrics to measure the success of the 

ISCM program. 

Not Met 

Managed and 

Measureable 

Comments: The agency performs informal skill and resource gap analysis with contractors filling the gaps for any expertise not held within the 

CFPB itself. Further, there are no apparent resource or skill gaps that exist within the current state of the CFPB's ISCM program. 

However, the CFPB has not yet reached a level 4 (managed and measurable) maturity where staff are using and analyzing effective 

qualitative and quantitative performance metrics. 

3.4.1.3 Staff are assigned responsibilities for developing and monitoring ISCM metrics, as well as updating and revising metrics as needed 

based on organization risk tolerance, the threat environment, business/mission requirements, and the results of the ISCM program. 

Not Met 

Managed and 

Measureable 

Comments: TSCM activities have been implemented to integrate the agency's ISCM program with its risk management function to consider the 

current threat environment. However, the CFPB has not yet reached a level 4 (managed and measurable) maturity where staff are 

using and analyzing effective qualitative and quantitative performance metrics . 

Processes 

3.4.1.4 The organization has processes for consistently implementing, monitoring, and analyzing qualitative and quantitative perfonnance 

measures across the organization and is collecting, analyzing, and reporting data on the effectiveness of its processes for performing 

ISCM. 

Not Met 

Managed and 

Measureable 

Comments: The agency has defined three performance measures, one for each domain, as a part of its ISCM program. However, additional 

metrics that measure the effectiveness of the agency's program can further mature the CFPB's ISCM function. 

3.4.1.5 Data supporting ISCM metrics are obtained accurately, consistently, and in a reproducible fonnat. 

OIG Report- Annual 2016 

For Official Use Only 

Managed and 

Measureable 

Page 17 of35 



For Official Use Only 

~ection 3: Detect 

Not Met 

Comments: The agency has defined three performance measures, one for each domain, as a part of 1ts lSCM program. However, additional 

metrics that measure the effectiveness of the agency's program can further mature the CFPB's ISCM function. 

3.4. l .6 The organization is able to integrate metrics on the effectiveness of its lSCM program to deliver persistent situational awareness 

across the organization, explain the environment from both a threat/vulnerability and risk/impact perspective, and cover mission areas 

of operations and secmity domains. 

Not Met 

Managed and 
Measureable 

Comments: The agency has defined three performance measures, one for each domain, as a part of its ISCM program. However, additional 

metrics that measure the effectiveness of the agency's program can further mature the CFPB's ISCM function. 

3.4.l.7 The organization uses its JSCM metrics for determining risk response actions including risk acceptance , avoidance/rejection, or 

transfer. 

Not Met 

Managed and 
Measureable 

Comments: The agency has defined three performance measures, one for each domain, as a part of its TSCM program. However, additional 

metrics that measure the effectiveness of the agency's program can further mature the CFPB's ISCM function. 

3.4. 1.8 TSCM metrics are reported to the organizational officials charged with correlating and analyzing the metrics in ways that are relevant 

for risk management activities. 

Not Met 

Managed and 
Measureable 

Comments: While metrics are reported to organizational officials on a regular basis, the agency has defined only three performance measures, one 

for each domain, as a part of its ISCM program. Additional metrics that measure the effectiveness of the agency's program can further 

mature the CFPB1s ISCM function. 

3.4.l.9 TSCM is used to maintain ongoing authorizations of infonnation systems and the environments in which those systems operate, 

including common controls and keep required system information and data (i.e., System Security Plan Risk Assessment Report, 

Security Assessment Report, and POA&M) up to date on an ongoing basis. 

Not Met 

Comments: We found that the CFPB has not performed risk assessments for all of its child systems in accordance with its process. 

Technology 

3.4.1.10 The organization uses technologies for consistently implementing, monitoring, and analyzing qualitative and quantitative performance 

across the organization and is collecting, analyzing, and reporting data on the effectiveness of its technologies for performing ISCM. 
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Not Met 

Comments: The agency has defined three performance measures, one for each domain, as a part of 1ts ISCM program. However, additional 

metrics that measure the effectiveness of the agency's program can further mature the CFPB's ISCM function. 

3.4.1.11 The organization's ISCM performance measures include data on the implementation of its ISCM program for al I sections of the 

network from the implementation of technologies that provide standard calculations, comparisons, and presentations. 

Not Met 

Managed and 
Measureable 

Comments: The agency has defined three performance measures, one for each domain, as a part of its ISCM program. However, additional 

metrics that measure the effectiveness of the agency's program can further mature the CFPB's ISCM function. 

3.4. 1.12 The organization utilizes a SIEM tool to collect, maintain, monitor, and analyze IT security information, achieve situational awareness, 

and manage risk 

Met 

Levels 

Definition 

3.5. l In addition to being managed and measurable (Level 4), the organization's ISCM program is institutionalized, repeatable, 

self-regenerating, and updated in a near real-time basis based on changes in business/mission requirements and a changing 

threat and technology landscape. 

People 

3.5.l.l The organization's assigned personnel collectively possess a high skill level to perform and update ISCM activities on a near real -time 

basis to make any changes needed to address ISCM results based on organization risk tolerance, the threat enviromnent, and 

business/mission requirements. 

Not Met 

Comments: The CFPB has not yet reached this level of maturity in this area. 

Processes 

3.5.J .2 The organization has institutionalized a process of continuous improvement incorporating advanced cybersecurity and practices. 

Not Met 

Comments: The CFPB has not yet reached this level of maturity in this area. 

3.5.1.3 On a near real-time basis, the organization actively adapts its ISCM program to a changing cybersecurity landscape and responds to 
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evolving and sophisticated threats in a timely manner. 

Not Met 

Comments: The CFPB has not yet reached this level of maturity in this area. 

3.5.1.4 The ISCM program is fully integrated with strategic planning, enterprise architecture and capital planning and investment control 

processes, and other mission/business areas, as appropriate. 

Not Met 

Comments: The Cf PB has not yet reached this level of maturity in this area. 

3.5.1.5 The ISCM program achieves cost-effective IT security objectives and goals and influences decision making that is based on cost, 

risk, and mission impact. 

Not Met 

Comments: 

Technology 

The CFPB has not yet reached this level of maturity in this area. 

3.5.1.6 The organization has institutionalized the implementation of advanced cybersecurity technologies in near real-time. 

Not Met 

Comments: The CFPB has not yet reached this level of maturity in this area. 

3.5.1.7 The organization has institutionalized the use of advanced technologies for analysis of trends and performance against benchmarks to 

continuously improve its JSCM program. 

Not Met 

Comments: The CFPB has not yet reached this level of maturity in this area. 
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Level 1 

Definition 

People 

4.1.1 Incident response program is not formalized and incident response activities are performed in a reactive manner resulting in 

an ad-hoc program that does not meet Level 2 requirements for a defined program consistent witb FTSMA (including 

guidance from NIST SP 800-83, NIST SP 800-61Rev.2, NIST SP 800-53, OMB M-16-03, OMB M-16-04, and 

US-CERT Federal Incident Notification Guidelines). 

4. l. l.l Incident response team structures/models, stakeholders, and their roles, responsibilities, levels of authority, and dependencies have 

not been fully defined and communicated across the organization, including the designation of a principal security operations center or 

equivalent organization that is accountable to agency leadership, DHS, and OMB for all incident response activities. 

Met 

4.1.1.2 The organization has not perfonned an assessment of the skills, knowledge, and resources needed to effectively implement an 

incident response program. Key personnel do not possess the knowledge, skills, and abilities to successfully implement an effective 

incident response program. 

Met 

4.1.1.3 The organization has not defined a common threat vector taxonomy and defined how incident response information will be shared 

with individuals with significant security responsibilities and other stakeholders, and used to make timely, risk-based decisions. 

Met 

4. l.1.4 The organization has not defined how it will integrate incident response activities with organizational risk management , continuous 

monitoring, continuity of operations, and other mission/business areas, as appropriate. 

Met 

Processes 

4.1.1.5 Incident response processes have not been fully defined and are performed in an ad-hoc, reactive manner for the following areas: 

incident response planning, incident response training and testing; incident detection and analysis; incident containment, eradication, 

and recovery; incident coordination, information sharing, and reporting to internal and external stakeholders using standard data 

elements and impact classifications within timeframes established by US-CERT. 

Met 

4. l.1 .6 The organization has not fully defined how it will collaborate with DHS and other parties, as appropriate, to provide on-site, technical 
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assistance/surge resources/special capabilities for quickly responding to incidents. 

Met 

4.1.1.7 The organization has not identified and defined the qualitative and quantitative perfo1mance measures that will be used to assess the 

effectiveness of its incident response program, perform trend analysis, achieve situational awareness, and control ongoing risk. 

Met 

4.1.1.8 The organization has not defined its processes for collecting and considering lessons learned and incident data to improve security 

controls and incident response processes. 

Met 

Technology 

4.1.1.9 The organization has not identified and defined the incident response technologies needed in one or more of the following areas and 

relies on manual/procedural methods in instances where automation would be more effective. Use of incident response technologies 

in the following areas is ad-hoc. 

- Web application protections, such as web application firewalls 

- Event and incident management, such as intmsion detection and prevention tools, and incident tracking and reporting tools 

- Aggregation and analysis, such as security information and event management (SIEM) products 

- Malware detection, such as anti-virus and antispam software technologies 

- Information management, such as data loss prevention 

- Fi le integrity and endpoint and server security tools 

Met 

4.1.1. 10 The organization has not defined how it will meet the defined Trusted Internet Connection (TIC) security controls and ensure that all 

agency traffic, including mobile and cloud, are routed through defined access points, as appropriate. 

Met 

4.1.1.11 The organization has not defined how it plans to utilize DHS' Einstein program for intrusion detection/prevention capabilities for traffic 

entering and leaving the organization's networks. 

Met 

4.1 .1.12 The organization has not defined how it plans to utilize technology to develop and maintain a baseline of network operations and 

expected data flows for users and systems. 

Met 

Level2 
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Definition 

People 

4.2. I The organizational has formalized its incident response program through the development of comprehensive incident 

response policies, plans, and procedures consistent with FJSMA (including guidance from NIST SP 800-83, NIST SP 

800-61 Rev. 2, NIST SP 800-53, OMB M-16-03, OMB M-16-04, and US-CERT Federal Incident Notification 

Guidelines). However, incident response policies, plans, and procedures are not consistently implemented 

organization-wide. 

4.2. l.1 Incident response team structures/models, stakeholders, and their roles, responsibilities, levels of authority, and dependencies have 

been fully defined and communicated across the organization, including the designation of a principal secu1ity operations center or 

equivalent organization that is accountable to agency leadership, DHS, and OMB for all incident response activities. However, 

stakeholders may not have adequate resources (people, processes, and technology) to effectively implement incident response 

activities. Further, the organization has not verified roles and responsibilities as part of incident response testing . 

Met 

4.2. l.2 The organization has perfom1ed an assessment of the skills, knowledge, and resources needed to effectively implement an incident 

response program. In addition, the organization has developed a plan for closing any gaps identified . However, key personnel may 

still lack the knowledge, skills, and abilities to successfully implement an effective incident response program. 

Met 

4.2.1.3 The organization has defined a common threat vector taxonomy and defined how incident response information will be shared with 

individuals with significant security responsibilities and other stakeholders, and used to make timely, risk-based decisions. However, 

the organization does not consistently utilize its threat vector taxonomy and incident response information is not always shared with 

individuals with significant security responsibilities and other stakeholders in a timely manner. 

Met 

4.2.l.4 The organization has defined how it will integrate incident response activities with organizational risk management, continuous 

monitoring, continuity of operations, and other mission/business areas, as appropriate. However, incident response activities are not 

consistently integrated with these areas. 

Met 

Processes 

4.2.l.5 Incident response processes have been fully defined for the following areas: incident response planning, incident response training and 

testing; incident detection and analysis; incident containment, eradication, and recovery; incident coordination, information sharing, 
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and reporting using standard data elements and impact classifications within timeframes established by US-CERT. However, these 

processes are inconsistently implemented across the organization. 

Met 

4.2.1.6 The organization has fully defined, but not consistently implemented, its processes to collaborate with DHS and other parties as 

appropriate, to provide on-site, technical assistance/ surge resources/special capabilities for quickly responding to incidents. 

Met 

4.2.1.7 The organization has identified and defined the qualitative and quantitative performance measures that will be used to assess the 

effectiveness of its incident response program, perform trend analysis, achieve situational awareness, and control ongoing risk. 

However, these measures are not consistently collected, analyzed, and used across the organization. 

Met 

4.2.1.8 The organization has defined its processes for collecting and considering lessons learned and incident data to improve security 

controls and incident response processes. However, lessons learned are not consistently captured and shared across the organization 

and used to make timely improvements to security controls and the incident response program. 

Met 

Technology 

4.2.1.9 The organization has identified and fully defined the incident response technologies it plans to utilize in the following areas: 

- Web application protections, such as web application firewalls 

- Event and incident management, such as intrusion detection and prevention tools, and incident tracking and reporting tools 

- Aggregation and analysis, such as security information and event management (SIEM) products. However, the organization has not 

ensured that security and event data are aggregated and correlated from all relevant sources and sensors. 

- Malware detection such as Anti-virus and antispam software technologies 

- Information management such as data loss prevention 

- File integrity and endpoint and server security tools 

However, the organization has not fully implemented technologies in these areas and continues to rely on manual/procedural methods 

in instances where automation would be more effective. In addition, while tools are implemented to support some incident response 

activities, the tools are not interoperable to the extent practicable, do not cover all components of the organization's network, and/or 

have not been configured to collect and retain relevant and meaningful data consistent with the organization 's incident response 

policy, plans, and procedures. 

Met 
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4.2.1. 10 The organization has defined how it will meet the defined TIC security controls and ensure that all agency traffic, including mobile and 

cloud, are routed through defined access points, as appropriate. However, the organization has not ensured that the TIC 2.0 provider 

and agency managed capabilities are consistently implemented. 

Met 

4.2.1.11 The organization has defined how it plans to utilize DHS' Einstein program for intrusion detection/prevention capabilities for traffic 

entering and leaving its networks. 

Met 

4 .2.1.12 The organization has defined how it plans to utilize technology to develop and maintain a baseline of network operations and 

expected data flows for users and systems. However, the organization has not established, and does not consistently maintain, a 

comprehensive basel ine of network operations and expected data flows for users and systems. 

Met 

Level3 

Definition 

People 

4.3. l In addition to the formalization and definition of its incident response program (Level 2), the organization consistently 

implements its incident response program across the agency, in accordance with FIS MA (including guidance from NIST SP 

800-83, NIST SP 800-61 Rev. 2, NIST SP 800-53, OMB M-16-03, OMB M-16-04, and US-CERT Federal Incident 

Notification Guidelines). However, data supporting metrics on the effectiveness of the incident response program across the 

organization are not verified, analyzed, and correlated. 

4.3 .1.1 Incident response team structures/models, stakeholders, and their roles, responsibilities, levels of authority, and dependencies have 

been fully defined, communicated, and consistently implemented across the organization (Level 2). Further, the organization has 

verified roles and responsibilities of incident response stakeholders as part of incident response testing. 

Met 

4.3.l.2 The organization has fully implemented its plans to close any gaps in the skills, knowledge, and resources needed to effectively 

implement its incident response program. Incident response teams are periodically trained to ensure that knowledge, skills, and 

abilities are maintained. 

Met 
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4 .3.1.3 The organization consistently utilizes its defined threat vector taxonomy and shares information with individuals with significant security 

responsibilities and other stakeholders in a timely fashion to support risk-based decision making. 

Met 

4.3 .1.4 Incident response activities are integrated with organizational risk management, continuous monitoring, continuity of operations, and 

other mission/business areas, as appropriate. 

Met 

Processes 

4 .3.1.5 Incident response processes are consistently implemented across the organization for the following areas: incident response planning, 

incident response training and testing; incident detection and analysis; incident containment, eradication, and recovery; incident 

coordination, information sharing, and reporting using standard data elements and in1pact classifications within timeframes established 

by US-CERT. 

Met 

4.3 .1.6 The organization has ensured that processes to collaborate with DHS and other parties as appropriate, to provide on-site, technical 

assistance/surge resources/special capabilities for quickly responding to incidents are implemented consistently across the 

organization. 

Not Met 

Consistently 

Implemented 

Consistently 
Implemented 

Consistently 
Implemented 

Consistently 
Implemented 

Comments: The agency has established processes for sharing information with US-CERT, OHS, and other stakeholders. However, the agency 

has not yet fom1alized the processes and communication methods for coordinating with the Inspector General. 

4.3 .1. 7 The organization is consistently capturing qualitative and quantitative performance metrics on the performance of its incident response 

program. However, the organization has not ensured that the data supporting the metrics was obtained accurately and in a 

reproducible format or that the data is analyzed and correlated in ways that are effective for risk management. 

Not Met 

Consistently 
Implemented 

Comments: The CFPB has defined and tracks a couple of incident response metrics that have been used to improve the agency's program. 

However, agency officials informed us they are still working with their incident response functions to further build out this aspect of the 

program. 

4.3 . l .8 The organization is consistently collecting and capturing lessons learned and incident data on the effectiveness of its incident response 

program and activities. However, lessons learned may not be shared across the organization in a timely manner and used to make 

timely improvements to the incident response program and security measures. 

Met 
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4.3.1.9 The rigor, intensity, scope, and results of incident response activities (i.e. preparation, detection, analysis, containment, eradicatio11, 

and recovery, reporting and post incident) are comparable and predictable across the organization. 

Not Met 

Comments: The rigor, intensity, scope, and results ofIR activities are 11ot yet consistently implemented. 

Technology 

4.3.1.10 The organization has consistently implemented its defined incident response technologies in the following areas: 

- Web application protections, such as web application firewalls 

- Event and incident management, such as intrusion detection and prevention tools, and incident tracking and reporting tools 

- Aggregation and analysis, such as security information and event management (SIEM) products. The organization ensures that 

security and event data are aggregated and correlated from all relevant sources and sensors 

- Malware detection, such as anti-virus and antispam software technologies 

- Information management, such as data loss prevention 

- File integrity and endpoint and server security tools 

In addition, the tools are interoperable to the extent practicable, cover all components of the organization's network, and have been 

configured to collect and retain relevant and meaningful data consistent with the organization's incident response policy, procedures, 

and plans. 

Not Met 

Consistently 
Implemented 

Consistently 

Implemented 

Comments: The CFPB has defined technology for each incident response activity and has implemented tools for the majority of its incident 

response functions. However, the agency is still in the process of implementing a DLP program for its internal network. 

4.3. l.11 The organization has consistently implemented defined TIC security controls and implemented actions to ensure that all agency traffic, 

including mobile and cloud, are routed through defined access points, as appropriate. 

Met 

4.3.1.12 The organization is utilizing DHS' Einstein program for intrusion detection/prevention capabilities for traffic entering and leaving their 

networks. 

Met 

4.3.1. 13 The organization has fully implemented technologies to develop and maintain a baseline of network operations and expected data 

flows for users and systems. 

Met 
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Level 4 

Definition 

People 

4.4.1. 1 

4.4.1 In addition to being consistently implemented (Level 3), incident response activities are repeatable and metrics are used to 

measure and manage the implementation of the incident response program, achieve situational awareness, and control 

ongoing risk. In addition, the incident response program adapts to new requirements and government-wide priorities. 

Incident response stakeholders are consistently implementing, monitoring, and analyzing qualitative and quantitative performance 

measures across the organization and are collecting, analyzing, and reporting data on the effectiveness of the organization's incident 

response program. 

Not Met 

Managed and 
Measureable 

Comments: The CFPB has defined and implemented roles and responsibilities that have been communicated across the agency and are verified via 

annual testing. Further, the agency has designated a principal security operations center that is accountable to agency leadership, OHS, 

and OMB for all incident response activities. However, the CFPB has not yet reached a level 4 (managed and measurable) maturity 

where staff and using and analyzing effective qualitative and quantitative performance metrics. 

4.4.1.2 Skilled personnel have been hired and/or existing staff trained to develop the appropriate metrics to measure the success of the 

incident response program. 

Managed and 

Measureable 

Not Met 

Comments: The Cf PB bas defined a process for analyzing the skills of its incident response team, both for employees and contractors. 

Contractors are hired and have stipulations for specific training, which are usually skills that fill gaps from those already employed with 

the agency. However, the CFPB has not yet reached a level 4 (managed and measurable) maturity where staff and using and analyzing 

effective qualitative and quantitative performance metrics. 

4.4.1.3 Incident response stakeholders are assigned responsibilities for developing and monitoring incident response metrics, as well as 

updating and revising metrics as needed based on organization risk tolerance , the threat environment, business/mission requirements, 

and the results of the incident response program. 

Managed and 
Measureable 

Not Met 

Comments: 

Processes 
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4.4.1.4 The organization has processes for consistently implementing, monitoring, and analyzing qualitative and quantitative performance 

measures across the organization and is collecting, analyzing, and reporting data on the effectiveness of its processes for performing 

incident response. 

Not Met 

Comments: The CFPB has not yet reached this level of maturity in this area. 

4.4.1 .5 Data supporting incident response measures and metrics are obtained accurately, consistently, and in a reproducible format. 

Not Met 

Comments: The Cf PB has not yet reached this level of maturity in this area. 

4.4.1.6 Incident response data, measures, and metrics are analyzed, collected, and presented using standard calculations, comparisons, and 

presentations 

Not Met 

Comments: The CFPB has not yet reached this level of maturity in this area. 

4.4.1. 7 Incident response metrics are reported to organizational officials charged with correlating and analyzing the metrics in ways that are 

relevant for risk management activities. 

Not Met 

Comments: The CFPB has not yet reached this level of maturity in this area. 

Technology 

4.4.1.8 The organization uses technologies for consistently implementing, monitoring, and analyzing qualitative and quantitative perfonnance 

across the organization and is collecting, analyzing, and reporting data on the effectiveness of its technologies for performing incident 

response activities. 

Not Met 

Comments: The Cf PB has not yet reached this level of maturity in this area. 

4.4.1.9 The organization's incident response performance measures include data on the implementation of its incident response program for 

all sections of the network. 

Not M et 

Comments: 
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Level 5 

Definition 

People 

4.5.1.1 

4.5. 1 In addition to being managed and measurable (Level 4), the organization's incident response program is institutionalized, 

repeatable, self-regenerating, and updated in a near real-time basis based on changes in business/mission requirements, and 

a changing threat and technology landscape. 

The organization's assigned personnel collectively possess a high skill level to perform and update incident response activities on a 

near real-time basis to make any changes needed to address incident response results based on organization risk tolerance , the threat 

environment, and business/mission requirements. 

Not Met 

Comments: The CFPB has not yet reached this level of maturity in this area. 

Processes 

4.5 .1.2 The organization has institutionalized a process of continuous improvement incorporating advanced cybersecurity practices . 

Not Met 

Comments: The CFPB has not yet reached this level of maturity in this area. 

4.5.1.3 On a near real-time basis, the organization actively adapts its incident response program to a changing cybersecurity landscape and 

responds to evolving and sophisticated threats in a near real-time manner. 

Not Met 

Comments: The CFPB has not yet reached this level of maturity in this area. 

4.5 .l.4 The incident response program is fully integrated with organizational risk management , continuous monitoring, continuity of 

operations, and other mission/business areas, as appropriate. 

Not Met 

Comments: The CFPB has not yet reached this level of maturity in this area. 

4.5.1 .5 The incident response program achieves cost-effective IT security objectives and goals and influences decision making that is based 

on cost, risk, and mission impact. 

Not Met 

Comments: The CFPB has not yet reached this level of maturity in this area. 
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Technology 

4.5 .1.6 The organization has institutionalized the implementation of advanced incident response technologies in near real-time. 

Not Met 

Comments: The CFPB has not yet reached this level of maturity in this area. 

4.5 .1.7 The organization has institutionalized the use of advanced technologies for analysis of trends and performance against benchmarks to 

continuously improve its incident response program. 

Not Met 

Comments: The CFPB has not yet reached this level of maturity in this area. 

4.5.1.8 The organization uses simulation based technologies to continuously determine the impact of potential security incidents to its IT 

assets and adjusts incident response processes and security measures accordingly. 

Not Met 

Comments: The Cf PB has not yet reached this level of maturity in this area. 
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Optimized 

Optimized 

Optimized 
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~ection 5: Recover 

Contingency Planning (Recover) 

5.1 Has the organization established an enterprise-wide business continuity/disaster recovery program, including policies and procedures 

consistent with FISMA requirements, OMB policy, and applicable NIST guidelines? 

Met 

5.1.l Develops and facilitates recovery testing, training, and exercise (TT&E) programs. (FCDl, NIST SP 800-34, NIST SP 

800-53) 

Met 

5.1.2 Incorporates the system's Business Impact Analysis and Business Process Analysis into analysis and strategy toward 

development of the organization's Continuity of Operations Plan , Business Continuity Plan (BCP), and Disaster Recovery 

Plan (DRP). (NIST SP 800-34) 

Not Met 

Defined 

Consistently 
Implemented 

Consistently 

Implemented 

Comments: The CFPB has not perfonned a Business Impact Analysis in order to support and determine contingency planning 

requirements and priorities. 

5.1.3 Develops and maintains documented recovery strategies, plans, and procedures at the division, component, and IT 

infrastructure levels. (NIST SP 800-34) 

Not Met 

Consistently 

Implemented 

Comments: The CFPB is in the process of developing and documenting annexes to its newly created !TCP. These annexes contain 

system-specific details at the component and infrastructure level. 

5.1.4 BCP and DRP are in place and ready to be executed upon if necessary. (FCD l , NIST SP 800-34, 2016 ClO FISMA 

Metrics 5.3, PMC) 

Met 

5.1.5 Tests BCP and DRP for effectiveness and updates plans as necessary. (2016 CIO FISMA Metrics, 5.4) 

Met 

5. 1.6 Tests system-specific contingency plans, in accordance with organizationally defined timeframes, to determine the 

effectiveness of the plans as well as readiness to execute the plans if necessary. (NTST SP 800-53: CP-4) 

Not Met 

Consistently 
Implemented 

Managed and 

Measureable 

Consistently 

Implemented 

Comments: We found that the contingency plan for an infrastructure component upon which several systems rely has not yet been tested . 
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~ection 5: Recover 

5. 1. 7 Develops after-action reports that address issues identified during contingency/disaster recovery exercises in order to 

improve contingency/disaster recovery processes. (FCD I, NIST SP 800-34) 

Met 

5.1.8 Determines alternate processing and storage sites based upon risk assessments which ensure the potential disrnption of the 

organization's ability to initiate and sustain operations is minimized, and are not subject to the same physical and/or 

cybersecurity risks as the primary sites. (FCDl, NIST SP 800-34, NIST SP 800-53: CP-6, CP-7) 

Met 

5.1.9 Conducts backups of information at the user- and system-levels and protects the confidentiality, integrity, and availability of 

backup information at storage sites. (FCDI, NIST SP 800-34, NIST SP 800-53: CP-9, NIST CF, PR.IP-4, NARA 

guidance on information systems secur.ity records) 

Met 

5.1.10 Contingency planning that considers supply chain threats. 

Met 

5.1.1 1 Provide any additional infonnation on the effectiveness (positive or negative) of the organization's Contingency Planning 

Program that was not noted in the questions above. Based on all testing performed is the Contingency Planning Program 

effective? 

Not Effective 
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Managed and 

Measureable 

Consistently 

Implemented 

Managed and 

Measureable 

Defined 
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k\PPENDIX A: Maturity Model Scoring 
Maturity Levels by Section 

Section Level Score Possible Score 

Section l : Identify LEVEL 4: Managed and Measureable 18 20 

Section 2: Protect LEVEL 3: Consistently Implemented 13 20 

Section 3: Detect LEVEL 3: Consistently Implemented 13 20 

Section 4: Respond LEVEL 3: Consistently Implemented 13 20 

Section 5: Recover LEVEL 3: Consistently Implemented 13 20 

TOTAL 70 100 

Section 1: Identify 
Model Indicator Met Not Met Total O/ o Points Assigned Possible Points 

Ad-Hoc 0 0 0 100% 3 3 

Defined 4 0 4 100% 4 4 

Consistently Implemented 11 0 11 100% 6 6 

Managed and Measureable 5 1 6 83% 5 5 

Optimized 0 0 0 100% 0 2 

EFFECTIVE 

Section 2: Protect 
Model Indicator Met Not Met Total % Points Assigned Possible Points 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~--~~~~--~~~--~~~~~~~~~~~~~~~~~~~~ 

Ad-Hoc 0 0 0 100% 3 3 

Defined 5 0 5 100% 4 4 

Consistently Implemented 15 3 18 83% 6 6 

Managed and Measureable 6 2 8 75% 0 5 

Optimized 0 0 0 100% 0 2 
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Section 3: Detect 

Model Indicator Met Not Met Total % Points Assigned Possible Points 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~--~~~~--~~~--~~~~~--~~--~~~~~~~~~~ 

Ad-Hoc 10 0 10 100% 3 3 

Defined 10 0 10 100% 4 4 

Consistently Implemented 7 3 10 70% 6 6 

Managed and Measureable I 11 12 8% 0 5 

Optimized 0 7 7 0% 0 2 

Ad-Hoc 12 0 12 100% 3 3 

Defined 12 0 12 100% 4 4 

Consistently Implemented 9 4 13 69% 6 6 

Managed and Measureable 0 9 9 0% 0 5 

Optimized 0 8 8 0% 0 2 

Section 5: Recover 

Model Indicator Met Not Met Total O/o Points Assigned Possible Points 
~~~~~~~~--~~~~--~~~--~~~~~~~~~ 

Ad-Hoc 0 0 0 100% 3 3 

Defined 2 0 2 100% 4 4 

Consistently Implemented 3 3 6 50% 6 6 

Managed and Measureable 3 0 3 100% 0 5 

Optimized 0 0 0 100% 0 2 
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Executive Summary: 
2016 Audit of the CFPB's 
Information Security Program 

2016-IT-C-012 November 10, 2016 

Purpose 

To meet our annual Federal 
Information Security Modernization 
Act of2014 (FTSMA) reporting 
responsibilities, we reviewed the 
information security program and 
practices of the Consumer Financial 
Protection Bureau (CFPB). Our 
specific audit objectives, based on 
the legislation's requirements, were 
to evaluate the effectiveness of the 
CFPB's (1) security controls and 
techniques and (2) information 
security policies, procedures, and 
practices. 

Background 

FISMA requires each agency 
Inspector General (IG) to conduct 
an annual independent evaluation of 
the agency's information security 
program, practices, and controls for 
select systems. The 
U.S. Department of Homeland 
Security has issued guidance to the 
IGs on FISMA reporting for 2016. 
The guidance directs the IGs to 
evaluate the performance of 
agencies' information security 
programs across eight domains that 
are grouped into five function areas: 
identify, protect, detect, respond, 
and recover. Also referenced in the 
guidance is a maturity model for the 
IGs to use in assessing their 
agencies' information security 
continuous monitoring (ISCM) and 
incident response programs. 

Findings 

The CFPB continues to mature its information security program to ensure that it is 
consistent with FISMA requirements. For instance, the CFPB implemented several 
tools to automate ISCM capabilities, matured its ISCM program from level I (ad hoc) 
to level 3 (consistently implemented), and strengthened its role-based training program 
for users with significant security responsibilities. In addition, the CFPB's infomrntion 
security program is generally consistent with seven of eight U.S. Department of 
Homeland Security infonnation security domains: risk management, contrnctor 
systems, configuration management, identity and access management, security and 
privacy training, ISCM, and incident response. For the remaining domain of 
contingency planning, the CFPB has not completed an agency-wide business impact 
analysis to guide its contingency planning activities, nor has it fully updated its 
continuity of operations plan to reflect the transition of its information technology 
infrastructure from the U.S. Department of the Treasury. 

In addition, while the agency's information security program was generally consistent 
with requirements outlined in the U.S. Department of Homeland Security's FISMA 
reporting guidance for !Gs in risk management and identity and access management, 
the CFPB can strengthen controls in those areas to ensure that they are effective. 
Specifically, the CFPB can strengthen its risk management program by formalizing its 
insider threat activities and evaluating options to develop an agency-wide insider threat 
program that leverages planned activities around data loss prevention. Related to the 
management of insider threat risks, signed rules of behavior documents were not in 
place for several privileged users who were not consistently resubmitting user access 
forms to validate the need for their elevated access privileges. 

Finally, the CFPB has made further progress in addressing our recommendations from 
past years' FISMA audit reports. Of 12 total recommendations, 7 remained open at the 
start of our 2016 FISMA audit. The CFPB has taken sufficient actions to close 6 of the 
7 open recommendations. 

Recommendations 

Our report includes three new recommendations to strengthen the CFPB's infonnation 
security program: (1) formalize insider threat activities through an agency-wide insider 
threat program strategy, (2) ensure that user access forms and rules of behavior for 
privileged users are maintaine~ and (3) ensure that a business impact analysis is 
conducted and used to guide contingency plaiming activities. The Chieflnformation 
Officer concurs with our recommendations and has outlined actions that are underway 
or will be taken to strengthen the CFPB's information security program. 



Summary of Recommendations, OIG Report 2016-IT-C-012 
Recommendation 

number 

2 

3 

Page 

7 

9 

11 

Recommendation 

Evaluate options and develop an agency-wide 
insider threat program to include 

a. a strategy to raise organizational 
awareness. 

b. an optimal organizational structure. 

c. integration of incident response capabilities, 
such as ongoing activities around data loss 
prevention. 

Ensure that 

a. a signed user access form and rules of 
behavior document is on file and maintained 
for each privileged user. 

b. all privileged user accounts are annually 
recertified. 

Strengthen the CFPB's contingency program by 

a. performing an agency-wide business impact 
analysis. 

b. updating the agency's continuity of 
operations plan and information technology 
contingency plan to reflect the results of the 
business impact analysis and the current 
operating environment of the CFPB. 

Responsible office 

Office of the Chief 
Information Officer 

Office of the Chief 
Information Officer 

Office of the Chief 
Information Officer 



OFFICE OF INSPECTOR GENERAL 
BOARD OF GOVERNORS OF THE FEDERAL RESERVE SYSTEM 

CONSUMER FINANCIAL PROTECTION BUREAU 

November I 0, 2016 

MEMORANDUM 

TO: 

FROM: 

SUBJECT: 

Vijay Desai 
Acting Chief Information Officer 
Consumer Financial Protection Bureau 

Sartaj Alag 
Chief Operating Officer 
Consumer Financial Protection Bureau 

Peter Sheridan~~ 
Assistant Inspector General for Infom1ation Technology 

OIG Report 2016-IT-C-012: 2016 Audit of the CFPB 's Information Security Program 

The Office of Inspector General has completed its report on the subject audit. We performed this audit 
pursuant to requirements in the Federal Information Security Modernization Act of 2014, which requires 
each agency Inspector General to conduct an annual independent evaluation of the effectiveness of the 
agency's information security program and practices. As part of our work, we also reviewed security 
controls for a select agency system; the detailed results of that review will be transmitted under separate, 
restricted cover. In addition, we will use the results of this audit to respond to specific questions in the 
U.S. Department of Homeland Security's FY 2016 lnspector General Federal Information Security 
Modernization Act o/2014 Reporting Metrics. 

We provided you with a draft of our report for review and comment. In your response, you concur with 
our recommendations and outline actions that have been or will be taken to address them. We have 
included your response as appendix C to our report. 

We appreciate the cooperation we received from CFPB personnel during our review. Please contact me if 
you would like to discuss this report or any related issues. 

cc: Stephen Agostini, Chief Financial Officer 
Zachary Brown, Chief Information Security Officer 
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Objectives 

Our audit objectives, based on Federal Information Security Modernization Act of 2014 (FISMA) 
requirements, were to evaluate the effectiveness of the Consumer Financial Protection Bureau's 
(CFPB) (1) security controls and techniques and (2) information security policies, procedures, 
and practices. Our scope and methodology are detailed in appendix A. 

Background 

FISMA, which amended the Federal Infom1ation Security Management Act of 2002, requires 
agencies to develop, document, and implement an agency-wide information security program for 
the information and the infonnation systems that support the operations and assets of the agency, 
including those provided by another agency, contractor, or other source. 1 FISMA also requires 
that each agency Inspector General (JG) perform an annual independent evaluation to determine 
the effectiveness of the information security program and practices of its respective agency, 
including testing the effectiveness of information security pol icies, procedures, and practices for 
select systems. 

In support ofFISMA's independent evaluation requirements, the U.S. Department of Homeland 
Security (DHS) issued guidance to the IGs on FISMA reporting for 2016.2 This guidance directs 
the IGs to evaluate the effectiveness3 of agency information security programs across a variety of 
attributes grouped into eight security domains: risk management, contractor systems, 
configuration management, identity and access management, security and privacy training, 
information security continuous monitoring (lSCM), incident response (IR), and contingency 
planning. These domains map to the five information security functions outlined in the National 
Institute of Standards and Technology (NIST) Framework for Improving Critical Infrastructure 
Cybersecurity- identify, protect, detect, respond, and recover- as shown in table 1. 

l. Federal Information Security Modernization Act of2014, Pub. L. No. 113-283, 128 Stat. 3073 (2014) (codified at 44 U.S.C. 
§§ 3551-3558). 

2. U.S. Department of Homeland Security, FY 2016 lnspector General Federal Information Security Modernization Act of 
2014 Reporting Metrics, September 9, 2016. 

3. National Institute of Standards and Technology Special Publication 800-53, Revision 4, Security and Privacy Controls for 
Federal Information Systems and Organizations, notes that securi ty control effectiveness addresses the extent to which the 
controls are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting the 
security requirements for the infommtion system in its operational environment. 
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Table 1: Cybersecurity Framework Security Functions Alignment With the FISMA Metric 
Domains 

Cybersecurity framework 
security functions FISMA metric domains 

Identify 

Protect 

Detect 

Respond 

Recover 

Risk management and contractor systems 

Configuration management, identity and access management, and 

security and privacy training 

Information security continuous monitoring 

Incident response 

Contingency planning 

Source: OHS, FY 2016 Inspector General Federal Information Security Modernization Act of 2014 Reporting Metrics. 

Maturity Model Approach for Assessing Agency Information Security 
Programs 

With the increased focus in FISMA on security control effectiveness, in 2015 the Council of the 
Inspectors General on lntegrity and Efficiency, in coordination with the Office of Management 
and Budget (OMB), OHS, NIST, and other key stakeholders, undertook an effort to develop a 
maturity model to evaluate the operating effectiveness of information security programs within a 
given agency and across agencies. In 2015, DHS's FISMA repo11ing guidance for !Gs included a 
maturity model for ISCM, a key cybersecurity focus area for the federal government. In 2016, 
DHS's FISMA reporting guidance for !Gs expanded to include a maturity model for IR, another 
key cybersecurity focus area. 

The purpose of the maturity models is (1) to summarize the status of agencies' information 
security programs and their maturity on a five-level scale; (2) to provide transparency to agency 
Chief Information Officers, top management officials, and other interested readers of IG FISMA 
reports regarding what has been accomplished and what still needs to be implemented to improve 
the information security program; and (3) to help ensure that annual FISMA reviews are 
consistent across !Gs. The maturity model includes steps to assess an agency's program through 
an analysis of three domains: people, processes, and technology. The maturity levels of each of 
these domains dictate the overall maturity of an organization's program. Figure 1 on the next 
page provides an overview of the five levels of the maturity model. A maturity ranking of level 4 
represents an effective level of security within an area. 
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Figure 1: Maturity Model Rating Scale 

Source: OIG analysis of DHS's FY 2016 Inspector General Federal Information Security Modernization Act of 2014 
Reporting Metrics. 
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The CFPB continues to mature its infom1ation security program and ensure that it is consistent 
with FISMA requirements. The agency has implemented several tools to automate ISCM 
capabilities, matured its ISCM program from level 1 (ad hoc) to level 3 (consistently 
implemented), and strengthened its role-based training program for users with significant security 
responsibilities. In addition, we found that the CFPB's information security program is generally 
consistent with the requirements outl ined in OHS's FISMA reporting guidance for IGs in seven 
of eight information security areas: risk management, contractor systems, configuration 
management, identity and access management, security and privacy training, ISCM, and IR. For 
the remaining area- contingency planning- we found that the agency has not completed an 
agency-wide business impact analysis (BIA) to guide its contingency planning activities and its 
continuity of operations plan (COOP) does not reflect the agency's current information 
technology (IT) operating environment. 

We also identified improvements needed in the CFPB's risk management and identity and access 
management programs. Given the recent threat environment and increased governmentwide focus 
on insider threats, the CFPB should formal ize its insider threat activities and evaluate options to 
develop an agency-wide insider threat program that leverages planned activities around data loss 
prevention (OLP). We identified improvements to controls for the agency's privileged TT users, 
such as system and database administrators, to better manage risks from insider threats. 
Specifically, we found that rules of behavior for these users were not consistently maintained and 
user access forms were not being resubmitted to validate the need for elevated privileges. 

In addition, although the CFPB's information security program is consistent with requirements 
outlined in DHS's FISMA reporting guidance for IGs in the areas ofISCM and IR, we 
determined that the agency can mature those areas by strengthening processes related to 
developing and implementing security metrics and further centralizing and automating such 
activities as OLP. 

Jn addition, our prior years' FISMA audit reports included 12 total recommendations, 7 of which 
remained open at the start of our 2016 FIS MA audit. These recommendations were related to 
ISCM, configuration management, security train ing, JR, policies and procedures, and remote 
access. The CFPB has taken sufficient actions to close 6 of the 7 open recommendations. We are 
leaving our 2014 recommendation related to configuration management open and will follow up 
on its status as part of our future FISMA audits. 4 

4. Office oflnspector General, 2014 Audit of the CFPB 's Injormalion Security Program, OIG Report 2014-IT-C020, 
November 14, 2014. 
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Risk Management 

Requirement 

Risk management refers to the program and supporting processes used to manage information 
security risk to organizational operations, assets, individuals, and other organizations. This 
includes establishing the context for risk-related activities, assessing risk, responding to risks, 
and monitoring risks over time. NIST Special Publication 800-39, Managing Information 
Security Risk: Organization, Mission, and Information System View, notes that managing risk is 
a complex, multifaceted activity that requires the involvement of the entire organiZ:'ltion. As 
depicted in figure 2 below, to best integrate the ri sk management process throughout an 
organization and more effectively address mission and business concerns, a three-tiered 
approach is employed that addresses risk at the organization, mission and business process, and 
information system levels. 

Figure 2: The Three Tiers of Risk Management 

Strategic Risk 

Processes 

Tier 3 

Information Systems 

Tactical Risk 

}-

Governance, risk management 

strategy, selection of common 

controls 

} 

Incorporation of security requirements 

into mission and business processes, 

establishing an enterprise architecture, 

defining information types and 

sensitM t ies 

Selecting, implementing, and 

monitoring security controls 

Source: NIST Special Publication 800-39, Managing Information Security Risk: Organization. Mission, and Information 
System View. 
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One organization-level risk that has garnered considerable attention recently in the federal 
government is that of insider threats. Personnel who are entrusted with sensitive agency data 
can pose specific types of security risks to organizations, both intentionally and inadvertently. 
For example, trusted employees of the agency may feel justified in pursuing malicious activity 
against the organization, or they may be exploited by outside adversaries to inflict hann against 
the organization. These particular types of insider threats have become increasingly common 
and have been the source of several recent and highly publicized data breaches across the public 
and private sectors. 

The importance of managing risks from insider threats led to the issuance of Executive Order 
13587 as well as the National Insider Threat Policy . Executive Order 13587 directs executive 
agencies to establish, implement, monitor, and report on the effectiveness of insider threat 
programs to protect classified national security information. Although the CFPB has determined 
that these requirements do not apply to the agency because it does not handle classified 
information, NIST notes that the standards and guidelines can also be employed effectively to 
improve the security of controlled unclassified information in non-national security systems. 5 

Technical components of such a program should include effective DLP solutions. 

Progress to Date 

In accordance with the three-tiered risk management approach defined by NIST, the CFPB has 
established a risk assessment methodology that is integrated at the organization, business 
process, and information system levels. This risk assessment methodology has been updated to 
consider both malicious and nonmalicious insider threats. Specifically, the CFPB has developed 
several risk monitoring reports and incident management practices that consider the risk of 
insider threats. Further, we noted that the CFPB's annual security awareness training includes 
content regarding malicious and nonmalicious insider threats, and agency officials informed us 
that the agency is prioritizing the implementation of a DLP program to complement its risk 
management and TR programs. 

Work to Be Done 

While the CFPB considers the threats that insiders pose as a part of its cybersecurity risk 
assessment methodology, the agency does not have an agency-wide insider threat strategy or 
program. Further, components of an effective insider threat program-including policies; 
implementation plans; and host-based user monitoring and DLP tools to deter, detect, and 
mitigate actions by employees who may represent a threat-have not been implemented. CFPB 
officials indicated that the agency's organizational structure and limited resources have affected 
its ability to effectively implement a centralized insider threat program. However, given the 
sensitive nature of the data collected by the CFPB to fulfill its mission, we believe that an 
agency-wide insider threat program that leverages existing IR capabilities can better inform and 
guide organizational risk management efforts and further protect the confidentiality, integrity, 
and availability of the agency's data. 

5. NlST Publication 800-53, Revision 4, Security and Privacy Controls.for Federal Information Systems and Organizations 
defines insider threat as a threat that an insider will use her or his authorized access, wittingly or unwittingly, to do harm 
to the security of the United States. This threat can include damage to the United States through espionage, terrorism, 
unauthorized disclosure of national security infonnation, or the loss or degradation of departmental resources or 
capabilities. 
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Recommendation 

We recommend that the Chief Information Officer (CIO), in coordination with the Chief 
Operating Officer 

1. Evaluate options and develop an agency-wide insider threat program to include 

a. a strategy to raise organizational awareness. 

b. an optimal organizational structure. 

c. integration ofIR capabilities, such as ongoing activities around DLP. 

Management's Response 

In his response to our report, the Acting CIO concurs with our recommendation. The Acting 
CIO indicates that the CFPB will coordinate across the agency to enhance its security education 
and training program to include more in-depth operational security facets of insider threats. 
Additionally, the Acting CIO states that the CFPB will institute new standards related to 
segregation of duties and other countermeasures that help manage insider threat risks. Lastly, 
the Acting CIO notes that the CFPB will leverage its DLP tools and incident response processes 
to assist in preventing and identifying the security events associated with insider threats. 

OIG Comment 

In our opinion, the actions described by the Acting CIO are responsive to our recommendation. 
We plan to follow up on the CFPB's actions to ensure that the recommendation is fully 
addressed. 

Identity and Access Management 

Requirement 

Effective identity and access management is a key control area for managing the risk from 
insider threats. Identity and access management includes implementing a set of capabilities to 
ensure that users authenticate to IT resources and have access to only those resources that are 
required for their job function, a concept referred to as need to know. FISMA requires agencies 
to implement controls to preserve authorized restrictions on access and disclosure. A key 
component of effective identity and access management is controlling the use of privileged 
accounts that possess elevated rights and are empowered with broad, direct access to 
information systems. 

NIST Special Publication 800-53, Revision 4, Security and Privacy Controls for Federal 
b?formation Systems and Organizations, emphasizes the importance of tracking and controlling 
the use of administrative privileges and ensuring that these privileges are periodically reviewed 
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and adjusted. This is further highlighted in the federal Cybersecurity Sprint,6 which emphasizes 
the need for two-factor authentication through personal identity verification (PIV) cards or an 
assurance level 4 credential. 7 

CFPB's information security policies and procedures require that privileged users complete a 
user access form (UAF) to be approved by the appropriate manager or supervisor. Further, 
privileged users are required to sign rules of behavior (ROB) to ensure that they recognize, 
acknowledge, and adhere to the additional responsibilities of their special access to and 
privileges for computer resources supporting the agency. Violation of these rules could result in 
the loss of or limitations on the use of information resources as well as disciplinary or legal 
action, including but not limited to termination of employment or refen-al for criminal 
prosecution. Users who hold privileged access must annually resubmit their signed and 
approved UAFs and ROBs or their privileged access will be revoked. 

Progress to Date 

In August 2015, the CFPB completed migration of its IT infrastructure from the U.S. 
Department of the Treasury (Treasury). In May 2016, the CFPB updated its access control 
process document to reflect this transition. This document outlines the process for requesting, 
granting, and disabling privileged system access for privileged users. In addition, the agency has 
an ongoing project to manage identity and access credentials. As a part of this project, the CFPB 
has enabled PN across its enterprise. Although PIV is not currently enforced, the agency has 
developed a project plan to deploy PN credentials and resolve outstanding technical issues. 

Work to Be Done 

Several privileged users from our sample were either missing their signed UAF or ROB 
documentation or had not resubmitted their UAF or ROB documentation in the past year. 
Further, we found that access for users who had not resubmitted their UAF or ROB 
documentation within the past year had not been revoked. Cf PB officials informed us that 
several of these privileged users identified as exceptions were granted access before the CFPB' s 
transition from the Treasury infrastructure and had not been recertified. 

By nature of their job function and level of access, insider threats from privileged users can 
pose a high level ofrisk to the CFPB's IT systems and sensitive information. We believe that by 
enforcing the agency's access control process, the CFPB can achieve greater assurance that 
personnel are maintaining their privileged access on a need-to-know basis. Fmther, by ensuring 
the maintenance ofUAF and ROB documents for privileged users, the agency can have greater 
assurance that these users are fully aware of the rules and expected behavior they must abide by, 
as well as any resulting consequences of inappropriate behavior. 

6. A 30-day Cybersecurity Sprint was launched by OMB in June 2015 to further improve foderal cybersecurity and protect 
systems against these evolving threats. 

7. OMB Memorandum M-04-04, "E-Authentication Guidance for Federal Agencies," December 16, 2003, define,s four 
levels of assurance in tenns of the consequences of authentication errors and the misuse of credentials. Level I is the 
lowest assurance level, and level 4 is the highest. 
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Recommendation 

We recommend that the CIO 

2. Ensure that 

a. a signed UAF and ROB document is on file and maintained for each privileged 
user. 

b. all privileged user accounts are annually recertified. 

Management's Response 

In his response to our report, the Acting CIO concurs with our recommendation and notes that 
the CFPB has commenced the deployment of information systems that specifically address the 
UAF and ROB processes. The Acting CIO also states that the CFPB will eliminate paper-based 
artifacts in favor of electronic records. These capabilities will automate worktlows and 
centralize data regarding each privileged user and account. Further, the Acting CIO states that 
the CFPB is deploying automated solutions to ensure timely and accurate review and approval 
of the various forms of access that are used by privileged users, as well as the privileged 
accounts that support them in the performance of their duties. 

DIG Comment 

In our opinion, the actions described by the Acting CIO are responsive to our recommendation. 
We plan to follow up on the CFPB's actions to ensure that the recommendation is fully 
addressed. 

Contingency Planning 

Requirement 

Information system contingency planning refers to a coordinated strategy involving plans, 
procedures, and technical measures that enable the recovery of information systems, operations, 
and data after a disruption. FISMA requires agencies to develop, document, and implement 
plans and procedures to ensure continuity of operations for information systems that support the 
operations and assets of the agency. NIST Special Publication 800-34, Revision 1, Contingency 
Planning Guide for Federal Information Systems (SP 800-34), provides best practices for 
infonnation system contingency planning using a seven-step process. These seven steps are 
( 1) developing contingency planning policy, (2) conducting a BIA, (3) identifying preventive 
controls, ( 4) developing recove1y strategies, (5) developing the information system contingency 
plan, (6) testing the plan and training personnel , and (7) maintaining the plan. 

NIST SP 800-34 also highlights the interrelationships between an information system 
contingency plan and other types of security and emergency management- related contingency 
plans that affect organizational resiliency. Specifically, an information system contingency plan 
provides established procedures for the assessment and recovery of a system following a 
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disruption. The plan may be activated independently or as part of a larger recovery effort in 
coordination with an agency's COOP, which is focused on restoring an organization's mission­
essential functions. A key step in bringing these two contingency components together is the 
performance of a BIA. The purpose of the analysis is to correlate tbe system with the critical 
mission and business processes and services provided and, based on that information, 
characterize the consequences of a disruption. Results from the analysis should be appropriately 
incorporated into the analysis and strategy development efforts for the organization's COOP as 
well as the contingency planning requirements and priorities in the information system 
contingency plan. 

Progress to Date 

The CFPB released a contingency planning process document in September 2013 . This 
document provides requirements and guidance for developing, testing, and maintaining 
contingency plans for the CFPB's systems as well as related training. We also found that the 
CFPB developed an agency-wide COOP, which was last approved in September 2015, as well 
as an information technology contingency plan (ITCP), which was released in June 2016, that 
contains system-specific contingency information. In addition, the CFPB maintains an offsite 
data processing facility, equipped with hardware and software, to be used in the event of an 
information system disruption. CFPB officials informed us that this offsite facility maintains 
backups of files and servers for restoration in the event of an outage or data loss. 

Work to Be Done 

We found that an agency-wide BIA has not yet been performed to guide the CFPB's 
contingency program, which includes the agency's ITCP and COOP. In addition, we found that 
that the agency's COOP is out of date, as it references recovery procedures for Treasury 
processes that have since been transitioned. Further, some of the information in the COOP is 
inconsistent with the recovery procedures documented in the CFPB's ITCP. For example, the 
COOP references Treasury's local area network disaster recovery site; however, the agency's 
ITCP states that the CFPB maintains its own alternate processing site for its IT infrastructure 
and in the event of a failure, this facility will serve as the alternate processing site for business 
continuity until the primary site is restored. 

One reason for these contingency planning weaknesses is the timing of the agency's updates to 
its COOP and ITCP in relation to the agency's transition from the Treasury infrastructme. 
Specifically, we believe the COOP and ITCP inherited basic business impact information 
regarding its environment from the Treasury contingency program and have not been updated 
by the CFPB since the transition of its IT infrastructure. We believe that the performance of an 
agency-wide BIA that identifies critical mission and business processes, resource requirements, 
and system-level recovery priorities will inform both the COOP and ITCP and help the agency 
achieve a more effective contingency program. 
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Recommendation 

We recommend that the CIO, in coordination with the Chief Operating Officer: 

3. Strengthen the CFPB's contingency program by 

a. performing an agency-wide BIA. 

b. updating the agency's COOP and ITCP to reflect the results of the BIA and the 
current operating environment of tbe CFPB. 

Management's Response 

In his response to our report, the Acting CIO concurs with our recommendation. The Acting 
CIO indicates that in fi scal year (FY) 2017, the CFPB plans to include the collection of cross­
functional information regarding the business impacts of various service-impacting events as 
identified via its new risk assessment methodology. The Acting CIO states that the CFPB will 
work closely with its internal partners who maintain and test the agency's COOP and who 
oversee its emergency management, personnel security, and physical security programs to 
modernize and harmonize these programs. 

OIG Comment 

In our opinion, the actions described by the Acting CIO are responsive to our recommendation. 
We plan to fo llow up on the CFPB's actions to ensure that the recommendation is fu lly 
addressed. 

Information Security Continuous Monitoring 

Requirement 

ISCM refers to the process of maintaining ongoing awareness of information security, 
vulnerabilities, and threats to support organizational risk management decisions. FISMA 
emphasizes the importance of continuously monitoring information system security by requiring 
agencies to conduct assessments of security controls at a risk-based frequency. Best practices 
for implementing ISCM are outlined in NIST Special Publication 800-137, Information Security 
Continuous Monitoring/or Federal Information Systems and Organizations (SP 800-137). 
Given the importance of ISCM in ensuring the security of federal information systems, OMB 
designated ISCM as a cybersecurity cross-agency priority for FY 2015 through FY 2017. 

As previously noted, ISCM was the fi rst domai n chosen to be assessed under a maturity model 
approach in DHS's FISMA reporting guidance for IGs because it is a critical governmentwide 
focus area. ISCM was the first domain chosen to be assessed under a maturity model approach 
because of its critical role within an agency's information security program. As noted earlier, 
there are five levels of maturity, of which level 4 (managed and measurable) represents an 
effective program. As outlined in appendix B, OHS has provided a scoring methodology for !Gs 
to determine the maturity of their agency's ISCM program. 
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Progress to Date and Work to Be Done 

Last year, we found that that the CFPB's ISCM program was operating at level l (ad hoc), with 
the agency performing several, but not all, recommended activities indicative of higher maturity 
levels. For 2016, we determined that the agency has taken several steps to mature its ISCM 
program in accordance with NIST SP 800-137. As such, the CFPB's ISCM program was 
operating at level 3 (consistently implemented) (figure 3). 

Figure 3: Maturity Levels for CFPB's ISCM Program (2015-2016) 

CFPB ISCM Maturity Ratings by Year 
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Source: OIG analysis. 

To reach level 4 (managed and measurable) and achieve an effective ISCM program, we 
identified several aspects within the people, processes, and technology domains that need to be 
strengthened. These include implementing alerting capabilities, adopting the Continuous 
Diagnostics and Mitigation (CDM) program, and establishing metrics to measure the 
effectiveness of the ISCM program. The following sections provide additional details on the 
maturity of the CFPB's JSCM program by domain, including steps we believe the agency 
should prioritize in the next year to better ensure the effectiveness of its ISCM program. 8 

People 

As highlighted in figure 3 above, we found that the CFPB bas matured its ISCM program in the 
people domain from level 2 (defined) to level 3 (consistently implemented). Specifically, roles 
and responsibilities have been fully defined and communicated across the organization, and 

8. NIST Special Publication 800-53, Revision 4, Security and Privacy Controls for Federal Information Systems and 
Organizations, notes that in the context of information security, effectiveness addresses the extent to which security 
controls are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting 
security. 
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personnel performing ISCM functions have begun to receive training on the ISCM processes 
and tools utilized in the agency's environment. Further, the CFPB uses contractors, when 
necessary, to ensure adequate staffing, training, and resources to achieve the objectives of the 
agency's ISCM program. The CFPB continues to make progress in implementing its role-based 
security training program, which includes training for ISCM personnel on the processes 
performed throughout the agency. In conjunction with improvements noted below in the 
processes and technology domai ns, the CFPB can further mature its ISCM program by ensuring 
that skilled personnel are trained to develop and use appropriate security metrics to monitor the 
success of the program, once those metrics have been fully def med and implemented. 

Processes 

We found that the processes domain of the CFPB's ISCM program has improved from level 1 
(ad hoc) to level 2 (defined), with several, but not all, ISCM processes performed in a manner 
indicative of a higher maturity level. Specifically, we found that the agency's processes for 
performing ongoing security control assessments, managing common vulnerabilities, reporting 
ISCM findi ngs, and implementing risk responses are consistently implemented. Further, the 
CFPB has employed a formal lessons-learned process to facilitate ongoing improvements in the 
agency's ISCM program. 

However, we also found two areas in the processes domain in which the CFPB can continue to 
mature its ISCM program. During our 2016 audit, we reviewed the actions taken by the agency 
to define, standardize, and automate its processes for hardware asset management. We found 
that the CFPB has developed a standard operating procedure to perform asset management 
functions and has begun to populate hardware assets into an automated solution for inventory 
tracking purposes. However, all assets have not yet been cataloged in this tool. CFPB officials 
infonned us that the agency is planning to implement additional asset management tools as part 
of DHS's COM program. We believe that the agency should continue to mature its own asset 
management process and work toward the implementation of the COM program in order to 
implement an effective hardware asset management function. 

Further, we found that the CFPB is currently collecting data, tracking, and reporting quarterly 
on three ISCM-related security metrics in the areas of people, processes, and technology. As the 
agency continues to utilize its suite of tools to manage organizational security, we believe that 
the use of additional qualitative and quantitative security metrics to measure the effectiveness of 
ISCM processes will provide further insight into the effectiveness of the agency's ISCM 
program. 

Technology 

We found that the technology domain of the CFPB's TSCM program has improved from level 2 
(defined) to level 3 (consistently implemented), with a suite of tools consistently implemented to 
cover most of the automation areas outlined in NIST SP 800-137.9 Further, the CFPB has 

9. The 11 automation areas outlined in SP 800-137 are patch management, license management, infom1ation management, 
software assurance, vulnerability management, event management, malware detection, asset management, configuration 
management, network management, and incident management. 
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implemented an automated solution to produce an accurate point-in-time inventory of the 
devices, as well as the security configurations of those devices, on its network. 

Our 2014 FISMA audit report included a recommendation for the CIO to fully implement the 
agency's selected automated solution for assessing security controls and analyzing and 
responding to the results of continuous monitoring activities. Jn 2015, we found that the agency 
had identified the tools it planned to implement in these areas. 10 This year, we noted that these 
tools had been consistently implemented. As such, we believe that the CFPB has taken 
sufficient actions to close this recommendation. 

We did identify areas within the technology domain of the agency's ISCM program, however, 
that should be prioritized to help ensure an effective ISCM program. For instance, although the 
CFPB has implemented a number of tools to mature its ISCM program, the agency is still 
customizing a solution that will enable it to centralize and further automate its ISCM reporting 
and dashboard capabilities. We will continue to monitor the agency's progress in implementing 
this solution as a part of our future FISMA audits. 

We also found that the agency is continuing to mature its technological solutions in the areas of 
asset management, as detailed above, and license management through OHS's COM program. 
The CFPB has been placed within Group F, a collection of smaller agencies and the last of the 
six groups scheduled for implementation of procured CDM capabilities. The agency is working 
to build out and automate these particular aspects of its ISCM program as it prepares for the 
COM tools and services to complement and strengthen the agency' s program. As the CFPB 
continues to mature, the agency may also want to consider other aspects of its program where it 
can leverage additional capabilities and tools, such as configuration setting and vulnerability 
management, which are a part of the CDM program specifically designed to protect privacy 
data and fulfill FISMA mandates. 

The CFPB has taken a number of steps in 2016 to mature its lSCM program. We will continue 
to monitor the agency's progress to develop and implement an effective ISCM program as part 
of our future FISMA reviews. 

Incident Response 

Requirement 

Several of the outputs of an effective ISCM program can provide key indicators of an agency' s 
ability to detect, prevent, and respond to computer security incidents in a timely manner. As 
computer security incidents affecting the federal government have continued to increase in 
number and impact, implementing an effective IR capability has become a critical component of 
agency information security programs. FISMA requires agencies to develop and implement 
procedures for detecting, reporting, and responding to security incidents, including mitigating 
the risks of such incidents before substantial damage is done. In addition, FISMA requires 
agencies to notify and consult with the United States Computer Emergency Readiness Team 
(US-CERT). Specifically, agencies are required to notify US-CERT of all computer security 

10. Office of Inspector General, 2015 Audit of the CFPB 's !11formatio11 Security Program, OlG Report 2015-IT-C-020, 
November 13, 2015. 
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incidents involving a federal government information system with a confirmed impact to 
confidentiality, integrity, or availability within one hour. 

Best practices for implementing an effective incident handling capability are outlined in NIST 
Special Publication 800-61, Revision 1, Computer Security Incident Handling Guide (SP 800-
61). SP 800-61 highlights the impo1tant role that automation plays in incident detection and 
analysis, particularly with respect to analyzing the voluminous signs of incidents that can occur 
daily in an organization. As noted earlier in our report, there has been a renewed focus on 
managing insider threat risks across the government. An automated technology that could help 
detect insider threat actions and prevent both intentional and inadvertent data leaks is a DLP 
solution. SP 800-61 also emphasizes the importance of using automated correlation and 
centralized logging tools to analyze incident data. Correlating events among multiple indicator 
sources can be valuable in detecting whether a particular incident occurred and mitigating any 
risks before substantial damage is done. 

Progress to Date and Work to Be Done 

We found that the CFPB's IR program is operating at level 3 (consistently implemented). 
However, we identified several opportunities to mature the agency's IR program in the areas of 
people, processes, and technology in order to ensure that the program is effective. The 
following sections provide additional details on the maturity of the CFPB 's IR program by the 
people, processes, and technology domains, including the steps we believe that the agency 
should prioritize in the next year to develop an effective IR program. 

People 

We found that the people domain of the CFPB's fR program is operating at level 3 (consistently 
implemented), with IR roles and responsibilities fully defined and communicated across the 
organization. For example, the agency has implemented standard operating procedures for its 
Computer Security Incident Response Team, which includes responsibilities to coordinate and 
advise appropriate entities on the continuity and protection of normal operating conditions for 
information systems both before and after the occurrence of an adverse event. Further, we found 
that the CFPB utilizes the common threat vector taxonomy defined by US-CERT within its 
incident tracking tool. In conjunction with improvements noted below in the processes and 
technology domains, the CFPB can further mature its IR program by ensuring that skilled 
personnel are trained to develop and use appropriate security metrics to monitor the success and 
effectiveness of the program, once such metrics are fully defined and consistently implemented. 

Processes 

We found that the processes domain of the CFPB's IR program is operating at level 2 (defined), 
with several, but not all, processes performed at level 3 (consistently implemented) maturity. For 
example, we found that the CFPB is collecting and analyzing incident data from a number of 
sources to protect the agency's network. We also found that the agency documents incident 
detection, containment, and recovery activities consistently. Further, our 2013 FISMA report 
included a recommendation for the CFPB to ensure that audit logs and security incident 
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information from all relevant sources are centrally tracked, analyzed, and correlated. 11 This 
year, we noted that the agency has implemented an automated solution to perform these 
functions and, as detailed in the section below on the status of prior years' findings, we are 
closing this recommendation. We also found that the CFPB has implemented a formal lessons­
leamed process to facilitate ongoing improvements in the agency's IR program. 

We identified several areas within the processes domain, however, in which the CFPB can 
mature its IR program to ensure that it is effective. Such areas include processes for reporting 
security incidents in a timely manner and collecting IR-related security metrics to measure the 
effectiveness of the program. Given the consequences that security breaches can have on the 
confidentiality, integrity, and availability of agency data, timely reporting is critical to an 
effective IR function. Coupled with the consistent analysis and documentation of IR activities 
already performed by the agency, we believe that timely reporting will further mature the 
effectiveness of the CFPB's IR program. 

In addition, we found that the CFPB's incident tracking solution is capturing useful input data, 
such as incident source and response times, to measure the effectiveness of the agency's IR 
processes. CFPB officials informed us, however, that additional metrics for the JR program are 
still being built out as the new suite of tools is implemented throughout the agency. As the 
CFPB continues to use these tools to manage security, additional qualitative and quantitative 
security metrics to measure the effectiveness of incident response processes will provide further 
insight into the effectiveness of the agency's IR program. 

Technology 

We found that the technology domain of the CFPB's IR program is operating at level 2 
(defined), with several processes performed in a manner indicative of a higher maturity level. 
Specifically, we found that since its transition from the Treasury infrastructure, the CFPB has 
contracted with a service provider to implement OMB's Trusted Internet Connections Initiative, 
which manages all agency traffic through defined access points. 12 Pa1iicipation in the initiative 
is necessary to ensure all external connections are monitored by DHS's intrusion detection 
sensors, operationally known as the EINSTEIN program. 13 In addition, we found that the CFPB 
conducts periodic tests with DHS to ensure that these intrusion detection and prevention 
capabilities are operating as intended. 

We identified opportunities, however, for the CFPB to mature its IR program through further 
automation by implementing a DLP solution. As noted above, a DLP solution is an important 
technical component of an effective risk management and insider threat program. CFPB 
officials informed us that as part of a defense-in-depth approach, the agency is prioritizing the 
implementation of a OLP program for its internal network. CFPB officials also noted that the 

11. Office of Inspector General, 2013 Audit of the CFPB 's information Security Program, OIG Report 20 J 3-IT-C-020, 
December 2, 2013. 

12. The purpose of the Trusted Internet Connections Initiative, as outlined in OMB Memorandum M-08-05, is to optimize and 
standardize the security of individual external network connections currently in use by federal agencies, including 
connections to the Internet. 

13. EINSTEIN is an intrusion detection system, provided by DI-IS, to detect and block cyberattacks from compromising 
federa l agencies and to provide situational awareness by using threat information detected in one agency to protect the rest 
of the government. 
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agency is taking a holistic and multipronged approach to DLP with the intent of implementing a 
program that will include policies and procedures, a DLP solution, and user training. 
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As part of our annual FISMA audit, we reviewed the actions taken by the CFPB to address 
outstanding recommendations from our prior years' FISMA reviews. Below is a summary of the 
status of the recommendations that were open at the sta11 of our 2016 FIS MA audit. Based on 
corrective actions taken by the CFPB, we are closing six prior recommendations related to 
configuration management, security training, IR, policies and procedures, and remote access. 
One recommendation in the area of configuration management will remain open at this time. 
We will update the status of these recommendations in our upcoming Semiannual Report to 
Congress and continue to monitor the CFPB's progress in addressing the one open 
recommendation as a part of future FISMA reviews. 

Information Security Continuous Monitoring 

In our 2014 FISMA audit, we recommended that the CIO fully implement the CFPB's selected 
automated solution for assessing security controls and analyzing and responding to the results of 
continuous monitoring activities. In 2015, we found that the agency had identified the tools it 
planned to implement in these areas. This year, we noted that these tools had been consistently 
implemented. As such, we believe that the CFPB has taken sufficient actions to close this 
recommendation. The agency is still customizing a solution that will enable it to centralize and 
further automate its ISCM reporting and dashboard capabilities; therefore, we will continue to 
monitor the agency's progress in implementing this solution as a part of our future FISMA 
audits. 

Configuration Management 

In our 2013 FISMA report, we recommended that the CIO develop and implement an agency­
wide configuration management plan and a consistent process for patch management. During 
our follow-up work in 2014 and 2015, we found that although the agency had implemented a 
patch management process consistent with FISMA and NIST requirements, it was working on 
developing a configuration management plan. This year, we found that the agency finalized its 
agency-wide configuration management plan. We reviewed the plan and found that it describes 
how configuration management policies will be implemented throughout the agency and 
includes the components recommended by NIST Special Publication 800-128, Guide for 
Security-Focused Configuration Management of Information Systems. As such, we conclude 
that the CFPB has taken sufficient actions to address this recommendation. 

Our 2014 FISMA report also included a recommendation for the CIO to strengthen the CFPB's 
vulnerability management practices by implementing an automated solution and process to 
periodically assess and manage database and application-level security configurations. In 2015, 
the agency was working to evaluate its cunent scanning solutions to determine whether the 
capacity to perform these types of scans could be leveraged from tools already implemented 
within their environment. In 2016, however, agency officials informed us that application and 
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database-level scanning will require the implementation of tools from the CDM program. As 
such, this recommendation will remain open, and we will continue to monitor CFPB's progress 
in this area as part of our future audit activities. 

Security Training 

In our 2013 FISMA repoti, we recommended that the CIO design, develop, and in1plement a 
role-based security training program for individuals with significant security responsibilities. In 
the intervening years, we found that the CFPB was working to develop and implement a role­
based training process with content specific to the agency's environment. This year, we found 
that the agency has developed and implemented a role-based training program for users deemed 
to have significant security responsibilities. Specifically, the agency has developed knowledge 
units for specific groups of users and is continuing to refine training content to further mature 
the effectiveness of its security training program. Therefore, we conclude that the Cf PB has 
taken sufficient actions to close this recommendation. 

Incident Response 

In our 2013 FISMA report, we recommended that the CIO ensure that audit logs and security 
incident information from all relevant sources are centrally tracked, analyzed, and correlated. 
Since that time, the CFPB has procured a solution to provide this functionality and has 
developed a project plan to begin populating the tool with relevant incident information. As part 
of our 2016 FISMA testing, we found that the CFPB has made significant progress in 
implementing this functionality. Specifically, the agency has implemented the automated 
solution to collect audit .log and security .incident information for analysis and correlation. Most 
high-priority audit logs have been loaded into the tool , which is already in production and 
integrated into the agency's IR function. Although the CFPB is still refining the tool 's alerting 
capabilities, we conclude that the agency bas taken sufficient actions to close this 
recommendation. 

Policies and Procedures 

In our 2015 FISMA report, we recommended that the CIO ensure that the CFPB's information 
security policy, procedure, standard, and process documents are periodically updated to reflect 
the security requirements, processes, and technologies currently in place. During our 2016 
FISMA testing, we found that the majority of the agency's policy, procedure, and process 
documents bad been revised to reflect the agency's current operating environment. For those 
security-related documents that had not yet been updated, we found that these items were 
currently going through the review and publication process. As such, we conclude that 
sufficient actions have been taken to close this recommendation. 

Remote Access 

ln our 2015 FISMA report, we recommended that the CIO strengthen the cryptographic 
mechanism employed for the CFPB's remote access solution in accordance with NIST 
guidance. As a part of our 2016 FISMA testing, we found that the encryption mechanism used 
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for remote access to the agency's IT infrastmcture has been updated to meet NIST standards. As 
such, we conclude that sufficient actions have been taken to close this recommendation. 
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Our specific audit objectives, based on the requirements FISMA, were to evaluate the 
effectiveness of the CFPB's (1) security controls and techniques and (2) information security 
policies, procedures, and practices. To accomplish our objectives, we reviewed the effectiveness 
of the CFPB's information security program across the eight areas outlined in DHS's FY 2016 
Inspector General Federal Information Security Modernization Act of 2014 Reporting Metrics. 
These areas are ISCM, configuration management, identity and access management, IR, risk 
management, security and privacy training, contingency planning, and contractor systems. 

To assess the CFPB's information security program in these areas, we interviewed CFPB 
management, staff, and contractors; analyzed security policies, procedures, and documentation; 
and observed and tested specific security processes and controls. We also assessed the 
implementation of select security controls for an agency system and performed vulnerability 
scanning at the network and operating system levels on select TT devices. We used the results of 
our review of the CFPB' s information security program and testing of controls for an agency 
system to evaluate the implementation of specific attributes outlined in DHS's 2016 FISMA 
reporting guidance for IGs. 

We performed our fieldwork from June 2016 to September 2016. We conducted this audit in 
accordance with generally accepted government auditing standards. Those standards require 
that we plan and perform the audit to obtain sufficient, appropriate evidence to provide a 
reasonable basis for our findings and conclusions based on our audit objectives. We believe that 
the evidence we obtained provides a reasonable basis for our findings and conclusions based on 
our audit objectives. 
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This appendix contains the scoring methodology contained in OHS's FY 2016 Inspector 
General Federal Information Security Modernization Act of 2014 Reporting Metrics. IGs are 
required to use this methodology to determine the maturity level of their respective agency's 
information security programs. Specifically, based on the JGs' assessments, agencies are 
allotted points for each cybersecurity framework function area based on their achievement of 
various levels of maturity. For each framework function, a total of 20 points is possible. Last 
year, when determining the overall maturity for an agency's program, a lowest common 
denominator approach was used, meaning an agency could only meet a particular level of 
maturity if they met all ISCM security metrics defined for that level. The FY 2016 IG FISMA 
reporting metrics continue the effort begun in 2015; however, the lowest common denominator 
scoring approach has been removed. The scoring methodology for each maturity level is 
provided in table B-1 below. 

Table B-1: Maturity Level Scoring Methodology 

Maturity level Scoring description Scoring distribution 

Level 1 : ad hoc 

Level2:defined 

Level 3: consistently 
implemented 

Level 4: managed and 
measurable 

Level 5: optimized 

Automatically receives points regardless of 
achievements. 

For the identify, protect, and recover function areas, 
met at least half the metrics designated at level 2 
(defined). 

For the detect and respond function areas, met all 
metrics designated at level 1 (ad hoc) and at least 
half those designated at level 2 (defined) . 

For all function areas, met all metrics designated at 
level 2 (defined) and at least half those designated at 
level 3 (consistently implemented). 

For all function areas, met all metrics designated at 
level 3 (consistently implemented) and at least half 
those designated at level 4 (managed and 
measurable). 

For all function areas, met all metrics designated at 
level 4 (managed and measurable) and level 5 
(optimized). 

3 points 

4 points 

6 points 

5 points 

2 points 

Source: OIG analysis of DHS's FY 2016 Inspector General Federal Information Security Modernization Act of 2014 
Reporting Metrics. 
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Protect.ion Bureau 

1700 G Street NW, Washington, DC 20552 

November 4, 2016 

Mr. Peter Sheridan 
Associate Inspector General for Infonnation Technology 
Board of Governors of the Federal Reserve System & 

Conswner Financial Protection Bureau 
20th and C Streets, NW 
Washington. DC 20551 

·maul.. you for the opportunity to review and comment on the Office of Inspector General's draft 

report of the 2016Audit ofrhe CFPB 's lnformation Secimty Program. 

111c Bureau is pleased to note that you record us as consistent with se\'en of the eight FY 2016 

Inspector General (IG) Federal Information Security Modernization Act (FTSMA) ~letric 
Domains--specificaJly Risk Management. Contractor Systems. Configuration Management, 
Identity and Access Management, Security and Privacy Training, Infonnation Security Continuous 
Monitoring (lSCM), and Incident Response. During the nex1 fiscal year. we will continue to 

improve and mature our processes and activities in the remaining contingency planning domain. 

We arc pleased that you found that the Bureau conlim1es lo mature our FISMA compliance and 
infom1ation security posture. The report noted our new risk assessment methodology that is 
integrated at the organization, business process, and i11fonnalion system levels, and how the 
n1ethodology is tailored to ensure that the Bureau addresses insider as well as outsider threats, both 

nialicious and non-malicious. 

As your report points out, following the completion of our independence project. we refined and 

updated numerous process and standards publications, including our access control doctrine. Our 
Identity. Credential, and Access Management (ICAM) team is making great strides in automating 
our identity and authorization processes, for all levels of users across a broad spectrum of 
privileges and capabilities. 1n FY 2017. we will continue our personal identity verification (PIV) 
enablement and integration efforts, as well as automating the trac~ing of user pem1issions and 
associated agreements with beha,·ior rules and usage policies. 

consumerfinance.gov 
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Your repo11 notes our continued work on contingency pla1ming materials, with our new 
Infom1ation Technology Contingency Plan (ITCP). With the associated training and testing, we 
will enhance the effectiveness of our off-site backup facilities which, as you noted, are equipped 

with the necessary hardware, software, and data to support our infonnation systems through a 
service-impacting event. These system-specific plans respond to risk management processes and 
decisions at the enterprise, business/mission, and IT levels, per National Institute of Standards and 
Technology (NIST) guidance, and support the agency-wide continuity of operations plan (COOP). 
In FY 2017, we will continue that work as we tune and harmonize the technological, operational, 
and managerial aspects of our contingency plruming work. This work will focus on business­

driven impact factors such as time-sensitivity and resiliency, as experienced by the various 
business units that drive the requirements behind our technology programs. 'TI1rough analyses of 
such business impact information, we will continue to take steps to mature our capabilities in this 

FISMA domain. 

We are pleased that you have found that our ISCM program has matured from level one to level 
three, as defined by the ISCM maturity model included in the FY2015 FISMA reporting guidance. 

When comparing our rating for this year to the rating of the CFO Act Agencies and Small 
Agencies who were scored using the ISCM maturity model last year (as documented in OMB's 

Annual Report to Congress: Federal information Security Modernization Act), CFPB has out­
perfonned 91.7% of the CFO Act Agencies and 76.3% of the Small Agencies. We view this as an 
attestation of the significant work we have applied in the ISCM domain, where we captured 

"lessons learned" that infonned our prioritization and resource allocation decision5, thus allowing 
us to hone and improve our ISCM program, and jump from level one to level three within the 
course of a single fiscal year. We will use your feedback regarding ISCM metrics and 
measurements to help move the Bureau towards a level four "Mru1aged and !vleasurable" rating 

during the course of FY 2017. 

111is year, your report notes that the maturity of our IJicident Response domain has been measured 
at level three as defined in the FIS MA reporting guidance. 'I11e deployment of our new Security 
Event and [ncident Management (SEIM) platfom1 is already providing us with valuable 

infonnation that enhru1ces the timeliness and responsiveness of our existing procedures, which we 
crafted i11 agreement with NIST guidance. We look forward to leveraging our SEIM in cot\junction 
with other improvements in our processes as we move toward the fou11h level of maturation. We 
will also enhru1ce our user education and incident response procedures to ensure that reporting 

times to the United States Computer Emergency Readiness Team (US-CERT) and other parties are 
at optimum, risk-based levels. 
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We appreciate your noting our progress on remediating recommendations from previous Inspector 
General (JG) reviews. We value your objective, independent viewpoints imd cons ider our lG to be 
a trusted source of infonned, accurate, and insightful info1mation. TI1is year, you reported upon 
the success of our efforts to address many of the valuable recommendations that you have provided 
to us in the past. We are pleased that you consider six of the seven recommendations that existed 
at the start of this year's FISMA audit to have been successfully closed through our remediation 
efforts. We will also be working to ensure that the areas of application and database security 
configurations are successfully addressed once DHS concludes their deployment of the Continuous 
Diagnostics and Mitigation (CDM) solution in our infrastructure. 

1nank you for the profess ionalism and courtesy that you and all of the OIG personnel 
demonstrated throughout this review. We have provided conm1ents for each recommendation. 

Sincerely, 

VIJA y DESAI ~.:;'~~.'7!.t:zi~:jgOESAI 
-Ol'OO' 

Vijay Desai 
Chieflnformation Officer (Acting) 

consumerfinance.gov 
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Response to recommendations presented in the Draft IG .Repor t, 
"2016 Audit of the CFPB's I11formatio11 Security Program." 

Recommendation 1: Evaluate options and develop an agency-wide insider threat progran1 to 

include (a) a strategy to raise organizational awareness; (b) an optimal organizational structure; and 

(c) integrated IR capabilities, such as ongoing activities around DLP. 

Management Response: The Bureau concurs with this recommendation. The Bureau is well 

infonned on Executive Order (EO) 13587, Structural Reforms to Improve the Security o[Classified 

Networks and the Responsible Sharing and Safeguarding of Classified Information, and the 

resulti11g insider threat security control requirements as articulated by National Institute of 

Standards and Technology (NIST). We will be coordinating across the Bureau to enhance our 

security education and training program to include more in-depth operational security facets of the 

insider threat. We will also be instituting new standards related to segregation of duties and other 

countenneasures that work to help manage the insider threat risk. Further, we vvill be leveraging 

our Data Loss Prevention (DLP) tools and incident response processes to assist in preventing and 

identifying the security events associated with insider threats. l11ere is no single cotmtem1easure to 

insider threats, and our approach will continue to grow as a balanced, risk-reasoned stance that 

bridges technological aspects with people and well-defined processes. 

Recommendation 2: Ensure that (a) a signed UAF and ROB document is on file and maintained 

for each privileged user and (b) all privileged user account5 are annually recertified. 

Management Response: The Bureau concurs with this recommendation. Even prior to the 

issuance of your report, the Bureau had commenced deployment of infonnation systems that 

specifically address the User Access Forms (UAF) and Rules of Behavior (ROB) processes. We 

are eliminating paper-based artifacts in favor of electronic records. 111ese capabili ties will 

automate workflows and centralize data-of-record regarding each privileged tLser and each 

privileged account. Further, we are deploying automated solutions to ensure timely and accurate 

review and approval of the various fonns of access that are used by our privileged users, as well as 

the privileged accounts that support them in the performance of their duties. 

Recommendation 3: Strengthen the CFPB's contingency program by (a) performing an agency­

wide BIA and (b) updating the agency's COOP and IT contingency plan to reflect the results of the 
BIA and the cmTent operating environment of the CFPB. 

Management Response: The Bureau concurs with this recommendation. In FY 2017, our plans 

include the collection of cross-functional infonnation regarding the business impacts of various 

service-impacting events as identified via our new risk assessment methodology, imd mapped to 
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the various artifacts that describe our responses to these events. We will be working closely with 
our internal partners who maintain and test the Bureau·s Continuity of Operations Plan (COOP), as 
well as oversee our emergency management, personnel security, and physical security programs to 

modernize and hannonize these programs. This will, among other benefits, enhance our COOP, 
our lnfonnation Technology Contingency Plan (ITCP) program, and other related business 
processes. 
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TLI 
1-800-827-3340 

OIGHotline@frb.gov 

Report Fraud, Waste, and Abuse 
Those suspecting possible wrongdoing may contact the 

OIG Hotline by mail, e-mail, fax, or telephone. 

Office of Inspector General, c/o Board of Governors of the Federal Reserve System 
20th Street and Constituti on Avenue NW, Mail Stop K-300, Washington, DC 20551 

Attention: OIG Hotline 

Fax: 202-973-5044 

Questions about what to report? 
Visit the OIG website at www.federalreserve.gov/oig 

or 
www.consurnerfinance.gov I oig 
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ection 1: Information Security Systems 

Bureau/ Component 

CFPB 

Agency Totals 

Submission 

Status 

Submitted 
to Agency 

SAOP Report - Annual 2016 

1a 

Number of Federal 

information systems 

reported in question 

1.1 of the FY 2016 

Chief Information 

Officer FISMA Metrics 

that are used to 

create, collect, use, 

process, store, 

maintain, 

disseminate, 

disclose, or dispose 

Agency Contractor 

Systems Systems 

Total 

Systems 

4 6 10 

4 6 10 

1b 

Number of Federal 

information systems 

reported in question 1a 

that were approved by the 

SAOP prior to 

authorization or 

reauthorization. 

Agency Contractor Total %. 

Systems Systems Systems Complete 

0 0 0 0% 

0 0 0 0% 

For Official Use Only 

1c 

Number of 

information 

technology systems 

maintained or used 

by the agency (or by 

another entity on 

behalf of the agency) 

for which a privacy 

Impact assessment 

(PIA) is required 

Agency 

Systems 

Contractor 

Systems 

Total 

Systems 

27 3 30 

27 3 30 

For Official Use Only 

1d 

Number of information 

technology systems 

reported in question 1 c 

that are covered by an 

up-to-date PIA. 

% Agency Contractor 
Systems Systems 

Total 

Systems Complete 

27 30 100% 

27 3 30 100% 

1e 

Number of Privacy Act 

systems of records 

maintained by the 

agency (or by another 

entity on behalf of the 

agency). 

Agency 
Systems 

24 

24 

Contractor 

Systems 

2 

2 

Total 

Systems 

26 

26 

1f 

Number of Privacy Act 

systems of records 

reported in question 1e for 

which an up-to-date system 

of records notice (SORN) 

has been published in the 

Federal Register. 

Agency 

Systems 

24 

24 

Contractor 

Systems 

2 

2 

Total o,~ 

Systems Complete 

26 100% 

26 100% 
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!section 2: Agency Privacy Program 

2a Does the SAOP have the necessary skills, expertise, and knowledge of privacy-related matters to carry out the privacy-related 

functions required in law and OMB policies? 

Yes 

2b In addition to the SAOP, does the agency have a career Senior Executive Service employee who has privacy expertise and reports to 

the SAOP? 

No 

Comments: CFPB does not have SES positions, in consultation with other financial regulators, we wish to respond as "N/A" but 

CyberScope will not accommodate that. Therefore, we are selecting "No." 

2c How many total staff (full-time equivalent) at the agency (not including staff at sub-agencies, components, and programs) work at least 

half the time on privacy-related functions? 

5 

2d How many total contractors at the agency (not including contractors at sub-agencies, components, and programs) work at least half the 

time on privacy-related functions? 

0 

2e How many totaJ staff (full-time equivalent) at sub-agencies, components, and programs work at least half the time on privacy-related 

functions? 

0 

2f How many total contractors at sub-agencies, components, and programs work at least half the time on privacy-related functions? 

0 

2g Is the agency up-to-date with its review of its PH holdings, pursuant to the requirements in OMB Memorandum M-07-16? 

Yes 

Comments: PIA Inventory completed September 2016, served as review of PII holding, coordinated through the Bureau's Data 

Catalog. 

2h Can the agency demonstrate with documentation that the SAOP participates in agency privacy compliance and privacy risk 

management activities? 

Yes 

Comments: 

SAOP Report - Annual 2016 

Addressed via our CFPB Privacy Policy and our Comprehensive Privacy P lan. 

For Official Use Only 
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!section 2: Agency Privacy Program 

2i Can the agency demonstrate with documentation that the SAOP participates in evaluating the privacy implications of legislative, 

regulatory, and other policy proposals, as well as testimony and comments under OMB Circular A-19? 

Yes 

Comments: Addressed in our Comprehensive Privacy Plan. 

Section 3: Privacy Program Website 

3a Provide the URL of the agency's central privacy program page (indicate "NI A" if not applicable). 

http://www.consumertinance.gov/privacy/ 

3b Provide the URL of the centrally located page on the agency website that provides working links to the agency's PIAs (indicate "NIA" 

if not applicable). 

http://www.consumerfinance.gov/privacy/pr ivacy-impact-assessments/ 

3c Provide the URL of the centrally located page on the agency's website that provides working links to the agency's published SORNs 

(indicate "NI A" if not applicable). 

http://www.consumertinance.gov/privacy/system-records-notices/ 

3d Provide the URL of the centrally located page on the agency's website that provides an inventory of third-party websites, applications, 

and digital services used by the agency (indicate "NIA" if not applicable). 

http://www.consumerfinance.gov/privacy /digital-privacy-policy/ 

Comments: This web page includes a link to social media PIA, which includes a list of social media accounts. 

Section 4: Privacy Act Processes 

4a Has the agency developed and implemented a written policy or process for determining whether a SORN is required when the agency 

collects or maintains information? 

Yes 

4b Has the agency developed and implemented a written policy or process for ensuring that a SORN is published in the Federal Register 

prior to the agency establishing or altering a system of records? 

Yes 

4c Has the agency developed and implemented a written policy or process for determining whether changes to a system of records 

require the agency to publish a new or revised SORN in the Federal Register? 

Yes 

SAOP Report - Annual 2016 
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!section 4: Privacy Act Processes 

4d Has the agency developed and implemented a written policy or process for ensuring that information collections include a Privacy Act 

Statement, if required? 

Yes 

4e Has the agency developed and implemented a written policy or process for receiving and processing individuals' requests for access 
and amendment to records? 

Yes 

Comments: Information can be found at 

http://www.consumerfinance.gov/privacy/amending-and-correcting-records-under-privacy-act/ 

I Section 5: Privacy Impact Assessment Processes 

Sa Has the agency developed and implemented a written policy or process for determining whether a PIA is required when the agency 

develops, procures, or uses an information technology system? 

Yes 

Sb Has the agency developed and implemented a written policy or process to ensure that a PIA is conducted and approved before an 
information technology system that requires a PIA is developed, procured, or used? 

Yes 

Sc Has the agency developed and implemented a written policy or process for ensuring that systems owners, privacy officials, and 
information technology experts participate in conducting the PIA? 

Yes 

Sd Has the agency developed and implemented a written policy or process for making PIAs available to the public as required by law and 

OMB policy? 

Yes 

Se Has the agency developed and implemented a written policy or process for monitoring the agency's information technology systems 
and practices to determine when and bow PIAs should be updated? 

Yes 

Sf Has the agency developed and implemented a written policy or process for ensuring that PIAs are updated whenever a change to an 

information technology system, a change in agency practices, or another factor alters the privacy risks? 

Yes 

SAOP Report - Annual 2016 
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I section 5: Privacy Impact Assessment Processes 

Sg Has the agency developed and implemented a written policy or process for assessing the quality and thoroughness of each PIA and 

performing reviews to ensure that appropriate standards for PIAs are maintained? 

Yes 

I section 6: Privacy Training and Accountability 

6a Has the agency developed and implemented a policy to ensure that all employees and contractors with access to information resources 
receive privacy training? 

Yes 

Comments: CFPB has implemented privacy education as part of our New Employee Orientation and our mandatory Annual Privacy 

Training. 

6b Does the agency require role-based privacy training for employees and contractors who have particular responsibilities before 
authorizing access to information resources? 

Yes 

Comments: CFPB has implemented annual mandatory role-based privacy training (97% completion for FY2016). 

6c Has the agency established rules of behavior, including consequences for violating rules of behavior, for employees and contractors 
that have access to information resources? 

Yes 

Comments: This is addressed in our policy CFPB-COO-CS02, "Acceptable Use of CFPB Lnformation Technology Resources", 

most recently updated 7 October, 2016. 

6d Has the agency developed and implemented a policy to ensure that employees and contractors are held accountable for complying with 
privacy requirements and managing privacy risks'? 

Yes 

Comments: Information can be found at http://www.consumerfinance.gov/privacy/privacy-policy/ 

Section 7: Websites, Mobile Applications, and Digital Privacy Practices 

7a Does the agency maintain an inventory of websites, applications, social media accounts, and other digital services provided or 
maintained by the agency? 

Yes 

Comments: Information can be found at http://files.consumerfinance.gov/f/201509 _ cfpb _pia-use-of-social-media.pdf 

SAOP Report - Annual 2016 
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!section 7: Websites, Mobile Applications, and Digital Privacy Practices 

7b Has the agency developed and implemented a written policy or process for the agency's use of social media (indicate "N/ A" if the 

agency does not use social media)? 

Yes 

7c Does each of the agency's websites and mobile applications have a privacy policy? 

Yes 

Comments: Information can be found at http://www.consumerfinance.gov/privacy/digital-privacy-policy/ 

7d Has the agency developed and implemented a process to regularly review and update each of the agency's website and mobile 

application privacy policies? 

Yes 

Comments: Our annual review was conducted in September 2016. Participants included our Privacy Team, as well as the Legal 

Division and the Data Team. 

7e Does each of the agency's website and mobile application privacy policies clearly explain what information is collected and the purpose 

of the collection? 

Yes 

7f Has the agency developed and implemented a process to address privacy in the development and use of mobile applications? 

Yes 

Comments: The Bureau does not use any mobile applications, but we do have Privacy incorporated into our SDLC and related 

development activities. 

7g Does the agency use web management and customization technologies on any website or mobile application? 

Yes 

Comments: While the Bureau does not operate any mobile apps, we do employ customization and management tools on our web 

services. 

7h Does the agency annually review the use of web management and customization technologies to ensure compliance with all laws, 

regulations, and OMB guidance (indicate "N/ A" if the agency does not use web management and customjzation technologies)? 

Yes 

Comments: The review is incorporated into our website privacy policy review, and the program is supplemented by our Data Team's 

compliance issuance, updated in September 2016. 
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!section 7: Websites, Mobile Applications, and Digital Privacy Practices 

7i Can the agency demonstrate, with documentation, the continued justification for, and approval to use, web management and 

customization technologies (indicate "N/ A" if the agency does not use web management and customization technologies)? 

Yes 

7j Number of requests for tier 3 web measurement and customization technologies approved by the SAOP during the reporting period. 

0 

!section 8: Mandated Reviews 

Section (m) Contracts. Review every two years a sample of agency contracts that provide for the maintenance of a system of records 
on behalf of the agency to accomplish an agency function, in order to ensure that the wording of each contract makes the provisions of 
the Privacy Act binding on the contractor and his or her employees. 

a. b. c. d . e. f . g. h. 

Bureau/Component Section (m) Record keeping Routine 
Contracts Practices Use 

Exemptions of Matching 
Systems of Programs 

Privacy Act 
Training 

Violations System of Records 
Notices 

Disclosures Records 

.. . 
!section 9: Social Security Numbers 

9a Does the agency have a written inventory of the agency's collection and use of Social Security numbers (SSNs)'? 

Yes 

9b Has the agency developed and implemented a written policy or procedure to ensure that any new collection or use of SSNs is 
necessary? 

Yes 

9c Has the agency developed and implemented a written policy or procedure to ensure that any necessary collection or use of SSNs 
remains necessary over time? 

Yes 

9d Has the agency developed and implemented a written policy or procedure to ensure that any collection or use of SSNs associated with 
agency websites, online forms, mobile applications, and other digital services, are necessary and comply with applicable privacy and 
security requirements? 

Yes 

SAOP Report - Annual 2016 
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Description of CFPB's Privacy Program 

The Bureau's Senior Agency Official for Privacy is the Chief Privacy Officer (CPO). The Privacy Team 
reports through the Chief Data Officer to the Chief Information Officer. The Chief Information Officer 
reports to the Chief Administrative Officer. In the Bureau's Disclosure of Records and Information 
Regulation1 the Chief Privacy Officer means the Chief Information Officer of the CFPB or any CFPB 
employee to whom the Chief Information Officer has delegated this authority. The Chief Information 
Officer delegated this authority to the CPO. The CFPB's CPO is responsible for all of the CFPB's privacy 
compliance and operational activities. The CPO evaluates the privacy implications of legislative, 
regulatory, and other policy proposals and ensures that the technology used by the CFPB upholds 
privacy protections. The CPO is responsible for ensuring that all employees are familiar with information 
privacy laws, regulations, policies, and procedures and understand the serious consequences and 
ramifications of inappropriate access, use, or disclosure of Pll. The CPO ensures completion of System of 
Records Notices ("SORN"), and Privacy Impact Assessments ("PIA"). The CPO is also responsible for 
ensuring that the CFPB only collects, uses, maintains, and disseminates Social Security numbers when 
required to do so by statute or regulation . 

During the FY2016 reporting period, no changes in leadership, staffing, structure, or organization were 
made. For the FY2017 reporting period, no changes in leadership, staffing, structure, or organization are 
expected, other than the hiring of a new employee to replace a retiring employee. 

The CFPB has published several documents that describe the policies, procedures, structure, roles, and 
responsibilities with respect to the Bureau's privacy program and the Bureau's creation, collection, use, 
processing, storage, maintenance, dissemination, disclosure, and disposal of Pll. These documents can 
be found on the Bureau's website: http://www.consumerfinance.gov/privacy/ 

Privacy Policy: http://www.consumerfinance.gov/privacy/privacy-policy/ 

System of Records Notices: http://www.consumerfinance.gov/privacy/system-records-notices/ 

Privacy Impact Assessments: http://www.consumerfinance.gov/privacy/privacy-impact-assessments/ 

Digital Privacy Policy: http://www.consumerfinance.gov/privacy/digital-privacy-policy/ 

Privacy Policy for Non-US Citizens: http://www.consumerfinance.gov/privacy/privacy-policy-non-us­
cit izens/ 

Instructions for Amending and Correcting Records under the Privacy Act: 
http://www.consumerfinance.gov/privacy/amending-and-correcting-records-under-privacy-act/ 

Instructions on Filing a Privacy Complaint: http://www.consumerfinance.gov/privacy/file-privacy­
complaint/ 

1 http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&tpl=/ecfrbrowse/Title12/12cfr1070_main_02.tpl 
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CFPB Efforts to Comply w ith Privacy-related Requirements in M -16-04 

OMB directed agencies to initiate processes to identify their High Value Assets (HVAs). Federal 
Information Processing Standard (FIPS) 199, Standards for Security Categorization of Federal 
Information and Information Systems, provides relevant guidance and requires Federal agencies to 
categorize their informat ion and information systems to determine the worst-case adverse impact to 
operat ions and assets, individuals, other organizations, and the Nation if thei r information or systems 
are compromised1

. The CFPB does not have any holdings that are identified as High Value Assets, 
therefore the agency's has no HVAs that contain Pll. 

1 FIPS Publication 199 defines three levels of potential impact (i.e., low, moderate, and high) on organizations or 
individuals should there be a breach of security (i.e., a loss of confidentiality, integrity, or availability). 
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The Consumer Financial Protection Bureau (CFPB) has developed a comprehensive program of 
privacy training that includes new employee orientation training, general annual privacy training, 
and role-based privacy training specific to everyone's role in the organization. The CFPB uses 
the Treasury-provided employee training for the annual information security and privacy 
training. 

New Employee Orientation 
As part of new employee orientation, the CFPB provides all new employees with privacy 
training. This training includes a brief history of the Privacy Act and description of System of 
Records Notices. The training also includes information on the definition of Personally 
Identifiable Information (PII).The training also includes a discussion of the requirement to have 
both the legal authority and a business need to collect or access information. New employees are 
provided contacts in the Privacy Team who are available to help them as they use PII. The 
training stresses that employees have a responsibility to protect the CFPB 's sensitive 
information. 

Promoting a Culture of Privacy Awareness at the Department of the Treasury 

To promote a culture of privacy employees must be aware of the legal requirements outlined in 
the Privacy Act of 1974, as amended, as well as other requirements affecting the collection, use, 
storage, and safeguarding of personally identifiable infonnation (PII). 

The CFPB uses the Department of Treasury training. After completing the annual privacy 
training, employees are expected to have a clear understanding of: 

• Their obligations pursuant to the Privacy Act of 1974, as amended 
• The federal requirements for operating a system of records 
• The federal requirements for conducting a privacy threshold assessment and a privacy 

impact assessment 
• Their responsibility to safeguard PII 
• What they should do in the event of a breach involving PII 

Privacy training is delivered in conjunction with information security training, specifically: 

Role-Based Privacy Training 

CFPB has developed role-based training for employees throughout the Bureau. The training 
varies based on the role but ultimately has the goals of providing an overall understanding of 
privacy and the responsibilities around protecting and using PII, while also providing specific 
information and guidance for each of the various role. In 2016 the Privacy training was 
integrated with Information Governance training, to provide Bureau employees with a full 
overview of appropriate data handling, starting with bringing data into the Bureau and ended 
with appropriate data destruction. The training includes a focus on identifying and reporting 
privacy incidents. This training is provided to employees and contractors. 
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Implementation Plan and Progress Update on Reducing the Unnecessary 
Holdings of Personally Identifiable Information 

As a new agency, the Consumer Financial Protection Bureau is taking steps to ensure t hat there are no 
unnecessary collections of Personally Identifiable Information {Pll). We work to confirm the appropriate 
collection and planned use of Pll before the Bureau collects certain information, and we validate usage 
on an ongoing basis through annual reviews of data collections. All data collections with Pll are reviewed 
by the Privacy Office to ensure that the Bureau only collects Pll that is necessary. All data collections are 
reviewed by the Privacy Office to ensure that the Bureau only uses SSNs when required to do so by 
statute or regulat ion. This process occurs through the Bureau's Data Intake Group process. The Bureau 

also conducts an annual review of Pll holdings. This review includes reviewing data sets that include 
SSNs to ensure those holdings are still necessary. 
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Implementation Plan and Progress Update on the Use of Social Security 
numbers (SSN) 

As a new agency, the Consumer Financial Protection Bureau is taking steps to ensure that there are no 
unnecessary uses of Social Security numbers (SSN). The Privacy team plans to confirm the appropriate 
use of sensitive Pll including SSNs before the Bureau collects the sensitive Pll, and we plan to validate 
usage on an ongoing basis through annual reviews of data collections. All data collections are reviewed 
by the Privacy Office to ensure that the Bureau only uses SSNs when requ ired to do so by statute or 
regulation. This process occurs through the Bureau's Data Intake Group process. 
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Consurr1er Financial 
Protection Bureau 

1700 G Street NW, Washington DC 20552 

February 22, 2017 

The Honorable Elijah E. Cummings 
Ranking Member 
Committee on Oversight and Government Reform 
U.S. House of Representatives 
2471 Rayburn House Office Building 
Washington, D.C. 205 15 

Dear Ranking Member Cummings: 

Enclosed, please find the Fiscal Year 2016 Federal Information Security Management Act 
(FISMA) Report of the Consumer Financial Protection Bureau, as required under FISMA. 

Should you have any questions concerning this report, please feel free to contact me at 202-435-

9711. 

Catherine Galicia 
Assistant Director for Legislative Affairs 

consumerfinance.gov 



Consumer Financial 
Protectio ' Bureau 

1700 G Street NW Washington DC 20552 

February 22, 2017 

The Honorable Eddie Bernice Johnson 
Ranking Member 
Committee on Science, Space and Technology 
U.S. House of Representatives 
394 Ford House Office Building 
Washington, D.C. 20515 

Dear Ranking Member Johnson: 

Enclosed, please find the Fiscal Year 2016 Federal Information Security Management Act 
(FIS MA) Report of the Consumer Financial Protection Bureau, as required under FISMA. 

Should you have any questions concerning this report, please feel free to contact me at 202-435-

9711. 

/IL 
Catherine Galicia 
Assistant Director for Legislative Affairs 

consumerfinance.gov 
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Consumer Financial 
Protection Bureau 

1700 G Street NW Washington DC 20552 

February 22, 2017 

The Honorable Lamar S. Smith 
Chairman 
Committee on Science, Space and Technology 
U.S. House of Representatives 
2321 Rayburn House Office Building 
Washington, D.C. 20515 

Dear Chairman Smith: 

Enclosed, please find the Fiscal Year 2016 Federal Information Security Management Act 

(FISMA) Report of the Consumer Financial Protection Bureau, as required under FISMA. 

Should you have any questions concerning this report, please feel free to contact me at 202-435-

97 11 . 

{];i_f;ff_ 
Catherine Galicia 
Assistant Director for Legislative Affairs 

consumerfinance.gov 



Consumer Financial 
Protection Bw eau 

1700 G Street NW WashTgton DC 2C;:52 

February 22, 2017 

The Honorable Claire C. McCaskill 
Ranking Member 
Committee on Homeland Security and Governmental Affairs 
U.S. Senate 
442 Hart Senate Office Building 
Washington DC 20510 

Dear Ranking Member McCaskill: 

Enclosed, please find the Fiscal Year 2016 Federal Information Security Management Act 

(FlSMA) Report of the Consumer Financial Protection Bureau, as required under FISMA. 

Should you have any questions concerning this report, please feel free to contact me at 202-435-

9711. 

Catherine Galicia 
Assistant Director for Legislative Affairs 

cons umerfi nance. gov 
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Consumer Financ· al 
Protection Bureau 

1700 G Street NW Wash1'lgton DC 20552 

February 22, 201 7 

The Honorable Bill Nelson 
Ranking Member 
Committee on Commerce, Science and Transportation 
U.S. Senate 
425 Hart Senate Office Building 
Washington DC 20510 

Dear Ranking Member Nelson: 

Enclosed, please find the Fiscal Year 2016 Federal Information Security Management Act 

(FISMA) Report of the Consumer Financial Protection Bureau, as required under FISMA. 

Should you have any questions concerning this report, please feel free to contact me at 202-435-
9711. 

w~11{_ 
Catherine Galicia 
Assistant Director for Legislative Affairs 

consumerfinance.gov 



Consumer Financial 
Protection Bureau 

1700 G Street NW Washington DC 20552 

February 22, 2017 

The Honorable John Thune 
Chairman 
Committee on Commerce, Science and Transportation 
U.S. Senate 
512 Dirksen Senate Office Building 
Washington DC 20510 

Dear Chairman Thune: 

Enclosed, please find the Fiscal Year 2016 Federal Information Security Management Act 

(FISMA) Report of the Consumer Financial Protection Bureau, as required under FISMA. 

Should you have any questions concerning this report, please feel free to contact me at 202-435-

9711. 

Catherine Galicia 

Assistant Director for Legislative Affairs 

consumerfinance.gov 
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ma.af1ingtnn, mor 20515 

The Honorable Richard Cordray 
Director 

February 27, 2017 

Bureau of Consumer Financial Protection 
1700 G Street, NW 
Washington, D.C. 20552 

Dear Director Cordray: 

Recent reports suggest that you use a private device for official communications in 
circumvention of the federal recordkeeping laws.1 Specifically, the Bureau of 
Consumer Financial Protection (''Bm·eau") produced records in response to a 
Freedom of Information Act ("FOIA") request that indicate you sent and received 
text messages to a number associated with a personal, non-government device.2 

Provisions in the Federal Rec-0rds Act (Pub. L. 113-187) specifically bar federal 
employees from conducting official business over non-official electronic accounts, 
unless that material is properly filed in an official account within 20 days, a 
requirement in place in order to properly preserve and maintain those records.a 
Federal employees who violate this disclosure requirement are subject to 
disciplinary action under chapter 75 of title 5, United States Code. 

The Committee on Financial Services and the Committee on Oversight and 
Government Reform write to ensure that you are complying in full with federal 
recordkeeping laws and that you are not deliberately conducting official business 
through private channels. It is important that you comply with these laws so that 
your actions as Director of the Bureau may be subject to review by Congress and the 
public. 

Accordingly, by no later than March 13, 2017, please provide: 

1 See Justin Caruso, CFPB Head Cordray Used Priuate Deuice, Didn't Create Records Of Messages, 
THE DAILY CALLER (Jan. 23, 2017), http://dailycaller.com/2017/0l/23/exclusive-cfpb-head-cordray­
used-private-device-didnt-create-records-of-messages/. 
2 The Daily Caller repl'Oduced the Bureau's September 29, 2016 response to an August 31, 2016 
FOIA request wherein the Bureau notes no text or SMS messages were located after searching yom 
government devices. Id. However, a search of your staffs government issued devices located 
messages sent to and from yom· personal device which the Bureau confirmed in a letter dated 
November 16, 2016 and reproduced in the report by the Daily Caller. Id. 
3 See 44 U.S.C. § 29ll(a). 
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The Hon. Richard Cordray 
February 27, 2017 
Page 2 of 3 

1. A list of all phone numbers used by you from January 2011-present to 
transact government business, and the service providers associated with each 
number; 

2. A list of all non-governmental email accounts used by you from January 2011 
- present to transact government business; 

3. The number of emails sent by you using a non-governmental email account to 
the Chief of Staff or any Assistant, Associate, or Deputy Director of the 
Bureau from January 2011 - present; 

4. The number of emails received by you using a non-governmental e-mail 
account from the Chief of Staff or any Assistant, Associate, or Deputy 
Director of the Bureau from January 2011-present; 

5. A description of the steps you took to comply with all applicable federal 
recordkeeping laws in light of your apparent use of non-governmental email 
for official purposes; and 

6. Copies of the FOIA requests referenced in the press report titled CFPB Head 
Cordray Used Private Device, Didn't Create Records of Messages, The Daily 
Caller (Jan. 23, 2017), and unredacted copies of all records responsive to 
those requests. 

If you have any questions regarding this request, please contact Elie Greenbaum of 
the Committee on Financial Services staff at (202) 225-7502 or Corey Cooke of the 
Committee on Oversight and Government Reform staff at (202) 225-507 4. 

JEBH~ 
Chairman 
Committee on Financial Services 

ANNWAGNEffe 
Chairman 
Subcommittee on 
Oversight and Investigations 

Chairman 
Committee on Oversight and 
Government Reform 

Chairman 
Subcommittee on 
Health Care, Benefits, 
and Administrative Rules 



cc: The Hon. Maxine Waters, Ranking Member 
Committee on Financial Services 

The Hon. Elijah Cummings, Ranking Member 
Committee on Oversight and Government Reform 

The Hon. Al Green, Ranking Member 
Subcommittee on Oversight and Investigations 
Committee on Financial Services 

The Hon. Raja Krishnamoorthi, Ranking Member 
Subcommittee on Health Care, Benefits, and Administrative Rules 
Committee on Oversight and Government Reform 



Committee Records Request Instructions 

1. In complying with this request, you are required to produce all responsive records 
that are in your possession, custody, or control, whether held by you or your past 
or present agents, employees, and representatives acting on you!' behalf. You shall 
also produce records that you have a legal right to obtain, that you have a right to 
copy or to which you have access, as well as records that you have placed in the 
temporary possession, custody, or control of any third party. Requested records 
shall not be destroyed, modified, removed, transfeued, or otherwise made 
inaccessible to the Committees. 

2. In the event that any entity, organization, or individual denoted in this request 
bas been, or is also known by any other name than that herein denoted, the 
request shall be read also to include that alternative identification. 

3. A cover letter shall be included with each production and include the following: 

a. A list of each piece of media included in the production with its unique 
production volume number. 

b. A list of custodians, identifying the Bates range for each custodian. 

c. The time zone in which the emails were standardized during conversion. 

d. All Bates Prefix and Suffix formats for records contained in the production. 

4. Records shall be produced to the Committees on one or more CDs, memory sticks, 
thumb drives, or USB hard drives. Production media shall be labeled with the 
following information: Case Number, Production Date, Producing Party, Bates 
Range. 

5. All records shall be Bates-stamped sequentially and produced sequentially. 

6. Records produced shall be organized, identified, and indexed electronically. 

7. Only alphanumeric characters and the underscore ("_")character are permitted in 
file and folder names. Special characters are not permitted. 

8. Electronic record productions shall be prepared according to the following 
standards: 

a. All submissions must be organized by custodian unless otherwise 
instructed. 
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b. Productions shall include: 

1. A Concordance Data (.DAT) Load File in accordance with metadata 
fields as defined in Appendix A. 

2. A Standard Format Opticon Image Cross-Reference File (.OPT) to 
link produced images to the records contained in the .DAT file. 

3. A file (can be Microsoft Word, Microsoft Excel, or Adobe PDF) 
defining the fields and character lengths of the load file. 

c. The production format shall include images, text, and native electronic files. 
Electronic files must be produced in their native format, i.e. , the format in 
which they are ordinarily used and maintained during the normal course of 
business. For example, a Microsoft Excel file must be produced as a 
Microsoft Excel file rather than an image of a spreadsheet. NOTE: An 
Adobe PDF file representing a printed copy of another file format (such as 
Word Document or Webpage) is NOT considered a native file unless the 
record was initially created as a PDF. 

1. Image Guidelines: 

1. Single or multi page TIFF files . 

2. All TIFF images must have a unique file name, i.e., Bates 
Number 

3. Images must be endorsed with sequential Bates numbers in 
the lower right corner of each image. 

2. Text Guidelines: 

1. All text shall be produced as separate text files, not inline 
within the .DAT file. 

2. Relative paths shall be used to link the associated text file 
(FIELD: TEXTPATH) to the record contained in the load file. 

3. Associated text files shall be named as the BEGBATES field of 
each record. 

3. Native File Guidelines: 

1. Copies of original email and native file records/attachments 
must be included for all electronic productions. 
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2. Native file records must be named per the BEGBATES field. 

3. Relative paths shall be used to link the associated native file 
(FIELD: NATIVEFILELINK) to the record contained in the 
load file. 

4. Associated native files shall be named as the BEGBATES field 
of each record. 

d. All record family groups, i.e. email attachments, embedded files, etc., should 
be produced together and children files should follow parent files 
sequentially in the Bates numbering. 

e. Only 1 load file and one Opticon image reference file shall be produced per 
production volume. 

f. All extracted text shall be produced as separate text files. 

g. Record numbers in the load file should match record Bates numbers and 
TIFF file names. 

h. All electronic record produced to the Committees should include the fields of 
metadata listed in Appendix A. 

9. Records produced to the Committees shall include an index describing the contents 
of the production. To the extent that more than one CD, hard drive, memory stick, 
thumb drive, box, or folder is produced, each CD, hard drive, memory stick, thumb 
drive, box, or folder shall contain an index describing its contents. 

10. Records produced in response to this request shall be produced together with 
copies of file labels, dividers, or identifying markers with which they were 
associated when the request was served. 

11. When you produce records, you shall identify the paragraph or number in the 
Committees' request to which the records respond and add a metadata tag listing 
that paragraph or number (see Appendix A). 

12. Four sets of records shall be delivered, two sets to the Majority Staff and two sets 
to the Minority Staff of the Committees. To the extent the Minority Staff of the 
Committees does not have an electronic record review platform, records shall be 
produced to the Minority Staff in searchable PDF format and shall be produced 
consistent with the instructions specified in this schedule to the maximum extent 
practicable. 
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13. Production media and produced reco1·ds shall not be encrypted, contain any 
password protections, or have any limitations that restrict access and use. 

14. It shall not be a basis for refusal to produce records that any other person or entity 
also possesses non-identical or identical copies of the same records. 

15. In the event that a record is withheld, you shall provide a log containing the 
following information concerning any such record: (a) the reason why the record 
was withheld; (b) the type of record; (c) the general subject matter; (d) the date, 
author and addressee; (e) the relationship of the author and addressee to each 
other; and (f) any other description necessary to identify the record and to explain 
the basis for not producing the record. If a claimed privilege applies to only a 
portion of any record, that portion only should be withheld and the remainder of 
the record should be produced. As used herein, "claim of privilege" includes, but is 
not limited to, any claim that a record either may or must be withheld from 
production pursuant to the constitution or any statute, rule, or regulation. 

a. Any objections or claims of privilege are waived if you fail to provide an 
explanation of why full compliance is not possible and a log identifying with 
specificity the ground(s) fo1· withholding each withheld record prior to the 
request compliance date. 

b. In complying with the request, be apprised that (unless otherwise 
determined by the Committees) the Committees do not recognize: any 
purported non-disclosure privileges associated with the common law 
including, but not limited to, the deliberative-process privilege, the 
attorney-client privilege, and attorney work product protections; any 
purported privileges or protections from disclosure under the Freedom of 
Information Act; or any purported contractual privileges, such as non­
disclosure agreements. 

c. Any assertion by a request recipient of any such non-constitutional legal 
bases for withholding records or other materials shall be of no legal force 
and effect and shall not provide a justification for such withholding or 
refusal, unless and only to the extent that the Chairmen of the Committees 
have consented to recognize the assertion as valid. 

16. If any record responsive to this request was, but no longer is, in your possession, 
custody, or control, or has been placed into the possession, custody, or control of 
any third party and cannot be provided in response to this request, you should 
identify the record (stating its date, author, subject and recipients) and explain the 
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circumstances under which the record ceased to be in your possession, custody, or 
control, or was placed in the possession, custody, or control of a third party. 

17. If any record responsive to this request was, but no longer is, in your possession, 
custody or control, state: 

a. how the record was disposed of; 

b. the name, current address, and telephone number of the person who 
cunently has possession, custody or control over the record; 

c. the date of disposition; 

d. the name, current adchess, and telephone number of each person who 
authorized said disposition or who had or has knowledge of said disposition. 

18. If any record responsive to this request cannot be located, describe with 
particularity the efforts made to locate the record and the specific reason for its 
disapperu:ance, destruction or unavailability. 

19. If a date or other descriptive detail set forth in this request referring to a record is 
inaccurate, but the actual date or other descriptive detail is known to you or is 
otherwise apparent from the context of the request, you are required to produce all 
records which would be responsive as if the date or other descriptive detail were 
correct. 

20. This request is continuing in nature and applies to any newly-discovered 
information. Any responsive reco1·d not produced because it has not been located 
or discovered by the return date shall be produced immediately upon subsequent 
location or discovery. 

21. If properties or permissions are modified for any records produced electronically, 
receipt of such records will not be considered full compliance with the request. 

22. Upon completion of the record production, you shall submit a written certification 
signed by you or your counsel, stating that: 

a. a diligent search has been completed of all records in your possession, 
custody, or control which reasonably could contain responsive records; 

b. i·ecords responsive to the request have not been destroyed, modified, 
removed, transferred, or otherwise made inaccessible to the Committees 
since the date of receiving the Committees' request or in anticipation of 
receiving the Committees' request, and 
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c. all records located during the search that are responsive have been 
produced to the Committees, identified in a log provided to the Committees, 
as described in (15) above, or identified as provided in (16), (17) or (18) 
above. 

23. When representing a witness 01· entity before the Committee(s) in response to a 
record request or request for transcribed interview, counsel for the witness or 
entity must promptly submit to the Committee(s) a notice of appearance specifying 
the following: (a) counsel's name, firm or organization, and contact information; 
and (b) each client represented by the counsel in connection with the proceeding. 
Submission of a notice of appearance constitutes acknowledgement that counsel is 
authorized to accept service of process by the Committee(s) on behalf of such 
client(s), and that counsel is bound by and agrees to comply with all applicable 
House and Committee rules and regulations. 
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Committee Records Request Definitions 

1. The term "records" means any written, recorded, or graphic matter of any nature 
whatsoever, regardless of how recorded or preserved, and whether original or copy. 

2. The term "records in your possession, custody or control" means (a) records that 
are in your possession, custody, or control, whether held by you 01· your past or 
present agents, employees, or representatives acting on your behalf; (b) records 
that you have a legal right to obtain, that you have a right to copy, or to which you 
have access; and (c) records that have been placed in the possession, custody, or 
control of any third party. 

3. The term "communication" means each manner 01· means of disclosure or exchange 
of information, regardless of means utilized, whether oral, electronic, by document 
or otherwise, and whether in an in-person meeting, by telephone, facsimile, e-mail 
(desktop or mobile device), text message, MMS or SMS message, regular mail, 
telexes, releases, or otherwise. 

4. The terms "and" and "or" shall be construed broadly and either conjunctively or 
disjunctively to bring within the scope of this request any information which might 
otherwise be construed to be outside its scope. The singular includes plural 
number, and vice versa. The masculine includes the feminine and neuter genders. 

5. The terms "person" or "persons" means natural persons, firms, partnerships, 
associations, corporations, subsidiaries, divisions, departments, joint ventures, 
proprietorships, syndicates, or other legal, business or government entities, and all 
subsidiaries, affiliates, divisions, departments, branches, and other units thereof. 

6. The terms "pertaining to," "referring," or "relatiJ:?.g," with respect to any given 
subject, means anything that constitutes, contains, embodies, reflects, identifies, 
states, refers to, deals with or is in any manner whatsoever pertinent to that 
subject. 
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Appendix A 

Production Load File Formatting and Delimiters: 

• The first line shall be a header row containing field names. 
• Load file delimiters shall be in accordance with the following: 

o Field Separator: ~ (20) Text Qualifier: p (254) 
o Newline: \n (10) Multi-Value Separator: ; (59) 
o Nested Value Separator:\ (92) 

• All Date I Time Data shall be split into two separate fields (see below). 
o Date Format: mm/dd/yyyy - i.e., 05/18/2015 
o Time Format: hh:mm:ss A- i.e., 08:39:12 AM 

Required Metadata Fields 

Field Na me Sa mole Data Description 
FIRSTBATES EDCOOOOOOI First Bates number of native file record/email 
LASTBATES EDCOOOOOOI Last Bates number of native file record/email 

**The LASTBATES field should be populated for single page 
records/emails. 

ATTACHRANGE EDCOOOOOO I - EDCOOOOO 15 Bates number of the first page of the parent record to the Bates 
number of the last page of the last attachment "child" record 

BEGATTACH EDCOOOOOOI First Bates number of attachment range 
ENDATTACH EDC0000015 Last Bates number of attachment range 
CUSTODIAN Smith, John Email: mai lbox where the emai l resided 

Attachment: lndividual from whom the record originated 
FROM John Smith Email: Sender 

Native: Author(s) of record 
**semi-colon should be used to separate multiple entries 

TO Coffman, Janice; LeeW Recipient(s) 
[mailto:LeeW@MSN.com] **semi-colon should be used to separate multiple entries 

cc Frank Thompson [mailto: Carbon copy recipient(s) 
frank_ Thompson@cdt.com] **semi-colon should be used to separate multiple entries 

BCC John Cain Blind carbon copy recipient(s) 
**semi-colon should be used to separate multiple entries 

SUBJECT Board Meeting Minutes Email: Subject line of the ema il 
Native: Title ofrecord (if available) 

DATE_SENT I 0/12/2010 Email: Date the email was sent 
Native: (empty) 

TIME SENT/TIME 07:05 PM GMT Email: Time the email was sent/ Time zone in which the emails 

-ZONE were standardized during conversion. 
Native: (empty) 
**This data must be a separate field and cannot be combined 

with the DATE_SENT field 

TIME ZONE GMT The time zone in which the emails were standardized during 
conversion. 
Email: Time zone 
Native: (empty) 

NJ\TIVEFlLELINK D:\00 I\ EDCOOOOOO I .msg Hyperlink to the email or native file record 
**The linked file must be named per the FIRSTBATES number 
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MIME TYPE MSG The content type of an Email or native file record as 
identified/extracted from the header 

FILE EXTEN MSG The file type extension representing the Email or native file record; 
will va1y depending on the email format 

AUTHOR John Smith Email: (empty) 
Native: Author of the record 

DA TE_ CREATED I 0110/2010 Email: (empty) 
Native: Date the record was created 

TIME CREA TED 10:25 AM Email: (empty) 
Native: Time the record was created 
**This data must be a separate field and cannot be combined with 
the DATE CREATED field 

DATE MOD 10/12/20 10 Email : (empty) 
Native: Date the record was last modified 

TIME MOD 07:00 PM Email: (empty) 
Native: Time the record was last modified 
**This data must be a separate field and cannot be combined with 
the DA TE MOD field 

DATE_ACCESSD 10/12/2010 Email : (empty) 
Native: Date the record was last accessed 

TIME_ACCESSD 07:00 PM Email : (empty) 
Native: Time the record was last accessed 
**This data must be a separate field and cannot be combined with 
the DATE ACCESSD field 

PRINTED DA TE 10/ 12/2010 Email: (empty) 
Native: Date the record was last printed 

NATIYEFILESIZE 5,952 Size of native file record/email in KB 
**Use only whole numbers 

PG COUNT 1 Number of pages in native file record/email 
PATH J :\Shared\SmithJ\October Email: (empty) 

Agenda.doc Native: Path where native file record was stored including original 
file name 

INTFILEPATll Personal Folders\Deleted Email: original location of email including original file name 
ltems\Board Meeting Native: (empty) 
Minutes.msg 

INTMSGID <000805c2c7lb$75977050$ Email: Unique Message ID 
cb 8306dl@MSN> Native: (empty) 

MD5HASH dl31dd02c5e6eec4693d9a0 MD5 Hash value of the record 
69 8affl5c 
2fcab58712467eab4004583 
eb 8fb7f89 

TEXTPATH \TEXT\AAAOOO I .lxt Path to the record 's text file that contains extracted text to be used 
for processing. Every record has a relative path to its text file in 
this field. Note: These paths may also be fully qualified; and thus 
do not have to be relative. 

NATIVEFILEPATH \NATIVES\MESSAGEI .msg; Path to the record 's native fi le. Every record has a relative path to 
\NATIVES\A TTACI IMENTI . its native file in this field. Note: These paths may also be fully 
doc qualified; and thus do not have to be relative. 

HANDWRITTEN YES Field should be marked "YES" if the record has any handwritten 
notes or other text that is not contained in the text file 

REDACTED YES Field should be marked "YES" if the record contains any 
redactions, "NO" otherwise 

Metadata Fields Required Upon Specific Request 
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TAGS FirstPass\Responsive; If requested - a list of tags assigned to the record. Multiple tags are 
FirstPass\ForQC separated by the multi-value separator, for example: "A; B; C", 

and nested tags are denoted using the nested value separator, for 
example: "X\Y\Z". Tags for attachments will appear under the 
custom field "ATTACHMENT TAGS". 

FOLDERS JohnDoeDocs\FirstPass If requested - a list of folders of which the record is a part. 
Multiple folders arc separated by the multi-value separator, for 
example: "A; B; C", and nested folders are denoted using the 
nested value separator, for example: "X\Y\Z". Folders for 
attachments will appear under the custom field 
"ATTACHMENT FOLDERS". 
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JEB HENSARLING, TX • CHAIRMAN 'ltlnitrd ~tatrs llousc of 1Rc prcsrntati\lcs 
Q:ommittrr on jf immcial iSr r\Jicts 

2129 'Ra!!,burn Jtousr Gffice lSuilding 
'Uli!shingcon. U>.<t. 20515 

The Honorable Richard Cordray 
Dil'ector 

February 27, 2017 

Bureau of Consumer Financial Protection 
1700GStreet,1'JVV 
Washington, D.C. 20552 

Dear Director Cordray: 

MAXINE WATERS, CA. RANKING MEMBER 

The Committee continues to review the Civil Penalty Fund ("Fund") and "payments 
to the victims of activities for which civil penalties have been imposed under the 
Federal consumer financial laws" made from the Fund.1 The Consumer Financial 
Protection Bureau ("Bm·eau") recently reported that the Bureau collected $182. l 
million in 2016 and that $170 million remains available for future allocations from 
the Fund. 2 To allow the Committee to carry out its oversight responsibilities under 
the House Rules, 3 please provide by not later th an March 13, 2017: 

1. All records identifying the victim classes that received or are eligible to 
receive disbursements from the Bureau's May 27, 2016 Fund allocation; 

2. All records discussing the basis and rationale for determining the victim 
classes that received or are eligible to receive disbursements from the Fund 
pursuant to allocations made on May 27, 2016; 

3. All records identifying (a) the amount allocated to each alleged victim, (b) the 
amount of uncompensated harm for each alleged victim, and (c) the basis on 
which the Bureau calculated such amounts; and 

4. All communications between the Bureau and its third-party administrators 
that distribute Fund payments allocated on May 27, 2016. 

1 Dodd-Frank Wall Street Refor m and Consumer Protection Act§ 1017(d)(2), 12 U.S.C. § 5497(d}(2}. 
The Committee requested records on May 26, 2016, and the Bureau has failed to provide a full a nd 
complete response to that request. See Letter from Sean Duffy, Chairman, Subcomm. on Oversight 
a nd Investigations of the H. Comm. on Fin. Serv., to Richard Cordray, Dir., Consumer Fin. Prot. 
Bureau (May 26, 2016). The information requests contained herein are in addition to, and in no way 
supersede or replace, the Commit tee's May 26, 2016 records requests; aU records requested by the 
Committee should be fully and promptly produced. 
2 See CONSUMER FIN. PROT. B UREAU, FlSCAL YEAR 2016 FlNANClAL REPORT 30, 35 (2016). 
3 Rule X, Rules of the House of Representatives, 115th Cong. 



The Hon. Richard CordTay 
February 27, 2017 
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If you have any questions regarding this request, please have your staff contact Elie 
Greenbaum of the Committee staff at (202) 225-7502. 

n•I~ 
~AGNE~ 

cc: The Hon. Al Green, Ranking Member 

Chairman 
Subcommittee on Oversight and 
Investigations 



Committee Records Request Instructions 

1. In complying with this request, you are required to produce all responsive records 
that are in your possession, custody, or control, whether held by you or your past 
or present agents, employees, and representatives acting on your behalf. You shall 
also produce records that you have a legal right to obtain, that you have a right to 
copy or to which you have access, as well as records that you have placed in the 
temporary possession, custody, or control of any third party. Requested records 
shall not be destroyed, modified, removed, transferred, or otherwise made 
inaccessible to the Committee. 

2. In the event that any entity, organization, or individual denoted in this request 
has been, or is also known by any other name than that herein denoted, the 
request shall be read also to include that alternative identification. 

3. A cover letter shall be included with each production and include the following: 

a . A list of each piece of media included in the production with its unique 
production volume number. 

b. A list of custodians, identifying the Bates range for each custodian. 

c. The time zone in which the emails were standardized during conversion. 

d. All Bates Prefix and Suffix formats for records contained in the production. 

4. Records shall be produced to the Committee on one or more CDs, memory sticks, 
thumb drives, or USB hard drives. Production media shall be labeled with the 
following information: Case Number, Production Date, Producing Party, Bates 
Range. 

5. All records shall be Bates-stamped sequentially and produced sequentially. 

6. Records produced shall be organized, identified, and indexed electronically. 

7. Only alphanumeric characters and the underscore ("_") character are permitted in 
file and folder names. Special characters are not permitted. 

8. Electronic record productions shall be prepared according to the following 
standards: 

a. All submissions must be organized by custodian unless otherwise 
instructed. 

b. Productions shall include: 
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1. A Concordance Data (.DAT) Load File in accordance with metadata 
fields as defined in Appendix A. 

2. A Standard Format Opticon Image Cross-Reference File (.OPT) to 
link produced images to the records contained in the .DAT file. 

3. A file (can be Microsoft Word, Microsoft Excel, or Adobe PDF) 
defining the fields and character lengths of the load file. 

c. The production format shall include images, text, and native electronic files. 
Electronic files must be produced in their native format, i.e., the format in 
which they are ordinarily used and maintained during the normal course of 
business. For example, a Microsoft Excel file must be produced as a 
Microsoft Excel file rather than an image of a spreadsheet. NOTE: An 
Adobe PDF file representing a printed copy of another file format (such as 
Word Document or Webpage) is NOT considered a native file unless the 
record was initially created as a PDF. 

1. Image Guidelines: 

1. Single or multi page TIFF files. 

2. All TIFF images must have a unique file name, i.e. , Bates 
Number 

3. Images must be endorsed with sequential Bates numbers in 
the lower right corner of each image. 

2. Text Guidelines: 

1. All text shall be produced as separate text files, not inline 
within the .DAT file. 

2. Relative paths shall be used to link the associated text file 
(FIELD: TEXTPATH) to the record contained in the load file. 

3. Associated text files shall be named as the BEGBATES field of 
each record. 

3. Native File Guidelines: 

1. Copies of original email and native file records/attachments 
must be included for all electronic productions. 

2. Native file records must be named per the BEGBATES field. 
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3. Relative paths shall be used to link the associated native file 
(FIELD: NATIVEFILELINK) to the record contained in the 
load file. 

4. Associated native files shall be named as the BEGBATES field 
of each record. 

d. All record family groups, i.e. email attachments, embedded files, etc., should 
be produced together and children files should follow parent files 
sequentially in the Bates numbering. 

e. Only 1 load file and one Opticon image reference file shall be produced per 
production volume. 

f. All extracted text shall be produced as separate text files. 

g. Record numbers in the load file should match record Bates numbers and 
TIFF file names. 

h. All electronic record produced to the Committee should include the fields of 
metadata listed in Appendix A. 

9. Records produced to the Committee shall include an index describing the contents 
of the production. To the extent that more than one CD, hard drive, memory stick, 
thumb drive, box, or folder is produced, each CD, hard drive, memory stick, thumb 
drive, box, or folder shall contain an index describing its contents. 

10. Records produced in response to this request shall be produced together with 
copies of file labels, dividers, or identifying markers with which they were 
associated when the request was served. 

11. When you produce records, you shall identify the paragraph or number in the 
Committee's request to which the records respond and add a metadata tag listing 
that paragraph or number (see Append ix A). 

12. Two sets of records shall be delivered, one set to the Majority Staff and one set to 
the Minority Staff. To the extent the Minority Staff does not have an electronic 
record review platform, records shall be produced to the Minority Staff in 
searchable PDF format and shall be produced consistent with the instructions 
specified in this schedule to the maximum extent practicable. 

13. Production media and produced records shall not be encrypted, contain any 
password protections, or have any limitations that restrict access and use. 

14. It shall not be a basis for refusal to produce records that any other person or entity 
also possesses non-identical or identical copies of the same records. 
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15. In the event that a record is withheld, you shall provide a log containing the 
following information concerning any such record: (a) the reason why the record 
was withheld; (b) the type of record; (c) the general subject matter; (d) the date, 
author and addressee; (e) the relationship of the author and addressee to each 
other; and (f) any other description necessary to identify the record and to explain 
the basis for not producing the record. If a claimed privilege applies to only a 
portion of any record, that portion only should be withheld and the remainder of 
the record should be produced. As used herein, "claim of privilege" includes, but is 
not limited to, any claim that a record either may or must be withheld from 
production pursuant to the constitution or any statute, rule, or regulation. 

a. Any objections or claims of privilege are waived if you fail to provide an 
explanation of why full compliance is not possible and a log identifying with 
specificity the ground(s) for withholding each withheld record prior to the 
request compliance date. 

b. In complying with the request, be apprised that (unless otherwise 
determined by the Committee) the Committee does not recognize: any 
purported non-disclosure privileges associated with the common law 
including, but not limited to, the deliberative-process privilege, the 
attorney-client privilege, and attorney work product protections; any 
purported privileges or protections from disclosure under the Freedom of 
Information Act; or any purported contractual privileges, such as non­
disclosure agreements. 

c. Any assertion by a r equest recipient of any such non-constitutional legal 
bases for withholding records or other materials shall be of no legal force 
and effect and shall not provide a justification for such withholding or 
refusal, unless and only to the extent that the Chairman of the Committee 
has consented to recognize the assertion as valid. 

16. If any record responsive to this request was, but no longer is, in your possession, 
custody, or control, or has been placed into the possession, custody, or control of 
any third party and cannot be provided in response to this request, you should 
identify the record (stating its date, author, subject and recipients) and explain the 
circumstances under which the record ceased to be in your possession, custody, or 
control, or was placed in the possession, custody, or control of a third party. 

1 7. If any record responsive to this request was, but no longer is, in your possession, 
custody or control, state: 

a. how the record was disposed of; 
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b. the name, current address, and telephone number of the person who 
currently has possession, custody or control over the record; 

c. the date of disposition; 

d. the name, current address, and telephone number of each person who 
authorized said disposition or who had or has knowledge of said disposition. 

18. If any record responsive to this request cannot be located, describe with 
particularity the efforts made to locate the record and the specific reason for its 
disappearance, destruction or unavailability. 

19. If a date or other descriptive detail set forth in this request referring to a record is 
inaccurate, but the actual date or other descriptive detail is known to you or is 
otherwise apparent from the context of the request, you are required to produce all 
records which would be responsive as if the date or other descriptive detail were 
correct. 

20. This request is continuing in nature and applies to any newly-discovered 
information. Any responsive record not produced because it has not been located 
or discovered by the return date shall be produced immediately upon subsequent 
location or discovery. 

21. If properties or permissions are modified for any records produced electronically, 
receipt of such records will not be considered full compliance with the request. 

22. Upon completion of the record production, you shall submit a written certification 
signed by you or your counsel, stating that: 

a. a diligent search has been completed of all records in your possession, 
custody, or control which reasonably could contain responsive records; 

b. records responsive to the request have not been destroyed, modified, 
removed, transferred, or otherwise made inaccessible to the Committee 
since the date of receiving the Committee's request or in anticipation of 
receiving the Committee's request, and 

c. all records located during the search that are responsive have been 
produced to the Committee, identified in a log provided to the Committee, as 
described in (15) above, or identified as provided in (16), (17) or (18) above. 

23. When representing a witness or entity before the Committee in response to a 
record request or request for transcribed interview, counsel for the witness or 
entity must promptly submit to the Committee a notice of appearance specifying 
the following: (a) counsel's name, firm or organization, and contact information; 
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and (b) each client represented by the counsel in connection with the proceeding. 
Submission of a notice of appearance constitutes acknowledgement that counsel is 
authorized to accept service of process by the Committee on behalf of such 
client(s), and that counsel is bound by and agrees to comply with all applicable 
House and Committee rules and regulations. 
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Committee Records Request Definitions 

1. The term "records" means any written, recorded, or graphic matter of any nature 
whatsoever, regardless of how recorded or preserved, and whether original or copy. 

2. The term "records in your possession, custody or control" means (a) records that 
are in your possession, custody, or control, whether held by you or your past or 
present agents, employees, or representatives acting on your behalf; (b) records 
that you have a legal right to obtain, that you have a right to copy, or to which you 
have access; and (c) records that have been placed in the possession, custody, or 
control of any third party. 

3. The term "communication" means each manner or means of disclosure or exchange 
of information, regardless of means utilized, whether oral, electronic, by document 
or otherwise, and whether in an in-person meeting, by telephone, facsimile, e-mail 
(desktop or mobile device), text message, MMS or SMS message, regular mail, 
telexes, releases, or otherwise. 

4. The t erms "and" and "or" shall be construed broadly and either conjunctively or 
disjunctively to bring within the scope of this request any information which might 
otherwise be construed to be outside its scope. The singular includes plural 
number, and vice versa. The masculine includes the feminine and neuter genders. 

5. The t erms "person" or "persons" means natural persons, firms, partnerships, 
associations, corporations, subsidiaries, divisions, departments, joint ventures, 
proprietorships, syndicates, or other legal, business or government entities, and all 
subsidiaries, affiliates, divisions, departments, branches, and other units thereof. 

6. The terms "pertaining to," "referring," or "relating," with respect to any given 
subject, means anything that constitutes, contains, embodies, reflects, identifies, 
states, refers to, deals with or is in any manner whatsoever pertinent to that 
subject. 
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Appendix A 

Production Load File Formatting and Delimiters: 

• The first line shall be a header row containing field names. 
• Load file delimiters shall be in accordance with the following: 

o Field Separator: ~ (20) Text Qualifier: p (254) 
o Newline: \n (10) Multi-Value Separator: ; (59) 
o Nested Value Separator:\ (92) 

• All Date I Time Data shall be split into two separate fields (see below). 
o Date Format: mm/dd/yyyy- i.e. , 05/18/2015 
o Time Format: hh:mm:ss A - i.e., 08:39:12 AM 

Required Metadata Fields 

Field Name Sample Data Description 
FIRSTBATES EDCOOOOOOl First Bates number of native fi le record/email 
LASTBATES EDCOOOOOOJ Last Bates number of native file record/email 

**The LASTBATES field should be populated for single page 
records/emai Is. 

ATTACHRANGE EDCOOOOOOJ - EDC0000015 Bates number of the first page of the parent record to the Bates 
number of the last page of the last attachment "child" record 

BEGATTACH EDCOOOOOOl First Bates number of attachment range 
END ATTACH EDC0000015 Last Bates number of attachment range 
CUSTODIAN Smith, John Email: mailbox where the email resided 

Attachment: Individual from whom the record originated 

FROM John Smith Email: Sender 
Native: Author(s) of record 
**semi-colon should be used to separate multiple entries 

TO Coffman, Janice; LeeW Recipient(s) 
[mailto:Lee W @MSN.com] **semi-colon should be used to separate multiple entries 

cc Frank T hompson [mail to: Carbon copy recipient(s) 
frank_ Thompson@cdt.com] **semi-colon should be used to separate multiple entries 

BCC John Cain Blind carbon copy recipient(s) 
**semi-colon should be used to separate multiple entries 

SUBJECT Board Meeting Minutes Email: Subject line of the email 
Native: Title of record (if available) 

DATE_SENT 10/12/2010 Email: Date the email was sent 
Native: (empty) 

TIME_ SENT/TIME 07:05PMGMT Email: Time the email was sent/ Time zone in which the emails 
ZONE - were standardized during conversion. 

Native: (empty) 
**This data must be a separate field and cannot be combined 

with the DATE_SENT field 

TIME_ZONE GMT The time zone in which the emails were standardized during 
conversion. 
Email: Time zone 
Native: (empty) 

NATIVEFILELINK P:\00 l \ EDCOOOOOO l .msg Hyperlink to the email or native file record 
**The Jinked file must be named per the FTRSTBATES number 
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MIME_ TYPE MSG The content type of an Emai l or native fi le record as 
identified/extracted from the header 

FILE_EXTEN MSG The file type extension representing the Email or native file record; 
will vary depending on the email format 

AUTHOR John Smith Email: (empty) 
Native: Author of the record 

DATE_ CREATED 10/10/2010 Email: (empty) 
Native: Date the record was created 

TIME_ CREATED 10:25 AM Email: (empty) 
Native: Time the record was created 
**This data must be a separate field and cannot be combined with 
the DATE_CREATED field 

DATE_MOD 10/12/2010 Email: (empty) 
Native: Date the record was last modified 

TIME_MOD 07:00PM Email: (empty) 
Native: Time the record was last modified 
**This data must be a separate field and cannot be combined with 
the DATE_MOD field 

DA TE_ACCESSD 10/12/2010 Email: (empty) 
Native: Date the record was last accessed 

TIME_ACCESSD 07:00PM Email : (empty) 
Native: Time the record was last accessed 
**This data must be a separate field and cannot be combined with 
the DATE_ACCESSD field 

PRINTED_DATE 10112/2010 Emai l: (empty) 
Native: Date the record was last printed 

NA TIVEFILESIZE 5,952 Size of native fi le record/email in KB 
**Use only whole numbers 

PGCOUNT 1 Number of pages in native file record/email 
PATH J:\Shared\SmithJ\October Email: (empty) 

Agenda.doc Native: Path where native file record was stored including original 
file name 

INTFILEPATH Personal Folders\Deleted Email: original location of email including original file name 
Items\Board Meeting Native: (empty) 
Minutes.msg 

INTMSGID <000805c2c7lb$75977050$ Email: Unique Message ID 
cb 8306dl @MSN> Native: (empty) 

MD5HASH d131dd02c5e6eec4693d9a0 MD5 Hash value of the record 
69 8aff95c 
2fcab58712467eab4004583 
eb 8fb7f89 

TEXTPATH \TEX1\AAA0001.txt Path to the record' s text file that contains extracted text to be used 
for processing. Every record has a relative path to its text file in 
this field. Note: These paths may also be fully qualified; and thus 
do not have to be relative. 

NA TIVEFILEPATH \NATIVES\MESSAGEI .msg; Path to the record's native file. Every record has a relative path to 
\NATIVES\ATTACHMENTl. its native file in this field. Note: These paths may also be fully 
doc qualified; and thus do not have to be relative. 

HANDWRITTEN YES Field should be marked "YES" if the record has any handwritten 
notes or other text that is not contained in the text file 

REDACTED YES Field should be marked "YES" if the record contains any 
redactions, "NO" otherwise 

Metadata Fields Required Upon Specific Request 

TAGS FirstPass\Responsive; 
FirstPass\ForQC 

If requested - a list of tags assigned to the record. Multiple tags are 
separated by the multi-value separator, for example: "A; B; C", 

Page ix of x 



and nested tags are denoted using the nested value separator, for 
example: "X\Y\Z". Tags for attachments will appear under the 
custom field "ATTACHMENT_TAGS". 

FOLDERS J ohnDoeDocs\FirstPass If requested - a list of folders of which the record is a part. 
Multiple folders are separated by the multi-value separator, for 
example: "A; B; C", and nested folders are denoted using the 
nested value separator, for example: "X\Y\Z". Folders for 
attachments will appear under the custom field 
"ATTACHMENT_FOLDERS". 
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The Honorable Richard Cordray 
Director 
Consumer Financial Protection Bureau 
1625 Eye Street, N. W 
Washington, D.C. 20006 

Dear Director Cordray: 

February 28, 2017 

Su.AH HAH1 B• llMi 

Sl'II! 311 
WAf>HlNG"IUN, oc 20510 

707 224-2644 

i'ffi Allo• T 
hrtp: tP$tCf '.';f'Hil\lfl..{.JOVl(;untaet 

I write to recommend to sit on the Consumer Financial Protection 
Bureau's (CFPB) Consumer Advisory Board (CAB). 

It is my understanding that the CAB is looking to recruit individuals that have expertise 
in consumer protection, consumer financial products and services, and fair lending. I beUeve­
~ould offer an insightful perspective on these issues. He is a trusted expert in these 
~in many programs related to his community-based work. 

I would welcome the~ discuss this nomination further and it is without 
hesitation that I recommend - o join the CFPB's Consumer Advisory Board. 

BOZEMAN 

(406)586-4450 
BUTIE 

(406) 723 ·3277 

BILLINGS 

(406) 252--0550 

Jon Tester 
GREAT FALLS 

(406) 452-9585 
HELENA 

(406) 449-5401 

MISSOULA 

(4061 728-3003 

KALISPELL 

(406) 257-3360 
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March 6, 201 7 

Consumer r 1nnnr.111I 
Protect1on Bure.i J 

The Honorable Adam B. Schiff 
U.S. House of Representatives 
2411 Rayburn House Office Building 
Washington, D.C. 20515 

Dear Congressman Schiff: 

Thank you for contacting the Consumer Financial Protection Bureau regarding your constituent, 
onceming his recent experience as a victim of fraud. 

We have referred this information to the Bureau's Office of Consumer Response. Collecting, 
investigating, and responding to consumer complaints are integral parts of the Bureau's work. The 
Bureau hears directly from consumers about the challenges they face in the marketplace, brings 
their concerns to the attention of companies, and assists in addressing their complaints. In addition, 
Consumer Response may refer a complaint to the appropriate regulator if, among other reasons, it 
does not involve a product or market that is within the Bureau's jurisdiction or that is not currently 
being handled by the Bureau. 

Thank you for bringin~oncems to our attention and for the opportunity to respond. 
Should you have any additional questions, please feel free to contact me at (202) 435-9711 . 

Sit:JiLhfL 
Catherine Galicia 
Assistant Director for Legislative Affairs 

consumerfinance.gov 
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JASON CHAFfETZ UTAH 
CHAIRMAN 

ONE HUNDRED FIFTEENTH CONGRESS 

<teongress of tbe Wniteb ~tates 
~ouse of l\epresentatibes 

COMMITIEE ON OVERSIGHT AND GOVERNMENT REFORM 

2157 RAYBURN House O FFICE BUILDING 

W ASHINGTON, DC 20515-6143 

MAJORllY ~02) 22~74 
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March 8, 2017 

The Honorable Richard Cordray 
Director 
Consumer Financial Protection Bureau 
1700 G Street NW 
Washington, DC 20552 

Dear Mr. Cordray: 

ELIJAH E. CUMMINGS. MARVlANO 
RANKING MINORITY MEMBER 

Federal recordkeeping and government transparency laws such as the Federal Records 
Act and the Freedom of Information Act (FOIA) ensure the official business of the government 
is properly preserved and accessible to the American public. 1 As the Committee with legislative 
jurisdiction over these laws, we have a longstanding interest in ensuring compliance with their 
provisions.2 Over the past decade, our oversight has included monitoring trends in federal 
employees' use of technology in order to ensure the statutory requirements of these laws keeps 
pace with their original purpose. The Committee has authored several updates to these laws, 
such as the Presidential and Federal Records Act Amendments of2014 and the FOIA 
Improvement Act of 2016.3 We plan to pursue additional efforts to update these Jaws. 

Federal Records Act challenges have spanned across administrations. A 2013 report by 
the Inspector General for the Commodities Futures Trading Commission found that former 
Chairman Gary Gensler used his personal email consistently.4 Documents produced as part of 
the Committee's investigation into the Department of Energy's disbursement of funds under the 
Recovery Act showed that the former Executive Director of the Loan Program Office Jonathan 
Silver often used his personal email account to conduct official business.5 

1 Pub. L. No. 81-754 (1950); Pub. L. No. 89-487 (1967). 
2 See, e.g., letter from Hon. Henry Waxman, Chairman, Comm. on Oversight & Gov't Reform, to Hon. Michael 
Astrue, Comm'r, U.S. Soc. Sec. Admin., et al. (Apr. 12, 2007); letter from Hon. Darrell Issa, Chairman, Comm. on 
Oversight & Gov't Reform, to Hon. Jeffrey Zients, Acting Dir. for Mgmt., Office of Mgmt. & Budget, et al. (Dec. 
13 , 20 12); MAJORITY STAFF OF H. COMM. ON OVERSIGHT & GOV'T REFORM, l 14Tl-I CONG ., FOIA IS BROKEN: A 
REPORT (2016). 
3 Pub. L. No. 113-187 (2014); Pub. L. No. 114-185 (2016). 
4 OFFICE OF INSPECTOR GEN., COMMODITY FUTURES TRADING COMM'N, REVIEW OF THE COMMODITY FUTURES 
TRADING COMMISSION'S OVERSIGHT AND REGULATION OF MF GLOBAL, INC. (May 16, 2013). 
5 See Carol D. Leonnig and Joe Stephens, Energy Department loan program staffers were warned not Lo use 
personal e-mail, WASH. POST, Aug. 14, 2012, http://articles.washingtonpost.com/2012-08-
14/po Ii tics/3 5490043_ 1_persona1-e-mail-e-mails-em a i I. 
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Where a federal employee conducts any business related to the work of the government 
from a non-governmental email account, such as a personal email account, the Federal Records 
Act requires that the employee copy their official account or forward the record to their 
government email account within 20 days.6 Official business must be conducted in such a way 
as to preserve the official record of actions taken by the federal government and its employees. 

Recent news reports suggest federal employees may increasingly be turning to new forms 
of electronic communication, including encrypted messaging applications like Signal, Confide, 
and WhatsApp, that could result in the creation of federal records that would be unlikely or 
impossible to preserve. 7 The security of such applications is unclear. 8 Generally, strong 
encryption is the best defense against cyber breaches by outside actors, and can preserve the 
integrity of decision-making communications. The need for data security, however, does not 
justify circumventing requirements established by federal recordkeeping and transparency laws. 

To assist the Committee in better understanding your agency's policies on these issues, 
please provide the following information as soon as possible, but by no later than March 
22, 2017: 

1. Identify any senior agency officials who have used an alias email account to conduct 
official business since January 1, 2016. Include the name of the official, the alias 
account, and other email accounts used by the official to conduct official business. 

2. Identify all agency policies referring or relating to the use of non-official electronic 
messaging accounts, including email, text message, messaging applications, and 
social media platforms to conduct official business, including but not limited to 
archiving and recordkeeping procedures. 

3. Identify all agency policies referring or relating to the use of official text message or 
other messaging or communications applications, and social media platforms to 
conduct official business, including but not limited to archiving and recordkeeping 
procedures. 

4. Identify agency policies and procedures currently in place to ensure all 
communications related to the creation or transmission of federal records on official 
electronic messaging accounts other than email, including social networking 
platforms, internal agency instant messaging systems and other communications 
applications, are properly captured and preserved as federal records. 

6 44 u.s.c. § 2911 (2017). 
1 Andrew Restuccia, Marianne Levine, and Nahal Toosi, Federal workers turn to encryption to thwart Trump, 
POLITICO, Feb. 2, 2017, http://www.politico.com/story/20 I 7/02/federal-workers-signal-app-23451 O; Jonathan Swan 
and David McCabe, Confide: The app for paranoid Republicans, AXIOS, Feb. 8, 2017, 
https://www.axios.com/confide-the-new-app-for-paranoid-republicans-2246297664.html. 
8 Sheera Frenkel, White House Sta.ff Are Using A "Secure" App That's Not Really So Secure, BUZZFEED NEWS, Feb. 
16, 2017, https://www.l;>uzzfeed.com/sheerafrenkel/wh ite-house-staff-are-using-a-secure-app-thats-reall y-not-so. 



The Honorable Richard Cordray 
March 8, 2017 
Page 3 

5. Explain how your agency complies with FOIA requests that may require searching 
and production of documents stored on non-official email accounts, social networking 
platforms, or other messaging or communications. 

6. Provide the status of compliance by the agency with the Managing Government 
Records Directive issued by the Office of Management and Budget on August 24, 
2012.9 

When producing documents to the Committee, please deliver production sets to the 
Majority Staff in Room 2157 of the Rayburn House Office Building and the Minority Staff in 
Room 2471 of the Rayburn House Office Building. The Committee prefers, if possible, to 
receive all documents in electronic format. An attachment to this letter provides additional 
information about responding to the Committee's request. Please note that Committee Rule 
l 6(b) requires counsel representing an individual or entity before the Committee or any of its 
subcommittees, whether in connection with a request, subpoena, or testimony, promptly submit 
the attached notice of appearance to the Committee. 

The Committee on Oversight and Government Reform is the principal oversight 
committee of the House of Representatives and may at "any time" investigate "any matter" as 
set forth in House Rule X. 

For any questions about this request, please have your staff contact Jeff Post of the 
Majority staff at (202) 225-5074 or Krista Boyd of the Minority staff at (202) 225-9493. Thank 
you for your attention to this matter. 

Sincerely, 

Chairman 

Enclosures 

9 Jeffrey D. Zients, Acting Director, Office of Management and Budget and David S. Ferriero, Archivist of the 
United States, National Archives and Records Administration, Managing Government Records Directive (Aug. 24, 
2012) (M-12-18). 



Responding to Committee Document Requests 

1. In complying with this request, you are required to produce all responsive documents that are 
in your possession, custody, or control, whether held by you or your past or present agents, 
employees, and representatives acting on your behalf. You should also produce documents 
that you have a legal right to obtain, that you have a right to copy or to which you have 
access, as well as documents that you have placed in the temporary possession, custody, or 
control of any third party. Requested records, documents, data or information should not be 
destroyed, modified, removed, transferred or otherwise made inaccessible to the Committee. 

2. In the event that any entity, organization or individual denoted in this request has been, or is 
also known by any other name than that herein denoted, the request shall be read also to 
include that alternative identification. 

3. The Committee's preference is to receive documents in electronic form (i.e., CD, memory 
stick, or thumb drive) in lieu of paper productions. 

4. Documents produced in electronic format should also be organized, identified, and indexed 
electronically. 

5. Electronic document productions should be prepared according to the following standards: 

(a) The production should consist of single page Tagged Image File ("TIF"), files 
accompanied by a Concordance-format load file, an Opt.icon reference file, and a file 
defining the fields and character lengths of the load file. 

(b) Document numbers in the load file should match document Bates numbers and TIF file 
names. 

(c) If the production is completed through a series of multiple partial productions, field 
names and file order in all load files should match. 

(d) All electronic documents produced to the Committee should include the following fields 
of metadata specific to each document; 

BEGDOC, ENDDOC, TEXT, BEGATTACH, ENDATTACH, 
PAGECOUNT,CUSTODIAN, RECORDTYPE, DATE, TIME, SENTDATE, 
SENTTIME, BEGINDATE, BEGINTIME, ENDDATE, ENDTIME, AUTHOR, FROM, 
CC, TO, BCC, SUBJECT, TITLE, FILENAME, FILEEXT, FILESIZE, 
DATECREATED, TIMECREATED, DATELASTMOD, TIMELASTMOD, 
INTMSGID, INTMSGHEADER, NATNELINK, INTFILPATH, EXCEPTION, 
BEGATTACH. 

6. Documents produced to the Committee should include an index describing the contents of 
the production. To the extent more than one CD, hard drive, memory stick, thumb drive, box 
or folder is produced, each CD, hard drive, memory stick, thumb drive, box or folder should 
contain an index describing its contents. 



7. Documents produced in response to this request shall be produced together with copies of file 
labels, dividers or identifying markers with which they were associated when the request was 
served. 

8. When you produce documents, you should identify the paragraph in the Committee's 
schedule to which the documents respond. 

9. It shall not be a basis for refusal to produce documents that any other person or entity also 
possesses non-identical or identical copies of the same documents. 

10. If any of the requested information is only reasonably available in machine-readable form 
(such as on a computer server, hard drive, or computer backup tape), you should consult with 
the Committee staff to determine the appropriate format in which to produce the information. 

11. If compliance with the request cannot be made in full by the specified return date, 
compliance shall be made to the extent possible by that date. An explanation of why full 
compliance is not possible shall be provided along with any partial production. 

12. In the event that a document is withheld on the basis of privilege, provide a privilege log 
containing the following information concerning any such document: (a) the privilege 
asserted; (b) the type of document; (c) the general subject matter; (d) the date, author and 
addressee; and (e) the relationship of the author and addressee to each other. 

13. If any document responsive to this request was, but no longer is, in your possession, custody, 
or control, identify the document (stating its date, author, subject and recipients) and explain 
the circumstances under which the document ceased to be in your possession, custody, or 
control. 

14. If a date or other descriptive detail set forth in this request referring to a document is 
inaccurate, but the actual date or other descriptive detail is known to you or is otherwise 
apparent from the context of the request, you are required to produce all documents which 
would be responsive as if the date or other descriptive detail were correct. 

15. Unless otherwise specified, the time period covered by this request is from January I, 2009 
to the present. 

16. This request is continuing in nature and applies to any newly-discovered information. Any 
record, document, compilation of data or information, not produced because it has not been 
located or discovered by the return date, shall be produced immediately upon subsequent 
location or discovery. 

17. All documents shall be Bates-stamped sequentially and produced sequentially. 

18. Two sets of documents shall be delivered, one set to the Majority Staff and one set to the 
Minority Staff. When documents are produced to the Committee, production sets shall be 
delivered to the Majority Staff in Room 2157 of the Rayburn House Office Building and the 
Minority Staff in Room 2471 of the Rayburn House Office Building. 



19. Upon completion of the document production, you should submit a written certification, 
signed by you or your counsel, stating that: (1) a diligent search has been completed of all 
documents in your possession, custody, or control which reasonably could contain responsive 
documents; and (2) all documents located during the search that are responsive have been 
produced to the Committee. 

Definitions 

1. The tenn "document" means any written, recorded, or graphic matter of any nature 
whatsoever, regardless of how recorded, and whether original or copy, including, but not 
limited to, the following: memoranda, reports, expense reports, books, manuals, instructions, 
financial reports, working papers, records, notes, letters, notices, confirmations, telegrams, 
receipts, appraisals, pamphlets, magazines, newspapers, prospectuses, inter-office and intra­
office communications, electronic mail (e-mail) , contracts, cables, notations of any type of 
conversation, telephone call, meeting or other communication, bulletins, printed matter, 
computer printouts, teletypes, invoices, transcripts, diaries, analyses, returns, summaries, 
minutes, bills, accounts, estimates, projections, comparisons, messages, correspondence, 
press releases, circulars, financial statements, reviews, opinions, offers, studies and 
investigations, questionnaires and surveys, and work sheets (and all drafts, preliminary 
versions, alterations, modifications, revisions, changes, and amendments of any of the 
foregoing, as well as any attachments or appendices thereto), and graphic or oral records or 
representations of any kind (including without limitation, photographs, charts, graphs, 
microfiche, microfilm, videotape, recordings and motion pictures), and electronic, 
mechanical, and electric records or representations of any kind (including, without limitation, 
tapes, cassettes, disks, and recordings) and other written, printed, typed, or other graphic or 
recorded matter of any kind or nature, however produced or reproduced, and whether 
preserved in writing, film, tape, disk, videotape or otherwise. A document bearing any 
notation not a part of the original text is to be considered a separate document. A draft or 
non-identical copy is a separate document within the meaning of this term. 

2. The term "communication" means each manner or means of disclosure or exchange of 
information, regardless of means utilized, whether oral, electronic, by document or 
otherwise, and whether in a meeting, by telephone, facsimile, email (desktop or mobile 
device), text message, instant message, MMS or SMS message, regular mail , telexes, 
releases, or otherwise. 

3. The terms "and" and "or" shall be construed broadly and either conjunctively or disjunctively 
to bring within the scope of this request any information which might otherwise be construed 
to be outside its scope. The singular includes plural number, and vice versa. The masculine 
includes the feminine and neuter genders. 

4. The terms "person" or "persons" mean natural persons, firms, partnerships, associations, 
corporations, subsidiaries, divisions, departments, joint ventures, proprietorships, syndicates, 
or other legal, business or government entities, and all subsidiaries, affiliates, divisions, 
departments, branches, or other units thereof. 



5. The tenn "identify," when used in a question about individuals, means to provide the 
following information: (a) the individual's complete name and title; and (b) the individual's 
business address and phone number. 

6. The term "refen"ing or relating," with respect to any given subject, means anything that 
constitutes, contains, embodies, reflects, identifies, states, refers to, deals with or is pertinent 
to that subject in any manner whatsoever. 

7. The term "employee" means agent, borrowed employee, casual employee, consultant, 
contractor, de facto employee, independent contractor, joint adventurer, loaned employee, 
part-time employee, permanent employee, provisional employee, subcontractor, or any other 
type of service provider. 



COMMITTEE ON OVERSIGHT AND GOVERNMENT REFORM 
U.S. HOUSE OF REPRESENTATIVES 

usrn CONGRESS 

NOTICE OF APPEARANCE OF COUNSEL 

Counsel submitting: __________________________ _ 

Bar number: ______ _ State/District of admission: ------

Attorney for: _____________________________ _ 

Address: 

Telephone: ( ) __ _ 

Pursuant to Rule 16 of the Committee Rules, notice is hereby given of the entry of the 

undersigned as counsel for ------------------ in (select one): 

@ All matters before the Committee 

Q The following matters (describe the scope of representation): 

All further notice and copies of papers and other material relevant to this action should be 
directed to and served upon: 

Attorney's name: _____________________ _ 

Attorney's email address: 

Firm name (where applicable): _________________ _ 

Complete Mailing Address: __________________ _ 

I agree to notify the Committee within 1 business day of any change in representation. 

Signature of Attorney Date 



C~-· . .- Co''SLrnc' Financ1a 
Protectio" Burea.i 

1700 G ~:tree!. N W Washington. DC 20552 

March 10, 2017 

The Honorable Andy Barr 
U.S. House of Representatives 
1427 Longworth House Office Building 
Washington, DC 20515 

Dear Congressman Barr: 

Thank you for your letter regarding the Consumer Financial Protection Bureau's use of media 
embargoes when communicating with the public. We appreciate your continued interest in the 
Bureau' s work, and our shared recognition of the importance of ensuring the public is made aware 
of important Bureau matters in a clear and transparent manner. 

Embargoed media advisories are a common practice at many government agencies, as they ensure 
that complex news or news tied to a public event is delivered transparently on the day it is 
officially released by the agency. The Bureau's goal is for the public to have an accurate 
representation of a Bureau announcement, and as a neutral third party the media is best suited to 
provide that infonnation. Repo1ters routinely prepare stories for the morning of an anticipated 
news rumouncement. When the news is not made available under embargo, those stories often rely 
on unsubstantiated infonnation from anonymous sources, or secondhand accounts by outside 
parties. Such practices are a less transparent way for the public to learn about Bureau 
announcements regarding important consumer protection matters. Providing embargoed 
announcements and background material assists in ensuring that rep01ters have sufficient time to 
review and understand the material, and to seek clarifications or additional infonnation from the 
Bureau before filing a story. 

A Bureau media embargo prohibits reporters from sharing the materials with third pa1ties before 
the specified time. However, a reporter can call outside sources about embargoed materials while 
the embargo is still in place, so long as the specific content is not divulged. Although sharing 
embargoed material prior to its official release is not prohibited by law, media representatives 
generally adhere to the timing instructions assigned to the embargoed material, and the Bureau 
believes that the integrity behind this understanding acts as a critical safeguru·d. Furthennore, the 
Bureau does not share material with the media, embargoed or otherwise, where such a di sclosure 
would constitute a violation of the law. 

consumerfinance.gov 



Thank you for sharing your concerns and providing the Bureau with an opportunity to respond. 
Should you have any additional questions, please do not hesitate to contact me, or have your staff 
contact Patrick O'Brien in the Bureau' s Office of Legislative Affairs. Mr. O'Brien can be reached 
at 202-435-7180. 

Sincerely, 

!l:!::!cr~ 
Director 

consumerfinance.gov 
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Co"St.mcr Financra 
Pro1ectio.-. Bme;iu 

I 7QQ G Street. N W , Wash1r,fJton, DC 20552 

March 10, 2017 

The Honorable Randy Hultgren 
U.S. House of Representatives 
2455 Rayburn House Office Building 
Washington, DC 20515 

Dear Congressman Hultgren: 

Thank you for your letter regarding the Consumer Financial Protection Bureau ' s use of media 
embargoes when communicating with the public. We appreciate your continued interest in the 
Bureau ' s work, and our shared recognition of the importance of ensuring the public is made aware 
of important Bureau matters in a clear and transparent manner. 

Embargoed media advisories are a common practice at many government agencies, as they ensure 
that complex news or news tied to a public event is delivered transparently on the day it is 
officially released by the agency. The Bureau' s goal is for the public to have an accurate 
representation of a Bureau announcement, and as a neutral third party the media is best suited to 
provide that infonnation. Reporters routinely prepare stories for the morning of an anticipated 
news announcement. When the news is not made available under embargo, those stories often rely 
on unsubstantiated information from anonymous sources, or secondhand accounts by outside 
parties. Such practices are a less transparent way for the public to learn about Bureau 
announcements regarding important consumer protection matters. Providing embargoed 
announcements and background material assists in ensuring that reporters have sufficient time to 
review and understand the material, and to seek clarifications or additional info1mation from the 
Bureau before filing a story. 

A Bureau media embargo prohibits reporters from sharing the materials with third parties before 
the specified time. However, a repotter can call outside sources about embargoed materials while 
the embargo is still in place, so long as the specific content is not divulged. Although sharing 
embargoed material prior to its official release is not prohibited by law, media representatives 
generally adhere to the timing instructions assigned to the embargoed material, and the Bureau 
believes that the integrity behind this understanding acts as a critical safeguard. Furthennore, the 
Bureau does not share material with the media, embargoed or otherwise, where such a disclosure 
would constitute a violation of the law. 

consumerfinance.gov 



Thank you for sha1ing your concerns and providing the Bureau with an opportunity to respond. 
Should you have any additional questions, please do not hesitate to contact me, or have your staff 
contact Patrick O'Brien in the Bureau ' s Office of Legislative Affairs. Mr. O'Brien can be reached 
at 202-435-7180. 

Sincerely, 

f:::°c~ 
Director 

consumerfinance.gov 
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JEB HENSARLING, TX , CHAIRMAN 'ltlnitrd ~tgtrs mouse of 1Rc prcsrntgti\Jcs 
Q:ommitttt on jinenciel ~tr\Jict.s 

2129 'JRg~burn tnousc 0fficc l3uilding 
il:lilshingcon. B.~. 20515 

The Honorable Richard Cordray 
Dfrector 

March 10, 2017 

Bureau of Consumer Financial Protection 
1700 G Street, NW 
Washington, D.C. 20552 

Dear Director Cordray: 

MAXINE WATERS, CA. RANKING MEMBER 

The Committee continues to review the August 24, 2016 rule proposedl by 
the Bureau of Consumer Financial Protection ("Bureau") to substantially change 
the confidential treatment of information obtained by the Bureau from its regulated 
institutions.2 While Section§ 1022(c) of the Dodd-Frank Wall Street Reform and 
Consumer Protection (Pub. L. 111-203) ("Dodd-Frank'') Act permits the Bureau to 
share information collected from regulated institutions with other Federal agencies 
that have jurisdiction over institutions examined by the Bureau, 3 the Bureau's 
recent proposal may expand its authority in violation of the Dodd-Frank Act. 

Specifically, the proposal would allow the Bureau to disclose any confidential 
information that is "relevant to the exercise of the Agency's statutory or regulatory 
authority" 4 with any "Federal, State, or foreign governmental authority, or an 
entity exercising governmental authority."5 Notably absent from the Bureau's 
proposed definition is the requirement that the entity receiving the Bureau's 
confidential information exercise jurisdiction over the regulated institution from 
which the information is derived. 

The Bureau's prnposal also raises important First Amendment concerns 
because it may operate as a prior restraint on speech. 6 The proposed rule would 
prevent the disclosure of "civil investigative demands [and] notice and opportunity 

1 Amendments Relating to Disclosure of Records and Information, 81 Fed. Reg. 58,310 (proposed 
Aug. 24, 2016) (to be codified at 12 C.F.R pt. 1070). 
2 See Letters from Hon. Jeb Hensarling, ChaiJ:man, H . Comm. on Fin. Services, to Hon. Richard 
Cordray, Dir., Consumer Fin. Prot. Bureau (Oct. 21, 2016). 
3 Dodd-Frank Wall Street Reform and Consumer Protection Act§ 1022(c)(6)(C)(ii), 12 U.S.C. § 
5512( c)( 6)( C)(ii). 
4 Amendments Relating to Disclosure of Records and Information, 81 Fed. Reg. at 58,335. 
s Id. at 58,323. The Bureau proposes that entities exercising government authority even include 
"registration and disciplinary organizations like state bar associations." Id. at 58,311. 
6 See Letter from Arthur Spitzer, Legal Dir., Am. Civil Liberties Union, to Consumer Fin. Prot. 
Bureau (Oct. 20, 2016) (submitting for official comment the ACLU's position that the proposed 
regulation would be a prior restraint on speech requiring prospective speakers-recipients of civil 
investigative demands and notice and opportunity to respond and advise letters who wish to disclose 
them more broadly-to seek the Bureau's permission before the speech takes place). 



The Hon. Richard Cordray 
Marcb 10, 2017 
Page 2of2 

to respond and advise letters,"7 contra1·y to the long established practice of other 
agencies such as the Federal Trade Commission and the SecuTities and Exchange 
Commission.s This departure - for which the Bureau offers no justification- would 
shield potential enforcement abuses from public scrutiny. 

To allow the Committee to cal'l'y out its oversight responsibilities undeT the 
House Rules, 9 please provide by not later than March 24, 2017: 

1. The names and titles of all Bui·eau employees who developed the proposed 
rule; 

2. All records regarding the Bureau's leg·al authority to share confidential 
information with foreign governmental authorities and entities that exercise 
governmental authority, such as state bar associations, and the procedures 
for sharing such information; 

3. All records relating to the Bui·eau's interpretation of 12 U.S.C. § 5512(c)(6) 
and the proposed rule, including, but not limited to, legal memoranda 
relating to Section 5512(c)(6); and 

4. All records relating to the proposal to expand the scope of 12 C.F .R. § 
1070.42.10 

If you have any questions regarding this request, please have your staff contact Elie 
Greenbaum of the Committee staff at (202) 225-7502. 

cc: The Hon. Al Green, Ranking Member 

7 Id. at 58,316. 
s See 16 C.F.R. § 2.9 and 17 C.F.R. § 203. 7. 

Chairman 
Subcommittee on Oversight and 
Investigations 

9 Rule X, Rules of the House of Representatives, 115th Cong. 
10 On October 21, 2016, the Committee requested the Bureau provide information regarding "the 
statutory authority on wbich the BUTeau relies for amending 12 C.F.R. § 1070.42 [and the] legal 
safeguards [that] exist to prevent the Bureau from abusing the power it proposes to grant itself in 
this proposal." Letters from Hon. Jeb Hensarling, Chairman, H. Comm. on Fin. Services, to Hon. 
Richa1·d Cordray, Dir., Consumer Fin. Prot. Bureau (Oct. 21, 2016). The Bureau has failed to 
provide a full and complete response to that request. The information requests contafoed herein ai·e 
in addition to, and in no way supersede or replace, the Committee's October 21, 2016 records 
requests; all records requested by the Committee should be fully and promptly produced. 



Committee Records Request Instructions 

1. In complying with this request, you are required to produce all responsive records 
that are in your possession, custody, or control, whether held by you or your past 
or present agents, employees, and representatives acting on your behalf. You shall 
also produce records that you have a legal right to obtain, that you have a right to 
copy or to which you have access, as well as records that you have placed in the 
temporary possession, custody, or control of any third party. Requested records 
shall not be destroyed, modified, removed, transferred, or otherwise made 
inaccessible to the Committee. 

2. In the event that any entity, organization, or individual denoted in this request 
has been, or is also known by any other name than that herein denoted, the 
request shall be read also to include that alternative identification. 

3. A cover letter shall be included with each production and include the following: 

a . A list of each piece of media included in the production with its unique 
production volume number. 

b. A list of custodians, identifying the Bates range for each custodian. 

c. The time zone in which the emails were standardized during conversion. 

d. All Bates Prefix and Suffix formats for records contained in the production. 

4. Records shall be produced to the Committee on one or more CDs, memory sticks, 
thumb drives, or USB hard drives. Production media shall be labeled with the 
following information: Case Number, Production Date, Producing Party, Bates 
Range. 

5. All records shall be Bates-stamped sequentially and produced sequentially. 

6. Records produced shall be organized, identified, and indexed electronically. 

7. Only alphanumeric characters and the underscore ("_") character are permitted in 
file and folder names. Special characters are not permitted. 

8. Electronic record productions shall be prepared according to the following 
standards: 

a. All submissions must be organized by custodian unless otherwise 
instructed. 

b. Productions shall include: 
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1. A Concordance Data (.DAT) Load File in accordance with metadata 
fields as defined in Appendix A. 

2. A Standard Format Opticon Image Cross-Reference File (.OPT) to 
link produced images to the records contained in the .DAT file. 

3. A file (can be Microsoft Word, Microsoft Excel, or Adobe PDF) 
defining the fields and character lengths of the load file. 

c. The production format shall include images, text, and native electronic files. 
Electronic files must be produced in their native format, i.e., the format in 
which they are ordinarily used and maintained during the normal course of 
business. For example, a Microsoft Excel file must be produced as a 
Microsoft Excel file rather than an image of a spreadsheet. NOTE: An 
Adobe PDF file representing a printed copy of another file format (such as 
Word Document or Webpage) is NOT considered a native file unless the 
record was initially created as a PDF. 

1. Image Guidelines: 

1. Single or multi page TIFF files. 

2. All TIFF images must have a unique file name, i.e. , Bates 
Number 

3. Images must be endorsed with sequential Bates numbers in 
the lower right corner of each image. 

2. Text Guidelines: 

1. All text shall be produced as separate text files, not inline 
within the .DAT file. 

2. Relative paths shall be used to link the associated text file 
(FIELD: TEXTPATH) to the record contained in the load file. 

3. Associated text files shall be named as the BEGBATES field of 
each record. 

3. Native File Guidelines: 

1. Copies of original email and native file records/attachments 
must be included for all electronic productions. 

2. Native file records must be named per the BEGBATES field. 
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3. Relative paths shall be used to link the associated native file 
(FIELD: NATIVEFILELINK) to the record contained in the 
load file. 

4. Associated native files shall be named as the BEGBATES field 
of each record. 

d. All record family groups, i.e. email attachments, embedded files, etc., should 
be produced together and children files should follow parent files 
sequentially in the Bates numbering. 

e. Only 1 load file and one Opticon image reference file shall be produced per 
production volume. 

f. All extracted text shall be produced as separate text files. 

g. Record numbers in the load file should match record Bates numbers and 
TIFF file names. 

h. All electronic record produced to the Committee should include the fields of 
metadata listed in Appendix A. 

9. Records produced to the Committee shall include an index describing the contents 
of the production. To the extent that more than one CD, hard drive, memory stick, 
thumb drive, box, or folder is produced, each CD, hard drive, memory stick, thumb 
drive, box, or folder shall contain an index describing its contents. 

10. Records produced in response to this request shall be produced together with 
copies of file labels, dividers, or identifying markers with which they were 
associated when the request was served. 

11. When you produce records, you shall identify the paragraph or number in the 
Committee's request to which the records respond and add a metadata tag listing 
that paragraph or number (see Append ix A). 

12. Two sets of records shall be delivered, one set to the Majority Staff and one set to 
the Minority Staff. To the extent the Minority Staff does not have an electronic 
record review platform, records shall be produced to the Minority Staff in 
searchable PDF format and shall be produced consistent with the instructions 
specified in this schedule to the maximum extent practicable. 

13. Production media and produced records shall not be encrypted, contain any 
password protections, or have any limitations that restrict access and use. 

14. It shall not be a basis for refusal to produce records that any other person or entity 
also possesses non-identical or identical copies of the same records. 
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15. In the event that a record is withheld, you shall provide a log containing the 
following information concerning any such record: (a) the reason why the record 
was withheld; (b) the type of record; (c) the general subject matter; (d) the date, 
author and addressee; (e) the relationship of the author and addressee to each 
other; and (f) any other description necessary to identify the record and to explain 
the basis for not producing the record. If a claimed privilege applies to only a 
portion of any record, that portion only should be withheld and the remainder of 
the record should be produced. As used herein, "claim of privilege" includes, but is 
not limited to, any claim that a record either may or must be withheld from 
production pursuant to the constitution or any statute, rule, or regulation. 

a. Any objections or claims of privilege are waived if you fail to provide an 
explanation of why full compliance is not possible and a log identifying with 
specificity the ground(s) for withholding each withheld record prior to the 
request compliance date. 

b. In complying with the request, be apprised that (unless otherwise 
determined by the Committee) the Committee does not recognize: any 
purported non-disclosure privileges associated with the common law 
including, but not limited to, the deliberative-process privilege, the 
attorney-client privilege, and attorney work product protections; any 
purported privileges or protections from disclosure under the Freedom of 
Information Act; or any purported contractual privileges, such as non­
disclosure agreements. 

c. Any assertion by a r equest recipient of any such non-constitutional legal 
bases for withholding records or other materials shall be of no legal force 
and effect and shall not provide a justification for such withholding or 
refusal, unless and only to the extent that the Chairman of the Committee 
has consented to recognize the assertion as valid. 

16. If any record responsive to this request was, but no longer is, in your possession, 
custody, or control, or has been placed into the possession, custody, or control of 
any third party and cannot be provided in response to this request, you should 
identify the record (stating its date, author, subject and recipients) and explain the 
circumstances under which the record ceased to be in your possession, custody, or 
control, or was placed in the possession, custody, or control of a third party. 

1 7. If any record responsive to this request was, but no longer is, in your possession, 
custody or control, state: 

a. how the record was disposed of; 
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b. the name, current address, and telephone number of the person who 
currently has possession, custody or control over the record; 

c. the date of disposition; 

d. the name, current address, and telephone number of each person who 
authorized said disposition or who had or has knowledge of said disposition. 

18. If any record responsive to this request cannot be located, describe with 
particularity the efforts made to locate the record and the specific reason for its 
disappearance, destruction or unavailability. 

19. If a date or other descriptive detail set forth in this request referring to a record is 
inaccurate, but the actual date or other descriptive detail is known to you or is 
otherwise apparent from the context of the request, you are required to produce all 
records which would be responsive as if the date or other descriptive detail were 
correct. 

20. This request is continuing in nature and applies to any newly-discovered 
information. Any responsive record not produced because it has not been located 
or discovered by the return date shall be produced immediately upon subsequent 
location or discovery. 

21. If properties or permissions are modified for any records produced electronically, 
receipt of such records will not be considered full compliance with the request. 

22. Upon completion of the record production, you shall submit a written certification 
signed by you or your counsel, stating that: 

a. a diligent search has been completed of all records in your possession, 
custody, or control which reasonably could contain responsive records; 

b. records responsive to the request have not been destroyed, modified, 
removed, transferred, or otherwise made inaccessible to the Committee 
since the date of receiving the Committee's request or in anticipation of 
receiving the Committee's request, and 

c. all records located during the search that are responsive have been 
produced to the Committee, identified in a log provided to the Committee, as 
described in (15) above, or identified as provided in (16), (17) or (18) above. 

23. When representing a witness or entity before the Committee in response to a 
record request or request for transcribed interview, counsel for the witness or 
entity must promptly submit to the Committee a notice of appearance specifying 
the following: (a) counsel's name, firm or organization, and contact information; 
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and (b) each client represented by the counsel in connection with the proceeding. 
Submission of a notice of appearance constitutes acknowledgement that counsel is 
authorized to accept service of process by the Committee on behalf of such 
client(s), and that counsel is bound by and agrees to comply with all applicable 
House and Committee rules and regulations. 
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Committee Records Request Definitions 

1. The term "records" means any written, recorded, or graphic matter of any nature 
whatsoever, regardless of how recorded or preserved, and whether original or copy. 

2. The term "records in your possession, custody or control" means (a) records that 
are in your possession, custody, or control, whether held by you or your past or 
present agents, employees, or representatives acting on your behalf; (b) records 
that you have a legal right to obtain, that you have a right to copy, or to which you 
have access; and (c) records that have been placed in the possession, custody, or 
control of any third party. 

3. The term "communication" means each manner or means of disclosure or exchange 
of information, regardless of means utilized, whether oral, electronic, by document 
or otherwise, and whether in an in-person meeting, by telephone, facsimile, e-mail 
(desktop or mobile device), text message, MMS or SMS message, regular mail, 
telexes, releases, or otherwise. 

4. The t erms "and" and "or" shall be construed broadly and either conjunctively or 
disjunctively to bring within the scope of this request any information which might 
otherwise be construed to be outside its scope. The singular includes plural 
number, and vice versa. The masculine includes the feminine and neuter genders. 

5. The t erms "person" or "persons" means natural persons, firms, partnerships, 
associations, corporations, subsidiaries, divisions, departments, joint ventures, 
proprietorships, syndicates, or other legal, business or government entities, and all 
subsidiaries, affiliates, divisions, departments, branches, and other units thereof. 

6. The terms "pertaining to," "referring," or "relating," with respect to any given 
subject, means anything that constitutes, contains, embodies, reflects, identifies, 
states, refers to, deals with or is in any manner whatsoever pertinent to that 
subject. 
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Appendix A 

Production Load File Formatting and Delimiters: 

• The first line shall be a header row containing field names. 
• Load file delimiters shall be in accordance with the following: 

o Field Separator: ~ (20) Text Qualifier: p (254) 
o Newline: \n (10) Multi-Value Separator: ; (59) 
o Nested Value Separator:\ (92) 

• All Date I Time Data shall be split into two separate fields (see below). 
o Date Format: mm/dd/yyyy- i.e. , 05/18/2015 
o Time Format: hh:mm:ss A - i.e., 08:39:12 AM 

Required Metadata Fields 

Field Name Sample Data Description 
FIRSTBATES EDCOOOOOOl First Bates number of native fi le record/email 
LASTBATES EDCOOOOOOJ Last Bates number of native file record/email 

**The LASTBATES field should be populated for single page 
records/emai Is. 

ATTACHRANGE EDCOOOOOOJ - EDC0000015 Bates number of the first page of the parent record to the Bates 
number of the last page of the last attachment "child" record 

BEGATTACH EDCOOOOOOl First Bates number of attachment range 
END ATTACH EDC0000015 Last Bates number of attachment range 
CUSTODIAN Smith, John Email: mailbox where the email resided 

Attachment: Individual from whom the record originated 

FROM John Smith Email: Sender 
Native: Author(s) of record 
**semi-colon should be used to separate multiple entries 

TO Coffman, Janice; LeeW Recipient(s) 
[mailto:Lee W @MSN.com] **semi-colon should be used to separate multiple entries 

cc Frank T hompson [mail to: Carbon copy recipient(s) 
frank_ Thompson@cdt.com] **semi-colon should be used to separate multiple entries 

BCC John Cain Blind carbon copy recipient(s) 
**semi-colon should be used to separate multiple entries 

SUBJECT Board Meeting Minutes Email: Subject line of the email 
Native: Title of record (if available) 

DATE_SENT 10/12/2010 Email: Date the email was sent 
Native: (empty) 

TIME_ SENT/TIME 07:05PMGMT Email: Time the email was sent/ Time zone in which the emails 
ZONE - were standardized during conversion. 

Native: (empty) 
**This data must be a separate field and cannot be combined 

with the DATE_SENT field 

TIME_ZONE GMT The time zone in which the emails were standardized during 
conversion. 
Email: Time zone 
Native: (empty) 

NATIVEFILELINK P:\00 l \ EDCOOOOOO l .msg Hyperlink to the email or native file record 
**The Jinked file must be named per the FTRSTBATES number 
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MIME_ TYPE MSG The content type of an Emai l or native fi le record as 
identified/extracted from the header 

FILE_EXTEN MSG The file type extension representing the Email or native file record; 
will vary depending on the email format 

AUTHOR John Smith Email: (empty) 
Native: Author of the record 

DATE_ CREATED 10/10/2010 Email: (empty) 
Native: Date the record was created 

TIME_ CREATED 10:25 AM Email: (empty) 
Native: Time the record was created 
**This data must be a separate field and cannot be combined with 
the DATE_CREATED field 

DATE_MOD 10/12/2010 Email: (empty) 
Native: Date the record was last modified 

TIME_MOD 07:00PM Email: (empty) 
Native: Time the record was last modified 
**This data must be a separate field and cannot be combined with 
the DATE_MOD field 

DA TE_ACCESSD 10/12/2010 Email: (empty) 
Native: Date the record was last accessed 

TIME_ACCESSD 07:00PM Email : (empty) 
Native: Time the record was last accessed 
**This data must be a separate field and cannot be combined with 
the DATE_ACCESSD field 

PRINTED_DATE 10112/2010 Emai l: (empty) 
Native: Date the record was last printed 

NA TIVEFILESIZE 5,952 Size of native fi le record/email in KB 
**Use only whole numbers 

PGCOUNT 1 Number of pages in native file record/email 
PATH J:\Shared\SmithJ\October Email: (empty) 

Agenda.doc Native: Path where native file record was stored including original 
file name 

INTFILEPATH Personal Folders\Deleted Email: original location of email including original file name 
Items\Board Meeting Native: (empty) 
Minutes.msg 

INTMSGID <000805c2c7lb$75977050$ Email: Unique Message ID 
cb 8306dl @MSN> Native: (empty) 

MD5HASH d131dd02c5e6eec4693d9a0 MD5 Hash value of the record 
69 8aff95c 
2fcab58712467eab4004583 
eb 8fb7f89 

TEXTPATH \TEX1\AAA0001.txt Path to the record' s text file that contains extracted text to be used 
for processing. Every record has a relative path to its text file in 
this field. Note: These paths may also be fully qualified; and thus 
do not have to be relative. 

NA TIVEFILEPATH \NATIVES\MESSAGEI .msg; Path to the record's native file. Every record has a relative path to 
\NATIVES\ATTACHMENTl. its native file in this field. Note: These paths may also be fully 
doc qualified; and thus do not have to be relative. 

HANDWRITTEN YES Field should be marked "YES" if the record has any handwritten 
notes or other text that is not contained in the text file 

REDACTED YES Field should be marked "YES" if the record contains any 
redactions, "NO" otherwise 

Metadata Fields Required Upon Specific Request 

TAGS FirstPass\Responsive; 
FirstPass\ForQC 

If requested - a list of tags assigned to the record. Multiple tags are 
separated by the multi-value separator, for example: "A; B; C", 
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and nested tags are denoted using the nested value separator, for 
example: "X\Y\Z". Tags for attachments will appear under the 
custom field "ATTACHMENT_TAGS". 

FOLDERS J ohnDoeDocs\FirstPass If requested - a list of folders of which the record is a part. 
Multiple folders are separated by the multi-value separator, for 
example: "A; B; C", and nested folders are denoted using the 
nested value separator, for example: "X\Y\Z". Folders for 
attachments will appear under the custom field 
"ATTACHMENT_FOLDERS". 
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Protcctio'1 Bu reo.J 

1700 G Street. N.W. , Washington, DC 20552 

March 13, 2017 

The Honorable Jeb Hensarling 
Chainnan 
Committee on Financial Services 
United States House of Representatives 
2129 Rayburn House Office Building 
Washington, DC 20515 

The Honorable Ann Wagner 
Chairman 
Subcommittee on Oversight and Investigations 
Committee on Financial Services 
United States House of Representatives 
2129 Rayburn House Office Building 
Washington, DC 20515 

The Honorable Jason Chaffetz 
Chairman 
Committee on Oversight and Government Reform 
United States House of Representatives 
2157 Rayburn House Office Building 
Washington, DC 20515 

The Honorable Jim Jordan 
Chairman 
Subcommittee on Health Care, Benefits and 
Administrative Rules 
Committee on Oversight and Government Reform 
United States House of Representatives 
2157 Rayburn House Office Building 
Washington, DC 20515 

Dear Chai1men Hensarling, Chaffetz, Wagner, and Jordan: 

Thank you for your letter of February 27, 2017, regarding the Consumer Financial Protection 
Bureau's compliance with federal records preservation requirements. The Bureau is committed 
to maintaining an effective and efficient records management program that governs the creation, 
retention, appraisal, and disposal of records in a systematic and orderly way and in accordance 
with federal records preservation requirements. 

To ensure compliance with federal records management obligations, the Bureau has instituted 
policies and procedures regarding records management and provided training to all employees on 
their recordkeeping obligations. The Bureau has in place several policies specifically addressing 
the management and retention of emails. Additionally, in order to address emerging 
technological issues such as the management and retention of electronic messages including text 
messages, the Bureau' s Records Management Officer is currently working to create and 
distribute supplemental Bureau-wide records management guidance to include specific guidance 
on managing electronic records. The Bureau is also updating the Records Management Policy to 
include additional electronic messaging guidance. In addition, the Bureau has implemented the 
"Capstone Approach" to manage email and instant messaging records by creating over 1,745 
archive mailboxes for employees and contractors, and transferring over 1,419 gigabytes of data 
into the archive mailboxes. To support the transition to the "Capstone Approach," the Records 
Management Office bas conducted over 30 Capstone Management briefings with Bureau staff. 
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The Records Management Office also routinely conducts electronic messaging briefings with 
Senior Officials, Records Liaison Officers, and staff. 

Your letter refers to a press report published by the Daily Caller on January 23, 2017, which 
describes certain text messages produced by the Bureau pursuant to Freedom of Information Act 
requests. As discussed in the Daily Caller article, pursuant to a FOIA request in August 2016, 
the Bureau produced text messages that were stored on the Bureau-issued or Bureau-reimbursed 
devices of certain Bureau staff since January 1, 2015. After further communications with the 
requester, the requester also sought all incoming and outgoing text messages from my private 
device to or from CFPB staff since January 1, 2015. Per your request, enclosed please find 
copies of the Freedom of Information Act requests discussed in the Daily Caller article 
referenced in your letter, as well as the documents produced in response to those requests. 

Your letter also requested certain information regarding any non-governmental email accounts or 
phone numbers used by me, including a list of all email accounts and phone numbers used by me 
to transact government business, and the number of emails sent or received by me using a non­
governmental email account to or from the governmental email accounts of dozens of Bureau 
employees. Bureau staff is conducting a review to determine what if any information is 
responsive to these requests. Given the large number of Bureau email accounts implicated by the 
list of officials in your letter, a responsible review of each of these accounts for any responsive 
records will take some time. Bureau staff will work assiduously to conduct the necessary 
searches and will provide that information once it is available. 

Should you have any questions about this response, please contact me or have your staff contact 
Anne Tindall of the Bureau' s Legal Division or Patrick O'Brien of the Bureau' s Office of 
Legislative Affairs. Ms. Tindall can be reached at (202) 435-9591 and Mr. O'Brien can be 
reached at (202) 435-7180. 

Sincerely, 

Richard Cordray 
Director 

cc: The Honorable Maxine Waters, Ranking Member 
Committee on Financial Services 

The Honorable Elijah Cummings, Ranking Member 
Committee on Oversight and Government Reform 

The Honorable Al Green, Ranking Member 
Subcommittee on Oversight and Investigations 
Committee on Financial Services 
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The Honorable Raja Krishnamoorthi , Ranking Member 
Subcommittee on Health Care, Benefits and Administrative Rules 
Committee on Oversight and Government Reform 
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1700 G Street l\J.W . Washington, DC 20552 

March 13, 2017 

The Honorable Ann Wagner 
Chairman 
Subcommittee on Oversight and Investigations 
Committee on Financial Services 
U.S. House of Representatives 
2129 Rayburn House Office Building 
Washington, DC 20515 

Dear Chairman Wagner: 

I write in response to your February 27, 2017 letter, which requests records related to the 
allocation made from the Consumer Financial Protection Bureau's Civil Penalty Fund on May 
27, 2016. 

The records included in the enclosed production respond to items l, 2 and 3 in your letter, and 
concern the three allocations made from the Civil Penalty Fund on May 27, 2016 to classes of 
victims from the Walter J. Ledda (Morgan Drexen, Inc.); Irvine Web Works, Inc. d/b/a Student 
Loan Processing; and Student Aid institute, Inc. and Steven Lamont cases. Please be advised 
that the Bureau is still perfonning due diligence on the data for the Walter J. Ledda (Morgan 
Drexen, Inc.) case and has not yet created its final list of victims for that case. Thus, it does not 
yet have the list that will indicate the amount that each victim will receive from the Civil Penalty 
Fund or the amount of each victim's uncompensated harm, as requested by item 3 of your 
February 27 Jetter. The Bureau has, however, finalized the victim lists for the Student Loan 
Processing and Student Aid Institute matters, and it is including with this production records 
indicating the amount that each victim from those cases is receiving from the Civil Penalty Fund, 
the amount of those victims' uncompensated hann, and the basis for those amounts. 

Item 4 in your Jetter will likely yield a large volume of potentially responsive materials. While 
some of the documents we are producing today are responsive to that request, given the request's 
substantial breadth, staff-level dialogue will be necessary to ensure efficient and expeditious 
production. We invite your staff to engage in discussions with Bureau staff to scope and 
prioritize the records of most interest to the Conunittee. 
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Should you have questions about this matter, please contact me or have your staff contact Steven 
Bressler of the Bureau's Legal Division or Patrick O'Brien of the Bureau's Office of Legislative 
Affairs. Mr. Bressler can be reached at (202) 435-7248, and Mr. O'Brien can be reached at 
(202) 435-7180. 

Sincerely, 

~ 
Richard Cordray 
Director 

cc: The Honorable Al Green, Ranking Member 
Subcommittee on Oversight and Investigations 
Committee on Financial Services 
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2 



JEB HENSARLING, TX, CHAIRMAN 

Stuait Ishimaru 

1dnitcd ~rntr.s }1mlSc of Rcprc.scntatiocs 
Q:ommittcc on jinenciel ~cruiccs 

212g 1Rngburn t1ou.sc ®fficc )3uilding 
tlJJshington, B\l 20515 

March 13, 2017 

Director, Office of Minority and Women Inclusion 
Consumer Financial Protection Bureau 
1625 Eye Street N.W. 
Washington, D.C. 20006 

Dear Mr. Ishimaru: 

MAXINE WATERS, CA, RANKING MEMBER 

We invite you and other Directors of the Offices of Minority and Women Inclusion (OMWI) to 
participate in a public roundtable with the Federal financial services agencies on Tuesday, March 
21, 2017, from 4:00 p.m. to 6:00 p.m. in room HVC-200, of the Capitol Visitor Center in 
Washington, D.C. 

This event will give Members from the Tri-Congressional Caucus, and other interested 
stakeholders, a chance to engage in a robust discussion with the OMWJ Directors regarding how 
they are promoting workforce and supplier diversity in all levels of business and activities within 
their respective agencies. We appreciate the OMWI Directors' work in understanding and 
identifying challenges to increasing diversity and inclusion at their agencies, as outlined in their 
annual reports submitted over the last several years. However, Members and the public are all 
eager to learn about the new and innovative solutions that agencies have adopted, and are likely 
to be implemented going forward. 

We have received feedback from various organizations, including women and minority trade 
associations, regarding implementation of section 342 of the Dodd-Frank Wall Street Reform 
and Consumer Protection Act, as well as section 1116 of the Housing and Economic Recovery 
Act. Based on the aforementioned feedback, we anticipate that there will be considerable 
interest. We expect that the OMWI Directors will be prepared to provide detailed responses 
about their agency's specific effo11s to increase the utilization of women, minorities, and women­
and minority-owned businesses at all levels within their agency, including procurement, 
insurance, and other types of contracting opportunities. 

We hope that the OMWJ Directors share our view that it is important to conduct broad and on­
going outreach to both build awareness about their roles within the agencies, in addition to 
ensuring that their activities are achieving desired outcomes. For this reason, we plan to conduct 
a moderated discussion between 4:00 p.m. and 5:30 p.m. However we would like all OMWI 
Directors to remain at the event until 6:00 p.m., enabling Members and external stakeholders to 
interact with them on a more informal basis. 



Stuart lshimaru 
March 13 , 2017 
Page 2 

Please RSVP for this roundtable no later than noon by Wednesday, March 15, 2017, by 
contacting Erika Jeffers, with the Financial Services Committee Democratic staff, 
Erika.Jeffers@mail.house.gov or Scott Parnin, with Congresswoman Beatty's staff, 
Scott.Farnin@mail.house.gov. 

Sincerely, 

~-#~ . EWATERs 
Member of Congress 

cc: Honorable Richard Cordray, Director, Consumer Financial Protection Bureau 



EMANUEL CLEAVER, II 
FIFTH DISTRICT, MISSOURI 

FINANCIAL SERVICES COMMITIEE 
HOU$"'" AND INSURANCE SUBCO!,ll.llTTCE 

OVERSIGHT ANO INVESTIGATIONS SUBCOMMIHEE 

Mr. Richard Cordray 
Director 

[11ugrr1111 of tl1r ltuitrh .§tatr.a 
t!jnu.ae nf ilt1~pre1wttfuttur11 

March 15, 2017 

Consumer Financial Protection Bureau 
1275 First St. N.E. 
Washington, D.C. 20002 

Dear Director Cordray: 

hllp:/IWWW.HOUSE.GOV/CLEAVER 

TWITIER.COMIREPCLEAVER 

FACEBOOK.COMIEMANUELCLEAVER 11 

Thank you for the continued work of the Consumer Financial Protection Bureau (CFPB) to protect 
consumers from fi nancial abuse and to fight discrimination in our financial markets. This work is 
invaluable, but we need the agency to fend off new potentially discriminatory lending models that are 
emerging on line. 

FinTech lending companies, also known as alternative small-business lending, are a fast-growing industry 
offering a new wave of innovation -and also pose many new risks. Over the past decade, there's been 
a very large increase of Silicon Valley start-ups and technology companies that are functioning like 
banks. The CFPB was created to protect consumers and borrowers from banks and non-bank practices 
that may have previously operated in the shadows of the system. 

While the CFPB's primary focus is on protecting consumers, the Congress also gave clear authority for 
the agency to protect borrowers of small business loans from discriminatory practices. I am deeply 
concerned that some Fin Tech companies may be using alg9rithms that shut out hardworking individuals 
from communities of color from accessing affordable small business credit. The CFPB must use its 
authorities under the Equal Credit Opportunity Act to combat these abuses. 

According to a Harvard Business School study exploring the promise and challenges of alternative small­
business lending, there were some serious problems identified amongst these companies: 
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High costs. Lenders commonly charge APRs (annual percentage rates) above 50% and 
can easily reach over 300%. 

Double dipping. Repeat borrowers incur additional fees each time they renew their 
loans. 

Hidden prepayment charges. Unlike traditional loans, many alternative lenders 
require payment of the full interest even when loans are repaid early. 

Misaligned broker incentives. Small-business loan brokers often recommend the 
most expensive loans because they earn the highest fees on those Joans. 

Stacking. Multiple lenders provide loans to the same borrower, resulting in additional 
and hidden fees. 
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In addition to the facts laid out in this report, it is also evident that, historically in our country, we have 
witnessed numerous instances where discriminatory behavior has been directed toward African­
Americans, other racial minorities or even minority-owned businesses within the auto-lending, home 
mortgage, and traditional banking industries. And too often in a "Wild West" economic environment, it 
can be the most vulnerable and least protected people or small businesses that can be taken advantage of 
by unsavory actors. 

FinTech companies geared toward lending to small businesses by using certain biased algorithms for 
creditworthiness have the potential of charging disproportionately higher rates to minority-owned 
businesses. It is therefore important to determine if minority-owned small businesses are being charged 
higher rates, or if they have been subject to predatory fees by these Fin Tech firms. 

For example, algorithms used by large technology firms have led to disturbing discriminatory outcomes. 
Researchers at Harvard found that ads for arrest records were significantly more likely to show up when 
users include search terms for distinctive ly black names or a Historically Black fraternity.[ll According to 
a study by Carnegie Mellon University researchers, Google's online advertising system showed ads for 
high-income jobs to men much more often than it showed them to women.l21 

Given the importance of ensuring our small business lending markets are free of discrimination, lam 
calling on your and the CFPB to vigorously investigate whether FinTech companies engaged in small 
business lending are complying with all anti-discrimination laws, including the Equal Credit Opportunity 
Act. l would also appreciate responses to the following questions: 

(I) Section I 071 of Dodd-Frank amended the ECOA to require financial institutions to collect and 
maintain loan data for women-owned, minority-owned and small business credit applicants. 
When does the CFPB anticipate finalizing regulation and guidance to fully implement this 
provision? · 

(2) Has the CFPB engaged in any supervisory activlties over Fin Tech small business lenders? If so, 
did the CFPB identify problems with their compliance with the ECOA? 

(3) Will the CFPB so licit complaints from consumers, particularly those from communities of color, 
through its consumer complaint portal , who feel they have been discriminated against by a 
Fin Tech lender offering small business loans? If not, how can consumers formally submit a 
complaint? 

For the health of our society and our economy, the CFPB must act quickly to combat any abuses by 
FinTech companies that may be charging minority borrowers predatory rates on small business credit. 
Thank you for your close attention to this issue. 

111 http://dataprivacylab.org/projects/ onlineads/1071-1.pdf 
121 http://www.andrew.cmu.edu/user /danupam/dtd-petslS.pdf 



Consumer Financial 
Protection Bureau 

1700 G Street, NW., Washington, DC 20552 

March 16, 2017 

The Honorable Tom Graves 
Chairman 
Subcommittee on Financial Services and General Government 
Committee on Appropriations 
U.S. House of Representatives 
2000 Rayburn House Office Building 
Washington, DC 20515 

Dear Chairman Graves: 

Thank you for your letter concerning the Consumer Financial Protection Bureau's rulemaking 
activity. The Dodd-Frank Wall Street Refonn and Consumer Protection Act created the Consumer 
Bureau as the nation ' s first federal agency with a mission of focusing solely on consumer financial 
protection and making consumer financial markets work for American consumers, responsible 
businesses, and the economy as a whole. The purpose of the Consumer Bureau is to implement 
and, where applicable, enforce Federal consumer financial laws consistently to ensure that all 
consumers have access to markets for consumer financial products and services, and that such 
markets are fair, transparent, and competitive. 

Your letter asks whether the Consumer Bureau will comply with a memorandum from White 
House Chief of StaffReince Priebus to the heads of Executive Departments and Agencies. 
Subsequent to that memorandum, President Trump issued executive orders regarding regulations, 
to which, many have noted, independent agencies are not subject. One of the executive orders 
directs the Secretary of the Department of the Treasury to consult with the heads of the member 
agencies of the Financial Stability Oversight Council on the extent to which existing laws and 
regulations promote certain core principles. In my role as a member of the FSOC, I will work with 
the Treasury Secretary as he engages in this consultation. 

Additionally, the Consumer Bureau is committed to well-tailored and effective regulations in 
accordance with the provisions of the Dodd-Frank Act. To date, the Consumer Bureau has sought 
to carefully calibrate its efforts to ensure consistency with respect to consumer financial protections 
across the financial services marketplace, while accounting for the different business models and 
classes of financial institutions. In furtherance of this commitment, the Consumer Bureau has 
taken the following actions for different models and classes of institutions: 

• Expanded safe harbor for small creditors. A small creditor has a broader safe harbor for 
its Qualified Mortgage (QM) loans than a non-small creditor. The Consumer Bureau's 
rules provide a safe harbor for QMs with annual percentage rate (APR) spreads over 
Average Prime Offer Rate (APOR) up to 350 basis points, whereas non-small creditors 
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have a safe harbor for spreads up to I 50 basis points. The Consumer Bureau's rules also 
allow a small creditor to make QMs with debt-to-income ratios that exceed the otherwise 
applicable 43 percent cap. (Small creditors must hold these loans in portfolio for three 
years.) 

• Exempted small creditors in rural and underserved areas. Small creditors that operate 
predominantly in rural or underserved areas are exempt from requirements to establish 
escrow accounts for higher priced mortgage loans and from restrictions on offering QMs 
and Home Ownership and Equity Protection Act (HOEP A) loans ("high cost" mortgages as 
defined in the HOEPA) that have balloon payment features. QMs and HOEPA loans 
generally cannot have balloon payments. 

• Implemented a two-year pause for small creditors. The Consumer Bureau established a 
two-year transition period (until January 10, 2016) allowing small creditors to make 
balloon-payment QMs and balloon-payment HOEPA loans regardless of whether they 
operate predominantly in rural or underserved areas, while the Consumer Bureau revisited 
and reconsidered the definition of ''rural" for this purpose. 

• Expanded exemptions for rural and underserved areas. In connection with other 
changes to amend the definitions of "small creditor" and "rural area," the Consumer Bureau 
published a final rule in October 2015 that extended this two-year transition period from 
January 2016 until April 2016. The Bureau's final rule also provided a significant 
expansion of "rural," as well as an expansion of which entities can qualify as "small 
creditors." The Consumer Bureau's final rule took effect on January 1, 2016, before the 
two-year transition period expired. In March 2016, the Consumer Bureau issued an interim 
final rule that implements the Helping Expand Lending Practices in Rural Communities 
Act, and makes these provisions available to small creditors that extend at least one covered 
transaction secured by property located in a rural or underserved area in the previous 
calendar year. About 6,000 additional small creditors will be eligible as a result of this 
change. 

• Relaxed requirements for appraisals. Small creditors have relaxed rules regarding 
conflict of interest in ordering appraisals and other valuations. 

• Exempted small servicers from providing periodic statements. Small servicers are 
exempt from the Truth in Lending Act requirement to provide periodic statements. 

• Exempted small servicers from loss mitigation requirements. Small servicers are 
exempt from all of the Real Estate Settlement Procedures Act provisions on policies and 
procedures; early intervention; continuity of contact; and Joss mitigation, except that a 
small servicer may not file for foreclosure unless the borrower is more than 120 days 
delinquent on the mortgage. Small servicers may also not file for foreclosure (or move for 
a foreclosure judgment or order of sale, or conduct a foreclosure sale) if a borrower is 
performing under the tenns of a loss mitigation agreement. 
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• Excluded certain seller-financed transactions and mortgage loans voluntarily serviced 
for a non-affiliate from being counted toward the small servicer loan limit, allowing 
servicers that would otherwise qualify for small servicer status to retain their exemption 
while servicing those transactions. 

• Exempted lower-volume depository institutions from Home Mortgage Disclosure Act 
reporting. In October of2015, the Consumer Bureau adopted a final rule revising 
Regulation C, which implements HMDA. HMDA and Regulation C, among other things, 
require covered mortgage lenders to report data concerning their mortgage lending activity. 
Changes to coverage in the final rule will reduce the number of banks, savings associations, 
and credit unions that are required to report HMDA data. The revisions will relieve about 
22 percent of currently reporting depository institutions from the burden of reporting 
HMDAdata. 

• Provided regulatory certainty for small entities under the Electronic Fund Transfer 
Act. In the Consumer Bureau's rules implementing the Dodd-Frank Act's amendments to 
the Electronic Fund Transfer Act, the Consumer Bureau determined that the remittance 
requirements do not apply to transfers sent by entities that provide 100 or fewer remittances 
each year. 

The Consumer Bureau is committed to ensuring our rules and regulations are tailored and 
balanced. As we fulfill our mandate to protect consumers, we are mindful of the impact of 
compliance on financial institutions and responsive to their concerns. Balanced regulations are 
essential for protecting consumers from hannful practices and ensuring that consumer financial 
markets function in a fair, transparent, and competitive manner. 

Should you have any additional questions about the Consumer Bureau's rulemaking, please do not 
hesitate to contact me, or have your staff contact Catherine Galicia in the Consumer Bureau's 
Office of Legislative Affairs. Mrs. Galicia can be reached at 202-435-9711. I look forward to 
working with you on consumer financial protection issues of interest to you and your constituents. 

Sincerely, 

~~ 
Richard Cordray 
Director 
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March 20, 2017 

Conrnmer 1-inandal 
Protection fit,r<'au 

The Honorable Sherrod Brown 
Ranking Member 
Committee on Banking, Housing, and Urban Affairs 
United States Senate 
534 Dirksen Senate Office Building 
Washington, DC 20510 

Dear Ranking Member Brown: 

Enclosed please find the Consumer Financial Protection Bureau's sixth annual report to Congress 
pursuant to Section l 692m of the Fair Debt Collection Practices Act. 

Should you have any questions about the enclosed report, please contact me at (202) 435-9711. 

Catherine Galicia 
Assistant Director for Legislative Affairs 
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Message from 
Richard Cordray 

Director of the CFPB 

The year 2017 marks the fortieth anniversary of the enactment of the Fair Debt Collection 

Practices Act ("FD CPA"). In enacting that law, Congress found "abundant evidence of the use of 

abusive, deceptive, and unfair debt collection practices by many debt co llectors" and enacted the 

law to put an end to such practices and assure "that those debt col lectors who refra in from using 

abusive debt co llection practices are not competitively disadvantaged." Much has changed in the 

ensuing forty years in the ways in which debt is co llected and even in the types of entities engaged 

in debt collection. But the Act remains as important today as it was the day that it was signed into 

law. 

The Consumer Financial Protection Bureau ("Bureau" or "CFPB") is the only federal government 

agency dedicated solely to consumer financial protection. Among our important responsibilities is 

administering and enforcing the FDCPA. We recognize that debt co llection is a necessary part of a 

functioning financial system. At the same time, we recognize that illegal practices have no place in 

the debt co llection process, and that if such practices are not stopped, those collectors seeking to 

adhere to the law will find themselves at a competitive disadvantage. It is therefore vitally 

important that the protections bu ilt into the FDCPA are vigorously enforced. The Bureau is 

authorized to do so along with our partners at the Federal Trade Commission ("FTC"). In 2016, the 

Bureau and the FTC took important steps to vindicate the rights set forth in the FDCPA. 

The CFPB seeks to assure compliance with the FDCPA through its Supervision program and 

through public enforcement actions. The CFPB is the first federa l agency to have the authority to 

supervise non-depository institutions, including debt collectors, in the same manner that banks 
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and other depositories have long been examined. In 2016, our examinations of debt collectors 

identified a number of violations of the law, including false representations made by debt 

collectors to consumers, unlawful fees charged by debt collectors, and illegal disclosure of debts to 

third parties. CFPB examinations also found instances in which debt sellers sold accounts for 

collection that did not properly reflect that the accounts were discharged in bankruptcy, were 

fraudulent, or had already been paid. Where appropriate, the CFPB required debt collectors to 

provide consumer redress and undertake remedial and corrective actions. 

Additionally, in 2016 the CFPB brought ten new public enforcement actions involving debt 

collections and continued litigation in three other such cases that had been filed previously. In the 

cases that were concluded in 2016, $39 million was paid in restitution for consumers who were 

impacted by illegal debt collection practices and $20 million in civil penalties.1 

Likewise, as described more fully in the Report and in the FTC letter included as the Appendix, the 

FTC brought or resolved 12 debt collection cases in 2016, including a focus on phantom debt 

collection and a sweep on unlawful text messages and emails as a means of collecting debt. The 

CFPB also filed amicus curiae briefs in two appellate court FD CPA actions raising significant legal 

issues, and assisted the Solicitor General's office in the preparation of two amicus briefs that were 

filed in the Supreme Court in cases implicating the FDCPA. Those four cases are still pending. 

Additionally, three cases before federal courts of appeals in which CFPB filed amicusbriefs in 

prior years were decided in 2016, two of which had been filed jointly with the FTC. 

Another important tool through which the Bureau is able to protect consumers is through its 

Consumer Response program, which receives and processes complaints from consumers who 

believe they have been mistreated by debt collectors or other providers of consumer financial 

products or services. In 2016, as in past years, debt collection was the category in which the 

Bureau received the most complaints from consumers. The most common complaint involved 

"continued attempts to collect debt not owed." The Office of Consumer Response receives these 

complaints and, where appropriate, sends them to the debt collector to provide them with the 

opportunity to respond to or remedy the complaint and/or sends them to other agencies. 

1 These figures include actions related to unlawful collection conduct in violation of the FDCPA, the Consumer Financial 
Protection Act of 2010 ("CFPA"), or both. 
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The Bureau also continues to provide a variety of resources to consumers who face debt collection 

attempts and to social services workers and volunteers that serve populations that may face debt 

col lection attempts. One of these resources, "Ask CFPB," provides answers to common questions 

across a number of consumer financial topics. The debt co llection category continues to be one of 

the most viewed topics.2 In 2013, the Bureau created five sample letters which consumers can use 

to communicate when debt co llectors contact them. These letters have since been downloaded 

approximately 389,800 times. The Bureau also created a financial empowerment tra ining and 

toolkit ca lled Your Money, Your Goals for use by social services workers and other front- line staff 

and volunteers working with economica lly vulnerable consumers. This toolkit covers a variety of 

financia l topics, including debt management and consumer financial protection. As of the end of 

2016, more than 13,500 staff and volunteers in social services, legal aid, worker, and community 

organizations were trained on Your Money, Your Goals, reaching an estimated 600,000 

consumers. 

In enacting the Dodd-Frank Wall Street Reform and Consumer Protection Act, Congress granted 

the CFPB general rulemaking authority to issue regulations under the FDCPA. The Bureau 

commenced its rulemaking activity in 2013 by issuing an Advance Notice of Proposed Rulemaking. 

InJ uly 2016, the Bureau released an Outl ine of Proposals Under Consideration (the "Outline") for 

those who are defined as "debt co llectors" under the FDCPA. At the same time, the Bureau 

published a Study of Th ird Party Debt Co llection Operations, and preliminary results from the 

Bureau's Survey of Consumer Views on Debt. 

On August 25, 2016, the Bureau convened a panel pursuant to the Small Business Regulatory 

Enforcement Fairness Act of 1996 (SBREFA). That panel, which was composed of the CFPB, Small 

Business Administration (SBA), and the Office of Management and Budget (OMB), obtained input 

from small businesses in the debt collection industry on the possible impact of debt co llection 

ru lemaking on the ir businesses. The Bureau is considering the feedback it received through the 

SBREFA panel and from other stakeholders subsequent to publication of the Outline. 

At the same t ime, the Bureau continues to conduct research and monitor the debt co llection 

market. In j anuary 2017, the Bureau re leased two studies on the debt co llection market: a white 

2 The Bureau's debt collection consumer education resources can be found at 
https:/ /www .consu merfinance .gov/consumer-tools/ debt-co I lection/. 
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paper about the Online Debt Sales market, which describes websites where charged-off consumer 

debts can be purchased and outlines potential consumer protection concerns that may arise in the 

absence of appropriate safeguards; and a groundbreaking research report on Consumer 

Experiences With Debt Collection, based upon the Bureau's Survey of Consumer Views on Debt. 

At the CFPB, we believe in a debt collection market where consumers know their rights and are 

protected from harassment and deception while collectors are able to collect debts in an honest, 

lawfu l, and cost-effective manner. On the FDCPA's fortieth anniversary, we remain committed to 

the law's goal of protecting consumers while ensuring that debt collectors who follow the law and 

respect consumers are not competitively disadvantaged. 

Sincerely, 

~~ 
Richard Cordray 
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1.1 ntroduction 
The Consumer Financial Protection Bureau is pleased to submit to Congress its sixth annual report 

summarizing activities to administer the Fair Debt Collection Practices Act ("FDCPA"), 15 U.S.C. § 

1692 et seq. The Bureau and the Federal Trade Commission ("FTC" or "the Commission") share 

government enforcement responsibility for the FDCPA. The Commission's activities during the 

past year are included in this report and a letter from the FTC describing them appears in the 

Appendix. The CFPB and the FTC work closely to coordinate debt collection enforcement actions 

and other matters related to debt collection.3 

This report provides a background on the debt collection market; contains an overview of 

consumer complaints submitted to the CFPB and the FTC in 2016; summarizes the Bureau's 

supervisory activities in the debt collection market; describes the Bureau's and the Commission's 

enforcement actions; describes amicus curiae briefs filed in cases related to the FDCPA; presents 

the CFPB's and FTC's consumer education and outreach initiatives; and discusses developments in 

the Bureau's rulemaking activities and the FTC's policy and research initiatives. 

3 See Memorandum of Understanding between the Consumer Financial Protection Bureau and the Federal Trade 
Commission (March 2015), available at 
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https://www .ftc.gov/system/fi les/documents/cooperation_ agreements/150312ftc-cfpb-mou.pdf. As part of this 
coordination. CFPB and FTC staff regularly meet to discuss ongoing and upcoming law enforcement, rulemaking, and 
other activities, share debt col lection complaints, cooperate on consumer ed ucation efforts in the debt collection arena, 
and consult on debt collection rulemaking and guidance initiatives. 



2. Background 
Debt co llection is an $11.4 bi ll ion dol lar industry that employs more than 130,000 people across 

approximately 8,500 collection agencies in the United States.4 The debt collection industry affects 

mill ions of Americans. According to a recent CFPB survey of US consumers, about one-third of 

consumers with credit files - or about 70 mill ion Americans - were contacted by a creditor or 

th ird-party debt co llector attempting to col lect a debt in the past year. 5 Debt collection efforts 

include ca lls, letters, filing lawsuits, and other methods to co llect alleged debts from consumers. 

In the course of attempting to collect debts, debt co llectors must adhere to a variety of laws and 

regulations which govern topics as diverse as telephone communications (e.g., the Telephone 

Consumer Protection Act, or TCPA) and furnishing information to credit reporting agencies (e.g. 

the Fair Credit Reporting Act, or FCRA) as well as various state statutes. The primary law that 

governs the conduct of debt collectors is the FDCPA,6 which establishes consumer protections in 

the debt collection process inc lud ing the rights to dispute a debt and instruct a collector to stop 

communication about an alleged debt. The FDCPA prohibits debt co llectors from harassing and 

abus ing consumers and prohibits them from discussing a consumer's debts with third parties 

(with some exceptions). 

The law empowers the CFPB and FTC to enforce its provisions and establishes a private right of 

action for any person affected by a vio lation of the FDCPA. The FDCPA also requires the CFPB to 

4 Edward Rivera at IBIS World, Debt Collection Agencies in the US(December 2016). 

5 Consumer Financial Protection Bu re au . Consumer Experiences with Debt Collection.J anuary 2017 

6 Fair Debt Collection Practice Act. 15 U.S.C. § 1692 et. seq. 
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submit this report on "the administration of its functions" under the FDCPA and enables it to 

"obtain ... the views" of other agencies that enforce the FDCPA, such as the FTC.7 

2.1 Industry Breakdown 
Debt co llectors generate most of the ir revenue from collections of medical debt, student loans, and 

financia l services obligations such as credit cards, auto loans, and mortgages. Financial services 

are the largest source of revenue for the industry, accounting for more than a third of all debt 

collection revenue. However, telecommunications debt also accounts for a large share of industry 

revenue - more than a fifth.a Government, retai l, and medical debt are also significant drivers of 

industry revenue. 

FIGURE 1: DEBT COLLECTION MARKET SEGMENTS BY SHARE OF REVENUE, 2016 (IBIS WORLD) 

Government 

Retail and Commercial 

Healthcare 

Other 

Telecommunications 

Financial Services 

115 U.S.C. § 1692m 

8 Edward Rivera at IBIS World, Debt Collection Agencies in the US(December 2016). 
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$6.27 billion - more than half the industry's revenue - is generated by firms contracting with 

creditors to collect their debts on a contingency fee basis, meaning that the creditor and the 

collector each receive a share of the amount collected. 

About one-third of debt collection revenue, $3.6 billion, comes from debt buyers, who purchase 

accounts from the original creditor or other debt buyers and then generally seek to collect on that 

debt, either themselves or through contingency debt collectors.9 Although they represent about 

one third of industry revenue, this overstates debt buyers' share of dollars collected, since debt 

buyer revenue includes all amounts recovered whereas the revenue of contingency collectors 

includes only the share of recoveries retained by the collector. 

FIGURE 2 DEBT COLLECTION AGENCY TYPES BY SHARE OF REVENUE, 2016 (IBIS WORLD) 

Fixed-fee 

Debt Buying 
32% 

Other 
8% 

Contingent 
Fee 
55% 

Due to its low fixed costs and high susceptibility to fluctuations in the supply of debt and labor 

costs, debt collection is a volatile industry with a large number of firms - according to some 

estimates, about 8,500. 

9 Edward Rivera at IBIS World, Debt Collection Agencies in the US(December 2016). 
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The industry has been experiencing consolidation in recent years. According to a study by the 

Association of Credit and Co llection Professionals, there were 25% fewer debt co llection agencies 

in 2013 than in 2005, 10 despite industry revenues being slightly higher in 2013. 11 

2.2 Market Outlook 
The debt collection industry is substantially impacted by the credit cycle, which determines how 

many charged-off debts are available to co llect. As a result of increased consumer debt, especially 

in non-housing categories where debt collectors are most frequently employed, it appears likely 

that the availability of debt to collect will increase. This would be especially li ke ly if an unfavorable 

change in economic circumstances made it more difficult for consumers to pay their obligations. 

Consumer debt has continued to increase since 2013 and is approach ing its 2008 peak. However, 

growth in consumer debt has been fueled primari ly by increases in non-housing debt. In 2016 

alone, credit card debt rose $46 billion, or 6.3%, student debt increased by $78 bi ll ion, or 6.3%, 

and auto debt rose by $93 billion, or 8.7%.12 Delinquency rates remain relatively stable, although 

they have not returned to their pre-crisis levels. 13 However, the combination of these levels of debt 

and an economic downturn could lead to a substantial increase in the amount of de li nquent and 

ultimately charged-off accounts. 

An increase in portfo lios of delinquent debt in the event of a downturn also looks somewhat likely 

in auto finance. Total outstanding auto debt reached a record high in 201614, and lending to 

10 ACA International, Ernst and Young, Impact of Third-Party Debt Collection on the National and State Economies 
(2013, 2011 ), available at http://www.acainternational.org/advocacy/i ndustry-research-statistics 

11 Edward Rivera at IBIS World, Debt Collection Agencies in the US(September 2015). 

12 Andrew Haughwout et al. ''.J ust Released: Total Household Debt Nears 2008 Peak but Debt Picture Looks Much 
Different." Liberty Street Economics. Federal Reserve Bank of New York. February 16, 2017. 
http:/ /Ii bertystreeteconom ics. newyorkfed .org/2017 /02/j ust-released-tota 1-household-debt-nea rs-2008-peak-but­
debt-pi cture-loo ks-much-different. htm I 

13 Federal Reserve Bank of New York. Quarterly Report on Household Debt and Credit. 2016Q4. February 2017 

14 Federal Reserve Bank of New York. Quarterly Report on Household Debt and Credit 2016Q4. February 2017 
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subprime consumers is at a higher level than it has been for more than a decade. 1s Prelim inary 

resu lts from a study by S&P Global Ratings suggest that net losses on subprime auto loans in the 

event of a comparatively mild downturn, such as the one between 1998 and 2003, would be higher 

than the losses that resu lted from the 2009 financ ial crisis.16 This suggests that a downturn, if one 

occu rs, could lead to a significant number of auto defic iencies, which are in some instances are 

col lected by th ird party debt collectors or sold to debt buyers. 

Similarly, outstanding credit card debt continues to increase, reaching $927 billion in the th ird 

quarter of 2016. The increase in debt in the th ird quarter was the largest such increase since 2007. 

The average indebted American household owes about $8,000 in credit card debt. 17 As with auto 

lending, a potentia l downturn wou ld likely cause a spike in delinquencies, wh ich cou ld ultimately 

increase the number of charged-off accounts available for co llection. 

15 Kyle Stock. Bloomberg. "The Next Financial Crisis Might Be in Your Driveway." February 21, 2017. Analysis of data 
from the Federal Reserve Bank of New York. https://www.bloomberg.com/news/articles/2017-02-21/the-next-
fi nancia 1-crisis-m ight-be-i n-you r-d riveway 

16 William Hoffman. Auto Finance News. "S&P Stress Tests Show Rising Subprime Auto Losses." February 12, 2017 

17 Alina Comoreanu. Wa/letHub. "2016 Credit Card Debt Study: Trends & Insights." December 8, 2016 
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3.Consumer complaints 
Collecting, investigating, and responding to consumer complaints are integra l parts of the 

CFPB's work.18 The CFPB's Office of Consumer Response ("Consumer Response") hears 

direct ly from consumers about the cha llenges they face in the marketplace, brings their 

concerns to the attention of companies, and assists in addressing these complaints. 

The CFPB, wh ich began taking consumer complaints about debt co llection inJ uly 2013, 

accepts complaints through its website and by te lephone, ma il , email , fax, and referra l. 

Consumers submit comp laints on the Bureau's website using complaint forms tailored to 

specific products and can also log on to a secure consumer portal to check the status of a 

complaint and review a company's response. When completing the complaint form, 

consumers provide a narrative of the events giving rise to their complaint and can elect to 

publish a scrubbed narrative on the Bureau's website. While on the website, consumers can 

chat with a li ve agent to get help completing a complaint form. Consumers can also cal l the 

Bureau's toll-free number to ask questions, subm it a complaint, check the status of a 

complaint, and more.19 The Bureau answers questions and refers consumers to other 

regulators or additional resources as appropriate and forwards complaints to companies for 

review and response. 

The CFPB's complaint handling process focuses on co llecting, investigating, and responding to 

complaints. 20 The Bureau also uses complaints for law enforcement purposes and shares 

18 See Dodd-Frank Wall Street Reform and Consumer Protection Act, Pub. L. No. 111-203, § 1021(c)(2) (2010). ("Dodd­
Frank Act"). 

19 The CFPB's U.S.-based contact centers provide services to consumers in more than 180 languages and to consumers 
who are deaf, have hearing loss, or have speech disabilities via a toll-free telephone number. 

20 See Dodd-Frank Act, Pub. L. No. 111-203, § 1021(c)(2), 124 Stat. 1376, 1979 (2010). 
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complaint data with the FTC. The FTC uses the Bureau's information, as we ll as complaints 

submitted directly to it by consumers and from other federa l and state agencies, to compile 

consumer complaints in its Consumer Sentinel system and makes them ava ilab le to federa l and 

state law enforcement. The FTC uses consumer complaints genera lly to monitor the debt co llection 

industry, select targets for investigation, and conduct preliminary analysis that, with further 

factua l development, might revea l or help prove a law violation. 

As in previous years, debt co llection is the most complained about consumer financial product or 

service in the Bureau's complaint system. As shown in Table 1, in 2016, again the most common 

issue selected by consumers submitting a complaint related to debt co llection is continued 

attempts to collect a debt that the consumer states is not owed (41%). These consumers often 

report that debt collectors are contacting them about debts that either have a different balance or 

have been fu lly paid. In response to these complaints, third-party debt co llectors often close and 

return the account to their clients, whi le first-party collectors report that they inform the 

consumer about the current status of their account and make attempts to reach a resolution. 

Consumers continue to submit complaints about a lack of debt verification by co llectors in 

response to consumer disputes; in fact, this issue saw the largest percentage increase from 2015 

(see Table 2). These consumers report that they were not given enough information to verify a 

debt. In complaints submitted against third-party collectors especially, some consumers report 

that they do not have enough information to verify medical debt-often stating that they bel ieved 

their hea lth insurance covered the expenses. 

Consumers still commonly report issues with communication tactics used by co llectors, though the 

number of complaints about communication tactics decreased from 2015 (see Table 2). Consumers 

complain about frequent or repeated ca ll s from co llectors. These consumers report that they 

receive multiple ca lls weekly or even da ily. In complaints subm itted against first-party co llectors, 

some consumers report that they receive repeated ca ll s early in their del inquency or during grace 

periods. 

3.1 Number and types of complaints 
handled 

FromJanuary 1, 2016 through December 31, 2016, the CFPB handled approximately 88,000 debt 

collection complaints-2,900 more complaints than the prior year. These complaints include 
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fi rst-party (credito rs collecti ng on their own debts) and th ird-party col lections. Table 1 shows the 

types of debt co llection complaints the CFPB has handled, wh ile Table 2 shows the change in 

complaint vo lume by issue. 

TABLE 1: DEBT COLLECTION COMPLAINTS BY ISSUE 

Primary issue 

Continued attempts to collect debt not owed 

Disclosure/verification of debt 

Communication tactics 

False statements or representation 

Taking or threatening an illegal action 

Improper contact or sharing of information 

Total debt collection complaints 

TABLE 2: CHANGE IN COMPLAINT VOLUME BY ISSUE21 

Disclosure verification of debt 

Continued attempts to collect debt not owed 

Improper contact or sharing of info 

False statements or representation 

Communication tactics 

% change 

5% 

-2% 

·3% 

·11% . 

Taking or threatening an illegal action -ts% • 

Grand Total 3% 

36% 

201 5 complaints 

12,900 

34,300 

5,600 

8,100 

15.200 

9,000 

85,100 

21 This report is based on dynamic data and may slightly differ from other public reports. 
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41% 

20% 

15% 

9% 

9% 

6% 

100% 

2016 complaints 

17,500 

36,200 

5,400 

7,800 

13.500 

7,500 

88,000 



For each of the six issues listed in Table 1 and Table 2, consumers also select additional, more­

detai led sub-issues when submitting a complaint. 

As ind icated in Table 1, the most common debt col lection complaint is about continued attempts to 

col lect a debt that the consumer reports is not owed. The vast major ity of these consumers report 

that the debt is not the ir debt (61%) or that the debt was paid (27%), wh ile the remaining 

consumers report that the debt resu lted from identity theft (8%) or was discharged in bankruptcy 

(4%). 

Issues with disclosures or providing information sufficient to verify the debt was the second-most 

common issue selected by consumers in their complaints (see line 2 in Table 1). If a co llector is 

covered by the FDCPA, the law requires collectors within five days of that communication to 

provide consumers with a written notice informing them, among other things, of their right to 

dispute debts. Some consumers, however, complain that debt collectors do not provide th is notice 

(23%). Most consumers who complain about the dispute process raise the concern that when they 

exercise the ir rights to dispute debts, collectors do not provide them with documentation that 

consumers believe co llectors need to verify the debt (69%). The complaints related to disputed 

debts also reveal confusion on the part of consumers as to when and how they can dispute a debt. 22 

Other consumers report that the company did not disclose that the communication was an attempt 

to co llect a debt (7%). 

Communication tactics used when co llecting debts were the third most common issue complained 

about in 2016 (see li ne 3 of Table 1 ). Many of these types of complaints are about improper 

telephone ca lls. The majority of complaints about communication tactics are about frequent or 

repeated ca lls (53%). In a consumer complaint, one consumer told us that they were frustrated by 

the amount of ca lls they received about a debt they didn't understand. 

"After missing multiple calls a day from this company I finally spoke with someone. They had 

sent my final bill to my old address and I never got tf. The person I spoke to at the company 

corrected my address and arranged to send out a reprint of the bill. She waved the ridiculous 

{$5. 00} fee to have the bill reprinted. I let her know that I would be taking care of the bill as 

soon as I received it. 

22 As discussed in Section 6.1, the Bureau has developed and made available a form letter to assist consumers in 
disputing debts. 
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Not 1 day later the calls started again. 

I received a call this morning by a very pushy caller and was told that if I was taken off the 

call list without making payment arrangements my bill would go into collections. I asked 

why my file hadn't been updated to show that I was cooperating and s(he) said their system 

just doesn't show everything. 

When I complained about their repetitive calls the caller said that legally the system could 

call my phone up to 6 times per day This is harassment and also threatening by saying my 

bill would go into collections. 

By their admission, even though I was cooperating, they were going to call me up to 6 times 

per day until my bill was paid. 

These are unacceptable business practices. 

Please look into the company" 

Consumers report that co llectors contact them us ing alternative methods, in addition to te lephone 

ca ll s. These methods inc lude text messaging, emails, and social media. Other communication 

tactics complaints relate to reports of compan ies threatening to take legal action (30%), using 

obscene, profane, or abusive language (7%), ca ll ing after being sent written cease commun ication 

notices (6%), or ca lling outside of the FDCPA's assumed conven ient ca ll ing hours from 8 a.m. to 9 

p.m. at the consumer's location (3%). 

The majority of complaints about fa lse statements or representations (see line 4 of Table 2) are 

about attempts to co llect the wrong amount from the consumer (66%). In addition, consumers 

report that companies impersonated an attorney or a law enforcement or government official 

(18%), indicated the consumer committed a crime by not paying debt (13%), or indicated that the 

consumer should not respond to a lawsuit (2%). 

Consumers also report companies taking or threaten ing to take an illegal action (see line 5 of Table 

1). Most of these complaints are about threats to arrest or jai l consumers if they do not pay (39%). 

Other complaints relate to lawsuits includ ing threats to sue on a debt that is too old (29%), 

seizures or attempts to seize property (1 1%), being sued without proper notification of the lawsuit 

(10%), collection or attempts to collect exempt funds such as ch ild support or unemployment 
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benefi ts (7%), or being sued in a place that is different from where the consumer lives or where the 

consumer signed the contract (3%). 

For consumers submitting complaints about improper contact or sharing of information (see line 

6 of Table 1), consumers most often report the co llector ta lked to a th ird party about the debt 

(55%), contacted the consumer after being asked not to do so (24%), or contacted an employer 

after being asked not to do so (19%). A less common complaint relates to consumers reporting 

that they are contacted directly, instead of the debt co llector contacting thei r attorney (2%). 

3.2 Responses to complaints handled 
The CFPB has sent approximately 41,400 (47%) of the about 88,000 debt co llection complaints it 

has handled to compan ies for the ir review and response. The CFPB has also fo rwarded some of the 

remaining debt co llection complaints to other regulatory agencies (38%), whi le other complaints 

were found to be incomplete (10%), or are pending23 with the consumer or the CFPB (5%).24 

Companies have already responded to approximately 37,000 complaints or 89% of the 

approximately 41,400 complaints sent to them for response. Consumers have disputed 

approximately 6,400 company responses (18%) to the ir complaints . 

The fo llowing table shows how companies have responded to consumer complaints. 

TABLE 3: HOW COMPANIES HAVE RESPONDED TO CONSUMER COMPLAINTS TO THE CFPB 

Company Response # % 

Closed with explanation 28,800 70% 

23 This category includes complaints that do not include information needed for the CFPB to send to companies for 
responses or refer to other regulatory agencies. 

24 All complaints handled by the Bureau, includ ing those sent to other regulators, serve to inform the Bureau in its work 
to supervise companies, to enforce consumer financial laws, to write better rules and regulations, and to educate and 
engage consumers. 
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Closed with non-monetary relief 4,900 12% 

Company did not provide a timely response 3,400 8% 

Company reviewing 1,500 4% 

Closed (without relief or explanation) 1,400 3% 

Closed with monetary relief 400 1% 

Administrative response 1,200 3% 

Total Complaints Sent to Companies for Response 41 ,400 100%25 

Company responses include descriptions of steps taken or that will be taken, communications 

received from the consumer, any follow-up actions or planned fo llow-up actions, and 

categorization of the response. Response category options inc lude "closed with monetary relief," 

"closed with non-monetary relief," "closed with explanation," "closed," and other administrative 

options. Monetary re lief is defined as objective, measurable, and verifiable monetary relief to the 

consumer as a direct resu lt of the steps taken or that will be taken in response to the complaint. 

Non-monetary relief is defi ned as other objective and verifiable relief to the consumer as a direct 

resu lt of the steps taken or that will be taken in response to the consumer's complaint. "Closed 

with explanation" indicates that the steps taken by the company in response to the complaint 

included an explanation that was ta ilored to the individua l consumer's complaint. For example, 

th is category wou ld be used if the explanation substantively meets the consumer's desired 

resolution or explains why no further action will be taken. "Closed" ind icates that the company 

closed the complaint without re lief - monetary or non-monetary- or explanation. Consumers are 

given the option to review and provide feedback on all company closure responses. 

25 Due to rounding, volume and percentages for each company response category may not add up to the total. 
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4. Bureau supervision of debt 
collection activities 

Under the Dodd-Frank Act, the CFPB has the authority to supervise certain bank and nonbank 

entities that offer or provide consumer financial products or services. 26 In addition, for other 

non bank markets for consumer financial products or services, the Bureau has the authority to 

supervise "larger participants" as the Bureau defines by rule. Under the Bureau's larger participant 

rule for the debt co llection market, the Bureau has supervisory authority over any firm with more 

than $10 million in annual receipts from consumer debt co llection activities. 

In 2016, the Bureau's supervision of debt co llectors uncovered a number of violations of the 

FDCPA. 27 

26 Specifically, the Bureau has authority to supervise certain banks and nonbank entities in the residential mortgage, 

payday lending, and private education lending markets. The Bureau also has the authority to supervise non bank entities 

that offer or provide consumer financial products or services where it has "reasonable cause to determine, by order, after 

notice to the person and a reasonable opportunity for such person to respond ... that such person is engaging, or has 

engaged, in conduct that poses risks to consumers with regard to the offering or provision of consumer financial 

products or service." 12 U.S.C. § 5514{a)(1)(C). 

27 In deference to the importance of confidentiality and consistent with the policies of the prudentia l regulators, the 

Bureau treats information obtained from companies through the supervisory process as confidential and privi leged. See 
12 C.F.R. pt. 1070; CFPB Bulletin 12-01: The Bureau's Supervision Authority and Treatment of Confidential 
Supervisory Information U anuary 2012), available athttp ://files.consumerfinance.gov/f/2012/01/GC_ bulletin_ 12-

01.pdf; see also 12 U .S.C. §§ 1821{t), 1828(x). 
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4.1 Miscoding of accounts unsuitable for 
sale by debt sellers 

The FDCPA prohibits unfair acts or practices in connection with the co llection of a debt. 2s During 

one or more examinations, examiners determined that debt sellers, as a resu lt of widespread 

coding errors, sold thousands of debts that did not properly reflect that: (1) the accounts were in 

bankruptcy, (2) the debt se llers had concluded the debts were products of fraud, or (3) the 

accounts had been settled in full. The relevant accounts sold were in, or likely to be subject to, 

col lections. Supervision concluded that this practice was unfa ir. 

In some cases, coding failed to reflect a pending bankruptcy proceeding when the debt seller had 

received notice that the consumer had filed for bankruptcy. In other instances, one or more debt 

se llers either failed to code accounts to indicate that a fraud claim was pending or fa il ed to code 

accounts to indicate that fraud had occurred. In other cases, one or more debt sellers fa il ed to 

include codes indicating that the debt seller(s) had settled the relevant accounts in fu ll. These 

errors caused or were li kely to cause substantial injury in the form of subjecting consumers to debt 

col lection efforts either: (1) prohibited by the automatic stay provisions of the Bankruptcy Code 29 

or (2) on debts for which the consumer was not responsib le because the relevant accounts were 

impacted by fraud or were settled in fu ll. Supervision directed one or more debt se llers to redress 

consumers impacted by each category of the three coding errors and to enhance service provider 

oversight to include critical vendors performing co llections and processes relating to debt sale 

arrangements, such as suppl iers providing coding services. 

4.2 Unlawful fees 
The FDCPA limits situations where a debt co llector may impose convenience fees. Under Section 

808(1) of the FDCPA,3o a debt collector may not collect any amount unless such amount is 

expressly authorized by the agreement creating the debt or permitted by law. In one or more 

exams, examiners observed that one or more debt co llectors charged consumers a "convenience 

fee" to process payments by phone and on line. Examiners determ ined that this convenience fee 

2s 12 USC 5531(c); 5536(a)(1)(8). 
29 11 USC 362. 
3015 USC 1692f(1). 
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violated Section 808(1) where the consumer's contract does not expressly permit convenience fees 

and the applicable state's law was si lent on whether such fees are permissible. Additionally, under 

Section 807(2)(8) of the FDCPA,31 a debt col lector may not make fa lse representations of 

compensation which may be lawfu lly received by the debt co llector. Examiners determined that 

collectors who demanded these unlawful fees, stated that the fees were "nonnegotiable," or 

withheld information from consumers about other avenues to make payments that would not 

incur the fee after the consumer requested such information vio lated Section 807(2)(8) of the 

FDCPA. 

Supervision also found that one or more debt collectors violated Section 808(1) of the FD CPA by 

charging collection fees in states where collection fees were prohibited or in states that capped 

collection fees at a threshold lower than the fees that were charged. Examiners also observed a 

compliance management system weakness at one or more collectors that had not maintained any 

records showing the relationship between the amount of the collection fee and the cost of 

collection. 

The relevant entities have undertaken remedial and corrective actions regarding these violations; 

these matters remain under review by the Bureau. 

4.3 False representations 
Section 807(10) of the FDCPA prohibits debt col lectors from using any false representation or 

deceptive means to collect a debt or obtain information concerning a consumer. 32 Examiners 

determined that one or more collectors falsely represented to consumers that a down payment was 

necessary in order to establish a repayment arrangement, when the collectors' policies and 

procedures included no such requirement. 

In other cases, one or more collectors falsely represented that the only option for repayment was 

using a checking account, when the debt collectors' policies and procedures did not limit 

repayment to checking accounts. 

3115 USC 1692e(2)(B). 
32 15 USC 1692e(10). 
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At one or more debt co llectors, exam iners identified collection calls where employees purported to 

assess consumers' creditworthiness, cred it scores, or cred it reports, which were misleading 

because co llectors cou ld not assess overall borrower creditworthiness. Co llectors also misled 

consumers by representing that an immediate payment would need to be made in order to prevent 

a negative impact on consumers' credit. 

In one or more instances, examiners observed that col lectors had impersonated consumers wh ile 

using the relevant creditors' consumer-facing automated telephone system to obtain information 

about the consumer's debt. Examiners concluded that this constituted a fa lse representation or 

decept ive means to col lect or attempt to col lect any debt or to obta in information concerning a 

consumer. 

On one or more col lection ca lls, examiners heard collectors tell consumers that the ability to settle 

the collection account was revoked or would expire. Examiners determined that these statements 

were fa lse or were a deceptive means to co llect a debt because the consumers sti ll had the ab il ity to 

settle. The relevant entities have undertaken remedial and corrective actions regarding these 

violations; these matters remain under review by the Bureau. 

4.4 Communication with third parties 
Section 805 of the FDCPA33 proh ibi ts debt co llectors from communicating in connection with the 

col lection of a debt with persons other than the consumer, unless the purpose is to acquire 

information about the consumer's location. Under Section 804 of the FDCPA,34 when 

commun icating with th ird parties to acquire information about the consumer's location, a 

col lector is prohibited from disclosing the name of the debt collection company unless the th ird 

party expressly requests it. 

At one or more debt co llectors, examiners identified several instances where co llectors disclosed 

the debt owed by the consumer to a third party. These third-party communications were often 

caused by inadequate identity verification during telephone ca ll s. Additionally, examiners 

3315 USC 1692c(b). 

34 15 USC 1692b(1). 
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observed several instances where collectors identified their employers to third parties without first 

being asked for that information by the third party. 

The relevant entities have undertaken remedial and corrective actions regarding these violations; 

these matters remain under review by the Bureau. 
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5. Debt collection amicus briefs 
In the past year, the Bureau has fi led briefs as amicus curiae(friend of the court) in four cases 

arising under the FDCPA. Two of these briefs were fi led in the federa l courts of appeals, and two of 

these briefs were filed in the U.S. Supreme Court through the Office of the So licitor General. In 

addition, three cases in which the Bureau fi led amicusbriefs in prior years were decided in 2016. 

Collection of Protected Social Security Funds: Arias amicus brief 

On October 26, 2016, the Bureau fi led an amicus brief in the Second Circuit case of Arias v. 

Gutman, Mintz, Baker & Sonnenfeldt, PCto address when a debt collector violates the FD CPA in 

the course of garnish ing money from an account containing the consumer's Social Security or 

other protected funds. 35 The consumer in this case alleged, among other things, that a debt 

col lection law firm violated the FDCPA by telli ng a consumer that he could protect his Social 

Security benefits from forcib le collect ion only by showing that he had not commingled his benefits 

with non-exempt funds. The district court dismissed the consumer's suit for failure to state a claim 

of either deceptive or unfa ir conduct in vio lation of the FDCPA. 

The Bureau's brief argued that the consumer had stated va lid deception and unfairness claims. 

The brief argued that the debt co llection law firm's alleged conduct was deceptive because it 

misrepresented what the consumer had to do to avoid garnishment of his Social Security benefits. 

The Bureau's brief explained that the law firm's alleged misrepresentation would vio late the 

FDCPA because the misstatement had the capacity to discourage the consumer from fu lly ava il ing 

himself of his legal rights. In particular, the Bureau contended that the law firm's 

35 Brief of Amicus Curiae, Arias v. Gutman, Mintz, Baker & Sonnenfeld(, PC. No. 16-2165 (2d Cir. Oct. 28, 2016), 
available athttps:/ /www.consumerfi na nee .gov /po Ii cy-com pl iance/am icus/briefs/arias-v-gutma n-m i ntz-baker­
son nenfeldt-pc/. 
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misrepresentation would have led a consumer to believe that he had to surmount a potentia lly 

daunting (but evidently fictitious) procedural hurdle to safeguard his exempt Social Security 

benefits from garnishment. 

The Bureau argued that the debt col lection law firm's alleged conduct would also constitute unfair 

conduct. This is because the consumer alleged that the law firm filed a baseless pleading with the 

purpose of intimidating the consumer into forfeiting his right to avoid garnishment of his Social 

Security benefits. The Bureau argued that the district court had erred by relying on the fact that 

the law firm used the right procedures to file its apparently baseless objection: Timely filing and 

service are no substitute for a good faith, reasonable basis to act. Likewise, the Bureau explained 

that the existence of a potential state law remedy for the law firm's conduct did not deprive the 

consumer of his rights under the FDCPA. 

The court has not yet issued a decision in this case. 

Debt Collector Letterhead: Sheriff amicus brief 

On March 2, 2016, the Solicitor General, with the assistance of the Bureau, filed an amicus brief in 

the Supreme Court case of Sheriffv. Gillie to address 1) whether special counsel appointed by the 

attorney general of Ohio to collect debts owed to the state are exempt from the FDCPA's definition 

of "debt collector," and 2) whether the specia l counsel's use of the letterhead of the Ohio attorney 

general violates the FDCPA.36 The FDCPA defines the term "debt co llector" to include any person 

"who regularly collects or attempts to co llect ... debts owed or due another."37 But the definition 

specifically excludes "any officer or employee of a creditor while, in the name of the creditor, 

collecting debts for such creditor," and "any officer or employee of ... any State to the extent that 

collecting or attempting to collect any debt is in the performance of his official duties."38 The 

special counsel argued that they were officers of the state, and thus exempt from the FDCPA. They 

also argued that, even if they were not exempt, they did not violate the FD CPA because, even 

36 Brief of Amicus Curiae, Sherriffv. Gillie, No. 15-338 (U.S. Mar. 2, 2016), available at 
https:/ /www .consumerfi na nee.gov/policy-comp I ia nee/am icus/briefs/ sheriff-gi 11 ie/. 

31 15 U.S.C. § 1692a(6). 

38 15 U.S.C. § 1692a(6)(A), (C). 
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though their debt collection letters used the letterhead of the Ohio attorney general, the letters 

accurately represented their role as special counsel. 

The amicus brief argued that the special counsel were not state officers because they did not 

occupy any state office, and did not exercise any portion of the state's sovereignty. Instead, their 

duties were defined by contracts that declared them to be independent contractors. The brief 

pointed out that the FDCPA draws a distinction between a creditor's use of in-house personnel to 

collect debts, and a creditor's use of outside contractors to perform the same function. The FDCPA 

applies to the latter, but not to the former. The brief argued that it would subvert the basic purpose 

of the FDCPA to exempt Ohio's use of independent contractors from the Act's coverage. 

The brief also argued that whether the special counsel's use of the letterhead of the Ohio attorney 

general was "false, deceptive, or misleading" should be judged from the perspective of an 

"unsophisticated consumer" (also referred to as the "least sophisticated consumer"). Accordingly, 

summary judgment was not appropriate because a reasonable jury could conclude that the use of 

the letterhead violated the FDCPA. The purpose of a letterhead is to identify the sender of the 

letter. Thus, a jury could determine that the special counsel's use of the letterhead falsely implied 

that special counsel worked within the office of the Ohio attorney general, not as independent 

contractors. The FDCPA specifically prohibits false representations as to the source of a debt 

collection letter. 

On May 16, 2016, the Supreme Court resolved the case in favor of the special counsel. 39 The Court 

assumed without deciding that the special counsel were not exempt from the FDCPA as officers or 

employees of the state. But it sided with the special counsel because it did not believe that special 

counsel's use of the letterhead created by false or misleading representation. "The letterhead 

identifies the principal - Ohio's Attorney General - and the signature block names the agent - a 

private lawyer hired as outside counsel to the Attorney General."40 The Court held it significant 

that the attorney general required the special counsel to use the attorney general's letterhead. The 

Court also limited its decision to "special counsel" and noted that "considerations relevant to that 

category may not carry over to other debt-collector relationships."41 

39 Sheriffv. Gillie, 136 S.Ct. 1594 (2016). 

40 Id. at 1601. 

41 Id. at 1601 n.5. 
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Article Ill Standing: Bock amicus brief 

OnJ une 3, 2016, the Bureau filed a supplemental amicusbrief in the Third Circuit in Bock v. 

Pressler & Pressler, LLP, to address consumers' Article III standing to bring suit under the 

FDCPA.42 In this case, a consumer brought suit against a debt-collection law firm that filed a 

state-court debt-collection against him. The consumer alleged that the firm violated the FDCPA by 

falsely representing that an attorney was meaningfully involved in filing the action. In 2015, the 

Bureau and the FTC had jointly filed an amicus brief in the case arguing that a law firm violates 

the FDCPA when it files a debt-collection lawsuit without any attorney meaningfully reviewing the 

case first. 43 In the Bureau's supplemental filing in 2016, the Bureau addressed the consumer's 

Article III standing to bring this suit in light of the Supreme Court's decision in Spokeo v. Robins, 

136 S. Ct. 1540 (2016). The Bureau's supplemental amicus brief argued that a false representation 

made to a consumer in violation of the FDCPA is a concrete harm sufficient to support a 

consumer's standing. OnJune 26, 2016, the Third Circuit issued an order remanding the case to 

the district court for a determination on the consumer's Article III standing. 

Bankruptcy Proofs of Claim: Midland Funding amicus brief 

On December 23, 2016, the Acting Solicitor General, with the assistance of the Bureau, filed an 

amicusbrief in the Supreme Court in Midland Funding, LLC v._/ohnsonto address whether a debt 

collector violates the FDCPA by filing an accurate proof of claim in a bankruptcy proceeding for an 

unextinguished time-barred debt that the creditor knows is judicially unenforceable.44 The 

FDCPA bars a debt collector from "us[ing] any false, deceptive, or misleading representation or 

means in connection with the collection of any debt," and specifically bars debt collectors from 

42 Supplemental Brief of Amicus Curiae, Bock v. Pressler & Pressler, LLP. No. 15-1056 (3d Cir.June 3, 2016), available 
at https:/ lwww .consu merfi na nee.gov/pol icy-com pl ia nee/am icus/briefs/bock-v-pressler-pressler / . 

43 Brief of Amici Curiae, Bock v. Pressler & Pressler, LLP, No. 15-1056 (3d Cir. Aug. 13, 2015), available at 
https:/ /www.consumerfinance.gov/pol icy-comp I iance/ am icus/briefs/bock-pressler-pressle r I . 

44 Brief of Amicus Curiae, Midland Funding, LLC v._/ohnson, No. 16-348 (U.S. Dec. 21, 2016), available at 
https:/ /www.consumerfinance.gov/pol icy-comp I ia nee/am icus/briefs/m idlan d-fu nd i ng-1 lc-v-joh nson/. 
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making a "false representation of ... the character, amount, or legal status of any debt."4s The 

Act also provides that "[a] debt collector may not use unfair or unconscionable means to 

collect or attempt to collect any debt."46 Prior judicial precedent holds that a debt collector 

violates these prohibitions when it files a state-court collection action against a consumer on a 

debt for which the statute of limitations has expired. 

In this case, the debt collector argued, however, that the FDCPA does not prohibit from filing a 

proof of claim in a consumer's bankruptcy proceeding on debt that is known to be time­

barred. The debt collector also argued that, if the FD CPA did contain that prohibition, its 

enforcement would be precluded by the provisions of the Bankruptcy Code. 

The government's amicusbrief argued that the FDCPA did not permit a debt collector to 

knowingly file a proof of claim on time-barred debt in a consumer's bankruptcy proceeding. The 

brief explained that the Bankruptcy Code does not authorize the filing of a proof of claim known to 

be unenforceable but, instead, contemplates that such a claim will be disallowed and provides for 

sanctions and other remedies for abuse of the bankruptcy process. In this context, the brief argues 

that debt collectors that file a proof of claim are making a representation that the filer has a good­

faith basis for believing that the claim is enforceable in bankruptcy. Where that representation is 

false or misleading, the brief argues that the debt collector has violated the FDCPA's prohibitions 

on misrepresentations and unfair debt collection practices, and that this violation can result in real 

harm for consumers who are undergoing the bankruptcy process. 

The court has not yet issued a decision in this case. 

Definition of "debt": Franklin case 

On December 11, 2015, at the invitation of the court the Bureau and the Federal Trade Commission 

jointly filed an amicusbrief in Franklin v. Parking Revenue Recovery Services, taking the 

position that an allegedly unpaid parking fee of $1.50 and a $45 nonpayment penalty constituted 

4s 15 U.S.C. § 1692e, 1692e(2)(A). 

46 15 u.s.c. § 1692f. 
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"debt" covered by the FDCPA.47 In a decision last year, the Seventh Circuit agreed with the joint 

agency position.48 

The court grounded its decision in the FDCPA's definition of "debt," which refers to an "obligation 

of a consumer to pay money arising out of a transaction."49 The court explained that this 

phrase is "a broad reference to many different types of business dealings between parties," but 

includes "only those obligations that are created by the contracts the parties used to give legal 

force to their transaction."5° The court concluded that the payment obligations at issue were debts 

because they arose out of a contract between the parking lot operator and the consumer, and not 

out of a tort or a violation of a municipal ordinance. In reaching this conclusion and reversing the 

district court, the Seventh Circuit rejected the district court's analogy comparing a consumer's 

alleged failure to pay a contractual debt to theft of services, which generally do not give rise to 

FDCPA-covered debts. 

Non-judicial foreclosure: Ho case 

On August 7, 2015, the Bureau filed an amicus brief at the invitation of the Ninth Circuit in Ho v. 

Recon Trust Co., NA, arguing that a trustee who forecloses on a deed of trust in a non-judicial action 

in California can qualify as a "debt collector" under the general definition of that term in the 

FDCPA.51 In a 2-1 decision, the Ninth Circuit concluded that the trustee was not a debt collector 

because it was not attempting to collect money from the plaintiff, but instead was attempting to 

retake and resell the consumer's secured property. The court reasoned that, in selling the property, 

a trustee collects money from the purchaser of the home and not money owed by the consumer, and 

47 Brief of Amici Curiae, Franklin v. Parking Revenue Recovery Servs., Inc., No. 14-3774 (7th Cir. Dec. 11, 2015), 
available athttps:I /www.consumerfinanee.gov/pol icy-compliance/ am icus/b riefs/fran kl in-parking-revenue-recovery­
services/. 

48 Franklin v. Parking Revenue Recovery Servs., Inc., 832 F.3d 741 (7th Cir. 2016) 

4915 U.S.C. 1692a(5). 

so 832 F.3d at 744 (internal quotat ion marks omitted). 

51 Brief of Amicus Curiae, Ho v. ReconTrust Company, N.A., No. 10-56884 (9th Cir. Aug. 7, 2015) (Ho Br.), available at 
https:/ /www.consumerfinance.gov/pol icy-comp I ia nee/am icus/briefs/ho-recontrust/. 
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therefore such money does not constitute "debt" as defined under the FDCPA. The court 

acknowledged that its holding creates a conflict with contrary holdings of both the Fourth and Sixth 

Circuits. 

In a dissenting opinion,J udge Korman noted that a trustee institutes a foreclosure proceeding to 

collect money by forcing a sale of the consumer's secured property and, therefore, qualifies as a 

debt collector under the FDCPA. He also reasoned that the FDCPA does not interfere with 

California law in ways requiring nullification of the Act's provisions, and that the FDCPA's 

preemption provisions allow for operation of California law without the need to exclude an entire 

category of debt collectors from the Act. 

A petition seeking rehearing by the panel or rehearing en bane is currently pending before the 

court. 

"Initial Communication": Hernandez case 

In August 2014, the FTC joined the CFPB in filing an amicusbrief in the Ninth Circuit in 

Hernandez v. Williams, Zinman & Parham, P.C, urging it to reject an interpretation of the phrase 

"initial communication" that was both overly narrow and contravened the text of, and legislative 

intent behind, the FDCPA.52 InJ uly 2016, the U.S. Court of Appeals for the Ninth Circuit issued a 

decision in a case agreeing with that position.53 The FDCPA provision requires that "a debt 

collector" send a debt-validation notice either "[w]ithin five days after the initial communication 

with a consumer in connection with the collection of any debt" or in "the initial communication" 

itself. s4 This notice triggers a thirty-day period in which consumers may dispute the debt and 

request information about the original creditor. 55 The joint amicusbrief argued that this 

provision applies to each debt collector that contacts a consumer about a debt, not just the initial 

debt collector to collect a given debt (as the defendant argued and the district court held). Agreeing 

52 Brief of Amici Curiae, Hernandez v. Williams, Zinman & Parham, P.C, No. 14-1 5672 (9th Cir. Aug. 20, 2014), 
available athttps://www.consumerfinance.gov/pol icy-comp I ia nee/am i cus/briefs/hernandez-wi 11 iams-zi n man­
parham/. 

53 Hernandez v. Williams, Zinman & Parham PC, 829 F.3d 1068 (9th Cir. 2016). 

541 5 U.S.C. § 1692g(a). 

55 Jcf. § 1692g(b). 
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with that position, the court unanimously held that, although the text is ambiguous when read in 

isolation, the provision unambiguously applies to all debt co llectors when it is read in light of the 

statutory context and purposes. In particular, the court noted that the Act uses the phrase "a debt 

col lector" throughout the statute to impose obligations and restrictions on all debt co llectors 

throughout the entire debt co llection process, and that imposing the val idation-notice requirement 

on ly on initial debt co llectors as the defendant urged wou ld create loopholes that wou ld 

undermine the statute's protections. 
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6. Enforcement 
Enforcement 

The Bureau announced ten new law enforcement actions in 2016 related to unlawful collection 

conduct in violation of the FD CPA, the Consumer Financial Protection Act of 2010 ("CFPA"), or 

both. Some of these actions are still pending. The Bureau also continues to be in active litigation 

on one debt collection matter filed in 2013 and two filed in 2015. In addition to the Bureau's public 

enforcement actions involving debt collection practices, the Bureau is conducting a number of 

non-public investigations of companies to determine whether they engaged in collection practices 

that violate the FDCPA or the CFPA. 

In 2016, public actions involving debt collection have resulted in over $39 million in consumer 

relief and over $20 million paid into the civil penalty fund, which is used to provide relief to 

eligible consumers who would not otherwise get full compensation or, to the extent that is not 

practicable, to provide consumer education and financial literacy programs designed to help 

consumers. 

6.1 CFPB law enforcement actions 
In the Matter of Citibank, N.A. 

(File No. 2016-CFPB-0003) (consent order entered February 23, 2016) 

The Bureau took two separate actions against Citibank for illegal debt sales and debt collection 

practices, and two actions against Citibank's law firms for unlawful debt collection l itigation 

practices. 

In the first action (File No. 2016-CFPB-0003), the Bureau found that Citibank provided inaccurate 

and inflated APR information for almost 130,000 credit card accounts it sold to debt buyers. The 

buyers then used the exaggerated APR in debt collection attempts. Citibank also failed to promptly 

forward to debt buyers approximately 14,000 customer payments tota ling almost $1 million. 
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Citibank was ordered to provide $4.89 million in consumer relief and pay a $3 million civil 

penalty. The CFPB's order also requires Citibank to provide certain account documentation when 

it sells debt, include provisions in its debts sa les contracts that prohibit the resale of debt, and 

upon request make certain information available to consumers about the debt being sold. 

In the Matter of Citibank, N.A. et al. 

(File No. 2016-CFPB-0004) (consent order entered February 23, 2016) 

In the Matter of Solomon & Solomon 

(File No. 2016-CFPB-0005) (consent order entered February 23, 2016) 

In the Matter of Faloni & Associates56 

(File No. 2016-CFPB-0006) (consent order entered February 23, 2016) 

In the second action (File No. 2016-CFPB-0004), the CFPB found that Citibank and two of its 

affiliates - Department Stores National Bank and CitiFinancial Servicing, LLC -, filed altered 

affidavits in numerous New Jersey state court debt collection actions. In 2011, Citibank learned 

that at least two of its local law firms, Faloni & Associates, LLC, and Solomon & Solomon, P.C., had 

taken affidavits signed by Citibank employees and altered the dates of affidavits, the amount of the 

debt allegedly owed, or both, after the affidavits were executed. Citibank later ceased sending new 

accounts to the law firms and dismissed all pending actions in which the affidavits were used. The 

CFPB's order requires Citibank to comply with a New jersey state court order, in which Citibank 

had to refund $11 million collected from consumers and stop collection of an additional $34 

mil lion in debts, both of which Citibank has done. Consistent with the Bureau's Responsible 

Business Conduct bulletin, the CFPB did not impose civil money penalties on Citibank for this 

violation, in light of its efforts to recompense harmed consumers. Solomon & Solomon, P.C., was 

ordered to pay a $65,000 civi l penalty. Faloni & Associates, LLC, was ordered to pay a $15,000 

civil penalty. In addition, the CFPB ordered Cit ibank to enhance its overs ight and compliance 

management systems to ensure that its service providers, including local debt col lection counsel, 

do not alter affidavits or file altered affidavits in court regarding the collection of consumer 

financial debt. 

56 http://www.consumerfinance.gov/a bout-us/newsroom/ cfpb-orders-citi bank-to-provide-relief-to-consumers-for ­
i I lega I-debt-sales-and-collect ion-practices/ 

35 



In the Matter of Pressler & Pressler, LLP, Sheldon H. Pressler and Gerard_/. Felt 

(File No. 2016-CFPB- 0009) (consent order entered April 25, 2016) 

In the Matter of New Century Financial Servicess1 

(File No. 2016-CFPB- 0010) (consent order entered April 25, 2016) 

The Bureau took action against the debt collection law firm Pressler & Pressler, LLP, two principal 

partners, and New Century Financial Services, Inc., a debt buyer. The Bureau found that the 

companies and individuals made false or empty allegations about consumer debts, filed lawsuits 

based on unreliable or false information, and harassed consumers with unsubstantiated court 

filings. The consent orders bar the companies and individuals from illegal practices that can 

deceive or intimidate consumers, such as filing lawsuits without determining if debts in question 

are valid. The orders also require the firm and the named partners to pay a $1 million civil penalty, 

and New Century to pay a $1.5 million civil penalty. 

In the Matter of TMX Finance LL css 

(File No. 2016-CFPB-0022) (consent order entered September 26, 2016) 

The Bureau took action against TMX Finance LLC, one of the nation's largest auto title loan 

lenders, for presenting consumers with misleading loan information and engaging in unfair in­

person debt collection tactics that illegally exposed information about debts to borrowers' 

employers, friends, and family. The Bureau ordered TMX Finance, which operates through a host 

of state subsidiaries under the names TitleMax, TitleBucks, and Instaloan, to stop abusive loan­

repayment policies and intrusive visits to consumers' homes and workplaces and to pay a $9 

million civil penalty. 

57 http://www.consu m erfi nance.gov la bout-us/ newsroom/ cfpb-ta kes-action-ha lt-i I leg a I-debt-col I ection-practices­
lawsu it-mi 11-a nd-debt-buyer / 

58 http:/ /www.consumerfinance.gov/about-us/newsroom/ cfpb-fi nes-titlemax-parent-compa ny-9-mi 11 ion-luring­
consu mers-more-costly-loans/ 
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In the Matter of Navy Federal Credit Unions9 

(File No. 2016-CFPB-0024) (consent order entered on October 11, 2016) 

The Bureau took action against Navy Federal Credit Union for subjecting its members, which 

include active-duty military, retired servicemembers, and their families, to unlawful debt 

collection practices. The Bureau found that Navy Federal falsely threatened legal action and wage 

garnishment, falsely threatened to contact commanding officers to pressure servicemembers to 

repay, misrepresented the credit consequences of falling behind on a loan, and illegally froze 

members' access to their accounts. In the consent order, the credit union agreed to correct its debt 

collection practices, pay approximately $23 million in redress to victims, and pay a $5.5 million 

civil penalty. 

CFPB, et al. v. Mac Kinnon, et al. 60 

(W.D.N.Y. Case 1 :16-cv-00880) (complaint filed November 2, 2016) 

In partnership with the New York Attorney General, the Bureau filed a lawsuit in a federal district 

court against the leaders of a massive debt collection scheme based out of Buffalo, N.Y. The lawsuit 

alleges Douglas MacKinnon and Mark Gray operate a network of companies - Northern 

Resolution Group LLC, Enhanced Acquisitions LLC, and Delray Capital LLC - that harass, 

threaten, and deceive millions of consumers across the nation into paying inflated debts or 

amounts they may not owe. The Bureau is seeking to shut down this illegal operation and to obtain 

compensation for victims and a civil penalty against the companies and partners. This action is 

still pending. 

In the Matter of: Moneytree, Inc.61 

(File No. 2016-0028) (consent order entered on December 16, 2016) 

The Bureau took action against Moneytree, Inc., a financial services company that offers payday 

loans and check-cashing services, for misleading consumers regarding the cost of tax-refund 

59 http://www.consumerfina nee .gov/a bout-us/newsroom/ cfpb-orders-navy-fede ra I-erect it-u nion-pay-285-mi 11 ion­
im proper-debt-co I lection-actions/ 

60 http://www.consumerfina nee .gov/a bout-us/ newsroom/ cfpb-a nd-new-york-attorney-genera 1-fi le-lawsuit-against­
i I lega 1-nati onwide-debt-col lection-scheme/ 

61 http: I lwww. consume rfi nan ce .gov I about-us/ newsroo ml cf pb-ta kes-a ction-a ga i nst-m on eytree-de ce ptive-a dvert is i ng­
a n d-co 11 ectio n-p ra c ti ces/ 
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check-cashing services, withdrawing money from consumers' bank accounts without required 

preauthorization, and misrepresenting the company's ability to repossess consumer vehicles when 

attempting to collect overdue unsecured loans. In the consent order, the company agreed to cease 

its illegal conduct, provide over $255,000 in redress to consumers, and pay a $250,000 civil 

penalty. 

6.2 Continuation of pre-2016 matters 

CFPB v. CashCal/, Inc., et al. 62 

(C.D.Cal. File CV 15-7522-J FW (RAOx) (complaint filed December 16, 2013 in D. Mass. No. 1:13-

cv-13167; order denying defendants' motion for judgment on the pleadings entered on December 

30, 2015; order granting plaintiff's motion for partial summary judgment entered on August 31, 

2016; order granting defendants' motion for certification of interlocutory appeal and stay entered 

onjanuary 3, 2017). 

In 2013, the Bureau filed a lawsuit against on line loan servicer CashCall Inc., its owner, a 

subsidiary, and an affiliate, for collecting money consumers do not owe, because the underlying 

loans were void under state lending or licensing laws. In December 2015, the court denied the 

defendants' motion for judgment on the pleadings, holding that a CFPA UDAAP claim could be 

predicated on conduct which also constituted a state law violation and that the CFPA prohibition 

against establishing a usury cap does not prevent the CFPB from enforcing the UDAAP prohibition 

in connection with the collection of void debts. 

In August 2016, the district court granted the Bureau's motion for partial summary judgment and 

denied the defendants' summary judgment motion. The Court's ruling resolves all issues of 

liability in the Bureau's favor, and leaves open only the issues of relief, penalty, and injunction. In 

January 2017, the district court granted defendants' motion for certification of interlocutory 

appeal and stay. This action is still pending. 

62 http:/ /www.consumerfinance.gov la bout-us/ newsroom/ cfpb-sues-cashca 11-for- i 1 lega I-on I ine-loan-servici ng/ 
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CFPB v. Universal Debt & Payment Solutions, LLC, et al. 63 

(N.D.GA No. 1 :15-CV-0859) (complaint filed March 26, 2015; preliminary injunction issued April 

7, 2015). 

On April 7, 2015, the Bureau obtained a preliminary injunction that froze the assets and enjoined 

unlawful conduct related to a phantom debt collection scheme. The Bureau's suit against a group 

of seven debt collection agencies, six individual debt collectors, four payment processors, and a 

telephone marketing service provider alleges violations of the FDCPA and the CFPA's prohibition 

on unfair and deceptive acts and practices, and providing substantial assistance to unfair or 

deceptive conduct. The complaint alleges that the individuals, acting through a network of 

corporate entities, used threats and harassment to collect debt that is not payable to those 

attempting to collect it. The complaint alleges that the debt collectors' misconduct was facilitated 

and substantially assisted by payment processors and a telephone service provider, which were 

also named as defendants in the lawsuit. This action is still pending. 

CFPB v. NDG Financial Corp., et al. 64 

(S.D. N.Y. No.1:15-cv-05211-CM) (complaint filedJuly 31, 2015; amended complaint filed 

December 11, 2015; order denying defendants' motion to dismiss entered on December 2, 2016; 

order denying defendants' motions for reconsideration and certification for interlocutory appeal 

entered on December 19, 2016). 

In December 2015, the Bureau filed an amended complaint against the NDG Financial 

Corporation, nine of its affiliates, and four individual defendants for engaging in unfair, deceptive, 

and abusive practices relating to its payday lending enterprise. The amended complaint alleges 

that the enterprise, which has companies located in Canada and Malta, originated, serviced, and 

collected payday loans that consumers were not obligated to repay under state licensing and usury 

rules, represented that U.S. federal and state laws did not apply to the Defendants or the payday 

loans, and secured repayment using unfair and deceptive collections practices, all in violation of 

the CFPA. The Bureau also named twelve corporations and individuals affiliated with NDG as 

63 http://www.consu m erfi nance.gov/ about-us/newsroom/ cfpb-sues-pa rticipa nts-i n-robo-cal 1-phantom-debt-col lection­
operation/ 

64 http:/ /www.consumerfinance.gov/about-us/newsroom/cfpb-sues-offshore-payday-lender I 
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relief defendants, alleging that they received funds via the aforementioned practices to which they 

were not legally entitled. On December 2, 2016, the Court denied all defendants' motions to 

dismiss based on lack of personal jurisdiction and failure to state a claim. This action is still 

pending. 

6.3 FTC law enforcement actions 
Fromjanuary 1 through December 31, 2016, the FTC brought or resolved 12 debt collection cases. 

In several of its Section 13(b) cases, the Commission obtained preliminary relief that included ex 

partetemporary restraining orders with asset freezes, immediate access to business premises, and 

appointment of receivers to take over the debt collection businesses. 

The Commission's recent efforts to protect consumers from deceptive and abusive debt collection 

practices culminated in Operation Collection Protection. This initiative, which the FTC began in 

2015, was the first coordinated federal-state-local enforcement initiative targeting illegal debt 

collection. The nationwide crackdown included over 165 actions by more than 70 federal, state, 

and local law enforcement and regulatory authorities against collectors who used illegal tactics 

such as harassing phone calls and false threats of litigation or arrest. 65 Participants in the 

initiative continue to work closely together to share information and coordinate actions. The FTC's 

actions, involving (1) phantom debt collection, (2) collection via unlawful text messages and 

emails, (3) other FDCPA and FTC Act violations, and (4) Fair Credit Reporting Act violations, are 

discussed below. 

65 See, e.g., Press Release, FTC and Federal, State and Local Law Enforcement Partners Announce Nationwide 
Crackdown Against Abusive Debt Collectors (Nov. 4, 2015), available athttps:/ lwww.ftc.govlnews-eventslpress­
releasesl2015/111ftc-federal-state-local-law-enforcement-partners-announce; Press Release, FTC and State Law 
Enforcement Partners Announce More Actions and Resu lts in Continuing Crackdown Against Abusive Debt Col lectors 
U an. 7, 2016), available athttps://www.ftc.gov/news-events/press-releases/2016/01/ftc-state-law-enforcement­
partners-annou nce-more-actions-resu Its; Press Release, FTC and Illinois Attorney General Halt Chicago-Area 
Operation Charged with Collecting and Selling Phantom Payday Loan Debts (Mar. 30, 2016), available at 
https://www.ftc.gov/news-eventslpress-releasesl2016/03/ftc-i II i nois-attorney-genera I-ha I t-chicago-a rea-operation­
cha rged; Press Release, FTC Actions: Debt Collectors Banned from Debt Collection Business (Sept. 7, 2016), available 
at h ttps: I /www.ftc.gov I news-even ts/press-re I eases/2O16/09/ftc-a cti o ns-de b t-co 11 ectors-ba n n ed-de bt-co 11 ect ion-
bus in ess; Blog Post, A Debt Collection Round-up (Dec. 27, 2016), available at 
https://www.consumer.ftc.gov/blogldebt-col lection-round; Blog Post, Collection Protection reflection (Dec. 30, 2016), 
available at https:/ lwww.ftc.gov/news-eventslblogs/busi ness-blogl2016112/ col lection-protection-
reflection ?utm_sou rce=govdel ivery. 
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6.3.1 Phantom Debt Collection 

The Commission has continued its efforts to fight "phantom debt co llection" th is year. Phantom 

debt col lectors engage in unfa ir, deceptive, or abusive conduct by attempting to co llect on debts 

that either do not exist or are not owed to the phantom debt collector. The Com mission in it iated or 

reso lved three actions involving phantom debt collection in 2016: SQ Capital LLC, Stark Law 

LLC, and Kelly S. Brace. SQ Capita/and Stark Laware the first two cases brought by the FTC 

against operations for alleged ly se lli ng fake debt portfolios. This past year, the Commission also 

returned money to thousands of consumers who were targeted by the phantom debt schemes in 

Centro Natural Corp. and Broadway Global Master Inc. 

In December, the Commission charged SQ Capita/with selling portfolios of fake payday loan debts 

that debt co llectors used to get people to pay on debts they did not owe.66 According to the 

complaint, the defendants' fake portfolios listed social security numbers and bank account 

numbers of real consumers, but falsely claimed that the purported borrowers had failed to repay 

debts they never owed, to lenders who did not make these loans.67 The complaint also al leges that 

the defendants did not have the authority to sell debts of the lenders they named. At the FT C's 

request, a federa l court entered a pre li minary injunction ha lt ing th is operation pending litigation. 

In March, the FTC partnered with the Illi nois Attorney General to shut down a Chicago-area 

operation that allegedly threatened and intimidated consumers to co llect phantom payday loan 

debts they did not owe, or did not owe to the defendants. 68 The Stark Lawdefendants al legedly 

66 FTC v._/oeUerome Tucker, 2:16-cv-082816 (D. Kan. Dec. 16, 2016) (Complaint); see also Press Release, FTC Charges 
Defendants with Selling Fake Payday Loan Debt Portfolios Uan. 9, 2017), available athttps:l /www.ftc.gov/news­
events/press-releases/2017 /01 /ftc-cha rges-defenda nts-sel Ii ng-fa ke-payday-loa n-debt-po rtfol ios. 

67 To add credibility to some of the fake loans in their portfolios, the defendants used the name of a purported lender 
associated with another Commission law enforcement action, FTC v. AMG Services, 2:12-cv-00536 (D. Nev. Sept. 30, 
2016) (Order). In September 2016, a federal court ordered the defendants in the AMGpayday lending scheme to pay a 
record $1.3 billion for deceiving and illegal ly charging consumers undisclosed and inflated fees. Id.; see also Press 
Release, U.S. Court Finds in FTC's Favor and Imposes Record $1.3 BillionJ udgment Against Defendants Behind AMG 
Payday Lending Scheme (Oct. 4, 2016), available athttps://www.ftc.gov/news-events/press-releases/2016/10/us­
cou rt-fi nds-ftcs-favor-im poses-record-1 3-bi I lion-judgment. 

68 FTC v. Stark Law, LLC, No. 1:16-cv-3463 (N.D. Ill. Mar. 21, 2016) (Complaint); see also Press Release, FTC and 
Illinois Attorney General Halt Chicago-Area Operation Charged with Collecting and Selling Phantom Payday Loan 
Debts (Mar. 30, 2016), available athttps://www.ftc.gov/news-events/press-releases/2016/031ftc-illinois-attorney­
genera I-ha It-ch icago-area-operation-cha rged . 
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called consumers and demanded immediate payment for supposedly delinquent loans, often 

armed with consumers' sensitive personal and financial information. Defendants also allegedly 

threatened consumers with lawsuits or arrest, deceptively held themselves out as a law firm with 

authority to sue and obtain substantial judgments against delinquent consumers, and disclosed 

debts to relatives, friends and co-workers. As in SQ Capital, the complaint also charged defendants 

with unlawfully selling portfolios of fake debt to other debt collectors in violation of the FTC Act. 

The court entered an ex partetemporary restraining order (and later a preliminary injunction) 

with an asset freeze, appointment of a receiver, and injunctive relief prohibiting the defendants 

from selling fake debt portfolios or from making the misrepresentations at issue in this case. 

Litigation continues in this matter. 

In Brace, the FTC and New York Attorney General successfully resolved their litigation against 

another phantom debt collection scheme. The complaint in this case, filed in October 2015, alleged 

that the defendants attempted to collect on payday debts they knew were bogus. 69 According to 

the complaint, the defendants bought payday loans supposedly owed to a company that repeatedly 

told them to stop collection efforts because the debts were fabricated, and ignored consumers' 

evidence that they had never authorized a payday loan. The defendants allegedly employed other 

deceptive and abusive tactics to get consumers to pay, including false threats of lawsuits and 

arrest. The Court granted - over the defendants' objections - the plaintiffs' request to enter a 

temporary restraining order halting their operations, and, shortly thereafter, entered a stipulated 

preliminary injunction. In the summer of 2016, the FTC and the New York AG secured a stipulated 

final order banning the defendants from the debt collection business, prohibiting other deceptive 

claims, and imposing a judgment of more than $18.4 million, which was partially suspended based 

on inability to pay.70 The plaintiffs also secured an order against a relief defendant imposing a 

partially-suspended $418,000 judgment. 

In addition to the law enforcement actions above, this past year the Commission also returned 

funds to consumers who lost money to phantom debt collection operations previously stopped by 

69 FTC and State of New York v. Brace, No. 1:15-cv-00875-RJ A (W.D.N.Y. Oct. 5, 2015) (Complaint). 

7° FTC and State of New York v. Brace, No. 1 :15-cv-00875-RJA (W.D.N.Y. Aug. 18, 2015) (Stipulated Order), see also 
Press Release, FTC Action: Debt Collector Banned from Collection Business (Aug, 24, 2016), available at 
https://www.ftc.gov/news-events/press-releases/2016/08/ftc-action-debt-col lecto r-banned-col lection-busi ness. 
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the FTC. In November 2016, the agency mailed 3,446 checks totaling more than $830,000 to 

consumers in the Centro Natural Corp. matter.71 The Comm ission had secured stipulated orders 

banning defendants from debt collection or telemarketing, afte r alleging that they targeted 

thousands of Spanish-speaking consumers with un lawful tactics to co llect on fake debts and to 

coerce consumers into purchasing goods that they did not want.72 In Apri l, the Commission 

mai led 1,701 checks tota ling more than $596,000 to consumers who lost money to the fraudu lent 

scheme in Broadway Global Master Inc. 73 The agency had previously secured a sti pulated order 

banning th is operation from the debt collection business because of allegations that it harassed 

consumers into paying phantom debts.14 

6.3.2 The FTC's Messaging for Money Sweep: Debt 
Collection Via Unlawful Text Messages and Emails 

The Commission has also continued its efforts to pursue schemes that use deceptive, threatening 

or otherwise un lawfu l text messages or emails to target consumers. In 2015, the Commission 

launched a law enforcement sweep, called "Messaging for Money," to stop three operations 

engaged in such practices. This past year, the FTC won summary judgment in one of those cases 

(The Primary Group Inc.), and successfully reso lved the charges against nine of the defendants in 

the other two matters (Premier Debt Acquisitions LLCand Unified Global Group, LL(). 

71 Press Release, FTC Returns Money to Victims of Debt Collection Scheme (Nov. 14, 2016), available at 
https:/ /www.ftc.gov/news-events/press-releases/2016/11 /ftc-returns-money-vi cti ms-debt-collection-scheme. 

72 FTC v. Centro Natural Corp., No. 14-cv-23879 CMA (S.D. Fla.J une 30, 2015) (Stipulated Order); see also Press 
Release, FTC Action Puts an End to Fraudulent Debt Col lection Scheme that Targeted Spanish-Speaking Consumers 
U uly 8, 2015), available athttps://www.ftc.gov/news-events/press-releases/2015107 / ftc-action-puts-end-fraudulent­
debt-col lection-scheme-targeted . 

73 Press Release, FTC Returns Money to Consumers Harmed by Scam That Collected Millions in Phantom Payday Loan 
Debts {Apr. 6, 2016), available athttps://www.ftc.gov/news-events/press-releases/2016/04/ftc-returns-money­
consu mers-ha rmed-scam-co llected-m i 11 ions. 

74 FTC v. Broadway Global Master Inc .. No. 2:12-cv-0855J AM GGH (E.D. Cal. Sept. 10, 2015) (Stipulated Order); see 
also Press Release, FTC Action Stops Scammers Who Collected Mil lions in Phantom Payday Loan Debts (Sept. 16, 
2015), available at https:/lwww.ftc.gov/news-events/press-re leases/2015/09/ftc-action-stops-scam mers-who-
co I lected-m ii I ions-phantom-payday. 
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InJ une 2016, the court in The Primary Group matter granted the FT C's summary judgment 

request on all counts against an unlawful debt collection operation.7s The court found that, as 

alleged by the Commission, these defendants deceived consumers using text messages, emails, and 

phone calls that falsely threatened consumers with arrest or lawsuits if they did not make debt 

collection payments. The court also found that they unlawfully contacted consumers' friends, 

family members, and employers; withheld information consumers needed to confirm or dispute 

debts; and did not identify themselves as debt collectors, as required by law.76 The court 

permanently banned two defendants from debt collection activities and imposed a judgment of 

$980,000. 

The Commission successfully resolved Premier Debt Acquisitions inJ anuary 2016 by securing a 

stipulated order banning the defendants from debt collection activities and imposing a judgment 

of $2,229,756, which was partially suspended. 77 The complaint alleged that defendants 

impersonated law enforcement and government officials, falsely threatened consumers with a 

lawsuit or arrest, and falsely threatened to charge some consumers with criminal fraud, garnish 

their wages, or seize their property.78 In text messages, the defendants allegedly claimed they 

would sue consumers and threatened to seize consumers' possessions unless they paid. In 

voicemails, the defendants also allegedly falsely claimed that a "uniformed officer" was on the way 

to consumers' homes. In addition to banning the defendants from the debt collection industry, the 

order prohibits them from making misrepresentations about other financial products or services. 

75 FTC v. The Primary Group, No. 1:15-cv-1 645 (N.D. Ga. May 19, 2016) (Order Granting Summary J udgment); see also 
Press Release, FTC Action: Debt Collector Banned from Debt Collection Business U une 16, 2016), available at 
https:/ /www.ftc.gov/news-events/ press-releases/2016/06/ftc-action -debt-col lector-ba n ned-debt-col lection-busi ness. 

76 FTC v. The Primary Group, No. 1 :15-cv-1645 (N.D. Ga. May 11, 2015) (Complaint); see also Press Release, FTC Halts 
Three Debt Collection Operations That Allegedly Threatened and Deceived Consumers via Illegal Text Messages (May 
21, 2015), available athttps://www.ftc.gov/news-events/press-releases/2015/05/ftc-halts-three-debt-collection­
operations-a I leged ly-th reatened. 

77 FTC v. Premier Debt Acquisitions LLC, No. 1 :15-cv-00421-FPG (W.D.N.Y.Jan. 7, 2016) (Order); see also Press 
Release, FTC and State Law Enforcement Partners Announce More Actions and Results in Continuing Crackdown 
Against Abusive Debt Collectors U an. 7, 2016), available athttps://www.ftc.gov/news-events/press­
releases/2016/01 /ftc-state-law-enforcement-partners-a n nounce-more-actions-resu I ts. 

78 FTC v. Premier Debt Acquisitions LLC, No. 1:15-cv-00421 -FPG (W.D.N.Y. May 11, 2015)(Complaint); see also Press 
Release, FTC Halts Three Debt Collection Operations That Allegedly Threatened and Deceived Consumers via Illegal 
Text Messages (May 21, 2015), available athttps:/ lwww.ftc.gov/news-events/press-releases/2015/05/ftc-halts-three­
debt-collection-operations-allegedly-threatened. 
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In FTC v. Untfied Global Group, the FTC secured an approximately $27 million judgment and 

significant injunctive relief in a settlement with four defendants involved in an abusive debt 

collection operation. The FTC's complaint against Unified Global Group79 alleged that the 

defendants sent texts to trick consumers into calling them back. The texts included false 

statements such as, "YOUR PAYMENT DECLINED WITH CARD ****-****-****-5463 . . . CALL 

866.256.21 17 IMMEDIATELY," even though consumers had never arranged to make payments to 

the defendants. The defendants also allegedly used deceptive emails and calls that th reatened 

arrest and civil lawsuits, and unlawfully contacted consumers' fr iends, families, and co-workers 

about the supposed debts. In August 2016, the court entered a stipulated order banning the 

settling defendants from all debt collection activities and imposing a judgment of approximately 

$27 million, which was partially suspended because of their inability to pay. 80 Litigation continues 

against the sole remaining defendant. 

6.3.3 Other Actions to Halt FDCPA and FTC Act Violations 

In addition to the cases described above, the FTC successfully resolved five other actions in 2016 to 

protect consumers from unlawful collection practices: (1) Federal Check Processing, (2) 

Commercial Recovery Systems, (3) Warrant Enforcement Division; (4) AFS Legal Services, and 

(5) BAM Financial. In the first two cases, the FTC secured summary judgment wins against the 

defendants. The FTC also continued litigating Vantage Point Services, filing a motion for 

sum mary judgment and securing additional preliminary relief against a defendant. 

In FTC v. Federal Check Processing Inc., the court granted the Commission's request for summary 

judgment against a Buffalo, New York-based debt collection scheme.81 The district court adopted 

79 FTC v. Untfied Global Group, LLC, 15-cv-422-W (W.D.N.Y. May 11, 2015) (Complaint); see also Press Release, FTC 
Halts Three Debt Collection Operations That Al legedly Threatened and Deceived Consumers via Illegal Text Messages 
(May 21, 2015), available athttps:/ lwww.ftc.gov/news-events/press-releases/2015/05/ftc-ha Its-three-debt­
collection-operations-allegedly-threatened. 

80 FTC v. Unified Global Group, LLC, 15-cv-422-W (W.D.N.Y. Aug. 26, 2016) (Order); see also Press Release, FTC 
Actions: Debt Collectors Banned from Debt Collection Business (Sept. 7, 2016) available at https://www.ftc.gov/news­
events/press-releases/2016/09/ftc-actions-debt-co I lectors-banned-debt-co I lection-busi ness. 

81 FTC v. Federal Check Processing, Inc., No. 1 :14-cv-00122 (W.D.N.Y Oct. 13, 2016) U udgment and Permanent 
Injunction); see also Press Release, FTC Wins Summary J udgment Against Buffalo, NY-based Abusive Debt Collectors; 
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the magistrate judge's recommendation and report that found that defendants had violated the 

FTC Act and the FDCPA by falsely claiming to be government officials, falsely threatening 

consumers with litigation or arrest, and systematically disclosing consumers' debts to their 

friends, family, and co-workers to coerce payment.82 The court had previously entered an ex parte 

temporary restraining order, followed by a stipulated preliminary injunction, to halt this abusive 

debt collection operation. The final order bans the defendants from the debt collection industry 

and requires them to pay a nearly $11 million judgment. 

In United States v. Commercial Recovery Systems, Inc., a case that the FTC referred to the 

Department of Justice for prosecution, the court entered summary judgment against two 

defendants in an unlawful debt collection operation. The court found that the debt collectors had 

"repeatedly and routinely violated the FDCPA ... in multiple ways, by making blatantly false 

representations for the purpose of intimidating consumers into paying debts."83 Among other 

things, the court found that their routine threats to sue consumers were "patently false," and 

further that they falsely impersonated attorneys and threatened to seize or garnish consumers' 

property or wages. The court banned the two defendants from debt collection, and will determine 

the civil penalty amount to impose on one of them, the president of the company.84 Additionally, 

the government secured a stipulated final order against the remaining individual defendant 

subjecting him to the same ban and imposing a $496,000 civil penalty judgment {partially 

suspended due to an inability to pay). ss 

Injanuary 2016, the Commission also successfully resolved its action in Warrant Enforcement 

Division. The FTC's complaint in this matter alleged that the defendants, while under contract to 

Defendants Banned from Collection Business (Oct. 31, 2016), available athttps:l lwww.ftc.gov/news-eventslpress­
releasesl201611 Olftc-wi ns-sum ma ry-j udgment-aga inst-buff al o-ny-based-abusive-debt. 

82 FTC v. Federal Check Processing, Inc., No. 1 :14-cv-00122 (W.D.N.Y Mar. 25, 2014) (Complaint), see also Press 
Release, At FTC's Request Court Halts Debt Collector's Allegedly Deceptive and Abusive Practices, Freezes Assets 
(Sept. 23, 2 014 ), available at http :I lwww .ftc.gov I news-eventslpress-releasesl2014103/ftcs-request-cou rt-ha Its-debt­
collectors-al leged ly-deceptive. 

83 United States v. Commercial Recovery Sys., Inc., No. 4:15-cv-36 (E.D. Tex. Apr. 7, 2016) (Memorandum Opinion and 
Order). 

84 United States v. Commercial Recovery Sys., Inc., No. 4:15-cv-36 (E.D. Tex. Apr. 18, 2016) (Order); see also Press 
Release, FTC Action: Debt Collector Banned from Collection Business (Sept. 22, 2016), available at 
https:I /www .ftc.gov I news-eventslpress-releases/20161091ftc-actio n-debt-col lector-ba n ned-col lection-busi ness. 

85 United States v. Commercial Recovery Sys., Inc., No. 4:15-cv-36 (E.D. Tex. Sept. 21, 2016) (Order) 
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collect overdue utility bills, traffic tickets, court fines, and other debts for local governments in 

Texas and Oklahoma, sent consumers letters and postcards containing false or unsubstantiated 

threats of arrest that appeared to come from a municipal court. BG The FTC charged that the false 

and unsubstantiated threats made to collect municipal court debts violated the FTC Act, and those 

made to collect utility debts violated both the FTC Act and the FDCPA. Under a stipulated order 

for permanent injunction, the defendants are prohibited from misrepresenting any material fact in 

collecting debts, including that failure to pay a debt will result in the consumer being arrested or 

jailed, having their vehicle impounded, or being unable to renew their driver's license. B7 The order 

also imposed a $194,888 judgment that was suspended based on the defendants' inability to pay. 

Similarly, the Commission secured a final order in its suit against AFS Legal Services, resolving 

charges that the defendants impersonated investigators and law enforcement, and threatened to 

arrest, jail, and sue consumers if they did not pay debts. BB According to the FTC's complaint, filed 

in October 2015, the defendants often had consumers' personal information - such as social 

security and bank account numbers - that caused consumers to believe that the calls and 

associated threats were legitimate. B9 The collectors also allegedly made harassing calls and 

contacted relatives, friends, and co-workers about consumers' debts. The stipulated final order, 

entered in August 2016, bans the defendants from debt collection activities and imposes a 

judgment of more than $4.4 million, the amount consumers lost to this scheme. 

86 FTCv. Municipal Recovery Servs. Corp., No. 15-CV-04064-N (N.D. Tex. Dec. 24, 2015) (Complaint). 

87 FTC v. Municipal Recovery Servs. Corp., No. 15-CV-04064-N (N.D. Tex. J an. 29, 2016) (Order); see also, Press 
Release, FTC and State Law Enforcement Partners Announce More Actions and Results in Continuing Crackdown 
Against Abusive Debt Collectors U an. 7, 2016), available athttps://www.ftc.gov/news-events/press­
releases/2016/01/ftc-state-law-enforcement-partners-announce-more-actions-results. 

88 FTC v. Nat'! Payment Processing LLC, No. 1 :15-cv-3811-AT (N.D. Ga. Aug. 29, 2016) (Order); see also Press Release, 
FTC Actions: Debt Collectors Banned from Debt Collection Business (Sept. 7, 2016), available at 
https://www.ftc.gov/news-events/ p ress-releases/2016/09/ftc-actions-debt-col lectors-ba n ned-debt-co I lection­
business. 

89 FTC v. Nat'/ Payment Processing LLC, No. 1:15-cv-3811-AT (N.D. Ga. Oct. 30, 2015) (Complaint). 
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InJ uly 2016, the FTC also successfully resolved its suit against BAM Financial, banning the 

defendants from the debt co llecting business and securing other important relief. 90 The FTC's 

complaint, filed in October 2015, alleged that the defendants bought consumer debts and co llected 

payment by deceptively threatening consumers with lawsuits, wage garnishment, and arrest, and 

by impersonating attorneys or process servers. 91 According to the complaint, the defendants also 

unlawfully disclosed debts to, or harassed, third parties; fai led to identify themselves as debt 

col lectors; and failed to notify consumers of their right to receive verification of the purported 

debts. At the FTC's request, the court entered a temporary restrain ing order that prohibited the 

defendants from violating the FDCPA and the FTC Act, froze the defendants' assets, and appointed 

a receiver. The stipulated final order bans them from debt collection activities and imposes a 

$4,802,646 judgment, to be partially suspended upon the surrender of certain assets based on 

defendants' inabil ity to pay. 

The FTC continues to work with the New York Attorney General in a joint action against Vantage 

Point, a Buffalo, New York-based debt collection scheme. According to the complaint filed in 2015, 

defendants' collectors posed as a law firm, process servers, or even government agents -

misrepresenting to consumers that they had committed a crime and would be arrested and 

jailed.92 The complaint further alleges that the defendants made similar claims about consumers 

to their co-workers, friends, and fami ly members. At the request of the FTC and the New York AG, 

the court entered a preliminary injunction to halt the unlawful practices. In 2016, the plaintiffs 

requested that the cou rt enter summary judgment aga inst the defendants, and that motion is 

current ly pending. The plaintiffs also sought and obtained a second ex partetemporary restraining 

9° FTC v. BAM Fin'/, LLC, No. 8:15-cv-01672-JVS-DFM (C.D. Cal.J uly 11, 2016)(0rder); see also Press Release, FTC 
Action: Abusive Debt Collectors Banned from Collection Business U uly 14, 2016), available at 
https:/ /www.ftc.gov/news-events/press-releases/2016/07 /ftc-action-a busive-debt-co I lectors-banned-col lection­
business. 

91 FTC v. BAM Fin'/, LLC, No. 8:15-cv-01672-J VS-DFM (C.D. Cal. Oct. 19, 2015) (Complaint); see also Press Release, 
FTC and Federal, State and Local Law Enforcement Partners Announce Nationwide Crackdown Against Abusive Debt 
Collectors (Nov. 4, 2015), available athttps://www.ftc.gov/news-events/press-releases/2015/11/ftc-federal -state­
loca I-law-enforcement-partners-announce. 

92 FTC and State of New York v. Vantage Point Services, LLC, No. 1:15-cv-00006-WMS (W.D.N.Y.J an. 5, 2015) 
(Complaint); see also Press Release, FTC, New York Attorney Genera l Crack Down on Abusive Debt Collectors (Feb. 26, 
2015 ), available athttps:I/www.ftc.gov/news-events/press-releases/2015/02/ftc-new-york-attorney-genera 1-crack­
down-abusive-debt-col lectors. 
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order and preliminary injunction against one of the individual defendants for operating another 

debt collection scheme in violation of the first preliminary injunction. 

6.3.4 Action to Halt Fair Credit Reporting Act Violations by a 
Debt Collector 

In May 2016, in the Credit Protection Association matter - referred to the Department of Justice 

for prosecution - the court entered a stipulated final order against a debt collector for alleged 

violations of the Fair Credit Reporting Act's (FCRA) Furnisher Rule.93 Specifically, the complaint 

alleged that the defendant debt collector lacked adequate policies and procedures to handle 

consumer disputes regarding information the company provided to credit reporting agencies.94 

The complaint also alleged that the company did not have a policy requiring notice to consumers 

of the outcomes of investigations about disputed information and that, in numerous instances, 

consumers were not informed whether information they disputed had been corrected. The 

stipulated final order requires the defendant to pay $72,000 in civil penalties and put in place 

policies and procedures that comply with the requirements of the FCRA and the Furnisher Rule. 

The company will also be required to follow the Rule's requirements related to conducting dispute 

investigations and informing consumers of their outcome. 

93 15 U.S.C. §§ 1681-1681x (FCRA); Duties of Furnishers of Information to Consumer Reporting Agencies (Furnisher 
Rule), 16 C.F.R. § 660, recodified as Duties of Furnishers of Information, 12 C.F.R. § 1022, subpart E. 

94 U.S. v. Credit Protection Association, 3:16-cv-01255-D (N.D. Tex. May 9, 2016) (Complaint and Order); see also Press 
Release, Debt Collector Settles FTC Charges It Violated Fair Credit Reporting Act (May 9, 2016), available at 
https:/ /www.ftc.gov/news-events/ press-releases/2016/05/ debt-col lector-settles-ftc-charges-it-vio lated-fair-credit. 
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7. Education and outreach 
initiatives 

The Bureau empowers consumers to make sound financial decisions for themselves and their 

famil ies through wide-ranging consumer education efforts. These efforts include outreach to 

targeted consumer populations, including students, older Americans, servicemembers, veterans, 

and low- income and economically-vulnerable consumers, as well as to the general population and 

to financial educators. The CFPB's financial education is focused on encouraging consumers to ask 

questions, make plans, and take action in their financial lives to reach the ir own life goals. 

Sim ilarly, the FTC's FDCPA program also involves extensive education and public outreach efforts. 

The FTC's consumer education initiative informs consumers of their rights under the FD CPA and 

what the statute requ ires of debt co llectors, whi le its business education initiative informs debt 

col lectors what they must do to comply with the law.95 

7.1 Bureau education and outreach 
initiatives 

The Bureau seeks to provide consumers with information about specific financia l decisions, 

including those relating to debt co llection. One of the Bureau's initiatives is Ask CFPB, an 

interactive online too l that helps consumers find short, clear, unbiased, authoritative answers to a 

wide variety of their financia l questions. 

Ask CFPB for debt co llections was initiated in October 2012. As of J anuary 2017, debt co llection 

was one of the two most-viewed categories in Ask CFPB. The Ask CFPB questions and answers on 

95 Available athttps :/ /www .consumer .ftc.gov /articles/0149-debt-col lection; https://www.ftc.gov/tips-advice/busi ness­
center /credit-and-finance. 
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debt col lection address a wide range of issues under the FDCPA, including the meaning of specific 

terms, consumers' rights, and debt co llectors' obligations. Ask CFPB provides practical tips to 

consumers regarding steps they can take to exercise their rights under the FDCPA as we ll as to 

manage the ir debts.96 

InJ uly 2013, the Bureau added five sample letters to Ask CFPB that consumers may use when they 

interact with debt co llectors. These letters can help consumers get valuable information and 

protect them from inappropriate or unwanted co llection activities. The five letters address the 

fo llowing situations: (1) consumers who need more informat ion about a debt; (2) consumers who 

want to dispute their debt; (3) consumers who want to restrict how and when a collector can 

contact them; (4) consumers who want to stop all communication from debt col lectors; and (5) 

consumers who have hired an attorney with respect to the debt matter. 97 These letters are available 

in Engl ish and Spanish. 

Since tracking began inJ une 2014, the letters have been downloaded over 389,800 times as of the 

end of 2016. Of the letters, "I need more information about this debt" and "I do not owe this debt" 

are the most popu lar, accounting together for over two th irds of total downloads: 

TABLE 4: DOWNLOADS OF CFPB'S COLLECTION-RELATED LETTERS 
Letter % total downloads 

"I need more information about th is debt" 

"I do not owe this debt" 

"I want to specify how the debt collector can contact me" 

"I want the debt co llector to stop contacting me" 

"I want the debt co llector to only contact me through my 

lawyer" 

42% 

34% 

10.5% 

9.8% 

3.7% 

96 This material is at: http:/ /www.consumerfinance.gov/consumer-tools/debt-collection/ 

97 Copies of these letters are available on the Bureau's website at http:/ /www.consumerfinance.gov/askcfpb/1695/ive­
been-contacted-debt-collector-and-need-help-responding-how-do-i-reply.html. 
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In addition to on line resources for consumers, the Bureau has developed numerous print 

publications and brochures on financial topics including debt collection, which consumers and 

organizations can download or order in bulk free of charge. In 2015, the Bureau added the 

brochure "Know Your Rights When a Debt Collector Calls," in both English and Spanish, as well as 

a version ta ilored specifically to servicemembers, informing them of their unique rights. The 

Bureau distributed 120,705 of the English version and 41,558 of the Spanish version throughout 

FY 2016. 

Debt collection is a significant issue facing consumers, especially low-income and economically­

vulnerable consumers. The Bureau, through its Office of Financial Empowerment, developed a 

financial empowerment training and toolkit - Your Money, Your Goals- for use by social services 

workers and other front-line staff and volunteers working with economically vulnerable 

consumers. The modularized toolkit covers a variety of financial topics, including debt 

management and consumer financial protection. The module on deal ing with debt provides an 

overview of the FD CPA, resources, and tools to help consumers better manage their debts. As of 

the end of 2016, more than13,500 staff and volunteers in social services, legal aid, worker, and 

community organizations were trained on Your Money, Your Goals, reaching an estimated 

600,000 consumers. The toolkit and training, in both English and Spanish, can be accessed at 

www.consumerfinance.gov/your-money-your-goals. The Bureau is developing stand-alone "action 

handbooks" on specific financial topics contained in the toolkit. These resources focus on 

actionable content, and they are shorter and easier for staff in human service organizations to use 

with the people they serve. The first in the series, "Behind on Bills," contains tools and tips to help 

consumers better align their income and expenses, steps to consider if they experience a shortfall, 

and information on options for responding to debt collectors. 

Empowering consumers to manage their student loan debts has been and will continue to be a 

significant focus for the Bureau. The Bureau developed and continues to maintain web tools 

designed to help students and families make more informed decisions about paying for college and 

repaying their student loans. Our Repay Student Debt98 tool can provide help for borrowers who 

have fallen behind on their student loan payments. The tool has helped borrowers understand 

their options, communicate effectively with their loan servicer or debt collector, and work to 

98 Available at http://www.consurnerfinance.gov/paying-for-college/repay-student-debt/. 
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bring their student loans out of default or delinquency. Improving borrower's performance in 

paying student loan debts helps them to rebuild their credit, go back to school, or buy a home. 99 

In 2016, the Bureau partnered with the Department of Education to launch a new initiative to 

develop a student loan Payback Playbook- a set of streamlined, personalized disclosures that 

provide a plain-language explanation of repayment options available to borrowers with federal 

student loans.100 The Bureau provided the Education Department with a revised set of 

disclosures, informed by user testing and public feedback from more than 3,400 consumers, 

servicers, advocates and other stakeholders. 101 The Education Department plans to make the 

Payback Playbookdisclosures available as part of its ongoing work to enhance consumer 

protections for student loan borrowers. 102 Increased knowledge of repayment options may help 

some consumers pay on time and thus stay out of debt collection. 

Debt collection is also a significant issue facing the servicemember population. In April 2016, the 

Office for Servicemember Affairs released its semiannual complaint snapshot that provides an 

overview of complaints submitted by servicemembers, veterans, and their family members 

during 2015.103 The report highlighted the most common problems these consumers are 

reporting. Debt collection complaints continue to be the largest category of complaints from the 

military community, and as of December 2016, they remain the largest complaint category, 

comprising 45 percent of total complaints from military consumers. 

99 For borrowers with private student loans, options to cure a student loan in defau lt may be limited. In May 2013, 
the Bureau published Student Loan Affordability, a report analyzing 28,000 comments from policy experts, market 
participants, and consumers offering potential options for policymakers seeking to help borrowers manage their 
student debt. Available athttp://www.consumerfinance.gov/reports/student-loan-affordability/. Student Loan 
Affordabi/ityfeatured a discussion of possible options for borrowers in distress, including increased access to loan 
modifications for borrowers seeking to avoid default and a mechanism through which private student loan borrowers 
in defau lt can successfully repair their credit. 

100 Available at http://www.consumerfinance.gov/payback-playbook/ 

101 http://www.consumerfi na nee.gov/ about-us/blog/your-feedback-he I ped-us-u pdate-ou r-payback-playbook­
prototype/ 

1o2 https:/ /blog.ed .gov/2016/04/ a-new-vision-for-serving-student-loan-borrowers/ 

103 Available at http://www.consu merfina nee.gov/reports/ com pla i nts-rece ived-from-servicemembers-veterans-and­
thei r-fam i I ies-2011 -2014/; http://fi les.consu merfi nance.gov/f /20151 l_cfpb_ snapshot-of-servicemember­
complaints.pdf. 
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In September 2016, the Office of Servicemember Affairs hosted a web forum on the various 

resources and t ips mi litary personnel can use to help them better communicate with debt 

co llectors if they should find themselves having trouble managing their debts. The forum 

describes how servicemembers can use the Bureau's sample debt collection letters. 

7.2 FTC education and public outreach 
Education and public outreach also are important parts of the Commission's debt collection 

program. The FTC uses multiple formats and channels to inform consumers about their rights 

under the FDCPA, as well as what the statute requires of debt collectors; and to inform debt 

collectors about what they must do to comply with the law. The FTC also uses education and public 

outreach to enhance legal services providers' understanding of debt co llection issues. 

The Commission reaches tens of millions of consumers through English and Spanish print and 

on li ne materials, blog posts, and speeches and presentations. To maximize its outreach efforts, 

FTC staff works with an informal network of about 16,000 community-based organ izations and 

national groups that order and distribute FTC information to their members, clients, and 

constituents. In 2016, the FTC distributed 15.5 million print publications to libraries, pol ice 

departments, schools, non-profit organizations, banks, credit unions, other businesses, and 

government agencies. In 2016, the FTC logged more than 43 million views of its business and 

consumer education website pages. The FTC's channel at YouTube.com/FTCvideos houses 144 

videos, which were viewed more than 603,306 times in 2016. A new video - Fraud Affects Every 

Commun ity: Debt Co llection - tells the first-person story of a veteran who was contacted by a 

debt collector. The consumer biogs in Engl ish104 and Spanish 10s reached 159,825 (English) and 

44,835 (Spanish) emai l subscribers, and regularly serve as source material for local and national 

news stories. 

As part its work to raise awareness about scams targeting the Latino community, the FTC has 

developed a series of fotonovelas in Spanish. The graphic novels tell stories based on complaints 

104 http://www.consumer.ftc.gov/blog. 

ios http://www.consumidor.ftc.gov/blog. 
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Spanish speakers make to the FTC and offer practical tips to help detect and stop common scams. 

People ordered more than 45,125 copies of the Cobradores De Deuda(Debt Collectors) fotonovela 

in 2016. 

The Commission also educates industry members by developing and distributing business 

education materials, delivering speeches, blogging, participating in panel discussions at industry 

conferences, and providing interviews to general media and trade publications. The FTC's business 

education resources can be found in its online Business Center.106 The Business Center logged 

more than 3.4 million page views in 2016, and there are more than 58,000 email subscribers to 

the Business Blog.107 A complete list of the FTC's consumer and business education materials 

relating to debt collection and information on the extent of their distribution is set forth in 

Appendix A to this letter. 

FTC staff also regularly meets with legal service providers, consumer advocates, and people who 

work in immigrant, Native American, Latino, Asian, and African American communities to discuss 

consumer protection issues, including the FTC's work in the debt collection arena. As discussed 

further below, the Commission hosted several public workshops examining such issues this past 

year. The FTC also hosted five Ethnic Media Roundtables around the country in 2016, bringing 

together law enforcement, community organizations, consumer advocates and members of the 

ethnic media to discuss how consumer protection issues - including debt collection - affect their 

communities. 

106 http://business.ftc.gov/. 

101 http://business.hc.gov/blog. 
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8. Rulemaking, research, and 
policy initiatives 

The Bureau and FTC are working together to better understand the debt collection marketplace 

and to inform policymaking initiatives designed to best protect consumers. Dialogue and 

collaboration between the Bureau and FTC are instrumental in enabling the Bureau to understand 

some of the most important issues to consider as it makes progress in developing the first 

comprehensive federal rules covering debt collection. In addition, the Bureau's ongoing outreach, 

review of comments in response to its November 2013 ANPR, and own research provide 

opportunities for the Bureau to learn more about what is occurring in the market, to interact with 

those industry and consumer groups who can provide feedback about this market, and to develop 

its own understanding of consumer experiences with debt and debt collection. 

8.1 Bureau rulemaking and research 

8.1.1 Bureau research projects 

The Bureau is engaged in several research projects to better understand the debt collection market 

and its impact on consumers, which will help inform the development of rules. These research 

projects include: 

56 

i. a consumer survey to obtain quantitative data about consumers' experiences with debt and 
debt collection; 

ii. consumer testing to learn about the effectiveness of debt collection disclosures; 
iii. a qualitative survey of debt collectors to understand the operational costs of collecting 

debt and how these vary across debt collection firms; and 
iv. a report on on line debt sales markets. 



The Bureau released findings from its Survey of Consumer Views on Debt inJ anuary 2017.1os The 

survey results substantially expand the understanding of debt collection in the United States by 

providing the first comprehensive and nationally representative data on consumers' experiences 

and preferences related to debt collection. The survey asked consumers about their experiences, if 

any, with debt collectors over the past year. Some key findings of the survey are discussed below in 

a separate section of this chapter (8.1 .4). 

The Bureau is also conducting consumer testing to assess, among other things, the effectiveness of 

certain disclosures to be provided by debt collectors, including: (1) information about the debt and 

its owner; (2) that a communication is from a debt collector and that the information the debt 

collector receives from consumers wi ll be used to co llect the debt; (3) a consumer's legal rights in 

responding to debt collectors, including a consumer's ability to dispute a debt; and (4) information 

about how a debt's age affects a co llector's ability to sue the consumer. The FDCPA currently 

requires that co llectors provide some of this information to consumers during or within five days 

of the initial communication as part of a "va lidation notice". Consumer testing provides insight 

into consumers' understanding of debt co llection disclosures. The Bureau can use this knowledge 

to assess whether consumers' understanding would be increased by improving the information the 

disclosure conveys or the way this information is provided. 

To better understand debt collector costs, the Bureau conducted a qual itative survey of debt 

collection firms, and the Bureau released a report on this survey inJ uly 2016.109 The study 

included a written questionnaire completed by 60 debt collection firms and phone interviews with 

more than 30 debt col lection firms and vendors to the collections industry. The study provides the 

Bureau with a baseline understanding of the operational costs of debt collection firms, which the 

Bureau can use to anticipate and gauge the likely effects of any potential regulations on the debt 

collection industry. 

108 http://www.consumerfinance.gov/ data-research/research-reports/ consumer -experiences-debt-collection-findings­
cfpbs-su rvey-consu mer-views-debt/ The Bureau released some preliminary findings from this survey inJ uly 2016. 
See Appendix B of CFPB, "Small Business Review Panel for Debt Col lector and Debt Buyer Rulemaking" Uuly 28, 
2016), available at http://fi les.consumerfinance.gov/f/documents/20160727 _cfpb_Outli ne_of _proposals.pdf. 

109 http:/ /fi les.consu merfinance.gov If I documents/Thi rd_ Party _Debt_ Collection_ Operations_Study _embargoed. pdf. 
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The Bureau published a report110 inJ anuary 2017 that described findings from a review of 298 

portfolios of charged-off debt that were offered for sale on three online marketplaces between 

January of 2015 and August of 2015. Together, these portfolios were advertised as containing the 

information of more than 1.2 million consumer accounts. The Bureau reviewed debt list ings, 

including advertised asking price, number of accounts, face value, age, and number of prior 

placements. The report described the characteristics of portfolios available for purchase on these 

marketplaces and noted that on line debt sales, if combined with questionable practices that have 

been highlighted at some other websites by the FTC, may permit private personal information to 

be acquired cheaply and easily by anyone online. 

8.1.2 FDCPA Rulemaking 

The CFPB issued an ANPR in November 2013 to explore the idea of developing debt collection 

ru les. On February 28, 2014, the comment period for the ANPR ended, and by that date, the 

Bureau had received more than 23,000 comments. 

During 2014, the Bureau began carefully evaluating the responses to the ANPR. OnJ uly 28, 2016, 

the Bureau published an Outline of Proposals Under Consideration (the "Outline") in preparation 

for a Small Business Regulatory Enforcement Fairness Act (SBREFA) panel. The Outline 

addressed proposals under consideration for those who are defined as "debt collectors" under the 

FDCPA.111 

On August 25, 2016, the Bureau convened a panel pursuant to the SB RE FA composed of the CFPB, 

Small Business Administration (SBA), and the Office of Management and Budget (OMB) to obtain 

input from small businesses in the debt collection industry on the possible effect of debt collection 

rulemaking on their businesses. The Bureau is considering the feedback it received through the 

SBREFA panel and from other stakeholders subsequent to publication of the Outline. Additionally, 

the Bureau, among other things, is actively engaged in research, as described above in Section 

8.1.1. 

11° Consumer Financial Protection Bureau. "Market Snapshot: Online Debt Sales." J anuary 2017. 
https:/ /www .consumerfina nee .gov I data-res ea rch/resea rch-repo rts/ market-snapshot-on Ii ne-debt-sa les/ 

111 The outline can be found at https://www.consumerfinance.gov/about-us/newsroom/consumer-financial-protect ion­
bureau-considers-proposal-overhaul-debt-col lection-market/ 
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8.1.3 Market monitoring and outreach 

The Bureau continues to monitor the debt collection industry and engages key debt collection 

stakeholders to improve its understanding of the market and to develop informed policies that will 

protect consumers without imposing unnecessary costs. 

During 2016, CFPB staff spoke at both regional and national events on the topic of debt collection. 

The CFPB also held meetings with many consumer groups, industry groups, vendors, and 

government officials to better understand consumers' experiences with debt collection, as well as 

how the market and industry function. 

In addition, the Bureau has held a number of meetings with market participants to inform the 

Bureau as a part of the rulemaking process. The results of this outreach have provided Bureau staff 

with detailed information related to the costs of operating a debt collection business and potential 

impacts of the proposals under consideration. 

8.1.4 Survey of Consumer Views on Debt 

This section presents select findings of the Survey of Consumer Views on Debt ("survey")112 which 

was conducted by the Consumer Financial Protection Bureau between December 2014 and March 

2015. The survey results substantially expand the understanding of debt collection in the United 

States by providing the first comprehensive and nationally representative data on consumers' 

experiences and preferences related to debt collection. 

The sample for the Survey of Consumer Views on Debt was selected from credit records 

maintained by one of the top three nationwide credit repositories, and the survey data were 

adjusted for differences in response rates for different types of consumers. As a result, estimates 

from the survey are representative of U.S. consumers with a credit report. The survey asked 

consumers about their experiences, if any, with debt collectors over the past year. For consumers 

112 Available at http:/ /fi les.consu merfi na nee.gov If/ do cu ments/201701 _ cfpb_Debt-Col lection-Su rvey-Report.pdf 
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who had such an experience, the survey captured deta il on the debt for which they were most 

recently contacted. 113 

The prevalence of co llections-related contact disputes and lawsuits by consumers varies by 

consumer characteristics. About one-in-three consumers with a credit record (32 percent) 

indicated that they had been contacted by at least one creditor or collector trying to collect one or 

more debts during the year prior to the survey. Most consumers who were contacted about a debt 

in collection (72 percent) reported that they had been contacted about two or more debts. 

Consumers with relatively low incomes were more likely to report having experienced debt 

col lection efforts in the prior year. About half of consumers (52 percent) with (self-reported) 

annual household income less than $20,000 reported that they had been contacted about repaying 

a debt in collection; this share fa ll s to just 16 percent for those with income of $70,000 or more 

(Table 5). 

TABLE 5: DISTRIBUTION OF THE NUMBER OF DEBTS CONSUMERS WERE CONTACTED ABOUT, BY ANNUAL 

HOUSEHOLD INCOME (PERCENT) 

Annual household income None One debt Two or more 

Less than $20,000 48 14 38 
$20,000-$39,999 58 8 33 
$40,000-$69,999 70 10 20 
$70,000 or more 84 5 11 

In contrast to the differences in the share of consumers contacted about a debt in collection, the 

shares of consumers who reported having been contacted about mu ltiple debts are genera lly 

sim ilar by income. Among consumers who sa id they had been contacted about a debt in col lection, 

the fraction of consumers contacted about mu ltip le debts ranged between 67 percent and 80 

percent across the four groups. Consumers between the ages of 35 and 49 were most likely to say 

they were contacted about a debt in co llection (Table 6). By comparison, it was less common for 

consumers age 62 or older to report having been contacted about a debt collection; although even 

within this age segment 19 percent reported having been contacted about a debt in collection. The 

113 Specifically, the survey asked about consumers' experiences with debt collection in the period sincej anuary 2014, 
roughly one year before the survey was conducted 
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pattern by age may reflect, in part, the fact that debt holdings similarly pea k among households 

with a head in their mid-30s to mid-40s.114 

TABLE 6: DISTRIBUTION OF THE NUMBER OF DEBTS CONSUMERS WERE CONTACTED ABOUT BY AGE 

(PERCENT) 

Age None One debt Two or more 

Less than 35 66 8 26 
35-49 58 9 33 
50-61 65 11 24 
62 or older 81 7 12 

Table 7 reports findings by consumers' self-reported race and ethnicity. Consumers are categorized 

as either white or non-white for race and, separately, are categorized as Hispanic or non-Hispanic 

for ethnicity.115 

More than 40 percent of non-white consumers reported having been contacted about a debt in 

collection, compared with 29 percent of white consumers. Hispanic consumers were more li ke ly 

than non-H ispanic consumers to report having been contacted about a collection (39 percent and 

31 percent, respectively). These and other differences across groups may stem from factors that are 

correlated with demographic characteristics, and disentangling these potential factors is beyond 

the scope of this report.116 

114According to the 2013 Su rvey of Consumer Finances, the share of fam ilies with any debt is greatest for families with a 
head between the ages of 35 and 44, and these families have the second-highest median amount of debt (conditional 
on having any). See http://www.federalreserve.gov/econresdata/scf /files/scf2013_ tables_ internal_ real.xls. 

115 The non-white category includes individuals who self-identified alone or in combination as: Black or African 
American; American Indian or Alaska Native; Asian; or Native Hawai ian or other Pacific Islander. The white category 
comprises those who self-identified as white alone. 

116 For example, the estimated difference for whites compa red with non-whites narrows by roughly one-quarter when 
comparing consumers with sim ilar incomes in a regression framework. 
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TABLE 7: DISTRIBUTION OF THE NUMBER OF DEBTS CONSUMERS WERE CONTACTED ABOUT BY RACE AND 

ETHNICITY (PERCENT) 

Consumer characteristic 

Race 
White 
Non-white 

Ethnicity 

Hispanic 
Non-Hispanic 

None 

71 
56 

61 
69 

One debt 

7 
13 

9 
9 

Twoormore J 
21 
31 

30 
23 

Past-due medical bills, credit cards, past-due telecommunications bills, and student loans were 

among the most frequently cited debts consumers were contacted about. The prevalence of 

contacts about credit cards, student loans, and past-due telecommunications bills in collection 

differed across demographic and credit-score groups. In contrast, the shares of consumers who 

were contacted about past-due medical bills were more comparable across income levels, credit 

scores, and ages. 

According to the survey, consumers were also contacted about debts they believed were in error. 

More than half of consumers (53 percent) who were contacted about a debt in collection in the 

past year indicated that the debt was not theirs, was owed by a family member, or was for the 

wrong amount. Roughly one-quarter (27 percent) of consumers who were contacted about a debt 

in collection reported having disputed a debt with their creditor or collector in the past year. 

8.2 FTC's research and policy development 
activities 

In the past year, the FTC has continued to monitor and evaluate the debt collection industry and 

its practices - both through public workshops and the FTC's input to the CFPB on debt collection 

rulemaking and guidance initiatives. 

In 2016, the FTC organized four Common Ground conferences at which law enforcement, 

consumer advocates, and community members discussed consumer protection issues, including 

debt collection, and encouraged consumers to report problems to the FTC. In December 2016, the 
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Commission also held a workshop, "The Changing Consumer Demographics," which brought 

together law enforcement, consumer groups and researcher participants to discuss how to combat 

unlawful practices - including illegal debt collection activities - that impact specific consumer 

populations as the country's demographics change. 

Additionally, the FTC also continues to work closely with the CFPB to coordinate efforts to protect 

consumers from unfair, deceptive, and abusive debt collection practices.117 As part of this 

coordination, FTC and CFPB staff regularly meet to discuss ongoing and upcoming law 

enforcement, rulemaking, and other activities; share debt collection complaints; cooperate on 

consumer education efforts in the debt collection arena; and consult on debt collection rulemaking 

and guidance initiatives. 

117 The Dodd-Frank Act directs the FTC and the CFPB to coordinate their law enforcement activities and promote 
consistent regulatory treatment of consumer financial products and services, including debt collection. See Dodd­
Frank Act, Pub. L. 111-203, 124 Stat. 1376 § 1024(c)(3) U uly 21, 2010). InJ anuary 2012, the FTC and CFPB entered 
into a memorandum of understanding ("MOU") that supplements the requi rements of the Dodd-Frank Act and creates 
a strong and comprehensive framework for coordination and cooperation. Memorandum of Understanding Between 
the Consumer Financial Protection Bureau and the Federal Trade Commission, J anuary 2012, available at 
http://www.ftc.gov Is it es/ default/files/attach men ts/ press-releases/federa I-trade-comm ission-consumer-fi na ncia l­
protection-bureau-pledge-work-together-protect-consumers/120123ftc-cfpb-mou .pdf. The agencies reauthorized the 
MOU in May 2015 for a three-year term. See https://www.ftc.gov/news-events/press-releases/2015/03/ftc-cfpb­
reauthorize-memorandu m-understand i ng. 
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APPENDIX: LETTER FROM THE FTC 

Office of the Secretary 

UNITED ST A TES OF AMERICA 

FEDERAL TRADE COMMISSION 
WASHINGTON, D.C. 20580 

The Honorable Richard Cordray 
Director 
Consumer Financial Protection Bureau 
1801 L Street, NW 
Washington, DC 20036 

Dear Director Cordray: 

February 13, 2017 

Thank you for your letter of January 5, 2017. As the letter mentions, the Consumer 
Financial Protection Bureau (CFPB) is responsible for providing annual reports to Congress 
concerning the federal government's efforts to implement the Fair Debt Collection Practices Act 
(FDCPA). 118 This letter and its appendix describe the efforts the Federal Trade Commission 
(Commission or FTC) has taken during the past year in the debt collection arena. In the FTC' s debt 
collection work, the CFPB has been a valuable partner. We hope that the information in this letter 
will assist the CFPB in preparing this year's report. 

In 2016, the Commission continued its aggressive law enforcement activities against 
abusive, unfair, and deceptive debt collection practices. Among other things, the FTC: 

118 The Dodd-Frank Act directed the CFPB to report to Congress on the federal government's implementation and 
administration of the FDCPA. Dodd-Frank Wall Street Reform and Consumer Protection Act (Dodd-Frank Act), Pub. L. 
11 -203, § 1089, 124 Stat. 1376, 2092-93 (2010) (amending the Fair Debt Collection Practices Act, 15 U.S.C. §§ 1692-
1692p). Before the enactment of the Dodd-Frank Act, Section 815(a) of the FDCPA, 15 U.S.C. § 1692m, required the 
FTC to report directly to Congress on these topics. The Commission submitted such annual reports from 1977 to 2011. 
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• filed or resolved 12 cases against 61 defendants, and obtained nearly $70 million in 
judgments; 119 

• banned 44 companies and individuals that engaged in serious and repeated 
violations of law from ever working in debt collection again 120

; and 

• secured successful summary judgment decisions in three litigated matters, resulting 
in orders banning defendants from the debt collection industry. 121 

The FTC's debt collection program is a three-pronged effort: (1) vigorous law 
enforcement; (2) education and public outreach; and (3) research and policy initiatives. Over the 
past year, the FTC has employed all three prongs in its effort to curb unlawful debt collection 
practices and protect consumers. 

I. LAW ENFORCEMENT ACTIVITIES 

The Commission is primarily a law enforcement agency, and law enforcement 
investigations and litigation are at the heart of the FTC's recent debt collection work. Both the 
FDCPA and the FTC Act 122 authorize the Commission to investigate and take law enforcement 
action against debt collectors that violate those statutes. 123 If an FTC investigation reveals that a 
debt collector violated the law, the Commission may file a federal court action seeking injunctive 
and equitable monetary relief under Section 13(b) of the FTC Act, 15 U.S.C. § 53(b), or refer the 
matter to the Department of Justice for civil penalties and injunctive relief under Section 5(m) of 
the FTC Act, 15 U.S.C. § 45(m). Where a collector's violations are so egregious that a court order 
is necessary to halt the conduct immediately, or where consumer redress and disgorgement are 
more appropriate forms of monetary relief than civil penalties, the FTC generally files the action 

119 These figures include cases filed and resolved in 2016, as well as cases filed in previous years but resolved in 2016. 

120 As a complement to all of the debt collection law enforcement cases that the FTC has brought over the years, in 2015 
the FTC began publishing a list of every individual and company that the agency has sued that has been banned from 
the debt collection industry. This list, located at https://www.ftc.gov/enforcement/cases-proceedings/banned-debt­
collectors, is a valuable resource to help law-abiding collection industry professionals avoid doing business with these 
defendants, as well as to help state debt collection licensing officials and law enforcers better protect consumers. 
Currently, the list includes over 135 banned individuals and companies. 

121 This past year's work built upon and expanded the FTC's ongoing crackdown on unlawful debt collection practices. 
Sincejanuary 1, 2010, the FTC has sued over 250 companies and individuals who engaged in unlawful collection 
practices, banning 139 from the industry, and securing over $419 million in judgments. 

122 FDCPA, 15 U.S.C. § 1692-1692p; FTC Act, 15 U.S.C. §§ 41-58. 

123 The FDCPA authorizes the Commission to investigate and take law enforcement action against debt collectors that 
engage in unfair, deceptive, abusive, or other practices that violate the statute. FD CPA§ 814, 15 U.S.C. § 1692/. Under 
the FTC Act, the FTC may investigate and take law enforcement action against entities that, in connection with 
collecting on debts, engage in unfair or deceptive acts and practices. FTC Act§ 5, 15 U.S.C. § 45. 
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itself under Section l 3(b) of the FTC Act. In other circumstances, the FTC may refer the case to 
the Department of Justice. 

[n addition to filing and referring law enforcement actions, the FTC files amicus briefs and 
undertakes other law enforcement-related activities. 

I. Legal Actions 

From January 1 through December 31, 2016, the FTC brought or resolved 12 debt 
collection cases. In several of its Section 13(b) cases, the Commission obtained preliminary relief 
that included ex parte temporary restraining orders with asset freezes, immediate access to business 
premises, and appointment of receivers to take over the debt collection businesses. 

The Commission's recent efforts to protect consumers from deceptive and abusive debt 
collection practices culrninated in Operation Collection Protection. This initiative, which the FTC 
began in 2015, was the first coordinated federal-state-local enforcement initiative targeting illegal 
debt collection. The nationwide crackdown included over 165 actions by more than 70 federal, 
state, and local law enforcement and regulatory authorities against collectors who used illegal 
tactics such as harassing phone calls and false threats of litigation or a1Test. 124 Participants in the 
initiative continue to work closely together to share information and coordinate actions. The FTC' s 
actions, involving (1) phantom debt collection, (2) collection via unlawful text messages and 
emails, (3) other FDCPA and FTC Act violations, and (4) Fair Credit Reporting Act violations, are 
discussed below. 

1. Phantom Debt Collection 

The Commission has continued its efforts to fight "phantom debt collection" this year. 
Phantom debt collectors engage in unfair, deceptive, or abusive conduct by attempting to collect on 
debts that either do not exist or are not owed to the phantom debt collector. The Commission 

124 See, e.g., Press Release, FTC and Federal, State and Local Law Enforcement Partners Announce Nationwide 
Crackdown Against Abusive Debt Collectors (Nov. 4, 2015), available athttps://www.ftc.gov/news-
events/p ress-re leases/2015/11 /ftc-fed era I-state-lo ca 1-law-enforcem ent-pa rtners-a n nou nee; Press 
Release, FTC and State Law Enforcement Partners Announce More Actions and Results in Continu ing Crackdown 
Against Abusive Debt Collectors U an. 7, 2016), available athttps://www.ftc.gov/news-events/press-
rel eases/2016/01 /ftc-state-1 aw-enforcement-partners-an noun ce-m o re-acti o ns-resu Its; Press 
Release, FTC and Illinois Attorney General Halt Chicago-Area Operation Charged with Collecting and Selling Phantom 
Payday Loan Debts (Mar. 30, 2016), available athttps://www.ftc.gov/news-events/press­
releases/2016/03/ftc-i II i nois-attorney-general-ha It-ch icago-area-operation-charged; Press Release, 
FTC Actions: Debt Collectors Banned from Debt Coll ection Business (Sept. 7, 2016), available at 
https ://www.ftc.gov/news-eve nts/ press-rel eases/2O16/09/ftc-actions-debt-co I lectors-ba n ned­
de bt-co llection-busi ness; Blog Post, A Debt Collection Round-up (Dec. 27, 2016), available at 
https://www.consumer.ftc.gov/blog/debt-collection-round; Blog Post, Collection Protection reflection 
(Dec. 30, 2016), available athttps://www.ftc.gov/news-events/blogs/business-
blog/2016/12/ col lecti on-p rotecti on-reflection ?utm_sou rce=govdel ivery. 
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initiated or resolved three actions involving phantom debt collection in 2016: SQ Capital LLC, 
Stark Law LLC, and Kelly S. Brace. SQ Capital and Stark Law are the first two cases brought by 
the FTC against operations for allegedly selling fake debt portfolios. This past year, the 
Commission also returned money to thousands of consumers who were targeted by the phantom 
debt schemes in Centro Natural Corp. and Broadway Global Master Inc. 

In December, the Commission charged SQ Capital with selling portfolios of fake payday 
loan debts that debt collectors used to get people to pay on debts they did not owe. 125 According to 
the complaint, the defendants' fake portfolios listed social security numbers and bank account 
numbers of real consumers, but falsely claimed that the purported borrowers had failed to repay 
debts they never owed, to lenders who did not make these loans. 126 The complaint also alleges 
that the defendants did not have the authority to sell debts of the lenders they named. At the FTC' s 
request, a federal court entered a preliminary injunction halting this operation pending litigation. 

In March, the FTC partnered with the Illinois Attorney General to shut down a Chicago­
area operation that allegedly threatened and intimidated consumers to collect phantom payday loan 
debts they did not owe, or did not owe to the defendants. 127 The Stark Law defendants allegedly 
called consumers and demanded immediate payment for supposedly delinquent loans, often armed 
with consumers' sensitive personal and financial information. Defendants also allegedly threatened 
consumers with lawsuits or arrest, deceptively held themselves out as a law firm with authority to 
sue and obtain substantial judgments against delinquent consumers, and disclosed debts to 
relatives, friends and co-workers. As in SQ Capital, the complaint also charged defendants with 
unlawfully selling portfolios of fake debt to other debt collectors in violation of the FTC Act. The 
court entered an ex parte temporary restraining order (and later a preliminary injunction) with an 
asset freeze, appointment of a receiver, and injunctive relief prohibiting the defendants from selling 
fake debt portfolios or from making the misrepresentations at issue in this case. Litigation 
continues in this matter. 

125 FTC v._/oeUerome Tucker, 2:16-cv-082816 (D. Kan. Dec. 16, 2016) (Complaint); see also Press Release, FTC 
Charges Defendants with Selling Fake Payday Loan Debt Portfolios Uan. 9, 2017), available at 
https ://www.ftc.gov/news-events/p ress-releases/2017101 /ftc-cha rges-defenda nts-sel Ii ng-fa ke­
payday-loa n-d ebt-portfo I ios. 

126 To add credibility to some of the fake loans in their portfolios, the defendants used the name of a purported lender 
associated with another Commission law enforcement action, FTC v. AMG Services, 2:12-cv-00536 (D. Nev. Sept. 30, 
2016) (Order). In September 2016, a federal court ordered the defendants in the AMGpayday lending scheme to pay a 
record $1.3 billion for deceiving and illegally charging consumers undisclosed and inflated fees. Id.; see also Press 
Release, U.S. Court Finds in FTC's Favor and Imposes Record $1.3 BillionJ udgment Against Defendants Behind AMG 
Payday Lending Scheme (Oct. 4, 2016), available athttps://www.ftc.gov/news-events/press­
re leases/2016/1 O/us-court-finds-ftcs-favor-imposes-record-13-bi l I ion-judgment. 

127 FTC v. Stark Law, LLC, No. 1:16-cv-3463 (N.D. Ill. Mar. 21, 2016) (Complaint); see also Press Release, FTC and 
Illinois Attorney General Halt Chicago-Area Operation Charged with Collecting and Selling Phantom Payday Loan 
Debts (Mar. 30, 2016), available athttps://www.ftc.gov/news-events/press-re leases/2016/03/ftc­
i 11inois-attorney-genera1-h a It-ch icago-a rea-operati on-charged. 
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In Brace, the FTC and New York Attorney General successfully resolved their litigation 
against another phantom debt collection scheme. The complaint in this case, filed in October 2015, 
alleged that the defendants attempted to collect on payday debts they knew were bogus. 128 

According to the complaint, the defendants bought payday loans supposedly owed to a company 
that repeatedly told them to stop collection efforts because the debts were fabricated, and ignored 
consumers' evidence that they had never authorized a payday loan. The defendants allegedly 
employed other deceptive and abusive tactics to get consumers to pay, including false threats of 
lawsuits and arrest. The Court granted - over the defendants' objections - the plaintiffs' request to 
enter a temporary restraining order halting their operations, and, shortly thereafter, entered a 
stipulated preliminary injunction. In the summer of 2016, the FTC and the New York AG secured a 
stipulated final order banning the defendants from the debt collection business, prohibiting other 
deceptive claims, and imposing ajud~ment of more than $18.4 million, which was partially 
suspended based on inability to pay. 1 9 The plaintiffs also secured an order against a relief 
defendant imposing a partially-suspended $418,000 judgment. 

[n addition to the law enforcement actions above, this past year the Commission also 
returned funds to consumers who lost money to phantom debt collection operations previously 
stopped by the FTC. In November 2016, the agency mailed 3,446 checks totaling more than 
$830,000 to consumers in the Centro Natural Corp. matter. 130 The Commission had secured 
stipulated orders banning defendants from debt collection or telemarketing, after alleging that they 
targeted thousands of Spanish-speaking consumers with unlawful tactics to collect on fake debts 
and to coerce consumers into purchasing goods that they did not want. 13 1 In April, the 
Commission mailed 1,701 checks totaling more than $596,000 to consumers who lost money to the 
fraudulent scheme in Broadway Global Master lnc. 132 The agency had previously secured a 

128 FTC and State of New York v. Brace, No. 1 :15-cv-00875-RJA (W.D.N.Y. Oct. 5, 2015) (Complaint). 

129 FTC and State of New York v. Brace, No. 1:15-cv-00875-RJA (W.D.N.Y. Aug. 18, 2015)(Stipulated Order), see also 
Press Release, FTC Action: Debt Collector Banned from Collection Business (Aug, 24, 2016), available at 
https://www.ftc.gov/news-eve nts/p ress-releases/2O16/08/ftc-acti on-debt-co I lector-ba n ned­
col lectio n-b usi ness. 

130 Press Release, FTC Returns Money to Victims of Debt Collection Scheme (Nov. 14, 2016), available at 
https://www.ftc.gov/news-events/press-releases/2016/11/ftc-returns-money-victims-debt­
co!/ection-scheme. 

131 FTC v. Centro Natural Corp., No. 14-cv-23879 CMA (S.D. Fla.J une 30, 2015) (Stipulated Order); see also Press 
Release, FTC Action Puts an End to Fraudulent Debt Collection Scheme that Targeted Spanish-Speaking Consumers 
u uly 8, 2015), available athttps://www.ftc.gov/news-events/press-releases/2015/07 /ftc-action­
puts-end-fra ud u lent-debt-collection-scheme-targeted. 

132 Press Release, FTC Returns Money to Consumers Harmed by Scam That Collected Millions in Phantom Payday Loan 
Debts (Apr. 6, 2016), available athttps://www.ftc.gov/news-events/press-releases/2016/04/ftc­
returns-money-consumers-harmed-scam-collected-mill ions. 
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stipulated order banning this operation from the debt collection business because of allegations that 
it harassed consumers into paying phantom debts.133 

2. The FTC's Messaging For Money Sweep: Debt Collection Via Unlawful 
Text Messages And Emails 

The Commission has also continued its efforts to pursue schemes that use deceptive, 
threatening or otherwise unlawful text messages or emails to target consumers. In 2015, the 
Commission launched a law enforcement sweep, called "Messaging for Money," to stop three 
operations engaged in such practices. This past year, the FfC won summary judgment in one of 
those cases (The Primary Group Inc.), and successfully resolved the charges against nine of the 
defendants in the other two matters (Premier Debt Acquisitions LLC and Unified Global Group, 
LLC). 

In June 2016, the court in The Primary Group matter granted the FfC's summary judgment 
request on all counts against an unlawful debt collection operation. 134 The court found that, as 
alleged by the Commission, these defendants deceived consumers using text messages, emails, and 
phone ca11s that falsely threatened consumers with arrest or lawsuits if they did not make debt 
collection payments. The court also found that they unlawfully contacted consumers' friends, 
family members, and employers; withheld information consumers needed to confirm or dispute 
debts; and did not identify themselves as debt collectors, as required by law. 135 The court 
permanently banned two defendants from debt co11ection activities and imposed a judgment of 
$980,000. 

The Commission successfully resolved Premier Debt Acquisitions in January 2016 by 
securing a stipulated order banning the defendants from debt co11ection activities and imposing a 
judgment of $2,229,756, which was partially suspended. 136 The complaint alleged that defendants 

133 FTC v. Broadway Global Master Inc., No. 2:12-cv-0855J AM GGH (E.D. Cal. Sept. 10, 2015) (Stipulated Order); see 
also Press Release, FTC Action Stops Scammers Who Collected Millions in Phantom Payday Loan Debts (Sept. 16, 
2015), available athttps://www.ftc.gov/news-events/press-releases/2015/09/ftc-action-stops­
scammers-who-col lected-m i II ions-phantom-payday. 

134 FTC v. The Primary Group, No. 1 :15-cv-1645 (N.D. Ga. May 19, 2016) (Order Granting Summary Judgment); see also 
Press Release, FTC Action: Debt Collector Banned from Debt Collection Business U une 16, 2016), available at 
https ://www.ftc.gov/news-events/p ress-releases/2016/06/ftc-actio n-de bt-co I lector-ba n ned­
debt-co I lecti on-business. 

135 FTC v. The Primary Group, No. 1:15-cv-1645 (N.D. Ga. May 11, 2015) (Complaint); see also Press Release, FTC Halts 
Three Debt Collection Operations That Allegedly Threatened and Deceived Consumers via Illegal Text Messages (May 
21, 2015), avatlable athttps://www.ftc.gov/news-events/press-releases/2015/05/ftc-halts-three-
d ebt-co I lecti on-operations-a I leged ly-th reatened. 

136 FTC v. Premier Debt Acquisitions LLC, No. 1 :15-cv-00421-FPG (W.D.N.Y.J an. 7, 2016) (Order); see also Press 
Release, FTC and State Law Enforcement Partners Announce More Actions and Results in Continuing Crackdown 
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impersonated law enforcement and government officials, falsely threatened consumers with a 
lawsuit or arrest, and falsely threatened to charge some consumers with criminal fraud, garnish 
their wages, or seize their property. 137 In text messages, the defendants allegedly claimed they 
would sue consumers and threatened to seize consumers' possessions unless they paid. In 
voicemails, the defendants also allegedly falsely claimed that a "uniformed officer" was on the way 
to consumers ' homes. In addition to banning the defendants from the debt collection industry, the 
order prohibits them from making misrepresentations about other financial products or services. 

In FTC v. Un{fied Global Group, the FTC secured an approximately $27 million judgment 
and significant injunctive relief in a settlement with four defendants involved in an abusive debt 
collection operation. The FTC's complaint against Unified Global Group 138 alleged that the 
defendants sent texts to trick consumers into calling them back. The texts included false statements 
such as, "YOUR PAYMENT DECLINED WITH CARD ****-****-****-5463 ... CALL 
866.256.2117 IMMEDIATELY," even though consumers had never arranged to make payments to 
the defendants. The defendants also allegedly used deceptive emails and calls that threatened arrest 
and civil lawsuits, and unlawfully contacted consumers' friends, families, and co-workers about the 
supposed debts. In August 2016, the court entered a stipulated order banning the settling 
defendants from all debt collection activities and imposing a judgment of approximately $27 
million, which was partially suspended because of their inability to pay. 139 Litigation continues 
against the sole remaining defendant. 

3. Other Actions To Halt FDCPA And FTC Act Violations 

In addition to the cases described above, the FTC successfully resolved five other actions in 
2016 to protect consumers from unlawful collection practices: (1) Federal Check Processing; (2) 
Commercial Recovery Systems; (3) Warrant Enforcement Division; (4) AFS Legal Services; and (5) 
BAM Financial. In the first two cases, the FTC secured summary judgment wins against the 
defendants. The FTC also continued litigating Vantage Point Services, filing a motion for summary 
judgment and securing additional preliminary relief against a defendant. 

Against Abusive Debt Collectors O an. 7, 2016), available athttps://www.ftc.gov/news-events/press­
rel eases/2 016/01 /ftc-state-1 aw-enforcement-partners-an noun ce-m o re-acti ons-resu Its. 

137 FTC v. Premier Debt Acquisitions LLC, No. 1:15-cv-00421-FPG (W.D.N.Y. May 11, 2015) (Complaint); see also Press 
Release, FTC Halts Three Debt Collection Operations That Allegedly Threatened and Deceived Consumers via Illegal 
Text Messages (May 21, 2015), available athttps://www.ftc.gov/news-events/press-
rel eases/2 015/05/ftc-ha Its-three-debt-co I lecti on-operations-a 11 eged ly-th reatened. 

138 FTC v. Unified Global Group, LLC, 15-cv-422-W (W.D.N.Y. May 11, 2015) (Complaint); see also Press Release, FTC 
Halts Three Debt Collection Operations That Allegedly Threatened and Deceived Consumers via Illegal Text Messages 
(May 21, 2015), available athttps://www .ftc.gov/news-events/press-releases/201 5/05/ftc-ha Its-
th ree-debt-col I ecti on-operations-a I leged ly-th reaten ed. 

139 FTC v. Unified Global Group, LLC, 15-cv-422-W (W.D.N.Y. Aug. 26, 2016) (Order); see also Press Release, FTC 
Actions: Debt Collectors Banned from Debt Collection Business (Sept. 7, 2016) available at 
https ://www.ftc.gov/news-eve nts/ press-rel eases/2 016/ 09/ftc-actions-debt-co I lectors-ba n ned­
de bt-co 11 ection-busi ness. 
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In FTC v. Federal Check Processing Inc., the court granted the Commission's request for 
summary judgment against a Buffalo, New York-based debt collection scheme. 140 The district 
court adopted the magistrate judge's recommendation and report that found that defendants had 
violated the FTC Act and the FDCPA by falsely claiming to be government officials, falsely 
threatening consumers with litigation or arrest, and systematically disclosing consumers' debts to 
their friends, family, and co-workers to coerce payment. 141 The court had previously entered an ex 
parte temporary restraining order, followed by a stipulated preliminary injunction, to halt this 
abusive debt collection operation. The final order bans the defendants from the debt collection 
industry and requires them to pay a nearly $11 million judgment. 

In United States v. Commercial Recovery Systems, Inc., a case that the FTC referred to the 
Department of Justice for prosecution, the court entered summary judgment against two defendants 
in an unlawful debt collection operation. The court found that the debt collectors had "repeatedly 
and routinely violated the FDCPA ... in multiple ways, by making blatantly false representations 
for the purpose of intimidating consumers into paying debts."142 Among other things, the court 
found that their routine threats to sue consumers were "patently false," and further that they falsely 
impersonated attorneys and threatened to seize or garnish consumers' property or wages. The court 
banned the two defendants from debt collection, and will determine the civil penalty amount to 
impose on one of them, the president of the company. 143 Additionally, the government secured a 
stipulated final order against the remaining individual defendant subjecting him to the same ban 
and imposing a $496,000 civil penalty judgment (partially suspended due to an inability to 
pay).144 

In January 2016, the Commission also successfully resolved its action in Warrant 
Enforcement Division. The FTC's complaint in this matter alleged that the defendants, while under 

14° FTC v. Federal Check Processing, Inc., No. 1 :14-cv-001 22 (W.D.N.Y Oct. 13, 2016) U udgment and Permanent 
Injunction); see also Press Release, FTC Wins Summary J udgment Against Buffalo, NY-based Abusive Debt Collectors; 
Defendants Banned from Collection Business (Oct. 31, 2016), available athttps://www.ftc.gov/news-
events/p ress-releases/2016/1 O/ftc-wi ns-su m ma ry-j u dgment-aga i nst-b uffa I o-ny-based-a bus ive­
d ebt. 

141 FTC v. Federal Check Processing, Inc., No. 1 :14-cv-00122 (W.D.N.Y Mar. 25, 2014) (Complaint), see also Press 
Release, At FTC's Request, Court Halts Debt Collector's Allegedly Deceptive and Abusive Practices, Freezes Assets 
(Sept. 23, 2014), available athttp://www.ftc.gov/news-events/press-releases/2014/03/ftcs-request­
cou rt-ha Its-debt-collectors-a I leged ly-d eceptive. 

142 United States v. Commercial Recovery Sys., Inc., No. 4:15-cv-36 (E.D. Tex. Apr. 7, 2016) (Memorandum Opinion 
and Order). 

143 United States v. Commercial Recovery Sys., Inc., No. 4:15-cv-36 (E.D. Tex. Apr. 18, 2016) (Order); see also Press 
Release, FTC Action: Debt Collector Banned from Collection Business (Sept. 22, 2016), available at 
https ://www.ftc.gov/news-events/p ress-releases/2016/09/ftc-acti on-debt-co I lector-ba n ned­
co I lection-busi ness. 

144 United States v. Commercial Recovery Sys., Inc., No. 4:15-cv-36 (E.D. Tex. Sept. 21, 2016) (Order) 
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contract to collect overdue utility bills, traffic tickets, court fines, and other debts for local 
governments in Texas and Oklahoma, sent consumers letters and postcards containing false or 
unsubstantiated threats of arrest that appeared to come from a municipal court. 145 The FTC 
charged that the false and unsubstantiated threats made to collect municipal court debts violated the 
FTC Act, and those made to collect utility debts violated both the FTC Act and the FDCPA. Under 
a stipulated order for permanent injunction, the defendants are prohibited from misrepresenting any 
material fact in collecting debts, including that failure to pay a debt will result in the consumer 
being arrested or jailed, having their vehicle impounded, or being unable to renew their driver's 
license. 146 The order also imposed a $194,888 judgment that was suspended based on the 
defendants' inability to pay. 

Similarly, the Commission seemed a final order in its suit against AFS Legal Services, 
resolving charges that the defendants impersonated investigators and law enforcement, and 
threatened to arrest, jail, and sue consumers if they did not pay debts. 147 According to the FTC' s 
complaint, filed in October 2015, the defendants often had consumers' personal information - such 
as social security and bank account numbers - that caused consumers to believe that the calls and 
associated threats were legitimate. 148 The collectors also allegedly made harassing calls and 
contacted relatives, friends, and co-workers about consumers' debts. The stipulated final order, 
entered in August 2016, bans the defendants from debt collection activities and imposes a judgment 
of more than $4.4 million, the amount consumers lost to this scheme. 

In July 2016, the FTC also successfully resolved its suit against BAM Financial, banning 
the defendants from the debt collecting business and securing other important relief. 149 The FTC' s 
complaint, filed in October 2015, alleged that the defendants bought consumer debts and collected 
payment by deceptively threatening consumers with lawsuits, wage garnishment, and arrest, and by 

145 FTC v. Municipal Recovery Servs. Corp., No. 15-CV-04064-N (N.D. Tex. Dec. 24, 2015) (Complaint). 

146 FTC v. Municipal Recovery Servs. Corp., No. 15-CV-04064-N (N.D. Tex.J an. 29, 2016) (Order); see also, Press 
Release, FTC and State Law Enforcement Partners Announce More Actions and Results in Continuing Crackdown 
Against Abusive Debt Collectors U an. 7, 2016), available athttps://www.ftc.gov/news-events/press-
rel eases/2016/01 /ftc-state-1 aw-enforcement-partners-an noun ce-m o re-acti o ns-resu Its . 

147 FTC v. Nat'/ Payment Processing LLC, No. 1 :15-cv-3811-AT (N.D. Ga. Aug. 29, 2016) (Order); see also Press Release, 
FTC Actions: Debt Collectors Banned from Debt Collection Business (Sept. 7, 2016), available at 
https://www.ftc.gov/news-events/ p ress-releases/2016/ 09/ftc-actions-debt-co I lectors-ba nned­
debt-co I lection-busi n ess. 

148 FTC v. Nat'/ Payment Processing LLC, No. 1 :15-cv-3811 -AT (N.D. Ga. Oct. 30, 2015) (Complaint). 

149 FTC v. BAM Fin'/, LLC, No. 8:15-cv-01672-JVS-DFM (C.D. Cal.Ju ly 11, 2016) (Order); see also Press Release, FTC 
Action: Abusive Debt Collectors Banned from Collection Business U uly 14, 2016), available at 
https ://www.ftc.gov/news-eve nts/ press-rel eases/2 016/ 07 /ftc-action-a busive-d ebt-co I lecto rs­
ba nned-co llection-busi ness. 
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impersonating attorneys or process servers. 150 According to the complaint, the defendants also 
unlawfully disclosed debts to, or harassed, third parties; failed to identify themselves as debt 
collectors; and failed to notify consumers of their right to receive verification of the purported 
debts. At the FTC's request, the court entered a temporary restraining order that prohibited the 
defendants from violating the FDCPA and the FTC Act, froze the defendants' assets, and appointed 
a receiver. The stipulated final order bans them from debt collection activities and imposes a 
$4,802,646 judgment, to be partially suspended upon the surrender of certain assets based on 
defendants' inability to pay. 

15° FTC v. BAM Fin'/, LLC. No. 8:15-cv-01672-JVS-DFM (C.D. Cal. Oct. 19, 2015) (Complaint); see also Press Release, 
FTC and Federal, State and Local Law Enforcement Partners Announce Nationwide Crackdown Against Abusive Debt 
Collectors (Nov. 4, 2015), availableathttps://www.ftc.gov/news-events/press-releases/2015/11 /ftc­
federa I-state-I oca 1-1 aw-enforcement-partners-announce. 
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The FTC continues to work with the New York Attorney General in a joint action against 
Vantage Point, a Buffalo, New York-based debt collection scheme. According to the complaint 
filed in 2015, defendants' collectors posed as a law firm, process servers, or even government 
agents - misrepresenting to consumers that they had committed a ctime and would be arrested and 
jailed. 151 The complaint further alleges that the defendants made similar claims about consumers 
to their co-workers, friends, and family members. At the request of the FTC and the New York AG, 
the court entered a preliminary injunction to halt the unlawful practices. In 2016, the plaintiffs 
requested that the court enter summary judgment against the defendants, and that motion is 
currently pending. The plaintiffs also sought and obtained a second ex parte temporary restraining 
order and preliminary injunction against one of the individual defendants for operating another debt 
collection scheme in violation of the first preliminary injunction. 

4. Action To Halt Fair Credit Reporting Act Violations By A Debt 
Collector 

In May 2016, in the Credit Protection Association matter - referred to the Department of 
Justice for prosecution - the court entered a stipulated final order against a debt collector for 
alleged violations of the Fair Credit Reporting Act's (FCRA) Furnisher Rule. 152 Specifically, the 
complaint alleged that the defendant debt collector lacked adequate policies and procedures to 
handle consumer disputes regarding information the company provided to credit reporting 
agencies. 153 The complaint also alleged that the company did not have a policy requiring notice to 
consumers of the outcomes of investigations about disputed information and that, in numerous 
instances, consumers were not informed whether information they disputed had been corrected. 
The stipulated final order requires the defendant to pay $72,000 in civil penalties and put in place 
policies and procedures that comply with the requirements of the FCRA and the Furnisher Rule. 
The company will also be required to follow the Rule's requirements related to conducting dispute 
investigations and informing consumers of their outcome. 

II. Other Law Enforcement Activities: Amicus Curiae Briefs 

The FTC also periodically submits briefs as amicus curiae in federal court cases around the 
country on important debt collection issues. Even when the FTC is not a plaintiff or a defendant in 

151 FTC and State of New York v. Vantage Point Services, LLC. No. 1:15-cv-00006-WMS (W.D.N.Y.Jan . 5, 2015) 
(Complaint); see also Press Release, FTC, New York Attorney General Crack Down on Abusive Debt Collectors (Feb. 26, 
2015), available athttps://www.ftc.gov/news-events/press-releases/2015/02/ftc-new-york­
attorney-genera I-crack-down-abusive-debt-co 11 ectors. 

152 15 U.S.C. §§ 1681-1681x (FCRA); Duties of Furnishers of Information to Consumer Reporting Agencies (Furnisher 
Rule), 16 C.F.R. § 660, recodified as Duties of Furnishers of Information, 12 C.F.R. § 1022, subpart E. 

153 U.S. v. Credit Protection Association, 3:16-cv-01255-D (N.D. Tex. May 9, 2016) (Complaint and Order); see also 
Press Release, Debt Collector Settles FTC Charges It Violated Fair Credit Reporting Act (May 9, 2016), available at 
https ://www.ftc.gov/news-eve nts/ press-rel eases/2 016/05/ debt-co 11 ecto r-settl es-ftc-cha rges-it­
violated-fa i r-cred it. 
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private FDCPA cases, courts often seek and rely on the Commission's expertise in debt collection 
issues. This is yet another way for the FTC to protect consumers from unlawful practices and 
ensure consistency and logic in the development of federal debt collection law and policy. 

Since Congress passed the Dodd-Frank Act, the FTC has often partnered with the CFPB on 
these amicus briefs. This past year, the Ninth Circuit and the Seventh Circuit adopted favorable 
interpretations of the FDCPA in two cases in which the FTC and CFPB had filed joint amicus 
briefs: Hernandez v. Williams, Zinman & Parham and Franklin v. Parking Revenue Recovery 
Servs. Inc. In both cases, the courts reaffirmed the Act's broad applicability and significant 
protections for consumers. 

1. "Initial Communication": Hernandez Amicus Brief 

In 2014, the FTC joined the CFPB in filing an amicus brief in the Ninth Circuit Hernandez 
matter regarding the meaning of the phrase "initial communication" in the FDCP A. 154 Section 
1692g of the FDCP A requires "a debt collector" to send the consumer a "validation notice" 
containing certain information about the consumer's alleged debts and the consumer's rights 
"[w]ithin five days after the initial communication with a consumer in connection with the 
collection of any debt." 155 In December 2011, the defendant sent the plaintiff in the underlying 
case a letter seeking to collect a debt that the plaintiff had allegedly incmred. That letter failed to 
include all of the information required by 15 U.S.C. § 1692g. 

The parties filed cross-motions for summary judgment. In its motion, the defendant argued 
that it had no obligation to comply with § 1692g because its letter was not the "initial 
communication" that the plaintiff had received about the debt. Instead, it argued that the "initial 
communication" had come from another collector that had previously sought to collect on the same 
debt. The defendant contended that because that prior collector had sent the plaintiff a letter that 
complied with the FDCPA, and because it was a "subsequent collector," it was under no obligation 
to send any further notice. Finding that the statute's plain text only contemplated one initial 
communication with a debtor on a given debt, the district court agreed and granted the defendant's 
motion. In doing so, the district court joined one side of a split among several district courts. 

In our joint brief, the FTC and CFPB urged the Ninth Circuit to reject the district court's 
interpretation. As we noted , the use of the general articles in the phrases "the initial 
communication" from "a debt collector" are most naturally read to refer to each subsequent debt 
collector's initial communication with a consumer. 156 We also noted in our brief that the district 

154 Brief of Amici Curiae, Hernandez v. Williams, Zinman & Parham, P.C, No. 14-15672 (9th Cir. Aug. 20, 2014), 
availableathttp://www.ftc.gov/system/fi les/docu men ts/ am icus_briefs/hernandez-v.wi II iams­
zinman-parham-p.c./140821 briefhernandez1 .pdf. 

155 See15 U.S.C. § 1692g(a) (duty to send the notice); 15U.S.C.§ 1692g(b) (required contents of notice). 

156 Our brief observed that interpreting the statute as applying only to the initial communication by the initial collector 
leads to a logical inconsistency because, typically, that initial communication with a consumer regarding a debt comes 
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court's interpretation contravened Congress's legislative intent. Congress enacted§ 1692g to 
eliminate the problem of debt collectors attempting to collect the wrong amounts from the wrong 
consumers. To that end, Congress requires debt collectors, upon initially contacting a consumer, to 
provide the consumer with a validation notice containing key information about the debt and the 
consumer's rights, including the amount of the debt, the identity of the original creditor, and the 
consumer's rights to obtain verification of the debt or dispute it. Because debts frequently change 
hands, these protections are just as important when a new debt collector acquires a debt as they are 
when the first collector began collecting. 

In July 2016, the Ninth Circuit reversed the decision of the district court, becoming the first 
Court of Appeals to issue a published opinion on this portion of§ 1692g. It held that, "[a]pplying 
well-established tools of statutory interpretation and construing the language in § l 692g(a) in light 
of the context and purpose of the FDCPA, ... the phrase 'the initial communication' refers to the 
first communication sent by any debt collector, including collectors that contact the debtor after 
another collector already did." 157 The court found that this interpretation is clear when read in the 
context of the FDCPA as a whole. 158 The court also agreed that this interpretation is supported by 
the FDCPA' s declared purpose to protect consumers from abusive collection practices - in this 
case, by ensuring that consumers get u~dated information about debts and opportunities to verify 
them when their debts change hands. 15 

2. Unpaid Parking Charges As ''Debts": Franklin Amicus Brief 

In 2015, responding to an invitation from the Seventh Circuit, the FTC and CFPB submitted a 
joint amicus brief urging the court to reverse a district court ruling that unpaid parking fees are not 
"debts," as that term is defined in the FDCPA. 160 The case arose out of a class action complaint 
alleging that a collection company hired by a private parking lot operator to collect unpaid parking 
fees and nonpayment penalties sent dunning letters to consumers that violated the FDCP A. The 
defendants moved for summary judgment, which the district court granted. The court found that the 
charges were a "fine" and not the byproduct of a "transaction." Thus, the court reasoned, the sum 
the defendants were attempting to collect was not a "debt," as that term is defined in the FDCPA, 
so the prohibitions of the Act did not apply to the defendants' dunning letters. 

Our joint brief explained that the district court erred. The agencies noted that, in enacting the 
FDCPA, Congress broadly defined "debt" to mean "any obligation ... to pay money arising out of 

from a creditor, an entity not subject to the FDCPA. If "initial communication" was read to mean this very first 
communication, and only th is communication, then the FD CPA would not apply at all. 

157 Hernandez v. Williams, Zinman & Parham PC, 829 F.3d 1068, 1070 (9th Cir.July 20, 2016). 

158 Id. at 1072. 

159 Id. at 1078. 

160 Brief of Amici Curiae, Franklin v. Parking Revenue Recovery Servs. Inc., No. 14-3774 (7th Cir. Dec. 11, 2015), 
availableathttps://www.ftc.gov/system/fi !es/documents/am icus_briefs/fra nkl i n-et-al-v.parking­
revenue-recovery-services-i nc./p0821 OS_parki ng_reven ue_am icus_brief _7th_ci r _ 14-3774.pdf. 
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a [consumer] transaction." 15 U.S.C. § 1692a(5). The brief argued that the critical term 
"transaction," which Congress left undefined, is a broad reference to many different types of 
consensual business dealings. It further argued that parking in a lot that was open to the public for a 
stated fee constituted a "transaction," similar to many other commercial dealings in which 
consumers engage daily. Because the fees that the debt collector sought "ar[ose] out of' that 
transaction, the charges were "debts" and the collection of those debts was governed by the 
FDCPA. 

In August 2016, the Seventh Circuit issued a decision reversing the district court, holding 
that the unpaid parking fees and no11fiayment penalties at issue in this matter constitute "debts" 
within the meaning of the FDCP A. 1 1 Thanking the FTC and CFPB for their assistance, the 
Seventh Circuit adopted the agencies' analysis that these fees and penalties are, in fact, obligations 
arising out of consumer "transactions" under the FDCPA. 

II. EDUCATION AND PUBLIC OUTREACH 

Education and public outreach also are important parts of the Commission's debt collection 
program. The FTC uses multiple formats and channels to inform consumers about their rights 
under the FDCPA, as well as what the statute requires of debt collectors; and to inform debt 
collectors about what they must do to comply with the law. The FTC also uses education and 
public outreach to enhance legal services providers' understanding of debt collection issues. 

The Commission reaches tens of millions of consumers through English and Spanish print 
and online materials, blog posts, and speeches and presentations. To maximize its outreach efforts, 
FTC staff works with an informal network of about 16,000 community-based organizations and 
national groups that order and distribute FTC information to their members, clients, and 
constituents. In 2016, the FTC distributed 15.5 million print publications to libraries, police 
departments, schools, non-profit organizations, banks, credit unions, other businesses, and 
government agencies. In 2016, the FTC logged more than 43 million views of its business and 
consumer education website pages. The FTC's channel at YouTube.com/FTCvideos houses 144 
videos, which were viewed more than 603,306 times in 2016. A new video - Fraud Affects Every 
Community: Debt Collection - tell.s the fi~st-~~rson story.of a veteran who was contac~ed by a 
debt collector. The consumer biogs m English 6

- and Spamsh163 reached 159,825 (English) and 
44,835 (Spanish) email subscribers, and regularly serve as source material for local and national 
news stories. 

As part its work to raise awareness about scams targeting the Latino community, the FTC 
has developed a series of fotonovelas in Spanish. The graphic novels tell stories based on 

161 Franklin v. Parking Revenue Recovery Servs. Inc., 832 F.3d 741 (71h Cir. Aug. 10, 2016). 

162 http://www.consumer.ftc.gov/blog. 

163 http://www.consumidor.ftc.gov/blog. 
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complaints Spanish speakers make to the FTC and offer practical tips to help detect and stop 
common scams. People ordered more than 45,125 copies of the Cobradores De Deuda (Debt 
Collectors) fotonovela in 2016. 

The Commission also educates industry members by developing and distributing business 
education materials, delivering speeches, blogging, participating in panel discussions at industry 
conferences, and providing interviews to general media and trade publications. The FfC' s business 
education resources can be found in its online Business Center. 164 The Business Center logged 
more than 3.4 million page views in 2016, and there are more than 58,000 email subscribers to the 
Business Blog. 165 A complete list of the FfC's consumer and business education materials relating 
to debt collection and information on the extent of their distribution is set forth in Appendix A to 
this letter. 

FTC staff also regularly meets with legal service providers, consumer advocates, and 
people who work in immigrant, Native American, Latino, Asian, and African American 
communities to discuss consumer protection issues, including the FTC's work in the debt 
collection arena. As discussed further below, the Commission hosted several public workshops 
examining such issues this past year. The FTC also hosted five Ethnic Media Roundtables around 
the country in 2016, bringing together law enforcement, community organizations, consumer 
advocates and members of the ethnic media to discuss how consumer protection issues -
including debt collection - affect their communities. 

III. RESEARCH AND POLICY DEVELOPMENT ACTIVITIES 

The third prong of the Commission's debt collection program is research and policy 
initiatives. In the past year, the FTC has continued to monitor and evaluate the debt collection 
industry and its practices - both through public workshops and the FTC' s input to the CFPB on 
debt collection rulemaking and guidance initiatives. 

In 2016, the FTC organized four Common Ground conferences at which law enforcement, 
consumer advocates, and community members discussed consumer protection issues, including 
debt collection, and encouraged consumers to report problems to the FTC. In December 2016, the 
Commission also held a workshop, "The Changing Consumer Demographics," which brought 
together law enforcement, consumer groups and researcher participants to discuss how to combat 
unlawful practices - including illegal debt collection activities - that impact specific consumer 
populations as the country's demographics change. 

164 http://business.ftc.gov/. 

16s http://business.ftc.gov/blog. 
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Additionally, the FrC also continues to work closely with the CFPB to coordinate efforts to 
protect consumers from unfair, deceptive, and abusive debt collection practices. 166 As part of this 
coordination, FrC and CFPB staff regularly meet to discuss ongoing and upcoming law 
enforcement, rulemaking, and other activities; share debt collection complaints; cooperate on 
consumer education efforts in the debt collection arena; and consult on debt collection rulemaking 
and guidance initiatives. 

166 The Dodd- Frank Act directs the FTC and the CFPB to coordinate their law enforcement activities and promote 
consistent regulatory treatment of consumer financial products and services, including debt collection. See Dodd­
Frank Act, Pub. L. 111-203, 124 Stat. 1376§ 1024(c)(3) Uuly 21, 2010). InJ anuary 2012, the FTC and CFPB entered 
into a memorandum of understanding ("MOU") that supplements the requirements of the Dodd-Frank Act and creates 
a strong and comprehensive framework for coordination and cooperation . Memorandum of Understanding Between 
the Consumer Financial Protection Bureau and the Federal Trade Commission,J anuary 2012, available at 
http://www.ftc.gov/sites/default/files/attachments/press-releases/federal-trade-commission­
consu m er-fi na nci al-protection-bu reau-p ledge-work-together-protect-co nsumers/12 0123ftc­
cfpb-mou .pdf. The agencies reauthorized the MOU in May 2015 for a three-year term. See 
https ://www.ftc.gov/news-events/p ress-releases/2015/03/ftc-cfpb-reauthori ze-m e mora nd um­
u ndersta nd i ng. 
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IV. CONCLUSION 

The Commission hopes that the information contained in this letter will assist the CFPB in 
its annual report to Congress about its administration of the FDCPA. The FTC looks forward to 
continuing to cooperate and coordinate with the CFPB on consumer protection issues relating to 
debt collection. If any other information would be useful or if you wish to request additional 
assistance, please contact Malini Mithal, Acting Associate Director, Division of Financial 
Practices, at (202) 326-2972. 
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Appendix A 

Debt Collection Information 2016 

Title Page Views 1671 Print distribution 

English Spanish English Spanish 

Consumer Information 

Cooina with Debt 116,850 14,949 86,825 14,275 
Debt Collection 358,796 41,809 124,825 
Debt Collection Arbitration 12,706 660 22,125 
Debt Collectors (Spanish) 45,125 
Debts and Deceased Relatives 65,746 29,546 
Fake Debt Col lectors 55,542 1,855 
Garnish ing Federal Benefits 25,986 1,745 
Settlina Credit Card Debt 102,404 4,679 
Manaaina Debt What to Do 4,717 1,017 72,950 11,850 
Identit):'. Theft Letter to a Debt 2,047 55 
Collector 

Time-Barred Debts 94,764 32,712 
Video 

Dealing with Debt Col lectors 5,370 519 

Helging Vict ims of Identity Theft 1,163 

Fraud Affects Eve!)'. Communit):'.: Debt 12,977 
Collection 

Title Page Views Print Distribution 

English Spanish English Spanish 

Business Information 
The Fair Debt Collection Practices Act 34,077 11,580 

Video 
Debt Col lection 431 76 

167 Page view numbers include pages viewed on FTC websites, but not pages viewed when non-FTC sites download and 
re-post FTC content. 
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Consumer Blog Posts 

Fraud affects every community: debt collection 
A year in debt collection 
How to stop calls from debt collectors 
The FTC's Debt Collection Hall of Shame has some new inductees 
Bogus debts, bogus collections 
A debt collection round-up 
Closing time for fake debt collector 
A void a debt relief scam 

Fraud Affects Every Community: Debt Collection 

Business Blog Posts 

Collection Protection reflection 
BAM banned from debt collection 
Debt collectors: You may "like" social media and texts. but are you complying with the law? 
Disguise the limit: FTC sues debt collectors who claimed official affiliation 

### 
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March 20, 20 I 7 

(..o:l~l,ln er I' 1ar c .. 
r orcct 011 Bun .., 

The Honorable Michael Crapo 
Chainnan 
Committee on Banking, Housing, and Urban Affairs 
United States Senate 

534 Dirksen Senate Office Building 

Washington, DC 20510 

Dear Chainnan Crapo: 

Enclosed please find the Consumer Financial Protection Bureau· s sixth annual report to Congress 

pursuant to Section l 692m of the Fair Debt Collection Practices Act. 

Should you have any questions about the enclosed report, please contact me at (202) 435-97 l l . 

herine Galicia 

Assistant Director for Legislative Affairs 

consumerfinance.gov 



March 20, 2017 

Corisume1 F111anc•al 
Prote~t1ori B"reau 

The Honorable Jeb Hensarling 
Chairman 
Committee on Financial Services 
U.S. House of Representatives 

2129 Rayburn House Office Building 

Washington, DC 20515 

Dear Chairman Hensarling: 

Enclosed please find the Consumer Financial Protection Bureau' s sixth annual repo11 to Congress 

pursuant to Section 1692m of the Fair Debt Collection Practices Act. 

Should you have any questions about the enclosed report, please contact me at (202) 435-9711. 

Assistant Director for Legislative Affairs 

consumerfinance.gov 



., . 

March 20, 2017 

Consum~r Fwanrial 
Protccl on Bi.:rE'"U 

The Honorable Michael R. Pence 
The Vice President of the United States 
The President of the Senate 
S-212, The Capitol 

Washington, DC 20510 

Dear Vice President Pence: 

Enclosed please find the Consumer Financial Protection Bureau 's sixth annual report to Congress 
pursuant to Section 1692m of the Fair Debt Collection Practices Act. 

Should you have any questions about the enclosed report, please contact me at (202) 435-97 l l. 

Catherine Galicia 
Assistant Director for Legislative Affairs 

consumerfinance.gov 



March 20, 2017 

Con~., er f1r.anc1d 
P ckct on Bure;;" 

The Honorable Paul Ryan 
Speaker 
U.S. House of Representatives 
H-209, The Capitol 
Washington, DC 20515 

Dear Speaker Ryan: 

Enclosed please find the Consumer Financial Protection Bureau's sixth annual report to Congress 

pursuant to Section I 692m of the Fair Debt Collection Practices Act. 

Should you have any questions about the enclosed report, please contact me at (202) 435-9711. 

~-
Catherine Galicia 
Assistant Director for Legislative Affairs 

consumerfinance.gov 



March 20, 2017 

Cons J"ner Fir•anc1;;I 
Protection 81;re,m 

The Honorable Maxine Waters 
Ranking Member 
Committee on Financial Services 
U.S. House of Representatives 
4340 Thomas P. O' Neill, Jr. House Office Building 

Washington, DC 20515 

Dear Ranking Member Waters: 

Enclosed please find the Consumer Financial Protection Bureau's sixth annual report to Congress 
pursuant to Section l 692m of the Fair Debt Collection Practices Act. 

Should you have any questions about the enclosed report, please contact me at (202) 435-9711. 

Catherine Galicia 
Assistant Director for Legislative Affairs 

consumerfinance.gov 



JEB HENSARLING, TX, CHAIRMAN llnitcd iPtatcs iaou.sc of 'Rcprcscntatiocs 
cr::ommittcc on j~mmciel ~cruircs 

212q 1Ronburn t-1ou.sc ®ffirc )Building 
il1lla.shingcon, :mt[ 20;1 i 

March 20, 2017 

The Honorable Richard Cordray 
Director 
Bureau of Consumer Financial Protection 
1700 G Street, NW 
Washington, DC 20552 

Dear Director Cordray: 

Please answer two questions in writing by March 22, 2017: 

MAXINE WATERS, CA, RANKING MEMBER 

1. Absent action taken by the Administration, will you serve your full five-year 
statutory term as CFPB Director? 

2. If you will not serve your full term, on what date will you resign as Director? 

Answering these questions yourself, rather than through a spokesperson, will provide the 
public with much-needed clarity regarding your tenure at CFPB. 

Yours Respectfully, 

cc: The Honorable Maxine Waters, Ranking Member 



JEB HENSARLING, TX , CHAIRMAN 1.initrd iStatrs l:tousr of 'Rrprrsmtatiurs 
(tommittrr on j inancial ~rrllicr.s 

2129 Ra!!,bUrn l'tOUM emn J3uilding 
i:Desllington, B.~. 10515 

March 21, 2017 

The Honorable Richard Cordray 
Director 
Bureau of Consumer Financial Protection 
1700 G Street, NW 
Washington, DC 20552 

Dear Director Cordray: 

MAXINE WATERS, CA, RANKING MEMBER 

The Committee on Financial Services will hold a hearing titled "The 2016 Semi-Annual 
Reports of the Bureau of Consumer Financial Protection" at 10:00 a.m. on Wednesday, April 5, 
2017, in room 2128 of the Rayburn House Office Building. I am writing to confirm your 
participation as a witness. 

As you know, the Director of the Bureau of Consumer Financial Protection (Bureau) is 
required by Section 1016 of the Dodd-Frank Wall Street Reform and Consumer Protection Act 
(P.L. 111-203) to appear on a semi-annual basis before the Committee on Financial Services to 
deliver a report on the Bureau. When you last appeared before the Committee on March 16, 
2016, you testified on the Bureau's activities covering the period of April 1, 2015 - September 
30, 2015. Therefore, your testimony should cover the reporting period for October 1, 2015 -
March 31, 2016 as well as the most recent period for April 1, 2016 - September 30, 2016. Your 
testimony should provide details on the following items: (1) significant problems faced by 
consumers in shopping for or obtaining consumer financial services; (2) the Bureau's budget 
request of the previous year; (3) significant rules and orders adopted by the Bureau, as well as 
other significant initiatives conducted by the Bureau; ( 4) an analysis of complaints about 
consumer products and services that the Bureau has received or collected; (5) a list, with a 
summary of the subject matter, of the public supervisory and enforcement actions to which the 
Bureau was a party during the preceding year; ( 6) the actions taken regarding rules, orders, and 
supervisory actions with respect to non-depository institutions; (7) an assessment of significant 
actions by state attorneys general or state regulators relating to federal consumer financial law; 
(8) an analysis of the Bureau's efforts to fulfill its fair lending mission; and (9) an analysis of the 
Bureau's efforts to increase workforce and contracting diversity consistent with the procedures 
established by the Office of Minority and Women Inclusion. 

Please read the following material carefully. It is intended as a guide to your rights and 
obligations as a witness under the rules of the Committee on Financial Services. 

The Form of your Testimony. Under the Rules of the Committee on Financial Services, 
each witness who is to testify before the Committee or its subcommittees must file with the Clerk 



The Honorable Richard Cordray 
March 21, 2017 
Page2 

of the Committee a written statement of proposed testimony of any reasonable length. Please 
also include with the testimony a current resume summarizing education, experience and 
affiliations pertinent to the subject matter of the hearing. This must be filed at least two business 
days before your appearance. Please note that changes to the written statement will not be 
permitted after the hearing begins. Failure to comply with this requirement may result in the 
exclusion of your written testimony from the record. Your oral testimony should not exceed five 
minutes and should summarize your written remarks. The Chair reserves the right to exclude 
from the printed record any supplemental materials submitted with a written statement due to 
space limitations or printing expense. 

Submission of your Testimony. Please submit at least 100 copies of your proposed 
written statement to the Clerk of the Committee not less than two business days in advance of 
yom appearance. These copies should be delivered to: The Committee on Financial Services, 
Attn: Committee Clerk, 2129 Rayburn House Office Building, Washington, and D.C. 20515. 

Due to heightened security restrictions. many common fonns of delivery experience 
significant delays in delivery to the Committee. This includes packages sent via the U.S. Postal 
Service, Federal Express, UPS, and other similar carries, which typically arrive 3 to 5 days later 
than normal. The United States Capitol Police have specifically requested that the ·Committee 
refuse deliveries by comier. The best method of delivery of your testimony is to have an 
employee from your organization deliver your testimony in an unsealed package to the address 
above. If you are unable to comply with this procedure, please contact the Committee to discuss 
alternative methods for delivery of your testimony. 

The rules of the Committee require, to the extent practicable, that you also submit your 
written testimony in electronic form. The preferred method of submission of testimony in 
electronic form is to send it via electronic mail to fsctestimony@mail.house.gov. The electronic 
copy of your testimony may be in any major file fonnat, including WordPerfect, Microsoft 
Word, or ASCII text for either Windows or Macintosh. Your electronic mail message should 
specify in the subject line the date and the Committee or subcommittee before which you are 
scheduled to testify. You may also submit testimony in electronic form on a disk or CD-ROM at 
the time of delivery of the copies of your written testimony. Submission of testimony in 
electronic form facilitates the production of the printed hearing record and posting of your 
testimony on the Committee's Internet site. 

Your Rights as a Witness. Under the Rules of the House, witnesses may be accompanied 
by their own c-0unsel to advise them concerning their constitutional rights. I reserve the right to 
place any witness under oath; regardless of whether an oath is administered, it is a violation of 
federal criminal law to give false testimony to a congressional tribunal. A witness may obtain a 
transcript copy of his/her testimony given in open, public session, or in a closed session only 
when authorized by the Committee or subcommittee. However, by appearing before the 
Committee or its subcommittees, you authorize the Committee to make technical, grammatical, 
and typographical corrections to the transcript in accordance with the rules of the Committee and 
the House. · 
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The Rules of the Committee on Financial Services, and the applicable rules of the House, 
are available on the Committee's website at http://financialservices.house.gov. Copies can also 
be sent to you upon request. 

The Committee on Financial Services endeavors to make its facilities accessible to 
persons with disabilities. If you are in need of special accommodations, or have any questions 
regarding special accommodations generally, please contact the Committee in advance of the 
scheduled event (4 business days' notice is requested) at (202) 225-7502; TTY: 202-226-1 591; 
or write to the Committee at the address above. 

Please note that space in the Coinmittee's hearing room is extremely limited. Therefore, 
the Committee will only reserve one seat for staff accompanying you during your appearance (a 
total of two seats). In order to maintain our obligation under the Rules of the House to ensure 
that Committee hearings are open to the public, we cannot deviate from this policy. 

Should you or · your staff have any questions or need additional information, please 
contact Brian Johnson, Jon Blum, Hallee Morgan, or Brian Anderson at (202) 225-7502. 

Sincerely, 

Chairman 

JH/bj 

cc: The Honorable Maxine Waters, Ranking Member 
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March 22, 2017 

The Honorable Jack Reed 
United States Senate 
728 Hart Senate Office Building 

Washington, DC 20510 

Dear Senator Reed: 

Thank you for your letter of recommendation on behalf of your constituent 

- an applicant to become a member of the Consumer Financial Protection Bureau's 
(Bureau) Community Bank Advisory Council. The Bureau has received pplication. 

Bureau staff is in the process of reviewing applications. 

The Bureau's selection process for new advisory group members includes a thorough review of the 
applications of aJl candidates to evaluate their experience, background, and expertise. A strong 

interest is placed in ensuring that the diversity of our country is represented on our advisory groups 
and that the experience and expertise of potential candidates is commensurate with the needs of the 

Bureau. 

Thank you for recommending your constituent to be a member of the Community Bank Advisory 
Council. Please rest assured that we will give his application full consideration. Should you have 

any additional questions about this process, please do not hesitate to contact me, or have your staff 
contact Matt Pippin in the Bureau's Office of Legislative Affairs. Mr. Pippin can be reached at 

202-435-7552. 

Sincerely, 

t/fdJIL 
Catherine Galicia 
Assistant Director for Legislative Affairs 

consumerflnance.gov 



1 700 G Street N W Washmg•on DC 20~52 

March 22, 2017 

The Honorable Jon Tester 
United States Senate 
311 Hart Senate Office Building 
Washington, DC 20510-2604 

Dear Senator Tester: 

Thank you for your letter of recommendation on behalf o an applicant to become a 
member of the Consumer Financial Protection Bureau's (Bureau) Consumer Advisory Board. The 
Bureau has received 
applications. 

application. Bureau staff is in the process of reviewing 

The Bureau's selection process for new advisory group members includes a thorough review of the 
applications of all candidates to evaluate their experience, background, and expertise. A strong 
interest is placed in ensuring that the diversity of our country is represented on our advisory groups 
and that the experience and expertise of potential candidates is commensurate with the needs of the 
Bureau. 

Thank you for recommending your constituent to be a member of the Consumer Advisory Board. 
Please rest assured that we will give his application full consideration. Should you have any 

additional questions about this process, please do not hesitate to contact me, or have your staff 
contact Matt Pippin in the Bureau's Office of Legislative Affairs. Mr. Pippin can be reached at 
202-435-7552. 

Sincerely, 

Catherine Galicia 
Assistant Director for Legislative Affairs 

consumerfinance.gov 



Co"s«ml:'r Fin.:inci~ 
Protec1io'1 Bureau 

i"IOO G Strccl, NW. W~shington, DC 205!::2 

March 22, 2017 

The Honorable Jason Chaffetz 
Chairman 
Committee on Oversight and Government 
Reform 
United States House of Representatives 
2157 Rayburn House Office Building 
Washington, DC 20515 

The Honorable Elijah Cummings 
Ranking Member 
Committee on Oversight and Government 
Reform 
United States House of Representatives 
2157 Rayburn House Office Building 
Washington, DC 20515 

Dear Chairman Chaffetz and Ranking Member Cummings: 

Thank you for your letter of March 8, 2017, regarding the Consumer Financial Protection Bureau ' s 
compliance with federal records preservation requirements. The Bureau is committed to 
maintaining an effective and efficient records management program that governs the creation, 
retention, appraisal, and disposal ofrecords in a systematic and orderly way and in accordance with 
federal records preservation requirements. 

The Bureau ' s Pol icy for Records and Email Management governs the management of all federal 
records generated by the Bureau. lt appl ies to all federal records created or received on both 
physical and electronic platforms, including electronic communications such as emails, text 
messages and other messaging platforms. In order to comply with federal records management 
obligations, employees are required to (1) create records to document decisions, actions taken, and 
official activities; (2) file paper and electronic records regularly, efficiently, and safely in 
accordance with agency policy; and (3) follow records disposition instructions as prescribed in 
Bureau records schedules. A detailed description of employee recordkeeping obligations is 
contained in the enclosed policies, procedures, and guidance. The Bureau also has in place several 
policies specifically addressing the management and retention of emails, including the Email 
Management for Senior Officials and Email Management/Transfer Procedures. Jn addition, 
Bureau officials periodically remind all employees of their recordkeeping obligations with respect 
to the use of non-official email An example of one such notice is included with the enclosed 
production. 

The Bureau has worked di ligently to comply with the Office of Management and Budget' s 
Managing Government Records Directive. The Bureau ' s Records Management Officer has created 
1,826 archive mailboxes and transfen-ed 1,569 GB of data into archive storage under the newly 
implemented "Capstone" approach to email management. In November 2013, the Bureau 
designated a Senior Agency Official (SAO) for Records Management. Pursuant to the Directive, 
the Bureau's Records Management Officer has obtained a National Archives and Records 
Administration (NARA) certificate of Federal Records Management training. The SAO has also 
identified that the Bureau has no Permanent Records 30 years or older, and has ensured that all 
existing paper and other non-electronic records are scheduled. The Bureau has also developed and 
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started implementation of plans to achieve the transition to agency-wide management of permanent 
electronic records. 

The Bureau established agency-wide records management training in August 20 J 4, and has 
recently updated its annual web-based training to meet the requirements outlined in NARA bulletin 
2017-01. Bureau employees receive training to ensure awareness, comprehension, and compliance 
wi th all recordkeeping obligations. These trainings occur during an employee's initial orientation 
to the Bureau and subsequent annual divisional training, with training modules tailored to suit the 
unique records management needs of each Bureau division. Records Liaison Officers throughout 
the Bureau participate in additional quarterly records management trainings. Employees, 
contractors and senior agency officials are also required to complete web-based records 
management training through the Treasury Learning Management System. Training modules and 
additional records management materials di stributed to employees are enclosed herein. 

The Bureau ' s process for responding to Freedom of Information Act requests is described in the 
attached poli cy document, " Policies and Procedures for Compliance with the Freedom of 
Information Act; · CFPB-C00-50. Upon the receipt of a perfected FOIA request, the FOIA Office 
will task the appropriate divisions, offices, or employees to initiate a reasonable search for 
responsive records. This initial step typically involves the completion of a questionnaire, which 
provides details about the FOIA request and identifi es the FOIA Analyst along with their contact 
information; asks a few core questions that help the FOIA Office determine if responsive records 
ex ist; documents that a reasonable search for responsive records was conducted; and is used for 
accountability purposes in the event that the search for responsive records is challenged in an 
appeal or litigation. These searches are designed to locate and retrieve all responsive records, 
regardless of their format or location within the Bureau system of storage. 

Your Jetter requests information regarding any senior agency officials who have used an alias 
account to conduct government business. The onl y Bureau senior official granted 
contemporaneous access rights to more tha n one govern ment-issued email account is the Director. 
Given the large volume of communications attendant to that role, I have been issued two Bureau 
email accounts, both Jinked to my name and both for official use only. One account contains 
public and Bureau-wide communications; the other contains communications to and from those 
o fficials with whom I consult on a more frequent basis. 

Should you have any questions about this response, please contact me or have your staff contact 
Patri ck O'Brien of the Bureau ·s Office of Legislative Affairs and Anne Tindall of the Bureau's 
Legal Division. Mr. O' Brien can be reached at (202) 435-7 J 48 and Ms. Tindall can be reached at 
(202) 435-9591. 

Sincerely, 

~~ 
Richard Cordray 
Director 
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March 27, 2017 

The Honorable Sherrod Brown 

Ranking Minority Member 
Committee on Banking, Housing, and Urban Affairs 

United States Senate 
534 Dirksen Senate Office Building 
Washington, D.C. 20510 

Dear Ranking Member Brown, 

Enclosed please find copies of the Consumer Financial Protection Bureau's charters for the 

Consumer Advisory Board, Community Bank Advisory Council, Credit Union Advisory Council, 
and the Academic Research Council, being re-established for the purposes of complying with the 

requirements of the Federal Advisory Committee Act, as amended, 5 U.S.C. App. 

Notice of this charter filing will be published in the Federal Register, and copies will be filed with 

the United States Senate Committee on Banking, Housing, and Urban Affairs, and the United 
States House of Representatives Committee on Financial Services. 

Should you have any questions, please do not hesitate to contact me at (202) 435-9711. 

Sincerely, 

Catherine Galicia 
Assistant Director for Legislative Affairs 

consumerfinance.gov 



Consumer Financial Protection Bureau 
Charter of the CFPB's Credit Union Advisory Council 

1 . Committee's Official Designation. 
Credit Union Advisory Council ("the Advisory Council" or the "CUAC"). 

2. Authority. 
Pursuant to the executh·e and administrative pm.vers conferred on the Consumer 
Financial Protection Bureau ("CFPB" or "Bureau") by Section 1012 of the Dodd-Frank 
Wall Street Reform and Consumer Protection Act ("Dodd-Frank Act"), the Director of 
the Consumer Financial Protection Bureau ("Director") establishes the discretionary 
Credit Union Advisory Council under agency authority in accordance '"'ith the 
provisions of the Federal Advisory Committee Act, as amended, s U.S.C., App. 

3. O~jectives and Scope of Activities. 
The purpose of the Advisory Council is to advise the Bureau in the exercise of its 
functions under the federal consumer financial laws as they pertain to credit unions 
, .. vith total assets of $10 billion or less. The Bureau's supervisory process provides an 
opportunity for learning and insight into the operations of financial institutions; having 
no correlate for small depository financial institutions, the Bureau created this Advisory 
Council to facilitate a similar opportunity for credit unions to share insights regarding 
operational and technical considerations, credit union business practices, and the 
unique needs of their customers and community. This group also provides timely and 
pertinent information about how Bureau policies impact the credit union industry. 

The Advisory Council shall advise generally on the Bureau 's regulation of consumer 
financial products or services prO\·ided by credit unions and other related topics. To 
carry out the Advisory Council's purpose, the scope of its activities shall include 
prmiding information and analysis in support of recommendations to the Bureau. The 
output of Advisory Council meetings should serve to better inform the CFPB's policy 
development, rulemaking, and engagement functions as they relate to credit unions. 

4 . Description of Duties. 
The duties of the Advisory Council are solely advisOD' and shall extend only to the 
submission of advice and recommendations to the Bureau relating to the activities and 
operations of credit unions. v;hich shall be non-binding on the Bureau. To ensure 
understanding of compliance and regulatory challenges faced by credit unions, 
inclusion on the Advisory Council vvill be limited to credit union employees. No 
determination of fact or policy wi11 be made by the Ad,isory Council, and the AdviSOD' 
Council '"'ill have no formal decision-making role and no access to confidential 
supervisory or other confidential information . 

5. Agency or Official to Whom the Con1mittee Reports. 
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The Advisory Council reports to the Director. 

6. Support. 
The Bureau's Advisory Board and Councils office will support the Advisory Council's 
activities to the extent permitted by law and subject to the availability of resources and 
shall ensure compliance '"1th requirements laid out in the Federal Advisory Committee 
Act, as amended. 

7. Estimated Annual Operating Costs and Staff Years. 
The estimated annual operating cost is about $300,000 per year, including staff time. It 
is estimated that CFPB annual staff support is 2 person years. 

8. Designated Federal Officer. 
The Designated Federal Officer ("DFO") is the Advisory Board and Councils office Staff 
Director ("Staff Director") , \·vho is a full -time or permanent part-time employee. The 
DFO shall ensure that the Ad\isory Council operates in accordance \vith the 
requirements under the Federal Advisory Committee Act and the terms of the charter. 
The DFO (or alternate DFO) H11J approve or call all of the Ad,1sory Council and 
Advisory Council subcommittee meetings, if any, prepare and approve all meeting 
agendas, attend all Advisory Council and subcommittee meetings, adjourn any meeting 
when determined to be in the public interest, and chair meetings when directed by the 
Bureau Director. 

9. Estimated Nuinber and Frequency of Meetings. 
The Advisor}' Council shall meet in person from time to time at the call of the DFO, but 
at a minimum, shall meet at least two times in each year. 

10. Duration. 
The Advisory Council '"'ill be needed on a continuing basis. 

11. Termination. 
This AdYisory Council will terminate t\vo ~:ears after the date that this Charter is filed 
unless renev.,ed prior to that date by appropriate action. 

12. Membership and Designation. 
The Director shall appoint the members of the Advisory Council. In appointing 
members to the Advisory Council, the Director shall seek to assemble members with 
diverse points of \'iew, institution asset sizes, and geographical backgrounds. Only 
credit union employees (CEOs, compliance officers, government relations officials, etc.) 
\·viJl be considered for membership. Membership is limited to employees of credit 
unions vdth total assets of $10 billion or less that are not affiliates of depository 
institutions or credit unions , .. ,,ith total assets of more than $10 billion. 

The AdvisOJ}' Council H111 consist of approximately 15 to 20 members. All members 
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shall serve at the pleasure of the Director. All members appointed by the Director shall 
serve at the pleasure of the Director. The Advisory Council will be composed 
exclusively of representatives of the credit union industry as described above. No 
Special Government Employees and no Regular Government Employees are expected 
to serve on the Advisory Council. 

13. Subcommittees. 
The Bureau may establish and dissolve subcommittees, in consultation with the 
Advisory Council. Any subcommittees shall report back to the Advisory Council. 
Subcommittees may include individuals '"'ho are members of the Advisory Council. 
Committees may, from time to time, with the approval of the DFO, call on individuals 
who are not members of the Advisory Council (including Bureau staff), for the sole 
purpose of providing specific domain expertise and knowledge to the subcommittee. 
These are not temporary members of the subcommittee. Subcommittees, if any, may 
not provide advice or \·vork products directly to the Bureau. 

14. Record.keeping. 
The records of the Advisory Council and any subcommittees thereof will be handled in 
accordance with General Records Schedule 6.2 and applicable agency records 
disposition schedule. The records v.rill be available for public inspection and copying, 
subject to the Freedom of Information Act, 5 U.S.C. 552. 

15. Filing Date. 
This Council is authorized to meet and take action as of the date of the filing of this 
charter on "? ... J.. [, 2017. This charter has been filed with the Director of 
the CFPB, the U.S. Senate Committee on Banking, Housing, and Urban Affairs, the U.S. 
House of Representatives Committee on Financial Services, and the Committee 
Management Secretariat of the General Services Administration, and furnished to the 
LibraI)' of Congress. 

Signed: 

Richard Cordray 
Director 
Consumer Financial Protection Bureau 
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Consumer Financial Protection Bureau 
Charter of the CFPB's Consumer Advisory Board 

1. Committee's Official Designation. 
Consumer Ad,isory Board ("the Board"). 

2. Authority. 
This statutory committee is established by the Consumer Financial Protection Bureau ("the 
Bureau") pursuant to Section io14(a) of the Dodd-Frank Wall Street Reform and Consumer 
Protection Act ("Dodd-Frank Act"), and in accordance with the Federal AdYisory Committee Act 
(FACA) as amended, 5 U.S.C. , App. 2. 

3. Objectives and Scope of Activities. 
The purpose of the Board is outlined in Section 1014(a) of the Dodd-Frank Act, \·vhich states 
that the Board shall "advise and consult with the Bureau in the exercise of its functions under 
the Federal consumer financial lav.·s" and "provide information on emerging practices in the 
consumer financial products or services industry, including regional trends, concerns, and other 
releYant information." 

To carry out the Board's purpose, the scope of its activities shall include providing information, 
analysis, and recommendations to the Bureau. The Board \·Vill generally serve as a vehicle for 
market intelligence and expertise for the Bureau. Its objectiYes ·will include identifying and 
assessing the impact on consumers and other market participants of new, emerging, and 
changing products, practices, or services. 

4. Description of Duties. 
The duties of the Board are solely advisory and shall extend only to the submission of advice and 
recommendations to the Bureau. The Board members will advise and consult "'~th the Director 
and the Bureau on matters related to the Bureau ·s functions under the Dodd- Frank Act 
through committee and subcommittee meeting attendance and participation, fact and 
information exchange, submission of individual advice, and other preparatory and 
administrative work. The Board v.rill have no formal decision-making role and no access to 
confidential supervisory or other confidential information. 

5. Agency or Official to \'\Th.om the Committee Reports. 
The Board reports to the Director of the Consumer Financial Protection Bureau. 

6. Support. 
The Bureau's Advisory Board and Councils office will support the Board, as deemed necessary 
for the Board's performance, and shall ensure compliance with requirements laid out in the 
Dodd-Frank Act and the Federal Advisory Committee Act. In addition, the Bureau vvill provide 
additional suppo1t required for the Board's activities to the extent permitted by law and subject 
to availability of resources. 

7. Estimated Annual Operating Cost and Staff Years. 
The estimated annual operating cost is about $soo,ooo including staff time. Staff support is 
approximately 3 person-year(s). 

8. Designated Federal Officer. 
CHARTER OF THE CONSUMER ADVISORY BOARD 



The Designated Federal Officer ("DFO") is the Advisory Board and Councils office Staff 
Director ("Staff Director"), '"'ho is a full-time or permanent part-time employee. The DFO shall 
ensure that the Board operates in accordance Vlrith the statutory requirements under the Dodd­
Frank Act, the Federal Advison1 Committee Act, and the terms of the charter. The DFO, or 
alternate DFO, will approve or.caJJ all of the Board and subcommittee meetings, if any, prepare 
and approYe all meeting agendas, attend all Board and subcommittee meetings, adjourn any 
meeting when determined to be in the public interest, and chair meetings when directed by the 
Bureau Director. 

9. Fstimated Nwnber and Frequency of Meetings. 
The Board shall meet in person from time to time at the call of the DFO, but at a minimum, 
shall meet at least two times in each year. 

10. Duration. 
This is a continuing advisory board as stated under section 1014 of the Dodd-Frank Act. The 
Board \·vill operate in accordance with this charter, the term of '"'hich expires pursuant to 
section 1i. 

11. Termination. 
This Charter will expire two years after the date that this Charter is filed unless renewed b~· 
appropriate action. 

12. Membership and Designation. 
The Director shal1 appoint the members of the Board. Section 1014(b) of the Dodd-Frank Act 
prO\ides: "In appointing the members of the Consumer Advisory Board, the Director shall seek 
to assemble experts in consumer protection, financial sen rices, community development, fair 
lending and chil rights, and consumer financial products or senices and representah\'es of 
depository institutions that primarily sen1e undersen•ed communities, and representatives of 
communities that have been significantly impacted by higher-priced mortgage loans, and seek 
representation of the interests of covered persons and consumers, "~thout regard to pa1ty 
affiliation." 

The Board shall consist of no fewer than approximately 16 members including at least the s ix 
members appointed upon the recommendation of the regional Federal Resen1e Bank Presidents 
on a rotating basis. All members appointed by the Director shall serve at the pleasure of the 
Director. The Board may be composed of a mixture of representatives and Special Government 
Employees (SGEs). 

13. Subcommittees. 
The Bureau may establish and dissolve subcommittees, in consultation ,,;th the Board. Any 
subcommittees shall report back to the Board. Subcommittee membership may include 
individuals who are members of the Board. Subcommittees may, from time to time, with the 
apprornl of the DFO, call on indhiduals who are not members of the Board (including Bureau 
staff), for the sole purpose of providing specific domain e:xpe1tise and knO\Yledge to the 
subcommittee. These are not temporary members of the subcommittee. The subcommittees. if 
any, may not provide ad,ice or work products direct!~· to the Bureau. 

14. Record.keeping. 
The records of the Board and any subcommittees will be handled in accordance with General 
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Records Schedule 6.2 and applicable agency records disposition schedule. The records will be 
available for public inspection and copying, subject to the Freedom of Information Act, 5 U.S.C. 
552. 

15. Filing Date. 
This Council is authorized to meet and take action as of the date of the filing of this charter on 

; ' J.. ~ , 2017. This charter has been filed with the Director of the CFPB, the U.S. 
Senateommittee on Banking, Housing, and Urban Affairs, the U.S. House of Representatives 
Committee on Financial Senrices, and the Committee Management Secretariat of the General 
Senrices Administration, and furnished to the Library of Congress. 

Signed: 

f::!:£~ Date: --"--~_:2_2._,_/_1 ?'----
Director 
Consumer Financial Protection Bureau 
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Consumer Financial Protection Bureau 
Charter of the CFPB's Academic Research Council 

1 . Cmnmittee's Official Designation (Title). 
Academic Research Council ("the Council" or the "ARC"). 

2 . Authority. 
Pursuant to the executive and administrative pO\vers conferred on the Consumer 
Financial Protection Bureau ("CFPB" or "Bureau") by Section 1012 of the Dodd-Frank 
\.Vall Street Reform and Consumer Protection Act ("Dodd-Frank Act"), the Director of 
the Consumer Financial Protection Bureau ("Director") establishes the discretionary 
Academic Research Council under agency authority in accordance with the provisions of 
the Federal Advisory Committee Act, as amended, 5 U.S.C., App. 

3. Objective and Scope of Activities. 
The Council will provide the Bureau's Office of Research technical advice and feedback 
on research methodologies, data collection strategies, and methods of analysis. 

Additionally, the Council v,rill provide both backward- and forward-looking feedback on 
the Office of Research 's research work and will offer input into its research strategic 
planning process and research agenda. 

4. Description of Duties. 
The duties of the Council are solely advisory and shall extend only to the submission of 
advice and recommendations to the Bureau. No determination of fact or policy will be 
made by the Council, and the Council will have no formal decision-making role. 

5. Agency or Official to \\Thom the Committee Reports. 
The Council shall report to the Bureau's Assistant Director of the Office of Research. 

6. Support. 
The Bureau's AdviSOI)' Board and Councils Office and the Office of Research ''"ill 
support the Council's activities to the extent permitted by la"" and subject to the 
availability of resources and shall ensure compliance with requirements laid out in the 
Federal Advisory Committee Act, as amended. 

7. Estimated Annual Operating Cost and Staff Years. 
The estimated annual operating cost is approximately $60,000 per year. It is estimated 
that CFPB annual staff support is 0.5 person years. 

8. Designated Federal Officer. 
The Designated Federal Officer ("DFO") is the Assistant Director of the Office of 
Research, who is a full-time or permanent part time employee. The DFO shall serYe as 
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the Council's Chair. The DFO shall ensure that the Council operates in accordance with 
the requirements under the Federal Ad,;so1)' Committee Act and the terms of the 
charter. The DFO (or alternate DFO) \vilJ approve or call all of the Council and Council 
subcommittee meetings, if any, prepare and approve all meeting agendas, attend all 
Council and subcommittee meetings, adjourn any meeting when determined to be in the 
public interest, and chair meetings when directed by the Bureau Director. 

9. Estimated Number and Frequency of Meetings. 
The Council will convene in person from time to time at the call of the DFO, but at a 
minimum shall meet annually. Council members may also make additional ,;sits to the 
Bureau or participate in additional meetings for educational or other research-related 
purposes. 

10. Duration. 
The Council will be needed on a continuing basis. 

11. Termination. 
This Council v.rill terminate h·vo years after the date that this Charter is filed unless 
renev;ed prior to that date by appropriate action. 

12. Memberships and Designation. 
The Council will be composed of approximately nine members. Council members ,..,;IJ be 
designated as special gm·ernment employees (SGEs) and "ill sen•e four-year terms. 
Membership can be renewed for additional terms at the option of the Assistant Director 
of the Office of Research. 

All members are appointed by the Director and shall serYe at the pleasure of the 
Assistant Director of the Office of Research. 

13. Subcommittees. 
The Office of Research may form subcommittees of the Council for any purpose 
consistent with this charter. Any subcommittees shall report back to the Council. 
Subcommittee membership may include individuals who are members of the Council. 
Committees may, from time to time, with the approval of the DFO, call on indiYicluals 
who are not members of the Council (including staff of the Bureau) for the sole purpose 
of providing specific domain expertise and knowledge to the subcommittee. These are 
not temporary members of the subcommittee. The subcommittees, if any, may not 
provide advice or '"'ork products directly to the Bureau. 

14. Record.keeping. 
The records of the Council and any subcommittees thereof will be handled in accordance 
,,;th General Records Schedule 6.2 and applicable agency records disposition schedule. 
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The records \·vil1 be available for public inspection and copying, subject to the Freedom 
of Information Act, 5 U .S.C. 552. 

15. Filing Date. 
This Council is authorized to meet and take action as of the date of the filing of this 
charter on 3 ' J..1- I] , 2017. This charter has been filed v.rith the Director of 
the CFPB, the U.S. Senate Committee on Banking, Housing, and Urban Affairs, the U.S. 
House of Representatives Committee on Financial Services, and the Committee 
Management Secretariat of the General Services Administration, and furnished to the 
Library of Congress. 

Signed: 

Richard Cordray 
Director 
Consumer Financial Protection Bureau 
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Consumer Financial Protection Bureau 
Charter of the CFPB's Community Bank Advisory Council 

1. Committee's Official Designation. 
Community Bank Ad,~sory Council ("the Ad\'isory Council" or the "CBAC"). 

2. Authority. 
Pursuant to the executive and administrative powers conferred on the Consumer 
Financial Protection Bureau ("CFPB" or "Bureau") by Section 1012 of the Dodd-Frank 
Wall Street Reform and Consumer Protection Act ("Dodd-Frank Act"), the Director of 
the Consumer Financial Protection Bureau ("Director") establishes the discretionary 
Community Bank Advisory Council under agency authority in accordance with the 
pro"isions of the Federal Advisory Committee Act, as amended, 5 U .S.C., App. 2. 

3. Objectives and Scope of Activities. 
The purpose of the Ad\'isory Council is to advise the Bureau in the exercise of its 
functions under the federal consumer financial laws as they pertain to community 
banks with total assets of $10 billion or less. The Bureau's super\'isory process provides 
an opportunity for learning and insight into the operations of financial institutions; 
having no correlate for small depository financial institutions, the Bureau created this 
Advisory Council to facilitate a similar opportunity for community banks to share 
insights regarding operationaJ and technical considerations, community banking 
industry business practices, and the unique needs of their customers and communities. 
This group also pro,ides timely and pertinent information on hov'I' Bureau policies 
impact community banks. 

The Advisory Council shall ad,1se generally on the Bureau's regulation of consumer 
financial products or services pro,ided by community banks and other topics assigned 
to it by the Director, as they relate to community banks. To carry out the Advisory 
Council's purpose, the scope of its activities shalJ include providing information and 
analysis in support of recommendations to the Bureau. The output of Advisory Council 
meetings should serve to better inform the CFPB's policy development, rulemaking, and 
engagement functions as they relate to community banks. 

4. Description of Duties. 
The duties of the Ad,isory Council are solely ad,isory and shall extend only to the 
submission of ad,ice and recommendations to the Bureau relating to the acti\'ities and 
operations of community banks, v.·hich shall be non-binding on the Bureau. To ensure 
understanding of compliance and regulatory challenges faced by community banks, 
inclusion on the Advisory Council '"111 be limited to community bank employees. No 
determination of fact or policy ''~11 be made by the AdYisory Council, and the Advisory 
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Council '"rill have no formal decision-making role and no access to confidential 
supervisory or other confidential information. 

5. Agency or Official to Whom the Committee Reports. 
The Advisory Council reports to the Director. 

6. Support. 
The Bureau's Advisory Board and Councils office will support the Advisory Council's 
activities to the extent permitted by lav.1 and subject to the availability of resources and 
shall ensure compliance with requirements laid out in the Federal Advisory Committee 
Act, as amended. 

7. Estimated Annual Operating Costs and Staff Years. 
The estimated annual operating cost is about $300,000 per year, including staff time. It 
is estimated that CFPB annual staff support is 2 person-years. 

8. Designated Federal Officer. 
The Designated Federal Officer ("DFO") is the Advisory Board and Councils office Staff 
Director ("Staff Director"), who is a full-time or permanent part-time employee. The 
DFO shall ensure that the Advisory Council operates in accordance with the 
requirements under the Federal Advisory Committee Act and the terms of the charter. 
The DFO (or alternate DFO) or \!\rill approve or call all of the Advisory Council 
committee and Ad,isory Council subcommittee meetings, if any, prepare and approve 
all meeting agendas, attend all Advisory Council and subcommittee meetings, adjourn 
any meeting v1hen determined to be in the public interest, and chair meetings when 
directed by the Bureau Director. 

9. Estimated Number and Frequency of Meetings. 
The Advisory Council shall meet in person from time to time at the call of the DFO> but 
at a minimum, shall meet at least two times in each year. 

10. Duration. 
The Ad,,isory Council \'\'ill be needed on a continuing basis. 

11. Termination. 
This Advisory Council will terminate two years after the date that this Cha1ier is filed 
unless renewed prior to that date by appropriate action. 

12. Membership arnd Designation. 
The Director shall appoint the members of the Advisory Council. In appointing 
members to the Adviso1y Council, the Director shall seek to assemble members with 
diverse points of vie, ... ·, institution asset sizes, and geographical backgrounds. Only 
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bank or thrift employees (CEOs, compliance officers, government relations officials, 
etc.) v,rill be considered for membership. Membership is limited to employees of banks 
and thrifts \·Vith total assets of $10 billion or less that are not affiliates of depository 
institutions or credit unions with total assets of more than $10 billion. 

The Advisory Council Virill consist of approximately 15 to 20 members. All members 
shall serve at the pleasure of the Director. All members appointed by the Director shall 
serve at the pleasure of the Director. The Advisory Council will be composed 
exclusively of representatives of the community banking industry as described above. 
No Special Government Employees and no Regular Government Employees are 
expected to serve on the Advisory Council. 

13. Subcommittees. 
The Bureau may establish and dissolve subcommittees, in consultation with the 
Advisory Committee. Any subcommittees shall report back to the Advisory Council. 
Subcommittees may include individuals who are members of the Advisory Council. 
Committees may, from time to time, with the approval of the DFO, ca11 on individuals 
who are not members of the Advisory Council (including Bureau staff) , for the sole 
purpose of providing specific domain expertise and knmvledge to the subcommittee. 
These are not temporary members of the subcommittee. The subcommittees, if any, 
may not provide advice or work products directly to the Bureau. 

14. Recordkeeping. 
The records of the Advisory Council and any subcommittees thereof will be handled in 
accordance v.tith General Records Schedule 6.2 and applicable agency records 
schedules. The records \\rill be available for public inspection and copying, subject to the 
Freedom of Information Act, 5 U.S.C. 552. 

15. Filing Date. 
This Council is authorized to meet and take action as of the date of the filing of this 
charter on /JJaa ch 21- , 2017. This charter has been filed with the Director of 

J } 

the CFPB, the U.S. Senate Committee on Banking, Housing, and Urba n Affairs, the U.S. 
House of Representatives Committee on Financial Services, a nd the Committee 
Management Secretariat of the General Senrices Administration, and furnished to the 
Libra1y of Congress. 

Signed: 

l..aU~ 
Richard Cordray 
Director 
Consumer Financial Protection Bureau 

Date: J/J~ h 7 
7 
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March 27, 2017 

Cons~me:r h"anc:;:I 
Proicc:tion B1;1ca1.1 

The Honorable Mike Crapo 

Chairman 
Committee on Banking, Housing, and Urban Affairs 

United States Senate 
534 Dirksen Senate Office Building 
Washington, D.C. 20510 

Dear Chairman Crapo, 

Enclosed please find copies of the Consumer Financial Protection Bureau's charters for the 

Consumer Advisory Board, Community Bank Advisory Council, Credit Union Advisory Council, 
and the Academic Research Council, being re-established for the purposes of complying with the 

requirements of the Federal Advisory Committee Act, as amended, 5 U.S.C. App. 

Notice of this charter filing v.rill be published in the Federal Register, and copies v.rill be filed with 

the United States Senate Committee on Banking, Housing, and Urban Affairs, and the United 
States House of Representatives Committee on Financial Services. 

Should you have any questions, please do not hesitate to contact me at (202) 435-9711. 

Sincerely, 

Catherine Galicia 
Assistant Director for Legislative Affairs 

consumerfinance.gov 
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March 27, 2017 

The Honorable Jeb Hensarling 

Chairman 
Committee on Financial Services 
United States House of Representatives 

2129 Rayburn House Office Building 
Washington, D.C. 20515 

Dear Chairman Hensarling, 

Enclosed please find copies of the Consumer Financial Protection Bureau's charters for the 
Consumer Advisory Board, Community Bank Advisory Council, Credit Union Advisory Council, 

and the Academic Research Council, being re-established for the purposes of complying with the 
requirements of the Federal Advisory Committee Act, as amended, 5 U.S.C. App. 

Notice of this charter filing will be published in the Federal Register, and copies will be filed with 

the United States Senate Committee on Banking, Housing, and Urban Affairs, and the United 
States House of Representatives Committee on Financial Services. 

Should you have any questions, please do not hesitate to contact me at (202) 435-971i. 

Sincerely, 

Catherine Galicia 
Assistant Director for Legislative Affairs 

consumerfinance.gov 
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March 27, 2017 

Co'.'ls..1mer F1nancic:I 
Protection Bureau 

The Honorable Maxine Waters 
Ranking Member 

Committee on Financial Services 
United States House of Representatives 

4340 Thomas P. O'Neill , Jr. House Office Building 
Washington, D.C. 20515 

Dear Ranking Member Waters, 

Enclosed please find copies of the Consumer Financial Protection Bureau's charters for the 
Consumer Advisory Board, Community Bank Advisory Council , Credit Union Advisory Council, 

and the Academic Research Council, being re-established for the purposes of complying with the 
requirements of the Federal Advisory Committee Act, as amended, 5 U.S.C. App. 

Notice of this charter filing v.rill be published in the Federal Register, and copies will be filed v.rith 

the United States Senate Committee on Banking, Housing, and Urban Affairs, and the United 

States House of Representatives Committee on Financial Services. 

Should you have any questions, please do not hesitate to contact me at (202) 435-9711. 

Sincerely, 

Catherine Galicia 

Assistant Director for Legislative Affairs 

Enclosures 
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Consumer Financial 
Protection Bureau 

1700 G Street N W., Washington. DC 20552 

March 27, 2017 

The Honorable Ann Wagner 
Chairman 
Subcommittee on Oversight and Investigations 
Committee on Financial Services 
U.S. House of Representatives 
2129 Rayburn House Office Building 
Washington, D.C. 20515 

Dear Chainnan Wagner: 

Thank you for your March 10, 2017 letter about the Consumer Financial Protection Bureau' s 
proposal to revise its rule regarding the treatment of its confidential information. 1 As you know, 
the Bureau first published its rule as an interim final rule in July 2011 , followed by a final rule in 
February 2013. In August 2016, the Bureau issued a notice of proposed rulemaking that proposed 
to amend the rule to clarify, co1Tect, and amend certain provisions. The comment period closed in 
October 2016, and the Bureau is still in the process ofreviewing the comments received by 
stakeholders as it finalizes the rule. 

The Bureau's proposal is based on our experience over the last several years and our interest in 
being transparent about how the Bureau protects confidential infonnation. In addition to 
addressing the treatment of confidential information obtained from persons in connection with the 
exercise of the Bureau' s authorities under Federal consumer financial law, the Bureau has also 
proposed amendments to the procedures used by the public to obtain infonnation from the Bureau 
under the Freedom oflnformation Act, the Privacy Act of 1974, and in legal proceedings. 

Your letter raises what we agree are serious concerns about certain aspects of the Bureau's 
proposed interpretation and implementation of 12 U.S. C. § 5 512( c )( 6), 2 and with our proposal to 
expand 12 C.F.R. 1070.42 to address our enforcement activities in addition to our supervisory 
activities.3 These and similar concerns were also expressed in numerous comments and other 
feedback received by the Bureau (including from your colleagues), and we have taken them under 
active consideration as we move forward with our ongoing work on the rule. We intend to address 
these concerns specifically in our response to the comments in the final rule, in accordance with 
our obligations under the Administrative Procedure Act. 

1 Amendments Relating to Disclosure ofRecords and Information, 81 Fed. Reg. 58,310 (Aug. 24, 2016). 
2 See id. at 58,31 7. 
3 See id. at 58,3 16. 

consumerfinance.gov 



Your letter requests legal analysis and other infonnation related to the proposal under consideration 
in the Bureau's ongoing rulemaking. We anticipate that your concerns will be addressed when the 
Bureau issues its final rnle. If your concerns are not fully addressed at that time, we will be happy 
to work with you and your staff to provide you with additional infonnation. 

Thank you again for bringing your perspective on these matters to my attention. Should you have 
any additional questions, please do not hesitate to contact me or have your staff contact Patrick 
O'Brien in the Bureau's Office of Legislative Affairs or Anne Tindall in the Bureau's Legal 
Division. Mr. O'Brien can be reached at (202) 435-7180 and Ms. Tindall can be reached at (202) 
435-9591. 

Sincerely, 

Richard Cordray 
Director 

cc: The Honorable Al Green, Ranking Member 
Subcommittee on Oversight and Investigations 
Committee on Financial Services 
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March 29, 2017 

Con •• rr N ·~~ coal 
P ot ct ori B1.r u 

The Honorable Sherrod Brown 
Ranking Member 

Committee on Banking, Housing, and Urban Affairs 
United States Senate 
534 Dirksen Senate Office Building 

Washington, DC 205 10 

Dear Ranking Member Brown: 

Enclosed please find the Consumer Financial Protection Bureau' s Notification and Federal 
Employee Antidiscrimination and Retaliation Act (No FEAR Act) Annual Report, as required 

under Section 203 of the No FEAR Act. 

Should you have any questions concerning the report, please feel free to contact me at (202) 435-

97 11. 

Sincerely, 

O/IJ1!-L 
Catherine Galicia 
Assistant Director for Legislative Affairs 

consumerfinance.gov 



March 2017 

No FEAR Act Annual 
Report for fiscal year 
2016 
Pursuant to Notification and Federal Employee Antidiscrimination 

and Retaliation Act of 2002 

Consumer Financial 
Protection Bureau 



Message from 
Richard Cordray 
Director of the CFPB 
On behalf of the Consumer Financial Protection Bureau (CFPB or Bureau), I am pleased to 

present our Notification and Federal Employee Antidiscrimination and Reta liation Act of 2002 

(No FEAR Act) Annual Report for FY 2016. This report summarizes accomplishments in the 

Bureau's Equal Employment Opportunity (EEO) program. The report also underscores our 

commitment to abide by all civil rights laws and merit systems principles, and to promote 

accountability for compliance with both the letter and the spirit of these obligations. 

In September 2016, the Bureau issued the annual EEO and Anti-Harassment Policy Statement, 

along with the annual No FEAR Act and Whistleblower Protection Notice. (You can find these 

documents at Appendix Bat the end of this Report.) At that time, I asked every Bureau 

employee to read these statements with care, as they contain important information about our 

EEO and anti-harassment policies and practices and related procedures. As I explained, each 

one of us must continuously reaffirm our personal commitment to do our part to uphold EEO 

principles and comply with the law. I conveyed my expectation that all Bureau employees would: 

• Stand up to and stop acts of discrimination, harassment, and retaliation by contacting 

the Bureau's Office of Civil Rights (OCR) (our EEO office) or the Office of Human Capital 

(OHC), consistent with the Bureau's Procedures Related to Harassment and 
Inappropriate Conduct and our EEO and Non Discrimination Policy 

• Cooperate promptly and fully in all anti-harassment and EEO investigations, because 

responding swiftly to requests for information from OCR or OHC is an important part of 

everyone's job here, regardless of where in the Bureau we may work. 
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• Prioritize diversity and inclusion and EEO training, including the annual mandatory No 

FEAR Act and anti-harassment trainings, as every Bureau employee is responsible for 

learning about these issues and putting what you learn into practice every day. 

As independent auditors have indicated, the policies and processes we have implemented to 

ensure compliance with EEO laws here at the Bureau are robust and working. The data in this 

annual No FEAR Act report shows that the numbers of informal and formal EEO complaints 

filed with OCR continue their two-year downward trajectory. Meanwhile, we will remain vigilant 

against any form of discrimination, harassment, or retaliation at the Bureau. And we will 

continue our many and varied efforts to foster the inclusive, discrimination-free culture the law 

demands and our employees deserve. 

Sincerely, 

Richard Cordray 
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1. Purpose of report 
Congress passed the Notification and Federal Employee Antidiscrimination and Retaliation Act 

of 2002 - the "No FEAR Act" - to hold federal agencies more accountable for violations of 

antidiscrimination and whistleblower protection laws.1 Congress found that "requiring annual 

reports to Congress on the number and severity of discrimination and whistleblower cases 

brought against each Federal agency should enable Congress to improve its oversight over 

compliance by agencies with the law."2 

Therefore, the No FEAR Act requires each agency, no later than 180 days after the end of each 

fiscal year, to submit a report to the Speaker of the House of Representatives, the President pro 

tempo re of the Senate, the Committee on Governmental Affairs of the Senate, the Committee on 

Government Reform of the House of Representatives, each committee of Congress with 

jurisdiction relating to the agency, the Equal Employment Opportunity Commission (EEOC), 

and the Attorney General of the United States.3 Regulations from the Office of Personnel 

Management (OPM) implementing the No FEAR Act, 5 Code of Federal Regulations (C.F.R.) 

Part 724, Subpart C, also require the submission of this annual report to the Director of OPM. 4 

The annual report must provide the following information: 

1 See Pub. L. No. 107-174, 11 6 Stat. 566 (2002). 

2 Pub. L. No. 107-174, Section 101(7). 

3 Pub. L. No. 107-174, Section 203(a). 

4 5 C.F.R. § 724.302(c)(8). 
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• The number of federal court cases, pending or resolved, arising under the No FEAR Act 

laws and the status and disposition of the cases; 

• J udgment Fund re imbursements and adjustments to agency budgets to meet 
re imbursement requi rements; 

• The number and type of discip linary actions re lated to discrimination, reta liation, or 
harassment and the Bureau's policy relating to appropriate discipl inary action; 

• Year-end summary data related to federa l sector EEO complaint activity; 

• An analys is of trends, causation, and practical knowledge gained through experience, 

and actions planned or taken to improve complaint or civi l rights programs; and 

• The agency's plan for No FEAR Act-related tra ining.s 

The Bureau has prepared and submits th is report to comply with these statutory and regu latory 
requirements. 

5 See Pub. L. No. 107-174, Section 203(a)(1); see also 5 C.F.R. § 724.302(a). Appendix A to this report sets forth these 
requirements in full. 
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2. Background 
CFPB Mission 

CFPB is the nation's first federal agency focused solely on consumer financial protection. The 
Dodd-Frank Wall Street Reform and Consumer Protection Act6 created CFPB to protect 

consumers and to encourage fair and competitive consumer financial markets. CFPB officially 
began operations onjuly 21, 2011. At the end of FY 2016, the Bureau consisted of 1,645 

employees (permanent and temporary). 

CFPB's mission is to make markets for consumer financial products and services work for 

people in America - whether they are applying for a mortgage, choosing among credit cards, or 
using any number of other consumer financial products. CFPB helps consumer finance markets 
work by making rules more effective, by consistently and fairly enforcing those rules, and by 

empowering consumers to take more control over their lives. When CFPB achieves its mission, it 

will have facilitated the development of a consumer finance marketplace where consumers can 
see prices and risks and can easily make product comparisons. The envisioned consumer finance 
marketplace will work for consumers in America, responsible providers, and the economy. 

CFPB is achieving its mission and vision through data-driven analysis, innovative use of 
technology, and valuing great teamwork and top talent. CFPB is using data purposefully to 

support informed decision-making in all internal and external functions. CFPB strives to be an 
innovative, 21st century agency in its approach to technology. Finally, CFPB invests in world-

6 See Pub. L. No. 11 1-203, 124 Stat. 1376 U uly 21, 2010). 
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class training, development, and support to create an environment that encourages employees at 

all levels to tackle complex challenges. 

To accomplish these goals, CFPB is divided into six Divisions: 

• Consumer Education & Engagement (CEE) 

• Supervision, Enforcement, & Fair Lending (SEFL) 

• Research, Markets, & Regulations (RMR) 

• External Affairs (EA) 

• Legal (LD) 

• Operations (OPS) 

These Divisions work together to: 

• Write rules, supervise regulated entities, and enforce federal consumer financial 

protection laws; 

• Restrict unfair, deceptive, or abusive acts or practices; 

• Take consumer complaints; 

• Promote financial education; 

• Research consumer behavior; 

• Monitor financial markets for new risks to consumers; and 

• Enforce laws that prohibit discrimination and other unfair treatment in consumer 

finance. 

CFPB EEO Structure 

The Bureau has an Office of Equal Opportunity & Fairness (OEOF), which is housed directly in 

the Office of the Director of CFPB. OEOF is comprised of the Office of Civil Rights (OCR) and 
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the Office of Minority and Women Inclusion (OMWI). The Director of OEOF reports directly to 

the Director of CFPB. 

OCR, the Bureau's Equal Employment Opportunity (EEO) office, has operated since February 

2013. It works to ensure that CFPB complies with all federal EEO laws and related civil rights 

protections. OCR provides a neutral forum for the discussion, investigation, and resolution of 

certain EEO matters and manages the Bureau's EEO complaint process pursuant to 29 C.F.R. 

Part 1614. OCR also strives to integrate EEO into CFPB's everyday work. Through its daily 

activities, OCR preserves and enhances the six elements identified by the Equal Employment 

Opportunity Commission as essential for a Model EEO Program - demonstrated commitment 

from Agency leadership; integration of EEO into the Agency's strategic mission; management 

and program accountability; proactive prevention of unlawful discrimination; efficiency; and 

responsiveness and legal compliance.7 

OCR works to empower individuals to participate constructively to their fullest potential in 

support of CFPB's mission. OCR endeavors to ensure that CFPB reflects the rich diversity of the 

nation and provides a full and fair opportunity for all employees and applicants, and that CFPB 

employees have the working environment that will support them in their efforts to protect 

consumers. To facilitate these objectives, OCR provides policy and technical advice on EEO and 

civil rights to the CFPB Director and senior leadership. 

The Director of OCR (like the Director of OEOF) reports directly to the Director of CFPB. OCR 

emphasizes and maintains its neutrality and impartiality, which is critical to having an efficient 

and fair EEO complaint resolution process. This ensures that employees and managers know 

that the pre-complaint and investigation stages of the Part 1614 process are not adversarial, that 

OCR will provide a neutral and impartial factual record, and that, when requested, OCR will 

issue a final decision assessing the facts and law to determine whether or not one or more of the 

applicable employment discrimination laws have been violated. 

7 See EEOC Management Directive 715 (Oct. 2003) (M D-715), Model Agency Title VII and Rehabilitation Act 
Programs, at Section II, avai lable at hnp~;t/w.w.w,~ft9_c;,g_qy/f!'!_Q_~rsiHctir!'!_<;tiY.~~!m~:m_~,c;fm . 
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The OCR Director exercises full authority to carry out the Part 1614 functions of OCR without 

Legal Division (i.e., General Counsel) involvement, thus ensuring impartiality and removing any 

possible conflict of interest. Legal resources within OCR make this possible. OCR staff, 

sometimes with the assistance of contractors, conducts legal sufficiency reviews of EEO matters, 

which includes issuing accept/dismiss decisions addressing jurisdiction over, and scope of, 

claims set forth in formal complaints, Reports of Investigations (ROis), and Final Agency 

Decisions (FADs). The Legal Division, which defends the Bureau in these matters, is firewalled 

from all activities within OCR and only participates during adversarial portions of the EEO 

process (hearings and appeals), and during settlement negotiations, or to provide appropriate 

legal advice or assistance when a manager or supervisor requests it during the course of an EEO 

investigation. All other Bureau offices are similarly firewalled and kept separate as necessary 

and appropriate to avoid conflicting or competing interests. 

At the same time, while OCR maintains primary responsibility for the Agency's overall EEO 

program, it collaborates extensively with both OMWI and the Bureau's Office of Human Capital 

(OHC) to ensure fairness and equality under the law for all employees and applicants for 

employment. Pursuant to Section 342 of the Dodd-Frank Act, OMWI develops standards for 

equal employment opportunity and diversity, which OHC incorporates into CFPB Human 

Capital Management. OCR, OMWI, and OHC monitor the impacts and results of these 

standards, cultivate successful policies and practices to reinforce them, and develop 

enhancement strategies to strengthen all EEO and diversity and inclusion programs Bureau­

wide. OCR cooperates with OHC, in particular, related to the disability reasonable 

accommodation and harassment prevention programs OHC administers. OCR maximizes 

appropriate partnerships with Bureau leadership, management, diversity committees (such as 

the Agency's Executive Advisory Council (EAC) and Diversity and Inclusion Council of 

Employees (DICE)), Employee Resource Groups, other employees, and with the National 

Treasury Employees Union (NTEU) to achieve OCR's and the Bureau's mission and vision. 
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3. Data and Analysis 
The information in th is section meets the reporting requ irements of the No FEAR Act and its 

implementing regu lations. The information presented includes: 

• Subsection 3.1 - EEO Complaint Activity in Federal Court and Status/Disposition 

• Subsection 3.2 -J udgment Fund Reimbursements and Budget Adj ustments 

• Subsect ion 3.3 - Number of Employees Disc iplined and App licab le Discip line Policy 

• Subsection 3.4 - Summary of Complaint Data 

• Subsect ion 3.5 - Ana lysis of Data Provided 

3.1 EEO complaint activity in federal court 
and status/disposition 

The laws covered by the No FEAR Act include: 

• T itle VII of the Civil Rights Act of 1964, as amended, 42 U.S.C. § 2000e-1 6 (race, co lor, 

rel igion, sex ( including pregnancy, gender identity, and sexual orientation}, national 

origin, and reprisa l); 

• The Age Discrimination in Employment Act of 1967, as amended, 29 U.S.C. §§ 631, 

633a (age (40 and over) and reprisa l); 

• The Equal Pay Act of 1963, as amended, 29 U.S.C. § 206(d) (sex-based wage 

differentials and reprisa l); 
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• Section 501 of the Rehabil itation Act of 1973, as amended, 29 U.S.C. § 791 (physica l 

and mental disabil ities and reprisal); 

• The Genetic I nformation Nond iscrimination Act of 2008, 42 U.S.C. § 2000ff et seq. 
(genetic information about an individual or individual's family members and 

reprisal );s and 

• The Civi l Service Reform Act of 1978, 5 U.S.C. §§ 2302(b)(1}, (b)(8}, (b)(9) (race, co lor, 

rel igion, sex, national origin, age, disability, marita l status, politica l affiliation, and 

whistleblowing and related reprisa l). 

In FY 2016, the Bureau had two civil actions pending or reso lved in United State d istrict court 

re lated to one or more of these No FEAR Act laws. One case, involving allegations under the 

Equal Pay Act Of 1963, remained pend ing as of the end of FY 2016. The other case, which 

involved allegations under T it le VII of the Civi l Rights Act of 1964, was dismissed by the distri ct 

court at the end of FY 2016 and is no longer pending. 

3.2 Judgment fund reimbursements and 
budget adjustments 

TheJ udgment Fund is a permanent, indefinite appropriation availab le to pay fi nal money 

judgments and awards against the United States. TheJ udgment Fund Branch in the Bureau of 

the Fiscal Service of the U.S. Department of the Treasury adm inisters theJ udgment Fund.9 

8 Neither the No FEAR Act (enacted in 2002) nor implementing regulations (finalized and published in the Federal 
Register in 2006) have been amended to include reference to the Genetic Information Nondiscrimination Act of 2008 
(GINA). Nonetheless, in the interests of completeness, CFPB will include relevant data here on any federa l court cases 
or EEO complaints alleging violations of GI NA. No such cases or complaints have been filed to date. 
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The No FEAR Act requ ires federa l agencies to reimburse theJ udgment Fund for payments to an 

employee, former employee, or applicant for Federal employment, in accordance with 28 U.S.C. 

§§ 2414, 2517, 2672, 2677, or with 31 U.S.C. § 1304, that involves alleged discrim inatory or 

reta l iatory conduct described in 5 U.S.C. §§ 2302(b)(1) and (b)(8) or (b)(9) as appl ied to conduct 

described in 5 U.S.C. §§ 2302(b)(1) and/or (b)(8), or conduct described in 29 U.S.C. § 206(d), 

29 U.S.C. §§ 631 and 633a, 29 U.S.C. § 791, and 42 U.S.C. § 2000e-16.10 

I n FY 2016, the Bureau neither made re imbursements to theJ udgment Fund nor needed to 

adj ust its budget to comply with No FEAR Act reimbursement requ irements. CFPB will not be 

accessing theJ udgment Fund; other sources of funds are avai lable for these purposes.11 

3.3 Number of employees disciplined and 
discipline policy 

CFPB has put in place various personnel-re lated policies and procedures that aid in the 

proactive prevention of discr imination and increase management and program accountabil ity. 

Having clear and concise pol icies and procedures minimizes subj ectivity, prevents 

misunderstandings about what CFPB expects from its employees and management officials, 

clarifies the roles and responsibilities of the various offices w ith in the Bureau, and creates an 

environment and expectation of consistency in personnel decision-making Bureau-wide. 

Management officia ls fo llow the pol icies and procedures l isted in Table 1 be low. 

10 See Pub. L. No. 107-174, Section 201(b); seealsoS C.F.R. §§ 724.102, 103. 

11 See Pub. L. No. 111 -203, Section 1017. 
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TABLE 1: BUREAU POLICIES GOVERNING MAJOR PERSONNEL ISSUES AND PROGRAMS 

Bureau Policies Governing Major Personnel Issues and Programs 

Disciplinary and Adverse Action Policy 

Procedures Related to Harassment and Inappropriate Conduct 

Hiring, Promotion, and Internal Personnel Movements Policy 

Attorney Hiring and Promotion Policy 

Performance Management Program Policy 

Alternative Dispute Resolution Policy 

Administrative Grievance Policy 

CFPB has a detailed policy for taking disciplinary action against Federal employees for conduct 

that is inconsistent with Federal antidiscrimination laws and whistleblower protection laws or 

for conduct that constitutes another prohibited personnel practice revealed in connection with 
agency investigations of alleged violations of laws. The Bureau's Disciplinary and Adverse 

Action Policyoutlines CFPB's commitment to: 

• Foster positive and effective supervisor-employee relations through frequent, 
constructive communication, including a clear statement of organizational and office 
work rules and expectations; 

• Equitably employ discipline, and, whenever appropriate, utilize progressive discipline to 
discourage employee misconduct; 

• Identify problems early and constructively counsel employees to effect a positive change 
in behavior; 

• Ensure that the corrective action is commensurate with the seriousness of the 
misconduct and that similar offenses under like circumstances are treated uniformly; 

and 
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• Take or not take actions without regard to race, co lor, religion, national origin, disability, 

protected genetic information, marital status, age, sex ( including pregnancy, gender 

identity, and gender nonconformity), sexual orientation, repri sa l, parental status, 

political affiliation, or any other non-merit factor prohibited by 5 U.S.C. § 2302, except 

as required by law. 

This policy also explains that: 

To ensure that all employees are working in a safe and productive environment and 
that the CFPB is able to operate at optimum efficiency, CFPB has established certain 

expectations for the personal conduct of its employees. These expectations are uniform 
throughout the CFPB. Employees are expected to be professional, courteous and 

respectful at all times while on duty. CFPB also may consider an employee's off-duty 
conduct to constitute misconduct ifthere is a nexus between the off-duty conduct and 
the efficiency of the service. While it is anticipated that most problems will be resolved 

informally through the cooperation of employees with their supervisors, misconduct 

may result in disciplinary or adverse action. Appropriate action may include a 
reprimand, suspension, demotion, or other actions, up to and including removal from 
CFPB, depending on the offense and circumstances. CFPB is committed to complying 

with all federal laws governing the discipline of its employees, including applicable due 

process and appeal rights. 

The Bureau's policy provides a list of actions deemed unacceptable, which may result in 

disciplinary or adverse action, up to and including removal from CFPB. The list includes 

"Engaging in discrimination, harassment, or other inappropriate conduct." 

The Bureau's Procedures Related to Harassment and Inappropriate Conductsimilarly prohibit 

discriminatory harassment. According to these procedures: 

It is CFPB's policy to ensure that every employee enjoys a work environment free from 

discriminatory harassment. Discriminatory harassment is a violation of the Federal 
civil rights laws and will not be tolerated at CFPB. Even inappropriate conduct that is 

not of sufficient severity to constitute harassment as a matter of law is considered 
misconduct. CFPB will address complaints about such inappropriate conduct when 

first reported and will discipline employees where necessary for the protection and 
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benefit of all employees. 

The procedures also "forbid[] retaliation against any employee who reports harassment or who 

cooperates with an investigation of a harassment complaint." Under these anti-harassment 
procedures, any such retaliation "will result in appropriate disciplinary action .... " The Bureau 

trains all CFPB managers and supervisors on these policies. The Bureau also trains all 

employees on EEO laws, the Part 1614 complaint process, and related avenues for seeking 
redress for policy and statutory violations (including Alternative Dispute Resolution). 

Bureau policy also requires all employees to follow CFPB Ethics Regulations. Those ethics 
regulations in turn require all Bureau employees to abide by the Standards of Ethical Conduct 

for Employees of the Executive Branch. 12 The General Principles of Ethical Conduct require that 
employees adhere to all laws and regulations that provide equal opportunity for all regardless of 
race, color, religion, sex, national origin, age, or disability.13 Employees are notified of this 

ethical requirement in mandatory ethics training, posters, and through the Bureau's intranet. 

During FY 2016 two employees were disciplined (as defined in 5 C.F.R. § 724.102) for violating 

Bureau policies related to conduct that is inconsistent with Federal antidiscrimination and 
whistleblower protection laws. 14 (These matters involved violations of Bureau policy, but not 

findings that antidiscrimination statutes had been violated.) In one case, CFPB ordered a three­
day suspension for Conduct Unbecoming of a Federal Supervisor. In another case, the Bureau 

issued a Letter of Reprimand for Inappropriate Conduct. CFPB's response in these matters 
demonstrates its ongoing commitment to comply with the letter and spirit of civil rights laws 

and Bureau policies, and to providing equal employment opportunity and a professional, 
inclusive work environment. 

12 sees C.F.R. § 9401.101(b). 

13 sees C.F.R. § 263S.101(b)(13). 

14 Sees. C.F.R. §§ 724.302(a)(S), (a)(6). 
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3.4 Summary data 
Appendix C conta ins a summary of the Bureau's Part 1614 EEO complaint activity for FY 2016 

and prior fiscal years. 

3.5 Analysis of complaints 
Under the No FEAR Act, agencies in their annua l reports must analyze certain complaint­

related data, including (1) an examination of trends; (2) causa l analysis; (3) practical knowledge 

gained through experience; and (4) any actions planned or taken to improve compla int or civil 

rights programs of the agency. 1s This ana lysis, along with an overview of CFPB's workforce data 

(for context), is provided below. 

Workforce Demographics 

As of the end of FY 2016, the tota l CFPB workforce was 1,645 employees, including 1,494 

permanent employees and 151 temporary employees (including staff on temporary 

appointments and interns). The tota l workforce grew by 112 employees during FY 2016, 

representing a rate of change of 7.31 percent. 

During FY 2016, all EEO group populations16 experienced net growth w ith the exception of 

males and females of two or more races and American Indian/ Alaska Native ma les and fema les. 

15 See Pub. L. No. 107-1 74, Section 203(a)(7); seealso5 C.F.R. § 724.302(a)(7). 

16 Federal agencies generally must report statistical information on the racial and ethnic categories of employees and 
applicants as prescribed by the Office of Management and Budget (OMB) in Statistical Policy Directive No. 15, Race 
and Ethnic Standards for Federal Statistics and Administrative Reporting (OMB Directive 15). See 
.h~tp?;!'.{ QRC!ffi9.WbJJ~hQV.~~ .. il.r(bj~~.? .. g9_V I 9JTIR{f~9.r~g_r.C!~.~:~Jb.IJJ(i_ty . Under these standards, employees self-identify 
as belonging to one or more of the following racial groups: American Indian or Alaska Native, Asian, Black or African 
American, Native Hawaiian and Other Pacific Islander, and/or White. Regardless of race(s) selected, employees may 
identify as Hispanic or Latino as well. 
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Compared to the U.S. Census Civi lian National Labor Force (CLF}, 17 overall CFPB demographics 

have not changed significantly since FY 2015. White men, followed by White women, comprise 

the largest racial groups in CFPB, followed by Black women and Black men, respectively. 

Males totaled 767 or 51.34% of the permanent workforce - a decrease from 52.56% in FY 2015 

and slightly lower when compared to the CLF availability of 51.86%. Females totaled 727 or 

48.66% of the permanent workforce, an increase from 47.44% in FY 2015, and slightly higher as 

compared to the CLF availability of 48.14%. 

There was a growth of 11 new employees with reportable disabilities from the beginning to the 

close of FY 2016, representing a net change of 8.27 percent, which exceeds the rate of change for 

the total workforce. 

TABLE 2: TOTAL WORKFORCE - FY 2015 

Workforce 
ALL 18 Hispanic White Black Asian NH/OPI 

All Two or 
Type AN More 

ALL 1,533 95 983 289 141 2 12 11 

% 6.20% 64.12% 18.85% 9.20% 0.13% 0.78% 0.72% 

CLF 9.96% 72.36% 12.02% 3.90% 0.14% 1.08% 0.54% 

Male 805 50 560 110 72 0 8 5 

Female 728 45 423 179 69 2 4 6 

17 The CLF is derived from the 2006-2010 American Community Survey (ACS) Equal Employment Opportunity 
Tabulation (EEO Tabulation). The EEO Tabu lation was originally released by the U.S. Census Bu reau on November 
29, 2012. It provides externa l benchmarks to assist federal agencies in monitoring employment practices and 
enforcing workforce civi I rights laws. See httP.?;Uw~wL~~.Q!'.,g9_\I( !f~.Q~J!'l.l/P_lr~_<::t!Y.~?!t~_<;Q_\!$_~[?rnn<::L0.6.:­
J_Q_r;:_r;:_o_t!'l_l;>_l!!!'l_~i_Qn,!'.fm . 

18 Th is includes permanent and tern pora ry employees (including staff on tern porary appointments and interns). 
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TABLE 3: TOTAL WORKFORCE - FY 2016 

Workforce 
ALL Hispanic White Black Asian NH/OPI Al/AN 

Two or 
Type More 

ALL 1,645 99 1,038 328 156 3 10 11 

% 6.02% 63.10% 19.94% 9.48% 0.18% 0.61% 0.67% 

CLF 9.96% 72.36% 12.02% 3.90% 0.14% 1.08% 0.54% 

Male 844 54 577 121 80 7 4 

Female 801 45 461 207 76 2 3 7 

TABLE 4: TOTAL WORKFORCE - FY 2015 COMPARED TO FY 2016 

ALL Hispanic White Black Asian NH/OPI Al/AN 
Two or 
More 

Difference +112 +4 +55 +39 +15 +1 -2 0 

Male +39 +4 +17 +11 +8 +1 -1 -1 

Female +73 0 +38 +28 +7 +O -1 +1 

Ratio Change 

Male -1 .20% 0.02% -1.45% 0.18% 0.17% 0.06% -0.10% -0.08% 

Female 1.20% -0.20% 0.43% 0.91 % 0.12% -0.01% -0.08% 0.03% 

Net Change 7.31% 

Male 4.84% 8.00% 3.04% 10.00% 11 .11% 100.00% -12.50% -20.00% 

Female 10.03% 0.00% 8.98% 15.64% 10.14% 0.00% -25.00% 16.67% 

Trends and causal analysis 

Because the CFPB officially opened onJ uly 21, 2011, and began reporting information related to 

FY 2012, FY 2016 is the first year in which CFPB can provide a complete five-year perspective of 

EEO data on complaint-fi li ng trends. 
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Pending Complaints 

In FY 2016, the Bureau saw a decrease in the number of formal complaints pending at the end of 

the fiscal year compared with previous fiscal years (21 pending at the end of FY 2016 compared 

to 32 at the end of FY 2015), and in the corresponding number of complainants (17, compared to 

25 in FY 2015). 

As of the end of FY 2016, there were zero formal complaints filed in previous fiscal years 

remaining in the investigation or ROI- issued/election phases. By contrast, at the end of FY 2015, 

eight formal complaints filed in previous years remained pending in the investigation phase, and 

two filed in previous years remained pending in the ROI-issued/election phase. As of the end of 

FY 2016, only two fo rmal complaints remained pending in the Final Agency Action phase, down 

from six in FY 2015. Complaints pending at the hearing phase (18, compared to 12 in FY 2015) 

and appeal phase (six, compared to four in FY 2015) increased from FY 2015.19 

Figure 1 and Figure 2 present this data and related data for other previous fiscal years. 

19 Hearings and appeal stages of the Part 1614 EEO complaint process are managed by the EEOC. If a complainant 
requests an EEOC hearing the matter becomes adversaria l and the Bureau's Legal Division (not OCR) represents 
CFPB as a party in the proceeding, including on any administrative appeal filed with EEO C's Office of Federal 
Operations. 
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FIGURE 1: PENDING COMPLAINTS AND COMPLAINANTS FY 2012 - FY 2016 
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FIGURE 2: PENDING COMPLAINT STATUSES FY 2012 - FY 2016 
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Total New Complaint Filings and Number of Complainants 

During FY 2016, the Bureau experienced a decrease in the number of formal complaints filed 

compared with FY 2015 (from 22 to 19).20 This follows a similar decrease in formal complaints 

filed in FY 2015 compared with FY 2014 (from 25 to 22). 

The 18 complainants21 who filed formal complaints in FY 2016represent1.09 percent of CFPB's 

total workforce of 1645 individuals. 22 This represents a decrease of 0.15 percent compared to FY 

2015, when the ratio (of 19 complainants as a percentage of the total workforce of 1533 

individuals) was 1.24 percent. 

20 Three of the 19 formal complaints listed as having been filed in FY 2016 began as putative class complaints filed in 
a previous fiscal year. In FY 2016, an EEOC Administrativejudge (AJ ) denied class certification in all th ree matters, 
requ iring the matters to then be processed as individual complaints. See29 C.F.R. § 1614.204(d)(7). Total new forma l 
complaints filed in FY 2016 thus equal 16. 

21 One employee filed more than one formal complaint in FY 2016. 

22 This ratio drops to 0.91 percent if complainants who filed class complaints in previous fiscal years are excluded in 
calculating the FY 2016 ratio. (15 complainants/1645 total employees= 0.91 percent.) 
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TABLE 5: COMPLAINANTS, COMPLAINTS, AND TOTAL WORKFORCE FIGURES AND RATIOS FOR CFPB FOR 

THE PAST FIVE FISCAL YEARS 

FY 2012 FY 2013 FY 2014 FY 2015 FY 2016 

CFPB Formal Complaints 11 9 25 2223 19 

CFPB Complainants 11 9 24 19 18 

CFPB Total Workforce24 970 1343 1419 1533 1645 

CFPB Formal Complaints as 
1.13 0.67 1.75 1.44 1.16 

Percentage of Total Workforce 

CFPB Complainants as Percentage 
1.13 0.67 1.68 1.24 1.09 

of Total Workforce 

All Similarly Sized (Mid-Size) 25 
NOT YET NOT YET 

Agencies (Complainants as 0.56 0.50 0.51 

Percentage of Total Workforce) 
REPORTED REPORTED 

Government-wide (Complainants 
NOT YET NOT YET 

as Percentage of Total 0.51 0.50 0.49 

Workforce) 26 REPORTED REPORTED 

23 In FY 2015, an individual also filed two notices with the EEOC signaling the individual's intention to file a civil suit 
against the Bureau under the Age Discrimination in Employment Act of 1967 (ADEA). Such notices of intent to file a 
civil action under the ADEA are not considered official EEO complaints under 29 C.F.R. Part 1614 and thus are not 
included in the total of formal EEO complaints filed in FY 2015. See29C.F.R. §1614.201(a) ("As an alternative to 
filing a complaint under this part, an aggrieved individual may file a civil action in a United States district court under 
the AD EA against the head of an alleged discriminating agency after giving the [EEOC] not less than 30 days' notice 
of the intent to file such an action."). 

24 Workforce numbers for previous fiscal year No FEAR Act report may differ slightly from corresponding data 
reported in this FY 2016 Report. This is due to retroactive processing of personnel actions, late processing of 
personnel actions, or other changes made in applicable data systems since those reports were published. 

25 Midsize or medium agencies are those with 1000 to 14,999 employees. See EEOC's FY 2014 Annual Report on the 
Federal Workforce (August 2014), available athttp;t/.wW.Wc~~Q_c;,gQy/f~.Q~r~J!r~P.9r.t~tJ~p_2.0J.4!'.lr:i.Q~~-·S:.fm. 

26 The most recent available government-wide statistics are contained in the EEOC's FY 2014 Annual Report on the 
Federa I Work Force. See b.~tr;>.:/t.www,~.~Q~,gQ)!/f.~9-~r.i!!t.t:~P9X~~/f$p2-0.14t l.!Rl9.~cttfim1J.:J:.Y.-.2.0J.4.-hnnl-l~J.-.R~.P-QrU~ ~rt.­
J..pgf; see also httR;t!'.www ... ~~-9s: .. gQv/.f~Q~X~J!'.r~.P.W.t.~tf?.p_4Ql4!'.t~.l~!Lb_1_._c;fm. 
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Figure 3 presents two graphs showing trends in informal and forma l complaint activity from FY 

2012 through FY 2016, along with corresponding figures for the tota l workforce at the end of 

each fiscal year (FYE). These graphs allow a visual comparison of complaint volume for the past 

five fisca l years and data on the growth of the Bureau's workforce over the same period. 

FIGURE 3: CFPB INFORMAL AND FORMAL COMPLAINT ACTIVITY AND TOTAL WORKFORCE 
FY 2012 - FY 2016 
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Figure 4 provides a graphical representation of formal complaint activity and complainant 

figures since FY 2012. 

FIGURE 4: CFPB COMPLAINT ACTIVITY FY 2012 - FY 2016 
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Bases and Issues 

In FY 2016, the most frequently cited bases of discrimination in formal complaints fi led were 

Reprisal (13), Sex (10), Race (8), Color (6), and Equal Pay Act (5).27 These most frequently cited 

bases changed from FY 2015, when they were Reprisal (16), Race (14), Sex (13), Color (10), and 

Disability (10). 

Figure 5 presents forma l complaints by basis for FY 2016. 

27 Although there were 19 formal complaints filed in FY 2016, there are more than 19 total bases of discrimination 
alleged because a complainant may (and often does) assert more than one basis per complaint. 
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FIGURE 5: COMPLAINT ACTIVITY BY BASIS FY 2016 
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Figure 6 presents frequenc ies of bases appear ing in the top three for any year from FY 2012 - FY 

2016. 

27 CONSUMER FINANCIAL PROTECTION BUREAU 



FIGURE 6: COMPLAINT ACTIVITY BY BASIS FY 2012 - FY 2016 
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The most frequently ra ised issues in formal complaints in FY 2016 were Promotion/Non­

Selection (11), Terms/Conditions of Employment (8), Pay (Including Overtime) (7), 

Performance Evaluation/Appraisal (7), and Assignment of Duties (6). In comparison, FY 2015's 

most frequently alleged issue was Terms/Conditions of Employment (13), followed by 

Harassment (10; Non-Sexual (9) and Sexual (1)), Training (8), and Performance 

Evaluation/Appraisal (7). 

Figure 7 presents formal complaints by issue for FY 2016. 
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FIGURE 7: COMPLAINT ACTIVITY BY ISSUE FY 2016 

FY 2016: COMPLAINTS BY ISSUE 
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Figure 8 presents frequencies of issues appearing in the top three for any year from FY 2012 -

FY 2016. 
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FIGURE 8: COMPLAINT ACTIVITY BY ISSUE FY 2012 - FY 2016 
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Bases and issues in CFPB formal complaint filings in FY 2016 were somewhat consistent with 

government-wide and comparable agency statistics. According to the EEOC, across the Federal 

government in FY 2014, reprisal was the most frequently cited basis, followed by age, race 

(Black/African American), and Disability {physical).28 Additionally, in FY 2016, reprisal, sex, 

and age were among the most common complaint bases among other medium-sized financial 

regulatory agencies with at least 10 complaints (e.g., Federal Deposit Insurance Corporation 

28 See EE OC FY 2014 Annual Report on the Federal Workforce, Executive Summary, at Section B Table 7, p. I-11 , 

available at b_t_t_f)_:!(w_~w,~-~9.(;,gQlltf~9-~rn !tr~P-9H?/.f$P-2_0J4t\.!Rl99-9lE!n~H;:Y:-2QJ:4:-Ann\.!~l-_R~P9Jt:-~9-~H_.pctf. 
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(FDIC), Office of the Comptroller of the Currency (OCC), and the Securities and Exchange 

Commission (SEC)). 29 

The EEOC also reported that in FY 2014, the most frequently alleged issue in formal complaints 

was Non-Sexual Harassment, followed by Terms/Conditions of Employment and then 

Promotion/Non-Selection.3° In FY 2016, non-sexual harassment, performance 

evaluation/appraisal, and appointment/hire were all among the most common issues for certain 

medium-sized financial regulatory agencies (i.e., FDIC, OCC, and SEC). 

Processing Times 

OCR works to ensure that its counselings and investigations are done within the regulatory 

timeframes, and that all EEO counselor reports and ROis are created with a high standard of 

quality and with fairness to both parties. In FY 2016, OCR completed all counselings and related 

mediations within the prescribed regulatory timeframes. 

During FY 2016, investigations of formal complaints were completed within an average of 267 

days. In FY 2016, the average number of days in investigation for complaints: 

• pending for any length of time during the fiscal year (for which investigations were 

completed during the fiscal year) was 270.05, an increase from an average of 247 days in 

FY 2015; 

• pending for any length of time during FY 2016 where a hearing was requested was 

242.83, an increase from an average of 183 days in FY 2015; and 

• pending for any length of time during FY 2016 where a hearing was not requested was 

316.71, an increase from an average of 293 days in FY 2015. 

29 FDIC data is located at bJtp_$;Uww~Jc.lJ!; .. g9.V/9_QQ1,1_WHv.~r?J_t.yfo_Qf!'!_<lr/nfr!'!.P.Qf_t_._~ tm!. occ data is located at 
httP-?;f.tyy_ww,tr~9.$.1,JJY_.g9_yfN9.:f~9.r~!\(t(Q_Q(VJJ'.!~nt$f_QCC%.2QEX1.R%.2QQJR%2Q4%29.N.9.f~_<!LP.9J SEC data is located 
at b_t_tp_$,//wWYY.-.$.~(.gQyf ~~9_i_ofQ(_OQf~_Clf.Q9J9.-htm . 

30 See EEOC FY 2014 Annual Report on the Federal Workforce, Executive Summary, at Section B Table 8, p. I-12, 
available atb_t_tp_:!(yy_ww,~-~9.~,gQ~ff~9-~rn !tr.~p9_m/f$p2_0_l4-tJ.JP.l.9~9lE!n9J~fY~2QJ!L!VJDJ.J9J.-B.~P-9.n~~9.rH .. 

31 CONSUMER FINANCIAL PROTECTION BUREAU 



These average processing times for investigations of formal complaints are attributable to a 

variety of factors: (1) The need to procure outside contractors to conduct EEO investigations; (2) 

an increased emphasis on enhancing the quality of EEO investigations, which requires review of 

contractor work and thus lengthier investigations; (3) the volume of complaints and open cases 

from prior fiscal years; (4) the filing of amendments in a significant portion of all formal 

complaints; and (5) allocation of existing staff resources to other needs, including external 

audits and change-management initiatives related to complaint tracking (discussed below). 

Almost all investigations of formal complaints completed in FY 2016 were completed within 

regulatory ti meframes (including timeframes extended due to amendments or permissible 

extensions). In FY 2016, OCR processed 89.5 percent of its formal complaints within regulatory 

timeframes. 31 This compares favorably with the government-wide average of 73 percent fo r the 

most recent year for which data is available.32 

As of the end of FY 2016, CFPB had zero pending complaints where invest igations exceeded the 

requ ired time frames. 

In FY 2016, Final Agency Decisions (FADs) were completed in an average of 60.83 days. The 

Agency issued six FADs in FY16. Two of these were complicated FADs that needed 

31 CFPB closed investigations in 19 matters during FY 2016. Seven of those cases had amendments, two of which had 
multiple amendments, which elongated investigation times. Seven of the 19 cases had complainant-approved 
extensions ranging from 15-90 days, which elongated investigation times. Many of these cases involved complex and 
numerous claims, which contributed to longer investigation times (e.g., the number of claims in the 19 cases ranged 
from one to 16 claims per case). Further, two cases were held in abeyance for a portion of the investigation time. Two 
of the 19 investigations were considered untimely by EEOC regulations, and another 2 exceeded 360 days, which is 
permitted under guidance from the EEOC. See EEOC Management Directive 11 0 (Aug. 2015), at Chapter 5, Section 
11.A.1, available at b.tW.~/ !ww~.-~~-Q.(.gQy/f~J:l~n1J/9JX~.(ti.V~$/O'.l.0:-.1.1Q_~.b?.P.t~r_5,~frntLIQ~1?.?14?.229. ("Regard less of 
amendment or consolidation of complaints, the investigation shall be complete in not more than 360 days, unless 
there is a written extension of not more than 90 days."). 

32 See EEOC FY 2014 Annual Report on the Federal Workforce, at Executive Summary, available at 
.bt!p?;Uw.~w,~-~9J,gQ)t'.ff~9.~rn!t.r.~p9xt?/f$P.?.O.l4lin9.~x._c;fm#..~x~.c;~_Uv~ ("Government-wide, a total of 11 ,281 
investigations were completed in an average of 196 days in FY 2014. Seventy-three percent of the investigations were 
completed in a timely manner, up from 67.2 percent the previous year. Without the United States Posta l Service's 
(USPS) investigations, the government-wide average was 64. 7 percent, which is an increase from the 55.7 percent 
average in FY 2013."). 
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supplementary inquiries in order for a fact finder to make a determination on the merits, and 

one was ultimately a finding of discrimination. 

EEO Resources and Staffing 

OCR has taken important steps to reduce case-processing times, where feasible, while also 

increasing quality. During FY 2016, the Bureau allocated additional resources OCR requested to 

ensure that the EEO Program remains successful and operates in an effective manner. OCR 

hired an individual formerly from the EEOC's Office of Federal Operations (OFO) - with 

extensive experience as an Appellate Review Attorney and as an AdministrativeJ udge - to serve 

as the Bureau's EEO Complaints Program Manager. This new program manager focuses on 

maintaining and enhancing the quality and timeliness of all aspects of the Part 1614 complaint 

process. OCR also now has a data analyst (sited within OHC and shared with OMWI) to perform 

trend and other data analyses, such as identifying triggers and barriers to EEO throughout the 

Bureau. In addition, OCR procured approval to hire a Conflict Prevention Program Manager to 

focus on enhancements to EEO and non-EEO alternative dispute resolution (ADR) options. This 

individual onboarded early in FY 2017, and has brought extensive expertise from prior positions 

with the EEOC, the Employment Litigation Section in the Civil Rights Division of the U.S. 

Department of Justice, and (most recently) the Office of Compliance in Congress, where he led 

the nationwide ADR program for Congress (30,000+ employees). In an attempt to leverage 

expertise from within the Bureau, OCR also has detailed a Senior Attorney and leader from 

another CFPB division for a four-month period to assist OCR in evaluating ADR efforts. 

These newer resources add to the existing permanent, full-time OCR staff, which includes the 

OCR Director, a Senior Counsel, a General Attorney, an Equal Employment Specialist, a 

Paralegal Specialist, and a Senior Administrative Officer. OCR also shares an Administrative 

Assistant with OMWI. 

Complaint and workforce tracking and monitoring systems 

During FY 2016, OCR staff also spent a significant amount of time and resources related to 

change management for implementing and using the Micropact iComplaints platform. This is a 

web-based EEO case management solution that provides a broad range of capabilities for 

reporting (including No FEAR Act and Form 462), processing, tracking, and managing the 

overall effectiveness of the CFPB's EEO Program. Throughout the first two quarters of FY 2016, 

OCR staff migrated case-related data (including legacy data from the Bureau and the U.S. 
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Department of Treasury) into the iComplaints system. OCR also provided all staff with training 

directly from Micropact (the software vendor), and created and disseminated detailed protocols 

and SOPs for using the new system to ensure consistency in system inputs and data integrity. In 

light of these extensive change-management initiatives, the software has proven immensely 

helpful in enhancing case-related processing efficiencies and easing the administrative burden 

associated with program reporting obligations. The software already has allowed OCR to more 

efficiently comply with EEOC regulations and reporting obligations, identify and monitor 

internal EEO trends, and redirect staff time away from manual tracking and reviewing 

complaints data and towards work on other mission-critical projects. During FY 2017, OCR 

intends to procure a related complaints "executive dashboard" solution that will enable OCR, 

along with its new data analyst, to conduct more granular and systematic analysis of case 

processing (e.g., basis, issue, timeframes, etc.) trends. 

Finding of Discrimination 

The Bureau's robust Part 1614 complaints process, administered by OCR, safeguards employee 

civil rights and provides appropriate relief for statutory violations. OCR issued a Final Agency 

Decision in FY 2016 finding violations of the Rehabilitation Act and Title VII of the Civil Rights 

Act with respect to one individual. This was the first finding of discrimination against the 

Bureau to date; no other findings have been issued against the Bureau (e.g., from the Bureau 

itself, the EEOC, the Merit Systems Protection Board, the Office of Special Counsel, labor 

arbitrators, the Federal Labor Relations Authority, the Department of Labor, or a federal court). 

In its Final Agency Decision, OCR ordered appropriate remedies, including consideration of 

appropriate disciplinary action, training, a posting notice, and make-whole relief for the 

individual victim. This finding and accompanying relief order underscore the Bureau's ability to 

ensure effective compliance with applicable EEO laws. 

Alternative Dispute Resolution 

CFPB also has an Alternative Dispute Resolution Policy, and OCR provides additional 

information about the benefits of ADR on the Bureau's intra net. These materials explain the 

ADR process, why employees should consider ADR, the different types of ADR, and how an 

employee can request ADR. The Bureau's ADR Policy makes clear that although ADR is 

voluntary for EEO filers, supervisors and managers must participate in good faith if a filer elects 

ADR. The goals in having this strong ADR policy include resolving conflicts at an early stage, 

improving workplace communication and morale, and creating a more efficient EEO Program. 
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OCR offers ADR during the pre-complaint and formal complaint stages of the EEO process, 

including while cases are pending before the EEOC for hearing or on appeal. The Bureau also 

offers mediation on an ad hoc basis for non-EEO workplace disputes through OHC, under its 

Administrative Grievance Policy, and through its negotiated grievance process. During FY 

2016, OCR held approximately 12 mediations in connection with Part 1614 complaints. 

OCR is in the process of updating, to the extent needed, its ADR policy to ensure that it complies 

with the clarified standards in the revised EEOC's Management Directive 110 (effective August 

5, 2015). Consistent with the revised MD-110, the Legal Division - not the responsible 

management official directly involved in the dispute - has settlement authority for EEO cases at 

the administrative level, including during EEO counseling. OCR continues to assess internal 

data related to the success of the ADR program, including resolution rates, and is collecting 

information about best practices and benchmarks related to a recommendation for protocols to 

create a structure that may help better support openness and willingness to employ creative and 

early resolution options. The Agency has authorized ample funding for OCR and OHC to use 

contract ADR professionals to resolve workplace disputes. 

In addition, and as already described above, OCR procured approval to hire a Conflict 

Prevention Program Manager to enhance EEO and non-EEO ADR initiatives. This individual 

onboarded early in FY 2017 and previously led the nationwide ADR program for Congress 

(30,000+ employees). OCR also detailed a Senior Attorney and leader from another CFPB 

division for a four-month period to assist OCR in improving its ADR efforts. 

Practical knowledge gained and action plans 

In analyzing complaint trends and related information, CFPB concluded the following: 

• Informal and formal complaints continued on a significant downward trajectory. 

Preliminary data from early FY 2017 suggests this trend is accelerating. CFPB wi ll 

continue programmatic efforts to proactively prevent acts of discrimination (including 

harassment and retaliation) leading to complaints whenever possible, and is enhancing 

its ADR efforts to encourage informal resolution of disputes in all appropriate 

circumstances. 

• Retaliation remained the top basis alleged in formal complaints filed. The Bureau will 

continue to train and educate employees (particularly managers and supervisors) about 
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anti-reta liation ru les and best practices for avoiding it, as we ll as vigorously enforce 

Bureau policy and federa l law proh ibiting it. 

• The number of forma l complaints fi led al leging race discrimination decli ned again in FY 

2016 (a two-year downward t rend that began after FY 2014). The number of forma l 

complaints filed alleging color, sex, and/or disabili ty discrimination also declined in FY 

2016. CFPB wi ll continue to robustly enforce all anti-discrimination statutes and 

emphasize tra ining on legal requ irements that may be more complex, such as in the area 

of disabil ity discrimination law (including the need to provide reasonab le 

accommodations). 

• When practicable, given the Bureau's current slightly higher-than-government-wide 

average complainant/tota l workforce rat io and its focus on increasing work product 

quality, complaint processing times shou ld be reduced. The Bureau wi ll continue to 

leverage available personnel resources and technology to align complaint processing 

times with all regu latory requ irements, wherever possible. CFPB also wi ll deploy a 

Blanket Purchase Agreement (SPA) for investigative services and evaluate its 

effectiveness in reducing complaint processing times while enhancing work product 

(e.g., Report of I nvestigation) quality. 

The Bureau wi ll focus on these and the fo llowing objectives dur ing FY 2017 and FY 2018: 

• Continuing to incorporate the EEOC's six essentia l elements of a model EEO program 

to achieve greater program effectiveness; 

• Briefing senior leadership on the state of the EEO program to reaffirm support for the 

program; provide awareness of issues and trends, system ic or otherwise; and to so licit 

input on strengthening the Bureau's EEO program; 

• Continuing to process all informal and forma l complaints and requests for ADR in 

compliance with 29 C.F.R. Part 1614 and EEOC Management Directive 110; 

• Mainta ining accuracy and efficiency of EEO complaint data monitoring, track ing, and 

reporting through continued use of iComplaints and continued enforcement of robust 

internal contro ls related to data tracking and monitoring; 

• Leveraging internal communication channels to distribute EEO-related information 

through the use of various media, including electronic media, informational brochures, 
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and individual and group training, and promoting communication of information and 

early intervention to help Bureau officials identify the issues and bases that may give 
rise to EEO complaints; 

• Training of supervisors and managers to provide proactive approaches to resolving 

issues stemming from alleged violations of personnel policies and practices; 

• Fostering constructive, open, continuous communication between employees and 

management to help resolve workplace conflicts at the earliest possible opportunity, 
and ensuring that employees, management officials, and persons with settlement 

authority understand the purpose and value of ADR; 

• Continuing to collaborate with stakeholders across the agency to analyze workforce 
demographic data and to establish and administer affirmative employment plans that 
ensure equal employment opportunity for all consistent with applicable law, rules, 

regulations, and guidance; 

• Increasing employee awareness of EEO statutes and ensuring that CFPB cultivates an 

inclusive work environment; 

• Reviewing feedback from employee surveys, exit interviews, listening sessions, and 

training to identify opportunities for improvement; 

• Training supervisors and managers on leadership, management principles, 
communication techniques, legal compliance, and fostering diversity and inclusion; 

• Ensuring CFPB management is accountable for the success of the EEO program 
through transparency, by emphasizing measurable EEO, diversity, and inclusion goals 
and objectives that are incorporated into divisional strategic plans, and through the 

performance assessment of supervisors and managers; 

• Using the Bureau's Triannual Performance Review process as a management tool to 

address cultural change, and EEO, diversity, and inclusion efforts within Divisions; 

• Supporting the implementation of employee resource groups and both executive-level 

and staff-level diversity councils; and 
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• Incorporating EEO best practices gained through the Bureau's coalitions with other 

Federal agencies, particularly financial regulatory agencies and other small- and 
medium-sized agencies. 
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3.6 No FEAR Act training 
The No FEAR Act requires each Federal agency to train all employees regarding the rights and 

remedies applicable to them under the relevant antidiscrimination and whistleblower protection 

laws. 33 OCR, OMWI, and OHC recognize the indispensable role training and education play in 

raising awareness of EEO-related rights and responsibilities and fostering a civil, respectful, and 

inclusive work environment. 

The Bureau uses various media and other innovative means to tra in and educate CFPB 

Executives, managers, supervisors, and employees about EEO concepts, rights, and policies. 

These efforts assist in ensuring that EEO is integrated into the Agency's strategic mission and 

crucial EEO-related information is readily accessible at all times. The Bureau makes use of 

virtually all of the ideas suggested by the EEOC in its September 2014 publication entitled 

"Preserving Access to the Legal System: A Practical Guide to Providing Employees with 

Adequate Information about Their Rights under Federal Equal Employment Opportunity (EEO) 

Laws and Regulations."34 The various means used to distribute information are described in the 

table below. 

33 See Pub. L. No. 107-1 74, Section 202(c); see also 5 C.F.R. § 724.203. 
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TABLE 5: MEDIA USED TO DISTRIBUTE EEO INFORMATION 

Media Used To Distribute EEO Information 

Regular email notifications via "Ops Digest" and "Manager Minute" publications 

Regular email messages from the CFPB Director and OCR Director 

Annual statements from the CFPB Director on the No FEAR Act and on the Bureau's EEO 

Policy and Anti-Harassment Policy, provided in email and printed formats, and posted on the 

Bureau's intranet 

Posters placed throughout all Agency facilities in break rooms and work rooms 

A tri-fold brochure on EEO rights and responsibilities 

Display Stands with relevant hard-copy information placed near every elevator bank, in OHC, 

and in OCR office space 

Digital Display Boards (i.e., large monitors) in elevator banks in CFPB headquarters featuring 

rotating slides including brief messages on EEO and diversity and inclusion-related topics 

Guide to the Office of Civil Rights (distributed immediately to all new employees) 

EEO Resource Manual for Managers and Supervisors (provided to all new supervisors and 

during mandatory 2-day EEO training) 

Intranet and internet content, including all relevant policies and Frequently Asked Questions 

about OCR and discrimination-related topics, and periodic All-Employee "Announcements" on 

the homepage of the Bureau's intranet 

EEO-related notices on employee paystubs (containing a new notice each pay period) 

Formal training including: New Employee Orientation (NEO); mandatory annual No FEAR Act 

and harassment prevention trainings; mandatory Supervisory Development Seminar (SOS); 

and mandatory 2-day manager EEO training led by the EEOC Training Institute; mandatory 

two-day diversity and inclusion training for new supervisors ; mandatory diversity and inclusion 

training for all employees 

In-person dissemination of information is perceived by many as the most effective means to 

distribute EEO information. To that end, a member of OCR staff presents and distributes a hard 

copy "Guide to the Office of Civil Rights" to every new Bureau employee, in person, on or near 

his or her very first day of employment during New Employee Orientation. This guide conta ins 

deta iled information on discrimination, harassment, and reta liation, and the EEO process -

including the Part 1614 process and the 45-calendar day t imeframe for initiating EEO 

counseli ng. In addition, OCR created and distributes an "E EO Resource Manual for Managers 
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and Supervisors" providing practical guidance on EEO compliance. Further, OHC sends each 

new manager a "CFPB New Manager Onboarding Information" guide that also contains critical 

EEO and diversity and inclusion information. 

OCR also conducts, collaborates in presenting, and/or sponsors numerous in-person trainings, 

as well. In his FY 2016 EEO Policy/Anti-Harassment Statement, Director Cordray conveyed his 

expectation that all Bureau employees prioritize diversity and inclusion and EEO training and 

put what they learn into practice every day. For example: 

• All 246 new hires at the Bureau (100%) completed mandatory New Employee 

Orientation Training during FY 2016, during which OCR staff provides an overview of 

EEO rights and responsibilities (including explaining the Part 1614 process and 

emphasizing the 45 calendar day timeframe for contacting an EEO counselor). 

• A total of 234 employees completed mandatory diversity training in FY 2016. CFPB 

began offering this two-hour awareness raising workshop to non-managerial employees 

to help develop a shared understanding of diversity and inclusion at the Bureau. The 

workshop focuses on the importance of diversity and inclusion in strengthening 

individual competence for interacting effectively in a diverse workplace and the ways in 

which an understanding of diversity and inclusion contributes to the effectiveness of the 

Bureau's work in serving consumers. As of the end of FY 2016, 1,099 CFPB employees 

had completed this train ing, with the remainder scheduled to complete it by the end of 

calendar year 2016. Evaluations of the training indicated that it was well received and 

effective in increasing employees' awareness of the importance of diversity and inclusion 

to the Bureau's overall effectiveness. 

• A total of 65 supervisors and managers completed a mandatory 2-day EEO Training 

conducted by the EEOC Training Institute in FY 2016, for a total of over 250 to date. 

• A total of 47 supervisors and managers completed mandatory Leadership Excellence 

Seminars (LES) in FY 2016, and over 200 total supervisors and managers have 

completed these seminars to date. 

• A total of 56 supervisors and managers completed the mandatory Supervisory 

Development Seminar (SOS) in FY 2016, and approximately 265 total supervisors and 

managers have completed this seminar to date - almost 95 percent. 

• A total of 112 supervisors and managers completed the mandatory supervisor 2-day 
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diversity training in FY 2016, and approximately 230 total supervisors and managers 

have completed this training to date - approximately 83 percent. 

• A total of 44 employees completed structured interview training mandatory for all "lead 

interviews" in FY 2016, and approximately 294 total employees have completed this 

training to date. 

• A total of 1132 employees (69 percent) and 236 supervisors and managers (82 percent) 

completed mandatory performance management training containing EEO and diversity 

and inclusion components in FY 2016. 

In addition, after New Employee Orientation, each year all Bureau employees must take a one­

hour web-based training on the No FEAR Act, and a separate one-hour, web-based training on 

harassment prevention. Approximately 85 percent of employees completed this mandatory No 

FEAR Act training in FY 2016, and over 95 percent of employees completed the mandatory 

harassment prevention training in FY 2016. By FY 2018, OCR hopes, depending on resource 

avai lability, to begin offering l ive annual mandatory No FEAR Act and harassment and 

retaliation training for employees, in addition to the live New Employee Orientation training, 

and to develop and rollout an EEO "refresher" training curricu lum for experienced supervisors 

and managers. 

In FY 2016, OCR also launched a new "Top 10 EEO Tips" series of optional webinars for all 

Bureau employees. This series of virtual brown bag presentations by OCR is designed for all 

CFPB personnel (managers/supervisors and non-supervisory employees), and provides "bite 

size" - 30 minutes maximum - tra ining in the form of practical tips on EEO rights and 

responsibilities. The first installment of the series was for Mental Health Awareness Month in 

May 2016, and offered tips on "Mental Health Awareness and You." OCR will continue to offer 

new webinars as part of this series in FY 2017, with upcoming installments likely addressing 

topics such as Top 10 EEO Pitfalls, reasonable accommodations (including for pregnancy­

related limitations and religion), and retaliation. 

Further, the OCR intranet page is an excellent resource for individuals wanting information 

about the EEO process. The OCR intranet page clearly describes the Part 1614 process, contains 

links to all pertinent policies and procedures, and offers a section of plain-language Frequently 

Asked Questions (FAQs) that is updated and augmented routinely. (This section of the intranet 

also welcomes and solicits ideas for additional FAQs, encouraging those visiting the site to email 

OCR with suggestions for topics about which additional guidance or clarification cou ld be 
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helpful.) The OCR intranet page also contains contact and location information for OCR, 

including contact information for all OCR staff, to ensure that employees can easily seek OCR's 

assistance in person or virtually. 
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APPENDIX A: 

Legislative and regulatory 
requirements 
Section 203 of the No FEAR Act (Pub. L. No. 107-174) requires: 

(a) Annual Report. - Subject to subsection (b), not later than 180 days after the end of each 

fiscal year, each Federal agency shall submit to the Speaker of the House of Representatives, the 

President pro tempore of the Senate, the Committee on Governmental Affairs of the Senate, the 

Committee on Government Refo rm of the House of Representatives, each committee of 

Congress with jurisdiction relating to the agency, the Equal Employment Opportunity 

Commission, and the Attorney General an annual report which shall include, with respect to the 

fiscal year -

(1) The number of cases arising under each of the respective provisions of law covered by 

paragraphs (1) and (2) of section 201(a) in which discrimination on the part of such agency 

was alleged; 

(2) The status or disposition of cases described in paragraph (1); 

(3) the amount of money required to be reimbursed by such agency under section 201 in 

connection with each of such cases, separately identifying the aggregate amount of such 

reimbursements attributable to the payment of attorneys' fees, if any; 

(4) The number of employees disciplined for discrimination, retaliation, harassment, or any 

other infraction of any provision of law referred to in paragraph (1); 

(5) The final year-end data posted under section 301(c)(1)(8) for such fiscal year (without 

regard to section 301 (c)(2)); 

(6) A detailed description of -

44 CONSUMER FINANCIAL PROTECTION BUREAU 



(A) The policy implemented by that agency relating to appropriate disciplinary actions 

against a Federal employee who -

(i) Discriminated against any individual in violation of any of the laws cited under 

section 201(a)(1) or (2); or 

(ii) Committed another prohibited personnel practice that was revealed in the 

investigation of a complaint alleging a violation of any of the laws cited under section 

201(a)(1) or (2); and 

(B) With respect to each of such laws, the number of employees who are disciplined in 

accordance with such policy and the specific nature of the disciplinary action taken; 

(7) An analysis of the information described under paragraphs (1) through (6) (in 

conjunction with data provided to the Equal Employment Opportunity Commission in 

compliance with Part 1614 of Title 29 of the Code of Federa l Regulations) including-

(A) An examination of trends; 

(B) Causal analysis; 

(C) Practical knowledge gained through experience; 

(D) Any actions planned or taken to improve complaint or civil rights programs of the 

agency; and 

(8) Any adjustment (to the extent the adjustment can be ascertained in the budget of the 

agency) to comply with the requ irements under section 201. 

Subpart C of 5 C.F.R. Part 724 requires: 

§ 724.302 Reporting obligations. 

(a) Except as provided in paragraph (b) of this section, each agency must report no later than 

180 calendar days after the end of each fiscal year the following items: 

(1) The number of cases in Federal court pending or resolved in each fiscal year and arising 

under each of the respective provisions of the Federal Antidiscrimination Laws and 

Whistleblower Protection Laws applicable to them as defined in§ 724.102 of subpart A of 
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this part in which an employee, former Federal employee, or applicant alleged a violation(s) 

of these laws, separating data by the provision(s) of law involved; 

(2) In the aggregate, for the cases identified in paragraph (a)(1) of this section and separated 

by provision(s) of law involved: 

(i) The status or disposition (including settlement); 

(ii) The amount of money required to be reimbursed to theJ udgment Fund by the agency 

for payments as defined in§ 724.102 of subpart A of this part; 

(iii) The amount of reimbursement to the Fund for attorney's fees where such fees have 

been separately designated; 

(3) In connection with cases identified in paragraph (a)(1) of this section, the total number of 

employees in each fiscal year disciplined as defined in§ 724.102 of subpart A of this part and 

the specific nature, e.g., reprimand, etc., of the disciplinary actions taken, separated by the 

provision(s) of law involved; 

(4) The final year-end data about discrimination complaints for each fiscal year that was 

posted in accordance with Equal Employment Opportunity Regulations at subpart G of title 

29 of the Code of Federal Regulations {implementing section 301(c)(1)(8) of the No FEAR 

Act); 

(5) Whether or not in connection with cases in Federal court, the number of employees in 

each fiscal year disciplined as defined in§ 724.102 of subpart A of this part in accordance 

with any agency policy described in paragraph (a)(6) of this section. The specific nature, e.g., 

reprimand, etc., of the disciplinary actions taken must be identified. 

(6) A detailed description of the agency's policy for taking disciplinary action against Federal 

employees for conduct that is inconsistent with Federal Antidiscrimination Laws and 

Whistleblower Protection Laws or for conduct that constitutes another prohibited personnel 

practice revealed in connection with agency investigations of alleged violations of these laws; 

(7) An analysis of the information provided in paragraphs (a)(1) through (6) of this section in 

conjunction with data provided to the Equal Employment Opportunity Commission in 

compliance with 29 CFR part 1614 subpart F of the Code of Federal Regulations. Such 

analysis must include: 
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(i) An examination of trends; 

(ii) Causal analysis; 

(iii) Practical knowledge gained through experience; and 

(iv) Any actions planned or taken to improve complaint or civil rights programs of the 

agency with the goal of eliminating discrimination and retaliation in the workplace; 

(8) For each fiscal year, any adjustment needed or made to the budget of the agency to 

comply with itsJudgment Fund reimbursement obligation(s) incurred under§ 724.103 of 

subpart A of this part; and 

(9) The agency's written plan developed under§ 724.203(a) of subpart B of this part to train 

its employees. 

(b) The first report also must provide information for the data elements in paragraph (a) of this 

section for each of the five fiscal years preceding the fiscal year on which the first report is based 

to the extent that such data is available. Under the provisions of the No FEAR Act, the first 

report was due March 30, 2005 without regard to the status of the regulations. Thereafter, 

under the provisions of the No FEAR Act, agency reports are due annually on March 30th. 

Agencies that have submitted their reports before these regulations became final must ensure 

that they contain data elements 1 through 8 of paragraph (a) of this section and provide any 

necessary supplemental reports by April 25, 2007. Future reports must include data elements 1 

through 9 of paragraph (a) of this section. 

(c) Agencies must provide copies of each report to the following: 

(1) Speaker of the U.S. House of Representatives; 

(2) President Pro Tempore of the U.S. Senate; 

(3) Committee on Governmental Affairs, U.S. Senate; 

(4) Committee on Government Reform, U.S. House of Representatives; 

(5) Each Committee of Congress with jurisdiction relating to the agency; 

(6) Chair, Equal Employment Opportunity Commission; 
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(7) Attorney General; and 

(8) Director, U.S. Office of Personnel Management. 
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APPENDIX B: 

The Director's annual EEO and 
anti-harassment policy 
statement 
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C~Finanoa 
Protecuon Bureau 

MEMORANDUM TO: 

FROM: 

SUBJECT: 

Dear Colleagu es: 

September 2016 

All CFPB Employees 

Richard Cordray 
Director 

Annual EEO and Anti-Harassm ent Policy 
Statement 

Attached is my annual Policy Statement on Equal Employment Opportunity (EEO) 
and Worl}Jlace Harassment. I ask eve1yone in the Bureau to read it carefu lly. 

I am proud of our recent accomplishments that have helped to make the Bureau a 
fairer, more inclusive, diverse, and welcoming workplace. As the Government 
Accountability Office (GAO) recently explained in a report that reflected its 
recognition of the extensive work that we have been doing around these issues, the 
Bureau: 

has e.~panded management training, developed new guidance on 
personnel practices, and developed a new performance management 
system. CFPB has made progress in adopting leading diversity 
management practices identified in prior GAO work, such as finalizing 
a diversity stra tegic plan, creating employee diversity groups, and 
expanding diversity training. In addition, CFPB launched a new 
initiative to strengthen its organizational culture l:hat includes 
obtaining employee input on ideas for improving CFPB's culture and 
addressing employee concerns. Finally, CFPB has strengthened its 
emp loyee complaint processes by providing new training and guidance 
and creating feedback mechanisms to help evaluate progress in some 
areas. 

More specifically, we have (among other things): 

• Studied the results of the annual AES survey and t 1 kC'n concrete <.;tpps to 
respond to this invaluable feedback; 

• Established Worl-force of the Future norms to strengthen CFPB culture; 

l 
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• Launched the Dh·ersily and Inclusion Council for l~mplmecs; 

• Finalized and implemented an Employee Resource Grou_p policy; 

• Continued to mandate diversity and inclusion and EEO training for all new 
supervisors and managers; 

• Provided in-person briefings to all new employees on their EEO righls and 
related processes; and 

• J\<lopled a new Non-Discriminalion un<l lnclusjon Policy for'J'mnsgcn<lcr 
Applkm1Ls and Employees. 

We will continue ou rworlc to foster the inclusive culture we want ot CPPB. I "''ant to 
reaffirm unequivocally that we strive for a workplace where no individual feels 
margina lized or mistreated. Disrespect, discriminulion, and relulialion inhibit our 
ubilily Lo prolect consumers and Lhey are conlrary lo Lhe kind of cul lure an<l 
institution we arc striving to build. Last month, the Office of Civil Rights (OCR), 
ocling unde r aulho1ity delegated by me to OCR, issued a decision concluding Lhat the 
Bureau had engugcd in unlawful relaliulion and disability discrimination wilh 
rcspccl lo one employee. This was the first finding of d iscrimination against Lhe 
Uureuu Lo dale. 

The attached Policy Statement emphasizes the Bureau's inslitutional commitment to 
equal employment oppo1tunity. Each and eve1y one of us must reaffirm our 
pel'8onul commitment lo do our part lo uphold EEO principles and comply with the 
law. Therefore, I expecl you all lo: 

• Stand up to and stop acts of d iscrimination, horussmcnl, and rctoliation by 
contucling the Office of Civil Rights or the Office of llumun Capilal consistent 
with the Bureau's Proct>dur~s Relntl•d to I lurossnwnt and lt1•!llllroruiu!1· 
~'on~ and our EEO and NonDis~hninaLion Pooo. 

• Cooperate promplly and fully in all anti-ha rassment and EEO investigations. 
Responding swiftly to requests for information from OCR or OHC is an 
imporwnl part of everyone's job here, regardless of where in the Bureau we 
may work. 

• Prioritize diversity and inclusion and EEO lraining, including Lhe annual 
mandatory ''No FEAR Act" and anti-harassment trainings. Eve1y Bureau 
employee is responsible for learning about these issues and putting what you 
learn into practice every day. 

To learn more o r seek help, you can reach oul lo our Office of Equal Opportunity and 
Fairness, which is comprised of the Office of Civil Rights (OCR) and the Office of 
:\llinority and Women Inclusion (OMWI). OCR seives as a neutral arbiter in EEO 

2 

51 CONSUMER FINANCIAL PROTECTION BUREAU 



complaint-related matters, and OMWI and OCR together help us all in our ongoing 
work to make the Bureau a fairer and more inclusive workplace. I am confident that 
Lhe processes in place to root out and reclify violations of EEO laws are robusl and 
working, and I thank OEOF for its important work on these matters. 

3 
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The Director's Po licy State me nt on 
Equal Employment Opportunity a nd Workplace Harassment 

General EEO Policy 

It is the clear policy of the Consumer Financial Protection Bureau (CFPI3 or Bureau) 
to provide equal employment opportunity (EEO) to all employees and applicants for 
employment. The CFPB has no tolerance for workplace discrimination, harassment, 
or retaliation.' We lake all allegations of discrimination, harassment, and retaliation 
seriously. 

We all deserve to work in a n environment where we will be treated fuirly a nd 
equitably, and where we can participate fully in all bene fits of employment, including 
recruitment, hiring, compensation, appraisals, awards, training, career development, 
p1'0motions, and all the terms, conditions, and privileges of employment. 

Accordingly, the Bureau does not and will not discriminate or tolerute hurussment 
against any employee o r applicant for employment on the basis of race, color, 
religion, sex (including pregnancy, sexual orientation, transgender status, gender 
identity or expression, gender non-conformity, or sex stereotyping of any kind), 
national origin, age (40 and above), disability, genetic information, marital status, 
parental status, political affiliation, military service, union activities, -.vhistleblowcr 
activity, or any other non-merit factor. Discrimination and harassment on these 
buses is prohibited by Federal statutes and F.xecutivc Orders. See 5 U.S.C. 
§§ 2302(b); 5 u.s.c. §§ 7101-713s; 29 u.s.c. § 206(d); 29 u.s.c. § 631; 29 u.s.c. 
§ 633a; 29 U.S.C. § 791; 38 U.S.C. §§ 4301-35; 42 U.S.C. § 2oooc-16; 42 u.s.c. 
§ 20ooff el seq.; E.O. 11478; E.O. 13087; E.0. t3145; E.O. 13152; E.0. 13672. 

Discriminatory Harassment 

CFPB will not lolerule any discriminatory harassment - euen when the hosl'ilc 01· 

abusiue conduct does not 1·ise to the leuel ofa uiolalion ofFederal 
law. Discriminatory harassment is um\•clcome or offensive treatment, behavio r, or 
conduct - whether sexual 01· non-se>mal, and whether verbol, physical, visual, or 
psychological - that denigrates, shows hostility o r aversion towards, or otherwise 
marginalizes an individual based on that individua l's protected stotus, that a 
reasonable person would consider intimidating, hostile, 01· abusive or that interferes 
with an individual's work performance. 

Offensive conduct includes unwelcome sexual overtures, propositions, or contact; 
basing employment decisions (or conditioning any benefit or privilege o f 
employment) on acquiescence to verbal or physical sexual o r romantic conduct; 
telling inappropriate jokes or stories; ridiculing, insulting, or mocking a colleague o r 
co-worker; using slurs or epithets; or physically assaulting, bullying, or intimidating 
others. Offens ive conduct also could include displaying objects, pictures, or graphic 

1 You can also learn more about protections against ret1Jiation and for whistleblowers in our annual 
No FEARAcl Notice hcrr. 
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materials, or making or disseminating comments or statements that arc offensive to 
or show hostility toward an individual or group. 

The Bureau prohibits discriminatory harassment by anyone in the workplace -
including harassment by managers, supervisors, and co-workers. In addition, the 
Bureau will not tolerate discriminatory harassment by non-employees, such as 
conlraclors and employees of regulated entities. 

Employee Rights and Responsibilities 

As l3ureau employees, it is up to each one of us to ensure we undersland and adhere 
to lhese principles. Each one of us will be held accounluble for compliunce:: wilh EEO 
laws and merit system principles and policies, and for treating colleagues with 
respect, dignity, and professionalism. 

Employees who feel lhal Lhey are being harassed or otherwise hove been subjecled lo 
offensive (e.g., hosti le or abusive) conduct may (but arc not required to) make their 
objections known lo the offending party. If employees do nol wanl lo Lalk lo the 
offending pa rty, or if the harassment continues even after doing so, employees 
should also conlacl their supervisor, manager, a higher level management onicial, 
or the Lead ofEmployee and Labor Relations in the Office of lluman C.-3 pita\ (Ol!C), 
or call 202-435-7655. 

Employees who feel they have been harassed have a duly lo report. lhc incident so 
the Bureau can lake steps to stop the offensive conduct. Employees should report 
any hurussmenl before il becomes so severe or pervasive lhal il viola tes Federal law. 
(While isolated incidents of harassment generally do not violate federal law, a 
pattern of such incidents may be unlawful.) Similarly, employees who believe they 
hove witnessed harassing conduct also have a duty to report the incident. CFPB will 
prolccl lhc con lidenliality of individuals reporting such conduct lo l he fullest exlenl 
possible. 

Manager/Supervisor Rights and Responsibilities 

Managers and supervisors have a special responsibility to prevent, document, and 
promplly correct harassing conduct in lhe workplace. Munugcrs un<l supervisors 
rt~ceiving reporls of alleged harassment or who believe they have polenlially or 
actually witnessed any such behavior must immediately contact the I .cod of 
Employee and Labor Relations in the Office of Human COJ)ital (OTJC), or call 202-

435-7655. 

The Bureau will lake appropriate and immediate action in response lo complaints 
about or knowledge of violations, in accordance with the Bureau's Pmrc<lurt.>s 
Rdolcd lo I Jarassmcnl and I nappropriatc C,on<luct. Management will ta kc 
appropriate corrective action as needed. 

The Bureau supports the right of any employee who believes she or he has been 
discriminated against or harassed (or witnessed discrimination or harassment) to 
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exercise the right to oppose unlawful discrimination or harassment, to file a 
compla int about it, o r to participate in any related inquity or investigation without 
fear of relaliation. 1\llanagers and supervisors must nol retaliate against an 
employee for reporting hamssment or for cooperating with any harassment 
inuestigation. Any such action will result in appropriate disciplinary action 
against the manager or superuisor. 

Employees who believe they have experienced unlawful prohibiled conducl should 
promptly contact the Office of Civil Rights (OCR) to discuss your rights under the 
F.F.O laws. (Contact information for OCR is provided below.) However, even if you 
conlacl OCR lo reporl unlawful harassmenl, OIIC muy s lill underloke its own 
independent inte rnal investigation of the allegalions to so lis fy ils obligolions lo 
exercise due care to promplly eliminale all hoslile or abus ive conduct in Lhe 
workplace. 

Richard Cordray 
Seplember 2016 

Additional Information 

You can read our complete EEO and . ·on-Discrimination Policy h1.1·1:. 

You can read some FAQs about the Office of Civil Rights and its work lwrv. 

You can find the complete CFPB Procedures Related to Ilarassmentand 
Inappropriate Conduct h1.•l'I.'. 

You can find additional information regarding Federal onlidiscriminalion, 
whistlehlower protection, and retaliation laws on: 

• Lhc CFPB's intra net at hllp://Lcam.gful~.lol'al.D"ikijindex .php/l·:Ec > 

• Lhe EEOC websile al hllp: //www.&•epc.gov 
• Lhe OSC ·website al hllp: //v,·ww.osc.gov 
• the DOL website at htlp://www.dol.gov 
• Lhe MSPB website at hllp: //www.mspb.gm 
• the FLRA website at http://www.f1ra.go, 

Contact Information for the CFPB Office ofCjyil Rhihts 

Mail: 

Office of Civil Rights 
Consumer Financial Protection Bureau 
i700 G Street, NW 
Washington, D.C. 20552 
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Hand-De livery: 

Office of Civil Rights 
O:msumcr l"inancial Protection Bureau 
1275 1st Street, NE 
Suite 261 
Washington, D.C. 20002 

Phone: 

202-4:3!i-9EEO 
1-855-233-0::162 
202-435-9742 (TTY) 

E-mail: 

Cl"PB_ EEO@cfpb.gov 

Fax: 

202-435-9598 

56 CONSUMER FINANCIAL PROTECTION BUREAU 

7 



The Director's FY 2016 annual 
notice on the No FEAR Act and 
whistleblower protection 
laws/prohibited personnel 
practices 
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September 2016 

MEMORANDUM TO: All CFPB Employees , Former Employees, and 
Applicants for Employment at CFPB 

FROM: Richard Cordray 
Director 

SUBJECT: FY16 Annual Notice on the No FEARAct and 
Whistleblower Protection Laws/Prohibited 
Personnel Practices 

The "Notifiration and Federal EmployeeAntidi"Crimination and R taliation Art of 
~." othen'vise known as the "No FEAR Act," requires Federal agencies like the 
CFPB to "be accountable for violat ions of antidiscrimination and wbistleblower 
protection laws." Pub. L. io7-174, Summary. Congress found in passing the No 
Ff.AR Act that "agencies cannot be nm effectively if those agencies practice or 
tolerate discrimination." Pub. L. 107-74, Title I, General Provisions, § 101(1). 

The No FEAR Act also requires Federal agencies, including the Bureau, to provide 
this notice to Federal employees, former Federal employees, and applicants for 
Federal employment. This notice is intended to inform you of the rights and 
protections available to you under Federal antidiscrimination, civil service, 
whistleblower protection, and antiretaliation laws. 

Anticliscrimjna tion L,aws 

A federal agency cannot discriminate or tolerate harassment against any employee or 
applicant for employment on the basis of race, color, religion, sex (including 
pregnancy, sexual orientation, transgender status, gender identity or e>..'Pression, 
gender non-conformity, or se."< stereotyping of any kind), national origin, age (40 and 
above), disability, genetic informat ion, marital status, parental status, political 
affilia tion, military service, union activities, whistleblower activity, or any other non­
merit factor. Discrimination and harassment on these bases is prohibited by Federal 
statutes and faecutive Orders. See 5 U.S.C. §§ 2302(b); 5 U.S.C. §§ 7101-7135; 29 
U.S.C. § 206(d); 29 U.S.C. § 631; 29 U.S.C. § 633a; 29 U.S.C. § 791; 38 U.S.C. 
§§ 4301-35; 42 U.S.C. § 2oooe-16; 42 U.S.C. § 20ooff et seq.; E.0. 11478; E.O. 
13087; E.O. 13145; E.0. 13152; E.0. 13672. 
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To pursue your rights under these statutes and executive orders, you may need to 
follow specific rules and meet certain deadlines. For instance: 

• If you believe that you have been the victim of unlawful discrimination and 
wish to pursue a discrimination claim on the basis of race, color, religion, sex 
(including pregnancy, sexual orientation, lransgender status, gender identity 
or expression, gender non-conformity, or sex stereotyping of any kind), 
notional origin, disability, genetic information, or parental status you first 
must contact an Equal Employment Opportunity (EEO) counselor in the 
CFPB's C >ffil'c of Civil Rights (OCR). (Sec contact information for OCR at the 
bottom of this notice.) 

You must contact an EEO counselor wilhin 45 calendar days of the alleged 
discriminalory action, or, in the case of a per·sonnel action, within 45 
calendar· days of the effectiue date of the action, before you may file a forma l 
complaint of discrimination with the CFPB. See, e.g., 20 C. F.R. Part 1(>14. In 
the a lternative (or in some cases, in addition), you may pursue a 
discrimination complaint by filing a grievance through CFPB's adminii.lruliw 
or rwg,ol inted grit>\ a nee proce<lun•s, if such procedures apply lo you. 

• If you believe that you have been the victim of unlawful discrimination on the 
basis of age in violation of the Age Discrimination in Employment Act of i967, 
you may proceed through the administrative EEO process by contacting an 
EEO counselor in the Bureau's OCR within 45 days. (This is the same as for 
an allegation of discrimination based on race, color, religion, sex, national 
origin, disability, genetic information, or parental status, os noted above). 
Allematiuely, you can choose to file on age-discrimination lawsuit in an 
appropriate United Slate district court. If you choose this <lirecl-suil option, 
you must first give the F.guul Emplo>menl c >pporiunil\ Comrn1:-s1on (F.EOC) 
notice that you intend to sue. You must give the r.r.oc this notice ot least 30 
days before you fil e your lawsuit in court. This notice-of-intent-to-sue may be 
fil ed in writing with the EEOC, at P.O. nox 77960, Washington, D.C. 20013. 
You may also file the notice by facsimile (if the fux is 10 pages or less), al 
(202) 663-7022. Finally, you may file this notice by personul delivery Lo the 
F.F.OC's Office of Federal Operations/Federal Sector Programs Bra nch at 131 

M Street, NE, Washington, D.C. 20507. 

You muslfilc this notice of intent to sue wilhin 180 calendar days of the 
alleged discriminatory act-ion. See 29 C. F.R § 1614.201(0). 

• If you believe that you have been the victim of sex-based pay discrimination in 
violation of the Equal Pay Act of i963, you may proceed through the 
administrative EEO process by contacting an EEO counselor in the Bureau's 
OCR within 45 days of an event you allege to be discriminatory. (This is the 
same as for an allegation of other bases of discrimination, as noted above). 
Allernal-iuely, you may file a civil action in a court of competent jurisdiction 
within two years (or, if the uiolation is willful, three years) of the date of the 
alleged Equal Pay Act uiolation. Contacting an EEO Counselor in the 
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Bureau's OCR does not suspend the two- or three-year deadline for filing a 
civil action. See 29 C.F.R. § 1614-408. 

Sex-based pay disparities also may violate Title VI I of the Civil Rights Act of 
1964, and individuals may challenge sex-based pay discrimination 
simultaneously under both the Equal Pay Act and Title VTT. However, if you 
wish lo allege thal a pay disparity violates Tille VU, you must raise the Title 
VIT a llegation in the administrative EEO process by contacting an EEO 
counselor in the Bureau's OCR within 45 days of the event you a llege lo be 
discrimina tory - even if you also fil e an Equal Pay J\ct civil action over the 
same alleged pay disparity. 

• l f you are alleging discrimination bused o n marital status, political affiliatio n, 
or any other non-merit factor you may fil e a written complaint with the l l.S. 
c >fficc of Specjgl Coun~el (OSC). (See also "Whistle blowe r Protection 
Laws/Prohibited Personnel Practices" below.) 

• If you arc alleging discrimination based on milita1y service, you may request 
assistance from the \ 'ctcrans' Emplo\mgnl ond Truinir!lL~l'r\ icL' (VETS) at the 
Department of Labor (DOL), the .'.\ l\,:rit...fu.,'>t~ms J>1·ol1.:ct ion lloa r<l (MSPB), or 
OSC, depending on the circumstances. 

• If you arc alleging discrimination based on membership or non-membership 
in a union, or for union activities, you may request assistance from your union 
(if applicable) or the l·edcral l,;:ihorj~dations \ut.horfil (f.'1.RA). 

Whlstlc hlowcr Protectio n I .aws/ Pro hibltcd Pe rsonnel Practices 

Fcdcm1J employees have lhe right lo be free from prohibited pcrsonnd practices, 
including retolialion for whistleblowing. The Bureau is committed to making sure 
that a ll employees a rc awa re of their rights, as well as the safeguards thot arc in p lace 
lo pl'Olcct them. 

The Whistleblower Protection Acl o f 1989 a nd the Whislleblower Protection 
Enhancement Act o f 2012 provide the right for all covered federa l employees to 
make whistleblower disclosures and ensure that employees a re protected from 
whistlcblowcr retaliation. A l"ederal em ployee with authority lo take, direct others to 
take, recommend, or approve any personnel action must not use that authority to 
la ke or fail to Lake, or threaten lo take or fail lo lake, a personnel action against an 
employee or applicant because that individual has engaged in whistleblowing. 

For these purposes, whistleblowing is defined as the disclosure of information that 
on employee or applicant reasonably believes evidences (1) a violation of any law, 
rule, or regulation; (2) gross mismanagement; (3) a gross waste of funds; (4) an 
abuse of authority; (5) a substantial and specific danger lo public health or safety; or 
(6) censorship related to scientific research or analysis, if s uch disclosure is nol 
specifically prohibited by law and if such information is not specifically required by 
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E.xecutive order to be kept secret in the interest of national defense or t he conduct of 
foreign affairs. 

Retaliation aga inst an employee or applicant for making a protected disclosure is 
prohibited by 5 U.S.C. § 2302(b)(8). Employees may make lawful disclosures to 
anyone, including, for example, management officials, the Inspector General of an 
agency, and/or Lhe ll.S. Office of Special Counsel (OSC). This nolice includes links 
below lo informalion about OSC, which is an independenl agency thal prolecls 
federal employees from prohibited personnel practices, including whistlcblower 
retaliation and unlawful hiring practices. OSC also provides an independent, secure 
channel for disclosing and resolving wrongdoing in fede rul agencies. 

Please also review the following fact sheet, "Your Ri1:hts gs ;i Fcdcrnl Employee," 
which provides detailed informat ion on the thirteen prohibited personnel practices 
and employees' rights to fil e complaints with OSC. Add itionally, you a rc encouraged 
to review Lhe following materials: "Know'\ our High ts\\ hyn Reporting, Wrongs" and 
"Tlw Roll• of lht• 1 ·.s. Offict• of Special CQµnsd," which describe different avenues for 
making whislleblowerdisclosures and OSC's role in accepting complaints from 
federal employees. 

If you believe Lhal you have been the victim ofwhistleblower relaliulion, you may file 
a wrillen complaint (Form< >SC-u) with OSC at 1730 M Streel W., Suite 218, 
Washington, D.C. 20036-4505, or~ through the OSC website. 

Retaliatio n for ~nguging in Protect ed Activity 

A Federol agency connot retaliate against an employee or opplicunt be~1use that 
individual exercises his or her rights under any of the Federal ontidiscrimination or 
whislleblowe1· protections laws I isled above. Jf you believe Lhat you Ul'e the vh.:tim of 
rela liution fo r engaging in protected activity and wish lo pursue a legul remt:dy, you 
must follow, as appropriate, the procedures described in the sections of this notice 
above entitled "Antidiscrim ination Laws" and "Whistleblower Protection 
Laws/Prohibited Personnel Practices" - or, if applicable, relevanl adm inistrative or 
negotiated grievance procedures. 

r>iscipli nary Actio ns 

Under Lhe exisling laws, each agency relains Lhe righl, where appropriate, lo 
discipline a Federa l employee who has engaged in discrim inatory or relaliatory 
conduct, up to and including removal. If OSC has initiated an investigation under 5 
U.S.C. § 1214, however, according to 5 U.S.C. § t214(f)1 agencies must seek approval 
from Lhe Special Counsel to discipline employees for, among other aclivities, 
engaging in prohibited retaliation. Nothing in Lhe o FEAR Act allers existing laws 
or pcnnits an agency to take unfounded disciplinary action against a Federal 
employee or to violate the procedural rights of a Federal employee who has been 
accused of discrimination. 
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Additional Information 

For furt her information regarding the No FEAR Act rules, sec r; C. F. R. Port 724 or 
contact the Bureau's Office of CiYil Rights. (See contact informa tion for OCR at the 
bollom of Lhis notice.) You can find additional informalion uboul Lhe No FEAR Act 
on Lhe CFPB's inlranel 
at hllp://lcum.cfph.local/ wiki/indcx.php/:-J'o FF .. \R Ad Notice. The CPPB's No 
FEAR Act statistics can be found on the Bu reau's external website 
al h llp:I/www.consumerfim1 nee.gov/no-fouN1cl/. 

You can find additional information regarding Federul anlidiscrimination, 
whistleblower protection, a nd retaliation laws on the CFPB's intro net 
at hllp;.L/ll'llm.cfph. local/wiki/in<lcx.php/EEO, on the P.EOC website 
at hilllJjvvww l.'l'OC.fil\ , on the OSC website at htlp;/(\,'\\'\\.OM'.~>.Y. on the DOL 
website al hlU>JLwww <lol.gov, on the MSPB websi te a l hll,J!Jjw\\'w ml'lph~ or on 
the Fl.RA website a l hllp;//www.Oru.~o\ . 

Existing Rights Unchanged 

Pursuant to section 205 of the :-J'o FEAR Act, neither the Act nor this notice creates, 
c."pands, or reduces any rights otherwise available Lo any employee, former 
employee or applicant under the laws of the United States, including the provisions 
of low specified in 5 U.S.C. § 2302(d). 

Contact Informatio n for the CFPB Office of Civil Rights 

Muil: 

Office o f Civil Rights 
Consumer Financial Protection Bureau 
l700 G Slreel, NW 
Wushinglon, D.C. 20552 

Hand-Delivery: 

Office of Civil Rights 
Consumer Financial Proleclion Bureau 
1275 t st Street, NE 
Suite 261 
Washington, D.C. 20002 
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Phone : 

202-435-9EEO 
1-855-233-0362 
202-435-9742 (TTY) 

E-mail: 

CFP R_ EF.O@cfpb.gov 

f"t1x: 

202-435-9598 
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APPENDIX C: 

Summary of complaint data 
Equal Employment Opportunity Data Posted Pursuant to Title III of the Notification and 

Federal Employee Antidiscrimination and Retaliation Act of 2002 (No FEAR Act), Pub. L. 107-

174, for the Consumer Financial Protection Bureau (CFPB). 

For the period ending September 30, 2016. 

• Mixed-case complaints are included in this report. 

• Calculations begin day after triggering event but include the last day of event per 29 

C.F.R. § 1614.604. 
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1. Complaint activity 
TABLE 6: COMPLAINT ACTIVITY35 

Complaint 
2012 2013 2014 2015 2016 

Activity 

Number of 
11 9 25 22 19* 

complaints filed 
Number of 

11 9 24 19 18 
complainants 

Repeat filers36 0 0 3 

*Three of these complaints were putative class complaints filed in a previous fiscal year. In FY 

2016, an EEOC AdministrativeJ udge (AJ) denied class certification in all three matters, 

requiring the matters to be processed currently as individual complaints. See29 C.F.R. 

§ 1614.204(d)(7). Total new formal compla ints filed in FY 2016 thus equal 16. 

35 The No FEAR Act and implementing regulations require agencies to report data for the previous five fiscal years. 
CFPB opened officia lly onJ uly 21, 2011, and accordingly does not have data to report for FY 2011. 

36 For this purpose, "repeat filers" include on ly individuals who have filed more than one complaint during the 
relevant fiscal yea r. This data does not include individuals who may have fi led more than one formal complaint but 
who have never filed more than one complaint in any single fiscal year. 
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1.1 Complaints by basis 

TABLE 7: COMPLAINTS BY BASIS• 

Complaints by Basis 2012 2013 2014 2015 2016 

Race 3 4 17 14 8 

Color 2 0 5 10 6 

Religion 2 2 2 0 

Reprisal 3 4 16 16 13 

Sex 3 4 10 13 10 

Pregnancy (PDA) 0 0 0 0 2 

National Origin 4 8 5 2 

Equal Pay (EPA) 0 0 2 5 

Age 9 4 9 7 4 

Disability 2 2 3 10 4 

Genetic Information 0 0 0 0 0 

Non-EEO 1 2 0 2 

*Complaints can be filed al leging mu lti ple bases. The sum of the bases may not equal tota l 

compla ints filed. 
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1 .2 Complaints by issue 

TABLE 8: COMPLAINTS BY ISSUE 

Complaints by Issue 2012 201 3 2014 201 5 2016 

Appointment/Hire 0 2 3 

Assignment of Duties 2 3 8 5 6 

Awards 0 0 0 0 0 

Conversion to Full 
0 0 

Time/Permanent Status 
0 3 2 

Duty Hours 0 0 0 0 

Performance 
0 2 

Evaluation/ Appraisal 
13 7 7 

Examination/Test 0 0 0 0 0 

Medical Examination 0 0 0 0 0 

Pay (Including Overtime) 0 4 5 7 

Promotion/Non-Selection 8 0 10 6 11 

Reasonable Accommodation 
0 0 0 2 3 

- Disability 

Reinstatement 0 0 0 0 0 

Reasonable Accommodation 
0 0 0 0 0 

- Religion 

Retirement 0 0 0 0 0 

Sex Stereotyping 0 0 0 0 0 

Telework 0 0 0 0 0 

Termination 2 0 

Terms/Conditions of 2 2 3 13 8 
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Employment 

Time and Attendance 0 4 2 3 

Training 0 0 6 8 3 

Other 0 0 2 0 

TABLE 9 : COMPLAINTS INVOLVING DISCIPLINARY ACTION 

Type of Dlsclpllnary 
2012 2013 2014 2015 2016 Action 

Demotion 0 0 0 

Reprimand 0 0 9 2 

Suspension 0 0 0 0 0 

Removal 0 0 0 

Other 0 0 0 0 

TABLE 10: COMPLAINTS INVOLVING HARASSMENT 

Type of Harassment 2012 2013 2014 2015 2016 

Non-Sexual 0 2 15 9 4 

Sexual 0 0 0 0 

TABLE 11: COMPLAINTS INVOLVING REASSIGNMENT 

Type of Reassignment 2012 2013 2014 2015 2016 

Denied 0 0 0 

Directed 0 0 
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2. Complaint processing 
times 
TABLE 12: PROCESSING TIMES FOR COMPLAINTS PENDING (FOR ANY LENGTH OF TIME) 

DURING FISCAL YEAR 

Type of 
2012 2013 2014 2015 2016 

Processing Time 

Average number of days 
209.00 176.00 230.00 247.00 270.05 

in investigation 

Average number of days 
58.00 26.00 17.00 119.00 91.83 

in final action 

TABLE 13: PROCESSING TIMES FOR COMPLAINTS PENDING (FOR ANY LENGTH OF TIME) 
DURING FISCAL YEAR WHERE HEARING WAS REQUESTED 

Type of I Processing time 
2012 2013 2014 2015 2016 

Average number of days 
0.00 288.00 278.00 183.00 242.83 

in investigation 

Average number of days 
0.00 131.00 178.00 219.00 0.00 

in final action 

TABLE 14: COMPLAINTS PENDING (FOR ANY LENGTH OF TIME) DURING FISCAL YEAR 
WHERE HEARING WAS NOT REQUESTED 

Type of 
2012 2013 201 4 201 5 2016 

Processing Time 

Average number of days 
209.00 176.00 214.00 293.00 316.71 

in investigation 

Average number of days 
58.00 58.00 90.00 52.00 91.83 

in final action 
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3. Complaint dismissals and 
withdrawals 
TABLE 15: COMPLAINTS DISMISSED BY AGENCY 

Agency Dismissal 
2012 2013 2014 2015 2016 

Information 

Total complaints 
0 2 2 

dismissed by agency 

Average days pending 
0.00 27.00 293.00 26.00 34.00 

prior to dismissal 

TABLE 16: COMPLAINTS WITHDRAWN BY COMPLAINANTS 

Complaints 
2012 2013 2014 2015 2016 

Withdrawn 

Total complaints 

withdrawn by 0 2 
complainants 
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4 . Findings of discrimination 
TABLE 17: TOTAL FINAL AGENCY ACTIONS FINDING DISCRIMINATION 

I Type of Findings 2012 2013 2014 2015 2016 

# O/o # % # O/o # % # % 

Total findings 0 0 0 0 0 0 0 0 0 0 

Without hearing 0 0 0 0 0 0 0 0 100 

With hearing 0 0 0 0 0 0 0 0 0 0 

4.1 Findings by basis* 

TABLE 18: TOTAL FINDINGS OF DISCRIMINATION RENDERED BY BASIS 

Basis 2012 2013 2014 2015 2016 

# % # % # % # % # % 

Total findings 0 0 0 0 0 0 0 0 0 0 

Race 0 0 0 0 0 0 0 0 0 0 

Color 0 0 0 0 0 0 0 0 0 0 

Religion 0 0 0 0 0 0 0 0 0 0 

Reprisal 0 0 0 0 0 0 0 0 100 

Sex 0 0 0 0 0 0 0 0 0 0 
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Pregnancy (PDA) 0 0 0 0 0 0 0 0 0 0 

National Origin 0 0 0 0 0 0 0 0 0 0 

Equal Pay (EPA) 0 0 0 0 0 0 0 0 0 0 

Age 0 0 0 0 0 0 0 0 0 0 

Disability 0 0 0 0 0 0 0 0 100 

Genetic 
0 0 0 0 

Information 
0 0 0 0 0 0 

Non-EEO 0 0 0 0 0 0 0 0 0 0 

TABLE 19: FINDINGS OF DISCRIMINATION RENDERED AFTER HEARING BY BASIS 

Basis 2012 2013 2014 2015 2016 

# % # % # % # % # % 

Total findings 0 0 0 0 0 0 0 0 0 0 

Race 0 0 0 0 0 0 0 0 0 0 

Color 0 0 0 0 0 0 0 0 0 0 

Religion 0 0 0 0 0 0 0 0 0 0 

Reprisal 0 0 0 0 0 0 0 0 0 0 

Sex 0 0 0 0 0 0 0 0 0 0 

Pregnancy (PDA) 0 0 0 0 0 0 0 0 0 0 

National Origin 0 0 0 0 0 0 0 0 0 0 

Equal Pay (EPA) 0 0 0 0 0 0 0 0 0 0 

Age 0 0 0 0 0 0 0 0 0 0 

Disability 0 0 0 0 0 0 0 0 0 0 

Genetic Information 0 0 0 0 0 0 0 0 0 0 

Non-EEO 0 0 0 0 0 0 0 0 0 0 
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TABLE 20: FINDINGS OF DISCRIMINATION RENDERED WITHOUT HEARING BY BASIS 

Basis 2012 2013 2014 2015 2016 

# O/o # O/o # % # % # O/o 

Total findings 0 0 0 0 0 0 0 0 0 0 

Race 0 0 0 0 0 0 0 0 0 0 

Color 0 0 0 0 0 0 0 0 0 0 

Religion 0 0 0 0 0 0 0 0 0 0 

Reprisal 0 0 0 0 0 0 0 0 100 

Sex 0 0 0 0 0 0 0 0 0 0 

Pregnancy (PDA) 0 0 0 0 0 0 0 0 0 0 

National Origin 0 0 0 0 0 0 0 0 0 0 

Equal Pay (EPA) 0 0 0 0 0 0 0 0 0 0 

Age 0 0 0 0 0 0 0 0 0 0 

Disability 0 0 0 0 0 0 0 0 100 

Genetic Information 0 0 0 0 0 0 0 0 0 0 

Non-EEO 0 0 0 0 0 0 0 0 0 0 

*Complaints can be filed alleging mu lt iple bases. The sum of the bases may not equal 
tota l complaints and find ings. 

4.2 Findings by issue 

TABLE 21 : TOTAL FINDINGS OF DISCRIMINATION RENDERED BY ISSUE 

Issue 201 2 2013 2014 2015 2016 

# % # % # % # % # % 
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Total findings 0 0 0 0 0 0 0 0 100 

AppointmenVHire 0 0 0 0 0 0 0 0 0 0 

Assignment of Duties O 0 0 0 0 0 0 0 100 

Awards 0 0 0 0 0 0 0 0 0 0 

Conversion to Full 

Time/Permanent 0 0 0 0 0 0 0 0 0 0 
Status 

Duty Hours 0 0 0 0 0 0 0 0 0 0 

Performance 
0 0 0 0 

Evaluation/ Appraisal 
0 0 0 0 100 

Examination/Test 0 0 0 0 0 0 0 0 0 0 

Medical Examination 0 0 0 0 0 0 0 0 0 0 

Pay (Including 
0 0 0 0 0 0 0 0 0 0 

Overtime) 

Promotion/Non-
0 0 0 0 

Selection 
0 0 0 0 0 0 

Reasonable 

Accommodation - 0 0 0 0 0 0 0 0 100 
Disability 

Reinstatement 0 0 0 0 0 0 0 0 0 0 

Reasonable 

Accommodation - 0 0 0 0 0 0 0 0 0 0 
Religion 

Retirement 0 0 0 0 0 0 0 0 0 0 

Sex Stereotyping 0 0 0 0 0 0 0 0 0 0 

Telework 0 0 0 0 0 0 0 0 0 0 

Termination 0 0 0 0 0 0 0 0 0 0 

Terms/Conditions of 
0 0 0 0 

Employment 
0 0 0 0 0 0 

Time and Attendance O 0 0 0 0 0 0 0 0 0 

Training 0 0 0 0 0 0 0 0 0 0 

Other 0 0 0 0 0 0 0 0 0 0 
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TABLE 22: FINDINGS OF DISCRIMINATION RENDERED BY ISSUE - DISCIPLINARY ACTION 

Type of Dlsclplinary 
2012 2013 2014 2015 2016 

Action 

# % # % # % # % # % 

Demotion 0 0 0 0 0 0 0 0 0 0 

Reprimand 0 0 0 0 0 0 0 0 0 0 

Suspension 0 0 0 0 0 0 0 0 0 0 

Removal 0 0 0 0 0 0 0 0 0 0 

Other 0 0 0 0 0 0 0 0 0 0 

TABLE 23: FINDINGS OF DISCRIMINATION RENDERED BY ISSUE - HARRASSMENT 

Type of 
2012 2013 2014 2015 2016 

Harassment 

# O/o # % # O/o # O/o # % 

Non-Sexual 0 0 0 0 0 0 0 0 0 0 

Sexual 0 0 0 0 0 0 0 0 0 0 

TABLE 24: FINDINGS OF DISCRIMINATION RENDERED BY ISSUE - REASSIGNMENT 

Type of Reassignment 2012 2013 2014 2015 2016 

# % # % # O/o # % # % 

Denied 0 0 0 0 0 0 0 0 0 0 

Directed 0 0 0 0 0 0 0 0 0 0 

TABLE 25: FINDINGS OF DISCRIMINATION RENDERED AFTER HEARING BY ISSUE 

Issue 2012 2013 2014 2015 2016 

# % # % # % # % # % 
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Total findings after 
0 0 0 0 0 0 0 0 0 0 

hearing 

Appointment/Hire 0 0 0 0 0 0 0 0 0 0 

Assignment of Duties 0 0 0 0 0 0 0 0 0 0 

Awards 0 0 0 0 0 0 0 0 0 0 

Conversion to Full 
0 0 0 0 

Time/Permanent Status 
0 0 0 0 0 0 

Duty Hours 0 0 0 0 0 0 0 0 0 0 

Performance 
0 0 0 0 

Evaluation/ Appraisal 
0 0 0 0 0 0 

Examination/Test 0 0 0 0 0 0 0 0 0 0 

Medical Examination 0 0 0 0 0 0 0 0 0 0 

Pay (Including 
0 0 0 0 0 0 0 0 0 0 

Overtime) 

Promotion/Non-
0 0 0 0 

Selection 
0 0 0 0 0 0 

Reasonable 

Accommodation - 0 0 0 0 0 0 0 0 0 0 
Disability 

Reinstatement 0 0 0 0 0 0 0 0 0 0 

Reasonable 

Accommodation - 0 0 0 0 0 0 0 0 0 0 
Religion 

Retirement 0 0 0 0 0 0 0 0 0 0 

Sex Stereotyping 0 0 0 0 0 0 0 0 0 0 

Telework 0 0 0 0 0 0 0 0 0 0 

Termination 0 0 0 0 0 0 0 0 0 0 

Terms/Conditions of 
0 0 0 

Employment 
0 0 0 0 0 0 0 

Time and Attendance 0 0 0 0 0 0 0 0 0 0 

Training 0 0 0 0 0 0 0 0 0 0 

Other 0 0 0 0 0 0 0 0 0 0 

76 CONSUMER FINANCIAL PROTECTION BUREAU 



TABLE 26: FINDINGS OF DISCRIMINATION RENDERED AFTER HEARING BY ISSUE-
DISCIPLINARY ACTION 

Type of Disciplinary 
2012 2013 2014 2015 2016 

Action 

Demotion 

Reprimand 

Suspension 

Removal 

Other 

TABLE 27: 

Type of 
Harassment 

Non-Sexual 

Sexual 

TABLE 28: 

# % # % # % # % # O/o 

0 0 0 0 0 0 0 0 0 0 

0 0 0 0 0 0 0 0 0 0 

0 0 0 0 0 0 0 0 0 0 

0 0 0 0 0 0 0 0 0 0 

0 0 0 0 0 0 0 0 0 0 

FINDINGS OF DISCRIMINATION RENDERED AFTER HEARING BY ISSUE -
HARASSMENT 

2012 2013 2014 2015 2016 

# O/o # % # % # % # % 

0 0 0 0 0 0 0 0 0 0 

0 0 0 0 0 0 0 0 0 0 

FINDINGS OF DISCRIMINATION RENDERED AFTER HEARING BY ISSUE­
REASSIGNMENT 

Type of Reassignment 2012 2013 2014 2015 2016 

# % # % # % # % # % 

Denied 0 0 0 0 0 0 0 0 0 0 

Directed 0 0 0 0 0 0 0 0 0 0 
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TABLE 29: FINDINGS OF DISCRIMINATION RENDERED WITHOUT HEARING BY ISSUE 

Type of Issue 2012 2013 2014 2015 2016 

# % # % # O/o # % # % 

Total findings 
0 0 0 0 0 0 0 0 100 

without hearing 

Appointment/Hire 0 0 0 0 0 0 0 0 0 0 

Assignment of Duties 0 0 0 0 0 0 0 0 100 

Awards 0 0 0 0 0 0 0 0 0 0 

Conversion to Full 

Time/Permanent 0 0 0 0 0 0 0 0 0 0 
Status 

Duty Hours 0 0 0 0 0 0 0 0 0 0 

Performance 
0 0 0 0 

Evaluation/ Appraisal 
0 0 0 0 100 

Examination/Test 0 0 0 0 0 0 0 0 0 0 

Medical Examination 0 0 0 0 0 0 0 0 0 0 

Pay (Including 
0 0 0 0 0 0 0 0 0 0 

Overtime) 

Promotion/Non-
0 0 0 0 

Selection 
0 0 0 0 0 0 

Reasonable 

Accommodation - 0 0 0 0 0 0 0 0 1 100 
Disability 

Reinstatement 0 0 0 0 0 0 0 0 0 0 

Reasonable 

Accommodation - 0 0 0 0 0 0 0 0 0 0 
Religion 

Retirement 0 0 0 0 0 0 0 0 0 0 

Sex Stereotyping 0 0 0 0 0 0 0 0 0 0 

Telework 0 0 0 0 0 0 0 0 0 0 

Termination 0 0 0 0 0 0 0 0 0 0 

Terms/Conditions of 
0 0 0 0 0 0 0 0 0 0 

Employment 
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Time and Attendance 0 0 0 0 0 0 0 0 0 0 

Training 0 0 0 0 0 0 0 0 0 0 

Other 0 0 0 0 0 0 0 0 0 0 

TABLE 30: FINDINGS OF DISCRIMINATION RENDERED WITHOUT HEARING BY ISSUE -
DISCIPLINARY ACTION 

Type of 
2012 2013 2014 2015 2016 

Disci~line 

# % # % # % # % # % 

Demotion 0 0 0 0 0 0 0 0 0 0 

Reprimand 0 0 0 0 0 0 0 0 0 0 

Suspension 0 0 0 0 0 0 0 0 0 0 

Removal 0 0 0 0 0 0 0 0 0 0 

Other 0 0 0 0 0 0 0 0 0 0 

TABLE 31 : FINDINGS OF DISCRIMINATION RENDERED WITHOUT HEARING BY ISSUE-
HARASSMENT 

Type of Harassment 2012 2013 2014 2015 2016 

# % # % # % # % # % 

Non-Sexual 0 0 0 0 0 0 0 0 0 0 

Sexual 0 0 0 0 0 0 0 0 0 0 

TABLE 32: FINDINGS OF DISCRIMINATION RENDERED WITHOUT HEARING BY ISSUE -
REASSIGNMENT 

Type of 
2012 2013 2014 2015 2016 

Reassignment 

# % # % # Ofo # O/o # 0/o 

Denied 0 0 0 0 0 0 0 0 0 0 

Directed 0 0 0 0 0 0 0 0 0 0 
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5. Pending complaints 
TABLE 33: PENDING COMPLAINTS FILED IN PREVIOUS FISCAL YEARS BY STATUS 

Pending Complaints 
2012 2013 2014 2015 2016 

and Comelalnants 

Total complaints from 
4 3 20 32 21 

previous fiscal years 

Total complainants 4 3 20 25 17 

TABLE 34: PENDING COMPLAINTS BY STATUS 

Where In EEO Process 

Complaints Are 2012 2013 2014 2015 2016 
Pending 

Investigation 0 2 19 8 0 

ROI issued, pending 
0 2 0 

complainant's action 

Hearing 0 0 0 12 18 

Final Agency Action 0 0 0 6 2 

Appeal with EEOC Office 
0 0 0 4 6 

of Federal Operations 
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6. Investigation timeframes 
TABLE 35: INVESTIGATIONS THAT EXCEED TIME FRAMES 

I Investigations 

Pending complaints 

where investigations 

exceed required time 

frames 

2012 

0 

2013 

0 
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2014 

0 

2015 2016 

2 0 



March 29, 2017 

CcnsJmcr f nauc al 
f'rutC?ct on Bl e u 

The Honorable Jason Chaffetz 
Chainnan 

Committee on Oversight and Government Reform 
United States House of Representatives 
2157 Rayburn House Office Building 

Washington, DC 20515 

Dear Chairman Chaffetz: 

Enclosed please find the Consumer Financial Protection Bureau's Notification and Federal 

Employee Antidiscrimination and Retaliation Act (No FEAR Act) Annual Report, as required 
under Section 203 of the No FEAR Act. 

Should you have any questions concerning the report, please feel free to contact me at (202) 435-

9711. 

Sincerely, 

Catherine Galicia 
Assistant Director for Legislative Affairs 

consumerfinance.gov 
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March 29, 2017 

The Honorable Michael Crapo 

Chairman 

Committee on Banking, Housing, and Urban Affairs 

United States Senate 

534 Dirksen Senate Office Building 

Washington, DC 20510 

Dear Chairman Crapo: 

Enclosed please find the Consumer Financial Protection Bureau' s Notification and Federal 

Employee Antidiscrimination and Retaliation Act (No FEAR Act) Annual Report, as required 

under Section 203 of the No FEAR Act. 

Should you have any questions concerning the report, please feel free to contact me at (202) 435-

971 I. 

Sincerely, 

Catherine Galicia 

Assistant Director for Legislative Affairs 

consumerfinance.gov 
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March 29, 2017 

C.o-os,,mer r ;in·1 I 
P otcc.t Of' 13 re 

The Honorable Elijah Cummings 

Ranking Member 
Committee on Oversight and Government Reform 

United States House of Representatives 
2471 Rayburn House Office Building 

Washington, DC 20515 

Dear Ranking Member Cummings: 

Enclosed please find the Consumer Financial Protection Bureau·s Notification and Federal 
Employee Antidiscrimination and Retaliation Act (No FEAR Act) Annual Report, as required 

under Section 203 of the No FEAR Act. 

Should you have any questions concerning the report, please feel free to contact me at (202) 435-
97 11 . 

Sincerely, 

f/LAJ1r_ 
Catherine Galicia 

Assistant Director fo r Legislative Affairs 

consumerfinance.gov 



C 1 u:rr r r. n:tr C•11 

Pro ct o Bi..reo 

March 29, 20 17 

The Honorable Orrin Hatch 

President Pro Tempore 

United States Senate 

I 04 Hart Senate Office Building 

Washington, DC 20510 

Dear Senate President Pro Tempore: 

Enclosed please find the Consumer Financial Protection Bureau's Notification and Federal 

Employee Antidiscrimination and Retaliation Act (No FEAR Act) Annual Report, as required 

under Section 203 of the No FEAR Act. 

Should you have any questions concerning the report, please feel free to contact me at (202) 435-

9711. 

Sincerely, 

Catherine Galicia 

Assistant Director fo r Legislative Affairs 

consumerfinance.gov 
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C. o• ~.me i:: n:nc;i 
P t• ct.:> H cau 

The Honorable Jeb Hensarling 
Chairman 

Committee on Financial Services 
United States House of Representatives 

2129 Rayburn House Office Building 
Washington, DC 20515 

Dear Chainnan Hensarling: 

Enclosed please find the Consumer Financial Protection Bureau's Notification and Federal 
Employee Antidiscrimination and Retaliation Act (No FEAR Act) Annual Report, as required 

under Section 203 of the No FEAR Act. 

Should you have any questions concerning the report, please feel free to contact me at (202) 435-

971 l. 

Sincerely, 

Catherine Gal icia 
Assistant Director for Legislative Affairs 

consumerfinance.gov 
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Cur ..,.:,,.4 f:' F nzuic.: , 
P otcct on l:k ca" 

The Honorable Ron Johnson 

Chairman 

Committee on Homeland Security and Governmental Affa irs 

Uni ted States Senate 

340 Di rksen Senate Office Building 

Washington, DC 205 10 

Dear Chainnan Johnson: 

Enclosed please find the Consumer Financial Protection Bureau's Notification and Federal 

Employee Antidiscrimination and Retaliation Act (No FEAR Act) Annual Report, as required 

under Section 203 of the No FEAR Act. 

Should you have any questions concerning the report, please feel free to contact me at (202) 435-

9711 . 

Sincerely, 

flL~ f/L 
Cathetine Galicia 

Assistant Director for Legislative Affairs 

consumerfinance.gov 
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March 29, 2017 
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The Honorable Claire McCaskill 
Ranking Member 

Committee on Homeland Security and Governmental Affairs 
United States Senate 
340 Dirksen Senate Office Building 

Washington, DC 20510 

Dear Ranking Member McCaskill: 

Enclosed please find the Consumer Financial Protection Bureau's Notification and Federal 

Employee Antidiscrimination and Retaliation Act (No FEAR Act) Annual Report, as required 
under Section 203 of the No FEAR Act. 

Should you have any questions concerning the report, please feel free to contact me at (202) 435-
9711. 

Sincerely, 

(/!:A11-
Catherine Galicia 

Assistant Director for Legislative Affairs 

consumerfinance.gov 
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March 29, 2017 

The Honorable Paul Ryan 

Speaker 
United States House of Representatives 

H-209, The Capitol 
Washington, DC 205 15 

Dear Speaker Ryan: 

Enclosed please find the Consumer Financial Protection Bureau' s otification and Federal 
Employee Antidiscrimination and Retaliation Act (No FEAR Act) Annual Report, as required 

under Section 203 of the No FEAR Act. 

Should you have any questions concerning the report, please feel free to contact me at (202) 435-

9711 . 

Sincerely, 

Catherine Galicia 
Assistant Director for Legislative Affairs 

consumerfinance.gov 



March 29, 2017 

The Honorable Maxine Waters 

Ranking Member 

Committee on Financial Services 

United States House of Representatives 

4340 Thomas P. O'Neill , Jr. House Office Building 

Washington, DC 20515 

Dear Ranking Member Waters: 

Enclosed please find the Consumer Financial Protection Bureau· s Notification and Federal 

Employee Antidiscrimination and Retaliation Act (No FEAR Act) Annual Report, as required 

under Section 203 of the No FEAR Act. 

Should you have any questions concerning the report, please feel free to contact me at (202) 435-
97 11. 

Sincere} 

Catherine Galicia 

Assistant Director for Legislative Affairs 

consumerfinance.gov 
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1100 G Street N w , Washington. DC ?O!:io/ 

March 29, 2017 

The Honorable Jeb Hensarling 
Chairman 
Committee on Financial Services 
U.S. House of Representatives 
2129 Rayburn House Office Building 
Washington, D.C. 205 J 5 

Dear Chairman Hensarling: 

I received your letter from last week and thank you for your continued interest in the Consumer 
Financial Protection Bureau and in my own personal plans. As you noted, I was nominated by the 
President and confirmed by the Senate to serve a tenn of office that will be completed in July of 
2018. In your letter, you ask whether I plan to serve my entire five-year tenn or whether there is 
some other specific date on which I plan to resign. At this time, I have no fu11her insights to 
provide on that subject. 

Thank you again. 

Sincerely, 

Richard Cordray 
Director 

consumerfinance .gov 



March 29, 2017 

Stuaii Ishimarn 
Director, Office of Minority and Women Inclusion 
Consumer Financial Protection Bureau 
1625 Eye Street N.W. 
Washington, D.C. 20006 

Dear Mr. Ishimaru: 

We write to express our appreciation for your participation at our roundtable on 
Tuesday, Mai·ch 21, 2017. 

We are grateful for your willingness to speak at the event with relatively short 
notice. While we had to leave early for a series of votes on the Floor, we have 
received positive responses from a number of stakeholders who attended the event 
and are pleased that it was successful. 

We look fo1ward to continui11g to work with you, and the other Directors of the 
Offices of Women and Inclusion at the Federal financial services agencies, about 
how to best promote workforce and supplier diversity matters. 

Sincerely, 

Member of Congress 

cc: Honorable Richard Cordray, Director, Consumer Financial Protection Bureau 



March 3 1, 2017 

The Honorable Sherrod Brown 

Ranking Member 

Committee on Banking, Housing, and Urban Affairs 

United States Senate 

534 Dirksen Senate Office Building 

Washington, DC 205 l 0 

Dear Ranking Member Brown: 

Enclosed please find the Consumer Financial Protection Bureau ' s Consumer Response Annual 

Report, as required under Section 1013(b)(3)(C) of the Dodd-Frank Wall Street Reform and 

Consumer Protection Act. 

Should you have any questions about the enclosed report, please contact me at (202) 435-9711 . 

Catherine Galicia 

Assistant Director for Legislative Affairs 

consumerfinance.gov 
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March 31, 2017 

(ons~mer F1roncial 
F ro1cct1on Bureau 

The Honorable Michael Crapo 
Chairman 

Committee on Banking, Housing, and Urban Affairs 
United States Senate 
534 Dirksen Senate Office Building 

Washington, DC 20510 

Dear Chainnan Crapo: 

Enclosed please find the Consumer Financial Protection Bureau's Consumer Response Annual 
Report, as required under Section 1013(b)(3)(C) of the Dodd-Frank Wall Street Refonn and 
Consumer Protection Act. 

Should you have any questions about the enclosed report, please contact me at (202) 435-9711 . 

Sincerely, 

C/LI 7//c_ 
Catherine Galicia 
Assistant Director for Legislative Affairs 

consumerfinance.gov 
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March 31, 2017 

C.'}n>un i:r F11.arc:~ 
Prol!.'!ct•o Burc.a11 

The Honorable Jeb Hensarling 
Chainnan 

Committee on Financial Services 
United States House of Representatives 

2129 Rayburn House Office Building 
Washington, DC 20515 

Dear Chairman Hensarling: 

Enclosed please find the Consumer Financial Protection Bureau's Consumer Response Annual 
Report, as required under Section 1013(b)(3)(C) of the Dodd-Frank Wall Street Reform and 
Consumer Protection Act. 

Should you have any questions about the enclosed report, please contact me at (202) 435-9711. 

Catherine Galicia 
Assistant Director for Legislative Affairs 

consumerfinance.gov 
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Cons~rrcr Financ ~ 
P·o\ettion Bureau 

The Honorable Michael Pence 
Vice President of the United States 

President of the United States Senate 
S-212, The Capitol 
Washington, DC 20510 

Dear Vice President Pence: 

Enclosed please find the Consumer Financial Protection Bureau's Consumer Response Annual 
Report, as required under Section 1013(b)(3)(C) of the Dodd-Frank Wall Street Reform and 
Consumer Protection Act. 

Should you have any questions about the enclosed report, please contact me at (202) 435-9711. 

Catherine Galicia 

Assistant Director for Legislative Affairs 

consumerfinance.gov 
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Coris 1 T,cr" r.a•1c•al 
f' otect·Cl'I Bureau 

The Honorable Paul Ryan 

Speaker 

United States House of Representatives 
H-209, The Capitol 

Washington, DC 20515 

Dear Speaker Ryan: 

Enclosed please find the Consumer Financial Protection Bureau's Consumer Response Annual 

Report, as required under Section 1013(b)(3)(C) of the Dodd-Frank Wall Street Refom1 and 
Consumer Protection Act. 

Should you have any questions about the enclosed report, please contact me at (202) 435-9711. 

Sincer ·y, 

I 11 I 
LYJJiL 

Catherine Galicia 

Assistant Director for Legislative Affairs 

consumerfi nance.gov 



March 31 , 2017 

Consu•ne1 Fnnnc1;il 
Proicct1or1 Bureau 

The Honorable Maxine Waters 
Ranking Member 
Committee on Financial Services 

United States House of Representatives 

4340 Thomas P. O 'Neill, Jr. House Office Building 
Washington, DC 20515 

Dear Ranking Member Waters: 

Enclosed please find the Consumer Financial Protection Bureau's Consumer Response Annual 
Report, as required under Section l 013(b )(3)(C) of the Dodd-Frank Wall Street Refonn and 
Consumer Protection Act. 

Should you have any questions about the enclosed report, please contact me at (202) 435-9711. 

SC/U/)fL 
Catherine Galicia 
Assistant Director for Legislative Affairs 

consumerfinance.gov 
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Message from 
Richard Cordray 
Director of the CFPB 

The Consumer Financial Protection Bureau began consumer response operations on July 21, 

2011, as the nation's first federal agency with the sole mission to protect American consumers in 

the financial marketplace. Our Office of Consumer Response has continued to improve and 

expand the CFPB's ability to engage consumers that face financial challenges and bring their 

concerns to the attention of companies. 

The CFPB accepts complaints about many financial 

products and services, including mortgages, credit 

cards, auto loans, student loans, deposit accounts, 

debt collection, credit reporting, payday loans, 

consumer loans, and more. As of March 1, 2017, we 

have handled over 1,136,000 consumer complaints. 

Listening to consumers is key to our mission. By 

answering consumer questions and handling their 

complaints, we learn about consumers' experiences 

in the consumer financial marketplace, about 

company practices and behaviors, and about 

emerging trends in the marketplace. 

''We had actually lost over $ 2,000 ... For a very 

frustrating month we tried everything to reach 

the company for an explanation and.finally put 

in a complaint with CFPB. Within two weeks we 

received a response from the company and a 

checkfor the difference. We are so grateful to 

CFPB and this avenue for resolution. I am 

positive without their intervention our case 

would never have been resolved." 

- Consumerfrom California 

There is much to be learned from the questions consumers ask and the complaints consumers 

submit about the financial industry. From our earliest days of handling complaints, we have 

monitored and reported on the types of issues about which consumers complain. With a growing 
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volume of consumer complaints, we now identify, categorize, analyze, and synthesize what they 

have told us. By closely analyzing complaint patterns, we are able to identify spikes in specific 

complaint types; emerging trends; issues with new and evolving products; and patterns across 

geographic areas, companies, and consumer demographics. These insights help us prioritize our 

own supervision and enforcement work and ask better and more targeted questions when 

examining a company's records. With the help of complaints, we dig deeply into potentially 

unfair practices so we can prevent minor issues from becoming major problems. We also use 

complaints to identify opportunities to educate and empower consumers about the marketplace 

and their rights and to understand what the rules of the road should be when we consider and 

undertake rulemaking. 

Through our public Consumer Complaint Database, launched by Consumer Response in June 

2012, others can learn from consumers' complaints too. We have published more than 730,400 

complaints that have been sent to companies for response. We do this not only to empower 

consumers and inform the public, but also so that companies can learn from the data and 

improve their own compliance and customer service operations. In June 2015, the Bureau 

started giving consumers the opportunity to share their descriptions of what happened, in their 

own words, so that others can read about, better understand, and learn from their experiences. 

Through the questions they ask us, the stories they tell us, and the complaints they submit, the 

voices of consumers remain foundational to the Bureau's work. Many companies are adapting to 

this focus to become more directly responsive to consumer concerns, and thus to improve their 

customer service. We continue to work to fulfill Congress's vision that we stand on the side of 

consumers to help improve their financial lives. Through their complaints, consumers help us 

make the marketplace a better and safer place. This is good for consumers, for the responsible 

businesses that seek to serve them, and for the American economy as a whole. 

Sincerely, 

Richard Cordray 
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1. Introduction 
The CFPB is the first federal agency solely focused on consumer financial protection.1 Collecting, 

investigating, and responding to consumer complaints2 are integral parts of the CFPB's work.3 

The Bureau's Office of Consumer Response hears directly from consumers about the challenges 

they face in the marketplace, brings their concerns to the attention of companies, and assists in 

addressing their complaints. 

Consumer Response also answers consumers' questions about financial products and services 

and provides consumers with an opportunity to share their experiences - positive or negative -

with consumer financial products and services through the "Tell Your Story" feature on the 

Bureau's website. These stories, like complaints and questions, are reviewed by CFPB staff to 

help the Bureau understand current issues in the financial marketplace. 

When the Bureau opened its doors on July 21, 2011, it began consumer response operations on 

the same day, answering consumers' questions and accepting consumer complaints about credit 

cards. Since then, the Bureau has expanded its complaint handling to include complaints about: 

mortgages, bank accounts and services, student loans, vehicle and other consumer loans, credit 

reporting, money transfers, virtual currency, debt collection, payday loans, prepaid cards, and 

other financial services. 

1 The Dodd-Frank Wall Street Reform and Consumer Protection Act of 2010, Pub. L. No. 111-203 ("Dodd-Frank Act") 
created the CFPB to protect consumers of financial products or services and to encourage the fair and competitive 
operation of consumer financial markets. 

2 Consumer complaints are submissions that express dissatisfaction with, or communicate suspicion of wrongful 
conduct by, an identifiable entity related to a consumer's personal experience ·with a financial product or service. 

3 See Dodd-Frank Act, Pub. L. No. iu-203, Section io21(c)(2). 
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FIGURE 1: TYPES OF COMPLAINTS OVER TIME 
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Consumers also contact the CFPB about other products and services. The Bureau refers 

consumers with questions to other regulators or additional resources, as appropriate. 

The CFPB's phased-in approach to taking complaints enabled Consumer Response to gather and 

incorporate feedback from consumers and companies into each subsequent complaint capacity 

expansion. For example, Consumer Response has improved its complaint submission process 

and enhanced communication with companies. Leveraging feedback from consumers and 

companies, as well as its own observations, Consumer Response identifies new opportunities to 

improve its processes and implement changes to make the process efficient and effective for 

consumers and companies. 

Since beginning to accept complaints on July 21, 2011, the CFPB has handled approximately 

1,136,000 consumer complaints as of March 1, 2017. 
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FIGURE 2: COMPLAINTS OVER TIME 
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FIGURE 3: COMPLAINT VOLUME BY PRODUCT 2015 AND 2016 
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Year over year, complaint volume has steadily increased, rising 7% from 271,600 in 2015 to 
291,400 in 2016. 

Information about consumer complaints is available to the public, through the CFPB's public 

CQ_J)~_lJ.J.).)g_r.: _CQm.pJ.g_i_IJ..t .P_g~g)?_g~~' launched on June 19, 2012.4 Complaints are added to the 

database after the company responds to the complaint, confirming a commercial relationship 

with the consumer, or after the company has had the complaint for 15 calendar days, whichever 

comes first. Complaints are not published if they do not meet all of the publication criteria.s 

The public database was initially populated with credit card complaints and has been expanded 

overtime: 

• June 2012: populated with credit card complaints dating back to June 1, 2012; 

• October 2012: added credit card complaints dating back to December 1, 2011; 

• March 2013: added mortgage complaints dating back to December 1, 2011; bank account 

and service complaints, student loan complaints, and other consumer loan complaints, 

all dating back to March 1, 2012; 

• May 2013: added credit reporting complaints dating back to October 22, 2012 and 

money transfer complaints dating back to April 4 , 2013; 

• November 2013: added debt collection complaints dating back to July 10, 2013; 

• July 2014: added payday loan complaints dating back to November 6, 2013; 

• January 2015: added complaints about prepaid cards, other consumer loans (pawn and 

title loans), and other financial services dating back to July 19, 2014; 

• June 2015: added consumer complaint narratives and optional company public 

4 In December 2011, the CFPB asked the public to comment on a proposed policy of making some credit card 
complaint data publicly available. After considering those comments, the CFPB finalized its policy for disclosing 
some of the data through its Consumer Complaint Database (Policy Statement). See Disclosure of Certain Credit 
Card Complaint Data, 77 Fed. Reg. 37,558 (June 22, 2012). 

s See Disclosure of Consumer Complaint Narrative Data, 80 Fed. Reg. 15572 (March 24, 2015). 
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responses; 

• February 2016: added tags to identify complaints submitted by older Americans and 

servicemembers and a field indicating whether the consumer consented to publication of 

their complaint narrative; and 

• September 2016: added complaints about federal student loan servicing dating back to 

February 25, 2016, and virtual currency complaints dating back to August 11, 2014. 

The database contains certain individual complaint-level data collected by the CFPB, including 

the type of complaint, the date of submission, the consumer's zip code, and the company about 

which the consumer submitted the complaint. The database also includes information about the 

actions taken by a company in response to a complaint - whether the company's response was 

timely, how the company responded, and whether the consumer disputed the company's 

response. The database does not include confidential information about consumers' identities. 

On June 25, 2015, the CFPB began to publish consumer complaint narratives in the Consumer 

Complaint Database. Consumers now have the opportunity to share - in their own words - their 

experiences with the consumer financial marketplace. Only those narratives for which opt-in 

consumer consent is obtained and to which a robust personal information scrubbing process is 

applied are eligible for disclosure. The database now includes more than 130,000 complaints 

where consumers have opted to share their complaint narrative with others. The CFPB gives 

companies the option to respond publicly to the substance of the consumer complaints they 

receive from the CFPB by selecting from a set list of public-facing response categories. 

Web-based and user-friendly features of the database include the ability to filter data based on 

specific search criteria or tags, to aggregate data in various ways, such as by complaint type, 

company, state, date, or any combination of available variables, and to download data. 

Information from the database has been shared and evaluated on social media and using other 

new applications. 
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Consumer Complaint Database 
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Consumer Response continually strives to improve data quality and protect sensitive 

information, while increasingly making data available through reports about the complaints the 

CFPB handles and by sharing certain data with the public through the Consumer Complaint 

Database. 

In keeping with the CFPB's statutory responsibility and its commitment to accountability, this 

report provides an overview of the handling and analysis of complaints by the Bureau from 

January 1 through December 31, 2016.6 

6 This report addresses the reporting requirements of Dodd-Frank Act Section 1013(b)(3)(c), 12 U.S.C. § 
5493(b)(3)(c) and Fair Credit Reporting Act Section 6n(e), 15 U.S.C. § 1681i(e). 
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2. How the CFPB handles 
complaints 

Consumer Response receives complaints and questions directly from consumers. The CFPB 

accepts complaints through its website and by telephone, mail, email, fax, and referral. In 

addition to submitting complaints on the Bureau's website, consumers can also log on to a 

secure consumer portal to check the status of a complaint and review a company's response. 

While on the website, consumers can chat with a live agent to get help completing a complaint 

form. Consumers can also call the Bureau's toll-free number to ask questions, submit a 

complaint, check the status of a complaint, and more. The CFPB's U.S.-based contact centers 

provide services to consumers in more than 180 languages and to consumers who are deaf, have 

hearing loss, or have speech disabilities via a toll-free telephone number. Cutting-edge 

technology, including secure company and consumer portals, makes the process efficient and 

user-friendly for consumers and companies. For companies, the CFPB provides secure channels 

for communicating directly with dedicated staff about technical issues. 

The CFPB continually strives to collect reliable complaint data while ensuring the system's ease 

of-use and effectiveness for consumers. When consumers submit complaints, they select the 

consumer financial product or service as well as the issue they are having with that product or 

service from a list. This provides structured data that can be used to group complaints to get a 

sense of which financial products and services consumers complain about and what issues they 

are having in the marketplace. 
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Complaints are sent via a secure web portal to the appropriate company.7 The company reviews 

the information, communicates with the consumer as needed, and determines what action to 

take in response. The company then reports back to the consumer and the CFPB via the secure 

company portal, and the Bureau invites the consumer to review the response and provide 

feedback. Consumers who have submitted complaints with the Bureau can log onto the secure 

consumer portal available on the CFPB's website or call a toll-free number to receive status 

updates, provide additional information, and review responses provided to the consumer by the 

company. 

Complaint ) Review 
submitted and route 

) Company 
response 

) Complaint ) Consumer 
published review 

) Analyze 
and report 

The process seeks to ensure that consumers receive timely responses to their complaints and 

that the Bureau, other regulators, consumers, and the marketplace have the complaint 

information needed to improve the functioning of the consumer financial markets for such 

products and services. 

We also collect unstructured data from consumers and companies during the complaint process. 

The consumer's narrative description of what happened, consumer-provided documents, the 

company's response, and company-provided documents are examples of unstructured data. The 

Bureau uses a variety of approaches to analyze consumer complaints including, for example, 

cohort and text analytics to identify trends and possible consumer harm. Our review and 

7 In some cases, Consumer Response refers or sends a complaint to another regulator, for example, if a particular 
complaint does not involve a product or market that is within the Bureau's jurisdiction or one that is not currently 
being handled by the Bureau, or in cases where the company is not yet registered to respond to complaints in our 
system. Complaints handled by the Bureau, including those sent to other regulators, serve to inform the Bureau in its 
work to supervise companies, to enforce consumer financial laws, to ·write better rules and regulations, and to educate 
and engage consumers. 
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analysis of unstructured data offers deeper insights into consumers' complaints and helps the 

Bureau understand problems consumers are experiencing with consumer financial products and 

services. 

Throughout this process, subject matter experts help monitor certain complaints. For example, 

the Office of Servicemember Affairs coordinates with Consumer Response on complaints 

submitted by or on behalf of a servicemember or the spouse or dependent of a servicemember. 

For these purposes, a servicemember includes anyone who self-identifies as active duty, 

National Guard, or Reservist, as well as those who previously served and identify as a Veteran or 

retiree. 
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3. Results 

3.1 Complaints handled in 2016 
Between January 1, 2016 and December 31, 2016, the CFPB handled approximately 291,400 

consumer complaints. s 

FIGURE 4: CONSUMER COMPLAINTS BY PRODUCT9 
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Approximately 73% of all consumer complaints were submitted through the CFPB's website and 

8 This analysis excludes multiple complaints submitted by a given consumer on the same issue (i.e., duplicates) and 
whistleblower lips. All data are current as of January 1, 2017. 

9 Percentages may not sum Lo 100 percent due Lo rounding. 
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7% via telephone calls. Referrals accounted for 12% of all complaints handled by the CFPB. The 

rest were submitted by mail, email, and fax. 

The tables and figures presented below show complaints by type, actions taken, company 

responses, and consumers' feedback about company responses.10 

3.2 Consumers' debt collection complaints 
Figures 5 and 6 and Table 1 show the types of debt collection complaints reported by consumers 

for the approximately 88,ooo debt collection complaints the CFPB has handled. Approximately 

41,400 (or 47%) of all debt collection complaints handled by the CFPB in 2016 were sent by 

Consumer Response to companies for review and response. The remaining complaints have 

been referred to other regulatory agencies (38%), found to be incomplete (10%), or are pending 

with the CFPB or the consumer (4% and 1%, respectively). These complaints include first-party 

(creditors collecting on their own debts) and third-party collections. 

FIGURE 5: TYPES OF DEBT CONSUMERS COMPLAIN ABOUT 
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Debt collection complaints led both the daily and monthly volume of complaints handled by the 

CFPB in 2016. The issues that consumers selected in 2016 were similar to the issues they 

selected in 2015. 

10 Percentages may not sum Lo 100 percent due Lo rounding. 
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FIGURE 6: TYPES OF DEBT COLLECTION COMPLAINTS REPORTED BY CONSUMERS 
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TABLE 1: TYPES OF DEBT COLLECTION COMPLAINTS REPORTED BY CONSUMERS 

Types of debt collection complaints 

Continued attempts to collect debt not owed (Debt was discharged in bankruptcy, debt 

resulted from identity theft, debt was paid, debt is not mine) 

Disclosure/verification of debt (Did not receive notice of right to dispute, not enough 

information to verify debt, did not disclose communication was an attempt to collect a debt) 

Communication tactics (Frequent or repeated calls, called outside of 8am-9pm, used obscene, 

profane or other abusive language, threatened to take legal action, called after sent written 

cease of communication notice) 

False statements or representation (Attempted to collect wrong amount, impersonated 

41% 

% 

41% 

20% 

15% 

attorney, law enforcement or government official, indicated committing crime by not paying 9% 

debt, indicated should not respond to lawsuit) 

Taking/threatening an illegal action (Threatened to arrest me or take me to jail if I do not pay, 

threatened to sue me on debt that is too old to be sued on, sued me without properly notifying 

me of lawsuit, sued me where I did not live or did not sign for the debt. attempted to/collected 

exempt funds, seized or attempted to seize property) 

Improper contact or sharing of information (Contacted me after I asked not to. contacted my 

employer, contacted me instead of my attorney, talked to a third party about my debt) 

Total Debt Collection Complaints 

9% 

6% 

100% 

Many of the trends identified in 2015 continued into 2016. The most common type of debt 

collection complaint is about continued attempts to collect a debt that the consumer reports is 

not owed. In some of these complaints, consumers reported not being provided documentation 

to verify the debt, even after written, timely requests were submitted for verification of the 

purported debts. 
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In other complaints, consumers complained that first-party collectors (creditors collecting on 

their own debts) forwarded their accounts to third-party collectors for a debt that was not owed. 

Upon dispute with the third-party collector, consumers reported that the debt was sent back to 

the first-party, only to be later sent to a new third-party collector. Some consumers reported that 

collectors place the onus of proving that the debt is not owed on consumers throughout this 

cycle. Consumers reported their accounts were forwarded to third-party collectors without any 

prior contact from the first-party collectors of an outstanding balance. Some complained that 

accounts had been negatively reported to credit reporting companies even after communicating 

with the first- and third-parties that the debt was not owed. Consumers also reported that their 

accounts were not in a delinquent status prior to contact by third-party collectors. 

Communication tactics used by debt collectors was a common issue raised by consumers. Many 

of these consumers reported that they received multiple calls weekly or even daily. According to 

many consumers, requests to cease communications were not honored. For both first- and 

third-party collectors, consumers reported continued communications following an oral or 

written request to cease communications. 

Consumers continued to report that frequent or repeated calls are a commonly used collection 

tactic. In many complaints, consumers described collection calls to their place of employment 

even after having informed collectors that contact at work was prohibited by their employers. 

Some consumers reported that collectors made in-person visits to their workplace. In 2016, 

there was a slight increase in the number of consumers who complained about debt collectors 

who talked to a third party about their debt. Some of these consumers described how their debt 

was disclosed to a supervisor or other third-party. 

Consumers submitting medical debt collection complaints increased slightly in 2016. In the 

submission of complaints where "medical" was identified as the type of debt, consumers selected 

"debt was paid" and "debt was not mine" as their primary issue in the majority of the 

complaints. Frequently, consumers stated that third-party debt collectors attempted to collect 

medical debt with incorrect balances. In many of these complaints, consumers reported that 

they were not given enough information to verify a debt. Some consumers reported they had 

secured a payment plan with the original party; however, the account was forwarded to 

collection agencies without regard to prior approved payment plans. Other complaints involved 

consumers' insistence that the amount due was erroneous as they believed the amount pursued 
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by collectors was for expenses covered by their medical insurance. 

3.3 Consumers' credit reporting complaints 
Figure 7 and Table 2 show the types of credit reporting complaints, as rep01ted by consumers 

for the approximately 54,000 credit reporting complaints handled by the CFPB. This includes 

approximately 44,000 (81 %) about the three largest nationwide credit reporting companies -

Equifax, Experian, and Trans Union. Approximately 45,300 (or 84%) of all credit reporting 

complaints handled by the CFPB in 2016 were sent by Consumer Response to companies for 

review and response. The remaining complaints have been referred to other regulatory agencies 

(0.3%), found to be incomplete (14%), or are pending with the consumer or the CFPB (2% and 

0.3%, respectively). 

FIGURE 7: TYPES OF CREDIT REPORTING COMPLAINTS REPORTED BY CONSUMERS 

Incorrect 1n'urrra'.iun 011 credit report 74% 

Credit reporting company's inve!;tigation 11% 
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Unable to obtain report or score 6% 

Credit monitoring or identity protection 3% 
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TABLE 2: TYPES OF CREDIT REPORTING COMPLAINTS REPORTED BY CONSUMERS 

Types of credit reporting complaints 

Incorrect information on credit report (Information is not mine, Account terms, Account status, 

Personal information, Public record, Reinserted previously deleted information) 

Credit reporting company's investigation (Investigation took too long, Did not get proper notice 

% 

74% 

of investigation status or results, Did not receive adequate help over the phone, Problem with 11 % 

statement of dispute) 

Improper use of my credit report (Report improperly shared by credit reporting company, 

Received marketing offers after opting out, Report provided to employer without written 

authorization) 

Unable to get my credit report or credit score (Problem getting free annual report, Problem 

getting report or credit score) 

Credit monitoring or identity protection services (Problem cancelling or closing account, Billing 

dispute, Receiving unwanted marketing or advertising, Account or product terms and 

changes, Problem with fraud alerts) 

Total Credit Reporting Complaints 

6% 

6% 

3% 

100% 

The most common type of credit reporting complaint continues to be about information the 

consumer believes to be incorrect appearing on the consumer's credit report, such as 

information that does not belong to the consumer, incorrect account status, and incorrect 

personal information. These complaints frequently involve debt collection items. In some cases, 

consumers report having paid the debt appearing on their report. In other complaints, 

consumers assert the debt is no longer due because the debt is too old to be enforced in court. 

These complaints may reflect confusion about the fact that information on past overdue debt­

even when paid or no longer enforceable because of limitations-often can remain on a credit 

report. Other complaints state that the debt belongs to a different consumer, or consumers state 

that they do not recognize the debt. Delays in updating inaccurate records, problems correcting 

inaccurate records, and public records being incorrectly matched to their credit reports continue 

to be frequent issues cited by consumers. 
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Consumers continued to report having trouble accessing their credit reports because they 

cannot answer detailed identity authentication questions. If denied access to their report 

because they failed online authentication, the option available is to mail copies of sensitive, 

identifying documents, which consumers note is time-consuming and worry is potentially 

unsecure. 

The three national credit reporting companies reported providing relief - monetary or 

nonmonetary - in response to approximately 23% of incorrect information complaints and 

complaints about the credit reporting companies' investigations sent to them for response. 

Providing relief to consumers varies by company with Experian providing relief in response to 

approximately 41% of complaints, Transunion providing relief in response to approximately 

25% of complaints, and Equifax providing relief in response to approximately 5% of complaints. 

In addition to complaints about the three nationwide credit reporting companies-Equifax, 

Experian, Transunion- consumers submitted numerous complaints about specialty and other 

consumer reporting companies. These companies specialize in providing reports in a number of 

areas, including background and employment screening, checking account screening, rental 

screening, and insurance screening. Difficulty resolving inaccuracies is a major concern for 

consumers submitting complaints about specialty consumer reporting companies. These 

consumers report long delays, negative customer service experiences, and failed attempts to 

have inaccurate negative information removed. 

Tables 3 and 4 take a closer look at the two largest issue categories chosen by consumers that 

show the extent to which the sub-issues that consumers choose when submitting complaints 

about inaccurate information on their credit reports and credit reporting companies' 

investigations are similar at the three nationwide credit reporting companies. 
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TABLE 3: SUB-ISSUES OF INCORRECT INFORMATION IN CREDIT REPORTING COMPLAINTS 

National 
Sub-issue for incorrect information 

Equifax Experian TransUnion 
credit 

in credit report complaints reporting 
companies 

Information is not mine (Belongs to 
someone else, identity theft, fraud, 35% 38% 32% 35% 
etc.) 

Account status (Paid bill on time, 
30% 32% 27% 30% 

account closed, etc.) 

Account terms (Creditor name/info, 
10% 11% 11% 11% 

balance, payment, etc.) 

Public record (Bankruptcy, judgment, 
11% 7% 8% 9% 

etc.) 
Personal information (Wrong date of 

8% 8% 8% 8% 
birth, address, etc.) 
Reinserted previously deleted 

6% 4% 15% 8% 
information 

Total Incorrect Information in 
100% 100% 100% 100% 

Credit Report Complaints 

TABLE 4: SUB-ISSUES OF CREDIT REPORTING COMPANY'S INVESTIGATION COMPLAINTS 

Sub-issue for credit reporting 
National credit 

Equifax Experian TransUnion reporting 
company's investigation complaints 

companies 

No notice of investigation status or result 36% 44% 41% 40% 

Problem with statement of dispute 32% 30% 28% 30% 

Investigation took too long 23% 17% 19% 20% 

Inadequate help over the phone 10% 10% 12% 10% 

Total Credit Reporting Company's 
100% 100% 100% 100% 

Investigation Complaints 
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3.4 Consumers' mortgage complaints 
Figures 8 and 9 and Table 5 show the types of mortgage complaints reported by consumers for 

the approximately 51,200 mortgage complaints the CFPB has handled. Approximately 43,000 

(or 84%) of all mortgage complaints handled by the CFPB in 2016 were sent by Consumer 

Response to companies for review and response. The remaining complaints have been referred 

to other regulatory agencies (11%), found to be incomplete (3%), or are pending with the 

consumer or the CFPB (0-4% and i%, respectively). 

FIGURE 8: TYPES OF MORTGAGE PRODUCTS CONSUMERS COMPLAIN ABOUT 
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For mortgage complaints, as with all other complaints, the consumer selects the issue that best 

describes the problem they are having. These issues correspond to the part of the moitgage 

process with which they are having a problem. Reflecting the complexity and interrelated nature 

of mortgages and mortgage issues, consumers are not asked to provide further specificity by 

selecting a sub-issue. This ensures the reliability of mortgage complaint data that we collect 

from consumers and share in reports and through the Consumer Complaint Database. 

FIGURE 9: TYPES OF MORTGAGE COMPLAINTS REPORTED BY CONSUMERS 
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TABLE 5: TYPES OF MORTGAGE COMPLAINTS REPORTED BY CONSUMERS 

Types of mortgage complaints % 

Making payments (loan servicing, payments, escrow accounts) 40% 

Problems when you are unable to pay (Loan modification, collection, foreclosure) 38% 

Applying for the loan (Application, originator, mortgage broker) 10% 

Signing the agreement (Settlement process and costs) 6% 

Receiving a credit offer (Credit decision/Underwriting) 3% 

Other 3% 

Total Mortgage Complaints 100% 

Complaint submissions increased in 2016 for consumers who reported the issue of "making 

payments (loan servicing, payments, escrow accounts)." Consumers complaining about the 

servicing transfer of their loan account voiced concerns of mismanagement of payments when 

made to either the prior or current servicer on or around the effective date of transfer. Many of 

these consumers reported that payment was not credited to their account. Some consumers 

reported post service transfer issues involving their escrow account resulted in an increase to 

their monthly payment with no clear explanation provided by their servicers. Additionally, 

consumers who reported being involved in the loss mitigation assistance process at the time of 

the loan servicing transfer complained that documentation (e.g., applications, modification 

approvals) was not provided to the new servicer. 

Some consumers reported missing loan payments, resulting in delinquent account statuses and 

negative reporting of the account to credit reporting companies. A number of consumers 

complained of payment issues involving monthly payments made via bill pay services with their 

financial institutions. These consumers reported that payments were electronically transmitted 

to their servicers, but not credited to their loan account. Consumers who were approved for loss 

mitigation options-for example, a t rial period plan, forbearance agreement, or loan 
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modification-reported that their payments were not accepted or applied as intended. 

In managing escrow accounts, instances of over-collection, unexplained shortages, and untimely 

tax and insurance disbursements are all common issues that consumers reported. Consumers 

complained that the escrow discrepancies led to erroneous increases to their mo1tgage 

installment amount. Consumers reported that after paying an identified shortage disclosed in 

their escrow analysis statement, funds were not applied accurately and resulted in an increase in 

their monthly payment. Other complaints involved issues regarding the disbursement of funds 

from escrow accounts to pay for collections. Some consumers reported that despite having an 

escrow account for insurance, their servicer failed to submit timely payment to their 

homeowner's insurance company, which ultimately left their property without adequate 

coverage. 

The next most complained about issue involved problems consumers report when they are 

unable to pay, loan modification, collection, and foreclosure. In particular, complaints involving 

the loss mitigation assistance process often detailed repeated requests by servicers for 

submission of the same documentation and lack of responsiveness from the consumers' single 

point of contact. Some consumers reported receiving conflicting and confusing foreclosure 

notifications while undergoing loss mitigation assistance review. Many consumers complained 

about the denial of their modification applications, while others stated that the terms of the 

modification offered to them were unaffordable. 

Communication issues were reported by consumers as attempts to contact their servicers were 

met with difficulty and often resulted in confusing and contradictory information. Consumers 

seeking to obtain clarification regarding loan account reinstatement amounts, charges and fees, 

or interest rate increases stated they were provided ambiguous information. Some consumers 

described their experience as frustrating and asserted that the low level of customer service 

attributed to the delay in account resolution. 

Consumers reported that after having experienced property damage, they filed insurance claims, 

received their claims benefit checks, and forwarded those checks to their servicers. However, 

these consumers stated that servicers delayed releasing funds needed to make necessary repairs 

to their homes despite having provided all required documentation. 

Consumer complaints about mortgage originations often involved reports of prolonged and 

24 CONSUMER FINANCIAL PROTECTION BUREAU 



confusing application and approval processes. Some consumers described unresponsive loan 

representatives and stated that they were required to submit multiple loan applications. A 

number of consumers reported that processing delays resulted in the loss of favorable interest 

rates and expiration of rate locks. 

3.5 Consumers' bank account and service 
complaints 

Figures 10 and 11 and Table 6 show the types of bank account and service complaints, such as 

complaints about checking and savings accounts, as reported by consumers for the 

approximately 28,400 complaints handled by the CFPB. Approximately 22,200 (or 78%) of all 

bank account or service complaints handled hy the CFPB in 2016 were sent by Consumer 

Response to companies for review and response. The remaining complaints have been referred 

to other regulatory agencies (16%), found to be incomplete (4%), or are pending with the 

consumer or the CFPB (0.5% and 1%, respectively). 

FIGURE 10: TYPES OF BANK ACCOUNTS AND SERVICES CONSUMERS COMPLAIN ABOUT 

Checking account 58% 

Other bank productfservice 33% 

Savings accou1t 6~!., 

(CDJ Cer.ifi:::ate of deposit 3% 

Cashing a check without an account 0 7'7'.1 

FIGURE 11: TYPES OF BANK ACCOUNT AND SERVICE COMPLAINTS REPORTED BY CONSUMERS 

Account 'llanagement 

Deposits and withdrawals 

Senrling or rec.eiving fl<lyments 

Probler1s c;:iused by low 'unds 

Using a debit or ATM card 

9% 

9% 

11% 
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TABLE 6: TYPES OF BANK ACCOUNT AND SERVICE COMPLAINTS REPORTED BY CONSUMERS 

Types of bank account and service complaints 

Account opening, closing, or management (Confusing marketing, denial, disclosure, 

fees, closure, interest, statements, joint accounts) 

Deposits and withdrawals (Availability of deposits, withdrawal problems and penalties, 

unauthorized transactions, check cashing, payroll deposit problems, lost or missing 

funds, transaction holds) 

Making or receiving payments (Problems with payments by check, card , phone or 

online, unauthorized or fraudulent transactions, money/wire transfers) 

Problems caused by my funds being low (Overdraft fees, late fees, bounced checks, 

credit reporting) 

Using a debit or ATM card (Disputed transaction, unauthorized card use, ATM or debit 

card fees, A TM problems) 

Total Bank Account and Service Complaints 

% 

46% 

24% 

11% 

9% 

9% 

100% 

Consumers submit complaints about accounts or services offered by banks, credit unions and 

nonbank companies under the general category of "bank accounts or services." The most 

common type of bank account and service complaint continues to relate to opening, closing, or 

managing the account. Consumer complaints about the use of consumer and credit reporting 

data for account screening are also common. Consumers frequently mentioned learning of a 

furnisher's past negative reporting to both specialty reporting companies and national credit 

reporting companies when they attempted to open a new bank account. Consumers also 

expressed that they have difficulty addressing potential errors on their reports. Promotional 

offers for opening new accounts were the focus of a number of complaints, including offers for 

airline miles and promotional cash. Some of these complaints involved the consumer's eligibility 

for the promotional offer- for example, when a consumer applies for an offer that they were not 

eligible for. Other complaints involved disputes over whether the consumer had met the 

required terms for a promotional offer. 

Complaints related to overdrafts remain common, including complaints about transaction 

26 CONSUMER FINANCIAL PROTECTION BUREAU 



ordering. Consumers complained about overdrafts that took place because of confusion over the 

availability of funds that they were attempting to deposit. Consumers also regularly complained 

about the size of overdraft fees when making small dollar purchases. Other fees, including 

insufficient fund fees, extended overdraft fees and monthly maintenance fees were also 

frequently the subject of complaints. 

The availability of funds deposited via check or through direct deposit is a concern for 

consumers. Consumers expressed frustration with bank check holding policies and by the length 

of time it takes for various negotiable instruments to clear and become available. A number of 

these complaints involved mobile deposit applications and problems that consumers 

encountered when using them- including institutions having different funds availability policies 

for mobile deposits. 

Consumers also frequently complained about error resolution procedures for their deposit 

accounts, including timelines for investigation and provisional credit for disputed transactions. 

Consumers often asserted that a specific transaction was not authorized or that they were 

victims of fraud or identity theft. The meaning of authorization in the context of error resolution 

appears to cause confusion for some consumers as they attempted to dispute transactions 

because they were dissatisfied with the products or services that they purchased. 

A number of consumers have submitted complaints related to the probate process. These 

consumers frequently mentioned difficulty getting information about and access to their 

deceased relatives' accounts. These complaints often involved different types of accounts, 

including savings accounts, certificates of deposit, trust accounts, and retirement accounts. 

3.6 Consumers' credit card complaints 
Table 7 shows the most common types of credit card complaints that the CFPB has handled as 

reported by consumers. Seventy three percent of the approximately 26,600 credit card 

complaints fell into these ten categories. Approximately 21,400 (or 81%) of all credit card 

complaints handled by the CFPB in 2016 were sent by Consumer Response to companies for 

review and response. The remaining complaints have been referred to other regulatory agencies 

(14%), found to be incomplete (3%) , or are pending with the consumer or the CFPB (0.4% and 

1%, respectively). 
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TABLE 7: MOST COMMON CREDIT CARD COMPLAINTS REPORTED BY CONSUMERS 

Most common credit card complaints % 

Billing disputes 17% 

Other 13% 

Identity theft I Fraud I Embezzlement 12% 

Closing I Cancelling account 7% 

Customer service I Customer relations 4% 

Delinquent account 4% 

APR or interest rate 4% 

Rewards 4% 

Advertising and marketing 4% 

Late fee 3% 

Credit Card Complaints in Top 10 Types 73% 

Billing disputes continue to be the most common type of credit card complaint. Consumers 

complained about the application of payments to their accounts with multiple balances and 

different expiration periods that resulted from balance transfers, cash advances, or deferred 

interest purchases. These consumers expressed that they were inadequately informed of how 

their payments would be applied and were surprised that payments were not applied to 

promotional or deferred interest balances with limited terms. Some consumers also thought that 

no interest charges would be incurred during the deferral period regardless of whether the debt 

is paid in full. 

Some consumers who received insurance products (e.g., phone or travel insurance), warranty 

extensions and guaranties, improved return policies, price protection services, and other similar 

benefits through their card programs complained about difficulties they reported experiencing 

while attempting to take advantage of these benefits. 

Credit decisions, including initial application decisions and servicing changes (e.g., interest rate 
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adjustments, credit limit reductions), were frequently the subject of complaints. Consumers 

complained of difficulty understanding determinations made by credit card companies and the 

reasons stated on letters explaining the decisions. These consumers also expressed concern 

about existing terms on their credit report that they felt did not reflect their creditworthiness. 

Other consumers expressed a belief that prejudice or bias may have impacted those credit 

decisions. 

Consumers continued to submit complaints regarding the closure of their account without their 

knowledge or consent. In response to these complaints, companies often replied that the 

consumer's account was closed because of default or suspected fraud. Also, consumers 

expressed a concern about the potential negative effect on their credit score when accounts were 

closed due to inactivity. Some of these consumers stated that they would have used the cards in 

question if they had been notified of the impending closure. 

Misleading offers for rewards program was a topic of concern for many consumers. These 

consumers complained of difficulty when attempting to receive promised benefits and felt that 

the terms and conditions of the programs were not clearly explained when they opened the card. 

Complaints about bonus points or miles programs, cash back programs, and travel benefits 

programs were especially common in these complaints. 

Consumers expressed frustration with various fees and additional costs associated with their 

credit cards. For example, although consumers appear to understand why late fees are assessed 

to their accounts, many felt that the fees should not be applied when an automatic payment 

failed or when a billing statement did not arrive in a timely manner. 

3.7 Consumers' consumer loan complaints 
Figures 12 and 13 and Table 8 show the types of consumer loan complaints, such as complaints 

about installment loans, vehicle loans and leases, personal lines of credit, and pawn and title 

loans reported by consumers for the approximately 16,400 consumer loan complaints handled 

by the CFPB. Approximately 9,800 (or 60%) of all consumer loan complaints handled by the 

CFPB in 2016 were sent by Consumer Response to companies for review and response. The 

remaining complaints have been referred to other regulatory agencies (28%), found to be 

incomplete (7%), or are pending with the consumer or the CFPB (1% and 4%, respectively). 
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FIGURE 12: TYPES OF CONSUMER LOANS CONSUMERS COMPLAIN ABOUT 

Vehicle loan 48°/r, 

lnstallr'lent loan 37% 

Vehicle lease 8% 

Perso'lal line of credit 4 :1;, 

Title loan 2~1., 

Pawn loan 0 5•y:, 

FIGURE 13: TYPES OF CONSUMER LOAN COMPLAINTS REPORTED BY CONSUMERS 

M~n.:iging :he lo.in lease or line of credit 45% 

Problems when you are unable to pay 22:,.c 

Taking out loa'l or lease or account terms and changes 18% 

Shoriping for <l lo.:in. le.:ise. or line c' credit 12x. 

Other 2% 

Charged fees or interest I didn't expect 1 :;" 

TABLE 8: TYPES OF CONSUMER LOAN COMPLAINTS REPORTED BY CONSUMERS 

Types of consumer loan complaints 

Managing the loan, lease, or line of credit (Billing, late fees, damage or loss, insurance 

(GAP, credit, etc.}, credit reporting, privacy} 

Problems when you are unable to pay {Debt collection, repossession, set-off from 

bank account. deficiency, bankruptcy. default) 

Taking out the loan or lease I Account terms and changes (Term changes (mid-deal 

changes, changes after closing, rates, fees, etc.), required add-on products, trade-in 

payoff, fraud) 

Shopping for a loan, lease, or line of credit (Sales tactics or pressure, credit denial, 

confusing advertising or marketing) 

Other 

Charged fees or interest I didn't expect 

Total Consumer Loan Complaints 

30 CONSUMER FINANCIAL PROTECTION BUREAU 

% 

45% 

22% 

18% 

12% 

2% 

1% 

100% 



The table illustrates that the most common type of consumer loan complaint pertains to 

managing the loan, lease, or line of credit. Other common types of complaints address problems 

consumers have when they are unable to pay-including issues related to debt collection, 

bankruptcy, default, and problems when taking out the loan or lease, such as term changes. 

Consumers continued to complain that they experienced a "bait and switch" where the lenders 

offers favorable terms to attract their interest in a product and then changes those terms right 

before the contract is consummated. This behavior was described as confusing and often led to 

consumers paying much more for a loan than they were initially told. 

In 2016, consumer loan complaints with the sub-product of vehicle loan were submitted more 

frequently than other sub-products. In these complaints, consumers complained about payment 

processing issues, including not having their payments applied to their accounts in a timely and 

correct manner. Consumers also complained of inaccurate debiting of their bank accounts for 

monthly payments. Some consumers complained that they did not understand why their 

account balances were not decreasing after making a larger number of monthly payments. These 

consumers indicated that they did not fully understand the effects of fees and high interest rates 

on the total cost of their loans. 

3 .8 Consumers' student loan complaints 
Figure 14 and Table 9 show the types of student loan complaints as reported by consumers for 

the approximately 12,300 student loan complaints handled by the CFPB11• Approximately 8,300 

(or 68%) of all student loan complaints handled by the CFPB in 2016 were sent by Consumer 

Response to companies for review and response. The remaining complaints have been referred 

to other regulatory agencies (17%), found to be incomplete (12%), or are pending with the 

consumer or the CFPB (2% and 2%, respectively). 

11 The Bureau began handling Federal student loan servicing complaints on February 25, 2016. The Bureau does not 

handle complaints about financial aid eligibility or Federal student loan origination (getting a loan). 
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FIGURE 14: TYPES OF STUDENT LOAN COMPLAINTS REPORTED BY CONSUMERS 

Dealing with my lender or servicer 67:,.c 

Can't •cpay my loan 30% 

GP.ting a loan 2~1., 

TABLE 9: TYPES OF STUDENT LOAN COMPLAINTS REPORTED BY CONSUMERS 

Types of student loan complaints 

Dealing with lender or servicer (Making payments, getting information about my 

loan. Managing my account) 

Can't repay my loan (Fees, default, bankruptcy, billing, deferment, forbearance, 

fraud, credit reporting) 

Getting a loan (Confusing terms, rates, denial, confusing advertising or 

marketing, sales tactics or pressure, financial aid services, recruiting) 

Total Student Loan Complaints 

o/o 

67% 

30% 

2% 

100% 

The most common type of student loan complaint is related to dealing with a lender or servicer 

and includes issues such as making payments, getting information about a loan, and managing 

an account. Borrowers continued to report issues involving loan servicing, including payment 

processing problems, difficulty in obtaining documented loan account history, inaccurate 

account status, and customer service experiences when inquiring on repayment options. 

More frequently than other issues, non-federal and federal student loan borrowers expressed 

their concerns relating to trouble with how payments are handled. Borrowers complained of 

misapplied payments and inaccurate accounting of payments. Some borrowers complained of 

misapplication of payments and reported that payments were not applied to specified accounts, 

but rather applied to all accounts managed hy the servicer. 

Some federal student loan borrowers reported that when contacting their loan servicers 

regarding financial distress, servicers provided them with information on hardship forbearance 

or deferment, instead of more beneficial options like income-driven repayment plans. Also, 

confusion on the difference between forbearance and deferment options was expressed by 
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borrowers of private and federal loans. 

Federal student loan borrowers complained of difficulty enrolling in income-driven repayment 

plans. Borrowers reported lost documentation, extended application processing times, and 

unclear guidance when seeking to switch from one income-driven repayment plan to another. 

Additionally, federal student loan borrowers described their experiences when trying to obtain 

guidance in completing annual income recertification for their income-driven repayment plan. 

These borrowers reported receiving insufficient information from their servicers to meet 

recertification deadlines and lengthy processing times. 

Non-federal and federal student loan borrowers reported issues of incorrect reporting of their 

loans to the credit reporting companies. Borrowers stated that their loan accounts were paid in 

full or not in a delinquent status but were being reported negatively. Some borrowers reported 

being contacted by collection companies for accounts that had been paid in full or for debts that 

were not owed. 

3.9 Consumers' payday loan complaints 
In addition to the 7,300 payday loan related debt collection complaints reported in section 3.2, 

figures 15 and 16 and Table 10 show the types of payday loan complaints reported by consumers 

for the approximately 4,400 payday loan complaints the CFPB has handled. Approximately 

1,800 (or 41%) of all payday complaints handled by the CFPB in 2016 were sent by Consumer 

Response to companies for review and response. The remaining complaints have been referred 

to other regulatory agencies (41%), found to be incomplete (13%), or are pending with the 

consumer or the CFPB (1% and 4%, respectively). 
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FIGURE 15: TYPES OF PAYDAY LOAN COMPLAINTS REPORTED BY CONSUMERS 

Cannot co·1tact lender 

Charged fees or interest I did not expect 

Received a Joan l did not apply for 

Applied for a can but didn't receive "Tioney 

Payment to account not credited 

Can't stop lerder fro'Tl charging my bank account 

Lender chargeo my bilnk account on wrong d<1y or for v;rong illllount 

7% 

7% 

7% 

FIGURE 16: TYPES OF PAYDAY LOANS CONSUMERS COMPLAIN ABOUT 

Online 

Not stated 

In persor or at a store 

30% 

14% 

30% 

56:1/., 

Of the 4,400 payday loan complaints submitted by consumers, approximately 56% were about 

problems consumers reported experiencing after obtaining (or attempting to obtain) a payday 

loan online. Approximately 14% reported problems when obtaining a payday loan in person or 

at a store. For the remaining approximately 30% of complaints, the consumer did not indicate 

how the loan was obtained. 
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TABLE 10: TYPES OF PAYDAY LOAN COMPLAINTS REPORTED BY CONSUMERS, BY TYPE OF LOAN 

Types of Payday Complaints 
In person I at 

Online 
Not 

Total 
the store stated 

Cannot contact lender 13% 44% 43% 31% 

Charged fees or interest I did not expect 14% 70% 17% 30% 

Received a loan I did not apply for 7% 41% 52% 14% 

Applied for a loan, but didn't receive money 11% 65% 24% 7% 

Payment to account not credited 29% 53% 18% 7% 

Can't stop lender from charging my bank 
21% 67% 12% 7% 

account 

Lender charged my bank account on wrong day 
29% 61% 10% 4% 

or for wrong amount 

The most common type of payday loan complaint received in 2016 is about problems with 

contacting the lender. Consumers also commonly complained about being charged unexpected 

fees or interest and receiving loans for which they did not apply. Table 10 illustrates the types of 

issues reported by consumers based on the reported source of the loan. 

The remaining complaints involved issues identified in 2015 that continued into 2016, such as 

payment issues surrounding check holding and electronic debit authorization that hands control 

of the consumer's bank account over to the lender. Some consumers complained that the payday 

lender re-presented a check several times, causing their account to incur multiple insufficient 

funds or overdraft fees. 

Consumer confusion relating to repayment terms was frequently expressed. These consumers 

complained of the lack of clarity about repayment of the loan using automatic withdrawal 

features on a bank card, on a prepaid card, or by direct deposit. Consumers with multiple 

advances stated their difficulty managing a short repayment period and more often rolled-over 

the loan, resulting in an inflated total cost of the loan. 

The cost and structure of a pa1ticular loan can make it difficult for consumers to repay. 

Consumers raised concerns such as the risk of being unable to repay the loan while still having 
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enough money left over for other expenses, the high cost of the loan, and aggressive debt 

collection practices in the case of delinquency or default. 

3.10 Consumers' prepaid card complaints 
Figure 17 and Table 11 show the types of prepaid card complaints reported by consumers for the 

approximately 2,500 prepaid card complaints the CFPB has handled. Approximately 1,300 (or 

50%) of all prepaid complaints handled by the CFPB in 2016 were sent by Consumer Response 

to companies for review and response. The remaining complaints have been referred to other 

regulatory agencies (37%), found to be incomplete (8%), or are pending with the consumer or 

the CFPB (1% and 4%, respectively). 

FIGURE 17: TYPES OF PREPAID CARD COMPLAINTS REPORTED BY CONSUMERS 

Unauthorized l'ansactions or other transactior issues 33% 

ManJging. open ng or closing your accoLJnt 29:,.c 

Fraud or scam 22:,.c 

Fees 7% 

Advertising ·nar keting. or disclosures 4 :1;, 

Adding money 4 :1;, 

Overdraft savings or rewards features 2% 
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TABLE 11: TYPES OF PREPAID CARD COMPLAINTS REPORTED BY CONSUMERS 

Types of prepaid card complaints % 

Unauthorized transactions or other transaction issues 33% 

Managing, opening, or closing your account 29% 

Fraud or scam 22% 

Fees 7% 

Advertising, marketing, or disclosures 4% 

Adding money 4% 

Overdraft, savings or rewards features 2% 

Total Prepaid Card Complaints 100% 

The most common type of prepaid card complaint involved unauthorized transactions or other 

transaction issues. Another common type of complaint was about managing, opening, or closing 

a prepaid card account . 

Consumers complained that they were unable to access funds loaded on their prepaid cards for 

extended periods of t ime. Frequently, these consumers also expressed hardships resulting from 

the lack of access to their funds. Some consumers stated that after disputing a particular charge, 

the company would often freeze the entire available balance to prevent further loss while the 

claim was under review. During the review process, companies sometimes requested additional 

information- such as purchase receipts or original packaging- which the consumer often stated 

was no longer in their possession. 

Consumers reported difficulty using prepaid cards. Some of these consumers stated that their 

cards were cancelled without notification. Consumers stated that they had to contact the 

company numerous times before a new card was issued. 

Consumers who received a prepaid card as a refund complained that they were unable to 

activate the card, access the funds, or both. Subsequently, for some of these consumers, 

dormancy fees were assessed, depleting the card balance. 
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Consumers reported that companies sometimes issued cards without proper verification 

resulting in theft of their funds. These consumers stated they experienced prolonged 

investigations of their claims, leaving them without access to their money for extended periods 

of time. 

Consumers raised issues involving the management of prepaid card accounts. In some of these 

complaints, consumers reported balance discrepancies for cards, especially if they were unable 

to check their balance and transaction history online or were not provided with statements. 

Consumers also complained of delayed credits to their prepaid card after notifying the company 

of a fraudulent or unauthorized charge or after a purchase had been cancelled or returned. 

3.11 Consumers' money transfer complaints 
Figures 18 and 19 and Table 12 show the types of money transfer complaints reported by 

consumers for the approximately 2,300 money transfer complaints the CFPB has handled. 

Approximately 1,600 (or 68%) of all money transfer complaints handled by the CFPB in 2016 

were sent by Consumer Response to companies for review and response. The remaining 

complaints have been referred to other regulatory agencies (22%), found to be incomplete (7%), 

or are pending with the consumer or the CFPB ( 0.9% and 3%, respectively). 

FIGURE 18: TYPES OF MONEY TRANSFERS CONSUMERS COMPLAIN ABOUT 

no lllP.~t ir. : US) mo 1rny tr ;:in c,fP. r 

ln!P.rn;:itio·i;il rnoni:>y lr;:inc,fP.r 43% 

FIGURE 19: TYPES OF MONEY TRANSFER COMPLAINTS REPORTED BY CONSUMERS 

Fraud or scam 

Other trwisaction issues 

Money was net available when promised 

Other serv ce issues 

Wrong amo..int charged or received 

Incorrect or missing disclosures or info 
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19% 

9% 

57% 

36% 



TABLE 12: TYPES OF MONEY TRANSFER COMPLAINTS REPORTED BY CONSUMERS 

Types of money transfer complaints 

Fraud or scam 

Other transaction issues (Unauthorized transaction, cancellation, refund, 

etc.) 

Money was not available when promised 

Other service issues 

Wrong amount charged or received 

Incorrect or missing disclosures or info 

Total Money Transfer Complaints 

% 

36% 

28% 

19% 

9% 

4% 

4% 

100% 

The most common type of money transfer complaint is about fraud or scams. Many of these 

consumers complained that they sent money to a seller but did not receive the items they 

purchased in return. Other complaints involved consumers who frequently remit money to 

family members both domestically and internationally. A number of these consumers stated that 

they regularly used money transfers to provide for family members' basic living expenses. They 

often reported that the transfer recipients did not receive the money transfer, the amount 

received was smaller than expected, or the transfer encountered significant and unanticipated 

delays. 

Consumers attempting to complete transactions through an online money transfer service often 

reported encountering problems with the dispute resolution process. Sellers describe several 

scenarios where they did not receive payments after sending the item to the buyer. This often 

occurred when the seller was told that the payment had been accepted, but was later cancelled. 

Cancellation was done either by the buyer due to a dispute or by the financial institution because 

of insufficient funds in the buyer's account. 

Consumers reported that money transfer service providers placed holds on accounts without 

providing them with an explanation. Companies commonly reported that the hold was placed as 

a result of a risk-based model that will hold reserves on accounts in order to cover potential 
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losses arising from reversals or chargebacks. 

Consumers who submitted complaints about international money transfers commonly reported 

delays and restrictions when attempting to make transfers. Many of these complaints are the 

product of company risk-based assessments, reviewed for compliance with United States 

regulations administered by the Office of Foreign Assets Control and consumer identification 

efforts. Consumers often complained that companies did not provide an adequate explanation of 

the process. 

3.12 Other financial services complaints 
Figure 20 and Table 13 show the types of other financial service complaints reported by 

consumers for the approximately 2,100 other financial services complaints the CFPB has 

handled. Approximately 500 (or 22%) of all other financial services complaints handled by the 

CFPB in 2016 were sent by Consumer Response to companies for review and response. The 

remaining complaints have been referred to other regulatory agencies (57%), found to be 

incomplete (13%), or are pending with the consumer or the CFPB (1% and 7%, respectively). 

FIGURE 20: TYPES OF OTHER FINANCIAL SERVICE COMPLAINTS REPORTED BY CONSUMERS 

Fraud or Scam 58% 

Customer service or customer relations 15'~-b 

Unexpected or other Fees Tio 

Fxcessive Fees Tio 

Advertising and marketing 4'/, 

Discbsures 3'1o 

lost or stolen check 2'.<, 

Lost or stolen money order 1 ":.1, 

Incorrect exchange rate 0 8'h 
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TABLE 13: TYPES OF OTHER FINANCIAL SERVICE COMPLAINTS REPORTED BY CONSUMERS 

Types of other financial service complaints % 

Fraud or Scam 58% 

Customer service/Customer relations 16% 

Unexpected/Other Fees 7% 

Excessive Fees 7% 

Advertising and marketing 4% 

Disclosures 3% 

Lost or stolen check 2% 

Lost or stolen money order 1% 

Incorrect exchange rate 0.8% 

Total other financial services 100% 

The majority of the other financial service complaints were about debt settlement, refund 

anticipation check, and credit repair. Some consumer complaints about debt settlement are 

related to debt collection and consumers' attempts to reduce their debt balance with their 

original creditor. Many of these complaints involved consumer reports of possible fraud or 

scams. Consumers reported making good faith payments to debt relief companies to pay off 

existing debt to creditors. Some of these consumers state that the payments were never 

forwarded to their creditors and they are now facing lawsuits for accounts they presumed were 

paid. 

Consumers who submitted check cashing complaints frequently mentioned the high costs. This 

was especially common for consumers who don't have a bank account at the institution where 

they were attempting to cash the check. A number of these consumers also complained about 

being unable to cash checks. In many instances, these checks were not cashed because of 

recommendations made by check authorization and warranty companies. 

Consumers also complained about difficulties redeeming money orders and about problems 
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encountered when money orders were lost. In many of these complaints, consumers expressed 

dissatisfaction with the error resolution processes available to them and the length of time 

required to resolve errors. 

Money order, traveler's check/cashier's check, and foreign check complaints frequently involved 

consumers who believed that they were victims of a scam. These complaints involved common 

scams, such as those that involve providing advance payment before goods are delivered or 

services are rendered. Scam victims may be unable to secure redress from their financial 

institutions. 

Consumers looking to repair their credit expressed concern of being scammed by credit repair 

companies after no relief was provided and requests for reimbursement went unacknowledged. 

3.13 How companies respond to consumer 
complaints 

Approximately 196,900 (or 68%) of all complaints handled by the CFPB between January 1, 

2016, and December 31, 2016, were sent by Consumer Response to companies for review and 

response.12 Table 14 shows how companies responded to these complaints during this time 

period. Company responses include descriptions of steps that have been or that will be taken, 

communications received from the consumer, any follow-up actions or planned follow-up 

actions, and a categorization of the response. Response category options include "Closed with 

monetary relief," "Closed with non-monetary relief," "Closed with explanation," "Closed," "In 

progress,'' and other administrative options. "Monetary relief' is defined as objective, 

measurable, and verifiable monetary relief to the consumer as a direct result of the steps that 

have been or that will be taken in response to the complaint. "Closed with non-monetary relief' 

12 The remaining complaints have been referred to other regulato1y agencies (21%), found to be incomplete (8%), or 

are pending with the consumer or the CFPB (1% and 2%, respectively). 
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indicates that the steps taken by the company in response to the complaint did not result in 

monetary relief to the consumer that is objective, measurable, and verifiable, but may have 

addressed some or all of the consumer's complaint involving non-monetary requests. "Non­

monetary relief' is defined as other objective and verifiable relief to the consumer as a direct 

result of the steps that have been or that will be taken in response to the complaint. "Closed with 

explanation" indicates that the steps taken by the company in response to the complaint 

included an explanation that was tailored to the individual consumer's complaint. For example, 

this category would be used if the explanation substantively meets the consumer's desired 

resolution or explains why no further action will be taken. "Closed" indicates that the company 

closed the complaint without relief - monetary or non-monetary - or explanation. Consumers 

are given the option to review and provide feedback about all company closure responses. 

Companies have responded to approximately 94% of complaints13 sent to them and report 

having closed 90% of the complaints sent to them in 2016. Table 14 shows how companies have 

responded. 

i3 Companies have responded to approximately i85,900 of the 196,900 sent to them for response. 
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TABLE 14: HOW COMPANIES HAVE RESPONDED TO CONSUMER COMPLAINTS 

Closed Closed Closed Closed Administ- Company Company 
with with non- with (without rative reviewing did not 
monetary monetary explanation relief or response provide a 
relief relief explanation) timely 

response 

Debt collection <1% 12% 70% 3% 3% 4% 8% 

Credit reporting <1% 22% 70% <1% 3% 4% <1% 

Mortgage 3% 3% 82% 2% 3% 5% 2% 

Bank account or 18% 8% 62% 2% 1% 5% 4% 
service 

Credit card 20% 10% 63% <1% 2% 4% 1% 

Consumer loan 5% 7% 72% 2% 2% 5% 6% 

Student loan 3% 6% 85% <1% <1% 3% 2% 

Payday loan 3% 2% 66% 3% 14% 2% 10% 

Prepaid 21% 6% 64% 2% 2% 4% 1% 

Money transfer 9% 5% 76% 1% <1% 5% 3% 

Other financial 10% 2% 63% 5 1% 6% 12% 
service 

All 6% 11% 72% 2% 3% 4% 3% 
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Companies have the option to identify their responses to particular complaints as being "Closed 

with non-monetary relief' when they provide non-monetary relief in response to complaints. In 

such cases, consumers have received a range of non-monetary relief, such as: 

• providing mortgage foreclosure alternatives that do not have direct monetary value to 

the consumer, but that help them keep their home; 

• stopping harassment from debt collectors; 

• cleaning up consumers' credit reports by correcting submissions to credit bureaus; 

restoring or removing a credit line from a credit file; 

• correcting account information, including in credit reports; and 

• addressing formerly unmet customer service issues. 

Companies also have the option to report an amount of monetary relief, where applicable. In 

2016, companies provided relief amounts in response to 11,330 complaints. For companies 

which have reported monetary relief, the median amount of relief repo1ted was $141; however, 

the amount varies by product, ranging from a median of $soo in relief for mortgage complaints 

to $29 in relief for credit reporting complaints. 
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TABLE 15: MONETARY RELIEF REPORTED BY COMPANIES 

Product Number of complaints Median amount 

Debt collection 360 $316 

Credit reporting 150 $29 

Mortgage 1, 190 $500 

Bank account or service 4,060 $108 

Credit card 4,250 $105 

Consumer loan 530 $200 

Student loan 250 $245 

Payday loan 60 $375 

Prepaid 270 $200 

Money transfer 150 $205 

Other financial service 50 $323 

Overall 11 ,330 $141 

3.14 Consumers' feedback about companies' 
responses 

Once the company responds, the CFPB provides the company's response to the consumer for 

review. Where the company responds "Closed with monetary relief," "Closed with non-monetary 

relief," "Closed with explanation," or "Closed," consumers are given the option to provide 

feedback on the company's response. Figure 21 shows how consumers responded to the 

approximately 176,800 complaints where they were given the option to provide feedback. 

Approximately 18% of consumers disputed the response provided by the company, while 

approximately 67% did not dispute the response during the feedback period. The rest were 

pending with consumers at the end of December 31, 2016. 
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FIGURE 21: CONSUMER FEEDBACK ABOUT COMPANY RESPONSES 

Debt collection 66% 18% --16% 

Credit reporting 72% 15% lm'f4% 

Mortgage 64% 21% ~ 

Bank account or service 67% 17% 16% 

Credit card 65% 21% - 15% 

Consumer loan 63% 21% ~% 

Student loan 64% 20% 111Kf6% 

Payday loan 67% 14% - 19% 

Prepaid 67% 16% 17% 

Money transfer 71% 16% - 13% 

Other financial service 61% 22% - 17% 

All 67% 18% ~5% 

Pending consumer review of companys reported resolution 

• Consumer disputed companys reported resolution 
• Consumer did not dispute companys reported resolution 

3.15 Consumer Response investigation and 
analysis 

Consumer Response analyzes consumer complaints, including the accuracy, completeness, and 

timeliness of a company's responses as well as consumers' feedback about that company's 

responses, to ensure that consumers receive timely responses to their complaints and that the 

Bureau and other regulators, consumers, and the marketplace have the complaint information 

needed to improve the functioning of the consumer financial markets for such products and 

services. Consumer Response uses a variety of approaches to analyze consumer complaints 

including, for example, cohort and text analytics to identify trends and possible consumer harm. 
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Complaint analysis may prompt investigation of individual complaints or groups of complaints 

and possible referral to colleagues in the CFPB's Division of Supervision, Enforcement, and Fair 

Lending & Equal Opportunity for further consideration. 

Consumer Response shares complaint data, analyzes, and offers insights to other offices to help 

the Bureau: 

• Understand problems consumers are experiencing in the marketplace and the impact of 

those experiences on their lives; 

• Develop tools to empower people to know their rights and protect themselves; 

• Scope and prioritize examinations and ask targeted questions when examining 

companies' records and practices; 

• Identify and stop unfair practices before they become major issues; and 

• Investigate issues and take action when we find problems. 

3.16 Conclusion 
Listening to consumers and reviewing and analyzing their complaints is an integral part of the 

CFPB's work in understanding issues in the financial marketplace, and helping the market work 

better for consumers. The information shared by consumers and companies throughout the 

complaint process informs the Bureau about business practices that may pose risks to 

consumers and helps the Bureau in its work to supervise companies, to enforce Federal 

consumer financial laws, to write better rules and regulations, and to educate and engage 

consumers. 
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FIGURE 22: COMPLAINTS HANDLED FROM JULY 21 , 2011 , THROUGH DECEMBER 31 , 2016 (BY STATE, AND 
THE DISTRICT OF COLUMBIA) 
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Dear Director Cordray, 
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I encourage you to take elevant experience, expertise, and contributions 
to professional associations into consideration when making your selection. Please do 
not hesitate to contact me if you have any further questions. 

Sincerely, 

Christopher A. Coons 
United States Senator 
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I write to invite you to join my constituents in Minnesota for a discussion on t.h'e work of the 
Consumer Financial Protection Bureau (CFPB). Last year, you attended a very infom1ative event 
on payday lending in my District. I believe financial firms, government officials, consumer 
advocates and others would benefit from a discussion of the work your staff and you have done 
to protect the American people from unfair, deceptive or abusive practices and from 
discrimination. 

In the Fifth District of Minnesota, the tireless work of you and your staff has already returned 
nearly $12 billion to 29 million Americans. You have also made our economy stronger by 
putting in place strong ne'\Y rules that will protect consumers for years to come. You have also 
enforced rules that were ignored for too long. Your leadership on rules that stop predatory 
payday lending and incentive pay compensation systems that can lead to fraud are high priorities 
of mine. I 'm also supportive of rules that protect student borrowers from fraud and buyers of 
manufactured homes from high-cost loans. 

We are grateful for your consideration of this request to stop in the 5th District of Minnesota 
sometime in the coming year. We look forward to continuing to work with you to strengthen our 
financial system and ensure that it works for all Americans. Please contact Elyse Johnson in my 
office to coordinate a date and time that you may join us to talk a~rotections. She 
may be reached at mail.house. ov or by phone a-

Kei -- 1___ 
PRINTED ON RECYCLED PAPFR 



Consumer Financial 
Protection Bureau 

1700 G Street, N W Washington. DC 20552 

April 4, 2017 

The Honorable Emanuel Cleaver, II 
U.S. House of Representatives 
2335 Rayburn House Office Building 
Washington, D.C. 20515 

Dear Congressman Cleaver: 

Thank you for your letter seeking infonnation about the Consumer Financial Protection Bureau's 
regulation and oversight of fintech firms engaged in small business lending. The Bureau notes 
your concern regarding the potential risks associated with new and evolving lending platforms, as 
well as your commitment to ensuring that small business consumers who participate in these 
platforms receive basic consumer protections. Small businesses, including those owned by women 
and minorities, are critical engines for economic growth and responsible access to credit is a crucial 
component of their success. 

Fintech companies increasingly are providing consumer financial products and services similar to 
those offered by traditional banks; because most fintech companies are not themselves banks, 
however, there has been much discussion about whether they are or should be subject to the same 
federal regulatory oversight as banks. The Bureau·s work in the fintech space is grounded in a 
belief that everyone who provides consumers with financial products and services must adhere to 
the same standards and will be held to the same expectation under Federal consumer financial Jaw. 
The Bureau has authority over both banks and non-bank financial companies, which means we are 
charged with overseeing the entire marketplace to protect consumers, regardless of institutional 
type. 

The Bureau is in the early stages of work to implement section 1071 of the Dodd-Frank Wall Street 
Refo1111 and Consumer Protec6on Act, which, as you know, amends the Equal Credit Opportunity 
Act to require financial institutions to report infonnation concerning credit applications made by 
women-owned, minority-owned, and small businesses. The Bureau is focusing on outreach and 
research to develop its understanding of the players, products, and practices in the small business 
lending market and of the poten6al ways to implement section I 071. 

Your letter also asks about the Bureau's authority in the small business lending market. In general, 
many of the Jaws administered by the Bureau are specific to transactions primarily for personal, 
family, or household purposes, or activities in connection with such transactions. However, the 
ECOA, implemented through Regulation B, prohibits creditors engaged in commercial as well as 
personal credit transactions from discriminating against applicants on prohibited bases with respect 
to any aspect of credit transactions. The Bureau has initiated supervisory activity in this area, 
which we hope will help expand and enhance our knowledge base on small business lending, 



including the credit process; existing data collection processes; and the nature, extent, and 
management of fair lending risk. 

Yow- letter also notes concerns that new forms of small business lending may incorporate existing 
biases that could perpetuate discrimination against minority-owned small business. You note in 
particular your concern that such di.scrimination could be amplified by the use of "biased 
algorithms." On this topic, the Bureau recently issued a Request for Information that seeks insights 
into the benefits and risks of such data and the techniques used to compile and analyze it, including 
in the context of small business lending. 1 The RFI specifically seeks information about the impact 
on fai r lending of using data that may be correlated to a person' s race, ethnicity, gender, or other 
attribute, and bow such risks could be managed. The comment period for the RFI closes on May 
19, 2017. 

Finally, your letter also asks about how consumers can submit complaints to the Bureau. The 
Bureau currently accepts complaints about a variety of consumer financial products and services, 
including mortgages, bank accounts and services, student loans, vehicle and other consumer loans, 
credit reporting, money transfers, virtual currency, debt collection, payday loans, prepaid cards, 
and other financial services. The Bureau refers consumers to other regulators or additional 
resources, as appropriate. The Bureau accepts complaints via telephone, fax, email, referral or 
through our online form. 2 By handling consumer complaints, the Bureau learns about consumers ' 
experiences in the consumer financial marketplace, about company practices and behaviors, and 
about emerging trends in the marketplace. 

Thank you for your continued interest in the Bureau ' s work. Please do not hesitate to contact me 
or have your staff contact Patrick O' Brien in the Bureau' s Office of Legislative Affairs. Mr. 
O'Brien can be reached at (202) 435-7180. I look forward to working with you on this and other 
consumer financial protection matters of importance to you and your constituents. 

Sincerely, 

Richard Cordray 
Director 

1 ht t ps :/I w W\\ .consu mertina nee. gov/about-u!>lnewsroom/c fu b-exp I ores-i 111 pact-a I tern at ive-data-cred it -access­
consumers-\\ ho-are-credit-invisible/ 
2 https://www.consumerfinance.gov/complaintl 
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April 4, 2017 

The Honorable Henry Cuellar 
U.S. House of Representatives 
2209 Rayburn House Office Building 
Washington, D.C. 20515 

The Honorable Bennie G. Thompson 
U.S. House of Representatives 
2466 Rayburn House Office Building 
Washington, D.C. 20515 

The Honorable Emanuel Cleaver, II 
U.S. House of Representatives 
2335 Rayburn House Office Building 
Washington, D.C. 20515 

Dear Congressmen Cuellar, Cleaver, and Thompson: 

Thank you for your letter concerning the solar financing market. The Consumer Financial 
Protection Bureau is committed to ensming that all consumers benefit from fair, transparent, and 
competitive consumer financial markets, and that consumers are protected under applicable Federal 
consumer financial laws. 

Your letter raises several concerns about the solar financing market, including consumer 
understanding, questionable sales tactics, and the effect of placing a lien on the home to secure the 
financing. As you know, solar financing provides a way for consumers to fund energy efficiency 
home improvements. It is my understanding that state laws sometimes allow solar financing to be 
secured by a super-p1iority lien on the property, but that only a few states have adopted these 
programs. The Bureau continues to research the complexities of the solar financing market and to 
engage with industry stakeholders and other agencies in order to better understand the market and 
to identify areas of potenti al consumer harm. As part of that effort, we will carefully consider the 
issues you raise and welcome any additional information or feedback stakeholders may have 
regarding potential consumer impacts. 

Thank you for your continued interest in the Bureau' s work. Should you have any additional 
questions, please do not hesitate to contact me or have your staff contact Patrick O' Brien in the 
Bureau's Office of Legislative Affairs. Mr. O'Brien can be reached at (202) 435-7180. • 

Sincerely, 

Richard Cordray 
Director 
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April 7, 2017 

Cons.irner Financial 
Proteclio"l Bi..reav 

The Honorable Sherrod Brown 
Ranking Member 

Committee on Banking, Housing, and Urban Affairs 
United States Senate 

534 Dirksen Senate Office Building 
Washington, DC 2051 0 

Dear Ranking Member Brown: 

Enclosed please find the Consumer Financial Protection Bureau's Office of Minority and Women 
Inclusion Annual Report to Congress, as required under Section 342(e) of the Dodd-Frank Wall 

Street Refonn and Consumer Protection Act. 

Should you have any questions about the enclosed report, please contact me at (202) 435-9711. 

Sincerely, 

f/!Lh//L 
Cathe1ine Galicia 
Assistant Director for Legislative Affairs 

consumerfinance.gov 
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Message from 
Richard Cordray 
Director of the CFPB 
I am pleased to share the 2016 Diversity and Inclusion Annual Report, which outlines the 

CFPB's demographic diversity as well as the strategies and initiatives in place to ensure that the 

Bureau is diverse and inclusive in all areas of its operations. The report also addresses efforts to 

fu lfi ll statutory mandates to increase opportunities for minority-owned and women-owned 

businesses and to assess diversity practices in entities regulated by the Bureau. The focus on 

diversity and inclusion in the Bureau is developed and implemented under the leadership of the 

Office of Minority and Women Inclusion (OMWI). This report is presented to fu lfi ll the Bureau's 

statutory responsibi lities and its commitment to accountabi lity pursuant to Section 342(e) of the 

Dodd-Frank Wall Street Reform and Consumer Protection Act (12 U.S.C. § 5452)(e). 

Sustainabil ity is an underlying driver of the Bureau's diversity and inclusion strategy. To ensure 

sustainability, we systematically work to integrate diversity and inclusion into the policies, 

procedures, processes and culture of the Bureau. In doing so, attending to diversity and 

inclusion has become a routine part of the way the Bureau functions, thereby ensuring lasting 

impact. Whi le the diversity and inclusion work is spearheaded by OMWI, the implementation 

takes place in all areas of the Bureau and throughout its divisions with specific points of 

co llaboration with the Office of Civil Rights (OCR), the Office of Human Capita l (OHC), the 

Procurement Office, the Strategy Office, the Workforce of the Future Committee, and various 

Bureau-wide comm ittees, such as the Executive Advisory Council and the Diversity and 

Inclusion Council of Employees. 

Our diversity and inclusion in itiatives for 2016 were focused in the fo llowing broad areas: 

increasing the divers ity of our workforce; ensuring that the work environment is inclusive and 
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hospitable for all employees; expanding our supplier diversity focus; and preparing to 

implement theJ oint Standards for Assess ing the Diversity Policies and Practices of Entities 
Regulated by the Agencies (''.Joint Standards")1 developed collaboratively by the Bureau, the 
Office of the Comptroller of the Currency, the Federal Reserve Board, the Federal Deposit 

Insurance Corporation, the National Cred it Union Adm inistration, and the Securities and 
Exchange Commission, to assess the diversity policies and practices of entities regulated by 

these agencies. 

This year, I am especia lly pleased with the progress we have made in our workplace diversity 

initiatives. In our approach to divers ity and inclusion at the Bureau, we have focused on 
integrating divers ity and inclusion into the fabric of the Bureau's organizational structure and 

functions. Among our accomplishments this year are the fol lowing: 

• Increased collaboration between OHC and OMWI to incorporate diversity and inclus ion 
competencies into our leadersh ip and employee tra ining, job descriptions, and 

performance objectives; 

• Incorporated diversity and inclusion goals into divis ion-level strategic plans and bu ilt-in 

accountabi lity measures to meet those goals by reporting on progress on our meetings 
with the divisions; 

• Enhanced requ ired training for managers to help them better lead the diversity and 
inclus ion efforts in their divisions, and for all non-supervisory employees to strengthen 
their awareness of divers ity and inclusion in their work and interactions; 

• Strengthened our effectiveness in attracting and retaining an increasingly diverse staff 
through co llaborative efforts between OHC, OMWI, and OCR; and 

• Initiated contact with entities we regulate to begin discussing theJ oint Standards for 

assess ing their diversity policies and practices. 

One of the many ways we track our progress is through our annual employee survey (AES). The 

1 hnP.?;tlY'!w..w.J~_q~x?J.r:~gi_~!~_(..gqy;_9_(t!~J~.?t.4QJ_~t.O.Q/.1Q!.4QJ.~~-vui.9/i9.in!~?-~£ini:!?.(9.~:fQr~.i!??.~~-~li:i1Hb~:9.i.v~(~.i~Y.: 
P.Ql)_c,l~?::?_r:i_q:P.fH~ti~~?.:9f-.~D!!!l~.~:f~Zl!!?.~~_q:RY.-.tf:ig 
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2016 resu lts reflect ou r continued overall upward trend in employee ratings on inclusion and on 

comm itment to the Bureau's m ission. 

While we are pleased w ith the progress we have achieved, we are aware that our work to bui ld a 

fu lly diverse and inclusive workplace is not done. Our employees span a w ide spect rum of 

demographic groups, and as a resu lt, establish ing an inclusive workplace cu lture w ith shared 

norms and va lues is an ongoing and evolving effort for all of us. The dedication and comm itment 

that our employees from all backgrounds have to our m ission continues to be an important asset 

upon wh ich we rely to accomp lish our goals. 

Sincerely, 

Richard Cordray 
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Message from 
Stuart lshimaru 
Director of OMWI 
Over the past year, the Office of Minority and Women Inclusion (OMWI) has continued to focus 

on building a diversity and inclusion strategy that is integrated into the fabric of our 

organizational culture and the work that the Bureau does for all consumers. The approaches 
OMWI has used were designed to ensure sustainability of diversity and inclusion as core aspects 
of the Bureau's overall operations. 

Attention to diversity and inclusion is important to all staff and has been proven to help increase 
the effectiveness of our teams, to drive innovative thinking, and to help ensure that Bureau 

programs and services have relevance for consumers 2• This report details the approaches that 
have been used to build sustainability of diversity and inclusion as well as the specific programs 
and initiatives that OMWI has developed, implemented and collaborated on, over the past year 

in our key areas of focus: workforce diversity and inclusion, supplier diversity, and diversity 

within our regulated entities. 

Bureau-wide workforce diversity and inclusion initiatives have been central to our strategic 

2 How Diversity Can Drive Innovation, Sylvia Ann Hewlett, Melinda Marshall, Laura Sherbin, Harvard Business 
Review, December, 2013. 
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planning process. In addition to the OMWI diversity and inclusion strategic plan, the Bureau 

has instituted a Bureau-wide diversity and inclusion strategic plan. The diversity and inclusion 
strategy remains one of the areas of focus in the Bureau-wide Government Performance and 
Results Act report (GPRA). Each division has a diversity and inclusion goal, initiatives and 

outcomes in its divisional strategic plan. OMWI has begun to work with each division on setting 
and implementing its divisional diversity and inclusion goals and the framework that has been 

established for divisions to provide periodic reports to the Bureau's leadership team. 

OMWI is pleased to continue to work with the diverse supplier industry to provide information 
on how the federal contracting process works, and on opportunities available to bid on contracts 
with the CFPB. Similarly OMWI is pleased to have spearheaded a roundtable discussion with 

members of the mortgage industry to better learn about current diversity and inclusion 
challenges that they face. 

In the coming year, OMWI will continue to work closely with each division on developing and 

implementing their diversity and inclusion efforts; providing training and consultation to 
managers and staff to support their efforts; expanding our outreach to the vendor community 

and working with the CFPB Office of Procurement to ensure minority-owned and women-owned 
businesses are aware of, and considered for contracting opportunities with the Bureau; and 

developing and providing diversity best practices information to the entities we regulate. 

While we are pleased with the overall progress on our diversity and inclusion initiatives, we 

acknowledge that there are additional areas that can be addressed to improve the overall 
diversity and inclusion culture of the Bureau, and we look forward to continuing to do so. 

Sincerely, 

Stuart Ishimaru 
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1. Executive summary 
At the Consumer Financial Protection Bureau (CFPB or Bureau), the focus on diversity and 

inclusion is an important aspect of the overall drive to achieve the Bureau's mission. The Bureau 

draws on its diversity and inclusion in developing innovative approaches to protecting the 

financial interests of all consumers. In so doing, the Bureau has taken deliberate steps to 

incorporate strategies for supporting diversity and inclusion into its functioning with a view 

toward ensuring the sustainability of the changes in this area. 

The Bureau's diversity and inclusion strategic plan is built on five broad areas of focus: 

Workforce Diversity, Workplace Inclusion, Sustainability, Minority and Women Owned 

Businesses, and Diversity Practices of Regulated Entities. The definitions of workforce diversity 

and inclusion are constructed broadly to encompass all employees. The strategies are designed 

with particular emphasis on incorporating diversity and inclusion into the routine functioning of 

the Bureau, thereby ensuring its sustainability for years to come. The Bureau's diversity and 

inclusion initiatives are driven by best practices in the fields of diversity and inclusion, human 

capital management, legal compliance, and by data. The data sources used include, among 

others, the Annual Employee Survey (AES), particularly the Inclusion Quotient (IQ), and 

analyses of employee data on hiring, promotions, separations, performance management and 

training. 

In 2016, under the leadership of OMWI, the CFPB continued to implement strategies from 

previous years while adding a number of new initiatives to further the work of building a diverse 

and inclusive workplace and meeting the mandates related to supplier diversity and for 

assessing the diversity practices of the entities regulated by the Bureau. The following are some 

of the key accomplishments and initiatives that the Bureau focused on in 2016: 

• Created the Non-Discrimination and Inclusion Policy for Transgender Applicants and 

Employees. 

• Created the Employee Resource Group Policy and launched two new Employee Resource 
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Groups (ERGS). 

• Recognized by the Professional Diversity Network, the Partnership for Public Service and 

the disABLED magazine for having innovative diversity policies and practices. 

• Implemented steps to have a diversity and inclusion goal in divisional strategic plans, 

and established a process for reporting on progress in this area. 

• Continued efforts to foster an inclusive work environment for employees through 
initiatives and engagements such as: educational and interactive training programs; 

cultural events; development of a cross-Bureau employee diversity and inclusion council, 
the Diversity Inclusion Council of Employee (DICE); implementation of efforts to 

strengthen organizational cultural norms, done by a dedicated cross-Bureau working 
group, The Workforce of the Future Committee (WFF); and the solicitation of advice and 

counsel from a diversity and inclusion leadership group, the Executive Advisory Council 
(EAC) which champions strategies to incorporate diversity and inclusion throughout the 

Bureau. 

• Analyzed employee data to understand the experiences of demographic groups in the 
Bureau and to ensure that the impact of policies and practices are equitable for all 

groups. 

• Began implementation of efforts related to the joint standards for assessing diversity 

practices at the entities the Bureau regulates. 

While the Bureau has made noteworthy progress in 2016, there is also a clear understanding 
that there is more work to be done, and the Bureau confidently faces new challenges with the 

innovation and dedication needed to address them. 
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2. Introduction 
The CFPB is presenting this annual report in fulfillment of its statutory responsibility and its 

commitment to accountability, pursuant to Section 342(e) of the Dodd-Frank Wall Street 

Reform and Consumer Protection Act (Dodd-Frank Act). This report provides detailed 

information about the CFPB's diversity and inclusion strategy and initiatives fromjanuary 1, 

2016 through December 31, 2016, unless otherwise noted. The report presents a comprehensive 

view of diversity and inclusion at the Bureau. It includes work spearheaded by OMWI, as well as 

work done in collaboration with the Office of Civil Rights (OCR), the Office of Human Capital 

(OHC}, the Office of Procurement and the Bureau's divisions. The initiatives undertaken served 

to integrate diversity and inclusion into the Bureau's routine functioning thereby ensuring their 

sustainability and lasting impact. 

The CFPB was created to provide a single point of accountability for enforcing federal consumer 

financial laws and protecting consumers in the financial marketplace.3 In order to serve the 

interests of all groups of consumers, it is critical that the CFPB understands how consumers of 

different backgrounds, cultures, perspectives, experiences and interests interact in the financial 

marketplace within the context of wide ranging backgrounds, cultures, perspectives, experiences 

and interests. Additionally, in keeping with its mandates, the Bureau is committed to promoting 

diversity and inclusion within its workplace, in the suppliers with whom it does business and in 

the financial entities that it regulates. 

At the CFPB, "diversity" and "inclusion" are defined as follows: 

• Diversity: the range of differences including backgrounds, identities (including but not 
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lim ited to, race, ethnicity, age, sexual orientation, disability, gender, gender identity, 

religion, disability, and sex), perspectives, and working styles that employees and 

stakeholders bring to the CFPB to better serve consumers.4 

• Inclusion: the process of fostering a collaborative, flexible, and fair environment in 

which all employees feel valued and empowered to share their views and ideas to inform 

the CFPB's work, and which allows us to leverage the broad ta lents of our diverse 

workforce.s 

Diversity and Inclusion Vision Statement: The Bureau works to incorporate diversity and 

inclusion in all areas of its work and work environment. Its vision statement for diversity and 

inclusion conveys the significance of that connection to the Bureau's overall mission. 

"We value diversity and inclusion and drive innovation by leveraging the talents and 
perspectives of the CFPB's diverse workforce and stakeholders to best protect the 
financial interests of all consumers." 

The Bureau's diversity and inclusion approach is implemented under the broad goals of the 

Bureau's Diversity and Inclusion Strategic Plan for 2016 -20206, which are covered in this 

report: 

• Workforce Diversity 

• Workplace Inclusion 

• Sustainability 

• Minor ity and Women Owned Businesses (covered under the heading of Supplier 

4 J'Jn.P?.:1t~~--.i'!IT1NQfl?_w?_. !'._Qm/J_iJ~?,rnn?_LJm~.rJi_o_<!n~~-_g9.v!ft.d9.rnm~_rn~_aQ1f!JLc;f P.LdJY'.~.r.~iW::ilnP.:in~Ju?i9.n: 
W?_t~gi_<;:P. !9.0:-_2QJ_q:_2Q?,9_._p_qf 

5 .~HP.?.:a?.~_. .i'!mil~.Qn?.~?,rnmtJJJ~?,rnn?.LJm~.r.tin.i'!nc;~.,g9.v!.U.R9.c;.LJm~.rm.ao.1 f!1J_c;fp_9_qJY'.~r.~iw.-.ilnP.: inc;!u?i9.n: 
?.trnt~gi_c;:P.!9n:-.2QJ.f?:-2Q?,9.-.P.Rf 

6 htt.P?.:ft.~~ .. .i'!mil~_Qfl?_wg9m/J_iJ~?,!'._Qn?_LJm~r.tto_<!n~~..g9.v!ft.d9.rnm~m?.aQlf!1Lc;f P.t;u:IJ Y'.~r.~ iW.:i!nP.:inc;Ju?i9.n: 
W?.t~gi.<;:P. !9.0:-.2QJ _q:-_2Q ?,9_._p_qf 
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Diversity) 

• Diversity Practices of Regulated Entities 

Ensuring that the diversity and inclusion efforts are woven into all areas of the Bureau's work 

and work environment is an important aspect of the Bureau's overall approach. As a result, the 

Bureau's focus on sustainability shapes the approaches used to embed the initiatives, outputs 

and outcomes into the fabric of the Bureau, for lasting impact. 

This report is organized into the following four broad goals: 1) Workforce Diversity, 2) 

Workplace Inclusion, 3) Supplier Diversity (including Minority-owned and Women-owned 

businesses) and 4) Regulated Entities. Sustainability, the fifth goal, as a recurring and 

connective theme throughout all four. 
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3. Workforce diversity 

3.1 Demographics of current workforce 
The Bureau is committed to understanding and drawing upon the broad range of backgrounds, 

cultures, perspectives and experiences of its employees, to serve the interests of consumers and 

to make sure that consumers are treated fair ly in the financ ial marketplace. Having a workforce 
that is diverse, is essential to carrying out the mission, and helps the Bureau to create innovative 
solutions that are re levant to all segments of consumers. Therefore the Bureau fosters diversity 

and inclusion in recruitment, hiring, career development, employee engagement and all other 
areas of the workplace culture and operations. As a resu lt, workforce diversity is one of the five 

goals of the Bureau's Diversity and Inc lus ion Strategic Plan and is defined as: recruiting from a 
diverse group of potential applicants to develop a high-performing workforce drawn from all 

segments of American society7• 

Following are demographics8 of a) the Bureau's total workforce, b) employees in permanent 
positions, and c) employees in Miss ion Critical Occupations. 

8 Data are reported in keeping with OMB standards which allow individuals to identify ethnicity as well as race 

separately. For example, "Two or More Races" could be read to indicate an ethnicity (i .e.: Hispanic) and a race. The 

methodology used for the Ethnicity and Race Indicator (ERI) varies in this report from the methodology used in the 

MD-715. In this report, individuals who selected two or more races (e.g., Asian and White), were counted as Two or 

More Races. 
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In 2016, the CFPB had a workforce of 1633 employees, consisting of 833 men and 800 women, 

an increase of 124 employees from 2015, after accounting for turnover . There was a slight 

increase of 1.81% in the percentage of minority ethnic and race indicator (E RJ)9 employees from 

35.85% in 2015 to 37.66% in 2016, with a corresponding slight decrease in white employees. 

There was a slight increase in the percentage of fema le employees, up 0.94% from 48.05% in 

2015 to 48.99% in 2016, with a corresponding sl ight decrease in male employees. Compared to 

the U.S. Census Civilian National Labor Force (CLF), overall CFPB demographics have not 

changed significantly since fisca l year (FY) 2015.10 Wh ite men, fo llowed by White women, 

comprise the largest rac ial groups in CFPB, fo llowed by Black women and Black men, 

respectively. 

TABLE 1: CALENDAR YEAR 2016 TOTAL WORKFORCE11 BY GENDER, RACE AND ETHNICITY12 

TOTAL HISPANIC13 WHITE BLACK ASIAN NH/OPl 14 Al/AN 15 

TOTAL 1633 96 1018 324 142 3 5 

% 100% 5.87% 62.34% 19.84% 8.70% 0.18% 0.31% 

TWO OR 
MORE16 

45 

2.76% 

9 ERI: OPM uses Ethnic and Race Indicator (ERI) to include employees who are Hispanic, Black, Asian, Native 
Hawaiian/Other Pacific Islander (NH/OPI), American Indian/Alaska Native (AI/AN) and employees ofTwo or More 
races. Wp_~ ;//w.w.w .. f~Q?_c;QJ?~ .. 9P-ffi..S.QY/rnQ/~ri .~-~P.· 

10 The CLF is derived from t he 2006-2010 American Community Survey (ACS) Equal Employment Opportunity 
Tabulation (EEO Tabulation). The EEO Tabulation was originally released by the U.S. Census Bureau on November 
29, 2012. It provides external benchmarks to assist federal agencies in monitoring employment practices and 
enforcing workforce civil rights laws. Federal agencies are required to use the EEO Tabulation in preparing their 
annual M D-715 EEO Program Status reports. See h~P-?.:/twwwJ. .. ~~.Q~_.gQyf.a~<;1-~rnl/Qjr~<;~J~~?!'.!~_<;h_~-~?]?_t~n<;_~_Q9.: 
J_Q_t;_t;_Q_t9.b.t.J!9Ji_9n,<;fm , 

11 Total workforce encompasses employees on permanent and temporary appointments including interns. 

12 In the data tables in this report. total percentages across rows may not always equal 100% due to rounding. 

13 Hispanics who also identify by a race are only counted as Hispanic here. 

14 NI/OPI: Native Hawaiian/Other Pacific Islander. 

is AI/AN : American Indian/Alaska Native. 

16 In all of the tables with demographic data, the methodology used for the ethnicity and race indicator (ERi) varies in 
this report from the methodology used in the MD-715. For individuals who selected Two or More Races (e.g., Asian 
and White), they are counted as two or more races for purposes of this report. 
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TOTAL HISPANIC13 WHITE BLACK ASIAN NH/OPl 14 Al/AN 15 TWO OR 
MORE16 

Corn mu 

nity 

Labor 9.96% 72.36% 12.02% 3.90% 0.14% 1.08% 0.54% 
Force 

(CLF) 17 

Male 833 51 569 119 71 3 19 

% 51 .01% 3.12% 34.84% 7.29% 4.35% 0.06% 0.18% 1.16% 

Female 800 45 449 205 71 2 2 26 

% 48.99% 2.75% 27.50% 12.55% 4.35% 0.12% 0.12% 1.59% 

TABLE 2: CALENDAR YEAR 2015 TOTAL WORKFORCE BY GENDER, RACE AND ETHNICITY 18 

TWO 
TOTAL HISPANIC WHITE BLACK ASIAN NH/OPI Al/AN OR 

MORE 

TOTAL 1509 90 968 277 126 2 6 40 

CLF 100% 9.96% 72.36% 12.02% 3.90% 0.14% 1.08% 0.54% 

% 100% 5.97% 64.15% 18.36% 8.35% 0.13% 0.40% 2.65% 

Male 784 48 543 104 66 0 4 19 

17 The CLF is derived from the 2006-2010 American Community Survey (ACS) Equal Employment Opportunity 
Tabulation (EEO Tabulation). The EEO Tabulation was originally released by the U.S. Census Bureau on November 
29, 2012. It provides external benchmarks to assist federal agencies in monitoring employment practices and 
enforcing workforce civil rights laws. Federal agencies are requ ired to use the EEO Tabulation in preparing their 
annual M D-715 EEO Program Status reports. See htt.P-~.:/tw.wwJ .. _~~-Ql'._.gQy!(f~9grn[tJ'.1irn~th'.~$/t~-~h-~-~?i~.t_qfl(LQ9_: 
J.O-~J.9_t~.l?.lJ !9.ti.QD , ~.fm , 

1s Calendar year (CY) data encompasses pay period one that began onJ anuary 10, 2016 through pay period 26 that 
ended onJ anuary 7, 2017. Workforce numbers for CY 2015 included in this CY 2016 OMWI Annual Report may 
differ slightly from corresponding data reported in the CY 2015 Status Report. This is due to retroactive processing of 
personnel actions, late processing of personnel actions, or other changes made in applicable data systems since the 
data was finalized for the CY 2015 OMWI Annual Report. 
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O/o 

Female 

% 

3.2 

TOTAL HISPANIC WHITE BLACK ASIAN NH/OPI 

51 .95% 3.18% 35.98% 6.89% 4.37% 0.00% 

725 42 425 173 60 2 

48.05% 2.78% 28.16% 11.46% 3.98% 0.13% 

Demographics of mission critical 
occupations 

TWO 
Al/AN OR 

MORE 

0.27% 1.26% 

2 21 

0.13% 1.39% 

The CFPB has four M ission Critical Occupations (M iscellaneous Admin istration and Program 

Series, Econom ists, Examiners and General Attorneys) that comprise the largest occupational 

categories (0301, 01 10, 0570, and 0905, respectively). As a resu lt, the Bureau is committed to 

ensuring that these key positions particu larly reflect the diverse makeup of the American 

marketplace. 

I n 2016, among the permanent emp loyees, 308 were employed in the Miscel laneous 

Administration and Program Series, of wh ich 44.81% were minorities and 55.19% were white; 

44.16% were men and 55.84% were women. Of the 34 Economists employed by the Bureau in 

CY 2016, 76.47% were white and 23.53% were minority; 64.71% were men and 35.29% were 

women. Of the 429 Exam iners at the Bureau in CY 2016, 59.21% were white and 40.79% were 

minority; 284 (66.20%) were men and 145 (33.80%) were women. Of the 299 Genera l Attorneys 

employed by the Bureau in CY 2016, 75.92 were wh ite and 24.08% were minority; 45.48% were 

men and 54.52% were women. 

TABLE 3 : CALENDAR YEAR 2016 MISSION CRITICAL OCCUPATIONS BY ERi AND GENDER (PERMANENT 
WORKFORCE) 

MISC. ADMIN. 
ECONOMISTS EXAMINERS 

GENERAL 
ERi/GENDER & PROGRAM 

(0110) (0570) 
ATTORNEYS 

(0301) (0905) 

TOTALS 308 34 429 299 

O/o 100.00% 100.00% 100.00% 100.00% 

Hispanic 20 28 14 

O/o 6.49% 2.94% 6.53% 4.68% 
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MISC. ADMIN. 
ECONOMISTS EXAMINERS 

GENERAL 
ERi/GENDER & PROGRAM 

(0110) (0570) 
ATTORNEYS 

(0301) (0905) 

CLF 8.60% 5.10% 3.80% 4.30% 

White 170 26 254 227 

% 55.19% 76.47% 59.21% 75.92% 

CLF 70.90% 81.00% 72.40% 84.40% 

Black 80 2 97 23 

O/o 25.97% 5.88% 22.61% 7.69% 

CLF 11.90% 5.50% 12.30% 4.70% 

Asian 27 5 33 25 

% 8.77% 14.71% 7.69% 8.36% 

CLF 6.20% 7.60% 7.70% 3.60% 

NH/OPI 0 2 0 

% 0.32% 0.00% 0.47% 0.00% 

CLF 0.10% 0.10% 0.00% 0.00% 

Al/AN 0 4 0 

O/o 0.32% 0.00% 0.93% 0.00% 

CLF 0.70% 0.60% 0.40% 0.50% 

Two or More 9 0 11 10 

% 2.92% 0.00% 2.56% 3.34% 

CLF 0.50% 0.20% 0.50% 0.40% 

Male 136 22 284 136 

% 44. 16% 64.71% 66.20% 45.48% 

CLF 36.70% 67.10% 54.70% 66.70% 

Female 172 12 145 163 

O/o 55.84% 35.29% 33.80% 54.52% 

CLF 63.30% 32.90% 45.30% 33.30% 
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During 2016, the CFPB employed 299 permanent employees in the General Attorney (0905 

series) occupationa l series, 136 (45.48%) were men and 163 (54.52%) were women. The 

percentage of women and men attorneys on permanent appointments remained essentia lly 

unchanged from 2015 (men were 45.71% and women were 54.29%). The percentage of minority 

attorneys on permanent appointments also remained essentially unchanged, from 23.93% in 

2015 to 24.08% in 2016. 

At the end of 2016, there were 34 employees on permanent appointments as Economists. Of 

these Economists, 64.71% were men and 35.29% are women. Of this population, 26 (76.47%) of 

the Economists were white and 8 (23.53%) were minorities. 

TABLE 4: CALENDAR YEAR 2016 PAYBANDS FOR MISSION CRITICAL OCCUPATIONS BY GENDER/ERi 
ATTORNEYS (0905) (PERMANENT WORKFORCE) 19 

ERi/GENDER 
ALL GS-11-13 GS-14/ GS-15/ SENIOR 

/CN-51-53 CN-60 CN-71 LEVEL20 

Totals 299 38 81 167 13 

O/o 100.00% 12.71% 27.09% 55.85% 4.35% 

Hispanic 14 5 7 

% 4.68% 1.67% 0.33% 2.34% 0.33% 

White 227 24 68 126 9 

O/o 75.92% 8.03% 22.74% 42.14% 3.01% 

Black 23 4 5 11 3 

O/o 7.69% 1.34% 1.67% 3.68% 1.00% 

Asian 25 5 4 16 0 

% 8.36% 1.67% 1.34% 5.35% 0.00% 

NH/OPI 0 0 0 0 0 

19 Table 4 reflects the percentage of a specific ERi or Gender out of the entire permanent workforce of the particular 
mission critical occupation (MCO). The same is true for the Tables 5 and 6 which show MCO by pay band groupings. 

20 Senior level pay bands include the CN-81, CN-82, CN-90, 02 and 03. 
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ERi/GENDER 
ALL GS-11-13 GS-14/ GS-15/ SENIOR 

/CN-51-53 CN-60 CN-71 LEVEL20 

O/o 0.00% 0.00% 0.00% 0.00% 0.00% 

Al/AN 0 0 0 0 0 

% 0.00% 0.00% 0.00% 0.00% 0.00% 

Two or More 10 0 3 7 0 

O/o 3.34% 0.00% 1.00% 2.34% 0.00% 

Male 136 19 40 71 6 

% 45.48% 6.36% 13.38% 23.75% 2.01 % 

Female 163 19 41 96 7 

O/o 54.52% 6.35% 13.71% 32.11% 2.34% 

The permanent Bureau Exam iner workforce was 429 employees at the end of 2016. The 

workforce was approximately two th irds men (66.20%) and one th ird women (33.80%). All 

minor ity employees who were Examiners were in the CN-51 to CN-53 pay band groupings. 

59.21 % of all Examiners were Wh ite and 40.79% were minori t ies. Of the minority Exam iners, 

22.61% were Black, 7.69% were As ians and 6.53% were H ispanics, the remaining 3.96% 

included Hawaiian Pacific, American Indian and employees of Two or More Races. The 

Examiner popu lation is the most geograph ica lly dispersed population at the Bureau. 

TABLE 5: CALENDAR YEAR 2016 PAYBANDS FOR MISSION CRITICAL OCCUPATIONS BY GENDER/ERi 
EXAMI NERS (0570) (PERMANENT WORKFORCE) 

GS-10 

AND 
SENIOR 

ERi/ 
TOTAL 

BELOW/ GS-11-13/ GS-14/ GS-15/ 
LEVEL21 

GENDER CN-43 CN-51-53 CN-60 CN-71 
AND 
BELOW 

21 Senior level pay bands include the CN-81, CN -82, CN -90, 02 and 03. 
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GS-10 
AND 

SENIOR 
ERi/ 

TOTAL 
BELOW/ GS-11-13/ GS-14/ GS-15/ 

LEVEL 21 

GENDER CN-43 CN-51-53 CN-60 CN-71 

AND 
BELOW 

Totals 429 23 285 93 24 4 

Ofo 100% 5.36% 66.43% 21 .68% 5.59% 0.93% 

Hispanic 28 0 22 4 2 0 

O/o 6.53% 0.00% 5.13% 0.93% 0.47% 0.00% 

White 254 10 157 68 16 3 

O/o 59.21% 2.33% 36.60% 15.85% 3.73% 0.70% 

Black 97 13 65 13 6 0 

% 22.61% 3.03% 15.15% 3.03% 1.40% 0.00% 

Asian 33 0 27 5 0 

O/o 7.69% 0.00% 6.29% 1.17% 0.00% 0.23% 

NH/OPI 2 0 2 0 0 0 

O/o 0.47% 0.00% 0.47% 0.00% 0.00% 0.00% 

Al/AN 4 0 3 0 0 

% 0.93% 0.00% 0.70% 0.23% 0.00% 0.00% 

Two or 
11 0 9 2 0 0 

More 

% 2.56% 0.00% 2.10% 0.47% 0.00% 0.00% 

Male 284 17 184 60 20 3 

% 66.20% 3.96% 42.89% 13.99% 4.66% 0.70% 

Female 145 6 101 33 4 

% 33.80% 1.40% 23.53% 7.69% 0.93% 0.23% 
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TABLE 6: CALENDAR YEAR PAYBANDS FOR MISSION CRITICAL OCCUPATIONS BY GENDER/ERi 
MISCELLANEOUS ADMINISTRATION & PROGRAM SERIES (0301) (PERMANENT WORKFORCE) 

GS-10 AND 
GS-11- SENIOR 

ERi/GENDER TOTAL 
BELOW/CN-

13/ CN-
GS-14/ GS-15/ 

LEVEL22 

43 AND CN-60 CN-71 
BELOW 

51-53 

Totals 308 13 166 70 27 32 

% 100.00 4.22 53.90 22.73 8.77 10.39 

Hispanic 20 11 4 2 2 

% 6.49 0.32 3.56 1.29 0.65 0.65 

White 170 6 82 44 18 20 

O/o 55.19 1.95 26.62 14.29 5.84 6.49 

Black 80 6 54 10 7 3 

O/o 25.97 1.95 17.53 3.25 2.27 0.97 

Asian 27 0 14 6 0 7 

% 8 .77 0 .00 4.55 1.95 0.00 2.27 

NH/OPI 0 0 1 0 0 

% 0.32 0.00 0 .00 0.32 0.00 0.00 

Al/AN 0.00 0 0 0 

O/o 0 .32 0.00 0 .32 0.00 0.00 0.00 

Two or More 9 0 4 5 0 0 

O/o 2.92 0.00 1.30 1.62 0.00 0.00 

Male 136 2 73 28 15 18 

O/o 44.16 0 .65 23.70 9.09 4.87 5 .84 

Female 172 11 93 42 12 14 

22 Senior level pay bands include the CN-81, CN-82, CN-90, 02 and 03. 
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GS-10 AND 
GS-11- SENIOR 

ERi/GENDER TOTAL 
BELOW/CN-

13/ CN-
GS-14/ GS-15/ 

LEVEL22 

43AND 
51-53 

CN-60 CN-71 
BELOW 

% 55.84 3.57 30.19 13.64 3.90 4.55 

3.3 New hires: Permanent 
In CY 2016, the Bureau hired 197 new permanent employees, 84 men (42.64%) and 113 women 

(57.36%). This overall number represented an increase from CY 2015 when 165 new permanent 

employees were hired, 75 men (45.45%) and 90 women (54.55%). Of the 113 women hired in 

2016, 48 (24.37%) were White, 41 (20.81%) were Black, 12 (6.09%) were Asian and 7 (3.55%) 

were Hispanic. When compared to 2015, there was an increase in the percentage of hires who 

were Black (7.02%), Asian (2.88%), and a sl ight decrease of Hispanics (-0.52%). Of the 84 men 

(43.48%) who were new hires in 2016, 52 (26.40%) were White, 17 (8.63%) were Black, 8 

(4.06%) were As ian and 5 (2.55%) were Hispanic. There was a sl ight decrease in the overa ll 

percentage of new hires who were men, down 2.81% from 2015, with White and Hispanic men 

account ing for most of the decline by 4.51% and 3.30%, respective ly. 

TABLE 7: CALENDAR YEAR 2016 NEW PERMANENT HIRES BY GENDER, RACE AND ETHNICITY 

TWO 

2016 TOTAL HISPANIC WHITE BLACK ASIAN NH/OPI Al/AN 
OR 
MORE 
RACES 

Total# 197 12 100 58 20 1 0 6 

% 100 6.10 50.76 29.44 10.15 0.51 0.00 3.05 

Male 84 5 52 17 8 0 

% 42.64 2.55 26.40 8.63 4.06 0.51 0.00 0.51 

Female 113 7 48 41 12 0 0 5 
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2016 

% 

TOTAL HISPANIC WHITE BLACK ASIAN NH/OPI Al/AN 

57.36 3.55 24.37 20.81 6.09 0.00 0.00 

TWO 
OR 
MORE 
RACES 

2.54 

TABLE 8: CALENDAR YEAR 2015 NEW PERMANENT HIRES BY GENDER, RACE AND ETHNICITY 

TWO OR 
201 5 TOTAL HISPANIC WHITE BLACK ASIAN NH/OPI Al/AN MORE 

RACES 

Total# 165 11 101 37 12 0 0 4 

% 100 6.66 61.21 22.42 7.27 0.00 0.00 2.42 

Male 75 8 51 11 4 0 0 

% 45.45 5.85 30.91 6.67 2.42 0.00 0.00 0.61 

Female 90 3 50 26 8 0 0 3 

% 54.55 1.82 30.30 15.76 4.85 0.00 0.00 1.82 

Temporary hires, which included interns in the Pathways program, as we ll as legal, technology 

and management fellows, are an important part of the Bureau's diversity hir ing strategy because 

they provide a ready pool of potentia l appl icants for vacancies in the Bureau. In CY 2016, there 

were 115 new temporary hires, consisting of 53 (46.09%) women and 62 (53.91%) men. Of the 

53 women, 33 (28.70%) were White, 7 (6.09%) were Black, 8 (6.96%) were Asian, 1 (0.87%) was 

Hispanic, and 4 (3.48%) were Two or More Races. Of the 62 men hired, 43 (39.13%) were 

White, 6 (5.22%) were Black, 6 (5.22%) were As ian and 4 (3.48%) were Hispanic and 1 (0.83%) 

was Two or More Races. 
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TABLE 9: CY 2016 NEW TEMPORARY HIRES BY GENDER, RACE AND ETHNICITY 

TWO 

CY2016 TOTAL HISPANIC WHITE BLACK ASIAN NH/OPI Al/AN 
OR 
MORE 
RACES 

Total# 115 5 78 13 14 0 0 5 

% 100 4.35 67.83 11.30 12.17 0.00 0.00% 4.35 

Male 62 4 45 6 6 0 0 

% 53.91 3.48 39.13 5.22 5.22 0.00 0.00 0.83 

Female 53 33 7 8 0 0 4 

% 46.09 0.87 28.70 6.09 6.96 0.00 0.00 3.48 

3.4 Separations (Permanent workforce) 
The number of permanent employees who separated from the Bureau over the past three years 
has remained relatively consistent. During 2016, 102 employees on permanent appointments 
separated from the Bureau compared with 101 employees in 2015 and 98 employees in 2014. Of 

the permanent employees separated in 2016, there was a slightly lower percentage of women 
than men, 48.04% compared with 51.96%. There was a much lower percentage of minorities 

separated than whites, 38.24% for minor ities and 61.76% whites. 

TABLE 10: CALENDAR YEAR 2016 SEPARATIONS OF PERMANENT EMPLOYEES BY GENDER, RACE AND 
ETHNICITY 

TWO OR 
2016 TOTAL HISPANIC WHITE BLACK ASIAN NH/OPI Al/AN MORE 

RACES 

Total# 102 9 63 17 9 0 3 

% 100% 8.72% 61.76% 16.67% 8.82% 0.00% 0.98% 2.94% 

25 CONSUMER FINANCIAL PROTECTION BUREAU 



TWO OR 

2016 TOTAL HISPANIC WHITE BLACK ASIAN NH/OPI Al/AN MORE 

RACES 

Male 53 6 36 3 5 0 2 

% 51 .96% 5.88% 35.29% 2.94% 4.90% 0.00% 0.98% 1.96% 

Female 49 3 27 14 4 0 0 

% 48.04% 2.94% 26.47% 13.73% 3.92% 0.00% 0.00% 0.98% 

3.5 Outreach and recruitment 
In 2016, the CFPB continued its commitment to recru it and hire highly qualified individuals 

from diverse backgrounds to fil l positions at al l Bureau locations across the country. OMWI 

collaborated closely with the OHC's Talent Acquisition team and the OCR to advance the 

Bureau's recruitment and hiring strategies. Add it iona lly, the Bureau continued to leverage the 

diverse networks ava ilable through its own employees and through professional associations, to 

broaden the recru itment efforts in order to reach larger pool of potential applicants. To ach ieve 

the goal of hiring as diverse a pool of employees as possible, two key strategies were 

implemented: 1) recruiting widely to make sure that the pool of appl icants was as diverse as 

possible; and 2) continuously improving the hiring processes to ensure an equitable process for 

all app licants. 

In 2016, the OH C's Talent Acquisition team and OMWI undertook outreach efforts and 

continued to build re lationships with membership organ izations and associations serving 

diverse professionals, as part of the overa ll recruitment strategy to bui ld a pool of diverse ta lent 

interested in working at the Bureau. Among the approaches used to reach a wide pool of highly­

qua lified, diverse app licants fo r the CFPB positions were the fo llowing: 

• Engaged the Professional Diversity Network (PDN) and other organizations to promote 

the CFPB and published all available job opportunities to diverse aud iences, including 

minorities, women, veterans, persons with disabilities and LGBT individuals. 

• Participated at professional conferences and university events, with a specia l focus on 
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building relationships and marketing to affinity organizations serving underrepresented 
groups, including the National Black MBA Association, the National Society of Hispanic 

MBAs, and the Association of Latin Professionals for America, Ascend Pan Asian 

Leaders, and the National Association of Black Accountants 23 • 

• Enlisted senior leadership and Bureau champions to promote the Bureau's employer 
identity at outreach events in order to attract candidates to the CFPB as a best place to 

serve. 

• Enhanced the program that engages existing employees as ambassadors of the Bureau 
and provided them with the tools, messages, and resources to reach out to their own 

professional networks. 

• Leveraged and promoted flagship professional development programs, such as the 
Bureau's Technology and Innovation Fellows Program, the Director's Financial Analyst 

Program, and the Louis Brandeis Honors Attorney Program, to find entry-level talent, 

and to promote the Bureau as an employer of choice. 

• Continued to utilize intern and professional development programs to build a robust 
pipeline of talent to meet current and emerging workforce needs, including through the 

Federal Pathways Program. 

• Continued to develop and deploy a digital strategy, which included posting on social 
media sites to allow for ongoing connections with a wide range of audiences, ensuring 

engagement was timed with available opportunities. 

• Posted job opportunities on the Bureau's public website and utilized an internal network 

of staff to share information about employment opportunities24• 

The following are some of the internal hiring processes the Bureau has implemented in keeping 

with federal hiring goals and standards to ensure equitable access for everyone: 

23 A comprehensive list of organizations to which OHC and OMWI conducted outreach is listed in Appendix A. 
24 t:i_tJpJM_V:J..w,rnmJ.Jmi:rJi_r:i.~nq~_._gQY/il_QQ\)J:\)_$t_c;11ri:~r~/ 
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1. OHC institutionalized a new annual hiring planning process that supported divisions in 
using more systematic approaches, including assessment strategies. For some divisions, this 
included structured interviews and the use of a new Subject Matter Expert (SM E) review of 
minimum qualifications process. These approaches enabled hiring managers to make 
objective, data-driven employee selection decisions which helped to ensure an equitable 
process for all candidates including those from underrepresented groups. 

2. Training was provided by the OHC and the OCR to staff involved in the hiring process to 
help increase awareness and competence for conducting unbiased selection and hiring 
processes. 

3. The OHC administered a New Employee survey and Hiring Manager survey to identify 
processes that were working well and those that could be improved. Using survey responses 
OHC made hiring process improvements, such as creating a seamless onboarding 
experience. 

3.6 Promotions 
Employees at the Bureau can receive a promotion 25 through the competitive process (e.g., apply 
for a promotion and get selected) or through the non-competitive process (e.g., on a career 
ladder and receive a promotion to the next pay band). 

There were 405 promotions in the total workforce in CY 2016. Of the employees promoted, 
47.41% were men and 52.59% were women, compared to the total Bureau workforce of 51.01% 

men and 48.99% women. While these percentages are relatively aligned, the percentage of 
women who received promotions was higher than their representation in the Bureau's 

workforce. Of the promotions, 59.51% were White and 40.49% were of a minority group, 
compared to the Bureau's total workforce of 62.34% white employees and 37.66% minority 

Employees. Similar to the gender comparison, the percentage of minorities who were promoted 

25 For purposes of this report and related tables, a promotion is defi ned as a change to a higher pay band (e.g., CN-51 
to CN-52). 
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was slightly higher than the ir representation in the Bureau's workforce. 

TABLE 11: CALENDAR YEAR 2016 PROMOTIONS RECEIVED BY ETHNICITY AND RACE (TOTAL 
WORKFORCE) 

TWO OR 
2016 TOTAL HISPANIC WHITE BLACK ASIAN NH/OPI Al/AN MORE 

RACES 

Total# 
405 27 242 80 36 0 2 19 

Received 

% 
100% 6.66% 59.51 % 19.75% 8.89% 0.00% 0.49% 4.69% 

Received 

TABLE 12: CALENDAR YEAR 2016 PROMOTIONS RECEIVED BY ETHNICITY, RACE AND GENDER (TOTAL 
WORKFORCE) 

TWO OR 

2016 TOTAL HISPANIC WHITE BLACK ASIAN NH/OPI Al/AN MORE 
RACES 

Men 
192 15 130 18 20 0 2 7 

Promoted 

% Men 
47.41% 3.70% 32.10% 4.44% 4.94% 0.00% 0.49% 1.73 

Promoted 

Women 
213 12 111 62 16 0 0 12 

Promoted 

% Women 
52.59 2.96 27.41 15.31 3.95 0.00 0.00 2.96 

Promoted 
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4. Workforce inclusion 
The CFPB's diversity and inclusion strategy includes specific emphasis on creating an inclusive 

work environment for all employees. This focus is based on evidence that the benefits of having 

a diverse workforce are only fully realized when the work environment is inclusive26. These 

benefits include having greater productivity and innovation and arriving at solutions that have 

greater relevance for consumers. In addition, having a workplace that employees find inclusive 

and hospitable supports employee engagement which can contribute to longer term retention. 

With that in mind, the CFPB had the following inclusion-focused initiatives in place in 2016: 

• Divisions included diversity and inclusion objectives in their strategic plans. 

• The Workforce of the Future, a Bureau-wide initiative designed to establish a common 

culture and workforce experience, had diversity and inclusion as a foundational norm to 

ensure continued Bureau success. 

• Diversity and inclusion training for managers and non-supervisory employees provided 

by OMWI which emphasized increasing awareness, developing skills for interacting 

effectively in an inclusive work environment, and working to mitigate bias in the 

performance management process. 

• The competency model, developed by the OHC in collaboration with OMWI, included a 

core diversity and inclusion competency for managers, Modeling Inclusive 

Communications, as well as for non-supervisory employees, Building Inclusive 

26 How Diversity Can Drive Innovation, Sylvia Ann Hewlett, Melinda Marshall, Laura Sherbin, Harvard Business 
Review, December, 2013. 
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Relationships. 

The Bureau used the Annual Employee Survey (AES) which is administered by OPM (titled The 

Federal Employee Viewpoint Survey) to track progress on the inclusion efforts. The AES 
assessed a broad range of employee perspectives and experiences, among them perspectives and 

experiences on the rate of inclusion in the workplace. 27 In 2016, a tota l of 1372 (87.6%) of all 
employees completed the survey, compared to 45.8% government-wide. 2s Results for 2016 

showed that overall the Bureau continued on its positive trend when compared to government 
benchmarks, with modest improvements over AES 2015 and a sustained rebound from 2014 

results. The most notable cha llenges reported continued to be in the areas of performance-based 
recognition and rewards. The results also showed differences by demographic population 
comparisons, including, more favorab le responses from men than women on 31 items (up from 

14 in 2015) and more favorable responses by White than Black employees on 28 items (up from 
11 in2015). 

The Annua l Employee Survey measures inc lusion through the use of the Inclus ion Quotient 
which is a subset of 20 survey items that focuses on employees' perception of, and experience in 

the workplace. The Inc lusion Quotient consists of five aspects of inc lus ion: Fair, Open, 
Cooperative, Supportive, and Empowering. These five areas are defi ned as fo llows29: 

• Fair: perception of fairness in performance, evaluation, rules and procedures. 

• Open: extent to which diversity and inclusion are promoted by the agency and/or 

managers. 

• Cooperative: extent to which managers promote communication and support 

co llaboration. 

27 For more information on the CFPB 2016 AES resul ts, see b_t_t_p;/{W_w.w,~_Qm.LJm~..r.{i_r:i_C!!1~~-.&QY/9.?t.C!: 
!.~?~?!.~h!r~?-~il-~(Q~!.~R9Xt?/2.0.l9.:~fR~:?!!!!U?J.-_~mp_l_Qy~~:?.lJD!~Y:L~?.lJ !t? .. 
28CFPB named ou r survey the AES; it is called Federal Employee Viewpoi nt Survey by OPM. 
https://www .fedview.opm.gov/2016FILES/2016_ FEVS_ Gwide_ Fi nal_ Report.PD F 

29 Inclusion Quotient Results, pgs. 22 - 23, CFPB 2016 A ES results, see http;/!ww_w.._rn!:l.~!Am~rJJni1J:1_~~-·g9_y(_c;l.i!til.: 
L~?-~?.C~hl.C~.?-~ilX~.l'J~!.~R9Xt?/2.0J.9.:~fRP.:?!!J1J.!?J.-_~mp_l_qy~f:?.lJD!~Y:L~?.lJ [t?.· 
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• Supportive: management and leadership style of managers. 

• Empowering: employees' participation in decision-making. 

In al l three years (2016, 2015 and 2014) that the CFPB included al l 20 questions on the 

Inclusion Quotient, results have exceeded the government-wide resu lts on all of the five ind ices. 

I n 2016, the Bureau's overa ll score on the I nclusion Quotient was close to ten percentage points 

(9.5%) above the overall government-wide resu lts. 

I n 2016, as in 2015, the Bureau's highest score for an individual index was on the "Supportive" 

index, 84.3%, j ust slightly down from the 85.5% in 2015. Also as in past years, the 2016 "Fair" 

index continued to be an area of opportunity for the Bureau, showing a steady, but smal l (almost 

two percent) increase each year over the previous year from 2014 to 2016. This trend on the 

CFPB "Fair" index result was sim i lar to the government-wide scores on that index, both in be ing 

the lowest of al l the indices, and in the sl ight improvement seen in 2016. At a score of 68.8%, the 

Bureau's "Cooperative" index showed the largest increase in 2016, up 5.5% from 2015 when it 

was 63.3%. The "Cooperative" Index also had the largest increase (14.8%) over government­

wide resu lts. I n summary, the Bureau's continued to outperform the government-wide averages 

on all indices of the I nclusion Quotient. 

Table 13 below, shows the resu lts for the CFPB Inclusion Quotient 2016 compared to 2015 and 

to the government-wide resu lts. 

TABLE 13: THE CFPB INCLUSION QUOTIENT30 

INCLUSION 
GOV'TWIDE 

QUOTIENT CFPB 2016 
2016 

INDICES 
Inclusion 

67.5% 58% 
Quotient 

Fair 47.9% 45% 

CFPB 2015 

65.8% 

46.0% 

GOV'TWIDE 
2015 

57% 

43% 

30 Inclusion Quotient Results, pgs. 22 - 23, CFPB 2016 A ES resul ts, see .bttn;t.Mww,rnn?~m~rJin~nq~ .. gQy/<;l_C!t!l.: 
r.~?-~~-c~hl.C~.?-~!lX~.D~f.~P.9Xt?!2.0J.9.:~f P.P.:~nn~!lJ.-.~mp_l_QY-~f:?.L!D1~Y:L~?.L! !t?.· 
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INCLUSION 
GOV'TWIDE GOV'TWIDE 

QUOTIENT CFPB 2016 
2016 

CFPB 2015 
2015 

INDICES 

Open 69.7% 57% 69.9% 56% 

Cooperative 68.8% 54% 63.3% 52% 

Supportive 84.3% 75% 85.4% 75% 

Empowering 66.6% 58% 64.6% 57% 

The fo llowing are some of the specific initiatives that were newly created, or continued, in 201 6 

in support of the diversity and inclusion priorit ies: 

• The Bureau launched a five-year diversity and inclusion strategic plan that outl ined 

specific goals and strategies to increase diversity and support inclusion at the Bureau. 

• OMWI facil itated the Executive Advisory Council (EAC), a cross-d ivisional group of 

senior leaders working with OMWI to strengthen and integrate diversity and inclusion 

into the Bureau's functioning by providing strategic gu idance, advocacy and support for 

diversity and inclusion in the Bureau. 

• OMWI worked with divisions to develop and implement diversity and inclusion 

objectives in their divisional strategic plans aimed at increasing diversity among the ir 

staff and ensuring that the work environment was inclusive for all employees. 

• OMWI continued to provide mandatory train ing on diversity and inclusion to managers, 

and the OCR continued to provide mandatory training on Equal Employment 

Opportunity (EEO) compliance, provided by the U.S. Equal Employment Opportunity 

Comm ission (EEOC) Tra ining Institute. The two sets of tra ining helped supervisors and 

managers to strengthen thei r ski lls in lead ing and managing a diverse and inclusive 

workforce, and in attending to equity and fa irness issues. 

• OMWI continued to provide mandatory train ing for all non-supervisory employees to 

increase their awareness and understanding of the importance of divers ity and inclusion 

and the ways in which it enhances the overall effectiveness of the Bureau. 

• OMWI, OHC and OCR collaborated to enhance their supervisory and employee tra ining 

to ensure that compliance, diversity and inclusion concepts were addressed. Training 
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included the supervisory development seminars, leadership effectiveness seminars, and 

structured interview training. 

• OMWI presented a seminar to managers on identifying and utilizing effective strategies 
for mitigating unconscious bias and ensuring compliance with civil rights mandates in 

performance evaluations, in collaboration with the OCR. 

• OMWI and OHC established and maintained relationships with, and outreach to, 
professional organizations that represent Veterans, Disabled Veterans, Hispanics and 

other minority constituencies. This outreach included attending career fairs and 

professional association meetings throughout the year to meet and provide information 
on the CFPB, and on employment opportunities to these groups. Bureau vacancies were 

also posted on bulletin boards geared to those groups of professionals. 

• OMWI established the Diversity and Inclusion Council of Employees (DICE) with 

members from all geographic areas of the Bureau. DICE worked with OMWI to ensure 
that employees' perspectives were taken into consideration in all aspects of OMWI's 

work. DICE provided a feedback mechanism for OMWI and the Bureau's Director. DICE 

members provided thought leadersh ip and work on diversity and inclusion initiatives at 
the Bureau. 

• The Bureau established a new Employee Resource Group (ERG) Policy to serve as a 

guide to employees who want to form interest-based groups to assist the Bureau in 
understanding and considering broad perspectives in providing service to the diverse 

spectrum of consumers. In 2016, OMWI approved the charter of two ER Gs formed by 
employees. The ERGs served as a vehicle for networking, recruiting and retaining a 

diverse workforce. 

• OMWI partnered with OHC and used the AES results, including perceptions across 
demographic groups and the Inclusion Quotient, to analyze employee perceptions and 

take actions to help all employees feel included in the Bureau. 

• The Bureau continued to organize and host a series of cultural events in recognition of 
national Heritage Months as part of ongoing efforts to increase awareness of employees' 

cultural backgrounds and to foster inclusion across the Bureau. A listing of events hosted 

is included in Appendix B. 
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The following three Bureau-wide groups are part of the ongoing overall approach used to ensure 

the sustainability of the Bureau's diversity and inclusion strategy. All three groups work to 

embed diversity and inclusion in the organizational fabric of the Bureau: 

• The Diversity and Inclusion Executive Advisory Council (EAC) 

• The Diversity and Inclusion Council of Employees (DICE) 

• The Workforce of the Future Committee (WFF) 

The Diversity and Inclusion Executive Advisory Committee 
(EAC) 
The Diversity and Inclusion Executive Advisory Committee (EAC) is a cross-divisional advisory 

group of senior leaders, including Associate and Deputy Associate Directors and Assistant and 

Deputy Assistant Directors. The EAC works under the leadersh ip of the OMWI Director to help 

strengthen and integrate the Bureau's diversity and inclusion strategic plan into the CFPB's 

functioning and mission-related work. EAC members have a deep commitment to diversity and 

inclusion and prioritize diversity and inclusion in their work. EAC members serve a two-year 

term and function in the following broad roles: 

• Advisory: OMWI brings matters to the EAC members for their input based on their 

knowledge of the Bureau and leadership roles in the organization. In some specific 

situations, the EAC may be asked to review and recommend a position, policy or 

initiative presented by OMWI. 

• Informed Champions/Advocates: OMWI presents information to the EAC to update the 

members on new or ongoing projects and plans; to seek the EAC's assistance in 

socializing new initiatives throughout the Bureau; or to help socialize a Bureau-endorsed 

position on a matter. 

The EAC provides advice and recommendations on the Bureau's diversity and inclusion 

strategy. Its objectives are focused on policies and processes that support the efforts to: 

• Recruit and retain a diverse workforce reflecting the best talent; 

• Foster inclusion throughout the Bureau; and 

• Support opportunities for professional development. 
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In the two-year term that ended in 2016, the EAC weighed in on the following matters that 

helped ensure the sustainability of the Bureau's diversity and inclusion initiatives by providing 

input on existing policies and procedures including: 

• Provided input on mandatory training for managers to support them in managing 

diversity and inclusion in their units. 

• Provided input and perspective to OMWI's recommendations to the OHC on 

incorporating diversity and inclusion in the competency models that serve as the 

cornerstone for hiring and promotion decisions. 

• Provided input to OMWI on policy proposals for the development of an employee 

diversity and inclusion council of employees, the DICE, a Mentoring Bank program and a 

policy for establishing ERGs. 

• Provided input on the Bureau's Transgender Policy developed by the Office of Civil 

Rights. 

• Reviewed recruitment and hiring data and made recommendations to ensure attention 

to diversity at all stages of the recruitment and hiring process. 

• Participated in diversity-related performance evaluation training and made that training 

available to managers in their divisions. 

• Studied the Inclusion Quotient results in the Annual Employee Survey and 

recommended that it be used as a benchmark by divisions to track outcomes on their 

diversity goals in their strategic plans. 

• Communicated the Bureau's diversity and inclusion strategy and initiatives throughout 

the organization, thereby helping to make them a focus in the Bureau's functioning. 

The Diversity and Inclusion Council of Employees (DICE) 
In February 2016, the CFPB officially launched DICE. DICE is a volunteer body of employees 

that provides employee perspectives on the Bureau's diversity and inclusion efforts, works with 

OMWI on diversity and inclusion initiatives and serves as a peer leadership opportunity for 

Bureau employees. 

DICE members are Bureau employees who were selected based on demographics, pay band 
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levels, regions, positions and union/non-union status. A leadership core consisting of two co­
chairs, a vice chair, and a recording secretary managed DICE's overall operations. DICE formed 

internal working groups that focused on key issues such as recruitment, retention, promotions 

and employee engagement. Meetings of the full DICE membership and an OMWI representative 
were held monthly. The working groups and leadership core met regularly in the weeks between 

the full body meetings. 

In 2016, its first year of operation, DICE had 17 members serving a two-year term. Its members 
had the opportunity to think deeply about diversity and inclusion at the Bureau, hone their 

leadership skills, and develop key relationships among members and with Bureau senior 
leadership. Members attended training on both unconscious bias and team-based 

communications to prepare them to build their skills for promoting diversity and inclusion at 
the Bureau. DICE is an important source of feedback for OMWI on employees' experiences in 

the Bureau and has provided a strong sense of engagement for employees serving as members. 

In 2016, the DICE undertook the following: 

• Developed recommendations to OMWI related to recruitment, retention and 

promotions. 

• Presented at the annual CFPB "All-Hands" meeting and to their divisions. 

• Shared their perspectives with the Director on ways to improve and sustain diversity and 

inclusion at the Bureau. 

• Published articles in internal newsletters on the importance of diversity and inclusion. 

• Served as diversity and inclusion advocates by representing the Bureau at diversity and 
recruitment conferences in several locations across the United States. 

• Provided input to OHC regarding its recruitment materials helping to make them more 

relevant to all audiences. 

• Compiled a list of speakers to be considered for the Bureau's Heritage Month events. 

• Collaborated with numerous stakeholders across the Bureau to enhance inclusive 

communication to employees by recommending a public loan forgiveness awareness 

campaign. 
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• Ensured that the Bureau used inclusive language for parental leave policies that included 

LGBTQ parents. 

• DICE members who are also members of the National Treasury Employees Union 
provided input to NTEU on items in the Collective Bargaining Agreement and shared 

their perspectives and recommendations related to diversity and inclusion with the 

union. 

Workforce of the Future Committee (WFF) 
In November 2014, the CFPB launched WFF, an initiative designed to establish a common 

culture and workforce experience where everyone feels included, valued, and empowered to do 

their best work for sustainable, long-term impact. One of the first major WFF activities 
completed was the development of four norms that describe the common behaviors that Bureau 
employees aspire to practice more consistently and embed into the culture of the Bureau. The 

four norms are: 

• Value diversity and inclusion 

• Treat each other as partners 

• Be more disciplined in how we make decisions and set priorities 

• Hold ourselves and each other accountable for the norms 

Following the ratification of these norms, senior management was responsible for their 

implementation, after which the responsibility fe ll to the management team, and then 
supervisors. To measure awareness and practice of the norms, the Bureau conducted surveys 

periodically to determine progress in implementing the norms. The management team was 
surveyed injanuary 2016 on senior leadership's progress. In October 2016, survey 

administration was expanded to all supervisors and management team members to assess 
awareness and practice of the norms for all levels of management. 

The key findings on the diversity and inclusion norms from the October 2016 survey were: 

• Senior leadership made some progress in creating a workforce experience where 

everyone felt valued, included and empowered. 

• The management team had roughly the same amount of norms' awareness as they did in 
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J anuary (100% of respondents in both surveys were aware of the four norms). The 

management team's understand ing of expectations for practicing and leading teams in 

practi cing the norms increased since j anuary. 

• Baseline data revea led the majority of supervisors had seen positive behavior changes in 

the division's management team over the past six months, with slightly more progress 

inside their own divisions. 

• The major ity of front line supervisors had awareness of the norms (88%). 

• The majority of supervisors had some understanding of expectations in practicing the 

norms (83%) and leading the ir teams in practicing the norms (81%). 

4.1 Training and leadership development 
The Bureau provided divers ity and inclusion tra ining through OMWI to managers and non­

supervisory employees as part of the Bureau's strategy to ensure that the workp lace is diverse 

and inclusive. 

Managing Diversi ty and Inclusion fo r Supervisor s and M anagers. Beginning in 

Calendar Year 2015, the Bureau's Director required managers and leaders to attend a workshop 

entitled, " Leading Diversity and I nclusion at the Bureau." The workshop was made available to 

managers in small groups to allow for interaction between participants. As of the end of 201 6, 

247 (84.6%) managers completed the train ing. The Bureau wi ll continue to offer the workshop 

in 2017 for managers who have not yet comp leted it, and for new managers. Eva luations of the 

train ing indicated that part icipants had a very high level of satisfaction with the content they 

learned and w ith the workshop faci li tators. 

D iver sity and I nclusio n Awareness Trai n ing fo r Non-Supervisory Emp loyees. 

Beginning in Fall, 2012, OMWI has been offering a workshop to employees to help increase 

awareness of d iversity and inclusion and to develop a shared understanding of the ways in wh ich 

the d ivers ity and inclusion st rategy contributes to the Bureau's mission. I n 201 5, the Director 

required that all non-supervisory employees attend that workshop. As of year-end 2016, 1,227 

(75.1%) of the 1,633 employees have completed the training and the remaining employees are 

expected to complete in FY 2017. Evaluations of the train ing ind icated that it was well received 

and that it was effective in increasing employees' awareness of the importance of divers ity and 
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inclusion to the Bureau's overall effectiveness. 

Other Diversity and Inclusion Training. OMWI, in collaboration with OCR, provided 

training to managers on diversity and inclusion in the performance evaluation process. The 

training focused on increasing managers' awareness of various types of implicit biases and the 

ways in which bias can impact the performance evaluation process. This workshop was offered 

by request to managers in both the headquarters and regional offices. 

Mandatory 2-Day Manager EEO Training for new managers. This mandatory training, led 

by the EEOC Training Institute, helped managers to strengthen their skills in addressing EEO 

and compliance matters in the workplace. A total of 65 supervisors and managers completed a 

mandatory 2-day EEO Training conducted by the EEOC Training Institute in FY 2016, for a total 

of over 250 to date. The training is ongoing to cover new managers. 

Leadership Development. In Calendar year 2016, the OHC provided three broad categories 

of leadership development: the Leadership Excellence Seminars (LES) series, the Supervisory 

Development Seminars (SDS) programs, and individual coaching through Executive Coaching. 

The leadership development training programs are mandatory for all supervisory level 

individuals at the CFPB (supervisors, managers and senior leaders), and the Executive Coaching 

offering is optional (available to executives and managers of managers). 

As of the end of FY2016, over 75% of all managers had completed the first five modules of the 

LES training, and close to 50% had completed the sixth module. This training program will 

continue in FY 2017, with the majority of the CFPB managers on track to complete all modules 

by the end of 2017. 

The CFPB SDS is a 3-day, mandatory training for all new CFPB supervisors. It covers leading 

people, making the transition to supervisor, human resources technical knowledge, performance 

management and addressing performance problems and conduct issues. It also incorporates 

leadership competencies including diversity and inclusion. As of end the end of FY 2016, 265 

(94.6%) of all managers had completed the training, of those 56 supervisors completed the 

training in FY 2016. 
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4.2 Performance management 
Beginning in FY 2014, the CFPB has been operating under a negotiated co llective bargaining 
agreement article for performance management with performance ratings consisting of two 
levels: "Accompl ished Performer" and "Unacceptable". Under this agreement, 100% of 

employees received a performance rating of "Accomplished Performer" over the past three 

years. The absence of any "Unacceptable" ratings reflects the Bureau's policy of giving 
employees who are not performing at acceptable levels the opportunity to improve, prior to 
receiving their performance rating. 

Under this agreement, employees whose performance was unacceptable or was approaching an 
unacceptable level wou ld be notified of being at risk for a poor performance rating. If the 

employee improved to acceptable performance, then he or she would receive an "Accomplished 
Performer" rating at the end of the improvement period. For employees who did not improve 

during that period, appropriate actions could be taken, such as voluntary separation, 
reassignment, demotion, or involuntary termination of employment. In such cases, the 

employee would not be given a final performance rating but wou ld be advised of the failure to 
improve performance and the consequences of that condition. 

4.3 Reviews of CFPB programs 
During Calendar Year 2016, a number of external assessments reported on the Bureau's 

diversity and inclusion efforts. In the 2016 annual study of Best Places to Work conducted by the 
nonprofit Partnership for Public Service, the CFPB placed eighth out of 27 for mid-size agencies 
overa ll, and ranked fourth out of 26 peer agencies for support for diversity (a category 

measuring the extent to which employees be lieve that actions and polic ies of leadership and 
management promote and respect divers ity).31 

Also in 2016, the Professional Diversity Network (PON) selected the CFPB for its "Diversity 

31 Best Places to Work Agency Rankings, http://bestplacestowork.org.BPTW/rankings/overall/mid. 
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Excellence Award" and named the Bureau one of PDN's "Top 10 Leading Employers in 

Diversity" from among 2200 employers across the nation . The criteria PDN used to make this 
award included: 

• Percentage of resources and outreach budget assigned specifically to diversity; 

• Number of job openings actively promoted to a diverse audience; 

• Senior leadership statements, policies, and objectives specific to diversity recruitment; 

• Quality of content in diversity recruitment outreach; 

• A culture of inclusion within HR and throughout the organization as a whole; and 

• A systematic, comprehensive and defined diversity recruitment strategy. 

In addition, inJanuary 2016, disABLED Magazine, a magazine targeted to the recruitment of 

persons with disabilities, named the CFPB the thirteenth Best Federal Agency Employer for 
persons with disabilities. 

OnJ une 21, 2016, the Government Accountability Office (GAO) released a report describing the 
CFPB's ongoing work to foster a diverse and inclusive workforce and positive organizational 
culture.32 The report examined a wide variety of diversity and inclusion efforts underway at 

CFPB, noted progress that the Bureau has made, and identified recommendations on how to 
fu rther enhance initiatives to promote the Agency's broad diversity and inclusion goals. 

After its two-year review, GAO reached a number of important conclusions. First, GAO 
recognized that CFPB has engaged in ongoing improvement efforts in response to challenges 

that the Bureau first identified in late 2013 and early 2014, including working "to strengthen 
personnel management practices and enhance its diversity and inclusion efforts." GAO also 

noted that CFPB has expanded management training, developed new guidance on personnel 
practices, developed a new performance management system, and "made progress in adopting 

32 See Consumer Financial Protection Bureau: Additional Actions Needed to Support a Fair and Inclusive 
Workplace(pub.J une 20, 2016), available at hHP-:lf.'f.1WW_.g9_9,g9_y{.P.LQQ1,J_<;~~/yA_Q_:1~Hif_ .. 
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leading diversity management practices identified in prior GAO work, such as finalizing a 
diversity strategic plan, creating employee diversity groups, and expanding diversity training." 

GAO further noted that the CFPB "launched a new initiative to strengthen its organizational 

culture that includes obtaining employee input on ideas for improving CFPB's culture and 
addressing employee concerns. Finally, CFPB has strengthened its employee complaint 

processes by providing new training and guidance and creating feedback mechanisms to help 
evaluate progress in some areas." GAO stated that "CFPB's diversity, inclusion, fa irness, and 
culture efforts represent a sign ificant change management initiative." 33 

GAO's report recognized that CFPB had undertaken many actions and initiatives on diversity, 
inclusion and fairness, citing "new policies, guidance, and training; efforts to enhance 

communication about personnel practices; several enhancements to diversity and inclusion 
efforts; and the new Workforce of the Future initiative to strengthen the organizational culture, 
among others." (p.46) 

The GAO report made only two limited recommendations, none of which was specific to OMWI 

operations: 

• CFPB should more "comprehensively report on its implementation goals and progress 
across these efforts." 

• CFPB has developed feedback mechanisms to evaluate the effectiveness of its EEO 
complaint process, and shou ld expand those same mechanisms for its non-Part 1614 

employee grievance processes (i.e., the negotiated grievance process for bargaining unit 
members and the administrative grievance process administered by OHC for non­

bargaining unit members).34 

Bureau leadership immediately began working to implement both of GAO's recommendations. 

33 See Consumer Financial Protection Bureau: Additional Actions Needed to Support a Fair and Inclusive 
Workplace (pub.J une 20, 2016), available at ~.~tp:l/.www_.g~_Q,g9~{.P.f.QQlJJt$l~AQ: 1.~d??_._ 

34 See Consumer Financial Protection Bureau: Additional Actions Needed to Support a Fair and Inclusive 
Workplace (pub.J une 20, 2016), available at hnP.Hwww .. g~_Q,gQ~{pLQQ !,J_q$f~AO.:Hd??_._ 
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In 2016, as part of its oversight responsibi lity, the EEOC made a technical assistance visit to the 

Bureau's equal employment opportunity program and gave the program an overa ll positive 
report3s. 

35 For more information on this report, see the Bureau's 2016 MD-715 report at: 

ht!P.?;!.bY.w.w,~Qn?.l!m~rJi.o.<ln~~-,gQY/9.9t<l :rn?~9r.~htr.~?.~ilgh:rnP.9.t:t?l.~ll\.l.9) :~mP..IQYm~n~~9P.P.RrtJ.!nlW.-.E!l!.Q:.P.rn&ril.m-. 
mtl!?.-X~.P.Rrt:-f.i~~il.l.-.Y.~9r.~fy_-_2QJ.5! [to be updated when 2016 report is posted] 
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5. Supplier Diversity,. 
Under $~(tiQD.34_.2_ of the Dodd-Frank Act, OMWI is requ ired to " implement standards and 

procedures to ensure, to the maximum extent possib le, the fa ir inclusion and utilization 

of ... minority-owned and women-owned businesses in all business and activities of the agency at 

all levels .... including in procurement."37 The CFPB recognizes the benefits of doing business 

with a broad spectrum of businesses across all demographic backgrounds and is committed to 

supporting the growth and success of businesses owned by women, minorities and margina lized 

groups. Below are specifics related to the Bureau's procurement activit ies with minority-owned 

and women-owned businesses in FY 2016. 

5.1 Minority-owned and women-owned 
businesses 

In 2016, OMWI continued the process of implementing procedures to comp ly with the statutory 

requirement. OMWI w ill continue to work with the Office of Procurement to ra ise awareness 

among current vendors and within the Bureau about Dodd-Frank requirements. 

Table 14 provides a breakdown of contract dollars obl igated w ith women and minority-owned 

businesses for the past four years. In FY 2016, the Bureau entered into contract actions tota l ing 

$189,880, 158, down by $54,284,026 from obl igations of $244, 164, 184 in FY 2015. Of those 

36 All Supplier Diversity data are reported for FY 2016, unlike Workforce and Workplace Inclusion data which are for 
CY 2016. 
37 ti_t_t,pJM_w.w,!;:ft<;.,gQy/!.,,9_w.R~g!.!l9jJ.Q!1{0_9_qctf.ril_r:i_~t\(1/imt~x,bJm. Section 342, p.166. 
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obligations, 26.24% were w ith women- and minority-owned businesses. This percentage more 

than doubled the 11 % awarded to those businesses in FY 2015 and resumed the upward t rend of 

FY 2013 (19%) and FY2014 (21%). As part of that upward t rend, awards to African American 

owned business showed a smal l, but continued increase, from 3% in FY 2014 and FY 2015 to 

3.36% in FY 2016. Awards to American Ind ian/Alaskan Native businesses on the other hand, 

declined from 2% in FY 2013 to 0.03%in FY 2016. 

TABLE 14: OVERALL MINORITY-OWNED AND WOMEN-OWNED BUSINESS (MWOB)38 CONTRACTS BY 
OBLIGATION DOLLARS AND ACTION COUNT FOR FISCAL YEARS 2013 - 2016 

TYPE OF 
FY 2016 FY 2015 FY 2014 FY 2013 

VENDOR 

Total Obligated 
$189,880, 158 $244, 164, 184 $151,024,453 

$ 

Dollars 111,680,021 

% of Total 100% 100% 100% 100% 

MWOB $49,830,656 $26,388,324 $31,713,034 $ 20,920,245 

% of Total 26.24% 11.00% 21 .00% 19.00% 

Women Owned 
$1 6,606,582 $12,762,670 $15,376,560 $ 9,830,322 

(WO) 

% of Total 8.75% 5.00% 10.00% 9.00% 

Minority Owned $33,224,074 
$21,424,081 $21 ,646, 173 $ 16,972,273 

(MO) 

% of Total 17.50% 9.00% 14.00% 15.00% 

Asian American39 $21 ,665, 144 $10,215,953 $12,043,603 $ 7,391 ,732 

38 * MWOB: Minority-Owned, Women-Owned or Both also include self-cert ified small disadvantaged businesses. Note: Contracting 

Awards represent the total obligation dollars and contract actions during the given year. Federal Procurement Data System (FPDS) 

combines classification for Asian and Pacific Islander owned businesses. FPDS data was consolidated on 2/2/ 2015. Some actions 

may fa l l into more than one category. Women/Minority includes all women and/or minor ity-owned businesses, w ith each action 

counted once regardless of fall ing into multiple categories. 

39 Includes Subcontinent Asian (Indian) and Pacific Islander 
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% of Total 11.41% 4.00% 8.00% 7.00% 

African American $6,384,444 $6,809,789 $4,711 ,373 $ 5,202,290 

% of Total 3.36% 3.00% 3.00% 5.00% 

Hispanic American $2,663,624 $2,281 ,320 $540,295 $1,160,524 

% of Total 1.40% 1.00% 0.40% 1.00% 

American Indian/ 
$56,623 $518,500 $664,808 $ 896,301 

Alaskan Native 

% of Total 0.03 0.20% 0.40% 1.00% 

Other Minority $2,454,237 $955,580 $2,570,951 $ 1,968,999 

% of Total 1.29% 0.40% 1.70% 2.00% 

The tota l number of actions obl igated in FY 2016 was 1364, down by 86 from 1450 in FY 2015, 

as indicated in Table 15. There was a decrease in the total percentage of actions with MWOB 

(down 6.7%) and w ith MOB (down 3.5%) even though the tota l dol lar amount awarded to t hose 

businesses increased, as indicated in Table 16 be low, which would indicate that the average 

dollar amount of actions with these business was higher in FY 2016 than in FY 2015. For 

women-owned businesses, the percent of actions increased slightly from 22% in FY 2015 to 

22.65% in FY 2016. For African American-owned and American I ndian/Alaskan Native-owned 

businesses, the trend noted above for the dollar amou nts obligated were also reflected in the 

number of actions, namely from 91 actions with African American businesses in FY 2015 to 61 

in FY 2016 and from four w ith American I ndian/Nat ive American businesses in FY 2015 to one 

in FY 2016. 

TABLE 15: OVERALL MINORITY-OWNED AN D WOMAN-OWNED BUSINESS CONTRACTS BY 
TRANSACTION COUNT FOR FISCAL YEARS 2013 - 2016 

TYPE OF 
VENDOR 

Total Actions 

% of Total 

MWOB 

FY 2016 

1364 

100% 

318 

FY 2015 

1450 

100% 

438 
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FY 2014 FY 201 3 

1247 922 

100% 100% 

355 240 



% of Actions 23.31% 30.00% 28.00% 26.00% 

Women Owned 
309 323 253 157 

(WO) 

% of Actions 22.65% 22.00% 20.00% 17.00% 

Minority Owned 
198 264 201 157 

(MOB) 

% of Actions 14.52% 18.00% 16.00% 17.00% 

Asian American/ 
20 46 25 20 

Pacific Islander 

% of Actions 1.47% 3.00% 2.00% 2.00% 

African American 60 91 76 61 

% of Actions 4.40% 6.00% 6.00% 7.00% 

Hispanic 
57 35 19 19 

American 

% of Actions 4.18% 2.00% 1.50% 2.00% 

American 

Indian/ Alaskan 4 2 8 
Native 

% of Actions 0.07% 0.30% 0.20% 1.00% 

Other Minorities 60 20 21 25 

% of Actions 4.4% 1.00% 1.70% 3.00% 

Table 16 shows the breakdowns of contract dollars awarded for FY 2013 through FY 2016 to 

small and marginal ized businesses; women-owned small businesses; service-d isabled, veteran­

owned small businesses; and HUB Zone businesses. 

To ensure that small businesses are encouraged to receive a portion of federal procurements, the 

Federal Acquis it ion Regulations (FAR) established annual goals that 23% of Federa l 

procurement dollars should be directed toward different socioeconomic categori es of small 

businesses. The CFPB, in its commitment to promot ing sma ll businesses, has individually set a 

higher goal than that required under the FAR, of 28.5% for small business procurement awards. 

In FY 2016, the CFPB met its goal of awarding 28.5% of all contracts to small businesses. As 

shown in Table 16 below, the Bureau contracted $50,555,855 to small businesses, a total 
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representing approximately 26.62% of all CFPB cont ract awards. This was a 10.6% increase 

from amounts awarded in FY 2015, arising from both an increase in the number of awards to 

small businesses and a decrease on the overall number of awards. 

TABLE 16: OVERVIEW OF SMALL BUSINESS AWARDS FOR FISCAL YEARS 2013-2016 

CONTRACTING 
FY2016 FY 2015 FY2014 FY 2013 

ACTIONS 

Small Business 
$50,555,855 $40,051, 121 $45,431 ,232 $34, 191 ,750 

Total 

% of Total 
26.62% 16.00% 31 .00% 32.00% 

Obligations 

Small 
Disadvantaged $16,630,151 $12,041,674 $14,157,591 $ 9,747,372 
Business 

% of Total 8.76% 5.00% 10.00% 9.00% 

Women Owned 
$417 ,492, 720 $12,726,829 $15,328,669 $ 9,830,322 

Small Business 

% of Total 9.21 % 5.00% 10.00% 9.00% 

Service Disabled 
Veteran Owned $4,087,779 $5,544,318 $5,167,743 $ 1,797,082 
Small Business 

% of Total 2.15% 2.00% 3.00% 2.00% 

HUB Zone Small 
$3,711 ,700 $2,029,328 $2,889,320 $ 2,561 ,903 

Business 

% of Total 1.95% 1.00% 2.00% 2.00% 

I n FY 2016, the Bureau's total spend was $259, 132,970, of which $38,386,242 (14.8%) was 

spent with minority-owned and women-owned businesses as shown in Table 17 below. Amount 

of spend w ith women-owned businesses was $12,774,353 (4.98%) with minor ity-owned 

businesses was $32,129,390 (12.53%). 
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TABLE 17: OVERVIEW OF SPEND FOR ALL MINORITY AND WOMEN OWNED BUSINESSES 

CONTRACTING SPEND FY2016 % OF TOTAL SPEND 

Total Spend 

All Vendors $259, 132,970 100% 

MWOB $38,386,242 14.81% 

Women Owned Business $12,774,353 4.98% 

Minority Owned $32, 129,390 12.53% 

Asian/Pacific Islander $20,286,790 7.91% 

African American $4,877,447 1.90% 

Hispanic $2,350,737 0.92% 

American Indian 
$573,698 0.22% 

Alaska Native 

Other Minorities $2,856,413 1.11% 

As shown in Table 18 below, the money spent with sma ll businesses in FY 2016 was 

$56,646,358, 22.09% of al l spending, of wh ich $18,443, 103, or 7.19% was spent w ith Small 

Disadvantaged businesses. 

TABLE 18: OVERVIEW OF SPEND FOR ALL SMALL BUSINESSESS 

CONTRACTING SPEND FY 2016 
% of TOTAL 

SPEND 

Small $56,646,358 22.09% 

Small Disadvantaged $18,443, 103 7.19% 

Women Owned Small $7,496,395 2.92% 

Service-Disabled Veteran Owned Small $4,894,536 1.9% 

HUB Zone 4,002,617 1.56% 
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The following Tables 19 through 22 detai l the historica l obligations by the North American 

I ndustry Classification System ("NAICS") code which identifies products and service categories 

of purchase for Fiscal Years 2013 - 2016. 

As shown in Table 19 below, over ha lf of the total obligations made in FY 2016 were in 

Professional, Scientific & Technical Services. The two largest contracts in this grouping were for 

approximately $34.6 million for other computer related services and approximately $24.9 

million for administrative management and general management consu lt ing services. I n FY 

2016, Information had the second largest amounts obligated with a total of $23.2 million. 

FIGURE 1: PERCENTAGE OF TOTAL OBLIGATIONS BY NAICS CODE GROUPING FOR FISCAL YEAR 2016 

Professional , Scientific & Technical Services 56.50%-~ __ __. 

Information 17.03% 

Utilities & Construction 7.80% 

Finance & Insurance 7.41 % 

Administrative & Support & Waste ... 4.88% 

Wholesale Trade, Retail Trade, Transportation .. . 2.28% 

Educational Services 1 .86% 

Manufacturing 1 .59% 

Other Services (except Public Administration) 0.56% 

Health Care, Social Assistance, ... 0.07% 

Real Estate & Rental & Leasing 0.01% 
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FIGURE 2: PERCENTAGE OF TOTAL OBLIGATIONS BY NAICS CODE GROUPING FOR FISCAL YEAR 2015 

Commercial and institutional building ... ~3% 

Other computer related services 10% 

Administrative management and general.. 8% 

All other information services 8% 

Educational support services 5% 

Advertising agencies 3% 

Computer systems design services 3% 

Custom computer programming services 12% 

Public relations agencies 12% 

Wired telecommunications carriers I 2% 

Direct health and medical insurance carriers I 1 % 

Data processing, hosting, and related services I 1 % 

Other '12% 
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FIGURE 3: PERCENTAGE OF TOTAL OBLIGATIONS BY NAICS CODE GROUPING FOR FISCAL YEAR 2014 

Administrative management and general 
management consulting services 

All other information services 

Other computer related services 

Computer systems design services 

Custom computer programming services 

Commercial and institutional building 
construction 

Advertising agencies 

Facilities support services 

Temporary help services 

Other 
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3% 

3% 

2% 
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TABLE 19: PERCENTAGE OF TOTAL OBLIGATIONS BY NAICS CODE GROUPING FOR FISCAL YEAR 2014 

All other information services 17:fo 

Administrative management and general. . 13% 

Computer systems design services 8% 

Other computer related services 8% 

Custom computer programming services 7% 

Architectural services 6% 

Facilities support services 4% 

Data processing, hosting, and related ... 4% 

Computer and software stores 2% 

Wireless telecommunications carriers .. . 2% 

Direct health and medical insurance carriers 2% 

5.2 

Other accounting services 2% 

Other 24% _ ___. 

lnteragency collaboration on supplier 
diversity initiatives 

The CFPB OMWI is a member of an interagency working group of OMWis wh ich inc ludes the 

Federal Deposit Insurance Corporation, the Federal Housing Finance Agency, the Federal 
Reserve Board of Governors, the Department of the Treasury, the National Credit Union 
Administration, the Office of the Comptro ller of the Currency, and the Securities and Exchange 

Commission. This working group meets on a regular basis to explore shared supplier divers ity 
issues and to plan and implement initiatives that foster supplier diversity within the agencies. 

In Calendar Year 2016, the CFPB and interagency partners participated in a number of 
procurement events targeted at estab lishing connections and recruit ing diverse suppliers. 

OMWI has conti nued to distribute materia ls developed jointly with partners, inc lud ing 
information on OMWI's directives and other financial agency contracting information. OMWI 

also provided information on Federal contracting processes when meeting with minority-owned 
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and women-owned businesses seeking Federa l procurement opportun ities. The working group 

is currently working on developing standardized supplier diversity metrics that wil l provide data 
for reports to the publi c. 

5.3 Suppl ier diversity training and resources 
One of the strategies proven to be effective in expanding the pool of minority-owned and 

women-owned businesses interested in procurement opportunities with the Bureau has been to 
provide potential business partners with information on the process for do ing business with the 
Bureau. Over the past three years, OMWI and the Office of Procurement have increased thei r 

outreach and information sessions and have provided tra ining on how to do business with the 
Bureau. In Calendar Year 2016 th is program was put on hold due to personnel shortages. 

In addition, OMWI has developed and continually updated a number of practical resources for 
minority-owned and women-owned businesses seeking to do business with the Bureau. These 

mater ials included information on histor ical obl igations by products and services categories, a 
forecast of future procurements, and information on small business set-asides. In Calendar Year 
2016, OMWI worked with the Office of Procurement to make these resources avai lable digita lly 

and updated them regularly on the CFPB's website: .b.ttp_://www,~_QD?.v_m~rfio~o.c;~,gQV.{Q_Qi!Jg~ 

Jm_?jJJ.~.!??.:Wit.b.:~;,.!_. 

5.4 Outreach for supplier diversity 
One of the key supplier divers ity priorities continues to be fam iliarizing minority-owned, 

women-owned and other disadvantaged businesses with the Bureau's procurement policies and 
with information on the opportunities for doing business with the Bureau. To address that 

priority, OMWI has developed an outreach program to introduce the Bureau to the vendor 
community, and to begin to bui ld relationships with prospective vendors. The expected outcome 

is continued growth in the award of contracts. This program which was developed in FY 2013 
has continued to evolve over the past three years. Components of the program include: 

• Establishing and developing re lationships with key business stakeholders, industry 
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groups, and trade groups; 

• Participating as speakers on panels, attending supplier diversity events, and co-locating 
with other federal partners at events when available; 

• Distributing literature and educational materials aimed at minority-owned and women­

owned businesses; 

• Collaborating with the Office of Procurement on a series of outreach events targeted at 
minority-owned and women-owned businesses; and 

• Establishing recurring Supplier Diversity Procurement Workshops to assist minority­
owned and women-owned businesses seeking CFPB opportunities. 

Over the past two years, OMWI engaged with several organizations to increase the participation 

by minority-owned and women-owned businesses in procurement activities. To develop and 
maintain relationships and partnerships with business organizations, OMWI participated in 

"matchmaking" events, business fairs, and scheduled OMWI Director and other OMWI staff to 
speak on a number of panels. A comprehensive list of the organizations that OMWI engaged 

with is included in Appendix C. 
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6. Regulated entities 
As mentioned above, the CFPB is a regu lar participant in an interagency wor ki ng group 

consisting of OMWI Directors from the Federal Deposit Insurance Corporation, the Federal 

Housing Finance Agency, the Federal Reserve Board of Governors, the Department of the 

Treasury, the National Credit Union Administration, the Office of the Comptroller of the 

Currency, and the Securities and Exchange Commission. 

On October 25, 2013, the CFPB, along with the OCC, the Federal Reserve Board, the FDIC, the 

NCUA, and the SEC, released a proposed policy statement establishing joint standards for 

assessing the diversity po licies and practices of entit ies regulated by the agencies. These 

standards were published in the Federal Register for comment, and comments were sent back to 

the agencies by February 7, 2014. These agencies reviewed the comments and developed a final 

po li cy statement which was published in the Federal Register onJ une 10, 2015. In 2016, OMWI 

continued the planning needed for in itiatives re lated to the new standards.4o This planning work 

inc luded: 

• Creating a self-assessment tool that will be offered to entities to assess their diversity and 

inclusion policies and practices, 

• Identifying key stakeholders, both internal and external to the CFPB, and establishing 

lines of co llaboration so that when the standards are implemented, the process will be 

smooth and effective; and 

40 Wp_~;t!ww_w.J~f)~_cc;iJ r_~gi_~t~_r:.gQY/9_9_~1)_1J)_~ri_t?t.2.0J.?!9_9/1Q/_2_QJ_?.:-_1-~U2_9/flri_c;iJ :jrMxc;ig~_ow.:-.P..Q!l~~Ntqt~m~nt: 
~?t?_bJj?_bJng:j9.in~---~t9_r:i_q9_rf)?.:-J_qr_-_q?_~~~~ l ng_-.tb_~:f)lv_~r?J_ty.:P.9.ti_~!~-~ 
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• Building the Bureau processes for ensuring separation of the implementation of the 

standards from other Bureau engagements with the regulated entities. 

In November 2016, the CFPB OMWI hosted an initial roundtable listening session with 
members of the mortgage industry in order to learn more about their experiences, practices and 

challenges with diversity and inclusion management practices. The roundtable was attended by 
20 variously-sized organizations in the mortgage industry, and OMWI Directors from other 

financial regulatory agencies. The meet ing was designed to provide an opportunity for 
participants to exchange ideas and to learn about common practices that currently exist in the 

mortgage industry to further diversity and inclusion among participants in that industry. 
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7. Summary of Major 
Accomplishments, 
Challenges and Next Steps 

7.1 Major accomplishments 
The CFPB has made important strides in diversity and inclusion in 2016. The fo llowing are some 

of the Bureau's key accomplishments: 

• The CFPB earned acknowledgment for its divers ity and inclusion initiatives by external 

organizations, among them: 1) the Partnersh ip for Public Service ran ked the CFPB fou rth 

among 26 peer agencies in its "Support for Diversity" category ran ki ng for 2016; 2) the 

Professional Diversity Network (PDN) named the Bureau as one of the "Top 10 Lead ing 

Employers in Diversity"; and 3) disABLED magazine named the CFPB one of the top 

thirteen Best Federal Agency Employers for persons w ith disabil ities. 

• On the 2016 Annua l Employee Survey (AES) conducted by OPM, the Bureau consistently 

outperformed the government-wide average on the Inclusion Quotient, wh ich is a 

measure of the extent to which employees experience the Bureau as inclusive. 

• I n Ca lendar year 2016, the divisions of the Bureau began to develop and implement 

diversity and inclusion goals and objectives in their divisional strategic plans report ing 
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on their progress to the Bureau Director. The Bureau also developed its first Bureau­

wide divers ity and inclusion strategic plan in 2016.41 

• OMWI continued train ing managers on leading practices in diversity and inclusion. By 

the end of Calendar Year 2016, over 75% of managers had completed the required 

training. Likewise, over 75% of non-supervisory employees completed a two-hour 

mandatory introductory training on diversity and inclusion principles. 

• The CFPB implemented a policy for the creation of Employee Resource Groups, (ERG) 

and two ERGs were created in 2016. 

• The Bureau created a Diversity and Inclusion Counci l of Employees (DICE) that has been 

well received by employees and managers. The DICE advises OMWI on diversity and 

inclusion matters of importance to employees, and assists in the implementation of new 

initiatives. 

• The Bureau developed a policy to protect transgender employees' rights and to ensure an 

inclusive and hospitable work environment for al l. 

• The Bureau began working to implement the_/oint Standards for Assessing the 

Diversity Policies and Practices of entities it regulates. 42 

7.2 Challenges and next steps 
While the Bureau has made substantia l progress on its strategies for diversity and inclusion in 

2016, there is stil l work ahead. The fo llowing are some of the areas the Bureau is working on 

going forward: 

41 .bt~Q$_:/t.~J-~m;;!?_Qnil_Vl/?,!=_Qm/_0J~?,!=_Qm.LJm~_r:fi_r:i_;;!!1(~,gQY/ft.dQ(LJffi~nt?l2Q1Q1Lc;fp_t:u:;JJ.l.lmitY_:;;!J'.Jct:in~Ju?i.Rn: 
Wil_t~gi_<;:P. !i1J'.J:-.2QJ .9:2Q20_._p.Qf 

42 bJW-~~t!www..J~r)-~rn!rng_i~W_.g9_yfc;t_Q!=JJm~_r:i_t_~t2QJ_~t_Q_9t-1Qt2Q J _~:J_4J_?_9/{i_r:i_il!:inW;;!g~nw.:-P-.Rltc;y_:?rnt~m~-r:i.t_: 
~?til_bJJ?_bJng:j9Jn~---~til_r:i_dil_rct?:-J_qr_-_;;!?_~~~~lng_-_tb_~:ctiv_~r?J_ty.:P.9_U_c;[~-~-
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• The Bureau has reviewed and revised its hiring processes as appropriate to ensure 

continued access to opportunity for all applicants. Because some mission critical 

occupations show an underrepresentation of certain demographic groups and a limited 

pool of qualified professionals from which to draw for certain positions, efforts are 

ongoing to support recruitment in those occupations. To help in doing so, revisions 

include training for hiring managers to minimize any unconscious bias in the hiring 

processes and to level the playing field for all applicants; 43 and the effectiveness of the 

hiring processes is reviewed on an ongoing basis to ensure that they are effective and 

relevant in achieving results. 

• In the fast-paced work environment of the CFPB, the time and effort needed to develop 

and implement meaningful and sustainable diversity and inclusion strategies could 

sometimes be seen as a diversion from mission critical work, were it not for the Bureau's 

work in closely linking diversity and inclusion with mission critical work. Therefore, the 

Bureau has intentionally developed and discussed the Bureau's business case for 

diversity and inclusion and the critical connection of diversity and inclusion to creating 

relevant and innovative solutions for all consumers. 

• In 2017, the CFPB will continue prioritizing initiat ives that strengthen diversity and 

inclusion in the workplace, which will include: 

o Continuing to work with divisions on strengthening their diversity and inclusion 

goals and initiatives into their strategic plans. 

o Providing training to managers and non-supervisory employees to build their 

competence for managing and interacting effectively in the Bureau's 

diverse workplace. 

43 For a detailed report on this see the Bureau's MD-715 report at: b.tlP.~:lf.~WllY.-.<;9.r:J~t,J.f:D~rfi ri.!lni:.~,gQ~{q!J_l!l:. 

rn?.~!lgh t.~~~-~!l.r~.~ :.rgP. 9.r:t?/. ~~~!!.I:.~ mPJ.QY.IJJ.~m : 9.P. .P.R rtJ.J n l w.-.~~9.-.P.f.9 &r!l.m-.~t!l.tt,J.~: rnP. Q r.t: fi~i:.CJ b'.~9. r: fY.: ~ 0.1 ~/ [to be 
updated when 2016 report is posted] 
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o Continuing the efforts to better understand and close gaps in hiring individuals from 

underrepresented groups where barriers to access exist. 

o Implementing programs to raise awareness among current vendors and within its 

business units about the good faith requirements of the Dodd-Frank Act. 

o Promoting supplier diversity by identifying potential minority-owned and women­

owned businesses with the capability needed to provide the goods and services being 

procured by the Bureau, and inviting them into the competitive bidding process for 

such contracts. 

o Hosting industry-focused events at the CFPB to connect potential diverse suppliers 

to the CFPB buyers. 

o Tracking supplier diversity spending and sharing information broadly with divisions 

to encourage the use of diverse suppliers as part of the routine business practice. 

o Continuing to increase opportunities for minority-owned and women-owned 
businesses at the CFPB by providing tools, resources and technical assistance to such 

businesses about the processes involved in government contracting. 
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APPENDIX A: 

Recruitment outreach 
TABLE 20: UNIVERSITY RECRUITMENT 

2016 College, University and Graduate School Recruiting 

Barnard College 

University of California - Berkeley 

California State University - Fullerton 

University of California - Riverside 

University of Chicago 

Columbia University 

Duke University 

University of Florida 

Gallaudet University 

George Mason University 

George Washington University 

Georgetown University 

Hampton University 

Harvard University 

University of Houston 

Howard University 

Johns Hopkins University 

University of Maryland 
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2016 College, University and Graduate School Recruiting 

Massachusetts Institute of Technology 

University of Illinois - Urbana Champaign 

University of Michigan 

Michigan State University 

Morehouse College 

Morgan State University 

New York University 

University of North Carolina - Chapel Hill 

North Carolina A& T University 

Northwestern University 

University of Pennsylvania 

Greater Philadelphia Area Law Schools 

Rice University 

Rutgers University 

Spelman College 

Stanford University 

University of Texas at Austin 

Texas A&M University 

Tufts University 

Utica College 

University of Virginia 

College of William & Mary 

University of Wisconsin 

Yale University 
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The CFPB also engages in extensive outreach for experienced professionals and experts and 

utilizes the broad reach of professional organizations to access potential candidates. In 2016 the 

Bureau attended the following recruiting events: 

• Association of Latino Professionals in Finance & Accounting ("ALP FA") Central Region 

Student Symposium Career Fair - Houston, TX ALP FA Southeast Region Student 

Symposium Career Fair - Orlando, FL 

• ALPFA National Convention - Lake Buena Vista, FL 

• ALP FA Northeast Region Student Symposium Career Fair - Newark, NJ 

• Congressional Black Caucus ("CBC") Annual Conference - Washington, D.C. 

• East Coast Asian American Student Union ("ECAASU") Conference - Washington, D.C. 

• Equal Opportunity Publications STEM Career Fair - Washington, D.C. 

• Hispanic National Bar Association ("HNBA") 40th Annual Convention - Boston, MA. 

• Lavender Law Conference & Career Fair (LGBT Bar Association) - New York, NY 

• The League of United Latin American Citizens ("LU LAC") National Conference & Expo -

Salt Lake City, UT 

• National Asian Pacific American Bar Association ("NAPABA") Annual Convention -

New Orleans, LA 

• National Association for the Advancement of Colored People ("NAACP") Annual 

Convention - Philadelphia, PA 

• National Association of Asian American Professionals ("NAAAP") National Conference & 

Diversity Career Fair - Anaheim, CA 

• National Association of Black Accountants ("NABA") - Eastern and Southern 

Conferences 

• National Association of Women MBAs ("NAWMBA") Conference & Career Fair -

Houston, TX 

• The National Bar Association Annual Convention - Los Angeles, CA 
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• National Black MBA Association ("NBMBAA") Annual Conference & Expo - Orlando, FL 

• National Council of La Raza ("NCLR") National Expo - Kansas City, MO 

• National Society of Hispanic MBAs ("NSHMBA") Conference & Career Expo - Chicago, 

IL 

• National Urban League Annual Conference - Ft. Lauderdale, FL 

• Women of Color (STEM) 
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APPENDIX B: 

Heritage months diversity 
events 
TABLE 21: HERITAGE MONTH AND DIVERSITY EVENTS 

Heritage Month and Diversity Events 

National Disability Employment Awareness Month Panel 

Presentation 

Black History Month: Lunch and Learn featuring U.S. 

Representative Keith Ellison, Minnesota's 5 th 

Congressional District 

Public Service Recognition Week: Presentation from the 

Hon. Andrew Young, former Ambassador to the United 

Nations, U.S. Congressman, and Mayor 

World Day for Cultural Diversity: 

A day to learn about and celebrate the cultures of CFPB 

employees 

The Life and Experiences of a Supreme Court Justice: A 

Conversation with the Hon. Sonia Sotomayor 

LGBTQ+ Pride Month: Presentation on LGBTQ+ 

Workplace Rights featuring Louis Lopez, Associate 

Special Counsel, U.S. Office of Special Counsel, and 

two OCR employees/LGBTQ+ legal experts, and 

Observance Honoring the Victims of Orlando Hate Crime 

LGBTQ+ Pride Month: Screening of a film, narrated by 

Michael lsakoff that explored the U.S. Government's 

policies related to LGBTO+ employees and the impact of 

those policies on the lives of those employees. 

Caribbean American Heritage Month: A cultural 

celebration to educate about the Caribbean region and 

its role in American History 

10/12/16- 4 th Annual Hispanic Heritage Month Potluck a 

celebration of culture and contributions from the 

Hispanic community 
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February 10, 2016 

February 23, 2016 

May 4, 2016 

May 19, 2016 

June 7, 2016 

June 22, 2016 

June 29, 2016 

June 30, 2016 

October 12, 2016 



APPENDIX C: 

Organizations with which OMWI 
had outreach engagements in 
2015-2016 

• The Congressional Black Caucus Foundation 

• The National Urban League 

• CFPB Supplier Diversity Workshop 

• The Federal Reserve Board Vendor Outreach Fair 

• 25th Annua l Government Procurement Conference 

• OMWI Interagency Technical Ass istance Day 

• The League of United Latin American Citizens 

• The National Council of La Raza 

• Nationa l M inority Supplier Development Council Conference & Business Opportunity 

Fair 

• The Women Business Enterprise National Counci l (WB ENC) 

• Nationa l Contract Management Assoc iation World Congress 201 6 

• Nationa l H ispanic Leadership Agenda [NHLA] 

68 CONSUMER FINANCIAL PROTECTION BUREAU 



January 2017 

Equal Employment 
Opportunity (EEO) 
program status report for 
fiscal year (FY) 2016 

Consumer Financial 
Protection Bureau 



1. Agency identifying information ........................................................................... 3 

2. Total employment ................................................................................................. 4 

3. Leadership ............................................................................................................ 6 

4. List of subordinate components covered in this report .................................... 7 

5. Executive summary .............................................................................................. 8 

5.1 Essential Element 1: Demonstrated commitment from agency 
leadership ............................................................................................... 12 

5.2 Essential Element 2: Integration of EEO into agency's strategic mission16 

5.3 Essential Element 3: Management and program accountability ........... 33 

5.4 Essential Element 4: Proactive prevention ........... .. ...... .. .. ........ ............ . 46 

5.5 Essential Element 5: Efficiency .............................................................. 53 

5.6 Essential Element 6: Responsiveness and legal compliance ................. 58 

6. Summary of workforce profiles ......................................................................... 60 

7. Workplace analysis ............................................................................................ 61 

7.1 Permanent workforce: participation of class grouping ............. .. .. ......... 63 

7.2 Temporary workforce: participation of class grouping .......................... 64 

7.3 Analysis of senior pay bands by grouping (permanent employees) ...... 65 

7.4 New hires: permanent ....................... ................................ ..................... 66 

7.5 New hires: temporary ............................................................................. 67 

7.6 Mission cr itica l occupations ................................................................... 68 

7.7 Non-competitive promotion eligibility ................................................... 74 

7.8 Separations ............................................................................................. 77 

7.9 Awards ..................................................................................................... 81 

EEO PROGRAM STATUS REPORT FOR FY 2016 



8. Certification of establishment of continuing equal employment 
opportunity programs ........................................................................................ 84 

9. EEO program self-assessment checklist ......................................................... 86 

1 O. EEO plan for attaining the essential elements of a model EEO 
program ............................................................................................................... 87 

11. EEO plan to eliminate identified barriers .......................................................... 95 

12. Special program plan for the recruitment, hiring, and 
advancement of individuals with targeted disabilities .................................. 11 O 

2 EEO PROGRAM STATUS REPORT FOR FY 2016 



1. Agency identifying information 

TABLE 1: AGENCY IDENTIFYING INFORMATION 

Part A 

1. Agency 

2. Address 

3. City, State, Zip code 

4. CPDF Code 

5. ANSI codes 

Consumer Financial Protection Bureau 
(CFPB or Bureau) 

1700 G Street NW 

Washington, D.C. 20552 

FRFT 

11001 , 06075, 17031 , 36061 
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2. Total employment 

TABLE 2: TOTAL EMPLOYMENT 

I Part B 

Permanent full-time and part-time 

employees 

Temporary employees 

Employees paid from non­

appropriated funds 

Total employment 

1,494 

151 

0 

1,645 

Data as of September 30, 2016. Workforce numbers for FY 2015 included in this FY 2016 Status Report may differ 

slightly from corresponding data reported in the FY 2015 Status Report. This is due to retroactive processing of 

personnel actions, late processing of personnel actions, or other changes made in applicable data systems since the 

data was finalized for the FY 2015 Status Report. 
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FIGURE 1: TOTAL EMPLOYMENT 
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Temporary 
Employees 
151 (9%) 



3. Leadership 

TABLE 3: LEADERSHIP 

I Part C 

Head of agency 

Agency Head Designees 

Richard Cordray 

Director 

Consumer Financial Protection Bureau 

Stuart lshimaru 

Director 

Office of Equal Opportunity & Fairness 

M. Stacey Bach 

Director 

Office of Civil Rights 

Richard Cordray, Director, Consumer Financial Protection Bureau 
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4. List of subordinate components covered in 
this report 

FIGURE 2: CFPB SUPERVISION REGIONS 

Regions 

• Northeast 

• Southeast 

• Midwest 

• West 

7 EEO PROGRAM STATUS REPORT FOR FY 2016 



5. Executive summary 

Overview 

This Equal Employment Opportunity (EEO) Program Status Report for Fiscal Year (FY) 2016 is 

prepared and submitted pursuant to the Equal Employment Opportunity Commission's 

Management Directive 715 (MD-715), and accompanying instructions and guidance. This report 

highlights accomplishments by the Consumer Financial Protection Bureau (CFPB or the Bureau 

or the Agency) in FY 2016 in continuing to establish and solidify its EEO Program. This report 

also identifies areas where the Bureau will take further actions to enhance its EEO Program. 

Mission 

CFPB is the nation's first federal agency focused solely on consumer financial protection. The 

Dodd-Frank Wall Street Reform and Consumer Protection Act (Pub. L. No. 111-203) U uly 21, 

2010) (Dodd-Frank Act) created CFPB to protect consumers and to encourage fair and 

competitive consumer financial markets. CFPB officially began operations onjuly 21, 2011. At 

the end of FY 2016, the Bureau consisted of 1,645 employees (permanent and temporary). 

CFPB's mission is to make markets for consumer financial products and services work for 

people in America - whether they are applying for a mortgage, choosing among credit cards, or 

using any number of other consumer financial products. CFPB helps consumer finance markets 

work by making rules more effective, by consistently and fairly enforcing those rules, and by 

empowering consumers to take more control over their lives. When CFPB achieves its mission, it 

will have facilitated the development of a consumer finance marketplace where consumers can 

see prices and risks and can easily make product comparisons. The envisioned consumer finance 

marketplace will work for consumers in America, responsible providers, and the economy. 

CFPB is achieving its mission and vision through data-driven analysis, innovative use of 

technology, and valuing great teamwork and top talent. CFPB is using data purposefully to 

support informed decision-making in all internal and external functions. CFPB strives to be an 
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innovative, 21st century agency in its approach to technology. Finally, CFPB invests in world ­

class training, development, and support to create an environment that encourages employees at 

all levels to tackle complex challenges. 

To accomplish these goals, CFPB is divided into six Divisions: 

• Consumer Education & Engagement (CEE) 

• Supervision, Enforcement, & Fair Lending (SEFL) 

• Research, Markets, & Regulations (RMR) 

• External Affairs (EA) 

• Legal (LD) 

• Operations (OPS) 

These Divisions work together to: 

• Write rules, supervise regulated entities, and enforce federal consumer financial 

protection laws; 

• Restrict unfair, deceptive, or abusive acts or practices; 

• Take consumer complaints; 

• Promote financial education; 

• Research consumer behavior; 

• Monitor financial markets for new risks to consumers; and 

• Enforce laws that prohibit discrimination and other unfair treatment in consumer 

finance. 

EEO Structure 

The accomplishments and developments highlighted in this report stem from collaboration 

between the various CFPB offices responsible for aspects of the Agency's EEO program. The 

Bureau has an Office of Equal Opportunity & Fairness (OEOF), which is housed directly in the 

Office of the Director of CFPB. OEOF is comprised of the Office of Civil Rights (OCR) and the 
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Office of Minority and Women Inclusion (OMWI). The Director of OEOF reports directly to the 

Director of CFPB. 

OCR has operated since February 2013. It works to ensure that CFPB complies with all federal 

EEO laws and related civil rights protections; provides a neutral forum for the discussion, 

investigation, and resolution of certain EEO matters; and strives to integrate EEO into CFPB's 

everyday work. OCR also works to empower individuals to participate constructively to their 

fullest potential in support of CFPB's mission. OCR endeavors to ensure that CFPB reflects the 

rich diversity of the nation and provides a full and fair opportunity for all employees and 

applicants, and that CFPB employees have the working environment that will support them in 

their efforts to protect consumers. 

Among other services, OCR provides policy and technical advice on EEO and civil rights to the 

CFPB Director and senior leadership, and manages the Bureau's EEO complaint process 

pursuant to 29 C.F.R. Part 1614. The Bureau's EEO Program works to ensure the EEOC's six 

essential elements of a model EEO Program are incorporated into the fabric of the Bureau, thus 

supporting the goal of maintaining a discrimination-free workplace for all. 

The Director of OCR (like the Director of OEOF) reports directly to the Director of CFPB.1 OCR 

emphasizes and maintains its neutrality and impartiality, which is critical to having an efficient 

and fair EEO complaint resolution process. This ensures that employees and managers know 

that the pre-complaint and investigation stages of the Part 1614 process are not adversarial, that 

OCR will provide a neutral and impartial factual record, and that, when requested, OCR will 

issue a final decision assessing the facts and law to determine whether or not one or more of the 

applicable employment discrimination laws have been violated. 

The OCR Director exercises full authority to carry out the Part 1614 functions of OCR without 

Legal Division (i.e., General Counsel) involvement, thus ensuring impartiality and removing any 

possible conflict of interest. Legal resources within OCR make this possible. OCR staff, 

sometimes with the assistance of contractors, conducts legal sufficiency reviews of EEO matters, 

1 The OCR Director is a CFPB Assistant Director. For purposes of this report, the term "OCR Director" will be used. 
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which inc ludes issu ing accept/dismiss decisions address ing jurisd iction over and scope of claims 
set forth in forma l complaints, Reports of Investigations (ROis), and Final Agency Decisions 

(FADs). The Lega l Division, which defends the Bureau in these matters, is firewa lled from all 

activities with in OCR and only participates during adversaria l portions of the EEO process 
(hearings and appea ls}, and during settlement negotiations, or to provide appropriate legal 

advice or ass istance when a manager or supervisor requests it during the course of an EEO 
investigation. Al l other Bureau offices are simi larly firewa lled and kept separate as necessary 

and appropriate to avoid conflicting or competing interests. 

At the same time, wh ile OCR mainta ins primary respons ibi lity for the Agency's overa ll EEO 
program, it co llaborates extensively with both OMWI and the Bureau's Office of Human Capita l 

(OHC) to ensure fa irness and equality under the law for all employees and applicants for 
employment. Pursuant to Section 342 of the Dodd-Frank Act, OMWI develops standards for 

equa l employment opportunity and diversity, which OHC incorporates into CFPB Human 
Capital Management. OCR, OMWI, and OHC monitor the impacts and results of these 
standards, cu ltivate successfu l po licies and practices to reinforce them, and develop 

enhancement strategies to strengthen al l EEO and diversity and inclusion programs Bureau­
wide. OCR cooperates with OHC, in particu lar, related to the reasonable accommodation and 

harassment prevention programs OHC administers. OCR maximizes appropriate partnerships 
with Bureau leadership, management, diversity committees (such as the Agency's Executive 

Advisory Council (EAC) and Diversity and Inclusion Council of Employees (DICE)}, Employee 
Resource Groups, other employees, and with the National Treasury Employees Union (NTE U) 

to achieve OCR's and the Bureau's mission and vision. 

EEO self-assessment and action items 

Throughout FY 2016, CFPB made significant strides in developing a model EEO Program by 
conducting self-assessments pursuant to MD-715. CFPB also implemented var ious action items 

del ineated in its FY 2015 Program Status Report. The Bureau incorporated each of the Six 
Essential Elements for a model EEO program outli ned in MD-715: 

• Demonstrated commitment from Agency leadership; 

• Integration of EEO into the Agency's strategic mission; 

• Management and program accountab il ity; 
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• Proactive prevention of unlawful discrimination; 

• Efficiency; and 

• Responsiveness and legal compliance. 

5.1 Essential Element 1 : Demonstrated 
commitment from agency leadership 

Management Directive 715 requires agency heads and other senior management officials to 

demonstrate a firm commitment to equa lity of opportunity for al l employees and applicants for 

employment. According to MD-715: 

Agencies must translate equal opportunity into every day practice and make 
those princip les a fundamental part of agency cu lture. This commitment to 

equal opportunity must be embraced by agency leadership and communicated 
through the ranks from the top down. It is the responsibility of each agency head 

to take such measures as may be necessary to incorporate the principles of equal 
employment opportunity into the agency's organizational structure. To this end, 

agency heads must issue a written policy statement expressing their 
commitment to equal employment opportunity (EEO) and a workplace free of 
discriminatory harassment.2 

During FY 2016, CFPB demonstrated its commitment to ensuring that talented and diverse staff 
have equal employment opportunities and are treated fa irly and with respect, and that Bureau 

leadership enforces the standards of fa irness that it expects of the companies and industries it 
regulates. The Bureau is dedicated to maintain ing a workplace that promotes professionalism 

and productivity, respects the dignity of all , and embraces education of employees about their 

2 See Management Directive 715 (Oct. 2003) (MD-715), Model Agency Title VII and Rehabilitation Act Programs, at 
Section II.A., available at .lm.J??_:;'.t_~wW,l!.~.Q(:,g9_y{_f_~9-~.r_gJ(_cjjr_~i:_t_i_yl!_~{mct?J_$,i:Jm . 
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EEO rights and responsibilities. 

Further demonstrating commitment from CFPB leadership, the Bureau ensures that all EEO 

policy statements are timely and current. Every year, the Agency reissues EEO policy/anti­

harassment and No FEAR Act statements. CFPB's Director, Richard Cordray, issued the most 

recent EEO policy/anti-harassment statement in September 2016, reaffirming the Bureau's zero 

tolerance for workplace discrimination, harassment, or retaliation. Director Cordray also issued 

a No FEAR Act statement in September 2016, which is available to all CFPB employees, former 

employees, and applicants on CFPB's external website (as well as on the Bureau's intranet). 

CFPB provides all new employees with the No FEAR Act statement, the EEO policy/anti­

harassment statement, and other relevant policies during orientation through a live 

presentation and a take-away "Guide to the Office of Civil Rights," and provides them again to 

all employees promoted to supervisory ranks. These policy statements affirm that the CFPB 

Director, the OCR Director, CFPB managers, and front-line supervisors will uphold and enforce 

EEO and merit system principles. The policy statements make it clear that equal employment 

opportunities exist for all employees and applicants for employment, regardless of their race, 

color, religion, sex (including pregnancy, sexual orientation, transgender status, gender identity 

or expression, gender non-conformity, or sex stereotyping of any kind), national origin, age, 

disability, genetic information, prior protected EEO-related activity, and/or whistleblower 

activity. 

Further, Director Cordray and senior leadership have publically demonstrated commitment to 

the EEO program in additional ways. In FY 2016, Director Cordray elevated the position of OCR 

Director to Executive, reflecting his recognition of the importance of th is role to the Bureau's 

diversity and inclusion and EEO compliance efforts. He also meets monthly with the OCR 

Director to stay apprised of important EEO-related developments and trends. Similarly, 

Director Cordray meets monthly with leadership from OMWI to stay informed about diversity­

focused initiatives. In FY 2016, Director Cordray also led quarterly diversity and inclusion 

discussions with leadership of each of the Bureau's various Divisions. 

Director Cordray also participates - often in a key role - in the Bureau's special observance 

celebrations. For instance, during the Bureau's National Disability Employment Awareness 

Month celebration in the fall of 2015, the Director engaged in a robust discussion with CFPB 

staff about the experiences of Bureau employees with disabilities. In May 2016, Director Cordray 

participated in an event for Public Service Recognition Week featuring remarks by Ambassador 

Andrew Young, who shared about his personal story, his work with Dr. Martin Luther KingJ r., 
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and his service to the country as U.S. Ambassador to the United Nations and as the mayor of 

Atlanta. Inj une 2016, Director Cordray gave opening remarks at CFPB's LGBTQ+ Pride Month 

celebration, as wel l. 

In addition, every week the Director sends out a "Weekly Message" to all employees high lighting 

the important work the Bureau has recently accomp lished. These communications often include 

messages regarding EEO and divers ity and inclusion, and how these princip les re late in practice 

to the mission and operations of the Bureau. Relevant examples are included in the table below. 

TABLE 4: EEO TOPICS IN DIRECTOR'S WEEKLY MESSAGE DURING FY 2016 

EEO Topics in Director's Weekly Message 

Highlighted National Disability Employment Awareness Month 

& Helpful Disability Etiquette Tips 

Announced Solicitor General Donald Verril li's upcoming CFPB 

presentation to discuss LGBTQ+ rights 

Referenced Dr. Martin Luther King Jr.'s Letter from 
a Birmingham Jail 

Announced CFPB NDEAM Event: "My Disability Is One Part of 

Who I Am" 

Reflected on Veterans' Day 

Discussed implementation of Bureau cultural norms, including 

diversity and inclusion, into day-to-day activities 

Referenced unfortunate general discourse in the public arena 

based on race, ethnicity, and religion 

Noted Ambassador Andrew Young's remarks about the later 

stages of Dr. Martin Luther King's work 

Announced the launch of the Bureau's Diversity and Inclusion 

Council of Employees (DICE) 

Mentioned Lilly Ledbetter Fair Pay Act Anniversary 

Announced Black History Month event featuring U.S. 

Representative Keith Ellison from Minnesota's 5th 

Congressional District 

Noted Office of Civil Rights employee Melissa Brand has been 

honored by the John Jay College of Criminal Justice for her 

efforts to help transgender employees and federal agencies 

navigate the gender transition process 

Discussed CFPB participation at the winter board meeting of 

the National Hispanic Leadership Agenda 
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Date of Weekly Message 

October 5, 2015 

October 19, 2015 

October 26, 2015 

November 2, 2015 

November 9, 2015 

November 23, 2015 

December 14, 2015 

January 19, 2016 

February 1, 2016 

February 1, 2016 

February 22, 2016 

February 22, 2016 

March 7, 2016 



EEO Topics in Director's Weekly Message 

Discussed African American Community Leadership roundtable 

Mentioned Perspective on Civil Rights and Economic Rights 

Presentation from Ambassador Andrew Young 

Announced World Day for Cultural Diversity Celebration 

Addressed Bureau efforts to engage with Spanish-speaking 

consumers using Twitter and Facebook 

Discussed Older Americans Month campaign to combat 

consumer scams 

Noted Office of Civil Rights employee Daniel Vail Received the 

EEOC Pride Chai Feldblum Award for LGBTQ+ rights work 

Noted LGBTQ+ Pride Month and announced release of new 

Bureau Transgender Non-Discrimination and Inclusion Policy 

Addressed Orlando shooting impact on LGBTQ+ community, 

Latino community, and communities of color 

Announced upcoming LGBTQ+ Pride Month Lunch and Learn 

events 

Acknowledged the importance of Ramadan 

Recapped screening of documentary, "Uniquely Nasty: The 

U.S. Government's War on Gays" for LGBTQ+ Pride Month 

Addressed discriminatory practices in mortgage lending that 

harmed African Americans and other minorities 

Mentioned Twitter chat in Spanish hosted by the National 

Council of La Raza in honor of National Homeownership Month 

Discussed participation in meeting of Federal lnteragency 

Reentry Council on issues relating to how the nation can be 

more successful in integrating justice-involved individuals back 

into our society so that they are able to lead productive lives 

Recapped presentation of keynote remarks at the NAACP's 

107th annual convention and discussed economic justice 

Noted consumer advocates representing national civil rights 

organizations spoke at CFPB All Hands Meeting 

Date of Weekly Message 

March 21 , 2016 

May 2, 2016 

May 16, 2016 

May 16, 2016 

May 16, 2016 

May 23, 2016 

June 6, 2016 

June 20, 2016 

June 20, 2016 

June 20, 2016 

June 27, 2016 

July 5, 2016 

July 5, 2016 

July 11, 2016 

July 25, 2016 

August8, 2016 

August 15, 2016 
Discussed Director's meeting with the Bureau's Diversity and 

Inclusion Council of Employees (DICE) 
'----'~~'--~~~~~~~~~~~~~~~~~~~~~~~ 

Announced response to Services and Advocacy for LGBT 

Elders (SAGE) inquiry regarding coverage of sexual orientation­

and gender-identity-related discrimination under laws Bureau 

enforces 

Announced the Professional Diversity Network bestowed its 

Diversity Excellence Award on Bureau, naming it as one of its 
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EEO Topics in Director's Weekly Message 

Top 10 Leading Employers in Diversity from 2,200 employers 

across the nation 

Discussed roundtable on how student debt affects communities 

of color 

Highlighted release of Director's Annual EEO and Workplace 

Harassment Statement and No Fear Act Notice 

Date of Weekly Message 

September 19, 2016 

September 19, 2016 

These are just a few examples of the many actions senior leaders have taken to demonstrate 
their strong personal commitment to guaranteeing equal employment opportunities for all 

employees. Di rector Cordray is a champion of the Bureau's EEO program. 

5.2 Essential Element 2: Integration of EEO 
into agency's strategic mission 

Management Directive 715 notes that equality of opportunity is essential to attracting, 

developing, and reta ining the most qua lified workforce to support an agency's achievement of its 
strategic mission. To this end, under MD-715 (and in addition to the regulatory requirements 
found at 29 C.F.R. § 1614.102(b)(4), as interpreted in Management Directive 110) the Bureau 

must: 

• Maintain a reporting structure that provides the Agency's EEO Di rector with regular 
access to the Agency head and other senior management officials for reporting on the 

effectiveness, efficiency, and legal compliance of the Agency's Title VII and 
Rehabi litation Act programs. To emphasize the importance of the position, the Agency 

head should be involved in the selection and performance review of the EEO Director. 

• Ensure EEO professionals are involved with, and consulted on, the management and 

deployment of human resources. The EEO Director shou ld be a regular participant in 

senior staff meetings and regularly consu lted on human resources issues. 

• Allocate sufficient resources to create and/or mainta in Tit le VII and Rehabi litation Act 
programs that (1 ) identify and eliminate barriers that impair the ab il ity of individuals to 

compete in the workplace because of race, national origin, sex, or disabil ity; (2) establish 
and mainta in training and education programs designed to provide maximum 
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opportunity for all employees to advance; and (3) ensure that un lawfu l discrim ination in 

the workplace is promptly corrected and addressed. 

• Attract, develop, and reta in EEO staff with the strategic competencies necessary to 
accomplish the Agency's EEO mission, and interface with Agency officials, managers and 

employees. 

• Recruit, hire, develop, and retain supervisors and managers who have effective 

managerial, communications, and interpersonal skills. Provide managers and 
supervisors with appropriate training and other resources to understand and 

successfully discharge their duties and responsibi lities. 

• Involve managers and employees in the implementation of the Agency's Title VII and 

Rehabilitation Act programs. 

• Use various media to distribute EEO information concerning federal EEO laws, 
regulations and requirements, rights, duties, and responsibilities and to promote best 
workplace practices.3 

These aspects of integrating EEO into the Bureau's strategic mission are discussed in greater 
detail below. 

Reporting structure 

CFPB's reporting structure allows the OCR Director to have direct and regular access to CFPB's 

Director and other senior level management officia ls. OCR is located with in OEOF, wh ich is a 
part of the CFPB Director's Executive Office. The OCR Director reports directly to the CFPB 

Director on EEO matters and to the OEOF Director on all administrative matters. This reporting 
structure allows the EEO program to be run efficiently and effectively. Critically, this reporting 

structure provides the OCR Director with the autonomy and authority needed to carry out a 
successful EEO Program while also leveraging synergies between the work of OCR and OMWI. 

3 See M D-715, Model Agency Title VII and Rehabilitation Act Programs, at Section II.B., available at 
.httP.?.:t:tw.~w,~-~9.~,gQ)l{f~9-~rn!t_dir.~~w~~lm9.7J_~,~Jrn . 
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The major duties and responsibilities of the OCR Director are clearly defined and include 

developing, implementing, and managing comprehensive, broad-scope CFPB EEO policies, 

programs, and services. The OCR Director also serves as the principal technical advisor to the 

CFPB Director and to the Bureau's leadership on EEO and civil rights issues and policies, and is 

readily available for consultation purposes. 

Further, the OCR Director has access to other senior management officials for reporting on the 

effectiveness, efficiency, and legal compliance of the Bureau's EEO program. The OCR Director 

meets monthly with CFPB's Director and the CFPB Chief of Staff, and meets with senior 

leadership, including the CFPB Director, the CFPB Deputy Director, the OMWI Director, and all 

CFPB Associate Directors to provide updates on the EEO Program. For example, following the 

submission of the Bureau's FY 2015 EEO Program Status Report, the OCR Director presented to 

the CFPB's Director and other senior officials the "State of the Agency" briefing, which covered 

all components of the Bureau's EEO Program Status Report. During other senior leadership 

meetings, the OCR Director provided additional EEO-related updates to management and 

supervisory officials. In FY 2016, the Bureau's Quarterly Performance Review (QPR) process 

also allowed a guided dialogue between OEOF, individual divisions, and the Office of the 

Director where compliance, diversity, and inclusion metrics are assessed. 

Collaboration 

To ensure integration of EEO into the Bureau's strategic mission, the OCR Director collaborates 

closely with OHC and OMWI, as well as other stakeholders across CFPB. Positive working 

relationships have been established that support information-sharing and best practices among 

the offices. The Chief Human Capital Officer (CHCO) and OCR Director meet to discuss whether 

personnel programs, policies, and procedures are in conformity with instructions contained in 

EEOC regulations, Management Directives, and other guidance. Further, OHC confers with 

OMWI and OCR for advice and consultation for guidance on diversity outreach strategy and 

approach, training curriculum and goals, and operational improvements that support 

compliance and diversity before making decisions. For instance, OCR has: 

• Continued to participate in the Bureau's efforts to implement the agency's Diversity and 

Inclusion (D&I) Strategic Plan, first adopted in 2015. This plan outlines CFPB's 

affirmative employment and diversity and inclusion goals and priorities, and the specific 

actions that will support them. 

• Continued to collaborate with OHC to enhance supervisory and employee training 
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offered by OHC, to ensure that EEO compliance and diversity and inclusion concepts are 

addressed in New Employee Orientation, supervisory development and leadership 

excellence seminars, performance management training, etc. 

• Continued to work with OHC to encourage and maintain relationships with, and 

outreach to, professional organizations that represent Veterans, Disabled Veterans, 

Hispanics, and other minority constituencies. This includes attending career fairs and 

professional association meetings throughout the year to meet and provide information 

on CFPB, and on employment opportunities, including posting vacancies on bulletin 

boards geared to these groups of professionals. (See more information on the Bureau's 

overall recruiting efforts below.) 

• Partnered with OHC to analyze the results of the Annual Employee Survey (AES) to 

examine employee perceptions of the Bureau across demographic groups, and to use the 

Inclusion Quotient index, included in the AES, in planning to help all employees feel a 

greater sense of inclusion. 

• Helped assemble a cross-agency workgroup comprised of senior leaders in OCR, OWMI, 

OHC, the Executive Advisory Council (EAC), and the Bureau's Office of Strategy to 

recommend improvements to CFPB's hiring processes to minimize the potential for 

barriers to employment by various demographic groups. 

• Participated on the Working Committee for the Bureau's "Workforce of the Future" 

(WFF) initiative. WFF was established to focus the Bureau's efforts in building a great 

organization with the overarching goal of making CFPB a sustainable organization and a 

great place to work. WFF adopted four "norms" for Bureau culture: (1) We will value 

diversity and inclusion; (2) We will treat each other as partners, not adversaries; (3) We 

will be disciplined in how we make decisions and set priorities; and (4) We will hold 

ourselves and each other accountable for these norms. 

• Advised on the development and implementation of the Bureau's new Awards and 

Recognition program, established to recognize and reward employees for exceptional 

achievements above and beyond the scope of their normal duties and responsibilities, 

and to promote the Bureau's core values to Serve, Lead, and Innovate, and the Agency's 

WFF cultural and behavioral norms. 

• Provided technical assistance to the Bureau's Legal Division, OHC Employee and Labor 

Relations Team, and NTEU in the negotiation of EEO-related articles in the Bureau's 
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collective bargaining agreement. 

• Consulted and collaborated with OHC to analyze and encourage OHC to implement 

recommendations contained in the Report of Co-Chairs Commissioner Chai Feldblum 

and Victoria lipnic of the EEOC's Select Task Force on the Study of Harassment in the 

Workplace related to effective anti-harassment programs.4 

OHC, OCR, and OMWI also have continued discussions to better define roles and 

responsibilities among the offices, and then to acquire and assign additional personnel 

resources, as necessary, to support the EEO Program. 

Resources for the EEO program 

During FY 2016, the Bureau allocated additional resources OCR requested to ensure that the 

EEO Program remains successful and operates in an effective manner. This has proved vital to 

ensuring integration of EEO into the Agency's strategic mission. 

During FY 2016, OCR secured approval to onboard additional full-time and shared resources. 

OCR hired an individual formerly from the EEOC's Office of Federal Operations (OFO) - with 

extensive experience as an Appellate Review Attorney and as an AdministrativeJ udge - to serve 

as the Bureau's EEO Complaints Program Manager. This new program manager focuses on 

maintaining and enhancing the quality and timeliness of all aspects of the Part 1614 complaint 

process. OCR also now has a data analyst (sited within OHC and shared with OMWI) to perform 

trend and other data analyses, such as identifying triggers and barriers to EEO throughout the 

Bureau.s In addition, OCR procured approval to hire a Conflict Prevention Program Manager to 

focus on enhancements to EEO and non-EEO alternative dispute resolution (ADR) options. This 

4 This report can be found at bJtp_~;(fww.\'.X._~!?_Qi:_.gQv.!'.~~9_c;(t_C!?_~_fi:m:_~t.b~ril_$?JTI!?_O_t~rnp_9r_t._c;fm. 

S The EEOC defines a "trigger" to mean merely a data point "which alerts the agency to the possible existence of a 
barrier to equal opportunity." See Frequently Asked Questions About Management Directive 715, at Question 7 
(emphasis added), available at bJtp_$;(/ww_w.,~!?_Q(.gQv.!'.f~_Q!?.rilJ/9_lr!?_c;t!v_~$/.QC!r!9JUTIQ7_1_5_ . .({r::D. A "barrier" is a specific 
agency policy, procedure, or practice that limits employment opportun ities for members of a particular EEO group. 
The presence of a "trigger" does not necessarily suggest that a barrier to equal employment opportunity exists, 
much less that any possible barrier is unlawfu l. 
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individual onboarded early in FY 2017, and has brought extensive expertise from prior positions 

with the EEOC, the Employment Litigation Section in the Civil Rights Division of the U.S. 

Department of Justice, and (most recently) the Office of Compliance in Congress, where he led 

the nationwide ADR program for Congress (30,000+ employees). In an attempt to leverage 

expertise from within the Bureau, OCR also has detailed a Senior Attorney and leader from 

another CFPB division for a four-month period to assist OCR in evaluating ADR efforts. 

These newer resources add to the existing permanent, full-time OCR staff, which includes the 

OCR Director, a Senior Counsel, a Genera l Attorney, an EEO Specialist, a Paralegal Specialist, 

and a Senior Administrative Officer. OCR also shares an Administrative Assistant with OMWI. 

The Bureau does not yet have a Disability Program Manager and intends to hire one as soon as 

feasible. OCR will continue to leverage existing resources and to work with partners in OHC and 

OMWI to facilitate disability-related programming and affirmative employment efforts, 

including enhancing efforts as feasible given competing demands - consistent with MD-715 and 

the EEOC's new Section 501 affirmative action regulations6 - regarding the hiring, promotion, 

and retention of individuals with disabil ities and targeted disabilities at all CFPB pay bands. 

In addition, resources (through CFPB staff in OEOF and OHC, contractors, and detailees) are 

available to identify and work to eliminate barriers to employment for all protected groups. 

Personnel work together to gather and analyze relevant data (e.g., workforce statistics, 

complaints data, surveys, focus groups, exit interviews, anecdotal accounts), identify triggers 

and barriers, devise action plans, and then follow-up to determine the success of the action 

plans. OCR also has resources available through staff and contractors to ensure that allegations 

of un lawful discrimination in the workplace are processed in accordance with 29 C.F.R. Part 

1614 requirements. 

Finally, CFPB has allocated financial resources to create and/or maintain necessary Title VII 

and Rehabilitation Act programs. 

6 See82 Fed. Reg. 654 Uan. 3, 2017). 
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Attracting, developing, and retaining EEO staff 

One vital element to ensuring that EEO is integrated into the mission of the Bureau is to attract, 

train, and keep well-qualified staff within OCR. As mentioned above, during FY 2016, OCR hired 

an EEO Complaints Program Manager who previously worked at the EEOC (for approximately 9 

years) as both an AdministrativeJ udge and an Appellate Review Attorney within the EEOC's 

OFO. As also mentioned above, in FY 2016 OCR was allocated additional personnel resources to 

address critical programmatic needs, such as ADR. During FY 2016, OCR retained all of its 

permanent, full-time staff members, many of whom were first hired soon after OCR was 

established in FY 2013. (In FY 2016 an administrative assistant in OEOF did depart to join 

another federal agency, and OEOF has subsequently onboarded this person's replacement. In 

early FY 2017, an OCR EEO Specialist retired.) 

OCR staff has also received training to maintain the competencies necessary to accomplish the 

Bureau's EEO functions and mission. OCR management has provided or authorized various 

types of training (including webinars and presentations on significant EEOC cases) and 

procured helpful resources (such as current-awareness periodicals, treatises, and advanced 

research tools) to equip EEO staff with the knowledge and skills essential for a successful EEO 

program. Many of these trainings involve personnel from other Bureau divisions, such as OHC, 

presenting excellent opportunities for knowledge-sharing and collaboration across the Agency. 

Formal trainings attended by EEOC staff are included in the table below. 

TABLE 5: RECENT EEO STAFF TRAINING 

Training Date 

Privacy/Pl! Training October 20, 2015 

iComplaints Basics December 2, 2015 

Encrypted Email Procedures April 12, 2016 

Employees with Psychiatric Disabilities April 19, 2016 

Pregnancy in the Workplace April 20, 2016 

7 Habits of Highly Effective People April 25-27, 2016 

Email Management for Lawyers May 10, 2016 

7 Common Mistakes Agencies Make in the EEO Process May 18, 2016 
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Training 

EEO Counselor Refresher Training 

Deterring and Responding to Harassment 

Westlaw Training 

Crucial Conversations (Team-based Communications 

Training) 

Leveraging Disability-Inclusive Outreach 

Hiring, Promotions, and Internal Placement Actions 

EXCEL 

Federal Dispute Resolution 

Executive Leadership Training 

EEO Trends in LGBT & Pregnancy Discrimination 

Pay Equity Demystified: Practical Legal, Data, and 

Statistical Considerations 

Date 

May 26, 2016 

June 8, 2016 

June 14, 2016 

June 20-21, 2016 

June 30, 2016 

July 12, 2016 

July 19-21 , 2016 

August 1-4, 2016 

September 19-20, 2016 

September 21 , 2016 

October 31, 2016 

Recruiting, hiring, developing, and retaining supervisors and managers 

To ensure the Bureau integrates EEO into its da ily mission, CFPB works to hire, develop, and 
reta in supervisors and managers who have effective managerial, communication, and 

interpersonal ski lls to supervise most effective ly in a workp lace with diverse emp loyees and to 
avoid disputes arising from ineffective communications. One of the Bureau's top divers ity and 

inclusion goals is to recruit ta lent from a diverse group of potential app licants to develop a high­
performing workforce drawn from al l segments of American society. 

Each year, OH C's Talent Acqu isition (TA) Team and OMWI, in consultation with OCR, 

co llaborate to develop and execute a comprehensive recruiting program. The Bureau focuses on 

cultivating re lationships with core universities and organizations that best align with the 
Bureau's hiring needs; conducting targeted divers ity outreach through student-based programs 
and affinity affi liated industry events (e.g., Women in Technology, Hispanics in Law); and 

making specia l efforts to enhance the Bureau's visibility with organ izations representing diverse 
populations. 

This outreach al lows the Bureau to market CFPB as an employer of choice and to inform 
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potential candidates of upcoming job openings. CFPB's recruitment activity serves as a key part 

of the Bureau's overall strategy to promote opportunities to a diverse range of candidates from 

all segments of society. CFPB's goals include: 

• Recruit students and recent graduates. Changing societal demographics and an increase 

in federal government retirement create an opportunity to hire, promote, and retain new 

talent at the entry level. 

• Recruit experienced professionals. The Bureau values the experience and expertise of 

seasoned professionals and alumni whom CFPB encounters at affinity events. These 

events provide access to mid-level and senior-level talent from the private and public 

sectors who add to the Bureau's expertise and are potential candidates for management 

and executive positions (should internal executive selections not be made from the 

internal management pools). 

• Exposure. Recruiting events provide the Bureau with access to diverse talent pools 

designed to facilitate connections among parties and build visibility and credibility. 

• Awareness. Recruiting events enable the Bureau to promote its work and job 

opportunities to external populations unfamiliar with CFPB. 

A sampling of recruitment events originally planned for FY 2016 is included in the table below. 

TABLE 6: 2016 RECRUITMENT EVENT SPONSORS 

2016 Recruitment Event Sponsors 

Recruitmilitary 

Peace Corps 

Equal Opportunity Publications 

National Association of Black Accountants 

Association for Latin Professionals in Finance and Accounting 
(ALP FA) 

The League of United Latin American Citizens (LU LAC) 

Public Policy & International Affairs Program (PPIA) 

National Association for the Advancement of Colored People (NAACP) 
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2016 Recruitment Event Sponsors 

National Bar Association (NBA} 

National Council of La Raza (NCLR} 

Ascend Pan-Asian Leaders 

National Urban League (NUL} 

National LGBT Bar Foundation 

Hispanic National Bar Association (HNBA} 

National Association of Asian MBAs (NAAMBA) 

Congressional Black Caucus 

Gallaudet University 

National Black MBA Association 

National Asian Pacific American Bar Association (NAPABA} 

Howard University 

Atlanta University Consortium (Spelman, Morehouse, Clark Atlanta} 

The Bureau also uses the Professional Diversity Network (PON} to advertise opportunities for 

employment at CFPB. PON connects the Bureau to eight affinity career sites that provide access 

to three million registered users. Websites included in this network include ihispano.com, 

BlackCareerNetwork.com, WomensCareerChannel.com, Military2Career.com, ProAble.net, 

Acareers.net, OutProNet.com, Black Data Processing Associates, and disABLEDperson.com. 

To develop and retain managers and supervisors, the Bureau provides appropriate and critical 

training. This helps ensure CFPB managers and supervisors have - and feel properly equipped 

with - the skills and competencies needed to fulfill their responsibilities and duties under the 

Bureau's EEO program, as well as the ability to properly supervise a diverse staff of employees. 

Relevant training provided includes a mandatory 2-day EEO training through the EEOC 

Training Institute, a mandatory 2-day diversity and inclusion training, a mandatory 3-day 

Supervisory Development Seminar (SOS}, 8 days of mandatory Leadership Excellence Seminars 

(LES}, and a mandatory training on structured interviewing techniques for all "lead 
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interviewers" (as well as annua l mandatory No FEAR Act and harassment prevention training 
required of all Bureau employees). A number of these trainings are sequenced over a multi-year 

period. 

For instance, beginning in 2015, the Bureau has required all supervisors and managers to attend 

a two-day workshop entitled, "Leading Diversity and Inclusion at the Bureau." This workshop 
focuses on providing managers the awareness, knowledge, and skills needed to give due 

consideration to differences in culture, backgrounds, and experiences of staff and managers in 
managerial/supervisory processes, decis ions and actions. The training content includes: the 

business case for managing diversity; the subtle behaviors that signal unconscious bias; the 
manager's role in creating an inclusive workplace; equitable and bias-free approaches for 

managing diverse teams; giving effective feedback to diverse teams; managing disagreements 
across cultura l differences; and action planning. Evaluations of the training indicated that 

participants had a very high level of satisfaction with the content and with the workshop 
facilitators. 

OMWI, in co llaboration with OCR, also provided training to managers on legal compliance and 

diversity and inclusion in the performance evaluation process. This training focused on 
increasing awareness of legal compliance requirements and the types of biases and the ways in 

which bias can impact the performance evaluation process. 

TABLE 7: SAMPLE OF TRAININGS FOR MANAGERS AND SUPERVISORS IN FY 2016 

Training Audience Date 

Diversity and Inclusion in the 
All Managers and Supervisors Various Dates 

Performance Evaluation Process 

Diversity and Inclusion Leaders 
All Managers and Supervisors Various dates 

Training 

Leadership Excellence Seminars 
All Managers and Supervisors Various dates 

(LES) 

Supervisory Development 
All Managers and Supervisors Various dates 

Seminars (SOS) 

EEOC Training Institute 
All Managers and Supervisors Various dates 

2-Day Manager Training 

Structured Interview Training All Managers and Supervisors who 
Various dates 

(including D&I and EEO modules) serve as lead interviewers 
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Manager and employee engagement 

To ensure integration of EEO into its strategic mission, the Bureau also must engage managers 

and all employees in the Bureau's EEO Program and overall diversity and inclusion efforts. In 
part to enhance employee engagement, CFPB in 2015 implemented a Diversity and Inclusion 

(D&I) Strategic Plan. The plan outlines the Agency's affirmative employment and diversity and 
inclusion goals and priorities, and the specific actions that will support them. From 2016 until 
2020, the D&I Strategic Plan will govern diversity and inclusion in the Bureau's workforce, its 

supplier diversity efforts, and its work to promote diversity among regulated entities. The 

Bureau engages Division leadership to advance diversity and inclusion initiatives through 
assignment of a D&I goal in each Divisional Strategic Plan (developed in collaboration with 
OMWI and the Bureau's Office of Strategy) aimed at increasing the diversity among Division 

staff, and ensuring that the work environment is inclusive for all employees. The Bureau also 
facilitates engagement of senior leaders via the Quarterly Performance Review (QPR) process 

for all Divisions managed by the Office of Strategy. (In FY 2017, the QPR process has changed to 
a Triannual (three times per year) Performance Review (TPR) process.) 

The following are some additional specific initiatives currently in place at the Bureau to engage 
supervisors and managers, as well as the overall workforce, in advancing diversity and inclusion 

Agency-wide: 

• Executive Advisory (Diversity and Inclusion) Council (EA C). Th is cross-divisiona I group 

of 12 senior leaders works to strengthen and integrate diversity and inclusion at CFPB by 
providing strategic guidance, advocacy, and support. 

• Diversity and Inclusion Council of Employees (DICE). In FY 2016, the Bureau launched 

the inaugural term for this cross-agency group of employees. DICE is a group of 17 
employees from various demographics, pay band levels, positions, and geographic 

locations. DICE and the EAC both advocate for and provide critical perspectives. DICE is 
providing a platform for employees to give feedback to OCR and OMWI regarding EEO 
and diversity and inclusion efforts at CFPB, and will support affirmative employment 

and special emphasis programming efforts. (For instance, OCR received approval to 
leverage members of DICE to potentially serve as collateral duty special emphasis 

program managers.) 

• Employee Resource Group Policy In FY 2016, the Bureau finalized and adopted an 
official Employee Resource Group (ERG) policy to facilitate employee efforts to form 
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interest-based groups. ERGs at the Bureau wi ll serve as advocates for equal ity and 

d iversity and inclusion, and provide a means for employees to be active in supporting 

programs aligned with the Bureau's mission, such as the EEO Program. ERGs will foster 

employee engagement throughout CFPB by strengthening inclusion and understanding 

of cultural differences. ERGs also w ill contribute in ways that help the Bureau hire, 

retain, and develop its d iverse workforce. Recently, the Bureau's first official ERGs -

CFPB Pride (for LGBTQ+ employees and all ies) and CFPB Adelante! (for 

Hispanic/Latino employees and allies) formed. Additional ERGs are be ing planned and 

wi ll be created soon. 

• Union Outreach. OCR has engaged in outreach to the leadership of the NTEU chapter 

representing (as of the end of FY 2016) approximately 1, 115 Bureau employees. OCR 

leadership met with the NTEU local board to understand how OCR cou ld better educate 

bargaining unit members, and subsequently presented a one-hour tra ining for 

bargaining unit members t it led "Everything You Ever Wanted to Know About the 

Bureau's Office of Civil Rights and the 'EEO Process' (But May Have Been Afraid to 

Ask!)." 

Further, OCR, in collaboration w ith OHC, OMWI, External Affa irs, and CFPB's Culture Team, 

has been successfu l in getting employees and managers involved in Heritage Month/Special 

Observances and other diversity-related events. For example, in FY 2016, various employees and 

managers helped plan and present the w idely attended events listed in the tab le below. 

TABLE 8: HERITAGE MONTH AND DIVERSITY EVENTS 

Heritage Month and Diversity Events 

National Disability Employment Awareness Month: "My 

Disability Is One Part of Who I Am - A Conversation with 

Bureau Colleagues" moderated by OCR Director and 

featuring an OCR employee 

National Native American Heritage Month: Lunch and 

Learn featuring Ann Marie Bledsoe Downes, the Deputy 

Assistant Secretary, Indian Affairs for Policy and 

Economic Development, Department of the Interior 

Black History Month: Lunch and Learn featuring U.S. 
Representative Keith Ellison, Minnesota's 5 th 

Congressional District 

Public Service Recognition Week: Presentation from the 
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November 3, 2015 

November 19, 2015 

February 23, 2016 

May 4, 2016 



Hon. Andrew Young, former Ambassador to the United 

Nations, U.S. Congressman, and Mayor 

World Day for Cultural Diversity: 

A day to learn about and celebrate the cultures of CFPB 

employees 

The Life and Experiences of a Supreme Court Justice: A 

Conversation with Hon. Sonia Sotomayor 

LGBTQ+ Pride Month: Presentation on LGBTQ+ 

Workplace Rights featuring Louis Lopez, Associate 

Special Counsel, U.S. Office of Special Counsel, and two 

OCR employees/LGBTQ+ legal experts, and Observance 

Honoring the Victims of Orlando Hate Crime 

LGBTQ+ Pride Month: Screening of "Uniquely Nasty: A 

History of the U.S. Government's War on Gay 

Employees" featuring narrator and reporter Michael lsikoff 

Caribbean American Heritage Month: A cultural 

celebration to educate about the Caribbean region and its 

role in American History 

Distributing EEO information 

May 19, 2016 

June 7, 2016 

June 22, 2016 

June 29, 2016 

June 30, 2016 

The Bureau uses various media and other innovative means to distribute EEO information. 

These efforts ass ist in ensuring that EEO is integrated into the Agency's strategic mission and 

crucia l EEO-related information is readily accessible at all t imes. The Bureau makes use of 

virtual ly all of the ideas suggested by the EEOC in its September 2014 publication entit led 

"Preserving Access to the Legal System: A Practical Guide to Providing Employees w ith 

Adequate I nformation about Their Rights under Federal Equal Employment Opportunity (EEO) 

Laws and Regu lations.''7 The various means used to dist ribute information is described in the 

tab le be low. 

7 This guidance is available at httP-:ll.www_._~~.Q~_.g9_y(_(f:drn1Jf9_~~?_f:r.Yl ri_g_~~.!'.-~?-~,~fm . 
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TABLE 9: MEDIA USED TO DISTRIBUTE EEO INFORMATION 

Media Used To Distribute EEO Information 

Regular email notifications via "Ops Digest" and "Manager Minute" publications 

Regular email messages from the CFPB Director and OCR Director 

Annual statements from the CFPB Director on the No FEAR Act and on the Bureau's EEO 

Policy and Anti-Harassment Policy, provided in email and printed formats, and posted on the 

Bureau's intranet 

Posters placed throughout all Agency facilities in break rooms and work rooms 

A tri-fold brochure on EEO rights and responsibilities 

Display Stands with relevant hard-copy information placed near every elevator bank, in OHC, 

and in OCR office space 

Digital Display Boards (i.e., large monitors) in elevator banks in CFPB headquarters featuring 

rotating slides including brief messages on EEO and diversity and inclusion-related topics 

Guide to the Office of Civil Rights (distributed immediately to all new employees) 

EEO Resource Manual for Managers and Supervisors (provided to all new supervisors and 

during mandatory 2-day EEO training) 

Intranet and internet content, including all relevant policies and Frequently Asked Questions 

about OCR and discrimination-related topics, and periodic All-Employee "Announcements" on 

the homepage of the Bureau's intranet 

EEO-related notices on employee paystubs (containing a new notice each pay period) 

Formal training including: New Employee Orientation (NEO); mandatory annual No FEAR Act 

and harassment prevention trainings; mandatory Supervisory Development Seminar (SOS); 

and mandatory 2-day manager EEO training led by the EEOC Training Institute; mandatory 

two-day diversity and inclusion training for new supervisors ; mandatory diversity and inclusion 

training for all employees 

I n-person d issemination of information is perceived by many as the most effective means to 

distribute EEO information. To that end, a member of OCR staff distributes a hard copy " Guide 

to the Office of Civil Rights" to every new Bureau employee, in person, on or near his or her very 

first day of employment. This guide conta ins detailed information on discrimination, 

harassment , and reta liation, and the EEO process - including the Part 1614 process and t he 45-

ca lendar day t imeframe for initiating EEO counse li ng. I n addit ion, OCR created and distributes 

an "EEO Resource Manual for Managers and Supervisors" providing practi ca l guidance on EEO 

compliance. Further, OHC sends each new manager a "C FPB New Manager Onboarding 

Information" guide that also conta ins critica l EEO and diversity and inclusion information. 
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OCR also conducts, collaborates in presenting, and/or sponsors numerous in-person trainings, 

as well. In his FY 2016 EEO Policy/Anti-Harassment Statement, Director Cordray conveyed his 

expectation that all Bureau employees prioritize diversity and inclusion and EEO training and 

put what they learn into practice every day. For example: 

• All 246 new hires at the Bureau (100%) completed mandatory New Employee 

Orientation Training during FY 2016, during which OCR staff provides an overview of 

EEO rights and responsibilities (including explaining the Part 1614 process and 

emphasizing the 45 calendar day timeframe for contacting an EEO counselor). 

• A total of 234 employees completed mandatory diversity training in FY 2016. CFPB 

began offering this two-hour awareness raising workshop to non-managerial employees 

to help develop a shared understanding of diversity and inclusion at the Bureau. The 

workshop focuses on the importance of diversity and inclusion in strengthening 

individual competence for interacting effectively in a diverse workplace and the ways in 

which an understanding of diversity and inclusion contributes to the effectiveness of the 

Bureau's work in serving consumers. As of the end of FY 2016, 1,099 CFPB employees 

had completed this training, with the remainder scheduled to complete it by the end of 

calendar year 2016. Evaluations of the training indicated that it was well received and 

effective in increasing employees' awareness of the importance of diversity and inclusion 

to the Bureau's overall effectiveness. 

• A total of 65 supervisors and managers completed a mandatory 2-day EEO Training 

conducted by the EEOC Training Institute in FY 2016, for a total of over 250 to date. 

• A total of 47 supervisors and managers completed mandatory Leadership Excellence 

Seminars (LES) in FY 2016, and over 200 total supervisors and managers have 

completed these seminars to date. 

• A total of 56 supervisors and managers completed the mandatory Supervisory 

Development Seminar (SDS) in FY 2016, and approximately 265 total supervisors and 

managers have completed this seminar to date - almost 95 percent. 

• A total of 112 supervisors and managers completed the mandatory supervisor 2-day 

diversity training in FY 2016, and approximately 230 total supervisors and managers 

have completed this training to date - approximately 83 percent. 
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• A total of 44 employees completed structured interview training mandatory for all "lead 

interviews" in FY 2016, and approximately 294 total employees have completed this 

training to date. 

• A total of 1132 employees (69 percent) and 236 supervisors and managers (82 percent) 

completed mandatory performance management training containing EEO and diversity 

and inclusion components in FY 2016. 

In addition, each year all Bureau employees must take a one-hour web-based training on the No 

FEAR Act, and a separate one-hour, web-based training on harassment prevention. 

Approximately 85 percent of employees completed this mandatory No FEAR Act training in FY 

2016, and over 95 percent of employees completed the mandatory harassment prevention 

training in FY 2016. By FY 2018, OCR hopes, depending on resource availability, to begin 

offering live annual mandatory No FEAR Act and harassment and retaliation training for 

employees, and to develop and rollout an EEO "refresher" training curriculum for experienced 

supervisors and managers. 

In FY 2016, OCR also launched a new "Top 10 EEO Tips" series of optional webinars for all 

Bureau employees. This series of virtual brown bag presentations by OCR is designed for all 

CFPB personnel (managers/supervisors and non-supervisory employees), and provides "bite 

size" - 30 minutes maximum - training in the form of practical tips on EEO rights and 

responsibilities. The first installment of the series was for Mental Health Awareness Month in 

May 2016, and offered tips on "Mental Health Awareness and You." OCR will continue to offer 

new webinars as part of this series in FY 2017, with upcoming installments likely addressing 

topics such as Top 10 EEO Pitfalls, reasonable accommodations (including for pregnancy­

related limitations and religion), and retaliation. In FY 2017, OCR also hopes to develop and 

launch web-based training on compliance with Sections 504 and 508 of the Rehabilitation Act of 

1973. 

Further, the OCR intranet page is an excellent resource for individuals wanting information 

about the EEO process. The OCR intranet page clearly describes the Part 1614 process, contains 

links to all pertinent policies and procedures, and offers a section of plain-language Frequently 

Asked Questions (FAQs) that is updated and augmented routinely. (This section of the intranet 

also welcomes and solicits ideas for additional FAQs, encouraging those visiting the site to email 

OCR with suggestions for topics about which additional guidance or clarification could be 

helpful.) The OCR intranet page also contains contact and location information for OCR, 
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including contact information for all OCR staff, to ensure that employees can easi ly seek OCR's 

assistance in person or vi rtua lly. 

5.3 Essential Element 3: Management and 
program accountability 

Management Directive 715 exp lains that a model Title VII and Rehabilitation Act program wi ll 

ho ld managers, supervisors, EEO officials, and personnel officers accountable for the effective 
implementation and management of an agency's program. Per MD-715, in ensuring such 
accountability, the Bureau must: 

• Conduct regular internal audits, on at least an annual basis, to assess the effectiveness 

and efficiency of the Ti tle VII and Rehabilitation Act programs and to ascertain whether 
the Agency has made a good fa ith effort to identify and remove barriers to equa lity of 

opportunity in the workplace. 

• Establish procedures to prevent all forms of discrimination, includ ing harassment, 
retaliation, and fai lure to provide reasonable accommodation to qua lified individuals 

with disabil ities. 

• Evaluate managers and supervisors on efforts to ensure equa lity of opportunity for all 

employees. 

• Maintain clearly defined, we ll -commun icated, consistently appl ied, and fa irly 
implemented personnel policies, selection and promotion procedures, evaluation 

procedures, rules of conduct, and training systems. 

• Implement effective reasonable accommodation procedures that comply with app licable 
executive orders, EEOC guidance, the Arch itectural and Transportation Barriers 

Compliance Board's Uniform Federal Accessibi lity Standards and Electronic, and 
Information Technology Accessibil ity Standards (and ensure that EEOC has reviewed 

those procedures when initia lly developed and if procedures are later significantly 
modified). 

• Be mindful of the Agency's disabi lity program obligations, including the provision of 
reasonable accommodations, when negotiating collective bargaining agreements with 
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recognized labor organization(s) representing Agency employees. 

• Ensure effective coordination between the Agency's EEO programs and related human 
resource programs, including the Federal Equal Opportunity Recruitment Program 
(FEORP), the Selective Placement Programs, and the Disabled Veterans Affirmative 

Action Program (DVAAP). 

• Review each finding of discrimination to determine the appropriateness of taking 

disciplinary action against Agency officials involved in the matter. Track these decisions 
and report trends, issues, and problems to Agency leadership for appropriate action. 

• Ensure compliance with settlement agreements and orders issued by the Agency, EEOC, 

and EEO-related cases from the Merit Systems Protection Board, labor arb itrators, and 
the Federal Labor Relations Authority.a 

Audits and Reviews of CFPB programs 

The Bureau uses internal audits and assessments (among other methods) to ensure 

management and program accountab ility. In FY 2016, CFPB conducted or was involved in 
various audits and reviews of its EEO program to ascertain whether the Bureau has made a good 

fa ith effort to identify and remove barriers to equal opportunities in the workplace and promote 
diversity and inclusion Agency-wide. 

Most notably, as part of the EEOC's oversight responsibility for federal agency EEO programs 
and per the EEOC's Federal Sector Complement Plan (FCP), the EEOC's OFO conducts technical 

assistance vis its to various federal agencies each year. For FY 2016, EEOC selected 74 agencies, 
including CFPB, for technical assistance visits. OnJ anuary 11 , 2016, OFO staff met with 
personnel from OCR, OHC, and OMWI to review the status of CFPB's EEO program with 

respect to its: (1) Schedule A conversions; (2) anti-harassment program; (3) reasonable 
accommodation program; (4) barrier analysis focused on access to executive level positions; and 

8 See M D-715, Model Agency Title VII and Rehabilitation Act Programs, at Section II.C., available at 
h!tP-?.:t:tw.~w,~-~9.~,gq~tf~9-~rn!t.dir.~~w~~lm9.7J.~,~Jrn . 
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(5) compliance with EEOC's Management Directives. In a letter to the OCR Director datedJ une 

24, 2016, the EEOC stated (among other things): 

• "We are pleased to note that CFPB stated in its response to our RFI that the agency 

regularly converts its Schedule A appointees to competitive status after two years of 

satisfactory performance. We urge CFPB to continue to ensure that its Schedule A 

employees are timely converted to the competitive service." 

• "We are pleased to note that in FY 2015, CFPB implemented a recruitment and outreach 

plan for individuals with targeted disability and it has established a goal of 2% to hire 

and retain individuals with [a] targeted disability. Although CFPB did not specifically set 

aside positions for Schedule A appointments in FY 2015, the Office of Human Capital, 

Office of Civil Rights (OCR), and Office of Minority and Women Inclusion (OMWI) urge 

hiring officials to consider the use of the Schedule A hiring authority to fill vacancies. 

Further, the agency explained that its recruitment officials are trained on all federal 

hiring rules, including special hiring authorities such as Schedule A. We would also like 

to highlight that CFPB's Director announced its plans to partner with another federal 

agency to increase its hiring of individuals with intellectual disabilities. We look forward 

to reviewing CFPB's progress in this area in its next MD-715 report." 

• "Further, we commend CFPB for providing 'Disability and Reasonable Accommodation 

Training' to managers and supervisors and disability etiquette tips to all employees. In 

addition, we are pleased to note that CFPB has established a tracking system to ensure 

that the agency responds to accommodation requests in a timely manner. We urge the 

agency to continue its strong support of the reasonable accommodation program." 

• "We thank CFPB for submitting its anti-harassment policy, entitled CFPB Procedures 
Related to Reporting Harassment and Inappropriate Conduct After reviewing the 

policy, we determined that the document cover[s] all types of harassment and addresses 

all six elements [essential for an effective anti-harassment program and procedures]. 

However, the policy does not specifically require periodic training to all managers and 

supervisors. We expect CFPB to establish a plan to update its policy statement to reflect 

the periodic training on harassment that is currently provided to all supervisor[s] and 

managers." 

• "[T]he Office of Human Capital, which is responsible for the anti-harassment program at 

the CFPB, completes management inquiries in an average of 2 to 4 months, depending 
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on the circumstances. With regard to prompt investigations, CFPB should be aware that 

management inquiries must commence within ten (10) days of receiving notice of 

harassment of allegation. See Complainant v Dep/t of Veterans Affairs, EEOC Appeal 

No. 0120123232 (May 21, 2015). We note that at the time of our meeting injanuary 

2016, CFPB did not yet track the number of days that have elapsed between receiving a 

complaint and commencing the investigation; however, the agency now monitors the 

timeliness of its management inquiries. We applaud CFPB for implementing a 

centralized tracking system to monitor the status of its management inquiries, and look 

forward to reviewing the agency's continued progress on this front in the Executive 

Summary of its next M D-715 report." 

• "We note that with the exception of Men overall, Hispanic males, and Asian males, all 

other EEO groups had lower-than-expected participation rates in CFPB's senior level 

positions (SLP) in FY 2015, when compared to their rate in [A]gency's permanent 

workforce. In Part I of its FY 2015 MD-715 report, CFPB identified triggers involving 

Black males and females, but has not yet found a policy, procedure, or practice that is 

causing a barrier. The agency stated that its preliminary analysis did not reveal any 

discriminatory policies, practices, or procedures that have created a barrier. CFPB 

established plans in Part I to continue to examine the promotion practices and address 

any problematic practices, and review surveys to assess whether any information 

contained in results could help explain the cause of low participation among certain 

groups in higher banded positions." 

• "We commend CFPB for its barrier analysis efforts and hope this letter will assist the 

agency in identify ing whether a barrier exists in its SLPs .... [W]e suggest that CFPB 

focus on [possible] barriers for Black males and females. Ultimately, CFPB should look 

for possible connections between the triggers in its workforce statistics and any policies, 

procedures, or practices that might be causing those discrepancies. In particular, we 

suggest that CFPB implement the following planned activities: (1) identify the typical 

background and experience of individuals selected to the SLP and other senior pay 

positions; (2) review the qualifications of Black males and females seeking career 

advancement; (3) examine the recruitment of Black males and females into the senior 

grade levels and management positions; (4) investigate every phase of the merit 

promotion process for the senior grade positions; (5) interview employees from the 

human resources office about their screening process; (6) meet with members of the 

interview panel about their process of identifying best-qualified applicants and their 
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interview questions; (7) compare the qualifications of Black male and female applicants 

to the selectees' qualifications; (8) review the various voting stages for disapproval of 

Black males and female candidates; (9) conduct a longitudinal review of applicant flow 

statistics found in tables A7, A9, and A11; (10) review the participation of Black males 

and females by grade level in the occupations with upward mobility; and (11 ) meet with 

selecting officials to examine their experiences in the hiring process and to discuss their 

perception of Black candidates. We look forward to reviewing CFPB's continued progress 

on this front in Part I of its next MD-715 report. In addition, we request that CFPB 

provide an update on its use of a blind selection process for SLS vacancies, which EEOC 

considers a best practice." 

• "CFPB does not yet collect all of the workforce data, including all applicant flow data, 

which is necessary in order to conduct barrier analysis. In Part Hof its next MD-715 

report, we expect CFPB to show meaningful progress toward capturing all the required 

workforce data. We look forward to reviewing CFPB's progress in this area in future MD-

715 reports." 

Notably, the EEOC did not infer or conclude that CFPB had engaged in any unlawful 

employment practice, and did not identify any specific barrier to equal employment opportunity 

for any demographic group. As feasible given competing demands and limited resources, the 

Bureau is focusing on incorporating all of the best practices identified as part of the EEOC's 

technical assistance. 

OCR is currently working with various stakeholders, including OHC, OMWI and the Executive 

Advisory Committee (EAC), to ensure EEOC's suggestions are incorporated into the Bureau's 

EEO program. For instance, OCR has consulted with OHC on a process to update its anti­

harassment policy to reflect that periodic training is required for all managers and supervisors. 

OHC is also working diligently to reduce the average number of days to complete anti­

harassment inquiries in line with EEOC guidance and case law.9 With respect to disability 

9 The length of the inqui ries varies widely depending on the number of allegations made, the complexi ty of the 
allegations, the number of witnesses interviewed, and whether or not an outside investigator was procured to 

37 EEO PROGRAM STATUS REPORT FOR FY 2016 



recruitment and hiring, the Bureau in FY 2016 drafted (and in FY 2017 will finalize) an official 

Schedule A policy to encourage continued and greater use of th is hiring flexibility. (In FY 2017, 

OHC will also work on finalizing a set of Standard Operating Procedures to assist applicant 

seeking reasonable accommodations.) Further, the Bureau's Chief Human Capital Officer has 

reached out to the Federal Communications Commission to leverage lessons learned and 

explore partnerships to increase the employment of individuals with intellectual disabilities. The 

Bureau's efforts to implement the EEOC's recommendations regarding lower-than-expected 

participation rates in CFPB's senior level positions of certain demographic groups are addressed 

in greater detail in Part I-4 of th is report. 

During FY 2016, other external reviews or assessments shed light on the Bureau's EEO and 

diversity and inclusion efforts. An annual comparison by the nonprofit Partnership for Public 

Service found that in 2016, CFPB ranked 4th out of 26 peer agencies for support for diversity (a 

category measuring the extent to which employees believe that actions and policies of leadership 

and management promote and respect diversity). Overall, CFPB placed 8 out of 27 mid-size 

agencies in the Partnership for Public Service's ranking of Best Places to Work. 

In addition during 2016, the Professional Diversity Network selected CFPB for its "Diversity 

Excellence Award" and named the Bureau one of PDN's "TOP 10 Leading Employers in 

Diversity" from among 2200 employers across the nation. The criteria PON used to make th is 

award include: 

• Percentage of resources and outreach budget assigned specifically to diversity; 

• Number of job openings actively promoted to a diverse audience; 

• Senior leadership statements, policies, and objectives specific to diversity recruitment; 

• Quality of content in diversity recruitment outreach; 

• A culture of inclusion within HR and throughout the organization as a whole; and 

conduct the investigation. In the majority of cases, inquiries took between 2-4 months. A true "average" number 
would be inaccurate due to outlying cases that took significantly longer due to the particular circumstances, but in 
FY 2016, the shortest anti-harassment inquiry was completed in 14 days. 
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• A systematic, comprehensive and defined diversity recruitment strategy. 

The Bureau also was featured as a "Company to Watch" in Universum's Top 100 Employers 

publication. Universum is a global branding and consulting firm which annually surveys over 

75,000 college students at over 300 institutions about the companies they admire most and 

would most want to work for. CFPB's feature includes a profile of Monica Romero, an Examiner 

from the Bureau's Western region. 

Further, injanuary 2016, Careers & the disABLED, a magazine targeted to the recruitment of 

persons with disabilities, named CFPB the 13th Best Federal Agency Employer for persons with 

disabilities. 

In FY 2015, the Office of the Inspector General (OIG) of the Board of Governors of the Federal 

Reserve released its resu Its of its audit to assess the efficiency and effectiveness of the Bureau's 

EEO diversity and inclusion efforts and its EEO complaint processing program. The report, 

CFPB Can Enhance Its Diversity and Inclusion Efforts, issued on March 9, 2015, states that 

regarding the 29 C.F.R. Part 1614 complaint process: 

• "CFPB has policies and procedures for each of its employee complaint processes [e.g., 

EEO complaints]." 

• These "processes give employees the opportunity to have their complaints heard, 

investigated, and redressed in a fair and equitable manner." 

• "CFPB adheres to several laws and regulations related to its OEEO [Office of Equal 

Employment Opportunity - OCR] and the processing of EEO complaints."10 

During FY 2016, CFPB made substantial progress on or completed OIG recommendations 

including, for example, obtaining commercial software to support EEO complaint tracking and 

reporting requirements, mandating diversity training, creating a D&I Strategic Plan, and 

creating a Succession Planning and Career Pathing Guide. On September 30, 2016, the OIG 
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wrote to the Bureau closing out an additional recommendation and confirm ing that on ly six11 of 

the origina l 17 recommendations remain open. 

In November 2015, the minority staff of the U.S. House of Representatives Committee on 

Financial Services issued a report titled The Dodd-Frank Act Five Years Later: Diversity in the 
Financial Services Agencies.12 This report reviewed audits of seven financ ial regu latory agencies 

including the OIG audit of CFPB discussed above. The various OIGs for fi nancial regulatory 
agencies had been asked to review the agencies' internal operations to determine whether any 
personnel practices have created a discriminatory workplace or have otherwise systematica lly 

disadvantaged minorities and women employees, particular ly from obtaining senior 
management level positions. The report high lighted the number of changes CFPB has instituted 

to its workforce practices designed to remedy perceived past shortcomings and proactively 
prevent discrimination. The report commended CFPB for evaluating its Performance 
Management Review (PMR) program, and determ ined that CFPB's wil lingness to hold itself 

accountable for achieving a non-discriminatory work environment was an "agency best 

practice." 

OnJ une 21, 2016, the Government Accountabil ity Office (GAO) released a report describing the 
CFPB's ongoing work to foster a diverse and inclusive workforce and posit ive organizational 

culture. 13 The report examined a wide variety of diversity and inclusion efforts underway at 
CFPB, noted progress that the Bureau has made, and identified recommendations on how to 

further enhance init iatives to promote the Agency's broad diversity and inclus ion goals. 

After its two-year review, GAO reached a number of important conclusions. First, GAO expressly 

recognized that CFPB has engaged in ongoing improvement efforts in response to cha llenges 

11 To date, only three recommendations related to OEOF remain open and the Bureau has met with the IG to discuss 
officia lly closing them out. 

12 This report is available at 
.hm1;t/9.~m9.m!t~,fin\3.o_c;[qJ~-~rY'.l~~$,b.9.1J~_~,gQY'.tn~.1~.c~t.cJ.Q~_vm~_oJ$[MJ~_._q~.J?x?.0_9_!:;1,1m~ri.HR:::~~~-4~J. 

13 See Consumer Financial Protection Bureau: Additional Actions Needed to Support a Fair and Inclusive 
Workplace (pub.J une 20, 2016), available at httP.;aww.w .. g\:l_Q,gQ_lt'.t.P-rni:i\J.rn>/~A.0.:1J:?:.R?. 
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that the Agency first identified in late 2013 and early 2014, including working "to strengthen 

personnel management practices and enhance its diversity and inclusion efforts." GAO also 
specifically noted that CFPB has expanded management training, developed new guidance on 

personnel practices, developed a new performance management system, and "made progress in 
adopting leading diversity management practices identified in prior GAO work, such as 

finalizing a diversity strategic plan, creating employee diversity groups, and expanding diversity 
training." GAO further noted that the CFPB "launched a new initiative to strengthen its 
organizational culture that includes obtaining employee input on ideas for improving CFPB's 

culture and addressing employee concerns. Finally, CFPB has strengthened its employee 
complaint processes by providing new training and guidance and creating feedback mechanisms 

to help evaluate progress in some areas." All of this, GAO found, showed that "CFPB's diversity, 
inclusion, fairness, and culture efforts represent a significant change management initiative." 

The GAO report made only two limited recommendations, none of which was specific to OCR 

operations: 

• CFPB should more "comprehensively report on its imp lementation goals and progress 
across these efforts." 

• CFPB has developed feedback mechanisms to evaluate the effectiveness of its EEO 
complaint process, and should expand those same mechanisms for its non-Part 1614 

employee grievance processes (i.e., the negotiated grievance process for bargaining unit 
members and the administrative grievance process administered by OHC for non­

bargaining unit members). 

Bureau leadership immediately began working to implement both of GAO's recommendations. 
With respect to the first recommendation, OEOF, OHC, and the Office of Strategy, along with 

other Bureau stakeholders, have implemented a detailed D&I project tracking initiative. 
Regarding the second recommendation, OCR shared its current comprehensive program 

surveys with OHC as potential models for grievance-process feedback. The Bureau has also 
worked with NTEU to develop a means of collecting feedback on the current negotiated 

grievance process. 

Diversity and inclusion form an especially critical component of an effective organizational 

culture. GAO's perspective provides valuable insight and points to opportunities for continuous 
improvement. GAO's report recognizes that CFPB has taken many steps considered best 
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practices, citing "new policies, guidance, and training; efforts to enhance communication about 
personnel practices; several enhancements to diversity and inclusion efforts; and the new 

Workforce of the Future initiative to strengthen the organizational culture, among others." 

CFPB also carefully monitors and incorporates employee feedback on its EEO program and 
overall diversity and inclusion efforts. For instance, during FY 2016 OCR drafted a new survey 
specifically sol iciting feedback from relevant stakeholders about all stages of the EEO process, 

including the counse li ng and investigation stages, in addition to the use of ADR, and improved 

the design of the survey instrument to include a five-level rating scale instead of yes/no 
questions. The OCR survey includes questions about (1) whether the parties involved in 
alternative dispute resolution acted in good faith; (2) confidence that confidential ity was 

maintained during the informal process; (3) fairness of the counseling and investigative 
processes; and (4) the fairness and impartiality of EEO counselors and investigators (among 
many other items). 

The Bureau conducted its most recent comprehensive employee viewpoint survey - what CFPB 

ca lls the Annual Employee Survey (AES) - in August 2016. AES measures employee engagement 
and satisfaction throughout the Bureau, and provides crucial insight on employee perceptions 
about fairness and equality at CFPB. In FY 2016, the Bureau's survey response rate was 87.6 

percent - an increase over the response rate from FY 2015. 

In FY 2016, CFPB again used portions of the AES results to calculate what the Office of 

Personnel Management (OPM) has defined as the "Inclusion Quotient." The Inclusion Quotient 
measures workplace practices or habits related to inclusiveness, which research confirms 

contributes to employee engagement and organizational performance. This "IQ" metric is 
separated into several factors or indices: Fai r, Open, Cooperative, Supportive, and Empowering. 
Goals and progress in this IQ measure are reported annua lly in CFPB's Strategic Plan, Budget 

and Performance Plan and Report. In FY 2016, the Bureau's Inclusion Quotient was 67.5 
percent - an improvement upon the IQ of 65.8 percent from FY 2015, and significantly higher 

than the FY 2016 government-wide IQ of 58 percent. On the metric of Open, specifically -
questions dealing with whether diversity and inclusion are promoted by the Agency and/or 

managers - CFPB's favorabi lity score of 69.7 percent is higher than the government-wide score 
of 57 percent. 

Bureau respondents to the FY 2016 AES across demographic groups indicated deep trust in their 
immediate supervisors, with 90.8 percent responding that their supervisor treats them with 
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respect and 87.8 percent indicating that their supervisor supports the need to balance work and 

other life issues. 

Overall, FY 2016 AES results revealed SO "Strengths,"14 three "Challenges,"1s seven "Issues to 
Watch,"16 six "Improvements," and O "Declines." Many survey items displayed no significant 

demographic differences, and 42 of the items represented strengths for every demographic 

group. Shared strengths are concentrated around the topics involving my work experience, my 
work unit, my supervisor, management, and overall satisfaction. These include feeling that my 
work is important, people in my work unit share knowledge and help each other, my supervisor 

treats me with respect, and I am satisfied with my job overall. 

At the same ti me, there are some areas of difference in responses between demographic groups 

that present opportunities for further enhancements, and which will be monitored by OEOF, 
OHC, and the Bureau's Office of Strategy. Bureau partners in OEOF, OHC, and the Office of 

Strategy are continuing to analyze these results to determine if there are any triggers creating 
barriers for equal opportunities .17 

Additionally, sinceJ uly 201 1, CFPB has taken quarterly surveys of new employees. These 
surveys provide an innovative approach to engage in ongoing barrier analysis. The surveys are 
given to employees every quarter during the first year of their employment (four times in the 

first year), and ask questions about the employees' sat isfaction with various areas of 
employment, including the recruitment experience, the application and hiring process, new 

employee orientation and training, supervision, and engagement. The surveys are then analyzed 

14 Items that are 65 percent or more positive (percent favorable) are strengths. Percent favorable (positive ratings) is 
the sum of two categories (e.g., Strongly Agree/ Agree or Very Satisfied/Satisfied). 

15 Items that are 35 percent or more negative (percent unfavorable) are areas of challenge. Percent unfavorable is the 
sum of two categories (e.g., Strongly Disagree/Disagree or Very Dissatisfied/Dissatisfied). 

16 Items that are 25 percent or more negative (percent unfavorable) are issues to watch. Percent unfavorable is the 
sum of two categories (e.g., Strongly Disagree/Disagree or Very Dissatisfied/Dissatisfied). 

17 For more information on CFPB's FY 2016 AES survey results, see httP-;Uww.~,rnn~!.J.m~rfinil.IJ.~~~g9_y/(l~til.: 

r.~?~?r.<.;ht r.~?-~il-~<.;h~ r.~ P-9.m!Z.0.1. 9.:<.;f P-P.:?.r:in !.l ?J.-gmp_l.QY-~~:? J.J r~~Y.: r.~?.LJ ! t?. 
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by data experts who brief OCR, OMWI, and OHC on a quarterly basis on the results. These 

results are analyzed to assess the experiences of different demographic groups of employees. At 
the end of the year, these results are presented in the aggregate, and allow the Bureau to 

monitor for any potential triggers. 

Similarly, exit surveys are provided to each individual who leaves the Agency for any reason, to 

help identify any trends and triggers related to reasons for departure. OPM provides the survey 
results to CFPB, and the aggregate data is compared by race, ethnicity, and gender to again 
facilitate the Bureau's understanding of whether (and how) the experience of different 

demographic groups of employees is similar or different. The aggregate data is analyzed on a 
quarterly and annual basis, and is compared to results from previous fiscal years, to determine 

whether triggers exist and further analysis is necessary to identify any potential barriers to equal 
employment opportunities. If any of the individual, anonymized responses indicate potential 
discrimination, the OCR Director is notified. 

As a follow-up to survey results, various audits, and the EEOC's technical assistance visit, and in 
line with MD-715 guidance, in FY 2015 and continuing during FY 2016, the Bureau began 

conducting an analysis of historical applicant data to determine whether there were any triggers 
that could be creating barriers for demographic groups in the Bureau's hiring process. The 

preliminary data review indicated that CFPB was consistent with government-wide trends and 
there may be opportunities for improvement. OCR, OMWI, and OHC are currently working 

together to better understand and appropriately address the data results, and will apprise EEOC 
of progress. This progress is addressed in greater detail in Part I-1 of this report. 

Evaluating Managers and Supervisors 

The Bureau has taken measures to ensure that managers and supervisors are evaluated on their 

efforts to ensure equal opportunity for all employees. These measures are included in managers' 
and supervisors' performance plans. Specifically, executives' performance plans evaluate their 

ability to "leverage diversity," and whether they foster and develop an inclusive workplace where 
a diverse set of talents and perspectives are valued in accomplishing the vision and mission of 

the Bureau. Additionally, all non-executive supervisors are evaluated on whether they are able to 
grow and retain a diverse staff, support diversity and inclusion initiatives, and cooperate with 
EEO inquiries. The Bureau has also added a D&I competency, along with a list identifying 

specific behavioral indicators to evaluate, to its Leadership Competency model, and to the Non-
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Supervisory Employee Competency Model that addresses the importance of D&I competency for 

all. 

The Bureau's Associate Directors - top-level Division leaders - are also held directly 

accountable for fostering diversity and inclusion within their Divisions. During FY 2016, 

Associate Directors met with Director Cordray four times and reported on D&I progress, as part 

of the Quarterly Performance Review (QPR) process. These regular reviews ensure awareness at 

the highest leadership levels, support prompt and immediate action when issues arise, and 

incentivize Associate Directors to hold their management teams accountable for successful 

implementation of diversity, inclusion, and EEO principles and goals. 

In addition, the Bureau's robust Part 1614 complaints process, which is administered by OCR, 

safeguards employee civil rights and provides appropriate relief for statutory violations. OCR 

issued a Final Agency Decision in FY 2016 finding violations of both the Rehabilitation Act and 

Title VII of the Civil Rights Act with respect to one individual. This was the first finding of 

discrimination against the Bureau to date; no other findings have been issued against the 

Bureau (e.g., from the Bureau itself, the EEOC, the Merit Systems Protection Board, the Office of 

Special Counsel, labor arbitrators, the Federal Labor Relations Authority, the Department of 

Labor, or a federal court). In its Final Agency Decision, OCR ordered appropriate remedies, 

including consideration of disciplinary action against the responsible Agency officials, 

appropriate training, a posting notice, and other make-whole relief for the individual victim. 

This finding and accompanying relief order underscore the Bureau's ability to ensure effective 

compliance with applicable EEO laws. 

In addition, the Bureau also holds managers and supervisors accountable for compliance with 

the terms of settlement agreements, and OHC similarly holds managers and supervisors 

responsible under the Bureau's Anti-Harassment Policy. For example, in FY 2016, three 

employees were counseled or disciplined related to a potential or actual violation of federal anti­

discrimination and retaliation laws, including whistleblower protections. 

Finally, in all trainings related to any EEO topics, managers and supervisors are reminded that 

equal employment opportunity - including, critically, freedom from retaliation - is essential to 

attracting, developing, and retaining the most qualified workforce, and that a diverse workforce 

and a fair workplace are essential to ensuring that the Bureau achieves its mission. This 

emphasizes to managers that they are responsible for the success of the EEO Program, and 

relatedly, to the success of the employees they supervise. 
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5.4 Essential Element 4: Proactive 
prevention 

According to Management Directive 715: 

Agencies have an ongoing obligation to prevent discrim ination on the bases of 
race, color, nationa l origin, religion, sex, age, reprisa l and disabi li ty, and 

eliminate barriers that impede free and open competition in the workplace. As 
part of this ongoing obligation, agencies must conduct a self-assessment on at 

least an annual basis to monitor progress, identify areas where barriers may 
operate to exclude certain groups and develop strategic plans to eliminate 
identified barriers.1s 

Self-assessments 

As discussed above, CFPB has conducted or participated in var ious self-assessments, audits, and 
reviews that began or continued during FY 2016. Proactively, and in response to specific 
recommendations made by outside stakeholders, the Bureau has invested substantial resources 

in building a workplace that fosters co llaboration, leverages diverse viewpoints, and offers 

development and advancement opportunities to all employees. Creating a positive 
organizational culture at a new agency is a complex task. The Bureau has been deeply committed 
to getting this critica l task right and has taken key steps to create such a culture in the first years 

of its existence. To date, these efforts have included: 

• Providing interact ive diversity and inclusion awareness training to employees. 

• Requiring managers to attend external management trainings while developing an 
internal tra ining curriculum that the Bureau launched in 2014. 

18 See M D-715, Model Agency Title VII and Rehabilitation Act Programs, at Section II.D., available at 
.h ttP.?.:t:tw.~w, ~-~9.~,gQ)l{f ~9-~rn !t.d i r.~~tJ)l~~l m 9.7J.~, ~Jrn . 
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• Initiating a 2.5-year Bureau-wide research effort to develop robust competency models 

describing the skills and expertise expected for all Bureau positions. 

• Building a recruitment outreach function focused on identifying diverse talent pools, 

including recruitment through professional organizations and on line communities 

focused on diversity. 

• Developing data-driven pay-setting processes that use objective measures without regard 

to race, gender, ethnicity, sexual orientation, and other protected categories in 

determining salary offers. 

• Introducing structured interview training to guard against bias in the interview process 

and improve the quality of personnel selections. 

• Using the Inclusion Quotient developed by OPM to monitor AES responses related to the 

Bureau's inclusiveness. 

Over the past two years in particular, the Bureau has continued to build its organizational 

culture and enhance its personnel management through development of new initiatives. 

Additional steps taken during this time period included: 

• Creating the Office of Equal Opportunity & Fairness, thus elevating OMWI and OCR to 

the Office of the Director. 

• Through OMWI, conducting 48 listening sessions with more than 300 employees to 

better understand on-the-ground employee experiences and developing and 

implementing recommendations based on that feedback. 

• Creating the Executive Advisory Council (EAC), a cross-divisional advisory group that 

integrates diversity and inclusion into the Bureau's operations through strategic 

guidance to the Bureau's Director and senior leaders. 

• Establishing the Diversity and Inclusion Council of Employees (DICE}, a staff-level 

analogue to the EAC that provides critical input on staff experience in regular meetings 

with Bureau leadership. 

• Working with NTEU to establish a joint Career Pathing Working Group to develop career 

planning strategies and provide recommendations on opportunities for employee 

advancement. 
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• Launching a detail opportunities page on the Bureau's intranet to increase transparency 

and encourage more employees to apply for these valuable opportunities. 

• Creating a dedicated team within the Operations Division to improve communications to 

staff regarding Bureau events, policies, procedures, and other issues involving Bureau 

culture and work life. 

• Validating and launching a new Leadership Competency Model that defines expectations 

and requirements for leaders at all levels of the organization, as well as a new 

competency model for non-supervisory staff - all of wh ich emphasize diversity and 

inclusion principles. 

• Through the OCR, commencing a 2-day mandatory manager and supervisor training 

workshop led by the EEOC Training Institute and developing an Alternative Dispute 

Resolution training module, among other training and learning opportunities made 

available by OCR. 

• Mandating employee participation in a Diversity and Inclusion Awareness Workshop, 

which over 80% of all employees have already completed. 

• Mandating a 2-day training workshop for managers on effective managing diversity and 

inclusion, which over 80% of managers have now completed. 

• Developing a comprehensive policy for the establishment of employee-led Employee 

Resource Groups (ERGs). 

• Launching a pilot of a Mentoring Bank program that had a very positive response. (As a 

result, discussions are underway to expand it.) 

• Offering "Crucial Conversations," a team-based communications course, Bureau-wide. 

Overall , the Bureau has made steady progress in building an infrastructure that supports a 

vibrant organizational culture. The Bureau recognizes that diversity and inclusion form an 

especially critical component of its organizational culture, and that, as stated in our Business 

Case for Diversity and Inclusion, "a diverse and inclusive workforce is essential to building an 

agency that can do its very best work." The Bureau has taken many steps considered best 

practices to build and maintain such a workplace, including those highlighted above. It has also 

taken steps to weave diversity and inclusion efforts into the fabric of work life at the Bureau and 

to preserve their importance by requiring each division of the Bureau to adopt diversity and 
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inclusion goals and objectives, which are reviewed and discussed at regular Division-level 

Performance Review meetings that include both the Bureau's Director and the OMWI Director. 
The Bureau has embedded diversity and inclusion principles and goals into its Agency-wide 
strategic plan, as well, and published a Diversity and Inclusion Strategic plan aligned to OPM's 

Government-Wide Diversity and Inclusion Strategic Plan. 

The commitment demonstrated by these many efforts comes from the very top of the 
organization. Senior Bureau leaders have made a sustained, substantial, and visible 
commitment to fostering a positive organizational culture and to integrating fairness, diversity, 

and inclusion into agency actions and decisions. This commitment, evidenced by initiatives 
outlined above, is the motivation behind the Bureau's "Workforce of the Future" program. 

Workforce of the Future brings together leaders from the Office of the Director, OHC, OMWI, 
OCR, and other Bureau divisions and offices in a focused effort to sustain a culture where 

everyone is empowered to do their best work. For example, as discussed above, Workforce of the 
Future developed norms, including a norm about valuing diversity and inclusion, to guide 

interactions between individual employees and between units within the Agency, and these 
norms are displayed throughout Bureau meeting spaces. Workforce of the Future has called on 

leaders at all levels - from the Bureau Director to first-line supervisors - to model these norms 
and to hold themselves and their colleagues accountable for upholding them. Furthermore, 
Workforce of the Future will hold periodic employee outreach sessions so that employees can 

provide feedback on the program's progress and make recommendations for improvement. The 
intention is that, through regular solicitation of employee feedback, the Bureau's culture will 

consistently represent the voices of its diverse pool of employees. 

The Bureau's EEO Program Status Report for FY2017 will provide information about continued 

progress on these and other relevant Bureau initiatives. 

Policies and procedures 

To help proactively prevent discrimination, the Bureau has promulgated and enforces clear and 
concise EEO and anti-discrimination policies and procedures. These policies detail employee 

rights and responsibilities under EEO laws. Managers and supervisors share the responsibility 
for successful implementation of these policies, and as a result, the EEO Program. The OCR 
Director, along with OHC, regularly reviews these policies and procedures to ensure they are up­

to-date, legally sufficient, well communicated, applied consistently, and implemented fairly. 
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For instance, the Bureau has in place an Equal Employment Opportunity (EEO) and Non­

Discrimination Policy, which is easily accessible on the Bureau's intranet and is physically given 
to all new employees during New Employee Orientation (NEO) training (as part of an overall 

"Guide to the Office of Civil Rights"), and during employee and supervisor refresher trainings. 
This policy clearly explains the EEO process, including how to begin the process, pertinent 

regulatory timeframes, and the roles and responsibilities of various offices. This policy also 
makes clear that discriminat ion, harassment, and retaliation will not be tolerated at the Bureau. 

In FY 2016, the Bureau also adopted a new Non-Discrimination and Inclusion Policy for 

Transgender Applicants and Employees affirming the Bureau's commitment to protect the 
rights of transgender and gender-non-conforming employees. The policy emphasizes the 

importance of creating and maintaining a welcoming environment for transgender employees 
and explains how the Bureau will support gender transitions in the workplace. 

The Bureau also has in place Procedures Related to Harassment and Inappropriate Conduct, 

which sets forth the Bureau's anti -harassment program pursuant to the Faragher-Ellerth line of 

Supreme Court cases and the EEOC's "Enforcement Guidance on Vicarious Employer Liability 
for Unlawful Harassment by Supervisors."19 These Bureau procedures clearly define harassment 
and inappropriate conduct, and make clear that harassment and/or inappropriate conduct will 

not be tolerated at CFPB. To ensure as inclusive a workplace as possible, this policy is 
purposefully broad and states, "Even inappropriate conduct that is not of sufficient severity to 

constitute harassment as a matter of law is considered misconduct." This policy identifies a 
Bureau point-of-contact that should be used if an employee is subjected to or witnesses 

harassment. This policy provides multiple avenues of redress for claims of harassment, and does 
not limit employees to the EEO process. It also makes clear that retaliation is not tolerated. As 
already discussed above, the EEOC, in itsJ une 24, 2016, technical assistance letter, determined 

that this policy covers all types of harassment and addresses all six elements the EEOC has 

deemed essential for an effective anti-harassment program and procedures. 

The Bureau also has in place a Reasonable Accommodation Policy- approved by the EEOC - to 

19 This guidance is available at bH_p;/lww.w,~~9_c;,g_Ql(~P-9JJ_c;y/9_Q.($/J:i~rn$~m~r:i_tNm! . 
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ensure that appl icants and employees know of their right under the Rehabi litation Act to receive 

a reasonab le accommodation for disability-related li mitations if needed to apply for a Bureau 

job, perform the essentia l functions of a j ob, or enj oy equa l benefits and privi leges of 

employment at the Bureau. This policy also explains management's responsib il ities when a 

supervisor or manager is put on notice that an employee requ ires a reasonab le accommodation. 

Accompanying Standard Operating Procedures Related to Reasonable Accommodation 

Requests lay out the interactive process used when an employee requests a reasonab le 

accommodat ion for a disabil ity. OHC reviews disability accommodation decisions and actions to 

ensure that discrim ination is not occurr ing, to confirm compl iance with its written procedures, 

and to analyze the information tracked for trends and problems. 

CFPB recently revised th is reasonab le accommodation policy and accompanying standard 

operating procedures in light of lessons learned from the Agency's first Final Agency Decision 

find ing discrimination ( issued during FY 2016) . The Bureau has sent its revisions to the EEOC 

for comment, consistent w ith Executive Order 13164. In FY 2017, CFPB anticipates making 

addit ional minor revisions to these procedures to comply with the EEOC's new Section 501 

affirmative action regu lations requ iring the provision of Personal Ass istance Services to 

individuals w ith targeted disabil iti es. 

OHC has designated two people to carry out the respons ibil ities of the Bureau's Reasonable 

Accommodation program - a Reasonable Accommodation Coordinator (RAC) and a Reasonable 

Accommodation Deciding Officia l (DO). The Reasonable Accommodation program also receives 

lega l support from the Legal Division's Office of Genera l Law and Eth ics to ensure it is 

complying with all lega l obligations; support from the Bureau's Section 508 Program Manager 

for techno logy issues; technical ass istance from OCR staff as needed; support from the 

Department of Treasury's Bureau of the Fiscal Services (BFS) for applicants seeking reasonab le 

accommodations; and contractor medical professional advice when needed. Accommodations 

are also centra lly funded and have been since CFPB opened. I n FY 2016, the Bureau rece ived 39 

reasonab le accommodation requests. The Bureau took an average of 18 days to decide whether 

to provide reasonab le accommodations, and closed al l reasonab le accommodations in an 

average of 43 days. The Bureau spent $25,430.59 in reasonab le accommodation-related 

purchases. 

The Bureau provides a wide range of information and resources through both tra ining and 

communications to managers and employees about disabil ity-related employment topics, 

including provid ing reasonab le accommodations and about the Bureau's Reasonable 
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Accommodation policy and procedures, specifically. From the first day employees begin their 

tenure at the Bureau, they are informed about their rights and obligations with respect to 
disability-related reasonable accommodations. As part of CFPB's New Employee Orientation 
(NEO) and onboarding sessions, OCR provides a briefing to all newly appointed employees 

about EEO at the Bureau. At these sessions, employees are specifically told about their right to 

disability-related reasonable accommodations, and about the Bureau's policy and procedures on 
reasonable accommodations. OCR staff gives employees the name and contact information for 
the RAC. Employees are also given a binder of EEO materials that describes the reasonable 

accommodation process. They also are told that all of this information is readily available on the 
intranet. All CFPB managers and supervisors are also required to attend the various training 

sessions (described above}, which provide information about the reasonable accommodation 
process and legal obligations (including a 2-day EEO training led by the EEOC Training 
Institute). Relatedly, OCR's intranet page has detailed information, including plain-language 

FAQs, about disability-related reasonable accommodations. OCR also provides supervisors and 

managers with an EEO Resource Manual containing information about compliance obligations, 
including information about complying with disability obligations and a copy of the Bureau's 
reasonable accommodation policies and procedures. In FY 2017, OHC will identify avenues 

where the Reasonable Accommodations program staff can present information on the 
Reasonable Accommodations program directly to employees and supervisors. 

CFPB has put in place various other personnel-related policies and procedures that aid in the 
proactive prevention of discrimination and increase management and program accountability. 

Having clear and concise policies and procedures minimizes subjectivity, prevents 
misunderstandings about what CFPB expects from its employees and management officials, 
clarifies the roles and responsibilities of the various offices within the Bureau, and creates an 

environment and expectation of consistency in personnel decision-making Bureau-wide. 

Management officials follow the policies and procedures listed in the table below. 

TABLE 10: BUREAU POLICIES GOVERNING MAJOR PERSONNEL ISSUES AND PROGRAMS 

Bureau Policies Governing Major Personnel Issues and Programs 

Procedures Related to Harassment and Inappropriate Conduct 

Hiring, Promotion, and Internal Personnel Movements Policy 

Attorney Hiring and Promotion Policy 
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Bureau Policies Governing Major Personnel Issues and Programs 

Performance Management Program Policy 

Disciplinary and Adverse Action Policy 

Alternative Dispute Resolution Policy 

Administrative Grievance Policy 

In addit ion to forma l polic ies, several other tools exist to ass ist with evenhanded 

implementation of personnel-related matters including, for example, a Hiring Manager's Guide, 

recru itment-related resources, career planning resources, and procedures for documenting 

dec lining performance. 

5.5 Essential Element 5: Efficiency 
Management Di rective 715 explains that agencies must: 

• Have an efficient and fair dispute reso lution process and effective systems for evaluating 

the impact and effectiveness of their EEO programs. 

• Maintain an efficient, fa ir, and impartial complaint reso lution process. Agencies shou ld 

benchmark against EEOC regulations at 29 C.F.R. Part 1614 and other federa l agencies of 

similar size highly ranked in EEOC's Annual Report on the federa l sector complaints 

process. 

• Ensure that the investigation and adjud ication funct ion of the Agency's complaint 

reso lution process are kept separate from the lega l defense arm of the agency or other 

agency offices with confli cting or competing interests. 

• Establish and encourage the widespread use of a fa ir alternative dispute reso lution 

(ADR) program that facilitates the early, effective, and efficient informal reso lution of 

disputes. Appoint a senior official as the dispute reso lution specia li st of the agency 

charged with implementing a program to provide significant opportunities for ADR for 

the full range of employment-related disputes. Whenever ADR is offered in a particular 

workplace matter, ensure that managers at all appropriate levels will participate in the 

ADR process. 
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• Use a complaint tracking and monitoring system that permits the Agency to identify the 
location, status, and length of time elapsed at each stage of the Agency's complaint 

resolution process, the issues and the bases of the complaints, the aggrieved 
individuals/complainants, the involved management officials, and other information 

necessary to analyze complaint activity and identify trends. 

• Identify, monitor, and report significant trends reflected in complaint processing 

activity. Analysis of data relating to the nature and disposition of EEO complaints can 
provide useful insight into the extent to which an agency is meeting its obligations under 

Title VII and the Rehabilitation Act. 

• Ensure timely and complete compliance with EEOC orders and the provisions of 

settlement/resolution agreements. 

• Maintain a system that collects and maintains accurate information on the race, national 

origin, sex, and disability status of agency employees. 

• Maintain a system that tracks applicant flow data, which identifies applicants by race, 

national origin, sex, and disability status and the disposition of all applications. 

• Maintain a tracking system of recruitment activities to permit analyses of these efforts in 

any examination of potential barriers to equality of opportunity. 

• Identify and disseminate best workplace practices.20 

To these ends, CFPB continuously evaluates its EEO complaint resolution process to ensure it is 

efficient, fair, and impartial. 

Neutrality 

As noted above, the Director of OCR (like the Director of OEOF) reports directly to the Director 

20 See MD-715, Model Agency Title VII and Rehabi li tation Act Programs, at Section ILE., available at 
h!tP-?.:t:tw.~w,~.~9.~,gQ~{f~9_1~rn!tdir.~~tJ~~~lm9-7J.~,~Jrn . 
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of CFPB. OCR emphasizes and maintains its neutrality and impartiality, which is critical to 

having an efficient and fair EEO complaint resolution process. This ensures that employees and 

managers know that the pre-complaint and investigation stages of the Part 1614 process are not 

adversarial, that OCR will provide a neutral and impartial factual record, and that, when 

requested, OCR will issue a final decision assessing the facts and law to determine whether or 

not one or more of the applicable employment discrimination laws have been violated. 

The OCR Director exercises full authority to carry out the Part 1614 functions of OCR without 

Legal Division (i.e., General Counsel) involvement, thus ensuring impartiality and removing any 

possible conflict of interest. Legal resources within OCR make this possible. OCR staff, 

sometimes with the assistance of contractors, conducts legal sufficiency reviews of EEO matters, 

which includes issuing accept/dismiss decisions related to formal complaints, Reports of 

Investigations (ROis), and Final Agency Decisions (FADs). The Legal Division, which defends 

the Bureau in these matters, is firewalled from all activities within OCR and only participates 

during adversarial portions of the EEO process (hearings and appeals), and during settlement 

negotiations, or to provide appropriate legal advice or assistance when a manager or supervisor 

requests it during the course of an EEO investigation. All other Bureau offices are similarly 

firewalled and kept separate as necessary and appropriate to avoid conflicting or competing 

interests. 

EEO Counselings and investigations 

OCR works to ensure that its counselings and investigations are done within the regulatory 

timeframes, and that all EEO counselor reports and ROis are created with a high standard of 

quality and fairness to both parties. In FY 2016, OCR completed all counselings and related 

mediations within the prescribed regulatory timeframes. During FY 2016, investigations 

completed were completed within an average of 267 days. Final agency decisions were 

completed in an average of 61 days. OCR has also now hired a new Complaints Program 

Manager who is working to enhance standardization, efficiency, timeliness, and quality of OCR's 

complaint investigation approach. 

By conducting EEO counseling, mediation, and investigation services through qualified third­

party contractors from the GSA Schedule, CFPB provides a fair and effective dispute resolution 

system in accordance with 29 C.F.R. Part 1614. All contractors meet the 32 hours of training and 

eight hours of refresher training requirements set by the EEOC's Management Directive 110, 

and OCR seeks to hold contactors accountable for counseling and investigation processing 
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timeframes. 

In FY 2016, CFPB also solicited bids for a Blanket Purchase Agreement with the goal of ensuring 

consistent timely and high-quality counseling-related services. This contract was awarded at the 

beginning of FY 2017. OCR also intends to increase the percentage of EEO counselings using 

OCR employees. Further, the Bureau intends to award and enter into a Blanket Purchase 

Agreement for investigative services, using an innovative model that will require a limited 

number of non-rotating contractors to conduct work onsite with OCR staff with the goal of 

enhancing efficiencies and quality of investigations and ROis. 

Alternative Dispute Resolution (ADR) program 

The Bureau has an ADR Policy, and OCR provides additional information about the benefits of 

ADR on the Bureau's intranet. These materials explain the ADR process, why employees should 

consider ADR, the different types of ADR, and how an employee can request ADR. The Bureau's 

ADR Policy makes clear that although ADR is voluntary for EEO filers, supervisors and 

managers must participate in good faith if a filer elects ADR. The goals in having this strong 

ADR policy include resolving conflicts at an early stage, improving workplace communication 

and morale, and creating a more efficient EEO Program. 

OCR offers ADR during the pre-complaint and formal complaint stages of the EEO process, 

including while cases are pending before the EEOC for hearing or on appeal. The Bureau also 

offers mediation on an ad hoc basis for non-EEO workplace disputes through OHC, under its 

Administrative Grievance policy, and through its negotiated grievance process. During FY 2016, 

OCR scheduled approximately 12 mediations. 

OCR is in the process of updating, to the extent needed, its ADR Policy to ensure that it complies 

with the clarified standards in the revised Management Directive 110 (effective August 5, 2015). 

Consistent with the revised MD-110, the Legal Division - not the responsible management 

official directly involved in the dispute - has settlement authority for EEO cases at the 

administrative level, including during EEO counseling. OCR continues to assess internal data 

related to the success of the ADR program, including resolution rates, and is collecting 

information about best practices and benchmarks related to a recommendation for protocols to 

create a structure that may help better support openness and willingness to employ creative and 

early resolution options. The Agency has authorized ample funding for OCR and OHC to use 

contract ADR professionals to resolve workplace disputes. 
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In addition, and as already described above, OCR procured approval to hire a Conflict 

Prevention Program Manager to enhance EEO and non-EEO ADR initiatives. This individual 

onboarded early in FY 2017, and previously led the nationwide ADR program for Congress 

(30,000+ employees). OCR also detailed a Senior Attorney from another CFPB division for a 

four-month period to assist OCR in improving its ADR efforts. 

Complaint and workforce tracking and monitoring systems 

During FY 2016, OCR staff spent a significant amount of time and resources related to change 

management for implementing and using the Micropact iComplaints platform. This is a web­

based EEO case management solution that provides a broad range of capabilities for reporting 

(including No FEAR Act and Form 462), processing, tracking, and managing the overall 

effectiveness of the CFPB's EEO Program. Throughout the first two quarters of FY 2016, OCR 

staff migrated case-related data (including legacy data from the Bureau and the Department of 

Treasury) into the iComplaints system. OCR also provided all staff with training directly from 

Micropact (the software vendor), and created and disseminated detailed protocols and SOPs for 

using the new system to ensure consistency in system inputs and data integrity. In light of these 

extensive change-management initiatives, the software has proven immensely helpful in 

enhancing case-related processing efficiencies and easing the administrative burden associated 

with program reporting obligations. The software already has allowed OCR to more efficiently 

comply with EEOC regulations and reporting obligations, identify and monitor internal EEO 

trends, and redirect staff time away from manual tracking and reviewing complaints data and 

towards work on other mission-critical projects. During FY 2017, OCR intends to procure a 

related complaints "executive dashboard" solution that will enable OCR, along with its new data 

analyst, to conduct more granular and systematic analysis of case processing (e.g., basis, issue, 

timeframes, etc.) trends. 

The Bureau also has in place various data systems that allow for periodic examinations of the 

CFPB's workforce profiles by demographic characteristics. These systems maintain accurate 

information on the race, national origin, sex, and disability status of Bureau employees. Further, 

these systems allow OHC and OEOF to monitor the data to determine whether triggers may 

exist that could lead to barriers for equal employment opportunities. 

Finally, OMWI and OHC track the Bureau's recruitment efforts to facilitate data analysis on 

whether recruitment programs are creating barriers to equal opportunity. CFPB also uses 

information it obtains from OPM's USAJobs.gov to obtain applicant flow data. For instance, 
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CFPB has been co llecting applicant data for executive posit ions. 

5.6 Essential Element 6: Responsiveness 
and legal compliance 

According to Management Directive 715, Federal agencies must: 

• Ensure that they are in fu ll compl iance with the law, includ ing EEOC regulations, orders, 

and other written instructions. 

• Report Agency program efforts and accomplishments to EEOC and respond to EEOC 

directives and orders in accordance with EEOC instructions and time frames. 

• Ensure that management fu lly and timely complies with final EEOC orders for corrective 

action and relief in EEO matters.21 

CFPB is committed to ensuring fu ll compliance with the law and incorporating EEO best 

practices into its everyday business. OCR staff is tasked with monitoring and complying with all 

orders and directives by EEOC Administrativejudges and the EEOC's Office of Federal 

Operations. 

The OCR Director's performance standards require compliance with EEOC orders. OCR staff is 

also responsible for compliance with EEOC orders, and has received forma l train ing in EEO 

compliance. 

OCR issued a Final Agency Decision in FY 2016 finding violations of both the Rehabilitation Act 

and Title VII of the Civil Rights Act with respect to one individual (discussed above). This 

finding and accompanying re lief order underscore the Bureau's ab il ity to ensure effective 

compliance with applicable EEO laws. 

21 See M D-715, Model Agency Title VII and Rehabilitation Act Programs, at Section II.F., availab le at 
.h ttP.?.:t:tw.~w, ~-~9.~,gQ)l{f ~9-~rn !t.d i r.~~tJ)l~~l m 9.7J.~, ~Jrn . 
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The Bureau has also complied with regu latory requ irements to subm it an annua l Form 462 

Report, EEOC MD-715 Report, the Federal Equal Opportunity Recruitment Program (FEORP) 

Report, the Disabled Veterans Affirmative Action Program (DVAAP) Report, and quarter ly and 

annua l No FEAR Act reports. 
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6. Summary of workforce profiles 
The workforce profile data represents the demographics of the CFPB workforce by race, sex, 

national origin, and disability and was retrieved from CFPB database systems. The data is based 

on information as of September 30, 2016. 

As of the end of FY 2016, the total CFPB workforce was 1,645 employees, including 1,494 

permanent employees and 151 temporary employees. The total workforce grew by 112 employees 

during FY 2016, representing a rate of change of 7.31 percent. During FY 2016, all EEO group 

populations experienced net growth with the exception of males and females of two or more 

races and American Indian/ Alaska Native males and females. Compared to the U.S. Census 

Civilian National Labor Force (CLF), overall CFPB demographics have not changed significantly 

since FY 201s.22 White men, followed by White women, comprise the largest racial groups in 

CFPB, followed by Black women and Black men, respectively. There was a growth of 11 new 

employees with reportable disabilities from the beginning of FY 2016 to the close of FY 2016, 

representing a net change of 8.27 percent, which exceeds the rate of change for the total 

workforce. 

22 The CLF is derived from the 2006-2010 American Community Survey (ACS) Equal Employment Opportunity 
Tabulation (EEO Tabulation). The EEO Tabu lation was originally released by the U.S. Census Bureau on November 
29, 2012. It provides externa l benchmarks to assist federal agencies in monitoring employment practices and 
enforcing workforce civil rights laws. Federal agencies are required to use the EEO Tabulation in preparing their 
annual M D-715 EEO Program Status reports. See bJt_p_~:/l.ww.wJ ,~~9_c;~.QY/(.f_~9-~r~ !t_tjjr_~(:~_i~~-~(t~(:J:ui_$?.i.?.t9f!!=.LQ~: 
J_Q_l;_l;_Q_t!lJ;>_l!!!lJi.QD,(:fffl . 
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7. Workplace analysis 

TABLE 11: TOTAL WORKFORCE- FY 201523 

ALL Hispanic White Black Asian NH/OPI Al/AN 
Two or 
More 

ALL 1,533 95 983 289 141 2 12 11 

% 6.20% 64.12% 18.85% 9.20% 0.13% 0.78% 0.72% 

CLF 9.96% 72.36% 12.02% 3.90% 0.14% 1.08% 0.54% 

Male 805 50 560 110 72 0 8 5 

Female 728 45 423 179 69 2 4 6 

TABLE 12: TOTAL WORKFORCE- FY 2016 

ALL Hispanic White Black Asian NH/OPI Al/AN 
Two or 
More24 

ALL 1,645 99 1,038 328 156 3 10 11 

% 6.02% 63.10% 19.94% 9.48% 0.18% 0.61% 0.67% 

23 In the data tables in this report, total percentages across rows may not always equal 100% due to rounding. 

24 Race-related employee data (including data on emp loyees who identify as two or more races) in this report is 
tabulated using methodologies prescribed by the Office of Management and Budget for civil rights monitoring and 
enforcement. See Revisions to the Standards for Classification of Federal Data on Race and Ethnicity (Oct. 30, 
1997); OMB Bulletin No. 2, Guidance on Aggregation and Allocation of Data on Race for Use in Civil Rights 
Monitoring and Enforcement (March 9, 2000). Depending upon its purpose, race data (including data on 
employees who identify as two or more races) prepared and included in other CFPB reports may not use the same 
methodology. 
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ALL Hispanic White Black Asian NH/OPI Al/AN 
Two or 
More24 

CLF 9.96% 72.36% 12.02% 3.90% 0.14% 1.08% 0.54% 

Male 844 54 577 121 80 7 4 

Female 801 45 461 207 76 2 3 7 

Data as of September 30, 2016. Workforce numbers for FY 2015 included in this FY 2016 Status Report may differ 
slightly from corresponding data reported in the FY 2015 Status Report. This is due to retroactive processing of 
personnel actions, late processing of personnel actions, or other changes made in applicable data systems since the 
data was finalized for the FY 2015 Status Report. 

TABLE 13: TOTAL WORKFORCE- FY 2015 COMPARED TO FY 2016 

ALL Hispanic White Black Asian NH/OPI Al/AN 
Two or 

More 

Difference +112 +4 +55 +39 +15 +1 -2 0 

Male +39 +4 +17 +11 +8 +1 -1 -1 

Female +73 0 +38 +28 +7 +0 -1 +1 

Ratio Change 

Male -1 .20% 0.02% -1.45% 0.1 8% 0.17% 0.06% -0.10% -0.08% 

Female 1.20% -0.20% 0.43% 0.91% 0.12% -0.01% -0.08% 0.03% 

Net Change 7.31% 

Male 4.84% 8.00% 3.04% 10.00% 11 .11% 100.00% -12.50% -20.00% 

Female 10.03% 0.00% 8.98% 15.64% 10.14% 0.00% -25.00% 16.67% 

At t he close of FY 2016, CFPB employed a tota l of 1,645 employees -1,494 permanent 

employees and 151 temporary employees. This was an increase in temporary employees from 141 

to 151; however, temporary employees slightly decreased as a percentage of the tota l workforce. 

I n FY 201 5, temporary employees made up 9.20% of the workforce and in FY 2016, t emporary 

employees made up 9.18% of the workforce. The number of permanent employees increased by 

102 (90.82% of the tota l workforce in FY 2016) . 

Males tota led 767 or 51.34% of the permanent workforce - a decrease from 52.56% in FY 2015 

and slightly lower when compared to the CLF ava ilabil ity of 51.86%. Females totaled 727 or 

48.66% of the permanent workforce, an increase from 47.44% in FY 2015, and slightly higher as 

compared to the CLF availabi lity of 48.14%. 
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7.1 Permanent workforce: participation of 
class grouping 

TABLE 14: PERMANENT WORKFORCE 

Total Total 
Net 

Group number Percentage number Percentage 
change 

CLF 
FY 2016 FY 2015 

White Male 519 34.74% 501 35.99% 3.59% 38.33% 

White Female 413 27.64% 379 27.23% 8.97% 34.03% 

Black Male 116 7.76% 105 7.54% 10.48% 5.49% 

Black Female 195 13.05% 169 12.14% 15.38% 6.53% 

Hispanic Male 47 3.15% 44 3.16% 6.82% 5.17% 

Hispanic Female 41 2.74% 40 2.87% 2.50% 4.79% 

Asian Male 74 4.95% 67 4.81% 10.45% 1.97% 

Asian Female 67 4.48% 63 4.53% 6.35% 1.93% 

NH/Pl Male 0.07% 0 0.00% 100.00% 0.07% 

NH/Pl Female 2 0.13% 2 0.14% 0.00% 0.07% 

Al/AN Male 7 0.47% 8 0.57% -12.50% 0.55% 

Al/AN Female 3 0.20% 3 0.22% 0.00% 0.53% 

2 or More Male 3 0.20% 5 0.36% -40.00% 0.26% 

2 or More Female 6 0.40% 6 0.43% 0.00% 0.28% 

For the permanent workforce, White fema les are employed at CFPB at a rate of 27.64% (413), 

which is below the CLF of 34.03%. The percentage of White females slightly increased from the 

FY 2015 rate of 27.23% (379). Hispanic males are employed at a rate of 3.15% (47) and Hispanic 

females at 2.74% (41), which remain below the CLF of 5.17% and 4.79%, respectively. American 

I nd ian/Alaska Native males are employed at 0.47% (7), which is a net change of-12.50% 

compared with FY 2015 when American Indian/Alaska Native males were employed at 0.57% 

(8). Males who are two or more races were reported at 0.20% (3), slightly below the CLF of 

0.26%; th is is a net change of -40% compared with FY 2015 when males of two or more races 
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were employed at 0.36% (5). 

Asian males are employed at a rate of 4.95% (74) and As ian fema les are employed at a rate of 

4.48% (67), which are above the CLF of 1.97% and 1.93%, respective ly. CFPB employed Black 

males at a rate of 7.76% (116) and Black females at 13.05% (195), which were above the CLF of 

5.49% and 6.53%, respectively. 

7.2 Temporary workforce: pa rt i c i patio n of 
class grouping 

TABLE 15: TEMPORARY WORKFORCE 

Total Total 
Net 

Group number Percentage number Percentage 
change 

CLF 
FY 2016 FY 2015 

White Male 58 38.41% 59 41 .84% -1.69% 38.33% 

White Female 48 31 .79% 44 31 .21% 9.09% 34.03% 

Black Male 5 3.31% 5 3.55% 0.00% 5.49% 

Black Female 12 7.95% 10 7.09% 20.00% 6.53% 

Hispanic Male 7 4.64% 6 4.26% 16.67% 5.17% 

Hispanic Female 4 2.65% 5 3.55% -20.00% 4.79% 

Asian Male 6 3.97% 5 3.55% 20.00% 1.97% 

Asian Female 9 5.96% 6 4.26% 0.00% 1.93% 

NH/Pl Male 0 0.00% 0 0.00% 0.00% 0.07% 

NH/Pl Female 0 0.00% 0 0.00% 0.00% 0.07% 

Al/AN Male 0 0.00% 0 0.00% 0.00% 0.55% 

Al/AN Female 0 0.00% 0.71% -1 00.00% 0.53% 

2 or More Male 1 0.66% 0 0.00% 100.00% 0.26% 

2 or More Female 0.66% 0 0.00% 100.00% 0.28% 
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The temporary workforce grew by 7.09% when compared with FY 2015 from 141 in FY 2015 to 

151 employees in FY 2016. At the end of FY 2016, there were no Native Hawaiian/Pacific 

Islander ma les or females and no American Indian/Alaska Native males or females in the 

temporary workforce. There is one male and one female of two or more races in the temporary 

workforce, a net change of 100% (both at 0 employees in FY 2015). Hispanic females 

experienced a net change of-20.00% from 5 to 4 employees between FY 2015 to FY 2016. White 

females, Black females, and Asian males and females experienced an increase in representation 

in the temporary workforce, and their respective representations are all higher than the CLF. 

7.3 Analysis of senior pay bands by 
grouping (permanent employees) 

In the permanent workforce, White males and females, Black males and females, Hispanic 

males and females, and Asian males and females are represented in all senior bands CN-53 to 

CN-81/92/90. 

Native Hawaiian/Pacific Islander males are not represented in any senior bands between CN-53 

to CN-81/82/90 and Native Hawaiian/Pacific Islander females are represented only in senior 

band CN-60. 

American Indian/ Alaska Native males are represented in senior band CN-53 and CN-60. 

American Indian/Alaska Native females are represented in senior bands CN-60 and CN-71. 

Females of two or more races are represented at senior bands CN-60 and CN-71, while males of 

two or more races are only represented at senior band CN-60. 

TABLE 16: SENIOR PAY BANDS BY GENDER (PERMANENT WORKFORCE) 

Male Female 

GS-13/CN-53 165 140 

54.10% 45.90% 

GS-14/CN-60 185 191 

49.20% 50.80% 
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GS-15/CN-71 126 124 

50.40% 49.60% 

CN-81/82/90 30 24 

55.56% 44.44% 

TABLE 17: SENIOR PAY BANDS BY GROUPING (PERMANENT WORKFORCE) 

NH/ NH/ Al/A Al/A 
WM WF BM BF HM HF AM AF Pl Pl N N 2+M 

M F M F 
GS-
13/ 108 77 28 39 12 7 14 17 0 0 3 0 0 
CN-53 

% 
35.41 25.25 9.18 12.79 3.93 2.30 4.59 5.57 0.00 0.00 0.98 0.00 0.00 
O/o % % % O/o % % % % % % O/o % 

GS-
14/ 137 124 19 36 9 10 17 17 0 2 
CN-60 

% 
36.44 32.98 5.05 9.57 2.39 2.66 4.52 4.52 0.00 0.27 0.27 0.27 0.53 
% O/o % % O/o % % % % % O/o O/o % 

GS-
15/ 102 87 11 16 6 5 7 13 0 0 0 0 
CN-71 

O/o 40.80 34.80 4.40 6.40 2.40 2.00 2.80 5.20 0.00 0.00 0.00 0.40 0.00 
O/o % % O/o O/o % O/o % % % % O/o % 

CN-
81 /82/ 18 18 3 3 3 6 2 0 0 0 0 0 
90 

% 
33.33 33.33 5.56 5.56 5.56 1.85 11 .11 3.70 0.00 0.00 0.00 0.00 0.00 
O/o O/o % O/o O/o % O/o % % % O/o O/o % 

7.4 New hires: permanent 
Permanent new hires for FY 2016 consisted of 104 females (56.52%), wh ich is higher than the 

CLF avai labil ity of 48.14%. However, White fema les were 27.17% (50) of the new hires, which is 

lower than the 34.03% CLF availabi lity and consistent w ith FY 2015. Black fema les were 21.20% 

(39) of the new hires, wh ich is above the 6.53% CLF ava ilability. Black males were 6.52% (12) of 

the new hires, which is also above the 5.49% CLF availabi lity and which is cons istent with FY 

2015. H ispanic fema les and Hispanic males were 3.26% (6) and 2.72% (5), respective ly, of the 

new hires, wh ich is lower than the respective 4.79% and 5.17% CLF availabil ity. However, the 

percentage of new hire H ispanic fema les is an improvement over FY 2015. Asian fema les and 
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Asian ma les were 4.35% (8) and 5.43% (10), respectively, of the new hires, which are above the 

respective 1.93% and 1.97% CLF avai labil ity and an improvement for Asian new hire 

representation over FY 2015. Native Hawaiian/Pacific Islander females and males were 0.00% 

(0) and 0.54% (1), respectively, which is below the 0.07% CLF ava ilabil ity for females, but above 

the 0.07% CLF avai labil ity for males and also an improvement from FY 2015. American 

I ndian/Alaska Native females and ma les were 0.00% (0) of the new hires, which is lower than 

the respective 0.53% and 0.55% CLF availabil ity. Fema les of two or more races were 0.54% (1) 

of the new hires, which is higher than the CLF availability of 0.28%. Males who are two or more 

races were not among the permanent new hires for FY 2016. 

TABLE 18: NEW PERMANENT HIRES BY GENDER 

Male Female 

Number 80 104 

Percent 43.48% 56.52% 

CLF 51.86% 48.14% 

TABLE 19: NEW PERMANENT HIRES BY GROUPING 

NH/ NH/ Al/A Al/A 
WM WF BM BF HM HF AM AF Pl Pl N N 2+M 

M F M F 

# 52 50 12 39 5 6 10 8 0 0 0 0 

% 
28.26 27.17 6.52 21 .20 2.72 3.26 5.43 4.35 0.54 0.00 0.00 0.00 0.00 
% % O/o % % % O/o % % % % % % 

CLF 
38.33 34.03 5.49 6.53 5.17 4.79 1.97 1.93 0.07 0.07 0.55 0.53 0.26 
% % O/o % % % O/o O/o % O/o % O/o % 

7.5 New hires: temporary 
Temporary hires for FY 2016 consisted of 59 (49.17%) females, which is higher than the CLF 

ava ilabil ity of 48.14%. White fema les cons isted of 31.67% (38) of the temporary hires, which is 

lower than the CLF availabil ity of 34.03%. Black ma les consisted of 5.00% (6) of the temporary 

hires, which is sl ightly lower than the CLF availabil ity of 5.49%. Hispanic males made up 4.17% 

(5) of the temporary hires and Hispanic females consisted of 0.83% (1), which are both lower 
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than the CLF avai lability of 5.17% and 4.79%, respective ly. Asian males made up 5.00% (6) and 

Asian females comprised 7.50% (9) of the temporary hires, which both significantly exceed the 

CLF availabi lity of 1.97% and 1.93%, respectively. Native Hawaiian/Pacific Islander males and 

females and American Indian/ Alaska Native males and females were not among the temporary 

hires for FY 2016. Males and fema les who were two or more races made up 0.83% (1) each, 

which exceeded the respective CLF ava ilabil ity of 0.26% and 0.28%. 

TABLE 20: NEW TEMPORARY HIRES BY GENDER 

Male Female 

Number 61 59 

Percent 50.83% 49.17% 

CLF 51 .86% 48.14% 

TABLE 21 : NEW TEMPORARY HIRES BY GROUPING 

NH/ NH/ Al/A Al/A 
WM WF BM BF HM HF AM AF Pl Pl N N 2+M 

M F M F 

# 43 38 6 10 5 6 9 0 0 0 0 

% 
35.83 31 .67 5.00 8.33 4.17 0.83 5.00 7.50 0.00 0.00 0.00 0.00 0.83 
% % O/o % O/o % O/o % % % % % % 

CLF 
38.33 34.03 5.49 6.53 5.17 4.79 1.97 1.93 0.07 0.07 0.55 0.53 0.26 
% % % % % % % % % % % % % 

7.6 Mission critical occupations 
CFPB has four key occupational groups that are instrumental and deemed "mission critical" to 
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performing the Bureau's mandates: Examiner (0570), General Attorney (0905), Economist 

(0110), and Miscellaneous Administration and Program (0301). Each of the mission critical 

occupations is mapped to a relevant U.S. Census occupation code. The EEO tabulation tool then 

outputs the re levant occupational CLF based on the cross-walk of codes for citizens in the 

nation-wide database.2s 

7.6.1 Examiner (0570) 

During FY 2016, CFPB employed 428 exam iners (0570 series) - 283 (66.12%) males and 145 

(33.88%) fema les. The demographic breakdown was as fo llows: 

• White males: 172 (40.19%) 

• White fema les: 83 (19.39%) 

• Black males: 61 (14.25%) 

• Black fema les: 36 (8.41%) 

• Hispanic males: 19 (4.44%) 

• Hispanic fema les: 9 (2.10%) 

• Asian males: 25 (5.84%) 

• Asian fema les: 13 (3.04%) 

• Native Hawaiian/Pacific Islander males: 1 (0.23%) 

• Native Hawaiian/Pacific Islander females: 1 (0.23%) 

• American Indian/Alaska Native males: 5 (1.17%) 

• American Indian/Alaska Native females: 1 (0.23%) 
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• Females of two or more races: 2 (0.47%) 

• Males of two or more races: 0 (0.00%) 

TABLE 22: EXAMINERS BY GENDER 

Number 

Percent 

Occ CLF 

Total Workforce Participation 

(TWP) 

Male 

283 

66.12% 

54.70% 

51.31% 

TABLE 23: EXAMINERS BY GROUPING 

Female 

145 

33.88% 

45.30% 

48.69% 

NH/ NH/ Al/A Al/A 
WM WF BM BF HM HF AM AF Pl Pl N N 2+M 2+F 

M F M F 

# 172 83 61 36 19 9 25 13 5 

% 
40.19 19.39 14.25 8.41 4.44 2.10 5.84 3.04 0.23 0.23 1.17 0.23 
% % % % % O/o % % % O/o % % 

Occ 44.10 28.30 3.60 8.70 3.10 3.70 3.70 4.00 0.00 0.00 0.10 0.30 
CLF % % % % % % % % % % % % 

TWP 
35.08 28.02 7.36 12.58 3.28 2.74 4.86 4.62 0.06 0.12 0.43 0.18 
% % % % % O/o % % O/o O/o % Ofo 

7.6.2 General attorney (0905) 

During FY 2016, CFPB employed 316 employees in the General Attorney (0905 series) 

occupational series - 44.94% (142) males and 55.06% (174) fema les. The demographic 

breakdown was as fo llows: 

• White males (114) compr ised 36.08% 

• White fema les (128) comprised 40.51% 

• Black males (9) comprised 2.85% 
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• Black fema les (16) comprised 5.06% 

• Hispanic males (7) comprised 2.22% 

• Hispanic females (7) comprised 2.22% 

• Asian males (9) comprised 2.85% 

• Asian females (19) comprised 6.01% 

• American I ndian or Alaska Native males (1) comprised 0.32% 

• American Indian or Alaska Native females (1) comprised 0.32% 

• Males of two or more races (2) comprised 0.63% 

• Females of two or more races (3) comprised 0.95% 

TABLE 24: GENERAL ATTORNEYS BY GENDER 

Male Female 

Number 142 174 

Percent 44.94% 55.06% 

Occ CLF 66.70% 33.30% 

Total Workforce Participation 
51.31% 48.69% 

(TWP) 

TABLE 25: GENERAL ATTORNEYS BY GROUPING 

NH/ NH/ Al/A Al/A 
WM WF BM BF HM HF AM AF Pl Pl N N 2+M 2+F 

M F M F 

# 114 128 9 16 7 7 9 19 0 0 2 3 

% 
36.08 40.51 2.85 5.06 2.22 2.22 2.85 6.01 0.00 0.00 0.32 0.32 0.63 0.95 
% O/o % % O/o % O/o % % % % % % % 

Occ 59.70 26.70 2.10 2.60 2.50 1.80 1.80 1.80 0.00 0.00 0.30 0.20 0.20 0.20 
CLF % % O/o % O/o % % % % % % % % % 

TWP 
35.08 28.02 7.36 12.58 3.28 2.74 4.86 4.62 0.06 0.12 0.43 0.18 0.24 0.43 
% % O/o % % % O/o % % O/o % O/o % % 
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7.6 .3 Economist (0110) 

During FY 2016, CFPB employed 44 employees in the Economists (0110 ser ies) occupationa l 

ser ies - 61.36% (27) males and 38.64% (17) fema les. The demographic breakdown was as 

fo llows: 

• W hite males (22) comprised 50% 

• White fema les (8) comprised 18.18% 

• Black males (2) comprised 4.55% 

• Black fema les (2) comprised 4.55% 

• Hispanic males (2) comprised 4.55% 

• Asian males (1) compri sed 2.27% 

• Asian females (7) compri sed 15.91% 

TABLE 26: ECONOMISTS BY GENDER 

Number 

Percent 

Occ CLF 

Total Workforce Participation 

(TWP) 

Male 

27 

61.36% 

67.10% 

51 .31% 

TABLE 27: ECONOMIST BY GROUPING 

Female 

17 

38.64% 

32.90% 

48.69% 

NH/ NH/ Al/ A Al/ A 
WM WF BM BF HM HF AM AF Pl Pl N N 2+M 2+F 

M F M F 

# 22 8 2 2 2 0 7 0 0 0 0 0 0 

% 
50.00 18.18 4.55 4.55 
% % % % 

4.55 0.00 2.27 15.9 0.00 0.00 0.00 0.00 0.00 0.00 
% % % % % % % % % % 
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NH/ NH/ Al/A Al/A 
WM WF BM BF HM HF AM AF Pl Pl N N 2+M 

M F M F 
Occ 55.80 25.20 2.80 2.70 3.30 1.80 4.50 3.10 0.00 0.10 0.50 0.10 0.20 
CLF % % % % % % O/o % % % % O/o % 

TWP 
35.08 28.02 7.36 12.58 3.28 2.74 4.86 4.62 0.06 0.12 0.43 0.18 0.24 
% % % % % % % O/o % % % % % 

7.6.4 Miscellaneous administration and program (0301 ) 

During FY 2016, CFPB employed 321 employees in the Miscellaneous Administration and 

Program (0301 series) occupational series -46.1 1% (148) males and 53.89% (1 73) females. The 

demographic breakdown was as fo llows: 

• White males (100) comprised 31 .15% 

• White females (83) comprised 25.86% 

• Black males (23) comprised 7.17% 

• Black fema les (60) comprised 18.69% 

• Hispanic males (8) comprised 2.49% 

• Hispanic fema les (12) comprised 3.74% 

• As ian males (16) comprised 4.98% 

• As ian fema les (15) comprised 4.67% 

• Native Hawaiian or Pacific I slander fema les (1) comprised 0.31% 

• American Indian or Alaska Native males (1) comprised 0.31% 

• American I ndian or Alaska Native fema les (1 ) comprised 0.31% 

• Females of two or more races (1 ) comprised 0.31% 

• Males of two or more races (0) comprised 0.00% 
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TABLE 28: MISC. ADMINISTRATION BY GENDER 

Male Female 

Number 148 173 

Percent 46.11% 53.89% 

Occ CLF 36.70% 63.30% 

Total Workforce Participation 
51 .31% 48.69% 

(TWP) 

TABLE 29: MISC. ADMINISTRATION BY GROUPING 

NH/ NH/ Al/A Al/A 
WM WF BM BF HM HF AM AF Pl Pl N N 2+M 

M F M F 

# 100 83 23 60 8 12 16 15 0 0 

% 
31 .15 25.86 7.17 18.69 2.49 3.74 4.98 4.67 0.00 0.31 0.31 0.31 0.00 
% O/o O/o % O/o % % % % % % O/o % 

Occ 27.10 43.80 3.60 8.90 2.80 5.80 2.60 3.60 0.00 0.10 0.20 0.50 0.20 
CLF % % O/o % O/o % O/o % % % % O/o % 

TWP 
35.08 28.02 7.36 12.58 3.28 2.74 4.86 4.62 0.06 0.12 0.43 0.18 0.24 
% % O/o O/o O/o % O/o O/o % O/o % % % 

7.7 Non-competitive promotion eligibility 
Throughout FY 2016, 341 employees were eligible for career ladder promotions, 196 of which 

were males and 145 of which were females. Of the 341 who were eligible fo r career ladder 

promotions, 301 rece ived the promotion w ith in 1to12 months' t ime in band, 4 received the 

promotion w ith in 12-24 months, and 9 rece ived the promotion in 25+ months. Of those who 

were el igible for promotion in FY 2016: 

• 122 (35.78%) were White males 

• 64 (18.77%) were White females 

• 33 (9.68%) were Black males 
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• 56 (16.42%) were Black females 

• 18 (5.28%) were Hispanic males 

• 11 (3.23%) were Hispanic females 

• 21 (6.16%) were Asian males 

• 13 (3.81 %) were Asian females 

• 1 (0.29%) was a Native Hawaiian or Pacific I slander male 

• 1 (0.29%) was a male of two or more races 

• 1 (0.29%) was a female of two or more races 

Of the 341 employees eligible to receive a career ladder promotion, 27 did not receive a career 

ladder promotion: 

• 10 (37.04%) were White males 

• 6 (22.22%) were White females 

• 3 (11.11%) were Black males 

• 3 (11.11%) were Black females 

• 2 (7.41%) were Hispanic males 

• 2 (7.41%) were Hispanic females 

• 1 (3.70%) was an Asian female 

TABLE 30: NON-COMPETITIVE PROMOTIONS BY GENDER 

Male Female 

Eligible for Promotions 196 145 

Percent (of those eligible) 57.48% 42.52% 

Did Not Receive 15 12 
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Male Female 

Percent (of those not receiving) 55.56% 44.44% 

TABLE 31: ELIGIBLES FOR NON-COMPETITIVE PROMOTIONS BY GROUPING 

NH/ NH/ Al/A Al/A 
WM WF BM BF HM HF AM AF Pl Pl N N 2+M 

M F M F 

# 122 64 33 56 18 11 21 13 0 0 0 

% 
35.78 18.77 9.68 16.42 5.28 3.23 6.16 3.81 0.29 0.00 0.00 0.00 0.29 
% O/o O/o % O/o % % % % % % O/o % 

1-12 
110 58 27 45 16 9 21 12 0 0 0 mos(#) 

1-12 
36.54 19.27 8.97 14.95 5.32 2.99 6.98 3.99 0.33 0.00 0.00 0.00 0.33 

mos 
% % O/o % O/o % O/o % % O/o % % % % 

13-24 
0 0 3 0 0 0 0 0 0 0 0 0 mos(#) 

13-24 25.00 0.00 0.00 75.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 
mos 

% O/o % % O/o % O/o % % % % % % 
% 

25+ 0 3 5 0 0 0 0 0 0 0 0 0 mos (#) 

25+ 11.11 0.00 33.33 55.5 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 mos 
% % O/o % O/o % % % % % % % % 

(% 
Did not 
receive 10 6 3 3 2 2 0 0 0 0 0 0 
# 

Did not 
37.04 22.22 11.11 11.11 7.41 7.41 0.00 3.70 0.00 0.00 0.00 0.00 0.00 receive 

(%)26 % O/o % % O/o % O/o % % % % % % 

26 Under t he Examiner Commission Program ( ECP), it may take longer t han 12 months for an examiner to be non­
competitively promoted since commissioning is required to meet the minimum qualifications for non-competitive 
promotion to the CN-52. Examiners will still have the abi l ity to non-competit ively be promoted to the CN-52 once 
they fu lfill the promotion requirements. 
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7.8 Separations 

7.8.1 Total separations 

A tota l of 96 permanent employees were separated during FY 2016 - 55 (or 57.29%) males and 

41 (or 42.71%) fema les. Separations include resignations, terminations, transfers, and 

ret irements. Wh ite males, at 41 (or 42.71%), were the largest group separated. Other rates of 

separation include: 

• White fema les -17or17.71% 

• Black males - 4 or 4.17% 

• Black fema les - 13 or 13.54% 

• Hispanic males - 4 or 4.17% 

• Hispanic fema les - 4 or 4.17% 

• Asian males - 3 or 3.13% 

• Asian females - 6 or 6.25% 

• Amer ican I ndian or Alaska Native - 1 or 1.04% 

• Males of two or more races - 2 or 2.08% 

• Females of two or more races - 1 or 1.04% 

TABLE 32: TOTAL SEPARATIONS BY GENDER 

Male Female 

Number 55 41 

Percent 57.29% 42.71% 
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TABLE 33: TOTAL SEPARATIONS BY GROUPING 

NH/ NH/ Al/A Al/A 
WM WF BM BF HM HF AM AF Pl Pl N N 2+M 

M F M F 

# 41 17 4 13 4 4 3 6 0 0 0 2 

O/o 42.71 17.71 4.17 13.54 4.17 4.17 3.13 6.25 0.00 0.00 1.04 0.00 2.08 
% O/o O/o % O/o % O/o % % % % O/o % 

7 .8.2 Resignations 
Of the 96 separations, 59 were res ignations, the largest group of whom was White males (27) at 

45.76%. Other resignation rates include: 

• 9or15.25% White fema les 

• 3 or 5.08% Black males 

• 5 or 8.47% Black females 

• 3 or 5.08% Hispanic males 

• 3 or 5.08% Hispanic females 

• 1or 1.69% Asian males 

• 6or10.17% Asian females 

• 1 or 1.69% American Indian or Alaska native males 

TABLE 34: RESIGNATIONS BY GENDER 

Male Female 

Number 35 24 

Percent 59.32% 40.68% 
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TABLE 35: RESIGNATIONS BY GROUPING 

NH/ NH/ Al/A Al/A 
WM WF BM BF HM HF AM AF Pl Pl N N 2+M 

M F M F 

# 27 9 3 5 3 3 6 0 0 0 0 

O/o 45.76 15.25 5.08 8.47 5.08 5.08 1.69 10.17 0.00 0.00 1.69 0.00 0.00 
% O/o O/o % % O/o % % % % % O/o % 

7.8.3 Terminations 

There were 0 terminations in FY 2016. 

TABLE 36: TERMINATIONS BY GENDER 

Male Female 

Number 0 0 

Percent 0.00% 0.00% 

TABLE 37: TERMINATIONS BY GROUPING 

NH/ NH/ Al/A Al/A 
WM WF BM BF HM HF AM AF Pl Pl N N 2+M 

M F M F 

# 0 0 0 0 0 0 0 0 0 0 0 0 0 

% 
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 
% % O/o % % % O/o % % % % % % 

7 .8.4 Transfers to another federal agency 

I n FY 2016 there were 23 transfers -13 (or 56.52%) ma les and 10 (or 43.48%) fema les. Other 

t ransfer rates include: 

• 7 White males (30.43%) 

• 3 White fema les (1 3.04%) 

• 1 Black male (4.35%) 
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• 6 Black females (26.09%) 

• 1 Hispanic male (4.35%) 

• 1 Hispanic female (4.35%) 

• 2 Asian males (8.70%) 

• 2 males of two or more races (8.70%) 

TABLE 38: TRANSFERS BY GENDER 

Male Female 

Number 13 10 

Percent 56.52% 43.48% 

TABLE 39: TRANSFERS BY GROUPING 

NH/ NH/ Al/A Al/A 
WM WF BM BF HM HF AM AF Pl Pl N N 2+M 

M F M F 

# 7 3 6 2 0 0 0 0 0 2 

% 30.43 13.04 4.35 26.09 4.35 4.35 8.70 0.00 0.00 0.00 0.00 0.00 8.70 
% % % % % % % O/o % % % % % 

7.8.5 Retirements 
Du ring FY 2016, there were 12 retirements: 7 males (or 58.33%) and 5 females (or 41.67%). Of 

the 12 retirements, 7 were White males (58.33%), 4 were White females (33.33%) and 1 was a 

Black fema le (8.33%). 

TABLE 40: RETIREMENTS BY GENDER 

Male Female 

Number 7 5 

Percent 58.33% 41 .67% 
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TABLE 41: RETIREMENTS BY GROUPING 

NH/ NH/ Al/A Al/A 
WM WF BM BF HM HF AM AF Pl Pl N N 2+M 

M F M F 

# 7 4 0 0 0 0 0 0 0 0 0 0 

O/o 58.33 33.33 0.00 8.33 0.00 0.00 0.00 0.00 0.00 0.00 0 .00 0.00 0.00 
% O/o O/o % O/o % O/o % % % % O/o % 

7.9 Awards 
A new Awards and Recognition Artic le to the Bureau's Collective Bargaining Agreement was 

negotiated, adopted, and implemented in FY 2016 for FY 2016. During FY 2016, time off awards 

(NOA 846) and individual spot awards (NOA 887) were processed. Additional awards including 

Superior Achievement awards (also NOA 887) and Team Ach ievement awards (NOA 889) were 

not processed during FY 2016 and w ill be reported on in the FY 2017 status report. CFPB's 

Awards program year wi ll always span two fiscal years, so a full program year ana lysis wi ll be 

conducted using a more complete data set than shown here (which reflects only a partial first 

year program implementation). 

For the awards paid out in FY 2016, the different award breakdown averages were as follows: 

• Cash awards, average $428.26 

• Time off awards (9 hours of less), average 8 hours 

• Time off awards (over 9 hours), average 20.66 hours 

TABLE 42: CASH AWARDS BY GENDER 

Male Female 

Cash Award(#) 149 158 

Cash Award(%) 48.53% 51.47% 

Average Award $432.55 $424.21 
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TABLE 43: CASH AWARDS BY GROUPING 

NH/ NH/ Al/A Al/A 
WM WF BM BF HM HF AM AF Pl Pl N N 2+M 2+F 

M F M F 

# 106 87 15 47 16 8 10 15 0 0 0 0 2 

O/o 34.53 28.34 4.89 15.31 5.21 2.61 3.26 4.89 0.00 0.00 0.00 0.00 0.65 0.33 
% O/o O/o % O/o % O/o % % % % O/o % % 

TABLE 44: TIME OFF AWARDS (9 HOURS OR LESS) BY GENDER 

Male Female 

Time Off, 9 hours or less(#) 27 24 

Time Off, 9 hours or less(%) 52.94% 47.06% 

Average Award 8 hours 8 hours 

TABLE 45: TIME OFF AWARDS (9 HOURS OR LESS) BY GROUPING 

NH/ NH/ Al/A Al/A 
WM WF BM BF HM HF AM AF Pl Pl N N 2+M 2+F 

M F M F 

# 20 18 4 2 0 2 2 0 0 0 0 

% 
39.22 35.29 7.84 3.92 0.00 1.96 3.92 3.92 0.00 0.00 1.96 0.00 0.00 1.96 
% % O/o % O/o % % O/o % O/o % O/o % % 

TABLE 46: TIME OFF AWARDS (OVER 9 HOURS) BY GENDER 

Male Female 

Time Off, over 9 hours (#) 54 73 

Time Off, over 9 hours(%) 42.52% 57.48% 

Average Award 19.85 hours 21.26 hours 
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TABLE 47: TIME OFF AWARDS (OVER 9 HOURS) BY GROUPING 

NH/ NH/ Al/A 
WM WF BM BF HM HF AM AF Pl Pl N 

M F M 

# 39 37 2 26 2 6 10 3 0 0 

% 30.71 29.13 1.57 20.47 1.57 4.72 7.87 2.36 0.00 0.00 0.79 
% % % % % % % O/o % % % 

Summary of EEO plan objectives to eliminate barriers or correct 
deficiencies 

Al/A 
N 2+M 
F 

0 0 

0.00 0.00 
% % 

For its FY 2016 Plan update, CFPB has developed action plans to eliminate possible barriers in 

hiring as summarized below and set forth fully in Part I. 

CFPB will continue to analyze hiring processes to reveal and el iminate impediments to certain 

minority appl icants proceeding further in the application process. Recruiting, hiring, and 

retaining diverse employees should also help to improve the participation of minorities. (See 

also Part I-1 for more detail.) 
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8. Certification of establ ishment of continuing 
equal employment opportunity programs 

Stuart Ishimaru, Director, Office of Equal Opportunity and Fairness, along with M. Stacey Bach, 

Director of the Office of Civil Rights, are Principal EEO Officials for the Consumer Financial 

Protection Bureau. 

The Agency has conducted an annual self-assessment of Section 717 and Section 501 programs 

against the essential elements as prescribed by EEO MD-715. If an essential element was not 

fully compliant with the standards of EEO MD-715, a further evaluation was conducted and, as 

appropriate, EEO Plans for Attaining the Essential Elements of a Model EEO Program are 

included with this Federal Agency Annual EEO Program Status Report. 

The Agency has also analyzed its workforce profiles and conducted barrier analyses aimed at 

detecting whether any management or personnel policy, procedure, or practice is operating to 

disadvantage any group based on race, national origin, gender, or disability. EEO Plans to 

Eliminate Identified Barriers, as appropriate, are included with this Federal Agency Annual EEO 

Program Status Report. 

We certify that proper documentation of this assessment is in place and is being maintained for 

EEOC review upon request. 

Stuart lshimaru 

Stuart Ishimaru 
Director of OEOF 

M. Stacey Bach 

M. Stacey Bach 
Director of OCR 
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Digitally signed by Stuart lshimaru 
Date: 2017.01.27 16:57:48 -05'00' 

Date 

Digitally signed by M. Stacey Bach 
Date: 2017.01.27 15:03:21 -05'00' 

Date 



I certify that this Federal Agency Annual EEO Program Status Report is in compliance v.;th EEO 

MD-715. 

Date 
Director of CFPB 
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9. EEO program self-assessment checklist 
CFPB conducted the mandatory self-assessment of its EEO Program by completing the Self­

Assessment Checklist. CFPB wi ll reta in the checklist and supporting documentation and data, 

and make it avai lab le upon request by the EEOC. 

86 EEO PROGRAM STATUS REPORT FOR FY 201 6 



10. EEO plan for attaining the essential elements 
of a model EEO program 

TABLE 48: EEOC PART H-1 

EEOC Form 715-01 Part H-1 

Consumer Financial Protection Bureau 

Statement of model program essential 

element deficiency 

Objective 

Responsible official 

Date objective initiated 

Target date for completion of objective 

Planned activities toward completion of 

objective 

U.S. Equal Employment Opportunity Commission Federal 
Agency Annual EEO Program Status Report 

FY 2016 

CFPB no longer views this as a deficiency. When this issue 

was first reported CFPB had not yet established official 

Special Emphasis Programs (SEP) (e.g., Federal Women's 

Program, Hispanic Employment Program, People with 

Disabilities Program Manager) or a Selective Placement 

Program (SPP). 

Establish Special Emphasis Programs 

OCR Director, OMWI Director, Chief Human Capital Officer 

April 30, 2013 

N/A 

The Bureau no longer views this as a deficiency. The Bureau 

included SEPs as a top action item in its agency-wide 

Diversity and Inclusion Strategic Plan adopted in FY 2016. 

Stakeholders will continue to implement this action item, in 

part by fol lowing up with the individuals who perform these 

functions within OHC, OMW I, OCR, and diversity councils to 

ensure that they fulfill these functions as envisioned in the 

EEOC's regulations. OCR also has onboarded a new FTE in 

FY 2017 who will assist with related duties. 
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Report of accomplishments and modifications to objective 

The Bureau included "Supporting Special Emphasis Programs" as a top action item in its 

Diversity and Inclusion Strategic Plan developed in FY 2016 and finalized in early FY 2017. This 

Strategic Plan action time requires the Bureau to: 

"Support Special Emphasis Programs (SEPs)through resources such as 

Employee Resource Groups (ERGs), Diversity Council of Employees (DICE), and 

Culture Team (CT) and the Office of Civil Rights. Appoint collateral duty SEP 
Managers as advisors on hiring, retaining, and promoting a diverse workforce' 
by "[e]xplor[ing] innovative models for programs that can provide advice on 

hiring, retaining, and promoting a diverse workforce for specific groups." 

The Bureau currently has staff - primarily in OEOF and OHC, but also in other Bureau 

Divisions, including External Affairs and the Bureau's Director's Office of Strategy - that 

collectively serve the functions of Special Emphasis Program Managers, without that official 

title. These staff members serve as staff advisors, fact finders, and subject matter experts, and 

exist to identify the barriers that people in various communities (such as women, historically 

underrepresented groups, people with disabilities, and the LGBTQ+ community) may encounter 

when seeking employment and being hired or promoted in the Federal government. Together 

these individuals collaborate to educate leadership by developing programs, forums, 

recruitment, and retention and succession plans and by developing training programs. They 

further evaluate the effectiveness of programs, plans, and activities toward achieving the 

objectives of the EEO program. 

The following are some of the specific initiatives currently in place at the Bureau to advance the 

goals of Special Emphasis Programs. The Bureau has: 

• created a three-year diversity and inclusion strategic plan that outlined specific goals and 

strategies to increase diversity and support inclusion at the Bureau; 

• continued to use the Executive Advisory (Diversity and Inclusion) Council, a cross­

divisional group of senior leaders working to strengthen and integrate diversity and 

inclusion into the Bureau's functioning by providing strategic guidance, advocacy and 

support for diversity and inclusion in the Bureau; 

• worked with each Division to develop and implement diversity and inclusion objectives 

in their Divisional strategic plans aimed at increasing the diversity among their staff, and 
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ensuring that the work environment is inclusive for all employees; 

• provided a mandatory two-day training workshop on diversity and inclusion and a two­

day training working on EEO compliance for all supervisors and managers to help them 

strengthen their skills in leading and managing a diverse and inclusive workforce; 

• provided mandatory training for all non-supervisory employees to increase their 

awareness and understanding of the importance of diversity and inclusion and how it 

enhances the overall effectiveness of the Bureau; 

• collaborated across Divisions to enhance supervisory and employee training offered to 

ensure that compliance, diversity and inclusion concepts are addressed, such as in the 

supervisory development sessions, leadership effectiveness seminars, and structured 

interview training; 

• presented a seminar to managers on identifying and utilizing effective strategies for 

mitigating unconscious bias and ensuring compliance with civil rights mandates in 

performance evaluations; 

• worked to establish and maintain relationships with, and outreach to, professional 

organizations that represent Veterans, Disabled Veterans, individuals with disabilities 

generally, Hispanics, LGBTQ+ individuals, and other minority constituencies (including 

by attending career fairs and professional association meetings throughout the year to 

meet and provide information on CFPB, and on employment opportunities to these 

groups, including posting vacancies on bulletin boards geared to these groups of 

professionals); 

• established, and launched, the inaugural term of Diversity and Inclusion Council of 

Employees (DICE), whose members represent employees from throughout the Bureau, 

from both the Headquarters and the Regional offices; 

• adopted and began to implement an Employee Resource Group policy to serve as a guide 

to employees who want to form interest-based groups to assist the Bureau in 

understanding and considering various perspectives in our service to the diverse 

spectrum of consumers, and to serve as a vehicle to assist in networking, recruiting and 

retaining a diverse workforce; 

• analyzed the Annual Employee Survey (AES) results to assess employee perceptions of 
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the Bureau across demographic groups and to use the Inclus ion Quotient, inc luded in the 

AES in planning to he lp all emp loyees fee l included in the Bureau. 

• developed and de livered programs and activities fo r the va rious special observance 

months throughout the yea r, which have been very we ll -received. 

The Bureau will continue to monitor this issue to ensure that the fu nctions of the Special 

Emphasis Program are being fu lfilled, and will re-analyze the effic iency of this co llaborative 

effort on a continuing basis to determine whether there are more effective alternatives that 

should be explored, including us ing or dedicating existing or new personnel to SEP efforts. 

TABLE 49: EEOC PART H-2 

EEOC Form 715-01 Part H-2 

Consumer Financial Protection Bureau 

Statement of model program essential 

element deficiency 

Objective 

Responsible official 

Date objective initiated 

Target date for completion of objective 

U.S. Equal Employment Opportunity Commission Federal 
Agency Annual EEO Program Status Report 

FY 2016 

CFPB no longer views this as a deficiency. When this issue 

was first reported, CFPB had not yet established timetables or 

schedules to review its Employee Awards and Recognition 

Program and Procedures for systemic barriers that may be 

impeding full participation in the program by all groups. 

CFPB will implement its Employee Awards and Recognition 

Program and Procedures. 

OHC Director 

FY 2014 

N/A 

A new Awards and Recognition Article to the Bureau's 

Collective Bargaining Agreement was negotiated and adopted 

in FY 2016 for FY 2016. The Article was implemented in FY 

2016. Rollout of the program included training on recognizing 

Planned activities toward completion of the potential for and preventing unconscious bias to affect 

objective awards. A variety of analyses were performed as described 

below. No barriers were identified. 

NTEU and Bureau management will negotiate the Awards and 

Recognition program for 2017 and beyond as part of current 
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EEOC Form 71 5-01 Part H-2 
U.S. Equal Employment Opportunity Commission Federal 
Agency Annual EEO Program Status Re~ort 

term contract negotiations. CFPB will continue to conduct 

annual statistical analysis for each subsequent program year 

and will work with Division and Office leaders to identify 

potential award distribution inequities and identify corrective 

action as needed. 

Report of accomplishments and modifications to objectives 

CFPB has been working since FY 2014 on implementation of an officia l Awards and Recognit ion 

policy. In FY 2016, NTEU and the Bureau negotiated and reached agreement on an Awards and 

Recognition Program for the remainder of 2016. 

The Article was implemented in FY 2016. Before implementation, the Bureau ensured 

appropr iate efforts were in place to assess the potentia l effect of the awards by demographic 

group and protected status. During the program ro llout for FY 2016, OHC trained all Bureau 

officia ls responsib le for implementing the program on how to recognize and prevent 

unconscious bias in awards. 

The information found in Tables 42-47 of th is Report reflects only a subset of program data. The 

program year for CFPB's awards program spans fisca l years. The tab les reflect only two (2) out 

of five (5) award types, as these were the only awards paid by CFPB by September 30, 2016. 

These tab les do not reflect insights into the effects of combin ing t ime-off awards with monetary 

awards; an important program feature. Therefore th is data set alone does not constitute a who le 

or sufficient basis for meaningfu l analysis. 

However, as of December 2016, CFPB had conducted a thorough statistica l ana lys is of the fu ll 

implementation of 4 out of 5 award types - Spot Awards, T ime-Off Awards, Team Achievement 

Awards, and Superior Achievement Awards. (The 5th award type is currently being designed 

and planned for implementation in ca lendar year 2017.) The statistica l analysis considered 

monetary award d istribution by race/ethn icity; gender; age; supervisor status; bargaining unit 

status; grade; and veteran status. CFPB examined th is data for triggers by reviewing 

participation comparisons for groups that were of sufficient sample size; male/fema le; wh ite/al l 

other races and nationa l origin; and under 40 years of age/40 years of age and over. CFPB 

considered both the quantity of awards and the monetary va lue of awards and found no triggers 

requiring addit ional ana lysis. That sa id, in a desire for comprehensive review, the Bureau 
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examined other program elements, compared to benchmarks, and also conducted "lessons 

learned" meetings with key program stakeholders. CFPB concluded that oversight procedures 

put in place for the program (including training) represent strenuous safeguards against bias or 

unfairness in program implementation. The Bureau has found no barriers to participation in the 

Awards program. 

These findings were shared with senior leaders of each Division and the OCR and OMWI office 

leaders. OHC has shared appropriate award analysis data with Division and Office leaders. A 

briefing of NTEU is pending scheduling in early calendar 2017. 

NTEU and Bureau management will negotiate the Awards and Recognition program for 2017 

and beyond as part of current term contract negotiations. Adjustments to the program will be 

made if/as any potential disparities by demographic group or other protected status is 

identified. 

OHC will conduct similar analysis after the conclusion of each program year (each of which will 

span two fiscal years) and revisit its review of policy, procedure, and practices. OHC will 

continue to work with Division and Office leaders to ensure fair award distributions and identify 

and implement corrective action as needed. CFPB will strive to conduct a triennial program 

evaluation, looking back across 2016, 2017, and 2018, programs (ending in 2019), including 

measures of customer satisfaction and program compliance, pending budget and resources in 

2020. 

TABLE 50: EEOC PART H-3 

EEOC Form 715-01 Part H-3 

Consumer Financial Protection Bureau 

Statement of model program essential 

element deficiency 

Objective 

Responsible official 

Date objective initiative 

U.S. Equal Employment Opportunity Commission Federal 
Agency Annual EEO Program Status Re~ort 

FY 2016 

Data for certain required workforce profile tables (specifically 

Tables A 11 and A 12) needs to be collected, analyzed, and 

integrated into barrier analyses and submissions for annual 

MD-715 reporting. 

CFPB will take all steps necessary to gather relevant data for 

barrier analysis and reporting purposes. 

OCR Director, OHC Director 

FY 2016 
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EEOC Form 715-01 Part H-3 

Target date for completion of objective 

Planned activities toward completion of 

objective 

U.S. Equal Employment Opportunity Commission Federal 
Agency Annual EEO Program Status Re~ort 

September 30, 2017 

CFPB has worked with the Department of the 

Treasury/Bureau of the Fiscal Service to ensure that all 

required data is collected. CFPB will be analyzing all relevant 

data to identify triggers and potential barriers. 

Report of accomplishments and modifications to objectives 

The EEOC in a technical assistance letter datedJ une 24, 2016, noted that CFPB had not yet 

begun collecting all data necessary for performing certain trigger and barrier analysis. The 

EEOC noted that CFPB did not collect data tables A11 and A12, which contain applicant flow 

data for senior level position (SLP) promotions and the SLP career development program 

because CFPB was not yet using USAJ obs.gov for hiring executive-level positions. The EEOC 

also stated that data for tables A11 and A12 would have shown the recruitment and selection of 

Black males and females for promotions and career development opportunities in the senior 

grade levels. Further, EEOC stated: 

Given that CFPB is a new agency that opened inJ uly 2011 and its Office of Civil 

Rights opened in February 2013, we recognize that the agency will encounter 

some EEO program deficiencies during the development of its workforce and 

infrastructure. Accordingly, we will continue to provide assistance to CFPB 

during its efforts to correct any identified deficiencies. However, as we noted ... 

CFPB does not yet collect all of the workforce data, including all applicant flow 

data, which is necessary in order to conduct barrier analysis. In Part Hof its next 

MD-715 report, we expect CFPB to show meaningful progress toward capturing 

all the required workforce data. We look forward to reviewing CFPB's progress 

in this area in future MD-715 reports. 

During FY 2016, the Bureau's Office of Human Capital (OHC) was able to produce most 

of the required MD-715 reports on applicants and existing employees. However, a 

notable amount of time was spent manually compiling data required to produce some of 

the MD-715 tables, specifically those representing applicant data. Pre-configured reports 

are available in the systems of record that house the Bureau's applicant data and 

employee data. The Department of the Treasury (Bureau of the Fiscal Service), CFPB's 
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shared service provider, offers the M D-715 reports through Workforce Analytics and 

Monster Analytics for employee and applicant data, respectively. 

There were five sets of MD-715 FY 2015 reports representing applicant data and one MD-715 FY 

2015 report representing workforce data that were either not available or required manual 

adjustments: 87, A11/B11, A12/B12, and A10. 

• The A11 & 811 (Internal Selections for Senior Level Positions - GS-13, 14, 15 & SES) 

reports were not provided for FY 2015 as internal selections could not be tracked 

through Monster Analytics. As a follow-up, OHC worked with Treasury to have an 

indicator turned on at the USAJobs level to designate merit promotions for CFPB-only 

positions. This will identify those announcements from March 2016 - September 2016. 

OHC also manually identified CFPB-only announcements from October 2015 - March 

2016 for FY 2016 reporting. This helped ensure that OHC could provide these reports for 

FY 2016. FY 2017 reporting will be available through the pre-configured reports in 

Monster Analytics. 

• The A12 & 812 (Participation in Career Development) reports were not provided for FY 

2015 or FY 2016. OHC was not able to report on that data as the Bureau does not have 

any career development programs at this time. 

• The 87 (Applicants and Hires for Major Occupations) report was manually created for 

FY 2016 reporting to only include CFPB's four mission-critical occupations, filtering by 

occupational series. Monster Analytics did not allow the filtering in the pre-configured 

report by occupational series. 

• There was one MD-715 FY 2015 report containing data on existing employees that 

required manual adjustments: A10. The A10 (Non-competitive promotions - Time in 

Grade) report for existing employees was fixed for FY 2016 reporting. OHC identified an 

error in the pre-configured report available from the shared service provider, which has 

been addressed. 
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11. EEO plan to eliminate identified barriers 

TABLE 51: EEOC PART 1-1 

EEOC Form 715-01 Part 1-1 

Consumer Financial Protection Bureau 

Statement of condition that was a 
trigger for a potential barrier: 

Provide a brief narrative describing the 

condition at issue. 

How was the condition recognized as a 

potential barrier? 

Barrier analysis: 

Provide a description of the steps taken 

and data analyzed to determine cause 

U.S. Equal Employment Opportunity Commission Federal 
Agency Annual EEO Program Status Report 

FY 2016 

During FY 2015 and again in FY 2016, several ethnic and 

racial groups increased their workforce participation at a rate 

slower than CFPB's total workforce. Additionally, several 

ethnic and racial groups had participation rates lower than 

their respective relevant Civilian Labor Force ("CLF") rates. 

A review of workforce data tables revealed that in FY 2015, 

Hispanic Females, White Males, Asian Males and Females, 

Native Hawaiian/Other Pacific Islander Males and Females, 

and Two or More Race Males and Females had slower rates 

of increase than CFPB's total workforce. Data also revealed 

that in FY 2015, Females, Hispanic Males and Females, 

White Males and Females, Native Hawaiian/Other Pacific 

Islander Males, and American Indian/Alaska Native Males and 

Females had participation rates lower than their respective 

CLF rates. 

In FY 2016, a review of workforce data tables revealed that 

White Males and Females, Hispanic Males and Females, 

Native Hawaiian/Other Pacific Islander Males, American 

Indian/Alaska Native Males and Females and Males of two or 

more races had participation rates lower than the CLF rates. 

American Indian/Alaska Native Males and Females and Males 

of two or more races had a net change lower than the net 

change for the total workforce. 

CFPB analyzed Tables A 1 and Bl (Workforce) to compare the 

rates of increase for CFPB's workforce and each demographic 

group comprising the workforce. Additionally, CFPB 
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EEOC Form 715-01 Part 1-1 

of the condition. 

Statement of identified barrier: 
Provide a succinct statement of the 

agency policy, procedure or practice 

that has been determined to be the 

barrier of the undesired condition. 

Objective: 
State the alternative or revised agency 

policy, procedure or practice to be 

implemented to correct the undesired 

condition. 

Responsible official: 

Date objective initiated: 

Target date for completion of objective: 

Planned activities toward completion of 

objective: 

OCR, OMWI, and OHC presented 

suggestions to the EAC on 

recommended changes to the hiring 

process. 

OCR, OMWI, and OHC will present 

recommendations to the Executive 

Committee and to the CFPB Director. 

CFPB will begin to implement approved 

recommendations to the hiring process 

on a short-term, mid-term, and long­

term basis. 

CFPB will re-analyze applicant flow 

data to determine if any implemented 

changes have had a positive impact on 

U.S. Equal Employment Opportunity Commission Federal 

Agency Annual EEO Program Status Re~ort 

compared each group's workforce participation rate to its 

corresponding CLF rate. In FY 2015, CFPB also did an 

internal audit of its hiring process for approximately 60% of 

the Bureau workforce (excluding Attorneys and Executives) 

using applicant flow data available from USAJobs. 

No barrier has been identified to date. Although CFPB 

complies with legal requirements related to hiring, some hiring 

procedures could be enhanced to further promote fairness in 

the hiring process. 

OCR, OMWI, and OHC are currently working together to 

better understand and appropriately address, as necessary, 

the data results, and will apprise EEOC of progress. In the 

interim, the Bureau has implemented "blinding" of 

resume/application data for certain positions at either the 

"minimum qualification" or "2nd hurdle assessment" phases of 

the hiring process. CFPB will evaluate the impact of this new 

practice at an appropriate time when sufficient data is 

available to allow meaningful analysis and conclusions. 

OCR, OMWI, OHC 

December 2015 

September 30, 2017 

January through December 2016 

May 2017 

May 2017 

January 2018 
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EEOC Form 715-01 Part 1-1 

the hiring process. 

U.S. Equal Employment Opportunity Commission Federal 

Agency Annual EEO Program Status Re~ort 

Report of accomplishments and modifications to objective 

After conducting the data analysis, OCR, OMWI, and OHC collaborated to conduct best practice 

research, reinforce use of existing practices and tools that promote equity and fairness, and 

identify additional hiring process improvements that could be taken. 

OHC has already begun considering options and implementing changes using tools it already 

has at its disposal that did not require the implementation of new policies, including: enhancing 

structured interview, phone screening, and reference check tracking and guides; creating a 

standardized structured interview question database, including standard D&I competency 

questions; creating a library of standardized benchmarks used to evaluate qualifications based 

on CFPB's competency model (which has gone through an extensive multi-year validation 

process);and creating new tools and resources to help applicants better understand the hiring 

process and how to navigate it. 

Relatedly, in itsjune 24, 2016, technical assistance letter, the EEOC "request[ed] that CFPB 

provide an update on its use of a blind selection process for SLS vacancies, which EEOC 

considers a best practice." CFPB is now "blinding" resume/application data for certain positions 

at either the "minimum qualification" or "2nd hurdle assessment" phase of the hiring process. 

The minimum qualifications and 2nd hurd le assessment process are completed before a "final 

certificate" is issued to a hiring manager. For positions to which this technique applies, 

standard operating procedures now require that data that could potentially identify a specific 

individual (including applicant name, address, SSN, email address, phone number, disability 

information, and Vete rans status) be redacted from resumes and other application materials. 

An applicant number (rece ived from the Bureau's Career Connector system) replaces this 

information on applicant documents. The process is completed by authorized personnel who 

have been trained on appropriate redaction techniques. Acceptable redaction techniques 

include manual redaction (black redaction on the physical document) and/or electronic 

redaction using an approved redaction technology system. OHC HR specialists conduct a spot 

check review prior to providing the documents to the relevant subject matter experts performing 

the minimum qualification reviews and 2nd hurdle assessments. 
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CFPB will eva luate the impact of th is new practice at an appropriate t ime when sufficient data is 

avai lable to allow meaningful analys is and conclusions. 

After getting feedbac k from Bureau leadersh ip, OCR, OMWI, and OHC will develop add itional 

recommendations to the Di recto r for approva l. After measures are in place and used for a 

period of time where data can be gathered that is sufficient for meaningful analys is, the Bureau 

will again conduct a fo llow-up applicant flow ana lys is to assess the impact of these measures on 

the hiring process. 

TABLE 52: EEOC PART 1-2 

EEOC Form 715-01 Part 1-2 

Consumer Financial Protection Bureau 

U.S. Equal Employment Opportunity Commission Federal 
Agency Annual EEO Program Status Report 

FY 2016 

During FY 2016, Individuals with Targeted Disabilities 

("IWTD'') participated in CFPB's workforce at a rate lower than 

the Federal goal of 2%. However, from FY2015 to FY2016 

Statement of condition that was a CFPB's total workforce increased, as did the number of IWTD 

trigger for a potential barrier: in the total workforce - and at a rate much higher than the 

rate of increase of the workforce (7 .31 % for the total 

Provide a brief narrative describing the workforce v. 46.15% for IWTD). A review of workforce data 

condition at issue. tables revealed that there were 19 IWTDs (1.16%) during 

FY2016 and 13 (.85%) IWTDs during FY2015. 

How was the condition recognized as a 

potential barrier? 

Barrier analysis: 
Provide a description of the steps taken 

and data analyzed to determine cause 

of the condition. 

When only the permanent workforce is analyzed, the rate of 

IWTD in FY 2016 is still 19 individuals, or 1.27%. 

In FY 2016, no IWTD separated from the workforce. 

CFPB analyzed Table Bl (Workforce) to compare the rates of 

increase for CFPB's workforce and IWTDs. CFPB also 

compared the rate of IWTDs to the 2% Federal goal. 

Additionally, CFPB analyzed Table B14 to compare IWTD rate 

of separation to their workforce participation. 

Critically, CFPB also completed and analyzed a trigger table 

provided by the EEOC to evaluate potential barriers for IWTD. 

(The completed table is available upon request.) A review of 

this trigger table revealed that in the CFPB's permanent 

workforce, the percentage of IWTD was lower than the 

percentage of individuals without targeted disabilities in the 

following categories: (1) supervisors and managers at the 
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EEOC Form 715-01 Part 1-2 

Statement of identified barrier: 
Provide a succinct statement of the 

agency policy, procedure or practice 

that has been determined to be the 

barrier of the undesired condition. 

Objective: 
State the alternative or revised agency 

policy, procedure or practice to be 

implemented to correct the undesired 

condition. 

Responsible official : 

Date objective initiated: 

Target date for completion of objective: 

Planned activities toward completion of 

objective: 

Develop and implement a plan for 

recruiting IWTDs 

Evaluate reasonable accommodation 

and training programs and create 

retention strategies for IWTDs 

Evaluate and implement relevant 

portions of the EEOC's new Section 

U.S. Equal Employment Opportunity Commission Federal 
Agency Annual EEO Program Status Re~ort 
CN-71 and above (GS-15 and above) and CN-53/60 (GS-

13/14); (2) CN-60 (GS-14) employees; (3) CN-71 (GS-15) 

employees; (4) Economists (01 1 O) ; and (5) Examiners (0570) . 

Lastly, CFPB reviewed CFPB's diversity recruitment initiatives 

to evaluate the Agency's efforts to identify qualified IWTDs. 

No barrier has been found at this time. 

Increase efforts to collect data beyond statistics (such as 

anecdotal evidence, survey results, etc.) to determine if a 

barrier exists. 

OCR, OHC, OMWI 

January 2016 

September 30, 2017 

TARGET DATE 

September 30, 2017 

September 30, 2017 

September 30, 2017 

501 regulations on affirmative action for September 30, 2017 

individuals with disabilities and targeted 

disabilities. 

Report of accomplishments and modifications to objective 

The CFPB has proud ly supported the efforts of Executive Order 13548 to increase the Federal 

employment of ind ividuals w ith disabilit ies and is an equal opportunity employer in compliance 

with appli cable federal law. To achieve the goals set forth in Executive Order 13548, the CFPB, 
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to the extent permitted by law, works to increase recruitment, hiring, and retention of 

individuals with disabilities in employment and other job-related programs. CFPB will continue 

and enhance these efforts in light of and in compliance with the EEOC's newly released Section 

501 affirmative action regulations. 

In recognition of the Bureau's efforts in this area, inJ anuary 2016, CFPB was ranked amongst 

the "Top 20 Government Employers" in Careers & the disABLED Magazine amongst the 

agencies who provide a positive working environment for people with disabilities. In fact, CFPB 

was ranked as #13, and was the only federal financial regulatory agency (FIRREA agency) 

ranked on the list. 

The CFPB supports federal employment of individuals with disabilities through the following 

strategic activities: 

• Outreach and Recruitment The Bureau continues to establish and maintain 

relationships with, and outreach to, professional organizations that represent individuals 

with disabilities. Through attending various career fairs and through community 

outreach efforts, the Bureau encourages individuals with disabilities to apply under the 

Schedule A Hiring Authority to open positions at the CFPB. For example, the Bureau 

attended various recruitment events specifically focusing on individuals with targeted 

disabilities, including the Careers & the disABLED magazine Career Expo for people with 

disabilities on 11113/2015. 

As discussed in greater detail below, hiring managers are informed that eligible and 

qualified Schedule A candidates can be quickly hired non-competitively using the 

Schedule A Hiring Authority. Along with the continued socialization of the advantages of 

the Schedule A Hiring Authority, the CFPB continues to explore how to best leverage the 

Workplace Recruitment Program (WRP) through the Department of Labor. The WRP is 

a recruitment and referral program that connects federal and private sector employers 

nationwide with highly motivated college students and recent graduates with disabilities 

who are eager to prove their abilities in the workplace through summer or permanent 

jobs. In FY2016, the CFPB leveraged applicant submissions under DOL's WRP and 

OPM's Bender list (as well as used Schedule A) to source candidates that represented 

individuals with disabilities in the workforce. Critically, the CFPB has drafted a policy 

and procedures related to standardizing how to best leverage the Schedule A Hiring 

authority to meet our disability hiring targets. 
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CFPB's Director, Richard Cordray, is also committed to targeting recruitment for 

individuals with disabilities. For example, in October 2015, the Director announced to 

all employees that the Bureau intends to work with the Federal Communications 

Commission to learn more about their initiative to increase the hiring of individuals with 

intellectual disabilities. The Bureau's Chief Human Capital Officer has already reached 

out to FCC about this potentially valuable partnership. 

• Hiring. The CFPB continues to actively hire a diverse pool of talent to carry out the 

Bureau's mission. The Bureau's ongoing goal is to increase the number of individuals 

with disabilities overall, and to increase the individuals with targeted disabilities to 2.0%, 

which is in line with the goals set forth in Executive Order 13548, the LEAD initiative 

started by former EEOC Vice Chair Chris Griffin, and EEOC's recently finalized rule 

under Section 501 of the Rehabilitation Act. In a technical assistance letter datedJ une 

24, 2016, the Equal Employment Opportunity Commission stated: "We are pleased to 

note that in FY 2015, CFPB implemented a recruitment and outreach plan for individuals 

with targeted disability and it has established a goal of 2% to hire and retain individuals 

with targeted disability." 

While CFPB increased its number of individuals with disabilities and individuals with 

targeted disabilities during FY 2016, CFPB did not meet the goal of 2.0% for individuals 

with targeted disabilities. In FY 2016, individuals with targeted disabilities represented 

1.16% of the total workforce (compared with 0.85% of the total workforce in FY 2015) in 

accordance with the coding that the EEOC uses for targeted disabilities. Further, 8.75% 

of the workforce voluntarily identified as having a disability as of the end of FY 2016 

(compared with 8.68% as of the end of FY 2015). Additionally, in FY 2016, 2.27% of new 

permanent hires had targeted disabilities (5 individuals), and 8.70% of new permanent 

hires voluntarily identified as having a disability (16 individuals). 

The Bureau has not specifically set aside any positions in any fiscal year for Schedule A 

appointments; however, hiring managers are encouraged by OHC, OCR, and OMWI to 

consider and use the Schedule A hiring authority to fill vacancies. As noted in greater 

detail below, the Bureau circulates communications to hiring managers to highlight 

Schedule A appointments as a valuable hiring resource. In addition, during the State of 

the Agency briefing for the MD-715 FY15 report, the Director of OCR provided the 

Executive Committee (i.e., senior leadership including the Director, Deputy Director, all 

Associates Directors, the Chief of Staff, and the Deputy Chief of Staff) with materials 
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related to Schedule A including TheABCs of Schedule A for the Hiring Manager, a list of 

targeted disabilities, information on how to access the relevant intranet content, and a 

point of contact in OHC to provide assistance to their management teams. 

Further, the Bureau has robust recruitment activities to recruit disabled veterans, which 

should help the Bureau achieve its overall goal to have 2.0% of its workforce be 

individuals with targeted disabilities. 

All Schedule A appointees at the Bureau who have worked two years or more have been 

converted to the competitive service. Hiring managers are encouraged by OHC, OCR, 

and OMWI to consider and use the Schedule A hiring authority to fill vacancies. The 

Equal Employment Opportunity Commission, in a technical assistance letter datedJ une 

24, 2016, stated: "We are pleased to note that CFPB stated in its response to our RFI 

that the agency regularly converts its Schedule A appointees to competitive status after 

two years of satisfactory performance. We urge CFPB to continue to ensure that its 

Schedule A employees are timely converted to the competitive service." 

Retention. Tra ining and mentoring is important in the career development and retention 

of current employees with targeted disabilities; CFPB launched a pilot mentoring bank 

program in FY 2015 that was successful and could be expanded in the future. 

• Internal Communications & Education. Schedule A training for all recruitment officials 

is readily available and taken. OHC, OCR, and OMWI personnel are knowledgeable 

about th is flexibility. A recruitment toolkit for recruiting ambassadors outside of OHC, 

OCR, and OMWI is available on the intranet and a PowerPoint presentation is provided 

to recruiters. The guide advises that before any recruiting event, the recruiters must 

understand the federal hiring rules, including special hiring authorities. Information 

about the Schedule A hiring authority for people with disabilities is included and always 

readily available to recruiters in the following resources: 

o Recruiting Ambassadors Toolkit that is available to all on the intranet; 

o Federal Hiring Authorities page that is available to all on the intranet; 

o CFPB's Hiring, Promotion, and Internal Personnel Movements Policy; 

o CFPB Hiring Manager's Guide that is available to all managers on the intranet; and 

o A stand-alone intranet page explaining the Schedule A hiring authority, which 
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contains li nks to information about the Schedule A authority from EEOC, the Office 

of Personnel Management (OPM), and the Office of Disabi lity Employment Policy 

(ODEP) at the Department of Labor. 

Additional information is periodically circulated as reminders that the Schedu le A hiring 

authority is avai lab le and managers - who also may serve as recruiters - are encouraged 

to use it as a too l that can both enhance the divers ity of the CFPB workforce and speed 

the hiring process. For example, the Schedu le A flexibi l ity was highl ighted in the 

October 7, 2015, ed ition of the Bureau's communications vehicle targeted at supervisors 

(the "Manager M inute"). 

Further, management officia ls and recruitment officials also have other frequent tra ining 

and educational opportunities on numerous disabi lity-related employment topics, 

including Schedule A. For example, in October 2015, for National Disability 

Employment Awareness Month, the Bureau circu lated disabi lity etiquette t ips to all 

employees, and a video to help dispel employment myths re lated to persons w ith 

disabi lit ies. Each year (including in FY 2016), the Bureau also sends out not ices via 

electronic newsletters and on employee paystubs about important disabi lity-related 

programs and mi lestones (including reminders about the anniversaries of the passage of 

the Rehabi litation Act of 1973 and the Amer icans with Disabil ities Act). I n early 

November 2015, also in celebration of National Employment Awareness Disabil ity 

Month, OCR coord inated a panel discussion (moderated by the Director of OCR) 

comprising employees w ith disabil ities sharing the ir stories, and highl ighted Schedule A 

hiring flexib ility. 

Finally, OCR is exploring the possib il ity of implementing an annual mandatory 8-hour 

EEO refresher curriculum for supervisors and managers, which would include training 

options on Schedule A and other disabi lity top ics. (All managers must complete 16-

hours of initia l EEO tra ining, which is offered through the EEOC Training Institute, and 

have numerous other opportunities for additional learning.) 

• Cross-Divisional Collaboration. The Bureau's OCR has convened a working group of 

various internal champions for disability-related issues. This forum allows persons to 

raise issues, share information, and brainstorm strategies to create positive change at 

CFPB. The purpose of the group is to set priorities for safeguarding and promoting the 

rights of applicants, employees, cont ractors, and consumers with disabi l ities in al l 

Bureau activities. The group is exploring better ways to recruit and reta in workers with 
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disabi lities, enhance reasonable-accommodations provided to workers and consumers 

who contact the Bureau with financial complaints, educate managers and supervisors on 

disabil ity topics, inc luding Schedu le A, and enhance data collection efforts (among other 

priorities). The steering and working groups consist of thought leaders from major 

CFPB segments, inc lud ing OCR, OMWI, OHC, the CFPB Ombudsman's Office, 27 the 

Bureau's Office of Consumer Response, the Legal Division, and others. Members include 

experts on the employment provisions of the Americans with Disab il ities Act and Section 

501 of the Rehabili tation Act, on Sections 504 and 508 of the Rehabilitation Act, and on 

recru itment, retention, and compensation pol icy issues. 

• Resources. A Disabil ity Program Manager (DPM) could ass ist in the above efforts, and 

the Bureau intends to hire a DPM as feasible. In the meantime, CFPB will work to 

leverage existing resources to further disabil ity hiring and retention efforts. 

TABLE 53: EEOC PART 1-3 

EEOC Form 715-01 Part 1-3 

Consumer Financial Protection Bureau 

Statement of condition that was a 

trigger for a potential barrier: 

Provide a brief narrative describing the 

U.S. Equal Employment Opportunity Commission Federal 
Agency Annual EEO Program Status Report 

FY 2016 

During FY 2015 and again during FY 2016, analysis revealed 
that various demographic groups participated in Major 
Occupations 0301 (Misc. Administration), 0570 (Examiner), 

01 10 (Economist), and 0905 (Attorney) at rates lower than 
their CLF rates . 

condition at issue. A review of workforce data tables revealed that as of the end 
of FY 2016, the fol lowing groups participated at rates lower 

How was the condition recognized as a than their CLF rates in Major Occupation 0301 : Females, 

potential barrier? White Females, Hispanic Males and Females, American 
Indian/Alaska Native Females, and Males of two or more 
races. 

27 The CFPB Ombudsman's Office is an independent, impartial, and confidential resource and, as such, is an ex 
officio member of this group. 
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EEOC Form 715-01 Part 1-3 

Barrier analysis: 
Provide a description of the steps taken 

and data analyzed to determine cause 

of the condition. 

Statement of identified barrier: 
Provide a succinct statement of the 

agency policy, procedure or practice 

that has been determined to be the 

barrier of the undesired condition. 

Objective: 
State the alternative or revised agency 

policy, procedure or practice to be 

implemented to correct the undesired 
condition. 

Responsible official : 

Date objective initiated: 

Target date for completion of objective: 

Planned activities toward completion of 

objective: 

U.S. Equal Employment Opportunity Commission Federal 
Agency Annual EEO Program Status Re~ort 

The following groups participated at rates lower than their CLF 

rates in Major Occupation 0570: Females, White Males and 

Females, Black Females, Hispanic Females, Asian Females, 

American Indian/Alaska Native Females, and Males of two or 

more races. 

The following groups participated at rates lower than their CLF 

rates in Major Occupation 0110: Females, White Males, 

Hispanic Females, Asian Males, Native Hawaiian/Other 

Pacific Islander Females, American Indian/Alaska Native 

Males and Females, and Males of two or more races. 

Lastly, White Males and Hispanic Males participated at rates 

lower than their CLF rates in Major Occupation 0905. 

CFPB analyzed Tables A6 and 86 (Major Occupations) to 

compare each demographic group's participation in each of 

CFPB's Major Occupations to their respective CLF rates. 

CFPB also reviewed Tables A7 & 87 (Applicants and Hires for 

Major Occupations) to analyze the number of qualified 

applicants for the agency's Major Occupation identified for 

each group. 

No barrier has been identified to date. We will continue to 

analyze the data and conduct additional in depth analyses 

into other gathered information to identify whether a barrier 

exists. This analysis will include review of whether hiring 

processes discussed in Part 1-1 also affect these participation 

rates. 

CFPB will continue to monitor the participation rates for the 

identified groups. CFPB will also review its recruitment and 

retention programs to increase representation of the relevant 

groups. 

OCR, OMWI, OHC 

December 2015 

September 30, 2017 

TARGET DATE 

(Must be specific) 
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CFPB will conduct additional review of 

the job description, qualification criteria, 

and hiring practices to ensure selection 

requirements and procedures are job 

related and consistent with business 
necessity. 

CFPB will continue to analyze applicant 

data and monitor applicant rates, 
qualification rates, and selection rates. 

CFPB will review the selection process 

regularly to ensure equal treatment. 

OEOF will be consulted on selection 

panel participants. 

CFPB will continue its targeted 

outreach efforts. 

U.S. Equal Employment Opportunity Commission Federal 
Agency Annual EEO Program Status Re~ort 

September 30, 2017 

September 30, 2017 

September 30, 2017 

September 30, 2017 

September 30, 2017 

Report of accomplishments and modifications to objective 

See Part I -1 for an in-depth descript ion of the Bureau's plan to review its hir ing process, which 

may or may not have an impact on this issue. 

TABLE 54: EEOC PART 1-4 

EEOC Form 715-01 Part 1-4 

Consumer Financial Protection Bureau 

Statement of condition that was a 
trigger for a potential barrier: 

Provide a brief narrative describing the 

condition at issue. 

How was the condition recognized as a 

potential barrier? 

U.S. Equal Employment Opportunity Commission Federal 
Agency Annual EEO Program Status Re~ort 

FY 201 6 

During FY 2015 and again during FY 2016, various 

demographic groups participated in senior level positions and 

Pay Bands 53 to 71 (GS-13 to GS-15 equivalent at CFPB) at 

rates lower than their participation in CFPB's workforce. 

A review of workforce data tables revealed that as of the end 

of FY 2016, White Females, Black Males and Females, 

Hispanic Males and Females, Asian Males and Females, 

Native Hawaiian/Other Pacific Islander Males and Females, 

American Indian/Alaska Native Males and Females, and 

Males and Females of two or more races participated in one 

or more of the Pay Bands CN-53 to CN-71 at rates lower than 

their participation in CFPB's workforce. Similarly, as of the 
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Barrier analysis: 
Provide a description of the steps taken 

and data analyzed to determine cause 

of the condition. 

Statement of identified barrier: 
Provide a succinct statement of the 

agency policy, procedure or practice 

that has been determined to be the 
barrier of the undesired condition. 

Objective: 
State the alternative or revised agency 

policy, procedure or practice to be 

implemented to correct the undesired 

condition. 

Responsible official: 

Date objective initiated: 

Target date for completion of objective: 

U.S. Equal Employment Opportunity Commission Federal 
Agency Annual EEO Program Status Re~ort 

end of FY 2016, White Males, Black Males and Females, 

Hispanic Females, Asian Females, Native Hawaiian/Other 

Pacific Islander Males and Females, American Indian/Alaska 

Native Males and Females, and Males and Females of two or 

more races participated in Executive positions at rates lower 

than their participation in CFPB's total workforce. 

CFPB analyzed A4-1, A4-2, B4-1 and B4-2 (Grade Level 

Distributions) to compare each group's participation in high 

level grade levels to their respective participation in CFPB's 

workforce. 

The analysis conducted to date has not identified a cause for 

the potential barrier. The Bureau will continue to analyze that 

and other data and additional in depth analyses into other 

gathered information to identify whether a barrier exists. This 

analysis will include review of whether hiring processes 

discussed in Part 1-1 also affect these participation rates. 

CFPB has hired an expert consultant to assist with this barrier 

analysis and with implementation of recommendations 

provided by the EEOC in June 2016 on this issue. Due to 

procurement delays, work by the contractor and the Bureau 

on this barrier analysis did not begin until December 2016. 

CFPB will keep EEOC informed on progress of these efforts. 

Analysis has not yet revealed any discriminatory policies , 

practices, or procedures that have created a barrier. 

CFPB will continue to monitor and examine its employment 

and promotion policies or procedures to determine whether 

any barriers to demographic groups - particularly African 

Americans males and females - exist. 

OCR, OMWI, OHC 

December 2015 

September 30, 2017 
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EEOC Form 715-01 Part 1-4 

Planned activities toward completion of 

objective: 

CFPB will continue to examine its 

U.S. Equal Employment Opportunity Commission Federal 
Agency Annual EEO Program Status Re~ort 

TARGET DATE 

(Must be specific) 

promotion practices and address any September 30, 2017 

problematic observations. 

CFPB will review surveys to assess 

whether any information contained in 

the results could help explain the cause September 30, 2017 

of the low participation among certain 

groups in higher-banded positions. 

Report of accomplishments and modifications to objective 

In its FY 2015 Program Status (MD-715) report, the Bureau identified underrepresentation of 

various demographic groups in Senior Level Positions. During FY 2016, the Equal Employment 

Opportunity Commission provided technical assistance to the CFPB in evaluating possible 

related barriers to the advancement of Black males and females specifically. Specifically, in a 

technical assistance letter datedjune 24, 2016, the EEOC recommended that the Bureau: 

look for possible connections between the triggers in its workforce statistics and 

any policies, procedures, or practices that might be causing those discrepancies. 

In particular, we suggest that CFPB implement the following planned activities: 

(1) identify the typical background and experience of individuals selected to the 

SLP and other senior pay positions; (2) review the qualifications of Black males 

and females seeking career advancement; (3) examine the recruitment of Black 

males and females into the senior grade levels and management positions; (4) 

investigate every phase of the merit promotion process for the senior grade 

positions; (5) interview employees from the human resources office about their 

screening process; (6) meet with members of the interview panel about their 

process of identifying best-qualified applicants and their interview questions; (7) 

compare the qualifications of Black male and female applicants to the selectees' 

qualifications; (8) review the various voting stages for disapproval of Black males 

and female candidates; (9) conduct a longitudinal review of applicant flow 

statistics found in tables A7, A9, and A1 1; (10) review the participation of Black 

males and females by grade level in the occupations with upward mobility; and 

(11) meet with selecting officials to examine their experiences in the hiring 
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process and to discuss their perception of Black candidates. 

The Bureau procured an expert consultant to help it carry out these recommendations. Due to 

procurement delays, CFPB did not begin working with the consultant until December 2016. 

However, CFPB will update the EEOC on its progress. 

See Part I-1 for an in-depth description of the Bureau's plan to review its hiring process, which 

may or may not have an impact on this issue. 
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12. Special program plan for the recruitment, 
hiring , and advancement of individuals with 
targeted disabilities 

TABLE 55: EEOC FORM 715-01 PART J, SPECIAL PROGRAM PLAN FOR THE RECRUITMENT, HIRING, AND 
ADVANCEMENT OF INDIVIDUALS WITH TARGETED DISABILITIES - PART I DEPARTMENT OR 
AGENCY INFORMATION 

Agency and Subcomponent Labels Agency and Subcomponent Information 

1. Agency 1. Consumer Financial Protection Bureau 

1.a. 2nd Level Component 1.a. Not applicable 

1.b. 3rd Level or lower 1.b. Not applicable 

TABLE 56: EEOC FORM 715-01 PART J, SPECIAL PROGRAM PLAN FOR THE RECRUITMENT, HIRING, AND 
ADVANCEMENT OF INDIVIDUALS WITH TARGETED DISABILITIES- PART II EMPLOYMENT 
TREND AND SPECIAL RECRUITMENT FOR INDIVIDUALS WITH TARGETED DISABILITIES 

Beginning Beginning End of FY End of FY 
Net change Rate of 

of FY 2016 of FY 2016 2016 2016 

# % # % 
# change 

Total Work 
1,533 100.00% 1,645 100.00% 112 7.31% 

Force 

Reportable 
133 8.68% 144 8.75% 11 8.27% 

Disability 
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Beginning Beginning End of FY End of FY 
Net change Rate of 

of FY 2016 of FY 2016 2016 2016 

# % # % 
# change 

Targeted 
13 0.85% 19 1.16% 6 46.15% 

Disability28 

TABLE 57: NUMBER OF APPLICANTS AND SELECTIONS OF PERSONS WITH TARGETED DISABILITIES 

Targeted Disability Applicant and Selection Labels 

1. Total Number of Applications Received From 

Persons With Targeted Disabilities during the reporting 

period. 

2. Total Number of Selections of Individuals with 

Targeted Disabilities during the reporting period. 

Targeted Disability Applicant And Selection 
Data for CFPB 

81 

0 

TABLE 58: EEOC FORM 715-01 PART J, PART Ill PARTICIPATION RATES IN AGENCY EMPLOYMENT 
PROGRAMS 

Other Total Report Reporta Targete Targete Not Not No No 
Employment/Pers able ble d d ldentifi ldentlfi Disablll Dlsabili 
onnel Programs Disabil Disabilit Disabili Disabili ed ed ty ty 

It # % ty# ty % # % # % 
3. Competitive 91 3 3.30% 1 1.10% 67 73.63% 21 23.08% 
Promotions 
4. Non-Competitive 341 35 10.26% 0.29% 9 2.64% 297 87.10% 
Promotions 
5. Employee Career NIA N/A NIA NIA NIA NIA NIA NIA NIA 
Development 
Pro rams 
5.a. CN 31 -52 (GS NIA NIA N/A NIA NIA NIA NIA NIA NIA 
5-12 equivalent) 
5.b. CN 53-60 (GS NIA NIA NIA NIA NIA NIA NIA NIA NIA 
13-14 eguivalent} 
5.c. CN 71 -90 (GS NIA N/A NIA NIA NIA NIA NIA NIA NIA 
151SES eguivalent) 
6. Emelol'.ee 488 45 9.22% 6 1.23% 6 1.23% 437 89.55% 

28 I f the rate of change for persons with ta rgeted disabi lities is not equal to or greater than the rate of change for the 
total workforce, a barrier ana lysis should be conducted (see below). 

111 EEO PROGRAM STATUS REPORT FOR FY 2016 



Other Total Report Reporta Targete Targete Not Not No No 
Employment/Pers able ble d d ldentifi ldentifl Disablli Disabili 
onnel Programs Disabil Disabilit Disabili ed ed ty ty 

it # # % # % 
Recognition and 
Awards29 

6.a. Time-Off 3,064 248 8.09% 56 1.83% 24 0.78% 2,792 91.12% 
Awards (Total hrs hours hours hours hours hours 
awarded) 
6.b. Cash Awards $132, $12,40 9.36% $1 ,600 1.21% $2,000 1.51% $118,07 89.13% 
(total $$$ awarded) 475 0 5 
6.c. Quality-Step N/A N/A N/A N/A N/A N/A NIA N/A N/A 
Increase 

EEOC Form 715-01 Part J Part IV Identification and Elimination of Barriers 

Agencies with 1,000 or more permanent employees MUST conduct a barrier ana lysis to address 

any barriers to increasing employment opportunities for employees and applicants with targeted 

disabilities using FORM 715-01 PART I. Agencies should review their recruitment, hiring, career 

development, promotion, and retention of individuals with targeted disabilities in order to 

determine whether there are any barriers. 

See Part I-2, which contains this barrier analysis. 

EEOC Form 715-01 Part J, Part V Goals for Targeted Disabilities 

Agencies with 1,000 or more permanent employees are to use the space provided below to 

describe the strategies and activities that will be undertaken during the coming fiscal year to 

maintain a special recruitment program for individuals with targeted disabi lities and to 

establish specific goals for the employment and advancement of such individuals. For these 

purposes, targeted disabilities may be considered as a group. Agency goals should be set and 

accomplished in such a manner as wi ll effect measurable progress from the preceding fiscal 

year. Agencies are encouraged to set a goal fo r the hi ring of individuals with targeted disabilities 

that is at least as high as the anticipated losses from this group during the next reporting period, 

29 Employees may be recognized with a time-off award, cash award, or a combination. The time-off awards were 
processed with an 846 nature of action code and the cash awards were processed with an 887 nature of action code. 
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with the objective of avoid ing a decrease in the tota l participation rate of employees with 

disabi lities. 

Goals, objectives and strategies described below shou ld focus on internal as we ll as external 

sources of candidates and include discussions of activities undertaken to identify individuals 

with targeted disabi lities who can be (1) hired; (2) placed in such a way as to improve 

possibi lities fo r career development; and (3) advanced to a position at a higher level or with 

greater potential than the position currently occupied. 

TABLE 59: GOAL FOR TARGETED DISABILITIES 

Goal CFPB adopts the federal government target goal of 2% 

Objectives 

Strategies 

Accomplishments 

In CFPB's most recent MD-715 annual report, the Agency had a goal to 

reach 2.0% representation by persons with targeted disabilities within the 

total workforce by the end of FY 2016. CFPB is recommitting to 

achievement of this goal (consistent with the EEOC's new Section 501 

affirmative action regulations) and will continue to take steps to educate 

hiring managers about Schedule A flexibilities for onboarding persons with 

disabilities. 

During FY 2016, persons with targeted disabilities represented 1.16% of the 
total workforce . The Agency hired 304 new hires into the workforce, five of 

whom have a targeted disability (1.64% of all new hires), 19 of whom have 

a disability (6.26% of all new hires) and 280 without a disability (92.11 % of 

all new hires) . We note that 1.64% of new hires did not identify whether or 

not they have a disability. Of the permanent hires made, 2.72% had a 

targeted disability (5 out of 184 permanent new hires). 

Strategies for obtaining the 2% goal are outlined in EEOC Form 715-01 

Part 1-2, and will be enhanced and augmented per guidance from the 

EEOC on implementation of the new Section 501 affirmative action 

regulations. 

Accomplishments are outlined in EEOC Form 715-01 Part 1-2. 

113 EEO PROGRAM STATUS REPORT FOR FY 2016 



·, •I 

April 7, 2017 

Con~..imer Financial 
P-otection 6ureau 

The Honorable Michael Crapo 

Chairman 
Committee on Banking, Housing, and Urban Affairs 
United States Senate 
534 Dirksen Senate Office Building 

Washington, DC 20510 

Dear Chairman Crapo: 

Enclosed please find the Consumer Financial Protection Bureau's Office of Minority and Women 
Inclusion Annual Report to Congress, as required under Section 342(e) of the Dodd-Frank Wall 

Street Refonn and Consumer Protection Act. 

Should you have any questions about the enclosed report, please contact me at (202) 435-971 1. 

Sincerely, 

&lh/ll_ 
Catherine Galicia 
Assistant Director for Legislative Affairs 

consumerfinance.gov 
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April 7, 2017 

Con~;;'ller Financii.ll 
Protection Bureau 

' II 

The Honorable Jeb Hensarling 
Chainnan 
Committee on Financial Services 

United States House of Representatives 
2129 Rayburn House Office Building 

Washington, DC 20515 

Dear Chainnan Hensarling: 

Enclosed please find the Consumer Financial Protection Bureau's Office of Minority and Women 
Inclusion Annual Report to Congress, as required under Section 342( e) of the Dodd-Frank Wall 

Street Reform and Consumer Protection Act. 

Should you have any questions about the enclosed report, please contact me at (202) 435-97 11 . 

Sincerely, 

Catherine Galicia 
Assistant Director for Legislative Affairs 

consumerfinance.gov 
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April 7, 2017 

Consumer Financial 
Prole(;tior. Bureau 

The Honorable Michael Pence 
Vice President of the United States 
President of the Senate 

S-212, The Capitol 
Washington, DC 20510 

Dear Vice President Pence: 

Enclosed please find the Consumer Financial Protection Bureau's Office of Minority and Women 
Inclusion Annual Report to Congress, as required under Section 342(e) of the Dodd-Frank Wall 

Street Reform and Consumer Protection Act. 

Should you have any questions about the enclosed report, please contact me at (202) 435-971 l. 

Sincerely, 

tlL/;i/L 
Catherine Galicia 
Assistant Director for Legislative Affairs 

consumerfinance.gov 



April 7, 2017 

Consumer Financi<il 
Protection Bureau 

The Honorable Paul Ryan 
Speaker 

United States House of Representatives 
H-209, The Capitol 
Washington, DC 20515 

Dear Speaker Ryan: 

Enclosed please find the Consumer Financial Protection Bureau's Office of Minority and Women 
Inclusion Annual Report to Congress, as required under Section 342(e) of the Dodd-Frank Wall 

Street Refonn and Consumer Protection Act. 

Should you have any questions about the enclosed report, please contact me at (202) 435-9711. 

Sincerely, 

{!!Ji ; !l 
Catherine Galicia 
Assistant Director for Legislative Affairs 

consumerfinance.gov 
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April 7, 2017 

Consumer Fi,-,ancial 
Protection Bureau 

The Honorable Maxine Waters 

Ranking Member 
Committee on Financial Services 
United States House of Representatives 

4340 Thomas P. O'Neill, Jr. House Office Building 
Washington, DC 20515 

Dear Ranking Member Waters: 

Enclosed please find the Consumer Financial Protection Bureau' s Office of Minority and Women 
Inclusion Annual Report to Congress, as required under Section 342(e) of the Dodd-Frank Wall 

Street Refonn and Consumer Protection Act. 

Should you have any questions about the enclosed report, please contact me at (202) 435-9711. 

Catherine Galicia 

Assistant Director for Legislative Affairs 

consumerfinance.gov 
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Ranking Member 

Committee on Banking, Housing, and Urban A ff airs 

United Stales Senate 

534 Dirksen Senate Office Building 

Washington, DC 2051 0 

Dear Ranking Member Brown: 

Enclosed please find the Fair Lending Report of the Consumer Financial Protection Bureau as 

required under Section 1013 of the Dodd- Frank Wall Street Reform and Consumer Protection Act. 

Should you have any questions about this report, please contact me at (202) 435-7552. 

Sincerely, 

Matt Pippin 

Deputy Assistant Director for Legis lative Affairs 

consumerfinance.gov 
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Message from 
Richard Cordray 
Director of the CFPB 
For over five years, the Consumer Financial Protection Bureau has pursued its statutory 

mandate to provide "oversight and enforcement" of the fair lending laws under our jurisdiction. 

I am proud of all we have accomplished in ensuring that creditworthy consumers are not denied 

credit or charged more because of their race or ethnicity or any other prohibited basis. 

Our fair lending guidance, supervisory activity, and enforcement actions have three goals: to 

strengthen industry compliance programs, root out illegal activity, and ensure that harmed 

consumers are remediated. Over these past five years, we have engaged in robust fair lending 

dialogue with industry and this dialogue has served to significantly strengthen industry 

compliance programs. Members of our Fair Lending Office have logged over 300 outreach 

meetings and events, not to mention preparing responses to the many calls and emails received 

from compliance officials. We have invested significant efforts toward strengthening industry 

compliance management systems because they are critical first-line measures to protect 

consumers from discriminatory lending policies and practices. As a result, our examiners now 

often find that lenders have already implemented sound policies and procedures to identify and 

address potential fair lending violations, based on our prior guidance. 

We also have achieved remarkable success in our fair lending enforcement activities during this 

time period, reaching historic resolution of the largest redlining, auto finance, and credit card 

fair lending cases, and instituting relief that has halted illegal practices. Our fair lending 

supervision and enforcement activities have resulted in over $400 million in remediation to 

harmed consumers. 
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In the coming years, we will increase our focus on markets or products where we see significant 

or emerging fair lending risk to consumers, including redlining, mortgage loan servicing, 

student loan servicing, and small business lending. Discrimination on prohibited grounds in the 

financial marketplace, though squarely against the law, is by no means a thing of the past. The 

Consumer Bureau will continue to enforce existing fair lending laws at a steady and vigorous 

pace, taking care to ensure broad-based industry engagement and consistent oversight. 

I am proud to present our 2016 Fair Lending Report. 

Sincerely, 

Richard Cordray 
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Message from 
Patrice Alexander 
Ficklin 
Director, Office of Fair Lending and Equal Opportunity 
When I left private practice to join the CFPB in 2011, I carried with me my experiences as 

industry counsel, advising bank and nonbank clients on fair lending compliance. I knew from 

my work that many lenders are interested in building and maintaining robust fair lending self­

monitoring systems that reflect best practices in consumer protection. I advised my clients on 

their efforts to evaluate and address fair lending risk not only in mortgage origination, but also 

in mortgage servicing, credit cards, and other areas that had not been a traditional fa ir lending 

focus. Together we enhanced the existing methods of proxying for race and ethnicity, an 

essential step to allow my clients to fu/&-implement the mandate contained in the Equal Credit 

Opportunity Act (ECOA), which prohibits discrimination in all manner of consumer credit, not 

simply mortgages. 

Shortly after arriving at the CFPB in 2011, I led a handful of other public servants in founding 

the CFPB's Fair Lending Office, which the Dodd-Frank Wall Street Reform and Consumer 

Protection Act (Dodd-Frank Act) charged with "oversight and enforcement" of ECOA. We drew 

from our experiences and dialogue with industry, the information transferred to us from our 

sister prudential regulators, civil rights and consumer advocate groups' perspectives, and the 

expertise of the Bureau's markets teams to establish our first three fair lending priorities: 

mortgage origination, auto finance, and credit cards. We have accomplished much in these 

markets over these past five years, not the least of which are the $400 million in remediation to 

harmed consumers andthe remarkable and robust dialogue we enjoy with many financial 
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services providers in support of their efforts to treat all of their customers in a fair and 

responsible manner. 

As outlined in my December 2016 blog post1, my team has again looked to our statutory mandate 

and relevant data to refresh the Bureau's fair lending priorities. In 2017 we will increase our focus 

in the areas of redlining and mortgage and student loan servicing to ensure that creditworthy 

consumers have access to mortgage loans and to the fu ll array of appropriate options when they 

have trouble paying their mortgages or student loans, regardless of their race or ethnicity. In 

addition, we will focus more fully on pursuing our statutory mandate to promote fair credit access 

for minority- and women-owned businesses. We know that these businesses play an important 

role in job creation for communities of color, while also strengthening our economy. 

The Dodd-Frank Act mandated the creation of the CFPB's Office of Fair Lending and Equal 

Opportunity and charged it with ensuring fair, equitable, and nondiscriminatory access to credit 

to consumers; coordinating our fair lending efforts with federal and state agencies and 

regulators; working with private industry, fair lending, civil rights, consumer and community 

advocates to promote fair lending compliance and education; and annually reporting to 

Congress on our efforts. 

I am proud to say that the Office continues to fulfill our Dodd-Frank mandate and looks forward 

to continuing to work together with all stakeholders in protecting America's consumers. To that 

end, I am excited to share our progress in this, our fifth, Fair Lending Repo rt.2 

Sincerely, 

Patrice Alexander Ficklin 

1 Patrice Ficklin, Fair Lending priorities in the new year. Consumer Financia l Protection Bureau (Dec. 16, 2016), 

.hHP./f_vy_ww,rnn~lJ-''.D_~rfin<ln~~.gQV/CJR9JJHJ?!bJQg.ZfCJiL-J_~ri_(ljng-_p_r_i_qriti~-~:n~w--y~_qrf. 

2 See Dodd-Frank Act§ 1013(c)(2)(D), Pub. L. No. 111-203, 124 Stat. 1376 (2010) (codified at 12 U.S.C. § 
5493(c)(2)(D)). 

4 FAIR LENDING REPORT OF THE CONSUMER FINANCIAL PROTECTION BUREAU, APRIL 2017 



Table of contents 
Message from Richard Cordray ................................................................................. 1 

Message from Patrice Alexander Ficklin ................................................................... 3 

Table of contents ......................................................................................................... 5 

Executive summary ..................................................................................................... 7 

1. Fair Lending prioritization ................................................................................. 12 

1.1 Risk-based prioritization: A data-driven approach to prioritizing areas 
of potential fair lending harm to consumers ......................................... 12 

1.2 Fair lending priorities ................................................................................ 14 

2. Fair Lending supervision ................................................................................... 15 

2.1 Fair Lending supervisory observations ................................................... 15 

3. Fair Lending enforcement .................................................................................. 27 

3.1 Fair Lending public enforcement actions ............................................... 27 

3.2 HMDA Warning Letters - Potential Mortgage Lending Reporting 
Failures ................................................................................................... 33 

3.3 Implementing enforcement orders ......................................................... 34 

3.4 ECOA referrals to the Department of J ustice ......................................... 37 

3.5 Pending fair lending investigations ........................................................ 37 

5 FAIR LENDING REPORT OF THE CONSUMER FINANCIAL PROTECTION BUREAU, APRIL 2017 



4. Rulemaking and related guidance ..................................................................... 39 

4.1 HMDAand Regulation C ........................................................................ 39 

4.2 ECOA and Regulation 8 .......................................................................... 45 

4.3 Small business data collection ................................................................ 47 

4.4 Amicus Program ..................................................................................... 48 

5. lnteragency coordination ................................................................................... 51 

5.1 Interagency coordination and engagement.. .......................................... .51 

6. Outreach: Promoting fair lending compliance and education ........................ 53 

6.1 Blog posts ................................................................................................ 54 

6.2 Supervisory Highlights ........................................................................... 56 

6.3 Speaking Engagements & Roundtables .................................................. 57 

7. lnteragency reporting ......................................................................................... 59 

7.1 ECOA enforcement ................................................................................. 59 

7.2 Referrals to the Department of Justice .................................................. 62 

7.3 Reporting on the Home Mortgage Disclosure Act ................................. 63 

8. Conclusion .......................................................................................................... 64 

Appendix A: ............................................................................................................... 65 

Defined terms .................................................................................................. 65 

6 FAIR LENDING REPORT OF THE CONSUMER FINANCIAL PROTECTION BUREAU, APRIL 2017 



Executive summary 
The Dodd-Frank Wall Street Reform and Consumer Protection Act (Dodd-Frank or Dodd-Frank 

Act)3 established the Bureau as the Nation's first federal agency with a mission focused solely on 

consumer financial protection and making consumer financial markets work for all Americans. 

Dodd-Frank established the Office of Fair Lending and Equal Opportunity (the Office of Fair 

Lending) within the CFPB, and charged it with "providing oversight and enforcement of Federal 

laws intended to ensure the fair, equitable, and nondiscriminatory access to credit for both 

individuals and communities."4 

Prioritization. The Bureau's risk-based prioritization process allows the Office of Fair Lending 

to focus our supervisory and enforcement efforts on the markets, products, and institut ions that 

represent the greatest fair lending risk for consumers. Based on the risks we identified, our 

market-level focus for the past five years has been on ensuring that consumers are not excluded 

from or made to pay more for mortgages, indirect auto loans, and credit cards because of their 

race, ethnicity, sex, or age. 

Going forward, because of emerging fair lending risks in other areas, we are increasing our focus 

on redlining, mortgage and student loan servicing, and small business lending. We remain 

committed to assessing and evaluating fair lending risk in all credit markets under the Bureau's 

jurisdiction. See Section 1 for more information. 

3 Pub. L. No. 11 1-203, 124 Stat. 1376 (2010). 

4 Dodd-Frank Act§ 1013(c)(2)(A) (codified at 12 U.S.C. § 5493(c)(2)(A)). 
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Supervision and enforcement activity. In 2016, our fair lending supervisory and public 

enforcement actions resulted in approximately $46 million in remediation to harmed 

consumers.s Mortgage lending continues to be a key priority for the Office of Fair Lending for 

both supervision and enforcement. We have focused in particular on redlining risk, evaluating 

whether lenders have intentionally discouraged prospective applicants in minority 

neighborhoods from applying for credit. Although statistics play an important role in this work, 

we never look at numbers alone or in a vacuum, but rather consider multiple factors, including 

potentially nondiscriminatory explanations for differential lending patterns. See Sections 2.1.6 

and 3.1.1 for more information. Through 2016, our mortgage origination work has covered 

institutions responsible for close to half of the transactions reported pursuant to the Home 

Mortgage Disclosure Act (HMDA), and more than 60% of the transactions reported by 

institutions subject to the CFPB's supervision and enforcement authority.G 

In 2016, the Bureau continued its work in overseeing and enforcing compliance with ECOA in 

indirect auto lending through both supervisory and enforcement activity, including monitoring 

compliance with our previous supervisory and enforcement actions. Our indirect auto lending 

work has covered institutions responsible for approximately 60% of the auto loan market share 

by volume.7 

The Bureau also continued fair lending supervisory and enforcement work in the credit card 

market. We have focused in particular on the quality of fair lending compliance management 

systems (CMS) and on fair lending risks in underwriting, line assignment, and servicing. Our 

work in this highly-concentrated market has covered institutions responsible for more than 85% 

5 Figures represent estimates of monetary relief for consumers ordered or required by the Bureau or a court as a 
result of supervisory or enforcement actions on fair lending matters in 2016, as well as other monetary payments such 
as loan subsidies, increased consumer financial education, and civi l money penalties. 

6 CFPB ana lysis of HMDA data for 2015. 

7 CFPB analysis of 2015 AutoCount data from Experian Automotive. 
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of outstanding credit card balances in the United States.a 

The Bureau has conducted supervision and enforcement work in other markets as well. For 

example, this year we continued targeted ECOA reviews of small-business lending, focusing in 

particular on the quality of fair lending compliance management systems and on fair lending 

risks in underwriting, pricing, and redlining. Our supervisory work to date in small business 

lending has covered institutions respons ible for approximately 10% of the non-agricultural small 

business market share. See Sections 2 and 3 for more information. 

Rulemaking. InJanuary 2016, in response to ongoing conversations with industry about 

compliance with Regulation C, HMDA's implementing regulation, the Bureau issued a Request 

for Information (RFI) on the Bureau's HMDA data resubmission guidelines, and is considering 

whether to adjust its existing HMDA resubmission guidelines and if so, how.9 On September 23, 

2016, the Bureau published a Bureau Official Approval pursuant to section 706(e) of the ECOA 

concerning the new Uniform Residential Loan Application and the collection of expanded 

HMDA information about ethnicity and race in 2017. On March 24, 2017, the Bureau published 

a proposed rule concerning amendments to Regulation B's ethnicity and race information 

collection provisions.10 See Section 4 for more information. 

Interagency coordination and collaboration. The Bureau continues to coordinate with 

the Federal Financial Institutions Examination Council (FFIEC) agencies,11 as well as the 

8 CFPB ana lysis of 3Q 2016 ca ll reports. 

9 Consumer Financial Protection Bureau, Request for Information Regarding Home Mortgage Disclosure Act 
Resubmission Guidelines 2015-00580 an. 7, 2016), bni:i;UtiJ~g.Qn$u_m~rfinc;im:~.gp_yf.taO_Hi_QJ_c;fpJ~_r-~rtu_~$H.Rr: 
inf9J:r:DAtl9n:r~gCJr.Qirig:h9_fil~_:mqng11g~_-_Qi?_c;lQ?_ur~:11_c;t:f~$Ubmi??J_Qf!J>.QL 

1° Consumer Financial Protection Bureau, Amendments to Equal CreditOpportunityAct(Regulation BJ Ethnicity 
and Race Information Collection 2017-0009(March 24, 2017), 

httR:/(J_iJ~_$ ,<;.Q['l_$1,JJJ)~_rflri_CJnc;~_.g9_y(_f/g_Ql'.'._lJffi~Jlt?aOJ.7QLc;fp_l;>_~J?RM:_t_Q:il_r:D~['l_Q:R~gl!Jil_ti_Qf!:~,p-qf. 

11 The FFIEC member agencies are the Board of Governors of the Federal Reserve System (FRB), the Federal Deposit 
Insurance Corporation (FDIC), the National Credit Union Administration (NCUA), the Office of the Comptroller of 
the Currency (OCC), and the Consumer Financial Protection Bureau (CFPB). The State Liaison Committee was added 
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Department ofJ ustice (DOJ ), the Federal Trade Commission (FTC), and the Department of 

Housing and Urban Development (HUD), as we each play a ro le in ensuring compliance with 

and enforcing our nation's fair lending laws and regulations. See Section 5 for more information 

on our interagency coordination and co llaboration in 2016. 

CFPB Fair Lend ing Director Patrice Fickl in provides a keynote address at the CRA and Fai r Lending 

Colloquium hosted by Wolters Kluwer in November 2016. 

to FFIEC in 2006 as a voting member. 
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Outreach to industry, advocates, consumers, and other stakeholders. The Bureau 

continues to initiate and encourage industry and consumer engagement opportunities to discuss 

fair lending compliance and access to credit issues, including through speeches, presentations, 

blog posts, webinars, rulemaking, and public comments. See Section 6 for more information on 

our outreach activities in 2016. 

HYATT 
REGENCY 
WA NG ON 0 C 

CFPB Principal Deputy Fair Lend ing Director Frank Vespa-Papaleo speaks at a National Fair Housing 

Alliance Conference inJ une 2016. 

This report genera lly covers the Bureau's fair lending work during calendar year 2016. 
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1. Fair Lending prioritization 

1.1 Risk-based prioritization: A data-driven 
approach to prioritizing areas of 
potential fair lending harm to consumers 

To use the CFPB's fair lending resources most effectively, the Office of Fair Lending, working 

with other offices in the Bureau, has developed and refined a risk-based prioritization approach 

that determines how best to address areas of potential fa ir-lend ing-related consumer harm in 

the entities, products, and markets under our jurisdiction. 

One critical piece of information that we consider in the fair lending prioritization process is the 

qua lity of an institution's compliance management system, which the Bureau typica lly 

ascertains through its supervisory work. The Bureau has previously identified common features 

of a wel l-developed fa ir lending compliance management system,12 though we recognize that the 

appropriate scope of an institution's fair lending compliance management system will vary 

based on its size, complexity, and risk profile. In our experience, the higher the quality of an 

institution's fair lending compliance management system, the lower the institution's fair lending 

risk to consumers, other things being equal. 

As part of the prioritization process the Office of Fair Lending also works closely w ith the 

12 See Consumer Financial Protection Bureau, Fair Lending Report of the Consumer Financial Protection Bureau at 13-
14 (Apr. 2014), htt.P;t!tiJ_~?,rnnwm~rfin~n~-~.gp_v/tao_14_9_4_~f.P!Lr~.PQrLf~Jr_-J~nc;!Jng.pctt. 
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Bureau's special population offices, including the Office for Students and Young Consumers, the 

Office of Older Americans, and the Bureau's Markets offices, which ident ify emerging 

developments and trends by monitoring key consumer financial markets. If this market 

intelligence identifies fa ir lending risks in a particular market that require further attention, we 

incorporate that information into our prioritization process to determine the type and extent of 

attention required to address those risks. For instance, Fair Lending's work with the Office of 

Consumer Lending, Reporting, and Collections Markets and the Office for Students and Young 

Consumers highlighted potential steering risks in student loan servicing, which resulted in the 

prioritization of this market in our supervisory work. 

The fair lending prioritization process incorporates a number of additional factors as well, 

including; consumer complaints; tips and leads from advocacy groups, whistleblowers, and 

government agencies; supervisory and enforcement history; and results from analysis of HM DA 

and other data. 

Once the Bureau has evaluated these inputs to prioritize institutions, products, and markets 

based on an assessment of fair lending risk posed to consumers, the Office of Fair Lending 

considers how best to address those risks as part of its strategic planning process. For example, 

we can schedule an institution for a supervisory review or, where appropriate, open an 

enforcement investigation. We can also commit to further research, policy development, and/or 

outreach, especially for new issues or risks. Once this strategic planning process is complete, we 

regularly coordinate with other regulators so we can inform each other's work, complement each 

other's efforts, and reduce any burden on subject institutions. 

Risk-based prioritization is an ongoing process, and we continue to receive and evaluate 

relevant information even after priorities are identified. At an institution level, such information 

may include new tips and leads, consumer complaints, additional risks identified in current 

supervisory and enforcement activities, and compliance issues identified and brought to our 

attention by institutions themselves. In determining how best to address this additional 

information, the Office of Fair Lending considers several factors, including (1) the nature and 

extent of the fair lending risk, (2) the degree of consumer harm, and (3) whether the risk was 
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self-identified and/or self-reported to the Bureau. Fair Lending takes account of responsible 

conduct as set forth in CFPB Bullet in 2013-06, Responsible Business Conduct: Self-Policing, 

Self-Reporting, Remediation, and Cooperation.13 

1 .2 Fair lending priorities 
Because the CFPB is responsible for overseeing so many products and so many lenders, we re­

prioritize our work from time to time to make sure that we are focused on the areas of greatest 

risk to consumers. In the coming year, we will increase ou r focus on the markets or products 

listed below, which present substantial risk of credit discrimination for consumers. 

• Redlining. We will continue to evaluate whether lenders have intentionally discouraged 

prospective applicants in minority neighborhoods from applying for credit. 

• Mortgage and Student Loan Servicing. We will evaluate whether some borrowers who 

are behind on their mortgage or student loan payments may have more difficulty 

working out a new solution with the servicer because of their race, ethnicity, sex, or age. 

• Small Business Lending. Congress expressed concern that women-owned and minority­

owned businesses may experience discrimination when they apply for credit, and has 

required the CFPB to take steps to ensure their fair access to credit. Small business 

lending supervisory activity will also help expand and enhance the Bureau's knowledge 

in this area, including the credit process; existing data collection processes; and the 

nature, extent, and management of fair lending risk. 

The Bureau remains committed to ensuring that consumers are protected from discrimination 

in all credit markets under its authority. 

13 Consumer Financial Protection Bureau, Responsible Business Conduct: Self-Policing, Self-Reporting, Remediation, 
and Cooperation, CFPB Bulletin 2013-06 U une 25, 2013), 

httR:l/DJ~$ ,<;9.l'.l_$WJJ~xfl1::i.<!n<;~_.g9_y(_ff_2_Q_1_3QL<;f P.P_Qutt~t!r:i_c~?-P_Qm[bJ_~:<;.Qn9_f.J<;_t_.J?Q{. 
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2. Fair Lending supervision 
The CFPB's Fair Lending Supervision program assesses compl iance with ECOA and HMDA at 

banks and non banks over which the Bureau has supervisory authority. Supervision activities 

range from assessments of institutions' fair lending compliance management systems to in­

depth reviews of products or activities that may pose heightened fair lending risks to consumers. 

As part of its Fair Lending Supervision program, the Bureau continues to conduct three types of 

fair lending reviews at Bureau-supervised institutions: ECOA baseline reviews, ECOA targeted 

reviews, and HMDA data integrity reviews. 

When the CFPB identifies situations in which fair lending compliance is inadequate, it directs 

institutions to establish fair lending compliance programs commensurate with the size and 

complexity of the institution and its lines of business. When fair lending violations are 

identified, the CFPB may direct institutions to provide remediation and restitution to 

consumers, and may pursue other appropriate relief. The CFPB also refers a matter to the 

Justice Department when it has reason to believe that a creditor has engaged in a pattern or 

practice of lending discrimination in violation of ECOA.14 The CFPB may also refer other 

potential ECOA violations to theJ ustice Department. 

2.1 Fair Lending supervisory observations 
Although the Bureau's supervisory process is confidential, the Bureau publishes regular reports 

14 15 u.s.c. § 1691e(g) . 
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ca lled Supervisory Highlights, which provide information on supervisory trends t he Bureau 

observes without identifying specific entities. The Bu reau may also draw on its supervisory 

experience to publish compliance bu lletins in order to rem ind the institutions that we supervise 

of their legal obligations. I ndustry participants can use th is information to inform and assist in 

complying w ith ECOA and HMDA. 

2.1.1 Evaluating mortgage servicing compliance programs 
Our supervisory work has included use of the ECOA Basel ine Modu les, wh ich are part of the 

CFPB Supervision and Exam ination Manual. Examination teams use these modules to conduct 

ECOA Baseline Reviews, which eva luate how well institutions' compl iance management systems 

ident ify and manage fair lending risks. The Mortgage Servicing Special Edition of Supervisory 

Highlights,1s published inJ une 201 6, reminded institutions that Modu le 4 of the ECOA baseline 

review modules, "Fair Lending Risks Related to Servicing," is used by Bureau exam iners to 

evaluate compliance management systems under ECOA. Among other th ings, Module 4 contains 

questions regarding fa ir lend ing tra ining of servic ing staff, fair lending monitoring of servicing, 

and servicing of consumers with li mited English proficiency. 

2.1 .2 Reporting actions taken for conditionally-approved 
applications with unmet underwriting conditions 

The Summer 2016 edit ion of SupervisoryHighlights,16 publ ished inJ une 2016, high lighted 

find ings from examinations where institutions improperly coded actions taken in reported 

HMDA data. Among other things, Regu lation C requ ires covered depository and non-depository 

institutions to subm it to the appropriate federal agency data they col lect and record pu rsuant to 

1s Consumer Financial Protection Bureau, Supervisory Highlights Mortgage Servicing Special Edition 2016at 5 
U une 22, 2016), 

hnp_:lt.(iJ~~'~Qf'.l_~l)_l'.IJ~_rflr:i_qfl~~-·g9.Y(J/9.Q!=.lJffi~Jlt?/MQ!.tg?gLS~.rvi i:Jng_S_t.!P.~f_Y[$Qry_Hi.gh!i.gh!?-1LfJ.rJ!l. l_w~!L . .f)Qf. 

16 Consumer Financial Protection Bureau, Supervisory Highlights Summer 2016at 13-16 U une 30, 2016), 

httP.:lt.(iJ~$,rn1JWIJJ~.rflr:i_qfl~~-·g9_y(_f/c;l_QQJffi~J')t?/$_lJP.~Dti?.Qry_tii&l'J ! [g_l'JtLI_m!~_1_4,p_c;JJ. 
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Regulation C, including the type of action taken on reportable transactions.17 As reported in 

Supervisory Highlights, examiners found that after issuing a conditional approval subject to 

underwriting conditions, the institutions did not accurately report the action taken on the loans 

or applications. As a result, Supervision directed one or more institutions to enhance their 

policies and procedures regarding their HMDA reporting of the actions taken on loans and 

applications and, where necessary, provide adverse action notices. Supervision also required one 

or more institutions to resubmit their HMDA Loan Application Register (LAR) where the 

number of errors exceeded the CFPB's HMDA resubmission thresholds. 

2.1.3 Expanding credit through the use of special purpose 
credit programs 

The Summer 2016 edition of Supervisory Highlights1B discussed supervisory observations of 

special purpose credit programs, which are established and administered to extend credit to a 

class of persons who otherwise probably would not receive such credit or would receive it on less 

favorable terms. ECOA19 and Regulation 9 20 permit a creditor to extend special purpose credit to 

applicants who meet eligibility requirements for certain types of credit programs.21 Regulation B 

specifically confers special purpose credit program status upon: 

Any special purpose credit program offered by a for-profit organization, or in which such 

an organization participates to meet special social needs, if: 

1112 CFR 1003.4(a), (a)(8); 12 CFR 1003.S(a)(1). 

18 Consumer Financial Protection Bureau, Supervisory Highlights Summer 2016at 16-18 U une 30, 2016), 
httR:ltfiJ~$,rnl'.'l_~1,1_m~xflri.qnc;~_-g9_v_tJ!9_QQJffi~JJt?!S_1JP.~Dti ?.Qry_tii&t:i!ig_t:itL1-m!~-1_2,p9J. 

t91SU.S.C.§ 1691 etseq. 

2012 C.F.R. pt. 1002. 

21 15 U.S.C. § 1691(c)(3) (providing that ECOA's prohibitions against discrimination are not violated when a creditor 
refuses to extend cred it offered pursuant to certain special purpose credit programs satisfying Regulation B­
prescribed standards); 12 C.F.R. § 1002.8 (special purpose credit program standards). 
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(i) The program is established and administered pursuant to a written plan that 

identifies the class of persons that the program is designed to benefit and sets forth 

the procedures and standards for extending credit pursuant to the program; and 

(ii) The program is established and administered to extend credit to a class of 

persons who, under the organization's customary standards of creditworthiness, 

probably would not receive such credit or would receive it on less favorable terms 

than are ordinarily available to other applicants applying to the organization for a 

similar type and amount of credit.22 

The commentary to Regulation B clarifies that, in order to satisfy these requ irements, "a for­

profit organization must determine that the program will benefit a class of people who would 

otherwise be denied credit or would receive it on less favorable terms. This determination can be 

based on a broad analysis using the organization's own research or data from outside sources, 

includ ing governmental reports and studies."23 

As SupervisoryH ighlights noted, during the course of the Bureau's supervisory activity, 

examination teams have observed credit decisions made pursuant to the terms of programs 

that for-profit institutions have described as special purpose credit programs. Examination 

teams have reviewed the terms of the programs, including the written plan required by 

Regulation B, and the institution's determination that the program would benefit a class of 

people who would otherwise be denied credit or would receive it on less favorable terms. 

In every case, special purpose credit program status depends upon adherence to the ECOA and 

Regulation B requirements for special purpose credit programs. A program, for example, 

offering more favorable pricing or products exclusively to a particular class of persons without 

evidence that such individuals would otherwise be denied credit or would receive it on less 

favorable terms would not satisfy the ECOA and Regulation B requirements for a special 

2212 C.F.R. § 1002.8(a)(3). 

23 12 C.F. R. pt. 1002, Suppl. I, 1002.8, cmt. 8 (a) at 5. 
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purpose credit program. With that in mind, however, the Bureau generally takes a favorable 

view of conscientious efforts that institutions may undertake to develop special purpose credit 

programs to promote extensions of credit to any class of persons who would otherwise be denied 

credit or would receive it on less favorable terms. 

2.1.4 Offering language services to limited English proficient 
(LEP) consumers 

The Fall 2016 edition of Supervisory Highlights,24 published in October 2016, discussed 

supervisory observations about the provision of language services to consumers with limited 

English proficiency (LEP). The Dodd-Frank Act, ECOA,25 and Regulation B26 mandate that the 

Office of Fair Lending "ensure the fair, equitable, and nondiscriminatory access to credit"
27 

and 

"promote the availability of credit."28 Consistent with that mandate, the CFPB, including 

through its Office of Fair Lending, continues to encourage lenders to provide assistance to LEP 

consumers.29 Financial institutions may provide access to credit in languages other than 

English in a manner that is beneficial to consumers as well as the institution, while taking steps 

to ensure their actions are compliant with ECOA and other applicable laws. 

24 Consumer Financia l Protection Bureau, Supervisory Highlights Fall 2016 at 20 (Oct. 31 , 2016), 

httR:/(JiJ~gQl}_~l,IJ:r)~XflO_CJn~~-·g9_y(_f/(i_Q!'._IJffi~J'l!?/$_1Jj'.!~!.Yi?.Qry_High!ightLI_~$!.!~-u_E[O_CJUQJ_1_._1_1,)_.nctt. 

2s 12 u.s.c. § 1691 et seq. 

26 12 C.F.R. pt. 1002 et seq. 

2112 U.S.C. § 5493(c)(2)(A). 

2s 12 C.F.R. § 1002.1(b). 

29 According to recent American Community Survey estimates, there are approximately 25 million people in the 
United States who speak English less than "very well." U.S. Census Bureau, Language Spoken at Home, 2071-2015 
American Community Survey 5-Year Estimates, 
hr!P.$;(/f~.c.W.osJ~.r_._r,~n?.IJ?_.g9_y(fA~~YtA9J_~$~_r:vj!'._~?/J~ftP.ilg~YP.rQ9_1J!'..tYi~w.._x_b_tr:r:iJ?J;>jQ::/AC$_1_5_5_Y.IL$_1_(i_QJ_&<_<Jmp;prn9_ 
Iyp~_:=_t~Q[~ . 
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As reported in Supervisory Highlights, in the course of conducting supervisory activity, 

examiners have observed one or more financial institutions providing services in languages 

other than English, including to consumers with limited English proficiency,3o in a manner 

that did not result in any adverse supervisory or enforcement action under the facts and 

circumstances of the reviews. Specifically, examiners observed: 

• Marketing and servicing of loans in languages other than English; 

• Col lection of customer language information to facilitate communication with 

LEP consumers in a language other than English; 

• Translation of certain financial institution documents sent to borrowers, including 

monthly statements and payment assistance forms, into languages other than 

English; 

• Use of bilingual and/or multilingual customer service agents, including single points 

of contact,31 and other forms of oral customer assistance in languages other than 

English; and 

• Quality assurance testing and monitoring of customer assistance provided in 

languages other than English. 

30 The Bureau recently updated its ECOA baseline review modules. See Consumer Financial Protection Bureau, 
Supervisory Highlights: Winter 2016at 28-29 (Mar. 8, 2016), 
http:/t_(iJ~_$,rnl'.1_~1,1_m~xflr:i.C!n~~ .. g9_yff/2_QJ_().Q~_~f P.b_wp~xv.i$.QfY-:ti.ighli.ght?,p.c;IJ, Among other updates, the modules 
include new questions related to the provision of language services, including to LEP consumers, in the context of 
origination and servicing. See Consumer Financial Protection Bureau, CFPB Examination Procedures, ECOA 
Baseline Review Modules 13, 21 -22 (Oct. 2015) •. ti.np.:/(fj J ~.~ .. ~9.0$.lJJ'.!1~.rJtDf!l'.l.~~ .. g9~aa.ol~J.Q-~fpp_~~.Q~_:b.C!?~IJJ:1~: 
r.~Y.i~W: frl.9_c!!.!l~$ .. P.9.t. These modules are used by examiners during ECOA baseline reviews to identify and analyze 
risks of ECOA violations, to facilitate the identification of certain types of ECOA and Regu lation B violations, and to 
inform fair lending prioritization decisions for future CFPB reviews. Id. at 1. 

31 See12C.F.R.§1024.40(a)(1) & (2) (requiring mortgage servicers to assign personnel to a delinquent borrower 
within a certain time after delinquency and make assigned personnel available by phone in order to respond to 
borrower inquiries and assist with loss mitigation options, as applicable). 
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Examiners have observed a number of factors that financial institutions consider in determining 

whether to provide services in languages other than English and the extent of those services, 

some of which include: Census Bureau data on the demographics or prevalence of non-English 

languages wi thin the financial institution's footprint; communications and activities that most 

significantly impact consumers (e.g., loss mitigation and/or default servicing); and compliance 

with federal, stat e, and other regulatory provisions that address obligations pertaining to 

languages other than English.32 Factors relevant in the compliance context may vary depending 

on the institution and circumstances. 

Examiners also have observed situations in which financial institutions' treatment of LEP and 

non- English-speaking consumers posed fair lending risk. For example, examiners observed one 

or more institutions marketing only some of their available credit card products to Spanish­

speaking consumers, while marketing several additional credit card products to English­

speaking consumers. One or more such institutions also lacked documentation describing how 

they decided to exclude those products from Spanish language marketing, raising questions 

about the adequacy of their compliance management systems re lated to fair lending. To mitigate 

any compliance risks related to these practices, one or more financial institutions revised their 

marketing materials to notify consumers in Spanish of the availability of other credit card 

products and included clear and timely disclosures to prospective consumers describing the 

extent and limits of any language services provided throughout the product lifecycle. 

Institutions were not required to provide Spanish language services to address this risk 

beyond the Spanish language services they were already providing. 

32 See, e.g., 12 C.F.R. § 1 OOS.31(g)(1 )(i) (requiring disclosures in languages other than English in certain 
circumstances involving rem ittance transfers); 12 C.F.R. § 1026.24(i)(7) (addressing obligations relating to 
advertising and disclosures in languages other than English for closed-end credit); 12 C.F.R. § 1002.4(e) (providing 
that disclosures made in languages other than English must be available in English upon request); Cal. Civ. Code§ 
1632(b) (requiring that certain agreements "primarily" negotiated in Spanish, Chinese, Tagalog, Vietnamese, or 
Korean must be translated to the language of the negotiation under certain circumstances); Or. Rev. Stat.§ 86A.198 
(requiring a mortgage banker, broker, or originator to provide translations of certain notices related to the mortgage 
transaction if the banker, broker, or originator advertises and negotiates in a language other than English under 
certain circumstances); Tex. Fin. Code Ann.§ 341.502(a-1) (providing that for certain loan contracts negotiated in 
Spanish, a summary of the loan terms must be made available to the debtor in Spanish in a form identical to required 
TILA disclosures for closed-end credit). 
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As reported in Supervisory Highlights, the Bureau's supervisory activity resulted in public 

enforcement actions related to the treatment of LEP and non-English-speaking consumers, 

including actions against Synchrony Bank and American Express Centurion Bank. The Fall 

2016 edition of Supervisory Highlights also discussed common features of a well-developed 

compliance management system that can mitigate fair lending and other risks associated with 

providing services to LEP and non-English-speaking consumers. 

2.1.5 HMDA data collection and reporting reminders for 
2017 

The Fall 2016 edition of Supervisory Highlights33 noted HMDA data collection and reporting 

reminders for 2017. Please see Section 4.1.4 for detail on changes to HMDA data collection and 

reporting in 2017 and later years. 

2.1.6 Assessing redlining risks 

The Fall 2016 edition of Supervisory Highlights34 noted that the Office of Fair Lending has 

identified redlining as a priority area in the Bureau's fair lending work. Redlining is a form of 

unlawful lending discrimination under ECOA. Historically, actual red lines were drawn on maps 

around neighborhoods to which credit would not be provided, giving this practice its name. The 

federal prudential banking regulators have collectively defined redlining as "a form of illegal 

disparate treatment in which a lender provides unequal access to credit, or unequal terms of 

credit, because of the race, color, national origin, or other prohibited characteristic(s) of the 

33 Consumer Financial Protection Bureau, Supervisory Highlights Fall 2016at 25-26 (Oct. 31, 2016), 

hnp_:lt.(iJ~$,<;Q[l_~l.)J:IJ~Xfiri_qfl_~~-·g9_y(J/g_Q!'.JJffif,'J]t?/$_1.)p~_l}!j?.Q ry_H!gh!ightLl_~?~!,'_U~i:tri.q!_JQ,3J..J.9 .. Mt. 

34 Consumer Financial Protection Bureau, Supervisory Highlights Fall 2016at 27 (Oct. 31, 2016), 

httP.:lmJ~_~ ,rnriwm~xfiri_qn~~--g9_v_!J/9_0!'..1Jffif,'JJt?!S.1JP-f,'_l}!i?.Qry_H !gh! !ghtLl~?~"'-1-3_Elri_q!_JQJJ_._l9_.pctf. 
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residents of the area in which the cred it seeker resides or wi ll reside or in which the residential 

property to be mortgaged is located."3s 

The Bureau considers various factors, as appropriate, in assessing red lining risk in its 

supervisory activity. These factors, and the scoping process, are described in detai l in the 

Interagency Fair Lending Examination Procedures. These factors generally include (but are not 

l im ited to): 

• Strength of an institution's CMS, including underwriting guidel ines and pol icies; 

• Unique attributes of re levant geographic areas (population demographics, credit profi les, 

housing market); 

• Lending patterns (applications and originations, with and without purchased loans}; 

• Peer and market comparisons; 

• Physica l presence (fu ll service branches, ATM-on ly branches, brokers, correspondents, 

loan production offices), including consideration of services offered; 

• Marketing; 

• Mapping; 

• Community Re investment Act (CRA} assessment area and market area more generally; 

• An institution's lend ing pol icies and procedures record; 

• Add it ional evidence (wh istleb lower tips, loan officer divers ity, test ing evidence, 

comparative fi le reviews}; and 

• An institution's explanations for apparent differences in treatment. 

35 FFIEC Interagency Fair Lending Examination Procedures Manual (Aug. 2009), 
h!tP.$;t/wwwJfj~_c;,g_Qy/p_qft.tciir!~.IJQ ,p_qf. CFPB Supervision and Examination Manua l (Oct. 2012), 

httR:l/DJ~$ ,c;~i:i-~wn~xfli:i.cinc;~_-g9_y/Jl2.0J.2J.Q3fpJ~_$_llP.~r.Yl$!9.IJ.-_cin9_-_~1<.cimlo.citi9n.-m11nJ.J11J.-Y.?_._pi:jf . 
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The Bureau has observed that institutions with strong compliance programs examine lending 

patterns regularly, look for any statistically-significant disparities, evaluate physical presence, 

monitor marketing campaigns and programs, and assess CRA assessment areas and market 

areas more generally. Our supervisory experience reveals that institutions may reduce fair 

lending risk by documenting risks they identify and by taking appropriate steps in response to 

identified risks, as components of their fair lending compliance management programs. 

Examination teams typically assess redlining risk, at the initial phase, at the Metropolitan 

Statistical Area (MSA) level for each supervised entity, and consider the unique characteristics 

of each MSA (population demographics, etc.). 

To conduct the initial analysis, examination teams use HMDA data and Census data 36 to assess 

the lending patterns at institutions subject to the Bureau's supervisory authority. To date, 

examination teams have used these publicly available data to conduct this initial risk 

assessment. These initial analyses typ ically compare a given inst itution's lending patterns to 

other lenders in the same MSA to determine whether the institution received significantly fewer 

applications from minority37 areas38 relative to other lenders in the MSA. Examination teams 

may consider the difference between the subject institution and other lenders in the percentage 

of their applications or originations that come from minority areas, both in absolute terms (for 

example, 10% vs. 20%) and relative terms (for example, the subject institution is half as likely to 

36 The Bureau uses the most current United States national census data that apply to the HMDA data - for example, 
to date it has used 2010 census data for H MDA data 2011 and later. Specifically, the "Demographic Profiles" are used. 

37 For these purposes, the term "minority" ordinarily refers to anyone who identifies with any combination of race or 
ethnicity other than non-Hispanic White. Examination teams have also focused on African-American and Hispanic 
consumers, and could foreseeably focus on other more specific minority communities such as Asian, Native Hawaiian, 
or Native Alaskan populations, if appropriate for the specific geography. In one examination that escalated to an 
enforcement matter, the statistical evidence presented focused on African-American and Hispanic census tracts, 
rather than all minority consumers, because the harmed consumers were primarily African-American and Hispanic. 

38 Examination teams typically look at majority minority areas (>50% minority) and high minority areas (>80% 
minority), although sometimes one metric is more appropriate than another, and sometimes other metrics need to be 
used to account for the population demographics of the specific MSA. 
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have applications or originations in minority areas as other lenders).39 

Examination teams may also compare an insti tution to other more refined groups of peer 

institutions. Refined peers can be defined in a number of ways, and past Bureau redlining 

examinations and enforcement matters have relied on multiple peer comparisons. The 

examination team often starts by compiling a refined set of peer institutions to find lenders of a 

similar size - for example, lenders that received a similar number of applications or originated a 

similar number of loans in the MSA. The examination team may also consider an institution's 

mix of lending products. For example, if an institution participates in the Federal Housing 

Administration (FHA) loan program, it may be compared to other institutions that also originate 

FHA loans; if not, it may be compared to other lenders that do not offer FHA loans. Additional 

refinements may incorporate loan purpose (for example, focusing only on home purchase loans) 

or action taken (for example, incorporating purchased loans into the analysis). Examination 

teams have also taken suggestions, as appropriate, from institutions about appropriate peers in 

specific markets. 

In considering lending patterns, examination teams generally consider marketing activities and 

physical presence, including locations of branches, loan production offices, ATMs, brokers, or 

correspondents. As noted in Supervisory Highlights, in one or more supervisory matters, the 

institutions concentrated marketing in majority-White suburban counties of a Metropolitan 

Statistical Area (MSA) and avoided a more urban county with the greatest minority population 

in the MSA. In one or more other exams, examiners observed that, although there were 

disparities in branch locations, the location of branches did not affect access to credit in that 

case because, among other things, the branches did not accept "walk-in" traffic and all 

applications were submitted on line. The results of the examinations were also dependent on 

39 This relative analysis may be expressed as an odds ratio: the given lender's odds of receiving an application or 
originating a loan in a minority area divided by other lenders' comparable odds. An odds ratio greater than one means 
that the institution is more likely to receive applications or originate loans in minority areas than other lenders; an 
odds ratio lower than one means that the institution is less likely do so. Odds ratios show greater risk as they 
approach zero. 
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other factors that showed equitable access to credit, and there could be cases in which branch 

locations in combination with other risk-based factors escalate redlining risk. 

For redlining analyses, examination teams generally map information, including data on lending 

patterns (applications and originations), marketing, and physical presence, against census data 

to see if there are differences based on the predominant race/ethnicity of the census tract, 

county, or other geographic designation. Additionally, examination teams will consider any 

other available evidence about the nature of the lender's business that might help explain the 

observed lending patterns. 

Examination teams have considered numerous factors in each redlining examination, and have 

invited institutions to identify explanations for any apparent differences in treatment. 

Although redlining examinations are generally scheduled at institutions where the Bureau has 

identified statistical disparities, statistics are never considered in a vacuum. The Bureau will 

always work with institutions to understand their markets, business models, and other 

information that could provide nondiscriminatory explanations for lending patterns that would 

otherwise raise a fair lending risk of redlining. 

2.1. 7 Enforcement actions arising from supervisory activity 
In addition to providing information on supervisory trends, Supervisory Highlights also 

provides information on enforcement actions that resulted from supervisory activity. See 

Section 3.3.1 for more information on such public enforcement actions. 
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3. Fair Lending enforcement 
The Bureau conducts investigations of potential violations of H M DA and ECOA, and if it 

be l ieves a violation has occurred, can file a compla int either through its administrative 

enforcement process or in federa l court. Li ke the other federa l bank regu lators, the Bureau 

refers matters to the DOJ when it has reason to be lieve that a cred itor has engaged in a pattern 

or practice of lending discrimination.4o However, when the Bureau makes a refer ra l to the DOJ , 

the Bureau can still take its own independent action to address a violation. I n 2016, the Bureau 

announced two fa ir lending enforcement actions in mortgage origination and indirect auto 

lending. The Bureau also has a number of ongoing fa ir lend ing investigations and has authority 

to settle or sue in a number of matters. In add it ion, the Bureau issued warning letters to 

mortgage lenders and mortgage brokers that may be in violation of HMDA requ irements to 

report on housing-related lending activity. 

3.1 Fair Lending public enforcement actions 

3.1.1 Mortgage 

BancorpSouth Bank 

OnJ une 29, 2016, the CFPB and the DOJ announced a joint action against BancorpSouth Ban k 

40 15 u.s.c. § 1691e(g). 
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(BancorpSouth) for discriminatory mortgage lending practices that harmed African Americans 

and other minorities. The complaint filed by the CFPB and DOJ 41 alleged that BancorpSouth 

engaged in numerous discriminatory practices, including illegal redlining in Memphis; denying 

certain African Americans mortgage loans more often than similarly situated non-Hispanic 

White applicants; charging African-American borrowers more for certain mortgage loans than 

non-Hispanic White borrowers with similar loan qualifications; and implementing an explicitly 

discriminatory loan denial policy. The consent order, which was entered by the court onJ uly 25, 

2016, requires BancorpSouth to pay $4 million in direct loan subsidies in minority 

neighborhoods42 in Memphis, at least $800,000 for community programs, advertising, 

outreach, and credit repair, $2.78 million to African-American consumers who were unlawfully 

denied or overcharged for loans, and a $3 million penalty.43 

BancorpSouth is a regional depository institution headquartered in Tupelo, Mississippi that 

operates branches in eight states: Alabama, Arkansas, Florida, Louisiana, Mississippi, Missouri, 

Tennessee, and Texas. In the complaint, CFPB and DOJ alleged that BancorpSouth: 

• Illegally red lined in Memphis: The agencies alleged that, at least from 2011 to 2013, 

BancorpSouth illegally red lined in the Memphis area-the market from which the bank 

received the most applications-by structuring its business to avoid and discourage 

consumers in minority neighborhoods from accessing mortgages. Specifically, the 

agencies alleged that the bank placed its branches outside of minority neighborhoods, 

excluded nearly all minority neighborhoods from the area it chose to serve under the 

Community Reinvestment Act, and directed nearly all of its marketing away from 

minority neighborhoods. As a result, BancorpSouth generated relatively few applications 

41 Compl., United States v. BancorpSouth Bank, No. 1:16-cv-00118-GHD-DAS (N.D. Miss.J une 29, 2016), ECF No. 1, 

httR~{/JiJ~.$,~Ql.'l_~1,1m~Xfll.'l.CJ!1.~~-·g9}!/_f/g_Q!=.1Jffi~Jlt?!2.QJ_<;i_Q_R_~fpb_t)f1_1.'l_<WP?.9.llth:j9JJJHQffif:>J_CJ[l.'l_t.J?i:!f. 

42 Majority-minority neighborhoods or minority neighborhoods refers to census tracts with a minority population 
greater than 50%. 

43 Consent Order, United States v. BancorpSouth Bank, No. 1:16-cv-00118-GHD-DAS (N.D. Miss.July 25, 2016), 
ECF No. 8, http;{/ti_l_~$,(Qfl_$\.l_l)'J_~rfi!@1~~.gQy/_({p_Q.(l)ffi~JJJ~t2.0.l9_Q_Q_~fJ?P_Q_Cjl)_~9XP.SQ1,1Jb:.~9_1J$_~nt:9.~9-~ r, P.9J. 
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from minority neighborhoods as compared to its peers. 

• Discriminated in underwriting certain mortgages: The agencies also alleged that one of 

BancorpSouth's lending units discriminated against African-American applicants by 

denying them mortgage loans-including loans with consumer as well as business 

purposes-more often than similarly situated non-Hispanic White applicants. 

Specifically, the agencies alleged that BancorpSouth granted its employees wide 

discretion to make credit decisions on mortgage loans. This discretion resulted in 

African-American applicants being denied certain mortgages at rates more than two 

times higher than expected if they had been non-Hispanic White. 

• Discriminated in pricing certain mortgage loans: The agencies also alleged that one of 

BancorpSouth's lending units discriminated against African-American borrowers that it 

did approve by charging them higher annual percentage rates than non-Hispanic White 

borrowers with similar loan qualifications. Specifically, the agencies alleged that 

BancorpSouth granted its employees wide discretion to set the prices of mortgage loans. 

This discretion resulted in African-American borrowers paying significantly higher 

annual percentage rates than similarly situated non-Hispanic White borrowers, costing 

African-American consumers hundreds of dollars more each year they held the loan. 

• Implemented an explicitly discriminatory denial policy: The complaint alleged that 

BancorpSouth required its employees to deny applications from minorities and other 

"protected class" applicants more quickly than those from other applicants and not to 

provide credit assistance to "borderline" applicants, which may have improved their 

chances of getting a loan. The bank generally permitted loan officers to assist marginal 

applicants, but the explicitly race-based denial policy departed from that practice. An 

audio recording of a 2012 internal meeting at BancorpSouth clearly articulates this 

discriminatory policy, as well as negative and stereotyped perceptions of African 

Americans. 

The consent order requires BancorpSouth to take a number of remedial measures, including 

paying $4 million into a loan subsidy program to increase access to affordable credit, by offering 

qualified applicants in majority-minority neighborhoods in Memphis mortgage loans on a more 

affordable basis than otherwise available from BancorpSouth. The loan subsidies can include 

interest rate reductions, closing cost assistance, and down payment assistance. In addition, the 

consent order requires BancorpSouth to spend $500,000 to partner with community-based or 

governmental organizations that provide education, credit repair, and other assistance in 
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minority neighborhoods in Memphis, and to spend at least $300,000 on a targeted advertising 

and outreach campaign to generate applications for mortgage loans from qualified consumers in 

majority-minority neighborhoods in Memphis. The consent order also requires BancorpSouth to 

pay $2.78 million to African-American consumers who were improperly denied mortgage loans 

or overcharged for their loans because of BancorpSouth's allegedly discriminatory pricing and 

underwriting policies. Finally, BancorpSouth paid a $3 million penalty to the CFPB's Civil 

Penalty Fund. 

In addition to the monetary requirements, the court decree orders BancorpSouth to expand its 

physical presence by opening one new branch or loan production office in a high-minority 

neighborhood (a census tract with a minority population greater than 80%) in Memphis. The 

bank is also required to offer African-American consumers who were denied mortgage loans 

while BancorpSouth's allegedly discriminatory underwriting policy was in place the opportunity 

to apply for a new loan at a subsidized interest rate. Among other revisions to its policies, 

BancorpSouth is also required by the consent order to implement policies that require its 

employees to provide equal levels of information and assistance to individuals who inquire 

about mortgage loans, regardless of race or any other prohibited characteristic. 

When investigating identified redlining risks, the Bureau's approach is consistent with that of 

other federal agencies, including other federal law enforcement agencies and bank regulators. 

For example, the Bureau looks to risk indicators described in the Interagency Fair Lending 

Examination Procedures, wh ich were initially issued by the prudential regulators and later 

adopted by the Bureau.44 The Bureau also looks to the types of evidence that DOJ has cited in 

support of its complaints alleging redlining. These sources identify multiple factors that the 

Bureau considers during a redlining investigation, detailed above in Section 2.1.6 on Redlining. 

As part of its investigation, the CFPB also sent testers to several BancorpSouth branches to 

inquire about mortgages, and the results of that testing support the CFPB and DOJ allegations. 

44 See CFPB Supervision and Examination Manual (Oct. 2012), 
h!tR/(JiJ~$,~P_Q_$1,l_ITI~Xfl1::i_qn~~-·g9_y(f/2_QJ))_Q_c;.tp_Q_~_l!RW![$j9_rJ_-_q!1_c;l_-_~?<-q!Tl[D_~ti9JJ:milJJJ.JilJ:_l!2_.J;>Qf_(CFPB Examination 
Procedures, Equal Credit Opportunity Act Baseline Review Modules). 
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The agencies alleged that, in several instances, a BancorpSouth loan officer treated the African­

American tester less favorably than a non-Hispanic White counterpart. Specifically, the 

complaint alleged that BancorpSouth employees treated African-American teste rs who sought 

information about mortgage loans worse than non-Hispanic White testers with similar credit 

qualifications. For example, BancorpSouth employees provided information that would restrict 

African-American consumers to smaller loans than non-Hispanic White testers. This 

investigation was the CFPB's first use of testing to support an allegation of discrimination. 

Testing is a tool the Bureau employs in its enforcement investigative activity. Other government 

agencies, including the DOJ and HUD, as well as private fair housing organizations and state 

and local agencies, have used testers for decades as a method of identifying discrimination. 

Courts have long recognized testing as a reliable investigative tool. 

3.1.2 Auto Finance 

Toyota Motor Credit Corporation 

On February 2, 2016, the CFPB resolved an action with Toyota Motor Credit Corporation 

(Toyota Motor Credit)4S that requires Toyota Motor Credit to change its pricing and 

compensation system by substantially reducing or eliminating discretionary markups to 

minimize the risks of discrimination. On that same date, the DOJ also filed a complaint and 

proposed consent order in the U.S. District Court for the Central District of California 

addressing the same conduct. That consent order was entered by the court on February 11, 2016. 

Toyota Motor Credit's past practices resulted in thousands of African-American and Asian and 

Pacific Islander borrowers paying higher interest rates than similarly-situated non-Hispanic 

White borrowers for their auto loans. The consent order requires Toyota Motor Credit to pay up 

to $21.9 million in restitution to affected borrowers. 

Toyota Motor Credit is the U.S. financing arm of Toyota Financial Services, which is a subsidiary 

45 Consent Order, In re Toyota Motor Credit Corp., CFPB No. 2016-CFPB-0002 (Feb. 2, 2016), 

htti'.!:l /DJ!! .. ~, rnl'.'l .. ~l,JJJJ !!Ifl l'.'l.il n <;!!_.g9_y/_f !f_QJ_f?.Q 2._ c;f Rb _(9J'.l?.~ m : 9J:9.~r ~ t.RY.Qt~ .. -JJJ .Rt9J: :U.~9.i .. t..-J9JP.9 f.C!t i9J)' R9J 
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of Toyota Motor Corporation. As of the second quarter of 2015, Toyota Motor Credit was the 

largest captive auto lender46 in the United States and the fifth largest auto lender overal l. As an 

ind irect auto lender, Toyota Motor Cred it sets risk-based interest rates, or "buy rates," that it 

conveys to auto dea lers. Indirect auto lenders li ke Toyota Motor Credit then allow auto dea lers 

to charge a higher interest rate when they finalize the dea l with the consumer. This policy or 

pract ice is typica lly ca lled "discretionary markup." Markups can generate compensation for 

dealers while giving them the discretion to charge similarly-situated consumers different rates. 

Over the time period under review, Toyota Motor Credit permitted dea lers to mark up 

consumers' interest rates as much as 2.5%. 

The enforcement action was the resu lt of a joint CFPB and DOJ investigation that began in April 

2013. The agencies investigated Toyota Motor Credit's indirect auto lending activities' 

compliance with ECOA. The Bureau found that Toyota Motor Credit violated ECOA by adopting 

policies that resu lted in African-American and As ian and Pacific Islander borrowers paying 

higher interest rates for their auto loans than non-Hispanic Wh ite borrowers as a resu lt of the 

dea ler markups that Toyota Motor Credit perm itted and incentivized. Toyota Motor Credit's 

pricing and compensation structure meant that for the period covered in the order, thousands of 

African-American borrowers were charged, on average, over $200 more for their auto loans, and 

thousands of Asian and Pacific Is lander borrowers were charged, on average, over $100 more 

for their auto loans. 

The CFPB's administrative action and DOJ 's consent order require Toyota Motor Credit to 

reduce dea ler discretion to mark up the interest rate to only 1.25% above the buy rate for auto 

loans with terms of five years or less, and 1% for auto loans with longer terms, or to move to 

non-discretionary dealer compensation. Toyota Motor Credit is also required to pay $19.9 

mi llion in remediation to affected African-American and Asian and Pacific Islander borrowers 

whose auto loans were financed by Toyota Motor Credit betweenJ anuary 2011 and February 2, 

2016. Toyota Motor Credit is required to pay up to an additional $2 mil lion into the settlement 

fund to compensate any affected African-American and Asian and Pacific Islander borrowers in 

46 Captive auto lenders are indirect auto lenders that are directly affiliated with a particu lar automobile manufacturer. 
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the time period between February 2, 2016, and when Toyota Motor Credit implements its new 

pricing and compensation structure. The Bureau did not assess penalties against Toyota Motor 

Credit because of its responsible conduct, namely the proactive steps the institution is taking to 

directly address the fair lending risk of discretionary pricing and compensation systems by 

substantially reducing or eliminating that discretion altogether. In addition, Toyota Motor 

Credit is required to hire a settlement administrator who will contact consumers, distribute the 

funds, and ensure that affected borrowers receive compensation. 

3.2 HMDA Warning Letters - Potential 
Mortgage Lending Reporting Failures 

On October 27, 2016, the CFPB issued warning letters to 44 mortgage lenders and mortgage 

brokers. The Bureau had information that appeared to show these financial institutions may be 

required to collect, record, and report data about their housing-related lending activity, and that 

they may be in violation of those requirements. The CFPB, in sending these letters, made no 

determination that a legal violation did, in fact, occur. 

HMDA, which was originally enacted in 1975, requires many financial institutions to collect data 

about their housing-related lending activity, including home purchase loans, home 

improvement loans, and refinancings that they originate or purchase, or for which they receive 

applications. Annually, these financial institutions must report to the appropriate federal 

agencies and make the data available to the public. The public and regulators can use the 

information to monitor whether financial institutions are serving the housing needs of their 

communities, to assist in distributing public-sector investment so as to attract private 

investment to areas where it is needed, and to identify possible discriminatory lending patterns. 

Data transparency helps to ensure that financial institut ions are not engaging in discriminatory 

lending or failing to meet the credit needs of the entire community, including low- and 

moderate-income neighborhoods. Financial institutions that avoid their responsibility to collect 

and report mortgage loan data hinder regulatory efforts to enforce fair lending laws. 

The CFPB identified the 44 companies by reviewing available bank and nonbank mortgage data. 

The warning letters flag that entities that meet certain requirements are required to collect, 

record, and report mortgage lending data. The letters say that recipients should review their 
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practices to ensure they comply with all relevant laws. The companies are encouraged to 

respond to the Bureau to advise if they have taken, or will take, steps to ensure compliance with 

the law. They can also tell the Bureau if they think the law does not apply to them. 41 

3.3 Implementing enforcement orders 
When an enforcement action is resolved through a public enforcement order, the Bureau (and 

the DOJ, when relevant) takes steps to ensure that the respondent or defendant complies with 

the requirements of the order. As appropriate to the specific requirements of individual public 

enforcement orders, the Bureau may take steps to ensure that borrowers who are eligible for 

compensation receive remuneration and that the defendant has implemented a comprehensive 

fair lending compliance management system. Throughout 2016, the Office of Fair Lending 

worked to implement and oversee compliance with the pending public enforcement orders that 

were entered by federal courts or entered by the Bureau's Director in prior years. 

3.3.1 Settlement Administration 

Ally Financial Inc. and Ally Bank 

On December 19, 2013, working in close coordination with the DOJ, the CFPB ordered Ally 

Financial Inc. and Ally Bank (Ally) to pay $80 million in damages to harmed African-American, 

Hispanic, and Asian and/or Pacific Islander borrowers. The DOJ simultaneously filed a consent 

order in the United States District Court for the Eastern District of Michigan, wh ich was entered 

by the court on December 23, 2013. This public enforcement action represented the federal 

47 More information on HMDA reporting requi rements and a sample warning letter are available at 
h!tR/l.www,rnn~\.l_o:i_~rf!nan~f._gQvl.ah9_ut:_u?!f'.l_~w?r9_Q!l1/~f P.h:w11_~f'.l-~:finan~j13_1_-_tr:i?Ji_t_utjQQ_~:11_l;>Q1,1J:p_Qt~ntJ9-t-_o:i.Qrtgag~: 

J~_IJQ ! l'.l.&:r~ P.9rUr:ig:f aJJ!.!r~-~t . 
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government's largest auto loan discrimination settlement in history.48 

OnJanuary 29, 2016, approximately 301,000 harmed borrowers participating in the 

settlement-representing approximately 235,000 loans-were mailed checks by the Ally 

settlement administrator, totaling $80 million plus interest, which the Bureau announced in a 

blog post in English and Spanish. 49,so In addition, and pursuant to its continuing obligations 

under the terms of the orders, Ally has also made ongoing payments to consumers affected after 

the consent orders were entered. Specifically, Ally paid approximately $38.9 million in 

September 2015 and an additional $51.5 million in May 2016, to consumers that Ally 

determined were both eligible and overcharged on auto loans issued during 2014 and 2015, 

respectively. 

Provident Funding Associates 

As previously reported, on May 28, 2015, the CFPB and the DOJ filed a joint complaint against 

Provident Funding Associations (Provident) for discrimination in mortgage lending, along with 

a proposed order to settle the complaint in the United States District Court for the Northern 

District of California. The complaint alleged that from 2006 to 2011, Provident discriminated in 

violation of ECOA by charging over 14,000 African-American and Hispanic borrowers more in 

brokers' fees than similarly situated non-Hispanic White borrowers on the basis of race and 

national origin. The consent order, which the court entered onjune 18, 2015, requires Provident 

to pay $9 million in damages to harmed borrowers, to hire a settlement administrator to 

distribute funds to the harmed borrowers identified by the CFPB and DOJ, and not to 

48 Consent Order, In re Ally Financial Inc., CFPB No. 2013-CFPB-0010 (Dec. 20, 2013), 
httR:l/fiJ~$,rnl'.'l_~1,1_m~xflri.qri_<;~ .. g9_y/_ff2_QJ_3J_2_cJp!Lrnri_~~nH1rct~.r_q ! !y,p_9f. 

49 Patrice Ficklin, Harmed Ally Borrowers Have Been Sent $80 Million in Damages, Consumer Financial Protection 
Bu re au U an. 29, 2016 ), http_:lf.~_ww .rnnwm~rflri_qri_<;~_.g9_y/tJJ9~/_bArm~ct:!'IJJY-:t,_Qff.QYY_~r?_-_bAv~:b.~~n~?-~nt :~O::i:i:tjJ J i9JJ~ 
Jn:(l_qffi?g~?/. 

so Patrice Ficklin, Prestatarios perjudicados por Ally reciben $80 mil/ones en daiios, Consumer Financial Protection 
Bureau (Feb. 4, 2016), .bttP.;t/www_ . .(QJl?_l!m~rJjJJ!'l.1J5:.~,gqy/9_QQl)_t_-_1,1?/Ql_Qgfp_r~-~t?_t_qri9.~:R~rj_l!Qi.<;!'l_QQ$~P.Qr:!'IJJY.:r~_<; i_ l;>_~ri.: 
~Q:miJJqri_~$---~ri.:9_qri_9_~{, 
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discriminate against borrowers in assessing total broker fees.51 

In Fall 2016, the Bureau published a blog post in English and Spanish announcing the selection 

of the settlement administrator and its mailing of participation packets to eligible consumers. 
52·53 The blog post also provided information to consumers on how to contact the administrator, 

participate in the settlement, and submit settlement fo rms. 

American Honda Finance Corporation 

As previously reported, onJ u ly 14, 2015, the CFPB and the DOJ resolved an action with 

American Honda Finance Corporation (Honda) to put new measures in place to address 

discretionary auto loan pricing and compensation practices. Honda's past practices resulted in 

thousands of African-American, Hispanic, and Asian and Pacific Islander borrowers paying 

higher interest rates than non-Hispanic White borrowers for their auto loans betweenJ anuary 1, 

2011 , andjuly 14, 2015, without regard to their creditworthiness. The consent order requires 

Honda to change its pricing and compensation system to substantially reduce dealer discretion 

and minimize the risks of discrimination, and pay $24 million in restitution to affected 

borrowers. 54 

In October 2016, the Bureau published a blog post in English and Spanish announcing that the 

settlement administrator was mailing participation packets to potentially eligible consumers, 

51 Consent Order, United States v. Provident Funding Assocs., LP., No. 3:15-cv-023-73 (N.D. Cal. May 28, 2015), 
ECF No. 2, .hHR~t/JiJ~$,rnri.~l.l.1JJ~rfiri_qn~~-·g9_y/J/2_QJSQ;i_<;fpb_c_9n?~nt:9.r.cJ~r:RrnYi 9.~nt:funcJjng-_q?_~9_<;i_qt~.H>-dL 

52 Patrice Ficklin, Provident Settlement Administrator to Contact Eligible Borrowers Soon, Consumer Financial 
Protection Bureau (Sept. 28, 2016), b.tt.p;aww.w._<;QJJ?.1JJTI~!Jini0.ri_<;~_.g9~(?_b_QlJ.t:lJ.~/J:i!9g/prnyj_cj~_1:it-_~~ttJ~.rn~o.t_: 

i0.dmini_~trnt9.r.:<;9.o.t¥.t.-.~ ![gjRl~:R9H9.w.~r.~:?Q9JJ/. 

53 Patrice Ficklin, Administrador del Acuerdo de Provident planea ponerse en contacto con prestatarios elegibles 
pr6ximamente, Consumer Financial Protection Bureau (Oct. 6, 2016), httR:l!.w.w.w, ~_Q[l_$lJ.OJ.~rflnqN~..gQy/qQQ_IJt~ 

J.! ?!bJQgfq.cJITJJr:ij?_t.r.q.cJ9.r:d.~!:?.rn~r.d9.:d.~:Rn:i_vict~nt:Rlqn~_q:P-9n~r?~.:~n:rnntq_c.t9_-_<;9JJ~J?rn$t?.tqrjQ?~~t~gto!~-~: 
P.fQJ:<jJnqJTI~nt~(. 

54 Consent Order, In re American Honda Finance Corp., CFPB No. 2015-CFPB-0014 U uly 14, 2015), 
http:l/D)~$ ,c;:QOW1JJ~.rflo_qn<;~_.g9_y/J!f_QJ.SQ?_<;fp_Q_rnm~o_t_-_9r_cJ~_r:_b_Qr1d_q ,p_c_lf. 
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and providing information to consumers on how to contact the administrator, participate in the 

settlement, and submit settlement forms. ss. s6 

3.4 ECOA referrals to the Department of 
Justice 

The CFPB must refer to the DOJ a matter when it has reason to believe that a creditor has 

engaged in a pattern or practice of lending disc rimination in violation of ECOA.57 The CFPB also 

may refer other potential ECOA violations to the DOJ. In 2016, the CFPB referred eight matters 

to the DOJ. In four of the eight matters, the DOJ dec li ned to open an independent investigation 

and deferred to the Bureau's handling of the matter. The CFPB's referrals to the DOJ in 2016 

covered a variety of practices, specifically discr imination in mortgage lending on the bases of the 

age, marital status, receipt of public assistance income, and sex; discrimination in indirect auto 

lending on the bases of national origin, race, and receipt of public ass istance income; and 

discrimination in credit card account management on the bases of nationa l origin and race. 

3.5 Pending fair lending investigations 
In 2016, the Bureau had a number of ongoing fair lending investigations and authorized 

enforcement actions against a number of institutions involving a variety of consumer financial 

55 Patrice Ficklin, What you need to know to get money from the settlement with Honda Finance for overcharging 
minorities, Consumer Financial Protection Bureau (Oct. 3, 2016), tm_p;t!www_ . .(QTJ?.t.Jm~rf)TJ\'1.0.(~,gqy/\'l_QQl,JJ:: 
.t.J?!l;>JQg/W~_qt:yQ_l.J:Tl~-~9.:l<.OQW:g~t:JTl9.0~Y--.s.~tt)~_rn~_r:i_t_-_b_Ql}QA:finqn!:=~:9.\!~!.<;~_q_rg[[lg:mlri_Q_r_i_tj~$(. 

56 Patrice Ficklin, Loque necesita saber para recibir dinero def acuerdo de compensaci6n con Honda Finance por 
cobrarles de mas a las minorfas, Consumer Financial Protection Bureau (Oct. 11 , 2016), 
httP-$;t!www_.f._QTJ?.1.Jm~rJinil.r:ir..~,gqy/\'l_QQ1,.1_t_-_t.)?/P.tQM!9.:QlJ~_:r:i.~!:=~$i~\'l_-_s_q_Q~x:p_qrn: rnc;ll;>J_r::9Jn~rn-_(l~i_:qf._t.)_~rct9:.cJ~.: 
r._qmp_~n$!'l_c;[9_r:i:_c:,Qn:h9.r:i.<J!'l.:Hr:i_<lnc;~_-p.Qr:r._Q.l:!r!'l_~l~~---<J~:mq?_-J_<l$:mlri_QrJA$1.. 

57 15 u.s.c. § 1691e(g). 
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products. Consistent with the Bureau's priorities and the Office of Fair Lending's risk-based 

prioritization, one key area on which the Bureau focused its fair lending enforcement efforts was 

addressing potential discrimination in mortgage lending, including the unlawful practice of 

redlining. Redlining occurs when a lender provides unequal access to credit, or unequal terms of 

credit, because of the racial or ethnic composition of a neighborhood. At the end of 2016, the 

Bureau had a number of pending investigations in this area. Additionally, at the end of 2016, the 

Bureau had a number of pending investigations in other areas. 
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4. Rulemaking and related 
guidance 

4.1 HMDA and Regulation C 
On October 2015, the Bureau issued and publ ished in the Federal Registera fina l rule to 

implement the Dodd-Frank amendments to H MDA.58 The ru le also fina li zes certa in 

amendments that the Bureau believes are necessary to improve the util ity of HMDA data, 

further the purposes of HMDA, improve the quality of HM DA data, and create a more 

transparent mortgage market. 

4.1 .1 HMDA history 
HMDA, as implemented by Regu lation C, is intended to provide the public with loan data that 

can be used to help determine whether financ ial institutions are serving the housing needs of 

their communities; to assist public officials in distribut ing publ ic-sector investment to attract 

private investment in communit ies where it is needed; and to assist in identifying possib le 

discriminatory lend ing patterns and enforc ing anti -discrimination statutes.s9 H MDA data are 

58 Home Mortgage Disclosure, 80 Fed. Reg. 66,128 (Oct. 28, 2015) (codified at 12 C.F.R. pt. 1003), 
htm$;t!www_.gp_q,g_qy/f9.w.~lR~gffR:-.2Q15-:1 Q:2S/p_9Ja.oJ.5:-.2Qf?_QJ._p~f. 

5912 U.S.C. § 2801; 12 C.F.R. § 1003.l (b). 
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also used for a range of mortgage market monitoring purposes by community groups, public 

officials, the financial industry, economists, academics, social scientists, regulators, and the 

media. Bank regulators and other agencies use HMDA to monitor compliance with and 

enforcement of the CRA and federal anti-discrimination laws, including ECOA and the Fair 

Housing Act (FHA). 

The Dodd-Frank Act transferred rulemaking authority for HMDA to the Bureau, effectiveJuly 

2011. It also amended HMDA to require financial institutions to report new data points and 

authorized the Bureau to require financial institutions to collect, record, and report additional 

information. 

4.1.2 Summary of Regulation C changes 
The HMDA Rule changes institutional coverage in two phases. First, to reduce burden on 

industry, certain lower-volume depository institut ions will no longer be required to collect and 

report HMDA data beginning in 2017. A bank, savings association, or credit union will not be 

subject to Regulation C in 2017 unless it meets the asset-size, location, federally related, and 

loan activity tests under current Regulation C and it originates at least 25 home purchase loans, 

including refinancings of home purchase loans, in both 2015 and 2016. Second, effective 

January 1, 2018, the HMDA Rule adopts a uniform loan-volume threshold for all institutions. 

Beginning in 2018, an institution will be subject to Regulation C if it originated at least 25 

covered closed-end mortgage loan originations in each of the two preceding calendar years or at 

least 100 covered open-end lines of credit in each of the two preceding calendar years. Other 

applicable coverage requirements will apply, depending on the type of covered entity. 

The Rule also modifies the types of transactions covered under Regulation C. In general, the 

HMDA Rule adopts a dwelling-secured standard for transactional coverage. Beginning on 

January 1, 2018, covered loans under the HMDA Rule generally will include closed-end 

mortgage loans and open-end lines of credit secured by a dwelling and will not include 
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unsecured loans. 

For HMDA data collected on or after January 1, 2018, covered institutions will collect, record, 

and report additional information on covered loans. New data points include those specifically 

identified in Dodd-Frank as well as others the Bureau determined will assist in carrying out 

HMDA's purposes. The HMDA Rule adds new data points for applicant or borrower age, credit 

score, automated underwriting system information, debt-to-income ratio, combined loan-to­

value ratio, unique loan identifier, property value, application channel, points and fees, 

borrower-paid origination charges, discount points, lender credits, loan term, prepayment 

penalty, non-amortizing loan features, interest rate, and loan originator identifier as well as 

other data points. The HMDA Rule also modifies several existing data points. 

For data collected on or after January 1, 2018, the HMDA Rule amends the requirements for 

collection and reporting of information regarding an applicant's or borrower's ethnicity, race, 

and sex. First, a covered institution will report whether or not it collected the information on the 

basis of visual observation or surname. Second, covered institutions must permit applicants to 

self-identify their ethnicity and race using disaggregated ethnic and racial subcategories. 

However, the HM DA Rule will not require or permit covered institutions to use the 

disaggregated subcategories when identifying the applicant's or borrower's ethnicity and race 

based on visual observation or surname. 

The Bureau is developing a new web-based submission tool for reporting HMDA data, which 

covered institutions will use beginning in 2018. Regulation C's appendix A is amended effective 

January 1, 2018 to include new transition requirements for data collected in 2017 and reported 

in 2018. Covered institutions will be required to electronically submit their loan application 

registers (LARs). Beginning with data collected in 2018 and reported in 2019, covered 

institutions will report the new dataset required by the HMDA Rule, using revised procedures 

that will be available at ww.w_._(QDWm~rJtn9_n~g_.gQ~fhmQ~ . 

Beginning in 2020, the HMDA Rule requires quarterly reporting for covered institutions that 

reported a combined total of at least 60,000 applications and covered loans in the preceding 

calendar year. An institution will not count covered loans that it purchased in the preceding 

calendar year when determining whether it is required to report on a quarterly basis. The first 

quarterly submission will be due by May 30, 2020. 

Beginning in 2018, covered institutions will no longer be required to provide a disclosure 

41 FAIR LENDING REPORT OF THE CONSUMER FINANCIAL PROTECTION BUREAU, APRIL 2017 



statement or a modified LAR to the public upon request. Instead, in response to a request, a 

covered institution will provide a notice that its disclosure statement and modified LAR are 

available on the Bureau's website. These revised disclosure requirements will apply to data 

collected on or after January 1, 2017 and reported in or after 2018. 

For data collected in or after 2018 and reported in or after 2019, the Bureau will use a balancing 

test to determine whether and, if so, how H MDA data should be modified prior to its disclosure 

in order to protect applicant and borrower privacy while also fu lfilling HMDA's disclosure 

purposes. At a later date, the Bureau will provide a process for the public to provide input 

regarding the application of this balancing test to determine the HM DA data to be publicly 

disclosed. 

4.1 .3 Reducing industry burden 

The Bureau took a number of steps to reduce industry burden while ensuring HM DA data are 

useful and reflective of the current housing finance market. A key part of th is balancing is 

ensuring an adequate implementation period. Most provisions of the HMDA Ru le go into effect 

onjanuary 1, 2018-more than two years after publication of the Rule-and apply to data 

collected in 2018 and reported in 2019 or later years. At the same time, an institutional coverage 

change that will reduce the number of depository institutions that need to report is effective 

earlier: onjanuary 1, 2017. Institutions subject to the new quarterly reporting requirement will 

have additional time to prepare: that requirement is effective onJ anuary 1, 2020, and the first 

quarterly submission will be due by May 30, 2020. 

As with all of its rules, the Bureau continues to look for ways to help the mortgage industry 

implement the new mortgage lending data reporting rules, and has created regulatory 

implementation resources that are available on line. These resources include an overview of the 

final rule, a plain-language compliance guide, a timeline with various effective dates, a decision 

tree to help institutions determine whether they need to report mortgage lending data, a chart 

that provides a summary of the reportable data, a chart that describes when to report data as not 

applicable, a chart that describes what transactions are reportable, a webinar on the HMDA 
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Rule, and a Technology Preview for the Bureau's new web-based submission tool. In addition, 

the Bureau has published Filing Instruction Guides (FIG) for 2017 and 2018 that include file 

specifications. The Bureau will monitor implementation progress and will be publishing 

additional regulatory implementation tools and resources on its website to support 

implementation needs.Go Since the HMDA rule was issued on October 15, 2015, the Bureau has 

focused on outreach by sharing information about the regulatory changes, including webinars, 

responding to industry inquiries, and issuing press releases and emails to stakeholder groups. In 

addition, Bureau staff has spoken at numerous industry-focused conferences and mortgage 

events. Since the HM DA rule has been released, the Bureau's website has had over 50,000 visits 

to the HMDA implementation page and over 18,000 downloads of our plain-language HMDA 

compliance guide. 

4.1.4 Filing 2017 HMDA Data 

Beginning with the HMDA data collected in 2017 and submitted in 2018, responsibility to 

receive and process HMDA data will t ransfer from the Federal Reserve Board (FRB) to the 

CFPB. The HMDA agencies have agreed that a covered institution filing HMDA data collected in 

or after 2017 with the CFPB will be deemed to have subm itted the HMDA data to the 

appropriate federal agency. 61 The effective date of the change in the federa l agency that receives 

and processes the HMDA data does not coincide with the effective date for the new HMDA data 

to be collected and reported under the Final Rule amending Regulation C published in the 

Federal Registeron October 28, 2015. The Final Rule's new data requirements will apply to data 

collected beginning onjanuary 1, 2018. The data fields for data collected in 2017 have not 

changed. 

Also beginning with data collected in 2017, filers will submit their HMDA data using a web 

60 These resources are available at Consumer Financial Protection Bureau, Home Mortgage Disclosure Act rule 
implementation, httr-:lt.VJ..w.:w,rnrt$!JJ'.D~rfingrn:J?_.g9_yt_~~g1,1J~t9W:-JmpJ.~m~mgJJ.Rr:llhmdill . 

61 The HM DA agencies refer collectively to the CFPB, the Office of the Comptroller of the Currency (OCC), the Federal 
Deposit Insurance Corporation (FDIC), the FRB, the National Credit Union Administration (NCUA), and the 
Department of Housing and Urban Development (HUD). 
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interface referred to as the "HMDA Platform." In addition, beginning with the data collected in 

2017, as part of the submission process, a HM DA reporter's authorized representative with 

knowledge of the data submitted shall certify to the accuracy and completeness of the data 

submitted.Additional information about HMDA, the FIG, and other data submission resources 

is located at the Bureau's website. 62 

4.1.5 HMDA data resubmission RFI 
In response to dialogue with industry and other stakeholders, the Bureau is considering 

modifications to its current HMDA resubmission guidelines. In comments on the Bureau's 

proposed changes to Regulation C, some stakeholders asked that the Bureau adjust its existing 

HMDA resubmission guidelines to reflect the expanded data the Bureau will collect under the 

HMDA Rule. 

Accordingly, onJ anuary 7, 2016, the Bureau published on its website a Request for Information 

(RFI) asking for public comment on the Bureau's HMDA resubmission guidelines.63 Specifically, 

the Bureau requested feedback on the Bureau's use of resubmission error thresholds; how they 

should be calculated; whether they should vary with the size of the HMDA submission or kind of 

data; and the consequences for exceeding a threshold, among other topics. Some examples of 

questions posed to the public include: 

• Should the Bureau continue to use error percentage thresholds to determine the need for 

data resubmission? If not, how else may the Bureau ensure data integrity and 

compliance with HMDA and Regulation C? 

• If the Bureau retains error percentage th resholds, should the thresholds be calculated 

62 See Consumer Financial Protection Bureau, Aling instructions guide for HMDA data collected in 20170 uly 2016), 

hr!R/f_vy_w_w,rnn~!,.l_l_D_~rfin<!fl(:~.gQV/_QAt{l_-_m_~fl!_c;h~hmrJM?.t_C!ti(:/f9!_:fiJ_~r?!2.0IZf_?Q J 7_:HJYJ.OA-HG_.J;>Qf. 

63 See Consumer Financial Protection Bureau, CFPB Seeks Public Input on Mortgage Lending Information 
Resubmission Guidelinesu an. 7, 2016), hnp_:/tw.ww,rnn~!,.l_l'.D~rfin<!!'!(:~.gQV(JJ~W?!.QQl'.D/c;f P.b.:~~~~-~:PJJ_l:i!lc;~inp_1,1t_-_Q!1: 

m9_r:~C!g_H~n9_i.l'.l&:lnfqrmfl_ti.Qn:r~~ubmi??J_Q!1:8.1Jict~Jin~?/ . 
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differently than they are today? If so, how and why? 

• If the Bureau retains error percentage thresholds, should it continue to maintain 

separate error thresholds for the entire HMDA LAR sample and individual data fields 

within the LAR sample? If not, why? 

The RFI was published in the Federal RegisteronJanuary 12, 2016.64 The 60-day comment 

period ended on March 14, 2016. As of this report's publication date, in light of feedback 

received, the Bureau was considering whether to adjust its existing HM DA resubmission 

guidelines and if so, how. 

4.1.6 HMDA rule technical corrections and clarifying 
amendments 

Since issuing the 2015 HMDA Final Rule, the Bureau has identified and received information 

about some areas of uncertainty about requirements under the rule. This spring, the Bureau 

plans to seek comment on a proposal to amend certain provisions of Regulation C to make 

technical corrections and to clarify certain requirements under Regulation C. 

4.2 ECOA and Regulation B 
In 2016, with regard to ECOA, the CFPB published a Bureau Offi cial Approval and was in the 

proposed rule stage to amend certain sections of Regulation B. 

4.2.1 Status of New Uniform Residential Loan Application 
and Collection of Expanded Home Mortgage 
Disclosure Act Information about Ethnicity and Race in 

64 Request for Info. Regarding Home Mortgage Disclosure Act Resubmission Guidelines, 81 Fed. Reg. 1,405 U an. 12, 
2 016 >, .b ttJ:l? ;t!ww_lfj_.gp_Q ,gQ~(f ct w~t P- ~gtf R-.2.Q J .6:.0 J .-J.2/p_c;lf £2.Q J .6:.0.04.42 ,p_c;lf. 
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2017 under Regulation B 

On September 23, 2016, the Bureau published a Bureau Official Approval pursuant to section 

706(e) of the ECOA concerning the new Uniform Residential Loan Application and the 

collection of expanded HMDA information about ethnicity and race in 2017.65 

In accordance with the request by Federal Housing Finance Agency and the Federal Home Loan 

Mortgage Corporation (Freddie Mac) and the Federal National Mortgage Association (Fannie 

Mae), the Bureau reviewed the revised and redesigned Uniform Resident ial Loan Application 

issued on August 23, 2016 (2016 URLA). Under the terms provided in the Bureau's notice, the 

Bureau determined that the relevant language in the 2016 URLA is in compliance with the 

specified provisions of Regulation B. A creditor's use of the 2016 U RLA is not required under 

Regulation B. However, the notice provides that, a creditor that uses the 2016 URLA without 

any modification that would violate§ 1002.S(b) through (d) would act in compliance with§ 

1002.S(b) through (d). 

The notice also addressed collection of information concerning the ethnicity and race of 

applicants in conformity with Regulation B from January 1, 2017, through December 31, 2017. 

The Bureau's official approval provided that at any time fromjanuary 1, 2017, through 

December 31, 2017, a creditor may, at its option, permit applicants to self-identify using 

disaggregated ethnic and racial categories as instructed in appendix B to Regulation C, as 

amended by the 2015 HMDA final rule. The Bureau believes such authorization may provide 

creditors time to begin to implement the regulatory changes and improve their compliance 

processes before the new requirement becomes effective, and therefore mandatory, onjanuary 

1, 2018. Allowing for this increased implementation period wi ll, in the Bureau's view, reduce 

compliance burden and further the purposes of HMDA and Regulation C. 

65 Consumer Financial Protection Bureau, Status of New Uniform Residential Loan Application and Collection of 
Expanded Home Mortgage Disclosure Act Information about Ethnicity and Race in 2017 under Regulation B (Sept. 
23, 2016), 
httP.$;t/_$'?>_._qITl.q_?:_QD9.\.X$,rnlJ.:l!nl.~$,!=_Q!1$!.!m~rfinqJJ!=.~.ZQY/Uct9.C:l)_l]J~_r:iJ~{Q9.2.QJ_(i_!=JP-LHMQAl;thi!'lJ.c;ityRq!=_~.J;>.df. 
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4.2.2 Amendments to Equal Credit Opportunity Act 
(Regulation B) Ethnicity and Race Information 
Collection 

Regulation C currently requires financial institutions to co llect and report information about the 

ethnicity and race, as well as certain other characteristics, of applicants and borrowers. 

Regulation C, as amended by 2015 HMDA Final Rule, generally effectivej anuary 1, 2018, wi ll 

require financial institutions to permit app licants and borrowers to self-identify using 

disaggregated ethnic and racia l categories beginningj anuary 1, 2018. Regulation B also 

currently requires creditors to request and retain information about the ethnicity and race, as 

well as certain other characteristics, of applicants for certain dwe lling-secured loans, but uses 

only aggregate ethnic and racial categories. On March 24, 2017, the Bureau issued a proposed 

rule seeking comment on amendments to Regulat ion B to perm it creditors additional flexibili ty 

in complying with Regulation Bin order to facilitate compliance with Regulation C, to add 

certain model forms and remove others from Regulation B, and to make various other 

amendments to Regulation Band its commentary to facil itate the co llection and retention of 

information about the ethnicity, sex, and race of certain mortgage applicants.66 

4.3 Small business data collection 
Section 1071 of the Dodd-Frank Act requires financial institutions to compile, mainta in, and 

submit to the Bureau certain data on credit app lications for women-owned, minority-owned, 

and sma II businesses. 67 Congress enacted Section 1071 for the purpose of faci I itati ng 

enforcement of fair lending laws and identifying business and community development needs 

and opportunities for women-owned, minority-owned, and small businesses. The amendments 

66 Consumer Financia l Protection Bureau, Amendments to Equal Credit Opportunity Act (Regulation 8) Ethnicity 
and Race Information Collection 2017-0009(March 24, 2017), 

_httR:lmJ~$ ,t;Ql)_$l,l_IJ]~_dlri_<!nt;~_.g9_y(f/g_Q!=_l)ffi~Jlt?!2_QJ}QJ_~fp_l;l_~J?RM:J_Q:9_1'.D~O-Q:R~g_l))pJi_Qn:~,p_(lf. 

67 Dodd-Frank Act§ 1071 (codified at 15 U.S.C. § 1691c-2). 
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to ECOA made by the Dodd-Frank Act require that certain data be collected and maintained, 

including the number of the application and date the application was received; the type and 

purpose of loan or credit applied for; the amount of credit applied for and approved; the type of 

action taken with regard to each application and the date of such action; the census tract of the 

principal place of business; the gross annual revenue of the business; and the race, sex, and 

ethnicity of the principal owners of the business. The Bureau's Fall 2016 Unified Agenda and 

Regulatory Plan indicates that rulemaking pursuant to Section 1071 is now in the pre-rule 

stage.68 This first stage of the Bureau's work will be focused on outreach and research and on the 

potential ways to implement section 1071, after which the Bureau will begin developing 

proposed ru les concerning the data to be collected and determining the appropriate operational 

procedures and privacy protections needed for information-gathering and public disclosure. 

The Bureau has begun to explore some of the issues involved in the rulemaking, including 

through ongoing engagement with industry and other stakeholders. In addition, current and 

future small business lending supervisory activity will help expand and enhance the Bureau's 

knowledge in this area, including the credit application process; existing data collection 

processes; and the nature, extent, and management of fair lending ris k. The Bureau is also 

considering how best to work with other agencies to, in part, gain insight into existing business 

lending data collection efforts and to explore possible ways to cooperate in future efforts. 

4.4 Amicus Program 
The Bureau's Amicus Program files amicus, or friend-of-the-court, briefs in court cases 

concerning the Federal consumer financial protection laws that the Bureau is charged with 

implementing, including ECOA. These amicus briefs provide the courts with our views on 

significant consumer financial protection issues and help ensure that consumer financial 

protection statutes and regulations are correctly and consistently interpreted by the courts. 

68 Semiannua l Regulatory Agenda, 81 Fed. Reg. 94,844, 94,846 (Dec. 23, 2016). 
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In 2016, the Bureau filed an amicus brief in Alexander v. AmeriPro Funding, Inc., in which a 

group of consumer plaintiffs appealed the dismissal by the United States District Court for the 

Southern District of Texas of an ECOA complaint alleging discrimination by mortgage lenders 

on the basis that all or part of the plaintiffs' income derived from a public assistance program. 

The District Court held that the complaint failed to allege facts that gave rise to a prima facie 

showing of discrimination under the McDonnell-Doug/as framework and also failed to allege 

direct evidence of discrimination because the allegations were "conclusory" and did not allege 

hostility or animus.69 The Bureau filed its amicus brief on February 23, 2016, and argued that 

the district court's decision imposed pleading burdens on ECOA plaintiffs that were not required 

by ECOA or the Federal Rules of Civil Procedure. 7o 

On February 16, 2017, in a unanimous decision, the United States Court of Appeals for the Fifth 

Circuit reversed the dismissal with respect to some of the plaintiffs but affirmed the dismissal 

with respect to others.71 Reversing the district court, the court held that one set of plaintiffs 

stated an ECOA claim because they alleged that they applied for credit, that the creditor refused 

to consider public assistance income in considering their credit applications, and that the 

applicants as a result received less favorable mortgages. Unlike the district court's decision, the 

court did not require the plaintiffs to also allege hostility or animus or to make a prima facie 

showing of discrimination under the McDonnell-Douglasframework. Affirming the district 

court, the court also held that another set of plaintiffs failed to state a claim under ECOA 

because they either failed to allege sufficient facts of discriminatory conduct, failed to allege 

69 Alexander v. AmeriPro Funding, Inc., No. H-14-2947, 2015 W L 4545625 at *4-5 (5.D. Tex.j uly 28, 2015). 

70 Br. of Amicus Curiae Consumer Financia l Protection Bureau in Supp. of Appellants and Reversal, Alexander, et al. 
v. AmeriPro Funding, Inc., et al., No. 15-20710 (5th Cir. Feb. 23, 2016), ECF No. 00513394181, 

.hHVi/!'.www..,c_9n~_1.Jm~rfJ.rE1n.c.~~g_qyJ'.p_9Ji ~Y-:rnmg!i~_r:i_c_~f;'!mi.c;1,J_~f.QrJ~f_~f~t~?<.~n9.~r:_c!m~rJRrn:f1,J.1J.cl!ngt.. 

71 Alexander v. AmenPro Funding, Inc., 848 F.3d 698 (5th Cir. 2017). 
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facts indicating that they had app lied for credit, or fa il ed to all ege facts indicating that one 

defendant was a "creditor" under ECOA. 
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5. lnteragency coordination 

5.1 lnteragency coordination and 
engagement 

The Office of Fair Lending regularly coord inates the CFPB's fa ir lending regu latory, supervisory 

and enforcement activities with those of other federa l agencies and state regulators to promote 

consistent, efficient, and effective enforcement of federa l fa ir lending laws.12 Through our 

interagency engagement, we work to address current and emerging fa ir lending risks. 

On November 14, 2016, along with other members of the FFIEC, the Bureau issued an updated 

Uniform Interagency Consumer Compliance Rating System.73 The revisions reflect the 

regulatory, supervisory, technologica l, and market changes that have occurred since the system 

was established. The previous rating system was adopted in 1980, and the proposed revisions 

aim to address the broad array of risks in the market that can cause consumer harm, including 

fa ir lending violations. The Bureau plans to implement the updated rating system on consumer 

compliance exam inations that begin on or afte r March 31, 2017. 

72 Dodd-Frank Act§ 1013(c)(2)(B) (codified at 12 U.S.C. § 5493(c)(2)(B)). 

73 Uniform I nteragency Consumer Compliance Rati ng System, 81 Fed. Reg. 79,473 (Nov. 14, 2016), 
hHR~;t/.www .. f~_9_~r~Jr:.~gi_~t~r_.g9_y{_q9_c;!-!IT1_~nt~t.4QJ~{J_1tJ_4/fQJ.Q:2?-'2,ff>/µ.1:i.ifQrm:lr:i.t~rnggr:iw:_<;9_r:i.s_t,1m~r:c;QIT1P.!ic;in~-~: 
rntir:i~:.S.Y~.t-~m. 
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The CFPB, along with the FTC, DOJ , HUD, FDIC, FRB, NCUA, OCC, and the Federal Housing 

Finance Agency, comprise the Interagency Task Force on Fair Lending. The Task Force meets 

regularly to discuss fair lending enforcement efforts, share current methods of conducting 

supervisory and enforcement fair lending activities, and coordinate fair lending policies. 

The CFPB belongs to a standing working group of federal agencies - with the DOJ, HUD, and 

FTC - that meets regularly to discuss issues re lating to fair lending enforcement. These agencies 

comprise the Interagency Working Group on Fair Lending Enforcement. The agencies use these 

meetings to discuss fair lending developments and trends, methodologies for evaluating fair 

lending risks and violations, and coordination of fair lending enforcement efforts. In addition to 

these interagency working groups, we meet periodically and on an ad hoc basis with the 

prudential regulators to coordinate our fair lending work. 

The CFPB takes part in the FFIEC HMDA/Comm un ity Reinvestment Act Data Collection 

Subcommittee, which is a subcommittee of the FFIEC Task Force on Consumer Compliance, as 

its work relates to the collection and processing of HMDA data, and the Bureau is one of the 

agencies to which HMDA data is submitted by financial institutions. 
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6. Outreach: Promoting fair 
lending compliance and 
education 

Pursuant to Dodd-Frank,74 the Office of Fair Lending regularly engages in outreach with 
industry, bar associations, consumer advocates, civil rights organizations, other government 

agencies, and other stakeholders to help educate and inform about fair lending. The Bureau is 
committed to communicating directly with all stakeholders on its po licies, compliance 

expectations, and fair lending priorities. As part of this commitment to outreach and education 
in the area of fair lending, equal opportunity, and ensuring fair access to cred it, Bureau 

personnel have engaged in dia logue with stakeholders on issues including the use of public 
assistance income in underwriting, redlining, disparate treatment, disparate impact, HMDA 
data col lection and reporting, indirect auto financing, the use of proxy methodology, and the 

unique challenges facing LEP and lesbian, gay, bisexual and transgender (LGBT) consumers in 
accessing credit. Outreach is accomplished through issuance of Reports to Congress, 

Interagency Statements, Supervisory Highlights, Compliance Bulletins, letters, blog posts, 
speeches and presentations at conferences and trainings, and participation in meetings to 

discuss fa ir lending and access to credit matters. 

74 Dodd-Frank Act§ 1013(c)(2)(C) (codified at 12 U.S.C. § 5493(c)(2)(C)). 
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6.1 Blog posts 
The Bureau firmly believes that an informed consumer is the best defense against 

discriminatory lending practices. When issues arise that consumers need to know about, the 

Bureau uses many tools to aid consumers in financial decision-making.75•76 The Bureau regularly 

uses its blog as a tool to communicate effectively to consumers on timely issues, emerging areas 

of concern, Bureau initiatives, and more. In 2016 we published 14 blog posts related to two main 

fair lending topics: providing consumers updated information about our fair lending 

enforcement actions and providing consumer education on fair lending. Our enforcement 

update blog posts included the announcement (in both English and Spanish) of the 

BancorpSouth Bank settlement,77.78 updates on the Ally Financial Inc. and Ally Bank 

settlement,79.8° updates on the Provident Funding Association, L.P. settlement81,82 and updates 

75 For helpful information on shopping for auto loans, please see the Bureau's Know Before You Owe: Auto Loans 
toolkit, at Consumer Financial Protection Bureau, Take control of your auto loan, 
httR/f_www,rnn?µ_1:i:i_~rfin<!n f:~.gQYf~9_r:i_~vm~_r:t9_Q!?f<!J.Jt9_:tQ!l_o_~{. 

76 For helpful information on shopping for home loans, please see the Bureau's toolkit, at Consumer Financial 
Protection Bureau, Owning a Home: Tools and resources for homebuyers, 

httR/f_www,rnn?µ_m_~rfin<!n~~.gQYfQ'!HJJng_+h9J:rJ~/ . 

77 Patrice Ficklin & Daniel Dodd-Ramirez, Redlining: CFPB and DQ/ action requires BancorpSouth Bank to pay 
millions to harmed consumers, Consumer Financial Protection Bureau U une 29, 2016), 
htm/fwww,qw_?µ_r:i:i~rfin<!m~.gQYf<!l:!9_1JH.J?fbJS?!Vr~_d!intr:ig:~f P.l:!:?nct:ct9H(:tJQr::i_:miutr~,s_:bAn~9XP-$9_L.Jt~:l:!<!n!<.:P_<!y_: 
mllJJs:?n?:h?J:r:D~d--_~9_r:is_vm~r?/. 

78 Patrice Ficklin & Daniel Dodd-Ramirez, La delimitaci6n ilegal: Acci6n de/ CFPB ydel Departamento de_/usticia 
requiere que el banco BancorpSouth pague mil/ones de do/ares a consumidores perjudicados, Consumer Financial 
Protection Bureau U u ly 6, 2016 ), h_tt_p_:!'.{w_w_'{'g9_o_~vm~xno_q n~~ .. g9~{~.b.QJ.Jt :U?/J?!9g/J_q:d_~! I roJt_<!f:Js:?n:iJ_~g_q !:?_~(:]Qr::i_-_Q_~t: 
J:J_p_ti :y_-_o_~l:d_~p_<!r.t_qm~nt9_-_o.~:j1,1_$tl~i?_-J~_qµ_i_~r~:q_1.Jf!_:~J:_ti?nJ:_Q:_ti?n_c_Qn;is_Qutt'l_:p_qg_1.Jf!_:r:i:iJJJ9_r::i_~?:_d~_-_os:? !<!r.~?:_c~9n s_1.Jmto_Qr~?: 

P-~.rl1.JJ:! !rnc;f_Q?L 

79 Patrice Ficklin, Harmed Ally borrowers have been sent $80 million in damages, Consumer Financial Protection 
Bu re au U an. 2 9, 2016 ), http_:Hwww ,rnn$1,J_r:D~rflr::i_qf\(:~.gQy(_qp_Q_LJt:J.J?{l;>J9_g(_b_q fffi~s:! :!lJJY.:P_QffQ.W_~rs_:b_qy_~: l:!~~_r:i:_~~nt: 
~Q :miJ J l Q r::i_-J_o _-_d !l_r:D !lZ.~?{. 
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on the American Honda Finance Corporation sett lement.83,84 Our consumer education blog 

posts included reminding consumers of their rights for fair treatment in the financia l 

marketplace8S,86, a series of two blog posts about the history of ECQA87 and what it means for 

consumers88, a blog post outli ning the 2017 priorities for Fair Lending,89 and a blog post about 

80 Patrice Ficklin, Prestatarios petjudicados por Ally reciben $80 mil/ones en daiios, Consumer Financial Protection 
Bureau <Feb. 4, 2016 ), .b.t.t.P.;l!www_ . .c.Qm.l!m~rfJnilJJ(~,gqy/9_1)Q1,.1_t_-_1,.1_s/P.tQMRr~-~til.t.<!ri9.~ : R~rj_t.g!_i_c,;9_(1.Q?:.P.9X:i!JlY-:r~.<;lb.~n: 

~~HniJJ_qri_~?:.~n:9.<!fl9.~/, 

81 Patrice Ficklin, Provident Settlement Administrator to contact eligible borrowers soon, Consumer Financial 
Protection Bureau (Sept. 28, 016), http_://www,rnnwm~rfiri.<!nc,;~.g9_yf.<!P.Q.l!H-!?/_l;>JQg/.prQ~i_g_~ri.t:?~.t.tJ.~m~nt: 
?.9mini_W?.t9r:c,;9_r::i_t_<!(t_-_~!i.gjRl.~:.1:!9.r:r9.w~r.~:?Q9J'.lf.. 

82 Patrice Ficklin, Administrador de/ Acuerdo de Provident planea ponerse en contacto con prestatarios elegib/es 
pr6ximamente, Consumer Financial Protection Bureau (Oct. 6, 2016), bn.P.;l!www_.,c_Qfl?.l!m~rfJflil.l'.l.C.~,gqy/9_1)Q1,.1_t_: 

.L!?l.l;>JQg/.g_cj!Tl_i_Oj?.t.r:iil_cj9.r:9.~! :?.<;1,.1_~Ld9.:Q.~ :Rr9.Yict~nt:Rl.ii!fl~.<!: R9J'.l~m.:~fl:.C.Q!1.tiil.C.t9:.<;9J'.):.P.L~?t9.tiilr.iQ?:~l_~gi_Q ! ~.~: 
Rrnl'.<Jmiilm~m~( 

83 Patrice Ficklin, What you need to know to get money from the settlement with Honda Finance for overcharging 
minorities, Consumer Financial Protection Bureau (Oct. 3, 2016), h.t.t.P.;l!www .. .c.9n?.l!m~rfjf]9_r::i.c.~,gqy/9_1)Q1,.1_t_: 
.L!?!bJQg!.wb.ii!t:Y-9.l!:n~-~9.: ~J'.lQW:g~.t:m9.r::i~Y:.~~nJ~.rn~_r::i.t.-.bQn9A:finiilnc,;~:9.Y~rc,;b_grgirig:minQrJ.t.i~?f. 

84 Patrice Ficklin, Loque necesita saber para recibir dinero del acuerdo de compensaci6n con Honda Finance por 
cobrarles de mas a las minorfas, Consumer Financial Protection Bureau (Oct. 11 , 2016), 
h!tR/l.www,rnmi@.~rfiniiln.c~.gQYfiilR9.l!.t:.l!?/bJ.Qg/.l_Q:_qu~:n~.c,;~_~i.tii!:?.iilP.~r.-,pAr?.-.r~.c.i.l?j r.-_djn~rn:_q~J:.<!c,;_l!~.r:g_q :_q~_-_ 
.c.9mp_~n??_c,;[9_r:i:_<;QJ'.l:h9.r:i.dil.:Ur:i.<!ri_c,;~_-,pQr:.c.QJ:!ril.rl~?.-_Q~:m<!?:J.<!?:miri_qrJA?f. 

8S Patrice Ficklin, You have the right to be treated fairly in the financial marketplace, Consumer Financial Protection 
Bureau (Apr. 29, 2016), h!tR~/l.www,rnn?um.~rfiniiln.c~.g9_y/iiJP.9.l!.t:.l!?/l;>J.Qg/.y.Q\.l_:b.<!Y.~:rJgb_t_-_l;>_~:tr~.<!.t~.Q_-f_<!ir!y_-J_inilNl<! l: 

ffigr~~WJ?.c,;~L 

86 Patrice Ficklin, Usted tiene derecho a que lo traten de manera justa en el mercado financiero, Consumer Financial 
Protection Bureau (May 2, 2016), hnp_://w.ww,rnri.~1,1_m~rfin<!nc,;~_.g9_vl.<!P.Q.l!.t:\.!?/.l?J9g/1,.1_s_t~~Hi~J'.l~:9.~r~.c,;b_Q:_q\.!~:J.Q: 

tr.<!t~n :_q~_-_mAri.~rA:11,1.~tg:_~n:~J:m~rc,;9_dQ:firi.<!nc,;j ~_r:9/. 

87 Brian Kreiswirth & Anna-Marie Tabor, What you need to know about the Equal Credit Opportunity Act and how it 
can help you: Why it was passed and what it is, Consumer Financial Protection Bureau (Oct. 31, 2016), 
httR/l.www,rnm lJ.m.~rfiniiln.c~.gQYl.<!R9.l!.t:.l!?/bJQg/.Whiil.t.-.¥9.1,1:n~~ct:~Mw:?.b.Q\.!t: ~.qugJ:.cx~.dit:QP.P.QrWri.i.t.¥:il.<;t:il.r::i.d : 
h9.W: it:rnn:b.~lp_-_y.Q1,1_-_wb.¥:i.t:w.<!?:.P.il.~?~.c;l:_<!nc;l_-_wb.<!t: it/. 

88 Rebecca Gelfond & Frank Vespa-Papaleo, What you need to know about the Equal Credit Opportunity Act and 
how it can help you: Know your rights, Consumer Financial Protection Bureau (Nov. 2, 2016), 
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shopping for an auto loan.9o 

The blog posts may be accessed any time at w.ww.,~.9D.$.lJJil.~.din.g.IJ.~~,gQ.V/.RJ.Qg . 

6.2 Supervisory Highlights 
Supervisory Highlights reports anchor the Bureau's efforts to communicate about the Bureau's 
supervisory activity. Because the Bureau's supervisory process is confidential, Supervisory 

Highlightsreports provide information on supervisory trends the Bureau observes, without 
identifying specific entities, as well as information on public enforcement matters that arise 

from supervisory reviews. In 2016, Supervisory Highlights covered many topica l issues 
pertaining to fair lending, including mortgage servicing, HMDA examinations where institutions 

improperly coded actions taken on conditionally-approved applicat ions with unmet 
underwriting conditions, LEP consumers, redlining, and settlement updates for recent 
enforcement actions that originated in the supervisory process. 

More information about the topics discussed th is year in Supervisory Highlights can be found 
in Section 2.1 of this Report. As with all Bureau resources, all editions of Supervisory Highlights 

are avai lable on .WW.W. .. <;.QD~wm~r.Hrrnri~~-·gmt!.rnP.Pr.t?.·. 

hHR/l.w.w.w,rnn$ l.l.m.~rfinqm:~.g9.vl.q!{9_l!HJ?/bJ9.YW.!1.qt-y9_1J:Jl~~9.:~.1J9.W:~b.Qut:~.quqJ:q~_clit:9.P.P9.rWr:i.i.tJ!:9.(t:il.r:i.c1 : 
.h9.w.: it:~~r:i.-:b.~!p_-y9.tJ.-.~n9.W.:Y9.l.l.r:rJgbt~l-

89 Patrice Ficklin, Fair Lending priorities in the new year, Consumer Financia l Protection Bureau (Dec. 16, 2016), 
hHR/l.w.ww,rnmum.~rfinqn~~.gp_yf.qQ9.l!t:.1J?!bJ9.tVf{lJ r.-J.~r:i.cJJng-_r;>.r.i.wHJ~.~:n~w.-y~_qrf.. 

90 Patrice Ficklin & Daniel Dodd-Ramirez, Don't get taken for a ride/· protect yourself from an auto loan you can't 
afford, Consumer Financial Protection Bureau U uly 5, 2016), httR~ffw.w.w,rnn$WJJ~rfin{lf1~~.g9.v/.qQ9.IJt:.l!?!bJQgli;l_Qnt: 

g~t.-_t_q~-~n:ri9.~:.Rrnt~_(t:Y9.\JX?~IJ_-_q\.!t9.-J.Qil.r:i.-y9_1J:.({lf1t:~H9.r.cJ/. 
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6.3 Speaking Engagements & Roundtables 
To meet our mission of educating and informing stakeholders about fair lending, the Office of 

Fa ir Lending and Equal Opportunity had the opportunity to participate in a number of outreach 

speaking events and roundtables throughout 2016. I n these events, we shared information on 

fa ir lending priorities, emerging issues, and heard feedback from our stakeholders on the work 

we do. 

Fa ir Lend ing staff attended numerous roundtab les throughout the year on a variety of issues 

re lated to fa ir lending. Some examples of the topics covered include student lending, language 

access issues, HMDA, small business lending, mortgage servicing, and cred it reporting. 

CFPB Director Richard Cordray, External Affairs Assistant Director Zixta Martinez, and Fair Lending 

Director Patrice Ficklin with participants from an African-American leaders roundtable. 
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Bureau staff meet with participants from a roundtable on fair lending. 
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7. lnteragency reporting 
Pursuant to ECOA, the CFPB is required to fi le a report to Congress describ ing the 

administration of its functions under ECOA, providing an assessment of the extent to which 

compliance with ECOA has been achieved, and giving a summary of publ ic enforcement actions 

taken by other agencies with administrative enforcement responsibilities under ECOA.91 This 

section of this report provides the fo llowing information: 

• a description of the CFPB's and other agencies' ECOA enforcement efforts; and 

• an assessment of compliance with ECOA. 

In addition, the CFPB's annual HMDA reporting requirement cal ls for the CFPB, in consultation 

with HUD, to report annua lly on the utility of HMDA's requirement that covered lenders itemize 

certain mortgage loan data.n 

7.1 ECOA enforcement 
The enforcement efforts and compliance assessments made by all the agencies assigned 

enforcement authority under Section 704 of ECOA are discussed in th is section. 

91 15 u.s.c. § 1691f. 

92 12 u.s.c. § 2807. 
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7.1.1 Public enforcement actions 
In addition to the CFPB, the agencies charged with administrative enforcement of ECOA under 

Section 704 include: the FRB, the FDIC, the OCC, and the NCUA (collectively, the FFIEC 

agencies)93; the FTC, the Farm Credit Administration (FCA), the Department of Transportation 

(DOT), the Securities and Exchange Commission (SEC), the Small Business Administration 

(SBA), and the Grain Inspection, Packers and Stockyards Administration (GIP SA) of the 

Department of Agriculture.94 In 2016, CFPB had two public enforcement actions for violations of 

ECOA, and the OCC issued one public enforcement action for violations of ECOA and/or 

Regulation B. 

7.1.2 Violations cited during ECOA examinations 
Among institutions examined for compliance with ECOA and Regulation B, the FFIEC agencies 

reported that the most frequently cited violations were: 

TABLE 1: MOST FREQUENTLY CITED REGULATION B VIOLATIONS BY FFIEC AGENCIES: 2016 

FFIEC Agencies Reporting 

CFPB, FDIC, FRB, NCUA, OCC 

Regulation B Violations: 2016 

12 C.F.R. §§ 1002.4(a) : Discrimination on a 

prohibited basis in a credit transaction. 

12 C.F.R. § 1002.6(b) : Improperly considering 

age, receipt of public assistance, certain other 

income, or another prohibited basis in a system of 

93 The FFIEC is a "formal interagency body empowered to prescribe uniform principles, standards, and report forms 

for the federal examination of fina ncial institutions" by the member agencies listed above and the State Liaison 

Committee "and to make recommendations to promote uniformity in the supervision of financial institutions." 

Federal Financia l Institutions Examination Council, b_tJp;/lww_~._t(i~i;:,g_Qy (last visited March 31, 2017). 

941 5 u.s.c. § 1691c. 
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FFIEC Agencies Reporting Regulation B Violations: 2016 

evaluating applicant creditworthiness . 

12 C.F.R. § 1002.7(d)(1): Improperly requiring the 

signature of an applicant's spouse or other 

person. 

12 C.F.R. §§ 1002.9(a)(1 ), (a)(1 )(i), (a)(2) , (b) , 

(b)(2) , (c): Failure to timely notify an applicant 

when an application is denied; failure to provide 

notice to the applicant 30 days after receiving a 

completed application concerning the creditor's 

approval of, counteroffer or adverse action on the 

application; failure to provide sufficient 

information in an adverse action notification, 

including the specific reasons the application was 

denied; failure to timely and/or appropriately notify 

an applicant of either action taken or of 

incompleteness after receiving an application that 

is incomplete. 

12 C.F.R. §§ 1002.12(b)(1), (b)(1)(ii)(A): Failure 

to preserve records on actions taken on an 

application or of incompleteness. 

12 C.F.R. §§ 1002.13(a)(1)(i): Failure to request 

information on an application pertaining to an 

applicant's ethnicity, 

12 C.F.R. §14(a) , (a)(1): Failure to routinely 

provide an applicant with a copy of all appraisals 

and other written valuations developed in 

connection with an application for credit that is to 

be secured by a first lien on a dwelling, and/or 

failure to provide an applicant with a notice in 

writing of the applicant's right to receive a copy of 

all written appraisals developed in connection 

with the application. 
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TABLE 2: MOST FREQUENTLY CITED REGULATION B VIOLATIONS BY OTHER ECOA AGENCIES, 

2016 

Other ECOA Agencies 

FCA 

Regulation B Violations: 2016 

12 C.F.R. § 1002.9: Failure to timely notify an 
applicant when an application is denied; failure to 

provide sufficient information in an adverse action 
notification, including the specific reasons the 
application was denied. 

12 C.F.R. § 1002.13(a)(1): Failure to request and 
collect information about the race, ethnicity, sex, 
marital status, and age of applicants seeking 

certain types of mortgage loans. 

The GIPSA, the SEC, and the SBA reported that they received no complaints based on ECOA or 

Regulation Bin 2016. In 2016, the DOT reported that it received a "small number of consumer 

inquiries or complaints concern ing credit matters possibly covered by ECOA," which it 

"processed informal ly." The FTC is an enforcement agency and does not conduct compliance 

examinations. 

7.2 Referrals to the Department of Justice 
In 2016, the FFIEC agencies including the CFPB referred a tota l of 20 matters to the DOJ . The 

FDIC referred four matters to the DOJ . These matters alleged discriminatory treatment of 

persons in credit transactions due to protected characteristics, including age, race, national 

origin, and rece ipt of pub lic assistance income. The FRB referred seven matters to the DOJ. 

These matters alleged discriminatory treatment of persons in credit transactions due to 

protected characteristics, includ ing race, national origin, and marita l status. The OCC referred 

one matter to the DOJ on the basis of marita l status discrimination. The CFPB referred eight 

matters to the DOJ dur ing 2016, finding discrimination in credit transactions on the fo llowing 

prohibited bases: race, national origin, age, receipt of public assistance income, sex, and marital 

status. 
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7.3 Reporting on the Home Mortgage 
Disclosure Act 

The CFPB's annua l HM DA reporting requirement ca lls for the CFPB, in consultation with the 

Department of Housing and Urban Development (HUD}, to report annually on the uti lity of 

HMDA's requirement that covered lenders itemize loan data in order to disclose the number and 

dollar amount of certain mortgage loans and appl ications, grouped according to various 

characteristics.95 The CFPB, in consu ltation w ith HUD, finds that itemization and tabu lation of 

these data further the purposes of HMDA. For more information on the Bureau's proposed 

amendments to HMDA's implementing regulation, Regulation C, please see the Rulemaking 

section of this report (Section 4). 

95See 12 u.s.c. § 2807. 
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8. Conclusion 
In this, our fifth Fair Lending Report to Congress, we outline our work in furtherance of our 

statutory mandate to ensure fair, equitable, and nondiscriminatory access to credit. Our work 
continues to reflect the areas that pose the greatest risk of consumer harm, and we continue to 

reprioritize our approach to better position our work to understand and address emerging 
issues. Our multi pronged approach uses the full variety of tools at our disposal - supervision, 

enforcement, rulemaking, outreach, research, data-driven prioritization, interagency 
coordination, and more. We are pleased to present this report as we continue to fu lfill our 

statutory mandate as well as the Bureau's mission to help consumer finance markets work by 
making rules more effective, by consistently and fairly enforcing these ru les, and by empowering 

consumers to take more control over their economic lives. 
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APPENDIX A: 

Defined terms 

TERM DEFINITION 

Bureau The Consumer Financial Protection Bureau 

CFPB The Consumer Financial Protection Bureau 

CMS Compliance Management System 

CAA Community Reinvestment Act 

Dodd-Frank Act The Dodd-Frank Wall Street Reform and Consumer Protection Act 

DOJ The U.S. Department of Justice 

DOT The U.S. Department of Transportation 

ECOA The Equal Credit Opportunity Act 
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FCA 

FDIC 

Federal Reserve Board 

FFIEC 

FRB 

FTC 

GIPSA 

HMDA 

HUD 

LEP 

Farm Credit Administration 

The U.S. Federal Deposit Insurance Corporation 

The U.S. Board of Governors of the Federal Reserve System 

The U.S. Federal Financial Institutions Examination Council - the 

FFIEC member agencies are the Board of Governors of the Federal 

Reserve System (FRB), the Federal Deposit Insurance Corporation 

(FDIC) , the National Credit Union Administration (NCUA), the Office 

of the Comptroller of the Currency (OCC), and the Consumer 

Financial Protection Bureau (CFPB). The State Liaison Committee 

was added to FFIEC in 2006 as a voting member. 

The U.S. Board of Governors of the Federal Reserve System 

The U.S. Federal Trade Commission 

Grain Inspection, Packers and Stockyards Administration of the U.S. 
Department of Agriculture 

The Home Mortgage Disclosure Act 

The U.S. Department of Housing and Urban Development 

Limited English Proficiency or Limited English Proficient 
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LGBT Lesbian, gay, bisexual and transgender 

NCUA The National Credit Union Administration 

occ The U.S. Office of the Comptroller of the Currency 

SBA Small Business Administration 

SEC U.S. Securities and Exchange Commission 
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Con~.hJr?"t(n Ff ... ilnti;; 
Protectic" Bureau 

1700 G Street. N.W .. Washington. DC 20552 

April 14, 2017 

The Honorable Michael Crapo 

Chairman 

Committee on Banking, Housing, and Urban Affairs 
United States Senate 

534 Dirksen Senate Office Building 

Washington, DC 205 10 

Dear Chairman Crapo: 

Enclosed please find the Fair Lending Report of the Consumer Financial Protection Bureau as 

required under Section I 013 of the Dodd-Frank Wall Street Reform and Consumer Protection Act. 

Should you have any questions about this report, please contact me at (202) 435-7552. 

Sincerely, 

Matt Pippin 

Deputy Assistant Director for Legislative Affairs 

consumerfinance.gov 



Co:-1\ w·,,H;: a• '' 
i>•otcct c" Bi • .iau 

1700 G Street N W • Wash1noton. DC 20552 

April 14, 2017 

The Honorable Jeb Hensarl ing 
Chairman 
Committee on Financial Services 
United States House of Representatives 
2 129 Rayburn House Office Building 
Washington, DC 205 15 

Dear Chairman Hensarling: 

Enclosed please find the Fair Lending Report of the Consumer Financial Protection Bureau as 
required under Section I 0 13 of the Dodd-Frank Wall Street Reform and Consumer Protection Act. 

Should you have any questions about this report, please contact me at (202) 435-7552. 

Sincerely, 

~~ 
Matt Pippin 
Deputy Assistant Director fo r Legislative Affairs 

consumerflnance.gov 



Cu'1\UP1f'r ;.: ,,..,an 1.-s 
?rote<"l •on Bur.:?(!O 

1700 G Street. N.W .. Washington, DC 20552 

April 14, 2017 

The Honorable Michael Pence 

Vice President of the United States 

President of the United States Senate 

S-212, The Capitol 

Wash ington, DC 20510 

Dear Vice President Pence: 

Enclosed please find the Fair Lending Report of the Consumer Financial Protection Bureau as 

required under Section I 013 of the Dodd-Frank Wall Street Reform and Consumer Protection Act. 

Should you have any questions about this report, please contact me at (202) 435-7552. 

Sincerely, 

Matt Pippin 

Deputy Assistant Director for Legislative Affairs 

consumerfinance.gov 



\ , ..... , ... r· f incn 
?rot~<'.t•c>n Burcci.1 

1700 G Street. N.W .. Washington. DC 20552 

April 14, 2017 

The Honorable Paul Ryan 

Speaker 
Un ited States House of Representatives 

H-209, The Capitol 

Washington, DC 20515 

Dear Speaker Ryan: 

Enclosed please find the Fair Lending Report of the Consumer Financial Protection Bureau as 

required under Section I 013 of the Dodd-Frank Wall Street Reform and Consumer Protection Act. 

Should you have any questions about this report, please contact me at (202) 435-7552. 

Sincerely, 

Matt Pippin 

Deputy Assistant Director fo r Legislative Affairs 

consumerfinance.gov 



Cor'!~ •. M,·' F'1n.'lnc1.1 
Prot~ct o,.., Ru··~au 

1700 G Street. N.W .. Washington. DC 20552 

April 14, 2017 

The Honorable Maxine Waters 

Ranking Member 

Committee on Financial Services 

United States House of Representatives 

4340 Thomas P. O'Neill, Jr. House Office Building 

Washington, DC 20515 

Dear Ranking Member Waters: 

Enclosed please find the Fair Lending Report of the Consumer Financial Protection Bureau as 

required under Section 101 3 of the Dodd-Frank Wall Street Reform and Consumer Protection Act. 

Shou ld you have any questions about thi s report, please contact me at (202) 435-7552. 

Sincerely, 

Matt Pippin 

Deputy Assistant Director for Legislative Affairs 

consumerfinance.gov 



April 17, 2017 

Consumer Finanwil 
Protection Bureau 

II il f ' . 

The Honorable Thad Cochran 

Chairman 
Committee on Appropriations 
United States Senate 

S-128, The Capitol 
Washington, DC 2051 0 

Dear Chairman Cochran and Ranking Member Leahy: 

The Honorable Patrick Leahy 
Ranking Member 
Committee on Appropriations 

United States Senate 
S-128, The Capitol 
Washington, DC 20510 

Pursuant to Section 748 of Division E of Public Law 114-113, attached please find the Consumer 
Financial Protection Bureau's Jetter to the Board of Governors of the Federal Reserve System 
requesting a transfer of funds in accordance with Section 1017 of Public Law 111-203. 

Should you have any questions about this notification, please feel free to contact me at (202) 435-

9711. 

Sincerely, 

Catherine Galicia 
Assistant Director for Legislative Affairs 

consumerfinance.gov 



Consumer Financial 
Protection Bureau 

1700 G Street N W Washington DC 20552 

April 17, 2017 

Steve Bernard 
Division Director and Acting Chief Financial Officer 
Board of Governors of the Federal Reserve System 

20th Street and Constitution Avenue NW 
Washington, DC 20551 

Re: Funds Transfer Request, FY 2017 Quarter 3 

Dear Mr. Bernard: 

Section 1017(a)(1) of the Consumer Financial Protection Act ("Act") requires the Board of 
Governors of the Federal Reserve System ("Board") to transfer to the Bureau of Consumer 
Financial Protection ("Bureau") each quarter the amount determined by the Director to be 

reasonably necessary to carry out the authorities of the Bureau under Federal consumer financial 
law and the Act. I have determined that $125,600,000 is the amount necessary to carry out the 

authorities of the Bureau for FY 2017 Q3, and I request that the Board transfer this amount to the 
Bureau immediately. The Bureau's budget is available on its website, a copy of which is attached 
for your reference. 

Please deposit the funds in the Bureau of Consumer Financial Protection Fund established at the 
Federal Reserve Bank of New York ("Bureau Fund"), as soon as possible after receipt of this letter. 

Disbursement instructions to transfer funding from the Bureau Fund into the Treasury General 
Account (ABA number 021030004 for credit to ALC number 9585000) will be made separately, as 
will investment direction. 

Sincerely, 

~:!I 
Director 

cc: Craig Delaney 

Brenda Richards 

Attachment: Print-out from ww'\v.consumerfinance.gov of CFPB budget 

consumerfinance.gov 
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Message from 
Richard Cordray 
Director of the CFPB 
Continuing the Consumer Financial Protection Bureau's (CFPB's or Bureau's) established practice, 

I am pleased to share an integrated view of planning and performance updates that address 

requirements set forth in the Government Performance and Results Act (GPRA) of 1993, as amended 

in the GPRA Modernization Act (GPRAMA) of 2010. 

This document presents the CFPB's goals, investment choices, and accomplishments holistically. 

Presenting the Bureau's long-term focus areas, resource allocations, and progress achieved to date in 

a unified document aims to provide a balanced and transparent status update on the CFPB's work to 

American consumers, Congress, and other key stakeholders. 

I am proud to share the CFPB's Strategic Plan for fiscal years 2013-2017, which guides our long-range 

work, as well as a comprehensive review of progress that the CFPB achieved in fiscal year (FY) 2015 

across its four Strategic Goals. In addition, this document contains the Bureau's most current view of 

budget projections for FY 2016-2017 and corresponding measures across its performance goals. 

The CFPB continues to strengthen its performance planning and reporting capabilities. This year's 

report reflects the Bureau's continued emphasis on balanced performance planning, accurate data 

for measuring pe1formance, and evaluating programs with a view toward increasing effectiveness. 

To share a few highlights, in FY 2015, the CFPB: 

• Provided digital content, materials, and decision tools to more than 6.8 million 

consumers-nearly 1.2 million more consumers reached than the previous year; 

• Handled more than 265,000 consumer complaints across a broad range of financial 

products, exceeding the 700,000 mark for the total number of consumer complaints 

handled by the CFPB since July 21, 2011 and expanded the Consumer Complaint Database 

to include consumer narratives; 
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• Shared investigative information with more than 100 different government agencies in 186 

matters; 

• Published 6 notable reports about specific consumer financial products, markets, or 

regulations, including the Data Point: Credit Invisibles report, the Arbitration Study 

report, and others; and 

• Hosted 15 public events on key issues affecting consumer financial markets such as credit 

cards, mortgages, auto finance, and payday lending. 

Results achieved in the course of FY 2015 suggest that the Bureau continues to mature across its 

focus areas in supervision, enforcement, research, and outreach to American consumers. While the 

CFPB's resource base is not expected to experience substantial increases in FY 2016-17, the Bureau's 

work to date indicates that consumers of financial services face challenges across product areas, 

highlighting the need for the Bureau to leverage available resources carefully. The CFPB will ensure 

effectiveness of its actions based on careful planning, data-driven choices, deployment of innovative 

operational and technological solutions, and engagement of its mission-focused workforce across the 

nation. 

Congress created the CFPB as an independent Bureau within the Federal Reserve System as part of 

the Dodd-Frank Wall Street Reform and Consumer Protection Act of 2010, in direct response to a 

severe financial crisis. While the immediate effects of the turmoil have receded over the last several 

years, structural issues that the CFPB has identified through its work clearly signal that the Bureau's 

mission of protecting American consumers remains as critical as ever. The Bureau will continue to 

work closely with Congress, businesses, consumer advocates, and Federal, state, and local partners to 

increase the effectiveness and robustness of its consumer protection efforts. 

Sincerely, 

Richard Cordray, Director 

February 2016 
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Overview of the CFPB 
The Consumer Financial Protection Bureau (CFPB) was established on July 21, 2010 under Title 
X of the Dodd-Frank Wall Street Reform and Consumer Protection Act Public Law No. 111-203 

(Dodd-Frank Act). The CFPB was established as an independent bureau within the Federal 

Reserve System and is an Executive agency as defined in Section 105 of Title 5, United States Code. 

The Dodd-Frank Act authorizes the CFPB to exercise its authorities to ensure that, with respect to 

consumer financial products and services: 

1. Consumers are provided with timely and understandable information to make responsible 
decisions about financial transactions; 

2. Consumers are protected from unfair, deceptive, or abusive acts and practices and from 

discrimination; 

3. Outdated, unnecessary, or unduly burdensome regulations are regularly identified and 
addressed in order to reduce unwarranted regulatory burdens; 

4. Federal consumer financial law is enforced consistently in order to promote fair 
competition; and 

5. Markets for consumer financial products and services operate transparently and 
efficiently to facilitate access and innovation. 

Under the Dodd-Frank Act, on the designated transfer date, July 21, 2011, certain authorities and 
functions of several agencies relating to Federal consumer financial law transferred to the CFPB 
in order to accomplish the above objectives. These authorities were transferred from the Board 

of Governors of the Federal Reserve System (Board of Governors), Office of the Comptroller of 
the Currency (OCC), Office of Thrift Supervision (OTS), Federal Deposit Insurance Corporation 
(FDIC), National Credit Union Administration (NCUA), and the Department of Housing and 

Urban Development (HUD). In addition, Congress vested the Bureau with authority to enforce in 
certain circumstances the Federal Trade Commission's (FTC) Telemarketing Sales Rule and its 
rules under the FTC Act, although the FTC retains full authority over these rules. The Dodd-Frank 

Act also provided the CFPB with certain other Federal consumer financial regulatory authorities. 
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Our organization 
Under the Dodd-Frank Act, the Secretary of the Treasury was responsible for establishing the 
CFPB and performing certain functions of the Bureau until a Director of the CFPB was in place. 
The Bureau's day-to-day operations were managed by the Special Advisor to the Secretary of the 
Treasury for the Consumer Financial Protection Bureau until January 4, 2012, when President 
Obama appointed Richard Cordray as the first Director of the CFPB. Subsequently, the U.S. 
Senate confirmed the appointment of Richard Cordray on July 16, 2013, and Director Cordray 
was sworn in as the first Senate-confirmed Director of the CFPB on July 17, 2013. 

To accomplish its mission, the CFPB is organized into six primary divisions: 

1. Consumer Education and Engagement: works to empower consumers with the 
knowledge, tools, and capabilities they need in order to make better-informed financial 
decisions by engaging them in the right moments of their financial lives, while addressing 
the unique financial challenges faced by four specific populations. 

2. Supervision, Enforcement, and Fair Lending: ensures compliance with Federal 
consumer financial laws by supervising market participants and bringing enforcement 

actions when appropriate. 

3. Research, Markets, and Regulations: conducts research to understand consumer 
financial markets and consumer behavior, evaluates whether there is a need for 
regulation, and determines the costs and benefits of potential or existing regulations. 

4. Legal Division: ensures the Bureau's compliance with all applicable laws and provides 
advice to the Director and the Bureau's divisions. 

5. External Affairs: manages the Bureau's relationships with external stakeholders 
and ensures that the Bureau maintains robust dialogue with interested stakeholders to 
promote understanding, transparency, and accountability. 

6. Operations: builds and sustains the CFPB's operational infrastructure to support the 
entire organization and hears directly from consumers about challenges they face in the 
marketplace through their complaints, questions, and feedback. 
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Our mission 
The CFPB is a 21st century agency that helps consumer finance markets work by making rules 
more effective, by consistently and fairly enforcing those rules, and by empowering consumers 
to take more control over their economic lives. 

Our vision 
If we achieve our mission, then we will have encouraged the development of a consumer finance 
marketplace 

• where customers can see prices and risks up front and where they can easily make product 
comparisons; 

• in which no one can build a business model around unfair, deceptive, or abusive practices; 

• that works for American consumers, responsible providers, and the economy as a whole. 

We will achieve our mission and vision through: 

Data-driven analysis 

The CFPB is a data-driven agency. We take in data, manage it, store it, share it appropriately, and 

protect it from unauthorized access. Our aim is to use data purposefully, to analyze and distill 
data to enable informed decision-making in all internal and external functions. 

Innovative use of technology 

Technology is core to the CFPB accomplishing its mission. This means developing and leveraging 
technology to enhance the CFPB's reach, impact, and effectiveness. We strive to be recognized 
as an innovative, 21st century agency whose approach to technology serves as a model within 

government. 

Valuing the best people and great teamwork 

At the CFPB, we believe our people are our greatest asset. Therefore, we invest in world-class 

training and support in order to create a diverse and inclusive environment that encourages 
employees at all levels to tackle complex challenges. We also believe effective teamwork extends 
outside the walls of the CFPB. We seek input from and collaborate with consumers, industry, 

government entities, and other external stakeholders. 
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We aim to embody the following values in everything we do: 

Service 

Our mission begins with service to the consumer and our country. We serve our colleagues by 
listening to one another and by sharing our collective knowledge and experience. 

Leadership 

Fostering leadership and collaboration at all levels is at the core of our success. We believe in 
investing in the growth of our colleagues and in creating an organization that is accountable to 

the American people. 

Innovation 

Our organization embraces new ideas and technology. We are focused on continuously 
improving, learning, and pushing ourselves to be great. 
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Plan overview 

Our strategic plan articulates four goals 

Goal 1 

Goal 2 

Goal 3 

Goal 4 

Prevent fi nancial harm to consumers wh ile promoting good 
practices that benefit them. 

Empower consumers to live better financial lives. 

Inform the public, policy makers, and the CFPB's own policy­
making with data-driven analysis of consumer finance markets and 
consumer behavior. 

Advance the CFPB's performance by maximizing resource 
productivity and enhancing impact. 

In support of each goal we outline 

Budget 

Outcomes 

Strategies & 
investments 

Performance 
goals 

Resource al locations we wil l make in order to achieve our goals. 

Desired outcomes t hat further define the focus of our work. 

Strategies and investments that lay out the actions we w ill take to 
accomplish our outcomes. 

Specific, measurable goals we w ill use to assess our progress along 
w ith associated measures and indicato rs. 
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Budget overview 
The CFPB's operations are funded principally by transfers made by the Board of Governors of 
the Federal Reserve System from the combined earnings of the Federal Reserve System, up to 
the limits set forth in the Dodd-Frank Act. The Director of the CFPB requests transfers from 
the Federal Reserve System in amounts that he has determined are reasonably necessary to 
carry out the Bureau's mission within the limits set forth in the Dodd-Frank Act. Transfers 
through FY 2013 were capped at pre-set percentages of the total 2009 operating expenses of 
the Federal Reserve System. In FY 2014, FY 2015 and beyond, the funding caps have been 
adjusted annually, based on the percentage increase in the employment cost index for the 
total compensation for state and local government workers, which is published by the Federal 
Government. Transfers from the Federal Reserve System were capped at $618.7 million for FY 
2015 and are capped at $63i.7 million for FY 2016. For FY 2017, the funding cap will be $646.2 

million. Funds transferred from the Federal Reserve System are deposited into the Bureau of 
Consumer Financial Protection Fund (Bureau Fund), which is maintained at the Federal Reserve 
Bank of New York. 

Pursuant to the Dodd-Frank Act, the CFPB is also authorized to collect and retain for specified 
purposes civil penalties obtained from any person for violations of Federal consumer financial 
laws. The CFPB generally is authorized to use these funds for payments to the victims of 
activities for which civil penalties have been imposed, and may also use the funds for consumer 
education and financial literacy programs under certain circumstances. Funds collected by the 
CFPB under this authority are deposited into the Consumer Financial Civil Penalty Fund (Civil 
Penalty Fund) separately maintained at the Federal Reserve Bank of New York. Amounts in the 
Civil Penalty Fund are available without fiscal year limitation. 

Bureau Fund 
The CFPB Bureau Fund FY 2016 and FY 2017 budget estimates included in this Report allow the 
Bureau to continue to fulfill its statutory purpose, objectives, and functions pursuant to Section 
1021 of the Dodd-Frank Act and will support Bureau operations as it continues to grow and 
mature as a Federal agency. 

The FY 2017 budget estimate of $636.1 million is 5.0% percent above the FY 2016 budget 
estimate of $605.9 million. The budget supports additional operations, policy, and examination 
staff, and key investments supporting improvements to the consumer response system, 
consumer education and engagement initiatives, as well as IT infrastructure and system 
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implementation projects. The increase from FY 2016 to FY 2017 reflects primarily an increase in 

staffing, especially in the Operations; Research, Markets, and Regulations; and the Supervision, 

Examination and Fair Lending programs. The remaining increase will support migration of 

the consumer response function to the Bureau's enterprise solution to support steady state 

operations, improvements to support increased contact volume and enhance the services of the 

contact center, and efforts to raise public awareness of Bureau tools and resources. As discussed 

throughout this document, these funds will help the Bureau achieve its mission and the four 

strategic goals outlined in this plan. 
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Budget by strategic goal 

Goal 1 

Goal 2 

Goal 3 

Goal 4 

Prevent fi nancial harm to consumers while promoting good 
practices that benefit t hem. 

Empower consumers to live better financial lives. 

Inform the pub lic, pol icy makers, and the CFPB's own policy­
making with data-driven analysis of consumer finance markets and 
consumer behavio r. 

Advance the CFPB's performance by maximizing resource 
product ivity and enhancing impact. 

TABLE 1: Budget by strateg ic goal($ in the millions) 

FY 2015* % FY 2016** % FY 2017** % 

Goal 1 $252.0 48% $279.4 46% $292.5 46% 

Goal 2 $107.8 20% $131.6 22% $139.9 22% 

Goal 3 $46.4 9% $56.3 9% $57.3 9% 

Goal4 $118.2 23% $138.6 23% $146.4 23% 

Total $524.4 100% $605.9 100% $636.1 100% 

* FY 2015 amounts reflect obligat ions incurred and include upward adjustments to prior year obligations. 
** FY 201 6 and FY 2017 est imates are based on t he best available information at the time the Budget was prepared and are 
subject to revision. 
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TABLE 2: FTE by strategic goal 

FY 2015 FY 2016 FY 2017 

Goal 1 799 874 928 

Goal 2 231 242 263 

Goal 3 97 114 130 

Goal 4 338 393 436 

Total 1,465 1,623 1,757 

The proportion of funding across all goals is expected to remain relatively constant through FY 2017. 

The following discussion provides details on the significant increases in FY 2016 and FY 2017 for 

each goal. 

An increase in regulations and examination staff represents the largest increase in Goal 1. Examiner 

training and travel also increases to support the continued growth of the regional supervision and 

examination workforce. Additional increases in e-law tools and litigation support are expected 

to continue to support enforcement activities. In FY 2017, support for small business rulemaking 

activities is proposed to carry out the Bureau's statutory obligations under Section 1071 of the 

Dodd-Frank Act. Finally, a moderate surge for the development of a Supervision Compliance Tool is 

expected to begin in earnest in FY 2016 but will plateau in FY 2017. 

As discussed earlier, the increase in Consumer Response represents a significant portion of the 

increase in Goal 2. Amounts budgeted for the consumer response system and the contact center will 

support steady-state and service enhancements. Additionally, investments in consumer education 

and engagement initiatives also contribute to the increase in Goal 2. 

New initiatives in FY 2016 and FY 2017 will result in an increase in the budget supporting Goal 3, 

although to a lesser extent. The increases largely support investments in consumer education and 

engagement activities for underserved and special populations as well as lookbacks or assessments of 

the effectiveness of rules previously issued by the Bureau. 

An increase in the budget supporting Goal 4 reflects the Bureau's evolution as a data-driven agency 

focused on protecting its infrastructure as it continues to grow. In FY 2017, investments across Goal 

4 are expected to level off closer to FY 2015 levels as the development of technology infrastructure 

and operational support services approach steady-state levels. 

There are several other investments that support all Goals. One such expense, the costs for facilities 
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agreements, includes costs incurred by the Bureau to maintain space for regional offices in Chicago, 

San Francisco, and New York, as well as temporary space in Washington D.C. during the renovation 

of the Bureau's headquarters, which is projected to conclude by the end of FY 2017. There will be an 

associated temporary increase in facilities costs during FY 2017 while facilities services are phased 

in at the renovated headquarters building, but this will level out when most Bureau staff return 

to the headquarters location upon completion of the renovation. The Bureau also expects to incur 

a corresponding temporary increase in Furniture, Fixtures and Equipment for the headquarters 

building renovation necessary to furnish the newly renovated space prior to occupation. 

Key investments are described in more detail within the discussion of each goal. 

CFPB STRATEGIC PLAN, BUDGET, AND PERFORMANCE PLAN AND REPORT 13 



TABLE 3: Key investments($ in the millions) 

Outcome Key Investment Description FY 2015 FY 2016 FY 2017 

1.1 
Disclosure, Design, Testing, and 

$0.6 $1.1 $0.4 
Implementation 

Smal l Business Rulemaking $2.0 

1.2/1.3 Examiner Training and Travel $15.6 $17.8 $18.0 

e-Law Tools and Support $7.0 $3.3 $1.7 

Litigation Support $3.0 $6.5 $6.8 

Supervision Compliance Too l $2.6 $4.2 $2.0 

Review of Enforcement Processes $1.6 

Supervision and Enforcement Training 
$1.1 $2.4 $2.6 

& Travel 

Examiner Commissioning Training 
$1.0 $1.6 $1.6 

Program 

Nonbank Registration $1.5 $1.0 

Consumer Reporting Studies $3.8 

2.1 
Consumer Response System and 

$22.7 $29.7 $35.5 
Contact Center Support 

Consumer Response Operational and 
$2.9 $4.1 $2.1 

Program Support 

Consumer Response System-
$2.8 $2.7 $2.7 

Complaint Ana lytics 

Optimizing CFPB Communication and 
$0.7 $1.0 $0.7 

Consumer Engagement Channels 

2.2 Consumer Services Awareness Building $6.5 $14.0 $11.0 

Consumer Education Initiatives $3.8 $5.4 $6.0 

Underserved and Special Popu lations 
$1.7 $3.6 $4.2 

Programs and Outreach 

Consumer Experience Program $1.3 $2.5 $3.7 
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Outcome Key Investment Description FY 2015 FY 2016 FY 2017 

Your Money, Your Goals $1.1 $0.9 $1.0 

3.1 Credit Card Database $2.9 $3.1 $3.3 

Other Market Data $1.6 $1.5 $0.6 

National Mortgage Database $1.4 $1.6 $1.5 

HMDA Development and 
$1.2 $2.1 $1.6 

Implementation 

HMDA Data Processing $0.7 $0.8 $1.0 

3.2 Primary Data Collection $1.0 $1.8 $0.7 

Underserved and Special Popu lations 
$0.6 $2.4 $2.0 

Research 

Financia l Education Research $0.6 $1.2 $2.1 

Look backs $3.3 $2.5 

4.1 
Human Capita l Shared Services, 

$7.2 $7.7 $7.7 
Infrastructure, and Operations 

Learning, Leadership, and Organization 
$2.1 $2.6 $2.7 

Development Facilitation and Design 

Outreach, Candidate Recruiting, and 
$1.4 $2.5 $1.8 

Candidate Se lection support 

Diversity, Inclusion and Equal 
$0.9 $3.2 $2.2 

Opportunity Initiatives 

4.2 Technology Infrastructure $21.8 $31.2 $27.1 

Technology Infrastructure - Shared 
$17.1 $2.9 $1.5 

Services 

Cy be rsecu rity $7.5 $9.3 $8.1 

IT Portfolio Management $6.6 $11.5 $10.1 

Data Infrastructure and Analysis $4.7 $8.1 $8.4 

Design and Software Development 
$4.1 $6.6 $6.4 

Support 
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Outcome Key Investment Description FY 2015 FY 2016 FY 2017 

e-Discovery Services Implementation $3.9 $4.4 $5.5 

Customer Relationship Management 
$1.7 $6.0 $5.4 

System 

Extranet $0.8 $0.3 $0.2 

Document Management System $0.1 $2.5 $1.0 

4.3 Audits of the Bureau $16.3 $14.2 $14.1 

Financia l Management Support 
$4.2 $4.7 $4.8 

Services 

Procurement Services & Support $1.8 $2.7 $2.5 

Internal Controls $0.9 $1.7 $1.1 

ALL Faci lities Agreements (Occupancy) $19.2 $20.4 $21.9 

Faci lities Agreements (Utilities, 
$5.3 $3.8 $12.8 

Security, Other) 

Faci lities Agreements (Occupancy) for 
$10.0 $10.0 $10.1 

Temporary Space 

Faci lities Agreements (Util ities, 
$5.0 $5.6 $5.8 

Security, Other) for Temporary Space 

Architecture and Engineering Services 
$2.5 

for HQ Bui lding Renovation 

Furniture, Fixtures and Equipment for 
$3.0 $10.0 

HQ Building Renovation 

Library Resources & Services $2.7 $3.4 $3.5 

Personnel Security Investigations $1.3 $1.7 $1.6 

Other* $23.4 $15.8 $13.3 

Tota l $258.5 $305.9 $311 .7 
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Budget by object class, program, 
and FTE 
TABLE 4: Budget by obj ect class if ication($ in the millions) 

Object Classification FY 2015 FY 2016 FY 2017 

Personnel Compensation $192.3 $219.2 $238.5 

Personnel Benefits $73.4 $80.6 $85.7 

Benefits to Former Personnel $0.3 $0.2 $0.2 

Travel and Transportation of Persons $17.8 $18.6 $19.0 

Transportation of Th ings $0.1 $0.2 $0.2 

Rents, Communications, and Misc Charges $16.9 $15.6 $1 7.7 

Printing and Reproduction $2.5 $2.8 $3.1 

Other Contractual Services $191.7 $225.7 $232.3 

Supplies and Materia ls $5.5 $5.0 $5.1 

Equipment $21.4 $38.0 $34.3 

Land and Struct ures $2.5 

Total $524 .4 $605.9 $636.1 

In FY 20 16 and FY 2017, the Bureau will continue to expand its capacity in order to successfully 

achieve its st rategic goals. Expenses related to personnel compensation and benefits represent 

the largest increases in FY 2016 and FY 2017, driven by increases in the staffing levels within 

the Operations and Supervision, Enforcement, and Fair Lending programs. Travel expenses are 

also projected to increase as the examination workforce cont inues to grow and conduct various 

examination activities across the country. The growth in funds allocated to rents, communications, 

and miscellaneous expenses are due to annual rental increases for headquarters and regional 

space, and the cost to obtain new space for the Southeast region. The increase in other contractual 

services in FY 2016 and FY 2017 is reflective of a number of existing and new investments across all 

programs and goals. Equipment cost increases from FY 2015 to FY 2016 stem from infrastructure 

development. 
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TABLE 5: Budget by program($ in the millions) 

FY 2015 FY 2016 FY 2017 

Office of the Director $8.0 $9.7 $10.1 

Operations $57.4 $69.4 $71.7 

Operations - Consumer Response $50.8 $59.3 $63.7 

Consumer Education and 
$26.3 $42.9 $44.9 

Engagement 

Research, Markets, and 
$34.4 $45.8 $47.8 

Regulations 

Supervision, Enforcement, and $140.8 $161.6 $167.9 
Fair Lending 

Legal $13.4 $15.4 $16.4 

External Affairs $7.0 $8.1 $9.0 

Other Programs* $2.8 $2.8 $3.3 

Centralized Services $183.5 $190.9 $201.3 

Total $524.4 $605.9 $636.1 

* Ot he r Programs include s p rograms such as the Ombudsman and Ad ministrative Law Judges. 

The increase in Bureau resources underscores its commitment to its mission to protect and 

empower consumers. 

Consumer Response realizes an increase in funding as it continues to develop and enhance the 
consumer response system and contact center in order to support steady-state operations and 

enhance services. The largest investments within Consumer Education and Engagement focus 
on building consumer awareness of Bureau tools and resources. Increased costs in the Research, 
Markets, and Regulations reflect the Bureau's need to conduct Lookbacks on Title XIV mortgage 

regulations under its statutory authority. 

Within Centralized Services, the increased costs support budgeted amounts for programmatic 
and operational services that support the entire agency (e.g., facilities, utilities, and IT-related 
equipment and services). The cost of Centralized Services (including rent, facilities, security, 

maintenance, utilities costs) increases as the Bureau continues to utilize temporary office space 
for its Washington, D.C. staff, as planned renovations to the Bureau's permanent headquarters 
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continue. These renovations will update the headquarters building to current energy, 
environmental, and security standards and make necessary repairs to an aging building systems 
and infrastructure. These renovations include replacement of major infrastructure such as the 

roof, building enclosure, and heating, water, and electrical systems. The current headquarters 

building has not undergone a significant renovation since it was constructed in 1976. The CFPB 
entered into an interagency agreement with the General Services Administration (GSA) in FY 

2013 to manage the renovation process. 

TABLE 6: FTE by program 

Programs FY 2015 FY 2016 FY 2017 

Office of the Director 32 39 42 

Operations 266 313 348 

Operations - Consumer Response 151 150 156 

Consumer Education and Engagement 62 73 87 

Research, Markets, and Regulations 133 162 185 

Supervision, Enforcement, and Fair 
678 742 776 

Lending 

Lega l 65 74 82 

External Affairs 39 46 51 

Other Programs 39 24 30 

Total 1,465 1,623 1,757 

The increases in full-time equivalent employees (FTEs) support the Bureau's continued growth 
toward steady-state operations. The increases within the Operations Division support the 
Bureau's data-driven work and analysis. Increases in Research, Markets, and Regulations 

expand the Bureau's capacity to carry out its Unified Agenda and further develop expertise 
in market monitoring. The additional workforce within Supervision, Enforcement, and Fair 

Lending including the growth of the regional examination workforce, will enable the Bureau 
to continue to supervise and enforce compliance with the Federal consumer financial laws 
across the country. The Bureau will also continue to increase FTE levels to support consumer 

response functions and effectively meet the demands associated with the increasing volume of 
consumer complaints received by the Bureau. These staffing increases are critical to creating 
and maintaining a high-performing organization. 
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Budget authority 
Funding required to support the CFPB's operations is obtained primarily through transfers from 
the Board of Governors of the Federal Reserve System. In accordance with the Dodd-Frank Act, 

in FY 2013, transfers to the Bureau were capped at 12 percent of the Federal Reserve System's 
2009 operating expenses. After FY 2013, the transfer cap was adjusted annually based on the 
percentage increase in the Employment Cost Index published by the Federal Government for 
total compensation for state and local government. The inflation-adjusted transfer cap for FY 

2016 is $631.7 million, and the transfer cap for FY 2017 is $646.2 million. Funds transferred 
from the Federal Reserve System to fund the operations of the Bureau are transferred into the 
Bureau Fund quarterly and maintained at the Federal Reserve Bank of New York. The Bureau 

anticipates requesting less than the transfer cap to fund operations in FY 2016 and FY 2017. 

In addition to transfers from the Federal Reserve, a small portion of the CFPB's budget 
resources comes from receipts collected from interest on Treasury securities and filing fees 

pursuant to the Interstate Land Sales Full Disclosure Act of 1968 (ILSA). ILSA fees are deposited 
into an account maintained by the Department of the Treasury and may be expended for the 
purpose of covering all or part of the costs that the Bureau incurs to operate the ILSA Program. 

TABLE 7: Bureau Fund ($ in the millions) 

Receipts FY 2015 FY 2016 FY 2017 

Transfers from the Federal Reserve 
$485.1 $564.9 $636.1 

Board 

Other Receipts $0.3 $0.3 $0.3 

Unobligated Balances, start of year $139.5 $130.0 $90.4 

Recoveries of Prior Year Obligations $29.5 $1.0 $1.0 

Total Budgetary Resources $654.4 $696.2 $727.8 

Total Obligations $524.4 $605.9 $636.1 
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Civil Penalty Fund budget authority 
The Dodd-Frank Act authorizes the CFPB to collect and retain for specified purposes civil 
penalties obtained from any person in a judicial or administrative action under Federal 
consumer financial laws. The CFPB maintains the Consumer Financial Civil Penalty Fund (CPF) 

for this purpose. Collections of civil penalties are deposited into the CPF, and such funds are 
available for payments to victims of activities for which civil penalties have been imposed under 
the Federal consumer financial laws. To the extent that victims cannot be located or payments 

are otherwise not practicable, the Bureau is authorized to use such funds for consumer 
education and financial literacy programs. As directed by the Dodd-Frank Act, the CFPB 
maintains a separate account for these funds at the Federal Reserve Bank of New York. 

On May 7, 2013, the Bureau published in the Federal Register the Civil Penalty Fund rule, 12 
C.F.R. part 1075, a final rule governing how the Bureau will use funds in the CPF. This rule 
states that the Civil Penalty Fund Administrator will allocate funds to classes of eligible victims 

and, as appropriate, to consumer education and financial literacy programs in accordance with a 
schedule published by the Bureau on its website. 

The CFPB collected $342.1 million in actual deposits through the end of FY 2015 and expects 
to collect additional amounts during FY 2016. Of the amounts collected to date, the Bureau 
allocated $239.3 million. Approximately $210.5 million was allocated to compensate harmed 

consumers and $28.8 million for consumer education and financial literacy programs. Of the 
$28.8 million allocated to consumer education and financial literacy programs, $12.3 million 
was obligated through the end of FY 2015, and an additional $16.5 million is projected to be 

obligated in FY 2016. 

Additional information regarding allocations from the CPF is available at .CC>I11:iU.ll1~rfi.I1?J1~e .. gqy. 

TABLE 8: Civi l Penalty Fund($ in the millions) 

Receipts FY 201 5 FY 2016 FY 2017 

Collections $183.1 $18.9 

Unobligated Balances, start of year $157.1 $305.6 $137.6 

Tota l Budgetary Resources $340.2 $324.5 $137.6 

Total Obligations $34.6 $186.9 $119.5 
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GOAL 1 

Prevent financial harm to consumers 
while promoting good practices that 
benefit them 

TABLE 9: Budget for goal 1, by program($ in the millions) 

Goal 1 FY 2015 FY 2016 FY 2017 

Office of the Di rector $1.4 $1.2 $1.4 

Operations $0.2 $0.2 

Research, Markets, and Regulation $12.5 $15.9 $18.9 

Supervision, Enforcement, and Fair 
$140.8 $160.8 $167.0 

Lending 

Lega l $5.2 $5.5 $6.2 

Externa l Affairs $1.0 $1.3 $1.3 

Other Programs $1.3 $0.9 $1.3 

Central ized Services $89.8 $93.6 $96.2 

Total $252.0 $279.4 $292.5 
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Introduction 
FIGURE 1: Percent o f American fam il ies that rely on one or more financial product1 
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Prior to enactment of the Dodd-Frank Act, consumer financial protection had not been the 

primary focus of any one Federal agency, and no agency could set the rules for and oversee the 
entire consumer financial market. The result was a system without sufficiently effective rules or 
consistent enforcement of the law. These factors ultimately contributed to the 2008 financial crisis. 

Consumer financial protection is the CFPB's singular focus. The Dodd-Frank Act increased 

accountability in government by consolidating consumer financial protection authorities that had 
existed across seven different Federal agencies into one, the newly formed Consumer Financial 

Protection Bureau. These authorities include the ability to issue regulations under more than 
a dozen Federal consumer financial laws. As provided in section 1021 of the Dodd-Frank Act, 
the purpose of the CFPB is to implement, and where applicable, enforce Federal consumer 

financial laws consistently for the purpose of ensuring that all consumers have access to markets 
for consumer financial products and services and that such markets are fair, transparent, and 
competitive. 

In addition, the Dodd-Frank Act gives the CFPB the authority to supervise and examine many 
nonbank financial service providers previously unsupervised at the Federal level, such as mortgage 
companies, payday lenders, and private education lenders of any size, and larger participants of 

other markets that the Bureau defines by rules, such as credit reporting companies. With the 
consolidation of existing and new authorities, the CFPB is now focused and equipped to prevent 
financial harm to consumers while promoting practices that benefit consumers across financial 

institutions. 

1 Federal Reserve Board, "2010 Survey of Consumer Finances," tables 13- 10, 6- 10 based on public data, last 
updated 7/19/ 2012, w_~~:f.~~er~lr~~~~ye:g()y/e~()P:~~~q~~M~<:~b<:C?.9~9 .. ht!TI: (Last viewed 8/ 23/ 2012). 
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TABLE 10: Financial inst itutions subject to the CFPB supervisory authority for consumer f inancia l 
protection purposes 

Large banks, thrifts, credit unions & 
their affiliates 

Representing over $10 tril lion in assets 
(-75% of tota l industry) 

Certain nonbank institutions 

Including companies engaged in mortgage 
lending, brokering, and servicing; payday 
lenders; private education lenders; and 
larger participants of the consumer debt 
collection and consumer reporting markets 

Industry structure is always changing, and therefore, so too will the number of institutions 
that fall under the CFPB's supervisory authority. The CFPB is designed to be agile and adjust its 
approach to supervising the financial industry in order to respond rapidly to changing consumer 
needs. 

The CFPB will reach its first goal by achieving the following three outcomes: 

1. Outcome 1.1: Create, adopt, and administer regulations in order to promote a consumer 
financial marketplace in which: (A) consumers can understand the costs, benefits, and 
risks associated with consumer financial products and services initially and over the term 
of the product or service, and (B) consumers are not subject to deceptive, unfair, abusive, 
or discriminatory practices. 

2. Outcome 1.2: Supervise institutions to foster compliance with Federal consumer 
financial laws, promote a fair consumer financial marketplace, and prevent unlawful 
discrimination. 

3. Outcome 1.3: Enforce Federal consumer financial laws and hold violators accountable. 
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Outcome 1.1 
Create, adopt, and administer regulations in order to promote a consumer 
financial marketplace in which: (A) consumers can understand the costs, 
benefits, and risks associated with consumer financial products and services 
initially and over the term of the product or service, and (B) consumers are 
not subject to deceptive, unfair, abusive, or discriminatory practices. 

Outcome leader: Associate Director of Research, Markets, and Regulations 

Strategies and investments 
The following strategies and investments have been put in place to help the CFPB achieve 

outcome 1.1. 

Strategies 

• Develop and maintain an efficient fact-based approach to developing, evaluating, revising, 

and finalizing regulations. 

• Develop a rule-writing team with highly advanced skills in relevant and specialized legal, 

business, and economic areas. 

• Work with consumers and industry stakeholders on developing regulations to implement 

existing Federal consumer financial laws effectively. 

• Leverage technology to continuously improve the efficiency and effectiveness of Federal 

rulemaking processes and procedures. 

Investments 

PERSONNEL 

Continue to expand capacity to conduct rulemaking activities, provide interpretive guidance, develop 

small business compliance guides and provide other implementation support, and evaluate benefits 

and costs of potential rules. 

DISCLOSURE, DESIGN, TESTING, AND IMPLEMENTATION 

Continue to conduct and gain expertise in disclosure design and disclosure usability testing. 

Qualitative research, such as one-on-one interviews and focus groups, enables the Bureau to put 

forward proposed forms which consumers are more likely to be able to navigate and comprehend. 
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These investments also contribute to evidence-based market research. 

SMALL BUSINESS RULEMAKING 

Section 1071 of the Dodd-Frank Act requires lenders to gather and report information about credit 
applications made by small, women-owned, and minority-owned businesses. The Dodd-Frank Act 

vests CFPB with authority to prescribe rules and issue guidance necessary to carry out, enforce, and 
compile data pursuant to section 1071. 

Performance goals 
The CFPB will assess its progress on achieving outcome 1.1 through the following three 
performance goals: 

Performance goal 1.1.1: Complete consumer protection related 
rulemakings w ithin nine months of final public comments. 

The Bureau has made it a priority to ensure that it puts consumer protection regulations into 
place, including those implementing statutory requirements, in a timely manner. For this reason, 
the Bureau believes that completion of its own regulatory proposals within nine months of the 

close of the final public comment period is a good measure of whether it is meeting this goal. 

PERFORMANCE MEASURE 

TABLE 11: The percentage of proposed rulemakings, conducted sole ly by t he CFPB, f inalized or 
otherwise resolved within nine months of the due date for receipt of f inal publ ic comments.2 

FY 2012 FY 2013 FY 2014 FY 2015 FY 2016 FY 2017 

Target NA 75% 75% 75% 75% 75% 

Actual 100% 78% 100% 86% NA NA 

PROGRESS UPDATE AND FUTURE ACTION 

In FY 2015, the Bureau issued a number of rulemakings within nine months of the closing of a 
final comment period. 

The Bureau issued a number of technical and clarifying amendments to the mortgage rules 

2 This measure does not include interagency rulemakings, rulemakings inherited from the Federal Reserve Board, and 
rulemakings on which the Bureau expects to do further quantitative research foJlowing the receipt of public comments. 
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issued in January 2013 to implement consumer protection provisions enacted by the Dodd­

Frank Act. The Bureau issued a rule in October 2014 that provides an alternative small servicer 
definition for non-profit entities that meet certain requirements and amends the existing 

exemption from the ability-to-repay rule for non-profit entities that meet certain requirements. 
This rule also provides a cure mechanism for the points and fees limit that applies to qualified 
mortgages. While not included in this calculation, the Bureau issued an interpretive rule 

providing guidance to clarify that the Bureau's Ability-to-Repay Rule incorporates the existing 
definition of "assumption" under Regulation Z. 

In January 2015, the Bureau finalized amendments to the TILA-RESPA Integrated Disclosures 
rulemaking. This rule extends the timing requirement for revised disclosures when consumers 
lock a rate or extend a rate lock after the Loan Estimate is provided and permits certain 
language related to construction loans for transactions involving new construction on the Loan 

Estimate. This rule also amended the 2013 Loan Originator Final Rule to require placement 
of the Nationwide Mortgage Licensing System and Registry ID (NMLSR ID) on the integrated 
disclosures. Additionally, the Bureau made non-substantive corrections, including citation and 

cross-reference updates and wording changes for clarification purposes, to various provisions of 
Regulations X and Z, as amended or adopted by the 2013 TILA-RESPA Final Rule. 

During FY 2015, and at the end of FY 2014, the Bureau finalized two larger participant 
rulemakings. The first rule defines larger participants in a market for international money 
transfers. Specifically, this rule identifies a market for international money transfers and defines 
"larger participants" of this market that are subject to the Bureau's supervisory authority. In 

June 2015, the Bureau finalized a rule defining larger participants in the market for automobile 
financing. Among other things, the final rule identifies a market for automobile financing and 
defines "larger participants" of this market that are subject to the Bureau's supervisory authority. 

In addition, the rule defines certain automobile leasing activity as a financial product or service. 

Following up on the Bureau's 2011 Streamlining RFI, the Bureau finalized amendments to 
Regulation P, which implements the Gramm-Leach-Bliley Act. Regulation P requires, among 

other things, that financial institutions provide an annual disclosure of their privacy policies 
to their customers. The amendment created an alternative delivery method for this annual 

disclosure, which financial institutions will be able to use under certain circumstances. 

In August 2014, the Bureau finalized amendments to subpart B of Regulation E, which 
implements the Electronic Fund Transfer Act, and the official interpretation to the regulation. 
This final rule extends a temporary provision that permits insured institutions to estimate 

certain pricing disclosures pursuant to section 1073 of the Dodd-Frank Act. Absent further 
action by the Bureau, that exception would have expired on July 21, 2015. Based on a 
determination that the termination of the exception would negatively affect the ability of insured 
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institutions to send remittance transfers, the Bureau issued a rule extending the temporary 
exception by five years from July 21, 2015, to July 21, 2020. The Bureau also made several 
clarifications and technical corrections to the regulation and commentary. 

Finally, during FY 2015, the Bureau proposed a rule to amend Regulation C to implement 

amendments to the Home Mortgage Disclosure Act (HMDA) made by section 1094 of the Dodd­
Frank Act. Consistent with section 1094 of the Dodd-Frank Act, the Bureau proposed to add 
several new reporting requirements and to clarify several existing requirements. The Bureau 
also proposed changes to institutional and transactional coverage under Regulation C. Today, 
HMDA data are the preeminent data source for regulators, researchers, economists, industry, 

and advocates studying and analyzing trends in the mortgage market for a variety of purposes, 
including general market and economic monitoring, as well as assessing housing needs, public 
investment, and possible discrimination. The final rule was issued a little over a year after the 

close of the comment period: as the Bureau worked to finalize the proposed rule, the Bureau 

took a number of issues into consideration, including over 400 comments. Further, in light of the 
various Dodd-Frank Act requirements and private market data standards initiatives, the Bureau 

believes that it is important to conduct a broad public dialog about the HMDA rulemaking and 
to use implementation of the new HMDA requirements as an opportunity to comprehensively 
review the HMDA reporting regime. In particular, the Bureau used this rulemaking to assess 

whether there were opportunities to improve upon the data collected, reduce unnecessary 
burden on financial institutions, and, as appropriate, modernize and streamline the manner in 
which financial institutions collect and report data. 

The Bureau also proposed a number of rules in FY 2015, which have not yet been finalized. 

The Bureau also proposed a rulemaking to address certain mortgage servicing rules issued in 

2013. The proposal focuses primarily on clarifying, revising, or amending provisions regarding 
force-placed insurance notices, policies and procedures, early intervention, and loss mitigation 
requirements under Regulation X's servicing provisions; and periodic statement requirements 
under Regulation Z's servicing provisions. The proposed amendments also address proper 

compliance regarding certain servicing requirements when a consumer is a potential or 
confirmed successor in interest, is in bankruptcy, or sends a cease communication request 

under the Fair Debt Collection Practices Act. The proposed rule makes technical corrections 
to several provisions of Regulations X and Z. The Bureau proposed and finalized revisions to 
the regulatory definitions of small creditor, and rural and underserved areas, for purposes of 
certain special provisions and exemptions from various requirements provided to certain small 

creditors under the Bureau's mortgage rules. 

The Bureau proposed a rule to create comprehensive consumer protections for prepaid 
financial products . Among other things, the proposal would require prepaid companies to limit 
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consumers' losses when funds are stolen or cards are lost, investigate and resolve errors, provide 
easy and free access to account information, and adhere to credit card protections if a credit 
product is offered in connection with a prepaid account. The Bureau also proposed new "Know 

Before You Owe" prepaid disclosures that would provide consumers with clear information 
about the costs and risks of prepaid products upfront. 

Performance goal 1.1.2: Complete all five-year regulation assessments 
on schedule. 

Section 1022(d) of the Dodd-Frank Act requires the CFPB to assess each significant rule the 
Bureau adopts under Federal consumer financial law and publish a report of the assessment 
within five years of the effective date of such rule. The assessment addresses, among other 

factors, the rule's effectiveness in meeting the purposes and objectives of Title X of the Dodd­
Frank Act, and the specific goals stated by the Bureau. 
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PERFORMANCE MEASURE 

TABLE 12: The percentage of f ive-ye ar regulation assessments completed on schedu le. 

FY 2012 

FY 2013 

FY 2014 

FY 2015 

FY 2016 

FY 2017 

Target 

NA 

Develop a plan for meeting a pre-rule 
basel ine 

Develop strategies to best isolate the 
effect of ru les 

Begin collection and ana lys is of 
relevant quantitative and qualitative 
information 

Continue collection and analysis of 
relevant quantitative and qualitative 
information. Plan industry outreach 
regard ing the impact of rules that 
went into effect at the beginning of 
2014 

Continue collection and analysis of 
relevant quantitative and q ualitative 
data. Conduct industry outreach 
regard ing the impact of rules that 
went into effect at the beginning of 
2014* 

Actual 

NA 

The Bureau began identifying 
ex isting data that may be usefu l for 
establish ing basel ines and for analysis 
of potentia l changes from those 
baselines, identifying gaps in t he 
necessary data, and planning for the 
acquisition of additional data to fill 
those gaps. 

The Bureau continued developing an 
approach and interp retat ion of the 
lookback requirement for all major 
rules, developed sources of data to 
monitor impacts of mortgage rules, 
developed contacts w ith industry and 
po licy communities to collect data, 
and continue planning for assessing 
the impact of t he Remittance ru le. 

The Bureau continued market 
monitoring, and assessing and 
preparing data sources, such as 
the National Mortgage Database 
(NMDB), HMDA, the Consumer Credit 
Panel, and rate-sheet data for use in 
Lookback analysis. 

NA 

NA 

* The "conducting industry outreach" target was moved from FY 2016 to FY 2017 to assess industry adjustment to t he 
ru les over the longest period of time possible since the effective date, which will provide a richer p icture o f impacts and 
adjustments and is more likely to reveal trends. 
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PROGRESS UPDATE AND FUTURE ACTION 

The Bureau's first five-year assessments will be due in FY 2019. In FY 2016, the Bureau will 
continue to develop data collection and methodologies to enable the Bureau to draw inferences 

about the effects of rules. 

Performance goal 1.1.3: Ensure that all rulemakings are informed 
by public outreach processes, such as Small Business Regu latory 
Enforcement Fairness Act (SBREFA) panels and consumer and industry 
roundtables. 

The Regulatory Flexibility Act, as amended by SBREFA and the Dodd-Frank Act, requires the 
Bureau to convene a Small Business Review Panel before proposing a rule that will have a significant 

economic impact on a substantial number of small entities. Other public outreach efforts, such 
as meetings with consumers and industry stakeholders in the development of a proposal, inform 
and otherwise assist the Bureau in crafting more effective rules. The Bureau is also interested in 
exploring ways to increase general consumer involvement in the rulemaking process. 

PERFORMANCE MEASURE 

TABLE 13: The percentage of significant consumer protection re lated, notice-and -comment 
rulemakings informed by public outreach processes 

FY 2012 FY 2013 FY 2014 FY 2015 FY 2016 FY 2017 

Target NA NA 100% 100% 100% 100% 

Actual 100% 100% 100% 100% NA NA 

PROGRESS UPDATE AND FUTURE ACTION 

In March 2015, under SBREFA, the Bureau released an outline of proposals under 
consideration for the payday lending, vehicle title lending, and installment lending 

rulemaking. As part of the SBREFA process, in April 2015, the Bureau along with the Office of 
Management and Budget and the Small Business Administration's Chief Counsel for Advocacy, 
met with small lenders that may be affected by the rulemaking to obtain feedback on the 

proposals. This rulemaking builds on Bureau research, including a white paper the Bureau 
published on payday and advance deposit loan in April 2013, a data point providing additional 

research in March 2014, and ongoing analysis. 

Throughout FY 2015, staff continued to participate in numerous outreach meetings and 
external events to monitor implementation issues in connection with its mortgage rules. 
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Following the issuance of the final TILA-RESPA Integrated Disclosures rule in November 
2013, Bureau staff participated in numerous roundtables, outreach meetings, and external 
events to allow stakeholders an opportunity to provide input and discuss any issues presented 
by the implementation of the rule. The Bureau considered this feedback as it formulated and 
issued additional proposals to clarify or address some of the matters and issues raised in 
connection with these rules. The CFPB also encouraged all stakeholders to submit formal 
written comments on these proposals. 

The Bureau also conducted numerous other public outreach efforts in FY 2015 to inform 
and assist the Bureau in developing non-mortgage rules. This work includes rulemakings to 
revise regulations the Bureau inherited from other agencies and the issuance of a proposed 
rule governing prepaid cards, as well as continued research and other preparations for 
rulemakings to address several longstanding issues regarding debt collection, payday loans 
and deposit advance programs, and overdraft features on deposit accounts. Furthermore, 
the Bureau in FY 2015 continued to conduct outreach in connection with its remittances 
rule, including conducting interviews with regulated entities, which informed revisions to its 
regulations implementing provisions of the Dodd-Frank Act that established a new system 
of federal protections for remittance transfers sent by consumers in the United States to 
individuals and businesses in foreign countries. 

In FY 2016, the CFPB intends to continue to undertake its public outreach efforts to 
consumers and industry stakeholders as it considers topics for other possible future consumer 
protection related rules. 
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Outcome 1.2 
Supervise institutions to foster compliance with Federal consumer 
financial laws, promote afair consumer financial marketplace, and 
prevent unlawful discrimination. 

Outcome 1.3 
Enforce Federal consumer financial laws and hold violators accountable. 

Outcome leader: Associate Director of Supervision, Enforcement, and Fair Lending 

Background 
The Bureau's Division of Supervision, Enforcement, and Fair Lending is responsible for 
supervising for compliance with and enforcing consumer financial protection law, including fair 

lending laws. The Division closely coordinates its use of both the supervision and enforcement 
tools, which work in tandem toward the common goal of preventing financial harm to consumers 
while promoting good practices that benefit them. For example, information received through 

enforcement may inform supervision priorities; a particular matter may arise through supervision 
and ultimately be resolved through enforcement; or compliance with enforcement actions may be 
monitored through supervision. The Associate Director for SEFL is accountable for both outcomes 

1.2 and i.3. Thus, these outcomes are closely linked and for the purposes of performance reporting, 
are combined with respect to their constituent performance goals. 

Strategies and investments 
The following strategies and investments have been put in place to help the CFPB achieve 

outcome 1.2 and outcome i.3. 

Strategies 

• Acquire and analyze qualitative and quantitative information and data pertaining to 
consumer financial products and service markets and companies. 

• Focus resources on institutions and their product lines that pose the greatest risk to 
consumers, based on their size, nature of the product, and field and market intelligence. 
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• Implement a framework for sharing information, coordinating activity, and promoting best 
practices with fellow financial institutions' supervisory and law enforcement agencies to 
ensure the most effective use of regulatory resources. 

• Implement internal policies that facilitate the integration of the CFPB's supervision, 
enforcement, and fair lending functions. 

• Continue to develop a technology solution for coordinating supervisory information, 
capable of recording, storing, tracking, and reporting information on the CFPB's 

supervisory process. 

• Continue implementing a tool capable of reviewing loan and deposit portfolios for 
compliance with Federal consumer financial laws. 

Investments 

PERSONNEL 

Continue to develop our staff and supervisory skills to expand the CFPB's capacity to focus 

on risks to consumers in the policies and practices of consumer financial providers; analyze 
available data on the activities of providers, on the markets in which they operate, and on the 
risks to consumers; implement and enforce Federal consumer financial laws consistently for 

both bank and nonbank consumer financial companies; and, investigate and take actions to 
address potential violations of Federal consumer financial laws. 

EXAMINER TRAINING AND TRAVEL 

Continue supporting the development and delivery of training courses essential to maintaining a 

highly effective workforce. Also, support the travel requirements of the CFPB's distributed workforce 
in order to effectively carry out its supervision program. 

E-LAW TOOLS AND SUPPORT 

Maintain and increase capacity of electronic tools that obtain, process, and analyze evidence received 

in enforcement investigations, enabling the CFPB to bring enforcement actions to address violations 
of Federal consumer financial laws more efficiently. 

LITIGATION SUPPORT 

Employ standard investigatory tools to compel documents and testimony and to seek injunctive and 
monetary remedies through civil actions or administrative proceedings. These functions require the 

use of services such as expert witnesses, court reporters, and transcription services. 
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SUPERVISION COMPLIANCE TOOL 

Automate data collection and analysis in order to review loan files more thoroughly, use supervision 

resources more efficiently, and streamline the on-site portion of the exam. This tool assists in 

improving the CFPB's ability to assess compliance with Federal consumer financial laws, and assess 

and detect risks to consumers. 

REVIEW OF ENFORCEMENT PROCESSES 

Engage third-party consultant to study the current planning measures, techniques, and 

administrative duties leading up to the commencement of enforcement work on an assigned 

issue. The primary goal of this effort is to find and eventually implement potential efficiencies in 

Enforcement's administrative, planning, and review processes. 

SUPERVISION AND ENFORCEMENT TRAINING AND TRAVEL 

Continue supporting the development and delivery of training courses essential to maintaining a 

highly effective supervision and enforcement program. In addition, support the travel requirements 

of supervision and enforcement work. 

EXAMINER COMMISSIONING TRAINING PROGRAM 

The examiner commissioning training program (ECTP) establishes transparent criteria and a 

training plan that will provide every examiner the opportunity to pursue their commissioning. 

Successful completion of the ECTP is a significant milestone in an examiner's career, signifying an 

examiner's attainment of the broad-based technical expertise, knowledge, skills, and tools necessary 

to perform the duties of a commissioned examiner. 

NONBANK REGISTRATION 

Manage and maintain an enterprise level registration program to facilitate the supervision of 

financial institutions or entities supervised by the CFPB. 

CONSUMER REPORTING STUDY 

Study to develop and improve metrics to assess the accuracy of consumer reports. Develop tools and 

benchmarks to monitor accuracy of consumer reporting industry-wide and at specific companies. 
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Performance goals 
The CFPB will assess the progress on achieving outcomes 1.2 and 1.3 through the following eight 

performance goals: 

Performance goal 1.2.1 I 1.3.1: Perform supervision activities at financial 
services institutions under the CFPB's jurisdiction to foster compliance 
with Federa l consumer financia l laws. 

The CFPB has supervisory authority over banks, thrifts, and credit unions with over $10 billion in 

assets and their affiliates (collectively "banks") and over nonbank institutions ("nonbanks"), regardless 

of size, in certain specific markets: mortgage companies (originators, brokers, servicers, and providers 

ofloan modification or foreclosure relief services); private education lenders; and payday lenders. 

The CFPB also has supervisory authority over larger participants in other nonbank markets as the 

CFPB defines by rule. To date, the CFPB has issued five rules defining larger participants in the 

following markets: consumer reporting (effective September 2012), consumer debt collection (effective 

January 2013), student loan servicing (effective March 2014), international money transfers (effective 

December 2014), and automobile financing (effective August 2015). The CFPB's Offices of Supervision 

Examinations, Supervision Policy, Enforcement, and Fair Lending collaborate to conduct supervisory 

activities at these institutions. Supervisory activities foster compliance with Federal consumer 

financial laws, promote a fair consumer financial marketplace, and prevent unlawful discrimination. 

PERFORMANCE MEASURE 

TABLE 14: Supervisio n activiti es op ened dur ing the f isca l year 

FY 2012 FY 2013 FY 2014 FY 2015 FY 2016 FY 2017 

Target NA NA NA 155-170 160-200* 160-200 

Actual 149 160 127 150 NA NA 

* The FY 2016 target was adjusted from the FY 2014 annual per formance p lan and report to reflect significant reductions in 
the Bureau's backlog of examination reports. 

PROGRESS UPDATE AND FUTURE ACTION 

In FY 2015, the CFPB continued implementing its supervision program, opening 150 supervisory 

activities at large banks and nonbank financial institutions. Examination activities generally focus on 

one of the following institution product lines (IPLs) or a baseline compliance management system: 

• automobile finance origination; 
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• automobile finance servicing; 

• consumer reporting; 

• credit card account management; 

• debt collection; 

• deposits; 

• mortgage origination; 

• mortgage servicing; 

• remittance transfer; 

• short term, small dollar lending; 

• student loan origination; or, 

• student loan servicing. 

The exam schedule for FY 2016 was informed by strategic priorities for all areas of compliance, 

including fair lending, taking into account risk assessments across markets and for each institution. 

The prioritized exam calendar includes 191 exam events scheduled in 2016. CFPB's risk-based 

prioritization process allows it to compare product lines at particular institutions across charters 

and markets. The CFPB's prioritization approach assesses risks to the consumer at two levels: the 

market level and the institution level. At the market level, the Bureau assesses the risk to the consumer 

from the products offered and industry practices followed. At the institution level, the Bureau 

considers asset size and market share, nature of product offered and associated risk, and field market 

intelligence (FMI). FMI includes qualitative and quantitative factors for each IPL, such as the strength 

of compliance management systems, the existence of other regulatory actions, findings from CFPB's 

prior exams, metrics gathered from public reports, the number and severity of consumer complaints 

received, and fair-lending-focused information. 

The CFPB expanded its Supervision and Examination Manual in FY 2015 by adding or revising 

examination procedures for: 

• Mortgage Origination (September 2015) 

• TILA Procedures-TILA RESPA Integrated Disclosures, also known as Know Before You 

Owe Mortgage Disclosures (September 2015) 

• RESPA Procedures- TILA RESPA Integrated Disclosures, also known as Know Before You 

Owe Mortgage Disclosures (September 2015) 
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• Automobile Finance (June 2015) 

• Mortgage Origination (May 2015; Superseded with the September 2015 update, see above) 

• RESPA Procedures- TILA RESPA Integrated Disclosures, also known as Know Before You 

Owe Mortgage Disclosures (April 2015; Superseded with the September 2015 update, see 
above) 

• TILA Procedures- TILA RESPA Integrated Disclosures, also known as Know Before You 

Owe Mortgage Disclosures (April 2015; Superseded with the September 2015 update, see 
above) 

• Credit Card Account Management (February 2015) 

The CFPB continues to coordinate with applicable Federal and state regulators on supervisory 

activities to minimize regulatory burden, leverage resources, and decrease the risk of conflicting 

supervisory directives. To facilitate this coordination, the CFPB has memoranda of understanding 

with, among others, the Federal prudential regulators, the Federal Trade Commission, and over sixty 

state bank and nonbank supervisory agencies. In addition, the CFPB has a framework with state 

financial agencies that establishes a dynamic and flexible process for coordination on supervision and 

enforcement matters. 

The CFPB is currently developing a replacement system for the Supervision and Examination 

System, its system of record for supervision work. The replacement system will organize entities 

by IPL, capture relationships between entities, schedule examinations, support supervisory 

workflows, and document the supervision process. 

Performance goal 1.2.2 I 1.3.2: Effectively initiate supervisory activities 
at financia l services institutions under the CFPB's jurisdiction to determine 
compl iance with the Federal fair lending laws, including the Equal Cred it 
Opportunity Act (ECOA) and the Home Mortgage Disclosure Act (H MDA). 

The CFPB's fair lending supervision program assesses whether supervised entities h ave engaged 

in, or are engaging in, violations of the Federal fair lending laws within the Bureau's jurisdiction. 

The Bureau accomplishes this assessment through examinations that evaluate institutions' 

compliance with those laws. 
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PERFORMANCE MEASURE 

TABLE 15: Fair lending supervision activities opened during the fiscal year3 

FY 2012 FY 2013 FY 2014 FY 2015 FY 2016 FY 2017 

Target NA NA NA 20-35 20-35 20-35 

Actual 67 47 33 27 NA NA 

PROGRESS UPDATE AND FUTURE ACTION 

The overall number of Fair Lending supervisory activities has decreased from FY 2013 

(47) to FY 2014 (33) and FY 2015 (27) because, in the Bureau's earliest years, Fair Lending 
conducted baseline risk assessments and information gathering surveys of a large number 
of institutions. In FY 2015, Fair Lending has continued the process of executing against this 
earlier baseline work with targeted fair lending reviews, which are more in-depth and take more 
time and resources than the initial information reviews. The decrease also reflects risk-based 
prioritization decisions about where to focus supervisory resources, based on past examination 

work as well as additional prioritization inputs. Hence, there are fewer supervisory reviews 
overall than in previous periods. 

The CFPB publishes Supervisory Highlights several times each year to share findings from 

recent examinations (see Performance goal i.2.3/ i.3.3). In October 2014, the Bureau published 
the Fall 2014 issue of Supervisory Highlights with sections discussing the Bureau's supervisory 
observations in conducting HMDA Data Integrity Reviews (HMDA Reviews) at dozens of bank 

and nonbank mortgage lenders, and a discussion of the Bureau's public enforcement action 
for ECOA violations at GE Capital Retail Bank, now known as Synchrony Bank. The Winter 
2015 edition of Supervisory Highlights published in March 2015 included information on the 
Bureau's supervisory observations regarding violations related to the failure of banks and 
nonbanks to consider forms of income protected by ECOA and Regulation B when applying 
for credit, such as public assistance income, and also provided information regarding adverse 

action notice deficiencies and failure to provide these notices in a timely manner. The Winter 
2015 edition discussed the CFPB bulletin issued on November 18, 2014 that provides guidance 
to help lenders avoid prohibited discrimination against consumers receiving Social Security 

disability income. The bulletin reminds lenders that requiring unnecessary documentation from 
consumers who receive Social Security disability income may raise fair lending risk, and calls 

3 This indicator includes MRA follow-up reviews starting in FY 2015. In addition, this indicator counts mortgage 
Targeted ECOA Exams and their associated HMDA Data Integrity Exams separately as two examinations. The 
overall supervision activities indicator combines mortgage Targeted ECOA Exams and their associated HMDA Data 
Integrity Exam as a single examination. 
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attention to standards and guidelines that may help lenders comply with the law. The Summer 

2015 edition of Supervisory Highlights published in June, 2015 discussed the CFPB bulletin 
issued on May 11, 2015 that provides guidance to help lenders avoid prohibited discrimination 
against applicants whose income includes vouchers from the Section 8 Housing Choice Voucher 
(HCV) Homeownership Program. The bulletin also reminds lenders that discriminating against 
consumers because some or all of their income is from a public assistance program may violate 

federal fair lending protections. 

Performance goal 1.2.3 I 1.3.3: Issue examination reports within the 
CFPB's established time periods following the close of examinations. 

Effective supervision of financial institutions to foster compliance with Federal consumer 

financial laws requires prompt notice to institutions of matters requiring their attention and 
action to avoid further violations or consumer harm. A thorough report development and review 
process ensures high-quality reports that appropriately explain what the examination team 

found and why corrective actions, if any, are expected. 

PERFORMANCE MEASURE 

TABLE 16: Percentage of examination reports issued within an established period following the 
close of examinations 

FY 2012 FY 2013 FY 2014 FY 2015 FY 2016 FY 2017 

Target NA Baseline 50% 60% 60% 60% 

Actual NA 15% 25% 28% NA NA 

PROGRESS UPDATE AND FUTURE ACTION 

The CFPB continues to focus on issuing high-quality examination reports and supervisory 

letters in a timely manner. During FY 2015, Supervision continued to analyze the report 
development and review processes to determine methods for improving and increasing 
effectiveness and efficiency. Based on that review, Supervision modified its processes to account 
for the need to analyze information obtained after examiners complete the on-site portion of an 

examination and to better monitor reports that do not meet processing milestones. Based on 
that review, Supervision modified its processes to account for the need to analyze information 
obtained after examiners have completed the on-site portion of an examination, and to better 

monitor reports that do not meet processing milestones. 

Additionally, in Q4 FY 2015, Supervision began a new project that will include a review of current 
templates for supervisory letters and examination reports. The project will look for areas that can 
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be streamlined without losing key content that should be communicated to supervised entities. 

Even after the implementation of these improvements, the CFPB will continue to review and 
analyze its processes to determine methods for improvement and increased effectiveness and 

efficiency. The CFPB intends to be transparent about the goals of its supervision program 
and the steps being taken to achieve those goals, while protecting the confidentiality of the 
underlying financial institution-specific information. 

In line with the CFPB's commitment to transparency, the CFPB has and will continue to publish 
Supervisory Highlights several times per year to share findings from recent examinations. In 
addition to these findings-which are communicated without identifying specific institutions, 

except for enforcement actions already made public- Supervisory Highlights shares remedies 
that Supervision has obtained for consumers who suffered financial or other harm as a result 
of violations of law. The purpose of this publication is to provide the public-and in particular, 

industry- information about supervisory expectations and compliance problems found in 
examinations so that industry can meet those expectations and improve compliance as needed. 

The CFPB published three editions of Supervisory Highlights in FY 2015. 

• Fall 2014 (Issue 6)- 0ctober 28, 2014: This issue of Supervisory Highlights reports 
examination findings in the areas of mortgage servicing, student loan servicing, consumer 
reporting, debt collection, and deposits. The report highlights supervision work generally 

completed between March 2014 and June 2014 and includes information about public 
enforcement actions that resulted, at least in part, from the Bureau's supervisory work. 

• Winter 2015 (Issue 7)-March 11, 2015: This issue of Supervisory Highlights includes 

examination findings in the areas of mortgage origination, consumer reporting, debt 
collection, fair lending, and deposits. It highlights supervision work generally completed 

between July 2014 and December 2015 and includes information about remedial actions 
that resulted, at least in part, from the Bureau's supervisory work. 

• Summer 2015 (Issue 8)-June 23, 2015: Issue 8 of Supervisory Highlights covers 
examination findings in the areas of mortgage origination, fair lending, mortgage 
servicing, deposits, short term, small dollar lending, and debt collection. It highlights 

supervision work generally completed between January 2015 and April 2015 and includes 
information about recent public enforcement actions that were a result, at least in part, 
of CFPB's supervisory work. This report also includes information on recent supervision 

program developments, such as updated mortgage origination examination procedures 
reflecting mortgage disclosure changes, as well as more information on CFPB's risk-based 
approach to supervision. 
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Performance goal 1.2.4 I 1.3.4: Supervisory matters requiring attention 
resolved by the prescribed timeframe. 

The CFPB monitors institutions that receive notice of matters requiring attention to ensure 
that corrective actions are taken within the prescribed timeframe in response to supervisory 
activities, which fosters compliance with Federal consumer financial laws and promotes a fair 
consumer financial marketplace. 

PERFORMANCE MEASURE 

TABLE 17: The percentage of supervisory matters requ iring attentio n reso lved by the prescribed 
timeframe in response to supervisory activities 

FY 2012 FY 2013 FY 2014 FY 2015 FY 2016 FY 2017 

Target NA Baseline 80% 80% 80% 80% 

Actual NA 62% 90% 97% NA NA 

PROGRESS UPDATE AND FUTURE ACTION 

Deliberate efforts were made in FY 2014 to ensure CFPB allotted more realistic and reasonable 
timeframes for supervised institutions to correct matters requiring attention. Regions placed 
further emphasis on timeframe follow-up to ensure supervised institutions complied with 
prescribed deadlines. 

The CFPB continues to conduct on-site reviews of particular issues or actions that may require 
independent validation. 

Performance goal 1.2.5 I 1.3.5: Cooperate and share information w ith its 
partners in local, state, and federal law enforcement as part of its efforts 
to protect consumers, deter wrongdoers, and build a better marketplace. 

This indicator ensures that the CFPB works well with its partners at the local, state, and federal 
level to share information, subject to the Bureau's regulations, policies on information sharing, 
and other legal restrictions, across jurisdictions and to make the best use of limited resources. 
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PERFORMANCE MEASURE 

TABLE 18: Instances in which the CFPB obtains information from loca l, state, or federal law 
enforcement partners that contributes to CFPB law enforcement actions, or investigations in 
wh ich the CFPB cooperates or shares information with law enforcement partners.4 

FY 2012 FY 2013 FY 2014 FY 2015 FY2016 FY2017 

Share Share Share 
requested requested requested 
investigative investigative investigative 

Target NA NA NA 

information* information* information* 

Actual 22 80 280 186 NA NA 

* When investigative informat ion is requested by law enforcement and regulatory agencies, share responsive information 
where permissible under relevant law and appropriate under the ci rcumstances 

PROGRESS UPDATE AND FUTURE ACTION 

The Bureau continues to cultivate strong working relationships with its partners at federal, 
state, and local regulators and law enforcement agencies. In May 2013, the Bureau entered into 
a framework with state :financial regulatory authorities that established a dynamic and flexible 

process for coordination on supervision and enforcement matters. Since opening its doors 
in July 2011, the Bureau has signed more than 60 information-sharing MOUs with federal, 

state, and local governmental agencies. On September 2, 2015, the Bureau and HUD signed a 
Memorandum of Understanding, delineating among other things, how each agency will use and 
properly share information to enhance fair lending compliance and interagency collaboration. 
In particular, HUD will have access to the Bureau's Government Portal which will allow HUD 

to view the Bureau's consumer complaints. HUD, in turn, will provide quarterly reports to the 
Bureau that describes the fair lending complaints that it has received. 

This fiscal year, the Bureau has shared investigative information with more than 107 different 

government agencies in 186 matters and will continue to coordinate and cooperate with its 
partners in the Bureau's efforts to protect consumers. The Bureau is committed to maximizing 
its ability to protect and assist consumers in coordination with its partners while also ensuring 

that confidential information relating to consumers and businesses is appropriately protected. 

4 For this measure, the Bureau reports each instance when information is shared for the same investigation or in 
other circumstances as one instance. 
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Performance goal 1.2.6 I 1.3.6: Where the Bureau determines 
enforcement action is warranted, file or settle action within two years of 
opening its investigation. 

Filing enforcement actions in a timely manner is an important measure of the CFPB's 
effectiveness. The Bureau seeks to balance the need to effectively pursue complex and time­

consuming cases while minimizing any unnecessary delay between conduct and resolution. 
Timely pursuit of resolutions increases deterrence and provides consumers with greater 

protections of law. 

PERFORMANCE MEASURE 

TABLE 19: Where the Bureau determines enforcement action is warranted, f ile or settle action 
within two years of opening its investigat ion 

FY 2012 

Target NA 

Actual NA 

FY 2013 

Baseline 

Baseline 
under 
development 

PROGRESS UPDATE AND FUTURE ACTION 

FY 2014 

Baseline 

75% 

FY 2015 FY 2016 FY 2017 

65% 65% 65% 

70% NA NA 

Following the determination that enforcement action is warranted, each matter is reviewed 
at regular intervals to ensure that it is progressing in a timely manner. The CFPB believes 
the target chosen is reasonable based on the Bureau's experience so far and the experience of 

other similar enforcement agencies. The CFPB will, however, continue to monitor this to assess 
whether it is an appropriate way to measure the Bureau's performance going forward. 

Performance goal 1.2.7 I 1.3.7: Successfully resolve the cases the CFPB 
files in court and administrative adjud icative proceedings whether by 
litigation, settlement, issuance of a default judgment, or other means. 

This measure ensures that the CFPB successfully resolves as many actions as possible while, at 
the same time, pursuing complex and challenging actions when appropriate, even when success 
is not assured. 
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PERFORMANCE M EASURE 

TABLE 20: The percentage of all cases concluded by the CFPB that were successfully resolved 
through litigation, a settlement, issuance of a default judgment, or other means 

FY 2012 FY 2013 FY 2014 FY 2015 FY 2016 FY 2017 

Target NA 75% 75% 75% 75% 75% 

Actua l 100% 100% 100% 100% NA NA 

PROGRESS UPDATE AND FUTURE ACTION 

During FY 2015, the CFPB successfully resolved over 50 cases against corporate or individual 
entities through litigation, a settlement, issuance of default judgment, or other means. Through 

CFPB's successfully resolved cases, the Bureau helped secure restitution, principal reductions, 
cancelled debt, and other relief for consumers. Some of the Bureau's actions also resulted in civil 
penalties, which are paid to the Bureau's CPF, which is used to compensate harmed consumers 

and provide financial education. The following is a brief discussion of some of these successfully­
resolved matters. 

The Bureau took action against Sprint Corporation and Verizon Wireless to address their 

illegally billing wireless consumers hundreds of millions of dollars in unauthorized third-party 
charges. At the Bureau's request, federal courts ordered Verizon and Sprint to pay a total of 
$120 million in redress directly to consumers. These actions, which were coordinated with the 

Federal Communications Commission and state attorneys general, also resulted in $38 million 
in state and federal fines and penalties. 

The Bureau took its first enforcement action to protect consumers against illegal overdraft fees, 
ordering Regions Bank to pay approximately $49 million in consumer relief and a $7.5 million 
penalty. 

In partnership with the Navajo Nation, the Bureau helped halt an illegal tax refund scheme run 

by S/W Tax Loans, Inc. that used tax-preparation franchises to steer low-income consumers, 
including many citizens of the Navajo Nation, toward high-cost refund-anticipation loans. 

CFPB's action resulted in a court order of approximately $254,000 in consumer redress and 
required the defendants to pay $438,ooo in civil penalties. Furthermore, the final order bars 
the individual defendants from offering financial products associated with tax refunds and from 
investing, financing, or working for any entity that offers such products for a period of five years. 

Along with authorities in 47 states, the Bureau took action against JPMorgan Chase for selling 
bad credit card debt and illegally robo-signing court documents. The Bureau and the states 
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found that Chase sold "zombie debts" to third-party debt buyers, which include accounts that 

were inaccurate, settled, discharged in bankruptcy, not owed, or otherwise not collectible. The 

Bureau's order required Chase to permanently cease all attempts to collect, enforce in court, or 

sell more than 528,000 consumers' accounts. Chase was also ordered to pay at least $so million 

in cash refunds to consumers, as well as $136 million in penalties to the CFPB and the states. 

The CFPB took action against Encore Capital Group and Portfolio Recovery Associates (PRA), 

the two largest debt buyers in the country, for their illegal debt collection activities. The Bureau 

found that Encore Capital Group and PRA bought debts that were potentially inaccurate, lacking 

documentation, or unenforceable. Without verifying the debt, the companies collected payments 

by pressuring consumers with false statements and filing lawsuits using robo-signed affidavits. 

The CFPB ordered the companies to overhaul their debt collection and litigation practices, stop 

reselling debts to third parties, and stop collecting on certain debts. As a result of the Bureau's 

action, Encore will pay up to $42 million in consumer relief and PRA will pay $19 million. 

Encore and PRA will also pay penalties of $10 million and $8 million, respectively. 

Performance goal 1.2.8 I 1.3.8: Successfully resolve the fair lending cases 
the CFPB files in court and administrative adjudicative proceedings, whether 
by litigation, settlement, issuance of a default judgment, or other means. 

When the Dodd-Frank Act created within the CFPB an Office of Fair Lending and Equal 

Opportunity, it set forth as one of that Office's functions the enforcement of Federal fair lending 

laws, including ECOA and HMDA. The CFPB seeks to successfully resolve as many fair lending 

actions as possible while, at the same time, pursuing complex and challenging actions when 

appropriate, even when success is not assured. 

PERFORMANCE MEASURE 

TABLE 21: The percentage of all fa ir lending cases concluded by the CFPB that were successfu lly 
resolved through l itigation, a settlement, issuance of a default judgment, or other means 

FY 2012 FY 2013 FY 2014 FY 2015 FY 2016 FY 2017 

Target NA 75% 75% 75% 75% 75% 

Actual 100% NA* 100% 100% NA NA 

* Although t he stipulation for the two public enforcement actions was executed in September 2013, the denominator for 
this goal is zero because the consent orders were executed in October 2013, and the result is "NA". These two matters are 
counted as successful ly resolved in t he FY2014 results. 
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PROGRESS UPDATE AND FUTURE ACTION 

In FY 2015, the Bureau successfully resolved, through consent orders, all four fair lending 
public enforcement actions concluded that year. On May 28, 2015, the CFPB and the DOJ filed 
a joint complaint against Provident Funding Associates (Provident) alleging discrimination in 
mortgage lending, along with a proposed order to settle the complaint, which was entered by 
the court on June 18, 2015. The complaint alleges that from 2006 to 2011, Provident charged 
over 14,000 African-American and Hispanic borrowers more in brokers' fees than similarly­
situated non-Hispanic white borrowers on the basis ofrace and national origin. The complaint 
alleges that Provident's conduct constituted discrimination in violation of ECOA. Provident 
is required under the order to pay $9 million in damages to harmed African-American and 
Hispanic borrowers. 

On July 14, 2015, CFPB and DOJ resolved an action with American Honda Finance 
Corporation (Honda), requiring Honda to put in place new measures to address discretionary 
auto loan pricing and compensation practices. Honda's past practices resulted in thousands of 
African-American, Hispanic, and Asian and Pacific Islander borrowers paying higher interest 
rates than similarly-situated non-Hispanic white borrowers for their auto loans. As part of the 
resolution, Honda changed its pricing and compensation system to substantially reduce dealer 
discretion and minimize the risks of discrimination, and is required to pay $24 million in 
damages to affected borrowers. 

On September 24, 2015, the CFPB and the DOJ filed a joint complaint against Hudson City 
Savings Bank (Hudson City)s alleging unlawful redlining practices in mortgage lending that 
denied residents in majority-Black-and-Hispanic neighborhoods fair access to mortgage 
loans. The complaint alleges that from at least 2009 to 2013 Hudson City illegally redlined by 
providing unequal access to credit to neighborhoods in New York, New Jersey, Connecticut, 
and Pennsylvania. Specifically, Hudson City structured its business to avoid and thereby 
discourage residents in majority-Black-and-Hispanic neighborhoods from accessing 
mortgages. The proposed consent order was entered by the court on November 4, 2015, 

requiring Hudson City to pay $25 million in direct loan subsidies to qualified borrowers in the 
affected communities, $2.25 million in community programs and outreach, and a $5-5 million 
penalty. This represents the largest redlining settlement in history as measured by such direct 
subsidies. 

On September 28, 2015, CFPB and DOJ resolved an action with Fifth Third Bank (Fifth 
Third), requiring Fifth Third to put in place new measures to address discretionary auto loan 

s On September 30, 2015, the Board of Governors of Federal Reserve System approved M&T Bank Corporation's 
(M&T) application to acquire Hudson City Bancorp, Inc. and its subsidiary Hudson City Savings Bank, F.S.B. and 
the merger of Hudson City Savings Bank, F.S. B. with and into M&T's subsidiary, Manufacturers Banking and Trust 
Company (M&T Bank), with M&T Bank as the surviving institution. 
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pricing and compensation practices. Fifth Third's past practices resulted in thousands of 
African-American and Hispanic borrowers paying higher interest rates than similarly-situated 
non-Hispanic white borrowers for their auto loans. As part of the resolution, Fifth Third will 
change its pricing and compensation system by substantially reducing discretionary mark ups 
to minimize the risks of discrimination. The consent orders require that Fifth Third pay $18 

million in damages to affected borrowers. 
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GOAL 2 

Empower consumers to live better 
financial lives 

TABLE 22: Budget for goal 2, by program($ in the millions) 

Goal 2 FY 2015 FY 2016 

Office of the Di rector $1.4 $1.2 

Operations $0.3 

Operations - Consumer Response $50.8 $59.3 

Consumer Education and 
$22.4 $38.1 

Engagement 

Lega l $1.0 $1 .1 

Externa l Affai rs $1.0 $1.2 

Other Programs $0.1 $0.2 

Central ized Services $31.2 $30.2 

Tota l $107.9 $131.6 

FY 2017 

$1.4 

$0.3 

$63.7 

$39.1 

$1.2 

$1.4 

$0.1 

$32.7 

$139.9 
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Introduction 
FIGURE 2: Percentage of American families affected by select f inanc ia l products, by type of asset6 
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FIGURE 3: Percentage of American fami l ies affected by select f inancia l products, by type of debt 
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The CFPB works to empower consumers with the knowledge, tools, and capabilities they need in 
order to make better-informed :financial decisions by engaging them in the right moments of 

their financial lives, when they are most receptive to seeking out and acting on assistance. To 
that end, the CFPB will develop and maintain a variety of tools, programs, and initiatives that 
provide targeted, meaningful, and accessible assistance and information to consumers at the 

moment they need it both directly and through others who reach consumers directly. 

6 Federal Reserve Board, "Changes in U.S. Family Finances from 2007 to 2010: Evidence from the Survey of Con­
sumer Finances," Federal Reserve Bulletin, Vol 98, No 2, June 2012, pp. 28, 61, ~~~/~.4~1:?.l.~~~.~P'.e,.goy/P.\IP~/l?.~P~.~ 
ti!)./:29~'.!/P.d.f/scf.1.?: P.~.f (Last viewed 8/23/2012) 
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FIGURE 4: Percentage of American fam il ies obtaining information about borrowing or investing 
th roug h various sources7 
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Differences in financial education, capabilities, and skills complicate efforts to encourage better 

informed financial decision-making. Consumers represent diverse populations with diverse 
financial needs, choices, and challenges, and they seek out information about financial choices 
using a variety of channels. Therefore, the CFPB must be flexible and adaptable in addressing 

the highly diverse needs of American consumers. In addition to analyzing consumer complaints 
and pursuing financial research and training, the Bureau can accomplish this by ensuring that 
the Bureau's workforce reflects the faces, ideas, backgrounds, and experiences of the American 

public. 

The CFPB will reach its second goal by achieving the following two outcomes: 

1. Outcome 2.1: Collect, monitor, respond to and share data associated with consumer 

complaints and inquiries regarding consumer financial products or services. 

2. Outcome 2.2: Help consumers understand the costs, risks, and tradeoffs of financial 
decisions; build trusted relationships that are interactive and informative to help consumers 

take control of their financial choices to meet their own goals; and raise the effectiveness of 
those who provide financial education services to increase financial literacy. 

7 Federal Reserve Board, "Changes in U.S. Family Finances from 2007 to 2010: Evidence from the Survey of 
Consumer Finances," Federal Reserve Bulletin, Vol 98, No 2, June 2012, pg. 19, ~~:fe.4~r~.l.r~~.erye:gov/pu~~/l?.uJ!~.-. 
til'J./2q~~/.pd.fbc:~12 .. p4f.(Last viewed 8/23/2012) 
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Outcome 2.1 
Collect, monitor, respond to and share data associated with consumer 
complaints and inquiries regarding consumer financial products or services. 

Outcome leader: Associate Director, Operations 

Background 
The CFPB provides direct assistance to consumers, in real time, through Consumer Response. 
Consumer Response hears directly from consumers about the challenges they face in the 
marketplace, brings their concerns to the attention of companies, and assists in addressing 

their complaints. Complaints inform the Bureau about business practices that may pose risks to 
consumers and help with the CFPB's work to supervise companies, enforce Federal consumer 

financial laws, and write better rules and regulations. In FY 2015, Consumer Response handled 
approximately 265,500 complaints. 

TABLE 23: Top consumer complaints in FY 2015 

Complaint Category 

Debt Col lection 

Credit Reporting 

Mortgage 

Credit Card 

Bank Account or Service 

Consumer Loan 

Student Loans 

Payday Loan 

Money Transfers 

Prepaid 

Other Financial Services 

Approximate number 
of complaints 

84,700 

54,300 

50,400 

20,800 

20,700 

13,000 

7,500 

5,700 

2,200 

2,100 

1,700 

52 CFPB STRATEGIC PLAN, BUDGET, AND PERFORMANCE PLAN AND REPORT 



TABLE 24: Top 3 issues for top 5 products in FY 2015 

Issue type Number of compla ints 

Debt Collection 

Cont inued attempts to collect debt not owed 34,000 

Communication tactics 15,200 

Taking or th reatening an i llegal action 12,600 

Credit Reporting 

Incorrect information on credit report 43,400 

Credit reporting company's investigation 4,200 

Unable to obtain report or sco re 3,300 

Mortgage 

Problems when unable to pay 22,700 

Making payments 18,600 

App lying for the loan 4,300 

Credit Card 

Bil ling disputes 3,300 

Other 2,600 

Ident ity theft I Fraud I Embezzlement 2,300 

Bank Account or Service 

Account management 8,800 

Deposits and w ithd rawals 5,400 

Send ing or receiving payments 2,700 

Consumer Response handled approximately 265,500 consumer complaints across all products 
in FY 2015- about 10% more complaints than in FY 2014. Consumers submitted approximately 

84,700 debt collection complaints and 54,300 credit reporting complaints, making those the 
most complained about products and services in FY 2015. 
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Strategies and investments 
The following strategies and investments have been put in place to help the CFPB achieve 
outcome 2.1. 

Strategies 

• Collect, analyze, and leverage Consumer Response operational data to enable continuous 

improvement of the Bureau's services to consumers. 

• Develop a seamless approach to delivery of appropriate and useful Consumer Response 
data within the CFPB and to the public so that information is timely, understandable, and 
maintains consumer privacy. 

• Automate key internal operational systems, particularly the intake and routing process, in 
order to effectively scale Consumer Response operations. 

• Maintain a robust training and development program to support Consumer Response 
operations as volume increases. 

Investments 

PERSONNEL 

Hire additional staff to support intake, investigations, and data analysis in order to review, 

route, and address consumer complaints. 

CONSUMER RESPONSE SYSTEM AND CONTACT CENTER SUPPORT 

Make system investments in order to support the expansion of complaint handling capacity, 
improve the ease of use of the consumer and company portals, continue developing a scalable, 
risk-based approach to addressing consumer complaints, and make complaint data available 

to stakeholders through portals and via expansions to the existing public Consumer Complaint 
Database. 

CONSUMER RESPONSE OPERATIONAL AND PROGRAM SUPPORT 

Assist ongoing internal work to execute and refine its operations strategy, focusing on 

operational support, performance management support, and performance improvement 
services. 

CONSUMER RESPONSE SYSTEM-COMPLAINT ANALYTICS 

Complaint analytics will enable the Bureau to classify and review complaints, scrub sensitive 
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information from complaints, weigh risks related to complaints for prioritization, detect 
emerging trends, analyze patterns, and conduct similarity analyses to glean more insights from 

complaints to support Bureau work. 

OPTIMIZE CFPB COMMUNICATION AND CONSUMER ENGAGEMENT CHANNELS 

Improve the user experience according to the consumer's needs, whether related to submitting a 
complaint, accessing complaint data, or learning about managing important financial decisions. 

Performance goals 
The CFPB will assess the progress on achieving outcome 2.1 through the following three 
performance goals: 

Performance goal 2.1.1: Decrease time between receiving and closing 
a complaint. 

Facilitate efficient handling of a consumer complaint throughout the complaint process. 

PERFORMANCE MEASURES8 

Intake cycle time 

TABLE 25: Ensure complaints are routed to companies for response in a t ime ly manner 

FY 2012 FY 2013 FY 2014 FY 2015 FY 2016 FY 2017 

Target NA 3 days 3 days 2 days 2 days 2 days 

Actual 7 days 1 day 1 day 1 day NA NA 

Company cycle time 

TABLE 26: Ensure companies provide timely responses to consumer complaints 

FY 2012 FY 2013 FY 2014 FY 2015 FY 2016 FY 2017 

Target NA 15 days 15 days 15 days 15 days 15 days 

Actual 14 days 12 days 12 days 11 days NA NA 

8 In the 2014 Performance Plan and Report, the Investigations Cycle Time performance measure was phased out 
due to increased complaint volume, which necessitated an operational shift in Consumer Response. Beginning in 
FY 2015 the Bureau will prioritize and focus on the continued success of its efforts surrounding complaint intake, 
company response, and consumer review cycle times. 



Consumer cycle time 

TABLE 27: Ensure consumers have adequate time to review company resp onses 

FY 2012 FY 2013 FY 2014 FY 2015 FY 2016 FY 2017 

Target NA 30 days 30 days 30 d ays 30 days 30 days 

Actual 16 days 4 d ays 2 d ays 1 day NA NA 

PROGRESS UPDATE AND FUTURE ACTION 

Complaint volume increased about 10% from approximately 240,600 complaints in FY 2014 

to approximately 265,500 complaints in FY 2015. Consumer Response continued to refine its 

complaint handling processes and systems in FY 2015, increasing efficiencies through process 

improvements and by adding automation where possible and improving its overall complaint 

handling operation. 

Performance goal 2.1.2: Faci li tate the timely response to consumer 
complaints by companies. 

The CFPB facilitates timely response to consumer complaints by using a dedicated company 

port al to route complaints to companies for response. The company portal is the primary 

interface between the CFPB and companies. It is an online electronic delivery system that 

provides secure access and allows companies to view and respond to consumer complaints. 

PERFORMANCE MEASURE 

TABLE 28: The p ercent age of complaints rou ted t hrough the d ed icated compa ny portal 

FY 2012 FY 2013 FY 2014 FY 2015 FY 2016 FY 2017 

Target NA 85% 87% 89% 91% 93% 

Actual 83% 87% 91% 94% NA NA 

PROGRESS UPDATE AND FUTURE ACTION 

In FY 2015, the CFPB established company portal access and trained staff of approximately 950 

companies to respond to complaints on the portal and made routing improvements to exceed the 

target. In FY 2016, the Bureau will continue its work to ensure companies can access and use the 

company portal to provide timely responses to consumer complaints. 
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Performance goal 2.1.3: Expand capacity to handle consumer complaints. 

Consumer complaints inform the Bureau about business practices that may pose risks to 

consumers and help with the CFPB's work to supervise companies, enforce Federal consumer 

financial laws, and write better rules and regulations. 

PERFORMANCE MEASURES 

TABLE 29: Number of consumer complaints handled 

FY 2012 FY 2013 FY 2014 FY 2015 FY 2016 FY 2017 

Target NA 125,000 200,000 225,000 275,000* 300,000 

Actual 74,000 144,000 240,600 265,500 NA NA 

* The FY 2016 target was increased by 15,000 compared to the FY 2014 annual performance p lan and report based on FY 
2015 actual results. 

TABLE 30: Percentage of complaints received via web channe l 

FY 2012 FY 2013 FY 2014 FY 2015 FY 2016 FY 2017 

Target NA NA NA 66% 68% 70% 

Actual NA NA NA 70% NA NA 

PROGRESS UPDATE AND FUTURE ACTION 

The Bureau expanded its public Consumer Complaint Database, which was initially launched in June 

2012 and populated with credit card complaints, to include complaints about additional products. 

In FY 2013, the Bureau added complaint data about mortgages, bank accounts and services, private 

student loans, other consumer loan complaints, credit reporting, and money transfer complaints 

as well as fields for sub-issue and state. In November 2013, debt collection complaints were added 

to the database. Payday complaints were added to the database in July 2014, and in January 2015 

the Bureau added prepaid cards, other consumer loans (pawn and title loans), and other financial 

services to the database. In June 2015, the Bureau began publishing consented-to consumer 
complaint narratives and optional public company responses for complaints submitted on or after 

March 19, 2015 with consumer opt-in consent. 

Accepting complaints about a broad range of consumer financial products and services and the 

growing public awareness of the Bureau's tools and resources likely contributed to exceeding the total 

volume target again in FY 2015. The Bureau will continue to expand its complaint handling capacity 

to accept other products and services under its authority over time. 
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Outcome 2.2 
Help consumers understand the costs, risks, and tradeoffs of financial 
decisions; build trusted relationships that are interactive and informative 
to help consumers take control of their financia l choices to meet their own 
goals; and raise effectiveness of those who provide financial education 
services to increase financial literacy. 

Outcome leader: Associate Director, Consumer Education and Engagement 

Background 
The CFPB works to provide consumers with the information, knowledge, skills and financial 
capability needed to make well-informed decisions that serve their own life goals. The Bureau 

also works to enhance the financial knowledge and capability of the country as a whole. In 
addition to improving overall financial capability, the CFPB focuses on addressing the unique 
financial challenges faced by four specific populations. 

Students 

The benefits of higher education are well documented. Four-year 

college graduates experience a number of economic benefits over 
high school graduates, including higher median earnings and lower 
unemployment rates. Evidence indicates that these disparities 

are growing.10 Demand for higher education and college financing 
are at all-time highs. Over the past decade, the size of the student 

27.5 
MILLION 

Population enrolled 
in colleges and 
u n iversities9 

loan market has been increasing steadily. At over $1.2 trillion in loans outstanding, the market 

for student loans is now the second largest component of household debt after mortgages.11 In 
2015, the Bureau noted that this market continues to show elevated levels of borrower distress, 

9 U.S. Department of Education, National Center for Education Statistics, 2014 Digest of Education Statistics: Total 
12-month enrollment in degree-granting postsecondary institutions, by control and level of institution and state 
or jurisdiction: 2011-12 and 2012-13, available at https://nces.ed.gov/programs/digest/d14/tables/dt14_ 308.10.asp 
(Last viewed 11/04/2015) 

10 College Board Advocacy and Policy Center, "Education Pays 2010 In Brief: The Benefits of Higher Education for 
Individuals and Society," 2010,http://trends.collegeboard.org/sites/default/files/brief/education-pays-2010-in-brief. 
pdf(Last viewed 2/14/2013) 

u The Department of Education and Consumer Financial Protection Bureau, "Private Student Loans Report," July 
20, 2012, http://www.consumerfinance.gov/reports/private-student-loans-report/ (last viewed 9/10/12) 
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observing that more than one in four student loan borrowers are past due or in default.12 

Older Americans 

Aging poses a number of unique financial challenges. Older 
Americans face complicated decisions about finances, retirement, 
and long-term planning. On average, Americans reaching age 65 

today will live to about age 85.14 Consequently, consumers today 
will likely need sufficient income and savings to cover 20 years or 

57 
MILLION 

Population age 62 and 
o lder13 

more in retirement. In addition, retirement years may be more expensive than retirees expect 
as many will incur increased health and housing expenses in their later years, 2s and many 

carry mortgages and other debts into retirement.16 Furthermore, with the decline in coverage 
from traditional pension plans that pay a regular monthly payment, Social Security is the only 

guaranteed monthly income for an estimated 69 percent of older consumers.17 

Servicemembers 

The CFPB believes servicemembers should be able to accomplish 

their mission without worrying about illegal or harmful financial 
practices. Military life has extra challenges with powerful financial 
repercussions for uniformed military personnel, veterans, military 

retirees, and their families. The Office of Servicemember Affairs 
focuses on addressing these financial challenges through educational 

22 
MILLION 

Servicemember 
population (including 
veterans)18 

initiatives, complaint monitoring, and partnering with other Federal and state agencies on 

consumer protection measures for the military. 

12 Consumer Financial Protection Bureau, Student Loan Servicing (September 2015), available at http://files.con­
sumerfinance.gov/f/201509_ cfpb_ student-loan-servicing-report.pdf. 

13 U.S. Census Bureau, 2014 American Community Survey, Table DP05 ACS Demographic And Housing Estimates. 
Available at http://factfinder.census.gov/bkmk/table/i.o/en/ACS/14_1YR/DP05 

14 See, Social Security Administration, Calculators: Life Expectancy (2015), at http://www.ssa.gov/planners/lifeex­
pectancy.html (last visited October 1, 2015). 

15 See e.g. Sudipto Banerjee, How Does Household Expenditure Change With Age for Older Americans?, EBRI 
Issue Brief, No. 9 (Sept. 2014), http://www.ebri.org/pdf/notespdf/Notes.Sept14.EldExp-Only.pdf. 

16 See CFPB, Snapshot of older consumers and mortgage debt (May 2014), http://files.consumerfinance.gov­
/f/201405_ cfpb_ snapshot_ older-consumers-mortgage-debt.pdf 

17 CFPB, Issue Brief" Social Security claiming age and retirement security (Nov. 2015), at 7, available at http:// 
files.consumerfinance.gov/f/201511_ cfpb_issue-brief-social-security-claiming-age-and-retirement-security.pdf 

18 National Center for Veterans Analysis and Statistics "Veteran Population Projects; FY 2000 to FY 2036;" Octo­
ber 2010, http://www.va.gov/vetdata/docs/QuickFacts/population_quickfacts.pdf (last viewed 8/30/2012) 
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Low-income and economically vulnerable 

The CFPB focuses on identifying approaches that help this 

population achieve economic stability and works to ensure that the 
financial marketplace works for all consumers, including those who 
have been traditionally underserved. 

Strategies and investments 
The following strategies and investments have been put in place to 
help the CFPB achieve outcome 2.2. 

Strategies 

60.5 
MILLION 

Unbanked or 
underbanked adults19 

46.7 
MILLION 

Live below the official 
poverty line20 

• Provide tools and information to the public to help individuals make decisions about 

money that will serve their own life goals. 

• Analyze consumer financial experiences and complaints to help shape policy and practices 
to make the financial environment safer and more beneficial for consumers. 

• Collaborate with third parties to encourage the development of effective financial skills and 
habits by adding financial capability training to other types of social service programs. 

• Strengthen the impact and effectiveness of K-12 and adult financial education by fostering take­

up of best practices, facilitating partnerships, and identifying gaps and seeking to fill them. 

Investments 

PERSONNEL 

Maintain strong, expert staff to develop and implement financial education, consumer 

engagement, community partnerships, policy, and research activities. 

CONSUMER SERVICES AWARENESS BUILDING 

This investment allows the CFPB to increase consumer awareness of the CFPB's tools and resources. 
Through this investment, the CFPB is able to reach the public directly to highlight helpful services 
and information such as Ask CFPB, Consumer Response, Paying for College, and Owning a Home. 

19 Federal Deposit Insurance Corporation, "2013 National Survey of Un banked and Underbanked Households," 
2014, https://www.fdic.gov/ householdsurvey/2013execsumm.pdf 

20 US Census Bureau Income, Poverty and Health Insurance Coverage in the United States: 2014 https://www. 
census.gov/content/dam/Census/library/publications/2015/demo/p60-252.pdf 
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CONSUMER EDUCATION INITIATIVES 

Continue to develop consumer education initiatives on specific topics with targeted information 
to communicate financial education information to a diverse range of audiences. The topics 

include education about mortgages, retirement, and other money issues. The approaches include 
delivery of financial education through libraries and other intermediaries. 

UNDERSERVED AND SPECIAL POPULATIONS PROGRAMS AND OUTREACH 

Support demonstration or pilot projects for improving financial decision-making for 

underserved and special populations, including youth, low-income Americans, older 
Americans, servicemembers and veterans, and other specific populations. Continue to develop 
and distribute financial education and empowerment information for various populations 

including servicemembers and veterans, students, older Americans, people who are low­
income, or economically vulnerable including people with disabilities, and other specific 
consumer populations. The goal of distributing these materials is to provide information to 

special populations and the intermediaries that serve them to improve the financial security of 
consumers. 

CONSUMER EXPERIENCE PROGRAM 

Enable the CFPB to continue to research, design, develop, launch, and to continually optimize 
consumer-facing products available through consumerfinance.gov, and to execute strategies 

to increase awareness of and engagement with these products. The Consumer Experience 
Program provides useful tools with actionable advice to consumers navigating the most difficult 
and significant financial decisions they face in the marketplace, including paying for college 

and owning a home. The CFPB will optimize consumer experience through the use of various 
communication channels to support the goal of improving consumers' financial education and 
ability to manage important financial decisions to meet their own life goals. 

YOUR MONEY, YOUR GOALS 

The Bureau has launched the Your Money, Your Goals program to help consumers manage 
their finances by identifying :financial goals, creating savings plans, and managing debt. We 
have developed toolkits to help staff in social services and legal aid organizations, community 

volunteers, and worker organizations to "have the money talk" in ways that work within their 
service delivery models. In FY 2014 and FY 2015, the Bureau developed partnerships with 10 

national, state, tribal, and local organizations and trained over 6,ooo frontline social services 

staff across their networks. 

Additional investments supporting this outcome can be found under Outcome 3.2. 
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Performance goals 
The CFPB will assess the progress on achieving outcome 2.2 through the following three 
performance goals: 

Performance goal 2.2.1: Significantly increase targeted outreach activities 
and digital education materials in order to engage consumers at the right 
moment. 

The CFPB works to arm consumers with the knowledge, tools, and capabilities they need in 
order to make better informed financial decisions that serve their own life goals by engaging 
them at the right moments of their financial lives, in moments when the consumer is most 
receptive to seeking out and acting on assistance. To that end, the CFPB offers and continues 
to develop a variety of tools, programs, and initiatives that provide targeted, meaningful, and 
accessible assistance and information to consumers around life moments that correspond to 
major financial choices and other money decisions with significant life consequences. 

PERFORMANCE MEASURES 

TABLE 31: Targeted populations or organizations directly serving targeted populations reached 
by digital content, decision too ls, educational materials and resources .21 

FY 2012 FY 2013 FY 2014 FY 2015 FY 2016 FY 2017 

Target NA 808,114 5,000,000 6,500,000 7,500,000 8,500,000 

Actual 404,057 1,903,417 5,600,000 6,804,977 NA NA 

TABLE 32: Percentage of new users to ConsumerFinance.gov 

FY 2012 FY 2013 FY 2014 FY 2015 FY 2016 FY 2017 

Target NA NA NA 65% 65% 65% 

Actual NA 61% 60% 67% NA NA 

21 The actuals and targets represent unique web visitors only. As the CFPB expands data collection capabilities on 
outreach activities, additional content will be included in this measure. 
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TABLE 33: Fulfi llment orders for print materia ls22 

FY 2012 FY 2013 FY 2014 FY 2015 FY 2016 FY 2017 

Target NA NA NA 1,500,000 1,750,000 2,000,000 

Actual NA NA NA 3,184,250 NA NA 

PROGRESS UPDATE AND FUTURE ACTION 

In FY 2015, the CFPB continued to serve consumers with just-in-time financial information 
through Ask CFPB, an online database of consumers' common questions around financial 

products and services. The CFPB launched a major release of Owning a Home, an on line suite 

of information and tools designed to encourage and support mortgage shopping and to help 
consumers understand their choices and decision points as they select a better mortgage. The 
CFPB also made investments in building awareness of this and other Bureau resources that will 
maximize the awareness and value of the Bureau's various products for consumers. 

In FY 2016, the CFPB will continue expanding and improving its existing suite of consumer 
experience products, e.g., by launching a Planning for Retirement tool, and updating its Paying 
for College and Ask CFPB tools. The Bureau's strategy to increase public awareness and use of its 

tools and resources will be supported by investments to maximize their reach and impact. 

Performance goal 2.2.2: Improve the understanding of successful 
financial decision-making approaches by identifying key success factors 
in financia l health. 

The CFPB believes that financial education's primary goal is to help consumers take the steps 
necessary to make choices that will improve their financial well-being. However, very little 

empirical research has been conducted regarding what variables measure financial health in 
terms of real-world outcomes for consumers. By defining these variables through data-driven 
research, the Bureau will be able to define what knowledge and skills are associated with 

financial well-being. This research will inform the Bureau's ongoing efforts to identify, highlight, 
and spread effective approaches to financial education. 

22 Print materials available through the CFPB GPO fulfillment page (http:/promotions.usa.gov/cfpbpubs.html). 
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PERFORMANCE MEASURE 

TABLE 34: Tools created to identify key success factors in financial education 

FY 2012 

FY 2013 

FY 2014 

FY 2015 

FY 2016 

FY 2017 

Target 

NA 

Identify variables that are likely to be 
key drivers of financial health 

Develop and test metrics (questions) 
that accurately measure these 
variables 

Develop and implement framework for 
integration into Consumer Education 
and Engagement Activities; Complete 
testing financia l health metrics 

Use metrics to establish a baseline of U.S. 
consumerfinancial well-being and begin 
testing hypotheses of identified success 
factors in consumerfinancial decision­
making 

Complete baseline measurement of U.S. 
consumerfinancial well-being and testing 
of hypotheses of identified success 
factors in consumerfinancial decision­
making 

PROGRESS UPDATE AND FUTURE ACTION 

Actual 

NA 

Identified the variables that are likely 
to be key drivers of financial health 

Developed and began testing metrics 
to measure financial well-being and 
associated variables 

Issued consumer-centric definition 
of financial we ll-being, finalized 
reliable and val id survey scale and 
scoring procedure for measurement 
of financial well-being for adults. 
Developed and integrated 
into Consumer Education and 
Engagement Activities a framework 
of concepts derived from insig hts 
gathered th rough financial wel l-be ing 
research activities 

NA 

NA 

The Bureau's work toward the performance goal is on track, with expected deliverables and 

interim targets being met according to the anticipated project timeline. 

In FY 2013, the Bureau conducted a broad array of research to identify what specific knowledge, 

behavior, and personal traits are likely to predict financial well-being for American consumers. 

This included a thorough formal review of the most relevant research literature; designing, 

completing, and analyzing extended one-on-one interviews with a socioeconomically and 
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geographically broad sample of working-age and older Americans and professional financial 
practitioners; and soliciting and collecting collaborative input and peer discussion from academic, 
policy, and practicing experts. Based on this, the CFPB developed a preliminary, first-of-its-kind, 

comprehensive definition of financial well-being that speaks to the goals and perspectives of 
consumers and has identified a set of specific variables that are likely to be key drivers of financial 
well-being. 

In FY 2014, the CFPB developed and began testing metrics (measurement tools) that accurately 
measure consumer financial well-being and associated concepts. The testing of the measurement 

tools was completed in 2015. These measurement tools will allow the CFPB and others to more 
accurately assess consumer financial health, target educational efforts, test hypotheses about 
key drivers of financial health, and assess the effectiveness of different approaches to improving 

consumer financial well-being. Also in FY 2014, the CFPB began an effort to understand when and 
how children and youth develop the skills, attitudes, and other characteristics identified in 2013 

likely to be key drivers of financial well-being. The early findings from this work have been shared 
with the Financial Literacy and Education Commission and have informed the CFPB activities to 

encourage and support parents and caregivers in talking to their children about money. 

In FY 2015, the CFPB's Division of Consumer Education and Engagement continued to assess how 
to integrate this project's findings and new measurement tools into other consumer education and 

engagement initiatives. This includes the Division's strategic planning activities and the Bureau's 
research projects, direct-to-consumer resources, and recommendations for intermediaries to 
encourage the spread of effective approaches to the financial education field. This effort is detailed 

under "Underserved and Special Populations Research" in the Investments section of Outcome 
3.2. The Bureau also finalized a valid and reliable survey scale to measure the financial well-being 
of adult consumers and completed a thorough planning process. The next phase of work will be 

to conduct a nationally-representative survey to measure the financial well-being of American 
consumers and quantitatively test hypotheses about the specific factors that support higher levels 
of financial well-being. 

In FY 2016, the Bureau will use the finalized metrics to measure baseline consumer financial well­
being and to begin testing hypotheses of success factors in consumer financial decision-making 

identified in FY 2013, using metrics created in FY 2014 and tested and finalized in FY 2015 . The 
CFPB will promote the findings from this research in FY 2016 and use the findings over time to 
continue to identify and promote the most effective approaches that support better outcomes for 
consumers. 

Performance goal 2.2.3: Promote fair lending compliance and education 
by leading and participating in fair lending outreach activities. 

As one of its core functions, the Office of Fair Lending and Equal Opportunity is responsible 
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for "working with private industry, fair lending, civil rights, and consumer and community 
advocates on the promotion of fair lending compliance and education" (Dodd-Frank Act, Section 
1013(c)(2)(C).) The CFPB conducts fair lending outreach activities through numerous channels, 

such as issuing compliance bulletins targeted to industry; delivering speeches and presentations 
on fair lending and access to credit matters to industry, consumer and community groups, and 
others; and participating in smaller meetings and discussions with external stakeholders. 

PERFORMANCE MEASURE 

TABLE 35: Number of outreach activities on fair lending and access to credit 

FY 2012 FY 2013 FY 2014 FY 2015 FY 2016 FY 2017 

Target NA 55 35 40 40 40 

Actual 51 56 66 60 NA NA 

PROGRESS UPDATE AND FUTURE ACTION 

In FY 2015, the Office of Fair Lending and Equal Opportunity executed against its mission to 
promote fair, equitable, and nondiscriminatory access to credit for individuals and communities 
by leading and participating in 60 fair lending outreach activities. 

Through numerous speeches, panel remarks, presentations, webinars, and smaller discussions 
on fair lending matters, the Bureau reached out to various stakeholders and engaged with 
consumers nationwide through public field hearings, listening events, roundtables, and town 

halls, and through the Bureau's website, consumerfinance.gov. These engagements allowed 
the Bureau both to explain existing and emerging fair lending issues and risks to external 
stakeholders and the public and to inform the Bureau's fair lending oversight work. 

In FY 2015, the CFPB issued two fair lending-related bulletins. On November 18, 2014, the 
CFPB issued a bulletin providing guidance to help lenders avoid prohibited discrimination 

against consumers receiving Social Security disability income (CFPB Bulletin 2014-03). The 
bulletin reminds lenders that requiring unnecessary documentation from consumers who 
receive Social Security disability income may raise fair lending risk, and calls attention to 

standards and guidelines that may help lenders comply with the law. On May 11, 2015, the 
Bureau issued a bulletin providing guidance to help lenders avoid prohibited discrimination 
against applicants whose income includes vouchers from the Section 8 Housing Choice Voucher 
(HCV) Homeownership Program (CFPB Bulletin 2015-02). The bulletin reminds lenders 

that discriminating against a consumer because some or all of their income is from a public 
assistance program may violate federal fair lending protections. 
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GOAL 3 

Inform the public, policy makers, and 
the CFPB's own pol icymaking with data­
driven analysis of consumer finance 
markets and consumer behavior 

TABLE 36: Budget for goal 3, by prog ram($ in the millions) 

Goal 3 FY 2015 FY 2016 FY 2017 

Office of the Di rector $1.4 $1.2 $1.3 

Operations $0.3 $0.3 

Consumer Education and Engagement $3.9 $4.8 $5.8 

Research, Market s, and Regulat ion $22.0 $29.9 $28.9 

Supervision, Enforcement, and Fai r 
$0.8 $1.0 

Lending 

Lega l $1.4 $1.3 $1 .4 

Externa l Affai rs $1.0 $1.2 $1.4 

Other Programs $0.2 $0.4 $0.3 

Central ized Services $1 6.5 $16.4 $1 7.0 

Tota l $46.4 $56.3 $57.4 
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Introduction 
Understanding how consumer financial markets work, the avenues for innovation in financial 

products and services, and the potential for risk to consumers is a core component of the 

CFPB's mission. The CFPB's aim is to ground all of its work - from writing rules and litigating 

enforcement actions to its outreach and financial literacy efforts - in the realities of the 

marketplace and the complexities of consumer behavior. 

This requires use of data; strong partnerships within the CFPB and externally to ensure that the 

Bureau continues to monitor markets effectively; technology tools and employees with the skills and 

capabilities needed to analyze data and distill insights. 

The CFPB's research will support building an understanding of the markets the Bureau regulates 

and the nature of consumer behavior in these markets. It will also support the consideration of the 

potential benefits and costs of the CFPB's work to consumers and institutions, including effects on 

access by consumers to consumer financial products or services. 

In the data used for its analyses, the Bureau will work to ensure that strong protections are in place 

around personally identifiable information. Datasets will generally aggregate information such that 

no information is directly identifiable, and research/analysis products resulting from such data will 

use similarly de-identified information as appropriate. The Bureau treats the information collected 

from participating persons and institutions consistently with our confidentiality regulations, and all 

data and analyses are subject to legal and privacy review prior to their release. 

The CFPB will reach its third goal by achieving the following two outcomes: 

1. Outcome 3.1: Monitor markets and conduct research to surface financial trends and 

emergent risks relevant to consumers. 

2. Outcome 3.2: Articulate a research-driven, evidence-based perspective on consumer 

financial markets, consumer behavior, and regulations to inform the public discourse, 

inform Bureau thinking on priority areas, identify areas where Bureau intervention may 

improve market outcomes, and support efforts to reduce outdated, unnecessary, or unduly 

burdensome regulations. 
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Outcome 3.1 
Monitor markets and conduct research to surface financial trends and 
emergent risks relevant to consumers. 

Outcome leader: Associate Director, Research, Markets and Regulations 

Strategies and investments 
The following strategies and investments have been put in place to help the CFPB achieve 

outcome 3.1. 

Strategies 

• Acquire, collect, and maintain the data necessary to properly monitor select markets for 
emerging risks and positive innovations. 

• Coordinate with other federal agencies, including the Office of Financial Research, to 
ensure the most efficient use of data and avoid duplication. 

• Build and maintain technological infrastructure required to support market intelligence 
through the integration of diverse internal and external data. 

Investments 

PERSONNEL 

Hire additional experts in particular industries as well as additional economists and other 

researchers. 

CREDIT CARD DATABASE 

Maintain a credit card database, including both summary and de-identified loan-level data, 

covering over 80% of the credit card marketplace. This investment will allow the Bureau to 
conduct empirically sound research essential to informing data-driven decisions throughout 

Bureau activities. 

OTHER MARKET DATA 

Acquire and maintain various commercially available market datasets in order to support 
research and regulations activities. 
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NATIONAL MORTGAGE DATABASE (NMDB) 

Develop and maintain database that will provide the Bureau with a sample of mortgages that are 

representative of up to 95% of the market. 

HMDA DEVELOPMENT AND IMPLEMENTATION 

Support a concept-of-operations study and development of future-state functional requirements 

in consideration of a potential redesign of the current HMDA framework. 

HMDA DATA PROCESSING 

Development for collecting and processing HMDA data. This process is currently managed by 

the Federal Reserve Board for the CFPB and certain other agencies, and costs are shared by 

members of the Federal Financial Institutions Examination Council and HUD. This investment 

supports data-driven research, regulations, and fair lending activities across the Bureau. 

Performance goal 
The CFPB will assess the progress on achieving outcome 3.1 through the following performance goal: 

Performance goal 3.1.1: Monitor the cred it card and mortgage markets 
through data. 

The credit card and mortgage markets are both crit ical to consumers. Having quantitative data 

on both markets makes it easier for the Bureau to monitor trends and implications for both 

consumers and providers. These data also strengthen the evidentiary basis for Bureau policy­

making. 

PERFORMANCE MEASURES 

TABLE 37: Percentage of the c red it card market mon itored throug h data 

FY 2012 FY 2013 FY 2014 FY 2015 FY 2016 FY 2017 

Target NA 80% 80% 80% 85% 83% 

Actual 77% 82%* 80%** 82% NA NA 

* The actual p ercentage of the credit card market monito red through data reported for FY 2013 has been adjusted from the 
FY 2014 annual performance p lan and report to reflect a more accurate estimation of the overall consumer credit market in 
this year. 
** The actual percentage of the cred it card market monitored through data reported for FY 2014 has been adjusted from t he 
FY 2014 annual performance p lan and report to reflect a more accurate estimat ion of the overa ll consumer c red it market in 
this year 
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TABLE 38: Percentage of the mortgage origination and servicing markets monitored through data 

FY 2012 FY 2013 FY 2014 FY 2015 FY 2016 FY 2017 

Target NA 95% 95% 95% 95% 95% 

Actual 95% 90% 90% 90% NA NA 

PROGRESS UPDATE AND FUTURE ACTION 

The reported actual FY 2015 level of performance for data coverage of the mortgage market is 

90%, which is lower than the reported FY 2015 target coverage of 95%. The Bureau reports the 

90% figure for FY 2015 based on the mortgage market coverage of the HMDA data. The CFPB 

does have supplementary data from the Nationwide Mortgage Licensing System and Registry 

and other proprietary mortgage data as well. However, without doing the necessary matches 

and analysis through the Bureau's planned NMDB, the Bureau chose to report the HMDA-based 

estimate alone. The Bureau plans to apply a standard method for assessing data coverage of the 

mortgage market. 

The Bureau also uses other available resources for monitoring the mortgage markets, and 

supplements these sources with two commercial services for data regarding originations and 

servicing. One dataset provides servicing data on loans serviced by the largest servicers in the 

US (just over 53% of outstanding mortgages); another dataset provides information on loans 

extant in private label securities. 

In FY 2013, the CFPB began a partnership with the Federal Housing Finance Agency (FHFA) 

to build the NMDB. This work is expected to continue in FY 2016. For this database, the FHFA 

has procured (from a credit reporting agency) credit information with respect to a random and 

representative sample of the mortgages currently held by consumers. The Bureau expects to 

begin receiving data from the NMDB in FY 2016. The NMDB will be the first dataset that will 

provide a truly representative sample of mortgages so as to allow analysis of mortgages over the 

life of the loans, including first and second liens and home equity loans. 

In all of the data used for its analyses, the Bureau will work to ensure that strong personal 

privacy protections are in place. The Bureau will generally obtain datasets in a format such that 

no information is directly identifiable and research/analysis products resulting from such data 

will use similarly de-identified information. The Bureau treats the information collected from 

participating persons and institutions consistently with our confidentiality regulations and all 

data and analyses are subject to internal Bureau legal and privacy review. 
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Outcome 3.2 
Articulate a research-driven, evidence-based perspective on consumer 
financial markets, consumer behavior, and regulations to inform the public 
discourse, inform Bureau thinking on priority areas, identify areas where 
Bureau intervention may improve market outcomes, and support efforts to 
reduce outdated, unnecessary, or unduly burdensome regulations. 

Outcome leader: Associate Director, Research, Markets, and Regulations 

Strategies and investments 
The following strategies and investments have been put in place to help the CFPB achieve 

outcome 3.2. 

Strategies 

• Collect and analyze data in order to improve understanding, regulation, and functioning of 
consumer financial markets and behavior. 

• Develop and maintain the tools and technology required to effectively, efficiently, and 
securely disseminate data and research for internal and external audiences. 

• Institutionalize cross-Bureau collaboration to ensure the Bureau's work is informed by the 
CFPB's internal research and expertise. 

• Help to make the market work better for special populations such as students, older 

Americans, servicemembers and veterans, and low-income and economically vulnerable 
consumers through selected policy work. 

Investments 

PERSONNEL 

Expand research capacity in order to achieve Bureau-wide priorities, including the on-boarding 

of term personnel (via the Intergovernmental Personnel Act) from academic institutions and 
other governmental research offices. 

PRIMARY DATA COLLECTION 

Conduct primary data collections through field tests, controlled trials in laboratory settings, and 
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surveys to inform policy-making and build foundational knowledge about how consumers make 

financial decisions. Analyses from primary data are foundational for the Bureau's policy work 

and also contribute to evidence-based market research. 

The following investments support Outcome 3.2 and Outcome 2.2: 

UNDERSERVED AND SPECIAL POPULATIONS RESEARCH 

Identify unique factors that influence financial capabilities for youth and issues that particularly 

affect low-income consumers, other underserved populations, and older Americans, as 

well as evidence-based practices for effective financial education and financial capability or 

empowerment. Use this knowledge within the Bureau, and where appropriate, spread it among 

relevant participants in the field. 

FINANCIAL EDUCATION RESEARCH 

Develop and test metrics that effectively measure relevant consumer financial knowledge, 

behavior, and well-being. The results of these studies will help the CFPB, other Financial 

Literacy and Education Commission agencies, and the broader financial education field to 

develop and support policies and programs that lead to better financial outcomes, skills, and 

habits for American consumers. 

LOOK BACKS 

Section 1022(d) of the Dodd-Frank Act requires the CFPB to assess each significant rule the 

Bureau adopts under Federal consumer financial law and publish a report of the assessment 

within five years of the effective date of such rule. The assessment is intended to address, among 

other factors, the rule's effectiveness in meeting the purposes and objectives of Title X of the 

Dodd-Frank Act, and the specific goals the Bureau states for the rule. 

Performance goal 
The CFPB will assess the progress on achieving outcome 3.2 through the following performance goal: 

Performance goal 3.2.1: Increase the number of reports produced about 
specific consumer financial products, markets, or regulations and on 
consumer decision-making. 

The Bureau conducts qualitative and quantitative research to deepen understanding of consumer 

decision-making; consumer financial products and markets; and the effects of consumer financial 

regulations and policies. Periodically, the Bureau publishes reports of its research, including 
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informational white papers, non-annual Reports to Congress, and "Data Point" reports. 

Bureau and independent research are intended to provide the Bureau and other policy-makers 
with a stronger evidentiary foundation for policy-making. They are also intended to inform the 

public and enhance the public's participation in policy-making. 

PERFORMANCE MEASURE 

TABLE 39: Bureau report s produced about specific consumer f inancial products, markets, or 
regu lations and on consumer decision-making 

FY 2012 FY 2013 FY 2014 FY 2015 FY 2016 FY 2017 

Target 4 5 5 5 6 6 

Actual 2 4 9 6 NA NA 

PROGRESS UPDATE AND FUTURE ACTION 

Preparing reports is central to the Bureau's commitment to evidence-based policy-making. The 

Bureau's Division of Research, Markets, and Regulations (RMR) issued six reports in FY 2015. 

These reports are intended to deepen the public's understanding of these issues and provide 
the Bureau and other policy makers with a stronger factual foundation on which to make policy 

judgments. 

RMR released the following notable public reports in FY 2015: 

• Study of Prepaid Account Agreements (November 2014) 

• Consumer Credit Reports: A Study of Medical and Non-Medical Collections (December 

2014) 

• College Credit Card Agreements Annual Report to Congress (December 2014) 

• Consumers' Mortgage Shopping Experience (January 2015) 

• Arbitration Study Report to Congress (March 2015) 

• Data Point: Credit Invisibles (May 2015) 
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In addition to these six reports released by RMR, the Bureau's Consumer Education and 
Engagement Division released the following notable public reports in FY 2015: 

• Annual Report of the Student Loan Ombudsman (October 2015) 

• Annual Financial Literacy Report to Congress (October 2015) 

• Increasing Savings at Tax-time: Promising Practices for the Field (September 2015) 

• Student loan servicing: Analysis of public input and recommendations for reform 
(September 2015) 

• Overseas & Underserved: Student Loan Servicing and the Cost to our Men and Women in 

Uniform (July 2015) 

• Midyear Update on Student Loan Complaints (June 2015) 

• A closer look at reverse mortgage advertisements and consumer risks (June 2015) 

• Complaints Received from Servicemembers, Veterans, and their Families, 2011-2014 (April 

2015) 

• Advancing K-12 Financial Education: A Guide for Policymakers (April 2015) 

• Snapshot of reverse mortgage complaints December 2011-December 2014 (February 2015) 

• Financial well-being: The goal of financial education (January 2015) 

• College Credit Card Agreements: Annual Report to Congress (December 2014) 

• Snapshot of Debt Collection Complaints Submitted by Older Consumers (November 2014) 

The Bureau has information gathering and other data analysis underway that will yield public 
reports in FY 2016. The Bureau continues to regard knowledge creation and sharing through 
research reports as an important Bureau goal and is on schedule to meet the FY 2016 goal of 

publishing at least six reports. 
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GOAL 4 

Advance the CFPB's performance by 
maximizing resource productivity and 
enhancing impact 

TABLE 40: Budget for goal 4, by program($ in the millions) 

Goal 4 FY 2015 FY 2016 FY 2017 

Office of the 
$3.7 $6.0 $5.9 

Director 

Operations $57.6 $68.7 $70.9 

Legal $5.8 $7.4 $7.5 

Externa l Affairs $3.8 $4.5 $5.0 

Other Prog rams $1.2 $1.3 $1.6 

Centra lized Services $46.1 $50.7 $55.5 

Total $118.2 $138.6 $146.4 
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Introduction 
In order to maximize the effectiveness of the consumer protections established by Federal 
consumer financial law, the CFPB must acquire, maintain, support, and direct its resources in a 
way that enables it to operate efficiently, effectively, and transparently. This means developing, 

maintaining, and continuously improving the policies and controls in place to ensure the CFPB 
has the resources it needs and puts those resources to the best use possible. 

A key mission of the CFPB is to make financial products and services more transparent in 

the consumer marketplace. The CFPB will strive to achieve the same level of commitment to 
transparency in its own activities, while respecting consumer privacy and confidentiality. To 
accomplish this, the CFPB will develop and implement mechanisms and provide channels to 

maintain an open, collaborative dialogue with the public. 

The CFPB will reach its fourth goal by achieving the following four outcomes: 

1. Outcome 4.1: Attract, engage, and deploy a diverse workforce that meets dynamic 
challenges and provides effective oversight of the consumer financial marketplace. 

2. Outcome 4.2: Enable the innovative use of technology for the benefit of efficient internal 
processes and effective public engagement. 

3. Outcome 4.3: Enable the operation of a high-performing organization by ensuring 
effective and efficient management, protection of CFPB resources, rigorous internal 
controls, and full compliance with the law. 

4. Outcome 4.4: Increase public confidence in consumer financial markets by maintaining 
the CFPB's transparency, accountability, and meaningful channels for feedback. 
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Outcome 4.1 
Attract, engage, and deploy a diverse workforce that meets dynamic challenges 
and provides effective oversight of the consumer financial marketplace. 

Outcome leader: Associate Director, Operations 

Background 
The CFPB continues to pursue a strategic imperative to recruit and hire highly qualified individuals, 
focusing on filling vacancies at its headquarters in Washington, DC, and in its examiner workforce 
distributed across the country. To do so, the CFPB continues to identify and adopt best practices from 

the private and public sectors to hire, train, and develop a diverse workforce with the knowledge, 
skills and abilities required to effectively achieve the Bureau's mission. 

The Bureau is placing an increased emphasis on the development and retention of those highly 

qualified individuals now on staff. This expanded focus will allow improvement efforts targeting the 
employee experience, development, retention, and engagement. 

Strategies and investments 
The following strategies and investments have been put in place to help the CFPB achieve 

outcome 4.1. 

Strategies 

• Recruit and retain a high-quality, diverse staff through effective workforce planning 
and talent acquisition methods, strong engagement, and a comprehensive diversity and 
inclusion program. 

• Offer effective workforce learning, development and performance management programs 
in support of a high-performing workforce. 

• Continue to sustain and improve human capital infrastructure by creating and applying 
human capital policies, improving human capital information systems, effectively 
allocating and prioritizing resources, and using mutual accountabilities to achieve desired 

human capital outcomes. 

• Focus on culture to build a work environment where the Bureau is more deliberate 
about how staff invests time and works together, engaging and enabling the workforce to 
continue doing their best work for sustainable, long-term impact. 
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Investments 

PERSONNEL 

Continue to build capacity across the Bureau by hiring high-performing, diverse employees. 

HUMAN CAPITAL SHARED-SERVICES, INFRASTRUCTURE, AND OPERATIONS 

Continue to provide a variety of services, including pay and leave administration support, 
employee benefits administration and support, and human capital helpdesk and reporting 

support for timekeeping, personnel documentation, and performance management systems. 

LEARNING, LEADERSHIP, AND ORGANIZATION DEVELOPMENT FACILITATION AND 
DESIGN 

Support the development of high-quality learning solutions including core competency training, 
new supervisor training, leadership training, diversity and inclusion training, and manager skill­

building through coaching and organization development services. Support the improvement 
of organizational and group effectiveness through organizational interventions, workforce 
planning, and group or team action planning support. 

OUTREACH, CANDIDATE RECRUITING, AND CANDIDATE SELECTION SUPPORT 

Invest in candidate outreach, sourcing, recruiting, and selection support services to reach, 

attract, and hire high-performing, diverse staff, using both traditional and digital outreach 
strategies. Maintain strategic focus on developing diverse pipelines of talent and utilizing 
tailored candidate assessment methods to enhance quality of hire. Build and maintain strategic 

partnerships with colleges, universities, professional organizations, and affinity groups that 
serve diverse populations. 

DIVERSITY, INCLUSION, AND EQUAL OPPORTUNITY INITIATIVES 

Strengthen senior leadership engagement in personnel and organizational matters 
by establishing an internal executive governance group to oversee the development, 
implementation, and communication of critical workforce and culture-related initiatives across 
the Bureau. Through this group, raise awareness of systemic opportunities to enhance Bureau 

culture, foster greater cross-divisional collaboration, and set Bureau-wide metrics for employee 
engagement. 
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Performance goals 
The CFPB will assess the progress on achieving outcome 4.1 through the following two 
performance goals: 

Performance goal 4 .1.1: Recruit and retain high-performing, diverse 
employees with the right skills and abilities to meet mission driven goals 
and objectives. 

A wide array of skills and abilities that represent diversity in organizational makeup is required 
for success in achieving the Bureau's mission. The CFPB assesses progress and performance on 
this goal by measuring employee perceptions of 1) the technical competence of the workforce 

and 2) diversity and inclusion. Strategies to improve in these areas target organizational 
effectiveness, workforce planning, and diversity and inclusion interventions at the office, 
division, and organizational levels. 

PERFORMANCE MEASURES23 

TABLE 41: Annual Employee Survey (AES) rating on perceptions of technica l competence of the 
CFPB staff(% favorable) 24 

FY 2012 FY 2013 FY 2014 FY 2015 FY 2016 FY 2017 

Target NA 68.5% 68.5% 63% 64% 68.5% 

Actual 65% 66.7% 62.3% 67.4% NA NA 

23 In the FY 2014 annual performance plan and report, the performance measure for perceptions of workplace 
diversity and inclusiveness of the CFPB staff(% favorable), a two-item metric, was replaced by the "Inclusion Quo­
tient." OPM has defined the Inclusion Quotient as comprised of five habits (Fair, Open, Cooperative, Supportive and 
Empowering) that together help to enable a diverse, inclusive workplace. The CFPB now uses this metric in lieu of 
the more limited two-item metric. 

24 The technical competence composite is comprised of ratings on three items from the AES, including "the work­
force has the job-relevant knowledge and skills necessary to accomplish organizational goals." 
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TABLE 42: Inclusion Quotient: Annual Employee Survey rating on perception o f inclusion and 
d iversity(% favorable) 

FY 2012 FY 2013 FY 2014 FY 2015 FY 2016 FY 2017 

Targets NA NA NA 63.5% 65% 67% 

Actuals NA 65.3% 61.6% 65.8% NA NA 

PROGRESS UPDATE AND FUTURE ACTION 

In FY 2015, the Office of Minority and Women Inclusion (OMWI) conducted activities to 
enhance diversity and inclusion at the Bureau including: 

• Developing the Mentoring Bank Program pilot to facilitate professional development for 
staff; 

• Continuing mandatory diversity and inclusion training for staff, managers, and senior 
leaders; and 

• Providing technical assistance to leaders on setting diversity and inclusions goals in their 
divisional strategic plans. 

These efforts helped support diversity and inclusion at the Bureau in FY 2015. The Inclusion 
Quotient, which rates employees' perceptions of inclusion and diversity, increased by 4.2% from 

last year and exceeded the FY 2015 target by 2.3%. In FY 2016, OMWI will continue to build on 
these programs to support diversity and inclusion. 

In FY 2015, the Bureau recruited and hired approximately 225 new employees. The Offices 
of Human Capital (OHC), OMWI, and Civil Rights (OCR) collaborated to develop targeted 

recruiting strategies and to enhance workplace diversity. Strategies applied in FY 2015 included: 

• Partnering with affiliate organizations to reach qualified diverse professionals. 

• Recruiting at 26 minority-focused career events. 

• Using the Partnership for Public Service's "Student Ambassador Program," and programs 

such as The Washington Center to staff academic year internships to reinforce the Bureau's 
diverse talent pipeline. 

These efforts enabled the CFPB to build a stronger student hiring pipeline to employment with 

the Bureau. 

The Bureau continued to apply enhanced candidate assessment tools to support hiring at all 
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levels of the organization. OHC, OMWI, and OCR provided structured interview training to 
hiring managers and those involved in hiring interviews across the Bureau to facilitate hiring 

decisions that are made on job-related factors. In FY 2015, 50 interviewers were trained in 
conducting structured interviews to add to the capacity of the 200 interviewers trained in 2014, 

and trainings will continue in an on-demand approach going forward. 

In addition to maintaining a strong focus on recruiting and hiring high-performing diverse 

employees, the Bureau also placed a special emphasis in FY 2015 on expanding tools, resources, 
and opportunities to help existing staff accelerate their career development. Examples include: 
creating a Career Path Guide that profiles the roles available within the Bureau and the skills 

required to be successful in those roles; launching a Career Planning Framework that provides 
tools and resources for individual development planning; and a Centralized Detail Posting 
Process that advertises internal detail opportunities to Bureau employees. 

Finally, the Bureau launched a new Leadership Competency Model that defines expectations 
and requirements for leaders at all levels of the organization. The competency model is currently 
utilized for selection and learning and development of Bureau leaders. A new competency model 

for non-supervisory staff will be launched in FY 2016. 

Performance goal 4.1.2: Increase the level of employee engagement. 

Engagement has been described as a state of passion and commitment to the organization's goals 
on the part of each employee, which leads to their willingness to invest discretionary effort to 
ensure success. In the case of the CFPB, maintaining the initial motivation and excitement of the 

new workforce is critical to our future success. Individual employees' perception of the level of 
employee engagement is one way to measure the Bureau's success in engaging its employees. 

PERFORMANCE MEASURE 

TABLE 43: Annual Employee Survey engagement composite rating(% favorable)25 

FY 2012 FY 2013 FY 2014 FY 2015 FY 2016 FY 2017 

Target NA 76.5% 76.5% 72% 73% 75% 

Actual NA 73% 70.5% 74.1% NA NA 

25 The employee engagement composite is comprised of ratings on nine items from the AES survey, such as "my 
work gives me a feeling of personal accomplishment" and "the work I do is important." 
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PROGRESS UPDATE AND FUTURE ACTION 

As the Bureau matures as an organization, senior leadership is choosing to focus on building 
a work environment where we are more deliberate about how we invest our time and work 

together in order to do our best work for sustainable, long-term impact. This group oversees 
the development, implementation, and communication of a number of culture initiatives and 
management excellence practices. The following initiatives are currently underway: norms 

implementation, measurement and evaluation of norms implementation, employee outreach and 
involvement, and integrated planning of people-related programs. 

The Bureau puts a special emphasis on activities surrounding the Annual Employee Survey. 

This includes encouraging broad participation, providing robust analysis of results at the 
division level in a structured and consistent manner, further improving on successes started or 
achieved as a result of previous year action planning efforts, and working directly with leaders of 

all divisions to initiate action planning based on most recent findings. The CFPB will continue 
to work in a sustainable, focused fashion to develop and reinforce action and communication 

across the organization. 
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Outcome 4.2 
Enable the innovative use of technology for the benefit of efficient internal 
processes and effective public engagement. 

Outcome leader: Associate Director, Operations 

Background 
The CFPB is committed to staying on the leading edge of technology and leveraging its 
technological resources to provide significant business value with lower costs. From developing 
online products that help inform consumers to making critical data available internally and to 

the public, technology is and will continue to be core to the CFPB accomplishing its mission. 

Strategies and investments 
The following strategies and investments have been put in place to help the CFPB achieve 

outcome 4.2. 

Strategies 

• Establish a secure, responsive and cost-effective technology infrastructure to enable a 21st 

century agency. 

• Continue to build, develop and improve next-generation online tools that help consumers 
get answers to questions, make financial decisions, and confront difficult financial 

circumstances. 

• Maintain a robust platform for the public to visualize and make use of data maintained by 
the Bureau, such as consumer complaint data. 

• Create a suite of enterprise-wide technology capabilities that maximizes the efficiencies of 

resources and minimizes costs. 

Investments 

PERSONNEL 

Hire additional staff to enable the organization's continued support of Bureau activities 

including managing, operating, and safeguarding the IT systems that host and store the CFPB's 
data; designing and developing tools to facilitate data-driven analysis and consumer education; 
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and implementing a 21st century cloud-based infrastructure that serves as the foundation for 
innovative technology. 

TECHNOLOGY INFRASTRUCTURE 

Manage and continue to build out CFPB's technology infrastructure, ensuring that it is flexible, 

scalable, and capable of sustaining the Bureau's present needs and future growth. 

TECHNOLOGY INFRASTRUCTURE-SHARED SERVICES 

In FY 2015, the CFPB continued towards independence from DO Treasury services, with 

a majority of services transitioned in FY 2015. The FY 2016 and FY 2017 budgets reflect a 
modicum of investment in this area to ensure the transition to independence from DO Treasury 
services is completed as orderly and efficiently as possible. 

CYBERSECURITY 

Continue to enhance a robust cybersecurity program that secures and safeguards 
communications, data, and IT resources through a combination of comprehensive policies, 

continuous monitoring, and leading technologies. 

IT PORTFOLIO MANAGEMENT 

Enhance the successful deployment of projects through the continued use of disciplined 
methodologies including project management and agile development and facilitate the 
development of the long-term technology strategy that guides future mission capabilities. 

DATA INFRASTRUCTURE AND ANALYSIS 

Continue to build and develop a data-driven strategy that is deployed on a technology 
architecture with scalable capabilities that will allow the Bureau to use and manage data in 

order to conduct predictive analytics and aid in decision making. 

DESIGN AND SOFTWARE DEVELOPMENT SUPPORT 

Continue to strengthen the Bureau's capacity to design, develop, implement, and maintain 
new tools with enhanced capabilities, features, and functionalities for a variety of business 
applications that support the Bureau's mission. 

E-DISCOVERY SERVICES IMPLEMENTATION 

Create a shared service center to support the legal needs and obligations of the Bureau. This 
includes Congressional requests, Enforcement and Fair Lending investigations and actions, 
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FOIA requests, internal investigations and litigation, managing regulatory comments, 
Supervision requests for information, and market studies with unstructured documents. This 
investment also includes the necessary technology and resources needed to collect internal 
documents as well as store and process large amounts of documents to be reviewed in order 
to discover specific and responsive documents relevant to an external investigation, internal 
investigation, or third-party request. 

CUSTOMER RELATIONSHIP MANAGEMENT SYSTEM 

Develop customer relationship management tools that will enable the Bureau to better 
coordinate internal and external interactions and workflows. The CRM System will enable staff 
to share contacts and coordinate interactions to bolster communications with stakeholders. 
This investment will also support the management and measurement of engagement and 
outreach efforts. 

EXTRA NET 

Develop infrastructure to streamline the data intake process with external entities. This 
investment will also support maintaining strong data security that will be able to scale with 
the Bureau's evolving data-intake needs, especially in collecting materials from supervised 
institutions, file sharing with partner agencies, managing public comments for proposed 
rulemaking, and developing consumer education and empowerment tools. 

DOCUMENT MANAGEMENT SYSTEM 

Develop a streamlined enterprise file system to better manage, synchronize, and share 
documents within the Bureau. This investment will support improved coordination between 
stakeholders, as well as systematic improvements in version control, document storage, 
collaboration, user permissions, reductions in human error, and document templates. Examples 
of expected improved processes include streamlining documentation requirements for the rule­
writing process, tracking official documentation for enforcement matters, and centralizing and 
responding to oversight requests and engagements. 
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Performance goals 
The CFPB will assess the progress on achieving outcome 4.2 through the following two 
performance goals: 

Performance goal 4.2.1: Re lease new datasets to the public, where legally 
permissible and appropriate, to allow for innovative uses of the data by 
individuals, non-profit entities, and businesses for the benefit of consumers. 

The public uses data released by the government to build tools and provide resources to 

consumers to help them make the best financial decisions. The CFPB wants to support a culture 
of information and transparency by releasing useful data to the public when doing so is legally 
permissible and appropriate. 

PERFORMANCE MEASURE 

TABLE 44: Provis ion of data to the public in lega lly permissible and appropriate instances26 

FY 2012 FY 2013 FY 2014 FY 2015 FY 2016 FY 2017 

Target NA 5 7 7 9 9 

Actual 3 4 7 8 NA NA 

PROGRESS UPDATE AND FUTURE ACTION 

In FY 2013, the CFPB released four datasets including the Consumer Complaint Database, the 
Credit Card Agreement Database, the College Credit Card agreements, and the Survey of Credit 
Card Pricing Plans. Additionally, in September 2013, the CFPB provided access to the HMDA 
data via its website. 

In FY 2014, the CFPB launched its public data platform for HMDA data and updated the 
information with 2013 mortgage originations. This information will be available for use by 
industry advocates and consumers to intuitively search and work with the data and conduct 

analysis. The CFPB also released eRegs, a searchable tool for federal financial regulations. eRegs 
currently covers two major regulations for the financial industry, Reg Zand Reg E, and the 
Bureau is looking at potential opportunities for expansion. Also in FY 2014, the CFPB built out 

its Paying for College web site, with cost information on over 2,000 educational institutions. 

26 Datasets are reported on a cumulative basis. 
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In FY 2015, the Bureau launched the Owning a Home tool. This tool includes Rate Checker-a 
data-driven tool that helps consumers benchmark against current mortgage rates and terms in 

the market. Also, in 2015, the Bureau expanded the Consumer Complaint Database. The latest 
release now includes consumer complaint narratives for which the consumer has consented 
to have his or her narrative published once it has been scrubbed of personal information. The 
release also includes the company's public response. 

Performance Goal 4.2.2: Improve the efficiency of internal processes and 
procedures. 

Technology can help us improve the efficiency of the CFPB so that the Bureau serves more 

consumers in a better way. 

PERFORMANCE MEASURE 

TABLE 45: Efficiency of internal processes and procedures 

FY 
2012 

FY 
2013 

FY 
2014 

FY 
2015 

Target 

NA 

Deploy a business intel ligence tool; 
Deploy a business process automation 
platform and develop app lications 
leveraging it 

Continue to build out core 
infrastructure services 

Operate and maintain core 
infrastructure services; Deploy 
mission capabilities to support 
Supervision and Enforcement 
activities 

Actual 

Launched AskCFPB; Launched an 
upgrade of the Intranet including an 
upgraded wiki, personnel directory, 
and interna l news feed; Deployed a 
performance management system 

Development of Business Intelligence 
Tool; Debt Co llection Product Launch; 
Paying for Col lege; Infrastructure 
Independence Phase I 

Established a change management 
process governed by a Change Control 
Board; Re-engineered AWS environment 
and continued to mature digita l platforms 
and infrastructure; Made key steps 
in becoming independent from the 
Department of the Treasury 

Ach ieved fu ll DO independence and 
established CFPB-managed technology 
infrastructure 
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FY 
2016 

FY 
2017 

Target 

Stabilize and further build out core 
infrastructure services; streamline, 
monitor, and report on processes to 
deliver key technology services across the 
Bureau 

Continue to stabi lize, build out, and 
maintain core infrastructure services; 
streamline, monitor, and report on 
processes to deliver key technology 
services across the Bureau. Begin 
ro ll ing out next-generation devices for 
CFPB staff 

PROGRESS UPDATE AND FUTURE ACTION 

Actual 

NA 

NA 

In FY 2013, the Bureau developed a business intelligence tool that provides a user-friendly 
platform for exploring and analyzing data. This platform was implemented in the first quarter of 

FY 2014. During FY 2013, the Bureau initiated an effort to prioritize and manage the Bureau's 
information technology needs resulting in more streamlined and disciplined processes. The 

results of the prioritization efforts allowed for the successful deployment of over 50% of 
technology projects, including the Debt Collection and Paying for College product launches. 

In FY 2014 , the Bureau continued the work to build out the core infrastructure capabilities 
and create a long term technology strategy that guides future mission capabilities. The Bureau 
developed a five-year long-term plan to build out infrastructure capabilities and improve 
technology service levels across IT support services. The Bureau also migrated its cf.gov 

platform to a more secure, scalable environment and made significant progress re-engineering 
the AWS environment to prepare for future digital activities. The Bureau also made key steps 
in becoming independent from the Department of the Treasury by migrating email, Blackberry, 

service desk ticketing, and the active directory to CFPB-ownership and began migration to a 
CFPB-owned laptop image. 

In FY 2015, the Bureau continued to monitor progress against its long-term plan and continued 
to focus on core infrastructure activities. The Bureau also completed DO independence and now 
manages its own technology infrastructure. The Bureau also deployed technologies associated 
with infrastructure independence, such as communications technologies. 

In FY 2016, the Bureau will continue to execute against its long-term technology plan. It will 
focus on upgrading and improving the CFPB-managed technology infrastructure. It will also 
deploy enterprise tools to support Bureau-wide business needs. 
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Outcome 4.3 
Enable the operation of a high-performing organization by ensuring 
effective and efficient management, protection of the CFPB resources, 
rigorous internal controls, andfull compliance with the law. 

Outcome leader: Associate Director, Operations 

Background 
The CFPB has the obligation to act as a good steward of public funds. The CFPB will monitor its 
operations and conduct periodic evaluations to ensure it maintains good :financial practices and 

robust internal controls. 

Strategies and investments 
The following strategies and investments have been put in place to help the CFPB achieve 

outcome 4.3. 

Strategies 

• Use data to supervise and coordinate all financial operations of the Bureau consistent with 

the requirements of laws and regulations. 

• Develop a team of high-performing professionals with expertise in budget, :financial 

management, procurement, internal controls, and travel operations. 

• Develop and maintain integrated accounting and financial management, and travel 
systems in order to support the effective execution of resources. 

Investments 

PERSONNEL 

Maintain staff to ensure resources continue to be used efficiently and effectively, and 

transparency and accountability are upheld. 

AUDITS OF THE BUREAU 

Continue to work with the Office of Inspector General (OIG) of the Board of Governors of the 
Federal Reserve System and the Bureau of Consumer Financial Protection, the Government 
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Accountability Office (GAO), and an independent contractor for external auditing and oversight 
of the Bureau's operations and budget. 

FINANCIAL MANAGEMENT SUPPORT SERVICES 

Continue to provide financial management services in the areas of budget execution, purchasing, 

accounts payable, accounts receivable, and general ledger and fixed assets. 

PROCUREMENT SERVICES & SUPPORT 

Ensure proper adherence to all relevant federal acquisitions regulations and guidelines while 
continuing to develop a flexible, efficient, and responsive procurement environment. 

INTERNAL CONTROLS 

Continue to invest in resources that maintain effective internal controls, and follow appropriate 

models for internal controls, such as the Federal Managers' Financial Integrity Act of 1982 
(FMFIA), and the objectives on financial reporting as established under Dodd-Frank and best 

practices derived from OMB Circular A-123. 

Performance goals 
The CFPB will assess the progress on achieving outcome 4.3 through the following three 
performance goals: 

Performance goal 4.3.1: Obtain an unmodified "clean" audit opinion on 
t he CFPB's financia l statements.27 

An unmodified opinion from GAO of the CFPB's internal operations confirms that the Bureau 
maintains sound financial practices and robust internal controls. 

27 The American Institute of Certified Public Accountant's Auditing Standards Board updated sections of the 
Statements of Auditing Standards with respect to the definition of the types of audit reports issued. Based on these 
changes, reports on audited financial statements will use the term 'unmodified opinion' instead of 'unqualified opin­
ion' beginning in fiscal year 2013. 
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PERFORMANCE MEASURE 

TABLE 46: Unmodified "c lean" aud it op inion on financia l statements 

FY 2012 FY 2013 FY 2014 FY 2015 FY 2016 FY 2017 

Unmodified Unmodified Unmodified Unmodified Unmodified 
Target NA audit audit audit audit audit 

opinion opinion opinion opinion op1n1on 

Unqual ified Unmodified Unmodified Unmodified 
Actual audit audit audit audit NA NA 

opinion opinion opinion opinion 

PROGRESS UPDATE AND FUTURE ACTION 

The CFPB received an unmodified opinion from the GAO on its FY 2015 financial statements. 

GAO also previously provided unmodified opinions on the Bureau's FY 2014, 2013, 2012 and 

2011 financial statements. In FY 2014, GAO identified one material weakness in CFPB's internal 

control over financial reporting related to the accrual process and in FY 2015, CFPB remediated 

this finding. In FY 2015, GAO identified one significant deficiency regarding the recordation of 

property and equipment and cited no instances of non-compliance with laws and regulations. 

The CFPB will continue to take appropriate steps to implement a timely corrective action. 

Performance goal 4.3.2: Award 90% of contracts competitively. 

Competing procurement actions allow for competitive market pricing, stronger proposal 

submissions, and a distributed vendor base in support of the Bureau. Public value is also derived 

when money is spent effectively. 

PERFORMANCE MEASURES 

TABLE 47: Percentage of contracts competitively awarded overal l 

FY 2012 FY 2013 FY 2014 FY 2015 FY 2016 FY 2017 

Target NA 90% 90% 90% 90% 90% 

Actual 93% 83% 86% 94% NA NA 
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TABLE 48: Percentage of professional, administrative, and management services contracts 
competitive ly awarded 

FY 2012 FY 2013 FY 2014 FY 2015 FY 2016 FY 2017 

Target NA NA NA 90% 90% 90% 

Actual NA NA 92% 83% NA NA 

TABLE 49: Percentage of automatic data processing and telecommunication services contracts 
competitive ly awarded 

FY 2012 FY 2013 FY 2014 FY 2015 FY 2016 FY 2017 

Target NA NA NA 90% 90% 90% 

Actual NA NA 76% 91% NA NA 

PROGRESS UPDATE AND FUTURE ACTION 

The CFPB is currently tracking competition and reporting data measurements within the agency 
on a quarterly basis. 

At 90%, the CFPB's competition goals for FY 2013 through FY 2017 are ambitious but realistic 
and designed to position the Bureau as a leader-by-example in stewarding public money. The 
CFPB does not aim for 100% competition, as the Bureau has a range of routine exempt needs 

including expert witness services, conferences, and subscriptions. In addition to the principle of 
competition, the Office of Procurement partners with the OMWI to develop tools and resources 
for increasing opportunities to minority-owned and women-owned businesses. 

In FY 2015, out of approximately $242 million that CFPB awarded in contracts, $226 million, or 

94%, were awarded on a competitive basis. 

Of CFPB's contracting dollars spent for FY 2015, CFPB's Office of Procurement oversaw the 
expenditure of 25% of the contracting dollars, the General Services Administration (GSA) 

oversaw the expenditure of 44% of the contracting dollars, and the Bureau of the Fiscal Service 
(BFS), under CFPB's direction, oversaw the expenditure of 31% of the contracting dollars. The 

Office of Procurement met the target of 90% competitive awards for the contracting funds it 
awarded. GSA, which is overseeing the construction of the renovated building at 1700 G Street, 

competitively awarded nearly all of its contracting dollars in FY 2015. BFS supports the Office of 
Procurement under a yearly inter-agency agreement as part of a shared-service package which 
also includes human resources, finance, and travel support services. Of the dollars awarded on 

CFPB STRATEGIC PLAN, BUDGET, AND PERFORMANCE PLAN AND REPORT 93 



CFPB's behalf by BFS, 89% were awarded competitively. 

The top two service categories for FY 2015, exclusive of construction, were Professional, 
Administrative, and Management support and Automatic Data Processing and 

Telecommunication support. Of the dollars awarded in FY 2015 for professional, administrative 

and management support service contracts, 83% were awarded on a competitive basis. 91% 

of the dollars awarded for automatic data processing and telecommunication support service 

contracts were competitive. 

The CFPB will continue working strenuously inside the agency, as well as with the BFS partners, 

to bring the percentage of competitive awards in line with the Bureau's 90% goal for FY 2016 

through FY 2017. 

Performance goal 4.3.3: Distribute funds collected through enforcement 
actions to identified victims within 24 months. 

This goal tracks the disbursement of Bureau-administered redress funds and CPF payments 
to eligible identified victims within 24 months of identifying victims. The Dodd-Frank Act 
authorizes the CFPB to enforce Federal consumer financial laws. Under this authority, the CFPB 

brings cases which may result in redress to harmed consumers. In some cases, the Bureau will 
be responsible for obtaining redress funds from the defendant and distributing those funds 
to the harmed consumers. In addition, the Dodd-Frank Act gives the Bureau the authority to 

obtain civil money penalties in enforcement actions and to deposit those penalties in the CPF. 
It may then use amounts in the CPF for payments to the victims of activities for which civil 
penalties have been imposed. 

PERFORMANCE MEASURE 

TABLE SO: Percentage of funds collected t hrough the enforcement of Federal consumer f inancial 
laws that is distributed to identified victims within 24 months 

FY 2012 

Target NA 

Actual NA* 

FY 2013 

Baseline 

Baseline under 
development 

FY 2014 

100% 

100% 

* The Bureau d id not collect redress funds on behalf of victims in FY 2012. 

FY 2015 

100% 

100% 
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FY 2016 FY 2017 

100% 100% 

NA NA 



PROGRESS UPDATE AND FUTURE ACTION 

In FY 2014, the Bureau distributed CPF and Bureau-administered redress payments to all 

eligible identified victims within 24 months of identifying the victims. In FY 2014, the Bureau 
made payments totaling $10.2 million to consumers in three cases involving CPF and Bureau­
administered redress funds. In FY 2015, the Bureau made payments totaling $22-4 million to 
consumers in three cases involving CPF and Bureau-administered redress funds. 

Outcome 4.4 
Increase public confidence in consumer financial markets by maintaining the 
CFPB's transparency, accountability, and meaningful channels for feedback 

Outcome leader: Associate Director, External Affairs 

Background 
Since transparency is at the core of how the CFPB operates, the CFPB will provide clear 

information both on the use of resources and on its performance. To that end, the CFPB 
will communicate substantively and frequently across a wide and diverse range of external 
stakeholders, including industry and consumer groups. The CFPB aims to actively engage all 

stakeholders that could potentially be affected by the Bureau's work, with the understanding that 
there is much insight to be gained from varied stakeholders representing distinct points of view. 

Strategies and investments 
The following strategies and investments have been put in place to help the CFPB achieve 

outcome 4.4. 

Strategies 

• Gather input from stakeholders on the CFPB's policies and operations to ensure the Bureau 
is effectively communicating its activities, meeting transparency goals, and actively 

soliciting feedback. 

• Enhance program efficiency through regular analysis of operations data. 

• Maintain and enhance a highly effective and usable online presence that supports multiple 
digital services. 
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Investments 

EXTERNAL STAKEHOLDER ENGAGEMENT 

Continue to increase capacity to allow the Bureau to solicit a broad range of perspectives from a 
wide variety of stakeholders, to further amplify the Bureau's work externally including through 
live-streaming events and providing video links to past events on the Bureau's website, and to 

coordinate, support, and inform the work of the Bureau. 

Performance goal 
The CFPB will assess the progress on achieving outcome 4-4 through the following performance goal: 

Performance goal 4.4.1: Engage the public by hosting public field 
hearings, town hall meetings, Consumer Advisory Board meetings, and 
other events on consumer finance issues. 

The CFPB aims to engage with the public on consumer finance issues (a) to ensure that 
consumers and interested parties have visibility into the Bureau's work and have meaningful 

opportunities for public input and (b) to ensure that the Bureau's work is informed by regular 
input from varied perspectives representing distinct points of view. 

PERFORMANCE MEASURE 

TABLE 51: Number of pub lic field hearings, town hall meetings, Consumer Advisory Board 
meetings, and other public events hosted annually 

FY 2012 FY 2013 FY 2014 FY 2015 FY 2016 FY 2017 

Target NA 8 9 13 13 13 

Actual 8 11 13 15 NA NA 

PROGRESS UPDATE AND FUTURE ACTION 

The Bureau hosted 15 public events in FY 2015, focused on key issues affecting consumer 
financial markets such as student loans, debt collection, mortgages, arbitration, and payday 
lending. These included two meetings of its Consumer Advisory Board (CAB), three meetings of 

its Community Bank Advisory Council, and two meetings of its Credit Union Advisory Council: 

I. Washington DC Credit Union Advisory Council meeting in October 2014 

2. Washington DC public forum on checking accounts in October 2014 
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3. Washington DC Community Bank Advisory Council meeting in October 2014 

4. Long Beach, California public event on debt collection in October 2014 with FTC 

5. Wilmington, Delaware field hearing on prepaid cards in November 2014 

6. Oklahoma City field hearing on medical debt in December 2014 

7. Washington DC Consumer Advisory Board meeting in February 2015 

8. Newark, New Jersey field hearing on arbitration in March 2015 

9. Washington DC Credit Union Advisory Council meeting in March 2015 

10. Richmond, Virginia field hearing on payday lending in March 2015 

11. Washington DC Community Bank Advisory Council meeting in April 2015 

12. Milwaukee, Wisconsin field hearing on student loans in May 2015 

13. Omaha, Nebraska Consumer Advisory Board meeting in June 2015 

14. Washington DC public event on mortgages (Know Before You Owe) in August 2015 

15. Washington DC Community Bank Advisory Council meeting in September 2015 

The Bureau also participated in dozens of public events hosted by others in FY 2015, including 
testifying before Congress on four occasions to discuss policy, operations, and budget matters. 

As of the end of FY 2015, the Bureau had testified before Congress 56 times since the Bureau's 
inception. 

In FY 2016 and beyond, the Bureau will continue to host events on issues having an impact on 

financial consumers. The Bureau will also continue to testify on important issues at the request 
of Congress. 
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Appendix 

Append ix A : Program evaluation, data 
validation, and management challenges 

Program Evaluations and Research 
The CFPB has launched program evaluation efforts across its four Strategic Goals to ensure 
continuous identification of opportunities for enhancement and increased effectiveness of its 

supervision and enforcement programs, research and regulations efforts, consumer education 
and engagement initiatives, as well as internal operations in the areas of procurement, talent 
management, technology and innovation, and others. The Bureau utilizes internal and external 

resources and a variety of processes to conduct regular evaluations and introduce course 
corrections as necessary. 

The following highlights key evaluation efforts undertaken by the CFPB across the four Strategic 

Goals in FY 2015, identifies areas for planned assessments and research in FY 2016-2017, and 
summarizes review, audit and program performance management processes implemented by 
the Bureau for cross-goal assessments. 
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Goal 1 
In support of Outcome 1.1, the Bureau's Research, Markets, and Regulations Division (RMR) 
executed actions that served as evaluative efforts to improve Bureau rulewriting deliverables, 
associated analyses, and procedures. These included: 

• Continued disclosure testing for major rulemakings, which informed the draft and final 
regulations; and 

• Reviewing and renewing the Bureau's Paperwork Reduction Act (PRA) burden estimates 
for inherited regulations, identifying areas for improvements. 

In support of Outcomes 1.2 and i.3, during FY 2015, the Bureau's Supervision, Enforcement, and 
Fair Lending Division (SEFL) executed a comprehensive program evaluation effort involving a 
third-party consultant to study the current planning measures, techniques, and administrative 
duties leading up to the commencement of enforcement work. The project also included analysis 

and evaluation of how final work products are created, edited, and cleared within Enforcement 
as well as by other stakeholders across the Bureau. The primary goal of this study was to find 
and eventually implement potential efficiencies in Enforcement's administrative, planning, and 

review processes. 

This project built on the successes of an FY 2014 evaluation and performance improvement 
effort surrounding the Bureau's exam report writing and review process. SEFL continues to 

monitor, review, and improve policies and procedures around this process on an ongoing basis. 

Goal 2 
In FY 2015, the Bureau's Consumer Education and Engagement Division (CEE) began assessing 

its consumer outreach initiatives in both its Consumer Engagement Office and the Office for 
Older Americans to advance Outcome 2 .2. In both efforts, the Offices use website analytics and 
academic research to evaluate the impact of initiatives on consumers. In particular: 

• Consumer Engagement began to measure the impact that its Paying for College web 
tool has on viewers. This effort involves tracking consumer use of the tool through 
website analytics and determining the impact that various levels of engagement have on 

consumers. The result of the evaluation is an assumed base savings to consumers driven by 
website engagement and student loan and banking metrics. Based on analysis of web traffic 
and potential cost savings from avoiding costly default, the team found that the tool had its 

highest impact in Repay Student Debt. The team also used the analysis to explore potential 
updates for the Student Loans and Student Banking guides, as well as ways to improve 
the process in the future, particularly around benchmarking performance for updates or 

creation of new tools. 
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• The Office for Older Americans uses a similar approach to assess the impact that its 
Money Smart for Older Adults guide-in both paper and digital formats-has on its users. 
Incorporated in this analysis is the Office's outreach through training sessions and any 

subsequent paper orders of the materials. The result is an assumed base savings to older 
adults driven by engagement both digitally and in paper form with the product and metrics 
associated with preventing scams and fraud targeting older adults. The team has been 

able to target low-cost and high-impact strategies for promoting the materials that it can 
leverage in the future. For example, specific events highlighting the guides in FY 2014 led 
to improvements in the estimated return on investment from 2:1 to 10:1. 

In FY 2016 and onward, CEE plans to employ similar methodologies to help track the outcomes 
of additional initiatives, including a consumer education campaign facilitating parents' 
discussions with children about money, the Ask CFPB database of frequently asked consumer 

financial questions, and the Your Money Your Goals program. 

Goal 3 
RMR undertook several efforts in FY 2015 to assess the effectiveness of its programs and 
facilitate achievement of Outcomes 3.1 and 3.2. RMR's program evaluation efforts contributed 
to the improvement of internal processes, as well as influenced the impact of external, mission­
driven programs. These efforts included: 

• Continuing the development of the National Mortgage Database and the Consumer Credit 
Panel that will allow the Bureau to monitor markets and conduct research to surface 
financial trends and emergent risks relevant to consumers. 

• Completing procurements to establish capabilities for conducting formal surveys and 
controlled trials in economic laboratory settings and conducting initial experiments that 
will allow the Bureau to improve its knowledge on consumer finance decision-making. 

RMR will continue to maintain its data and research capabilities in support of the Bureau's 

research mission. 

Goal 4 
To support achievement of Outcome 4.1, in FY 2015, the CFPB's Operations Division engaged 
an independent third-party consulting firm to conduct a rigorous evaluation of the Bureau's FY 

2012 and FY 2013 performance management programs. 

The project focused on examining potential root causes for distributional differences in FY 2012 

and FY 2013 in employee performance ratings. The evaluation considered multiple perspectives 
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and inputs including but not limited to: statistical diversity reports, testimony, listening session 
reports, focus groups, and performance management policies. 

Based on the evaluation, findings, and recommendations from the engagement and from a 
joint labor-management working group, the CFPB made several program enhancements on 
performance standards, communication and training, system simplification, and program 
compliance and evaluation. 

The Bureau will continue to make additional improvements to its performance management 
program in FY 2016. 

Cross-goal audits and performance management reviews 
Government Accountability Office (GAO): The GAO conducts studies or investigations 
related to the CFPB's programs every year. In addition, GAO performs an annual audit of the 
CFPB's financial statements and internal controls, as required by the Dodd-Frank Act. 

Office of the Inspector General of the Board of Governors of the Federal Reserve 
System and the Consumer Financial Protection Bureau (OIG): The OIG is an 
independent oversight authority within the Board of Governors of the Federal Reserve System 
that conducts audits, inspections, evaluation, and other reviews of programs and operations 
of the CFPB and investigations into allegations of potential misconduct by staff or contractors. 
The mission of the OIG is to detect fraud, waste and abuse, and to promote integrity, economy, 
efficiency and effectiveness in the CFPB's programs and operations. The OIG's audit reports are 
available on the OIG's website. 

Independent Performance Audit: In accordance with the Dodd-Frank Act, the CFPB 
orders an annual independent audit of the operations and budget of the Bureau. The purpose 
of this audit is to provide objective analyses to improve program performance and operations, 
reduce costs, facilitate decision-making, and contribute to public accountability. The audits for 
prior years are available on the Bureau's website. 

Quarterly Performance Reviews: On a quarterly basis, the CFPB executives, including all 
Goal Leaders, review progress toward achieving the Bureau's strategic goals and outcomes, in 
part using the performance goals and measures outlined in this plan. At these points, course 
corrections are made as needed. 
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Data Validation 
Following the Bureau's Data Accuracy and Reliability policy, the CFPB takes steps continuously 
to ensure that performance information is complete, accurate, and reliable. The following 
captures key efforts by Strategic Goal and specifically focuses on data sources, summarizes 
levels of accuracy and data verification approaches, and identifies data limitations along with 

compensatory counteractions. 

Strategic Goal 1 

OUTCOME 1.1 

• Data sources: To advance Outcome 1.1, the Bureau utilized a range of data sources, 
including the Federal Register, regulations.gov, and the CFPB website (consumerfinance. 
gov/notice-and-comment). Rulemakings are considered finalized when a final rule 

is issued by the Bureau and posted to the Bureau's website (see Procedure Related to 
Rulemaking, Docket No. CFPB-2012-0051). 

• Level of accuracy and data verification: The data sources listed above were reviewed 
to determine all proposed rulemakings covered by the performance metrics. This includes 

all consumer protection related rulemakings conducted solely by the CFPB in which the 
final public comment period closed between January 1, 2014 and December 31, 2014 (and 

thus could have been finalized or otherwise resolved within a 9 month period occurring in 
FY 2015 (from October 1, 2014 through September 30, 2015)) and all significant consumer 
protection-related, notice-and-comment rulemakings informed by public outreach 
processes. 

• Advantages, limitations, and mitigating actions: No limitations and reasonable 
level of accuracy - the Federal Register and Regulations.gov provide an accurate and 
extensive record of all rulemakings promulgated by the Bureau. 

OUTCOMES 1.2 AND 1.3 

• Data sources: The CFPB captures and stores data about its supervision and enforcement 
activities in several systems of record, including LawBase and the Supervision and 
Examination System (SES). Metrics and measures for the performance goals in support of 

Strategic Goal 1 are updated based on data housed in these systems on a quarterly basis, 
followed by focused management reviews to assess progress toward achieving the Bureau's 

Strategic Goals and Outcomes. 

• Level of accuracy and data verification: CFPB provides training to users on proper 
use of the data systems described above to ensure data verification and validation. 

102 CFPB STRATEGIC PLAN, BUDGET, AND PERFORMANCE PLAN AND REPORT 



Effective early FY 2015, the SES Data Access Policy ensures user permissions remain 
in alignment with the SES Data Entry Policy. In addition, SES user permissions were 
thoroughly reviewed and updated. The SES Data Entry Policy was updated near the end of 

FY 2015. Revisions included additional SES fields to ensure data used to track supervisory 
activities are entered into SES on a timely basis. For example, the headquarters Office of 
Supervision Examinations conducts analysis and notifies appropriate parties if there are 

any data validation issues, as outlined for performance goals 1.2-4/1.3-4· Additionally, 
senior management conducts quarterly data quality and validation reviews to further 
assess and re-affirm data accuracy. 

• Advantages, limitations, and mitigating actions: Although the data is frequently 
reviewed for accuracy, as discussed above, the CFPB continues to improve its ability to 
track its supervision and enforcement activities. For example, SES was recently enhanced 

to allow for accurate tracking of supervisory and applicable enforcement actions. These 
modifications have significantly enhanced the CFPB's ability to measure its supervision 
and applicable enforcement activities. Continued improvements to SES and LawBase, as 
needed, will assist in capturing key supervisory and enforcement data. 

Strategic Goal 2 

OUTCOME 2.1 

• Data sources: The Bureau's Office of Consumer Response tracks progress against 
Outcome 2.1 using data from its case management system. 

• Level of accuracy and data verification: The management of the Bureau's Consumer 

Response function conducts regular data reviews and cross-checks accuracy for all key 
performance measures, including Intake Cycle Time, Company Cycle Time, and Consumer 
Cycle Time. The team also tracks the proportion of complaints routed through the 

dedicated company portal and the number of consumer complaints handled by Consumer 
Response. 

• Advantages, limitations, and mitigating actions: No data limitations are known to 

affect this indicator. 

OUTCOME 2.2 

• Data sources: To identify key success factors in financial health, the CFPB has embarked 
on a rigorous, multi-year effort to determine the nature of consumer financial well-
being, and to learn what factors support it. The first stage of research laid the theoretical 
groundwork for later quantitative research: 
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• Reviewed more than 150 articles from a dozen fields;28 

• Conducted one-on-one interviews with adult consumers and financial practitioners­
professionals who provide financial advice, education, services or products to consumers; 

• Transcribed and analyzed 1,600 pages of interview transcripts, from which responses 
were sorted, coded, and then cataloged using qualitative data analysis software. This first 
phase culminated in the public release of a definition of financial well-being grounded in 

the experiences of consumers. 

In FY 2014, the research focused on developing a new, psychometrically sound, reliable 
and valid survey scale to measure financial well-being. The development of such a scale 

was completed in FY 2015 and is anticipated to be released to the public for use by financial 
education researchers and practitioners in FY 2016. 

User activity on consumerfinance.gov is tracked by the Digital Analytics team using 
Google Analytics. For more detail see Outcome 4.2. 

• Level of accuracy and data verification: The first element of the Bureau's strategy 
to obtain quality data and analysis was to procure third-party vendors with specialized 

expertise in all elements of the desired research activities. In addition, a team of subject 
matter experts from Consumer Education and Engagement, the Data Analytics Team, and 
the CFPB's Office of Research review, provide feedback, and ensure the quality of research 

processes and deliverables. 

• Advantages, limitations, and mitigating actions: The Bureau's efforts build on 
rigorous research and quality data. In the next phase, survey scales and hypotheses will 

be validated through consumer testing at scale. Throughout FY 2015, the CFPB tested and 
finalized metrics of financial well-being identified in FY 2 014 and prepared for large scale 
quantitative testing of the hypotheses for success. This quantitative testing effort started at 

the end of FY 2015 and is expected to conclude in FY 2017. 

Strategic Goal 3 

OUTCOME 3.1 

• Data sources: The CFPB Credit Card Database is sourced from Office of the Comptroller 
of the Currency (OCC) and the CFPB's supervisory data collection. The Bureau currently 

uses several resources for monitoring the mortgage markets including primarily, data 
gathered under HMDA and commercially available data regarding originations and 
servicing. The Bureau is preparing to use the National Mortgage Database (NMDB) as a 

28 These include Consumer Finance, Economics, Behavioral Economics, Psychology (cognitive and developmental), 
Health, Education, Philosophy, Conservation, Environmental Science, Sociology, and Marketing. 
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new source for monitoring the mortgage market. 

• Level of accuracy and data verification: For credit card data, the data verification 
and validation process occurs in two main phases. In the first instance, the external 

contractor responsible for collecting and processing the supervisory data on behalf 
of the CFPB puts the data through a systematic validation process to ensure that the 
data is coded correctly and uniformly across issuers. In the second main phase of data 

verification, the CFPB staff reviews the data productions by examining emerging trends 
and analyzes the data for unusual patterns. For data related to mortgages, the data 
sources described above are widely used by government and private-sector analysts in 

understanding the mortgage market. The HMDA data are statutorily required and are 
carefully collected and verified by the agencies collecting the data. 

• Advantages, limitations, and mitigating actions: During the development of 
the NMDB, the Bureau currently relies upon the combination of public and proprietary 

datasets described above to analyze the market. Of these data, the HMDA data provides 
the highest level of coverage at a commonly referenced level of 90% of the market. We 
supplement these data with the commercial and regulatory datasets described above 

which individually have more restricted coverage but include additional variables and are 
reported more frequently and with shorter delays. Once developed, the NMDB will have a 
greater set of reported variables than the currently available data. 

OUTCOME 3.2 

• Data sources: Data source used was the CFPB website for reports dated between October 

1, 2014 and September 30, 2015. Reports are considered finalized when the Bureau issues 
and posts the final report to the Bureau's website. 

• Level of accuracy and data verification: The data source listed above was reviewed 
to account for all major research reports published by the Division of Research, Markets, 

and Regulations in FY 2015. 

• Advantages, limitations, and mitigating actions: The number of reports published 
does not necessarily equate to influence in the field. The Bureau may explore and track 
metrics which may better reflect the influence of our research. Such metrics may include, 

but are not limited to: the number of comments on blog posts announcing the report, 
popular press citations of Bureau reports, or academic citations of Bureau reports. 
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Strategic Goal 4 

OUTCOME 4.1 

• Data sources: Annual Employee Survey (AES) results are captured through an online 
survey administered under an Interagency Agreement (IAA) for reimbursable government 
services offered by the Office of Personnel Management's (OPM) Human Resources 
Solutions group. The IAA provides warranties that services provided for AES meet 
professional and legal standards. OPM's USASurvey branded online survey administration 
tool is used to gather data. This tool is subject to the variety of information security 
guidelines for government information technology projects and systems. To ensure that all 
intended employees are invited to complete the annual employee survey, email addresses 
for the employee population are provided to OPM as the basis for survey invitation. 

• Level of accuracy and data verification: The following steps are taken to verify data 
summaries for item and index level results. 

• OPM provides independent verification and reporting of Bureau-wide AES results prior 
to releasing data to the Bureau. 

• The CFPB's Office of Human Capital (OHC) conducts analysis and generates summary 
reports. 

• Any and all discrepancies between posted and calculated results are subject to 100% 

verification in collaboration with OPM vendor. 

• At a broader level of verification, comparison data from OPM for government-wide 
results is monitored and verified through data cross checking. 

• In the final steps of survey processing, CFPB posts results to external website and sends 
internet link and posted results to OPM to meet regulatory guidance. 

• Advantages, limitations, and mitigating actions: The Bureau continues to monitor 
and evaluate the reliability and validity of these metrics as additional baseline data become 
available. Adjustment to outcomes, components, or targets may be necessary as measures 
are better understood. 

OUTCOME 4.2 

• Data sources: All data reported from the Digital Analytics team comes from Google 
Analytics. Data is collected on an as-needed basis through an API that connects directly 
with Google Servers and stores the data in an Excel template. 

• Level of accuracy and data verification: Data is pulled by a Google Analytics 
Certified analyst who performs thorough quality control checks to ensure all data reported 
is accurate. The data is then sent to a second Google Analytics Certified analyst who does 
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an additional Quality Control check to re-verify that all data reported is accurate. The data 
is checked against the user interface on Google Analytics. 

• Advantages, limitations, and mitigating actions: No data limitations are known to 

affect this indicator. 

OUTCOME 4.3 

• Data sources: For the audit opinion performance goal, the Dodd-Frank Wall Street 
Reform and Consumer Protection Act of 2010 require that GAO conducts an audit of the 
Bureau's annual financial statements. The data for this measure comes from the audit 
report issued by GAO after the close of the fiscal year, which is provided to the CFPB 
directly and published on GAO's website. For the performance goal related to distribution 
of funds, the data is provided on an ongoing basis by the payments administrator assigned 
to each case. 

• Level of accuracy and data verification: For the audit opinion performance goal, 
the data comes from and is verified against the audit report issued by GAO annually. 
GAO performs its review in accordance with Generally Accepted Government Auditing 

Standards. For the distribution of funds performance goal, the CFPB reviews the data 
continuously and reviews up front the timelines by which the victim lists are approved and 
the date distributions commence. 

• Advantages, limitations, and mitigating actions: No data limitations are known to 

affect this indicator. 

OUTCOME 4.4 

• Data sources: The CFPB's External Affairs Division tracks progress toward the outcome 
through the division's Quarterly Performance Reviews. 

• Level of accuracy and data verification: The CFPB's External Affairs Division 
verifies and validates data quarterly by reviewing the CFPB's blog, newsroom, and other 
materials (which are publicly available on the Bureau's website) that announce, report on, 
and otherwise provide information about public events hosted by the CFPB. 

• Advantages, limitations and mitigating actions: No data limitations are known to 
affect this indicator. 
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Management challenges 
As identified by CFPB's OIG, the CFPB faces challenges in the areas of information security, 

workforce management, controls over management operations, and physical infrastructure.29 As 
part of its ongoing, continuous improvement efforts, the CFPB is addressing these challenges. 

1. Ensuring an Effective Information Security Program 

The CFPB's OIG has identified information security as a major management challenge for the CFPB 
due to the advanced, persistent threat to government information technology (IT) infrastructure. 

IMPROVING THE INFORMATION SECURITY PROGRAM 

The CFPB continues to mature and improve its information security program to align with 
new guidance provided by the National Institute of Standards and Technology. Improvements 
include enhancements to automation, centralization, and implementation, including in the area 

of continuous monitoring, to ensure that the requirements of the Federal Information Security 
Management Act of 2002, as amended by the Federal Information Security Modernization Act of 
2014 (FISMA), are met. While improvements have been made, additional work is needed in four 

high-priority security risk areas: continuous monitoring, configuration management, security 
training, and incident response and reporting. 

ENSURING THE SECURITY OF CONTRACTOR-OPERATED INFORMATION SYSTEMS 

The CFPB also faces challenges in ensuring that contractors implement information security 
controls that meet agency requirements. The risks associated with contractor-provided services 

can be heightened in cloud computing-based environments because the agency may have limited 
insight or knowledge of the security processes of contractors. 

TRANSITIONING INFORMATION SECURITY AND IT RESOURCES FROM TREASURY TO THE 
CFPB'S INFRASTRUCTURE 

Although the CFPB has made significant progress, the Bureau still faces challenges in transitioning 

information security and IT resources from Treasury and building its IT infrastructure. 

PROTECTING PERSONALLY IDENTIFIABLE INFORMATION 

While protecting consumers, ensuring regulatory compliance, and monitoring the consumer 
financial marketplace for risks to consumers, the CFPB collects, processes, stores, and shares 

29 Office of Inspector General: Board of Governors of the Federal Reserve System, Consumer Financial Protection 
Bureau, 2015 List of Major Management Challenges for the CFPB, http://oig.federalreserve.gov/reports/cfpb-man­
agement-challenges-sep2015.pdf 
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privacy-related information associated with consumer financial products and services. The 
CFPB may share PU to fulfill its enforcement responsibilities or statutory or regulatory 
requirements. CFPB has signed memorandums of understanding with federal, state, and local 

government entities regarding the potential sharing of data and the treatment of shared data. 

GAO conducted an audit of the CFPB in September 2014 and found that the CFPB lacks written 
procedures and comprehensive documentation for a number of processes and has not yet fully 

implemented a number of privacy control steps and information security practices. 

AGENCY ACTIONS 

The CFPB has taken steps to develop, document, and implement an information security 
program. The Bureau has also made progress in centralizing its information security program 

by building out its Cybersecurity Program Management Office, which engages with oversight 
teams to implement the cybersecurity program at the CFPB. 

The CFPB has also taken steps to promote collaboration among security, IT, and procurement 

staff to ensure that security requirements for third-party contractors are identified and 
accounted for during solicitations. 

The CFPB developed a phased approach to transitioning IT services from Treasury and 

developing its IT infrastructure. The CFPB has already transitioned e-mail, file shares, mobile 
devices, Active Directory, remote access, the wide area network, SharePoint, and laptop images 
to CFPB-managed infrastructure. 

The CFPB hired a Chief Data Officer, who leads a set of teams that work closely with the Chief 
Information Security Officer to ensure that data are protected. One primary focus of the Chief 
Data Officer is to provide centralized data governance and management of CFPB data sets. 

In this role, the Chief Data Officer is also charged with implementing the CFPB's Information 
Governance Policy and addressing many of GAO's findings. Further, the CFPB has a Chief 
Privacy Officer, who is responsible for the agency's privacy compliance and operational activities. 

2. Building and Sustaining a High-Performing and Diverse Workforce 

A key outcome for the CFPB's strategic goal of advancing the agency's performance by 
maximizing its resource productivity and enhancing its impact is attracting, engaging, and 

deploying a high-performing and diverse workforce. The CFPB faces challenges in meeting 
this goal, however, due to competition from other employers for the highly qualified staff that 
the CFPB needs to fulfill its mission. Further, as the Bureau seeks to build and sustain a high­

performing and diverse workforce, it will need to strengthen workforce planning and develop an 
improved performance management system. 
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RECRUITING AND RETAINING A HIGHLY SKILLED, DIVERSE WORKFORCE 

In order to remain competitive, the CFPB must successfully address evolving expectations 
regarding diversity, workplace flexibility, career progression, communication, and continuous 

learning. Another important consideration for the CFPB in recruiting and retaining staff is 
engaging in succession planning. 

The CFPB supports the development of a diverse, highly qualified employee base and recognizes 

that there is an opportunity to increase minority representation, specifically in certain mission­
critical positions. Although the CFPB has taken steps to enhance its diversity and inclusion 
practices, there are opportunities that exist for the CFPB to enhance diversity and inclusion 

efforts, such as implementing a diversity and inclusion strategic plan as well as a formal 
succession planning process. 

DEVELOPING AND IMPLEMENTING A NEW PERFORMANCE MANAGEMENT SYSTEM 

The CFPB faces challenges in developing and implementing a new performance management 

system. The OIG's prior audit work noted that there were statistically significant differences in 
CFPB employees' performance ratings for FY 2012 and FY 2013 based on gender, race/ethnicity, 
and age. The CFPB has taken several actions to address these differences in its performance 

ratings. Specifically, the CFPB commissioned an independent third-party review to analyze 
the potential root causes of the rating disparities and to examine the sufficiency of the CFPB's 
efforts to understand and address these disparities. Also, the CFPB transitioned to a two-level 

performance management system for FY 2014 and FY 2015, and it has been working with the 
National Treasury Employees Union to develop a new performance management system for FY 
2016 and beyond. 

AGENCY ACTIONS 

The CFPB has made a number of improvements to its human capital processes. For example, 

the CFPB developed more robust competency models for all CFPB positions. This effort resulted 
in the development of competency models that help to support a variety of human resource 
practices and functions, such as the succession planning process and performance management 

system. In addition, the CFPB has begun the Workforce of the Future initiative, which is 
intended to ensure that the CFPB has a skilled and productive workforce to fulfill its mission for 
the long term. This initiative includes an articulation of how the CFPB's practices should evolve 

to create the workforce experience that enables people to do their best work for sustainable, 
long-term impact. The CFPB also placed the Office of Minority and Women Inclusion and the 
Office of Civil Rights under a newly formed Office of Equal Opportunity and Fairness within the 

Office of the Director. 

The CFPB has taken several steps to recruit and retain a highly qualified, diverse workforce. For 
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example, the CFPB recruited applicants from a broad range of geographical areas, continued to 
review data to identify underrepresentation, and targeted its recruiting to ensure that the agency 
reaches a diverse pool of talent. To ensure workforce retention, the CFPB has taken a number of 

steps, including using career ladders, providing opportunities for cross-functional work within 
and outside the agency, providing training opportunities, and fostering a mission-focused work 
environment. The CFPB has also conducted listening sessions with its employees to identify and 

respond to perceptions of fairness, equality, diversity, and inclusion. 

The CFPB has made progress in developing a new performance management system. In 
addition to creating new standard operating procedures for performance management program 

evaluation, compliance, training attendance, and training evaluation, it established a joint labor­
management working group with the National Treasury Employees Union to further improve the 

performance management program. 

3. Strengthening Controls Over Management Operations 

The CFPB continues to implement management processes and controls as it seeks to provide 

effective oversight of the consumer financial marketplace. Recognizing the importance of 
internal controls, the CFPB established a team in the Office of the Chief Financial Officer 
to review, monitor, and improve internal control. CFPB's OIG noted that the CFPB needs to 

strengthen its controls over contract management and can improve its information system 
security controls and management controls related to the Consumer Complaint Database. 

STRENGTHENING OPERATIONAL CONTROLS 

The OIG's recent work identified several areas to strengthen operational controls: reviewing and 
revising policies and procedures governing travel and improving contract management controls 

and oversight. 

STRENGTHENING CONTROLS FOR THE CONSUMER COMPLAINT DATABASE 

In June 2015, the CFPB enhanced the Consumer Complaint Database to include consumer 
complaint narratives. CFPB's OIG audit and evaluation work identified opportunities to improve 

information system security controls and management controls related to the Consumer 
Complaint Database. 

AGENCY ACTIONS 

The CFPB has made progress in implementing internal controls for its key management 

operations. For example, in response to the control deficiencies that were identified in the CFPB's 
contracting activities, the agency has started implementing corrective actions. Further, the 
CFPB identified several areas on which to focus, including the development, review, and revision 
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of policies and procedures for procurement. In addition, the CFPB has taken steps to improve 

the reliability and timeliness of the data in the Consumer Complaint Database and the related 

secure information systems. 

4. Maintaining Physical Infrastructure 

The CFPB is currently renovating its headquarters building, managing swing space until the 

renovation is complete, and planning to establish office space in its Southeast region. 

HEADQUARTERS RENOVATION 

The headquarters building that the CFPB is leasing has not undergone significant renovation 

since it was constructed in i976. The CFPB headquarters renovation is a multi-year project 
that poses several challenges for the CFPB, including managing and mitigating schedule and 

cost risks. The CFPB has partnered with GSA to assist with the renovation project. As the 

renovations move forward, the CFPB will need to ensure that management control activities 

associated with the renovation project are operating effectively. 

SPACE PLANNING 

CFPB employees are currently occupying office space in two locations while the headquarters 

renovation is ongoing. Once the renovation is complete, the headquarters building will only 

accommodate a portion of the displaced employees; thus, additional space will still be required. 

The CFPB will need to determine an optimal location for those employees not returning to the 

headquarters building while managing and mitigating schedule and cost risks. The CFPB should 

continue to ensure that its space needs are managed appropriately as it seeks to obtain office 

space for its Southeast region. 

AGENCY ACTIONS 

The CFPB established a memorandum of understanding with GSA to provide assistance with 

its renovation needs. The construction management contract includes specific controls aimed 

at managing costs throughout the design and construction phases of the renovation project 

so that the renovation budget is not exceeded. In addition, the construction contract type and 

delivery method is expected to help ensure that the budget is not exceeded and to give the CFPB 

additional control over the design and corresponding costs. The CFPB plans to coordinate with GSA 

regarding its space needs for personnel at the headquarters location and in the Southeast region 
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Appendix B: Organizational chart 
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Contact us 

@ Online 

consumerfinance.gov 

~ Byphone 
~ 

Toll free: (855) 411-CFPB (2372) 

TTY/TDD : (855) 729-CFPB (2372) 

(}8 By fax 
(855) 237-2392 

l=·I By mail 
Consumer Financial Protection Bureau 

1700 G Street, NW 

Washington, D.C. 20552 

Consumer Financial 
Protection Bureau 



April 17, 2017 

The Honorable Chris Coons 
United States Senate 
127 A Russell Senate Office Building 
Washington, D.C. 20510 

Dear Senator Coons: 

Thank you for your letter of recommendation on behalf of an applicant to 
become a member of the Consumer Financial Protection Bureau's (Bureau) Consumer Advisory 
Board. The Bureau has received application. Bureau staff is in the process of 
reviewing applications. 

The Bureau's selection process for new advisory group members includes a thorough review of the 
applications of all candidates to evaluate their experience, background, and expertise. A strong 
interest is placed in ensuring that the diversity of our country is represented on our advisory groups 
and that the experience and expertise of potential candidates is commensurate with the needs of the 
Bureau. 

Thank you for recommending your constituent to be a member of the Consumer Advisory Board. 
Please rest assured that we will give his application full consideration. Should you have any 

additional questions about this process, please do not hesitate to contact me, or have your staff 
contact Matt Pippin in the Bureau's Office of Legislative Affairs. Mr. Pippin can be reached at 
202-435-7552. 

Sincerely, 

Catherine Galicia 
Assistant Director for Legislative Affairs 

consumerfinance.gov 



April 17, 2017 

ConsJmC:r F ranc;<:.I 
Protect1or BL.rea; 

The Honorable Michael Crapo 

Chainnan 
Committee on Banking, Housing, 
and Urban Affairs 

United States Senate 
534 Dirksen Senate Office Building 

Washington, DC 20510 

Dear Chainnan Crapo and Ranking Member Brown: 

The Honorable Sherrod Brown 

Ranking Member 
Committee on Banking, Housing, 
and Urban Affairs 

United States Senate 
534 Dirksen Senate Office Building 

Washington, DC 20510 

Pursuant to Section 748 of Division E of Public Law 114-113, attached please find the Consumer 

Financial Protection Bureau' s letter to the Board of Governors of the Federal Reserve System 
requesting a transfer of funds in accordance with Section 1017 of Public Law 111-203. 

Should you have any questions about this notification, please feel free to contact me at (202) 435-

9711. 

Sincerely, 

Catherine Galicia 
Assistant Director for Legislative Affairs 

consumerfinance.gov 



April 17, 2017 

Consu 1 "r "anc1<:I 
P'olcct on 8 .. reau 

The Honorable Rodney Frelinghuysen 

Chairman 
Committee on Appropriations 

United States House of Representatives 
H-305, The Capitol 
Washington, DC 20515 

The Honorable Nita Lowey 
Ranking Member 
Committee on Appropriations 

United States House of Representatives 
l 016 Longworth House Office Building 
Washington, DC 20515 

Dear Chairman Frelinghuysen and Ranking Member Lowey: 

Pursuant to Section 748 of Division E of Public Law 114-113, attached please find the Consumer 
Financial Protection Bureau's letter to the Board of Governors of the Federal Reserve System 

requesting a transfer of funds in accordance with Section 1017 of Public Law I 11 -203. 

Should you have any questions about this notification, please feel free to contact me at (202) 435-

9711. 

Sincerely, 

Catherine Galicia 
Assistant Director for Legislative Affairs 

consumerfinance.gov 
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April 17, 2017 

Consumer Finandel 
Protect'on Buri;:au 

I 1· 

The Honorable Jeb Hensarling 
Chairman 
Committee on Financial Services 

Unjted States House of Representatives 
2129 Rayburn House Office Building 

Washington, DC 20515 

The Honorable Maxine Waters 
Ranking Member 
Conunittee on Financial Services 

United States House of Representatives 
4340 Thomas P. O'Neill, Jr. House Office Building 
Washington, DC 20515 

Dear Chainnan Hensarling and Ranking Member Waters: 

Pursuant to Section 748 of Division E of Public Law 114-113, attached please find the Consumer 
Financial Protection Bureau's letter to the Board of Governors of the Federal Reserve System 

requesting a transfer of funds in accordance with Section 1017 of Public Law 111-203. 

Should you have any questions about this notification, please feel free to contact me at (202) 435-

9711. 

Sincerely, 

CiL'711c 
Catherine Galicia 
Assistant Director for Legislative Affairs 

consumerfinance.gov 



CORY GARDNER 
COLORADO 

Sun1' SR-354 
StNATE RttSStLL Ornr.£ Bv1L01NG 

WASl•l ... GTON, DC 20510 
(201) 224-5941 ~nitat ~totes ~rnatc 

The Honorable Richard Cordray 
Director 
Consumer Financial Protection Bureau 
1625 Eye Street NW 
Washington, DC 20006 

Dear Director Cordray: 

April 20, 201 7 

COMMITTEES: 

BUDGET 

COMMERCE. SCIENCE, 
ANO TRANSPORTATION 

ENERGY AND 
NATURAL RESOURCES 

FOREIGN RELATIONS 

I write to ask the Consumer Financial Protection Bureau (CFPB) to review existing rules and regulations 
within the CFPB to determine the impact they are having on the ability of rural financial institutions to 
lend to the agriculture sector, particularly in times of low commodity prices. 

According to the Federal Reserve Bank of Dallas, small and medium size community banks account for 
75% of agricultural loans as of 2015, yet they have seen their market share overall sharply decrease from 
64% of all banking assets in 1992 to just 19% of all assets in 20 15. Moreover, the Federal Reserve reports 
that we are seeing a prolonged period of banks exiting the market with no new entrants in rural areas. 
Finally, the report notes the signi ficant uptick of regulatory filings and additional regulatory compliance 
requirements. To sum up, we are seeing fewer small and medium community banks with less market 
share and greater regulatory compliance requirements trying to serve the vast majority of rural and 
agricultural financing needs. 

I am concerned existing rules and regulations are having the unintended consequence of inhibiting rural 
access to capital, and the continued downturn of commodity prices could make this worse. With much of 
the agriculture industry in Colorado and throughout the nation facing a downturn, it is important that 
farmers and ranchers have access to financing to maintain operations through this difficult time. In 
Colorado alone, net farm incomes have dropped from over $1.8 billion in 201 1 lo a projected $392 
million for 2017, according to the Colorado Business Economic Outlook. 

As a lifelong resident of rural America, I have learned that our agricultural markets have peaks and 
valleys like any sector of the economy. It is critical that farmers and ranchers have the necessary financial 
tools and resources to weather an economic valley to get through this difficult time. 

I believe this is an opportunity for the CFPB to review their regulations and impacts they are having on 
rural America and I stand ready to work with you in the United States Senate to craft legislation that 
reflects the capital needs of rural and agricultural stakeholders. 

Thank you for your consideration and I look forward to your response. 

Sincerely, 

c6 -----
united States Senator 



April 21 , 2017 

Consumer Financial 
Protection Bureau 

The Honorable Jim Costa 
U.S. House of Representatives 
2081 Rayburn House Office Building 
Washington, D.C. 20515 

Dear Congressman Costa: 

Thank you for your letter of recommendation on behalf of an applicant to become a 
member of the Consumer Financial Protection Bureau's (Bureau) Consumer Advisory Board. The 
Bureau has receive- pplication. Bureau staff is in the process of reviewing 
applications. 

The Bureau's selection process for new advisory group members includes a thorough review of the 
applications of all candidates to evaluate their experience, background, and expertise. A strong 
interest is placed in ensuring that the diversity of our country is represented on our advisory groups 
and that the experience and expertise of potential candidates is commensurate with the needs of the 
Bureau. 

Thank you for recommendin~to be a member of the Consumer Advisory Board. 
Please rest assured that we will give his application full consideration. Should you have any 
additional questions about this process, please do not hesitate to contact me, or have your staff 
contact Patrick O' Brien in the Bureau's Office of Legislative Affairs. Mr. O ' Brien can be reached 
at 202-435-7180. 

Sincerely, 

(f LL J;< 
Catherine Galicia 
Assistant Director for Legislative Affairs 

consumerfinance.gov 
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April 21, 2017 

Co,,s,vr.er f-111ancic.I 
Protectio11 Bureau 

. ' 

The Honorable Ed Perlmutter 
U.S. House of Representatives 
1410 Longworth House Office Building 
Washington, D.C. 20515 

Dear Congressman Perlmutter: 

Thank you for your letter of recommendation on behalf of an applicant to become a 
member of the Consumer Financial Protection Bureau's (Bureau) Consumer Advisory Board. The 
Bureau has received~pplication. Bureau staff is in the process of reviewing 
applications. 

The Bureau's selection process for new advisory group members includes a thorough review of the 
applications of all candidates to evaluate their experience, background, and expertise. A strong 
interest is placed in ensuring that the diversity of our country is represented on our advisory groups 
and that the experience and expertise of potential candidates is commensurate with the needs of the 
Bureau. 

Thank you for recommendin~o be a member of the Consumer Advisory Board. Please 
rest assured that we will give-~on full consideration. Should you have any additional 
questions about this process, please do not hesitate to contact me, or have your staff contact Patrick 
O'Brien in the Bureau's Office of Legislative Affairs. Mr. O'Brien can be reached at 202-435-
7180. 

Sincerely, 

Catherine Galicia 
Assistant Director for Legislative Affairs 

consumerfinance.gov 
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Co'lsumer financial 
Protection e1.re;;u 

The Honorable Ed Perlmutter 
U.S. House of Representatives 
1410 Longworth House Office Building 
Washington, D.C. 20515 

Dear Congressman Perlmutter: 

Thank you for your letter of recommendation on behalf o an applicant to become a 
member of the Consumer Financial Protection Bureau' s (Bmeau) Consumer Advisory Board. The 
Bureau has receive~pplication. Bureau staff is in the process ofreviewing 
applications. 

The Bureau' s selection process for new advisory group members includes a thorough review of the 
applications of all candidates to evaluate their experience, background, and expertise. A strong 
interest is placed in ensuring that the diversity of our country is represented on our advisory groups 
and that the experience and expe11ise of potential candidates is commensurate with the needs of the 
Bureau. 

Thank you for recommendin~o be a member of the Consumer Advisory Board. Please 
rest assured that we will give his application full consideration. Should you have any additional 
questions about this process, please do not hesitate to contact me, or have your staff contact Patrick 
O'Brien in the Bureau' s Office of Legislative Affairs. Mr. O'Brien can be reached at 202-435-
7180. 

Catherine Galicia 
Assistant Director for Legislative Affairs 

consumerfinance.gov 
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Consumer Financial Protection Bureau 
Attention: PRA Office 
1275 First Street, N.E. 
Washington, D.C. 20002 

April 28, 2017 

Re: Agency Information Collection Request, "Student Loan Servicing Market Monitoring," Docket 
No. CFPB-2017-0002 

We appreciate the opportunity to comment on the Consumer Financial Protection Bureau's (CFPB) 
in formation collection regarding student loan servicing market monitoring. We strongly support this 
initiative to monitor servicing practices and create a more transparent student loan market by directly 
collecting quarterly data from lenders and student loan servicers. 

Student loan servicing is an industry in great need of additional oversight. Since the CFPB opened its 
doors in 2011 , it has received more than 32,000 complaints from borrowers about student loan servicing.1 
These complaints have been echoed by investigations, lawsuits, findings, and penalties against servicers 
by the U.S. Departments of Education, Justice, and Treasury, the CFPB, Federal Deposit Insurance 
Corporation, and the Government Accountabi lity Office. Unfortunately, not all servicers have put the 
interests of their borrowers and customers first. A 2015 report from the CFPB outlined "widespread 
servicing failures" reported by both federa l and private student loan borrowers.2 One student loan 
servicer even recently claimed in response to a CFPB lawsuit for alleged violations of consumer financial 
laws that "there is no expectation the servicer will act in the interest of the consumer."3 According to the 
I3urcau 's most recent complaint analysis, this same student loan servicer was also the most complained 
about financial services company in the country from January 20 17 to March 2017.'1 Pa1tly as a resu lt of 
poor servicing, one out of four student loan borrowers are struggling to stay current on their loans or are 
already one of the 8.4 million borrowers in default. 

Despite the troubled history of student loan serv icing and the size and impo1tance of this market, there are 
completely inadequate levels of data available to regu lators, policymakers, and researchers to inform 
pol icies that could drive down delinquency and default. There is a sign ificant and compel ling government 
need to collect this data. According to the 2016 Annual Report of the Financial Stability Oversight 
Counci l, since the 2008 financial crisis, delinquency rates have dropped on most consumer debts but not 
on student loan debt, which now totals approximately $1.4 trillion.s For many Americans, a student loan 
is the first loan they will acquire in their life, and their ability to repay it will affect future access to other 
forms of credit and their abi lity to participate in the economy.6 for these reasons and many others, we 

1 CFPB Website, accessed 4/27/2017: https://www.consumerfinance.gov/data-research/consumer-complaints/ 
2 CFPB (20 15). "CFPB Concerned about Widespread Servicing Failures Reported by Student Loan Borrowers 
[Press Release]. Retrieved from https://www.consumerfinance.gov/about-us/newsroom/cfpb-concemed-about­
w idespread-servic ing-fai I ures-reported-by-student-Joan-borrowers/ 
J Consumer Financial Protection Bureau v. Navient Corporation, et al. Retrieved from 
https://consumermedial le. files . wordpress.com/2017/04/gov-uscourts-pamd- I I 0329-29-0.pdf 
.1 CFPB Monthly Complaint Report, April 2017. Retrieved from 
http://files.consumerfinance.gov/f/documents/201704 cfub Monthly-Complaint-Repon.pdf 
5 Financial Stability Oversight Council 2016 Annual Report, pg. 38. 
https://www.treasury.gov/i nit iati ves/fsoc/stud ies-reports/Documents/F SOC%2020 16%20An nu al %20 Report. pd f 
6 Ibid., 39. 
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believe it is imperative that the CFPB move forward with its proposal to collect and publish detailed data 
on private and federal student loan markets. 

Additional Data is Necessary to Ensure Best Outcomes for Borrowers 
Borrower outcomes are often highly dependent on servicer performance. As we learned in the subprime 
mortgage crisis of 2008, fractured and incomplete data can prevent regulators from identifying and acting 
on critical servicing shortfalls. Following massive servicer failures during the foreclosure crisis and the 
robo-signing scandal, federal agencies undertook a number of efforts to better monitor mortgage 
servicing, including by creating the National Mortgage Database and the CFPB to consolidate federal 
consumer protection functions and market monitoring under a single agency. 

Just as enhanced data collection has guided reform of the mortgage servicing market, CFPB's proposal to 
collect more granular information about student lending at the servicer level will enable regulators to 
accurately assess servicer performance and address deficiencies, and will help the federal government 
design repayment plan options that help borrowers to avoid default. 

111creasi11g transpare11cy in FFELP and Private Student Loan Markets 
While the U.S. Department of Education publishes some limited aggregated and survey data about loans 
it services, the CFPB's proposal would provide previously-unavailable transparency to the more than 
$200 billion in Federal Family Education Loan Program (FFELP) loans it does not service. The CFPB's 
data collection effort would also help us to identify the size and pe1formance of loans in the private 
student loan market. The private student loan market is especially opaque, as banks often do not 
distinguish private student loans from other consumer credit products. Moreover, educational institutions 
that make private loans from their own funds make little public information available, and credit reporting 
agencies do not differentiate between federal and private student loans in consumer credit reports.1 For 
these reasons, federal data on student loans does not even provide us with a dependable measure of total 
private student loans outstanding. 

Collecting data 011 Defaults, Delinque11cy, and Forbeara11ce 
The CFPB's proposal to collect detailed data on loan status, especially on loan delinquency, will provide 
important insights into efficacy of programs that target distressed borrowers as well as servicers' capacity 
to successfully address delinquencies before they become defaults. Forbearance statistics will provide 
data on how these programs are being used and what impact they have on long-tenn borrower balances 
and outcomes. 

Tracking Consumer Outreacll 
Effective communication with borrowers is crucial to helping them understand their options and 
responsibilities. More analysis of borrower outreach data will provide important information about 
servicers' capacity to address individual borrowers' concerns and appropriately inform borrowers about 
the repayment plans that are available to help them avoid delinquency and default. 

Modifications and Alternative Repayment Plans 
Requiring servicers to provide data on applications for Income-Driven Repayment (IDR) plans will 
enable the U.S. Department of Education to evaluate outreach efforts and to identify barriers to 
enrollment in programs designed to keep debt loads manageable. Analysis of these data will also help the 

1 See CFPB 2012 Report on Private Student Loans: 
http://files.consumerfinance.gov/f/201207 cfub Reports Private-Student-Loans.pdf and Federal Reserve Board of 
Governors August 2015 FEDS Notes How Much Student Debt is Out There?: 
hnps:f/www.federalreserve.gov/econresdata/notes/feds-notes/2015/how-much-student-debt-is-out-there-
20 150807 .html 



U.S. Department of Education assess the performance of federal loan servicers and ensure that servicers 
are dedicating appropriate resources to the processing of IDR applications and re-certifications. Data 
reporting on proprietary loan modifications will help regulators to assess whether alternative repayment 
tenns are aligned with the goals of reducing defaults and minimizing borrower debt burden. 

Servicemember Protections 
Collecting information on military forbearances, military status of borrowers, and the benefits owed under 
the Servicemember Civil Relief Act (SCRA) will help regulators determine compliance with servicers' 
heightened responsibility to adequately protect members of our military and their families, and will help 
provide important metrics to the CFPB' s Office of Servicemember Affairs regarding payment and 
delinquency patters for members of the anned services. 

CFPB is Uniquely Positioned to Collect Marketwide Data 
The Dodd-Frank Wall Street Reform and Consumer Protection Act gave the Cf PB broad responsibilities 
to supervise and enforce compliance with federal consumer protection laws and collect, research, monitor 
and publish information about consumer financial markets.s Unlike many other federal financial 
regulators, the CFPB's mandate provides consistency across institution types and markets, making it the 
ideal agency for collecting student loan information from both bank and nonbank servicers and for 
tracking data on both federal and private student loans. The CFPB's singular focus on consumer 
protection, its independence, and its deep experience with mortgage servicing make it the ideal federal 
regulator to collect additional data on student loan servicing. In order to fulfill this responsibility, the 
CFPB must access and collect more information on the federal student loan program and federal loan 
servicing from more federal sources, including the U.S. Department of Education's Office of Federal 
Student Aid. 

The CFPB has also distinguished itself as a consistent advocate for student borrowers and a clearinghouse 
for information on student loan markets via its Student Loan Ombudsman.9 The CFPB, through initiatives 
like its Supervisory Highlights Reports and the Consumer Complaint Database, has demonstrated 
proficiency in collection and analysis of detailed consumer infonnation while protecting individual 
privacy and minimizing compliance burden, and a willingness to share that infonnation with 
policymakers, researchers, and industry stakeholders. 

For servicer-level information to be useful for both public and private purposes, we believe it needs to be 
collected by an accountable public entity like the CFPB with a demonstrable history of making data 
useable and accessible. 

As members of Senate Committees that instruct national policy on financial markets and education 
policy, we strongly support the CFPB's proposal to collect additional infonnation on student lending 
markets directly from student loan servicers, and we believe that this initiative strongly aligns with the 
CFPB's statutorily authorized mission and authority. We look forward to using this data to implement 
policy that best serves the goal of offering affordable access to college for all Americans. 

Sincerely, 

s Public Law 111-203, Sections I021(c)(3) and (4) 
9 For example: 2016 Annual Report of the CFPB Student Loan Ombudsman, available at: 
https://www.consumerfinance.gov/data-research/research-reports/2016-annual-report-cfob-student-loan­
ombudsman/ 
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WASHINGTON 
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(202) 225-5111 
Fax: (202)225-9322 

Committee on Financial Services 
Ranking Democratic Member 
Subcommittee on Housing 
& Insurance 

Committee on Transportation & 
Infrastructure 

Committee on Ethics 

Dear Director Cordray: 

Congress of the United States 
House of Representatives 

Michael E. Capuano 
7th District, Massachusetts 

May I, 2017 

MASSACHUSETTS 

110 First Street 
Cambridge, MA 02141-2109 

(617) 62Hi208 
Fax(617)621-8628 

Roxbury Community College 
Campus library 

Room 211 

Stetson Hall 
Room 124 
Randolph 

I very much appreciate you issuing a Request for Information regarding Consumer Access to Financial 
Records, to better understand the consumer benefits and risks associated with market developments that rely on 
access to consumer financial and account-related information. As a strong proponent of data privacy and 
transparency in financial services, I sincerely hope that your review will start from the premise that a customer's 
data, first and foremost, belongs to the customer. 

Efficiency and convenience are valuable commodities in today's fast paced economy. Not a day goes by 
when a consumer i$ not presented with the opportunity to conduct all their financial business on line -
everything from online bill pay and the elimination of paper statements to one stop shopping services that allow 
customers to access all of their financial, insurance, even email accounts, through one company's online portal. 
There is no question that these options can benefit the consumer in ways as simple as being merely timesaving 
devices all the way to providing creative financial management tools that can empower consumers to 
understand their finances, improve their credit, and ultimately save money. 

However, the information that a consumer shares, regardless of whether that be with a consumer facing 
financial institution or a third party aggregator that has access to another institution's client data, should not be 
viewed as a commodity to be bought and sold without consumer's knowledge or consent. Consumers should be 
aware of what data they are allowing institutions to access; who the ultimate beneficiaries of their information 
may be; for what purposes their data may be used or sold; what rights they may or may not have to control the 
future access and use of their financial, and increasingly non-financial data; and what cyber security 
frameworks govern the protection of their data 

Consumer data is a valuable commodity, and the benefits of efficiency and empowerment, important as 
they are, can be easily negated if consumers are deprived of full access to and control over what are ultimately 
their records. The pervasive use of mandatory pre-dispute arbitration clauses in all manner of financial and non­
financial services agreements today illustrates the importance of transparency in this field and in establishing 
clearly upfront that consumers who choose to use aggregation services retain their rights and receive robust 
protections from unauthorized use. 

Thank you for your consideration of this letter. 

Sincerely, 

111~.f~ 
MEMBER OF CONGRESS Please visit our website to sign up for our newsletter 

www.house.gov/capuano 
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lllilasl1ington, il<!t 20515 

The Honorable Richard Cordray 
Director 

Consumer Financial Protection Bureau 
1700 G Street NW 

Washington, DC 20552 

Dear Director Cordray: 

May 2, 2017 

Section 1033 of the Dodd-Frank Wall Street Reform and Consumer Protection Act ensures that 
consumers have the right to access their own financial data. This access empowers consumers 

with important tools to take charge of their financial lives, fostering responsible spending 
habits and thoughtful financial planning. We are pleased by the development of more safe and 
secure means for consumers to access their personal financial information and hope the 

Consumer Financial Protection Bureau (Bureau) will encourage these developments. 

Currently, there are a range of tools for consumers to better manage their finances through 
budgeting apps that enable consumers to view account information on a consolidated basis 
across accounts and financial institutions. These tools help consumers budget expenses, avoid 

late fees, find better rates, and increase savings. 

We believe that preserving consumer access to data through these tools helps promote the 
Bureau's statutory purpose of "ensuring that all consumers have access to markets for 
consumer financia l products and services and that markets for consumer financial products and 

services are fair, transparent, and competitive," 1 and the objective to ensure that markets 
"operate transparently and efficiently to facilitate access and innovation."2 

While access to data is critical for financial empowerment, we also want to ensure that these 

third party services are safe and transparent to consumers. 

Under current practices, consumers often provide a third party with their usernames and 
passwords to access financial accounts. There are other more secure technologies to identify 

and authorize access to consumer data and to share data with third parties. One such method 
is through the use of an application programming interface (API). We are encouraged by recent 

reports that major technology companies and financial institutions are moving toward this more 

I 12 U S.C. § 5511(a). 

2 Id § 5511(b)(5). 
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secure method of sharing information,3 and hope that any action the Bureau takes in response 

to the November 2016 RFI facilitates the market movement in that direction. 

We also believe the Bureau should take this opportunity to empower consumers by ensuring 
more transparency around what happens to consumers' data once it is shared with third 

parties. Media reports indicate that some companies may resell anonymized consumer data to 
third parties, such as hedge funds and that in some cases consumers can be re-identified 

through the use of other publicly available data sets.4 This is troubling on its own, but even 
more so when you consider many consumers are unaware that their sensitive financial 

information is being used in this way. The Bureau should encourage more transparency around 
how consumer data is used by third parties and give consumers the power to limit the use of 

their data. 

As you work to ensure consumers can access their financial data, we urge you to give 

appropriate attention to finding the right balance between promoting access and ensuring 
security and to use th is opportunity to provide consumers with much-needed transparency and 
control over their financial information. 

Sincerely, 

SETH MOUL TON 

Member of Congress 

lkWIL 1.d·IU4-~ 
MICHELL~~AN GRISHAM 

Member of Congress 

ANN MclANE KUSTER 

Member of Congress 

of Congress 

DAVID N. CICILLINE 

Member of Congress 

3 "JP Morgan, Intuit Give Mint, Turbo Tax Customers Wider Access to Bank Data," Wall Street Journal, January 25, 
2017: https:l/www.ws1.com/art1clesltp·morgan-mtu1t-91ve m1nt-turbotax-customers-w1der-access-to-bank-data-
1485340204. 
4 "Provider of Personal Finance Tools Tracks Bank Cards, Sells Data to Investors," Wall Street Journal, Aug. 6, 2015: 
bnps;//www wsj.com/art1cles/prov1der-of-P-ersonal-finance-tools-tracks-bank-cards-sells-data-to-1nvestors-

1438914620 
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The Honorable Richard Cordray 
Director 

WASHINGTON, DC 20510-2309 

May 5, 2017 

Consumer Financial Protection Bureau 
1625 Eye St. NW 
Washington, DC 20006 

The Honorable Maureen Ohlhausen 
Acting Chaitman 
600 Pennsylvania Ave. NW 
Washington, DC 20580 

Dear Director Cordray and Chailman Ohlhausen: 

I write to you about new email and wire transfer scams targeting homebuyers in the 
process of closing on a new home. I believe it is critical to make sure consumers are aware of 
new, emerging scams that could cost a family their life savings or their home, and I urge you to 
take action to bring attention to this emerging issue. Last year, the Federal Trade Commission 
issued a scam alert about this type of scheme, and I hope you will unde1take continued consumer 
education eff 01ts on this type of fraud. 

As you know, recently foreign fraudsters have begun targeting homebuyers preparing to 
close on a home with emails purporting to be from a homebuyer's realtor. These emails instruct 
the homebuyer to wire funds to an account that is controlled by the fraudster. For example, in 
Minnesota, a family planning to buy a home was recently swindled out of more than $200,000 
after an email scam like this tricked the family into wiring the funds to a scammer just days 
before they were scheduled to close on a new home. Now, they face the loss of a lifetime of 
savings and lose the opportunity to buy the home they were seeking. 

While it is impmtant for law enforcement agencies to crack down on these types of 
scams, agencies like yoms also play an important role in detening crimes like this by educating 
consumers on new and emerging scams. Therefore, I urge you to continue to take action to bring 
attention to this important matter. Thank you for your consideration. 

WWW.FRANKEN.SENATE.GOV 

SUITE 
SH-309 

202- 224-5641 
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May 18, 2017 

Consome1 f"imincial 
Protection Bureau 

The Honorable Sherrod Brown 

Ranking Member 
Committee on Banking, Housing, and Urban Affairs 
United States Senate 

534 Dirksen Senate Office Building 
Washington, DC 20510 

Dear Ranking Member Brown: 

Enclosed is the Semiannual Report to Congress of the Office of Inspector General for the Board of 
Governors of the Federal Reserve and the Consumer Financial Protection Bureau, as required 
under Section 5 of the Inspector General Act. This report covers the six-month period from 
October 1, 2016-March 31 , 2017. 

Should you have any questions concerning this report, please feel free to contact me at (202) 435-
9711. 

Sincerely, 

Catherine Galicia 
Assistant Director for Legislative Affairs 

consumerfinance.gov 
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Mark Bialek 
Inspector General 

Message From the 
Inspector General 
For this semiannual period, given new statutory requirements under 
the Inspector General Empowerment Act of2016, we are widening 
the window into our work by summarizing more investigative 
results and reports with unimplemented recommendations 
(appendix B and appendix C, respectively). This increased 
transparency aligns with our dedication to being the trusted 
oversight agency of the Board of Governors of the Federal Reserve 
System (Board) and the Consumer Financial Protection Bureau 
(CFPB). To be trusted means, in part, showing a clear connection 
between our work and our mission, vision, and values. 

This reporting period, we reviewed financial controls related to 
the Board's financial statements and the CFPB's purchase and 
travel card programs, as well as information security controls at 
the Board and the CFPB. We also recommended actions both 
agencies could take to improve their processes and culture. How 
can the Board encourage its staff to share divergent views so it 
can make more-informed decisions related to financial institution 
supervision in light of multiple perspectives? How can the CFPB 
mitigate the risk of conflicts of interest with its vendors, or enhance 
its administration of advisory committees? What can the Board do 
to maximize the effectiveness of its monitoring of emerging risks 
at large financial institutions? These questions cut to the heart of 
the effectiveness of our agencies' operations, and our answers, with 
actionable recommendations for improvement, shed light on how 
operations can improve, for the agencies themselves, and for the 
public, Congress, and other stakeholders. 

This report also describes closed investigations we previously did 
not make public that involved allegations of misconduct by senior 
government employees. In addition, our investigators continue to get 
results for our agencies: Over the past 6 months, we have received 
331 Hotline complaints; opened 17 investigations; and seen our 
work result in 6 persons referred to the U.S. Department of Justice 
for criminal prosecution; 5 indictments; $8,009 ,552 in criminal 
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fines, restitution, and special assessments; and $638,000,000 in civil 
judgments. 

We also unveiled our new strategic plan and are committed to 
looking inward and being transparent about our major goals: 

1. Make a Difference: D eliver results that promote agency 
excellence. 

2. Cultivate Great Teams: Promote a diverse, skilled, and 
engaged workforce and foster an inclusive, collaborative 
environment. 

3. Build Bridges: Optimize external stakeholder engagement. 

4. Work Better: Advance organizational effectiveness and model 
a culture of continuous improvement. 

We believe that our strategic plan encourages our agencies and other 
stakeholders to hold us accountable as an organization, and it gives 
us a benchmark by which to hold ourselves accountable as well. 

Finally, I thank the OIG staff, who deserve congratulations for the 
great work they do every day and whose dedication to promoting 
economy, efficiency, and effectiveness and to rooting out fraud, 
waste, and abuse is second to none. 

Sincerely, 

Mark Bialek 
Inspector General 
April 28, 2017 

Office of Inspector General 
Board of Governors of the Federal Reserve System I Consumer Financial Protection Bureau 
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Highlights 
The Office oflnspector General (OIG) continued to promote the 
integrity, economy, efficiency, and effectiveness of the programs and 
operations of the Board of Governors of the Federal Reserve System 
(Board) and the Consumer Financial Protection Bureau (CFPB). 
The following are highlights of our work during this semiannual 
reporting period. 

Audits, Evaluations, and Inspections 

14 6 Board 

reports issued 8 CFPB 

60 31 Board 

recommendations closed 29 CFPB 

Willingness to Share Divergent Views About Large Financial 
Institution Supervision Activities. Employees' willingness to share 
views varies by Federal Reserve Bank and among supervision teams 
at the same Reserve Bank. Leadership and management approaches 
play a major role in influencing employees' comfort level in sharing 
views. 

The CFPB's Contract Award Controls and Processes. The CFPB 
generally complies with contract award laws, regulations, and agency 
policies and procedures, but some reviews and approvals were 
overlooked or not documented as required, and other controls and 
processes can be improved. 

The CFPB's Controls for Identifying and Avoiding Conflicts of 
Interest Related to Vendor Activities. The CFPB can strengthen 
its controls for identifying and avoiding potential conflicts of 
interest associated with using vendors to support fair lending 
compliance and enforcement analysis. The agency should also 
evaluate whether to perform more fair lending enforcement analysis 
internally. 
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The Board's Use of Continuous Monitoring as a Supervisory 
Tool. Although the Board and the Reserve Banks have multiple 
documents that address the expectations for certain aspects of 
continuous monitoring, the Board has not issued guidance that 
harmonizes these expectations across its supervisory portfolios and 
the Reserve Banks. 

The Board's Information Security Program. The Board has 
taken several steps to mature its information security program 
to ensure that it is consistent with Federal Information Security 
M odernization Act of2014 (FISMA) requirements. H owever, the 
Board's information security program needs several improvements 
in the areas of risk management, identity and access management, 
security and privacy training, and incident response. 

The CFPB's Information Security Program. The CFPB has 
taken several steps to mature its information security program to 
ensure that it is consistent with FISMA requirements. However, the 
CFPB's information security program needs several improvements 
in the areas of risk management, identity and access management, 
and contingency planning. 

Office of Inspector General 
Board of Governors of the Federal Reserve System I Consumer Financial Protection Bureau 



Investigations 

17 
cases opened 

21 
cases closed 

6 
matters for prosecutorial consideration 

5 
indictments 

$8,009,552 
in criminal fines, restitution, and special assessments 

$638,000,000 
In civil judgments 

Multiple Former Pierce Commercial Bank Officials Indicted 
for Conspiracy and Bank Fraud. Four former Pierce Commercial 
Bank officials were indicted in the Western District ofWashington 
in Tacoma for conspiracy to make false statements on loan 
applications and to commit bank fraud. Along with three other 
branch employees, the individuals knowingly made false statements 
overvaluing property on home loan applications. The fraudulent 
scheme contributed to the failure of the bank, which caused the 
Deposit Insurance Fund (DIF) about $24.8 million in losses. 

Former Employee at the Federal Reserve Board Pleads 
Guilty to UnlawfuJ Conversion of Government Property. A 
Communications Analyst pleaded guilty to unlawful conversion of 
government property, was sentenced to 12 months' probation, and 
was fined $5,000 for installing unauthorized software on a Board 
server to connect to a Bitcoin network in order to earn bitcoins. 
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Introduction 
Congress established the OIG as the independent oversight 
authority for the Board and the CFPB. In fulfilling this 
responsibility, the OIG conducts audits, evaluations, investigations, 
and other reviews related to Board and CFPB programs and 
operations. By law, OIGs are not authorized to perform agency 
program functions. 

In accordance with the Inspector General Act of 1978, as amended, 
our office has the following responsibilities: 

• to conduct and supervise independent and objective audits, 
evaluations, investigations, and other reviews related to Board 
and CFPB programs and operations in order to promote 
economy, efficiency, and effectiveness within the Board and the 
CFPB 

• to help prevent and detect fraud, waste, abuse, and 
mismanagement in Board and CFPB programs and operations 

• to review existing and proposed legislation and regulations 
in order to make recommendations regarding possible 
improvements to Board and CFPB programs and operations 

• to keep the Board of Governors, the Director of the CFPB, and 
Congress fully and currently informed 

Congress has also mandated additional responsibilities that 
influence the OIG's priorities, including the following: 

• Section 38(k) of the Federal Deposit Insurance Act, as amended 
by the Dodd-Frank Wall Street Reform and Consumer 
Protection Act (Dodd-Frank Act; 12 U.S.C. § 1831o(k)), 
requires that the OIG review Board-supervised financial 
institutions that failed when the failure resulted in a material 
loss to the DIF and that we report on the failure within 
6 months. Section 38(k) also requires that the OIG conduct 
an in-depth review of any nonmaterial losses to the DIF that 
exhibit unusual circumstances. 

• The Federal Reserve Act, as amended by the USA PATRIOT 
Act of 2001 (12 U.S.C. § 248(q)), grants the Board certain 
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federal law enforcement authorities. Our office performs the 
external oversight function for the Board's law enforcement 
program. 

• The Federal Information Security Modernization Act of 2014 
(FISMA; 44 U.S.C. § 3555) established a legislative mandate 
fo r ensuring the effectiveness of information security controls 
over resources that support federal operations and assets. In 
accordance with FISMA requirements, we perform annual 
independent reviews of the Board's and the CFPB's information 
security programs and practices, including the effectiveness 
of security controls and techniques for selected information 
systems. 

• The Improper Payments Information Act of 2002, as amended 
(IPIA; 31 U.S.C. § 3321 note), requires agency heads to 
periodically review and identify programs and activities that may 
be susceptible to significant improper payments. The CFPB 
has determined that its Consumer Financial Civil Penalty Fund 
is subject to IPIA. The Improper Payments Elimination and 
Recovery Act of 2010 requires our office to determine each 
fiscal year whether the agency is in compliance with IPIA. 

• Section 211(f) of the Dodd-Frank Act (12 U.S.C. § 5391(f)) 
requires that the OIG review and report on the Board's 
supervision of any covered financial company that is placed into 
receivership. The OIG is to evaluate the effectiveness of the 
Board's supervision, identify any acts or omissions by the Board 
that contributed to or could have prevented the company's 
receivership status, and recommend appropriate administrative 
or legislative action. 

• Section 989E of the Dodd-Frank Act (5 U.S.C. app. 3 
§ 11 note) established the Council oflnspectors General on 
Financial Oversight (CIGFO), which is required to meet at 
least quarterly to share information and discuss the ongoing 
work of each Inspector General (IG ), with a focus on concerns 
that may apply to the broader financial sector and ways to 
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improve financial oversight. 1 Additionally, CIGFO is required to 
report annually about the I Gs' concerns and recommendations, 
as well as issues that may apply to the broader financial sector. 
CIGFO also can convene a working group of its members 
to evaluate the effectiveness and internal operations of the 
Financial Stability Oversight Council, which was created by 
the Dodd-Frank Act and is charged with identifying threats 
to the nation's financial stability, promoting market discipline, 
and responding to emerging risks to the stability of the nation's 
financial system. 

• The Government Charge Card Abuse Prevention Act of2012 
(5 U.S.C. § 5701 note and 41 U.S.C. § 1909(d)) requires our 
office to conduct periodic risk assessments and audits of the 
CFPB's purchase card, convenience check, and travel card 
programs to identify and analyze risks of illegal, improper, or 
erroneous purchases and payments. 

• Section llB of the Federal Reserve Act (12 U.S.C. § 248(b)) 
mandates annual independent audits of the financial statements 
of each l?ederal Reserve Bank and of the Board. The Board 
performs the accounting function for the Federal Financial 
Institutions Examination Council (FFIEC), and we oversee 
the annual financial statement audits of the Board and of the 
FFIEC.2 Under the Dodd-Frank Act, the U.S. Government 
Accountability Office performs the financial statement audit of 
the CFPB. 

• The Digital Accountability and Transparency Act of 2014 
(DATA Act; 31 U.S.C. § 6101 note) requires agencies to report 

1. CIGFO comprises the !Gs of the Board and the CFPB, the Commodity 
Futures Trading Commission, the U.S. Department of Housing and 
Urban Development, the U.S. Department of the Treasury, the Federal 
Deposit Insurance Corporation, the Federal Housing Finance Agency, the 
National Credit Union Administration, the U.S. Securities and Exchange 
Commission, and the Office of the Special Inspector General for the 
Troubled Asset Relief Program. 

2. The FFIEC is a formal interagency body empowered (1) to prescribe 
uniform principles, standards, and report forms for the federal examination 
of financial institutions by the Board, the Federal Deposit Insurance 
Corporation, the National Credit Union Administration, the Office 
of the Comptroller of the Currency, and the CFPB and (2) to make 
recommendations to promote uniformity in the supervision of financial 
institutions. 
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financial and payment data in accordance with data standards 
established by the U.S. D epartment of the Treasury (Treasury) 
and the Office of Management and Budget. The CFPB has 
determined that its Consumer Financial Civil Penalty Fund 
is subject to the DATA Act and that only one specific DATA 
Act requirement, section 3(b), applies to the Bureau Fund. The 
DATA Act requires our office to review a statistically valid 
sample of the data submitted by the agency and report on its 
completeness, timeliness, quality, and accuracy and the agency's 
implementation and use of the data standards. 
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Audits, Evaluations, 
and Inspections 
Audits assess aspects of the economy, efficiency, and effectiveness of 
Board and CFPB programs and operations. For example, the OIG 
oversees audits of the Board's financial statements and conducts 
audits of (1) the efficiency and effectiveness of the Board's and 
the CFPB's processes and internal controls over their programs 
and operations; (2) the adequacy of controls and security measures 
governing these agencies' financial and management information 
systems and their safeguarding of assets and sensitive information; 
and (3) compliance with applicable laws and regulations related to 
the agencies' financial, administrative, and program operations. OIG 
audits are performed in accordance with the Government Auditing 
Standards established by the Comptroller General of the United 
States. 

Inspections and evaluations include program evaluations and 
legislatively mandated reviews of failed financial institutions 
supervised by the Board. Inspections are often narrowly focused 
on particular issues or topics and provide time-critical analyses. 
Evaluations are generally focused on the effectiveness of specific 
programs or functions. OIG inspections and evaluations are 
performed according to the Quality Standards for Inspection and 
Evaluation issued by the Council of the Inspectors General on 
Integrity and Efficiency (CIGIE). 

The information below summarizes OIG audit and evaluation work 
completed during the reporting period. 
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Board of Governors of the 
Federal Reserve System 

Opportunities Exist to Increase Employees' Willingness 
to Share Their Views About Large Financial Institution 
Supervision Activities 
2016-SR-B-014 November 14, 2016 

We initiated this evaluation in response to a written request from 
the Director of the Board's Division of Banking Supervision and 
Regulation and the Board's General Counsel. Our objectives 
were (1) to assess the methods for Federal Reserve System 
decisionmakers to obtain material information necessary to ensure 
that decisions and conclusions resulting from supervisory activities 
at Large Institution Supervision Coordinating Committee (LISCC) 
firms and large banking organizations (LBOs) are appropriate, 
supported by the record, and consistent with applicable policies and 
(2) to determine whether there are adequate channels for System 
decisionmakers to be aware of supervision employees' divergent 
views about material issues regarding LISCC firms and LBOs. 

We found that employees' willingness to share views varies by 
Reserve Bank and among supervision teams at the same Reserve 
Bank. We also found that leadership and management approaches 
play a major role in influencing employees' comfort level in sharing 
views. We identified five root causes for employees' reticence to 
share their views; addressing these root causes will likely improve 
the flow of information to decisionmakers. In addition, we describe 
several leadership behaviors and processes currently employed by the 
leadership at certain Reserve Banks that appear particularly effective 
in helping to convince Reserve Bank supervision employees that it is 
both safe and worthwhile to share their views. 

Our report contains recommendations designed to increase 
employees' willingness to share their views and improve the flow 
of information to decisionmakers regarding the supervision 
of large financial institutions. The Board concurred with our 
recommendations. 
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The Board Can Improve Documentation of Office of 
Foreign Assets Control Examinations 
2017-SR-8-003 March 15, 2017 

We evaluated the Board's supervision activities for foreign 
banking organizations following high-profile enforcement actions 
related to Office of Foreign Assets Control (OFAC) violations. 
From 2010 to 2014, OFAC issued seven civil money penalties 
totaling almost $1.7 billion and the Board issued four civil money 
penalties totaling $788 million related to U.S. sanctions programs. 
Our objective was to assess the Board's approach to evaluating 
foreign banking organizations' OFAC compliance programs. 

The OFAC examinations we reviewed did not always include 
documentation to adequately explain the rationale for the 
examination approach or the basis for conclusions. Although the 
Examination Manual for US. Branches and Agencies of Foreign 
Banking Organizations includes guidance on what to include in 
examination workpapers and the Bank Secrecy Act/Anti-Money 
Laundering Examination Manual includes OFAC examination 
procedures, there are no guidance or minimum expectations 
specific to how OFAC examinations should be documented. We 
also found data reliability concerns in the National Examination 
Database regarding whether OFAC compliance had been reviewed. 
These data reliability concerns may have occurred because there 
is no established definition of what it means to review OFAC 
compliance and because Reserve Banks do not have consistent data 
entry procedures. In addition, the National Examination Database 
does not capture data that would indicate the extent of coverage of 
OFAC examinations. 

Our report contains recommendations designed to strengthen the 
Board's supervision of OFAC compliance. The Board concurred 
with our recommendations. 

The Board Can Improve the Effectiveness of Continuous 
Monitoring as a Supervisory Tool 
2017-SR-B-005 March 29, 2017 

We assessed the effectiveness of continuous monitoring as a 
supervisory activity for large, complex financial institutions, 
including LISCC firms and LBOs. 
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Although the Board and the Reserve Banks have multiple 
documents that address the expectations for certain aspects of 
continuous monitoring, the Board has not issued guidance that 
harmonizes these expectations across its supervisory portfolios 
and the Reserve Banks. Such guidance could outline the preferred 
analytical approach and documentation practices for this activity 
across the LISCC and LBO supervisory portfolios and minimize 
the variability that we noted for continuous monitoring activities 
across the Reserve Banks we visited. Although we noted certain 
best practices for executing continuous monitoring during our 
evaluation, those practices have not been broadly implemented 
across the Federal Reserve System. As a result, supervisory guidance 
issued by the Board could help to foster more consistent execution 
of this supervisory activity throughout the Federal Reserve System 
and maximize its effectiveness. 

Our report contains recommendations to improve the effectiveness 
of continuous monitoring. T he Board concurred with our 
recommendations. 

2016 Audit of the Board's Information Security Program 
2016-IT-B-013 November 10, 2016 

FISMA requires I Gs to conduct an annual, independent evaluation 
of their respective agencies' information security programs 
and practices. In support of FISMA independent evaluation 
requirements, the U.S. Department of H omeland Security (DHS) 
issued guidance to IGs on FISMA reporting for 2016. The guidance 
directs I Gs to evaluate the performance of agencies' information 
security programs across eight areas. The guidance also references 
a five-level maturity model for I Gs to use in assessing agencies' 
information security continuous monitoring and incident response 
programs. In accordance with these requirements, we reviewed the 
Board's information security program. Specifically, we evaluated the 
effectiveness of the Board's (1) security controls and techniques and 
(2) information security policies, procedures, and practices. 

We found that the Board has taken several steps to mature its 
information security program to ensure that the program is 
consistent with FISMA requirements. For instance, we found 
that the Board has implemented an enterprisewide information 
security continuous monitoring lessons-learned process as well as 
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strengthened its system-level vulnerability management practices. 
However, we identified several improvements needed in the Board's 
information security program in the areas of risk management, 
identity and access management, security and privacy training, 
and incident response. Specifically, we found that the Board can 
strengthen its risk management program by ensuring that Board 
divisions are consistently implementing the organization's risk 
management processes related to security controls assessment, 
security planning, and authorization. In addition, we continued 
to find instances of Board sensitive information that was not 
appropriately restricted within the organization's enterprisewide 
collaboration tool. We also noted that the Board had not evaluated 
the effectiveness of its security and privacy awareness training 
program in 2016. Finally, we found that the Board can strengthen 
its incident response capabilities by transitioning to a Trusted 
Internet Connections network provider and utilizing services 
offered through DHS's EINSTEIN program for intrusion detection 
and prevention. 

Our report includes recommendations to strengthen the Board's 
information security program in the areas of risk management, 
identity and access management, security and privacy training, and 
incident response. The Board concurred with our recommendations. 

Board of Governors of the Federal Reserve System 
Financial Statements as of and for the Years Ended 
December 31 , 2016 and 2015, and Independent Auditors' 
Reports 
2017-FMIC-B-002 March 7, 2017 

We contracted with an independent public accounting firm to 
audit the financial statements of the Board and to audit the Board's 
internal control over financial reporting. The contract requires the 
audits of the financial statements to be performed in accordance 
with the auditing standards generally accepted in the United States 
of America, the standards applicable to financial audits in the 
Government Auditing Standards issued by the Comptroller General 
of the United States, and the auditing standards of the Public 
Company Accounting Oversight Board. The contract also requires 
the audit of internal control over financial reporting to be performed 
in accordance with the attestation standards established by the 
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American Institute of Certified Public Accountants and with the 
auditing standards of the Public Company Accounting Oversight 
Board. We reviewed and monitored the work of the independent 
public accounting firm to ensure compliance with applicable 
standards and the contract. 

In the auditors' opinion, the financial statements presented fairly, 
in all material respects, the financial position of the Board as of 
December 31, 2016 and 2015, and the results of its operations 
and its cash flows for the years then ended in conformity with 
accounting principles generally accepted in the United States of 
America. Also, in the auditors' opinion, the Board maintained, in all 
material respects, effective internal control over financial reporting 
as of December 31, 2016, based on the criteria established in 
Internal Control-Integrated Framework (2013) by the Committee 
of Sponsoring Organizations of the Treadway Commission. The 
auditors' report on compliance and other matters disclosed no 
instances of noncompliance or other matters. 

Federal Financial Institutions Examination Council 
Financial Statements as of and for the Years Ended 
December 31 , 2016 and 2015, and Independent Auditors' 
Reports 
201 7-FMIC-B-001 March 1, 201 7 

The Board performs the accounting function for the FFIEC, 
and we contract with an independent public accounting firm to 
annually audit the financial statements of the FFIEC. The contract 
requires the audits to be performed in accordance with auditing 
standards generally accepted in the United States of America and in 
accordance with the auditing standards applicable to financial audits 
in the Government Auditing Standards issued by the Comptroller 
General of the United States. We reviewed and monitored the work 
of the independent public accounting firm to ensure compliance 
with applicable standards and the contract. 

In the auditors' opinion, the financial statements presented fairly, 
in all material respects, the financial position of the FFIEC as of 
December 31, 2016 and 2015, and the results of operations and 
cash flows for the years then ended in conformity with accounting 
principles generally accepted in the United States of America. 
The auditors' report on internal control over financial reporting 
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and on compliance and other matters disclosed no instances of 
noncompliance or other matters. 

Consumer Financial Protection Bureau 

The CFPB Can Strengthen Contract Award Controls and 
Administrative Processes 
2017-FMIC-C-007 March 30, 2017 

We assessed the CFPB's compliance with the Federal Acquisition 

R egulation and CFPB policy related to the contract solicitation, 

selection, and award processes, as well as the effectiveness of the 
CFPB's associated internal controls. This audit was a follow-on to 

our 2015 audit of the CFPB's contract management processes.3 

We found the CFPB to be generally compliant with applicable laws, 
regulations, and CFPB policies and procedures related to contract 
preaward and award process controls. We noted, however, that on some 
occasions, reviews and approvals were overlooked or not documented 
as required by the Federal Acquisition Regulation or CFPB policy. The 
Procurement Office can improve its contract file documentation by 
consistently including evidence that acquisition planning documents 
have been reviewed and approved and that conflict of interest 
documents for evaluation team members were signed. The CFPB can 
also improve the documentation used to support price reasonableness 
determinations for sole-source contracts and improve Routing 
and Review Slip documentation. We also found that there were 
opportunities to expand the use of digital signatures in the acquisition 
process. Lastly, the Procurement Office can capture and monitor 
acquisition lead-time data as a performance measure and better inform 
program offices by enhancing communications and training. 

Our report contains recommendations designed to strengthen the 
CFPB's internal control environment during acquisition planning, 
improve contract file documentation, and better use performance goals 
and communicate with program offices during the acquisition process. 
The CFPB concurred with our recommendations. 

3. Office oflnspector General, The CFPB Can Enhance Its Contract 
Management Processes and Related Controls, OIG Report 2015-FMIC-C-014, 
September 2, 2015. 
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The CFPB Can Strengthen Its Controls for Identifying 
and Avoiding Conflicts of Interest Related to Vendor 
Activities 
201 7-SR-C-004 March 15, 201 7 

We assessed whether the CFPB effectively mitigates the risk of 
potential conflicts of interest associated with using vendors to 
support fair lending compliance and enforcement analysis. W e 
focused on a contract for fair lending enforcement analysis and 
expert witness services. Our scope did not include identifying 
potential or actual conflicts of interest related to the CFPB's fair 
lending supervision contracts, and our findings are not reflective of 
all CFPB contracting practices. 

We found that the CFPB can strengthen its controls for identifying 
and avoiding potential conflicts ofinterest by (1) ensuring that 
vendors comply with existing documentation requirements; 
(2) clarifying roles and responsibilities; and (3) better facilitating 
vendor disclosure of potential conflicts, or affirmation that no 
conflicts exist, at the issuance of each task order. In addition, 
although the CFPB currently performs some fair lending 
enforcement analysis internally, we found that the CFPB should 
evaluate the potential costs and benefits of performing more fair 
lending enforcement analysis internally. 

Our report contains recommendations designed to strengthen the 
CFPB's identification and avoidance of potential conflicts of interest 
and to reduce the agency's exposure to operational and reputational 
risk. The CFPB concurred with our recommendations. 

2016 Audit of the CFPB's Information Security Program 
2016-IT-C-012 November 10, 2016 

FISMA requires I Gs to conduct an annual, independent evaluation 
of their respective agencies' information security programs 
and practices. In support of FISMA independent evaluation 
requirements, DHS issued guidance to I Gs on FISMA reporting 
for 2016. The guidance directs I Gs to evaluate the performance 
of agencies' information security programs across eight areas. 
The guidance also references a five-level maturity model for IGs 
to use in assessing agencies' information security continuous 
monitoring and incident response programs. Consistent with 
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these requirements, we reviewed the CFPB's information security 
program. Our audit objectives were to evaluate the effectiveness of 
the CFPB's (1) security controls and techniques and (2) information 
security policies, procedures, and practices. 

We found that the CFPB has taken several steps to mature its 
information security program to ensure that it is consistent with 
FISMA requirements. For instance, we found that both the 
CFPB's information security continuous monitoring and incident 
response programs were operating at an overall maturity of 
level 3 (consistently implemented), primarily due to enhancements in 
the agency's automation capabilities. However, we identified several 
improvements needed in the CFPB's information security program 
in the areas of risk management, identity and access management, 
and contingency planning. Specifically, we noted that the CFPB can 
strengthen its risk management program by formalizing its insider 
threat activities and evaluating options to develop an agencywide 
insider threat program that leverages planned activities around 
data loss prevention. Related to the management of insider threat 
risks, signed rules of behavior documents were not in place for 
several privileged users who were not consistently resubmitting user 
access forms to validate the need for their elevated access privileges. 
We also noted that the CFPB has not completed an agencywide 
business impact analysis to guide its contingency planning activities, 
nor has it fully updated its continuity of operations plan to reflect 
the transition of its information technology infrastructure from 
Treasury. 

Our report includes recommendations to strengthen the CFPB's 
information security program in the areas of insider threat activities, 
privileged users, and contingency planning activities. T he CFPB 
concurred with our recommendations. 

The CFPB's Advisory Committees Help Inform Agency 
Activities, but Advisory Committees' Administration 
Should Be Enhanced 
2016-MO-C-016 November 30, 2016 

We conducted an audit of the CFPB's activities related to its four 
advisory committees, which provide expert advice on specific 
issues related to the CFPB's mission. Our objectives were (1) to 
assess the CFPB's compliance with applicable laws and regulations 
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as they relate to advisory committees, (2) to assess the CFPB's 
administration of the advisory committees, and (3) to evaluate the 
CFPB's advisory committees' effectiveness in informing the CFPB's 
activities. 

Overall, we found that the CFPB advisory committees were 
generally effective and were operating in compliance with applicable 
laws and regulations for the period we reviewed. We also found that 
the CFPB should improve its administration of advisory committee 
activities. Specifically, the Office of Advisory Board and Councils 
and the Office of Research can improve their administrative 
processes by formally tracking the clearance process of documents 
before dissemination to advisory committee members, determining 
an optimal method to identify conflict of interests for certain 
members, retaining application materials, posting summaries of 
advisory committee meetings to the CFPB's Advisory groups 
webpage, and centrally retaining advisory committee expenditure 
information. In addition, we found that assessing advisory 
committee effectiveness can assist the CFPB in determining 
whether the committees provide the agency with information and 
perspectives that help inform agency activities. 

Our report contains recommendations designed to improve the 
CFPB's administrative processes and to establish the formal 
monitoring of the effectiveness of advisory committee activities. The 
CFPB concurred with our recommendations. 

Evaluation of the CFPB's Implementation of the Digital 
Accountability and Transparency Act of 2014 
2016-FMIC-C-015 November 30, 2016 

The DATA Act aims to help policymakers and taxpayers track 
federal spending by requiring agencies to make accessible 
consistent data on expenditures and contract information. The 
CFPB determined that the act applies in full to its Consumer 
Financial Civil Penalty Fund and in part to its Bureau Fund. Our 
audit objective was to gain an understanding of the processes, 
systems, and controls that the CFPB has implemented, or plans to 
implement, to report financial and spending data as required by the 
DATA Act. 
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The DATA Act requires I Gs to issue a report to Congress assessing 
a statistical sample of spending data submitted by the agency and its 
implementation of the data standards. However, CIGIE identified 
a timing anomaly for this requirement. The DATA Act states that 
the first IG report is due to Congress in November 2016; however, 
the act did not require federal agencies to report spending data until 
May 2017. As a result, CIGIE encouraged IGs to undertake DATA 
Act readiness reviews of their respective agencies well in advance of 
the November 2017 report. Our report is in response to CIGIE's 
suggestion. 

Overall, we identified activities that will help the CFPB successfully 
implement the DATA Act requirements. We believe that the 
CFPB's success in implementing the DATA Act requirements will 
depend in part on (1) the effective execution of its implementation 
efforts; (2) the finalized designation of a senior accountable official; 
and (3) the clear documentation of the roles and responsibilities of 
the Bureau of the Fiscal Service, Administrative Resource Center. 
Our report contains no recommendations. 

The CFPB's Civil Penalty Fund Is in Compliance With 
the Improper Payments Information Act of 2002, as 
Amended 
2017-FMIC-C-006 March 29, 2017 

We assessed whether the CFPB is in compliance with IPIA, 
which requires agency heads to periodically review and identify 
all programs and activities that may be susceptible to significant 
improper payments. The CFPB determined that its Consumer 
Financial Civil Penalty Fund is subject to IPIA. The Consumer 
Financial Civil Penalty Fund contains money that the CFPB 
collects from judicial and administrative actions against people or 
companies that violate federal consumer financial law. Funds may 
be used to pay victims or for consumer education, financial literacy 
programs, and program administration costs. For fiscal year 2016, 
total disbursements from the Consumer Financial Civil Penalty 
Fund were approximately $54 million. 

We determined that the CFPB complied with the two applicable 
requirements ofIPIA for fiscal year 2016 as they relate to 
the Consumer Financial Civil Penalty Fund. We made no 
recommendations in our report. 
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Fiscal Year 2016 Risk Assessment of the CFPB's Purchase 
Card Program 
February 1, 2017 

As required by the Government Charge Card Abuse Prevention Act 
of 2012, we conducted a risk assessment of the CFPB's purchase 
card program to determine the frequency and scope of future audits. 
The results of the risk assessment show that the risk of illegal, 
improper, or erroneous use in the CFPB's purchase card program is 
low. As a result, we will not include an audit of the CFPB's purchase 
card program in the OIG's 2017 annual audit plan. 

Fiscal Year 2016 Risk Assessment of the CFPB's Travel 
Card Program 
February 1, 2017 

As required by the Government Charge Card Abuse Prevention Act 
of 2012, we conducted a risk assessment of the CFPB's travel card 
program to determine the frequency and scope of future audits. The 
results of the risk assessment show that the risk of illegal, improper, 
or erroneous use in the CFPB's travel card program is medium. 

Although a risk level of medium means that the risk is likely to 
occur, such risk would be expected to have a limited impact on 
current operations and long-term objectives. In addition, we 
completed an audit of the travel card program in June 2016. As a 
result, we will not include an audit of the travel card program in the 
OIG's 2017 annual audit plan. 
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Failed State Member 
Bank Reviews 

Material Loss Reviews 
Section 38(k) of the Federal Deposit Insurance Act, as amended, 
requires that the IG of the appropriate federal banking agency 
complete a review of the agency's supervision of a failed institution 
and issue a report within 6 months of notification from the Federal 
Deposit Insurance Corporation (FDIC) OIG that the projected loss 
to the DIF is material. Under section 38(k), a material loss to the 
DIF is defined as an estimated loss in excess of $50 million. 

The material loss review provisions of section 38(k) require that the 
IG do the following: 

• review the institution's supervision, including the agency's 
implementation of prompt corrective action 

• ascertain why the institution's problems resulted in a material 
loss to the DIF 

• make recommendations for preventing any such loss in the 
future 

No state member bank failures occurred during the reporting period 
that required us to initiate a material loss review. 

Nonmaterial Loss Reviews 
The Federal Deposit Insurance Act, as amended, requires the 
IG of the appropriate federal banking agency to semiannually 
report certain information on financial institutions that incurred 
nonmaterial losses to the DIF and that failed during the respective 
6-month period. 

When bank failures result in nonmaterial losses to the DIF, the IG 
is required to determine (1) the grounds identified by the federal 
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banking agency or the state bank supervisor for appointing the 
FDIC as receiver and (2) whether the losses to the DIF present 
unusual circumstances that would warrant in-depth reviews. 
Generally, the in-depth review process is the same as that for 
material loss reviews, but in-depth reviews are not subject to the 
6-month reporting deadline. 

T he JG must semiannually report the completion dates for each 
such review. If an in-depth review is not warranted, the JG is 
required to explain this determination. In general, we consider a 
loss to the DIF to present unusual circumstances if the conditions 
associated with the bank's deterioration, ultimate closure, and 
supervision were not addressed in any of our prior bank failure 
reports, or if there was potential fraud. 

We completed our initial review of the Allied Bank failure and 
identified a series of unusual circumstances that warrant an 
in-depth review (table 1). We initiated our in-depth review in 
February 2017 and will summarize the results of that review in an 
upcoming semiannual report to Congress. 

Table 1: Nonmaterial State Member Bank Failure During the 
Reporting Perioda 
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a. Allied Bank failed on September 23, 2016, a week before the close of the prior 
semiannual reporting period. Given the timing of the failure, we had not been 
advised of the estimated loss to the DIF associated with the failure before the 
close of the prior semiannual reporting period. We made our determination to 
conduct an in-depth review of this failure during this reporting period. 
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Investigations 
The OIG's Office oflnvestigations conducts investigations of 
criminal, civil, and administrative wrongdoing by Board and 
CFPB employees, as well as investigations of alleged misconduct 
or criminal activity that affects the Board's or the CFPB's ability 
to effectively supervise and regulate the financial community. The 
OIG operates under statutory law enforcement authority granted 
by the U.S. Attorney General, which vests our Special Agents with 
the authority to carry firearms, to seek and execute search and 
arrest warrants, and to make arrests without a warrant in certain 
circumstances. OIG investigations are conducted in compliance 
with CIGIE's Quality Standards far Investigations and the Attorney 
General Guidelines far Offices of Inspector General with Statutory Law 
Enforcement Authority. 

During this period, the Office oflnvestigations met with other 
financial OIGs to discuss matters of mutual interest, joint 
investigative operations, joint training opportunities, and hotline 
operations. The office also met with officials at both the Board and 
the CFPB to discuss investigative operations and the investigative 
process. 

Board of Governors of the 
Federal Reserve System 
The Board is responsible for consolidated supervision of bank 
holding companies, including financial holding companies formed 
under the Gramm-Leach-Bliley Act. The Board also supervises 
state-chartered banks that are members of the Federal Reserve 
System. Under delegated authority from the Board, the Reserve 
Banks supervise bank holding companies and state member banks, 
and the Board's Division of Supervision and Regulation oversees the 
Reserve Banks' supervisory activities. 

Our office's investigations concerning bank holding companies 
and state member banks typically involve allegations that holding 
company directors or officers falsified financial records, lied to or 
misled examiners, or obstructed examinations in a manner that 
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may have hindered the Board's ability to carry out its supervisory 
operations. Such activity may result in criminal violations, including 
false statements or obstruction of bank examinations. The following 
are examples from this reporting period of investigations into 
matters affecting the Board's ability to carry out its supervisory 
responsibilities. 

Former Federal Reserve Board Employee Sentenced for 
Installing Unauthorized Software on a Board Server 

A former Board employee was sentenced to 12 months' probation 
and fined $5,000 for installing unauthorized software on a Board 
server. The defendant pleaded guilty to one misdemeanor count of 
unlawful conversion of government property. 

The defendant, a Communications Analyst, inappropriately used 
his access to a Board server to install unauthorized software to earn 
bitcoins. Bitcoins are earned as compensation when users allow their 
systems' computing power to be part of the structure that processes, 
verifies, and records bitcoin transactions. Due to the anonymity 
of the Bitcoin network, the Board-CFPB OIG was unable to 
conclusively determine the amount of bitcoins earned through the 
Board's server. The defendant also modified security safeguards 
to remotely access the server. When confronted by OIG agen ts, 
the defendant initially denied any knowledge of the wrongdoing 
but later remotely deleted the Bitcoin software in an effort to 
conceal his actions. Forensic analysis conducted by Board-CFPB 
OIG agents and the Federal Reserve System's National Incident 
Response Team confirmed the defendant's involvement, which 
resulted in his termination from the Board and ultimately led to his 
voluntary admission of guilt. The defendant's actions did not result 
in a loss of Board information, and the Board implemented security 
enhancements as a result of this incident. 

The case was investigated by the Board-CFPB OIG and prosecuted 
by the U.S. Department ofJustice's (DOJ) Computer Crime and 
Intellectual Property Section. 
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Former NOVA Bank Officers Sentenced for Conspiracy, 
False Statements, and Troubled Asset Relief Program 
Fraud 

The former President of NOVA Bank was sentenced to 14 months 
in prison and was ordered to pay a $50,000 fine, and the former 
NOVA Bank Board Chairman was sentenced to 11 months in 
prison and was ordered to pay a $100,000 fine. Both individuals 
were involved in a fraud conspiracy to obtain $13.5 million in public 
Troubled Asset Relief Program funds for NOVA Bank. NOVA 
Bank's holding company, NOVA Financial Holdings, Inc., of 
Berwyn, Pennsylvania, is supervised and regulated by the Board. 

This case was the result of a joint investigation by the Board-CFPB 
OIG, the FDIC OIG, the Federal Bureau oflnvestigation (FBI), 
the Special Inspector General for the Troubled Asset Relief 
Program (SIGTARP), Internal Revenue Service (IRS)- Criminal 
Investigation, and the U.S. Attorney's Office for the Eastern District 
of Pennsylvania. 

Former Bank Senior Executive Vice President Sentenced 
for Failing to Report a Crime 

A former One Bank & Trust Senior Executive Vice President was 
sentenced to 2 years of probation and 100 hours of community 
service for failing to report a crime. The defendant was also a 
Director at One Financial Corporation, which is the Board­
supervised bank holding company for One Bank & Trust. The 
former bank executive pleaded guilty to misprision of a felony. 

The defendant recommended approval of a $1.5 million line of 
credit for someone the defendant knew and arranged for the line of 
credit to be approved without going through the formal approval 
process. When the line of credit defaulted, the defendant and other 
former One Bank & Trust executives made false bank entries to 
hide the default from federal bank regulators. This default was then 
left off One Bank & Trust's Call Reports to prevent any additional 
regulatory scrutiny while the bank was soliciting over $10 million in 
Troubled Asset Relief Program funds. The borrower who defaulted 
was sentenced to a year and a day in federal prison after pleading 
guilty to money laundering. 
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This case was the result of a joint investigation by the Board-CFPB 
OIG, the FDIC OIG, IRS-Criminal Investigation, the FBI, 
SIGTARP, and the U.S. Attorney's Office for the Eastern District 
of Arkansas. 

Former President and Chief Executive Officer of Farmers 
Exchange Bank Charged in Second Superseding 
Indictment 

A former President and Chief Executive Officer of Farmers 
Exchange Bank was charged in a second superseding indictment 
with one or more counts of bank fraud; theft, embezzlement, or 
misapplication by a bank employee; false bank entries, reports, and 
transactions; false statements; wire fraud; and money laundering. 
This second superseding indictment amended some of the charges 
previously filed against the defendant and added additional charges, 
resulting in a 45-count indictment. 

The defendant made false entries in the bank's books, reports, and 
statements with the intent to injure and defraud the bank and to 
deceive the agents and examiners appointed to examine the affairs 
of the bank, including the Board and the FDIC. Additionally, the 
indictment alleged that the defendant devised a scheme to defraud 
other FEB Bancshares, Inc., shareholders to obtain money by 
false and fraudulent pretenses and caused about $4.9 million to be 
transferred in interstate commerce through the Fedwire Transfer 
System in Dallas, Texas. 

This is a joint investigation by the FDIC OIG, the Board-CFPB 
OIG, and the FBI, with prosecutorial support from the U.S. 
Attorney's Office for the Eastern District ofWisconsin. 

Former Executive at Union Bank and Trust Company 
Pleaded Guilty to Theft of Bank Property 

A former Assistant Vice President at Union Bank and Trust 
Company pleaded guilty to one count of theft of bank property. 
For about 12 years-from around 2000 to 2012-the defendant 
knowingly took about S200,000 from Union Bank and Trust in 
Evansville, Wisconsin, and used her position to cover up the theft. 
The Board-CFPB OIG investigated this matter to determine 
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whether any misrepresentations were made in an effort to obstruct 
the Board's supervision program. 

This is a joint investigation by the Board-CFPB OIG and the 
FDIC OIG, with prosecutorial support from the U.S. Attorney's 
Office for the Western District of Wisconsin. 

Multiple Former Pierce Commercial Bank Officials 
Indicted for Conspiracy and Bank Fraud 

Multiple former Pierce Commercial Bank officials were indicted 
in the Western District of Washington in Tacoma for conspiracy 
to make false statements on loan applications and to commit bank 
fraud. Prior to the indictment, one individual- a Vice President 
and Loan Officer-entered into a plea agreement with the U.S. 
Attorney's Office in Tacoma. Two other subjects-a second Vice 
President and Loan Officer and another Loan Officer-pleaded 
guilty in federal court to bank fraud. 

From around July 2004 to July 2008, the coconspirators and others 
working at Pierce Commercial Bank solicited individuals, whether 
or not they were qualified, to apply for Pierce Commercial Bank 
home loans. The coconspirators then had uniform residential loan 
applications prepared based upon fraudulent representations with 
and without the borrowers' knowledge. The fraudulent scheme 
resulted in over 5,000 mortgage loans, representing over $1 billion 
in loan proceeds. Until it failed, Pierce Commercial Bank was 
regulated by the Board. The scheme contributed to the failure 
of the bank. Hundreds of the borrowers involved in the scheme 
defaulted on their loans, causing over $9.5 million in losses to Pierce 
Commercial Bank, secondary investors, the U.S. Department of 
Housing and Urban Development (HUD), and the U.S. Federal 
Housing Administration and $24.8 million in losses to the DIF. 

This case is being prosecuted by the U.S. Attorney's Office for the 
Western District of Washington, with the investigative assistance 
of the FBI, the HUD OIG, the Federal Housing Finance Agency 
(FHFA) OIG, the Board-CFPB OIG, the FDIC OIG, SIGTARP, 
and IRS-Criminal Investigation. 
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Consumer Financial Protection Bureau 
Title X of the Dodd-Frank Act created the CFPB to implement 
and enforce federal consumer financial law. The CFPB's five 
statutory objectives are (1) to provide consumers with critical 
information about financial transactions, (2) to protect consumers 
from unfair practices, (3) to identify and address outdated and 
unduly burdensome regulations, (4) to foster transparency and 
efficiency in consumer financial product and service markets and to 
facilitate access and innovation, and (5) to enforce federal consumer 
financial law without regard to the status of the person to promote 
fair competition. 

The CFPB supervises large banks, thrifts, and credit unions with 
total assets of more than $10 billion and certain nonbank entities, 
regardless of size, including mortgage brokers, loan modification 
providers, payday lenders, consumer reporting agencies, debt 
collectors, and private education lenders. Additionally, with certain 
exceptions, the CFPB's enforcement jurisdiction generally extends 
to individuals or entities that are or have engaged in conduct that 
violates federal consumer financial law. 

Our office's investigations concerning the CFPB's responsibilities 
typically involve allegations that company directors or officers 
provided falsified business data and financial records to the CFPB, 
lied to or misled examiners, or obstructed examinations in a 
manner that may have affected the CFPB's ability to carry out its 
supervisory responsibilities. Such activity may result in criminal 
violations, such as false statements or obstruction of examinations. 
The following is an example from this reporting period of an 
investigation into matters affecting the CFPB's ability to carry out 
its supervisory responsibilities. 

Former Principal of Loan Modification Company Pleaded 
Guilty 

An information and plea agreement were filed on one of the former 
principals of a loan modification company in the U.S. District of 
Utah for the individual's involvement in a fraudulent telemarketing 
sales and loan modification conspiracy. This information and plea 
agreement follow a 40-count federal indictment in the U.S. District 
of Utah in Salt Lake City charging six individuals with conspiracy, 
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mail fraud, wire fraud, telemarketing fraud, conspiracy to commit 
money laundering, and money laundering in an alleged scheme to 
market and sell home loan modification services under the guise of 
a law firm. 

Around September 2011, the principal and others made false and 
misleading statements to potential customers in order to convince 
them to pay for loan modification services. Potential clients were 
led to believe they were contracting with a true law firm, that an 
attorney would be working with them individually, and that the 
attorney would negotiate a loan modification with their lender. 
Instead, clients were contacted by the defendant and minimum wage 
employees who were not supervised by lawyers and did not have the 
legal background or knowledge in working loan modifications. 

This case was investigated by the Board-CFPB OIG, the FBI, 
IRS-Criminal Investigation, SIGTARP, and the FHFA OIG, 
with prosecutorial support from the U.S. Attorney's Office for the 
District of Utah. 
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Hotline 
The OIG Hotline helps people report fraud, waste, abuse, or 
mismanagement related to the programs or operations of the 
Board and the CFPB. Hotline staff can be reached by phone, 
email, web form, fax, or mail. The OIG reviews all incoming 
Hotline communications, researches and analyzes the issues raised, 
and determines how best to address the complaints. During this 
reporting period, the Hotline received 331 complaints. 

The OIG Hotline continued to receive complaints from individuals 
seeking information about or wanting to file noncriminal consumer 
complaints regarding consumer financial products and services. In 
these matters, Hotline staff members typically refer complainants 
to the consumer group of the appropriate federal regulator for 
the institution involved, such as the Office of the Comptroller of 
the Currency's (OCC) Customer Assistance Group or the CFPB 
Consumer Response team. 

The OIG Hotline continued to receive a significant number of 
complaints involving suspicious solicitations invoking the name 
of the Federal Reserve or the Chair of the Board of Governors. 
Hotline staff members continue to advise all individuals that these 
phishing emails are solicitations that attempt to obtain the personal 
or financial information of the recipient and that neither the Board 
nor the Reserve Banks endorse or have any involvement in them. As 
appropriate, the OIG may investigate these complaints. 
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Legislative and 
Regulatory Review, 
Congressional and 
Media Activities, and 
CIGIE Participation 

21 
legislative items reviewed 

4 
regulatory items reviewed 

16 
responses to congressional members and staff 

7 
responses to media inquiries 

Legislative and Regulatory Review 
The Legal Services program serves as the independent legal counsel 
to the IG and OIG staff. Legal Services provides comprehensive 
legal advice, research, counseling, analysis, and representation in 
support of OIG audits, investigations, inspections, and evaluations 
as well as other professional, management, and administrative 
functions. Legal Services also keeps the IG and OIG staff aware of 
recent legal developments that may affect the OIG, the Board, and 
the CFPB. 
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In accordance with section 4(a)(2) of the Inspector General Act 
of 1978, as amended, Legal Services independently reviews newly 
enacted and proposed legislation and regulations to determine their 
potential effect on the economy and efficiency of the Board's and 
the CFPB's programs and operations. During this reporting period, 
Legal Services reviewed 21 legislative items and 4 regulatory items. 

Congressional and Media Activities 
The OIG communicates and coordinates with various congressional 
committees on issues of mutual interest. During this reporting 
period, we provided 16 responses to congressional members 
and staff concerning the Board and the CFPB. Additionally, we 
responded to 7 media inquiries. 

CIGIE Participation 
The IG is a member of CIGIE, which provides a forum for I Gs 
from various government agencies to discuss governmentwide 
issues and shared concerns. Collectively, CIGIE's members work to 
improve government programs and operations. The IG also serves 
as a member of CIGIE's Legislation Committee and Investigations 
Committee. The Legislation Committee is the central point of 
information for legislative initiatives and congressional activities 
that may affect the community, such as proposed cybersecurity 
legislation that was reviewed during the reporting period. The 
Investigations Committee advises the JG community on issues 
involving criminal investigations, criminal investigations personnel, 
and criminal investigative guidelines. 

The Assistant Inspector General for Information Technology, as 
the Chair of the Information Technology Committee of the Federal 
Audit Executive Council, works with information technology audit 
staff throughout the IG community and reports to the CIGIE 
Information Technology Committee on common information 
technology audit issues. The Associate Inspector General for Legal 
Services and the Legal Services staff attorneys are members of the 
Council of Counsels to the Inspector General. 
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Peer Reviews 
Government auditing and investigative standards require that our audit 
and investigative units be reviewed by a peer OIG organization every 
3 years. Section 989C of the Dodd-Frank Act amended the Inspector 
General Act of 1978 to require that OIGs provide in their semiannual 
reports to Congress information about (1) peer reviews of their respective 
organizations and (2) their peer reviews of other OIGs. The following 
information addresses these Dodd-Frank Act requirements. 

• In September 2014, the Tennessee Valley Authority OIG completed the 
latest peer review of our audit organization. We received a peer review 
rating of pass. There were no report recommendations, and we had no 
pending recommendations from previous peer reviews of our audit 
organization. 

• In April 2016, the Special Inspector General for Afghanistan 
Reconstruction completed the latest peer review of our Office of 
Investigations and rated us as compliant. There were no report 
recommendations, and we had no pending recommendations from 
previous peer reviews of our investigations organization. 

See our website for peer review reports of our organization. 
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Appendix A: Statistical 
Tables 
Table A-1 : Audit, Inspection, and Evaluation Reports Issued to the 
Board During the Reporting Period 

Report t itle 

2016 Audit of the Board's Information Security Program 

Opportunities Exist to Increase Employees' Willingness to 
Share Their Views About large Financial Institution Supervision 
Activities 

Federal Financial Institutions Examination Council Financial 
Statements as of and for the Years Ended December 31, 2016 and 
2015, and Independent Auditors' Reports 

Board of Governors of the Federal Reserve System Financial 
Statements as of and for the Years Ended December 31, 2016 and 
2015, and Independent Auditors' Reports 

The Board Can Improve Documentation of Office of Foreign 
Assets Control Examinations 

The Board Can Improve the Effectiveness of Continuous 
Monitoring as a Supervisory Tool 

Total number of audit reports: 3 
Total number of evaluation reports: 3 
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Type of report 

Audit 

Evaluation 

Audit 

Audit 

Evaluation 

Evaluation 
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Table A-2: OIG Reports to the Board With Recommendations That 
Were Open During the Reporting Perioda 

Status of 

Recommendations recommendations 

"' QI 

~ 
CTI "' c.. ... "' QI ::l 

QI ..; ..; ~ ~ -0 ..0 
E E E CTI QI c: 

Issue 
CTI :Jl .... ..2 QI "' QI 

::l CTI ~ 
.... 0 c.. 

Report title date z ~ ~ .:0 0 "' 0 0 _, ..... -0 

Response to a Congressional 
Request Regarding the 06/11 2 2 03/17 2 
Economic Analysis Associated 
with Specified Rulemakings 

Evaluation of Prompt 
Regulatory Action 09/11 1b 03/17 
Implementation 

Security Control Review of 
the National Remote Access 03/12 8 8 09/16 7 
Services System (nonpublic 
report) 

Security Control Review of 
the Board's Public Website 04/12 12 12 05/16 9 3 
(nonpublic report) 

Security Control Review of 
the Aon Hewitt Employee 09/12 8 8 01/17 8 Benefits System (nonpublic 
report) 

Board Should Enhance 
Compliance with Small 
Entity Compliance Guide 
Requirements Contained 07/13 2 2 03/17 2 
in the Small Business 
Regulatory Enforcement 
Fairness Act of 1996 

Security Control Review of 
a Third-party Commercial 
Data Exchange Service Used 
by the Board's Division of 08/13 11 11 02/17 11 
Banking Supervision and 
Regulation (nonpublic 
report) 

The Board Can Benefit 
from Implementing an 
Agency-Wide Process for 09/13 02/17 
Maintaining and Monitoring 
Administrative Internal 
Control 

Opportunities Exist to 
Achieve Operational 
Efficiencies in the Board's 02/14 2 2 03/17 2 
Management of Information 
Technology Services 

See notes at end of table. 
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Table A-2: OIG Reports to the Board With Recommendations That 
Were Open During the Reporting Perioda(continued) 

Stat us of 

Recommendations recommendations 

"' Q) 
Q) .... 
O'I "' a.. 

~ n! Q) ::l 

...: ...: Q) 

~ "'O ..0 .... 
E E E O'I Q) c: 

Issue .... ..2 Q) "' Q) 

::l O'I O'I ~ "' .... 0 a.. 
Repo rt t itle 1 d ate z ~ ~ .:u n! 0 n! Ci 0 ...J - "'O 

Opportunities Exist for 
the Board to Improve 
Recordkeeping, Cost 
Estimation, and Cost 03/14 6 6 03/17 6 Management Processes 
for the Martin Building 
Construction and Renovation 
Project 

Enforcement Actions and 
Professional Liability Claims 
Against Institution-Affiliated 07/14 3• 3 03/17 2 Parties and Individuals 
Associated with Failed 
Institutions 

Opportunities Exist to 
Enhance the Board's 

09/14 5 5 02/17 3 2 Oversight of Future Complex 
Enforcement Actions 

The Board Should Enhance 
Its Supervisory Processes as 
a Result of Lessons Learned 
From the Federal Reserve's 10/14 10 10 03/17 10 
Supervision of JPMorgan 
Chase & Company's Chief 
Investment Office 

The Board Can Better 
Coordinate Its Contingency 10/14 4 4 03/17 4 Planning and Continuity of 
Operations Program 

Opportunities Exist to 
Improve the Operational 
Efficiency and Effectiveness 12/14 3 3 03/17 2 
of the Board's Information 
Security Life Cycle 

Review of the Failure of 
03/15 5 5 02/17 3 2 Waccamaw Bank 

See notes at end of table. 
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Table A-2: OIG Reports to the Board With Recommendations That 
Were Open During the Reporting Perioda(continued) 

Status of 

Recommendations recommendations 

"' Cll 

~ 
Ol "' 0.. 

Q; nS Cll :J 

.0 ... ... ~ ~ " E E E Ol Cll c 
Issue 

Ol :ll ... 0 Cll "' Cll 
:J Ol "' 0 

... 0 0.. 
Report title date z ~ ~ -:0 rtJ rtJ u 0 ..... -" 
The Board Can Enhance 
Its Diversity and Inclusion 03/15 11 11 03/17 11 
Efforts 

Security Control Review of 
the Board's Consolidated 
Supervision Comparative 

09/15 3 3 3 Analysis, Planning and 
Execution System (nonpublic 
report) 

The Board Identified Areas 
of Improvement for Its 
Supervisory Stress Testing 

10/15 8 8 03/17 8 Model Validation Activities, 
and Opportunities Exist for 
Further Enhancement 

2015 Audit of the Board's 
Information Security 11/15 4 4 11/16 3 
Program 

Security Control Review of 
the Board's Statistics and 

12/15 6 6 6 Reserves System (nonpublic 
report) 

Review of the Failure of 
03/16 03/17 NBRS Financial 

The Board Should Strengthen 
Controls to Safeguard 
Embargoed Sensitive 

04/16 9 9 9 
Economic Information 
Provided to News 
Organizations 

Security Control Review of 
the Board's Active Directory 

05/16 10 10 10 Implementation (nonpublic 
report) 

2016 Audit of the Board's 
Information Security 11/16 9 9 9 
Program 

See notes at end of table. 
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Table A-2: OIG Reports to the Board With Recommendations That 
Were Open During the Reporting Period• (continued) 

Status of 

Recommendations recommendations 

Report t it le 

Opportunities Exist to 
Increase Employees' 
Willingness to Share Their 
V iews About Large Financial 
Institution Supervision 
Activities 

The Board Can Improve 
Documentation of Office 
of Foreign Assets Control 
Examinations 

The Board Can Improve the 
Effectiveness of Continuous 
Monitoring as a Supervisory 
Tool 

Issue 

date 

11/16 

03/17 

03/17 

"' Qj 
Qj .... 
en 

(jj nJ 

..0 ..; 
E E 
::l en 
z ~ 

11 11 

2 2 

2 2 

VI Cl. 
Qj ::l 

..; ~ ~ E en 
nJ .... ..2 Qj 

en VI "' .... 
~ nJ 0 nJ 

"U _, -"U 

a. A recommendation is closed if (1) the corrective action has been taken; 

"U 
Qj 

"' 0 
Ci 

(2) t he recommendation is no longer applicable; or (3) the appropriate 
oversight committee or administrator has determined, after reviewing the 
position of the OIG and division management, that no further action by the 
agency is warranted. A recommendation is open if (1) division management 
agrees with the recommendation and is in the process of taking correct ive 
action or (2) d ivision management disagrees with t he recommendation and 
we have referred or are referring it to the appropriate oversight committee or 
administrator for a f inal decision. 

b. These recommendations were directed jointly to the OCC, the FDIC, and the 
Board. 

Semiannual Report to Congress I October I. 20 16-March 3 1, 2017 

c 
Qj 
Cl. 
0 

11 

2 

2 

41 



42 

Table A-3: Audit, Inspection, and Evaluation Reports Issued to the 
CFPB During the Reporting Period 
Report title Type of report 

2016 Audit of the CFPB's Information Security Program 

The CFPB's Advisory Committees Help Inform Agency Activities, 
but Advisory Committees' Administration Should Be Enhanced 

Evaluation of the CFPB's Implementation of the Digital 
Accountability and Transparency Act of 2014 

Fiscal Year 2016 Risk Assessment of the CFPB's Purchase Card 
Program 

Fiscal Year 2016 Risk Assessment of the CFPB's Travel Card 
Program 

The CFPB Can Strengthen Its Controls for Identifying and 
Avoiding Conflicts of Interest Related to Vendor Activities 

The CFPB's Civil Penalty Fund Is in Compliance With the Improper 
Payments Information Act of 2002, as Amended 

The CFPB Can Strengthen Contract Award Controls and 
Administrative Processes 

Total number of audit reports: 4 
Total number of evaluation reports: 2 
Total number of risk assessments: 2 

Audit 

Audit 

Evaluation 

Risk assessment 

Risk assessment 

Evaluation 

Audit 

Audit 

Table A-4: OIG Reports to the CFPB With Recommendations That 
Were Open During the Reporting Period• 

Status of 

Recommendations recommendations 

Report title 

Evaluation of the Consumer 

Issue 

dat e 

Financial Protection Bureau's 09/12 5 
Consumer Response Unit 

The CFPB Should Strengthen 
Internal Controls for Its 
Government Travel Card 
Program to Ensure Program 
Integrity 

2013 Audit of the CFPB's 
Information Security Program 

The Cf PB Has Established 
Effective GPRA Processes, 
but Opportunities Exist for 
Further Enhancement 

Security Control Review of 
the CFPB's Cloud Computing­
Based General Support 
System (nonpublic report) 

See notes at end of table. 
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09/13 14 

12/13 4 

06/14 3 

07/14 4 

5 

14 
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03/17 11 

11/16 4 

03/17 2 

09/16 
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Table A-4: OIG Reports to the Cf PB With Recommendations That 
Were Open During the Reporting Perioda (continued) 

Status of 

Recommendations recommendations 

Report title 

The CFPB Complies With 
Section 11 OOG of the Dodd-

Issue 

date 

Frank Act, but Opportunities 09/14 
Exist for the CFPB to Enhance 
Its Process 

Audit of the CFPB's 
Acquisition and Contract 
Management of Select Cloud 
Computing Services 

2014 Audit of the CFPB's 
Information Security Program 

The CFPB Can Enhance Its 
Diversity and Inclusion Efforts 

Security Control Review of 
the CFPB's Tableau System 
(nonpublic report) 

Security Control Review 
of the CFPB's Data Team 
Complaint Database 
(nonpublic report) 

CFPB Headquarters 
Construction Costs Appear 
Reasonable and Controls Are 
Designed Appropriately 

The CFPB Can Enhance 
Its Contract Management 
Processes and Related 
Controls 

Opportunities Exist to 
Enhance Management 
Controls Over the 
CFPB's Consumer Complaint 
Database 

2015 Audit of the CFPB's 
Information Security Program 

Collecting Additional 
Information Can Help the 
CFPB Manage Its Future 
Space-Planning Activities 

The CFPB Should Continue 
to Enhance Controls for Its 
Government Travel Card 
Program 

See notes at end of table. 

09/14 

11/14 

03/15 

03/15 

07/15 

07/15 

09/15 

09/15 

11/15 

02/16 

06/16 

3 3 

4 4 

3 3 

17 17 

3 3 

7 7 

10 10 

8 8 

2 2 

9 9 
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03/17 

09/16 

11/16 

03/17 

10/16 

03/17 

02/17 

02/17 

03/17 

11/16 

02/17 

03/17 

"'O 
QI 

"' 0 
Ci 

3 

3 

2 

14 

3 

7 

9 

7 

2 

c 
QI 
a. 
0 

3 

8 
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Table A-4: OIG Reports to the CFPB With Recommendations That 
Were Open During the Reporting Perioda (continued) 

Status of 

Recommendations recommendations 

Report title 

2016 Audit of the CFPB's 
Information Security Program 

The CFPB's Advisory 
Committees Help Inform 
Agency Activities, but 
Advisory Committees' 
Administration Should Be 
Enhanced 

The CFPB Can Strengthen Its 
Controls for Identifying and 
Avoiding Conflicts of Interest 
Related to Vendor Activities 

The CFPB Can Strengthen 

Issue 

date 

11/16 

11/16 

03/17 

Contract Award Controls and 03/17 
Administrative Processes 

3 3 

7 7 03/17 

5 5 

6 6 

a. A recommendation is closed if (1) the corrective action has been taken; 

-0 
Qj 
VI 
0 
iJ 

2 

3 

(2) the recommendation is no longer applicable; or (3) the appropriate 
oversight committee or administrator has determined, after reviewing the 
position of the OIG and division management, that no further action by the 
agency is warranted. A recommendation is open if (1) division management 
agrees with the recommendation and is in the process of taking corrective 
action or (2) division management disagrees with the recommendation and 
we have referred or are referring it to the appropriate oversight committee or 
administrator for a final decision. 

Table A-5: Audit, Inspection, and Evaluation Reports Issued to the 
Board and the CFPB With Questioned Costs, Unsupported Costs, 
or Recommendations That Funds Be Put to Better Use During the 
Reporting Period• 

Reports 

With questioned costs, unsupported 
costs, or recommendations that funds be 
put to better use, regardless of whether a 
management decision had been made 

Number Dollar value 

0 $0 

a. Because the Board and the CFPB are primarily regulatory and policymaking 
agencies, our recommendations typically focus on program effectiveness 
and efficiency, as well as strengthening internal controls. As such, the 

c: 
Qj 
0. 

0 

3 

5 

2 

6 

monetary benefit associated with their implementation typically is not readily 
quantifiable. In the event that an audit, inspection, or evaluation report contains 
quantifiable information regarding questioned costs, unsupported costs, or 
recommendations that funds be put to better use, this table will be expanded. 

Office of Inspector General 
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Table A-6: Summary Statistics on Investigations During the 
Reporting Perioda 

Investigative act ions 

Number or 

dolla r va lueb 

Investigative caseload 

Investigations open at end of previous reporting period 

Investigations opened during the reporting period 
- ~ -

Investigations closed during the reporting period 

Investigations open at end of the period 

Investigative results for the reporting period 

Persons referred to DOJ prosecutors 

Persons referred to state/local prosecutors 

Matters referred for prosecution 

Joint investigations 

Reports of investigations issued 

Oral and/or written reprimands 

Terminations of employment 

Arrests 

Suspensions 

Debarments 

Prohibitions from banking industry 

Indictments 

Criminal informations 

Criminal complaints 

Convictions 

Civil actions 

68 

17 

21 

64 

6 

0 

6 

37 

3 

0 

0 

7 

0 

0 

1 

5 

9 

0 

9 

2 

Administrative monetary recoveries and reimbursements 

Civil judgments 

Criminal fines, restitution, and special assessments 

$0 

$638,000,000 

$8,009,552 

a. Some of the investigative numbers may include data also captured by 
other OIGs. 

b. Metrics: These statistics were compiled from the OIG's investigative case 
management and tracking system. 
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Table A-7: Summary Statistics on Hotline Activities During the 
Reporting Period 
Hotline complaints 

Complaints pending from previous reporting period 

Complaints received during reporting period 

Total complaints for reporting period 

Complaints resolved during reporting period 

Complaints pending 

Office of Inspector General 

Number 

16 

331 

347 

327 

20 

Board of Governors of the Federal Reserve System I Consumer Financial Protection Bureau 



Appendix B: 
Inspector General 
Empowerment Act of 
2016 Requirements 
The Inspector General Empowerment Act of 2016 amends 
section 5 of the Inspector General Act of 1978 by adding 
reporting requirements that must be included in OIG semiannual 
reports to Congress. These additional reporting requirements 
include summaries of certain audits, inspections, and evaluations; 
investigative statistics; summaries of investigations of senior 
government employees; whistleblower retaliation statistics; 
summaries of interference with 0 I G independence; and summaries 
of closed audits, evaluations, inspections, and investigations that 
were not publicly disclosed. Our response to these new requirements 
is below. 

1. Summaries of each audit, inspection, and evaluation report 
issued to the Board or the CFPB for which no agency comment 
was returned within 60 days of receiving the report. 

There were no audit, inspection, or evaluation reports 
issued to the Board or the CFPB for which no agency 
comment was returned within 60 days of receiving the 
report. 

2. Summaries of each audit, inspection, and evaluation report 
issued to the Board or the CFPB for which there are 
outstanding unimplemented recommendations, including the 
aggregate potential cost savings of those recommendations. 

See appendix C. 
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3. Statistical tables showing for the reporting period: 

a. the number of issued investigative reports 

b. the number of persons referred to DOJ for criminal 
prosecution 

c. the number of persons referred to state and local 
authorities for criminal prosecution 

d. the number of indictments and criminal informations 
that resulted from any prior referral to prosecuting 
authorities 

Describe the metrics used to develop the data for these new 
statistical tables. 

See table A-6. 

4. A report on each investigation conducted by the OIG that 
involves a senior government employee in which allegations of 
misconduct were substantiated, which includes 

a. a detailed description of the facts and circumstances of 
the investigation as well as the status and disposition of 
the matter 

b. whether the matter was referred to DOJ and the date of 
the referral 

c. whether DOJ declined the referral and the date of such 
declination 

We initiated an investigation concerning allegations that 
a Board employee engaged in inappropriate conduct 
while on government time and during government travel. 
The investigation substantiated the allegations and 
determined that the employee also inappropriately used 
his Board-issued information technology equipment 
for personal benefit. This matter was presented to DOJ 
on January 27, 2017, and it declined prosecution. The 
employee subsequently resigned. This investigation was 
closed. (case 120160037) 

Office of Inspector General 
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We initiated an investigation concerning allegations 
that a CFPB employee viewed pornographic material 
on his CFPB-issued laptop computer. The investigation 
substantiated the allegations. We did not refer the 
matter to DOJ because no evidence relating to the serial 
exploitation of minors was found. A report of investigation 
was provided to the CFPB for action deemed appropriate. 
CFPB management initiated administrative action and 
proposed removal. (case 120160034) 

5. A detailed description of any instance of whistle blower 
retaliation, including information about the official found to 
have engaged in retaliation and what, if any, consequences the 
agency imposed to hold that official accountable. 

We have no such instances to report. 

6. A detailed description of any attempt by the Board or the 
CFPB to interfere with the independence of the OIG, including 

a. through budget constraints designed to limit OIG 
capabilities 

b. incidents when the agency has resisted or objected to 
OIG oversight activities or restricted or significantly 
delayed OIG access to information, including the 
justification of the establishment for such action 

We have no such attempts to report. 

7. Detailed descriptions of 

a. inspections, evaluations, and audits conducted by the 
OIG that were closed and not disclosed to the public 

b. investigations conducted by the OIG involving a senior 
government employee that were closed and not disclosed 
to the public 

We had no inspections, evaluations, or audits that were 
closed and not disclosed to the public. 
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We initiated an investigation concerning allegations that 
a Board employee used his position to help another Board 
employee pursue a research project involving an untested 
operational risk capital model without proper review. The 
allegations were unsubstantiated. The investigation was 
closed. (case 120150048) 

We initiated an investigation concerning allegations 
that a Board employee assigned internationally was 
not communicating with Board supervisors and 
was possibly absent without leave. The allegations 
were unsubstantiated. The investigation was closed. 
(case 120150059) 

We initiated an investigation concerning allegations that 
a former Board employee improperly disclosed to an 
executive at a payment system advocacy group details of 
an impending regulatory change. The investigation found 
evidence that the former employee disclosed information 
concerning the change; however, it was determined that 
the disclosure did not constitute a disclosure of Board 
confidential information. The investigation was closed. 
(case 120160032) 

Office of Inspector General 
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Appendix C: 
Summaries of Reports 
With Outstanding 
Unimplemented 
Recommendations 
The Inspector General Empowerment Act of 2016 requires that we 
provide summaries of each audit, inspection, and evaluation report 
issued to the Board or the CFPB for which there are outstanding 
unimplemented recommendations, including the aggregate potential 
cost savings of those recommendations. 

Board of Governors of the 
Federal Reserve System 

Table C-1: Reports to the Board With Unimplemented 
Recommendations, by Calendar Yeara 

Number of reports 
with unimplemented Number of unimplemented 

Year recommendations recommendations 

2011 2 3 

2012 2 4 

2013 2 3 

2014 3 5 

2015 4 12 

2016 4 39 

2017" 2 4 

a. Because the Board is primarily a regulatory and policymaking agency, our 
recommendations typically focus on program effectiveness and efficiency, 
as well as st rengthening internal cont rols. As such, the monetary benefit 
associated with their implementation typically is not readily quantifiable. 

b. Through March 31, 2017. 
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Response to a Congressional Request Regarding 
the Economic Analysis Associated with Specified 
Rulemakings 
June 13, 2011 

Total number of recommendations: 2 
Recommendations open: 2 

In M ay 2011, we received a letter from the minority members of 
the Senate Committee on Banking, Housing, and Urban Affairs 
requesting that we review the economic analysis that the Board 
performed supporting five Dodd-Frank Act rulemakings. To 
respond to the members' request, we (1) interviewed more than 
30 Board employees who worked on the respective rulemaking 
teams; (2) reviewed supporting documentation from each of the five 
rulemaking teams; and (3) developed and circulated a questionnaire 
to determine the qualifications of Board staff who performed 
economic analysis. 

We determined that a number of key statutes provide the Board 
with rulemaking authority, but they generally do not require 
economic analysis as part of the Board's rulemaking activities. 
The Dodd-Frank Act did not mandate that an economic or 
cost-benefit analysis support the five rulemakings, but the D odd­
Frank Act required each of the respective rulemakings to address 
certain substantive considerations. In addition, the Paperwork 
Reduction Act and the Regulatory Flexibility Act required the 
Board to conduct narrowly tailored evaluations of each rulemaking's 
paperwork burden and effect on small entities, respectively. 

We found that the Board routinely reviews economic data 
to monitor changing economic conditions and conducts the 
quantitative economic analysis necessary to satisfy statutory 
requirements and, on a discretionary basis, to support the 
rulcmaking. Further, we determined that the Board generally sought 
public input for its rulemaking activities and typically reevaluates 
the effectiveness of its existing regulations every 5 years. We 
concluded that the Board generally followed a similar approach 
for the five rulemakings we reviewed and that the rulemakings 
we reviewed complied with the Paperwork Reduction Act, the 
Regulatory Flexibility Act, and the applicable Dodd-Frank Act 
requirements described in our report. 

Office of Inspector General 
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Our analysis yielded the following findings that resulted in 
recommendations. First, the Board's policy statement on rulemaking 
procedures had not been recently updated and, although rulemaking 
staff were cognizant of the Board's rulemaking practices, none of 
the staff members cited the policy statement. Second, our review of 
the Federal Register indicated that the notices associated with the 
respective rulemakings typically provided insight into the general 
approaches and data used in the economic analysis; however, in 
some cases, the Board's internal documentation did not clearly 
outline the work steps underlying the economic analysis. 

We recommended that the Board (1) update the Rulemaking 
Procedures Policy Statement and broadly disseminate it to all 
employees involved in rulemaking activities and (2) consider 
establishing documentation standards for rulemaking economic 
analysis to help ensure reproducibility on an internal basis. In 
a response to our draft report, the Board stated that the two 
recommendations would be adopted. 

Evaluation of Prompt Regulatory Action Implementation 
FRB OIG 2011 -05 

Total number of recommendations: 11 

Recommendations open: 1 

September 30, 2011 

The OIGs of the Board, the FDIC, and Treasury conducted a 
review of the prompt regulatory action (PRA) provisions of the 
Federal Deposit Insurance Act. The PRA provisions of the act 
(section 38, Prompt Corrective Action [PCAJ, and section 39, 
Standards for Safety and Soundness) mandated that regulators 
establish a two-part regulatory framework for improving safeguards 
for the DIF. T hese provisions were intended to increase the 
likelihood that regulators would respond promptly and forcefully to 
minimize losses to the DIF when federally insured banks fail. Our 
work focused on the following objectives: 

• determining the purpose of and circumstances that led to the 
PRA provisions (Federal Deposit Insurance Act sections 38 and 
39) and lessons learned from the savings and loan crisis in 
the 1980s 

1. This recommendation was directed jointly to the OCC, the FDIC, and the 
Board. 
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• evaluating to what extent PCA and the safety and soundness 
standards were a factor in bank failures and problem institutions 
during the current crisis 

• assessing whether these provisions prompted federal regulators 
to act more quickly and more forcefully to limit losses to the 
DIF, in light of findings and lessons learned from the savings 
and loan crisis and regulators' use of PRA provisions in the 
current crisis 

• determining whether there are other noncapital measures that 
provide a leading indication of risks to the DIF that should be 
considered as part of the PRA provisions 

We found that PRA provisions were appropriately implemented 
and helped strengthen oversight to a degree. More specifically, we 
found the following: 

• Regulators implemented PCA appropriately. 

• Inherent limitations with PCA's capital-based framework 
and the sudden and severe economic decline affected PCNs 
effectiveness. 

• Regulators identified deficiencies prior to undercapitalization. 

• Regulators used other enforcement actions to address safety 
and soundness concerns before undercapitalization, but after 
financial decline occurred. 

• Regulators made limited use of section 39 to address 
deficiencies identified. 

• Critically undercapitalized institutions were closed promptly, 
but overall losses were significant. 

To improve the effectiveness of the PRA framework and to meet 
the section 38 and 39 goals of identifying problems early and 
minimizing losses to the DIF, we recommended that the FDIC, 
Board, and OCC agency heads review the matters for consideration 
presented in this report and work through the Financial Stability 
Oversight Council to determine whether the PRA legislation or 
implementing regulations should be modified. The matters for 
consideration were (1) to develop specific criteria and corresponding 
enforcement actions for noncapital factors, (2) to increase the 

Office of Inspector General 
Board of Governors of the Federal Reserve System I Consumer Financial Protection Bureau 



minimum PCA capital levels, and (3) to continue to refine the 
deposit insurance system for banks with assets under $10 billion to 
assess greater premiums commensurate with risk taking. 

Each of the agency responses to our draft report and the identified 
planned actions addressed the intent of the recommendation. The 
Board's written response concurs with the general findings in the 
report, defers the third subrecommendation to the FDIC, and 
notes that the Board has taken steps for partial closure on this 
recommendation. 

Security Control Review of the National Remote Access 
Services System 
March 30, 2012 

Total number of recommendations: 8 
Recommendations open: 1 

We completed a security control review of the Federal Reserve 
System's National Remote Access Services (NRAS) system. The 
Board and the 12 Federal Reserve Banks use NRAS to remotely 
access Board and Federal Reserve Bank information systems. Our 
objectives were to evaluate the effectiveness of selected security 
controls and techniques to ensure that the Board maintains a 
remote access program that is generally compliant with FISMA 
require men ts. 

Overall, our review found that NRAS is technically and 
operationally sound and that the Board has developed an adequate 
process to administer the token keys for Board personnel. However, 
we identified opportunities to strengthen information security 
controls to help ensure that NRAS meets FISMA requirements. 

In comments on a draft of our report, the Director of the Board's 
Division oflnformation Technology generally agreed with our 
recommendations and outlined corrective actions. 
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Security Control Review of the Board's Public Website 
April 20, 2012 

Total number of recommendations: 12 
Recommendations open: 3 

Consistent with the requirements ofFISMA, we conducted a 
security control review of the Board's public website (Pub Web), 
which is listed as a major application on the Board's FISMA 
application inventory for the Office of Board Members. As part of 
the Board's Publications Program, Pub Web provides a large and 
diverse audience, including the public, with information about the 
mission and work of the Board and the functions of the Federal 
Reserve System. 

Our audit objective was to evaluate the adequacy of selected security 
controls for protecting the Pub Web application from unauthorized 
access, modification, destruction, or disclosure. To accomplish this 
objective, we used a control assessment review program based on 
the security controls defined in National Institute of Standards and 
Technology Special Publication 800-53, Revision 3, R ecommended 
Security Controls far Federal Information Systems and Organizations. 
This document provides a baseline for managerial, operational, and 
technical security controls for organizations to use in protecting 
their information systems. 

0 ur review of the Pub Web application showed that, in general, 
controls are adequately designed and implemented. However, we 
identified opportunities to strengthen information security controls 
to help ensure that Pub Web meets FISMA requirements. The 
Director of the Board's Division oflnformation Technology and the 
Assistant to the Board, Office of Board M embers, stated that they 
generally agree with the recommendations discussed in the report, 
and in many cases, corrective action has already been completed 
or is well underway. We will follow up on the implementation of 
these recommendations as part of our future FISMA-related audit 
activities. 

Office of Inspector General 
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Board Should Enhance Compliance with Small Entity 
Compliance Guide Requirements Contained in the Small 
Business Regulatory Enforcement Fairness Act of 1996 
2013-AE-B-008 

Total number of recommendations: 2 
Recommendations open: 2 

July 1, 2013 

In this evaluation, we assessed the Board's compliance with certain 
requirements of the Small Business Regulatory Enforcement 
Fairness Act of 1996, as amended (SBREFA). We initiated this 
evaluation to determine the validity of a complaint received by the 
OIG Hotline concerning the Board's compliance with SBREFA. 

SBREFA became law in 1996 and was later amended by the Small 
Business and Work Opportunity Act of 2007 to include specific 
requirements for small entity compliance guides. These guides are 
created by federal rulemaking agencies to explain the actions a 
small entity should take to comply with a rule. Section 605(b) of 
SBREFA generally allows the agency head to certify in the Federal 
Register, as part of the proposed or final rule, that the final rule will 
not have a significant economic impact on a substantial number 
of small entities. In such cases, a compliance guide does not have 
to be created. The 2007 amendments to SBREFA also included a 
congressional reporting requirement. 

We found that the Board was not consistent in developing or 
updating small entity compliance guides in accordance with 
SBREFA requirements. In addition, the Board's compliance 
guides did not consistently provide clear guidance to small 
entities, explaining how to comply with certain rules or when the 
requirements of the specific rules would be satisfied. Instead, many 
of the guides merely restated and summarized each section of the 
rules. 

We also reviewed the Board's compliance with the annual 
congressional reporting requirement to describe the status of 
the agency's compliance with the small entity compliance guide 
requirements created by the 2007 amendments to SBREFA. We 
requested documentation evidencing that the annual congressional 
reporting requirement had been satisfied, but we did not receive any. 
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We recommended that the Board establish centralized oversight 
and a standard method or approach for creating small entity 
compliance guides. We also recommended that the Board begin 
submitting the annual reports describing the agency's compliance 
with small entity compliance guide requirements to the relevant 
congressional committees as required by section 212(a)(6) of 
SBREFA. Management concurred with our recommendations and 
stated that it would take steps to implement them. 

The Board Can Benefit from Implementing an 
Agency-Wide Process for Maintaining and Monitoring 
Administrative Internal Control 
2013-AE-B-013 September 5, 2013 

Total number of recommendations: 1 
Recommendations open: 1 

Our objective for this audit was to determine the processes for 
establishing, maintaining, and monitoring internal control within 
the Board. We focused on internal control over the effectiveness and 
efficiency of operations and compliance with laws and regulations, 
i.e., administrative internal control. Internal control is an integral 
part of managing an organization and is critical to improving 
organizational effectiveness and accountability. It comprises the 
plans, methods, and procedures used to meet the organization's 
mission, goals, and objectives. Internal control is the first line of 
defense in safeguarding assets and preventing and detecting errors 
and fraud; thus, it helps organizations achieve desired results 
through effective stewardship of government resources. 

The Federal Managers' Financial Integrity Act (FMFIA) requires 
that each executive agency establish internal accounting and 
administrative controls in compliance with standards established by 
the U.S. Government Accountability Office and prepare an annual 
statement on internal control based on an evaluation performed 
using Office of Management and Budget guidelines. Although the 
Board is not subject to FMFIA, the Board decided to voluntarily 
comply with the spirit and intent ofFMFIA shortly after its 
enactment. 

We found that the Board's divisions have processes for establishing 
administrative internal control that are tailored to their specific 
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responsibilities. These controls generally use best practices and are 
designed to increase efficiency and react to changing environments; 
however, the Board's processes for maintaining and monitoring 
these controls can be enhanced. Specifically, we found that the 
Board does not have an agencywide process for maintaining 
and monitoring its administrative internal control. T he Board's 
approach to addressing the provisions of FMFIA does not require 
management to assess and monitor administrative internal control. 
We believe that an agencywide process that maintains, monitors, 
and reports on administrative internal control can assist the Board 
in effectively and efficiently achieving its mission, goals, and 
objectives, as well as address the organizational challenges outlined 
in the Board's 2012-2015 strategic framework. 

We recommended that the Chief Operating Officer designate 
responsible officials or an office to develop and implement an 
agencywide policy and process to more closely follow the spirit 
and intent of FMFIA and develop a training program to increase 
staff awareness about maintaining and monitoring administrative 
internal control. Management concurred with the recommendation's 
intent, stating that the Board has already implemented, or is in the 
process of implementing, several enhanced administrative processes. 
Management added that it would evaluate whether and in what 
form an agencywide framework makes sense, given the priorities 
and budgetary constraints underlying the Board's new strategic 
framework, and that it would coordinate with the Executive 
Committee of the Board to implement any additional requirements. 

Enforcement Actions and Professional Liability Claims 
Against Institution-Affiliated Parties and Individuals 
Associated with Failed Institutions 
2014-SR-B-011 

Total number of recommendations: 32 

Recommendations open: 2 

July 25, 2014 

Our office, the FDIC OIG, and the Treasury OIG participated in 
this evaluation concerning actions that the FDIC, the Board, and 
the OCC took against individuals and entities in response to actions 

2. Two of these recommendations were directed jointly to the Board, the OCC, 
and the FDIC. One recommendation was directed jointly to the Board and 
theOCC. 
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that harmed financial institutions. The objectives of the evaluation 
were (1) to describe the FDIC's, the Board's, and the OCC's 
processes for investigating and pursuing enforcement actions against 
institution-affiliated parties associated with failed institutions, 
as well as the results of those efforts; (2) to describe the FDIC's 
process for investigating and pursuing professional liability claims 
against individuals and entities associated with failed institutions 
and its coordination with the Board and the OCC; (3) to determine 
the results of the FDIC's, the Board's, and the OCC's efforts in 
investigating and pursuing enforcement actions against institution­
affiliated parties and the FDIC's efforts in pursuing professional 
liability claims; and (4) to assess key factors that may impact the 
pursuit of enforcement actions and professional liability claims. 

The joint evaluation team found that several factors appeared to 
affect the three regulators' ability to pursue enforcement actions 
against institution-affiliated parties. Those factors included the 
rigorous statutory criteria for sustaining removal/prohibition 
orders; the extent to which each regulator was willing to use certain 
enforcement action tools, such as personal cease and desist orders; 
the risk appetite of the FDIC, the Board, and the OCC for bringing 
enforcement actions; enforcement action statutes of limitation; and 
staff resources. The report also notes that these regulators should 
address differences in how they notify each other when initiating 
enforcement actions against institution-affiliated parties and 
depository institutions. 

The three report recommendations that apply to the Board seek 
to strengthen the Board's program for pursuing enforcement 
actions. In its response to the report, the Board acknowledged the 
recommendations and described its planned activities. 

Opportunities Exist to Enhance the Board's Oversight of 
Future Complex Enforcement Actions 
2014-SR-B-015 

Total number of recommendations: 5 
Recommendations open: 2 

September 30, 2014 

In February 2013, the Board and the OCC issued amended consent 
orders that require mortgage servicers to provide about S3.67 billion 
in payments to nearly 4.2 million borrowers based on possible 
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harm and to provide other foreclosure prevention assistance. Our 
objectives for this evaluation were (1) to evaluate the Board's 
overall approach to oversight of the amended consent orders, (2) to 
determine the effectiveness of the Board's oversight of the borrower 
slotting process, and (3) to determine the effectiveness of the 
Board's oversight of the servicers' paying agent, Rust Consulting, 
Inc. 

We found that the Board's advance preparation and planning 
efforts for the payment agreement with the 13 servicers that joined 
the agreement in January 2013 were not commensurate with the 
complexity associated with this unprecedented interagency effort. 
In addition, project management resources were not available to 
the Board's oversight team for this initiative. Further, we found 
that data integrity issues at two servicers affected the reliability 
and consistency of the slotting results. The payment agreement 
required servicers to slot borrowers into categories of possible 
harm-with payment amounts set for each category-that were 
defined by Board and OCC staff The approach to resolving 
these data integrity issues may have resulted in borrowers who 
experienced similar harm receiving different payment amounts. 
We also determined that an approach had not been selected to end 
the payment agreement. Despite these challenges and limitations, 
as of August 15, 2014, borrowers had cashed or deposited checks 
representing about $3.15 billion, or approximately 86 percent, of the 
total $3.67 billion. 

We made five recommendations to improve the Board's oversight of 
future complex enforcement strategies. The Board generally agreed 
with our recommendations and noted the corrective actions that it 
had implemented or intended to implement. 
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Opportunities Exist to Improve the Operational 
Efficiency and Effectiveness of the Board's Information 
Security Life Cycle 
2014-IT-B-021 

Total number of recommendations: 3 
Recommendations open: 1 

December 18, 2014 

We completed a review of the operational efficiency and 
effectiveness of the Board's information security life cycle. We 
performed this audit pursuant to requirements set forth in FISMA. 

Overall, we found that the Chieflnformation Officer maintains a 
FISMA-compliant information security program that is consistent 
with requirements for certification and accreditation established by 
the National Institute of Standards and Technology and the Office 
of Management and Budget; however, we identified opportunities to 
improve the operational efficiency and effectiveness of the Board's 
management of its information security life cycle. 

Our report contains recommendations designed to improve the 
operational efficiency and effectiveness of the Board's information 
security life cycle process. The Director of the Division of 
Information Technology agreed with the recommendations 
and stated that the division would take action to address the 
recommendations. 

Review of the Failure of Waccamaw Bank 
2015-SR-B-005 

Total number of recommendations: 5 
Recommendations open: 2 

March 26, 2015 

Waccamaw Bank was supervised both by the Federal Reserve 
Bank of Richmond under delegated authority from the Board and 
by the North Carolina Office of the Commissioner of Banks. On 
June 8, 2012, the North Carolina Office of the Commissioner 
of Banks closed Waccamaw Bank and appointed the FDIC as 
receiver. The FDIC estimated that the failure of Waccamaw 
Bank would result in a 851.1 million loss to the D IF, which was 
beneath the materialloss threshold. Consistent with Dodd-Frank 
Act requirements, we concluded that Waccamaw Bank's failure 
presented unusual circumstances that warranted an in-depth review. 

Office of Inspector General 
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Based on the in-depth review, we determined that Waccamaw Bank 
failed because its board of directors and senior management did 
not control the risks associated with its rapid growth strategy. As a 
result, the bank sustained significant losses during a downturn in its 
local real estate market. In addition, we learned that (1) supervisory 
activity records were not retained in accordance with Board 
policy, (2) Waccamaw Bank's written agreement did not contain a 
provision that required regulatory approval of material transactions, 
and (3) Board and Federal Reserve Bank of Richmond appeals 
policies were silent on procedural aspects for second-level and third­
level appeals. 

We made recommendations related to the Board's records 
retention and appeals policies and procedures. T he Director of the 
D ivision of Banking Supervision and Regulation agreed with our 
recommendations and outlined planned corrective actions to address 
them. 

Security Control Review of the Board's Consolidated 
Supervision Comparative Analysis, Planning and 
Execution System 
2015-IT-B-015 

Total number of recommendations: 3 
Recommendations open: 3 

September 2, 2015 

We completed a security control review of the Board's Consolidated 
Supervision Comparative Analysis, Planning and Execution System 
(C-SCAPE), which is intended to provide supervisory teams 
throughout the Federal Reserve System with tools and methods to 
plan and execute supervisory events, manage issues, and enhance 
decisionmaking around the examination planning process. Our 
audit objective was to evaluate the adequacy of selected security 
controls implemented by the Board to protect C-SCAPE from 
unauthorized access, modification, destruction, or disclosure. We 
also evaluated C-SCAPE's compliance with FISMA and the 
information security policies, procedures, standards, and guidelines 
of the Board. 

Overall, we found that the Board has taken steps to secure 
the C-SCAPE application in accordance with FISMA and 
the Board's information security program. H owever, during 
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vulnerability scanning of the databases supporting C-SCAPE, we 
found vulnerabilities that require the attention of the C-SCAPE 
application owner and the Board's Division oflnformation 
Technology. Additionally, we noted that the C-SCAPE application 
audit logs do not record certain database activity on financial 
institution information. 

Our report includes recommendations to address C-SCAPE 
database vulnerabilities. We also identified items for management's 
consideration that were already being addressed by management. 
The Chief Information Officer and the D irector of the Division 
of Banking Supervision and Regulation agreed with our 
recommendations. 

2015 Audit of the Board's Information Security Program 
2015-IT-B-019 

Total number of recommendations: 4 
Recommendations open: 1 

November 13, 2015 

FISMA requires I Gs to conduct an annual, independent 
evaluation of their respective agencies' information security 
programs and practices. In support of FISMA's independent 
evaluation requirements, DHS issued guidance to IGs on FISMA 
reporting for 2015. The guidance directs I Gs to evaluate agencies' 
information security programs in 10 areas. The guidance also 
references a new five-level maturity model for I Gs to use in 
assessing agencies' information security continuous monitoring 
programs. In accordance with these requirements, we reviewed the 
Board's information security program. Specifically, we evaluated 
(1) the Board's compliance with FISMA and related information 
security policies, procedures, standards, and guidance and (2) the 
effectiveness of security controls and techniques for a subset of the 
Board's information systems. 

Overall, we found that the Board's Chieflnformation Officer 
has developed, documented, and implemented an information 
security program that is generally consistent with the requirements 
established by FISMA and the 10 areas outlined in DHS's FISMA 
reporting guidance for IGs. 

Our report includes recommendations to strengthen the Board's 
information security program in the areas of information 
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security continuous monitoring, configuration management, and 
identity and access management. The Board agreed with our 
recommendations and noted that it was addressing them. Further, 
based on corrective actions taken by the Board's Information 
Security Officer, we closed the open recommendations from 
our prior years' FISMA reports related to contractor systems, 
information security continuous monitoring, and plans of action and 
milestones. 

Security Control Review of the Board's Statistics and 
Reserves System 
2015-IT-B-021 

Total number of recommendations: 6 
Recommendations open: 6 

December 17, 2015 

The Board's Statistics and Reserves System (STAR) is a web-
based application that collects and edits over 75 periodic statistical 
reports that are received from financial institutions. In addition, 
the system manages financial institutions' reserve requirements and 
term deposits. We performed this audit in accordance with FISMA 
requirements. Specifically, we evaluated the adequacy of selected 
information security controls for protecting Board data in STAR 
from unauthorized access, modification, destruction, or disclosure, 
as well as the system's compliance with FISMA and the Board's 
information security policies, procedures, standards, and guidelines. 

Overall, we found that the Board's Division of Monetary Affairs 
and its D ivision of Information Technology have taken several steps 
to implement information security controls for STAR, in accordance 
with FISMA and the Board Information Security Program. However, 
we found that improvements are needed in the Board's security 
governance of STAR to ensure that information security controls 
are adequately implemented, assessed, authorized, and monitored. 

Our report includes recommendations that focus on strengthening 
information security controls related to planning, security 
assessment and authorization, contingency planning, auditing, access 
control, risk assessment, and system and information integrity. The 
Board agreed with our recommendations and outlined actions that 
had been or would be taken to address them. 
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The Board Should Strengthen Controls to Safeguard 
Embargoed Sensitive Economic Information Provided to 
News Organizations 
2016-MO-B-006 April 15, 2016 

Total number of recommendations: 9 
Recommendations open: 9 

Our audit objective was to assess the Board's controls to protect 
sensitive economic information from unauthorized disclosure when 
it is provided under embargo to news organizations either through 
a press lockup room located at the Board or through the Board's 
embargo appHcation, which enables news participants to remotely 
access information made available by the Board. 

During the course of this audit, we discovered issues that warranted 
the Board's immediate attention. We issued a restricted early alert 
memorandum to the Board on July 16, 2015, that outlined these 
concerns and included recommendations. On August 19, 2015, a 
news organization broke the embargo of the Federal Open Market 
Committee meeting minutes that had been provided through the 
embargo application. On August 21, 2015, the Board ceased using 
the embargo application to provide news organizations embargoed 
access to Federal Open Market Committee-related information 
and other market-moving economic publications within the scope 
of our audit. Separately, the Board relocated its press lockup room 
in September 2015, a move that had been planned before our audit 
began. 

We identified opportunities for the Board (1) to more strictly 
adhere to controls already established in policies, procedures, 
and agreements with participating news organizations and (2) to 
establish new controls to more effectively safeguard embargoed 
economic information. We also identified risks to providing 
information under embargo through the embargo application. 

Our report contains recommendations designed to strengthen 
the Board's controls to safeguard sensitive economic information 
provided to news organizations under embargo and includes actions 
taken by the Board in response to the early alert memorandum. The 
Board generally concurred with our recommendations and noted 
both that substantial improvements were planned before we began 
our review and that many were implemented during our review. 
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Security Control Review of the Board's Active Directory 
Implementation 
2016-IT-B-008 

Total number of recommendations: 10 
Recommendations open: 10 

May 11, 2016 

Our audit objective, as required by FISMA, was to evaluate the 
administration and security design effectiveness of the Active 
Directory operating environment implemented at the Board. To 
accomplish this objective, we (1) evaluated whether the Board 
has conducted a proper risk assessment of the Board's Active 
Directory domain; (2) determined whether tools and processes 
have been implemented to continuously monitor the Board's 
Active Directory domain; (3) determined whether the tools 
and processes implemented allow for users (active employees, 
contractors, super users, administrators, and others) to be properly 
identified; ( 4) determined whether the Board's Active D irectory 
domain is properly configured and scanned for vulnerabilities; and 
(5) determined whether contingency planning processes have been 
established for the Board's Active Directory domain. 

Overall, we found that the Board is effectively administering 
and protecting the Active Directory infrastructure. We found, 
however, that the Board can strengthen Active Directory controls 
in the areas of risk management, continuous monitoring, user 
group management, contractor account management, and system 
documentation. In addition, we identified a risk for management's 
continued attention related to transport layer security. Our report 
includes recommendations to address these findings, and the Board 
generally concurred with those recommendations. 

2016 Audit of the Board's Information Security Program 
2016-IT-B-O 13 

Total number of recommendations: 9 
Recommendations open: 9 

See the summary in the body of this report. 
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Opportunities Exist to Increase Employees' Willingness 
to Share Their Views About Large Financial Institution 
Supervision Activities 
201 6-SR-B-01 4 

Total number of recommendations: 11 
Recommendations open: 11 

See the summary in the body of this report. 

November 14, 2016 

The Board Can Improve Documentation of Office of 
Foreign Assets Control Examinations 
201 7-SR-B-003 March 15, 2017 

Total number of recommendations: 2 
Recommendations open: 2 

See the summary in the body of this report. 

The Board Can Improve the Effectiveness of Continuous 
Monitoring as a Supervisory Tool 
2017-SR-B-OOS 

Total number of recommendations: 2 
Recommendations open: 2 

See the summary in the body of this report. 
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Consumer Financial Protection Bureau 

Table C-2: Reports to the Cf PB With Unimplemented 
Recommendations, by Calendar Yeara 

Year 

2012 

2013 

2014 

2015 

2016 

2017b 

Number of reports 

with unimplemented 

recommendations 

4 

3 

4 

2 

Number of unimplemented 

recommendations 

2 

3 

6 

5 

17 

8 

a. Because the CFPB is primarily a regulatory and policymaking agency, our 
recommendations typically focus on program effectiveness and efficiency, 
as well as strengthening internal controls. As such, the monetary benefit 
associated with their implementation typically is not readily quantifiable. 

b. Through March 31, 2017. 

Evaluation of the Consumer Financial Protection 
Bureau's Consumer Response Unit 
September 28, 2012 

Total number of recommendations: 5 
Recommendations open: 2 

We completed a review of the CFPB's Consumer Response 
unit. The Dodd-Frank Act mandated that the CFPB "establish 
a unit whose functions shall include establishing a single, toll-
free telephone number, a website, and a database to facilitate the 
centralized collection of, monitoring of, and response to consumer 
complaints regarding consumer financial products or services" 
offered by the companies under its jurisdiction.3 The Dodd-Frank 
Act also requires that the CFPB coordinate with other federal 

3. Dodd-Frank Wall Street Reform and Consumer Protection Act, Pub. L. 
No.111-203, § 1013(b)(3)(A), 124Stat. 1376,1969 (2010) (codified at 
12 U.S.C. § 5493(b)(3)(A) (2010)). 
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agencies to appropriately process complaints.~ To satisfy the D odd­
Frank Act's requirements for processing consumer complaints, 
the CFPB created the Consumer Response unit. Our objectives 
were (1) to evaluate the process the CFPB has established to 
receive, respond to, and track consumer complaints; (2) to assess 
the CFPB's coordination with federal and state agencies regarding 
the processing and referral of complaints; and (3) to determine 
the extent to which the CFPB is assessing its effectiveness and 
timeliness in responding to consumer complaints. 

Our analysis determined that the CFPB has a reasonable process to 
receive, respond to, and track consumer complaints. In addition, the 
CFPB's consumer response process generally complies with Dodd­
Frank Act requirements, the Privacy Act, and industry best practices. 
The CFPB has a comprehensive manual of standard operating 
procedures for processing complaints. The manual includes internal 
controls to mitigate risk in processing consumer complaints. 
Further, no issues came to our attention to indicate noncompliance 
with or internal control weaknesses related to the size and nature of 
the Consumer Response unit's organizational structure, oversight of 
its contracted contact centers, communication within the Consumer 
Response unit and throughout the CFPB, coordination with other 
regulatory agencies for complaint referrals, and the CFPB's schedule 
for the incremental acceptance of complaints by financial product. 

However, our review did note areas in which the CFPB can improve 
processes and strengthen controls in the Consumer Response unit. 
Our report contains recommendations to address (1) the inaccurate 
manual data entry of consumer complaints, (2) the inconsistency 
of complaint management system data, (3) the lack of a finalized 

4. The Dodd-Frank Act requires the CFPB to enter into a memorandum 
of understanding with "any affected Federal regulatory agency regarding 
procedures by which any covered person, and the prudential regulators, 
and any other agency having jurisdiction over a covered person, including 
the Secretary of the Department of Housing and Urban Development and 
the Secretary of Education, shall comply with this section." Dodd-Frank 
Wall Street Reform and Consumer Protection Act, Pub. L. No.111-203, 
§ 1034(d), 124 Stat. 1376, 2009 (2010) (codified at 12 U.S.C. § 5534(d) 
(2010)). The term covered person is defined as "any person that engages in 
offering or providing a consumer financial product or service," as well as 
any affiliate thereof if the affiliate acts as a service provider to such person. 
Dodd-Frank Wall Street Reform and Consumer Protection Act, Pub. L. No. 
111-203, § 1002(6), 124Stat.1376,1956 (2010) (codified at 12 U.S.C. § 
5481(6) (2010)). 
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agencywide privacy policy, (4) the lack of a comprehensive quality 
assurance program, and (5) the lack of a centralized tracking 
system for quality assurance reviews. The Assistant D irector of 
the Consumer Response unit agreed with our recommendations 
and specified actions that had been taken, were underway, or were 
planned to implement them. 

The CFPB Should Strengthen Internal Controls for Its 
Government Travel Card Program to Ensure Program 
Integrity 
2013-AE-C-017 

Total number of recommendations: 14 
Recommendations open: 3 

September 30, 2013 

Our objective for this audit was to determine the effectiveness 
of the CFPB's internal controls for its government travel card 
(GTC) program. Specifically, we assessed compliance with policies 
and procedures and whether internal controls were designed 
and operating effectively to prevent and detect fraudulent or 
unauthorized use of travel cards and to provide reasonable assurance 
that cards are properly issued, monitored, and closed out. 

Through its GTC program, the CFPB provides its employees with 
the necessary resources to arrange and pay for official business travel 
and other travel-related expenses and to receive reimbursements 
for authorized expenses. The CFPB's Travel and Relocation Office 
within the Office of the Chief Financial Officer oversees the 
GTC program. In fiscal year 2012, the CFPB spent more than 
$10 million, or about 3 percent of its incurred expenses, on travel. 
As of April 30, 2013, the CFPB had 743 active cardholder accounts. 

We found that internal controls for the CFPB GTC program 
should be strengthened to ensure program integrity. Although 
controls over the GTC issuance process were designed and 
operating effectively, controls were not designed or operating 
effectively (1) to prevent and detect fraudulent or unauthorized 
use of GTCs and (2) to provide reasonable assurance that cards are 
properly monitored and closed out. 

We made 14 recommendations designed to assist the CFPB 
in strengthening its internal controls over the GTC program. 
Management concurred with our recommendations, has taken 
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corrective actions to close 11 recommendations, and has begun 
taking steps to implement the remaining 3 open recommendations. 

The CFPB Has Established Effective GPRA Processes, but 
Opportunities Exist for Further Enhancement 
2014-MO-C-008 

Total number of recommendations: 3 
Recommendations open: 1 

June 30, 2014 

We conducted this audit to assess (1) the effectiveness of the 
CFPB's processes that address the Government Performance and 
Results Act of 1993, as amended by the GPRA Modernization Act 
of 2010 (GPRA) and (2) the CFPB's compliance with applicable 
sections of GPRA. GPRA requires that most executive agencies 
produce strategic plans every 4 years and publish annual agency 
performance plans. The CFPB determined that it is generally 
subject to the requirements of GPRA, except for those provisions 
of GPRA that require agencies to follow guidance issued by the 
Office of Management and Budget or to submit to the Office of 
Management and Budget's jurisdiction or oversight. 

We found that the CFPB developed effective strategic and 
performance planning processes. The CFPB expanded these 
processes beyond GPRA requirements by developing division­
lcvcl strategic plans with division-level performance goals and 
performance measures and implementing a quarterly performance 
review process. We found that the CFPB fully satisfied 22 of 
28 applicable GPRA requirements and that opportunities existed 
for the CFPB to further enhance its GPRA processes. 

Our report contains three recommendations designed to ensure full 
GPRA compliance and to assist the CFPB in building on its success 
in establishing GPRA processes. Management identified actions 
that had been or would be taken to address our recommendations. 
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Security Control Review of the CFPB's Cloud Computing­
Based General Support System 
2014-IT-C-010 

Total number of recommendations: 4 
Recommendations open: 3 

July 17, 2014 

FISMA requires the OIG to evaluate the effectiveness of the 
information security controls and techniques for a subset of the 
agency's information systems, including those provided or managed 
by another agency, a contractor, or another organization. To meet 
FISMA requirements, we reviewed the information system security 
controls for the CFPB's cloud computing-based general support 
system. 

The CFPB has invested in a cloud computing-based general 
support system that provides the information technology 
infrastructure to support the agency's applications and common 
enterprise services, such as email, instant messaging, and file storage. 
The general support system is jointly managed and operated by 
the CFPB and a third party, and it is classified as a moderate- risk 
system. 

Overall, we found that the CFPB has taken a number of steps 
to secure its cloud computing-based general support system in 
accordance with FISMA requirements. However, we found that 
improvements are needed to ensure that FISMA processes and 
controls are effective and consistently implemented across all 
information security areas for the general support system. 

Our report includes recommendations to strengthen security 
controls for the general support system in four information security 
areas: system and information integrity, configuration management, 
contingency planning, and incident response. The CFPB's Chief 
Information Officer concurred with our recommendations and 
outlined actions that had been or would be taken to address them. 
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Audit of the CFPB's Acquisition and Contract 
Management of Select Cloud Computing Services 
2014-IT-C-016 

Total number of recommendations: 4 
Recommendations open: 1 

September 30, 2014 

In January 2014, CIGIE spearheaded a governmentwide review of 
select agencies' efforts to adopt cloud computing technologies. In 
support of this initiative, our objective was to review the CFPB's 
acquisition and contract management for two of the CFPB's 
seven cloud service providers to determine whether requirements 
for security, service levels, and access to records were planned for, 
defined in contracts, and being monitored. 

Overall, we found that (1) the CFPB's contracts for cloud 
computing services included roles and responsibilities, information 
security requirements, and service-level expectations; (2) the CFPB 
has established a process to monitor both contractual and service­
level requirements for its cloud service providers; and (3) the agency 
collects and maintains nondisclosure agreements from contractor 
personnel to protect sensitive information. H owever, we identified 
opportunities for improvement in the procurement and use of 
cloud services, such as performing alternatives analysis and cost 
analysis and including clauses that provide the access needed for 
electronic discovery and performance of criminal and noncriminal 
investigations. We also found that one of the contracts we reviewed 
did not (1) include a clause granting the OIG the right to examine 
agency records or (2) detail specific penalties or remedies for 
noncompliance with contract terms and service levels. 

Our report contains four recommendations to assist the CFPB's 
Chieflnformation Officer in strengthening processes for the 
acquisition and contract management of cloud services. The Chief 
Information Officer concurred with our recommendations and 
outlined actions that had been taken or would be implemented to 
address them. 
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2014 Audit of the CFPB's Information Security Program 
2014-IT-C-020 

Total number of recommendations: 3 
Recommendations open: 1 

November 14, 2014 

We completed our annual review of the CFPB's information 
security program. FISMA requires the OIG to conduct an annual, 
independent evaluation of the agency's information security 
program and practices. We found that the CFPB continued to take 
steps to mature its information security program and to ensure that 
it is consistent with the requirements ofFISMA. Overall, we found 
that the CFPB's information security program was consistent with 
9 of 11 information security areas. Although corrective actions 
were underway, further improvements were needed in security 
training and contingency planning. Although we found that the 
CFPB's information security program was generally consistent 
with the requirements for continuous monitoring, configuration 
management, and incident response, we identified opportunities to 
strengthen these areas through automation and centralization. 

Our report includes three new recommendations designed to 
strengthen the CFPB's information security continuous monitoring 
and configuration management practices. T he Chief Information 
Officer concurred with our recommendations and outlined 
actions that had been taken, were underway, and were planned to 
strengthen the CFPB's information security program. In addition, 
our 2013 FISMA audit report included recommendations to 
develop and implement (1) an organizationwide configuration 
management plan and consistent process for patch management, 
(2) a capability to centrally track and analyze audit logs and security 
incident information, and (3) a role-based training program. 

The CFPB Can Enhance Its Diversity and Inclusion Efforts 
2015-MO-C-002 

Total number of recommendations: 17 
Recommendations open: 3 

March 4, 2015 

Our review of the CFPB's diversity and inclusion efforts was 
conducted in response to a congressional request. Overall, our 
audit determined that the CFPB had taken steps to foster a diverse 
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and inclusive workforce since it began operations in July 201 1. 
These steps included elevating the Office of Minority and Women 
Inclusion and the Office of E qual Employment Opportunity to the 
Office of the Director; conducting listening sessions with employees 
to identify and respond to perceptions of fairness, equality, and 
inclusion; and creating an internal advisory council and working 
groups to focus on diversity and inclusion issues. 

We identified four areas of the CFPB's diversity and inclusion 
efforts that could be enhanced. First, diversity and inclusion 
training was not mandatory for CFPB employees, supervisors, 
and senior managers. Second, data quality issues existed in the 
CFPB's tracking spreadsheets for equal employment opportunity 
complaints and negotiated grievances, and certain data related to 
performance management were not analyzed for trends that could 
indicate potential diversity and inclusion issues. Third, the CFPB's 
diversity and inclusion strategic plan had not been finalized, and 
opportunities existed for the CFPB to strengthen supervisors' and 
senior managers' accountability for implementing diversity and 
inclusion initiatives and human resources-related policies. Finally, 
the CFPB could benefit from a formal succession planning process 
to help ensure that it will have a sufficient and diverse pool of 
candidates for its senior management positions. We acknowledged 
that initiatives and activities that were beyond the scope of our 
review also contributed to enhancing diversity and inclusion. 

Our report contains recommendations designed to improve 
the monitoring and the promotion of diversity and inclusion at 
the CFPB, as well as to strengthen related controls. The CFPB 
concurred with our recommendations and outlined planned, 
ongoing, and completed activities related to analyzing performance 
management data, performance management training, and tracking 
of equal employment opportunity and non-equal employment 
opportunity complaints. The CFPB has since taken action to 
address and close several recommendations. 

Office of Inspector General 
Board of Governors of the Federal Reserve System I Consumer Financia l Protection Bureau 



The CFPB Can Enhance Its Contract Management 
Processes and Related Controls 
2015-FMIC-C-014 

Total number of recommendations: 10 
Recommendations open: 1 

September 2, 2015 

We completed an audit of the CFPB's contract management 
processes and related controls. Our audit objective was to assess the 
CFPB's compliance with applicable laws, regulations, and CFPB 
policies and procedures related to contract management, as well as 
the effectiveness of the CFPB's internal controls related to contract 
management. 

In general, we found the CFPB to be in compliance with applicable 
laws, regulations, and CFPB policies and procedures, although we 
noted that certain contract management controls could have been 
improved in 3 contracts among the 29 contracts in our sample. We 
also found that 32 of the 79 contractor performance evaluations 
required by the Federal Acquisition Regulation were overdue. Further, 
the Bureau of the Fiscal Service's Division of Procurement omitted 
a contract clause designed to clarify the OIG's access to contractor 
records from one of the 10 contracts we sampled for this purpose. 
The CFPB's Office of Minority and Women Inclusion is required 
to develop standards and procedures to ensure that minority­
owned and women-owned businesses are considered for CFPB 
procurements, including procedures that will enable the CFPB to 
know whether contractors have failed to make a good faith effort to 
include minorities and women in their workforce. Although there 
is no statutory deadline, these standards and procedures had not yet 
been developed. 

Our report includes recommendations designed to improve the 
CFPB's contract management processes and related controls. T he 
CFPB concurred with our recommendations. 
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Opportunities Exist to Enhance Management Controls 
Over the CFPB's Consumer Complaint Database 
2015-FMIC-C-016 

Total number of recommendations: 8 
Recommendations open: 1 

September 10, 2015 

Our audit objective was to assess the effectiveness of the CFPB's 
controls over the accuracy and completeness of its public-facing 
Consumer Complaint Database. 

We determined that the CFPB's Office of Consumer Response 
had implemented controls to monitor the accuracy of complaint 
data in the internal case management system, but it had not 
established separate management controls to ensure the accuracy 
of the Consumer Complaint Database. We also found that the 
Office of Consumer Response was not (1) reviewing all company 
closing responses, including verifying whether the company-selected 
response is consistent with the definition, and (2) consistently 
publishing untimely company closing responses in the Consumer 
Complaint Database. In addition, consumers were not consistently 
offered the opportunity to dispute untimely company responses. 
Finally, although the Consumer Complaint D atabase website asserts 
that complaint data are refreshed daily, we found that the Office of 
Consumer Response did not consistently notify the public when the 
database was not updated. 

Because the Data Team Complaint Database plays a role in 
the daily update process, our findings should be considered in 
conjunction with the security control deficiencies associated 
with the Data Team Complaint Database that were identified in 
OIG Report 2015-IT-C-Oll, Security Control Review of the CFPB's 
Data Team Complaint Database. 

Our report includes recommendations designed to improve 
the CFPB's controls over the accuracy and completeness of the 
Consumer Complaint Database. The CFPB concurred with our 
recommendations. 
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Collecting Additional Information Can Help the Cf PB 
Manage Its Future Space-Planning Activities 
2016-FMIC-C-002 

Total number of recommendations: 1 
Recommendations open: 1 

February 3, 2016 

The CFPB's Office of Administrative Operations is responsible 
for managing space for approximately 1,500 CFPB employees in 
its headquarters and regional offices. In fiscal year 2015, the CFPB 
budgeted $29.6 million for its occupancy agreements for these 
offices, which includes $10.0 million for temporary office space that 
is needed because the CFPB is renovating its headquarters building. 
We assessed the CFPB's short-term and long- term space planning 
to determine whether controls are in place to effectively manage 
the agency's space needs and associated costs. We focused on the 
CFPB's processes for planning, obtaining, and managing space for 
both its headquarters and regional offices. 

We identified controls that the Office of Administrative Operations 
is using to plan for CFPB headquarters office space; however, we 
found that the CFPB could benefit from implementing a process to 
manage information about its regional space needs and associated 
costs. The Office of Administrative Operations plans to continue 
using the U.S. General Services Administration for its future 
regional space procurement needs, and the U.S. General Services 
Administration gathers relevant information from the CFPB 
to gain an understanding of its space requirements. Therefore, 
our report includes a recommendation designed to ensure that 
the CFPB consistently collects, maintains, and uses information 
about its evolving space needs to manage the agency's future 
space planning and associated costs. The CFPB agreed with our 
recommendation and outlined planned corrective actions. 
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The CFPB Should Continue to Enhance Controls for Its 
Government Travel Card Program 
2016-FMIC-C-009 

Total number of recommendations: 9 
Recommendations open: 8 

June 27, 2016 

Our audit objective was to determine whether the CFPB had 
established and maintained internal controls for its GTC program 
in accordance with the Government Charge Card Abuse Prevention 
Act of2012. 

We found that although the CFPB had implemented several 
controls over its GTC program, some controls were not designed or 
operating effectively (1) to prevent or identify unauthorized use of 
the GTCs and (2) to provide reasonable assurance that cards were 
closed in a timely manner upon employees' separation. Therefore, 
our report contains recommendations designed to help ensure GTC 
program integrity. The CFPB concurred with our recommendations. 

2016 Audit of the CFPB's Information Security Program 
2016-IT-C-012 

Total number of recommendations: 3 
Recommendations open: 3 

See the summary in the body of this report. 

November 10, 2016 

The CFPB's Advisory Committees Help Inform Agency 
Activities, but Advisory Committees' Administration 
Should Be Enhanced 
2016-MO-C-016 

Total number of recommendations: 7 
Recommendations open: 5 

See the summary in the body of this report. 

Office of Inspector General 

November 30, 2016 
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The CFPB Can Strengthen Its Controls for Identifying 
and Avoiding Conflicts of Interest Related to Vendor 
Activities 
2017-SR-C-004 

Total number of recommendations: 5 
Recommendations open: 2 

See the summary in the body of this report. 

March 15, 2017 

The CFPB Can Strengthen Contract Award Controls and 
Administrative Processes 
2017-FMIC-C-007 

Total number of recommendations: 6 
Recommendations open: 6 

See the summary in the body of this report. 
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Abbreviations 
Board 
CFPB 
CIGFO 
CIGIE 

C-SCAPE 

DATA Act 
DHS 
DIF 
Dodd-Frank Act 

DO] 
FBI 
FDIC 
FFIEC 
FHFA 
FIS MA 
FM FIA 
GPRA 

GTC 
HUD 
IG 
IPIA 
IRS 
LBO 
LIS CC 
NRAS 
occ 
OFAC 
OIG 
PCA 
PRA 
Pub Web 
SBREFA 

SIGTARP 

STAR 
Treasury 

Board of Governors of the Federal Reserve System 
Consumer Financial Protection Bureau 
Council oflnspectors General on Financial Oversight 
Council of the Inspectors General on Integrity and 
Efficiency 
Consolidated Supervision Comparative Analysis, 
Planning and Execution System 
Digital Accountability and Transparency Act of 2014 
U.S. Department of Homeland Security 
Deposit Insurance Fund 
Dodd-Frank Wall Street Reform and Consumer 
Protection Act 
U.S. Department ofJustice 
Federal Bureau oflnvestigation 
Federal Deposit Insurance Corporation 
Federal Financial Institutions Examination Council 
Federal Housing Finance Agency 
Federal Information Security Modernization Act of 2014 
Federal Managers' Financial Integrity Act 
Government Performance and Results Act of 1993, as 
amended by the GPRA Modernization Act of2010 
government travel card 
U.S. Department of Housing and Urban Development 
Inspector General 
Improper Payments Information Act of 2002, as amended 
Internal Revenue Service 
large banking organization 
Large Institution Supervision Coordinating Committee 
National Remote Access Services 
Office of the Comptroller of the Currency 
Office of Foreign Assets Control 
Office oflnspector General 
prompt corrective action 
prompt regulatory action 
Board's public website 
Small Business Regulatory Enforcement Fairness Act 
of1996, as amended 
Special Inspector General for the Troubled Asset Relief 
Program 
Statistics and Reserves System 
U.S. Department of the Treasury 
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Office of Inspector General 
Board of Governors of the Federal Reserve System 
20th Street and Constitution Avenue NW 
Mail Stop K-300 
Washington, DC 20551 
Phone: 202-973-5000 I Fax: 202-973-5044 

OIG Hotline 1-800-827-3340 I OIGHotline@frb.gov 



JEB HENSARLING, TX. CHAIRMAN Wniteb ~totes Jf)onsr of 3Aeprcsentatiues 
QConnnittee on jf mmtcial ~et\.Jices 

ll>n!ilJ111 nto11 . D.<.C . 20:315 

The Honorable Richard Cordray 
Director 
Bureau of Consumer Financial Protection 
1700 G Street NW 
Washington, D.C. 20552 

Dear Director Cordray: 

May 17, 2017 

MAXINE WATERS, CA RANKING 
MEMBER 

Thank you for your letter dated April 28, 2017 responding to House Financial Services Committee 
("Committee") Chairman Jeb Hensarling's request that your agency decline to produce any Committee 
communications, agency responses to Congressional inquiries, or any other congressional records in 
response to Freedom of Information Act ("FOIA") requests. While I understand that you have agreed to 
comply in part with the Chairman's policy, I write to clarify that I do not share the Chairman's position. 

I have long understood that my and my staffs communications with executive branch agencies are 
subject to FOIA disclosure barring an explicit assertion on my part to retain control over such 
documents. While Chairman Hensarling has chosen to make this assertion, I want to be clear that he 
does not speak on my behalf in this instance. 

It is my position that my correspondence with your agency, should you deem it responsive to public 
FOIA requests, not be subject to exemption. If you have any questions, please contact Kevin Burris or 
Jennifer Read at (202) 225-4247. 

Sincerely, 

ax me 
Ranking 
Committee on Financial Services 

cc: The Honorable Jeb Hensarling, Chairman 
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May 18, 2017 

Consumer Financial 
Protection Bureilu 

The Honorable Michael Crapo 

Chairman 
Committee on Banking, Housing, and Urban Affairs 
United States Senate 

534 Dirksen Senate Office Building 
Washington, DC 20510 

Dear Chainnan Crapo: 

Enclosed is the Semiannual Report to Congress of the Office oflnspector General for the Board of 

Governors of the Federal Reserve and the Consumer Financial Protection Bureau, as required 
under Section 5 of the Inspector General Act. This report covers the six-month period from 
October 1, 2016 - March 31 , 2017. 

Should you have any questions concerning this report, please feel free to contact me at (202) 435-
9711. 

Sincerely, 

atherine Galicia 

Assistant Director for Legislative Affairs 

consumerfinance.gov 



May 18, 2017 

Cons.imer Financial 
Protectio"I Bureau 

The Honorable Jeb Hensarling 

Chai1man 
Cotmnittee on Financial Services 
United States House of Representatives 
2129 Rayburn House Office Building 

Washington, DC 205 l 5 

Dear Chairman Hensarling: 

Enclosed is the Semiannual Report to Congress of the Office of Inspector General for the Board of 
Governors of the Federal Reserve and the Consumer Financial Protection Bureau, as required 

under Section 5 of the Inspector General Act. This report covers the six-month period from 

October 1, 2016 - March 31 , 2017. 

Should you have any questions concerning this report, please feel free to contact me at (202) 435-

9711. 

Sincerely, 

Catherine Galicia 
Assistant Director for Legislative Affairs 

consumerfinance.gov 
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May 18, 2017 

Cons..1rner F'nancial 
Protection Bureau 

The Honorable Maxine Waters 

Ranking Member 
Committee on Financial Services 
United States House of Representatives 

4340 Thomas P. O'Nei ll , Jr. House Office Building 
Washington, DC 20515 

Dear Ranking Member Waters: 

Enclosed is the Semiannual Report to Congress of the Office of Inspector General for the Board of 

Governors of the Federal Reserve and the Consumer Financial Protection Bureau, as required 
under Section 5 of the Inspector General Act. This report covers the six-month period from 
October 1, 2016 - March 31, 2017. 

Should you have any questions concerning this report, please feel free to contact me at (202) 435-

9711. 

Catherine Galicia 
Assistant Director for Legislative Affairs 

consumerfinance.gov 
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May 30, 2017 

The Honorable Ron Johnson 
Chairman 
Committee on Homeland Security and 
Governmental Affairs 
United States Senate 
340 Dirksen Senate Office Building 
Washington, DC 20510 

Dear Chairmen Johnson and Chaffetz: 

The Honorable Jason Chaffetz 
Chairman 
Committee on Oversight and Government 
Reform 
U.S. House of Representatives 
2157 Rayburn House Office Building 
Washington, DC 20515 

I am writing to provide information regarding actions taken by the Consumer Financial Protection 
Bureau related to the findings and recommendation by the Government Accountability Office 
(GAO) in its report entitled Private Deposit Insurance: Credit Unions Largely Complied with 
Disclosure Rules, but Rules Should be Clarified (GA0-17-259) , which was publicly released on 
March 29, 2017. 

GA O's report focused, in part, on the level of compliance with disclosure requirements for 
privately insured credit unions. The Federal Deposit Insurance Act (FDIA) and its implementing 
regulation, Regulation I, require depository institutions that do not have federal deposit insurance 
to disclose "clearly and conspicuously" that their institutions are not federally insured. 1 GAO 
identified 125 such credit unions (approximately 2 percent of all credit unions) and concluded that 
privately insured credit unions largely complied with federal disclosure requirements. For example, 
GAO determined that 45 of the 47 privately insured credit unions GAO reviewed complied with 
the disclosure requirement for teller windows. Additionally, GAO determined that 99 of the 102 
websites GAO reviewed had the required disclosure on their main Internet page. These findings 
align with our understanding of the market. The Bureau is also pleased to see that GAO found 
overall compliance levels with federal disclosure requirements have improved since GAO's last 
review in 2003. 

Nevertheless, GAO did identify instances of noncompliance and determined that a lack of 
specificity in Regulation I contributed to privately insured credit unions either failing to comply 
with or inconsistently complying with federal disclosure requirements. GAO therefore 
recommended that the Bureau provide guidance clarifying Regulation I in three respects: (1) clarify 
whether drive-through windows require disclosures; (2) describe what constitutes a clear and 

1 12 U.S.C. § 1831t(b); 12 C.F.R. §§ 1009.3-4. As the report notes, the Bureau inherited rulemaking authority 
under this provision of the FDIA from the Federal Trade Commission (FTC) as part of the Dodd-Frank Wall 
Street Reform and Consumer Protection Act, and subsequently adopted Regulation I substantially as 
promulgated by the FTC. 

consumerfinance.gov 



conspicuous disclosure, including minimum signage dimensions and font size for disclosures; and 
(3) explain and provide examples of which communications are advertising. 

As the Bureau wrote in its response to GAO, the Bureau recognizes that providing guidance that 
clarifies Regulation I may improve privately insured credit unions' understanding of and 
compliance with federal disclosure requirements, and thus improve consumers' understanding of 
how deposits at non-federally-insured depository institutions are insured. Therefore, the Bureau 
continues to explore options that will most effectively and efficiently provide guidance regarding 
Regulation I. 

The Bureau looks forward to continuing to work with GAO on this matter. The Bureau will 
continue to monitor privately insured credit unions ' compliance with federal disclosure 
requirements, consistent with our prioritization process. 

Should you have any additional questions, please do not hesitate to contact me or have your staff 
contact Matthew Pippin in the Bureau's Office of Legislative Affairs or Steven Bressler in the 
Bureau's Legal Division. Mr. Pippin can be reached at 202-435-7552 and Mr. Bressler can be 
reached at 202-435- 7248. 

Sincere})'... 

( ;u·;/(_ 
Catherine Galicia 
Assistant Director for Legislative Affairs 

I 

cc: The Honorable Claire McCaskill 
Ranking Member, Committee on Homeland Security and Governmental Affairs, United States 
Senate 

The Honorable Elijah Cummings 
Ranking Member, Committee on Oversight and Government Reform, U.S. House of 
Representatives 

consumerfinance.gov 



Cons\..n1er F1nancia 
Pro1cc:11on Bureau 

1700 G Street. N.W .. Washington. DC ?Obti? 

May 31, 2017 

The Honorable Michael Capuano 
U.S. House of Representatives 
1414 Longworth House Office Building 
Washington, DC 20515 

Dear Congressman Capuano: 

Thank you for your Jetter regarding the Consumer Financial Protection Bureau 's work to 
understand the challenges consumers face in accessing, using, and securely sharing their financial 
records. Your letter notes the importance of transparency, secmity, and strong consumer 
protections in the evolving financial technology market. As you know, the Consumer Bureau is 
seeking to understand the full range of issues associated with how consumers access their financial 
records and how that information can be used. 

Section 1033 of the Dodd-Frank Wall Street Reform and Consumer Protection Act provides for 
consumer rights to access their financial records and account-related information, and specifies that 
this information "shall be made ava ilable in an electronic form usable by consumers."1 The law 
also gives rulemaking authority over this area to the Consumer Bureau. As a step toward 
implementing this provision, in November 2016, the Consumer Bureau issued a Request for 
Information and hosted a field hearing for information about how consumers share access to their 
digital financial records. 2 Specifically, the Request For Information seeks infonnation about how 
much choice consumers are given regarding the use of their records, how secure it is for them to 
share their records, and to what extent consumers have control over their records. Through this 
Request for Info1mation, the Consumer Bureau is working to better understand how to foster an 
environment where providers can securely obtain, with the consumer's permission, the infonnation 
needed to deliver innovative products and services that will benefit consumers. 

The comment pe1iod for the Request for Info1mation has now closed. 3 The Consumer Bureau has 
received over 70 comments from financial institutions, data aggregators, companies that use 
aggregated data, trade associations, consumer groups, and consumers. Consumer Bw·eau staff is 
continuing to review these comments, which are extensive and thoughtful. They present a wide 
range of views about how best to achieve the broad goals of Section 1033 of Dodd-Frank and 
provide valuable insight into the vruious technical, legal, and consumer protection considerations in 
this space. In recent months, there have been several developments in the marketplace, including 
several announcements of bi-lateral industry agreements outlining terms for consumer-

I 12 U.S.C. 5533. 
2 81 FR 83806. 
3 The comment period closed on February 21 , 2017. 
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permissioned data sharing between ce1tain companies. The Consumer Bureau remains committed 
to the principle that consumers should be able to use their financia l records and account 
info1mation and securely share access in an electronic fonnat. 

Thank you for your continued interest in the Consumer Bureau ' s work. Please do not hesitate to 
contact me or have your staff contact Patrick 0-Brien in the Consumer Bureau· s Office of 
Legislative Affairs. Mr. 0 ·Brien can be reached at (202) 435-7 180. I look forward to working 
with you on this and other consumer financial protection matters of importance to you and your 
constituents. 

Sincerely, 

Richard Cordray 
Director 

consumerfinance.gov 



C £-• .. ..- Co'lsumer F1nanc1a 
Pro1ectio'1 Bu1ea•..J 

1100 G Street. N W .. Washington. DC ?055? 

May 31, 2017 

The Honorable Katherine Clark 
U.S. House of Representatives 
1415 Longworth House Office Building 
Washington, DC 20515 

Dear Congresswoman Clark: 

Thank you for your letter regarding the Consumer Financial Protection Bureau's work to 
understand the challenges consumers face in accessing, using, and securely sharing their financial 
records. Your letter notes the importance of transparency, security, and strong consumer 
protections in the evolving financial technology market. As you know, the Consumer Bureau is 
seeking to understand the full range of issues associated with how consumers access their financial 
records and how that info1mation can be used. 

Section 1033 of the Dodd-Frank Wall Street Reform and Consumer Protection Act provides for 
consumer rights to access their financial records and account-related information, and specifies that 
this information "shall be made available in an electronic form usable by consumers." 1 The law 
also gives mlemaking authority over this area to the Consumer Bureau. As a step toward 
implementing this provision, in November 2016, the Consumer Bureau issued a Request for 
Information and hosted a field hearing for information about how consumers share access to their 
djgital financial records. 2 Specifically, the Request For Information seeks information about how 
much choice consumers are given regarding the use of their records, how secure it is for them to 
share their records, and to what extent consumers have control over their records. Through this 
Request for Infonnation, the Consumer Bureau is working to better understand how to foster an 
environment where providers can securely obtain, with the consumer's pe1mission, the information 
needed to deliver innovative products and services that will benefit consumers. 

The comment period for the Request for Information has now closed. 3 The Consumer Bureau has 
received over 70 comments from financial institutions, data aggregators, companies that use 
aggregated data, trade associations, consumer groups, and consumers. Consumer Bureau staff is 
continuing to review these conunents, which are extensive and thoughtful. They present a wide 
range of views about how best to achieve the broad goals of Section 1033 of Dodd-Frank and 
provide valuable insight into the va1ious technical, legal, and consumer protection considerations in 
this space. In recent months, there have been several developments in the marketplace, including 
several announcements of bi-lateral industry agreements outlining te1ms for consumer-

I 12 U.S.C. 5533. 
2 81 FR 83806. 
3 The comment period closed on February 21, 2017. 
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permissioned data sharing between certain companies. The Consumer Bureau remains committed 
to the p1inciple that consumers should be able to use their financial records and account 
info1mation and securely share access in an electronic fonnat. 

Thank you fo r your continued interest in the Consumer Bureau·s work. Please do not hesitate to 
contact me or have your staff contact Patrick O' Brien in the Consumer Bureau's Office of 
Legis lative Affairs. Mr. O' Brien can be reached at (202) 435-7180. I look forward to working 
with you on this and other consumer financial protection matters of impo1tance to you and your 
constituents. 

Sincerely, 

Richard Cordray 
Director 

consurnerfinance .gov 



Consumc1 Financ.:1a 
P<otectio" Buseau 

1700 G Slreel N.W. Washington, DC ?Ooo? 

May 31, 2017 

The Honorable Michelle Lujan Grisham 
U.S. House of Representatives 
214 Cannon House Office Building 
Washington, DC 205 l 5 

Dear Congresswoman Lujan Grisham: 

Thank you for your Jetter regarding the Consumer Financial Protection Bureau's work to 
understand the challenges consumers face in accessing, using, and securely sharing their financial 
records. Your Jetter notes the importance of transparency, security, and strong consumer 
protections in the evolving financial technology market. As you know, the Consumer Bureau is 
seeking to understand the full range of issues associated with how consumers access their financial 
records and how that information can be used. 

Section 1033 of the Dodd-Frank Wall Street Refom1 and Consumer Protection Act provides for 
consumer rights to access their financial records and account-related infonnation, and specifies that 
this information "shall be made available in an electronic form usable by consumers."' The law 
also gives rulemaking authority over this area to the Consumer Bureau. As a step toward 
implementing this provision, in November 2016, the Consumer Bureau issued a Request for 
Infom1ation and hosted a field hearing for information about how consumers share access to their 
digital financial records. 2 Specifically, the Request For Information seeks information about how 
much choice consumers are given regarding the use of their records, how secure it is for them to 
share their records, and to what extent consumers have control over their records. Through this 
Request for Infonnation, the Consumer Bureau is working to better understand how to foster an 
environment where providers can securel y obtain, with the consumer's petmission, the information 
needed to deliver innovative products and services that will benefit consumers. 

The comment period for the Request for Information has now closed. 3 The Consumer Bureau has 
received over 70 comments from financial institutions, data aggregators, companies that use 
aggregated data, trade associations, consumer groups, and consumers. Consumer Bureau staff is 
continuing to review these comments, which are extensive and thoughtful. They present a wide 
range of views about how best to achieve the broad goals of Section 1033 of Dodd-Frank and 
provide valuable insight into the va1ious technical, legal, and consumer protection considerations in 
this space. In recent months, there have been several developments in the marketplace, including 
several announcements of bi-lateral industry agreements outlining terms for consumer-

I 12 U.S.C. 5533. 
2 81 FR 83806. 
3 The comment period closed on February 21 , 2017. 
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pennissioned data sharing between ce1tain companies. The Consumer Bureau remains committed 
to the principle that consumers should be able to use their financial records and account 
information and securely share access in an electronic format. 

Thank you for your continued interest in the Consumer Bureau ' s work. Please do not hesitate to 
contact me or have your staff contact Patrick O ' Brien in the Consumer Bureau 's Office of 
Legislative Affairs. Mr. O'Brien can be reached at (202) 435-7180. I look fo1ward to working 
with you on this and other consumer financial protection matters of importance to you and your 
constituents. 

Sincerely, 

Richard Cordray 
Director 

co nsumerfinance.gov 



C e-• .. .- Co·1sumcr Financ1a 
Protectio" Bure;iv 

1100 G S lleet. NW., Washington, DC /Goo/ 

May 31, 2017 

The Honorable Seth Moulton 
U.S. House of Representatives 
1408 Longwo1th House Office Building 
Washington, DC 20515 

Dear Congressman Moulton: 

Thank you for your letter regarding the Consumer Financial Protection Bureau's work to 
understand the challenges consumers face in accessing, using, and securely sharing their financial 
records. Your letter notes the imp01tance of transparency, security, and strong consumer 
protections in the evolving financial technology market. As you know, the Consumer Bureau is 
seeking to understand the full range of issues associated with how consumers access their financial 
records and how that information can be used. 

Section 1033 of the Dodd-Frank Wall Street Refo1m and Consumer Protection Act provides for 
consumer rights to access their financial records and account-related information, and specifies that 
this information "shall be made available in an electronic form usable by consumers." 1 The law 
also gives rulemaking authority over this area to the Consumer Bureau. As a step toward 
implementing this provision, in November 2016, the Consumer Bureau issued a Request for 
Info1mation and hosted a field hearing for information about how consumers share access to their 
digital financial records. 2 Specifically, the Request For Infonnation seeks information about bow 
much choice consumers are given regarding the use of their records, how secure it is for them to 
share their records, and to what extent consumers have control over their records. Through this 
Request for Info1mation, the Consumer Bureau is working to better understand how to foster an 
environment where providers can securely obtain, with the consumer's pennission, the information 
needed to deliver innovative products and services that will benefit consumers. 

The comment pe1iod for the Request for Information has now closed. 3 The Consumer Bureau has 
received over 70 comments from financia l institutions, data aggregators, companies that use 
aggregated data, trade associations, consumer groups, and consumers. Consumer Bureau staff is 
continuing to review these comments, which are extensive and thoughtful. They present a wide 
range of views about how best to achieve the broad goals of Section 1033 of Dodd-Frank and 
provide valuable insight into the various technical, legal, and consumer protection considerations in 
this space. ln recent months, there have been several developments in the marketplace, including 
several announcements of bi-lateral industry agreements outlining terms for consumer-

I 12 U.S.C. 5533. 
2 81 FR 83806. 
3 The comment period closed on February 21 , 2017. 
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pennissioned data sharing between certain companies. The Consumer Bureau remains committed 
to the principle that consumers should be able to use their financial records and account 
information and securely share access in an electronic format. 

Thank you for your continued interest in the Consumer Bureau ' s work. Please do not hesitate to 
contact me or have your staff contact Patrick O' Brien in the Consumer Bureau' s Office of 
Legislative Affairs. Mr. O' Brien can be reached at (202) 435-7180. I look fo1ward to working 
with you on this and other consumer financial protection matters of importance to you and your 
constituents. 

Sincerely, 

Richard Cordray 
Director 

consumerfinance.gov 



Consvmc1 Frnanc1<1 
Protect•o,-. Bureau 

1100 G Street N W . Wasl'l1ngtcn OC /Oo!>/ 

May 31 , 2017 

The Honorable Carol Shea-Porter 
U.S. House of Representatives 
1350 Longworth House Office Building 
Washington, DC 205 15 

Dear Congresswoman Shea-Po11er: 

Thank you for you r letter regarding the Consumer Financial Protection Bureau's work to 
understand the challenges consumers face in accessing, using, and securely sharing their financial 
records. Your letter notes the importance of transparency, security, and strong consumer 
protections in the evolving financial technology market. As you know, the Consumer Bureau is 
seeking to understand the full range of issues associated with how consumers access their financial 
records and how that infonnation can be used. 

Section I 033 of the Dodd-Frank Wall Street Reform and Consumer Protection Act provides for 
consumer rights to access their financial records and account-related infonnation, and specifies that 
this information "shall be made available in an electronic form usable by consumers."' 1 The law 
also gives rulemaking authority over this area to the Consumer Bureau. As a step toward 
implementing this provision, in November 2016, the Consumer Bureau issued a Request for 
Information and hosted a field hearing for infonnation about how consumers share access to their 
digital financial records. 2 Specifically, the Request For Information seeks infonnation about how 
much choice consumers are given regarding the use of their records, how secure it is for them to 
share their records, and to what extent consumers have control over their records. Through this 
Request for Info rmation, the Consumer Bureau is working to better understand how to foster an 
env ironment where providers can securely obtain, with the consumer·s permission, the infonnation 
needed to deliver innovative products and services that will benefit consumers. 

The comment period for the Request for Information has now closed. 3 The Consumer Bureau has 
received over 70 comments from financial institutions, data aggregators, companies that use 
aggregated data, trade associations, consumer groups, and consumers. Consumer Bureau staff is 
continuing to review these comments, which are extensive and thoughtfu l. They present a wide 
range of views about how best to achieve the broad goals of Section I 033 of Dodd-Frank and 
provide valuable insight into the various technical. legal, and consumer protection considerations in 
this space. In recent months, there have been several developments in the marketplace, including 
several announcements of bi-lateral industry agreements outlining te1ms for consumer-

I 12 U.$.C. 5533. 
~ 81 FR 83806 . 
.\ The comment period closed on February 21 , 2017. 
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permissioned data sharing between certain companies. The Consumer Bureau remains committed 
to the principle that consumers should be able to use their financial records and account 
infotmation and securely share access in an elecu·onic fom1at. 

Thank you fo r your continued interest in the Consumer Bureau 's work. Please do not hesitate to 
contact me or have your staff contact Patrick O' Brien in the Consumer Bureau 's Office of 
Legislative Affairs. Mr. O'Brien can be reached at (202) 435-7180. I look foiward to working 
with you on this and other consumer financial protection matters o f importance to you and your 
constituents. 

Sincerely, 

Richard Cordray 
Director 

consumerfinance.gov 
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June 8, 2017 

The Honorable Richard Cordray 
Director 

WASHINGTON, DC 20510 

Consumer Financial Protection Bureau 
1700 G Street NW 
Washington, D.C. 20552 

Dear Director Cordray: 

Yesterday, we introduced legislation, the "Home Mortgage Disclosure Adjustment Act" 
(S. 1310), aimed at reducing regulatory burdens associated with the implementation of 
the Home Mortgage Disclosure Act (HMDA) Final Rule. We write to respectfully request 
that the Consumer Financial Protection Bureau (CFPB) delay the current effective date 
of the rule while Congress considers our legislation. At a minimum, we ask that the 
CFPB approve a one-year delay of the rule's effective date to January 1, 2019. 

While we support the purpose of HMDA, which is the promotion of fair lending and 
assuring equitable access to credit in the housing market, both before and after the 
publication of the Final Rule, many concerns were expressed regarding the CFPB's 
expansion of Regulation C beyond what was required by the Dodd-Frank Act. As it 
stands now, this rulemaking has and will likely continue to play a substantial role in 
increasing the significant costs of regulatory compliance - taxing credit unions' and 
community banks' finite resources. 

Moreover, we believe it is appropriate for the CFPB to delay the rule's effective date 
while it completes updates to the HMDA resubmission guidelines. With less than seven 
months before lenders will be required to begin complying with the new rule, the CFPB 
has yet to conclusively address this important matter. The new rule more than doubles 
the amount of data required to be reported, significantly increasing the opportunity for 
penalties for minor data errors, especially for smaller lenders, many of whom will 
continue to compi le their HMDA reports manually. Prior to effectuating the final ru le, the 
CFPB should complete its updated resubmission guidelines, with appropriate 
modifications for small lenders, and provide a reasonable implementation timeline, so 
that lenders can fully understand how to properly implement and comply with the new 
regulation. After the resubmission guidelines are completed and the HMDA ru le 
becomes effective, we encourage the CFPB and other regulators to proceed with a 
diagnostic approach to correcting errors made by small lenders who make good-faith 
efforts to meet the rule's additional requirements. 



The CFPB's pending proposal to address various issues within the HMDA Final Rule is 
a step in the right direction. Community financial institutions across the nation 
appreciate measures taken by regulators intended to correct errors and to offer greater 
clarification. Notwithstanding these efforts, no amount of 11th-hour tinkering with 
technical amendments can offset the tremendous burden being hoisted upon 
community financial institutions and their vendors as a result of the Final Rule. 

We strongly believe an extension of the effective date would go a long way toward 
mitigating the burdens of this complex rulemaking and assure that financial institutions 
and their vendors have sufficient time to prepare to implement this rule. As we have 
moved closer to the effective dat~. we have heard increasing levels of concern over 
preparations for the Final Rule. In order to facilitate a smooth transition to the new 
HMDA requirements, it is critical that these financial institutions and their vendors are 
provided enough time to ensure they are adequately prepared before the ultimate 
effective date. Therefore, we strongly recommend the CFPB delay the effective date for 
the HMDA Final Rule for one-year. 

We look forward to working with you on this and other important issues. If you have any 
questions or need additional information, please feel free to contact Andrew Rothe with 
Senator Rounds at 202-224-5842 or Craig Radcliffe with Senator Heitkamp at 202-224-
2043. 

Sincerely, 

Jlts~j ~~m~~ 
United States Senator United States Senator 
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