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DEPARTMENT OF THE TREASURY
WASHINGTON, D.C. 20005

INSPECTOR GENERAL
FOR TAX
ADMINISTRATION

April 25, 2017

VIA E-MAIL

This is in response to your March 28, 2017 Freedom of Information Act (FOIA) request,
seeking access to records maintained by the Treasury Inspector General for Tax
Administration (TIGTA). The TIGTA Disclosure Branch received your e-mailed request
on March 28, 2017.

Specifically, you requested a copy of the following Deputy Inspector General for Audit
(DIGA) Memoranda:

DIGA Memo 17-002, Assessing the Reliability of Computer Processed
Data.

DIGA Memo 17-003, Office of Audit Fiscal Year 2017 Performance and
Workload Measures.

DIGA Memo 16-004, 2015 External Peer Review Results.

DIGA Memo 16-005, Revisions to Final Audit Report Disclosure Review
Process.

DIGA Memo 16-006, Fiscal Year 2017 Planning Guidance.

For your information, Congress excluded three discrete categories of law enforcement
and national security records from the requirements of the FOIA. See 5 U.S.C. § 552(c)
(2006 & Supp. IV 2010). This response is limited to those records that are subject to
the requirements of the FOIA. This is a standard notification that is given to all our
requesters and should not be taken as an indication that excluded records do, or do not,
exist.



We have located sixty-seven (67) pages which are responsive to your request seeking
copies of the above referenced Deputy Inspector General for Audit (DIGA) Numbered
Memoranda. We are releasing fifty-six (56) pages in full and eleven (11) pages in part.
A copy is enclosed. We are asserting FOIA subsections (b)(6), (b)(7)(C) and (b)(7)(E)
as the justification for withholding.

FOIA subsection (b)(6) permits the withholding of records and information about
individuals when disclosure of the information could result in a clearly unwarranted
invasion of personal privacy. The withheld information consists of identifying
information compiled with regard to individuals other than you. Releasing the withheld
information would not shed any light into the Agency's performance of its official
functions, but instead could result in an invasion into the personal privacy of the
individuals whose names and personal information have been withheld. As a result, the
privacy interests of the third parties outweigh the public's interest in having the
information released.

FOIA subsection (b)(7)(C) permits an agency to withhold "information compiled for law
enforcement purposes the release of which could reasonably be expected to constitute
an unwarranted invasion of personal privacy." The withheld information consists of
identifying information compiled with regard to individuals other than you. Releasing the
withheld information would not shed any light into the Agency's performance of its
official functions, but instead could result in an invasion into the personal privacy of the
individuals whose names and personal information have been withheld. The
information was compiled for law enforcement purposes and the privacy interest of the
third parties outweighs the public's interest in having the information released. As a
result, this information has been withheld in response to your request.

FOIA subsection (b)(7)(E) permits an agency to withhold “records or information
compiled for law enforcement purposes ... [that] would disclose techniques and
procedures for law enforcement investigations or prosecutions, or would disclose
guidelines for law enforcement investigations or prosecutions if such disclosure could
reasonably be expected to risk circumvention of the law.” The withheld information
consists of techniques or guidelines not commonly known to the public and/or
information that could lead to the circumvention of the law. As a result, this information
has been withheld in response to your request.

We have enclosed an Information Sheet that explains the subsections cited above as
well as your administrative appeal rights. If you file an appeal, your appeal must be in
writing, signed by you, and postmarked or electronically transmitted within ninety (90)
days from the date of this letter. You should address the envelope as follows:



Freedom of Information Act Appeal

Treasury Inspector General for Tax Administration
Office of Chief Counsel

City Center Building

1401 H Street, NW, Suite 469

Washington, DC 20005

The cost incurred to process your FOIA request was less than $25.00, the threshold set
by Treasury’s FOIA regulation, so no fees were assessed.

If you have any questions, please contact Carroll Field, Government Information
Specialist, at (202) 927-7032 or Carroll. Field@tigta.treas.gov and refer to Disclosure
File # 2017-FOI-00151.

You may contact our FOIA Public Liaison at (202) 622-4068 for any further assistance
and to discuss any aspect of your request. Additionally, you may contact the Office of
Government Information Services (OGIS) at the National Archives and Records
Administration to inquire about the FOIA mediation services they offer. The contact
information for OGIS is as follows: Office of Government Information Services, National
Archives and Records Administration, 8601 Adelphi Road-OGIS, College Park, MD
20740-6001; e-mail at ogis@nara.gov; telephone at 202-741-5770; toll free at 1-877-
684-6448; or facsimile at 202-741-5769.

Sincerely,

’ - .
Sawotl ginho .
Carroll Field
(For) Amy P. Jones
Disclosure Officer and
FOIA Public Liaison

Enclosures
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DEPARTMENT OF THE TREASURY
WASHINGTON, D.C, 20005

INSPECTOR GENERAL

ADMIMIESTRATION

December 18, 2015

DIGA: 16-004

MEMORANDUM FOR ALL OFFICE OF AUDIT EMPLOYEES

Mt THHL

FROM: Michael E. McKenney
Deputy Inspector General for Audit

SUBJECT: 2015 External Peer Review Results

The purpose of this memorandum is to communicate the results of the Department of
Homeland Security (DHS) Office of Inspector General's (OIG) 2015 external peer
review of the Office of Audit {OA). As part of the peer review process, organizations
can receive a rating of Pass, Pass with Deficiencies, or Fail. 1 am pleased to share with
you that the OA received a peer review rating of Pass. The DHS OIG's review
confirmed that the OA’s system of quality control has been suitably designed to provide
the Treasury Inspector General for Tax Administration (TIGTA) with reasonable
assurance that our organization is in conformance with applicable professional
standards.

Although the OA received a Pass rating, the DHS OIG reported three findings in a Letter
of Comment and provided suggestions to reemphasize compliance with Govermment
Auditing Standards (GAS) and the OA’s policies and procedures. The following
paragraphs briefly summarize each finding along with the corresponding actions the OA
will take to improve in these areas. | commend everyone for their efforts in helping the
OA receive the Pass rating. However, | want to reemphasize that we all must remain
diligent in ensuring sufficient audit evidence is obtained and that our indexing and
referencing process is sufficient to sypport the audit findings in the report.

Findings and Actions

Finding 1: Continuing Profeasional Education — Government Auditing Standards
(GAS), paragraph 3.76, requires auditors who perform work in accordance with
generally accepted government auditing standards (GAGAS) to maintain professional
competence through Continuing Professional Education (CPE).

The DHS OIG peer review team reviewed CPE records associated with audit staff who
worked on a sampie of 3 TIGTA audits and identified minor inaccuracies in TIGTA's
CPE documentation far 3 of the 9 audits reviewed. Specifically, they found;
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o |(B}EXEXIH |claimed an incorrect number of CPE credit for 1 allowable course;
claimed CPE credit for 5 ineligible courses; and claimed duplicate CPE credits for
1 course.

» | L)6)ON7) |claimed an incorrect number of governmental CPEs for 2 courses
and was missing certificates for 2 different courses.

o | (DMERONT)  |claimed CPE credit for 1 course in the incorrect year.
o | OXEKDNT)  |claimed duplicate CPE credits for 1 course.

Recommendation T — Provide refresher training that reminds staff to ensure CPE
reports and records for auditors are accurate and sufficient documentation is available
to substantiate the reported credits earned.

QA Action — The TIGTA was pleased to learn that ali OA employees met their CPE
requirements, and they agreed that employees could have done a better job
documenting their training. TIGTA will reemphasize the importance of ensuring CPE
reports and records are accurate and sufficient documentation is available to
substantiate the reported credits. TIGTA created a job aid to highlight o employees
how to report CPE hours in their time réporting system and how to categorize the

type of training received. BYBY.ONTHCY
Finding 2: Indexing and Referencing Re = ual contains policies to

ensure TIGTA audit reports are accurate and sufficient and appropriate evidence is
available to support the findings and conclusions. However, the DHS OIG found:

« 2 of 9 reports reviewed had not indexed key facts to sufficient and appropriate
evidence.

« 1 report was indexed !o sufficient and appropriate evidence, but the indexing was
confusing and could have been simplified.

» 2 reports contained errors which were not identified or corrected during the report
indexing and referencing process.

Recommendation 2 — Provide refresher training on indexing and referencing to
reemphasize the importance of ensuring all reported findings and conclusions are
indexed and supported by sufficient and appropriate evidence and final reports are
accurate.

QA Action — During Fiscal Year 2015, OA provided a training class to all employees
that addressed indexing and referencing guidelines and processes. This occurred
as a result of TIGTA's own internal peer reviews. Participants were provided the
opportunity to conduct a case study aimed at completing a simulated referencing
assignment along with foliow-up discussions, including the types and sufficiency of
evidence. Additionally, each Assistant Inspector General for Audit communicated
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the importance of referencing to their staffs based on TIGTA's recent internal peer
review recommendations. The Deputy Inspector General for Audit will reemphasize
the importance of referencing and obtaining appropriate evidence when the results
of the external peer review are shared with TIGTA employees.

Finding 3: Corroborating Evidence — Government Auditing Standards and the OA
manual outline the importance of evaluating the objectivity, credibility, and reliability of
testimonial evidence. The DHS OIG found that, in one audit, TIGTA did not corroborate
testimonial evidence obtained from the IRS and used to develop a significant finding in
the report.

Recommendation 3 - Develop internal training initiatives to remind auditors of the
importance of obtaining corroborating evidence to suppert testimonial evidence

QA Action — As mentioned above, in Fiscal Year 2015, OA provided a training class
to all its employees that addressed indexing and referencing to ensure sufficient
audit evidence is obtained to support audit findings. The Deputy Inspector General
for Audit will alse reemphasize the importance of obtaining corroborating evidence to
support testimonial evidence when the results of the external peer review are shared
with employees. In addition, we will conduct a training course for all OA employees
that will address evaluating the reliability of data used to support audit findings.

Attached are the final 2015 External Peer Review report and Letter of Comment.
| encourage each employee to review these documents and incorporate the corrective
actions in your cusrent processes and audits. Additional guidance will be forthcoming.

Please contact Nancy LaManna, Acting Assistant Inspector General for Audit
{(Management Planning and Workforce Development), at (202) 622-3837 or Jeff Jones,
Director, Cffice of Management and Policy, at (978) 684-9088 if you have any questions
related to the 2015 External Peer Review or this memorandum.

Attachments

301SFralDHS 2015 Final DHS
Report. pdf LOC pdf
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;® OFFICE OF INSPECTOR GENERAL
e Departnient of Homeland Security

o — e R L L S -, ORI e o1 mbyrallit,

Washington, DC 20528 / www.oig.dhs.gov

DEC 11 2015

The Honorable J, Russell George

Inspector General

Treasury Inspector General for Tax Administration
1401 H Street, NW

Washington, DC 20005

Dear Mr. George:

We have reviewed the system of qualily control for the audit organization of
Treasury Inspector General for Tax Administration [TIGTA) in effect for the year
ended March 31, 2015. A system of quality control encompasses TIGTA’s
organizational structure and the policies adopted and procedures cstablished
to provide it with reasonable assurance of conforming with Government
Auditing Standards'. The elements of guality control are described in
Government Auditing Standards. TIGTA is responsible for establishing and
maintaining a system of quality control that is designed to provide TIGTA with
reasonable assurance that the organization and its personnel comply with
proflessional standards and applicable legal and regulatory requirements in all
material respects. OQur responsibilily is to cxpress an opinion on the design of
the systern of quality control and TIGTA's compliance therewith based on our
review,

Our review was conducted in accordanice with Government Auditing Standards
and the Council of the Inspectors General on Inlegrity and Efficiency Guide for
Conducting Peer Reviews of the Audit Orgarzations of Federal Offices of
Inspeetor General. During our review, we inlerviewed TIGTA personnel and
obtained an understanding of the nature of the TIGTA audit organization, and
the design of TIGTA’s system of quality control sufficient to assess the risks
implicit in its audit function. Based on our assessments, we selected audits
and administrative files to test for conformity with professional standards and
compliance with TIGTA’s system of quality control. The audits selected
represented a reasonable cross-section of TIGTA's audit organization, with
emphasis on higher-risk audits. Prior to concluding the peer review, we
reassessed the adequacy of the scope of the peer review procedures and met
with TIGTA management to discuss the resuits of our review. We believe that
the procedures we performed provide a reasonable basis for our opioion.

tissued by the Comptroller General, December 2011
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OFFICE OF INSPECTOR GENERAL

Department of Homeland Security

In performing our review, we obtained an understanding of the system of
gualily control for the TIGTA audit organization. In addition, we tested
compliance with TIGTA’s quality conirol policies and procedures to the extent
we considered appropriate. These tests covered the application of TIGTA's
policies and procedures on selected audits, Our review was based on selecied
tests; therefore, it would not necessarily deteet all weaknesses in the system of
quality control or all instances of noncompliance.

There are inherent limitations in the effectiveness of any system of quality
control, and, thercfore, noncompliance with the system of quality control may
occur and not be detected. Projection of any evaluation of a system of quality
control to future periods is subject to the risk that the system of quality control
may Lbecome inadequate because of changes in conditions, or because the
degree of compliarnce with the policies or procedures may deteriorate.

Enclosure 1 to this report identifies the TIGTA offices that we visited and audits
that we reviewed.

In our opinion, the system of quality control for the audit organization of TIGTA
in effect for the year ended March 31, 2015, has been suitably designed and
complicd with to provide TIGTA with reasonable assurance of performing and
reporting in conformity with applicabic professional standards in all material
respects. Audit organizations can receive a rating of pass, pass with
deficiencies, or fail. TIGTA has recvived an ISxternal Peer Review rating of pass,
As is customary, we have issued a letter dated December 11, 2015 that sets
forth findings that were not considered to be of sufficient significance to affect

our opinion expressed in this report.
Sincerely,
AN

John Roth
Inspector General

Enclosures

wwnw. olg.dhs.gov 2 1QC-16-02
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OQFFICE OF INSPECTOR GENERAL

Department of Horneland Securicy

Ak

ENCLOSURE 1

We tested compliance with TIGTA audit organization’s system of quality control
to the extenl we considered appropriate. These tests included a review of 8 of
B8 audit reports issued during the period April 1, 2014, through

March 31, 2015, We also reviewed an audit report that had an internal quality
control review completed by TIGTA. Lastly, we visited TIGTA offices located in
Washingten, DC and Denver, CO.

Selected Audit Reports Performed by TIGTA

Report No.

Report Date

Report Title

2014-10-073

09/29/2014

Controis Over OQutside Employment Are Not
Sufficient to Prevent or Detect Conflicts of Interest

2015-10-006

12/30/2014

Additional Considerarien of Prior Conduct and
Performance Issues Is Needed When Hiring Forrner
Employees

2014-20-088

09/29/2014

The Information Reporting and Document
Matching Case Management System Could Not Be
Deployed

2014-23-072

09/29/2014

Affordable Care Act: Improvements Are Needed to
Strengthen Security and Testing Controls for the
Affordable Care Act Information Returns Project

2014-30-067

09/26/2014

Additional Actions Are Needed to Ensure That
Improper Fuel Tax Credit Claims Are Disallowed

2014-30-080

09/18/2014

Declining Resources Have Contributed to
Unfavorabie Trends in Several Key Automated
Collection System Business Results

2014-40-058

09/03/2014

Processes Are Needed to More Effectively Address
Potentially Erroneous Excess Social Security Tax
Credit Claims

2014-40-093

09/29/2014

Existing Compliance Processes Will Not Reduce
the Billions of Dollars in Improper Earned Income
Tax Credit and Additienal Child Tax Credit
Payments

Audit Report

Processed through TIGTA’s Internal Quality Assurance Review

2014-10-007

03/21/2014

The Awards Program Comptlied with Federal
Regulations, but S8ome Employees with Tax and
Conduct Issues Received Awards

www. otg. dhs.gov

3 100-16-02
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J OFFICE OF INSPECTOR GENERAL

e Department of Homeland Securily

ENCLOSURE 2

DEPARTMENT OF THE TREASURY
WABHINGTON, DG, 20008

AHPPECTOR QLELERAL
T
ADWHHEYRATION

Decamper 7, 2015

The Honorable John Roth
inspector General

Deparmeant of Homeiand Sacurity
245 Murray Lane, SW.
Washinglon. D.C. 20528

Dear Mr. Rotih:

Thank you for the opportunity to comment on your November 23, 2015 draft
external peer review report of the Treasury Inspector General for Tax Adminisiration.
WWe are pieased to receive a peer review rating of pass. We appraciale the review
leam's periodic briefings on their raview resufls and the opportunity to diseuss our
gusslions and perspective on thair praliminary findings.

We are firmly committed to maintaining an effective system of quality controls
and work continuously to improve our operations. We have provided a seperate
respanse to the findings and recommendations autlined in your Letter of Comment.

If you have any questions ragarding the responhse, please contac
Michagal E. McKenney, Depuly Inspecior General for Awdit, at (202) 622-5818.

Sincerely,

J. Russell George
Inspector Genaral

. otg.dhs.gov 4 IQ0-16-02
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The Honorable J. Russell George

Inspector General

Treasury Inspector General for Tax Administration
1401 H Street, NW

Washington, DC 20005

Dear Mr. George:

We have reviewed the system of quality control for the audit organization of
Treasury Inspector General for Tax Adminstration {TIGTA) in effect for the year
ended March 31, 2015, and have issued cur report thereon dated

December 11, 2015, in which TIGTA received a rating of pass. That report
should be read in conjunctien with the comments in this letter, which were
considered in determining our opinion. The findings described below were not
considered Lo be of sullicient signilicance to affect the opinion expressed in that
report.

Finding 1. Continuing Professional Education

Government Auditing Standards {GAS), paragraph 3.76, requires auditors who
perform work in accordance with generally accepted government auditing
standards (GAGAS) to maintain professional compelence through Continuing
Professional Education (CPE). Audit organizations should maintain CPE
records for an appropriate period of time to satisfy any legal or administrative
requirements, including peer review.! We found inaccuracies in TIGTA's CPE
documentation for 3 of 9 audits we reviewed. Specifically, the peer review
team identified:

o |DIEXOXNT) | claimed an incorrect number of CPE credit for 1 allowable
course; claimed CPE credit for 5 ineligible courses; and claimed duplicate
CPE credits for | course.

o |DXEY.DMT) | claimed an incorrect number of governmental CPEs for 2

courses and was missing certificates for 2 different courses.

! Guidarnce on GAGAS Requirements for Continuing Professional Education, GAO-05-968G, April
2005, section 37
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. (b)(G) (b)(7){C) Clatmed an incorrect numbcr of govemmcmdi (,P]"s for 2

courses and was missing certificates for 2 different courses.

o |OHEXOK}  |claimed CPE credit for 1 course in the incorrect year.

o |O}EXDITHC) |claimed duplicate CPE credits for 1 course.

Although the TIGTA employees selected for our review were compliant with
GAGAS CPE requirements during the scope of this peer review, refresher
training, which include accurale record-keeping and documentation retention,
will ensure TIGTA continues to adhere to the GAGAS CPE requirements.

Recommendation 1 - The TIGTA should provide refresher training that
reminds staff to ensure CPE reports and records for auditors are accurate and
sufficient decumentation is available to substantiate the reporled credits
earned,

Summary of Management’s Commenls: Concur,

The TIGTA was pleased to learn that all Office of Audit employces met their
CPE requirements, and they agreed that employees could have done a
better job documenting their training. TIGTA will reemphasize the importance
of ensuring CPE reports and records are agcurate and sufficient decumentation
is available to substantiate the reported credits. TIGTA reported they created a
job aid to highlight to their employees how to report CPE hours in their time
reporting system and how to categorize the type of training received.
(}EYLNTHE)

Finding 2. indexing and Referencing ]

The TIGTA Q1G Operations Manua!l, April 1, 2014, sections 90.6 and 90.7
Indexing and Referencing of Office of Audit Documents contains policies to
ensure TIGTA audit reports are accurate and sufficient and appropriate
evidenice is available to support the [indings and conclusions. However, we
found that in 2 of the @ reports, TIGTA had not indexed key facts to sufficient
and appropriate evidence. We discussed our findings with the TIGTA audit
team members who provided us additional indexes to audit work papers that
fully supported the [indings or conclusions in question. in another audit
report, key [acts were indexed to sullicient and eppropriate evidence, but the
indexing was circular and confusing, TIGTA's audit team agreed they could
have indexed the audit better by simplifying the indexing.

Additionally, we identified errors in two final reports, which TIGTA did not
identify nor correct during the report indexing and referencing process. These
errors did not affect the overali conclusions of the audit reports.

unow. ol dhs.gov 2 1Q0-16-02
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Recommendation 2 - The TIGTA should provide auditors refresher training on
indexing and referencing to reemphasize the importance of ensuring all
reported findings and conclusions are indexed and supported by suflicienl and
appropriate evidence and final reports are accurate.

Summary of Managemeni’s Comments: Concur.

During Fiscal Year 2015, the Office of Audil provided a training class to all
employees that addressed indexing and referencing guidelines and processes.
This occurred as a result of TIGTA's own internal peer reviews. Participants
were provided the opportunity to conducl a case study aimed at completing a
simulated referencing assignment along with follow-up discussions, including
the types and sufficiency of evidence. Additionally, each Assistant Inspector
General [or Audit communicated the imporiance of referencing to their stails
based on TIGTA's reeent internal peer review recommendations. The Depuky
inspector General for Audit will reemphasize the importance of refereneing and
obtaining appropriate evidence when he shares the results of this external peer
review with TIGTA empioyees.

Finding 3. Corroborating Evidence

According to GAS, paragraph 6.62, testimonial evidence may be useful in
corroborating documentary information. [n addition, the TIGTA Operations
Manual, April 1, 2014, sections 60.3.3, Evaluating the Reliability of Computer-
Processed Data, describes policies on the strength and weaknesses of
corrohorating evidence, As such, auditors should evaluate the objectivity,
credibility, and reliability of the testimonial evidence. We found in one audit,
TIGTA did not corroborate testimonial evidence obtained from the IRS and used
to develop a significant finding in the report.

Recommendation 3 - The TIGTA should develop interpal training initiatives to
remind auditors of the importance of obtaining corroborating evidence to
suppert testimonial evidence.

Summary of Management’s Cominents: Concur.

As mentioned above, in Fiscal Year 2015, the Otfice of Audit provided a training
class to all its employees that addresscd indexing and referencing to ensure
sufficient audit evidence is obtained Lo support audit findings. The Deputy
Inspector General for Audit will also reemphasize the importance of obtaining
corroborating cvidence to support teslimonial evidence when he shares the
results of this external peer review with employees. In addition, TIGTA will

wivw. oig.dhs.gov 3. IQ0-16-02
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We have attached as Enclosure 1, the TIGTA response to our draft letter of
comment. [n this response, TIGTA agreed with the findings and reported they
plan to have all corrective actions completed by July 31, 2016, We appreciaie

the professionalism, assistance, and cooperation from you and your staff
during our review.

rair vl

7

OFFICE GF INSPECTOR GENERAL

Departnient of Hotnoland Security

- —

Sincerely,
John Roth
Inspector General
Enclosure
wirw. org. dhs. gov 4

00-16-02
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ENCLOSURE 1

DEPARTMEMNT OF THE THEASURY
WAEHMNGTOM, 0.C Auns

Decemnber 7, 2015

The Honoratile John Roth
Inspecior Generat

Depatment of Homaland Secunly
245 Murray Lane, SW.
Washington, D.C, 20528

Dear Mr. Rothy:

Thank you tor the opportunmity fo respond $o your draft commenst kedter on the
exiernal pesr review of the Treasuiy inspecior General for Tax Admitistration's Oifice of
Audit, which was received by our office on Novermber 23, 2015, We are plaased thal
your feview confirmed thal our syslam of guality conlrof has Deen designad b mest the
requirements of the quality contio! standards estabiished by the Camptiolier General of
Lhe United Slates and {hat our adherence 1o this syslem provides reasonabre assurance
of compliance with auditing standards, palicies, and procsdures.

The draft ecsnimen! ledler discusses three findings and recomniendations relaled
to documenting Continuing Profession Educallon; indexing and rafersncing of reports;
and cotmoboraling evidence used to develop report findings. Attached arg our
respanses fo your recommendations. We plan Lo have ajl coreclive aclons bn atdress
your recommendations completed by July 31, 2016

¥ia would fike 10 thank your peer review team for their thorough review of our
operations and the comments and suggestions contained in the draft comment latter.

Sincerely,

J. Russell Geoige
ingpector General

ww. oig. dhs. gouw 5 1Q0-16-02
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Becommendauon 1 ~ The TIGIA should provide reesher kaiming that reminds staff 1
ensure CPE reports and records for auditors are accurate and sufcient dgocurnentalion
i available to subslanhiate the repotted cledits eamet.

baws of - The Office of Audit /s pleased thal the peer fravew fearm

Yews of Responsibie Oficial
found ihat aft of our einployees met inelr CPE requirements, afdd we agree thal {(B}BYAbHHC)
employees could have done @ befter job docienanting thelr raining.  We wilf

reemphasize the importarice of ensuring CPE renorts and records are accwrate and
suficient socumeriation s availadie fo substamtiale the reporied credils. Specifically, 8
job 2id has been created o highight to cur employees how (o repor! CRE howrs in our
time reporiing systein and how lo categodize the type of Yaining received.

Recomnmendation ¢ — The TIGTA sheuld provide auditors refresher iraining on
mdexing and referencing to reemphasize the impotance of ensuning afl repored
findings and concusions are ndexed and suppored by suffictent and appiopriais
evidence and final reports are accurals

Yiews of Respongibie Offigigl - The Office of Audl! agrees with your obsevalions that
our audit repodts were accurate and sufficient ewidence supported ihe Sndings, bul in
CRMTai rapors indexing and referancing couid Have been improved. Dwing our intemal
peer teviews, the Office of Audit recognized the need o improve As referancing. As @
resuil, the Ofice of Audit provitled a fraining class to aff employees during Fiscal Year
2015 that adoressed indexing and referarcing gudsiines and procasses. Duting this
chass, the participants were provided the opportunity fo contiuct a case study aimed al
compieling  sitnufated referencing assignment aiang with FoHOW-Up GISCUSsIons,
inciuding the lypes and sufficiency of evigence. Adaditionally, each Assistan! lnspector
General for Audit cammumicated the importance of referencing to fhelir siaffs Based on
our recant internal pesr review recornmandalions. To friher redarate the importance of
referencing and oaining appropriate evidance, the Depitdy inspedtor General for Audi
will reemphasize the topc when he shares the results of the extemal peer review with

empoyees.

Recommendaiion 3 — The TIGTA should develop intemal traning intiatives lo remmd
audtitors of thg importance of ohlaining coricborating evidence 1o supporl lestimoraal
evitance,

Views of Responsibie Official ~ The Office of Audit agrees with your observation thal the

avdit feam did not coroborale cerain testimonial evigence thal was used in the ons
sudlt report. 45 mentionigd above, the Office of Audif provided & Faining ciass in Fisca!
Year 2015 Io all empioyees that addrossad indexing and referencing to ensure suliclent
audit evstence is obtained to support aixdit fintings, The Deputy Inspector General foc

wunw. oly.dhs.gou 6 [QO-16-02
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At wilt also reemphasize the imponance of oblaing comoboratng evdehco i
support testimonial evidence when he shares the resulls of the extemal peer roview
with einployees. 1 addition, we ill condliuc! a traminig course for aff Office of Audit
empluyees that wil address evaiuating the relabiity oF data used to support awdit
findisgs

wi, olig.dhs. you ’ 100-16-02
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DEPARTMENT OF THE TREASURY
WASHINGTON, D.C. 20220

INSPECTOR GENERAL
For TAX
ADMINISTRATION

February 9, 2016

DIGA: 16-005
MEMORANDUM FOR ALL OFFICE OF AUDIT EMPLOYEES

s § 7{(%/__0

FROM: Michael E. McKenney
Deputy Inspector General for Audit

SUBJECT: Revisions to Final Audit Report Disclosure Review Process

The purpose of this memorandum is to advise you of changes to the final audit report
disclosure checklist and to more clearly define the disclosure review process and
respective responsibilities. The objective of these changes is to improve the clarity and
consistency of the disclosure review procedures, thereby increasing the efficiency and
timeliness of the overall process. These procedures are effective immediately for all
new final audit reports submitted to the Office of Management and Policy (OMP) for
review. Most notably, a revised Audit Report Disclosure Checklist has been developed,
and reports with recommended redactions will now be submitted to OMP after the
Deputy Inspector General for Audit (DIGA} has signed the final report. The revised
disclosure checklist is attached and has been posted to the Templates section in
Microsoft Office Word (File/New/My Templates/Audit Forms), in TeamMate, and in the
Audit Templates and the Report Guidance sections on the Policy and Guidance page of
the Office of Audit (OA) Community SharePoint site.

Revisions to the Disclosure Checklist

The Disclosure Checklist has been revised to show the redaction codes and associated
disclosure questions/issues for consideration. The Checklist now shows all nine
possible redaction codes that the OA uses when posting final reports to the Treasury
Inspector General for Tax Administration (TIGTA) public website. The revised Checklist
covers all of the disclosure questions that were included in the previous version of the
Checklist dated October 2014. In addition, two previously unused redaction codes have
been added: Redaction Code 6 (confidential informant) and Redaction Code 9 (national
security information). Although these codes have not been previously used for our
reports, we believe including them provides QA staff with a complete picture of all
possible redaction areas that should be evaluated.

Further, the revised Checklist combines Redaction Codes 7 and 8, which were similar in
nature and related to predecisional information. Therefore, the revised Checklist does
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not show a Redaction Code 8. The redaction codes were not renumbered because we
wanted to maintain consistency in the numbering of the redaction codes used in prior
audit reports that are posted to our public website.

Following the redaction codes, pages 4 and 5 of the Checklist include additional “Other
Redaction Considerations” questions. These questions address minimum necessary
redactions, redaction consistency, identification of hypothetical cases described in
reports, Internal Revenue Service (IRS) management’s requests for redaction and OA's
responsibilities for discussing these redactions with the IRS, and Sensitive But
Unclassified (SBU) reports. SBU reports will now go through the disclosure process to
facilitate the processing of any future Freedom of Information Act (FOIA) requests for
the report, as well as other requests for disclosure of the report, such as requests by
Congress.

Procedures and Responsibilities for Disclosure Review

The following sections describe the procedures and responsibilities for preparing final
reports for Counsel's disclosure review, working with Counsel to resolve questions, and
finalizing the redacted report that will be posted to TIGTA's public website.

1. If the audit team submits a final report that does not have recommended redactions:

a. The Assistant Inspector General for Audit (AIGA) submits the final report
package for OMP review. The package consists of the final report, Outcome
Measure Summary {OMS) document (if applicable), and the final report Audit
Report Disciosure Checklist.

b. OMP processes the final report and submits the package to the DIGA for review
and signature.

c. Following the DIGA’s signature, OMP sends the final report and Audit Report
Disclosure Checklist to Counsel for disclosure review. Note: This is the process
currently followed for all reports.

2. If the audit team submits a final report with recommended redactions:

a. The AIGA submits the final report package for OMP review. The package
consists of the final report and OMS document (if applicable).

b. OMP processes the final report and submits the package to the DIGA for review
and signature.

c. Following the DIGA’s signature, OMP will provide a copy of the final report to the
AIGA, Director, and Audit Manager. The audit team will use the signed final
report to highlight their suggested redactions. The AIGA should provide the
redacted report, completed Audit Report Disclosure Checklist, and, if applicable,
the IRS's request for redactions as soon as possible to OMP via the *TIGTA
Audit Reports mailbox to ensure that Counsel's disclosure review can be timely
initiated. Counsel has 10 business days to complete its disclosure review.
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d. Because the Office of Communications may use information in the Highlights
page for media purposes, the Highlights page cannot include information that
must be redacted for public release. The audit team must write the Highlights
page making sure not to include information that cannot be publically released
(e.g., retum or return information protected under |.R.C. § 6103 and Privacy Act
protected information).

e. The audit team completes the Audit Report Disclosure Checklist to identify
potential redactions, based on the information in the Audit Report and its
sources, IRS management's request for redactions, and OMP’s suggested
redactions provided with the draft report quality assurance review. If the audit
team is uncertain whether a particular statement should be redacted, the team
should include a description of the uncertainty in the Checklist, rationale for
making or not making the redaction, and ask Counsel for their guidance. The
audit team should make sure that IRS requests for redactions be in writing,
including if applicable, a description of the harm that would occur if the
information was released. If the reason given for a redaction is possible
circumvention of the law if the information is publically released, how the
information could be used to circumvent the law would occur should be
described. If OA plans to reject any IRS request for redaction, the audit team
should notify the IRS, explain OA's rationale, and allow the IRS to further explain
its position. If OA continues to believe the IRS requested redactions should not
be made, then QA should inform the IRS of OA’s plan to release the information.
For the related Checklist question, the audit team should inciude in the
comments section a discussion of OA’s analysis for agreeing or disagreeing with
the IRS redaction request and resolution of any disagreement, if any, following
discussions with the IRS.

f. The audit team should highlight the report where it determines redactions should
be made, regardless of who recommended them. The audit team should highlight
the pertinent portions of the audit report text or appendices, insert a comment
referencing the redaction number from the Checklist to which the text relates,
and describe the harm that OA believes would result if the information was
disclosed. The recommended redactions should relate to one of the disclosure
questions; i.e., the cited reason should not simply state that OMP recommended
or the IRS requested the redaction.

i. The highlighted final report should only show the redactions that the audit
team is proposing.

ii. Provide descriptive reasons for the redactions. For example:

Descriptive: The report wording states that the IRS is not reviewing x, y, and
z on the tax return. This could give unscrupulous individuals the specifics
they need to file false information for those fields. Note: The first sentence is
needed for the specifics, and the second sentence is needed to state how the
fraud could be perpetrated.
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Not Descriptive: This needs to be redacted because it can let unscrupulous
individuals circumvent the tax system.

ii. For Internal Revenue Code (1.R.C.) § 6103 information,» Counsel will contact
the audit team if the report appears to contain return information that has not
been highlighted for redaction. The audit team can clarify the reasoning by,
stating, for example, whether the information raising concern is purely
hypothetical,: stating the information is taken from the public court record in a
tax administration proceeding,s efc. If the audit team disagrees with Counsel
on a Section 6103 information redaction, the audit team should elevate the
disagreement to the Deputy (nspector General for Audit for final resolution.

iv. For circumvention issues, the IRS and the OA are the factual experts, not
Counsel. Potential for circumvention of agency regulations or statutes is
based on judgment in connection with considered analysis of the facts, not
law. As such, Counsel expects the audit team to make the determination on
whether information in the report could cause circumvention.

v. The audit team should only highlight for redaction the minimum information
necessary to ensure the nature of the redaction cannot be understood when
the report is released. Information that could be highlighted for redaction
could be one number, one word, part of a sentence, or an entire paragraph.

g. lf redactions are needed in the IRS management response that is part of the final
report, the audit team should use the “Review/New Comment” toolbar option to
place a comment box on the page where the redaction is needed. When adding
the comment, the audit team should identify the redaction code and then type
into the comment box the exact wording that requires redaction. This is
necessary because the management response is a picture and the wording in
the response cannot be highlighted.

h. The Disclosure Checklist will be signed and dated by the Audit Manager or
Director who prepared the Checklist. In addition, the Checklist will identify a
point of contact who Counsel should contact if they have any questions during
the disclosure review.

i. The AIGA submits to OMP the highlighted copy of the signed final report with
recommended redactions, the completed Disclosure Checklist, and if applicable,
IRS management's request for redactions.

11.R.C. § 6103({a) mandates that returns and return information shall remain confidential unless disclosure
is authorized by one of the exceptions to confidentiality.

2 Hypothetical examples may be released in audit reports, but a hypothetical example must consist of a
composite or fictional set of facts and circumstances not drawn from any specific taxpayer's case or
situation. For example, using information taken from an actual taxpayer's case and changing names and
other details such as dates, locations, dollar amounts, efc., is not a hypothetical example for purposes of
determining whether information is confidential return information.

3 Even though retum information may appear in a court record, this does not necessarily mean that
TIGTA may disclose this information in its audit reports. Only return information that has been made
public in a court proceeding pertaining to tax administration may be disciosed.
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j. Following receipt of the field's highlighted redacted report and completed
Disclosure Checklist (and if applicable, IRS management'’s request for
redactions), OMP will send to Counsel for review the disclosure package,
consisting of the DIGA signed/undated final report that is highlighted with the
audit team'’s recommended redactions, the completed Audit Report Disclosure
Checklist and, if applicable, IRS management's request for redactions.

3. Counsel’'s review of signed final report packages submitted by OMP:

a. Counsel will perform a disclosure review of the DIGA’s signed/undated final
report using the audit team’s completed Audit Report Disclosure Checklist and
the audit team's recommended redactions.

b. If Counsel has questions, Counsel will e-mail the point of contact identified on the
Audit Report Disclosure Checklist with a cc to the respective AIGA and OMP staff
(John Anderson, Nancy Cassel, and LaVonne Hester-Smith), and the Office of
Communications (Mark Anderson).

c. Counsel finalizes its review, based on decisions made with the OA, and
annotates the final report with any questions or comments. Counsel e-mails the
final repont redactions {(or clean version of the report if there are no redactions) to
OMP (John Anderson, Nancy Cassel, and LaVonne Hester-Smith) and the Office
of Communications (Mark Anderson), with a cc to the AIGA.

4. OMP prepares the final report for posting:

a. OMP adds the redaction legend on the bottom of the report cover page, blocks
out the information being redacted in the report, and adds the redaction number
justifying the redaction.

b. OMP will convert the report to Adobe PDF for posting.

If you have any questions, please contact Jeff Jones, Director, Office of Management
and Policy, at (978} 684-9088.
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DEPARTMENT OF THE TREASURY
WASHINGTON, D.C. 20005

INSPECTOR GENERAL
FOR TAX
ADMINISTRATION

March 25, 2016

DIGA: 16-006
MEMORANDUM FOR ALL OFFICE OF AUDIT EMPLOYEES

_'__" [
Mt THEL
FROM.: Michael E. McKenney
Deputy Inspector General for Audit

SUBJECT: Fiscal Year 2017 Planning Guidance

This memorandum provides guidance to the Office of Audit (OA) for the Fiscal Year
(FY) 2017 Annual Audit Plan. Our FY 2017 planning process will provide the foundation
of our audit coverage during the upcoming fiscal year. In FY 2017, we will continue to
address the major management and performance challenges facing the Internal
Revenue Service (IRS).

in FY 2016, as a supplement to the major management and performance challenges,
the following emphasis areas were identified as being high risk and having a significant
impact on tax administration:

o Authentication for Account Access

¢ |dentity Theft Related Tax Fraud

o Affordable Care Act (ACA) Implementation and Administration
s International Tax Compliance

These continue to be significant areas of risk for consideration in planning for the
upcoming fiscal year. Moreover, please consider whether any additional areas of
emphasis are warranted.

OA Fraud Program

In addition to these emphasis areas, the OA will continue with its Fraud Program. The
results continue to be encouraging; numerous referrals have been sent to the Office of
Investigations. For FY 2017, each business unit is encouraged to be cognizant of
potential fraudulent activity by iRS employees, contractors, vendors, and/or grantees
during the risk assessment process. The Assistant Inspector Generals for Audit (AIGA)
should plan to propose fraud-focused integrity projects for FY 2017 at the annual
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planning meeting. The OA executive team will discuss the overall OA Fraud Program
and make decisions on the long-term strategies and plans for the program, including the
OA Fraud Board's coordination efforts with the Office of Investigations.

Audit Selection

Under the leadership of the AIGAs, each business unit will develop a program of
suggested audits for the business unit. Dunng the development of suggested audits,
each business unit should continue to address the impact and oversight needs related
to the ACA.

Additionally, consideration must be given to the potential for reportable audit outcomes
during the planning process. The OA’s planned performance measures categories for
FY 2017 will be the same as in FY 2016, as outlined in Chapter 300, Section 80.26, of
the Treasury Inspector General for Tax Administration (TIGTA) Operations Manual. For
each suggested audit, business units should identify potential outcome measures based
on the anticipated audit approach.

Further, staff responsibie for planning should consider the perforrnance measures and
workload indicators in DIGA Memorandum 16-003 during their planning efforts. Chapter
300, Section 50, of the TIGTA Operations Manual contains guidance for the OA’s
strategic planning process, including risk assessments and outcome measures.

We have not received responses from the IRS or the Department of the Treasury
regarding potential audit issues for FY 2017. If we receive a response, we will share it
with the AlGAs and Directors and post it on the OA Community Page.

Risk Assessments

Planning efforts for FY 2017 should start with risk assessments in accordance with
Chapter 300 of the TIGTA Operations Manual. Chapter 300 includes a description of
the key factors to be considered when preparing a risk assessment. Risk factors are
the criteria used to identify the relative significance of and likelihood that conditions or
events may occur that could adversely affect an organization. Risk assessments will
ultimately lead to the suggested audits.

Aftached is an Excel workbook that should be used to document the risk assessment
process and to satisfy external peer review requirements.

F¥ 2017 Rsk
Assesament, x b

The AlGAs should identify the high-risk audits from the risk assessment that they would
complete if additional resources were available. The information will be discussed at
the annual planning meeting held by the OA executive team and will be consolidated by
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Management Planning and Workforce Development (MPW) staff for budget planning
purposes.

Audit Justifications

Audit justifications should be prepared for all audits, including carryover audits and
those that would be added to the Annual Audit Plan if additional resources were
available. Integnty project justifications should be prepared for al! potential projects
each business unit is considering for FY 2017. Attached below are the templates for the
FY 2017 Audit Justification and FY 2017 Integrity Project Justification. MPW will
complete the planning spreadsheets again this year, so it is important that all the
information requested on the Audit Justification template is completed. Complete Audit
Justifications will streamline the process and save time when the planning spreadsheets
are sent to the business units for review and revision before the Annual Audit Plan is
developed.

FY 2017 Audit FY 2017 Integrity
Justification.docc  Project Justification. ¢

Data Needs

For FY 2017, the OA will again catalog its data needs for the suggested audits identified
by the business units. Attached is a spreadsheet each business unit should compiete to
identify the various data needed to complete specific audits. The purpose of identifying
the data needs is to ensure that the Strategic Data Services Division has sufficient
resources available to access IRS data and files needed by auditors to carry out audit
objectives. It is important to include as much information on the spreadsheet about the
data that is needed and, if possible, when the data will be needed in order to complete
the audit timely. Please provide as much information on the spreadsheet as possible. If
Modernized Tax Retum Database (MTRDB) or Information Returns Master File (IRMF)
data will be needed, please specify the documented code or form number that will be
requested. Each business unit should e-mail its completed spreadsheets to

Debra Kisler@tigta.ireas.gov by August 12, 2015.

Fy 2017 Data
Mamais, iy

OA Executive Planning Meeting

During July 12-13, 2018, the OA executives will meet to finalize the selection of audits
for the FY 2017 Annual Audit Plan. The meeting with be held at TIGTA Headquarters.
An agenda will be sent out at a later date. In order for MPW to prepare for the meeting,
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business units should provide electronic copies of all Audit Justifications and Integrity
Project Justifications to Debra Kisler@tigta.treas.gov by July 7, 2016.

After the OA Executive Planning Meeting, MPW will distribute Excel workbooks that will
capture the information submitted on the audit justifications to each business unit for
review and revisions. The information on the spreadsheets will be used to compile the
Annual Audit Plan.

If you have any questions on this guidance, please contact Jeff Jones, Director, Office
of Management and Policy at (978) 684-9088.
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' FY 2013 Objectives .
Busmess Unit Title: ﬂ., Compliance and Enfnrcement)'

Determine if the ....

Major and non-major projects
Private Debt Collection
XXX
YYY
etc.
Follow-up on Significant Recommendations
AAA
BBB
CCC
etc.
Other High Risk, High Impact Areas
DDD
EEE
FFF
GGG
Efficient Use of Funds
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Risk Rankmgs and definitions from Chapter 300, Seciton 50 TIGTA Operations Manual

 —

Risk Factor Rankmg efinition |
{Before Welghtlng)
10 Extreme
Risk
7t09 High Risk
4106 Moderate
Risk
110 3 Low Risk
0 No Risk

Treasury, Government Accountability Office. (Weight = 1.6)

Stakeholder Concerns: Internal Revenue Sercice, IRS Oversight Board, Congress, Department of the

Business Unit Methodology

Business Unit

Description Score .
. - . - Methodology is
The auditable area was mentioned in the latest Taxpayer Advocate's yearly report, the latest 10 determined by
IRS Oversight Board yearly report, a GAQ report within the last year, TIGTA's FY 2008 and cach
2009 testimony, TIGTA reported as an IRS Management Challenge, IRS Highest Priority ti
Initiatives, or was provided as an audit suggestion as part of the FY 2010 risk assessment. respective
’ | business unit.
The auditable area did not score a "10"; however, it involves an area designated high risk by 9 Zzzcri fions
the GAO and the IRS P
prmm— - . . here are
The auditable area is a major program. 8 examples for
Ehe aud!table area !nvolves a non-major program. 4-6 consideration.
The auditable area involves a minor program. 1-3
Size of Program: Budget, revenue impacted. (Weight = 1.4)
Business Unit Methodology

Description Score

10

6




Page 7




Page 8

Financial/Regulatory: Privacy, security/Federal Information Security Management Act, disclosure,
Government Performance and Resuits Act, Federal Financial Management Improvement Act. (Weight =
1.4)

Business Unit Methodology

Description Score

10

7

0

Taxpayer Impact: Taxpayer burden, customer service, customer satisfaction, taxpayer entitements,
taxpayer relations, taxpayer rights. (Weight = 1.4)

Business Unit Methodology

Description Score
The auditable area has a direct impacton a Iarge amount of taxpayers 10
The auditable area has a direct impact on a smaller subset of taxpayers 8
F‘he auditable area indirectly impacts taxpayers 4-6
[The auditable area does not have any impact on taxpayers 0

Change Management: New programs, tax law changes, organizational changes, reengineering efforts,
information technology/modernization. (Weight = 1.3}

Business Unit Methodology

Description Score

8-10
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Strategy and Planning: Strategic Plans, Annual Plans, goals, performance measures. (Weight=1.1)

Business Unit Methodology

Description

Score

10

7

0

Internai Control Assessment: Prior audit findings, last audit coverage, integrity issues. (Weight = .9)

Business Unit Methodology

rating

Description Score
The auditable area has been mentioned in any of the previous 4 Semiannual Reports to 10
Congress
The auditable area has not been mentioned in any of the previous 4 Semiannual Reports to 7
Congress; however, it is directly mentioned in a TIGTA/GAO finding
The auditable area has not been mentioned in any of the previous 4 Seminannual Reports to 3
Congress and it is indirectly mentioned in a TIGTA/GAQ findin
The auditable area has not been mentioned as part of a TIGTA/GAQ finding 0
Data Analysis: Trends and performance measures. (Weight =.9)
Business Unit Methodology
Description Score
Results from the Business Performance Review over the last year show a decrease from a 10
reen rating to a red rating _
Results from the Business Performance Review over the last year show a constant red rating 9
Results from the Business Performance Review over the last year show a decrease from a 7
reen rating to a yellow rating or a yellow rating to a red ratin
Results from the Business Performance Review over the last year show a constant yellow 5
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Results from the Business Performance Review over the last year show a constant green
rating, the project is new, or the auditable area is not a project and therefore does not lend
itself to trending and performance measures
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Scone
Rank | Saurce * Audilable Arey . Stkhildor Sezsof | Financiat/ | Taxpaver § Change | Strategy Fraud Datz  fTotat Scaie] Comments. Fosenlial Qutcorms Miasure Patennal Andif Objective
: = Tongerns |- Progm | Baniniory]  [m@ol Myt end WesteT:ternal  Analysis : : . o
N o o . Figpning | - Control )
Anzessment Weights 1.6 1.4 14 14 13 1.0 10 0.9 100.0

1

2

3

4

L]

[

7 ,

[} 1

9

10 N
-
L}
1
;
H
]
]
—
|
]
|
1

;
—l
]
¥ro7 FY 2015 Passhis Audts.
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FY 2017 Rink Assensment

Source Auditable Ares Stkhlder Sizgof | Fungrcial! | Taxpayer | Change | Stmiegy Fruud Daw ~ FTotal Scoce] - Comprents " Potential {utcote Messus * Potennal Audit Cjective
’ : * Concerny | Frogram [Reyulatory} - Impact § Mpmt | and  Wastedntenal} Analysis ; ' . Co. ’
. : . : 1 : .} Plenning | Corgrel IR L
A t Weighte L6 Lé 1.4 14 13 LO 1.6 [ 100.0
3292017 FY 2015 Passible Audhs 2
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Propossd FY 2117 Audits
Ranh Qvarall Scora]  Scurce Assigned | Auditahie Area Start Guarter§ End Quarier Dvarall Ohjective Lo Coondination with Other Bualreas Units
M ki
Carryaver Audlis from FY 2014
Naw FY 2015 Audits - -
&) Audits for Other Business Links
. Starl and end quarters will ba detarmined ance a final Imvenlary is selacted by the CIGA and AlGAs. In addition. the new asdis listing curently has mon audits than can be completed. The listing will be pared down once the DIGA ang AlGAS rmake
a final
New Aud ks Canryovar Tatal
TOU 1 3 ol 1]
F="P00 7 a [ ]
7363 5 0 )
Total [ 3 q
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Fiscal Year 2017 Planning
Potential Audits for Other TIGTA Business Units

Project | - BusinessUnit__ ] . Comments
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Fiscal Year 2017
Audit Justification

Management
Challenge

[Enter the title of one (or more) of the major management chailenge areas]
Please enter the primary MMC first

IRS Functional Area

[Enter IRS functional area]

Title

Audlt Objective

Justification/
Reason for Initiation

AND

impact on Tax
Administration

{e.g.. Mandatory, Risk Assessment, Stakeholder Request {add which
stakeholder), etc. You can indicate more than one source, if applicable.]

[Yes or No — Will the audit still be in process at the end of FY 2014 (final report
has not been issued as of September 30, 2014)7? If this is a carryover, please
indicate the current audit number].

Emphasis Area?

{Yes or No — Add the title of the applicable emphasis areal)

Follow-up Audit?

[Yes or No - Indicate Yes if the audit will plan to follow up on prior
recommendations, even if that is only cne of the objectives for the audit and the
audit title does not contain “Follow Up."]

Qutcome Measures

Note: This information above should be provided in one-page.
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Fiscal Year 2017
Audit Justification
Director
Start Quarter T H—
Report Quarter o
Staff Days-total
Staff Days-FY 7

2015
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Fiscal Year 2017
Integrity Project Justification

Managément | Integrity Project
Challenge

Functional Area {enterIRS "f.l;lnctid.r.'l.alaulwérea}
e

" Audit Objective
Justification/
Reason for Initiation

AND

Impact on Tax
Administration

Outcome Measures
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Fiscal Year 2017 Audit Project Related Data and Other Resource Needs

Business Unit/Director

Audit Title/Topic -

—
Expected Start Quarter —

IRS Systems and/or Data Files Needed to Conduct
Review (spell out the acronyms when possible)

Past Issues Requesting Access to These Systems

and/or Obtaining These Files

Timeframe for Data Needs (e.g., 3 years, 1 year,
cycles needed, etc)

Is Information Contained on DCW? if so, what

specific files will you be working with?
 rEE—————————— e
Has anyone had access to this data or system in prior

reviews? If so, direct access or was a download of

the data received?
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DEPARTMENT OF THE TREASURY
WASHINGTON, D.C. 20005

INSPECTDR GENERAL
FOR TAX
ADMINISTRATION

October 17, 2016
DIGA: 17-002

MEMORANDUM FOR ALL OFFICE OF AUDIT EMPLOYEES

FROM: Michael E. McKenney
Deputy Inspector General for Audit

SUBJECT: Assessing the Reliability of Computer-Processed Data

The purpose of this memorandum is to communicate the policy for assessing the
reliability of computer-processed data and to introduce a new Data Reliability
Assessment (DRA) form and guidance for completing a DRA. This policy and use of
the revised DRA form are effective immediately.

Many Office of Audit (OA) reviews involve the extraction, analysis, and testing of
computer-processed data in order to meet one or more objectives. Auditors should be
aware of the potential risks associated with computer-processed data. Auditors who
use these data to support findings must assure that the data are reliable. In this
context, data reliability means that data are reasonably complete and accurate,’ meet
the intended purposes, and are not subject to inappropriate alteration. Auditors are
not expected to ensure that all possible errors are detected, but that the data are
sufficient and appropnate for their specified purpose. The auditor’s judgment in relying
on system controls, selecting data testing methods, and determining the extent of data
testing is critical to ensuring the integrity of the Treasury Inspector General for Tax
Administration’s audit products.

1 In the context of data reliability, completeness refers to the extent that all relevant data records are present and that
the fields in each record are populated appropriately. Accuracy refers to the extent that recorded data reflect the
actual underlying information.



Page 2

The audit team should assess data reliability if the data to be analyzed are intended to
support audit results, findings, conclusions, or recommendations. Some data used
only as background information, such as data requested from a source and used in a
table, may not require an assessment. A determination of the best approach to satisfy
Generally Accepted Government Auditing Standards (GAGAS) requirements will be
made on an audit-by-audit basis. The results and basis for assessing the reliability of
computer-processed data must be documented in the workpapers and the audit report.

When an assessment is required, the audit team will include general steps in the Audit
Plan to assess the reliability of computer-processed data. When completing the
assessment, the audit team should perform those tests considered necessary to
support an opinion on the data reliability and to accomplish the overall objectives of the
audit. Depending on the purpose for which the data will be used, not every step will be
applicable or necessary for all data sources. The framework for the DRA process
includes:

¢ Plan the assessment by reviewing information from the agency, Government
Accountability Office (GAO}), and other sources (e.g., existing reports, data
dictionaries, etc.) to determine if the data are appropriate.

* Conduct the data assessment with an appropriate mix of work. This includes,
but is not limited to: reviewing existing information, interviewing knowledgeable
agency officials, tracing samples, electronic testing, and reviewing selected
system controls.

o Make the final data reliability determination. If enough information was obtained
for a detemmination, determine if the data is sufficiently reliable, not sufficiently
reliable, or undetermined reliability for the purposes of the audit. If not enough
information was obtained, request more information. If the reliability of the data
is undetermined, the report should make the limitations of the data clear so
incorrect or unintentional conclusions will not be drawn from the data. For
example, the report shouid indicate how the use of the data could lead to an
incorrect or unintentional message.

Generally, a DRA is performed as early as possible in the audit. Examining the
information early is necessary to help the team detemine whether the data would be
appropriate for addressing the objectives in the first place. The process is likely to
differ from one audit o another. However, it should include sufficient work to allow the
auditor to have a good understanding of how the data were collected, the systems they
were extracted from, and the process and system controls related to the key data
elements for the engagement.

To document the analysis performed to assess the reliability of computer-processed
data, the audit team should complete the DRA. One DRA should be completed for
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each analysis performed and should include summary information for all data sources
used.

During the DRA process, the auditor or analyst may identify issues that result in
limitations to the data and/or expected analysis to be performed. Any issues or
impediments identified should be documented in the DRA. Further, if data is
determined to be unreliable or to have undetermined reliability, the audit team should
discuss with TIGTA management the best approach of how to proceed.

Attached are the revised DRA form and guidance for how to complete a DRA. The DRA
template can be found in the Audit Forms tab in the Templates section of Microsoft
Word and in the Templates section in TeamMate.

Completed DRA forms should be maintained in your TeamMate workpapers and should
also be submitted to the *T!IGTA Audit PGP1 e-mail address for retention in the
Integrity Data System (IDS).

If you have any questions about this policy please contact Nancy LaManna, Acting

Assistant Inspector General for Audit (Management Planning and Workforce
Development) or Erika Axelson, Director, Applied Research and Technology.

Aftachments

Data Reliability TIGTA OA Deta
Assessment Form.dob  Analysis Guide-Assess
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Record of Data Reliability Assessment

Government Auditing Standards require auditors to assess the sufficiency and appropriateness of computer-
processed information. Assessing and reporting on the reliability of computer-processed data is significant to
an audit team'’s findings, conclusions, and recommendations. Data reliability means that data are reasonably
complete and accurate, meet the intended purposes, and are not subject to inappropriate alteration.

If an audit team deems a data reliability assessment is needed, this Record of Data Reliability Assessment
(DRA) should be used to document the steps completed by the audit team to assess the reliability of the audit
data, identify any limitations, and make a final determination of the overall reliability. One DRA should be
completed for each analysis performed. If multiple data sources are assessed, each assessment should be
summarized on this DRA.

Audit Number * Audit Title

Director Audit ia'nager

Prepared by

Date Prepared

The Computer Matching and Privacy Protection Act (CMPPA) (5 USC 552(a)(8)) establishes reporting
requirements regarding Computer Matching Agreements (CMA). TIGTA maintains a CMA with the IRS and is
required to report all CMA-related computer matches for which it has been either the source agency or
recipient agency. This only includes data matches where the primary purpose of the match would impact
Federal benefits (i.e., the primary purpose is to find wrongdoing by IRS employees). Data matches performed
where the primary purpose is program-related (i.e., to identify issues/control weakness of IRS operations or
programs) are not applicable. Therefore, it iIs expected the majonty of computer matches performed by OA
would not be reported for the CMA. Coordination with Counsel Office to determine whether the Computer
Matching and Privacy Protection Act provisions are applicable before proceeding with the project may be
necessary.
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Data Source #1

Name:

Description:

Time period covered:

Data from this source are expected to be used in the final report in the following manner:
C Sole support for findings, conclusions, or recommendations
O One of multiple sources of evidence to support the findings, conclusions, or recommendations

O Contextuai or background information that is expected to matenially affect the report's findings, conclusions, or
recommendations

Indicate which of the foliowing steps were completed during the reliability assessment from this data source.
Detailed documentation for each step should be included on the following pages

O Review of related documentation

U Interviews with knowledgeable agency officials

1 Review of related internal controls

(O Traced selection or random sample to or from source (e.g., IDRS, AIMS Table 37)
J Electronic or manual data testing for missing data, outliers, or obvious errors

O Other {(explain):
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NOTE: Not every item/step below will be applicable or necessary for all data sources. Please
complete the items below, when appropriate.

Describe from where/how the data was obtained.

Briefly describe/list the data fields assessed from this data source {e.qg., TIN, MFT, date)." Onfy data fields used in
the analysis and results need to be assessed.

TM link to data request with extract criteria:

TM link to Information Services Data Delivery and Validation form received from SDS or to IRS Data Delivery and
Validation form:

if this data has been used in the past, describe (or provide TM links to) reliability results that are applicable to the
current reliability assessment for the audit purpose. Include links to relevant prior reports or data reliability
assessments.

Describe (or provide TM links to} any results from a review of related documentation that pertains to the
reliability of the data being assessed (e.g., data dictionaries, data book, internal IRS system documents).

Describe (or provide TM links to) any results of interviews or other correspondence with agency officials related
to the reliability of the data being assessed. Include information on any testing/validation performed by the
agency and their confidence with the data.

Describe {or provide TM linke to} any review of related internal controls that could affect the reliability of the data.

Describe (or provide TM links to) any results from a traced selection or random sample of records to or from the
source {e.g., IDRS, AIMS Table 37).
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Describe (and/or provide TM links to} results from applicable electronic data testing on key fields.

TM Link Test

O All fields requested were received

Comments:

O Record count equals what was expected/documented

Comments:

O Missing records/missing or obviously invalid values

Comments:

[T Erronecus duplicates

Comments:

U Range

O Do values fall within specified limits?

O Do values include the FULL RANGE expected?

O Do values for date fields fall within the expected/requested timeframe?

O Do values for date fields include the FULL RANGE of the requested timeframe?

[0 Are there negative numbers when there shouldn't be?

0 Are there values of zero when there shouldn't be?

Comments on Range:

-1 Frequencies

[ Does the frequency make sense logically given the auditor's knowledge?

O Are there an excessive number of missing/blank or obviously invalid values for a field?

[ Are there an excessive humber of zero values for a field?

O Are there duplicate values for a field when there should not be?
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O Are there values of a field that do not correspond with the decumented possible values
(i.e., invalid values)?

O Are there values of a field that were expected but did not appear in the frequency
counis?

Comments on Frequencies:

Ll Outliers

O Does the maximum value of a field seem reasonable?

L Are there an excessive number of extremely large values for a field?

O Deoes the minimum value seem reasonable?

O Are there an excessive number of extremely small values for a field?

Comments on Qutliers:

0 Other

J When applicable, does the record layout of the imported data equal the official record
layout providedfreceived?

O Do the average values of the data elements seem reasonable?

O Are there ‘impossible” values for combinations of fields {crosstabs)?

I If there should be sequenced values, are there gaps/missing records?

[0 Other. Please describe below.

Comments on Other:

Describe (or provide TM links to) other information that could affect the reliability of the data.

Describe {or provide TM links to) any limitations identified that may affect the overall reliability of the data.
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Considering the results from all steps completed, indicate which of the following best describes the overall
conclusion on the reliability of the data:

(0 All data elements assessed are sufficiently reliable for the purpose of this audit {the limitations, if any, are
described above)

O Some data elements assessed are sufficiently reliable and the fimitations, if any, are described above. Those data
elements that are not sufficiently reliable are excluded from this audit

O No data elements are sufficiently reliable for the purpose of this audit, and they are excluded from this audit
C Undetermined reliability; limitations and their effect are described above

O Other {e.g, primary objective was to assess the reliability of a system or part of a system) {explain):
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%ssessing the Reliability of Computer-Processed
ata

Many Office of Audit (OA) reviews involve the extraction, analysis, and
testing of computer-proccssed data in order to meet one or more objectives.
Auditors should be aware of the patential risks associated with computer-
processed data. Auditors who usc these data to support findings must
asgure that the data are reliable, In this context, data reliability means
that data are reasonably complete and accurate:, meet the intended
purposes, and are not subject to inappropriate alteration. Auditors are not
cxpected to ensure that all passible errors are detected, but that the data
are sufficient and appropriate for their specified purpose. The auditor’s
judgment in relying on aystem controls, selecting data testing methods, and
determining the extent of data testing is critical to ensuring the integrity of
TIGTA’s audit products.

The audit team should assess data reliability if the data to be analyzed are
intended to gupport audit regults, findings, conclusions, or
recommendations. Some data used only as background information, such as
data requested from a sourcc and used in a table, may not require an
assessment. A determination of the best approach to eatisfy Generally
Accepted Government Auditing Standards (GAGAS) requirements will be
made on an audit-by-audit hasis. The results and basis for assessing the
reliability of computer-processed data must be documented in the
workpapers and the audit report.

When a data reliability assessment is required, the audit team will include
general steps in the Audit Plan to assess the reliahility of computer-
processed data. When completing the assessment, the audit team should
perform those tests considered necessary to support an opinion on the data
reliability and to accomplish the overall objectives of the audit. Depending
on the purpose for which the data will be used, not every step will be
applicable or necessary for all daia sources. The framework for the data
reliability assessment process includes:

» Plan the assessment by reviewing information from the agency,
Government Accountability Office (GAQ), and other sources (e.g.,
existing reports, data dictionarics, ctc.} to determine if the data are
appropriate.

¢ Conduct the data assessment with appropriate mix of work. This
includes, but is not limited to: reviewing existing information,
interviewing knowledgeable agency officials, tracing samples,
electronic testing, and reviewing selected system controls.

e Make the final data reliability determination. If enough
information was obtained for a determination, determine if the data
1s sufficiently reliable, not sufficiently reliable, or undetermined
reliability for the purposes of the audit. If not enough information
was obtained, request more information. If the rehahility of the
data is undetermined, the report should make the limitations of the
data clear go incorrect or unintentional conclusions will not be
drawn from the data. For example, the report should indicate how

1 In the context of data reliability, completeness refers to the extertt that all relevant data records are present and that the fields in each record
are populated appropriately. Accuracy refers to the extent that recorded data reflect the actuai underlying information.
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Assessing the Reliability of Computer-Processed

Data

the use of the data could lead to an incorrect or unintentional
message.

Computer-proceased data includes data obtained from many different
sources. It may be data entered into a computer system or resulting from
computer processing. Examples include:
¢ Data extracts from databages or data warehouses (e.g., DCW, CDW)
¢ Data maintained in Excel, Acceas, or similar products
o Data extracts from enterprise-software applications (e.g., SAAS,
ANMF)
« DPublic use data that is accessible through an application other than
the original source {e.g., datasets from www.data.gov)
s Data collected from forms and surveys on web portals
¢ Data summarized in a report or copied from a table
¢ Data provided by other Fedcral Agencies

Data may be obtained from DCW, SDS, IRS, or external entitics.

Complete the
Record of
Data
Reliability
Assessment

Generally, a data reliability assessment is performed as early as possible in
the audit. Examining the information early 18 necessary to help the team
determine whether the data would be appropriate for addressing the
objectives in the first place. The process is likely to differ from one audit to
another. However, it should include sufficient work to allow the auditor to
have a pood understanding of how the data were collected, the systems they
were extracted from, and the process and gystem controls related to the key
data elements for the cngagement

To document the analysis performed to assess the reliability of computer-
processed data, the audit team should complete the Data Reliability
Assessment (DRA), One DRA should be completed for each analysis
performed and should include summary information for all data sources
used.

During the DRA process, the auditor or analyst may identify issues that
result in limitations to the data and/or expected analysis to be performed.
Any issues or impediments identified should be documented in the DRA.
Further, if data is determined to be unreliable or to have undetermined
reliability, the audit tcam should discuss with management the best
approach of how te proceed.

Perform

Electronic
Testing on
Key Fields

A major part of assessing the reliability of computer-processed data includes
electronic testing of the data. Electronic testing need only be completed on
the fields used in the analysis and sbould ensure that the data elements are
complete, accurate, and rcasonable for the purposes uged in the audit. It is
most effective when performed an a detail level data rather than summary
level. The DRA includes many of the tests that should be considered.
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Assessing the Reliability of Computer-Processed

Data

Data
Completenesa

The following discussion includes some, but not all, of the techniques that
might be performed during electronic testing. There is some overlap and
some SAS techniques may satisfy more than one type of electronc test.

When computer-processed data is used to support audit findings,
conclusions, or recommendations, audit teams are responaible for
confirming that the data is complete. There are several simple steps that
can be performed when asseasing the completeness of the data. First, the
auditor can check to confirm that the dataset contains all the data fields
requested (e.g., from a DCW query, in a Form 7550, or in a formal requcst to
IRS). In SAS this can be accomplished by inspecting the results from SAS
column names and comparing them to the data ficlds requested in a Form
7650 or the formal request sent directly to the agency. To view details on
columns in SAS EQG, right click on the SAS dataset, select “Properties”, then
select “Columnsa”. This technique ig useful to confirm that the record layout
of the dataset matches the specifications of the data fields that were
requested.

Columrs

Smay |Name Tiee .. ] .LEWI Foma ] \‘l‘cmx tabe
DG

Additionally, the auditor or analyst should confirm that the actual record count
of the data received and assessed equals what 1s expected. If the actual record
count does not agree with the expected record count, there are several
possible explanations for the discrepancy. How the auditor or analyst
handles the discrepancy should depend on the source. Sources of
discrepancics could include:

» There was an error when data was created/output {e.g., an oversight
was madec when the file was created by IRS, the logic in the DCW
query was flawed, etc.)

¢ There was an error made during the process in which the data was
input in SAS

» There was a typo/error in the documentation and the record count is
different than originally indicated
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Assessing the Reliability of Computer-Processed

Data

Misging or
Obviously
Invalid
Values

It is important to note that the auditor or analyst should not assume data
pulled from DCW or received from SDS has every record needed. DCW
validates record counts against IRS source systems to ensure they extracted
all records. However, the source data may not contain the records needed.
For cxample, Masterfile tables on the DCW do not contain all tax modules.
Tax modules drop to different retention levels when those modules are full
paid or meet other conditions

SAS generally has two types of data—character and numeric. Date and
date/time fields are considered numeric in SAS. When using the defaults,
SAS represents missing values for character fields with a blank. Missing
values for numeric fields are represented with a period ().

Generally speaking, a small number of missing/blank or obviously invalid
values in a field is acceptahle. If a4 large number occurs (e.g., more than 5% of
the records), it could be an indication that there is something wrong with the
data. In some circumstances, it may mean the data should be rerextracted.
The audit team should discuss if the large number of missing/blank or
obviously invalid values could affect (i.e., limit) the results of the analysis or
be an impediment in any way and it should be documented in the DRA.

There are a number of different ways to determine if fields contain missing
values., To identify missing data in a field using SAS EG, you can query your
dataset and apply a filter on the field(s) using the operator “Is Missing”.

Another SAS EG technique is to perform the Task “Describe”, then select
“Summary Statistics”. In the option Statistics, Basic (see below) select the
options “Number of missing values”. Additionally selecting the “Number of
observations” can provide a nice basis to determine the percent of missing
values for a Beld. This technique is useful to determine the number of
missing values for a list of fields simultaneously.

Ty fistir s nr SASAPD 2 FDA AWV

To determine if any records are missing in a sequence (e.g., a gap analysis)
the SAS function MONOTONIC( function can be extremely useful. The
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%ssessing the Reliability of Computer-Processed
ata

function allows the user to identify gaps in a dataset for a field with
assigned sequential numbers (e.g., case numbers, invoice numbers). For
example, to determine if cases are missing from a dataset which uses
sequential case numbering, first ensure the dataset is sorted in ascending
order by the case number column. Next, within Query Builder, create a
Computed Column using the MONOTONIC function and run the Query
Builder.

Create an additional, new query to compare the assigned case numbers to
the MONOTONIC case numbers by creating another Computed Column
and subtracting the MONOTONIC case number from the assigned case
number. A gap is identificd each time the difference between the assigned
cagce number and the Monotonic case number increases. The example below
indicates case number 221 was miaging from the assigned case numbers
because its value went from 0 to 1. Subsequently, the next identified
asgigned case number missing was 1282, because “Diff RowCalc” went from
1to 2.

| BXHEY  H ToWTHE)

There are also a number of methods to determine if there are obviously
invalid values for a field(s). For example, to determine if a[ —Jfield  |@XNE)
contains characters that are not numerals, the SAS function NOTDIGIT

be applied. The function searches a character string for any character that

is not a digit and returns the first position at which that character is found.
Within Query Builder, create a Computed Column using the appropriate
NOTDIGIT function syntax [i.e., NOTDIGIT{data element)]

t {bHTHE}

Once the Computed Column is created, filter the raw data where the
NOTDIGIT value is greater than zero. This filter is necessary because all
valid TINs should have a NOTDIGIT value equal to zero.
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Assessing the Reliability of Computer-Processed

Data

Erroneous
Duplicates

] PerDaa (S0 Da

Fiter the raw data
- '\M’m
W CALCULATED NGT_DKAITY 3 0

The output dataget will therefore identify TINs that have invalid
characters. When using NOTDIGIT w identify invalid TINs. the length of
the TIN field should already be nine characters. Otherwisc, false positives
may be identified since extra spaces (inciuding leading and trailing spaces)
are also treated as characters that are not digits. Example output where
the NOTDIGIT function is greater than zero is:

| (b} NE)

A duplication of records sometimes occurs in datasets, In many
circumstances duplicate records are expected and acceptable. It should be
determined if there are erroneous duplicates that may be an impediment to
the analysis and/or affect the reliability of the data and it should be
documented in the DRA. For example, in some ingtances, a taxpayer files
their tax returns in one cycle and it is re-aequenced and filed in a later
cycie. This causes two entries for this taxpayer with the same DLN but
with different filing cycles. These duplicate records need to be identified
before data is analyzed.

It should be noted that in somc cascs—especially extracts of a larger
databasc, two or more records may appear to be duplicates. In actuality,
there may be a separate field that was not obtained which diffcrs for the
two records. Additionally, in some circumstances, users may inadvertently
introduce duplicates during the analysis. For example, if only a portion of
the closed Audit Information Management System (AIMS) record is used
rather than the entire ATMS record, it can appear that the AIMS dataset
may have duplicate records. This can occur when taxpaycrs make multiple
agsessments in a fiscal vear on the same tax year, but the asseasment and
disposal information are stripped off by the user during a query. The
circumstance of “false duplicates” should be considered and it should be
evaluated if additional data is required for the analyesis and/or if it should be
treated as a duplicate.

The audit team should discuss if it is believed there is an excessive number
of erroneous duplicates in the data, what the repercussions to the analysis

might be, and if any actions ahould be taken. It should alse be documented
in the DRA.

Using SAS, the user can remove duplicate records but should never do so
blindly. Further, removing records from a dataset should always be
documented, including the reason for removal. Duplicatea can also be
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ﬁ.ssessing the Reliability of Computer-Processed
ata

identified and kept as a separate dataset for later review.

One of these SAS EG techniques is applying the SAS [unction COUNT *
Aggregate. This function returns the number of records in a table without
sny duplicate elimination. Within Query Builder, create 2 Computed
Column using the appropriate COUNT * Aggregate function syntax [i.e.,
COUNT(™)].

Once the Computed Column containing the COUNT * Aggregate function is
created, confirm that it is included in the output data containing the records
that you want to count. [n the example below, a record is comprised of| -

E | {OXTYE)

COUMTR

The output dataset will result in a table containing no duplicate records.
However, the Computed Column will identify the number of times each
record appeared in the original dataset. As shown in the example below,
the records in the first and second rows appeared multiple times in the
original dataset. Informatinn about the number of duplicate records from
the original table and the specific records that were duplicated may identify
additional findings and arcas for further investigation.

Range During electronic testing, range tests should be performed on key fields.
Teats Questions to evaluate for the data include:

e Do values fall within gpecificd limits?
Checkes should be made to see if all values gre within the specified or
expected range.

For example, suppose a request was made to cxtract data for
taxpaycre with Federal withholdinge between $10,000 and
$50,000. When the data is received, the user should test the data
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Assessing the Reliability of Computer-Processed
Data

for this criterion. Tf there are values outside less than $10,000 or
more than $50,000, then there is likely an issue with the extract
that ghould be addressed.

s Do values include the FULL RANGE expected?
Checka should be made to see if the values of the data span the full
spectrum of what was expected,

Faor example, if data on closed cases is requested from the
Automated Underreporter (AUR) Program, and prior meetings
with IRS officials have identified that the AUR Program
completea cases on three tax years concurrently, does the data
include cases from three tax vears?

¢ Do values for date fields fall within the expected/requested
timeframe?

For example, if Fiscal Year 2015 data is requested, was data for
Calendar Year 2015 received (i.e., are there values that are not
ingide the date range from October 1, 2014 to September 30,
2015)?

= Do values for date fields include the FULL RANGE of the requested
timeframe?

For example, if for three fiscal years was requested, was one or
more quarter inadvertently left out?

s  Are there negative numbers when there shouldn’t be?
When combining more than one dataset, how a negative value is
represented is very important.

For example, if a debit is represented in ane dataset as a negative
value but not in another, combining the two and summing the
fields can lead to erroneous results.

s Are there values of zero when there shouldn't be?
Values of 0 should be examined closely. Sometimes a value of 0 is,
in actuality, represcentative of a missing value. In other situations,
the user may be expecting all dollar values to be positive, but some
values of 0 were inadvertently included.

s Are values missing a decimal point—i.e., do the data contain an
implied decimal point?
Sometimes data extracts are missing decimal points and/or the
decimal is implied. In these situations the amounts are overstated
gince the truc values are the amounts divided by 100. Auditors
should check totals with IDRS to ensure amounts are accurately
represented.

Any issues that would affect or be an impediment to the analysis for the
audit should be discussed among the audit team and decisions should be
made of how it is best to procced. It should also be documented in the DRA.

Using SAS EG to perform a range test is very simple and can be performed
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Assessing the Reliability of Computer-Processed

Data

Frequency
Tests

by multiple techniques. A user can use Query Builder and create ficld(s)
containing the Minimum and Maximum Value for a field(s). Additionally, a
user can perform the Task “Describe”, then select “Summary Statistics”, In
the option Statistics, Basic (see below) select the Basic Statistics options of
interest (e.g., Minimum, Maximum, Range).

Dunng electronic testing, frequency tests should be performed on key fields.
Questions to evaluate for the data are found below. Techniques used to
answer some of these questions overlap with other tests performed,
depending on the order of the electronic testing.

Does the frequency make sense logically given the auditor's
knowledge? In general, does the frequency of occurrences meet
expected outcomes in planning? Are there an excessive number of
missing/blank values for a field?

Generally speaking, a small number of missing/blank or obviously
invalid values in a field is acceptable. If a large number occurs (e.g.,
more than 5% of the records), it could be an indication that there is
something wrong with the data. In some circumstances, it may
mean the data should be re-extracted. The audit team should
discuss if the iarge number of missing/blank or obviously invalid
values could affect (i.e., limit} the results of the analysis or be an
impediment in any way and it should be documented in the DRA.

Are there an excessive number of zero values for a field?

Similar to the issue with missing/blank or obviously invalid values,
a large number of zero values for a field should be discussed among
the audit team. If a large number occurs (e.g., more than 5% of the
records), it could be an indication that there is something wrong
with the data. In some circumstances, it may mean the data should
be re-pulled. The audit team should discuss if the large number of
zero values could affect (i.e., limit) the results of the analysis or be
an impediment in any way and it should be documented in the DRA.
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s Are there duplicate values for a field when there should not be? For
example, in many cases a field such as invoice number should have
a unique value for all records. Issues identified during testing for
duplicate values should he addressed and handled similarly to
duphcate records.

»  Are there values of a field that do not correspond with the
documented possible values {i.e., invalid values)? Are there Null
values, *, or other special characters or values that are not
expected? For example, suppose a data dictionary indicates the
posaible values of a particular field are X, Y, and Z. [f the data
received have values of E, F, X, Y, and Z, it could be an indicator
that the extract was not received as expected or that further
research on the field/data needs to be done.

¢ Are there values of a field that were expected but did not appear in
the frequency counts? For example, suppose an extract of records
should include records from Tax Years 2014 and 2015, If the extract
only contains records from Tax Year 2014, the Tax Year 2015
records may have inadvertently been left off the extract.

There are multiple techniques that use SAS EG to perform a frequency teat,
For performing a frequency test on data elements that have a limited
number of possible values {e.g. Tax Year, State, Activity Code) the “One
Way Frequeney” tool can be used. To do this, the user selects the Task
“Describe” and then “One Way Frequencies”. For the option “Data” in the
leftmost window (see below) the user selects the fields of interest by
dragging the field name from the “Variables to assign” window to the
“Analysis variables” in the “Task roles” window.

(BNHE)

£ Ana vanabias
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Next, the user defines what information to display in the output. For the
option “Statistics” in the leftmost window {see below) the user selects the
options tc display by clicking a radial button under “Frequency table options
include.”

Please note that when performing a frequency count,

consideration should be given to how to treat missing values
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and whether or not they should be included in the
calculationas of frequencies. For example, suppose a dataset
has 4 records with a field containing the values A, B, C, and
<missing™>. When calculating the frequencies, should the
frequency of A, B, and C be 33.3%, 33.3% and 33.% or should
you include missing values and have A, B, C, and <missing>
as 25%, 25%, 25%, and 265%?

Continuing with the previous technique, the options can be chosen by the
user checking the applicable hox for the options listed under “Missing
values.”

BNNE

To perform a fregquency test on data elements that have numerous possible
valucs (e.g.[®7)E) “Jete), the SAS function COUNT *
Aggregate should be used. Similar to how we previously used this function
to identify duplicate records, it can also be used to perform frequency counts
on individual data elements. Within Query Builder, create a Computed
Column using the appropriate COUNT * Aggregate function syntax.

“Enter an axpression:
COUNTE)

Once the Computed Column containing the COUNT * Aggregate function is
created, confirm that it is included in the output data set of the data
element that you want to count. In the example below, a frequency count is
being performed on the TIN.
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Outlier
Teats

To ensure that the output dataset is sorted in descending order by
frequency count, the user should sort by the computed column containing
the Count * Aggregate function.

this also\includes missing values.
(LXTHE)

During electronic testing tests for outliers should be performed on key
fields. In some cases, extreme values in numeric data variables may
indicate invalid data. Questions to evaluate for outliers are found below.
Techniques used to answer aome of these questions overlap with other tests
performed, depending on the order of the electronic testing.

¢ Does the maximum value of a field seem reasonable?

e Are there an exceasive number of extremely large values for a field?
Sometimes the maximum value for a field ie reasonable, but the
number of large values is not.

For example, in one situation it was determined that there were
an excesaive number of large values for a dollar amount field.
The audit team found that the AIMS files on DCW showed 648
closed Estate Tax audits in FY 2013 where the Grose Estate
Amount exceeded $1 Billion. It seemed very unlikely that 648
Billionaires died during that period. The team used|®X"E) |
G |to compare to AIMS and determined that
the field in AIMS [(b}7XE) |

e Does the minimum value seem reasonable?

* Are there an excessive number of extremely emall values for a ficld?
Sometimes the minimum value for a field is reasonable, hut the
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number of small values is not.

Extreme values can be identified by running simple queries, filters, tasks,
and/or sorts in SAS EG.

Sorting the file and manually reviewing the first entry and last entry to
ensure they are within the required range ie one way to check the data.
However, for large datasets {i.e. greater than 10 fields and over 100,000
records) sorting should be avoided if posaible. If 2 sort ig required and the
file has a large number of fields, it would be beat from a system resource
standpoint to extract the data into a limited dataset and only sort on the
fields needed. Sorting large datasets can take a lat of DCW aystem
resources and space. When sorting, the dataset can grow three to aix times
ite aize as the system builds the eorted file.

To determine how many large or small values exist, one can evaluate the
percentiles. One technique using SAS EG is to perform the Task “Describe”,
then sclect “Summary Statistics”. In the option Statistics, Percentiles (see
below) select the Percentile Statistics options of interest for small values
and/or large values {e.g., the Ist, 5%, 10% and/or the 90, 95th, 99tk percentile
options). If the percentile values seem reasonable, then an excessive
number of small or large values is not an adverse issue.

Summary Statsticut for SASApp 2 -FDAA

{‘[)aia_n e
H Sielsins > Percoemviles
Slatisncs .

- e e
Bercentiles | EICeMie Satstis

Adddional ¥ 0
Plots v 5t
Results W 1w
Tilles . T L ower quaniia
Properties ™ Medisn
™ Upper guzree
v 90t
g5t
¥ 5%

‘Quantie methnd.

ekt hce

Other During electronic testing tests there are a number of miscellaneous
Teste questions which might be addressed:

« When applicable, does the record layout of the imported data equal
the official record layout provided/received?

» Do the average values of the data elements seem reasonable?
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e  Are there ‘impossible” values for combinations of fields (crosstabs;?
e [f there should be sequenced values, are there gaps/missing records?

s Are there data clements with indications of potential truncation
issues? {e.g. email addresses with missing and/or incomplete
domains, incomplete phone numbers)

Other Steps
in the Data
Reliability

Process

Review Related
Documents

Interview Agency
Officials

In addition to electronic testing, there are other steps in the data reliability
assessment process that should be performed. The process is likely to differ
from one audit to another. However, it should include sufficient work to
allow the auditor to have a good understanding of how the data were
collected, the systems they were extracted from, and the process and system
controla related to the key data elementa for the audit. Deciding which
steps to take is iterative, Most often the auditor may start with the
relatively simple steps of reviewing existing information and basic testing.
The outcome of these steps may lead to cther steps in order to gather
enough information. The mix of steps taken depends on any potential
weaknesses identified and circumstances specifie to the audit, such as the
impaortance of the data to the audit and corroborating evidence. Focus
should be placed on the aspects of the data that pose the greatest potential
riak for the audit.

A review of existing information helps the auditor determine what is
already known about the data and the computer processing. The related
information collected can indicate both the accuracy and completeness of
the entry and processing of the data, as well as how data integrity is
maintained. Sources for related information include the TIGTA, IRS, GAO,
and others.

The first source of relevant information is TIGTA. There may be existing
reports available and applicable. In addition to reports, there may be useful
information collected from previously conducted data reliability
assessments to inform the current assessment. The fact that an assessment
already exists might be helpful but may not be sufficient for the current
audit,

In addition to TIGTA, the IRS may have documents or information on
system controls, data testing, user manuals, data dictionaries, or data
quality assurance program manuals. There may also be GAQ reports with
relevant information.

The auditor should consider intorviewing individuals with detatled
knowledge about the data and the system that produces the data—either
TIGTA or IRS personnel. The questions should focus on accuracy,
completeness, internal controls, and leverage existing information, if
available.
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Potential reliability issues with the data can be identified in the initial steps
of the agsessment from interview questions, before further assessment work
1s performed. [nterviewing agency officials early in the process about how
appropriate the data are for the audit objections can help in making
decisions as further work to assess the reliability of the data is planned.
Agency officials are often aware of evaluations of their computer data or
gystems and usually can direct the auditor to them. However, keep in mind
that information from agency officials may be biased.

Some example questions to ask include:

»  Are there any known limitations on the data?

s How are data collected?

o  What practices and controls, such as edit checks, help to ensure that
data are entered and maintained accurately?

» Arc there any controls separate from the system helping to ensure
data quality?

s Do data owners or a contractor implement quality control practices,
such as data verification to source documents?

s Are there any other concerns about the quality of the data?

Review Related It is possible that if internal controls are inadequate it could directly affect
Internal Controle  the reliability of related data. To address issues in system controls the
audit team might choose to
+ Examine how data are controlled when entered into the system
+ Examine controls relating to access to the system
+» Explore if system disrupiions have affected data integrity, especially
completeness
» Evaluate controls that moat directly affect the data, usually:
o General controls (logical access and control of changes to the
data)
o Application controls (ensure that data are accurate and
complete)

Trace Selection of In most circumstances a subset or sample of data should be traced to or

Records to Source  from source records. In mast cases a small judgmental sample of subget of
the data records (at least 10} should be verified for accuracy against an
appropriate system (¢.g., IDRS) to cnsure that the data meets the purposes
of the audit teats. For example, if the review involves a refund on a tax
return, IDRS can be used to confirm whether the refund was actually

isgucd.
Make the There are many factors to consider when deciding whether the data is
Rehabl_hty sufficiently reliable for the audit purpose. The primary factors to consider

R . include the expected importance of the data to the final product, the
Determination
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strength or weakness of any corroborating cvidence, and the anticipated
level of rigk in using the data.

Before making a decision about the reliability of the data, consider the
results of all the steps taken to conduct the assessment. Appropriately
document and review the results before entering into the decision-making
phase of the assessment because these results will, in whole or in part,
provide the evidence that support the conclusion. After weighing all the
factors, the audit team should come to an agreement on the assessment of
the reliability of the data for the purposes of the audit.

The assessment should generally result in one of the following decisions:
* The data are sufficiently reliable for the audit purpose
» The data are not sufficiently reliable for the audit purpose
+ The data has undetermined reliability for the audit purpaose

When the assessment provides assurance that the data are reasonably
complete and accurate and therefore sufficiently for the audit purpose, the
data should be used and the auditor should disclose and document the work
completed to assces the data's reliability, along with any limitations of the
data.

The assessment should result in a decision that the data are not sufficiently
reliable when the results indicate that the data are unacceptably incomplete
and/or inaceurate and could possibly lead to an incorrect measage. In that
circumstance the audit team should not use the data for the assessed audit
purpose and the team should explore other options, including modifying the
engagement question or approach or sccking other sources of data. In some
cases, the results should be reported or explored further in another audit. It
is important to note, that data can be determined to be unrchiable for one
purpose but reliable for a different purpose.

Data can be considered of undetermined reliability when the work has
provided too little information to judge reliability, there is limited access or
no access to information about the data source, or there i3 a wide range of
data that may be impossible to examine. In those cascs, the auditor should
consider whether uging the data will result in an inaccurate or misleading
message. If so, the data should not be used for the audit purpose unless
circumstances force the use. [n that case, all limitations and how the
limitations affect the interpretation of the data should be clearly
documented.
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DEPARTMENT OF THE TREASURY
WASHINGTON, D.C. 20220

INBPECTOR GENERAL
for TAX
ADMINISTRATION

October 18, 2016

DIGA: 17-003
MEMORANDUM FOR ALL OFFICE OF AUDIT EMPLOYEES

THeat TIEL,

FROM: Michael E. McKenney
Deputy Inspector General for Audit

SUBJECT: Office of Audit Fiscal Year 2017 Performance and Workload
Measures

Fiscal Year 2016 was another productive year for the Office of Audit (OA). We issued
107 audit reports and other products that included potential financial benefits of more
than $14.5 billion and affected more than 1.1 million taxpayer accounts. In terms of

our total financial outcomes, we exceeded our goal by more than $13.3 billion. We also
identified reportable outcome measures in 48 percent of our reports versus 41 percent
in FY 2015. In addition, we exceeded our goal for the number of final reports/other
products issued by six and exceeded our FY 2015 total by 11. | would like to thank
each of you for your contributions in helping us accomplish these resuits.

For FY 2017, we will continue to identify opportunities for the IRS to improve the
administration of the Nation’s tax laws and achieve program efficiencies and cost
savings. Besides maintaining the emphasis on the impact of our audit reports, we will
also focus on improving other aspects of our operational perfomance. One area we
continue to emphasize is the issuance of our reports proportionally throughout the year.
We issued approximately 47 percent of our reports and other products in the last
quarter of the year compared to 42 percent in FY 2015.

The OA-wide FY 2017 report, outcome measure, workload measure, and other goals
are summarnized on the following pages.
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Goals for FY 2017

" Report and Outcome Measures 2017 Goal
Final Reports |ssued { 101
Total Financial Benefits $1.256 billion
« Total Cost Savings $125 million
s Increased Revenue/Revenue Protection $940 million
« Taxpayer Rights and Entitiements $169 million
+ [nefficient Use of Resources $22 million
Percentage of Final Reports With Quantifiable Outcomes 35%
Percentage of Final Reports With Cost Savings 10%
Taxpayer Accounts Impacted 3.80 million
i Workload Measures 2017 Goal
Average Staff Days to Issue Final Audit Report 350
Average Calendar Days to Issue Final Audit Report 325
Percentage of Audits Meeting Planned Staff Days 70%
........ . ::':53-'.-'_-;5_Other 2047 Goal
Percentage of Past Recommendations Implemented (look back 85%
four years to identify percentage of recommendations completed) ?
Percentage of New Audit Products Issued With Recommendations 70%
Percentage of Audit Products Delivered When Promised to 68%
Stakeholders (met planned draft due dates) ’

o Report Goal:

Final Reports Issued {includes congressional testimonies, integrity projects,
and other products) — 2017 Goal = 101: The FY 2016 goal was also 101 reports.

o Qutcome Measure Goals:

Financial Benefits — 2017 Goal = $1.256 billion: This goal consists of:

¢ $125 million in Cost Savings.

o $940 million in increased Revenue and/or Revenue Protection.
o $169 million in Taxpayer Rights and Entitlements.

¢ $22 million in (nefficient Use of Resources.
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This goal is consistent with our FY 2016 goal. In FY 2016, we reported more than
$14.5 billion in financial benefits. After considering results from FYs 2012 through
2016, the OA-wide goals were determined to be reasonable and achievable targets.

In FY 2017, our goal is to issue 35 percent of all final reports with quantifiable
outcomes, with 10 percent of the reports with cost savings. This goal remains the
same as our FY 2016 goal. In FY 2016, 49 percent of our non-DCAA reports
contained quantifiable outcomes, and 4 percent had cost savings.

Taxpayer Accounts Impacted — 2017 Goal = 3.6 million: This goal consists of the
following components: Taxpayer Rights and Entitlements, Taxpayer Burden,
Taxpayer Privacy and Security, Increased Revenue and/or Revenue Protection, and
Protection of Resources and/or Reliability of Information.

The 3.6 million goal is consistent with our FY 2016 goal. In FY 2016, our reports
cumulatively impacted more than 1.1 million taxpayer accounts. While we have
established business unit goals related to the overall 3.6 million goal, we have not
established any specific goals either OA-wide or for the business units for any of the
five components. Similar to the financial benefits goal, the components of Taxpayer
Accounts Impacted vaned significantly by year and business unit; therefore, we
established business unit goals for only the overall 3.6 million goal.

Workload Measure Goals

Staff Days — 2017 Goal = Average of 350 Days: This goal remains the same as
our FY 2016 goal. Our actual resuit for FY 2016 showed we averaged 306 staff
days per audit.

Calendar Days — 2017 Goal = Average of 325 Days: This goal remains the same
as our FY 2016 goal. Our actual result for FY 2016 showed we averaged
344 calendar days per audit.

Percentage of Audits Meeting Planned Staff Days — 2017 Goal = 70%: This goal
remains the same as our FY 2016 goal. Our actual result for FY 2016 showed we
met our planned staff days 77 percent of the time.

Other Goals

Many of the benefits that result from our work cannot be measured in dollars. To
form a broader picture of OA accomplishrments and our impact on tax administration,
we implemented additional measures in FY 2007 to assess our performance.

Percentage of Past Recommendations implemented — 2017 Goal = 85%:
Another way to measure our effect on improving the Internal Revenue Service's
(IRS) accountability, operations, and services is by tracking the percentage of
recommendations we made four years ago that have since been implemented. The
goal for FY 2017 remains the same as our FY 2016 goal. For FY 2016, the actual
result for this measure was 97 percent. Because the IRS needs time to act on
recommendations, we will assess recommendations implemented after four years.
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This is the point at which we believe that if a recommendation has not yet been
implemented, it is not likely to be.

Percentage of New Audit Products Issued With Recommendations -

2017 Goal = 70%: In FY 2007, we began tracking the percentage of new products
with recommendations because we wanted to encourage staff to develop
recommendations that, when implemented by the IRS, will produce financial and
other benefits for tax administration. For FY 2016, the actual result for this measure
was 83 percent. By establishing a goal of 70 percent for FY 2017 (unchanged from
our FY 2016 goal), we recognize that our products do not always include
recommendations and that the IRS, Congress, and other stakeholders also find
informational reports useful. QOur informational reports have the same analytical
rigor and meet the same quality standards as those with recommendations and,
similarly, can help to bring about significant financial and other benefits. Therefore,
this measure allows us ample leeway to respond to requests that result in reports
without recommendations.

Percentage of Audit Products Delivered When Promised to Stakeholders —
2017 Goal = 68%: This goal measures the timely delivery of our audit products, as
calculated by audits meeting the planned draft report date. Draft reports provide IRS
management with the formal results and recommendations of our audits, so we will
use the draft report as our measurement of audit products delivered to stakeholders.
The goal for FY 2017 remains the same as our FY 2016 goal. InFY 2016, we
delivered our audit products when promised 75 percent of the time.

Impact of Measurement Changes

The FY 2017 report, outcome measure, workload measure, and other goals will help us
assess the value and impact of our work. Through these measures, we plan to have a
positive impact on the IRS, other stakeholders, and the Treasury Inspector General for
Tax Administration, as follows:

e External Impact.
o ldentify financial benefits.
o Affect taxpayer accounts.
o Improve IRS programs and operations.
o Increase the use and awareness of TIGTA and its products.

» Internal Impact.
o Improve the timeliness, efficiency, and effectiveness of our efforts.
o Recognize the realized results of our efforts.
o Increase our own strategic and corporate planning efforts.

If you have any questions, please contact Jeff Jones, Director, Office of Management
and Policy, at (781) 254-1830.
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