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NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE, MARYLAND 20755-6000

FOIJA Case: 62647
8 October 2010

This is an initial response to your Freedom of Information Act (FOIA)
request submitted via the Internet on 21 August 2010, which was received by
this office on 23 August 2010, for “A document or documents that provide a
general description of SIGNIN (a WWII era machine).” Your request has been
assigned Case Number 62647. This letter indicates that we have begun to
process your request. There is certain information relating to this processing
about which the FOIA and applicable Department of Defense (DoD) and
NSA/CSS regulations require we inform you.

For purposes of this request and based on the information you provided
in your letter, you are considered an “all other” requester. You must pay for
search time in excess of 2 hours and duplication in excess of 100 pages. At
this stage of processing, the fees are minimal; therefore, we are not assessing
any fees.

In our preliminary search, we located one document that is responsive
to your request, “Achievements of the Signal Security Agency in World War II.”
The document was reviewed under the previous Executive Order (E.O. 12958,
as amended) in January 2009. That document is enclosed and is being
released to you just as it was released in FOIA Case 53751. If you would like
to have the document re-reviewed under the new Executive Order, please so
notify us.

We consider the enclosed document to be responsive to your request in
that it does describe the machine, as you requested. It also includes a picture
of the machine. If you are interested in four additional documents that we
located in our preliminary search (within your two free hours of search), you
will be responsible for all of the duplication. Be advised that these documents
have not yet been reviewed for release and would be forwarded to the first-in,
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first-out processing queue for Non-Personal Easy cases. The total number of
pages for these four documents is 647, and your cost would be $97.05

(647 pages X S.15 per page). In addition, if you wish for us to conduct a
thorough search for additional material that may be in our holdings in the
Archives and Records Center, we estimate the costs to be $264.00. Fees are
assessed in accordance with DoD Regulation 5400.7-R. Search fees are
computed at $44.00 an hour.

Please be advised that your agreeing to incur these search fees will not
necessarily result in the disclosure to you of all or any information you seek. If
additional records are found which are responsive to your request, a detailed
review to determine the releasability of the information would follow. It has
been our experience that records responsive to your request may be classified
or otherwise exempt from release in accordance with the exemption provisions
of the FOIA. The application of these exemptions to NSA information has been
consistently approved by the Federal Judiciary.

This is only an estimate. If, as we conduct the additional search, we
determine that fees will be greater than the estimate, we will so notify you
before continuing with our search. In addition, please be aware that an
estimate for duplication fees is not included in the above amount because we
cannot determine the number of pages to be released until the additional
search has been conducted.

Please contact us within 30 days of the date of this letter to inform us if
you wish to proceed further (i.e., have the four additional documents reviewed
for release and/or have the additional search conducted). If we do not hear
from you within that timeframe, we will assume that your request has been
satisfied, and we will close it with no further processing.

Correspondence related to your request should include the case number
assigned to your request, which is included in the first paragraph of this letter.
Your letter should be addressed to National Security Agency, FOIA Office
(DJP4), 9800 Savage Road STE 6248, Ft. George G. Meade, MD 20755-6248 or
may be sent by facsimile to 443-479-3612. If sent by fax, it should be marked
for the attention of the FOIA office. The telephone number of the FOIA office is
301-688-6527.

Finally, you may be interested to know that some of the records
concerning “SIGNIN” have been declassified and released to NARA. However,
we are no longer the custodian of these records and, therefore, do not maintain
copies of the records. To obtain the records, you will need to go directly to
NARA. The address for NARA is: Director, Records Declassification Division
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(NND), Room 6350, The National Archives at College Park, 8601 Adelphi Road,
College Park, MD 20740-6001. The following chart may help you address your
request to NARA:

ACCESSION # DESCRIPTION
17143 Equipment Branch (Development Branch) History
13101 Correspondence on Miscellaneous US Comsec System
41249 Photographs: Equipment (WWII)
17461 Teletypewriter Key Generator System
17450 Plan for Service Testing of Teleconverter M-294
17448 Converter M-294 SIGNIN
17332 Signal Security Agency Development Branch Annual R
15215 Annual Report of Cryptographic Material Branch FY
15211 Description and Photographs of Cryptoequipment
14937 Cryptographic Plan (SIGIRA)

Additional information about conducting research at the NARA is available on
the NARA Internet Website at http: //www.nara.gov.

Sincerely,
ol (e Ll

PAMELA N. PHILLIPS
Chief
FOIA/PA Office

Encl:
a/s
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mmmummemmml%smmmzzy
for koeping secret many technological advaaces made by the med Forces
during the confliet no longer existed and as a result axtensive, if not

~ complets, publicity coold be :iven to them, Sueh, for example, =arce

radar and the prexiadity fuge--tho existencé of the atomic bomb project
had beon inevitably revealsd & 1litils surlisr by its devastating results
&t Hiroshimg, -Ifliowise, 1t has Deen poesible to publigh 1llngtrated

. acoounts of the spoctacular mwcgssss of the ilr Fores) tho lees ramantic

hut, necgtheless eassmtlial ceatributions of the Service Forcas heve also

- bean widély publicized. Throughout the 'far, aoreover, the presa was
able fraw time to time to narrate the e:qaloitxctccabat trocps in actione

Yat, ia thw fiald of ticee Jlamaoe twins, signal inteiligence and
coaminications seturity, ao such publicity ias possihle, {or by their very
mture the hops of fubure suctesses is dependent upon the secresy of past
schiovezeats, Hore thars is no point in tise when one can say *now it
oan be told." On.the othar hand, Lf the iruy in pesew or in a future wr
s o male the mast of the tremendous potantlalitlies prasanted by these
mworoswpmm.mmm,nnmm
Qutmtapwnmm of the contritations made by
mmsmm;-m Wimmwmimm
tho WA,

thdmmngmd:mapermummn}M&
gorecnnl viglt te Arlington Hsll Station to noto the war-tiame operations
of the 3ignal Jecwrity Agency. By now, however, these eporatifons have,
of course, been groatly
oo baon preperad, It is hoped that the reader sill gain fraa {t soma
. undoratanding of the probleas faced by the 3ignal Security igency, the
‘generel neture of the proesdares and techniques used for their selution,
mmm-uahmmmmmmmrmfum.

W, PRESTCH CCHERRMAN
T Srigadier General, USA
28 February 1756 . _ Chief, irmy Security Ageony

'T"i E‘M‘ﬂ ko i
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THE ACHIEVEMENTS OF THE SIGNAL SECURITY

»

AGENCY IN WORLD WAR II
I. BUILDING THE CRGANIZATION

The Signal Security Agency (SSA) owed its existence in World War II to
the basic fact that valuable information may be derived by intercepting
communications and reducing them to intelligible form. This fact has two
aspects: efforts must be made to protect.our own commnications against
examination by the enemy, while at the same time steps must be taken to
derive as much information as possible from enemy commnications, The SSA
had primary responsibility for both these phases.

However logical this unification of responsibility in a single central~
ized organization now seems, it ‘was achieved at only a relatively recent date.
In World War I, for example, diversity, rather than unity, was the rule.
Largely as the reeult of circumstances, it happened that so far as activity

_ in Washington was concerned,- tje M{1itary Intelligence Division conducted i
all work on compilation of codes and ciphers for use by American forces and
also all solution of foreign codes and ciphers. In France,. however, the
corresponding organization in the AEF carried on only solution of German
Army communications, leaving to the Signal Corps the task of compiling codes
for combat purposes and the duties of interception and location of enemy
radio stations by direction finding.

This separation of function continued for ten years after the War.
Solution of current diplomatic traffic was performed by the Military Intel-
ligence Division in a more or less clandestine unit maintained in New York,
while the Chief Signal Officer supported another small unit in Washington
engaged in the compllation of.codes and ciphers for use in an eventual
emergancy. As a result of dissatisfaction cauded not only by the division
of reasponsibilities but also by a number.af other concamitant factors, the
functions of code compilation and of solution were united in 1930 under the

* Chief Signal Officer. This led to the eatablishment of the Signal Intel-
ligence Service (SIS) which was essentially an -amalgamation of existing
units but began its work, so far as solution was cencerned, with a change
.of emphasis: henceforth the SIS would be primarily concerned in peacetime
with training of cryptanalysts for an emergency rather than with the solu-
tdion of current diplomatic traffic.n Though the need for training was acute,
the abandonment of day-to-day solution of current systems had an unfortunats
effect in inten'upting cryptanalytic continuity, a point to which we shall
return later.

In spite of greatly limited funds, the SIS was able in the years prior
to World War II to lay securely the foundations upon which wartime expansion
as the SSA was built, In- 1931; the SIS 'cook over from The Adjutan’o General
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publications, and thna uniﬁ.cati.on ot operat.i.ona.l responsibllity for all
phases of signal intelligence was at last reached. Staff supervision and
coordination still remained, however, a responsibility ot the Assistant
Chief of Staff, 3-2.

. Aetivity of the SIS congisted of contirmstion of existing code pro-
duction projects; estahlighiment of a training progres by whieh a small group
of expert cdivilisa cryptanalysts was produced, and another small group of
officera, both Regular and Reserve, were trained in the varisd phases of
signal intelligence; davelopment of intercept facilities to provide material
for the cryptanalysts; and, toward the end of the period, tha reestablishment,
as a practical operation, otno]nt.ion of curremt diplomatic traffic. In addi~
tion, time wss found to do much planning for war and to carry on research and
developmant. in cryplographie and cryptanalytic techmigues. ill of this work
was done by a very smell staff: only sewen persons from 1930 to 1936—-by tho
outbreak of the War in Burope there were only ninetoon.

ﬁl_orea.fter, a series of expansions resulted in the foilowing strength
on the day of the Psarl Harbor Attack:

Category In Washington ' In the Field Total
Officers - INN -1 ' 45
Warrant Officers 0 0 0
EnXisted Men 28 149 177
Giviliang , Q J

Aetual eperating strength wes somewhat lese, since 22 of the civilians were
gtill undergoing trainimg and had as yet made no contribution to the work,
A comparfson of these figures with the strength of V-J Day (i August 1945)
mlmuthetrmmprwtumuachﬁbymmmim

Sategory In iriington In the Fleld  Total .
officers 661 116 ™
Warrant, Qfficers A& b3 15
Enligted lon 565 239 2704
Givilians ] o
Tetal ‘% : . BB m%

mwnmmmmwsnammummum
na). at Arlington Hall (headquarters of the $34) alome, To reeruit such a
staf? and te maintain it dcspitothenminﬂmccwhichtcnhdtodisﬁpata

mtolmatmgwg%m;h'%%
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‘The recrultasat program wmps faced not only by obatacles which also
beset other wartime agenecies, such as the manpower shortage and the need
for spesd, but also by many problems peculiar to the S54, most of the
activities of which bhad no counterpart outeside the Govermment from which
to drew personnel. Many of its operations required persons of the high-
est intellf¥gence, possessed cf rars sikllls not asagily definsble, often
demanding, as in the case of the language experts, ysars of study to .
produce profictency. Hessages in more than twenty-five languages had to =€
be translatod,; yet in only a few instances wore competent lingulsts casily
cbtainable. This problem was most acute in the case of Japaness, bath
because a Imouledge of Japanese is rare in this country and because the
volume of material to be translated was so great; it was also keenly felt
in the case of languwages lilkes Finnish, Portugwese, and Turkish, where the
volume was less but acceptable translators were rare indesd. The only
recourse was te train personnel from the very beginning: ultimately, for
example, 428 Japanese translators were trained in this way. The same
method proved to be the only solution for supplying cempetent c
both by the nse of training mammals in military eryptography and crypt-
analysils and by appnntica iraining ia operating unite, the small rumber
of competant cryptanalysts available in 1941 was gradually expandad, but bhe

supply was nsver equal to the demand,

Horeover, tha 3S8A was called upon to train large mumbers of personnel
for ultimate assignment to overseas unite maintained by theater commanders.
This training was given not only in formal courses desizned to produce

‘officers and mes-qualified in the various eryptegraphic and cryptanalytie

specidlties buf alse by participation in the day-to=day activity of operat-
ing unita, Much was done also to coordinate tra.iningotaignalim'.emm
and radic intelligence units being trained elsewhere in order to keep them

- abreast of the latest technical develepmants. Ia thfe comnection it will be

wall to digress long snough to polint out the trend exhibited during the mar
of breaking down the centralized authority of the SSA by setting up indepen~
dent signal intalligencs units wnder theater commanders, Such a change was
motivated no doubt by a feeling thst it would be necessary to maintain sigmal
intelligencn units cloae to military operatioms. Yet the experience of the

- Har showed thak modern electrical cemmunications are so epeedy that distance

is no longer a factor that need be considered. Examples will be cited in the
next chapter of messages transmitted many thousands of miles, promptly read
and translated, and sent back to the proper commander In time for actionm.

hrale problems were partisularly acute, for in addition to those oncoun-

" tered by other wartims agencies, involving Yiving conditions, health, fatigue,

and the like, the SSA had a number peculiar to ftself. Chief among thess was
theamdcharacterofthepemonml Officers, ealiated personnel, and
aiviliang workad side by side, and in each of these groups there were both
men and women. A sewll unit composed of parsonnel from several of thege
gronpa night costain people baving varying degrees of prestige and receiving
different, pay and privﬂegea, yet performing axactly the sams type of service
(ses ippandix, Wo. 1, a typical unit at work. BHote that officers, enlisted

HANDLE VIA T O CHARNELD
ONLY
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mea and civillams of both sazxes arc here angaged on the same project;.
¥oreowvor, there seensd to be no correlation between a satsgory of
parsonngl on the one hand and compatence and achisvemant on the other.
Ariltiant work was done by iadividusle in ail categoriss. Had it besn
poesible to operate the 3Si entirely »ith allitary perscanel, or entirely
with eivilisng, some -ictinmn mizht have been 1voided, bub an 1534 made up
only of adlitary, or only of civillane, would have lost immsasurably the
contributiosas of the other groupe. is it wss, military personnsl had to
be atationed with the 33A for both opsrational and traiaing purposes
while having civilisn employece made it poseible to use the services of
zany oot qualified for aliitary duty,.

Another fmetor act particularly comnducive to the maintensace of high
morale was the necessity of maintaining conplete silence concerming every
phase of nne's work. Noreovar, sany uf the oporations lnvolved nothiag
but drudgery and considerutions of seecurity prevented the. .m:ivm
amployss in many casas from zettlng a clear anderstanding of how his aor
her worl contributed to the war effort.

Continuous afforts sere mads to maintain aorele at a high level by -
bethering corditions of work and furnishing smploywes with aid in the
solution of their persomal problams, Widle ths rats of separatiocns of
civilian smployses (4 per cent a xonth) seemed high, it was found to be

lowmr tian tlhat of other comparabdble wartime agenciss in
Yashington, Indeed, giviang due considaration to the inkerent diificulties,
mraln ig the S8A was really highe '

Eulymmﬁnraminthwum Buﬂding,vhera the SIS had
buen located from ite founding, srew so crowded that larger quarters nad
to be secursd elscwherw. it first 1t wasm axpected that the 5IS would be
housed in the Pentagon, than nearing complstiou, but befors such & move
was effected, plane were ladd for aoving the SIS to a site of its oun,
profarudly cutelds washincton. Ths SIS would thun have room for
be relatively better pretected from the denger of enemy bombing, ant could
saintain itg sacurity with greatar ease 1f not forced to shere a building
with other War lepartment zpencles.

‘The site ultimately chosen after exanination of asveral pos-iblut.i.at
way the preaises of Arlington Hall Junior College in Arlifgton, Virgiais,

" This location wae ciose dnough to tiw Pontegon, was not too far fram %he -

Bastern Primscy Monitoring Station then belng plamned at Vint H1ll Faras,
nsar Werrentod, and in eddition made possibls thd wtilization of the hous
ing fucilitiss in the fashington area for quarters for persoansl snd depens

. denta,

The property was aeguired by court astion for $5650,000, with 40,000
additfonal for furnishings, snd the Sar Department aammed pozsession on
I, June 1942. Arlington Rall Jdtation wag ‘astablished as a Class I¥ instale
lation under the Chief 3ignal Offfcer on 25 June 192, Immedistely units
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" arected in winter momths, Look a little lomger, but after May 1943 all op-

erating unite were housad in the two:eperatioms buildings. Other cemstrus-
tion previded barracks and msss halls for enlisted persommel, a statiom dis-
pousary, theater, pest exchange, and other service buildings; a motor peel,
a fire house and warcheusss. The final constiuction was cempleted by 19443

" while many units have had to werk in crowded cenditioms, adequate apace was

supplied for all operaiions. mcofthiwtdntmﬂhrystmctmm
s cafoteria, completed early in 1943 and enlarged in 1944, which ultimately
provided servios srcund the clock. At first the safeteriz was operated by
the Welfere and Esereational issociation of Publie Buildings snd Grounds,

Ine., Washingten, B. €., but its managemsnt was later taken over by the Pest
Exchange, whish also operated branch exchanges and coffee bars in the opera-

tions buildings.

The Post was made secure by establighuent of a goard detachment and the
erscticn of & douhle stesl femce provided with am alarm aystem. inothsr feace
was erected arousd esch cperations bailding, entrance to mhich was limited te
anthorised persomml. Distinctive badges were issued to all categories of

and hat to be worn at all timee (mee Appendix, No. 1). Adaess ts the
Pest was forbidden to visitars emcept an official businees, .and cfforts were
constantly maintained to imdoetrinate all perscamel in the necessiiy of ssin-
taining ths physical aad operationmal security of the Agency.

The SIS bhad been prior to the Wep a fiald service under the Chief Signal
Officer. Though located physically im Washington, it was mot a part of the
Office of the Chief Signal Officer hMut was administered at firet through its
Kar Plans and Training Division and latar through its Operations Branch. With
the esaing of war, however, reorganizations were made by the Chief Signal
officer wich resulted in a seriss of changes of nams. The ald name of Sig-

" pal Intellfigance Service (SIS), which had exiated since 1930, was abandoned

for Signal Intelligemcs Division (SID), and, in rapld succession, this became
the Signal Security Branch (3SB), the Jignsl Security Service (553), and,
ﬁmny on 1 July 1943, the Signal Security Agency (SSA), a name which re-

mined unchanged until the ceesition of hogtiliftes. After the organizatien
of ths Avay Commmmications Servivce within the Office of the Chiaf Signal
Officer, the SIF-35A4, by vhatever name it was called, was always a part of the
Army Communications Service.

The need for enlisted personnel was met by increasing the strength ef
the Second Signal Service Battelion. This Battalion had veen ereated as a
canpany on 1 January 1939 to supply personnel for the various intercept
stations tmh existence. lLater it furnished a convenient nilit.ary usit
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and elsevhere for other types of signal intelligance activity cowld be
asgignnd. In Hovember 1942 the post of Cosmanding Officer of tha Bat..
talion waz unfted with that of Commanding Officer, 3ignal Jeocurity ageacy:
in this way it was possible to offoct uniffed control of all 35 enlisted
parsoansl sherever stationsd., The Battalion had ldetachments act only af
arlington Hail 3tation but all aver the world shevever it begame desirsble
to ccaduct any intercept ictivity. The Sattalion did oty of courss,
includo sigml intelligence personnel directly under the control of
theater comanders. ©hils ths Battalion embodied many unorthodox foaturgge.
1ts msotizum ptreagth, for exacple, surpassed 5,000 afficers and sen and at
the end of the ¥ar it was comaanded by a Brigadier Genoral--it affectively
solved the problem of how Lo admimister the zsnsingly complex activities
parformsd by enlisted persounol woridag for the Jdi.

Bacughout the Zare-indesd, since 186l--the activitias carried on by
the 354 were closely agsociated with the Signal Corps. 4 glanse st the
appendls, So. 2, & Listorical outlins of how the United jtatss Army adminis-
tored its code snd aipher work from 1361 to tae presant, will claarly aiww
that whiile et timss other irmy arganisations made outstanding contributiens
to the work, in the xain this work wae a responsibility of the 3il;ml Corps.
Yot from 1917 ou, Lf act before, this work was alse of the deepest interest
to =2, and in Torld Wmr Y the greuter coatributions were, in fact, nade by
the ilitury Intelligence Division. This reflacts tihe easentlally dusl
nature of the probiss, That phase of the activity of the S84 whieh con~ -
cerned tbe producting of intelligenee was chiel{ly of iaterest to G2, yot
could ba carrdied on solely with the contribation of the Sigmal Corps in
the development of intervept facilities, On the other hand the eiforts
of the 534 to preserve security of our ow communicaticns, a matter over

. which G=2 axnrcised supervision alao, required alocest assodlation with

the 3iznal Cerps. Indwed, signal intellfgence activitiee oan be affect~
ively carried on only whan thére is the clomest lixisca with signal
soourity activitiea,

It has already heen noted that the 534 was aduinistratively and
fuwtionally a part of the Sigmal Corps, but 02 wmrelsed stafl puper-
vision anxl control. %hile channels were oreqted wheredy Ge2 could axereise
this control wmithout at every step going through the Office of the Chisf
$pnal Cfficsr, neverthelsss the S34 wae pz‘imlhr & Jigml Corps ageney,
its personnel were Signal Corps exployeea, acd for purposes of supply it
relfed on 3igmal Corpe hcms.‘h-. )

3ince it was increasingly felf Ly G=2 that the 354 was the zoal fmpar-
tant source of intaelligonce, cven closer contrel wne required and thersfose,
onr 10 Dacexber L%bh, there came a ghangs. The SSA was removed fres the
Sigml Corpe for cpereiicmal centrol, whick was aew assumed by 5-2, but
admindastrative qentrol wos still retalned by the Jignal Corpe. This clesv-
age of control wmR by no means clearcut and sharply dafined: the line of
divialen was oot strafzht, sines the corgandsstic wea progmatic rather than
theoretioal, but in the main the differentiation thereafter was oparatiomal
contrel mrclsed a-z, adnintstrative control waintaingd by the Signel
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' time Japanose traffic bad besa uader camtant study and the

T Ddvided gontroul, such ag this wue, however, proved far from satis-
fretory in practice and was amded on 15 Jeprasber 1945 by tsausfex of
sdninistyative control alge to Gw2, with the change of name from 3isnal
3ocurity igency io Amy Security igengy (iS4)e This had the effsct of
assoedating the organization sore cluacly with J-2, tihe user of cna of
tim twv ehicl products, but it will acceasituie tiwmt in the future liajaen
bo comstantly maintained with the 3ignal Corps s¢ tiat oot oly am adequeta
supply of trained persaniel msy be avallable for the communications side
winsmnwmmmmmumuwmmmwm
intelliganca snd sigral sequrity zay be msintaiaed by the alosest gocperes
tion, Moreover, it also resulted in once acre coneelidating all reepon~ .
mwzumnummmwmwAamam
tlon, since the unlis Joreserly uamder the -—unt.ro.. ol theater comandars =ure

‘now asde a part of the iShe

As will be clear from sposific relorences in the two followe
ing chapters, the 334 had the incalculable advan of callaboration with
the o units of the Unitsd Jtates tary (0P-2W=G axd OP-20-K),
liaison with the Hawy bhasl long beoen in progress dafors the War but throughe
Fat tho ounfldet It comstantiy lncrwased In bath the wryptographle and
eryptanalytlo fields. For sowe yoars before the Zax the .xmy sad Lbe Ravy
had been ciluboreting in the cryptanaiyitic attack upen dipiamatic traffis,
et the Offige of Haval Comsunicaticas, baing preasad for persannel wnd
facilitias needed by undts at werk on enexyy trasffic of s purely naval
charagter, asiosd the SIS to taks over more and more work on diplemstio
tmmcmtﬁinthcmuflwwa vy aloae kad full reasponsibility
for wark on diplasatic traffic.

" Boually profitable sas the scollaboratian witha the British Jovernmeat
Code and Cyprwr ‘Sehool {6CL8), an orgxmisation which hud malatained
eryptanglytic contimsity sinse 1Yl and was preapared to sske graat con-
tributions of information concaming foredgn cryptogrsphic systems wunder
study, The med for contimiitiy wes so impartant that it Le doubbful whetber
mmemumrmmmmmmmmmmm
in ti:e Lo be uwseful, had not the SBritish sugplied thes nocassary informetion
not awaflabls here, owing to the broak In gontinkity which, a» we lizve asan,
took place in 1930, ile it is trus, ss will bo deccribed in Chapter II,
that the cryptaalysts of the SIS hid befors the War solved the aost secret
dipbminmdthwtmwmmud,mhmtm
not heve busn reasched axgept for thse fact that for come yoars pricr to thig

mmmtmmmmmMpermm The gather-
ing of this inforwaticn bad, howevar, taken tho best part of eight yaurss

1t is sauslly fubile, nowedays, without ihe nacessary soatinuity of bagke
groand informaticon, to begin cryptacalysls of the commnicstions of any
Jarge govarnment and hope for cogsiderable sucscess ab once. The debt of
the 584 to CCSS in shoriending the petriod batmsen the beginaing of atudy and
the production of trunslations wes in the case of the dplomatio traffis of

Aemmgwmuvmwtim

fide collaborstion with the Aritish beymn with the Ln?lmtaticn of

"buicﬂm-z‘,apartmt uam&om, m@admﬂwt;ﬁa. to exchange inrormian
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with them. Zarly in the next year the first SI3 miselon was sent to Zagland
to satablish %he basis for lialson and in the summer the 3I8 and GCCS5 first
axchanged permansnt lialson officers, s relatlonship aver since zaintalined.
Special missions have, howaver, alsc been sent asd received from time to timd,
Intercommunications by radlo, cable, and mail, have been constaantly maintained,
fraquent agreamonta nave been made to avold unneceesary dupiication of effort:
the chief of these wus reached in 1943 whereby the British assunsd primary
responsibility for sizoal intelligenca opurations for the ar in Zurope, the
58&, for those for the wWar in the Pacifls, though nelther Agency abandoasd
work in the field of the other's responsibility. This sxchange of information
hea bsen broadest in cryptasalytic astivitys considerations of security have
lizited cooporauon in coryptogrephic campilation and development to work om -
systems used in combined British amdt American opsretions. « similar profit-
able collabaration has aleo baen conducied, though to 4 wauch more limited
exteat, with tha Examination Unit (5U) mintained by the Cansdian Sovernment
in Ottawa, and with the “irelass Zxperimsntal Center (WEC), maintained by the
indian Government at How Deihi,

The 54 provided traiasd personnel for and collaboratad with U. 5, Army
Sig5nal Intelligence S=rvices in all theaters: idediterrean Theatusr of Operations,
Suropsan Theater of Oparations, Southwest Pagific Arsa, Chink-Burms-India
Theater, Ceantral Pselfic irma, ste. Collaboration between the 524 and the
Central Bureau, Brisbane (CBB), begun with ths founding of the latter organiza~
tiocn by Joint acticn of the Royal Australian .ray and the Undtad states ammy
in the spring of 1942, Az will be later seen, %his cooperative effort was
aalntained by constunt inbercesemnication, particularly in the case of the

. Japanese Army oryptanalytic problem.

From timo to tias the 3S5A has received from the users of its products
lottera of commendation for its activity. The most atriicing comgent of
this kind came, however, act in a dirvct communication ta this igency, but
in the published text of a latter from General George C. Karshall, then
Ghief of 3teff, to Governor Thooes E., Dowsy of New York, dated 25 September
1944, BReferance will bo made again te this lettaor, the full text of whigh
as it appeared in The Now York Times is reproduced in the Appendix, No. k.
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THE ?20DUCTIOR OF IRFORMATINR
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: ¥oderm intalligence services are able to derive information useful for
dntnrympomfnnunyms,mmmruitm.ndmtmm
hthw'awtufmmmmimqm«cmﬁ

is transmitted. Indeed, though msssages differ in value, experience has
proved that there are no measages, no matter how insignificant in content,
vhiich have potentislly no intelligence valus. Therefore, the cryptanalytic
sttactk had to be made not only upon the purely aflitary traffic transmitted
by eneey foreés but slso upen diplomatic, commsreisl, and privete messages
as well. Zwen plain-text messages could not be neglected, but the largest
part of the intercepted traffic was, of course, in aryptegrophic form end
required cryptanalytis treatment before it could be read.

While soms of the technigues used by the S5i were not strictly. erypt—.
analytic in character, e. g. traffic analysis, secrel ink solution, and
exploitation of telephonic cemmnications, the production of information
involved, in goneral, the following steps: .

a. lnterception of traffiec in lsrge volums;

b. Traffic analysis of intercepted messages;

¢. Sclution of the oryptographic systema used;

d. TDecryptographing of messages sent in solved
ar partially solved systemsg

~ e. Translation of such texts &s were in foreign

langeagees, and

£. Publication of the taxts in a form ugeful to
the ilitary Intelligence Service.

A figure in the ippendix (Ro. 3) illustrates thes various steps by which
onany mcassge passes from ita originator to ¥IS. (Note that interception
been here repressnted by the artist as being performed by a cobils unit
in a truek: many of the intercept missions were, of course, porforwed by
fixed installations.)

A. INTERCEPRION

P hmpbmamunmkmmmtmnfotm

sent out by Amariean staticms. It therefore bocume necesssry to establish

~ facilities for the interception of radio trzffic in large volume.

Prior to the war there were seven fixed inmtercept stations located as

- followst

Ec. 1 Port Henceck, Kew Jersey
Fo. 2 Presidio of San Francisco, Celifornia
Ho. 3 Fort Sem l{ausbon, Taxas
Be. & LOTOZE b gy L BERTA = "
; j‘ﬁl‘ﬁi
1
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Hoe 5 Fort 3hafter, Territory of Hewail
%o. 6 Fort MaKinley, Philippine lalands
Ho. 7 Fort Hunt, Virginia

Constant efforta during the “ar expanded these facilities greatiy. In the end

there wore sleven fixed stations, many of which were far larger then any opera
ting An 1941, These eleven, which were found guificdent to supply the nscassary
volume of tpaffic, wire dietributed as follows:

fo. 1 Vint Bi1l Pares, warrenton,Virgicie
Ye. 2 Two Roek Ranch, Petaluma, California
Ho. 3 Indian Creek Station, Miasl 3each, Florida
No, 4 Asmare, Eritres

%. § Fort Shafter, Territory of Hawalf
Bo. 6 imchitim, Aleutian Islands

Sae. 7 Pairbanks, Alsaks

B0« 8 Bew Dalhi, India

Ho. 9 Ballmore, long xsh.nd

Hoe 10 Tarzand, California

oo 11 Tusm

he three largest stations {at Vint Hill, Two Rock, and Fert Shafter) were
demmmmarniwmtlﬂtymm for all=round
coversge. These stations hed been locatsd 30 as %o make easy the elasctrical
forwarding of tha iuntergepted Braffic te arlingtos Hall and the largest por-
tian possible of intercept misslons wue assigned to Lthem. The supplamentary
statione; particularly those at Asmare, Amchitim, Fadrbanks, and Hew Delhd
were lavated so as to intercept aignals which could not be copled at tho
largsr stations, and in gensral they had antenns aystems beamed at speeific
targets or svctors, The staticns at Bellaare and Tarzana were assigned thae
tagk of momitoring Undted States traffie for security purposes. Consideruble
assistancs was rendered to the intercept facilities of the 35A, particularly
mmmmmmm'ameMt&smm«w%
by radieo intelltgence companiss gtatisned on the 7set Cosst and in the Pag,
Areny

Ao the new itemw of equipmsnt developed during the “ar for use at
interedpt stations were "multigouplars,” which allow ths signal from one
antenna te be compled to asverdl recaivers; & "Hellschrefbsr Facsinile
Recorder,* for gopying aignals of this German system; and a "Tims Delay
Device,” shich accomplisbed & delay of from thres to ton gsoends batwsen
mm-nmnmmmmmxthmwwu,
mkmgitms&bhwoeaﬂammtotmdmtmmnmm
for later transcription,

Intsreopt activity was coordinated and controlled by staff units at
Arlington Hall which supplied the stations with teaimical advice. Speady
transaission from the iatercept statlcas wag affooted chisfly by spesial
tolstype 1inos,; which eame more and more te taks precedence over cther moans
suchk a9 cable and air mall, From four teletyps lines in operation oa
7 Decamber 1541, the rumber of such lines zrew until on V- Day thars ware
fortyeatx., The anount of monay pald fer monthly rental of lanti-line tele-
type fasilitdes alone reached in August 1945 the large sum of 358,918,02 tut
bhisﬁmdwenotimlndathotoatof .

3‘;1'3 i
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- by the Army Commanications S.rvieo, for which no data are available to the

334, Average monthly volume also constantly grewt

February 1943 45,865 messages
Decembar 1943 279,034 massages

1945 - , 381,390 mesaages
August 1945 289,802 messages

Arrangemente wers also made for obtalning traffic from radio intellizence
units oparating in theaters of war; frem the Nivy; froam the saveral offices
ot the Chiscf Cable Cengor; and froa Aritish cooperating cent.em.

B. Iraffis Analysis
Traffic analysls, a precedure which {irst arose fx;a: attempts toc recons .

. struct enemy communications networks and their charasteristics with the aim

of improving intercept fucflitles, becams highly useful also for iwe other
purposess (1) through study of the sxternnl features of the messege as
distinet from the text itsall, together with direction findlay, by whish it
is posaible to locate the sits of unimown radio stutiovne, traffic aralysts
wers able to provide eryptammlysta with auch useful iaformation not othare
wise obtainable; and (rgpatat.iatical atudy of the fluctuations in the volume
of traffis passing in each circuit, and Anfersnces drawm therefrom, becams
an important sowrce of military intelligence, Traific analysie can be

.. carried on, of course, independently of succeseful cryptanlyeis: useful

information can be derived by traffic anslysis even befurs 4 xmessage is

- readable, bnt. whan the two technijues sre canbined, =ach is slded 2w the

other.

"Whils traffic analysis had been used to a limited extent in Yorld War I,
the British were the first to devalop the sclence extengively in Zorld ‘ar II.
The beglinnings of traffic analysis in the SIS date froam April 1942. A mission
was sent to kngland to gather informatica and upon ite return it was possidble
to set up traffioc analysis as an integral part of the 3I3. A8 a regult of this
alssion, efforts of the SSA im traffic analysis were to be concantrated on
f.ra.rnc in the Pacific theater, leaving to GCC3 the primary respousibility
for that in the Buropean, & loglcal arrangement arising from geogrephical
oouaidmumn

The initisl problem in traffic analysis for the 3534 was the sclution
of the code mubars used to indicate mossagewsenter place namce
in Japanase militsry megeages, and tha firet success was achieved in
Septexher 1942, By the fallodng dune noarly &ll of the twelve main
systens had deen regonstructed, permitting adcurave loeation amd mapping
of radio stations and cireuits. #Foar dietinct major military networis were
identifiad, those ussd by the Imperial GHJ in Telgye, the outhern Fisld 'orco,
smmeora-aalportorganmum, and the Arey Adr Force. The adequagy of the
teshniques used was proved when, on 1 April 194, the Japanese iantroduced a

completely new place-nams code which was almost wholly solved wthin a month,

about half of the names being identified within 48 hours. Technical assistance
given the intercept ststions was responsible, at least in part, for the rapid
increass in volume of Japmae allitery intompu
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Cortributions of traffic analysls to military intelligjence began with
ths lecation of militery segsage centurz adtaahiod to unit heazdquarters.
The fdestirfficaticn of nets and unit organisatioa revealsd troop locatiocns

minsctemnd thus giving highly importamt informatlion coacsraing
u-e Jupanese Order of Sattle. Traffic flow anaiysis—-the study of variae
tiocns in traffic volume znd patterans of station activity~~gavs iandications
of iapsnding ensmy activity. Clonvoys were detected and followed marely by
studying the changes in the pattern of commugicstions in the Water Transport
caode between various saaports aloag tihe routs, Audlogous studies of patterms
in air Force and uwmy Adainistrative codes led to detection of airereft and
troop sovemonts. Analysis of communications betwoen fleld uadts and their
home depots indicatad the locatlice of zlmost all divisions scuth of dsachuria.
The aovemont of a uait in the field could be dobected from ite home depot
tratfis, or through readdrcsaed messuges, or by mussages addressed to the

it code nams in llsu of a specific wwssage-center locaticn. Flmally

lasfght inte the zeneral content of diverse classes cf messagsa, zalaesd
through traffic anslysis, alded in establishing priorities in handling the
thousands of msssagne received dally. Thoush publiecation of datly end
weekly traffic analysis bulletins bogan in 3eptesber 1942, the sreatest
empbasis on the intellipencs aspect of traffia analyeis cazs in late 1944
and 1965, ‘Yhere duceptive measwrss are snot employed, trairic snalysis can
yiald & very large asount of falrly relisble intalllgance; siere decsption
is affectively practiced, deductivis fram tresffic analysis sust be used with
axtreme care, Since, however, thare was currently no evidance that the
Jupansee engaged in deceptive communication meagurses (a fact which was
confirmed after Vd Day), valuable results from trafiic analyais wore

frequantly obtalned,

C. Cryptanalymiy
Cryptanalytic procsdures are never atargotyped and permit no eagy

. dasoription. MHethods mst be workad out to suit Indtividual cases, but,

in general, the following stepe usually take place in one ordsr or another,




DOCID:

3480833

o FI IFJ'I":F! ' r"rr

HW OLbLICl

tao such emphasis cannot be placed upon the nead for cryptanalytic contimaity,
a topic which has also boen meantioned previously in ceancction with the eole
laboration of the British (ses pege 9). It is charecteristic of mocet arypto-
&raphers that they temdi to introduce aew aryplogrephie features and aloments
in a cougervative nanner. Thus, a asw system will frequastly not represent .
a radical departare from its predesseser but will, rether, be merely a refine-
noat and isgrrovemant of what went before. Since tiia ia liksly te be so,
the oryptanalyst sho cant start his etudy of a now system with a good acquaint.
ance with the cryptegraphic cmmracter of the ons just mads obsolete, and of
others used concurrently by the sams governamab, will bs at a great advantage.
The dasic factor uadarlying all succeseful cryptanzlyeis, however, is cons
start, rvatehfulneas Cme ol st oant detadls which aay provide an entry: one
or anothear of the cperatiocns menticmed sbove may reveal the natwre of the
system hut the surest acthod L3 astatistical anel;eis,

In Gorld War I and for many yoars thereafter, such statistical anelysis
wad dspendant upen hand methods slane, The cryptanalyst or his clorical
assistante wers foread to asie frequsncy counts or other statistical tabuoe
latioas ef the units of text (lstters or disits), taken either singly or in
groups, by hand, Hot only did the process irwolve an ismense amount of
drudgery but it uas alsd sasily sublect to serious orror. The sye had to
keep the place in s meaningless taxt whils the hand sade the nscassary
indicstions on the charts. Haturaily, the work, to be dependadbls, had to

“be palastakingly accuratet the result was that it was time-consuming, Sven

under the sonditlons of “orld Har I, when the velume of intereepted traffic
wag relatively low, this wy already 4 problam of most scricus proporticns,
iAs a congzequonce, stops were taken during the period of peace to find
adequate solutfons to the problam. The coet significant trend in erypt-

resesrch and devalopment during World War X1 has been, in fact,
the sxtent to which machinery has been unsed to cpeed up hand methods and
&lso to perfam operations whiclhy, becausa of thelr aagnitwde, could nsver
have beun stiampted without such apparstus. -

4 vary large uwsasucre of the sucessy of the 534 in cryptanilysiz must
be attributed directly to this fact. The ¢aorwous increase in the volums
of intereaptod traffic would alons hove made hand methoda wholly inadequate
to accompliah the tagk asst ue in tnis ¥ar, Fortusstaly, nooe of the eneay
nations geems to Iave realized the poasihility of developing such machinary
and tbe nooeszity of preotecting their cryptographic systens against attaelt
by suech msénn, ar if thay did, as was trus in the case of the Garmens, the

- realizatica was ool teo alear and insufficlent eaphasis was placed upon

the devalopmant of meeclwnical and electrical amalytical equipmnt. The
S84, on the other hand, bas had to keep csastantly in whils develop-
ing cryptographia aystems for our own upe (see Chapter IIT), the posaibility
that, ether nmatfons might also male, during the Tar or later,uwhr

_mm_mmmcwtcwmmwpmwmmm

eontingency. Thus, any new development in crymtanalytie techrdques has
bheimdinho!toctofmnwdanlomhmcwm
tuehni‘ucs,mdvicoraru. mmmmmmMmmymm
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and development in both flelds must be carried on within a single argani-
zation,

Saveral types of machinaery have been used. The first of these 1s
standard tabulating machinery, including machines available on the cpan
mariet 25 well as machinery of the same general type modified or developed
axpressly for the 5Si. The method iuvolves the recording of data om a
card in whici holss ure punched by means of a key-punch machine and the

_procaessing of decks of such cards by a oumber of other aachines.

| ¥hile fow, iIf any, cryplanalytic

units have falled to make exfensIve use of thesa machines, by far the
greatest employment of them has been in the solution of the Japanese .rmy
systemg., Indeed, the solutiocn and procossing of any significant quntit.y
of the hundreds of thousands of messages in Lhose systema would have bean
impossible without these machines., An indleation of the zrowth of the use
of tabulating machines of this type by the SSA i3 the fact that whereas
oenly 13 machines and 21 operators wers at werk at the cutbreak of the War,
407 machines had been installed at the peak in ipril.May 19,5, involving
a total af 1275 perscns as operaters and supervisors. The menthly reatal
for these machines reached a pesk in June 1945 of §60,982,

In Addition to standard and specialized tabulating machinery, anothar
important category of machines was that gensrally referred to as Rapid '
Analytical Machinery (RaM). Meachines of this categery usually smploy
vacuum tnbas, relays, elsctronic circuits, and photeslectrical principles.
A nuber of differeat types, designed within the SSA for specific operations,
ware developed and constructad by the 58A itself or in cooperation with
saveral contractors, and set up at Arlington Hall Station. One crypt-
analytic machins costing almost a mllion dollara, was basically homolo-
gous te an automatic telephons sxchange capable of serving a city of
about 18,000 subseribers and the S3A had two such machines, These two’
machinas were eapable of perfomming operatlons which, if done by hand
methods, would have reguired over 200,000 people. i second cryptanslytic
nachhw, specitionlly dealgned to perform a certain type of test by means -
of aleetrical relaym, served as the equivalent of 6,000 eryptanalysts; and
an improved machine of the same general nature but using vaoums tubes and

.ealectronte principles rather thaa relays, is now alnost completed. It is

expegted to oparate at lsast 500 times fagber than the relay type and can
be estimited to bs squivalent to having 3,000,000 people at work. In the
dovelopment and conatruction of these highly specialized crypitanslytic

- machines the 3SA expanded aseveral million dollars but it could hardly have

oparated without them.

/
D. Solubions

-Geyptographic systems have grown in complexity very greatly since
%orld War I, and in a brlat reporf. such as t.nia it 13 impossible to zive
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In sddition te this sachice, whish remafned in curyent mse wntil the -
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ware necassary o scive the and sfiitary sttaché

Solution was, even @0, eifeated in neariy sll ossas, & vy

Isvgn wioliomes saegages giving a5 to
Sntonbiona of the Japunese, coadifions in the far and ales of
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cur two Alliea, the British amd the Soviet Union.

() fapagses Diolomito s Kiltsary siracsé Traffis.

au:thum=dunnnamursyuunn to regeive attention in the 513 were the
were studied and solved,
frog those

mmmwmmwummm"
imlrlngmtulythm&m@hadnwwwmmm-
mmw & gredt mumber of keye, The second of these
Whlﬂ%mn&hmmmmthumm
Wm% ammnzc mtmum}g«md w&-i
'emnaum tMth- mmﬁhm mg-&:u-&m
& oat &8 the very
m!mniutim. It wis in Fohavary of 19L that an 534 cryptamalytic sisslam
t&m wbth ths detalls off the solution
. : rormm.mmmm
otm¢ &cmmctmﬂofﬁahum&oumthunm :
ammm.mmmmmw '
saalyeiss the 584 haw never sesn ons of the Japancse machines.
Wutmenkﬂmmwummm
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See Arpendix, Fo. 6.

¢. Hamol to Tokyo, no serial mumbor, 58A Bulletin Neo. H-164499,
22 Jaruary 1945, tranalated 1 fobruary 1945, sent in the

JBB {

tic) system. This mesaage ic ioportant besause

diploma
1t wwveqls thst the Jamanese were Ilntereastsd in sbtainine
ursniom. Ses ippendix, ¥o. 7. Vi

d.
Sﬂ.

Kowoow (Sato) to Tokyo, serisl mubher 1476, 5S4 Balletin He.
|1, 29 July 195, translated 30 July 1945, semt in

the JiA-2~J&J (diplomatis) syetems. Thia three-purt msesage,
the translation of which uze svallable to President Truman
daring the Potaudsa Conference, reveals ths mzuzy af Sato,

Amdassedor to Hosoow, at ths timo of the mformce.

Ses ippendix, RNo. 8.

buted %o a mmber

noeadthntshneb-ootthen rmmugaammlam
aftar they wore tranamitted, ancther took about teamxdgys and

a month for trenslatlon., Dalays of this kind xay be attri-
otraeb:rs In the first nlace it frequently happens that

m of such a complex naters that a congldersble velume

ba gvailable before sunceasful cryptanalysis osn be initisted.
a single or even a few magsages hive been Interveptod it may

hthnlﬁotwawma&oabukhgo:w-am
which mey take several days to aliminate. IThirdly, there is the queetion of
translation: 1in the case of Japsnese toxts, for exauple, in spito of the

Z

To

efforts made to train cogpetent
mu@tdthecﬁoh-yupatmthndthmmumottheemtm-
lyate.

Japanesa translators there nsver were
highly important massogee cantaining information domand.

ing immed antien by KIS fram being laid aside until the i{nforamtion waa
too lata to be ueeful, & palicy was adopted of scanning the messages s they
becume readsble in order to.sort thea aegording to the degres of urgency. In
spite of thase diffisultiss, howover, it frequently happensd thst meesages

deooded, tramsluted, and placed In the hahds of MIS before

inteyoepted,
mmmummmowm Aempiminm

thie kind vas
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(2) dapsnese iy snd Alr Pores Traffio
The following psragraph uwm;m@mw
in The Hew York Times on 4 Septazber 1%3:

Towak: Our sipengly escovted nedium bombors attacked an encmy
. ecosvey of five carge ehips and two destroyers which arrivsd
durring the alght with reinforcemanta and supplies for the
ensny garrisan, Coming in at sasthead height, our bambers
scored direct hits with X,000.pound bambe on threa freight

orourbcbem:ndmnmwmloah
ﬂntamtmthemtimmmqmthemumuphnsumottmmm

:

sould not uos becawss to do so 1d have run the riask of revealing te
the Japsness the fict that their sesret cosmmmications wers being read .
by us. The ability to cantinus roading he traffiec as a whols wes often -
aﬂmmwmeorgmwmemtmm_mm
mocomfalmhuonofsspadmmon. T

mRierf

iF oLl




DOCID:

3480833

¢
E

bomb. of the soavay et ¥ewak, as just desoribed, is a geod ex-
ample of the effeqt of the translatienm of an isclated asseage—only the
third part of a three-part message hed been tramalated in time—but many
messages, which individually are less striiding, when taken together and
coordinated by M8, permit the accesplishment of even more spectacular re-
n!te..mrollw!um is teken from a meaorendum prepared by am
otﬁec in ¥IS (27 Mareh 1345):

g-_g.m__t.:sr..m ' tlon fop Attaek
on Japenese Conyoy

_ 1. Information regeived, mmmﬂuummmczw
1944 revesled Japansse plans to send a largs cemvey, designated as the
"PAKE® Conway, to Halmahera amd Eew Guinsa. The cemvay, comsisting of
nine asrchant vessals and about twalve eseorts, sailed fram Shanghat
for the south in the latter part of April, carryiag 12,874 troeps of
the 32nd Pivision, about 8,170 troops of the 35th Divieion, with equip-
ment and other militsry supplies. lessages furnished the identity of
the ships and full details about the treepe and cargo loaded on each
shipe. Treffie analysis discloscd the approximate date the eonvoy was
scheduled te leave Shanghai for Manila and provided current informa-—
tion on the conwey's appreximate position omn ite trip from Shanghal to
#anila, Bofenﬂuhpﬁurotm!mﬂawlhy.nsmmeﬂd
the follewing infoermation: _

&. sghmduled noon positions for each day from 2 May to 9 ¥ay;

b. an outline of an alternate routs %o be followed only on re-
soipt of special instructions;

Ce nﬂmhﬁv&«thomintotwmm?lqten
point K of Halmahera, éns part (presumsbly the 33th Divi-
sian ehipn) scheduled te¢ go on-to Manekwari, and the other
part presumably (32nd Diviaion ships) scheduled to go on
to Rasile on Halmahera.

2, - sgtion taken. Information on the compositicn, loadings, movemeats
of the TAER Convay was forwarded to the appropriate rield. c¢ommands, as it
became available,

3. Opopetiomal results. aasmntmmmummwm
rine at a peint 30 n. ¥ of Lacag (KW Luson) and one ship was smk. On
6 ¥ay the convoy was again attacked by submarine 100 m. MY of Henade and
threo additional ships were sunk. Aboutb.womcpotoythardtheﬂ-
nance and other supplies were lest as & result of those ginkings,
sluding the Comuanding Officer and 2,700 troops (substantially all)qt
the 220th Infantry Reginant of the 35th Divisien. Two Japenese divi-
sloms, hotk exrditically needed as reinforcemsnta, were thus decimated and
their offsctivenscs ssriously reduced. Both divisions have since been

oot in comdat. mmmmmmmemmmum
was rogeived fren Ut .
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4. 0Oltra material usad. Preparation cof the intelligence dispatched

~ to the [iald commsnds required the examinatico and integration of a

- large number of separste and frequently fragmentary messages and traffic
analyais.

The fact that the two examples already chossn zere ooth comcerned with
the sinking cf coavoys should not be allowed to give the impression that this
nas the only phass in which intelligence was derived from Japanese Arxy
sessages. 1o quote again from the report dlrecdy cited as prepared by an
HIS officer:

‘A 28 May [1944] moesage, available 1 Juns, mentioned supplise nsedsd by
the 18th [ Japanese] iray (controlling operatiums in eastern Kew Guinea)
which must arrive st owak by the end of June in order te be of use in
*the attack on Altape.” In a 24 June message, available shortly there-
after, the Southern Army stated that the 13th irmy would attaeck Aitape.
Various other fragmentsry ressages, &il showing thuit 2n attack cn
Aitape was plamed, were alaso raeeived. On 25 June there becams
available a 20 Juns sassage from the 18th Army reporting that it was

an all-out attack against the U.35. Aitape perimster, to begin
about 10 July and giving the detalled dispoaitions of each divisiom
ander the coomand of the Arzy, nlus the planmed operations of each’
division in the attack. Total strength of the forces involved was

statcd in the message to be about 20,000 . . . . All of {this]
information was made available to the Comsender—in—Chief, Southwast
Paeific Ares, before the date of the planned attack. . . .The

Japanese attack was made on schednle and s complefely defeated with
heavy locses to the Japaness,

Tho resulting U. 5. acticn wea reported by The New York Times in three
s 88 follows:

"‘MM%M& New Guinea: July 12 Commmniqus: Altape-
. our medium units attack p planes and fighters with tmenty tons
hsmsaed esouy-occupled coastal sectors from Vewmak to Yeksoml, starting
fires in bivouac and supply areas. 4ir emd neval patrols attacked
lines of comaunicstions.

July 13 Commuoniqué: 45,000 Japansse troops trapped between adtape and
- TRewsl on Kew Quinea aincaApril have startoed e desperate battle tao
fight their way to the northem part of the island. -

July 1, Commmiqué: Our outposts mflictedbemmdma in g pre- .
1iminery emgagesent mith am enasy force -.ovins westward, appareatly
to attack cur Aitape position. Our msdiom units and atteck planes
with 53 toms of ezploaives, struck enexy concentrations in the Takesml
and Fewak areas. .

The examples just givan shou w t) produ he Japanese Airmy crypt—
amlyticprojeetlmortmmtestvalnom operatiminths
Paciﬁserea.."emstnnztmto hest.mby he prodoct was mado
possible. Bcfore the ¥ar ;‘ oty SI.> t-he secret cormunications
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and L i
saterial carried on by then in the For East, Some success had been achleved,
but the Japaness had, hy introduicing cortais changss, throwm the British off
the tracks current materisl was no longar readsble, Imagdistely after
aMmMrIWMmmmlmwu::

problens, but little could be duns cxpept to sart and file
contimity wos broken for 2 tima,

I
e

mmwuommmawmmabmmwm
ovllapse suddenly; ecde

its suhabigeturs and cawsiag the ilding to
ummxm@ma,mmummummmww.

Br tha axtusn of 1942, haewswer, traffis somrces had been establiched
and nare parseoancl had beoa cbtained, so that conviderable attention could
bs given to these prodblems, Tho method of atteck which soemsd moet likely
te prove suscossiul was that of going back to the laot paried of Bpitish
mmnmwm:mmww,mmm
in other woxds, to provids cryptanalytic cantimoity. This historieal method,
mmmalmgwmm,m mallyttwonlymowsa)mum
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fully Justified by the results, 3y Jmary 1945 progress had bean mede beyond
the period of British success, and at the same tims ancouraging resultz were
bedng achieved in the recovery of code groupa for addresses, which had pre..
viocualy seemed go hopeless a probles tJmt. ocutstanding 3ritish oryptanalyets
had counseled dropping the study. In april 1943 the Zirst break into a
current system (that used by the Japanese irmy ‘iater Transport organization)
was mads possible as the result of a mistaken notion oa the part of the
Japanase that so much security was provided in their current system that a
much smallor nusber of keys was udeguate for ths sncipherment of the indica~
tors., In this ingtance the sntering wedge wis simultansously discovered
(almogt, in the very same hour) by personnel of the 554 at Arlington #all and
of the CAB in Australia, It was most succesafully exploited as the resalt
of the constant collabaration maintainaed by daily intercamsunication netween

the two organizations.

The result of this inltisl solution wae a reorganization of faailities
within the J5A leading to considerabls expansion in personasl and sarvices
devoted to the Japanese irmy problem. Ultimately, the mumber at work on
thess probleme sxdeeded that of personnel at work on all other aryptanalytic
preblems combinod, and yet there nover were aenough tralned workers to carry
cut fu!ly uli phases which needed to be dones: the man-gowar ailuation wae
such at the time that the demand for perscanel was always groater than the
eupply, and even wheu the noeds wore temporarily filled there always was
saus delay betwmen the tisw new persqunel reported for duty and the time
they were raady to particlpits efrectively in actual operations, besause

preliminary training was usually eesentlial,

By early Juna 1943, two zonths after the initial break lato the dystem,
translation of atasr Transport messages were bBeing forwarded to MI3, Thare~
after, until almoat the end of the “ar, the Water Tranaport systam pnrovided
aot only. a broad pisture of the Japanese Amzy shipping organinuon and activi-
ties but also, from time to time, information regarding specific opers«tionzl -
movenents of ﬂhioh the legistics problems were discussed in Water Transport
pasgaged. To quots onos mors from Cuneral Marshallts letter to Coverasr Dawayt

"Operations in the Pacific are largely guldsd by the informaticn we
obtatned of Japanese daployments, ¥e know thely 'strength in various
garrigons, the rations and other stores continuing avatlable to tham,
and what is of vaast importance, we check their flset mevesmants and
the movaments of their coavoys. The heavy losmsas reportad from time
to time which they sustein by reason of our subuisrine action largely
results from the fact that we know the saliing dates snd the routes
of their convoys and can notify cur submarines to lie in wait at tha
proper point, The current raids by uxirel Halsey'a carriar foruves
on Japanesa shipping in Kanila %oy and elsawhora ‘were larsely based
on timing of the known zovements of Japanese convoys, twoe of which
wore caught, as anticipatod, in his deatructive attacks."

although widoubtedly Jensral Marshall included in tidas -sribute to ths signal

intelligence servicas the vary outstanding contribution from the sigusl

intolligence sarvice of the Havy, Sor fleet wovamsnts are mentioned, the
bulk, howsvor, of the information of the type cited came from the 13a.
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Sointion of the asin Ground aystem was aflscted by a sarics of
discoveriss that began in May 1943 and . culxinated in deaipherment of
mossages In September of that yeare Alsay by tho smrwr of 1943, sole-
tion of the addrecs syster had reached a pofnt shere the addresses of
qurrent intercepts vere readabls. Resoustruction of the address code
books, which had hitherto been carried on exclueively by a British
mnmm«mmmmwm«m),

was now undortaken at Arliogton Hall,

The ordar of battle intelligenne derived fiom daily lists of the
adirosses of Japansso irmy unita was a useful adjunot te the toxt of
the mostages and aven supplied knowledge of ailitary oparations ia
poriod-mthmeagathmlmmmm@h Thereaftesr,
mwmmmmmwmmmm
Wmicmm,mmm,wmmit

=5 terporarily delaysd. Ths knouledge of Japanese cryptegrapnic prag-
ﬁhandpmviounaolnﬂmofﬂubuiamboakpomitmmm

of pariude shich, from 2 cryptanalytic polst of view, were as difricult
&8 the eacountered at the tize of tha Puarl Harbor attack, systane

systens
which had !;haa besn considered hopeless of success.

ﬁoaadar techstical problems which had to be solved in 194 =ere the
introduction by the Japamene on 1 Msgusi of a now
which disguised the systom indicaters and a redigal shortecing of the life
of ono of the beying eclemeuts used in the Adeinistrative systess, Tha
unnoverdng of the disguise ia the ease of each aystem indicator was, of
ovurse, & prerwquicite to the subdivision of intercepted nsssages inie
their respsctive systemn preparabory to any other steps toward salving or
reading the acassgus, Theugh the iatroduction of this featwre might have
bean a major cryptamalytic disaster, it fortunatoly turmned out to be only
a mdasrwe, because it wes &t first effected by an insecure method, and
spoudy sointion was therafors possihle., Subsequsntliy the Jupanesa modi-~
fied tlo cothod to the pofnkt where, had it beea uasod initislly, solution
would bave been almost impossibie. Tith coakfmuity of solution, heowevar,
aldod by information from oryptographic instruction messages wnd capturod

materfals, this handicap was overcome,
The prodlem prosanted by shorter intervals (flve days fnstead of

thres woeirs) batween changes of keyw, was essentially one of carrying on
femlyab‘ofomnftustmofqmmmmdthonlyabantatmcf

“the treffie previously avsiiablo, was evatually selved by & ombination

of mathode, nmmly, vory careful correlation af avery piece of intercap-
tad traffic, the wac of tabulating sachinery, whiol enshisd & treman.
mhrgemofownﬁmtobemmtsmun,mwem
of photoslectric squipment to exploit phenomena resultiog fron messsges
with {dentical or ne«.rly ide«ucal text but cryptographed with Mffereat

Roys.

Gnzo the dapanese bogas to suffor wmilitary reverses, their cnvpt.eu-
gmphic ssteriala ware fmqmtly capcured ard these scon caus to play
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a vital role in solution. Zspecially important was the capture of the
basic code books, or of the key books which the Japanese could not
eeaily replace with naw editions and which therefore were occasionally
contimed im effect for same tims after their capture. The complete
reconstruction of such code books and key books would have been a long

and

task which would have resulted in delays in production

painstaking N
of intelligence and pocsibly also in some dimimution of ita reliability.

Yet. the coatinned capture of such materials was not an unmixed blessing,
sincea whesover a capture mas known or even suspected, the Japensse
naturally chenged as many of thair other cryptogrephic materials as
posgible. .

Thanks to the care with which information obtained from the f.un:-
* lated messagos was used. by field commanders,ths Japanese seem never to

have suspected the poscsbllity of cryplanalytic compromise but, as they
began to realize that Allisd Forces were able to anticipate their plans,
they attributed our success to esplonsge activities. The following
extracts are taksn from a massage, intercopted and read by the 5SA, which
was sent from Pinreng to Piru (RIYA Cormmmniceticas Officer) on 18 December
1944 (Japemess sarial nusiber 893, 3SA Bulletin number J-8092-A-I):

"

« o « + there are substantial indications that tho enomy has
understood onr important plans in the Surma and Philippine

areas. Therefore, we are inclined to be somewhat doubtful

about the codes now In uss [and] ezch unit commander must

mltiply his alertness toward counter-espionage . . . . This

is an oxder. Farthermore, you should axert your best sfforts
towards overcoming the deficiencies in the counter-esplonage

aet~up, and towerds perfecting it. If you fall to do this,
troubles will arise, and you mmst take resolute acticn in

facing them, without a thought for yourself.® :

- - Because of actual or suspected compromise, however, changes were
made 8o frequently and complications so often introduced in the Ground
systeas that snalysis becerss more and more difficult. By the and of the -
¥er the Grownd problem reached the polnt where the tine required for
solut fon made the productios of current translations seemingly impossible.
The genersl intelligence value amd the special eryptanslytic interest of
the problem, however, warranted studies of the last unsolved period of the

highsst-echelon Japaness Ground Porce system, for which no captured material

or speeial cryptogpraphie intelligence were svailable, These studies,
successfully carried out during the final months of 1945, dexongtrated that
the development of cryptanalytic sttacks had kspt pece with the ever-
increesing complexity of hpamu cryptographisc procedures.

" On the other hend, no compromises or suspectod coxproaises took place

in the

caoe of the Water Trensport systems, ant in tha latter the Japanese

moved in an orderly fashiom to rake their periodic changss. Consequsntly,
the cryptanalysts were less hampered by frequemt or sudden chenges and a
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For lack of sufficiont perwonngl anc bacsusd of the spseial interest
of (CCE in the ilr systems, the 334 did not. conceran itself to any conside
e extiont, with thess systoms until late in 1944. Tersafior, sore
xore attention wag doveted to the air problem axi the 3SA eventuslly

mmmmmmum
mcrmmlywml%ﬂmmmmm

-

B

oat s ocomprosissd oode book, but fortmmatsely at different times soveral
succassive oditions of the signale code boele were captured, along with
the ey books for a mmber of periods, The text of these systems, which

' Japanoge systems
ammuyamm,mmnmmm
examinaed here aad their contents sarved ag a guids in the training of
2ilitary perwonnal destined forr fiald agenciss. The 35A did actively
in the soluticn of the Jow.oehelon air systes knowm as

' mwmmmgmmnm;mmmm
“mhmwnmlw&h,motm

ummmmmmm&wm on the
Japunaye’ Army probiloms, not only ab Arlington Had), Stitloa but also in
the Confiral Buesn af in the Namalfan Ialsnds, sad in the Indise

Lfmined by the inorease of traised woalbere all

“mzﬁgm&dhuamwwm-wmwﬁf-
Qinfnatod ant, ,&ﬁagthumﬁdutmbmmm“
' gooparaticn and coordination effacted by the interchange of mail

: mwsuwuammmmmmwnm
mmofmummmwmzwm«
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secrot commnications. It 12 a fact that during the entire period from
7 Decamber 1941 to the summer of 1943, nons of these commnications was
being read, Had this been otherwise, the mllitary sitmation might have

boen quite differcot. To Judge purmely by the disastrous effaect that the
solutions obtained by us after the autumn of 19,3 had upon Japanese opera—

ticns, it is legitimate to think that the important early Japandse pene- -
trations to the south might have mat with greater cbstacles and that as

a result the HSar im the Pacific might have been termimated many months
earlier.. If an adequate staff of cryptanalysts had been engaged in
studying Japansse Aray traffic contimoungly from 1939, when the systems
were Solvable with comparative sase, compleie contimiity could have beaen
maintained from the very outset of tha war. Afeter 1939 the systems became
more difficult but naver zore difficult than they were in 13,5 when, because
of the possaossion of a background of knowledge and experience built from
succesaful reading of eariier periods, they were solved.

(3) German Diplomatic Traffic




(b))

((E;Q)GGISQ 1033480833
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(4) German Army and Alr Force Traffic

It has already been motad that a logical division of work between the
British and the U. S. Governments resulted in concentration of ths 334 an
solution of Japanese diplomatic communications and Japanese military
traffic in the Pacific theater, laaving the exploitation of German and
Italian militapy traffic in the European theater the primary responsi-
bility of the British, When it is understood that the latter traffic requir-

. ed an organiszation of ever 10,000 people at the largest British proeesaing
center {GCCS) near london, and thousands more in the field to intercept the
traffic, forward it, etc., the wisdom of this arrangement becomes cbvioua,
In the tense days of early 192, however, the advisability of insuring
against the centingency that the British organisation woriing on enemy
coanmmications might be put out of opsration by enemy action led to the
establishment of an 5SA unit to serve as a back-up. Though the SSA played
the miner rols in the work on German irmy and Afr Force and Italian Army
and Air Fores traffic, neverthseleas it made noteworthy contributiens,

The German Armaed Forces employed two basic types of cipher machines.
One of them, a modification of & commercial machine known as the Enigma,
produced cryptograms of a very high order of security, but famlty usage,
Teutonic love of order, and addiction to stersotyped modes of exprassion
made 1t pessible for the British to solve a very large portien of all the
messages tronemitted, yielding intelligence of the highest valne. In this
work the SSA served as a cooperating and asalsting echelen, cantributing
new ideas, techniques, and machinery. As a result of excellent cecordina—

. .tion of basic research and developmant with practieal opersticans 334

engineers invented and buflt an electronic solution machine far in advance
Xf anything hitherto knowm for solving massages in the most euplieafad
form of the Exigma machinae as used by the Cermans,

In addition to the foregoing, specixllyulectedmuagoarere sent
from England to Arlington Hall for study and solution by SSi special :
machinery. The nacessity for apeed breught inte use special communication
ehannels and there were cases wherein the anawer to a speciffc prohlem was
obtained by the SSA, wired back and in the hande of the GCCS eryptanalysts
within 90 or sometimea ag few as 60 minutee.
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e 334 also assembled and basically trained a large group of tech-
nisisns who were thea seat to England to function as 3igaal Corpe units
under the supervisery control of the Director of 3igmal Intelligence, EYO,
Mtnﬁgh&emuﬁmud&MMMthﬁM -
attack oa the Baigma problem. Three apecial radieo intelligence detach-
mants were egtablished: the 6811th intercepted Enigma traffic, the 6&12th
sparated special solution mechinery previded by the British, and the
S8813th engaged in processing astivities. Tha coatributina of these unite
hthnlntimot&ﬁptnfﬁcmveryhpomnthtbmrdlp&m

of SSA activities.

mc&mmtarmalaousodaurhcafmmm
for anciplering telesprinter commmrifcations among thair highest echeloms.
Here again the 384 collabarated with the Pritiah in inveating and design-
ing new machinery as well as in testiag new tachaiques and

Two machines in particular, invented, designed, and built either eantirely
at Arlington Rall Statiom, or by am outgide contractor working wader the
directien of SSA engineers, wero then shipped to England; both were sue—
cessfully employed by British technicians, assisted by 3SA experts, in
work on these telaprinter comsunicaticns. In addition to malcing an impor-
tant contribution to the visctory in Europe, the experience the 3SA gained
mmhm_hbcrluonﬂu,afcm,bourymtetbm S. Army
uMmmurchintmneld. _

Nention must slso be made of our contribution in the signal imtel~
mmnmm««mm Nere again the 3SA
furnished key and basically-trained persennsl for 3ignal Corps units
*ﬂxhalhhrﬂimﬂwmfommmnmud!m
mutcmntuﬁm

) hretrie

@)( 1)
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Royalist Governments preseated no great diffisulty. Onme important result
of the surrender was the receipt of a large body of captured cryptegraphis
regonstrug—

" material going bagk over thirty years. Tests of the American

tions ageinat the photographed Italian originals showad that the former were
remarksbly corrects the ascurasy of the trenslations made from the recon.
structions closely approximited 100 per cent. Additiomal valuable lnfor-
mation was derived from partisipation in the Gipher Security Mission in
Roms im 1944 and 1945. When the Italians were finally allowsd by the
Allied Gontrel Coanmission to introduce newer systems, the 3SA -.-01.1

oquipped to begin a new attaeck,

(6) Other Diplamatio Praffis

Nexican diplomstic systems were studled as early as 1938 snd grad-
wally the attaek spread to cover other systems in the Jpanish langnage,
including not only thoae of Spain itself, bat alse of all other Spsnish-
speaking countries except oamly Honduras and Peragusy, which use crypio-

graphy so little that the supply of traffie is inadequate for solution.
Iml%ztnl%Ballotthmmtmmmwapmductionbuh.

ag fast as new systems appeared, eywercnlnd.

: and Brazilian diplomatic systems were first studled in
1941, intensively after 1942, and by the summer of 1944 @most of these
had become readable. The impertance of Portuguess traffie is, of course,
ebviouas Jisbou, as ons of the few nsutral capitals, was a valuable

eanter for informatiom.

French systems (these of the Wiehy Governmant were first studied in
19i1) fnvolyed the concerted efforts of a large staff since one of the basdc

nxﬁcn& otthauwkof aolnﬁ.onmre theﬁmﬂlhm

Attention was first axtanded early in 1943 in the Far Eastern field te
systema usad by govermment® other than the Jepanese. UWltimately, thess
included the Ghmngking Government of China, which forsed the k of the
otfert,theltﬂdng&!“rmntatﬁdﬂ&,andm goverrment of
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Boyalist Government of Greece, and the Eaxi Governmant of Nmgary.
Seiution of these systems was cemplisated by the difiemity of cbtaiming
compatent linguistie experts, but in the end cns or two systeme of each
of the governments named had been mads readable.

(7) Heather Traffic

In peacetims informaticn concerning the weather, and predistions d
future weather, are very important for most people, and large tions .
axiat in many eountries for the cellsetion and slaberation of weather data,
Sugh data are usually trassmitted ia a universal code called the Iater-

" pational Hateeraolsgical Code, knewn t4 all sountries. During wartime, in
‘nt-!opwatiou, especially thess invelving aircraft the importance

of metevralagiosl cbheervations and datatinforessst wasther conditiome over
Itaited or extensive areas in the oumbet seoe osed hardly be esphesised.
It is for this reason that such information must de semt in cryptographie ]
form, useally by enciphering the basic data as encoded in the International
Neteorelogical. e '

mhMLMudmsz tag years a unilt was

in:crnaum uwsaful, lask of knowledge of climatological eond!.t-icns
particularly in the Far Bast, and teghmical difficulties, But the offorts
u.axnm'qmmdbytmmxmmc,mmmm,
. aad by the Japanesa in the Far Eest ultimately proved sucosssful. Ny

* this tine, hewever, 1t becane Ancresaingly clesar that, in erder to avold
wwsesssary duplicstion of effart with this prohlam in which the Navy wes -
slec, of course, interested, it would be more effictent te confine affarts
of the 35K Lo the training of fisld teame, te research and develepmaot of
tochalques, and to eosrdination of all unite in the thesters of operation.
By an agyessant uwith the vy, reached ss the result of a Joint Coufersuce
of Army sl Bavy officers hald oo 7 April 1944, both asrvices were to
centinue interceptien, ressarch and davelopment in the fleld of weather
traffic, whils the Navy undertook responsibility for ths exploitation of
theminlspms e weather system.. A full exchange of teehmnical. information
was to be mads and mwmﬂdwﬁomthermww g
users. Thereaftar, Mynﬂutimatkpnmemmmtthm

T

Lo DNLY | _ |

T




DOCID:

3480833

abandoned oy the SSA,

(8) Commercial Code Traffis

Exploitation of the iaformstion to be obtained frem decoding traffic
sent, by business houses and privete individuals in publis camwercial codes
was carried on more or less contimmously after oarly 1943. This activity
was ab first confimed largely to codes in the chief lasguages of Nurope .
but was ultimately extended to inalude alse a group of Japenese commercial
codes whish provided a rich aine of militarily useful information concern—
ing conditions in the Far East,

(3) Special Problems

In addition to the traffic already described, the SSA had to face a
nausber of sthar specizl problems requiring other techniques. These in-
cluded the transeription of shorthand doowmants; the solution of open
codes, a type of eryptogrephy in whiah a searet text is hidden within an
ostensibly harmless moesage; the transoription and translation of
Psgrankled speech,” that 1s, telephonic and radistelephomic conversations
in snaiphered and wmenciphered form in foreigm languages; end the solution
of secrel ink messages.. The last nemed type involved much work for the
Dfﬁuotcmmunuuhrm In this field the 9S4 technisciasna

feats not duplicated elvewhere: the recovery of printing om
docunents which had besn printed by use of fnks soluble in water, In the-
case of two documents valugble code msterials were recovered for ths

vory
_Havy; ove Lwvolved a Geraan, thcotbcrn.lapqnc code dook.

Sane General Resarks

The remerisble aucosss which the cryptamalytic units adtained must
not be ellowad to areate the impression that any of the tasks was acoom-

 plished without akill, treining, patience, vigilsnce, and mestal labor of

the most exhsusting kind. A dssordption of the essential features of a
ealved ovyptographic system moy oftem seem simple and it may be imagined

stherefore that sclution was eaxy, but this {s rarely the case. Frequeatly,

a simple oryptographia trick mey be ss difficult to detest as one of the

more gomplex varistiesa; im cryptenslyeis the effect of some minor coapli-
cating faotor, inserted solely to prevent salution, may prove to be a ser-
icus stumbling bleck though occasisually it may also prove to serve in the
and as the entering wedge leading to solutiom.

The tice nndct!art needed for solutiom, of cotires, vary with the

system, A simple substitution cipber may require only a few minubsd Wi -

by a single snalyst; other systems say be so difficult that thetentsreiir:
offorts of a number of porsons working for meuy months are needed. Of

"‘the two basie types of cryptography, eodes smd ciphers, reconstruction of

the former is, as has already been noted, a slow, laborious process, each
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code group having to be identified singly, and the larger the cods, the
longer the time needed; solution of a diffieult eipher may take equally
long but success is instantanecus rathsr thaa gradnal-—at one moment the
eipher is unsolved, the next it is solved, The reconmstruction of a cipher
machine is, of course a very leung process, but when this is finighad, the
keys used in each day's traffic may still have te be sclved as they appear.
For this reason, even when the machine has been recomstructed, reading of

current traffic may be delayed until enough traffic all in the same specifie
key has been received to permit golution.

Systems differ so greatly that a counting of solved sysismes is mo. .
adequate indication either of the volume of work accomplished, or of the
brilliance of the achlevement of the cryptanalysts. Daring the War a
group nover muzbering more than tweaty, and for a lonc time many fewer,
succeeded in making readable approximately twenty-five systams. In tis
same perind a group of about eighty persons were needed for the solution
of a gingle system. For thls reason the efficlency of the two groups
cannct be evaluated in terms of the number of systams selved,

A scmewhat bettar indication of cryptanalytie accomplishment is that
furnished by the nusber of govermments of which the traffic wss rads read-
able by cryptanaslysis. At the beginning of the War the cryptanalytie-
attack was centered, as wa have seen, oaly oa four govermments (Japen,
Germany, Italy, and Mexico), though a start had recently beea made cn the
traffic of a few other governmemts. By August 1945, howsver, the traffle
of more. than sixty goveraments had been studied and translations were
currently being prepared in large voluse, The number of these translations
is really the best gauge of the cryptanalytic achievements of the 334,
since they are the final produets of the cryptanalysts, assisted by the
combined efforts: of intercept operators, clerks, translatore, editers,
typlstes, and proofreaders. A figure in the Appendix (No. 10) shows the
rise in dally volume of translations throughout the War. It should be
pointed out that every message counted im thia tabulation was sent in
cryptographic form: neo plain.taxt messages wers included. Factors
causing fluctuation of volumes were complex: 1t is not always poasible
to explain declines, but on occasion the Iniroduetion of new cryptegraphie
technigues had the effect of slewing up preduction temporarily until
solution was achieved.

After cryptamalysis the messages in almost every instance still had
to be translsted-—a small percentage of the meesages are transmitied by

.tmbodgimtoumwu—mmertmtmmmprwm

draft form, they had to be checied for diction, accuraéy, and fermet,

and then typed for repreduction by the "DitteX process. "Master coples®

of the translatfcns were then once more proofread for accuraey of typing
and the required rumber of copies prepared. Following this, they were
forwardsd at frequant intervals during the 24 howrs tc MIS. In certain
cases, where urgency reqaired it, forwsrding was either by special courier
or by elsctirtical means, over spec:lﬁ cryptogmphie eircaita.
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Even then, the tdsk of the SSA was not finished, for it was necessary
that the dailf "SS& Bulletin" of tramslations be read carefuily by person—

nel whose duty it was to compile therefroa voluminous infermstion which
would, in twrn, be useful to the cryptanalysts working im other prebleas,

Thus the fruits of the labors of ome working unit could be at the dispesal
of any others that might noed it. 1Ia this ecoannection it may be stated that

the free exehangs of information and résulis ameng the traffic ana]ysh
unita, the cryptanalytic umits, the translation and "bulletin® units, the

commnicat ions-security unita, and so on, 1is abcolutely vital to success in

the whole crypiclogic field.

F. Ihe Pearl Harbor Investigation
4s this report is being prepared, the daily press is giving much atten-

tion to the testimony disclosed at a Jaint Congressiomal Inveastigatlom into
the causes of the Pearl Harbor disaster. While the inwestigation is not
yot complete, all testimony thus far diseclosed has demoastrated the incom—
trovertible faet that im the period prior to the attack the SIS wes perform-
ing the functiom for which it was intemded: Jspaness messages were being
translated and forwerded to MIS in considerabls daily volume, In this con-
nection the testimony of Major Generel Sherman Miles, who in December 1941
was Assistant Chief of Staff, G-2, as reported in the ¥ashington Evening
Star on 3 Docesber 1945 (p. A-4) is of the greatest interest:

“Hr, Gesell [counssl for the committese] informed the commiittae he will
be prepared }ater to offer a detailed reecesrd of the haamdling of im-
partant Japenese messages intercepted during the week before
December 7, 1941, but not deceded and tranalated until a week or
more after the attack.

“ir. Gossll said he is gathering data to show the monitor statioms
that picked up each messsgs, when it was iransmitied to Washingtem,
mw;imﬂorrdto,m'huitmmimhrm'

'Indiacud:gthcddwhmth‘uuamw Goneral
Eiles told the committes:

® ! The astonishing thimg, geatleasn, hmthatthsmmgnm
delayed, but that they were able to de it at all, Itmamrvql
mpimofmk."’

Attention hes already boem dramm (see page 19) to possible ceuses for

the interval which in scaes cases elapsed botuween the date of intereeptiom

and the date of translatiom. It should be paimted out here that it-ip im-
posaidle to tell from the raw traffic which message comtains important in-
formation antt which does mot. Only after all the mcssages have been reduc—
ad to plein text cen perscme familiar with the language pick cet the valua-
blnihundgiwthonpﬂnr:ltyhtmﬂnﬁm. o
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the
gystam, 1if dizclosed to the genaral public, has the f=madiats sffect of
stiamlating

ather gowernmenis whogs AWIRGEs may aow o a2t A later Lime
be unday study to endeavor to improve their syetues in such & -y a5 o
. « This ir, of course,; the aim of all
compllintion bureaus et all times: kmowladge that & given type of crypto-
graphy has been salved by ma'gnnnsmabu&.la&cunc;yvdﬂ; acoelaratie

b:ig?.ar!hﬁuue(L'tnn%:zﬁz::=:auum.unk.j;g
gygg indoed, precissly this

fﬁiﬁﬁiﬂ% §§§5?!' :ék avel panfionoed In the dualk, at
prspare tow types of cryptogrophic syntems whioh would & lesst not be opas

¢ the apeciifc idnds of atteck which Yerdloy had sham to be sucesaafd,
!nnmuyhantdeﬁmﬂn&susskua!an!nnuxuanﬂbdasadupun.ntmuaa

H

Bow that the slubion of the Jepanese oipher machine bas bhesn diselosed
%o the worid, all overmaents haws bomm wan notice thaft even & sywtem of
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I, THE PRESEWVATION OF SECURITY

Tho proceding ohapter hus showmn both the potentialities for intel~
1igence purposea inharent in the stady of enemy commrdoations amd the
axtent te which, through tho sucesesful activitise of the SS&, the war
Bepertoont and the Awy mare able to axploit thoss patentinlitiss in the
progsecutian of World tar II. e now coms Lo the really more isportant
obweres side of the pictime: the protection of cxr cwat cccmmnieztions
againot enexy algasl intalligance sardioes, for it ws to be presmwad
from the axperienss of World Sar I that other goversmmnts would alse
saintain such sarvices to subject our comusdcstions to careful scrutiny,
a prosumption shich was, indeed, fully confirmed throughout World Tar II.
Znemy sessazes salved by us zave alesr~out evidence that the thres major
dxie powsrs did sndeavor to derive intelligence {rom our commnicaiionsg
and spagisl oparations sinog the cessation of hostilities have added
mel to oy stocit of information coneorning enemy signal intelligence

sctivitien, saccesses, undi [ailures.

In cousidaring protsction agaiinnt ommxy sparations of thia type,
the goal sought w:s Lhe dewalomsent of teckicues and machimery that would
effectively prevent all poesihility of dariviang useful intelligancs from
agy of our gomwndcstions, no mstter how velmmdnous they may be and without
regard to the canxditions under ebich they zust be prepared or bandled. Dut

" the exparisnce of many yeurs of dovelopasut in the cryptographic art hag

shown thet the attedmsant of this goal stil} liea in the fubure; even rela-
tive seourity may be rugarded as high eohisvement when ons considers the
pany factors and difficultieos that enter into the problem. In & brief
report augh as this munt bey, it is possibla caly to indicate in wery
mxmmsmmmgfummmammammnm
thay were mot.

mm@mmwwmmmummmrmbm
in World Tar I, and since then so important have been the swccessive dawslop-
penty in the scisnce thet the extant tc which the successful conduct of largne
saale warlare is acow dependent upon such communications needs un emphesis.
Codis mathade, althongh they wera vary slow in operation, then

practical purposss, so thet the latier cstheds played only a miner role.
So far sn conceruad the 318 in its early days, this growth in the @ploy-
oent, of rodio meant first that, unlase more gpesdy means and mathaeds for
Memmwruwwmmumm

purpese, the traffic would probably be more or lass resdily solved by the
enany betinse of the sheer bulk of massages in the sino code or afpher

system. I wop scon rocognized that bhoth of thase mmeds, greatar repidity

D OerrnTy
—ULLIALE
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sors of giphor mechines; aizg and waight are of relatively little Smportence
and the best eryplegraphis tediniques oan be wiilized with few Iinttetiens.
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Rurthermore, the ayst.ons have to be adlptod for use with & mumbor aof
different media of aignal communieation. These include not only such media
a8 are involved in ths so-callsd “record communioatioas," where written
measages are transmitted in the Morss alphabet (dots and dashes) by tele-
graph, cable, and radioc, but also media utilising "volice communicationan
and "pin turs comaunicationn.”

In ‘.n?orld Har II not only was it necessary to inveat and develop such
aachines and systems for protecting transmissions by all these media but
they had to be produced in the quantities required, stored until rcady for
diatribution, and then distributed ail over the warld to users with proper
cbeervance of ssourity precautions. Each dooumant or deovice had to be
acooaunuud Lur with sosolute accurasy. 32eplacements {or a.i systems hed
to ho on hand at all timee becauss of the contimual danzer of physieal op
eryptanaiyuic comprouise, Moreover, aryptographic personnel had to bs
adequately trained in the operation and saintenance of all authorized
gystexs, To keep a permansnt check on the adequasy of current cryptographic
systems and the methods by wiich they ware being used, and to determine
future requiremsnts, maasage traffic had coastantly to be menitored or
otherwige proeured for analysis, ¥Vioclations of security had to be detestad
and gorrecied ia order that they aight be reduced to a minisum, since one
of the mogt profitable alds to eryptanslysis ia the exploitation of errore
aade by eryptoavepnic personnsl.

iony before ths “earl Harbor atback the foundations csseatial to carry
out thess funations had been soundly lald vo pemmit the tremendeus expansion

. Degesaltatad by the War. To fulfill thase funotions only 26 officers and

aivilians wera at the disposal of the SIS on 7 Decssber 1941, Only a half
dogen or so bagically diffarent systems were then in sffeet, with fewsr than
100 separata keys, Changes in eryptograshic keying materials werse made at
relatively infrequent intervals, since with the small voluss of traffic being
trenemitted in peacetime it was paaible to use thesa mt.emla tor longer
periocda.

In July 1945 the orm;m&xon at the S84 for aryptogreaphic compllation,
distribution, aseounting, and seeurity studice comprised mere than a thousand
offiqers, enl.hud men mcl women, and civilians. Clpher machines of sevarcl
different types had bean invented, mamufactured in large quantities and dis-
tributed to thousands of holders zfar a graphic repregeatation of this

,Whtewofmﬁho!mmberotmﬁminemmﬁmmdot

mmber of holdsrs, gee figures 11 and 12, respectivaly); a larze printing
plant had baeabu{lf., vaults sdaquate to store vast quantities of dosumeata
and machines had been constructed; gouriers carvied the frequantly changed
eryptegraphic materials te the four cormors of the world; maimtenance

and repair shops for kesping the cipher oachines in good servioceabls
condition had been sstahlished; tralning literature and courses

of atudy in maintenance had bean elahorated; schouls for training

[ S
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mnintenance, cryptograpuic, and sscurity techniclans had been eatablished;
and overything sesential to safeguarding tie comsumications of tha wast
allitary networks had bean provided, The resualt was that the U, .. irmy
was better equipped far cryptographic eomemunication than was any othesr
irmy in the world, It had the mpst rupid, mest secure, and most erficlent
eryptographio saehines and ite parso:nel wers the best trained in security
practices. How far it surpassed Lhe armles of its snemias in those respecte
w4ll be told later; the achievomsents of the 534 are all the more atriidag
whea considerailoq is given in this oconunection to the fact tiat oryptographie
commupiaeations and high stindards of seeurity of gommunication are hardly
neceasary or fowxi in civil pursuits, so that cempstent parsonnel are :
anavailable to begin with and must be trained for the purposs.

The security quipn-nt.s which deserve prinaipal stteaticn, are, as
designatad by thelr short titles, is follows:

a4. Apperstus for record coamunicetions (eipgtiar machines}
: (1) sIcaBA

(2) sicCli

{3) sIcTeT

{h) SICHIA

(5 "Ccu»

(6} Convarter B-2U9

b. Apparatus for voles communications (eiphouy mashinoes)
(1) 5ICSALY
(2) s1zJIe
{3) swzT

€. Apparstus for pioture comwuntestions (ofifax machinea)
. SIMRW i

Taking up apparatus of the Lirstm the S1GADA, or. Cotmn'mr
Rl 3l iunatrttedinme {Bo, 13}, was the result of a long
period of research and Mhﬁdbunbemhgthnsbuwly
a8 1925« It was lessefficlont model known s Convarter 134
which, bscause of lack funds, hsd besn put into preduction on anly a
Limited basis prior to the Var, Ths esrlisr model amployed a keyboerd, a

Vmommemmmmum,aammmmum

principles, using olectrical co-msction-changers ar npotors®

+ aryptographic
which, by retation on & shaft, congtaatly change ths ¢oanections betwesn thae

lgybaard and the printing unit so as to vary the relationship between the
plain-toxt, latters and thoir eipher squivalents. The rotation or stepping
of tha rotors was contirollsd by an exterasl element (in this case, o keying
tape), oot an intrineia part of the mashing itself and provided a simple -
seans for irregular or apsriodio stepping of the rotors, a foature that wag
oo, extremsly important, and irose from exteasive cryptanalytie studles of
sn eariier, ingecure machina, which, though of gencrally aimilar design,

produeod parindie repetitions in the key secuance,

bkl
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Mueh work had been done on the development of the ¥~134 and ths
stage of mgaua.t:.ng contracts with manufacturers for the production
of the machines in volume had been reached whea, in 1935, 5IS personnel
eonceived the idea of substituting Yor the external keying tape an inter-
mal, electrically simple but-cryptographically complex, meebanism which
would provide the loag irregular sequence used for isying, In spite of

.the faet that these techaicians thought the new centrul machanism far

supericr to that used in the ¥-134, megotiations for production of the
¥-134 in volume continued, since the administrative heads of the 3IS
feared that if a further delay in production, eaused by the need for
additional e xperimentation, should occur, the irmy might face ans emergency
without zachines of any type on band. Accardingly, the new principle was
laid aside for the moment by the army. But a few moaths later, when the
Ravy, dissatimfied with its current machine, was searching for better
principles to incorporate in a now model, the irmy communicated its ideas
regarding the interna) control mechanism to the Mavy, with the result that
the Navy adopted thia featurs and developed a highly satigfactory model. .
Additional eollaboration between both Ammy and Havy experts led to further
davelopment, of the machine and ultimstely both services joined in lstting
contracts with thes Teletype Corporation for & large ausber of maschlnes,
which became known in the Navy as the Mark II M (CSP 888) and in the
Army as Converter E-134~C, or SIGABA. The superiarity of this joiat
machine to its Army predecessor, the M-134, lles chisfly in the fact that,
though equally secure, it is much more rugged for practical purposes;
aince no tape is required, it slao involves fewer difficulties in distri-
bation.

Moanwhile, procurement of the K=-134 had proceeded by September 1939
to the point where 12 converters were oa hand and 10 more on order. At
this point cartain mechanical improvemsnts wers made in the ¥-i34 and.
thage wore incorparated into the 10 converters then on order and into 12
othiera ordered at that times these 22 converters were therafore givea
a slightly different number (M-13i-4). In all, there were ultimately
sannfactured 73 Convertera K-134 and ¥-134~A, many of which were in gervice
long before December 1941, They carried the great balk of the seeret and
confldentiel high-cosmand traffic of the War Department for some time after
7 Decexbor 194), for alihough by that date the Havy had let comtracts, In
which the Army was to share, for a total of 586 convertsrs B-13,-C, delivery
was 830 slow that by 23 Decesber 194 the Army had been able to distribute

¢ only 45 of the machinas, By the suamer eof 1942, however, enough SIGABA

converters were on hand to replace all the Comverters M-134 and ¥~134=A.
The SIGABA continued during the 7ar te be the most secure electromech-

" anical cryptographic eystem 1n use by any govermmant. Constant attempts

by cryptanalysts in the 534 to analyse SIGABA traffic have resulted
uniformly in failure. Indeed, svidence which has came to lizht since the
cessation of hestilitiss has revealed that though the Germans knsw of the
machine (they called it "the big machine®), they had had absolutely no
success in solving SIGABA traffic; nor had'the Japanese, The equipment
waighs 137 pounds, ia therefore semiportable and can be used in mobile as
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thie
mmuvmquummmea memﬂammmg
opo-abions, The inadequacy lod ta 2 Jolot .irmy and Javy project
the ,aamnzmoxw.mamvwﬂ

davolopaent,
a2 sechina ushieh persito highe-speed operatlion of the S
pavforated tapssr an autgoing mezssge is Zirst preparad im the fom of
porferated tape; the latter o psasewd through the “muto-sha” where the
mensage s saoiphorod snd amecges sgain in perforated-tsps form as a

E
|

is
Loy of & parferetod tape and the lstter can theg be tawssd to print the
devigbared aessdge on & taletype primkor,

The “atowaln,”? however, wast not perfected until zlmoet the clase
of hostilitfes, In the msantins the tressuious volus of masssges -
exchanzed aaong tie oy largs adaisistrative centers of the Ammy by
teletype Juoklitlewe iadicated thab Lhwre was urgens need for teletype
crypbograghie arparatus. e ased ws met by the developmant of tav
types of zachings te be directly sasociated with the - sgparstas
itealf, The Zirat of thase was the SRO0IM, a machine invented by 254

parecsnnl sad under their the
(sae the illngtraticq in the ispendiz, Ne. ). Attempta to devize
maghines for : g5 back te ¥World %ar I,
shen the iserican Telsphone and Tulegruph Compeny, woriking in close oone
Junotion with the Ressorch and o Gfrise of the Chief
ﬁﬂ,‘wﬂc&,mwam“w:um

« Bab the apparatis was oot sscure and the

With the Lsuinense of Torld ¥ar IX, research sad developmsnt of thiis
Woummdbrthom. mwmulmmm
the intreduction in 1943 of & sew cenverter, the K238 (SIG0Ui), whioh
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Ons of the important features of the SIGCUM and SIGHUAD machines is
that they parmit what is called "on-line operation®, That 1a, the twoc
ande of the cireult are go arranged that by tyzing the plain t.ex.t on 3
keyboard at the sending and, the mexsase ia enciphered, transmitted,
reoaived, deciphered, and printed at the receiving end, all in a aing‘.e
step. kt.umny, this type of operatiom greatly upaeds up talstype come
myications and is bighly deeirable, 3ut because the SIGCUK was not
secure enough to handle Top Seoret mwessages, anothsr atlempt at ihe
solution of ths probles of providine 1 high-security asystam for combin~
ing engipherment with trenemission was found in the "one~time tape® aystem
imown as SIGTOT (illnstreted in the ippendix, ¥o. 14). The besie principle
undarlying all %one-time® systems 1z the use of 2 ecmpletely-rendoodsed
ibey never repssting within msssages and nover woed a second time. This
necessitates preparation of two copies of the key, one for use at the
sending end, the other for ume at the receivinz end of the channel. The
5IGYOT 13 an applieation of this principle to transmissien hy teletype
and imwolves the preparation of two tapes bearing identiesl keys. 3y
running the tape through the 3IFIOT maehine ihe plain-text letters:-are
cembined with the taletype sigmals in such a way as to tranmit aute.
matically an ensiphered text which im turm is deqiphared alse autematically
by the regeiving teletyps mechine through mhich the suootxi tape iz being
ran. Ia order to insmre that ¢he two coptes of the tape contain a key
saquence which is completely randomized, special elsctronic nchincry was
dovlaed by S3A engineers for the rugpase. The llmitetions of such 3 system
are those inherent in all "one-tims gsystamss dlfficulties af production
and distribution of tapes, anxd the fact that usually oaly twe eorrespendsats
can commmnicets by meens of such a syntem. There a large ceater must
cnamaxisate with many suberdinste er coerdinzte headquarters, & "one-tims™
system canmwé be uged for mitiple-address messages unless each of these
headquarters has on hand a copy of the ¥eying tape. 3By maltiplying the
aumber of copies of the tape the danger to security from physiesl
18 grestly increased, and for thia ressom arrangessnts for the uee of Yone-
tins® tapes with anltiple-sddrese msssages has been atrictly lixtted. This
was the moat zericus inadequacy of the SIOIOY aystem. It d1d, however,
possene that groat advantage inharemt ix all trus “ene-time" systeme,
namaly, absolnta sscurity frex cryptanalytic cempremise, and aseurancs
that when key material is captursd, omly the speeific keys captursd ars
compresiiged, so that ne meszazes other than those in the captured kaya

oax be read by the eamny.

: mmmm;mamuns'm,mmnmnu
madn that the prineiple was adopted for use in mamoal zystems by the pre-
paration of ksy material printed in pad form, Iate in 1943 literal %ong.
andemnadoptadmaumitedmkrwmbyspeﬂmmkm
sent agente, later extended to military sttachés, Since no two pairs of
these pads are ideatical, & Migh dugree of security is achieved.
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Coamvertar .29, (SIGNIN) during the latter partottha War. SIGHIR,
mmmutaewpeadix (lo. 15), is especially designed for field

use of teletype. The machine is and more rugged than SIGCUM,
wekghing 100 pounds, whils SIGCUM with its assocliated
wizhs over 700 pounds. The cryplogrephic oa which

equipment;
SI0HTH i based, invented by 3I3 personnel, is seeure encugh so that it
can bo used with all classifisations of traffie an local eperation, oae
lins or off-line on wirs circuita, but only off-line in the case of radio.
The security of SICKIN was ostimated in advance of tasts to be approxi.
-thak of the SIG&BA, ia other words very high, but 1% is possible
mmmwmumwmmmmwm
" key. probability of such an egcurrence, hewewser, is very slim,
hould wurmwm_nq,uemmmu
the of thaes two asssages: 0o information could ba derived
to compromise the entire system. The system was placed on
- operational bugis in 19,5 and before complate reports concerning the
rmummmm,mmmrmmm
supply of ZICKER equipmant to be put lnto lmmediats operetion.

HBelstjions with the British were, of course, carried oa in the field
of sceurity as in the fisld of intelligence but to z mwh more limited
extent. Very early in the Mstory of this llafsen the deaision had besa

reached jodmily by the irmy and the Wawy to refrain from &iwulging to the
Hritish all informatiog goncerning the Coowerter E-13i~C, but the problem

HOH
Eﬁse

a
ph

uamfumummdawmnummmmuum

The British were willing to diwulgs information cencerming their machina
Salli is

sasll extent, mthmwowmm-mpmmm
known as “OCK* (CCN Mark I), sa adaptor designed %o pormit messsgee
sent with the SIHABA by U. S. forcas to be deaiphered by the British hy
maummwmwrwtmmm By thia
arvanganent satisfertory cryplographic messs were providsed for various
mwwwmummmamsm
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The imperf of Converter 4-209 are that it is alow, operating
at approximately 12 words per simute, and that the security afforded ie
not as high aa desired. This aloment of ianssgurity is largely acccasionsd
by improper or incemplste treining in its usage. 'hile adequate training
can be given in a few hours, experience in the flgld has shown that 23 the
result of casualties, completely untrained persoanel, such as truck drivers
and cooks, may be foreed to do the work, A security study of S0 traffioc
in the spring of 1944 led to the recowvery of lays for a number of days and
deeiphersent of sll traffie for those daym by SSA cryptanalysts. GCerman

out methods of analysis which were bamed on the availability of meesagee
in the same key. The greatest extent of enamy success in solutim, how-
ever, was reconstrugtion of omly five or six keys o meath out of zore
than 5,000 in effect during the moaths that this device was uged, -

- So mueh for sscurity squipment for record communieations: we now
cemo to similer equipment for voice commmmications., Tha need for an
aven mare rapid means of secret commmication and one which would permit
conferring by telephone and radiotelephone--in other words a ciphony
(omipbarodtehm) device~~had long boen realissd by SIS perscanel.
Cormevelal speech inverters, in use in this country and emplayed to a
considorable esxtent over wire linss by the Brdtish in England at the
beginning of the Mar, were conaldered far too inmecure for U. S, Army

requiresents. Consequankly, attention was -iven to the development of
equipment to provida for thess neods,
' mmlwwcmmmmmummnm

Telephone Leboratarias had practically completed development of the
spparstus now known as AN/GS0-1 (SIGJIP) mhem respomnsibility for spesch

apparstug development was assignsd te the 334 In July 1943. Teasts of
the spparatus as them developed revealed that it did oot meet Army
requiromentes, Mhha&ﬂmtms,ﬂnmdtwmmd
portahle, simplc spscch equipment nscessitated the use of SIGJIP;, amd
by1mymmemmso:sme@wmmmum
mm,mmmmasmm

Herkmthpmbluofdaalophgarmllymew;m
coatimued, howover, being dome in the main by the Dell Telaphons
“taberateries with tha cosperstion of the SSA, wiich was respomaidls ouly
for the security of the aystem. Fimlly, a fixed.plant spoech scrapbler
(Rsm-ﬁ.hmum!ﬂmphedmmmlhhlw
betwess and London,. This equipment is far too complex to
desaribe here {see the fllustration inm the Appandix, No. 17, which shows
approximately cng-balf of omo terminmal. IV can oaly be irndicated that by
using “one-tims keying records or a key-generating device, SIGSALY
caxmnications schieved great security, amd that from July 133 to the
end of hostil{tlies 12 termimels were in eperation, so that highly soours
m&uenmmimimswempmﬁndhetmnmmmwm:hrs
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at the following pointas London, Algiers, Brishbans, Manila, Homoluln,
Franlkefurt, Paris, Guam, Oakland, Berlin and Tolgo. Inbercammmication
was peasible between all the temminals located in tha Pacifie area
(including Oakland}, and likewise between all terminals in the European
Thester. In addition, ome terminal wus construsted on a seaborns barge
for temperary uss in the Pasific at such periods as land terminals were
not yeot availabls oming to the moving of haadquarters. hea
Southwest Pacifiec irea, were moved from Brisbane to Manila, thotemhul
on the barge was towed to Manila and provided facilities zvailable for
‘uge there long befere it was poasible to disassesble the land terminal
at Brisbane, ship it to Mamile, and then reassemhle it for eperstion at
the new logstion. The complaxity of the SIGIALY equipmant...the
approximate cost of & terminal, including instsllation, amowmted to
$400,000~wnas such that to instsil, ssintain, and opsrate a terminal
specially tralned personnel were nesded. For this raesson, the 805th
Signal Service Company wes activated by the Army Communicationa Service
and a detachssnt of ten officers and six snlisted men, trained for three
months in the Bell Telephone Iaboratoriss, was sont with each tersinal,

The great weight of the SIGSALY equipment for a single terwinal
(about 90 tons}, a» well as its large space and powsr requirements,
effectively prevented its use in the field, where tbe advantages to
be gained by having highly secure voloce cosmmunications ware moet apparest.
The succesaful development and important usage mades of the SIGSALY equip-
ment therefore led to the design and development, by the S3SA itself, eof
a much szaller and lighter version designated as AN/03Q-2, the SIGXIT
equipnent. So moch reduction in sisge and waight was effected by intenmaive

. work and excellent engimsmering that an equipment that could be housed in

a 2-1/2-%on trailer and therefure suitadble for field use was preduced. The
mhzum«mwmtumtﬁwmmmm

in size and waight thore has been no serious impairment in security:
SIGRIT im, for all practical purpodes, es scoure as SIMBALY. It is felt
-that SIGRIT will earcise a proafound effect upon future developneats im
the realm of secars comsunieations in the combat zone.

Iastly, we camo to the questicn of ssourity equipment for *picture
coazunications.” Development of facilities for the facaimile trans..
miseion by wire and radic of phetogrephs, maps, diagrams, amd the like,
jakes pessible the repid forwarding of infarmmtion of great. velus ia
‘militery eparations. The desfrebility of enciphering such trenssissions
had been recognised as long ape as 1924 tut pressure of other projects
hod prevented development of a solmtion to the problem. Rerly in 1942,
howevar, the Third Army becims interested in ths use of telephete for
the treaseizsion of sftuatisn maps and othar graphis material; the AMF
was also interested in trassmitting weather maps secwrwly. 4s & first
stop ia the solutien of this problam the 3SA was instrumental in bring-

‘ing about & servey by the Sational Bafense Rescarch Gomncil of the prewe

ious afforte which hod bean made to develop oifux (anciphered faceimils
transaisston), and in the summer of 1943 all responaibility for cifex
dovelopmant was trdansferred to the S84, Bew faventioms and

by 334 englneors, uwpea et older invantien mnby&pmol,hdﬁo .
mmﬁkwm&m«uu/mm.
w:umunwmuwtm, m,mm.
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I. A high-security administrative aystem designed to encrypt the trans-
mizsion as & whole, |

II. A cipher machins for uss betwesn highest administrative headquarters
. ‘deowm to and including headquarters of & fleld arsy for all classifi-
cations of traffic,

IIX, Aémm.acmwwmmuumwuuvz-
sim hesdquarters for all classifisetions of traffie.

IV. A small cipher machine for use by field units within s divisiom for
811 claseifiestions of treffio.

¥. A saxll hmwiepowered ¢ipber mechine for use by fisld units for all
classifications of traffic.

V1. An electrieal machins functicaing om the "ane-time* principle for
use by healquarters dowmn to and inclunding army headjarters for
ecsmmications requiring absclute security.

A “pengil and paper® system of highest sequrity for special alesioms.

ViI.
ViIX. A'Mﬂpwmdu@ﬂmmuﬂwtwm
ay ues. . ’
IX.

X,

XI.

Cifsx equipment of kighest security for fixed-plant instzllatioms.
Cifex emipmint of high and medimm security for mobile fisld unmits.
Ciphony equipment of highest security for uge in fixed installe—
m. "{':7' ; = : — g N
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(b)(3)-18 USC 798

{b)(3)-P.L. 86-36.

TP T rn' AP

PO olbisll

III. Giphony equipment of use im the field with standard Signal Gorps e-
quipment.

XIII.. GSphony squipment of medium security for use with standard Sigsal
Corps equipnent but more pertahls than Requirement XII.

Equipment curremtly in use has been déesmsd adsquate for fulfillment of Re~-
quiremeats ¥I, VII, VIII, and XI. Equipment currestly in use is deemed net
ubolly adequate for the fulfillsent of Requiremmts II, III, IV, and ¥V,
Roquipment now planned for interim use will, it is belisved, fulfill Bequire-
sentes II, IXI, IV, IX, XIX, and XIII, and oquipment planned for ultimate
use will satisfy Requirements 1II, IV, XII, and XIXI. This leaves only He—
quirements 1 and X, for which no equipment is in use or at present under de-
vealopment; the sstisfactory solution of these two problems 1lies whelly in
ths future.
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1.

2.

3.

oo

5;

e

1.

8.

%

A typical 384 unit at work.

Historieal Outline of Code and Cipher ¥ori, U. 5. Amay, 1861-1945.
A meseage from origimator to MIS.

Latter fram Geseral George C. Marshall to Governor Thomss E. Dewsy,

dated 25 Septesbar 1%4, repreduced from The New York Timeg of
8 Decomber 1945 (page 5).

‘A Japanese measage from Jerlin to Tokyo describing Germsn zestern

fortifications.

Ahmmun-ummlﬁvn&ﬂaﬂu!dm:ammmugunﬁe-muﬁmm
of mmitions.

A&muuunauuwfnmﬂnui&»hhmahwhgﬂntunaqmnu
mere interested in uwreniom.

1 Japanase moasage from Moscew to Tokyo showing sctivity of the
Japanese Ambasgsador at the time of tis Fotsdam Conference.

A Jupanese amssaze in an uwnimowmn eircuit forecasting the arrival
of a convey et ewak,

Bulletin Produckion: Average Raily Volume of Translations of all
types.

luwwofanMnnﬂmzwnau1ndﬂnt7mmdnruWLw
Betober 1345,

Number of Holdare of Spyptographic listerials Desember 1941 to
Octoder 1945.

The Comverter N-l34-C or SIZABA showing internal rotore. (The size
is indiecated by the stamiard typewriter keybeard.) o

ﬂn&uMuﬁsm@UGNSEKIMIMUﬁ#m.(Tmsaliahﬁwﬂd
brthiﬂududtnnuﬁhyhnhaﬂh)

nECMNﬂﬁuﬂkﬁmorﬁmﬂl.(ﬂnlﬁnllhdhmhﬁhyﬂh
stagdard typewriter imybaurd.)

The Comvrerter B-209 ready fer usg.

Ons end of a SIGSALY termigal. {(The size io indicated by the
ﬂmﬁhﬁtdwﬂmncgﬁnuﬁd .
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A-nri.m State Repartasnt
spip cipher 48
Amarican Tulephone and

Telagraph Conpeny 42 -
Nllﬂh 17, 33, 25, 26, 39
an;:rm of commnications

ufbﬂb.&munnﬁmmna
5

anslyein, etatistical 15
analyst 33

analytieal equipment,
machanical and electrical

uéﬁmai 45
Aifcag-2 &6
A/GXA-2 46
mon’t;na 12

speriadia oteppinz 0
epparetes 40, 42

. oppareine, high-seeurity 46
- spperatus, teletyps 42

appyeciation 2

: Mim'a-dmg 5
Arabig systens

arbityary choice 23
Mliagwn Hall Junior Callege

Arnnstoa Hall Station
2, by 6, 7, 8 12, 16,
2hy 25, 27, 29, I

bl

ORI

Fa I el
l L | ) - —
\f

BT A I‘.'lll‘l I \._,l Iﬁl‘\]l 'JL_LL

attack on Aitape 22
sttask on Enigma preblem 30
attack on Italian syateme

2
attapk on TARKE Convoy 20
attack, peribd prisr to Pearl
Barber 3%

sttack, Pearl Harbor
17, 28, 25,
attack planes

2
Ut;t‘ck, vulnerability to
attecks, low 1¢v01 20
Austrisn
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antomatie deoipherment break in current aystem 24
42, L3 Brigadier General 8

autamatis snciphermsnt 42 Brisbene L6

automatic telephcne axchange Britisk 13, 17, 29, &5

- 16 British aid 9, 23

sutcmatic transmission 43 British cipher machine 36

kxis 48 British callasboration 1§

British comtributions 9

Axis pomers, tiree major 37
British cooperating centers 13

Bettish cryptanalysts 24
backlog 19 : British informetion 30
background koowledge 28 British machinery 30, ik
) British ovder of battle 48
British orgenisation 17

.
-
x

S X
>

B

Baron Oeilma 18 Britisk orgenisation in
barracks 7’ India 2%
' barrage ballocn 20 British proceesing center
. barrages, anti-airoraft 20 29 )
. basic decisims 9 ::ﬁﬂ::.rdhmioﬂaxiux z;h
Bagio Military Requiresents responsibility
' &7 o British solution 23
. Battalion, Commanding Officer British suecess = 24 ;
of & British systems, Cerman {
&&ounn,Samndsnyul sojution of 48 -k
. Seyvice 8 British technicians 30
- Battalion, strength of : Eritdsh unite 30 © A
R - Mﬁm and A-rim oporation. i
-~ Battle for Russia A8 - 3
“Battle of France 48 Blﬂdiag the Q'guﬂzation 3 Jf;’
. stedy of Ly . Bulgaria 32 . =
_'magmuxanuraru@ma. Bulletin nembsr 26 %
' iihumntwuﬂac R bulletin waits 35 . -
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27, b3
center for information 1
centors, Army administrative
b2 .
Cantral Bureaun, Brisbane
18, 27
Central Buropean governments
traffic of 132
Central Pscific Area 10
cantralized organization
3
chaina of command,
ident ifieation i

_chapge 36

change connections 40
change in control 8
change of emphasis 3
change of name 7, 9
charges 23, 26

. changes in Japsness systems

25
changes in keying mterials

. 39

changes in keys
25

chkanges in security techniques
38

‘changes in gystems I
- changes, periodis 26
. channel . 43

channals of commmnicatfons,
special 9

.Met Cable. Censer 13

Chief of Staff. 10

. Ghlsf of Staff, G~2 &

Chief Signal Officer 3, 6, 7

Chunicing Government 31
cifax 46

clfax, development af 46
aifax equipoenst 47
cifax machines 40

cipher 30, 34
clphar equivalents LD
cipher mschine 34, 3%, 47
cipher mackine, German
28, 3
cipher machine, hand powered
L7
cipher machines
17, 30, 35, 39, &0
cipher machines, German 29
cipher machines, servicing of
39
cipher method, secure 18
cipher methoda 37, 33
cipher printing telegraph -
42

Cipher Secwrity Misslon M

aiphsr sclution 23

aipher, substitution 33

eipher aystem 37 :

cipher systems, pure 23

cipher taps 42

ciphouy &5

ciphony ecuipment

ciphony machines

oircuit 13, 43, 47

eircuits, wire L&

oireuits, cryptographic 34

cireuits, alactronic 16

circuits, radio 13

eivil pureuits 4O -

oivilian eryptanalysts, expert
h

L7, 48
40

- civilian strength -4

oivilians 6, 39
clandestine unit 3
Glaass IV installation &
clarical assistants 15
cleriz 3%

climete .
climatological comditiong
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coastal sectors 22
code 34
code book 15, 23, 28, 33

book, compromised 27
books, capture of 26

eode
cods books, address 25
cods
code

a books, captured 27
eode books, signals 27
oode clerk 23
compilation 3
group 34
groups 16, 23
groups, counts of

materials 33
mssags, enciphering

igiiciiid

mthods 37

eode name, unit 14

code mumbers, solution of
13 :

ecode, plecd~nume 13

¢oda production & .

¢ade scdution 23

oode aystem 37

ccde text, 23

code, two rart 18

eode, aniverssl 32

‘Gode and Cypher Scbool 9
‘codes 38

godes, led.niztrative 1L
- d@odes, Alr Force . 14 ’

aodes for combat purposes

codes, Italian 30
cades, Japsneze camesrcial

codes, Japanese dauvbts adout:

eodee, inproved 17

aodes, umencipbered 30
codes and ciphers 33
codes and ciphere, complilation

3
codes and ciphers, foreign

3
¢offas bars 7
collaberetion 30, 41, 45
oollabhoration on machines 42
collaboration with 3ritish
9, 15
collaboration with CBB 10, 24
collaboration with Ef and WEC
10 .
collaboration with Navy 9, ik
collaboration with U. 5. iy
Intelligence Services in
theaters 10

collateral informstion 14

combat troops 2
combination of methods 25
Combined Coemmnications 44
eombined efforts 34
eombined operations 10
ocambined opeyetions,
aystenm for 44
Commander=in~Chief, Southwest
Pacific irea 22
Commanding 0ffloer of the
Battalion 6
Comeanding Offlcer, Signal
Seeurity Agsay 8
commerriat ion, General Hiles'

35
gommendation, letters of
10
comuercinl code traffic 33

. oammercial codes - 33

commercial messages. 1l
gommercial sveech immera
A5

comitted 35
communication 1O
communicat ion chammels 29
compumication ceowrity 40
scamunjocation syztem 11
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compunication with subordinate
or goordinate headquarters
L3

commmunicatioms
8, 9, 11, 29, 37, 47

coemmunicatione, snalysis of

14
commmications confidential
L2
communications, cryptographic
38,
eo-n’mioatipns, diplomatis
17 . .
communications, elsctrical
5
communicat ione, enemy 3, 37
commnieations, future
nilitary 47
commmications, German
3, 30, 48
comsuniastions, Italian

30

eammniestiona, Japanese
18’ 8’ ”

comunications lines of
2

communisations, meil and
telegraphic 27

commnications, means of
45

communigat lone measures,

deceptive 14
cesruniost 10@9 mlitary

7
communieations networks,
enemy 13
comumications offieer,
RI¥A 26

‘eozimnicetions patterns,

changes in 14

commmnicat lons, seoret

2, 42
sommunications segurity 2
cosmunicat ions security

wmits 3% .
coomunication, signal 37, 38
communicat \ong, SIGSALY 45
commnications, telephonic 11
commnicat fone, teleprinter 30
communications, teletype 42, A3
communieations, woice :

39’ 10, 2105, ‘56 v
commmicue 20

2
compactness of ;quimt
3a
company 7
eoq)stent caryptanalysts -

5
compstent lingnists 5
compilation 3
coapilation burean, Japensse

3
compilation buresus, 36
compilation, code 3
compilation, cryptographic
10, 39
compile codes 3
complex redio procedures . 17
complexity of cryptographic
aystems 16

complicating factar 33
oo.zglmuom in Ground systeas

comprosmise 28, L4
e 39

compromige, >
campronise, physical 39, 43
compramise, socurity from

concentration of solution
activities 27
conference - 19
confidentis) communications
42
confidential mossages 42
Congressional investigation
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eonsolidation of facilities
27
construction, new 7
congtrugction of "aunto-aba®
42
content of nsssages 1,
continuity, break in 9
contimmity, complete 28
continuity, eryptanalytic
3, 9, 14, 15, 23
contimuity, laek of 27, X
continuity, nced for 9
contimuity of effart 29
eontimity of solution 25
continuity of study 28
eontinuous solution 25
contractor 30
contractors 16
cantracts 41
contribution 30
eontribution of detachments
x o s
contribution of the signal
intelligence services of
the Navy 24
gontribution of 354
(see aleo ashievemsnta SSA)
bh, K7 )
eq;tzibutiou to war effort

contributions
2, 8, 14
coutributions of 354 to
solution 27
contributions of SSA 29
control, divided 8, 9
control, dual 8, 9
control, administrative
8, 9
coatrol agency X
cantrol mechanism
control of intercept
activity 12

" Gomtrol of S3& €

gontrol, operational 8
contrel, transfer of 9

.control, unified &

eomversstions 18, 33
canversicn aquare 23
Converter M=194 = 40, 42
Convertar ¥-134-C
K, 1, k4

convey 20
sonvay, attagk om 20
convoy movemsnts 24

convoy, positions of 21

convoy routes 2, 48
convey, TARE 2

convey abt Yewek 21
gonvoys, dstaction of 14
convoys, sinking of 22

cooks A4S

cooperating centers, Sritish
13

m”ration 9’ 10’ 27, 29

cooperation of 384 45

coordinated attack on problems
27

coordimation &, 27

coordination of information
2

coordination of imtercept
activity 12

coordination of research and
development 29

coordinat ion of training

5
coordination of wits

1
correlation of traffie

-]
m!s'clpanﬂenoe, diptomitie

z .
correspondents 43
eo;: of eryptanalytic mashine

east of radio-tdotrpo facilitiss

12 .
cost of taletype facilities 12
counsel 35 '
sounter-agplonage 26
counts 15
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ocoursen, formal 3

Croatia 32
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SECRET
DOCID: REPEAMSIGILITY FOR CODE AND CIPHER WORK IN THE U.S. ARMY 186!1-1945

- {\BEFORE 1861

R 1861 - 1865 SIGNAL CORPS MILITARY TELEGRAPH CORPS
CIVIL WAR MOBILE STATIONS IN THE FIELD FIXED TELEGRAPH LINES
SOLUTION ACTIVITIES INCIDENTAL SOLUTION ACTIVITIES INCIDENTAL
1865- (898 SIGNAL CORPS

CODE COMPILATION, NO SOLUTION

1898 SIGNAL CORPS
SPANISH-AMERICAN WAR EXISTING CODES USED, NO COMPHILATION, LITTLE OR NO SOLUTION
1898 - 1917 SIGNAL CORPS THE ADJUTANT GENERAL ARMY SERVICE SCHOOLS
CODE COMPILATION ONE CODE COMPILED (1902) SOME TRAINING IN SOLUTION, TOWARD END OF PERIOD
1917-1919 {IN WASHINGTON) - (IN FRANCE) ' (IN FRANCE)
WORLD WAR I MILITARY INTELLIGENCE DIVISION, SIGNAL CORPS G-2 AEF
GENERAL STAFF COMPILATION SOLUTION OF GERMAN
COMPILATION INTERCEPTION COMMUNICATIONS
SOLUTION DIRECTION- FINDING
SECRET INK WORK - -
SHORTHAND
G-2_ COMMUNICATIONS

NEW YOR

1919 - 1929 N Ky (IN_WASHINGTON) "IN WASHINGTON)
- MILITARY INTELLIGENCE DIVISION SIGNAL CORPS THE ADJUTANT GENERAL
(WITH STATE DEPT. SUPPORT) CODE COMPILATION PRINTING
SOLUTION —_— ‘ DISTRIBUTION
PPN ACCOUNTING
~ (ALL IN WASHINGTON HEREAFTER)

1930-1934 |  SIGNAL CORPS THE ADJUTANT GENERAL G-2
! S'GNALC(:::EC%%‘ES:%?‘ SERVICE PRINTING STAFF SUPERVISION
TRAINING [N SOLUTION 25;’:&2:.’;’,:2" -
GENERAL TRAINING _
RESEARCH AND DEVELOPMENT

1934-194] SIGNAL CORPS G-2
SIGNAL INTELLIGENCE SERVICE STAFF SUPERVISION
CODE COMPILATION c--

TRAINING IN SOLUTION
GENERAL TRAINING
INTERCEPTION
CURRENT SOLUTION
RESEARCH AND DEVELOPMENT
PRINTING
DISTRIBUTION
ACCOUNTING

WORLD WAR T ALL PHASES OF ACTIVITY THROUGH STAFF SUPERVISIO
SIGNAL SECURITY AGENCY AND
SECOND SIGNAL SERVICE BATTALION AT
ARLINGTON HALL STATION AND
INTERCEPT STATIONS

194t - 1944 SIGNAL CORPS G-2 A]
N

DEC. 1944 - SIGNAL CORPS G-2
(. SEPT. 1945 ADMINISTRATIVE CONTROL OF ALL PHASES OPERATIONAL CONTROL OF ALL PHASES
SEPT. 1945- G-2

COMPLETE CONTROL OF ALL PHASES THROUGH
ARMY SECURITY AGENCY AND
SECOND SIGNAL SERVIGE BATTALION AT
ARLINGTON HALL STATION,
INTERCEPT STATIONS AND THEATERS

SECRET
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Gen. Marshall's Letters to Gov. Dewey

el

87 The Asechrted Prem.
| WASHINGTON, Dec. T— Fol-
lowsing are the tests of two let-
tare Gomeral Marahall sent to
Gopernor Dewey on Bept. 25, 1044,
and Sept. 271, 1944, concerning the
breaking of secret Japanese codes:
FIRST LETTER

TOP
(FOR MR.
. ONL

28 Septamber, 1044.

My Dear Governor:
I am writing you without the
knowledge of any other person
except Admiral King (who eon-
curs) because we are approach-
grave dilemma {n the po-
reactions of Congress re-

garding Pear! Harbor.

What 1 have to tell you below
is of suche highly secret nature
that I feel compeiled to ask you
sither to accept it on the basis of
your not communicating its con-

“tents to any other person and re-
turning this letter or not reading
any further and returning the Jet-
ter to-the bearer.

1 should have preferred to talk !
to you in person but 1 could not |
devise a method that would not
be subject to press snd radio re-
actions as to why ths Chief of
Staff of the Army would be seek-
ing sn {nterview with you at this
particular moment,

A have turned to the method of this

' ) lotter, to be delivered by hand to
you by Col. Carter Clark wha has
charge of the most secret docu-
ments of the War and Navy De-
partments.

In brief, the military dilemma
reeulting from Congressional po-
litical battles of the political cam-
paign is this:

The most vita) evidence in the
Peart Harbor matter consists of
our intercepts of th

:Beriod of years our €

lyzed the characte
the J Y

using for encoding their diplo-
matic messages.
a corresponding machine was
) buflt by us which deciphera their

people ana

the

messages.

Therefore. we posseased a wealth
of informeation regarding their |
moves In the Pacific which in @
turn was furnished the State De-
partment—rather than, as is pop-
ularly supposed.
partment providing us with tha
information—but which unfortu-
nately made no reference what-
ever to intentiona toward Hawali
until the last message before Dec.
7, which did not reach our hands
until the following day, Dec. 8.

Now the potnt to the present
that we have gone

ahead with this bustness of de-
ciphering their’ codes until we

ss other codes, German as
well as Japanese, but our main

— basis of
{ Hitler's Iatections in Europe 18

ohtained (rom Baron

mesaages {rom Berlin reporting
interviews with Hitler and
other of(icials
Government.

dilemma e

his

1f the Jeast suspicion were aroused
regarding it, the Battle of the
Coral Sea was based on de-
aiphered messages and tharefore
qur few ships were in the right
place at the right time. Further,
we_ wers able to concentrate on
our limited forces to meet their
advances on Midway when other-
wise we almost certainly would
have been some 3,000 miles out of

place.

We had full information of the
strength of their forces in that
advance and also of the smalier
force directed against the Aleu-
tians which finsily landed troops
on Attu and Kiska,

Operstiong in the Pscific are
largely guided by the information
we -obtain of Japanese deplay-
ments. We know thelr strength
in various garrisons. the ratione
and other stores continuing avail-
ahle to them, and what ls of vast
importance, we check their fleet
movements and the movements of
their convoys.

The heavy losses reported from
time to time which they sustain
by reason of our submarine action
Jargely results from the fact that
we know the saiiing dates and the
routes of their convoys and can
notity our submarines to le in
wait at the proper point.

The current raids by Admiral
Halsey's carrier forces on Japa-
nese shipping in Manila Bay and
elsewhere were largely based in
timing on the known movements
of Japanese convoys, two of
which were caught, as anticipat-

; ed, in his destructive attackas.

You will understand from the
foregoing the utter tragic conase-
quences if the present political
debates regarding Pear]l Harbor
disciose to the enemy, German or
Jap, sny suspicion of the vitsl
sources of infoimation we now
possess.

The Roberta’ report on Pearl
Harbor had to have withdrawn
from it all reference to this high-
ly secret matter. therefore in por-
tions it neceasarily appeared in-

lete. The same reason which

These are still tn
the codes invalved in the Pearl
Harbor events.

To explain further the critical
nature of this set-up whi
be wiped out almost in an instant

dictated that course {s even more
important today because our
soltrces bave been greatly elab-
orated.

7As a further example of the
delicacy of the situation. some of
Donovan's people (the OSS). with-
out telling us, instituted a secret
zearch of the Japaneser Embassy
offices i Portugal. As a resuit
the entire military attaché Japa-
nese code all over the world was
changed. and though thie oc-
curred over a yeat ago, we have
not yet been able to break the
new code and have thus lost this
invaluable source of information,
partiqularly regarding the Euro-
pean esituation.

A recent speech in Congress by
Representative Harneas would
clearly suggest to the Japanese
that we have been reading their
codes. though Mr. Harness and

. the American public would prob-

ably not draw any such conclu-
sion,

The ronduct of Genrral Eisen.
hower’'s campaign and of all op-
erations In the Pacific are closely
relsted 1n conception and timing
te the information we secretly
obtain through these intercepted
codes. They contribute greatiy to
the victory and tremendously. to
the savings of American lives,

both in the conduct of curreat
operations and in looking toward

suits with which we are now
threatened in the present political
campaign. I might add that the
recent action of Congress in re-
quiring Army and Navy investi-
gations for action before certain
dates has compelied me io bring
back the corps commander, Gen-
eral Gerow. whose troops are.
fighting at Trier, to testify hers.
while the Gdrmans are counter-’
attacking his forces there. Thie,
howevar, is & very minor matter -
compered to the loss of our code
information.
ease return this letter by
bearer. I will hold it in my se-
cret file subject to your refer-
ence should you so desire.
Fuithfully yours.
G. C. MARBRALL.

Second Letter

TOP S8ECRET
(FOR MR.DEWEY'8 EYES ONLY)
21 September. 1844,
My Dear Governor:

Colonel Clark, my messenger io
you of yesterday, Sept. 26, has
reported the result of his delivery
of my letter dated Sept. 25. As

ing fits to
| amy other person” in view of ths
} fact that you felt you already
. knew certain of the things prob-
[ ably referred to in the letter, as
| suggested to you by seeing the
word ‘“‘cryptograph,’” and (B) you
could not feel that such & letter
as this to a Presidential candi-
date could have been addressed to
you by an officar in my position
without the knowledge of the
Preeident.

As to (A) above I am quite will-
ing to have you read what comes
hereafter with the understanding
that you are bound not to com-
municate to any other person any
portions on which you do not now
have or later recelve factual
knowledge from some other source
than myself. As tq (B) above
vou have my word that neither
the Hecretary of War nor the
President has any Intimation
whatsoever that such a letter haa
been addressed to von or that the
preparation or sending of such a
communication was being con-
sidered.

1 assure you that the only per-
sons who saw or know of the ex-
istence of either thia letterr or my
letter to you dated Sept. 28 are
Admiral King. saven key officers
reaponsible for security of mili-
tary communications, and my
secretary who typed these letters.

1 am trying my best to make
plain fo you that this letter is be-
ing addressed to you xolely on
me initiative, Admiral King hav-
ing been consulted oniy alter the
letter was drafted. and T am per-
risting in the matter because the
military hazards jnvolved Are o
serious that I feel some action is
necessary to protect the interests
of our armed forces.

(The second letter then repeated
the text of the first letter except
.for the first two paragraphs.)

A8
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From: "EEFiiﬁ“Tcnsﬁxg -

To: Tokyo (Summer T e e e
9 November 1943
JAS

#878  Parts 14 - IYa

Summary of the organization of the strong
points:

They utilize machine gun fire from several
armored machine gun turrets and two or three
armored machine gun casemates which, skillfully
located in accordance with the terrain, can be
used for flanking fire.

. This fire 1s supplemented by the machine
gun fire from the Ringstelle which are constructed
everywhere. '

(Part 15)

In order to ellminate dead space in the
neighborhood of the strong polnts, they have two
or three grenade throwers firing from within the
armored turret ({?range?) 20 to 600 meters; speed
of fire - 129 per minute; caliber, 50 mm. --G--
--G--. These are high-angle fire weapons.

. For defense against tanks, tank dltches
(built in triangular cross-section with a span
across the top of 5 meters and a depth of 3.5
meters) are constructed along the peripaery of the
strong points.

Japanese D - 3348
1:)'If-r11' Page 1
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(Part 16)

In addition to having flanking fire pro-
vided by 2 or 3 casemates with 49 mm. Skoda anti-
tank guns ((?similar to?) machine guns) and 2 or
3 casemates with 60 caliber 5¢ mm. anti-tank guns,
they have 2 or 3 gun shelters (protected against
bullets) with €3 caliber 50 mm. anti-tank guns
which they can drag out into the open to fight
when the opportune moment comes. ‘

They also have mine fields in front of and
behind the tank ditches (anti-tank mines, anti- i
personnel and horse mines, eftc., are used together; j
they are laid in three rows of 2 mines each for
each 3 square meters).

(Part 17)

b+ far as infantry obstacles are concerned,
in addition to the mine flelds, they have wire en-
tanglerents both in back of the tank ditches and
within the strong points. For the direct protec-
tion ~f the casemates, fixed-type flame throwers
are yuricd in tae ground nearby and set up so
tna’, they can be.,electrically ignited from the
Rir, ;stelle. ‘

+ = Part 10 not available; Parts 11 - 13 and 18 - 20
previously lssued under same number; other Parts
not yet readable.

Inter .17 Noy 43. (4).  Japanese D - 33u8

‘Rec'd 1# Nev 43
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" PART 1 Referéence our #808.2

WAR DEPARTMENT

From: Berlin (Oshims)

To: Tokyo

10 August 1944

JAD

988 Urgent. (Three Parts Complete)

S Ve -
]

The following is the gist of a general statementAif

on munitions production made to me by SPEER:
"l. At the time I assumed office as Munitions:
Minister as succesgor to TODT in 1942, I received vggidﬁ%f'
orders from HITLﬁR regarding increased production of muni-
tions, and at that time I received the impression that.
there was s spirit of listlessness generally in production ‘ L
However, I discovered that the reason for that SR

circles.
was that in each group of production leaders there weré7“.;

many from the mansgement clique who could not rid themselves
Therefore,

of the idea of profits, as it formerly existed.

I realized that it was necessary to replace them by persons'
: B Y

who possessed a vigorous interest in the technical develqﬁﬁaf_
ments of production, and, meking a clean sweep of these =
traditional leaders, I replaced them entirely by persons -

- with technical interests. Also since there vwas no --1G--

the ldea that there were also some superior persons among

the technical officers in the army who might be used as
Japanese . )

-13%920
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téchniéians, I employed them r;peatedlyb {(with the object
of (? gaining ?) versatility and elasticity).
"2. Then, in order to increase production, I

emphasized particularly economy of raw materiasls and use of
“substitute materials. For examplie, I presented a program
of increased production for tanks, ailrplanes, etc., 1n.
accordante with HITLER's orders at the time I tock over.
During this time, for example, they did such an irrational
thing és to demand a greater quantity of copper than was
produced in the whole world. However, as to actusl accom-
plishments since then, there has been no important change
1n the amount of copper used, and it 1s clear from the
accompanylng table that alrcraft and tanks have followed
the road of increased production shown by the whole pro-
duction plcture. Moreover, since 1t was convenlent to ﬁsé
ball bearings, it came to be almost a fad tc do so and they
were used even where it was nct necessary, but I‘forbade this
(? entirely ?), with the result that at present, although
ball bearing production has been reduced to 42% of the
maximum through the effect of air raids, there has been,
needless(to say, no effect at all on increased production

of tanks, aircfaf;, and other things.”

WAR DEPARTMENT
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The fact that there 1ls a marked decline in productlon of ‘g

"end of 1943 its rate generally slackens, but rising early

PART 2 3. Then SPEER explained the production situation

in the variocus categories of his dutline. In a word, ‘
taking production at the outbreak of the war as a norm,

each cateéory shovws a gradually rising curve; toward the

this year, the curve becomes rather sharp. In June and
July the rise becomes sbrupt. However, because of the
effect ofvair raids during that time there are several dips;
(I shall wire & synthesis of the effect of ailr raids in a

supplementary wire.) Coal and automobiles are cases where

there 1s no particular change, with'production remaining
almost stagnant (however, even these have increased slightly);
1t seems the reason for the former is chiefly lack:of man °

power, whlle the latter ls largely the result of air raias. wﬁ

et s G0

ball bearings, es mentioned above, and the various problemé
relating to oil are matters about vhich T shall wire later
along with the problem of raw materisls. .

4, Among ‘the miscellaneous remarks. qade by SPEER
in his exposition of this outline, the followﬁﬁg points are,ﬁ?* <
for your information: |

(a) Monthly prodiction of small arms &mmuni-';

tion at'present 600,000,000 rounds.

WAR DEPARTMENT
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(b) Machine guns, new type: 20,000; old

type: 5,000

1

(c) Light howitzers (10.5 centimeter):

. 1,000. (SPEER said that the goal set by HITLER when he

-

ordered him to increase production-was 300.)

(d) Heavy howitzers (15 centimeter): 300.

(e) Assault gunsC. With the objective of
giving them greater speed than tanks so that they may
pursue and destroy them, every effort 1s being made to
increase production of the 15~th type rather than the
old 25-ton . type, and when 1t 1is possible to produce the
latter invduantity—-the monthly rate should reach 1,000 .
in February of next year--it is planned to discontinue the
so-celled PAK entirely and to meke only ‘this assault gun.

(f) There are three types of anti-aircraft
guns: 8.8.centimeter, 10.5 centimeter, and 12.6 centimeter.
The initial veloﬁity of the latter is 1,300 meter§;~wh11e

it is useful for & great distance, its firing rate 1s'-~lG——.

The 8.8 centimeter gun until recently had an initial velocity

of 1000 meters and did not carry far. Its deviation was
alsoc great, but dgs a result of recent~researches it has

achieved an initial velocity of 1300 meters and 1ts deviation .
Japanese - H-134920
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is not greatly different from that of the 12.6 centimeter

gun. Therefore hereafter the main emphasis will be given

" to the 8.8 centimeter gun.

PART 3 (g) In general the German ‘ordnance people
have been in difficulty because the Germans had three types
of gun: the 10.5 centimeter light howitzer, tﬂe 8.8 centi~
meter anti-aircraft gun, and the 7;5 centimeter anti-~tank
gun, whereas the fact that the Russians have unified them
to 7.6 centimeters has been one of their strong points. .
(h) There are two types of anti sircraft
machine gun: the 37 millimeter and the 20 millimeter. Since
the latter does not havé gréat_efféct, the former must be
greatly increased. The fact that the initial velocity of-
those formerly used by the Germans was small was a defecf’

but since then they have gradually achieved success.in re-

. . : &
search, even though it is not yet ‘completely out of the R

experimental étage and there is no --U-- announcement of
quantity production, and they are working hard to increase
production of this weapon. Furthermore, ammunitiop is being
improved and they have (? replaced ?)'the shell which was
ordinarily,used 1n the past by & high explosive shéll

(? which causes a much gfeater explosion ?7), with the result

Japanese H-134920 -.T;
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tgat its effect is tremendously (? increased ?).

(1} In the past they used two types of
searchlight, one of l.SOmeters and one of‘z meters. The
latter:vas preferred because it could throw a (9 small
ray ?)d a great distence, and, since by further research'
it hés been -demonstrated that‘this'one has almost --1G--
the efflciency of the former, 1t is ﬁlanned to produce this
one type, ’ '

5, ©"Yhile German munitions production in such’
things as aifcraft will virtually reach its quantitative
pesk éﬁ the end of this year, I am making it a basic
principle to hpld to a rising curve, however slight, and
‘because of the necessities of the future we cannot venture
to provide for a fall in the curve in the future. That
is to say, even though the war continues --1G-~ years in
a;1G~- within Germany, it is plgnned that fighting pover
#111 not decline in so far as munitions pfoduction is con-
cerned. However, if circumstances force it, {(? we may have
to curtail ?) complete tests of Quéh things as the above-

mentioned anti-aircraft machine gun and tske them from the

laboratory into quantity production."

Japanese ) H-134920
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%“i . a- SSA #134605. :
| ‘ b- Or "all". '
c- STURM GESCHUTZ. | .

" d- SHOSHA:

i

i e- This section seems to be a direct quotation of SPEER's
remarks.

| N
N \
Inter 11 Aug 44 (1) Japenese . H-134920
Rec'd 11 Aug 44 '
. ‘Trans 12 Aug 4 (2149-3) Page 7
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"« From: Hanoi
To: Tokyo
22 January 1945
JBB .

|
i
;
|
i . J-16_ ) . :
, " B.A. ' :
. N a8 .
! " Re: your wire 67.
' I am'rewiring, as follows: this company suggested
commencing mining operations according to the plan below
This

i .

v immediately after discovery of the Uranium vein.
will require a large amount of money for operations,

and we are holding off operstions untl]l we get instructions

from you, so please reply at once.

'I\ 1. The Uranium vein which was discovered at this
time (%?can prodyce?) an estimated 50 kilograms of pure

{

i

/

H

|

(office Wire.)

I

P

ore, and gives promise, as prospecting continues, of
Hence, we expﬁct positive

greatly increasing its output. b
aid from the Industriel Council® for this min

» 2. ‘This ore must be acqulred at once, and so
without waiting for the generel result of our prospecting,
we plan to carry out our project &s in #1 following.

(1) Ngvember and December, preparation for
mining operations to be made. (20,000 piasters (?are .
being used for?) building workmen's barracks, clearing
awvay the ground for digging operations, etc.s. .

-March and April, mining operations to be begun.

. {(2) PFor the time being the goal for mining.
pure Uranium ore is 15 to 50 kilogrammes. Yield of pure
Uranium will be sbout 10%.

(3) one part of this needed material is ex-
pected to be taken over and supplied through the aﬁmy

!

[

! here. (For each ton of explosive, 3 --1 line G--.
|

In short, total expenses will be 72,000

!
WAR DEPARTMENT
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é plasters.

(?5?) I shall socn be able to send you samples
by plane. Please find out the guality of them.

] ’ Please make contacts for us in the matter of the
telegraphic request which the SHIN Unit wired to Head-
quarters.

Also please wire instructions as to the future --1G--
expected quantity and maximum price of the ore.

a - Not avsilable.
b - KOGY0O KYOGIKAI.

, .
Inter 23 Jan 45 (2) Japanese H 164499
Rec'd 23 Jan 45 ) A )
Trans 1 Feb lts {12896-t) Page 2
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From: Moscow {SATO)
Tc : Tokyo

29 July 1945

JAA-2 - JAJ

1476 {3 part message complete)

i

;, .

o : | - 4793, 4794, 4795
| ~
[

‘?ery Urgent.
PAST 1: Re: your vire o448,

|
|
| 1. This wire ( & repeat wire was received and read
on the 28th) crossed with my wires 1449P, 1450%, and
( 1458%, On the same day the new Prime Minister, Mr.
' ATTLEE, returned to Potsdam and immediately.participated
! in the Conference., Hence, there is nothing to be done
about the proposal in 1 of your wire. Furthermore, 1if
| we should make such representations to Moscow, and if
. the Soviet officilals find no reason to approve my trip,
ve will only be betraying our feelings of uneesiness.

} 2. In 2 of your wire, you say that I am to request

P the good offices of the Soviet Union, and that if the

L Soviet Union shows a cold attitude, 1t will make it ’

F inevitable to consider other ways and measures; and you

| feel that we might get a satisfactory arrangement by
either flattering the Soviet Union or taking her down.

; "However, in view of the general state of affairs, such

| . en approech would seem to me to be lacking in soundness,

v
i 3., The American spokesmen® spoke firmly for an
I v unconditional surrender, but he certainly hinted that 1if
| we were to accept this, 1in actual practice the terms
i : would be toned down and indeed 1f we take this sort of
meaning from it, we have the situation I expressed in

my wire 1427%, . i

-

Japanese ‘ ' Spec 011 -
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TOP SECRET ULTRA

PART 2:, |
Although I don't know to what extent the radio

broadcast of Naval Captain ZACHARIAS is authoritative,

the principle enunciated by him that Japan will be able:
to reap the benefits of the Atlantic Charter differs
from the attitude taken towards Germany before the .
capitulation of that nation. Germany was denied any
right to partake in the Charter. While, in considering
the reascns for the refusal towards Germany, no reasons
appeer for the present softening attitude towards Jepan,
there 1s the difference that we have no objection to the
idea of restoration of world peace on the basls of the
Charter, .This raises a question &s to whether the
Imperial Government has already accepted dlsarmament,
and whether, apart from the sending of the Specisl
Envoy, somehow or other when s representation is made,
notification shall be given at the outset that we will

. consent to disarmament, There is a similar question

about prior recognition of the independence of Korea,

4. Your Excellency published e statement to the
effect that the Japanese Government has decided to
ignore the Three-Povwer ultimatum: served on Japan on the
26th. BBC has broadcast statements on the matter, but
as yet I have received no official wire. Furthermore,
(? wvhether or not ?) we treat it with silent contempt,
or publicize it in our ordinsry reports, it is still a
public expression of the intentions of England, Americe
and China, and 1s the basis for the statements made by -
Caeptain ZACHARIAS,. :

PART 3:

In fact there are discrepancies in its important .
points. (In this declaration 1t 1s understood that
while Japan's territory 1s to be limited to Honshu,
Shikoku, Kyilisht and the Hokkaidt, Americe is to keep
Okinawe in reserve as her own possession.)

, Japanese ) ~Spec ¢11
: . Page 2
. —2OP-SECRETUETRAY
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5. Your wire 8938 deals merely vith the sending of
a Specisl Envoy, but in your 9318, I am told to seek
the good,offices of the Russian Government. Again in
your 944+ I am to make clear that the sending of a
Specisl Envay 1s to get STALIN to consent to become a

peace proposer, a fact, vwhich I regret to say, indicates '

that we have been too stingy in giving them our plans,

" .Furthermore, while the contingency that the HRussians

may manifest an indifferent attitude also is t£o be con-
sidered, (? unfortunately ?2) I feel deeply perplexed
because I am unable to think that other courses or
means would suffice to accomplish anything.

6. To sum up, I am waiting for a reply from the
Russians to the representation referred to in my 1450,

.and 1f none comes during the 30th (Mondey), I will

press them for one without delay,

7. I had no sooner finished drafting this message
than I received your 952§% As for the interview with
MOLOTOV referred to in (3), if our Imperial Government
‘has a concrete and definite plan for bringing the war
to an end, I vould like to-be informed in a special
way; othervwise I will go shead on the basis of (1) of
this message, :

a - H-198547. b - Spec ‘002 and H-198553,

¢ - ‘Spec 001. 4 - Bpec 009.

e - In English. f - H-197715,

g - H-196285. "h - H-197837.

1 - H-198547. J ~ Spec 007.

Tnter 22122 29 Jul 45 (?) Japanese Spec 011 -

Rec'd 30 Jul 45 , Page 3
Teans 1255 30 Jul 45 {(1031-1227-t)

JNU3 de RTZ,
—POP-SECRET ULTRE
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From: ?

To: ?
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