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DEPARTMENT OF HEALTH & HUMAN SERVICES Office of the Secretary
CCasP No_2010-0385F\W.

Washington, D.C. 20201

June 2, 2011

This is in response to your January 19, 2010, Freedom of Information Act (FOIA) request pertaining to
DHHS’ procedures and guidance on processing, discussing and filing any internal reports (i.e., last two
years annual reports) for the Mandatory Declassification Review (MDR) program.

The Office of Security and Strategic Information (OSSI) located nine (9) pages of records responsive to
your request . Enclosed, in their entirety, are nine (9) pages of responsive records.

There is no charge for FOIA services in this instance because chargeable fees are under the cost effective

threshold for billing.

Robert Eckert
Director, FOI/Privacy Acts Division
Office of Public Affairs

Enclosures
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e U.S. Department of Health and Human Services Washington, D.C. 20201

Office of Security and Drug Testing

“National Security Information Manual

February 1, 2005

3-00-20 Mandatory Review Request for Declassification

In accordance with Section 3.5 and 3.6 of EO 12958, as amended, a United States citizen or immigrant
alien, a Federal agency, or a state or local government may request a review for declassification of
information that was originally classified by HHS or its predecessor agencies under prior EOs. The
request to release information does not need to identify the date or title of the information; however, it
should be particularly specific to the information to enable HHS personnel to locate the sought after
information with a reasonable amount of effort. Requests should be submitted to the Director, OSDT
either as a mandatory review request or under the Freedom of Information Act (FOIA) review process.
If the request is submitted as both processes, then the Director, OSDT will require the requestor to
select only one process. If the requestor does not make a selection, the default process chosen will be

"FOIA, unless the information requested is subject only to a mandatory review.

The Director, OSDT, will coordinate the review request for declassification with the office in charge of
FOIA/Privacy Act (PA) requests, the Office of the Assistant Secretary for Public Affairs, in an attempt
to locaté the requested classified information. Responses to requests will be governed by the amount of
search and review time required to process the request. However, in the interest of being responsive to
such requests, the I0S, STAFFDIV, or OPDIV office that has primary interest in the subject matter
must be contacted in an attempt to locate and review the requested information. Results of the review,
including recommendations and a copy of the requested information, or a request for additional time,
must be furnished to the Director, OSDT, who is to notify the requester accordingly or inform the
requester of the additional time needed to process the request. EQ 12958, as amended, requires that
agencies make a final declassification determination within one year from the date of receipt, except in

unusual circumstances.

The 108, STAFFDIV, or OPDIV office should make a prompt recommendation to the Director, OSDT,

for the requested information or portions of information to be declassified. When the requested
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C DEPARTMENT OF HEALTH & HUMAN SERVICES Office of the Secretary

Iinformation cannot be declassied 1n its entirety, reasonable efforts should be made to release those
declassified portions that constitute a coherent segment. If the information may not be YARAINGHRY, P-C- 20201

whole or in part, the action office must provide the reasons for denial. When the classification of the

~—Tequested iformation is a derivative-decision; based on-lassified source mraterial- of anotheragency,—

the information must be provided to that agency for review and comment.

Upon receipt of the declassification review recommendation, the Director, OSDT, must make the
declassification determination after contacting the originating agency, when necessary, and furnish
any declassified information to the office handling FOIA/PA requests for a determination regarding

release of the information.

When HHS feceives a mandatory declassification review request for classified records that were
originated by another agency and in the custody of HHS, the request is to be submitted to the Director,
OSDT, who will refer the request and the pertinent records to the originating agency. Nevertheless, if
the originating agency had previously agreed that HHS, as the custodial agency, may review its records,
the Director, OSDT, will review the requested records in accordance with declassification guides or
guidelines provided by the originating agency. The Director, OSDT, will communicate to the requestor,

the originating agency's declassification determination.

The Director, OSDT, must declassify all HHS-originating information by marking it to reflect the
change, as well as the authority for and date of the declassification method. If the review request for
declassification is denied, in whole or in part, the Director, OSDT, must notify the requestor of the
information in writing of the final determination and the reasons for any denial, as well as the right to

appeal the determination within 60 working days of receipt of the denial.

In accordance with Section 3.5 and 3.6 of EO 12958, as amended, HHS may require a fee for
declassification review requests. A requestor may appeal to the Deputy Secretary when the requested
information is not declassified and released in whole. Below are the Deputy Secretary's appeal review

procedures:

Table 4. Deputy Secretary’s Appeal Review Procedures

A. The Deputy Secretary will normally make a determination within 30 business
days following the receipt of an appeal. If additional time is required to make a
determination, the Deputy Secretary will notify the requestor of the additional
time needed and provide the requestor with the reason for the extension. If
continued classification of the information is required, the Deputy Secretary will
notify the requestor in writing of the final determination and the reason for any
denial.

B. During the appeal review, the Deputy Secretary may overrule any previous
determination in whole or in part when, in his/her judgment, continued
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DEPARTMENT OF HEALTH & HUMAN SERVICES

security. If the Dep

uty Secretary determines that the information nJqm

Office of the Secretary

Bigton, D.C. 20201

requires classification it will be declassified and, unless it is otherwise exempt
from disclosure under the FOIA/PA, released to the requestor. The Deputy

Secretary will advise the original HHS reviewing office of his/her decision.

Each individual whose review request for declassification is denied will be advised that he/she may
administratively appeal a final agency decision to ISCAP. EO 12958, as amended, established ISCAP as

a venue by which individuals whose review request for declassification is denied, could appeal the final

agency decision.




Office of the Secretary

Ortinrdie Sbéretdf0?

Washington, D.C. 20201

November 12, 2009

Mr. William J. Bosanko

Director

Information Security Oversight Office
National Archives and Records Administration
700 Pennsylvania Avenue, NW

Washington, DC 20408-001

Dear Mr. Bosanko:

I'bave enclosed FY 09 Agency Security Classification Management Program Data (SF 311)
for the Department of Health and Human Services (HHS).

Please phone me at (202) 690-7553 if you need further information.

Douglas J. Pruett
Associate Director & OCA

Office of Security & Strategic Information
Office of the Deputy Secretary

Enclosure



BRYICE,
s 8.y

AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA
: misgions must be unclassified and riﬂen,_and regclj the Information Secur?ty 0velrsig[1‘t Ofﬁoe (lSOO) no Iz_a"tef l_han‘Nonembe_r 15 followir_nrg theﬂreportin pgriodlf)

HMOLL e et S A R

Enterthe Fiscal Year that this report covers
FY 2009 Washington, D.C2020T
2. Identify the Department, Independent agency or Establishment that is covered by this report. h L.

Dept. of Health and Human Svcs (HHS)

3._Enter the_-name, titie,-address,-phone, fax, and email address of the Senior Agency Official (as defined in EQ 12958, as amended,

Section 5.4(d)) responsible for this report.

William V. Corr, Deputy Secretary Washington, DC 20201  Voice 202-690-6133
200 Independence Ave., SW, Rm. 614G William.Corr@hhs.gov Fax 202-690-6570

4. Enter the name, title, phone, fax and email address for the point-of-contact responsible for answering questions about this report.

Douglas J. Pruett, Security Director/OSSI
Douglas.Pruett@hhs.gov
Voice 202-690-7553 Fax 202-690-6570

. Enter the number of agency officiais whose highest level of onglnal class:ﬁcauon authonty is TOP SECRET

6. Enter the number of agency officials whose highest level of original classification authority is SECRET. 6.

7. Enter the number of agency officials whose highest level of original classification authority is CONFIDENTIAL. 7.
. .

. Total number of officials with original classification authority. (Sum of blocks 5, 6, & 7)

9 ‘ Enter the number of orlginal TOP SECRET classrf catlonu decislons madeAdunng the repomng penod with declassiﬂcation ]
instructions of 10 years or less.

10. Enter the number of original TOP SECRET classification decisions made during the reporting period with declassification
instructions ranging from over 10 years to 25 years.

11. Total number of TOP SECRET original classification decisions. (Sum of blocks 9 & 10)

12, Enter the number of original SECRET classification decisions made during the reporting period with declassification
instructions of 10 years or less.

13. Enter the number of original SECRET classification decisions made during the reporting period with declassification
instructions ranging from over 10 years to 25 years.

14. Total number of SECRET original classification decisions. (Sum of blocks 12 & 13)

15. Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with
declassification instructions of 10 years or less.

16. Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with
declassification instructions ranging from over 10 years to 25 years.

17. Total number of CONFIDENTIAL original classification decisions. (Sum of blocks 15 & 16)

18. Total number of original classification decisions. (Sum of blocks 11, 14, & 17)

19. Enter the number of derivative TOP SECRET classifications during the reporting period.

19
159

20. Enter the number of derivative SECRET classifications during the reporting period. 20.

143

21. Enter the number of derivative CONFIDENTIAL classifications during the reporting period.

22. Total number of derivative classification decisions. (Sum of blocks 19, 20, & 21)

NATIONAL ARCHIVES AND RECORDS ADMINISTRATION AUTHORIZED FOR LOCAL REPRODUCTION

Previous edition is unusable

STANDARD FORM 311 (REV 11-04)
Prescribed by NARANISOO
32 CFR 200160 EO. 12968, as amended
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Office of the Secretary

23. t:merthemumberof requests—carried—overfrom*hepreweus—repoﬂmg peried

24, Enter the number of new requests received during the reporting period. 24, °
25. Enter the number of requests carried over to the next reporting period. | 25, :
26. Enter the number of appeals carried over from the previous reporting period. 26. °
27. Enter the number of new appeals received during the reporting period. 27. :

0

28. Enter the number of appeals carried over to the next reporting period.

28,

29, Enter the number of requested pages that were declassified m'full

30. Enter the number of requested pages that were declassified in part.

31. Enter the number of requested pages that were denied declassification.

32. Total number of requested pages acted on. (Sum of blocks 29, 30, and 31)

'

33. Enter the number of appealed pages that were declassified in full.

34. Enter the number of appealed pages that were declassified in part.

35. Enter the number of appealed pages that were denied declassification. 35,

| 36. Total number of appealed pages acted on. (Sum of blocks 33, 34, & 35)

37. Enter the number of pages reviewed during the reporting period that were subject to declassuf cation under
Sections 3.3 & 3.4, EO12958, as amended.

38. Enter the number of pages declassified under Sections 3.3 & 3.4, EO 12958, as amended.

38.

39 Enter the number of lnspectlons, surveys, or programrevuews covenng any aspect of the secunty classrﬁcatlon program
completed during the reporting period.

40. Enter the number of challenges processed by your agency to the classification of information believed to be improperly
classified or unclassified. (See EQ 12958 as amended, Section 1.8)

Use this space o elaborate on any section ol , provide as an attachment to

changes in trends/numbers from the previous year’s report.

:s form rovide explanahons for any slgmﬁcant

#22. The numbers of derivative classification decisions greatly increased in FY 09 because HHS

began a robust executive briefing program. Numerous classified briefs were prepared which were
derived from multiple sources.

NATIONAL ARCHIVES AND RECORDS ADMINISTRATION AUTHORIZED FOR LOCAL REPRODUCTION

STANDARD FORM 311 BACK (REV 11-04)
Previous edition is unusable

Prescribed by NARAASOO
32CFR 200160 E.O. 12958, as amended



i { the Secretary
DEPARTMENT OF HEALTH & HUMAN SERVICES Otfice of the Se

DEPARTMENT OF HEALTH & HUMAN SERVICES WIBERGldRe SR

Washington, D.C. 20201

November 17, 2008

Mr. William J. Bosanko

Director

Information Security Oversight Office
-National Archives and Records Administration
700 Pennsylvania Avenue, NW

Washington, DC 20408-001

Dear Mr. Bosanko:

I have enclosed FY 08 Agency Security Classification Management Program Data (SF 311
for the Department of Health and Human Services (HHS).

Please phone me at (202) 690-7553 if you need further information.

Sincerely,

Douglas J. Pruett

Security Director for Classified Information
Office of Security & Strategic Information
Office of the Deputy Secretary

Enclosure
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ﬁ’% nter the Eiscal Year that this report covers.—

‘b"l'vnu 2008

2. [dentify the Department, Independent agency or Establishment that is covered by this report. —Washington; D-C-26204——

Dept. of Health and Human Svcs (HHS)

3. Enter the name, ti hone, fax, and email address of the Senior Agency Official (as defined in EQ 12958, as amended,

tle, address, pl
Section 5.4(d)) responsible for this report.

Tevi Troy - Deputy Secreta

200 Independence Ave., SW Rm 614G
Washington DC 20201

Tevi.Troy @hhs.gov

Voice 202-690-6133

Fax 202-690-6570

4. Enter the name, title, phone, fax and email address for the point-of-contact responsible for answering questions about this report.

Douglas J.Pruett
Security Director/OSS!
Douglas.Pruett@hhs.gov
Voice 202-690-7553

Fax 202-690-6570

5. Enter the number of agency officials whose highest level of original classification authority is TOP SECRET.

0

6. Enter the number of agency officials whose highest level of original classification authority is SECRET. 6.
3

7. Enter the number of agency officials whose highest level of original classification authority is CONFIDENTIAL. 7.
0

. Total number of officials with original classification authority. (Sum of blocks 5, 6, & 7)

g OP SECRET classification decisions made during the reporting period with declassification
instructions of 10 years or less.

Enter the number of original TOP SECRET classification decisions made during the reporting period with declassification
instructions ranging from over 10 years to 25 years.

Tota! number of TOP SECRET original classification decisions. (Sum of blocks 9 & 10)

10.
11.

12. Enter the number of original SECRET classification decisions made during the reporting period with declassification

instructions of 10 years or less.

Enter the number of original SECRET classification decisions made during the reporting period with declassification
instructions ranging from over 10 years to 25 years.

14, Tota! number of SECRET original classification decisions. (Sum of blocks 12 & 13)

13.

13.

15. Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with
declassification instructions of 10 years or less.

16. Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with
declassification instructions ranging from over 10 years to 25 years.

17. Total number of CONFIDENTIAL original classification decisions. (Sum 6f blocks 15 & 16)

16.

18. Total number of original classification decisions. (Sum of blocks 11, 14, & 17)

1Enter the nur of derivative g the reporting period. 1
20. Enter the number of derivative SECRET classifications during the reporting period. 20.

7
21. Enter the number of derivative CONFIDENTIAL classifications during the reporting period. 21,

0

22. Total number of derivative classification decisions. (Sum of blocks 189, 20, & 21)

NATIONAL ARCHIVES AND RECORDS ADMINISTRATION AUTHORIZED FOR LOCAL REPRODUCTION

Previous edition is unusable

STANDARD FORM 311 (REV 11-04)
Prescribed by NARA/ISOO
32 CFR 2001.60 E.O. 12058, as amended



Enter the Fiscal Year that this report covers.

2008
dentifﬁmm@?ﬁm&ﬁ#&éﬁmﬁ SH ML SERVIGES vered by this report. Office of the Secretary

Dept. of Health and Human Svcs (H

_Ziﬁme_muumbgmtrggugsts_canmng period
24, Enter the number of new requests received during the reporting period. 24, 5
25, Enter the number of requests carried over to the next reporting period. 25. 2
26. Enter the number of appeals carried over from the previous reporting period. 26. ¢
27, Enter the number of new appeals. »received during the reporting period. 27. =
28. Enter the number of appeals carried over to the next reporting period. 28. 2

requested pages that were declassified in full.

30. Enter the number of requested pages that were declassified in part.

31. Enter the number of requested pages that were denied declassification.
32. Total number of requested pages acted on. (Sum of blocks 29, 30, and 31)

33. Enter the number of appealed pages that were declassified in full.

34. Enter the number of appealed pages that were declassified in part.

35. Enter the number of appealed pages that were denied declassification. 35.

36. Total number of appealed pages acted on. (Sum of blocks 33, 34, & 35)

~37. Enter the number of page: eiwed

g P .
Sections 3.3 & 3.4, EO12958, as amended. 0
38. Enter the number of pages declassified under Sections 3.3 & 3.4, EO 12958, as amended. 38.

39. Enter the number of inspections, surveys, or program reviews, covering any aspect of the security classification program, 39.
completed during the reporting period. » 104
40. Enter the number of challenges processed by your agency to the classification of information believed to be improperly 40.

classified or unclassified. (See EO 12958 as amended, Section 1.8)

Use this space to elaborate on any section of this form. If more space is needed, provide as an attachment to this form. Provide explanations for any significant
changes in trends/numbers from the previous year's report.

ATIONAL ARCHIVES AND RECORDS ADMINISTRATION AUTHORIZED FOR LOCAL REPRODUCTION STANDARD FORM 311 BACK (REV 11-04)
NATIO Previous edition is unusable Prescribed by NARA/ISOO
32CFR 2001.60 E.O. 12958, as amended
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