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NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE, MARYLAND 20755-6000

Serial: MDR-63028
26 June 2012

This responds to your request of 21 September 2010 to have the following information
reviewed for declassification: “Charter and meetings of the United States Communications
Security Board (USCSB), 1940-1980.” The material responsive to this request has been
reviewed under the Mandatory Declassification Review (MDR) requirements of Executive
Order (E.O.) 13526 and is enclosed. We have determined that some of the information in the
material requires protection.

Some portions deleted from the documents were found to be currently and properly
classified in accordance with E.O. 13526. The information denied meets the criteria for
classification as set forth in Section 1.4 subparagraph (c), and remains classified TOP SECRET,
SECRET and CONFIDENTIAL as provided in Section 1.2 of E.O. 13526. The withheld
information is exempt from automatic declassification in accordance with Section 3.3(b) (1),
(3) and (6) of the Executive Order. Additionally, Section 3.5 (c) of E.O. 13526 allows for the
protection afforded to information under other provisions of law. Therefore, the names of
NSA/CSS employees and information that would reveal NSA/CSS functions and activities have
been protected in accordance with Section 6, Public Law 86-36 (50 U.S. Code 402 note).

You may file an appeal to the NSA/CSS MDR Appeal Authority. The appeal must be
postmarked no later than 60 calendar days after the date of this letter. The appeal shall be in
writing addressed to the NSA/CSS MDR Appeal Authority (DJ5), National Security Agency,
9800 Savage Road, STE 6881, Fort George G. Meade, MD 20755-6881. The appeal shall
reference the initial partial denial of access and shall contain, in sufficient detail and
particularity, the grounds upon which the requester believes the release of information is
required. The NSA/CSS MDR Appeal Authority will endeavor to respond to the appeal within
60 working days after receipt of the appeal.

Sincerely,

# wgé./w C . f"f%

Blake C. Barnes
Chief
Declassification Services
Encls:
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MINUTES OF THE FIRST MEETING OF THE USCSB COMMITTEE ON COMPROMISING
EMANATIONS HELD ON 2° JANUARY 1961

The first meeting of the subject committee was keld on 25 Janusry 1961
in the Pentagon. The meeting wes concerned primerily with formmlating its
o procedures and administrative operations. 1t wes agreed thkat:

1. For the next several months, meetings will probably te
scheduled every two weeks.

2. There will be ad hee working groupa established for specific
tasks assigned to or developed by the committee.

3. An slternate chairman. CIA) was
elected by common consent. -

4. The draft of & raéia.tion standard for commmications
equipment was distributed tc the non-milivery members of the committee
for their early consideration. IV was rnoted that the same draft 1is very
near being completely agreed to by NSA and the Militery Departments; that
when agreed 1t would be regarded as an interim stanldard until the full
committee ratified it and the USCSB accepted it.

5. The Committee agreed that teletypewriter equipment, es a
broad category, would be treated as priority one under committee action.
The members were requested to prepare and forward to the Chalrman a
bibliography of all teletypewrlter radistion tests, with the briefest
sbstract of results, which hav: been conducted or sponsored by thelr
regpective: Deparhments and Agencies. If recedived in time, these would
be compiled, reproduced and distributed at or hefore the next meeting.
The members were requested tc tegin thinking of relative priorities for
the va.rious types of specific teletypewriter equlprents.

6. NSA agreed to distribute to the memters for their

,considera.t:l.on, & currertly availebl: Graft peper which wculé serve as
- the initlal effort to establlsh technical standards of instellation of

equipment.
M /éré_m

OGA EDWARD B. McGEPIRICK

Committee Chairmean
35(c)of E.O. 13526

eclassified and approved for release by NSA and Claon
$6-26-2012 pursuant to E.O. 13526 MDRG3028
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MINUTES OF THE SIXTH MEETING OF THE USCSB COMMITTIEE
ON COMPROMISING EMANATIONS HELD ON 26 MAY 1961

1. The 6th meeting of the Special Committee was held at the Naval
Security Station, Room 17149 on 26 May 1961. The following persons were
present:

NSA Mr. E. B. McGettrick, Chairman

- Mr. W. W. Hamer I

Mr. R. G. Klause

Army Mr. B. E. Lisonbee, ASA
Mr. R. M. Sgott, OCSIGO

Navy ICDR C. D. Scallorn, NSG
Mr. W. A. Baynes, BUSHIPS
Mr. C. E. Parta, BUSHIPS

Air Force Capt. H. H. Smith, USAFSS
CIA
AEC Mr. R. G. Cowen
OGA 3.5(c) of E.O. 13526
FBI Mr. J. L. Perritte

Treasury ICDR H. J. LeBlanc
2. Minutes of the 5th meeting were reviewed and approved.

3. Report by Chalrman of the Sub-committee,
summarized the meeting of 24 May 1961:

a. Demonstration by Teletype Corp. - The Navy expects to receive,
within several weeks, "suppressed” models of the M-28 pasge printer and
typing reperforator. All committee members will be invited to examine the
equipment when 1t is available.

b. Format for "Summary and Evalustion of Radiation Test Report". -
Copies of the -report format, as revised by the Sub-committee, were reviewed,
discussed and spproved by the Committee. A copy of the approved format is
inclosed.

eclassified and

= BB L N 5 pproved for release
of RETURN 2y NSA on 06-26-2012

.J
WMDR 63028 —S—EGRE_T_ pursuant to E.O.

' 13526 WMDR 63028
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c. Flexowriter. - A review was made of the accomplishments of the
various organizations involved in Flexowriter testing. The Army expects to .
test, in the near future, an 8-level machine which incorporates certain sup-
pression messures recommended by NSL. The Air Force will also test an 8-level
machine which contains radio interference suppression modifications developed
by Stromberg-Ceaxrlson. The Navy bas not yet performed studles of Flexowriter
vulnerabilities, but (NRL) facilities are soon to be applied to the possibi-
1ity of & "quick-fix". If a timely short-range solution is not possible, the
Navy expects to survey the commercisl sources for some other equipment which
would meet their operationsl requirements with less danger of compromising
emenations. The CIA tests of two 5-level machines are essentially complete
except Pfor the interpretation of test findings in terms of intercept ranges.
In view of mounting pressures for & quick solutlion to the Flexowriter security
problem, the Sub-commititee will pool all available information snd will pre-
pare a recommendation on the practicability snd effectiveness of "quick-fix"
modifications. The Sub-committee unanimously urges that the Friden Co. be
briefed on the outcome of these deliberations and be prevailed upon to produce
corrective measures. (The Committee discussed this point at some length, as
summarized in paragraph L.)

d. Low Level Keyers. -~ Information on low level keyers was exchanged
by Sub-committee members for purposes of review, comment and evaluation.
Individual evaluations of avallable reports will be discussed st the next
meeting.

e. The next Sub-committee meeting will be held on 28 June 1961 at
NSS from 0900 - 1600. (The Chairman mentioned that & Ffull day will be de-
voted to the next meeting as one afternoon sesslon each month has not enabled
adequate coverage of the heavy Agends at hand.) The Agenda for the next
nmeeting will cover:

(1) Low Level Keyers

(2) Test Schedules

(3) Fexowriter

(4) Installation Standerds
(5) Screenrooms

(6) On-Site Radistion Testing

h. Flexowriter. “OGA 3.5(¢) of E.0. 13526

a.l |"re;ported that the CODIB Working Group on Remote
Systems Input was briefed in May on the status of Flexowrlter tests and on
the general outlook for solutions to the security problem. The Working
Group has indorsed e report to CODIB on the need for research and develop-
ment of & new machine as the appropriate long-range solution. The next;
step in pursuing this course of action will be the assignment of an "action"
agency to undertake the necessary R/D effort. The more burning question is

2
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what to do, as & short-range solution; until a better machine 1is aveileble.
First indications are that the Flexowriter won't adapt to "quick and easy"
modlifications and that the. suppression measures available to date are inade-
quate. Blﬁ_—:he-emphasized the need for another briefing of Friden
officisls end & concerted effort to obtain satisfactory and timely security
modifications. CIA hag cancelled an order 'for additional Flexowriters as a

result of the security problem. Such action raises operational hardships
and increases the pressure for a short-range modificaetion program.

b. The idea of further discussions with Friden representetives
raised the question of whether there imay be cherges of favoritism or
"industriel bias". After considersble discussion, the Committee drew the
conclusion that a briefing can and- should be presented by select represen-
tatives of member organizations scmetime in July. The briefing will not be
scheduled until the Sub-committee has fully studied &ll aveilable information
in connection with the possibility of a "quick-fix". In order to avoid
charges of favoritlsm, the discussion with Friden would be limited to the
problem of equipment on~hand and to its solution by Friden as the developing
orgenization. Cere must be .exercised to avoid discussion of research and
development of future equipments pending the aveilability of the Radlation
Stenderd to industry at large.

c. I:l’i-ecapittﬂ.ated the findings of CIA in their recent
Flexowriter tests. Both 5-level machines have proved to be vulnerable but
extreme intercept distences have not yet been established. All tests have
been conducted in e screenroom and no attempts were made to intercept com-
promlsing emanations at great distances. Compromising signels from the
machine equipped with radio interference suppression devices are well below
the pe®k noise level from the machine. In general, it is considered that
the 1imlt of interceptibllity as a practicel matter would not extend to
meny miles as estimated in an earlier NSL report.

d. Mr. McGettrick concluded the discussion by stating that a
draft memo to USCSB would be included with the next minutes for review prior
to the next meeting. The memo will outline a recommended three-fold approach
to the Flexowriter problem, i.e., a policy statement regarding the equipments
now in use, a short-range modification program, snd a long-range R/D effort.

5. U.S. COMSEC Plan. - The Chairmsn commented on the division of radia-
tion test and remedial responsibilities outlined in the Flan and then invited
comments on the need for up~dating the section on compromising emenations.
Several recommendations for minor revisions were discussed but no definite
plans were made for the over-all re-writing. At Mr. Scott's suggestion, the
Services will be requested at the next meeting to outline their intra-Service
division of responsibilities and allocatlon of resources.

6. On-Site Inspections. = The Chairman reminded the Committee that the
Chalrman, USCSB has expressed a special interest in on-site inspections as
8 deterrent to the exploitation of compromising emenations. He then asked
for the committee's views on the inspection capsbilitlies of their respective
orgenlzations. The discussion pointed out the fact thet no amount of in-
spectlion of U.S. facllities is likely to produce conclusive evidence of, or

3 b4
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to prevent, intercept activities which can be organized from remote foreign
facilities. Thus, an estimate of on-slte inspection capabillities must be
concerned primarily with "susceptibility” tests. NSA and ASA now heve a
limited capability for performing fleld tests but virtually sll experiments
to date have been performed within the U.S5. Two teems are now available

for "instrument surveys" within the Navy snd further plans are being made for
e mobile Pacility as an outgrowth of growing pressures to "prove" that com-
promising emanations are in fact exploitable under actual field conditions.
(Mr. Klause remarked that a fully equipped van was once available at the
Naval Experiment Station, Amnapolis.) Two Air Force vens are expected to be
operational later this year. The Chairman requested thet the Sub-committee
undertake further discussion of on-site test capsbilities and limitations
for the purpese of making an eppropriaste statement in the next quarterly
report +o USCSB.

T. Classification of Radiation Informaticn. -~ A portion of the Combined
Policy on this subject was read to the Committee for information. The over-
all policy, with minor revision i1s inclosed for review and comment, after
which it will be proposed for natienal use by the Civil as well as the Mili-
tary Departments and Agencles of the U.S. Government.

8. Other Business.

a. The Chairrxan mentioned the growing plsns for use of the IBM-066
Date Transcelver and asked whether there were any projected radiation tests
which included the IBM line. The Air Force has programmed IBM-066 tests in
conjunction with & study oft computers and peripheral eguipment. Capt. Smith,
AFSS, eed to infiuence the scheduling of timely tests when priorities
come up for review in Jure. The Army has tested an earlier eguipment, modi-
fied by IBM, which proved to be satisfactory at some but not all frequencles.
Mr. Lisonbee will provide those test resvlis to the Committee.

b. LCDR Scallorn, NSG commented on the need to consider (1) the
heavy investment in current generation equipments and (2) the cperational
requirements for rapid commmilcations, 1n the development of anti-radiation
doctrine. He emphasized the need to welgh those factors and to adopt a
ressonable philosophy based on calculated risks. Mr. Hoynes added that the
greatest concern in the Navy is the fear that transmitters are being keyed
by compramising signals. SSM=33 tests In this connection are still not con-
clusive but indications are that a code of good ingtallation practices will
do much to minimize the hazard. This experience tends to confirm the need
for lnstalletion standards as well as for on-site tests. Both items are
aessigned to the Sub-cocumitiee for further study.

9. The next Committee meeting will be Leld at NSS, Room 171h9, at
0930 on 30 June 1961.

WILLIAM W, HAMER
Acting Secretary

Incl: 1. Format for "Summery and Evaluation of Radiation Test Report”
2. Policy on Control of Compromising Emanstions from Commmilcations-

Electronics Equi
3. Drart hemo to Uaten S JWGRET T
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I.

II.

III.

SUMMARY AND EVALUATION OF RADIATION TEST REPCRT

GENERAL ,
A. ‘Equipment/Component Tested:
B. FPhenomena:

1. Recognized Hazards
2. Areas of Concern

C. Source:
¢
1. Test Facility:
2. Baslc Report and Date:
3. Report Avallsbility:

TEST DATA (Separate Section for each hazard examined.)

A. Conditions: (Laboratory or field test; tests conducted in a quiet
room, screenrcom, or in an open area with other equipment operating;
agblent nolse level of test asres; controlled or standard AC power

supply. )

B. Procedures and Equipment: (NAG-LA/TSEC procedure or unique tech-
niques applied during test; detection equipment employed; recording
equipment used, frequency range of detection equipment. )

C. Results: (Summarize the significent findings of the tests.)
EVALUATION AND RECOMMENDATIONS: (Correlation of test report data with
other reports of radiation tests; possible ramifications of test re-
sults on other equipments; validity of techniques used; velidity of
analytical procedures; recommendations for security restrictions, for
remedial countermeasures, and for further testing.)

A. Reference materiel used in Evaluation:

B. Correlation, etc.:
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INCLOSURE

POLICY ON CONTROL OF COMPROMISING EMANATIONS FROM
COMMUNICATIONS ~ELECTRONICS EQUIPMENT

l. This Policy defines the criteris for limiting radiation (see
paragraph I below); provides guildsnce for determining the security limi-
tations of certain commmnications, communications security, message pre-
raration, and electronic duplicating equipments; outlines responsibilities
with respect to the use of such equipment; and provides classification
standards applicable to information relating to radiation.

2.~ Spurious electrical, magnetic and/or acoustical impulses are
radiated when electricsl communications, communications security, message
preperation and electronic duplicating equipments are placed in operation
Due to their cheracteristics, many of these equipments emit intelligence
bearing signals which may be intercepted at varying distances- These
emissions may possibly lead to the recovery of compromi_sing information
by unauthorized persons. Studies of communications, communications security,
message preparation, and electronic duplicating equlipments to determine
their rediation cha.rac'terifrbics have proven that a serious threat to 7T#E
security of@m&m existd,

3. In order to reduce the possibi;ity of unauthorized interception
end use of classified information, the following policy is established in
connection with commnications, communications security, message prepara-
tion, and electronic duplicating equipments:

2. No equipment from which compromising emsnations are detectable
beyond the limits of mid-tbemsy physical control and survelllance
éha.ll be used for the transmission, reception a.nd/or processing

1
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of classified informstion except as specifled herein.

An area will be considered secure from surreptitious inter-

ception of classified information when the following protective.

measures are teken as appropriste:

(1) Insure that the area surrounding the communications,

nmessage preparation or duplicating facility is free from

any possibility of unauthorized interception (covert or other-

wise) in all directions for at least the distance to which

radiations are detectable.

(2) Provide specially designed equipment or modifications to

meet the needs of installation$where the threat of unauthorized

interception 1s exceptionally great.

Pending determination and promulgetion to users of the detect-

able radiation distances for individual equipments in accord-

ance with paragraphs 3e and 4 below, the distance to which

radiations are detectable will be assumed to be: for tele-

typewriter and teletypewriter security equipment, 200 feet;

for facsimile and/or electronic duplicating equipments creating

an electrical spark which fluctuates with intelligence content,

1200 feet.

A practicable distance from an individuel equipment, over

which physical control and survelllance can be meintained, is

established to be fifty feet. Therefore, this distance should

serve as & criterion and equipment should be so treated as not

to 8llow any detectable radiation beyond this distance. Although
2
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presently aveilable equ:f.pment does not neceésa.rily meet this
criterion future developments should aim to meet it. Where
the threat is such that a 50 foot secure raedlus 1s lnadequate,
speciel precsutions will still have to be taken.

e. When equipment now in use or under development does not meet
the control criterion outlined above, the developing or pro=~
curing egency shall inform the user of the minimum safe dis-
tance beyond which intelligence bearing energy cannot be de-
tected and indlicate preceutionery measures that may be required
beyond those outlined in this policy.

4., BSpecificetions which will indicate test equipments and testing methods
to be used for determination of complience with the above criteria should be
developed by each agency. Until such specifications are available the de-
veloping a.nd/or using activity shall use the most sensitive and widest
range plck-up devices for detection of emitted energies. Emanations to be
considered in this determination shall include but not be limited to the
following forms: Electromsgnetic field (Electric and magnetic fields in
all plenes of polerization); induction field; magnetic fields (stray fields
from trensformers, inductors, etc.); electric voltage field gradient (de-
tection of energy by voltage sensitive pick-up devices); conducted electrical
energy (either voltage or current on signal lines, power wiring or electrical
conducting structural members (building , machine frames, etc.); variations
of power loading of circults leading from the equipment; air pressure waves

(sudible and inaudible); light and heat waves (visible and invisible spectrums. )

3
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5. When cogent operational requirements dictate the use of equipments

under condltions not meeting the policy outlined in paragraph 3 above,
exeeptions may be granted by authorized representatives as designated by
each Department or Agency. Exceptions will be granted only when justified
and after consideration of the likely threat of unauthorized intercep’cioh s
of the equipments involved, thelr radiation characteristics, the extent
of control and reconnalgsance measures which can be applied, and highest
classification of materisal to be processed.

6. Essential facts of each exception granted under this policy should
be furnished, for information purposes, to the Member of the Special Com-
mittee on Compromising Emenations.

7. Radistion information will be classified as follows:

a. TOP SECRET

(1) Newly discovered techniques of testing, interception and

analysis until specifically downgraded to SECRET.

(2) Information that techniques exist (and any details of

them) which may permit recovery of the cryptosystem rather
than the plain text of individuaelly intercepted messeges, ex-
cept when this informstion is specifically dowr_xgraded.

b. SECRET
(1) Information concerning compromising radistion character-
istics of US approved commnications security equipment or
instelletions.

(2) Information concerning compromising radiation character-

istics of classified US communicetions equipments (except as
in paragraph 4 below).

(3) Any information which perteins to the methods or techniques

used to intercept ,‘SWI‘ extract intelligence

L
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from spurious radiation whefil such informetion does not faell
within the TOP SECRET category. |

(4) Purpose of anti-radietion circuits, devices and/or com-
ponents incorporated in communications security equipments or
installations or parts thereof when such information does not
fall within the TOP SECRET category.

(5) Details regarding unremedied wesknesses in existing
equipments or installations when such information does not
fall within the TOP SECRET category.

CONFIDENTIAL

(1) General information concerning compromising radiation
characteristics of CONFIDENTIAL or UNCLASSIFIED communications
equipment, except as in parsgreph d below.

(2) Any statement which implies or provides positive informa-
tion that radistion other then electro-megnetic flelds in space
(1.e. conducted or acoustical) is, or may be compromising.

(3) Specifications for new commmications securify equipment
or modlfication of specifications for éxisting equipment which
have spplication to the compromising radiation problem, pro-
vided specificetions are worded, so as not be reveal information
in the TOP SECRET or SECRET categories.

UNCLASSIFIED

(1) Information concerning redio interference aspects of
radiation.

(2) The following statements concerning compromising radiation

5
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from communications equipment need not be classified:
(a) The statement that communications equipment in general
mey rediste compromising information.
(b) The statement that commnications equipment such as
teletypewrlter and facsimile sets, etc., do emit compro-
mising radiation.
(c) The statement thaet radiation from a specified circuit .
of communlications equipments should be no greater than
Ceaeeniaes .microvolts/meter/KC of bandwidth.

(3) The following types of Informatlon concerning radiation

from communications equipment need not be clasaified:
(a) Results of engineering tests on communications equip-
ment showing thet................microvolts/meter/KC of
bandwidth can be detected at.......feet by standerd engin-
eering interference measuring ﬁechniques.
(b) Details of suppression circuits, devices or components,
if in themselves unclassified and incorporated in unclassi-
fled communications equipment. -

8. The classification of equipments incorporating radiation suppression
circuits, devices or components.

The classificatlion is governed by the following considerstions:

. In the case of classified commnications or COMSEC equipment:
(L) Only suppression circuits, devices, or components that
will not up-grade the classification of the basic equipmeht
will be used in equipment intended for general use.

6
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(2) In special cases where suppression circuits, devices, or
components of a classification higher than the basic equlpment
may have to be incorporated, the equipment will be up~graded
accordingly.
b. In the casé of unclessified commnicetions or COMSEC equipment:
(1) Only unclassified suppression circuits, devices, or com-
ponents will be incorporated in equipment intended for general
use and which must remain unclassified.
(2) In speclal cases classifled suppression circuits, devices,
or components may have to be incorporated. In these cases the
equipment will become classified and 1lts usage confined to lo-
cations where eppropriate security measures cen be enforced.
9. This policy guide is for US use only and does not constitute an
authority for the release of classified information to other allied nations.
(NSA should be consulted concerning compromising emanations information

which mey be released to other nations.)
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MEMORANDUM FOR THE CHATRMAN, U.S. COMMURICATIONS SECURITY BOARD
SUBJECT: The Flexowriter Security Problem
REFERENCE: COMSEC 11-/17

1. By the reference, the Executive Secretary, USIB, informed
the USCSB of the USIB's "sense of urgency for:resolution of the
Flexowriter security problem”. That security problem had to do with
the compromising radiation characteristics of the Flexowriter equip-
ment and, hence, was taken under the cognizance of the USCSB Special
Committee on Compromising Emensations. The findings of the Special

Committee are attached.

Incl: The Flexowriter Problem; Recommendations of the Special Committee
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RECOMMENDATIONS OF THE SPECIAL COMMITTEE

1. An office equipment known as the "Flexowriter", manufactured by
Commercial Controls Corp, Rochester, N. Y. (a subsidiary of Friden, Inec.),
is currently being employed by many Federal agencles and departments in
processing classified informetion. The equipment is understandably quite
populer because its use saves much typing and reproduction time. Ite
main feature is that it produces & punched-peper tape version of whatever
copy is typed on it and that this tape can then be used for a veriety of
purposes, e.g. Lo reproduce coples which_appear as typed originels, to )
provide input for computers and memory equipments, to be used in conjunction
with teletypewriter equipment for the remote trsnsmission of the capy in
its original form, etc.

2. As far as is known, the phenomenon of compromising radietion was
not considered in designing the Flexowriter models currently aveilable and,
with the recent advances in detectlon/analysis techniques, the equipments
bave been found to radiate compromising information varying dlstances.
Results of various tests conducted independently by departments and sgencies
represented on the Special Committee do not provide very precise data on
which to establish safe operating perimeters (estimates vary from 150 feet
to many miles). It is known that compromising signals emanate from the
equipment and that in a proper environment those signals could be recovered.
Acting on the comviction that the security problem is of serious concern,
the Speclal Committee recommends the following, three-stage, action:

&. For the immediate, establish a policy which prohibits the use
of Flexowriter equipment in overseas locations for the processing of
classified information graded higher than CONFIDENTIAL; within the 50 United

. SECRET-
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b. Yor the short range program, intensify efforts to provide r
such suppression ’modifica.tiona as are economically feasible. Upon com-
pletion of feasibility studies, apéroximately 31 July 1961, a briefing will
be arranged by the Special Committee for select officials of the Commerciel
Controls Corp. That firm, as the developing organization, will be pre-
valled upon to produce timely corrective measures to minimize the security
hazard.

¢. For the long range solution, establish a research-end-develop-
ment progren fo:~a new eguipment which will provide the desired operational
characteristics and adequate security against compromising emanations. Upon
receipt of a statement of requirements being prepared by the USIB Committee
on Documentation, the USCSB Speciel Committee will determine the most dppro-
priate organization to undertake the necessary R/D effort and will provide

security standards for acceptable levels of compromising emanations.

3.5(c) of E.O. 13526
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MINUTES OF THE SEVENTH MEETING OF THE USCSB COMMITTEE
ON COMPROMISING EMANATIONS HELD ON 30 JUNE 1961

1. The Tth meeting of the Speclal Commlittee was held at the Naval
Security Stetion, Room 17149 on 30 June 1961l. Mr. Fetterolf, CIA, acted
as Chairman in the absence of Mr. McGettrick, NSA. The following persons
were present:

NSA Mr. W. W. Hamer
Army Mr. B. E. Lisonbee, ASA
Mr. R. M. Scott, 0OCSIGO
Mr. V. Gale, ASA
Navy LCIR C. D. Scallorn, NSG
Mr. C. E. Parta, BUSHIPS
Mr. W. A. Haynes, BUSHIPS
Alr Force Capt. H. H. Smith, USAFSS
ME-J. G’l A. G'Etm&n, Jrv’ J"6, JCS
JCs
e Lt. Col. F. Ridenauer, J-6, JCS
cIA [ |
ARC Mr. R. G. Cewen ""
FBI Mr. R. A, Miller
0S0/0SD Mr. W. A. Smith
Mr. W. Ryan
State Dept. , Mr. J. D. Iams
Treasury ICDR H. J. LeBlaﬁc

2. Minutes of the 6th meeting were reviewed and approved with the
following revisions:

a. Paragraph 3c.---Change second s_,"entence to "The Army expects
to have NSL test, in the near future, an 8-level machine which incorporates
certain suppresslon measures recommended by the Air Force and Fastman
Kodek Compeny”.

OGA 3.5(c) of E.0. 13526
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b. Paregraph 6.=---Delete parenthetical statement.
c. Peragraph T7.---Chenge "combined" to "CANUKUS".

The following persons were introduced to the Special Conmittee es

3
) they hed net pa.r‘b:l.cipe.ted in previous meetings:

T e, I ba

35(c)ofEQ. 13526 T e Vernon Gale, ABA

r

4, Report by Chairman of the Sub-connnittee.---Mr summarized
the meeting of 28 June 1961:

a. A demonstration of a modified ASR was arranged and conducted
by the Navy. The ASR teletypewriter set Includes a keyboard, printer,
reperforator and transmitter distributor of the Model 28 line, and was
modified by Teletype Corp. at the suggestion and with the encouragement
of the Navy. The demonstration was preceded by an historical sketch by
Mr. Haynes of the evolution of low level keying as a radiation suppression
measure. The modified ASR incorporates two transistorized low level keyers
(for TD and KED), a shunt regulated power supply, and a transistorized
selector megnet driver. The two line relays, which ere sources of high
level radiation in standard equipment, are replaced with suppressed com-
ponents 1ln the course of modiflicatlon. NRL will test the modified ASR
during July and will prepare sn interim report for the next Committee
meeting 1f possible. It sppears that the equipment will meet radio inter-
ference specifications with little or no additional modification. CIA
will also test the ASR, when modification kits or a modified unit becomes
availeble, in view of the more stringent requirements of their Agency for
low rediating equipments. Representatives of the Teletype Corp. have
estimated that a modification kit for existing equipments would cost spproxi-
mately $230 and that the modifications ctould be built into new equipments
for approximately $150 over the basic cost of a stendard ASR. The Navy
emphasized that the modified ASR is significant not only as an improvement
over conventional teletypewriter equipment but also as a possible solutlion
for the Flexowriter problem. The ASR would perform most of the Flexowriter
functions; others could be programmed by Teletype Corp. The cost would
probably be less than an adequately suppressed or modified Flexowriter.

It is not yet known how the "operational" elements would react to the idea
of substituting an ASR for a Flexowrlter; the Navy is pursuing this ques-
tion. It 1Is probable thet operational tests as well as radlation tests

of the ASR will be necessary as suggested by Capt. Smith, USAFSS. (The
ASR modifications will affect space radistion, conduction and power line
modulation; they will not affect other posslble forms of compromising
emenations. )

b. A showing of the £ilm entitled "The Big Ear" was arranged and

conducted by representatives of the Navy and Generel Dynsmics Corp. The
film was beneficial in understanding the background of the Flexowrilter
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modification program undertaken by the Stromberg-Carlson Division of
General Dynamics Corp. The Flexowriter is used peripherally with the
AN/GRL-l , electronic reconnaissance system, engineered by Genersl Dynamics
under Government contract. Substantial effort was spent in reducing RFI
(using low level keyers) in the 150 KC - 1000 MC range. Representatives
of Generel Dynamics indicated that:

(1) they could suppress the Flexowriter to meet interference
specification, MIL-I-160L0 (SHIPS) with no particular
difficulty.

(2) they would like to study the matter and make a proposal
for suppressing Flexcwriter, goilng beyond RFI modifications.

(3) thelr research and development might require approximately
$50,000 -~ $60,000 and three man years to complete; the
work could probebly be done in 3 or 4 months.

() modifications would require some retrofitting of Flexo-
writers in addition to the modifications; they would

cost perhaps $1500 -~ $2000 plus installstion costs.
costs and times are rough estimates for discussion

purposes only. )

(Further discussion of the Flexowriter was deferred until later
- in the meeting. )

c. The Sub~committee dld not have time to cover other items on
thelr agenda. The agends for the next meeting, 26 July 1961, 0930 at NSS,
will include:

(1) Low level keyers.
(2) Flexowriter.
(3) Test schedules.
(4+) Installetion Stendards.
(5) Screenrcoms.
(6) On-site teats.
5. Flexowriter.==a

a. Mr:I resumed discussion of the Flexowriter by out-
lining the Sub-committee's recommended approach to "quick-fix" counter-
measures!

0GA 3.5(c) of E.O. 13526
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(1) the use of shielded enclosures in the most sensitive
locations, pending the avallability of other counter-~
measures.

(2) the pu}suit of Stromberg-Carlson modifications, or the
equivalent.

(3) seek :I.mproved modifications for the interference suppression
filtern

() the u_see,: of "dummy" relays to protect sgainst power line
moduletion.

(5) +the use of sound-absorbent materisls on maechine cover.

b. Mr i |stated it is the Sub-committee's recommendation
that suppressiorr"c—m limits be accepted but that better suppression
be cobtained if possible. Mr. Haynes emphasized the desirability of investi-
gating other solutions to the Flexowriter problem; namely, the selection
end use of some other equipment which would perform the same functions
(possibly the modified ASR).

c. Mrln; reminded the Committee of the intention to brief
officials of th Tp. on 13 and 14 July. The purpose of the briefing
will be to acqueint Friden with proposed countermeasures, specifications,
and test technliques and to determine whether Friden is interested in under-
taking the necessary R/D. Mr. Haynes remsrked that Stromberg-Carlson hss
demonstrated some competence in RFI suppression and should therefore be
considered along with the others, in the long range plamning of Committee.
Army, CIA, NSA and possibly the Air Force will be represented at the
briefing for Friden.

v d. The discussion then turned to the Draft Memo to USCSB. A
paragraph-by-paragraph review was begun, but after considersble discussion
it was decided to select a "drafting" committee to prepare a revision.
Representatives of ASA, CIA and NSA will prepare a statement of Committee
"opinion" to which will be attacked a draft policy statement for USCSB
approval. The paper will, if possible, be prepared and coordinated in
draft with the Navy and Air Force before the next Committee meebing.
Several suggestlons for the policy statement were discussed and will be
teken into account by the drafting committee. Notebly, CIA, ASA, Navy
and State representatives favored a prohibition against the use of un -
modified/unsuppressed Flexowriters for all classified informetion in
overseas locations. Capt. Smith, USAFSS, expressed the view that such
action would raise undue coperational hardships.

6. COMSEC Plen.---EBach Committee member outlined briefly the
aveilable radistion test facilities and dlvision of responsibilities in
his organization. The discusslon should prove helpful in later discussions
of the radiation section of the Flan and its up-dating.

—SEERET
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7. The matters of "On-site inspections” end "Policy ¢n Contrel of
Compromising Emanations" were held over for d2scussicn at the next meeting.

8. Other Items,=-=~

a. Mr. Haynes remarked that representatives of Kleinschmidi
should be consulted wlth regard to suppressicn of their equipment as the
Nevy had done with Teletype Corp. Rerresentatives of the Signal Corps and
ASA asgreed to consider what should be done in this regard. (This remark
is carried over from the Sub-cormittee meeting.)

b. Mr. Scott suggested that it would be a consideratle adventage
to have a sum of money budgeted within DOD for use sclely at the direction
and/or recommendation of the Special Committee. The ccnsensus of the
Committee is that the ldea has substentisl merit and should be studied
furtker in the light of the Committee charter and the probable reacticn
of the USCSB.

c. The Committee expressed its appreciation for the contributions
Mr. Scott hes made to the activities of the group. Mr. Scott 1s leaving
OCSIGO for a position with DCA.

9. The next Committee meeting will be held at NSS, Room 17149, at
0930 on 28 July 1961.

WILLIAM W. HAMER
Acting Secretary
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—SECRET 23 November 1964
MINUTES OF THE TWENTY-NINTH MEETING OF THE USCSB
'SPECTAL COMMITTEE ON COMPROMISING EMANATIONS

" 30 October 1964

1. The meeting was held at the Naval Security Station and the
following persons were present:

NSA D. G. Boak, Acting Chairman
E. B. McGettrick
¥W. W. Hamer
J. H. Horton

Army D. B. Glass, ACSI
B. E. Lisonbee, USASA
R, C. Giles, AMC
G. V. Ceres

Navy : C. D. Scallorn, CNO
C. E. Parta, BuShips
d. D. Dwinelle, BuShips

Air Force D. 0. Kerr, AFOCC
Treasury J. G. Wilcox; Jr., USCG
J. G. Williams, USCG
FBI J. L. Perritte:
oA
State - ’," W. H. Goodnan
AEC - R. G. Cowen
DCA S J. M. Perry
OGA 3.5(¢) of E.0. 13526.

eclassified and approved for release by NSACKIA, USAF,
nd U.S. ARMY on 06-26-2012 pursuant to E.O. 13526,
VIDRG30283
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2: Minutés of the Twenty-Eighth Meeting, 28 August 1964, vere
approved with the Following changes:

~ a: Change DCAENSP M22-5B to DCAENSP 422450;in paragraph
2:b(1) of the Minutes and in paragraph 2 of the.Inclosure to the
Minutes.

b. In paragraph k.a, delete "will" and insert "is expected to.”

3., Sub-committee activity. =

a. Mr.{;;:;;;:;;lsubmitted a memorandum containing a summary
of test informat ~-committee recommendations on the lLetteriter
{produced by Greene Data Tape Corp.): Discussion of the subject resulted
in an agreement that the Letteriter is satisfactory for use under the
terms of COMSEC 11-/45, which deal with interim measures to cope with
the problem’ of automatic electric typewriters: A memorandum expressing
SCOCE acceptance of this equipment will be prepared for USCSB members.

‘b Mr.[::;:;;::;]also reported that sufficient test information
is on hand to accep eneral Dynamics QRC-206 modifications for the
Flexowriter. . The modifications apply to 5, 6, 7 and 8-level, non-

programmatic; Flexowriters. Acceptance of the QRC-206 modification will
= —be- cevere&, -along.with the Letteriter, in the memorandum to the. USCSB.

: -c. Briefings were presented by representatlves of HRB Slnger
and Southwest Research Institute for the purpose of acquainting Govern-
nment personnel with the TEMPEST test capabilities of the companies.

“Both.Tirms have the basic technical requlrements for work in the TEMPEST

: field, and SRI in particular is acquiring appreciable experience through
a continuing contract with the Air Force.

: d. Specification guidelines aré béing prepared for low level
* keying in various applications. It is evidént at this stage in the

activity that there is not yet a common understanding of low level

keying objectives in various cryptographic -and non-cryptographic

situations. As a related matter, the Sib-committee has proposed the
development of a new and improved teletypewriter which:would meet
all requirements of Fed. Std. 222. In this cornection, it has been
suggested that the Mite 1nput/output typewriter be considered for
teletypevriter applications:

L, Mr; Boak explained the difficulty which bhas been experienced
in procuring shielded enclosures to meet the specifications promulgated
with COMSEC 11-/48. 'The main problem is that some manufacturers believe

3.5(c) of E.0. 13526
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that the specifications are biased in favor of a particular type of
room. This is true to some extent because only one typeof room was
known with proven security features when the existing specifications
were written. Some criticism of the specifications on this point
has been raised through a Congressional office. Such criticism has
been somewhat exaggerated but it is agréed that the specifications
now need to be re-written so as to stress:performance rather than
material features of shielded enclosures., Mr. Boak said he would

- forward a meémorandum to the USCSB stating that the specifications

associated with COMSEC 11-/48 should not be uséd in further procure-
ment actions until less prejudicial ones are available. The revised
documents are being prepared by NSA and are expécted to be available
within several weeks, SCOCE concurrence will be cbtained as quickly
as possible after which the new matérial will be forwarded to USCSB.
(This action was completed on 12 November 196k.)

5. Mr. Boak announced that DOD Dire¢tiveé 5200.19 was signed on

14 October 1964 and promulgated for the purpose of implementing the

National Radiation Policy within the Departmént of Defense. He

called attention to the fact that Military Departments and DOD Agencies
are reguired to prepare additional implementing directives within
ninety days (i.e., by 15 January 1965). He also notéd that a factual
report of each exception to the policy must be sent to the Executive
Secretary, USCSB for record purposes.

6. The remeinder of the meeting was devoted to discussion, editing
and epproval of a draft status report to USCSB .in which the trends of
SCOCE activity are discussed. One of the matters covered in the status
report is the re-alignment of committee effort along task-forece lines.
A draft "charter" for achieving this re-oriéntation was distributed but
it was not discussed in detail. Mr. Boak asked SCOCE members to study
the paper in depth and to consider menbership nominations for various
working groups. Assigmments and meémbérship for the working groups will
be covered in “executive" session at the next meeting.

T. Mr. Boa.k sta.ted. that the Sub—commi‘b‘bee should continue to
operate under the existing arrangement u ils of the new working
groups have been worked out.’ He and Mr ‘cited the existing
Sub-committee for a great share of the credit in forming s satisfactory
framework for SCOCE activities end in"developing the required mutual
cooperation among member organizations.

B The next meeting will be held on 11 December 1964 at the

~Neval Security Station.

3.5(c) of E.0. 13526
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UNITED STATES T COMSEC 1-1/61
COMMUNICATIONS

SECURITY BOARD S . 27 June 1972

MEMORANDUM FOR THE MEMBERS, UNITED STATES COMMUNICATIONS
SECURITY BOARD o

SUBJECT: Minutes of the Fifteenth Meeting of the USCSB

- 1. Attached are the minutes of the last meeting of the Board.
The Executive Summaries, from the Army and Air Force Members, will

. be forwarded to the Board later. : -

2. If no corrections to these minutes are received by 10 July,
these minutes will stand approved as written. Additional copies are
available, upon request, in the Secretariat's Office.

3. ‘This memorandum may be declassified upon removal of the -
inclosure. ' ‘

BAYARD T, KELLER
Executive Secretary

Incl:

a/s
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MINUTES OF THE FIFTEENTH MEETING

e —————

OF THE UNITED STATES COMMUNICATIONS SECURITY

BOARD

13 TJune 1972

ified by Chairman,
- Exempt from classification
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USCSB Meeting, 13 June 1972

ATTENDE‘e.é

Department of State

* William H. Goodman
George A. Getman, Jr.
Howard B. Holdway

Department of the Treasury

U.S. Air Force

MajGen Lee M. Paschall
.Col Braxton L. Young

" Daniel W, Sheerin

Central Intelliggence Agencdcy

* Clyde C. Crosswhite
Harold R. Patterson’

James V. Nasche, ]r._

Department of Defense
* Dr. E. Rechtin
Dr. Howard L. Yudkin
‘Capt H. Jefferson Davis, USN

Depa rtment of Tra nsportation

* Frank A, Stanton
William T. Deeter

U.S. Army

* B/G Kirby Lamar
Col Allen J. Mauderly
Dossie B. Glass

U.S, Navy

* RADM Chester G, Phillips
Capt Curtis R. Norton
" Capt Warren M. Cone

*JSCSB Member

Atomic Energy Commission

Richard G. Cowen, representing
*William T. Riley

Federal Bureau of Investigation

Donald E. Moore
William J. McDonnell
Bruce P, Fisher

National Security Agency

* VADM Noel Gayler

Dr. Louis W. Tordella
Howard C. Barlow

-Dayl D, Croskery

Howard E, Rosenblum
USCSB

Bayard T. Keller, ExecSec

|secretaryp.L. 86-36
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FIFTEENTH MEETING OF THE 3
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UNITED STATES COMMUNICATIONS SECURITY BOARD

13 June 1972

9:30a.m.

National Security Agency
Room 94135

ITEM SUBMITTED BY PRESENTED BY

TIME

USCSB consideration of Defense Defense
admitting/recognizing

organizations as ob-

servers (DCA, GSA)

USCSB relationship Defense . NSA
with USIB . ' '
Implementation of the Defensec Defense
National Policy on Air Yorce
Securing Voice
Communications .
Threat analysis on AEC NSA
unsecured voice .
communications
in the U.S.
Briefing on technical Defense . Defense

relationship between

trunk line secure voice

(hUTOSEVOCOM), field

tactical secure voice, .

and the TRI-TAC switch »

10 minutes

10 minutes

5 minutes
15 minutes

5 minutes

15 minutes




Minutes of thé Fifteenth Meeting of the TUSCSB

The fifteenth meeting of the Board convened at 9: 35 a.m. on
13 June 72 at the National Security Agency. After opening remarks
- by Admiral Gayler, Director, NSA, the Chairman, Dr. Rechtin intro-
duced the first agenda item.

1. USCSB Consideration of.Admitting/Recognizihq Organizations
as Observers (DCA, GSA)

The Chairman referred to the NSC COMSEC Directive
which authorized the Board to invite anv department or agency to
participate in matters of direct interest to such a department or
agency. He said he believed that DCA and GSA should be represented
at. the Board because of their broad telecommunications retponsibilities
and the strong interaction between communications and communications
security. He proposed that they be invited to participate as non-voting
" observers. '

Mr. Crosswhite, Treasury, asked for clarification of
observer status. The Chairman replied that an observer would enjoy
all privileges of Members except voting. Observers would receive all
formal Board correspondence, would be asked to give their views on
issues, and would be expected to attend Board meetings and participate
" in discussions.

The Chairman put the question to the Board and the vote
was unanimous to include DCA and GSA as observers,

2. USCSB Relationship with USIB

The second agenda item was the USIB/USCSB relationship
in cases involving the release of COMSEC material to foreign govern-
ments and requiring an assessment of the intelligence risks involvad.
The Chairman stated that he saw the question as a matter of precedence
as to when the USIB should be involved, and asked Dr. Tordella, NSA,
to address the subject.

Dr. Tc-della reviewed for the Board ‘our of the factors
considered in release cases (intelligence impact, national policy
toward recipient, the COMSEC requirement, and good will trade-off).
With respect to the intélligence factor, he pointed out that the National
Security Act of 1947 and subsequent laws give the DCI clearly defined
authority and statutory responsibility for protecting intelligence ‘'sources,
and that if a release directly or remotely impacts on U.S. intelligence
the DCI must be consulted. He pointed out that the USIB serves in an
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adviscory capacity to the DCI, and that its position is not binding on the DCI.

If the DCI accepts the USIB opinion that a proposed release has an acceptable

or no intelligence loss, the release is then deliberated by the USCSB in the

light of the COMSEC requirement, national policy, and other factors. However,
if the DCI decides that there is too great a risk of actual or potential mtelhgenc,e
loss, he may veto the release. In such a cacse the "JSCSB may still weigh the

. other factors involved, and may refer the case to the Special Commlttee which
" can endeavor to dissuade, but cannot overrule, the DCI,

Dr. Tordella expressed his personal observation that trading
modern high-grade COMGSEC equipment and/or techniques for good will is
a fruitless exercise. He also emphasized that the release of sophisticated
COMSEC doctrine and operating instructions must be controlled as closely as

~ the release of the equ1pment to which they pertain.

The Chairman commented that under the Nixon doctrine of
closer relations with other defense establishments, pressure will increase
for release of COMSEC equipment.

Admiral Gayler, NSA, made a plea that requests for releass
be stated in terms of the problem, not in terms of equipment, and that the

experts be given the opportunity to modulate things enough to provide
COMSEC, yet still afford protection for thel effort. '

Mr. Goodman, State, asked if it was not a standing
vrocedure for the USCSB to get the views of the USIB before voting on any
release, Dr. Tordella responded that it was, and Mr. Goodman stated that
it might be well to formalize the procedures by which a request of this sort is
processed through the USIB and USCSB. The procedures as summarized by
the Chairman, are to be: .the department or O)r agency... requestmg the release is
to consult with the Director, NSA, to examine the options available for
providing the COMSEC desired; the requestidg departmént or agency will then
send the request to the USCSB, which, in turn, will forward it to the USIB for
a determination of the intelligence impact; the USCSB Members will be notified

. of the pending request but will not be asked to act upon it until the DCI has

given his position. The Chairman suggested that an SjOP be drafted along these
lines and forwarded to Members for comment before adoption.

3. Implementatmn of the National Poliey on Securmg Vmce
Commurications :

: The Chairman opened the discussion on this item by noting
that we do not have th2 means - the money - to imp! erfnent this policy, and
that for it to be implemented, a priority structure must be developed. He
reiterated that this is a national board and it should sfet some national

-priorities. He explained that in his view, there are two dimensions to a

priority listing: priorities based on the function of a commumcatlons system
and priorities based on the threat agamst the system. The Chairman then
opened the subject for discussion. 5 1 see3e

! 2 : EO 3.3b(3)




Admiral Gayler, NSA, added that there were some factors
to be aware of in this approach. First, priorities should not necessarily
be based on an assessment of national importance, because such priorities
are transitory. Secondly, intelligence vulnerabilities may not be obvious.
Vulnerability depends on exploitation of target, the access to it, the way it '
is used, and the wav in which an intelligence agency will look at it. He
acknowledged that & priority system should be used for securing radios and
systems presently in use, but stressed the need for ensuring that all new "
systems couple security with communications so tightly that the two are &

' .developed as a single integrated package.

Mr. Goodman expressed concern that emphasis on systems
security might be at the expense of securing older systems, such as the
international telephone system which State for many years must depend
upon for its embassy voice communications. He explained that State

" needs some means of securing communications which are not all controlled

by the U.S. Government,

The Chairman remarked that perhaps there should be con-~
current actions toward both immediate and long-term solutions, and that
new requirements should be added up, slowly building a case for new
systems. . _ ' . ' '

At this point, the Chairman called on General Paschall,
Air Force, to present an abbreviated briefing of a study the Air Force
had made which, among other things, established priorities for securing
tactical voice communications. An Executive Summary of the briefing
will be forwarded to-the Board.

" General Paschall concluded his briefing by reminding the
Board that the Air Force had requested a waiver of the policy for base
non-tactical radis communications used for "housekeeping” .functions,
with the caveat that there may be some instances in which the threat is
such as to warrant not granting a waiver.

The Cha1rman responded that a waiver should be considered
in light of threat information from sources at all levels of classification
and compartmentation and since the Board did not have a basis for de-
cision, it was not yet in a position to decide on waivers. He said he
was establishing a working group to.develop a system by which priorities
could be determined for implementing voice security. He requested that
the Group consist of representatives from Defense, NSA, the Services,
and from any other Member interested in participating.

General Lamar, Army, reported that several years ago the
Army had conducted a study, similar to that of the Air Force, which
it was now updating. He noted that the Army's field requirements were
of a much greater magnitude--230,000 radios in 450 nets, including




30,000 helmet-sized radios that were not presently encryptable. The
latter, he believed, would qualify for a temporary wa iver if a short time-
frame were imposed on the policy:

The Chairman requested that Genefal Lamar provide copies
"of the Army study to the Board for information.

‘Admiral Gayler asked that, in view of the dollar constraints,
'the Services be asked to reassess the number of radios and nets required,
with an eye toward cutting down requirements on a possible trade-off.

The Chairman replied that it would be good for the Board to
have an idea of the number of equipments needing security, but that at -
this point he would prefer not to look at the picture in terms of communi-
cations requirements. He added that the data to be provided the Board
should reflect COMSEC requirements that cannot be met by existing
eguipment.

A

Mr. Crosswhite, Treasury, explained that the priorities
of the civil agencies would not necessarily be the same as those stated
for the military. Treasury has a need for an inexpensive piece of equlp—
ment to provide security for a short time=frame. ) . /
| 4

Dr. Tordella, NSA, stated that the difference in cost - - - /:/' Y
between full and short-term security is hard to detect in quantity pro- L
duction, and that once a short-term type equipment was captured, '
communications could be read in real time. .

Mr. Crosswhite, asked how many hours or days of
protection are afforded by ghe systems advertised on the commercial
market, and Mr. RosenbluM, NSA, replied that NSA could develop

equipment for $2

R The Chairman recommended, and Admiral Gayler agréed,
that Members of the Board consult with NSA on the performanée of
commercial systems which they may be considering pthésing. He
suggested that the FBI, through the LEAA, alert local"'law enforcement
agencies to the fact that commercial systems may not provide the
protection they expect. -

o O

4. Threat Analysis on bnsecured V01ce Commun1cat10ns in the
' U.S. -

br. Torde},l.a"'énd Mr. Barlow, NSA, in turn, addressed
this subject noting,rhé't any black telephone communications carried
over m‘icrowav‘e..a'f'e susceptibie to monitoring and that'there is in-
dispu’rableﬂ,.e*:i’idence of Soviet monitoring activities in the Washington

P.L 8636
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=~ and other Members joined him in giving Admiral Gayler a standing ovation.

e,

LI 'énd_aNew York areas. They reported that NSA intends to undertake an
‘as'"'s'essment of the threat to unsecured civil governmental voice systems
.« within the U.S., as soon as it completes a similar analysis under way on
world-wide DOD voice radio communications. —
Mr. Goodman described the telephore as the Achille's
heel of State's communications both in the United States and particularly
overseas. While State has access to AUTOSEVOCOM in the Washington
area, it has no protection for international telephone systems. He
emphasized that we must find some way, if at all within the state-of-
the-art, to secure existing telephone systems rather than wait for new
sy,stems to be developed. He said he was making an appeal to rethink
our order of priorities and that this particular problem is high on the list.

The Chairman replied that it might prove to be cheaper to
install a whole new system than to secure the present system which
comprises international telephones of widely varying standards.

General Paschall, Air Force, noting that this might be .
the last meeting attended by Admiral Gayler, commended him for his
excellent leadership in COMSEC and his special attention toward the
USCSB. Mr., Goodman, as "dean" of the group, reiterated these remarks

The meeting recessed at noon for lunch and reconvened at 1:30 p.m.
5. Briefing on Technical Relationship between Trunk Line Secure

Voice AUTOSEVOCOM), Field Tactical Secure Voice, and the
TRI-TAC Switch

[

Dr. Yudkin, Defense, spoke of the Defense Communications
System of the future and presented for consideration the concept of a total
wideband system. Dr, Rechtin informed Members that they could get further
information about the contents of the briefing by calling Dr. Yudkin.

The Chairman adjourned the meeting at 2:15 p.m., with the note that
the Board would meet again within the next few months.

AN
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The Chalrman opened the meetmg by requestlng each Member to ,
. introduce hlmself and to descr1be briefly his position in his agency. He-
' ““also introduced Mr. Louis. deRosa Assistant to-the Secretary of Defense
' for Telecommunications. The Chairman then observed that’ probably the
_ /Board should.meet more frequently and that he was.always willing to
: consider callmg a meetlng whenever a I\/Iember thought 1t appropr1ate

_ The new Executive Secretary, Mr.. Bayard T Keller, ‘was then intro-
. .duced by.the Chairman with the observation-that-for Tea sons. of economy
.and full utilization of time, Mr. Keller: would function in-a double-hatted
capac1ty, i. e., as Executwe Secretary, USCSB and’ as-an NSA employee.‘
Both the. NSA Mernber and Mr. Keller stated emphatlcally that when acting.
‘as’ the Executive Secretary he would be workmg exclusively for the" Board '
-and for-the. Chairman. "The Chairman then, thanked Mr., ;Chittenden:for - - -
hlS exccllent support and w1shed h1m well in hls new ]ob

Aqenda Jtem 1, COMSEC Assustance to the Braz111an NavL

The Navy Member opened the dlscussmn w1th a brlef rev1ew
(which is attached) of the Navy's p031t10n on the proposal to provide
KL-7 equipment toé Brazilian Navy.units. - He concluded with the -
 -statement that the operational need for secure communications -
".capability-with the Brazilian Navy still remains; that the other .. ... ..
. military . serv1ces and the -JCS-have concurred in the requ1rement
“and that in his view the' facéts ‘of the operatlonal requlrement ‘out-
" weigh the 1nte111gence considerations. - The NSA:Member responded
‘that,” although as-a Naval officer he understands the need-expressed
.by the.Navy, he had voted agamst the release when it was. considered:
“by the USIB because the’ 1ntellicxence risks are ceftain not conJectural
.Dr. Tordella observed that the risk of Brazil seeking crypto equipment
" from another nation was not great because it would not help the Brazilian
Navy.to talk.with the USN. | |
| | He suggested.
. an:alternative in.which operational codes would be used for these -
communications in time .of peace and an assurance would bé given: to the
Brazilian governmex t'that appropriate equipment would be- supplied in
time's of severe tenision or hostilities. “The* Chairman asked if he was
proposing a comproimise’and the NSA Member repheJ that he was’.” Thé
' poss ibility of one- ~-time tape systems be1ng used instead of the KL-7.was
raised by the State Member. However, the Navy Member said that it would _
be operationally unsuitable for it would mean re-equipping U-.S. ships with -
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devroes whlch have severe loglstlcal and 1ntercommun1cat10ns problems.
- The fact that 9200 units of the KL- 7 have been distributed among elghteen' -
foreign countrles, includmg NATO, South Vietnam, Nationalist China,
- and-South Korea, was raised as an argument that distribution-to the

o ‘Braz1lian Navy would.not constituté any greater hazard of compromlse -

. of equipment. .Dr. Tordella stated-that compromise of thé machine is
. not an issue becatse it has been compromlsed repeatedly.. The point .
~.is that with the exception of Vietnam and two others;, not in South. -

" -America,,

, The Chaxrman then asked the Navy Member for his reactlon
to:the compromise which the NSA Member had- proposed . The. Navy
'Member responded that it was not acceptable“because it. would be _
-impractical to hold-off distribution of the equipment until there was
‘a hot war., .For orie thing, it takes time to. develop. the capablllty to
use the: equlpment and for- another, the Navy is concerned about the-
" rpresent. gradual loss of information about-fleet tactics and: the detalls
of administrative and logistical arrangements’ and collaboratlon with
"'_the Brazilians. The Chairman then-called for-the Members to vote .
on the proposal to release the mod1fied KL-7 to Bra21l “The voting _
~Was .as. follows : ; - ~ : ‘

' S State No, w1th comment that thls question had- been

thoroughly coordinated within State and. that the political desk.,. which
has the overriding interest, and the Office of Intelllgence both ‘were
agamst relea se. ' '

_T_relS_uLz_ No with the comment that| lin’
‘ the area must be protected. g L . - )

Transoortation' Yes, w1th the comment that the Navy has made
aca se for the operatlonal requn'ement :

. A y Yes, w1th the comment that.the Navy has an .
operatlonal requirement and that practical safeguarding actions can be

- taken to limit prol1ferat10n of the equlpment among other South.
’ Amerlcan natlons .. :
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WlthOdt vew careful exammatlon He stated that h1s own experlence as - .
_ a. tactical commander in South V1et1 \am did not prove that unlversal secure
voice is a necessity, that in his opinion 25% of the. l1nks at most should
be’ secured, and that the ‘Combat Development Command was studying this:
aspect of the problem’. " One of the reasons that the MALLARD Program.
will not be developed as originally conceived is because it requires full
- ‘c¢ommunications- security. . The Army. Member continued- by saying that.
. the price for this is just too high.. Trying to secure. the systems we now
" have in the field would require billions of dollars at a.time when even .
"a single million dollars has-a signlflcant impact on Army. 1nte111gence. :
' A'He €stimated that from a tactical standpomt less: than 50% of the links .
. would requlre sec'urlt/. -

‘ 3 The NSA Member responded that he d1d not 1ntend to suggest o
that alr equlpments now in the’ f1eld should be mod1f1ed~—1ust new
' equlpments and essential older ones. He stressed that the victim does "
" not always know when he is being" compromised and that low level"
circuits yield a'lot of information in the aggregate. He said- that L
' .Gen'Abrahms expressed complete agreement with the prmmpal of . .
. ‘complete: secur1ty and that when asked about the equ1pment having.a plam
' text capability said to "throw-that switch-away. On the matter-of- costs,
he said that on a total system basis. COMSEC adds about a 10% increment IR
f.'and that- this. percen*age moves up to about 50% for manpack equipment . )
with"COMSEC integral in.it. He.concluded. that the cost of adopting'a —.... ...~
pOllCY such as he- suggested would have to be compared against the.cost
of providing- COMSEC separately and that within any given fiscal year
“the ‘choice might have to be made between more’ 1nsecurity or less-
' ':COmmumcatlons capablllty

=t The Chairman asked Mr. deRosa }A'sst to the SecDef for

Telecommumcatlons) if he cared to comme nt

ﬁ Mr. deRosa’ observed that ach1evement of total securlty in
_an on-going- program,. such as the TRI-TAC switch which must interface with
B ‘older existing equipment; probably could not. be done within the projected
time frame without excessive cost. Thus, the initial switch might -
_lach1eve only partial security. He also said that it would-help to relieve
the fidancial hardsh1p if NSA could come up with a dev1ce that gave some,
but not complete securlty, such as PARKHILL. S

V" Mr. Barlow (AsstDLr, NS4, . for COMSEC) commented that he :
beheved that there was no option open to ma1nta1n a v1able m111tary '
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".’countrles the very strong statements made. by NSA are persua swe._ .

' ‘.";‘IQI‘A,LS:.,‘NO_',. 5 votes. Yes,-4 votes . Abstatih, 2.

' that the pohcy oroposed by the NSA Member could not’ b/adopted ;z

R AEC No w1th the comment that although recogmzmg the’
Navy s need and the. wide dlstrlbutlon of the KL-7 among NATO

CONSA: No. - S

'F.BI Abstaln with the comment that because of not bemg in.

a« p051t10n to- ]udge the merits they ‘had abstamed m UQIB and d1d not
'.want to be a swmg vote here. b

_ Defense: ,Ab‘sta in.

: \ S .
“"The Chalrman stated that the deC1s1on was .not to release

" and- svgqested that the. Navy should consider-the compromise -offered
by NSA. The: Navy Member said.that he would like to have-a spemflc
_ .prop,osal The NSA Membe1 suggested that they work 11. out together.

Aqenda Item 2, Btenn1al Reports Analys1s

"The NSA \/Iember sa1d[that he was. convinced that there are -
general insecurities in both the military and c¢ivilian agencies and.
that, collectively, the electronic security posture of the U.S. has ‘-
enormous shortcomings. He said he believes that the COMSEGC . -
equipment being used is essentially secure but that in-voicé-
communications particularly there are major insecurities which the

Board should do sométhing about. He thén described some nine
- incidents or situations (mainly military) in which the failure to

practice voicé security or to use available COMSEC techniques had
resulted in significant losses of classified information and : ‘unnecessary

- combat losses. He concluded the presentation with the observation,

that insofar as military operations are concerned that technology

’ now can provide security integral with vo1ce communlcat1ons security for

all military networks at a reasonable cost He urged the Board “to adopt ..he '

. _recommendations in his memorandum of 20 November 70 (Serial: ,
-N 1187) which proposed a policy that all new military. voice -communi-

cations systems be developed with integral security and that those now
in devel'opmentbe reviewed to determine-if they can be secured or, -
if not-that, development should be modified to permit’it. -

2 - Thé Arrhy Member commented that without heing disparaging_ ==
about NSA!s impressive COMINT operations, the money shortage ig ‘
so severe-and the-cost of providing secure. voice to everyore-is. so h1gh@’ﬁ{y
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force w1thout bemg completely secure. He pomted out that the}

"L The Army Member said that in Europe;

q‘ The Chairman brought the dlscussmn to an end by asmgmng»

.Mr Kell%“ the task of heading.an ad.hoc committee consisting of at

least one represcmtatlve ‘of the m111tary serv1ces and-one of the c,lvﬂran

. agenciesto .analyze the.biennial reports and, to make recommendattorts

. to'the Bdard -on these -issues. Thé NSA. Meénber requested-that this - - _

. assignment also include. ronmderatlon of the problem of regularly . P.L. 86-36 o
.. changing call’ signs and frequencies - (as outlined in his letter to EO'3-’3b(3) o

‘ the Bodard, .Serial: N 1187, dtd 20 Nov '70). Before leaving the ‘

subject ‘the Army Member regquested that the other two serv1ces give

'a reactlon to the NSA Member s recommendatlons

Qt, The Navy Member sa1d that he agreed w1th the statement of

- -the threat and that he would support the premise but did not know how
. to.get the money it would require. The Air Force Member said that
- he would like to have the. 10% incremental cost of security proveén;.also

that. securing all voice communications was a desifable goal but it would
have to be cheap. He also said that the Air Force could not accept

the idea of eliminating the clear text option , particularly for airborne -
commumcatlons for éxample, many Air Force aircraft must.communicate -

‘with traffic controllers in many forelgn countries. Finally, he said that.

adoption of the. concept would require complete review of the 407L Program ,

. h1ch would be very troublesome

: \° ‘The Chalrman asked if any of the 01v111an agenc1es had any
comments + The Treasury Member said that he could use help in
convincing high level officials that the government telephone system

is being intercepted on the microwave links. The BAEC Member expréssed -

“the same problem and- cited an -NSA study of voice traffic in the Nevada

test site. whlch showed con51dorable loss of clas51f1ed mformatlon. The

" Chairman.summarized by saymg that.voice .security is a major problem ..
-and that ev ery effort must be made to solve it 1nclud1ng the economic

_7‘. :
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~ aspects. A suggestion that-the Ad Hoc Group currently attempting to
. write national COMSEC.objectives, should also address. themselves. -
to the spec1f1c recommendations from NSA and work with the newly
desu;nated ad hoc group ‘was ob]ected to by the NSA Member on the
.. grounds that the mattew was more urgent The Chairman sustained
. him : : ' : »

M \/[,,» A enda Ttem: 3 Need for'a, Nat1onal Policy on Computer Security
The’ AEC Member opened the" SubJeCt by statmg that he sees .

: computer securlty as a problem which sooner or later will affect

. practically all agen01es particularly when rrany computers through-

. out .the government become 1nterconnectef1 W1th numerous remote’ ,
'interrogation points.: The amount-of 1nformation ava 1lable in computers, ,

. .even today, raises the questions of-who- ha's access what -are the.
physical secur1ty controls associated w1th it, and what controls are

" possible to insure ‘proper interrogation. _He. stated that everybody
proceeds on the basis that the communications should be secured and G

that the informatioh in the computer should be secured, but that - - DR

achievmg this is exceedmgly difficult. He said it is in ‘the general
interest:of the government to have a national pohcy, including security
cL \standards and criteria,. and that this should-be done before the problem '
" .t gétstfurther away from us. T e S

| ™ " The .»Cha»irma'n'. commented that his Deputy for Security, Policy
-will soon issue a formal"state'ment of "‘security requirements for ADP -
in:the Defense Department and- that USIB was also preparing a secur1ty
_policy paper. T o

\1’ . Mr. deRosa commented that by 1980 most ‘of the military
- communications will be in data form and that- security w1ll be even
‘more 1mportant

" \v\ Dr. Tordella observed that current equipment permits encryptmg
digital data- up to a 20 megabit rate. The Chairman held up a copy of the -
- Defense.Science Board's report-on computer security (which had been
forwarded to-each Menber) and said that although he had not yet read 1t‘
‘he- assumed ‘that .it would be of help 'and asked the AEC Member what’hc
- thought the next step snould be. L T (

\< The AEC Member replied that, although he is. loathe to recém end
N another committee, he-believed that the Board" should consider establishlng .
xt.one to look at the problem-and to attempt to develop a set of- standa_rds that -
could be applied on.a governmerit wide-basis. The NSA Member agreed and
" said that there is'a close correlation between the techniques for securing,
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'cOmputer information and communications, circuits
this problem should be taken on by ‘the Board rather than attempting. to
“put it somewhere else.
"+ should have jurisdiction over this.
" no. one disagreed.

" He said he fhdught

‘The Chairman asked if everyone agreed the Board -
Although there was no direct response,
Thé Air Force Member commented that at. the present -

' ..time no one, to his knowledge, is dealing with the sccurity aspects, of

'the software operatlons and that it is thlS area whlch is critical

QU Dr. Tordella' suggested that. at 1t's‘ next meeting, -the Board

| -the COINS System’ have been solved

%(\ At this pomt the Chairman said that he would like to name
an ad hoc group to loo into the. problem 1nclud1ng the question of thé
]urlsdiction of the Board. He asked that Dr. Gigrich of his staff, the

- Executive. Secretary and the Executive Secretary des1gnate meet with

s

an ad hoc group on computer security
Wi : e ’ :
.&. The Cha1rman then said. that he believed that this meetlng

_ frequently than once a year. He stated that meeting for the sake of
: ."meetmg should be avoided, but he would encourage each Member to
get in touch with him if he bélieves that a problem has arisen which
warrants a meeting of the Board. He reiterated that he would call a-
" meeting sometime in February .71 to discuss further the problem of
'~ secure voice and to con51der the recommendations of the ad hoc
groups establicneo today. o :

\P\LThe thirteenth meetmg of the USCSB adJourned at 1: 30 p. m

Incl:
USN Review
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‘listen to a- briefing on the.extent to which’ the security problems 1n L

o

.. him in the coming week to discuss the composition and Ob]eCtIVeS of ‘

had been worthwhile and that he' thought- the Board should meet more ..
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s Agenda Item 1.- COMSEC

- NKVY REMARKS

A5515tance to the Braz111an Navy (s)

it i
i T
o A secure, common cryptocapablllty is
f. P also needed. to protect’ 1nformat10n concerning tactical doctrine duriqgh' ﬂ
s cOme.ned USN/BRAZNAV exercises. 1 ~OGA P
o :f IS .
- { 3} of the means available fOr meetlng the requlrement for a secure, common ;
E' -A USN/BRAZNAV cryptocapablllty, only the TSEC/KL-T will sufflce for the '
.- b
N 1
f. fgllowing reasons:
| T
i '} .a. .Courler - Too slow, ]
. i b.. Providing cryptoteams aboard BRAZNAV ships orfat‘shore'statidhs
i [ .
iT would require addltlonal U. S naval personnel which the U S Navy cannot’
i; support _ Further, BRAZNAV w0uld undoubtedly not. be agreeable to.such'anﬁ
; -arrangement. T'ﬁ'
ﬁﬁfﬂ&UF:(l)IU : o

e NSA TS Control N
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’ieif‘speed requlred.

- ::‘ such systemS. . . R oL PR - . 1

e there is no. reason to assume. that the USIB would be agreeable to: release of

..____._P‘—_..; .___._’.J. [TV

‘-‘chasers, ‘3. fleet oilers: and L transports.v In’ 1967 1t embarked on a ten-
‘:year bulldlng program calllng for the addltlonal construotlon of h submarlnes‘:i”
-;10 destroyer escorts, 26 m1nesWeepers, 25 patrol vessels and 4 auxiliaries.
:The BRAZNAV has also embarked on a well planned fleet modernlzaion proéram,
:;1nclud1ng 1nstallat10n of improved - SONAR and the ASROC weapons systemr
i.Further, it has ‘been modernlz1ng ltS commnnlcatlons system: by ,onverting to :
‘-RATT both afloat and ashore.' BRAZNAV units - partlclpatlng w1th USN unlts in

'exercises have demonstrated a degree of profe551onallsm comparable to that

i , P

:
.

d 0ne~t1me tape systems ‘are not 1n use afloat in the U S Navy, bes1des

l

E : S . a

e. One-tlme pad systems are too slow (about 30 words an hour), also,'

l el
the USIB would undoubtedly oppose release of systems of thls type

f..Dellvery of classified messages by v1sua1 means or by hl—llne at sea

LR

T +
ey g o it e
DRSS i

is’ 1nfeas1ble as unlts are dlspersed 50-100 mlles apart ".N' o -
. "*\‘. : ’ il -

The- BRA.{.NAV now con51sts of l alrcraft carr:.er, 2 submarmes, 2 or‘uisers,__

f

I

of the U Se Navy. BRAZNAV cOmmunlcatlons performince on .RATT equlpped

c1rcu1ts durlng exercises has been evaluated as superb

TOP. SECRET-UFBR#— .
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'1l destroyers, 5 destrOyer escorts, 2 coastal mlnesweepers, 3:submarinelﬂﬂ




g also concurred in the Navy operatlonal requlremenus, and ‘have

| .<:

I ——cl‘ [P S ——

Sy . :
risks cited by USIB. - The JCS: have given their support to relebse of| the

b
thé. TSEC/KL-T to the BRAZNAV, - A s E N

They do nOL recognrze the bona. "1de U. S

= b. Inqulrles f*Om Br a211 an'authorities‘for COMSEC ¢ tdnee 7O oehrw'

than Navy communlcatlons cou._d e ans'«ered bJ ‘statement that no additional

equ1pment 15 avallable.

4c. The US BRAZNAV agreement would specxfy uhau no 1nformat10n on uhat

agreement would be - releasa.ble to 'Ghlro. nztions (1 e., other SOAM navi:ee); |

||'
RN

|- &. A race to. otner cryptosysten supnllers by SOQM naulons 1s always a

L L
ﬁoés blllty, regardless of wrether or" ‘not the TSEC/KL-T is released to the
o S ’ ..
; Lo - \ I

h the BRAZNAV 50111 Zemains. On»the ba.s:.s OJ. prevmus USCSiB vote:, the -

g.uothenpmllltary serv1ces concur -in- the requlremenu.A“Further, the JCS have

; Ftated ;hat
I | |
|-

‘sa’,ci'sfe.ctn.on of thesevopera ona.l requlrements outwe:.gqs the J.lntelllgen'ce

: H

TSEC/KL-T.te the BRAZNAV to satisfy stated Navylregﬁirement.

{ Therefore, the Navy requests. USCSB approval of its reque5u vb<re;ease'

Navy Tope rak ional req uiremem

! . .
. ‘The. U.S Navy operatlonal requlrement for a secure, commoa cryptocapa0111uy

: v : NSA.TS Control No.- '
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: secué%ﬁ%oigg 4 March 1971

MEMORANDUM FOR THE MEMBERS, UNITED STATES COMMUNICATIONS
SECURITY BOARD

SUBJECT: Fourieenth Meeting of the USCSB
REFERENCE: COMSEC 1-1/54, dated 3 February 71

1. Attached as Incl 1 is the memorandum from the Chairman
reflecting his decision on the agenda items suggested by the Members
for the next meeting. The Chairman has decided the forthcoming meeting .
should be devoted exclusively to the problem of secure voice communi-
cations as proposed by the Director, NSA. Consequently, a briefing
on this subject will be presented to the Board by the Director, NSA,
on 15 March 71. An agenda will be published shortly. Incl 2 is a
summary of the agenda items suggested by the Board Members along
with the names of the representatives who will attend the meeting.

2. Attendees must be cleared for acclzess to Top Secrel Crypto
information and be indoctrinated for Special Intelligence. Verifica-
tion of this clearance is being obtained for the people listed in Incl 2.

3. Parking arrangements can be made for privately owned vehicles
in the underground parking area at the Department of Transportation, but
it is requested that Members use staff cars, if possible. All cars
{personal and staff) should enter DOT via the E Street ramp where an
attendant will provide parking instructions. If you plan to drive, please
furnish the Secretariat Qy_ll March 71) the tag number and the make
of car you will be driving. There are easily accessible elevators, to
the conference room,located in the garage area and escorts will be
provided if necessary. :

4, As mentioned earlier, the meeting will be held at 2:00 p.m.
in the Secretary's Conference Room (Room #10212).

ol F b

D T. XELLER
Executive Secretary

2 Incls: = -
1. Chairman's Memo eclassified and approved for release
2. Summary by NSA and ClA on 08-28-2012
sursuant to E.O. 13526, MDR-63028

COMSEC 1-1/55
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USCSB | OFFICE OF THE CHAIRMAN

UNITED STATES

COMMUNICATIONS : 1 March 1971
SECURITY BOARD -

MEMORANDUM FOR THE MEMBERS, UNITED STATES GOMMUNICATIONS
SECURITY BOARD '

SUBJECT: FPourteenth Meeting of the USCSB
REFERENCE: COMSEC 1-1/54, dated 3 February 71

Three agenda items have been proposed for the fourteenth meeting
of the USCSB:

1. Follow-on discussion on findings of the Biennial Reports
and Computer Security Ad Hoc Committees (CIA)

2. USCSB Membership (proposed addition of General Services
Administration and Office of Telecommunications Policy) (Treasury)

3. Secure Voice Communications (NSA)

I am pleased with the progress made by the two Ad Hoc Committees,
but do not belleve their findings will be prepared in sufficient time
prior to 15 March to accomplish the staffing which would be required to
permit a substantive discussion by the principal Members.

Knowing the concern we all share over the secure volce problem, I
believe it would be most beneficial at this time to have the Director, NSA,
bring us up-to-date on this problem, and to devote the forthcoming meeting
exclusively to this subject.

At the same time, I suggest that all Members give consideration to
the Treasury Member's proposal, but that we postpone discussion to a
future meeting. I am, however, inviting both the OTP and GSA to send
an observer to our 15 March meeting in view of the pertinence of the NSA

presentation. _
A%
0T o J Wl

ROBERT P FROEHIKE
Chairman

/




1 March 1971
USCSB VOTE SUMMARY

Subject: Fourteenth Meeting of the USCSB, COMSEC 1-1/54

The following are the suggested agenda items and attendees for the
15 March 71 USCSB meecting:

. STATE
Agenda Items: None.

Attendees: Mr. William H., Goodman
Mr. George A. Getman, Jr.
Mr. Howard B. Holdway

TREASURY

Agenda Items: " 1. USCSB Membership. Consideration should be given to
potential USCSB membership for two agencies which have broad responsibilities
in the telecommunications field. These are the General Services Administration
(GSA), which maintains the secure communications equipment of fifteen
different federal civilian agencies, and the Office of Telecommunications
Policy (OTP), which by Executive Order 11556 provides broad telecommunications
policy guidance to the President. Preparatory to consideration of these two
agencies, it is recommended that the Commissioner of Transportation and
"Communications, GSA, and the Director, OTP, each be invited to make short
presentations on the duties and responsibilities of their respective offices
at a USCSB meeting. ’

"2. Administrative Note. If there is to be an extensive
discussion on secure voice problems at the March 15 Board meeting, it would
seem advisable to extend an invitation to the GSA for a representative of that
office to attend, in view of that office's extensive responsibility toward the
secure voice communications requirements of the civilian agencies of the U.S.
Government."

Attendees: Mr. Clyde C. Crosswhite
Mr. Harold R. Patterson
Mr. James V. Nasche

DEFENSE_

Agenda Items: "No comment, in view of the fact that the Chairman is asking the
USCSB Members at this time to recommend agenda items for his consideration.”

Inclosure 2




Attendees: Chairman, Robert F. Froehlke
' Honorable Louls A, deRosa
Dr. John P, Gigrich
Cdr Lawrence R. Kilty

TRANSPORTATION

Agenda_Items: None.

Attendees: Mr., Frank A, Stanton
Mr. William T. Deeter, Jr.
Mr. Stanley E. Holden

NAVY

Agenda Items: None.

Attendees: RADM F. J. Fitzpatrick, or Capt C. G. Phillips
RADM R. E. Cook
Capt C. R. Norton

~ - AIR FORCE

Agenaa Items: None.

Attendees: MajGen Gordon T. Gould
BrigGen Lee M. Paschall
Col B. L. Young
Mr. Danlel W, Sheerin

CIA
Agenda_Ttems: "It is felt that the reports and follow-on discussion of the

findings of the two sub committees, one on the Biennial Reports; the other
on USCSB's role in Computer Security, will be a sufficient agenda."

3.5(c) of E.O. 135Z6

AEC

Agenda Ttems: "I believe the secure voice and computer security iftems
will consume the allotted time."

Attendees: Mr., William T. Riley
Mr. Richard G. Cowen

2




NSA

Agenda Items: (Director, NSA, letier to the Chairman, USCSB) "You well
know my deep concern over the lack of secure voice communications and our
responsibility to provide the leadership in finding a solution to this situation,
I see the voice problem as a test of the ability of the national COMSEC policy
structure to respond to a critical national requirement. The Board cannot
afford, at this time, to give this matier less than its urgent and undivided
attention. '

*] propose therefore that the forthcoming meeting of the USCSB be
devoted excdlusively to @ deeper investigation into the problem. I am
prepared to present to the Board Members briefings on the threat we are
facing in this area, the solutions we have in sight, and the estimated cost
of these solutions. This presentation, together with demonstrations of the
equipment described, will provide a background for Board action on the
recommendations I submitted on this subject on 20 November 1970. Secure
voice is by consensus the most challenging and consequential problem for
national security at this time."

Attendees: VADM Noel Gayler, Director
Dr. Louis W. Tordella, Deputy Director
Mr. H, C. Barlow, Assistant Director, NSA, for Communications
Security
Mr. D. D. Croskery, Chief, Policy Division

FBI
Agenda Items: "No suggestions."
Attendees: Mr., Donald E. Moore

Mr. Joseph L. Perritie
Mr. William J. McDonnell

ARMY

Agenda Items: None,

Attendees:  BrigGen David E. Ott
Dossle B. Glass
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UNITED STATES

COMMUNICATIONS COMSEC 1-1/57
SECURITY BOARD 7 April 1971

MEMORANDUM FOR THE MEMBERS, UNITED STATES COMMUNICATIONS
SECURITY BOARD

SUBJECT: Minutes of the Fourteenth Meeting of the USCSB

1. Inclosed are the minutes of the last meeting of the USCSB.
Any corrections to the minutes should be sent to the ExecSec by
22 April 1971; after that date if no corrections have been received,
ithe minutes will stand approved as written.

2. This memorandum may be declassified upon removal of the

inclosure.
65@4 ’63‘4( 77{ [C‘{ ‘-

RD T, KELLER
Executive Secretary

Incl:

a/s

eclassified and approved for release by NSA, FBI, US

RIMY, USAF, USD.CIA TREASURY.QSD, DISA, AND GSA

n 06-27-2012 pursuant to E.O. 13526, MDR-63028

COMSEC 1-1/57 TP YRS 4 !
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6 April 1971

MINUTES OF THE FOURTEENTH MEETING
OF THE

UNITED STATES COMMUNICATIONS SECURITY BOARD

Excluded fro tic down-
g and declassifica
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SECRET ' 6 April 1971

Fourteenth Meeting of the United States - .-
Communications Sccurity Board

_ 15 March 71
Department of Transportation

Members Present: Mr. William H. Goodman, State
Mr. Clyde C. Crosswhite, Treasury
Mr. Robert F. Froehlke, Defense (Chairman)
Mr. Frank A. Stanton, Transportation
BGA™ o ) Brig Gen David E. Ott, Army
R RADM Ralph E. Cook, Navy

e Maj Gen Gordon T. Gould, Jr., Air Force
3.5(c.)_>.c‘3f EO. 13526 e Mr- CIA

Mr. William T. Riley, AEC
VADM Noel Gayler, NSA
Mr. Donald E. Moore, FBI

Staff Present:. Mr. George A. Getman, Jr., State
Mr. Howard B, Holdway, State
Mr. Harold R. Patterson, Treasury
Mr. James V. Nasche, Treasury
Dr. John P. Gigrich, Defense
Cdr Lawrence R. Kilty, Defense
Mr. William T. Deeter, Jr., Transportation
Mr. Stanley E. Holden, Transportation
Mr, Dossie B, Glass, Army
Capt Curtis R. Norton, Navy
Capt Chester G. Phillips, Navy
" Mr. Daniel W. Sheerin, Air Force
“Col Braxton L. Young, Air Force -
Maj Jerre B. Richardson, Air Force
Mr.| | ca
Mr. Richard G. Cowen, AEC
Dr. Louis W. Tordella, NSA
Mr. Howard C. Barlow, NSA
Mr. Dayl D. Croskery, NSA
Mr. Bruce P. Fisher, FBI
Mr. William J. McDonnell, FBI

Mr. Bayard T. Keller, USCSB
Mrs. | . USCSB

P.L. 86-36
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Observers:

Briefing Team:

o

ST N TR
-t

e g pem
A Tt F,“".""'E‘
} ;
a LI MACE PR BEPCIE 3

Mr. Louis A. deRosa, Defense
Maj Gen Anthony T. Shtogren, JCS
Mr. Elmer D. Jones, GSA

Mr. David B. Hall, OTP ~

Mr. Howard E. Rosenblum, NSA
Mr. | .} NSA
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The Chairman opened the meeting by welcoming and introducing the
observers to the meeting: Mr. Louis deRosa, Assistant to the Secretary
of Defense for Telecommunications; Maj Gen Anthony Shtogren of the
Joint Chiefs of Staff; Mr. Elmer Jones, Deputy Commissioner of Trans~-
portation and Communications, GSA; and Mr. David Hall, Office of
Telecommunications Policy. He then turned the meeting over to
Admiral Gayler. B -

Adm Gayler introduced the NSA presentation with a commentary on
the factors contributing to the poor posture of U.S. communications
security. He identified the major problem as the securing of military
voice traffic and said it was because of the seriousness of this problem
that he had requested the Chairman to devote this meeting to the subject
of secure volce communications. He reiterated the policy proposals
he had submitted to the Board at its last meeting, and noted that work is
rapidly progressing in the area of changing call signs and frequencies.
He said that even though he did not want to minimize the important
problem of call sign and frequency changes, this briefing today would
deal only with the problem of secure voice communications. He further
stated that JCS had been briefed on secure voice and had accepted the
need for a policy stating that all military voice communications should
be secured.

Adm Gayler then introduced Mr, who spoke of the threats to
U.S. COMSEC. Mr. Rosenblum f,o'llowed with a briefing on the tech-
nological advances in the area of voice communications which included
explanations of the three basic techniques available for encryption of
voice transmissions. Mr. Barlow then discussed the COMSEC equipment,
both available now and under development, which NSA sees as the
solution to the secure voice problem. These included:

Tactical Qo‘fxl.:/munica tions:
1 .IY,.SAIVILLE for VHF/UHT radio (manpack and airborne models)
2 USGC-20 or PARKHILL for HF radio
3. TRI-TAC for multichannel microwave

Fixed-Plant Communications:

1., TDM and crypto-digital for multichannel microwave

2. BELLFIELD/CARLOS for Phase II of AUTOSEVOCOM

P.L. 86-36




Mr. Barlow included in his discussion the estimated costs associated with
each of these secure systems, based on information available to date.

Mr. Rosenblum continued the presentation with a detailed description
of the concept embodied in BELLFIELD/CARLOS, demonsirations of PARK-
HILL and VINSON equipments, and an explanation of the remote keying
process. He concluded by describing the MOS (Metal Oxide Silicon)
chip, which is the technological breakthrough permitting the micro-
miniaturization of the new COMSEC equipment which was described.

During the presentations, Members were encouraged to ask questions.
Mr. Goodman asked whether there was any prospect of improving our
capability for securing voice conversations which might deal with high-level
policy considerations. Mr. Barlow replied that CARLOS would seem to
fill this need since it is reasonably priced, of high quality, and does
not require dedicated circuits. Mr. Goodman commented that the answer
to State's need must be related to international communications systems
that now exist. Messrs. Goodman, deRosa, and General Ott raised
questions on the technical aspects of the operations of BELLFIELD/CARLOS.

In conclusion, Adm Gayler handed each Member a proposed secure
voice policy {attached as an inclosure) and asked Members if they had
any further questions.

The Chalrman asked Adm Gayler to confirm his understanding that
there is no question about our ability to secure voice from the technical
standpoint, rather the problem involves budgetary considerations.

Adm Gayler replied that essentially this was correct; he pointed out,
though, that as with CARLOS, there still remains much to be done in the
testing and demonstration phases, and that design decisions still must
be made. He believes the technology is substantially available to
solve Lhis problem and any new system required can be secured at an
acceptakle cost, The major cost problem, he said, is how to handle
older systems in the inventory. He suggested that users may have to
accept fewer communications systems in order to get totally secured
systems.

Dr. Tordella added that had the Chairman's question been asked
a vear and a half ago, NSA would have had to give an equivocal answer;
but that recent advances in integrated circuitry and MOS technology,
coupled with hard, inventive work have given us the technical capability
to secure voice communications.

Adm Gayler returned to the policy he was proposing and again pointed
out that the JCS have already accepted his recommendation that all military
voice radio systems need to be secured. He suggested that civil government




.

voice systems, such as those of State and Treasury, which carmry traffic

of significant intelligence value also should be secured. He added that
the judgment of whether or not the traffic is of intelligence value must be
determined by the agency concerned, but that help would be offere:d by NSA
in providing any pertinent advice. ’

Mr. Goodman asked whether Adm Gayler's definition of "policy"
carried the connotation of "mandatory" or of "objective”. Adm Gayler
answered that a "mandatory" approach without qualification was im-
practical, but, on the other hand, he believed the Board would fall
short of what it should do as a national board if it approached this merely
as an "objective." He would, thereifore, prefer the wording he had sub-
mitted. He explained that he had proposed this be adopted as policy within
the Department of Defense, and that there would be programs developed
within the Services to implement this policy. He suggested that each
government department and agency would have to use its own judgment
as to how to set priorities and implement this policy. '

Gen Gould stated that the word "all" in paragraph 2.a. of the proposed
policy is a problem in hjs Service. He explained that some nets did not
have to be secured by virtue of the very nature of the information that they
carried, such as non ~tactical; base support nets (fire crash, hosptial,
etc.). Adm Gayler replied that even hospital nets could provide intelligence
information on such subjects as casualties, effectiveness, and order of
battle.

The Chairman suggested that Members look over Adm Gayler's policy
proposal and provide the Executive Secretary with any comments on its
wording. After Adm Gayler has considered any comments submitted,
the Executive Secretary would send the proposed policy to the Board for
a vote.

The Chairman adjourned the meeting at 4:00 p.m.

Incl:
NSA Ltr, did 15 Mar 71

B
t::ab‘ Ly :1 i__;_’ '

oy
RT3

e -

S oy




NATIONAL SECURITY AGENCY
FORT GEORGE G. MEADE, MARYLAND 20755

15 March 1971

MEMORANDUM FOR THE MEMBERS, U..S. COMMUNICATIONS
SECURITY BOARD

SUBJECT: National Secure Voice Policy (U)

-,

1. At the Thirteenth Meeting of the USCSB, I urged the Board to
adopt the recommendations on secure voice contained in my memorandum

- -.of 20 November 1970. Since then,we have galned support for these

concepts within the Department of Defense. We have further made
arrangements with the JCS and the Services to test a system for changi_rlg
call signs and frequencies on a regular basis. Establishmentofa ..___...
.- national policy in this area will reinforce the progress we have already
made and establish the authority for applying th'e system on a wide-
spread basis.

2. Against the background we have presented todgy, I urge your
support for adopting the following national policy on secure voice:

a. All military volce radio systems be secured.

b. Civil governmental voice systems, which carry, traffic of
significant intelligence value, be secured.

Y 4 ‘5@%\

NOEL GAYLER
Vice Admiral, U. S. Navy.
Director

automatic

assification
R
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MEMORANDUM FOR THE RECORD A
SUBJECT: Unofficial Minutes of 16th Meeting of the USCSB
28 November 1972 (U) -

-

Dr., Rechtin opened the 1l6th Meeting of the USCSB by
introducing the two new Members (Mr., Groughan, AEC and
Lt Gen Phillips, NSA) and the two new observers (Lt Gen Gould,
DCA and Dx, Muntner, GSA)., He reiterated that the Board had
agreed that Observers would participate in all actions of the
Board except voting, and that they would receive all Boaxd
correspondence, He informed the Board that he had received
an inquiry from the Office of Telecommunications Policy regard-
ing its being represented at the Board, and said that he had
replied to OTP that granting Membership would require a change
in the NSC COMSEC Directive, and that it would be difficult
for him to grant observer status, He said he had offered to
keep OTIP informed of pextinent developments within the Board,
He commented that the OTP request may come up again, but that
it seemed to be settled for the time being,

Dr. Rechtin then briefed the Board on the developments in
national security that impact on the policies and philosophies
of the Board regarding the release of COMSEC material to foreign
governments. The fixrst factox is the effective solution of
the key generator problem, whereby security can be built at a
modest cost. The second is the availability of secure devices
on the forelign market. He commented that the abuse of COMSEC
devices (such as not changing key properly) by some countries
negates the security that the device offers, Third is the
Nixon doctrine, the administration's move toward burden shar-
ing with our allies, and the resultant need for greater inter-
operability in communications, NICS and the TRI-TAC switch
are examples of our efforts to ensure interopem bility, Finally,
as Russia becomes more aggressive and moves into the international
arxena, it has an effect on our U,S, military forces, particu-
larly the Navy, which depends on many intelligence inputs (e.ge.
the Fleet Ocean Surveillance Information Facility), If these

- >
- c"“ Ol e [T

eclasslflecl and approved fcn release by NSA.CIA, STATE.DOD.NAVY,
FEI.DCA, DISA on 06-26-2012 pursuant to E.O. 13526 MDRG63023
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sources of intelligence are not secured, we dispiose our

intelligence collection sources and techniques: These same
leaks can occur in the unsecured communications of the other
navies with whom our Navy works. Dr., Rechtin- explained that
these factors pose a number of problems: - -

a., Should we release crypto-<equipment to foreign
governments? The USIB determines whether or not such a release
may| }” However, the benefit to
penalty ratio is changings the benefits are going up and the
penalties are going down with regard to the situation fifteen
years ago.

be Should we talk to our allies about electronic key
distribution systems?

ce There is the "dark maroon" (neither red nor black)
nature of the TRI-TAC switch,

d, The denial of releasing U.,S. COMSEC is much less
a factor today, with the wide availability of COMSEC from other
SOUYXCEeS, '

ese The secure voice deficiency is leading the compro-
mise of U,S. intelligence,

Therefore, what we need to do is to review our release
policy, keeping in mind:

a, What kind of changes are appropriate; Dr, Rechtin
said that the basic policy looks very good to him, and that he
does not believe it has to be changed very much,.

b, What kind of rules we need to permit the Navy to
exercise with the Allies in a secure mode.

_ ¢c. Release of key distribution techniques to the
communications community at a security level releasable to NATO,

d. Release of TRI-TAC (TENLEY) at least to a limited
number of allies.
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He concluded by saying that there are now enough changes
in world conditions to consider these questions which we would
not have considered fifteen years ago, A page-by-page review
of COMSEC 2-/54 ensued, with the following comments being made:

a, Page 1, no change,

b. Page 2, Paragraph 2.c, Dr. Rechtin said he thought
the phrase ''!no significant effect" contained very strong words,
and suggested "no unacceptable" effect, Gen Phillips commented
that the intent of the phrase was that there be a careful
review and judgement in each release case, and that he was
not sure that a new word would affect that judgement. However,
he agreed that "unacceptable'" better defined the determinations
that were made, and supported the change of "unacceptable'" for
tgignificant." Mr, Crosswhite asked who has the ultimate autho-
rity, Dr. Rechtin asked how we would get the policy changes
approved -- by the NSC, Special Committee, USIB? Mr. Barlow
stated that since this was a policy of the USCSB, no outside
approving authority was required, Mr. Scott concurred in the pro-
posed change. Gen Edge (Air Force) asked to whom the effect
would be unacceptable, Dr. Rechtin replied that our procedures
state that it is the USIB that determines the unacceptability,
and, if we wish, we could include this phrase in the policy,

Gen Gould expressed concern at this statement and asked how one
could obtain the benefit-to-penalty ratio, of which Dr, Rechtin
spoke earlier, if the determination is made by the penalty
people, He said he did not believe that the benefits were under-
stood by USIB. Dr, Rechtin responded that we agreed in the
procedures that we go to the USIB, but that the USIB does not
address the benefit/penalty ratio. If a release is unaccept-
able to the USIB, it doesn't matter what the benefits are., The
USCSB must accept this preemption, The USIB may express concern
over the release, but not find it "unacceptable," Gen Phillips
added that if the USIB were to find a release unacceptable, the
matter could still be referred to the Special Committee, which
acts as an appe'llate body., The Board anreed to substitute the
word ‘''unacceptable!" for "significant."
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Co Paragraph 3, Dr. Rechtin questioned the use of
the term "detrimental," and asked how one judged this effect,
He added that it may be more important to outfit NATO or the
Republic of South Vietnam with war equipment -than to “equip
ourselves, and that a trade-off might be required. There may
be a detrimental effect, which could be in the national interest,
There was adreement that the term was ambiguous as written,
Mr, Barlow explained that this factor has never been a considera~
tion in any past releases, and that in practice, it has never
posed a production problem, Our cryptographic support of keying
material to Vietnam caused only a 10% increase in production,
with about a 100K increase in the budget., It was agreed that
the intent of the sentence was that there should be no delete-
rious effect upon the ability to fulfill U.S. COMSEC require-
ments., Dr. Rechtin suggested that since it had not been a
significant factor in the past, it be deleted and the sentence
end with the word "intended," The Board agreed,

d. Paragraph 4, Mr, Crosswhite questioned with whom
the agreements were entered into. Col Mauderly suggested we
delete the modifier '"communications and policy," Mr, Getman
noted that the same idea was covered in paragraph 2,b,

Dr. Rechtin answered Mr, Crosswhite by citing NATO as an
organization with whom we would be making communications
agreements, and asked Gen Gould, as the Defense communications
negotiator, for his views, Genh Gould discoursed on the paral-
lelism of DCS and NATO communications in Europe and the need

for cryptographic components to be compatible to permit inter-
operability, WMr, Barlow added that compatibility is required
in both communications and in COMSEC, and that communications
planning is a key factor for COMSEC. Dr. Rechtin suggested

that the phrase "will be consistent with' might be more suitable
than "be dependent upon,” and the Board agreed. Gen Edge and
Mr, Crosswhite suggested that paragraphs 3 and 4 were really
conditions of the release and should be subparagraphs under
paragraph 2, Dr, Rechtin observed that making these conditions
of the releasc would complicate the matter. He noted that these
were conditions placed on carrying out a release, and not on

4
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the initial determination of a release. He Suggested an:
introductory statement for paragraph 3 to the affect that "if
the conditions of paragraph 2 are met, the follow1ng is guldance
pertaining to the release.," Paragraphs 3 through 6 would: then
become incorporated into this new paragraph containing post-
release guidance, Dx, Rechtin suggested '"In the executloﬁ of
authorized releases,...’" and asked NSA to redraft the paper

and send it around forx approval.

Gen Gould returned to paragraph 2 a., and asked whethex
all releases were in some way detrimental because of jointipse
of key, or loss of key. Mr, Barlow explalned that this used
to be a concern, but that now security is provided by the key-
ing material, not by the equipment, and that we issue distinct
keying material to foreign users, Dr. Rechtin suggested we
might add "in balance' to take care of this concern, but - i
Gen Phillips stated that he thought it best to leave the word-
ing as it was. The Board concurred, :

a, Paragraph 5, Gen Edge suggested adding the terﬁ
"or international oxganization" after '"foreign government,'
The Board concurrxed,
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NSA to write a statement after this sentence describing our
COMSEC relationship with New Zealand, and then asked State to
review this relationship to see if the former-de0131on of the
Boaxd is still consistent with our national pollcy with respect
to New Zealand, Gen Gould described New ZeaIand's full partici-~
pation in the CCEB. ;

c. Annex, Gen Edge noted that the title was not
consistent with the title of the basic policy document, and
suggested that it be reworded "Procedures /'for Handling Requests
for the Release of COMSEC Material to Foreign Governments and
International Organizations." Dr, Rechtin agreed that the
procedures described governed the handling of the request for
release rather than the mechanics of the release itself. Navy
suggested further correlation with the policy title by rewording
it "Procedures for Handling Requests for Disclosure ox Release
of COMSEC Information or Material to,..'" Gen Gould referred
to the Board's COMSEC glossary and pointed out that the use of
both "information" and "material' was redundant, since the
definition of "information' embodied "material," Dr, Rechtin
instructed NSA to edit the document throughout to make it
consistent with Glossary termlnology (i.e. use "information"
throughout). S

d. Annex, page 2, ., lpointed out the need to
substitute "unacceptable!" for ''significant' in paragraph 1l,b,
(2) ("should the DCI decide, however, that the release will
have an sigaifiean® unacceptable...") Em. Rechtin recommended
that a statement be added that the Dlrector, NSA will also
advise the requesting department or agency of alternate possi-
bilities available to the orlglnal requestor and the possible
consequences thereof fF r example, NSA might recommend that
the country use ; ' ox conversely, that if the country
were to use| |1t would not be in the interest of the
U,S. Dr. Rechtin recommended also that when a department ox
agency submits its request to the USCSB ;t should contain NSA's
technical comments, The Boards should hear what NSA has to say.
He suggested adding '"The requesting depa#tment or agency should

6 " OGA E.O. 3.3(b)1)
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then Submit its request, with such technical comments as are
appropriate, to the Executive Secretary, USCSB/# Gen Phillips
noted that the requesting department or agenc¢y might change
its original request in light of NSA's comments, Dr: Rechtin
agreed, and added that there was no need for'.a department or
agency to drag out all the alternatives 1lsted which ‘were not
feasible, He said the NSA COMSEC input 4is‘necessary so that
NSA's position on alternatives is known from the outset. It
may change its position on the s1de, when these factors
are discussed, but at this point ‘is not being addressed.
Gen Phillips remarked that NSA might not want to lay out all
the alternatives to an agency which did not have the need-
to-know, and Dr. Rechtin said that in such a case supplementary
information could be given the Board, Dr. Rechtin said that
if the NSA response were 'mo,! the Board should not see the
request, and that NSA's comments should be of a technical
nature, and not a "judgemental value," After receiving NSA's
comments, an agency may want to disagree with NSA's recommenda-—
tions and submit its request to the USCSB, This concluded
discussion of the release policy,

Dr, Rechtin proceeded into a discussion of the National
Communications System, He described it as a loose confederation
of independent baronies, with a charter to work on making things
better. ' In 1956 the White House established a policy that there
should be a single unified federal telecommunications system,
but this was not found to be practical, Dr. Rechtin, as Execu-
tive' Agent of the NCS, and Gen Gould, its Manager, det togethexr
to discuss various telecommunications matters. The level of
authority they were given is minimal, and they try not to step
on toes., He explained that the NCS established a secure voice
study group, and Dr, Rechtin became concerned that this group
would get into the security aspect of secure voice, rather than
the telecommunications aspects. He decided that the best solu-
tion was to have the NCS group concerned with digital, rathex
than secure voice, and described the former as how to process
digital signals and how to communicate digital signals. He
said the NCS role is to solve these problems as communicators,

7
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The fact that some of the digital traffic may be secure

voice is only a mattexr of information to the NCS, and should not
be a factor which would involve the NCS in agpects of securing
digital voice. Accordingly, he asked that the group=rename
itself as the Digital Voice Study Group, which would-permit it
to do the things NCS ought to be worrying about, He passed out
the Terms of Reference of the Digital Group, and asked that
Members address any comments to Dr., Rechtin, In a final state-
ment, he said that he had wiped "security" out of the Terms of
Reference and replaced it with the word 'digital."

Dr. Rechtin turned to Secure Communications with NATO and
said it was a subject of multi-departmental interest. He said
the most important factor is that four to five years ago NATO
decided to build its communications a different way, It wanted
a NATO Integrated Communications System, to be operated by a
management authority (which has become NICSMA), He explained
that NICSMA has been given about 65 million TAUs (equivalent to
$200 million) which it will commit over the next two ~three
years. Beginning in '75 it will probably get another $200
million, and possibly another $200 million in 1980, averaging
about $40 million a yeax for the next decade. This budget
includes NATO SATCOM III, for which SAMSO is the technical
agent, The U.S. launches the satellites, The bidders are all
UeS., but there is some sharing of production with other NATO
countries, NATO SATCOM III is paid for out of infrastructure
funds, The budget also includes TARES (switching gears?) com-
parable to AUTOVON/AUTODIN,

The Department of Defense, as well as State, OTP, and ISA
realized that if NATO is building communications systems (both
ground and satellite) of this sophistication and expense (with
the U.S. contributing some 25% of funds), and if the U.S. has
a parallel Defense system in Europe (with assets of some $100
million), we could run into a problem with Congress over U,S.
funding of two parallel systems, SATCOM III will parallel the
Defense Satellite systems It behooves all of us to consider

8
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communications in a common context., We have stablished a Defense
Communications Agency Field Office in Brussels to ensure that

DCS and NICS are designed for interoperability. It is possible

that in 10-15 years there will be only one net in Europe instead

of three parallel systems (NATO, U,S., national), The U,S,

could lease NATO circuits for U,S. communications., There is an
unanswered question of what to do with the U,S. assets, Dr, Rechtin
suggested that the logical consequence of the NICSMA doctrine

could be analogous to the Vietnamization program, i.,e. turn the
system over to our allies to run, This is the kind of thing

to do if we are forced to reduce military support functions
overseas, In thinking of the possibility of a single net in

the future, we might as well design our communications so that

such options are available to us. This presents real problems

of interoperability and compatibility, and COMSEC is rxight at the
center of the problem,

-

channels, By a government's taking no.direct preventive measures,
mobs could disrupt our communications, or they could be monitored,
How do we solve this problem? There are two technical develop-
ments available now that were not available five years ago: (1)
end-to-end security, whereby only the originator and recipient
can hear clear voice., We do not have this now., Most of our
encryption is link-to-link, but the technology is nearby. Fox
end-to-end encryption we need a key distribution system, If

we are to use a NATO net, we must tell NATO about key distribution.
Also, politicians, as well as the.military, will be using NICS.

G ranting access to the p011t1c1ans added 10% to the capacity
of the system, but brought in a 20-50% increase in funds, Poli-
tical conversations must- have end-to-end encryption., End-to-end
security is essential if we are to operate in a multi-polar
world. Communicators will have to be in the middle and informed,
(2) availability of communications satellites, whereby we can
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leapfrog over any recalcitrant communications in the group.
We cannot use satellites all the time because the traffic
load is too great; your needs are greater than what you can
afford, However, satellites are a valuable option. =Good
COMSEC and good communications satellites are 1mportant in a
world where we need secure voice.

Consequently, there are special problems with NATO which
will show up in special requests, Dr. Rechtin stated that
he had discussed, with Gen Gould, the possibility of getting
NSA and COMSEC involved in the DCA Field Office in Brussels,

The COMSEC people have kept their K ount n e
of COMSEC developments in the

will be consistent, But We MUST WOIK -

with other countries which might be involved in using our
switch, We announced at the NJCEC our decision to go froma
19,2 to 16 kilobit rate, The 16k rate is good for tactical
communications, and is compatible with PTT so that widespread
service is available in a hurry. In three - four years we
may be able to talk with as many as 90 cities w1th no problems
in adding security, :

Dr. Rechtin said that. which- w111 be used as the
first step in NICS secure’ voice communlcatlons costs about
$35,000 for half duplex, It isn't cleax thatl:lls the
proper way to start out on secure v01ce. It doesn't appear to
be the right step that will lead on to others. But we can't
convince NATO countries of this if we ‘don't talk to them about
what's down the road. The proliferation of NATO liaison groups,
in which the U,S. is rep:eSented, poses another problem, All
U.S. reps need policy guidancé in communications and COMSEC,
ANCA, ACSA, ALLA ACTA, are only a few of the many groups in
which the U.S is represented and upon which COMSEC policies
impacte. :

Our’ only alternatlve to not getting involved in NATO is
to 11m1t our thinking to COMSEC for U,S, use only, However,
this doesn't build a NATO system, nor permit command and contro.
1nte;operab111ty for U.S. elements in Europe, nor permit us to
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get consistent policy guidance to our NATO reps. NATO is
getting to be a serious problem, and the Board is going to start
to get requests from NATO. We therefore need- to be astute and
act in accoxrd with our release policy, The release policy is
thus a very important ingredient in our move toward NATO,

Dr, Rechtin spoke on the National COMSEC Objective which
the Ad Hoc Committee had submitted to him for approval. He
gave the Board his remarks, informed them of some changes he
had made, and asked them to respond to the proposed Objective
in normal USCSB fashion, He said that he had difficulty with
the original objective that the committee had sent to him,
First, he disagreed with the committee that the objective was not
obtainable. Secondly, he took exception with the committee's
recommendation that COMSEC should be extended to cover the
rights of individual citizens, Dr, Rechtin said that the
Defense General Counsel advised him that addressing the subject
of privileged information and rights of the individual citizen
would be a legal morass. He agreed that the objective should
cover all correspondence already in federal government channels
but not correspondence coming into the government., The objec-
tive now states under SCOPE: "This Objective is applicable to
all federal telecommunications, defined as those telecommuni-
cations which are of an official character dealing with the
affairs of the United States Government,! This wording excludes
propriety information unless it becomes of an official character
dealing with an affair of the U,S. Government, Dr, Rechtin
said he raised this point so the Boaxd Members would understand
the changes Dr., Rechtin had made to the report of the working
group. Dr, Rechtin added that the Objective is a reasonably
attainable objective and it does not get into the rights of the
individual citizen. He asked that Members comment through normal
Board channels,

Dr. Rechtin next notified the Board that he has been
informed that the present Executive Secretary, Mr, Keller, has
been designated for an overseas assignment and that a replace-
ment will be provided by NSA, He said that he had found the
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arrangement whereby NSA provides the Executive Secretary to be
a satisfactory one for getting work done and . for the security
arrangements, He added that there had been some comment as to
whether the Secretary finds himself in an internal cénflict
of interest by being a member of NSA, and asKed Gen Phillips
to comment. Gen Phillips replied that he had given careful
consideration to the question Dr, Rechtin brought up, that he
had discussed the matter with his Deputy, his Assistant Direc-
tor for COMSEC, Mr., Barlow and with Mr. Keller, and they all
agreed that the Executive Secretary's position does not require
full time attention., It is important for the Executive Secre-~
tary to have a detailed knowledge of the COMSEC field, and to
have good access to the COMSEC community. This is facilitated
by having a member of the NSA staff serve doubly as the Execu-~
tive Secretary, Gen Phillips added that he had not seen any
signs of conflict of position, and that an experienced, competent
individual has the necessary judgement to avoid any conflict
and to deal with the Boaxd in a straightforward manner without
being prejudiced by NSA interests, Rather than jeopardizing
one's career, serving as Executive Secretary enhances one's
careexr in NSA, Mr, Keller explained his view that when he is
engaged in Board business, he works fox Dr. Rechtin, not NSA,
He added that he does not view this assignment as anything but
a positive factor in his career. He stated his aim of trying
‘ to serve all members impartially, The Navy and CIA stated their
i appreciation for the way the Executive Secretary handled mattexs
with them, Mr., Crosswhite stated that he always had two con-
cerns about the present arrangement: that the eleven agencies
of the Board should get equal consideration, and that the Board
not be responsible for Jjeopardizing the career of an individual
who was trying to sexrve the Board well, He was satisfied that
. by bringing the matter up all Members recognized these factors,
and noted that it did seem to be a good arrangement. Dr. Rechtin
concluded by saying that all Members were now aware of a potential
problem, and that he would appreciate knowing if any Member saw
any indication of difficulty,
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informed the Board of the pending retirement of
Mr. ‘Goodman (State), and suggested that the Board pass on its

thanks to Mr, Goodman for his long service on. the Board and
his active participation in its affairs,
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USCSB

UNITED STATES COMSEC 3-/78

------ . COMMUNICATIONS
SECURITY BOARD 6 November 1973

'MEMORANDUM FOR THE MEMBERS, UNITED STATES COMMUNICATIONS
SECURITY BOARD

SUBJECT: M/R on the Meeting of the USCSB Economic Sub-Committee

REFERENCE: COMSEC 1-1/67, dtd 10 Oct 73, Minutes of the 11 Sept 73
USCSB Meeting

Inclosed for your information is a memorandum for the record
concerning the 17 Oct 73 meeting of the USCSB Economic Sub-Committee
which was formed to consider the economic aspects of the release to

NATO of secure tactical communications equipment,

(EO BERT E. SE%%I

Executive  Secretary .

Incl:

a/s

COMSEC 3-/78
(Cross Ref in COMSEC 1-1/ File)



USCSB .OFHCE OF THE EXECUTIVE SECRETA’Y
gg:::u?ui:‘ﬁ;ﬁ: 5 November 1973
SECUR_JTY BOARD

_MEMORANDUM FOR THE RECORD
SUBJECT: Release to NATO of Secure Tactical Equipment

REFERENCE: COMSEC 1-1/67, dtd 10 Oct 73, Agenda Item #1 of the
Minutes of the 11 Sept 73 USCSB Meeting

1. The USCSB economic sub-committee formed by State and Treasury™®
with Department of Commerce participation met on 17 October 73 to hear a
presentation by representatives of the U.S. Tactical Communications
Organization (TRI-TAC) and NSA. This presentation was an outgrowth of
USCSB consideration of the release to NATO of the TRI-TAC communications
switch system and its associated COMSEC equipments, known collectively
as TENLEY, During USCSB consideration of the release action, the Treasury
Member had sought assurances that the release would not be to the economic
disadvantage of the U,S. Following the presentation, the Treasury Member
expressed his satisfaction that the approach to the release was at this stage
of negotiation acceptable to him and that the program of presentations to
NATO bodies should proceed.

2. The Department of State Member advised the economic sub-
committee that he believed that further consideration within State Department
should be the responsibility of the Office of NATO and Atlantic Political-
Military Affairs. This was agreed to by Mr. John Dobrin who was present
and represented that Office, Mr, Dobrin suggested that the U.S, Ambassador
to NATO should receive the briefing, This suggestion was discussed further
on 18 October 73 in State/EUR/RPM with Mr. Eric Rehfeld who believed it
more appropriate to continue, at this time, with the technical presentations
as planned,

3. The Department of Commerce representative took note of the
presentation but had no specific comments or recommendations.

4. Further meetings of the economic sub-committee are not now
anticipated. The sub-committee will be kept advised of subsequent actions

on this matter.
| 730’&’.17 ¢ I(/ol!'

ROBERT E. SEARS
Executive Secretary

*#In accordance with
COMSEC 1-1/67, Agenda Item #1




17 Oct 73 Meeting Attendees:
State:

Mr. Willis E. Naecher
Mr. John Dobrin

. . Mr. Robert A, Mosher

Mr. Seymour Goodman
Mr. Robert Mc Conahy

Treasury:

Mr, Clyde C. Crosswhite
Mr, Robert C. Fauver

Department of Commerce:

CDR Robert D, Frey

NSA:

Mr. Robert E, Sears
Mr. James W, Abney, JIr.

DOD, TRI-TAC:

John L. Faherty, Jr.



(FORMER)

USCSB

UNITED STATES
COMMUNICATIONS

SECURITY BOARD . COMSEC 1-1/80 .
11 September 1978

MEMORANDUM FOR THE MEMBERS, UNITED STATES COMMUNICATIONS SECURITY
BOARD (FORMER)

SUBJECT: Minutes of the Twenty-First Meeting of the
USCSB (Former)

1. Attached are the minutes of the last meeting of
the Board.

2. 1If no corrections or changes to these minutes are
received by 28 September 1978, they will stand as written.

3. Also enclosed is a copy of the photograph taken
at the meeting for your retention.

"4, This memorandum may be declassified upon removal
of the enclosures.

Rt €L

ROBERT E. SEARS |
Executive Secretary

Enclosures
a/s

eclassified and approVecl for release by NSA, CIA, DIA,

FAVY, and DSA on 06-26-2012 pulsuant to E.O. 13526.
VIDR 63028,
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L' KTTENDEES

TWENTY-FIRST UNITED STATES COMMUNICATIONS SECURLTY BOARD (FORMER)
MEETING

3 Angust 1978, 2:00 p.m.

Department of Transportation
400 7th Stxest, SW.

" Roam 7334
SIATE ‘ . AIR FORCE
Mr. Stuart Branch Mr. Daniel Sheerin
Mr. Donald Iacmman '
Mr. Kemneth Kidwell . DEFENSE (ASD C3I)
TREASURY ST ' Dr. Gerald Dimmeen (Chairmen)

Commander Eddie Benford
Mr. Harold R. Patterson ‘ ' . .
Mr. Gary E. Johnsen . . . . DUSD (Policy)

Dr. Kostas Licpiros =

Mr. Kier Boyd o xes
Mr. Alvin C. Frank ==

IR

RADM Milton Schultz (USN)

" TRANSPORTATION - ‘ ~ LIC Frank Torres (USA)
Mr. Frank A. Stanton ' CcIA - OGA..
Mr. Otis V. Bobo ' : i
Mr. William T. Deeter, Jr. -
3.5{c) of E.0. 13526
CQMMERCE:
' csa

Mr. Paul Bortz .
Mr. Donald Jansky Mr. Warren Burton

. Mr. Robert Wilks

ENERGY i

- ‘ " DIA
Mr. John W. Polk cL : - = - ‘ Y
Mr. John Stush ’ o . Colonel James Schultz (USA)

Colanel Kelly Porter Mr. Howard Rosenblum -

NAVY. : ; ' .': DCA/NCS .

ME:' James Rockwell (USA)
Colonel Preston Hix (USR) (NCS)

RRF-UNS

Mr. Jerry Moore - " Mr. Robert Edberg (DCA)

Commander W. P. Moran

|
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MINUTES OF THE 21st USCSB (FORMER) MEETING, 3 AUGUST 1978

The USCSB (Former) met on 3 August 1978 to consider a new
national COMSEC directive and to note actions taken since
16 November 1977 (date of publication of US/NSCP 24).

1. The draft presented to the Board members was produced
from comments received from members and others on a proposal
circulated by the Chairman (COMSEC 5—/26 dated 5 May 1978);
and as discussed at a meeting of senior staff representatlves
on 26 July 1978. Various recommendations made at the table
were incorporated, and unresolved lissues were to be addressed
outside the meeting. These issues were:

a. A decision concerning the authority of the proposed
National Communications Security Committee to “establish"
as opposed to “"recommend" broad objectives and policies;
in either option, subject to the approval of the Executive
Agent for COMSEC after coordination with the Chairman, SSTP.
The Chairman was to undertake resolution of this subject
w1th the Executlve Agent and the Chairman, SSTP

b. NSA and CIA to discuss changes in the text
concerning NSA functions in relation to the identification
of the threat to US communications to remove the possibility
of conflict with the finished intelligence role of CIA.

¢. NSA and Navy to resolve an issue in the use of"
the terms "cryptographic” and "COMSEC".

d. NSA and CIA agreed on more precise wording
concerning the exemptlons granted by NSCID #5.

e. An edltorlal p01nt concernlng the’ proper
manner in which reference .to . E.O. 12036 is entered in text.

2. The Board was asked to note actions taken during
the pro tem functioning of the Board follow1ng the publication
-of PD/NSC 24. The list of these actions is attached, and
were noted w1thout comment.

3. The Chairman, on behalf of the Board, thanked :
Mr. Frank Stanton, DOT, for the courtesy and excellence
of the Department in hosting the meeting.

Enclosure:
a/s
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ACTIONS TAKEN BY 'mn_ FORMER USCSB SINGE 16 NOV 77

Amendment to USCSB 12-13, National Policy on Authorizing U.S. Contractors

' 3. By COMSEC 13-/332, dated22 May 1978, Members were advised that the
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Access to Classified Federal Telecommunications for Communications Security

Material"

1. By COMSEC 13-/326, dated 16 November 1977, Members were asked to consider
two changes to USCSB 12-13. These changes were agreed upon by the Ad Hoe
Committee to Review USCSB 12-13. . ,

2. COMSEC 13-/330, dated 5 May 1978, advises the Members that the Board
concurred in the amendments to USCSB 12-13, and that as a part of the over-
all review of USCSB Policy issuances conducted in connection with the changea
taking place in the national GCOMSEC structure, USCSB 12-13 will be revised.

Requests for Exception to USCSB 12-13 ' ._.. "

1. By COMSEC 13-327, dated 16 November 1977, Members were advised that
the USCSB had concurred in the USAF and CIA requests for exception to
Paragraph 7.b., USCSB 12-13. The Treasury and FBL Members abstained.

2. By COMSEC 13-/329, dated 14 April 1978, the Board was requested to
vote on a Navy request for exception to Paragraph 7.a., USCSB 12-13.

PR

USCSB concurred in Navy's request for exception to Paragraph 7.a., USCSB 12-13.

Annual Report on Contractor Access to COMSEC Material

By COMSEC 13-/328, dated 16 November 1977, USCSB Members received for.
information the NSA amnual report om contractor access-to COMSEC material
during the period 1 January 1976 to 30 June 1977 .

Enclosure




Equipments to Japan y .

1. USCSB-03-78, DTG 241756Z Mar 78,advises the Members of a CGINCPACFLT !
request to install one KY-38 secure voice equipment and one KW~7 secure :
teletypewriter equipment aboard the Japanese Maritime Self Defense Force

ship Haron during a Combined Exetcisefor the period 10 through 21 April 1978.

It also advises the Members that unless advised to the contrary, a message

would be sent to JCS advising them that the USCSB interposes no objection.

2. USCSB-05-78, DTG 031924Z Apr 78, advises JCS that the request to
install one KY-38 secure voice equipment and one KW-7 secure teletypewriter
equipment aboard the Japanese Maritime Self Defense Force ship Haron during
a Combined Exercise (ASWEX J2-78) was approved by the Board.

3. By COMSEC 2-6/27, dated 22 May 1978, the Members were advised of an
NSA request to release, on loan, COMSEC equipment to Japan and that the -
request was forwarded to the DCI for comments. .

4. *COMSEC 2-6/28, dated 27 June 1978, forwards DCI's comments on the
release, on loan, of COMSEC equipments to Japan and asks the Members
to vote. T

Equipments to Royal Thai Govermment (RTG)

1. By COMSEC 2-18/13, dated 24 April 1978, the Members were advised of
a2 request from NSA to release, on loan, SW-15 equipments ta the Royal
Thai Government (RTG) and also advised that the request was sent to the
DCI for comments.

2., 'COMSEC 2~18/14, ‘dated 9 June 1978, forwards DCL's response to the
request to release, on loan, SW-15 crypto-equipment to the Royal Thai
Government and each Member was requested to vote.

3. COMSEC 2-18/15, dated 27 July 1978, advised.the Members that the
Board had concurred in the request to release, on loan, SW-15 crypto-:
equipment tio the Royal Thai Government.
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Equipments to the Republic of .Koréa

1. By COMSEC 2-15/30, dated 7 December 1977, Members received NSA'

comments on the reportability of the release, on loan, of addi
TSEC/SW-15 equipments t o) —
, under the Case Act.

2. By COMSEC 2-15/31, dated 7 December 1977, Members were advised that
all USCSB Members had concurred, with the exception of State, Treasury
and CIA who abstained, in the CINCPAC request to install one KY-38 secure
voice equipment on board a Republic of Korea (ROK) ship during a combined
USN/ROKN Antisubmarine Warfare Exercise (ASWEX K1-78) wh:.ch was held :
during the period 5 through 8 December 1977.

3. By USCSB—01-78 DTG 220216Z Feb 78, Members were advised of a CINCPACFLT
request te install ome KY-38 secure voice equipment aboard a Republic ‘
of Korea Navy ship during a U.S./ROK Exercise to be held during the

periad 4 through 18 March 1978. On the basis that Board Members had
previously concurred in similar requests, and unless advised to the contrary,
Members were advised that a message would be sent to JCS advising them :
that the Board interposes no objection to the CINCPACFLT request.

4. USCSB-OZ—78 DTG 281800Z Feb 78, advises JCS that the CINCPACFLT request
for installation of one KY-38 secure voice equipment aboard a ROK ship :
during the U.S./ROK Team Spirit Exercise was approved.

5. USCSB-06-78, DTG 1321372 Apr 78, advises the Membhers of CINCPAC'
request to install two KY-38 secure voice equipments aboard a Republic_

of Korea Navy ship during a U.S./ROKN Combined Exercise (ASWEX K3-78)

for the period 3 through 9 May 1978 and were asked to convey any object:.on
to the proposal. {

6. USCSB-07-78, DTG 241635Z Apr 78, advises JCS that the CINCP_AC request
for installation of two KY¥-38 equipments aboard a ROK ship during ASWEX K3-8
was approved by the Board. ‘

. PL 8636
EO 3.3b(3)
EOQ 3.3b(6)

]

ity AT )




aen

LT T R T Eg

o Anken] DN AT NI 3 PN

Release of COMSEC Equipments to NATO Airborne Early Warn:mg
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1. COMSEC 3-/102, dated 25 May 1978, advised the Members that the
Director, NSA's comments on the release of COMSEC equipment to NATO,
Airborne Early Warning were that the PARKHILL equipments represent

the most feasible interim solution for satisfying AWACS HF secure
voice requirements and recommended that the equipments be approved for
release o NATO. Members were requested to vote.

2. By COMSEC 3-/107, dated 27 June 1978, Members were advised that the

Board had concurred in the request to release COMSEC equipments to NATO
in support of Afirborme Early Warning Progranm.

Release, On Loan, of KEESEE COMSEC Module to NATO

1. COMSEC 3-/101, dated 27 March 1978, advises Members of a requesf from -
NSA to release, on loan, KEESEE COMSEC Module to NATO. It also advises
the Members that the request was sent to the DCI for comments.

2. COMSEC 3-/103, dated 30 May 1978, forwarded DCI's comments on the
release, on loan, of KEESEE COMSEC Module to NATO and requested Members
to vote on this subj ect.

3. COMSEC 3-/105, dated 24 July 1978, advised the Board Members that
the Board concurred in the release of KEESEE COMSEC Module to NATO. FBI
abstained.

Release of TSEC/KW-46 TO NATO

1. COMSEC 3-/100, dated 27 March 1978, advises Members of an NSA request ta
release TSEC/KW—46 to NATO. It also advises the Members that the request - |
was sent to DCI for comments. L o

2. COMSEC 3-/104, dated 30 May 1978, forwards DCIL's response on the release
of TSEC/KW~46 to NATO and requested the Members to vote.

3. COMSEC 3-/106, dated 24 July 1978, advised the Members that the Board
concurred in the request to release TSEC/KW-46 to NATO. FBI abstained.
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Revisgsion of USCSB 16-5, _USCSB. Directive on the Special Committee on
Compromising EFmanations - -

COMSEC 11-/104, dated 23 June 1978, advises the Members that by a majority
vote, the Board has concurred in the revision of the USCSB 16-5.

Revised j?olicy on Applications of the Data Encrypt;ion Standard (DES)

COMSEC 1~/24, dated 14 July 1978, circulated NSA lettér, Subj: Revised
Policy on Applications of the Data Encryption Standard (DES), dated
7 July 1978.

Release of U.S. COMSEC Equipment for Certain Exercise Purposes-'

1. COMSEC 2-/69, dated 14 April 1978, forwards Memberas a message from
JCS asking them to consider the JCS request for use of COMSEC equipment,
on loan, in U.S. Custody, along with the other previous requests.

2.%% COMSEC 2-/70, dated 26 May 1978, forwards a draft message for JCS
to the Members for their consideration. The message concerning use of
U.S. COMSEC equipment for exercise purposes with Japanese and Korean
Military was informally agreed at a USCSB meeting on 2 May 1978.
Members were asked to vote. )

* Awaiting votes from some Members.

%% Rasolution of nonconcur is being sought.
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