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OFF ICE OF THE DIRECTOR OF NATIONAL INTELLIGENCE 

WASHINGTON, DC 20511 

DF~ '12 

Reference: DF-2010-00039 

This responds to your 16 January 2010 email addressed to the Office of the Director of 
National Intelligence, wherein you requested, under the Freedom of Information Act (FOIA) 
" ... 1. a copy of each Semi-Annual Report that has been produced to date by the Office of 
the Inspector General 2. A list or printout of all closed investigations conducted by the 
Office of the Inspector General for ODNI, to include the subject or reason for each 
investigaton and the case number and the start and closing date for the investigation 3. A 
list or printout of all management-initiated reviews conducted by the Office of the 
Inspector General for ODNI..." 

Your request was processed in accordance with the FOIA, 5 U.S.C. § 552, as amended. 
Eight documents were located in response to your request. Upon review, it is determined that 
one document may be released in full and seven documents may be released in segregable form 
with deletions made pursuant to FOIA Exemptions 1 and 3, 5 U.S.C § 552, as amended, (b)(1) 
and (b)(3). 

FOIA Exemption 1 protects information which is currently and properly classified in 
accordance with Executive Order 13526. Exemption 3 protects information that is specifically 
covered by statute. In this case, the applicable statute is the National Security Act, which 
protects information pertaining to intelligence sources and methods. 

The eight documents, as approved for release, are enclosed. Should you wish to appeal 
this determination, please do so in writing within 45 days of the date of this letter, to: 

Office of the Director ofNational Intelligence 
Information Management Office 
Washington, DC 20511 

If you have any questions, please call the Requester Service Center at (703) 874-8500. 

Jo 
Ch ef, Information and Data Management Group 

Enclosure (8-Documents) 

j 



UNCLASSIFIED 

(U) Office of the Director of 
National l·ntelligence 

Office of the Inspector General 

(U) Semiannual Report 
1 January 2009 - 30 June 20.09 



UNCI..ASSIFIBO 

( U) The .Inspector General of the Office of the 
Director of.Nat.i.onal .Iotelligeoc~ (O.DNl) provides 

policy direction for, and plans~ condticts. supervise~~ 
and coordinates inspections, audits, inv~sti.gations:1 

and other .inquiries relating to the ~programs and· 
·operations of the O.DNl and the autho:r:iti.es and 

responsibilities of the Director. of ·Nati.o.naJ 
Intelligence CDNl). The lnspector G·en.eral.iS··charged 

\vith detecting fraud~ \rVaste: and abuse; e.va.Iuating 
performance~ and ·rnaking recon1..tnendati0:ns to 

pron1ote econon1y. efficiency~- and e.ffecti veness in 
the ODN.l and the Intelligence Con11nunitv. ...... . •' 

UNCLASSIFIED 



ro.• A Message From the Inspector Generat 

I ~· ... ·.~:.~ .. ~..,( .. 0!'1,,:,: !"'··.,;..:; ·~;:·::·;....- :·-! '".a:r,:--.a_, ··tc.·-.q&~.e- :-:-c:-~.· c~~J! ~·L~ ,..,~; ... 
-~~--e~:~ ·:: :C, -: .... ~,..(:-C :~5. ·~·: -:r~ !:~-:- ·.~1)...1!'5. ::.·l.-.. -.\C ~:~·.~•~ ;).t~~=~~ il 'j.~~!'SS StAff 0_. !""...:~-~.,· 

:-~·.a~.;:: -4. •.• ·~··.:rs .;~s;ec·:.·& G:'~ :~·.·..;t:.:; .. i!~"'!. t:o~r- J .. :. .. i:.G-1 '.~.a ~tt:~~-;;t:'~:~. ~un:y .,:· 
'~~-:; .-.;;..- .. =~ d''\:t?.:lt9C!"'C!· ;.·c.:.e~S.::;.t".d.S """"': r..a--.~ m.!:!<H) aru:!dv~ra~ az-~. ~ .. ar;·:J 
·.·· :~s· .. .,z·,;~:• .;·.,::e~~r~ ~s .\-ei· ~ a:::-...... :!·•'1: aroa c:n<..:-r ~~~e;s~oaa.., ~~,....C '~">~a"R pe.~r.,."'..eQ 
.. .. c ... ~~.;•·~' .,...:~ .. ~~~ ""': ::i!~e-r •"'";!:~\;{~ Gt:tn~~~ ';: .... :~$ ;~ ~~.! ~~ 

·- · -·.:·::... .. ~r·"'t.;.:":~~:; ,. . .J· ... ~_.· as ~e {);·#~,.; .. -~~=-:-~.:\~~a.;~- -:r;. .:..~·. 20()71 ~ &•·aJ.u:\ted 
~·: cc- j.' ·-:- ·1~~ a~.a .a.~ .. ·-..·.~;<J;.:s :. · :~ .• : ::1·..:... ~t.ec:~ ...... r;; '-h..tJ ,.-.-2~ ~\'1£-;--r..,;.~~: rce ~f cur ~r!~.:" ... ~~ 
:'t·';: ~:r.-""1'\• ..... !t.f~·d :·':1 

:>;- 1-~.:: .. 'l; · .-. f:' ;. ~;_,-ale: ... ; ·.~.a"!: :.: ;.: :.::.~·~:::!' ,.;e &II:!· ;s -t-,~-..c:~~~-
·~ ,.,.~ •~·dd~:::,;--,~ .. 1· · ·~'4ti'.:.·~ .,14i ~~...:·a:l:~ ~· .. <· :"t·:i.$.1:,.-. :.r !J .. -'! ·:1~ .... ,. c;rl'j· ~ !C 

E. :;-:;:sr-''15"·~·.~ .:t •:S:.. ::;.!".;!·.\> .1~"·~ ~·¥ts;;.are,...: i'J::>r-~M· ·1" ~t>;4a:t;:"", ~1'1 VON• 
'' .'!r.ag~me.nt lC:· ~!'1!-.r": :ttT'foe.y te.,tew .:::' OIG IP.p0r.3. i."'ni-"4&mV.ntatlOtl oi OIG 
... ,.~:~::·-"''1re~o1:?,.··:;:t·~ a-= r~:.t;<iS.~ ,:·· C~:.:; rc:: .. :·ti~ lC· :.:,::-.~..,s .~!"";.!& .. '1!~1'$:~"":! 

t .... ·~g .... ; :T"~ , ... ~ ... _.: .;.~···~. C~·,.·t'~ .. ~:--.,~1 :!""i~~·":::.>1$s. -::;r.,~a.i •t!: . • ~~~ Forvr!' :.0 ;.JE-!"tr'> 

:tS· .. <:s. ,:1 Cc-r!' .. "l"a c::..:"-C.e~r. a.:;.:.~r:.a!r: t:~:v.l=> ,:·, u\'~·.s.gl"tt oo-c;..v.fiac1 P«'.li~: 
.:l(Jo~a!~. ttr..-: C·:t.,.'!~~ ~ia..~r;;at·'-·~ ~~·c~~! 

I:.:·"'·; ~.,.e ~r·· ~7·:~ ~ :·~,.~ ...... fire.:."'·, s·OC~ ,-,~~ ~~~t" ~;j. J-~ ~~~ ~~-~£·:! o=v f~'$ !'{.~ 
~· .. c- .:::---: i: :.:: ~ ~ - a·.e:~. :; ~.;:~.~·C.&~; :i.·.J:·~!: '·s.=e·~f! ... ,. -~ ."~!~ .. ~~"·:."iS a~~ t#M~~.-s i r .. :; 
.. ;~=·=- ·~ ............ ;-._--:z~w: •f"' ... ~!=-;:. ~: .. :.~· !?·.i~--::-·f. 

.. ~.-=~g tr-.t ~•·:s:-: t- ;-:·~ ~r: r~~.;.·"':>~ s::..~c 'jt.Jf;'"'.; r.-:$ :·e:.;.,.:r:.r,.; ~ \.~S .. ~ .. .;. 

~ -. ...:i"" :e ~· --,~-'.e"-::1. •!!;:>:~~ ;·"s--~ .. •~'f": ;~..,"r!f • .. ;\' t ~.~::---~~-:·:-a~~-·· \!":.~~_.gs\"":·~:~ S~~~ll~S"~-~ ~.~~ 
... · .. - .... e-:; -··:o::- ~~ .~~ !:~ J.~:oii ~,...it! ~~ 'f~·oc~t.-: ~~3s c·· s·;t ... ,.... . .:.:e-s Akl: !.'\:t-:1-IC:!.ki.!::~~ .~ .. t!"i~ ~··us .. :;.t.."r-f::. 
-t. .. -·.'! 3 ... ":'•· ",;~:~;~.._.... ::· ::..:·-·::...:::" ':! .~-"':":.\""!":·""'·i!-~·;~~ '!~·.··.-=:·.t• ~~ ~ ?r-:.v;"a....., ~3! r:;~ ~t.~ 

~~=a--~'=~ .. ~::·!' ...J:J~:~:e .~··":";~: :,~:..a~~~-·:~ :~~f-i-e :~.~·· ... :.~a' Sfr..c: .. :r,r .. ~:i ;,f\\:SA.:. ;.t:.-i;,""a. 
··~le~··q('•,:\· J:.~!)C\· ~CIA·. a..,::~~ Ot•:'l . .:o:n~,..x:;teO ~O'II,(t'<••s -:• ~r ~<9enc-{s .oartcpattO:• ·•· !.r~ 
~ .... C~!l~~ •r.f:? h"::e; tO~::-~;: -t"'t' ~ • .r-.-z~·.··1·.;.::i: CI35S~:j :-1!:;-o·-:.$. artd ~.£:'!:'~ '"ep:~t;. \•ttstfJ 1~1': 
~---:~n .. .. ·=·· .. : .., -~ 4 ais-f:..J: :.: ... '·.'1' ... 1 .... ~:.: .... A~_.~,":r~f ·~~ .... ~ T"'i"s~ tO~ i~«-ss·;ed J"' 

~-:-· '-;..: .. ·· r .} . ;,.--;.:-- ~-~ ·:i!!~~ ~·4: .: .... :- ••• ct.: . ~ -.; tr:.e- ~a·-:--::a~':>: ~v--J·s- -;: S.v-~--n:>ur 1 .. 2-::r~: ,. t.f\6 
·:·ei ~\: · .~ ·..;....:~~~ ~ ... ~ "1"\·0 ·.s.:: ·~ St·j~a;~ ... ~~- .. ·~r..cs: .~-.... ~r.,c~.-:.-: :;.a;~:\~$ oe p.;:.a~~t!~ 

.... f,~-:-1..:t ., .... ~ .... , •• ~v ~e ;::;,..~=-;~~ .r:~e·tt~ .. ·-:-<· 3.J-ve-lt;.a'"'.s:e C~ur~. '!).~ :!.J J~.i! .. 2\.~. tne C~'S!lf:<e-:! 

--.... _. -- __ .. ______ ... ---...... - .... ·-- ------



:. •·: ·...::"Jtiat:s•'•ed repct:s ~'<'s:~ ~;v.;r~ tC· •:ong:-es.s.or:.al ~ve~ C·:>.'Tlmit:-eas • .and the 
~·-· ::i.~~.,s.ifiec !'aport •;v~ · re~aos.!:!-,':' 10 tr.e ;:::vbi.c 

. U. S!f',o;; it'IEI ·~ ra;x:;rt~>-;-;; ~;e:~itr:J, ODM m.ar.agem;:.rn rta5 La:.<e<\ $grutk:anl stet-'S !!.' 
a::::::.~E:SS ::.re;;ous C':G r.;...:r.;:nf!",&ro:iafJOr"o!o Ncl~ry. at !h~ 0\l~Se.: ot !hiS •'S'poliing peii;:-j, ~e!"6 
.v-er~· 5~ o;:;~r: ~r.e"'1a.:;,:,.-s ,,... nrr.e rep:-~. In !he ;;as1 s~ n'I01iil"1s. Yf."J', t·n& s1r.:.r.g .S:Q..s::'.f': 
:.· ·--=· Ji-.,:,c:cr :.:·~the ln:tP.-I~~cr)C5 Sta~ 001'1:1 ~~anag9m~i"\: clcr&eG 24 rec::m~me~'\dations 4:"'\.:! M-s 
· :cs.:: ;·.~5 r :- recommer.cat•on.;, • ..+.-!c~ mear'l-s tnal ma~e~.t\1 h.as ta~e:1 subslarnia! stet~S 
· c .•.·.:Jic c:c-s·~Q :i'le re·:.~me;-,oat~n.s. 

· ;J.i r::..r .• -.g tms :eo-=ni:-.~ ~"O:llhe ODNI OIG contir:ued to s>rer.gthen the col.lec:b\!(;· r-;)iCJ 

z:;c !$"~:e-=;:-.n;;ness :: iGs mrC\o'Ql";C,•Jr ih~ :n!eth~nce Co.-:-iiTI•.II'li:)o w~ host-=d th.e 15!' AriO..l~ 
l;.~~l:igen.c.e t.::!lmfn\;r.,ty tr~o;s Genera: Conmrer.ce or. 23M:y 2')Cr9. &l the headQuane:tlO o~ 
:·-,£ :-.,:.~::or.;:' Seconna:ssance Of(~. Mo:-.:: lhan 24(1 OIG ~1"31:1nr.~i 1ro:T\ ~I 1 i 1C agencies 
a::!£-n~:!C. :~~ CONI c.c:t•ti:-.t;~ l.) CC·::h.;:,· ;h;;! lC !G F!!-,.rr:; w:ntd"l ...,~quarterly tv p>cNi~ ~ 
.·~-.ue- ly ~he :c IG.s ~,::; s-"ate :"fo~~a;;o-r> a:10 c.c.i!ato.:;at~ •J'l matte:s <f. t:c;r;im-:tn ron.:e~·I'L. As 
.:;. .. .,;.).-:S~6-·.::~ ':i1 tr.~ iC I(; F:.~ ~"""· ':"':~ GDN! O!G also :ha:~ v.'C~ g:ct·.Jps lo.r IC De~~· ;Gs 
71-c ,:.;.z::;i.'):;~:-'t !Gs fer A ... ~:.:. :r.s::--ect:c~.s. a::c kv~.st.•i1:::tio:;s. ih~~ \\.'0:!-tir-..-; groups me!(. 

:..;..ar:-er:~ ;:, exchange ·ci~s a·:J wotk ;::.~,...~ :•:!urrtd).· rc s;;JS1e:mit: ~.ole$. red;.oce rea;.:·n~nc.:-' 
.:;-;:.·a ·').e.s; j):-ac:~s. ~r::l -~.:n~,~. ftlt.J''= !C-w:de r.;colliibora!ive pro;-=c.;s 

U~ I:": the rr.cnth!:; ane.:.o. '.%·~ cia,; ~ aCdr~SS eme~ areas oi COOCl'lf'O and ia 96"0'::1'-EEt 
-:::•·"~ r ::-er;a;ctty·!:wildu''~ at:!fls. 1"\S;-.teeti\)n~. ard other reiJ'.&\'o'$ tr.at -ati~"'' v/<th ~RTPA. !t.e N.obo:-..at 
'"'i.E:!:ge:;.:;e Str.a~\' an;:J ;,t;.a,· :r;prot:ar.: mi.ss•'.:ltl obtealves of~ Q.~l. In perform;~.g our 
···-~·"· .. <~! sra co.-nm;tiec ~::; m_air.,:<.:nirr~,; :t:e higr.~sl s:.artf..'krds ~1p.-ct~.!Wta.~sm. obj-saiv01y a.-.c 
·:·!leg.:r·.~ ;~-; c:.:r :n!·enact~~ :{::~ .. r.-. '\ht:' Of)t~-H ar..d \\"f:h .oth«ar al·:-meilts \:f th.e tC 

-'!Jl 1 ar""' ~.:~uti ~r &-..: .,r,::;~ pe.rlcrmec by Ot;r ~tcate<J an.j talentca stcli. We lOCi<. 
'.":--.vc;:.: :.:;. W'='~IN~9 clOse!} \'lith ;•::, ON!. ODNI :nana~m!Y.ll.. arr::! t'\.!T tC IG v.liteagt:es 1n tt<~s 
i;-:O :-e~·.:c,· 

·7'-. 

0~·t~ c..w,_---
;::;;::.s·vn -t,iMaz~r 
.·'!!:·-=.-:c::~:- S£-::e-~at 
; -~ .} . .;~\ 2(:-0'9 



UNCLASSIFIED 

(U) Table of Contents 

Page 

I. (U) Overview 1 

OIG Organization 1 

OIG Personnel and Resources 2 

II. (U) IC Inspectors General Activities 3 

IC Inspectors General Forum 3 

1 51
h Annual IC IGs Conference 4 

Intelligence Oversight Activities 5 

Ill. (.U) Completed Projects 5 

Inspections, Reviews, and Audits 5 

Investigations 8 

IV. (U) Ongoing Projects and Activities 9 

Inspections, Reviews, and Audits 9 

v. (U) Congressional Testimony 12 

Hearing on Critical IC Management Challenges 12 

VI. (U) Status of Recommendations for Completed Projects 13 

UNCLASSIFIED 



Ul~CLASSIFIED 

I. (U) Overview 

(U) The mission of the Office of the Inspector General (OIG) is to improve 
Intelligence Community (IC) performance through: (1) conducting oversight of the 
Office of the Director of National Intelligence (ODNI) and IC programs and operations 
that fall within the authorities and responsibilities of the Director of National Intelligence 
(DNl), (2) exercising a unique cross-agency focus, and (3) drawing upon the 
collaborative efforts of IC Inspector General (IG) partners. The office conducts audits, 
investigations. inspections, and reviews of ODNI a.nd IC performance to detect and 
deter waste. fraud, and abuse and to promote efficiency, effectiveness, and 
accountability. The OIG's completed and ongoing projects are described in the next two 
sections of this report. 

(U) In addition. lhe OIG makes recommendations to the ONI for improving the 
performance of IC programs and activities. The OIG also focuses on identifying the 
critical challenges facing the CONI and the IC. In December 2008, we reported to the 
DNI the topIC management challenges based on our review of the management and 
performance challenges from most of the IC agencies. The last section qf this report 
includes an update on the implementation status of the recommendations made in our 
reports. including our management challenges report. 

(U) The OIG's mission, roles. and responsibilities slightly overlap in certain areas 
with several other ODNI oversight components. such as the Civil Liberties and Privacy 
OHice. Office of General Counsel, Office of Equal Employment and Diversity, Security, 
and Human Resources. The OIG works closely with each of these offices to provide 
effective oversight of the ODNI's and the IC's programs and activities. 

(U) OIG Organization 

(U) The OIG consists of the folloY.ting divisions: 

(U) Audit Division: Executes independent program and financial audits and 
evaluations of ODNI and IC programs, Information technology. procurement. internal 
controls, financial statements, and financial management. 

(U) Inspections Division: Conducts independent and objective capacity­
building inspect!ons, reviews, and evaluations to improve IC-wide performance: 
examines information access. collaboration, intelligence collection and analysis, and 
compliance with laws and regulations. 

UNCLJ...SS I FI ED 
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(U) Investigations Division: Investigates allegations of violations of criminal laws 
and administrative regulations arising from the conduct of ODNI and IC employees and 
contractors. 

(U) Management Reviews Division: Conducts management and program-matic 
reviews of the CONI, its centers, and the IC; evaluates management and processes to 
assist the IC in developing and implementing processes and procedures to improve 
both effectiveness and efficiency. 

(U) Oversight and Policy Division: Monitors and analyzes trends and patterns 
concerning intelligence oversight activities across the IC, maintains liaison with the 
President's Intelligence Advisory Board's Intelligence Oversight Board (108) and 
congressional oversight committees. and conducts policy studies on behalf of the IG. 

(U) An organization chart delineating the OIG's froot office and division structure is 
below. 

(U) Figure 1. OIG Organization Chart 2009 

Audit 
Division 

Inspections 
Division 

(U) OIG Personnel and Resources 

Milnagement · 
. · ;ReV!e~'IS · 

· . DiVisiOn · -

Oversight·& 
Policy· 

· Division 

(U) To accomplish our IC-wide oversight roles and responsibilities. the OIG has 
developed a diverse. highly-experienced wor1dorce from a variety of profe~sicnaJ 
backgrounds and IC elements. Our staff includes professionals who worked formerty 
for other IC OIGs as auditors, investigators, attorneys, and inspectors, as well as people 
with hands-on experience in both military and civilian intelligence operations. They 
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have served across the IC, including the Central Intelligence Agency (CIA),. Department 
of Defense (DoD) agencies, the armed services, the Federal Bureau of Investigation 
(FBI), the Department of Treasury, and other components of the ODNI. 

II. {U) IC Inspectors General Activities 

(U) The Inspector General is responsible for detecting fraud. waste. and abuse; 
evaluating performance; and making recommendations to promote economy, efficiency, 
and effectiveness in the ODNI and the IC. To achieve these objectives, the ODNI OIG 
facilitates collaboration, information sharing, and strategic thinking among the 
Intelligence Community Inspectors General. This section highlights some of the ways 
the OIG coordinates oversight across the IC. 

(U) IC Inspectors General Forum 

(U) The ODNIInspector General chairs the IC Inspectors General (IC IG) Forum, 
a quarterly meeting of all IC and IGs or their designees. The ODNI OIG also acts as the 
Executive Secretariat for the IC IG Forum, performing such functions as hosting the 
meetings, consulting on topics of interest, developing the agenda, distributing 
documents, and maintaining minutes. 

(U) The IC IG Forum is designed to promote collaboration and coordination 
among the IC Inspectors General for strengthening the collective role and effectiveness 
of OIGs throughout the IC, enhancing tf1e value of OIG activities in support of the 
National Intelligence Strategy (NIS), and increasing efficiency by avoiding duplication of 
effort among the IC OIGs. During this reporting period, the Forum provided a venue for 
the IGs to share information and collaborate on matters of common concern. We 
discussed issues such as the impact of proposed legislation ·on the IC OlGs, 
collaboration on issues like acquisition oversight and security clearance reform, 
coordination of tC OIGs' responses to congressional requests, IC OIG training 
programs, and an IC OIG awards program. 

(U) As noted in the Completed Projects section of this report (below), five 
Intelligence Community Inspectors General completed a comprehensive review of the 
President's Surveillance Program (PSP). The ODNI OIG also completed its inspection 
on acquisition oversight, and several other IC IGs are conducting similar reviews in their 
agencies. 

ODN! QN,.c,:. of the ln$pector Genr:-1-ral 
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(U) As part of the IC IG Forum activities, the ODNI OIG has established an 
IC-wide Deputy IG Working Group and Assistant Inspectors General Working Groups 
for Audit, Inspections, and Investigations. The purpose of these working groups is to 
expand the role of the IC IG Forum in integrating the IC IG community by exchanging 
ideas and work plans, identifying IC systemic issues. reducing redundancy, sharing best 
practices, and identifying future IC-wide collaborative projects. The working groups 
meet quarterly and are chaired by the ODNI OIG representative. 

(U) During this reporting period, the Deputy IGs Working Group developed ·the 
panel topics for the Annual IC IG Conference (described below). The Assistant 
Inspectors General for Investigations Working Group collaborated to develop protocols 
and standards for peer reviews of investigative units within the IC. These peer reviews 
will be available to IC OIG investigative units on a voluntary basis. The Assistant 
Inspectors General for Audit Working Group established a template that lists all prior, 
current. and planned audits by agency. The Assistant Inspectors General for 
Inspections Working Group established and implemented a process to identity and 
prioritize intelligence issues for future inspections and reviews. The process involves 
developing criteria and metrics to evaluate and rank the intelligence issues. 

(U) In addition, during this reporting period the ODNI OIG instituted a formal 
Inspectors General National Intelligence Awards Program pursuant to Intelligence 
Community Directive (lCD) 655. The purpose of the awards program is to recognize 
OIG personnel throughout the IC who have made extraordinary contributions to the 
mission and objectives set forth in the NIS and to the intelligence mission of their 
respective IC OIG offices. · 

(U) 15'h Annual IC IGs Conference 

(U) The ODNI OIG convened the 151
h Annual Intelligence 

Community Inspectors General Conference on 29 May 2009. 
The conference was held at the Jimmie D. Hill Conference 
Center at the National Reconnaissance Office (NRO) and was 
attended by more than 240 OIG personnel from all 17 IC 
agencies. 

(U) The objectives of this conference were to discuss how the IC IG community 
could effectively address the IC's emerging challenges. such as cyber threats; to 
facilitate strategic thinking on ways to improve the efficiency and effectiveness of the IC, 
such as through financial accountability; and to strengthen the IC IG community through 
professional collaboration among IC elements. 

ODNI O!ftu? of the lnspt"'ciot Genem/ 
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(U) Highlights of the conference included a keynote address by Michael E. 
Leiter. Director of the National Counterterrorism Center (NCTC), who described the 
value of OIG oversight in providing a fresh set of eyes and a neutral perspective on 
better ways to accomplish the ODNI's mission. 

(U) The conference also featured four panel discussions: Patricia Lewis, CIA IG 
(Acting), moderated a panel describing the value of different approaches to conducting 
inspections. George Ellard, National Security Agency IG, led a panel on cyber 
challenges. ODNI IG Roslyn Mazer, who chaired the conference, moderated a robust 
discussion on oversight of the IC, in which Eric Greenwald, Chief Counsel to lhe House 
Permanent Select Committee on Intelligence (HPSCI); Susan Gibson, Senior Associate 
General Counsel, ODNI Office of General Counsel; Donald Stone, Director of the Audit 
Team, Senate Select Committee on Intelligence (SSCI); and Christopher White, Staff 
Member, House Committee on Appropriations, participated. Thomas Gimble, DoD 
Principal Deputy IG, chaired a panel on IC business transformation and financial 
auditability. Defense Intelligence Agency IG John Carey provided an update on the 
Intelligence Community Inspector General Joint Duty Exchange Program. 

(U) Intelligence Oversight Activities 

{U) This year, 2009, is the first full year that the OIG intelligence oversight (10) 
activities will be governed by the new Executive Order 13462, which elevated 
accountability for 10 reporting to the heads of departments and agencies and 
incorporated a more timely method for reporting significant and highly sensitive 10 
matters from IC components to the President's fntelligence Oversight" Board (lOB}. 
Under the new Executive Order, the ODNI OIG and the Office of General Counsel 
(OGC) have joint responsibility to analyze IC component 10 reporting submitted to the 
DNI and the lOB and engage in outreach efforts in the IC to improve timely and effective 
reporting. 

Ill .. (U) Completed Projects 

(U) Inspections, Reviews, and Audits 

(U) Review of the President's Surveillance Program 

(U) Title Ill of the Foreign Intelligence Surveillance Act (FISA) Amendments Act 
of 2008 required the Inspectors General 6f the IC elements that participated in the 
President's Surveillance Program {PSP) to conduct a comprehensive review of the 
PSP. which is commonly referred to as the Terrorist Sui'Veillance Program. The 
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Inspectors General of the ODNI, Department of Justice (DoJ), CIA, National Security 
Agency (NSA), and the DoD conducted the review required under the Act. The 
participating Inspectors General summarized the findings of each individuaiiG report in 
a comprehensive classified report and produced an unclassified summary report, both 
of which were provided to Congress on 10 July 2009. 

(U) The ODNI OIG found that the ODNI's primary role in the Program involved 
the preparation and approval of threat assessment memoranda supporting periodic 
renewal of the PSP. Each threat assessment was designed to set forth the DNI's view 
o1 the current threat of an ai-Oa'ida attack against the U.S. and to provide the DNI's 
recommendation whether to renew the PSP. We found that the threat assessments 
underwent an established approval process in which senior ODNI personnel 
independently satisfied themselves that the assessments were accurate, properly 
prepared, and in the proper format. Overall, the OIG found that the ODNI process used 
to prepare and obtain approval for the threat assessments was straightforward, 
reasonable, and consistemt with the preparation of other documents requiring DNI 
approval. Significantly, the OIG found that the opportunity for ODNI oversight 
components to participate in oversight of the Program was limited by the fact that OONI 
oversight personnel were not granted timely access to the PSP and by a temporary lack 
of resources related to the stand-up of the ODNI. 

(U) The unclassified report prepared by the participating Inspectors General 
provided details surrounding the inception and implementation of the Program, legal 
assessments of the Program, transition of certain Program activities to Foreign 
Intelligence SuNeillance Court Orders, and the impact of the Program on Intelligence 
Community counterterrorism efforts. The Inspectors Generalconcluded that the 
collection activities pursued under the PSP, and under the Foreign Intelligence 
Surveillance Act (FISA) following the PSP's transition to that authority. were 
unprecedented, and that the retention and use by IC organizations of information 
collected by the PSP and FISA should be carefully monitored. 

(U) Review of Acquisition Oversight Policies, Processes, and Strategies 

(U) In 2008, the OIG conducted·an inspection to determine the degree to which 
the OONI's execution of acquisition oversight policies, processes, and strategies reflects 
the ONI's Intelligence Reform and Terrorism Prevention Act of 2004 (IRTPA) acquisition 
authorities and IC acquisition policies. In this inspection, the OIG assessed whether 
acquisition oversight decisions are applied uniformly across the IC and whether these 
decisions support other oversight mechanisms at the ODNI. with a focus on 
requirements validation. We issued the Inspection Report, Acquisition Oversight 
Policies, Processes, and Strategies, in May 2009. 
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(U) The OIG found that the acquisition oversight strategies, policies. and 
processes executed by ODNI personnel across the Deputy Director of National 
Intelligence for Future Capabilities (DDNIIFC)-now the DONI/Acquisition and 
Technology (DDNI/A&n-the Chief Financial Officer (CFO), and the Chief Information 
Officer (CIO) to be successful in identifying challenges to the major programs selected 
for formal evaluation and oversight. 

(U) The OIG also identified the following critical areas of concern in the CONI's 
acquisition oversight policies. processes. and strategies: 

• Critical policy gaps in the areas of governance and acquisition requirements; 
• The DNl's milestone decision authority for major systems acquisitions is not 

suHiciently synchronized with the DNI's fiscal authorities; 
• Process gaps created by areas of policy without attendant processes: 
• Instances of poor process discipline; and 
• Instances oi IC agency noncompliance without correction, indicating that the 

ODNI senior leadership has not consistently empowered and supported 
acquisttion oversight efforts. 

(U) The OIG made several recommendations for corrective action, and the DNI 
endorsed all of the OIG's recommendations except one recommendation, which he 
deferred for a six-month period. The OIG is working with the Director of the Intelligence 
Staff (DIS) and relevant ODNI staff elements to ensure effective implementation of the 
recommendations, which will build on the acquisition oversight successes to date and 
position the ONI to be a more effective steward of major investments through 
comprehensive, total Jifecycle oversight. 

(U) Audit of Special Access Program 

(U) The ODNI OIG completed its part of a congressionally-directed audit of a 
U.S. Government program, which was conducted by a team of OIG auditors from three 
IC elements. The joint audit report was submitted to congressional oversight 
committees in July 2009. 

(U) Audit of Special Access Program 

(U) The ODNI OIG completed a report as part of a joint audii with another IC 
element OIG involving a Special Access Program. 
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(U) Investigations 

(U) The OIG conducted 29 investigations during this reporting period, including 
misuse of position, improper use of government resources, contract irregularities, time 
and attendance abuse. voucher fraud, adherence to policy and procedure. unreported 
contact with a foreign national, and ethics violations. Select cases representing the 
breadth of investigations conducted over this reporting period are highlighted below: 

(U) RAILHEAD Conflict of Interest Allegations 

(U) On August 21, 2008, the OIG received a letter from the Subcommittee on 
Oversight and Investigations of the House Committee on Science and Technology 
asking the OIG to examine the National Counterterrorism Center's (NCTC) RAILHEAD 
Program, an information technology program for information sharing, and to answer 
specific questions about the program's execution and oversight. Through an 
arrangement with the Subcommittee and House Permanent Select Committee on 
Intelligence (HPSCI), the OIG has and will be responding to the HPSCI. One of the 
Subcommittee's questions related to allegations that the previous RAILHEAD Program 
Manager had a close, personal relationship with the contractor for the project The OIG 
found no evidence of preferential treatment given during the awarding or management 
of the contract, or of a close, personal relationship between the RAILHEAD Project 
Manager and the contractor. An interim response was provided to HPSCI in March 
2009 on the results of the investigation. The OIG Inspections Division is examining the 
remaining questions and preparing a response to HPSCI. 

(U) Unreported Contact with a Foreign National 

(U) The OIG received an allegation that an ODNI senior official improperly 
engaged in communications with a woman purported to be a foreign national in an 
attempt to establish a romantic relationship with her. The OIG tound·that the official . 
exhibited poor judgment and acted recklessly in pursuing this relationship, and a report 
was submitted to ODNI management for appropriate action. 

(U) Post-Employment Ethics Violation 

(U) The OIG investigated a former ODNI official tor a possible criminal violation 
of post·employment ethics laws. Within a period of one year of departing from the 
ODNI. this former official allegedly attempted to influence an ODNI employee on a 
matter that the former official reasonably should have known was pending under the 
former employee's official responsibility. The investigation found that the former official 
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did not have an intent to influence required by the statute, and the United States 
Attorney's Office declined prosecution. 

(U) Conflict of Interest 

(U) The OIG investigated allegations that an ODNI management official had a 
conflict of interest based on his past employment status. This investigation determined 
that the ODNI official acted within the guidelines established by the agency ethics 
official. 

(U) Falsification of Contractor Billing Records 

(U) The ODNI OIG investigated alleged falsification of billing records by an 
employee of an ODNI contractor. The OIG found that the contractor had improperly 
billed the ODNI. The ODNI obtained full reimbursement for the U.S. Gqvernment from 
the contractor's employer. 

(U) Use of Subpoena Authority 

(U) During this reporting period, the OIG did not exercise subpoena authority 
under section ?(a)( 4) of ODNI Instruction 2005-10. 

IV. (U) Ongoing Projects and Activities 
(U} Included among our ongoing projects and activities are s~veral joint projects 

that are being coordinated or conducted collaboratively with other IC IGs through the IC 
IG Forum. These include an audit of National Intelligence Program (NIP) funds at the 
Department of Homeland Security (DHS) and an inspection of acquisition oversight 
throughout the IC. 

(U) Inspections, Reviews, and Audits 

(U) Inspection of Advanced Geospatial Intelligence (AGI) Capabilities 

(U) The OIG is evaluating key AGI programs and activities in the NRO, National 
Geospatial-lntelligence Agency (NGA), and CIA to assess the integration of AGI into IC 
analytic tradecraft. Following a briefing in May 2008, the Director of NGA accepted the 
GIG's recommendations and began to implement them, in part by publishing a new AGI 
Implementation Plan that embraces key OIG findings and recommendations. The OIG 
will update the ONIon NGA's implementation of the recommendations. 
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(U) Review of Implementation of the IC Joint Duty Program 

(U) During the OIG's 2008 IC-Wide Integration and Collaboration Diagnostic and 
Recommendations, IC leaders and staff identified problems with the implementation of 
the IC Civilian Joint Duty (JD) Program. Specifically, the leaders and staff told us that 
senior leadership support for the program was limited and that guidance tor obtaining 
credit for JD credit was unclear. Subsequently, the IC Chief Human Capital Officer 
(CHCO) asked the OIG to conduct an implementation status review to identify factors 
affecting JD Program participation. 

(U) The OIG conducted interviews ano focus groups ot IC senior leaders. CHCO 
council members, JD Program Managers, and JD Program participants. Upon 
completing the interviews and focus groups, the OIG performed a thorough analysis of 
the information and data collected. The OIG report will·provide our findings and 
recommendations for improving the JD Program and identify measures to boost JD 
Program participation throughout the IC. 

(U) Congressional Request for Information on NCTC's RAILHEAD Program 

(U) In response to a request from the Subcommittee on Oversight and 
Investigations of the Hou~e Committee on Science and Technology, the OIG is 
conducting an evaluation of the Program, with particular emphasis on the areas of 
concern identified in the committee's request. Specifically, the OIG is evaluating the 
degree to which alleged shortcomings in the areas of program planning, program 
management and oversight, and functionality of RAILHEAD deliverables have been 
mitigated by NCTC management. The OIG provided an interim response to the HPSCI 
in March 2009 based on an investigation conducted by the Investigations Division. 
Upon completion of the remaining portion of this evaluation, the OIG will provide a final 
response to HPSCI through an arrangement with the Subcommittee. 

(U) Review of Acquisition Oversight Policies, Processes, and Strategies: Phase II 

(U) Building on the ODNI OIG's 2009 Inspection Report, Acquisition Oversight 
Policies, Processes, and Strategies, the ODNI OIG is working with elements of the lC 
IG Forum in coordinating concurrent agency level reviews of acquisition oversight 
strategies, policies, processes. OIG personnel from CIA, NRO, NSA. NGA, and the FBI 
are evaluating their own internal policies, processes, and control measures used to 
manage variance in cost, schedule, and performance baselines for their acquisitions. 
Some will evaluate ihe acquisition oversight mechanisms of their agencies within the 
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context of scheduled audits, while others will review previous reporting on acquisition 
programs to identity areas of concern for elevation to the ONI level. 

(U) Once these OIGs have completed their reviews, the ODNI OIG will work 
collaboratively with them to identify issues for DNI consideration to build upon the 
recommendations made in the first phase of the project. 

(U) Counterintelligence Community Review 

{U) HPSCI asked the OIG ·to assess the counterintelligence community's ability 
to coordinate operational and investigative activities across the entire community. In 
responding to this request. the OIG's Oversight and Poltcy Division analyzed the status 
of and trends in interagency collaboration and coordination on counterintelligence 
matters. For this assessment. the OIG interviewed over 30 senior officers from nine 
separate counterintelligence components and examined their processes and strategies 
for handling and coordinating counterintelligence matters. 

(U) FY 2009 Federal Information Security Management Act (FlSMA) Review 

(U) ODNIInstruction 2005-10, September 7, 2005. authorized "the OlG to pertorm 
annual independent evaluations of the ODNI's information security programs and 
practices consistent with FISMA. The OIG's FY 2009 FISMA evaluation includes testing 
the effectiveness of information security policies, procedures, and practices of ODNI 
systems. · 

(U) Joint Audit of NIP Funds at the DHS Office of Intelligence and Analysis 

(U) The OIG is examining the adequacy and effectiveness of the internal controls 
over the budgeting, accounting, and expending of NIP funds provided to the DHS Office 
of Intelligence and Analysis. This audit also will assess the roles and responsibilities of 
the OONI as they relate to NIP funds. The audit is being performed jointly with the DHS 
OIG. 

(U) Audit of Internal Controls over OONI's Fund Balance with Treasury 

(U) In the OONI's Financial Statement Auditability Plan Report to the SSCI 
(April 15, 2007). reconciling Fund Balance with Treasury (FBWT) was cited as one of 
three key impediments to audrtability of financial statements in the IC. The OtG is 
performing an audit of the adequacy and effectiveness of internal controls as they relate 
to CONI's FBWT _ The purpose of the audit is to ensure that policies and procedures 
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are in place to perform reconciliations of the ODNI FBWT on a periodic and recurring 
basis in accordance with federal guidelines. 

(U) IC IG Audit Activities 

(U) The OIG also participates in the following activities: 

• Chief Financial Officer/Inspector General Council (CFOilG Council)- the 
CFO/IG Council meets quarterly to discuss issues jointly and provide updates 
related to the IC's movement toward auditability of financial statements. 
Membership includes representatives from six IC agency CFOs and OIGs. The 
council is co-chaired by the ODNI CFO and the ODNI IG. The council is now 
resolving how the IC OIGs will support auditability through audits or oversight. 

• Joint Audit Working Group (JAWG)- the JAWG meets quarterly with 
representatives from six IC agencies. Meetings are used to discuss planned 
and ongoing work, to identify opportunities for collaboration or to address IC 
systemic issues, and to bring in speakers or subject matter experts. The ODNI 
AIG for Audit chairs the council. 

• Joint Intelligence Oversight Coordination Group (JIOC Group)- the JIOC 
Group is the DoD IG's equivalent of the JAWG and is headed by the DoD 
Deputy IG for Intelligence. This group includes representatives from the 
military branches. the DoD IC components, and ODNI OIG. ODNI OIG is a 
member and facilitated the expansion of JIOC Group's membership to include 
the DoD OIG's financial auditors to address IC financial management from both 
a programmatic and financial statement perspective. 

V. (U) Congressional Testimony 

(U) Hearing on CriticaiiC Management Challenges 

{U) On 1 April2009, ODNIInspector General Edward Maguire testified before the 
House Permanent Select Committee on Intelligence Subcommittee on Intelligence 
Community Management. The OIG's Criticai/C Management Challenges paper was 
submitted as a statement for the record. Included in this paper were those challenges 
common to other IC entities that fell within the DNI's responsibility under the IATPA to 
lead and integrate the IC. As a result, this paper reflected not only those challenges 
facing the DNI in his role as leader of the ODNI. but also those challenges facing the 
ONI in his role as leader of the IC. In response to the report, the DNI committed to work 
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with the OIG to identify meaningful ways to address the Intelligence Community's most 
pressing management challenges. 

(U) This was the first set of Management Challenges prepared by the ODNI OIG. 
In the future. the OIG will prepare Management Challenges annually at the end of each 
fiscal year. 

VI. (U) Status of Recommendations for 
Completed Projects 

( U) The implementation status of OIG recommendations during this reporting 
period is noted in the chart below, listed by report in the order in which the .reports were 
issued. This list does not include recommendations in these reports that were reported 
as closed in previous OIG annual reports. Recommendations are "closed" if they have 
been fully implemented (designated in green); "resolved" if the ODNI has taken 
significant steps to implement them so that the OIG believes they will be fully 
implemented, but they are not yet entirely closed (designated in yellow); and "open" if 
they have not been implemented and substantial steps have not yet been taken towards 
implementation (no color designation). 

(U) The OIG and ODNI management have developed a system to ensure timely 
and effective implementation of OIG recommendations. As a result, a significant 
number of recommendations open during the past reporting period are now closed or 
resolved. At the start of the reporting period, the CONI had 60 open recommendations. 
In the past six months, 24 recommendations have been closed, including implementing 
the recommendations we made to increase the quality, utility, and accessibility of NCTC 
products; appointing senior officials in the ODNI to improve IC-wide dissemination of 
sensitive reporting; making the DNI's Executive Committee (EXCOM) and Deputy 
Executive Committee (DEXCOM) permanent entities with codified roles and 
responsibilities; and issuing lCD 501. HAccess to and Dissemination of Intelligence," to 
improve information sharing across the IC. 

{U) In addition, the ODNI has made substantial progress in resolving 17 
recommendations, such as implementing a consolidated IC approach to identify 
requirements. develop terms and conditions, and negotiate for Enterprise-wide software 
contracts that are more beneficial to the government than those currently in place; 
ensuring 1 0 IC elements have implemented the requirements of lCD 651 in 
performance appraisals (and six others are in the process of implementing them); and 
prioritizing the efforts of the FISA Working Group, which is meeting its milestones in its 
ongoing implementation of the FISA Panel's recommendations. 
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(U) During this reporting period, the OIG made 11 additional recommendations 
in the Acquisition Oversight report. One of the recommendations was implemented 
immediately and has been closed. The suggested deadlines for implementation of the 
remaining 10 recommendations are beyond the end of this reporting period. ODNI 
management is now working on implementing these recommendations. and the OIG is 
monitoring their implementation. 
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(U) Figure 2. Status of Unclassified OIG Recommendations Pending Between 
1 January 2009 and 30 June 2009 
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RESOt. VEO. CHCO has doeuliMK1!8d 
lhat 10 IC eteman!s have lmpte.-ilen:eo 
lh4l requlremerU ol teo 651 In 
periormance appmlmls. 5 are In tne 
pr..c:ess of implemet'llillg, and 1 i6 
Nn<llng implemenlatlon. 



ll lUI OirOC! tl'l& A. 0Nit00. in~~ thil 
OONJJC a;'ld OOt~VPP~. 10 ons;.w ihtough lll)prGJ)(Iaie 

I
. gr.IIOEiir>es. j)OJIC;a5, tJ\roclions. stalida.njs; and bulinOSS 

!m!obces that Wi'b-based :0001 and lechi\Oiogy enable 
and enhanc;e ml~siOn G!fecov~ss. 

I (U)tdenllly. eompita. rnai~ftlil,, 811oj distribute to tl'lt1IC n 
list of 11-.e uperrlec! olaU IC elernenrs. 

f 
I I {U j Create a dtt8 r ll.l'IIC llit..txlner mission and 'Jiisloo 

! 
5la!.,-nen1l« ;!'le 00."1!. Pubbh ilt'td Cl:JITif'hul'lic:e;o tho 
OOfoll !'riG~ arw3 VIJo.lOO lo the 00NI and lC 9lemen!t 

I (U) DIF1emtinc; wllich re<:omrnenciaiions ltlllda in the 
Ac~ a R~ ~boniPv'e Enllironm9ntltiX1Y 
olloulci bo lmpklfl'ltW11ed and appcir\1 a $enl0f olflc~r to 
itnl)I~Mnll.h0s4l rocommondllrions 

(U) Est.1bllch 11n • As~ the Oirec:or" tinlc on 1118 DNI 
hvm~J90Qe tu sOiled qur..tions l!ncl cornmems trom r~ 
IC YIIOndorce. 

UNCLASSIFIED 

AugUSI2006 

I 

August2008 

Aupust2008 

Tna ClO IS we~lling closely Wlll'l OOJIIIJ • .a. 
and DONIIP?R 10 enGUI\l web-btied 
\ools imroduee<J wilt ine:lude computer 
tlaSed training eno e u&Gr manual. 

I I 
I T'lw ONI's FiesportM 1C1 CO'~ 
' Req~t tor a s~ PIOI: lOt the 

Oifioe ol CNr«tor o1 ~In~ 
oonl&in!!d mlssion an<'i Yl&.ion stalem~ 
for both h OONI 81'd ihlt tC. This 
document is c:laulfiOd 'SEC~ and r.es 
nol been wld91y diatr1buted within the 
ODNI or IC. Tho ONI ie r&vlslllg lhe NIS 
and as pan olthi& prc)Cl'l$$, plans to 
finaliZe the OONI vi&IOn and mission 
SIBtements and dl~rlbullil illo the IC 

n-.e ICOO. which~ ihe I 
$1.udy. was clls$OiviJCI Oe1 3l. 2008. 
~r than J)OS1lng thcl studY. I'ICNI of Ll'le I 
rec:omm811datlon& haa bGQn 
lmplemttmed. 

Pubtlc AlfalB Odice It cM!veloping a ;:llal'l 
a110 ooordlnatlr.g llltemany to 18ut1Ch this 
luncilon. 

(U) F.Y 2oos FEDERAL INFORMATION SECURITY-MANAGEf.HiNT'ACT R-EVIEW 
. - - _. (CUJSED: 2: OPEN: 8} . -

• • • ~ ~ - ... •• • .. ' \? ~ • f 

(U) 0/DMS to astabllsh mbuones ror:cari,~ 01·~ · . 
Information &ee~jnl\l progrum. ' · ·~~ 

:.. : ·: 

. .. · 
.,_ .• _J \• 

:..· 
&I.OSED. · 

--._. 
-,: 

_,;:· 

UNCLASSIFIED 



u"NCLASS IF I ED 

(U) CIO comi)IGte a CICQJmentea com~rehiiiiSiVe Tho AONIICIO is in the prcce$1 01 
1:-ff':-.,rmauon aoc.uHty progr.un cansislenl wiih RSI.v. lmptememlng 1IU I'IJC!CifM\anclabon. The 
re<;uireiT'.QftUi UV.III'Idudes m. ~ ~erus: 1) ADNIICIO presenl!'d an IC CO~ 
periodiC nsk a~nts. 2) poflciell and~ & Acaedllallon (Cl.A) Transll~ plan 10 
bawd on 1lslo; BSI'iOSSmenl&. 3) plano for provfding 

Augi.ISI~ 
a T.get Toam for ~ 8/1d comments. 

aPI)IopMie lntcrrnailOII securily. 4) POIIOdlc lesti;lil and The ifl:ant is to develol) a C&A process~ 
evaluallon oflho intormalion secUJtry policieS and lnlormaliM aecctrily progmm lhal wrn be 
procedul". 5),. process lor de~~ a plan of alf9t\!!d dosoly mth NIST. 
adion. and 61 Ptans and p•acedllroa lor developing 

l contil\ut:y 01 OOGn!ltlons for lnlormolion S'/418mS. 
l 

i 
(U) CIO 10 es&abhsl\ l'nlleSloneS and completg Aratogic AONIICIO will nave mllestONS tJy 
plans and ,,rogtams and finalize S)'lllem lll'VI!fllOflllS. Augu$12008 , AugUSI 2008. 

lUI CIO dlh"Oiot:l illlo.rrnal.ion socuritot Sl:a&egic ptans tNII AONl/00 i:s&UI!d an IC lntGmll'lian 
defii\E tnt lolb'A~ 101115 infOtmiU(on S(lCUI1ly ~ Secunty Sllatc{!Y. bullho sua~egy dOes 
1) C!eaz and ~e mlss,ion. \1llion, goa~. and not c;onaaln parlotmance meuutes. CIO 
oo;ec-.Jves and t10w they rei ale 10 agency ma:m. 2) will havo po!iorinanee rneasuroa by 
High levot plan to1 achieving infonnanan seeutily goats I AugU!S12009. 
and cOiectlvOJa. inc:iudlnQ shon and micHerm o~ 
to b9 used llvougnoutthe lile or lhls piAn to manage Augu&l 2009 
progren toword successfuUy fulflftlng IN identified 
~. 8tiG 3) PertormanaJ meAsures 10 
cootilu.~ monitOt aeeomplistment of idenUW!cl go;aJs 
and ootedf~ one !heir ptOgres !OWAtd s:areo :&gets. 

I 

!UI CIO 1o e11flll)llsh milestones lor cornplelioo of :ne 
Augult 2008 

The CIO will cotnplel~ thl$ 
inforrnauon secu•lty strB!eqic pii!M. 30 Soptlllnber 2009. 

(U) CIO tn caotdlnOtien with DIOMS lo esl.abli5h a I Sysaems ,oacimap roc invenlory is f'M)t yet 
coac~ to~ tno inwnwy o1 systems lhiii l!r& c:omo~ete.. Responsibility tor mil 
OONI respot~SibiUty and those that ato IC""'*i& rec:onvnendalioo bGJonos tc a~ 
•e~ility and establish a timefNftO lor ooml)lelion 

August~ 
lor wl\lc:.h a new Oiteetor 01 lnlomlation 

of roaclmao. Tech~ Is curren'Jy beoltiQ hiied, The 
0/MSC OSlln!Otes that this 
18C01MIItndall0tl will be tompla!OCI !)y 
~ enc of SePiamber, 

(U) OIOU.S CCifi\Pieto a doc:utnetllecl c:crr19rehen!Ne The Ofl-'SC \1oill have lhe Sltalog'/ wtttJ 
Information $OCUri1y Pl0911ift1 C'ill15istont • FISMA oetf0f'I'\MC'8 me.a.sura: tr; 1I'G end of 
reqult&ments ttrot cnctu6f;s the following etemems: 1) 5epeembe• 

· P'JMdic riSII" usos.sments. 2) IX!IIdM ancl procedures 
baseO on risk ll8fosemcms. 3) plan$ lor providing Augutoi:!006 lilj)pfopri3to lntorm1111on securily. 4) PoriOCiie tooting alld 
evalualkln of ttle inlormalion securi;y poliC!es and 
procactures. 5} A process fOt cleveioplng o $n ol 
actiotl. Mod 6} PtaiiS and pro.:OOitra fer dcYelocling 
<;Orl:intJI:y ol OO'IfaiiOf\$ lor infomW.ion ~ 

I I 

'' 

tJNC'LASSIFIED 



(Lii Ot'DMS de· .. etop iniormetion &ett~rily stralflgiO plal'15 
IMI 0<!1101!! th9 loll\)f\'lng for its iniOintllllon SOOUril)' 
program: 1) Cloor An<l com~vo rnteaion. 'lision. 
gools. and obfectlvos lltld how 11\ey ralolo to agency 
ri"oli&JQCI. 2) Hi>gh ~ Plan lot ad\levlng imormatlon 
s«un:y goals and obf8Ciill«i, ~ ahori arci mid-
111m' objorniva1, 10 b!f u&ed lhrotrghOUI t.~ lite of !his 
::o1a.n 10 manage progr$$S toward suceesatulty tullilflng 
the identifio<t obj$CtiltOG, and 3} Partormanca measures 
to continuously monitor accompliahmenl of idendfied 
goals and obiet'tivos lind lhei; progreN aoward suted 
Iargen;. 

!Ul 0/DIAS to MULbli&n milestones lor COI'Ipleb-;Jn vi U>O 
lntormatior. securtty LCUateglc plans, 

(U} ·D9fine 1J!e r8l8liVCJ lnlemal.·aulhariUas of 11\9 ONJ; 
POONI, 81w,1 ~r CONI senlor,staff, 

M Develop e!"'d·lmptement ari IC plaf!.IOf ~ttind!u@;ing. 
communlcaliot1 systoina·Bnd S!ieamiWng ifiG 1c·~ . 
&hating and ~oe. rlfchlt~~lft to ceduco radun_daiiey 
and simplify data a~ and ~I, . . 

{IJ) Dlwelop-~ ror tC~·ttw ~.~:o~­
to boitl OON! and \U'IIIItlet ~ agwr;y m · · 

· dlllinoa\a ~elaled roCGS atid.~ 

(U) FOGU5 e!ICJ".S ot~liMiiz:lng 111e:OONriro ~ 
. lmpiGmenting EO 1 2333. . . 
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. ··· 

···N~~-
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UNCLASSIFIED 

~ (U) F~o iilnci P\lbfiah crilil:;a!ICO..t!IC:IWi119ICO tO;. l liCO 303. tCO 3()6, and ICO SUl • ·,~ 10 and f 

1 

Oif.~tiOn otlnteliger.os: ! 
I (U) Publish a doliroltiafl ol eollabOrlltlorl 1(1( the tC. i 
I (U) L.:-ad thO olf0t1 ta 00."\ne ·.tMa& CCU\Stltu&es a •sysllltTl" 

l lor cor..;istsnl lC appllcatiorl tor bolh llUditatlility alld 
busit\eu translom'wuicln. 

I 

~r2008 

NovBmbor 2008 

· AESOt.VEO. lCD 300 and 306 have not 
been f;JUtllish8d ~ 

I The tC CIO 1\15 dra. ... .sd tC PoliCy 
Q.Adarce on FISMA Cempi;atr.ca and 
~lllg. wnich will (!Giine II S)'Slllm for 
FlSW. J)UtpO!Ieti. The policy d~Jftnitlor.~ 
IOttntfiY an "inlormaikvl sys~om; an 
·~n~oiii{Jonce lnlonnalorl system. • and a 
"reportf.ible s.vstem.' Tho AONIICtO and 
PPR •ro coordinating tl®f'OVII. 

(U) lt~-SPECTioN'OF rc ACQUISrTION OVERSIGHT STRATEGiES. POLICIES: AND PROCESSES 
. (CLO.SED: 1; OPEN; 10), . 

tu) 001111/FC lmi'NCiiat~ly. ensu,.l!lftt _Piogtam$_ funded 
within !)Ia Comnwnily.Ma!'ageri1ent AcCount and . 
e&oeul.a.ci by lho OONI 8UI ovenos.;t~ In ai:cQfdili!ce·witll 
IC acaUi:olt>on poSey. . . . . . 

(U} Publish IC POliCY no iat;or ltiQ.n 1 iO day& att60 
silJnature, icJenutylng a go...ernanee rnodt~llor the ODNI 
AO workforce rufniivo to IM IC acquic;llion wmrnunitv. 
inclucing: · ! 

I A. nevi sing I C. 0 1 to accoont for curreni distnbutior\5 al 1 
au!hOri'JM and d«iS>on righ'..s. 

1

6. Sta~ le'l!ll$ ol.otficial wottaee anc ~ou;,co~ 
~ OOM olfloats and IC counl&q'ler.&. 

C. C1&rifyi"Q Itt& role ol1t~ POi>Nl relslive to the 
COOY.ied autnoritlos ot the ONI's Mllostone Dilcislon 

l Authority (MOA) (DONLIFC). the DONI~. the AONis. and 
ONI Policy I•Jrtho rc. 

I 

i 
j (U) Oox:umEnttt\oe 81CIW"9 procesN&IJ'\Ilt iink DONIIFC 
I l!~.Jisi:Jon ~ V.'ilh CfO !uflding ~ riiC• I 
i la:9r &hao 21 0 days alt~ sq.etwe. PrOVIde ttl& wi-:16$1 

j 
p~sit~l& d''"eminilliOII or UTe doeumOI'IIllid prcc- lo I 
ensure membatS Dl ine AO staff ant aware or &II opri~ 
available 10 uttllze funding auih01IIJr,Je Ill a managernent 1. I lnstrumet1t. 

(UJ DONI.'f=C Of'll~ acoountlltlilillor IC II1QOOde$ lo 
he"'& va~!!ld roc:u~temants ClocumMIS as a 
!)!'.?ra<:;wsilto~ 101 MOA deleg<Won. ar"Q permanently .ado 
!Neil language 1o DON1fFC perf01mo.nce objoa-c:1!ves rn; 
later than 360 days aher signiJiure. i\Cfdl!lonally. when 
lhra OONi/FC <:Gio-g&les MOA lor a program wilhout a 
validated rgqulfernon~ ~ment.lo~l justilic;e~on to 
tne ONI ~hall b4 lcierrlffled rn 1!1'1 Acgu!51110ft Df¢Sro.'l 

May2009 

M.ay2009 

May2009 

UNC.U..SSIFIED 

[)eadlin.; for impl&ment.lllon r.u not 
been rGaOI'Ied. 

Deadline tor llnl)iementBIIOtt 1\as ~~ 
I)Hn~. 

Oeadi'one 101 implemen\aliO<ll'lll$ net 
been reached. 
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I 

I 
! 

i 
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Memorandum. 

~Ul Pubtilrl"' IC policy no Ia~., zr.an :2l(l daY$ :otw 
signaiUro, ptoscnblng JUIXIlSOOS. authOrilles. 11110 
respon:oilliKtte:. tor devefopiJtg formal useJ r~JQUiromenlE. 
fQr Progronlmlno Commiuoo app1011al and vadclation. 
Th4! 2007 OONI.Ae'!1Jitamolll$ Study should~ lhe 
poitll ol rolor~ Jor lle'l~ng tno now rea~am 
~~-

(Ul OONI/FC, tne CiO. and 1M Offioe of C'..enorat 
C.X~nsal to c:altabol"ala and todily sialulotlly C:Qnlplian: 
a:eas ol ClY91'1lOltt jurisdialcn no laler rhan 1 &'0 eta)~ 
af'ie• sign.:lluse, We al$o rll(X)lT'.mend that thO ONI and 
lhi! CIO CQdlly pnx:esses ltll Ollef.siglli of IT p~s 
under CIO jvlisdlclion no 11.118r 11\1':111 1 2{) ljaye &ft&r 
si~na:ure. Md malnlatn !lttlllctom numbt~l!l ot 
$l(Derlonr.od rr J)ftt.essional!r to execute lhf! processes. 

{0} f.s<ablilh and crxlity a repoatable proc9SS lor w.ap 
Systems AcQulsilioll (MSAI Oesignaliol' no later tr.en 90 
days afzer $l~:ut"l! thai sccO\Ims tor statutory rundir~g 
thr~lloldli. 

{U} Eslcbkt.h a plan ;o ~'ido ov~ to IJI1:9'ai11S 
bei·:m~ M:I&JionG A anc1 aner M~~one C 10 comJ)leme.""ll 
current monitoring of Ptlas!J 8 adiYilies no lator tl\aJ\ 
120 days allot signature. Addillonaly. lM OIG 
recorrh1'1endatha1lt.e DDNIJFC ooomtnale •.Mth ltlo 
DONVC. tt1o OONIIA. the CFO. am the CIO to Clt'dlly a 
~ "0 tal&: than 1?.0 day~ Gl!iit 5>gnnMG. 1Nt 
~ ptJI1orrna~ aaaa !01 an ~tiona! MSAs in 
an aoPill'di . .: ro 11\e anr.ual tC Ptogram Manaoemont 
Pli!n (PMP) repor1, 

IU'i OON!iFC ano OON!IPPR to ter.'IS6 lfbl ACCEA tlr) 

l~ l.i\an I !)Q u.a)'$ afte: ~ure, 'IOiiUi lho t~og 
t•~wctiv~· A. Align goAIG with Staled strs109)' fll4me~: 
Policy Guldllnce, Monitorino. l!lnd CorrectiV$ ACiton. 
8. Uodatfl 1\CCEA lmmedfula Ac:tlons ~o nadress 
et~crecti·~a action as a priority. 
C. 6eo.'iltD 'IIIOflo;fOice quaNiieation and CfOmficluiOn goal! 

(U) Establi~Jl a proc:.-..ss to iraQ: and addte~s in$latlCE!S 
oltC ~-y Mr1CompllOJnce with IC a'-1lul$lllo., policy 
and proce$$ ~ci;)line bAH~kdOwns no la:er ltlan l:lO 
days aft9r SIQMli.Jte_ An opliOtllhe ONl mav Willh lo 
.:;cnW'..e; is to cs:abils."l 001\:l stat! liakson poolbcltls at 
the IC .flOe$ to iL'1 u !he iOMafli.del)!Oyed l«.al 
points for &II acuons ar.d fnlonn111ion fllql.l'.il$l$ 

uansmitted I rom the OONI 1111lfl to an agency. 

UNCLASSIFIED 

Lolay2009 

May2009 
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I ~~~9 
l 

' 1 

I 
I 
I 
I May 2009 

I 
I 

I 

1 

May '2009 
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CDt,i.l C!iice of the fnsp9c:or GerraraJ 

UNCLASSIFIED 

Oud!ino fot rmplomontalion n.s nor 
been readlod. 

!_ ... -·"""-""' i been reached. 

I 

Oeadiine. 1or lrn1)fetnenta1ion nos 1'101 
oeen reached. 

~ f.or ~li!.lion hila nol 
bo&n reacho<!. 

Oudline !or~ nas l'.tl! 
been reachlld. 

I Deadline for implen1enlatio.'l hatl n01 I baen roilOMd. 
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(U) DONI• develOp a leodbflell mechanism wiU'Iinlhe 
CONI SIRfi and wllh lh& IC agande& no later then 90 
C1ayS alior &iynatwe. This f6CidbiKX s~ Wonn W. 

; IC agenOo.s OtAtal is t>eiflg cone with l9q\II!Ctfld 
lllnfonr.I!Uon. ano It sho\ild prcwidG de:a:ils ot •IOiu~rlldded 
i roniribulion' by the OONI 611llf. 

UNCLASSIF'!ED 

May2009 

UNCLi\SS!FIED 

Deadline tor lnlpiementation hGt not 
bean :eacheCJ. 
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UNCLASSIFIED 

(U) Report Waste, Fraud, Abuse, or 
Misconduct 

(U) To report allegations of waste. fraud, abuse, or misconduct in the ODNI 
or IC agencies, contact: 

Office of the 1 nspector General 
Office of the Director of National Intelligence 

Investigations Division 
Washington, DC 20511_ 

or 

(U) Some CONI OIG reports are also posted on our classified website: 
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(U) Office of the Director of 
National Intelligence 

Office of the Inspector General 

(U) Semiannual Report 
1 January 2009 - 30 June 2009 
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(U) A Message From the Inspector General 

(U) Since the Office of the Director of National l.ntelligence (CONI) Office of the Inspector 
General (OIG) opened its doors four years ago, we have developed a diverse staff of highly 
qualified auditors, inspectors, and investigators from across the Intelligence Community (IC). 
These include intelligence professionals who have military and civilian analysis, collection, and 
investigative experience, as well as attorneys and other professionals who have performed 
oversight functions in other Inspector General offices in the IC. 

(U) Upon entering on duty as the ODNI Inspector General on 29 April 2009, I evaluated 
the performance and activities of our office. Reflecting the vital oversight role of our office, we 
are committed to: 

o Conducting timely, accurate, relevant, and objective audits, inspections, 
investigations, and reviews that advance the mission of the ODNI and the IC. 

o Establishing a disciplined and transparent process in collaboration with ODNI 
management to ensure timely review of OIG reports, implementation of OIG 
recommendations, and release of OIG reports to congressional oversight 
committees. 

o Engaging the Intelligence Community Inspectors General (IC IG) Forum to identify 
issues of common concern, ascertain trends in oversight, de-conflict project 
proposals, and conduct collaborative projects. 

(U) During the period from 1 January 2009, through 30 June 2009 covered by this report, 
we completed a variety-of significant audits, inspections, investigations, and reviews. This 
report summarizes those accomplishments. 

(U) Arnong the most significant reports issued during this reporting period was the 
issuance of several reports prepared pursuant to the Foreign Intelligence Surveillance Act 
Amendments Act of 2008. That Act directed IGs of agencies who participated in the President's 
Surveillance Program to conduct a comprehensive review of the Program. IGs of the 
Department of Justice (DOJ), Department of Defense, National Security Agency (NSA), Central 
Intelligence Agency (CIA), and the ODNI conducted reviews of their agency's participation in the 
Program. The five IGs prepared individual classified reports, and these reports were then 
summarized in a classified summary or "capstone" report. These IGs also issued an 
unclassified report that described how, following the terrorist attacks of September 11, 2001, the 
President .directed that the NSA's signals intelligence collection capabilities be expanded 
without review by the Foreign Intelligence Surveillance Court. On 10 July 2009, the classified 



and unclassified reports were delivered to congressional oversight committees, and the 
unclassified report was released to the public. 

L-~~~~~~---..~------~~~---.,---------======~~~~This ~ 
report examined the effectiveness and efficiency of poflCies.- ---- --------- "'(b )(3) 
processes, and strategies to determine the degree to which their execution reflects the 
Intelligence Reform and Terrorism Prevention Act of 2004 (IRTPA) acquisition authorities of the 
DNI. 

(U) Since the last reporting period, ODNI management has taken significant steps to 
address previous OIG recommendations. Notably, at the outset of this reporting period, there· 
were 60 open recommendations"in nine reports. In the past six months, with the strong support 
of the Director of the Intelligence Staff, ODNI management closed 24 recommendations and has 
"resolved" 17 recommendations, which means that management has taken substantial steps 
toward closing the recommendations. 

(U//FOUO)The OIG has several significant, onaoina that are described in this 
report, including a review of the implementatio-,..:-n=-o:..:.f~th~1~:L__ _____________ ---Jl'"""~'--"nc.::_;__ _____ --,---:_-:_ ~ ~ ~ -_ Jb )(3) 
inspection of the.execution and oversight of a\ (b)(3) 

I 

(U) During this reporting period the ODNI OIG continued to strengthen the collective role 
and effectiveness of IGs throughout the Intelligence Community. We hosted the 151

h Annual 
Intelligence Community Inspectors General Conference on 29 May 2009, at the headquarters of 
the National Reconnaissance Office. More than 240 OIG personnel from all 17 IC agencies 
attended. The ODNI continued to co-chair the IC IG Forum, which meets quarterly to provide a 
venue for the IC IGs to share information and collaborate on matters of common concern. As 
an extension of the IC IG Forum, the ODNI OIG also chairs working groups for IC Deputy IGs 
and Assistant IGs for Audit, Inspections, and Investigations. These working groups meet 
quarterly to exchange ideas and work plans, identify IC systemic issues, reduce redundancy, 
share best practices, and identify future IC-wide collaborative projects. 

(U) In the months ahead, we plan to address emerging areas of concern and to generate 
other capacity-building audits, inspections, and other reviews that align with IRTPA, the National 
Intelligence Strategy, and other important mission objectives of the ODNI. In performing our 
work, we are committed to maintaining the highest standards of professionalism, objectivity, and 
integrity in our interactions within the ODNI and with other elements of the IC. 

(U) I am proud of the work performed by our dedicated and talented staff. We look 
forward to working closely with the DNI, ODNI management, and our IC IG colleagues in this 
endeavor. 

/j;M~ 
Inspector General 
30 July 2009 
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I. (U) Overview 

(U) The mission of the Office of the Inspector General (OIG) is to improve 
Intelligence Community (IC) performance through: (1) conducting oversight of the 
Office of the Director of National Intelligence (ODNI) and IC programs and operations 
that fall within the authorities and responsibilities of the Director of National Intelligence 
(DNI), (2) exercising a unique cross-agency focus, and (3) drawing upon the 
collaborative efforts of IC Inspector General (IG) partners. The office conducts audits, 
investigations, inspections, and reviews of ODNI and IC performance to detect and 
deter waste, fraud, and abuse and to promote efficiency, effectiveness, and 
accountability. The OIG's completed and ongoing projects are described in the next two 
sections of this report. 

(U) In addition, the OIG makes recommendations to the DNI for improving the 
performance of IC programs and activities. The OIG also focuses on identifying the 
critical challenges facing the ODNI and the IC. In December 2008, we reported to the 
DNI the top IC management challenges based on our review of the management and 
performance challenges from most of the IC agencies. The last section of this report 
includes an update on the implementation status of the recommendations made in our 
reports, including our management challenges report. 

(U) The OIG's mission, roles, and responsibilities slightly overlap in certain areas 
with several other ODNI oversight components, such as the Civil Liberties and Privacy 
Office, Office of General Counsel, Office of Equal Employment and Diversity; Security, 
and Human Resources. The OIG works closely with each of these offices to provide 
effective oversight of the ODNI's and the IC's programs and activities. 

(U) OIG Organization 

(U) The OIG consists of the following divisions: 

(U) Audit Division: Executes independent program and financial audits and 
evaluations of ODNI and IC programs, information technology, procurement, internal 
controls, financial statements, and financial management. 

(U) Inspections Division: Conducts independent and objective capacity­
building inspections, reviews, and evaluations to improve IC-wide performance; · 
examines information access, collaboration, intelligence collection and analysis, and 
compliance with laws and regulations. 

ODNI Office of the Inspector General 
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(U) Investigations Division: Investigates allegations of violations of criminal laws 
and administrative regulations arising from the conduct of OONI and·IC employees and 
contractors. 

(U) Management Reviews Division: Conducts management and programmatic 
reviews of the ODNI, its centers, and the IC; evaluates management and processes to 
assist the IC in developing and implementing processes and procedures to improve 
both effectiveness and efficiency. 

(U) Oversight and Policy Division: Monitors and analyzes trends and patterns 
concerning intelligence oversight activities across the IC, maintains liaison with the 
President's Intelligence Advisory Board's Intelligence Oversight Board (lOB) and 
congressional oversight committees, and conducts policy studies on behalf of the I G. 

(U) An organization chart delineating the OIG's front office and division structure is 
below. 

(U) Figure 1. OIG Organization Chart 2009 

.: Inspector Genet~~-·. 
>. Ro•IYI}·~ ... ~~~r:•., 

. . . DeputY inspeetor· 
IAdvisortotheiG t- .· . , General·.'__ .·_-~ .. ~·_E __ x_ec __ u_ii_'veom_·_. cer I 
- - · ~ - ·· .. · · · ~: Scott·s. Dahl • L 

I 
: .. )~udlt .. 
''iDIVision_'_~ 

' ,I . -·-

I 

(U) OIG Personnel and Resources 

I I 

(U//F.Qt16} To accomplish our IC-wide oversight roles and responsibilities, the 
OIG has developed a diverse, highly-experienced workforce frorri a variety of 
professional ba~kgrounds and IC elements. Our staff includes professionals who 
worked formerly for other IC OIGs as auditors, investigators, attorneys, and· inspectors, 
as well as people with hands-on experience in both military and civilian intelligence 

2 

ODNI Office of the Inspector General 

~~ 



Semiannual Report 1 January 2009- 30 June 2009 

operations. They have served across the IC, including the Central Intelligence Agency 
(CIA), .Department of Defense (DoD) agencies, the armed services, the Federal Bureau 
of Investigation (FBI), the Department of Treasury, and other components of the ODNI. 

II. (U) IC Inspectors General Activities 

(U) The Inspector General is responsible for detecting fraud, waste, and abuse; 
evaluating performance; and making recommendations to promote economy, efficiency, 
and effectiveness in the ODNI and the IC. To achieve these objectives, the ODNI OIG 
facilitates collaboration, information sharing, and strategic thinking among the 
Intelligence Community Inspectors General. This section highlights some of the ways 
the OIG coordinates oversight across the IC. 

(U) IC Inspectors General Forum 

(U) The ODNI Inspector General chairs the IC Inspectors General (IC IG) Forum, 
a quarterly meeting of all IC and IGs or their designees. The ODNI OIG also acts as the 
Executive Secretariat for the IC IG Forum, performing such functions as hosting the 
meetings, consulting on topics of interest, developing the agenda, distributing 
documents, and maintaining minutes. 

(U) The IC IG Forum is designed to promote collaboration and coordination 
among the IC Inspectors General for strengthening the collective role and effectiveness 
of OIGs throughout the IC, enhancing the value of OIG activities in support of the 
National Intelligence Strategy (NIS), and increasing efficiency by avoiding duplication of 
effort among the IC OIGs. During this reporting period, the Forum provided a venue for . 
the IGs to share information and collaborate on matters of common concern. We 
discussed issues such as the impact of proposed legislation on the IC OIGs, 
collaboration on issues like acquisition oversight and security clearance reform, 
coordination of IC OIGs' responses to congressional requests, IC OIG training 
programs, and an IC OIG awards program. 
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(U) As noted in the Completed Projects section of this report (below), five 
Intelligence Community Inspectors General completed a comprehensive review of the 
President's Surveillance Program (PSP). The ODNI OIG also completed its inspection 
on acquisition oversight, and several other IC IGs are conducting similar reviews in their 
agencies. 

(U) As part of the IC IG Forum activities, the ODNI OIG has established an 
IC-wide Deputy IG Working Group and Assistant Inspectors General Working Groups 
for Audit, Inspections, and Investigations. The purpose of these working groups is to 
expand the role of the IC IG Forum in integrating the IC IG community by exchanging 
ideas and work plans, identifying IC systemic issues, reducing redundancy, sharing best 
practices, and identifying future IC-wide collaborative projects. The working groups 
meet quarterly and are chaired by the ODNI OIG representative. 

(U) During this reporting period, the Deputy IGs Working Group developed the 
panel topics for the AnnuaiiC IG Conference (described below). The Assistant 
Inspectors General for Investigations Working Group collaborated to develop protocols 
and standards for peer reviews of investigative units within the IC. These peer reviews 
will be available to IC OIG investigative units on a voluntary basis. The Assistant 
Inspectors General for Audit Working Group established a template that lists all prior, 
current, and planned audits by agency. The Assistant Inspectors General for 
Inspections Working Group established and implemented a process to identify and 
prioritize intelligence issues for future inspections and reviews. The process involves 
developing criteria and metrics to evaluate and rank the intelligence issues. 

(U) In addition, during this reporting periodthe ODNI OIG instituted a formal 
Inspectors General National Intelligence Awards Program pursuant to Intelligence 
Community Directive (lCD) 655. The purpose of the awards program is to recognize 
OIG personnel throughout the IC who have made extraordinary contributions to the 
mission and objectives set forth in the NIS and to the intelligence mission of their 
respective IC OIG offices. 

~~0. ~ · .. ~\'tf/fl;. A 
~-~"'\'f;,}'l· ·~ a'':· ·~~~a 
·----··~· ·~~·~ ~· i~··~~·~.·.-:o •i'f"~~ I \ , .· 
6' .. \· 'l!'J/6® -· . 

(U) 15th Annual IC IGs Conference 

(U) The ODNI OIG convened the 15th Annual Intelligence 
Community Inspectors General Conference on 29 May 2009. 
The conference was held at the Jimmie D. Hill Conference 
Center at the National Reconnaissance Office (NRO) and was 
attended by more than 240 OIG personnel from all 17 IC 
agencies. 
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(U) The objectives of this conference were to discuss how the IC IG community 
could effectively address the IC's emerging challenges, such as cyber threats; to 
facilitate strategic thinking on ways·to improve the efficiency and effectiveness of the IC, 
such as through financial accountability; and to strengthen the IC IG community through 
professional collaboration among IC elements. 

(U) Highlights of the conference included a keynote address by Michael E. 
Leiter, Director of the National Counterterrorism Center (NCTC), who described the 
value of OIG oversight in providing a fresh set of eyes and a neutral perspective on 
better ways to accomplish the ODNI's mission. 

(U) The conference also featured four panel discussions: Patricia Lewis, CIA IG 
(Acting), moderated a panel describing the value of different approaches to conducting 
inspections. George Ellard, National Security Agency IG, led a panel on cyber 
challenges. ODNIIG Roslyn Mazer, who chaired the conference, moderated a robust 
discussion on oversight of the IC, in which Eric Greenwald, Chief Counsel to the House 
Permanent Select Committee on Intelligence (HPSCI); Susan Gibson, Senior Associate 
General Counsel, ODNI Office of General Counsel; Donald Stone, Director of the Audit 
Team, Senate Select Committee on Intelligence (SSCI); and Christopher White, Staff 
Member, House Committee on Appropriations, participated. Thomas Gimble, DoD 
Principal Deputy IG, chaired a panel on IC business transformation and financial 
auditability. Defense Intelligence Agency IG John Carey provided an update on the 
Intelligence Community Inspector General Joint Duty Exchange Program. 

(U) Intelligence Oversight Activities 

(U) This year, 2009, is the first full year that the OIG intelligence oversight (10) 
activities will be governed by the new Executive Order 13462, which elevated 
accountability for 10 reporting to the heads of departments and agencies and 
incorporated a more timely method for reporting significant and highly sensitive 10 
matters from IC components to the President's Intelligence Oversight Board (lOB). 
Under the new Executive Order, the ODNI OIG and the Office·of General Counsel 
(OGC) have joint responsibility to analyze IC component 10 reporting submitted to the 
DNI and the lOB and engage in outreach efforts in the IC to improve timely and effective 
reporting. 
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Ill. (U) Completed Projects 

(U) Inspections, Reviews, and Audits 

(U) Review of the President's Surveillance Program 

(U) Title Ill of the Foreign Intelligence Surveillance Act (FISA) Amendments Act 
of 2008 required the Inspectors General of the IC elements that participated in the 
President's Surveillance Program (PSP) to conduct. a comprehensive review of the 
PSP, which is commonly referred to as the Terrorist Surveillance Program. The 
Inspectors General of the ODNI, Department of Justice (DoJ), CIA, National Security 
Agency (NSA), and the DoD conducted the review required under the Act. The 
participating Inspectors General summarized the findings of each individual IG report in 
a comprehensive classified report and produced an unclassified summary report, both 
of which were provided to Congress on 10 July 2009. 

(U) The ODNI OIG found that the ODNI's primary role in the Program involved 
the preparation and approval of threat assessment memoranda supporting periodic 
renewal of the PSP. Each threat assessment was designed to set forth the DNI's view 
of the current threat of an ai-Qa'ida attack against the U.S. and to provide the DNI's 
recommendation whether to renew the PSP. We found that the threat assessments 
underwent an established approval process in which senior ODNI personnel 
independently satisfied themselves that the assessments were accurate, properly 
prepared, and in the proper format. Overall, the OIG found that the ODNI process used 
to prepare and obtain approval for the threat assessments was straightforward, 
reasonable, and consistent with the preparation of other documents requiring ONI 
approval. Significantly, the OIG found that the opportunity for ODNI oversight 
components to participate in oversight of the Program was limited by the fact that ODNI 
oversight personnel were not granted timely access to the PSP and by a temporary lack 
of resources related to the stand-up of the ODNI. 

(U) The unclassified report prepared by the participating Inspectors General 
provided details surrounding ~he inception and implementation of the Program, legal 
assessments of the Program, transition of certain Program activities to Foreign 
Intelligence Surveillance Court Orders, and the impact of the Program on Intelligence 
Community counterterrorism efforts. The Inspectors General concluded that the 
collection activities pursued under the PSP, and under the Foreign Intelligence 
Surveillance Act (FISA} following the PSP's transition to that authority, were 
unprecedented, and that the retention and use by IC organizations of information 
collected by the PSP and FISA should be carefully monitored. 
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(U) Review of Acquisition Oversight Policies, Processes, and Strategies 

(U) In 2008, the OIG conducted an inspection to determine the degree to which 
the ODNI's execution of acquisition oversight policies, processes, and strategies reflects 
the DNI's Intelligence Reform and Terrorism Prevention Act of 2004 (IRTPA) acquisition 
authorities and IC acquisition policies. In this inspection, the OIG assessed whether 
acquisition oversight decisions are applied uniformly across the IC and whether these 
decisions support other oversight mechanisms at the ODNI, with a focus on 
requirements validation. We issued the Inspection Report, Acquisition Oversight 
Policies, Processes, and Strategies, in May 2009. 

(UI/EOOO) The OIG found that the acquisition oversight strategies, policies, and 
processes executed by ODNI personnel across the Deputy Director of National 
Intelligence for Future Capabilities (DDNI/FC)-now the DONI/Acquisition and 
Technology (DDNI/A&T}--the Chief Financial Officer (CFO), and the Chief Information 
Officer (CIO) to be successful in identifying challenges to the major programs selected 
for formal evaluation and oversight. 

(UIIE.Gt:Kl) The OIG also identified the following critical areas of concern in the 
ODNI's acquisition oversight policies, processes, and strategies: 

o Critical policy gaps in the areas of governance and acquisition requirements; 
• The DNI's milestone decision authority for major systems acquisitions is not 

sufficiently synchronized with the DNI's fiscal authorities; 
• Process gaps created by areas of policy without attendant processes; 
• Instances of poor process discipline; and 
• Instances of IC agency noncompliance without correction, indicating that the 

ODNI senior leadership has not consistently empowered and supported 
acquisition oversight efforts. 
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instances of IC agency noncompliance with IC acquisition policy and process discipline 
breakdowns. 

(U//Fe0l5) Management Review of the Office of the National Counterintelligence 
Executive (ONCIX) 

11 11/F.s.Am'l\ I 

(U) Audit of Special Access Program 

(U//~ The ODNI OIG completed its part of a congressional! -directed audit 
of a U.S. Government pr ram, 

JOint audit report was submitted to congressional oversight committees in July 2009. 

(U) Audit of Spacial Access Program 

I 
I 

I 
I 

I 
I 

I 
I 

/(b)(3) 
I 

(b)(3) 

,-----'-'(U=/tFOOO) The ODNI OIG completed a report as part of a joint audit with the 
.__ __ ___lji~~~~vj~9 -~CJ~R~g~Lt.~f3§§_Eto.graro._ ____________________________________ c_(~X~) 

(U) Investigations 

(UI/Pet:J6} The OIG conducted 29 investigations during this reporting period, 
including misuse of position, improper use of government resources, contract 
irregularities, time and attendance abuse, voucher fraud, adherence to policy and 
procedure, unreported contact with a foreign national, and ethics violations. Select 
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cases representing the breadth of investigations conducted over this reporting period 
are highlighted below: 

(U//FOYOt RAILHEAD Conflict of Interest Allegations 

(U//~) On August 21, 2008, the OIG received a letter from the 
Subcommittee on Oversight and Investigations of the House Committee on Science and 
Technology asking the OIG to examine the National Counterterrorism Center's (NCTC) 
RAILHEAD Program, an information technology program for information sharing, and to 
answer specific questions about the program's execution and oversight. Through an 
arrangement with the Subcommittee and House Permanent Select Committee on 
Intelligence (HPSCI), the OIG has and will be responding to the HPSCI. One of the 
Subcommittee's questions related to allegations that the previous RAILHEAD Program 
Manager had a close, personal relationship with the contractor for the project. The OIG 
found no evidence of preferential treatment given during the awarding or management 
of the contract, or of a close, personal relationship between the RAILHEAD Project 
Manager and the contractor. An interim response was provided to HPSCI in March 
2009 on the results of the investigation. The OIG Inspections Division is examining the 
remaining questions and preparing a response to HPSCI. 

(U//FOYO) Unreported Contact with a Foreign National 

(UI/~) An article on a foreign website alleged that an ODNI senior official 
improperly engaged in communications with a woman purported to be a foreign national 
in an attempt to establish a romantic relationship with her. The OIG found that the 
official exhibited poor judgment and acted recklessly in pursuing this relationship, and a 
report was submitted to ODNI management for appropriate action. 

(U//FOUOt Post-Employment Ethics Violation 

(U//retlO) The OIG investigated a former ODNI official for a possible criminal 
violation of post-employment ethics laws. Within a period of one year of departing from 
the ODNI, this former official allegedly attempted to influence an ODNI employee on a 
matter that the former official reasonably should· have known was pending under the 
former employee's official responsibility. The investigation found that the former official 
did not have an intent to influence required by the statute, and the United States 
Attorney's Office declined prosecution. 
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(U//~) Conflict of Interest 

(U//F606) The OIG investigated allegations that an ODNI management official 
had a conflict of interest based on his past employment ~tatus. This investigation 
determined that the ODNI official acted within the guidelines established by the agency 
ethics official. 

(U//F_o.uotfalsification. of Co~tractor Billing Records 

(U1$9tl6[ \ t~~ ~I?~J_QlGjovestigated---------- -(b){3) 
alleged falsification of billing records by an employee of an ODNI contractor. The OIG 
found that the contractor had improperly billed the ODNI. The ODNI obtained full 
reimbursement for the U.S. Government from the contractor's employer. 

(U//FatJO} Destruction of CIA Detainee Videotapes 

(U//E006) The OIG continues to assist the FBI and the Department of Justice 
with a federal rand ·u investi ation into the 

(U//~) Use of Subpoena Authority 

(UI/FOOO} During this reporting period, the OIG did not exercise subpoena 
authority under section 7(a)(4) of CONI Instruction 2005-10. 

IV. (U) Ongoing Projects and Activities 

(U) lnduded among our ongoing projects and activities are several joint projects 
that are being coordinated or conducted collaboratively with other IC IGs through the IC 
IG Forum. These include an audit of National Intelligence Program (NIP) funds at the 
Department of Homeland Security (DHS) and an inspection of acquisition oversight 
throughout the IC. 

(U) Inspections, Reviews, and Audits 

(U) Inspection of Advanced Geospatiallntelllgence (AGI) Capabilities 

(U//E.Qt:J6) The OIG is evaluating key AGI programs and activities in the NRO, 
National Geospatial-lntelligence Agency (NGA), and CIA to assess the integration of 
·AGI into IC analytic tradecraft. Following a briefing in May 2008, the Director of NGA 
accepted the OIG's recommendations and began to implement them, in part by 
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publishing a new AGI Implementation Plan that embraces key OIG findings and 
recommendations. The OIG will update the DNI on NGA's implementation of the 
recommendations. 

(U) Review of Implementation of the IC Joint Duty Program 

(UIIF..et:J6) During the OIG's 2008 IC-Wide Integration and Collaboration 
Diagnostic and Recommendations, IC leaders and staff identified problems with the 
implementation of the IC Civilian Joint Duty (JD) Program. Specifically, the leaders and 
staff told us that senior leadership. support for the program was limited and that 
guidance for obtaining credit for JD credit was unclear. Subsequently, the IC Chief 
Human Capital Officer (CHCO) asked the OIG to conduct an implementation status 
review to identify factors affecting JD Program participation. 

(U//F~ The OIG conducted interviews and focus groups of IC senior leaders, 
CHCO council members, JD Program Managers, and JD Program participants. Upon 
completing the interviews and focus groups, the OIG performed a thorough analysis of 
the information and data collected. The OIG report will provide our findings and 
recommendations for improving the JD Program and identify measures to boost JD 
Program participation throughout the IC. 

(U) Congressional Request for Information on NCTC's RAILHEAD Program 

(U) In response to a request from the Subcommittee on Oversight and 
Investigations of the House Committee on Science and Technology, the OIG is 
conducting an evaluation of the Program, with particular emphasis on the areas of 
concern identified in the committee's request. Specifically, the OIG is evaluating the 
degree to which alleged shortcomings in the areas of program planning, program 
management and oversight, and functionality of RAILHEAD deliverables have been 
mitigated by NCTC management. The OIG provided an interim response to the HPSCI 
in March 2009 based on an investigation conducted by the Investigations Division. 
Upon completion of the remaining portion of this evaluation, the OIG will provide a final 
response to HPSCI through an arrangement with the Subcommittee. 

(U) Review of Acquisition Oversight Policies, Processes, and Strategies: Phase II 

(U) Building on the ODNI OIG's 2009 Inspection Report, Acquisition Oversight 
Policies, Processes, and Strategies, the ODNI OIG is working with elements of the IC 
IG Forum in coordinating concurrent agency level reviews of acquisition oversight 
strategies, policies, processes. OIG personnel from CIA, NRO, NSA, NGA, and the FBI 
are evaluating their own internal policies, processes, and control measures used to 
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manage variance in cost, schedule, and performance baselines for their acquisitions. 
Some will evaluate the acquisition oversight mechanisms of their agencies within the 
context of scheduled audits, while others will review previous reporting on acquisition 
programs to identify areas of concern for elevation to the ON I level. 

(U) Once these OIGs have completed their reviews, the ODNI OIG will work 
collaboratively with them to identify issues for DNI consideration to build upon the 
recommendations made in the first phase of the project. 

(U) Counterintelligence Community Review 

(U) HPSCI asked the OIG to assess the counterintelligence community's ability 
to coordinate operational and investigative activities across the entire community. In 
responding to-this request, the OIG's Oversight and Policy Division analyzed the status 
of and trends in interagency collaboration and coordination on counterintelligence 
matters. For this assessment, the OIG interviewed over 30 senior officers from nine 
separate counterintelligence components and examined their processes and strategies 
for handling and coordinating counterintelligence matters. 

(U) FY 2009 Federal Information Security Management Act (FISMA) Review 

(U) ODNIInstruction 2005-10, September 7, 2005, authorized the OIG to perform 
annual independent evaluations of the ODNI's information security programs and 
practices consistent with FISMA. The OIG's FY 2009 FISMA evaluation includes testing 
the effectiveness of information security policies, procedures, and practices of ODNI 
systems. 

(U) Joint Audit of NIP Funds at the DHS Office of Intelligence and Analysis 

(U//Fj).OO) The OIG is examining the adequacy and effectiveness of the internal 
controls over the budgeting, accounting, and expending of NIP funds provided to the 
DHS Office of Intelligence and Analysis. This audit also will assess the roles and 
responsibilities of the ODNI as they relate to NIP funds. The audit is being performed 
jointly with the DHS OIG. 

(U) Audit of Internal Controls over ODNI's Fund Balance with Treasury 

(U) In the ODNI's Financial Statement Auditability Plan Report to the SSCI 
(April 15, 2007), reconciling Fund Balance with Treasury (FBWT) was cited as one of 
three key impediments to auditability of financial statements in the IC. The OIG is 
performing an audit of the adequacy and effectiveness of internal controls as they relate 
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to ODNI's FBWT. The purpose of the audit is to ensure that policies and procedures 
are in place to perform reconciliations of the ODNI FBWT on a periodic and recurring 
basis in accordance with federal guidelines. 

(U) IC IG Audit Activities 

(U) The OIG also participates in the following activities: 

• Chief Financial Officer/Inspector General Council (CFO/IG Council)- the 
CFO/IG Council meets quarterly to discuss issues jointly and provide updates 
related to the IC's movement toward auditability of financial statements. 
Membership includes representatives from six IC agency CFOs and OIGs. The 
council is co-chaired by the ODNI CFO and the ODNI IG. The council is now 
resolving how the IC OIGs will support auditability through audits or oversight. 

• Joint Audit Working Group (JAWG)- the JAWG meets quarterly with 
representatives from six IC agencies. Meetings are used to discuss planned 
and ongoing work, to identify opportunities for collaboration or to address IC 
systemic issues, and to bring in speakers or subject matter experts. The ODNI 
AIG for Audit chairs the council. 

• Joint Intelligence Oversight Coordination Group (JIOC Group)- the JIOC 
Group is the DoD IG's equivalent of the JAWG and is headed by the DoD 
Deputy IG for Intelligence. This group includes representatives from the 
military branches, the DoD IC components, and ODNI OIG. ODNI OIG is a 
member and facilitated the expansion of JIOC Group's membership to include 
the DoD OIG's financial auditors to address IC financial management from both 
a programmatic and financial statement perspective. 

V. (U) Congressional Testimony 

(U) Hearing on Critical IC Management Challenges 

(U) On 1 April2009, ODNIInspector General Edward Maguire testified before the 
House Permanent Select Committee on Intelligence Subcommittee on Intelligence 
Community Management. The OIG's Critica//C Management Challenges paper was 
submitted as a statement for the record. Included in this paper were those challenges 
common to other IC entities that fell within the DNI's responsibility under the IRTPA to 
lead and integrate the IC. As a result, this paper reflected not only those challenges 
facing the DNI in his role as leader of the ODNI, but also those challenges facing the 
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DNI in his role as leader of the I C. In response to the report, the ONI committed to work 
with the OIG to identify meaningful ways to address the Intelligence Community's most 
pressing management challenges. 

(U) This was the first set of Management Challenges prepared by the ODNI OIG. 
In the future, the OIG will prepare Management Challenges annually at the end of each 
fiscal year. 

VI. (U) Status of Recommendations for 
Completed Projects 

(U) The implementation status of OIG recommendations during this reporting 
period is noted in the chart below, listed by report in the order in which the reports were 
issued. This list does not include recommendations in these reports that were reported 
as closed in previous OIG annual reports. Recommendations are "closed" if they have 
been fully implemented (designated in green); "resolved" if the ODNI has taken 
significant steps to implement them so that the OIG believes they will be fully 
implemented, but they are not yet entirely closed (designated in yellow); and "open" if 
they have not been implemented and substantial steps have not yet been taken towards 
implementation (no color designation). 

(U) The OIG and ODNI management have developed a system to ensure timely 
and effective implementation of OIG recommendations. As a result, a significant 
number of recommendations open during the past reporting period are now closed or 
resolved. At the start of the reporting period, the ODNI had 60 open recommendations. 
In the past six months, 24 recommendations have been closed, including implementing 
the recommendations we made to increase the quality, utility, and accessibility of NCTC 
products; appointing senior officials in the ODNI to improve IC-wide dissemination of 
sensitive reporting; making the DNI's Executive Committee (EXCOM) and Deputy 
Executive Committee (DEXCOM) permanent entities with codified roles and 
responsibilities; and issuing lCD 501, "Access to and Dissemination of Intelligence," to 
improve information sharing across the IC. 

(U) In addition, the ODNI has made substantial progress in resolving 17 
recommendations, such as implementing a consolidated IC approach to identify 
requirements, develop terms and conditions, and negotiate for Enterprise-wide software 
contracts that are more beneficial to the government than those currently in place; 
ensuring 10 IC elements have implemented the requirements of lCD 651 in 
performance appraisals (and six others are in the process of implementing them); and 
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prioritizing the efforts of the FISA Working Group, which is meeting its milestones in its 
ongoing implementation of the FISA Panel's recommendations. 

(U) During this reporting period, the OIG made 11 additional recommendations 
in the Acquisition Oversight report. One of the recommendations was implemented 
immediately and has been closed. The suggested deadlines for implementation of the 
remaining 10 recommendations are beyond the end of this reporting period. ODNI 
management is now working on implementing these recommendations, and the OIG is 
monitoring their implementation. 
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(U) Figure 2. Status of OIG Recommendations Pending Between 
1 January 2009 and 30 June 2009 

- ~ -- -- --- - -
(U) AUDIT OF THE CONTRACT AWARD PROCESS FOR THE CASES PROGRAM 

(RESOLVED 1) 

(U) Issue a policy to impl~tme!lt performance-based 
acquisitions in the ODNI. 

November 2007 
RESOLVED. An Implementation plan 
for pertonriance-based acquisitions wiU 
be completed soon: 

(U) REVIEW OF IC-WIDE DISSEMINATION OF SENSITIVE REPORTING 
(CLOSED 3. RESOLVED 1 OPEN 1) 

... . ·r- ' ...... ·~· '. ~ .... '-'-

(U) E!!tablish and promulgate IC standards.and a 
process for the dissemination of sensitive inteHigence · 
reporting to ensure that customer requirements are 
bettermet. · 

ODNI Office of the Inspector General 

November 2007 
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RESOLVED. The DNI issued lCD 501, 
ICPG 501.1, and S01.2, but these 
standards do not fully address the part of 
the recommendation relating to sensitive 
intelligence dissemination .. · CIA has 
created a sensitive review board staffed 
Vt'lth CIA officials who oversee CIA . 
sensitive reporting virtually on behalf of 
the IC analytic components, but the 
sensitive review boards in each IC 
agency should have representatives 

·from other IC components. 

No sooner than 3. years from the date of 
this report, the DIG plans to conduct a 
follow-up inspection of IC sensitive 
dissemination to determine what 
progress has been made. 

(b )(3) 

(b)(3) 

(b)(3) 
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._L __ , __________ ___!! - - - _,.., 

NGA and DONI/A have taken SOITIQ_ _-­

action In lmel!fU8nling-this- - - - -
_ -recommiridation, but it has not yet been 

fully implemented. CIO believes 
assessment has occurred and that it 
now is working towards resolution. 

IS) DIPLOMATIC TELECOMMUNICATIONS SERVICE PROGRAM OFFICE (DTS-PO) 
(RESOLVED 2) 

November 2007 

November 2007 

(U) INTELLIGENCE COMMUNifY (IC)-WIOE REVIlW OF THE llRRORIST WATCHLIST NOMINAfiON PROCESS 

(OPEN 1) 

(U) Promulgate a comprehensive IC·wide policy clearly 
defining agency I departmental roles and responsibilities 
with regard to the watchlist nomination process. 

ODNI Office of the Inspector General 

February 2008 
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(U) Share the results of this Diagnostic with IC 
elements. 

(U) Brief the ICLC on the results of this baseline 
Diagnostic. 

(U) Require all DNI direct reports and Mission M-gers 
to develop and articulate their respective roles and 
responsibHities. 

(U) Develop an audio-visual presentation introducing the 
ONI and the role of the ODNI in the IC to all new IC 
members. 

(U) Coordinate and consolidate hardware and software. 
acquisition requirements. 

(U) Direct the DONI for Analysis to develop and 
implement procedures to ensure the accuracy and 
quality of information in the Analytic Resources Catalog 
(ARC). 

(U) Ensure that all IC elements are tnc;:orporeting the 
requirements of lCD 651 in employee perfonnance 
appraisals. 

DONI Office of the Inspector General 

August2008 

August2008 

August2008 

August2008 

August2008 

August2008 

August2008 
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RESOLVED. DIS to release Diagnostic 
to theiC with new NISin mid-July. 

RESOLVED. DIS to release Diagnostic 
to the.IC with new NIS in mid-July. 

RESOLVED. The DNIIs finalizing direct 
reports and MISsion Managers' 
perfonnance descriptions and 
objectives. 

RESOLVED. This will be Implemented 
after the vision and mission statements 
are finalized. 

RESOLVED. TheiC CIO has 
implemented a consolidated IC 
approach to identify requirements, 
develop terms and conditions, and 
negotiate for Enterpri!MHI!de software 
contracts that are more benefiCial to the 
government than those currently In 
place. 

RESOLVED. CHCO has launched 
Intelligence CaPabilities catalogue to 
replace the ARC. Planned database 
upgr:ades will indude sjstems and 
measures that require validation of· 
entries by supervisors. 

RESOLVED. CHCO has documented 
that10 IC elements have implemented 
the requirements of lCD 651 in 
performance appraisals, 5 are in the 
process of implementing, and 1 is 
pending implementation. 



~~ 
Semiannual Report 1 January 2009 - 30 June 2009 

(U) Direct the ADNI/CIO, In coordination with the 
DDNVC and DDNIIPPR, to ensure through appropriate 
guidelines, policies, directions, standards and business 
practices that web-based tools and technology enable 
and enhance mission effectiveness. 

(U) Identify, compile, maintain, and distribute to the IC a 
list of the expertise of all IC elements. 

(U) Create a clear and succinct mission and vision 
statement for the ODNI. Publish and communicate the 
ODNI mission and vision to the ODNI and IC elements. 

(U) Publish a definition of collaboration for the IC. 

(U) Detennine which recommendations made in the 
Achieving a Robust Collaborative Environment study 
should be implemented and appoint a senior ofllcer to 
implement those recommendations 

(U) Establish an "Ask the Director" link on the DNI 
homepage to solicit questions and comments from the 
IC workforce. 

August2008 

August2008 

August2008 

August2008 

August2008 

August2008 
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The CIO is working closely with DONI/A 
and DDNIIPPR to ensure web-based 
tools introduced will include computer 
based training and a user manual. 

The DNI's Response to Congressional 
Request for a Strategic Plan for the 
Office of Director of NatlonallnteRigence 
contained mission and vision statements 
for both the ODNI and the IC. This 
document is classified SECRET and has 
not been widely distributed within the 
ODNI or IC. The DNIIs revising the NIS 
and as part of this process, plans to 
finalize the ODNI vision and mission 
statements and distribute it to the IC. 

The ICDO. which commissioned the 
study, was dissolved Oct 31, 2008. 
Other than posting the study, none of the 
recommendations has been 
implemented. 

Public Affairs Office is developing a plan 
and coordinating lntemaHy to launch this 
function: 
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(U) CIO complete a documented comprehensive The ADNVCIO is in the process of 
Information security program consistent with FISMA Implementing this recommendation. The 
requirements that includes the following elements: 1) ADNVCIO presented an IC Certification 
periodic risk assessments. 2) policies and procedures & Accreditation (C&A) Transition plan to 
based on risk assessments, 3) plans for providing August2008 

a Tiger Team for review and comments. 
appropriate information security, 4) Periodic testing and The intent is to develop a C&A process/ 
evaluation of the Information security policies and Information security program that will be 
procedures, 5) A process for developing a plan of aligned closely with NIST. 
action, and 6) Plans and procedures for developing 
continuity of operations for information systems. 

(U) CIO to establish milestones and complete strategic ADNVCIO will have milestones by 
plans and programs and finalize system inventories. August2008 1 August 2009. 

(U) CIO develop information security strategic plans that ADNVCIO issued an IC Information 
define the following for its information security program: Security Strategy. but the strategy does 
1) Clear and comprehensive mission, vision, goals, and not contain performance measures. CIO 
objectives and hOW they relate to agency mission, 2) will have performance measures by 
High level plan for achieving information security goals 1 August 2009. 
and objectives, including short and mid-term objectives 
to be used throughout the life of this plan to manage August2008 
progress toward successfully fulfilling the Identified 
objectives, and 3) Performance measures to 
continuously monitor accomplishment of Identified goals 
and objectives and their progress toward stated targets. 

(U) CIO to establish milestones for completion of the 
August2008 

The CIO wil complete this 
information security strategic plans. 30 September 2009. 

(U) CIO In coordination with D/DMS to establish a Systems roadmap for inventory is not yet 
roadmap to identify the inventory of systems that are complete. Responsibility for this 
ODNI responsibility and those that are IC-wlde recommendation belongs to a position 
responsibility and establish a tlmeframe for completion 

August2008 for which a new Director of Information 
ofroadmap. Technology is curranUy being hired. The 

D/MSC estimates that this 
recommendation will be completed by 
the end of September. 

(U) D/DMS complete a documented comprehensive The D/MSC will have the strategy with 
Information security program consistent with FISMA performance measures by the end of 
requirements that Includes the following elements: 1 ) ' September 
periodic risk assessments, 2) policies and procedures 
based on risk assessments, 3) plans for providing 

August2008 appropriate information security, 4) Periodic testing and 
evaluation of the Information security policies and 
procedures, 5) A process for developing a plan of 
action, and 6) Plans and procedures for developing 
continuity of operations for Information systems. 
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(U) D/DMS develop infonnation security strategic plans 
that define the following for its information security 
program: 1) Clear and comprehensive mission, vision, 
goats, and objectives and how they relate to agency 
mission, 2) High level pian for achieving infonnation 
security goats and objectives, including short and mid­
term objectives to be used throughout the life of this 
plan to manage progress toward successfully fulflUing 
the identified objectives, and 3) Performance measures 
to continuously monitor accomplishment of identified 
goals and objectives and their progress toward stated 
targets. 

(U) DIDMS to establish milestones for completion of the 
information security strategic plans. 

(U) Finalize and publish criticaiiCDs, including lCD 101, 
lCD 303, lCD 306, and lCD 501 - "Access to and 
Dissemination of Intelligence." 

ODNI Office of the Inspector General 

August2008 

August2008 

November 2008 
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The DIDMS will complete this 
30 September 2009. 

RESOLVED. lCD 303 and 306 have not 
been published yet. 
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(UIIF-006) Develop a fonnal CONI ~for timely RESOLVED. A process cu_rrently is 
responding to OIG recommendations and for tracking being developed between the DIS and 
implementation of recommendations that are accepted November 2008 . the OIG. The OIG-has submitted a 
by management. proposal to fonnalize the process for 

signature. 

(UIIF.JlUEl' Appoint a senior CONI otliclal responsible RESOLVED. Memo from DIS will task 
for improving collaboration and integration between and DDNI-PPR with the responsibility for the 
among 'traditional' inteligence agencies {those focused info sharing between traditional IC 
exclusively on intellgence gathering and analysis, such November 2008 element and DHSIFBI. Memo directs 
as CIA, NSA, DIA and NGA and IC entities with dual law that this task be made explicit in the next 
enforcement and Intelligence missions (such as the FBI update to the PPR roles and 
and DHS). responsibilities. 

(UtiF_.Pt16} Revise the auditabiity strategy with target RESOLvED. The FIG plans to provide 
dates for achieving auditability based on standard an .updated auditability strategy to the 
financial systems and ICBT initiatives and monitor SSCI within 4 months following the 
progress towards audltabillty. 

November 2008 
BTO's identification of an IC system(s). 
In the interim, the FIG continues to 
monitor agencies' progress in 
management controls and key areas 
(FBWT, IGT, and PP&E). 

(UIIF..Qt76) Complete and submit to Congress the RESOLVED. Per a letter from the SSCI 
remaining financial plans and architectures that were to the DNI on 13 March 2009, the ODNI 
due to the SSCI in 2005. is to· brief the Committee on a BusineSs 

Enterprise. Architecture frameworil by 

November 2008 31 July 2009, and present an initial 
Business Enterprise Architecture by 
31 December 2009, to include an 
Implementation plan with lime-phased 
milestones, perfonnance metrics, and a 
statement of resource needs. 

(Ut/Fpy6} Expedite the finalization and issuance of RESOLVED. OGC has been working 
common U.S. persons rules, principles, or extensively with DoJ NSD to make IC 
presumptions. agencies' Attorney General guidelines 

November 2008 consistent across the IC. This effort is 
underway, but is not yet com~ted. The 
OIG is working with OGC to rephrase 
the recommendation. 

(U) Publish a definition of collaboration for the IC. November 2008 

(U) Lead the effort to define what constitutes a "system" The IC CIO has drafted IC Policy 
for consistent IC application for both auditablity and Guidance on FISMA Cornplance and 
business transformation. Reporting, which will define a system for 

November 2008 
FISMA purposes. The po.licy definitions 
identify an "information system. • an 
"intelligence information system; and a 
"reportable system." The ADNIICIO and 
PPR are coordinating approval. 

23 

ODNI Office of the Inspector General 

~~ 



~~ 
Semiannual Report 1 January 2009- 30 June 2009 

(U//F~ Ensure prompt and complete implementation 
of the recommendations of the FISA Panel. 

(U/1Ff)Jd6} Publish tC policy no later than 120 days after 
signature, identifying a govemanca model for the ODNI 
AO workforce relative to the IC acquisition community, 
including: 
A. Revising lCD 1 to account for current distributions of 
authorities and decision rights. 
B. Standardizing levels of ofllclallnterfeca and protocol 
between OONI officials and IC counterparts. 
C. Clarifying the role of the PDDNI relative to the 
codified authorities of the DNI's Milestone Decision 
Authority (MDA) (DDNIIFC), the DONis, the ADNis, and 
DNI Policy for the IC. 

(U/IF~ocument the existing processes that link 
DDNIIFC acquisition decisions with CFO funding 
decisions no tater than 210 days after signature. 
Provide the widest possible dissemination of the 
documented procasses to ensure members of the AO 

· staff are aware of all options available to utilize funding 
authorities as a management instrument. 

\U'''DC'U'-11 DDNIIFC enforces accountability for IC 
agencies to have vaHdated requirements documents as 
a prerequisite for MDA delegation, and permanently add 
such language to DDNi/FC performance objectives no 
later than 360 days after signature. Additionally, when 
the DONI/FC delegates MDA for a program without a 
vaiidated requirements document, formal justification to 
the DNI shall be identified in an Acquisition Decision 
Memorandum. 

ODNI Office of the Inspector General 

November 2008 

May2009 

May2009 

May2009 
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The FISA Working Group is meeting its 
milestones in its ongoing implementation 
of the FISA Panel's recommendations. 
Its efforts are vital to resolving critical 
FISA issues, and we believe the ODNI 
should continue to prioritize the efforts of 
this initiative. 

Deadline for implementation has not 
been reached. 

Deadline for implementation has not 
been reached. 

Deadline for implementatiOn has not 
been reached. 
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(Utn:.tfuo) PubHsh IC policy no later than 210 days after Deadine for implementation has not 
signature, prescribing processes, authorities, and been reached. 
responsibilities for developing fQrmal user requirements 
for Progranvning Committee approval and validation., May2009 
The 2007 ODNI Requirements Study should be the ' 
point of reference for developing the new requirements 
policy. 

(U/IF...QdO) DDNIIFC, the CIO, and the Office of General Deadline for implementation has not 
Counsel to collaborate and codify statutorily compliant been reached. 
areas of oversight jurisdiction no later than 120 days 
after signature. We also recommend that the ONI and 

May2009 the CIO codify processes for oversight of IT programs 
under CIO jurisdiction no later than 120 days after 
signature, and maintain sufficient numbers of 
experienced IT professionals to execute the proceeses. 

(U/IF..Qt16) Establish and codify a repeatable process DeadHne for implementation has not 
for Major Systems Acquisi11on (MSA) designation no May2009 been reached. 
later than 90 days after signature that accounts for 
statutory funding thresholds. 

(U/~) Establish a plan to provide oversight to Deadline for implementation has not 
programs before Milestone A and after Milestone C to been reached. 
complement current monitoring of Phase B activities no 
later than 120 days after signature. Additionally, the 
OIG reconvnends that the DDNIIFC coordinate with the May2009 DDNIIC, the DONI/A, the CFO, and the CIO to codify a 
process no tater than 120 days after signature, that 
includes performance data for aU operational MSAs in 
an appendix to the annual IC Program Management 
Plan (PMP) report. 

(UIII•d(k>) DDNIIFC and DDNIIPPR to revise the Deadline for implementation has not 
ACCEA no later than 150 days after signature, with the been reached. 
following objeCtives: A. Align goals with stated strategy 
elements: Policy Guidance, Monitoring, and Corrective May2009 
Action. 
B. Update ACCEA Immediate Actions to address 
corrective action as a priority. 
C. Elevate wor1dorce qualificetlon and certification goals 

(UI~ EstabHsh a process to track and address Deadline for implementation has not 
instances of IC agency noncompliance with IC been reached. 
acquisition policy and process discipline breakdowns no 
later than 120 days after signature. An option the DNI May2009 
may wish to consider is to establish OONI staff Raison 
positions at the IC agencies to act as the forward-
deployed focal points for all actions and information 
requests transmitted from the ODNI staff to an agency. 
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(U~) DONis develop a feedback mechanism Deadline for implementation has not 
wl n the ODNI staff and with the IC agencies no later been reached. 
than 90 days after signature. This feedback should May2009 
inform the IC agencies what is being done with 
requested Information, and it should provide details of 
value-added contributions by the ODNI staff. 
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(U) Report Waste, Fraud, Abuse, or 

Misconduct 

(U) To report allegations of waste, fraud, abuse, or misconduct in the ODNI 
or IC agencies, contact: 

Office of the Inspector General 
Office of the Director of National Intelligence 

Investigations Division 
Washington, DC 20511 

or 

(U) Some ODNI OIG reports are also posted on our classified website: 
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Message from the Inspector General 

This Report summarizes the work of the Office of the Inspector General (OIG) of the Office of 
the Director of National Intelligence (ODNI) from its inception on July 5, 2005 through 
December 31, 2005. The inspections, investigations, and other activities highlighted in this 
report are guided by our commitment to promote accountability, efficiency, and effectiveness in 
the programs and operations of the ODNI and ofthe Intelligence Community as a whole. 

On July 5, 2005, I was appointed by the Director of National Intelligence (DNI) to serve as the 
Inspector General (IG) for the ODNI. 

The Intelligence Reform and Terrorism Prevention Act of2004, section 1078, amended the 
Inspector General Act of 1978 to grant the DNI the authority to establish an OIG with "any of 
the powers and responsibilities" set forth in the Inspector General Act of 1978. 

DNI Instruction 2005-10, dated September 7, 2005, set up the OIG and empowered my office to 
exercise the normal functions of an OIG, with additional responsibility over community-wide 
and cross-agency matters that are within the DNI's purview. The Instruction specifically grants 
my office the authority to access documents, issue subpoenas, and take testimony under oath. 
The Instruction also provides that the ODNI IG will chair the Intelligence Community Inspectors 
General Forum ("IC IG Forum"), which is ~ade up of the Inspectors General of the 15 federal 
intelligence-gathering entities. 

I have organized the OIG to perform audits, investigations, inspections, and consulting. The 
resources of my office will be dedicated primarily to projects designed to assist in the fulfillment 
of the DNI's primary tasks of integrating the U.S. Intelligence Community and coordinating the 
financial resources and operations of the 15 agencies. The ODNI OIG will also provide 
assistance and project leadership to the OIGs of the constituent intelligence agencies, on an as­
needed basis, in the execution of cross-agency audits and inspections and will lead the 
development of community-wide missions. The ODNI OIG intends to leverage and not 
duplicate the work of the agency Inspectors General. 

The ODNI OIG will investigate individual misconduct and reported problems, abuses, and 
deficiencies relating to the administration of programs and operations of the ODNI and 
throughout the Intelligence Community. 

As part of our start-up effort, my team and I have met with senior officials throughout the 
Intelligence Community and gathered information on the key Intelligence Community policies, 
practices, programs and organizations. We have had meetings with all of the Intelligence 
Community Inspectors General, as well as staff of the Senate Select Committee on Intelligence 
(SSCI), and Chairman Hoekstra and staff of the House Permanent Select Committee on 
Intelligence (HPSCI). 

I have devoted considerable time and effort to recruiting and hiring our team, securing office 
space, establishing office operating procedures, and preparing our budget. We currently have 
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eleven staff members on board and one scheduled to arrive shortly. These men and women all 
bring a high level of personal commitment, practical experience and technical expertise. 

As described in greater detail in this Report, we have completed reviews of the three Intelligence 
Community entities criticized in the WMD Commission Report (NGIC, WINPAC, DIA 
HUMINT), two investigations, a Congressionally directed Intelligence Community data call and 
a consulting exercise. 

We also have launched two major inspection and consulting projects in the areas of information 
sharing and personnel rotation. 

We deeply value the strong support we have received from the DNI, other ODNI leaders, and 
Intelligence Community officials. 

We look forward to continuing to assist the ODNI in increasing the efficiency and effectiveness 
of its operations and those of the entire Intelligence Community. 

Edward F. Maguire 

Inspector General 
January 31, 2006 
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Stand-Up of the Office of Inspector General 

The OIG was established by the DNI to provide policy direction for, and plan, conduct, 
supervise, and coordinate inspections, audits, investigations, and other inquiries relating to the 
programs and operations of the ODNI and the authorities and responsibilities of the DNI. The 
OIG's mission is to detect and deter waste, fraud, abuse, and misconduct involving the ODNI 
and Intelligence Community programs and personnel and to promote economy, efficiency, and 
effectiveness in the ODNI and Intelligence Community operations. 

The OIG inspects and audits programs and assists management in promoting integrity, economy, 
efficiency, and effectiveness. The OIG has jurisdiction to review the programs and personnel of 
the ODNI and all other elements of the Intelligence Community that are related to the authorities 
and responsibilities of the DNI. The OIG also investigates alleged violations of criminal and 
civil laws, regulations, and ethical standards arising from the conduct of ODNI and Intelligence 
Community employees in their numerous and diverse activities. 

The OIG consists of: 

Executive Office of the Inspector General 

Inspections Division. Conducts program and management reviews that involve on-site 
inspection, statistical analysis, and other techniques to review ODNI and Intelligence 
Community programs and activities and make recommendations for improvement. 

Audit Division. Conducts independent performance and financial audits of programs, computer 
systems and financial statements of the ODNI and the Intelligence Community. 

Investigations Division. Responsible for investigating allegations of, fraud, abuse, civil rights 
violations, and violations of other criminal laws and administrative procedures arising from the 
conduct of ODNI employees and contractors and Intelligence Community employees and 
contractors whose conduct is related to the authorities and responsibilities of the DNI. 

Consulting and Advisory Services Division (CAS). Conducts process improvement and 
management consulting for the ODNI, its centers and the Intelligence Community. CAS 
disciplines include process analysis, business process reengineering, implementation planning 
and support. The CAS Division will assist the Intelligence Community in developing, 
documenting, and implementing new and revised processes, procedures, performance measures 
and metrics, and process interfaces to improve both effectiveness and efficiency. 

Staffing 
The OIG has an authorized workforce level for FiscalYear 2006 of 15, to be made up of 
inspectors, auditors, consultants, investigators, and support staff. The individuals hired to date 
bring a wide range of professional skills and intelligence experience to the office. Staff members 
have served previously in the Central Intelligence Agency (CIA), Department of Defense OIG, 
Department of Justice OIG, Marine Corps OIG, the Federal Bureau of Investigation (FBI), the 
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Los Angeles School District OIG, the United States Office of Special Counsel, and private law, 
accounting, and consulting fmns. 

This core cadre of talented and highly motivated staffbrings to the OIG a solid understanding of 
federal, state, county, and local law enforcement, intelligence, security, management, and fiscal 
and budgetary matters that will enable the OIG to move forward effectively and rapidly in the 
fulfillment of its mission. 
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Completed Projects and Activities 

The OIG initiated and completed the following reviews, activities, and investigations during its 
initial reporting period (July 5, 2005 - December 31, 2005). 

Reviews 

The OIG conducted three organizational reviews in response to a recommendation made to the 
DNI by the WMD Commission that the DNI "give serious consideration" to whether the 
Weapons Intelligence, Nonproliferation and Arms Control Center (WINPAC), the National 
Ground Intelligence Center (NGIC), and Defense Human Intelligence (DIA DH) should be 
"reconstituted, substantially reorganized, or made subject to detailed oversight." 

Report on the National Ground Intelligence Center (NGIC) 

In September 2005, the OIG issued its report on NGIC. During the OIG's inspection, NGIC 
acknowledged the weaknesses in the quality of its Iraq WMD analysis and assured the OIG that 
it is totally committed to implementing corrective action. The OIG found that NGIC has 
instituted new systems and rules relating to work flow processes and senior staff oversight, has 
instituted a formalized quality assurance program, and has developed and launched new training 
programs to achieve higher analytic standards within its organization. 

The OIG recommended that no administrative action be taken by the DNI regarding NGIC but 
that its progress in maintaining and implementing new procedures and programs be reviewed by 
the OIG in August 2006, in coordination with the OIG of the Army. 

Report on the Weapons Intelligence, Nonproliferation and Arms 
Control Center (WIN PAC) 

In October 2005, the OIG issued its report on WINPAC. During the OIG's inspection, WINPAC 
also acknowledged the weaknesses in the quality of its Iraq WMD analysis. The OIG found that 
WINPAC had already formulated a plan for sustained improvement in the execution of its 
mission. The OIG did not find any existing cultural or tradecraft weaknesses at the 
organizational level that would warrant any direct intervention by the DNI. 

The OIG recommended that it examine and report to the DNI in the near term on WINPAC's 
progress in community-wide leadership, information sharing, and collaboration, and that the 
ODNI Inspector General, in consultation with the Assistant Deputy Director of National 
Intelligence for Analytic Integrity, participate in the CIA Inspector General's next regular 
inspection of WINP AC. 
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Report on the Defense Intelligence Agency (DIA) Directorate for 
Human Intelligence (DH) 

In December 2005, the OIG completed its report on DIA DH. The OIG inspection involved a 
thorough review of a previous joint inquiry conducted by the DIA Office of General Counsel 
(OGC) and DIA OIG to determine the facts concerning the DIA's role from 2000 to 2005 
involving .. Curveball," an Iraqi intelligence fabricator who provided the United States with false 
information regarding Iraq's weapons of mass destruction. The DIA inquiry reviewed the 
evidence to determine the facts and to compare them to the findings and conclusions reported by 
the WMD Commission. While the DIA OGC/OIG inquiry refutes several of the WMD 
Commission Report's findings and conclusions regarding the DIA DH, the inquiry identified 
several remedial actions the DIA has taken based upon lessons learned from its involvement with 
Curveball. 

The ODNI OIG's review verified that these remedial actions had been taken and that other 
actions are underway at DIA DH to improve its operational effectiveness. The ODNI OIG did 
not find any existing cultural or tradecraft weaknesses at the organizational level that would 
warrant intervention by the DNI. 

The OIG recommended that the ODNI take no administrative action regarding the DIA. The 
OIG further recommended that the OIG inquire into assertions that information barriers exist 
between the CIA and the DIA DH. 

Congressionally Directed Activities 

Intelligence Community Data Call: DOCEX 

In December 2005, the OIG assisted the Office of Legislative Affairs and the Executive 
Secretariat in executing the first ODNI-directed data call to the entire Intelligence Community. 
This data call was issued pursuant to a request from the Senate Select Committee on Intelligence 
(SSCQ that the ODNI collect and organize information about document and media exploitation 
programs and technologies from each Intelligence Community component for a comprehensive 
audit the SSCI is planning for 2006. 

In the process of conducting the inter-agency effort, the OIG identified key inefficiencies and 
redundancies in the data call process and assisted in filling several coverage gaps related to 
DOCEX management. For example, the OIG worked to de-conflict duplicative efforts ofthe 
Department of Defense Office of the Undersecretary of Defense for Intelligence (USD(I)), which 
serves as a coordinating body for Intelligence Community components within the Department of 
Defense. The OIG contacted the USD(I) and made arrangements to ensure the Department of 
Defense submitted complete responses from all of its relevant intelligence components. 

Upon completion of the DOCEX effort, the OIG provided a written after-action report, including 
recommendations to help improve ODNI data call efforts. The OIG will continue to help 
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facilitate the involvement of appropriate ODNI offices in developing standard operating 
procedures for future data calls that have an OIG nexus. 

Coordination of Response to Congress 

Consulting Activities 

Iran Mission Manager 

During this reporting period, the Iran Mission Manager was appointed to coordinate the 
Intelligence Community's strategies and efforts on Iran. At the request of the Iran Mission 
Manager, the OIG analyzed her business plan, goals, and strategies, and provided feedback to 
increase the efficiency and effectiveness of the operations and programs of the Iran Mission 
Manager. The OIG also introduced the Iran Mission Manager to the ODNI Chieflnformation 
Officer to assist in establishing and obtaining communication requirements necessary for the Iran 
Mission Manager to carry out her responsibilities. The OIG will continue to assist the Iran 
Mission Manager as needed. 

Investigations 
Contractor Falsifies Document and Forges Signature. The ODNI OIG took over the lead on 
a CIA OIG investigation of allegations that an ODNI contractor intentionally produced a false 
document listing a civilian on a terrorism watch-list and forged the document with a senior 
ODNI official's signature. The CIA OIG developed evidence that substantiated the allegations. 
The ODNI OIG has referred the investigation to the U.S. Attorney for the Eastern District of 
Virginia for possible criminal prosecution and will assist further as needed. 

-(SNNF) 

Use of Subpoena Authority. During this reporting period, the ODNI Inspector General did not 
exercise subpoena authority under section 7(a)(4) ofODNI Instruction 2005-10. 
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Ongoing Projects and Activities 
This section of our Report describes ongoing OIG reviews, projects, and activities involving 
important issues throughout the ODNI and Intelligence Community. 

Reviews 

Survey of the Interpretation and Application of "U.S. Persons" Rules 
in the Intelligence Community 

The OIG has initiated a survey project of the interpretation and application of"U.S. Persons" 
rules throughout the Intelligence Community. This survey was undertaken at the request of the 
ODNI's 9.4 Working Group, which was formed in response to the WMD Commission's 
Recommendation 9.4 to analyze existing procedures for handling "U.S. Persons" information 
and to establish clear and consistent U.S. Persons rules across the Intelligence Community. The 
OIG plans to identify, through survey responses, how Intelligence Community analysts handle 
U.S. Persons information in particular situations, the processes used by analysts to obtain 
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minimized information necessary for analysis, and other impediments analysts experience in the 
collection and dissemination of U.S. Persons information. 

Counterterrorism Detailee Arrangements in the Intelligence 
Community 

Consulting Activities 

Terrorist Screening Center 

The OIG is assisting the Terrorist Screening Center (TSC) in developing metrics to measure 
TSC's performance, developing ways to perform strategic analysis TSC data, and building 
relationships with professionals in other intelligence organizations. 
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Inspector General Community 

Intelligence Community Inspector General Forum 

The ODNI Inspector General assumed the chairmanship of the Intelligence Community 
Inspectors General Forum, a quarterly meeting of all Intelligence Community agency Inspectors 
General or their designees. The Intelligence Community Inspectors General Forum is designed 
to promote and further collaboration, cooperation, and coordination among the Inspectors 
General of the Intelligence Community with the purpose of strengthening the collective role and 
effectiveness of Inspectors General throughout the Intelligence Community, enhancing the value 
oflnspector General activities in support of the National Intelligence Strategy, and increasing 
efficiency by avoiding duplication of effort among the Inspectors General of the Intelligence 
Community. 

On December 8, 2005, the ODNI OIG hosted the Intelligence Community Inspectors General 
Forum at CIA Headquarters. The OIG discussed several of its ongoing initiatives and presented 
a briefing on the Ana Montes espionage case and the need for Intelligence Community 
collaboration on counterespionage issues. 

The OIG plans to develop and enhance Inspector General intelligence training opportunities 
within the community. 

Investigations and Inquiries 

Civil Rights and Civil Liberties Complaints 

In December 2005, the OIG and the Civil Liberties Protection Officer established protocols 
concerning the referral of complaints and other information regarding civil liberties and privacy 

· abuses from the Civil Liberties Protection Officer to the OIG. Through these protocols, the Civil 
Liberties Protection Officer will refer cases of alleged individual misconduct regarding a 
possible civil liberties or privacy abuse in the administration of the programs and operations of 
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the ODNI to the OIG, and the OIG will make a determination of whether the alleged abuse 
warrants investigation and how such investigation should proceed. 

Allegation of Improper Use of Position. The OIG received a complaint that an Intelligence 
Community employee allegedly claimed affiliation with the ODNI in order to influence the 
official handling of a criminal investigation. The OIG coordinated with other appropriate OIGs 
to ascertain and verify the facts of the incident and any appropriate follow-up action. The OIGs 
involved in this ongoing inquiry will keep the ODNI OIG informed of any developments in this 
case. 

Improper Hiring Practices. The OIG is overseeing a CIA OIG investigation into allegations 
that an office under the ODNI's authority engaged in improper hiring practices. The 
investigation is nearing completion. 

·Disparate Hiring Practices within the ODNI. The OIG received a complaint alleging that the 
ODNI hiring process disadvantages non-CIA government employees, benefits former private 
sector employees, and does not apply uniformly to government employees. This inquiry is in the 
preliminary stages. 

Improper Procedures Related to Contract Administration. The OIG has received allegations 
of improper procedures related to contract administration. This inquiry is in the preliminary 
stages. 

Contractor Engages in Improper Business Practices. The OIG is overseeing a CIA 
investigation of a contractor who allegedly has engaged in improper business practices. 
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Projects Planned for 2006 
The OIG plans to initiate the following reviews, consulting activities, investigations, and audits 
in 2006. 

Reviews 

WIN PAC 

The OIG will examine and report to the DNI on WINPAC's progress in community-wide 
leadership, information sharing, and collaboration. The OIG will produce and disseminate a 
survey to WINP AC customers and Intelligence Community colleagues in order to assess 
WINPAC's progress in information sharing and collaboration. In addition, the OIG will 
participate in the CIA Inspector General's next regular inspection ofWINPAC. 

NGIC 

In coordination with the OIG of the Army, the ODNI OIG plans to inspect NGIC's progress in 
maintaining and implementing its new procedures and programs. 

DIADH 

Financial and Performance Audits 

The OIG will conduct financial and performance audits of ODNI headquarters elements and 
Centers, including NCIX, the National Counterterrorism Center (NCTC), and the National 
Counterproliferation Center (NCPC). These projects will be planned in detail after the arrival of 
the OIG's senior auditor in February 2006. 

Consulting Activities 

The National Counterproliferation Center's Processes and Information 
Flow 

In 2006, the OIG will initiate a project to assist the NCPC in analyzing and developing the 
processes and information flows for the office. This will include detailed process flows and 
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descriptions with interfaces both internal and external to the NCPC. The project is the first of 
several OIG projects that will map out the processes and information flows across the ODNI and 
the Intelligence Community. 

Intelligence Community Acquisitions 

Later in 2006, the OIG will develop a plan to examine acquisitions across the Intelligence 
Community, with the goal of more effectively utilizing Intelligence Community resources 
through increased attention to good contracting practices by both government and private parties. 
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Legislation and Regulations 

Pending Legislation 

Intelligence Community IG Provision 

The Senate version of the Intelligence Authorization Act for 2006 (S.l803) contains language 
that would create an ODNI/Intelligence Community IG to be nominated by the President and 
confirmed by the Senate, with direct reporting responsibilities to Congress. It is unclear at this 
point whether this provision will be enacted into law. 

Recommended Legislation, Regulations, or 
Directives 

Ownership of Intelligence Information 

The OIG believes that in order for information sharing reform to be achieved in the Intelligence 
Community, the DNI will have to explicitly assert his authority over, and "ownership" of, 
intelligence information. This authority would include setting policy and determining how 
information is marked, handled, and disseminated. 
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Message from the Inspector General 

The Office of the Inspector General (OIG) for the Office of the Director ofNational Intelligence 
(ODNI) commenced operations on July 5, 2005. 

The Intelligence Reform and Terrorism Prevention Act of2004 (IRTPA) granted the Director of 
National Intelligence (DNI) the authority to establish an OIG. The IRTPA provided further that 
the DNI could confer on his Inspector General (IG) "any of the duties, responsibilities, and 
authorities" which are set out in the Inspector General Act of 1978. The DNI promulgated 
Instruction 2005-10, establishing the ODNI OIG and prescribing its authorities. 

The mission of the ODNI OIG is threefold: 

• To perform, on behalfofthe DNI, audits, investigations, and inspections ofthe ODNI 
and component elements. 

• To support the DNI's responsibilities under the IRTPA to improve, reform, and integrate 
the activities of the U.S. Intelligence Community as a whole, with particular emphasis on 
the sharing and dissemination of intelligence information, quality of analysis, joint duty, 
and effective execution of the budget. 

• To identify, develop, and lead collaborative projects involving the Inspectors General of 
the sixteen Intelligence Community agencies. 

Since beginning operations in July of2005, I have built a team of nineteen professionals and 
support staff, all but two of whom are permanent hires, to carry out our mission. We have 
recruited experienced individuals from other IG offices, law enforcement, the armed services, 
intelligence agencies, and the private sector. After serving with me for a year, my first Deputy 
Inspector General was selected as Inspector General of the Defense Intelligence Agency. 

The ODNI OIG is composed of three functional divisions: Investigations, Inspections, and Audit. 
In addition, in view of the DNI's statutory responsibility to reform and improve intelligence 
processes, I have established a Consulting and Advisory Services Division to provide 
experienced management and business process consulting services to ODNI managers. I hired 
two professionals from a major private sector consulting firm to stand up this division. 

The guiding principles of the ODNI OIG are the following: 

• We are leaders in the IG community. Our primary role is to focus on multi-agency 
matters in the interests of the overall Intelligence Community mission. 

• We focus our efforts on matters with the highest impact on the successful 
accomplishment of the DNI's mission as set forth in IRTPA. 
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• We intend to deliver the results of our inspections, investigations, audits, and 
consultations expeditiously. We share the general sense of urgency to push forward on 
the Intelligence Community's mission. 

My office completed and initiated several major projects in 2006, including a review to improve 
the dissemination of sensitive reporting throughout the Intelligence Community, a survey of the 
interpretation and application of"U.S. Persons" rules in the Intelligence Community, an 
examination of training across the Intelligence Community on U.S. Persons rules, a consulting 
project addressing processes used by analysts to communicate collection requirements 
throughout the Intelligence Community, and an inspection of the National Counterterrorism 
Center. Many of these projects are ongoing and will be expanded or completed in 2007. We 
also performed several investigations. 

In addition, in cooperation with the other Intelligence Community Inspectors General, we have 
initiated a review of contracting practices throughout the Intelligence Community and we have 
taken a leadership role in the new National Procurement Fraud Task Force initiated by the 
Department of Justice. 

Finally, we have several significant projects planned for 2007, which are summarized in this 
report. In these projects we will continue to emphasize IC-wide structural and process 
improvements. 

I anticipate that our volume of investigations and inquiries will increase in 2007, and I intend to 
keep the DNI and Congress informed of our work. 

For myself and the staffofthe OIG, we are honored to serve and are committed to accomplishing 
our goals. 

Edward Maguire 
Inspector General 
Office of the Director ofNational Intelligence 
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Office Profile 
The Director of National Intelligence (DNI) established the Office of the Inspector General 
(OIG) to detect and deter waste, fraud, abuse, and misconduct involving the Office of the 
Director of National Intelligence (ODNI) and Intelligence Community programs and personnel, 
and to promote economy, efficiency, and effectiveness in the ODNI and Intelligence Community 
operations. The OIG has responsibility for programs and operations internal to the ODNI, as 
well as responsibility over community-wide and cross-agency matters that are within the DNI's 
authorities. 

The OIG staff inspects and audits programs; assists management in promoting integrity, 
economy, efficiency, and effectiveness; and investigates alleged violations ofcriminal and civil 
laws, regulations, and ethical standards arising from the conduct of ODNI and Intelligence 
Community employees in their numerous and diverse activities. 

Divisions 

The OIG consists of the following divisions: 

Inspections Division. Conducts program and management reviews that involve on-site 
inspection, statistical analysis, and use of other techniques to review ODNI and Intelligence 
Community programs and activities, and makes recommendations for improvement. 

Audit Division. Performs independent program and financial audits ofODNI programs, 
computer systems, and financial statements, as well as performance and financial audits of 
Intelligence Community programs and operations falling within the authorities and 
responsibilities of the DNI. 

Investigations Division. Investigates allegations of violations of criminal laws and 
administrative regulations arising from the conduct ofODNI employees and contractors, as well 
as Intelligence Community employees and contractors whose duties fall under the authorities and 
responsibilities of the DNI. 

Consulting and Advisory Services Division. Conducts process improvement and management 
consulting for the ODNI, its centers, and the Intelligence Community. Assists the Intelligence 
Community in developing, documenting, and implementing processes, procedUres, performance 
measures and metrics, and process interfaces to improve both effectiveness and efficiency. 
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Staffing 

The OIG has an authorized workforce level for Fiscal Year (FY) 2007 of21, to be composed of 
inspectors, investigators, auditors, consultants, and support staff: 

OIGStaff 
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During this reporting period, the OIG's on board full-time employees increased from 8 to 16. 
The graph below illustrates the OIG's staffing progression during 2006 and into FY 2007: 

On ~oard Full-Time OIG Employees 

Jan-06 Mar-06 Jun-06 Sep-06 Dec-06 FY 07 

SECRli:T//NOFORU//263l122B 5 
ALL PORTIONS UNCLASSIFIED UNLESS MARKED OTHERWISE 



SECRET//M0~0~//26311228 
ALL PORTIONS UNCLASSIFIED UNLESS MARKED OTHERWISE 

Completed Projects 
Inspections and Reviews 

Review of Dissemination of Sensitive Reporting 

The Intelligence Reform and Terrorism Prevention Act (IRTPA), amending the National 
Security Act of 1947, established several important intelligence-sharing responsibilities for the 
DNI: 

The DNI "shall have principal authority to ensure maximum availability of and access to 
intelligence information ... " Section I 02A(g)( 1 ). 

"[I]n order to maximize the dissemination of intelligence, the [DNI] shall establish and 
implement guidelines for ... [a]ccess to and dissemination of intelligence, both in final 
form and in the form when initially gathered." Section 102A(i)(2)(B). 

"The [DNI] shall ... establish policies and procedures to resolve conflicts between the 
need to share intelligence information and the need to protect intelligence sources and 
methods." Section 1 02A(g)( 1 )(D). 

In furtherance of these responsibilities, the DNI tasked the OIG, in collaboration with the ODNI 
Chief Information Officer and the Program Manager for the Information Sharing Environment 
(PMliSE), to study current practices throughout the Intelligence Community relating to the 
dissemination of compartmented intelligence and to make recommendations for improvement. 
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Survey of the Interpretation and Application of U.S. Persons Rules in the 
Intelligence Community 

At the request of the ODNI's 9.4 Working Group, which was formed in response to the WMD 
Commission's Recommendation 9.4, the OIG surveyed the interpretation and application of 
.. U.S. Persons" (USP) rules throughout the Intelligence Community. 

The OIG interviewed 65 Intelligence Community officials and employees from eight Intelligence 
Community offices and agencies: CIA, Department of Homeland Security Office oflntelligence 
and Analysis, DIA, FBI, National Counterterrorism Center (NCTC), NSA, Office of the Deputy 
Director ofNational Intelligence for Analysis, and the Office of the PMIISE. Interviewees 
included collectors, analysts, supervisors, decision-makers, and other employees. 

The OIG identified a number of impediments to the analysis and dissemination ofUSP 
information: · 

• Limited Ability to Conduct USP Analysis 
• Inability to Retain and Search USP Information 
• Difficulty Obtaining Unmasked USP Information 
• Inadequate Training 
• Turf Battles and a Resistance to Sharing USP Information 
• Reliance on Detailees for the Dissemination of USP Information 
• Varying and Inconsistent Interpretations ofUSP Rules 

The OIG issued a written report of interviewees' responses and delivered it to the 9.4 Working 
Group and various ODNI officials. The OIG briefed its findings on the FBI to the managers of 
the FBI's National Security Branch, and provided several recommendations for how the FBI 
could improve its analysis and dissemination ofUSP information. 

As a result of one of the findings, the OIG initiated a review ofUSP training programs across the 
Intelligence Community. More detail on this review is provided on page 12. In 2007, the OIG 
will continue its efforts to identify ways to improve analysis and dissemination ofUSP 
information across the Intelligence Community. 

Inspection of the National Counterterrorism Center (NCTC) 

(EOOO) Commencing in August 2006, the OIG conducted the first of a two-phase inspection of 
the NCTC. The purpose of this inspection was to evaluate the NCTC's mission performance, 
operations, information sharing, and roles relative to other federal counterterrorism entities and 
operations. The inspection focused on the overall performance of the NCTC compared to its 
mission. 
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Specifically, the inspection: 

• Examined the NCTC's transition from the Terrorist Threat Integration Center to the 
NCTC, and into its current role as Counterterrorism Mission Manager for the Intelligence 
Community; 

• Evaluated the NCTC's operations with respect to its statutory mission and DNI direction; 

• Evaluated the effectiveness of the NCTC's information sharing, 

• 

• 

Review of Contracting Practices Across the Intelligence Community 

During this reporting period, the OIG led a review of contracting practices across the Intelligence 
Community. A working group comprised of eight Intelligence Community OIGs examined 
reports on contracting practices that had been completed by Intelligence Community OIGs 
between 2001 and 2006. This review found that contracting practices in the Intelligence 
Community suffer from a number of common and recurring weaknesses, which lead to waste 
and have negative impacts on fulfillment of the Intelligence Community's mission. 

In July 2006, the working group briefed its findings to the Deputy Director ofNational 
Intelligence for Management (DDNIIM), the ODNI Senior Acquisition Executive, and the ODNI 
Senior Procurement Executive. The ODNI subsequently issued Intelligence Community 
Directive 105, Intelligence Community Policy Memorandum 105.1, and the Acquisition 
Emphasis Area Document, an annex to the National Intelligence Strategy, all designed to 
improve acquisition execution in the Intelligence Community. 
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In 2007, the OIG, in partnership with other Intelligence Community OIGs, will continue to focus 
on fraud, waste, and mismanagement in Intelligence Community contracting. 

Consulting and Advisory Services 

Review of Processes Used by the Analytical Community to Communicate 
Collection Requirements 

At the request of the Assistant Deputy DNI (ADDNI) for Analytic Mission Management, we 
examined the processes whereby analysts across the Intelligence Community communicate 
collection requirements. We interviewed over 70 analysts throughout the Intelligence 
Community; identified and documented the processes used by analysts to communicate 
requirements to collectors, both within their respective agencies and across the Intelligence 
Community; and evaluated the transparency the analytical community has over their 
requirements. 

As a result of this review, we identified best practices in the Intelligence Community for 
communicating collection requirements, and highlighted existing shortcomings in the 
communications processes. We reported our findings to the ADDNI for Analytic Mission 
Management. 

Investigations 

(U//F.ol10) The OIG conducted or oversaw fourteen investigations during this reporting period, 
including allegations of misconduct, improper use of position, improper use of government 
resources, disparate hiring practices, contract irregularities, time and attendance abuse, and 
regulation violations. Select investigations are highlighted below: 

The 
L_~--~~--~--~~~--~------~~-=~~--~--~~~~~--~~~ 

investigation determined that there was a lack of clarity in the guidelines for conducting the 
searches. However, there was no serious breach of authorities. The OIG made several 
recommendations to the agencies involved, including establishing a more comprehensive set of 
guidelines and a process to mitigate any future issues. 

(UJ/E9t1t:5) Misconduct of an ODNI Official 
The OIG conducted an investigation into the activities of a senior ODNI official 

officials. The investigation found that the official violated the standards of conduct regulations, 
exercised poor judgment and a lack of discretion, and failed to obtain approval for engaging in 
outside activities, as required by Agency Regulation 10-15. 
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(U//£000) Improper Hiring Practices 
The OIG referred an investigation to the CIA OIG regarding allegations that an employee in an 
office under the ODNI's authority engaged in improper hiring practices. The CIA OIG 
completed its investigation and found no evidence that the employee had engaged in improper 
hiring practices. 

Use of Subpoena Authority 
During this reporting period, the ODNI Inspector General did not exercise subpoena authority 
under section 7(a)(4) ofODNI Instruction 2005-10. 
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Ongoing Projects 
Inspections and Reviews 

National Ground InteUigence Center (NGIC) Follow-Up 

In 2005, the OIG inspected the operations of the NGIC, criticized by the WMD Commission and 
by the Senate Select Committee on Intelligence in its Report on the U.S. Intelligence 
Community's Prewar Intelligence Assessments on Iraq. The OIG found that the NGIC had 
instituted new systems and rules relating to work flow processes and senior staff reviews, 
instituted a formalized quality assurance program, and developed and launched new training 
programs to achieve higher analytic standards within its organization. 

During this reporting period, the OIG conducted a follow-up inspection of the NGIC to assess its 
progress in maintaining and implementing new procedures and programs. The OIG currently is 
drafting a report of its follow-up inspection. 

Audits 

Audit of the Contract Award Process for the CASES Program 

The OIG is working jointly with the CIA OIG to evaluate the process used to award the 
Indefinite D~livery/Indefinite Quantity (IDIIQ) contracts under the Contract Advisory and 
Assistance Services/Systems Engineering and Technical Assistance and External Analysis and 
Conferencing Support (CASES) Program. Specifically, the OIG will review the actions and 
decisions made from requirements definition through award of the IDIIQ contracts and determine 
if the acquisitions for the CASES Program were performed in accordance with ODNI and CIA 
policies and procedures. 

Consulting and Advisory Services 

Review of USP Rules Training Programs 

The OIG is reviewing USP training programs across the Intelligence Community. The 
objectives of this review are to identify training inconsistencies that occur across the community, 
to· determine if these inconsistencies perpetuate the inconsistent interpretation ofUSP rules, and 
to identify any model training programs that can be adopted by other Intelligence Community 
agencies. 

To date, the OIG has collected training material from each Intelligence Community agency; 
reviewed, compiled, and summarized training information; identified agencies requiring further 
review; and conducted interviews at select Intelligence Community agencies. 
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As this project continues, the OIG will conduct interviews in each of the remaining Intelligence 
Community agencies and attend some key training events to observe the content of the respective 
curricula. Based upon the findings, the OIG will recommend changes to agencies' training 
programs in order to achieve an up-to-date, consistent interpretation ofUSP rules across the 
Intelligence Community. 

Lessons Learned 

The OIG is working in conjunction with the ODNI Lessons Learned Office to determine and 
develop Lessons Learned standards for the Intelligence Community. The objectives for this 
review are to identify existing best practices in the Intelligence Community for Lessons Learned 
programs, and to develop Lessons Learned standards across the Intelligence Community. 

Intelligence Community Inspector General Activities 

Intelligence Community Inspectors General Forum 

The ODNI Inspector General chairs the Intelligence Community Inspectors General (IC IG) 
Forum, a quarterly meeting of all Intelligence Community Inspectors General, or their designees. 
The ODNI OIG also fulfills the Executive Secretariat function for the forum. 

The IC IG Forum is designed to promote and further collaboration, cooperation, and 
coordination among the IGs ofthe Intelligence Community, with the purpose of strengthening 
the collective role and effectiveness of!Gs throughout the Intelligence Community, enhancing 
the value ofOIG activities in support of the National Intelligence Strategy, and increasing 
efficiency by avoiding duplication of effort among the IGs of the Intelligence Community. 

The ODNI IG hosted the IC IG Forum at CIA Headquarters in March and December of2006. 
The Department of State IG hosted the forum in June, and the Department ofDefense IG hosted 
the forum in September. Throughout 2006, the IC IG Forum provided the IGs a venue in which 
to share information, educate one another, and discuss and collaborate on matters of common 
concern. 

As a result of interest expressed at the IC IG Forum on contracting in the Intelligence 
Community, the IC IG Forum reviewed contracting practices across the Intelligence Community. 
In addition, the ICIG Forum plans to focus increased attention on procurement fraud in the 
·coming months and to become more proactive in the prevention, detection, and prosecution of 
procurement fraud cases in partnership with the Department of Justice, which recently created 
the National Procurement Fraud Task Force (see below). 
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National Procurement Fraud Task Force (NPFTF) 

The OIG Investigations Division has undertaken a leadership role on behalfofthe IC in the 
newly formed Department of Justice National Procurement Fraud Task Force (NPFTF). This 
partnership between the Department of Justice and Federal IGs is aimed at the prevention, 
detection, and prosecution of procurement fraud associated with the increase in federal 
contracting expenditures, particularly in the areas of intelligence and national security support 
activities since September 11, 2001. 

The NPFTF has established several working committees focusing on areas such as intelligence 
procurement, grant fraud, legislation, private sector relations, international procurement, 
information sharing, and training. The committees are in the process of developing strategic 
plans designed to integrate and leverage the unique capabilities of each OIG. 

The ODNI lG chairs the NPFTF Intelligence Committee, which addresses the unique aspects of 
detecting, investigating, and prosecuting procurement fraud in a classified environment. This 
committee has identified several key areas where efforts are needed to improve procurement 
fraud prosecutions: 

• Documenting and reporting impediments to the detection, investigation, and prosecution 
of procurement fraud in a classified environment. 

• Establishing procedures for facilitating Intelligence Community procurement fraud 
information sharing. 

• Developing and implementing procedures to ensure that investigators, auditors, and 
prosecutors obtain necessary clearances to investigate Intelligence Community 
procurement fraud cases. 

Investigations and Inquiries 

Iraqi Media Release Project (IMRP) 
The OIG is reviewing the policy guidance and direction provided by the ODNI to the National 
Media Exploitation Center regarding initiation and management of the IMRP. The OIG is 
evaluating the policy, processes, and procedures developed to implement and manage the IMRP, 
whether those policies and procedures were sufficient, and whether established policies and 
procedures were followed in the case of the apparent posting of three Iraqi nuclear-related 
documents generally believed classified by Intelligence Community elements. 

Allegation of Possible Fraudulent Reimbursements 
The OIG received an allegation of irregularities regarding the voucher submissions of an 
employee detailed to the ODNI by another Intelligence Community agency. The OIG is 
investigating this matter in conjunction with the employee's home agency. 
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Civil Rights and Civil Liberties Complaints 
According to protocols established between the OIG and the Civil Liberties Protection Officer, 
the Civil Liberties Protection Officer will refer cases of alleged individual misconduct regarding 
possible civil liberties or privacy abuse in the administration of the programs and operations of 
the ODNI to the OIG, and the OIG will make a determination of whether the alleged abuse 
warrants investigation and how such investigation should proceed. During this reporting period, 
the OIG did not receive any allegations from the Civil Liberties Protection Officer. 
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Projects Planned for 2007 

Inspections and Reviews 

NCTC Inspection: Phase Two 

'The OIG will initiate Phase Two of its NCTC Inspection. While Phase One ofthis inspection 
focused on the NCTC's internal operations, Phase Two will focus on other federal 
counterterrorism operations and their relationships with the NCTC. The focus of each phase is 
highlighted in the table below: 

• The NCTC's transition from the 
Terrorist Threat Integration Center to 
the NCTC, and into its current state 

• The NCTC's operations with respect 
to its Intelligence Community mission 
and DNI direction 

• Effectiveness of the NCTC's 
information sharing, both within the 
NCTC and across the Intelligence 
Community 

• Adequacy of the NCTC's manpower 
and financial resources 

• Other federal counterterrorism 
organizations' relationships with the 
NCTC 

• Areas needing.improvemcnt in the 
NCTC's analytical directorate 

• Areas that are complementary, mutually 
supporting, overlapping, competing, or 
counterproductive among the federal 
counterterrorism organizations 

• Information sharing among federal 
counterterrorism organizations 

• Counterterrorism organizations' 
perspectives on the future role of the 
NCTC 

• Counterterrorism organizations' 
perspectives on their respective future 
roles 
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Terrorist Watchlisting 

Review of Implementation of the Joint Duty Directive 

The OIG plans to initiate a review of the Intelligence Community's implementation of the 
ODNI's Joint Duty Directive. The overall purpose of the review is to evaluate nine Intelligence 
Community agencies': 1) policies and criteria for identifying and selecting candidates for 
assignment to a joint duty position, 2) methods used to encourage employees to apply for joint 
duty positions, and 3) quality of the positions that provide joint Intelligence Community duty 
experience. The OIG will consider suggestions from management on additional or revised 
objectives. 

Review of Collection Capabilities 

The U.S. commits enormous resources to develop, deploy, and apply critical National Technical 
Means (NTM) collection capabilities in the !MINT, SIGINT, and MASINT domains to acquire 
information to defeat threats such as terrorism and the proliferation of weapons of mass 
destruction. The OIG will evaluate the extent to which current and planned NTM programs, 
such as the Future Imagery Architecture, feature capabilities designed to effectively address the 
top priority threats defined in the National Intelligence Priorities Framework. The OIG also will 
evaluate NTM programs to assess capabilities directed against current and emerging threats, and 
identify collection performance gaps requiring additional Intelligence Community attention and 
resources. 

Oversight of Service Contracts 

The OIG plans to evaluate whether ODNI Contracting Officers Technical Representatives 
(COTRs) provide sufficient oversight for service contracts to ensure that contractors perform in 
accordance with the contract or task orders. Specifically, the OIG will examine whether 
personnel were appointed to monitor contractors' performance, appointed personnel were 
adequately trained as COTRs, contractors' work was adequately monitored, contractors 
performed in accordance with contractual obligations, and contractor performance was 
documented for future use. 
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Audits 

Federal Information Security Management Act (FISMA) Audits 

The OIG will conduct an annual FISMA audit to ensure the ODNI's compliance with FISMA 
and the annual reporting to the Office ofManagement and Budget. The objective of this audit 
will be to evaluate the efficiency and effectiveness of tbe ODNI information assurance program, 
which may include planned actions and milestones, automated information systems security, 
training, certification and accreditation, computer network defense, risk management, capital 
planning and investment control, performance measures, strategic planning, and continuity 
planning. The OIG plans to initiate its first FISMA audit in 2007, after it hires a Deputy 
Assistant Inspector General for Information Technology Audits. 

Chief Financial Officers (CFO) Act Audits 

The OIG will conduct annual audits to ensure ODNI compliance with the CFO Act. In FY 2007, 
the OIG's efforts will consist of coordinating with the ODNI ChiefFinancial Officer on the 
Intelligence Community's efforts to improve financial management and financial reporting in 
order to comply with the CFO Act. Specifically, the OIG plans to review and comment on such 
areas as financial management plans, policies, procedures, financial management systems, and 
various financial management initiatives within the Intelligence Community. 

Consulting and Advisory Services 

Dissemination of Analytical Products 

During the OIG's review of the processes by which analysts across the Intelligence Community 
communicate collection requirements, the OIG identified another area needing examination: the 
dissemination of analytical products. In 2007, the OIG plans to review the process for 
disseminating analytical products, including to whom analysts disseminate their products and 
why. 

Acquisition Workforce Study 

The OIG plans to initiate a study of the Intelligence Community's acquisition workforce. The 
objectives of this study will be to: 

• Identify issues affecting workforce retention, including possible reasons why mid-level 
acquisition employees move to other fields; and 

• Develop recommendations for incentives to retain a larger percentage of the mid-level 
acquisition workforce. 
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Report Waste, Fraud, Abuse, or 
Misconduct 

To report allegations of waste, fraud, abuse, or-misconduct in the ODNI or 
Intelligence Community agencies, send complaints to: 

Office of the Inspector General 
Office of the Director of National Intelligence 

Investigations Division 
Washington, DC 20511 
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(U) Overview 
(U) The mission of the Office of the Inspector General (OIG) is to strengthen national security 
and improve Intelligence Community (IC) performance through: (1) conducting oversight of 
Office of the Director of National Intelligence (ODNI) and IC programs and operations that fall 
within the authorities and responsibilities of the Director ofNational Intelligence (DNI), 
(2) exercising a unique cross-agency focus and leadership, and (3) marshalling the capabilities of 
IC Inspector General (IG) partners. The office conducts audits, investigations, inspections, and 
reviews ofODNI and IC performance to detect and deter waste, fraud, and abuse; and to promote 
efficiency, effectiveness, and accountability. The completed and ongoing projects of the office 
are described in the next two sections of this report. 

(U) In addition, the OIG makes recommendations to the DNI for improving the performance of 
IC programs and activities. The last section of this report includes an update of the status of the 
recommendations from our reports. 

(U) The OIG also focuses on identifying the critical challenges facing the ODNI and the IC. We 
reviewed the management and performance challenges from most of the IC agencies, and 
together with the results of our reviews, we reported to the DNI the top IC management 
challenges. A summary of those challenges is provided on page 4 of this report. 

(U) During this reporting period, the Inspector General Reform Act of 2008 (IG Reform Act) 
was passed and expressly named the ODNI IG as a member of the newly constituted Council of 
the Inspectors General on Integrity and Efficiency (CIGIE). The CIGIE: (1) addresses integrity, 
economy, and effectiveness issues that transcend individual Government agencies, and 
(2) increases the professionalism and effectiveness of personnel by developing policies, 
standards, and approaches to aid in the establishment of a well-trained and highly skilled 
workforce in the OIGs. As members of the CIGIE, the OIG shall adhere to professional 
standards developed by and participate in the plans, programs, and projects of the CIGIE, which 
may include peer reviews. The OIG also must refer any allegation of wrongdoing against an 
OIG staff member to the CIGIE Integrity Committee, which has the authority to investigate such 
allegations. In addition, as a member of the CIGIE, we will be preparing this report of our 
activities semiannually, beginning in June 2009. 

(U) OIG Organization 

(U) The OIG consists of the following divisions: 

(U) Audit Division. Executes independent program and financial audits of ODNI and IC 
programs, information technology, internal controls, financial statements, and financial 
management. 

(U) Inspections Division. Conducts independent and objective capacity-building inspections, 
reviews, and evaluatiot:ts to improve IC-wide performance. Examines information access, 
collaboration, intelligence collection and analysis, and compliance with laws and regulations. 
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(U) Investigations Division. Investigates allegations of violations of criminal laws and 
administrative regulations arising from the conduct of ODNI and IC employees and contractors. 

(U) Management Reviews Division. Conducts management and programmatic reviews of the 
ODNI, its centers, and the IC. Evaluates management and processes to assist the IC in 
developing and implementing processes and procedures to improve both effectiveness and 
efficiency. 

(U) Oversight and Policy Division (O&P). Monitors and analyzes trends and patterns 
concerning intelligence oversight activities across the IC, maintains liaison with the President's 
Intelligence Advisory Board's Intelligence Oversight Board (lOB) and congressional oversight 
committees, and conducts policy studies on behalf of the IG. 

(U) An organization chart delineating the OIG's front office and division structure is below. 
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(U) Figure l. OIG Organization Chart 2008 
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(U) The OIG authorized workforce level for fiscal year (FY) 2008 was 33. In FY 2007; the OIG 
had an authorized workforce level of 21. However, in the 2008 Defense Appropriation Act that 
was passed in November 2007, $2 million (M) was appropriated specifically for the OIG to hire 
12 additional staff. In April 2008, the ODNI front office lifted a hiring freeze that existed at that 
time and authorized the OIG to hire against those appropriated positions. 

(U) As of January 30, 2009, the OIG had 26 staff on board (78o/o capacity). Due to a second 
hiring freeze that was implemented across the ODNI in September 2008, the OIG has been 
unable to fill the remaining 7 positions. As a result, the OIG has been unable to provide the level 
of oversight intended by Congress when it appropriated 12 additional staff to the OIG. 
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(U) Below is a chart depicting OIG staff positions- authorized and filled- by division. 
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(U) Completed Projects 
(U) Critical IC Management Challenges 

'-------------------~~ As part of this effort, we reviewed the current 
Management Challenges reports of the OIGs of most IC entities. While each IC entity has its (b)(3 ) 
own particular management challenges, many are common to and connected with challenges 

~~·~n~co~~~te~~~d~~~o~u~~~o~u~t~th~e~IC~·~/~~~~~~~~~~~~~~~~~~~~~ •• ········(~)(~) 

(U//FOUO) :rhe OIG provided ODNI management with a copy of the Management Challenges 
report on November 12,2008. On January 15,2009, ODNI management provided preliminary 
responses from many of the ODNI components and provided the Management Challenges report 
and preliminary responses to the congressional oversight committees. 

(U/ /EO{::J()'fBelow is a summary of the challenges we identified, as well as our recommendations 
for corrective action: 

1. (U/~Strengthening Leadership and Governance 

(U//EQHO)Since inception ofthe ODNI in April2005, the DNI has devoted much ofhis 
time to providing intelligence support to the President and senior policymakers. IG reports have 
identified the need for the DNI to place stronger emphasis on management- defining and 
executing DNI authorities; imposing accountability for compliance with DNI directives; and 
communicating a clear statement of the respective roles, responsibilities, and authorities of 
ODNI staff and the IC agencies. IG findings regarding governance and comm~ication 
challenges have been previously provided to ODNI senior leadership. Full engagement by the 
DNI in the management of the ODNI and the IC is a fundamental precondition to fulfilling the 
DNI's mission. 

(U) Recommendations 

(U//F~ The DNI should proceed without delay to: 

S!!'!C'RET//'fK//UOFORN 
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• Create a clear and succinct mission statement for the ODNI and disseminate it 
throughout the IC. 

• Communicate a transparent governance model to the IC identifying the roles, 
responsibilities, and authorities of the ODNI staff relative to the IC agencies. 

• Define the relative internal authorities of the DNI, the Principal Deputy Director 
for National Intelligence (PDDNI), and other ODNI senior staff. 

• Finalize and publish critical Intelligence Community Directives (ICDs), 
including: 

• lCD 101- "Policy System" 
• lCD 303 - " MASINT" 
• lCD 306- "GEOINT," and 

• Develop a formal process for timely responding to OIG recommendations and for 
tracking implementation of recommendations that are accepted by management. 

2. (U//F,OIJ91'i\ccelerating Progress in Driving IC Information Sharing 

(U//EOOO) Inadequate information sharing is a major impediment to effective IC 
performance. IG inspections, audits, and reviews from across the IC indicate that the ODNI has 
not fully implemented the policies and procedures needed to achieve the level of information 
sharing contemplated by IRTPA and Executive Order (EO) 12333. While the ODNI has made 
some improvements in this area, the IC's information sharing problems will persist as long as the 
ODNI fails to implement and enforce critical IC-level policies and processes for information 
sharing. 

(U) Recommendations 

(UIIF,90011)riving IC information sharing will require the DNI to: 

• Publish additional directives providing IC-level policies that expand and improve 
information access for the analytic community. 

• Implement recommendations in the OIG's Review ofiC-Wide Dissemination of 
Sensitive Reporting (November 2007) and FY 2007 Federal Information Security 
Management Act (FISMA) audit. 

• Create sensitive reporting review boards. 
• Develop and implement an IC plan for standardizing communication systems and 

streamlining the IC data sharing and storage architecture to reduce redundancy 
and simplify data access and retrieval. 

3. (U/IF.!lOOTRemoving Impediments to IC Collaboration and Integration 

(UIIF.oo6) IG audits from across the IC, inspections, and reviews have found that IC 
elements do not consistently and effectively collaborate and integrate their program efforts, 
resources, and talents. This impairs the IC's ability to develop intelligence collection and 
analysis capabilities and deliver actionable intelligence to consumers. 

SEC!tE'f/ /'fiE/ /NOFO!m 
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(U) Recommendations 

(U/~ We recommended that the DNI: 

• Require collaboration among the national agencies on programs, systems, and 
acquisitions in accordance with functional management authorities and 
responsibilities. 

• Define .. collaboration" for the IC to include agency compliance with DNI 
decisions. 

• Appoint a senior ODNI official responsible for improving collaboration and 
integration between and among 'traditional' intelligence agencies/ 

L-------------------------------------------------------------~1 

4. (U/IF_9H(}) Improving Financial Management and Acquisition Oversight 

(U/IEOOe)ln October 2008, the IC agreed on a phased approach to transform IC 
business systems around the two core financial management system environments and to 
establish a ..... ":-~"" "' ation office (BTO) to oversee these efforts. l 

(U//F_oge)}Neither the ODNI IG nor the other IC IGs have conducted a review or audit 
of the new ICBT initiative[ 

(U) Recommendations 

(U//Fooe)ln order for the business transformation, financial management, and 
auditability initiatives to succeed, we recommended that the DNI: 

• Revise the auditability strategy with target dates for achieving auditability based 
on standard financial systems and ICBT initiatives and monitor progress towards 
auditability. 
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• Complete and submit to Congress the remaining financial plans and architectures 
that were due to the Senate Select Committee on Intelligence (SSCI) in 2005. 

• Lead the effort to define what constitutes a "system" for consistent IC application 
for both auditability .and business transformation. 

• Develop Memoranda of Understanding for IC elements that are accountable to 
both ODNI and another government agency to delineate financial-related roles 
and responsibilities. 

(U//F~dition to the challenges the ODNI faces with.financial management, the 
IC OIGs also have identified a widespread need for improved management oversight in the 

(U) Recommendations 

5. (U//F,9HO) Resolving Major Legal Issues 

(U//F~ Legal issues and confusion about what the law actually requires can pose 
some of the greatest impediments to the IC's national security mission. While the ODNI has 
made progress with respect to addressing legal issues that impede the IC (e.g., Foreign 
Intelligence Surveillance Act (FISA) Amendments Act of 2008 (FISA Amendments Act) and 
revised EO 12333), it must increase its efforts in this area. 

(U) Recommendations 

(U/IF_9l.le}We urged the DNI to move forward to: 

• Expedite the finalization and issuance of common U.S. persons (USP) rules, 
principles, or presumptions. 

• Ensure prompt and complete implementation of the recommendations of the FISA 
Panel. 

• Engage the Department of Justice (DoJ) at its highest levels in order to 
communicate national intelligence interests to the DoJ and to implement 
appropriate legal and policy changes throughout the IC. 
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• Continue to focus efforts on finalizing the ODNI's guidelines implementing EO 
12333. . 

(U) Inspections .and Reviews 

(U) Intelligence Integration and Collaboration Diagnostic (Diagnostic) 

(U) In early 2008, the OIG conducted a Diagnostic to assess the IC's progress in the six focus 
areas identified in the lOO and 500-Day Plans: (1) create a culture of collaboration; 
(2) accelerate information sharing; (3) foster collection and analytic transformation; (4) build 
acquisition excellence and technology leadership; (5) modernize business practices; and 
(6) clarify and align the DNI's authorities. The Diagnostic was designed to establish a baseline 
against which to assess future IC integration and collaboration progress. 

(U) In conducting the study, the OIG interviewed over 80 senior leaders from across the entire 
IC, conducted focus groups and a survey, and interviewed a sampling of senior IC customers. 
The OIG provided the Diagnostic report to the DNI in September 2008 and subsequently briefed 
the findings to the Transition Team for President-elect Obama. 

(U/IF..QUOt/ r---~~-----,--lr------
/The results of the Diagnostic also -

.__re_v_e_a7le-d=-th-=--a-t t-;-h-e-:;I::;:;C;-;i,--s7lar-g--;el,--y_s_u-pp_o_rt--,i;-v-e-o--:;;f-.th,--e_e_s-,-ta--.b-.-li~s.--bm-en---Jt of the ODNI and acknowledges 

favorable progress in some areas such as Mission Mana ement and Communi bad es. 

(U//F_oyt)) The OIG made 29 separate recommendations in 10 major categories, many of which 
were similar to recommendations previously made to ODNI leadership in the 2007 
Organizational and Cultural Diagnostic and Design Study. The OIG requested that the DNI 
report to the OIG whether he accepted the recommendations within 45 days of report receipt. To 
date, the DNI has not advised the OIG whether he has accepted any of the recommendations. 
While the OIG is aware that a few of the recommendations have been implemented (or that some 
ODNI measures have been taken to address concerns raised in the Diagnostic), and that ODNI 
efforts are underway to. implement others, the majority of the recommendations in the Diagnostic 
have not been implemented. The major categories are: 

1. Unclear ODNI mission, vision, roles, and responsibilities 
2. Perceived invisibility of smaller IC elements 
3. Inadequate leveraging ofiC technology buying power 
4. Lack of a definition for collaboration 
5. Impediments to Joint Duty implementation 
6. Insufficient use of web-based tools 
7. Lack of implementation of recommendations from previous studies on collaboration 
8. Disconnected and incompatible IC information technology (IT) systems 
9. Inconsistent application ofiC security standard and process integration 
10. Uneven flow of information from the ODNI to the IC 
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(U) IC-wide Review-of the Terrorist Watchlist Nomination Process: Findings 
and Recommendations for Action 

(U//FOOO)' The OIGs ofth 
'---:----=:-::-:--,---------,--,------__jworked together to conduct a revtew o e processes across 

the IC for nominating individuals to the consolidated terrorism Watchlist. 

(U//FQIJerThe ODNI OIG based its findings on the fmdings of the respective IC OIGs and on 
its own examination of the watchlisting nomination process within the National Counterterrorism 
Center (NCTC).1 

(U) Review of the NCTC, Phase II: Effectiven-ess of Community Relations 

(U//FQOOJ1n 2006, the OIG conducted the first of a two-phase inspection of the NCTC, which 
focused on the overall performance of the NCTC and its mission. In March 2007, the OIG began 
Phase II of the inspection of the NCTC. Phase Two examined the state of relations between the 
NCTC and its federal and non-federal partners, including activities that are complementary, 
overlapping, competing, or counterproductive among the counterterrorism (CT) organizations; 
the effectiveness of the NCTC's external collaboration; and the quality, utility, and accessibility 
ofNCTC products. 

(b)(3) 

- (b )(3) 

(U//FOOE))1'he OIG found that g~erally, the NCTC has been responsive to the needs of its 
I I In addition~NCTC-cusforiieis-are -satisfied wimthe-quality;-----------
utility, and accessibility of the NCTC's products, and NCTC external collaboration has been (b)(3) 
effective. The OIG also found, however, that a gap exists between the perceived and actual 
authorities of the Director of the NCTC, and duplication of analytic effort still exists in the CT 
community. Finallyl /------(b )(

3
) 

(U/~he OIG made five recommendations to address the above findings: 

• The NCTC expand its Domestic Outreach Program and document progress in its annual 
report to the DNI. · 

• All entry-level analyst education programs for CT intelligence analysts across the IC 
include a block of instruction on the NCTC and its statutory role in the CT community, 
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and that the NCTC work with other intelligence agencies to have this training in place by 
January 1, 2009. 

• The NCTC continue its program to broker access requests and document the progress of 
this program in their annual report to the DNI. 

• The NCTC Directorate of Mission Management review the current CT analysis and 
production workload in the IC in order to identify overlap and reduce redundancy. We 
recommended the Analytical Framework for Counterterrorism be updated by October 1, 
2009 with specific analysis and production responsibilities based upon the results of this 
review. 

• The NCTC establish and implement a training and certification program for all new users 
ofNCTC On-Line to be in place by January 1, 2009 . 

. (U//F_ouerThe NCTC concurred with the recommendations, and the OIG is monitoring 
recommendation implementation. 

(U) Review of Overtime and Spot Awards 

(U) The OIG conducted a review of procedures and policies concerning the use of overtime and 
spot awards within the ODNI. The OIG made recommendations to improve internal controls and 
management reporting in the use of overtime and spot awards. ' 

(U) Pay for Performance 

(U) In 2008, the Director of the Intelligence Staff(DIS) requested that the OIG conduct a best 
practices study on Pay for Performance (PFP) because the ODNI is scheduled to transition to 
PFP in October 2009. To complete this project, the OIG researched and reviewed PFP 
documentation and lessons learned from both the private sector and other non-IC government 
agencies, researched articles relating to PFP, and identified best practices and areas of potential 
concern when implementing PFP programs. The OIG provided its findings to the DIS. 

(U) Investigations 

(UIIFqJ.K}) The OIG conducted 23 investigations during this reporting period, including misuse 
of position, improper use of government resolirces, disparate hiring practices, contract 
irregularities, time and attendance abuse, voucher fraud, policy and procedure adherence, and 
ethics violations. Select cases representing the breadth of investigations conducted over this 
reporting period are highlighted below: 

(U//FooO} Destruction of CIA Detainee Tapes 
The OIG assisted the FBI and the DoJ with a federal Grand Jury investigation into the CIA 
destruction of video tapes of detainee interrogations. This investigation is ongoing and the OIG 
continues to assist the FBI and DoJ. 
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(U//EOI16}Fatsification of Contractor Billing Records 
The OIG investigated falsification of billing records by a BAH contract employee. The ODNI is 
working with BAH to obtain full reimbursement. 

(U//FooO) Improper Use of Government Databases 
The OIG worked with the State OIG on a criminal investigation involving State employees 
improperly accessing sensitive government databases. Although the subjects had access to 
NCTC's Terrorist Identities Datamart Environment (TIDE) database, no improper accessing of 
TIDE was found. 

(U/tmOO) Improper Release of Information 
The OIG investigated the improper declassification and release of information by the NCTC 
concerning a report that was critical of a U.S. atty. The OIG made several recommendations to 
NCTC for better internal controls, which should !improve procedures for the proper release of 
information. 

(U//F<M:JO) Post-employment Ethics Violation 
The OIG investigated a former ODNI official for a possible criminal violation of post­
employment ethics laws. Within a period of 1 year of ODNI termination, this former official 
allegedly attempted to influence an active ODNI employee on a matter which the former official 
reasonably should have known was pending under the employee's official responsibility. The 
United States Attorney's Office declined prosecution in this matter. 

(U//F.,..OIJQ)-Improper Use of an Independent Contractor 
The OIG conducted a review of activities leading to the renewal of contract for an ODNI 
independent contractor. The OIG found no irregularities in the awarding or renewal of the 
contract. 

(U) Whistleblower Allegation 
The OIG conducted an investigation into an allegation by an ODNI employee that his 
employment was terminated as the result of supervisory retaliation in violation .of the 
Intelligence Community Whistleblower Protection Act. The allegation was not substantiated. 

(U//Fpro} Use of Subpoena Authority 
During this reporting period, the OIG did not exercise subpoena authority under section 7(a)(4) 
ofODNI Instruction 2005-10. 

(UIIF..ottO} Civil Rights and Civil Liberties Complaints 
During this reporting period, the OIG did not receive any allegations from the ODNI Civil 
Liberties and Privacy Office (CLPO) of individual misconduct regarding possible civil liberties 
or privacy abuse in the administration of the programs and operations of the ODNI. 

SECREr//TK//NOFOltN 
12 



SECkEl/ /'fK/ /~lOFORN 

(U) Audits 

(U) FY 2008 Federal Information Security Management Act (FISMA) Review 

(U) The FISMA requir.es the IG for each agency to conduct an annual independent evalU:ation of 
the agency's information security programs and practices. The evaluation includes testi8g the 
effectiveness of information security policies, procedures, and practices of a subset of agency 
~~~- I 

(U) This review followed up on our FY 2007 FISMA review, which determined that white the 
ODNI has elements of an information security program and is making efforts to put a j 
comprehensive plan in place, it has not yet implemented a comprehensive information security 
program for either intemat"ODNI operations or for the IC's information systems. We I 
recommended that the CIO and ODNI Security continue to work on establishing a 
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comprehensive and effective information security program and developing information s~curity 
strategic plans. I 
(U) During this review, we found that the Associate Director ofNational Intelligence and Chief 
Information Officer (ADNIICIO) has begun to establish a comprehensive information seburity 
program at the IC-wide level, and the ODNI has initiated plans to divest ownership of infernal 
use IT systems. However, we also found that the ODNI has not fully implemented our FY 2007 
FISMA recommendations that the ODNI establish a comprehensive information security 
program for internal ODNI operations and for the IC's systems, designate a senior official with 
systems security responsibility, and complete the inventory ofODNI systems. 

(U) We recommended that the ADNIICIO establish milestones and complete the security plans. 
We recommended that the Director of Mission Support establi~h milestones and complete plans 
and programs, designate a senior official with systems security responsibility, and finalize 
system inventories. Management concurred with the recommendations and, to date, has 
designated an ODNI senior official with systems security responsibility. 

(U) Intelligence Community Inspectors General 
Activities 

(U) Intelligence Community Inspectors General Forum 

(U) The ODNI IG chairs the Intelligence Community Inspectors General (IC IG) Forum, a 
quarterly meeting of all IC IGs, or their designees. The ODNI OIG also fulfills the Executive 
Secretariat function for the IC IG Forum by performing functions such as hosting the meetings, 
consulting on topics of interest in developing the agenda, distributing documents, and sending 
out minutes. 

(U) The IC IG Forum is designed to promote and further collaboration, cooperation, and 
coordination among the IGs of the IC, with the purpose of strengthening the collective role and 
effectiveness ofiGs throughout the IC, enhancing the value ofOIG activities in support of the 
National Intelligence Strategy, and increasing efficiency by avoiding duplication of effort among 
the IGs of the IC. Throughout 2008, the IC IG Forum provided the IGs a venue in which to 
share information, educate one another, and discuss and collaborate on matters of common 
concern. We brought in speakers to address important issues, such as the Director ofNCTC, 
who presented an overview ofNCTC's operations and challenges; the Director of the ODNI 
BTO, to discuss the business transformation efforts; and the Assistant Director of the FBI 
Inspection Division, to discuss the impact of the FBI's inspections on OIG work. 

(U) One of the reviews coordinated through the IC IG Forum this reporting period was the IC­
wide review ofthe Terrorist Watchlist Screening Process, discussed previously at page 8. 
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(U) 14th Annual IC IGs Conference 

(U) The ODNI OIG hosted the 141
h Annual IC IGs Conference, ••successes and Challenges in 

Intelligence Community Collaboration." The conference featured panels and sessions on issues 
such as IG and DoJ collaboration, IG Joint Duty Exchange Program, IC collaborative projects, 
intelligence oversight, auditability, and civil liberties. Over 250 IGs and staff from 15 OIGs 
attended the conference, as did the Honorable Donald Kerr, the Principal Deputy Director of 
National Intelligence, who delivered the keynote address in the place of the DNI. 

(U) Assessment of Agency Heads' Authority Over IGs 

(U) By letter dated December 18, 2007, the Oversight and Investigations Subcommittee of the 
House Permanent Select Committee on Intelligence requested that the OIG review, assess, and 
evaluate the rules and procedures governing each of the IC heads with respect to their authority 
to investigate the activities of their respective IGs. 

(U) With respect to statutory IGs, the IG found that an IG is an employee of an executive branch 
agency, over which the agency head has administrative and management responsibility and 
authority. However, that responsibility and authority must be exercised in a way that preserves 
the objective of the IG Act of 1978 that IGs shall be independent. Moreover, the IG Reform Act 
of 2008 provides a statutory mechanism for investigating an IG through the CIGIE Integrity 
Committee. The Integrity Committee previously existed under EO 12993; by making it 
statutory, Congress established the Integrity Committee as the appropriate mechanism for 
investigating the activities ofiGs. 

(U) With respect to the administrative IGs, on the other hand, the iG found that agency heads 
would appear to have the legal and administrative authority to investigate their respective IG's 
activities. 

(U) Intelligence Oversight Activities 

(U) The OIG participated in the drafting and review of the new EO 13462 and the revised EO 
12333, which set forth the DNI's role in conducting intelligence oversight. In close 
coordination, the OIG, Office of General Counsel, and the lOB developed policy guidance to 
implement the reporting of intelligence oversight matters by the IC pursuant to the requirements 
established by EO 13462. The OIG analyzed intelligence oversight reporting submitted to the 
DNI and lOB by the IC IGs. 

(U) In addition, the OIG conducted periodic liaison meetings with IC IG intelligence oversight 
offices, engaged in outreach efforts to communicate the intelligence oversight reporting 
standards to the community members, and assisted the CLPO with on-site reviews relating to 
electronic surveillance conducted pursuant to the Protect America Act and the FISA 
Amendments Act. 

(U) The OIG will continue to monitor and assess the intelligence oversight reporting submitted 
to the DNI and the lOB. The OIG holds regular meetings with the lOB staff to discuss and 
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evaluate oversight reporting. In response to oversight reporting changes resulting from the 
recent issuance of EO 13462, the OIG will undertake an enhanced outreach and education 
program to ensure IC awareness of the current oversight reporting requirements. 
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(U) Ongoing Projects 
(U) Inspections and Reviews 

(U) Review of the President's Surveillance Program (PSP) 

(U) Title III of the FISA Amendments Act requires the IGs of the IC elements that participated 
in the PSP to conduct a comprehensive review of the PSP. The lGs of the ODNI, DoJ, and the 
other IC components that participated in the PSP are conducting the review required under the 
Act. The participating IGs have discussed their individual and collective responsibilities in 
conducting the review, relevant ongoing and completed reviews, and the scope of additional 
work that needs to be accomplished to fully meet Title III requirements. 

(U) The ODNI OIG is examining the involvement ofODNI senior leadership in the PSP and 
ODNI communication with private sector entities concerning the PSP. The ODNI IG also is 
examining the role of the NCTC in drafting and coordinating the threat assessments and legal 
certifications supporting periodic reauthorization of the PSP; NCTC's role in identifying targets 
and tasking PSP collection; and NCTC's use of the product to support counterterrorism analysis. 

(U) Representatives from each of the participating IGs meet regularly to discuss the status of our 
work, avoid unnecessary duplication of effort, and ensure that the full scope of the review 
prescribed in the Act is being addressed. Each of the IG teams will be alert to other matters not 
specifically identified in the Act that should be examined as part of a comprehensive review of 
the PSP. The findings of each respective IG review will be compiled into a comprehensive final 
report that will be submitted to Congress by July 2009. 

(U) Inspection of Advanced Geospatial Intelligence (AGI) Capabilities 

(U//FOYe}-7\GI is technically sophisticated geospatial intelligence (GEOINT) that has been 
useful in answering critical intelligence questions related to CT, counter-proliferation, and 
s ecial and conventional milita o rations. 

(U//EQttO) During this reporting period, the OIG completed its draft report and briefed its 
findings and recommendations to IC senior leadership. Following a briefmg in May 2008, the 
Director ofNGA accepted the OIG's recommendations and began to implement them, in part by 
publishing a new AGI Implementation Plan that embraces key fmdings and recommendations 
included in the OIG report. The draft report was disseminated for comment to the relevant IC 
organizations in August, and on 15 January 2009, the OIG briefed the findings and 
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recommendations to the DNI and senior IC leaders. The OIG is awaiting formal response from 
the DNI and will issue its final report. 

(U) Review of Acquisition Oversight Policies, Processes, and Strategies 

(U) In 2008, the OIG initiated an inspection to determine the degree to which the execution of 
acquisition oversight policies, processes, and strategies reflects the DNI's IRTPA acquisition 
authorities. This inspection will also assess whether acquisition oversight decisions are applied 
uniformly across the IC, and whether these decisions support other oversight mechanisms at the 
ODNI, with a focus on requirements validation. 

(U) The OIG briefed preliminary findings and. recommendations to the DNI on January 7, 2009, 
and the DNI immediately implemented our recommendation to have the Deputy Director of 
National Intelligence (DONI) for Acquisition, now Future Capabilities (FC), ensure programs 
executed within the Community Management Account are subjected to IC acquisition policy and 
oversight. The DNI also requested the OIG brief the next DNI within 30 days of taking office to 
consider the remaining recommendations. 

(U) ReView of Implementation of the Joint Duty Program (JDP) 

(U) During the IG's Diagnostic (discussed above at page 7), IC leaders and staff indicated that 
there were issues and concerns with the JDP. The ODNI Chief Human Capital Officer (CHCO) 
subsequently requested that the OIG conduct an interim implementation review to explore the 
factors affecting JDP participation. 

(U) The OIG conducted interviews and focus groups of IC seniorleaders, CHCO council 
members, and JDP managers, and is presently analyzing the information and data collected. The 
OIG will provide recommendations to the ODNI CHCO to improve JDP implementation and 
identify JDP best practices which can be replicated and implemented to increase JDP 
participation throughout the IC. The OIG intends to issue its final report by the end of March 
2009. 

(U) Congressional Request for Information on NCTC's Information Sharing 
Initiative ("RAILHEAD") 

(U) On August 21,2008, the OIG received a request from the House Committee on Science and 
Technology to evaluate aspects of the NCTC's RAILHEAD program and answer specific 
questions about the program's execution and oversight. The OIG is conducting an evaluation of 
the program to explore the allegations and concerns identified in the committee's request, and 
will provide a report to the House Permanent Select Committee on Intelligence (HPSCI). 

(U) Collection, Analysis, and Mission Manager Diagnostic 

(U) In April 2008, the OIG initiated a review of the relationship between and the roles and 
responsibilities of the office of the DONI for Collection, the office of the DONI for Analysis, 
and the Mission Managers. The OIG has intervi~wed numerous leaders and employees in these 
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offices, as well as some of the customers of the products generated by Analysis and the regional 
Mission Managers. 

(U) The OIG currently is drafting a report for the DNI that details the results of our review. The 
report will be presented in two phases. The first phase will focus specifically on the relationship 
between the National Intelligence Council (NIC) within the office of the DDNI for Analysis and 
the regional Mission Managers to evaluate the positive and negative aspects of a proposed 
merger of the two. The second phase will address broader concerns, identified by interviewees, 
that impact the organizational effectiveness of the office of the DDNI for Collection, the office 
of the DDNI for Analysis, and the Mission Managers. 

(U) Counterintelligence Community Review 

(U) At the request of the HPSCI, the OIG is reviewing the counterintelligence community's 
ability to adequately coordinate operational and investigative activities across the entire 
community. The OIG has conducted interviews of counterintelligence officials throughout the 
IC and is in the process of drafting its response. 

(U) Audits 

(UIIEOeO}National Intelligence Program Funds at the DHS Office of 
Intelligence and Analysis (I&A) 

(U//F~ The objective of the audit is to examine the adequacy and effectiveness of the 
internal controls over the budgeting, accounting, and expending of National Intelligence Program 
(NIP) funds provided to the DHS I&A. In addition, the audit will assess the roles and 
responsibilities of the ODNI as they relate to the NIP. The audit is being performed in 

---------- ------------ ---------- ----------- -------------

(U//F_oed) Upon completion of the audit, the OIG will provide specific recommendations to 
improve internal controls and oversight ofDHS I&A fiscal management by both the DHS I&A 
and the ODNI. 

(U) Audits of Special Access Programs 

S ecial Access 

(U) Intelligence Community Auditable Financial Statements 

(U) The DNI established the goal of achieving sustainable unqualified audit opinions for all IC 
agencies and elements. In April 2008, the ODNI issued the Intelligence Community Financial 
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Management Systems Report, outlining the ICs plan to standardize and consolidate its financial 
management systems and accounting practices as well as. increase overall financial integrity, 
auditability, and accountability. In October 2008, with congressional support, the ODNI 
established a formal comprehensive business transformation initiative that will eliminate 
redundant and non-interoperable systems and infrastructures, poor access to data, and obstacles 
to achieving complete and accurate financial reports for management. Several IC IGs in their 
management challenges expressed concern that the shift in focus to business transformation may 
further delay financial accountability in the I C. 

(U) The ODNI OIG is collaborating with the ODNI CFO to monitor and assist IC CFOs and IGs 
in their efforts to reach the auditability goals. Specifically, the ODNI OIG is participating in 
joint CFO/IG councils and working groups that address critical accounting issues and is serving 
as the liaison between the IC and the Federal Accounting Standards Advisory Board. In 
addition, the ODNI OIG established a Joint Audit Working Group that is collaborating to 
identify audit opportunities related to auditable financial statements. The ODNI OIG also is 
collaborating with the ODNI Business Transformation Office, as well as monitoring impacts on 
auditability. 

(U) The ODNI CFO and OIG continue to work together with agency staff to monitor progress 
and provide support in the auditability initiatives. 

(U) Intelligence Community Inspectors General 
Activities 

(U) IC IG Forum 

(U) The ODNI IG continues to co-chair the quarterly IC IG Forum meetings. This year, the IC 
IG Forum anticipates addressing issues such as business transformation and auditability, joint 
duty, and collaboration across the IG and IC communities. 

(U) 15th Annual IC IGs Conference 

(U) The OIG will be co-hosting the 15th Annual IC IGs Conference on May 29,2009 at the 
NRO. This year, topics and panels will be determined by the recently established IC IG Working 
Groups (see below). 

(U) IC IG Working Groups 

(U) This reporting period, the OIG initiated an IC-wide Deputy Inspector General Working 
Group and IC-wide AIG Working Groups for Audit, Inspections, and Investigations. The 
purpose of these working groups is to further expand the role of the IC IG Forum in integrating 
the IC IG community by exchanging ideas, reducing redundancy, identifying IC systemic issues, 
sharing best practices, and identifying future IC-wide joint projects. The Working Groups will 
meet quarterly. 
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(U) National Procurement Fraud Task Force (NPFTF) 

(U) The OIG Investigations Division has partnered with the DoJ NPFTF and other federal IGs to 
assist in the prevention, detection, and prosecution of procurement fraud associated with the 
increase in federal contracting expenditures, particularly in the areas of intelligence and national 
security support activities since September 11, 2001. 

(U) In addition, the ODNI IG chairs the NPFTF Intelligence Committee, which addresses the 
unique aspects of detecting, investigating, and prosecuting procurement fraud in a classified 
environment 

(U) IC IG Joint Duty Exchange Program 

(U) In 2007, the DIA and ODNI OIGs led efforts to implement a joint duty exchange program 
for the IC IGs. Through this program, personnel in the offices of the IC IGs may acquire joint 
duty certification by serving on other IC IG staffs in accordance with lCD 601, "Human Capital 
Joint Intelligence Community Duty Assignments." 

(U) The IC IG joint duty program is designed to enhance IG staffs joint IG experience, foster 
communication and professional relations, and share best practices. The IG joint duty program 
operates like an exchange program: when an OIG details a staff member for an IG joint duty 
rotation, that OIG also will gain a staff member from another IC OIG for the duration of the 
rotation. The IG joint duty program is intended to complement, and not compete with, other 
joint duty programs, such as the Leadership Exchange and Assignment Pilot. IC IG members 
may participate in any or all of these joint duty programs. 

(U) This year, the IC IGs successfully exchanged a DIA OIG employee with an NGA OIG 
employee. This exchange will provide valuable lessons for the IC IGs in accomplishing future 
joint duty exchanges. 
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(U) Status of Recommendations for 
Previously Completed Projects· 
(U) Organizational and Cultural Diagnostic and Design Study (Organizational 
Study) 

(U) At the request of the DNI, the OIG conducted an Organizational Study of the ODNI, which 
was completed in 2007. The OIG made 17 recommendations to the DNI for corrective action 
regarding the issues identified in this study. Implementation status for each recommendation is 
noted below: 

• Clearly and succinctly articulate the ODNI's mission and vision. 
o The ODNI has published Vision 2015, but the OIG does not believe it sufficiently 

addresses the issues underlying this recommendation. 
• Determine and articulate what role the ODNI should play. 

o Not implemented. 
• ClarifY the roles and responsibilities within the ODNI. 

o Intelligence Community Directives (ICDs) such as lCD 207 defining the role of 
the National Intelligence Council demonstrate that the ODNI has made some 
progress in this area. However, the OIG report identified that all areas within the 
ODNI need clarification and thus the ODNI should continue to clarify 
organizational roles and responsibilities through additional ICDs. 

• Limit the ODNI's priorities. 
o Not implemented. 

• Review communication processes and consider establishing a data call office. 
o The ODNI Office of Executive Secretariat is reviewing the issuance ofODNI data 

calls to the CIA. 
• Identify barriers to information flow, emphasize the importance of clear communication, 

and evaluate senior managers on information flow. 
o The "Movers and Shakers" luncheon series has been initiated, but the issues 

underlying this recommendation have not been sufficiently addressed. 
• Increase ODNI staffs' awareness and participation in EXCOM meetings. 

o Minutes from the EX COM meetings were disseminated for several months, but 
then inexplicably stopped. · 

• Increase visibility and accessibility to leadership (clarify roles and responsibilities of the 
front office, meet monthly with direct reports, address concerns with the "vault"). 

o Not implemented. 
• ClarifY and delegate decision making authority. 

o Not implemented. 
• Determine which ODNI processes are inefficient. 

o Not implemented. 
• Frequently reward high performers and address poor performance regularly. 

o Not implemented. 
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• Revise ODNI performance review process to ensure consistency in evaluations. 
o Efforts have been made to standardize the performance review process across the 

ODNI. It is unclear whether those efforts have been successful, and the current 
performance review process soon will be revised again when Pay For 
Performance is implemented. 

• Manage senior staffs' expectations and give junior level employees leadership 
opportunities. 

o Not implemented. 
• Develop independent information systems and policies, and increase frequency of 

communication with staff. 
o Some improvement has been made. However, the internal communication of the 

ODNI continues to need improvement. , 
• Regularly communicate with the workforce about location related issues. 

o Implemented through regular updates regarding LX-2 facilities. 
• Hold social events, implement awards ceremonies, operate a gift shop, and display 

organizational photos. 
o The recent ODNI Holiday Party, ODNI Ice Cream Social, and Galileo Awards, to 

name a few, are examples where the ODNlhas successfully hosted social events 
and awards ceremonies. Further, since the move to the LX-2 building, ODNI 
merchandise is available for purchase and QDNI organizational photos are 
displayed throughout the building. These actions indicate progress on this 
recommendation. We encourage the ODNI to continue to sponsor and promote 
these types of activities to enhance morale within the ODNI. 

• Designate an implementing officer to implement OIG recommendations. 
o Not implemented. 

(U) Review of Dissemination of Sensitive Reporting 

(U) The OIG conducted and previously reported on a review of the dissemination of sensitive 
reporting across the IC. The OIG found that in a number of cases, intelligence consumers do not 
receive, or do not receive in a timely manner, relevant sensitive reporting, and that current 
processes for resolving requests for dissemination do not adequately address the needs of 
analysts. 

(U//F.PY6fThe OIG recommended that the DNI: 

1. Establish an office to promulgate and monitor implementation of policies and 
procedures for dissemination and access. 

2. Establish an objective process for arbitrating disputes regarding the dissemination of 
sensitive intelligence. 

3. Establish and promulgate IC standards for the dissemination of sensitive reporting to 
ensure that customer requirements are met. 

4. Assess the current compartmentation policies constraining the use and release of 
Analysis Integration Center (now the Integrated Operations Center for Special 
Projects) reporting. 
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(U/imttO}The DNI concurred with the recommendations and steps have been taken to 
implement them. For example, the DNI has created the position of Associate Deputy DNI for 
Information Integration to bring together not just technology, but also the policies, processes, 
people and risk management and security aspects necessary to achieve true information sharing 
across the IC. While the DNI has established the office we recommended, the roles and 
responsibilities of this office and the office of the DDNIIPPR overlap and need to be clarified so 
it is clear who is responsible for promulgating and monitoring the implementation of policies and 
procedures for dissemination and access. 

(U/I1iQOO}ln addition, the DNI recently implemented a policy (lCD 501) that will address 
recommendations 2 and 3. The OIG plans to assess how effectively lCD 501 addresses the 
issues underlying these recommendations. 

(U//EQOO) Finally, our fourth recommendation has not yet been implemented, but the ODNI 
Senior Review Group has been focusing on it. 

(U) Organizational and Cultural Diagnostic of the office of the DDNI for FC 

(U) The 0 IG conducted a study of the office of the DONI for FC to determine whether some of 
the conditions identified in the Organizational Study existed in FC. The OIG provided its 
recommendations to the DONI for FC, and they have been implemented. 

(U) Emphasis on Law Enforcement in the ODNI 

(U) After noting the absence of any high-level law enforcement or domestic intelligence official 
in the ODNI, the OIG recommended that the DNI add a law enforcement official to the senior 
staff to advise the DNI on domestic intelligence issues. This recommendation was accepted and 
immediately implemented with the addition of a senior FBI official designated as the Associate 
Director of National Intelligence, which is an ODNI front office position. 

(U) Audit of the Contract Award Process for the CASES Program 

(U) The OIG, in conjunction with the CIA OIG as the lead auditor, evaluated the process used to 
award the Indefinite Delivery/Indefinite Quanticy contracts under the Contract Advisory and 
Assistance Services/Systems Engineering and Technical Assistance and External Analysis and 
Conferencing Support (CASES) Program. The audit found that the acquisition planning did not 
address performance-based acquisitions as required by the Federal Acquisition Regulation 
(FAR). As a result, we recommended that the Chief, ODNI Contracts, amend the CASES 
acquisition plan to address the FAR requirements for performance-based acquisitions, provide 
training to the contracting officers and contracting officer technical representatives on 
performance-based acquisitions, and issue a policy to implement performance-based acquisitions 
in the ODNI. 
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(U) The Chief, ODNI Contracts, concurred with the recommendations. the acquisition plan has 
been modified, a training plan has been developed, and an implementation plan for performance­
based acquisitions will be completed soon. 
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(U) Report Waste, Fraud, Abuse, or 
Misconduct 

(U) To report allegations of waste, fraud, abuse, or misconduct in the ODNI or 
IC agencies, contact: 

Office of the Inspector General 
Office of the Director of National Intelligence 

Investigations Division 
Washington, DC 20511 

(703) 482-4955 

or 
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(U) A Message From the lnspector·Qeneral 

(U) During the period from 1 July 2009 through 31 December·2009, the<-Off!be. of 
the Director of National Intelligence (ODNI) Office of'the Inspector General (OIG) .· .. 
completed a variety of significant audits, inspections, investigations; and.revjews., ·We· 
also facilitated collaboration and·integration throughout the Intelligence Commui'litY:(IC) 
Inspectors General (I G) community.· This report summarizes those acci:omplishments~. ,. 

(U) One significant accomplishment during this reporti~g:periodwas·.tlj'e.'20Q9.;1C:: ··.· ·· 
Management Challenges report. In this report, we identified the ·most critical challe11g~·s ·: · \ . 
facing the,Director of National Intelligence (DNI) in his role as lead~r ofthe:OD,NI'and · · 
the IC. We did so by drawing upon the inspections, audits, and··reviews perfpr!ned:by , · 
our office as well as the 2009 Management Challenges reports and other repoi1s;from · .. 
the OIGs of. most IC elements. Our assessment identified ~even management · . · 
challenges common ·to .other IC elements that fall within' the· ONes responsib.ili,ty;_;t,inder.: 
the lntellig~nce Reform·andTerrorism Prevention Act of 2004 (IRTPA)to.:lead;and ··:: .· ··· 
integrate the IC. As noted in our report. none of these important challenges.ler).d· .. :. : · 
themse!ves to one.,time so14tions; rather, they will require.sustained focus;:effqrts{and 
leadership over time. · 

(U//F~e also .. issued several significant·reports this reporting R~rigd, . 
including a review of the implementation:of the IC Joint OI,Jty program;-the·fiscal,ye.ar::: · 
2009 Federal Information Security Management Act (FISMA) Review; which identified ·· · · · 
information security deficiencies in the ODNI and across.the IC; ai'l::auditof..the 
adequacy and effectiveness of the internal controls over the budgeting;, accounting,· aii~f. '. 
expending of j\Jation;allrttelligence Program funds provided-.to .the Department of. .. · 
!-tomeland Security Office of Intelligence and Analysis; and our findings rega~ding 
allegations received frpni Congress that the National Counterterrorism .C~nter's 
Railhead Program .suffered from poor planning and poor government'inan.agemenl'that 
resulted in the:pQtential. delivery-of insufficient functionality to end users. · 

(U) Another significant accomplishment during this·reporting period,was thefirs.t 
annual Intelligence Community Inspectors General Awards Progra,m.and Ceremony.· 
We developed this program in concert with. other IC OIGs. to· recognize personnel.frotn 
IC OIGs who made :extraordinary contributions to the. mission and objecti.ves of the.. · . 
OIGs andthe·National-lntelligence Strategy. We hosted the first anm-'aiiC IG Awards· 
Ceremony in December 2009, at which Principal Deputy Director of·Natiol'lal· 
Intelligence David .C. Gompert served as the keynote speaker. Six awards were given :· 

· .. 

.-. 



at this ceremony: Leadership·Award, L'. etime Achievement Award, Award·of.Honor, -. 
Audit Award, Inspections Award, and Investigations Award. · 

(U) OONI management continues to take significant steps to address DIG ·· 
recommendations. As a result.of a system developed by the OIG and ODNI 
management to ensure timely and effective implementation of OIG recommendations, 
63% of the OIGs' ~ecommendations made in 2007-2009 are closed, 26%·are · · · 
resolved, and 11 %· remain open. During this reporting period alone, ODNI. managen;tent · 
has taken action to close 23 recommendations and to resolve 16 additional · 
recommendations. The table appearing on page 22 of the report illustrates the 
implementation status of OIG recommendations. 

(U) In the months ahead, we will continue to focus on emerging areas ofconcern 
and to produce high-quality, timely, capacity.,building audits, inspections,. and:other . 
reviews that align with IRTPA, the Nations/Intelligence Stratt:Jgy, and other important 
mission objectives of the ODNI. In performing our work, we are .committed t9 · . 
maintaining the highest standards of professionalism, objectivity, and integri_ty:ir:'l ou·r · · 
interactions within the ODNI and with other elements of the I C. 

R~:z~ 
Inspector General 
27 January 201 0 

.__ ________ ---·-····---··-. .... -·-· ······----·----·-.. -------
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I. (U) Overview 

(U) The mission of the Office of the Inspector General (OIG) is to improve 
Intelligence Community (IC) performance by (1) conducting oversight of the Office of the 
Director of National Intelligence (ODNI) and IC programs and operations that fall within 
the authorities and responsibilities of the Director of National Intelligence (DNI); 
(2) exercising a unique cross-agency focus; and (3) drawing upon the collaborative 
efforts of IC Inspector General (IG) partners. The office conducts audits, investigations, 
inspections, and reviews of ODNI and IC performance to detect and deter waste, fraud, 
and abuse and to promote efficiency, effectiveness, and accountability~ The OIG's 
completed and ongoing projects are described in sections four and five of this report. 

(U) In addition, the OIG makes recommendations to the DNI for improving the 
performance of IC programs and activities. The last section of this report includes an 
update on the implementation status of recommendations made in our previous reports. 

(U) The OIG also focuses on identifying the critical challenges facing the ODNI 
and the IC. In November 2009, we reported to the DNI the top IC management 
challenges based on our review of IC OIG reports and the management and 
performance challenges from most of the IC agencies. These management challenges 
are described in section three of this report. 

(U) OIG Organization 

(U) The OIG consists of the following divisions: 

(U) Audit Division: Executes program and financial audits and evaluations of 
ODNI and IC programs, information technology, procurement, internal controls, financial 
statements, and financial management. 

(U) Inspections Division: Conducts inspections, reviews, and evaluations to 
improve IC-wide performance; examines information access, collaboration, intelligence 
collection and analysis, and compliance with laws and regulations. 

(U) Investigations Division: Investigates allegations of violations of criminal 
laws and administrative regulations arising from the conduct of ODNI and IC employees 
and contractors. 

(U) Management Reviews Division: Conducts management and programmatic 
reviews of the ODNI, its centers, and the IC; evaluates management and processes to 
assist the IC in developing and implementing processes and procedures to improve 
both effectiveness and efficiency. 

ODNI Office of the Inspector General 
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(U) Oversight and Policy Division: Performs reviews of programs and 
activities to assess whether oversight and compliance are effective, monitors and 
analyzes in concert with the ODNI Office of General Counsel (OGC) and the ODNI 
Office of the Chief Civil Liberties and Privacy Officer (CLPO) the trends and patterns 
concerning intelligence oversight activities across the IC, and prepares reports on 
intelligence oversight issues in coordination with OGC for the President's Intelligence 
Advisory Board's Intelligence Oversight Board (lOB). 

(U) An organization chart delineating the OIG's front office and division structure 
is below. 

(U) Figure 1. OIG Organization Chart 2009 

(U) OIG Personnel and Resources 

2 
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II. (U) IC Inspectors General Activities 

(U) To achieve its oversight objectives, the ODNI OIG facilitates collaboration, 
information sharing, and strategic planning among the IC Inspectors General. This 
section highlights some of the ways the OIG coordinates oversight across the I C. 

(U) IC Inspectors General Forum 

(U} The ODNI IG chairs the IC Inspectors General (IC IG) Forum, a quarterly 
meeting of all IC IGs or their designees. The ODNI OIG also acts as the Executive 
Secretariat for the IC IG Forum, performing such functions as hosting the meetings, 
consulting on topics of interest, facilitating the development of collaborative projects for 
discussion at the meetings, developing the agenda, distributing documents, and 
maintaining minutes. 

(U) The IC IG Forum promotes collaboration and coordination among the IC IGs 
to strengthen the collective role and effectiveness of OIGs throughout the IC, enhance· 
the value of OIG activities in support of the National Intelligence Strategy, and increase 
efficiency by promoting information sharing and avoiding duplication of effort among the 
IC OIGs. In addition, during this reporting period, the Forum sponsored the First Annual 
IC IG Awards Program and Ceremony (discussed in detail on p. 6). 

(U) The ONI addressed the IC IGs at their quarterly meeting in September 2009. 
He stated that he finds IG reports to be particularly useful and recognized the 
President's Surveillance Program Review as an excellent example of cooperation 
between IC OIGs. He also emphasized the role of the IC IGs in ensuring that the 
community stays focused on the enterprise objectives of the National Intelligence 
Strategy because IGs can step back and take a broader, independent view of how 
agencies are implementing their goals. 

(U) As part of the IC IG Forum activities, the IC-wide Deputy IG Working Group 
and Assistant Inspectors General (AIG) Working Groups for Audit, Inspections, and 
Investigations leverage the role of the IC IG Forum by further integrating the IC OIG 
community, exchanging ideas and work plans, identifying IC systemic issues, reducing 
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redundancy, sharing best practices, and identifying collaborative projects affecting two 
or more IC OIGs. The working groups meet quarterly and are chaired by the ODNI OIG 
representative to the group. 

(U) During this reporting period, the Deputy IGs Working Group served as the IC 
IG Awards Review Board to select award recipients and make recommended revisions 
to the IC IG Awards Program. The Deputy IG Working Group also developed a draft 
agenda and speakers for the IC IG Annual Conference in May 2010. The AIG for 
Investigations Working Group collaborated on new legislation affecting investigations 
and exchanged best practices regarding proactive efforts to detect waste, fraud, and 
mismanagement. It also shared the names of working targets to ensure all agencies 
are aware of any fraudulent schemes or efforts. Within the past 6 months, the AIG for 
Investigations Working Group developed an OIG IC Peer Review process, encouraged 
and participated in the Joint Duty Program, collaborated on several joint investigations, 
shared best practices, and facilitated joint training within the I C. 

(U//F.ooo} I 

/The AIG for Audit Working Group also presented briefs on 
~~~-=~--~~--~ fraud auditing and the use of forensics in auditing and developed an IC IG position on 
OIGs' responsibilities for financial statement validation and audit work. The AIG for 
Inspections Working Group identified and initiated planning for a possible FY 2011 joint 
evaluation of intelligence readiness during national emergencies. 

(U) IC Inspectors General First Annual Awards Program and 
Ceremony 

(U) On 1 December 2009, at ODNI Headquarters, the ODNIIG hosted the First 
AnnuaiiC IG Awards Ceremony. The ceremony recognized personnel from OIGs 
throughout the IC who made extraordinary contributions in 2008 to the mission and 
objectives of the OIGs and the National Intelligence Strategy. The awards are part of 
the National Intelligence Professional Awards Program established by the ODNI in 
2007. 

(U) As one of his first duties as Principal Deputy Director of National Intelligence 
(PDDNI), the Honorable David C. Gompert served as the keynote speaker. 
Mr. Gompert emphasized that IGs play an indispensable part in earning and keeping 
the public's trust in the IC. He noted that as independent, informed, and objective 
elements embe~ded within IC organizations, IGs ensure the quality of United States 
intelligence by identifying problems and proposing improvements to their home 
elements. 
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(U) The six categories for the 2008 awards were Leadership Award, Lifetime 
Achievement Award, Award of Honor, Audit Award, Inspections Award, and 
Investigations Award. John Helgerson received the Leadership Award in recognition of 
the outstanding service and leadership he provided as CIA IG from 2002 to 2009, when 
he retired. Peter Garry, National Reconnaissance Office (NRO), received the Lifetime 
Achievement Award in recognition of more than 40 years of dedicated service with 
distinction in internal oversight of both intelligence and defense programs. 

(U) Intelligence Oversight Activities 

(U) This report marks the first full year that OIG intelligence oversight activities 
have been governed by Executive Order 13462, which elevated accountability for 
intelligence oversight reporting to the heads of departments and agencies and 
incorporated a more timely method for reporting significant and highly sensitive 
intelligence oversight matters from IC components to the President's 108. Under the 
new Executive Order, the ODNI OIG and the ODNI OGC have joint responsibiiity to 
analyze IC component intelligence oversight reporting submitted to the DNI and the 108 
and engage in outreach efforts in the IC to improve timely and effective reporting. In 
furtherance of this oversight responsibility, the OIG and OGC recently initiated a review 
of IC agencies' internal policies governing reporting to the 108 to assess their 
compliance with guidance issued pursuant to Executive Order 13462. 

Ill. (U) Management Challenges 

(U) The Reports Consolidation Act of 2000 requires federal agency IGs to identify 
and report the serious management and performance challenges facing their agencies. 
In 2008, the ODNI OIG issued its first IC Management Challenges report, which 
included chalienges identified from its own reporting and synthesized challenges 
identified in reports published by other IC OIGs. 

(U) To identify the challenges for our 2009 report, the ODNI OIG drew upon 
inspections, audits, and reviews performed by its office. The ODNI OIG also reviewed 
the 2009 Management Challenges reports and other reports from the OIGs of most IC 
elements, including the CIA, DHS, Defense Intelligence Agency (DIA), Department of 
Energy, Department of Justice (DoJ), Department of State, Department of Treasury, 
NGA, NRO, and National Security Agency (NSA). While each IC element has identified 
its own management challenges, some of these challenges are common to and 
interconnected with challenges encountered throughout the IC. Accordingly, this 
assessment identifies the management challenges common to other IC elements. OIGs 
have identified significant progress in tackling these difficult challenges, but, as noted in 
our 2009 IC Management Challenges report, these challenges do not lend themselves 
to one-time solutions, but will require sustained focus, efforts, and leadership over time. 

6 

s

1
/ t=NI Office of the Inspector General 



SE~T//NrfoRN 
Semiannual Report 1 July 2009- 3/oecemtj;r 2009 

1. (U) Information Security 

2. (U) Information Sharing 

/ 
/ 

(UI/EOOO} Inadequate information sharing has been a major impediment to 
optimaiiC performance. IC OIGs continue to report challenges in this area, including 
the need to balance the responsibility to share information, while protecting sources and 
methods; overcoming barriers to inter-agency collaboration; and establishing and 
strengthening partnerships with foreign, domestic, public, and private entities to improve 
access to sources of information and intelligence and ensure appropriate dissemination 
of IC products and services. 

(U) The ODNI has taken steps to address these challenges. In January 2009, 
the DNI issued IC Directive (lCD) 501: Discovery and Dissemination or Retrieval of 
Information within the Intelligence Community. lCD 501 establishes policies for 
discovery and for dissemination or retrieval of intelligence and intelligence-related 
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information collected or analysis produced by the IC. The ODNI issued an 
Implementation Plan for lCD 501 and implementing guidance. 

(U//EOOQfHowever, the OONI has not fully implemented all of the OONI OIG's 
recommendations relating to sensitive dissemination or fully addressed all of the 
challenges involved in compartmentation of intelligence information. The lCD 501 
Implementation Plan targets 2010 and 2011 to address many of these 
recommendations. 

3. (U) Acquisition, Procurement, and Contract Administration 

(U) Another critical management challenges for IC agencies is effectively 
overseeing acquisitions, procurements, and contracting by establishing and maintaining 
robust and repeatable oversight strategies, policies, and processes; ensuring efficient 
and legally compliant procurement of information technology resources; and 
strengthening the acquisition workforce to provide satisfactory contract administration. 

(U//8Jt16} The ODNI OIG inspected the ODNI acquisition oversight strategies, 
policies, and processes. The OIG made recommendations to provide for more effective 
stewardship of major investments through total acquisition lifecycle knowledge 
management. ODNI management endorsed the OIG's recommendations, and ODNI 
staff elements are making significant progress towards implementation of the 
recommendations. To leverage the findings and methodologies of this report, the ODNI 
OIG is working with members of the IC IG Forum in coordinating concurrent agency-
level reviews of acquisition oversight strategies, policies, processes. · 

4. (U) Financial Management 
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(U//,E.Ot10fln 2009 the ODNI and DHS OIGs performed a joint audit to examine 
the adequacy and effectiveness of internal controls over budgeting, accounting, and 
expending of NIP funds provided to the DHS Office of Intelligence and Analysis (I&A). 
This was the first ODNI audit of NIP funds expended by another IC element. The audit 
identified internal control weaknesses within both ODNI and DHS I&A regarding the 
management of NIP funds allocated to DHS I&A. Both ODNI management and DHS 
I &A endorsed all of the OIG's recommendations and already have implemented some 
corrective actions, including the development and promulgation across the IC of mid­
year and end-of-year execution review standard operating procedures. 

5. (U) Human Capital 

(U) The National Intelligence Strategy states that the IC must build a diverse and 
balanced workforce, enhance professional development, cultivate relevant expertise, 
support an entrepreneurial ethos, deploy integrated and agile teams, and build a culture 
of leadership excellence. 

(U) The 2008 IC Employee Climate Survey released in April 2009 reflected ODNI 
progress in this area. According to the survey, IC employees rated their agencies more 
favorably than other federal workers in the areas of overall job satisfaction, the general 
quality of managers and senior leaders, and the development of top talent. The ODNI 
has implemented several initiatives to deal with problems identified in the IC Climate 
Survey, such as the Joint Duty Program to facilitate integration and collaboration across 
the IC. The ODNI OIG conducted a review of the implementation of the Joint Duty 
Program and made recommendations to improve implementation of the program, all of 
which were endorsed by the ODNI Chief Human Capital Officer (CHCO) (discussed 
further at p. 14 ). 

6. (U) Oversight of Intelligence Activities and Programs 

(U) OIG reports continue to identify challenges in ensuring that intelligence 
activities and programs are being conducted in accordance with laws and policies and 
in a manner that protects individual civil liberties and privacy. The IC's need to ensure 
effective oversight of intelligence activities and programs is a critical management 
challenge. 
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7. (U) Community Management and Integration 

(U//F91JO}In 2008, the ODNI OIG identified "Strengthening Leadership and 
Governance" as one of the DNI's top management challenges. While the ODNI has 
made substantial progress in issuing policies, improving communication and 
coordination internally and with the IC, and implementing most of the ODNI OIG 
recommendations on improving management, the ODNI continues to face challenges in 
community management and integration that require the DNI's continuing focus, 
leadership, and attention. 

(U//66CJO) One significant improvement this year is ODNI management's new 
process for facilitating and overseeing implementation of open OIG recommendations. 
ODNI management now meets periodically with ODNI elements that have been directed 
to implement OIG recommendations to determine if they have implemented the 
recommendations to the satisfaction of senior management and the OIG and, if not, to 
assess plans or alternatives for implementation. As a result of these efforts, ODNI 
management, under the leadership of the Director of the Intelligence Staff, has closed 
or resolved approximately 70% of ODNI OIG recommendations that were open at the 
beginning of calendar year 2009. 

(U) IC OIGs' 2009 Management Challenges Table 

(U) The table below illustrates how the 2009 IC Management Challenges as 
reported by IC OIGs align with the National Intelligence Strategy (August 2009). 
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(U) Implementation of all the recommendations cited in the audit report will 
further improve the adequacy and effectiveness of the internal controls over NIP funds 
at the DHS I&A. 

(U) Implementation Status Review of the IC Joint Duty Program 

(U) During the OIG's 2008 /C-Wide Integration and Collaboration Diagnostic and 
Recommendations, IC leaders and employees identified problems with the 
implementation of the Joint Duty Program. Specifically, the OIG found that senior 
leadership support for the program was limited and that guidance concerning joint duty 
was unclear. Subsequently, the IC CHCO requested that the OIG conduct an 
implementation status review to identify factors affecting Joint Duty Program 
implementation and participation. 

(U) The objectives of the OIG review were to analyze factors affecting Joint Duty 
Program implementation and participation, provide recommendations to improve Joint 
Duty implementation, and identify best practices that can be replicated to increase Joint 
Duty participation throughout the IC. Since the Joint Duty Program is relatively new, the 
OIG did not evaluate the overall effectiveness of the Joint Duty Program or the 
implementation deficiencies of individual IC elements. 

(U) The OIG found that the IC Joint Duty Program is viewed positively in the IC 
and that significant progress has been made in implementing the program in parts of the 
IC. In addition, many in the IC see the benefits of Joint Duty assignments to other IC 
elements. However, the OIG found that the Joint Duty program is encountering start-up 
challenges, including the following: 

• Leadership advocacy for the Joint Duty Program varies across the IC; 
• IC senior leaders and employees are confused about the purpose of the Joint 

Duty Program; 
• The ODNI corporate communication strategy has been inadequate to educate 

the IC workforce about the Joint Duty Program; 
• Processes and tools for efficient Joint Duty Program management are 

inadequate; 
• Gaining elements are often unprepared for Joint Duty participants; 
• IC elements have not ensured that reintegration into home elements is 

properly planned and supported; and 

ODNI Office of the Inspector General 

' ' 

/ (b)(3) 



i ET I form 
emiannual Report 1 July 2009- 31 December 2009 

• Departmental and Service IC elements face additional hurdles in Joint Duty 
Program imp.lementation, such as, limited resources, infrastructure 
incompatibility, and detrimental impact on mission. 

(U) The OIG made 20 recommendations to improve Joint Duty Program 
implementation and increase participation throughout the IC. The OIG recommended 
that the DNI and senior IC leadership increase Joint Duty Program visibility, support, 
and accountability. Furthermore, the OIG made 16 recommendations to the IC CHCO 
to improve implementation and management of the Joint Duty Program. These include: 

• Clarifying the purpose of Joint Duty in policy, guidance, and messages to 
include both leadership development and broader collaboration; 

• Establishing a corporate communications policy; 
• Automating and streamlining processes and reporting requirements; 
• Adopting policies that ensure smooth integration and reintegration for Joint 

Duty participants accepting assignments; and 
• Identifying and incorporating appropriate incentives for Joint Duty participants. 

The DNI and the IC CHCO accepted and endorsed all of the OIG recommendations. 

(U) The OIG also identified initiatives in severaiiC elements that could mature 
into best practices over time. Some prominent initiatives identified are the NGA Human 
Capital Management Board, the Navy Intelligence Joint Duty Strategy, the DIA Career 
Roadmap for Intelligence Professionals, and the DHS I&A Learning Roadmaps for 
Intelligence Professionals. 

{U) Congressional Request for Information on NCTC's Railhead Program 

(U//~The House Committee on Science & Technology, Subcommittee for 
Oversight and Investigations asked the ODNI OIG investigate allegations regarding the 
information technology program at the National Counterterrorism Center (NCTC) known 
as the Railhead Program. Specifically, the committee alleged the Railhead Program 
suffered from poor planning and poor government management, with the net result 
being the potential delivery of insufficient functionality to end users. Per agreement with 
the House Permanent Select Committee on Intelligence (HPSCI) staff, the IG's 
response was provided to the HPSCI. 

(U) On 24 March 2009, the OIG provided an interim response to the HPSCI that 
addressed the allegations of misconduct. On 7 August 2009, the OIG issued its final 
response, which addressed the remaining allegations and evaluated NCTC's 
management of the program. 
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(U//F9LJO} Specifically, the OIG evaluated the degree to which alleged 
shortcomings in the areas of program planning, program management and oversight, 
and functionality of Railhead deliverables had been mitigated by NCTC management. 
The OIG found the Railhead Program had experienced weak program oversight, 
suboptimal management of users' expectations, insufficient communication between the 
program staff and other elements of NCTC, an inadequate requirements definition 
process, and poor scope discipline. However, the OIG also found that the NCTC 
Director proactively took steps to revise the structure and staffing of the Railhead 
Program prior to the letter received from the House Committee on Science & 
Technology, Subcommittee for Oversight and Investigations. The OIG found that as 
part of the restructure, the NCTC Mission Systems Office put a modified program plan 
in-place to address all of the identified issues and is activel miti atin ro ram risks as 
it executes its revised acquisition strate . 

L-------------------------------------------------------------~' 

(U) FY 2009 Federal Information Security Management Act (FISMA) Review 

(U) FISMA was enacted to provide a comprehensive framework for ensuring the 
effectiveness of information security controls over information resources. Federal 
agencies and their heads are responsible for providing security protection measures 
commensurate with the risk exposure of the agencies' assets from misuse, harm, or 
destruction. FISMA requires an annual independent evaluation of the federal agencies' 
information security programs and practices to determine their effectiveness. 

(U) This purpose of this review was to determine the adequacy of the CONI's 
information security program for its internal operations as well as the information 
security strategy for the IC systems. The 2009 review also followed up on steps taken 
to address recommendations made in the OIG's FY 2008 FISMA report. 

(U) The OIG made eight recommendations to address deficiencies noted in the 
FY 2009 FISMA report and a ninth recommendation to address areas where 
inadequacies remained from the FY 2008 FISMA report. ODNI management concurred 
with all of the recommendations. 

15 

ODNI Office of the Inspector Gener~:L 

S7nE10RN 

' 

' / 

I 

I 

,/(b)(3) 

/(b)(1) 
I (b )(3) 



SEf//NrRN 
Semiannual Report 1 July 2009- 31 December 2009 

(U) Review of the Use of the IC Whistleblower Protection Act (ICWPA) in the IC 

(U) In July 2009, HPSCI asked the ODNI OIG to provide information on the use 
of the ICWPA within the I C. In response to this request, the OIG issued a questionnaire 
to the IC OIGs seeking information on the ICWPA complaints the OIGs had received 
between 1 January 1999 (the effective date of the ICWPA) and 14 September 2009. 

(U) According to the questionnaire responses, since 1 January 1999, 4 IC OIGs 
received a total of 10 ICWPA complaints. Of those complaints, the IC OIGs notified 
Congress of every allegation of a credible "urgent concern," as defined by the statute. 

(U) Figure 5. Summary of IC OIG Responses to ODNI OIG ICWPA Questionnaire 

~-=GENCY -~NU~BE~ OF ~-l~g::L~F-rCONGRESS NOTIFIED of CREDIBLJ 
i d COMPLAINTS . "URGENT URGENT CONCERNS : 
: CONCERNS" ; 

~ g:,. 1 -:--~----- ,· .... --+----+------------ ~:s =-=i 
~ DIA _ 1 · _____ 9 I _ No -~ 
~--~L- __ o Q___ No 

.; ______ 0~-- _ 0 __ l _____ q N~ ____j 
t_ DOS _ _ ___ Q_____ _ ______ Q No -----------1 
~~~~~--]-------- ~----- -----·----~~~----~· I 
! NRO 2 1 Yes -i r- NSA 1 1 1 Yes 1 

i- ~ ~ 
: ODNI 1 I 0 (by complainant) t=_!_Q_TAL ==- -__ 10_=:====r-==~3~= --=~==-~-=-------4--_-_·'---_--____ -__ -_ -__ . __ -_------;! 

(U) Investigations 

(U) The OIG conducted 28 investigations during this reporting period, including 
allegations involving misuse of position, improper use of government resources, 
contract irregularities, time and attendance (T&A) abuse, voucher fraud, and 
inappropriate conduct. Select cases representing the breadth of investigations 
conducted over this reporting period are highlighted below: 
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(U) Alleged T&A Fraud by ODNI Contractors 

(U) The OIG investigated allegations that one current and two former employees 
of a government contractor billed the government more than $100,000 for work they did 
not perform. The investigation and analysis of estimated loss to the government have 
been conducted, and financial resolution is being pursued. The government contractor 
has expressed interest in reaching a settlement for any overbilling. 

(U) Alleged Time & Attendance (T&A) and Voucher Fraud by an ODNI Employee 

(U) The OIG investigated allegations that an ODNI employee engaged in T&A 
fraud and. voucher fraud. The investigation found that the employee had submitted 
fraudulent vouchers, falsely claimed to work overtime on several days, and provided 
false statements to OIG investigators. The employee resigned while under OIG 
investigation. 

(U) Alleged Conflict of Interest and Travel Fraud 

(U) The OIG investigated a senior official of the ODNI for allegations that the 
official improperly influenced contractor source selection and inappropriately used 
government travel for personal benefit. The OIG investigation did not substantiate the 
allegations. 

(U) Use of Subpoena Authority 

(U//F...o.YeTDuring this reporting period, the OIG did not exercise subpoena 
authority under section 7(a)(4) of ODNIInstruction 2005-10. 

V. (U) Ongoing Projects and Activities 

(U) Included among our ongoing projects and activities are an evaluation of the 
President's Daily Briefing (PDB), a review of the integration of the IC's Departmental 
and Service Elements, and an audit of internal controls over ODNI's Fund Balance with 
Treasury. 

(U) Inspections, Reviews, and Audits 

(U) Evaluation of the PDB: Sources, Resources, Processes, and Outcomes 

(U//F~he DNI relies on the PDB to provide the President and his senior 
advisors with a baseline of intelligence to inform their perspective on world events, 
potential threats, and the capabilities and intentions of our adversaries. The OIG is 
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evaluating the sources, resources, and processes used to develop the PDB, as well as 
the incentives and disincentives for agency participation in generating the PDB. The 
OIG also will contact PDB principals to assess the overall utility and effectiveness of 
PDB products and services. 

(U) Review of the Integration of the IC's Departmental and Service Elements 

(U) Recent OIG reviews indicate that many senior representatives from the IC's 
Departmental and Service elements believe their elements' missions and capabilities 
are not known, not understood, or not fully leveraged by the ODNI and other IC 
elements. The OIG is conducting a review to identify the unique roles, capabilities, 
expertise, and functions of the Departmental and Service elements; identify any barriers 
to their integration; and determine how these elements can be more effectively 
leveraged and integrated in the IC. 

(U) Audit of Internal Controls over ODNI's Fund Balance with Treasury (FBWT) 

(U) In the ODNI's Financial Statement Auditability Plan Report to.the SSCI 
( 15 April 2007), reconciling FBWT was cited as one of three key impediments to 
auditability of financial statements in the I C. 

(U) The OIG is performing an audit of the adequacy and effectiveness of internal 
controls as they relate to ODNI's FBWT. The purpose of the audit is to ensure that 
policies and procedures are in place to perform reconciliations of the ODNI FBWT on a 
periodic and recurring basis in accordance with federal guidelines. The OIG will issue 
the final report in early 2010. 

(U) Evaluation of Issues Related to the FISMA 

(U) During the FY 2009 FISMA evaluation, the OIG noted several issues that 
were germane to information security; however, these issues were not appropriate for 
inclusion in the annual FISMA report. Accordingly, the OIG is conducting a follow-up 
audit on those issues, some of which apply across the IC. The ADNI/CIO already has 
begun taking actions to address some of the findings of this audit, including initiating 
coordination with the Office of Management and Budget on an FY 2010 means to report 
FISMA results. In addition, the ADNI/CIO is working closely with other ODNI 
components to define a "system" for FISMA reporting purposes. 
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(U) Evaluation of the Administration and Management of ODNI Advisory and 
Service Contracts Supporting Critical Missions 

(U//F.POO) As a result of interest expressed by both the DNI and Congress, the 
ODNI OIG is conducting an evaluation of ODNI administration and management of 
contractors supporting critical missions. The objectives are to evaluate the risks 
associated with the administration and management of advisory and support contacts 
supporting ODNI critical missions; to assess ODNI initiatives to improve the 
administration and management of contracts; and to consolidate and synthesize similar 
agency-level evaluations of contractor resource strategies and applications and identify 
systemic or recurring problems, trends, and best practices, such as risk mitigation 
measures. 

(U) IC-Wide Acquisition Oversight: Strategies, Policies, and Processes 

(U) TheOIG requested through the IC IG Forum that other IC OIGs conduct 
organizational reviews similar to the inspection of ODNI acquisition oversight that the 
ODNI OIG completed. The OIG is coordinating with the OIGs of the DoJ, CIA, DIA, 
NSA, and NGA to review the acquisition practices of their respective agencies. The 
OIG will integrate the collective findings and recommendations from the IC IGs to 
provide a comprehensive report of inspection for the ON I. 

(U) Counterintelligence Community Review 

(U) The HPSCI asked the OIG to assess the IC's ability to coordinate 
counterintelligence operational and investigative activities. Thus far, the OIG analyzed 
the status of and trends in interagency collaboration and coordination on 
counterintelligence matters, interviewed senior officers in nine separate 
counterintelligence components, and examined their processes and strategies for 
handling and coordinating counterintelligence matters. 
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(U) In light of these significant organizational and personnel changes, the OIG 
will complete its review later this year to allow the newly appointed National 
Counterintelligence Executive to implement changes within the IC's counterintelligence 
program. 

(U) IC IG Audit Activities 

(U) The OIG also participates in the following activities: 

• CFO/IG Council- the CFOIIG Council meets quarterly to discuss. issues 
jointly and provide updates related to the IC's movement toward auditability of 
financial statements. Membership includes representatives from six IC 
agency CFOs and QIGs. The council is co-chaired by the ODNI CFO and the 
ODNI IG. The council is now resolving how the IC OIGs will support 
auditability through audits and continuing oversight. 

• Joint Audit Working Group (JAWG)- The JAWG coordinated requirements 
for FISMA reviews, provided briefings to the IC on the status of the Business 
Transformation Office and auditability initiatives as well as the use of forensic 
auditing techniques. In addition, the JAWG established a subgroup to focus 
on coordinating future cybersecurity audit issues. 

• Joint Intelligence Oversight Coordination Group (JIOC Group)- the JIOC 
Group is the DoD IG's equivalent of the JAWG and is headed by the DoD 
Deputy IG for Intelligence. This group includes representatives from the 
military branches, the DoD IC components, and the ODNI OIG. The ODNI 
OIG is a member and facilitated the expansion of JIOC Group's membership 
to include the DoD OIG's financial auditors to address IC financial 
management from both a programmatic and financial statement perspective. 

(U) OIG On-Line Complaint Intake System 

(U//FOUO) The ODNI OIG manages a complaint intake channel that allows IC 
personnel to file complaints on topics ranging from ethics violations to "urgent concerns" 
handled under the ICWPA. During this reporting period, the OIG intake channel 
received nine complaints. Of those complaints, two alleged the misuse of government 
funds, two alleged unfair hiring practices, two alleged a conflict of interest, and two 
alleged harassment and/or reprisals involving contractors. The final complaint alleged 
the misleading of Congress regarding an intelligence capability. Each of these cases 
has been investigated by ODNI OIG or referred to the appropriate IC investigative 
component for follow-up. 
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VI. (U) Status of Recommendations for Completed Projects 

(U) The implementation status of OIG recommendations during this reporting 
period is noted in the table below, listed by report in the order in which the reports were 
issued. Recommendations are "closed" if they have been fully implemented 
(designated in green); "resolved" if the ODNI has taken significant steps to implement 
them so that the OIG believes they will be fully implemented, but they are not yet 
entirely closed (designated in yellow); and "open" if they have not been implemented 
and substantial steps have not yet been taken towards implementation (no color 
designation). This list does not include reports for which all recommendations were 
closed before the start of this reporting period. 

(U) The OIG and ODNI management have developed a system to ensure timely 
and effective implementation of OIG recommendations. As a result, a significant 
number of recommendations have been closed or resolved. Specifically, 63% of the 
recommendations in the reports listed below are closed, 26% are resolved, and 11% 
remain open. In the past 6 months, 23 recommendations have been closed, and the 
ODNI has made substantial progress in resolving 16 other recommendations. 
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(U) Figure 6. Status of OIG Recommendations Made Between 2007 and 2009 

.~Iii~ 

(U) Establish and promulgate IC standards and a 
process for the dissemination of sensitive intelligence 
reporting to ensure that customer requirements are 
better met 

(issued: November 2007) 
DDNIIPPR lead; 

ADNIICIO 
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RESOLVED. The DNi Issued lCD 501, 
ICPG 501.1, and 501.2, but these 
standards do not fully address the part of 
the recommendation relating to sensitive 
intelligence. dissemination and Sensitive 
[Reporting] Review Boards. Specifically 
the SRBs are not jointly staffed nor are 
SRB members given unfettered access 
to all CAPs, severely hindering the 
execution of their envisioned role: 

No sooner than 3 years from the date of 
this report, the OIG plans to conduct a· 
follow-up Inspection of IC sensitive 
dissemination to determine what 
progress has been made. 
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(U) Promulgate a comprehensive IC-wide policy dearly 
defining agency I departmental roles and responsibilities 
with regard to the watchlist nomination process. (Issued: February 2008) 

NCTC lead; DDNI/PPRI 
Policy 
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NCTC and PPR have agreed that the 
best way to address this 
recommendation is through a DNI memo 
that covers the holes in current IC policy. 
The DNI memo will have the effect of 
formal policy. 
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;(b)(3) 
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(U) Ensure that all IC elements are incorporating the 
requirements of lCD 651 in employee performance 
appraisals. 

ODNI Office of the Inspector General 

(issued: August 2008) 
ADNIICHCO 
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RESOlVED. CHCOhas documented 
that most IC elements have 
implemented the requirements of lCD 
651 in performance appraisals. 
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(U) Direct the ADNI/CIO, in coordination with the 
ODNIIC and DDNI/PPR, to ensure through appropriate 
guidelines, policies, directions, standards and business 
practices that web-based tools and technology enable 
and enhance mission effectiveness. 

(U) Identify, compile, maintain, and distribute to the IC a 
list of the expertise of all IC elements. 

(U) Create a dear and succinct mission and vision 
statement for the ODNI. Publish arid communicate the 
ODNt mission and vision to the ODNI and IC elements. 

(U) Determine which recommendations made in the 
Achieving a Robust Collaborative Environment study 
should be implemented and appoint a senior officer to 
implement those recommendations 

(U) Establish an "Ask the Director" fink on the DNI 
homepage to solicit questions and comments from the 
IC workforce. 

(issued: August 2008) 
ADNI/CIO lead; DONI/A, DDNIIC, 

DDNI/PPR 

(issued: August 2008) 

(issued: August 2008) 
DIS; PAO 

(issued: August 2008) 
DIS 

(issued: August 2008) 
PAO 
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RESOLVED. "Ask the DNI" procedures 
have been completed and 
communicationnaunch plans are being 
finalized. "Ask the DNI" test pilot will 
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(U) CIO complete a documented comprehensive 
infonnation security program consistent with FISMA 
requirements that includes the following elements: 1) 
periodic risk assessments, 2) policies and procedures 
based on risk assessments, 3) plans for providing 
appropriate infonnation security, 4) Periodic testing and 
evaluation of the information security policies and 
procedures, 5) A process for developing a plan of 
action, and 6) Plans and proceduras for developing 
continuity of operations for information systems. 

(U) CIO to establish milestones and .complete strategic 
plans and programs and finalize system inventories. 

(U) CIO to establish milestones for completion of the 
information security strategic plans. 

(issued: August 2008) 
CIO 

(Issued: August 2008) 
CIO 

(issued: August 2008) 
CIO 
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The ADNIICIO is in the process of 
implementing this recommendation. 

RESOLVED. IC information security 
strategy completed 6 Feb 09. 
Milestones to be completed by 1 April 
2010. System inventories are finalized. 

The CIO will complete this in July/August 
2010. 



(U) CIO in coordination with 0/DMS to establish a 
roadmap to identify the inventory of systems that are 
ODNI responsibility and those that are IC-wide 
responsibility and establish a timefrarne tor completion 
ofroadmap. 
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(issued: August 2008) 
CIO 

28 

RESOLVED: Resolved until the next 
FISMA review determines that the 
inventory listing is correct. 
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(U/1~ Revise the auditability strategy with target 
dates for achieving auditability based on standard 
financial systems and ICBT Initiatives and monitor 
progress towards auditability. 

(UI~) Complete and submit to Congress the 
remaining financial plans and architectures that were 
due to the SSCI in 2005. 

(UIIFUIJO)Expedite the finalization and Issuance of 
common U.S. persons rules, principles, or 
presumptions. 

ODNI Office of the Inspector General 

(issued: November 2008) 
CIO 

(Issued: November 2008) 
CIO(BTO) 

(issued: November 2~) 
OGC 
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RESOLVED. The FIG plans to provide 
an updated auditability strategy to the 
SSCI by May 2010. In the interim, the 
FIG continues to monitor agencies' 
progress in management controls and 
key areas (FBWT, IGT, and PP&E). 

RESOLVED. BTO delivered the IC 
Business Enterprise Architecture to the 
SSCI on 31 December 2009. 

RESOLVED. OG9 has been working 
extensively with DoJ NSD to make IC 
agencies' Attorney General guidelines 
consistent across the IC. This effort is 
underway, but is not yet ccimpleted. 
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(U) Lead the effort to define what constitutes a "system• 
for consistent IC application for both auditability and 
business transformation. 

(U//Fooot'f'ublish IC policy no later than 120 days after 
signature, identifying a governance model for the ODNI 
AO workforce relative to the IC acquisition community, 
including: 
A. Revising lCD 1 to account for current distributions of 
authorHtes and decision rights. 
B. Standardizing levels of official interface and protocol 
between ODNI offiCials and IC counterparts. 
C. Clarifying the role of the PDDNI relative to the 
codified authorities of the DNI's Milestone Decision 
Authority (MDA) (DDNIIFC), the DONis, the ADNis, and 
ONI Policy for the IC. 

(U//Fel:le) Document the existing processes that link 
DDNIIFC acquisition decisions With CFO funding 
decisions no laier than 210 days after signature. 
Provide the widest possible dissemination of the 
documented processes to ensure members of the AO 
staff are aware of all options available to utilize funding 
authorities as a management instrument. 

(U//E9C10) DDNIIFC enforces accountability for IC 
agencies to have validated requirements documents as 
a prerequisite for MDA delegation, and permanently add· 
such language to DDNIIFC performance objectives no 
later than 360 daYs after signature. Additionally, when 
the DDNIIFC delegates MDA for a program without a 
validated requirements document, formal justification to 
the ONI shall be identified in an Acquisition Decision 

(issued: November 2008) 
ADNI/CIO; CFO; coord with PPR 

October 2009 
DIS; DDNIIPPR; 

PDDNI Executive Staff 

January 2010 
DONI/AT, 

ADNIICFO, 
ADNIISRA 

30 

May2010 
DONI/AT 

Awaiting PPR completion of lCD 1 
revision and DNI Front Office completion 
of a revised M~estone Decision Authority 
delegation memorandum for the 
DDNIIA&T. 

RESOLVED. The ADNIICFO, SAE, and 
ADNI/SRA have provided the OIG a plan 
to enable the use of DNI fiscal 
authorities in response to poor 
performance and compliance in IC 
agencies. The ODNI will monitor the 
use of Apportionment Footnotes in 
response to performance and 
compliance issues identified in the 2009 
PMP report before a 

RESOLVED. (Deadline for 
implementation has not been reached.) 
OIG will evaluate progress in 2010 to 
make a determination of closed. 
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(U//~ DDNIIFC, the CIO, and the Office of General 
Counsel to coUaborate and codify statutorily compliant 
areas of oversight jurisdiction no later than 120 days 
after signature. We also recommend that the DNI and 
the CIO codify processes for oversight of IT programs 
under CIO jurisdiction no later than 120 days after 
signature, and maintain sufficient numbers of 
experienced IT professionals to execute the processes. 

(U/JFet10}"Establish and codify a repeatable process 
for Major Systems A~uisition (MSA) designation no 
later than 90 days after signature that accounts for 
statutory funding thresholds. 

(U//1;000') Establish a plan to provide oversight to 
programs before Milestone A and after Milestone C to 
complement current monitoring of Phase B activities no 
later than 120 days after signature. AdditionaUy, the 
OIG recommends that the DDNIIFC coordinate with the 
DDNI/C, the DONI/A, the CFO, and the CIO to codify a 
process no later than 120 days after signature, that 
includes performance data for aU operational MSAs in 
an appendix to the annual IC Program Management 
Plan (PMP) report. 

(UIIFOOt5) DDNIIFC and DDNI/PPR to revise the 
ACCEA no later than 150 days after signature, with the 
following objectives: A. Align goals with stated strategy 
elements: Policy Guidance, Monitoring, and Corrective 
Action. · 
B. Update ACCEA Immediate Actions to address 
corrective action as a priority. 
C. Elevate workforce qualification and certification goals 

(U//10600} Establish a process to track and address 
instances of IC agency noncompliance with IC 
acquisition policy and process discipline breakdowns no 
later than 120 days after signature. An option the DNI 
may wish to consider is to establish ODNI staff liaison 
positions at the IC agencies to act as the forward­
deployed focal points for all actions and information 
requests transmitted from the ODNI staff to an agency. 

ODNI Office of the Inspector General 

October 2009 
CIO 

September 2009 
DONI/AT 

October 2009 
DONI/AT 

November 2009 
DDNI/PPR, 

OGC 

October 2009 
DONI/AT 
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RESOLVED. The ADNI/ CIO codified 
the IC IT Program Assessment Process 
on 4 NOV 09. However, the OIG is 
aware of ongoing challenges within the 
OCIO to hire and retain sufficiently 
trained personnel to effectively execute 
their oversight mission, a·nd that CIO 
execution of Milestone Decision 
Authority for Railhead is a maturing 
process. 

RESOLVED. Procedure approved on 11 
Aug 09 by DONI/AT (Acting). OIG wiH 
assess execution of the 201 0 MSA 
designation process and verify its 
codification before rende.ring a 
determination of CLOSED. 

SAE and SRA efforts are expanding 
ODNI oversight into pre-Milestone A 
activities. 

The SAE is including high-level achieved 
performance data for active MSAs in the 
2009 PMP Report. The OIG wiQ monitor 
SAEs reporting efforts, along with efforts 
of SRA to document required capabilities 
for IC MSAs, to ensure the reporting 
becomes sufficiently detailed for the 
201 0 PMP report before making a 
determination of CLOSED. 

RESOLVED. The new National 
Intelligence Strategy was signed 18 Aug 
09 and included·Enterprise Objective 7: 
Improve Acquisition, negating the need 
to revise the ACCEA. ICPG 801.3 
staffing has recommenced. PPR will 
check on the timing for 801.3. 

RESOLVED. SAE Staff includes IC 
agency compliance information in the 
Annual PMP report. OIG will verify 
inclusion of such information in the PMP 
report and ensure a mechanism is in 
place for the DDNIIA&T to inform the 
DNI and the IG of ODNI staff 
noncompliance with IC Acquisition 
Policies before making a determination 
of CLOSED. 
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should reconc~e the ADNIICIO and MSC inventories 
with the IC Registry, at a minimum, on a quarterly basis. 

180 days of this report, ADNIICIO will develop a 
certification and accreditation strategy including a 
schedule (plan ·of action and milestones) fOI' 
reaccrediting the cited systems and update this 
lnfOI'mation In the IC Registry and the Director of the 
Mission Support Center will establish current 
certifications and accreditations for all systems identified 
under their ownership and update this information in the 
IC 

120 days of this repOI't, should: a) Establish a 
plan for perfOI'ming contingency plan tests on systems 
whose contingency plan tests are greater than a year 
old and establish a designated period for Mure 
contingency plan tests; b) Perform contingency plan 
tests on all systems with an availability rating of high; c) 
Assign availability ratings to all ODNI systems on the IC 
Registry. 

The andthe 
of this report, should: a) Develop a uniform written plan 
of action and milestone process for the ODNI; b) Revise 
their plan of action and milestone lists to include dates 
when items are placed on the lists, projected milestone 
dates, and actual COI'npletion dates so that progress on 
the actions can be monitored; c) Review existing plan of 
action and milestone lists and determine which items 

March 2010 
ADNIICIO 

DIMSC 

2 September 2009 
ADNIICIO 

DIMSC 

March2010 
ADNIICIO 

0/MSC 

January 2010 
ADNIICIO' 

January 2010 
ADNIICIO 

DIMSC 
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RESOLVED. Resolved fOI' both ICES 
and MSC until the 2010 FISMA review. 

RESOLVED. Resolved for both ICES 
and MSC until the 2010 FISMA review. 

RESOLVED. 

RESOLVED. 

RESOLVED. Resolved until the 2010 
FISMA review. 
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can be easily remedied so they can be closed. 

(UIJEO.UO) The ADNI/CIO and the Director of MSC, 
within 60 days of this report, should: a) Designate 
personnel who have significant responsibilities for 
information security; b) Develop an ODNI pilot training 
program and plan strategy to provide the designated 
personnel with training commensurate with their roles. 

SEChT//NcfooRN 

31l~:emJ, 2009 

December 2009 
ADNI/CIO 

D/MSC 

No11ember 2009 
ADNI/CIO 

D/MSC 

November 2009 
ADNI/CIO 

D/MSC 
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: We recommend that the Director 
Intelligence (DNI) Issue a written statement to the 
Intelligence Community (IC) pronouncing strong support 
for the goals of the Joint Duty Program, its continued 
implementation, and requirements as identified In ICPG 
601.01. 

to strongly promote the IC Jolnt Duty Program in their 
organizations. 

accountable for Joint Duty implementation by induding 
Joint Duty rating factors in their annual performance 
appraisals and Personal Performance Agreements. 

4: elements 
heads to establish policies requiring that proposed Joint 
Duty assignments be reviewed and approved by 
employees' first-level supervisor and second-level 
manager. 

recommend that the ..... N""..," .. 
purpose of the Joint Duty Program to indude both 
leadership development and broader collaboration 
throughout the IC. 

DNI 

DNI 

DNI 

DNI; DIS; CHCO 

ADNIICHCO 
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6: We recommend that the ADNIICHCO, in coordination 
with the ODNI Director of Communications. establish 
and implement a comprehensive Joint Duty Program 
corporate communication strategy to Include: 

-• Periodic communications to the IC, induding 
success stories, personal experiences, or special 
opportunities. 

• Templates for brochures, email messages, and 
articles. 

• Periodic town hall meetings and brown bag seminars 
across the IC. 

• Marketing tools developed by the Joint Duty 
Community of Practice (COP). 

• IC CHCO Council meeting minutes prepared and 
distributed to aiiiC CHCO Council members and 
alternates. 

7: We recommend that the ADNIICHCO develop and 
distribute to all IC elements a list of commonly 
understood tenns, with definitions, for use in Joint Duty 
Program vacancy announcements. 

8: We recommend that the ADNIICHCO develop and 
deploy a software application that automatically moves 
vacancy amouncements posted on the unclassified 
Joint Duty website to the JWICS Joint Duty website. 

9: We recommend that the ADNI/CHCO develop an IC­
wide, automated, online application for Joint Duty 
vacancies that ensures routing through the applicant's 
Joint Duty Program manager and supervisory _chain. 

10: We recommend that the ADNIICHCO use the 
phrase •Memorandum of Understanding• in all Joint 
Duty Program documents to conform to lCD 601 and 
ICS 601-1. 

11: We recommend that the ADNIICHCO finalize and 
distribute the Joint Duty Memorandum of Understanding 
(MOU) template for use by IC elements. 

ADNIICHCO, coordinating with 
Director of Communications 

ADNIICHCO 

ADNIICHCO 

ADNIICHCO 

ADNIICHCO 

ADNIICHCO 
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12: We recommend lhat the AONI/CHCO Institute a 
policy to ensure a smooth transition for Joint Duty 
participants into the gaining element, to incl~de pre-
assignment meetings with the gaining element. 
Participants should meet with: 

• Their direct supervisors to discuss the assigrvnent 
ADNI/CHCO 

and expectations, which will form the basis for the 
Memorandum of Understanding. . Human Resources to facilitate administrative 
aspects of the assignment (such as computer and 
telephone accounts and facilities access). 

13: We recommend lhat the ADNI/CHCO work with the 
Joint Duty Community of Practice (COP) to develop and 
promulgate IC reintegration best practices and timelines. 

ADNI/CHCO 

14: We recommend lhat the AONI/CHCO request that 
IC CHCO Cou.ncll members designate a senior Human 
Resources officer in their IC elements to be responsible 
for the creation and Implementation of a reintegration ADNIICHCO 
program, to Include the identification of suitable follow-
on assignments. 

15. We recommend that the ADNIICHCO discontinue 
the requirement for an IC element to report quarterly 
promotion data no later than 60 days after the IC 
personnel Data Repository (PDR) has reached full 1 October 2010 
operational capability and the IC element has fully ADNI/CHCO 
complied with standards and data submission 
requirements for PDR- or by 1 October 2010, 
whichever occurs sooner. 

16: We recommend lhat the ADNIICHCO develop and 
implement a training module to familiarize Joint Duty 
Program Managers with the planned PDR. 

ADNIICHCO 

17: We recommend that the ADNI/CHCO collect data 
from each IC element annually to track bonus data, 
comparing Joint Duty Program participants with their 
non-participant peers. AONI/CHCO 

16: We recommend lhat the AONIICHCO study the 
feasibility of reimbursement to Joint Duty participants for 
mUeege to assignment locations lhat exceeds the 
normal distance driven to and from their home elements. 
If the ADNIICHCO determines that reimbursement for Comment from DNI: ·set a threshold so 
mileage, or other incentives, wiH enhance participation in ADNI/CHCO we are relieving real hardship.· 
the Joint Duty Program, the ADNIICHCO, in conjunction 
with the OGC, will e11plore administrative and regulatory 
options for implementing such incentives, or, if 
necessary, will e11piore a possible legislative remedy to 
allow for mileage reimbursement. 
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19: We recommend that the ADNI/CHCO promote use 
of the 50 CONI-funded Joint Duty positions ava~able for 
the Departmental and Service IC elements through the 
Deputy Executive Committee, IC CHCO Council, and ADNIICHCO 
the Joint Duty COP to enable the Departmental and 
Service IC elements to backfill for those employees who 
are approved to take a Joint Duty assignment. 

20: We recommend that the ADNIICHCO: . On a semi-annual or annual basis, use the IC CHCO 
Council to highlight and discuss initiatives used in 
implementing Joint Duty. 

ADNIICHCO • Develop opportunities, including virtual opportunities 
using the Joint Duty website, to broadcast these and 
other innovations and initiatives. 

(U} The table below illustrates the status of recommendations made in ODNI OIG 
reports between 2007 and 2009. 

(U) Figure 7. Status of OIG Recommendations Made Between 2007 and 2009: 
Totals and Percentages 

(U) OIG REPORTS (2007 -2009) STATUS OF 
RECOMMENDATIONS 

Total Closed Resolved Open* 

Recommendations* (%of Total) (%of Total) (%of Total) 

96 60 25 11 
(63%) (26%) (11%) 

*Does not 1nclude recommendations from the Nov 2009 J01nt Duty Report (20), for wh1ch the 
implementation deadline has not yet passed. 
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(U) Report Waste, Fraud, Abuse, or 
Misconduct 

(U) To report allegations of waste, fraud, abuse, or misconduct in the ODNI 
or IC agencies, contact: 

Office of the Inspector General 
Office of the Director of National Intelligence 

Investigations Division 
Washington, DC 20511 

Commercial: (703) 482-4955 

or 

(U) Some ODNI OIG reports are also posted on our classified website: 



• 





(U) Office ofthe Director ofNational 
Intelligence 

Office of the Inspector General 

(U) Annual Report 
January 31, 2008 



rrQl3! 
(U) Message from the Inspecto•· General 

(U) Thi.s reporting period marked the second ful.l ycor ofoper.a1ions for tbc Office of the 
Inspector General (OIG} for the Office of Lhe Director ofNaiional Intelligence (ODNI). In 
accordanc~ with the lnteUigence Refonn and TerroriSm Prevention Act of2004 (IRTPA), the 
Direclor of National Intelligence (DNO established ihc ODNJ OIG in July 2005. 

(U) This past year, the primary impetus of the 0 IG • s etror.s wns to execute on the Intelligence 
Community {IC) reform mission by reconunencting impro\'l!ments in th'e foUowing four general 
focu~ arellS: 

• Increased information sharing in the IC, 

• Enhanced finallcial ma.nagemcnl in the ODNI :md IC, 

• Efficient and effective management ofrlle ODNt. and 

• Effective integration oflaw cnfor..:emcnr into the IC 

(U) The ODNl 010 completed or initiated several significant projeclS in 2007 to address lhese 
focus areas, including a review of domestic intelligence integration, an organizational and 
cultural Diagnostic of tbc ODNJ. a follow-up review of the Nationai Counterterrorism Center 
(NCTC). an inspection of Ad\"anced GeospariaJ Intelligence (AGC) capabilities; and an initiative 
to promote auditable financial statements. Many of these projects are ongoing ond will be 
expanded or completed in 100&. We also conducted several investigations. 

(tJ) 1n addilion, in coope;ation with the olhct I.C Iru.-p«tors Geneml. we have conduc1cd llll IC­
wide review of the tenorisl wntchlistnom.ination process. 

(U) 1 anticipale that our volume of investigntions and inquiries will increase io 2008, and I intend 
to keep the DNI and Congress informed of our work. 

(U} For myself and the staff of the OIG, we are honored lo serve and are committed to 
accomplishing our goals. 

Edward Maguire 
lnspec.tor General 
Office of the. Director ofNationul Intelligence 
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(U) Office Profile 

(lJ1 Titc Director of National .Intelligence (DNl) established the Office of the Inspector General 
(OIG) to detect and de1er wnsre, fraud, abuse, and misconduct io,•oiving the Office of the 
Direcior ofNationallntelligence (ODNI) and IC programs and personnel, and to promote 
economy, efficiency, and effeclivcness in 1.he ODNl and lC operations. The OIG has 
responsibility for programs and operations internal to lhe CONI .• as well as responsibility over 
community-wide and cross-agency matters that are ,vjt.J.Jn ;:be D:!'ITs authorities. 

(U) The 010 staff insJ>ects and a~tdits progrnrns; <Jssists tnansg.:..ment in promoting integrity, 
econon"iy, efficiency, and etTecliveness; and investigates alleged violations of criminal and civil 
laws, regulations, and ethical standards arising from the conduct ofODNl and lC employees in 
their numerous and dh·ersc tlcti,rities. 

(U) OIG Organization 

ODNI Office of the Inspector General 

Figure l • UNCL.o\SSlFIED 

(U) The OIG consists of ihc following divisions: 

(U) Inspections Division. ConductS program and management rv:.views that include on-site 
inspection. sunistical and substantive analysis, and lhe evaluation of documentary evidence to 
rcvie'>v OD!\:1 and IC programs and activities, and makes recommendations for impro\·emenl. 



ser/rJl 
(U) Audit OfYision. Exea~tes independent program and financial audils ofODNI programs, 
computer systems, and financial statements. as \\·elln.s perfonnanc.e and financial audits of JC 
programs and operatjons falling witl1in tbe atlthorities and responsibilities of the DNJ. 

(U) ln\'C!;tigattons Dh'ision. lnvcslig:ucs allegations of violations of criminal laws and 
~1dministrntive regulations arisiJlg from the conduct ofODNI employees a."ld contractors, ns well 
as IC employees and co.ntractors whose duties fall under th~ authorities)wd responsibilities of 
the DNI. 

(l.J) "\d\1Sory Sen ices Di\islon. Conduc;s process improvement and management consulting 
for the ODNI, its centers, and the IC. Asiists the IC in developing, documenting, and 
implementing proces.ses, procedures. perfomuu1~c measures and melrics, and process interfaces 
to improve both effectiveness and efficiency. 

(U) Q,·ersigltt and Polk}' Division. Monitors and analyzt-s trends and patterns CQncerning 
intelligence oversigb; activities .:~cross the lC. liaises v.·ith the President's foreign lnrelligence 
Advisoty Board's lntellig<:ncc 0\·trsight Boa.rcl {lOB), liais~ with congressional oversight 
committees, and conducts policy srudies on behalf of the Inspector Gi!neral (I G). 

(U) OIG Personnel 

(U) Th" OIG nuthorized workforce level for FY 2007 was 21. As of Januery 15, 2008, the 010 
had 19 Stilff on board, witb vacancy announcement~ pending for 2 staff positions that would 
bring tl1c OIG to full capacity. In the 2008 Defense Appropriation Ac.t, $2 million was 
appropriated specifically for the OIG to hire 12 additional staff. Ho,vcver, th~ OIG has not hired 
against Lhose appropriated positions pending auiliorization from the ODNI front office, and the 
additional 12 po~idons are not rdlec,ed in lhe statling tabJc below. 
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Figure 2 - UNCL\SSIFIED 
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(U) OIG Resources 

(U) Completed Projects 
(U) Inspections and Reviews 

(LJ1 Re,;ew of Dissemination of Sensitive Reporting 

(li) The 0!'.'1 tasked W( OIG to study current practices throughout the IC relating to the 
dissemination of compartmented intelligence :wd to make recommendations for improvement 

b)(1) 
b)(3) 

(b)(1) 
(b)(3) 



(U/11-~To address these findings, the 010 recommended that the DNl: I) establish an office 
to promulgate polic.ies and procedures for dissemination and access, and 2) establish an objective 
process for arbitration of dissemination disputes for the IC's most sensitive intelligence: Tbe 
DNf concurred with the reconunendations .• and many IC agenCies began implementing lhcm. 

/(b)(1) 
: (b)(3) 
r 

• r 

r 
r 
I 
I 

(b)(3) 

(U/iFGtn:5) Wl1ile the National Sec.wity Agency (NSA)/ ·~ __ ------(b)(3) 
C I· itl13s ln1pfo\.·e<l1h~efi1tiency-ot1ts"di!Semmatl0fl----:-- _____ _ 

efforts by automating the d1stributJon of its sensi1ive series reporting. The OIG believes that the (b )(3) 
NSA has suf11cientlv addressed the recommendations,( \ . (b)(3) 

(U) National Ground Intelligence Center (NGIC) Follow-Up 

(U) In 2005, the OIG inspected the ope.rations of the NGIC, whicb \.vas criticized by the \llMD 
Commission and by the Sena4e Select Committee on lntcUigencc in its Report on the IC's Pre­
war Intelligence Assessments on Iraq. The OIG found that the. NGIC had instituted new systems 
aud rules relating to work flow prot:.es.ses and senior sta'ff reviews, instituted a fonnalized quality 
assurance program, and developed and launched new training programs to achievc·higber 
analytic standards within its organization. 

6 
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(U!iret16) During this reporting period, the OlG issued a report ofa follow-up inspection it 
conducted to ~~ the NGICs progress in maintaining and implementing new procedures and 
progmms. tq' . . . , \_'J]l_e_q!Q f~u_n_d_\b~L~GiCllad-lna_d~------- -·---(b)(3 ) 
progress mlhe overalltmplemenratlon of the1r pr-ognuns and processes, but that some lmtrung 
initiatives remained in developmem or were nwaiLing approval. 

(U) Audits 

(U) Audit of the Contract Award Process for the CASES Program 

(U) The ConlJ"Sct Ad\·isory and Assistanc~ ScJViC'.es/Systems Engineering and Technical 
Assistance nnd External Analysis and Confcrencing Suppon (CASES) PI'Ogram is ~11e of the 
largest corporate contract programs for the ODNI, with a total e~limated value of$406 mil1ion. 
The CASES program pro\ides contractors for suppon and technical assistance tO the OONL The 
OIG. in conjunc.lioo with the CL~ OlG, audited the proc.e:.s ·USt'd 10 a\v'!id the Indefinite 
Dcliveryilmk.finitc Quantity (ID/IQ) contnlcts under CASES. Specific.ally, the OJG reviewed 
lhe actions and decisions mad.: from requirements definition through award of the ID/IQ 
contracts to determine whether they were executed in accordailce wilh ODNl and CIA policies 
and procedures.· 

(U) The audit determined thal the ODNI and tbc CIA gcncraHy complied with ilie· Federal 
Acquisition Regulation (fAR) :md th-e. CIA Cootratting M3Il.Ual in conducting the acquisition 
planning, contract solicitation, and the source selection proc.edures. However, the acquisition 
plaruting diclt10l address performance-based acqu~sitions as required by the F' AR. As o result, 
,..,.c recorru11eilded that t.he Chief, ODNI ContractS, amend me CASES acquisition plan to address 
the FAR requirementS for pc;.'tfornunce-based acquisitions. issue a policy to implement 
perfonnance·bascd acquisitions in the ODNI, nnd provide training to the coturscting ofticers and 
contracting officer technical rcprt"scntativcs on pc.rfomtance-bascd ltcquisilions. The Chief. 
ODN1 Contracts, concurred "'it.h the recommendations. 

(U) Fede•·ullnformation Security Mnnagement Act(FISMA) Re\'iew 

(lJ1 rne FJSMA requires the inspector General for each agency to conduct liD annual 
independcm evsltunion of the agency's infonnarion security programs and pructices. The 
e\·aluntion includes testing the eff-ectiveness ofinf:Onnation security policies, procedures. and 
practices of a subset of agency systemS. To oversee the implemenr.ntion of policies and practices 
relating to infonnation security, the Offic.e of Mal'l!agemcnt end Budget (OMB) has issued 
guidl\nce io agencies for their FISM.A requirements. 

{U) ln fiscal year (FY) 2007. lhe OJG e\-aluatcd '\l'hether the ODNl bas implemented a. 
comprehensive inform~tion securiry program for internal ODl\fJ operations and for t:he IC's 
information systems. ll1e review detennined thnt while tl1e ODNl has elements of an 
inform.ai:ion security progrnm and is making efforts to put n comprehensive plnn in place, it bas 
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not yet implemented a comprehensive infonntnion st:curity program for eith~r internal ODNI 
operotions or for the IC's information system~. We recommended that the Chieftnfomunion 
Oft.icer (ClO) aod Security continue to work on es·rablishing a comprehensive and effective 
infomuHion ttccurity program Rod to deVl~·lop information security strategic plans. 

(U) Advisory Senrices 

(l.J) Diagnostic of the 0Di'41 

(U) ll1e DNI requested that the OJG conduct an Organi7.ational nnd Cultur<d Diagnostic and 
Design Study (Organizational Study) oflhe ODNI. The OIG int~rviewed a total of 146 ODNI 
employees from every ODNI office and across all grade: levels. During the imen·iews. ODNI 
employees identitie~ several mostly cultural conditions in the ODNI ihal could be improved. 

(U) The OJG briefed the ~cnior leadership of the ODNI regarding the OlG's findings and 
recommendations and delivered to the DNI a final repori conlnining our findings, statistical 
evidence supporting our findings, and recommendations for improvements and future actions. 
ODNt mam1gemcnt concw-red with many of the recommendations, and Lhe OIG will continue 10 
monitor implementation of these rc:oommendations. 

(lJ) Organizational and Cultural Diagnostic ofDDI'IllAcquisition 

(U) The Deputy Director of Naliooal.lntelligonce (ODNJ)/Acquisilion requested thal the OlG 
conduct a follow-up study of Acquisition based on the Organizational Srudy to detem1inc 
whether some of the ct)nditions idenrifk·d during the ODNI Diagnostic as needed improveme.ot, 
exist in Acquisition. The OlG iJJ.teniewed approximately .S0%1 of the employees of Acquisition 
to address the issues raised in the Organizational Study llnd identified 3 challenges facing the 
OD'NliAcqui:;ition:'vcnical and horizontal information flow, lack of respect for 

8 

/(b}(1) 
I (b)(3) 



• . . . . . . ~I 20330132 . 

DDN I/Acqulsltton s authonues, and co s1on ~rcgarchng mlemal structural changes. The OIG 
provided its recomn1endations to lhe DDNL'Ac.quisition and he concurred with them. 

(U) Assessment of ODJ\'1 Human Resource 1\1anagement Functions 

(U) The Director of the Intelligence Staff and t:h.e Exectilive Review Board requested the 
Advisory Servic-es Division conduct a comprehensive review of the Human Resource 
!\.fanagement (HRM) function of the ODNl. The purpQse of the review was to determine lbe 
efficiency and effective.ness of tl1e HRM function, document HR..I\1 processes, and make 
recommendations for improvement. 

(U} Through the review process, the OIG identified several key conditions that must be 
addresseD in order to improve the efticiency and etTectiveness of the ODNI HRM function, 
including: 1) policies, processes, and procedures; 2) authorities and responsibiUties; 3) 
organization and staffing; 4) system support; and 5) management responsiveness. The OONl 
concurred wi<h many of the OJG' s recoin.mendarions, has successfully implemented some of 
them, and is in the process of implemenring others. 

(U} Investigations 

(U//•J.l..fJ6> The OJG conducted 19 investigations during this reporting period, including 
improper usc of position, improper use of govemment resources,. disparate· hiring practices, 
contract irregularities, time and attendance abuse, voucher fraud, policy and procedure 
adherence. and ethics violaiions. Select i.nveslit!:ations are hi~rhli!!hted below: 

. - ¥ ~ 

(U//F~1isusc of a government vehicle: 
Tbe OIG condur.ted an investigation iota the activities of a· senior ODNI official to determine 
•.vhetbt•r the offic-ial commicted cootnict fra\ld, abused official trnve.l, and misused a government 
ve.hicle. The im'estigation found that the offiCial did nOt commit contract fraud or abuse official 
travel; however the official misused a govemment vehicle on four. occasions. 

(UI/Fp.tr6}1raqi Media Release Pt·ojed (JMRP): 
The OIG reviewed and evaluated the pol ides, pr()ccsses, and procedures deve.Joped to implement 
and manage tlie r:MRP and whether i.he e.stabli.-hed policies and procedures were·followed in the 
posting of three Iraqi nuclear-related documents, generally believed to be cla5sifie.d ·by IC 
elements. The study deferntined that policies and prol:edures v.·ere foUowed; however, the 
procedures tbr document review laCked sufticie_nt guidance, which caused the inappropriate 
release of classified documents tO a public we.bsite. 

(Ui~Count~rfeit ofan.Officiallnsignia: 
A joint in\•estigation by the ODNI OIG and the CL~ OIG developed evidence that a contraci 
employee of the ODNI forgc4 the signature of the fonner Principal Deputy DNI on a fraudulent 
document. During this reporting period, the contractor pled guilty ro one. misdemeanor count. of 
c.ounterfeit of an official insignia and was sentenced to 60 days of home detention, 18 mooths 
probation, and a fine of$1500. 
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(lJ//~Ailcgation of Possible Fraudulent Reimbursements: 
The OIG received an allegation of irregularities t-egardiug the travel vouche.r submissions of an 
ODNI employee during his previous employment by another lC agency. The investigation 
detenni11ed that although the. subject was improperly reimbursed for several days of per diem 
while. he \~;as on leave, his vouchers were prepared by his office manager and the errors were 
unintentional. 

(U/~AIIegation of Abuse of Position: 
The OlG investigaied an ODNI ofiicial for allegations ihat he had threatened re.prisals against 
several ODNI employees. These allegations were not substantiated. 

(U/!F9Y6}{Jse of Subpoena Authority: 
During this reporting period, the ODJ\'1 Inspector General did not exercise subpoena authority 
under se.ction 7(a)(4) ofODNllnstruction2005-JO. 

(U) Oversight and Policy Division 

(U) Cyber Operations Study 

cyber operations. 

(U) Intelligence Onrsight 

(U) The 010 analyzed reporting £o the Intelligence Ove~ight Board (~OB) by theiC IG 
community. Ln addition. other intelligence. oversight activities included conducting site visits to 
several IC IG intelligence oversight offices. communicating lOB reporting standards, assisting 
lhe Civil Liberties Privacy Office with the Protect America Act Compliance Assurance Program, 
and serving as an IC IG focal point for questions regarding intelligenc-e oversight efforts. 
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(U) Intake Program 

(U) TI1e OIG implemented an integrated on-line complaint intake program so t~embers of the IC 
can alert the OIG to incidentS offraud, waste, abuse, or substantia] and specific danger to public 
health and ~afety. The program is located on the ODNl OIG JWICS \Veb page. 

(U) Intelligence Community Inspector General 
Activities 

(U) lnteUigence Community lnspectm·s General Forum 

(U) The ODNllnspector General cha.irs lhe InMLigence Conununiry ~pectors General (lC IG) 
Forum, a quarterly meeting of all J.ntelligence Community lru;pectors General, or their designees. 
The ODNI OIG also ti.tlfiU!:> the Execu1ive Sccre1ariat ti.tnctioo for ilic forum. 

(U) The JC [G Forum is designed to promote and further collaboration, cooperation, and 
coordination among the IGs of the JC, with the piuvose of strengthening the colJe.ctive rok and 
cffcchvenc.ss of IGs throughout the IC. enhancing. the value of OIG activities in support ot' the 
N:ttional Intelligence Str3tegy, and increasing efficiency by avoiding duplication of effort among 
the IGs of rhe IC. Throughout 2007, the IC IG Forum provided Lhe IGs a venue in \Vbkb to 
sha.re information. cduc:ltc one another, and discuss and collaborate. on matters of common 
CODCCnl. 

(lJ) l31
h Annual Intelligence Community' Inspectors General Conference 

(U) The ODNJ OfG hosted the 13m annual Intelligence Community fnspectors General 
Conterenc.e. The topic tor rbe coufcrcnce was "Proc.urcment Fraud," and it featured panels and 
sessions on issues like Lbe Joint Department of J"LJsticc (DOJ) /IG Task Force on Procurement 
F r:.ud (see the discussion of Lbe N'PFTF in Ongo1ng ProjecLS }, IG perspectives on proeurem~nt 
fraud, fraud issues in a war zone, intelligence oversight by Congress, and furensic investigations. 
Over 300 lnspectors General :md stafl"from 15 OIGs attended the conference, as did the 
Honorable Paul McNulty, Deputy-Attorney General, whose keynote address focused on the 
prevention and detection of procurement fTaud, a:nd the important partnership between DO) and 
OJ Cis. 
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(U) Ongoing Projects 
(U) Inspections and Revie,vs 

(U) Review of the NCTC. Phase ll: Effectiveness of Community Relations 

(U//F,9l:KJ) In 2006, the OIG conducted the first of a two-phase inspection of the NCTC, which 
focused on the overall perfom1ance ofthtl NCTC and its mission. In March 2007, the 010 began 
Phase II of the inspection of the NCTC. Phase T\vo examines the state of relations betwe.en the 
NCrC and its federal and non-federal partners, i.ncluding: 

• Activities that are complementary, overlapping, competing, or counterproductive among 
the counterterrorism (CT) organizations; 

o Information sharing among CT organizations; 
• IC and Law Eruorccme.nt community perspectives on the present and future role of the 

NCTC and the rationale for those pcr~pcctivcs; 
o Tht: efft~ctiveness of the NCTC's e.xte.ma.l collaboration; and 
• The quality, utility, and ac.cessibility ofNCTC products. 

(U} Review of the Terrorist \Vatchlist Nomination Process: Findings and 
Recommendations for Action 

CU/iF.D.UOtJ r:::;:-;:~~=~= ........ ....---__J/- ---- ----(b )(3) 
'--------=-----:---,--~:-::-:c-o--:----c------,-,...,-J)ire working together to rev1ew me 

proces;;es for nom.inating individuals to the consoHdated terrorism Watchlist. The respective 
agencies' OlGs have examined the •valchlisting process within their ov.·n agencies, and the 
ODNI is analyzing tbdr tin dings as part of its review of the watchlisting process across the lC. 

(U) Inspection of Advanctd Geospatial Intelligence (AGn Capabilities 

. To date, the OIG has gathered over 6,000·pagei 
'--o"f"d'o-c-um--c-n:-:ts-, ""'in-:-:t-:-en--.,ie.,-.\-ve-d,---o'-,e-.r--.;."""'.-.----1 cross the IC, and examined rbe foUowing AGI 

program activiries: 

Functional management as exer.ute.d by NGA and other IC organizations; 
lntcr-ngt~ncy collaborarion 

L-------~--~-c---------~~~~~----~ 

The effects ofprogrnm c.ompartmentation and data access- for AGI collection, exploitation. 
and analysis; 
Collection, processing, and exploitation systems development; 
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Exploitation and analysis planning and strategies; and 
AGI applications as reflected in intelligence analysis and reponing. 

(FOUO) Upon completion of this inspection, the OIG will provide specific reconunendatious to 
execute key aspcc~s of AGI program objec.tives for the IC and the National System for 
Geospatial Intelligence. 

(U) Review of Implementation of the J(j)int Duty Directive 

(U) As s!at:cd in the previous Annual Re.porr, the OIG bad plrumed to initiate a review of the IC's 
implementation ofi.hc ODNI's Joint Dutv Directive in 2007. However, because the Intelligence 
Community Civilian Joinl DUly lmplem~ming Instructions were issue-d in June 2007, rhe OiG 
decided to defer this revie-.v until the program has been operational for a suffiCient period of 
time. 

(U) Oversight of Service Contracts 

(U) The OIG announced in last year's annual report that it plaru1cd ro evaluate whether ODNI 
Contracring Offk.ers Technical Reprcsentativ~s (COTR.s) provide sufficient oversight for service 
conlracts to ensure that contnlctors perfom1 iu accordance with the contract·or task orders. This 
issue was incorporated into the Na.tional Proc-urement Fraud Task Force. 

(U) Audits 

(U) Audits of Special Access Prognms 

(U) Intelligence Community Auditable.Financial Statements 

(U) The DNI is conm1irte.d to improving financia.l management in the JC and has establi.shed the 
goal of achieving su.<;tainabk unqualified audit opinions for all IC agencies and elements. The 
ODNI CFO prepared a flnaoc:ial management and auditabiliry irnpro\·cment plan dllled April 15, 
100i. 

(U) Tile ODNI IG is working in collaboration wi1h the ODNI CFO to monitor and a_ssist IC 
agency CFOs aud IG:; in their efforts to reach the auditability goals and milestones set out in the 
improvement plan. 

~II 0330131 
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(U) On Sopi<'mbcT 21 , 2007, lbc OD,CFO "" I(; co-hosted a meeling of agcocy C FOs wid 
IGs to discuss the auditability challenges and unresolved issues. Subsequent meetings we.re held 
between the ODNI CFO and IG and ilie CFOs anrl IGs of CIA and NRO. 

(U) A meeting was hdd \vith Daniel \Vertel, Deputy Controller ofOMB, on October 15, 2007 
with CFO and IG representatives from ClA, l'li'RO and ODNI ro discuss way5 of resolving 
accouniing and auditing issues. 

(U) The ODNI CFO and IG conlinue ro work rogether with agency staff 10 monitor progress and 
provide suppon in the audirability initiative. 

(U) Chief Financial Officers Act Audit 

(U) ll1e OIG announced in last ye.ar"s annual report that it intellded to conduct annual audits to 
ensure ODNI compliance wilh the CFO Act. Spcci1ically, ihe OIG planned to review and 
COtnml'·i1l on such areas as financial management plans, policie.s, procedures, financial 
manage.m;:-nt syste.ms, and· \·arious fiuan(.~inlman:agcmcnt initiatives \\ithin rhe JC. Howtwer, due 
ro resource contraints in the Audjt Division, this pl3llilcd audit was not initiated in 2007. 

(U) Advisory Services 

(U) Intelligence Reform Diagnostic 

(U) TJJ both the JOO and 500 Day Plans, the DNI established initiati,·es to support six key 
i.mcgration and trans.fonnatioa focus areas: 

o Create a culture of collaboration 
• Accekrme infonnation sharing 
o Foster coilection and analytic transfo1mation 
o Build acquisition excellence and technology leadership 
o Modernize business praclices 
o ClarifY and align the DNrs authorities 

(U) The OIG has been ia:;ked with assessing the IC"s progress in .achieving trdllSfunnatiooal 
outcomes in the aforementioned six focus areas. To accomplish this, the Advisory Services 
Division is working wilh the ODNI Stralegy, Plans and Policy office w develop a diag11ostic 
based on a Capabilities Maturity Model construct. The OIG will ~stablisb an initial baseline and 
conduci. subsequent periodic evaluations to measure progress in the IC as a whole. 

(U) Review and Analysis of OD:NI Responsibilities and Authorities 

t1Jl One of the. OIG"s findings in ttc Orgru1izational Study \...-as that the respective 
responsibilities and authorities ofODNl offices a.rc unclear. As a result, tbe OIG is re\-iewiog 
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authorities and l'esponsibilit.ies th:~t pertain to thjODNI to deterllline gaps and overlapping 
activities within the organization. 

(l.i) Review of U.S. Persons (USP) Rules Training Programs 

(U) Tllc objectives of this re"iew are to identifY training incons.istetlcies !hat occur across the IC, 
determine if these inconsistencies perpehtate the inconsistent inierpretatioo ofUSP rules~ identify 
any m<.\(kl training programs that can be adopted by other IC agencies, and make 
recommendations for bow agencies' training programs t'an be improved. 

(U) To date. the OJG has collected training material fr9m each IC agency; reviewed, compiled, 
and summarized training intomlation; identified agencies requiri..1g further review: and 
conducted interviews at select IC agencies. 

(U) Lessons Learned 

(U) The OIG is v.·orkiug in conjunction '"~ith the ODNI Lessons Learned Office to detennine 
how agencies within the IC manage Lessons Learned programs. The objectives for this review 
are to identify existing best practices in the IC tor .Lessons Learned progrmns, and to assist the 
Director of the Lessons Learned Center io gaining a more complete understanding of the varying 
practices within 1he IC. 

(U) Dissemination of Analytical Products 

(U) In 2007, the O!G had planned ro review the process tor disseminating analytical pr<>ducrs, 
including to whom analysts disseminate their products and why. However, other priorities for 
lhe OIG and the ODNI Analysis intervened, and £his project has been deferred. 

(U) Acquisition \\'orkforce Stud)' 

(U) Last year's annual report re-ferenced the OIO's plan to study tbe IC's acquisition ,.,..orkforce 
to identify retention issues and make rec.ommendations on bow to improve retention. 
Intervening priorities for the Old and ODN1 Acquisitions resulted in this srudy being deferred. 

(U) Investigations and Inquj;ries 

(U//f.):l.U6'1Ethics \iolation by :lD ODrn Official 

Tbe OIG is conducting an inve;tigation into the activities of a senior ODNl official to determine 
whether the official violated federal ethics laws or regulations. 

(U//I<J!Li6j Time and Attendance Fraud 

The OJG is investigating three ODNI employees for possible rime and attenda."lce. fraud. 
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(U/!Fptrt)) inappropriate Posseuion of C assined Documents 

The OTG is conducting an investigation into a fom1er ODNI employee's unauthorized possession 
of classified documcnti be tonging io another agency. The employee allegedly took the classitied 
documents when he transferred to t.hc ODJ\'1. The OIG is investigating this matter in conjunction 
with the employee's fonner agency. 

(Ui!~ Civil Rights und CiYil Libt!rtics Complaints 

According to protocols established between the OfG aod the Civil Liberties Protection Officer, 
the Civil Liberties Protection Offic~r will refer C<!Ses of alleged individual misconduct regarding 
possible civii liberties or privacy abuse in the administration of the programs and operations of 
the ODNI lo lhe OJG. and the OIG wit! make a dctcnninaLion ohvbelher ihe alleged abtt3e 
warrants investigation and how such investigation should proceed. During this reporting period, 
the OfG did not receive any allegations fmm the Civil Liberties Protection Oftlcer. 

(U) Oversight and Policy Division 

(U) Integration of La·w Enforcement and Intelligence 

(U) The OIG is re\iewing whethe.r law enforcement organizations are effectively integrated into 
the ovcmll strategic activities of lhc JC. Initial observations led the OIG to recommend the DNI 
<ldd to his senior ODNI siaffa high-level FBI ofl:ic.ial to advise the DNI on domestic intelligence 
issues. As pan of this integration review, tJ1e ()J(j is evaluating the implementation and practical 
effect of the FBI's Attorney General Guidelines for National Security Investigations ar the 
operational level. 

(U) CongressionaUy Directed Actions 

(lJ) The OJG ha<; v.:orkt.'=d to ensure timely <U1d thorough response to communications from 
Congressional members and their staff. During 2007, the OIG provided Reports oflnvesLigation 
to intelligence ovcrsigbi: commirtee-s, and responded to Congressional querie.s from committee 
members aod their siaffs. 



sfT/r;L31 
(U) Intelligence Community Inspector General 
Activities 

(lJ1 National Procurement Fraud Task Force (NPFTF) 

(U) The OTG lnvc.stigations Division has partnered with the DOJ National Procurcmeot Fraud 
Task forc.e (NPFfF) and other Federal lOs to assist in the prevention, dele.ction, and prosecution 
of procurement fraud associated with the increase in federal contracting expenditures, 
particularly in the areas of intelligence and national security support activities .si.tlCC September 
11,2001. 

(U) The ODNI IG chairs the NPFTF Intelligence Committee, which addresses the unique aspecrs 
of detecting. inves(ig<ning, and prosec.uling proc:urcmcnl fraud in.3 classified environment. This 
committee has identified se\'eral key area.~ where efforts are nee.ded to improve procurement 
ihud prosecutions: 

• Documenting and repotting impediments to the detection, investigation, and proscc.ution 
ofprocuremerlt fraud in a classified ~nvironment. 

• Establ.ish.ing pri)cedures for facilitating IC procurement fraud intbnnaticm sharing. 

o Developing and implementing procedure-s to ensure that investigators, auditors, aud 
prosei:utors obtain necessary clearances to investigate: IC procurement fraud cases. 

(U) Intelligenee Community Inspectors Genera) Joint Duty Program 

(U) The IG for Dl~ and the ODNI OIG I~ efforts to implement a joint duty program for the 
lmelligenc.e Community Inspectors General. Through this program, pe.rsooncl in the offices of 
the IC lGs may acquire joint duty certification by serving on oi.her IC IG staffs in accordance 
witll L,telligem.:t: Community Di;e.ctive (I CO) 601. "Human Capital Joint [ntelligence 
Community Duty Assignments.'' 

(U) The IC lG joint duty program is designed to enhance JG staff's joint IG experienc.e; foster 
communication and professional relations; and share best practice-s. The IG joint duty program 
operates like an exchange program: when an 010 det:iil.s a statT membedor au JG joint duty 
rotation, that OlG also \viii gain a stdfmcmber from another IC OIG ior the duration of the 
rotation. The l(i joint du:y program is intended to complement, and not t'..Omp'etc wilh, other joint 
dury programs, such as the Leadership Exchange and Assignment Pilot. lC IG members may 

. participate in any or all of these joint duty programs. 
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(U) Report Waste, Fraud, Abuse,· 
or Misco.nduct 

(U) To report allegations.ofwaste, fraud, abuse, or misconduct in the ODNT or 
Imelligence Community agencies, send complaints to: 

Office of the ~nspector General 
Office ofthe Director ofNationallntellige.nce 

Investigations Division 
Washington, DC 20511 

L___ ___ ___j~--------------------------- -.-----(b)(3) 
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Closed Investigations 

File Number Typt of Investigation Status OR! ned Closed 
lnv-2006-0002 OIG Investigations Manual Closed 8/21/2006 2128/2007 
lnv-2006-0003 Classified Closed 10/31/2006 3/20/2007 
lnv-2006-0004 Forgery Closed 11114/2005 12/11/2007 
lnv-2006-0005 Allegations re Hiring/Security Closed 10/31/2006 3/20/2007 
lnv-2006-0006 Contract Fraud Closed 10/31/2006 3120/2007 
lnv-2006-0007 Unauthorized Disclosure Closed 10/17/2005 9/17/2007 
lnv-2006-0008 Allegations of Contract Mismanagement Closed 11/29/2005 9/14/2007 
lnv-2006-0009 Allegations of Disparate Hiring Practices Closed 217/2007 3/20/2007 
lnv-2006-001 0 Inappropriate Release of Information Closed 10/31/2006 3/21/2007 
lnv-2006-0011 Contract Fraud Closed 10/31/2006 3/20/2007 
lnv-2006-0012 Time and Attendance Fraud Closed 4/28/2006 9/14/2007 
lnv-2006-0013 Voucher Fraud Closed 10/19/2006 3130/2007 
lnv-2006-0014 Inappropriate Release of Information Closed 12/7/2006 9/14/2007 
lnv-2007 -0015 Personnel Grievance Closed 1/8/2007 2/5/2008 

· lnv-2007-0016 Time and Attendance Fraud Closed 1/8/2007 12/12/2007 
lnv-2007-0017 Allegations re Hiring Closed 1/8/2007 1/23/2007 
lnv-2007-0018 Voucher Fraud Closed 1/17/2007 3/3/2008 
lnv-2007 -0019 Misuse of Government Property Closed 217/2007 3/5/2007 
lnv-2007 -0020 Time and Attendance Fraud Closed 2/22/2007 217/2008 
lnv-2007 -0022 Misuse of Government Funds Closed 3/19/2007 1217/2007 
lnv-2007 -0023 Contract Fraud; Travel Fraud; Misuse of Gov't Vehicle Closed 4/20/2007 12/7/2007 
lnv-2007 -0024 Contract Fraud; Misuse of Gov't Vehicle Closed 5/24/2007 3119/2008 
lnv-2007 -0025 Personnel Grievance Closed 5/24/2007 2/1/2008 
lnv-2007 -0026 Personnel Grievance; Reprisal Closed 7/30/2007 11/8/2007 
lnv-2007 -0027 Misuse of Position Closed 9/25/2007 1/29/2008 
lnv-2007 -0028 Conflict of Interest Closed 10/5/2007 2/29/2008 
lnv-2007 -0029 Time and Attendance Fraud Closed 10/31/2007 6/23/2009 
lnv-2007 -0030 Theft of Government Property Closed 11/9/2007 4/30/2009 
lnv-2008-0002 Special Project Closed 3/19/2008 5/15/2008 
lnv-2008-0003 Time and Attendance Fraud Closed 4/8/2008 6/10/2009 
lnv-2008-0004 Contract Fraud Closed 5/29/2008 4/30/2009 
lnv-2008-0005 Unauthorized Disclosure Closed 6/11/2008 5/5/2009 
lnv-2008-0006 Unauthorized Disclosure Closed 7/7/2008 9/5/2008 
lnv-2008-0007 Contract Fraud Closed 7/30/2008 9/29/2008 
lnv-2008-0008 Post-employment Ethics Violation Closed 9/29/2008 1/8/2009 
lnv-2008-00 1 0 Management Review Closed 11/25/2008 3/2/2009 
lnv-2008-0011 Management Review Closed 11/18/2008 12/15/2009 
lnv-2008-0012 Misuse of computer; Gambling Closed 12/10/2008 8/28/2009 
lnv-2008-;0013 Conflict of Interest Closed 12/19/2008 8/12/2009 
lnv-2009-0001 Time and Attendance Fraud Closed 1/15/2009 8/28/2009 
lnv-2009-0003 Misuse of Position Closed 2/26/2009 8/27/2009 
lnv-2009-0004 Contract Fraud Closed 2/26/2009 7/16/2009 
lnv-2009-0005 Special Project Closed 1/26/2009 8/6/2009 
lnv-2009-0006 Special Project Closed 3/2/2009 6/24/2009 
lnv-2009-0007 Conflict of Interest Closed 3/5/2009 3/11/2009 
lnv-2009-0008 Contract Fraud Closed 3/9/2009 3/25/2009 
lnv-2009-0009 Special Project Closed 3/9/2009 1217/2009 
lnv-2009-001 0 Unreported Contact with a Foreign National Closed 3/11/2009 5/4/2009 u lnv-2009-0011 Inappropriate Conduct Closed 3/19/2009 12/3/2009 
lnv-2009-0012 Special Project Closed· 3/26/2009 4/6/2009 
lnv-2009-0015 Assistance Provided to DIA-OIG Closed 5/22/2009 1217/2009 

311/2010 at 2:41 PM 201 00218-Spreadsheet-Ciosed-Cases 1 of2 

UNCLASSIFIED 



C05834917 

,I 

File Numb!r 
lnv-2009-0018 
lnv-2009-0019 
lnv-2009-0020 
lnv-2009-0021 
lnv-2009-0025 
lnv-2009-0030 

UNCLASSIFIED 

Closed Investigations 

Type of Investigation 
Special Project 
Special Project 
Theft 
Abuse of Position 
Security/Fitness for Duty 
Time and Attendance Fraud 

Status 
Closed 
Closed 
Closed 
Closed 
Closed 
Closed 

3/1/201 0 at 2:41 PM 201 00218-Spreadsheet-Ciosed-Cases 

UNCLASSIFIED 

Ooened 
6/17/2009 

7/9/2009 
7/14/2009 

7/7/2009 
8/11/2009 

12/18/2009 

Closed 
7/9/2009 

10/30/2009 
1219/2009 
1/15/2010 
1/25/2010 
2/17/2010 
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