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UNITED STATES ARMY INTELLIGENCE AND SECURITY COMMAND
FREEDOM OF INFORMATION/PRIVACY OFFICE
FORT GEORGE G. MEADE, MARYLAND 20755-5995

REPLY TO
ATTENTION OF:

Freedom of Information/ 1 0 JUN 2013
Privacy Office

This is in further response to your Freedom of Information Act (FOIA) request of October 23,
2008, and supplements our electronic message of May 12, 2010.

Coordination has been completed with another element of our command and other government
agencies and records returned to this office for our review and direct response to you. We have
reviewed the records and determined the records are partially releaseable to you. A copy of the
records are enclosed for your use.

We have completed a mandatory declassification review in accordance with Executive Order
(EO) 13526. As a result of our review information has been sanitized and 4 pages have been
withheld in their entirety as the information is currently and properly classified TOP SECRET,
SECRET and CONFIDENTIAL according to Sections 1.2(a)(1), 1.2(a)(2), 1.2(a)(3) and 1.4(c)
of EO 13526. This information is exempt from the public disclosure provisions of the FOIA
pursuant to Title 5 U.S. Code 552 (b)(1). It is not possible to reasonably segregate meaningful
portions of the withheld pages for release. The records are enclosed for your use. A brief
explanation of the applicable sections follows:

Section 1.2(a)(1) of EO 13526, provides that information shall be classified TOP
SECRET if its unauthorized disclosure reasonably could be expected to cause
exceptionally grave damage to the national security.

Section 1.2(a)(2) of EO 13526, provides that information shall be classified SECRET
if its unauthorized disclosure reasonably could be expected to cause serious damage
to the national security.

Section 1.2(a)(3) of EO 13526, provides that information shall be classified CONFIDENTIAL
if its unauthorized disclosure reasonably could be expected to cause serious damage to the
national security.

Section 1.4(c) of EO 13526, provides that information pertaining to intelligence activities,
intelligence sources or methods, and cryptologic information shall be considered for
classification protection.



In addition, information has been sanitized from the records and 4 pages have been withheld in
their entirety as the release of the information would reveal sensitive intelligence methods. This
information is exempt from public disclosure pursuant to Title 5 U.S. Code 552 (b)(7)(E) of the
FOIA. The significant and legitimate governmental purpose to be served by withholding is that a
viable and effective intelligence investigative capability is dependent upon protection of
sensitive investigative methodologies. It is not possible to reasonably segregate meaningful
portions of the withheld pages for release.

The withholding of the information described above is a partial denial of your request. This
denial 1s made on behalf of Major General Stephen G. Fogarty, the Commanding General, U.S.
Army Intelligence and Security Command, who is the Initial Denial Authority for Army
intelligence investigative and security records under the FOIA. You have the right to appeal this
decision to the Secretary of the Army. Your appeal must be postmarked no later than 60
calendar days from the date of this letter. After the 60-day period, the case may be considered
closed; however, such closure does not preclude you from filing litigation in the courts. You
should state the basis of your disagreement with the response and provide justification for a
reconsideration of the denial. An appeal may not serve as a request for additional or new
information. An appeal may only address information denied in this response. Your appeal is to
be made to this office, for forwarding, as appropriate to the Secretary of the Army, Office of the
General Counsel.

Coordination has been completed and we have been informed by the Central Intelligence
Agency (CIA) that information is exempt from public disclosure pursuant to Title 5 U.S. Code
552 (b)(1) and (b)(3) of the FOIA.

The withholding of the information by the CIA constitutes a denial of your request and you
have the right to appeal this decision to the Agency Release Panel within 45 days from the date
of this letter. If you decide to file an appeal, it should be forwarded to this office and we will
coordinate with the CIA on your behalf. Please cite CIA #F-2010-01292/Army #57F-09
assigned to your request so that it may be easily identified.

Coordination has been completed and we have been informed by the Defense Intelligence
Agency (DIA) that their information is exempt from public disclosure pursuant to Title 5 U.S.
Code § 552 (b)(1), (b)(2) (b)(3) and (b)(4) of the Freedom of Information Act and Executive
Order (EO) 13,526 § 1.4 (c¢) (d) and (h). The statute invoked under Title 5 U.S. Code 552 (b)(3)
is 10 U.S.C. §424, which allows for the protection of organizational and personnel information
for DIA.



The withholding of the information by the DIA constitutes a partial denial of your request and
you have the right to appeal this decision directly to the DIA. If you decide to file an appeal, it
should be forwarded to the Director, Defense Intelligence Agency, ATTN: DAN-1A-FOIA,
Washington, DC 20340-5100. Please cite MDR #0155-2010 assigned to your request so that it
may be easily identified.

You have received all Army intelligence investigative records pertaining to this request.

There are no assessable FOIA fees.

If you have any questions regarding this action, feel free to contact this office at 1-866-548-
5651, or email the INSCOM FOIA office at: INSCOM_FOIA_ServiceCenter@mi.army.mil and
refer to case #57F-09.

Sincerely,

L@’L&J
Brad S. Dorris
Director

Freedom of Information/Privacy Office
Investigative Records Repository
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PREFACE

(U) This product is a revision of a report (ST-CS-03-32-73) with a similar title that was
published in Scptember 1972. The study addresses the biological warfare capabilities of
Isracl, Egypt, Iran, Iraq, Jordan, Lebanon, Saudi Arabia, and Syria. Trends and forccasts are

included. :

’ (U} A bibliography has been prepared separately and can be made available on written
(tquest to the Defense Intelligence Agency; ATTN: DT-1A, Washington, D. C. 20301.

(U) Although the cutoff date for information in this document is 15 Junc 1973, major

_updatings have been made up to the data of final approval for printing.

. {U) Constructive eriticisms, comments, or suggested changes are encouraged, and

should be forwarded to the Defense Intelligence Agency, ATTN: DT-1 A, Washington, D. C.

20301. Critical cvaluations from readers will provide guidance for updating, cnabling this
study to bc most responsive to the varied needs of the users. B
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SUMMARY

(U} The biological warfare capabilitics of the Middle East countries belong almost
centirely to Isracl, Egypt (Arab Republic of Egypt),. and possibly Iran. The other countrics
considered in this study, iraq, Jordan, Lebanon, Saudi Arabia, and Syria, posscss no
offensive matericl and little or no defensive matericl. All countries with the exceprion of
~Isracl would be dependent on ontside sources for offensive and defensive bialogical warfarc
mateticl. Isracl, while having the most advanced technology in the Middle East, has chosen
to'purchase some of its defensive materiel from outside sources.

(U) The use of biological agents would offer mﬂitary advantages to Middle East
countries, but at the same time defensive weaknesses would make any victory gained a very
tenuous one. This statement should not be interpreted as'denying the potential effectiveness
of the covert use of biological agents to promote military or cconomic: gains. The BW
Convention of 1972 was signed by Egypt, fran, Iraq, Lebanon, Syria, and Saudi Arabxa As

“of 24 April 1973, only Saudi Arabia has ratificd the BW Convention.
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Section |,

ISRAEL

A. INTRODUCTION .

Uy Historical Background and Compctence in Microbiology and Public Health

“a. This section will present an evaluation of intelligence dara and open source
information which concerns the capability of Isracl to conduct biological warfarc {BW).
Available information doces not demonstrate that Isracl is engaged in an active BW program.
The scientific and technical capabilitics of personnel, research institutes; and educational
institutes, however, would more. than providé the expertise which is nccessary to initiate or
conduct such a program. o - : o <

b. The cvaluated ' information primarily concerns microbiological fesearch and
development conducted by Isracl’s scientific arganizations. Most rescarch programs appear
1o have been designed to gencrate new industry or to improve public health and agriculrural

‘standards of the nation..

¢.  No specific institute or organization per sc is considered to be.participating in
Specific areas of. rescarch and cquipment which might be
employed for development and production of BW weapons within Isracli institutes and
organizations will be discussed in later sections. . . '

i . FER . [ .

2. W Geographical and Political Factors
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(c) (U) Personnel at the IBR also work on a contract basts for the ’

Ministry of Defense on specific problems of civil defense and far the stael Defense Forees
Medical Corps on projects for the prevention of communicable discases, Numcrous rescarch
projects arc sponsored by forcign insitutions such as the National Institutesof Health of the
US, the National Communicable Disease Center of the US, the US Department of Agriculture.
the US Army Medical R&D, Command. the Ford Foundation and the World Health
Organization. The "Department of Epidemiology includes  the WHO/FAQ & National
Leptospirosis Reference Laboratory. The multidisciplinary setup of the fustitute cnables it

" to create rescarch teams in accordance with the needs or proposals of local authorities or

forcign agencics. Most of the activities are project-oricnted and are dirceted accordingly.

(d) (U) Since its affiliation in 1967 to the Tel Aviv University (Medical

School and Faculty of Science), the majority of its senior scientific staff hold academic

appointments and belong to the teaching staff of this university, in addition to those
lecturing at the Hebrew University of Jerusalem and the Bar-flan and the Negev Universities.
Since its foundation the Institute has been.accepting. by special agreement with the Hebrew
University of Jerusalem, graduate students in microbiology and ‘associated fields of
biochemistry and chemistry. Recently a similar agrecment was reached with the Tel Aviv
University and the Weizmann Institute of Science. Fifeen M. Sc. students are being
accepted annually and 15 ctudents are currently working toward their Ph.D degrees.
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(d} (U) More rocent developments  at  the Weizmaun Institute  are”

summarized below.
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(4) ~,(Q’fc’chnion, Israc) Institute of Technology, Haifa.
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: (a) (U} Technion is an academic instituee which  offers courses in
engineering and the exact sciences and provides curricula leading to the degree of Dacror of I
Science.? Research facilitics are comparable to those found in Western universitics.
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(5) =+€¥ Veterinary Institute, Rishon le Zion-Beit Dagon.

‘ ‘(a) {U) During the past decade, the Veterinary Institute was rcported to be
the source of all vaccings for animal use in Isracl.? A competant staff of veterinarians and.
microbiologists was rcported to be engaged in rescarch on vaceines, cell culture techniques,
propagation of discasc agents, bionomics of vectors and discase agents. and physiological

and metabolic problems.

(b))

- department, was in the antiviral

 Staphylococcus aurens. Dr. Eylan found that

Free—

(6) (U) Department of Mictobiology, University of Tel Aviv.® -

“{a) (U) This Department occupics a modern isolated building in the new
: Aviv known as Ramat Aviv. The Department
o that he can advisc medical students and
The teaching responsibilities include 80

University arca on the northern cdge of Tel
hcad, Prof. Issac Witz, has organized his work s
direct the rescarch activities of the Department.

medical students plus a number of fourth year science students.

. {b) (U) The rescarch program. has reccived new impctus since Witz was
installed as hcad of the Department. The interest of Dr.' Eylan, former hcad of the
effects of various biological matcrials. At the International
he reported on some work with antiviral protcins from
an acidic cxtract of the bacteria reacted with
virus and vesicular stomatitis virus, and

Microbiological Congress in Mexico,

the lipid envelope of certain viruscs, such as herpes
inactivated thom, He is also examining extracts of other bacteria and of plants for inhibition

of herpes virus. Other studices are concerned with the interaction of two viruses in the same
host tissue, and it was found that Sendai vifus cohanced the growth and virulence of West.
Nile Virus. Virus yiclds have been increased 1000-fold. The growth and plaque formation of
toxoplasma are being studied in cell cultures; by using a special strain, which is not toxic for
mice, Eylan is able to cxamine the cffects of various viruscs in increasing the virulence of the
protozoa. Finally, a program for study of birth defects, such as mongolism caused by a
subclinical infection of rubclla during ‘pregnancy, has been started. Sera are collected from
pregnant women at- 3-month intetvals and stored until nceded to .investigate a fetal
abnormality. Antibody levels in the scrum specimens are determined against suspect viruscs
in order to discover any rclationship with the progress of the pregnancy: ‘
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{7) (U) Government Central Laboratories, Jerusalem. '

(a) (U)  Located within the city of Jerusalem, this laboratory is well equipped
and is staffed by capablc, cnergetic scicntists. Under the direction of Dr, Ch. B. Gerichter,
National Centers for Cholera, Streptococci,  Salmonella, Enterobacteriaceac, and
Iminunohematology and Blood Groups, together with the District Diagnostic Laboratory

* and the Scrum and Vaccine Institute have been established at these laboratorics.

(b) (U) The work of the national ceneers incldes rcccxpt and identification of

strains of microorganisms from hospitals and public health officers of the entire country. In

addition, diagnostic scra and other reagents are prepared for use by the center, and rescarch
on development of new diagnostic methods is carried out, Last year 500 strains of Vibrio
cholerae were received for identification, and 4800 steains of Salmonclla were examined for
all O and H antigens. Recently when Salmonella blockley was found to occur in sporadic.
outbreaks of gastroenterids in humans, as well as in poultry and cattle, a phage-typing
scheme was devised to identify individual strains of this species. By the use of a phage

- sensitivity test for each of three symbiotic phages and a lysogenicity test using three
: ysog b B

indicator strains, it was possible to obtain a framework of 64 theoretically possible phage
types. With this scheme, 1256 S. blockley strains were grouped into 14 types. During scven
food-poisoning outbreaks, in wh:ch this scheme, was used, all strams in each single outhreak

were found to belong to the same phage type.

{c) {(U) Inthe Sucptococcus Laboratory, Dr. Bcrmcr-kxb:nawta has guided
the work of her group in developing methods for identifying hemolyric streptococei. As a
simple first step in classifying strains, they are inoculared on blood agar containing 5 units
of bacitracin per.ml. On this medium all Group A strains of streprococci are inhibited but
other groups will § grow. The Group A strains.arc theri typed by agglutination with specific
sera, Although this is more tedious than precipitin tests, it is possible to type practically all.
straing in this way. With the M substance only 15-20% of strains are typed by precipitin,
tests. Work was undertaken to determine the amount of proteceive (M) antibody it human
scra. A simplified method for detecting type-specific antibodics for Group A streptococci in
human sera was developed by using an in vitro phagocytosis system with mouse peritoneal
leukocytes. This technique compares favorably with the bactericidal method, is simpler, and
provides an answer in a short time. In. a recent. study of 100 patients with
glomerulonephritis caused by Group A streptococcus type 55 {a new type in-Isracl), specific.
antibodies against type 55 were found in the scra of a significant number of paticnts as
compared with control individuals. Antibodies were detected 2 to 3 months after the initial
infection and gradually disappcared 6 to 7 months later. This study dcmonstmscd r.hc
practical uscfuiness of the :ypc-spcmﬁc antibody test in nephritic patients.
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{d) (U} The staff of the Vadcine and Scrumy Institute prepare five vaceines:
those against cholera, plague, rabics, smallpox, and typhoid fever, for usc in the entire

country, The cholera, plague, and typhoid fever vaccines arc killed bacterial suspensions
prepared with the standard strains of bacteria. Rabies vaccine is made by the Semple

" mcthod from infected rabbit brain suspénsions which have virus titers of aboutr 106+3

LD for mice. Smallpox vaccine is prepared in chick embryos, It is bacteriologically sterile
and is distributed as a glycerinated suspension. Gerichter would like desperately to prepare a
dricd vaccine, but lacks a lyophilizer. In order to maintain the vaceine in a vigorous state to
develop immunity in man, the sced is prepared in large amounts so that the vaccine is not
more than three egg passages removed from a thoroughly evaluated sced preparation.

{c¢) {U) Rubclla vaccine is needed in tsracl. The Ministry of Health made a
decision to immunize all sixth grade girls in Isracl against rubclla or German measles. ' At
prescnt the importation of the vaccine is under consideration. A decision on the source of
vaccine must be made among the following: vaccine prepared in duck embryos. by Merck,

.or in human diploid ccll line WI38 by Burroughs Wellcome or Merieux: ~

(8) (U) Tel Hashomer Hospital, Tel Aviv,

{a) (V) The Bactcriology Department of the laboratory of this 1000-bed -

hospital is dirccted by Dr. G. Altmann. The hospital occupying a number of single-story

buildings which werce constructed during WW 11 is located about 10 miles cast of the center
of Tel Aviv. These buildings had served as a general hospital and rehabilitation center far the’
‘US Army during the Mediterrancan campaign. Since thar rime. there have been some

medifications to the buildings, but in general, the problems of communication between the
numerous haspital wards and clinics in separate buildings impose many difficulrics on the
laboratory: staff. Altmann and his coworker. Dr. Bianke Bogokowski, have maintained an
active program of surveillance of bacterial diseascs in this hospital, They work closely with

other international laboratories such as the WHO Neisserin Reference Center. at Marscilles

and the National Communicable Discase Center in Atdanta when special problems have

arisen,

{b) (U) n discussini the question of meningitis, Dr. Alemann stated that it is
not a serious problem in Isracl since they have about only 50 cases per year. From these
cases the meningococci isolated were mainly Group C although some Group B strains were
detected. He described some work done scveral: years ago in which . two groups of young
women were studied as carriers of meningococci, One group was composed of 50 women

‘who were admitted to a nurses training school. The other group was composed of the same
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rumber of women who entered army training. Both groups represented women of the same
ages and the same types of backgrounds. In following these individuals by nasopharyngeal
cultures for meningococci, it was found that the nurses who lived two in a room had a very

low carrier rate, and the army women who lived as a group in a single large room in the

barracks had a carrier rate over 60%. There was no meningitis in cither group. This study
confirmed other work which showed that crowding of individuals resulted in a high earrier
rate for meningococcus. It also showed that some other factor is responsible for the disease,
because: a high carrier per se docs not always mean that the disease appears. With cmergeney
mobilization of manpower and overcrowding of military tranportation and housing,
meningitis might be a BW factor. :

{c} (U) Because meningitis i a relatively rare diseasc in Isracl and there is no
national reference center for meningococei, Altmann would like to keep in touch with
microbiologists in other countries to compare data on the diagnosis of meningitis. He has
prepared grouping sera for this work, and would like to reccive some sera from other
laboratories. The commercial sera which he has obtained have not given good resules jn his
hands. When strains of meningococci are isolated, he has sent them to Atlanta and to
Marseilles for confirmation of their antigenic type. This has worked out satisfactorily in
sonic cascs.

{(d} {U) Another phasc of the work has been the treatment of typhoid arrers.
The use of antibiotics has not been successful in climinating the carrier state in many
people. Therefore, a study is made of cach patient in order to determine the nature of the
excretion of the bacilli by cach individual. When urinary exeretion is found, a careful
examination of the kidneys is made by Xeray to determine any pathology which is present.
Often stones or abscesses are seen, In these cases, surgery is indicated. At the same time, a

_massive antibiotic therapy with ampicillin or other suitable drug is institueed 2 days before

surgery. Aatibiotic treatment is continued up to the time of surgery in order to provide a
high drug level to prevent spread of the infection when the tissue or abscess is cut. This
avoids establishments of new foci of infection. Antibiotic treatment is continued unril
cultures arc negative,

_{ey (U} When feeal excretion of the bacilli is found. a similar study i nmade of
the liver and gall bladder. When gall stones, or liver abscesses are seen, surgery is indicated
and the antbiotic therapy as outlined for kidney infection is instituted. With this approach,
there have been very good results in climinating typhoid carricrs which has permitted these
people to function as normal members of society.

(f) (U) There are plans for the construction of a new modern haspiral at Tel

Hashomer, However, with the many requirements of this growing nation. it may be difficult
to make arrangements for the replacement of the numerous small buildings which are
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mecting a need today. This means that Altmany and his staff will continue to operate the
Iaboratory of the hospiral in the best way they can. For most of the backup for their work -
in bacteriology or parasitology, they look to the Government Central Laboratory and for
_virology to the Hebrew University Medical School in Jerusalem, which provide the services
for identifying streprococci, staphylococei, schmonella, and other bacteria and viruses

ﬁ/isoiatcd in this hospital.

{B)(1)
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{4) {U) Vaccines are also manufactured at the Verterinary Institute in Beit
Dagon and-the Central Health Laboratories in Jerusalem. The latter facility also prepares
sera. :

9. &f Conclusion:

a.  (U) lsracl possesses the most advanced scientific and technical capability found in

the Middle East. Rescarch facilitics, educational institutions, and’the pharmaccutical .-

industrics are modern and of high quality. Available technieal vxpertise establishes Isracl

£ among those nations in the world most advanced scientifically and technologically.t -

(b))

10. (U) Trends and Foreeast
a.  Trends.

(1) In accord with national characteristics and firmly based u‘mu traditions of

academic excellencee, Isracli scientists will continue to develop teclinological resources which’

could be applied to programs having military purpeses. If nccessary; drawing upon the
resources of international jewry, dcpartments and divisions of microbiology and related
scicnces in Isracl will become pre-eminent facilities ‘of their kind, Although the goals
established may be ones of academic excellence, problems of imediate and specific interest
vo the state of Isracl will be addressed with priority. Research programs already undertaken
indicate a diversity of interests, and trends toward specialization are not evident. Isracli
microbiologists, chemists, physicists, and crgincers will continue to work casily at the
frontiers of their respective technologies. As the most scientifically sophisticated of the

nations in the Middle East, should area politics fpcrmi:‘ 1srac! will become.a major force for

solving historical problems affecting the health of the region,

{2) Biological agents r)uy be produced and packaged for military purposes
whicnever Israchi policy deems it to their advantage to do so. It is conjecture, but weapon

systems may not be sophisticated in their design. Covert applications of biological warfare’

may be preferred, and given the low standards of public health prevailing in the. Arab states,
the cffectiveness of biological operations, especially in crowded urban centers, cannot be

questioned:

(3) Medical defense rescarch and development (R&D) cfforts will enable the
Israclis to achicve a high level of BW defense preparedness. They will continue to make

determined cfforts to improve their BW defensive capability to protect both the military
and civilian population against a BW ateack from any dircction.
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b.  Forecasts

(1) Short-range (5-year projection). Vaccines will be develaped for those
diseases which would be likely candidates for use in biolggical warfare—and particularly for
those discases which may be indigenous to countrics in the Middle East. Renewed cfforts
will be made, with some success, to deal with its crisis-level pollution problems. For
cxample, in Jerusalem, which has a population of 300,000, there is no sewage treatment
plant. Technalogival breakthroughs will permit therapeutic treatment for some viral
discascs: parasitic discases will be brought under control, but not cradicated. Based upon
free exchange of scientific and technological information, Isracli scientists will be able to
produce a selected array of biological warfare matericl in quantities sufficient for military
application. Although rclatively insensitive to world opinion, there may be advantages

favoring wcaponization for covert use.

(2) Midrange (10-year projection), If international tensions rclax, greater
attention will be paid to resolving ceological pollution problems which in this time frame -
will become acute. The Sea of Galilee, which supplics one-third of tsracl's fresh water, is
already becoming dangerously polluted by nitrates. If freed from threat of hostile action,
Isracl will “export™ her scientific expertise to neighboring countries. Indigenous discases will
be cradicated amongst stable populations, although small foci of infection will remain
among nomadic inhabitants, Insight will be gained which will permit guarded treatment of
cancer, By 1982, resolutions of problems in the Middic East will have been initiated and
biological weapons no longer considered for development. If tensions remain, economical
warfarc may be practiced and biological agents may be tailored to create ccological
imbalances among neighboring countries.

{3) Longrange (15-ycar projection). Isracli institutes and universities will
become world centers of learning. Ecological and cconomical problems will be under
control. Biomedical science will have conquercd most forms of cancer known today {i.c.
cffective therapeutic treatment will be available), and major international resources will have
been committed to attack afflictions caused by auto-immune disfunctions. The Israclis will
remain technologically stronger in the biemedical scicnces than their Arab neighbors for the
next 15 to 20 years. International solutions to Isracli-Arab problems will be found which
will no longer nccessitate maintenance of forces-in-being. Consistent with worldwide
movements, weapons of mass destruction will be demilitarized and military forces will be
reduced to small cadres responsible for maintaining border vigilance, performing police
functions, and responding to ceremonial needs.
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1. TFOUO) Histoticaf'l}ackgmund‘ ‘

A. INTRODUCTION

o)1)

2, ;9)/ Competence in Microbiology and Public Health
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5. .(S-NBBT Production Facilities and Capabilities

v {U} No BW 9roduc:i6n faAcilitics arc know;n with ccrtairﬁy to exist in Egyp:‘al:hough
» 3 Jaboratories do cxist which could potentially be used for agent production. There are 12
' b significant biological plants existing in the country; most arc located in Cairo.
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7. (W) " Doctrine and Proceduires

on on offensive doctrine or proccdures. As mentioned previously, BW
ate to the Chemical Warfare Units. Statements of President
afsenals of the Egyptians, would
he Sovicts would most likely be

There is no informati
defensive ‘operations are subordin
Sadat indicate that biological weapons, if they exist in the
be used in retaliation if the Israclis initiated such warfare. T
concerned with policy dcci‘sionsvconccmiﬁg Egyptian use of biological weapons.

8. (S-DW{) Rescarch, Development, and Testing:
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(o)1)

. e. (U) University Laboratorics.

\ (1) (U) The university rescarch, except for that conducted by the American
- University of Cairo, is of poor quality by Western standards. The Ain Shams University,
Cairo, and the Cairo University also have limited research facilities and work on national
priority itcms. -

.- (2) (U) A protocol signed late in 1971 leaves the American University in Cairo
i under the control of its all-American trustce board and confirms its administrative
' autonomy while at the same time recognizing its place within the Egyptian national
.. education system. The protocol was signed December 20 but has been given little publicity
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N, -7 cither side, It is. thc result of Icngthy negotiations foﬂowmg an cxchangc of notes
‘ é ’ . berween the-two governments last summer, bnngmg the university under the US-Egyptian

cultural agrecment. Egypt agreed to the protocol, it is thought; because the university serves
. a5 a usefu] channel for Egyptians wishing to carry out advanced studies in the United States.
The protocol stipulates that at least 75 percent of the students should be Egyprian while the
' tcachmg staff 15 to be divided into 45 percent American citizens, 45 percent Egyptian
citizens and 10 percent from third countries. This, in cffect, merely confirms the status quo
since now just over. 80 percent-of the students are Egyptian, The American University is .
incorporated in the District of Columbia and registered in New York State and its degrees
A are recognized in the United States.'®
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9. (C-NEBT Conclusions
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(bX1)

¢. {U) Egypt lacks extensive research and development facilities to support a
sophisticated BW program. If deemed necessary, they could divert the activities of their
pharmaceutical and vaccine laboratories to the production of BW agents.

(L)1)

- ~10. {U) Trends and Forecasts ' Ny . C o r
a. Trends ' ' ' |
2
i {1). The quahty of biomedical cducatlon in Egypt is good and is. lkely to remain
so. There are, unfortunately, limited opportunities for professxona"y trained employees to R
work m—country ‘This condition is not likely to 1mprove in the ncar future. An increasing ' ,
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amount of antibiotics is being producced in Egypt under various licensing agreements. While
the quality of biologicals produced is quite good by standards prevailing in the Middle East,
the products are inferior to those manufactured in West Europe. This condition also is not
likely to change since to correct wontributory causes would require massive infusions of
capital, Although further growth is expected in Egypt's biological production industry, the
country will most likely lag behind Isracl in its production capability, Low standards of
public health exist throughout Egypt, and, 'if Arab-Isracli tensions do relax, some cffort
might be directed toward improving the quality of life for the average Egyptian, Even with
forcign help on a fairly large scale, this task will be a difficult one. The greatest public health
problem in Egypt today is the incidence of schistosomiasis; the problem worsens daily, and
programs of national priority will be required to even cope with this parasitic discase. '

{2) The Egyptians could produce sufficient matericl for biological operations,
but it seems likely that external assistance would be required. Fear of retaliation from Isracl
might also deter cven those covert attacks threatened by Sadat. Limired sophistication
shown by Egyptian military forces would scem to minimize their ability to employ
biological warfare on an cffective scale. The greater predictability—and presumably the
greater availability —of chemical matericl might suggest its greater usefulness in cactical or
strategic operations if sweapons of mass destruction were required,

b. Forecasts

{1) Short-range (5-ycar projection). More forcign aid will be sought to improve the
quality of public health in Egypt. Programs cnjoying national cmphasis will be initiated to
cradicate shistosomiasis but they will only serve to identify the depth of the problems to be
solved. Indcbtedness to the USSR and limited cconomic expansion will preclude any real
growth in the sciences and rechnologies. Limited quantities of selected biological agents
could be made available, butr usc concepts would probably limit their effectivencss to a
harassment.

{2) Midrange (10-year projection). Should Arab-Isracli tensions case, foreign aid
would probably become available to help raise standards of public health in Egypt. Short of
a political detente in the Middle East, the quality of science and engineering in Egype is
unlikely to improve. If Egyptian technicians and scientists leave their country for greater
opportunitics elscwhere, a regression of current capabilities could occiir. A deficit in balance
of payments and a low Gross National Product would curtail Egyprian cfforts to develop
modern production facilities. In the mid-range time frame, biological warfare may become
ceven less of an option for Egyptian planners because of such a deterioration and because of
the increased technological superiority of lsrael,
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(3) Long-range (1 S—ycar projection). International pressures will force a solution S
- for Arabllsracli problems, and Egyptian resources can- slowly -be brought to bear on ) }
5 - . Egyptian problems. Diseases historically indigenous to Egypt will be brought under control,
- ‘ and Egypt will begin to play a lcading role in. bringing the cmerging nations of Africa into ‘E
& 3 ‘the modérn world, Egypt will continue to show improvement in the quality of its oo
i C microbiological research during the next 15 years and will probably attempt to close present
5 . S rescarch and development gaps which exist between the Middle East powers. Consistent 'E
2 I \  with world developments, wcapons of mass destruction will be destroyed, and international - -
% ' exchanges of sciéntists and engincers will ‘most likely preclude lesser nations from sceretly e
B ; ~ devclopmg such weapons. o : _ , ME
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Section 111

IRAN

A. INTRODUCTION

1. sy Historical Background

)1}

2. [ Competence in Microbiology and Public Health

a.  {U) The public health facilities in Iran are inadequate to provide modern service
to all the people. Living conditions arc poor, there is a high illiteracy rate, and public
sanitation measures are infe-for. Medical care has been limited and rather primitive because
of geographic inaccessibility. By drafting physicians into the national service, improved
medical care is being brought to remote villages. These villages provide opportunity for field

_A& investigations in arcas of public health, nutrition, and cpidemiology.
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4, (U) BW Materiel

There is no information that any BW materiel is in Iran's possession. However, clements of
the Iranian Armed Forces have requested information on M8/66 protcctive masks, When the
“Battle” class destroycr ARTEMIS arrived from England 20 July 1970, it was not equipped
ent. The SAAM.'anqthcr'“Rattlc" class desfroyer, is
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, fitted with citadel compartmcnts. filtered air systcms, water washdown fixtures, a cleznsing -

P _station, and an NBC hcadquarters. The SAAM was not- complere ar the time of inspection,
and it must be noted that it was being prepared as a private venture, the personal investment
of the Shah of Iran. 'The newly commissioned Iranian destroyers, ZAAL and FARAMARZ,

. arc cquipped for CBR'defense. All the vessels mentioned were constructed in England. While "
no visible evidence of BW ,programs cxists, thc latter vessles could be modxficd for usc in

" coverty off coast, operations. .

————

5. (U) Production Fac’ilitigs and Capabilities

,""‘ _ % E Iran has thctcc}xhic»al cap’abilit* and facilitics for the limited production _v;)f BW matéficl. -
‘f g : 6. (U) Stockpiles and Storage Fac;i!iii-es'
There arc'.no known stockpiles of BW matericl in ran.
: i . : 7. (l-_'\ Doctri‘r-\e and Prﬁcedurcs. .
i oy | 'Alran has not developcd a defined BW doctnnc or pollcy
C' : & . . 8. (C—)’f{)Rescarch Dcvelopment, and Tcstmg
I

o
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9. LG,’ Conclusions

(bX1)

10. (U) Trends and Sorecasts

a, Trends. Scientific and technological improvements are coming slowly to Iran. In
the biomedical fields, emphasis has been placed on public health and education. Foreign
scientific exchanges are taking place. Improved facilities for diagnosis, hospitalization, and
medical care are becoming available to the average citizen of the small village. With the
national- management of the cil fields,!'! the open overtures to Russia and China, the
importation of a Japanese enginecring company to construct desalination water plants, and

* the empioyment of East German firms to construct diesel-powered electric ,gencrating .

plams, Iran is beginning to realize its role as a force in the Persian Gulf.
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b.  Forecasts, -

(1) Shortrange (5-ycar projection). Changes arc occurring to enhance the
‘scientific and tcchnologxcal base of Iran. Discases of antiquity have become specific
assignments of university study. National control of sale of crude petrolcum to international
oil - compamcs should improve the financial status of the state. An increase in defensive
training against btoleglcal and chemical warfare is being given to Iranian troops. Offensive
biological materzel will not be acquired or dcvclopcd overtly.

(2) M:drangc (lﬂ-ycar projection). With the established rate of cnrollment and
successful completion of educational course in medicine and public health, historical foci of
infection should be well under control. The spillover of medically educated scholars should - -
benefit the entiré world community. Fossil fuel shortages should bring a greater. world

demand for natural fucl reserves with a greater national income without dependence on

foreign aid.-Electrification and watcer reclamation begun in the carly 1970’s should begin to
show cffects in the nation. Having acquired ‘status as a leader in the Persian Gulf, [ran is
likely to withdraw from a loose Arab confederation if Arab-Isracli hostilities flare. Technical
¢ompetence acquired by investment in an cducated . population could be diverted to

weaponry for biological warfare.

(3) Longrange (15oycar pmjccnon) With dccrcascs in supphes of fossil fue!s. )
the oil reserves of the nation should provide a continucd ample bargaining power both.in
international politics and cconomics. Results of university studies of indigenous diseases
should begin to spill over to the international community. Open communication with world
science in all ficlds should further improve the lot of the Iranian nation and that of the
people of the Middle East. If decmed necessary, biological wcaponry will not bc beyond the

- ability of the Iranian people.
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Section 1V,

IRAQ

A. INTRODUCTION
1. .{U) Historical Background

a, The Republic of Iraq has been plagued by many internal tensions and
international disputes over the past 2 or 3.decades. Many difficulties involving foreign
countrics have arisen over the development of Traq's oil industry. General living iri Iraq is.
often difficult because of the cxtremes of physical conditions—mountains, heat, cold, and
floods, and large arcas of uncultivated Jand. On 1 June 1971, Irag nationalized the assets of
Western owned oil companics. The increase in revenuc from sale of oil appears to be
diverted to industrial, public health, and agricultural improvements. With Soviet aid, the
Iragis have built the Baghdad -Al Basrah railroad, the antibiotic plant in -Samarra, the
agnculcural machinery plant in Al-Iskandariyah, the cotton combine in Al-Kut, the clectrical
engincering and mechanical plants ncar Baghdad, and the Irag Petroleum Company complex
in northern Ar-Rumeyhah., .

b.” In 1956 Iraq joined the Baghdad Pact to counter communist aggression, When
hostilities broke out between Isracl and the Arab states of Egypt, Jordan.and Syria, Iraq
severed diplomatic relations with the United States and Great Britain, charging that these
had aided Isracl in the war. Relations with the West, including France, the United Kingdom,.
and the United States have gradually improved However, Iraq will probably rely more on -
the Sovicts for military advisors and equipment. Nincty pereent of the military equipment is
of Sovict origin, and the East is still the dominant influence. .

2, (U) Compci:encc in Microbiology and Public Health

Irag’s gencral public health stacus is believed to be similar to that of neighboring Middle East
nations. lIraq has been plagued almost perennially by cpidemics of cholera and other
discases, which have required the country to seck aid from the USSR, various Eastern
countries, and the World Health Organization. Iraq also suffers from a lack of technically
trained people. An abundance of clinical material is available in Irag. Some research is
conducted at the Medical Research Center in Baghdad, the Military Hospital in Al Raslnd
the Ninerva Hortlcultural Station in Northern Irag, and the University of Baghdad
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3. W) Order of Battle

~ B. ASSESSMENT.

{b)1)

Table Il. Location of Iragi CBR Units (U)
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4. (SXFD) BW Matericl

a.  (U) Iraq has no offensive BW matericl.
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5. ) Production Facilities and Capabilities

Iraq lacks the industrial base and technical knowledge to support. thc _production of BW
materiel. ' However, in 1963, the Economic Planmng Board authorized the Ministry of
Industry to spend 1D 445,000 to build a factory in Samarra capable of producing annually
5% tons of penicillin, 5% tons of streptomycin, 2 tons of dxhydrostrcptomycm and 6% tons
of tetracyclines. The pharmaccutical factory of Samarra (34°12'N 43°52'E) has been
operational since February 1971. An increasing Iragi reliance is anticipated for drugs and
medicines produced in East Europe, even though such items are regarded to be inferior. A
. current need exists for US pharmaccu:tcais, but for political reasons no direct purchases are
possible. Indeed, all US drugs must be bought through third countries without any
indication or invoices showing US origin.
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6. (U) ,Stnckpi‘lcs ‘:md Storage Facilitics

There arc no known stockpilcs of BW matericl in Iraq.
7. {uy Doctrine and Procedures

There is nn available information on ltaéi BW doctrine or érocedurcs.l .

8. (U}- Research, Development, and Testing

The Iraqi Army Medical Service is aware of problems to be solved in the event of biological

operations and has reccived documents concerning BW from France, the Soviet Union, the
United States, and from. Egypt and other countries in the United Arab Command. Irag’s
military personnel will continue to maintain awarencss, but they will only have a moderate
capability to engage in medical defense R&D. . o

9. Conclusions

)]

10, {U) Trends and Forecasts
a,  Trends.

_ (1) Iraq, as noted, lacks the industrial base and technical knowledge to produce
matericl for biological warfare. If trained scientists do increase in number, basic problems of-
public health and sanitation will require all their talents and attention. There seems little
reason to believe that Iraq will be able to initiate programs to develop and weaponize
biological agents.

(2) The Iraqi military may improve their physical defense posture to some slight
degree so that some mancuverability in'a toxic environment might be maintained. Any such
incrcase would likely be of marginal value in the event of hostilitics.
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. b «Forecasts.

(1) Shott-range {5-year projection). If tcnssons remain high between the Arabs
and Israelis, some attention mlght be given to improving marginally the capabilities of Iragi
soldiers to operate in a toxic environment. Biological weapons for operational use will not
be acquired. Minimal improvements in standards of public health may be achieved. Should
tensions easc, international assistance could increase the rate at which the lot of the average
Iragi z.jould be improved.

(2) Midrange (Io-ycar pro_]cct:on) With mternattonal support, indigenous

discases and problems of publxc health will be attacked. The World Health Organization will

become increasingly effective in controlling cpidemics, although eradication of historical
plagues will not be achieved. 1f military hostilities have not occurred during this time frame,
chances are good that a successful resolution to Middle East problcms can be achieved.

(3) Long-range (IS—year projection).. With decreased tensions in the Middle

East, Irag will profit from an international  effort to upgrade standards of health and -

education 'in lesser developed nations. The. country will become more selfsufficient in
controllmg outbreaks of cpademxc diseases; howevcr, residual foci are likely to remain. Never

able to develop or procure matcricl for biological operations, Iraqi defensive CBR

capabilities will gradually erode.
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Section V.

' JORDAN

1. . (U) Introduction

Jordan is governed by the hereditary monarchy of the Hashemite family, limited by the
.Constitution and assisted by a cabinet theoretically responsible to a bicameral Parliament.
Real power is held by the king. Following the Arab-Israeli war, the government’s stability
was strengthened, but the shortcomings of the government and military forces highlighted
by .defeat caused eventually some unrest. Further deterioration was evidenced by the
nation’s-inability to control Palestinian guerrilla forces whose challenge to the government’s
authority created a critical situation for the regime. As a result of the September 1970 civil
war and subsequent operations which ended in July 1971, Jordan's army killed, captured, or
scattered, virtually all of the guerrillas who had been able to run “a'statz within a state”
inside Jardan. Jordan’s navy is too small and inadequately equipped to conduct patrols or

“defenisive actions. The air force demonstrated a fair and unsuspected capability during the
civil war.

2. &) Order of Battle;

(b))

3. ) BW Materisl

(bX1)

b))
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4. (U) Production Facilitics and Capabilities - {

No BW production facilitics have been reported in Jordan,

oy

5. (U) Stockpiles and Storage Facilities
There ate no stockpiles of BW agents in Jordan.

6. }9( Doctrine and Procedures

e ] —— T————y

{b)(1)
7. ‘92( Research, Development, and Testing ‘ . ) {

a. (U) There is strong doubt whether Jordan possesses the scientific and technical
capabilities to either study, produce, or test biclogical weapon systems.

(b1}
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9. (U) Trends and Forecasts

“a. Trends.” With mtcrnatzonal support, biomedical facxhucs might be devcloped in
Jordan: but such institutions would most likely be concerned with civilian problems of
public health. The scxenuf”c/tcchnologxca base in Jordan is inadequate to support a rescarch
and development program to weaponize biological matericl.

b.  Forecasts.

(1) - Short-tange (5-ycar projection). . Biological weapons will neither be acquired

‘nor developed. Any biomedical research undertaken will be to improve diagnostic care and

epidemiological survcdlance. :

{2) Mldnmge (Iﬁ-ycar pro_yect:on} Jordan military forces may be maintained to
permit independence of action vis-a-vis national policies of Syria and Iraq. Jordan forces will
be armed with conventional weapons only. With- economic improvements, standards of
medical competence in the area will be raised. Cooperative exchanges with Isracli scientists.
and cngmccrs may be initiated only after an Arab/Isracli settlement,

(3) Long«range (15-year pro;ect:on) The political dctente throughout the
Middle East will accelerate economic improvements in Jordan. A medical school and a
technological insticute will be created. Foci of infectious discases may pemst, but will be
closely supemsed
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Section VI

_LEBANON

A. INTRODUCTION
L) . Historical Background

The Republic of Lebanon was formally proclaimed a sovereign independent state by the
French in November 1941. It was not until 1946, however, ‘that Lebarion was able to bring
about the withdrawal of French troops and transfer all important public services to the
Lebanese government, Lebanon has been involved in various kinds of cconomic and political,
collaboration with the Arab, the Western, and the Soviet Worlds. Like other Arab States,
Lebanon was at war with the new State of lsracl from May 1948, but negotiated an
armistice in March 1949, In rccent years American influcnce has increased in the Middle
East, and Lebanon receives considerable revenucs from the oil companies whose pipelines
bring the oil of Iraq and Saudi Arabia through Lebancse territory. .

2. @7 Compstence in Microbiology and Public Health
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(b))

4.. (U) BW Matericl
No materiel items for offensive or defensive BW use had ever been acquired by Lebanon
prior to 1970, In May of that ycar, the Lebanese Army purchased five US protective masks
(M25A1 Modcls), and in March 1971 they procured ten other masks (M17A1) for test and
evalvation purposes. The Ministry of Health budget in 1972 amounted to 2-5 million dinars.
Uncxpected scrvice costs of 310,000 dinars causcd a request for an additional 20% budget
increase. The Ministry of Health buys drugs for the departments of Health, Defense, and

Interior. To August 1972, 397,000 dinars were paid for drugs.

5, (U) Production Facilities and Capabilities
Lebanon lacks the industrial basc needed to 'pmducc cither BW agents or rclated

pharmaccuticals.

6. (U) Stockpiles and Storage Facilities

vNo stockpiles are thought to existin Lebanon.

7. (U) boctrinc and Procedures

BW procedures or doctrine.

The Lebancse army has not developed any

8 Sm/ Research, Development, and Testing

{b)1}
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{b)(1)

9. _ier" Conclusions

(bX1)

10. (U) Trends and Forecasts

a. Trends. Lcbanon will preserve her independent identity and continue to serveas
a bridge to the West,

b. Forccasts,

(1) Short-range (5-year projection) Limited funds and shortages of medical
supplics and facilitics preclude any attempt to weaponize biological materiel.

(3) Midrange (10-ycar projection). Lebanon will bccome  increasingly
independent of other Arab stares and will initiate accords with Isracl. Cooperative programs
will be initiated and cxchanges of technical personnel will occur. The University of Beirut
will continuc to graduate medical doctors who will slowly bring under control diseases
indigenous to the country, Epidemic foci will persist. The army will remain an ineffective
force and will be used primarily for civil police purposcs. '

(3) Longrange (15-year projection). Standards of public health and sanitation -
will improve. Academic/technological facitities will remain abreast of the tiraes, but foreign
aid will continue to be required to assure adequate and progressive programs.
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Section VIL

SAUDI ARABIA

1. Y} Saudi Arabia

)1

2. {U) Trends and Forccasts

Trends. There is no reason to believe that Saudi Arabia will acquire biological

ntry lacks a technological base to produce them. Military forces are not
ve manner. These conditions are

a.
weapons. The cou
prepared to use such sophisticated weaponry in an effecti

unlikely to change.
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b.  Forecasts.
(1) Shortrange (5-year, projection). Saudi Arabia has procured limited stocks
near past. These have not been issued to traops, training has ot

of protective masks in the
actory. These indicators sugurest
) &

been accomplished, and maintenance appears to be unsarisf;
a lack of aggresstve intent on the part of the Saudi Arabian Army 1o handle sophisticated
equipment, Conditions are unlikely to change in the next 3 vears.

(2) Midrange (10-year projection).  The use of weapons of mass destruction by
cither the Arabs or the. Tsraclis will no longer pose a realistic threat. Limited covperation
may by initiated to improve standards of health and education throughout the Middle East.

Exchanges of scientists and engincers may aceelerate such programs,

In the absence of hostilities—which are

(3) Long-range (15-year prajection).
if at all--tensions will continue 1o

probably more likely to occur in the near futore,
disappear. International aid and actions taken by Middie
wndards of 1ife in this part of the world. Hostilitics which are
polilicn] settlements will be found which will

Fast nations themsclves will

enhance significantly the low st
centuries old cannot be eradicated, but
prevent cither party from seeking a military solution.
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Section YL

SYRIA

1. Jrns 143} Syria

{B)(1)

e {U) A Vererinary Laboratory and Research Division, atached 1o the Minisry of
Agriceleure, does exist in Syria, The Division produces all vaceines required for endenric and
parasitic arimal diseases, and has undertaken some diagnostic activities. The most important
vaccines produced locally are thase for sheep and goar poxsanthras, fowd plagee, and fowd

diphtheria,

2, {U) ‘Trends and Foreeasts

2 (U) Trends. Syria’s policy is 1o work for Arab unity. Some military assisranee
has been provided oo Syrin by the USSR, but there is no reason ro expect thar Syvrian forces
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would or éould engage in biological warfare. Syria lacks the technical and industrial base o
produce biological matericl for miliary purposes. Syria is not likely to develop such

weapons,
b. (U} Foreceasts.

(1) (U} Shorterange (S-year projection). Syria will continue ta work toward
Arab unity. Some military assistance has been and will be continued to be supphicd to Syria
by the USSR, The production of biological material for military purposes is beyond the

technieal or industrial base of Syria.

(2) (U) Midrange {10-year projection).  With the aid of the USSR. Syria will
implement plans for .the development of indusiry and the manufactare of basic goods.
Supplying the rechnical skills demanded by an industrial and agriculturat expansion should
raise oducational standards. Rises in education standards should iy turn bring about a public
awarcness of the need for highee public health standards.

(3) (U} Longrange (15-ycar projection). The cffects of the damming of the
Euphrates should be fele. An increase in calrivation of acreage of arid Lands by irrigation sud
the use of available hydraclectric power ‘to energize industry should make Syria a
self-sufficient nation. Income from the sale of fossil fucls diverted to health and education
of irts citizenry could help to heal Middle East rensions. Suspicions among the lead Arab
nations. cased by education, should decrease the need for war and weapons of mass
destruction to settle ancient and newly occurring dispures.
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