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DEPARTMENT OF THE ARMY

UNITED STATES ARMY INTELLIGENCE AND SECURITY COMMAND
FREEDOM OF INFORMATION/PRIVACY OFFICE
FORT GEORGE G. MEADE, MARYLAND 20755-5995

REPLY TO
ATTENTION OF:

Freedom of Information/ 1 0 JUN 2013
Privacy Office

This is in further response to your Freedom of Information Act (FOIA) request of October 23,
2008, and supplements our electronic message of May 12, 2010.

Coordination has been completed with another element of our command and other government
agencies and records returned to this office for our review and direct response to you. We have
reviewed the records and determined the records are partially releaseable to you. A copy of the
records are enclosed for your use.

We have completed a mandatory declassification review in accordance with Executive Order
(EO) 13526. As a result of our review information has been sanitized and 4 pages have been
withheld in their entirety as the information is currently and properly classified TOP SECRET,
SECRET and CONFIDENTIAL according to Sections 1.2(a)(1), 1.2(a)(2), 1.2(a)(3) and 1.4(c)
of EO 13526. This information is exempt from the public disclosure provisions of the FOIA
pursuant to Title 5 U.S. Code 552 (b)(1). It is not possible to reasonably segregate meaningful
portions of the withheld pages for release. The records are enclosed for your use. A brief
explanation of the applicable sections follows:

Section 1.2(a)(1) of EO 13526, provides that information shall be classified TOP
SECRET if its unauthorized disclosure reasonably could be expected to cause
exceptionally grave damage to the national security.

Section 1.2(a)(2) of EO 13526, provides that information shall be classified SECRET
if its unauthorized disclosure reasonably could be expected to cause serious damage
to the national security.

Section 1.2(a)(3) of EO 13526, provides that information shall be classified CONFIDENTIAL
if its unauthorized disclosure reasonably could be expected to cause serious damage to the
national security.

Section 1.4(c) of EO 13526, provides that information pertaining to intelligence activities,
intelligence sources or methods, and cryptologic information shall be considered for
classification protection.



In addition, information has been sanitized from the records and 4 pages have been withheld in
their entirety as the release of the information would reveal sensitive intelligence methods. This
information is exempt from public disclosure pursuant to Title 5 U.S. Code 552 (b)(7)(E) of the
FOIA. The significant and legitimate governmental purpose to be served by withholding is that a
viable and effective intelligence investigative capability is dependent upon protection of
sensitive investigative methodologies. It is not possible to reasonably segregate meaningful
portions of the withheld pages for release.

The withholding of the information described above is a partial denial of your request. This
denial 1s made on behalf of Major General Stephen G. Fogarty, the Commanding General, U.S.
Army Intelligence and Security Command, who is the Initial Denial Authority for Army
intelligence investigative and security records under the FOIA. You have the right to appeal this
decision to the Secretary of the Army. Your appeal must be postmarked no later than 60
calendar days from the date of this letter. After the 60-day period, the case may be considered
closed; however, such closure does not preclude you from filing litigation in the courts. You
should state the basis of your disagreement with the response and provide justification for a
reconsideration of the denial. An appeal may not serve as a request for additional or new
information. An appeal may only address information denied in this response. Your appeal is to
be made to this office, for forwarding, as appropriate to the Secretary of the Army, Office of the
General Counsel.

Coordination has been completed and we have been informed by the Central Intelligence
Agency (CIA) that information is exempt from public disclosure pursuant to Title 5 U.S. Code
552 (b)(1) and (b)(3) of the FOIA.

The withholding of the information by the CIA constitutes a denial of your request and you
have the right to appeal this decision to the Agency Release Panel within 45 days from the date
of this letter. If you decide to file an appeal, it should be forwarded to this office and we will
coordinate with the CIA on your behalf. Please cite CIA #F-2010-01292/Army #57F-09
assigned to your request so that it may be easily identified.

Coordination has been completed and we have been informed by the Defense Intelligence
Agency (DIA) that their information is exempt from public disclosure pursuant to Title 5 U.S.
Code § 552 (b)(1), (b)(2) (b)(3) and (b)(4) of the Freedom of Information Act and Executive
Order (EO) 13,526 § 1.4 (c¢) (d) and (h). The statute invoked under Title 5 U.S. Code 552 (b)(3)
is 10 U.S.C. §424, which allows for the protection of organizational and personnel information
for DIA.



The withholding of the information by the DIA constitutes a partial denial of your request and
you have the right to appeal this decision directly to the DIA. If you decide to file an appeal, it
should be forwarded to the Director, Defense Intelligence Agency, ATTN: DAN-1A-FOIA,
Washington, DC 20340-5100. Please cite MDR #0155-2010 assigned to your request so that it
may be easily identified.

You have received all Army intelligence investigative records pertaining to this request.

There are no assessable FOIA fees.

If you have any questions regarding this action, feel free to contact this office at 1-866-548-
5651, or email the INSCOM FOIA office at: INSCOM_FOIA_ServiceCenter@mi.army.mil and
refer to case #57F-09.

Sincerely,

L@’L&J
Brad S. Dorris
Director

Freedom of Information/Privacy Office
Investigative Records Repository

Enclosure
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WARNING NOTICE

Authority for the release of this document to a foreign govemmeﬁt must be
secured fromw the Assistant Chief of Staff for Intelligence, Department of the
Army, Washington, DC 20310. ; o . ~

-a

SECURITY MARKINGS

The security classification markings in this document are accompanied by
special control markings, whem applicable. These control markings and their

meanings are as follows:
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SOURCES AND METHODS INVOLVED
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CONTRACTOR/CONSULTANTS
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Arlington Hall Station, Arlington, VA 22212 iun accordance with AR 381-19.
Non-Army elements and U&S Commands .should make requests 1in accordance with
DIAM 59~1.
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UNCLASSIFIED

FOREWORD

The Army Scientific and Technical Intelligence Bulletin (ASTIB) is a monthly

publication summarizing the current level of US Army Intelligence knowledge
o concerning a specific scientific and technical mission area. It represents
an ACSI approved position. The ASTIB is managed, printed, and disseminated
by the US Army Foreign Science and Technology Center (FSTC), with specific
'issues written by FSTC, the Missile Intelligence Agency (MIA), or the Medical
Intelligence and Information Agency (MIIA).

Comments regarding the Information in this document and requests for
additional information should be directed to- FSTC, MIA, or MIIA as

appropriate.

L Odsim

WILL¥AM E. ODOM
Brigadier General, United States Army
Assistant Chief of Staff for Intelligence

{Reverse Blank)
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AST~2660R~015~-82
January 1982

Topics to be addressed in the Army Scientific and Technical Imtelligence
Bulletin (ASTIB): November 1981-—February 1983 (U).

(U) Under procedures initiated in October 1979, various organizational units
at the US Army Foreign Science and Technology Center (FSTC), the US Army
Missile Intelligence Agency {MIA), and the US Army Medical Intelligence and
N Information Agency (MIIA) will address specified topies (mission area themes)
in separate 1ssues of the ASTIB. The following schedule has been developed:

Issue . Respoﬁsibie Agency ' Mission Ared Theme

" (L)THE)
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UNCLASSIFIED AST-2660R-015-82

" January 1982

INTRODUCTION

(U) This issue of the Army Scientific and Technical Intelligence Bulletin
(ASTIB) was prepared by the Chemical Warfare and Life Sciences Branch,
Military Technologies Division, US Army Foreign Science and Technology
Center, 220 Seventh Street, NE., Charlottesville, VA 22901. As a result of
recent inquirles about the state-of-the-art of Cuban chemical and biological
warfare capabilities, this 1ssue 1s devoted exclusively to that subject.
Economically and militarily, Cuba is heavily dependent upon the Soviet Union
and other Warsaw Pact countries. Presently, more than 1500 Soviet military
advisors are in Cuba, in addition to a Soviet brigade of about 2000 men, to
assist Iin Cuban military training and operational planning. As will become
obvious to the reader, this Soviet influence 1s strongly manifested in the

chemical and biological warfare area.

(U) Additional information on Cuban chemical and biological warfare capa-
bilities and related topics can be obtained from the author, Mr. Victor
Wolfe, Chief, Chemical Warfare and Life Sciences Branch.

5
(Reverge Blank)
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Medical Training (U)
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CBW Materiel (U)

Agents and Munitions (U)
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PRODUCTION AND STOCKPILES (U)

(CHeN

RESEARCH AND DEVELOPMENT (1)

(U) Very 1little is known about possible CBR research and development
activities in Cuba. According to a Cuban open press article, a Central
Chemical Troops Laboratory (location unknown) has been in existence for
25 years, and as of 22 June 1980, a new laboratory building was in the
planning stages. A Dr. Julio Lopez Rendueles 1s apparently assoclated with

this facility,
expertise.

but no other information is available on him or his areas of

CONCLUSIONS (W)

(b)1)
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