Previously released US Department of Justice (DOJ)
records regarding DOJ investigations into
“unauthorized disclosure of classified information,” i.e.
“Leaks”

Description of document:

Requested date:
Released date:

Posted date:

Date/date range of documents:

Source of document:

17-March-2006
26-April-2007
03-June-2008
2001 - 2006

US Department of Justice

FOIA/PA Unit

Criminal Division

Suite 1127, Keeney Building
Washington, D.C. 20530-0001

The governmentattic.org web site (“the site”) is noncommercial and free to the public. The site and materials
made available on the site, such as this file, are for reference only. The governmentattic.org web site and its
principals have made every effort to make this information as complete and as accurate as possible, however,
there may be mistakes and omissions, both typographical and in content. The governmentattic.org web site and
its principals shall have neither liability nor responsibility to any person or entity with respect to any loss or
damage caused, or alleged to have been caused, directly or indirectly, by the information provided on the
governmentattic.org web site or in this file.
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Washington, D.C. 20530
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This is in response to your March 17, 2006, Freedom of
Information Act request for records concerning unauthorized
disclosure of classified information to the press or public as
described in the five numbered paragraphs listed in your request
letter. Inasmuch as for the time period covered by your request
the Counterespionage Section (CES) and the Counterterrorism
Section (CTS) were components of the Criminal Division
(transferred to the new National Security Division in September
2006), this response pertains to records maintained by those
former sections.

With regard to paragraph 1 of your request, all such
referrals, with one exception, originated with other government
agencies. The responsive documents will be reviewed by those
agencies who will respond to you directly. The single exception
(Document 1) originated with another federal government entity
and is being withheld in its entirety pursuant to Exemption 1 of
‘the FOIAR, 5 U.S.C. § 552(b) (1), which permits the withholding of
information properly classified pursuant to Executive Order.

With regard to paragraphs 2, 3 and 5 of your request, 64
documents (2-65) have been located. These documents are being
released to you, in whole or in part, with the exception- of those
documents listed on the attached “Schedule of Documents Withheld
in Full.” We are withholding the records withheld in full and
certain portions of the records being released, as indicated,
pursuant to one or more of the following FOIA exemptions set
forth in 5 U.S.C. § 552(b):

(1) which permits the withholding of information
properly classified pursuant to Executive Order;

(2) which permits the withholding of information
relating solely to the internal personnel
rules and practices of an agency;
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(3) which permits the withholding of information
specifically exempted from disclosure by statute.
The applicable statutes are the Central
Intelligence Act of 1949, 30 U.S.C § 403(qg), which
protects from disclosure intelligence sources and
methods as well as the organization, functions,
names, official titles, salaries or number of
personnel employed by the Agency and Section 6 of
Public Law 86-36, (50 U.S.C. § 402 note), which
protects from disclosure the organization,
functions, activities and personnel of the
National Security Agency.

(5) which permits the withholding of inter-agency
or intra-agency memorandums or letters which
reflect the predecisional, deliberative
processes of the Department, and/or which
consist of attorney work product prepared in
anticipation of litigation and/or which
consist of confidential attorney-client
information;

(6) which permits the withholding of personnel
and medical files and similar files the
disclosure of which would constitute a
clearly unwarranted invasion of personal
privacy;

(7) which permits the withholding of recozxds or
information compiled for law enforcement
purposes, but only to the extent that the
production of such law enforcement records or
information...

(C) could reasonably be expected to
constitute an unwarranted invasion

of personal privacy.

With regard to paragraph 4 of your request--pertaining to
whether the United States engaged in or was aware of the tracking
of a satellite telephone used by Osama bin Laden, or any leak
investigation in connection with published reports alleging such
tracking--a thorough search of relevant files within CES has been
conducted; however, no responsive records were located.

In regard to item 38, portions of the material indicated are
also withheld pursuant to the recommendation of the Office of
Professional Responsibility (OPR) under Exemption 2, which, as
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previously noted, permits the withholding of information relating
solely to the internal personnel rules and practices of an

agency.

In regard to item 59, please be advised that no “leaks” were
logged for 2003.

Please further note that in response to your request for
leak tracking databases (paragraph 3), we have located and
processed two such databases (documents 53-64), included, with
minimal redactions, with our released materials. Please be
advised that we have also identified a third such database which
is classified in its entirety and therefore being withheld
pursuant to Exemption 1 of the FOIA, 5 U.S.C. § 552(b)(1).

In addition, we have located documents which originated in
the Office of the Attorney General and the Office of Legislative
Affairs. Pursuant to Department regulations, we have referred
these documents to the Office of Information and Privacy (which
processes such documents) for direct response to you.

Pursuant to Department regulations, documents which
originated in the following components or agencies have been
referred to those agencies for processing and direct response to
you: Federal Bureau of Investigation, Central Intelligence
Agency, National Security Agency, Office of Professional
Responsibility, Department of Defense, Department of Energy,
United States ARir Force, Department of State, Office of the
Director of National Intelligence and another government agency.

Although I am aware that you have filed a complaint with the
United States District Court regarding this request, I am
required to inform you of your right to an administrative appeal
of this partial denial of your request. Your appeal should be
addressed to: The Office of Information and Privacy, United
States Department of Justice, 1425 New York Ave., NW, Suite
11050, Washington, DC 20530-0001. Both the envelope and the
letter should be clearly marked with the legend "FOIA Appeal.”
Department regulations provide that such appeals must be received
by the Office of Information and Privacy within sixty days of the
date of this letter. 28 C.F.R. 16.9. If you elect to file an
appeal, please include, in your letter to the Office of



Information and Privacy, the Criminal Division file number that
appears above your name in this letter.

Sincerely,

Thomas J. McIntyre, Chief

Freedom Information/Privacy Act Unit
Office of Enforcement Operations
Criminal Division



SCHEDULE OF DOCUMENTS WITHHELD IN FULL
(Refer to Body of Letter for Full Description of Exemptions)

1, Referral from another government entity regarding
unauthorized disclosure. Withheld in full pursuant to 5 U.S.C.

552 (b) (1) .

42. Notes Re: Security Working Group Issues, Legislative Group
Issues, Legal Review Group, Litigation Issues, and Interagency
Task, Force, undated, 6 pages. Withheld in full pursuant to. 5

U.s.C. 552(b) (5).

43. Arguments regarding the Leak Statute, undated, 3 pages.
Withheld in full pursuant to 5 U.S.C. 552(b) (5).

44, rimiﬁal Division Proposed Recommendations, February 28,
2002, ' February 28, 2002, 9 pages. Withheld in full pursuant to 5§

U.S.C. 552(b) (95).

45. Criminal Division Proposed Recommendations, undated, 7
pages. Withheld in full pursuant to 5 U.S.C. 552(b) (5).

46. 1InterAgency Task Force Meeting March 27, 2002, 1 page.
Withheld in full pursuant to 5 U.S.C. 552(b) (5).

47. Litigation Group, Proposed Recommendations, February 28,
2002, 2 pages. Withheld in full pursuant to 5 U.S.C. 552(b) (5).

48. Analysis of Criminal Statutes Potentially Applicable to
Media Leaks, undated, 7 pages. Withheld in full pursuant to 5

U.S.C. 552(b) (5).

49, Draft, Criminal Statutes Applicable to Unauthorized
Disclosures of Classified Information, April 1, 2002, 5 pages.
Withheld in full pursuant to 5 U.S.C. 552 (b) (5).

50. Report, undated, 1 page. Withheld in full pursuant to 5§
U.S.C. 552(b) (5). ‘

51. Taskings from January 8, 2002 IATF Meeting, 1 page.
Withheld in full pursuant to 5 U.S.C. 552(b) (5).

52. Taskings from January 8, 2002 IATF Meeting, 2 pages.
Withheld in full pursuant to 5 U.S.C. 552(b) (5).
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THE NEW YORK SUN

March 17, 2006
Chief, FOJA/PA Unit
Criminal Division
Department of Justice

Suite 1127, Keeney Building
Washingion, D.C. 20530-0001

Via Cenified Mail

Re: A Freedom of Information Act Reguesi — Expedited Treatment Reguested

Dear Sir or Madam:

This is a request for Department of Justice records brought pursuant 1o the Freedom of
Information Act (“FOIA™), 5U.8.C. § 552.

! hereby request one copy of the following:

1. All so-called criminal referrals submitted 10 DOJ since January 1, 2001 reparding
unauthonized disclosure of classified information 10 the press or public.

2. All responses from DOJ 10 the referring entity indicating the outcome of
investigations, inguiries, or legal analyses related to the incidents referenced in

No. 1 above.

3. All logs. lists, 1allies, tabulations. summary reports, compilations, and the like
pertaining to the referrals described in No. 1 above. whether or not composed

solely of those referrals.

105 CHAMBERS STREIT NEW YORK (7Y 10007 TIL1 2129062000 FAX 2]2-5729336 WWWNYSUN.COM
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FOIA Officer, Criminal Division, Department of Justice
March 17, 2006
Page 2

4. All records pertaining to published reports in or about August 1998 that the
United States was aware of or tracking a satellite telephone used by Osama bin
Laden, the source or sources of that alleged leak, all referrals to DOJ in
connection with that alleged leak, all replies from DOJ thereto, and any damage

assessment conducted in connection with that alleged leak.

5. All records pertaining to, or prepared or gathered in connection with the study of
unauthorized leaks of classified information transmitnied to Congress on or about

October 15, 2002 by the then-Atiorney General.

This request is directed to records of the Criminal Division, including but not limited to
records of the Counterespionage Section.

I ask that all searches conducted in connection with this request seek responsive records
created or received through the date the search began.

To the extent information responsive 1o this request is classified pursuant to Executive
Order 12958 or a predecessor order, ] ask that it be reviewed pursuant to the mandatory
declassification provisions of that order. ] ask that any records unclassified in part or in
whole be disclosed while the review of the classified portions proceeds.

I ask that the processing of this request be expedited pursuant to FOIA and 28 C.FR. §
16.5(d)(1)(3i) and (iv) because a compelling need exists for disclosure of the records
sought herein. In accordance with DOJ regulations, a copy of this request is being
submitted to the Director of Public Affairs.

Some of the best indications of the urgency of public interest in this matter come from the
recent public statements of such officials as the President, the Vice President, and the

Director of Central Intelligence.

President Bush has complained both about disclosure of a program for warrantless
surveillance and about the alleged disclosure relating to bin Laden’s telephone.
Regarding the warrantless surveillance program, he said, “My opinion is it was a
shameful act for someone to disclose this very importiant program in a time of war. The
fact that we’re discussing this program is helping the enemy.” Press Conference of the
President, The White House (online), December 19, 2005, accessed at
hnp://www.whitehouse.gov/news/releases/2005/12/20081219-2 htm] (last aceessed
March 11, 2006). Without any prompting. Mr. Bush raised the alleged disclosure
regarding bin Laden’s phone. “The fact that we were following Osama bin Laden because




FOIA Officer, Criminal Division, Department of justice
March 17, 2006
Page 3

he was using a certain type of telephone made it into the press as the result of a leak. And
guess what happened? Saddam—QOsama bin Laden changed his behavior. He began to
change how he communicated. We're at war, and we must protect America’s secrets.
And so the Justice Department, ] presume, will proceed forward with a full

investigation.” 1d.

While the subject has been of intense interest recently, Mr. Bush’s record of public
exhortations about the urgent need 1o curtail leaks of classified information stretches back
10 the beginning of his presidency. During a joint press availability with Chancellor
Schroeder of Germany, Mr. Bush decried leaks as a grave threat, saying, “This can’t
stand. We can’t have leaks of classified information. I's not in our nation’s interest.... I
want Congress to hear loud and clear, it is unacceptable behavior to leak classified
information when we have troops at risk.” German 1 eader Reiterates Solidarity With
U.S.. The White House, October 9, 2001, accessed at
http://www.whitehouse.gov/news/releases/2001/10/2001 1009-13.htm] (last accessed

March 11, 2006).!

Mr. Bush has also described himself as “outspoken” on the dangers posed by Jeaks and
declared, “They can be very damaging.” President Holds Press Conference, The White

House (online), October 28, 2003, accessed at
http://www.whitehouse.gov/news/releases/2003/10/20031028-2.htm] (last accessed

March 11, 2006).

In an interview last month, Vice President Cheney said recent leaks of classified data had
harmed national security. “There clearly has been damage done.... One of the problems
we have as a government is our inability to keep secrets. And it costs us, in terms of our
relationship with other governments, in terms of the willingness of other intelligence
services 1o work with us, in terms of revealing sources and methods.” Interview of the

Vice President by Brit Hume. Fox News. The White House (online), February 15, 2006,

accessed at htip://www.whitehouse.gov/news/releases/2006/02/20060215-3.himl (last
accessed March 11, 2006).

The Director of Central Intelligence, Porter Goss, has-expressed concerns in a variety of
venues about the damaged caused by leaks and the need to contain them. See. e.g.,

! This round of alarm about leaks of classified information appears to have led Congress
to demand a study on the point. See Public Law 107-108 § 310. The resulting review by
the then-Attorney General concluded, “There is no doubt and ample evidence that
unauthorized disclosures of classified information cause enormous and irreparable harm
to the Nation’s diplomatic, military, and intelligence capabilities....The seriousness of the

issue has outpaced the capacity of extant administrative and law enforcement
mechanisms 1o address the problem effectively.” Attorney General John Ashcrofi, Letter

10 the Honorable J. Dennis Hastert. October 15, 2002, accessed at

htip://www fas.org/sep/othergov/dojleaks.himl (3ast accessed March 16, 2006).




FOIA Officer, Criminal Division, Departiment of Justice
March 17, 2006
Page 4

Spencer Hsu and Walter Pincus, “Goss Says Leaks Have Hurt C1A’s Work, Urges
Probe,” Washingion Post, February 3, 2006, at A03 (discussing testimony before Senate
Intelligence Commitiee); Brian Ross and Richard Esposito, “EXCLUSIVE: Is CI1A Leak
Probe a Witch Hunt,” ABC News (online), February 7, 2006, accessed at
http://abcnews.go.com/US/print?id=1587307 (last accessed March 11, 2006) (discussing
Mr. Goss launching “a major internal probe into media leaks™); Brian Bennett et al., “The
ClA Says Shhh...,” Time Magazine. January 16, 2006, at 21 (discussing meetings with
CIA employees). Mr. Goss’s recent complaints about leaks have extended beyond the
disclosure of the National Security Agency’s warrantless surveillance program and have
included alleged leaks in books and movies. 1d. He has spoken over referring *“‘dozens” of
leak infractions for investigation by a special C1A unit devoted 10 the task. 1d.

According 10 a transcript of a Senate Intelligence Commitiee hearing last month, Mr.
Goss described the impact of leaks as *“very severe™” and asserted that the C]A has “a
strong internal program™ has been developed to combat the problem. Hearing of the

Senate Intelligence Commitiee, Federal News Service, February 2, 2006. The Director of
National Intelligence, John Negroponte, called leaks during his tenure “one of the

greatest disappointments that ] personally have had.” Id. He also asserted, “We’re
seeking 10 investigate them as vigorously as possible and prosecute them, if necessary.”

1d.

In recent weeks, members of Congress have also decried leaks of classified information
and are considering legislation to address the issue. See. e.g., Walter Pincus, “Senator
May Seek Tougher Law on Leaks,” Washington Post, February 17, 2006, a1t A04. There
have also been calls for investigation of specific leaks, such as a disclosure about CIA
prisons abroad. See. e.g.. Edward Lee Pitts, “Frist Puts Priority on Secret Prison Leak,”
Chattanooga Times Free Press, November 11, 2005, at Al; Jonathan E. Kaplan, “Hastert
'Request for Investigation Flouts House Inte] Commitiee Recommendation,” The Hill,
November 10, 2005, at 4. Referral of possible criminal leaks takes place at “‘the rate of
three 10 four per week.” Jonathan Weisman, “GOP Leaders Urge Probe in Prisons Leak,”

Washington Post, November 9, 2005, at A0].

Searches of databases that compile news stories also reveal widespread and exceptional
recent interest in the subject of leaks of classified information. A search of the Nexis
database conducted on March 11, 2006 found 977 news reports in the last 90 days
including the terms, “classified” and “leaks.” Of those stories, 593 referred to some type
of investigation. A search for the terms “classified” and “leaks™ in the Google News
database on March 11, 2006 found 854 responsive stories in the past approximate 35
days. Of those stories, 246 contained the term “investigation.™

Some of these stories have raised issues that go beyond the mere question of leaks. One

notable article asserted that the underlying leaks were part of a ClA-led *“‘war against the
Bush Administration.” John Hinderaker, “Leaking at All Costs: What the ClA 1s Willing
10 Do 10 Hurt the Bush Administration.” Weekly Standard (online), November 30, 2005,
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accessed at _
htip://www.week]vsiandard.com/Content/Public/Articles/000/000/006/41 7aldhj.asp (last

accessed March 11, 2006). Other recent accounts have suggested that the leak
investigations are part of a broader “war” against the press and critics of the Bush
Administration. See. e.g.. Dan Eggen, “White House Trains Efforts on Media Leaks:

Sources, Reporters Could Be Prosecuted,” Washington Post, March 5, 2006, at A01. In
the days afier being published this anticle was deemed the most discussed on Internet
blogs by a leading tracking service, Technorati.com. See Edward B. Colby, “Story Based

on Leaks Stirs Up Debate About Leakers and Leakees,” CJR Daily (online), March 6,

2006, accessed at
http://www._cirdailv.ore/behind the news/storv based on _Jleaks stirs up 1.php (last

accessed March 11, 2006).

A variety of recent siories have taken a broad look at the issue of illegal leaks and have
concluded that the government’s efforts 10 Jocate and punish leakers have been largely
ineffectual. See. e.g.. Chris Mondics, “Most Justice Department Probes of High-level

Leaks Go Nowhere,” Philadelphia Inquirer, January 3, 2006, at A03.

While the alleged leak pertaining to bin Laden’s telephone 100k place some time ago, it
continues 1o be the subject of vigorous discussion, some of which argues that Mr. Bush
and other official government accounts of the episode are flatly wrong. See. e.g.. Glenn
Kessler, “Osama Bin Laden and the Leak That Wasn’t,” Washingjon Post, December 20,

2005, at A08; Jack Shafer, “Don’t Blame the Washingion Times,” Slate (online) accessed
at htip://www.slate.com/id/2132975/, December 21, 2005, (last accessed March 11,

2006); Glenn Kessler, “File the Bin Laden Phone Leak Under Urban Myths,”
Washington Post, December 22, 2005, at A02.

1 believe that the stories (which are attached hereto) and the cited database searches
establish that widespread and exceptional media interest exists in the subject of this
request. In addition, the recent comments of President Bush and other senior officia s
establish beyond any dispute that the issues involved are of acute and significant national
interest. The potential for legislative action further underscores the urgency of this
request. In light of the foregoing, this request must be expedited pursuant to FOIA and
the above-cited regulations. 1f you determine that the request should not be expedited in
its entirety, 1 ask that you expedite any portion eligible for such treatment.

] also ask that, under the fee provisions of FOJA, this request be considered as one from a
representative of the news media. As noted above, ] am a full-time reporter seeking this
information in connection with news siories 1 am preparing. ] also request that any fees
that could be assessed in connection with this request be waived because disclosure of
this information would significantly contribute to public understanding of the severity of
the problems caused by unauthorized disclosures of classified information. In addition,
disclosure of the information sought herein will aid the public in assessing the efficacy of

government responses 1o such disclosures.
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If the fee waiver is not granted, ] agree to pay up to $200 in duplication fees that may
legally be assessed in connection with this request, while reserving my right to appeal the

denial.

In addition, due 10 the urgency of this request, 1 ask that you advise me when the records
are available, so that ] may make arrangements to pick it up in person. ] can be reached at
(415) 695-0484 10 answer any questions about this request.

1 hereby certify that all matters stated herein are true and accurate to the best of my
knowledge and belief.

cc: Director of Public Affairs, DOJ

Enclosure



U.S. Departinent of Justice

National Security Division

Counterespionage Section Washingion, D.C. 20530

HAR 13 AT

m— ‘ SEGREGATE

Office of General Counsel
Central Intelligence Agency
Washington, DC 20505

CIA, (D)D)

Rie: CIA Crime Report
DOJ / CES Reference No. CR-06-03

Dear B

) x This is to advise you of the conclusmn of the FBI's investigation into the

unauthorized disclosure of classified informationSIA, {bX i) dc ]

(o7 (D101 2. - —

) x Due to the extremely broad dissemination of the classified information within the
Intelligence Community, it is unlikely the source of the leak can be identified. The FBI now
recommends closure of this investigation, and the Counterespionage Section concurs with the
FBI's recommendation:

(U//FOUO) If you have any questions, please feel free to call me at(202) 514-1187.

Sincerely,
. % B v
' Ao
Jcé: J. Dion, Chief
‘Counterespionage Section
4 Declassified by- o
Qupey Counsel for Intelligence P -
| Date: )
DERIVED FROM: G3
DECL ON: 20320206
3 ..‘-.-»: Q 2
sBoRer 69060°¢
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—..



L}
- (e = st
(¥ eRZT O B . .

iJ.S. Department of Justice

National Security Division

Washingion, D.C 76530

Comua'ark;mgc Section . . .
S JAN 24 207 SR
'Office of General Counsel o . . 2
Central Intelligence Agency . '
‘Washington, DC 20505 : : .
Re.  CIACrimeReport SERS—— -
DOJ/CES Reference No CR-06-004 : o
. D m: (1.2] l'!
(V) This is to advise you of the conclusion of the FBT's mvest:gatlon mto the
xnavthorized disclosure of classified information CIA Y1) de — !
L7057 3 1 P w I
v ' Due to wide dissemination of the c]assxﬁed information’ @‘@)ﬁﬁh itis

unlikely the source of the leak can be identified. After consultations with CIA security
personnel, the FBI has decided to close its investigation.

(U//FOUO) I you have any qucstlons, please feel free to.call me at (202) 514-1187.
Smcerely,

-

John J. Dion, Chief
Counterespionage Section

DECIL. ON: 20310718
DRV FROM: COLS-06 -

Jeclassi by . e el —— - . .
' Counsal for Imelligence Policy _ -
Dato: - ¢000003
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SECRET

U:S. Department of Justice

National Security Division

Counierespionage Section Washingion, D.C. 20530

r'“""f | - e SEGREGATE

"Offfice of General Counsel
Central Intelligence Agency
Washington, DC 20505

' Re:  CIA Crime Report - SRR —]
{ DOJ/CES Reference No. CR-032-03
) JCERBINT &) FBI Media Leak Investigation

Dear m" ) (3) ’ ‘ . )

© x This is to advise you of the conclusion of the FBI's investigation into the

CEh, (b)i3)l. o=

unauthorized disclosure of classified informationCIA, thy)1.dc —

CEA, (B)(3)3.sw

W x Due to the wide dissemination of the classified information, it is unlikely the source
of the leak can be identified. The FBI now recommends closure of this investigation, and the
Counterespionage Section concurs with the FBI's recommendation.

(U) If you have any questions, please feel free to contact me at {202) 514-1187.

Sincerely,

Johni J. Dion, Chief

Counterespionage Section

for Inte!ligence Policy
, - DERIVED FROM: G-3
Date: _4 g DECLASSIFY ON: 25X1
6000004
—SECREF- '

Hio




-SECERETF

%: ﬁ 33 &qgs Department of Justice ' .

>
.

Nahonal Secunty Dmsxon
Counseresplongge Section , Washmgton. D.C. 20530 - .
- NVog g | .
- . SEGREGATE
' Office of General Counsel . ‘ -
Central Intelligence Agency ‘
Washington, DC- 20505
Re:  CIA Crime Report <A |
DOJ/CE§ )lﬁgference No CR-O9—05
(L) ” €iR, b)T)1.4c — |- FBI Media Leak Investigation

Dear GRS

) x This is to advise you of the conclusion of the FBI's inyestization into the.
unauthorized disclosure of classified CIA mformabonclA [OIULED

CIMA, (d)il)i.as

, J
€IA, bX(i)1.4c .

(1) 9 Due to the wide dissemnination of the classified information A O[0) L —
it is unlikely the source of the leak can be identified. After consultations with CIA security

personnel, the FBI now recommends closure of this investi gation. The Counterespmnagc Section
concurs with the FBT's recommdauon.

(U) If you have any questions, please feel free to contact me at (202) 514-1187.

- Sincerely,
J ot J. Dion, Clncf
Counterespionage Section
classified by
Counssl for Intolli

DERIVED FROM: G3
DECL ON: 20310929

8000005 .
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U.S. Department of Justice

National Security Division

Counterespionage Section Washington, D.C. 20530

o NW -3 205 S ' ,
Office of Geperal Counsel R
Central Intelligence Agency

Washington, DC 20505

t) (D)

Re: CIA Crime Repoxt £IA TN ]
DOJ / CES Reference No. CR-040-04 & CR-041-04

CXA () {2)2 .40

CIAbNT)T.8c ] - FBI Media Leak Investigation

CRA, (D) (D)

Dear

” This is to advise you of the conclusion of the FBI's investigation into the

V)
CXRh, Id)i2)l.aa

unauthorized disclosure of classified CIA mformanonm |

CXRh, (B)13)3.4e

EIA, BXT)1.4c |

MSD, () (233 .

) x Due 1o the wide dissemination of the classified information
it is unlikely the source of the leak can be identified. After consultations Wlﬂl CIA security
personnel, the FBI now recommends closure of this investigation. The Counterespionage Section
concurs with the FBI's recommendation.

(U) I you have any questions, please feel free to contact me at (202) 514-1 18;1;

Sincerely,

= John . Dion, Chief
Counterespionage Section

o.w%" Mof b R lley

Counss! forlnﬁalb@wa’ﬁohcy

Do l.o}

DERIVED FROM:G3
DECL ON: 20310929

¢086006



US Department of Justice

Crimina] Division

—SEERET-

Counterespionoge Section Washington, DC 20530

w255 RELEASE

Mr. Vito T. Potenza

Acting General Counsel

National Security Agency

9800 Savage Road

Ft. George G. Meade, MD 20755-6000

Re: NSA Crime Report GC/036/04
DOJ / CES Reference CR-021-04

Dear Mr. Potenza:
This is to advise you that following a thorough investigation of the media leak referral
captioned above, the Federal Bureau of Investigation has concluded that identifying the source is

unlikely due to the wide dissemination of the classified information at issue. Accordingly, 1 have
approved the Bureau’s request to close this matter. '

(U//FOUO) If you have any questions, please feel free to contact me at (202) 514-1187.
Sincerely,
N
John J. Dion

Chief
Counterespionage Section

Classiied By: G-3
D=te: ql“' 5'} _ Deacslassifyo);: X1

¢060007



U.S. Department of Justice

Criminal Division

—SECRET/XH+—

Washington, DC 20530

APR 25 2905 SEEREGATE

Counterespionage Section

cxn, (%143
rfi.‘d?)hf

Office of General Counsel
Central Intelligence Agency
Washi,ugton, D.C. 20505

Re:” ClA Crime ReportfTA, )@ |
DOJ/ CES Reference CR-028-03

Dear

v x']'his is to advise you that following a thorough investigation of the media Jeak referral
captioned above, the Federal Bureau of Investigation has concluded that identifying the source is
unlikely due to the wide dissemination of the classified information at issue. Accordingly, 1 have

approved the Bureau’s request to close this matter.
(U//FOUO) If you have any questions, please feel free to contact me at (202) 514-1 187.
Sincerely,

WY N

John J. Dion
Chief
Counterespionage Section

' Declassified by .
Loy Counsel for Insell iy
OIPRAUSDO) Classified By: G-3

Dstae Ly ‘ Declassify On: X1
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U.S. Department of Justice
Criminal Division
SECRET/HCS/NOFORN/MR .
FANDLE- VA HOMINT-CHANNELS-ONEY—

Pashingion, DC 20530

o012 SEGREGATE

Counterespionage Section

CIA, (B)(I)

'Central Intelligence Agency
Washington, D.C. 20505
Re:  CIA Crime Report €A, (b}3) 3
DOJ / CES Reference No. CR-061-04 -

Dear

, IBIIN)ID .

<U)—fsm-}emwsn [OIOLE S

MDD, (B)i3l}d.ss

LJ L

=y eais .

WSO By .de ] we believe that referring the matter to the FBI for
investigation was improvident. Accordingly, we are asking the FBI to close its investigation. If
you are aware of any information that could substant:a]]y narrow the pool of possible suspects
we will re-consider this decision.

(U//FOUO) If you bave any questions, please feel free to contact me at (202) 514-1187.

Sincerely, |
>. D
Johd J. Dion
. , Chief
Declassified by" (h’\w'q A g . Counterespionage Section
Counssl for Intelli icy
Das: § i;q‘?} - :Z:IL.BY: " lzis:é”
DECL ON: 25X1-human
DRV FROM: HCS 4-04, Multiple Sources
SECRET/BESHNOFORN/AR-

0006029




U.S. Department of Justice

" Criminal Division

—SECRET/ 25X

Counterespionoge Section Washingion, DC 20530

s 24 2 SEGREGATE

CIA, (B)(3I) '

’ 9)

Office of General Counsel
Central Intelligence Agency
Washington, D.C. 20505
Re: CIA Crime Report (A TBH3 7 -
DOJ / CES Reference CR-09-03

CIA, (B) (D)

Dear

(U‘)x This is to advise you that following a thorough investigation of the media Jeak referral
captioned above, the Federal Bureau of Investigation has concluded that identifying the source is
unlikely due to the wide dissemination of the classified information at issue. Accordingly, I have
approved the FBI's request to close this matter.

(U//FOUQ) If you have any questions, please feel free to contact me at {202) 514-1187.

Sincerely,

S

Chief
Counterespionage Section

ooty Md b Kol
Counssl for Inte!ligenco Poli
OIPR/USDOJ “

Dat: H]Jt] 63 ' Clssified By:  G-3
Declassify On:  25-X1

€©900010
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R ' ' U.S. Department of Justice

" Criminal Division

—-SECRET/25XT

Washingion, DC 20530

oo SEGREGATE

Counserespionnge Section

. .. . -

CIA, (D)D)

o)

Office of General Counsel
Central Intelligence Agency
Washington, D.C. 20505

Re:  CIA Crime Report{iA; 135,(‘3'5’ I
DOJ / CES Reference CR-044-03

CER, (D) (3)

De

(V) x This is to advise you that following a thorough investigation of 'Lhc‘m.ed.ia' leak referral
captioned above, the Federal Bureau of InVestigation has concluded that identifying the source is
unlikely due to the wide dissemination of the classified information at issve. Accordingly, I have

approved the Burean’s request to close this matter.

(U//FOUO) If you have any questions, please feel free to contact me at(202) 514-1 187.
'Sincercly,

VLY

John J. Dion
Chief
Counterespionage ‘Secton

MMMWM%— . 4
{rpty, Counssl for Imsltigenod Policy S
Classified By: ' G3

OIPRUSDOJ
Date: _H\I_&J_(’i_ i . DeclassifyOn:  25-X1 .

C000014
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U.S. Depariment of Justice
Criminal Division
Counierespionoge Sefn'on e 'j-&; :; ;:_;» Z} - ;” lashingion, DC 20530

. ‘i.»::, MAR 24 2006 SEGREGATE
et o

Office of General Counsel
Central Infelligence Agency

Washmélen, D.C. 20505

Re:  CIA Crime Reponﬂmff('f)':—l
DOJ / CES Reference CR-040-03

Dear m; ) (D) .

(L) ”Th:s is to advise you that following a thorough investigation of the media Jeak referral
captioned above, the Federal Bureau of Investigation has concluded that identifying the source is
unlikely due to the wide dissemination of the classified information at 1ssuc Accordingly, 1 have
approved the Bureau s request to close this matter,

(U/F OUO). If you have any questions, please feel free to contact me at (202) 514-1187.
Sincerely,
John J. Dion

Chief
Counterespionage Section

SR .
5‘\5"2‘&:3.. o Classified By:  G-3
- 12‘ Lo oA ‘DeclassifyOn: 25-X1
clessified by- 7“./\94\ '@“V‘dld: DAL N & S
Counssl for bﬂﬁlhgenoéﬁohcy -
01

: _H]idd 63
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U.S. Department of Justice

_ Criminal Division

—SECREF—

Counterespionoge Section Fashington, DC 20530

.MAH 23 205 RELEASE ‘

Robert L. Deitz

General Counsel

National Security Agency

Fort George G. Meade, Maryland 20755-6000

Re: NSA Crime Reports of Media Leak Investigations

NSA 3 June 2004 Letier to DOJ-CES DOQJ-CES Reference CR-28-04

NSA GC/107/04 DOJ-CES Reference CR-32-04
NSA GC/105/04 DOJ-CES Reference CR-31-04
Dear Mr. Dciii;

L x This is to advise you that following in-depth reviews by the Federal Bureau of
Investigation of the three media leak referrals captioned above, they have determined that
criminal investigations for the upauthorized disclosures of classified inforation can not be
successfully concluded. Accordingly, we concur with the Bureau in closing these matters since
identifying the original sources is unlikely.

(U//F OUOQ) If you have any questions, please feel free to contact me at{202) 514-1187.

Sincerely,

' Chief
Declessified by j]\ DAQ A BMU»\ Counterespionage Section
Dey:Xey  Coxmssl for ntolligencs Policy

OIPRUSDOJ
Diste:’ '-f'!_LI_ti_ A DERIVED FROM: G-3

DECLASSFFY ON:  25-X1

¢0004013



Us. Department of Justice

*_ Criminal Division L
' Coumterespionege Section ) Weshingson, DC 20530 e — P
wizzos SEGREGATE - -

Ceantral Intelligence Agency ‘ o . . e S L
Washington; D.C. 20505 ST T R et

Re:  CIA Crime Reports of Media Leak Investigations

"-DOJ/ CES Reference GR-08-03(1) .. . _°.

- l:’-i B ‘ - DOJ CES Reference CR-13-03.
DOJ / CES Rcfe.renoc CR-08-03(2)' .

Dear—m’ m‘i:"z-’ ' ' : o o - .
V) This is to advise you that following in-depth reviews by the Federal Bureanof

Investigation of the three media Jeak referrals captioned above, they have determined that

criminal investigations for the unauthorized disclosares of classified information can not be

successfully concluded. Accordingly, we concyr with the Burean in closing these maﬁers since

) 1d-uf3nng the ongmal sources is unlikely.

('U//FOUO) Ifyou have any questions, please feel ﬁee to contact me at(202) 514—1187
Smcez'ely, h '

R . JodJ.Dien
Chi

Declassified by M P, B&Mu.. ' ' Comtms.piol_:age Section

bopudy Counss for Intslligehis Policy

OIPRD | . . 2
Yy l(a vy : DERIVED FROM: G-3
‘ _ DECLASSFY ON: 25X1

“SEEREF o €00001.4
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U.S. Department of Justice

Crimi&:a] Division

'SEG‘RE%GFGRN‘

Weshingion, DC 20530

wio RELEASE

Counterespionoge Section

Richard B. Schiff

General Counscl
Counterintelligence Field Acbv:ty

U.S. Department of Defense
251 18" Street

Crystal Square 5, Suite 1200
-Arlington, VA 22202

Re:  CIFA Letter dated 08 December 2004
DOJ / CES Reference CR-030-03 -
. Dear Mr. Schiff

, Thank you for your recent Jetter requesting that our office and the Federal Bureau of
Investigation discontinue the investigation of the above referenced matter. Afier carcfully ‘
reviewing your description of the changing circumstances involved, I agree with your assessment
that pursuing this investigation any furtber would ‘be a waste of important resources.

Accordingly, I bave authorized the FBI to close its investigation of this matter.

(U//EFOUO) If you have any questions, please feel free to contact me at (202) 514-1187.

Sincerely,

Joffn] Dion

Chief
Counterespionage Scct:on

%MWMLM%_
W Gumalforlutolhgence olicy Clssified By: | G-3

Declessify On: 25-X1
Do 4 J_L]_oj_ -

0006015




U.S. Department of Justice

Criminal Division

-SECREF/AL-

Washingion, DC 20530

e 1o SERREGATE

Counterespionage Section

VOAY {b) (8), ib)(7)e
’ ]

Fa

Air Fojce Office of Special Investigations
1535 Command Drive

Suite C 300

Andrews Air Force Base MD 20762

Re:  AFOSI Letter dated 25 July 2002
DOJ / CES Reference CR-02-329

OBAP, (B)i8), »)

Dear

(U x’l‘h:is' is to advise you that following a.thorough investigation of the media leak referral
captioned above, the Federal Bureau of Investigation has concluded that identifying the source is
unlikely due to the wide dissemination of the classified information at issue. Accordingly, I have

~ approved the FBI's request to close this matter.

(U//FOUO) If you have any questions, please feel free to contact me at (202) 514-1187.

| Sincerely,

Jo%g-.;ioﬁ

Chicf ,

Counterespionage Section.

Dectassified by Moed A R, J_L_Aq ' "
Qeyedsy  Counsal for Imelligence Policy
-~ OIPRUSDOJ,
Dixte: Ib]e . Classified By:  G-3
Declassify On:  25-X1
: : ¢000016
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. U.S. Department of Justice

‘ Criminal Djvision
—SECREF/HES/NOFORN-ORCONST
~FANPEE-VIA HOMINT-CHANNELS ONEY-

Washingion, DC 20530

NOV 29 s SES R EGATE .'

Counierespignage Seclion

CIA, (B)(I)
»

Office of the General Counsel
Central Intelligence Agency
‘Washington, D.C. 20505
Re:  CIA Crime Report FIR, b)d)
DOJ / CES Reference No. CR-027-03

CIN, (B

Dear

(V) (SHAESHOENE) This is to advise that due to the broad dissemnination of the information
at issue in the media leak referral captioned above, we have concwred in the decision by the FBI

'to close its investigation of this matter.

(U//FOUO) If you have any questions, please feel free to contact me at (202) 514-1187.

Sincerely,
A
. John J. Dion
. . Chief
Declassified by- 'B 24— Counterespionage Section
Deety, Counsd for Intelligence Policy
OIPRUSDOJ
Date:_4]jt]e 3
. CLBY: 2242219
CL REASON: 151C)
DECL ON: . X
DRV FROM: HCS 4.99

—SECRET/ACS/ANOFORN;, OREON/XT-

2000917



U.S. Department ofJushce

< " Crimigal Divisi
C3IA, IB)I3)2.aw
HLROLLCS . ]

Weshingion, DC 20530

o 232 SEGREGATE

Counserespionage Section

i o ) (%)
FﬁTﬁw )

Office of Geperal Counsel
Central Intelligence Agency -
Washipgton, DC 20505

CIR, i®)€2)

Re:  CIA Crimes Report €A, (b)3) ] DOJ/CES Reference CR-02-327

Dear CXA, (b)(2)

V) € GRTBIITTIThis is 1o advise you that following a thorough investigation by the
Federal Bureau of Investigation of the media Jeak referral captioned above, they have concluded :
that identifying the source is unlikely due to its wide dissemination. Accordingly, I concur with
the Bureau in closing this matter. Attached, please find a copy of FBI's memorandum to us

detailing this information.

(U//FOUO) If you have any questions, please feel free to contact me at (202) 514-1187.

Dmby M&Mﬁémw | S%T% D

Des: _4]it]¢3 Johin J. Dién
: . Chief
Counterespionage Section
CL By: 2213094
CLREASON: 1.5[¢c]
DECL ON: X1
DRVFROM:  MET 30-87
I CXA, (b)) t2)l.an
S OIVLES ]

¢000018



U.S. Department of Justice

Criminal Djvision

—FOP-SECRET/ XYL

Counterespionege Section Washington, DC 20530

CIA, (D) (D)
CH

‘Office ot: General Counsel
Central Intelligence Agency
Washington, DC 20505

CER, ()LD

Re:  CIA Crimes ReportfA- )8} ] DOJ/CES Reference CR-015-03

CEA, (B) (D)

De

(U) {F5#3%3) This is to advise you that following a thorough investigation by the Federal
Bureau of Investigation of the media leak referral captioned sbove, they have concluded that
identifying the source is unlikely due to its wide dissemination. Accordingly, 1 concur with the’
Bureau in closing this matter. Attached, please find a copy of FBI's memorandum to us detailing
this information.

(U//FOUO) If you have any questions, please feel free to contact me at (202) 514-1 187;

Sincerely,

QIS e
Dectssified by VDot & Bpelly, John J. Dion

Counal for Intelligencs Policy ' Chief
O Counterespionage Section
Dete: 4 |{t)o? .

CL By: 2213084 -

CL REASON:  1.5(c]

DECL ON: X1

DRVFROM: COL 8-87

0000019
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U.S. Department of Justice

Criminal Division
—SECRETH25-X1
Counterespionoge Section Washingion, DC 20530
— - o7 QERRERATE

el -

Office of General Counsel

Central Intelligence Agency

Washington, DC 20505

i Re:  CIA Crime Reporif i} CES Reference No. CR-080-03

CIA Crime Report CES Reference No. CR-024-03
CIA Crime Report CES Reference No. CR-081-03
CIA Cnime Report CES Reference No. CR-021-03

CIR, (B)LD)

Dear

(L) x This is to advise you that following in-depth reviews by the Federal Bureau of
Irvestigation of the four media leak referrals captioned above, they have concluded that criminal
investigations can not be opened for the unauthorized disclosures of classified information as the
result of their broad dissemination. Accordingly, we concur with the Bureau in closing these
matters since identifying the original sources is not likely. Attached, please find a copy of FBI's

-memorandum to us detailing this information.
(U) If you have any questions, please fee] free to contact me at (202) 514-1187.
' Sincercly,
John J. Dion, Chief
Counterespionage Section

' Criminal Division
Declessified by
2ogtj,  Counsal for Intalligence Policy

NPRIUS{U

Date: U] 10] 03

—SEERETF/25-X%
080020
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U.S. Department of Justice

Criminal Division

Woshingion, D.C. 20530

November 20, 2002 SEG R EG ATE ‘

cIn, (B)(3) '

Office of General Counsel]
Central Intelligence Agency
Washington, D.C. 20505

IR, (D) I3)

Re: y )
ISS REF# CR-02-366

CER, (b) (D)

D

This is in reference to your letter dated September 25, 2002, reporting a possible feaexal

CXRe () tR)8 .aw

crime involving the unauthorized disclosure of classified information CI&A by (ITT.d¢ — —
requesting an investigation of the matter by the Department of Justice. ‘

Because of the wide dissemination of the information involved, the Internal Security
Section has elected not to authorize an FBI investigation of the matter. We have closed our ﬁle

on this matter. : Rt
If you have any questions, please contact me on (202) 514-1187.

Sincerely,

John J. Dion
Chief; Internal Security ‘Sechon

Declaisified by- s
Couned| for Imelli Pol
ligentZ Policy
Dxe: %

0069021




U.S. Department of Justice

Criminal Division

“SECRETH/XX-

Washingion, D.C. 20530

September 4, 2002 S E Q R E E ATE

The Honorable Robert L. Dietz
General Counsel

National Security Agency

Ft. George G. Meade, MD 20755-6000

Re: Report of Possible Federal Crime
1SS Reference No.: CR-200

Dear Mr. Dietz:

(U)x This is in reference to your memorandum of February 21, 2001 reporﬁng a possnble

.lrs aw, im)

federal crime involving the unauthorized disclosure of classified information

NEA, () (3)3-40, ‘.)3(” ‘I
7 and requesting an investigation of the matter by the Department of Justice.

(U) At our direction, the Federal Bureau of Investigation (FBI) initiated in mvest:gahon

of this matier in March 2001. Based on the most recent information provided by the FBI, G55 (56

(50; (b)) ) Which bad been
approved for release by NSA’s Office of Policy and Office of the General Counsel, we have

concluded that no further investigation is required and are closing our file on this matter.

(U) Please contact me at (202) 514-1187 if you have any questions.

Sincerely,
John J. Dion, Chief
Declassified by _ Internal Security Section
Counzal for ool Policy
OIPR/USDOJ

Dater _Yllel oY CL BY: FBI (derived)

DRY FROM: FBI memo dtd 8/2/01
DECL ON: X1
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U.S. Department of Justice

Cnmmal ﬁvisfon

CIN, (b)) (D),
]

, Oﬁce of General Counsel
Central Intelligence Agency
Washington, D.C. 20505

CEXA, B)(3)

Re:

ISS Ref. No.: CR-142

CIA, (W) (D)

Dear

Washington, D.C. 20530

socars, o SLAREGATE

This is in reference to your letter dated August 2, 2000, reporting a DDSSJb]e federal crime

involving the unauthorized disclosure of classified mformahonp]ﬂ'ﬁﬂiﬁ‘&;’f

|
and requesting an investigation of the matter by the Department of Justice. i

At our direction, the Federal Bureau of Investigation (FBI) initiated an investigationof -
_this matter in August 2000. Based on the most recent information provided by the FBIGED, B){1i1.4¢
sy, (bX1)1.3¢

1 'we have concluded that no further

investigation by the FBI is required and are closing our file on this matter. However@:@’xi}ﬁ}

NSD, (b)(1)1.4c

matter at that time,

1 we will consider reopening the

If you have any questions, please contact me on (202) 514-1187.

Dedﬁf;%w NI &JL«

Cowml ﬁxlmh!lxm Policy

Sincerely,

Yy

John J. Dion
Chief, Internal Security Section




— U.S. Department of Justice

R f' ) Com b ~ « . ":
Y R =~ ¥  Criminal Division

Fashingion, D.C. 20530

SEGREGATE

September 4, 2002

_Stephen W. Dillard, Director
Office of Counterintelligence
Department of Energy
Washington, D.C. 20585

Dear Mr. Dillard:
This is in reference toEQ,E' ®)(E), YT | letter of January 19, 2000, rcportmg a possxble
Di;e;dc{g{ r;nme involving the unauthorized disclosure of classified informationGOE (B)1)i.dc 1
and requesting &n investigation of the matter by the Department of Jushcc

. At our difection, the Federal Bureau of Investigation (FBI) J.muated an investigation of .
this matter in February 2000. All Jogical investigation was conducted, but the FBI was unable to
identify the source of the leak. . Based on this most recent information by the FBI, we have
concluded that po further investigation is required, and we are closing our file on this matter.

Please contact me at (202) 514-1 187 if you have any qﬁesﬁons.

ettty WA Aully Sincerely,
Dapy + Counsal for Intelligence Piticy |

Petm: _YJILf 03 %%W

John J. Dion, Chief
Internal Security Section

2 0000024



®BA, (DB)(3)3.8c, (B)(3)
. » <, J)
(U)w Re: |'s“ X4

U.S. Depertment of Justice

Criminal Division

Washington, D.C. 20530

August 1, 2002

SEGREGATE

The Honorable Robert L. Dietz

General Counsel _ ' .
Natignal Security Agency Declarsified by- R
Ft. George G. Meade, MD 20755-6000 M fa‘lltuelll e

Re: Report of Possible Federal Crime, GC/191/01 " Dete: /1]
ISS Reference No.: CR-02-01

Dear Mr. Dietz:

This is in reference 1o your memorandum of December 28, 2001, reporting a possible

. federal crime involving the unauthorized disclosure of classified informaﬁon‘)

and requesting an investigation of the matter by the Department of Justice.

The responses 1o the eleven questions and related enclosures provided with vour
memorandum indicate that the classified information disclosedNSA {BATT.4¢c, (bX3) ] had been
disseminated to several government agencies, and likely was reviewed by many individuals at

each address.

" Attempting to identify the source of the leak in the face of such broad dissemination
would place an undue burden on the already strained resources of the Federal Bureau of
Investigation (FBI). Accordingly, although we appreciate the damage to the national security that
was occasioned by this unauthorized disclosure, we have decided not to request the FBI to open
an investigation at this time.

We will, of course, reconsider your request in the event information is brought to our
attention which indicates a likely source of the leak or otherwise suggests a productive avenue of

investigation.

NBR, (B)I2)I.4w, (D)II)

oy

A

\

.

000602s




Sincerely,

Deéputy Assistant Attomey General

v/
cc: David Szady
Cl Division, FBI
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- U.S. Depastment of Justice

SEGREGATE

Cnmma] Division

Washingion. D.C. 20530

August 1, 2002

- g3 A Decwﬁedbr 77’& A‘.:ZM_ Q
fﬁ“gi“ 0gF Counsel for Intelilgends Poficy

Officej of General Counsel - O‘PW. USWJ‘ 6
Central Intelligence Agency Dste: .4}_/__/_9-
Washington, D.C. 20505

CXA, (W) (D)

Re: Report of Possible. Federal Crime, E1A, b)) ]
1SS Reference No.: CR-02-33

CEA, () (D)

DeaflA;

This is in reference to your memorandum of November 20, 2001, repomng a possible

) llll a8

fcdcral crime involving the unauthorized disclosure of classified information §IA by Hi.de ]
ttl and requesting an investigation of the matter by the Department of Justice.

The responses 1o the eleven questions and related enclosures provided with vour

i) 23 .

memorandum indicate that the classified information disclosed §IA. b)iTi4c ] had

»eD, i1k)(3)3.4@

been disseminated@SD, (b)(T)i.dc | in several government agencies.

Attcmptmg 10 identify the source of the leak in the face of such broad dissemination
would place an undue burden on the already strained sesources of the Federal Bureau of
Investigation (FBI). Accordingly, although we appreciate the damage to the national security that
was occasioned by this unauthorized disclosure, we have decided not to request the FBI to open

an investigation at this time.

We will, of course, reconsider your request in the event information is brought to our
attention which indicates a likely source of the leak or otherwise suggests a productive avenue of
- investigation.

CIA

1‘ : I e
€000026
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cputy Assistant Attorney General

cc: \/David Szady
Cl1 Division, FBI




U.S. Department of Justice

Criminal Division

Washingion, D.C. 20530 -

omoisson SEGREGATE

g By i1, (B) e
r?iﬁf’nw&nb‘mr

AFOSI 33 FIS
4864 Virginia Ave.
Andrfws AFB, MD 20762

VIA FAX and MAIL,

Re: Leak Investigation
AFOSI File Nr: 00515D34-8925119

DRAF, (W) (S, (b))

Dear

This is in response to your letter of January 11,2001, which advised of the possible

disclosure of classified informationf&b{biiE} _ 7 -
S0, (b)) ), this office will not ask the

Federal Bureau of Investigation to conduct a media leak investigation. Thls should not be
construed, however, to suggest that AFOSI cannot, or should not, conduct whatever investigation

it deerns appropriate N80, (bYE )

Please advise if we may be of further assistance in this matter.-

Sincerely,

Declemsified by- Ao %,.L
Mw% Counzal for Ingelligendd Policy Johu'P. Dioi, Acting Chief
o Internal Security Section
Disto: ﬁilb’}& 3000027
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Statement by the Presidents Veto of the 'Urielligegee, . -~ — .

. 3 H 2 ! - 9 ¥ “eor.a e o - - -
. Authorizatioh Act for Fiseal Vear 00T (U0 _23vs & 5, T omie

THE WHITE HOUSE

Ofiice of the Press Secretary

(Chappaqua, New York)

dFor Imuediate Release . November 4, 2000

STATEMENT BY THE PRESIDENT
O THE BOUSE OF REPRESENTATIVES :

‘Today, I am disapproving H.R. 4392, the "Intelligence Authoriza
Act for Fiscal Year 2001, * because of one badly flawed provision tha
ave made a felony of unauthorized disclosures of classified informa
though well inten-tioned, that provision is overbroad and may

ecessarily chill legitimate activities that are at the heart of a

I agree that unauthorized disclosures cam be extraordinarily ha

Mllto United States national security interests and that far too many s

Bl Adisclosures occur. I have been particularly concerned about their
lpotential effects on the sometimes irreplaceable intelligence source

ethods on which we rely to acquire accurate and timely information

in order to make the most appropriate decisions on matters of nation
lisecurity. Unauthorized disclosures damage our intel-ligence relatio .
Mabroad, compromise intelligence gathering, jeocpardize lives, and inc

the threat of terrorism. As Justice Stewaxt stated in the Pentagon
case, "it is elementary that the successful conduct of international

- diplomacy and the maintenance of an effective national defense requi

-

confidentiality and secrecy. Other nations can hardly deal with thi
Nation in an atmosphere of mutual trust unless they can be assured t
their confidences will be kept . . . and the development of consider
intelligent intermational policies would be impossible if those char
with their formulatiorn cculd nct ccnmunicate with ezch cther frecly.
Those who disclose classified information inappropriately thus commi
gross breach of the public trust and@ may recklessly put our national
security at risk. To the extent that existing sanctions have proven
insufficient to address and deter unauthorized dis-closures, they sh
strengthened. What is in dispute is not the gravity of tihe problem,
the best way to respond to -it. : -

In addressing this issue, we must never forget that tne free fl
information is essential to a democratic society.  Justice Stewart
wrote in the Pentagon Papers case that “"the only effective restraint
executive policy in the areas of national defense and international
may lie in an-enlightened citizenry -- in an informed and critical p
opinion which alone can here protect the values of democratic govern

Justice Brandeis reminded us that *“those who won our independen
believed . . . that public discussion is a political duty; and that
should be a fundamental principle ot the American Sovernnent.* His
Caution that we must always tread carefully when considering measure

may limit public discussion -- even when those measures are intended .

achieve laudable, indeed necessary, goals.

As President, therefore, it is my obligation to protect not onl

nupd/www.whitchousc. gov/library/ot_rclcases/Novanber 4_2000_1 himd
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covernment?s vital information from improper disclosure, lat also to
protect the rights of citizens to receive the information necessary
democracy to work. Furthering these two goals requires a careful.
balancang, wnich must be assessed

in light of our system of classifying information over a range cf
categories. This legzslatzon does not achieve the proper balance.
example, there is a serxious risk that this legis-lation would tend t
a. chilling effect on those who engage in leyitimate activities. A A
to avoid the risk that their good faith choice of words -- their exe
of judgment -- could become the subject of a criminal referral for
prosecution might discourage Government officials from engaging even
appropriate public discussion, press briefinge, or other legitimate
official activities. Similarly, the legislatiom may unduly restrain
ability of former Govermment officials to teach, write, or engage in
activity aimed at building public understanding of complex issues.
Incurring such risks is unnecessary and inappropriate in a society.b
freedom of expression and the consent of the govermed and is particu
inadvisable in a context in which the range of classified materials
extensive. In such circumstances, this cr1m1na1 provision would, in

view, create amn undue chilling effect.

The problem is compounded because this provision was passed wit
benefit of public hearings -- a particular concern given that it is
public that this law seeks ultimately to protect. The Administratio
shares the process burden since its delibera-tions lacked the thorou
this provision warranted, which in turm led to a failure. to apprise
Congress of the concerns 1 am expressing today.

T deeply appreciate the sincere efforts of Members of Congress
address the problem of unauthorized disclosures and I fully share th
commitment. When the Congress returns, I encourage it to send me th
with this provision deleted and I encourage the Congress aes soon as
possible to pursue a more narrowly drzwn provision tested in public
hearings so that those they represent can also be heard on this impo

issue.

Since the adjournment of the Cangress has prevented my return o
4392 within the meaning of Article I, section 7, clause 2 of the
Constitution, my withholding of approval from the bill precludes its
becoming law. The Pocket Veto Case, 2792 U.S. 655 (1929). 1In additi
withholding my signature and thereby invoking my constitutional powe

*pocket veto“ bills during an adjournment of the Congress, tQ avoid

I am also sending H.R. 4392 to the House of Representati

litigation,
to leave no possible doubt that I have vetoed th

with my objections,
measure. )

WILLIAM J. CLINTON

THE WHITE HOUSE,
November 4, 2000.
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. N_LE III-GENERAL PROVISIONS
~ Subtitle A—Intelligence Comrmunity

SEC., 301. INCREASE IN EMPLOYBE-COMPENSATION AND BENEFITS AU-
THORIZED BY LAW, =

. Appropriations authorized by this Act for silary, pay, retire.
fent, and othe: benefits for Federal employees may be increased by
such additional or supplemental amounts as may be necessary for
increases in such compensation or benefits authorized by law.

SEC. 302..RESTRICTION ON CONDUCT OF INTELLIGENCE ACTIVITIES.

The authorization of appropriations by this Act shall not be
deemed to constitute authority for the conduct of any intelligence ac:

tivity which is not otherwise authorized by the Constitution or the

laws of the Uniied States.

co

eIt is the:sense of the Coyfresa that the Director of Central Intel-
ligence should continue to direct that elements of the intelligence
community,. whenever compatible with the national security inter-
ests of the United Glates and consistent with operational and secu-
rity concerns related to the conduct of intelligence activities, and

where fiscally sound, should competitively award contracts in a

. _manner that maximizes the procurément of products properly des-
ignated as hoving been made in the United States.

. SEC. 304, PROHIBITION ON UNAUTHORIZED DISCLOSURE OF CLASSI.

FIED INFORMATION.
(a) IN GENERAL. —Chapter 37 of title 18, United States Code, is
amended - ' '
(1) by redesignating section 798A as section 798B; and
78 ‘(-2) by inserting after section 798 the following new section

“§ 798A. Unauthorized disclosure of classified information

“(a) PROHIBITION. — Whoever, being an officer or employee of the
United Svates, a former or retired officer or employee of the United
States, any other person with authorized access to classified infor-

- mation, or any other person formerly with authorized access to clas-

sified information, knowingly and willfully discloses, or attempts to
disclose, any classified information acquired as a result of such per-
son’s authorized access to classified information to a person (other
than an officer nr emﬂl:yee y the United States) who is not author-
ized access to such classified information, knowing that the person
is not authorized access to such classified information, shall be
fined under this title, imprisoned not more than 3 years, or both.

“(b) CONSTRUCTION OF PROHIBITION.--Nothing in this section

. 'shall be constried to establish criminal liability g;r disclosure o

;:olaagiﬁed information in accordance with applicable law to the fol-

w . .
- " ™1) Any justice or judge of a court of the United States es-
N

Blished pursuant to article III of the Conatitution of the

“=~ United Stases.

SEG. 303. SENSE OF THE CONGRESS ON INTELLIGENCE COMMUNITY |
NTRACTING. = ~

“(3) The Senate or House of Represents.__/ or ary com.
mittee or subcommitice thereof, or yoint committee thereof, o1
any Member of Congress. -

“(3) A person or persons acting on behalf of a foreigz power
-(includiu; an international orgar.ization) if the disclosure—

(A) is made by an officer or empioyee of the Unitea

States who has been authorized to maze the disclosure; ana

;i “(B) is within the scope of such officer’s or employee’s

uties.

“(4) Any other-person authorized to receive. the classified in:
formation.

“(c) DEFINITIONS. < In this section: ,

(1) The term ‘authorized’, in the case of access to classifiea
information, means having authority or permission to have ac-

_cess to the classified information pursuant to the provisions o]
a statute, Executive order, regulation, or directive of the head
of any department or agency who is empowered to classify infor-
mation, an order of any Uzlu'ted States court, or a provision of
any Resolution of the Senate or Rule of the House of Reﬁresent-
atives which governs release of classified informalion by such
House of Congress. ‘

“(2) The term ‘classified information’ means information or
material properly classified and clearly marked or represented,
or that the person knows or has reason to believe has been prop-
erly classified by appropriate authoritiss, pursuant to the provi.
sions of a statute or Executive order, as requiring protection
against unauthorized disclosure for reasons of national secu-
rity.

(3) The term ‘officer or employee of the United States'
means the following:

" "(A) An officer or employee (as those terms are defined

in sections 2104 and 2106 of title 5).

"(B) An officer or enlisted member of the Armed Force_s

(as those terms are defined in section 101(b) of title 10).".
(b) CLERICAL AMENDMENT.—The table of sections at the begin-

ning of that chapter is amended by striking the item relating to sec-
tion 798A and inserting the following new itemns:

*798A. Unauthorised disclosure of classified information.
“798B. Tempbrary extension of section 704.",

2 RIZATION . FOR TRAVEL ON ANY COMMON RIER
SRC. 305 A%}IIIOCERTAR INTRLLIGENCE COLLECTION PERSO L.
(a) IN GENZRAL.~Title I of the National Security Act of 1947
(50 U.S.C. 402 et seq.) is amended by adding at the end the fol
lowing new section: '

“TRAVEL ON ANY COMMON GARRIER FOR CERTAIN INTELLIGENCE
. COLLECTION PERSONNEL

“SEC. 116. (a) IN GENERAL. —Notwithstanding any other provi.
sion of law, the Director of Central Intelligence may authorise travel

‘on any common carrier when such tnwcl, in the discretinn of the

Director— 4 ‘ . .
, “(1) is consistent with intelligence community mission re-
quirements, or -
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The SPEAKER pro tempore. Under a
previous order of the House, the gentle-
woman from Florida (Ms. BROWN) is
recognized for 5 minutes.

(Ms. BROWN addressed the Rouse.
Her remarks will appear hereafter in
the Extensions of Remarks.)

———— e —

DEMOCRATIC PROCESS
DISHONORED IN TRADE DEBATE

The SPEAKER pro tempore. Under a
previous order of the House, the gentle-
woman from Texas (Ms. JACKSON-LEE)
is recogmzed for 5 minutes.

Ms. JACKSON-LEE of Texas. Mr.
Speaker, through the tenure that I
have had here in this body, 1 have had
the opportunity to discuss and to en-
gage in a vigorous dgbate on trade. On
many instances 1 saw fit to vote for
some forms of international trade. But,
at that time, Mr. Speaker, there was
engagement, bipartisan engagement.
Under the leadership of President Clin-
ton, every issue that was expressed by
a Democrat of a Republican or an Inde-
pendent was fiven full airing through-
out Lthe process.

Today, 1 believe we disbonored the
democratic process in this House.
There was no open discussion. There
was simply an attempt to get some-
one's way, and it was evidenced by a
vote of 215 to 214.

This is because in the Committee on
Rules they would not allow a full de-
bate and allow a very full and adequate
substitute, which many business per-
sons supported, authored by the gen-
tleman from New York (Mr. RANGEL);
one that expanded trade, opened new
markets for U.S. workers, farmers and
businesses; that had effective worker
protections; that protected realisti-
cally the environment; and then held
to the constitutional premise that
when it comes to protecting the Amer-
ican people as to whether or not we
would lose thousands of jobs, there
must be Congressional oversight, which
the Constitution mandates.

That is what the Range) substitute
had, and, Mr. Speaker, the Committee
on Rules denied us the opportunity to
have a full debate on that substitute, a
substitute that would protect the
American people. Instead, what we did
is bring forth the Thomas bill, that bad
no sense of commitment to some of
these very important issues.

I believe in what Democratic Presi-
dent John F. Kennedy said, *‘a rising
tide 1ifts all boats,” and that we in the
United States Congress have a respon-
sibjlity to work on behalf of the Na-
tion.

My district, in fact, is a district that
has in some instances advocated trade
because of the business community.
But 1 have many constituents, Mr.
Speaker, and right now 1 am shocked
that anybody in the business commu-
nity is focusing on anything but the
thousands of people who bhave lost thelr
jobs over these last couple of weeks,
maybe 10,000 in and around the 15th
Congressional District. 1 believe Hous-

Codlecicn efd T
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ton will come back. But ] would think
that this White House, with a president
from Texas, would have more concern
about passing an economic stimulus
package that would in fact have ex-
tended relief for those indjviduals who
tragically, through no fault of their
own, have lost thelr jobs.

This trade bill could have been a
trade bill that would have included ev-
eryone, but, yet, no one was involved
who bhad a different perspective. No one
was involved who wanted to see more
labor protections, wanted to see the
protocols that includle protection of
buman rights, the environment, mak-
ing sure that there were labor stand-
ards.

We realize when you have inter-
national trade that some jobs will be
lost, but more jobs are lost because the
labor standards are diminished, and
many corporations will rush to those
places overseas in order to pay those
unbelievably diminiching and demean-
ing hourly wages. So we do lose good
American jobs.-

But 1 do believe trade can be a boost
to the economy. How can it be a boost
to the economy? Only when we sit
down and negotiate together.

We now face a declining economy,
and we also are in jeopardy with our
own environment. We sti]] have issues
dealing with clean water and clean air.
Do we not hold to the premise that
what is good for the goose is good for
the gander? If we are fighting for clean
ajr and clean water and the protection
of our water, in light of what we are
going through, would it not be appro-
priate for those countries to0 do the
same where those corporations that
CaITYy our name rush to set up their in-
stitutions?

] am very saddened that the debate
went to the level it did, that we are all
fighting international terrorism. We
are doing that. So many of us gave the
authority to our President in unity be-
cause our soil was violated, our people
lost their lives. 1 claim and will not in
any way take a back seat to my patri-
otism.

But this bill bad nothing to do with
patriotism or fighting terrorism. In
fact, 1 am more fearful of this bill than
1 am supportive of this bill as having
anything to do with helping us fight
terrorists around the world. I would
much rather shore up this declining
economy and provide the opportunities
for constituents to have a bridge, so
that they can find work.

Mr. Speaker, 1 belleve we did not do
what was right today on bebalf of all of
the American people. I say to my busi-
ness community in an open letter, we
have worked together, and I will not
again take a back seat to my concern
about the economy and boosting oppor-
tunities for trade. But we cannot do it
by denying our own constituency,
those who work hard, who labor, those
who want a cleaner environment, and
those who promote the Constitution,
requiring Congressional oversight.

H9057

Mr. Speaker, 1 yield back the balance
of my time, hoping we will be able w
fix this very unseemly bill,

O 1814

The SPEAKER pro tempore (Mr.
ScHRrocK). Under a previous order of
the House,
North Carolina (Mrs. CLAYTON) 18 rec-
ognized for 5 minutes.

(Mrs. CLAYTON addressed the House.
Her remarks will appear hereafter in
the Extensions of Remarks.)

H.R. 3365 TO ALLOW BUSINESSES
TO TEMPORARILY WITHDRAW
FUNDS FROM THEIR IRAS8 WITH-
OUT PENALTY

The SPEAKER pro tempore. Under a
previous order of the House, the gentle-
woman from Hawaii (Mrs. MINK) 1s reo-
ognized:-for 5 minutes.

Mrs. MINK of Howali. Mr. Spesker, For
weeks Congress had debated various eco-
omy has continued to dive deeper into & re-
cession.

In the third quarter, the economy collspsed
a8l en ennual rate of 1.1 percent, its worst
showing since 1981. The Commerce Depent-
ment reporied that corporate profits fel 8.3
percent during the third quarier and decreased
222 percent compared with last yeer.

The economic downlurn hes hurt working
fernilies throughout the country. The number
of unemployed persons increased by 732,000
o 7.7 milion in Oclober. The unemployment
rate rose by 0.5 percentage points 10 5.4 per-
cent, the highest level since December 1096.

We need meaningful legislation 1o stimulsie

the economy, help unemployed workers, and .

assist struggling families.

On November 28, 2001 | inroduced a bt
allowing individuals suflering from the reces-
sion to withdrew funds from thelr individusl
Retirement Accounts without penafty unt Sep-
tember 12, 2002.

My bill temporarily waives the 10 percent in-
dividusl Retirement Account withdraw penalty
fee for people who: Heve recelved unemploy-
ment compensation for 12 consecutive weeks,
have st leest 10 percent steke in & small busl-
ness thet has sufiered significant economic in-
jury since Seplember 11th, or losl 8 family
member in a terorist ettack.

Congress cannot wall for the o
recover on s own. We cannot walt for @ stim-
ulus plan whose effects may not been seen
for months. We must pess legisiation thet Im-

the gentlewoman from .

n'nedlahlyhebsworkmwhoh.v.bdﬂﬂ’"

My bil will sssist those who desperstely
need owr help.

| urge my colleagues to help individusls dur-
ing this recession by cosponsoring this bnpu
tant legislation.

CONFERENCE REPORT ON H.R. 2888

Mr. GOSS, submitted the following
conference report and statement on the
bill (H.R. 2883), to autborize appropria-
tions for fiscal year 2002 for intel-
ligence and intelligence-related activi-
ties of the United States Government,

7
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.t.he Community Management Account,
and the Central Intelligence Agency
Retirement and Disability System, and

for other purposes:

CONFERENCE REFORT (H. REPT. 107-328)

The committee of conference on the dis-
agreeing votes of the two Houses on the
amendment of the Senate to the dill (H.R.
2883), to authorize appropriations for fiscal
year 2002 for intelligence and jntelligence-re-
lated activities of the United States Govern-
ment, the Community Mansgement Account,
and the Central Intelljgence Agency Retire-
ment and Disadbility System, and for other
purposes, having met, after full and free con-
ference, bave agreed to recommend and do
recommend to their respective Houses as fol-
Jows:

That the House recede from jts disagree-
ment to the amendment of the Senate and
agree to the same with an amendment as fol-
lows:

In lien of the matter proposed Lo be in-
serted by the Senate amendment, insert the
following:

SECTION 1. SHORT TITLE; TABLE OF CONTENTS.
(8) SHORT TITLE.—This Act may bde cited as

the “Intelligence Authorization Act for Fiscal

Year 2002%,

(b) TABLE OF CONTENTS.—The table of con-
tents of this Act is as follows:

Sec. 1. Short title; table of contents.

TITLE J—INTELLIGENCE ACTIVITIES

Sec. J0J. Authorization of appropriations.

Sec. 102. Classified schedule of authorizations.

Sec. 103. Personnel ceiling adjustments.

Sec. JO4. Intelligence Community Management
Account.

Sec. 105. Codification of the Coast Guard as an
element of the intellipence commu-
nity.

TITLE ]1—CENTRAL INTELLIGENCE AGEN-
CY RETIREMENT AND DISABILITY SYS-
TEM

Sec. 20]. Authorization of approprialions.

TITLE JII—GENERAL PROVISIONS

Sec. 301. Increase in employee compensation
and benefits authorized by law.

302. Restriction on conduct of intelligence
activities.

303. Sense of Congress on intelligence com-
munity contracting.

J04. Requirements for lodging allowances
in intellipence community assign-
ment program benefits.

305. Modification of reporting requirtements
Jor sigmificant anticipated intel-
ligence octivities and significant
intelligence foilures.

306. Report on implementation of rec-
ommendations of the National
Commission on Terrorism and
other entities.

Sec. 307. Judicial review under Foreign Nar-

cotics Kingpin Designation Act.

Sec. 308. Modification of positions requiring
consultation with Director of Cen-
tral Intelligence in appointments.

Sec. 309. Modification of authorities for protec-
tion of intelligence community em-
ployees who 1eport urgent con-
cerns to Congress.

Sec. 310. Review of protections against the un-
authorized disclosure of classified
information.

Sec. 311. One-year suspension of reorganization
of Dipl tic Tel nications
Service Program Office.

Sec. 312. Presidential approval and submission
to Congress of National Counter-
intelligence Stiatepy and National
Threot ldentification and
Prioritization Assessments.

Sec. 313. Report on alien tenorist 1emoval pro-
ceedings.

Sec. 314. Technicol amendments.

Sec.
Sec.

Sec.

Sec.

Sec.
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TITLE JV—CENTRAL INTELLIGENCE
AGENCY

Sec. 40]. Modifications of cenlral services pro-
gram,

Sec. 402. One-year extension of Central Intel-
ligence Agency Voluntary Separa-
tion Pay Act.

Sec. 403. Guidelines for recruitment of certain
Joreigm assets.

Sec. ¢04. Full reimbuisement for professional -
ability insurance of
counterterrorism employees.

TITLE V—DEPARTMENT OF DEFENSE
INTELLIGENCE ACTIVITIES

Sec. 50]. Authority to purchase items of nomi-
nal value for 1ecruitment pur-
poses.

Sec. 502. Funding for infrastructure and gqual-
ity-of-life improvements at
Menwith Hill and Bad Aibling
stations.

Sec. 503. Modification of authorities relating to
official immunity in interdiction
of aitcaft engaged in illicit drug
trafficking.

Sec. 504. Undergraduate training program for
employees of the National im-
agery and Mapping Agency.

Sec. 505. Preparation and submittal of reports,
reviews, studies, and plans relat-
ing to Department of Defense in-
telligence activities.

Sec. 506. Enhancement of Security oauthorities
of National Security Agency.

TITLE I—INTELLIGENCE ACTIVITIES

SEF. 103. AUTHORIZATION OF APPROPRIATIONS.

Funds are hereby authorized to be appro-
priated for fiscal year 2002 for the conduct of
the intelligence and intellipence-related activi-
ties of the Jfollowing elements of the United
States Government:

(1) The Central Intelligence Agency.

(2) The Department of Defense.

(3) The Defense Intelligence Agency.

(4) The National Securily Agency.

(5) The Department of the Army, the Depart-
ment of the Navy, and the Department of the
Air Force.

(6) The Department of State.

(7) The Department of the Tveasury.

(8) The Department of Energy.

(9) The Federal Bureau of Investigation.

(10) The National Reconnaigsance Office.

(11) The National Imagery and Mapping
Agency,

(12) The Coast Guard.

SEC. 102. CLASSIFIED SCHEDULE OF AUTHORIZA-
TIONS,

(a) SPECIFICATIONS OF AMOUNTS AND PER-
SONNEL CEILINGS.—The amounts cuthorized to
be appropriated under section 10), and the au-
thorized personnel ceilings as of September 30,
2002, for the conduct of the intelligence and in-
telligence-1elated activities of the elements listed
in zuch section, are those specified in the classi-
Jied Schedule of Authorizations prepared to ac-
company the conference report on the bill H.R.
2883 of the One Hundred Seventh Congress.

(b) AVAILABILITY OF CLASSIFIED SCREDULE OF
AUTHORIZATIONS.—The Schedule of Authoriza-
tions shall be made availodle to the Commitlees
on Appropriations of the Senate and Howse of
Representatives and to the President. The Presi-
dent shall provide for suitadle distribution of
the Schedule, or of appropriate portions of the
Schedule, within the executive branch.

SEC. 103. PERSONNEL CEILING ADJUSTMENTS.

{(a) AUTHORITY FOR ADJUSTMENTS.— With the
approval of the Director of the Office of Man-
agement and Budget, the Director of Central Mn-
telligence may authorize employment of civilian
personnel in excess of the number authorized for
fiscal year 2002 under section 102 when the Di-
rector of Central Intelligence determines that
such action is necessary to the performance of
important intellipence functions, except that the
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number of personnel employed in excess of the
number authorized under such section may not,
Jor any element of the intelligence community,
exceed 2 percent of the number of civilian per-
sonnel authorized under such section for such
element.

(b) NOTICE TO INTELLIGENCE COMMITTERS.—
The Director of Central Intelligence sholl notify
promptly ihe Permanent Select Committee on In-
telligence of the House of Representatives ond
the Select Committee on Intelligence of the Sen-
ate whenever (Ae Director exercises the author-
ity granted by this section.

SEC. 104. INTELLIGENCE COMMUNITY MANAGE-
MENT ACCOUNT.

nt of the Direc-
tor of Central Intelligence for fiscal year 2002
the sum of 3200,276,000. Within such amount,
Junds identified in the classified Schedule of
Authorirations referred to in section J02(a) for
the advanced research and development com-
mittee shall remain availadle until September 30,
2003

{b) AUTBORIZED PERSONNEL LEVELS.—The ele-
ments within the Intellipence Community Mon-
agement Account of the Director of Central In-
telligence are authorized 343 full-time pevsonnel
a3 8f Seplember 30, 2002. Personnel scrving
such elements moy be permanent employees of
the Intellipence Community Management Ac-
count or personnel detailed from other elements
of the United States Government,

(c) CLASSIFIED AUTHORIZATIONS. —

(]) AUTHORIZATION OF APPROPRIATIONS—In
addition to amounts authorized to be oppre-
priated for the Intelligence Community Manage-
ment Account by subdsection (a), there are also
authorized to be appropriated for the Intel-
ligence Community Manapement Account for
Jiscal year 2002 such additional amounts as are
specified in the classified Schedule of Autkor-
izations referved to in section 302(a). Such addy-
tional amounts shall remain availadle until Sep-
tember 30, 2003.

(2) AUTHORIZATION OF PERSONNEL.—In addi-
tion to the personnel authorized by subsection
(b) Jor elements of the Intelligence Community
Management Account as of September 30, 2002,
there are heredy authorired such additional per-
sonnel for such elements as of that date as are
specified in the classified Schedule of Author-
izations.

(d) REIMBURSEMENT.—Eixcepl as provided in
section 113 of the National Security Act of 1967
(50 U.S.C. ¢04h), during fiscal year 2002 any of-
Jicer or employee of the United States or 0 men-
ber of the Armed Forces who is detafled to the
staff of the Intellipence Community
ment Account from another element of the
United States Government shall be detailed on &
reimbursable basis, except that any such officesr,
employee, or member may be detafled on a non-
reimdursable basis for a period of less thon one
yeor for the performance of temporary functions
as required dy the Director of Central Intel-
Hpence. .

(e) NATIONAL DRUG INTELLIGENCE CENTER.—

(1) IN GENERAL.—Of the amount authorized to
be appropricted im subsection (a), 344,000,000
shall be availadble for the National Drug Intel-
Hpence Center. Within such amount, funds pro-
vided for research, development, testing, and
evaluation purposes shall remain availadle until
September 30, 2003, and funds provided for pro-
curement purposes shall remain availodle untll
September 30, 2004.

(2) TRANSFER OF FUNDS.— The Director of Cen-
tral Intelligence shall transfer to the Attorngy
General funds available for the Notional Drug
Intellipence Center under paragraph (1). The
Attorney General shall utilize funds so trans-
Jerved for the activities of the National Drug In-
tellipence Center. .

(3) LIMITATION.—Amounts available for the
National Drup Intelligence Center may not de
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used in contravention of the provisions of sec-

tion J03(d)(]) of the National Securily Act of

1947 (50 U.S.C. 403-3(d)(])).

(4) AUTHORITY —Notwithstanding any other
provision of law, the Attorney General shall re-
tain full authority over the operations of the
National Drug Intellipence Center.

SEC. 105. CODIFICATION OF THE COAST GUARD

AS AN ELEMENT OF THE INTEL-
LIGENCE COMMUNITY.

Section 3(4)(H) of the National Security Act of
1947 (50 U.S.C. 40]a(4)(H) is amended—

(1) by striking “‘and’’ before “‘the Depariment
of Energy'': and

(2) by insevting **, and the Coast Guard™ be-
Jore the semicolon,

TITLE J]—CENTRAL INTELLIGENCE AGEN-
CY. RETIREMENT AND DISABILITY SYS-
TEM

SEC. 201. AUTHORIZATION OF APPROFRIATIONS.
There is authorized to be appropriated for the

Central Intelligence Agency Retitement and Dis-

ability Fund for fiscal yeay 2002 the sum of

3212,000,000.

TITLE III—GENERAL PROVISIONS
SEC. 301. INCREASE IN EMPLOYEE COMPENSA-
TION AND BENEFITS AUTHORIZED
BY LAW.

Appropriations authorized by this Act for sal-
ary, pay, retir t, and other benefits for Fed-
eral employees may be increased by such addi-
tional or supplerhental amounts as may be nec-
essary for increases in such compensation or
benefits aulhorized by law.

SEC. 302. RESTRICTION ON CONDUCY OF INTEL-

LIGENCE ACTIVITIES.

The authorization of appropriations by this
Act shall not be deemed to constitute authority
for the conduct of any intelligence activity
which is not otherwise authorized by the Con-
stitution or the laws of the United States.

SEC. 303. SENSE OF CONGRESS ON INTEL

LIGENCE COMMUNITY 'ON.-
TRACTING.

1t is the sense of Congress that the Director of
Central Intelligence should continue to direct
that. elements of the intellipence community,
whenever compatible with the national security
interests of the United States and consistent
with operational and security concerns related
to the conduct of intellipence activities, and
where fiscally sound, should competitively
award contracts in a manner that marimizes the
procurement of products properly designated as
having been made in the United States.

SEC. 304. REQUIREMENTS FOR LODGING ALLOW.

ANCES JIN INTELLIGENCE COMMU.
NITY ASSIGNMENT PROGRAM BENE-
FITS.

Section 113(b) of the National Security Act of
1947 (50 U.S.C. 404 h(b) is amended—

(1) by inserting *'(1)°* before *“*An employee’’;
and

(2) by odding at the end the following new
paragraph:

*(2) The head of an agency of an employee
detailed under subsection (a) may pay a lodging
allowance for the employee subject to the fol-
lowing conditions:

*(A) The allowance shall be the lesser of the
cost of the lodging or a maximum amount pay-
able for the lodging os estoblished jointly by the
Divector of Central Intellipence and—

(i) with respect to detailed employees of the
Department of Defense, the Secvetary of De-
Jense; and

*'(ii) with respect to detoiled employees of
other agencies and departments, the head of
such agency or department.

*(B) The detailed employee maintains a pri-
mary residence for the employee’s immediate
Jamily in the local commuting area of the parent
agency duty station from which the employee
regularly commuted to such duty station before
the detail.

*(C) The lodging is within a reasonable proz-
imity of the host agency duty station.
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(D) The distance between the detailed em-
ployee’s parent agency duty station and the
host agency duty station is greater than 20
miles.

*(E) The distance between the detailed em-
ployee's primary residence and the host agency
duty station is 10 miles precter than the dis-
tance between such primary residence and the
employees parent duty station.

*(F) The rate of pay applicabdle to the detailed
employee does not exceed the rate of basic pay
Jov grade GS-15 of the General Schedule.*'.

SEC, 305. MODIFICATION OF REPORTING RE-
QUIRLMENTS FOR SIGNIFICANT AN.
TICIPATED INTELLIGENCE ACTIV])-
TIES AND SIGNIFICANT INTEL
LIGENCE FAILURES.

Section 502 of the National Security Act of
1947 (50 U.S.C. 413a) is amended—

(1) by inserting ‘‘(a) JN GENLRAL-Z
*‘To the extent”; and

(2) by adding at the end the following new
subsections:

**(b) FORM AND CONTLNTS OF CERTAIN RE-
PORTS.— Any report 1elating to a significant an-
ticipated intellipence activity o1 a significant in-
telligence failute that is submitted to the intel-
lipence committees for purposes of subsection
(a)(1) shall be in writing, and shall contain the
Jollowing.

**(1) A concise statement of any facts perti-
nent to such report.

*(2) An exrplanation of the significance of the
intelligence activity or intelligence failure cov-
ered by such report.

**(c) STANDARDS AND PROCEDURES FOR CER-
TAIN REPORTS.—The Directoy of Central Intel-
ligence, in consultation with the heads of the
departments, apencies, and entities veferred to
in subsection (a), shall establish standards and
procedures applicable to 1eports covered by sub-
section (b).”.

SEC. 306. REPORT ON IMPLEMENTATION OF REC-
OMMENDATIONS OF THE NATIONAL
COMMISSION ON TERRORISM AND
OTHER ENTITIES,

(c) IN GEINLRAL—Not later than 120 doys
after the date of the enactment of this Act, the
Director of Central Intelligence shall submit to
the Permanent Select Committee on Intelligence
of the House of Representatives and the Select
Committee on Intelligence of the Senate a report
concerning whether, and to what extent, the in-
tellipence Community has implemented rvec-
ommendations 1elevant to the Intellipence Com-
munity as set forth in the following:

(1) The report prepared by the National Com-.
mission on Terrorism established by section 581!
of the Omnibus Consolidated and Emergency.
Supplemental Appropriations Act, 1999 (Public,
Law J05-277). H

(2) The report prepared by the United Smm{
Commission on National Securily for the 2ist:
Century, Phase 111, dated February 15, 200},

(3) The second annual report of the advuowz
panel to assess domestic response capabdilities Iarl
terrorism involving weapons of mass mmam.
established pursuant to section 1405 of the Na-{
tional Defense Authorizatiom Act for H:call
Yeay 1999 (Public Law 105-261; 50 U.S.C. mé
note).

(b) RECOMMENDATIONS DETERMINED NOT TO‘
BE ADOPTED.—In a case in which the Divector:
determinies that a recommendation described tn’
subsection (a) has not been implemented, the re-
port under that subsection shall include a de-
tailed erplanation of the reasons for not imple-,
menting that recommendation. .
SEC. 307. JUDICIAL REVIEW UNDER FOREIGN

NARCOTICS RINGPIN DESIGNAﬂGN
ACT.

Section 805 of the Foreign Narcotics Kingpin
Designation Act (title V111 of Public Law ms-
120; 113 Stat. 1629; 21 U.S.C. 1904) is amended by
striking subsection (f). W

before
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SEC. 308. MODIFICATION OF POSITIONS REQUIR-
ING CONSULTATION WITH DIRECTOR
OF CENTRAL INTELLIGENCE IN AP
POINTMENTS.

Section J06(b)(2) of the National Security Act
of 1947 (50 U.S.C. 403-6(b)(2)) is amended by
striking subparagraph (C) and inserting the fol-
lowing new subparagraphs:

*(C) The Director of the Office of Intellipence
of the Department of Energy.

(D) The Director of the Office of Counter-
intelligence of the Department of Energy.*.

SEC. 309. MODIFICATION OF AUTHORITIES FOoR
PROTECTION OF INTELLIGENCE
COMMUNITY EMPLOYEES WHO RE-
PORT URGENT CONCERNS TO CON-

GRESS,
(a) AUTHORITY OF INSPECTOR GENERAL OF
CENTRAL INTELLIGENCE AGENCY —Section

JUAMS) of the Central Intellipence Agency Act
of 1949 (50 U.S.C. 403g(d {5)) is amended—

(1) in subparagraph (B), by striking the sec-
ond sentence and inserting the following new
sentence: *Upon making such o determination,

the Inspector General shall transmit to the Di-'

reclor notice of that determination, together
with the complaint or information.'’; and

(2) in subparagraph (D)i), by striking *‘does
not tranemit,” and all that follows Shrough
“subparagraph (¢B).” and inserting ‘*‘does mot
Jind credible under sudbparagraph (B) & com-
plaint or information submitted under sub;
graph (A), or does not transmit the complaint o7
information to the Director in accurale form
under subparagraph (B),".

(b) AUTHORITIES OF INSPECTORS GENERAL OF
THE INTELLIGENCE COMMUNITY.—Section 8H eof
the Inspector General Act of 1878 (5 US.C.
App.) is amended—

(1) in subsection (b), by striking the second
sentence and inserting the following new sem-
tence: ““Upon making such a determinotion, the
Inspector General shall transmit to the heod of
the establishment notice of that determination,
together with the complaint or information.”;

and

(2) in subsection (d)1), by striking *‘does not
transmit,” and all that follows tArough "“sub-
section (b),”’ and inserting "does not find crved-
ible under subsection (b) a complaint or infor-
mation submitied 10 the Inspector General under

-subsection (a), or does not transmit the com- -

plaint o1 information to the head of the estad-
lishment in accurale form under subsection
M),”.

SEC. 310. REVIEW OF FROTECTIONS AGAINST THR

e UNAUTHORIZED DISCLOSURE OF

,»" CLASS]IFIED INFORMATION.

(@) REQUIREMENT.—The Atiorney Gengral
shall, in consultation with the Secvetary of De-
Jense, Secretary of Stale, Secvetary of Enerpy,
Director of Central Intelligence, and heads of
such other departments, ogenciss, and mﬂllll
of the United States Government os the Attor-
ney General considers appropriats, carry out @
comprehensive review of current protections

! against the unauthorized disclosure of classified

information, including—

(1) any mechanisms ovailoble under civil or
criminal law, or under regulation, to detect the
umuthonzcd disclosure of such information;
and

(2) any sanctions ovailoble under clvill or
criminal law, or under regulation, to deter and
punish the unauthorized disclosure of such fn-
Jormation.

(d) PARTICULAR CONSIDERATIONS—In car-
rying out the review required by subsection (a),
the Attorney General shall consider, in par-
ticulay— ’

(1) whether the odministrative reguintions
and practices of the intelligence community are
adeguate, in lipht of the particular reguirenents
of the inteligence community, to protect agafnst
the unouthorized discloswre of classified infor-
mation; and

(2) whether vecent developments fn tech-
nology. and anticipated developments in teck-
nology, necessitate particulay modifications of

— e e B
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current protections @ ]
disclosure of classified inform X } )
Jurther protect against the unauthorized disclo-

i tion. .
w::)oilzgg'llzr.ﬂ'l’)mlvozﬂlma than May 1, 2002, nated by section 602(b}(2) of the Counterintel-
the Attorney General shall submit to Congress @  ligence Reform Act of 2000 (title VJ of Public
report on the teview corvied oul under sub-  Law J06-567; 114 Stat. 2651) ond redesignating
section (a). The report shall include the fol-, that subsection os so transferred as subsection

lowing:. . .. (i);and

(A) A comprehensive description of the Teview.; (D) in the subsection tronsferved and redesig-
including the findings of the Attorney General ygied dy subparagraph (C), by inserting *‘for
as a resull of the review. " electronic surveillance o1 physical search’ be-

(B) An assessment of ] 3 Jore the period at the end.
quacy of curent laws and regulations against  * 3, coction 30194 D) (50 U.S.C. 1821(4XD)) is
the unauthorized disclosure of classified infor- .. o4 by, striking 24 hours™ and inserting
mation. including whether or not modifications ..., oo
of such laws or regulotions, o additional laws "\ o0 1o 3040e) (50 U.S.C. 1624(¢)) is amend-
o1 regulations, ave advisable in order to fuither, by striking 24 hours" each place it appears
protect against the unauthorized disclosure °’§ and inserting 72 hours".

information. . i . . -

w:g)l:{?y recommendations for legislative oy ad- ; () Sf’ch:m 402 (50 U.S.C. 16¢2) is ;T;:ﬂ o

inistrative action that the Attorney Geneal (A) in subsection (c), as amendel pa
minis grophs (2) and (3) of section 214(a) of the USA

i vopriate, including @ proposed’ ¢
2:;:‘1]71'0:5,;145: action, and a comprehensive; PATRIOT Act (115 Stat. 286), by inserting

: ceardi legal rami-i ‘‘and’ at the end of paragraph (1); and
analysis of the ,5‘2’;'.‘::-:'.-:,‘.’_"” and leg ‘ (B) in subsection (f), by striking “‘of a court”
(2) The 1eport shall be submitted in wnclossi-f and inse-rtinp."o/ orn order iss.ued".
fied form, but may include @ classified annex, (6) Sub;ecuon (a) of _seclum 501 (50 U.S.C.
SEC. 311. ONE-YEAR SUSPENSION OF REORGA- 156]). os inserted by section 215 of the USA PA-
NIZATION OF DIPLOMATIC TELE. TRJOT Act (115 Stat. 287), is aomended by insevt-
‘COMMUNICATIONS - SERVICE FRO-  in, ‘1o odtain foreign intelligence information
GRAM OFFICE. . not concerming @ United States person or” in
Notwithstanding any provision of subtitle Bof 10,0005 (1) after ““an investigation®.
title 111 of the Intelligence Authorization Act Jor = 0\ o rrion 502 (50 U.S.C. 1862), as inserted by
Fiscal Year 200] (Public Low 106-567; 114 Stal. o ;o0 015 or the USA PATRIOT Act (115 Stat.
2843; 22 U.S.C. 7301 et seq.), relating 1o the 1 eor- 288). is amended by striking “section 402" both
gonization of the Diplomatic Telecommuni- ., 00 " opnears and inserting “'section 501°".
cations Service Program Office, no provision of (8) The table of contents in the first section is
that subtitle shall be effective during the period amended—
beginning on the date of mczzgctmm( of this (A) by inserting “Sec.” at the beginning of the
4ct and ending on Octobey 1. O &L AND susays.  ilems Telating 10 sections 401. 402, 403, 404, 405,
S . N 70 CONGRESS OF NATIONAL 406.and 601iand . .
COUNTERINTELLIGENCE STRATEGY (B) by striking the items relating to seclions
AND NATIONAL THREAT IDENTIFICA- 501, 502, and 503 and inserting the following.
TION AND PRIORITIZATION ASSESS. “Sec. 50]. Access to certain business records
Jor foreign intelligence and international

> . i Strat
The National Counterintelligence atepy, terrorism investigations.
*Sec. 502. Congressional oversight.”.

ond each National Threat )dm:;ﬁc:gonpnnd
joritization Assessment, produced under Pres-
Sentt (b) TITLE 18, UNITED STATES CODE.—Para-
graph (19) of section 2510 of title 18, United

idential Decision Directive 75, dntc?' Dccemgy
2000, éntitled **U.S. Counterintelligence Ef-
e - os added by section 203(b)(2)C) cz

1 ounterintelligpence for the 2Ist States Code,
!Cc:rln,l‘::?vz'{,l,_'z‘ludinp any pmodiﬁwliﬂﬂ of that the USA PATRIOT Act (115 Stat. 280),
Strategy or any such Assessment, may only take amended by inserting **, for purposes of section
effect if approved by the President. The Strat-  2517(6) of this title,” before “‘means™,
egy., each Assessment, and any modification (c) USA PATRIOT ACT.—E/fective a3 of the en-
theveof, shall be submitted to the Permanent Se- actment of such Act and os if included therein
lect Committee on Intelligence of the House of as originally enacted, the USA PATRIOT Act
Representatives and the Select Committee on In-  (Public Law 107-56) is amended—
tellipence of the Senate. (1) in section 207(b)(1) (115 Stat. 282), by strik-
SEC. 3J3. REPORT ON ALIEN TERRORIST RE- ing “105(d)(2)"” and *1805(d)(2)" and inserting

MOVAL PROCLEDINGS. "105(e)(2)" and *1805(e)(2)"’, 1espectively; and
Section 304 of the Immigration and Nation- (5) i section 1003 (115 Stat. 392), by inserting
ality Act (8 US.C. 1534) is amended by adding .., 1978 o1y ** Act™.
ojter subsection (k) the following mew TITLE IV—CENTRAL INTELLIGENCE

section.
**(1) Not later than 3 months from the date of AGENCY
the enactment of this subsection, the Atlorney SEC. 40). MODIFICATIONS OF CENTRAL SERVICES

General shall submit to Congngss a veport con- PROGRAM.
cerning the effect and efficacy of alien tervorist  (a) ANNUAL AUDITS.—Subsection (9)(1) of sec-
removal proceedings, including the veasons why tion 2] of the Cential Intellipence Agency Act of
proceedings pursuant 1o this section have nol 1949 (50 U.S.C. 403u) is amended—
been used by the Attorney Geneval in the past (1) by striking “‘December 31’ and iunserting
and the effect on the use of these proceedings - gnuary 31°; and
after the enactment of the USA PATRIOT Act (2) by striking “conduct” and inseriing “com-
of 2001 (Public Law 107-36).". plete”.
SEC. 31¢. TECHNICAL AMENDMENTE. (b) PERMANENT AUTHORITY.—Subsection (h)

{a) FlSA.-gT;;g Fmﬂdlntc}gﬂmf Survell- 4501 section is amended—

Act of 1978 is amended a3 A iy N
'a?’c)e S"'"'"!" 101(h)4) (50 U.S.C. 1801(h) f‘ ) gj gz i‘e'm;fnsz':f ;ﬁﬂ'pm (2) and (3) as
amended WZ ;""""" “twenty-fovr hours™ and poragraphs (1) and (2), respectively;
inserting *'72 hours™. i 4 .
: amended— (3) in paragraph (1), as 50 redesignated, by
ﬁ))s;;u;:‘:'oé’so "fﬁiﬁfﬁ.’.: in_subsection ;l'f:":‘;.nfz)'_‘f::l:mph (3)" and fnserting “para-
icolon at the . .

(cfg}(ﬁ b;!r‘x"k:n':c .;au:ﬂc:)y??w' hours™ in sub- (4) in potagraph (2), as so (edesignn(ﬁd. by
section (f) each place it appeoars and inserting striking “‘paragraph (2) and inserting ‘‘para-
*72 hours™; graph (1)".

painst the unauthorized (C) dy transfering the subsection (h) added
ation in order to ~ by section 225 of the USA PATRIOT Act (Public
Law 107-56; 115 Stot. 295) so as to appear after
(rather than before) the subsection. (h) redesig-

the efficocy and ndzé.
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SEC. 402. ONE-YEAR EXTENSION OF CENTRAL IN-
JEILIGENCE AGENCY YVOLUNTARY
SEPARATION FAY ACT.

Section 2 0f the Central Intelligence Agency
Voluntary Separation Pay Act (80 U.S.C. 4004
note) is amended—

(1) in subsection (f), by striking *'September
30, 2002" and inserting ‘*‘September 30, 2003";
ond

(2) in subsection (i), by striking “‘or 2002* and
inserting 2002, or 2003",

SEC. 403. GUIDELINES FOR RECRUITMENT OF
CERTAIN FOREIGN ASSETS.

Recopnizing dissatisfaction witk the provi-
sions of the guidelines of the Central Intel-
lipence Agency (promulgated in 1995) for hanm-
dling cases involving foreign assets or sources
with human rights concerns and recogniring
that, although there have been recent modifica~
tions to those guidelines, they do not fully od-
dress the challenpes of both eristing and long-
term threats 1o United States security, the Di-
1ector of Central Intelligence shall—

(1) rescind the existing guidelines for handling
such cases;

(2) issue new guidelines that move appro-
priately weigh and- incentivize risks L0 ensure
that qualified field intellipence officers cam, and
should, swiftly and directly gather intellipence
Jrom humon sources in such a fashiomn as Lo en~
sure the ability to provide timely informatiom
that would allow for indications and warnings
of plans and intentions of hostile actions ev
events; and

(3) ensure that such information is shared in
a broad and erpeditious fashion so that, to the
extent possible, actions to protect American Nves
and inlevests can be taken.

SEC. 404. FULL REIMBURSEMENT FOR PROFES-
SIONAL LIABILITY INSURANCE OF
COUNTERTERRORISM EMPLOYEES.

Section 406(a)(2) of the Intelligence Author-
ization Act for Fiscal Year 200] (Public Low
106-567; 114 Stat. 2849; § U.S.C. prec. 5941 nots)
is amended by striking “one-holf”’ and inserting
**100 percent™.

TITLE V—DEPARTMENT OF DEFENSE
INTELLIGENCE ACTIVITIES

SEC. 80]J. AUTHORITY TO PURCHASE ITEMNS OF
NOMINAL YALUE FOR RECRUITMENT
PURPOSES,

(a) AUTHORITY.—Section 422 of tftle 10, United
States Code, is amended by adding at the end
the following:

*“(b) PROMOTIONAL ITEMS FOR RECRUITMENT
PURPOSES—The Secretary of Defense may use
Junds available for an intellipence clement of
the Department of Defense to purchase pro-
motional items of nominal value for use in the
recruitment of individuals for employment by
that element.””.

(b) CLERICAL AMENDMENTS.—(]1) The heoding
of such section is amended 1o read as follows:

*$422. Use of funds for certain incidental pur-
poses”™.

(2) Such section is further amended by insert-
ing at the beginning of the text of the section
the following:

*(a) COUNTERINTELLIGENCE OFFICIAL RECEP-
TION AND REPRESENTATION EXPENSES.L .

(3) The item relating to such section in the
table of sections at the bepinning of subchapter
1 of chapter 21 of such title is amended to read

as follows:
*'422. Use of funds for certain incidental pur-
poses.”.
SEC. 802. FUNDING FOR INFRASTRUCTURE AND
QUALJTY-OF-LIFE  IMPROVEMENTS
AT MENWITH BILL AND BAD AIBLING
STATIONS.
(a) AUTHORITY.—

(1) In addition to funds otherwise avafladle
Jor such purpose, the Secretaries of the Army,
Navy, and Afr Force may each transfer or repro-
gram such funds as are necessary—
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(A) for the enhancement of the capabilities of
the Menwith Hill Station and Bad Aibling Sta-
tion, including improvements of facility infia-
structure aond guality of life programs at those

installations; and
{B) at lthe appropriate time, for costs associ-

ated with the closure of the Bad Aibling Sta-

tion,

(2) The authority provided in paragroph (1)

may be ezercised . notwithstanding ony other

provision of law. .

(b) SOURCE OF FUNDS.—Funds available for
any of the military departments for operation
and maintenance shall be available to carry out
subsection (a@). '

(c) BUDGET REPORT.—The Secretory of each
military department shall ensure— ‘

(1), that the annual budget request of that
military department reflects any funds tians-
fered or reprogrammed under this section for
the preceding fiscol year; and

(2) that a copy of the portion of the budget re-
quest showing each such transfer or 1eprogram-
ming is transmitted to the Permaneni Select
Committee on Intelligence of the House of Rep-
resentatives and the Select Committee on Intel-
lipence of the Senate.

(d) STATUTORY CONSTRUCTION.—Nothing in
this section may be construed to modify o1 obvi-
ate existing low or practice with 1egard to the
transfer or 7€ ramming of funds from the De-
partment of thd Army, the Department of the
Navy, or the Department of the Air Force to the
Menwith Hill Station at the Bad Aibling Sta-
tion.

SEC. 563. MODIFICATION OF AUTHORITIES RE.
LATING TO OFFICIAL IMMUNITY IN
JNTERDICTION OF AIRCRAFT EN.
GAGED IN I1LLICIT DRUG TRAF.
FICKING.

(a) CERTIFICATION REQUIRED FOR IMMU-
NITY.—Subsection (a)(2) of section 10]2 of the
National Defense Authorization Act for Fiscal
Year 1995 (Public Law 103-337; 22 US.C. 229]-
¢) is amended by striking *, before the interdic-
tion occurs, has determined™ in the matter pre-
ceding subparagraph (A) and inserting ‘'has,
during the ]2-month period ending on the date
of the interdiction, certified to Congress™.

(b) ANNUAL REPORTS.— That section is further
amended—

(1) by redesignating subsectiomn (c) as sud-
section (d); and

(2) by inserting after subsection (b) the fol-
lowing new subsection (c):

*(c) ANNUAL REPORT.—(]) Not later than Feb-
ruary ] each year, the President shall submit to
Congress a report on the assistance provided
under subsection (b) during the preceding cal-
enday year. Each 1eport shall include for the
calendor year covered by such report the fol-
lowing:

*(A) A list specifying each country for which
a certification referred to in subsection (a)(2)
was in effect for purposes of that subsection
during any portion of such calendar yeay, in-
cluding the natuve of the illicit drug trafficking
threat to eoch such country.

*(B) A detailed explanation of the procedures
referred 10 in subsection (a)(2)(B) in effect for
each country listed under subparagraph (A), in-
cluding any training and other mechanisms in
place to ensure adherence to such procedures.

*(C) A complete description of any assistance
provided under subsection (b).

‘(D) A summary description of the aircraft
interception activity for which the United States
Government provided any form of asn':un}u
under subsection (b).

*¢2) Each 1eport under paragraph (1) shall be
submitted in unclessified form, but may include
a classified annex.”.

SEC. 804. UNDERGRADUATE TRAINING PROGRAM
FOR EMFPLOYEES OF THE NATIONAL
IMAGERY AND MAPPING AGENCY.

(@) AUTHORITY TO CARRY OUT TRAINING PRO-
GRAM.—Subchapter 111 of chapter 22 of title 10,
United States Code, is amended by adding at the
end the following new section:
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“§462. Financial assistance 1o certain employ-
ees in ocquisition of critical skills

““The Secretary of Defense may estadblish an
undergraduate training program with 1espect to
civilian employees of the National Imagery and
Mapping Apency that is similar in purpose, con-
ditions, content, and administiation to the pro-
gram established by the Secretary of Defense
under section 16 of the National Security Agen-
cy Act of 1959 (50 U.S.C. 402 note) for civilian
employees of the National Security Agency.".

(b) CLERICAL AMENDMENT.—The table of sec-
tions at the beginning of such subchaptler is
amended by adding at the end the following
new item:

"'462. Financial assistance to certain employ-

ees in acquisition of critical skills.”’.
SEC. 505. PREFARATION AND SUBMITTAL OF RE-
PORTS, RILVICWS, STUDIES, AND
PLANS RELATING TO DEPARTMENT
OF DEFENSE INTELLIGENCE ACTIV}-
TIES.

(0) CONSULTATION IN PRLPARATION.—The Di-
rector of Central Intelligence shall ensure that
any report, review, siudy, o1 plan required to be
prepared o1 conducted by a provision of this
Act, including @ provision of the classified
Schedule of Authorizations or a classified annexr
to this Act, that involves the intelligence or in-
telligence-1elated activities of the Department of
Defense shall be prepared o1 conducted in con-
sultation with the Secretary of Defense or an
appropriale official of the Department des-
ignated by the Secretary for that purpose.

(b) SUEMITTAL.— Any 1eport, review, study, or
plan referred to in subsection (a) shall be sud-
mitted, in addition to any other committee of
Congress specified for submiltal in the provision
concerned, to the following committees of Con-
gress:

(1) The Committee on Armed Services, the
Committee on Appropriations, and the Perma-
nent Select Commiitee on Intellipence of the
House of Representatives.

(2) The Committee on Armed Services, the
Committee on Appropriations, ond the Select
Commilttee on Intellipence of the Senate.

SEC. 506. ENHANCEMENT OF SECURITY AUTHORI-
TIES OF NATIONAL SECURITY AGEN.

Section 1] of the National Security Agency
Act of 1959 (50 U.S.C. 402 note) is amended to
read as follows:

“‘SEC. 11. (a)(]) The Director of the National
Security Apency may authorize agency per-
sonnel within the United States to perform the
same functions as special policemen of the Gen-
eral Services Administration pervform under the
Jirst section of the Act entitled 'An Act to au-
thorize the Federal Works Administrator or offi-
cials of the Federal Works Agency duly author-
ized by him to appoint special policemen for
duty upon Federal property under the jurisdic-
tion of the Federal Works Agency, and for other
purposes’ (40 U.S.C. 318) with the powers set
Jorth in that section, except that such personnel
shall perform such functions and exercise such
powers—

*(A) at the National Security Agency Head-
quarters complex and at any facilities and pro-
tected property which are solely under the ad-
ministration and control of, or are used exclu-
sively by, the National Security Agency; and

*(B) in the sheets, sidewalks, and the open
areas within the zone beginning at the owtside
boundary of such facilities o1 p1otected property
and ertending outward 500 feet.

*’(2) The performance of functions and exer-
cise of powers under subparagraph (B) of para-
graph (1) shall be limited to those circumstances
where such personnel can identify specific and
articulable facts giving such personnel 1eason to
believe that the performance of such functions
and exercise of such powers is reasonable 10 pro-
tect against physical damage or injury, or
threats of physical damage or infury, to ogency
installations, property, or employees.
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*'(3) Nothinp in this subsection shall be con-
strued to preclude, or limit in any way, the ou-
thority of any Federal, Stote, or local law en-
Jorcement agency, or any other Federal police or
Federal protective service.

*“(4) The rules and regpulations enforced by
such personnel shall be the rules and reguls-
tions prescribed by the Director and shall only
be applicable to the areas referred t0 in subd-
paragraph (A) of paragraph (1).

*(5) Not later than July 1 each year, the Di-
1ector shall submit to the Permanent Select
Committee on Intellipence of the House of Reyp-
1esentotives and the Select Comwmitiee on Mntel-
lipence of the Senate a report that describes tn
detail the exercise of the authority granted by
this subsection and the underlying facts sup-
porting the exercise of such authority, during
the preceding fiscal year. The Director shall
make each such report awailable to the Inspector
General of the National Security Agency.

“(b) The Director of the National Security
Agency is authorized to establish penalties for
violations of the rules or regulations prescrided
by the Director under subsection (a). Such pen-
alties shall not exceed those specified in the
Jourth section of the Act referred 10 Imn sud-
section (a) (40 U.S.C. 318¢c).

“(c) Agency personnel designated dy the Di-
1ector of the National Security Agency wnder
subsection (a) shall be clearly identificdle as
United States Government securily personnel
while engaged in the performance of the funmc-
tions to which subsection (a) refers.™.

And the Senate agree to the same.

From the Permanent Select Committes o
Intelligence, for consideration of the Houss
bi]) and the Senste amendment, and modi-
fications committed to conferencs:

PORTER J. Goss,

DOUGLAES BEREUTER,

MICHAEL N. CABSTLE,

SHERWOOD BOEMLEXT,

Jm GIBBONS,

COLLIN C. PETERSON,
Mangers on the Part of the House.

BOB GRAHAM,

Managers on the Part of the Senate.
JOINT EXPLANATORY STATEMENT OF
‘THE COMMITTEE OF CONFERENCE

The mansgers on the part of the House and
the Senate at the conference on the dis-
agreeing votes of the two Houses on the
amendment of the Senste to the bjll (H.R.
2883), to svthorize appropristions for flscal
year 2002 for intelligence and intelligence-re-
lated activities of the United States Govern-
ment, the Community Management Account,
and the Centra) Intelligence Agency Retire-
ment and Disabjlity System, and for other
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purposes, submijt the following Jjoint state-
ment to the House and the Senate in expla-
nation of the effect of the action agreed upon
by the managers and recommended In the ac-
companying conference report:

The Senate amendment struck all of the
House bil]l after the enacting clause and in-
serted a substitute text.

The House recedes from jt& dissgreement
to the amendment of the Senate with an
amendment that js 8 crubstitute for the
House bjl) and the Senate amendment. The
differences between the House bill, the Sen-
ate amendment, and the rubstitute agreed to
in conference are noted below, except for
clerical corrections, conforming changes
made necessary by agreements resched by
the conferees, and minor drafting and cler-
ical changes.

The managers agree that the congressjon-
ally directed actione described in the House
bil), the Senate amendment, the reepective
committee reports,’ and classified annexes
accompanying H.R. 2683, should be under-
taken to the extent that rfuch congrestion-
slly directed actions are not amended, al-
tered, or otherwise epecifically addressed in
either this Joint Explanatory Statement or
in the classified annex to the conference re-
port on the bill H_R. 2883,

Rebuilding the Nation’s Intelligence Capabilities

The conferees note that the fiscal year 2002
budget request submitted by the President
jpcludet a substantial increase for programs
funded in the Nations) Foreign Intelligence
Program. This anthorization bill furtber en-
bences that investment. The cobnferees be-
ljeve this funding increase should represent
the first jnetallment of at lenst a five-year
effort to correct serious deficiencies that
bave developed over the past decade in the
Intelligence Commaunity. The conferees rec-
ognize that these deficlencies existed prior
to the events of September 11th and, indeed,
they have been consistently highlighting
these shortfalle for the past seven years. Put
simply, although the end of the Cold War
warranted a reordering of nations] priorities,
the tteady decline in intelligence funding
eince the mid-1990s Jeft the natjon with a di-
miniched ability to sddress the emerging
threats and technological challenges of the
21st Centory.

In this budget, the conferees seek Lo high-
light four priority areas that must recejve
eignificant attention In the near term 3f in-
telligence is Lo fulf1l) its role in our nationsl
secority strategy. Those are: (1) revitalizing
the National Security Agency (NSA); (2) cor-
recting deficiencies in homan intelligence;
13) sddressing the imbalance between intel-
ligence collection and snalysis; and () re-
bujlding & robust research and development
Program.

The conferees’ top priority Jast yesr was
the revitalization of the National Security
Agency. This continues to be the conferees’
number one concern. Within the next five
years, the NSA must bave the ability to col-
lect and exploit electronic signals in a vasuly
differenct communications environment.
Along with eignificant jnvestment in tech-
nology, this means closer collaborstion with
clandestine human collectors. The computer
and telecommunjcations eyetems that NSA
employees use to saccomplish their work
must be etate-of-the-art technology. Ana-
)yste must have sophisticated software tools
to allow them to exploft fully the amount of
dats avajlable in the fotuore.

Correcting deficiencies in the area of
bwnan intelligence i5 critical for the Intel)-
ligence Community if it je to meet the in-
" creasingly complex and growing set of col-
lection reguirements within the next five
years. The Centrs] Intelligence Agency (CIA)
wil) need to hire case officers capable of
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dealing with tke explosion of technology,
both as collection tools and az potential
tbhreats. These individuale must be able to
operate effectively in the many places
around the world. To do tbhat, the ClA must
place even grester empbasis on the diversity
of the new recruite. Aes importantly, the em-
phasis of our buman collection must change
in such & way that places & priority on being
able to access the types of information that
reveal the plane and intentjons of those who
would harm U.S. interests. The human intel-
ligence system &)so must be integrated more
closely with our other collection capabili-
ties.

As we do a better job of collecting intel-
ligence, we a]s0 must enbance our abjlity to
understand this informstion. The percentage
of the intelligence budget devoted to proc-
esging and anslysis has been declining stead-
ily since 1990. Altbough collection systems
are becoming more and more capable, our in-
vestment in apslyejs continues to decline.
The dizparity threatens to0 overwhelm owor
&bi)ity to effectively use the information
collected. To zddress thie problem, the con-
ferees have added funds to finance promjsing
all-source analysis initiatives across the
Community. Over the next five years, the In-
telligence Community must rebujld its all-

. source analytical capsbllity, creating s force

that can truly present & global coverage ca-
pasbility.

The conferees' fourld priority, & strong re-
search and development program, supports
all of the other initistives and more. Over
the past decade, agencies Lave allowed re-
search and development accounts to be the
**bil) payer" for funding shortfalls, and have
sacrificed modernization and jnnovstion in
the process. The conferees beljeve that over
the next five yesrs, there must be a review of
several emerging technologjes to determine
what will provide the best long-term return
on investment, while ensuring that sufficient
incentives for *'ritk" are promoted in order
to bring R&D to the ‘‘cutting edge.” As part
of guch an effort, the conferees continue to
support and encourage & £Eymbjotic relatjon-
ship between the Intelligence Community
and the private sector using innovative ap-
proachees tuch as the Central Intelligence
Agency’s In-Q-Tel.

Although the conferees beljeve that this
authorization represents a ‘‘down payment”
for a five-year effort to rebuild our jntel-
ligence capabjlities, they also believe that,
in )ight of the horrible and tragic terrorist
attacks, this yesr’s anthorization represents
only s enapshot in time, and does not neo-

essarily represent the critically needed long-

term investments sufficient to bolster na-
tional securjty objectives. In fact, the con-
ferees beljeve that this authorization js only
the beginning of what must be a substantial
inveetment if the nation is Lo have the intel-
ligence cepabjlities required to protect na-
tional security and to provide the first line
of defenee against terrorism and other
transnatjonal issves.

Beyond the four priority areas meantioned
above, significent attention is needed else-
where as well. For example, designing and
procuring the appropriste capabilities for
technical collection to replace ovr aging sye-
tems must also be addressed. Additionally,
there are areas that the Administration
must eddress that are beyond financial in-
veetment, and go Lo jnetilling, within the 1n-
telljgence Community, & focus on ensuring
enticipatory access, so as to be sble to ob-
tajn information on plans and intentions in
order to prevent crises. The Intelligence
Community must create a ‘‘culture” that is
lest risk averse.

Fineally, the conferees beljeve that any ef-
fort Lo invest in and expand intelligence ca-
pabjlities will only be marginally successful,
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at best, if there i& not a paralle) effort to
chenge the structure of the Community
where eappropriate. Today's intelligence
£tructure §#8 not suvjtable to address current
&nd futore challenges, and the conferees look
forward Lo working with the Administration
oD Lbjs jssue as well.
TITLE 1—INTELLIGENCE ACTIVITIES
SEC. 101. AUTHORIZATION OF APPROPRIATIONS

Section 101 of the conference report lists
the deparuments, agencies, and other ele-
ments of the United States Government for
whose intelligence and intelligence-related
activities the Act auvthorizes sppropriations
for Niscal year 2003. Section 10) is jdentical to
section 10] of the House bill and section 101
of the Senste amendment, except for the ad-
dition of the Coast Gusrd, see section 106,
infra.

SEC. 102 CLASSIFIED SCHEDULE OF
AUTHORIZATIONS

Section 102 of the conference report makes
clear that the details of the amounts anthor
jzed to be appropristed for intelligence and
intelligence-related activities and applicable
personnel cellings covered under this title
for fiscal year 2002 sre contained in & classi-
fied Schedule of Authorizetions. The classi-
fied Schedule of Authorizations is incor-
porated into the Act by this section. The
Schedule of Avuthorizations sball be made
available to the Committees on Appropria-
tions of the Senate and House of Representa-
tives and tO the President. The classified
annex provides the details of the Schedule.
Section 102 is identical Lo section 102 of ihe
House bi]] and section 102 of the Senate
amendment.

SEC. )03. PERSONNEL CEILING ADJUSTMENTS

Section 103 of the conference report au-
thorizes Lthe Director of Central Intelligence,
with the spproval of the Director of the Of-
fice of Management and Budget, in fiscal
year 2002 to authorize employment of civil-
jan personnel in excess of the personnel cefl)-
ings applicable to the components of the In-
telligence Community under section 102 by
an amount not Ltoo exceed two percent of the
tots) of the ceilings applicable under section
102. The Director of Central Intelligence may
exercise this authority only if necessary o
the performance of jimportant jintelligence
functions. Any exercise of this authority
must be reported Lo the intelligence commit-
tees of the Congress. :

The managers empbasize that the author-
ity conferred by section 103 js not jntended
to permit wholesale increases in personnel
strength in any intelligence component.
Rathber, the section provides the Director of
Central Intelligence with flexibility to ad-
just personnel levels temporarily for contin-
gencies and for overages caused by an imbal-
ance between hiring of new employees and
sttrition of current employees. The man-
agers do not expect the Director of Central
Intelligence to0 allow heads of intelligenoce
components to plan to exceed levela set in
the Schedule of Authorizations except for
the satisfaction of clearly jdentified hiring
needs that are consistent with the autboriss-
tion of persomnne] strengths in this bill. In no
case iz thiz authority to be used Lo provide
for posjtions denied by this bjll. Section 103
is jdentical t.o section 103 of the House bill
and section 103 of the Senste amendment.

SEC. 108. INTELLIGENCE COMMUNITY
MANAGEMENT ACCOUNT

Section 104 of the conference report au-
thorizes appropristions for the Community
Management Account (CMA) of the Directar
of Central Intelligence (DCI) and sets the
personnel end-strength for the Intelligence
Community management etaff for fisca) year
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Subsection (8).authorizes appropriations of
£200,276,000 for fiscal year 2002 for the activi-
ties of the CMA of tbhe DCI.

Subsectiol (b) autborizes 343 full-time per-
connel for the Community Manzagement
Staff for fiscal year 2002 and provides that
such personnel may be permanent employees
of the Stafl or detailed from various ele-
ments of the United States Government.

Subsection (c) sntborizes additiona) appro-

pristions and personnel for the CMA as £pec-
ified in tbe classified Schedule of Autborize-
tions and permits these additional amounts
to remain avallable tbrough September 30,
2003.
Subsection (€) requirec that, except &€ pro-
vided in Section 113 of the National Security
Act'of 1947, personne) from anotber element
of the United States Government be detajled
10 an element, of the CMA on & reimbursable
basis, or for temporary situations of less
tban One year on & non-reimbursable basis.

Subtection (e) asuthorizes 344,000,000 of the
amount autborized in eubsection (a) to be
made avajlable for the Nstional Drug Intel-
Jigence Center (NDIC). Subsection (e) re-
quires the DCI to trancfer tbese funds to the
Department of Justice to be used for NDIC
activities under tbe eutbority of tbe Attor-
ney General £subject Lo section 1J03(d)Q)
of the Nationa] Security Act. Subsection (e)
is similar to subsection (e) of the House bill
and subsection (e) of the Senate amendment.

The managers note that since Fisca) Year
1997 tbe Community Management Account
bas incluoded avthorization for appropria-
tions for the National Drug lntelligence Cen-
ter (NDIC). The committees periodically
bave expressed concern about the effective-
ness of NDIC and its ability to fulfill tbe role
for which it was created. The mansgers are
encouraged by the NDIC's recent perform-
ance and by the refocused role for tbe orga-
nizstion. The conferees request tbat tbe Di-
rector of the NDIC provide a tspending plan
for fiscal year 2002 to the jntelligence com-
mittees and Lo tbe sppropriations commiy-
tees within B0 days of enactment of this Act.

SEC. 105 CODIFICATION OF THE COAST GUARD AS
AN ELEMENT OF THE INTELLIGENCE COMMUNITY

Section 105 j& identical to Section 105 of
tbe House bi)). The Senate amendment bad
no similar provision. The Senate recedes.

TITLE 1J—CENTRAL INTELL)GENCE AGENCY

RETIREMENT AND DISABILITY SYETEM

SEC. 301. AUTHORIZATION OF APPROPRIATIONS

Section 20 is identical to Section 201 of
the Senate amendment and section 201 of the
House bil). -

TTITLE 1II—GENERAL PROVISIONS
Subtitle A-——)ntelligence Community
SEC. 301. INCREASE IN EMPLOYEE COMPENSATION
AND BENEFITE AUTHORIZED BY LAW

Section 301 is jdentics) to Section 301 of
tbe Senate amendment and section 301 of the
House bill,

SEC. 32 RESTRICTION ON CONDUCT OF
INTELLIGENCE ACTIVITIES

Section 302 is identical to Section 302 of
tbe Senate amendment and section 302 of the
House bil}. .

SEC. 38 SENSE OF THE CONGRESS OF
INTELLIGENCE COMMUNITY CONTRACTING

Section 303 js jdentical to Section 308 of
tbe House bil). The Senate amendment had
1o eimilar provieion. The Senate recedes.
£BC. 304. REQUIREMENTE FOR LODGING AL1OW-

ANCES IN INTELLIGENCE COMMUNITY ASSIGN-

MENT FROGRAM BENEFTTS

Section 304 j& identical to Section 304 of
tbe House amendment. The Senate amend-
ment bad no eimilar provision. The Senate

recedes.
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SEC. 305. MODIFICATION OF REPORTING RBQUIRE-
MENTS FOR SIGNTFICANT ANTICIPATED INTEL-
LIGENCE. ACTIVITIES AND SIGNIFICANT INTEL~
LIGENCE FAILURES
Section 305 is identica]l to Section 305 of

tbe Senate amendment. The House bill had

no eimilar proviejon. The House recedes.

SEC. 306. REPORT ON IMPLEMENTATION OF REC-
OMMENDATIONE OF THE NATIONAL COMMIS-
E10N ON TERRORISM AND OTHER ENTITIES

Section 306 is eimilar to Section 307 of the
House b)), which requiree & report from the
Director of Central lntelligence concerning
whetber and to wbat extent, tbe Intelligence
Community bat implemented the applicable
recommendatione set fortb by tbe National
Commission on Terroriem (Bremer Commis-
eion). The DCI report, wbicb sball be due 120
daye after ensctment of this legislationm,
tball include a detailed explanstion from the
DC] at to Lhe ressons for not implementing
Intelligence Communjty-related rec-
ommendations contained within the three
commiseion reports. The Senste amendment
bad no eimilar proviejon. The conferees agree
to expand tbe DCI's reporting requiremext to
include applicable provizions of the US com-
mission on Nationa) Security for the 2lst
Century and the second snnual report of the
so-ctlled Gilmore Commission. The Senate
smendment bad no similar provisiom. The
Senate recedes.

SEC. 307. JUDICIAL REVIEW UNDER FOREIGN

NARCOTICS KINGPIN DESIGNATION ACT

Sectjon 307 j¢ identica)l Lo Section 303 of
tbe Senale amendment. The House bill bad
no eimi)ar provision. The House recedes.

SEC, 308. MODIFICATION OF POSITIONS REQUIRING
CONSULTATION WITH DIRECTOR OF CENTRAL
INTELLIGENCE IN APPOCINTMENTE

Section 308 e jdentical to Section 304 of
tbe Senste amendment. The House bill bad
no eimjlar provision. The House recedes.

SEC. 309. MODIFICATION OF AUTHORITIES FOR
PROTECTION OF INTELLIGENCE COMMUNITY
EMPLOYEES WHO REPORT URGENT CONCERNS
TO CONGRESS
Section 309 je identical Lo Section 306 of

tbe Senste amendment. The House bill bad

no similar provision. The House recedes.

SEC. 8)0. REVIEW OF PROTECTIONS AGAINET THE
UNAUTHORIZED DISCLOSURE OF CLASSIFIED
INFORMATION
Section 310 i& identical to Sectiomn 307 of

tbe Senate amendment. The House bill had

no eimilar provieion. The House recedes. The
conferees expect a report no later than May

1, 2002, from the Attorney General providing

& comprebensive review of current protec-

tions against tbe unautborized disclosure of

clastified information.

SEC. 311. ONE-YEAR SUSFENSION OF REORGA-
NIZATION OF DIPLOMATIC TELECONMUN}-
CATIONS SERVICE PROGRAM OFFICE’

Section 311 is identical to Section 308 of
the Senate amendment. The House bill had
no similar provision. The House recedes.

SEC. 812. PRESIDENTIAL APPROVAL AND SUEMIB-
SION .TO CONGRESS OF NATIONAL COUNTER-
INTELLIGENCE ETRATEGY AND NATIONAL
TIREAT IDENTIFICATION AND PRIORITIZLATION
ASEESSMENTE
Section 312 is identica) to Section 310 of

tbe Senate amendment. The House bil} bhad

no similar provielon. The House recedes.

SEC. 813, REPORT ON ALIEN TERRORIST REMOVAL

PROCEEDINGE
Section 313 ie identical Lo rection 312 of the

Senate amendment. The House bill bad no
eimilar provision. The House recedes.
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SEC. 314. TECHNICAL AMENDMENTS
Extension of Time to Seek FISA Ratification of
Attorney Geneval-authorized Electronic Sur-
veillance and Physical Searches

Under current law, the Attorney General
may avthorize electronic surveillance or a
search without & court order when he con-
cludes, first, that the factval basis for grant-
ing such an order exists and, second, that an
emergency exists requiring action before a
cowrt order may be obtained. 50 U.8.C.
§51805¢(f), 1824(e). Current law requires the
Government o prepare a complete F18A ap-
plicetion and present it to the FISA court
for approval within 24 hours “after the At
torney General avtborizes’™ tbe survesllance
or search, Fajlure to do 80 results in the sup-
pression of information from the surveil-
lance or search.

Given the length and complexity of many
F1SA applications, the need to verify the ac-
curacy of each F1SA declaration by review in
the field, the requirement that the Govern-
ment obtain both a written certification
from the director of the FB] (or a similar-of-
ficlal) and the written approvsal of the A ttor-
ney Genersl, it often is extremely difficult
to meet the 24-bour deadline. This Is espe-
clally wroe where—as often wil) be the case—
the emergency auvtboriration comes in the
midst of a larger emergency requiring the
personal) attention of the Attorney General
and the Director of the FBl. The emergency
svtbhorization provision of title Il wiretaps,
18 U.B.C. §2518(7), sets a deadlins of 48-hours,
and starte the 48-bour clock not at the time
of sutborization, but only once the intercep-
tion *'bas occurred, or begins to occuar.*

The conferees agreed 10 a provision to ex-
tend the time for judicial ratification of an
emergency FISA surveillance or search from
24 o0 72 bours. That would give the Govern-
ment adequate time Lo asgemble an applica-
tion witbout requiring extraordinary efiort
by officials reeponsible for the preparation of
those applications. The additional 48 hours
for F1SA spplications iz appropriate givem
their complexity and tbe need for higher-
level approval for FISA applications than for
applications under title 1I1. The additional
time & also appropriate given that the dead-
line for submission of applications under
F1SA begine when the Attorney General an-
thorizes the surveillance or search, rather -
than wben the surveillance or search actu-
ally occurs, as is the case under title III.
Multipoint Wiretaps

The multipoint wiretap amendment to
FISA in the USA PATRIOT Act (section 308)
allows the FISA court to issue generic orders
of assistance to any communications pro-
vider or similar person, instead of t0 a par-
ticular cominunications provider. This
change permits the Government to imple-
ment new surveillance immediately if the
FISA target changes providers in an effort to
thwart sarveillance. The amendment was di-
rected at persons who, for example, attempt
to defeat surveillance by changing wireless
telepbone providers or using pay phones.

Currently, FISA requires the court to
*specify” the *’nature and Jocation of each of
the facilities or places at which the eleo-
tronic surveillance will be directed,” &0
U.B.C. §1805(cX1XB). Obviously, in certamn
situations under coi, &’ aw 7L 2 glack-
ficatiox: s limiteo. For ~aarn de, = v o lew
pbone bas no fixed location and electromic
mail may be accessed from any number of Jo-
cations. ’ '

To avoid any ambiguity and clarify Con-
gress’ intent, the conferees agreed to a provi-
sjon which adds the phrase, *if Xnown,” to
the end of 50 U.B.C. §1805(cXIXB). The "if
known" language, which follows the model
of B0 U.B.C. §1805(c)1XA), is deeigned to
avoid a&ny uncertainty about the kind of
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specification required in a multipoint wire-
tap case, where the facility to be monitored
is typically not known in advance.

Non-conformity of FISA Subsections 501(a)1)
and 501(b)(2)

Section 215 of the USA PATRIOT Act of
2001 amended title V of the FI1SA, adding &
new section 501. Section 501(a)(1) now sutbor-
jzes the director of the FBI to apply for a
court order to produce certain records ‘‘for
an investigation to protect against inter-
nationa) terrorism or clandestine intel-
ligence activities.” Section 501(b)(2) directs
that the application for such records epecify
that the purpose of the investigation & to
“obtain foreign intelligence information not
concerning & United States pereon.” How-
ever, section 501(aX1), wbich generally au-
thorizes the applications, does not contain
equjvalent language. Thus, subsections (aXl1)
and (b)}(2) now appear l‘nconﬁlst-ent..

The conferees agreed to a provision which
adds the phrase “'to obtain foreign intel-
ligence information not concerning a United
States person or" to section 501(aX1). This
would make the language of section 501(a)1)
consistent with the legislative history of sec-
tion 215 of the USA PATRIOT Act (see 147
Cong: Res. S11006 (dafly ed. Oct. 25, 2001) (sec-
tional analysis)) end with the language of
section 214 of the USA PATRIOT Act (au-
thorizing an application for an order to uee
pen registers and trap and trace devices to
“obtain foreign intelligence information not
concerning a United States person™).

Clarification of Intellipence Exception

Section 203(b)(2) of the USA PATRIOT Act
added a definition of “‘foreign intelligence in-
formation™ to chapter 119 of title 18, United
States Code. The existing intelligence excep-
tion from certain chapters of title 18—i.e,
chapters 119, 121, and 206—is conteined in
chapter 119 (at 18 U.S.C. §2511(2)(f)) end uses
the term ‘‘foreign intelligence informetion"
to define the scope of tbe exception. At & re-
solt, the new definition of “foreign intel-
ligence information' =added by section
203(b)(2) could potentially be read to limit
the intelligence exception—particularly
when compared to the Natjonal Security Act
definition of “'foreign intelligence” (50 U.S.C.

§401(n)).
Other Technical Amendments

The conferees agreed to provisjons cor-
recting several drafting problems in the text
of the USA PATRIOT Act. First, section
207(bX1) of the PATRIOT ACT refers Lo sec-
tion 105(d)(2) Instead of section 105(e)2) and
to 50 U.S.C. §1805(d)(2) inetead of 50 U.S.C.
£1805(e)(2). Second, section 216 (creating new
section 502 of FISA) refers to ‘‘section 402"
instead of “section 501° jn the last line of
new section 502(a) and in the last line of new
section 502(b)(1). Third, section 225 adde a
new subsection (h) immediately following 50
U.S.C. £1805(g), but it should add & new sub-
section (J) immediately following 50 U.S.C.
§1805(b).

Fourth, tbe title of section 225 is *“Immu-
nity fc: Tomypliince “vith FISA Wiretap” frud
it de mm o s end WL IS 1M Tl Oe
vk B, gefl 10t i applits Ly . L
wonic eurveillance and not to pLysical
searches or other activity sauthorized by
FISA. However, the text of section 225 refers
to court orders and requests for emergency
assistance “under tbis Act,” which makes
clear that it applies to physical searches
(and pen-trap requestse—for which there al-
ready exjsts an immunity provision, 50
U.S.C. §1842(—and subpoenas) at well as to
electronic surveillance.
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TTTLE 1V—CENTRAL INTELLIGENCE AGENCY
€EC. 40). MODIFICATIONE TO CENTRAL INTEl-

LIGENCE AGENCY'S CENTRAL SERVICE FRO-

GRAM

Section 40] it identical to Section 401 of
the House bill and Section 902 of the Senate
amendment.

EEC. 402. ONE-YEAR EXTENSION OF CENTRAL IN-
TELLIGENCE AGENCY VOLUNTARY SEPARATION
PAY ACT
Section 402 is identical to Section 402 of

tbe House bil) and section 40] of the Senate

amendment.
SEC. #8. GUIDELINES FOR RECRUTTMENT OF
CERTAIN FOREIGN ASSETE

Section 403 sddresses the ClA's 1995 guide-
lines on recruitment of foreign assete and
gources. The House bjll noted the concern
that excessive caution &nd & burdensome
vetting procese resulting from tbe 1985 guide-
lines bave undermined the ClA’s ability and
willingnese to recruit assete, erpecially those
wbo would provide insighte into terrorist or-
ganizetione and other bard targets.

The confereee believe that tbe concerns ex-
preseed in tbe House bil)l are justified and
that, despite the chenges to the 1985 guide-
lines that the Director of Central Intel-
ligence made in September, the current
guidelines must be rescinded and replaced
with new guidelines. The conferees jntend
that a2 new balence be struck between poten-
tial gain and risk, a balance that recognizes
concerng sbout egregiove buman rights be-
bavior snd law breasking, while providing
much needed flexibility to Lake advantage of
opportunities to gather important informsa-
tion as those opportunities present them-
ee]veE. Moreover, the conferees beljeve that
tbe goale and priorities for buman collection
must be weighted towsard collecting the type
of information tbat will provide plans and
intentions of those who would threaten
American national security, in & tymeframe
that will allow maximum opportunity to pre-
vent actione against American interests. The
conferees acknowledge that it may not al-
wayt be postible to collect such information
in every case, but thie must be a focus for
planning future HUMINT collection efforte if
euch collection i going to be preventative in
neture rather than reactive. The Senate
amendment bad no similar provision. The
Senate recedes.

SEC. #01. FULL REIMBURSEMENT FOR PROFES-
SIONAL LIABILITY INSURANCE OF
COUNTERTERRORISM EMPLOYEES
Section 404 1 identical to Section 404 of

the House bill. The Senate amendment had

no similar provieion. The Senate recedes.
TITLE V—DEPARTMENT OF DEFENSE
INTELLIGENCE ACTIVITIES

SEC. 50). AUTHORITY TO PURCHASE ITEMS OF
NOMINAL VALUE FOR RECRUITMENT PURPOSES

Section 501 is identical to Section 501 of
tbhe Houge bil). The Senate amendment bad
no similar provision. The Senate recedes.
SEC. 52. FUNDING FOR INFRASTRUCTURE AND

QUALITY-OF-LIFE IMPROVEMENTS AT

MENWITH HILL AND BAD ATBLING STATIONS

Section 502 is similar to Section 502 of the
House bjll. The provision j& intended to fa-
cilitate the transfer or reprogramming of
f1ude from the Denartments of the Army,

e POrCe, L 1V OVY By LeCRRFRIV I Eunvert
Lo et of i gL ARG -Le of
Menwith Kil)l and bac¢ AfLDhrg stations. Th
Senate amendment had no seimilar provision.
The Senate recedes.

SEC. 503. MODIFICATION OF AUTHORITIES RELAT-
ING TO OFFICIAL IMMUNITY IN INTERDICTION
OF ATRCRAFT ENGAGED IN TLLICIT DRUG TRAF-
FICKING
Section 503 js identical to Section 503 of

the House bil]l and Section 308 of the Senate

amendment.
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SBC. 504. UNDERGRADUATE TRAINING PROGRAM
FOR EMPLOYEES OF THE NATIONAL IMAGERY
AND MAPPING AGENCY
Section 504 js jdentical to Section 504 of

the House bi)l. The Senate amendment bad

no similar provision. The Senate recedes.

SEC. 505. PREFARATION AND SUBMITTAL OF RB-
PORTS, REVIEWS, STUDJIES, AND PLANS RELAT-
ING TO DEPARTMENT OF DEFENSE INTEL-
LIGENCE ACTIVITIES
Section 505 is jdentica) to Sectiom 311 of

the Senate amendment. The House b)) bad

no similar provision. The House recedes.

SEC. 606. ENHANCEMENT OF SECURITY

AUTHORITIES OF NATIONAL SECURITY AGENCY

Section 506 autborizes the National Secu-
rity Agency (NSA) security protective offl-
cers to exercise tbeir law enforcement func-
tions 500 feet beyond the confines of NSA fa-
cilities. At present, NSA's protective juris-
diction does not extend beyond the terri-
toria]l boonds of its perimeter fences. Addi-
tionally, NSA has to rely on several federal,
stete, and local jurisdictions to respond to
threats that occur just outside jts fence Jine.
With s0 many jurisdictions involved, there is
a cbance that a necessary response could be
slowed and thus ineffective. In addition,
under corrent Jaw (Section 11 of the National
Security Agency Act of 1958) the Adminis-
trator of General Services, upon the applica-
tion of the Director of NSA, may provide for
the protection of those facilities that are
under tbe control) of or use by the Natjonal
Security Agency. The Genersl Services Ad-
ministration has delegated this avthority to
NSA. Tbis amendment to the National Secu-
rity Agency Act would provide NSA with the
organic avibority needed to protect its fa-
cilities and personnel without having to ob-
tejn a delegation of authority from the Gen-
era) Services Administration. This section
parallels avthority the Centra) Intelligence
Agency currently has in section 15 of the ClA
Act of 1948 (50 U_S.C. 4030). .

The attackes of September 11, 2001 d
onetrated the growing threat of terrorism in
the Unjted States. The conferees believe the
NSA's authority to have a protective detall
should be clarified and enhanced 500 feet be-
yond the confines of NSA's facilities, but
were sensitive Lo the public's reaction to an
unlimited grant of law enforcement jurisdio-
tion outside NEA's borders. Therefore, the
exercise of this new avthority is expresaly
limited Lo only those circumstances where
NEA security protective officers can identify
specific and articulable facts giving them
reason Lo believe that the exercise of this an-
thority is necessary to protect against phys-
ical damage or injury 0 NSA installations,
property, or employees. This provision also
expressly states that the rules and regule-
tions prescribed by the Director of the NBA
for agency property and installations do not
extend into the 600 foot area established by
this provision. Thus, there will be no restrio-
tions, for example, on the taking of photo-
graphs within the 600 foot zome.

The conferees do not envision a general
grant of police avthority in the 500 foot zome,
but do envision NSA security protective offi-
cers functioning as federal police, for }imited
purpnses, within the 500 foot sone with al) at-
Lot autbhoritis: ¢ ipabilities, immuni-
wes, and labilittes. Tue conferees expeoc: the
Director of NEA to coordinate and establish
Memorsanda of Understanding with all fed-
era), state, or local law enforcement agen-
cies with which NSA wi)] exercise concurrent
juriediction in the 500 foot 1ones. The Direc-
tor of NSA gha)) submit ench Memoranda of
Underetanding to the Select Committee on
Intelligence and the Armed Services Com-
mittee of the Senate and the Permanent Be-
Ject Committee aon Intelligence
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and the Armed Services Committee of the
House of Representatives. The Director of
NSA is nlso expected to develop 8 Lraining
plan to fainiliarize the Agency's tecurity
protective officers with their new sutborities
and responsibilities. The Director of NSA
sball submit soch plan to the Select Com-
mittee on Intelligence and the Armed Serv-
jces Commitiee of the Senate &nd the Per-
manent Select Committee on Intelligence
and the Armed Services Committee of the
House of Representatives not Jater than 30
days after the enactment of this provision.

Section 506 al)so includes & reporting re-
guirement so that the intelligence commit-
teet may closely scrutinjze the exercise of
this new authority. .

Jtems Not Included
Section 306 of the House bjl) contained a
provision estpblisbing, with respect to the
terrorist atiacks of September 11, 2001, & fed-
eral commission on ,the nstional security
readiness of the Unjted States. The Senate
bil]l bad no similar provieion. The House re-
cedes. ’
From the Permanent Select Commiltee on
Intelligence, for consideration of the House
bi)] and the Senate amendment, and modi-
fications comrpitted to conference:
T PORTER J. GOSS,
DouGLas BEREUTER,
MICHAEL N. CASTLE,
SHERWOOD BOEHLERT,
Jpy GIBBONB,
RAY LAHOGD,
DUKE CUNNINGHAM,
PETE HOEKSTRA,
RICHARD BURR,
SAXBY CHAMBLIES,
NANCY PELOSI,
SANFORD B1SHOP,
JANE HARMAR,
GaRY CONDIT,
T ROEMER,
ALCEE L. HASTINGS,
LEONARD L. BOSWELL,
COLLIN C. PETERSON,
Managers on the Part of the House.

LEAVE OF ABSENCE

By unanimous consent, leave of ab-
sence was granted to:

Mr. McNULTY (at the request of Mr.
GEPHARDT) for today after 4:30 p.m. on
account of personal business.

Mr. GREEN of Texas (at the request of
Mr. GEPBARDT) for today after 5:00 p.m.
on account of personal business.

Mrs. MORELLA (at the request of Mr.
ARMEY) for today until 12:00 noon on
account of attending a funeral.

SPECIAL ORDERS GRANTED

By unanimous consent, permission to
address the House, following the legis-
lative program and any special orders
heretofore entered, was granted to:

(The following Members (at the re-
quest of M&. JACKSON-LEE of Texas) to
revise and extend their remarks and in-
clude extraneous material:)

Mr. Davis of 11linois, for 5 minutes,
today.

Mr. FILNER, for 5 minutes, today.

Mr. Snows, for § minutes, today.

Mr. UNDERWOOD, for 5 minutes, today.

Mr. BIN0JOSA, for § minutes, today.

Mr. SANDERS, for 5 minutes, today.

Ms. SANCHEZ, for 5 minutes, today.

Mr. CONYERS, for 5 minutes, today.

CONGRESSIONAL RECORD-—HOUSE

Ms. BRowN of Florida, for § minutes,
today.
Ms. JACXSON-LEE of Texas, for 5 min-

utes, today. .
Mrs. CLAYTON, for 5 minutes, today.
Mrs. MINK of Bawaij, for § minutes,

today.

ENROLLED JOINT RESOLUTION
SIGNED

Mr. Trandahl, Clerk of the House, re-
ported and found truly enrolled a joint
resolution of the Bouse of the following
title, which was thereupon signed by
the Speaker:

H.J. Ree. 76. Joint resolution making far-
ther continuing sppropristions for the fiscal
year 2002, and for other purposes.

ADJOURNMENT

Ms. JACKSON-LEE of Texas. Mr.
Speaker, 1 move that the House do now
adjourn.

The motion was agreed to; sccord-
ingly (at 6 o’clock and 15 minutes
p.m.), under its previous order, the
Bouse adjourned until Monday, Decem-
ber 10, 2001, at 2 p.m.

NOTICE OF PROPOSED
RULEMAKING

U.S. CONGRESS,
OFFICE OF COMFPLIANCE,
Washington, DC, November 13, 2001.
Hon. J. DENNIE HASTERT,
Speaker of the House, House of Representatives,
Washington, DC.

DEAR MR. SPEAXER: Puresvant Lo section
4(c)(4) of the Veterane Employment Opporto-
nities Act -of 1998 (“VEOA') (2 U.B.C.
£1316a(4)) and eection 304(b) of the Congres-
sjonal Accountability Act of 1995 (2 U.5.C.
§1384(b)), 1 sm submitting on bebalf of the
Office of Complisnce, U.S. Congress, this no-
tice of proposed rulemeking for publication
in the Congressiona) Record. This notice
seeks comment on substantive regulations
being proposed to implement section 4(c) of
VEOA, which effords to covered employees of
the legielative branch the righis and protec-
tions of selected provisjons of veterans’ pref-
erence law.

Very truly yours,
SUSAN E. ROBFOGHRL,
Chaiy of the Board,
OFFICE OF COMPLIANCE

The Veterans Employment Opportnnities
Acl of 1998: Extensjon of Rights and FProtec-
tions Relating Lo Veterans® Preference Under
Title §, United Stetes Code, to Covered Em-
ployees of the Legislative Branch

NOTICE OF PROPOSED RULENAKXING

Summary: The Board of Directors of the Of-
fice of Compliance (‘“"Board') is publishing
proposed regulations to implement section
4(c)(4) of the Veterans Ermnployment Opporte-
nities ‘Act of 1998 (**VEOA™), Pub. L. 105-339,
112 Stat. 3186, codified at 2 USC §1816a, as ap-
plied to covered@ employees of the House of
Representatives, the Senate, and certain
Congressjonal} instrumentalities.

The VEOA spplies Lo the legislative branch
the rights and protections pertaining to vet~
erans’ Jreference establiched under section
2108, rections 3309 through 33)2, and sub-
chapter 1 of chapter 35, of title §, United
States Code (“'USC”).

This Notice proposes tbat jdentical regula-
tions be adopted for the Senate, the Houee of

H90656

Representatives, and the six Congressional
instrumentalities and for their covered em-
ployees. Accordingly:

(1) Senate. 1t is proposed tbat regulations
a& described in this Notice be included in the
body of regvlations that shall apply to the
Senate and employees of the Senate, and this -
proposal regarding the Senate and jts em-
ployees I8 recommended by the Office of
Compliance’s Depoty Executive Director for
the Senate.

(2) House of Representatives. 4 ja further
proposed that regulations as described in
this Notice be included in the body of regula-
tions that shall apply to tbhe House of Rep-
resentatives and employees of the House of
Representatives, and this proposa) regarding
the House of Representatives and ite employ-
ees 35 recommended by the Office of Compli-
ance’s Depotly Executive Director for the
House of Representatives.

(3) Certain Congressional instrumentalities. Ib
js furtber proposed that regulations as de-
scribed Jn this Notice be included in the body
of regulations that sball apply to the Capitol
Gujde Service, the Ceapito} Police, the Con-
gressional Budget Office, the Office of the
Architect of the Capito], the Office of the At-
tending Physjcian, and the Office of Compli-
ance, and their employees; and this proposal
regarding these £ix Congressional instromen-
ta)ities i» recommended dy the Office of
Compljance’s Execotive Director.

Dates: Interested parties may submit com-
ments within 30 days after the date of publi-
cation of this Notice of Proposed Rule-
making in the Congressional Record.

Addresses: Submit written comments (an
original and 10 copies) to the Chair of the
Board of Directors, Office of Compliance,
Room LA 200, John Adams Building, 110 Sec-
ond Street, 8.E., Washington, DC 20540-1088.
Those wisbing Lo receive notification of re-
ceipt of cormments are requested L0 include a
self-addressed, stamped post card. Comments
may also be transmitted by facsimile ma-
chine o (202) 426-1913. This is not s toll-free
call. Coples of comments submitied by the
public will be available for review at the Law
Library Reading Room, Room LN-20], Law
Library of Congress, James Madison Memo-
ria] Building, Washington, DC, Monday
through Friday, between the hours of 930
aJn. and 4:00 p.m.

For Further Information Contact: Executive-
Director, Office of Compliance at (302) T4
9250. This notice is also avajlable in the fol-
lowing formats: large print, Brajlle, audio-
tape, and electronic flle on computer disk.
Requests for this notice in an alternative
format tbould be made to the Director, Cen-
tral Operstions Department, Office of ths
Sepate Sergeant at Arms, (202) 224-2708.

Supplementary Information:

Background

The Veterans Employment Opportunities
Act of 19983 ‘“‘strengthen[s] and broadens”?
the rights and remedies available to military
veterans who are entitled, under the Vet-
erans’ Preference Act of 1944% (and ita
amendments), to preferred consjderation in
appointment to the Federal civil service of
the executive branch and in retention during
reductions in foroe (*‘R1Fs"). In additiom,
and most relevant to this NPR, VEOA af-
fords to ‘covered employees™ of the legiala-
tive branch (as defined by section 101 of the
Congressional Accountability Act (**"CAA™) Q
USC §1301)) the rights and protections of se-
lected provisione of veterans® preference law.
VEQOA §4(c)X2). The selected statutory sec-
tions made applicable to such legislative

1Ppd. L. 105-339, 112 Etal. 3196 (Oct. 3), 1608).

?Sen. Rept. 105-340, 105 Cong.. 20 Sess. at )6 tBept.
2, 1968).

3Act of June 7, 1944, ch. 287, b2 ELat. 387, amended
and codified in varjous provisions of Tile &, USC.



SEC. 310. REVIEW OF PROTECTIONS AGAINST THE UNAUTHORIZED

DISCLOSURE
OF CLASSIFIED INFORMATION.

(a) REQUIREMENT- The Attorney General shall, in consultation with the Secretary of
Defense, Secretary of State, Secretary of Energy, Director of Central Intelligence, and heads of
such other departments, agencies, and entities of the United States Government as the Attomey
General considers appropriate, carry out a comprehensive review of current protections against
the unauthorized disclosure of classified information, including-- :
(1) any mechanisms available under civil or ciminal Jaw, or under regulation, to detect the
unauthorized disclosure of such information; and
(2) any sanctions available under civil or cnminal Jaw, or under regulation, to deter and :
punish the unauthorized disclosure of such information. ]

(b) PARTICULAR CONSIDERATIONS- In carrying out the review required by subsection
(a), the Attorney General shall consider, in particular--

(1) whether the administrative regulations and practices of the intelligence community are
adequate, in light of the particular requirements of the intelligence community, to protect against
the unauthornized disclosure of classified information; and

(2) whether recent developments in technology, and anticipated developments in
technology, necessitate particular modifications of current protections against the unauthorized
disclosure of classified information in order to further protect against the unauthorized disclosure

of such information.

(c) REPORT- (1) Not later @e Attornpey General shall submit to Congress
a report on the review carried out section (a). The report shall include the following:

(A) A comprehensive description of the review, including the findings of the Attorney
General as a result of the review.

(B) An assessment of the efficacy and adequacy of current laws and regulations against the
unauthorized disclosure of classified information, including whether or not modifications of such
laws or regulations, or additional laws or regulations, are advisable in order to further protect
against the unauthorized disclosure of such information.

(C) Any recommendations for legislative or administrative action that the Attorney
General considers appropriate, including a proposed draft for any such action, and a
comprehensive analysis of the Constitutional and legal ramifications of any such action.

(2) The report shall be submitted in unclassified form, but may include a classified annex.
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Amendment to Title 18, Chapter 115-Treason,
Sedition, and Subversive Activities

“Sec. 2391. Disclosure of Classified Information to the
- Detriment of the United States.

“(a) Whoever, having authorized access tof, or
formerly having had authorized access to,] information
classified pursuant to statute, regulation, or executive
order, intentionally discloses, or attempts to disclose, such
c]ass ed information, acquired as a result of such
person 's authorized access to classified information, to
another person without authority to receive classified
information, knowing or having reason to believe that—

“(1) the person receiving the classified information is
not authorized to receive classified information;

‘and

“(2) the disclosure of such classified information to
the other person could result in injury to the
national security interests of the United States or

to the advantage of any foreign nation;

shall be fined under this title or imprisoned not more than
ten years, or both.

(b)' Notwithstanding any other provision of law, :
section 2 and section 371 of this title shall not be

charged in connection with this section.



T
' .- .

'~ Amendment to Sec. 104 of the National Security Act of
1947, as amended:

In subsection (g), strike all after the words “United
States.” through the end of that subsection;

Insert at the end, a new subsection (h), to wit:

“Sec. 104(11). Termination of Employment of
Intelligence Community Employees.

“(h) Notwithstanding the provisions of any other law,
each head of a department with authority over an element
of the intelligence community may, in the discretion of that
department head, terminate the employment of any officer
or employee of such department intelligence community
element whenever the department head shall deem such
termination necessary or advisable in the interests of the

United States.”
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[Report No. 106-2-11

IN THE SENATE OF THE UNITED STATES

—— (legislative day, : ), 2000

SHELBY, from the Select Committee on Intelligence, reported the fol
lowing original bill; which was read twice and placed on the calendar

A BILL

authorize appropriations for fiseal year 2001 for intel-
ligence and intelligence-related activities of the United
States Government, the Community Management Ac-

count, and the Central In{el'ligegce Agency Retirement.

and Disability System. and for other purposes.

Be 1t enacted by the Senate and House of Representa-

tives of the United States of America in Congress assembled,

SECTION 1. SHORT TITLE; TABLE OF CONTENTS.

" (a) SHORT TITLE.—This Act may be cited as. the

“Intel]igencé Authorizativn Act for Fiscal Year 2001".
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/‘Lo&r\ok 16 Prese

ed

q’h—?—[o

74



: ’ ~L« -

ARM ARMOOSI1T
-) N

?
| (b) TAaBLE OF CONTENTS.—The table of contents for

2 this Act is as follows:
See. 1. Short title; table of contents.
TITLE IINTELLIGENCE ACTIVITIES

101. Authorization of appropristions.

102. Classified schedule of suthorizations.

103. Personnel ceiling tdjustments. o
104. Community Management Account.

TITLE II—CENTRAL INTELLIGENCE AGENCY RETIREMENT AND
DISABILITY SYSTEM .

TIT,

See. 201. Authorization of appropriations.
TITLE III—GENERAL PROVISIONS

301. Increase in emplovee compensation and benefits suthorized by law.

302. Restriction on conduet of inteélligence activities.

303. Prohibition on unsuthorized disclosure of classified information.

304. POW/MIA enslytic capability within the intelligence community.

305. Applicability to lawful United States intelligence activities of Federal

- laws implementing international treaties and agrecments.

J06. Limitation on handling, retention, and storage of certain classified
materials by the Department of State.

307. Clarification of standing of United States citizens to challenge certain ‘
blockding of assets.

308. Availsbility of certsin funds for administrative costs of Counterdrug
Intelligence Executive Secretarist.

TITLE IV——CENTRAL INTELLIGENCE AGENCY

401. Expansion of Inspector General actions requiﬁngn report o Con-

. gress. .
402. Subpoena suthority of the Inspector General.
403. Improvement and exiension of central services program.
404. Details of employees 1o the National Reconnaissance Office.

405. Transfers of funds to uther agericiql for acquisition of land. '
See. 406. Eligibility of additivnai employees for reimbursement for professional :

liability insurance. o,

TITLE V—DEPARTMENT «/F DEFENSE INTELLIGENCE ACTIVITIES

(rEey

O ¢

TEEE ¥

See. 501. Two-year extension -t authority to engage in commercial activities as
security for intelhigence collection activities.

Sec. 502. Nuclear test momtuning «~uipment.

See. 503. Experimental persunnel management program for technical personnel
for certain +lruentz uf the intelligence community.
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SEC. 303. PROHIBITION ON UNAUTHORIZED DISCLOSURE

OF CLASSIFIED INFORMATION,
(a) IN GENERAL.—Chapter 37 of title 18, United
States Code, is amended— .
' (1) by redesignating section 798A as section
798B; and
(2) by inserting after section 798 the following
new section 798A:
“§798A. Unauthorized disclosure of classified infor-
mation
“('a) "PRORIBITION.—Whoever, bei;lg an officer or
employee of the United States, a former or retired officer
or employee of the United States, any other person with
authorized access to classified information, or any other
person formerly with authorized access to classified infor-
mation, knowingly and willfully discloses, or attempts to
disclose, any classified information to a person who is not
both an officer or employee of the United States and who
is not autixorized access to the classified information shall
be fined not more than $10,000, imprisoned not more
than 3 years, or both.
“(b) CONSTRUCTION OF PROHIBITION.—Nothing in

this section shall be construed to establish criminal liabil-’

- ity for disclosure of classified information in accordance

with applicable law to the following:
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“(1) Any justice or judge of a court of the

United States established pursuant to article ITI of

‘the Constitution of the United States. i

“(2) The Senate or Houée of Representatives,
or any committee or subcommittee thereof, or joint .'
committee thereof, or any me;nber of Congress.

“(e) DEFINITIONS.—In this secticn:

“(1) The term ‘authorized", in the case of ae-
cess to classified information, means having author-
ity or permission to have access to the classified in-
formation pursuant to the provisions of a statute,
Executive Order; regulation, or directive of the head
of any depaftment or agency who is empowered to
classify informatién, an order of any United States
court, or a provision of any Resolution of the Senate
or Rule of thé House of Representatives which gov-
erns release of classified information by the such
House of Congress.

“(2) The term ‘classified information’ means in-
formation or material designated and dearly marked
or represented, or that the person knows or. has rea-
son to believe has been determined by appropriate
authoritjes; pursuant to the provisions of a statute

or Executive Order, as requiring protection against
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unauthorized disclosure for reasons of national secu-
rity. :
“(3) The term ‘officer or employee of the
United States’ means the following:

“(A) An officer or employee (as those

'~ terms are defined in sections 2104 and 2105 of

title 3).
“(B) An officer or enlisted member of the
Armed Forces (as those terms are defined in
section 101(b) of title 10).;’.
(b) CLERICAL AMENDMENT.—The table of sections
at the beginning of that chapter is amended by striking
the item relating to section 798A and inserting the fol-

lowing new items:
*798A. Unsuthorized disclosure of classified information.

-+798B. Temporary extension of section 794.”.

SEC. 304. POW/MIA ANALYTIC CAPABILITY WITHIN THE IN-
TELLIGENCE COMMUNITY.

Title I of the National Security Act of 1947 (50

U.S.C. 402 et seq.) is sunended by adding at the end the

following: ,
“POW/MLA ANALYTIC CAPABILITY

“SEC. 115. (a) REQI‘IRE.\D.ENT.—(I) The Director of
Central Inteﬂigence <hall. in consultation with the See-
retary of Defense. «~tublish and maintain in the intel-

ligence community i analstic capability with responsi-
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AGENDA
2/1/02

Litigation Group
Interagency Task Force on Unauthorized
Disclosure of Classified Information
Update on Old Taskings
Review New Taskings
Identify issues for discussion

Schedule next meeting — Tuesday, February 12, 2pm



InterAgency Task Force on Unauthorized Disclosures
Working Groups Chairs Meeting

Room 4343, DOJ RFK Building
Friday, Januvary 11, 2002
2:00 p.m. — 3:00 p.m.

AGENDA

+ +Convene Meeting
--circulate sign in sheet

Distribution of materials and discussion

a. summary of JIATF meeting of 1/8/02

b. taskings papers:

c. working group chair contact information
d. working group staffing sheet

e. calendar

Reports from Working Groups, if any
General Discussion

Adjoumn

(-.'.'3



Application of U.S. Criminal Code for Unauthorized
Disclosure of Classified Information




The Majority of Classified Informat

is Covered by

10N

18 U.S.C. 793




Unauthorized Disclosure of Intelligence Agents’
Identities is Covered by 50 U.S.C. 421




Unauthorized Disclosure of Restricted Data is Covered
by 42 U.S.C. 2274
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Unauthorized Disclosure of Diplomatic Codes can be

Prosecuted Under 18 U.S.C. 952
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Retain Eleven Questions

Recommendation:

. The eleven questions should retained and answered by the agency or department
responsible for the classified information in every leak investigation.

Discussion:
)

The eleven questions serve essentially as a police report when an agency or department
makes a criminal referral concerning a leak to the Department of Justice. Answers to the
questions, can be valuable in focusing the investigation. It should be noted that in cases of
extreme {inportance or urgency, an investigation can be opened without the answers to these

questions. As currently formulated, the eleven questions are:

1. Date and identity of the article containing the classified information.

2. Specific statements in the article which are classified and whether the information
] was properly classified.

3. Whether the classified information disclosed is accurate.

4. Whether the information came from a specific document and, if so, the origin of

the document and the name of the individual responsible for the security of the
classified data disclosed.

5. The extent of official dissemination of the information. /
6. Whether the information has been the subject of prior official release.
7. Whether prior clearance for publication or release of the information was sought _

from proper authorities.

8. Whether the material or portions thereof or enough background data has been
published officially or in the press to make an educated speculation on the matter

possible.

9. Whether the information can.be made available for use in a prosecution and, if so,
the name of the person competent to testify concerning its classification..

10.  Whether declassification had been considered or decided upon prior to the
publication of the data.



11. What effect the disclosure of the classified information could have on national
defense.

Originator: Internal Security Section, Criminal Division, Department of Justice (POC: John
Dion, 202-514-1250). ' o
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Recommendation:

» The eleven questions should be 1etained and answered by the agency or department
respons;ble for the classified information in every leak investigation.

Analysis:’
’ The eleven questions serve essentially as a police 1eport when an agency or department
makes a cniminal referral concerning a leak 10 the Department of Justice. Answers to the

questions can be valuable in focusing the investigation. It should be noted that in cases of
exueme lmponance Or urgency, an ipvestigation can be opened without the answers to these

questions. As currently formulated, the eleven questions are:

|

.

Date and identity of the article containing the classified information.

Specific statements in the article which are classified and whetber the information

2.
was properly classified.

3. Whether the classified information disclosed is accurate.

4. Whether the information came from a specific document and, if so, the origin of
the document and the name of the individual responsible for the security of the

- classified data disclosed.

5. The extent of official dissemination of the information.

6. Whether the information has been the subject of prior official release.

7.:  Whether prior clearance for publication or release of the information was sought
from proper authorities.

8. Whether the material or portions thereof or enough background data has been
published officially or in the press 10 make an educated speculation on the rhatter
possible.

9. Whether the information can be made available for use in a prosecution and, if so,

the name of the person competent to testify concerning its classification.

10.  Whether declassification had been considered or decided upon prior 10 the
publication of the data.

What eflect the dlsclosure of the classnﬁed information could have on natlonal

11.
’ defense.

1
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InterAgency Task Force on Unauthorized Disclosures

Working Groups Chairs

Contact Information

. Working Group _ Chair Phone number
Litigation Group- Steve Bunnell 202-353-7595
o DOJ, Criminal Division (CRM)
Counsel for Nat’l Security
Legislative Group Jennifer Newstead 202-616-0038
DQJ, Office of Legal Policy (OLP)
Dep. Asst. AG
- Science & Tech Group . Z J/ . r P2
CIA, Security Division - - J
Dep. Dir. for Security
Security Group Jeff Gaynor 703-697-2242
Co-chairs .DOD, Security & Info. Ops.
N -y _
r )" j
“TIA, Security Division r ~ j
) .,
. : |
Media Affairs Group Susan Dryden 202-616-2777
' DOJ, Office of Public Affairs (OPA)
Dep. Dir. for OPA
Legal Review Group Dan Koffsky 202-514-2030

DOJ, Office of Legal Counsel (OLC)
Special Counsel to the Asst. AG for OLC

’
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AGENDA :

Litigation Group
Interagency Task Force on Unauthorized
Disclosure of Classified Information

Overview and Schedule
May 1, 2002 report to Cong
April 10, 2002, internal Task Force deadline

February 14, 2002, SSCI briefing .

Review Taskings from Task Force .

—
!

Assign responsibility for follow-up

Schedule next meeting — February 1, 2pm




" 10.

11.

Thursday, December 20, 2001

Time: 2:00-3:00 PM
Location: Room 4343

Task Force on Unauthorized Disclosures of Classified Information - DOJ Components

ODAG
@Lc
CRM
CIv:
OLP
OLA
0iG
OPR
OIPR

C/S & T Advisor

FBI

Representative

Patrick Murray
Dan Koffsky
Steve Bunnell

Michelle Miller

Jennifer Newstead

Sheryl Walter

—

Glenn Fine

i
<

Marshall Jarrett

Don Prosnitz

—.

(

Phone Number

_ ¢ (202)514-0835
© 7 (202) 514-9340

(202)514-2030
(202)514-2030

(202)353-7595
(202)514-3301
(202)514-3301

(202)616-0038
(202)54-4601

(202)514-4054
(202)514-4054

(202)514-3435
(202)514-3435

(202)514-3365

!
\
i
-

{202)353-8878

‘\
-

_
NN

.
NN
.

'

. L
4
N’



N '--'-"""'-"-""I e \"' '_/
&y Criminal Divusion Crlmes Reporting Tracking Report

Date

‘ate of Received

retter Report Number in CRM/OAAG gynopsis of Alleged Offense(s) rinalc?blte Agency _ ~ Section(s
8/16/2006 B 08/17/2006 MEDIA LEAK. —- CIATII o : ! ces
16/13/2006 v 06/15/2006 MEDIA LEAK. CIA 1I ' CES
15/01/2006 : 05/01/2006 MEDIA LEAK. CIA II CES
15/09/2006 05/09/2006 MEDIA LEAK CIA II czs
15/16/2006 bl 05/17/2006 MEDIA LEAK. CIA II CES
15/23/2006 . 05/24/2006 MEDIA LEAK. " CIA 11 CES
17/17/2006 / 07/18/2006 MEDIA LEAK CIAS CcES
17/17/2006 b} ) 07/18/2006 MEDIA LEAK. CIAS ' CES
18/07/2006 ' 08/08/2006 MEDIA LEAK. CIA II CES
18/16 /2006 ' 08/17/2006 MEDIA LEAK. CIA II CES
18/29/2006 08/30/2006 MEDIA LEAK. CIA II _ CES
)9/05/2006 09/07/2006 MEDIA LEAK. CIA II CES
)9/01/2006 09/05/2006 MEDIA LEAK CIA II . CcES

'™ J’j ‘ : .
‘ ' Paget 1 of 1
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uriminal Division Crimes Reporting Tracking Report

Date
Jate of Received
ietter Report Number in CRM/OMG gynopsis of Alleged Offense(s) Final Date Agency Section(s
’1/12/2006 G/00/120-06 01/18/2006 mmrnon:zm DISCLOSURE. . NSA CES
Y2/16/2006 ° 02/16/2006 UNAUTHORIZED DISCLOSURE. CIA II CES
L2/16/2006 ° b? 03/16/2006 UN\AUTHORIZID DISCLOSURE. CIA IT CES
)2/16/2(;06 ' 03/13/2006 UN%UTHORIZID DISCLOSURE. CIA II CES
13/17/2006 / 03/17/2006 ONAUTHORIZED DISCLOSURE CIA 4 CES
13/06/2006 03/13/2006 UNAUTHORIZED DISCLOSURE. CIA CES
13/06/2006 ° 3 03/06/2006 UNAUTHORIZED DISCLOSURE. CIA 4 CES
¥3/22/2006 ° b 03/23/2006 UNAUTHORIZED DISCLOSURE. CI.A 4 CES
)3/17/2006 ° 03/17/2006 m@mon:zxn DISCLOSURE. CIA 4 CES
)3/17/2Q06 ) 03/17/2006 m‘AUTBORIZBD DISCLOSURE. CIA 4 CES
13/29/2006 ° 03/30/2006 U’!AU‘I'HORIZ!D DISCLOSURE. CIA II CES
13/29/2006 ° 03/30/2006 UNAUTHORIZED DISCLOSURE. CIA II CES
Y7/06/2004 - 07/07/2006 UNAUTHORIZED DISCLOSURE "1l QUES CIA

Page: 1 of 1
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Criminal Division Crimes Reporting Tracking Report

Date

Date of Received

Letter _ Report Number in CRM/OAAG symopsis of Alleged Offense(s) Final Date Agency Section(s
07/06/2005 | 07/06/2005 UNAUTHORIZED DISCLOSURE. —~=—- CIA 1T - CES
12/22/2008 12/22/2005 UNAUTHORIZED DISCLOSURE. CIA II CES
11/02/2008 bz 11/10/2005 mzlm'monzxn DISCLOSURE (11 QUEST CIA CES
04/04/2004 04/05/2005 UNAUTHORIZED DISCLOSURE CIA CES
02/18/2005 02/22/2005 UNAUTHORIZED DISCLOSURE CIA II CES
03/30/2005 04/11/2005 UNAUTHORIZED DISCLOSURE CIA II CES
06/24/2008 06/30/2005 muu'rnonzxn DISCLOSURE. CIA CES
06/13/2005 b 3 06/17/2005 UNAUTEORIZED DISCLOSURE. CIA II CES
06/30/2005 07/06/2005 UNAUTRORI2ZED DISCLOSURE. CIA II CES
07/13/2005 07/15/2005 mpmonzm DISCLOSURE. CIA II CES
11/15/2005 11/17/2005 UNAUTHORIZED DISCLOSURE. CIA II CES
11/02/2005 11/09/2005 UNAUTEORIZED DISCLOSURE. CIA II CES
11/22/2005 11/23/2005 UNAUTHORIZED DISCLOSURE. CIA CES
12/05/2005 12/05/2005 UNAUTHORIZED DISCLOSURE (FAXED CO CIA I CES

Page: 1 of 1




Date

Criminal Division Crimes Reporting Tr-acklng Report

Date of ' Received

Letter Report Number in CRM/OAAG gynopsis of Alleged Offense(s) Final Date Agency Section(s
01/11/2005 _._._._. 01/15/2005 LEAKS. | CIA CES
07/25/2005 AGC(0)-155-05 07/28/2005 LEAK NSA2 CES
04/14/2005 GC/063/05 04/18/2005 MEDIA LEAK NSA ) CES
08/22/2005 GC/118/08 08/26/2005 LEAK. NSA CES
09/01/2005 ODNI 09/08/2005 LEAK. ODNI CES
08/04/2005 08/10/2005 LE b 3 CIA CES
08/16/2005 08/26/2005 LEAKY CIA II CES
12/19/2004 01/24/2005 LEAKS cIA CES
03/10/2005 03/15/2005 LEAK CIA II CES
12/30/2004 01/24/2005 LEAKS CIA CES
01/04/2005 01/04/2005 LEAKS CIA CES
01/13/2005 k%) 01/18/2005 LEAK " CIA CES
05/03/2005 A 05/09/2005 MEDIA LEAK. CIA II CES
02/14/2005 02/15/2005 LEAK CIA CES
02/17/2005 02/25/2005 LEAK CIA II CES
02/18/200S b} 02/22/2005 LEAK CIA II CcES
02/18/2005 02/22/2005 LEAK CIA II CES
03/16/2005 03/21/2005 LEAK CIA II CES
03/16/2005 03/18/2005 LEAK CIA II CES
03/09/2008 03/10/2005 LEAK CIA II CES
03/09/2008 03/18/2005 LEAK CIA II CES
03/18/2005 03/23/2005 LEAK CIA CES
04/12/2005 04/15/2005 MEDIA LEAK CIA II cT8

)

~3J I3

Page: 1 of 3
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Lniminal uivision Crimes Reporting Tracking Report

Date
Date of Received
Letter Report Rumber in CRN/OAAG Synopsis of Alleged Offense(s) rinal Date Agency Section(s
04/12/2005 04/15/2005 MEDIA LEAK. ,_ CIA II CTS
05/24/2005 05/31/2005 MEDIA LEAK. cia II CES
06/06/2005 06/06/2005 MEDIA LEAK CIA II CES
06/13/2005 R 06/14/2005 MEDIA LEAK CIA II CES
06/30/2005 07/06/2005 LEAK b 32 CIA II CES
07/06/2005 08/11/2005 LEAK CIA IG CES
07/07/2005 07/13/2005 LEAK CIA II CES
07/15/2005 07/18/2005 MEDIA LEAK. CIA II CES
07/21/20058 53 07/28/2005 LEAK. CIA IIX CES
09/16/2005 09/21/2005 LEAK CIA II CES
08/23/2005 08/26/2005 LEAK. CIA II CES
08/30/2005 09/06/2005 LEAK CIA II CES
08/23/2005 08/26/2005 LEAK CIA II CES
09/16/2005 09/19/2005 LEAK. - CIA II CES
09/16/2005 09/19/2005 LEAK. CIA II CES
09/19/2009 09/21/2005 LEAK. CIA II ° CES
09/15/2005 09/15/2005 LEAK. " CIA IG CES
09/19/2005 09/20/2005 LEAK. CIA II CES
09/19/2005 09/21/2005 LEAK. CIA II CES
10/17/2005 10/21/2005 MEDIA LEAK. Cia 3 CTS
11/18/2005 11/21/2005 LEAK. CIA II CEs
11/15/2005 11/16/2005 LEAKS (ADDEWDUM) COPY TO DION FR CIA 3 CES
11/29/2005 12/07/2005 MEDIA LEAK. CIA II

Page: 2 of 3



Date of
Letter

11/29/2005
11/29/2008
11/29/2008
11/29/2005

02/14/2005

Report Number

C?imlnal Division Crimes Reporting Tra.cklng Reabrt

S

b2

Date

Received

in CRM/OMAG synopsis of Alleged Offense(s) Final Dats Agency Section(s
11/30/2005 MEDIA LEAKS (FAXED COPY). CIA IIX CES
11/30/2005 MEDIA LEAKS. (FAXED COPY). CIA II CES
12/07/2005 IQDIA LEAK. CIA II CES
11/30/2005 MEDIA LEAKS (FAX COPY) CIA I CES
02/20/2005 LEAK CIA II CES

Page: 3 of 3
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Date

Criminal Division Crimes Reporting Trabking-Report

Date of Received

Letter Report Number in CRM/OAAG synmopsis of Alleged Offense(s) PFinal Date Agency Section (s
13/12/2004 GC/036/04 03/31/2004 UNAUTHORIZED DISCLOSURE .. Nsa CES
12/08/2004 12/12/2004 UNAUTHORIZED DISCLOSURE. ciA 3 cES
Y7/06/2004 07/12/2004 UNAUTHORIZED DISCLOSURE CIA II CES
'4/02/2004 04/05/2004 UNAUTHORIZED DISCLOSURE CIA CES
14/01/2004 04/05/2004 UNAUTHORIZED DISCLOSURE CIA CES
14/01/2004 b? 04/05/2004 UNAUTRORIZED DISCLOSURE CIA CES
)3/01/2004 03/11/2004 UNAUTHORIZED DISCLOSURE CIA CES
12/02/2004 04/05/2004 UNAUTHORIZED DISCLOSURE CIA CEs
12/05/2004 02/06/2004 UNAUTHORIZED DISCLOSURE CIA CES
11/29/2004 ‘b :/' 02/06/2004 UNAUTHORIZED DISCLOSURE CIA CES
)2/02/2004 / 02/06/2004 UNAUTHORIZED DISCLOSURE CIA DSS
12/06/2004 02/17/2004 UNAUTHORIZED DISCLOSURE CIA CES
12/19/2004 02/20/2004 UNAUTHORIZED DISCLOSURE CIA CES
12/23/2004 02/26/2004 UNAUTHORIZED DISCLOSURE CIA cEs
13/02/2004 03/04/2004 UNAUTBORIZED DISCLOSURE CIA CES
13/01/2004 03/02/2004 UNAUTHORIZED DISCLOSURE CIA CES
13/31/2004 04/05/2004 UNAUTRORIZED DISCLOSURE " CIA CES
13/23/2004 03/24/2004 UNAUTHORIZED DISCLOSURB CIA CES
13/26/2004 03/30/2004 UNAUTHORIZED DISCLOSURE CIA CES
1S/11/2004 05/18/2004 UNAUTHORIZED DISCLOSURE CIA II CES
15/12/2004 05/18/2004 UNAUTHORIZED DISCIOSURE CIA IX (o T
18/13/2005 05/18/2004 UNAUTHEORIZED DISCLOSURE CIA II (. T
'5/21/2004 3 06/02/2004 mtmmnnﬁ DISCLOSURE CIA IIX CES .

<A

S7
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@ : Criminal Division Grimes Reporting Tracking Report

Date
Date of Received .
Letter  Report Number in CRM/OMG Synopsis of Alleged Offense(s) Final Date Agency Section (s
05/21/2004r —‘ 06/02/2004 UNAUTEORIZED DISCLOSURE ' CIA II CES -
06/02/2004 ° ?\ 06/03/2004 UNAUTHORIZED DISCLOSURE . CIA II CES
07/01/2004 07/12/2004 URAUTHORIZED DISCLOSURE CIA II cES
10/13/2004 ° 3 10/15/2004 UNAUTHORIZED DISCLOSURE CIA CES
10/08/2004 10/10/2004 UNAUTHORIZED DISCLOSURE CIA CES
02/09/2004,_" > ._) 02/17/2004 UNAUTHORIZED DISCLOSURE CIA CES
06/03/2004 06/09/2004 UNAUTHORIZED DISCLOSURE NSA CES.

Page: 2 of 2
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Criminal Division Crimes Reporting Tracking Report

Date

Date of Received
Letter Report met in CRM/OAAG synopsis of Alleged Offense(s) Final Date Agency Section(s
03/04/2004 03/22/2004 LEAK | —-  CIA MG cEs
06/08/2004 06/09/2004 LEAK (FAXED TO JOHN DION BY PAT M CIA CES
06/09/2004 GC/107/04 06/14/2004 LEAK NSA CES
09/20/2004 GC/157/04 09/22/2004 LEAK NSA CES
11/29/2004 GC/191/04 12/08/2004 LEAK NSA2 CES
12/10/2004 GC/197/04 12/15/2004 LEAK NSA2 CES
07/15/2004 ™ ba\ 07/19/2004 LEAK. CIA II CES
03/18/2004 03/18/2004 LEAK - THE DOCUMENT WAS SECURED CIA CES
07/13/2004 ! 07/15/2004 LEAK CIA CES
07/12/2004 - 07/12/2004 LEAK c1a CES
07/13/2004 b / 07/15/2004 LEAK CIA CES
07/15/2004 07/19/2004 LEAK CIA CES
07/19/2004 07/21/2004 LEAK CIA CES
07/10/2004 07/13/2004 LEAK CIA CES
07/30/2004 08/06/2004 LEAK CIA CES
11/12/2004 11/23/2004 LEAK CIA II CES
08/02/2004 08/09/2004 LEAK " CIA CES
09/28/2004 09/30/2004 LEAK CIAa CES
10/15/2004 10/18/2004 LEAKC CIA. CES
10/22/2004 10/25/2004 LBAK CIA CEs
10/27/2004 10/28/2004 LERAK CIA CES
11/03/2004 11/04/2004 LEAR CIA cxs -
11/05/2004 11/05/2004 LERAK CIA cEs

o~

)

59
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N/
Date of
Letter Report Number

Criminal Division Crimes Reporting Tracking Report

Date
Received

in CRM/OMAG gynopsis of Alleged Offense(s) Pinal Date Agency

Bection(s

11/26/2004 °

12/01/2004 °
12/08/2004 ° k/f}\ .
10/14/2004 i725 -

11/24/2004 Y-IG/00/164-04

11/30/2004 LEAKX
12/03/2004 LEAK
12/08/2004 LEAKS
10/15/2004 LEAK

11/30/2004 LEAK

Page: 2 of 2

CIA II
CIA II
CIA
CIA

N8A2 -

CES
CE8
CEs8
CES8

CES



&/

Date of
Letter

Criminal Division Crimes Reporting Trafcklng Report

Report Number

11/20/2005
01/13/2003
01/06/2003
01/13/2003
01/06/2003
01/13/2003
01/23/2003
09/10/2003
09/29/2003
09/23/2003
10/07/2003
10/10/2003
10/10/2003
10/14/2003
10/16/2003
10/20/2003
10/28/2003
10/29/2003
10/29/2003
11/13/2003
11/03/2003
11/05/2003
12/19/2003

br

I

J

Date
Received

in CRM/OAAG Synopsis of Alleged Offense(s)

pNo Laks -X-r\ w0y

Section(s

11/20/2003 UNAUTHORIZED DISCLOSURE

01/15/2003 [sf

01/08/2003 [S)

' 01/15/2003 [8)

01/08/2003 [8]
01/15/2003 [8]

POSSIBLRE UNAUTHORIZED DISCLO
POSSIBLE UNAUTEHORIZED DISCLO
POSSIBLR UNAUTHORIZED DISCLO
POSSIBLE UNAUTHORIZED DISCLO

POSSIBLE UNAUTHORIZED DISCLO

01/29/2003 POSSIBLE VIOLATION UNAUTHORIZED D

09/12/2003 UNAUTHORIZED DISCLOSURE

10/02/2003 UNAUTHORIZED DISCLOSURE

09/24/2003 UNAUTHORIZED DISCLOSURE

10/24/2003 UNAUTHORIZED DISCLOSURE

10/16/2003 UNAUTHORIZED DISCLOSURE

10/10/2003 UNAUTHORIZED DISCLOSURE

11/04/2003 UNAUTEORIZED DISCLOSURE

10/24/2003 UNAUTHORIZED DISCLOSURE

10/24/2003 UNAUTHORIZED DISCLOSURE

11/04/2003 UNAUTHORIZED DISCLOSURE

11/04/2003 UNAUTHORIZED DISCLOSURE

10/31/2003 UNAUTHORIZED DISCLOSURE

11/20/2003 UNAUTHORIZED DISCLOSURE

11/03/2003 UNAUTHORIZED DISCLOSURES

11/06/2003 UNAUTHORIZED DISCLOSURR

12/20/2003 UNAUTHORIZED DISCLOSURE

Page: 1 of 2

——

Final Date Agency

CIA
cIa
CIA
CIA
CIA
CIA
CIA
CIA
CIA
CIA
CIA
CIA
CIA
CIA
CIA

CIA

" CIA

CIA
CIA
CIa
CIA
CIA

CIA

CES
czs
CES
CES
CES
CES
CES
CES
CES
CES
CES
CES
CES
CES
CES
CES
CRES
CES

CES



ﬁwé 4
? XE

Criminal Division Crimes Reporting Tracking Report

Date

ste of Received

stter Report Numhar in CRM/OAAG Synopsis of Alleged Offense(s) Final Date Agency Section(s
1/20/2003 11/20/2003 UNAUTHORIZED DISCLOSURE CIA CES
1/19/2003 X 11/24/2003 UNAUTHORIZED DISCLOSURE CIA CES
1/20/2003 ‘E 11/24/2003 UNAUTHORIZED DISCLOSURE CIA CES
1/21/2003 i1/24/2003 UNAUTHORIZED DISCLOSURE CIA CES
2/03/2003 12/09/2003 ONAUTHORIZED DISCLOSURE CIa CES
2/08/2003 12/09/2003 UNAUTHORIZED DISCLOSURE CIA CES
2/05/2003 ))3 12/09/2003 UNAUTHORIZED DISCLOSURE CIA CES
2/16/2003 12/17/2003 UNAUTHORIZED DISCLOSURE CIA CES
2/15/2003 12/15/2003 UNAUTHORIZED DISCLOSURE . CIA CES
1/19/2003 11/24/2003 UNAUTRORIZED DISCLOSURE CIA CES

Page: 2 of 2



Criminal Division Crimes Reporting Tracking Report

Date

l;::,:e:f Report Number iReceiVGd

‘ in CRM/OAAG gynopsis of Alleged Offense(s) Final Date Agency Section(s
01/17/2002 GC/012/02 01/23/2002 UNAUTHORIZED DISCLOSURE - ssﬂ 188
05/21/2002 6C/071/02 05/23/2002 UNAUTHORIZED DISCLOSURE NSA 188
06/20/2002 GC/099/02 06/25/2002 UNAUTHORIZED DISCLOSURES NSA 188
06/25/2002 06/27/2002 UNAUTHORIZED DISCLOSURES CIA 188
12/20/2001 01/09/2002 UNAUTHORIZED DISCLOSURE CIA 188
01/16/2002 ﬁ ;Z 01/17/2002 UNAUTHORIZED DISCLOSURE CIA 188
03/19/2002 03/21/2002 UNAUTHORIZED DISCLOSURE CODEW CIAa Iss
11/19/2002 / ) 11/19/2002 [TS] POSSIBLE UNAUTHORIZED DISCLO CIA 188
01/28/2002 7 01/30/2002 UNAUTHORIZED DISCLOSURE CIA p 41
02/05/2002 t? 7 02/10/2002 UNAUTHORIZED DISCLOSURE CIA 188
02/05/2002 / 02/21/2002 UNAUTHORIZED DISCLOSURE CIA p {1
03/07/2002 03/13/2002 UNAUTHORIZED DISCLOSURE SE CIAa 1SS
02/05/2002 01/08/2002 UNAUTHORIZED DISCLOSURE CIA 188
02/05/2002 02/08/2002 UNAUTHORIZED DISCLOSURE CIa 188
02/01/2002 02/04/2002 UNAUTHORIZED DISCLOSURE UPDATED CIA 188
05/29/2002 06/05/2002 UNAUTHORIZED DISCLOSURE - UPDATE, CIA 188
03/05/2002 03/06/2002 UNAUTHORIZED DISCLOSURES " CIA 188
05/29/2002 06/05/2002 UNAUTHORIZED DISCLOSURES UPDATE, CIA Iss
04/15/2002 04/19/2002 UNAUTHORIZED DISCLOSURES CIA 1s8
05/15/2002 05/21/2002 UNAUTHORIZED DISCLOSURES CIA 188
05/20/2002 05/30/2002 UNAUTHORIZED DISCLOSURES - UPDATE CIA 188 -
05/13/2002 05/16/2002 UNAUTEORIZED DISCLOSURES FOLLOWD CIA 188
04/02/2002 04/03/2002 mamon\zun DISCLOSURK CIA 188

w, |

— 6 0 Page: 1 of 3
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Date of
Letter

04/19/2002
05/20/2002
06/18/2002
06/18/2002
06/18/2002
06/10/2002
06/12/2002
07/05/2002
07/05/2602
06/18/2002
06/18/2002
06/18/2002
08/21/2002
09/16/2002
09/25/2002
11/19/2002
10/29/2002
11/18/2002
11/21/2002
11/12/2002
11/20/2002
11/26/2002

l1/26/2002

Report Numhar:

Date
Received

in CRM/OAAG synopsis of Alleged Offense(s)

LITimnal Uvivision urimes Keporting i racking Report

Final Date Agency Section (s
04/23/2002 UNAUTHORIZED DISCLOSURE CIA 188
05/22/2002 UNAUTHORIZED DISCLOSURE CIA 188
06/25/2002 UNAUTHORIZED DISCLOSURES CIA - 188
06/25/2002 UNAUTHORIZED DISCLOSURES CIA - 188
06/25/2002 UNAUTHORIZED DISCLOSURES CIA 188
06/11/2002 UNAUTHORIZED DISCLOSURES CIA 188
06/13/2002 UNAUTHORIZED DISCLOSURES CIA 188
08/06/2002 UNAUTHORIZED DISCLOSURE CIA 188
07/10/2002 UNAUTHORIZED DISCLOSURES CIA IS8
06/20/2002 UNAUTHORIZRD DISCLOSURE CIA Iss
06/20/2002 UNAUTHORIZED DISCLOSURE CIA 188
06/25/2002 UNAUTHORIZED DISCLOSURES CIA 188
08/23/2002 UNAUTHORIZED DISCLOSURE (UPDATR) CIA 188
09/19/2002 CRIME REPORT (UNAUTHORIZED DISCLO CIA 188
09/27/2002 CRIME REPORT -- VIOLATIONS OF CRI CIA 188
11/20/2002 [8] POSSIBLE UNAUTHORIZED DISCLOS CIA 188
10/30/2002 (8] POSSIBLE UNAUTHORIZED DISCLOS CIA 188
11/20/2002 [TS] POSSIBLE UNAUTHORIZED DISCLO CIA 188
11/22/2002 [S} UNAUTRORIZED DISCLOSURES OF C CIA 188
11/14/2002 [TS] POSSIBLE UNAUTHORIZED DISCL CIA 188
11/20/2002 [TS] POSSIBLE UNAUTHORIZED DISCLO CIA 188
11/26/2002 [S) UNAUTHORIZED DISCLOSURES OF C CIA I88
11/26/2002 [S) UNAUTHORIZED DISCLOSURBS OF C CIA 188

Page: 2 of 3
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Criminal Division Crimes Reporting Tracking Report

Date

ate of Received

etter Report Number in CRM/OAAG synopsis of Alleged Offense(s) PFinal Date Agency Section(s
2/09/2002' 12/09/2002 {8] UNAUTEORIZED DISCLOSURES OF C . ¢cm * 188
1/27/2002 12/04/2002 [Ts) ' POSSIBLE UNAUTHORIZED DISCL cIA CES
2/09/2002 b )\ 12/09/2002 [S] UNAUTHORIZED DISCLOSURES OF C CIA 188
2/09/2002 12/11/2002 (8] UNAUTHORIZED DISCLOSURES OF C CIA 188
12/15/2002 / 02/20/2002 UNAUTHORIZED DISCLOSURE CIA 188
16/18/2002 } 06/25/2002 UNAUTHORIZED DISCLOSURES CIA I88

Page: 3 of 3



@‘ Criminal Division Cﬂmqs Reporting Tracking Report

'Date'

ate of Received
.e}tter Report Number in CRM/OAAG Synopsis of Alleged Offense(s) Final Date Agency Section(s
9/18/2002 GC/137/02 09/25/2002 REPORT OF POSSIBLE FEDERAL CRIME NSA 188

- ! |
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WW . - Terirtcens mr v sIwIE W HIILG U pMVILITY 1 IAVANNIY NTPUVIL

Date
2:::021 e Received )

_ port Number in CRM/OAAG Synopsis of Alleged Offense(s) Final Date Agency Section(s
01/10/2001 Gc/006/01 01/16/2001 UNAUTHORIZED DISCLOSURE . Nsa . . < 188
11/14/2001 GC/164/01 11/19/2001 w@uﬁouzxn DISCLOSURE NSA : 188
12/28/2001 Gc/191/01 01/09/2001 DNAUTHORIZED DISCLOSURE NSA - 188
10/22/2001 10/26/2001 UNAUTHORIZED DISCLOSURE _ CIA 188
10/22/2001 K 10/26/2001 UNAUTHORIZED DISCLOSURE CIA 188
11/05/2001 % : 11/08/2001 OUNAUTRORIZED DISCLOSURE CIA _ 188
11/05/2001 11/06/2001 LEAK UNAUTRORIZED DISCLOSURES CIA ‘ 188
10/22/2001 . 10/26/2001 UNAUTHORIZED DISCLOSURE : CIA 188
11/06/2001 b 3 11/08/2001 UNAUTHORIZED DISCLOSURE . CIA 188
11/06/2001 ; Ve 11/08/2001 UNAUTHORIZED DISCLOSURE CIA 188
12/20/2001 12/21/2001 UNAUTHORIZED DISCLOSURE NSA . 188
01/16/2002 01/18/2001 UNAUTHORIZED DISCLOSURE CIA 188

Page: 1 of 1



ate of
etter Report Number

Criminal Division Crimes Reporting Tra-"cking Report

Date
Received

in CRM/OAAG Synopsis of Alleged Offense (s)

Final Date Agency

0/22/2001 GC/147/01
0/10/2001

0/10/2001

.0/10/2001 ‘b %
.0/11/2001 -
.0/12/2001 ‘

Padl
.0/12/2001 j) j

10/24/2001 LEAKS
10/17/2001 LEAKS
10/17/2001 LEAKS
10/17/2001 LEAKS
10/11/2001 LEAKS
10/12/2001 LEAKS

10/17/2001 LEAKS

Page: 1 of 1

NSA
CIA
CIA
CIA
CIA
CIA

CIA

Section(s
188

I88
I88
I88
I88
I88

I88



13-MAR-07

CES Media Leaks
Opened 2000 to 2006

ACTS -CES leaks

v
2000 01/04/2000  {cr-02-141/99 closed 09/04/2002 CRML
02/02/2000  {cr-02-139/00 10/01/2006 CRML
'04/01/2000  |Classified-02-2002 . 0312172005 ClA CRML

’ 04/01/2000  |cr-02-357/00 other 10/01/2006 CRUD
04/07/2000  |c1-02-234/00 10/01/2006 CRML

05/Q1/2000  |c1-D2-144/00 10/01/2006 CRML

05/12/2000  |cr-02-100/00 10/01/2006 CRML

05/17/2000  1cr-02-99/00 10/01/2006 CRML

05/227/2000  (CR-02-181 and CR-02-182/00 10/01/2006 CIA CRML

06/06/2000  |Classified 10/01/2006 Bl CRML

06/07/2000  Jcr-02-140 10/01/2006 CRML

07/21/2000  {cr-02-97/00 10/01/2008 CRML

08/17/2000  |cr-02-143/00 10/01/2008 CRML

] 08/17/2000  |cr-02-345/ 00 other 10/01/2006 CRUD
08/18/2000  |cr-02-85/00 10/01/2006 CRML

09/01/2000  |cr-02-245/00 . 10/01/2006 CRML

09/20/2000  |cr-02-£89/00 FYI 08/01/2002 CRML

09/21/2000  ler-02-90/00 10/01/2006 CRO

00/21/2000  {cr-02-91/00 FYI 10/01/2006 CRML

09/21/2000  |cr-02-92/00 FYI 10/01/2006 ° CRML

10/02/2000  jci-02-2/ 98 closed 0972012002 CRML

10/02r2000 cr1-02-3/ 99 closed 08/10/2002 CRML

10/18/2000  |cr-02-219/00 10/01/2006 CRML

10/18/2000  |cr-02-220/00 10/01/2006 CRML

10/27/2000  {cr-02-138/00 10/01/2006 CRML

11/30/2000  |cr-02-154/00 10/01/2008 CRML

11/30/2000  |c1-02-155/00 10/01/2006 " CRML

12/1272000  |cr-02-190/ 00 closed 09/19/2002 CRML

12/12/2000  {cr-02-355/00 10/01/2006 CRUD'

. 12/12/2000  ]cr-02-83/ 89 N 10/01/2006 CRML

- 12/1472000  |cr-02-B8/00 $i 10/01/2006 CRML
: R A i JTotalfor Year: 31 - L
2001 0171972001  |CR-02-174/00 closed 05/21/2002 CRO
01/3072001  {cr-02-153/00 closed 12/13/2001 CRML

02/09/2001  |cr-02-171/01 FYI 01/01/2002 CRML

02/1372001  |cr-02-173/00 closed 08/01/2002 CRO

03/02/2001  }cr-02-200/01 closed 08/01/2002 CRML

03/09/2001  |cr-02-152/01 FYI 01/01/2007 CRML

04/01/2001  |cr-02-254/01 closed 05/21/2002 CRML

05/31/2001  |CR-02-183/01 01/01/2007 CRML

07/112001  jcr-02-195/01 . 01/01/2007 CRML

07/17/2001  JCR-02-29A/00 12/31/2006 CRML

07/3072001  |cr-02-201/01 01/01/2007 CRML

07/3072001 ¢1-02-202/01 01/01/2007 CRML

08/012001  {CR-02-383 04/26/2004 £BI CRUD

08/06/2001 |CR-02-179/01 01/01/2007 CRML

09/182001  |cr-02-210/01 01/01/2007 CRML

00/18/2001  jcr-02-211/01 01/01/2007 CRML

ORARy -

INCLASSIFED



CRTE DaleRacnEy oMt

ACTS - CES leaks

i

10/04/2001  |[cr-02-4/01 CRML
10/22/2001 ~  |cr-02-205/01 01/01/2007 CRML
10/25/2001  |er-02-157A - E/01 01/0172007 CRML
10/26/2001  |cr-02-150/01 01/01/2007 CRML
11/01/200%  |CR-02-384 04/26/2004 FBl CRUD
1172372001 |cr-02-10/01 FYI 01/0172007 CRML
11232001 [cr-02-147/01 01/0172007 CRML
. 11/27/2001  |cr-02-11/01 FYI - 01/01/2007 CRML
11/28/2001  |c1-02-353/ 01 01/01/2007 CRML
.+ 12/06/2001  |CR-02-1BG/01 FYI 01/01/2007 CRML
© 12/28/2001 {cr-02-1/01 closed 02/15/2002 CRML
B P R - ITolalfor-Year: 27. . &0 Ui adet R EREE
2002  01/09/2002  er-02-5/01 FYI 01/01/2003 CRML .
01/05/2002  |cr-02-6/01 FYI 01/01/2007 CRML
01/17/2002 cr-02- 14/01 01/01/2007 .. 1 CRML 1
10 | 01/17/2002  4c1-02-7/01 01/0172007 CRML
I { 01232002 Jcr-02-12/01 FYI 01/0172008 CRML
T 0172372002  |cr-02-13/01 FYI 01/01/2007 CRML
01/23/2002  Jcr-02-8/01 01/01/2007 CRML
01/24/2002  |cr-02-15/01 01/0172007 CRML
01/2472002  {cr-02-16/02 01/0172007 CRML
01/24/2002  cr-02-17/02 FY) 01/01/2007 CRML
01/25/2002  1cr-02-9/01 FYI 01/01/2003 CRML
01/31/2002  |ci-02-18/02 FYI 01/01/2003 CRML
01/31/2002 cr-02-33/01 closed 02/21/2002. CRML
02/04/2002  |ci-02-26/02 01/01/2007 CRML
02/06/2002  |cr-02-19/02 FYI 02/16/2002 CRML
02/12/2002  |cr-02-170/01 FYI 01/01/2003 CRUD
02/16/2002  {cr-02-34/01% closed 09/04/2002 ‘CRML
0272172002  |CR-02-29/00 12/31/2008 CRML
02/2172002  {cr-02-40/02 FY) 02126/2002 CRML
02/21/2002  {cr-02-41/02 01/01/2007 CRML
02/2172002  |c1-02-44/02 FYI 0212612002 CRO
03/11/2002  {cr-02-284/02 01/01/2007 CRML
© . 0371172002  1cr-02-286/02 01/01/2007 CRML
03/13/2002  {cr-02-2685/02 01/01/2007 CRML
03721/2002  cr-02-295/01 FYI 01/0172008 TRML
04/05/2002  {cr-02-296/02 open _ 1 CRML
04/1172002  |CR-02-300/02 other 01012007 | ClA CRO
05/01/2002  ]er-02-303/02 FYI 01/01/2007 i CRML
050172002  {cr-02-305/02 01/01/2007 CRML
05/03/2002  1cr-02-304/02 FYI 01/01/2003 CRML
05/15/2002  Jcr-02-314/02 01/01/2007 CRML
05/20/2002  {cr-02-310/02 FYI -01/01/2007 . " | CRML
06/03/2002 |CR-02-380 ClA CRUD
06/03/2002 |CR-02-380 ' "FBl | . CRUD
06/12/2002 |CR-02-315/02 10/21/2004 ClA CRML
06/12/2002  ICR-02-315/02 10/21/2004 FBI CRML
06/13/2002  [cr-02-316/02 CLOSED 10/01/2008 CRML
06/13/2002  |[c1-02-317/02 01/01/2007 CRML
06/20/2002 {CR-02-318/02 (NSA) 01/01/2007 NSA CRML
06/20/2002  |CR-02-318/02 (NSA) 01X01/2007 FBI CRML
0672012002 |CR-02-318/02 (NSA) 01/01/2007 ISS CRML

IRCLISSRD




ACTS - CES leaks

3¢

~[Tolator Year. 62

Ptk YENT
06/21/2002  |CR-02-320/02 0272872007 CRML
06/21/2002  |In Re possible 18 USC 798 01/01/2007 070B

violation
06/21/2002  |c-02-321/02 01/01/2007 CRML
06/21/2002 . |cr-02-322/02 FYI 01/01/2007 CRML
06/27/2002 CR-02-327 11/719/2004 CRML
06/27/2002 cr-02-325/02 FYI 01/01/2007 CRML
062772002  |cr-02-326/02 - 01/01/2007 CRML
07/25/2002  |CR-02-329/02 12/16/2004 CRML
08/06/2002  |CR-02-333/02 (CIA) 11/09/2005 ClA CRML
08/06/2002  |c1-02-331/02 FYI 01/01/2007 CRML
08/06/2002 cr-02-332/02 FYI 01/01/2007 CRML
08/13/2002  |er-02-335/02 CLOSED 10/01/2006 CRML
09/1872002  |c1-02-341/02 01/01/2007 CRML
09/26/2002  |CR-02-344/02 (CIA) 02/28/2007 ClA CRML
09/26/2002 CR-02-344/02 (CIA) 02/28/2007 FBil CRML
0972772002  |CR-02-343 /02 open NSA CRML
09/27/2002  |CR-02-343 /02 open FBl CRML
10/03/2002 CR-02-365/02 CLOSED 112672002 CRML
10/03/2002  |CR-02-366/02 fyi 01/01/2004 CRML
10/03/2002 c1-02-345/02 FY) 0170172007 CRML
10/03/2002  |cr-02-346/02 FYI 01/01/2007 CRML
11/06/2002  |CR-02-369/02 03/22/2005 CIA CRML
11/18/2002 CR-02-358/02 01/01/2007 CRML
12/10/2002 _ |CR-02-370/02 pending’ CRML
1271072002 CR-06-03 (Dec. 2002) 03/0972007 CRUD
12/12/2002  {cr-02-371/02 01/01/2007 CRML
_ 121202002  |CR-03-03 (NSA) 07/14/2005 FBl CRML
12/20/2002 _ |CR-03-03 (NSA) 07/14/2008 NSA CRML

<

~01/01/2003

CR-02-378 0170172007 | FBI
01/01/2003  |CR-02-379 01/01/2007 " CIA CRUD
01/21/2003  |CR-CG/188/02 - NSA open CRML
01/27/2003  [CR-03-14 (CIA) 03/22/2005 CIA CRO
0172772003  |CR-FBI : CRO
01/27/2003 CR-FBI open - CRO
01/27/2003 |CR-GC/184/02 - NSA open CRML

) 0172772003  |CRe 6 A CRML
0172772003 C (b7 ) CIA open CRML
017272003 [CRE 'y 7-CIA open CRML

" 012772003 [cRY L : CRML
0172712008 |CRY _ PIA (Jan. CRML
2003) . :
0172772003  |c1-LE-2002-00289-Cia - 1 02/03/2003 CRO
. CLOSED
01/26/2003  |Classified-07-2003 01/01/2006 CIA 070A
017282008  |Classified-07-2003 01/01/2008 FBl 070A
01/26/2003  |Classified-07-2003 01/01/2006 FBI 0708
01/28/2003  [Classified-07-2003 01/01/2006 ClA 0708
03/042003  |CR-013-03 (CIA) 03/2172005 CIA CRML
03/04/2003  |CR-013-03 (ClA) 03/2172005 Fel CRML
03/10/2003  |CR-07-03 (March 2003) CIA CRUD
03/1172003  {CR-09-03 03/24/2005 CRUD
03/19/2003  JCR-11-03 (CIA) CIA CRML

UNCLASSIFED
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ACTS - CES leaks

0372472003
03/24/2003  |CR-050-03 CRML
032472003  |CR-052-03 CRML
0372412003  |CR-054-03 CRML
03/27/2003  |{CR-017-03 CRML
03/27/2003  |CR-017-03 CRML
04/07/2003  |CR-019-03 11/19/2004 CRML
0470772003  |CR-058-03 ‘ ClA CRML
04/072003  |CR-058-03 FBl CRML
04/08/2003  |CR-049-03 CIA CRML
04/08/2003  {CR-053-03 CIA CRML
0472212003  |CR-061-03 CIA CRML
047232003  |CR-045-03 CIA CRML
04/23/2003  |CR-080-03 FBI CRML
04/30/2003  |CR-059-03 CIA CRML
'+ 04302003  |CR-060-03 CIA CRML
|  05/07/2003  |CR-062-03 CIA | CRML
05/07/2003 |CR-081-03 07/21/2004 FBI CRML
05/16/2003  |CR-020-03 CRML
05/25/2003  {CR-015-03 CRML
05/25/2003  |CR-016-03 CRML
DB/02/2003 = |CR-057-03 FBI CRUD
06/17/2003  |CR-02-370 CIA CRMC
06/17/2003  [CR-021-03 CRML
06/24/2003  |CR-022-03 CRML
06/25/2003  |CR-063-03 CIA CRML
07/10/2003  [CR-03-02 (CIA) (July 2003) ' CIA CRML
07/23/2003  |CR-03-01 (FBI) (July 2003) 05/22/2006 FBl CRML
0872072003  |CR-027-03 (CIA) CIA CRML
06/28/2003  |Libby, I. Lewis, U.S. v./ USAO ore
CR-023-03
09/20/2003  |Libby, ). Lewis, U.S.v./ USAO 087
CR-023-08
09/20/2003  |Libby, I. Lewis, U.S. v. / USAO | CRML
CR-023-03
09/29/2003  |Libby, I. Lewis, U.S. v./ AAGOM] 076
CR-023-03 . ‘
0972972003  |Libby, I. Lewis, U.S. v./ AAGDM]| 087
CR-023-03
09/26/2003  |Libby, I. Lewis, U.S. v./ AAGDM] TRML
. CR-023-03
1071472003  |CR-024-03 CRML
1072772003 |CR-026-03 03/05/2004 FB8l CRML
1072772003  |CR-026-03 03/05/2004 CIA CRML
11/0472003  |CR-064-03 CIA CRML
11/04/2003  |CR-065-03 CIA CRML
11/04/2003  |CR-066-03 CIA CRML
11/0472003  |CR-069-03 05/1472004 CIA CRML
11/06/2003  {CR-067-03 CIA CRML
11102003 [CR-028-03 CIA CRML
11/10/2003  |CR-030-03 12/20/2004 OTH CRML
1172072003  |CR-044-03 037242005 FBI CRML
11/20/2003  ICR-044-03 03/2472005 CIA | CRML
12/02/2003  |CR-037-03 CIA CRML

[NCLASSIFED



ACTS - CES leaks

12/02/2003 _ |CR-068-03 CIA CRML
12/02/2003  |CR-072-03 ClA CRML
_ 12/03/2003 __ |CR-071-03 ClA CRML
12/15/2003  |CR-034-03 CIA 0708
12/15/2003  |CR-035-03 CIA CRML
.~ 12/15/2003  |CR-036-03 01/01/2007 CIA CRML
12/19/2003  |[CR-031-03 (FBI) 12/21/2005 FBI CRML
12/31/2003  |CR-032.03 (CIA) 1171472006 ClA CRML
12/31/2003 CR-032-03 (CIA) 11/14/2006 FBI
T Total for Year. 64 IS
2004 01/02/2004 _ |CR-01-04 - -CIA
01/21/2004  |CR-038-03 08/05/2005 CIA CRML
01/21/2004  !CR-038-03 08/05/2005 FBl CRML
02/04/2004  |LHM-03-069 “CIA CRML
02/04/2004  |LHM-03-069 FBI CRML
' 02/18/2004 __ |CR-017-04 . CIA CRML
] 02/18/2004 __ |CR-06-04 (Feb. 2004) 01/01/2007 ClA CRML
02/18/2004  |CR-07-04 (Feb. 2004) 01/01/2007 CIA | CRML
02/18/2004  |CR-08-04 (Feb. 2004) ~ CIA CRML
02/19/2004  |CR-022-04 03/24/2005 - FBl CRML
02/19/2004  |CR-022-D4 03/24/2005 CIA CRML
02/23/2004  |CR-10-04 03/16/2008 FBl CRML
02/24/2004  |LHM-03-081 FBI LHME
02/24/2004  |LHM-03-081 FBI LHMT
03/04/2004  ]CR-11-04 CIA CRML
03/05/2004 _ |CR-12-04 CIA CRML
03/05/2004 |CR-13-D4 ClA | CRML
03/05/2004  |CR-14-D4 - CIA CRML
03/05/2004  |CR-15-04 (CIA) 0170172007 CIA CRML
03/19/2004  |CR-039-03 - - CIA CRML
03/19/2004  |CR-039-03 FBI CRML -
03/19/2004  |CR-040-03 0312472005 | CIA "CRML
03/19/2004  |CR-040-03 03/24/2095 .. | FBI CRML .
03/19/2004 |CR-041-08 12/31/2005 ClA CRML.
03/19/2004  |CR-041-03 12/31/2005 FB! .| .CRML
03/19/2004  |CR-042-03 10/01/2008 CiA- | CRML
03/19/2004  |CR-042-03 10/01/2008 F8l CRML
03/19/2004  |CR-043-03 (CIA) 12/31/2008 £l CRML
03/19/2004  |CR-043-03 (CIA) 12/31/2008 CIA CRML
03/168/2004  (CR-016-04 CIA CRUD
03/23/2004  |CR-070-03 CIA CRML
04/12/2004 _ |CR-020-04 CIA LRML
04/12/2004  [CR-021-04 04/19/2005 NSA | CRML
04/12/2004  |CR-018-04 (CIA) 12/31/2005 CIA CRML
04/12/2004  |CR-019-04 CIA CRML
04/29/2004  |CR-023-04 NSA 0708
047252004  |CR-023-04 NSA 070A
05/20/2004 _ |CR-024-04 ClA CRML
05/20/2004  |CR-025-04 (CIA) 05/21/2004 CIA CRML
05/20/2004  |CR-026-04 CIA CRML
06/01/2004 _ {CR-074-03 ClA CRML
06/0172004  {CR-075-03: CIA TRML
06/01/2004 _ |CR-076-03 CIA CRML

—
-

- rwvenmtll
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"~ 06/01/2004

CR-077-03

ACTS - CES leaks

CR-01-05

06/01/2004  |CR-078-03

06/01/2004  |CR-079-03 CRML
06/04/2004  |[CR-028-04 03/22/2005 CRML
06/08/2004  |CR-029-04 CRML
06/08/2004  |CR-030-04 CRML
06/09/2004 _ |CR-031-04 03/22/2005 CRML
‘ 06/09/2004  [CR-031-04 " 03/22/2005 FBI CRML
06/107/2004  |CR-032-04 03/22/2005 NSA | CRML
06/10/2004  |CR-032-04 03/22/2005 FBI CRML
06/21/2004  |{CR-033-04 CIA CRML
07/15/2004  |CR-043-04 (CIA) 02/2872007 FBI CRML
"~ 08/02/2004 _ |CR-036-04 CIA CRML
08/03/2004  |CR-037-04 ClA CRML
08/03/2004  |CR-038-04 < 12/3172008 CIA CRML
08/03/2004 _ |CR-038-04 ¢ ! B ClA CRML
08/05/2004 _ |CR-040-04 o 11/03/2006 CIA CRML
" 08/05/2004  [CR-041-04 11/03/2006 CIA CRML
11/0472004  |CR-044-04 NSA | CRML
11/0472004 _ |CR-044-04 FBI CRML
11/08/2004  |CR-045-04 11/09/2004 ClA 01Z
11/08/2004  |CR-045-04 11/09/2004 ClA CRML
11/10/2004  |CR-048-04 CIA CRML
1171072004 _ [CR-050-04 CIA CRML
11/10/2004 _ |CR-051-04 CIA CRML
11/15/2004 CR-049-04 CIA CRML
11/17/2004  |CR-052-04 ClA CRML
19/17/2004  |CR-053-04 CIA CRML
11/17/2004  |CR-054-04 CIA CRML
11/18/2004  |CR-055-04 02/28/2007 CIA CRML
11/18/2004  [CR-056-04 - CIA ] CRML
12/09/2004  |CR-057-04 (NSA) 12/31/2008 FBl. | CRML
12/09/2004  |CR-057-04 (NSA) 12/31/2008 NSA | CRML
12/14r2004 |CR-058-04; - ! 3 12/31/2006 _FBI CRML
12/14/2004  |CR-058-04k. L adZl 12/312006 | ] CRML
12/14/2004 _[CR-059-04 ~ 02/28/2007 1 w3A | CRML

2005 01/14/2005 S
02/04/2005  |CR-060-04 { cA CRML
02/0412005 [CR-061-04 03/31/2005 " CIA CRML
02/04/2005 |CR-062-04 12/31/2008 ClA CRML
02/04/2005 |CR-063-04 10/01/2008 ClA CRML
02/04/2005 |CR-064-04 ClA CRML
02/0412005 |CR-065-04 CIA CRML
02/09/2005  |CR-067-04 (DOE) 017232008 DOE CRML
02/00/2005 |CR-067-04 (DOE) 0172212008 ] FBI CRML
02/16/2005 |CR-066-04 , ClA CRML
03/07/2005 |CR-02-05 03/08/2005 CIA CRML
03/07/2005 |CR-03-05 (CIA) (March 2008) 01/01/2007 CIA- CRML
03/07/2005 {CR-068-04 ' CIA CRML
03/07/2005  [CR-069-04 CIA CRML
03/23/2005 |CR-04-05 02/28/2007 CIA CRML.
03/23/2005 |CR-05-05 CIA CRML

b2, fu TH

UHCLASSFED
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ACTS - CES leaks

PRONNES
Fmtece

~03/23/2008 __ |CR-08-05 (Mar. 2005) CIA | CRML
03/25/2005  |CR-06-05 (March 2005) 01/31/2007 CIA CRML
03/25/2005___|CR-07-05 (March 2005) 01/01/2007 CIA CRML
03/26/2005  |CR-071-04 04/06/2005 CIA CRML
03/25/2005  |CR-072-04 CIA CRML
03/25/2005  |CR-073-04 02/28/2007 CIA CRML
03/25/2005  |CR-09-05 (CIA) 11/08/2006 CIA CRML
03/25/2005 _ |CR-10-05 : CIA CRML
05/26/2005  {CR-12-05 Bl CRML
05/26/2005  |CR-12-05 CIA { CRML
06/10/2005 _ |CR-14-05 ClA CRML
06/1572005  |CR-13-05 CIA CRML
06/15/2005 |CR-13-05 - £8i CRML
07/15/2005  |CR-16-05 (CIA) 12/31/2006 FB1 { CRML
07/15/2005  |CR-16-05 (CIA) 12/31/2006 . CIA | CRML
07/21/2005  'CR-17-05 FBI CRML
07/21/2005  |CR-17-05 CIA CRML
07/21/2005  |CR-18-05 (CIA) FBl CRML
07/2172005  [CR-18-05 (CIA) ClA CRML
08/03/2005  |[CR-20-05 CIA CRML
08/10/2005  |CR-21-05 CIA CRML
08/17/2005  {CR-23-05 (CIA) ClA CRML
08/17/2005 gﬁ L1 ClA CRML
08/18/2005  (CR{. J v CIA CRUD
08/19/2005  |CR-24-05 (CIA) ClA CRML
08/1972005  |CR-25-05 (CIA) CIA CRML
08/26/2005  |CR-26-05 (CIA) 12/31/2005 ClA CRML
09/15/2005  JLHM-149-05 (Media Leak) CRUD
08/15/2005  [LHM-149-05 (Media Leak) CRML
10/04/2005  |CR-28-05 (DNI) B ODNI | CRUD
11/08/2005 {CR-29-05 (CIA) 11/28/2005 CIA CRML
11/28/2005  |CR-30-05 " CIA CRMC’
Saes el A Dial ear.d 5
"2006 05/22/2006 __|CR-06-001 (DoD) DOD | CRML
08/0172006  {CR-06-002 {CIA) CIA CRML
10/03/2006  |CR-06-003 (CiA) FBl CRML
10/03/2006  |CR-06-003 (CIA) CIA CRML
10/03/2006 ' |CR-06-004 (CIA) 0172472007 CIA CRML
10/03/2006  {CR-06-004 (CIA) 01/24/2007 F8l CRML
10/03/2006  [CR-06-005 (CIA) 01/24/2007 CIA | CRML
10/03/2006  |CR-06-005 (CIA) 01/24/2007 FBI CRML
10/25/2006  {CR-06-006 (NSA) NSA | CRML
11/01/2006  {CR-06-008 (CIA) CIA CRML
11/01/2006  |CR-06-009 (CIA) CIA CRML
1170172006  |CR-06-010 (ClA) Recusal 12/19/2008 CIA CRML
11/01/2006  {CR-06-011 (CIA) CIA CRML
11/0172006  {CR-06-012 (CIA) ClA CRML
1170172006  [CR-06-013 (DNI) ODNI | CRML
11/13/2006  |CR-06-014 (DNI) ODMl | CRML
11/29/2006  |CR-06-016 (CiA) 02/13/2007 CIA TRML
11/29/2006  |CR-06-017 (CIA) 12/31/2008 ClA CRML
11/20/2006  |CR-06-018 (CIA) CIA CRML
12/01/2006  |CR-D6-015 (CIA) Recusal 12/19/2006 CIA CRML

IRLASS
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12/07/2006 __ |CR-06-020 (CIA)
12/08/2006 CR-06-019 (CIA) 12/3172006 CIA CRML
11211212006 |CR-06-021 (CIA) 12/3172006 ClA CRML
12/13/2006 CR-06-022 {CIA) 1213172006 CIA CRML
12/19/2006 ~ |CR-06-023 (CIA) 12/31/2006 CIA CRML
© 1211912006 |CR-06-024 (CIA) 12/31/2006 CIA CRML
T {Totallar Yeern 28 - T
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U.S. Department of Justice

Criminal Division F l l E

Office of Enforcement Operations

20530

(202) 616-0307 Washington, D.C.

JA T 0 2007

CRM-200601098F

Mr. Lowell Bergman
PBS Frontline

-2481 Hearst Avenue
Berkeley, California

Dear Mr. Bergman:

his is in partial response to your Freedom of Information
Act request dated October 20, 2006, requesting certain
information regarding media subpoenas sought during the past 15
years, Appendix A to a March 22, 2002, letter of Assistant
Attorney General Daniel J. Bryant, and the Justice Department’s
eleven-question leak investigation guestionnaire.

Please be advised that we are unawvare of any single record
that details the number of subpoenas authorized during the
requested time period. However, from a number of records we have
determined that the Attorney General authorized media related
subpoenas in approximately 143 matters between January 1, 1991

and October 20, 2006.

We do not have records that show a breakdown for all
subpoena approvals by year for the time period requested.
However, based on available records, the following is a breakdown

of approved matters since 2001:

2001: 13 2004: 19
2002: 7 2005: 7
2003: 16 2006: 3

We also have the following breakdown for source-related
subpoena approvals by year:

1991: 0 1997: 3 2003: 0
1992: 3 1998: 2 2004: 1
1993: 2 1999: 1 2005: 0
1994: 0 2000: O 2006: 1
1995: 3 2001: 2
1996: 1 2002: 0



- 2 -

We are aware of nine instances in which media subpoena
requests have been formally denied by the Department during the
past 15 years. More typically, however, requests for
authorization that do not meet the requirements of 28 C.F.R.

§ 50.10 are withdrawn before a final decision by the Attorney

General is needed.

- We are enclosing a copy of the eleven questions pertaining
to leak investigations. We are still making a determination on
Appendix A and will respond to you as soon as that determination

is final.

If you treat this partial response as a denial of your
request you have a right to an administrative appeal of this
determination. Department regulations provide that such appeals
must be filed within sixty days of your receipt of this letter.
28 C.F.R. 16.9. Your appeal should be addressed to: Office of
Information and Privacy, United States Department of Justice,
1425 New York Ave., NW, Suite 11050, Washington, DC 20530-0001.
Both the envelope and the letter should be clearly marked with
the legend "FOIA Appeal." 1If you exercise this right and your
appeal is denied, you also have the right to seek judicial review
of this action in the federal judicial district (1) in which you
reside, (2) in which you have your principal place of business,
(3) in which the records denied are located, or (4) for the
District of Columbia. 1If you elect to file an appeal, please
include, in your letter to the Office of Information and Privacy,
the Criminal Division file number that appears above your name in

this letter.

Sincerely,

Thomas J. McIntyre, Chief

Freedom of Information/Privacy Act Unit
Office of Enforcement Operations
Criminal Division



Unauthorized Disclosure of
Classified Information
“11 Questions”

1) Give the date and identity of the article disclosing the classified information?

2) Give specific statements in the article which are considered classified and
whether the data was properly classified?

3) State whether the classified data is disclosed accurately?

4) State whether the data came from a specific document and, if so, the origin of
the document and the name of the individual responsible for the security for the
security of the classified data?

5) Give the extent of official dissemination of the data?
6) State whether the data has been the subject of prior official releases?

7) State whether prior clearances for publication or release of the information was
sought from proper authorities?

8) State whether the material, or portions thereof, or enough backgrdund data has
been published officially or in the press to make an educated speculation on the
matter possible? ‘_
I

9) State whether the data can be declassified for the purpose of prosecution, and, if
so, the names of the person competent to testify concerning the classification.

10) State whether declassification has been decided upon prior to the publication
of the release of the data? :

11) What effect does the disclosure of classified material have on the national
defense? '

100
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FROM :. FRONTLINE WEST Fax ND.

WGRI
. 125 Wesiem Avenue PBS
FHONTLINE Bocton. Massachuselis 02134

€17.300.2500 Fund ng previdea by
Fax: 617.300.30M 'I.Jf}-rgs

October 20. 2006

Thomas J. McIntyre

Chief’

FOTA/PA Unit

Criminal Division
Department ol Justice

Suvite 1127, Keeney Building
Washington, DC 20530-0001

Re: FOJA REQUEST

Dear Mr. Mciniyre,
Pursuant to the federal I'reedom of Information Act. 5 US.C. § 552, [ am writing to

respectfully request copics of records for the time period of January 1, 1991 1o October
20. 2006 detailing the number of subpoenas the Department of Justicc authorized to
obtain information from, or about, members of the news media. including those to
discover a reporter’s source; those that inadvertently could lead 10 the identification of a
reporter’s source: and those that did not implicate, directly or indirectly, a reporter’s

source, idcallv broken down by year.

My understanding is that cach Attorney General during this 15-vear time period, Dick
Thornburgh, William Barr, Janet Reno, John Ashcroft and Alberto Gonzalez cach kept
detailed filcs of these cases, including affccted parties, the underlying crime, who the
subpocnaing party was, and the typc of material requested from the news media
(confidential sources; documents only: testimony only; documcents and testimony;

telephonc toll records. etc.)

Please include those in which the receiving party (a news organization, individual
journalist or others) cooperawed with the gavernment’s request.

We would also appreciate copies of the following:

1. On March 22, 2002, Asst. Attorney General Daniel J. Bryant wrote a letter to
Senator Charles Grassley regarding subpoenas to members of the news media (see
attached). Mr. Brvant®s letter referred to “Appendix A.” in which the Department of
Justice’s Criminal Division provided information on press subpoena requests implicating
source information. We would like to receive a copy of “Appendix A”.

2. The Department’s leak investigation qucstionnaire, which asks the requesting
agency to answer 11 questions before the DOJ will open a criminal invesligation inio

[0

Tuesdays on PBS » www.pbs.org/fronthine
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leaks of classitied matenial. For reference, my understanding is that questions include
whether the classilied data disclosed is accurate. the extent of official disscmination of
the data, whether the data has been the subject of prior official releases and what elfect

disclosure has on national security, ctc.

3 The number of ncws media subpoenas that have been requested and then denied

during the past 15 years.

Prominent government officials, scholars and journalists we have interviewed tell us that
fcderal prosecutors have been requesting news media subpoenas more often in recent
years. In attempting to fact-check this claim, we have contacted the Department of Justice
directly, but have received specific information to either substantiate or refute this claim.
We arc now turning to the FOIA in the hope that we can obtain information about the
number and type of news media subpoenas of thedast 15 years before our approaching

deadline.

This is to certify that T am a mcmber of the news media and agree to pay reasonable
duplication fecs for the processing of this request in an amount not to exceed $200.
Please notily me prior 10 incurring any expenses in cxccss of that amount. Asa
representative of the ncws mediz, T understand | am only required to pay for the direct
cost ol duplication after the first 100 pages. This request is made as part of ncwsgathering

and not Jor commercial use.

T look forward to your reply within 20 business day's, as the stalute stipulates. but ideally
sooner as We arc on a strict production schedule for this project.

If you have any questions, or nced additional information or clarification. please contact
my associatd ¢ B

‘hank vou for your earlicst attention,

cercly,

\ Lc}\\:'}}l;l}é@'rAnan

Correspondent

PBS "Frontline"
2481 Hcarst Avenue
Berkeley, CA 94709

-



U.S. Department of Justice

Criminal Division

Office of Enforcement Operations Washington, D.C. 20530

TIM:KS:ss
typed 09-18-06

CRM-200600183F

This is in response to your request dated February 2, 2006, for a copy of all records
pertaining to an investigation of an alleged leak of classified intercepts that may have presaged
the September 11, 2001 attacks.

We have conducted a search and located records responsive to your request. However,
we have been advised that these records relate to open and on-going law enforcement
proceedings, and that release, at this time, could reasonably be expected to interfere with these
proceedings by revealing prematurely the nature and scope of the evidence compiled by the
government. Therefore we are withholding these records in their entireties pursuant to
Exemption 7(A) of the FOIA, 5 U.S.C. § 552(b)(7)(A), which permits the withholding of records
or information compiled for law enforcement purposes, but only to the extent that the production
of such law enforcement records or information . . . could reasonably be expected to interfere

with enforcement proceedings.

Additionally please be advised that other exemptions may be applicable to this material
including, but not limited to, Exemption 1 of the FOIA, 5 U.S.C. § 552 (b)(1), which permits the
withholding of information properly classified pursuant to Executive Order and Exemption 5 of
the FOIA, 5 U.S.C. § 552 (b)(5), which permits the withholding of inter-agency or intra-agency
memorandums or letters which reflect predecisional, deliberative agency processes, and/or which

consist of attorney work product prepared in anticipation of litigation.

To the extent that the Criminal Division maintains publicly available information, e.g.,
court filings, press releases or newspaper clippings, we will make them available to you if you
are interested in public source material. If you wish to obtain public source information, please
advise us and we will conduct a search for such matenal, if any. If we do not hear from you
within 45 days, we will assume that you are not interested in receiving public records and will

close-out your request with this Office.

You have a right to an administrative appeal of this determination. Department j 8

B
¥ FILE COPY



regulations provide that such appeals must be filed within sixty days of your receipt of this letter.
28 C.F.R. 16.9. Your appeal should be addressed to: Office of Information and Privacy, United
States Department of Justice, 1425 New York Ave., NW, Suite 11050, Washington, DC 20530-
0001. Both the envelope and the letter should be clearly marked with the legend "FOIA Appeal.”
If you exercise this nght and your appeal is denied, you also have the right to seek judicial review
of this action in the federal judicial district (1) in which you reside, (2) in which you have your
principal place of business, (3) in which the records denied are located, or (4) for the District of
Columbia. If you elect to file an appeal, please include, in your letter to the Office of
Information and Privacy, the Cnminal Division file number that appears above your name in this

letter.

Sincerely,

Thomas J. Mclntyre, Chief
Freedom of Information/Privacy Act Unit
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THE NEW YORK SUN

February 2, 2006

Mr. Thomas J. Mcintyre, Chief

FOIA/PA Unit

Criminal Division

U.S. Department of Justice Foo o
1301 New York Ave., N.W., Suite 1127 ‘ .
Washington, D.C. 20530

Re: A Freedom of Information Act Request

Dear Mr. Mcintyre:

This is a request for agency records, brought pursuant to the Freedom of Information Act
(“FOIA”), 5 U.S.C. § 552.

I hereby request one copy of all records pertaining to an investigation of an alleged leak
of classified intercepts that may have presaged the September 11, 2001 attacks. The
intercepts were reported by CNN on or about June 19, 2002 and included the phrases,
“The match begins tomorrow,” and “Tomorrow is zero hour.”

I ask that this request be considered as one from a representative of the news media under
fee provisions of FOIA. I am a full-time reponter for The New York Sun, a daily
newspaper published at New York City, and I am seeking this information for use in
news stories I am preparing on this subject.

To the extent records requested herein may be classified, 1 ask that they be reviewed for
declassification pursuant to the relevant executive order.

I ask that any fees that could be assessed in connection with this request be waived. I
believe that disclosure of this information will contribute significantly to public
understanding of government operations. In this instance, the records can be expected to
shed light on the way the government safeguards classified information and on how leaks

are addressed.

In the event that my request for a fee waiver is denied, 1 agree to pay up to $200 in
duplication fees, without prejudicing my right to appeal the denial. %?

JOS CHAMBERS STREET NEW YORK CITY 10007 TEL 212:406: 2000 FAX 212:571'9836 WWW.NYSUN.COM



Mr. Thomas Mclntyre, Criminal Division, U.S. Department of Justice
February 2, 2006
Page 2

If there are any questions pertaining to this request, please don’t hesitate to contact me .





