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u.s. Department of Justice

Federal Bureau of Investigation

n'ashington, D.C. 20535

September 7, 2004

Request No.: 1004300- 000
Subject: IMPACT OF FREEDOM OF
INFORMATION PRIVACY ACTS ON lAW

ENFORCEMENT ACTIVITIES

This is in reference to your Freedom of Information Act (FOIA) request.

Enclosed are 204 pages of documents pertaining to your request and a copy of the explanation of
exemptions.

You may submit an appeal from any denial contained herein by writing to the Office of Informatinll
and Privacy, U.S. Department of Justice, Flag Building, Suite 570, Washington, D.C. 20530, within sixty
days from the date of this letter. The envelope and the letter should be clearly marked "Freedom of
Information Appeal" or "Information Appeal." Please cite the FOIPA number assigned to your request so
that it may be easily identified.

Sincerely yours,

David M. Hardy
Section Chief,
Record/lnformation

Dissemination Section
Records Management Division
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SOSI~ON$ OF TITLE 5, UNITED STATES CODE. SECTION SS2 

(bXI)	 (A) specifically authorized under crit~ established by an Executive order to be kept secret in the interest ofnational defense or
 
foreign policy and (B) are in fact properly classified to such Executive order,
 

(bX2)	 related solely to the inremaI personnel rules and practices of an agency, 

(bX3) specifically exempted froDi disclosure by statute (other than section 552b ofthis title), provided that such statute(A) require<; that the
 
matters be withheld from the public in such a DiBnner as to leave no discretion on issue, or (B) establishes particular criteria tor
 

withholding or refers to particular types ofmatters to be witbhel~
 

(bX4)	 trade secrets and commercial or financial information obtained from a person and privileged. or confic:lential; 

(bX5)1 inter--agency or intIa~memorandums or letters which would not be available by law to a party other than an agency in litigation
 
( with the agency;
 

It 

(b)(6)	 personnel and medical files and similar files the disclosure of which would constitute a clearly Wl\varranted invasion ofpersonal

privacy, .
 

(bX7)	 rec;):'~' ilr ;nfonnation compiled fo; l~w rnforc~ent purposes, but only to tl~e e.<tent thr.. ±.~ production of ~·uch. h,., ~nf/)r~':l~le'" 

rcoords or iulormalion ( A ) could be rca.sonaoly b~ expecl~ to interfere with entbrec:ment pfO\;e..:d.ings, ( B ) wowJ deprive a l1~rson 

of a right to a fair trial or an impartial adjudication, ( C ) could be reasonably expected to constitute an unwammted invasion. i;· llt:rson; 
privacy. ( D ) could reasonably be expectedto disclose the identity ofconfidential source, including a State, local, or forei~n;," "v or 
authority or any private institution which furnished information ort a confidential basis, and, in the case of record or intonnatll'" ;rnpil 
by a criminal law ertforcement authority in the COtJrSe ofa criminal investigation, or by an agency conducting a lawful national owcurity 
intelligence in\l'estigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures tl),. 
enforcement investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecuti,)\, , .. h 
disclosure could reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to i:ndan~e " i.e or 
physical safety. of any individual; 

(bX8) contained in or related to examination, operating, or condition reports prepared by. on behalf ot~ or tor the usc of an agency'" j\j,nsiblc 
for the regulation or supervision of fmancial institutions; or 

(bX9)	 geological and geophysical information and data, including maps, concerning wells. 

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a 

(dX5)	 information compiled in reasonable anticipation ofa civil action proc~g; 

UX2)	 material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce 
crime or apprehend criminals; 

(kXI)	 infonnation which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign 
policy, for example, information involving intelligence sources or methods; 

[kX2)	 investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss ofa right. benefit or 
privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that Mislher 
identity would be held in ~nfidence; 

:kX3)	 material maintained in connection with providing protective secvices to the President of the United States or any other individual 
pursuant to the authority ofTitle 18, United States Code, Seetion 3056; 

1)(4)	 required by statute to be maintained and used solely as statistical records; 

kX5) investigatory material compiled solely for the purpose ofdetermining suitability, eligibility, or qualifications for Federal civilian
 
employment or for access to classified information, the disclosure of which would reveal the identity of the person who
 

JfIlished information pursuant to a promise that hislher identity would be held in confidence;
 

'X6)	 testing or examination material used to determine individual qualifications for appointment or promotion in Federal Govenunent
 
service the release ofwhich would compromise the testing or examination process;
 

~X7)	 material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity ofthe
 
person who furnished the material pursuant to a promise that hislher identity would be held in confidence.
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J 1\'':'" ,.­ Date 9/9/77 . :L _ 

TO: DIRECTOR, FBI 
ATTENTION:	 FIELD COORDINATION, 

APPEALS AND CORRECTIONS UNIT, 
RECORDS MANAGEMENT DIVISION 
FOIPA BRANCH 

FROM: ~~~	 t l ' ,; , /.; Ah/l/ ,:.JI ,t,t. - , ..". J 'I ~ I	 ., ~ /J
SUBJECT: t NFORMATYON MPRIVACY -AC'iiCFOIPAY:' , ''­

ADVERSE IMPACT ON FIELD OPERATIONS __ .' III~ 

ReBualrtelf"	 8/16/77. 

..
 
Personnel of the Butte Division have-been sur­


veyed and the majority encountered no problems caused by­

FOIPA. Five Agents indicated that they had encountered
 
more reluctance to furnish information from other state
 
and local agencIes than they had experienced prior to
we 
passage of the FOIPA and reasons given were that it wa ~~ 
questIonable whether the confidential nature of the l(
ldentity of the persons giving the 1nformation could 
be maintalned by the FBI. Th1s reluctance was exper cd 
partlcularly ln not being able to obta1n basic informat1on 
from such lnstitutions as banks, credIt unions. and utilIty
companies. Some of these prIvate companLes expressed 
reluctance to furnish even background or address infor­
mation for fear the compan~Uld be libel to civil suit. 
It was the concensus of the nts that 1n many instances 
the Information could be obt , but through the slower 
process of subpoenaes after the atter had=f~resen.~~" 
to a	 ~-;C)tl-;;a/- !J.P..:!.:..t,,,Grand Jury.	 ~

r" ' V	 9 SEP 14 1971 
I~M Bureau (AM) rtf. - XEROX
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TO-	 DIRECTOR, FBI 

RECORDS MANAGEMENT DIVISION 
FOIPA SECTION 
TRAINING AND RESEARCH UNIT 

FROM SAC, PHOENIX (1~-1) , 
.4. II'il '/I lv/I /.../J f~' EN!	 I 

SUBJECT'	 '1"OIPA MATTERS ­
LIAISON WITH LOCAL LAW ; //--._­ENFORCEMENT AGENCIES 

As Bureau lS aware, Phoenlx lS experlenclng some
 
dlfflculty In gainlng access to certaln sensltlve local law
 
enforcement lnformatl0n as a result of FOIPA leglslatlon.
 
Local agenC1es fear that the data wll1 be released to th
 
publlC through FOIPA dlsclosure.
 

In the near future, Phoenlx plans to meet wlth
 
POllCe legal adv1sors from key state agenCles. It 18 hoped
 
that such a meetlng wlll restore confldence 1n the Bureau's
 
ablllty to treat lnformat1on as confldentlal.
 4J 

/9tJ-3 -
PhoenlX feels that lt 1S necessary to pr 1 e a
 

legallY orlented "fact sheet" Wh1Ch would set forth
 
leglslatlve hlstory, speclflc stat~Ji~ court rullngs,
 
admlnlstrative holdlngs, etc., upho~~ the FBI's rlght
 
to wlthhold lnformatl0n furnlshed by non federal law
 
enforcement agencles. "'REG II.... J{j':11 '-- / ",.

Tn I 

The FOIPA reference manual (pages 175-177) notes 
that exemption (b)(7)(D) 1S approprlate in most lnstances 
to wlthhold lnformatlon provlded by local law enforcement
agencles. .. , ---­
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PX 190-1 

PhoenlX deslres to know whether local authorltles 
can be glven a 100 percent assurance that lnformatlon wll1 
be wlthheld pursuant to the above exemptlon ~f the lnformatlon 
1S furnlshed to the FBI wlth the st1pulatlon that 1t be treated 
as confldentlal. 

Page 177 of the FOIPA reference manual states "It shall 
also be the P011CY to release thlS type of informatlon where 
c1rcumstances lndlcate release could not posslbly ldentlfy the 
provlder." ThlS statement of conclusl0n seems to be somewhat 
contradlctory when read alongslde page 175 WhlCh 1ndlcates 
lnformatl0n ltself lS to be protected as well as the source 
of the lnformatlon. 

PhoenlX requests clarlflcatlon on the above pOlnt and 
further requests sufflclent legal cltatl0ns, etc., toprovlde 
pollce legal advlsors wlth a sound legal basls on WhlCh to 
advlse thelr departments In regard to tblS issue. 

-2­
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UNIThD STATES DEPARTMENT OF JUSTICE I, ~ 

t 
FEDERAL BURbAU 0.' Il';VESTIGATION lAC •....:: .. , 

In Reply, PI- Refer to 
San Anton10, TexasFale No 

flay 11, 1978 

.~1'·~~ '( ~o~LAAfM4c.~ 
... ~~,I (" ','\ ...1: .......
J.....t __j 

01·Ro7(,3 GF.NE~L ACCOm~TING OFFICE (GAO) STUDY 
TO EVALU1\'T'E 'T'1IF: THPl\CT THf: F-qFF.nmf OF 
INFO~TION AC'T (FOIA) AND PRIVACY AC'I' (PAl 
ARE HAVING ON LAt'J ENFORCEMENT f\CTJVITIES 
FRJ<;ED01'1 or INFORNATION PRIV1\.CY ACT tf1\TTER 

Informat10n Exchange Between Federal,
 
State and Local Law Enforcement Aqencies
 

The Federal Bureau of InvestiQat10n, as a member of 
the 1ntelligence community,is requ1red on a continuinq hasis 
to wor~ closely ~1t~ other momb:rs of the jptelligence b~ 

com~un1tv 1nclud1nqL _ I ~nd 
~11itary i~tel11oence organizat1ons. '71th the implementatLon 
of the FreedOll1 of Information Act exchange of 1nf .; 1"\" 
, ' __ l-.~_ I-._~~ ~ ... I-.~ ."1 ~4'~ -" . bl 

I ~ re.)
I 

I 'T'o 
the exchanqe ot 1nr OrJTIat1on het",een members 

~ <J ~ ~1~:;~~a~~;~1;~~~~~:/~~;m~~~t~;re~~y s~~u~~o~~c~o~~~~~t o~; i-~:~her
 
~ ,;u1sseninated to a th1rn acrency which delays the exchange of
 
~ ~ Flformat10n \,11thin the intelligence community as tl. \olhole. ~
Q 

, "l ~... 

"':; "t In add1 tion to tf1e above, SOJ"lC sublects of FI3I 
,~ ~forC1~n counter1ntellinence cases cannot he checked t~rou0h 

~~~, ,the records of the Austin, Texas and ~he San Antonio, Texas 
~ J,pol1ce Departments, due to the fact that a record of the 

~ '~interest of the FBT is mainta1nen bv resnective police 
acpar~ents. Also, the U. S. Postal Service ma~ntains a 
~Tr1tten record of the requests of the FBI for information 
concerninq Jndiv1duals. ~h1S record'of the'FRI's investiqative 

. ,/flO-3... JXJ 
Th1S document conta1ns ne1ther recommendat1ons nor conclusions 
of t;e rBI. It is th~ prooerty of the PBI and is loaned to 
your agency; 1t and 1ts contents are not to be d~N·T'Al 
outS1de your agency. 

~.. 

furt:ler comp.L1cate 



GENERAL ACCOUNTI~G OFFICE (GAO) STUDY 
TO EVALUATE THE IMPACT THE: FREEDOM OF 

---------- ----- ---- ------ CON~TIAL 

~nterest 1S available to the ind1vidual in whom we have this 
invest1gative interest. 

Law Enforcement Personnel's Ability to 
Obtain Tnfromation from the General Public 

Immed1ately follow1ng the 1mplementation of the
 
Privacy Act various offices of the University of Texas, Austin,
 
Texas (UTAT), greatly rec;;tricted the information which thev
 
were w1lling to furn1sh to the FBI. Prior to the Privacy Act
 
this office rece1ved almost unlimited information from the
 
negistrar's Office, Personnel Off1ce, Adm1ssions Office,
 
Internat10nal Office, and other divisions and departments at
 
the UTAT. Now the information available to the FBI is
 
restricted to directory tyne information such as name, enroll ­

ment status, area of study and fraternal organizations with
 
which affiliated. To further complicate matters, the FBI
 
inqu1ry 1S also made a matte'r of record in the student's file,
 
qreatly 11miting the scope of foreiqn counterintelligence
 
invest1gations.
 

On several occasions, personnel of the San Antonio 
D1vision have received telephone calls from 1ndiv1duals wishinq 
to lodqe a complaint w1th the FBI or furnish information to 
the FBI while refusing to identifv themselves without a guarantee 
of protection. When we have been unable to provide an absolute 
guarantee of conf1dent1ality to the caller, he hac;; refused not 
only to 1dentifv himself, but also to furnish the information 
about wh1ch he originally called the PBI. 

Reduct10n 1n Current Informants or 
Potent1al Informants'Resultinq from 
Present FOIPA D1sclosure Policies 

Efforts to recruit a number of informants in the 
foreign counter1ntelligence field have been unsuccessful when 
1t became apparent to the potent1al informant that the FBI 
could not absolutely guarantee that his identity would not be 
d1vulged at some time in the future as havinq furnished 
information to the FBI in sensitive areaq. 

2 



GENERAL ACCOUNTING OFFICE (GAO) STUDY 
TO EVALUATE TIlE I f-1PACT THE rREEDOM OF 

------ - ----------------- coN)(oENTIAl 
The San Antonio Div~sion has experienced no decline 

~n the number of current informants due to the disclosure 
provisions of the FOIPA. 

M~scellaneous 

Recent pUblicity concern~ng the possible identification 
b2 of FBI ~nfQrm::fs used aga1nst the Socialist Workers Party 

prompteqto telephonically contact this office expressingb7D 
concern over e possibility of his potential identif~cation 
as an FBI 1nformant. lIe expressed concern for his career if 
his activities on behalf of the FBI become a matter of pub11c 
knowledge. It ~s questionable ~f he would have assisted the 
FBI had he known that there existed the po~ibility of his 
ultimate identification as an infO~jnt. )\~~) 

[on September 29, 1977~ former Special Aqent of the 
FBI felePhOfiCallY contacted the San Antonio office and advised 
that ~~ contacted him at his residence and expressed 
his ear that his identity as a confidential inforMant of the 
FBI would be ascertained by an indiv~dual who had obtained 
documen~nufro~ the FBI under the provisions of the FOIPA. 

further told the former Special Aqent that the individual 
~w~h~o~h~a~d~ received the documents was trying to identify those 

other individuals who had provided information to the FBI con­
cerning h1s activ1t1es. 

1*
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UNJTJo.I> STATES DEPAHTMENT OF JUS'~'ICh 

CONFIDENTIAt 
fo'~u~nAL f1UltBAU 010 INVES11GATION 

III Il,ply. PINIt! Ilrfrr 10 Seattl~, WashIngton 
l'rJe No May 11, ] 978 

He	 GENERAL ACCOUNTING OFFICE (GAO) 
S'l'UDY TO EVALUATE THE Ifl1PACT THE 
FREEDOM OF INFORMATION (FOIA) 
AND PRIVACY ACT CPA) ARE HAVING 
ON LAW ENFORCEMENT ACTIVI~IES 

The follow]n~ are Items of law enforcement personnel's 
1nabl1Ity to obta1n InformatIon from the general publIC 

A) Seattle fIle 86-102, Bureau fIle 86-3202 

JUST DISTRIBUTING COHPANY, INC, 
Kent, WashIngton 

ThIS IS an SBA loan case 1n WhICh the VIctIm 
bank, Old NatIonal Bank, Seattle, WashIngton, who was a 
guarantor for the SDA loan refused to gIve Investl~atlng 

agents InformatIon concernIng the subJect In thIS case SImply 
because the subJect also happened to be a customer of the 
bank. Investlgat1vedelays were encountered and agents were 
requIred to obtaIn grand Jury subpoenaes for thIS InformatIon. 

B) Seattle fIle 9]-4751, Bureau fIle 91-59752 

In thIS Instance InvestIgatIng agents obtaIned 
InformatIon that a possIble WItness 1n a bank robbery was 
employed at Swed1sh HospItal at Seattle, WashIngton OrI­
gInal InformatIon provIded only a phonetIC name for thIS 
employee and agents contacted personnel offIce at SwedIsh 
llospltal In an effort to obtaIn the employee's complete 
name to facIlItate InterVIew They were advl~ed on Janu­
ary 13, 1978, that Swed1sh HospItal employment records were 
not avaIlable and that SwedJsh HospItal would refuse to 
IdentIfy theJr employe~ 

10 -::l..~
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GENERAL ACCOUNTING OYFICE (GAO) 
STUDY TO EVALUATE THE IMPACT THE CONtlQENT\Al
FREEDOM OF INFORMATION ACT (FOIA) 
AND PRIVACY ACT CPA) ARE HAVING 
ON LAW ENFORCEMENT ACTIVITIES 

C) Seattle fIle 29-1965 

I
b7C """'=R~a-I-n-I-e-r~N~a"":'t-I-o-n-a"'l Bank, 

EmpIre Way OffIce 
2/28/77 - 3/29/77 

In thIS bank fraud and embezzlement case, 
Agents v1sIted a former res1dence of the pr1me suspect 1n an 
attempt to obtaIn addItIonal background InformatIon durIng 
the InvestIgatIon. The owner of ,an apartmenthouse In KIrk­
land, WashIngton, refused to prOVIde rental applIcatIon for 
thIS IndIVIdual, CItIng pOSSIble conflIcts WIth the PrIvacy 
Act 

D) Seattle fIle 29-2128 

...........--...-~~I

Bank Fraud and Embezzlement 

Seattle FIrst NatIonal Bank, who 1S a victIm 
bank In fraudulent loan appl1catIons, refused to gIve the 
loan applIcat10ns to InvestIgat1ng agents w1thout the ISSU­
ance of a subpoena, WhICh created conSIderable extra work 
1n thIS matter. 

E) Seattle fIle 87-15575 

IJNSIJB. aka 

WhIle InvestIgatIng thIS case, Jt became known 
to the agents that UnIted,AIrllnes at Seattle was a VIctIm 
In that they accepted a stolen check Ior aIrlIne passage 
The subJect In thIS case attempted to buy an aIrlIne tlcket 
In Seattle, WashIngton, USIng the same stolen IdentIfIcatIon 
and Un1ted AIrlIne computers IndIcated to the tIcket agent 
that thI~ check was stolen. UnIted AIrlInes refused to Issue 
the tIcket WhICh had been completed by the ticket agent. 

2 



GENERAL ACCOUNTING OFFICE (GAO) CO~DENTIALSTUDY TO EVALUATE TIlE IMPACT THE 
FHEEDOM OF INFORMATION ACT (FOIA) 
AND PRIVACY ACT CPA) ARE HAVING 
ON LAW ENFORCEMENT ACTIVITIES 

Durlng the course of lnvestlgatlon. agents attempted to 
obtaln thlS completed but unused tlcket as eVldence and 
were advlsed that Unlted Alrllnes would not make the same 
avallable to the FBI. 

F) Seattle flle 87-15780 

IINSTIB aka 
b7C 

In thlS case, where stolen checks were cashed, 
the bank manager refused to allow lnvestlgatlng agents to Vlew 
coples of these stolen checks Wl thout a subpoena or a rel~);:),,;l' 

from the vlctlm from whom they were stolen. 

G) Seattle flle 29-1944: 

I I
~P~a-c-l~f~J.-c~N~a-t~l~-o-n-a~l"""!!!B-a..lnk , 
Campus Branch 
12/76 - 2/77 

Durlng the course of lnvestlgatlon In thlS 
case, ln an effort to obtaln addltlonal background informa­
tl0n, agents sought to reVlew employment records at the Bon 
Marche Department Store and were advlsed that employment 
records were no longer aval1able because of the Prlvacy Act. 
Agents also attempted to secure lnformatlon concernlng the 
SUbJect from Sears Roebuck Company and Nordstrom Department 
Store and were advlsed that thlS lnformatlon was not avail­
able wlthout a court subpoena. 

H) Seattle {lIe 145-NEW 

I~~_-
ETAL 
Interstate Transportailon of Obscene Matter 

On May 10, 1978, Paclflc Northwest Power Company 
advlsed lnvestlgatlng agents that records concernlng subscrlbers 

3 
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GENERAL ACCOUNTING OFFICE (GAO)
 
STUDY '}'o F.VALUATE TIlE IMPACT THE FREEDOM
 
OF INFORMATION ACT (FOI1\.) AND PRIVACY
 
ACT CPA) ARE HAVING ON LAW ENFORCEMENT ACTIVITIES
 

WhlCh bad been prevlously furnished without hesltatl0n would
 
no longer be avallable because of Prlvacy Act and the fear
 
of the company that they could be sued.
 

I)	 Seattle flIe 76-4326, Bureau flle 76-56782, 
Escaped Federal Prlsoner 

Dur1ng a recent lnvestlgation to apprehend 
subJect, the Soc1al Securlty Admlnlstration at Seattle was 
contacted after lnvest1gating agents developed InformatIon 
the subJect was recelvIng supplemental Soclal Securlty lncome. 
Offlclals at Seattle clted the Pr1vacy Act In refusal to 
supply 1nformat10n concern1ng the fug1t1ve. The fug1tIve b'''' 
was subsequently apprehended at Seattle, Wash1ngton, after 
the expense ofcons1derable tlme and manpower, and at the 
tIme of the apprehenSIon, lt was determ1ned he was currently 
receIVlng supplemental SOCIal SecurIty income. 

J}	 Seattle flle 156-27 

In th1S labor matters case, agents attempted to 
determ1ne what bank records were avallable concernlng the sub­
ject In order that they could be properly subpoenaed The 
bank, c1tIng the PrIvacy Act, refused to detal1 what types 
of records were avaIlable and thlS resulted 1n a waste of 
conslderable tlme and the eventual issuance of approXlmately 
20 subpoenaes for the grand Jury 1n order to obtaln all 
pertlnent informatl0n. 

At this tlme lt 1S not possible for Seattle to pre­
sent any speCIfIC InCIdences concern1ng problems encountered 
In lnformation exchange between federal, state, and local 
law enforcement agenCIes or In the development or retentlon 
of Bureau informants. 
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APPENDIX CO~ENTIAL
 

Jc.Jureau fl.1e 
bi 

K)~eattle h~J) 

J~)I: , 
00 WFO 

I r~) 
'rii> WFO bi 

In connect1on wl.th a recent physl.cal survel.l­
lance l.n capt10ned matters, several l.nstances were encountered 
1n whl.ch investl.gatl.ng agents encountered problems b use of 
the Freedom of Informatl0n Act. A e ts r 

) 
CONFIDENTIAL 

ClaSS1ffE by 1723,
XGDS, C Qgory 3, 
Indefln 

5* 

CONFJD,SQIAL 



I 

DOCUMENT , ...-.1.£	 _ 

f ..' ~ . 
t 

~ ~ 

'3 II "\ I I I, II ""'1 \ r I." I, I j' \ I: I' \ I I \ 'I' () I' j{" I' I { I" 
I 

I, ,"- J'\ 
'¥.. ...........: r
 

'if:.. ,)' ) I l ') • I 1//1 I' , f, 1(, /, I (.I "	 
J" I ')'/0 

CON1)QENTlAL 

GJ~:\c~~i'\~ J' ,;r: )I:'l'n l:r Oh'/"~ ~ ((, i. l )) f:'lIJV{ 
'r,,) ~.~'v t\ ~-,'_ ~ ~ '1" ~ I, r J,' r) : ~'Ll 'I';'"; " ...1; :L,~, ~J /I	 I 

l~:.t ~)~{'ll:1."~t"; .. J lC l.' ( ... 'v ,,) '~I',IJ r'~{ VltC ~ I CT (l'l\)I 

Jl'{:~ l~dV~t\J{j. ()4'J ['_l.',: t,(i'lL.{(~~~"ij.\J,l ~1';1'l,rLTt~S 

_J~~_ -:-~l (}~ __ I '~_~() <1 .. __ ~l__ ?_, ~_,..!.....\_:\:" ~_ ~'1~:1.1.l.1'~~ ~~'_ ... 

I~'!~,~ 1('I! ... 'ft'~l , .I.. l d l' In ) ~ ,,) 't I ~~ (J (' t 1 ur t ~1 1"!~;, ,)" " 

\. ~ ....~ ; 1 1 _ 1 I ) .J., '_ ,I ~ l I J I' ) ... ' L ~ I l I 1\~,~ ; ~.. , ~ .. J ~ 1. \J .... , ;J l ~ P .... l~ 1 II t ~ ~ ~ \ ~ 1 It II~l. '" 1 

I. 'l_ -)_1 (~ (~,I # t:, ~ I', JL t'" .... I.- ) I)' C' J I 2 ...1'"'",) -: .. .)., .) : {{ r J '.. " _ '\"-~ 

? 1 1 ",('y ,\L ~ (1"0 t~)," \ ; 

1) 11,: ... )1.:n " ')'~ .... '-('" '_ \.~~ U~ll-:=-:,-"rl }'''~dl~''lL, ~~ )I~'~ 
nr .. l~~ r 1 •• ~ 1') ·la'~I.. _L:-.:.n.!":- ']a__. _ 

[111,11:: I'll-II" t'.'!'" r)1 J"/16, ~'lt' :,fll".~L~~·\'" j)!." 1 ,t()~l 

...':Il"'~ ""')'';t- ... l r<:·~f ........... L'_(JrL Jtl "ll~~ " :01 ,1 tt 'O't -.tL l~~)..tl ... i d~I" 

not: li':~ .... ~r ..")~ ~(1(_" .:.Ill,,~,~~ .... ,!o (loIre. ~ J)"3!)( .. l~rIJ!"" tt!I_1)J)),I	 1.. 11' I _\,...), ... ~, ~.{TL1..JCO L_,I_n, ('o~(.l~ rnl!..t !....ng :,,~ \ 4 (It''')(., \'.. "'.... l1e. L!l,I' 

(l:~i' L1,'-- 1:1" r1, t ~l)j ... I!t,"· ;~t() I' t, r , , tel/1 \' i ...::.) (111,/ C "'~l~ ,'. ; t­
1 ... \ - () .. I , ) i: L(J (l '" "! J' l~: 1 ' ,'" ~ \, ~ () l \, \ r; 1 1. Il \ \ t : J " I~) ) l ~; rl t ' 

; L' ":_L.. \L .. "tL~l ..:' J(, lllri • JJ(~1 "t"lo_","'~\)1 ,"~~ , .. -~r .. ) ... , _'( J 

.. ')1 1(_,,1l ... ~{... L1)'1-: C(l((' .. ('),' rt, II(J), ,'ll~l(i li,Tr.:. I... ') n·'J. :1\. ... ::1(!!..1 t 
d", ~ ,.~ !.... , ... 1 ,"'\," ty . 1\1 ('(}'(Ll~ 1,O~ ~l" d i .(,'.1 ,I, -.. ~ .. ,(1 t~_., 11 - _':~t-=' 

0~ll ,ttl') Cdtl ,,(~d.G\.:=-r.. 'le, II _11 ~I!~ uJ ... .cd~(lL _0'" ,'t'l. '\f l /-;'1 l.. ~') .... 

11~>:). (.~\ c~, lFl l >r " I," (' 'L1, 1 r. ~,t L l.!- 1l1('\.)r j 'Or ,.1,,, 1 lr, ~,) ~n... L· 

l!1\(">~::'t;:;-ttlV~ C()Tj'L.l'C~I, 'on'>. 

J'>lllY'~ <I :r/\ n, tl .. S(,J~r,,-on (lLlY, 1.<;78) i:lL:l 
: a· ['01'.1 t· -'OJ of Lit.! .".1....'_ ," ..:C) , PC_~.1(.<": ]\:,.:: ).:1rt"1\::'''":.t, ='J ~.,: "':(')2, 
\ L~,C\,')qt., ,1 )~y ... ·f:..·O 1;1 e'll;)~l'~ ~ l,-;l'l)-~.Jpt \ rL/l 1 r .[' ~!t_1T... ::...:) 

0":"\ '"nj'" of l.1lt' ti',,·ll,r:: .• '. 13J (~~,,) 0L rn·, .. '::~J[>I-:' OJl (Y~3L) 1.••10' 

t.Ll 1~l=rnr'~""'"'' 
H!=/"'I;: 1\; ... 



,CON~ENT'AL
 

,, , \ 
" ' 1'1 u', l .. _ J r () J
 

, ,
 
, I J, I :. I ' {I ;' , , 

" 
,, " 

, 
, . fit: t, ,J! 

'. I 

I ( , \ II (': Ill' I , "1 jl " 

I) ': 1_ r (' 1\ ,I V d', .,\. , dJ1fC' ): " I l, , ,I " '\
 
('" l \, I .. ,,) I I (") I I' 1 () II ,"', ,..l, t I L' t} J,'
 

I I' "n I 1 () I , I 1 'I 
I , . ,

'1 \...1 I U l II f ,11,) C' , 1 I ~ , 
, .' 

t" ( , tJ I, t '>11 1 I "1 I ~ , , 1 :> 
~ 

c,n 1 • I ' -, ... ' 1. l:" 
I, 1 I () r"ol ... f f~ I f) 1 I r1", , t 1 .' L' , " ' 

C)"" ,
I , , ' • l , ii, r'l ,1,,"'1 ~ll1 'IV1tJ'" tU~.. 

, , I \ J ) J... 1 I' ') t.l ) ~ <. pi'" l (I • '\ ~ t., \1,' I " "
 

! 1 J! l f) ,If;'/ ~"" ~ ~ I: ~ 1 1: \! I P () f" I l' (, 11 (' ro t II ' '\
 
olll \\' •• ' 'l;" (l~l"ll~... f~lr' or c " 110 Ill;()l" ~I(\I ('011lrJ {'){") J ,J\";:l
 

))' ... C; r) { l II:'" :;'1) r ,O... 'I"t r..... I "'"I,: ... H l lr J I \'"L 1 ., 1..i~ ""'It ~ 11
 
('11)1 _ , " J l' t ,r, : ....' lL ,-.t" r L.Jt;( ,,1 J\~~n, :',1") t: ...~, I"tl~ {- 1 1 :1,,)" ,
 
~ () '.l'!h_· pjC,l LI ),' o [ -:lJ<) 1.~ 'I" \'1..' ~,y , C; '''J l\~ v{) 1·
 

"
"d 

, , 
~ ~ l:" ('I l' I ~!" I) r I)'" ') IO"1(,J () C t'),'1 p~ I V\l~ .. J.~( l ' "'~:JJ : If 

ll,l; lC~ () 1 l!l :::., f (I, C l: )~JI,Jt~lIL.r
f'~ f () r ' l~tt~, 11 ~~L)l 'c L!li~ 
')1 < (. In ,Ill (' Po 1 I, • (> ....- - .. ... .. -- ----­

J J ~~·I\ .. ··,O"l" ljl,'), ,..... 1 c ... '/l.) '.;',. ~or' (,It 2'l~LLor ()1
 

.. '. d' ~II_'" ,'"'.1n~l l·,~"i ...~;) 11 .... 1 Lil t#l~ ~,11 .. 'l' .. ' "~ll .. ~_,-J" J'll~~l til:
 

'_l l' :.f'J~.l l"U l~(' (~ltL( 1...111 ll'.~l :: ~ nc.,~ "rL"l,.... f 'C) ~t" ~Il ...~ J.~-' 

('ll.'1l) ~ ,.J 1 Ll t ,t '1:, \,) 1 ...ll,(l,- 1 t :,l""' }'() r~f'J.~. 0''1 (e t 1 t,ll' (. .. J""l' L·.1 \1' 

IP' _,,, l~",.r (l Jf' ....3~l.)f"ll ,lUo;,c) La ;~"J..(1!r}Jf1, ~111:~\)l'lr1"~, fll~-' 

1' .... :' I ~"1 Ill.: ... ) 11~1 t(l r on.1" de: I '''I :: ~... 3 111 L'--12 I,L d I ("'"If)rl O~· d, l' ,\»).1~ 

'11;)" ,,', ;\. Fdl -Lni'elll,.t t., 'C10 r('l,·:~:-,d•.\.f: " ('(~SJlt, 

1.~" IJ '1· IJ.~I' 0:"' t}~lS lrl[()~:l lIT \i"'-.. «.lrit ~\:-AO Jl \..;h!../_h ( ..".'tprl 

:';","1 Ir oJ,' n V"J': Vc 1 t ,LlC S()'lfCC'. 1,:((', L"tO, r?lcd'-c, l,T 

;"'1". tv ~ l('~ frl..ll a tOL-.'] p0llC;O :l'pr..rll'I('l~L Ltl ~': <,(,01..1,1 

(' II " \' c\ t. 'e' 10 ' ) ,; () [ .HlU 1,! I ~ l~ V< J l, r> L~ 1 1> [ S O1.L Ce. J :: I) ,'. 
'."\ / 1 (' J (1~~ l,! r 13 - 1 l '/;', 1 }l() fir. , 1 1 L () L '()!1 C b J~I :J L [.~l· .. l ..~ .. l~ , ( ...JY'J 

' • ell '~I' D,.... ;, ":Jl'-'-' "Ylei <l ](',(":1 Hdd L.'l)'! 112"il',p"J.pcr 

un ;:;e!)v(,T'd.l~,' 1), 1.9'1:)', ITl a ]10d,h cp.nt['~! city 
~! _ .... f:J ....' '.1-·· .. ' e'l 0 I' [1.1 IIL'/;' iI.' ~'lt 1 ()'l de,] I c d.eu LI) t'l. r C It~t 

"_llt 'I!~, ,.O:~ll ~~-('Lfl~\') T'IO\'_~cnt lLl!"U(1 01. i''1I·~i..>,''· 



\J""
 

( 
- .. , 1'1 .. I ;; I! 'oJl;~ '[' l I • 1 ~ " I rri~ .. l'':.ll,.1 ) ;' J (J /

1_: '(It(' ,f 1'1 l) " (' , , , ,
I

I' )' • t' ,~.. 1. L L' ,'It""

j "• ." I to. _~ 111 \ I ell I l 

---- - comkENTIAL 
b2 

.:. I ... ' I 'I I (, I " I Il, ..... ~ 1 1 \ Fdl ...~ (lnCI';ldjl \,-( (" 1\ ..J J'-• \ \ 

......\·__I_l_L~· ..(._t_•....;1_1:.o__'j........." ll' il ,J.:: loll.- I ,~i -rl ~ /l"r
 
_ ....op-~ ...,jJ. n, •J {) \ • " 0 I' ,- () f \ ,(' J"~'l-.-.-~l·~r~-("1~1.-'_-,>~tr-I-1-',-----....
 

)11i(J~·'1 1... ,(",,1 t')J' .,.." l{ .. J ~ilt"\'. ft' C,(\ d\),~}-, lL ,",) ,'[lljltl lr)'t,l,.t
 

t:t~~ 1,1~ '" ll\('o, (,..1 Lllf()L f1 i-'Ll:) Ct~t"} ..-\"'''~ 'll() 1,11' l11L~,-1
 

I "'1(1 r H , \.;, L I 1 ~ , ~,lll.l\ 'J'- d ~\'" 1,:.1', d'lrl <,(;:"11..-1 L), uLfo . '1
1 

"
 

111 ~.. 'l'l"" (ll""~ ",:,:.1(.1. (d,dd h JJ"~l,1f1·'d.
 
" 

,) I I (HI' .L J I t ~JJ~ , r , d.) ~!, -' ,) I II , ') }1 () ... l, 1 C ,H) ,,1, 1 C' I ,y, 
0' l \:-lll'll;' ,IfI'l 1) 0.11("1"" I"~~L Illt\>rI'!'1. c,·,lc,t...:l Il.l. 

lC: 1 I ~ J 11'"" ~. "'1\lt - ()I~ 1 ,~ ... '" tll [ r:.. ,Il, [,-t. ~ll, ~.. I (.C''''CO 1,'1 

"'If' , \') ~ l)"l 1 ~l) (')1 r, Cl 1 (.) 1 ~l L }J: L, "( 1'" t J." l'1'GIlt ' r)· ...... .11oj 

l~p ~l"1 ...' (l t. 1 : ~·r l"lt.) .... ·,r, lr) II"!"" :lCC~'rlc) to Lt '}) , fJ I_e'-"} ,
 

( J L'l'U ,t ... d _' !~: -'..... 'L(J ,1 ,f ... !> ~I~, tJ~" ~11f: Lll' dl~t i1~C~ 11,.) -Sl 1,' I t ....}r

q 

01 d,' c 10. 11,: f~J; I(U"l fO'l ;l'J ['II InfoI' 1 ulL. J'~llC; ',0"(,(,(, 

111\1, d"j ('(j"~";, (,01 (,"0 ,,, J().~ c,'lbvr;!"'\~' ,Illd/or vloTl'JlC't 
o ·Il'n~.'.i ~~[~)., r or I'" .",l 'l~::.t.I·Je .Lllt,C'1'l,I,L. 

•
 
0 ... _,' rl~"'JilJi'r of Ll'lt~ 11 "'Ie I,.StlCl J{ ..... S-! d .. ~1 C ;\.t:..J;'c"Y­ '.'., v'lr'
 

to1u t\: ~' 1 J..~,I\1t~JP1~1~. ~.h.:" "tit' \,(/u1(1 tlll,T th' !:,,;)~ La v,~I~r)
 

c.. sr(, ,,-,t . 'YI'/, t [1, ~ lh' UO;lJ (~ t.n'.~ l>'U'('anll •
 

' ..""'nl,l J 
Il'l{ f' f .... r 1 

• 1 I [1 (' ,- (.~ -, l',., [.() Ji f) 

lie- i~"' I Ull t I ,)(,~O'1l1t (' ':J he m-I (' t"lr ho\! "._.ny ;)01';;lt L:>J 

,n r (,'" 1 ,1I t ~> ~}~,T" 1),) ~n los L t }p"ough Lh3 i' ~II ,"';11"[1 L,> t I f),;"l 0: '~hc 

1"') I PJl.. 

1'J I('l:tllo~l to (.FpllC lIt lllV')st.g[·Llons corHlllC' ,,:.n1 

hy If» i:'I",l,,\,-'S J~l'r:_,l('f1, "',;,f('r"l l:.~r;n~<J «()~P;'CjdLJ_) l!l r!~~ 

H~'-,j(!--,rd 'lr,~,1('10C;) :<.\(lL nl)!)] IC:J.1L il}1.cl'v1r17~: cli'C not :J~- c:m,h~ 

3 



L ., 
1. 

' 
I I 

,,'. 

.' 

I', 
J, 

, eC'1 Jf) ") , 

'." I I 

u" / I \; 

l ; l' .1 
P.{ I 

·f'
~) I , .. t \ I \ I 

_ " '''1 

, I' 

f 

." 

: ..'\'1 

. 
I fIr 

)l' , I i-

I'''' . 
, 

. I " ," 
!\ b 

l~ 1 ). 

. ' 1 

, ' •• l 

,, 

.' 

" 

1 1,1 I 

'. 
.. . : 

.,. 

, .. 

... ,t' 

,j 

1'- t ,..JU' 

') .. ~ 11 l 

t ,~l ~ 

I 

, ; I , 

1 L • 
~)1 : 

o/."'i' 

" ,.. ' 

(, 

If, 

, ' 
'" 't 

~. I U 



DOCUMENT I _b:.....--_-­
UJ"IiITED STATES DJ..PARTMENT OF JUSTICE 

, 
FEDERAL DUREAU OF INVESTIGATION 

In Reply, Please R..fer to Sacramento, Call.fornl.a
 
g "'/'1.J.~ c!"JtlA..\~ May 11, 1978
 

A • • " I,OUJ Nt~f7l"ff. CONFlDiNTIAr 
t ~ GENERAL ACCOUNTING OFFICE (GAO) STUDY 

0'3-Ro1~	 TO EVALUATE THE IMPACT THE FREEDOM OF 
INFORMATION ACT (FOIA) AND PRIVACY ACT (PA) bI 
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES 
FOIPA MATTERS------ - - --- - --. ------------ -- ­

I.	 INFORMATION EXCHANE BETWEEN FEDERAL, 
STATE AND LOCAL LAW ENFORCEMENT AGENCIES---- ---- - .. ~ -- -- -- ------- ­~ 

As of thl.s date, there has been no known adverse effect 
under FOIPA on the exchange of l.nfOrmatlon between federal, state 
and local law enforcement agencl.es. 

II.	 LAW ENFORCEMENT PERSONNEL'S ABILITY 
TO OBTAIN INFORMATION FROM THE GENERAL 
PUBLIC	 _ ---- b7C 

~)~ource at a local Sacramento unl.versl.ty advised that 
hl.S legal ~~partment has counseled him agal.nst furnl.shlng l.nfor­
matl.O~nfr school records to federal 1 estl.gators because of 
the F _ ll:I'7moro"c ,nct~~ces, l.e., 

• I Bureau f l.l~e~:'T\"I~mr~~-np----..,i"e:"t! 

1. ",: (c.	 C.) 
- ~;~ In an attempt to locate a forel.gn student 

.. G.10 Sacramento univers1ty for l.ntervl.ew, unl.versl.ty off~cials declined 
~ Sacramento's request for aSs1stance 1n locatl.nq subJect, mal.nly 

because of the FOIPA. ~ ~ Bufile 
105-308843, SC-105-3308.' e ~~) 

III.	 REDUCTION IN CURRENT INFORMANTS OR 
POTENTIAL INFORMANTS RESULTING FROM~."\~~~;, FOIPA DISCLOSURE 

"'" 11 ----~------- --- ---- -- ­
~ , ~ ­
') C', I I J ~
"­")'.~~--_....._------------------------...­"''": 

~	 1/(C..1 
"1 t _ ~,-:~c~a-p~t"'l'i-o-n-o-f~-c-a-s-e-o-m-~~t~t-e""!d~t-o-O-''"'""b'v-l.-a-:t-e-n-e--c-e-s"s""'ll.-:t"y--o-,~.... .. ...s"""l. g~t~n~.~s
t c"'l1a-s ....~:ty·~1.~n..

~ £ ~ ~:document.) 110'
 

Co' r-	 ~ 
. r.... 

~ (.-: Thl.s document contains ne1ther recommendatl.ons nor conclUS1ons ofC 

~ ~ ~the FBI. It 1S the property of the FBI and l.5 loaned to your
 
::. L ~agency; it and l.ts contents are not to be dl.stributed outs1de
 

your agency.
 
Al.l. IIIJFlIl1·.lnr'1r: ~.r :. ~.
 

llE:r~I"' It' 

v.p'~{'r 



•• DOCUMENT 1_7&----­
UNITED STATES DbPARTMENT OF JUS'fleE 

I 

I<EDERAL BFREAU OF INVESTIGATION 

Chicago, Illinois
In IWply, Pl_ Refer ltJ May 12, 1978File 1\0 

GENERAL ACCOUNTING OFFICE (GAO) STUDY 
TO EVALUATE THE IMPACT THE FREEDOM OF 
INFORMATION ACT (FOIA) AND PRIVACY ACT (PAl 
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES 

FOIPA MATTER 

Reference is made to Bureau airtel dated 
May 3, 1978, advising of the above mentioned GAO study 
which began May 1, 1978. 

In order to assist in the evaluation of the 
FOIPA impact on law enforcement activities, the following 
response is being set out by the Chicago Office: 

1. Information exchange between Federal, state 
• ..1 and local law enforcement agencies: 

By reason of ~ts location in a major transpor­
tat~on center, Chicago Office inquiries regarding Theft 
From Interstate Shipment (TFIS) and Interstate Trans- 0" '­
portation of Stolen Motor Vehicles (ITSMV) matters are 1_ 

made on a continuing basis of Railroad Police Agencies as ~~ 
well as such quasi law enforcement agencies as the National~ 
Auto Theft Bureau (NATB). Although they are acutely ~ 
aware of, and frequently refer to, the provisions of the ()" 
FOIPA in individual case discussions, no noticeably ~~ 
adverse· affect has been reported to date in Obtaining ~~~ 
Ulformation from these sources. -...ul 

'2. Law Enforcement personnel's ability to ~ 
obtain information from the general public: I ~ 

Wh~le no spec~fic ~nstances have been reported i~ 
in this regard, the reluctance of the general public to I 

I
furnish information to the FBI is more frequently manifested 
in the attitude in a large urban area such as Chicago 
rather than in specific remarks which could be utilized 
in this response. 

This document contains neit~~~~e~i:'::n~~~clUSions of the 
Federal Bureau of Investigation. It is the property of the FBI and 
is loaned to your agency; it and its contents are not to be distri­
buted outside your agency. 

,
 



GENERAL ACCOUNTING OFFICE (GAO) STUDY 
TO EVALUATE THE IMPACT THE FREEDOM OF 

~ i .............~
~"..-------
INFORMATION ACT (FOIA) AND PRIVACY ACT CPA) 
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES 
FOIPA MATTER 

3.	 Reduction in current informants or potential 
informants resulting from present FOIPA 
dIsclosure policies; 

S1nce September 27, 1975, the effective date
 
of FOIPA legislation, the number of criminal informants
 
being operated by Special Agents (BAs) of the Chicago
 
Office has decreased by 76%. Previous Chicago Office
 
communications to the Bureau have attributed much of this
 
decline to the Attorney General's Guidelines issued
 
December 15, 1976. However, set forth below is an
 
example of reluctance to cooperate by an Federal Bureau
 
of Invest1gation (FBI) asset, attributable to FOIPA
 
fears:
 

b2 

b7D 
Chicago Filer-l-ll""""'llll''''''''..c rAJ 
Bureau File	 .1)
----'----f-~-""__:::N'dV\ 

----------~Iis an asset of long standing who has 
furnished information on a continuing basis for a period of 
years concerning high levels of the international communist 
movement. Much of the information gathered by this asset is 
disseminated at the highest levels of the U.S. Government, 
and the FBI has been informed by other agencies that reports 
of 1nformation from thl.S asset have an impact upon the policy­
making levels of the u.s. Government. In addition, this 
asset furnishes on a continuing basis key 1nformation being 
conducted by the FBI.~~ ~ 

Since the advent of FOIPA, numerous documents 
containing information furnished by this asset have been 
released under provisions of these laws. The asset has had 
access to these released documents which fact has had a 
deleter10us effect upon his relationship with the FBI. 
There has been a noticeable decrease in the volume of 
information furnished by the asset, and the asset has been 
frank to state that he no longer has his former confidence 
that the FBI can continue to maintain the confidentiality 
of this relationship. On numerous occasions the asset has ( 
expressed reluctance to furnish information because he fears~ ~) 

- 2 - -	 SCz"-,,___~~~C'th; ­



GENERAL ACCOUNTING OFFICE (GAO) STUDY 
.- - COtSTO EVALUATE THE IMPACT THE FREEDOM OF ­

INFORMATION ACT (FOIA) AND PRIVACY ACT (PA) 
.-~ 

ARE HAVING ON LAW ENFORCEMENT ACTIVITIES 
FOIPA MATTER 

the ult~ate release of such information under FOIA may b7Cresult in physical jeopardy or in leaving him open to civil
 
suit by ind~iduals who have been the subJect of his
 
reporting. {!his asset has not terminated his relationship
 
with the FBI, but the relationship is now a very tenuous one.
 
Should this relationship be terminated, it would result in
 
the loss of extremely valuable ~nformation and severe damage
 
to the national security interests of the United States~~J
 

4.	 Miscellaneous 

In a recent case captioned, "UNSUBi Theft of 
1977 P1per Single Engine Cherokee •••• Elgin A1rport, Elign, 
Illinois, 7/31/77, ITSP - MT" (Bufi1e 87-145321, Chicago 
File 87-46483), an FOIPA request was received on January 23, 
1978, from the Office of the United States Av~at10n 
Underwriters (USAU) in Des Plaines, Illinois, "regarding 
the theft and identity of the indiv~duals involved." 

On January 25, 1978, the Chicago Office d~rected 

a letter to I Iof USAU adv1sing that the 
information requested was being withheld under Title 5, 
United States Code (USC), Section 552 (b) (7) (A) 
inasmuch as disclosure would lIinterfere with law enforcement 
proceedings, includ~ng pending ~nvestigation. (It is 
1mportant to note that a suspect has been developed as a 
result of our ~nvest1gat~on of this theft.) 

On February 16, 1978, I 1 filed an Appeal 
from our denial of access to these records. The result of 
this Appeal could be most significant, in the opin~on of the 
Chicago Office, for two reasons: 

1.	 If successful, the USAU or any other insurer 
can initiate action 1n a civil proceeding for 
recovery of funds expendp~ in settlement of a 
claim. If the defendant in this c1vil action 
is a potential criminal defendant in the FBI 
investigation, then the situation could well 
necessitate the use or FBI documents in a civil 
suit prior to their introduction at trial in 
Federal Crim-rnal Court. PreJudice to the 
Government's subsequent prosecution would be 
a very real possibility. 

- 3 ­



-
GENERAL ACCOUNTING OFFICE (GAO) STUDY 
TO EVALUATE THE IMPACT THE FREEDOM OF 
INFORMATION ACT (FOIA) AND PRIVACY ACT (PA) 
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES ac •• ~ 

# p"FOIPA MATTER	 ­
2.	 If successful in this Appeal, the USAU and 

other ~nsurers could reduce the costs of 
maintaining their ·investigative staffs, opting 
instead for utilization of FBI reports and other 
documents obtained through the FOIPA process 
in effecting settlements with cla~mants or, as 
above, in seeking to recover 1nsurance funds 
from persons whose identity can be discerned 
from review of FBI documents. 
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DOCUMENT I .B:.----~ 

UNlThD STULS Dl P1\HT\fl Yf OF JL~TICE 

f E.. J) L n A L U lJ H I. A I {H 11\ \ L., r 1(, AT I ON 

POl t 1 fino, Ol'egon Q-,'.. 2..D03 
It1 Repl). Please Refer to 'J? Y 12, 1C)7R ~61.(,? 1.)'f/1JAl/c.....
hI.. 1\0 

J 
o 3- ~6'7'3 

GENERAl ACCOUNTING OFFICE (GAO) STUDyCONF~NT\Al 
TO EV/II UATI. Tim IMPACT 'I'HE FRElmOM OF
 

TNFOmlATION ACT (FOIA) AND PRIVACY J'ICT (PA)
 
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES
 

(1) Information Fxchange Between Federal, State and 
Law Enforcernpnt A~enc1es: 

None. 

(2) Law Enforrpn:cnt Per~onne1 's Ab111 ty to Ol~ta 111 
Information from the G<'neral Pl1bl1C: 

poIol'~""'-I.I~""'...,l,O,J,6,/""""'-'IoI.~"""""""',l;i",i;lioooloooli.liio.ol"""',j",\,j,"'I....,J",,I,~l.I.I.liiotl 1977,S t, 
captloned ' Portland file t''.: 

a rpSl en a1 appo n men , ~ I 
in separate interviews, expressed hesita­

tion and reservatlons regarding their comments concernlng thp 
appotntpe, and desplte assurance of confldentlallty in accord 
with reouests therefor, indicated their answers and comments 
Were tempered through fear of compromise. Both expressly stated 
they couJd be more candid, perhap~, hut for rpcently pubJ1cized 
"leaks" from the U S. l)p.pnrtment of Justice In othpr matters. 

(3) ~pdtlct ion 111 Cllrrent Informants or Potent ia J 
Tnformants ResultIng from Pr~sent FOIPA Disclosure Policies: b2 

On several occaS10ns in the pastl I an b7D 
,~ Informant of the Portland Div1sion who has furnished reliable;;-: 
f~ inform~tlon regarding the American Indian Movement and other. 

activist groups, vOlced Ins concern for his safety out of fear 
c that hIS identity would In the future be revealed despite present 
~ assurances that his Identity would be conCeaJed.~u) b2 

C	 b7D
•	 '1: On Apr il 24, 
~ recent indictments b7C- l5 ~ ~;';':';;;;"";;~~=-=-"";;;'::~~;';;;';;;~~";;;";;""'----------------"I"f"7l'e-a~r~s =~ ~ ~~i:"I!""""!I!'~-~~~~~~p~a~r=m~e~n~-l~n~v"e-s"'!""'l'l-g"a-:tl""'l-o-n--o""ll"'''''!t"':'h-e-s-e--l-n""'!d!""l-v-l-d~u""a Is b 7D 

q:J: ~ wl11 result in the revea 11ng of names of informants who worked 
in the field diviSIons to the publlC. He stated that If his ~ ) 
name were ever released from FBI flIes pUblicly he would fear lA 

/0<").-511 tt 
'.:' ~.~tT_~r~~:;TTT IW, ~(',. - )2~~ h~~3 -- ;l~ 3j r "'I·¥".;··r'!"f~·~/tj~u' 
THT~ ': 7 1 _ - \ _ _ _.5_- _~ I ~ 1/	 I) )1., !1j",li..J:}»l~ltft'«-. 

~" ~ I 0 Ir 0- ClDSUP~ 
r 
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GENEHAi ACCOUNTING OFFICE (GAO) STUDY 
TO EVALU/\TE TIlE IMPACT TJ~ Fm;EDl>~f OF
 
IllFOT:.IIlA'l'IU1\' ACT (FOII\) AND PHlvACY A(;'r (PA)
 
ll:~~ ·:....VIKG O~~ 1 AW HHFOnCE~1ENT ACTIVTTIBS 

b2	 for his personal safety becal'se of his long association with 
the ERI qnd his cooperation 1n domestic securlty investlgation<s.

b7D J stated that when he began assisting the FBI it was 
wlth thr understanding that his 1dentity and the information he 
fnrnished WOIl J d always rema In conf1dent la L ,..yAar1d on thlS undel~­

'Stand1n~ he has cooperated over the years ~\vy 

(c,)11 
bl 

______...,.. --I"""""l_-"'I"'....~r___----- ..",IIadv~sed recenttha t 
news account!'> 1n local Portland, Oregon newspapers regardlug 
na1erlal made available under the Freedom of Informatlon Act had 
di~closed the names of several ind1viduals in a professional 
capaclty from Portland who had asslsted the FBI and the nature 
of their assistance. This type of public1ty, according to the 
potential source, would he detrl.mental to any indl!vidual 1.0 

busloess who elected to cooperate w~th the FBI.Jt~) 

(4) :.uscellaneo\ls: 

A continuing concern of Agents hanoling Bank Fraud 
and Emhezzlement Invpstigatl0ns 1S the Pr1vacy Act's restrictions 
on disclosure of information to tb(> prlvatc sector where those 
conrelned are Lonk management officlals In cases lnvolv1ng defal­
cat10ns of employees of banks, partIcularly those in fldvciary 
posltl0ns. Of particularJconcern ar(' those instances In which 
prosecution 1S decllned even though admIssIons of guilt are made, 
\nth a resultant lack of "public record 1nformatlon" which could 
Justify disclosure The Portland Office believes that dlsclosure 
of such information to banking authorit1es should be included in 

tthe "routIne uses ' provl.s!ons of the Prl.vacy Act or otherwise 
prov1ded through remedial leglslation. 
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.. -OOCU'9113--- ­
Ul'4 .. t'ED STATE.S DEPARTMENT OF J _!TICE 

FEDERAL BUREAU OF INVESTIGATIdN 

Ira Reply, Please Refer to 
FIleNo 

WaSh1n~ton F1eld Office 
Wash1n~ton, D. C. 20515 

lfay 15, lq7~ SFC"1F.T 

G-l~.:-a~I'JI r. J\Cr-(1tl'i'J' ('x(f OVFlf'J. (~Vl) 

0TUDY Tn I~V PLUATE Tn.... r\pl\f'r;' T;'1 
FRF.:cno', or DIFOR'fATIf)"l A('T (rOIA) 
AHD pnIVA('Y ACT (nA) All1" EAYInr~ 

ON LAW LNFonCf'mnT I\C'J'IVITlfS 
F0IPA 'fA':"TEr.. 

The follO\V1nr,- are s1tuat10ns expc-ar1pnced bv th1C; 
offlCC 1n re]at10n to the ahove capt1on. CU) 

1)	 Informat1on exchanKed hetween Federal, 
~tate and local law enforce~ent a~enC1es. 

~~o speC1 f1C S1 tun t10ns are noted. 

Law enforcement personnel's alnl1 ty
 
to obtu1n 1nformat1on from the
 
general publ1c.
 

bl 

I.--------ro---------------.::'I~ 
~~r::T 

ClaSSIfIed bV~?
 
Lxempt from OD , CateKorles ~ and ~
 

Date of Declass flcat10n' Indefinite
 

fbi" dO:'U"Dent C")rla,'1O .. ,. tber 
reC'tlmm&ndatJCl " n~r C"Llf"C: ..,;,O"l.$ oj 
the FBI I"t 1./ c(p 

")"').1" tlt,J: r 
I~O II.! Q J " Ie, .cd I., y.ot r aqellC)". 

1?df:jC~R~/ 
.c:f{ClOS:.: ...t;l 

t 

-- ---- - - ----------- --- --- -- --_._----_.- ­
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'";1\0 STUDY TO J:VAL{;J\.~T: 'T"'J: 
I il1 ACT 7'r:r. Tt'()It"1.1)l\. '\'i:C ;T,\~Tr-r 

~ •• ~T LTF) :C; TJ"'" \rr.,::yy- r~' 

bl 

~s)10-	 ..... 

\n~() Sf\. supervumrc; have nrlvJ.se.1 of nUPlerou,,; lnc;tanCE>S 
\""1crcJ.ll Il(~ojJle are reluctant t() fllrnJ.sh J.n fortr':l tJ.on to tbp 
rIll for fear of dJ.sclosure of theJ.T namps. SpecIfIc attrJ.butlon 
of tIns reluctance to "FOIl'"" is 0J. f fl.cul t, lIm"ever, hec'mc;0 
SAs are hesItant to J.nJect FDIPA J.nto the J.ntervJ.ew for fear 
of"dryJ.n{; up" the 1ntervJ.ewee, potent1al source, or actnal 
source. Conr,-ress reco~nl'7,ed tll1f3 concept 1n the PrJvacy flct, 
SubsectI0n'3 (J) and (k) In 3110w1n:~ the head of th e flrrencv 
to exempt part1cular 1nvpsti~atory records froPl cprtaln 
requIrements of the Privacy Act. The Attorney General has 
exercJ.sed hIS statutory authoritv J.n TJ.tle 28, Code of 
rederal TIeeulatlons (CFR), Part lr. rv', exemptInr; pnrtlC'ul nl' 

FBI records from certain subsectJ.on~ of the PrJ.vacy Act 
iJ(~cause to subJ ect the records to t 1'0 Prlvacv Act l\'o1l1rl. 
"Invade the prIvacy of prI\'at~ cltl r.>;ens who prov1(le ]T']for­
matI0n (to the FBI)" and would "In}nlnt private cItI"::ens 
from cooperatln~ wIth thc FBI". SInce the records are exempted 
from PrIvacy Act reqUIrements and because the complex1ty of 
the PrIvacy Act renders 1t d1ffIcult to explain, most Spec1al 
Agents do not raise the specter of FOIPA 1n 1nterVlews and 
may never know, and therefore cannot document to what extent 
the FOIPA has been a factor In the Interviewee's declsIon 
to be cooperatIve or COMpletely candld In the intervic~r, (U) 

3)	 ReductIon In current Information or 
potentlal Informant~ resultlng from 
present FOIPA dlsclosure policies. 

bl 

fA. WFO flle (	 ~----]JX. 
{\ J JrS):rr 
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nAO STUDY 'fO EVALUATE T~m 
eIP:\CT TIlL FOIAPA :\RE HAVING 
0N LA'\ l::n·'ORCml:C~~T ACTIVI'J'I:C~ 
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GAO STUDY TO EVALUATE THE 
I TPACT TIlE T~OIftPA J'nE HAVI"t1"j 
0': LA ", ]':~T'f)rCF'IT ~TT I\CTIVI'I'TT'S-,..--------------.....;,-,­

T' -1;'0 J 1 1 pi L'~) 

11....-------.......1~)C?)
 
'4) ~Ilc:;cellaneous 

The thread runnln~ through the above cited SItuatIons 
IS not a FOIPA release of lnformat1on w~lch IdentlfleS ItR 
contrIbutor therebv causinp hin to cease furnlshln~ Infor­
rnatl0n to thf' FBI. Rather, the common thread IS thf' Fear In 
the sourc.e I s rrnn(l that sOMehow becausp of FOInt\ IllS iclentl tv 
as an FIH source \'1111 be dIsclosed. Wl1ethE"r the sull J~ctive 
fear In the source's IDlnrt 15 or IS not Rroundect In fact IS 
Irrelevant to our purpose. The result to the V.S . Government 
IS the SaI'le - depr1vatlon of that InformatIon the source 
would have furnlshed. T:1e only question 1S - io:; the fear 1.n 
the source's mlnu reasonahly founded, or are the sources 
whose cases are narrated above overreactLnp' to F0IPl\. eU) 

It can safely be said that the avera~e person does 
not understand FOIPA. In fact it can poss1bly be saId that 
most lawyers do not understand FOIPA. \fost people see the 
FOIPA as an 'amorphous MechanIsm that forces r,overment agenCIes 
to release all types of informatIon that the a~encv would 
otherWIse rather not release. The fact that FOIPA applies 
to the Fill is all that most people know and 1.S the fact upon 
whIch they make theIr decls10n to cooperate or not to 
cooperate. (U) 

-4- S~ET __ 
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GAO STUDY TO EVALUATE TFF. 
BfPACT THB FOIAPA AP.J: H:WI W"j 

ON LAW 1~~ORCr;'n:::N't' ACTIVITIl~S 

The answer ]~ not to altpr tlH' t!l<:;clo">Ilre pt·()c(>o'3~. 

The an<:;\\,cr 1<:; to E'xempt F~lT crtMulal and c:;eCUT1.tv fl.le:s 
frol11 }<'OIP,\ ent1rely. 'T'hen ['nd on] v thon WI 11 the AMer1can 
puhll.c_ ar;aln 'w.ve COnfHlf>ncc 1n tIlE' l.ntef!rltv of FBI 
recorcts ann' p willlnrr to (,tep forward \1'Jth lnformat10n. (IT) 
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Re Bureau airtel to Albany, 

Enclosed for the Bureau are five 
LHM captioned as above. 

-­

bl 

DIRECTOR, FBI 
ATTENTION: 

TO: 
ROOM 6280 
TRAINING AND RESEARCH UNIT 
FOIPA BRANCH 
RECORDS MANAGEMENT DIVISION 

~ 
h : .5}\C, MEMPHIS (190-20) (RUC) 

JECT:~&ERAI' ACCOUNTING OF[I~lGAO) 
STUDY 'm 6VALUATE THE IMEAC:t 
'llUt fBESDO,M....QE, ....J;.NFQB1:4ATION AC1'•....(FOIA). 
AND PRD'ACY beT (J~ l\) A.RB .lUmXNG ON 
~W ENFQRCEMB~T A~~~.t~~§ .. 
FOIPA MATTER 

-­

f 
The source trferred to in the enclosed LHM is 

_ ~__.u~)ernPhiS fil~_ J ~Jreau file 

-_tlCJ REC-122 

/f(}-!~_

, 
I
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CllNF'IBOOJAl "DOCUMENT I -.a..:L1~__T_ 
UNITED STATES DEPA-RTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION 

New York, New York 
In Reply. PleMe RefB to May 19, 1978 t ..". ~()3 ,t"'''UL..~ FIleNo 

'::';'\' 't"' -, ,,' f,6).{,_/ Nf.,r7~ 
- • Iof:tli~j(o~~J·· - .-.-._­

General Accounting Office (GAO) 
Study To Evaluate The Impact The 
Freedom Of Information Act (FOIA) 
And Privacy Act (PA) Are Having 
On Law Enforcement Activities 

1)	 Information Exchange Between
 
Federal, State and Local Law
 
Enforcement
 

In recent conversations with two members of the 
Metropolitan Police Department (New Scotland Yard), in 
an investigation concerning copyright matters, these 
two policemen stated that they did not furnish all 
information to the Federal Bureau of Investigation as 

," 
~ - ( they ~af in the past due to the Freedom of Information 
t. ( 
(. - Act. jf\U) 
IJ ­

The New York City Police Department Intelligence 
Division has among its responsibilities the responsibility 
of gathering intelligence information relating to terrorist 
matters. They have developed through the years police 
officers acting in an undercover capacity who are targeted 
against certain bombing suspects. These suspects are the 
same suspects being investigated by this squad. On several 
occasions, officials of the New York City Police Department 
have expressed grave concern about giving the Federal 
Bureau of Investigation any information from these under­
covers because of the FOIA. They feel that should informa­
tion from these undercover officers be revealed to members 
of the pUblic, their identities could easily be compromised 
and their lives placed in great danger. It is noted that 
they do furnish us with information from these officers; 
however, it is normally in abbreviated form and the amount 
of which is actually excised before being given to us is 
unknown. The amount of 1nformation being furnished is being
furnished because the officers involved are professionals. 

1'111s dOCU'178nt aontains o .. j th"'" Claadtied by S" -a,..,3I 

recC'lmIIendetlons nor CC':lC 1'\~) /"It'S of Exempt from GDS,IlkJ~'Ir7""":~::¥._~
 

the ~I. It Is tl'>e prt)-:'31't" of DateofDeclasslti tl IndeftDfte__
 
the :·BI and i~ J (I:' ed t') yO'.lr :lgency; , a~ t2 - 0­
it c:l11d J.ts QOHI ~nt.3 ara not to be C ~ 0
nllthfnrnl
dJ.strlbuted out.sJ.de your 8gency. ~iE , ....=n'III[ E' ..,~UR8 



However, should one of these undercovers be exposed 
because of the FOIA, it would probably be the last infor­
mat10n we ever get from this source. 

2)	 Law Enforcement Personnel's 
Ability To Obtain Information 
From The General Public 

1­ b7C 

~u~n~l~a~w~£~u~I~~F~I~1~g~h~t~T~o Avo1d Prosecution (UFAP) Murder 
(00: Miami)
 
New York 88-18188
 

Associate refused assistance because he felt his
 
name would be divulged.
 

I	 1­
UFAP - Murder 
(00: Mobile)
 
New York 88-15135
 

One family member and one associate refused
 
assistance because of fear their names would be divulged.
 

u 
Escaped Federal Prisoner 
(00: New York)
 
New York 76-6126
 

Four known associates stated during interview
 
they feared their names would be divulged if they cooperated.
 
Subject subsequently captured and received sentence of
 
imprisonment for 95 years.
 

Interstate Transportation of Stolen Property (ITSP) (F) 
(00: New York)
 
New York 87-80957
 

, 
In a recent investigation involving the fraudulent 

encashment of checks at the Banker's Trust Company, New York 



I 

...........
 

New York, wh1ch had resulted in a substantial loss to 
that bank, the FBI requested the turnover of evidence in 
this matter, i. e., account signature card and original 
checks, and the bank manager insisted on a subpoena prior 
to releasing the documents. Subsequently, a high official 
of the bank told Special Agents that he could not understand 
the necessity of a subpoena since the bank was a victim and 
should not be hampering the Federal Bureau of Investigation's 
investigative efforts. 

This is an example of the frequent investiga­

tive delays caused by confusion on the part of banking
 
officials as to their obligations under the privacy laws.
 

Unknown Subject;
 
Theft of Seven (7) .45 Caliber Weapons
 
From National Guard Armory, Queens, New York
 
Theft of Government Property (A)
 
(00: New York) 
New York 52-12284 

Potential witnesses with information relative to 
the above-captioned theft were afraid to provide such informa­
tion for fear that at a later date their names would or 
could be released under an ForA request by the suspected 
thief. 

Unknown SUbJect; 
Harassing Telephone Calls Received At 
The Egyptian Mission To The United Nations 
Protection of Foreign Officials 
(00: New York) 
New York 185-755 

Due to FOIA/PA ramifications, the New York Tele­
phone Company procedures for access to subscriber information 
and toll records substantially delayed investigative activity 
in the above-captioned case. 

- 3 ­
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b7C 

coo: New York) 
New York 90-183 

Inmate witnesses at the Metropo11tan Correctional 
Center (MCC}, New York, New York, could not be convinced 
that their identities could be protected because of FOIA 
legislation and refused to cooperate in an investigation 
concerning contraband sales of drugs and liquor by a 
federal correctional officer. Said witnesses feared 
reprisals by the correctional officer and her fellow 
officers at a later date. 

A squad involved in investigations regarding 
terrorist matters has been in contact with certain legitimlte 
enterprises regarding the possibility of starting a citizens 
reward program for the apprehension of certain terrorists now 

• 

,J 
charged with terrorist activity, the potential sources of 
the financing of this operation have been extremely reluctant 
to cooperate because they fear their names will eventually 
become public and that they themselves will become the target 
of terrorist acts. Although these businessmen never speci­
fically state that the FOIA is the source of their problem, 
it must be considered as possibly being one of their fears. 

This squad has been attempting to contact certain 
members of the news media in order to solicit their coopera­
tion along w1th the telephone company's cooperation into 
legally determining possible locations being used by 
terrorists. Members of both the media and the telephone 
company have expressed a great reluctance to cooperate because 
they likewise are fearful of their identit1es being made 
known and their companies being the targets of terrorist 
acts. Certain persons contacted have specifically mentioned 
the ForA. 

This squad is currently conducting investigations 
into allegations that members of the Church of Scientology 
framed an individual by the name of I Jby 
mailing a bomb threat and arranging to have her 1n icted 

- 4 - CUNFrpemA[ 
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for the bomb threat. Members of this organization are 
very litigation conscious and have often filed under the 
FOIA. In January of 1978,1 ~ a former b7Cmember of the organ~zation, expressed a great reluctance 
to cooperate in the ~nvest~gation because he knows that 
often church members file under the FOIA and he was afraid 
that any information he provided would be disclosed to the 
Church of Scientology and eventually his cooperation would 
be known. On March 2, 1978,1 . also former 
members of this organization, expressed similar reluctance 
for the same reasons. 

• 

In the field of arson investigation, it,is 
~mperative tha~ investigators have access to numerous docu­
ments relating to fire losses that a subject has incurred. 
In an effort to secure this information contacts with all 
maJor insurance companies as well as the Fire Marshal 
Reporting Service have disclosed they will provide no informa­
tion without first being given a subpoena. All of the above 
indicate that they have established this policy because 
they feel they can no longer furnish information of th~s 

nature to law enforcement agencies without the possibility of 
this being d~sclosed through the FOIA or PA. They advise that 
their legal departments feel that if a person learns that they 
have provided this information, they are then opening themselves 
up to civil suit for doing so • 

3) Reduction In current 
Informants Or Potential 
Informants Resulting From 
Present FOIPA Disclosure Policies 

New 'ork ~ b2
 
Bureau b7D
l-­

Source refused further cooperation because of 
fear identity would be revealed. 

- 5 ­



b2 New YOrk~---------
b7D Source refused further cooperation because of 

fear name would be divulged. 

~New York C...._---, 
Afraid name would be disclosed. Refused further 

cooperation. 

PC, who was ~n an excellent position to furnish 
organized crime information advised he would not assist 
because of the FOIA. 

New YOrk~-------
Refers to personal hesitancy to divulge certain 

information because of the FOIA. 

• 
. ~) 

r-v 'advised that she 
would prefer~t to be recontacted by specl~l Agents of the 
Federal Bureau of Investigation. Citing the increasing 
frequency with which details about contacts between United 
states 1ntelligence agenc1es and their sources have appeared 
in the "New York Times," in other national pUblications, and 
on radio and television, the source indicated that exposure bI 
of her relationship with the Federal Bureau of Investigation 
could cause great personal damage to her p . a (C-) 
well as catastrophic, perhaps fatal damage~~~~.-. .-. .-. ~ ~ 

,.....::..------------....1 C.) 
......~--~-----__-~~_--Ie,I'advised that he 

would prefer not to be contacted in the future by Special 
Agents of the Federal Bureau of Investigation, because he is 
concerned that his identity may become revealed. He explained 
that he has read accounts in newspapers of Federal Bureau of 
Investigation informants' identities being revealed as a result 
of court actions and/or the Freedom of Information Ac~. ~ 

- 6 - CDHtrnAl
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e su Jec was coopera 1ve an 1n orma 1ve 
that he would be worth contacting in the 

~~-------------....., 

future. When approached in this regard, the sUbJect stated 
that he did not wish to be contacted regularly by the Federal 
Bureau of Investigation and that his reluctance was based on 
the fear that his cooperation would become known and his 
business operation would then suffer.Jt 

It is felt that the subJect's fear was at least 
in part a result of common knowledge of current FOIPA dis­
closure policies. 

Since late 1972, an individual had been providing 
1nformation to the New York Office of the Federal Bureau of 
Investigation on a confidential basis. From the very inception 
of this relationship, this individual insisted that he would 
not testify in a court of law, nor did he expect the FBI to 
disseminate any information he had provided to another agency 
which could divulge his identity. 

In ttm~this individual was ~n position to provide 
information regarding top echelon, organized crime figures 
and top rate fraud schemes being perpetrated on the financial 
community. 

This source was extremely cognizant of current 
events in the law enforcement/judicial areas which could 
affect him personally. During calendar years 1976 and 
1977, the New York newspapers, as well as other news media, 
were quick to sensationalize on the police/informant relationship 
and would attempt to identify confidential sources whenever 
possible. On these occasions, when an article would appear 
in a newspaper or periodical about confidential source who was 
identified, or when a jUdge demanded an informant's file to be 
produced in court, this source would discuss with his contacting 
Agents the Federal Bureau of Investigation's policy regarding 
these matters. 

- 7 ­
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In late 1977, this source, who had continued to 
prov~de excellent information about organized crime figures, 
began to make himself unavilable to contact. When contacted, 
this individual insisted that he was no longer in position 
to gain the type of information in which the FBI was 
interested, and that he preferred no further attempts to 
contact him. The contacting Agents knows this source to be 
a con-man who has depended on this style of life as his 
means of support for the past ten years. He has no other 
means of earning a living, and he will continue to earn a 
liv~ng in this manner. Based on these facts, his contacting 
Agent knows that this individual will continue to be in 
a position to gain information in which the Federal Bureau 
of Investigation is seriously interested. 

At last oontact, this individual stated that he 
was not going to cooperate with the Federal Bureau of Investi ­
gation because he did not have to. Through previous discussion 
he had prepared his contacting Agent for the eventual termination 
of this confidential relationship by constantly calling 
attention to his need for absolute confidentiality. 

4) Miscellaneous 

~I'r"'"""",--------.,j~ Fugitive; 
b7C 

• Et AJ.
 
EID
 
(OO~ Chicago)
 
(Bureau file 174-7277)
 
(New York file 174-2545)
 

On January 24, 1978, this office received information 
that one of the prime FALN suspects,1 I 
was applying under the FOIA. Sources close tol Fdv~sea 
that he was applying because he wanted to see what agents 
were working on his case and what the Federal Bureau of Investi ­
gation knew about him. It is only by chance that the Bureau 
learned of his request. It is noted that he applied at 
Washington, D. C., and the New York Office, which is the 
office investigating him as a suspect, was never even advised 
of his application. The information which was furnished to 
him under the FOIA-PA was really of little significance; however, 
the New York Office is unaware of how many o~her suspec~s in 
pending matters may have applied and have gotten information 
which may have jeopardized our investigations.~J 

I 



I 

Much of the investigation being conducted by 
the New York Office bomb squad involves the FALN, which 
is bombing allegedly to further Puerto Rican independence. 
Recently, many newspapers, especially Spanish speaking 
newspapers, and radical pamphlets have carried articles 
pertaining to the Bureau's investigation into Juan Mari 
Bras and the Federal Bureau of Investigation into the 
Puerto Rican Socialist Party (PSP). These articles 
contain actual Bureau letters, reports and other serials 
which when pUblished in a very edited form tend to show 
FBI investigation into these areas in a very unfavorable way. 
Agents, when attempting to contact people regarding 
Puerto Rican independence, are now faced with comments 
that we are not in fact investigating terrorist bombings, 
but rather conducting invest~gations in order to end the 
Puerto Rican Independence Movement. People making these 
comments often support their accusations by commenting on 
similar newspaper articles. ~l~ 

Because of the FOIPA, the general public now 
believes it has a right to all ~nformation. In the 
UNIRAC investigation, New York 183-340, articles detailing 
the thrust of investigation and the identities of a 
source as well as an undercover agent appeared in the 
New York Times. This information has endangered the lives 
of the source and the undercover agent. 

Sources who were willing to wear a body recorder 
are more reluctant to cooperate because their names 
could be made public because of an ~nclusion of 
their names into the Elsur Indices. In a case involving 
a well known sports f~gure, who wore a body recorder, 
sufficient evidence was not obtained to prosecute the 
subject; as a result of the investigation, the individual 
could be identified through Elsur Indices and his life 
could be in jeopardy as a result of these disclosureS.~tA) 

" 

\
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UNITElJ STATES DEPARTMENT OF JUSTh.:E 

FEDEHAL IlUUEA U 01,' INVEC;TIGATJON 

Newark, New Jersey
I,. n.."ly. Pluue R~/,.r to 

na~~, 1978lite /\'0 

~r;~~: ..t~3" ~()U_' AJ~s/8Aw/~ 
O~ -k O?~· - -' · - - CONflrfE.NTIAl 

GL:/1ET{/\L l\CCOUN'l'ING OrFICr. STUDY 
TO	 l~V1\J..Ul\TE TIlL: UIPi\CT OF THE 
rrn;EIKJ:1 (JF INPORMA'I'Iml ACT (rOIl\) 
AND PRr~ CY ACT (PA) 
ARE lIf.\	 . G ON J..A\'1 ENFORCEJlENT 
JI.CTIVT', L":S 

The follo\11nq 1nformation is set forth hy the Newark 
Office of the Federal Bureau of Investigation (FBI) to comply 
"lith instructions 1n Bureau a1rtel to Albany, dated !fay 3, 1978, 
and captJoned as above. 

1.	 Information Lxchange Bet""een Federal, State 
and Local Law Enforcement Agencies 

The various rederal invest1qativc agenc1es such as 
Naval Invest1gdtlve Scrv1ce, Office of Spec1al Investigat10ns 
of the Air Froce, M11itary Intelligence, etc., use different 
gU1de11nes as to the application of FOIA and PA matters. The 
effect of this has been shovln most stron~ly at the regularly 
scheduled meetings of the Interdepartment Intelliqcnce Con­I	 ference, for Sou~lern New Jersey, generally held at Trenton, 
New Jersey. Attendees at these meetlngs hove stated that they 
are reluctant to d.1.SCU5R mutual or co,'unon techniques dnel acti ­
vities in the 1ntel11gencc gathering field because of the pro­
blems such discussions may generate under rOIA or PA. 

r--	 ~b7C 

l\s recently as ltay 16, 1978,1 ~ 
Union County rrosecutor's Office, Elizabeth, New Jersey, 
st~ted that the rOl1\ definitely had an erosive and negative 

"	 eff~ct on t.h<:.> nvaJ la}n) 1ty of informat10n that local sources
 
would pass onto him J n \\l'h;i.ch the Federal Government had an
 
interest. 11<:.> blated that local sources \lill often hesitate
 
or not provide 1n(ormatJon because of the fear of disclosure
 
through rOll'. PA.
 

This document contain~ neither r~commenddtions nor 
conclus ions of the FDI. It'15 the property of the filL and is 
loaned to your agency; it and its content~ are not to be dis­
tributed outside your dqency.
 

Alll'l~irl""~ -~ .•,,..,, -. I'Cl()­;' -7HFr'"":o, ,~ ~ -, ,	 :m
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GENCRAL nCCOUNTJNG OFFICE STUDY
 
TO EVnr~UATE THE IMPnCT OF TIlE
 
FREBoOtt or INFORHnTION ACT (FOIA)
 
AND PRIVACY neT (pn)
 
ARr. ur\v [Ne; ON J..nH ENFORCCHENT
 CON~NTIAlAC'l'JVI'l'ILS 

As	 a spec~fic Cdse, he cited Newa1.k case captioned 

L....~-~~-~-----~-~-_:__--:_:_~::__:_----""":""":'---Ib7C 
stdt.ed th.:l.t h~s sources and contacts ~n the Cuban community 
were re1uct<mt to prov~de informat~on ~n this Federal case and 
others because of the fear of disclosure. 

Local law enforcement agencies are aware of the 
FBI's attention Lo record~ng all ~nformation received from theM 
and thus appear more guarded in the information thC'y are willing 
to d~sscm~nate lo us or, in some cases, simply refuse to be 
candid. 

A recent Ue\.;rark National Academy case involving 
~ clearly underl~ned the con­

--c-e-r-n--o-f~-a--p-r-o~l-C'-c-t-e-d~-s-o-u-r-c-e--t-o--~i~d--entifyhlmself as the source 
of derogatozy information and who clearly stated that he wa~ 
aware that N~sivocc~a would hdve access to 1his information 
through FOIPA. I Jtbat T,rAre ;rter­

• 
viQwed s~mp1y refused to be c~ndid regarding due to 
their aW.:l.renefrS that the d~vulgence of such information would 
be cause [or personal reprisa1~. 

In dnothE"r &u~tability type invnst1gation, a local 
police depdrtment refused to make a record check on the app11­
cant's broLher w~thouL <.t 'laivcr from thE: brother, because it 
''las bel H>vcc1 there \vd:1 a possible }'OIA or PA violat ~on. CF 
Newdrk f~le 116-45184. 

2.	 J~a\.... Enforcements A~ility to Obtain Information 
From the General Public 

_____________N_e_w_a~rk F~le: 29-7791, reflects ~hat a key witness, 
~:--__~~:--__~....~ involved ina check kiti llg !;chemc, is also 

involved w1th loansh4rks. She is n0t being fully cooperative 
1n thl S Cdc;e, part1cularly J.n ~dcnt l.fying the loan..harks ,onlh 
whom 5hc 1;' dcalJ ng, inar..mu,ch as she hdS a fei'tr of the lo.m­
nhark lcarn~ng dbout her taJk~ng to the FBI by his use of the 
FOl P."\. 
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GCN~lV~L ACCOUNTING OFFICF. STUDY
 
TO LVALUATE THE IHPACT OF TIlE
 
FREEDOH or INFORIIl\TION ACT (FOIA)
 
AND PHIVACY Ac'r (PA)
 
ARE IIl\VING ON LA\'! CNPORCBHENT
 CONFl8tNTIAlACTIVITlr.S 

bI 

1L...-	 ----I1·(G ) 

L...-	 .. ....1f\..c. ) 

L..-	 .......Ir\.C- )
 

The above informatijt~jS summarized from Newark 

3.	 Rcduct~on in Current Informants or Potenti«l 
Informants Result:tng From FOl}\Pl\ Disclosure 
POlicies b2 

n~rirg 1977, NCWd~k inform~ntsl b7D
have in(hcat..·.::d that the rOIPl\, uS they unl-d!l""c-J:-~s-t~O-O-d"!l""'"...i":"t-,..,.h-a-g-m-a-a.....c 
them very "v/a.r:y of any qU<lrantees of contlnucd protection o( their 
jdenlit~es ~f they bec0me the subJect of an FOTPl\ request. 
ThC'y have stated they will terminate their relationship with 
the FBI in th~ future and that they cont1nue their present 

3 GONF~JTIAl 
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CON~ENT1Al 
GENERAL ACCOUNTING OFFICE STUDY 
<fO EVAT.Ul\Tr. THe IMPACT OF TIlE 
FREEDOM or INPOI~ATION ACT (FOrA) 
AND PRIVACY I\C'J' (Pl\) 
l\.Rl~ HAVING ON T.AW ENF'ORCEMr.NT 
l,e rI'IV!'I'l1:.5 

act~vities only bcc(\U~>e they trust the l\.gent who handles them 
will protect them fron unwarranted exposure or harassment under 
the FOIPA. bl 

I~-Cf1Jj----JJ stated that he was conc~rned over
 
whether the FBI rnainta1ned a file 011 him and~wherc the FBI
 
would ch~el dny informat1on he might giv~ _ I


I ~~Th1S 1ndiv1dual further stated t at he had read 
many newspaper art1cles where1n FBI sources were being revealed 
and he was concerned about the revelation of h1~ identity and 
h1S association \'11th the FlU. J( (c. 

f r ~vised an 
FBI case l\.gent that he' lacked confidence in t FBI'R ab1 it 

A criminal informant who furnished very significant 
informatJon in Newark file 26-61182, a ring type case, adv1s~d 
that h~ [caled for h15 l1fe after read1ng of dlsclosure~ made 
under the }~OlPA as set forth in va .... ious NC\>J Jer"lcy neWSTM.per::; 
dnd as a result tIn s source \1111 no )ong(!r furn1sh inforT'~at1011' 
thal 1S s1.nqular 1n nu.turE:'. 

4. Miscellaneous: 

}<'rom the pUlnt.. of view of the Newark Office of the 
FDI, the lmpu.ct of the FOIAPA ~s raal and in no way just a 
matter or pCLception. 

Prior to tilO POIPA, a rapport existed with ''H11'stant1a] ly 
nll the b<m;"'s in tIl(' State of New J(>rsey, ,,,hereby lnformnt10n 
concerning transactIons in dopositors account!: and other infor­
lnation conccrnJ.ng dcposl.tors was made avai.lable to the rnI W.L.thout 
the use o[ <1. subpoena. This was helpful for lead purposes 
and to detormine 1f, in fact, the b~nk hod information that 
should be snbpoenaed for trtul purposes. Dunks \'lill no lon<Jcr 
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GENERAL ACCOUNTING OFfICF. STUDY 
TO EVALUATE THt IMPACT OF TIlt 
FRrtDOM OF INfORMATION ACT (FOIA)

AND PRIVACY ACT (PA)
 
ARE HAVING ON LAW ENfOPCEMtNT
 CON~ENTIAl
ACTIVI'fI£S 

furnish information on this basis but ~equire a subpoena fo~ 
all their records. 

IncreaGed demand for subpoenas by bunks is obviously 
attributable to the FOIPA inasmuch as thE' bank fears that their 
cooperation~ if diVUlged, would be represented to the pUblic as 
an unethical busIness practice and thus would be counte~produc­
tive to their image and their business. 

, 

The advent of casino gaming in New Jersey has 
cr_ea ted a sJ..gnificant latJ' enforc-em(;>nt problem in that 
organized crime infJ..ltrat~on of this indQstry must be curtailed. 
As a result of FOIPA, the FBI has been severely restricted in 
attempting to assist local and st~te authorities as ~~ suita~10 
applicants for jobs in thJ..s industry. Ne\~ark has been requested 
by th~ Casino Gaming Commission for the State of New Jersey to 
provide name checks. Because of possible Privacy Act discIosu~e 
the FBI could be liable and accused of providing information 
which prohibited the applicant from obtaining a job. Therefore, 
no as~istance can be given in this area. 

In the final anc'llysis _as to the impact of fOIPA 
provisions upon the mission of the FBI to investieate violations 
of the laws 01 the United Scates, it can only be said that the 
impact is that of a negatJ..vc force. 

The FOIPA has e~oded the public's confidence in 
the FDt to maintain the confJ..dentJ..ality of their cooperation dS 
a matter of course. It has incredsed the amount of time necessary 
to conduct an investigation thereby costing the tax-paying 
citizen. It has required that muny invc~tiBative ar.~nts be 
assigned to basically non-investi~ative duties in order thd~ 
requests under the FOIPA be hand]ed within the very short 
statutory period given to reply to that requ~st. It has had 
a chillinR effect on the use of cne of the most powerful ad­
juncts of the investi~ative profcs5ion, the info~mer, I)y 
stifiling the fedr of exposure tnose who would come fot"wal"d 
with the information concerning the commission of criminal act$. 

That there is no doubt fOIPA has hurt the rBI's 
aoility to investigate. 

CONFt»ENlIAL 
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GENERAL ACCOUNTING OFFICE (GAO) STUDY 
TO EVALUATE THE IMPACT THE FREEDOM OF 

INFORMATION ACT (FOIA) AND PRIVACY ACT (PA) ~mlJ\IL 
ARE HAVING ON LAW ENFORCEMENT ACTIVITrti!fANl: ,nJ\tt\ 

~ FOIPA MATTER ~ . [, 

REDUCTION IN CURRENT INFORMANTS RESULTING FROM 
THE PRESENT FOIPA DISCLOSURE POLICY 

b2 

b7D 

bl 

rcc) 
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GENERAL ACCOUNTING OFFICE (GAO) STUDY 

t9 

TO EVALUATE THE IMPACT ',l'HE FREEDOM OF, etc. 

bl 

~ 
b7C 

source 

~ b2 

b7D 
b7DThlS 

,~t"'l:!Ir"'\';rr:rr-1m:n:"""'r"l:lT'1l'1T!m-"m'm1:"'11rc1~~~~l'1'tr''''!''13T'''"rrr'''th e
 
future because he has a fear of being uncovered, WhlCh
 
he belleves would subJect hlm to severe bodlly harm
 
In reprLsal for hlS furnishLng lnformatlon.
 

bl 

INFORMATION EXCHANGE 

The Phoenix Pollce Department, IntellIgence 
Unlt, has recently promulgated a pollCy of no exchange 
of organlzed crime lnformation wlth the Phoenlx Offlce. 
ThlS lS clearly not due to a lack of trust, but has 
been explalned that it IS due to the posslblilty that 
the information furnished may at some future tlme be 
dlsclosed under the Freedom of Informatlon Act or 
Prlvacy Act. 

Tpe above is also the policy of the Tempe 
Pollce Depa~tment Intelllgence Unlt. 

j 2 



GENERAL ACCOUNTING OFFICE (GAO) STUDY
 
TO EVALUATE THE IMPACT THE FREEDOM OF, etc.
 

In thlS same regard, Arlzona State 
offlclals have adopted an offlclal pOI1Cy of non-cooperatlon 
wlth our lnvestlgators since the Freedom of Informatlon ­
Pr1vacy Act. ThlS pOllCy lS carrled out at all levels of 
the Unlversltyls admlnlstratlon. Prlor to the Freedom 
of Informatlon - Prlvacy Act, the Unlverslty was 
most cooperatlve. 

Investlgatlve clerks of the Phoenlx Offlce 
have experlenced some diffIculty in obtalning Police 
Department flIes for reVlew when made upon proper 
request. ThlS sltuatlon was due to confusIon and 
mlsunderstandlng of the Freedom of InformatIon - PrIvacy 
Act upon the part of the supervisor of the Phoenix Police 
Department Identlflcatlon Dlvlslon. ThlS sltuatlon has 
been Slnce rectIfIed by the Phoenlx DlVlS10n staff who 
met w1th th1s supervisor and clarlfled any m1sunderstandlng 
he may have had relat1ng to the Freedom of Information ­
Privacy Act d1sclosures. 

3* 

Th1s document contaIns nelther recommendations 
ryor concluslons of the FBI. It 1S the 
property of the FBI and 1S loaned to your 
agencY1 it and 1tS contents are not to 
be dlstrIbuted outsIde your agency. 
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UNITED STATES DEPARTMENT OF JUJ3TICF. 

FEDERAL BUREAU OF INVESTIGATION 

Chioago, Y11inois
In Reply. P1«IIe Refer 10 June 27, 1978Fale No 

GENERAL ACCOUNTING OFFICE (GAO) STUDY 
TO EVAWATE THE IMPACT THE PREEDCM OF 
INFORMATION ACT (FOIA) AND PRIVACY ACT (PA) 
ARE HAVING ON LAW ENPORCEMImT ACTIVITIES 

FOIPA MATTER 

Reference is being made to Bureau airtel dated 
June 16, 1978, advising of the captioned GAO study • 

.j The following examples of the effect of the FOIPA 
legislation upon Federal Bureau of Investigation (FBI) 

l 
investigative efforts in the Chicago Division are being set 
out for possible legislative attention regarding this matter. 

1.	 Information exchf:Ofe between Federal, state 
aDd looal lawen oroement aqencles:~~	 \ 

t Any hesitancy in inter-agency discussions coocerning 
-\ POIPA discussions is believed t.o be the direct. result of(;)\ ~a confusion surrounding the provisions of the Act itself. 

~, ~ espeeially following publiciZed newspaper accounts of FOIPA ,.. 5 '" revelations. Any specific documentation to support this• '31P ... oont.endon is unavailable at. the present tme, althou9h one
:c?L:$ recent FBI encounter with a former Assistant United States 
~ ~ 5h~ Attorney CAUSA) is perhaps pertinent in this regard.
 
r(f':5 •


In response to an FBI inquiry concerning applicant­T-(j)dO'"do	 UJt' suitability matters, this attorney confided that significanto	 information, meaningful but deroqatory. would not be forth­
coming concerning the applicant because of the FOIPA. When 
pressed by tbe FBI Agents upon this point, the former -AUSA 
st.ated that be himself would counsel hi. clients not to 
furnish the FBI with deroqatory information because "you 
cannot even protect King Hussein.­

This docuaent contains neither recOlll8lendat.ions nor conclusions of the 
Federal Bureau of Investigation. It is t:be propert.y of the FBI and 
is loaned to your agenCYI it and its content. are Dot to be d1str.t­
buted outside your agency. " ....~ ...~~ 
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GENERAL ACCOUNTING OFFICE (GAO) STUDY 
TO EVALUATE THE IMPACT THE FREEDa-t OF 
INFORMATION 'ACT (FOIA) AND PRIVACY ACT (PA) 
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES 
FOIPA MATTER 

2.	 Law Enforcement personnel's ability to 
obtain information from the general public; b7C 

on May 23, 1978, a Special Agent of the FBI oontacted 

reluctant to fm;n i sb nnv haq\ground information regarding 
former employee~ Jd regarding 29-6292. She 
related she would gladly verify his dates of employment, 
however, beyond that she felt that she may have trouble 
furnishing any additional information beoause of the Privaoy 
Act. 

She stated she would have no problem in releasing 
the information if the subject ~ I authorized the b7C 

release of same. 

3.	 Reduction in current informant.s or potential 
Informants resultinCJ from present FOlPA 
dIsclosure pOlIcIes: 

t;-New Left rJ	 
blChicago Fil 

Bureau Filet
nd was such that it was obvious that he could develop
 

information of value concerninG I I
 

(V 
He acknowledged that this was true1 however,
II 

he stated that due to the FOIA he no Ion er believes that
9 
FBI Agents can a.sure hi'S canplete protection even ~ouqh ha 
feels that the Aqc.mts them8elves will make every effort to 
do so. The source also cited recent court decisions, particularly 

- 2 ­



GENERAL ACCOUNTING OFFICE (GAO) STUDY 
TO EVAWATE THE IMPACT THE FREEDCM OF 
INFORolATION ACT (FOIA) AND PRIVACY ACT (PAl 
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES CONP,ittENTIAt
FOIPA MATTER 

bl 

and that. t.he FOA and 
-.,..."'I"":'l-ar-"':'l-a-w-s-a-nd"=""""c-o-ur-t:--d'=""e-c......s......o-n-s-we....re the primary reason for 

such. He noted that disclosure of his identity would most 
assuredly cost him his life. ~ 
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'FBI()~~d7';i:~'k r;dg~
 
to discl·edit Muslims
 
By Rob Warden 
ClIIEF JUDGE Jamel B PlltMftS.r 

U S DIStrict COUI t woo; "utJlW!d" by tbe 
FBI In a counterlntelll~ence program to 
dlSel'edlt the Black Muslims m the 1'l6Os. 

--- ac:eordsng to bureau documents obtained 
by The Tnbune 

The documents, released under the 
U S Freedom or Information Act, are 
memos to the late FBI Dtrector J Ed· 
gar Hoover rrom Marltn W Johnson. 
apec:tal agent III charge of thP burel'u's 
Chleago office at the time 

Tbe memos tay Pars'ml. at FBI'o; be­
•	 best, repeatl!Clly cntlclZed the Black 

MuslIms, lJIen known as the NatlOR of 
Ialam, as racISt and Violent 

PIrsons, G6, the first blade ever 
named to the federal bench, denIed 
"1'bursday that the FBI asked fum to 
make the statements 

, "rr IS "RUE that I sought IDlorma· 
tiOll about the Mushms from the FBI 
and that there were OCCaslons qUite eat". 
I, m tbe '&Os when I was cntlcal of the 

,	 Kabm movement, but under no err­
t'UIIlStances dId Ute FBI ever ask me to 
apeak 'be said , 

• 
One of the memos, dated Jan 22, 1969, 

18": In part. "Over the years conslder8­
bko thought bas been given, and actton 
wen wtt.b bureau approval, relatmg to 
methods through which the NOr [Nation 
of IslamJ could be dIScredited m the 
eyes of the general black populace or 
through whIch ractlondhsm among the 
IeldersblP could be created 

"FIctional dl'lpulc'I have been dcvel· 
oped-lhe mO'll Mlcatlle (slcl belDR 
Malcolm X Lillie Promlncnl bluck per· 
lOuges have pubbcly and nationally 
tpOken out agillnst the grou~U S. DIS­
trict Court Judge James Benton Parsons 
bemg one example 

''Chteago, 1$ the bureau 18 aware, has 
always been on the alert for methods by 
which the NOI could be directed or dIS­
rupted As IS eVIdenced by the present 
co-operabon with Parson.'l tlus pobcy 
eontlllues " 

ANOTIIER MEMO. dated Dee. I%" 
1168, uy. that "CiJlcago contmU6S to 
mamtam perlOChe coptact" WIth Par­

,	 -. who was "approved by the bureau 
for eounterintelhgence usage IOmettme 
110," 

PoIlWJIIS, the memo add.t, ''will Cet· . 
taIDl1 eoDtmue Co 'Peak out in IUCh 

, , 
, ~ ,,~ 'I't' - ,,'I , ,. .. ,	 

I 

fashion and the contact, by Chlcago
 
product1ve or sucb will contmue."
 

A third memo, dated Aug 29, 1969,
 
. S8}'S that "several years ago Chicago
 
utilIZed a local federal Judge to speak
 
out agamst the NOI He has not been
 
utJlJzed In thiS regard BJI1ce the murder
 
of Malcolm X Ldtle 1$ Il was not the ­

bureau's desire to Involve fum m a
 
name-eallmg contest "
 

Parsons. mtervlewed by t~ephone In
 
Delavan, WIS, where he was atte'1.dtng
 
a JudiCial conference Thursday, sa1d he
 
has "no reaction" to the htatcmcnts In
 
the memos "To me tho lan~a~e 'ull­

IIzcd IS understandable, but from a pv

he standpomt It WIll n,ot be understood
 

"I think the documents reflect the facl.
 
that I had been threatened back In '(J3
 
by Ute Muslims I was anxiOus to be
 
constantly mformed about them, and I
 
bad a complcle FBI file on them At no
 
bme did anybody ask me to speak ~
 

agatnSt or u.-.e my mfluenee agamst any.
 
one. I am responsIble for what I said -,
 

THE TIIREAT. Parsons IlIld. "was 
that I was to be physically dll\Clpltned It 

He SlId tlJe threat was Dol made (n· 
rectly to Iilm, but that he learned about 
it from the FBI. "Frankly, I .,81 qUite 1 
fnghteaed when Jt occurred," be said 

He sald Ius VIew or the Musbms bas 
dlanpd and he no longer mtlcues 
them. 

CON~ENTIA[
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• • 

, 'n' CUp,,'"'' ,,. s;'crc. 8.'0w) • 

"1!""-=;;;iB~'~1L=--1't-e-llQ-JITlIl.OO radio stair 
If. '-	 . I • 

·SQlit~~~ pote!!t~~tinfo~aJit
 
in '68 ':".	 , 

• ,WESLEY	 W. South, Chicago's welt: 
lj.own black radiO personality a.'1d ]oJr-· 
Il~, was desIgnated a "potentIaI se.'U­
Z:1lJ'informant" by the Federal Burnu 
Of Jnveshgatlon m ·1968, according to. a 
document released under the Freedom 
of WormallOR Act. ~ 

"11le FBI's offICial defuutton of a p0­
tential secU!'1ty mfonnant 15 an "mtU\'1d­
ual in a posltu>n to become act1\ e In or 
doseIy cOMected \t"lth a subversive or­
ganization or Intelligence achvlhes and . 
maJang an affU'mab\ e effort to ~btaln 
and furnlSh current mformahon to the 
FBI/' 

South, 59, host of uHotllne," a p::IPuJar 
tabl night talk &l\OW on radiO statIOn 

ON' and former columrust for !he 
bJ'cap Amer~!U1, saId he never (ud 

, ~ that would meet lIlat del ni·g
\...~ IS an ~utrage, really llleredJ.· 
.bJe." he said urm wondenng l! thIS IS 
lODlelhmg to smear me. Maybe they did 
this lust to hurt someone who has beenI against them all these years " . 

An FBI spokesman In Wa~tngton said 
the bureau erred m falling to delete 
South', Dame from ti>e document before 
U was released. The spokesman \l\'ould 
DOl c:omment on South's statement about 
• possible smear.	 . 

Falsely Jdent1fymg persons as mfor­
mama Vras a frequent tecluuque m the 
FBI's countenntel1ll~el1ce pro&ram 

• against black actiVIsts m the 19605. ree­
as show ­
•	 The IDemo eontatnlng South's name 
nl from the late FBI dU'edor. J. ~. 
e#. Hco\er, to Marhn \V Johnson. s;>e­
eLi! a~ m charge of the bureau s \.lln . 
flgo offIce. It was dated Dec. 12, 1968.1 • 
, J 

IT SAYS: "Aathonty ~r.nted (0 deslg. 
nate captioned tndn-ldual [South] abu­
reau-eppro\ed PSI (potenttal secunty 
Informant) and to proceed to de\·elop
IWn as a securIty wormant • • • . 
• MJn view or subJeCt's \\mm~es!! to 

• uslsl ~our office m a c:unfldent!al as­
alpment. and hIS e"cellent potential. It 
1$ suggrsted sou corsldcr profec-t:ng Ius 

i
 llt)" WIth a s):21bol number at 'all
 
date·' I
 

Soutb SaKI he r('caUs t\\O meetings
 
. scyeraJ telephone COOl ersdt.'~~ • 

•
 

,.• ,
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'. 

.' 
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• • DOCUMENT , ..LL5::2---l-1.-­

If F 81 I , I 
Date 6/28/78 I 

I 
I

TranslRlt the following In I 
(Type In plaintext or code) I 

8 AIRTEL :j~ (Precedence) I 

--------------------------------------------~-~-~-~---~~-~~~~~­
" .. 1,/ ,_ 

TO: DIRECTOR, FBI 
ATTENTION: ROOM 6280, TRAINING AND RESEARCH UNIT, 

FOIPA BRANCH, RECORDS MANAGEMENT DIVISION 

SAC, DALLAS (66-1751) 
~.) 

JECT: ~NERAL...ACOOWTING.00&Ic.E--(.GAO..L~D.!...!~Ly~!E• 
.THE IMPACT THE FREEDOM OLIm:oRM2U'.ION..A~..9ll\) .. 
~ND PRIVACY ACT (PAJ._1)~~ .HJ\VING. 9N. ~!'l~ EJ:ilF0RCEMENT 
ACTIVITIES 
FOIPA ~ER 

/ .. 
-BODED: 6/30/78 ~-... 

Re Bureau airteJs to Albany 6/16/78 and 5/3/78; and 
airtel and LHM to Bureau dated 5/11/78. 

Enclosed herew~th for the Bureau is an original 
~ and four copies of LHM dated and captioned as above.

• II 0 For the information of Bureau, Dallas submitted 
~ ~ eight-page LHM on -5/11/78 setting forth the results of an 
~ •• extensive all-office survey concerning FOIPA problems. 
~I ~ The enclosed LHM SJ~ts the LHM of 5/11/78 and sets 
~IN forth additional FOIPA problems cur~entlY known to the, 

'; ~ Dallas Office. REC..122 / f tJ- 3 -.3' 
:.;.;1><", 

The sources of the cited examples are: _______ b7Cb2 

b7D 1) I I captioned, ~ ~ 1'\\\ \'i> ::> 
~E~T-A""""L.....-1 ....MI~S~SOURI-KANSAS-TEXAS .V, 

COMPANYb INC. 1 FAG r 

Y;~f";\ - Bureau (Enc. 5r~~}..~~~
? - Dallas (1 - 66-1751)
 
(1 - 190-00)
 

UHS/gcs ~~~14 ! q~
 

Approved ~t-7.....-'~~~:---==---~~=­
Agent UJ Charge 
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DL 66-1751
 

2) Ascertaining Financial Ability case, 
Dallas £~le number not known. 

b2 

b7D 
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Dallas, Texas 
June 28, 1978 ~~~~.~~ 

, -. ',' , ftJ 0"-"1N -'~'N'f" 
- "~o.. Jf 3 

-~ ..Jd-:-~~.~i~ 
GENERAL ACCOUNTING OFFICE (GAO) STUDY TO 

THE IMPACT THE FREEDOM OF INFORMATION 
(FOIA) AND PRIVACY ACT (PA) ARE HAVING ON 

LAW ENFORCEMENT ACTIVITIES: 
MAT'.l'~ 

tt~ 
A potent~al w1tness, who was managing a
 

railroad yard in a c~ty~n Texas, advised a Spec~al Agent
 
of the Dallas FBI Office that he had inforroat1on concern­

ing illegal activities concern1ng excessive b11l1ngs which
 
were obtained through the influence of the pres~dent of
 
the company. This witness would not furnish the ~nforma­


tion unless upon the ~ssuance of a subpoena to test~fy 1n
 
a court of law, for fear of los~ng his Job and subsequent
 
family security. This individual expressed h1mself in
 
such a manner to reflect lack of confidence in the ~ntegr1ty
 

of governmental records to protect his 1dent1ty•
 

2) An indiv1dual, 1n a position to know infor­
mat10n about a federal gov~rnment debtor, stated to a 
Special Agent of the FBI, Dallas, Texas, that she would 
not furnish any informat1on because otherwise the infor­
mation furnished and her identity could appear in the news­
papers. She made reference to all the 1nformat1on that 
was be1ng divulged in newspapers as a result of FOIPA 
reques ts • _ 

3} }ip. 1ndividual, who 1S 1n a pos1tion to ~ 
furnish possible foreign counter1ntel1igence informat1on, v...) 
advised a Special Agent of the Dallas FBI Offic~ that it 
is his opinion that the federal government could not ensure 
him confidentiality in~of the constant scrutiny by 
Congress of the FBI an~and the SUbsequent news media b2 
leaks. This 1ndiv1dual also stated that he would be fear­

ful that his identity could be I?;;~3:U~ access t~~ 

This document cont<'JnS r':'lthcr recommendatIons nor ~'['I n l~' 'y_
 
conch;:or:; Cl t, ': r-JI :t.5 l,i:; /);fJperty of the ' .• ~ :~
 
FBI (>rd IS I:<~ '-:-'i ,~ \'""', &2-' ~:' It and Its ­

content... are r.~t \C :;,:: L .~" l;)iJteu pu,tslJe your
 
agency ..~ • 



GENERAL ACCOUNTING OFFICE (GAO) STUDY 

records by the pUblic through FOIPA legislat10n as well 
as extensive civ11 discovery proceedings as exempl1fied 
by the SWP civ11 lawsuit. In addition to the above;­
this individual was concerned w1th former intelligenc~ 
agency officers publish1ng books and jeop~1zing the 
confidentiality of sources. In view of the above, this 
ind1vidual refused to cooperate and stated that if the 
disclosure climate would have been more restrictive as 
it was several years ago, he would have been more than 
w1l1ing to cooperate. X rJ 

, 

2* 



DOCUMENT I .J..J.'..L---­
Ul\TITED STATES DEPARTMENT OF JpSTICE 

FEDERAL BUREAU OF INVESTIGATION 

Cleveland, Ohio 
Irs Reply, p,- Refer to 
Fale No June 29, 1978 CONF~TIAL 

GENERAL ACCOUNTING OFFICE (GAO) 
STUDY TO EVALUATE THE IMPACT THE 
FREEDOM OF INFORMATION ACT (FOIA) 
AND PRIVACY ACT (PA) ARE HAVING 

- ON LAW ENFORCEMENT ACTIVITIES 

All paragraphs ~n th~s commun~cation are unclass~f~ed 
except where otherw~se noted. 

I. Law Enforcement Personnel's Ab~lity ~s=:~~~ 
to Obta~n Informat~on from the
 
General Publ~c
 • ")~-.:>....,,~? 

A. I	 I
b7C UFAP - DRUG LAW VIOLATION FUGITIVE 

(00 : CLEVELAND) 
Cleveland file 88-11549 
Bureau f~le 88-71300 

Cleveland Federal Bureau of Investigation (FBI) Agents 
wanted to check the records of a hospital in the Cleveland, Ohio, 
area for information regarding the above fug~tivers location. 

•
 Cit~ng pr~vacy restrictions, th~s hospital advised that the re­

lease of such ~nformation would require the issuance of a subpoena.
 
As a result, the jnrormat~on was not obta~ned by the Cleveland
 
Agents, and. is st~ll currently a fugitive. 

B.I .	 ~l~.!~:":,'<;O._I	 :--l~ ".p~]flL18d 
BANK ROBBERY - FUGITIVE	 ~ t 
(00: BALTIMORE)	 .( ,_.~:.~:F {or l ~;x__-.. - ­I 

Cleveland file 91-11528 ()~-R070 
Bureau file 91-59443 

Cleveland FBI Agents checked with the Ce~or Human 
Services for information regarding the location ofl----J an 
armed and dangerous fugitive. The Center was very hesitant 
in~tial1y to volunteer any informat~on regardingl j hocarion 
due to the Privacy Act; but, after be~ng conv~nced thal was 
a very d~S ~nd~v~dual, the Center volunteered the ~nforma-
t~on tha was currently staying at a local YMCA, where he 
was appre en e by FBI Agents. 

•	 It" I '( ... 

-r CONFIDENTIAL 
'J ,",... ~ .. .. 

Classif~ed 020 
Exempt from Categories 2 and 3 

, ,IJ C J'o ~r , I,?, ~:?' l_Sf~ '\f-, ~:qVDate / to_§c:t4; Indef~ONpI6ENTIAL 
~~ "'3 Oe,c) ~Ct1Stftll 



GENERAL ACCOUNTING OFFICE (GAO) 
STUDY TO EVALUATE THE IMPACT THE 
FREEDOM OF INFORMATION ACT (FOIA) CONll9ENTIA~AND PRIVACY ACT (PA) ARE HAVING 
ON LAW ENFORCEMENT ACTIVITIES 

c. I I aka 
UFAP - GRAND THEFT FUGITIVE 
(00 : CLEVELAND) 
Cleveland f~le 88-12560 
Bureau file 88-78271 

b7C 
C~t~ng the Privacy Act, the Cleveland Cred1t Bureau 

personnel refused to furn1sh informat~on regard1ngr I 
address ~6g emPJryment, which could have enabled the EBI to 
apprehen~ . The Credit Bureau adv1sed that such informa­
t10n woul be re eased to the FBI only upon the issuance of a 
subpoena. 

. (. ~-------...CC) 
o : CLEVE,.1Jfill1J,. _ ...... ~~J 

Cleveland f1~·~ ,,~ bIBureau f1le 
a-_---~~ 

c
L


eveland ~_~) fe>;.6J.)
Bureau f~l<::::: r!'~ 

~------------I (C)
 
> 

Although neither the Federal Privacy Act nor the Ohio 
Privacy Act affect the inst~tut~on, the sensitive issue of pr1vacy 
regarding college students has caused school officials to prohibit 
the dissemination of 1nformation from school records w~thout the 
written consent of the student. 

st, has furn~shed valuable
 
and detailed back round inf
 

The above source, in 

- 2 ­

---- .._-- ------ --- -- --_. 



GENERAL ACCOUNTING OFFICE (GAO) 
STUDY TO EVALUATE THE IMPACT THE 
FREEDOM OF INFORMATION ACT (FOIA) 
AND PRIVACY ACT (PA) ARE HAVING 
ON LAW ENFORCEMENT ACTIVITIES CO~DENTIAL 

bl 
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FileNo 

r-I,,,~D03 . 

Iv	 Information Exchange Between 
Federal; State and Local Law 
Enforcement Agencies 

No instances have come to the attention of the 
Alexandria Office of the Federal Bureau of Investigation
(FBI) which would indicate thatthe Freedom of Information 
Act (FOrA) or Privacy Act (PA) have militated against the 
exchange of information between Federal, State and Local 
law enforcement agencies. 

• 
2. Law Enforcement Personnelvs 

Ability to Obtain Information 
from the General Public 

Allegations of Political Activities 
by Unregistered Iranian Government 
Agents, Washington, Do Co 
November 13, 1977 - November 17, 1977 
Foreign Agents Registration Act - Iran 
(Office of Origin: Washington Field)
Alexandria file 97-23 

bl 

I.....-	 ........<f-)
 

~~~ d{':l'~l".'t e.MUdns IJGith• .l'
II"	 • ::',,. ryoo1~nC~tlGnS nor can~1.siOD8 Gff.-. -. 

t:-o ilH. It.is the pl'c>pU'1 y or 
r I,rr- t:"J 

tho FBI and 1& lCJ:.'11'\~ tt) "'QtU' "~n.." 
1t lm~ 1t9 contex,ts arc not to ". 
dlS1.l'PJat~1 outside jOut' &g~.~. CONt'1i(cN-TIAL 
, 14tJ~ -- ~O I~

tNc[OSURE	 - ~ 

In Reply, Pwase Refer to 

DOCUMOO I .J1L 
UNITED STATES DEPARTMENT OF ]lJBTICE 

FEDERAL BUREAU OF INVESTIGATION 

Alexandria, Virginia

June 30, 1978
 

CON~TIAL 

GENERAL ACCOUNTING OFFICE (GAO) STUDY
 
TO EVALUATE THE IMPACT THE FREEDOM OF
 
INFORMATION ACT (FOIA) AND PRIVACY ACT (PA)

ARE HAVING ON LAW ENFORCEMENT ACTIVITIES
 
FREEDOM OF INFORMATION ACT - PRIVACY
 
AOT MA'ITE RS
 



bl 

I CONRSrnT\Al 
RE:	 GENERAL ACCOUNTING OFFICE (GAO) STUDY 

TO EVALUATE THE IMPACT THE FREEDOM OF 
INFORMATION ACT (FOIA) AND PRIVACY ACT (PA) 
ARE HAVI~ ON LAW ENFORCEMENT ACTIVITIES 
FREEDOM OF INFORMATION ACT - PRIVACY 
ACT MATTERS 

~c., )
 
(c...A I 

I 
~noting that if 

add~t~onal ~nformation were furm.shed and t s were disclosed 
under the FOIPA, action could be brought against the travel 
bureau, which might result in substantial loss of business due 
to bad pUblicity.~ 

b7C IInknmeDJ SUb; ec t : J so (nown as 

Interstate Transportation of Stolen Property (ITSP) 
Alexandria file 87-3206 

I~=1iIl S1i1li eeLIalso known as 

Alexandria file 87-3294 

Officials of the Clarendon Bank and Trust Company
. and the First American Bank have refused to divulge itlformation 

7egarding checking accounts at their banks in situations 
wherein they have not actually sustained any losses as a result 
of transactions which constitute ITSP violations. Bank officials 
appear to be concerned for the privacy of their customers and 
fear that the customers could learn of any such situations 
from files of the Federal Bureau of Investigation. 

- 2 -	
CON~NJIAL 



. 
CON~ENT'AL
 

RE:	 GENERAL ACCOUNTING OFFICE (GAO) STUDY 
TO EVALUATE THE IMPACT THE FREEDOM OF 
INFORMATION ACT (FOIA) AND PRIVACY ACT (PA) 
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES 
FREEDOM OF INFORMATION ACT - PRIVACY 
ACT HATTERS 

3.	 Reduction in Current Informants 
or Potential Info~ts Resulting
from Present FOIPA Disclosure Policies 

No additional instances or information regarding
this topic have come to the attention of the Alexandria 
Field Office• 

• 

- 3*	 - CON~NT{A~ j 
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DOCUMENT ~.:£=fl.3-_'-PI ---..­

I
• . 

CONFIDENTIAL 

l 
STATES DEPARTMENT OF JUSTI(;:E l 

J.CJ:'.C.' 
~~--

~an Anton1o, lexas 

June Ju, 1~/0 

All information set fokth below 15 claSSlfiea 
conf1dential unless otherklse ~e~lfled. 

o oW:l.ng a, 1S­
nat thlS lnd1vldual 

e eral Bureau of Investigation (FBI), 
and furnish that agency a detailed account of his activitles. 
The individual refused explalnlng tnat recent newspaper articles 
nad convinced him that the FbI rnj eht not [,e able to protect IU-S ]' 

identity. Slnce the ind1vldual anticipated enter1ng thel lC)
professlon, he thoug~t it highly probable that such exposure 
might preclude or ccmplicate hlS career. de decl1ned to be~j 
introduced to FBI Forelgn Counterintelligence represent~tives~-' 

r' • 

Classified by 1665 
Exempt fromI~DS, Category 2&3 

to s-~, \~ ­ Date of Dec assification Indefinite 
IT 1\.<;5 & ':. ! ;l3­
~ ..... ~ "".. ­ f- -- ­

~I 3, o"'co 

This documen contains neither recommendations nor conclusions 
of the rBI. It is the property of the FBI and is loaned to 
your agency; it and its contents are not to be distributed 
outside your agency_ 
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"DOCUMENT I....:a~o~ _
 
c 0 NFl D E N T I A L 

UNITl.L1 STATES Df..PA~Ti\lEl'(T OF JU~l ~E 

FEDERAL BUREAU OF INVESTIGATION 

201 East 69th Street
In Reply, P/euH &f~r to	 

J 

New York, New York 10021Eil~No 

July 6', 1978 

General Accounting Office (GAO) Stud" to 
Evaluate the Impact the Freedom of Information 
Act/Privacy Act are having on La.; Enforcement 
Activities FOIPA Matter 

1)	 Informatlon Exchange Between Federal, State
 
and Local Law Enforcement
=-=.-;;...:c:.:::::.;:.;:..::.;;...	 _ 

This occurred within the opd 1 QOIlDSQ orpozn\1PU 
PRt1E;;=;hP £ol1pw1nv matter· L	 J bi 

1. ­ 1()(} c.. 

CON F IDE N T I A L 

ClaSSified~Y 1308
Exempt from S,- Category 2&3 
Date of Dec 1fication INDEFINTE 

This document contains neither recommendations nor conclusions 
of the Federal Bureau of Investigation. It 1s the property of 
the Federal Bureau of Investigation and is loaned to your agency:
it and its contents are not to be distributed outside your agency. 



General Accounting Office (GAO) study to 
Evaluate the Impact the Freedom of Information 
Act/Privacy Act are having on Law Enforcement 
Activities FOIPA Matter 

2)	 Law Enforcement Personnel's Ability 
to Obtain Information From the General 
Public 

b7CUPAP 
NY file 88-18123 

During the course of this investigation, a hotel 
doorman, employed at a hotel in Manhattan, was contacted 
regarding the fugitive's whereabouts. This individual 
appeared to have knowledge of the fugitive, but stated that 
he was afraid that his identity would be revealed if he 
assisted the FBI. The doorman advised that he had read 
in the newspapers that FBI informants could be revealed 
and, therefore, he would afford no assistance. All efforts 
to convince this man that his name would not be revealed 
were to no avail. (U) 

b2 

b7D In attempting to locate a badly wanted fugitive 
beitg ~;ye;t:;rted by the FBI/DEA Joint Task Force, NYC,
NY, had related that he was personally acquainted
wit t sn vidual. This source advised that although
he had seen the subject recently and he desired to aid the 
FBI, he was reluctant to assist for fear of compromising
his identity under the new Federal laws. (U) 

Seafarers International Maritime Union in 
Brooklyn, NY, will no longer provide information to law 
enforcement agencies unless served with a subpoena. (u) 

3)	 Reduction in Current Informants or Potential 
Informants Resulting from Present FOIPA Disclosure 
Policies ---'---- -- -------- --­

-2­
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General Accounting Office (GAO) Study to 
Evaluate the Impact the Freedom of Information fi'(n 'N'< 
Act/Privacy Act are having on wNrJUENTIAI1Law Enforcement 
Activities FOIPA Matter 

I ICformer) stated she had read 
an article in the New York Post by William F. Buckley, Jr., 
which in effect stated that as a result of the FOIPA, A 
US judge was about to rule in the civil suit brought
against the FBI by the Socialist Workers Party (SWP) that 
the identities of Bureau informants ta,aeten agaiqst b2 
the SNP were about to be made public. I Jwas a 
member of the Young Socialist Alliance (YSA) and the SWP dUIb7D 
1975 and 1976 and held various minor ositions in the SWP, b7D 

She 
reported regularly to this writer. ( \A) 

After reading the Buckley article, the informant 
was qU1te distraught and told this writer she felt SWP 
members would take out some form of revenge on her should 
her identity and former association with the FBI be disclosed 
as she was sure it would. She said at one point she "might
just as well go to. work for that judge" (who ruled against 
FBI in SWP case)f.rShe stated that when she agreed to join 
the SNP to report to the Bureau, she felt her identity would 
never be disclosed by the FBI. This writer assured her that 
her name was not among the names of those whom the SWP was 
seeking to make public, and that in effect, even those 
informants' names had still not been compromised even though
the ruling was unfavorable to ,the FBI. Source was finally
re-assured her identity would not be publicly disclosed; 
however, had her name been one of those the SWP was seek to 
identify, extreme 10nst~11n would have certainly been 
brought to bear on as evidenced by her fears 
voiced to this writer. ­

bl 

____________-----I17~) 
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General Accounting Office (GAO) Study to 
Evaluate the Impact the Freedom of Information 
Act/Privacy Act are having on La'J Enforcement 
Activities FOIPA Matter 

bl 

___________-..ll· WJL9 

~ .....I (J))(C;) 

r----------,~~'D!''ITY~mm~~rmle 
o sc osure rough the Freedom of Information 

Privacy Act, which explanation he accepted. ~ 

--------..1 V4? CO,) 
SOS bane noticed 9 d''171shed capacity to recruit 

I"I'"==~ ------------:C~to the asset's re-~ 

-4­



General Accounting Office (GAO) Study to , 
Evaluate the Impact the Freedom of Information 
Act/Privacy Act are having on Law Enforcement 
Activities FOIPA Matter 

luctance to furnish information because of a stated fear~lJJ 
of their identity being disclosed at some future date. ~ 

An example follows: bl 

1.....- .......1 yrT(C) 

An Agent of the NYO advised that a source of his
 
Who formerly provided drug, loansharking. and other organized

crime-related information now is most reluctant to provide

this type of information because the government can no longer

provide for his security. The informant specifically stated,
 
"if any organized crime figure knew he was talking he would
 
be k1.11ed immediately". (U)
 

An organized crime informant has recently expressed 
great concern over the recent decision by the Supreme Court 
not to hear a government appeal on a lower court ruling,
ordering the Justice Department to turn over informant files 
to the Socialist Workers Part~. The source ib of the opinion
that it is onl; a matter of time before criminal informant 
files are made available under FOI-PA. The informants 
productivity has recently decreased as a result of the above. (U) 

Several attempts have been made to re-open an in­

formant who, in the past, had been extremely cooperative and
 
productive. This informant was closed due to a lack of
 
production and all attempts to persuade him to one again aid
 
the Bureau have been negative. This informant refuses to
 
cooperate again due to his belief that his identity and the
 
fact that he is cooperating cannot be kept secure due to
 
FOIPA disclosure policy. (U)
 

It is realized that the above is probably repetitive
however, is being submitted for your information. (0) 

-51 
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"DOCUMENT I.IZ:~~I --­

UNITED STATJ<..S DEPARTMENT OF JUSTICE 

FED~RAL BUREAU OF INVESTIGATION 

Sacramento, CallfornlaIn &ply. PZ- R~f~r to 
FI1~ No July 11, 1978 , 

€."I-1Of:J flD~(,r.q~c.-eON~NTIAL 

f"'\,_V'__~~03.. P61~ . 
*' ?5 General Accounting Off1ce 

Study to Evaluate the Impact
 
The Freedom of Information Act (FOIA)
 

and Pr1vacy Act (PA) 15 having
 
on Law Enforcement Act1v1ties
 

The following are examples submitted by the
 
Sacramento Division agents regarding adverse effects of
 
the Freedom of Information/Privacy Act (FOIPA):
 

On AprIl 11, 1978, an indIVIdual was cOijtacted b7Cwho was thel J (Subject 
was a fugitive wanted for Unlawful Flight to Avoid Prose­
cution - Fraud, and after hlS arrest on April 12, 1978, was 
indicted on a federal k1dnap1ng charge and a local homiclde 
charge,) The father was 1n a unique position to furnish 
information regard1ng subject's locat1on; however, a few 
hours after he was contacted by the FBI, subJect appeared 
at the father's home and the father not only failed to advise 
the FBI, but also asslsted ln subject's attempted escape by 
loanlng him a car. 

On April 11, 1978, a second contact wlth the father 
by Bureau agent (and before subJect was arrested as a result 
of information developed from another source), the father 
stated he had asslsted subJect because he could not trust, 
and did not believe statements made by the FBI regarding 
subJect because of the recent publicity about the Bureau 
(all as a result of the FOIA), 

As a result of help given subject by the father, 
subJect was not arrested untll he had traveled 100 mIles in 
an attempt to avoid arrest. 

This document contains neither recommendations nor conclusions 
of the FBI, It is the property of the FBI and is loaned to 
your agency; it and its contents are not to be distr1buted 
outside your agency, AI' ,.." "'''''''''\1''1"'1'''1 

J-t r"' f ~..::.- "'11I ~ 

10 ' \ ',i:E SlIC.\ N 01 ",;:n~JlsF'
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GENERAL ACCOUNTING OFFICE STUDY TO 
EVALUATE THE IMPACT THE FREEDOM OF 
INFOR~TION ACT (FOIA) AND PRIVACY ACT (PA) 
IS HAVING ON LAW ENFORCEMENT ACTIVITIES 

On ~ay 6, 1978, SAl I, at the Veteransb7C 
AffaIrs traIler located on t e campus of CalIfornia State 
UnIversity at Sacramento, did request from a Veteran Repre­
sentative certa~n veterans course registrat~on and app11cation 
f1les. At that time he produced the files of three Indi­
viduals and said that if more files were needed he would 
gladly provide them. 

A subsequent VISIt to review additional records by 
SAl Jrevealed that the RegIstrar, Callforn~a State 
Un~vers~ y, had been informed of the records review of May 6, 
1978, and adv~sed that s~nce the V.A. tra~ler was located on 
campus property and that the files may contain student infor­
mat~on of a private nature, school authority was needed before 
further access could be permitted. He further advised that 
the school could not permit a rev~ew of the f~les w~thout 
direct permission of the student or through subpoena. He 
stated that there were no V.A. regulations regarding access 
to said records and that on several previous occasions they 
had been examined by outside agenc~es. 

The California Junior College Legal Counsel feels a 
problem exists regarding the release of student records even 
when an agent is ~n possess~on of valid release forms from 
the student. 

An FBI applicant furnished a release to secure all 
personal and f~nancial records by the FBI. Wells Fargo Bank 
refused releasing the informat~on wIth or without a release 
because of Right of Privacy. 

The November 29, 1977, edition of the Sacramento Bee 
carried a lengthy article concerning FBI investigation of the 
SDS and New Left dur~ng the period around 1970. This article 
contained direct quotations from internal sensitive documents 
emanating from both the Sacramento Off~ce and FBIHQ as to the bl 
effectiveness and extei~~f ~nformant pen~tration.o~[: ::: ~ 
both on and off campus~J Dur~ng that cr~t~cal per~od ~J 
was the foremost source 0 any law enforcement agency ~~~~~ 
Sacramento area. The article prompted an immediate flurry of 
conversations and telephone calls from former members of the 
SDS group to the source in an effort to identify the person
who had infIltrated the grouP~~~J 
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, 
GENERAL ACCOUNTING OFFICE STUDY TO 
EVALUATE THE IMPACT THE FREEDOM OF 
INFORMATION ACT (FOIA) AND PRIVACY ACT (PA) 
IS HAVING ON LAW ENFORCEMENT ACTIVITIES 

The source felt that th1s was an unJustif1ed 
d1sclosure of confidentIal information furnished by him 
which could conce1vably result In jeopardy to hIS reputat10n, 
employment and personal safetY~J 

It 1S noted that the above group was small, cohesive, 
and carefully screened any additional members. Should several 
of these persons 1n concert write for dlsclosure of their 
files, it would easily result in compromise of source, who 
still reports on the S~cramento a ter of the Northern 
Distr1ct of the CP in California bi 

A h1ghly sought-after fugitive, wanted for fraud 
and possible murder, was living under an assumed name in 
Redd1ng, California. Three Congress1onal inquiries had been 
made regarding the status of the case because o£ notoriety 
of the subJect's prlor activlt1es In the Washlngton, D.C. 
area, and false government 1dentlty used 1n h1s assumed 
identification. SubJect was perpetrating a new multi-hundred 
thousands fraud when agents became aware of his new identity 
and poss1ble location. Contact was made at his bank and the 
manager was made aware of his status, but notif1ed the 
subject, and his rationale for his act was because of FOIPA. 
The subject fled but was apprehended later due to an all-out 
State alert .

• The Main Post Office on Royal Oaks Boulevard 
refused to give home address of an 1ndividual assigned P.O. 
Box 843 in CarmIchael, Ca11fornia. An employee stated this 
is a change 1n policy due to the FOIA. The employee stated 
an off1cial letter issued by the investigative agency 
outlinlng the C1rcumstances surround1ng the need for the 
P.O. Box will be requested in the future. 

On Or about May 15, 1978, an agent contacted the 
Un1ted States Probation Office at Capitol Mall in Sacramento 
regarding the acquisition of informat1on (file review) on a 
subJect (Sacramento file 76-2943). The anticipated file 
review was in lIne with the usual invest1gative procedures 
establIshed for these type of cases; however, upon arrival at/ 
the U.S. Probation Office, the agent was refused the file 
review for fear by the case\agent that the review would be 
in violation of the Freedom of InformatIon Act, and subsequently, 
a contact of a supervisor at the U.S. Robation Office yielded 
the agent w1th the necessary results. 
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GENERAL ACCOUNTING OFFICE STUDY TO 
EVALUATE THE IMPACT THE FREEDOM OF 
INFORMATION ACT (FOIA) AND PRIVACY ACT (PA) 
IS HAVING ON LAW ENFORCEMENT ACTIVITIES CO~NTIAl 

On or about March, 1978, an agent was contacting a
 
poss1ble employer of a fugitive deserter at WeInstock's in
 
downtown Sacramento, and he made an inItial contact w1th the
 
personnel dIrector of the above store. Agent stated the purpose
 
for the inqUIry to a receptIonist and she conveyed the message
 
to the personnel d1rector. Approximately 45 mInutes passed
 
before the personnel d1rector received Bureau agent, and
 
subsequently stated that the only reason that she found it
 
necessary to have the agent wait for such a long time is that
 
she had to contact the WeInstock store's attorney and fInd
 
out Just what informatIon could be made available to Bureau
 
agent.
 

(~)Source at a local Sacramento univerSIty adVIsed that
 
his 1egal~epartment has counseled him agaInst furnishing
 
information from school records to federal Investi ators bl
 

u e of e FO P Numero instances i.e.
 
Bureau
 

-'---riCl· w.J 
In an attempt to locate foreign student at a local
 

Sacramento university for interview, university offiCIals
 
declined Sacramento's request for assistance in locating
 
subject, mainly becaus~.t~e FOIPA. (Bureau fIle 105­

308843, SC 105- 3308) • ~7~J
 

An ind1vldual was located who was In a unique
 
position to act as an operational asset in foreign counter­

intelligence actlvitles. lfuile WIlling to assist the U.S.
 
Government for patrIotic reasons, he was unwilling to have his
 
name appear in FBI files because of the FOIPA. (Bureau fIle
 
105-210494, SC 200-27')' €K\o.j
 

(has tranJ:errea to san;a;IetsEO), aJ:~ UU:UJ:IIll:l.l1C:> WJlU nl:l.V~ 
expressed concern about theIr identities being determined b2through Information WhICh mIght be obtained through the 
Freedom of Information Act.~TheY have continued their b7D 
assistance to the FBI. ""! .Vol 

I was concerned about hIS 
safety, in that radIcal ind~viduals on whom he reported might 
learn of his Identity by FOIPA. 

Initial information furnished by California Department 
of Corrections requested protectIon of his source of information. 
He requested that for source's safety he would hope source of 
information could be concealed. . 

4 
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GENERAL ACCOUNTING OFFICE STUDY TO 
EVALUATE THE IMPACT THE FREEDOM OF 
INFORMATION ACT (FOIA) AND PRIVACY ACT (PA)
IS HAVING ON LAW ENFORCEMENT ACTIVITIES eONl'KlENTIAC 

The manager of &nk of Amerlca, Wlnters, CaJifornla, 
decllned to give loan appllcatlon lnformation unless approved 
by official of Valley Almond Growers Cooperative, of which 
the loan was concernlng . 
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'DOCUMEN( ,I JA.~jA.6· --- ­.. . 

airtel 

TO: DIRECTOR, PB~~:~__h]c. 
FROM:	 bISA~WF2)C	 ]1(.. CO~IAL 

J1 tfCOO:WFOI :;W~J ~)	 .",:g·r~~- s:~tl/:-
~paragraphs in this communication are classified 

"Confident~." 

~	 ReBy;;l 7/19/78« authorizing interview od ---.l\ b7C 

eIII D. C. (WOC). 
(1"~
'{J Enclosed for the BUreau are three copies of material 

, attached to oover letter captioned "v. s. Labor Party. 11 

J On 7~26~78 :J	 Itelephonically
contactedr LIt.O arrange tor int.erview. He advised 
he was very re uc ant 0 Be interviewed by the FBI or personnel
of o~er tntelligenO!communit.y &qencies beCause any information 
he might provide would be subject to release under the Freedom 
of Information Act (I'OIA). He explained he had been sublect of 
an FOIA release and since that time he has become very c rcumspect 
to :nt:rviews. After several minutes of conversation with
s1f_ _ lJte relented and an interview was !}Cheduled the 
fO'!. ow Dq day. ~ ?id_ -:?­

On 7/27/78, SA ~ I ~~ia~ Lnroute 
from his re8idence ~o his empioymen~. Be reiterated ~s reluctanoe 
to be interviewed because ~e FBJ; QOU~4 :: ~rantee his 
con~ident1.1J.ty. He presented s~ ~ VIet oopIes of 
ma.terials whioh he stated had been re eas under rou. 'l'he~ 
~teria18 are enclosed in a memorandum under the letterhead ~ 
cr~eau r-J CONFIDENTIAL	 _ ~ • -. 

1 190- CIAO studY to .	 1rW ..!.~I7~O~'.'}T..D
I . ..,!luati" imp*at ~JA. ,Class!fi.ji by 6121 U AUG 29 1978 
~	 and PA U • .hI.YJ,ng on Exempt t~ GOS, Categories "2 , 3
 

Lmt, Bl).forq~nt - Date of las.ifiaation "'~J.it.*e....
 

:", ,rJ;~ub OJ ~.	 .~~~ 
. ~os taf" 119 r If}	 ~ 

h~)p0 , rOrr~	 · 
~ .~r r)	 9fig7Z,~ 



bl 
__~ 

~__~~OI.i:t...I.IIo...a..., 

.-

. ;
•.. l4- ", . 

.. - ­
bl 

of nU. S. Labor 

Dc 
Party" whic~ i: ;~ti"led "Documentation of 

AFL-CIO Contacts With FBI."J _ _ J name appears
 
on page b10 of Exhibit 2, wn.le s a memorandum dated 2/18/76.
 
wit~ subject, "National Caucus of Labor Committees (NCLC); lSb7C
 
MlUJ 

I I adilrsed the material he had provided and which 
was released cou~d have possibly identified him without his 
~me. Apparently his name had been removed from several 
paragraphs but was inadvertently left in the body of the 
third paragraph on page two. He feels that whether inadvertent 
or in error or what.ever, the damage was done. As a result, 
he is extremely reluctant to grant interviews to the FBI 
and other agencies. ~~J 

I Istated he has not communicated with FBIHQ 
about this matter because to do so would entail another communicatio 
that might be writt.en with his name appearing on it, which 
communication, might be released under 8 future FOIA request. 

~) 
SAl l att.empted to assure 

would do its utmOst to protect his identity~,~an~.p-_~~~L
confidentiality of the information he provides.
as5;~d but stated he would discuss his contacts w 

Jaon two conditions. One, that the information and his;:ent ty be protected. Two, that any memorandum that Is writt 
regarding the interview st,tg' that Yhe FBI made the initial 
request for the interview.L ~ Jdifficulty in granting 
the interview was not that he dJ.d not want to cooperate with 
the FBI, but the f~ that his name would be associated with 
the information. _ '{().) 

b7C
It is noted that during the intervi~ Iwas 

friendly and desirous of assisting the FBI. Hii reluctance 
in providing information was based solely on the fact that since 
his name was released by the FBI on one occasion, it: can happen
again., and it: would have an adverse effect on his private . 
business and his credibility as a college professor. ~~ 

" 
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s~c 
JAITM30'~L103 

CONFIDENTIALtW~~ 
bl 

has been interviewed in the past (S-)
by the and assumed the FBI wy aware 
these contac s. He ee s the same a~t futur~ of J~) 
as expressed about FBI interviews. ~~ 

b7C 
~volunteered the following aboU~ 

He initia~him about a year ago through U.~S-.--~f-o-r-e~l-qn---

~~jn=5 exc:anaes: ~ :nyjj;~ I ~ ~l~;U~da;e::;:~al 
l~cneon eng gemen~s wIen nIm.1 ~tated thatr Ihas 
an excellent command of t.he English lan<J\1age and iii a goOd 
lecturer 'I I is intelligent and interesting in conversation 
andL . enjoys listening to the Soviet point of view on a 
variety of topics they have discussed. ot~er than t4e lunches, 
they have engaged in no social activities.L J interests 
4~in the U. S. Government and its functioning, and activities 
on Capitol Hill. ~~) 

I IThe FBI' s i ve interest in I ~as explained 
tq He advi~ as nelre: rem1elted ~ny questionable
materIals or acted 1n a ouse. _ _susp1cion about 
their relationship. SA left Is car withl Iwho 
advised he would be in touc f activities aroused 
suspicion in any future contactst.~~~~~ 

~ 
I 
I 

CONFbANTIAL 
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ONoi--io;~----------- ­ Date 8/2/78 IL _ 

TO: DIRECTOR, FBI 
(ATTN:	 ROOM 6280, TRAINING AND RESEARCH 'tNIT, 

FOIPA BRANCH, RECORDS MANAGEMENT DIVISION 
AND INTFLLIGENCE DIVISION, CI-l SECTION) 

FROM:~.~~ISAC' PORTLAND (190-1) (P)
\~ '~ 

SUBJECT: YNERAL ACCOI1l!!l~<? 9£,!,ICE _(GAO) Jl..ec~as~
 
S',I'UD.YJ.o_~ALUATE THE IMPACT, r ~~
 
OF ~~E :f:BEEiJOM'UF ·!NFORMATJ..Q1i. ~
 
AC'!:. JFOIPA) AND PRIVACY AC'r ... (PA)
 
ON LAW ENFORCEMENT AC1'..IY1TIES (.
 
FOIPA MATTER
 

Re Bureau airtel to Albany, 6/16/78. 

• 
Enclosed for the Bureau are six copies of an LHM 

which ~s self-explanatory • 

The dateline ~s shown as washin~t9f' D. C., to aff~iL b2 
appropriate prot~ction to the asset, who 1sLL	 ~~~ biD 

, 

' ­

·fled bY.l:':Ji~~~ 

_~ 
[') ... 
~.,j 

Sf·.13] 

Trans mltted -=,.....-,----, ­ --,--- ­
(Numberl (Time) 

"Per ..!:...r _ 

FElIIOOJ 

/ 



DOCUMOO I.-:;.~~,!__-­
l 

UNITED STATES DEPARTMENT OF JUSTICE 
I 

FEDERAL BUREAU OF INVESTIGATION 

Wash~ngton, D. C.
Ira Rsply. Pl«u#I ReJ~ to
 

Fu.No
 
. b ')1 • .Jd/JI¥AI~qust 2, 1978

,.' , . ()~1 """"'4 
-t_';~_::;;"~8 -- -GENERAL ACCOUNTING OFFICE (GAOl 0L'4! ~ ,,' 

STUDY TO EVALUATE THE IMPACT 
OF THE FREEDOM OF INFOlU1ATION 
ACT (FOIPA) AND PRIVACY ACT (PA) 
ON LAW ENFORCEMENT ACTIVITIES; 

FREEDOM OF INFOm1ATION ACT MATTER 

l~J ~n August 1, 1978, an 1nformant of the FBI, who for 
the past e~ght years has provided highly reliable and valuable 
1nformat1on concern1ng foreign counter1ntelligence (FCI), domest1C 
security (OS) and crim1nal invest1gat1ons, adv1sed that he was 
no longer go~ng to report FeI and DS 2nformat10n to the FBj] 
H1S decision not to furn1sh 1nformat1on in these ~atters was 
due to h1s fear of be1ng comprom1sed through any court 
decisions wh1ch may force the revealing of informant fAles, 
or as the result of the Freedom of Infor~ation Act'~l~ 

Specifically,' 1nformant referred to the recent 
orders by Judge Thomas Griesa in New York to U. S. Attorney 
General Gr~ffin Bell to turn over informant files, and the 

• 
Socia11st Workers Party (SWP) suit aqainst the FBI. Informant 
believed that the release of any FBI informant files would 
set a precedent ird there would be no guarantee of conf1dent2al1ty 
in the future ~ ~) 

Informant stated that 1f in the future the courts 
and the government can assure complete confident1al1ty 
through future deC1S1.0nS and act10ns, he would cons1der 
assist1ng the FBI in 1ts 1nvestigations~oncerningfor~ign 
counterintel11gence and domestic securit~~~J· _ 

C\assifie j ~ 
assify on: OADR -,,~ '--\ \. ~ 

Th1s document conta1ns neither recommendations nor conclusions 
of the FBI. It 1S the property of the FBI and is loaned to 
your agency; it and its contents are not to be d1str1buted 
outs1de your agency. 

-
-------~----- --­
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~ AIrtel ~ 0 Routme 0 CONFIDENTIAL I
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DECLASSIfY ON. 25X l 0 CLEAR f\\RN~~'lWU 
O~..I(O'~3 Date W t~t --------------------------- -_-_-_--_-_-_-_--_-_-_-_~L _ 

TO: DIRECTOR.
(ATTN~OOM

~;i
6280~RAINING AND
 

RESEAR~ 0 r, FOIPA BRANCH, R.M. DIVISION)
 
/ 

FROM:	 ADIC, NEW YORK (66-8619) (P) 
o 

SUBJECT:	 GENERAL ACCOUNTING OFFICE
 
(GAO) STUDY TO EVALUATE THE
 
IMPACT OF THE FOrA/PA ABE_HAVING ON LAW
 
ENFORCEMENT ACTIVITIES FOIPA MATTER
 

~ 
Enclosed for your information is one copy of ah ­

EM PublISh1ng Co. advertisement distributed at an Elvis
 
.' Presley festival In NYC, 8/6/78. 

Enclosure 1S another example of the commercial
 
I (., 't abuse of the Freedom of Information-Privacy Acts.
 

b2
 
~adv1sed contacting agent
 

art cles he has read regarding b7D
 
longer felt safe as an FBI source as he
 

protect his identity. Source
 
future contact.
 

bl 

a is conf en a I y could 
, '~ ,- ....and that the information he would furnIsh " . 1 ~ , J 

, l 

DATE OF HE 

On 7/31/78J
that because of the varIous 
the FOI/PA he no 
~elleved the FBI could not 
has thus made himself unavailable for 

no e pro c ~d , 
would be made a matter of public record. ~ _ 3 ~ J oJ,' . 

- " .. '"-iT}~' 6 y.t I" 0 ')" ~-:-! 
r .._ v _ • - • REC-7 __ - ­ ~ 

it /17-//
rtfi~'~\\t PHI ,,1«JG 8 -1978 

Bureau (EncIs.tl\, 't:(RM) ~~ _ 
(1 - FOlPA) 2<:~J "-'<"'e _
New York S "7 lJ 

/0 '-5
JOC :mIg CLASS ~ J"V­ • 
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DOCUMENT I..-::a...	 _kl 

UNIThD STATF-S DEPARTMENT OF JVST,ICE 
, 

FEDERAL BUREAU OF INVESTIGATION COHFIDENTIAL 
I" &ply. P__ ReJ~ It> 

ColoradoF'lhN0~"ItJ._'-/)03	 Denver, 
18, 1979... r . '"1; , 1_ • L' Alt~AII~J~ January 

... '_A'-..... '.' • t,1 JIID-.. rr-"...,,~. 

'. C	 .-,, ,	 , .. . 
~_ I•	 "'v ''"'. '\. ....
 

IMPACT THE FREEDOM OF INFORMA1ION ­
o3'-R07bJ PRIVACY ACTS ARE HAVING ON
 
LAW ENFORCEMENT ACTIVITIES
 

1)	 Information exchan~e between Federal, state and local 
law enforcement agenc~: _ 

There are no reported problems in this area. (U) 

Law enforcement personnel's ability to obtain infonmation 
from the general public: __ bl 

~-~~c-------------------

~ 
I~w-e-r-e--d~i-s-c-u-s-s-e-d--w-~~·t-h----re-p~resentatives 

~fr--om--~t~h-e--c-o-m-p-a-n-y--a-n-d~t~h~e-=F~B~I-wassubsequently advised that 
the company was concerned about the Freedom of Information 
statute and had decided that they should have no relationship 
with the FBI in view of the fact it could serio e 

informatlon 

, a io hi i h 0 corn anies 

they were furnishing 

In Denver, Colorado, investigation determined a 
fugitive wanted for Unlawful Flight to Avoid Prosecution ­
Escape, could possibly be reached at a certain telephone 
number. The local telephone company was requested to advise 
where this number was located. They sUbsequently advised 
that the telephone number was a non-published number and due to 
the Freedom of Information-Privacy Act (FOIPA) they could no 
longer furnish any information regarding non-published telephone 
numbers to the FBI. They advised the information could be 
obtained only after issuance of a subpoena. (U) 

.. CONFIDENTIAL 
Classified_c\nd E~ by: 2110_ 
R7'asn: FC'nh- II, .4.2 -r2Tl3-Y--
Dat 4iView for tC ification Ill~ll999

#,\JJTJo~	 ":l ~ ~ 
~<t'~\ This document contains i ;-~co ations nor conclusions of 
9 ~ the FBI. It is the property of the B and is loaned to your agency;
\ ~ it and its contents are not to be distributed outside- your agency. 
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CONF~ENTIA~ 

IMPACT TH~ FREEDOM OF INFORMATION­
PRIVACY ACTS ARE HAVING 011
 
LAW ENFORCEMENT ACTIVITIES
 

Attempts to locate a fugitive wanted for Unlawful
 
Flight to Avoid Prosecution - Murder determined that the
 
subject could possibly be located through a Denver, Colorado
 
telephone number. The Denver telephone company would not
 
furnish the responsible party and address for the telephone
 
number without a subpoena due to the FOIPA. (U)
 

3)	 Reduction in current informants or potential informants
 
reSUlting from present Freedom of Information-Privacy
 
Act disclosure pOlicies:


---~-----"';;';;";;---"'-"::"':::'=";;';:::';;~-------------------

There are no reported problems in this area. (U) 

4)	 Miscellaneous: 

There are no pertinent comments. (U) 
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1" Reply, p~ Refer 10 

File No 

DOCUMENT 1 ...(>:1.01..7	 _ 

UNITED STATl<..S DEPARTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION 
San Franc1sco, Cal1forn1a
 

January 18, 1979
 

CON F IDE N T I A L 

IMPACT OF FREEDOM OF INFORMATION ACT 
(FOIA) AND PRIVACY ACT (PA) ON THE FBI 

The follow1ng examples demonstrating the detr1mental 
1mpact of captioned act on FBI operat1ons are be1ng subm1tted 
1n general terms in order to protect sensit1ve information 
and 1dentit1es. All 1nc1dents here1n descr1bed are docUmented 
and retr1evable through the San FranC1SCO Office.(o) 

Dur1ng the course of an 1nvest1gat10n of alleged
v10lat1ons of the Racketeer Influenced and Corrupt Organizations
(RICO) Statute involving Interstate Transportation of Obscene 
Mater1al - Ch1ldPornography, our Agents became aware of a 

w ... 
(/	 parallel 1nvest1gat10n be1ng conducted by the Internal Revenue 

Service (IRS). A cooperative exchange of information between 
agencies would have, in all likel1hood, elim1nated duplicationi.. - t 

L of work and resulted in a much more effic1ent and product1ve
prosecut1ve effort. However, when approached by us, IRS advised. that they are prohib1ted from exchang1ng information w1th;-
the FBI and the provis10ns of FOIA-PA. As a result, San 
FranC1SCO feels that a great deal of information relevant and 
probat1ve to our case has been rendered unava1lable. (U ) 

C. 

OBTAINING INFORMATION FROM THE
 
GENERAL PUBLIC
 

In an ong01ng 1nvestigat10n of allegat10ns relating 
to the improper purchases of property under Federal Housing 

J j! ~uthority programs, Agents have a cont1nu~ng need fo~ background 
~ ; 1nformat1on relat1ng to subJects from var10US compan1es. We 
"7 rr (;j ; have recently been, adv1sed by a loc~l ut11ity that henceforth, 
~ 'Jo' 0 such informat1on w1ll only be supp11ed pursuant to a subpoena. 1.1 
.., C\l i' "l- CLASS:~I~n N''r) r.:'·T"."-:;:" BY~ 7(,3 
» ":! 
'1. 1	 l~ft!C.: r:~ .. _:~: ... 

~ VJ ,_ 
..	 

r"l~~ " '.; . ) l, (13 ) &~.f)-1	 t.. .....1, , ..- N+J4I ~ .	 _D~~~_~_~~~-~~~U~~w.L'",;'C,	 t~~1'" '. (~- ... --~ ~~,".-:'t"ATU'''f. 1'/:#' 

Th1s document contains neither recommendations nor conclusions 
of the FBI. It is the property of the FBI and is loaned to 
your agency; 1t and its con~~~;~not to~e distributed outside 

your agency.	 WNrjBE~lla 
ENCLOSUR~ 



IMPACT OF FREEDOM OF INFORMATION ACT CON F I D»( N T I A L 
(FOrA) AND PRIVACY ACT (PA) ON THE FBI 

They are concerned that the1r disclosure of such 1nformation 
to the FBI may be revealed pursuant to an ForA-PA release, 
thus expos1ng them to some sort of C1V1l liab1l1ty. The 
Ut~llty sees the subpoena as the only way in which it can 
protect 1ts own 1oterest. (u) 

A Fraud Aga10st the Government lnvestigation 
1nvolv1ng numerous v10lat1ons of Title 18, U.S. Code, Sect10n 
1001 (False statements) was inst1tuted as a result of 
1nformat10n provided to the FBI by a pr1vate c1t1zen. At the 
time the allegat10n was made, complainant expressed great 
concern that her 1dent1ty would be disclosed as a result of 
some future FOIA-PA request. The informat1on was obtained 
only after an express prom1se to protect her 1dentity was 
given by the 1nterv1ewing Agent. (u) 

Another Fraud Against the Government 1nvest1gat10n 
1nvolving false bllilng on government contracts as well 
as alleged impropr1et1es 1n the awarding of contracts valued 
at several mill10n dollars was also instituted pursuant to 
1nformat1on from a pr1vate cltizen. That 1nformat10n was only 
obtained upon an express promise by the 1nterview1ng Agent
that the name and identlty of the complainant would not be 
documented anywhere 1n out file. His reason for request1ng 
such was that he did not believe that h1S identity could 
be absolutely protected 1n light of FOIA-PA. (v) 

~I bl 

I The reason glven for 
~~t~;h-le-1-r--r-e-J~e-c-t~1-o~n~w-a~S-~th-ia~t~tn~le--c~o~m~~a~ny concerned with adversewas
 

publlClty WhlCh might result from disclosure that they had
 
cooperated with the FBI. ~
 

I I 

L... ..".,)(~ 

CON ~D E N T I A L 
2 



IMPACT OF FREEDOM OF INFORMATION ACT CON F IDE N T I A L 
(FOIA) AND PRIVACY ACT (PA) ON THE FBI 

bl 

~)~ Jhe referred our Agents to corporate legal
'4for the purpose of-obtalnlng permisslon. That permissl0n was 
denled because under FOIA-PA the bank and employees ldentlty 
could not be protected. In addltl0n, the bank's chlef legal 
counsel cited several examples wherein thlS type of cooperatl0n 
had been exposed to the detriment of the corporation and ltS 
employee. ~. 

CON F I D ~ T I A L 

3 
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DOCUMENT 1..c28~ _ 
UNITED STATES DEPARTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGAfz'ION CO//1idENTIAl 
In Reply, Pletue Refer to Sacramento California 1'.'" r .FileNo January i 7, 1978 .~ ~ 

.... "" 'II.. 
IMPACT THE FREEDOM OF INFORMATION:'~ J ,.. 
PRIVACY ACTS ARE HAVING ON LAW 
ENFORCEMENT ACTIVITIES 

The following are examples subm~tted by Sacramento 
Division Agents regarding adverse effects of the Freedom of 
Information/Pr~vacyActs (FOIPA) 

An Agent, while conducting an investigation to 
identify a child molester at Herlong, California, made 
contact w~th the county librarian regarding the molester 
The librarian could have ident~fied the molester by reviewing 
her library cards but declined to do so because of the Privacy 
Act. 

Pacific Telephone and Telegraph, Sacramento, requires 
subpoenas for all toll records The Department of Justice has 
rules that they will issue no Federal Grand Jury subpoenas for 
our Unlawful Flight to Avoid Prosecution classification except 
when actively investigating third parties for harboring 

(C,J I bl 

11 This individual, being patriotic, wanted to 
~c-o~o~p~e-r~a~t~e~but due to his pos~tion in the community and extreme 

fear that the FBI would reveal his identity because of the 
FOIPA, he declined to furnish any ~nformatio~ There i~O 
question that he would have been an excel1en9 ~c) 

JA~~Y~-9'JN(.f-IdM~
 
DECL.A' )Si~ ~. .IN. "":'-' .- C1a$~s;iiifi~edii"6~t'~~~rt~~::>
 
o3 .. Ao?O on: GADI .. ~~~ 

This document contains neither recommendatio~~~\~lusions 
of the FBI It is the property of the FBI and is loaned to 
your agency; it and its contents are not to be distributed 
outside your agency 
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TRANSMIT VIA PRECEDENCE' CLASSIFICATION: 
o TeletYPe o Immedlate 0 TOP SECRET 
o FacslItllle DPn~kf. ~ o SECRET Of--~ 
[XI Ai rtel o RofttJll('fJot.;AI""IlP CONFIDENTIAL ~~ fnl>

I.U1110 UNCLAS EFT 0 ~~ ~ , 
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~ ~ ;"~,' ", )':'i~ "'';6'1'f 1 ~O Date 1/22/79 l;; 0 ;; ~ 
-------------------------------~-------------------~­('J rlJ'tl"'IJ~ 

TO: DIRECTOR, FBI (~! -------~ 
ATTN: ~~? Research U 

FOI A Bt~Room 62 

FROM: S~;7LOS ANGELES (190-255) (1) (P)
 

RE: tMP<'Is.'CT. J'¥HE.t­

(I'
t , 

I 

.r ------_._---­
I 

Bureau airtel to Albany and all offices dated 
12/18/78. The following examples of recent FOIPA Impact 
on FBI operations within the Los Angeles Division are being 
submitted for the Bureau's information: 

REDUCTION IN CURRENT INFORMANTS OR POTENTIAL IN­
FORMANTS RESULTING FROM PRESENT FOIPA DISCLOSURE POLICIES. J"

Recently two Special Agents of the FBI in Los 
Angeles contacted a former criminal informant. During this 
contact, the former criminal informant introduced the Special 
Agents to a young black man who was a street type person 
with limited education and who supposedly had information 
regardlng an lndividual believed to be responsible for several 
bank robberies with the Los AnAe1es area. This individual 

J:"Y.A'mj 1~9z5lFt /10--3--~7
ht"~'(T ,J "."Iop, fA


@- Bureau I C ( Ii/1P~ If ttIV
 
2 - Los Angeles rOI(N~
 

............. ~-­
KAJ/sjl 
JAN $.197~

~------

~ -~ ~i~"'" ­
Tra~R~~ENTIAL 

(Number> (Time)

(4) --I 

FBI/DOJ 
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b7D 

LA 190-255 

refused to cooperate wIth the Special Agents because he
 
was familiar with the provisions of the Freedom of Informa­

tion Act and felt his identity might be disclosed and the
 
person he was giving information about would learn of his
 
~~~~lity. (Thlj information is documented in Los Angeles
 

Recently another Special Agent of the FBI was 
In contact with an Individual who had sigificant information 
regarding a large fraudulent withdrawal ring that was defrauding 
banks in several states including banks within the Los Angeles 
area. This indIvidual advised that he did not wish to 
be developed as an informant and was extremely reluctant 
to furnish any assistance because of the FOIPA. The individual 
emphasized to the Agent that because of the FOIPA, it was 
his opinion that the FBI could no longer protect the identity 
of confidential sources. (This information is documented 
in Los Angeles fi1el I 

b7D
~d Recent] y LQS r,nae] e s has had one highly placed 

informan 'terminate his relationship 
with the FBI because he believed he could not be assured bl 
of confidentia1i ty. dThis ~ce of information is documented 
in Los Angeles fi11 .~) 

were ~ware 

be able. 

I.---------II~} 
MISCELLANEOUS 

During the recent investigation of a theft of 
government documents case, the FBI, Los Angeles was supplied 
information which indicates that a former Special Agent 

- 2 ­



LA 190-255 

of the FBI, uSlng his knowledge of Bureau operations acquired
during his employment, has been able to identify informants 
from documents released under the FOIPA to a prominent 
attorney 1n San Francisco who represents groups which in 
the past have been investigated under domestic security 
captions. 

, 

- 3* ­
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source's 1dentity be1ng exposed due 
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I~ 0 
TO: DIRECTOR, FBI (190-3) 

~~ 

(A N' TRAINING AND RESEARCH UNIT, 
FOIPA BRANCH, ROOM 6280) 

I' 
FROM , ~OENIX (190-1) (P) 

4-( " (.e:-- ' 
IMPACX-THE FREEDOM OF INFORMATION­
PRIVACY ACTS ARE HAVING ON LAW 
ENFORCEMENT ACTIVITIES ­

Re D1rector a1rtel to Albany, dated 12/18/78. ~_.. I'. 

An example of a source's reluctance to cooperate ~ 

.JtWUJ::l..e...zJ;u.,.lW.c.a.;I1al;:"""J;l!...tl1.lWmEA.~IJZ...1le....c.:li.t.eL1.n...2l:u:wpi~ e--"" 

bl 

e source, in ater contact, expressed 
add1tional 1nformat10n because of the 

to the 

Recently, SA of the Phoen1x D1V1S1on attempted to 
obtaln records from a local motel and was in1tially refused 
access to the records, the clerk expressing fear of release 
due to FOIPA, however, after some persuaS1o~the informatlon 
sought was made avai1able·Q.114 JEC-US /rO""'j>-/3S' 

An ~\~~.,1' .1' 
Cia· by?&? 9,L'5I:) I.tUo""··l/ _~~ / l~ ~ JAN 17 19791s-:> - i"O l ~ ~,..~ .. .2:-DMlmi on. _.--...~. ,c. l ~ ~ -~--

2 - Phoe ix~O off)

-'1..=t-=>'T\ ~ ~
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DOCUMENr , --..3/t-- _ 
l TED STATI... S DLI)ARTI\ILNT JLSTICE 

FEDERAL BQREAU OF INVE" .. IGATION 
New York, New York I 

1" R-Ply. PlMu: Rqu to February 14, 1979 
FIleNo 

General Accounting Office (GAO) 
Study to Evaluate the Impact the 
Freedom of Information Act/Privacy 
Act are Having on Law Enforcement 
Activities (FOIPA) Matter 

S E CVR E T 
1)	 Information Exchange Between Federal, State a~Loca1
 

Law Enforcement.
 

No additional examples availabe. (U) 

2)	 Law Enforcement Personnel's Ability to Obtain Information 
From the General Public. bl 

I 

~J 
~~-~........-~-~-------~------~-~---~ 

without customer authorizatio~~administrativeor jUdicial 
SUbpoena or search warrant. ~ 

This information is provided on an informal confidential basis~ 

Subsequent to enactment of FOIPA legislation, the 
financial institutions have become increasingly concerned that 
any public disclosure of the aforementioned confidential relation­
ship with the FBI could cause them loss of confidence and business 
in the international business community, as well as the possibiJity 
of becoming involved in an "international incident" that could c..~J 
impact on their ability to maintain and operate facilities abroad.~· 

S E~.E T 

Classified b 
Exempt from 
Date of Decl 

Janu 

2&3
 



General Accounting Off~ce Study 
to Evaluate the Impact the Freedom of 
Information Act/Privacy Act are Having 
on Law EnforCel'lEmt Activities (fOIPA) Matter 

S E ~ E T 
Many New York financial institutions, in applying th~Uhited 
States Supreme Court decision (United States v. Miller) con­
cerning the manner in which banks maintain the confidentiality 
of customer records, have recently sought and have been granted 
f~rmal wr~tten reques~s signed by eiFher the Director or ASpistanto±on 2m Cha::it (ADIC), New York, L,-" .,. .,. J '-.c) bl 
::;; U Title XI, Right to Financ1al Pr1vacy Act of 

, was s 1gne 1nto law pr.Uw.Ja:.J~r;.t:...lJL......Jlll,;Z,.§....a;c,g-tLW;~~~ 
f . M 099 

( 
e.-)

While it is impossible to document the total impact 
these laws have had on overall investigative effectiveness, th8r'e 
has been a recent noticeable reluctance by the banks to furnish 
financial information in FBI investigations. Legal Departments 
of several New York banks are studying their disclosure procedures 
and it is the opinion of the NYO that financial information w~~ 
become increasingly difficult, if not impossible to obtain. ~)~) 

S)	 Reduction In Current Information or Potential Informants 
Resulting From Present FOIPA Disclosure Policies. 

No additional examples available. 

SEC RET 
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co~nl. IAfCUMENr H..:'.:3e1~ _ 

UNITED STATES DE":f'M~ OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION, 
Los Angeles, California , . 

February 15, 1979 J 

IMPACT THE FREEDOIJI 0::<' INFORMAT10N - PRIVACY ACTS 
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES 

The following examples have occurred within the 
Los Angeles Division of the FBI and indicate an adverse 
lmpact upon the investlgative operations of the Los Angeles 
Dlvlsion by th~ Freedom of Informatlon Act (FOIA) and the 
Privacy Act of 1974 (PA). . 

I. INFORMATION EXCHANGE BETWEEN FEDERAL,
 
STATE AND LOCAL LAW ENFORCEMENT AGENCIES
 

During the investlgation of an applicant for 
Executlve pardon and clemency, the Los Angeles DiVlsion 
requested the Phoenix Divislon to contact the United States 
Probation Office in Phoenlx to obtain the necessary file 
numbers so that Los Angeles could retrieve the applicant's 
probation records whlch were stored at the Federal Records 
Center, Laguna Nlguel, Callfornla. Phoenlx telephonically 
advised the Chief Probation Offlcer in the Phoenix area 
has refused to authorize the FBI to review the applicant's 
file at Laguna Niguel and would not make the necessary 
telephone call to appropriate personnel of the Federal 
Records Center so that a review could be conducted. The 
Chlef Probation Officer further advised he would only 
release information regardlng the applicant to the FBI 
if hls office first reviewed the appllcant's file. Chief 
Probatlon Office advlsed this was due to the FOIPA. 
(Los Angeles flle 73-2422) 

IV. MISCELLANEOUS 

The following example, while not speclfically deallng 
wlth the FOIPA, indicates general difflculty the Los Angeles 
Divislon is having in obtainlng information due to problems 

protecting the confidentiality of information supplied
 
to the Los Angeles Divlslon.
 

- I -

This document contains neither recommendations nor conclusions 
of the FBI. It is the property of the FBI and is loaned to 

~~~~i~~~~;~; ~o;,:n~.-:re/~o;-:qbe distrlbuted
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CONt16ENTJAL
 
IMPACT THE FREEDOM OF INFORMATION - PRIVACY ACTS 
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES 

Recently, an established source of the Los Angeles 
Dlvision was approached regarding information the source 
mlght have concernlng a revolutionary group based in 
Los Angeles with foreign tles. The source expressed reluctance 
to offer information citing newspaper articles about the 
FBI being ordered by a judge SF:di§QJo:e1the identity of its bl 
lnformants. (Los Angeles fil~L- _ ~) 
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FBI DPCUMENT I ~_~!3•.3.--.--:. _ 
TRANSMIT VIA PRECEDENCE CLAS SIFICATION 

Io Teletype o ImmedIate o TOP SECRET 
o FacsimIle o PrIOrIty o SECRET 

A~rtel--=.::=-::c.:...=__O o Routme o CONFIDENTIAL 

o UNCLAS EFT 0
~.: j' . L3~o.~1 Nf.:-e.kJ4t4~E' o UNCLAS~~'. ~ :s:.:~ _. _1~ 

-'23:8.D?"-~ Date 3/1/79- ~-------------------------------------------
- -eel'"[!lEN11M ­

TO: DIRECTOR, FBI (, QO-3) 
ATTN: ROOM 6280, TRAINING AND RESEARCH UNIT, 

FOIPA BRANCH, RECORDS MANAGEMENT SECTION AND 
INTELLIGENCE DIVISION, CI-1 SECTION 

FROM: PORTLAND (190-1) (P) 

SUBJECT: 

Re ~ureau airtel to Albany, 6/16/78. 

Enclosed for the Bureau are six eop~es of an LHM 
dealing w~th ther£omrnunist Parti~USA (CPUSA) members' requests 
for files under the FOIPAJLo-frtJ 

The dateline on the enclosed LHM is shown as 
Washington, D.C. to afford add~ti~naprotect~on/i:.o the asset, 
Portland 426-0A, PD filel U I),J lo'S~/ 

~!"b2 Sf" J~('! :-'1&fL_ 
.-t. ~ '(f'l - oelfP!8!JU'!'Ifm - \ . __-,.a.~_ 

(lYoJ- q f" b 7 D DA'I'J!. OF ~.~. _ 
\(.(, (~~W Class~f~ed and Extende~Y 4301 ~~~~:=-:;7t~~-
~,q Reason for Extension FC 11,1-2.4.2 (2)(3) 
~\i Date for Review fjft~~C sSif~cation/3~19 

)- -l..•~" ...:~.~iJ;X·114/ 'jt;-j" IJIl- q.-=-­
2 - Bureau (Ene. 6) '23 n·r- ~ ,- ,
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DOClJl1I£NT #.._3.....7' _ 
UNITED STATES DEPARTMENT OF JUSTLCE 

FEDERAL BUREAU OF INVESTIGATION 

Washington, D.C.In Reply. Please Refer to 
F&1e No 

March 1, 1979 

GENERAL ACCOUNTING OFFICE (GAO) STUDY TO 
EVALUATE THE IMPACT OF THE 

FREEDOM OF INFORMATION ACT {FOIPA} AND 
PRIVACY ACT (PAl ON 

LAW ENFORCEMENT ACTIVITIES; 
FREEDOM OF INFORMATION AND PRIVACY ACT MATTER 

On February 22, 1979, a conf1dential source, of 
known h1gh reliab111ty, adv1sed that at a state-w1de meet~ng 
of a state organ1zation of the Communist Party USA (CPUSA)~ 

held dur~ng the fall-w~nter of 1978-1979, an announcement 
was made by a long-t1me establ~shed Communist Party (CP) 
leader, encourag1ng all CP members to request the1r files 
from the FBI. This leader further stated that the request 
for the1r f1les by CP members was creat1ng a real problem for 
the FBI and that all members should make th~s request 1f 
poss1ble. Another member announced to the group that he 
had recently made such a request for h1s file from the FBI. 
Other members of th1s group have also made requests for 
the~r f~les from the FBI'~~J 

The pr1me motivat1ng force w1thin th1s CP state 
organ1zat10n to have the membership make requests for
 
the1r £1les 1S a party member and a'local praoticlng attorney.~~)
,0 S'~(/k _-.=-,,~I'" ­.,. "I! , ""'" Sp-t.h).~ -)~ '. "~',_ 

. ~. - --. ~~ : - aUP!'B!8N~ - ~ '. ....... 
DATE OF R':'.L~ .:S -(- Stl_ - "'-.. ',"':::0 

~ 110 ),13, ,,('Classified and Exte~d by 4301 
Reason for Extension CIM II, 1-2.4.2 (2) {3} 
~ for Review for class1fication March 1, 1999 

~_cx..'O 
~. 

......... .
 
~,~..-_~ Sources whose ldent1tles are concealed here1n
 

~~~~~~~~ave furnished reliable lnformation in the past
 
except where otherwise. noted.
 

This document contains ne~ther recommendations nor conclus~ons 
of the FBI. It is the property of the FBI and is loaned to 
your agency; ~t and 1tS contf2i~~a~ not to be d1stributed 
outside your agency. f 1 (/ -;)' -- Ir{p.

7 .. 



• -1"0-16 (Rtt\7 7-27-76) 

Fill DOCUMEfl'T H~3U2S::'---....4-!-....,....­,
TRANSMIT VIA PRECEDENCE CLASSIFICATION I 

Io Te~type • o Immediate 0 TOP SECJlET I 
Io FacsImIle o PrIOrItrtnNlW' IfAtECRET	 : 

IX] Autel o RoutmW I	 ONFIDENTIAL IEN 
I 

DEFTO	 : 
.... ,,' rt)'''' .... ~f1!J)nT, T!t~"'-· , •• ·,H .• jH 0 CL~AR	 I,

. . I' ...Dr' ,.' ,.' - . 3/19/79 I 
t"" ':. ~. io '.. :. Date I 

-------------~----~----------_~ L _ 
, ... " .. t.. 

TO: DIRECTOR, FBI (190-3) .
 
ATTENTION: TRAINING AND RESEARCH
 

UNIT, FOIPA, ROOM 6280
 
~.~.	 ~". 

SAC, DALLAS (66-1751)	 \1~r'itSS~u.'iJ~ • 
'S"O~ \~ Q.").i.S~ 

IMPACT.,THE FREEDOM OF INFORMATION - ':\~
D1"/-/ P~ I PRIVACY ACTS ARE HAVING ON LAW ENFORCEMENT 

r!!' riV ACTIVITIES --- ---­
-- BUDED 3/19/79 

Re Bureau airtel to Albany dated 12/18/78. 

Enclosed for the Bureau are or1g1na1 and four cop~es 

of a letterhead memorandum dated and captioned as above. 

The source of the c~ted examples are: 

bl 1.1.....	 ~)
'"
 

2·1 
b7C 

CIVIL RIGHTS• 
00: DALLAS 
DL 44-7575	 jV 

3. UNSUB: THEFT OF 28 RIFLES FROM p~, ~,teI / 
DAL IDRTH SmpPERS ASSOCIATION, _••i~~ 'wa\'-' 
~S, TEXAS {~..)..,' _ 

00: DALLAS (15-12490) tt "1,ft""­
4. I I~, ~O\q~ //J
~"f~~~ins ANGELES - 12 /'16'"J - c2U 

/J ' ~IQJ'~L 26~52063 REC- 120 - ~
 

d:: Bureau (EnC~5)") f E ;If,f Visn
 
2- Dallas (1- 66-1751) 

(1- 90-00)	 -- ­UHS/wvm 

~ j., ~""''''''._.I,,,,-,,,,,, .~ lAL ~.x. 
Per _A'lr1rpf¢M7~9~--- Tpinsmitted --=(N:-um~be-r-'--)--(=T.-me"""")-­



UNITED STATES DEPARTMENT OF JUSTICE
 

FEDERAL BUREAU OF INVESTIGATION
 

Dallas. TexasIn &ply. P1eaM Rej«, to 
FIle No March 19, 19?9 

, ... , ''I t''''- ~ l~-"I 

; , . , 
.' f 

IMPACT THE FREEDOM OF INFORMATION ­
PRIVACY ACTS ARE HAVING ON LAW 
ENFORCEMENT ACTIVITIES 

Reduct~on ~n Current Informants or Potent~a1 

Informants Result~ng from PresentFOIPA 
D~sclosure Policies 

-

• 
Informat~on Exchange Between Federal, state,
 
and Local Law Enforcement Agencies
 

1. Permission was denied to interview several 
police officers concern~ng a civ~l r~ghts 1nvest~gat~on of 
a suburban Dallas, Texas pol~ce department by an ass~stant 

c~ty attorney, who represented the off~cers, c~t~ng the Freedom 
of Information and Pr~vacy Acts as possibly reveal~ng state­
ments wh~ch could be used aga~nst the c~ty ~n any future 
c~v~l su~t. 

o~Q
Law Enforcement Personnel's Ab~lity to Obtain Om rn t... 

I _to () -." ... ­
Informatl.on from General Public ..,..,- IV., ~ , .....,' 

~{j :: 
1. Confl.dentl.al source informatl.on reflected thatO If •.:.. 

an employee of a large photographic company ~n Dallas, Texas~s..~ :~ 
L 

This document contal.ns n~ither recommendations nor 
conclus~ons of the FBI. It ~s the property of the FBI Eo~ 
and is loaned to your agency: l.t and its contents are r-- -~ not to be distrl.buted outsl.de your agency. 
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IMPACT THE FREEDOM OF INFORMATION­
PRIVACY ACTS ARE HAVING ON LAW 
ENFORCEMENT ACTIVITIES 

was go~ng to purchase stolen r~fles as a gift for her 
husband. Efforts to locate the home address of the employee 
were negat~ve. 

Attempts to obta~n the address of the employee 
from the personnel department of her company were delayed 
because of fear the company might be sued for releas~ng 

such ~nfor.mat~on, cit~ng non-spec~f~c pr~vacy leg1slat1on. 
The company requ~red a subpoena to be ~ssued to obta1n the 
~nformat10n. 

2. An apartment manager in Dallas, Texas, would 
not furn~sh central records concerning a crim~nal suspect 
c~t1n9 general pr~vacy leg~slation. The apartment manager 
would not furnish the records w~thout a subpoena. 

- 2* ­
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TRANSMIT VIA PRECEDENCE CLASSIFICA~ION: I
I 

I 
D_Teletype o ImmedUltecnfJlrhra.rn::AJ,TOP SECRET : 
o FaCSImIle o PrIOrIty UI"[a1(J~VlftU$ECRET :
 
QQ Ai rtel o Routme 0 CONFIDENTIAL :
 

r' L i:i .~llr'.1.'.ATl ON conA HIli> 0 EFT 0 :
 
h •. :.~I'l::"l,lll~,Jl11D o CLEAR I
 
L' ',",' -~. toill ::'I1lMN ' 

----- od'l.h\LSE Date 4/11/79 L: _ " DIRECTOR, FBI (190-3) 
(ATTN:	 Training and Research Unit, 

FOIPA Ranch, Room 6280)I~: SAC, LOS ANGELES (190-255) (1) (P)
" d '~;;--L~.- ­
RE:	 .- '-nu:'~ 

THE FREEDOM OF INFORMATION ­	 /: ­
PRIVACY ACTS ARE HAVING.QI.­ , \LAW ENFORCEMENT ACTIVITIES lJ
BUDED 4/19/79	 1 I

I , 
I 

\ 

Re Bureau airtel to Albany and all offices d~' 
r-r:/18/78. 

Enclosed for the Bureau are three copies of an 
LHM captioned as above and setting forth examples of impact 
which have recently occurred within the Los Angeles Division 
of the FBI. 

For purposes of retrieving the location of the 
examples submitted at a later date the following file numbers 
are being set forth which file numbers correspond in sequence 
to the examples in the LHM in the order in which they appear: 

, GU;~FJQfNTIAl 
TransmItted	 =----,--__ Per ­

(Number' (TIme)	 FBI/OOJ 



I 

:)
, - '"VI­

LA 190-255 
CONFIDENTIAL 

~j~: ~~:i:: miC.-m :t~filel ...:
 ""c:.) bl 

Los Angeles file 196-171, Bufile 87-140341 

Los Angeles will continue to follow and report
examples of impact in this area on a monthly basis.' 

- 2* ­
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COl1fivENTIAL DOCUMENT 11_.:3...... _ 
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~ 

UNITED STATES DEPARTMENT OF JV,STICE$.. 

7 

FEDERAL BUREAU OF INVESTIGATION 

In R~y. PleaH Refer 10 Los Angeles, California 
FWNo April 11, 1979 

IMPACT 
THE FREEDOM OF INFORMATION 

PRIVACY ACTS ARE HAVING ON 
LAW ENFORCEMENT ACTIVITIES 

INFORMATION EXCHANGE AMONG FEDERAL, STATE AND 
LOCAL LAW ENFORCEMENT AGENCIES 

Citing both the disclosure provisions of the Free­
dom of Information - Privacy Acts and the possible disclosure 
of information via JUdicIal Order, the Los Angeles Police (CI bl 
Department has recently refused t~~~~~~~~~~~~~__~~-. 

being conducted
and the 

guarantee the 

In August, 1978, Los Angeles Division of the FBI 
requested the Boston Division of the FBI to obtain informa­
tion from the Food and Drug Administration (FDA) regarding 
the failure and subsequent recall of a certain mechanical 
item utilized in open heart surgery. On or about March 8, 
1979, the FDA advised the Boston Division of the FBI by 
letter that they were prohibited by law and regUlations 
from dIsclosing certain InformatIon to persons outside of 
the Department of Health, Education and Welfare (HEW). 
The information which was provided by· the FDA contaIned 
numerous deletions which according to the letter "In the 
opinion of the FDA, the information deleted need not be 
furnished to you under the Freedom of Information Act and 

This document contains neither recommendatIons nor conclUSIons 
of the FBI. It is the property of the FBI and is loaned 
to your agency; It and its contents are not to be distributed 
outsIde your agency. 

/ 

~~~JII1 
CONMVENTIAL 



IMPACT
 
THE FREEDOM OF INFORMATION ­

PRIVACY ACTS ARE HAVING ON
 CO~ENnAl
LAW ENFORCEMENT ACTIVITIES 

is not covered by your request". Because the Boston Division 
of the FBI was forced to obtaIn the FDA material via a Freedom 
of InformatIon Act request, a long delay occurred in obtaIning 
the information. The original request was made by the Boston 
FBI sometIme in August or September, 1978 and was not released 
by FDA until March, 1979. The investigatIve matter being 
worked by Los Angeles involves the alleged counterfeiting 
of large quantitIes of high relIabIlIty integrated circuits 
utilIzed ~n sophistIcated lIfe support systems and medical 
equipment. One recent death has already been attributed 
to the failure of a counterfeit part contained in a mechanical 
device which failed durIng open heart surgery. The investiga­
tion is of a high priority nature and was delayed because 
of the time lapse in obtaIning the informatIon from FDA. 
In addItion, the information deleated in the material finally 
supplied by FDA is considered to be critical to the prusuit 
of the investIgation of this matter. 

LAW ENFORCEMENT PERSONNEL'S ABILITY TO OBTAIN 
INFORMATION FROM THE GENERAL PUBLIC 

During a recent investigation an individual who 
was interviewed by the Los Angeles FBI inItIally refused 
to supply ~nformation concerning the subject of the informa­
tIon because he felt hIS IdentIty could not be protected 
under the Freedom of InformatIon Act. After the IndivIdual 
received assurances that his statement would not be made 
available to the subJect under a Freedom of Information 
Act request, the individual finally submitted to interview. 
The individual stated had he not received such assurance, 
he would have refused to cooperate with the FBI inasmuch 
as he feared revenge and retribution by the subject such 
the subject become aware of his cooperation with the FBI. 

- 2* ­
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In March, 1979, a Specuu.. A2'ent of the Federal
 
Bureau of Investi2'atIon contactedl I


~~;,;;;;,;;;;...-;;:;"""",;~~~;a.:;:;.:;;";:;":;;~~~;:;:""::'~L-_--------"""'-'tr,-,.J 

bl.. 
~~ ~ ~~:,j Il The indIvIdual stated that he was reluctant
d~- __ ,~5,= 1;0 aSSlS1; 1;ne Federal Bureau of InvestIgatIon because the 
..... ,'10""(7- " . ~..c. organlzat10n had, 1n the past, released 1nformat10n and 
ci"~ c;,.. f'·" , names to the publIC. The Ind~vIdual was asked by the l.nter­a c( - - _
<'a,...; oJJ ...:.JO·Vlewlng SpeCIal Agent 1f he was referr1ng to the "Freedom 

\.oJ.:r.. C:: of Informat10n Act," and thIS 1nd1vldual replIed 1n the 
affIrmatIve. 

ThIS InterVIewee advIsed th~ he waa extremely 
concerned 1n thIS partIcular instance becausel 

L..­ -----'lJ(~ 

-­The InterVIewIng Agent explaIned several of the 
"exemptIons" to this 1ndlvldual assurIng hIm that hIS IdentIty 
could be protected, and the InterVIewee adVIsed that gased 
solely on this assurance, he would prov1de the InformatIon 
requested If It came to hIS attentl.on. The InterVIewee 
gave the defInIte indIcatIon that he would not have agreed 
to cooperate if hIS IdentIty could be known through the 
Freedom of InformatIon Act. 

ThIS document conta1ns ne1ther recommendatIons 
of the FBI. It 1S the property of the FBI and 1S loaned to your 
agency, It and ItS contents are not to be dIstributed outsl.de 

your agency. /90 -3- d. 1g 
C°NFt1£lfrIAL 

In Reply, P1«ue Refer to 
File No 

~

DOCUMEr. ( ,-==3~8 ­

UNITED STATES DEPARTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION 

St. LOUIS, MISSourI
 
AprIl 17, 1979
 

IMPACT THE FREEDOM OF
 
INFORMATION ­
pqIVACY ACTS ARE HAVING
 
ON LAW ENFORCEMENT
 .. 
ACTIVITIES
 
ST. LOUIS DIVISION
 • I 

~. 
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,. 0-36 ([tCY. 5-22-78).	 DnC· ~~~ ......,.. /I 3 9 
eJ u:. :t:t j --=-'---t-----"""!FBI	 ... .. ­

'rRA~SMIT VIA,. ,	 PRECEDENCE' CLASSIFICATION' 
I 

o Teletype	 o ImmedIate 0 TOP SECRET 

o FaCSImlle	 o PrIonty [XI SECRET 
!XI AIRTEL	 c!'r-~o	 RoullJ1e ~" CONFIDENTIAL 

I~' 1•• t..;HC b UNCLAS EFT 0 
.. ..,..,. .... ro'

L 
I 1<rt'D> 

• ..D	 0 UNCLAS 

FROM: SAC, WFO (190-1 Sub G) 
L/f-, ( 

IMPACT TIlE Fl{EEOOM OF INFORMATION -

PRlvAC s: "ACTS ARE ItAVING ON LAW
 

ENFORCEMENT ACTIVITIES -


ReBuairtel, 3/20/79. 

Enclosed are original and two copies of LHM dated 
and captioned as above. 

bI 

The interview was conducted in the investigation 
WO fil~: Jff) 

S~T 

ClaS~fied and Extended by 42 
Reaso for Ext . n: FeIM, II, 1-2.4.2 (3) 
Date ReVt~Dec1asSification: 4/19/99 

..~11\	 I?~ _3 -~ff 
'J	 .~ :., 

Bureau (Enc. 3) ...:~.,,..~'I ,),,, ~ 
WO ~pII"'" .1. II" I' 

EAW:mkg It( ..,~ --. ~,b-
~O.,· 

\	 
24 !\p;, 0 1979 

C­, 9J~~k~mN. X'--#-I__ 
TransmItted Per _'---- _ 

(Numbei) (Tulle) 



DOCUMErIT H-.J4~b::.....- __ 

UNITED STAT!.S D£PARTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION 

In Reply. Plaue Refer to lffishington, D. C. 20535 
File No bl

April 19, 1979 

rXPACT THE FREEDOM OF INFORMi~TION ­
PldVACY ACTS Alffi HAVING ON 

LAl1 ENFOaCEMENT ACTIVITI~S . . ­
P1\OBLEMS HITH CUl\i~NT INFO.tU1ANTS
 

01, POTENTIAL INFOt'lJ'1hNTS
 

As the employee "I"as 
e contro became the employee's 
or 30 years from now information furnished 
would be made public, thereby identifying 

the employee as has happened to other persons in recent 
times. The employee was not concerned with ¥hich release 
mechanism would cause this to come about, but the fear that 
it could happen caused the employee to necide not to 
cooperate. Special Agents plan to interviev the employee 
again in a few' "I-"eeks, but at the very least the FBI has 
been deprived of the invaluable information for several 
weeks until such time as the e~ployee decides to cooperate. 

This document contains neither 
recommendations nor conclusions 
of the FBI. It is the property 
of the FBI and is loane~ to your 
agency; it and its contents are 
not to be distributed outside 
of your agency. 
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FI)..36 ("tev 5-22-78) 

,OOCUMElW I _yu'--+----a...:~ '/	 lBI 
TRANSMY	 PRECEDENCE CLASSIFICATION ".. 
o Teletype	 o Immediate 0 TOP SECRET 
o Fac81mlle	 o Priority 0 SECRET 

......tlII,.. '\

I:XI AIRTEL o	 RO~Re"': _ ..: .'. __"'_ 0 CONFIDENTIAL 

t 0 UNCLAS EFT 0 bl 

o UNCLAS 

Date __4_/_1_7_/_7_9_------1 

DIRECTOR, FBI 
(ATTN: TRAINING & RESEARCH UNIT, FOIPA BRANCH, 

ROOM 6280) 

('CHICAGO (190-0-Sub B) 
.tTT IJll"'"l" 1.",\ t~,rlfl _/9\

IMPACT THE REEDOM OF INFORMATION­ l:J:(~' J" I ~ I. " .1 '!2>~ 
P1nVACY ACTS ARE HAVING Q.N LAW J:: •, 'I' • r .-,1. ,l'vel'lf
ENFORCEMENT ACTIVITIES -------------, (J f IV:I{h'] ~~ 

Re Bureau airtel to Albany and all off1ces dated 
3/20/79. 

Enclosed herewith for the Bureau are five (5) cop1es 
of a LHM captioned as above. 

Chicago will follow and report all 1nstances of 
FOIPA interference in FBI investigations. For certification as 
to the identity of the asset mentioned in part ttrno nnao *Jo 
of the encl~e, the Bureau may refer to Bufile_~ . 

I ~C.)
 
~
 

~ _-:J "'/48, ),,~ 
~~:.. .... ,,10 ",,,,, 

'"'~ 

~- Bureau (Ene,
 
I - Chicago
 

RAF/daw 
(3) 

~l~~~ C,O~ 7 Mf/b'rw/~ 
REASON' 15 ( C.)
DECLASSIFY ON. x...........l__
 
e>3-It01'3 

Per _ 
!Number} (TIme) 

Approved Transmitted ......,.,,.........,.--,-__=--:--__
 

l 



DOCUMENT ,---J,.Lt.::;.;;::J.. _CON~ENTIAL 
o~~p~ 
uao > ~ •::> Sf;t;Ul\'"ITLD ST\Tt~ DLP<\RT~n.;\"T OF JLSTIC.h	 r
f):>o~ 
() U' - ..... 
-t ,.~ .- if. ' 

" l. D ", HAL III R I A U 0 FIN V I ~ T I G \ 1 10 '" "',,,	 ··',F 
Ch1ca~0, I111nOlS	 (,J ~ ... ("'8 

In Reply, Pl_ Refer Ii> Apn.l 17, 1973	 :" UlFlit! No 
'Ci' , <:> 

'lliih BfPAC'r THE FREEDOM OF INFORMA'l'ION t---~~
ACT AND .PRIVACY ACT ARE HAVING ON \ ~ 
LAW ~NFORCEMENT ACTIVITIES l l~ 

~ .I.t..Reference 1S being made to Bureau a1rtel dated ~ 

March 20, 1979, request1ng f1eld office response to capt10ned 
matter. 

The followIng 1nformatlon 1S being set out 1nasmuch 
as it exemplifIes the effects of Freedom of Informatlon­
Privacy Acts (FOIPA) leg1s1ation upon investigatIve efforts of 
law enforcement personnel wIthin the ChIcago DIvision. 

,. 1. Informat10n exchange between Federal, state
 
,.t . 1 and local law enforcement agencies:
I' 

- ',). I'..	 Many examples have been cited whereby off1cIals 
" '. ,	 of the Veterans Adm1n1stration (VA) have refused to provide 

background information concerning VA employees, many of whom 
have past criminal records. The VA bases their refusal on 
the Privacy Act as interpreted by their legal counsel. 

In add1t10n and as an extension of the above 
policy, a former pol1ce offIc1al at Lakes1de VA Hosp1tal, 
Chicago, who requests that hIS identity be protected, adv1sed 
the FBI that he became aware of a knIfing 1ncident in WhICh 
the victIm came to the VA Hospital for care. Althou~h this 
incident occurred off VA property, th1s official was told that 
notIfication to the Ch1cago PD was forbidden In such instances 
and he was forced to report the incIdent by an anonymous 
telephone call, 

No speclflc FBI case number is available for 
citation regarding above. 

,. ' 0'" '~I. 
':)0----- --.. 

This document contaIns neither recomrnendat10ns nor 
conclusIons of the FBI. It is the property of the FBI 
and is loaned to your agency; it and 1ts contents are 
not to be d~strIbuted outside your agency. 

FEll/CO.. 
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CON~£NTIAL
 
2.	 Law LnforCem&nt p(rsonn~1'5 ab~lity to obta~n 

fnforma-£fOnfrom- th": -q-, nP-"ral -public:------ ­
- -- . - --- -- - - --- --. -~-- - ---_ .. --­

In an ~l"!V. stil1at~on -::l"t1tl·.Cl ' •.• DAPLI, U.S. 
Jl.S~r1Gt. ,1..l(~a .ort'1 r.o D1s-::rict of I11i:1.015 (lmI), ChJ,C3.qn, 
1111~o1~ (CG 77-22013), a niqh-ranki~q law ;n£orcem~nt 
off~cJ.ctl of th' Stat? of 111in015 '.".;10 15 also a form;?r Sp~c1.-"l.l 
l\<;-nt of t:b FBI u=clins:.d to cOJlUil-mt on a r~latJ.ve of the 
ap~]icant, ~x~r~ss1rq conc~rn that this d~roaatory inform~t10~ 
could lRt~r b~ Maa~ availabl~ to fa~ily momb~rs undgr th9 F~IPL. 

3.	 !~2~uctJ.on in curr~nt l.n£orroants or pot~nticl 
J.l~torina:lts-i-es-uYfTrig--- i-£<iiTt- prs--sent--:fOtPA- - ­
~}._~cIO-s-u-r~ _~.rrcTtts:~ -_ ... - .- ...._ ... -- ---- ­

our 

bl 

ec 1~e( 0 urn1 S 
contactl.nq him, stating that his 

h=:sJ.tancy 1S basi::d on his fE:ar of being "compromised via th::. 
FrsedoITl of Information Act". The asset later offered to cut 
out the faces of th~ individuals u~d~r inv~stiqatJ.on in an 
7ffort to b~ of aSSl.stance but at th~ sarn~ tJ.m~ to prot~ct 

j1~s:lf froITl an FOrA r?l~asc. 

4 •	 .lisc~·llan~ous 

Nons. subr.li tt:d • 

2* 
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DOCUMENT # _....J'jr.::::3~__­

UNITED STATES DEPARTMENT OF JUSTICE 

FEDERAL BUREAU O}' INVESTIGATION 

New York, New York 
In Reply, Pktue Refer til 
FlhNo 

General AccountIng OffIce (GAO)
Study to Evaluate the Impact the 
Freedom of InformatIon/Privacy
Act are Having on Law Enforcement 
Activities (FOIPA) Matter 

1)	 Information Exchange Between Federal, State and 
Local Law Enforcement. bl 

No additional examples avaIlable. (U) 

2)	 Law Enforcement Personnel's AbIlity to Obtain
 
Information From the General Public.
 

J 
I~ \ 

('l . - I 

~',lll
oL_-"t 
~l .,; 

~~~~ 
~ -rodr ..... -----------------------.......
 
• LL: ~ ~~ I (S)- 0 -:C. 1....-__.... 

~~(/) d~ S.T
O'd~~O P4J(qn~J~ 

;)., ~ C & E£169
Reaso 2 and 33-,' -'7'	 DRD: 15/99

I~ .::213,0"0 
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I 

I 

GAO Study to Evaluate 
the Impact the Freedom of 
Informatlon/Privacy Act are 
Having on Law Enforcement ActivItIes 

I (C) 

bl 

I ~ G) 

Reduction In Current Information or Potential 
Informants Resulting From Present FOIPA Disclosure 
Policies. 

No additi ona1 examples available. 

-2*­
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F~" (Rev 7-27-76) 

FBI -DOCUMENT ., Ji:L-C~It=--' 
Dep "ClAim 

, TRAt'JSMIT VIA PRECEDENCE CLASSIFICATION ' Dep AO'nv 
I '~t~r --~ o Teletype o Immediate ,lOC" ~Il TOP SECRET : Adm Serv'~--' 

o Facsimile o PriOrity cnriOO.ECRET : fd~~t Inv ' ­
IKJ Alliel o Routme 0 CONFIDENTIAL J 'nlell -~---. 

I laboratOtyo EFT 0 : le~a' ('OC''! - ­

.H T. loll"t'"(,. ," 1;""(1 {'NI'fl r~ CLEAR I PI;m .Ii, 'n"p __".--. 
-0 I Ref" ~1"nt 

a\'{r_~ ': ~. I•• "':.d.tl-U> J Tl'''''' SI'rV~ o:' ,.:: l'. f:" ~llvl'tH Date 4/1 (',-/_7___-t-:;I. Tril' • ". 

- - - - - - - - - - - - - - - - -t:~rlt:!th"t~- - - - - - - - - - - - - - - - - - - - - - - . :.ub4..-.l\J..-.....tt....;;- ­
J Tcolpphl'lro" ", 1 

DIrector's Sec'yTO: DIRECTOR, FBI (190-3)
 
~TTENTION: TRAINING AND PY.SEARCH UNIT,
 

~PA BRANCH, ROOM 6280)
 

. FRDro1: (.lSF' SAN ANTONIO (190-00)

j SUBJI:CT: FREEDOn OF INFORMATION ­ \I~TJjE 
PRIVACY ACTS ARE HAVING ON LAW 
ENFORCEMENT ACTIVITIES 
.- --- .. ,,-­

Re Bureau a~rte1 to Albany dated 12/18/78. 

Enclosed for the Bureau are five copies of an
 
LHM setting forth the only known example of an adverse
 
impact of the Freedom of Information/Privacy Acts within
 
the San Antoftio Division for the past month.
 

ADMINISTRATIVE 

The exa e set forth in the enclosed LHM concerns 
a case entitled, bl 

R.. 2.~'2t;o3 /:..n.L"u II ~/iJ.L!JI~~:'C-13l .--ClASStAED BV'~-'~~ 
REASON 1 5 t ~ ) 
DECLAS~IFY O~( x,.-.Lt.-_­
03-«0?'3 

~\ 

~ureau (En~/) 
I-San Antonio 
BRG : rnunf"- I 
(3) I'­ 1* 

Approved Per _Trans mltted ......",.,,---.,---..,.---0=----..,.- ­
(Number) (Tulle I 

--~----- --. --~--- ------- ­
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CON~lj~'l iJiL DOCUMENT 1/ .....:.'1~S- _ 

UNITED STATES DEPARTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION 

San Antonio, Texas 
In R.,.r. Pleate Refer to 
FIle No 

Anr11 16 197 11 

.' . 
P1PAf'T 'J'IIf PRFPDOM OF Jl'JF()R~"A'l'IOT-l ­
PRIVACY ACTS ARE H1WIT-lG on J..ATl 
EUFORCE1'EN'!' AC'T'IVITIFS 

In early March, 1979, information was received 
'h•• ~'h~ c~,~ '" ~ n.n. ~.~_ ..... .f' 4-10. ... t:>OT -1-10. ... -1- 4-10. ........ 'h-l ....... 4­

I I
• 

bi 

"')
1 I re fused tcY . '­
d~vulge any ~nformat~on concern~nq the subject because 
of the~r belief that such disclosure, without the consent 
of the subJect, would violate the provisions of the Privacy 
Act of 1974. 

:8~2S""~ "o~2~.tAJCtW/~ 
• ...0 _ c. 

• I .. -- .. -, ~ ./ - ---­

CO.N1\AL 

This document con~~f'n;i~:; r~C~~ndations 
nor conclusions of the FBI. It is the property of the 
FBI and is loaned to your agency; it and ~ts contents 
are not to be distributed outside your agency. 
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FBI "DOCUMENT I ..!i.k._~:--­
I 

TRANSMIT VIA PRECEDENCrfJlJi,r))(,.. CLASSIFIC~TION' : 
o Teletype o Immediate rIllIJjJllbJ/fOP SECRET : 
o Facsimile o Pnonty ~. C¥sECRET , 
00 Aj rte1 o Routme 0 CONFIDENTIAL I

I 

I 
DEFTO 1 

ALL I:iFO!WATION C()F'rfibTBl) 0 CLEAR ~ 
IiEf-i-HI i5 \Io"Cl..t.~Sl.lt1ED Date 4/24/79 : 

---------L~~~~~~~~~--------------------------L-- _ 
O~HlJ:R~'l::.E 

ATTN: TRAINING & RESEARCH UNIT,.TO . DIRECTOR, FBI FOIPA BRANCH, ROOM 6280 

w. FROM: MILWAUKEE (190-42)-P 
..... ,1'1. /.- Ill,
 
SUBJ~CT I HE FREEDOM OF INFORMATION
 

"<-,,,-"\~i PRIVACY ACTS ARE HAVING ON LAW
5 ENFORCEMENT ACTIyITIES ­

O~~ ~; Bureau airtels to Albany, 12/18/78 and 3/20/79. . b1
• n1\U'i The following information was recently brougtt:. to 

On-t1ie attention of the FITPA CQQ:~n~or, Milwaukee Division,
regarding two separate. Which are presently
being operated by a Mi waukee en .~)I: 1~0 has fu shed reliable 
information~n the past, expressed concern to hA· ent that 
the Agent might not be able to protect his (so ae s) identity,
and the information he has furnished to the FBI. e source 
desired assurance that all possible steps to protect his 
identity and information furnished would be taken to prevent 
disclosure through th~OIPA requests ma~ect)the FBI., 

Likewisej l!' source who has 
provided information a reliable natur~ stated that he was 
worried about his contact with and the information he has 

z fumished to the FBI becomi~i ...public knowledge through the 
~ FOIPA requests made to the.~:fC·ua !'1tJ -3 --3~ 

~ . ~ The above two\fxamples are only at the present
"g;5~ time concems of the two Milwaukee sources, however, due to 

(J) ~ I the impact of the FOIPA, this may have an effect upon the 
• ~~ Iim~ttions of the information theY,will furnish in the future.~ a: c \ ... , _' ,,_I Aon.~ 

r3-B au (RM) ,.JI~ r: I " . ~---
'i-lUIwaukee I" .,~ ",I.·2ttV :r 
~t~: s bi C::oI'" !IT 1979 

~ 
ftJr 
s-: 
~ ..... 

Ap~oved B ~ T<.~':::'~--:-:1.,-:--:--~~ --,=---...,....---_- -~t~Per ­
(Number), (Tune) F IIIf 00.153UAY 161979 
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Fo..36 (Rev. 5-22-78) CONf)QENTlAL -DOCUMENT '-..'tL...,l;?_,"-__
FBI 

TRANSMIT VIA PRECEDENCE CLAS SIFICATION· 

o Teletype	 0 ImmedIate o TOP SECRET 
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TO: DIRECTOR, FBI (190-3) (ATTN: TRAINING AND RESEARCH UNIT­

FOIPA BRANC~ROOM 6280) 

;)FROM: SAC~BOSTON ~~190-l68) (p)
 
0" ~ t.;
 

#rJECT:	 ~ ~HE FREEDOM OF INFORMATION ­


... 

~"""__"",__

was

ounse

PRIVACY ACTS ARE HAVING ON
 
LAW ENFORCEMENT ACT&VIT~
 .. "'zww .. 

Re Bureau	 airtel, 12/18/78. 

~~~""""!",,....	 ""......,;jora...lo .....,..b7C 

advised bJl...~_~__~_~~_~~__~""
 
~----~~that instructions had been issued by the General
 

of the Sheraton Corp. to the effect tha~uest b2 
registration data is to be furnished to the FBI,l---J or 
any other Federal agency without a subpoena as a result 
of the threat of disclosure~~osed by the Freedom of 
Infonnation - Privacy Acts .~) 

SAl 'pointed out t~ that the 
individuals in question are neithe~tizensnor 
permanent resident aliens, but only temporary visitors 
of interest to the FBI. The information desired was merely 
verification of registration. I ) however, 
respectfully declined to ~~~ish ant data as instructed 

" by their General counseL~(LA) ­~ J.-J 3 f,R' 
o (3)- Bureau	 RrC.69 0 - ? ­

~ ~~ '-f - Boston~••,,,,,	 7 MAY~979 ... 
~; 't RJC/dw ~'- ~ ,:!P.I('	 ""1 

j~J~)."" -',	 ~fI:)_f---
1'( ,I< ~ .J - ': .:l~.3 ~ 
~' IT,I.. '.7. ••1\. ~__ S--/7-?7 ­0 
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(}'/, .n'ISE 

TO: DIRECTOR, FBI (190-3) 
ATTN: RO(lwl 6280 
TRAINING AND RESEARCH UNIT, 
RECORDS MANAGEMENT DIVISION 

FROM: ~C, ~?STON (190-168) (p) 

SUBJECT: ~dT·ffiE (FREEDOM OF INFORMATION­
PRIVACY ACTS ARE HAVING ON 
LAW ENFORCEMENT ACTIVITIES 

....". 

Re Buairte1 12/18/78 and BS airte1, 5/17/79. 

Enclosed for the Bureau are five coptes 
of an LHM on captioned matter. \ 

No instances of adverse impact by 
FOIPA have been noted in the Boston D~vision 

during the past month. 

The enclosed LHM sets forth in LHM form 
the example cited by Boston in airte1 of 5/17/79, 
as requested by the Bureau. This example arose bl 



CONB~NT'ALDOC\}MENT, .::r..~l-'l~--
UNITED STATES . .i:PARTMENT OF JUSTICE 

J 

FEDERAL BUREAU OF INVESTIGATION 

Boston, Massachusetts 

June 13, 1979 

IMPACT THE FREEDOM OF INFORMATION­
PRIVACY ACTS ARE HAVING ON LAW 
ENFORCEMENT ACTIVITIES 

bl 

Special Agent SA) of the Boston Office of the 
Federal til rea; of :n;e:t1 ga:, Qn ~F:T\ ;" ad­
~~:~di~~truct onsaeen ~ssuey t Gene!ale 
Counsel of the Sheraton Corporation to the effect 
that no guest registration data is to be furnished b2 
to the FBIl::::Jor any other Federal agency without 
a subpoena as a result of the threat of disclosure, 
imposed by the Freedom of Information-Privacy ActS.~ 

b7C 

bl 

b7C 

,- _P_~}Jl_""""_J~ . ~ 

G -/~~s-~ 

,< • 

'" ..:<L/S:~G c~ 

F"~·--~· 

~ :r.'l19 d?~ument containS neither--' 
~ recO~9Ddations r.or conclusionS of 
< t~e FBI. It is t:-::> n-( " ...~., of 

tile iBi (lnd h l,)'::L'~d tJ ::(\ut' CI~~!!t1l
 
l~ ~ud lt~ ct~t~nts rr a r.ot to be
 ,-', 'huted .utS1d·(q~:3: 3q IS' 

-I 

"' 'f.. , 
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I
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• '·tJ	 ' 
~ .• '" ..	 D t 5/22/79 " I '\ :. , 'I. 't..&""~....	 a e -; 

----mn»M~~------------------------------------L------
TO:	 DIRECTOR, FBI (190-3) 

(ATTN: ROOM 6280, 
TRAINING AND RESEARCH UNIT, 
RECORDS MANAGEMENT DIVISION) 

dlf.Kit::L-S~C'I_~;5ROIT (190-200) 

IlW~ ~HE FREEDOM OF INFORMATION ­
PRIVACY ACTS ARE HAVING ON LAW
 
ENFOReEffEJf'f .'lGTIVTTIES _
 

bl Re Detroit airtel 
IJ 

•	 I 
I	 rc.JI	 ­

" A canvas of all supervisory personnel in the 
Detroit Division revealed no other problems in the area 
of FOIA/PA during this period. 

~1~"~~"\':"" ~~d 
1"(	 q,,~1 3 ..- CA D:i2 ~\,.. 90- - ­( ~./ " . ..3i 

tsu~ REC-l2§ ao MAy~79 

Q - Burea'! (Ene. 5) ~, cuMDltrl.rnil - ...... 
1 - Detro1t l\f~itnl
 
JHB:afk
 
(3) 

-

Approved Transmitted 

CONFIDENTIAL MATERIAL ATTACHED -

~~~ 
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CON$J(lENTJAl 
UNITED STATES DEPARTMENT OF JUSTICE 

. 
FEDERAL BUREAU OF INVESTIGATION 

I" Reply, Pl_ ReJeT to 
FJ#, No. Detroit, Michigan 

May 22, 1979 

Re:	 Impact the Freedom of Information ­
~ivacy Acts are having on Law 
Enforcement Activities 

Problems with Current Informants 
or Potential Informants 

a..-	 ---__-- ---J1CC) 

1~-------------lP"'!!'"(c"""'!")----
...	 1(C)I recontacted the 

Agent and stated that he naa decided hot t assist the 
FBI because he felt that his identity might eventually be 
revealed under the Freedom of IP:ormation Act. He stated~ 
that he believes that the FBI's~. ~are \-SI 
valid and necessary, but does not want to risk poss1ble 
repercussions that would result if his assistance to the 
FBI became public knoWledge.~ 

t- " . 
( 

r. v • 

D..iJ G, • __ 

(C) I 
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24 JU:. ~ 1979 

---• 

nC/"\vVllf: 15 (C) 
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o Teletype 0 Immediate 0 TOP SECRET 

o Fac81ml1e 0 Prlonty 0 SECRET 

00 AIRTET, 0 Routine 0 CONFIDENTIAL 

~:\~,~ :: .," '. ':~l :v'" ~ CONPmtNTIAE ~:~~~~ EFT 0 

1". ":'. "'.""~" ,IA ••MI· Date 6/18/79 
-~~~~~----------------------------------------------TO: DIRECTOR, FBI (190-3)
 

(A N: TRAINING AND RESEARCH UNIT,
 
FOIPA BRANCH, ROOM 6280)
 

, CHICAGO (190-0-SUB B) 

~~!:~~~EDCM OF 
Im'oRMATION-PRIVACY ACTS ARE
 
HAVING ON lAW ENFORCEMENT ACTIVITIES
 

-'-----~~.~~------ ..---_w...........
 
Re Bureau airtel to Albany and all offices dated
 

3/20/79.
 

Enclosed herewith for the Bureau are five (5) copies ~ 

of a LHM, captioned as above. ~ 

Chicago will continue to report inst&nces of FOIPA
 
interference in FBI inve~~i8ations •
 

.tt"" ~
 
/'.' ",' t blThe smlrCrlm:g't~bPed ip Un.1 i~ ....,~~ 

"J '.,~ ,:" 
'Jel ~" 

<Number) (Tune) 

,.' 
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DOClJMEr'rf ,.-..;.£;;.....:=3=-- _
CON1IDENTI~.L 
UNITED STATES DEPARTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION 

Chicago, IllinoisIn Reply, Pl«ue Refer 10
 

File No. June 18, 1979
 

~ 

4~:'; 'I 
. THE IMPACT THE FREEDCM OF INFORMATION 

,.....	 ACT AND PRIVACY ACT ARE HAVING ON 
.! Ivr, ..1',' • ~	 LAW ENFORCEMENT ACTIVITIES, 

Reference is being made to Bureau airtel dated 
March 20, 1979, requesting field office response to captioned 
matter. 

The following inforrnstion is being set out 
inasmuch as it exemplifies the effects of Freedom of 
Information-Privecy Acts (FOIPA) legislation upon investigative 
efforts of law enforcement personnel within the Chicago 
Division. 

1.	 Information exchange between Federal, state 
and local law enforcement agencies: 

None submitted. 

2.	 Law Enforcement personnel's ability to obtain 
information from the general public: 

None submi tted. 

3.	 Reduction in current informants or potential 
informants resulting from present FOIP~ disclosure 
policies: 

j\~u Filer-l1 (t,) 
CG File&..:----JI	 

bl 

bl 

L... ~---~~~~-~""":""'-__.... are planning 
to request their individual files under the 

This document contains neither recommendations nor 
conclusions of the FBI. It is the !1J0P~ of the FBI 
and	 is loaned to your agency; itt era .~ ,ontents are 
not	 to be distributed outside yo~a c. 

\ qo-Y	 OONFJ$NTlAL 



Freedom of Information Act. Asset stated that the forms 
needed for the release are in the possession of individual
 
supporters and members. ~IA.)
 

Asset advised that th1s same project might possibly
 
be going on in other cities. ~~J
 

The above is cited inasmuch as it reflects an 
asset's concern regarding the release of information under the 
FOIA. 9\~(C1assified and Extended by 2080). 

4. Miscellaneous 

BU File 91-53018 
CG File 91-11115 

As the Bureau is aware, I I b7C 
was convicted in United States Districtt-cC~o~i::i~~~~~----~ 
District of Illinois in the case entitled 

Octo er 
~~-~-;"17\"1;~;""""'l!~~~~~~~"""';!;~r--~"'r~c~e"'n"'Y";~Ii!""n""":t~e~r"s~t~a~t~e~~-anSportation 

of Stolen and Incendiary Devices; 00: 
Chicago". This conviction was upheld by the United States 
Court of Appeals and the United States Supreme Court. 

I ~s now filing a post-appeal motion
 
under. Section 2255~ title 26~ United States Code, and in
 
this connection has requested mater1al from the FBI~ USA's
 
Office, Chicago and Department of Justice, Washington~ D.C.
 
The material now~~e;ng requested is in addi.tion to the 1500
 
pages of materia~ Jhas already received from the FBI
 
under the FOIA, from which release he has filed an appeal.
 

The above is cited only inasmuch as it indicates 
the manner in which a convicted felon can continue to extract 
FBI time and manpower long after he has been successfully 
prosecuted in a major case - a situation believed to be beyond 
the intent of Congress at the enacbment of the FOIA provisions. 

- 2*­
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PRECEDENCE 

o ImmedIate 

o	 Priority 

o	 Routme 

DIRECTOR, FBI (190-3) CO~WIDENTIAL 

ATTN: RECORDS ~V\NAGEMENT DIVISION, 
TRAINING AND RESEARCH UNIT, ROO!1 6280 

SI\.C, 'IFO (190-1 Sub G) til''! ¥ 
~ IMPACT THE FREEDO~~ OF INFO!U11\TION - / \ g-/J -'1" ­

• ~ PRIVACY ACTS A.."lE 1I1\VIUG ON LAH 

~ .::P EUFOnCEf.fENT ACTIVITI~S 
.	 t" .	 a .,~ ReBuairte1, 3/20/79..,

f'\ 
Enclosed are original and two copies of an Lffi10 

dated and captioned as above. 

bl The er==Ple cited in the enclosed LHM is in connection 
with fIFO file :J/(C) 

CONFIDE~1TV\L 
~;.. ':'t-:{ .. ~r I ~j,><::[i[7J 

Classified and zxtet,ed by 45 ~~ 
Reason for Extensio FeIM II, 1-2.4.2 (2, 3) 
Date of Review for classification: 8/13/99 

2"". 

... 
CLAS SIFICA'I'ION 

o	 TOP SECRET 

o	 SECRET 

o	 CONFIDENTIAL 

o	 UNCLAS EFT 0 

o	 UNCLAS 

Date 0/13/79 

~.. ~ 3-. •.5, o(,.e> 

,",~ 
,~ , 
!"I ~ • \ ," • 
, '	 _.. 

''\ 
"'" Bureau 

1 - WFO 
MJB:rnk.g 

(3)	 

Per _Approved 
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DOCUMENT I-¥..~~ _ 

UNITED STATES DI:PJ\RTMENT OF JUSTICE " 
-I., 

FEDERAL BUREAU OF INVESTIGATION 

~'rashington, D. C. 20535In ReplY. pfegw Refer ... 
r,ugust 13, 1979Al~No 

n~Pl\CT TID l1p.:::::mOIl OF D1FORHATION ­
PRIVACY i\Cl'S l\..'1E H"\VING ml LA~l 

ENFO~CSl~NT 1'I.CTIVITIES 

PROBLEUS T7ITH Ctr.1..'lBUT IN~Oro.1ANTS 

OR POTENTI.Z\L INFORlL\l:ITS 

identity might 
......_--.....~-......,.....----...._---_.........,......~............'!"'I""'~e Freedom of 

bI 

This document contains neither 
recommendations nor conclusions 
of the FBI. It 1S the property 
of the FBI and J.S loaned to your 
agency; it and its contents are 
not to be distributed outside of 
your agency. 

..
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Date 10/1S/79 : 
----------------_______	 I 

--------~~~~b~~;~---
TO:	 DIRECTOR, FBI (190-3) R!:A60·'; 1.5 ( C.) 

Attn: Room 6280 DECLAS,hlFY ON' X J 
Training and Researc:h. UI}it C>2 _ ~~",,'_2· '-4 _ 

Record Management D1v1s1on g ~v,~ 

FROM:	 SAC, DEnVER (190-60) (P) 

IMPACT THE FREEDOM OF INFORMATION ­
PRIVACY ACTS ARE HAVING ON 
LAW ENFORCEMENT ACTIVITIES 

All paragraphs are unclassified unless noted. 

Enclosed for the Bureau are five copies of an LHM 
regarding this matter. 

•	 Re Bureau airtels to Albany, 12/i8/78 and 3120179 • 

The case referred to in the LHM is ~nitled asO-.!l-klfollows: ,:T.AC)S Jl:. - SPli)~I'f\- ~A1'C-
..-- -==-IIIHBASON Fe I 1-2 ~.~ ~:~ ~ . 

TE 0"' ,rEl: /'" -I§ ~LbI 
~ff")..'3C'bo 

, ~, "'1' T/lI'~F.l: 

• 'r"\ C CEP' 
".. VI~E. 

€:) 

CONFI~'TIAL
C&E by	 2110

<::})- Bureau (Ene. &~ Reason (2)(3)
 
1 - Denver DRD 10/15/1999

RSP/sip
 
( 3)	 CONFIDENTIAL MATERIAL ATTACHED. 

J 

Approved':.~~~b~iIor-__ 
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CON~l.~i ~ lAL DOCUMErIT If ~loa=.D_~--. 
UNITeD ST.\Tl-.S DEPARTMENT OF JlJSTlCE 

FEDERAL BUREAU 0.' INVESTIG<\TlbN: .I-~~" 
In Reply. Pka_ Refer to Denver, Colorado	 r -, ~I ... rz 

01.' ,I I l,. ClOFal. No	 October 15, 1979 
Vol-

N 
! ' "Il 

IMPACT THE FREEDOM OF INFORMATION ­ 3PRIVACY ACTS ARE HAVING ON ~ 
LAW ENFORCEMENT ACTIVITIES u~ 

.~ 
,(lQ 

All paragraphs are unclassified unless otherwise , ~ Jl: 
marked. "-l 

1)	 Information exchange among Federal, state and local law ~ 
enforcement agencies: ~ 
~~~----~ 

There are no reported problems in this area. t
2)	 Law enforcement personnel's ability to obtain information 

from the general public: 

I 
bl 

--...---------.......I}Kf G/ 
3) Problems with current informants or potential informants: 

There are no reported problems in this area. 
l"\ " 

~ ,J
JW~~7'

"'~;iiii -, 

: I ­

4)	 Miscellaneous: : 'r 

~") ere are no pertinent comments. i6 
'cl'-~~'I '0 

'" '0	 ';>1 \ ,. ... ",m- ~.4tt.. 
",,"""'"	 , I 

I It -r 1:UH:UA.d~l'E 1;; ~'~... . ' ., " ~. ~JI 

II COJ9P1'D.5lrPlAL - - __ 1~~77 

Classified and Extende:fjY: 21l0~ # ;l.1.3060 

Reason for Extension: 1M, II, 1-2.4.2 (2)(3) 
Dateof Review for Decla ·fication: October 15, 1999 

#~O~~~~ This document contains neither ~ecommendations nor conclusionsi ~ of the FBI. It is the property of the FBI and is loaned to 
~ I your agency; it and its contents are not to be distributed 
~ -<!" outside your agency.
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PRECEDENCE 

o ImmedIate 

FBI 
OOClJfAlNT I Ja~1.......,--- ­t ., -

~A;~:;~d~~C:' :-WAJ 
o PriOrity 

, 

o SECRET -f.l~ J: 
I 

I 

o Routine o CONFIDENT~l'q4).O~ I 
o UNCLAS E fJ'1fi1t1> ~~~ 0~~O4-
LJ UNC LAS :(~~ ... ;~ :1 .- C'~:>•• 

Date 10/ 16/79 "ro~;"<"./'';';./''''~ 

o FaCSImIle 

----------------------------------------------~------
TO:	 DIRECTOR, FBI (19)).-.a( 

ATTENTION:	 ROOM 6280 
TRAINING AND RESEARCH UNIT 
FOIPA BRANCH 
RECORDS MANAGEMENT DIVISION 

FROM:	 SAC, PHILADELPHIA (190-96) (P) 

SUBJECT:	 GENERAL ACCOUNTING OFfICE (GAO)
 
STUDY TO EVALUATE THE IMPACT OF
 
THE FREEDOM OF INFORMATION ACT
 
(FOIPA) AND PRIVACY ACT (PA) ARE
 
HAVING ON LAW ENFORCEMENT ACTIVITIES
 
FOIPA MATTER
 

Re Phlladelphla airtel to the Bureau dated 9/14/79. 

Enclosed for the Bureau are the original and
 
three copies of a letterhead memorandum reflecting dif­

ficulty which was encountered by the Phl1adelphia Divi­

Slon ln regards to the Freedom of Information Act and
 
the Privacy Act. bl
 

The informat1on provided 1n the~~~~~~~~~~
 

heed memorandpm ]5 from p~ladelPhla file
 
L~ _ 00: Philadelphla. r The Bureau
 
f11e number lS not ava11a e. ~
 

~~--:-r-
'5 ~H~ f,~ 

-..:... ------. .-.Q- Bureau - J :. 

1 - Philadelphia (IgO-gel	 ,~~}!'. 

~~~:pep clAss~Y:~1A.UJ~1.- \ ~lliiNfliID~TIA 
REASON: 1.5 ~\ L 

Per	 _Trans mitted ----;;::;--;:---7---;;;:;----;-­
(Numbed (TIme) 



DOCUMENlI ~_!e&~----
l.;1'<ITED STATES D.I:.PARTMhNT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION 

A.In Reply, Pleau ReJ~r to Philadelphia, Pennsylvania 
Fale No 

October 16, 1979 

IMPACT THE FREEDOM OF 
INFORMATION - PRIVACY ACTS 

ARE HAVING ON LAW ENFORCEMENT 
ACTIVITIES 

Reduction In Informatlon from Current Informants or 
Potentlal Informants Resultlng from Present 

FOIPA Dlsclosure Pollcles 

1....- .......1~}
 

This document contains nelther recommenda­
tlons nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your 
agency. It and lts contents are not to be 
distributed oUTslde your agency . 

bl 

..., 
• I ~ 
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I Euc AD-LES__
FBI 
: ASSI DIr.:TRANSMIT ;IA PRECEDENCE CLASSIFICATI~rRIr I Adm StnL_ 

I II'"L...J Teletype o Immediate o TOP SECRE • • I "entll Int. __ 
• I; 1 IUlenl _ o Facslmtle o Pnonty o SECRET : /nleR _ 

o AIRTEL o RoutIne o CONFIDENTIAL I Laboratory __ 
t Leg;:1 Coun __ 

llL r:lFOF1!!\TIOlI rC'N'THNnt o UNCLAS EFT 0 l Plan" rAsp _ 

[j UNCLAS I Rec "'on' - ­
Z:.:c;:..'. :triERE SHO~N I Tech Se.vs _ 

OlliKl{WlSE Date 11/5/79 I Tr3111m9 
_ _ _ -----::::..:::..<..~....:...::---;J, ~Il.lc: ,!ff!. q!J 

;o~ -- --- ::::::..
--~Ji~~i~-~- ~~:~~-:I~ -~ 
, 0,1 FOIPA BRANCH, ROOMr2~! ":)J~) 

FROM: (~'I.wu.18V1'LLE (190-79) (P) . ~~ -: 

SUBJECf: /nfl.JACT THE FREEDOM OF INFORMATION ­
PRIVACY ACTS ARE HAVING ON LAW 
ENFORCEMENT ACTIVITIES 

'? Re Louisville air~el and LHM ~o Bureau, cap~ioned
 

b1 !
C ~_--t~ l 
Enclosed for the Bureau is the original and three 

copies of an LHM setting forth one 1nstance in the Louisville 
Division wherein the FOIPA was the bases for refusar-~~ 

ti to a Bureau A
 
c/
 

t 

I-_--;::::============.~ 
r----.......---------------b and(C-./ I
 

referred to within instant LHM, is set forth in 'referenced 
airtel and LHM to be Bureau, dated 11/5/79. 

(;) - Bureau (Ene. 4le1,.'.'
'2 ­ Louisville ~; \ 
CRB/rdl 
(4) . 

9-2.~.2ob'\ ~. 
a:ASStREOW~2
 
REASON' 15~
 
r;:r~J;~!fY ON X I '
 
~~ ~ .n._ 

ApprovS 01 Tr~D8mltted --;;;:;--:,...---.,.__-=------,__ Per _ 
<Number) (Tune) 
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UNITED STATES DEPARTMENT OF JUSTICE 
I 

FEDERAL BUREAU OF INVESTIGATION 

In &ply, PI«ue &fu t4 Louisville, Kentucky 
FIleNo November 5, 1979 

COm(oEN1\I\L 
.. 

IMPACT THE FREEDOM OF INFORMATION 
PRIVACY ACTS ARE HAVING ON LAW 
ENFORCEMENT ACTIVITIES 

MISCELLANEOUS C-------------------ftcJ
 
bl 

-..- .......J~)
 

This document contaIns neit~er recommendations nor conclusions 
of the FBI. It is the property of the FBI and is loaned to 
your agency; it and its contents are not to be distributed 
outside your agency. 
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TRANSMIT VIA PRECEDENCE CLAS SIFICA;IOt1Int~rlfr to,
 •o Teletype o ImmedIate o TOP SECRET lJU"'fI~l'- .l 

o FacsImIle o PrlOrlty o SECRET ~~'.1·A~l' 
r':"1 "'_"['1~L o Routme o CONFIDENTIAL !4~iJ.'/I!It (fJl~C'·t ~;-C'oF{l'l"" 
~------- v.1~ "1 '''.I~J' -.S-'; I ~1Ji o UNCLAS EFT 0 "rl.~· SIIO.~[1,_ 

o UNCLAS 1 

Daoo 10/19/79 : ______________________________________________L~----_ 

TO: DlRECTO~, 1."13I (190-3) 
J'.TTl1: ~;::conns HAN7'.GEMENT DIVISIO~T, T~'\INING 

;:'.'TD IlESEl\RCH UNIT, ROO!1 6280 

Sl\C, -:70 (190-1 Sub G) 

n~P'\CT THE FHEEDO!I OF IN1?O~m:'\TION ­
P1lIVz\CY ACTS M'C Hr.Vn~G mT LN:v 
~tWOHCEMENT Z\CTIVITI~S 

ReDuti~rte1, 3/20/79. 

Enclosed are original and two copies of an LI~1 

dated and captioned tiS above. bl 

The f1 rs t exUl1lple" ci ted ij-(..)the enclosed LHl1 is 
in connection with '.WO fi1el... J 

The second examnle in the enclosed Lilli is in 

connection with UFO filer: rc / 

Bureau (Ene. 3) 

~lFO 

MJD:mkg 

(3)
 

Per _Approved Traos rnltted -;;~T"""';-----;;;:--...,----
(Numbel') (TuDe) 



OF JU5TICEUNITED STATES DI.:PAHTMENT 

FEDERAL DUU!:AU OF lNVE~TH... \TION ".. ., .' 
Tlashinqton, ~. C. 20535

In Repl). Please Refer to 
• t 

FileNo Octoher 19, 1979 • ..c ~ r, " 

I:-;:P.".CT THE FME!)(),~ 0;;' rL"O~:t\'J'IO;J - PRIV \CY 
leTS ."\:U:: IL,\VING on L,,\] 3H70"1C~lGnl' ."\CTIVITI'CS 

L~w ~nforcement Personnel's :bility to Obtain 
In5orMat10n from th0 General Pu~lic 

bl 

..... ~r-~I 

~roblems ~dth CUrrent In=or~~nts or Potential 
Informants 

an asset requested that his relatJ.onshJ.p vith 
~~~""'I"I"l~~~r"!I!~rminatedbecause he !elt that the confidenti2.11t"0= hJ.s relationship with the ~SI could 0ecome cOM~romised vt 

some ~uture time thru possJ.ble disclosure thru the ~reedo~ o~ 

!n:orm~tJ.on hct. hSset stated he understood the neces~it\' 

of. the ~nI obtaining the informtition he ~ight be able to 9 ro­
vide, but he was fearful that his future career could-be 
seriously affected should his relationship with the FBI 
beCOMe J~nown. 

This document contains neither a..,he'p-" ,~ ' . ;;z:l.,J' ..~c recommend atJ.ons nor conclusJ.ons ~. 

of the FBI. It is the property Dftclf!ts~v or;: V:.lt.~ \ 
of the FBI and is loaned to your 't>-\ \o.s::::ro 
agency; it and its contents are '3a "-\,-'65 
not to be distributed outside of 
your agency. B ~ 

CfASs,f,~~ ~,.. ~~4Mt(~
 
Rt:ASO'.' 
DECLAbs;r I, • 

C ~,.. 
_ J _~ Cf\t\1fiU)EN1\Al

03"R',~ - V\'YI~ 

'=(13" ::"'to­
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~ 1)-36 lPev 5-2:!r78) DOCUMEI'IT 1-.1'",-1,,-'---IL:~~~' 
FBI I "'~i. 

• 
TRANSMIT VIA PRECEDENCE CLASSIFICAllON 

I 
i;~. : 

i ~')l'J/J..f1 
o Teletype 0 Immediate 0 TOP SECRET ~~ 

o	 FacslmIle 0 PrlOflty 0 SECRET ~I'"r ~" ':.tflt 
01,'-~.71 .. ' ,"'l$!.'; 'tOq . 

~ AIRTEL	 0 Routme 0 CONFIDENTIAL '.-~. Cr ~I'\'*' 1	 J'}. 'J':~ ....-1.: '" '..,,~ "',.-!,,-~~~~~ 'O~~~ 0 UNCLAS EFT a :~ ~t)Jtt.~(~"JJ/}1J 
. ~, Co. 0 UNCLAS J

1:.' .... ·,·. (~	 I 

~~~~;~~~Jr~_~~ __~_~	 ~a~_!:~:~0: L _ 
Tb: DIRECTOR, FBI CONFIDENTIAL 

ATTN: RECORDS MANAGEMBNT DIVISION 
TRAINING AND RESEARCH UNIT, ROOM 6280 

--"-­
\-.'----- ­FROM: SAC, WFO (190-1 Sub G) 

IMPACT THE FREEDOM OF INFORMATION ­

PRIVACY ACTS ARE H.I\VING ON LAW
 
ENFORCEMENT ACTIVITIES
 

ReBuairtel, 3/20/79. 

Enclosed are original and two copies of an LHM
 
dated and captioned as above.
 

dThe example l i: in~r{~~~losbeld LHM is in
 
connection with WFO filt...__-_===='!!!!!I. ~j
 

CONFIDENTI t\L 

Classified and ~end~Y 45 . 
Reason for Exte ion: elM II, 1-2.4.2 (2, 3) 
Date of Review r Dec sification: 11/19/99 

(-~ Bureau 

~WFO 
MJB:mkg 

(3) 

TransmItted -=___,-­Approved 
(Number) (Tune) 

, 



DOCUMENT I .i
)

't..... _ 

UNITED STATES DEPARTMENTG{J~Al 
FEDERAL BUREAU OF INVESTIGATION 

In Reply, Plerue Ref~r to Washington, D. C. 20535 
F&1e Nfl November 19, 1979 

", 

Ir-1PACT THE FREEOOM OF INFORM.l\TION - PRIVACY 
ACTS ARE HAVING ON LAW ENFORCEMENT ACTIVITIES 

PROBLEMS l'1ITH CURRENT INFORMANTS 
OR POTENTIAL INFOlUlJANTS 

I bl 

I U Asset stated he believes the 
.....~m'!tl~~~mLo~y~u~,r..L,rr(.uI'... r::lfL-.elationship with the FBI cannot be 

suff~ciently assured as a result of the Freedom of Information 
Act. Asset was fearful his family and friends might suffer 
and that he himself might be in jeopardy ........",......-.a............;a... ..... 

relationsh~ with the FBI become known. 

This document contains neither 
recommendations nor conclusions 
of the FBI. It is the property 
of the FBI and is loaned to your 
agency; it and its contents are 
not to be distributed outside of 
your agency. 

Clft~~~~~ZM4&fW/Q.. 
-, -"\50:'1 i 5 ; c...) C\a,,\fled 
.: ("' AS,""f_Y -"{ ;.. I 
-r)f:"II-67'J~' - --------

o· 
oa~

:':J"D'U.. \~ 

CONFfltNriAL 
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FD-36 (It..v 5-22,-78) DOCUMC':T I-J_I-~I--
IFBI 
I 

TRANSMIT VIA PRECEDENCE CLASSIFICATION' _~nt.-ut\M. 
o Teletype o Immedmte o TOP SECRET ~J,o FacsimIle	 o PriorIty D SECRET	 : 
Q(J Airtel o Routme [J CONFIDENTIAL :. . .
.' . lID UNCLAS EFT 0 : 

1'1. " f ,1.\# D UNCLAS	 : 
• J .... r I' 

Date 12/17/79 : 
------------------------------------	 L 

TO: Director, FBI (190-3) 
(Attn: Training and Research Unit, 

FOIPA Branch, Room 62~0) 

FRDM:t/~, Albany (190-1 Sub B) (P) 

SUBJECT:	 IMPACT THE FREEDOM OF INFORMATION ­
PRIVACY ACTS ARE HAVING ON LAW ENFORCEMENT 
ACTIVITIES - ALBANY DIVISION 

Re Bureau airtel to Albany dated 12/18/78 and 
Albany airte1 to Bureau dated 11/16/79. 

For the int:;;HOp ot .J;Q.Si.-.Uureau, on 12/10/79,
during the course~t	 JufnVestigation, one inter­
viewee expressed sever eservations about speaking to Agents bl 
of the FBI about his business involvements because he felt his 
marketing position vis a vis his market place competitors could 
be severely jeopardized it a third party requested FOIA intor­
mation and thereby realize his tirm had given data to the FBI. 

This businessman entirely desirous ot supporting 
the FBI' s inve'}l-....-.a,.....,,;.l'.5i....Il.A..L\;;,Iii.JIW~t:....JiLW;dl....l:lw~s .....·	 en~t=.ir~e=1~....;s::=,;i~n~c=.:e~r:.::e::...,;:i:;,,:;n~_ 

expresse
in America. 

Albany will keep Bureau advised on a monthly basis, 
per instructions as set forth in re Bureau airtel. ) 
/
'J - Bureau
 
I - Albany
 
~:pac 

(4)
 

e ..~,.~fWJ rp~;f~rJf!pi
 

EASON· 
EC 

IS SsfliEtnr~	 .' f ZJ" ~ ( ,t 

15 -ft>c.~2 Mq'~~ 
03­

I ~\ I 

Approved	 Per _Transm ltted -=;---;----;-'__:=--:--__ 
(Number) (TIme) 
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IFBI I 
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~\ 

, TRANSMIT VIA. PRECEDENCE. CLA 1\.\	 I
I 

Io Teletype	 o Immediate o T cECRET 
Io Facslmlle o Pnoflty o SECRET	 I 
I 
Io -----iA~I~R~T~E'*'LI_ o Routme o CONFIDENTIAL	 
I. \,... ~ 

• l .. 11'". .. ,', .rI"'f. ~- __ 0 UNCLAS EFT 0 I 
c""'\. 'f \ .. I ' ..	 I 

, . 'v 0 UNCLAS	 I 
I 
I

Date 12/18/79 I 

~ .' 

-----------------------------~---------------~------
TO. DIRECTOR, FBI (190-3)
 

(ATTN TRAINING AND RESEARCH UNIT
 
FOIPA BRANCH, ROOM 6280)
 

FROM.	 SAC, ST. LOUIS (66-2764) 

SUBJECT:	 IMPACT THE FREEDOM OF INFORMATION­

PRIVACY ACTS ARE HAVING ON LAW
 
ENFORCEMENT ACTIVITIES
 
ST. LOUIS DIVISION
 

Re SL a1rtel to Bureau, 11/15/79. 

Enclosed for Bureau 18 an or1g1nal and three cop~as 

of Letterhead MI{}orandUID, the source referred to 1S ___r~~b2 

b7D 

. 
8bfteBIFIE~ MftIEnI~e 

HN/dlk	 AT'M@HSi' 
(3) 

2­ Bureau (Encls. 
1­ St. Loul.s 

Per	 _Approved J(e~ Transmitted --=-=-",,:--:,~_--=----.,__ 
~umber) (TIme) 

i 



DOCU~~~'f I::J...J__-­

UNITED STATES DEPARTMENT OF JUSTItE 

FEDERAL BUREAU Of.' INVESTIGATION 

In Rtply. P"'e Refer to St. Louls, Mlssourl~. 
File NQ December 18, 1979 ' . .::;:.... 

. . 
J I. 

IMPACT THE FREEDOM OF INFORMATION­
PRIVACY ACTS ARE RAVING ON 
LAW ENFORCEMENT ACTIVITIES 
ST. LOUIS DIVISION 

On October 29, 1979 a source of the St. 
Louls Dlvls10n of the Federal Bureau of Investlgation 
reported that members of the Harrlet Tubman Club, 
a Communlst Club of the Mlssourl Dlstrlct of the 
CommunIst Party of the UnIted States of AmerIca, 
were consIderIng makIng Freedom of InformatIon Act 
Requests to obtaln Federal Bureau of Investlgatlon flIes 
on lndlvldual members.(~~ 

/ ~') 

r s~~ 
Class~ed a~~~tended by 4279 

Reason 0 ExtenSIon FCIM, II~2.4.2 
(2&3) 
Date of eVlew for DeclasSlflcatlon 
Decembe~ a8, 1999 

thp --"")T. [+ .... ~ \ 1 ") 

t). f' r p T [\11 t ~ -.
 
1 "':. -t: ~~ ,... ,... .. r ~ e
 
d~str~buted out:=-::.,1e -'.)\'.1' '::'.}<:lI1cy. 
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DOCUMENT If 1:L I. 
t 

c ' 

FBI 

TRANSMIT VIA PRECEDENCE' CLASSIFICATION 
.. I !ICflI,fM..

:Jifjf'lY.
t1'T!1Jo Teletype o ImmedJate o TOP SECRET 

.f)-,. :o FaCSimIle o PrIOrity o SECRET I: ' .... I 
I, ., I 

~ AIRTEL o Routme o CONFIDENT~L (,. I, " ( :, 

o UNCLAS E F~, 4, : 
':.l",,\ f.- 'Jo UNCLAS .., 1"" I 

I . "'I ".) ..! 
Date 2/20/80 I 

I

TO: DIRECTOR, FBI
 
(ATTN: ROOM 6280, TRAINING & RESEARCH UNIT,


RECORDS MANAGEMENT DIVISION) 

FROI1. SAC, DETROIT (190-200) 

1l"IPACT THE FREEDOM OF INFORMATION-PRIVACY ACTS
 
ARE HAVING ON LAW ENFORCE.'1ENT ACTIVITIES
 

Re Detroit airtel to the Bureau, dated 1/21/80. 

J 

"""- --fl"C/ 

Detro1t has not encountered any additional problems

in capt~oned area during this report~ng period (1/20/80-2/19/80).
 

Detroit will continue "to monitor this survey closely

and keep Agents in the Detroit Division alert as to the ­

importance of making problems known to appropriate personnel.
 

2 - Bureau
 
- Detroit
 

JWA/nip

(3) , 

Per _Appro....ed .Q(?....\ ~_-- _ Trans mitted ----::-:---:----:--_--,=--:---__
\~ (Number> (Tune) 

FBIICOJ 
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I L • j" \I .' .>-LLr 1/:11 

-FBI ~Inr, !~1fJ~ , ..:J3 
TRANSMIT VIA PR~CEDENCE. *.. ,";l':"l. ,fSIFICATION"
 

~~.Jl:.r,'4~i: ,....
o Teletype	 o Immedl8.te ••" .....i1'eJi l""tI..liI TOP SECRET 

o FacsImIle o Prlonty 0 SECRET I
 

~ AIRTEL
 o	 Routme 0 CONFIDENTIAL 

All !ur.\l· '~_~l"'f(r~.'JNe"LAS EFT 0 
"'--'t~":'" \ ".0 - 'i.: .~ -',~,L1,~NCLAS 

, 1 ... r,.,....t. ( no,,\tt--J1:,.... , ~." - Date 2/22/80 
(), "~'	 .. ~ 

TO DIRECTOR, FBI (190-3)(ATTN RECORDS MANAGEMENT 
DIVISION, TRAINING AND RESEARCH 
UNIT, ROOM 6280) 

FROM SAC, WFO (190-1 SUB G) 

IMPACT THE FREEDOM OF INFORMATION­

PRIVACY ACTS ARE HAVING ON LAW
 
ENFORCEMENT ACTIVITIES
 

Re Bureau airtel dated 3/20/79. 

Enclosed are the original and two copies of an 
LHM dated and captioned as above. 

The rxample ~/the enclosed LHM is in connection oj 

with WFO fileJl-- JL. 

• 

W Bureau (Ene. 3~ 
f': WFO ':rJJiNTlAl 
MJB .so	 1 CC DETACHED --j/I; ,(3)	 .... . 

Per	 _Approved Trans mltted ---;:;---:----:-__=:---:-__ 
<Number) (TIme) 

- - ---------- --- --_.	 -------- _.­
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UNITED STATES DEPARTMENT OF JUSTICE 

FEDE!tAli IfUREAU OF INVESTIGATION 

WKsliington, D. C. CON~: '-c.'. ; J'l·lAlFebruary 22, 1980 i/~ I' 

IMPACT THE FREEDOM OF 
INFORMATION-PRIVACY ACTS
 

ARE HAVING ON LAW ENFORCEMENT
 
ACTIVITIES
 

PROBLEMS WITH CURRENT
 
INFORMANTS OR POTENTIAL INFORMANTS
 

bl 

Asset advised that while they desired to cooperate witn-­
the Federal Bureau of Investigation, the action was taken 
to avoid law suits which may arise as a result of Freedom 
of Informat~on Act requests ~.~_~ 

~~~~F.tFDle_r· ~~2!2~'6"~ 
\ I 

D~'~3lb7'J XJ. -
I 

This document contains neither 
recommendations nor conclusions of 
the FBI. It is the property of 
the FBI and is loaned to your agency, 
it and its contents are not to be 
distributed outside your agency. 

1* 



-DOCUMC:! If '1.L.:::;..s _ 

I ,I, 
, ..... ~ .c 4UNITED STATF.S DEPARTMENT OF JUSTICE 

FEDE.RAL .BUREAU O.F INVESTIfHTIONWashington, D. C. {!.. ',t'" 
February 22 t 1980 I.'111 Reply. Pka.. R-J"" to 

",Ne No 

IMPACT TIm FREEDOM OF 
INFORMATION-PRIVACY ACTS
 

ARE HAVING ON LAt-l ENFORCEMENT
 
ACTIVITIES
 

PROBLEMS "nTH CURRENT
 
INFORMANTS OR POTeNTIAL INFORMANTS
 

bl 

'~"a"OVTSe'1~iar'wrrrIe"'"1~~!rI!E~~~~evlt"e"l'["'"---IC;)i e loe a e c 
the Federal Bureau of Investigation, the action was taken 
to avoid law suits which may arise as a result of Freedom 
of Information Act requests. ~I'~ 

,~'~:-r~~~Q'?1:?4 
.' '. - \ I 

• • I ,-,H "_

• }O~--~o"'3 

J 1 i-~~ ~q~-"l3\oSr, . 
.~ .'. .q",~5~Otp 

J04 l '65 
This document~contains neither 
recommendations nor conclusions of 
the FBI. It is the property of 
the FBI and is loaned to your agencYi 
it and its contents are not to be 
distributed outside your agency. 

1* 



DOCu~:E:rr II ~" . b7C 
UKITED STATES GOVERNMENT 

- r, .. J J .. ~ • 

UNITED STATES DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION Memorandum .tU 

, ' ) 

TO 
SAC, TAMPe-1 S~' DATE: 2/12/80 

PkOM SAl I 
SUBJECT. FOI-PA 

, 
sUbpoena, though

In connect~on with Tam a case entitled 

bl 

~nformat~on without a not 
requl.re same. 

The above 1S another clear l.ndication of the adverse 
effects that FOI-PA and its result1ng philosophy has had on 
l.nvestigative responsibilit1es of FBI. 

• In opinion of Tampa, there appears to be a need for 
an educational process to be initl.ated by FBIHQ throughout 
the field and on to various companl.es regarding the imposs1bill.ty 
of obtaining a vall.d subpoena l.n FeI cases where the objective 
1S not prosecution. In the alternative, FBIHQ should inl.tiate 
some efforts to develop a procedure whereby an Adml.nistrative 
Summons or some type of Admin1strative "Subpoena" may be 
furn1shed to these agencies and compan1es that are not 
complying with RTFPA and ins1st on rece1ving a "subpoena" 
even 1n FCI cases where none can be validly 1ssued•. 

.­ I 
,0' r"

• 

Buy U.S. Savmgs Bonds Regularly on the Payroll Savings Plan 



mCONt}tlENlU\l DOCUMENT I--JJL!.'J_--­
LlNIT.E!) STATES GOVERNMENf CUNITED STATES DERARTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGMION 

Memorandum (
aT- .. 'At' ... ;,~" -{ ~r7'\INED 

----~ 
DATE: 1/18/80TO SAC, Sub' 

b7CFROM SA 11- .... 
//" ,.., 

SUBJECT: FOr:::PA
 
i,>' '" -:3t~J 011: GADIt ­
/ ~~\~ 

During recent conversations w~th FOI-PA Analyst 
land SAl I it was disclosedI there is pi sently no Sub f~le to function as a repository 

for informat~on regard~ng d~fficulties that SAs encounter 
dur~ng the~r ~nvestigative duties in obtain~ng informat~on 

from various ind~v~duals and ~nstitutions because of FOI-PA. 

FBIHQ requests each f~eld d~vis~on to submit 
infonmation re:ardinq any d~ff~culties encountered as referred 

b7Cto above andl I has been furn~shing such information 
to Bureau ut~l~z~ng main file (190-1). 

I l
In v~J~ Of tbelabove and after consultation with 
and S it is recommended that a new Sub 

~F~~~I~e~~5~b~e~openeas a repository for type informat~on mentioned 
above. 

I In line wlth the above recommendation, the wrlter 
w~shes to submit the follow~ng two incidents which occurred 
durlng the course of offlc~al FCI investlgations and in both 
cases, informat~on was denled SAs because of restrictions 
~n FOI-PA , although part~cular reference to FOI-PA was not 
mentioned by personnel contacted: 

ourse of investigation, Tampa Filer' l(~-l 
~~------~-n, WFO conducted inquiry with Merchant Vessel bl 

Personn~e~~~~v~~~s~l~o~n~, 2100 2nd Street Southwest, Washington, D. C. 
(presumably Federal agency) and after personnel at that office 
verified that according to SSAN Number furnished by SA, the 
subject was ldentical wlth merchant seaman in their records, 
SA was advised that no additional data regarding subJect could) 
be furnished wlthout a "release from subject" or a "subpoena
from U. S. Dlstrict Court, Dlstrlct of Columbla, Washington, 
D. C." 

The other incident involved Tampa case J; J~Jufile 
not ava~la~e~ lill:":n :L:m: iiVi~iO'.' c,?vered lea: at INS 

I 
concernlng ~Mlam~ a~rte1 1/4/80, advised
 
INS informe t a due to recent Federal Court decisions
lam~ 
~ Tampa '\ ... /';~ 

(l - 190-1) ... \)!Vf -. 'Jl~1AL 
JJO/bam - _1,1 
(2) I A Buy U.S Savmgs Bonds Regularly on the Payroll Savings Plan 
~ w...... 
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DOCUMENT 1 ....2...1l._....._
 
.. ·+ 

CON~ENTIAl 
UNITED STATES DEPARTMENT OF JUSTICE
 

FEDERAL BUREAU OF INVESTIGATION
 

Washington Field Office 
Washington, D. C. 20535 

May 20, 1980 

IMPACT THE FREJID<».f OF
 
INFORMATION-PRIVACY ACTS ARE
 

HAVING ON LAW ENFORCEMENT ACTIVITIES
 
: :~. ~ 

INFORMATION EXCHANGE AMONG 
FEDERAL, STATE AND LOCAL LAW 

ENFORCEMENT AGENCIES ,:"," 

~ ~ 

bl , ...l.:.,I---;:J 
} ...


,
 
" 

1....- ...I\fC) 

This document contains neither recommendations 
nor conclusions of the FBI. It 1s the property
of the FBI and 1s loaned to your agency; it and 
1~s contents are Dot to be distributed outside 
your agency. ' 

CDNF~nAL
 

--~---



IMPACT TilE FOIPA ARE HAVING 
ON LAW ENFORCEMENT ACTIVITIES 

bl 

r...-----II{C)
 
Problems with Current Informants 
Or Potential Informants 

I~) 

1 IrC) 

~ , 

-2*­



WFO Airte1 to Director 
RE: IMPACT ""HE FREEDOM OF INFORMATION-PRIVACY ACTS 

ARE HAVING ON LAW ENFORCEMENT ACTIVITIES 
190-3 
ADDCNDUM: FOIPA BRhNCH, RECORDS MANAGEMEMENT DIVISION, 6/1~/BO, C~:op. 

bI 

~)
 

~::::::::::::::::::::::::::::J~(e;-=--I
 
No further action is required by Headquarters. 

, 

3
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DOCUMBH 11-..2.-9_....... _
 
I' 

TRANSMfr VIA PRECEDENcJ:dNJ:\~SJFICATlo'N: ~ r 
L:J Teletype o Immediate 0 TOP SECRET ~S~-
o FacsImile o Priority 0 SECRET O,~~j~ 
'"Xl A'rtel o ROM-1M 0 CONFIDENTIAL ~.f'.s;~~.o4r(J 

o UNCLAS EFT 0 : ~aoS"~./:4'.1'4 
o UNCLAS : ~ ~'4b' 

Date 8/15/80 : 
I 

r----------------------------------------~-----~---~--

DIRECTOR, FBI (190-3)I TO: 
(Attn: Training and Research Unit, ~
 .

I ] Records Management Division, Room 6280)
 

I
I FROM:~ SAC, SPRINGFIEID (190-23)

.". -r>vI ­SUBJECT: IMPACT THE FREEDOM OF INFORMAT ION 

I 
PRIVACY ACTS ARE HAVING ON
 
LAW ENFORCEMENT ACTIVITIES
 

Re Bureau airtel to Albany, 3/20/79.I
 
I
 Enclosed for the Bureau is the orig1na1 and three
 

I
I 

cop1es of a letterhead memorandum pertaining to captiorOd mn**]p."
 
I


The incident arose in connection with Springfield file ~
 
no Bureau file number available.
 

I Canvass of employees of the Springfield Division did
 
I not reveal any other incidents occurring during the month of
I 

I 7/15/80 through 8/15/80 concerning captioned matter. 
f 

18'·u·~3 JIA,Jj.
OCASStFtED BY' ~~'} M.f//»fKf~ 
IlEASON 1 5 ( C }
qeclASSIFY ON. X 1 _ 

J03-Ao'''3 
.' tJ ')O~ 

'fb-fjf". 
~~~
 

,~ £~
?-7 Bureau (190-3) (Enc. 4) 
-Springfield (190-23)


I DJC/dc
 
J (3)
 

4 

caNhtm«JAl 
.1 CO D!1'ACHm~

Rf;f"'N~ TAA "Nt, 
Approved' _ , PTransmitted 

(NumbllrJ (Tllne) -- ­

~u.s. GOVERNMENT PRINTING OFFICE 1980-305-750/5402 

bl 

I 
! 

-' 
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COl tlt \iAL 

UNITED STATES DEPARTMENT OF JUST,ICE 

FEDERAL BUREAU OF INVESTIGATION 

Springfield, Illinois ... ,to, n l!l~l 
August 15, 1980 .• , L .. ) 

I' 

IMPACT THE FREEDOM OF INFORMATION ­
PRIVACY ACTS ARE HAVING ON LAW 
ENFORCEMENT ACTIVITIES bl 

Law Enforcement Personnel's ab1lity to obtain 
1nformation from the general pub11c. 

(01 .., I 

fl The individual 
"'r-e-I"ll'1'u-s-e-d""!'t-o-p-r-o-v-'1""""d,e-a-n-y-a""""=dd~1·t""'10-n-a"ll'l~il"'"n-'lfll"'o"r"m"a-tl"'";1'1"'lo"n~m:mr=Y:ause of the 
Freedom of Information Act - Privacy Act. This person commented 
that Congress could enact legislation making 1nformation public 
and identifying sources. He therefore did not want to run the 
risk of having his name later appear in the media as having 
furn1shed information to the Federal Bureau of Investigation. 

This document contains neither recommendations nor conclusions of the 
FBI. It is the property of the FBI and 1S loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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DatelO/21/Bl : 

~ , I ,­
SUBJECT 

---~-~---~~--------------~----------~------~~~----
TO : DIRECTOR" FBI (190-3) JA~Fj~Y'kD~UJ.~~'{l 

(ATTN: TRAINING & RESEARCH UNIT REASON t - C- \ 

tt?/
FOIPA SECTION" RMT DIV.) " \ ,) j 

,~,J . DEClJ\SSlFt' v:~ ;( - _
 
FROM J.l'1 :/.2 Ie, NY 03-1(07'.3
 

For the Information of the FOIPA Section~ RMT 
. Division, the follow1 ng is set forth as an example of the
 
adverse impact upon the Bureau's FCI responsibilities of
 
the FOIA:
 

I 

__ bl 

~)i---------------......----~-----~ /Uconcern of a future reIea~e
L.o~f"""""'=F~B:O::I~d-o-cum-e-n-t~s-un-d~e-r-t-h-e~F!!!!"O~I!!!"':Ap-,,6Whichcould reveal the ex­
tent of his cooperation with the Bureau. This occured
 
even after the protections of Title 5, U.S.C. Section 552
 
(b) (1) regarding the protection afforded classified material 
was eaplained to him. The asset remains cooperative and 
will be in a position to provide pertinent information ~ 
to ~r Bureau, but the maxtmunm benefit of this oprortunity 
has/{fen lost due to the FOIA. ~ (_ "lO-)_ 
3 - 'Sur RM ~) ~- - ­

(1 ~~ 
2 - NY ~J 10 OCT~'" 

1 - ~) X-. /1/1 ­
~~-

(:!)'T&C P%l /D/d;jd~/-

&~Cc1
{1l"'lLt"'.~ (' flr9 ~~I,<,b

"sf.tRc\Approved- _ Per _Transmitted 
-(:;=:Nu~llI"":"be-r':'"'l':-',---;(=TI-me-=)-­

~u.s. GOVERNMENT PRINTING OFFICE 1980-305-7~O/5402 
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TO: DIRECTOR, FBI (ATTrN: TRAINING AND RESEARCH UNIT, 
FOI PA BRANC H, ROOM 6280) 

(190-0-Sub B) 
\ 

/ 

':",... IUI. 

Re Bureau airtel to Albany and all offices dated 
3/20/80. 

Enclosed for the Bureau are five copies of an LHM 
captioned as above. 

For the information of the Bureau, the unidentified 
subject mentioned in the accompanying LlM is involved in /"; 
Chicago case entitled, ( ]L~ bl 

,'J
J" / fO-J - '/J'3

a>- Bureau (&1c{.) .....--. - ........... ----~
 

1 - Chicago / 
THB:mfs . 9 MAR ~ 9 1982 
(3 ) 

Per _ 
(Tune) 
=-......,....__Transmitted 

<Number) 
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u.s. Department ofJustice 

I 

Federal Bureau of InvestIgation 
Chicago, Illino~s 60604 

In Reply, Please Refer to c.... \ ' D ' . March 24, 1982 ,....JL;- ;t_FIle No 

THE IMPACT OF THE FREEDOM OF INFORMATION '4.~ 
ACT AND THE PRIVACY ACT ON LAW ENFORCEMENT 

ACTIVITIES 
I , 

The following information is being set out inasmuch
 
as it exemplifies the effects of the Freedom of Information ­

Privacy Acts (FOIPA) legislation upon investigative efforts
 
of law enforcement personnel within the Chicago Division:
 

~_..... bl(...;;;,S~
 
__~_-:-..Ithe subjecC'of th~ inte~iew raised the question
 
of protection of his identity and of the infonnation
 
provided in view of the provisions of the Freedom of
 
Information Acta The subject had in mind the incident
 
wherein information was released to Chicago Attorney Melvin
 
SteinQ This release resulted in a lawsuit and much infavorable
 
pub1icityo The identity of the Bureau's asset was ultimately
 
revealedo
 

The subject was advised that the information
 
in that instance was classified and should not have been
 
released. It was explained that it was only through an
 
oversight and procedures have been put in place to prevent
 
any future occuranceso It is not known at this time if this
 
explanation has put the subject's fears to rest, as his
 
cooperation is not yet assuredo
 

1* 

This document contains nether recommendations nor conclusions 
of the FBI o It is the property of the FBI and is loaned 
to your agency; it and its contents are not to be distributed 
outside your agency. 

ENCLOSURE 

'Icf3 
FIU/DO.l 
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From Ilr-I orr oIC.,. 
& .."bite AU. _T.I.""_R. _ 

DINe'.,.', Sec',_ 
SubJect IMPACT THE FREEDOM OF INFORMATION-PRIVACY ACTS
 

::·iFOlPA} ARE RAVING ON LAW _EliFORCE~NT ACT.IV.IT.IES
 

- .1­

Purpose: To record receipt of attached submissions from 
the Intelligence Division regarding captioned subject. 

Details: Attached are three pages of submissions from the 
IntellIgence Division submitted to the FOIPA section for 
use in briefing the Director for his testimony before the 
Subcommittee on the Constitution, Senate JUdiciary Committee, 
on Aprll 21, 1983. All three submIssions are entitled "Impact
of FOIPA on Asset Development- and a~' aro c'ass;fiod SR]RET. 
t h: :u:missions were furnished bX ~ . blI The latter two were
 
no a ed. ~S)
 

O\N c.t'~ I} ~L ~ ~#~~ h ~;,::" ;1Ia T/t-f?.
U":...[-' .. 4,l I 

Recommendation: That the attached material be filed as
 
an enclosure 6ehind file to this memorandum in Bufile 190-3.
 

~:csp (2) 

I t:"'\"" ri 
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SECRET MATERIAL ATTACHED 
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RE:	 NEGATIVE IMPACT OF1;OIPA J~S;BI ASSET DEVELOPMENT 

ThIS communIcation is classIfIed "S~ret" IB its 
en~ty. 

,	 
r-- ill­ 7 I	 I r 5) 

00: 1 

(S)	 
~JI BUPII:ij ~J bI 

L-- ..BUFILE IJ$) 

I .5- \ (5)I 

1.(;) ) 

JL.....-----------1~6~)-­
It is obvious FOIA had a "chIlling effect" on these
 

lnterviews.
 
~-"'-~ ..,-MAuieCtASStAfD B~f,D2G~N~ ""-7 ~ 

llC A C:'i!'l' 1 0:; ; e.'r I"(,V....... \ I
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Jof 
RE: I~PACT ~ FOIPA ON ASSET DEVELOPI~NT 

o.uring January, 19B3, l ::m sed SA l I 
jthat he planned to contactl J Labor 

~A~~~€~a~C~h~e.-,-and other SOV~it5 gt :~e Sov~etassy concerning 
some academ~c research. _ ~Jftated that he was w~ll~ng 

to prov~de results of h~s meet~ng w~th FBIHQ but he did not b7C 
want to be designated as number source of thea :ymhQ]
Wash~ngton F~eld Off~ce. I ~tated that he has provided
 
~nformat~on to the FBI in t e past; however, due to an FOIPA
 
mistake h~s name was relea ed and this has caused some
 
embarassment to h~m. G8') U.
 

.... ~ ....._"""'!!!!"!!""!!!"!!!!""' ~_~_~_.....I'7rov~ded
 

negat~ye romments concern~ng FOIPA on asset development to
 
Jduring January, 1983. He stated that he was once
 

an ~nformant for the Bureau and that h~s name was ~nadvertently
 

released1ano bel~S now involved ~n the aat~onal Lawyers Gu~ld
 
lawsuit. comments related to the difficulty the FBI
 
must be hav~ng ~n developing qua11ty assets who are not afraid
 
of be1ng exposed through FOIPA. (FBI files do reflec~
 
was an ~nformant until we d~scont~nued his serv~ces.) ~~I
 

S:B€R!!lY"'H,niilF~ 

class~kled by 353 
DeClasj\fY on: OADR 
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NEGATIVE IMPACT OF FOIPA ON FBI ASSET DEVELOPMENT 
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Date ltlJ 7/R4 

TO· DIRRCTOR, FBI (A~~In~. TA~ UNIT) 
~"""~il"~' 

I ~ I I 

'FROM: ~AC, NEWARK (1qf)-Of))	 !lultlf 

'FREF.DOM OF' INFORlofATION - 'PRnTACv ACTS ('FOU'A) MATTF.R~ 

; 
Re Bureau routin~ slin dated 1/lQ/R4. 

/ 

In response to reference Bureau routinR slip, the
 
~ollowinv. substantive problems were noted bv investi~ative
 

personnel or the Newark OrriC~~J
 

Newark ~ile g29R-7~ Bureau file lnn-3 (C'PU~A) certain
 
individuals contacted as potential assests have re~uged to b7C
 I 

coonerate because FOIA ~i~ht make their cooneration known. :-.......JI
 

For vour information, durin? the[ Iinvestigation
(Newark file ~BA-l274l, Bureau file RR-AOA'4) numerous 'FRI : 
documents were found in her nrison cell which were obtained ,__ ,/ 
throu~h FotA. It is felt that manv of these documents should 
never have been orovided ~or her, as thev cnntained sensitive 
inf.ormation, as well as the identitv of local nolice officers. 

Transmitted 

-­ - ­ - _.­

Per 
(Number) (Time) 

\'~ 

~ 
(»Bureau
l-Newark 
ADB/cn 
(4) 
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II.	 INFORMATION EXCHANGE BETWEEN FEDERAL, STATE AND LOCAL
 

LAW ENFORCEMENT AGENCIES
 
..... T"'" j "J~ -" '.1 

,. ' .A. FEDERAL AGENCIES	 . . ". .n 

U. S. Department of Commerce 

In early 1977, in a foreign counterintelligence
 
matter, the Department of Commerce, WashIngton, D. C., refused
 
a request from the Tampa Division to disclose a list of
 
export products destined for- the Soviet Union. As a result
 
of this refusal, which the Department of Commerce based
 
upon the FOIA, an experimental Investigative approach had
 
to be discontinued.
 

Federal Deposit Insurance Corporation (FDIC) 

The faIlure of a bank in Denver, Colorado, had 
resulted in FDIC receivership to liquidate the assets. 
Fraud was suspected within the bank. Although this matter 
was referred for FBI investigation, bank records in the 
hands of the FDIC could not be reviewed without a subpoena. 
The FDIC cited provisions of the Privacy Act for refusing 
access. 

Federal Bureau of Prisons 

In 1975, a bank robbery suspect at Los Angeles 
was determined to be an escapee from the Federal Prison 
at Terminal Island, California. The suspect was a known 
heroin user, who had been employed and treated in a federally­
funded narcotics prevention program. The program supervisor 
was contacted In order to obtaln any lnformatl0n to locate 
the escapee. Due to federal privacy legislation, the supervisor 
declined to furnish any information concerning the escapee
from the program files. . 

Military Installations 

Approximately a year and a half ago, a disbursing 
officer at Fort Carson, Colorado was incorrectly continuing 
to send payments to.a deserter. The officer declined to 
furnish the address of the deserter to FBI Agents because 
of hIS understanding of th~ FOIPA laws. .1i'·",~~3~1~~t. 

,rA~... , ,'- r Y !!.L__ 
*	 ~,..,,.. -" ". J\.>t -	 \)M!r. Wlf. ~". \ -- ­

o -Ro,,'-3 



In Savanah, a request was made by Army AuthoritIes
 
to determine the status of a possIble deserter subject.

In an effort to establish the subject's unit assignment,
 
a milItary hospital was contacted and verifIed the subject
 
was a patIent. The hOspItal refused to release the subject's

unIt assignment or other Information regarding hIS status,
 
due to provisIons of the PrIvacy Act.
 

An attempt by the Savanah office was made to contact 
the owner of a weapon which had been entered Into NCIC, 
to determine if it had been recovered. As the owner had been 
in military service, the Army Personnel Office was requested 
to furnIsh his separatIon address. That Office advised 
the record sUbject had requested his forwarding address 
not to be released, under the Privacy Act. Accordingly, 
this forwarding address was not furnished to the FBI. 

* 
An indIvidual, his wife and child had assumed 

the IdentIty of a retIred military famIly. Through this 
identity they received medical care at numerous military 
hospital facilities including Fitzsimons U. S. Army Hospital 
at Denver, Colorado. According to the Army, information 
in the files at Fitzsimons could not be obtained due to 
the Privacy Act, without a "Letter of Need" or subpoena, 
although the loss at FItzsimons alone exceeded $12,000. 

* 
In a civil rIghts investigation at Newport, 

Rhode Island, the victim was treated by a Navy physician 
assigned to the United States Naval Regional Medical Center, 
Newport. Agents determined from the staff at the Medical 
Center that the physician had been discharged from the 
service. However, cIting the Privacy Act, the staff wpuld not 
provide his forwarding address. 

* 
During investigation of a CiVIl rights violatlon 

at Memphis, Tennessee, it was determined a witness might 
be assigned to a nearby Naval Air Station. The base 
was contacted to veri~y whether or not the witness was an 
enlisted man assigned to that facility. However, military
spokesmen declIned to furnish any information, based on 
the Privacy Act. SUbsequent independent investigation 
determined the witness was in fact a navy enlisted man 
attending a specialized class at the naval base. Nevertheless, 

- 2 ­



f\o~!~ri fT· : : 
~ N~u,~~ chief petty officer in charge of the class still declined 

to confirm the witness was 1n his class, based on a possible 
violation of the Privacy Act. In order to make this witness 
available for FBI 1nterv1ew, 1t was necessary to contact 
the Base Commander's Office. 

National Aeronautics and Space Admin1stration (NASA) 

An employee of the General Counsel's Office, 
Kennedy Space Center, Cape Kennedy, Florida, was contacted 
in order to obtain the last known address for a former employee 
and refused to release this information, referencing "Privacy 
Act" restrictions. 

u. S. Postal Service 

On December 15, 1977, while conducting a fugitive 
investigation, a Speclal Agent of the Milwaukee Division 
requested a Postal Service employee to direct. him to Route 5, 
Rice Lake, Wisconsin. Replying he feared it might be a 
violation of the privacy Act for which he could be sUbject 
to a $5,000 fine and a civil suit, the postal employee 
declined e1ther to furnish geographic location of Route 5 
or to answer any further FBI questions. 

Securities and Exchange Commission (SEC) 

In an Unlawful Fl1ght to Avoid Prosecut10n investigation, 
records pertaining to the subject of the investigation were 
requested from the Securities and Exchange Commission. 
The SEC delayed release of the 1nformation twenty-four hours 
in order to examine the ramifications of the Freedom ot 
Information Act. 

Social Security Administration 

In December 1975, an FBI fugitive investigation 
led to a possible current address of the fugitive in files 
of the El Paso Social Secu,ity Office. Local Social Security 
representatives advised the fugit1ve's address in file could 
only be released under subpoena. However, when subpoena was 
issued by the U. S. District Court, El Paso, Texas, An SSA ­

-- 1"' ~
 

i 1 ...:
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· . 
regional attorney advised information requested in SSA files 
was not subject to subpoena under U. S. Code. It was suggested 
a relative of the fugitive cooperating with the FBI could 
go to the Social Security Office 1n El Paso and apply under 
the FOrA for the fugit1ve's address. In January, 1976, a 
cooperating fam1ly member by Freedom of Information request 
was given by SSA all the lnformation the FBI had unsucessfully
requested. 

* 
Recently, the Plattsburgh, New York Resident Agency 

received 1nformation from the New York State Police (NYSP) 
concerning a possible Fraud Against the Government: An 
individual was allegedly receiving full Social Security 
d1sability payments, but the NYSP were in possession of 
documentation showing this individual was working full time. 
However, based on provisions of the Freedom of Information­
Privacy Acts, the chief of the local Plattsburgh Social 
Security Office declined to furnish any 1nformation concerning 
the individual or h1S possible receipt of SSA disability 
payments. 

u. S. Treasury Department 

In an FBI fugit1ve invest1gation, the subject's
I	 father was determined to be a U. S. Treasury Department 

employee 1n San Francisco. After several weeks delay, while 
agency attorneys were consulted concerning Privacy Act 
considerat1ons, the FBI was finally permitted to review 
a personnel status form from the father's file in hope of 
locating a current address for the subject. Applicable 
personnel regulations required that the form be updated 
every twelve months; however, the father's form was dated 
19 months previously and contained only the sUbject's 
pre-fug1tive address. The form delinquency was pointed 
out to the agency, with the FBI's suggestion an "update" 
by the employee might provide the needed address to locate 
his fugitive son. The agency took this matter under advisement 
for several weeks, and later informed the FBI the Privacy 
Act required the FBI's investigative interest be divulged 
to the father if he were asked to update his personnel 
status form. Consequentlyv this line of investigation was 
discontinued. 
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Internal Revenue Service (IRS) 

During a recent Strike Force OperatIon WhIch 
included the FBI and IRS in WIlmington, North Carolina, 
the U. S. Attorney's OffIce requested information from 
prior tax returns of the subjects of this joint investigation.
Despite approval of the Strike Force Attorney, and the 
Regional Office of IRS in Atlanta, Georgia, the FOIA officer 
of IRS in Greensboro, North Carolina, refused to turn 
over the requested tax records based on his Interpretation 
of the Privacy Act. He expressed fear of being sued 
at some future date if he disclosed the records, and only 
produced them after a two-month delay upon dIrect order 
from a senior IRS offIcial. 

veterans Administration 

In an Interstate TransportatIon of Stolen Motor 
Vehicle investigation, the only lead available to the location 
of a witness was information the witness was an outpatient at 
the Veterans Administration Hospital in Indianapolis, Indiana. 
Officials at the Hospital confirmed the witness' outpatient 
status, but refused to furnish the witness' address, citing 
the Privacy Act. 

The following article appeared in a recent edition•
* 

of the Commercial Appeal, a local Memphis, Tennessee, newspaper: 

"Police cornplalned yesterday that they were not 
contacted by Memphls Veterans Hospital officials about a 
58-year-old stabbing victIm who entered the hospital June 7, 
until after the patient died Wednesday. 

"Lt. Don Lewis, assistant homicide squad commander, 
said the patient, Tom Echols of 1577 Airways, 'probably 
could have told us who had stabbed him or at least what 
the circumstances were if we'd only known about the case. 

'As lt was, we dldn't get any word about the stabbing 
until after he died and now, if lt turns out to be ruled 
a homicide, we're stuck wi~h a mystery murder we'll have 
to work from scratch.' 

"Echols complained to hospital doctors of severe 
abdominal pain when he entered the hospital and doctors 
said they found an old abdominal stab wound when they operated 
on him. He died at the hospital at 3:02 p.m. Wednesday. 



tlLewIs said that when ask'ed why the hospital failed
 
to contact police about the stab wound, hospital authorities
 
said that they did not want to violate the federal prIvacy
 
laws.
 

"NO rulIng had been made on the death late yesterday." 

B. STATE LAW ENFORCEMENT AGENCIES 

Agents who work on a frequent basis with the Indiana 
State Police Intelligence Unit have advised this unit has 
expressed concern about sharing their sensitive informant 
Information with any Federal agency because of the disclosures 
being made under the FOIA and PA. The ISP Intelligence 
Unit continues to exhibit a cooperative attitude when dealing 
with known and trusted Federal Agents; however, they have 
advised they do not desire to be contacted for information 
by Agents who are not personally known to them. Their 
rationale IS that they can trust the Agents they know to 
properly conceal the identity of their informants, even 
if the information were to be later released under the FOrA 
or PA. 

* 
The Phoenix FBI Office has noted a trend to exclude 

Agents wOl:ldng organized crime matters from key intelligence 
meetings in the Phoenix area. Several state law enforcement 
officers have ment!oned a concern for the security of information 
in connection with FOIPAdisclosures as the reason for the 
closed meetings. Phoenix undertook efforts through meetings 
with state and local law enforcement agencies to improve 
their understanding of the FOIA and PA legislation. These 
efforts have not met with complete success. 

* 
The Attorney General for the State of Maine has 

advised he intends to follow a policy concerning the release 
of state records to be in conformity with the FOIPA. Consequently, 
in applicant background investigations, Maine State Police 
arrest records concerning relatives of applicants are not 
made available to the FBI. 

* 

- 6 ­



The State of Texas has a privacy act entitled 
the Texas Open Records Act, which is patterned after the 
Federal Freedom of Information Act. This Act limlts access 
by federal lnvestigators to certa~n records, including 
clvil rights lnvestigations. /<_'. 

\.,1. ,,. ... 
...... ... ~1.. J ... ~ 

1 • 

c. LOCAL LAW ENFORCEMENT AGENCIES 

Due to FOIA and the Privacy Act, difficulty has 
been experienced on several occasions in obtaining information 
from the New York Clty Police Department (NYCPD). Some 
offlcers have stated their reluctance to make information 
avallable concerning subjects of local investigation because 
of these Acts. The Organized Crime Control Bureau and the 
Intelligence Division of the NYCPD have expressed concern 
over the FBI's ability to protect sources of information. 

* 
In a Boston civil rights investigation, in which 

the subject was a former employee of a Rhode Island law 
enforcement agency, the head of that agency advised subject's 
personnel file contained several previous complaints concerning 
his alleged brutallty. However, the agency refused to make 
the personnel flle or information contained in it available 
to the FBI, out of fear the subject would have access to 
this information under the privacy Act.I 

* 
In a recent civil rights lnvestigation, an effort 

was made to obtain a copy of a Utlca, New York Police 
Department report of the vlctim's death. Local authorities 
would make the report available for review but decline9 
to provide a copy for inclusion in the FBI's investigative 
report. Anticipating a civil suit would be filed against 
the city and pollce department arising from the victim's 
death, they questioned the ability of the FBI in view of 
the FOIA and PA to maintain the local report in confidence. 

* 
A representative,of the Los Angeles Police Department

Intelligence Division has stated he is very reluctant 
to furnish information regarding possible domestic reVOlutionaries. 
He is fearful such information could inadvertently be released 
pursuant to the FOIPA. 

* 
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A detective of the UnIon County Prosecutor's Office, 
Elizabeth, New Jersey, was contacting his local sources 
relat~ve to the whereabouts of a former Elizabeth resident 
who ~s now a federal fugltive charged with murder. The 
detective sa~d his sources and contacts in the Cuban community 
in ElIzabeth were reluctant to provide Information in th~s 
federal case or others because of the fear of disclosure 
under the FOIA. 

* 
The followIng letter was directed by the Chief of 

Police 1n Portland, Oregon, to the FBI: 

Dear Mr. Barger: 

WIth respect to FBI files being made accessible 
to persons or organizations pursuant to the Privacy Act 
or the Freedom of Information Act, I request that all 
investigative records of ~nformation, from whatever Portland 
Bureau of Police source (includlng the Portland Police Bureau 
as an organization, Its employees, etc.), in your files 
be protected and kept confidential. 

If such protection cannot be assured to this 
organ~zation by the FBI, we will only be able to cooperate 
in the exchange of non-sens~tive, non-confidential information. 
The Portland Bureau of Police would not be able to passI	 on sensitive Information to the FBI without this assurance 
of confidentiality, and the effect1veness of the working 
relationship between our organizations would be greatly 
diminished. 

Very truly	 yours, 

B. R. Baker 
ChIef of Police 

'* 
Former Los Angeles police Chief Edward DaVlS 

stated in the early part of 1977, that if any Information 
is released by federal law enforcement agencies as a result 
of a request under the FOIPA, which indicated that the source 
of information was the Los Angeles Police Department, he 
would no longer allow his department to furnish information 
to any federal law enforcement agencies. 

* 
- ...... 
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I 

A representative from the Crlminal Conspiracy
Section of the Los Angeles Police Department has stated 
hls section 1S very reluctant to discuss information concerning
posslble 1ntell1gence operations of the LAPD. The represen~ative 
stated he feared th1S lnformation could inadvertently be !(~" 
released by the FBI to an lnd1vidual pursuant to hlS FOIPA .: 
request. ~'.:.' 

I." '" 

* 
In c1vil rights matters, officers of the Greensboro, 

North Carolina, Police Department have been cautioned by 
their departmental attorneys that, when interviewed as subjects
by FBI Agents, they should respectfully decline to furnish 
any information based on the 5th Amendment. They have been 
cautioned further that any statement they do make to the 
FBI would be sUbject to disclosure under the FOIPA. 

* 
The Little Rock Police Department and the North 

L1ttle Rock Police Department will not share their informants 
and, more importantly, a substantial amount of their informant 
information on federal violations, for fear an informant 
will be dlsclosed accidentally by the FBI through a request
in connection with the Freedom of Information-Privacy Acts. 

* 
It has been observed the exchange of 1nformation 

among local police, state and federal investigators at the 
monthly meetings of the Columbia, South Carolina area Police 
Intelligence Organization has decreased substantlally. 
Because of uncertainty over what information may meet FOIA 
or PA disclosure criteria, there is very little 1nformation 
exchanged at these meetings. 

* 
In the latter part of 1976, the FBI Milwauk~e 

Office experienced a reduction in the information that could 
be obtained from Milwaukee Police Department records relating 
to cases other than applicant matters. For a short period 
of time, only limited investigative information would be 
released to the FBI; however, an understanding was formulated 
whereby any arrest record not reflecting a conviction would 
n~t be dis~eminated ou~side the FBI. To maintain relationship
wlth the M1lwaukee Pollce Department, this understanding 
is still incorporated 1n Milwaukee investigative communications. 

* 
. ­..... 
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Since the Spring of 1976, the New Orleans Office
 
of the FBI has encountered an express reluctance by the
 
New Orleans Police Department and Jefferson Parish Sheriff's
 
Office Intelligence Units to cooperate In furnishing written
 
information to the FBI on security, as well as criminal,
 
matters. A member of the NOPD Intel11gence Unit stated
 
that, despite past FBI assurances that all intelligence
 
information would be considered confIdential, it had been
 
learned a former black activist, who had made an FOrA request
 
to the FBI was furnlshed a copy of an intelligence report
 
previously furnished to the FBI by the NOPD. Although this
 
document did not reveal the identity of any NOPD informant,
 
that local agency advised it had no choice but to decline
 
to furnish further written information to the FBI, in order
 
to prevent this situatIon from arising again.
 

* 
In the course of a fugitive investigation, a 

Cleveland FBI Agent was denied information contained in 
City of Cleveland employment records, due to the Privacy 
Act. Subsequently, the Cleveland Agent was able to obtain 
these records through a federal search warrant which was 
served on Cleveland City Hall. However, because of delays 
requIred to obtain the search warrant, the Cleveland Agent 
missed apprehending the fugitIve at his place of employment. 

D. FOREIGN LIAISON 

:" reen"' no....r<.t;:": w, til two memllnr<1 ~~ ~~e b7D 

investigatIon concerning copyrlg t matters, these officers 
stated they did not furnish all information to the Federal 
Bureau of Investigation as they had in the past, due to 
the Freedom of InformatIon Act. 

* 
bl 

aeclineo Sactively asSiSt tile FBI becauSe Ot ene leaf ~(C.) 
of seeIng his name in the newspapers. He advised the promise 
of confidentiality by law enforcement In today's political 
environment is worthless. ~ 

* 

I ~ ... ~ .... 
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A citizen who has close contact with a foreign 
police agency discontinued his association with the FBI 
because he feared that, under the FOIA, information might be 
released which would IdentIfy either hImself or thIS foreign
police agency. 

* 
In the past two years, several Agents have had 

contact with foreign police representatives visiting the 
United States. These representatives have come from Western 
countries, some of WhICh have experIenced internal problems 
with terrorism, including Great Britain, France, Canada 
and Norway. These police representatives generally offered 
the observation that, despite their high regard for the 
reputation and professionalism of the FBI, they believed 
(one saId It was sadly amusing) all of the fIne efforts 
of the FBI are sometimes diluted, if not negated, when the 
investigative results have to be furnIshed under the FOIPA 
to the subjects of investigatIons. This same dismay over 
restrictions on the FBI was relayed by a person who traveled 
to Israel and visited the Israeli Police. 

\ 
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III.	 ABILITY OF LAW ENFORCEMENT PERSONNEL TO OBTAIN INFORMATION 
FROM THE GENERAL PUBLIC 

A.	 AIRLINES r,
• " 

In an FBI case, United Alrllnes at Seattle, Washingtoti,
had accepted a stolen check for alrllne passage. As Unlted 
Airllnes computers indlcated to the tlcket agent the check 
was stolen, the airline refused to lssue the tlcket which 
had been completed by the ticket agent. During the course 
of FBI lnvestigation, United Airlines was requested to 
surrender the completed but unused ticket as evidence; 
however, the company decllned to make the ticket available 
to the FBI due to the FOIPA. 

B.	 APARTMENT OWNERS 

A Richmond Division clerical employee, who is
 
also employed by an apartment complex, advised this memorandum
 
was prepared by the apartment manager relative to release
 
of confldentlal lnformation concernlng tenants:
 

"In response to many of your questions, our attorneys have
 
advised us to follow this procedure:
 

1)	 "NO POLICEMAN OR OTHER SIMILAR OFFICIAL IS TO BE ADMITTED
 
TO ANY RESIDENT'S APARTMENT WITHOUT A SEARCH WARRANT.
 

2}	 "NO POLICEMAN OR OTHER SIMILAR OFFICIAL IS ALLOWED TO
 
SEE A RESIDENT FILE WITHOUT A SEARCH WARRANT OR A SUBPOENA.
 

3}	 "ALL SUCH OFFICIALS MUST SHOW IDENTIFICATION. 

"We	 cannot give out the followlng lnformatlon: 

1) Resident's income 
2) Resident's outstandlng bills 
3) Resident's method of payment 

"We	 ~ give out the following Information: 

1) ReSIdent's address 
2} Resident's marital status 
3) Resident's forwarding address 

"Please be courteous to all police officials. However, explain 
to them that you are prohibited from releasing confidential 
information. 

-, l 
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"If you have any questions about this procedure, contact
 
your rental coordinator."
 

"Resident Managers must circulate this memo to all employees." 

C. BANKS 

Citing the Privacy Act, a large Denver bank would 
not make available details of a particular financial transaction 
without a subpoena, although the bank was the vehicle in 
a possible 2.2 million dollaL fraudulent ITSP transaction. 

A former president of another Denver bank obtained
 
loans using fraudulent financial statements. The former
 
employer bank would not make available to the FBI the personnel
 
file, the loan file, or the results of the Internal audit
 
regarding the president's activities, based on the Privacy
 
Act. ThiS Information was not available from other sources.
 

* 
In a maJor Fraud by Wire investigation including 

RICO ramLfications, General Counsel for Wells Fargo Bank, 
San Francisco, adVised that even though the subject of the 
investigation was in present default with the bank, no records 
would be made available to the FBI without a subpoena duces 
tecum. The General Counsel stated it was possible the 
subJect might at some future time enter into negotiations 
with the bank removing hlmself from a default position, 
at which time the bank would place itself and its officers 
in a position of great liabIlity. According to the General 
Counsel, this liability would be based upon the fact the 
Privacy Act had prohibited the bank from releasing information 
to the FBI Without a SUbpoena duces tecum. 

* 
During an investigation concerning disappearance 

of $1,000 from a Los Angeles bank, investigating Agents 
contacted a senior vice president to request background 
information on a particular suspect bank employee. The 
vice president advlsed that, due to recent federal and state 
privacy legislation, he could not furnish personnel informa­
tion concerning this employee, as he feared that the employee 
might then have grounds to file a law suit for invasion 
of privacy. 

* 
" , 
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In an 1nvest1gation originating in Chicago involving
 
false statements to an estimated 50 to 65 banks resulting
 
1n 3.8 million dollars in law SU1ts, the San Francisco .FBI
 
OffIce served a subpoena for bank records at Wells Fargo
 
Bank, San Franc1sco, and add1t1onally made request to Interview
 
bank offIcers who had been personally contacted by subjects.
 
Wells Fargo, a v1ctim of the scheme, would not permit the
 
requested interviews without additional subpoenas directed
 
to the officers involved. By way of explanation, the bank
 
advised the Privacy Act prevented discussion of any information
 
concernIng a bank customer wIthout subpoena.
 

* 
In a recent Honolulu investigation regard1ng Interstate 

Transportation of Stolen Property, an Agent was denied information 
contained in bank records which would have been of lead 
value in locating the subject. The bank personnel, including 
the vice president, cited the Privacy Act as basis for refusal 
to disclose this Information, which would have indicated 
where the subject was cashing bad checks. 

* 
In an investigation involving almost $800 worth 

of bad checks, a request was made to review and obtain certain 
bank records at EI Paso National Bank relating to the subject's 
checking account. An assistant cashier at the bank denied 
the request, citing the Freedom of Information Act and Privacy 
Act. This erroneous denial of information resulted 1n a 
two-month delay in the Investigation. 

* 
An individual obtained a loan on home irnpro~ernents 

lnsured by the FHA. The loan was defaulted and the State 
National Bank of Odessa, Texas, made a claim and was paid 
by the FHA. During subsequent investigation by the FBI, 
the State National Bank of Odessa, Texas, refused to furnish 
the FBI any information concerning the loan without a subpoena. 
The reason given for the denlal of Information was the Freedom 
of Information Act and the Privacy Act. 

* 
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- The First National Bank of Midland, Texas, was 
:t~e vIctim bank in a Bank Fraud and Embezzlement - Conspiracy 

case. Losses suffered In this- case were approximately 
$476,000. Bank offIcials advised that under bank policy, 
which was based on the Freedom of Information and Privacy 
Acts, they would furnish no Information to the FBI without 
a subpoena duces tecum. 

D. CREDIT BUREAUS 

CIting the Privacy Act, Cleveland Credit Bureau
 
personnel refused to furnish information regarding a fugitive·s

address and employment, which could have enabled the FBI
 
to apprehend him. The Credit Bureau advised that such
 
information would be released to the FBI only upon the issuance
 
of a subpoena.
 

* 
The policies of the Credit Bureau of Greater Houstonr 

influenced and shaped by the lmpact of the Freedom of Informatlon 
and Privacy Acts, have limlted the information that is available 
to the FBI, as follows: 

(a)ln applicant cases, even when waiver forms have 
been executed by the applicants, the Credit Bureau 
will not identify businesses where the applicants 
have delinquent accounts. 

(b)ln crimlnal cases, the Credit Bureau wlil not 
ldentify businesses where the subjects (or other 
pertlnent lndividuals) have applied for credit. 

* 
One of the larger collection agencies in St. Louis, 

Mlssouri, has refused to furnish information regarding individuals 
who are subjects of FBI investigations, and has specifically 
stated this reluctance is based on the FOIPA. 

E. EDUCATIONAL INSTITUTIONS 

In June 1978, a state universlty registrar was
 
contacted for asslstance in obtalning student documentation
 
for an undercover Special Agent. The registrar declined
 
to cooperate in the investigation, commenting his cooperation
 

r ., ~; . ' 
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would require h1m to knowingly misrepresent the university_ 
He explained the Privacy Act was very clear as to what he 
could or could not do: he was even prevented from furnishing
lnformatlon to parents of students, even when the parents 
were entirely paylng for their child's education. 

* 
Agents of the Honolulu Office, in criminal investigations, 

are unable to gain access to registration and/or academic 
records of current and prior students at the University 
of HawaiI. The only lnformation available is publIC source 
Informatlon which is contaIned in the Student Directory. 
The explanatIon for denial of access by University of Hawaii 
personnel is the Privacy Act. 

* 
During the fall of 1977, an SA of the Mobile Division 

was conducting a background investigation involving a Bureau 
applicant. The applicant's attendance at a community college 
in Alabama was verified but the agent experienced difficulties 
obtaining detailed information, even though the applicant 
provided the FBI with the required release. School officials 
refused to provide the agent with the names of the applicant's 
former Instructors and attrIbuted their position to the 
Privacy Act. 

* 
Durlng a Civil Rights inquiry recently, a local 

university student stated incidentally that she was taking 
a Government course in which the professor gave extra credit 
to students who requested files on themselves from the FBI. 
The student herself received extra credit, even though the 
FBI responded to her FOIPA request that no files were iocated 
identifiable to her name. 

* 
Arizona State University officials have adopted 

an offlcial policy of non-cooperation with investigators 
since the enactment of the Freedom of InformatIon and Privacy 
Acts. This policy is carried out at all levels of the 
University's administration. Prior to the Freedom of Information­
Privacy Acts, the University was most cooperative. 

- 16 ­



I 

· A~ BO~lder, Colorado, in connection with applicant 
type lnvestigations, there have been instances in which 
Individuals displayed a reluctance to furnish derogatory 
Information after being advised of the provIsions of the 
Freedom of Information Act, even though it was pOInted out 
that their identitIes could be protected. No information 
has been avaIlable from the Office of Records and Admissions, 
University of Colorado, Boulder, except in those instances 
where a signed release was provided. 

* 

During a recent Foreign Counterintelligence investigatIon, 
college records concerning the subject were unavailable 
without a release from the subject or a subpoena, due to 
fear of violation of the FOIPA. Personnel at the motel 
where the subject stayed would furnish only limited Information 
concerning this individual, due to the FOIPA. 

* 
In connection with a fugitive investigative matter, 

a transcript supervisor at a major upper-midwest university 
advised on April 16, 1976, that in the opinion of the university 
administrators, no information could be released to Agents 
of the FBI concerning the fugitive without hIS consent In 
the form of a signed release granting authority to do so. 
The position of the University was said to be in compliance 
with provisions of the Privacy Act legislation. 

* 
In a recent FBI fugitive investigation, information 

was developed that the fugitive might be a student at State 
Technical School, Memphis, Tennessee. This institution 
was contacted and informed the investigating agent that, 
as a result of the Privacy Act, no information from records 
could be released to the FBI. The institution would not 
confirm whether or not the fugitive was currently a student. 

* 
During the investigation of an $11,000 Bank Fraud 

and Embezzlement vIolation, the University of Texas at E1 
Paso was contacted regarding the subject. UTEP officials 
refused to disclose whether or not the subject was a veteran 
receiving VA educational benefits. The UTEP administration 
cited the Freedom of Information and the Privacy ·Acts as 
the reason for not providing the requested VA information. 
This denial of information resulted in a two-month delay
in the investigation. 
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F. HOSPITALS AND PHYSICIANS Cfl/lF6Jf:/lf)J. 
In an applicant investigation at Auburn, Alabama,
 

a waIver was provIded the FBI to obtain medical records concernIng
 
hospitalIzation at the health center of an educational institution
 
there. The school physicIan refused to provide any InformatIon
 
either to the FBI or to the applicant, even after the latter
 
personally went to the health center to sign a second waiver
 
drawn by the school. The office of the school president
 
advised refusal to release information was due to the Privacy
 
Act.
 

* 
An indIvidual Identified as operating a check
 

kite scheme with banks in Indiana, Ohio and Pennsylvania
 
had been hospitalized in a St. Louis hospital. Investigation
 
determined this indivIdual had initIated his check-kite
 
scheme from a hospital telephone. Nevertheless, hospital
 
officials, cit1ng the FOIPA, refused to verify his hospitalization
 
or date of confinement.
 

* 
In an FBI fugItive case, the Agent attempted to 

obtain background data on the fugitive from a private hospital 
in Indianapolis, where he had been a former patient. Hospital 
officials expressed the belief that Federal Privacy Law 
inhibited them from verifying the subject's status as a 
former patIent, much less releasing background information 
on him. 

G. HOTELS 

A hotel in San Diego which is a part of a large 
nationwide hotel chain refused to furnish information on 
guests, including foreign visitors, without a subpoena due 
to the enactment of the FOIPA. 

* 
During a fugitive investigation of a subject wanted 

by federal and local authortties for extortion and firearms 
violations, a Special Agent of the New York Division contacted 
the security officer at the Rye Town Hilton Hotel, Port 
Chester, New York. The purpose of this contact was to develop 
background information on a former employee of the hotel 

r~, n if . , .. t{~j
;, L .. . . 

- 18 ­



who was an associate of the fugitive. This employee allegedly 
had knowledge of the fugitive's current whereabouts. Security 
officials at the hotel refused to furnish any informatlon 
from their files without a subpoena because they felt they 
were open to civil litigation under the provisions of the 
Privacy Act. 

* 
Numerous hotels and gambling casinos in the State 

of Nevada, which would formerly furnish information from 
their records on hotel guests and gambling customers during 
routine lnvestigations, now require a subpoena before they 
will release any information to the FBI. The reason given 
by hotel officlals for subpoena is for hotel protection, 
in the event of a law suit, following an FOIPA release glven 
to these subjects of Investigation. 

H. INSURANCE COMPANIES 

• 

Information submitted to Medicare through Aetna 
Insurance Company, which would show medIcare fraud perpetrated 
by the staff of a unIon-owned hospital in Anchorage, Alaska, 
was withheld by Aetna citing the Privacy Act. It was necessary 
to obtain a Federal Grand Jury subpoena for the desired 
information • 

* 
In the field of arson investigation, major insurance 

companies and the Fire Marshall Reporting Service have stated 
they will provide no information to federal law enforcement 
agencies except under subpoena. They advise their legal 
departments believe this position is necessary for protection
against civil suit, in the event of an FOIPA disclosure. 

I. LEGAL PROFESSION 

On May 5, 1977, a nationally known U. S. District 
Court Judge refused to be Interviewed on an applicant matter 
because he wanted any lnformation furnished about the applicant 
to remain confldential. I~ was the jUdge's opinion the 
FBI could not prevent disclosure of this information at 
a later date to the applicant under the Privacy Act. 

* 

- ~ ....... - 1
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In response to an FBI inquiry concerning an applicant, 
an attorney who was a former AUSA confided that significant 
information, meaningful and derogatory, would not be forthcoming 
concerning the applicant because of the FOIPA. When pressed 
by the FBI Agents upon th1S point, the former AUSA stated 
that he h1mself would counsel his clients not to furn1sh 
the FBI with derogatory information in applicant-suitability 
matters. 

* 
During an investigation in March 1978, by the 

Kansas City Office, private attorneys were interviewed concerning 
the qualifications of a candidate for a Government position. 
These private attorneys initially declined to furnish derogatory 
information in their posession concerning the candidate, 
in view of the prov1sions of the Privacy Act. They did 
furnish pertinent information on a promise of conf1dentiality, 
and it 15 unknown what information they withheld due to 
fear of the effect of the Privacy Act. 

'* 
In a background investigation of a person considered 

for appointment as u. S. Mag1strate, a U. S. District Judge 
before whom this candidate practiced law declined to furnish 
any information which would be divulged to the candidate 
under the FOIA. 

* 
A federal district judge was 1nterviewed in a 

background investigation concerning a departmental applicant. 
The judge stated he did not feel that the FBI could provide 
confidentiality concerning his statements. He declined 
to furnish candid comments concerning the applicant and­
stated he did not wish to be interviewed concerning any 
FBI applicant investigations in the future. 

* 
A prominent attorney in Dayton, Ohio, was contacted 

concerning an applicant. He indicated he was in a position 
to furnish uncomplimentary information concerning the applicant, 
but advlsed the interviewin9 agent that due to the FOIA 
he would not do so. Thereupon, he furnished a brief, neutral 
commentary. 

* 
......~.- "'''.!f 1 , 
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In connection w~th a suitabIlity investigation
 
concerning a nominee for U. S. District Judge, two attorneys
 
contacted in July 1976, expressed extreme reluctance to
 
furnish their true opinion regarding the qualifications
 
of the candIdate. They indicated they were fearful that,
 
should the candidate be appointed to a judgeship and later
 
learn of their statements, he would find a way to punish
 
them professionally through his position. The attorneys
 
eventually provided theIr comments after receIving an express
 
promise of confidentiality; however, there is no assurance
 
that they were as candid as they might have been before
 
the FOIPA.
 

* 
In a recent background InvestIgation conducted
 

by the Las Vegas Office pertaining to a Federal Judgeship,
 
one attorney contacted advised he had derogatory information
 
concerning the judicial candidate. However, he declined
 
to furnish this information to the FBI stating he felt the
 
information would eventually be disclosed to the applicant
 
under the Privacy Act. He felt that, if this disclosure
 
ever occurred, he would be unable to practice before the
 
applicant's Court.
 

J. NEWSPAPERS 

In a Corruption of Public Officials case, recent 
consideration was being given for change of venue to El 
Paso, Texas. The El Paso FBI Office was requested to review 
newspaper clIpping files to determine the amount of publicity 
in the El Paso area the corruptIon matter had received. 
On April 10, 1978, a newspaper editor in El Paso, Texas, 
advised that, in lIght of the Freedom of Information Act 
and the Privacy Act, no information from newspaper clipping 
files would be made available to the FBI except upon service 
of a subpoena. 

K. POLITICIANS 

Recently in a Southern state, the State Chairman 
of one of the state's two major political parties was interviewed 
regarding a presidential appointment. This individual was 
advised of the provisions of the Privacy Act at the outset 
of the interview and requested confidentiality. He made 

.. ~ 

- 21 ­



one or two statements of a derogatory nature and then requested 
that these statements be disregarded. He adv1sed that, 
although he was aware h1S 1dentity could be protected under 
the Privacy Act, he was not conf1dent this protect1on would 
be effectlve. After the above statement, the 1nterviewee 
would provide only a general statement regard1ng the appointees's
honesty and term1nated the 1nterview. 

* 
In Oklahoma, a highly placed political figure offered 

to furn1sh 1nformation to the FBI concerning a mult1-million 
dollar Act of POlitical Corrupt1on. The information was 
never received because the Agent could not guarantee that 
his 1dentity would not later be inadvertently d1sclosed 
through sOph1sticated quer1es sent to the FBI through the 
Freedom of Informat1on Act. This source feared that the 
adversary in this matter could collect p1eces of information 
from the FBI through the Freedom of Information Act, then 
assemble the 1nformation, possibly uS1ng a computer and 
identify the source. 

* 

•
 

During the course of a Publ1C Corruption investigation,
 
the interviewing agent 1n a southern office detected reluctance
 
of witness police officers to provide complete information,
 
subsequent to a discussion of the Freedom of Information­

Privacy Acts. It was the opinion of the interviewing agent
 
this reluctance was based on apprehension by the police 
off1cers th1S 1nformation could be made available to the 
subject, a tr1al Judge before whom the police officers 
frequently appeared. 

L. PRIVATE COMPANIES 

During a routine investigation, a Special Agent 
sought the cooperation of a company personnel manager to 
determine the subject employee's residence from company 
records. Citing the restrlctlons of the Privacy Act. the 
personnel manager would neither confirm the SUbject's employment 
w1th his company nor prov1de any background information. 

* 
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During a recent national security investigation tl~~j,~ 
involving possible Foreign Agents RegistratIon Act violation:~'~!~ 
a lead was set out to interview the owner of an electronics ,'. 
firm regarding the purchase of loudspeakers and other electronics, 
used by foreign nationals in a public demonstration. The 
The owner of the electronics firm refused to dIsclose this 
information unless a subpoena was issued, stating he feared 
the customers who rented his equipment might learn of his 
cooperation, under the FOIPA, and bring a civil action agaInst 
the electronics firm for breach of confidentiality. 

* 
In connection with bank fraud matters being 

investigated in the Charleston Resident Agency, an auto 
dealer refused to furnIsh time cards of employees because 
he would violate the Privacy Act. 

* 
Because of the Freedom of Information and Privacy 

Acts, the policy of the Shell Oil Company limits the type 
and amount of information that the company will provide 
to the FBI regarding an applicant for employment. The personnel 
clerk for that company advised that, even when an applicant 
has executed a waiver form, the only information Shell 
will furnish regarding the applicant's employment is as 
follows: verification of employment, dates of employment~ 

position and salary. 

* 
During the course of investigation in Spokane, 

Washington, agents sought to review employment records 
at the Bon Marche Department Store and were advised that 
employment records were no longer available because of_the 
Privacy Act.- Agents also attempted to secure information 
concerning the subject from Sears Roebuck Company and Nordstrom 
Department Store and were advised that this information 
was not available without a court suppoena. 

* 
In a Dallas Investigative matter regarding an 

electronics company, a former employee of the company who 
was a prIncipal witness became fearful that he would be 
sued by the subjects of the investigation and the company 
if he provided information to the FBI. He was reluctant 
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because he believed this information would be ava1lable
 
through the FOIPA; if the criminal allegation was not
 
ult1mately resolved in court, he feared he would become
 
civilly liable. On several occaS1ons, this WItness asked
 
what his civil liab1l1ty would be and expressed reluctance
 
1n prov1dIng 1nformation of value to the investlgatlng Agent.
 

* 
Another Dallas lnvest1gat1ve matter was based
 

on information furnished by businessmen in a small town
 
in Texas. When they initially furnished the information,
 
these sources asked that they not be called upon to testify.
 
Belng bus1nessmen 1n a small town, they expressed fear the
 
Information they provided would be used against them and
 
harm their businesses. When these sources learned informatIon
 
which they furnished might be obtained through the provisions
 
of the FOIPA by the investIgatIon subJects, they stated
 
they would not furnish any further information to the FBI.
 

* 
In a fugitive investigation, information was developed 

that the subJect was a former employee of an oil company. 
When contacted, the oil company management declined to furnish 
any background information from their personnel files concerning 
subject's former employment. The stated reason for not 
furnishIng this information was concern for possible future 
company liability should the fact of FBI cooperation become 
known to the subject under the FOIPA. 

M. PRIVATE LENDING COMPANIES 

An Equal Credit Opportunity Act case involved 
a limited 1nvestigation based on a Departmental memorandum 
which directed that 14 former employees of a loan company 
be identified and intervIewed. Citing the Privacy Act, 
the loan company Legal Counsel declined to identify to the 
FBI the 14 former employees. Instead, he had his current 
employees make personal contact with these 14 individuals 
to requestthe1r permission to release their names to the 
FBI. ThIS lndirect process delayed the Investigat10n for 
a one-week period. The company was also asked to release 
loan applications of certain individuals who had been granted
loans within the past 18 months. On the basis of the Privacy 
Act, the loan company declined to release these financial 
documents. 

- 24 ­



N. PUBLIC UTILITIES 

During a recent security lnvestigation, a lead 
was set forth for the Savannah Division requesting utility 
checks to be made to obtain lnformation regarding certain 
lndlviduals. Offlcials of a Georgla utility were contacted 
and advised that checks of thelr records would not be posslble 
due to the provisions of the Prlvacy Act. 

* 
In Maryland, a local secur1ty office of the telephone 

company referred a "blue box" case to an FBI resident agency. 
However, the company refused to furnish any data concerning 
the principals lnvolved in the violation without obtaining 
a subpoena for telephone company records. 

* 

• 

In a fugitive investigation, the Indianapolis 
Office was given reliable information concerning the non­
published telephone number of the fugitive's location on 
the Christmas holiday. The FBI holiday supervisor tried 
in vain to obtain the location of the number from various 
officials at Indiana Bell Telephone Company, and the fugitive 
was not apprehended. Indiana Bell lnsisted a subpoena was 
needed, based on FOIPA consideratlons, before this type 
of information could be released to the FBI • 

* 
Due to FOIPA ramifications, New York Telephone 

Company procedures for access to subscriber information 
and toll records substantially delayed investigative activIty 
in a s1milar FBI case. 

o. QUAS I LAW ENFORCEMENT 

On January 17, 1976, the disciplinary board of 
the Supreme Court of Pennsylvania advised that, because 
of FOIPA consideratlons, all requests for information by 
the FBI must be in letter form and a release authorization 
signed by the applicant must be enclosed with the request 
letter. It was intimated that a written request might not 
elicit all information if the disclosure could cause difficulties 
for the board. 

* 
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The Amer1can Quarterhorse Association, located 
in Amarillo, Texas, w111 no longer prov1de any 1nformation 
to law enforcement agencies or 1nvestigators unless served 
with a subpoena. This Association has In the past assisted 
the FBI in coverage of aspects of the racing 1ndustry. 
The Assoc1ation has advlsed 1ts current restrictive pOllCy 
1S the dlrect result of FOIPA legIslation. 

P. TRAVELER'S AID AND FAMILY SERVICES 

A Detr01t kidnapping case 1nvolved a 65-year-old 
victim who had been brutally beaten, stabbed and left for 
dead in a rural area of OhIO. The victim could only
provide nicknames for the kidnappers. Investigation revealed 
that the subjects had attempted to gain transportation from 
the Traveler's Aid Society in Detroit, M1chigan. The Society, 
after belng adv1sed of the urgency of the matter, nevertheless 
refused to supply information on December 20, 1977, from 
records which would identify one of the subJects and possibly 
reveal the whereabouts of both subjects. ThIS lnformation 
was subsequently obtained the next day hv subpoena duces 
tecum and teletyped to a Texas Office within a few hours 
after receipt. Both subjects were arrested in Texas on 
December 26, 1977. However, a few hours prior to the arrest, 
one subject shot and k1lled an individual in Texas. 

bl
*~)I I 

1 II The serVlce has recently refused 
to turnlsh any Intormatlon from theIr files to the FBI unless 
by a lawful court order. The Privacy Act was cited as the 
basis for this refusal to cooperate. 

Q. UNIONS 

On alleged Privacy grounds, Seafarers International 
Maritime Union in Brooklyn, New York, will no longer provlde 
information to law enforcement agencies unless served with 
a subpoena. 

, 

* 
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During the course of a Racketeer-Influenced 
Corrupt Organizations case involving certain union members 
and company off~cials, the investigating agent contacted 
non-union employees concernIng alleged harassment by union 
members and the fIring of several rIfle shots at non-unIon 
members. A prospective witness to a particular incIdent 
declined to furnish any informatIon to the FBI, on FOIPA 
grounds, stating that, lithe Government just can't keep a 
secret anymore." 

* 
In a similar FBI case, a labor union official 

refused to furnish information to the Baltimore FBI Office. 
He claimed he would have no confidence in the security of 
his Information In view of the ability of individuals to 
obtain theIr files under the FOIPA. 

R. WESTERN UNION 

During the course of an investIgation to locate 
and apprehend a fugit~ve, a Special Agent and a cooperating 
wItness attempted to obtain informat~on from the Western 
Union Office, Jacksonville, Florida, concerning a telegraph 
money order and message sent to the cooperating witness 
from the subject. Employees at the Western Union Company 
advised they could not dIsclose any informatIon regarding 
the money order or message, due to "Privacy concerns," without 
a court order. 
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IV	 REDUCTION IN CURRENT INFORMANTS OR POTENTIAL INFORMANTS
 
RESULTING FROM PRESENT FOIPA DISCLOSURE POLICIES
 

A.	 DEVELOPMENT OF POTENTIAL INFORMANTS 

During the past four months, three individuals 
were separately contacted In an effort to obtaIn theIr cooperation 
in organIzed crIme matters. Each of these indiVIduals advised 
the contacting agent they felt thelr confloentlallty could 
not be maintaIned due to current FOIA legislation. It is 
belIeved these Ind~viduals would have been cooperatIve had 
they not feared the FOIA and they woule have been valuable 
FBI informants. Because of the wrde publicity which the 
FOIA has receIved, these I~dividuals were well aware of 
the publIC'S ability to gain access to Information in FBI 
files. 

* 
Shortly after a skYJackIng began, an identified 

caller stated to a Special Agent that he was a medical 
doctor and that the skyjacker was probably identical to 
an Individual who was an outpatlent at the pyschIatrIc 
clInic where the caller was employed. He stated the individual 
was schizophrenic and was oangerous to himself and to other 
persons. The caller suggeste~ that a psychIatrIst should 
be avaIlable during all negotiations WIth the skYiacker. 
The caller's tdentIty was requested SInce he was obviously 
knowledgeable concerning the skYJacker and could furnish 
posslble valuable informatIon in an attempt to have the 
skyjacker peacefully surrender. Despite the fact that 
several lives were In jeopardy, the caller stressed that 
he was unable to furnIsh hIS name because of Federal Privacy 
Act reqUIrements and termInated the call. Because of this 
telephone call, the FBI did have a pyschlatrist available 
durIng negotIatIons with the skyjacker (who had been correctly 
Identified by the caller) and the skYJacker's surrender 
was accomplished without loss of lives or property. 

* 
For approximately three years, a telephone caller 

known to the agent only by a code name furnished information 
in a wide variety of cases, from drug-related matters to 
terrorIsm. The caller never identified himself and advised 
he could never testify sinee to do so would risk death. 
The caller finally terminated his relationship, expreSSIng 
fear that an inadvertent release of information by the FBI, 
under the FOIA, might identify him. 

* 
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An individual in a position to know information
 
about an FBI subject stated to a Speclal Agent at Dallas,
 
Texas, that she would not furnish any information lest lt
 
and her identity appear in the newspapers. She made reference
 
to lnformati9n WhlCh was being published in the press as
 
a result of an FOIPA request.
 

* 
An agent of the Jacksonville Division was recently
 

in contact with an indlvidual believed capable of providing
 
reliable dlrect and indirect information regarding hlgh­

level political corruption. This individual advised his
 
information would be furnished only if the contacting Special
 
Agent could guarantee that the individual's identity would
 
never be set forth in any FBI files. The contactlng Agent
 
attributed this individual's reluctance to have his identity
 
set forth in FBI files to a fear of the FOIPA and its effect
 
on the FBI's ability to maintain confidentiality of information
 
from lnformants.
 

* 
In August 1976, an FBI field office contacted 

a potential criminal source, to determine why he was not 
now providing the FBI with information as he had been in 
the past. This potential source replied that he was in 
fear of 10s1ng his job and of retaliation by individuals 
about whom he might furnish information. The potential 
source asked if the FBI could guarantee the confidentiality 
of his relationship and of the information he furnished. 
He stated he was particularly concerned about confidentiality 
in llght of the FOrA. In view of his apprehensions, this 
individual is no longer being contacted by the FBI. 

* 
A particular Organized Crime case involved an 

investigation to identify male juveniles being transported 
interstate for the use of homosexuals. Due to fear of reprisals 
stemming from FOIA disclosures and Privacy Act problems, 
various school officials would not cooperate in the investigation 
to verlfy the ldentity of the juveniles. In the same case, 
prominent citizens in a community displayed reluctant cooperation 
with the FBI out of fear oE'FOIA disclosure. 

* 
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In Portland, Oregon, a potential source advised p 
he would not cooperate with the FBI due to fear his ldentit1t~~~h 
would be publicly revealed, WhICh would be detrImental to l~~l~,~r 
his professlon. This potential source referred to news . 
accounts In the local press regardIng material made avaIlable 
under the FOIA, which had disclosed the names of several 
indIVIduals In profeSSIonal capacitIes at Portland who had 
asslsted the FBI and the nature of their assistance. This 
type of publiclty, according to the potential source, would 
be detrimental to any individual in bUSIness who elected 
to cooperate with the FBI. 

* 
A SpeCIal Agent advIsed that an indIvidual in 

a high management pOSItion In a state agency WIshed to provide
information to the FBI on a confidential basis. During 
one of the agent's initIal conversations WIth this source, 
confidentiality was requested, specifically that the source's 
name never be mentIoned In FBI files due to "past legislation, 
Freedom of InformatIon Act, etc." This person was in a 
pOSItion to furnish InformatIon concernIng White Collar 
Crime and political corruption; however, the potential source 
subsequently refused to cooperate with the FBI, in spite of 
the Agent's assurances. 

B. CRIMINAL INFORMANTS 

A Newark criminal Informant, who furnished very 
signIficant InformatIon in an automobile ring case, advised 
he feared for his life after reading in various New Jersey 
newspapers of disclosures made under the FOIPA. As a result, 
thIS source WIll no longer furnIsh information which is 
singular in nature. 

* 
Several attempts have been made by the New York­

Office to reactivate a former source, who had been extremely 
cooperative and productive. Current attempts to persuade 
the source to once again aid the FBI have been negative. 
The former informant refuses to cooperate, as he believes 
his identity cannot be kept,secure due to FOIPA disclosure 
policy. 

* 
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An Informant of the Mobile DIvision was recently 
closed Inasmuch as the source advised he felt the FBI could 
not efficiently protect the confidentiality of his relationship 
and hIS Identity, due to the FOIPA. This source has previously 
provided excellent Information regarding gambling and organized
crime In the Mobile DIvision. He stated that he IS afraid, 
if his name ever surfaced as providing informat~on to the 
FBI, he would lose h1s bus~ness and everything he has worked 
for 1n his life. 

* 
A Top Echelon Informant of the MobIle Division 

was recently closed as he would no longer furnish 1nformation 
to the FBI, because he was concerned about his identity being
made known as a result of recent oisclosures of FBI information 
and confldential sources. 

* 
In 1976, the Albuquerque Division had an active 

Informant who stated he would no longer continue in that 
capacity because it was his belief, as a result of the FOIPA, 
his identity and confidentlality could no longer be protected. 

* 
In an ITAR-Arson Investlgatlon, an individual

I	 in the Albany area was sucessfully developed as a potential 
source of informatIon concernlng racketeering and political 
corruption. However, upon learnIng of the provisions of 
the FOIPA, this individual requested that his conversations 
not be recorded and refused further cooperation. 

* 
Another field office informant r~lated a conversation 

which occurred between a local attorney and several organized 
crime flgures. The attorney commented that within the next 
few years the FBI will be severely restricted in its efforts 
to obtain information from confidential sources. He stated 
that he fully expected the provisions of the FOIPA would 
be sucessfully utilized In 1dentifying FBI informants. 
Agents subsequently contacting this valuable source have 
noted a subtle reluctance on his part to more fully penetrate 
the partlcular organlzed crime actlvlt1es which he is in 
a position to cover. 

* 
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An FBI Office in a major North Central City has 
received information from several reliable informants that 
most Organized Crime members ln the area have been instructed 
to wrlte to FBI Headquarters requesting flle lnformatlon 
pertalnlng to themselves. These informants have advised 
the sole purpose of this process 1S to attempt to identify
lnformants who have supplied lnformation to the FBI on 
Organlzed Crime matters. The FOIPA Branch of the Records 
Management Dlvision, FBI Headquarters, has advised that 
such requests have been submitted by virtually every Organized
Crime Figure in the area. 

* 
A Boston informant who has a great deal of knowledge 

concerning the Hell's Angels motorcycle gang lS reluctant 
to furnish information on the gang because of the FOIA and 
PA. He has considerably reduced the amount of information 
he furnlshes to the FBI. 

* 
A Boston informant who has furnished conslderable 

information concerning the Weather Underground and the Prairie 
Fire Organization advised that he is very upset about the 
FOIA. He has learned through conversations with members 
of the counter-culture that former and current extremists 
are wrlting to FBI Headquarters under the FOIA in an effort 
to Identify and expose informants. The informant indicated 
he is apprehensive about the Bureau's abillty to properly
safeguard information furnished by him. 

* 
A long-tlme confidentlal informant in San Diego, 

California, finally stated, "I can't help you any more-due 
to the Freedom of Information Act. n This informant had 
previously furnished valuable information which led to arrests 
and recovery of Government property. Even though the promise 
of confidentiality was explained to the informant, he still 
refused to furnish further lnformation. 

* 
An established source of one FBI field office 

had furnished information concerning a relative who was 
a federal fugitive. The fugitive was arrested and subsequently 
made an FOIPA request for the investigation concerning him. 
Based upon the information released, the former fugitive 
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reached the conclusion it was probably h1S relative who
 
had furnished 1nformation concerning him to the FBI. This
 
former fugitive subsequently threatened the llfe of the
 
source and the source's family, and the source 1S now fearful
 
that hls relatlve may pass on hlS suspicions to other FBI
 
subjects.
 

* 
A former Salt Lake CIty 1nformant had regularly
 

furnished 1nformation resulting in recovery of large amounts
 
of stolen Government property and the arrest and conviction
 
of several subjects. In a pending Salt Lake CIty case,
 
the former informant refused to cooperate because of his
 
fear of the FOIPA, which he felt would in fact jeopardize
 
his lIfe should he continue cooperating with the FBI.
 

In January 1978, the New York Office received
 
information one prime FALN suspect was applying under the
 
FOIA for his file. Sources close to the suspect advised
 
he was seeking to discover the FBI's knowledge of his
 
activ1ties and the identitIes of Agents who were investigating
 
him.
 

* 
In a Western FIeld Office, a former highly productive 

conf1dential informant advised that he did not feel secure, 
due to widespread publicity concerning FBI informants and 
the FOIA legislation. He stated that, although he continued 
to maintain his confidentIal1ty regardIng his relationship 
w1th the FBI, he was not sure that the FBI could do the 
same. Due to this source's feelings, he discontinued all 
contact with the FBI. ' 

* 
In PhIladelphia, an informant furnished information 

concerning LCN (La Cosa Nostra) figures and on organized 
crime conditions in Northeastern Pennsylvania. Subsequently, 
the source acquired the conviction that, under the Attorney 
General's FOIPA Guidelines, guarantee could no longer be 
gIven that his IdentIty wO~ld be protected. Accordingly, 
the source declined to furnish any further information to 
the FBI. 

* 
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In one Northeastern FBI Field Office, on three
 
separate occasions persons under development as organ1zed
 
crime 1nformants have dec11ned to furnIsh informatIon of
 
a conf1dent1al nature, if the information 1S reduced to
 
writ1ng In any form. These sources have c1ted media accounts
 
of persons murdered by underworld figures because their
 
identitIes were discovered as the result of the FOIA.
 

* 
/

One FBI field office advised that a confldential 
source, who previously had Top Echelon Status and who had 
identifIed several members of the La Cosa Nostra, was discontinued 
1n April 1977. This source had read an article in Time 
Magaz1ne (April, 1977 issue, page 22) which had identified 
two former FBI sources who had been slain. The FBI could 
not convince the source that his own 1dentity 1n the future 
would be fully protected. 

* 

In March 1978, the Drug Enforcement Agency (DEA) 
was advised that an informant of the Atlanta FBI Office 
might be in a position to provide timely information concerning 
large narcotics shipments, in exchange for a reward from 
DEA and the guarantee of confidentiality. A local representative 
of DEA responded that confidentiality could be guaranteed 
by DEA only in instances where the informant was operated 
by DEA as a source. DEA reward money could be paid to any 
Individual supplying informationf however, the true identity 
of an FBI source would be reflected in DEA records for such 
payment. The FBI source was advised of the results of inquiry 
with the DEA. The source subsequently furnished the identities 
of the drug sUbjects of which he had knOWledge. This information 
was disseminated to DEA. However, the source declined to 
have further contact with these subjects, for fear his identity 
would be made known at some later date under an FOIA request 
to DEA. 

* 
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A Boston FBI informant is well connected to the 
organized crime element in central Massachusetts, Boston 
and Providence, Rhode Island. Over the past year the informant's 
productivity has dramatically decreased. Consequently, 
thIS decrease was discussed with the informant, who stated 
that he had begun to doubt the FBI's abIlity to protect 
the contents of its own files and information provIded by 
ItS informants. He had learned that an organIzed crime 
figure had received over 500 pages of FBI Anti-Racketeering 
Reports and was unquestlonably trying to identify informants. 

* 
The crimInal Informant coordinator of the Boston 

Division has been told by an individual, who would potentially 
be an excellent source of criminal information on the Boston 
waterfront, that even though he had cooperated with law 
enforcement personnel In the past he would never do so 
again. He stated that he was afraid that one day, as the 
result of FOIPA, he might "see his name in the Bos~on Globe." 

* 
In Dallas, an informant who has been furnishing , 

information to SpecIal Agents of the FBI since 1953, regar~ing 
gambling, prost1tution, stolen goods, and criminal 1ntelligence 
information, when last contacted by an Agent indicated he : 
would no longer furnish any informatIon to the FBI due to : 
the fact it could be disclosed under the FOIPA. The infor~ant 
felt hIS personal safety could be jeopardized by the disclosure 
of hIS identity, and he no longer wanted to take the perso~al 
r1sk and provIde information regarding criminal activIties. 

C. SECURITY INFORMANTS 

c... 
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An individual, who is in a position to furnish 
possible foreign counterintellIgence informatlon, expressed 
the opinion the Federal Government could not protect 
hIS identIty in view of the constant scrutIny by Congress 
of the FBI and CIA and the subsequent news medIa leaks. 
ThIS Individual also stated he would be fearful that 
his IdentIty would be revealed through access to records 
by the public under the FOlA, as well as extensIve civil 
dIscovery proceedings exemplified by the SWP civil law suit. 
In addition, thIS individual expressed concern over former 
intelligence agency officers who were publishIng books, 
possibly jeopardizing the confIdentIality of sources. 

* bl 
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Cntft'.,l".
An informant expressed deep concern over secur it.,,' "-.:f"'· ;:.....:, 

and poss~ble dIsclosure of hIS relationship w~th the FBI, .• 
not~ng recent Instances in which FBI sources had been identif~ed ~ 
in the press. The informant, who had provIded crItical 
Information for many years in matters of the h1ghest senSItIvity, 
requested that his relatIonshIp with the FBI be terminated 
and that his name be deleted from all FBI records. 

* 

e C)as repea e concern over POSSI 
hIS identity through the FOIA. The source 

has now requested that all contacts be minimized In frequency
and duration, that all Information furnished be paraphrased, bl 
that hIS real or code names never be used, and that access 
to hIS information be severely restricted wIthin the FBI. 

b
~~~~1~q~efom~ ~ppar~Dt ":iD' tb~t ~h11e t : ';:a:ma:t's~ ~ 

I _and t e amount 0 su s an Ive 
information furnished has decl1ned. 

* 
A former source of excellent quality was recontacted, 

Slnce h1S background was such that he could develop information 
of value concerning the terrorist Puerto Rican 1ndependence 
group known as the FALN. After three hours of conversat1on, 
the former source agreed to cooperate with the FBI but only 
In a very limited manner. He stated that due to the FOIA 
he longer believes that FBI Agents can assure hIS complete 
protection. He made It clear that he WIll never again function 
as deeply as he had previously 1n behalf of the FBI, noting 
that disclosure of his identIty would most assuredly cast 
him his lIfe. 

* 
An Individual who has requested his identi~e( 

as furnishing information fo the FBI. This individual queried 
the Special Agent involved in the investigation as to whether 
his Identity could be protected and stated that he was concerned 

r ........ ," f
'J 
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~~~~ ~ ~~t~r~ ~~~n~.5 ;"::::::1:~--~ e or the anove, thiSu~ ; e- ~;~a ;e a,a not wIsh to be contacted on 
a regular bas1s by the FBI. 

* 
Members of an organizat1on Wh1Ch 1S currently 

under investigation 1n the domestic secur1ty area made 
several FOIPA requests to the FBI. Based upon th1S Informat10n, 
one member concluded that a particular individual had been 
providing informatlon to the FBI. ThIS conclusion was based 
not so much on the release of particular information or 
the 1dentity of the ind1vidual who furn1shed 1t, 9ut 
upon the fact that much of the information went back many 
years, as well as up to the present. This member concluded 
that only one individual could have prov1ded 1nformation 
of thIS nature over such a long span of time. The source 
who prov1ded the informatIon conv1nced both the member and 
the organization that thIS was not the case and that this 
source was not the indIVIdual who provided Information to 
the Federal GOvernment. However, while the situatIon ended 
favorably, potential for harm to the source was great. (Note­
~ example is very sensitive.) 

* 
In September 1977, a former Spec1al Agent adVIsed 

the San Antonio Office that an informant had contacted hIm 
upon learning that an FBI subject had obtained documents 
under the FOIPA. . The informant expressed the fear that 
his identIty as a confidential source against this subject 
would be revealed. ThIS subject was tryIng to Identify
Individuals who had provided Information to the FBI concerning 
hIS actiVIties. 

* 
In a Western FBI Office, an indiVIdual was contacted 

in a recent foreign counterintellIgence investigation, as 
he was in a position to furnish valuable Information on 
a continuing basis regarding the subject. Although this 
potential source displayed an otherwise cooperativ~ attitude, 
he stated he would not furnish information for fear his 
identIty might be revealed at some future date due to provisions 
of the Freedom of Information Act. 

* 
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rrH,;~~p~Members of an organization dedlcated to brlngin~~"t J '.r 'l,~., 
about a militant, worklng class movement based on Marxism- '., ~ '.1;, 
Leninlsm, recently discussed the FOIA. A dec'SipD was reached

b2 to d'rent ] ]qUlry to both the FBI and thel I 
~ ~___ under provislons of the FOIA requestlng information 

concerning the organizatlon. It was thereby antlcipated 
that a comparlson of lnformatlon concerning individuals, 
including dates, tlmes and actlvltles, would ldentity lnformants 
in the organization. 

* 
In 1976, a most valuable and productive FBI lnformant 

ceased his activity in behalf of the Bureau. His reason 
for this decision was his concern over the FOIA, which he 
believed offered the dlstinct possibility of discloslng 
his identity as an informant. This source provided coverage 
on two major subverslve and/or violence-oriented groups 
of investigative lnterest. 

* 
An FBI Agent was once told by an informant that 

"he would trust the Mafia to keep a secret more than he 
would the Bureau." 

• 
* 

'* 

bl 
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Since the advent of the FOIPA, numerous documents 
containing information furnished by an FBI asset of long 
standing have been released under provisions of these laws. 
These releases have had a deleter10us effect upon the asset's 
relat10nship with the FBI. There has been a noticeable 
decrease in the volume of information furnished by the asset, 
who has been frank to state that he no longer has his former 
conf1dence that the FBI can mainta1n the confldentiality 
of his relationship. On numerous occasions, the asset has 
expressed reluctance to furnish 1nformation which he fears 
might be released under the FOIA, resulting 1n h1S physical 
jeopardy or leaving him open to civil suit. This asset has 
not yet terminated his relationsh1p with the FBI, but the 
relationshlp is now a very tenuous one. 

D. INFORMANT SAFETY 

An informant of the St. Louis Office has expressed 
concern that individuals about whom he was providing information 
were requesting their FBI files under the FOIPA. This 
informant expressed fear for hIS personal safety and that 
of his fam1ly. This source had in the past provided reliable 
and corroborating information about individuals who have 
been convicted of federal crimes 1n the Eastern District 
of Missour1. There has been a recent reduction in amount 
and quality of the source1s information •

• * 
On several occasions in the recent past, an informant 

of the Portland Division, who has furn1shed reliable informa­
tion has vOiced his concern for hlS safety out of fear that 
his 1dentity would in the future be revealed, under the 
FOIPA. He stated that when he began assisting the FBI it 
was his understanding that hls identity and the information 
he furnished would always remain confidential. 

* 
A key w1tness of the Newark Field Office concerning 

a check-kiting scheme 1S also involved with loansharks. 
The witness is not being fully cooperative 1n the case, 
particularly 1n 1dentifying a loanshark with whom the witness 
IS dealing, due to fear the loanshark will learn of the 
cooperation with the FBI because of the FOIPA. 
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v. MISCELLANEOUS (OTHER RELEVANT EXAMPLES) 

A. SUITABILITY INVESTIGATIONS 

In an applIcant investigation, an official of 
the Portsmouth, Virglnia Police Department refused to be 
candid In his remarks pertainlng to the applicant in view 
of the PrIvacy Act and the Freedom of Informatlon Act. 

* 
In a recent Newark National Academy case, a 

protected source expressed concern less he be identified 
as the source of derogatory information. He clearly indicated 
he was aware that the applicant would have access to this 
information through the Privacy Act. Other offIcers Interviewed 
simply refused to be candid regarding the applicant, due 
to their awareness that the information might be released 
to him. 

* 
In another Newark suitability Investigation, a 

local police department refused to make a record check on 
the applicant's brother without a waiver from the brother, 
because It was believed there was a possible FOIA or PA 
violation • 

• * 
Special Agents of the Honolulu Division have recently 

observed a general reluctance by local law enforcement officers 
to furnIsh derogatory heresay information In· suitability 
investigatIons. Members of the law enforcement community
have been apprIsed of the access and disclosure provisions
of the Freedom of Information and Privacy Acts (FOIPA).­

* 
In a background Investigation of a police officer 

nominated to attend the FBI National Academy, a number of 
police officers within the same department requested that 
their derogatory comments not be reduced to writing. They 
cited the provisIons of the , FOIA as their reason. 

* 
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A former high official in an upstate New York 
CIty was being considered for a White House staff position. 
An indivIdual in that municipality refused to comment S1nce 
he belIeved the candIdate would be able to obtain thIS 
information through the PrIvacy Act. The offIcial, who 
was aware of the Act's provIsions, stated he stIll belIeved 
someone in the White House would have access to comments 
made. 

* 
During a 1978 SPIN InvestigatIon In MIamI, the 

interviewee advised he was a busIness competItor acquainted 
wIth the appointee. He InquIred as to what degree of confi­
dentialIty could be provIded if he furnished informatIon 
regarding the appointee. Privacy Act provisions were explained 
to the interviewee. ThIS was not a sufficient degree of 
confidentiality and. he would have nothing to say about the 
appointee. * 

• 

During the same SPIN investigation at Miami, an 
officer in Dade County advised he had derogatory background 
information concerning the appointee. He saId he did not 
want to "go on record" with the FBI concerning this information 
in view of the Privacy Act. He stated that he consIdered 
the information so pertinent that It required hIS dIrect 
contact with the House Committee on Assassinations, which 
had requested the SPIN investigation. After rece1ving 
the offIcer's InformatIon, the House Committee requested 
the FBI suitability lnvestigation be discontinued. 

B. LAW SUITS 

A $600,000 civil suit was filed by a Honolulu 
plaintIff against a neighbor regarding derogatory information 
provided the FBI approximately 20 years ago concerning the 
plaintiff in a suitability investigation. The FOIPA request 
made by the plaIntiff allegedly had enabled her to identify 
the defendant as the source of the derogatory information, 
which she claimed In her lawsuit was defamatory. The civil 
action required the defendant to retaIn private counsel 
at great personal expense and resulted in personal trauma. 
The defendant's retained counsel was successful in obtainin9 
dismissal of the suit on th~ technical defense of "Statute 
of Limitations." The prImary Issue of whether or not a 
person could sue an individual who had provided information 
to the FBI was not addressed. 
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In early 1978, an employer in the Los Angeles 
DivIsion contacted that office concerning certain derogatory 
information furnished in 1967, on an employee who was then 
seekIng a posItIon wIth the White House staff. ThIS individual, 
who had subsequently made a PrIvacy Act request to the FBI, 
determlned that the former employer had provided derogatory 
informatIon concerning her, and threatened to sue the employer 
If correctIon of this lnformatlon was not forwarded to the 
FBI. The employer's written retraction of the previous 
information was subsequently submltted to the FBI Los Angeles 
Division, in order to avoid any potential cIvil entanglement. 

* 
An unsuccessful applicant for the posItion of 

Federal Bankruptcy Judge obtained hls file VIa the FOIPA 
concerning his background investigatIon. He subsequently 
determined that several former employers and law partners 
had furnished derogatory Information to the FBI concerning 
hIm. He has filed CIvil suit against these former employers 
and law partners and also filed an FOIPA civll suit against 
the FBI. 

* 

• 
Recently the Legal Counsel for a large sheriff's 

office located within the Tampa Div1sion requested copies 
of the FOIPA legislation out of concern that information 
released by his department or personnel might result in 
civil lItigation against them. This agency has since requested 
confldentlallty for all personnel handling record checks 
and is reviewing lts current policy on disseminating informa­
tion to Federal agencles. . 

* 
According to a former informant, an FBI subject 

who had been active in dissident activities durIng the 
1960's and early 1970's and who had traveled through several 
Third World countries since that time, obtained his file 
under the FOIA. After reviewing the file this requester 
decided his former wlfe should sue the FBI and for that 
purpose furnished her with information from the flle. 

* 
.., '\. 
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In September, 1975, an editor of an underground
 
newspaper in the W1sconsin area filed suit against the FBI
 
contending the Bureau had 1mproperly withheld information
 
under the FOIPA. Once this matter was reviewed by a Federal
 
Judge in Madison, Wisconsin, files pertaining to numerous
 
activists 1n the Mad1son area, among whom was an FBI1nformant,
 
were released. As a result, the ident1ty of this informant
 
was made known result1ng in the loss of a very valuable
 
source. Sim1larly, release of affinity files from a local
 
police department in Wisconsin caused the loss of another
 
valuable FBI source.
 

* 
A subJect found guilty 1n an ITSP Little Rock 

case, subsequently filed a civil action against witnesses 
against him 1n that matter. Being unable to determine the 
identities of all witnesses, he has made several FOIPA requests 
through the Little Rock Office. His 1ntention is obviously 
to discover the identities of additional w1tnesses whom 
he may Join in h1S civil suit. 

c. POLICE DEPARTMENT OPERATIONS 

In 1977, a requester through his attorney received 
over 200 pages of FBI documents pertaining to himself and 
an organization. He had previously believed that a local 
police officer was sympathetic to his views. From the FOIA 
release, the requester was able to determine that he had 
not "turned" the police officer, who was 1n fact forward1ng ­
to his department what the requester had said in confidence. 

* 
Another FOIPA requester had been tried and copvicted 

of two murders in Cleveland in the early 1970's. From FBI 
documents released as the result of an FOIPA civil action, 
his attorney professed to know the ident1ty of the Cleveland 
police department source who in fact had furnished valuable 
information on the requester's murder convictions. 

* 
The New York CIty,police Department (NYCPD) Intelligence

D1vision has the responsibllity of gather1ng information 
relating to terror1st matters. Police officers acting in 
an undeFcover capacity are targeted against certain bombing 
suspects. Officials of the NYCPD have eXPressed grave concern 
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about giving the FBI any lnformation from these undercovers 
because of the FOIPA. It is noted that they do furn~sh 
the FBI with Information, normally in abbreviated form, 
from their undercover off~cers. Should one of these undercovers 
be exposed because of the FOrA, it would be destructIve 
of the professional relationshIp between the NYCPD and the 
FBI. 

D. LOUISVILLE, KENTUCKY KLAN RELEASE 

Embarrassment, dIstrust and straIned relatIonship 
between the Louisville Division of the FBI and Chiefs of 
Police of the LOUIsvIlle DIvision of Police and Jefferson 
County Police Department have resulted from an FOIPA request 
pertainIng to Klan infiltrat~on of these local law enforcement 
agencies. On September 19, 1977, the "Louisville Defender" 
newspaper carried an artIcle captioned "FBI Documents Say 
12 to 35 City County Cops In KKK," and reported Information 
from the FOIPA release. These disclosures related to 1976 
efforts which reportedly had been made to establish a unit 
of the United Klans of America at Louisville which was to 
have a membership limited exclusively to police and other 
law enforcement officials. 

E. SEATTLE NEWS RELEASE 

On June 16, 1978, the Coalition on Government 
Spying, publicly identified as an organization formed by 
the American CiVIl LIberties UnIon, The AmerIcan Fr~ends 
Service Committee, and the National Lawyers Guild, presented 
a copy of an FBI document consisting of several pages at 
a press conference at Seattle, Washington. The document 
was a teletype sent by Seattle to MInneapolis and the Bureau 
during the Wounded Knee IncIdent of 1973. ThIS document 
without question identified a representative of the news 
media as subsequently furnishing information to the FBI, 
although he was doing so unknowIngly throuqh his news 
director. The release of this information under the FOIPA 
has had a severe impact on the lives of the two newsmen 
involved. 
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F. FBI MANUALS 

In the fall of 1977, the warden of a state penitentiary 
expressed dIsmay at a current news story which described 
how the FBI had released Agent's handbooks and manuals to 
a prison lnmate, under the FOIA. When told this story was 
true, the warden declared that, rather than release such 
rnater~al to prlson inmates, he would rather ignore such 
a law. 

* 
An individual 1n Oklahoma·City requested the FBI 

to permit his review of the FBI Manual of Instructions. 
This request was honored and the FBI processed 970 pages 
of the Manual of Instructions and mailed these mater~als 
to the Oklahoma City FBI Offlce in March, 1978, for his 
review. A letter was then sent to the individual requesting 
that he come to the Oklahoma CIty fBI Office to review the 
processed material. He never responded to thls invitation. 
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l'...TTN:	 RECORDS NANAGEMEUT DIVISION, 

TRAINING AND RESEARCH UNTI, ROOM 6280 

FROM: Sl\C, T1FO (190-1 Sub G) 

H1PACT THE FIlEEDOI1 OF INFORMATION ­

PRIVACY ACTS Ail.E Hl\VING ON L1\vT
 
BNFOnCElffiNT !\CTIVITIES.
 

ReBuairtel, 3/20/79. 

Encloseo are original and two copies of an LliM dated 
and captioned as above. 

~erxample Ci:d in the enclosed LHM is in connection 
with HFO fJ.leb ~ (.fff (C.j 

•	 CONFIDENTLZ\L. 
Classified an~tended by 197 
neason for Ex sion: FCIM II, 1-2.4.2 (2, 3) 
Date of nevie for Declassification: 7/12/99 
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UNITED STATES DErArJlTMEXT. OF JUSTICE 

~ . , 
bl 

FEDERAL BUREAU OF INVESTtGATlON 

ilash1ngton, D. C. 20535In Reply, P,-" Refer to 
FIle No	 July 12, 1979 ). 

I;:P-CT TUG F~E':::DOI: 0:2 In?O'1~t."""TIOTT ­
r:lIV.",-CT _\CTS 1\.."12 Ili'.VIN'G 0l:J LA-I 
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pnOi3T,CJ:S :lITH CUP~'B~:rr Il.J1?Om:7\J;rrS 
orr POT-SNTIAI, IN~O:U:'''.NTS 
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I_~-~---_:__----"!""'"~I The informant ~dvisecJ he feels being...
in this positJ.on could only 00 harm to h1s reputation "if it 
ever comes out." 

7hi..s document contains ne1ther 
recommendations nor conclusions 
of the FDI. It is the property 
of the FBI and is loaned	 to your 
2genCYi it und its contents are "	 not to ~e distri~uted outside of 
your agency. 
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TO:	 DIRECTOR, FBI (190-3)
(ATTENTION:	 Tra1ning and Research Unit 

FOIPA Branch 
Room 6280) 

FROM:	 SAC, SAN FRANCISCO (19-50D) 

SUBJECT:	 IMPACT OF FREEDOM OF INFORMATION ­

PRIVACY ACT ON LAW ENFORCEMENT ACTIVITIES
 

Re Bureau airtel to Albany, dated 12/18/78. 

Enclosed for the Bureau are three copies of an 
LHM describing an incident demonstrating the detrimental 
impact of FOIPA on Federal Bureau of Investigation operations. 

The reported euma ] e I s documented In ful~e"U EllyC::l
f 

?~~~t\~~~U\i\\.	 ---. ~
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1 - San Francisco REASON- 15 ( e)
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UNITED STATES D~~A.R~lENT OF JUSTICE 
. ,t'f· ". ~ -,., " , 

FEDERAL BURE~U'~F'fNt~WV'GATION 

In Reply. Pl8ue &/t:r to San Francisco, California 
FrhNo 

July 17, 1979 

IMPACT OF FREEDOM OF INFORMATION 
ACT (FOIA) AND OF PRIVACY ACT (PA)
ON THE FEDERAL BUREAU OF INVESTIGATION 

The fol~owing example demonstrating the detrimental 
impact of captioned Acts on Federal Bureau of Investigation
operations is being submitted in general terms in order to 
protect sensitive information and identities. 

LAW ENFORCEMENT PERSONNEL'S ABILITY TO OBTAIN INFORMATION FROM 
THE GENERAL PUBLIC 

tol 

'-- -.It ~t..J 

This document contains neittier recommendations nor conclusions 
of the FBI. It is the proAerty of the FBI and is loaned to 
your agency; it and its con~~~ ~re not to be distributed 
outside your agency. ­


