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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

September 7, 2004

Request No.: 1004300- 000

Subject: IMPACT OF FREEDOM OF

INFORMATION PRIVACY ACTS ON LAW
ENFORCEMENT ACTIVITIES

This is in reference to your Freedom of Information Act (FOIA) request.

Enclosed are 204 pages of documents pertaining to your request and a copy of the explanation of
exemptions.

You may submit an appeal from any denial contained herein by writing to the Office of Informatin
and Privacy, U.S. Department of Justice, Flag Building, Suite 570, Washington, D.C. 20530, within sixty
days from the date of this letter. The envelope and the letter should be clearly marked “Freedom of
Information Appeal” or “Information Appeal.” Please cite the FOIPA number assigned to your request so
that it may be easily identified.

Sincerely yours,

D ld—y

David M. Hardy

Section Chief,

Record/Information
Dissemination Section

Records Management Division

Enclosures-2
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SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) _Speciﬁcally authorized under criteria established by an Executive order to be kept secret in the interest of national defense or
foreign policy and (B) are in fact properly classified to such Executive order,

related solely to the internal personnel rules and practices of an agency;,

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute(A) reqmrfs that the
matters be withheld from the public in such a mianner as to leave no discretion on issue, or (B) establishes particular criteria for
withholding or refers to particular types of matters to be withheld:

tradesecretsandcommemialorﬁmncialinformaﬁonobtained&omapmonandpﬁvﬂegedorconﬁdmﬁal;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation
with the agency; .

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal
privacy,

records or information corpiled fos law enforcerent purposes, but only to the extent thar the production of cuch taw nforcement
records or information ( A ) could be reasonzoly be expected io interfere with entorcement procecdings, ( B ) would deprive a nerson
of a right to a fair trial or an impartial adjudication, ( C ) could be reasonably expected to constitute an unwarranted invasior < ocrson:
privacy, ( D ) could reasonably be expected to disclose the identity of confidential source, including a State, local, or foretxs 1 v or
authotity or any private institution which furnished information on a confidential basis, and, in the case of record or informaty». mpil
by a criminal law enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful nationai s curity
intelligence investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures fn. -«

enforcement investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutiv . - h
disclosure could reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to cudange- - leor
physical safety of any individual;

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency v ponsible

the regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiled in reasonable anticipation of a civil action proceeding,

material reporting investigative efforts pertaining to the enforcement of criminal taw including efforts to prevent, control, or reduce
crime or apprehend criminals;

»

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign
policy, for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a riglit, benefit or
pnvilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that is/her
identity would be held in tonfidence;

material maintained in connection with providing protective services to the President of the United States or any other individual
pursuant to the authority of Title 18, United States Code, Scction 3056;

required by statute to be maintained and used solely as statistical records;
investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian
employment or for access to classified information, the disclosure of which would reveal the identity of the person who

information pursuant to a promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government
service the release of which would compromise the testing or examination process;

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the
person who furnished the material pursuant to a promise that his/her identity would be held in confidence.
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TO: DIRECTOR, FBI
ATTENTION: FIELD COORDINATION,
APPEALS AND CORRECTIONS UNIT,
RECORDS MANAGEMENT DIVISION
FOIPA BRANCH

FROM: AC, BUTT . A )
GS_ Y T/}. PR N ’/\1{}‘ o / "H”‘ }
SUBJECT: ‘%%Eﬁ%bﬁiéé”TﬁFORMATION “PRIVACY ACTS (FOIPAyg

ADVERSE IMPACT ON FIELD OPERATIONS 4 /

ReBuairtdl| 8/16/77.

Personnel of the Butte Division have been sur-
veyed and the majority encountered no problems caused by
FOIPA. Five Agents indicated that they had encountered
more reluctance to furnish information from other state
and local agencies than they had experienced prior to thé
passage of the FOIPA and reasons given were that it wa P
questionable whether the confidential nature of the 7?
identity of the persons giving the information could
be maintained by the FBI. This reluctance was exper éd
particularly in not being able to obtain basic information
from such i1nstitutions as banks, credit unions, and utility
companies. Some of these private companles expressed
reluctance to furnish even background or address infor-
mation for fear the company would be 1libel to civil suit.
It was the concensus of the nts that in many instances
the i1nformation could be obt » but through the slower

process of subpoenaes after the“matter had been presented
to a Grand Jury. 7 . L
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TO - DIRECTOR, FBI
TTENTION RECORDS MANAGEMENT DIVISION
FOIPA SECTION
TRAINING AND RESEARCH UNIT
FROM SAC, PHOENIX ( ) .
/90// L ENJ
SUBJECT® ¥01PA MAT nb 1
LIAISON WITH LOCAL LAW —

ENFORCEMENT AGENCIES

As Bureau 1s aware, Phoenix 1s experiencing some
difficulty in gaining access to certain sensitive local law
enforcement information as a result of FOIPA legislation.
Local agencies fear that the data will be released to th /9

public through FOIPA disclosure.

In the near future, Phoenix plans to meet with
police legal advisors from key state agencies. It 1s hoped
that such a meeting will restore confidence in the Bureau's

ability to treat information as confldentlal éxﬁl

Phoenix feels that it is necessary to pr
legally oriented '"fact sheet' which would set forth
legislative hastory, specific statu?giagcourt rulings,

the FBI's right

adminaistrative holdings, etc., upho
to withhold information furnlshed by non federal law

enforcement agencies. % /{/{2 // P .

The FOIPA reference manual (pages 175-177) notes

that exemption (b)(7)(D) 1s appropriate in most 1instances
to withhold information provided by local law enforcement

agencies. .
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Phoenix desires to know whether local authorities
can be given a 100 percent assurance that information will
be withheld pursuant to the above exemption 1f the information
1s furnished to the FBI with the staipulation that 1t be treated
as confidential,

Page 177 of the FOIPA reference manual states "It shall
also be the policy to release this type of information where
circumstances 1ndicate release could not possibly identify the
provider." This statement of conclusion seems to be somewhat
contradictory when read alongside page 175 which indicates
information 1tself 1is to be protected as well as the source
of the information.

Phoenix requests clarification on the above point and
further requests sufficient legal citatzons, etc., to provide
police legal advisors with a sound legal basis on which to
advise their departments i1n regard to this issue.
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DOCUMENT # 3

UNITLD STATES DEPARTMENT OF JUSTICE

FEDERAL BUREKLAU OF INVESTIGATION ‘ A, oo

In Reply, Please Refer to

File No San Antonio, Texas

May 11, 1978

B132003 (10249 SO Corn

l.l'-‘|;\ N} N Kiae -

03'00763 GENERAL ACCOUNTING OFFICE (GAO) STUDY
TO EVALUATE THE TMPACT THE FRFEDOM OF
INFORMATION ACT (FOIA) AND PRIVACY ACT (PA)
ARE IIAVING ON LAW ENFORCEMENT ACTIVITIES
FREEDOM OF INFORMATION PRIVACY ACT MATTER

Information Exchange Between Federal,
State and Local Law Lnforcement Aqqapieq

- The Federal Bureau of Investigation, as a member of
the intelligence community,is reaquired on a continuing hasis

to work closely w1ta_nthe:_mamba:s_ni_:he_;n:ell;aance__1 .
. A b
communitv including and

military intellicence organizations. Uith the implementation

of the Freedom of Information Act exchange of inf +tion
_un;maen_zhn_anancias_has_baan_adna;salx_aﬁﬁaczad_i' bl

Q_llfQ)

To
further complicate the exchanqge of i1nformation between members
N of the intelligence cormunity, it should be nointed out that
9« 1nformation renmorted by one aagency to another cannot be further
ddisseninated to a third acency which delavs the exchange of

Y

/

E N :1nformat10n within the intelligence community as a whole. }(
- - ™
& 4 In addition to the above, some suhjects of FBI
N y forei1nn counterintellicence cases cannot be checked through
- ythe records of the Austin, Texas and *he San Antonio, Texas
ﬁ; Police Departments, due to the fact that a record of the
% finterest of the FBI is maintained bv resnective police

departments. Also, the U. S. Postal Service maintains a
written record of the regquests of t@e FRI for information
concerning indivaduals. This record of the FBI's investigative

This document contains neither recommendations ngr conclusions
of the I'BI., 1Tt is the provertv of the ¥BI and is loaned to

yvour agency; 1t and 1ts contents are not to be di If
outside your agency. - N‘HAL

it



GENERAL ACCOUNTING OFFICE (GAO) STUDY

TO EVALUATE TIIE IMPACT THE FREEDOM OF CON%NTIAL‘

interest 1s available to the individual in whom we have this
investigative interest.

Law Enforcement Personnel's Ability to
Obtain Tnfromation from the General Public

Immediately following the implementation of the
Privacy Act various offices of the University of Texas, Austin,
Texas (UTAT), greatly restricted the information which thev
were willing to furnish to the F¥BI. Prior to the Privacy Act
this office received almost unlimited information from the
Registrar's Office, Personnel Office, Admissions Office,
International Office, and other divisions and departments at
the UTAT. Now the information available to the -FBI is
restricted to directory tyre information such as name, enroll-
ment status, area of study and fraternal organizations with
which affiliated. To further complicate matters, the FBI
inquiry 1s also made a matter of record in the student's file,
greatly limiting the scope of foreign counterintelligence

investigations.

On several occasions, personnel of the San Antonio
Division have received telephone calls from individuals wishing
to lodge a complaint with the FBI or furnish information to
the FBI while refusing to identifv themselves without a guarantee
of protection. When we have been unable to provide an absolute
guarantee of confidentiality to the caller, he has refused not
only to identifv himself, but also to furnish the information
about which he originally called the FBI.

Reduction in Current Informants or
Potential Informants* Resulting from
Present FOIPA Disclosure Policies

Efforts to recruit a number of informants in the
foreign counterintelligence field have been unsuccessful when
1t became apparent to the potential informant that the FBI
could not absolutely guarantee that his identity would not be
divulged at some time in the future as having furnished
information to the FBI in sensitive areas.

* Nr‘ TRer oL
.,{3‘ r L\"‘?..It » 1



GENERAL ACCOUNTING OFFICE (GAO) STUDY

TO EVALUATE THE IMPACT THE FREEDOM OF COMDENT\AL

The San Antonioc Division has experienced no decline
in the number of current informants due to the disclosure
provisions of the FOIPA,

Miscellaneous

Recent publicitv concerning the possible identification
b2 of FBI i s used against the Socialist Workers Party
b7D prompteqtffffzijto telephonically contact this office expressing
concern over e possibility of his potential identification
as an FBI informant. IHe expressed concern for his career if
his activities on behalf of the FRI become a matter of public
knowledge. It 1s questionable 1f he would have assisted the
FBI had he known that there existed the possibility of his
ultimate identification as an inforU?nt.)K 0

[bn September 29, 1977, a former Special Agent of the

FBI tele honig@lly contacted the San Antonio office and advised
thatg::j%:]' contacted him at his residence and expressed

his fear that his identity as a confidential informant of the
FBI would be ascertained by an individual who had obtained
ocumen from the FBI under the provisions of the FOIPA,
|:Lr;;§§¥ther told the former Special Agent that the individual
who had received the documents was trying to identifyv those
other individuals who had provided information to the FBI con-
cerning has activities.

3*
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DOCU,..INT # 4

UNITETD STATES DEPARTMENT OF JUSVICE CUNF'DENTIA‘:

FEDERAL BUREAU OF INVESTICGATION

In Reply, Please Refer to Seattle, Washington

Fue No

[

? m:;/waw

026
S A

+
]

LAY

v

8-19-2063
6 3-R0763

L

May 11, 1978

Re GENERAI, ACCOUNTING OFFICE (GAO)
STUDY TO EVALUATE THE IMPACT THE
FREEDOM OF INFORMATION (FOIA)
AND PRIVACY ACT (PA) ARE HAVING
ON LAW ENFORCEMENT ACTIVITIES

The following are i1tems of law enforcement personnel's
1nabilaity to obtain information from the general public

A) Seattle file 86-102, Bureau file 86-3202

JUST DISTRIBUTING COMPANY, INC ,
Kent, Washington

This 1s an SBA loan case in which the victim
bank, Old National Bank, Seattle, Washington, who was a
guarantor for the SBA loan refused to give investigating
agents information concerning the subject in this case simply
because the subject also happened to be a customer of the
bank. Investigatiwdelays were encountered and agents were
required to obtain grand jury subpoenaes for this information.

B) Seattle file 91-4751, Bureau file 91-59752

In this i1nstance i1nvestigating agents obtained
information that a possible witness in a bank robbery was
employed at Swedish Hospital at Seattle, Washington ori-
ginal information provided only a phonetic name for this
employee and agents contacted personnel office at Swedish
Ilospital i1n an effort to obtain the employee's complete
name to facilitate 1inierview They were advised on Janu-
ary 13, 1978, that Swedish Hospital employment records were
not available and that Swedish Hospital would refusc to
r1dentaify their employec

. fo-2-f
1 [A A S JM 3 "
- o‘t .
a3 Declaspibyon: D6
-iN5¢ ' “This document contains ncithe A0
Copedin w0 ‘3060 rccommendations nor conclusions of :SQSL\f%tS

AL : -
Sk OO oy,

the IFBI It 1s the property of thes N

» FBI and 1s loaned to your agency, ﬁl%
t .,., pt and 1ts property arc not to be QO -
distiributed oulside your agency
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GENERAL ACCOUNTING OFFICE (GAO) CONMENT‘AL

STUDY TO EVALUATE THE IMPACT THE
FREEDOM OF INFORMATION ACT (TOIA)
AND PRIVACY ACT (PA) ARE HAVING
ON LAW ENTORCEMENT ACTIVITIES

C) Seattle file 29-1965

b7C " Rainier National Bank,
Empire Way Office
2/28/77 - 3/29/77

In this bank fraud and embezzlement case,
Agents visited a former residence of the prime suspect 1n an
attempt to obtain additional background information during
the i1nvestigation. The owner of an apartmenthouse 1in Kirk-
land, Washington, refused to provide rental application for
this 1ndividual, citing possible conflicts with the Privacy

Act

D) Seattle file 29-2128

Bank Fraud and Embezzlement

Seattle First National Bank, who 1s a victim
bank 1n fraudulent loan applications, refused to give the
loan applications to investigating agents without the 1ssu-
ance of a subpoena, which created considerable extra work

in this matter.
E) Seattle file 87-15575

UNSUB, aka

Interstate Transportation of Stolen Property

While i1investigating this case, 1t became known
to the agents that United.A1irlines at Seattle was a victim
1n that they accepted a stolen check for airline passage
The subject 1n this case attempted to buy an airline ticket
1n Sealtle, Washington, using the same stolen identification
and Uniteéd Airline computers indicated to the ticket agent
that this check was stolen. United Airlines refused to 1issue
the ticket which had been compleied by the ticket agent.

-
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GENERAL ACCOUNTING OFFICE (GAO) COMDENT]AL

STUDY TO EVALUATE TIHE IMPACT THE
FREEDOM OF INFORMATION ACT (FOIA)
AND PRIVACY ACT (PA) ARE HAVING
ON LAW ENFORCEMENT ACTIVITIES

During the course of investigation, agents attempted to
obtain this completed but unused ticket as evidence and
were advised that United Airlines would not make the same
available to the FBI.

F) Seattle file 87-15780

[INSIR _ aks

In this case, where stolen checks were cashed,
the bank manager refused to allow investigating agents to view
copies of these stolen checks without a subpoena or a relouase
from the victim from whom they were stolen.

G) Seattle file 29-1944:

Pacific National Bank,
Campus Branch
12/76 - 2/77

During the course of 1nvestigation in this
case, 1n an effort to obtain additional background informa-
tion, agents sought to review employment records at the Bon
Marche Department Store and were advised that employment
records were no longer available because of the Privacy Act.
Agents also attempted to secure information concerning the
subject from Sears Roebuck Company and Nordstrom Department
Store and were advised that this information was not avail-
able without a court subpoena.

H) Seattle file 145-NEW

ETAL
Interstatle Transportation of Obsccene Matter

On May 10, 1978, Pacific Northwest Power Company
advised 1invesiigating agents that records concerning subscribers
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GENERAL ACCOUNTING OFFICE (GAO)

STUDY TO EVALUATE THE IMPACT THE FREEDOM

OF INTFORMATION ACT (FOIA) AND PRIVACY

ACT (PA) ARE HAVING ON LAW ENFORCEMENT ACTIVITIES

which had been previously furnished without hesitation would
no longer be available because of Privacy Acl and the fear
of the company that they could be sued.

I) Seattle file 76-4326, Bureau file 76-56782,
Escaped Federal Prisoner

During a2 recent 1nvestigation to apprehend
subject, the Social Security Administration at Seattle was
contacted after i1nvestigating agents developed information
the subject was receiving supplemental Social Security income.
Officials at Seattle cited the Privacy Act in refusal to

supply information concerning the fugitive. The fugitive [lEN

was subsequently apprehended at Seattle, Washington, after
the expense of considerable time and manpower, and at the
time of the apprehension, 1t was determined he was currently
receiving supplemental Social Security income.

J) Seattle file 156-27

In thas labor matters case, agents attempted to
determine what bank records were available concerning the sub-
ject 1n order that they could be properly subpoenaed The
bank, citing the Praivacy Act, refused to detail what types
of records were available and this resulted 1n a waste of
considerable time and the eventual issuance of approximately
20 subpoenaes for the grand jury in order to obtain all
pertinent information.

At this time 1t 1s not possible for Seattle to pre-
sent any specific 1ncidences concerning problems encountered
in i1nformation exchange between federal, state, and local
law enforcement agencies or in the development or retention
of Bureau informants.



APPENDIX CONMNDENTIAL

K) ecatt cgureau file
bl C)
— Je)
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In connection with a recent physical surveil-
lance 1n captioned matters, several 1instances were encountered

in which investigating agents encountered problems b use of
the Freedom of Information Act. Agents were adg;sgdi e,
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DOCUMENT # _&

UNITED STATES DLPARTMENT OF JUSTICE

’
FEDERAL BUREAU OF INVESTIGATION
In Reply, Please Refer to Sacramento, California

B3 H oae) megllafloms T T CONFIDENTIAL

GENERAL ACCOUNTING OFFICE (GAO) STUDY
03-30‘7(,3 TO EVALUATE THE IMPACT THE FREEDOM OF
INFORMATION ACT (FOIA) AND PRIVACY ACT (pA) bl
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES
FOIPA MATTERS = = = __ - —
I. INFORMATION EXCHANE BETWEEN FEDERAL,
STATE AND LOCAL LAW ENFORCEMENT AGENCIES

As of this date, there has been no known adverse effect
under FOIPA on the exchange of information between federal, state
éLﬁ) and local law enforcement agencies.
Ly}
R

I1. LAW ENFORCEMENT PERSONNEL'S ABILITY
TO OBTAIN INFORMATION FROM THE GENERAL
PUBLIC

R - b7C
ﬂ?%g urce at a local Sacramento university advised that
hais legal partment has counseled him against furnishing infor-
mation fr school records to federal ipvestigators because of
the F nces, 1i.e.,
' Bureau file 105-98542, SLC. )27

<) <
A In an attempt to locate a foreign student at a loca
i:‘g»()Sacramento university for interview, university officials declined

f\vy Sacramento's request for_assistance in locating subiject, mainly
because of the FOIPA. 1 I Bufile
105-308843, sSC-105-3308. CEfijf7

III. REDUCTION IN CURRENT INFORMANTS OR

POTENTIAL INFORMANTS RESULTING FROM
FOIPA DISCLOSURE

—— ——r— ot —— | —— o ot

HCaptlon of case omitted to obviate necessity of classifyaing tﬁis
t-document.) )(

Fra

€ ¢ This document contains neither recommendations nor conclusions of
; Sthe FBI. It 1s the property of the FBI and 1s loaned to your

i Aagency; it and 1ts contents are not to be distributed outside

At.y?-?:ura*?s?sg”' z /70 7 Ax2a

RERE{™ L -
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. DOCUMENT # _Z -

UNITED STATE3 DLPARTMENT OF JU’STICE

FEDERAT. BUREAU OF TNVESTIGATION

Chicago, Illinois
;‘Z:f;{):y, Please Refer 1o May 12 , 1978

S ERIT R YT T
/—_—1'1'11-"7":1"_'”

GENERAL ACCOUNTING OFFICE (GAO) STUDY

TO EVALUATE THE IMPACT THE FREEDOM OF

INFORMATION ACT (FOIA) AND PRIVACY ACT (PA)

ARE HAVING ON LAW ENFORCEMENT ACTIVITIES
FOIPA MATTER

Reference is made to Bureau airtel dated
May 3, 1978, advising of the above mentioned GAO study
which began May 1, 1978.

In order to assist in the evaluation of the
FOIPA impact on law enforcement activities, the following
response is being set out by the Chicago Office:

1. Information exchange between Federal, state
ot and local law enforcement agencies:

By reason of 1its location in a major transpor-
tation center, Chicago Office inquiries regarding Theft
From Interstate Shipment (TFIS) and Interstate Trans- PR
portation of Stolen Motor Vehicles (ITSMV) matters are (7;
* made on a continuing basis of Railroad Police Agencies as oﬁul
well as such quasi law enforcement agencies as the Nationali%r\
Auto Theft Bureau (NATB). Although they are acutely
aware of, and frequently refer to, the provisions of the SS};

S

o

vJj RI8 o

FOIPA in individual case discussions, no noticeably
™ adverse affect has been reported to date in obtaining
-d 1nformation from these sources. )

Y- 2-~%,

‘2. Law Enforcement personnel's ability to
obtain information from the general public:

in this regard, the reluctance of the general public to
furnish information to the FBI is more frequently manifested
in the attitude in a large urban area such as Chicago
rather than in specific remarks which could be utilized

in this response.

~J

T

While no specific instances have been reported 1‘di
i E

/)3 =

This document contains neither/recommendations nor conclusions of the
* \Federal Bureau of Investigation. It is the property of the FBI and
is loaned to your agency; it and its contents are not to be distri-
' buted outside your agency.

L. ookl



GENERAL ACCOUNTING OFFICE (GAO) STUDY
TO EVALUATE THE IMPACT THE FREEDOM OF P s -
INFORMATION ACT (FOIA) AND PRIVACY ACT (PA) -

ARE HAVING ON LAW ENFORCEMENT ACTIVITIES

FOIPA MATTER

3. Reduction in current informants or potential
informants resulting from present FOIPA
disclosure policies;

Since September 27, 1975, the effective date
of FOIPA legislation, the number of criminal informants
being operated by Special Agents (SAs) of the Chicago
Office has decreased by 76%. Previous Chicago Office
communications to the Bureau have attributed much of this
decline to the Attorney General's Guidelines issued
December 15, 1976. However, set forth below is an
example of reluctance to cooperate by an Federal Bureau
of Investigation (FBI) asset, attributable to FOIPA
fears:
b2

b7D

Chicago File
Bureau File

. |lis an asset of long standing who has
furnished information on a continuing basis for a period of
years concerning high levels of the international communist
movement. Much of the information gathered by this asset is
disseminated at the highest levels of the U.S. Government,

and the FBI has been informed by other agencies that reports
of information from thais asset have an impact upon the policy-
making levels of the U.S. Government. In addition, this

asset furnishes on a continuing basis key 1nformatioexbeing

conducted by the FBI. Uq

Since the advent of FOIPA, numerous documents
containing information furnished by this asset have been
released under provisions of these laws. The asset has had
access to these released documents which fact has had a
deleterious effect upon his relationship with the FBI.
There has been a noticeable decrease in the volume of
information furnished by the asset, and the asset has been
frank to state that he no longer has his former confidence
that the FBI can continue to maintain the confidentiality
of this relationship. On numerous occasions the asset has
expressed reluctance to furnish information because he fearsﬂ((uq

~




GENERAL ACCOUNTING OFFICE (GAO) STUDY
TO EVALUATE THE IMPACT THE FREEDOM OF T e
INFORMATION ACT (FOIA) AND PRIVACY ACT (PA) ="

ARE HAVING ON LAW ENFORCEMENT ACTIVITIES

FOIPA MATTER

the ultimate release of such information under FOIA may b7C
result in physical jeopardy or in leaving him open to civil

suit by individuals who have been the subject of his

reporting. (This asset has not terminated his relationship

with the FBI, but the relationship is now a very tenuous one.
Should this relationship be terminated, it would result in

the loss of extremely valuable information and severe damage

to the national security interests of the United Stategjﬁi;i?&}

4. Miscellaneous

In a recent case captioned, "UNSUB; Theft of
1977 Piper Single Engine Cherokee....Elgin Airport, Elign,
Illinois, 7/31/77, ITSP - MT" (Bufile 87-145321, Chicago
File 87-46483), an FOIPA request was received on January 23,
1978, from the Office of the United States Aviation
Undexwriters (USAU) in Des Plaines, Illinois, "regarding
the theft and identity of the individuals involved."

On January 25, 1978, the Chicago Office directed
a letter to | _] of USAU advising that the
information requested was bheing withheld under Title 5,
United States Code (USC), Section 552 (b) (7) (Aa)
inasmuch as disclosure would "interfere with law enforcement
proceedings, including pending investigation. (It is
important to note that a suspect has been developed as a
result of our investigation of this theft.)

On February 16, 1978, filed an Appeal
from our denial of access to these records. The result of
this Appeal could be most significant, in the opinion of the
Chicago Office, for two reasons:

1. If successful, the USAU or any other insurer
can initiate action in a civil proceeding for
recovery of funds expended in settlement of a
claim. If the defendant in this cavil action
is a potential criminal defendant in the FBI
investigation, then the situation could well
necessitate the use or FBI documents in a civil
suit prior to their introduction at trial in
Federal Criminal Court. Prejudice to the
Government's subsequent prosecution would be
a very real possibility. v




GENERAL ACCOUNTING OFFICE (GAO) STUDY
TO EVALUATE THE IMPACT THE FREEDOM OF
INFORMATION ACT (FOIA) AND PRIVACY ACT (PA)
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES i
FOIPA MATTER " - »

vy
Sy

2. If successful in this Appeal, the USAU and
other 1insurers could reduce the costs of
maintaining their -investigative staffs, opting
instead for utilization of FBI reports and other
documents obtained through the FOIPA process
in effecting settlements with claimants or, as
above, in seeking to recover insurance funds
from persons whose identity can be discerned
from review of FBI documents.

- 4% -




DOCUMENT # .8 T

¢

UNITED STAT'LS DI PARTMLINT OF JUSTICE

FEDLRAL BURLAU OF INVLSTIGATION

Foirtland, Oregon -20.
ay 12, 197R 8-/9 3-003 é6"‘?l)‘ywaﬂu
/

> ©3-R
- CONPENTIAL

GENERA1 ACCOUNTING OFFICE (GAO) STUDYCONF
TO EVAIUATE THE IMPACT THE FREEDOM OF
INFCRMATION ACT (TOIA) AND PRIVACY ACT (PA)
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES

In Reply, Please Refer to
File No

(1) 1Information Ixchange Between Federal, State and .

Local Law Enforcement Agencies:

None .
(2) Law Enforcement Personnel's Ability to Oktain
Information from the General Pablic:
Durine a8 Portland gnvestio 1st, 1977,
' Portland file , .-

captloned[
rl.ﬁ.\..SE.L_nnJ.'.\ﬁ.n:_f.n.la Presidential appointment,
in separate interviews, expressed hesita-
iion and reservations regarding their comments concerning the
appointee, and despite assurance of confidentiality in accord
with reaquests therefor, indicated their answers and comments
were tempered through fear of compromise., Both expressly stated
they could be more candid, perhkaps, hut for recently publicized
“"leaks" from the U S. Yepartment of Justice 1in other matters.

in Carrent Informants or Potential

- (3) Reduction
- Tnformants Resulting fyrom Present FOIPA Disclosure Policies: b2
On several occasions in the pastl l an b7D

informant of the Portland Division who has furnished reliable
information regarding the American Indian Movement and other
activist groups, voiced his concern for his safety out of fear

that his identity would in the future be revealed despite presentbo

T
Tl

ﬁ
[

e

= assurances that his 1dentity would be concealed. lA)

-

, %‘ On April 24, 1978_| ]vnir‘e.d_zma.t_m.nmnn_oxul b7D

¥ the recent indictments off b7C
B _|fears
__Egg a e Justice Departwent investigation of these individuals b7D
Iz wil)l result in the revealing of names of informants who worked

in the field divisions to the public. He stated that 1f his
name were ever released from FBI files publicly he would fear;k(!ﬁ}
o8¢
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- FONGDENTIAL

GENENAT ACCOUNTING OFFICE (GAO) STUDY

TO LEVALUATE TIHE IMPACT THL FRLEDUM OF
INTORMATION ACT (FOIA) AND PRIVACY ACT (PA)
AT TTAVIKG O 1AW ENFORCEMENT ACTIVITILS

b2 for his personal safety becavse of his Jong assoaciation with
i gnd his cooperation in domestic security investigations,
b7D stated that when he began assisting the FBI it was

with the understanding that his identity and the information he

furnished would always remain confidential. asqed on this under-
standing he has cooperated over thc years )ér ‘j

©)

advised that recent
news accounts in local Portland, Oregon newspapers regarding
nateriral wmade availlable under the Freedom of Information Act had
disclosed the names of several individuals in a professional
capacity from Portland who had assisted the FBI and the nature
of their assistance. This type of publicity, according to the
potential source, would be detrimental to any indzvidual in
business who elected to cooperate with the FBI kc).)

(4) Miscellaneous:

A continuing concern of Agents handling Bank Fraud
and Emhezzlement 1investigations is the Privacy Act's restrictions
on disclosure of information to the private sector where those
concelned are bank management officials i1in cases 1nvolving defal-
cations of employees of banks, particularly those in fiduvciary
positions. Of particular:concern are those instances 1in which
prosecution 1s declined even though admissions of guilt are made,
with a resultant lack of ‘'public record information' which could
Justify disclosure The Portland Office belleves that disclosure
of such information to banking authorities should be included in
the ''routine uses'" provisions of the Privacy Act or otherwise
provided through remedial legislation.

~2%_



—— e

In Reply, Please Refer to
Fue No

The

__N_':f‘,/ﬂ IQW/%

office 1n relation to the abhove cantion.

No specific situations are noted.

Law enforcement personnel's ability
to obtain information from the

~ DOCUMEN! £ 9

UN.TED STATES DEPARTMENT OF ) _4TICE

FEDERAL BUREAU OF INVESTIGATION
Washington Field Office
Washinston, D. C. 20535

May 15, 197° SFCRET

GENEPAT, ACCOUNT (NG OWFICT, (51\0)
STUDY TN LVALUATE TIF I'tPACT TN
FRELDOM OT' INFORMATINN ACT (TOIA)
AND PRIVACY ACT (DA) ARF IAVING
ON LAW CNFORCIMENT ACTIVITITS
FOIPA “ATTER

following are situations experienced bv this

(u)

Information exchanged hetween Federal,
State and local law enforcerent agenclies.

(™)

Washington Field Office (WF0) file

1)
S
3
i
2 ®
§:’:. S general public.
£
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TAQ STUDY TO LVALUATL T SEbQFT
TIPACT TV WOIATA ARL TAVT™C 7

LT AR M A IO AR LA A

bl

o,

WFO SA supervisors have arvised of numerous instances
waereln people are reluctant to furnish information to the
I for fear of disclosure of their names. Specific attribution
of this reluctance to FOIPA is difliculi, however, hecause
SAs are hesitant to inject FNITPA into the interview for fear
of"drying up'" the interviewee, potential source, or actual
source. Congress recopnized this concept i1in the Privacy Act,
Subsections (3J) and (k) in allowins the head of the agencv
to exempt particular investisatory records from certain
requirements of the Privacy Act. The Attorney General has
exercised his statutory authoritv in Title 28, Code of
Tederal Negulations (CFR), Part 1r.o", exemnting particular
FBI records from certain subsections of the Privacy Act
because to subject the records to the Privacv Act would
"invade Llhe privacy of praivate citi=ens who provide infor-
mation (to the FBI)" and would "inhibit private citizens
from cooperatins with the FBI". Since the records are exempted
from Privacy Act reguirements and because the complexity of
the Privacy Act renders i1t difficult to explain, most Special
Agents do not raise the specter of FOIPA in interviews and
may never know, and therefore cannot document to what extent
the FOIPA has been a factor in the interviewee's declsion
to be cooperative or completely candid in the intervicw. (U)

3) Reduction in current information or

potential informants resulting from
present FOIPA disclosure policies, b1

A. WFO flleJ ]
A e L




GAO STUDY TO EVALUATE T
TMPACT THL FOIAPA ARE HAVING
ON TAW _LNI'ORCEILNT ACTIVITILS

bl

[ 5

7

[ AT




»
Ll Y

GAO STUDY TO EVALUATE THE
I (PACT THE FPOIAPA ARE UHAVING
0N LAY 1TOPCI'IT YT ACTIVITITS

-
™. O f1le J‘f_)

bl

08)(_5)

The thread running through the above cited situations
1s not a FOIPA release of information which identifies 1ts
contributor therebv causine him to cease furnishing infor-
mation to the FBI, Rather, the common thread 1s the fear in
the source's mind that somehow because of FOIPA his identitv
as an FBI source will be disclosed. Whether the subjective
fear in the source's mind 1s or 1s not grounded 1n fact 1s
irrelevant to our purpose. The result to the U.S . Government
1s the same - deprivation of that i1nformation the source
would have furnished. Tihe only question 1s - is the fear an
the source's mind reasonably founded, or are the sources
whose cases are narrated above overreactine to FNIPA. (U)

4) ‘iscellaneous

It can safely be said that the average person does
not understand FOIPA. In fact it can possibly be said that
most lawyers do not understand FOIPA. \lost people see the
FOIPA as an ramorphous mechanism that forces goverment agencies
to release all types of information that the agencv would
otherwise rather not release. The fact that FOIPA applies
to the FBI is all that most people know and i1s the fact upon
which they make their decision to cooperate or not to

cooperate. (U)
~4- SDERET _
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]
GAO STUDY TO EVALUATE THF stylreT
IMPACT TIF FOIAPA ADE IAVING
ON LAW LNFORCLMENT ACTIVITILS

The answer 1s not to alter the disclosure process.,
The answer 1s to exempt FUT eriminal and securitv {1rles
from FOIPA entirely. Then onfd onlv then will the American
public again have confirdence in the intesritv of TBI
records and 'e willinr to step forward with information. (U)
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TO: DIRECTOR, FBI

COWRENTIAL
ATTENTION: ROOM 6280

TRAINING AND RESEARCH UNIT
FOIPA BRANCH
RECORDS MANAGEMENT DIVISION o

{(: SAC, MEMPHIS (190-20) (RUC) -~
JECT: ACCOUNTING OFEICE. (GAO) @
STUDY ATE_TH
THE.EREEDOM .OF, INFORMATION AGT-{FOIA)
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FOIPA MATTER Classi

Declassify ?\i“
Re Bureau airtel to Albany, 5/3/78. Q")D

Enclosed for the Bureau are five copies of a

LHM captioned as above. b1
= The source referred to in e enclosed LHM is
j Memphis fil éureau file
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CONFIBENTIAL DOCUMENT # 1t

UNITED STATES DEPARTMENT OF JUSTICE

FEDERAL BUREAU OF INVESTIGATION
New York, New York

.

In Reply, Please Refer to May 19, 1978 8‘[9'200
P No an o3 020 2 B e,
!

‘.‘{-‘-lL_' FIRI PRI L O SR
02.-R6"%3
General Accounting Office (GAO)
Study To Evaluate The Impact The
Freedom Of Information Act (FOIA)
And Privacy Act (PA) Are Having
On Law Enforcement Activities

1) 1Information Exchange Between
Federal, State and Local Law
Enforcement

.u-rI‘a

.-

In recent conversations with two members of the
Metropolitan Police Department (New Scotland Yard), in
an investigation concerning copyright matters, these
two policemen stated that they did not furnish all
information to the Federal Bureau of Investigation as
< theylagé in the past due to the Freedom of Information

Y

Act. /
The New York City Police Department Intelligence

Division has among its responsibilities the responsibility
of gathering intelligence information relating to terrorist
matters. They have developed through the years police
officers acting in an undercover capacity who are targeted
against certain bombing suspects. These suspects are the
same suspects being investigated by this squad. On several
occasions, officials of the New York City Police Department
have expressed grave concern about giving the Federal
Bureau of Investigation any information from these under-
covers because of the FOIA. They feel that should informa-
tion from these undercover officers be revealed to members
of the public, their identities could easily be compromised
and their lives placed in great danger. It is noted that
they do furnish us with information from these officers;
however, it is normally in abbreviated form and the amount
of which is actually excised before being given to us is
unknown. The amount of information being furnished is being
furnished because the officers involved are professionals.
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: CONERENTIAY

However, should one of these undercovers be exposed
because of the FOIA, it would probably be the last infor-
mation we ever get from this source.

2) Law Enforcement Personnel's
Ability To Obtain Information
From The General Public

|- b7C
nlawtu ig o Avoid Prosecution (UFAP) Murder

(00: Miami)
New York 88-18188

Associate refused assistance because he felt his
name would be divulged.

UFAP - Murder
(00: Mobile)
New York 88-15135

One family member and one associate refused-
assistance because of fear their names would be divulged.

Eséaped Federal Prisoner
(00: New York)
New York 76-6126

Four known associates- stated during interview
they feared their names would be divulged if they cooperated.
Subject subsequently captured and received sentence of
imprisonment for 95 years.

Interstate Transportation of Stolen Property (ITSP) (F)

(00: New York)
Kew York 87-80957

In a recent investigation involving the fraudulent
encashment of checks at the Banker's Trust Company, New York

- - COMamy




LV

New York, which had resulted in a substantial loss to

that bank, the FBI requested the turnover of evidence in

this matter, i. e., account signature card and original
checks, and the bank manager insisted on a subpoena prior

to releasing the documents. Subsequently, a high official

of the bank told Special Agents that he could not understand
the necessity of a subpoena since the bank was a victim and
should not be hampering the Federal Bureau of Investigation's

investigative efforts.

This is an example of the frequent investiga-
tive delays caused by confusion on the part of banking
officials as to their obligations under the privacy laws.

Unknown Subject;

Theft of Seven (7) .45 Caliber Weapons

From National Guard Armory, Queens, New York
Theft of Government Property (A)

(00: New York)

New York 52-12284

Potential witnesses with information relative to
the above-captioned theft were afraid to provide such informa-
tion for fear that at a later date their names would or
could be released under an FPOIA request by the suspected
thief.

Unknown Subject;

Harassing Telephone Calls Received At

The Egyptian Mission To The United Nations
Protection of Foreign Officials

(00: New York)

New York 185-755

Due to FOIA/PA ramifications, the New York Tele-
phone Company procedures for access to subscriber information
and toll records substantially delayed investigative activity
in the above-~captioned case.

| CONFJfaIMAL o
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(00: New YOrKk)
New York 90-183

.

Inmate witnesses at the Metropolitan Correctional

Center (MCC), New York, New York, could not be convinced
that their identities could be protected because of FOIA
legislation and refused to cooperate in an investigation
concerning contraband sales of drugs and liquor by a

federal correctional officer. Said witnesses feared
reprisals by the correctional officer and her fellow
officers at a later date.

A squad involved in investigations regarding
terrorist matters has been in contact with certain legitimate
enterprises regarding the possibility of starting a citizens
reward program for the apprehension of certain terrorists now
charged with terrorist activity, the potential sources of
the financing of this operation have been extremely reluctant
to cooperate because they fear their names will eventually
become public and that they themselves will become the target
of terrorist acts. Although these businessmen never speci-
fically state that the FOIA is the source of their problen,
it must be considered as possibly being one of their fears.

This squad has been attempting to contact certain
members of the news media in order to solicit their coopera-
tion along with the telephone company's cooperation into
legally determining possible locations being used by
terrorists. Members of both the media and the telephone
company have expressed a great reluctance to cooperate because
they likewise are fearful of their identities being made
known and their companies being the targets of terrorist
acts. Certain persons contacted have specifically mentioned

the FOIA.

This squad is currently conducting investigations
into allegations that members of the Church of Scientology

framed an individual by the name of| ' by
mailing a bomb threat and arranging v €T 1ndicted

U CONFDRNTIAL



e v

PONDRENTIAL |

for the bomb threat. Members of this organization are
very litigation conscious and have often filed under the
FOIA. In January of 1978,| l a former 26
member of the organization, expressed a great reluctance b
to cooperate in the investigation because he knows that
often church members file under the FOIA and he was afraid
that any information he provided would be disclosed to the
Church of Scientology and eventuallyv his cooperation would
be known. On March 2, 1978, : also former
members of this organization, expressed similar reluctance

for the same reasons.

In the field of arson investigation, it is
imperative that investigators have access to numerous docu-~
ments relating to fire losses that a subject has incurred.

In an effort to secure this information contacts with all
major insurance companies as well as the Fire Marshal
Reporting Service have disclosed they will provide no informa-
tion without first being given a subpoena. All of the above
indicate that they have established this policy because

they feel they can no longer furnish information of thas
nature to law enforcement agencies without the possibility of
this being disclosed through the FOIA or PA. They advise that
their legal departments feel that if a person learns that they
have provided this information, they are then opening themselves
up to civil suit for doing so.

3) Reduction In Current
Informants Or Potential
Informants Resulting From
Present FOIPA Disclosure Policies

| b2

ew Yor
Bureau b7D

Source refused further cooperation because of
fear identity would be revealed.

By Ny -



LMYty .3’

L |
b2 New York

b7D -Source refused further cooperation because of
fear name would be divulged.

-
New York |

Afraid name would be disclosed. Refused further

cooperation.

[
LNEW IOLK I I

PC, who was 1in an excellent position to furnish
organized crime information advised he would not assist
because of the FOIA.

| 1

New York

Refers to personal hesitancy to divulge certain
information because of the FOIA.

LHE Jjgdvlsed that she
would prefer t to be recontacted by Special Agents of the
Federal Bureau of Investigation. Citing the increasing
frequency with which details about contacts between United
States aintelligence agencies and their sources have appeared
in the "New York Times," in other national publications, and
on radio and television, the source indicated that exposure
of her relationship with the Federal Bureau of Investlgatlon

could cause great personal damage to her p (;92
well as catastrophic, perhaps fatal damagel v

| E}adv1sed that he
would prefer Mot to be contacted in the future by Special
Agents of the Federal Bureau of Investigation, because he is
concerned that his identity may become revealed. He explained
that he has read accounts in newspapers of Federal Bureau of
Investigation informants' identities being revealed as a result
of court actions and/or the Freedom of Information Act.

bl
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;1 The subject was cooperative and informative
‘ that he would be worth contacting in the

future. When approached in this regard, the subject stated
that he did not wish to be contacted regularly by the Federal
Bureau of Investigation and that his reluctance was based on
the fear that his cooperation would become known and his

business operation would then suffer.}%

It is felt that the subject's fear was at least
in part a result of common knowledge of current FOIPA disg-
closure policies.

Since late 1972, an individual had been providing
information to the New York Office of the Federal Bureau of
Investigation on a confidential basis. From the very inception
of this relationship, this individual insisted that he would
not testify in a court of law, nor did he expect the FBI to
disseminate any information he had provided to another agency
which could divulge his identity.

In time, this individual was 1n position to provide
information regarding top echelon, organized crime figures
and top rate fraud schemes being perpetrated on the financial
community.

This source was extremely cognizant of current
events in the law enforcement/judicial areas which could
affect him personally. During calendar years 1976 and
1977, the New York newspapers, as well as other news media,
were quick to sensationalize on the police/informant relationship
and would attempt to identify confidential sources whenever
possible. On these occasions, when an article would appear
in a newspaper or periodical about confidential source who was
identified, or when a judge demanded an informant's file to be
produced in court, this source would discuss with his contacting
Agents the Federal Bureau of Investigation's policy regarding

these matters.

-7 -
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In late 1977, this source, who had continued to
provide excellent information about organized crime fiqures,
began to make himself unavilable to contact. When contacted,
this individual insisted that he was no longer in position
to gain the type of information in which the FBI was
interested, and that he preferred no further attempts to
contact him. The contacting Agents knows this source to be
a con-man who has depended on this style of life as his
means of support for the past ten years. He has no other
means of earning a living, and he will continue to earn a
living in this manner. Based on these facts, his contacting
Agent knows that this individual will continue to be in
a position to gain information in which the Federal Bureau
of Investigation is seriously interested.

At last contact, this individual stated that he
was not going to cooperate with the Federal Bureau of Investi-
gation because he did not have to. Through previous discussion
he had prepared his contacting Agent for the eventual termination
of this confidential relationship by constantly calling
attention to his need for absolute confidentiality.

4) Miscellaneous

LE Fugitive;
t Al

EID

(00: cChicago)

(Bureau file 174-7277)
(New York file 174-2545)

b7C

on January 24, 1978, this office received information

that one of the prime FALN suspects,
was applying under the FOIA. Sources close to| pdvised
that he was applying because he wanted to see what agents

were working on his case and what the Federal Bureau of Investi-
gation knew about him., It is only by chance that the Bureau
learned of his request. It is noted that he applied at
Washington, D. C., and the New York Office, which is the

office investigating him as a suspect, was never even advised

of his application. The information which was furnished to

him under the FOIA-PA was really of little significance; however,
the New York Office is unaware of how many other suspects in
pending matters may have applied and have gotten information
which may have jeopardized our investigations.?Apv
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Much of the investigation being conducted by
the New York Office bomb squad involves the FALN, which
is bombing allegedly to further Puerto Rican independence.
Recently, many newspapers, especially Spanish speaking
newspapers, and radical pamphlets have carried articles
pertaining to the Bureau's investigation into Juan Mari
Bras and the Federal Bureau of Investigation into the
Puerto Rican Socialist Party (PSP). These articles
contain actual Bureau letters, reports and other serials
which when published in a very edited form tend to show
FBI investigation into these areas in a very unfavorable way.
Agents, when attempting to contact people regarding
Puerto Rican independence, are now faced with comments
that we are not in fact investigating terrorist bombings,
but rather conducting investigations in order to end the
Puerto Rican Independence Movement. People making these
comments often support their accusations by commenting on

similar newspaper articles. 1*(\4}

Because of the FOIPA, the general public now
believes it has a right to all information. In the
UNIRAC investigation, New York 183-340, articles detailing
the thrust of investigation and the identities of a
source as well as an undercover agent appeared in the
New York Times. This information has endangered the lives
of the source and the undercover agent.

Sources who were willing to wear a body recorder
are more reluctant to cooperate because their names
could be made public because of an inclusion of
their names into the Elsur Indices. In a case involving
a well known sports figure, who wore a body recorder,
sufficient evidence was not obtained to prosecute the
subject; as a result of the investigation, the individual
could be identified through Elsur Indices and his life
could be in jeopardy as a result of these disclosures.;*(Lq)
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UNITED STATES DEPARTMENT OF JUSTIGE

s

FEDERAL BUREAU OF INVESTIGATION

r
In Reply, Please Refer to Ne‘ﬁgrk 9Ne¥9\;g sey

I'le No ';?_A' abbl, GO“) N'—W
cx-eons . 1 CONFISENTIAL

GEERATL, ACCOUNTING OFFICL STUDY
TO LVALUATE THE TMPACT OF TIE
FRLEND!1 OF INTFORMATION ACT (I'OIA)
AND PR™' CY ACT (PA)

‘(,\'85“ ’ ARE B2\ .G ON LAW ENFORCEMENT
¢ PCTIVTY .CS
0
\%)
’ﬂ) The followving information is set forth by the Newark

Office of the Federal Bureau of Investigation (FBI) to comply
with instructions in Burcau airtel to Albany, dated May 3, 1978,
and captioned as ahove.

1. Information Lxchange Between Federal, State
and Local Law Enforcement Agencies

The various Tederal investigative agencies such as
Naval Investigative Scrvice, Office of Special Investigations
of the Air Froce, Military Intelligence, etc., use different
guidelines as to the application of FOIA and PA matters. The
effect of this has been shown most stroncly at the reqularly
scheduled mectings of the Interdepartment Intelligence Con-
ference, for Southern New Jersey, generally held at Trenton,
New Jersey. Attendees at these meetings have stated that they
arc reluctant to discuss mutual or common techniques and acti-
vities in the intelligence gathering field because of the pro-
blems such discussions may generate under TI'OIA or PA.

b7C

As recently as May 16, 1978,] I
Union County I'rosecutor's Office, Elizabeth, New Jersey,
stated that the FOIA definitely had an erosive and ncgative
effect on the availability of information that local sources
would pass onto him 1n which the Federal Government had an
interest. le stated that local sources will often hesitate
or not providec information because of the fear of disclosure

through T'O1A PA,

This document contains neither recommendations nor
conclusions of the FBI. Tt.is the property of the FBI and is
loaned to your agency; it and ils contents are not to be dis-
tributed outside your agency.
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GENLRAL ACCOUNTING OFFICE STUDY
TO EVALUATE THE IMPACT OF THE
FREEDOM Or' INFORMATION ACT (FOIA)

AND PRIVACY ACT (PA)
AR HAVING ON LAW ENFORCLMENT CONM ?
ACTIVITILES NTIAL
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As a specaific case, he cited Newark case captioned bc

stat.ed that his sources and contacts in the Cuban community
were reluctant to provide information in this Federal case and
others because of the fear of disclosure.

T.ocal law enforcement agencies are aware of the
FBI's attention Lo recording all information received from them
and thus appear more guarded in the information they are willing
to disseminate Lo us or, in some cases, simply refuse to be

candid.

A _rec Hewark National Academy case involving
| } clearly underlined the con-
cern of a protected source to identify himself as the source
of derogatory information and who clearly stated that he was

aware that Nisivocgia would hdve access to %his information
through FOIPA. rba:_maxa_irter~
viewed simply irefused to be candid regarding due to

their awareness that the divulgence of such information would
be cause for personal reprisals.

In another suitability type investigation, a local
police department refused to make a record check on the applai-
cant's brother withouti « waiver from the brother, because zt
was believed there was a possible FOIA or PA violation. CF
Newark file 116-45184.

2, Law Enforcements Ability to Obtain Information
From the General Public

Newark File: 29-7791, reflects that a key witness,
l } involved in a check kiting scheme, is also
involved with loansharks. ©She is not being fully cooperative
1n this case, particularly in identifying the loansharks wilh
whom she 1s dealing, inasmuch as she has a fear of the loan-
shark lcarning about her talking to the FBI by his use of the

FOIPA.
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The above informatioz st sunmmarized from Newark
(V3

files

3. Reduction in Current Informants or Potential
Informants Resulting From FO1APA Disclosure
Policies

Durirg 1977, Newark informants
have indacate:d that the IOIPA, as they understood it, has maac
them very wacy of any quarantees of continued protection of their
identities 1f they become the subject of an FOTPA request.

They have stated they will terminate their relationship with
the FBI in the future and that they continue their present

; CONFIDENTIAL
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GENERAL ACCOUNTING OFFICE STUDY
TO EVALUATE TIHEC IMPACT OF THE
FREEDOM O’ INFORMATION ACT (FOIA)
AND PRIVACY ACT (Ph)

ARE HAVING ON LAW ENFORCEMENT
ACTIVITILS
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activities only because they trust the Agent who handles them
wil] protect them fron unwarranted exposure or harassment under

the FOIPA, bl

(CIII™
stated that he was cohncerned over

whether the IFBI maintained a file on him and where the FBI
el any information he might giwv
)Thas aindividual further stated that he had read
many newspaper articles wherein FBI sources were being revealed
and he was concerned about the revelation of his identity and
his association with the FBI. Q}

’ advisced an
FRBI case NAgent that he  lacked contidence in tPg FBI's ab1lit¥
+y nratect bhige 1doniitvy regarding informat+-ion

Vel

A criminal informant who furnished very significant
information in Newark file 26-Gl182, a ring type case, advised
that he feared for his life after reading of disclosures made
uwnder the YO1PA as sct forth in various New Jerscy newspapers
and as a result this source will no longer furnish information
thal 1s singular in nature.

4, Miscellaneous:

From the point of view of the Newark Office of the
FBI, the impact of the FOIAPA 1s recal and in no way just a
matter of pcirception.

Prior to the FPOTPA, a rapport existed with substantially
all the banis in the State of New Jersey, whereby information
concerning transactlons in depositors accounts and other infor-
mation concerning depositors was made available to the PBI without
the use of a subpocna. This was helpful for lcad purposes
and to determine 1f, in fact, %he bank had information that
should be subpoenacd for trial purposes. Banks will no loanger
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TO EVALUATE THE IMPACT OF THE
FRCLDOM OF INIORMATION ACT (FOIA)
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furnish information on this basis but require a subpoena for
all their records.

Increased demand for subpoenas by banks is obviously
attributable to the FOIPA inasmuch as the bank fears that their
cooperation, if divulged, would be represented to the public as
an unethical business practlce and thus would be counterproduc-
tive to their image and their business.

The advent of casino gaming in New Jersey has
created a 51gn1f1cant lauw enforcement problem in that
organized crime infiltration of this indgstry must be curtailed.
As & result of FOIPA, the FBI has been severely restricted in
attempting to assist local and state authorities as tn suitablrc
applicants for jobs in this industry. Newark has been requestad
by the Casino Gaming Commission for the State of New Jersey to
provide name checks. Because of possible Privacy Act disclosure
the FBI could be liable and accused of providing information
which prohibited the applicant from obtaining a job. Therefore,
no assistance can be given in this area.

In the final analysis as to the impact of FOIPA
provisions upon the mission of the FBI to investipate violations
of the laws of the United Scates, if can only be said that the
impact is that of a negataive force.

The FOIPA has evoded the public's confidence in
the FBT to maintain the confidentiality of their cooperation as
a matter of course. It has increased the amount of time necessary
to conduct an investigation thereby costing the tax-paying
citizen. It has required that many investigative agents be
assigned to basically non-investipative duties in order that
requests under the FOlPA be handled within Lhe very short
statutory period given to reply to that request. It has had
a chilling effect on the use of cne of the most powerful ad-~
juncts of the investigative profession, the informer, by
5tiffling the fear of exposure those who would come forward
with the information concerning the commission of eriminal acts.

. That there is no doubt FOIPA has hurt the FBI's
avility to investigate.

’ CONFIENTIAL
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Phoenix, Arizona
In Reply, Piease Refer to June 20, 1978
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GENERAL ACCOUNTING OFFICE (GAQO) STUDY
TO EVALUATE THE IMPACT THE FREEDOM OF

INFORMATION ACT (FOIA) AND PRIVACY ACT (PA)
ARE HAVING ON LAW. ENFORCEMENT ACTIVITImNF “NN.
& FOIPA M_.ATTER ‘

REDUCTION IN CURRENT INFORMANTS RESULTING FROM
THE PRESENT FOIPA DISCLOSURE POLICY

The Phoen i
valuable FBI asset
as a direct result’ o)

to make and grant an express promise of confidentiality
to the asset. ,KU)
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GENERAL ACCOUNTING OFFICE (GAO) STUDY

TO EVALUATE THE IMPACT THE FREEDOM OF, etc. ,-E Nﬁmm‘j
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Thas
Che
future because he has a fear of being uncovered, which
he believes would subject him to severe bodily harm

in reprisal for his furnishing information.

bl

INFORMATION EXCHANGE

The Phoenix Police Department, Intelligence
Unit, has recently promulgated a policy of no exchange
of organized crime information with the Phoenix Office.
This 1s clearly not due to a lack of trust, but has
been explained that it 1s due to the possibility that
the information furnished may at some future time be
disclosed under the Freedom of Information Act or
Praivacy Act.

The above is also the policy of the Tempe
Police Department Intelligence Unit,

, @um}(ﬂﬂr\mm.
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In this same regard, Arizona State Univers
officials have adopted an official policy of non-cooperation
with our 1investigators since the Freedom of Information -
Privacy Act. This policy 1s carried out at all levels of
the University's administration. Prior to the Freedom
of Information - Privacy Act, the University was
most cooperative.

Investigative clerks of the Phoenix Office
have experienced some difficulty in obtaining Police
Department files for review when made upon proper
request. This situation was due to confusion and
misunderstanding of the Freedom of Information - Privacy
Act upon the part of the supervisor of the Phoenix Police
Department Identification Division. This situation has
been since rectified by the Phoenix Division staff who
met with this supervisor and clarified any misunderstanding
he may have had relating to the Freedom of Information -
Privacy Act disclosures.

3%

This document contains neither recommendations
r conclusions of the FBI. It 1s the

property of the FBI and i1s loaned to your

agency; it and 1ts contents are not to

be dastributed outside your agency.
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UNITED STATES DEPARTMENT OF JUSTICE

FEDERAL BUREAU OF INVESTIGATION

Chicago, Illinois
June 27, 1978

GENERAL ACCOUNTING OFFICE (GAO) STUDY

TO EVALUATE THE IMPACT THE FREEDOM OF

INFORMATION ACT (FOIA) AND PRIVACY ACT (PA)

ARE HAVING ON LAW ENFORCEMENT ACTIVITIES
FOIPA MATTER

Reference is being made to Bureau airtel dated
June 16, 1978, advising of the captioned GAO study.

The following examples of the effect of the FOIPA
legislation upon Federal Bureau of Investigation (FBI)
investigative efforts in the Chicago Division are being set
out for possible legisglative attention regarding this matter.

1. Information exchange between Federal, state
and local law enforcement agencles:

Any hesitancy in inter-agency discussions concerning
FOIPA discussions is believed to be the direct result of
confusion surrounding the provisions of the Act itself,
espe¢ially following publicized newspaper accounts of FOIPA
revelations. Any specific documentation to support this
contention is unavailable at the present time, although one
recent FBI encounter with a former Assistant United States
Attorney (AUSA) is perhaps pertinent in this regard.

In response to an FBI inquiry concerning applicant-
suitability matters, this attorney confided that significant
information, meaningful but derogatory, would not be forth-
coming concerning the applicant because of the FOIPA. When
pressed by the FBI Agents upon this point, the former -AUSA
stated that he himself would counsel his clients not to
furnish the FBI with derogatory information because "you
cannot even protect King Hussein."

This document contains neither recommendations nor conclusions of the
Federal Bureau of Investigation. It is the property of the PBI and
is loaned to your agency; it and its contents are not to be distri-

buted outside your agency.
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GENERAL ACCOUNTING OFFICE (éAO) STUDY

TO EVALUATE THE IMPACT THE FREEDOM OF \
INFORMATION ACT (FOIA) AND PRIVACY ACT (PA) MNT\AL
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES GO, i
FOIPA MATTER

2. Law Enforcement pexrsonnel's ability to
obtain information from the general public: p7c

On May 23, 1978, a Special Agent of the FBI contacted

reluctant to fuﬁnish_anx_hagﬁground information regarding
former employvee d regarding 29~6292. She
related she would gladly verify his dates of employment,
however, beyond that she felt that she may have trouble

furnishing any additional information because of the Privacy

Act.

She stated she would have no problem in releasing b7
the information if the subject ] | authorized the g
release of same.

3. Reduction in current informants or potential
Informants resulting from present FOIPA
disclosure policies:

& P
-New Left
Chicago Fil 99 «‘( b1
Bureau File ,./
-
Q)E:;""'1?'1?1T'1ﬁ?"13?'"'HI'EUVETEE'EEEE'EIE'J
wdas recontacted arter was 4dis

nd was such that it was ious that he could develop

information of value concerning| |

@

1?"?"33"5"19 He acknowledged that this was true; however,
e stated that due to the FOIA he no longer believes that
PBI Agents can assure his camplete protection even though ha

feels that the Agonts themselves will make every effort to
do so. The source also cited recent court decisions, particularly

-2 - CONFIE TIAL
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GENERAL ACCOUNTING OFFICE (GAO) STUDY
TO EVALUATE THE IMPACT THE FREEDOM OF

ARE HAVING ON AW ENFORCEMENT ACTIVITIES CONEHENTIAL
FOIPA MATTER

those 1n the SWP law suit which hayg
his identity cannot be protected. b1l

()

[ and that the FOA and

similar laws and court declsions were the primary reason for
such. He noted that disclosure of his identity would most
assuredly cost him his life. %

e CONFDENTIAL
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‘FBIOused slack judge
to discredit Muslims

By Rob Warden

CHIEF JUDGE James B Parsons of
US Dsstriet Connt was “utiized” by the
FBI 1n a counterintelligence program lo

_discredit the Black Muslims in the 1960s.

according to bureau documents obtamed
by The Tribune

The documents, released under the
US Freedom of Information Act, are
memos to the laie FBI Dwrector J Ed-
gar Hoover from Marhn W Johnsom,
special agent wn charge of the bureru’s
Chicago office at the time

The memos tay Parsans, at FBI's be-
hest, repeatealy critmized the Black
Mushims, then known as the Nation of
Islam, as racist and violent

Parsons, 66, the first bhlack ever
named to the federal bench, dented
Thursday that the FBI asked him to
make the statements

,“IT IS TRUE that I sought informa-
tion about the Musims from the FBI
and that there were occasions quite ear-
ly m the '60s when I was critical of the
Mushm movement, but under no cir-
cumstances did the FBI ever ask me to
speak ' he said -

Onc of the memos, dated Jan 22, 1969,
says i part. *Over the years considera-
ble thought has been given, and action
tagen with bureau approval, relating to
methods through which the NOI {Nation
of Islam] could be discredited in the
eyes of the general black populace or
through wiuch factionabism among the
leaderstip could be created

“Factional dispules have been devel-
opcd—the most nolcable [sie] belng
Malcolm X Little Promment black per-
sonages have publicly and nationally
spoken out against the group—U S, Dis-
tnet Court Judge James Benton Parsons
being one example

“Chicago, as the bureau 18 aware, has
always been on the alert for methods by
which the NOI could be drrected or dis-
rupted As 1s evidenced by the present
co-operation with Parsons this policy
contmues "'

ANOTHER MEMO, dated Dec. 12,
1968, says that “‘Cicago contmues to
mamtamn periodic contact” with Par-
sons, who was “approved by the bureau
for e'omuermelhgem:e usage sometime
ago.’

Pargons, the memo gdds, “wil] cer-
fainly continue to speak out in such

[
- - - -

Judge James Parsons

fashion and the contact by Chicage
productive of such will continue.”

A third memo, dated Aug 29, 1969,
says that “several years ago Chicago

“utiized a local federal yudge to speak

out agamst the NOI He has not been
utibzed n this regard swnce the murder
of Malcolm X Litle as i was not the
bureau’s desite to involve hm m a
name-cailing contest ”

Parsons, mterviewed by telephone
Delavan, Wis, where he was attending
a judicial conference Thursday, smd he
has “no reaction" to the statcmentis mn
the memos “To me tho language ‘uts-
lized 13 understandable, but from a pL»
he standpont 1t will not be understood

“] think the documents reflect the fact
that I had been threatened back m '63
by the Mushms I was anxious to be
constantly mformed about them, and I
bad a complcte FBI file on them At no
time did anybody ask me to speak out
agamst or wve my influence against any-
one. I am responsible for what I saxd ™’

THE TIIREAT, Parsons said, “was
that I was to be physically disciplined

He said the threat was not made ar-
rectly to him, but that he learned about
it from the FBI. “Frankly, I was quite
fnghtened when 1t occurred,” he said,

He saxd hus view of the Mushms has

" changed and he no longer criticizes

them.
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WESLEY W. South, Chfcavo's well-
t] own black radio personality and 101"
aalist, was designated a *‘potential seu-
gy informant” by the Federal Bureau

Investigation in 1968, according to a
document released under the Freedom
of Information Act, s

*The FBI's official definitton of a po-
tential security informant 1s an “‘mcuvid-
val in a position to become actne mn or
closely connected with a subversive or-
ganization or intelligence activities and .
making an affirmatine effort to obtam
:%1 'Eurmsh current wnformation to the

Soath, 59, host of “Hotline,” a popular
laty night talk smow on radio statwon

ON, and former eolummst for {he
hicago American, said he never cud
fthung that would meet that def ni-

—

“THIS IS an outrage, really mecred

“hle,” he saidd “I'm wondenng if this 1s

something to smear me. Mavbe they did
this just to hurt someane who has been
against them all these years *

An FBI spokesman Jn Washingion said
the bureau erred m failing to delete
South’s name from the document before
it was released. The spokesman would
not comment on South's statement about
a possible smear.

Falsely 1dentifving persons as infor-
mants was a frequent technique wn the
FBI's counterimtelligence  program
. against black activists m the 1960s, rec-
~ ords show

The memo contamng South's name
‘wal from the late FBI dwector, J. Ed-

€4} Heovrer, to Marln W Johnson, soe-
cltl agent 1n charge of the bureau s tii -

uko office, It was dated Dec. 12, 1968.|

l‘l‘ SAYS: “Authonity granted (o dcs:g
nate captioned individual [South] a bu-
reau-approved PSI [potential security
fnfarmant) and to proceed to develop

as a security informant . . . N

* %In view of subject’s willmmmess to

* assist your office 1 a cunfident:al as-
signment. and his excellent potential, 3t
is suggested you corsider protecting his
enlity with a symmbol number at‘an

date
South saud he recalls two nectings
. several telephone conversatiens

L s T Ly

-

-

s . - -
with FBIl agents, whose names he doe!
20t remember. He said he was polite,
Sut “didn't co-operate’ and, in fact, wa;l
qitical of the FBI on the radio

<¥“After the Democratic National Con-
edtion mn 1968, the FBI came and aske}
J8 some qQuestions about someone wha
had been on my show,” he said. I
talked to them 20 minutes or a half hour.
or maybe even longer, but I dudn't tell
them anvthing
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L ' DOCUMENT # 12

I N FB1
Dete 6/28/78

Transmit the following m

(Type in plaintext or code)
A AIRTEL
—— {Precedence)

____________________________________________ ””*‘--a=5525;—
Jaflls.__

TO: DIRECTOR, FBI
ATTENTION: ROOM 6280, TRAINING AND RESEARCH UNIT,
FOIPA BRANCH, RECORDS MANAGEMENT DIVISION

SAC, DALIAS (66-1751)

”GE/NERAL_ACCQLMING .OFFICE--(GAQ). STUDY _TQ EVALUATE

THE IMPACT THE FREEDOM OF II)IEQBMATIQELAQ_T___LF_Q_I@)_‘

AND PRIVACY ACT (PA)_ARE HAVING ON LAW ENFORCEMENT
ACTIVITIES

_FOIPA MATTER o
A BUDED: 6/30/78 Yo
&‘ \
' §° ‘ Re Bureau airtels to Albany 6/16/78 and 5/3/78; and
: & Dallas airtel and IHM to Bureau dated 5/11/78.

Enclosed herewith for the Bureau is an original
{ and four copies of ILHM dated and captioned as above.

l For the information of Bureau, Dallas submitted
s eight~page LHM on 5/11/78 setting forth the results of an
‘) . extensive all-office survey concerning FOIPA problems.
Y '3 The enclosed LHM =upplatents the LHM of 5/11/78 and sets
"l 'y forth additional FOIPA problems cur ently known to the.
' Dallas Office.
el B The sources of the cited examples are:
¥ b2 b7C
[ Y]
-‘%“ b b7D 1) | | captioned, L | . %3
(s b D“\
r?_' 9 ET AL; MISSOURI-XANSAS~TEXAS RAILROAD
= i COMPANY,, INC.: FAG; TFIS:; 00J."
HE 3'.)
3 &
e 1 5 @- Bureau (Enc. 5)"‘.‘[‘,},@3,@?*!3
- Dallas (1 - 66-1751)
(1 - 190-00) %
UHS/gcs 2eeu t Jant /I'é[
&) PPROIRv 4o X
::D 1_:'3'"“. ~
1 Approved __ AD7v;

{g Agent in Charge  ~ SL°p (s;

.
- !



DL 66-1751

2) Ascertaining Financial 'Ability’case,
b Dallas file number not known.
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DOCUMENT # L6

UNITED STATES DEPARTMENT OF JUSTICE

4

FEDERAL BUREAU OF INVESTIGATION

Dallas, Texas

In Reply, Please Refer 10
File No June 28, 1978
H - o6 0B

A armd )

/= A
o .r_ji:li:éﬂggq&nr7b&r

GENERAL ACCOUNTING OFFICE (GAQ) STUDY TO
EVALUATE THE IMPACT THE FREEDOM OF INFORMATION
ACT (FOIA) AND PRIVACY ACT (PA) ARE HAVING ON
ILAW ENFORCEMENT ACTIVITIES:

FOIPA MATTER [

A
‘LJL. :

1) A potential witness, who was managing a
railroad vard in a city 1n Texas, advised a Special Agent
of the Dallas FBI Office that he had information concern-
ing illegal activities concerning excessive billings which
were obtained through the influence of the president of
the company. This witness would not furnish the informa-
tion unless upon the 1ssuance of a subpoena to testify in
a court of law, for fear of losing his job and subsequent
family security. This individual expressed himself in
such a manner to reflect lack of confidence in the integraity
of governmental records to protect his i1dentaity.

=
:‘g 3 2) An individual, in a position to know infor-
gg{; mation about a federal government debtor, stated to a

Special Agent of the FBI, Dallas, Texas, that she would
not furnish any information because otherwise the infor-

i mation furnished and her identity could appear in the news-
£- papers. She made reference to all the information that
was being divulged in newspapers as a result of FOIPA

requests. -

3) D‘l individual, who 1s in a position to (U\)

furnish possible foreign counterintelligence information,

advised a Special Agent of the Dallas FBI Offlce that it

is his opinion that the federal government could not ensure

him confidentiality in of the constant scrutiny by

Congress of the FBI an and the subsequent news media b2

leaks. This individual also stated that he would be fear-~
s

4
[

70 - s-dY
& EXT 3BY SPY

ful that his identity could be revealed through access to

/90-3- 31

This document contains roither recommendations nor
concluziors ¢ t 2 FLI ' s o operty of the
FBI eord 15 lza 24 /2 v, aze ~y Kt and uts -
contenis are RLi C B2 Lsuwiduted outside your

agency -

CLASS.
REASOY-Frry -
DATE OF ™+ ;
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GENERAL ACCOUNTING OFFICE (GAO) STUDY

records by the public through FOIPA legislation as well

as extensive civil discovery proceedings as exemplified

by the SWP civil lawsuit. In addition to the above,‘"':: "
this individual was concerned with former intelligence  “- .. ivik.
agency officers publishing books and jeopdrdizing the
confidentiality of sources. In view of the above, this
individual refused to cooperate and stated that if the

disclosure climate would have been more restrictive as

it was several years ago, he would have been more than

willing to cooperate. )< (;,)
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DOCUMENT # _L1 e

UNITED STATES DEPARTMENT OF JUSTICE

FEDERAL BUREAU OF INVESTIGATION

In Repty, Pisese Ref Cleveland, Ohio

n Reply, Please Refer to

Pile No June 29, 1978 CONF DRENTIAL
[ 4

GENERAL ACCOUNTING OFFICE (GAO)
STUDY TO EVALUATE THE IMPACT THE -
FREEDOM OF INFORMATION ACT (FOIA)
AND PRIVACY ACT (PA) ARE HAVING

- ON LAW ENFORCEMENT ACTIVITIES

All paragraphs in this communication are unclassified
except where otherwise noted.

I. Law Enforcement Personnel's Ability R szEU:a;i ,éGD

to Obtain Information from the wvia i
General Public Lectassik fjt9><\q:j

a. | |
b7C UFAP - DRUG LAW VIOLATION FUGITIVE
(00: CLEVELAND)
Cleveland file 88-11549
Bureau file 88-71300

Cleveland Federal Bureau of Investigation (FBI) Agents
wanted to check the records of a hospital in the Cleveland, Ohio,
area for information regarding the above fugitive's location.
Citing pravacy restrictions, this hospital advised that the re-
lease of such information would require the issuance of a subpoena.

As a result, information was not obtained by the Cleveland
Agents, and| is still currently a fugitive.

5| 5192008 (124 et
BANK ROBBERY - FUGITIVE NG (v S Coutin
(00: BALTIMORE) oAy EY OIL AN L
Cleveland file 91-11528 0©%~R0763
Bureau file 91-59443 -

Cleveland FBI Agents checked with the Cen for Human
Services for information regarding the location of an
armed and dangerous fugitive. The Center was very hesitant
initially to volunteer any information regarding[f::::iafffirion
due to the Privacy Act; but, after being convinced tha was
a very dangeroys individual, the Center volunteered the informa-
tion that was currently staying at a local YMCA, where he
was apprehended by FBI Agents.

HOTTY -t CONF IDENTJIAL

Plae Rl Y ST LT .
v ! Classified 020
Y Exempt from Categories 2 and 3
1o Date of Decl fication Indefinite

T« WEL B/ SPUS - A -

LY NSRS /F0-3 -499  CONPIOENTIAL

Glrwmppul~ 23 o0 E!ﬂﬂﬂﬂ'



GENERAL ACCOUNTING OFFICE (GAO)

STUDY TO EVALUATE THE IMPACT THE .
FREEDOM OF TNFORMATION ACT (FOIA) CONMNTIAL‘
AND PRIVACY ACT (PA) ARE HAVING

ON LAW ENFORCEMENT ACTIVITIES

C.I Iaka
UFAP - GRAND THEFT FUGITIVE
(0O: CLEVELAND)
Cleveland file 88-12560
Bureau file 88-78271 b7C
Citing the Privacy Act, the Cleveland Credit Bureau
personnel refused to furnish information regarding tﬁj
address and _employment, which could have enabled tli€ FBI
apprehend The Credit Bureau advised that such informa-
tion would be released to the FBI only upon the issuance of a

subpoena.
.D(c)
O: CLEVE @ 6":)
Cleveland fi b1
Bureau file
) ~ 0,
Cleveland f£1i [od
L?ureau f1l

I

Although neither the Federal Privacy Act nor the Ohio
Privacy Act affect the institution, the sensitive issue of pravacy
regarding college students has caused school officials to prohibit
the dissemination of information from school records without the
written consent of the student.

The above socuxce, in the $E$t, has furnished wvaluable

and detailed background information

T
¢/
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GENERAL ACCOUNTING OFFICE (GAO)

STUDY TO EVALUATE THE IMPACT THE

FREEDOM OF INFORMATION ACT (FOIA)

AND PRIVACY ACT (PA) ARE HAVING

ON LAW ENFORCEMENT ACTIVITIES CONMEDENTIAL
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DOCUMENT # 18

UNITED STATES DEPARTMENT OF JUSTICE
FEDERAL BUREAU OF INVESTIGATION
Alexandria, Virginia

In Reply, Please Refer to June 30, 1978
Fue No
B-1-8003 9 MegBAufean CONPYENTIAL
AN R
03 -ROT63 GENERAL ACCOUNTING OFFICE (GAO) STUDY

TO EVALUATE THE IMPACT THE FREEDOM OF
INFORMATION ACT (FOIA) AND PRIVAGY ACT (PA)
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES
FREEDOM OF INFORMATION ACT - PRIVAGY

AGT MATTERS

1. Information Exchange Between
Federal, State and Local Law
Enforcement Agencies

No instances have come to the attention of the
Alexandria Office of the Federal Bureau of Investigation
(FBIL) which would indicate thatthe Freedom of Information
Act (FOIA) or Privacy Act (PA) have militated against the
exchange of information between Federal, State and Local
law enforcement agencies. fé)
/
-

2. Law Enforcement Personnel's
Ability to Obtain Information
from the General Public

Allegations of Political Activities

by Unregistered Iranian Govermment
Agents, Washington, D. G,

November 13, 1977 - November 17, 1977
Foreign Agents Registration Act - Iran
(Office of Origin: Washington Field)
Alexandria file 97-23

bl
.
c)
oy e ™is Goaumeat eonteing neither
-, | ryooienlintions usr cenclwsions of
b . . the FEI. It i3 ths progarty of

. ”r.rr lad ]

ths FEI and 185 locnad to vour ageney;
it and its contents are not ta he

£ ‘ digtrivited autside vou . - oy -
oo ™55 TG CONJEENTIAL
R Tk NCLOSURE T



RE: GENERAL ACCOUNTING OFFIGE (GAO) STUDY
TO EVALUATE THE IMPACT THE FREEDOM OF
INFORMATION ACT (FOIA) AND PRIVACY ACT (PA)
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES
FREEDOM OF INFORMATION ACT - PRIVACY
ACT MATTERS

bl

(¢)

(c X

Pnoting that if
additional information were furnished and this were disclosed
under the FOIPA, action could be brought against the travel
bureau, which might result in substantial loss of business due
to bad publicity. )'( ,

b7C r.unkhnmn_SuhienL__alsn_&nown as

Interstate Transpértation of Stolen Property (ITSP)
Alexandria file 87-3206

Unkpown _Subiect, also known as

XISt
Alexandria file 87-3294 -

Officials of the Clarendon Bank and Trust Company

. and the First American Bank have refused to divulge information
vegarding checking accounts at their banks in situations
wherein they have not actually sustained any losses as a result
of transactions which constitute ITSP violations. Bank officials
appear to be concerned for the privacy of their customers and
fear that the customers could learn of any such situations
from files of the Federal Bureau of Investigation.

Tt CONFJRENTIAL
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RE: GENERAL ACCOUNTING OFFICE (GAO) STUDY
TO EVALUATE THE IMPACT THE FREEDOM OF
INFORMATION ACT (FOIA) AND PRIVACY ACT (PA)
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES
FREEDOM OF INFORMATION ACT -~ PRIVACY
ACT MATTERS

3. Reduction in Current Informants
or Potential Informants Resulting
from Present FOLPA Disclosure Policies

No additional instances or information regarding
this topic have come to the attention of the Alexandria
Field Office.

- 3 - CONFYENTIAL



DOCUMENT # <9 e —
. CONFIDENTIAL . ¢
UNITED STATES DEPARTMENT OF JUSTIGE E }_CT‘W 1 .
s FEDERAL BUREAU OF INVESTIGATION -
Y —)H' 1 ’\"‘1{'\‘ " !mq
In Reply, P
F:,,;',’:’ Tease Refer to van Antonio, ‘lexas
\s

ct

Z June 3L, 1376 979'%3
’ T 6026 ) gty o,
%o 63-Ao263 = !

GEALRAL ACCOUUTING OFFICL (GAO) STUDY

10 LVALULAT:. ThL I4PACY Tl FRLEDOM OF
INFORIATION ACT (TOIA) AwsD PRIVACY ACT (PA)
ARE HAVING On LA. LNFORCLMENT ACTIVITIES
FRLLOOM OI' INFORMATION PRIVACY ACT “ATTER

All information set fopth below 1s classifiea
confadential unless otherwise speg¢ified.

[>T &)

() ’ |

tollowing a dis-

cusslion ol the 1ﬂETﬂEﬁflﬁ€_?_a__jsuggested Tnat this individual
should perhaps contact ederal Bureau of Investigation (FBI),

and furnish that agency a detailed account of his activitaies.

The individual refused explaining tnat recent newspaper articles

nad convinced him that the Fsl might not ce able to protect nis
identity. Since the individual anticipated entering the QE)
profession, he thougnt it highly probable that such exposure

might preclude or ccmplicate his career. iie declined to be ;E:§§>
introduced to FBI Foreign Counterintelligence representatives:

CONFSEEJITIAL

Classified by 1665
Exempt fromyGDS, Category 253

1°f'ﬁ‘ SPUIRMNAT Date of Declassification Indefinite
erasS & - 12472 A3

B T Xalal iy i namans 3

- 9—3°£‘ 5, ¥ 213, 060
This document contains neither recommendations nor conclusions
of the IBI. It is the property of the FBI and is loaned to
your agency; it and its contents are not to be distributed
outside your agency.




DOCUMENT # 20 _

CONFIDENTIAL
UNITLy STATLS DEPARTMENT OF JUS1T _E

FEDERAL BUREAU OF INVESTIGATION
201 East 69th Street

In Reply, Please Refer w0 New York, New York 10021

File No

July ‘, 1978

General Accounting Office (GAO) Stud+ to
Evaluate the Impact the Freedom of Information
Act/Privacy Act are having on Laii Enforcement
Activities FOIPA Matter

1) Information Exchange Between Federal, State

and Loecal Law Enforcement

This occurred within the ordinnnn—naunSA-aﬂ1 b1
—~loxasticatloe tha follaowinc.mation:

Oy C
0 <
[0~ s8¢
OATE G 3,.3 CONFIDENTIAL
13, 060 Classified\by/_ 1308

]
A-L '.’JF:}I'I'?L!:-‘.:AT‘ Apstra
- [y

Exempt from S, Category 2&3

L R Date of Dec}asSsification INDEFINTE

R clC)\_U'no~

D\Q

N
3

£RIC4
o

"776-1a7%

%,
WNgiN

Thls document contalins neither recommendations nor conclusions
of the Federal Bureau of Investigation. It 1s the property of
the Federal Bureau of Investigation and 1s loaned to your agency:
it and 1its contents are not to be distributed outside your agency.

-/14-2003
C%\Sgifﬁ'f‘ oY @QE&J_M#WM
DECLASSIFY Q. 254_1

03-Q6776
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General Accounting Office (GAO) Study to m
Evaluate the Impact the Freedom of Information ¢ TLAL
Act/Privacy Act are having on Law Enforcement i
Activities FOIPA Matter

2) Law Enforcement Personnel's Ability
to Obtain Information From the General
Public
| b7C
UraAP

NY file 88-18123

During the course of this Investigation, a hotel
doorman, employed at a hotel in Manhattan, was contacted
regarding the fugltive's whereabouts. This individual
appeared to have knowledge of the fugitive, but stated that
he was afrald that hls identity would be revealed 1if he
assisted the FBI. The doorman advised that he had read
in the newspapers that FBI informants could be revealed
and, therefore, he would afford no assistance. All efforts
to convince this man that his name would not be revealed
were to no avail. (U)

b2

b7D In attempting to locate a badly wanted fugitive
bel ted by the FBI/DEA Joint Task Force, NYC,
NY,I Ihad related that he was personally acquainted
wit s individual. This source advised that although

he had seen the subject recently and he desired to aid the

FBI, he was reluctant to assist for fear of compromising
his i1dentity under the new Federal laws. (U) .

Seafarers Internatlonal Maritime Unlon in
Brooklyn, NY, will no longer provide information to law
enforcement agencies unless served with a subpoena. (U)

3) Reduction in Current Informants or Potential
Informants Resultling from Present FOIPA Disclosure
Policies —

T TN,



General Accounting Office (GAO} Study to .
Evaluate the Impact the Freedom of Information

Act/Privacy Act are having on Law Enforcement HONMEN'” AL1

Activities FOIPA Matter

|(former) stated she had read

an article in the New York Post by William F. Buckley, Jr.,
which in effect stated that as a result of the FOIPA, A

US judge was about to rule in the civil suit brought

against the FBI by the Socialist Workers Party (SWP) that

the identities of Bureau informants taine:ed_anainst B2
the SWP were about to be made public. was a

member of the Young Socialist Alliance (Y¥SA) and the SWP durp7D
1975 and 1976, and held various minor positions in the ﬁWP, b7D
She

reported regularly to this writer. }Q&&A)

After reading the Buckley article, the informant
was gquite distraught and told this writer she felt SWP
members would take out some form of revenge on her should
her identity and former association with the FBI be disclosed
as she was sure it would. She said at one point she "might
just as well go o work for that judge" (who ruled against
FBI in SWP case) £ She stated that when she agreed to join
the SWP to report to the Bureau, she felt her identity would
never be disclosed by the FBI. This writer assured her that
her name was not among the names of those whom the SWP was
seeking to make public, and that in effect, even those
informants' names had still not been compromised even though
the ruling was unfavorable to the FBI. Source was finally
re-assured her identity would not be publicly disclosed;
however, had her name been one of those the SWP was seek to
identify, extreme fanste:naticn would have certainly heen
brought to bear on as evidenced by her fears
voiced to this writer.gﬁa@q -

bl




General Accounting Office (GAO) Study to "¢y

Evaluate the Impact the Freedom of Information (f@NFwENnALY
Act/Privacy Act are having on Law Enforcement

Activities FOIPA Matter

bl

I- Gﬂ(_cj

| K(c)

| ey

I In response to the asget's inguirv,|

_ A e
not subjec Q sclosure rough the Freedom of Information

Act or the Privacy Act, which explanation he accepted. _(,0‘)

W(aj

SAS bhave naticed a diminished capacity to recruit

ue to the asset's re—@
<)
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General Accounting Office (GAO) Study to
Evaluate the Impact the Freedom of Information
Act/Privacy Act are having on Law Enforcement
Activities FOIPA Matter

luctance to furnish informatlon because of a stated fear
of their ldentity beilng disclosed at some future date.

An example follows: bl

1 L£7(C)

An Agent of the NYO advised that a source of his
who formerly provided drug, loansharking, and other organized
crime~-related information now 1s most reluctant to provide
this type of Information because the government can no longer
provide for his security. The informant speciflcally stated,
"If any organized crime figure knew he was talking he would
be killled immediately”. (U)

An organized crime informant has recently expressed
great concern over the recent declsion by the Supreme Court
not to hear a government appeal on a lower court ruling,
ordering the Justice Department to turn over informant files
to the Soclalist Workers Part.. The source is of the opinion
that it is onl, a matter of time before criminal informant
files are made available under FOI-PA. The informants
productivity has recently decreased as a result of the above. (U)

Several attempts have been made to re-open an in-
formant who, in the past, had been extremely cooperative and
productive. This informant was closed due to a lack of
production and all attempts to persuade him to one again aid
the Bureau have been negative. This informant refuses to
cooperate again due to his bellef that his identity and the
fact that he 1is cooperating cannot be kept secure due to
FOIPA disclosure policy. (U)

It 1s realized that the above is probably repetitive
however, 1s being submitted for your information. (U)

¢
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DOCUMENT # 21

UNITED STATES DEPARTMENT OF JUSTICE

FEDERAL BUREAU OF INVESTIGATION

Sacramento, California

Reply, Please R
g oher e July 11, 1978

CT.ASS & EXT
k7.
JATE OF REVIEYW
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%}\m 63-R6763

General Accounting Office
Study to Evaluate the Impact
The Freedom of Information Act (FOIA)
and Privacy Act (PA) 1is having
on Law Enforcement Activities

The following are examples submitted by the
Sacramento Division agents regarding adverse effects of
the Freedom of Information/Privacy Act (FOIPA):

On_Apral 11, 1978, apn individual was gg%tacted
who was the (Subject

was a fugitive wanted for Unlawful Flight to Avoid Prose-
cution - Fraud, and after his arrest on April 12, 1978, was
indicted on a federal kidnaping charge and a local homicide
charge.) The father was in a unique position to furnish
information regarding subject's location; however, a few
hours after he was contacted by the FBI, subject appeared

at the father's home and the father not only failed to advise
the FBI, but also assisted in subject's attempted escape by
loaning him a car.

On April 11, 1978, a second contact with the father
by Bureau agent (and before subject was arrested as a result
of information developed from another source), the father
stated he had assisted subject because he could not trust,
and did not believe statements made by the FBI regarding
subject because of the recent publicity about the Bureau
(all as a result of the FOIA).

As a result of help given subject by the father,
subject was not arrested until he had traveled 100 miles in
an attempt to avoid arrest.

This document contains neither recommendations nor conclusions
of the FBI. It is the property of the FBI and is loaned to
your agency; it and its contents are not to be distributed
outside your agency. A TP ARSTATIAR AARTANIT .
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GENERAL ACCOUNTING OFFICE STUDY TO
EVALUATE THE IMPACT THE FREEDOM OF

INFORMATION ACT (FOIA) AND PRIVACY ACT (PA) é@Nm{NT”‘“—
IS HAVING ON LAW ENFORCEMENT ACTIVITIES

On May 6, 1978, SA 44L at the Veterans
Affairs trailer located on the campus ot California State
University at Sacramento, did request from a Veteran Repre-
sentative certain veterans course registration and application
files. At that time he produced the files of three indi-
viduals and said that if more files were needed he would
gladly provide them.

b7C

A subsequent visit to review additional records by
SA[:::::grevealed that the Registrar, California State
University, had been informed of the records review of May 6,
1978, and advised that since the V.A. trailer was located on
campus property and that the files may contain student infor-
mation of a private nature, school authority was needed before
further access could be permitted. He further advised that
the school could not permit a review of the files without
direct permission of the student or through subpoena. He
stated that there were no V.A. regulations regarding access
to said records and that on several previous occasions they
had been examined by outside agencies.

The California Junior College Legal Counsel feels a
problem exists regarding the release of student records even
when an agent is in possession of valid release forms from
the student.

An FBI applicant furnished a release to secure all
personal and financial records by the FBI. Wells Fargo Bank
refused releasing the information with or without a release
because of Right of Privacy.

The November 29, 1977, edition of the Sacramento Bee
carried a lengthy article concerning FBI investigation of the
SDS and New Left during the period around 1970. This article
contained direct quotations from internal sensitive documents

emanating from both the Sacramento Office and FBIHQ as to the bl
effectiveness and exte 5 f informant penetration of the SDS
both on and off campus" During that critical period Cﬁ)

was the foremost source of any law enforcement agencCy IN tRE
Sacramento area. The article prompted an immediate flurry of
conversations and telephone calls from former members of the
SDS group to the source in an_effort to identify the person
who had infiltrated the grOupBK(.u_)

CONBEENTIHT



GENERAL ACCOUNTING OFFICE STUDY TO
EVALUATE THE IMPACT THE FREEDOM OF

INFORMATION ACT (FOIA) AND PRIVACY ACT (PA)

IS HAVING ON LAW ENFORCEMENT ACTIVITIES QO NT]AL
The source felt that this was an unjustified

disclosure of confidential information furnished by him

which could conceivably result in jeopardy to his reputation,
employment and personal safetycﬁk;é)g

It 1s noted that the above group was small, cohesive,
and carefully screened any additional members. Should several
of these persons 1in concert write for disclosure of their
files, it would easily result in compromise of source, who
still reports on the Sacramento ;hapter of the Northern
District of the CP in California

(<)

A highly sought-after fugitive, wanted for fraud
and possible murder, was living under an assumed name in
Redding, California. Three Congressional inquiries had been
made regarding the status of the case because of notoriety
of the subject's prior activities in the Washington, D.C.
area, and false government identity used in his assumed
identification. Subject was perpetrating a new multi-hundred
thousands fraud when agents became aware of his new identity
and possible location. Contact was made at his bank and the
manager was made aware of his status, but notified the
subject, and his rationale for his act was because of FOIPA.
The subject fled but was apprehended later due to an all-out
State alert.

The Main Post Office on Royal Oaks Boulevard
refused to give home address of an individual assigned P.O.
Box 843 in Carmichael, California. An employee stated this
is a change 1n policy due to the FOIA. The employee stated
an official letter issued by the investigative agency
outlining the circumstances surrounding the need for the
P.0. Box will be requested in the future.

On or about May 15, 1978, an agent contacted the
United States Probation Office at Capitol Mall in Sacramento
regarding the acquisition of information (file review) on a
subject (Sacramento file 76-2943). The anticipated file
review was in line with the usual investigative procedures
established for these type of cases; however, upon arrival at
the U.S. Probation Office, the agent was refused the file
review for fear by the case-agent that the review would be
in violation of the Freedom of Information Act, and subsequently,
a contact of a supervisor at the U.S. Bobation Office yielded
the agent with the necessary results.

3 CONFISENTIAL
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GENERAL ACCOUNTING OFFICE STUDY TO

EVALUATE THE IMPACT THE FREEDOM OF
INFORMATION ACT (FOTA) AND PRIVACY ACT (PA) .
IS HAVING ON LAW ENFORCEMENT ACTIVITIES CONFIBENTIAL

On or about March, 1978, an agent was contacting a
possible employer of a fugitive deserter at Weinstock's in
downtown Sacramento, and he made an initial contact with the
personnel director of the above store. Agent stated the purpose
for the inquiry to a receptionist and she conveyed the message
to the personnel director. Approximately 45 minutes passed
before the personnel director received Bureau agent, and
subsequently stated that the only reason that she found it
necessary to have the agent wait for such a long time is that
she had to contact the Weinstock store's attorney and find
out just what information could be made available to Bureau

agent.

(qu%ource at a local Sacramento university advised that
his legal department has counseled him against furnishing

information from school records to federal 1nvestigators bl
i i.e.
Bureau file ic)

105-99547Z, Sacramento 11l tc.)
In an attempt to locate foreign student at a local

Sacramento university for interview, university officials
declined Sacramento's request for assistance in locating
subject, mainly because of,the FOIPA. (Bureau file 105-
308843, SC 105-3308). (7

An individual was located who was in a unique
position to act as an operational asset in foreign counter-
intelligence activities. While willing to assist the U.S.
Government for patriotic reasons, he was unwilling to have his
name appear in FBI files because of the FOIPA. (Bureau file

105-210494, SC 200-27.)@.;((;)
3 75<Aw)
(has transfte

! b4
expressed concern about their identities being determined b2
through i1nformation which might be obtained through the
Freedom of Information Act. They have continued their b7D
assistance to the FBI. g({}.)

) was concerned about his
safety, in that radical individuals on whom he reported might
learn of his identity by FOIPA.

Initial information furnished by California Department
of Corrections requested protection of his source of information.
He requested that for source's safety he would hope source of
information could be concealed. '

. TONETBERTIA
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GENERAL ACCOUNTING OFFICE STUDY TO
EVALUATE THE IMPACT THE FREEDOM OF
INFORMATION ACT (FOIA) AND PRIVACY ACT (PA)

IS HAVING ON LAW ENFORCEMENT ACTIVITIES GGNH'DENTIAE

The manager of Bink of America, Winters, California,
declined to give loan application information unless approved
by official of Valley Almond Growers Cooperative, of which
the loan was concerning.

* CONPIYENTIAL
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paragraphs in this communication are classgified
"ConfidentiAl."
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Enclosed for the PBureau are three copies of material
attached to cover letter captioned "U. §. Labor Party."

On 8 L_ telephonically
contacted to arrange for interview. He advised
he was very reluctan 5] interviewed by the FBI or personnel

of other intelligencecommunity agencies because any information
he might provide would be subject to release undexr the Freedom
of Information Act (FOIA}. He aexplained he had been subject of
an FOIA release and since that time he has become very circumspect

to iews. After several minutes of conversation with
sbﬁ!ﬁ relented and an interview was scheduled the
following day. Rug /'(d" —

on 7/27/78, SA I___:I 114/1713 nroute
from his residence to his employment. He raitéxatce s reluctance
to be interviewed because the FB rantee his
confidentiality. He presented S &%ﬁ coples of
materials which he stated had been released under FOIA. The
&teriala are enclosed in a memorandum under the letterhead U)
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of "U. S. Labor Party" which_j itled "Documentation of

AFL-CIO Contacts With FBI."] name appears

on page two of Exhibit 2, whic 5 a memorandum dated 2/18/76.

witi subject, "National Caucus of Labor Committees (NCLC); 1Sb7C
W -

adiwsed the material he had provided and which
was released could have possibly identified him without his
wame. Apparently his name had been removed from several
paragraphs but was inadvertently left in the body of the

third paragraph on page two. He feels that whether inadvertent
or in error or whatever, the damage was done. As a result,

he is extremely reluctant to grant interviews to the FBI

and other agencies. pn‘qj

stated he has not communicated with FBIHQ
about this matter because to do so would entail another communicatio
that might be written with his name appearing on it, which
compunicationp might be released under a future FOIA request.

SA[:;;;:;:;J attempted to assure that the FBI
would do its u s protect his identity, an -
confidentiality of the information he provides. bl
d but stated he would discuss his contacts w
ﬁ:ﬁon two conditions. One, that the information and his [ C)
entity be protected. Two, that any memorandum thiaf is writt

regarding the interview st e FBI made the initial
request for the interview.tff::ffff:jgifficulty in granting

the interview was not that he did not want to cooperate with
the FBI, but the fact, that his name would be associated with

the information. p(u)

It is noted that during the intervieﬂ | was brc
friendly and desirous of assisting the FBI. His reluctance
in providing information was based solely on the fact that since
his name was released by the FBI on one occasion, it can happen
again., and it would have an adverse effect on his private
business and his credibility as a college professor. jﬂ#r
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bl

= advise e has been interviewed in the past
by the] and assumed the FBI w aware of C
these contacts. He feels the same abOﬁajfutur qJ

as expressed about FBI interviews. T

b7C Ivolunteered the following abou.t:l__z’r
He initia met him about a year ago through U. S. - foreign

He invited to lecture at several
and has had several

gag tated thatg has
an excellent command of the English language and is a go

lecturer is intelligent and interesting in conversation
and |enjoys listening to the Soviet point of view on a
variety of topics they have discussed. Ot e lunches,
they have engaged in no social activities. interests

de in the U. S. Government and its functioning, and activities
on Capitol Hill. VSﬂ?J

The FBI's i i jve interest in was expiained
to He advis as nej ted any questionable
materials or acted in a Quse suspicion about
their relationship. SA left his card with who
adviged he would be in touc activities arouse
suspicion in any future contacts.

i —
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SUBJECT: MING OFFICE (GAO)
STUDY._TO_EVALUATE THE IMPACT
OF THE FREEDOM OF ‘INFORMATION
ACT (FOIPA) AND PRIVACY ACT..(PA)

ON LAW ENFORCEMENT ACTIVITIES;
FOIPA MATTER

Re Bureau airtel to Albany, 6/16/78.

Enclosed for the Bureau are six copies of an LHM
which 1s self-explanatory.

|

appropriate protection to the asset, who is
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DOCUMENT # _2Y

UNITED STATES DEPARTMENT OF JU‘STICE .-

’
FEDERAL BUREAU OF INVESTIGATION

h . C.
In Reply, Ploase Refer 10 Washington, D. C

File No
qgust 2, 1978
'..' . ?60%7 NWM
03 = 01 ‘ GENERAL ACCOUNTING OFFICE (GAO) [I:ﬁ T

STUDY TO EVALUATE THE IMPACT
OF THE FREEDOM OF INFORMATION
ACT (FOIPA) AND PRIVACY ACT (PA)
ON LAW ENFORCEMENT ACTIVITIES:;
FREEDOM OF INFORMATION ACT MATTER

(U'_) %n August 1, 1978, an informant of the FBI, who for
the past eight years has provided highly reliable and valuahle
information concerning foreign counterintelligence (FCI), domestic
security (DS) and criminal investigations, advised that he was
no longer going to report FCI and DS information to the FB
His decision not to furnish information in these matters was
due to his fear of being compromised through any court
decisions which may force the revealing of informant fjiles,
or as the result of the Freedom of Information Act.‘giéqg

LI Sy
-

Specifically,” informant referred to the recent
orders by Judge Thomas Griesa in New York to U. S. Attorney
General Griffin Bell to turn over informant files, and the
Socialist Workers Party (SWP) suit against the FBI. Informant
believed that the release of any FBI informant files would
set a precedent 1?d there would be no guarantee of confidentiality

in the future.

Informant stated that 1if in the future the courts
and the government can assure complete confidentiality
through future decisions and actions, he would consider
assisting the FBI in i1ts investigations{concerning foreign

counterintelligence and domestic securltiy@s(FeJ

\ .
This document contains neither recommenda 1ons nor conclusions
of the FBI. It 1s the property of the FBI and is loaned to
your agency; it and its contents are not to be distributed

outside your agency.
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1« ¥ abuse of the Freedom of Information-Privacy Acts.

C&éSI'FTEDBYQQZfJ__AMﬁ“/aW [(JEFTO

DECLASSIFY ON. 25%X_[. [ CLEAR CﬁNMM

?3' 0'7 63 Date 1
TO: DIRECTOR, FRL . . _ ~~~ -~ === ========77=7777
(ATTN L ROOM 6280, TRAINING AND
RESEARCH UNIT, FOIPA BRANCH, R.M. DIVISION)
FROM: ADIC, NEW YORK (66-8619) (P)

(@)
SUBJECT: GENERAL ACCOUNTING OFFICE
(GAO) STUDY TO EVALUATE THE
IMPACT OF THE FOIA/PA ARE. HAVING ON LAW
ENFORCEMENT ACTIVITIES FOIPA MATTER

Enclosed for your information is one copy of ah - .f,/
EM Publishing Co. advertisement distributed at an Elvis “;
# Presley festival in NYC, 8/6/78. (W

Enclosure 1s another example of the commercial

b2

On 7/31/78) advised contacting agent
that because of the varlous articles he has read regarding P7D
the FOI/PA he no longer felt safe as an FBI source as he

believed the FBI could not protect his identity. Source
has thus made himself unavailable for future contact.

()= |

but was afraid that his confldentiality could
no € procected and that the information he would furnish -

would be made a matter of public record. X
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DOCUMENT # 2t

UNITED STATES DEPARTMENT OF JUSTICE

’
FEDERAL BUREAU OF INVESTIGATION CONFIDENTIAL

F , Please R
n Reply. efer to Denver, Colorado

File N
*$-19-200
I N s T e L L SISO =
' I ) . et
S\ QO

‘g T \_! .,._I
“ - IMPACT THE FREEDOM OF INFORMATION -
03-Ro763 PRIVACY ACTS ARE HAVING ON
LAW ENFORCEMENT ACTIVITIES

1) Information exchange between Federal, state and local
law enforcement agencies:

— — —— —

There are no reported problems in this area. (U)

23

"
5 2) Law enforcement personnel's ability to obtain information
from the general public: - — bl

X

¢ cr= I |

P were discussed with representatives
from the company and the FBI was subsequently advised that

the company was concerned about the Freedom of Information
statute and had decided that they should have no relationship

¢ with the FBI in view of the fact it could serio‘;ﬂu_amgze__.
- the companv's relationship with other companies

that they were furnishing information
to the IBl. AL )

In Denver, Colorado, investigation determined a
fugitive wanted for Unlawful Flight to Avoid Prosecution -
Escape, could possibly be reached at a certain telephone
number. The local telephone company was requested to advise
where this number was located. They subsequently advised
that the telephone number was a non-published number and due to
the Freedom of Information-Privacy Act (FOIPA) they could no
longer furnish any information regarding non-published telephone
numbers to the FBI. They advised the information could be
obtained only after issuance of a subpoena. (U)
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g ﬁéThls document contains ither oggi ations nor conclusions of
dthe FBI, It is the property of the FBL and is loaned to your agency;

5 g it and its contents are not to be distributed outside your agency.
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CONFXJENTIAL

IMPACT THE FREEDOM OF INFORMATION~
PRIVACY ACTS ARE HAVING Ol
LAW ENFORCEMENT ACTIVITIES

Attempts to locate a fugitive wanted for Unlawful
Flight to Avoid Prosecution - Murder determined that the
subject could possibly be located through a Denver, Colorado
telephone number. The Denver telephone company would not
furnish the responsible party and address for the telephone
number without a subpoena due to the FOIPA. (U)

3) Reduction in current informants or potential informants
resulting from present Freedom of Information-Privacy
Act disclosure policies:

There are no reported problems in this area. (U)

4) Miscellaneous:

There are no pertinent comments. (U)

CONETYEMTIAL
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UNITED STATES DEPARTMENT OF JUSTICE \ = 39
’ = P8,
FEDERAL BUREAU OF INVESTIGATION O 2. :’:ﬁ
San Francisco, California N O R v
In Reply, Plsase Refer to S =
File No January 18, 1979 (ﬁ‘)&
CONFIDENTIAL T‘P
IMPACT OF FREEDOM OF INFORMATION ACT l
(FOIA) AND PRIVACY ACT (PA) ON THE FBI 5

<
<

The following examples demonstrating the detrimental
impact of captioned act on FBI operations are being submitted
in general terms in order to protect sensitive information
and identities. All incidents herein described are documented
and retrievable through the San Francisco Office'CLO

i oty ST L4209

INFORMAL EXCHANGE WITH OTHER LAW
ENFORCEMENT AGENCIES

During the course of an investigation of alleged
violations of the Racketeer Influenced and Corrupt Organizations
(RICO) Statute involving Interstate Transportation of Obscene
Material - child Pornography, our Agents became aware of a
parallel investigation being conducted by the Internal Revenue
Service (IRS). A cooperative exchange of information between
agencies would have, in all likelihood, eliminated duplication
of work and resulted in a much more efficient and productive
prosecutive effort. However, when approached by us, IRS advised
that they are prohibited from exchanging information with
the FBI and the provisions of FOIA-PA. As a result, San
Francisco feels that a great deal of information relevant and
probative to our case has been rendered unavallable.(cj)

OBTAINING INFORMATION FROM THE
GENERAL PUBLIC

In an ongoing 1investigation of allegations relating
to the improper purchases of property under Federal Housing
Authority programs, Agents have a continuing need for background
information relating to subjects from various companies. We
have recently been advised by a local utility that henceforth,
such information will only be supplied pursuant to a subpoena. U

CLASSIEITD AV'D PITNIID BY SRS 76 S
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This document contains neither recommendations nor conclusions
of the FBI. It is the property of the FBI and is loaned to _
your agency; it and its cont a not to he distributed outside

your agency. - ﬁ ?
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IMPACT OF FREEDOM OF INFORMATION ACT C O N F I b{N TIAL
(FOIA) AND PRIVACY ACT (PA) ON THE FBI

They are concerned that their disclosure of such i1nformation
to the FBI may be revealed pursuant to an FOIA-PA release,
thus exposing them to some sort of civil liability. The
utility sees the subpoena as the only way in which it can

-~ protect i1ts own 1nterest.(LQ

A Fraud Against the Government investigation
involving numerous violations of Title 18, U.S. Code, Section
1001 (False Statements) was instituted as a result of
information provided to the FBI by a private citizen. At the
time the allegation was made, complainant expressed great
concern that her identity would be disclosed as a result of
some future FOIA-PA request. The information was obtained
only after an express promise to protect her identity was
given by the interviewing Agent.(U)

Another Fraud Against the Government investigation
involving false billing on government contracts as well
as alleged improprieties in the awarding of contracts valued
at several million dollars was also instituted pursuant to
information from a private citizen. That information was only
obtained upon an express promise by the interviewing Agent
that the name and identity of the complainant would not be
documented anywhere in out file. His reason for requesting
such was that he did not believe that his identity could
be absolutely protected in light of FOIA-FA. {(u)

(C] bl

| The reason given for
their rejection was that the company was concerned with adverse
publicity which might result from disclosure that they had

cooperated with the FBI‘chr

CONI-‘;L‘DENTIAL ~
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IMPACT OF FREEDOM OF INFORMATION ACT CONFIDENTIAL
(FOIA) AND PRIVACY ACT (PA) ON THE FBI

b

1
F)LE ;’ he referred our Agents to corporate legal
or the purpose of obtaining permission. That permission was
denied because under FOIA-PA the bank and employees 1dentity
could not be protected. In addition, the bank's chief legal
counsel cited several examples wherein this type of cooperation
had been exposed to the detriment of the corporation and its

employee. w
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DOCUMENT # 28

UNITED STATES DEPARTMENT OF JUSTICE

FEDERAL BUREAU OF INVESTIGATION cﬂ%ﬁéﬂ!ﬂﬂl

In Reply, Please Refer to Sacramento, California o,
File No January 17, 1978 no

LR W }

IMPACT THE FREEDOM OF INFORMATIONY: .
PRIVACY ACTS ARE HAVING ON LAW
ENFORCEMENT ACTIVITIES

) The following are examples submitted by Sacramento
Division Agents regarding adverse effects of the Freedom of

Information/Privacy Acts (FOIPA)

An Agent, while conducting an investigation to
identify a child molester at Herlong, California, made
contact with the county librarian regarding the molester
The librarian could have identified the molester by reviewing
her library cards but declined to do so because of the Privacy

Act.

Pacific Telephone and Telegraph, Sacramento, requires
subpoenas for all toll records The Department of Justice has
rules that they will issue no Federal Grand Jury subpoenas for
our Unlawful Flight to Avoid Prosecution classification except
when actively investigating third parties for harboring

. rgj bl

] This individual, being patriotic, wanted to
cooperate but due to his position in the community and extreme

fear that the FBI would reveal his identity because of the
FOIPA, he declined to furnish any information i o
question that he would have been an excellent] <)
252003 A
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TO: DIRECTOR, FBI ( S -~ —
ATTN: rafﬁfgg.and Research U
FOI
FROM: sga; LOS ANGELES (190-255) (1) (P)
(
RE: fmm._

FREEDOM OF INFORMATION -
\ PRIVACY ACTS (FOIPA)

ARE HAVING ON LAW ENFORCEMENT
B ACTIVITIES
S a—

Bureau airtel to Albany and all offices dated
12/18/78. ‘The following examples of recent FOIPA Impact
on FBI operations within the Los Angeles D1v1510n are being
submitted for the Bureau's information:

REDUCTION IN CURRENT INFORMANTS OR POTENTIAL IN-
FORMANTS RESULTING FROM PRESENT FOIPA DISCLOSURE POLICIES. .~

e Ly

Recently two Special Agents of the FBI in Los
Angeles contacted a former criminal informant. During this
contact, the former criminal informant introduced the Special
Agents to a young black man who was a street type person
with limited education and who supposedly had information
regarding an individual believed to be responsible for several
bank robberies with the Los Angeles area. This individual

G —
6 - pureau uAg o /70 3 /37&

2 - Los Angeles

KAJ/sjl

FBI/DOJ

(Time)

(Number)

%

o



(C

gy it

refused to cooperate with the Special Agents because he

was familiar with the provisions of the Freedom of Informa-
tion Act and felt his identity might be disclosed and the
person he was giving information about would learn of his
identity (Thig information is documented in Los Angeles

file

LA 190-255

Recently another Special Agent of the FBI was
1n contact with an individual who had s1glf1cant information
regard1ng a large fraudulent withdrawal ring that was defrauding
banks in several states including banks within the Los Angeles
area. This individual advised that he did not wish to
be developed as an informant and was extremely reluctant
to furnish any assistance because of the FOIPA. The individual
emphasized to the Agent that because of the FOIPA, it was
his opinion that the FBI could no longer protect the identity

of confidential sources. This information is documented
in Los Angeles file

€ _Bm.an.t.mms_a.n.q.elgs.'has had one highly placed
informan terminate his relationship L
b

with the FBI because he believed he could not be assured

of confidentiality. This pjece of information is documented
in Los Angeles fil 'CL)

ision

9
AW

. because these people were aware
of the fact that their coniidentiality might not be able

to be protected by the FBI.r_Baaausn_a£_xhis_in£n;nahinn__
Los Angeles has regquested a

MISCELLANEOUS

During the recent investigation of a theft of
government documents case, the FBI, Los Angeles was supplied
information which indicates that a former Special Agent

N

-2 -

00&%,:&

b7D



LA 190-255

of the FBI, using his knowledge of Bureau operations acgquired
during his employment, has been able to identify informants
from documents released under the FOIPA to a prominent
attorney 1n San Francisco who represents groups which in

the past have been investigated under domestic security
captions.
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TO: DIRECTOR, FBI (190-3) NP
’ (ATTN- TRAINING AND RESEARCH UNIT,
FOIPA BRANCH, ROOM 6280) 0

(

PHOENIX (190-1) (P)

SUBJECT - IMEACT—THE FREEDOM OF INFORMATION-
PRIVACY ACTS ARE HAVING ON_LAW
ENFORCEMENT ACTIVITIES

—

_—,

Re Director airtel to Albany, dated 12/18/78.

An example of a source's reluctance to cooperate :;//

. ix s

Cczl; i | bl
!( The source, in later contact, expressed

reluctance to rurni additional information because of the

possibility of source's 1dentity being exposed due to the

FOIPA,

Recently, SA of the Phoenix Division attempted to
obtain records from a local motel and was initially refused
access to the records, the clerk expressing fear of release
due to FOIPA, however, after some persuas:l7 the 1nforma.t10n

sought was made available 'EX~ ] I RECALS ..3 — /3

‘,gﬂ Ier‘q -y A K

N AN 17 1979
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DOCUMENT » 3/ -

t TED STATLS DLPARTMLENT JLSTICE

FEDERAL BUREAU OF INVE® /IGATION
New York, New York .

In Reply, Please Refer co February 14, 1979
File No

ALLINEORMATION CONTRINED
R0 oY
WHERE SHOWN QTHIRV SE. N

g
Q
-4
L)

Genersl Accounting Office (GAO)
Study to Evaluate the Impact the
Ireedom of Information Act/Privacy
Act are Having on Law Enforcement
Activities (FOIPA) Matter

SE QRET

1) Information Exchange Between Federal, State ahd Local
Law Enforcement.

No additional examples availabe. (U)

2) Law Enforcement Personnel's Ability to Obtain Information
From the General Public. .

i

bl

JCE/

<’;‘O\—‘H'O"V

@ 9-25- 2003 ol o, 3O

CLASSIFIED BY: Y qg,-4 —

% o e . REASON' 0185 %9" /5 5’
X4 |

This information is provided on an informal confidential basis
without customer authorization, administrative or judicial
subpoena or search warrant. ‘Liq

Subsequent to enactment of FOIPA legislation, the
financial institutions have become increasingly concerned that
any public disclosure of the aforementioned confidential relation-
ship with the FBI could cause them loss of confidence and business
in the international business community, as well as the possibility
of becoming involved in an "international incident" that could
impact on their ability to maintain and operate facilities abroad.‘)?

Py s EXAE T :

BXT 3. Sfdd Classified by /1308
>4 Exempt from @QDS, Category 263
Date of Declggsification
Januakpy 15, 1999

‘©R PYCERT

Declassify on:

:.N’éo€>

P!
W3

DECLASSIFY CN.
©3-R0763
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General Accounting Office Study
to Evaluate the Impact the Freedom of
Informaticn Act/Privacy Act are Having
on Law Enforcement Activities (FOIPA) Matter
SEQRET

Many New York financial institutions, in applying thé Uhited
States Supreme Court decision (United States v. Miller) con-
cerning the manner in which banks maintain the confidentiality

of customer records, have recently sought and have been granted
formal wr@tten requests signed by either the Director or Assistant

(ADIC), New York,| - &) b1
Title XI, Right to Financial Privacy Act of
» was signed into law nn_Nnxﬁmhen_ln‘_lﬂlﬁ_and_hesgmﬁﬁ_1

£ M 0, 1979,

R
<)
While it is impossible to document the total impact

these laws have had on overall investigative effectiveness, theve
has been a recent noticeable reluctance by the banks to furnish
financial information in FBI investigations. Legal Departments
of several New York banks are studying their disclosure procedures
and it is the opinion of the NY0 that financial information wil
become increasingly difficult, if not impossible to obtain. ;q%(h

3) Reduction In Current Information or Potential Informants
Resulting From Present FOIPA Disclosure Policies.

No additional examples available.

SECRET
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SEC T



DOCUMENT # 32

UNITED STATES DEPA'R5 Tim OF JUSTICE

FEDERAL BUREAU OF INVESTIGATION ,
Los Angeles, California

~ . "
N s February 15, 1979 . 4
Q .
o
Q IMPACT THE FREEDOM OF INFORMATTON - PRIVACY ACTS
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES
Ei% The following examples have occurred within the

o Los Angeles Division of the FBI and Indicate an adverse

:e impact upon the investigative operations of the Los Angeles
S A“ Davaision by the Freedom of Information Act (FOIA) and the
) Privacy Act of 1974 (PA). _

b4 I. INFORMATION EXCHANGE BETWEEN FEDERAL,
3 STATE AND LOCAL LAW ENFORCEMENT AGENCIES
\]
n
o

During the investigation of an applicant for
Executive pardon and clemency, the Los Angeles Division
db requested the Phoenix Division to contact the United States
Probation Office in Phoenix to obtain the necessary file
numbers so that Los Angeles could retrieve the applicant’'s
probatlon records which were stored at the Federal Records
Center, Laguna Niguel, Caliaifornia. Phoenix telephonically
advised the Chief Probation Officer in the Phoenix area
[) has refused to authorize the FBI to review the applicant’'s
éé%jj” file at Laguna Niguel and would not make the necessary
» telephone call to appropriate personnel of the Federal
7+ Records Center so that a review could be conducted. The
Chaief Probation Officer further advised he would only
release information regarding the applicant to the FBI
if his office first reviewed the applicant's file. Chief
Probation Office advised this was due to the FOIPA.
(Los Angeles file 73-2422)

)
o0 IV. MISCELLANEOUS
-~

The following example, while not speciflically dealing
with the FOIPA, indicates general difficulty the Los Angeles
A Division 1s having in obtaining information due to problems
-4 of protecting the confidentiality of information suppliled
L to the Los Angeles Division.

-1 -

This document contains neither recommendations nor conclusilons
of the FBI. It 1s the property of the FBI and is loaned to
your agency; 1t and 1its contents are not to be distributed

outslde@@ﬂﬁﬁw%{ odm /579




~ CONPoENTIY

IMPACT THE FREEDOM OF INFORMATION - PRIVACY ACTS
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES

Recently, an established source of the Los Angeles
Division was approached regarding information the source
might have concerning a revolutionary group based 1n
Los Angeles with foreign ties. The source expressed reluctance
to offer information clting newspaper articles about the

FBI being ordered by a judge t i the identity of its bl
informants. (Los Angeles file @;}

SORDALDAS
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TRANSMIT VIA PRECEDENCE CLASSIFICATION i

(] Teletype [ Immediate (] TOP SECFEET :

[] Facsimile (1 Priority (] SECRET :

Airtel |

| ] Routne (] CONFIDENTIAL H

{JUNCLASEFTO !

R 60?€V7A)L§é3909k¥vw~/ '

& g - - [CJ UNCLAS |

~ 9252003 .. " i
- 03-R0263 ____ _________________ Date 321 —— .

- CONPEPPNTITY, -
TO : DIRECTOR, FBI (190-3)

ATTN: ROOM 6280, TRAINING AND RESEARCH UNIT,
FOIPA BRANCH, RECORDS MANAGEMENT SECTION AND
INTELLIGENCE DIVISION, CI-1 SECTION

FROM: s/gg, PORTLAND (190-1) (P)
|57

SUBJECT: GENERAL ACCOUNTING OFFICE (GAO)
STUDY TO EVALUATE THE IMPACT

OF THE FREEDOM OF INFORMATION ACT ARG NG
(FOIPA) AND PRIVACY ACT (PA) ON e~ L1
LAW ENFORCEMENT ACTIVITIES;, , -

\ FOIPA MATTER HEREIN |
LU

1

Re Bureau airtel to Albany, 6/16/78. /

Enclosed for the Bureau are six copies of an LHM
dealing with the[gommunist Party USA (CPUSA) members' requests

for files under the FOIPA_.]

The dateline on the enclosed LHM is shoyn as
wWashington, D.C. to afford additional, protection jfto the asset,

Portland 426-OA, PD file- W Jo -5 &1
: [ e I

WWﬂ»‘bZ .
‘ - CONPEDRNIIAT — o

L,\J&‘q?‘vb'?D DATS OF .. £ 55

SRR Ad Classified and Extended\py 4301 W 213 00
2 Reason for Extension FCMM II, 1-2.4.2 (2)(3)

2\® Date for Review fqr Declassification 3/1/99

wmrauta—_
9

t -
5 -c;..w'“l""ﬁ'FX"’;‘_’;/z% el /Lé”l\{ -
23 ’

2 - Bureau (Enc.” 6

2 -@;thffff fl - 19F-j.) s,
- ] e, - . : p—ty  BOTBTION
EOI: - ~:-‘- T '_— ) 56«_/5‘ .
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Approved: NGB M Transmitted Per
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DUCUmENT # 39

UNITED STATES DEPARTMENT OF JUSTICE

FEDERAL BUREAU OF INVESTIGATION

In Reply, Please Refer to Washington, D.C.

File No
March 1, 1979

- CONPEBENTIR® ~

GENERAL ACCOUNTING OFFICE (GAQO) STUDY TO
EVALUATE THE IMPACT OF THE
FREEDOM OF INFORMATION ACT (FOIPA) AND
PRIVACY ACT (PA) ON
LAW ENFORCEMENT ACTIVITIES;
FREEDOM OF INFORMATION AND PRIVACY ACT MATTER

facoy-£0
=

- —

"‘”@/wté/Sw {9t ~‘5 :

On February 22, 1979, a confidential source, of
known high reliability, advised that at a state-wide meeting
of a state organization of the Communist Party USA (CPUSA),
held during the fall-winter of 1978-1979, an announcement
was made by a long-time established Communist Party (CP)
leader, encouraging all CP members to request their files
from the FBI. This leader further stated that the request
for their files by CP members was creating a real problem for
the FBI and that all members should make this request 1f
possible. Another member announced to the group that he
had recently made such a request for his file from the FBI.
Other members of this group have also made requests for

their files from the FBI.h‘;{;J

The praime motivating force within this CP state

organization to have the membership make requests for
their files 1s a party member and a local practicing attorney.éﬁﬂ?&)

Spdinm g _ -
. TR - SeNPIPENGIAE - — T
DATE OF RT'.™ é~:i;_§ﬁ_ _ - \\\“a:
Cmpualsc # f3t3\bcClassified and Extended by 4301
Reason for Extension}AFCIM II, 1-2.4.2 (2)(3)
for Review for classification March 1, 1999

AN )

o

2 _
”
Sources whose 1dentities are concealed hereain

ave furnished reliable information in the past
except where otherwise noted.

\

This document contains neither recommendations nor conclusions
of the FBI. It is the property of the FBI and is loaned to
your agency; 1t and its con7pnts are not to be distributed

outside your agency. 7‘&.‘3 - /7&
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TRANSMIT VIA PRECEDENCE CLASSIFICATION - ll

[ Teletype . [] Immediate |:| TOP SECRET :

(1 Faceimile | Pnon CRET E
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l;’ A TR Date 3/19/79 :
"—__"—"—"__--"_"-.__‘-("C." __________________________________

TO: DIRECTOR, FBI (190-3)

ATTENTION: TRAINING AND RESEARCH
UNIT, FOIPA, ROOM 6280

FROM: SAC, DALLAS (66-1751) ——
NN

SO
MPACT.THE FREEDOM OF INFORMATION - e
12 ) PRIVACY ACTS ARE HAVING ON LAW ENFORCEMENT
“roits ilimighins

ACTIVITI ES
BUDED 3719779

Re Bureau airtel to Albany dated 12/18/78.

~

}\\\

Enclosed for the Bureau are original and four copies
of a letterhead memorandum dated and captioned as above.

The source of the cited examples are:

bl l.Lﬁ J'Q)

2.,

f

b7C
CIVIL RIGHTS

00: DALLAS

DL 44-7575 Vs
[ 4
3. UNSUB; THEFT OF 28 RIFLES FROM dﬂj R

DAL WORTH SHIPPERS ASSOCIATION‘,,:’J i 9\

DALLAS, TEXAS
TFIS J J,,Q«
00: DALLAS (15-12490) R

ol ____
#A’ ogSMZos ANGELES EY?IZ ? /7\0"@?) Ozé/z

15

D240k
©3-R02¢3 o

REASON:
DECLASSIFY ON

) %, 51‘4 26 52063 REC- 120

(3= Bureau (Enc. 5)“’ . 1F (AT %“77

2- Dallas {(1- 66-1751)

UHS/wvm o
(2} : 'l'
CONROENTIAL o s,
v Tra tt
7-? PR ransmitted (Number) (Time) FPer
GPO 1§77 O - 225.539
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UNITED STATES DEPARTMENT OF JUSTICE

! -
FEDERAL BUREAU OF INVESTIGATION ,.rgz_ ’ 'Pj"l'
SEN
In Reply, Please Refer to Dallas, Texas '“"’"{?!
File No MarCh 19, 1979 L. o T ¥ |
s, 2 I
IMPACT THE FREEDOM OF INFORMATION -
PRIVACY ACTS ARE HAVING ON LAW
ENFORCEMENT ACTIVITIES
,
Reduction 1in Current Informants or Potential gnwmﬁﬂy»—
Informants Resulting from Present FOIPA g
Disclosure Policies
1. ]
C Dy

SOMTIOy

eF'CAN

o

z ’73 191%

&)

4‘\

) %oy /90 -7 = 27
e

advised that he dad not desire to continue contact with any
representative of the FBI orx to furnish information, because
of fears that his assistance might become known. The source
stated that his concern was due to various media articles
relating to actual or potential disclosure of information
furnished confidentially to law enforcement agencies,
resulting from 1mplementatlon of the Freedom of Information
and Privacy Acts.

Information Exchange Between Federal, State,
and Local Law Enforcement Agencies

l. Permission was denied to interview several
police officers concerning a civil raights investigation of
a suburban Dallas, Texas police department by an assistant
city attorney, who represented the officers, citing the Freedom
of Information and Privacy Acts as possibly revealing state-
ments which could be used against the city in any future
civil suat.

=i
V10

I

Law Enforcement Personnel's Ability to Obtain
Information from General Public

-
Ol
A

v-£9Q
<030

2N
??g? MR RNt

H -
a0

iy

1. cConfidential source information reflected that
an employee of a large photographic company in pallas, Texas

£9¢9
RN

*

This document contains neither recommendations nor
conclusions of the FBI. It 1s the property of the FBI
and is loaned to your agency: it and its contents are
not to be distributed outside your agency.

.
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IHPACT THE EREEDON OF INFORIATION- CONH?{NT!AL

ENFORCEMENT ACTIVITIES

was going to purchase stolen rifles as a gift for her
husband. Efforts to locate the home address of the employee

were negative.

Attempts to obtain the address of the employee
from the personnel department of her company were delayed
because of fear the company might be sued for releasing
such information, citing non-specific privacy legislation.
The company required a subpoena to be issued to obtain the
information.

2. An apartment manager in Dallas, Texas, would
not furnish central records concerning a criminal suspect
citing general pravacy legislation. The apartment manager
would not furnish the records without a subpoena.

-~ 2% -
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- are being set forth which file numbers correspond in sequence
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£TL iXTGRKATION CONTAINED [(JEFTO
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Y M0 T UL SIHOAN
OPLEALSR Date 4/11/79
TO: DIRECTOR, FBI (190-3)

(ATTN: Training and Research Unit,
FOIPA Ranch, Room 6280)

FROM: SAC, LOS ANGELES (190-255) (1) (P)
’}" 3

RE: ;?, AC T e ' -

_ THE FREEDOM OF INFORMATION - /

PRIVACY ACTS ARE HAVING QN ~

/ N\
LAW E VITIES h
BUDED 4/19/79 - i
/—-’ (l

5,

Re Bureau airtel to Albany and all offices d\at.ed/"
12/18/78.

Enclosed for the Bureau are three copies of an
LHM captioned as above and setting forth examples of impact
which have recently occurred within the Los Angeles Division

of the FBI.

For purposes of retrieving the location of the
examples submitted at a later date the following file numbers

to the examples in the LHM in the order in which they appear:

iy, TAR Umid,

(Number) (Time) FB1/DOJ



a 150-255 ., CONFIDENTAL

A
LJ@S Angeles fiém‘laufilemcj bl

s Angeles fi
Los Angeles file 196-171, Bufile 87-140341

Los Angeles will continue to follow and report
examples of impact in this area on a monthly basis.’

- 2% -
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CQNB(DENT[AL DOCUMENT # 37

UNITED STATES DE‘PKRTMENT OF JUSTICE

FEDERAL BUREAU OF INVESTIGATION

In Reply, Please Refer 10 Los Angeles, California

File No

S/ BAtflsm

60247 pt

.25 3003

[atak1] *

cd

.G

) j
"{ . :"! (,_L.....W

April 11, 1979

IMPACT . e

THE FREEDOM OF INFORMATION - Cot
PRIVACY ACTS ARE HAVING ON
LAW ENFORCEMENT ACTIVITIES

INFORMATION EXCHANGE AMONG FEDERAL, STATE AND
LOCAL LAW ENFORCEMENT AGENCIES

Citing both the disclosure provisions of the Free-
dom of Information - Privacy Acts and the possible disclosure
of information via Judicial Order, the Los Angeles Police </ bl

Department has recently refused t.;:...‘i.1.11;2n.‘i.::_.1;hsa_EBI..._J;.szﬁ._Ans;ﬁJ.saﬁ__.I
{th the identit e ib

ﬂbeing éonaucted

jointly by Los Angeles Police Department (LAPD) and the
FBI because LAPD feared the FBI could not guarantee the
source's anomymity.

In August, 1978, Los Angeles Division of the FBI
requested the Boston Division of the FBI to obtain informa-
tion from the Food and Drug Administration (FDA) regarding
the failure and subsequent recall of a certain mechanical
item utilized in open heart surgery. On or about March 8,
1979, the FDA advised the Boston Division of the FBI by
letter that they were prohibited by law and regulations
from disclosing certain information to persons outside of
the Department of Health, Education and Welfare (HEW).

The information which was provided by the FDA contained
numerous deletions which according to the letter "In the
opinion of the FDA, the information deleted need not be
furnished to you under the Freedom of Information Act and

This document contains neither recommendations nor conclusions
of the FBI. It is the property of the FBI and is loaned

to your agency; it and its contents are not to be distributed
outside your agency.



IMPACT
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T RSO OF SUEmTIc: CONFDENTIAL

LAW ENFORCEMENT ACTIVITIES

is not covered by your request". Because the Boston Division
of the FBI was forced to obtain the FDA material via a Freedom
of Information Act request, a long delay occurred in obtaining
the information. The original request was made by the Boston
FBI sometime in August or September, 1978 and was not released
by FDA until March, 1979. The investigative matter being
worked by Los Angeles involves the alleged counterfeiting

of large quantities of high reliability integrated circuits
utilized in sophisticated life support systems and medical
equipment. One recent death has already been attributed

to the failure of a counterfeit part contained in a mechanical
device which failed during open heart surgery. The investiga-
tion is of a high priority nature and was delayed because

of the time lapse in obtaining the information from FDA.

In addition, the information deleated in the material finally
supplied by FDA is considered to be critical to the prusuit

of the investigation of this matter.

LAW ENFORCEMENT PERSONNEL'S ABILITY TO OBTAIN
INFORMATION FROM THE GENERAL PUBLIC

During a recent investigation an individual who
was interviewed by the Los Angeles FBI initially refused
‘to supply information concerning the subject of the informa-
tion because he felt his identity could not be protected
under the Freedom of Information Act. After the individual
received assurances that his statement would not be made
available to the subject under a Freedom of Information
Act request, the individual finally submitted to interview.
The individual stated had he not received such assurance,
he would have refused to cooperate with the FBI inasmuch
as he feared revenge and retribution by the subject such
the subject become aware of his cooperation with the FBI.

- 2% -
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— DOCUMENS # .33

UNITED STATES DEPARTMENT OF JUSTICE

FEDERAL BUREAU OF INVESTIGATION

In Reply, Please Refer to St. Louis, Missouri
Fike No April 17, 1979 CON%ENZ_/
HAL

§ ‘ IMPACT THE FREEDOM OF
INFORMATION -
} PRIVACY ACTS ARE HAVING
$ ON LAW ENFORCEMENT .
ACTIVITIES

ST. LOUIS DIVISION - 2

S - In March, 1979, a Speca
gds’. Bureau of Investigation contacted ya )
N < r: bl
2
E%t, o The individual stated that he was reluctant
& .\ﬁ O assis e Federal Bureau of Investigation because the
e 4L‘organlzatlon had, 1n the past, released information and
‘ﬂgstt';: names to the public. The individual was asked by the i1nter-
o ;ujuiﬂ‘v1ew1ng Special Agent 1f he was referring to the "Freedom
OO 5¢ Information Act," and this individual replied in the

affirmataive.

This 1interviewee advised that he wag _extremely
concerned 1n this particular instance because

<

(e
The interviewing Agent explained several of the

"exemptions' to this individual assuring him that his 1dentity

could be protected, and the interviewee advised that based

solely on this assurance, he would provide the information

requested 1f 1t came to his attention. The interviewee

gave the definite indication that he would not have agreed

to cooperate if his identity could be known through the

Freedom of Information Act.

—

This document contains neither recommendatlons fioT conclusions
of the FBI. It 1s the property of the FBI and i1s loaned to your
agency, 1t and 1ts contents are not to be distributed outside

your agency. /qo —3.‘ sz /78
g‘ CONHWVTIAL
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DIRECTOR, ¥FBI (190-3)
ATTIN: RECORDS MANAGEMENT DIVISION,
TRAINING AND RESEARCH UNIT, ROOM 6280

FROM: SAC, WFO (190-1 Sub G)
C/ Y -

IMPACT THE FREEDOM OF INFORMATION -
“PRIVACY ACTS ARE “HAVING ON

ENFORCEMENT ACTIVITIES

npatm e i,

ReBuairtel, 3/20/79.

Enclosed are original and two coples of LHM dated

and captioned as above. b1

The interview was conducted in the investigation

WFO flle:F/) o

SERRET

Classified and Extended by 42
Reaso¥ for Ext ion: FCIM, II, 1-2.4.2 (3)
Date Rev% Declassification: 4&4/19/99

, B ez

- . A8
- Sgcr)eau (Enc. 3) 7 ql*‘l’z“"

EAW:mkg pec op en .
(3 gol 24 AP" g 1979

/ o Erssren o Wﬁw

NN REASON" 75
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DOCUMENT # 40

UNITED STATLS DLPARTMENT OF JUSTICE

FEDERAL BUREAU OF INVESTIGATION

In Reply, Please Refer to Washington, D. C. 20535 bl

Fule No

April 19, 1979

IMPACT THE FREEDOM OF INFORMATION -
P<IVACY ACTS ARE HAVING ON .
LAV ENFORCEMENT ACTIVITIES

PxOBLEMS WITH CULRaNT INSFORMANTS
0.. POTENTIAL INFOSMaNTS

Clim !

{ As the employee tas

deliberating, the controlling factor became the employee's
concern that 20 or 30 years from now information furnished
by the employee would be made public, thereby identifying
the employee as has happened to other persons in recent
times, The employee was not concerned with vhich release
mechanism would cause this to come about, but the fear that
it could happen caused the employee to decide not to
cooperate. Special Agents plan to interview the employee
again in a few veeks, but at the very least the FBI has
been deprived of the invaluable information for several
weeks until such time as the employee decides to cooperate.

This document contains neither Gy ©F
recommendations nor conclusions W5 ey
of the FBT. It is the property % S ;’;813

of the FBI and is loane? to your O .
agency; it and its contents are S g;
not to be distributed outside B =R
of your agency. # .
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FD-36 (tev 5-22.78) ‘DOCUMENT # 4/

; . i . T8I
TRANSMI PRECEDENCE CLASSIFICATION - .
[ Teletype ] Immediate {1 TOP SECRET -
[ Facsimile ] Priority et (1 SECRET

X —AIRTEL O Rourne‘ 777 .. O CONFIDENTIAL
[JUNCLAS EF T O
(] UNCLAS

bl

4/17/79

ITO- DIRECTOR, FBI
(ATTN: TRAINING & RESEARCH UNIT, FOIPA BRANCH,

/ _ ROOM 6280)
/
[ FROM. . CHICAGO (190-0-Sub B)
LTT IH‘"\M L I_lul\. ('u’,‘l

IMPACT THE FREEDOM OF INFORMATION- DI st w4
PRIVACY ACTS ARE HAVING QN LAW Fo 1 " 0000 Shiudl
ENFORCEMENT ACTIVITIES U1 ARKWT 58

———— P |

Re Bureau airtel to Albany and all offices dated
3/20/79.

Enclosed herewith for the Bureau are five (5) copies
of a LHM captioned as above.

Chicago will follow and report all instances of
FOIPA interference in FBI investigations. For certification as

to the identity of the asset mentioned in part trnnn-nnna-tTo
f the enclqgsure, the Bureau may refer to Bufile

o ?j c2) L
(]

For?t?
»
&)~ Bureau (Enc. Sywt7 . &
1 - Chicago
RAF /daw REQIZj : -‘:%Z-
(3) B .
“ 5 ,

-2§~ -
oE\SSED BY 00262 psBAten/Conm. IR
REASON' 15 ( €) -
Dggl;AESIFY oNX Lo :.15-7‘:,:.:,7:, ‘36;,»-

0763 //
2L a

Approved Transmitted Per
(Number) (T1me)




CONElﬁENTIAL DOCUMENT # _4 &

i Y
O R im0
WO PR
UNITLD STATLS DLPARTMLENT OF JUSTICE 01. L& Z_':a
I
3~ 8
FLDERAL BURI AU OF INVISTIGATLON E\" r%:, ""’
1 Reoly. Please R Chicago, Illinois | O I
v eplys Please Refer to April 17, 1973 . &)
0
.
00
Tik IMPACT THE FREEDOM OF INFORMATION T‘__As
ACT AND PRIVACY ACT ARE HAVING ON | ~J
LAW oNFORCEMENT ACTIVITIES ! ht
Reference 1s being made to Bureau airtel dated :
March 20, 1979, requesting field office response to captioned
matter.

The following information 1s being set out inasmuch
as it exemplifies the effects of Freedom of Information-
Privacy Acts (FOIPA) legislation upon investigative efforts of
law enforcement personnel within the Chicago Division.

. 1. Information exchange between Federal, state
VA v 2“ and local law enforcement agencies:
Soow e M Many examples have been cited whereby officials
a.w » of the Veterans Administration (VA) have refused to provide
background information concerning VA ‘employees, many of whom
have past criminal records. The VA bases their refusal on
the Privacy Act as interpreted by their legal counsel.

In addition and as an extension of the above
policy, a former police official at Lakeside VA Hospital,
Chicago, who requests that his identity be protected, advised
the FBI that he became aware of a knifing incident in which
the victim came to the VA Uospital for care. Although this
incident occurred off VA property, this official was told that
notification to the Chicago PD was forbidden in such instances
and he was forced to report the incident by an anonymodis
telephone call.

No specific ¥BI case number is available for
citation regarding above.

This document contains neither recommendations nor
conclusions of the FBI. It is the property of the FBI
and is loaned to your agency; it and i1ts contents are
not to be distributed outside your agency.

CONNGENT 70-3 T O
L

~

s U

FB8i/D0J



CONPHENTIAL L

F)

2. Law Lnforcemgnt personnel's ability to obtain

lnformatlon from th~ qfnwral nubllc-

In an ainv. stication =rtitl-.a *...DAPLI, U.S.
Jistrict Juda .0orta ro District of Illincis (1IDI), Chacago,
Illaa0au  (CG 77-22313), a nigh-ranking law :nforcemsznt
officral of th- Statz of Illinois who 1s also a formzr
Ac-nt of thi- FBI d:iclinsd to comm=nt on a ralative of the
aprlicant, =xXnressirq conc:zrn that this d:rocatory information
could lat:r b= naax available to family membsrs undsr the FoSIPI..

Sp-c1al

3 RN:duction in curront informants or potentizl

Qs
lFfbfﬁénts‘}Féultlnd"'?fBﬁ‘bf'EéﬁE"FQlRA

disclosure policies:

1

(< O ———

| !’howsver, th= Iollowling ex=zmplliIiss the contusion
T FUIPA provisions have caused in th: minds of som= of our

most valuabls ass-ts.

) |

The asset dzclincd to furnisn chis

=videhcz to the FBIL F?‘%L contacting hlm, stating that his
hzsitancy 1s bas=d on his fear of being “"compromised via thsz
Freedom of Information Act". The asset later offered to cut
out the faces of th: individuals und.r invzstigation in an
zffort to b= of assistancs but at th: sams timz to protect

girs:1f from an FOIA rzleasc.
4., Jlsccllanmous

- -

Nons submittzd.

2%

bl




DOCUMENT # 43

UNITED STATES DEPARTMENT OF JUSTICE

]
FEDERAL BUREAU OF INVESTIGATION

New York, New York

In Reply, Please Refer to
In Reply SHERET
General Accounting Office (GAO)
Study to Evaluate the Impact the
Freedom of Information/Privacy
Act are Having on Law Enforcement
Activities (FOIPA) Matter
1) Information Exchange Between Federal, State and
Local Law Enforcement. bl
No additional examples available. (U)
2) Law Enforcement Personnel's Ability to Obtain
Information From the General Public.
7|
f‘t"H
1
M
o =
Pl X P,
L o
3 &
\ _u__%cntc (s)
§22 3 SE#RET
s 2 5O
= pidem- et C & EJO169
3ﬂ9.77' . Reaso 2 and 3
13 213060 DRD: 15/99




GAO Study to Evaluate N AT
the Impact the Freedom of e
Information/Privacy Act are
Having on Law Enforcement Activities
(c)
(C)

3) Reduction In Current Information or Potential

Informants Resulting From Present FOIPA Disclosure

Policies.

No additional examples available.

bl



FD-3b (Rev 7-27-76) "o DOCUMENT # _f/i‘/ [1;!1',,

FBI
Dep AL Adm

. TRANSMIT VIA PRECEDENCE CLASSIFICATION b D5P AD Iy ——
(] Teletype [] Immed:ate TOP SECRET : Aémo'éenr:;“‘
] Facsimile [ Priority GQWB{T ECRET : fJ;f:‘ 'nv:
&J Arrtel ] Routine ] CONFIDENTIAL P —

: Laborafory B

(JEFTO ”;:ealro,,,-%—_
1, et TRy an & ine — el

AT e e

o L 4/16/70 LTor Sprvs <~ -

¥ ‘..‘ ','. o, sHowN Date l‘l'Tt: ‘o

———————————————— ﬂewmsﬂ--—-—-—---,—-—-—---—-----T::.,,,;::;;":f:&
TO: DIRECTOR, FBI (190-3) J Director's Sacty T

ATTENTION: TRAINING AND RESEARCH UNIT,
IPA BRANCH, ROOM 6280)

FROM' SAN ANTONIO (190-~00)

SUBJECT: CT THE FREEDOM OF INFORMATION - \ |
PRIVACY ACTS ARE HAVING ON LAW . -
ENFORCEMENT ACTIVITIES

Re Bureau airtel to Albany dated 12/18/78.

Enclosed for the Bureau are five copies of an

LHM setting for§h the only known example of an adverse
impact of the Freedom of Information/Privacy Acts within

the San Antohio Division for the past month.

ADMINISTRATIVE

The exa e set forth in the enclosed LHM concerns
a case entitled, bl
— .....11

& Rer B BVW%V Coommnr

REASON 15 { C)
DECLAS iFY N, X
03- 63

(\é;bureau (Enc. E

l-San Antonio
BRG: rngx:-/
(3) (ot 1* apnl |
' A [BRAEEY 1 1

Transmitted

Per

Approved
(Numbel:) (T'1me)

——— -—— - e




CONBRGEETIAL pocumenT # 45~ -

UNITED STATES DEPARTMENT OF JUSTICE

FEDERAL BUREAU OF INVESTIGATION
San Antonio, Texas

In Reply, Please Refer t»
Fue No

Anril 16 1970 s

»
v

IMPACT TIIF FRFFDOM OF INFORMATION -
PRIVACY ACTS ARE HAVING ON LAW
ENFORCEMENT ACTIVITIFS

In early March, 1979, information was received

an_af _the FRT +hat_hha_snbiect___1

J

bl

-

refused tg}

daivulge any information concerning the subject because
of their belief that such disclosure, without the consent
of the subject, would violate the provisions of the Privacy

Act of 1974.

82572003 | 262 neyBAW Comm
: C
T

o

63-R0763

CONBAENTIAL
70— 3— 32

This document conéggns neither recommendations
nor conclusions of the FBI. It is the property of the
FBI and is loaned to your agency; it and i1ts contents
are not to be distributed outside your agency.

1RHCLGS U




FD-36 (Rev 3-24-77) 3 ) ‘
re1 DOCUMENT # 46 _

1
1
|
TRANSMIT VIA PRECEDENCH? CLASSIFICATION- i
[ Teletype (] Immedaate P OP SECRET :
[] Facsimile [] Prrority ECRET }
X1 Airtel [C] Routine 1 CONFIDENTIAL :'
[(JEFTO !
ALL INFORNATION COFTKINED (2 CLEAR )
HEREIN TS \WCLASSLKTED Date _ 4/24/79 |'
—————————— -Eh—cﬁﬁ-w'-ﬂ’«‘ﬁi-smﬂm——-—--—--—...———-——————-——— -
0 HERFISE
ATTN: TRAINING & RESEARCH UNIT ’
TO ¢ DIRECTOR, FBI FOIPA BRANCH, ROOM 6280
. g/” FROM : SAC, MILWAUKEE (190-42)-P
s ﬁéﬂ, vy
SUBJECT : I HE FREEDOM OF INFORMATION -
AENV PRIVACY ACTS ARE HAVING ON LAW
0:\. ENFORCEMENT ACTIVITIES -

P

Ry .
\9) e Bureau airtel to Albany, 12/18/78 and 3/20/79.

\"]

0\&55“‘ \ The following information was recently brought to L
Jas 0" the attention of the F or, Milwaukee Division, ﬁ g
ve regarding two separate which are presently
being operated by a MilwanKee Agent:(&)

shed reliable
ent that

o has fu
information In the past, expressed concern to hqe
the Agent might not be able to protect his (sougce)s) identity,
and the information he has furnished to the FBI. e source
desired assurance that all possible steps to protect his
identity and information furnished would be taken to prevent
disclosure through the FOIPA requests made fo the FBI.

= O
Likewise source who has

provided information a reliable naturé, stated that he was
worried about his contact with and the information he has
furnished to the FBI becoming public knowledge through the

FOIPA requests made to the N o0-118 70 .‘3 ..._3 QS

The above two%xamples are only at the present
time concems of the two Milwaukee sources, however, due to

2,
R VA

'y “
L=
o 8 the impact of the FOIPA, this may have an effect upon the ;
1 M lim{t tions of the information they will furnish in the future.
= “\D - TV §
Q-B au (RM) Jm"fkn' |W' Cacm— e
1~Milwaukee : |6¢ &M \4|7‘ v 7
GAP:sbl ¢o\ ph aY 1979
(4) |
Coy
Q. \ v
Approved Tra\nsnutted l Perﬂtéﬁ'

53 MAY 1 6 1979 (Number), {Time) FBi/DOY



FD-36 (Rev. 5-22-78) 1CN I t
CONFISENTIAL ,,,  DOCUMENT # 42
TRANSMIT VIA PRECEDENCE CLASSIFICATION- E
[J Teletype ] Immedate [] TOP SECRET !
[] Facsimile [ Priority (1 SECRET :
%% ] Routine ] CONFIDENTIAL !
CLASSIFIED 2 0026 ) AXYBANGAM_ ~ CIUNCLASEFTO |
REASC ' ° (al (1 UNCLAS '
DECLASS‘;‘Z&&. ./ Date ___5/17/79 ]|'
TO: DIRECTOR, FBI (190-3) (ATTN: TRAINING AND RESEARCH UNIT-
FOIPA BRANCH, ROOM 6280)
ROM: SAC, BOSTON l()190-168) (P)
§£ECT: d%ﬁ%kwnom OF INFORMATION -
| . PRIVACY ACTS ARE HAVING ON
v  LAW ENFORCEMENT ACTIVITIES
&m [ . - .
) e i

Re Bureau airtel, 12/18/78.

Y

was advised by
that instructions had been issued by the General

& ounsel of the Sheraton Corp. to the effect tha ruest o
| ©  registration data is to be furnished to the FBI, [ or
L ‘5 any other Federal agency without a subpoena as a result
~“HA of the threat of disclosure osed by the Freedom of
Information - Privacy Acts.Qé&@Q
SA pointed out t that the
individuals in question are neither U.S. citizens nor

permanent resident aliens, but only temporary visitors

of interest to the FBI,

The information desired was merely

&

verification of registration.
respectfully declined to £
by their General Counsel.

- Bureau

d )
REC.69

—] however,
ish any data as instructed

70 -~7—3 38

&’
7 MAY—%ﬁG?Q &,

amens SN Sy

-




F1-36 (Rev. 5-22-78)

eo: DOCUMENT P48

|
|
<. i
'I‘R}NSMI'\I‘ VIA PRECEDENCE.A . .  CLASSIFICATION ) .
[ Teletype (] Immediate [ TOP SECRET i
] Facsimile [] Priority {] SECRET i Qc P
n1n1§3qp
(z —AIRIEL [J Routine 60 N (1. CONFIDENTIAL f was 7R
S EFTO ! x.g Q —ag‘
. QLT g
SET THT OB .~cn§;;NED 3 S C 95 &
s - \ysi7F | -
YA & 1 w
F====== acdal SR 3 O TTi?if!Zg___;:L__ﬁi_‘ﬂ”
¢g*. wISB —
TO: DIRECTOR, FBI (190-3)
ATTN: ROOM 6280 =
TRAINING AND RESEARCH UNIT,
RECORDS MANAGEMENT DIVISION
FROM: Cﬁ BOSTON (190-168) (P)

SAC,
=3,
SUBJECT : FREEDOM OF INFORMATION-

PRIVACY ACTS ARE HAVING ON
LAW ENFORCEMENT ACTIVITIES

Re Buairtel 12/18/78 and BS airtel, 5/17/79.

Enclosed for the Bureau are fivd coplies
of an LHM on captioned matter. !

No instances of adverse impact by
FOIPA have been noted in the Boston Division

during the past month,

The enclosed LHM sets forth in LHM form
the example cited by Boston in airtel of 5/17/79,
as requested by the Bureau., This example arose

S
L7 TY JUN 35 1979

T NS ey

) )9““: SURE:

{3 } Bureau (Enc.5) ;\r=pom ooy oo oo "
i wdiegd r..iil-:‘i biosvacitieons oid Lo iy

Boston
RJIC/jcf

FBi/DOJ
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GQNEMENTIALDoc'UMEﬁT r 49

o ¥

MOSYAL
2% |

UNITED STATES ‘' ZPARTMENT OF JUSTICE Qm
! )
FEDERAL BUREAU OF INVESTIGATION (:’ g
W =T
In Reply, Please Refer 1o Boston, Massachusetts <@ g: '.—'J'g
File No g' :&
June 13, 1979 G’
&
IMPACT THE FREEDOM OF INFORMATION=~ -()§s
PRIVACY ACTS ARE HAVING ON LAW § AN
ENFORCEMENT ACTIVITIES (o
‘ -
H

B

Special Agent (SA) of the Boston Office of the
Federal ?u:eau_nf_Inxe3:iga£inn_LEBI)_xuuLJuL;

viged by bicC
that instructions had been 1ssued by the General
Counsel of the Sheraton Corporation to the effect

that no guest registration data is to be furnished b2
to the FBIJ  Jor any other Federal agency without

a subpoena as a result of the threat of disclosure,
imposed by the Freedom of Information-Privacy Acts.g&

e | bl

| E The information desired was merely verirl-

cation of registration.

however, ¢

respectfully declined to furnish any data as

instructed by the General Counsel.aang

/0(

(‘T-Aqs & m. B

This document contains neither ™=
recommendations nor conclusiond of

¢ ghe FBI., It is tro moc ety of ]
the FBI end ia lacred to vour ass:yi
J* amd 1ts contents cre net to be
. ~vi1huted outside your 25ENCYy Z;C? S?

\do-3-

¥
r

ITIIW Trey oy f;{)J?xq 3 A _
no‘}‘E OF - 4"2} . l3
- - - 95
.2/3"6 ;
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FD-36 m:w 5-22-78) DOCUMHﬁ ; S0

FBI :

TRANSMIT VIA PRECEDENCE CLASSIFICATION :
[ Teletype (] Immediate {J TOP SECRET 'l
] Facsimle [3 Priority " [] SECRET E
X -AIRTEL [ Routine ONFIDENTIAL !
COMENMCLAS EFTO :

. Pawote e y r (] UNCLAS |
St wuad Date §/22/79 '}

T T T T T T T T T T T T T T e e e e e e e e e e e e ——

TO: DIRECTOR, FBI (180-3)
(ATTN: ROOM 6280,
TRAINING AND RESEARCH UNIT,

! ’ RECORDS MANAGEMENT DIVISION)

SAC, DETROIT (190~200)
iy

gEHot, s
mﬁm‘rﬁmuu OF INFORMATION -

PRIVACY ACTS ARE HAVING ON_LAW

ENEORCEMENT-ACGTLUITIES

k?l Re Detroit airtel to Bureau, 4/18/78.

A" Z
&

A canvas of all supervisory personnel in the
Detroit Division revealed no other problems in the area
of FOIA/PA during this period.

we, 1ye
% o P
12%”"7%,3 /‘ga%
3

SU
oo RN 21
?g?:afk

- CONFIDENTIAL MATERIAL ATTACHED - ,Egsﬁ
9.14;:,'?‘% ,
CLASSIFIED BY!

6%}}(231979 \ REASON" 15 (€ ) ~ "~
Approved ; Transmitted W




- - : DOCUMEN: # _5/
CONF}QENHAL

UNITED STATES DEPARTMENT OF JUSTICE

FEDERAL BUREAU OF INVESTIGATION

In Reply, Please Refer ta .
Fila No. Detroit, Michigan
May 22, 1979

Re: Imgact the Freedom of Information -
Privacy Acts are having on Law
Enforcement Activities

Problems with Current Informants
or Potential Informants

)

[y

(]
I !recontacted the
Agent an € assist the

FBI because he felt that his identity mlght eventually be

revealed under the Freedom of I H ated(:
that he believes that the FBI's are (&/
valid and necessary, but does not want to risk possible
repercussions that would result if his assistance to the

FBI became public knowledge.CQO i

I
r_'l—_ﬂc)
. 70 5

CLASS g ¥PvT v SPowio. .
RIpSmow »or ’ 2 ;F"\'
DATE O } &~ 22 —9¢

oupgeNTAL ©

FnPRT

l_""
{ —
L. 2-3 ML M
Dt ey .. 5/22/987°

ot Am;ﬁ‘i ge ﬁﬂ“ﬂﬂ—‘m } qolg’ q(}\g

1""&“! ) l ( ,
DL 'n wiv XL
ke
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© ¥ tRov. 52379 ' DOCUMENT # S
: " FBI !
TRANSMIT VIA. PRECEDENCE CLASSIFICATION. |
] Teletype 3 Immediate (3 TOP SECRET :
[ Facsimile [ Priority [ SECRET |
(%) _ATRTEL (3 Routine (7 CONFIDENTIAL i
. L UNCLASEFTO |
PR .CON”DENTI:@ UNCLAS :
LIS UL A VRS Date 6/18/79 i
= GIRARAWINE o e e e e o e e e e o |
TO: DIRECTOR, FBI (190-3)
(ATTN: TRAINING AND RESFARCH UNIT,

FOIPA BRANCH, ROQM 6280)
, CHICAGO (190-0~SUB B)
EDQM OF

; INFORMATION-PRIVACY ACTS ARE
{ HAVING ON LAW ENFORCEMENT ACTIVITIES

Eorvean

Re Bureau airtel to Albany and all offices dated
3/20/79.

Enclosed herewith for the Bureau are five (5) copies
of a LHM, captioned as above.

Chicago will continue to report instances of FOIPA
interference in FBI investigations.

| The sourcmm% b1

(sb - Bureau (Enc M
-~ Chicago o
4 6¢

: C)

DE SSIFY ON. X /

. va-A0763 T

pproved Transmitted Per
(Number) (T1me)
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g CONJENTIML  DOCIMENT/ 53

UNITED STATES DEPARTMENT OF JUSTICE

FEDERAL BUREAU OF INVESTIGATION

Chicago, Illinois

In Reply, Please Refer
nkgg forto June 18, 1979

K THE IMPACT THE FREED(M OF INFORMATION
- ACT AND PRIVACY ACT ARE HAVING ON

W Ce LAW ENFORCEMENT ACTIVITIES.

DRI 3
Reference is being made to Bureau airtel dzted
March 20, 1979, requesting field office response to captioned

matter.

The following information is being set out
inasmuch as it exemplifies the effects of Freedom of
Information-Privecy Acts (FOIPA) legislation upon investigative
efforts of law enforcement personnel within the Chicago

Division.

1. Information exchange between Federal, state
and local law enforcement agencies:

None submitted.

~
L{' 2. Law Enforcement persomnel's ability to obtain
'_59 information from the general public:
‘E; None submitted.
<
‘ ;; 3. Reduction in current informants or potential
2y informants resulting from present FOIPA disclosure

policies:

BU File b1

are planning ( </
to request their individual files under the

e -

This document contains neither recommendations nor

conclusions of the FBI. It is the ro of the FBI
and is loaned to your agency; % gf;Zntents are

not to be distribute\adqoutside y
CONFIBENTIAL

bl



. CQNB&EW AL

Freedom of Information Act. Asset stated that the forms
needed for the release are in the possession of individual
supporters and members. Q()(u,)

Asset advised that this same project might possibly
be going on in other cities.;gkﬁg

The above is cited inasmuch as it reflects an
asset's concern regarding the release of information under the
FOIA. ()(@ (Classified and Extended by 2080).

4, Miscellaneous

BU File 91-53018
CG File 91-11115

As the Bureau is aware,l | biC
was convicted in United States District Couy
District of Illinois, in the case entitled

. [ October
20, 1074; Bank Burglary; Bank Larceny, Interstate Transportation
of Stolen Property; Explosives and Incendiary Devices; 00:
Chicago". This conviction was upheld by the United States
Court of Appeals and the United States Supreme Court.

is now filing a post—appeal motion
under. Section 2255, Title 26, United States Code, and in
this connection has requested material from the FBI, USA's
Office, Chicago and Department of Justice, Washington, D.C.
The material now i uested is in addition to the 1500
pages of materia has already received from the FBI
under the FOIA, from which release he has filed an appeal.

The above is cited only inasmuch as it indicates
the manner in which a convicted felon can continue to extract
FBI time and manpower long after he has been successfully
prosecuted in a major case - a situation believed to be beyond
the intent of Congress at the enactment of the FOIA provisions.

- J%-

COMSSEN 1



' FD-36 (Rev 5-2278) CGN ENT‘MDOCW £ .i‘/

. FBI
TRANSMIT VIA PRECEDENCE CLASSIFICATION
[1 Teletype (] Immediate ] TOP SECRET
] Facsimle [ Priority [] SECRET

§
§
3

- &y-.‘h_n?

e

. &

Gn —ALRTZL [J Routine [C] CONFIDENTIAL

e

.-
[y

[ ™ T M e e o G em b MG e MR e e e e b B M e W v e e e Em e S e e

~

{JUNCLASEFTO
{] UNCLAS
Date 8/13/79

- —— - e = ]

TO: DIRECTOR, *BI (190-3) CONFIDENTIAL
ATTN: RECORDS MANAGEMENT DIVISION,
TRAINING AND RESEARCH UNIT, ROO!M 6280

FROM: sac, "IFO (190-1 Sub G) 18°17 spurem->~
- Pt

IMPACT THE FREEDOM OF INFORMATION - £-13-99 -
PRIVACY ACTS ARE [IAVING ON LAV .- Qe & 15, oCe

ENFORCEMENT ACTIVITIES
" \:‘Jt )

ReBuairtel, 3/20/79. AR

Enclosed are coriginal and two copies of an LIM
dated and captioned as above.

bl The exgmple cited in the enclosed LHM is in connection
witn PO fite[ (o)

CONFIDENTIAL v

Classified and Zxtepded by 45
Reason for Extensio FCIM II, 1-~2

4.2 (2, 3)
Date of Review for classification: 8/13/99

N ERCLOS RE
_ 2 4 pureau (Enc., 3) T— ‘“"""":’:;p-'—
l1 -~ WFO oo - . i -
MJB :mkg ¢ ' .I"fmiin AL "
oLer “ ~
(3) +YISE. - R
CLASS & EYr /7" & 3 ~
REASON-Frv . F!" L | X

‘ {
Approved A}_LQ\_____ CGNMN %}é{!ﬁ ) T Per .
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DOCUMENT # 58

UNITED STATES DLCPARTMENT OF JUSTICE A N
FEDERAL BUREAU OF INVESTIGATION
n Reply, Pl Refer 1 washington, D. C. 20535 T,
File No rugust 13, 1979 N .
wh‘:%q'n”

IMPACT THZ FRIZEDO!! OF INFORMATION -
PRIVACY ACTS ARE HIWING ON LA
ENFORCEITNT ACTIVITIES

PROBLEMS "ITH CURRENT INFORMANTS
OR POTENTIAL IMNFORIINITS

—
| Aﬂidentity might

pbecome known through accident or through the Freedom of
Information Jct.

This document contains neither
recommendations nor conclusions
of the FBI. It 1s the property
of the FBI and is loaned to your
agency; it and its contents are
not to be distributed outside of

your agency.
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FD-36 (Rev 3-24-77) ' -
\ /
esr  DOCUMENT #.59 L\
TRANSMIT VIA PRECEDENCE CLASSIFICATION: :
S F’I“eletyp;e [ Immedate [ TOP SECRET :
acsimille {] Priority B T a2 g,
3 "AIRTEL [] SECRET Eﬂféﬂw Bre ey
] Routine (] CONFIDENTIAL pRisent
COEFTO !
CONFIENTIAL [0 CLEAR !
Date 10/15/79 ;
e e e mmI I __T__ -
A%su:rro : 616 74;_!5[
TO: DIRECTOR, FBI (190-3) REASO
Attn: Room 6280 |
Training and Research Unit DECLAS«‘B};Y‘%N x"z'“-———

Record Management Division
FROM: SAC, DENVER (190-50) (P)
IMPACT THE FREEDOM QOF INFORMATION -

PRIVACY ACTS ARE HAVING ON
LAW ENFORCEMENT ACTIVITIES

All paragraphs are unclassified unless noted.

Enclosed for the Bureau are five copies of an LHM
regarding this matter.

Re Bureau airtels to Albany, 12/18/78 and 3/20/79.
The case referred to in the LHM is en 1t1ed as

follows: LSS 1 5 X Spurgm-yare
REASOK ¥ 1-2 4.t 2 3

bl ™ Cm' ’ IE"‘ lo /5‘-— 91__
( h‘ ar3 6o

! M anr TM'«FL’

0: B n ‘M , "'\

CONFIDENTIAL
@ CSE by 2110
Bureau {(Enc. §)(RM) Reason (2)(3)

1 ~ Denver DRD 10/15/1999
RSP/sip
(3) CONFIDENTIAL MATE RIAL{ ATTACHED.

&%mﬁ” P 2
Approven%b‘,___ ’I‘ransmtted - Per A
FB(/D0J4

(Number) (Time)



CONSK it AL DOCUMELT # a0

UNITED STATES DEPARTMENT OF JUSTICE

FEDERAL BUREAU OF INVESTIGATI()I\}...!-!EW:}» mﬂmb@ﬂ'

In Reply, Please Refer to Denver, Colorado | S T
File No October 15, 1879 0" ey o0
, »
;b Wt
IMPACT THE FREEDOM OF INFORMATION - 53 ég
PRIVACY ACTS ARE HAVING ON o R

LAW ENFORCEMENT ACTIVITIES - s

09

All paragraphs are unclassified unless otherwise s ;é:

marked. ~J

1) Information exchange among Federal, state and local law
enforcement agencies:

There are no reported problems in this area.

s

2) Law enforcement personnel's ability to obtain information
from the general public:

| [T

3) Problems with current informants or potential informants:

There are no reported problems in this area.

ORI - 3 (‘ﬂ"‘l"“[\v’\'
¥ ’ .
Lo e

4) Miscellaneous: :'i -

ere are no pertinent comments. {‘ at
'51

Y IRm - s4r.
A ! 1
\p I‘E \r St y /' 2.3

Tl L e

(13

\\\q)s Classified and Extended By: 2110 H 23660
Reason for Extension: M, II, I-7.%.72 (2)(3)
Date of Review for Decla flcatlon: October 15, 1999

of the FBI. It is the property of the FBI and is locaned to
your agency; it and its contents are not to be distributed

& ¢, This document contains neither recommendations nor conclusions
<
< outside your agency. - .
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FD-36 (Rev. 5-22-78)

DOCUMCIT # Ll

FBI t -t -
__TRANSMIT VIA PRECEDENCE CLASSIFICATION- g&%ﬂin
{3 Teletype [ Immediate (] TOP SECRET .' es
(1 Facsimle [ Prionity D SECRET “Q :
& —AFRTEL—— ] Routine - CONF‘IDENTIQ%%,Z" .'
] UNCLAS E F’an"?» ,L?o
NG P,
(] UNCLAS xéj N
________ Date 10/16/79 (O Loy Vg
[ TO: DIRECTOR, FBI (190-3)
ATTENTION: ROOM 6280 N
TRAINING AND RESEARCH UNIT
FOIPA BRANCH
RECORDS MANAGEMENT DIVISION
FROM: SAC, PHILADELPHIA  (190-95) (P)
SUBJECT: GENERAL ACCOUNTING OFFICE (GAO)
STUDY TO EVALUATE THE IMPACT OF
THE FREEDOM OF INFORMATION ACT
(FOIPA) AND PRIVACY ACT (PA) ARE
HAVING ON LAW ENFORCEMENT ACTIVITIES

FOIPA MATTER

Re Philadelphia airtel to the Bureau dated 9/14/79.

Enclosed for the Bureau are the original and
three copies of a letterhead memorandum reflecting dif-
ficulty which was encountered by the Philadelphia Divi-
sion 1n regards to the Freedom of Information Act and

the Privacy Act. bl

The information provided in the

; jladelphia file
00: Philadelphid.
file number 1s not available.

The Bureau cy

(190-3) (Encls. 4) y
(190-96) .&cw’

652— Bureau

1 - Philadelphia

PLM:pep &~
5 més‘.?.é’s%v M T
REASON: 1.5 { ¢ ) W
chu‘\ésw oM. X/ /1'
Approved- Ew\ﬁm\ Transmitted s T P_’er F




In Reply, Please Refer to
Fue No

DOCUMEN # 62

UNITED STATES DEPARTMENT OF JUSTICE

! LLJ”5><
FEDERAL BUREAU OF INVESTIGATION 7. g A

Philadelphia, Pennsylvania ) a

October 16, 1979

IMPACT THE FREEDOM OF
INFORMATION - PRIVACY ACTS
ARE HAVING ON LAW ENFORCEMENT
ACTIVITIES

Reduction in Information from Current Informants or
Potential Informants Resulting from Present

FOIPA Disclosure Policies

bl

©

This document contains neither recommepda—
t1ons nor conclusions of the FBI. It 1is
the property of the FBI and is loaned to your

agency.

It and 1ts contents are not to be

distributed outside your agency.
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) { i ExscAD lav
FD-36 (Rev 5-22-78) DOCUbAENT ﬁ ‘éi—‘ {] Exec AC-Adm. _ ___
. - FBI || Exec AD-LES
. : Asst Dir.:
TRANSMIT /1A PRECEDENCE CLASSIFICATI 1| Adm Servs.
- 4 Rop,
L) Teletype ] Immediate (] TOP SECREm "‘_E'I': Cr:a‘ tav.
ni
] Facsimile [ Priority [] SECRET : inten
(7 —AIRTEL 7 Routne ] CONFIDENTIAL I Lavorstary
egalCoun __
ALL TY¥FORMATION CONTAINE® (] UNCLAS EF T O | Pun &
HOXL', .SUI Lt S5iriED - Rec Mgnt
- §] got _____
EXCL . 4iERE SHOWN (5 UNCLAS i Tech Sews ___
GIHERWISE Date 11/5/79 i1l Traamg
_______________________________________________ '}, Public Afts OHf
- Teleptons Am __|
TO: DI , FBI (190-3) Duectors Seey 1

ENTION: TRAINING AND RESEARCH UNIT -
FOIPA BRANCH, ROOM 280, JEH)

y N £ Ay
FROM: ( ! [uquxserLE (190-79) (P) e N

SUBJECT: v IMPACT THE FREEDOM OF INFORMATION -
PRIVACY ACTS ARE HAVING ON LAW
ENFORCEMENT ACTIVITIES

Re Louisville airtel and LHM toc Bureau, captioned

-l &/
Enclosed for the Bureau is the original and three

copies of an LHM setting forth one instance in the Louisville

Division wherein the FOIPA was the bases for refusa
i ti to a Bureau A £t

bi*

</

| | .
‘ Jand(</

referred to within instant LHM, is set forth in Teferenced

airtel and LHM to be Bureau, dated 11/5/79,

- Bureau (Enc.4dumet¥sl \ ,\/Wl/ ) ,):,\
M \ Y/

- Louisville

%gl)l/rdl ‘ ‘ Cﬂm {/‘
FEEH e b,

REASON: 15 { T} v
[‘"’f{-‘«",;’_‘,.! CN X .

3-Ko
Approve? Transmitted Per
{Number) (T1mme)




DOCUMENT # 64

UNITED STATES DEPARTMENT OF JUISTICE

FEDERAL BUREAU OF INVESTIGATION

In Reply, Please Refer 1o Louisville, Kentucky
Fule No November 5, 1979
CORKDENTIAL
o L“uuvi;
UileRh)sp

IMPACT THE FREEDOM OF INFORMATION -
PRIVACY ACTS ARE HAVING ON LAY
ENFORCEMENT ACTIVITIES

MISCELLANEOUS Jz’c'/
b1
.@_ )
](S;)
o s 8% eo22msAY O
-: JS.‘C}:-)' (- (_ __,_:— ——-
03-R0:3

This document contains neither recommendations nor conclusions
of the FBI. It is the property of the FBI and is loaned to
your agency; it and its contents are not to be distributed
outside your agency.
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FD-30 (Rev 5-22-78)
FBI
TRANSMIT VIA PRECEDENCE
[J Teletype ] Immediate
(] Facsimile P t
A TR, [ Priority
= {3 Routme
r
TO: DIRECTOR, B3I (190-3)
;llTTl-] -
AMD RESEARCH
MOt snC, 170 (190~1 Sub G)

”‘ta_,\,.r

IMPACT THE FREEDO! OF INFORMATION
PRIVACY ACTS ARC HAVING O LAY
CIFORCEMENT ACTIVITIZEC

ReBuairtel, 3/20/79.

#nclosed are original and two copies of an LHM

dated and captioned as above.

The first example cited i

RICORNDS MANMAGEMENT DIVISION, TR AINING

-

DOCUMER: # LS~

CLASSIFICATIO .
] !:’1 " <
] TOP SECRET L
] SECRET mg{,.i?‘wm‘.
Fo Al

] CONFIDENTIAL gf“'fﬂ':f ,,f,\,‘;ﬂc-c,:s'}‘f’mm
[ UNCLAS EF T O el ko B S50y | D
(] UNCLAS !

Date __10/19/79 E

s el
——— e e - ————
—— e wve R - — - — - -—— v -
- — ma n — e et wes Gvm oy
—— e o —

UNIT, ROOM G280

bl

the enclosed LHM is
<)

in connection with VFO file

The second example in the enclosed LHM is in

</

connection with UFC file

'Q%#QHZ&VW%

Lg‘ts/u iIrY ON X._L.____

0%3

\ (th P‘. P
@'\- Bureau (Enc. 3) L
~ WFO 4
MIB:mkg A ——
(3) ([, =0
S
7
z-r
{ Vi’; e ﬁ[
» l. Koy
Approved GMU Transmitted l;er -
{Number) (Tiroe)




DOGUM_& —Lb—“”“””"““wm‘
CON "NTI,AL

UNITED STATES DLPARTMENT OF JUSTICE

FEDERAL BURLAU OF INVESTIGATION “'r“ .

Vlashinqgton, ™. C, 20535 ' v

In Reply, Please Refer to
3 October 19, 1979 by .

File No

LIPACT THE FRWEDO'! OF I'IFORINTION =~ PRIVACY
LCTS AT HAVING OM LT ZIFORCIICNT ACTIVITICS

Law Inforcement Personnel's "bility to Obtain
Information from the General Public

bl

I =/

Droblems with Current Informonts or Potential
Informants

el
|an asset requested that his relationship i7ith
" the - e terminated because he felt that the confidentialite
oZ his relationship with the FBI could hecome compromised at
some future time thru possible disclosure thru the Freedomn of
Inormation Act., Asset stated he understood the necessity
of the FTBI obtaining the information he might be able to pro-
vide, but he was fearful that his future career could -be
seriously affected should his relationship with the FBI
become known.

This document contains neither Ci"‘fbd!
recommendations nor conclusions

of the FBI. It is the property Declassily B... U7
of the FBI and is loaned to your I GES qu

agency; it and its contents are Was
not to be distributed outside of t5(>

your agency.
BE (po%www

REASC'.

( c )
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¢D-36 (Pev 5-22-78) DOCUMENT ¥ —LQ 1L .
FBI = h:’%'
TRANSMIT VIA PRECEDENCE CLASSIFICATION L 5 ]/’%

[T} Teletype ] Immediate {1 TOP SECRET %
[J Facsumile ] Priority ] SECRET 05{?@3{' "-"‘z:“{r’o
AIRTEL ] Routme ] CONFIDENTIAL /z‘q,,j’g-;_;gq ey, .
8 ’ﬁg'm GD%WW [J UNCLAS EF T O Pe T g, o 0
SV c ) [} UNCLAS '
o AT S e S i
n=oUASS Y iy S e Date _11/19/79 :
- T%?‘J ----------------------------------------------
: DIRECTOR, FBI CONFIDENTT AL

ATTN: RECORDS MANAGEMENT DIVISION
TRAINING AND RESEARCH UNIT, ROOM 6280

- —

—

(W]

FROM: SAC, WFO (190-1 sSub G)

IMPACT THE FREEDOM OF INFORMATION ~
PRIVACY ACTS ARE HAVING ON Law
ENFORCEMENT ACTIVITIES

ReBuairtel, 3/20/79.

Enclosed are original and two copies of an LHM
dated and captioned as above,

The example i i enclosed LHM is in
connection with WFO f£il (Q} b1

CONFIDENTIAL

Classified and ended by 45 :
Reason for ExterMion: XCIM II, 1-2.4.2 (2, 3)
Date of Review fr Dec sification: 11/19/99

——

2 # Bureau (Enc. 3) 41&9'-"“‘&
- WFO e
MJIB:mkg

(3)

P
. - o $0 I o j
er
Approved Transmitte e T



DOCUMENT # .!;3 .

UNITED STATES DEPARTMENT G@Nmpml_

FEDERAL BUREAU OF INVESTIGATION

In Reply, Please Refer s Washington, D. C. 20535 DT
Fule No November 19, 1979 )

IMPACT THE FREEDOM OF INFORMATION -~ PRIVACY
ACTS ARE HAVING ON LAW ENFORCEMENT ACTIVITIES

PROBLEMS WITH CURRENT INFORMANTS
OR POTENTIAL INFORMANTS

(e

—TRBHEuEHETEIItV-Uf'nrg-y Asset stated he believes the

elationship with the FBI cannot be
sufficiently assured as a result of the Freedom of Information
Act. Asset was fearful his family and friends might suffer

and that he himself might be in Jeopardyrshnnld.luéL,
relationship with the FBI become known. tz’
I HY/

This document contains neither

recommendations nor conclusions
of the FBI. It is the property
of the FBI and is loaned to your
agency; it and its contents are
not to be distributed outside of

your agency.

"&%Szifn‘ “' 0 ._&!55/'3""/
[ \ a
;:_clgs%!:-*« NN J. L
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CONFIDENTIAL
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FD-36 (Rev 5-22-78) DOCU&ExT# i —

FBI
TRANSMIT VIA PRECEDENCE CLASSIFICATJON- Mmﬂgl
[ Teletype [1 Immediate (] TOP SECRET
] Facsimile Priorat '
Prsvincy (3 Priority [] SECRET |
%7 (JRoutme {J) CONFIDENTIAL !
Jo + o[CJUNCLAS EF T O i
SRR [ UNCLAS I
e Date _ 12/17/79 |
T e e e e e e T A .
TO: Director, FBI (1Y0-3)

(Attn: Training and Research Unit,
FOIPA Branch, Room 6280)

FROM;ZZ/&CQ&L, Albany (190-1 Sub B) (P)

SUBJECT: IMPACT THE FREEDOM OF INFORMATION -
PRIVACY ACTS ARE HAVING ON LAW ENFORCEMENT
ACTIVITIES - ALBANY DIVISION

Re Bureau airtel to Albany dated 12/18/78 and
Albany airtel to Bureau dated 11/16/79.

For the int ureau, on 12/10/79,
during the coursefot estigation, one inter-
viewee expressed sever eservations about speaking to Agents

of the FBI about his business involvements because he felt his
marketing position vis a vis his market place competitors could
be severely jeopardized it a third party requested FOIA intor-
mation and thereby realize his tirm had given data to the FBI.

This businessman was entirely desirous of supporting

the FBI's inve est d was entirely sincere in
hic domeanor i

wfﬁls individual expressea 13 BFIHIU“ ThHat FUIA
€

to free society in America.

Albany will keep Bureau advised on a monthly basis,
per instructions as set forth in re Bureau airtel.

/
‘3 ~ Bureau

1 - Albany
MWO :pac
(4)

géigg. 1a‘ﬁh%§§:L‘“Q$‘GV”**4ﬁbu\. e
DEC X
03-550763 D

Approved Transmitted : Per

(Number} (Time)
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)-36 (Rev 5-22-78) ; UU Y|

-~ ,,EDUNCLAS EFTO
[] UNCLAS
Date 12/18/79

FBI i

TRANSMIT VIA. PRECEDENCE.. {
f

] Teletype {] Immed1ate !
[] Facsimile [J Priority ] SECRET !
[(J—— AIRTEL = Routme {J CONFIDENTIAL |
- :

1

i

t

I

)

TO. DIRECTOR, FBI (190-3)
(ATTN TRAINING AND RESEARCH UNIT
FOIPA BRANCH, ROOM 6280)

FROM. SAC, ST. LOUIS (66-2764)

SUBJECT: IMPACT THE FREEDOM OF INFORMATION-
PRIVACY ACTS ARE HAVING ON LAW
ENFORCEMENT ACTIVITIES
ST. LOUIS DIVISION

Re SL airtel to Bureau, 11/15/79.

Enclosed for Bureau 1S an original and three copras |
of Letterhead %@afrandum, the source referred to 1s

b2

b7D

2- Bureau (Encls. 4) ]
1- S8St. Louis ISR TE R e
HN/d1lk AR e

(3)
o

Approved K@ M‘_{X’-‘ Transmitted Per

(Number)} (Tame)



DOCUNTNT #

UNITED STATES DEPARTMENT OF JUSTICE

FEDERAL BUREAU OF INVESTIGATION gg;
SECR
In Reply, Please Refer to St. Lou1ls, Missouri -1
Fule No December 18, 1979 st '

IMPACT THE FREEDOM OF INFORMATION-
PRIVACY ACTS ARE HAVING ON

LAW ENFORCEMENT ACTIVITIES

ST. LOUIS DIVISION

On October 29, 1979 a source of the St.
Louis Division of the Federal Bureau of Investigation
reported that members of the Harriet Tubman Club,
a Communist Club of the Missouri District of the
Communist Party of the United States of America,
were considering making Freedom of Information Act
Requests to obtain Federal Bureau of Investigation files

on individual members(??*:zge/
-

f S ET
Classyfyed a Extended by 4279

Reason fof Extension FCIM, I, 1-2.4.2

(2&3)
Date of Review for Declassification

December/ 18, 1999

This document gontin”® warther

ranc-1e Jdotrarg pem o N -5 of

the "™72¥, [+ xr 7o -

re TP and ~ 7 - - U
+

+ 1
1 Tots e r e

distrabuted outs:le riur Sencye.
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DOCUMENT 7 _ 72

]
FBI i
TRANSMIT VIA PRECEDENCE CLAS‘SIFICATIOI"J : cgfﬁ%{‘g
[J Teletype 3 Immediate [ TOP SECRET |= ) f,;’f’
[J Facsumile [ Prionty (] SECRET P
g AIRTEL [ Routane [J CONFIDENTJAL " .1
] UNCLAS E F '1*’0,,1 . }
(] UNCLAS $° i .
Date _2/20/80 p
T0: DIRECTOR, FBI -
(ATTN: ROOM 6280, TRAINING & RESEARCH UNIT, Qm m?,%
RECORDS MANAGEMENT DIVISION) Ye e R
g ——
FROI . SAC, DETROIT (190-200) 8 B4R
IMPACT THE FREEDOM OF INFORMATION-PRIVACY ACTS C;:g 4 gg
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES Z s
TiS
PR
Re Detroit airtel to the Bureau, dated 1/21/80. ‘T’%’
bl
1<)

| )

. Detroit has not encountered any additional problems
in captioned area during this reporting period (1/20/80-2/19/80).

Detroit will continue to monitor this survey closely
and keep Agents in the Detroit Division alert as to the -
importance of making problems known to appropriate personnel.

( 2 }- Bureau
- Detroit

JWA/nip

(3) . .

Lbiris

1 CC DETACHE . W

'~ et Per !?

Transmitted
(Number) | (Time)

Approved

FBl/DOJ



et oy o=dLeth)

FBI (; gxqﬂ‘\ F 2.
TRANSMIT VIA PRECEDENCE, .; 3573 9 FICATION -
] Teletype ] Immedaate RUIH 5“’-‘@%'01) SECRET
(] Facsimile [ Prionity (] SECRET ,
¥ AIRTEL ] Routine ] CONFIDENTIAL

ALT Thbor b sLacH (ORTANELAS EF T O

1 N C e i Shag «
b 1 b " ncLas
. £ Date 2/22/80

L'

) s o ——— o — - — e —

[ TO DIRECTOR, FBI (190-3) (ATIN RECORDS MANAGEMENT
DIVISION, TRAINING AND RESEARCH

UNIT, ROOM 6280)

FROM SAC, WFO (190-1 SUB G)
IMPACT THE FREEDOM OF INFORMATION-
PRIVACY ACTS ARE HAVING ON LAW
ENFORCEMENT ACTIVITIES

Re Bureau airtel dated 3/20/79.

Enclosed are the original and two copies of an
LHM dated and captioned as above.

The example in the enclosed LHM is in connection .
LR m—

Rt Pm‘oﬁ? _eg'/em)/c«w

Rl— “f\' 1 F
DECLASSH N X_) I . )

0% R0763

@Bureau (Enc. 33
1- WFO

MIB.so
3)

—mr S M EE ME W v e U MU M W e D G e e WA M e e e e e e e e SR TP WS M v i A @ S N m ER D @P MW T PR WE ST = o e ey

Trgnsmltted Per

Approved

{Number) (T1me)
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UNITED STATES DEPARTMENT OF JUSTICE

FEDEgA.I( BRUREAU OF INVESTIGATION

In Reply, Please Rafer to Fegr;2§§°22 Di9§0 CONM:E;\: | ‘AL
File No.

IMPACT THE FREEDOM OF
INFORMATION-PRIVACY ACTS
ARE HAVING ON LAW ENFORCEMENT
ACTIVITIES

PROBLEMS WITH CURRENT
INFORMANTS OR POTENTIAL INFORMANTS

e

1

bl

Asset advised that while they desired to cooperate withr—
the Federal Bureau of Investigation, the action was taken
to avoid law suits which may arise as a result of Freedom

of Information Act requests 2”3
ASS!F}FD

CLASSIFED 27 0026 Jpec/omty
o*i“ lZ 53 A

This document contains neither
recomnrendations nor conclusions of
the FBI. It is the property of

the FBI and is loaned to your agency,
it and its contents are not to be
distributed outside your agency.

1*

AUNTIBENTIA



DOCUMET £ ng
UNITED STATES DEPARTMENT OF JUSTICE

L]
FEDERAL BUREAU OF INVESTIGATION
Egsﬁfngton, . C. 4 S W TULERTRE ¥ S
February 22, 1980 ' : .

IMPACT TIIR FREEDOM OF
INFORMATION-PRIVACY ACTS
ARE HAVING ON LAW ENFORCEMENT
ACTIVITIES

PROBLEMS WITH CURRENT
INFORMANTS OR POTCNTIAL INFORMANTS

I

{

bl

L~

</

3 ise a esire (5
the Federal Bureau of Investigation, the action was taken
to avold law suits which may arise as a result of Freedom

of Information Act requests.
§-26-2003 ¢, ?QL*E{?/W/W

‘. ,’ _\::ﬂf“"‘_’) v, \QC
.J’. '.UN",_‘ R
03-R0763
Raasts 3-‘.@.@%-1331 :
. Sy 1%,3%539«3
ToU L3S

This documentncontains neither
recommendations nor conclusions of
the FBI. It is the property of

the FBI and is loaned to your agency;
it and its contents are not to be
distributed outside your agency.
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DOCUMENT # 26 ——

b7C

v - -, cabea D
UNITED STATES GOVERNMENT UNITED STATES DEPARTMENT OF JUSTICE
FEDERAL BUREAU OF INVESTIGATION

Memorandum - ... - et

Bt et ' N

TO SAC, TAMPB-T190~1 Sub &) DATE: 2/12/80

FROM SAI T l

SUBJECT. por_pa

In connection with Tampa case entitled,| |

Z

bl

as well
1E?'rE5'Ett6TﬁEY"Iﬁ§I§tEﬁ"fﬁé?‘ﬁﬁﬁtﬂ'ﬁﬁt‘ngEEJe such
information without a subpoena, even though RTFPA does not
reqguire same.

The above 1s another clear indication of the adverse
effects that FOI-PA and its resulting philosophy has had on
investigative responsibilities of FBI.

In opinion of Tampa, there appears to be a need for
an educational process to be initiated by FBIHQ throughout
the field and on to various companies regarding the impossibility
of obtaining a valid subpoena i1in FCI cases where the objective
1s not prosecution. In the alternative, FBIHQ should initiate
some efforts to develop a procedure whereby an Administrative
Summons or some type of Administrative "Subpoena" may be
furnished to these agencies and companies that are not
complying with RTFPA and insist on receiving a "subpoena"
even 1in FCI cases where none can be validly issued.

- Tampa m Coite s

<l)§?

- (rg_ Jp—
§s;) zﬂsv-boa‘ ww o r:u;-' By
RTASDY . PR .- il LS
DECL* %xr« X [ 1* ) -

Buy U.S. Savings Bonds Regularly on the Payroll Savings Plan

" ={CEOEON.-
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TO

FROM
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uUNITED STATES GOVERNMENT - UNITED STATES DEPARTMENT OF JUSTICE
FEDERAL BUREAU OF INVESTIGATION

Memorandum ¢ oRE20
SXT .7 CMATIO T TOUTAINED ({l ; ‘-}‘] ;..’:’
) -ISD S
: SAC, TAMP A,,,_'i paTe: 1/18/80 » 3
> I
SA C b =
W
P ~ ‘gi
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During recent conversations with FOI-PA Analyst P

and SA it was disclosed y¢
sently no Sub file to function as a repository

for information regarding difficulties that SAs encounter
during their investigative duties in obtaining information
from various individuals and ainstitutions because of FOI-PA.

FBIHQ requests each field division to submit
information regarding any difficulties encountered as referred
to above and| | has been furnishing such information

to Bureau utilizing main file (190-1).

© )y

o
-]

above and after consultation with

In va

and S it is recommended that a new Sub
File 5 be opened as a repository for type information mentioned
above.

In line with the above reccmmendation, the writer
wishes to submit the following two incidents which occurred
during the course of official FCI investigations and in both
cases, information was denied SAs because of restrictions
in FOI-PA, although particular reference to FOI-PA was not
mentioned by personnel contacted:

Q
Durin ourse of investigation, Tampa Filet:(’/
(Bufllw, WFO conducted inquiry with Merchant Vessel
Personne ivision, 2100 2nd Street Southwest, Washington, D. C.
(presumably Federal agency) and after personnel at that office
verified that according to SSAN Number furnished by SA, the
subject was 1dentical with merchant seaman in their records,

SA was advised that no additional data regarding subject could)

be furnished without a "release from subject" or a "subpoena
from U. S. District Court, District of Columbia, Washington,

D. c.” 6)

(Bufile

bl

The other incident involved Tampa case
not available) wherein Miami Division covered lea
concerning waﬂ?DMiami airtel 1/4/80, advised
INS informed Miami SA& CLhat ue to recent Federal Court decisions

at INS

2 1 s0-1) V”\‘Bﬁgf ;
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UNITED STATES DEPARTMENT OF JUSTICE

FEDERAL BUREAU OF INVESTIGATION

Washington Field Office
Washington, D. C. 20535

May 20, 1980

IMPACT THE FREEDOM OF
INFORMATION-PRIVACY ACTS ARE
HAVING ON LAW ENFORCEMENT ACTIVITIES

INFORMATION EXCHANGE AMONG
FEDERAL, STATE AND LOCAL LAW
ENFORCEMENT AGENCIES
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This document contains neither recommendations
nor conclusions of the FBI. It is the property
of the FBI and is loaned to your agency; it and
its contents are not to be distributed outside

your agency.
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IMPACT THE FOIPA ARE HAVING
ON LAW ENFORCEMENT ACTIVITIES

bl

&/

Problems with Current Informants
Or Potential Informants
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U TONMDENTIRL -

WFO Airtel to Director

RE: IMPACT THE FREEDOM OF INFORMATION-PRIVACY ACTS

ARE HAVING ON LAW ENFORCEMENT ACTIVITIES
190-3

ADDENDUM: FOIPA BRANCH, RECORDS MANAGEMEMENT DIVISION, 6/14/80, CM:oe

bl

€

(&

No further action is required by Headquarters.
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| DOCUMEST # 29

SONFDR A :
TRANSMIT VIA PRECEDENC] SIFICATION: %

I Teletype ] Immediate (O] TOP SECRET
5 Facsmile [J Priority [ SECRET NN
4Q§-Q&52@4)
X Airtel ] Rottine (J CONFIDENTIAL 6}%% %G#o
[(JUNCLAS EF T O ! '%:‘9’-?’43
7] UNCLAS S NN
[}
Date _8/15/80 |
TO: DIRECTOR, FBI (190-3)
(Attn: Training and Research Unit, *
: jb Records Management Division, Room 6280)
FROM:& SAC, SPRINGFIELID (190-23)
SUBJECT: IMPACT THE FREEDOM OF INFORMATION -
PRIVACY ACTS ARE BAVING ON
LAV ENFORCEMENT ACTIVITIES
Re Bureau airtel to Albany, 3/20/79.
i Enclosed for the Bureau is the original and three
I copies of a letterhead memorandum pertaining to captio .
The incident arose in connection with Springfield file ) bl

no Bureau file number available.

Canvass of employees of the Springfield Division did
not reveal any other incidents occurring during the month of
7/15/80 through 8/15/80 concerning captioned matter.

&Sgt‘;-‘tgoo%‘sf 60267 amef/Bruy Crm.
Aok T
03-R0263

e Bwulon

d'z )Bureau (190~3) (Enc. 4§:\
—] - Springfileld (190-23)
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X 1
ne A 1980
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Approved- Transmitted : P

(Number) (Time)
o U,S. GOVERNMENT PRINTING OFFICE 1980-305.750/5402




DOCUML.I # 22

UNITED STATES DEPARTMENT OF JUSTICE

o CORRUL A

FEDERAL BUREAU OF INVESTIGATION

= AI.L INFO
In RBP‘]. Please Rejerm Spr ingfield 3 Ill inOiS ii‘h“’-)‘ T g . A !‘4 IﬂF"i
File No August 15, 1980 o S

-

Riraw

IMPACT THE FREEDOM OF INFORMATION -
PRIVACY ACTS ARE HAVING ON LAW
ENFORCEMENT ACTIVITIES bl

Law Enforcement Personnel's ability to obtain
information from the general publaic.

(= — ]

The individual
refused to provide any additional intformation ause of the
Freedom of Information Act - Privacy Act. This person commented
that Congress could enact legislation making information public
and identifying sources. He therefore did not want to run the
risk of having his name later appear in the media as having
furnished information to the Federal Bureau of Investigation.

T e,

‘03-R0763

This document contains neither recommendations nor conclusions of the
FBI. It is the property of the FBI and 1is loaned to your agency; it
and its contents are not to be distributed outside your agency.
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— DOCUMENT # 8/
[}
FBI '
TRANSMIT VIA PRECEDENCE CLASSIFICATION, 457, IAir
) Teletype (] Immedate _ (3O TOP SECRET g?x,‘a"'!!.‘ [(:&"4“-
] Facsimile (3 Prionty ‘ IMMRM‘ QCW%gﬁbj%mm
(#) -ALBTEL [J Rottine v.J (] CONFIDENTIAL ‘fe K Sty iy
CIUNCLASEFTO '
[J UNCLAS |
Datel 0/21/81 7"
T0 : DIRECTOR, FBI (190-3) c,? W
(ATTN: TRAINING & RESEARCH UNIT HET\%%(E DEY boze o
FOIPA SECTION, RMT DIV.) { ] ) 3
ﬂa/ DEC SSHFY uiy :‘_. I,
FROM lfq P 0763
SUBJECT THE FREEDOM OF INFORMATION/
-ON _LAW ENFORCEMENT ACTIVIIIES
For the Information of the FOIPA Section, RMT
- Division, the following is set forth as an example of the
adverse impact upon the Bureau's FCI responsibilities of
the FOIA:
[
| 1
bl

=)

Uconcern of a future release
of FBI documents under the FOIA which could reveal the ex-
tent of his cooperation with the Bureau. This occured
even after the protections of Title £, U.S.C. Section 552
(b) (1) regarding the protection afforddd classified material
was e¥plained to him. The asset remains cooperative and
will be in a position to provide pertinent information

en lost due to the FOIA.

/7

7h Bureau, but the maximunm benefit of this oirortunity
has‘:

(
59 L.
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X _AIRTEL ] Routne ] CONFIDENTIAL ;
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CTASCH I 1 i 0026 Neo/Bhulonns .
RE-GD, 40 &0 [ UNCLAS !
DEGLASSH . Date __3/24/82 !
03-R0%203 ]
TO: DIRECTOR, FBI (ATT'N: TRAINING AND RESFARCH UNLT,
FOLPA BRANCH, ROOM 6280)
k FROM: SAC, CHLCAGO  (190~0-Sub B)
+—TWMPACT OF Farpa y

ENFORCEMEN

Re Bureau airtel to Albany and all offices dated

3/20/80. | ! @

Enclosed for the Bureau are five copies of an LHM
captioned as above,

For the information of the Bureau, the unidentified

subject mentioned in the accompanying LHM is involved in b1
Chicago case entitled, r _]]C:S) '

703~ 453

L YU, e we

£F
@- Bureau (E:lc{.
1 ~ Chicago
THB:mfs p
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. DOCUNTIT £ .83

U.S. Department of Justice

’
Federal Bureau of Investigation
Chicago, Illinois 60604

In Reply, Plegse Refer to ('\\\R'i::;‘: F, March 24, 1982 ,':,:,
Fule No DL_ - - .
‘b-»

THE IMPACT OF THE FREEDOM OF INFORMATI ON ‘.
ACT AND THE PRIVACY ACT ON LAW ENFORCEMENT
ACTIVITIES "

<

The following information is being set out inasmuch
as it exemplifies the effects of the Freedom of Information ~
Privacy Acts (FOIPA) legislation upon investigative efforts
of law enforcement personnel within the Chicago Division:

(S 1 b1
the subject of the interview raised the question

of protection of his identity and of the information

provided in view of the provisions of the Freedom of

Information Act, The subject had in mind the incident

wherein information was released to Chicago Attorney Melvin
Stein, This release resulted in a lawsuit and much infavorable
publicity, The identity of the Bureau's asset was ultimately
revealed,.

The subject was advised that the information
in that instance was classified and should not have been
releasede It was explained that it was only through an
oversight and procedures have been put in place to prevent
any future occurances, It is not known at this time if this
explanation has put the subject'!s fears to rest, as his
cooperation is not yet assured,

1%

This document contains nether recommendations nor conclusions
of the FBI. It is the property of the FBI and is loaned
to your agency; it and its contents are not to be distributed

outside your agency.
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Subject IMPACT THE FREEDOM OF INFORMATION-PRIVACY ACTS
7 (FOIPA) ARE HAVING ON LAW_ENFORCEMENT ACTIVITIES

a———t - !
s

Purpose: To record receipt of attached submissions from
the Intelligence Division regarding captioned subject.

Details: Attached are three pages of submissions f£rom the

Tntelligence Division submitted to the FOIPA Section for

use in briefing the Director for his testimony before the

Subcommittee on the Constitution, Senate Judiciary Committee,

on April 21, 1983. All three submissions are entitled "Impact

of FOIPA on Asset Development' and aji_ann_nlassaﬁand_SETRET.
isgions wer ished by t . bl

The latter two were

Ohne ce ?m&lﬂt/@tm%a‘&m«g ﬂb&;ﬂﬂ/,&ﬁ(‘- T

no a ed.
I

Recommendation: That the attached material be filed as
an enclosure behind file to this memorandum in Bufile 190-3.
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DOCUMENT £ 84

SERET o
s/

RE: NEGATIVE IMPACT OF FOI1 ON FBI ASSET DEVELOPMENT

This communication is classified "SéQret" H—1ts
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entirety.
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It is obvious FOIA had a "chilling effect'" on these
interviews. ?-%,m
CLASSIFED BT 00267 N Coms

RCASON 15 [ €

[,-F ;‘\SO“{\-‘( A !__.........,__

iy
Foz,%m-# )
SESRET B A
) -
'M}, Claskified by 1541 E.C. 2 2335\? - . E%
(’w\' Decla¥sify on: —TDR D.ra 52



"'"3MENT?.85P_

0
RE: IMPACT O FOIPA ON ASSET DEVELOPMENT

During January, 1983,| IM&J}:
| Ithat he planned to contactl| Labor
a : and other SOVlef:if;ffe Soviet Ekmbassy concerning

some academic research. Ftated that he was willing

to provide results of his meeting with FBIHQ but he did not b7C

want to be designated as number source of the
Washington Field Offlce.l tated that he has provided
information to the FBI in the past; however, due to an FOIPA
mistake hig name was relea;ed and this has caused some

embarassment to him. (8) ué
| brovided

rgugﬁuu;ﬁ;_~omments concerning FOIPA on asset development to
during January, 1983. He stated that he was once

an informant for the Bureau and that his name was 1nadvertently

released 1s now involved in the National Lawyers Guild
lawsuit.tfftffjcomments related to the difficulty the FBI
must be having in developing quality assets who are not afraid
of being exposed through FOIPA. (FBI files do reflec

was an informant until we discontinued his services.) (

o
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RE: NEGATIVE IMPACT.OF FOIPA ON FBI ASSET DEVELOPMENT

2

This communication is classified " Secret" in—+ts
entirpggy.
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FBI DOCUMENT + &4
TRANSMIT VIA PRECEDENCE CLASSIFI("JATION
0O Teletype O Immediate O TOP SECRET
0 Facsmllle 1 3 Priority O SECRET
X  airte O Routine O CONFIDENTIAL Em
O UNCLASEFTO LEE
0 UNCLAS
Date _4/17/%4
TO- DIRECTOR, FBI (ATTENTION- TAR UNIT)
FROM : SAC, NEWARK (190-N0)

FREFDOM OF INFORMATION - PRTVACV ACTS (FOTPA) MATTERS

Re Bureau routing slin dated 3/19/84. ,

In response to reference Bureau routing slip, the
following substantive problems were noted bv investisative
nersonnel of the Newark Office- w

Newark €ile E29B-7 Buréau file 1NN-3 (CPUSA) certain
individuals contacted as potential assests have refused to ;. ,

cooverate because FOIA might make their cooveration known. \_)
For vour information, during thel investigation

(Newark file 88A-12741, Bureau file 88-8087:;; n%rous FRI :

documents were found in her nrison cell which were obtained .

through FOIA. It is felt that manv of these documents should
never have been provided for her, as thev contained sensitive
information, as well as the identitv of local nolice officers.
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DOCUMENT #2.81
© DoFsTNTIAL

II. INFORMATION EXCHANGE BETWEEN FEDERAIL, STATE AND LOCAL
LAW ENFORCEMENT AGENCIES

AYY Jwm, -
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Lo

A. FEDERAL AGENCIES S "'f. t

OGRS I

- I

U. S. Department of Commerce

In early 1977, in a foreign counterintelligence
matter, the Department of Commerce, Washington, D, C., refused
a request from the Tampa Division to disclose a list of
export products destined for the Soviet Union. As a result
of this refusal, which the Department of Commerce based
upon the FOIA, an experimental investigative approach had
to be discontinued.

Federal Deposit Insurance Corporation (FDIC)

The failure of a bank in Denver, Colorado, had
resulted in FDIC receivership to liquidate the assets.
Fraud was suspected within the bank. Although this matter
was referred for FBI investigation, bank records in the
hands of the ¥DIC could not be reviewed without a subpoena.
The FDIC cited provisions of the Privacy Act for refusing
access.

Federal Bureau of Prisons

In 1975, a bank robbery suspect at Los Angeles
was determined to be an escapee from the Federal Prison
at Terminal Island, California. The suspect was a known
heroin user, who had been employed and treated in a federally-
funded narcotics prevention program. The program supervisor
was contacted 1in order to obtain any information to locate
the escapee. Due to federal privacy 1eglslat10n, the supervisor
declined to furnish any information concerning the escapee
from the program files.

Military Installations

Approximately a year and a half ago, a disbursing
officer at Fort Carson, Colorado was incorrectly continuing
to send payments to.a deserter. The officer declined to
furnish the address of the deserter to FBI Agents because

of his understanding of the FOIPA laws. g
ASS
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In Savanah, a request was made by Army Authorities
to determine the status of a possible deserter subject.
In an effort to establish the subject's unit assignment,
a military hospital was contacted and verified the subject
was a patient. The hospital refused to release the subject's
unit assignment or other information regarding his status,
due to provisions of the Privacy Act.

An attempt by the Savanah office was made to contact
the owner of a weapon which had been entered into NCIC,
to determine if it had been recovered. As the owner had been
in military service, the Army Personnel Office was requested
to furnish his separation address. That Office advised
the record subject had requested his forwarding address
not to be released, under the Privacy Act. Accordingly,
this forwarding address was not furnished to the FBI.

*

An individual, his wife and child had assumed

the 1dentity of a retired military family. Through this
identity they received medical care at numerous military
hospital facilities including Fitzsimons U. S. Army Hospital
at Denver, Colorado. According to the Army, information

in the files at Fitzsimons could not be obtained due to

the Privacy Act, without a "Letter of Need" or subpoena,
although the loss at Fitzsimons alone exceeded $12,000.

*

In a civil rights investigation at Newport,
Rhode Island, the victim was treated by a Navy physician
assigned to the United States Naval Regional Medical Center,
Newport. Agents determined from the staff at the Medical
Center that the physician had been discharged from the
service. However, citing the Privacy Act, the staff would not
provide his forwarding address.

*

During investigation of a civil rights violation
at Memphis, Tennessee, it was determined a witness might
be assigned to a nearby Naval Air Station. The base
was contacted to verify whether or not the witness was an
enlisted man assigned to that facility. However, military
spokesmen declined to furnish any information, based on
the Privacy Act. Subsequent independent investigation
determined the witness was in fact a navy enlisted man
attending a specialized class at the naval base. Nevertheless,



GG

RO
lusiihe chief petty officer in charge of the class still declined

to confirm the witness was 1n his class, based on a possible
violation of the Privacy Act. 1In order to make this witness
available for FBI interview, 1t was necessary to contact

the Base Commander's Office.

National Aeronautics and Space Administration (NASA)

An employee of the General Counsel's Office,
Kennedy Space Center, Cape Kennedy, Florida, was contacted
in order to obtain the last known address for a former employee
and refused to release this information, referencing "Privacy
Act" restrictions.

U. S. Postal Service

On December 15, 1977, while conducting a fugitive
investigation, a Special Agent of the Milwaukee Division
requested a Postal Service employee to direct him to Route 5,
Rice Lake, Wisconsin. Replying he feared it might be a
violation of the Privacy Act for which he could be subject
to a $5,000 fine and a civil suit, the postal employee
declined either to furnish geographic location of Route 5
or to answer any further FBI questions.

Securities and Exchange Commission (SEC)

In an Unlawful Flight to Avoid Prosecution investigation,
records pertaining to the subject of the investigation were
requested from the Securities and Exchange Commission.

The SEC delayed release of the information twenty-four hours
in order to examine the ramifications of the Freedom of
Information Act.

Social Security Administration

In December 1975, an FBI fugitive investigation
led to a possible current address of the fugitive in files
of the El Paso Social Secuxity Office. Local Social Security
representatives advised the fugitive's address in file could
only be released under subpoena. However, when subpoena was
issued by the U. S. District Court, El Paso, Texas, An SSA -



u

regional attorney advised information requested in SSA files
was not subject to subpoena under U. S. Code. It was suggested
a relative of the fugitive cooperating with the FBI could

go to the Social Security Office in El Paso and apply under

the FOIA for the fugitive's address. 1In January, 1976, a
cooperating family member by Freedom of Information request

was given by SSA all the information the FBI had unsucessfully

requested.

*

Recently, the Plattsburgh, New York Resident Agency
received i1nformation from the New York State Police (NYSP)
concerning a possible Fraud Against the Government: An
individual was allegedly receiving full Social Security
disability payments, but the NYSP were in possession of
documentation showing this individual was working full time.
However, based on provisions of the Freedom of Information-
Privacy Acts, the chief of the local Plattsburgh Social
Security Office declined to furnish any information concerning
the individual or his possible receipt of SSA disability
payments.

U. 5. Treasury Department

In an FBI fugitive investigation, the subject's
father was determined to be a U. S. Treasury Department
employee 1in San Francisco. After several weeks delay, while
agency attorneys were consulted concerning Privacy Act
considerations, the FBI was finally permitted to review
a personnel status form from the father's file in hope of
locating a current address for the subject. Applicable
personnel regulations required that the form be updated
every twelve months; however, the father's form was dated
19 months previously and contained only the subject's
pre-fugitive address. The form delinquency was pointed
out to the agency, with the FBI's suggestion an "update"
by the employee might provide the needed address to locate
his fugitive son. The agency took this matter under advisement
for several weeks, and later informed the FBI the Privacy
Act required the FBI's investigative interest be divulged
to the father if he were asked to update his personnel
status form. Consequently, this line of investigation was
discontinued.

e e



Internal Revenue Service (IRS)

During a recent Strike Force Operation which
included the FBI and IRS in Wilmington, North Carolina,
the U. S. Attorney's Office requested information from
prior tax returns of the subjects of this joint investigation.
Despite approval of the Strike Force Attorney, and the
Regional Office of IRS in Atlanta, Georgia, the FOIA officer
of IRS in Greensboro, North Carolina, refused to turn
over the requested tax records based on his interpretation
of the Privacy Act. He expressed fear of being sued
at some future date if he disclosed the records, and only
produced them after a two-month delay upon direct order
from a senior IRS official.

Veterans Administration

In an Interstate Transportation of Stolen Motor
Vehicle investigation, the only lead available to the location
of a witness was information the witness was an outpatient at
the Veterans Administration Hospital in Indianapolis, Indiana.
Officials at the Hospital confirmed the witness' outpatient
status, but refused to furnish the witness' address, citing
the Privacy Act.

*

The following article appeared in a recent edition
of the Commercial Appeal, a local Memphis, Tennessee, newspaper:

"Police complained yvesterday that they were not
contacted by Memphis Veterans Hospital officials about a
58-~-year-o0ld stabbing victim who entered the hospital June 7,
until after the patient died Wednesday.

"I.t. Don Lewis, assistant homicide squad commander,
said the patient, Tom Echols of 1577 Airways, 'probably
could have told us who had stabbed him or at least what
the circumstances were if we'd only known about the case.

'‘As 1t was, we didn't get any word about the stabbing
until after he died and now, if 1t turns out to be ruled
a homicide, we're stuck with a mystery murder we'll have
to work from scratch.'

"Echols complained to hospital doctors of severe
abdominal pain when he entered the hospital and doctors
said_they found an old abdominal stab wound when they operated
on him. He died at the hospital at 3:02 p.m. Wednesday.

~
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"Lewis said that when asked why the hospital failed
to contact police about the stab wound, hospital authorities
said that they did not want to violate the federal privacy

laws.

"No ruling had been made on the death late yesterday."

B. STATE LAW ENFORCEMENT AGENCIES

Agents who work on a frequent basis with the Indiana
State Police Intelligence Unit have advised this unit has
expressed concern about sharing their sensitive informant
information with any Federal agency because of the disclosures
being made under the FOIA and PA. The ISP Intelligence
Unit continues to exhibit a cooperative attitude when dealing
with known and trusted Federal Agents; however, they have
advised they do not desire to be contacted for information
by Agents who are not personally known to them. Their
rationale 1s that they can trust the Agents they know to
properly conceal the identity of their informants, even
if the information were to be later released under the FOIA

or PA.

*

The Phoenix FBI Office has noted a trend to exclude
Agents working organized crime matters from key intelligence
meetings in the Phoenix area. Several state law enforcement
officers have mentioned a concern for the security of information
in connection with FOIPA disclosures as the reason for the
closed meetings. Phoenix undertook efforts through meetings
with state and local law enforcement agencies to improve
their understanding of the FOIA and PA legislation. These
efforts have not met with complete success. i

*

The Attorney General for the State of Maine has
advised he intends to follow a policy concerning the release
of state records to be in conformity with the FOIPA. Consequently,
in applicant background investigations, Maine State Police
arrest records concerning relatives of applicants are not
made available to the FBI.



The State of Texas has a privacy act entitled
the Texas Open Records Act, which is patterned after the
Federal Freedom of Information Act. This Act limits access
by federal investigators to certain records, including
civil rights investigations. Fom,

C. LOCAL LAW ENFORCEMENT AGENCIES

Due to FOIA and the Privacy Act, difficulty has
been experienced on several occasions in obtaining information
from the New York City Police Department (NYCPD). Some
officers have stated their reluctance to make information
avallable concerning subjects of local investigation because
of these Acts. The Organized Crime Control Bureau and the
Intelligence Division of the NYCPD have expressed concern
over the FBI's ability to protect sources of information.

*

In a Boston civil rights investigation, in which
the subject was a former employee of a Rhode Island law
enforcement agency, the head of that agency advised subject's
personnel file contained several previous complaints concerning
his alleged brutality. However, the agency refused to make
the personnel file or information contained in it available
to the FBI, out of fear the subject would have access to
this information under the Privacy Act.

*

In a recent civil rights 1investigation, an effort
was made to obtain a copy of a Utica, New York Police
Department report of the victim's death. Local authorities
would make the report available for review but declined
to provide a copy for inclusion in the FBI's investigative
report. Anticipating a civil suit would be filed against
the city and police department arising from the victim's
death, they questioned the ability of the FBI in view of
the FOIA and PA to maintain the local report in confidence.

*

A representative of the Los Angeles Police Department
Intelligence Division has stated he is very reluctant
to furnish information regarding possible domestic revolutionaries.
He is fearful such information could inadvertently be released
pursuant to the FOIPA.



A detective of the Union County Prosecutor's Office,
Elizabeth, New Jersey, was contacting his local sources
relative to the whereabouts of a former Elizabeth resident
who 1s now a federal fugitive charged with murder. The
detective said his sources and contacts in the Cuban community
in Elizabeth were reluctant to provide information in this
federal case or others because of the fear of disclosure
under the FOIA.

*

The following letter was directed by the Chief of
Police in Portland, Oregon, to the FBI:

Dear Mr. Barger:

With respect to FBI files being made accessible
to persons or organizations pursuant to the Privacy Act
or the Freedom of Information Act, I request that all
investigative records of information, from whatever Portland
Bureau of Police source {including the Portland Police Bureaun
as an organization, 1its employees, etc.), in your files
be protected and kept confidential.

If such protection cannot be assured to this
organization by the FBI, we will only be able to cooperate
in the exchange of non-sensitive, non-confidential information.
The Portland Bureau of Police would not be able to pass
on sensitive information to the FBI without this assurance
of confidentiality, and the effectiveness of the working
relationship between our organizations would be greatly
diminished.

Very truly yours,

B. R. Baker
Chief of Police

*

Former Los Angeles Police Chief Edward Davis
stated in the early part of 1977, that if any information
is released by federal law enforcement agencies as a result
of a request under the FOIPA, which indicated that the source
of information was the Los Angeles Police Department, he
would no longer allow his department to furnish information
-to any federal law enforcement agencies.



A representative from the Criminal Conspiracy
Section of the Los Angeles Police Department has stated
his section 1s very reluctant to discuss information concerning
possible 1ntelligence operations of the LAPD. The representative
stated he feared this information could inadvertently be L5 L
released by the FBI to an i1ndividual pursuant to his FOIPA ¢ ©2

request. L

*

In civil rights matters, officers of the Greensboro,
North Carolina, Police Department have been cautioned by
their departmental attorneys that, when interviewed as subjects
by FBI Agents, they should respectfully decline to furnish
any information based on the 5th Amendment. They have been
cautioned further that any statement they do make to the
FBI would be subject to disclosure under the FOIPA.

*

The Little Rock Police Department and the North
Little Rock Police Department will not share their informants
and, more importantly, a substantial amount of their informant
information on federal violations, for fear an informant
will be disclosed accidentally by the FBI through a request
in connection with the Freedom of Information-Privacy Acts.

*

It has been observed the exchange of information
among local police, state and federal investigators at the
monthly meetings of the Columbia, South Carolina area Police
Intelligence Organization has decreased substantially.
Because of uncertainty over what information may meet FOIA
or PA disclosure criteria, there is very little information
exchanged at these meetings. -

*

In the latter part of 1976, the FBI Milwaukee
Office experienced a reduction in the information that could
be obtained from Milwaukee Police Department records relating
to cases other than applicant matters. For a short period
of time, only limited investigative information would be
released to the FBI; however, an understanding was formulated
whereby any arrest record not reflecting a conviction would
not be disseminated outside the FBI. To maintain relationship
with the Milwaukee Police Department, this understanding
is still incorporated in Milwaukee investigative communications.

? -
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Since the Spring of 1976, the New Orleans Office
of the FBI has encountered an express reluctance by the
New Orleans Police Department and Jefferson Parish Sheriff's
Office Intelligence Units to cooperate in furnishing written
information to the FBI on security, as well as criminal,
matters. A member of the NOPD Intelligence Unit stated
that, despite past FBI assurances that all intelligence
information would be considered confidential, it had been
learned a former black activist, who had made an FOIA request
to the FBI was furnished a copy of an intelligence report
previously furnished to the FBI by the NOPD. Although this
document did not reveal the identity of any NOPD informant,
that local agency advised it had no choice but to decline
to furnish further written information to the FBI, in order
to prevent this situation from arising again.

*

In the course of a fugitive investigation, a
Cleveland FBI Agent was denied information contained in
City of Cleveland employment records, due to the Privacy
Act. Subsequently, the Cleveland Agent was able to obtain
these records through a federal search warrant which was
served on Cleveland City Hall. However, because of delays
required to obtain the search warrant, the Cleveland Agent
missed apprehending the fugitive at his place of employment.

D. FOREIGN LIAISON

1o i of the
Iin an b7D

investigation concerning copyright matters, these officers
stated they did not furnish all information to the Federal
Bureau of Investigation as they had in the past, due to
the Freedom of Information Act. -

*

of seeing his name in the newspapers. He advised the gromise
of confidentiality by law enforcement in today's political

environment is worthless.

bl
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A citizen who has close contact with a foreign
police agency discontinued his association with the FBI
because he feared that, under the FOIA, information might be
released which would identify either himself or this foreign
police agency.

*

: In the past two years, several Agents have had
contact with foreign police representatives visiting the
United States. These representatives have come from Western
countries, some of which have experienced internal problems
with terrorism, including Great Britain, France, Canada
and Norway. These police representatives generally offered
the observation that, despite their high regard for the
reputation and professionalism of the FBI, they believed
{(one said 1t was sadly amusing) all of the fine efforts
of the FBI are sometimes diluted, if not negated, when the
investigative results have to be furnished under the FOIPA
to the subjects of investigations. This same dismay over
restrictions on the FBI was relayed by a person who traveled
to Israel and visited the Israeli Police.
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IIT. ABILITY OF LAW ENFORCEMENT PERSONNEL TO OBTAIN INFORMATION
FROM THE GENERAL PUBLIC

A. AIRLINES { "
In an FBI case, United Airlines at Seattle, Washington,

had accepted a stolen check for airline passage. As United

Airlines computers indicated to the ticket agent the check

was stolen, the airline refused to 1ssue the ticket which

had been completed by the ticket agent. During the course

of FBI investigation, United Airlines was requested to

surrender the completed but unused ticket as evidence;

however, the company declined to make the ticket available

to the FBI due to the FOIPA.

1

B. APARTMENT OWNERS

A Richmond Division clerical employee, who is
also employed by an apartment complex, advised this memorandum
was prepared by the apartment manager relative to release
of confidential i1nformation concerning tenants:

"In response to many of your questions, our attorneys have
advised us to follow this procedure:

1) "NO POLICEMAN OR OTHER SIMILAR OFFICIAL IS TO BE ADMITTED
TO ANY RESIDENT'S APARTMENT WITHOUT A SEARCH WARRANT.

2) "“NO POLICEMAN OR OTHER SIMILAR OFFICIAL IS ALLOWED TO
SEE A RESIDENT FILE WITHOUT A SEARCH WARRANT OR A SUBPOENA.

3) "ALL SUCH OFFICIALS MUST SHOW IDENTIFICATION.
"We cannot give out the following information:

l) Resident's income
2) Resident's outstanding bills
3) Resident's method of payment

"We can give out the following information:

1) Resident's address

2) Resident's marital status

3) Resident's forwarding address

"Please be courteous to all police officials. However, explain
to them that you are prohibited from releasing confidential
information.

o~ ~ -
ST
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"If you have any questions about this procedure, contact
your rental coordinator."

"Resident Managers must circulate this memo to all employees."

C. BANKS

Citing the Privacy Act, a large Denver bank would
not make available details of a particular financial transaction
without a subpoena, although the bank was the vehicle in
a possible 2.2 million dollar fraudulent ITSP transaction.

A former president of another Denver bank obtained
loans using fraudulent financial statements. The former
employer bank would not make available to the FBI the personnel
file, the loan file, or the results of the internal audit
regarding the president's activities, based on the Privacy
Act. This i1nformation was not available from other sources.

*

In a major Fraud by Wire investigation including
RICO ramirfications, General Counsel for Wells PFPargo Bank,
San PFrancisco, advised that even though the subject of the
investigation was in present default with the bank, no records
would be made available to the FBI without a subpoena duces
tecum. The General Counsel stated it was possible the
subject might at some future time enter into negotiations
with the bank removing himself from a default position,
at which time the bank would place itself and its officers
in a position of great liability. According to the General
Counsel, this liability would be based upon the fact the
Privacy Act had prohibited the bank from releasing information
to the FBI without a subpoena duces tecum.

*

During an investigation concerning disappearance

of $1,000 from a Los Angeles bank, investigating Agents
contacted a senior vice president to request background
information on a particular suspect bank employee. The

vice president advised that, due to recent federal and state
privacy legislation, he could not furnish personnel informa-
tion concerning this employee, as he feared that the employee
might then have grounds to file a law suit for invasion

of privacy.

'“f-.
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In an 1investigation originating in Chicago involving
false statements to an estimated 50 to 65 banks resulting
in 3.8 million dollars in law suits, the San Francisco FBI
Office served a subpoena for bank records at Wells Fargo
Bank, San Francisco, and additionally made request to interview
bank officers who had been personally contacted by subjects.
Wells Fargo, a victim of the scheme, would not permit the
requested interviews without additional subpoenas directed
to the officers involved. By way of explanation, the bank
advised the Privacy Act prevented discussion of any information
concerning a bank customer without subpoena.

*

In a recent Honolulu investigation regarding Interstate
Transportation of Stolen Propeérty, an Agent was denied information
contained in bank records which would have been of lead
value in locating the subject. The bank personnel, including
the vice president, cited the Privacy Act as basis for refusal
to disclose this information, which would have indicated
where the subject was cashing bad checks.

*

In an investigation involving almost $800 worth
of bad checks, a request was made to review and obtain certain
bank records at El1 Paso National Bank relating to the subject's
checking account. An assistant cashier at the bank denied
the request, citing the Freedom of Information Act and Privacy
Act. This erroneous denial of information resulted 1n a
two-month delay in the 1investigation.

*

An individual obtained a loan on home improvements
insured by the FHA. The loan was defaulted and the State
National Bank of Odessa, Texas, made a claim and was paid
by the FHA. During subsequent investigation by the FBI,
the State National Bank of Odessa, Texas, refused to furnish
the FBI any information concerning the loan without a subpoena.
The reason given for the denial of information was the Freedom

of Information Act and the Privacy Act.

*

- 14 -



The First National Bank of Midland, Texas, was
.«the victim bank in a Bank Fraud and Embezzlement - Conspiracy
case. Losses suffered in this case were approximately
$476,000. Bank officials advised that under bank policy,
which was based on the Freedom of Information and Privacy
Acts, they would furnish no information to the FBI without

a subpoena duces tecum.

D. CREDIT BUREAUS

Citing the Privacy Act, Cleveland Credit Bureau
personnel refused to furnish information regarding a fugitive'‘s
address and employment, which could have enabled the FBIX
to apprehend him. The Credit Bureau advised that such
information would be released to the FBI only upon the issuance
of a subpoena.

*

The policies of the Credit Bureau of Greater Houston,
influenced and shaped by the impact of the Freedom of Informaticn
and Privacy Acts, have limited the information that is available
to the FBI, as follows:

(a)In applicant cases, even when waiver forms have
been executed by the applicants, the Credit Bureau
will not identify businesses where the applicants
have delinguent accounts.

(b)In criminal cases, the Credit Bureau will not
i1dentify businesses where the subjects (or other
pertinent individuals) have applied for credit.

*

One of the larger collection agencies in St. Louis,
Missouri, has refused to furnish information regarding individuals
who are subjects of FBI investigations, and has specifically
stated this reluctance is based on the FOIPA.

E. EDUCATIONAL INSTITUTIONS

In June 1978, a state university registrar was
contacted for assistance in obtaining student documentation
for an undercover Special Agent. The registrar declined
to cooperate in the investigation, commenting his cooperation

4 N'\"
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would require him to knowingly misrepresent the university.
He explained the Privacy Act was very clear as to what he
could or could not do: he was even prevented from furnishing
information to parents of students, even when the parents
were entirely paying for their child's education.

*

Agents of the Honolulu Office, in criminal investigations,
are unable to gain access to registration and/or academic
records of current and prior students at the University
of Hawaii. The only information available is public source
information which is contained in the Student Directory.
The explanation for denial of access by University of Hawaii
personnel is the Privacy Act.

*

During the fall of 1977, an SA of the Mobile Division
was conducting a background investigation involving a Bureau
applicant. The applicant's attendance at a community college
in Alabama was verified but the agent experienced difficulties
obtaining detailed information, even though the applicant
provided the FBI with the required release. School officials
refused to provide the agent with the names of the applicant's
former instructors and attributed their position to the
Privacy Act.

*

During a Civil Rights inquiry recently, a local
university student stated incidentally that she was taking
a Government course in which the professor gave extra credit
to students who requested files on themselves from the FBI.
The student herself received extra credit, even though the
FBI responded to her FOIPA request that no files were Jlocated
identifiable to her name. *

Arizona State University officials have adopted
an official policy of non~cooperation with investigators
since the enactment of the Freedom of Information and Privacy
Acts. This policy is carried out at all levels of the
University's administration. Prior to the Freedom of Information-
Privacy Acts, the University was most cooperative.

*
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] At Boulder, Colorado, in connection with applicant
type investigations, there have been instances in which
individuals displayed a reluctance to furnish derogatory
information after being advised of the provisions of the
Freedom of Information Act, even though it was pointed out
that their identities could be protected. No information
has been available from the Office of Records and Admissions,
University of Colorado, Boulder, except in those instances
where a signed release was provided.

*

During a recent Foreign Counterintelligence investigation,
college records concerning the subject were unavailable
without a release from the subject or a subpoena, due to
fear of violation of the FOIPA. Personnel at the motel
where the subject stayed would furnish only limited information
concerning this individual, due to the FOIPA.

*

In connection with a fugitive investigative matter,

a transcript supervisor at a major upper-midwest university
advised on April 16, 1976, that in the opinion of the university
~administrators, no information could be released to Agents

of the FBI concerning the fugitive without his consent 1in
the form of a signed release granting authority to do so.
The position of the University was said to be in compliance
with provisions of the Privacy Act legislation.

*

In a recent FBI fugitive investigation, information
was developed that the fugitive might be a student at State
Technical School, Memphis, Tennessee. This institution
was contacted and informed the investigating agent that,
as a result of the Privacy Act, no information from records
could be released to the FBI. The institution would not
confirm whether or not the fugitive was currently a student.

*

During the investigation of an $11,000 Bank Fraud
and Embezzlement violation, the University of Texas at El
Paso was contacted regarding the subject. UTEP officials
refused to disclose whether or not the subject was a veteran
receiving VA educational benefits. The UTEP administration
cited the Freedom of Information and the Privacy Acts as
the reason for not providing the requested VA information.
This denial of information resulted in a two-month delay
in the investigation.
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In an applicant investigation at Auburn, Alabama,
a waiver was provided the FBI to obtain medical records concerning
hospitalization at the health center of an educational institution
there. The school physician refused to provide any information
either to the FBI or to the applicant, even after the latter
personally went to the health center to sign a second waiver
drawn by the school. The office of the school president
advised refusal to release information was due to the Privacy

Act.

*

An individual 1dentified as operating a check
kite scheme with banks in Indiana, Ohio and Pennsylvania
had been hospitalized in a St. Louis hospital. Investigation
determined this individual had initiated his check-kite
scheme from a hospital telephone. Nevertheless, hospital
officials, citing the FOIPA, refused to verify his hospitalization
or date of confinement.

*

In an FBI fugitive case, the Agent attempted to
obtain background data on the fugitive from a private hospital
in Indianapolis, where he had been a former patient. Hospital
officials expressed the belief that Federal Privacy Law
inhibited them from verifying the subject's status as a
former patient, much less releasing background information
on him.

G. HOTELS

A hotel in San DPiego which is a part of a large
nationwide hotel chain refused to furnish information on
guests, including foreign visitors, without a subpoena due
to the enactment of the FOIPA.

*

During a fugitive investigation of a subject wanted
by federal and local authorities for extortion and firearms
violations, a Special Agent of the New York Division contacted
the security officer at the Rye Town Hilton Hotel, Port
Chester, New York. The purpose of this contact was to develop
background information on a former employee of the hotel
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who was an associate of the fugitive. This employee allegedly
had knowledge of the fugitive's current whereabouts. Security
officials at the hotel refused to furnish any information

from their files without a subpoena because they felt they
were open to civil litigation under the provisions of the
Privacy Act.

*

Numerous hotels and gambling casinos in the State
of Nevada, which would formerly furnish information from
their records on hotel guests and gambling customers during
routine 1nvestigations, now require a subpoena before they
will release any information to the FBI. The reason given
by hotel officials for subpoena is for hotel protection,
in the event of a law suit, following an FOIPA release given
to these subjects of investigation.

H. INSURANCE COMPANIES

Information submitted to Medicare through Aetna
Insurance Company, which would show medicare fraud perpetrated
by the staff of a union-owned hospital in Anchorage, Alaska,
was withheld by Aetna citing the Privacy Act. It was necessary
to obtain a Federal Grand Jury subpoena for the desired

information.

*

In the field of arson investigation, major insurance
companies and the Fire Marshall Reporting Service have stated
they will provide no information to federal law enforcement
agencies except under subpoena. They advise their legal
departments believe this position is necessary for protection
against civil suit, in the event of an FOIPA disclosure.

I. LEGAL PROFESSION

On May 5, 1977, a nationally known U. S. District
Court Judge refused to be interviewed on an applicant matter
because he wanted any information furnished about the applicant
to remain confidential. It was the judge's opinion the
FBI could not prevent disclosure of this information at
a later date to the applicant under the Privacy Act.

*
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In response to an FBI inquiry concerning an applicant,
an attorney who was a former AUSA confided that significant
information, meaningful and derogatory, would not be forthcoming
concerning the applicant because of the FOIPA. When pressed
by the FBI Agents upon this point, the former AUSA stated
that he himself would counsel his clients not to furnish
the FBI with derogatory information in applicant-suitability
matters.

*

During an investigation in March 1978, by the
Kansas City Office, private attorneys were interviewed concerning
the qualifications of a candidate for a Government position.
These private attorneys initially declined to furnish derogatory
information in their posession concerning the candidate,
in view of the provisions of the Privacy Act. They did
furnish pertinent information on a promise of confidentiality,
and it 1s unknown what information they withheld due to
fear of the effect of the Privacy Act.

*

In a background investigation of a person considered
for appointment as U. S. Magistrate, a U. S. District Judge
before whom this candidate practiced law declined to furnish
any information which would be divulged to the candidate
under the FOIA.

*

A federal district judge was 1interviewed in a
background investigation concerning a departmental applicant.
The judge stated he did not feel that the FBI could provide
confidentiality concerning his statements. He declined
to furnish candid comments concerning the applicant and-
stated he did not wish to be interviewed concerning any
FBI applicant investigations in the future.

*

A prominent attorney in Dayton, Ohio, was contacted
concerning an applicant. He indicated he was in a position
to furnish uncomplimentary information concerning the applicant,
but advised the interviewing agent that due to the FOIA
he would not do so. Thereupon, he furnished a brief, neutral
commentary.
*
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In connection with a suitability investigation
concerning a nominee for U. S. District Judge, two attorneys
contacted in July 1976, expressed extreme reluctance to
furnish their true opinion regarding the qualifications
of the candidate. They indicated they were fearful that,
should the candidate be appointed to a judgeship and later
learn of their statements, he would find a way to punish
them professionally through his position. The attorneys
.eventually provided their comments after receiving an express
promise of confidentiality; however, there is no assurance
that they were as candid as they might have been before
the FOIPA.

*

In a recent background investlgation conducted
by the Las Vegas Office pertaining to a Federal Judgeship,
one attorney contacted advised he had derogatory information
concerning the judicial candidate. However, he declined
to furnish this information to the FBI stating he felt the
information would eventually be disclosed to the applicant
under the Privacy Act. He felt that, if this disclosure
ever occurred, he would be unable to practice before the

applicant's Court.

J. NEWSPAPERS

In a Corruption of Public Officials case, recent
consideration was being given for change of venue to El
Paso, Texas. The El Paso FBI Office was requested to review
newspaper clipping files to determine the amount of publicity
in the El Paso area the corruption matter had received.
On April 10, 1978, a newspaper editor in El Paso, Texas,
advised that, in light of the Freedom of Information Act
and the Privacy Act, no information from newspaper clipping
files would be made available to the FBI except upon service
of a subpoena.

K. POLITICIANS

Recently in a Southern state, the State Chairman
of one of the state's two major political parties was interviewed
regarding a presidential appointment. This individual was
advised of the provisions of the Privacy Act at the outset
of the interview and requested confidentiality. He made
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one or two statements of a derogatory nature and then requested
that these statements be disregarded. He advised that,

although he was aware his identity could be protected under

the Privacy Act, he was not confident this protection would

be effective. After the above statement, the interviewee

would provide only a general statement regarding the appointees’'s
honesty and terminated the interview.

*

In Oklahoma, a highly placed political figure offered
to furnish information to the FBI concerning a multi-million
dollar Act of Political Corruption. The information was
never received because the Agent could not guarantee that
his 1dentity would not later be inadvertently disclosed
through sophisticated queries sent to the FBI through the
Freedom of Information Act. This source feared that the
adversary in this matter could collect pieces of information
from the FBI through the Ffreedom of Information Act, then
assemble the information, possibly using a computer and
identify the source.

*

During the course of a Public Corruption investigation,
the interviewing agent in a southern office detected reluctance
of witness police officers to provide complete information,
subsequent to a discussion of the Freedom of Information-
Privacy Acts. It was the opinion of the interviewing agent
this reluctance was based on apprehension by the police
officers this information could be made available to the
subject, a trial judge before whom the police officers
frequently appeared.

L. PRIVATE COMPANIES -

During a routine investigation, a Special Agent
sought the cooperation of a company personnel manager to
determine the subject employee's residence from company
records. Citing the restrictions of the Privacy Act, the
personnel manager would neither confirm the subject's employment
with his company nor provide any background information.



‘i

During a recent national security investigation zg§%g7?,
involving possible Foreign Agents Registration Act violation, ‘f;??
a lead was set out to interview the owner of an electronics <.
firm regarding the purchase of loudspeakers and other electronics,
used by foreign nationals in a public demonstration. The
The owner of the electronics firm refused to disclose this
information unless a subpoena was issued, stating he feared
the customers who rented his equipment might learn of his
cooperation, under the FOIPA, and bring a civil action against
the electronics firm for breach of confidentiality.

*

In connection with bank fraud matters being
investigated in the Charleston Resident Agency, an auto
dealer refused to furnish time cards of employees because
he would violate the Privacy Act.

%

Because of the Freedom of Information and Privacy
Acts, the policy of the Shell 0il Company limits the type
and amount of information that the company will provide
to the FBI regarding an applicant for employment. The personnel
clerk for that company advised that, even when an applicant
has executed a waiver form, the only information Shell
will furnish regarding the applicant‘'s employment is as
follows: verification of employment, dates of employment;
position and salary.

*

During the course of investigation in Spokane,
wWashington, agents sought to review employment records
at the Bon Marche Department Store and were advised that
employment records were no longer available because of _the
Privacy Act.- Agents also attempted to secure information
concerning the subject from Sears Roebuck Company and Nordstrom
Department Store and were advised that this information
was not available without a court subpoena.

*

in a Dallas 1investigative matter regarding an
electronics company, a former employee of the company who
was a principal witness became fearful that he would be \\\
sued by the subjects of the investigation and the company
if he provided information to the FBI. He was reluctant

i Nty .
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because he believed this information would be available
through the FOIPA; if the criminal allegation was not
ultimately resolved in court, he feared he would become
civilly liable. On several occasions, this witness asked
what his civil liability would be and expressed reluctance
in providing information of value to the investigating Agent.

*

Another Dallas 1investigative matter was based
on information furnished by businessmen in a small town
in Texas. When they initially furnished the information,
these sources asked that they not be called upon to testify.
Being businessmen 1n a small town, they expressed fear the
information they provided would be used against them and
harm their businesses. When these sources learned information
which they furnished might be obtained through the provisions
of the FOIPA by the investigation subjects, they stated
they would not furnish any further information to the FBI.

*

In a fugitive investigation, information was developed
that the subject was a former employee of an oil company.
When contacted, the oil company management declined to furnish
any background information from their personnel files concerning
subject's former employment. The stated reason for not
furnishing this information was concern for possible future
company liability should the fact of FBI cooperation become
known to the subject under the FOIPA.

M. PRIVATE LENDING COMPANIES

An Equal Credit Opportunity Act case involved
a limited i1nvestigation based on a Departmental memorandum
which directed that 14 former employees of a loan company
be identified and interviewed. Citing the Privacy Act,
the loan company Legal Counsel declined to identify to the
FBI the 14 former employvees. Instead, he had his current
employees make personal contact with these 14 individuals
to request their permission to release their names to the
FBI. This indirect process delayed the investigation for
a one-week period. The company was also asked to release
loan applications of certain individuals who had been granted
loans within the past 18 months. On the basis of the Privacy
Act, the loan company declined to release these financial
documents.
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N. PUBLIC UTILITIES

During a recent security 1nvestigation, a lead
was set forth for the Savannah Division requesting utility
checks to be made to obtain information regarding certain
individuals. Officials of a Georgia utility were contacted
and advised that checks of their records would not be possible
due to the provisions of the Privacy Act.

*

In Maryland, a local security office of the telephone
company referred a "blue box" case to an FBI resident agency.
However, the company refused to furnish any data concerning
the principals involved in the violation without obtaining
a subpoena for telephone company records.

*

In a fugitive investigation, the Indianapolis
Office was given reliable information concerning the non-
published telephone number of the fugitive's location on
the Christmas holiday. The FBI holiday supervisor tried
in vain to obtain the location of the number from various
officials at Indiana Bell Telephone Company, and the fugitive
was not apprehended. 1Indiana Bell insisted a subpoena was
needed, based on FOIPA considerations, before this type
of information could be released to the FBI.

*

Due to FOIPA ramifications, New York Telephone
Company procedures for access to subscriber information
and toll records substantially delayed investigative acktivity
in a similar FBI case.

O. QUASI LAW ENFORCEMENT

On January 17, 1976, the disciplinary board of
the Supreme Court of Pennsylvania advised that, because
of FOIPA considerations, all requests for information by
the FBI must be in letter form and a release authorization
signed by the applicant must be enclosed with the request
letter. It was intimated that a written request might not
elicit all information if the disclosure could cause difficulties
for the board.

*
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The Amer:can Quarterhorse Association, located
in Amarillo, Texas, will no longer provide any information I
to law enforcement agencies or investigators unless served Lgffwu
with a subpoena. This Association has 1in the past assisted ’
the FBI in coverage of aspects of the racing industry.
The Association has advised 1ts current restrictive policy
1s the direct result of FOIPA legislation.

P. TRAVELER'S AID AND FAMILY SERVICES

A Detroit kidnapping case 1nvolved a 65-year-old
victim who had been brutally beaten, stabbed and left for
dead in a rural area of Ohio. The victim could only
provide nicknames for the kidnappers. Investigation revealed
that the subjects had attempted to gain transportation from
the Traveler's Aid Society in Detroit, Michigan. The Society,
after being advised of the urgency of the matter, nevertheless
refused to supply information on December 20, 1977, from
records which would identify one of the subjects and possibly
reveal the whereabouts of both subjects. This information
was subsequently obtained the next day by subpoena duces
tecum and teletyped to a Texas Office within a few hours
after receipt. Both subjects were arrested in Texas on
December 26, 1977. However, a few hours prior to the arrest,

one subject shot and killed an individual in Texas. b1
*

€)l ]

The service has recently retfused

o furnish any intormation from their files to the FBI unless
by a lawful court order. The Privacy Act was cited as the
basis for this refusal to cooperate.

Q. UNIONS

On alleged Privacy grounds, Seafarers International
Maritime Union in Brooklyn, New York, will no longer provide
information to law enforcement agencies unless served with

a subpoena.
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During the course of a Racketeer—Influenced

Corrupt Organizations case involving certain union members
and company officials, the investigating agent contacted
non-union employees concerning alleged harassment by union
members and the firing of several rifle shots at non-union
members. A prospective witness to a particular incident
declined to furnish any information to the FBI, on FOIPA
grounds, stating that, "the Government just can't keep a
secret anymore."

*

In a similar FBI case, a labor union official
refused to furnish information to the Baltimore FBI Qffice.
He claimed he would have no confidence in the security of
his information in view of the ability of individuals to
obtain thear files under the FOIPA.

R. WESTERN UNION

During the course of an investigation to locate
and apprehend a fugitive, a Special Agent and a cooperating
witness attempted to obtain information from the Western
Union Office, Jacksonville, Florida, concerning a telegraph
money order and message sent to the cooperating witness
from the subject. Employees at the Western Union Company
advised they could not disclose any information regarding
the money order or message, due to "Privacy concerns," without
a court order.
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IV REDUCTION IN CURRENT INFORMANTS OR POTENTIAL INFORMANTS
RESULTING FROM PRESENT FOIPA DISCLOSURE POLICIES

A. DEVELOPMENT OF POTENTIAL INFORMANTS

During the past four months, three individuals
were separately contacted i1n an effort to obtain their cooperation
in organized crime matters. Each of these individuals advised
the contacting agent they felt their confidentiality could
not be maintained due to current FOIA legislation. It is
believed these 1individuals would have been cooperative had
they not feared the FOIA and they would have been valuable
FBI informants. Because of the wrde publicity which the
FOIA has received, these individuals were well aware of
the public's ability to gain access to information in FBI
files.

*

Shortly after a skyjacking began, an identified
caller stated to a Special Agent that he was a medical
doctor and that the skyjacker was probably identical to
an i1ndividual who was an outpatient at the pyschiatric
clinic where the caller was employed. He stated the individual
was schizophrenic and was dangerous to himself and to other
persons. The caller suggested that a psychiatrist should
be available during all negotiations with the skyjacker.
The caller's i1dentity was requested since he was obviously
knowledgeable concerning the skyjacker and could furnish
possible valuable information in an attempt to have the
skyjacker peacefully surrender. Despite the fact that
several lives were 1in jeopardy, the caller stressed that
he was unable to furnish his name because of Federal Privacy
Act requirements and terminated the call. Because of this
telephone call, the FBI did have a pyschiatrist available
during negotiations with the skyjacker (who had been correctly
1dentified by the caller) and the skyjacker's surrender
was accomplished without loss of lives or property.

*

For approximately three years, a telephone caller
known to the agent only by a code name furnished information
in a wide variety of cases, from drug-related matters to
terrorism. The caller never identified himself and advised
he could never testify since to do so would risk death.

The caller finally terminated his relationship, expressing
fear that an inadvertent release of information by the FBI,
under the FOIA, might identify him.

*
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An individual in a position to know information
about an FBI subject stated to a Special Agent at Dallas,
Texas, that she would not furnish any information lest 1t
and her identity appear in the newspapers. She made reference
to information which was being published in the press as
a result of an FOIPA request.

*

An agent of the Jacksonville Division was recently
in contact with an individual believed capable of providing
reliable direct and indirect information regarding high-
level political corruption. This individual advised his
information would be furnished only if the contacting Special
Agent could guarantee that the individual's identity would
never be set forth in any FBI files. The contacting Agent
attributed this individual's reluctance to have his identity
set forth in FBI files to a fear of the FOIPA and its effect
on the FBI's ability to maintain confidentiality of information
from informants.

*

In August 1976, an FBI field office contacted
a potential criminal source, to determine why he was not
now providing the FBI with information as he had been in
the past. This potential source replied that he was in
fear of losing his job and of retaliation by individuals
about whom he might furnish information. The potential
source asked if the FBI could guarantee the confidentiality
of his relationship and of the information he furnished.
He stated he was particularly concerned about confidentiality
in light of the FOIA. 1In view of his apprehensions, this
individual is no longer being contacted by the FBI.

* -

A particular Organized Crime case involved an
investigation to identify male juveniles being transported
interstate for the use of homosexuals., Due to fear of reprisals
stemming from FOIA disclosures and Privacy Act problems,
various school officials would not cooperate in the investigation
to verify the identity of the juveniles. 1In the same case,
prominent citizens in a community displayed reluctant cooperation

with the FBI out of fear of FOIA disclosure.

*
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he would not cooperate with the FBI due to fear his identit
would be publicly revealed, which would be detrimental to

his profession. This potential source referred to news
accounts 1n the local press regarding material made available
under the FOIA, which had disclosed the names of several
individuals 1n professional capacities at Portland who had
assisted the FBI and the nature of their assistance. This
type of publicity, according to the potential source, would
be detrimental to any individual in business who elected

to cooperate with the FBI.

In Portland, Oregon, a potential source advised .
l’:’]%‘?“
M ;l Llf}:;r

*

A Special Agent advised that an individual in
a high management position i1n a state agency wished to provide
information to the FBI on a confidential basis. During
one of the agent's initial conversations with this source,
confidentiality was requested, specifically that the source's
name never be mentioned in FBI files due to "past legislation,
Freedom of Information Act, etc." This person was in a
position to furnish i1nformation concerning White Collar
Crime and political corruption; however, the potential source
subsequently refused to cooperate with the FBI, in spite of
the Agent's assurances.

B. CRIMINAL INFORMANTS

A Newark criminal informant, who furnished very
significant information in an automobile ring case, advised
he feared for his life after reading in various New Jersey
newspapers of disclosures made under the FOIPA. As a result,
this source will no longer furnish information which is
singular in nature. )

*

Several attempts have been made by the New York"
Office to reactivate a former source, who had been extremely
cooperative and productive. Current attempts to persuade
the source to once again aid the FBI have been negative.
The former informant refuses to cooperate, as he believes
his identity cannot be kept secure due to FOIPA disclosure

policy.

r,ﬂf""ill
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An 1nformant of the Mobile Division was recently
closed 1nasmuch as the source advised he felt the FBI could
not efficiently protect the confidentiality of his relationship
and his 1dentity, due to the FOIPA. This source has previously
provided excellent information regarding gambling and organized
crime 1n the Mobile Division. He stated that he 1s afraid,
if his name ever surfaced as providing information to the
FBI, he would lose his business and everything he has worked
for 1n his life.

*

A Top Echelon Informant of the Mobile Division
was recently closed as he would no longer furnish information
to the FBI, because he was concerned about his identity being
made known as a result of recent disclosures of FBI information
and confidential sources.

*

In 1976, the Albugquerque Division had an active
informant who stated he would no longer continue in that
capacity because it was his belief, as a result of the FOIPA,
his identity and confidentiality could no longer be protected.

*

I In an ITAR-Arson investigation, an individual
in the Albany area was sucessfully developed as a potential
source of information concerning racketeering and political
corruption. However, upon learning of the provisions of
the FOIPA, this individual requested that his conversations
not be recorded and refused further cooperation.

*

Another field office informant related a conversation
which occurred between a local attorney and several organized
crime figures. The attorney commented that within the next
few years the FBI will be severely restricted in its efforts
to obtain information from confidential sources. He stated
that he fully expected the provisions of the FOIPA would
be sucessfully utilized in 1dentifying FBI informants.

Agents subsequently contacting this valuable source have
noted a subtle reluctance on his part to more fully penetrate
the particular organized crime activities which he is in

a position to cover.
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An FBI Office in a major North Central City has
received information from several reliable informants that
most Organized Crime members 1n the area have been instructed
to write to FBI Headquarters requesting file information
pertaining to themselves. These informants have advised
the sole purpose of this process 1s to attempt to identify
informants who have supplied information to the FBI on
Organized Crime matters. The FOIPA Branch of the Records
Management Division, FBI Headquarters, has advised that
such requests have been submitted by virtually every Organized
Crime Figure in the area.

*

A Boston informant who has a great deal of knowledge
concerning the Hell's Angels motorcycle gang 1s reluctant
to furnish information on the gang because of the FOIA and
PA. He has considerably reduced the amount of information
he furnishes to the FBI.

*

A Boston informant who has furnished considerable
information concerning the Weather Underground and the Prairie
Fire Organization advised that he is very upset about the
FOIA. He has learned through conversations with members
of the counter-culture that former and current extremists
are writing to FBI Headquarters under the FOIA in an effort
to i1dentify and expose informants. The informant indicated
he is apprehensive about the Bureau's ability to properly
safeguard information furnished by him.

*

A long-time confidential informant in San Diego,
California, finally stated, "I can't help you any more -due
to the Freedom of Information Act." This informant had
previously furnished valuable information which led to arrests
and recovery of Government property. Even though the promise
of confidentiality was explained to the informant, he still
refused to furnish further information.

*

An established source of one FBI field office
had furnished information concerning a relative who was
a federal fugitive. The fugitive was arrested and subsequently
made an FOIPA request for the investigation concerning him.
Based upon the information released, the former fugitive
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reached the conclusion it was probably his relative who

had furnished information concerning him to the FBI. This
former fugitive subsequently threatened the life of the
source and the source's family, and the source 1is now fearful
that his relative may pass on his suspicions to other FBI

subjects.

*

A former Salt Lake City informant had regularly
furnished 1nformation resulting in recovery of large amounts
of stolen Government property and the arrest and conviction
of several subjects. In a pending Salt Lake City case,
the former informant refused to cooperate because of his
fear of the FOIPA, which he felt would in fact jeopardize
his life should he continue cooperating with the FBI.

*

In January 1978, the New York Office received
information one prime FALN suspect was applying under the
FOIA for his file. Sources close to the suspect advised
he was seeking to discover the FBI's knowledge of his
activities and the identities of Agents who were investigating
him.

*

In a Western Field Office, a former highly productive
confidential informant advised that he did not feel secure,
due to widespread publicity concerning FBI informants and
the FOIA legislation. He stated that, although he continued
to maintain his confidentiality regarding his relationship
with the FBI, he was not sure that the FBI could do the
same. Due to this source's feelings, he discontinued all
contact with the FBI. ‘ )

*

In Philadelphia, an informant furnished information
concerning LCN (La Cosa Nostra) figures and on organized
crime conditions in Northeastern Pennsylvania. Subsequently,
the source acquired the conviction that, under the Attorney
General's FOIPA Guidelines, guarantee could no longer be
gaven that his 1dentity would be protected. Accordingly,

:;e source declined to furnish any further information to
he FBI.
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In one Northeastern FBI Field Office, on three
separate occasions persons under development as organized
crime informants have declined to furnish information of
a confidential nature, if the information 1s reduced to
writing in any form. These sources have cited media accounts
of persons murdered by underworld figures because their
identities were discovered as the result of the FOIA.

*

One FBI field office advised that a confidential
source, who previously had Top Echelon Status and who had
identifi1ed several members of the La Cosa Nostra, was discontinued
in April 1977. This source had read an article in Time
Magazine (April, 1977 issue, page 22) which had identified
two former FBI sources who had been slain. The FBI could
not convince the source that his own i1dentity in the future
would be fully protected.

In March 1978, the Drug Enforcement Agency (DEA)
was advised that an informant of the Atlanta FBI Office
might be in a position to provide timely information concerning
large narcotics shipments, in exchange for a reward from
DEA and the guarantee of confidentiality. A local representative
of DEA responded that confidentiality could be guaranteed
by DEA only in instances where the informant was operated
by DEA as a source. DEA reward money could be paid to any
individual supplying information; however, the true identity
of an FBI source would be reflected in DEA records for such
payment. The FBI source was advised of the results of inquiry
with the DEA. The source subsequently furnished the identities
of the drug subjects of which he had knowledge. This information
was disseminated to DEA., However, the source declined to
have further contact with these subjects, for fear his identity
would be made known at some later date under an FOIA request

to DEA.
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A Boston FBI informant is well connected to the
organized crime element in central Massachusetts, Boston
and Providence, Rhode Island. Over the past year the informant's .
productivity has dramatically decreased. Consequently,
this decrease was discussed with the informant, who stated
that he had begun to doubt the FBI's ability to protect
the contents of its own files and information provided by
1ts informants. He had learned that an organized crime
figure had received over 500 pages of FBI Anti-Racketeering
Reports and was unquestionably trying to identify informants.

*

The criminal informant coordinator of the Boston
Division has been told by an individual, who would potentially
be an excellent source of criminal information on the Boston
waterfront, that even though he had cooperated with law
enforcement personnel in the past he would never do so
again. He stated that he was afraid that one day, as the
result of FOIPA, he might "see his name in the Boston Globe."

*

In Dallas, an informant who has been furnishing
information to Special Agents of the FBI since 1953, regarging
gambling, prostitution, stolen goods, and criminal intelligence
information, when last contacted by an Agent indicated he
would no longer furnish any information to the FBI due to !
the fact it could be disclosed under the FOIPA. The inforqaqt
felt his personal safety could be jeopardized by the disclosure
of his identity, and he no longer wanted to take the personal
risk and provide information regarding criminal activaties.

C. SECURITY INFORMANTS
[
) |

bl

.Iexpressed SOme humor over the fact that such information
able.
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An individual, who is in a position to furnish
possible foreign counterintelligence information, expressed
the opinion the Federal Government could not protect
his identity in view of the constant scrutiny by Congress
of the FBI and CIA and the subsequent news media leaks.
This individual also stated he would be fearful that
his identity would be revealed through access to records
by the public under the FOIA, as well as extensive civil
discovery proceedings exemplified by the SWP civil law suit.
In addition, this individual expressed concern over former
intelligence agency officers who were publishing books,
possibly jeopardizing the confidentiality of sources.

bl
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An informant expressed deep concern over securélyﬁfafh
and possible disclosure of his relationship with the FBI,
noting recent instances in which FBI sources had been identified
in the press. The informant, who had provided critical
information for many years in matters of the highest sensitivity,
requested that his relationship with the FBI be terminated
and that his name be deleted from all FBI records.

v
“
ruay

*

| IZCZ
e i1nrorman asS repeatedly volced concern over possible )

disclosure of his identity through the FOIA. The source

has now requested that all contacts be minimized 1n fregquency bl
and duration, that all information furnished be paraphrased,
that his real or code names never be used, and that access

to his information be severely restricted within the FBI.

It has be 1 '

lin

LY
and the amount of substantive
information furnished has declined.

*

A former source of excellent guality was recontacted,
since his background was such that he could develop information
of value concerning the terrorist Puerto Rican independence
group known as the FALN. After three hours of conversation,
the former source agreed to coopetrate with the FBI but only
in a very limited manner. He stated that due to the FOIA
he longer believes that FBI Agents can assure his complete
protection. He made 1t clear that he will never again function
as deeply as he had previously in behalf of the FBI, noting
that disclosure of his identity would most assuredly cést
him his life.

*

An 1ndividual who has requested his iQenti e

| (e
1as
also expressed concern pertinent to revelation of his identity

as furnishing information to the FBI. This individual queried
the Special Agent involved in the investigation as to whether
his identity could be protected and stated that he was concerned




i

14
ace e d1d not wish to be contacted on
a regular basis by the FBI.

*

Members of an organization which 1s currently
under investigation in the domestic security area made
several FOIPA requests to the FBI. Based upon this informat:ion,
one member concluded that a particular individual had been
providing information to the FBI. This conclusion was based
not so much on the release of particular information or
the 1dentity of the individual who furnished 1it, but
upon the fact that much of the information went back many
years, as well as up to the present. This member concluded
that only one individual could have provided information
of this nature over such a long span of time. The source
who provided the information convinced both the member and
the organization that this was not the case and that this
source was not the individual who provided information to
the Federal Government. However, while the situation ended
favorably, potential for harm to the source was great. (Note -
this example is very sensitive.)

*

In September 1977, a former Special Agent advised
the San Antonio Office that an informant had contacted him
upon learning that an FBI subject had obtained documents
under the FOIPA. - The informant expressed the fear that
his identity as a confidential source against this subject
would be revealed. This subject was trying to identify
individuals who had provided information to the FBI concerning
his activities.

*

In a Western FBI Office, an individual was contacted
in a recent foreign counterintelligence investigation, as
he was in a position to furnish valuable information on
a continuing basis regarding the subject. Although this
potential source displayed an otherwise cooperative attitude,
he stated he would not furnish information for fear his
identity might be revealed at some future date due to provisions
of the Freedom of Information Act.

*
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Members of an organization dedicated to braingin :h!3%§:77”1

about a militant, working class movement based on Marxism-

Leninism, recently discussed the FOIA. Ardanlsinn_mas_;aachad1
quiry to both the FBI and the

I under provisions of the FOIA requesting information

concerning the organization. It was thereby anticipated

that a comparison of information concerning individuals,
including dates, times and activities, would i1dentity informants
in the organization.

%

In 1976, a most valuable and productive FBI 1informant
ceased his activity in behalf of the Bureau. His reason
for this decision was his concern over the FOIA, which he
believed offered the distinct possibility of disclosing
his identity as an informant. This source provided coverage
on two major subversive and/or violence-oriented groups
of investigative interest.

*
An FBI Agent was once told by an informant that

"he would trust the Mafia to keep a secret more than he
would the Bureau."

*

~iecenf1v an_informant A bl
> - p— n
expressed great concern over the possibility of his identity
being disclosed. The source stated that he recently read
in a local newspaper that foreign visitors could gain access
to FBI records through the FOIPA.
* -

I(C;/
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Since the advent of the FOIPA, numerous documents
containing information furnished by an FBI asset of long
standing have been released under provisions of these laws.
These releases have had a deleterious effect upon the asset's
relationship with the FBI. There has been a noticeable
decrease in the volume of information furnished by the asset,
who has been frank to state that he no longer has his former
confidence that the FBI can maintain the confidentiality
of his relationship. On numerous occasions, the asset has
expressed reluctance to furnish information which he fears
might be released under the FOIA, resulting in his physical
jeopardy or leaving him open to civil suit. This asset has
not yvet terminated his relationship with the FBI, but the
relationship is now a very tenuous one.

D. INFORMANT SAFETY

An informant of the St. Louis Office has expressed
concern that individuals about whom he was providing information
were requesting their FBI files under the FOIPA. This
informant expressed fear for his personal safety and that
of his family. This source had in the past provided reliable
and corroborating information about individuals who have
been convicted of federal crimes in the Eastern District
of Missouri. There has been a recent reduction in amount
and quality of the source's information.

*

On several occasions in the recent past, an informant
of the Portland Division, who has furnished reliable informa-
tion has voiced his concern for his safety out of fear that
his 1dentity would in the future be revealed, under the
FOIPA. He stated that when he began assisting the FBI it
was his understanding that his identity and the information
he furnished would always remain confidential.

*

A key witness of the Newark Field Office concerning
a check-kiting scheme 1s also involved with loansharks.

The witness is not being fully cooperative 1in the case,
particularly in 1dentifying a loanshark with whom the witness

1s dealing, due to fear the loanshark will learn of the
cooperation with the FBI because of the FOIPA.

4

b
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V. MISCELLANEOUS (OTHER RELEVANT EXAMPLES)

A. SUITABILITY INVESTIGATIONS

In an applicant investigation, an official of
the Portsmouth, Virginia Police Department refused to be
candid i1n his remarks pertaining to the applicant in view
of the Privacy Act and the Freedom of Information Act.

*

In a recent Newark National Academy case, a
protected source expressed concern less he be identified
as the source of derogatory information. He clearly indicated
he was aware that the applicant would have access to this
information through the Privacy Act. Other officers interviewed
simply refused to be candid regarding the applicant, due
to their awareness that the information might be released
to him.

*

In another Newark suitability investigation, a
local police department refused to make a record check on
the applicant's brother without a waiver from the brother,
because it was believed there was a possible FOIA or PA
violation.

*

Special Agents of the Honolulu Division have recently
observed a general reluctance by local law enforcement officers
to furnish derogatory heresay information in- suitability
investigations. Members of the law enforcement community
have been apprised of the access and disclosure provisions
of the Freedom of Information and Privacy Acts (FOIPA).-

*

In a background 1investigation of a police officer
nominated to attend the FBI National Academy, a number of
police officers within the same department requested that
their derogatory comments not be reduced to writing. They
cited the provisions of the FOIA as their reason.

Ay



A former high official in an upstate New York
City was being considered for a White House staff position.
An individual in that municipality refused to comment since
he believed the candidate would be able to obtain this
information through the Privacy Act. The official, who
was aware of the Act's provisions, stated he still believed
someone in the White House would have access to comments
made.

*

During a 1978 SPIN 1investigation in Miami, the
interviewee advised he was a business competitor acquainted
with the appointee. He 1nquired as to what degree of confi-
dentiality could be provided if he furnished information
regarding the appointee. Privacy Act provisions were explained
to the interviewee. This was not a sufficient degree of
confidentiality and he would have nothing to say about the
appointee. *

During the same SPIN investigation at Miami, an
officer in Dade County advised he had derogatory background
information concerning the appointee. He said he did not
want to "go on record" with the FBI concerning this information
in view of the Privacy Act. He stated that he considered
the information so pertinent that 1t required his direct
contact with the House Committee on Assassinations, which
had requested the SPIN investigation. After receiving
the officer's information, the House Committee requested
the FBI suitability investigation be discontinued.

B. LAW SUITS

A $600,000 civil suit was filed by a Honolulu
plainti1ff against a neighbor regarding derogatory information
provided the FBI approximately 20 years ago concerning the
plaintiff in a suitability investigation. The FOIPA request
made by the plaintiff allegedly had enabled her to identify
the defendant as the source of the derogatory information,
which she claimed in her lawsuit was defamatory. The civil
action required the defendant to retain private counsel
at great personal expense and resulted in personal trauma.
The defendant's retained counsel was successful in obtaining
dismissal of the suit on the technical defense of "Statute
of Limitations." The primary 1ssue of whether or not a
person could sue an individual who had provided information
to the FBI was not addressed.
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In early 1978, an employer in the Los Angeles d
Division contacted that office concerning certain derogatory
information furnished in 1967, on an employee who was then
seeking a position with the White House staff. This individual,
who had subsequently made a Privacy Act request to the FBI,
determined that the former employer had provided derogatory
information concerning her, and threatened to sue the employer
1f correction of this information was not forwarded to the
FBI. The employer's written retraction of the previous
information was subsequently submitted to the FBI Los Angeles
Division, in order to avoid any potential civil entanglement.

*

An unsuccessful applicant for the position of
Federal Bankruptcy Judge obtained his file via the FOIPA
concerning his background investigation. He subsequently
determined that several former employers and law partners
had furnished derogatory 1information to the FBI concerning
him. He has filed civil suit against these former employers
and law partners and also filed an FOIPA civil suit against
the FBI.

*

Recently the Legal Counsel for a large sheriff's
office located within the Tampa Division requested copies
of the FOIPA legislation out of concern that information
released by his department or personnel might result in
civil litigation against them. This agency has since reguested
confidentiality for all personnel handling record checks
and is reviewing 1ts current policy on disseminating informa-

tion to Federal agencies.

*

According to a former informant, an FBI subject
who had been active in dissident activities during the
1960's and early 1970's and who had traveled through several
Third World countries since that time, obtained his file
under the FOIA. After reviewing the file this requester
decided his former wife should sue the FBI and for that
purpose furnished her with information from the file.

*

Y |
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In September, 1975, an editor of an underground
newspaper in the Wisconsin area filed suit against the FBI
contending the Bureau had improperly withheld information
under the FOIPA. Once this matter was reviewed by a Federal
Judge in Madison, Wisconsin, files pertaining to numerous
activists 1n the Madison area, among whom was an FBI .informant,
were released. As a result, the identity of this informant
was made known resulting in the loss of a very valuable
source. Similarly, release of affinity files from a local
police department in Wisconsin caused the loss of another
valuable FBI source.

*

A subject found guilty 1in an ITSP Little Rock
case, subsequently filed a civil action against witnesses
against him 1n that matter. Being unable to determine the
identities of all witnesses, he has made several FOIPA requests
through the Little Rock Office. His intention is obviously
to discover the identities of additional witnesses whom
he may join in his civil suit.

C. POLICE DEPARTMENT OPERATIONS

In 1977, a requester through his attorney received
over 200 pages of FBI documents pertaining to himself and
an organization. He had previously believed that a local
police officer was sympathetic to his views. From the FOIA
release, the requester was able to determine that he had
not “turned" the police officer, who was in fact forwarding -
to his department what the requester had said in confidence.

*

Another FOIPA regquester had been tried and copvicted
of two murders in Cleveland in the early 1970's. From FBI
documents released as the result of an FOIPA civil action,
his attorney professed to know the identity of the Cleveland
police department source who in fact had furnished valuable
information on the requester's murder convictions.

*

The New York City.Police Department (NYCPD) Intelligence
Division has the responsibility of gathering information
relating to terrorist matters. Police officers acting in
an undercover capacity are targeted against certain bombing
suspects. Officials of the NYCPD have expressed grave concern



about giving the FBI any information from these undercovers
because of the FOIPA. It is noted that they do furnish

the FBI with information, normally in abbreviated form,

from their undercover officers. Should one of these undercovers
be exposed because of the FOIA, it would be destructive

of the professional relationship between the NYCPD and the

FBI.

D. LOUISVILLE, KENTUCKY KLAN RELEASE

Embarrassment, distrust and strained relationship
between the Louisville Division of the FBI and Chiefs of
Police of the Louisville Davision of Police and Jefferson
County Police Department have resulted from an FOIPA request
pertaining to Klan infiltration of these local law enforcement
agencies. On September 19, 1977, the "Louisville Defender"
newspaper carried an article captioned "FBI Documents Say
12 to 35 City County Cops in KKK," and reported information
from the FOIPA release. These disclosures related to 1976
efforts which reportedly had been made to establish a unit
of the United Klans of America at Louisville which was to
have a membership limited exclusively to police and other
law enforcement officials.

E. SEATTLE NEWS RELEASE

On June 16, 1978, the Coalition on Government
Spying, publicly identified as an organization formed by
the American Civil Liberties Union, The American Friends
Service Committee, and the National Lawyers Guild, presented
a copy of an FBI document consisting of several pages at
a press conference at Seattle, Washington. The document
was a teletype sent by Seattle to Minneapolis and the Bureau
during the Wounded Knee Incident of 1973. This document
without question identified a representative of the news
media as subsequently furnishing information to the FBI,
although he was doing so unknowingly through his news
director. The release of this information under the FOIPA
has had a severe impact on the lives of the two newsmen
involved.
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F. FBI MANUALS "’

In the fall of 1977, the warden of a state penitentiary
expressed dismay at a current news story which described
how the FBI had released Agent's handbooks and manuals to
a prison inmate, under the FOIA. When told this story was
true, the warden declared that, rather than release such
material to prison inmates, he would rather ignore such
a law.

*

An individual 1in Oklahoma City requested the FBI
to permit his review of the FBI Manual of Instructions.
This request was honored and the FBI processed 970 pages
of the Manual of Instructions and mailed these materials
to the Oklahoma City FBI Office in March, 1978, for his
review. A letter was then sent to the individual requesting
that he come to the Oklahoma City FBI Office to review the
processed material. He never responded to this invitation.
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] Facsimile {3 Prionty ] SECRET
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TO: DIRECTOR, FB‘I‘ '19b-3) ' CONFIDENTTAL
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@ Bureau (Enc. 3)

ATTN: RECORDS MANAGEMENT DIVISION,
TRAINING AND RESEARCH UNTI, ROOM 6280

FROM: SAC, 'IFO (190-1 Sub G)

IMPACT THE FREEDOM OF INFORMATION - C? - 26-2003
PRIVACY ACTS ARE HAVING ON LAV ASSIFIED B\“ﬁé 262M,
ADOI-I v o c)

ENFORCEMENT ACTIVITIES.
DECLASSHFT Ui, X

03-KRo743

ReBuairtel, 3/20/79.

. Enclosed are original and two copies of an LHM dated
and captioned as above.

The ited in the enclosed LHM is in connection
‘with WFO file (.eré_/
CONFID}'INTIAL

Classified and] E¥tended by 197
Reason for Extkysion: FCIM II, 1-2.4.2 (2, 3)
Date of Reviewl/for Declassification: 7/12/99
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UNITED STATES DEPARTMENT. OF JUSTICE
- ’

bl
FEDERAL BUREAU OF INVESTIGATION
In Reply, Ploase Refer to Washaington, D. C. 20535 ..
Fie No July 12, 1979 A ,
[4 ‘ v Tt
Li’P"CT THD FRESDOI OF INFORLNTION ~ o, -, ' . g

PRIVICT ACTS AR HAVING O LAY
SNFORCEMENRT NLCTIVITIES

PROBLEIIS JITH CURRCDNT INFORIIANTS
OR POTDWTIAY, INIORIMTS

(C/] ' |

The informant ezdvised he feels beiag
in this position could only do harm to his reputation "if it
ever comes out,."

This document contains neither
recommendations nor coaclusions
of the FBI. It is the property
of the FBT and is loaned to your
egency; it and its contents are
not to ve distrihuted outside of

your agency.
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] Teletype [ Immediate = [3 TOP SECRET : k\.
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B Tt LunN Date _7/17/79 'l
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TO: DIRECTOR, FBI (190-3)

(ATTENTION: Training and Research Unit
FOIPA Branch
Room 6280)

FROM: SAC, SAN FRANCISCO (19-50D)

SUBJECT: IMPACT OF FREEDOM OF INFORMATION -
PRIVACY ACT ON LAW ENFORCEMENT ACTIVITIES

Re Bureau airtel to Albany, dated 12/18/78.

Enclosed for the Bureau are three copies of an
LHM describing an incident demonstrating the detrimental
impact of FOIPA on Federal Bureau of Investigation operations.
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UNITED STATES DI&R%—B.?;J\lENT OF JUSTICE
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FEDERAL BUREAU OF ﬁWVEd&-eATION

gﬁ&ﬁﬁfﬁueﬂwrw San Francisco, California _
a

LR N
July 17, 1979 et ST\
PR

IMPACT OF FREEDOM OF INFORMATION
ACT (FOIA) AND OF PRIVACY ACT (PA)
ON THE FEDERAL BUREAU OF INVESTIGATION

The following example demonstrating the detrimental
impact of captioned Acts on Federal Bureau of Investigation
operations is being submitted in general terms in order to
protect sensitive information and identities.

LAW _ENFOQRCEMENT PERSONNEL'S ABILITY TO OBTAIN INFORMATION FROM
THE GENERAL PUBLIC
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This document contams neither recommendations nor conclusmns
of the FBI. It is the property of the FBI and is loaned to
your agency; it and its contdhts are not to be distributed
outside your agency.
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