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U.S. NUCLEAR REGULATORY COMMISSION FOIA/PA RESPONSE NUMBER 

RESPONSE TO FREEDOM OF 
INFORMATION ACT (FOIA) I PRIVACY 

ACT(PA)REQUEST 

2013-0192 

RESPONSE 
TYPE 

ffF"1NAL LJ PARTIAL 

REQUESTER DATE 
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D 
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D 
0 
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PART I. -- INFORMATION RELEASED 

No additional agency records subject to the request have been located. 

Requested records are available through another public distribution program. See Comments section. 

I GROUP 

I

I Agency records subject to the request that are identified in the specified group are already available for 
___J public inspection and copying at the NRC Public Document Room. 

FUP : 
L I 
IGROUP ~l 

L_J 

Agency records subject to the request that are contained in the specified group are being made available for 
public inspection and copying at the NRC Public Document Room. 

Agency records subject to the request are enclosed. 

Records subject to the request that contain information originated by or of interest to another Federal agency have been 
referred to that agency (see comments section) for a disclosure determination and direct response to you. 

We are continuing to process your request. 

See Comments. 

AMOUNT' 

PART I.A -- FEES 

D You will be billed by NRC for the amount listed. 

D You will receive a refund for the amount listed. 

[ZJ None. Minimum fee threshold not met. 

D Fees waived. 

$ I o.oo 
• See comments 

for details 

D 
PART 1.8 -- INFORMATION NOT LOCATED OR WITHHELD FROM DISCLOSURE 

No agency records subject to the request have been located. For your information, Congress excluded three discrete 
categories of law enforcement and national security records from the requirements of the FOIA. See 5 U.S.C. § 552(c) 
(2006 & Supp. IV (2010). This response is limited to those records that are subject to the requirements of the FOIA. This 
is a standard notification that is given to all our requesters and should not be taken as an indication that excluded records 
do, or do not, exist. 

Certain information in the requested records is being withheld from disclosure pursuant to the exemptions described in 
and for the reasons stated in Part II. 

This determination may be appealed within 30 days by writing to the FOIA/PA Officer, U.S. Nuclear Regulatory Commission, 
Washington, DC 20555-0001. Clearly state on the envelope and in the letter that it is a "FOIA/PA Appeal." 

PART l.C COMMENTS ( Use attached Comments continuation page if required) 
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RESPONSE TO FREEDOM OF INFORMATION 
ACT (FOIA) I PRIVACY ACT (PA) REQUEST 

PART II.A -- APPLICABLE EXEMPTIONS 

DATE 
NO\I Cl 7 1113 

I
GAROUP I Records subject to the request that are contained in the specified group are being withheld in their entirety or in part under the 
. . Exemption No.(s) of the PA and/or the FOIA as indicated below (5 U.S.C. 552a and/or 5 U.S.C. 552(b)). 
~-----

D 
D 
D 

Exemption 1: The withheld information is properly classified pursuant to Executive Order 12958. 

Exemption 2: The withheld information relates solely to the internal personnel rules and practices of NRC. 

Exemption 3: The withheld information is specifically exempted from public disclosure by statute indicated. 

D 
D 
D 

Sections 141-145 of the Atomic Energy Act, which prohibits the disclosure of Restricted Data or Formerly Restricted Data (42 U.S.C. 
2161-2165). 

Section 147 of the Atomic Energy Act, which prohibits the disclosure of Unclassified Safeguards Information (42 U.S.C. 2167). 

41 U.S.C., Section 4702(b), prohibits the disclosure of contractor proposals in the possession and control of an executive agency to any 
person under section 552 of Title 5, U.S.C. (the FOIA), except when incorporated into the contract between the agency and the submitter 
of the proposal. 

D Exemption 4: The withheld information is a trade secret or commercial or financial information that is being withheld for the reason(s) indicated. 

D 

D 
0 

D 
D 
D 
D 

The information is considered to be confidential business (proprietary) information. 

The information is considered to be proprietary because it concerns a licensee's or applicant's physical protection or material control and 
accounting program for special nuclear material pursuant to 1 O CFR 2.390(d)(1 ). 

The information was submitted by a foreign source and received in confidence pursuant to 10 CFR 2.390(d)(2). 

Disclosure will harm an identifiable private or governmental interest. 

Exemption 5: The withheld information consists of interagency or intraagency records that are not available through discovery during litigation. 

D 

D 
D 

Applicable privileges: 

Deliberative process: Disclosure of predecisional information would tend to inhibit the open and frank exchange of ideas essential to the 
deliberative process. Where records are withheld in their entirety, the facts are inextricably intertwined with the predecisional information. 
There also are no reasonably segregable factual portions because the release of the facts would permit an indirect inquiry into the 
predecisional process of the agency. 

Attorney work-product privilege. (Documents prepared by an attorney in contemplation of litigation) 

Attorney-client privilege. (Confidential communications between an attorney and his/her client) 

Exemption 6: The withheld information is exempted from public disclosure because its disclosure would result in a clearly unwarranted 
invasion of personal privacy. 

Exemption 7: The withheld information consists of records compiled for law enforcement purposes and is being withheld for the reason(s) indicated. 

0 
0 
0 
0 
D 

(A) Disclosure could reasonably be expected to interfere with an enforcement proceeding (e.g., it would reveal the scope, direction, and 
focus of enforcement efforts, and thus could possibly allow recipients to take action to shield potential wrong doing or a violation of NRC 
requirements from investigators). 

(C) Disclosure could constitute an unwarranted invasion of personal privacy. 

(D) The information consists of names of individuals and other information the disclosure of which could reasonably be expected to reveal 
identities of confidential sources. 

(E) Disclosure would reveal techniques and procedures for law enforcement investigations or prosecutions, or guidelines that could 
reasonably be expected to risk circumvention of the law. 

(F) Disclosure could reasonably be expected to endanger the life or physical safety of an individual. 

D OTHER (Specify) 

I 
PART 11.B -- DENYING OFFICIALS 

Pursuant to 10 CFR 9.25(g), 9.25(h), and/or 9.65(b) of the U.S. Nuclear Regulatory Commission regulations, it has been determined 
that the information withheld is exempt from production or disclosure, and that its production or disclosure is contrary to the public 
interest. The person responsible for the denial are those officials identified below as denying officials and the FOIA/PA Officer for any 
denials that may be appealed to the Executive Director for Operations (EDO). 

APPELLATE OFFICIAL 
_DENYING OFFICIAL TITLE/OFFICE RECORDS DENIED EDO SECY IG 

<.:-.:;9t:~~~%~~~~~M~c1M1J=1[!].11rna~n~~;;~::_=rA~ss-is-t-an_t_I_n_s_p_ec_t_o_r_G_e_n_e_ra_l_fo_r_In_v_e-st-ig_a_t-io_n_s--+G-ro_u_p_A-----------+~D~-+~D~-tr=[ZJ~./~ 

DOD 
DOD 

Appeal must be made in writing within 30 days of receipt of this response. Appeals should be mailed to the FOIA/Privacy Act Officer, 
U.S. Nuclear Regulatory Commission, Washington, DC 20555-0001, for action by the appropriate appellate official(s). You should 
clearly state on the envelope and letter that it is a "FOIA/PA Appeal." 
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OFFICE OF THE 
INSPECTOR GENERAL 

UNITED STATES 
NUCLEAR REGULATORY COMMISSION 

WASHINGTON, D.C. 20555-0001 

April 10, 2012 

MEMORANDUM TO: R. William Borchardt 

FROM: 

SUBJECT: 

Executive Director for Operations 

<;() --
Joseph A. McMillan 
Assistant Inspector General 
for Investigations 

QUESTIONABLE TRAVEL CLAIMS BY THE OFFICE OF 
NUCLEAR MATERIAL SAFETY AND SAFEGUARDS 
EMPLOYEES (OIG CASE NO. 08-51) 

Attached is an Office of the Inspector General (OIG), U.S. Nuclear Regulatory 
Commission (NRC), Report of Investigation pertaining to questionable travel claims by 
three employees of the Office of Nuclear Material Safety and Safeguards. 

This report is furnished for whatever action you deem appropriate. Please notify this 
office within 120 days of what action you take based on the results of this investigation. 
Contact this office if further assistance is required. 

A copy of this report was also provided to the Office of the General Counsel (OGC) for 
civil action consideration under the Program Fraud Civil Remedies Act, and any other 
action taken in response to this report must be coordinated with OGC. 

The distribution of this report should be limited to those NRC managers required for 
evaluation of this matter. Neither the Report of Investigation nor its exhibits may be 
placed in ADAMS without the written permission of the OIG. 

Attachment: Report of Investigation w/ exhibits 

<b)\?)(C) OGC w/ exhibits 
cc:i-,,.(b,....,111,.,..,.)1c=)---........1..::=-.;;;:.,__.DM/~FS/PSB w/o exhibits 

CONTACT: Rossana Raspa, OIG 
415-5925 
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Report of Investigation 

Questionable Travel Claims by the 
Office of Nuclear Material Safety and Safeguards Employees 

(b)(7i(C) 

(b)(7)(C) 

(b)(7)(C) 
Team Leader 

~~*==~~~-~====:=------' y 1711-2 ---...i 
oseph A. McMillan, Assistant Inspector General Date 

for Investigations 

THIS REPORT IS RELEASABLE ONLY BY THE U.S. NUCLEAR REGULATORY 
COMMISSION, OFFICE OF THE INSPECTOR GENERAL. 

THIS REPORT OR ITS EXHIBITS MAY NOT BE PLACED IN ADAMS WITHOUT 
WRITTEN PERMISSION OF THE NRC OIG. 

EXEMPT FROM RELEASE UNDER FREEDOM OF INFORMATION ACT 
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STATUTES AND REGULATIONS 

5 CFR, Part 2635, Standards of Ethical Conduct for Employees of the Executive Branch 

SECTION 101, Basic Obligation of Public Service (subsections 5, 7, 9, and 14): 

"(5) Employees shall put forth honest effort in the performance of their duties." 

"(7) Employees shall not use public office for private gain: 

"(9) Employees shall protect and conserve Federal property and shall not use it for other than 
authorized activities." 

"(14) Employees shall endeavor to avoid any actions creating the appearance that they are 
violating the law or the ethical standards set forth in this part. Whether particular circumstances 
create an appearance that the law or these standards have been violated shall be determined 
from the perspective of a reasonable person with knowledge of the relevant facts." 

41 CFR, Subpart F, The Federal Travel Regulation (FTR) 

Chapter 301, Temporary Duty (TOY) Travel Allowances: 

§301-2.1 Must I have authorization to travel? 

Yes, generally you must have written or electronic authorization prior to incurring any travel 
expense. If it is not practicable or possible to obtain such authorization prior to travel, your 
agency may approve a specific authorization for reimbursement of travel expenses after travel 
is completed. However, written or electronic advance authorization is required for items in 
§301-2.S(c), (i), (n), and (o) of this part. 

§301-2.2 What travel expenses may my agency pay? 

Your agency may pay only those expenses essential to the transaction of official business, 
which include: 

(a) Transportation expenses as provided in Part 301-1 O of this chapter; 

(b) Per diem expenses as provided in Part 301-11 of this chapter; 

(c) Miscellaneous expenses as provided in Part 301-12 of this chapter; and 

(d) Travel expenses of an employee with special needs as provided in Part 301-13 of this 
chapter. 

1 
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§301-2.5 What travel arrangemen1s require specific authorization or prior approval? 

You must have a specific authorization or prior approval for [among other things]: 

(g) Use of a rental car; 

(m) Travel expenses related to travel to a foreign area; 

§301-10.6 What is my liability if I do not travel by the authorized method of 
transportation? 

If you do not travel by the method of transportation required by regulation or authorized by your 
agency, any additional expenses you incur which exceed the cost of the authorized method of 
transportation will be borne by you. 

§301-10.7 How should I route my travel? 

You must travel to your destination by the usually traveled route unless your agency authorizes 
or approves a different route as officially necessary. 

§301-10.8 What is my liability if, for personal convenience, I travel by an indirect route or 
interrupt travel by a direct route? 

Your reimbursement will be limited to the cost of travel by a direct route or on an uninterrupted 
basis. You will be responsible for any additional costs. 

§301-11.20 May my agency authorize a rest period for me while I am traveling? 

(a) Your agency may authorize a rest period not in excess of 24 hours at either an 
intermediate point or at your destination if: 

(1) Either your origin or destination point is OCONUS; 

(2) Your scheduled flight time, including stopovers, exceeds 14 hours; 

(3) Travel is by a direct or usually traveled route; and 

(4) Travel is by coach-class service. 

(b) When a rest stop is authorized the applicable per diem rate is the rate for the rest 
stop location. 

2 
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§301-11.21 Wiii i be reimbursed for per diem or actual expenses on leave or non­
workdays (weekend, legal Federal Government holiday, or other scheduled non­
workdays) while I am on official travel? 

(a) In general, you will be reimbursed as long as your travel status requires your stay to 
include a non-workday, (e.g., if you are on travel through Friday and again starting 
Monday you will be reimbursed for Saturday and Sunday), however, your agency 
should determine the most cost effective situation (i.e., remaining in a travel status and 
paying per diem or actual expenses or permitting your return to your official station). 

(b) Your agency will determine whether you will be reimbursed for non-workdays when 
you take leave immediately (e.g., Friday or Monday) before or after the non-workday(s). 

§301-10.450 When and from whom may I rent a vehicle for official travel when 
authorized? 
(a) Your agency must determine that use of a rental vehicle is advantageous to the 
Government and must specifically authorize such use. 

§301-52.11 What must I do to challenge a disallowed claim? 

You must: 

(a) File a new claim. 

(b) Provide full itemization for all disallowed items reclaimed. 

(c) Provide receipts for all disallowed items reclaimed that require receipts, except that 
you do not have to provide a receipt if your agency already has the receipt. 

(d) Provide a copy of the notice of disallowance. 

(e) State the proper authority for your claim if you are challenging your agency's 
application of the law or statute. 

(f) Follow your agency's procedures for challenging disallowed claims. 

3 
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(g} If after reconsideration by your agency your claim is still denied, you may submit 
your claim for adjudication to the GSA Board of Contract Appeals in accordance with 
48 CFR Part 6104. 

§301-52.12 What happens if I attempt to defraud the Government? 
(a} You forfeit reimbursement pursuant to 28 U.S.C. 2514; and 

(b) You may be subject under 18 U.S.C. 287 and 1001 to one, or both, of the following: 

(1) A fine of not more than $10,000, or 

(2) Imprisonment for not more than 5 years. 

NRC Management Directive 14.1, "Official Temporary Duty Travel,· Parts 3, 4. and 5 are 
consistent with the above regulations. 
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Office of Nuclear Material Safety and Safeguards (NMSS) 
U.S. Nuclear Regulatory Commission (NRC) 

l(b)(7)(C) {b)t7)(:J) 

I 
I 
~SS/NRC 

(b )(7 )IC !(b l(7)(D) 

NMSS/NRC 

ALLEGATION 

This Office of the Inspector General (OIG), NRC, investigation was initiated based on 
information provided b . . · o · in S reviewed travel vouchers 

w r su mi b (b)(?)(c).(bi(?)(D) or a trip that was taken to 
(bH

7
HCJ(bl(

7
Jt01 cc rng to N S supervisors, the three employees were 

attemptmg to c aim expenditures on their travel vouchers to which they were not entitled 
based on applicable Federal regulations, including the Federal Travel Regulation (FTR), 
and NRC Management Directive Volume 14, "Official Temporary Duty Travel.· 

FINDINGS 
\b)(7)(C),(bJ(7)(0) 

OIG determined tha were authorized to travel to 
;bH7iic)(bJ(?)(D) rt e o 1e1a Government ur ose of visiti nuclear 
facilities run by the AREVA Corporation and located i ;bJ<7i\c),(b)(?\(D) 

However, during the approximate 2-week period of trav'-e-.-l,-a...,,,11,...,,t.,._hr_ee_e_m_p..,..lo_y_ees_'"""in__,curred 
and claimed expenses not related to their official Government purpose. 

OIG determined that all three employees spent several, extended periods of time in 
!bJ(7l\C).(bl<7H0 l that were unnecessary and unrelated to the official purpose of their 

rave, w 1 e c aiming Government per diem at thQrate for this time. 

• First, all three employees arrived early in~t the start of their trave · 
without justification, and spent eriods ofuo-to2% days on per diem in r;J(?\(CJ (b) 

prior to departing on Monday, {b)(?)(CJ,(b)i
7

JiD) for their first official duty location 
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ib)(71(C /.(b/(7)(0\ 

01 IN 

(b)(7)(C).ib) . (b)(7)(C),(b) . 
in (7)(0) which wa <7J(D) approximately 430 miles to the south. This time 
spent in did not mee e criteria set forth in the FTR for authorization as an 
official rest stop eligible for payment of per diem. 

• Second, all three es returned tollon the E · \b)(?)(c).(bli7)<D) of 
their first week in i~;i~l(CJ.(b) after completinQffief r work i i~i< 7 J(C).(bll7 J su osedly for 
the purpose of reviewing docµments at an AREVA office in the uburbs. 
However, OIG determined that this document review did not occur. 
OIG determined that the employees knew prior to their departure for i~; 1 i\ig; 
this document review was not sched I o occur. The employees spent at 
Friday and the ensuing weekend i i~) 1 ;; 1gJ nd did not perform any work. In 
addition, a local holida not observed by the U.S. Government occurred on the 
following Monday (b)(?)(C).(bJl7l(O) nd on that day t e em I s I did not 
work. 01 · that, while en route fro (bJ\7J<CJ.<bJC7l(DJ on 
Tuesday (bl(?J(c).(bJ(?J(OJ all three employees participated in personal 
sightseeing and leis · · · he approximately 4 hours of actual 
driving time between (b)(7)(CJ.rbJl?J(OJ While per diem is authorized for non-
workdays occurring wit ma pen o o c1al travel under FTR §301-11.21, 
multiple days were spent in a non-work status and no leave of any kind was 
taken during this period. 

• Third, after completing their work in ~~l(?Jrc).(bJ(?J n Thursdayl(bJl7J(CJ(bJ(7l(DJ 
each of the three employees stayed in on Government per diem at the end 
of their travel period for 1 to 2 additiona mg , without . · ificati rior 

ming to the United States. This occurred betwee 1~17 iici Cbli7l and (b)(?J(Cl.(bl(7l 
~(b~)(7~)(C~).~ ) ~(0~)~~--' 
ib1 7 0 

(b )( 7)(C).(b)(7)(0) 
In addition, OIG determined that nappropriate claimed the cost of a · 
train ticket used for one segment of ground travel · · (bJl7Jici (bl notwithstanding the 
availability of a vehicle which had been rented b~ i~J(?J(CJ.lbJ(?\ -

. (b){7)(C), 
OIG also determined tha \bJ(?J<DJ ad misused his Government travel card in connection 1 

with the trip by charging a 1c e or his wife using the Government travel card. (bJ(7i<cJ.(bJl7J 

had the charge for his wife's ticket removed after the fact and claimed that the chargtn 
of his wife's ticket was a simple error. 

OIG determined that each employee received the following reimbursements for travel 
expenses which they were not entitled to receive: 

(b)(7)(C).(b) 'i1 , , (b)(7)(C),(b)(7) . 
• (?)(O) la1med and received a total of 10J that he was not entitled to 

receive. 
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(b )(7)(C).(b )(71(0) 

(b )17)(C).(b )(7)(0) 



Tl NI 

(b)\7)(C) (b)(7) 
• (0) I . d d . d I (b)(7)(C).lb)(7) a1me an receive a tota o 10 1 · that he was not entitled to 

receiv . 
(b)(7)(C) (b)(7)(0) 

I . d d , d f (b)(7)(C).(b)(7) 
• a1me an receive a total o 10J that he was not entitled to '-------:---=""""' 

receive. 
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BASIS FOR FINDINGS 

Background 

In the planning and conduct of this trip, the employees were required, under their basic 
obligation of Government service, to exercise prudence and good stewardship of 
Government funds. Under 41 CFR and NRC Management Directive (MD) 14.1, 
employees are required to utilize the most direct and least expensive means and routes 
of travel while on official business and any additional costs incurred by an employee 
must be paid personally by the employee. 

(For further details, see Exhibits 1 through 4.) 

NMSS. The start dates (b)(?J(CJ.(b)(?) or (b)(?i(C).(b)(?)(D1 
were eithe (bl<7HC)(bil7i or(bJ(?)(C)(bJ(?J(D) The actual duty poi µ.>o<........,..._._.,"-"""""-"'-'--"',,LW_~ 

itinerarv section. boj 18, of all three travel authorizations wer (b)(?J(CJ.(bJi7J<D) 
l1bJi7)<c;(bH7ilDJThe itinerary was presented, in order. on all three travel 

authorizations as Rockville (origin duty station~j1b_H_7 li_c_J.(b_Jl_7i_10_l ---------~ 
Rockville (return duty station). The purpose hl1 t~ve::marks ;~i: in box 25 of each 
authorization stated "Pu ose: site visits atl 1:1i~Jb~<:~ _ ~ ,. --.-..-

(b il7l1c).(b J(?)(D) Box 22a .... 1s-c..-e-c-r--..--o-n_e_a_c..--a-u..,..--o-n,-z-a...,,t1.--o-n_,t-o---~ 
authorize the reimbursement of common carrier expenses, in this case airline tickets, 
with a notation in box 25 reading, "Below contract carrier fare," with handwritten 
annotation by unknown persons on unknown dates indicating, "Employee paid for his 
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• • . • • (b)(7)(C), (b)(7)(C),(b) 
own airline ticket." Box 22c of the authonzat1ons for both (b)(?)(D) nd (7)(D) is 
checked to authorize the reimbursement of rental car expenses, with a nota ton in box 
25 reading, "Local trans · between train-stations and multiple sites and 
any schedule changes." (b)(?)(C)(b)(?)(D) n · dorsement on his 
authorization. The authorizations fo (b)(?)(C) (b)(?)(D) are nearly identical with the 
exception of changes in employee name and perso · · g information. Both 
provide an authorized maxi · 13d, of (~J(?J(c).(b)i?) for each employee. The 
authorized maximum cost o (b)(?)(C).(b)(?J(D) Form 279, in box 13d, which does not , 
include rental car expenses, 1s (b)(?)(C).(bi(?l(D) These travel authorizations were approved 
with availability of funds to travel on (b)(?J(C).(b)(?J(DJ 

{For further details, see Exhibits 5, 6, and 7.) 

(b)(7)(C).(b)(7)(D) 

• (b)(7)(C),(b){7)(D) I . ,J(b)(7)(C) (b) 
The clause regarding th location refers to an AREVA office nea1

1
(7)(Dl · 

and was relied upon by the employees in includinC]in their itinerary midway 
throu h the tri . The propos · · · of ~is form however onlv includes 

ibJ(?)(CJ.(bH7H0 l for the dates (bl(?)(C).(b)(?)(DJ and (bJ(?)(c) (bJ(?J(DJ I for the 
dat (b)(

7Jic).(bH7l(DJ However, e au . trip as a whole covers the 
dates (b)(?l(CJ.(bJ(?)(D) specifying arrival in (bJ(?J(C).(bJ(?)(DJ and contact with AREVA 
staff 0 (b)(?J(CJ.(bJ(?i{D) 

{For further details, see Exhibit B.) 

Overview of Actual Travel and Claims 
(b )(7)(C ).(b )I 7)(0) 

In reviewing the travel vouchers submitted b,,'=......--------------,=~~"'*· 
\earned that all three employees bought commercially available airline tickets 
that were not Government contract/city pair fares, justifying these as having face values 
of less than the contract fare, and claimed them as common carrier expenses for 
reimbursement on their vouchers. This was in accordance with the endorsements on 
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lb )(71(Ci.(bl(7)(D) 

(b)(7/(CJ (bi(7)(DJ 

1b)(71(C J,(bl(7)1D) 

lb)(71(C),(b 1(7)(01 

lb 1(71(C l.(bJ(7)1D) 

1 b)(?\(C J,(bJ(7)(D) 

NLY-

each employee's authorization. In addition, 01 d that one employee claimed 
reimbursement for a train ticket for travel withi (~~(?g;· that was unnecessary given the 
availability of a Government-paid rental car. 

th I t 
(b)(7)(CJ,(b)(7)(D) 

ree emp oyee e~~~~,----,_ _____ _J 
rc-(b""")(7""')(C~),=; d . (b)(7)(C),(b) b twee d (b)(7)(C),(b)(7)(D) All t 1 

b 7 10 an a (?)ID) e o n spen or 
more days in n per m ·nclud'n lodging, prior to departing for their first official 
duty sta · lbli 7 llC)lbl( 71 on 1bl(7)iC),(bl(7><Dl All three employees spent the p · f 
Monday (~( 7 HC)(bl( 7 ) to Thursday (b)(?)ic1.(bii7 l either en route to or working at 1 ~)(6)(c),(b) as 
authorized, and legitimately claimed per diem nd expenses related to their work for 
t ·od. All three employees then went t on Friday,l;~,17 l(ci.(b)( 7 l I and remained 

from that day through Monday (b)(7l(C)(b)(
71 on per diem. while not enaaaed in 

r..--.-... OIG noted that Monday (b)( 7)(c),(bJl7l was ~)l7 llClibll 7 liD) I 
ibJ(

7
)IC).(bll

7
liDi which is not observed b U.S. Government employees. All three 

employees departed on Tuesday (~(?)(C),(b)(?) forli~f lici,(bli7 l I their second official d . 
station, remaining there on work status, as authorized, through Thursday, (b)(

7
)iC),(bi(

7
l\Dl 

and legitimately claimed per diem~xpenses , eir work fort at period. All 
th ployees then returned tol_Jon Friday, lbll

7
liCi.ibl<

7
l and spent 1 or more days 

in (bll
7

iiC) n per diem pri rtin for home with all employees arriving in the 
United States on either i~)17 )(C)(b)(?) or (b)( 7 )(C),(bJl7l(D) 

(For further details, see Exhibits 2, 3, 4, and 9.) 

E-mails Among Employees Regarding Travel 

(For further details, see Exhibit 10.) 
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ib)i7)(Cl (b)(7 )ID) 

(b )(7 )IC ).(b J(7 )(D) 

(bl! 7)IC)!b)(71IDI 

(b)(7)(C) (b)(7 J(D) 



\(b)(7)(C),(b)(7)(D) I ~ 
AREVA employeesiwere the primary poin . at AREVA 
for the trip and accompanied the employees on the actual travel 1 ~H 7 Hc) ibll7l stated that 
some docu . the NRC employees would need to review wer ocated at AREVA's 
office in th (b)(YJ(C). etropolitan area, have re uir the employees to spend 
time in th ~~imig~ rea. However, bot (~)(Y)(C).(b)(Y) n (b)(?)(c).(b)(Y) old OIG that the NRC 
employ notified approximate! 6 weeks before the trip .,.,...~.,.,.,..,'!L!J""'-Ll.JM..Jc::u.J.1-..V.C.., 
office in (b)(Y) · o review documentation would ry. (b)(Y)(c).(b)l7HD) 

(C),(b)(Y (b)(7)(C) (b)(7)(0) 
stated that in ate January, after conferring wit · e==rs~o=n=ne~, ~w=a=s ___ __, 
determined that all documentation needed for t e review would be available at the 

l(b)(Y)(C)(b)(7)(DJ ltocations. They stated that there was no possible way that the 
NRC employees would not have known this fact because the would have needed the 
information in advance to properly plan their trip t (b)(7)(c),(b)i7J1o) 

(For further details, see Exhibit 11.) 
J(b )(7)(C),(b )(7 J(D) 

Interview o1 
(b)(7 J(CJ,(b)(7)(D) 

{For further details, see Exhibits 12 and 13.) 

1bJ(7)(C) (b)(7) (b)(7)(C), 
ho was until io) · the Director o (b)(7)(D) nd approved by signature all 

tra ·ons r . this trip, stated that the employees who participated in 
th ibll7JICJ.(bJi 7JIDJ ip to (bil7JICl re all briefed specifically in preparation · 
h of . b 7 

ID d AREVA rt rt ' h'I ' (b)i?J(C).lbl\?liDJ t e use . rams, renta cars, an cou esy transpo at1on w 1 e """' -"--=-_,,_..,,~~__.__~ 
(bJl7llCJ.(bll7llDJ elated that he became aware of the issues with th travel to lbll7J1CJ.lbil7l<D) 

once the employees began to submit their travel vouchers (bil7lic).(bli7) tated that he 
and the first-level supervisors who dealt directly with the emp oyees were not happy 
about the expenditures that the employees were attempting to claim on their travel 
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ib)(7 )IC),(b1(7)(D) 

lbj1? 11C)lbl(7)(D) 

_?f~ICIAl~CJNt.~iiN've~9R~oN 
.. (b)(?)(C),(b)(?)(D) (b)(?)(C), 

vouchers id that he had several meetings wit (b)(?)(D) egarding the 
issues on e rave vouchers and made it clear to the employees that they ha take 
liberties that Government employees on official travel should not be taking. ib)(?)(Cl.!b)(?)(Dl 
stated specific examples of issues that he believed to not be supportable such as 
extended hotel stays, per diem foCJwhen there was no official business there, 
rental car expense lus as par-Kmg, and the ove nt of personal days versus 
official workdays. (bl(7l(C),(bl(7l xplained that he told (~l);l 1 g; at he would need to give 
very spe · · · tion for all expenditures at he wishei:I to claim on his travel 
voucher (b)(?)(c).(bJ(?l(D) stated that he told(b)(?c) hat he had to have all the travel 

.,.u.>........_~ared y first-level · first before coming to him. (bll7liC)lbli7JrDJ tated 
pproached him in (b)(?)(C),(bli?) · a reclaim travel voucher or him o sign. 

~---..---' 
tated that he believed that i~;i;;;g; ad already had the reclaim travel 

vouc er reviewed by his direct fi rvisor and that this supervisor approved 
the voucher. Based on this belie stated that he signed and approved it to 
be processed for payment. 

(For further details, see Exhibit 14.) 
(b)(7)(C),(b)(7)(D) 

Interview o 

l
(b)(7)(C),(b)(7)(D) I 
. Office of the Chief 
"=--"=Ft~m-a_n_c_ia-1 O_ffi_ce_r~(~O-C~F~O~).~N~R-e.E=,~e-x-p~la~in-ed~th-a-t ~th-e~P-r-ud_e_n_t _E_m_p__.loyee Rule, as provided 

in NRC MD 14.1, applies here. This rule states: 

Employees are expected to exercise the same care in incurring expenses 
as a prudent person would exercise when traveling on personal business. 
NRC will NOT accept excess costs, circuitous routes, delays, or luxury 
accommodations and services under this standard. Employees shall be 
responsible for excess costs and any additional expenses incurred for 
personal preference or convenience. 

(b)(7 )(C).(b)(?)(D) 

(For further details, see Exhibits 15 and 16.) 
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(D) 

lb )(7 •(C ),(b 117)(0) 

(b)(7)(C) (b)l7)(0) 

Details of 

2 

9 

30 

Actual travel 
h7i 

3 

10 

. :·17 

24 

Local 
holiday U.S. 
workda 

31 

4 

1 

5 6 7 8 

12 13 14 15 

Actual 
travel 

. 19· 
,' . 

21 

cialll'.ll~ th i~;i6i;c).(b) te for the date (b)i?J(C).(b)(?)mi then filed a reclaim 
·n_~ld,c~ rates~o""'r ....:=..-'- , While 2 of these days were weekend days, 

Monday were United States workdays, 
"'-'------' 
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notwithstanding that (~)(?l(C),(bl(?) as a \b)(?)(C),(b)(?)(D) His initial claim 
limited per diem to the general rate for (b)(?)(C), a licable to (bJ(?)(C),(bl(7l(D) 

however, on reclaim he sought and receive (~;i;\ig; ates for"'t,,--a,,..t_pe_nr-o-.d-. --------J 

(b)(7)(C).\b) ' • (b)\7l(Ci 
(7)(DJ lai 2% days per diem, including 2 d lod ng, at (b)(7)\o) ates 

or the date (b)(?)(c).(b)(?)(D) Upo · n of his work i (b)(?)(C) (bJt7l(D) e could have 
flown home no later than Friday (~J(?)(c) (b)(?) requiring only % days' per diem at 

(b)(?J(c1.tb)!?)rn1 rates. ~( _l --~ 

(b)(7)(C),(bJ 

The following table capture (7)(D) er diem claims, along with per diem amounts that 
OIG found to be mission e 1a t rough review of the authorization, voucher and trip 
reports, and the applicable per diem rates. The "Variance" column which reflects the 
difference between the "M' · ssential" column and the "Paid" column, lists the per 
diem reimbursements that (~Ji;;~g;, ceived but was not entitled to receive. For days 
where the "Variance" column rea s "OK," the traveler claimed, and was paid, less than 
the maximum per diem, and the difference is not included in the total variance. 
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l
(b)(7J(C).(b)(7)(D) I. 

f Per Diem Claims and Reimbursements 

1 Date 'i· Mission j Claimed 
! Essential 

I Reclaimed I Paid /Variance 

(b )(7)( c ),(b )(7)(0) 

i(b)(7)(C).(b) 

In addition1(7 1(Dl ented and operated the authorized rental car for the three 
employees. OIG learned that the employees were authorized a full-size automobile, 
which was upgraded to a larger van in order to accommodate the employees' spouses 
and their luggage. 

i~\( 7 /(C).(bi(?l eceived a total of i~\(?)(CJ,(b)(?) that he was not entitled to receive for th /~~i~J(c) (bl 

(bJ(7)1CL(b)(7)(D) rip. 

(For further details, see Exhibits 2, 5, and 17.) 
(b)(7)1Cl,(b) 

Interview o (7l101 

(bJ(7)1CJ (b) 1b)(7)(C).(b)l7JiD) 
17110

) advised OIG that the purpose or--f-'Cth="-"e"'""o~ffi~1c'-ci~a~I t~ra~v~e~l~t~-------~=-=; 
to visit the AREVA nuclear facilities of ibli 7i(c).(b)(7JioJ 
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(b )(7 i(C )(b )(7)(0 ! 

(b)(?)(C). 
Althoug (b)(?)(D) admitted that he had significant input into the planning of the travel, he 
frequently attrib 'sions on various aspects of the schedule to AREVA 
representatives i~;(~)(c) (bl !aimed that the initial, 46-hour period of" · e· in i~;~61l(C)JbJ 
upon arrival on Saturday (~\7 )(C)(bl(7 > prior to reporting for work in (~)(6\(c).(b) as justified 
because he wrote t · rame into his travel authorization and it was approved by 
NRC management.i~;i~)(c).(bl also took the position that an extended rest period was 
justified because of the 1culty of driving severa h miles in an unfamiliar 
country after an overnight flight w· · · d sleep (~J~~(CJ (b) dmitted that the rental 

h. le d b the I . (b)(?)(C).(bl d h h . ed f II . ve 1c use y emp oyees m (7)(DJ as upgra e om t e aut onz u -size car 
to a van in order to accommodate the employees' wives. 

(b)(7)(C) (b) , . (b)(7)(CI 
(7)\DJ sserted that he was unaware that the document review in th (bJ(7)(D) area on 

n a (b)(?)(C).(b)(?)(D) ould not time that planning began for the trip 
early i (b)(7l(C). ntil he arrived i (b)(?J(C).(b)(?)(D) uld no 'cations 
between NRC management and AREVA representative (bl(7l(Cl.(bl<7l(Dl reflected 
that th~ctivi was cancel imately 6 wee e ore e emp s 
departed,ana why (bl(7)<cJ (b)(7)(DJ had stated that the NRC employees were 
informed of this at the time. (b)(?)(CJ(bJ uggested that the recollections of AREVA 
personnel regarding t ;~;g;igi ocument review were inaccurate and a product of 
"hindsight." · 

(b}\7)(C) (bJ17J (b)(7)(C).\b)(7)(D) 
(D) ad · off rather than 

traveling t r~i 7 HCJ(bl(7) and erforming wo on t a ay (b!(7J\Cl.(b) sserted that this was 
justified because the (bJ(?)(cJ.(bl hosts would be unavailable on at day, and because the 
itinerary was • . · at way" by the AREVA representatives and appro~"-"'-'L-L.S~ 
management i~\i~l(CJ(bl admitted hat he id ot on Tuesday, (bJ(?)(C).(b)(?) the 
day the employee rove from (bl(

7l(CJ.(b)(?)(DJ lso acknowledged that the 
group stopped at the tourist attraction of (bJ(7l(Cl.(bJ(7l(D) for a number of hours during 
the course of that day for a meal and other non-work activities. 

\b)(7)(C),(bJ , , . . . (b)(7)(C).(b)(7)(D) . . . , 
(7)(DJ cknowledged purchasing an airline ticket 1 for his wife with his 
Government travel credit card, but attributed this to an error y the airline, which he later 
took action to correct and to have the charge on the Government card removed. He 
stated that he was trying to purchase tickets for both himself and his wife

1 
with only his 

· h Go credit card. This purchase was for the flight tol~~;;;;;g~ ~or the 
(b)(?)(Cl (bli7)(DJ trip (~l<6l(CJ (bl admitted that all three employees for that trip purchased airline 
~~~rom online vendors and not through the official Government travel agent. 
1~'i~(C) (bl tated that the purchased tickets were below the contract fare rates, and 

admitted that while he gfelt good" about saving the Government part of the 
reason for doing this was that he was traveling with his spouse. (~)(?)(C)(b) lso 
acknowledged that unlike the use of a Government contract ticket, this practice poses a 
risk of his losing the airfare paid or incurring change fees in the event of changes to the 
travel itinerary. 
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i~li~\(Cj ibJ tated that he filed a reclaim for expenses incurr · · ·s branch 
chie ad initially denied. This reclaim was approved b (b)(?)(c;.(b)(?)(D) . id not 

I 

elaborate on his reasons for filing a reclaim but stated tha i~)( )\CJ.(bH7l nd "Travel 
[auditors or reviewers]" decided the reclaimed expenses were appropriate. 

(For further details, see Exhibit 18.) 
(b)(7)(C).(b)(7)(D) 

Details of ravel 

l
(b)(7)(C).(b)\7)(D) L 

rravel Calendar 
L--- l(b)(7)(C),(b)(7)(D) I 

2 3 4 5 

9 10 11 12 

6 

13 

7 

14 

1 

8 

15 

Actual travel Extra dav Extra day I 
. . . ' . ·, ·:; .j 6 . . . . • : .17 . 18 

23 24 
Local (b)(7)(C).(b)(7)\D) 

Regular day holiday U.S. 
off workdav 

30 31 I 

Regular 
dav off 

:Feasibie . . Actual 
1ravEil · · · travel 

I 

22 

29 

l(b)(7)(C),(b)(7)(D) I llb)(7)(CJ (b)(7)(D) I 
OIG learned tha1 . !travel voucher claim \A/Qc fil.:.l'i on1 · lannrovr.7-ed===~==-_, 
via sianature ofl1bH7i(CJ(bli7JIDJ I andli~;;~l\icJ.(b) !was paidli~\(7 i(c).(bi(?) lonjlbl(7J(CJ(bJi7Jroi 

l'b 1171(cJibJ<7 1iD) _flaimed 1~ days per diem, includinQ1 night's lodging, for 
... =-' 
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(b)(7)(C).ib)(7) d F 'd (b)(7)(C),(b)(7) 
Thursday <Dl an n ay"""o~~~-,.J 
Saturday, ibll7 liC).(b)i 7l or Sunday, i~ll 7 liC).ibli7 l To arrive on time to work at ib)(?)(C)(b) 

Tuesday ibli7 )(ci.1bli7l would have require only% day's M & IE at t 
Sunday, (b)(?l(C).(b)(?J(D) 

(b)(7)(C). (b)(7)(C) (b)(7) 
~=~.,----.,..__. .aimed 4 days per diem, including lodging a (b)(?)(DJ ates for the dates (DJ 

~~~~~hile 2 of these days were weekend days, Fri ay (b)(7)(c).(bJ(7J and Monda~y_, __ __,. 
(b)(?)(c;.rbJ<7 l\DJ were United States workdays, notwithstand1ng that (bJi7J<c).(bJ(7J(D) 
(bJ(7)(CJ.(b)(7)(D) c__ _______ __, 

rates for the dates 

(bJ(7)(C).(b)(7) 

The following table captures (DJ er diem claims along with per diem amounts 
that OIG found to be mission essential through review of the authorization, voucher, trip 
report, and the applicable per diem rates. The "Variance" column, which reflects the 
difference between the "Mi ·on Essential" column and the "Paid" column, lists the per 
diem reimbursements tha i~fliCJ(bli7 l received but was not entitled to receive. For days 
where the "Variance· column rea s OK", the traveler claimed, and was paid, less than 
the maximum per diem ifference is not included in the total variance. OIG 
identified one claim for i~;i~l(c).(bJ that should have been claimed and paid but was not, 
represented in the table y a negative number. 

(For further details, see Exhibits 3 and 6.) 
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ib){7 r(CJ,(b)(7)(D) 
(b)(7 •(Cl (bl(?)( Di 

l(b )(7)(C),(b )(7)(D) 

Date 

(b )(7)(C).(b )(7)(D) 

er Diem Claims and Reimbursements 

I 
Mission 
Essential 

I Paid J Variance 

(b)1}l(C1 (b):?) 
(DJ eceived (b)(?)(C).(bl\

7
l in excess per diem that he was not entitled to receive for 

th (b)i7)1C),lb)l7)(D) 

(b)(7)(CUb)(7)(D) 

Interview o 
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(b)(? 1(C) (b I( 7)(0\ 

ib)(7 i(C\.(b)(7\ID) 

lb )(7 1(C).(b )(7 J(D) 

\b)(7)(C),(b)(7) 

accompanied by their spouses. At t~owever (O) haracterized AREVA as 
having control of the itinerary for thL_Jrip, particularly w en the legitimacy of 
claimed expenses or travel activities was questioned. 

(b)(
7

)(CJ,(b)\
7
)mi explained that he purchased his own airline icke u in n online service, 

d t at this required him to travel on Thursday (b)(?J(CJ.(b)(?J(OJ earl·, .. \L--LIUIOLL.L..U.........._, 

other employees, because at the tim e, no other arrival dates in ibi(?)ic).(b)(
7
l 

were available at a comparable price. (~)(?)(CJ,(b)(7) ointed out that Friday (b)\?)(CJ,ib)(?l was 
his normal Compressed Work Schedu e CWS da off and noted t · ot claim 
per diem for the weekend days of Saturday ibl\7l(C),\b)(

7l and Sunday, 1 ~ll 7 )ICHbll7 l He said 
that he would have been willing to take additional personal days without claiming per 
diem if required by management or accounting personnel. 

d h fa h F 
'd (b)(7)(C)(b)(7) • • • be 

With regar to t e ct t at on n a (OJ no work act1v1tles occurred cause no 
documen review was conducted in (bJl

7
)lC).(bJ(

7
)IOl imed that he did not know until 

Thu (b)(?J(CJ,lb)(?) that this document rev1 w would not be taking place. He stated 
that i~)(;; 1g) made the de ision that the document review was not needed at the last 
minute, on ay. i~)17 l(CJ,(b)(?) maintained that he did not know that 6 weeks before 
the trip, the ocu e review segment had already been deemed to be 
unnecessary. (bJ(?)(c\,(bll7 l cknowledged that given this fact, there was no official purpose 
in returning to.__ __ _, 

. h h fa h M d (b)(7)(C) (b)(7) l(bJ(7)(C\,(bj(7)(D) - I 
Wit regard to t e ct t at on ay (Dl was a~. -----------=-'· 
asserted that AREVA arranged the travel schedule, so the fa work activities -· 
were scheduled by or for the employees was not their fault. (b)(?)(CJ(bl\

7
l did not recall 

reporting this fact to · . isors or conferring with NRC management over how best 
to handle this issue. i~f 1(c).(b)( 7 l acknowledged that these extra days without work might 
reasonably be perceived as a problem and that he wished he could have done things 
differently. 

(For further details, see Exhibit 19.) 

Details o ravel 
.. 

(b )(7 )(C),(b )( 71(0) 
Based on a review of · ravel authorization and claim im 
vouchers, OIG leame a (bJ(?J(C),(bJ\7)(0) as authorized to travel to i~iiiiig;· between 

----
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OF 

l
ib)\7)!C).\b)(7)(D) I . . . (b)(7)(C), 
'-· ~~~----------___.His time 1n (b)(?)(D) is displayed in the following 

calendar: 

(b )(7)(C),(b )(7)1D) 

Calendar 
(b)(7)(C),(b)(7)(D) 

2 3 4 5 

9 10 11 12 

17 18 19 
(b)(?)(C) (b)(?)(D) 

23 24 25 26 
Local 
holiday U.S. 

(b )(7)(C),(b )(7)(D) 

· Da off workda 
30 31 

(b)(?)(C) (b)(7)(D) 

re weekend days. 
i~ll 7 JICJ ibJ(?J but a United States workday. 

lb)(7\(C).(bll7)1 D) 

thereby requiring on y 
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1 

6 7 8 

13 14 1"5 

Actual 
travel Extra da 

20 21 22 

off 
27 29 
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, (b)(7)(C),(b)(7)(DJ 
The following table capture · per diem claims, along with per diem 
amounts that OIG found to be m1ss1on essential through review of the authorization, 
claim, trip report, and the applicable per diem rates. The "Variance" column, which 
reflects the difference between the "M' ·. . . · I" column and the "Paid" column, 
lists the per diem reimbursements tha (b)(?)(C),(olt?HDl ·eceived but was not entitled to 
receive. For days where the ''Variance" column reads "OK", the traveler claimed, and 
was paid, less than the maximum per diem, an · nee is not included in the 
total variance. OIG also identified one claim for (DI · J,(b)(?) that should have been 
claimed and reimbursed but was not, represent in e table by a negative number. 

l(O)(?)(C) (b)(7)(D) IPer Diem Claims and Reimbursements 
-~ 

·Date J Mission I 
Paid I Reelalmed I Varianee 

Essential 
ib)(7)(C).(bl(7)1D) 

*Reclaim was not paid 
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(b)(7 J(C).(b)(7)(0) 
In addition to his per diem clSi·m~~~arrl.ed.JtlJatL---_:__:_ __ bµrchased a train 
ticket in , to travel from (b)(?J(C)lb)(?)(Dl otwithstandin the 
availabi ttY o an authorized rental vehicle. (bl(

7 l(C).(b)l 7
i(DJ claimed and was paid 

for this train ticket. 

(For further details, see Exhibits 4, 7, and 20.) 

lnterviewo 

(b)(7)(CU:o)(7)(0) 
acknowtedged that while this was his first Government travel overseas, 

-----~ ~~'-"'I of other trips taken by other people, on which hotels an . . . . · 
were pre-arran If-arranged by thee \blt71'c1(bJi

7
)(DJ 

.~-'+-T--' 

stated t at e "went along• with ecause he believed o e 
knowledgeable about official trave, me uding international travel, based on prior 
Government travel experience. 

(b)(7l(Cl.(b)(7)iDJ 

"----=---,-~-'stated that the employees planned in advance to rent a van and that this 
was for the purpose of accom 

7
"ci. b 

17
• • ople, including the three Government 

employees and their spouses. (b)(, n ,.( ) '
110

) admitted that he . e riding 
in the rental vehicle; nonetheless. e oug a train ticket from (b)(?J(CJ.(tl(

7
iroi to arrive 

there on Monday ;bl(7)(C)Jb)(?) nd begin work on Tuesday,~(b_H7_H_c1_\b_117_l1_0 J _____ ~ 

described the reason as primarily based on disa reements arising from a shortage of 
space within the van for luggage. (b)(l)(CJ(b)t

7 l(D) acknowledged that in the writt~e_n __ ~ 
ex lanatio . · . along wit 1s travel voucher claim, he labeled this a ibll

7
i{C).(bi(7 l 

(b)(7 >(C) 'bJ17 1ioJ <bH
7HCJ (1:1)(?i(oi is . had felt uncomfortable claiming the cost of the 

rain 1c e , but was told b (b)(?)(C) (b)(Yl(D) hat it was acceptable to do so. 

Regarding t 'i'\'\':-c'~'""-1 trip tol(b)(7)(C).(bl(?)(o; !stated that h'r'L-:7=~"' 
believed tha det rmined on the same day that tFle review of documents in 
would not b n essary (bJ(?l(cJ (b)(?)(D) maintained th . . . ware that prio'""r.:...to __ __, 
the trip, the documeiiCreview was unnecessary. ib)(?liCi(bi:?l\D) tated had he 
nown that would have adjusted his travel accommodations accordingly. 

lso stated that he was definitely not aware of the fact that the documents 
'-w""'e"'"'r~e-m-a-=d""""e~a_,vailable at the other locations because this was never communicated to 
him directly. 
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(b)\7 l(C).\b)(71(D) 
stated that his reason for filing a reclaim was because he th-~ .......... ..._,,~ 

L---rr----,-,,-,-,---=---' loyees had been paid and the claims had been approved b (b)(?J(C).ibl(7J(Dl 

stated that at th ·m i ought his claim as accurat an 
"---tr_u_e--ca-u-se-of his belief that (b)(?J(Cl.(bJ(?)(D} had been paid lb)(?J(C) (bll 7llDl tated 

that he al ct t at t e c 1m was not valid, his supervisors woul ave 
rejected it (bJ\?)(c} (bJ(?)(D) tated that he had not been paid on this reclaim, that he did 
not wish to be pa1 on 1s reclaim, and that he had not pursued the issue in any way, in 
the approximately 2 years since it had been filed. 

(For further details, see Exhibit 21.) 

Department of Justice Declination 

l1b1
l
7

JiCJ ~.S. Attorney's 0 ,......~~u.ca~ District of 
LMaryland, was briefed on this investigati'"on in December 2010 (b}(?)(CJ eclined 

prosecution of this matter in lieu of administrative action. This app ied o all three 
subjects of this investigation. 
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1. 
.....Jrb)(7)(Cl.(b)(7)(D) 

Trip Repoflj 

EXHIBITS 

2. 
(b)(7)(Cl.(b)(7)(0) 

Travel Voucher (T850742) dat {b)(7)(C).(b )(7)(0 I 

3. 

4. 

5. 

explanatory notes). '='==-------' 

(b )(7)(C).(b )(7 )(0) 

Travel Voucher (T850740) 

(b)(7)1C).(b)(7l(D) 
Trave1Voucher(T850741} 
explanatory notes}. 

(b)(7)(C).(bJ(7)(D) 

(b)(7)(C).lb) 

NRC Form 279, Travel Authorization (T850742 (?J\Dl 
(b)(7l(C) (b)(7l(D) 

6. NRC Form 279, Travel Authorization (T850740 i~1(
7 )(CJ,ibJ\?) atedj(bJ\7J(CUb)\ 7liDl 

7. NRC Form 279, Travel Authorization (T850741) (b)(?)(Cl,(b)(?)(DJ 'dated,..,,.(b=li7"""l(C=l"""".<b....,,i(7=J\=oi-....., 

8. NRC Form 445, Foreign Travel Approva 

9. ~----~'"Federal Legal 

10. Memorandum to File, Review 
(b) 

11. Memorandum of Interview 

mails, dated March 14, 2012. 

dated November 9, 2009. 

12. 
(b )(7){C),(b)(7)(D) 

Memorandum of lntervi dated August 13, 2009. 
~~-:;;:::s;;;:::=::;;;;;;;.2_..=.; 
(b)i7)(C).(bl(7J(Dl 

E-mails between dated May 21, 2009. 
\-------------' 

13. 
·._._...-

I 
14. Memorandum of I ntervie idated August 28, 2009. 

~==:::::::;;<. 

15. 
• (b)(7)(CJ,(b)(7) ' 

Memorandum of Interview (D) dated August 19, 2009. 

16. 
, (bil7)(Cl.(b)( ) , 

Memorandum of lntervie (DJ · dated January 19, 2012. 

(b)(7)(C),(bi 
17. Travel Voucher (Reclaim on T850742 11i10J 

18. Official Transcript of Proceedings, Interview of dated December 22, 2010. 
(b)(7)(C),(b) 

19. Official Transcript of Proceedings, Interview o 17l1Di dated July 15, 2010. 
\b)(7)(C),(b1(7)(0) 

20. Travel Voucher {Reclaim on T850741 dated 
L_.---...\~b)~(7~)(C~).~ib~}l7~l(~D1::::3J'~----~~ 

21. Official Transcript of Proceedings, Interview ofi · · dated July 23, 2010. 
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OFFICE OF THE 
INSPECTOR GENERAL 

MEMORANDUM TO: 

THRU: 

FROM: 

SUBJECT: 

Project 

·~,~~TIQM 
UNITED STATES 

NUCLEAR REGULATORY COMMISSION 
WASHINGTON, D.C. 2055S-0001 

September 28, 2012 

Concur: Case Closed~~ 
Joseph A. McMillan \L...A 
Assistant Inspector General \JOTL-

for lnvesti ations 
(b)(7)(C) 

(b)(7)(C) ---

\ ~ Investigative Analyst\ 

PROACTIVE INITIATIVE: GOVERNMENT CREDIT CARD 
MISUSE (OIG CASE NO. 10-06) 

The Office of the Inspector General (OIG), U.S. Nuclear Regulatory Commission (NRC), 
initiated this proactive initiative to review the Citibank travel card and purchase card 
accounts of all NRC employees to identify transactions which did not correspond with 
official Government travel or official business. 

Finding 

Between November 2009 and September 2012, OIG identified 15 NRC employees who 
may have misused their Government Citibank travel card. As a result, OIG initiated 10 
investigations pertaining to potential misuse of the Citibank travel card. OIG referred 
the remaining five instances of potential misuse to NRC management because the 
potential misuse was de minimis. 

Basis for Finding 

Over the course of this project, OIG Investigators and the investigative analyst 
conducted routine reviews of NRC employees' travel and purchase card transactions to 
identify NRC employees who used their travel card for personal use that was not in 

THIS DOCUMENT IS THE PROPERTY OF THE NRC OIG. IF LOANED TO ANOTHER AGEHCY IT AND ITS CONTENTS ARE NOT TO BE REPRODUCED 
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conjunction with official travel, or used their government purchase card for other than 
official use. OIG Investigators initiated the following Citibank Travel Card Investigations: 

• Case No. 10-16: An Office of Nuclear Security and Incident Response {NSIR) 
employee used her Citibank Government travel card for purposes not associated 
with official travel on 76 occasions between September 2004 and March 201 O. 
The unauthorized purchases and cash advances (including cash advance fees) 
totaled $3,051.10. Agency action was NSIR management issued an Alternative 
Disciplinary Agreement (ADA) in lieu of a three-day suspension. 

• Case No. 10-28: An Office of the Executive Director for Operations (OEDO) 
employee used his Government Citibank travel credit card for purchases not 
associated with official travel on 14 occasions from January 20, 2010, to May 18, 
2010. The unauthorized purchases totaled $1,294.00. Agency action was 
OEDO issued an ADA in lieu of suspension. 

• Case No. 11-01: An Office of New Reactors (NRO) employee used his 
Government Citibank travel credit card for purposes not associated with official 
travel from October 2007 through March 2010. OIG identified 344 unauthorized 
transactions totaling $40.663. 76 (including fees) not associated with official 
travel, which included 93 cash withdrawals totaling $28,000.37. OIG determined 
that the employee altered three hotel receipts submitted to the Government for 
reimbursement for official travel in March 2009, June 2008, and March 2008. 
The employee was reimbursed $425.89 for charges that were attributable to his 
altering two of the three hotel receipts. OIG further determined that the 
employee submitted fraudulent Chan a-of-station COS travel vouchers for the 
sale of a residence i (b)(?)(C).(b)(?)(Dl that he never sold; the 
purchase of a house in Rockville, Maryland, in (bl(7J(c).(b)(7J(Dl 1that he never 
purchased; and per diem for his s u e to reside in temporary quarters in 
Rockville, Maryland, from (bJ!

7
J<CJ.(b)(

7
J(D} en his spouse was not 

residing with him. The Office of the Chief Financial Officer (OCFO) calculated 
that the total loss to the Government for COS fraud was $42,331, which included 
taxes that were paid by NRC to the Internal Revenue Service on behalf of the 
employee. Agency action was NRO issued a final decision onitb>!7)(C}.(bi(7l(D) Ito 
remove the employee from Federal service. Upon receipt of the decision to 
remove, the employee submitted his immediate resignation. 

• Case No. 11-21: An Office of Federal and State Materials and Environmental 
Management Programs (FSME) employee used his Government travel credit 
card for purposes not associated with official travel on 77 occasions from 
September 24, 2009, to April 24, 2011. The unauthorized purchases totaled 
$4,974.10. Agency action was FSME management issued a settlement 
agreement in which the employee admitted to misconduct and the 14-day 
suspension was held in abeyance for 5 years. If employee commits any 
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misconduct during the 5-year period, NRC is authorized to initiate the 14 days 
suspension without pay. 

• Case No. 11-34: An Office of Nuclear Materials Safety and Safeguards (NMSS) 
used his Government travel credit card for purposes not associated with official 
travel on September 22, 2010, and February 15. 2011. The unauthorized 
purchases totaled $580.00. Because the employee used his Government travel 
card to make minimal charges associated with an award for which NRC asked 
him to apply; he paid the expense from his personal account without submitting a 
voucher; and acknowledged the error, OIG closed the case and provided a copy 
of the closure memorandum to the NMSS office director for appropriate follow­
up. Agency action was the employee was counseled on the use of his 
Government travel card. 

• Case No 11-36: An NRO employee used his Citibank Government travel card for 
purposes not associated with official travel on 90 different occasions between 
March 2010 and May 2011. The unauthorized purchases totaled $2,593. 76. 
Agency action was that employee received a 14-day suspension without pay, as 
he was previously counseled in 2008 for misuse of his Citibank Government 
travel credit card. 

• Case No. 11-39: A Region Ill employee used his Government travel credit card 
for purposes not associated with official travel from January 6, 2009, to May 12, 
2011. The unauthorized purchases to I . gency action was a 
notice of proposed removal issued on (b)(?J(Cl.<bl<

7
l< 01 Upon recei t oft 

__,,.,..,,.,,,<=.1.l'--U<.,rernove, the employee submitted his retirement effectiv (bl(
7

!<C).<b)(
7

liDl 

• Case No. 12-21: An Office of Small Business and Civil Rightd(bJ(?)(CJ lused his 
Government Citibank travel credit card for purposes not associated with official 
travel from July 2009 through January 2012. OIG identified 37 unauthorized 
case withdrawals totaling $9,489.35 (including fess) not associated with official 
travel. Agency action is pending. 

• Case No. 12-40: An NRO employee allegedly used his Government travel credit 
card for purposes not associated with official travel. OIG identified a cash 
withdrawal for $1,000.00 and purchases not associated with official travel. OIG 
investigation is ongoing. 

• Case No. 12-58: An NRO employee allegedly used his Government travel credit 
card for purposes not associated with official travel. The estimated unauthorized 
purchases were $1,815.37. OIG investigation is ongoing. 
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Recommend closure of this proactive initiative. A similar proactive initiative should be 
re-opened in fiscal year 2013. 
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OFFICE OF THE 
INSPECTOR GENERAL 

UNITED STATES 

NUCLEAR REGULATORY COMMISSION 
WASHINGTON, O.C. 20555-0001 

January 11, 2012 

MEMORANDUM TO: 
Concur: Investigation Closecf_~~====;;~:=~ 
Joseph A. McMillan 
Assistant Inspector General 
f I f f or nves1aa1ons 

(b)(7)(C) 

THRU: 
~· 

Team Leaderl(b)(?)(c) - f 
(b)(7)(C) 

FROM: 
,. 

Special Agent,j(b}(?)(C) 

SUBJECT: POSSIBLE COST MISCHARGING BY NRC CONTRACTOR: 
LOCKHEED MARTIN (OIG CASE NO. 10-45) 

Allegation 

The Office of the Inspector General <OIG) U. S. Nuclear Reaulatorv Com:'.ssion 
(NRC), received an allegation from[(bJ(?)(CHbl(?)(D)IDivision of 
Contracts (DC), Office of Administration (ADM), NRC, that the NRC contractor, 
Lockheed Martin Inform · i n, had submitted 
questionable invoices t (b)(?J(C).(bJ(?)\DJ for task orders (TO) 
16 and 18, on an information technology support contract (bl(7i(C).(bJ(7l<Dl also reported that 
one contractor who performed work on TO 16, 18 and 27 claimed 60 hours worked in 
one week. The questionable invoices contained overtime hours. which according to the 
alleger, required preapprovat by the NRC. The NRC had not authorized LMIT 
employees to work overtime hours. 

Finding 

OIG found that the NRC contract did not stipulate a cap on hours worked per TO per 
billing cycle and/or state that LMIT employees cannot exceed 80 hours worked 
biweekly. In addition, the contract did not require preapproval for extra hours 
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worked at regular pay rates. OIG confirmed that LMIT reported more than 80 hours 
worked biweekly on some invoices; however, LMIT did not charge overtime rates for 
these hours. Furthermore, LMIT employees were storing the excess hours and then 
using these "banked" hours during another billing cycle as compensatory time off, which 
did not result in additional cost to NRG. Despite administrative practices which did not 
accurately capture or reflect the use of "banked" hours as compensatory time off, NRC's 
Office of the General Counsel (OGC) decided not to pursue administrative action 
against LMIT based on the contract's upcoming termination in January 2012. 

Basis 

The NRC contract no. GS35F4524G, order no. DR-33-07-358, Maintenance & 
Operational Support of NRC Application Systems and Environment, was awarded to 
LMIT. The contract is an indefinite-quantity contract with a period performance from 
September 26, 2007, through September 25, 2008, with two option periods totaling 
$47,099,350.66. Funding is obligated under 30 individual TOs. Section C.32, Section 
{3) of the contract states that unless the schedule prescribes otherwise, the hourfy rates 
in the schedule shall not be varied by virtue of the contractor having performed work on 
an overtime basis. If no overtime rates are provided in the schedule and overtime work 
is approved in advance by the contracting officer, overtime rates shall be negotiated. 
Failure to agree upon these overtime rates shall be treated as a dispute under the 
disputes clause of the contract. If the schedule provides rates for overtime, the 
premium portion of those rates will be reimbursable only to the extent the overtime is 
approved by the contracting officer. OIG notes that the contract does not require 
preapproval for additional hours at the regular pay rate. 

(b )(7)(C),(b )(7)(0) 
for TOs 16 and 18 told OIG that there are 

......_=:---:--:.,.--,,--,:-:-:--::=:---:---:------;--;---~ 

t ree dedicated LMIT contractors working on TOs 16 and 18 who also work on TOs 10 
and 27. She found a number of invoices where employees had exceeded the allowable 

~~".-"!;~_....., e month and the hours were reported as "OTO" or overtime hours. 
(b)i

7
l<CJ(bJ(

7
i<Dl tated that according to th LMIT was required to obtain prior 

approval rom her to work OTO hours l~ll~i<CJ(bl told OIG that she verified that the work 
was performed by the employees and at it 1s well documented. Her concern was that 
she could not tell when LMIT employees were working or taking compensatory time. 
She was also concerned that compensatory time was being reported on invoices as 
work performed for n it was actually performed during a prior week. 
(Investigator's note: {b)(?J(C).(b)(?)(D) nderstanding of the preapproval requirement did not 
align with the contract provisions on pre·approval; as noted above, the pre-approval 
requirement pertained to the use of overtime pay rates.) 
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TloNTNf:oRMAIRlti-
'"""'==--:---:----,=:---=-=:-:-----_.,,..... xplained that the OTO hours were billed as 

regular hours. The OTO hours were worked by the employee in a previous month and 
then claimed as compensatory time the following month. 

"T----------------=:::::;.-''nformation Management and Technology 
ranch (IMT), DC, ADM, NRC, told OIG at the NRC contract and statement of work 

(SOW) were poorly written. The contract does not have a cap on the hours that can be 
worked per TO p · · le and does not state that LMIT cannot exceed 80 hours 
worked biweekly. (~l(?)(C).(b)(?) onfirmed that LMIT has reported more than 80 hours 
worked biw e invoices; however, LMIT did not charge overtime rates for 
these hours. ~~)(?)(C).(b)(?) tated that LMIT never requested to work overtime hours and 
there have been no overtime charges incurred on any TO. However, if LMIT were 
storing overtime hours and using these hours during another billing cycle as personal 
time off, then the LMIT invoice should reflect that the employee was not working. 

l
(b)(7J(CJ,(b)(7)(D) I 

Office of the General Counsel (OGC), NRC, also stated that 
the NRC contract and SOW were poorly written, which created challenges for NRC. He 
advised that LMIT did not charge NRC any overtime rates on the contract. If the NRC 
TO manager had work to be performed and LMIT employees elected t their 
shifts without claiming overtime rates it was a cost savings to the NRC (~\<7 l<C).(bJ<7 l tated 
that the contract does stipulate that "If no overtime rates are provided in the Schedule 
and overtime work is approved in advance by the Contracting Officer, overtime rates 
shall be negotiated." However, it did not apply in this situation because overtime pay 
rates were not utilized. Administratively, he would have preferred that LMIT annotate on 
the invoice when an employee used his or her stored hours. 

(b)(7)(C),(b)(7) • 
<DJ · dvised that NRC order no. DR-33-07-358, terminates in Jan LMIT 

was awarded the new contract beginning on January 26, 2012. He and<~<7l(C).(bJ< 7 l re 
structuring the new contract differently and incorporating la ses, and 
requirements that were not in NRC order no. DR-33-07-358 <~<7 Hc).(bl<7 l dvised that the 
new contract as written will eliminate es that NRC had on order no. 
DR-33-07-358. He stated that he an ~~)<7l<C)(b)(?) will ensure that the new contract 
addresses "banked" hours. e 

OIG's review of invoices submitted by LMIT to NRC for the period of September 2007 
through September 2010 found that LMIT employees had recorded overtime hours; 
however, there was no overtime charged or billed to the NRC. The LMIT employees 
who worked more than 40 hours per week were storing these work hours. The stored 
hours were later used as compensatory time off; however, when the compensatory time 
off was actually taken (using the stored hours), the invoice submitted to NRC incorrectly 
reflected that the employee was working. 

The U.S. Attorney's Office, Southern District of Maryland, declined to prosecute based 
on "No financial loss to the Government and that the work was satisfactorily performed 
by LMIT." The NRC OGC declined to take administrative action against LMIT based on 
the termination of the contract in January 2012. 
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Based on the absence of fraud; the woFk was satisfactorily performed by LMIT; and the 
storing of hours was an administrative practice which did not result in additional cost to 
NRC, it is recommended that this investigation be closed to files of this office. 
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MISUSE OF NRC CITIBANK TRAVEL CREDIT CARD AND 
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Attached is an Office of the Inspector General (OIG), U.S. Nuclear Regulatory 
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Government Citibank travel credit card and change of station fraud by an Office of New 
Reactors employee. 
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office within 120 days of what action you take based on the results of this investigation. 
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placed in ADAMS without the written permission of the OIG. 
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STATUTES, REGULATIONS, AND POLICY 

18 USC § 287 - False, fictitious or fraudulent claims 

Whoever makes or presents to any person or officer in the civil, military, or naval service 
of the United States. or to any department or agency thereof, any claim upon or against 
the United States, or any department or agency thereof, knowing such claim to be false, 
fictitious, or fraudulent, shall be imprisoned not more than five years and shall be 
subject to a fine in the amount provided in this title. 

18 USC§ 641 -·Publlc money, property or records 

'Whoever embezzles. steals, purloins, or knowingly converts to his use or the use of 
another ... thing of value of the United States or Of any department or agency thereof ... 
shall be fined under this title or imprisoned not more than ten years, or both .... " 

18 USC§ 1001· Statements or entries generally 

Except as otherwise provided in this section, whoever, in any matter within the 
jurisdiction of the executive, legislative, or judicial branch of the government of the 
United States, knowingly and willfully -

(1) falsifies, conceals, or covers up by any trick, scheme, or devise a material fact; 

(2) makes any materially false, fictitious, or fraudulent statement or representation; or 

(3) makes or uses any false writing or document knowing the same to contain any 
materially false, fictitious, or fraudulent statement or entry; 

shall be fined under this title, imprisoned not more than 5 years. 

28 USC § 2514 - Forfeiture of fraudulent claims 

A claim against the United States shall be forfeited to the United States by any person who 
corruptly practices or attempts to practice any fraud against the United States in the proof, 
statement, establishment, or allowance thereof. 

In such cases, the United States Court of Federal Claims shall specifically find such fraud or 
attempt and render judgment of forfeiture. 

31 USC § 3729 • False claims 

Any person who-

THIS DOCUMENT IS THI PROPl!RTY OF THI! NRC. IF l..OANi!D TO ANOTHER AGINCY IT AND ITS CONTl!NTI ARE NOT TO BE FU!PRODUC!D 
OR DISTRlBUT!D OUTBID& THE RECEIVING AG!KCY WITHOUT THE Pl!RMISSION OF ntl Ol'f'ICI!! OI' TH£ INSPECTOR GIMllB6l-

- ~~1A-Mt"~.qi~\15n"~~ 



(a) knowingly presents, or causes to be presented, a false or fraudulent claim for 
payment or approval; 

(b) knowingly makes, uses, or causes to be made or used, a false record or statement 
material to a false or fraudulent claim; 

is liable to the United States Government for a civil penalty of not less than $5,000 and 
not more than $10,000, as adjusted by the Federal Civil Penalties Inflation Adjustment 
Act of 1990 (28 U.S.C. 2461 note; Public Law 104-410), plus 3 times the amount of 
damages which the Government sustains because of the act of that person. 

41 CFR Subtitle F • Federal Travel Regulation System 

Actual expens~Payment of authorized actual expenses incurred, up to the limit 
prescribed by the Administrator of GSA or agency, as appropriate. Entitlement to 
reimbursement is contingent upon entitlement to per diem, and is subject to the same 
definitions and rules governing per diem. 

70 Comptroller General Decision 463 ·"Tainted Day Rule" 

The "tainted day'' rule states that a fraudulent claim for reimbursement for any part of a 
single day's subsistence expenses taints with fraud the entire day's claim for 
reimbursement of subsistence expenses. · 

NRC Management Directive and Handbook 14.1, 110fficlal Temporary Duty Travel," 
Part 5, 5.1.2 

"A cardholder only may use his or her travel charge card for official travel .... " 

"The charge card should not be used for personal expenditures or anything else 
that would not be reimbursable on the employee's travel voucher." 

"Use of the Government contractor-issued travel charge card for unauthorized travel 
advances or purchases that are not eligible for reimbursement on a travel voucher may 
result in disciplinary action up to and including removal." 
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SUBJECT 
(b }(7)(C),(b)(7){D) 

Office of New Reactors 
U.S. Nuclear Regulatory Commission (NRC) 

ALLEGATION 

FINDINGS 
(b)(7)(C).(b)(7) 

OIG determined that <Dl sed his Government Citibank travel credit card for 
purposes not associated with official travel from October 2007 through March 2010. 
OIG identified 344 unauthorized transactions totaling $40,663.76 (including fees) not 
associated with official travel, which included 93 cash withdrawals totaling $28,000.37. 
He admitted to OIG that he used his Government travel card for personal use not 
associated with official travel. 

OIG detennined th (D) ltered three hotel receipts subm~ed to the 
fl:lQ;~µp;i:...q,im ursement for official travel in March 2009, June 2008, and March 

as reimbursed $425.89 for charges that were attributable to his 
e three hotel receipts. 

(b)(7)(C).(b)(7) 

OIG further detennine <0 J lent COS travel vouchers for the 
sale of a residence in (b)l?)(cJ.(b)(?l(DJ never sold; the 
purchase of a house in Rockville, Maryland, in (b)(?J!Cl (b)(?)rDl that he never purchased; 
and per diem for his soo~se to reside in temporary quarters in Rockville, Marytand, from 

j<b>!
7

)(C).(bl(
7

l(D) Jwhen his spouse was not residing with him. The Office of the 
Chief Financial Officer (OCFO) calculated that the total loss to the Government for COS 
fraud was $42,331, which incl were paid by NRC to the Internal 
Revenue Service on behalf (bJ(?)(CJ.(b)(?)(D) 
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BASIS FOR FINDINGS 
• (b)(7)(C),(b)(7)(D) 

Review of Previous OIG Investigation Concernln · 
--------~ 

(b)(7)(C),(b)(7) 

OIG previously investigated (DJ ~or misuse of a Government computer, OIG case 
~~~~ 51, dated April 1 , 2010. NRC's Office of Information Services reported that 
(b)(

7
l<Cl.(bl<

7
l<DJ had downloaded malicious software while searching for i · 

material using his NRC computer. The OIG investigation found th bl(
7

l(C),(b)<1i isused 
the NRC computer assi . to him by accessing Web sites to view explicit 
material. In June 2010, i~r)(c).(b)(?) was issued a 7·day suspension for his actions. 

Review o . (b)(?J(C).(b)(?)<D> Official Personnel File 

(For further details, see Exhibit 1.) 
(b)(7)(C).(b)(7)(Dl 

Review of itibank Travel Card Statements and Travel History 
(b)(7)(C),(b)(7)(D) 

ravel), OCFO, NRC, provided OIG with 
rave records for the peri 2007 through October 2010. OIG's 

-re-vio;-e-w-o-=-ese records disclosed tha (~ ),(b)(?J • official travel on five 
occasions during the 3-year period. OIG compared (b)(?J(CJ (b)(?)(DJ official Government 
travel history with his use of his Government Cltiban rave ere it card from October 15, 
2007, through March 1, 2010, and identified 344 unauthorized transactions totaling 
$40,663.76 (including fees) not associated with official travel, which included 93 cash 
withdrawals totaling $28,000.37. 

(For further details, see Exhibit 2.) 
(b)(7)(C),(b)(7) 

Review of Hotel Receipts Submitted b <0 l r Reimbursement for Travel 
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(b )(7 )( C).(b )(7) 

~="'-"-=---==-i.:~ip (D) ubmitted to NRC for reimbursement for 
t.--~-~----'iagainst th · tie at the hotel, Residence Inn by 

Marriott, (bJ(7><cJ.(bl<7J<D> and noted (bl<
7

l<CJ.<b><
7

l<D> receipt was significantly different 
from the ote s version and ap~ ve been altered or fabricated. The receipt 
on file at the hotel indicated that (b)<

7
J<CJ.(bl<

7
l stayed at the hotel for 2 nights, and was 

charged $176.24, with taxes. <b
1
<
7

J(C).(bH
7

>(DJ Citibank travel card statement also included a 
char: e from Residence Inn (b)<7J(CJ.(bl(7J<Dl or $176.24. However, the receipt 

(bl<
7

>(C).(bJ(
7

)<D) submitted to NRC with his travel voucher for reimbursement showed a 3-
. the Residence Inn, and a charge of $264.36, with taxes. OIG noted that 

(bh
7

)<CJ.<b><
7

)<D> r~ceio~ submitted to NRC s~ted on top of the receipt, "Thank you for 
choosing efH7

l<C:(b><
7

><Dl ~for your recent stay," and had the logo of 
Marriott hotels, while the receipt provided b he tel OIG had the logo of the 

· Inn by Marriott. Of G's r vi (bJ(7J<c).(bJ<7l<Dl aled that 
(b)(7J(CJ.(bJ(7)(D) at th (b)(7J(CJ,(b)(7)(DJ NRC 

reimbursed <~< 7 l\C).(bl<7 > . r the amount reflected on the altered receipt, which was $88.12 
greater than the tote reflected on the hotel receipt. 

(For further details, see Exhibit 3.) 

(b)(7)(C\.(b)(7) 

OIG com ared the hotel recei <D> · submitted to NRC for reimbursement for his 
travel t (blt7l<CJ,(b)(7)(D) again the receipt on 1 ed that 
it differed sianificantlv frorp the receipt on file at the hotel (b)(?J(C).(bl<

7
><DJ 

j<b)(?)(CJ,(bJ(
7

J<D) jand appeared to have been artered or fabricated. A copy of 
the hotel receipt, rovided to OIG b Marriott Business Services, showed a 5-night stay 
at the hotel, from <bJ<7J<c>.<bJ<

7
l<0 > and a charge of $330. m, taxes, and 3 

days of Internet connection fees. However, the hotel receipt <~)<7><c).(bl<7 l ubmltted to 
NRC showed a 6-night stay, and reflected a total cost of $66 .22, including room, taxes 
and 6 days of In ction fees. A Marriott hotel representative told OIG there 
was no record o (bJ(?J(CJ,(bl<

7
l staying at the hotel other than the 5-night stay in l(bl\7J<C).(bJ(7l<Dl 

o G t (bJ<
7

J(c).(bJ(
7

l<DJ Citibank travel card statement showed aJriimi~Q!l..fQr.. _ _, 
(b)<7l<CJ,(b)( 7)(D) fo three separate transactions for (b)(?)(c).(b)(?)(Dl 

wit an arrival date of (bJ<
7

J(CJ,(b)(?J(DJ for $101.42 each. There was n his 
Citibank travel card for the $668.22 receipt submitted b (bJ(?)(CJ.(b)(?J o NRC 
for reimbursement. <~<7 J<CJ,(bJ<7 l as reimbursed by NRC for the amount reflected on the 
altered receipt, which was 37.77 greater than the total reflected on the hotel receipt. 

(For further details, see Exhibits 4 and 5.) 
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b
rei (b)(?)(C).(b)(?) t, noted that Holiday Inn had not used the format of the receipt submitted 

(D) n •almost 15 years.• He stated the logo on the receipt had not been used 
"in years," · number on the · different from the number on file 
at the hotel. ).(b)(?)(D) also noted that (bl(?J(C).(b)(?)(Dl receipt indicated that he stayed 3 
consecutive n19 a e otel; however, <bl(nici \bJ(?)(DJ stated the hotel records showed 
he stayed 2 nights at the hotel in one hotel room, then checked-out and checked~in 
again and stayed in a different room for the third night, · . in Holiday Inn 
having two hotel re . ". . · for his stay at the hotel. (b)(?)(c).(bJ(?Hoi provided OIG the 
hotel's receipts fo (bJ(

7
J(CJ.(bl<

71
•
0

i stay. OIG noted that the o I charges shown on Holida 
Inn's receipts were 1 ent1ca to the amount shown on the receipt submitted b <bl<7i<ci (b)(7 l< 0 > 

for reimbursement, resulting in no loss to the Government. 

(For further details, see Exhibit 6.) 
(b)(7)(C),(b)(7)(0) 

Review o Government Computer Hard Drive -------' 
The OIG Cyber Crime Unit (CCU) reviewed an image o (bJ(?J(CJ.(b)(?)(DJ hard drive that was 
taken for a revious OIG investi ation case number 09-51 Misuse of Government 

(b}(7)1E) 

(For further details, see Exhibit 7.) 

Review of Permanent Change of Station Travel Vouchers 

OCFO and the Department of lnteri ional Business Center {NBC) provided 
OIG with documents that related t (b><

7
l(C).(b)(?)(DJ henge of Station {COS) travel 

vouchers and reimbursement worksheets. DOI NBC reimbursement worksheets are 
used by DOI to determine the actual total cost for travel reimbursement submitted by a 
Federal employee, in which the total reimbursable cost determined by DOI could be 
different from the total co · . y the Federal employee. OIG's review of the 
documents disclosed tha (~J(?)(c).(b)(7i as paid a total of $31,752.1 · b rs m n 
for expenses he claimed were associated with his relocation from._(b-J(7_JlC_l_.<b_><

7
_l<_

0
>_,.-r;-==-7.,.--, 

~~~'Xlme, Maryland, to accept employment at the NRC; the sale of his home i (bl(
7

l,(CJ.(bl 

;~l(7 J(Cl(bl(7 l nd the purchase · Rockville, Maryland. The following paragraphs 
· provide details concemin (bJ(?)(C),(bJ(?J(D) OS travel authorization, his COS 

reimbursement requests. and NRC's payments in response to his requests. 
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.-c>~~~-L.La.JU::li.-'=UJ..LJ:.u.a-1" ~o<L!--1....,__,~_._.~ C Form 27 si ned b (bJ(?J(cJ (bJ(?)(DJ or 

~---~ 

authorize (bJ\7J(c).(bJ(7J(DJ 

tee of New Reactors (NRO allowance. The COS date was (b)(?J(C).(bl<7 l< 0 i 

and the authorization allowe (b)(?)(C) (b)(?) to travel to his d station on (bJ<7J(CJ.CbH7J(D) 

via personal vehicle, from (bH 7Hc),(bJ(7JcDJ and CbJ(7JCC).(b-J(7l nd his wife to receive 
per diem. It also authorize a ouse-huntmg trip fo (b)(?)(CJ,(bl(7 l and his spouse for 1 o 
days, movement of household goods of 18,000 poun s, storage of household goods not 
to exceed 180 days, real estate sale and purchase, and temporary quarters. 

(For further details, see Exhibit 8.) 

(b )(7)(C).(b )(7) 
OIG's review of a travel voucher (NRC Form 64) signed b (DJ n (bJ(

7
J(C).(blc

7
)(DJ 

revealed that he .sought reimbursement for the sale of a property i (bJ(?)(CJ.(bJ<7ico) 

for $13,638. Attached to the voucher were NRC Form 264, Employee Application For 
Reimbursement of Expenses Incurred U on Sale or Purchase (or Both) of Residence 
Upon Change of Station, dated (bl(7l<CJ,(bJC7l<D) and U.S. Department of Ho sin an 
Urban Development (HUD) Settlement Statement (form HUD -1), dated (bJc

7
J<CHbH

7
J(D) 

OIG reviewed the DOI NBC COS VoucherWorkshe s ocia ed with this claim and 
,..,._.........,..,__..,......_ ........ ._._.. ......... ......,,ized payment of $11,552. 77 t ~~i7)(CJ,cblC 7 l or sale of property in 

(For further details, see Exhibits 9 and 10.) 

OIG . d t I h dat d (b)(7)(C),(b)(7)(D) • h' h (b)(7)(C),(b)(7) t d rev1ewe a rave vouc er, e rn w 1c o reques e a 
reimbu ment of 3 427 .42 for tern rary quarters for himself and his spouse for the 
period (b)(?)(c).(b)(7J<oi ' view of DOI NBC's COS Voucher 
Worksheet for uarters for ~~<7 l(CJ.(b)(?) disclosed that DOI authorized payment 
of $3, 113.74 to ~~l<7 icci.(b)(?) for this expense. 

(For further details, see Exhibits 11 and 12.) 

(For further details, see Exhibits 13 and 14.) 

(b)(7)(C) (b)(?)(D) (b)(7)(C) (b)(?) 1 . • • 
On · (DJ !Submitted a travel voucher for his Relocation Income Tax 
Allowance (RITA) with no~ount claimed. (Note: the amount that appears on the 
travel voucher, $2,549.63, was handwritten by DOI NBC and then inputted into a data 
system for reimbursement.) OIG's review of DOI NBC's COS RITA 
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(For further details, see Exhibits 15 and 16.) 
(b)(7)(C).(b)(7)(D) 

0 submitted a travel voucher along with NRC Form 264 
(Employee Application for Reim ursement of Expenses Incurred Upon Sale or 
Purchase of Residence · · 7. 00 for the 
purchase of a <oJ(?)(C).(b)(l)(D) As proof of purchase 
of this ro rovided NRC with a Real Esta ated 

\bl(
7

HCJ.(b)(?)(D) and HUD Settlement Statement dat 

(For further details, see Exhibits 17, 18, and 19.) 

OIG's review of DOI NBC, Permanent Change of Station Summary of Expenses 
Reimbursed (Form PCS 3-2 ·ce of Action Taken, disclosed that NBC 
authorized r (b)(l)(C).(bl(l) ted to the purcha e fa 
residen a ).(b)(?l\Dl or $11,557.60, on (bl(7 l(CJ.(bH 7HDl 

(b)(7J(C),(b) 
710 

(For further details, see Exhibit 20.) 

rl(b)(7){C)(b)(7)(D) b . , . 
0 ubmltted a travel voucher for his RITA with no amount 
claimed. The amouri'f that appears on the travel voucher, $960.27, was handwritten by 
DOI NBC and then Inputted into a data system for reimbursement. OIG's review of DOI 
NBC's COS RITA Reimbursement Form (Form 3-255-Rtn, Memorandum to Payroll 
Operations Division, a · . Action Taken, disclosed NBC authorized a RITA 
payment of $576.16 to ~~r)(CJ(bl(7 J The documents are datedj(b)(?)(C).(bl(7>(D) I 
(For further details, see Exhibits 21 and 22.} 

(b){7)(C).\b)(7)(D) 
Review of Public and Court Records Regarding ,_ ___ _,, 

.__,...,,.,--.,-.,.,-.,-----,,----'I fo (b )(7 )(C ), (b )(7 )( D) 

!--,,-~~---__,_,~~~~~that this pro~ was urChased b 
However on (bl(7 l(C).(b)(?J(DJ a 

'---~~--~-_,.--.,.,..--,..; Notice of Trustee1s Sale Jndicatin that (b)(?)(c).(b)(7J(Dl would 
be put up for auction on (b)(?J(CJ.(bJ(7 l<Dl an ·sold to the highest bidder for cash due to 
original foreclosure agreement contained within the deed of trust. 

·~~~;,'.)1.~1'LLJ''""'!.., Department of Assessments and Taxation Web site sho ed that 
the owners o (bJ<7J<CJ.(bl\7l<Dl re 

,_=;~._,___, ____ _.;,.;;.;..:..;,..~~ 
It was purchased o (bJ(?J(CJ,(bJ(7J<Dl ..,____ _________ =-=' 

(For further details, see Exhibits 23 and 24.) 

8 

THIS DOC:UMeNT IS nm PROPl!RTY OF THI! NRC. IF l.OAXBl TO ANOTHER AGll!tCY IT AHD ITS CONTI!HTS ARS NOT TO Bl! RllPRODUCEI> 
OR Ol$TRl9LrTEO OUTSID!i THE R&CEMNG AGENCY wrmour lMI PllllMISSION o~ TH£ OPFICE Of' THI! INIPl!CTOR ~ 



(b)(7)(C),(b)(7)(D) 
Review of Bank Records Regardin 

------' 
On June 29, 2011, (~)(l)(C),(bJ(7 l provided OIG with consent to review records on file with 
Bank of America regarding his former residence inl(b)(?)(C).tb)(?)(D) I On August 22, 
2011, Bank of America provided records from the Wilshire Credit Corporation pertaining 
to his former residence in (b)(?)(C).(b)(?)(D) R view of the records disclosed that his 
former (b)(7)(C).(b)(7 l<DJ was foreqlosed and 
sold on (b)(?J(C),(b)(?)(D) in a public auction. 

(For further details, see Exhibit 25.) 

Review of E-Mails Provided by (bJ(?J(C),(bl(?J(D) 

(b)(7)(C),(b)(7) 
On October 31, 2011 (D) rovided an e-mail to OIG indicating that his wife had 
not resided with him from (bJ(?J(CJ(b)(?)(D) while he was in 
temporary quarters as per his travel voucher. OIG noted that e claimed per diem 
reimbursement for his spouse during that period. 

(For further details, see Exhibit 26.) 
(b)(?)(C),(b)(?)(D) 

Office of Chief Financial Officer's Audit of COS Records 

J~lllf¥l[} November 29, 2011, and December 1, 2011 r)(?)(C)(b)(?)(D) 
i~\< 7 >(c)(bl< 7 l • • rations Branch, Division of the c'--o_n_t-ro_ll_e-r,-O~C-F~O-, _____ __, 

reviewed(b)(?)(c).(b)(?)(D> COS travel vouchers for accuracy, and to determine the amount 
.-WJL.llot:!il>iLclolool...JoLllL~....__,,~emment due to fraudulent COS travel vouchers submitted by 

etermined that the amount of loss to the Government was 
'--;r-.....c-,=33:.-1:;-.-(=N,,,_o-,--te-:-.T=n-e_.total amount of loss to the Government determined by OCFO 

differed from the amount DOI paid to (b)(?)(C) (bJ(7> $31, 752.11, due to (1) OCFO 
recalculations of improper payments t (b)(?)(C),(b)(?J or sale and purchase of residences; 
(2) OCFO including the amount the NRC paid to e Internal Revenue Service for 

...,,..,Q~Stalted..Withholding Tax Allowance of the fraudulent vouchers submitted by 
(b)(?)(C),(b)(?)(D) and (3) OCFO recalculations of temporary v uchers submitted by 
(b)(?)(CJ (bJ(?)(D) o allow reimbursements legitimately duet (b)(?)(CJ,(b)(?J o · ,ry 

quarters lodging and per diem but excluding per diem payments fo (bJ(?)(cJ,(bl<7l(D) ispouse, 
for the portion of time she did not reside in temporary quarters.) 

(For further details, see Exhibit 27.) 
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(b)(7)(C),(b)(7)(D) 

Interview o 
(b)(7}(C),(b)(7) 

<OJ dmitted to OIG that he used his Government travel credit card or 
use, to include cash advances not in conjunction with official travel (bJ(?)(C).(bl<7l ated he 
took cash advan on the balance owed on his Government trave credit 

rd OIG 'd (b)(?)(C),(b)(?) ith d h efl • . ca . prov1 e 10 a sprea s eet ,.. ectmg his Gov ave! 
credit card charges that were not associated with official travel, an 10 l<7 l(C).(b)(7) disputed 
on o arge for a utility bill that he did not recall seeing on his ank sta ments. 

'-r=,,_.,,"'.'."'.'.::':::.--... -tated his understanding on the use of the Government travel card was that 
an NRC empl no _ ed to use it for personal use and [was) supposed to 
pay it off on time. 11 

(OJ J(C).(bJi
7
l efined personal use as "for purchases other than official 

travel." 

(b)(?)(CJ.(b)(l) i ed h d'd t II lte · · itted o · am e 1 no reca a nng orrJll~Ili:lJttte..1:eoeJotsJ1la:lWlarsLSL11.btn 
to NRC for reimburse nt for ia travel t <bJ(71<c).(b)<

7l<DJ 
(bJ(7)(C).(b)<?J(D) and t._o"""<b""""l<7"'"')(=c)..,,,(b..,.,,J<7""'J<=oi,------------'-___, 
(bJ<7l<CJ.(bJ<7:(o> However (bl<7l!CJ.<bl<7) stated "it looks fl e I did that. And 'm oi t 
that I did in this case for the one for (bJ(7)<CJ.(b)(7 ) trip. Wrth regard to the (bJ<7J<CJ.(bJ(7J<0 l 

(b)(?l(C) (b)(?) tri he stated "I see that I did it. I admit that." Regarding the trip to tbl<7l(CJ (b)(?) 

.___ ____________ _.could not explain why he would make up a receipt 
for the actual amount charged on his travel credit card, however, he acknowledged 
doing so. 

{b)(?)(C),(b)I?) I ltt d ., dd. • h' I I: • I:. • • 
(D) · · a so adm e to pa in 1s trave vouchers 1or reimbursement 1or hts aid 

Governm nt re tion move from (bl(7J(CJ.(bJ(7J1o1 to NRC headquarters in <b>(?J(C).(b) 

(bJ(7J(C).(b)t7J<DJ tecl that he submitted costs such as taxes and realtor fees 
associated with the sale of his house even though such a sale did not occur. 

(b)(?)(C).(bJ(?J(D) lso provided OIG with a signed letter with enclosures, which he later 
submitted as a voluntary s. nt. which reflected that he did not sell his home 
because it was foreclosed. (bl<

7J<C> (o><7
l<Dl sworn statement also reflected that he 

· fabricated the documentation for the attempted sale of his home and that •none of the 
claimed amount of "$16.697.00, which I received based on my false claim, was a valid 
expense." 

/~l<7 J<Cl,<bJ(7 l cknowledged to OIG that he signed and dated the COS vouchers that were 
submitted to NRC between 2007 and 2010 for reimburse nt. He a 
he falsified the travel vouchers for the sale of a home i (bl<

7
i<CJ.(b)(?J(DJ and the 

purchase of a house in Rockville, Maryland. He further stated that he created 
fraudulent HUD Settlement Statements for both the sale of a residence and the 
Jl\llll!Il~tJZIJLil.IW.Gifi4 to include a fraudulent Real Estate Purchase Contract dated 

for the purchase of a home In Rockville, Maryland. 
'-----------' 

to 
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(b)(7)(C),(b)(7) ta ecJ hi • d t d • d h h ·1 • 
(DJ t s actions were ue o es e n an e ad '"fa1 ed to maintain the 
s andard that he knew he should have." (bJ(

7
J(CJ.(b)(7J tated that he thought that by 

falsifying all these documents he could cenefit by overcoming some financial difficulties 
that he was having at the time. Furthermore, he said he was dealing with some long­
term issues concerning his ability to think clearly. These issues pertained to his work 
performance and his handling of finances. 

{For further details, see Exhibits 26, 29, and 30.) 

Department of Justice Declination 

e:(C) ru.s. 's Office, Southern District of 
aryland, W8S briefed On this investigation (b)(?)(C) eclfned prosecution Of thiS matter in 

lieu of administration action. 
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- OIG INVESTl~l~RMATfON_-.__ .. 

EXHIBITS 

1. NRC Standard Fonn 50-B, Notice of Personnel Action, dated (bH7l(C).(b)(7l< 0 l 

2. 

3. 

4. 

5. 

6. 

7. 

8. 

Memorandum to File, Review of l¢ttl. 'lL1aJ[lJi_!~t'erJnment Charge Card Statements 
and NRC Travel Vouchers, dated (bl<7l(C).(bl<7l<0 l 

Memorandum to File, Residence lnn,l(bl<7J<CJ,(bl(7l<0 J 
l(b)(7)(C),(b)(7)(D) I . 

Memorandum to File (bJ(?)(C) (bl(7l<Dl 
dated (b)(7)(C).(b)(7)(D) 

jReceipt, dated 

Records, 

Memorandum to File (b)(?)(CJ.(b)(?)(D) Records 
r;;:v.ru';c;~"""",-----,.__ _________ ___J 

Received, dated (bl(7)(c).(bJ<7l<0 l 

(b)(7)(C).(b)(7)(D) 
~~~/;W.LJffi_OLJ:lle..1_1------r,;-c=~=---~-_J Holiday Inn, 

dated. (bJ(7)(C) (b)(7)(0) 
~-------~ 

(b )(7 )(C),(b )(7)(0) 
Memorandum to File, Digital Evidence Analysis Report, dated · 

'--------' 

NRC Form 279A, Official Travel Authorization Change of Station, dated i~l<7 l<C),(bl<7 l 
l(b)(7)(C) (b)(7)(D) I 

9. NRC Form 64, Travel Voucher (NRC Form 64 , dated (bl<7l<C).(b)(?)(Dl with Form 
HUD-1, Settlement Statement, dated (bl(7)(c).(bl(7J<0l 

10. Change of Station Voucher Worksheet, authorizing payment of $11,552.n. 

11. NRC Form 64, Travel Voucher, datedl(bl<7l(CJ.(bJ(7l<0l 

12. Change of Station Voucher Worksheet, authorizing payment of $3, 113. 7 4. 

13. NRC Form 64, Travel Voucher, dated ..... i<b_l<7_l<c_i_.<b_l<7_l<0_l ___ ___, 

14. Change of Station Voucher Worksheet, authorizing payment of $3,422.06. 

15. NRC Form 64, Travel Voucher, dated (bH7l(C).(b)(7H01 

16. - IT, Permanent Change of Station RITA Reimbursement, dated i~1<
7 l<Cl.(bl(7 l 

(b )(7)(C),(b )(7)(0) 

17. NRC Form 64, Travel Voucher, dated l<bl<7l(C),(bJ(:l<Dl I with NRC Form 264, 
Employee Application for Reimbursement of Expenses Incurred u on Sale or 
Purchase of Residence upon Change of Official Station, datedL<b_l(7_l<_ci_.<b_l<7_l(_0 l ____ _J 
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l(b)(7)rr) (b'7)'0) 
18. Real Estate Purchase Contract, dated.___,~_._

1

_
1 

_' -----' 

~~:-;;-:-;~~~~~~ 

19. HUD-1, Settlement Statement, settlement date 

20. Form PCS 3-255, Permanent Chan e of Station Summary of Expenses 
Reimbursed, dated (bl(7l(CJ,(bl(7J(D) 

21. NRC Form 64, Travel Voucher, datedl(b)(?J(C),(bJ<7 l<DJ 

23. Memorandum for File Review of Property Records Regardin (b)(?JIC),(b)(?J(D) 
dated (b)(7)(c),(b)(7J(D) 

24. Notice of Trustee's 

25. Records from Wilshire Credit Corporation, 

26 E 
.1 f d d b (b)(7)(C),(b)(7)(0) . -mat s orwar e · · 

27. Memorand m to File (b)(7)(C),(b)(7)(D) 

(b)(7)(C),(b)(7)(D) 
28. Transcript of Interview k:lated 

)(C)(b)(7)(D} 

OS Vouchers, dated 

29. Signed Sworn Statement, dated (bJ(?l(C),(b)(?J(DJ 
'L=;;:;;=--=~ 

(b}(7)(C),lb)(7) 
30. Transcript of Interview, coJ · · 
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OFFICE OF THE 
INSPECTOR GENERAL 

UNITED STATES 

NUCLEAR REGULATORY COMMISSION 
WASHINGTON, D.C. 20555.()001 

March 2, 2012 

MEMORANDUM TO: 
Concur: Case Clos~r~~i""==--=====::::-::. 
Joseph A. McMillan 

THRU: 

FROM: 

SUBJECT: 

Proactive Initiative 

Assistant Inspector General 
for Investigations 

(b)(7)(C) 

Team Leader,l(b)(?)rc) 
(b)(7)(C) 

~ 

. Special Agen~(b)(?)(C) I 

DISPOSITION OF OFFICE OF INVESTIGATIONS CASES BY 
THE OFFICE OF ENFORCEMENT (OIG CASE NO. 11-27) 

This Office of the Inspector General (OIG), U.S. Nuclear Regulatory Commission 
(NRC), investigation was initiated as a proactive initiative to quantify and assess 
differences between NRC's Office of Investigations (01) investigative conclusions and 
NRC's Office of the General Counsel {OGC) conclusions about the same cases. 

Findings 

OIG found that OI was established to conduct investigations concerning allegations 
against licensee staff and reach its own conclusions (substantiated versus 
unsubstantiated) independent of OGC, which makes the agency's final decision as to 
whether an allegation is substantiated or unsubstantiated. OIG found that to make its 
final determination as to whether a matter is substantiated, OGC reviews Ol's 
investigative report to determine whether the preponderance of the evidence supports 
wrongdoing, and whether Ol's evidence is sufficient to demonstrate "willful and 
deliberate" intent of wrongdoing. OIG found that 01 substantiated 127 allegations 



against licensees between FY 2009 and FY 2011 and that OGC disagreed with Ol's 
conclusion in 12 of the cases. The majority of disagreements occurred because OGC 
determined 01 did not provide sufficient evidence to demonstrate the licensee's action 
was willful and deliberate. OIG also found that once 01 issues its final investigative 
report with its independent findings, it does not amend the report to reflect OGC's 
ultimate conclusion. 

Basis of Findings 

01 was created by the NRC Commission on April 20, 1982, to independently conduct 
thorough, objective, independent, and timely investigations of alleged wrongdoing in the 
licensed nuclear industry. The independence principle was intended to ensure that 01 
investigations would be credible and objective. Thus, when 01 undertakes an 
investigation into an allegation, it does so without influence from NRC staff. 01 also 
does not discuss with OGC the outcome of its investigation until its report is completed. 
Occasionally, 01 will contact OGC for legal interpretation and legal advice during the 
course of an investigation, but it tries to conduct its work without OGC's influence. 

Once 01 completes its investigation, it issues its final report, with findings, to the 
regional office responsible for the licensee, the regional program office (either reactors 
or materials), the Office of Enforcement (OE), and OGC. After the recipients have had 
an opportunity to review the 01 report, a conference call is held among the four entities. 
Ol's participation is optional. The four (or five, depending on Ol's participation) review 
Ol's investigation and discuss whether the preponderance of the evidence is sufficient 
to substantiate wrongdoing. Following this discussion, OGC documents its conclusion 
for its records. OGC's conclusion represents the agency's final position on the matter. 
If the matter is substantiated, OE assesses the penalty, if warranted, and prepares a 
letter to the licensee conveying NRC's finding and proposed penalty. 

OIG assessed the differences between Ol's substantiation of matters between FY 2009 
and FY 2011 and OGC's substantiation of the same matters. OIG learned that during 
this timeframe, 01 completed 398 investigations, 127 of which were substantiated. Of 
the 127 matters that 01 substantiated, OGC substantiated 115 and found 12 were not 
substantiated. 

Materials Litigation and Enforcement 
'r--:-=-=-=--==-::;;:---:--:--;-:-;--:-:-~-=~~-;-~-;-;-' 

E), OGC, stated that her office receives all substantiated 01 investigative reports 
when they are completed. She said that when an 01 investigative re art is 
substantiated, she assigns an attorney from her division to the case. (bl(?)(Cl tatec. 
that the attorney will review the entire file, including all transcripts and exhibits, to 
determine what the violations are, and to look for the elements of the violation/s. 
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id the attorney must identify the regulation or requirement that has been 
10 , determine how it has been violated, and whether there are other violations that 

might have been overlooked during the course of the investigation. 

l(b)(i)(C) ~aid her office reviews the evidence to determine if the act was committed 
... deliberately, i.e., what was the state of mind of the individual who committed the 

violation at the time of the act, which caused the violation. She said her office looks for 
the preponderance of evidence in reviewing 01 investigative reports to assess if the 
evidence is legally sufficient to go forward on a violation. 
,. .~, 

1::)(CJ.: [said her office tries to inform the other panel members of OGC's review results 
prior to the panel assembling so that no one is surprised when the case is discussed 
during the panel teleconference. Occasionally, OGC disagrees with Ol's investigative 
conclusion, but when that occurs it is because OGC does not believe that the 

e on erance of evidence supports substantiation of a willful and deliberate violation. 
(b)(?)(C) stated that there have been occasions where the regional General Counsel and 

OE e disagreed with OGC's determination and chosen not to take any enforcement 
action. However, she said this does not change OGC's determination. 

She agreed 01 was formed as an independent office, intended to be free from internal 
or external influences. She said she does not see a conflict in rendering an opposing 
conclusion as it is OGC's role to examine the preponderance of the evidence to 
determine if a violation occurred and if it was deliberate. 

l(b)(7)(CJ kold OIG that her office was created as an independent 
office to conduct thorough, objective, independent and timely investigations of alleged 
wrongdoing in the licensed nuclear industry. 01 was formed by the NRC Commission in 
response to congressional and Department of Justice criticism that agency 
investigations. which were previously conducted by NRC staff, lacked competence and 
credibility.l(bJ(?J(cJ !related that in rare cases, OGC, representing the agency, 
reaches opposite conclusions and elects to disagree with an 01 finding based on the 
same evidence. Though it is correct to say that OGC makes the final agency 
determination of an investigative conclusion on behalf of the agency, 01 does not 
change or alter its findings. She said that her concern is the quality of the investigation 
and subsequent investigation report. 

~(bJ(?)(C) .. !Enforcement, OE, told OIG that an OE specialist is 
assigned to every case ttiat is substantiated by 01 and/or an inspection. He agreed that 
OGC has the final word on whether or not the preponderance of the evidence is 
sufficient for substantiating wrongdoing. He said that j;ongdoing is categorized as 
deliberate misconduct or careless disregardJ(bJ(?)(cJ _ dvised that for cases that have 
been substantiated by OGG, OE determines the penalty to be assessed on the 
licensee. He said the penalty is determined by headquarters OE in conjunction with the 
regional OE. 

3 



Conclusion 

Because OJG did not identify any irregularities in connection with the process by which 
NRC investigates and renders final decisions on allegations of licensee misconduct, it is 
recommended that the results of this proactive initiative be closed to the files of this 
office. 
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OFFICE OF THE 
INSPECTOR GENERAL 

MEMORANDUM TO: 

THRU: 

FROM: 

SUBJECT: 

A/legation: 

UNITED STATES 
NUCLEAR REGULATORY COMMISSION 

WASHINGTON, D.C. 20555-0001 

August 15, 2012 

Concur. Case C'.o~=========:~:---­
Joseph A. McMillan 
Assistant Inspector General 

(b)(?)(C) 

Team Leader (b)(?)(CJ 
'---------' 

(b)(?)(C) 

MISUSE OF GOVERNMENT POSITION AND 
UNPROFESSIONAL CONDUCT BY RESEARCH 
EMPLOYEE (OIG CASE NO. 11-31) 

THIS DOCUMENT IS THI! PROPERTY OF THE HRC OIG. II' LOANED TO ANOTHER AGENCY IT AND ITS CONTENTS ARE NOT TO BE REPRODUCED 
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(b)(7)(C),(b)(7)(D) 
~~L.,ce~twi:~ documents on overnment computer to determine if 
(b)(?)(C).(b)(?)(DJ as misusing Govemmen resource 1 ·ng on his concerns during 
official duty hours to further his complaint a ains (b)(?)(CJ.(b)(?J OIG identified 21 
documents regarding theli~~;;\<c),(bl !event o (b)(7J<CJ.(bJ(7HDl computer, some of which 
had been accessed during duty hours. The majority of the files appeared to have been 
uploaded from a CD or thumb drive but OIG could not determine when the uploading 
occurred. ne of the files appeared to contain sensitive information. OIG learned that 

(bJ<7J(CJ.(bJ(7J(DJ assesses an NRC issued MXI encrypted thumb drive, but could not 
determine whether the files had been uploaded from the NRC thumb drive. 

(b )(?)(C),(b )(7)(D) . (b)(7){C).(b)(7)(D) 
su erv1sor 

(bl(?)(C).(bJ(?J(DJ Office of Nuclear 
..,,.µ~~~L .. u;esearch (RES), NRC, told OIG that he was aware there were times when 
(bJ(7)(CJ.(bJ(7J(DJ used his rn nt computer to produce or send documents relevant to 
his pursuit against the (~(?J(C).(b)(?J event, but believed that this usually occurred before or 
after work, or r'n i I n h time d did not interfere with his work performance. 
According to (bJ(?J(CJ.(bJ(?J(DJ as a good employee. 

(b )(7)(C),(b )(7 )(D) 
ffice of the General Counsel (OGC NR told OIG that 

(bJ(7J<CJ.(bJ(7J<DJ as not vi ed NRC · y by pursuing t (~( 7 J(C).(bJ(7 J event using the 
. 06 petition process. (bJ(7J(CJ,(bl<7HDJ tated that NRC employees are allowed to 

pursue safety issues even if the issues ar . e employee's regular 
responsibilities within the NRC. However, (b)(?)(CJ.(bJ(?)(DJ told OIG that the NRC 
intended to inform (bl<7l<CJ.(bJ(7J<DJ hat the agency could not continue esources 
on allegations that ave previously been investigated regarding th ~~J(7l(Cl (bJ<7l event 
unless he provided new evidence or facts that required review. 

, . (b)(7)(C).(b)(7)(D) 
OIG confirmed t he Office of Pubhc Affairs (OPA) that althoug -------­
comments about (b)(?)(c).(b) were published in a variety of newspapers, he did not violate 
NRC olic by speaking with the news media. In the three publications OIG reviewed, 

(bJ<7J(CJ.(bJ(7i<Di stated that he was speaking as a private citizen and not as an NRC 
emp oyee. s stated in NUREG/BR0202, Rev 2, the NRC OPA asks, but does not 
require, employees to direct the media to OPA. Employees are permitted to provide 
statements to the media without prior approval. 

Because the allegations were unsubstantiated an (b)(?)(C).(b)(?)(D) · iolate NRC 
policy by expressing his personal views in connecti n with th (bJ(?J(cJ.(bJ(?) vent or use 
public resources inappropriately, it is recommended this allegation be closed to the files 
of this office. 

1NRC Management Directive 2.7, Information Technology, permits limited employee personal use of 
agency information technology resources provided such use does not result in the loss of employee 
productivit'(.Q! interfere with official duties, and cause o or minimal additional expense to the.agency. 
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OFFICE OF THE 
INSPECTOR GENERAL 

MEMORANDUM TO: 
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(b)(7)(C),(b)(7) (b)(7)!C),(b)(7) • • ; 
<DJ (2 o · misused her position to gather information, (3) (bJ<7J(C),(bJ(7J was 

permitted to 1s ribute the e-mail as part of her FSC responsibilities, an 4) if the e-mail 
was transmitted outside the NRC. 

Findings 

(b)(7)(C),(b)(7) 

~~~-1.!'£.._..._...,.stantiate tha <DJ misrepres er interest in the FBI 
'--~~-~____,investigation. OIG determined tha <bJ(?J(CJ,(b)(?J(DJ position as FSC entails 
gathering information about investigative matters and disseminating security events to 
the appropriate individuals who have a need-to-know. OIG determined that the e-mail 
was sent to only Region IV and headquarters staff with a need-to-know and that the e­
mail was not sent or forwarded to external sources. As a result \of this incident, Region 
IV has initiated corrective measures for coordination between the FSC and 01 to 
prevent potential releases of sensitive law enforcement information. 

Basis of Findings 

CM, provided copies of an e-mail that she sent 
,~~,..,......~ ity and Incident Res onse NSIR employee requesting 

that NSIR provid <~<7J<CJ,(bJ<7 l with updates on the (bJ<7J<CJ,(bJ(?J(DJ investi ation. The 
e-mail was forwarded b the NSIR reci ient to ing (b)(?J(C),(bJ(7J<DJ 

(bJ<7J<cJ.(bJ(7J<DJ and <~H;J~gJ. of (bJ(?J(CJ,(b)(?J<DJ old OIG that she 

did not personally communicate about this matter with anyone in Region IV. 

(b)(?)(C).(b)(?)(D) Id OIG th t (b)(?)(C),(b)(?) h d h . th 01 . o a oi approac e er m e 0~1 ~~~~--"<LI 
"'""'s-e~e.,---ki=-n-g=a=n"'update o · al issues associated with the (b)(?J(CJ,(bJ(?J(DJ 

· · · n and tha <~<7J<CJ,(bJ(?J ad requested the update to provid irman. 
(bJ(?J(CJ.(bJ(?J(DJ said she then received a telephone e FBI and (b)(?J(CJ.(bJ(?J(DJ • d 
(bJ(?)(CJ,(bJ<7l to sit in on the conference call so tha (bJ(?J(CJ,(bJ(?J could updat (bJ(?J(CJ,(bJ(?J(DJ 

about the status of the FBI investigation. (b)(?J(CJ.(b)(?J(DJ aid that after the confere ce c I 
(bJ(7J<CJ.(bJ(7J composed and sent an e-mail to sev r ployees, but tha (bJ(?J(CJ,(bJ<7J<DJ 

id not send the e-mail to 01 or coordinate with (~<7 J(CJ,(bJ<7 J before sending it. (bJ(?J(CJ,(b)(?)(D) 

said that (bJ(7J<CJ,(bJ(
7

J should have been aware from past practices that any information 
disseminated regarding 01 investigations should include 01, and 01 should be aware of 

........... r .... "'e any information released, and where and to whom the information goes. 
<bJ(7J<CJ,(bJ<

7
J<DJ tated that after she learned about the e-mail, she contacted the Region IV 

Computer Security Office (CSO) and directed them to scrub the servers to prevent 

J(b)(?)(C), I (b)(7)(C),(b)(7)(0) (b)(?)(C) (b)(7)(D) 
__:._EtefeJ~:e5-Jd(b)(7J(D)in this memorandum refer to Any references to the · 
(bJ(?J(C),(b)(?) ill include first name and last name (b)(?)(C),(b)(?)(DJ '--------' 
W.U..----' 2 
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CSO do u onfirmed that the e-mail was not sent outside the NRC and was not 
sent t i~l(?)(C).(b)(?) r anyone else in the OCM or 01. 

(b )(7)(C),(b )(7) 
OIG confirmed that (D) composed and sent the e-mail to several head uarte 
and Region IV emp oyees etailing specific information about the FBl's (bJ(7l(C).(bl<7HD) 
investi tion. T - ail, " · Only- Law Enforcement Sensitive" was (b)(7)(C) (b)(7)(D) (b)(7)(C) (b)(7)(D) I 

sent to · and · n NSIR and t · · 

(b )(7)(C),(b )(7)(D) 
1-==-:,,.---:-=----:-------:--:::---r.~;-;:;-;n:~r----::~.,,---,--------'NSIR, told 

that it was not unusual fo (b)(7)\C).(bH7l to notify him through e-mail communications 
regarding law enforcement information that would be shared with proper NRC staff. 

(b)(?)(C).(b)(?)(D) · IVlsranch Chief w~~ides oversight forl(b){?)(C).<b)(?)(D) I 
told OIG that (b)(?)(C).(b)(?J(D) 1::sponsibility as tm;__Jincluded obtaining security related 
information to provide to the region's staff. 

(b)(7)(C).(b)(7)(D) 
OIG reviewed Performance and 
confirmed that as (bJ(7)(C).(bJ<7J<DJ is 
responsible for engagement with Federal law enforcement agencies to follow-up on 
suspicious activity reported from the licensees. 

(b)(?)(C),(b)(?) Id OIG th t h d d t th (b)(?)(C),(b)(?)(D) ·1 . 
(D) o a s e compose an sen e e-ma1 m 
accoraance with her official responsibilities. Although she could not recall the specific 
reason she had approached 01 she acknowle ed th t · was possible she approached 
01 to gather information about (bJ(?)(CJ.(bH7J<D) maintained that as the (bJ<7HC).(b)(7) 
she is responsible for obtaining law enforcement and security related information, 
conducting liaison activities with law enforce s, and reporting information 
back to the regional and headquarters staff. (bJ(?)(c).(b)(?J stated that he w uld never 
have sent an e-mail with security related information directly to (~(?J(CJ.(bJ(?l because it 
was not the protocol for her to communicate directl w· a Commission office. 

(b)(?J(C).(bJ<7J xplained that the e-mail was sent to (~)(6)(CJ.(b) in NSIR, and ould 
ave been responsible for forwarding the communication to the OCM. (b)(?)(C)(b)\?) said 

she did not include 01 in her e-mail but that since this incident, she and 01 have 
established informal protocols and corrective actions to ensure that all future e-mails 
pertaining to law enforcement investigations are sent to 01 for review prior to 
dissemination. 
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(b)(7)(C),(b)(7)(D) • (b)(7)(C),(b)(7) 

~~-~-...J.!h~ad informed her th (DJ sought information pertaining to the 
(b)(?J(CJ (bJ(

7
J<DJ nvestigation. However, she said that while she and her husband try to 

separate their personal and professional lives the do occasionally discus")!,s~~rk~,,_.,,..­
related issues and it was possible that (bJ(

7
J<CJ.(bl<7J(DJ could have mentione (bl<7J<CJ,(bJ(7l<DJ 

e-mail in a conversation with <bJ<7J(CJ.(bJ(?)(DJ 

(b )(7)(C). (b )(7 )(D) 

(b)(7)(C),(b)(7) 
(D) 

• • (b)(7)(C) (b)(7) • • (b)(7)(C},(b} told OIG that although he did not recall shann (DJ · e-mail with (7J<D> 

he may have done so through conversations with er. '--=----' 

G did not substantiate any misconduct or inappropriate release related to Because 
(b)(7)(C),(b)(7)(D) 

e-mail, it is recommended that this investigation be closed to 
'---e~fi~le_s_o~f~t~h~1s_o.,,...1c_e_. _ __. 
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UNITED STATES 
NUCLEAR REGULATORY COMMISSION 

WASHINGTON, D.C. 20SSM001 

OFFICE OF THE 
INSPECTOR GENERAL 

March 5, 2012 

MEMORANDUM TO: R. William Borchardt 
Executive Director for Operations 

FROM: ~~~Zap_ 
"' 7 Assistant Inspector General 

for Investigations 

SUBJECT: POTENTIAL ETHICS VIOLATION 
(OIG CASE NO. 11-46) 

The Office of the Inspector General (OIG), U.S. Nuclear Regulatory Commission (NRC), 
recently completed an investi ation ardin an all ation that an NRC employee had 
outside employment on a (b)(?)(C).(bJ(?i(D) This memorandum conveys 
relevant details from this investigation. 

(b)(7 )(c).(bH7 l(D) Accordi did not obtain 
manageme .,

1 
, o work on The alleger 

claimed that lb)(, ,(Cl.(bi(
7l kes annual leave to work on the panel and does not serve in 

her official NRC capacity when working in this role. 

Findings 
OIG found th (~(7)(CJ.(b)(7) is a (b)(7)(c).{b)(7)(D) 

IG ound that ought 
uidance from NRC's Office of the General Counsel (OGC) regarding e . .. . with 

(b)(?J(CJ. 1 There were no oosts incurred to the N no indications th (bJ(?)(CJ.(b>(
7l sed 

NRC resources to conduct work on behalf of /~l;;;:g; OIG determined that ts tb)(l)(CJ.(b)(?)(DJ 

foreign government entity, and that by accepting compensated employmen w1thi~1(
7l(C)(b)(7 l 



(b)(7)(C ),(b)(7)(D) 

(b)(71(C).(b)(7)(D) 

1b 1(7)(C ),(b 1(7)1 D) 

ib)(7llC ).(b)(7)(D) 

(b)(? i(C ).(b)(7)(D) 

(b)i7 )(C).(b)(7)(D) 

(b )(7\(C J,(b )(7)\D) 

(b)(7)(CJ1b)(?J(D) had viol..,........_.ol.l 

require o return to any compensation she received fro (bJC
7

l(C). o G also 
determined that CblC

7
Jcc).(bJC

7
l failed to report her association with to the Division of 

Facilities and Security (DFS), in violation of Management Directive 12.3, "NRC 
Personnel Security Program," which states that NRC employees are required to report 
to Personnel Security Branch, DFS, any employment with a foreign or foreign-owned 
interest. OIG found that DFS does not enforce this requirement. 

Basis of Findings 

i~JJ(?J(CJ(b)(?) told OIG that offered her a aid consultant sition to assist in 
conductin a stud for the (b)(?)(C) (b)(?)(D) She stated thatllis 
a (b)(?)(C).(b)(7)(D) publiC~ndUSt . s1ne--1 
discussed her ossible em loyment as a private consultant withL_jwit (bl(

7
J(Ci 1bH

7
J1DJ 

(bl<7l(C).(b)(7J(D) GC, who told her that she could accept compensa e 
employment wit as ong as she (1) paid for her w travel and associated 
expenses. (2) took 1eave on the days {he Trked o matters. and (3) did not use · 
any NRC resources while conducting business. CbJl

7
Jcc) (blC

7
lCDJ said she received 

verbal approvaJJmrn her branch chie aming he mployment. She said she 
attended twq____Jworkshops in (b)(?)(c).(bJ(

7
JCDl one in anuary 2009 and one in April 

2011) and there was another workshops h u f r February 2012. She said her 
compensation is $12,000 per workshop. (bJC

7
llCJ.(bll

7
lCDJ enied using NRC resources 

and/or equipment to work onlmatters and sa1 she takes leave to work on 
1 ~lc?g). atters. She said she ffi:>eshot represent the NRC at th and she does not 

1s er NRC title on any documents created by and/or through the (bJC
7

J1cJ.Cbl17J(D) 

was adamant that her work at Dis not associated with NRC. 

l1;c).(bJl
7

lCDJ IRES, told OIG that she could not recall ibli
7

J(C).(bJ(
7

J(DJ 

te ing her that she accepted emploY.m nt s a consultant witc=Jb at sue 
a conversation could have occurred <~H?)(C).(b) claimed she a tol 1 ~)( 7 lici (bJ<n to seek 

(bJ(7JCCJ.ibJ advice prior to wo · . .. - RC related matters (bll
7

)(C).(b) was unaware that 
lb)(7J(c).(b)(7J(Dl ad travelled to iblC

7
l(CJ.CbJC

7
H

0
l while on annual leave. She stated that what 

Cbl(7Jcc) lbl<7JCDl oes on her personal time is her personal business. 

1 ~Ji~(cJ.(bJ vaguely recalled (~(?JCCJ,(blC?l asking for advice regarding compensated 
employment wtth the (bJC

7
HcJ. He stated ~uld have i her that she cou 

ibJ(?\(CJ.lb)l
7

>
10 l acce t com nsated employment withL__J!S long a i~>1 ~b)(7 as not part of th ;b>l

7
liC)(bll

7l 

lbH
7

lcc).(bJl
7

l1Dl She would also have to take annua eave, pay her own travel and 
associated expenses, and would not be allowed to use any NRC resources to conduct 

(~)(~(ci (bl usiness. He also said that while it was not required, she should obtain her 
ranch chiefs approval. 

li~\;;;;g; ~ired from NRC in January 2012. 
2 
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(b)(7)(C) (b)(71(0) 

(b)(7)(C) (b)(7)(0) 

(b )(7)(C),(b)(7)(D) 

(b)(7)(C).(b)(7)(D) 

(b )(7)(C).(b )(7)(D) 

(b )17)(C).(b )(7)(D) 

(b )(7)(C).(b )\ 7)(D) 



f 

(b )(7 )(C ),(b )(7)(0) 

(b)(7 i(C).(b)(7)(0l 

( b )(71( c ),(b )(7)(0) 

(b )(7)(C),(b l(7)\ 0) 

(b )(7)(C).(b )(7)( 0) 

,, ... , ... ,.,. .................. ,.,.,, ...... .,.-,-~ .... -.,-..... ....... _ ... ~·~ ... ~""'' ~·>• .... -··-· 

J 

(b )(7)(C),(b )(7)(0) 

OIG reviewed time and attendance records and noted she took leave 
and/or compensatory time off from January 13, 2009, through February 5, 2009 (18 
work days), and from April 7 -15, 2011 fl work days). 

(b)(7)(C),(b)(7)(0) 

"'==.........,,.=,,.,.-;;-=,.,---.------:---:::-:----:----=.,..... ersonnel Security Branch, DFS, told OIG 
t a Cbl<7lCCl lb)(?)(Ol security file did n in n infonnation regarding connections to 
and/or family members residing in (blC

7
l<CJ.(bl<

7
lCO) e, a Federal Bureau of 

Investigation law enforcement r on (b)(?){c).(b)(?) vealed no dercry 
information. <~l<?g). advised that (b)(?)(C).(blC

7
l did not report her connection to s lb)C7liC).(b)l7 l<DJ 

required in 12.3, "NRC ersonnel Security Program,• which states t at RC 
employees are required to report to DFS "any employment or association or change in 
employment or association with a foreign or foreign-owned interest or representatives.· 
However, he said that realistically, NRC employees do n . mply with this 
requirement and DFS cannot trac · vised 1 ~1<7 JCC).(b)(7) of the requirement 
to self-report her association with (bJC

7
l<Cl.(blC

7
l<Ol reported t Cbll 7J<CJ. ia e-mail that she 

was employed "in the form of consulting to a foreign company, a at she informed 
her management of the work, but noted she was "unaware• of the requirement in MD 
12.3. She stated In the e-mail that she reviewed MD 12.3, and was "still not sure of the 
specific steps needed to adequately report the consulting and the specific information 
required.· 

(b )(7)(C),(b )(7)(0) 

Both Office of Legal · , U.S. Department of 
State concluded that is a foreign government entity. (bl<

7
lCCl. advised OIG that 

lbJl7 l<Cl <bJ(?)(O) violated the moluments Clause of the U.S. Constitution which prohibits 
edera emP,lo ees from accept' ted employment with a foreign 
ovemment <~)(?)(C).(b) tated that (b)(?)(c).(blC

7
l is allowed to give pro-bono advice to the 

(b)(7lCC).(bJC7HOJ how ver he 1s not allowed to receive any compensation for 
that advice. ~ing to (b)(?)(C).(bll

7
l<Ol must return the · she 

received fromL_Jand any travel or other expenses paid by (bJC
7

lCC).(bH
7

l(O) 

(b)(7)(C),(b)(7)(0) 

OIG briefed (b)(?)(C),(b)(
7

)(0) GC, NRC, on 
this investigation and the requirement that (b)(?)(c).(b)(?) return to e compensation 
she received and any other expenses that p . OGC indicated that it will 
coordinate with the Department of Justice and DFS to detennine any necessary action 
by NRC. 

3 

THIS DOCUMENT 15 THE PROPERTY OP THe NRC. IP LOAHED TO ANOTHER AGE~Y IT AND ITS CONTENTS ARE NOT TOR Rl!l'RODUCED 
OR DIST1'1BUTED OUTSIDI! THE RECEIVING AGENCY WITHOUT THE PERMISSION OF THE OPFICE OF THE INSPECTOR GENE!Rf' 

~~~STiGAIIOH1NFO~~-

_.b.\(?)(C) (bl(7)(DJ 



' 

Please respond to this office within 120 days on what, if any, action you intend to take in 
response to this report. If you have any questions, please contact Rossana Raspa, 
Senior Level Assistant for Investigative Operations, at 301-415-5954. 
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OFFICE OF THE 
INSPECTOR GENERAL 

MEMORANDUM TO: 

FROM: 

SUBJECT: 

February 21, 2012 

Chairman Jaczko 

~-J.~ 
Inspector General 

RELEASE OF PREDECISIONAL INFORMATION REGARDING 
COMMISSION'S COMSECY VOTE . 
(OIG CASE NO. 11-47) 

This memorandum conveys the results of an Office of the Inspector General (OIG}, U.S. 
Nuclear Regulatory Commission (NRC), investigation into an allegation that sensitive 
information concerning the outcome of a non-public Commission vote was leaked to the 
office of Vermont Senator, Bernard Sanders. The vote pertained to a "Statement of 
Interest" (i.e., Federal preemption} by the Department of Justice (DOJ) in a lawsuit filed 
by Entergy Nuclear against the State of Vennont. 

Findings 

OIG found that between June 9, 2011, and June 15, 2011, approximately 45 NRC 
employees received e-mails from each Commission member stating how he or she 
voted on the "Statement of Interest" matter. In addition, on June 15, 2011, these same 
employees received an e-mail from the Office of the Chairman summing up the voting 
results and including a breakout of how each Commission member voted. OIG found 
that Senator Sanders' office was aware of the 3 to 2 vote tally by June 15, 2011. OIG 
was unable to determine how Senator Sanders' staff learned about the vote tally. 

Basis for Findings 

Background 

Between June 9 and June 15, 2011, the NRC Chairman and Commissioners cast their 
votes on COMSECY-11-0009- Energy Nuclear Vermont Yankee, LLC v. Shumlin, 
No.11-CV-99 (D. Vermont). This COMSECY had been provided to the Commission on 
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June 7, 2011, subsequent to a June 6, 2011, time-sensitive request from DOJ. The 
purpose of the COMSECY was to request the Commission's views on whether to 
support the filing of a U.S. "Statement of Interest" in the above captioned lawsuit. The 
lawsuit invoked Federal preemption doctrine and sought to enjoin Vermont from using 
its "certificate--of-public..good" law to shut down the Vermont Yankee nuclear plant when 
the plant's original license term expires in March 2012. COMSECY-11-0009 
communicated two options to the Commission. Option A supported the filing of a 
"Statement of lnteresr by the DOJ on the Federal preemption issue, and Option B did 
not support such a filing at the current time. 

Commission members cast their votes on COMSECY-11-0009 between June 9 and 
June 15, 2011. In accordance with Commission voting procedures, each Commission 
member submitted his or her vote to the Office of the Secretary by e-mail with copies to 
the other Commission members' offices and program office staff with a need-to-know. 
In this case, approximately 45 staff in the various Commission offices, Office of the 
Secretary, Office of the General Counsel, and Office of Commission Appellate 
Adjudication received e-mails from the Chairman's and each Commissioner's office with 
his or her vote. 

Voting an on June 9, 2011, with Commissioners Ostendorff and Svinicki casting 
votes for (bl\7HC) • h comments. On June 10, 2011, Commissioner Ma ood voted 
for (b)(?)(c) with comments and Commissioner Apostolakis voted for (b)(?HCJ without 
comments. On June 14, 2011, Chairman Jaczko cast his vote fo bl<7l(C) ith 
comments. On June 15, 2011. after the voting was completed, the of the 
Secretary informedl(b)(?)(Ci !General Counsel, Office of the General 
that the o sion had approved Option A. In addition, on June 15, 201 
(b)(?)(C) tee of the Chairman, sent an e-mail with suggested language or 
NRC's response to DOJ to the same recipients who had previously received e-mails on 
the individual votes. ~ail provided the final 3 to 2 vote tally and a breakout of 
how each Commissioner voted. 

NRC's Solicitor informed DOJ in a June 15, 2011, letter that NRC supported the filing of 
a "Statement of Interest." This letter stated only that 'We" {NRC) support filing a 
statement of interest by the United States on Federal preemption. The letter did not 
indicate how each Commission member voted on the matter or provide the vote tally. 

OIG learned that Senator Sanders' Senior Legislative Assistant called the Office of 
Congressional Affairs (CA) on June 15, 2011, to inquire about the vote outcome. The 
Senior Legislative Assistant also called each Commissioner's office to ask how each 
Commissioner voted and told one Commissioner's Chief of Staff that he knew the 
overall vote was 3 to 2. The Senior Legislative Assistant also called the Chairman's 
office on or about June 15, 2011, to ask about the Chairman's position. 
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On June 16, 2011, at the request o~~)(?)(CJ :-] Office of the 
Chairman, NRC's Solicitor informed DOJ that the Commission vote was a 3 to 2 split 
without identifying how each Commission member voted on this issue. 

Review of Documents 

NRC Management Directive (MD) 3.4, Release of Information to the Public, states that 
documents created by, communicated to, or received from the Commissioners and their 
staff must receive prior approval from the Commissioners before their release. 
'Furthermore, MD 3.4 also states that NRC employees and consultants must protect all 
draft and predecisional documents from inadvertent release. 

Internal Commission Procedures, Chapter 3 - Voting, states that for votes that are not 
made publicly available, specific permission from each Commissioner is required prior 
to distribution of his or her own vote outside the NRC. 

While COMSECY~11-0009 was marked "Official Use Only-Attorney-Client Information 
- Limited to NRC Unless the Commission Determines Otherwise,• the ~mails sent from 
the Commissioners' offices with the Commissioners' votes did not have sensitivity 
markings. 

Interviews 

OIG interviewed the NRC Chairman and Commissioners and 19 NRC staff from the 
Commission offices, Office of the General Counsel, Office of the Secretary, and the CA 
to determine if someone from NRC provided Senator Sanders' office with the 
Commission vote on COMSECY-11-0009. No one interviewed admitted providing 
information to Senator Sanders' office about the vote and no one was aware of anyone 
else providing the information. All were aware that the vote was sensitive and should 
not have been shared outside of NRC. Commission members said they did not provide 
their specific votes to anyone outside of NRC and were not aware of any NRC 
employee sharing the voting outcome outside of NRC. 

OIG learn i(b)(?)(C) 0--a th t d I h , !!' er o eve op t e language In the 
e·mall tha (b)(?)(CJ sent on July 15, 2011 (bJ(?)(Cl told OIG that she felt strongly about 
having DO now the vote outcome but the majority of the C<;>mmission disagreed with 
this approach. 

Senator Sanders' office declined OIG's request to interview the Senator's Senior 
Legislative Assistant with regard to this investigation. 

According to NRC's Solicitor, DOJ was concerned that Senator Sanders was aware of 
the vote outcome, but considered it an administrative matter that did not warrant any 
action by DOJ. 
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Review of E-Mail Traffic 

OIG reviewed NRC e-mail traffic logs reflecting messages sent by Commission staff 
from June 9 through June 15, 2011, to determine if any of these emp1oyees provided 
Senator Sanders' office with the Commission's vote outcome via their NRC e-mail 
account. OIG's review did not identify any information to indicate that such 
communication had occurred. 

This memorandum has been provided for information purposes only. There is no need 
for a response. 

cc: Commissioner Svinicki 
Commissioner Apostolakis 
Commissioner Magwood 
Commissioner Ostendorff 
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OFFICE OF THE 
INSPECTOR GENERAL 

UNITED STATES 
NUCLEAR REGULATORY COMMISSION 

WASHINGTON, O.C. 20555-0001 

April 4, 2012 

MEMORANDUM TO: Concur: Case Closed 25;;; ------
Joseph A. McMillan 
Assistant Inspector General 

for Investigations 
(b)(7)(C) 

.. 
THRU: 

Team Leaderl(b)(?J(CJ 
(b)(?)(C) 

FROM: 
Special Agent,rb)(?)(C) 

I 

.... 

SUBJECT: TIME AND ATTENDANCE ABUSE AND INAPPROPRIATE 
RELATIONSHIPS WITH CONTRACTOR PERSONNEL BY 
NRC COMPUTER SECURITY OFFICE EMPLOYEE 
(OIG CASE NO. 11-61) 

Allegation 

NRC), 

1. Submitted inaccurate time and attendance records (T&A); 
2. Misused IT resources by keeping as many as five NRC laptops at his residence 

and . · d pornography; 
3. Had (b)(7)(CJ.tb)(?)(D) an NRC IT contractor, hire a personal friend of 

4. 

(b)(7)(C, 
(b)(7) 

ngaged in inappropriate relationships wit \C).(b) emale employees; (7)(D) 

THIS DOCUMENT IS THE PROPERTY OF THE NRC. IF LOANEO TO ANOTHER AGENCY IT ANO ITS CONTENTS ARE NOT TO BE REPROOUCIO 
Oft J?!_l!!!!.UTEO OIJTSIDE THE RECEIVING AGENCY WITHOUT THE PERMISSION OF THE OFFICE OF THE INSPECTOR GE_!'!PM. 



(b )(?)(C),(b )(7)(D) 

5. p:::LL~u.,work that did not have an NRC Task Order to charge the 
"working at risk"). 

Findings 

DIG was unable to substantiate T&A abuse based on a review of NRC T&A records and 
NRC key card cess activity reports for the period of September 2010 to August 2011. 
OIG found tha (b)(?)(C),{bl had 10 laptops assigned to him in the NRC Space and Property 
Management System; however, he only had one laptop in his possession -~~=,..., 
September 8, 2011 ~learned that the other laptops, while assigned t (b)(?)(C),(b)(?)(Dl 
were being used byL_Jfor the NRC contract. OIG di nd any inappropna 
images n I s assigned to@W,(c),(bJ IOIG found tha · · ot hire a ~r:s.Pltla.!-:-=.,-, 
friend of (~J(?J(C),(bl but instead hired r co-work , J,(b) ife after (bJ(?)(CJ,(bJUJ<Dl 
provide \)(~ co~worker's resume t ~~ii~iig;· and tha (b)(?)(c),(bl las not otherwise involved 
in the hiring o s. OIG did not su s antiate tha Cb)(?)(C),(b) ngaged in inappropriate 

...--1..wi.u.u,oct wit i~imig; mployees. OIG learned from D1v1sion of Contracts (DOC) that 
i~;irng~· erforms support work for NRC Program through multiple task orders 

t at remain open to fulfill a tasking, which prevent i~)(,~~) from performing work without 
an NRC Task Order. 

Basis for Findings 

Time and Attendance Abuse 
(b)(?)(C),(b) (b)(?)(C),(b) 

OIG conducted a review of (?)(Dl &A records. OIG compared <7 l<DJ NRC T&A 
records and NRC key card access activity reports for the period Septem r 201 O to 
August 2011, and did not identify any indications of T&A abuse. A review of HRMS 
data show r the time period of July 26, 2011, to July 29, 2011, referenced in the 
allegation i~ii~i(c),(bl did in fact take sick leave. 

lcso st ted he authorized overtime fo (~)(~(c).(b) due to 
'-------------'n (b)(?)(C),(b) r I d fes . lud (b)(?)(C),(b)(?)(D) 

~,--,--,-,------,--,-----=~ 

stated he allows his staff, 
'----~--~~-------,---------,------~ 

to includ (bl<7><C).(bl to participate in a fixed telework and compressed work schedule 
program. (bl<7 l(CJ,(b)(7l stated he also occasionally allows CSO members to work a 
different day with his approval, without updating the telework application based on 
weekly requirements. 

Misuse of Government Laptops 
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(b )(7)(C),(b )(7 )(0) 

(b )(7)(C),lb )(7 )(0) 

(b)(7)(C),(b)(7 )(0) 

"'"GffiCl~~l.v::o1G-INVE~T~GATION JNE'.QRMATfON 
-- ----

(b)(7) 
that laptops were ~used by (C),(b to conduct scanning of the NRC network. 

......... ---"7~informed OIG thatt__Jwas permitted to use the CSO laptops to perform 
scanning and this was a result of an agreement with the NRC Office of Information 
Services OIS) that only NR uters are allowed to connect to the network. 

(bJ(7J(C).(bl(7l<DJ informed OIG thati~l:~~l eeded dedicated government lapto w· h re-
loa ed software tools to use or 1 s assessments of the NRC network. (bl(7l<CJ,(bl<7 l(DJ stated 
there is a "weakness" in the CSO with regards to the accountability o government 
laptops and he was working to improve CSO's accountability of its laptops . 

.----"-"~·~ .... ber Crime Unit (CCU) imaged and reviewed each of the 1 O laptops and 
(b)(7)(C),(b)(7) kt d d'd t "d t"fy . f II ,. . 0 G 'd o es op, an 1 no 1 en 1 any images o a sexua y exp 1c1t nature. I d1 
find i~;i~l(c),(b) personal family photos and tax documents stored on one of the laptops. 

Inappropriate Influence intOHiring Practices 

t 17 J(C),(bJ<7l(DJ I told OIG that i~\i~J(c),(bl has not had an 
input int the company conducts business, or its hiring decisions. <bl<7l<C),(b)!7l(DJ 
stated i <~l(~)(c),(b) had tried to interject himself in that fashion, he or company 
representatives, would have spoken with him about it. 

Ina 

h 
(b)(7)(C),(b) I . . . 

CSO employees told OIG t a (7)(D) has troub e communicating and says things that 
could be misinterpreted. 0 loyees informed OIG that this was not intentional; 
but is rather an as ect o !~l!~(cJ,(bJ personality and lack of social skills. CSO employees 
reported that (b)(7)(C),(b) can o en be loud and outspoken about technical issues,_........._..·..__~ 
otherwise a good worker (~l(?g). mployees told OIG they do not socialize · (b)(?J(C),(bll7l 
other than the occasional unch together and that when they do have lunch (bJl7HCJ,(bJ(7l 
insists on pa in f r his own lunch. They have not witnessed any inappropriate 
behavior by i~\~~l(CJ,(bJ hile at the CSO, or at their office. 

)~l<~(cJ,(bJ told OIG that since he has worked at NRC, he has never been approached by 
anyone telling him that he was offensive. 

3 

THIS DOCUMENT IS THE PROPERTY OF THE NRC. IF LOANeD TO ANOTHER AGENCY IT AND ITS CONTENTS ARE NOT TO BE REPRODUCED 
OR DISTl>'~UTED OUTSIDE THE RECEIVING AGENCY WITHOUT THE PERMISSION OF THE OFFICE OF THE INSPECTOR GENERAL 

'-OF~SE ONLY_:::-OJGitNESTIGATIO~~RNfATteN~~-1-- _ 

(b)(7)(C),(b)(7)(D) 

(b)(7)(C),(b )(7)(0) 



(b )(7)(C),(b )(7)(0) 

(b )(7)(C),(b )(7)(0) 

(b )(7}(C ),(b )(7)(0) 

(b)(7)(C},lb )(7)(0) 

(b )(7)(C),(b )(7)(0) 

(b)(7)(C),(b) 
(bJ(7J(CJ.(bJ(7J(OJ stated that whe (?)(OJ interacts with people. he appears as if he is 

coming o rong resu mg in putting people on the defensive." (bJ(?)(CJ.(bJ(7l(O) 
attribute (~J(?)(CJ.(b) behavior to being overextended and that managing the i~\~~b) contract 
is too much for one employee to handle. 

li~;mig; ponducting Work Without a Task Order 

i~fl(CJ(bJ(?J told OIG that NRC's contract withDis to certify and accredit NRC 
compute nd to provide NRC with consolidated information system security 
services. (~(?)(CJ,(b)(7 J tated tha has 78 task orders, 40 of which remain as open 
task orders to support NRC 0 ices. (bJ(7J(C),(bJ(7J tate h e has not received any 
complaints concerning (bl(7J(C),(bl(7l(O) elated tha (~J(~(c).(bJ has performed remarkably 
well due to his ability to complete multiple taskings from various NRC program offices. 

l(b)(7)(C),(b)(7)(0) I (b)(7)(C) 
DOC, stated (bJ(?J(oJ' ontract with NRC will expire in 

July 2012, and will have to be re-competed. e stated that near the end of the life of the 
contract, DOC will coordinate with the Defense Contract Audit Agency to conduct an 
audit of the contractor to identify if the contractor over-charged for services or engaged 
in any other improper practices. 

(bl(7l(CJ.(bJ(7J(OJ stated tha (~J(~(cJ.(b) typically deals wi owners from various 
program offices in co~rdi~a mg assistance fro (bJ(?)(CJ,(b)(?J(O) tated that a reserve 
fund was created for the contract in case as stem owner was unable to secure funds 
needed o~ was unt~ely J obtaining funds lbl<')(Cl,lb)('"01 lated the contract is a finn-fixed 
price contact wher is paid for each deliverable and not paid based on number of 

I\ 

hours worked or charge . However, he said that some task orders are time and 
material orders where the hours expended by i~DbJ are billed to the NRC. 

Briefing of Investigation Results to!(b)(?)icJ,(b)(7J(O) 
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selection of the new contra~ii;i~~\(~?)=(C~J.(~bJ~(?~J --1""""""'-"'-'..._.,,""--'.._._..._._......,of January 9, 2012 (bJ(?J(CJ.(bJ(?J(Dl 
began reporting to the CSO (bJ earn Leader, who would 
provide closer supervision o 

Because OIG did not substantiate misconduct, it is recommended that this case be 
closed to file. 
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OFFICE OF THE 
INSPECTOR GENERAL 

UNITED STATES 
NUCLEAR REGULATORY COMMISSION 

WASHINGTON, O.C. 20555-0001 

January 1a~ 2012 

MEMORANDUM TO: R. William Borchardt 

FROM: 

SUBJECT: 

Executive Director for Operations cqz A. McMillan---= 
Assistant Inspector General 
for Investigations 

\MISUSE OF GOVERNM~Jj~B BY ANI 

(OIG CASE NO. 11-62) 

Attached is an Office of the Inspector General (OIG), U.S. Nuclear Regulatory 
Commission (NRC), Report of Investigation pertaining to misuse of a Government 
computer by an Office of Information Services contractor employee. 

This report is furnished for whatever action you deem appropriate. Please notify this 
office within 120 days of what action you take based on the results of this investigation. 
Contact this office if further assistance is required. 

The distribution of this report should be limited to those NRC managers required for 
evaluation of this matter. Neither the Report of Investigation nor its exhibits may be 
placed in ADAMS without OIG's written permission. 

Attachment Report of Investigation w/ exhibits 

cc:i<bH?J(CJ pFS/PSBw/o exhibits \p 
CONTACT: Rossana Raspa, OIG 

415-5925 
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SUBJECT 
(b)(7)(C).(b )(7)(0) 

· uland Associates, nc. 

Assigned to: 
Infrastructure and Computer Operations Division 
Office of Information Services (OIS) 
U.S. Nuclear Regulatory Commission (NRC) 

ALLEGATION 

The Office of the Inspector General (OIG), NRC, initiated this investigation based on a 
proactive effort to identify instances of misuse of NRC computer resources to view 
sexually explicit or sexually oriented materials. During this proactive effort, OIG 
identified two instances in August 2011, where a user was searching for "porn" on the 
Netflix Web site via an NRC computer locate~ in the common area of the OIS Data 
Center. The NRC computer was assigned tol(bl(7

)(CJ,(bl(
7

)(D) 

'-----~--------~----.,-' 

FINDINGS 

The OIG investigation found that misused the NRC 
~(b)(7)(C),(b)(7)(D) I 

computer to access the Netflixeosite and stream adult-oriented content while at work 
on August 7 and August 28, 2011. 

admitted to OIG that he visited the Netflix Web site and viewed adult-oriented 
'--~----::;,..ll 

content t at was inappropriate for the workplace since discov ring, in August 2011, that 
NRC computers could access the Netflix Web site. <~l< 7 l(C),(bl(7 l also admitted that on 
occasion, he would watch two movies during a shi , and that e had watched "porn" 
type movies through the Netflix Web site while at work. 

STATUTES AND REGULATIONS 

NRC Management Directive 2.7, "Personal Use of Information Technology," 
Handbook Section (0), 11 lnappropriate Personal Uses": 

Employees are expected to conduct themselves professionally in the workplace 
and to refrain from using agency information technology for activities that are 
inappropriate. Misuse or inappropriate personal use of agency information 
technology includes -
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i 
I .,. 

Use of information technology, including telephone or facsimile service, to create, 
download, view, store. copy, transmit, or receive sexually explicit or sexually 
oriented materials or materials related to illegal gambling, illegal weapons, 
terrorist activities, and any other illegal activities or activities otherwise prohibited. 

NRC contractors are prohibited from personal use of agency information 
technology. 

BASIS FOR FINDINGS 

Review of Information Identified on Internet Proxy Logs 
(b)(7l(E) 

Review of NRC Data Center Computer --(b)(7)(E) 

(For further details, see Exhibits 1 and 2.) 

Review of Nettlix Availability on NRC Network 

In September 2011, OIG reviewed if it was possible to view movies from Netflix over the 
NRC network. OIG established a trial account and accessed it through the NRG 
network. OIG was able to view movies streamed from the Netflix Web site over the 
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p 

NRC network. OIG noted that streaming content providers are generally blocked on 
Government computers due to the fact that streaming content by employees can take a 
large amount of bandwidth. 

(For further details, see Exhibit 2.) 

Review of NRC Contract for Ruland Associates, tnc. 

OIG reviewed the Statement of Work (SOW) for the contract with Ruland Associates, 
Inc., to provide computer facilities operations support services (order number NRC-DR-
33-09-302). The SOW Identified language requiring the contractor to comply with all 
information technology security requirements as stated in NRC Management Directive 
(MD) 12.7. MD 12.7 states that NRC contractors are prohibited from personal use of 
agency information technology, and that NRG employees may not use information 
technology to view sexually explicit or sexually oriented materials. 

{For further details, see Exhibit 3.) 
(b)(7)(C) (b){7)(0) 

lntervlewo 

When presented with a list of adult-or' . 'es compiled from the Internet history 
files on the NRC computer hard driv (~(7 )(CJ,(b)\7 l admitted to OIG that he viewed the 
movies on the list during official work hours a hat it was robabl ina ro riate to do 
so. He related that he usual rks 1 -hour shifts (b)(?)(C),(b)(Y)(DJ during the 

\b)(7><C).(b){7l<Dl stated that he wo Netflix movies when 
e a own time a er 1s wor a een completed (b)(?HCJ,(b)<7><Dl lso stated he 

watched Netflix movies primarily in the summer when he did not have any school work 
to occupy his time. 

(For further details, see Exhibit 4.) 

OIS ICOO Coordination 

OIG briefed this investigation to Thomas Rich, Division Director, ICOD, and advised him 
that NRC users have the ability to stream movies from the Netflix Web site via the NRC 
network, and that some of the movies contain content of a sexually explicit nature. 

Department of Justice Coordination 

~=-------------:-:::~Southern District of Maryland. provided 
anket declination for prosecution of tli1s pe of matter, in lieu of administrative action. 
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EXHIBITS 

1. Memorandum to File, Subject: Forensic Imaging of Hard Drive, dated September 
20, 2011. 

2. Memorandum to File, Subject: Investigation of NRC Computer Tag (b)(?)(c).{bH
7

)(D) 

dated October 30, 2011. 

3. Statement of Work, Order No. NRC-DR-33-09-302, dated May 29, 2009. 
{b)(7)(C),(b)(7)(D) 

4. Memorandum of Interview 

4 

dated November 7·, 2011. 
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OFFICE OF THE 
INSPECTOR GENERAL 

~..-..·V~M~ 
UNITED STATES 

NUCLEAR REGULATORY COMMISSION 
WASHINGTON, D.C. 20555-0001 

June 19, 2012 

Concur: Case Close~~-::::=o~~--=====---..:::.. 
MEMORANDUM TO: Joseph A. McMillan 

THROUGH: 

FROM: 

SUBJECT: 

Allegation 

Assistant Inspector General 
f r nvesf ations 

(b)(7)(C) 

Team Leader (b)(?)(c).(b)(?)(Dl 

(b )(7)(C),(b )(7 )(D) 

Special Agent ~~)<7 HC) (b)(?) 

NRC CHAIRMAN DIRECTION TO NRC STAFF REGARDING 
ACRS REVIEW OF THE JAPAN FUKUSHIMA DAIICHI 
PLANTS INCIDENT (OIG CASE NO. 12-005) 

The Office of the Inspector General (OIG), U.S. Nuclear Regulatory Commission (NRC), 
received an anonymous allegation that in April 2011, the NRC Chainnan directed staff 
not to share information with the Advisory Committee on Reactor Safeguards (ACRS) 
regarding the decision to recommend a 50-mile evacuation radius to U.S. citizens in 
Japan after the Fukushima emergency of March 2011. It was also alleged that the NRC 
Chairman further attempted to intimidate ACRS officials to prevent ACRS from 
reviewing that recommendation. This investigation reviewed the circumstances 
surrounding the alleged direction given by the NRC Chairman to NRC staff regarding 
cooperation with ACRS on the evacuation issue, and to whether the Chairman 
attempted to interfere, intimidate, or otherwise prevent ACRS from reviewing the matter. 
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Finding'111 

OIG found that the Chairman made an effort to persuade an ACRS official not to inquire 
into the 50·mile issue, although opinions differed as to whether this effort reached the 
level of "intimidation." OIG also found that the Chairman told NRC staff responsible for 
responding to ACRS on the 50-mile issue that he would handle the matter, and this may 
have delayed the NRC staffs provision of relevant data to ACRS. However, OIG found 
that NRC staff ultimately provided ACRS with background data on the evacuation 
decision that was deemed sufficient for ACRS' purposes, and that ACRS was not 
inhibited from pursuing appropriate inquiries on the evacuation issue or any other topic 
within its purview at any time. 

Basis of Findings 

OIG learned that during an April 7, 2011, ACRS meeting concerning Fukushima, 
committee members requested specific information from N~C staff reaan:Una the 50-
mile evacuation decision. The lead NRC manager present ib)(?)(C),(bl(

7
><Dl I 

l(bl<
7l(C),(bJ<7J(Dl l Office of Nuclear Reactor R ulation (NRR), agreed 

to provide ACRS with additional information at a later time. (bH
7l<C),(bH7l subsequently 

informed Chairman JACZKO of the ACRS request. and the Chairman responded that 
he would take care of the matter. On April 8, 2011, Chairman JACZKO called then-
ACRsj<blt7l<CJ,(b)(?)(Dl )and presented his view that ACRS should 
not inquire into this issue with NRC staff due to the staffs busy workload and tight 
schedule for producing the near-term Fukushima report, and that the 50-mile evacuation 
decision was his alone. )<bl<7>rc>.(bl<

7
l(DJ )stated that he believed this call, in which he 

described the Chairman's tone as "somewhat a itated," could reasonabl be viewed as 
(b)(7J(C),(b)(7)(D) 

'--~~~~~~~~~~~~~~~~~~~~~~~~-' 
stated that 

while the Chairman's tone was "a little bit agitated" and "energized," it was not 
unprofessional, inappropriate, or threatening. OIG learned that no other individuals 
directly wit (b)(?)(c),(b)(?)(DJ rd discussed the 
call with ACR tated that 
neither he nor any other ACRS official was intimidated from pursuing the 50-mile 
evacuation issue or any other issue with NRC at that time or since. 

• • • (b)(7)(CJ,(b)(7) • 
OIG learned that following the Apnl 7, 2011, ACRS meeting (DJ dtd not 
immediately provide additional material to ACRS on the 50-mi e evacuation decision, 
based on his conversation with Chairman JACZKO.li~\i7 l(CJ<bi<71 !stated that this was not 
because the Chairman had directly instructed him not to do so or because the 
Chairman's staff had conveyed any instructions not to do so ~bl(7 i\c),(bl\7 l stated that he 
felt he did not have to provide the information in question to ACRS at that time because 
the Chairman was "going to take care of it." However, sometime prior to a June 23, 
2011. ACRS Fukushima subcommittee meeting, NRC provided ACRS with a duplicate 
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of a letter, also provided to Senator James WEBB of Virginia, to fulfil a separate 
request, that presented additional information on the 50-mile evacuation decision. This 
information included assumptions made and data entered Into the NRC computer 
system used to model the dispersal of radioactive material. This letter was a topic of 
brief discussion at the June 23 meeting. While ACRS members did not declare the 
matter closed at that meeting, and some members expressed a view that more 
information was needed, ACRS has not revisited the issue to date. (b)(?)(c).(b)(?)(Dl 

specifically denied that this was the result of •intimidation.~ (b)(?)(c).(b)(?) stated that the 
Information provided by NRC was sufficient to resolve the issue by the end of summer 
2011. 

Because the information contained in this report will be Included in the final report 
relating to the NRC OIG investigation No. 11-055, it is recommended that this 
investigation be closed to the files of this office. 
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INSPECTOR GENERAL 

FROM: 

SUBJECT: 

UNITED STATES 
NUCLEAR REGULATORY COMMISSION 

WASHINGTON, O.C. 20555-0001 

July 24. 2012 

CONDUCTING A PRIVATE BUSINESS AT NRG WORKPLACE 
DURING OFFICIAL DUTY HOURS (CASE NO. 12-06) 

Attached is an Office of the Inspector General (OIG). U.S. Nuclear Regulatory 
Commission (NRC). Report of Investigation pertaining to conducting a private business 
at the NRC workplace by a Region IV Division of Reactor Projects (DRP) employee. 
This report is furnished for whatever action you deem appropriate. Please notify this 
office within 120 days of what action you take based on the results of this investigation. 
Contact this office if further assistance is required. 

The distribution of this report should be limited to those NRC managers required for 
evaluation of this matter. Neither the Report of Investigation nor its exhibits may be 
placed in ADAMS without the written permission of the OIG. 

Attachment: Report of Investigation w/ exhibits 

l(b)(7)(C) I,, 
cc: ..... ------~rDM/DFS/PSB w/o exhibits 

CONTACT: Rossana Raspa. OIG 
415-5925 
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OFFICE OF THE INSPECTOR GENERAL 
Report of Investigation 

Conducting a Private Business at NRC 
Workplace During Official Duty Hours 

by a Region IV Employee 

QIG Case No. 12--06 
... ··-·--·-\ r.;-(b""")(7=)(C=)~-----------, 

(b)(7)(C) I 

(b)(7)(C) Team Leada?""'"' 

~~~~-.:=~~~~~~~~~~~~--~ ,1_~1,::f-­
cMillan, ~sista Inspector General oa'fe1 

for Investigations 
THIS REPORT IS RELEASABLE ONLY BY THE U.S. NUCLEAR REGULATORY 

COMMISSION, OFFICE OF THE INSPECTOR GENERAL. 

THIS REPORT OR ITS EXHIBITS MAY NOT BE PLACED IN ADAMS WITHOUT WRlnEN 
PERMISSION OF THE NRC OIG. 

EXEMPT FROM RELEASE UNDER FREEDOM OF INFORMATION ACT EXEMPTIONS (5}, 
(6) OR {7) AND PRIVACY ACT EXEMPTIONS (j)(2) OR (k)(1) 
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STATUTES, REGULATIONS, AND POLICY 

5 CFR 2635.101 - Basic Obligation of Public Service 

(a) Public service is a public trust. Each employee has a responsibility to the 
United States Government and its citizens to place loyalty to the Constitution. 
laws and ethical principles above private gain. To ensure that every citizen can 
have complete confidence in the integrity of the Federal Government. each 
employee shall respect and adhere to the principles of ethical conduct set forth in 
this section, as well as the implementing standards contained in this part and in 

supplemental agency regulations. 

(b) General principles. The following general principles apply to every employee 
and may form the basis for the standards contained in this part. Where a 
situation is not covered by the standards set forth in this part, employees shall 
apply the principles set forth in this section in determining whether their conduct 
is proper. 

(1) Public service is a public trust. requiring employees to place loyalty to the 
Constitution. the laws and ethical principles above private gain. 

(7) Employees shall not use public office for private gain .... 

(9) Employees shall protect and conserve Federal property and shall not use 
it for other than authorized activities. 

(10) Employees shall not engage in outside employment or activities. including 
seeking or negotiating for employment, that conflict with official 
Government duties and responsibilities ... 

(14) Employees shall endeavor to avoid any actions creating the appearance 
that they are violating the law or the ethical standards set forth in this part. 
Whether particular circumstances create an appearance that the law or 
these standards have been violated shall be determined from the 
perspective of a reasonable person with knowledge of the relevant facts 

5 CFR 2635.704 - Use of Government Property 

(a) An employee has a duty to protect and conserve Government property and 
shall not use such property, or allow its use, for other than authorized purposes 
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(b) Government property includes any form of real or personal property in which 
the Government has an ownership, leasehold. or other property interest as well 
as any right or other intangible interest that is purchased with Government funds. 
including the services of contractor personnel. The term includes office supplies. 
telephone and other telecommunications equipment and services, the 
Government mails. automated data processing capabilities. printing and 
reproduction facilities. Government records. and Government vehicles. 

(c) Authorized purposes are those purposes for which Government property is 
made available to members of the public or those purposes authorized in 
accordance with law or regulation. 

5 CFR 2635.705 ·Use of Official Time 

(a) Unless authorized in accordance with law or regulations to use such time for 
other purposes. an employee shall use official time in an honest effort to perform 
official duties. An employee not under a leave system, including a Presidential 
appointee exempted under 5 U.S.C. 6301(2). has an obligation to expend an 
honest effort and a reasonable proportion of his time in the performance of 
official duties. 

NRC Management Directive 2. 7, Personal Use of Information Technology 

Personal Use. NRG employees are specifically prohibited from using agency 
information technology to maintain or support a personal private business. 

Specific Provisions on the Use of Equipment and Services. Authorized limited 
personal use of agency information technology must not result in loss of 
employee productivity and must not interfere with official duties. 

Inappropriate Personal Uses. Employees are expected to conduct themselves 
professionally in the workplace and to refrain from using agency information 
technology for activities that are inappropriate. Misuse or inappropriate personal 
use of agency infonnation technology includes 

• Use of information technology for commercial purposes in support of ''for 
profit'' activities. or in support of other outside employment or business 
activity. 

Proper Representation. It is the responsibility of employees to ensure that they 
are not giving the false impression that they are acting in an official capacity 
when they are using agency information technology for non-Government 
purposes. If there is an expectation that such a personal use could be 
interpreted to represent the NRG (e.g .. use of ·me.gov" domain name in the 
return address of an e-mail message), then an adequate disclaimer must be 
used. 
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SUBJECT 
(b)(7)(C),(b)(7)(D) 

eg1on 
U.S. Nuclear Regulatory Commission (NRC) 

ALLEGATION 

The Office oft ns ector General (OIG NRC initiated this investigation based on an 
allegation that (b)(?)(CJ,(bJ(?) as operating lbJ(?)(CJ.(bJl7 l business while at work and using 
Govemmen.t computer resources in support of the business. 

FINDINGS 

OIG found that after being counseled by her Deputy Division Directors in May 2010 and 
April 2011. and writing a statement acknowledging that she understood the rules and 
regulations.concern· e of Government time and equipment to conduct personal 
business activitie (b)(?)(CJ.(bJ(?J ontinued to use Government computer resources to 
operate a (~J(?)(CJ.(bJl7 J onsulting business while at work. 

OIG found that from October 4. 2010, through November 14, 2011 l~)(?JiCJ.(bJ(?J used her 
Government issued computer and her NRC e-mail account during official duty hours to 
conduct a personal business. OIG found that ib)(?J(C).(b)(?J Web browser accessed the 
"community" portion of the (b)(?JicJ,(b)(?) Web site during at time eriod on more than 
1,000 occasions. and 5 documents were created related to her ~~fliC).ibJ(?) usiness from 
February 3 to November 7. 2011. 

(b)(7)(C),lb)(7) 
OIG found that from May 5. 2011, through No. mber 14. 2011 (DJ sent 29 
e-mails from her NRC account regarding he ~~f)(CJ,(b)i?) consulting usiness. 

OIG found that after bein interviewed by OIG on January 12. 2012. (bl(?)(C),(b)(?J(Dl 

continued to visit (b)(?J(CJ.(b)(?) sites during her official duty hours. OIG determined 
that she accessed th (~(?)(C),(b)(?) Web site 20 times between April 12 and May 8, 2012. 
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BASIS FOR FINDINGS 

Interview of 
(0) 

(b)(7l(C).(b )(7)(0) 

<~l)6l(c),(b) said that egion IV employee informed 
him that there wer (bJ(?)(C).(b)(?) otices sent from i~?><C).(b)(?) e-mail account waiting to be 
printed on the NRC Region IV network printer. an is was preventing other official 
items from being printed on the network printer. 

(bJ(?J(CJ(bJ(?J said that (~(?J(C),(b)(?/ as mentioned to him that her ultimate goal is to become a 
!b}(?)(CJ.(b)(?)<DJ and leave the NRC. 

(For further details. see Exhibit i .) 

(b)(7)(C).{b)(7)(D) 
Review o NRC Computer 

(b)(7)(E) 
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(b)(7)(E) 

(For further details. see Exhibits 2 and 3 ) 

Review of E-mails 

(b )(7)(C ),(b )(7) 

On November 21. 201 i. the CCU obtained e-mails fro (D) rnment 
e-mail account. ccu·s review of the ~sent" folder identified 29 (b)(?)(C).(b) related e-mails 
orig1nat1ng from an NRC e-mail address that were sent to e-mail addresses inside and 
outside of the Government. The signature block forl~l(C).(bJ(7 l f_vas attached to the e­
mails and identified her as an NRC employee The e-mails identified w~r ~l!<-n!..!L=-~ 
between May 5. 2011. and November 14. 2011. and were related to her (bl(?)(C).(b)(?)(D) 

consultant business. 

(For further details. see Exhibits 4.) 

Review of Internet Activities ..... ____ ... ~ ·-·- ....... 

(b)(7)(E) 
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(b)(7)(E) 

.....___ 
(For further details. see Exhibit 5.) 

I t 
. (b)(7)(C},(b)(7)(D) 

n erv1ew o 

d "tt d t OIG th t h d . (b)(?)(C).(b)(?) . . . . a m1 e o a s e engage 1n(o) act1v1t1es at work by checking 
...__--..,---~ rs, e-mailing and calling clients. an accessing thel~~l,( 7 l(C),(bl(7 l lweb site. ___ __,....._ xplained that her understanding of NRC Management Directive 2.7. 

ersonal Use of lnfonnation Technology hat outside business is to be 
conducted on nment computer (b)(?)(C).(b)(?) a knowledged that she ,;,iW~~,,...,.,.,,~:s.., 
counseled by (~)(~(C),(b) egardin her conductin (bl(?)(C).(bH7l ctivities at work (b)(?)(C),(bl(7l<D) 

stated that she has been a (b)(?)(C).(b)(?)(D) Initially, during e 
interview. she said she performs her (~(?)(Cl.(bl(7 l activities strictly outside of the office. 
However. later she clarified that she vts e \~l(6)(C) (b) Web site at work, but she does 
not conduct business. 

i~?l(C).(b)(?) also said she accessed he (~(?)(C)(b)(?) Web site more fr uently starting in 
ecem r 2011 when she became a (b)(?)(C).(b)(?)(D) claimed that when 

she had down time and did not have any wor . s e wou o en access the (bl(7 i(C),(b)(?)(D) 

Web site while at work 

i~)(?)(C),(b)(?) acknowledged that she used her Government computer during work hours to 
conduct (b)(?)(C),(b)(?) ctivities; however. she did not view her activities as conducting a 
business. (~1(

7 liC),(b)(7 l said that she defines conductin business as collecting money, 
exchanging money. putting in orders. and (b)(?)(C),(bJ(?)(D) She said she did not 
associate checking production numbers. sending e-mails. contacting clients, and visiting 
th (~(7 J<C),(bJ( 7 l Web site as conducting business while at work. 

(For further details see Exhibit 6.) 
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EXHIBITS 

1 M d f I 
. (b)(7)(C).(b)(7)(D) 

emoran um o nterview dated January 11. 2012. 

2 Memorandum to File, Computer Forensic Report NRC Dell Optiplex 755. NRC 
Asset Tag/~i(7J(C)(b)\7l dated December 15, 2011. 

3. 

4. 

5. 

6. 

r;J¥J~l,w;i~LUllLWLtJ.il~ nalysis of Internet History and Local File Access of 
Rl\i dated January 17. 2011. 

Memorandum to File, Review of E-mails Sent Byl(b)(:~(c).(bl(7 l(Dl 
/~1<7J(C).(b1(7 l Region IV, dated December 1, 2011. '-.---------------' 

Memorandum to File, Log Logic Searches for NRC IP Addres~(bl<7l(C).(bl\7 l<Dl 
dated May 9. 2012. 
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fuFICIAL USE ONLY-OIG INVESTIGATION INFORMATI~ 
UNITED STATES 

OFFICE OF THE 
INSPECTOR GENERAL 

NUCLEAR REGULATORY COMMISSION 
WASHINGTON, D.C. 20555-0001 

February 27, 2012 

MEMORANDUM TO: 
Concur: Case Closed "::::0-~--:==---=-----:==-----===·­
Joseph A. McMillan 
Assistant Inspector General 

(b)(7)(C) 

THRU: 
Team Leader (b}(?}(CJ . ....._ ____ _, 

FROM: '7G 
gen (b)(?}(c) 

SUBJECT: 1;*;;~,(C),(b) I NRC EMPLOYEE SLEEPING IN HIS OFFICE (OIG 
CASE NO. 12-11) 

Allegation: 

The Office of the Inspector General (OIG), U. ~~u.-:1 ~R~L>d.il!!.»o<LIL--"<.:!.u..Ll..!..!..!!lo!....,_,,._._,___, 
NRC received an anon mous alle ation that (bJ(

7
}(C),(b)(

7
J<DJ ~ 

(b)(7)(C),(b)(7)(D) NRC, may ave been (b)(7)(C),(b)(7)(D) at 
work over Veteran's Da weekend (November 11-13, 2011), and that he may have 

(b)(7)(C),(b )(7)(0) 

Finding: 

as in his office over the Veterans Day weekend; however, G 
.._...~~ .... e was in his pajamas or that he was spending nights in his 

nilS DOCUMENT IS THE PROPERTY OF THE NRC. IF LOANED TO ANOniER AGENCY IT AND ITS CONTENTS ARE NOT TO BE REPRODUCED 
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Basis: 

OIG re iewed the Physical Access Control System (PACS) logs and ~@'.DaeQ that 
(b)(7l(C),(bl(7l had entered the building on November 11, 12, and 13, 2011 ~~\i~icJ.(bl scanned 

mto t e office one time each day. OIG attempted to review video from securr 
cameras; however, the video was not available and could not be retrieved. 

OIG . d (b)(7)(C),(b) I . •ty f N 
rev1ewe (7)(Dl nternet act1v1 or ovember 11-13, 2011, and found no 

unusual or heavy Internet activity during the time frame. 

. (b)(7)(C),(b)(7)(D) 
~~cJn:terJ~M3j:Jfil1l.Ql... _ ___jj uperv1sor, 
'------------Region I, ·1,..N"""""'c=-.""<~;vl<'?\~"'<c"').('i:"ib)--...-a-s_a_wa--re-th_a-fihi~~;i6m\<r,;c)iil.(b1i"") 1,-_e_n_t_a-lo-t _J 

of his personal time in the office to in I de some evenings and wee en s (b)(?)(C),(b)(?)(D) 
was aware that during this tim <~><~<c),(b) ould use his co persona use, but 
had no reason to believe it was m v10 a ion of NRC policy. i~\~~l(c).(bl old OIG that 

i~l< 7 l(C),(bl<7 l did not claim, and was not authorized overtime or compensation time when he 
was m e office outside of his core hours (~)<7 l<Cl.(b)(7 l told OIG he had no reason to 
believ i~\i6\<c).(bl had ever slept in the office. 

OIG d.d 'd tify . b h . b (b)(?)(C).(b) •t . d d th' Because 1 not 1 en any improper e av1or (7J(D) 1 1s recommen e 1s 
case be closed to the files of this office. 
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OFFICE OF THE 
INSPECTOR GENERAL 

MEMORANDUM TO: 

THRU: 

FROM: 

SUBJECT: 

Allegation 

UNITED STATES 

NUCLEAR REGULATORY COMMISSION 
WASHINGTON. O.C. 20555-0001 

January 13, 2012 I . I 11 I ! I .> I .&>----

-----~---· - ·-

Concur: Case Closed 
--,"-~--------~-~~ 

Rossana Raspa 
Senior Level Assistant 
for Investigative Operations 

(b)(?)(C) 

Team Leader(bJ(?)(C) 

(b)(7)(C) 

S ecial Agent (bJ(?)(CJ 

ALLEGED INAPPROPRIATE IMAGES OF A SEXUAL 
NATURE ON GOVERNMENT ISSUED BLACKBERRY (OIG 
CASE 12-13) 

This Office of the Inspector General (OIG), U.S. Nuclear Regulatory Commission 
(NRC), investigation was initiated based on a notificati n fro th Office of the General 
Counsel ( G th in th our e of an interview, a (b)(?J(CJ.(b)(?J(DJ mployee informed the 
OGC that (b)(?JiCJ.(b)(?J(D) Office o ew eactors (NRO), NRC, had 
sexually explicit images on his Government-issued Blackberry mobile device 
(Blackberry) and the former NRC employee viewed them while updating the Blackberry. 
This event took place approximately in November 2011. 

Findings 

(b )(?)(C),(b )(7)(0) 
The OIG Cyber Crime Unit (CCU) was unable to locate any images on 

~----~ 

Government-issued Blackberry that were sexual in nature. 
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However. OIG did find two images that might have been perceived as sexual in nature. 
These images were of a bell dancer and it was later identified that the belly dancer in 
question was (b)C7l(C).(bl(7l<Dl 

Basis of Findings 
(b)(7)(C).(o){7)(D) 

On December 5, 2011 Ge 'NR IG that in the course of a 
witn s interview for a harassment complaint a (bl(?J(C).(bJ(?)(D) mployee disclosed that 

Cbl(7J(CJ.(bl(
7

l<DJ had images of a sexual nature on his overnment-issued Blackberry. This 
armer employee viewed these images while updatin Cb><7HCJ,(bJC7J<DJ Blackberry. 

{b)(l)(l:) 

The Blackberry did have two photos, IMG00011-20111106-1550.jpg and IMGOOO 12-
20111106-1550.jpg, which might have been perceived as sexual in nature. Both show a 
female belly dancer. 

(b)(?)(C).(b)(?)(D) as shown IMG00011-20111106-1 IMG00012-20111106-
1550.jpg and was asked to identi the rson. (b)(?J(CJ.(bl(?)(Dl stated the female in both 
images was <bl<7J<CJ,(bl<7lCDl ho is a semi-professional belly dancer. 

Because there were no images of a sexual nature and the two images that might have 
been perceived as sexual in nature were explained, it is recommended that this case be 
closed to the files of the office. 
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OFRCEOFTHE 
INSPECTOR GEHERAL 

UNITED STATES 
NUCLEAR REGULATORY COMMISSION 

WASHINGTON, D.C. 20555-0001 

July 19, 2012 

MEMORANDUM TO: R. William Borchardt 

FROM: 

Executive Director for Operations 

~~~==-----~h A. McMillan -
Assistant Inspector General 
for Investigations 

TIO~-

SUBJECT: FORMER!(b)(?)(C)(b)(?J(Dl !DEPUTY DIRECTOR 
FALSIFYING TIME AND ATIENDANCE INFORMATION 
(OIG CASE NO. 12-14) 

Attached is an Office of the Inspector General (OIG), U.S. Nuclear Regulatory 
Commission <NRC) Rjport of Investigation pertaining to an allegation that a former 

l(bl(7J(C),(bi(7l10
J _deputy director falsified time and attendance infonnation. 

This report is furnished for whatever action you deem appropriate. Please notify this 
office within 120 days of what action you take based on the results of this investigation. 
Contact this office if further assistance is required. 

The distribution of this report should be limited to those NRC managers required for 
evaluation of this matter. Neither the Report of Investigation nor its exhibits may be 
placed in ADAMS without OIG's written permission. 

Attachment: Report of Investigation w/ exhibits 

DM/DFS/PSB w/o exhibits 

CONTACT: Rossana Raspa, OIG 
415-5925 
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OFFICE OF THE INSPECTOR GENERAL 

Report of Investigation 

Formerl(b)(?)(C),(b)(?l(D) J Deputy Director 

Falsifying Time and Attendance Information 

(b)(7)(C) 

(b)(7)(C) 

(~(\ li;:(b:v;J(7;v;)(C"i")-----..,_ __ _.L __ -_ .. "l 

~=::------:=--~Special Agent ) Team Leade_~__.,) 
~ 7/J '?/;<._ 

Joseph A. McMillan, Assistant Inspector General Date 
for Investigations 

THIS REPORT IS RELEASABLE ONLY BY THE U.S. NUCLEAR REGULATORY 
COMMISSION, OFFICE OF THE INSP.ECTOR GENERAL. 

THIS REPORT OR ITS EXHIBITS MAY NOT BE PLACED IN ADAMS WITHOUT 
WRITTEN PERMISSION OF THE NRC OIG. 

EXEMPT FROM RELEASE UNDER FREEDOM OF INFORMATION ACT 
EXEMPTIONS (5), (6) OR (7) AND PRIVACY ACT EXEMPTIONS (i)(2) OR (k)(1) 
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STATUTES, REGULATIONS, AND POLICY 

5 CFR, Section 2635.101 - Basic Obligation of Public Service: 

(a) Public service is a public trust. Each employee has a responsibiHty to the United 
States Government and its citizens to place loyalty to the Constitution, laws and ethical 
principles above private gain. To ensure that every citizen can have complete 
confidence in the integrity of the Federal Government, each employee shall respect and 
adhere to the principles of ethical conduct set forth in this section, as well as the 
implementing standards contained in th is part and in supplemental agency regulations. 

(b) General principles. The following general principles apply to every employee and 
may form the basis for the standards contained in this part. Where a situation is not 
covered by the standards set forth in this part, employees shall apply the principles set 
forth in this section in determining whether their conduct is proper. 

(b)(S) Employees shall put forth honest effort in the performance of their duties. 

(b)(14) Employees shall endeavor to avoid any actions creating the appearance that 
they are violating the law or the ethical standards set forth in this part. Whether 
particular circumstances create an appearance that the law or these standards have 
been violated shall be determined from the perspective of a reasonable person with 
knowledge of the relevant facts. 

NRC Management Directive 10.42, 11Hours of Work and Premium Pay" 

057(a) Establishing Work Schedules. Office Directors shall document work schedules 
which deviate from the normal 8-hour work period on SF 52 "Request for Personnel 
Action," for both full and part-time employees (e.g., first 40-hour workweek, night work 
schedule, weekend work schedule, work schedule with no meal period). By law, work 
scheduled must be scheduled in advance of the administrative workweek to cover a 
period of at least one administrative workweek. Each employee, regardless of the type 
of schedule, is expected to be on duty during the full period of his or her workweek, as 
assigned, unless on approved leave, excused absence, or absent in a duty status. 
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FORMATI 

SUBJECT 
(b )(7)(C).(b )(7)(0) 

ice nves 19a ions 
U.S. Nuclear Regulatory Commission 

ALLEGATION 

This Office of the Inspector General (OIG), U.S. Nuclear Reg ission 
NRC investi ation was initiated based on an allegation that (b)(?)(c) (b)(?)(O) an NRC 

(b)(?)(C).(b)(?J(O) employee detailed to the (b)(?)lc) (b){?)(O) 

(bl\7iic)(bi(7l< 0 l i~;g~igi told th he would be taking (b)(?)(c).(b)(?)(O) at NRC on 
ecember 16, 1, while t llin NRC he would be workin~the that day. 

According to the allegation (b)(?)(C).(b)(?)(OJ id not work at the[___pn December 16, 2011, 
and NRC did not (b)(?)(c).(b)(?)(OJ on that date. OlG also reviewed 
whethe (bJ(7J(CJ.(bJ(7l<0 l ecuratel resented his NRC grade and title to hisl~~\( 7 J<C)Jbl<7 J I 
supervisor who asked (b)(?)(CJ.(bl(7J(Dl or the information. 

FINDINGS 

(b )(7)(C).(b )( 7 )(0) 
OIG found th performed work for NRC at his home on December 16 
2011, without the required NRC telework agreement or 
supervisor. His specific status was ljiUlil~lilWCilol:lli.l...C~.lliL-_JMJOilllillll..p 
believed, based on information from (bJ(

7
)icJ.(bJi

7
l(Dl 

'------~~~~~--~---~ headquarters on December 16, 2011, taking a (b)(?)(CJ.lbJ<7l(O) .__ _________ __, 

(b)(7)(C) (b)(7)(D\ 0 
OIG also found that · provided incorrect information to hi etail 
supervisor about his gra e, tit e, and pos· · . nse to the supervisor's request 
for this information, on December 9, 2011 (b)(?J(C).(b)i?J(DJ rovided a resume and 
handwritten note stating that he was (b)(?)(C).(b)(7l<Dl when he 
had si ned an NRC settlement a reement on November 18, 2011, acknowledging his 

(bJl7lrcl.(bl(7 ;(Dl ffective September 25, 2011. 
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O'FEl.CJ~JG1NVESt.~N'1NF6R~,­

BASIS FOR FINDINGS 

Chronology 
(b)(7)(C),(b)(7)(D) , , . . , 

On November 18, 2011 in heu of receiving an unsatisfactory performance 
a raisal, si ned an NR settlement agreement and general release resulting in a 
(b)(?)(CJ.(b)(?)(Dl ective Se tember 25 2011. Additionally, the 
settlement identified tha (b)(?)(C),(b)(?)(DJ ffective no 
later than December 31 2012, unle (b)(7l(C).1bl(7)(DJ I 
(b)(?)(C).(bJ(7J(D) The settlement identified that effective December 4, 2011, 
(b)(7)(C),(b)(7J(D) uld be (b)(7)(C),(b)(7)(D) 

'--~~--f ;;::-;T-;vr:;-";='i"""71-~~~~~~~~~~~~~__J 
lbll7HcJ.(bl17J On December 5, 2011, (b)(?)(C).(b)(?)(DJ reported for duty at headquarters (HQ) 
lb)(? )(C),(b)(7)(D) 

(For further details, see Exhibits 1 and 2.) 

mber 9 2011 in res onse to a r uest from 
(b )(7)(C J,(b )(7)(0) 

(For further details, see Exhibit 3.) 

OnDece er12,20~1~at=="-"~(b=)1=71~(c_i.ib_l1_7J_(o_i~~~~~~~~~~~~~_J 
ibl(7J1c1.1bl(7l(Dl infonned ibl<7JIC),(bH7llDl at he would be at NRC headquarters in Rockville, 
Maryland, on Decemoer , to complete training. 

, (b)(7)(C),(b)(7)(D) Fl 
On the morning of December 15, 2011 ported to NR~to use a 
computer in a spare office to reco hi · n ndan e an take some NRC online 
training. Durin the momin , the (b)(?)(C).(bJ(?J(Dl had several verbal 
exchanges with lbJ<7JICJ.(bl(7JIDJ in which she asked (bJ(?)(CJ.(b)(?)(DJ about the status of e 
"Inter-agency Agreement" . · g drafted in conne · n with (bll7J(CJ.(bl(7HDJ 
assignment. She informed (bJ(?i(c).(b)(?JiDl e needed to call (b)(?J(C).(b)(?)(D) at least twice a 
week and let him now wha (b)(?)(CJ (bll7J(Dl as doing while at work, coordinate his future 
· · lbll7liC).(bll7l(DJ and coordinate his time and attendance through 

'==-----,----__,also told him that In the event of a Government shutdown, 
he would be furloughed. 

0 th . f D b 16 2011 l(b""')(~7)(-C)_.(b-f)(~7)(:r;D)~~~te.q (b)(7)(C).(b)(7)(D) fi h' n e morning o ecem er , rom 1s 
home on his personal cell phone, and informed (b)(?)(CJ.(b)(?)(D) a out his work activities. 

(For further details, see Exhibits 4 and 5.) 
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(b)(7l(CJ (b)(7J(D) 

I b )(7)(CJ.(b J(?)(D) 

Draft Jnteragency Agreement between the NRC and the FBI 

e draft interage~nreement between the NRC and '.~W;.ici \bl nceming 
.,_,._,=~~--'!assignment to th e NRC would be responsible for payment of 

lary and benefi s. official business related travel training, or other 
'--;::in-::::ci~::-Ita::::-r-:e:-::cx=:'penses required during the detail would be paid by th in accordance 
with Federal Travel Regulation (FTR) or other appropriate guidance. (b)(7)(C),{bi<

7
l(Dl ltime 

and attendance records would be maintained by the NRC, and he would advise the 
..,,u,~..,MIJ,!~~ 1of any leave pl ed or. . Th ould provide written feedback of 

performance t ib\(?)(C),(bl(?>(Dl unng the detail. 

(For further details, see Exhibit 6.) 

NRC Telework Policy 

According to NRC's Telework Policy, if an NRC employee teleworks, he or she is 
expected to have sufficient duties that are portable and that can be effectively 
performed outside of the traditional office setting. In addition, the employee's absence 
from the work site must not unduly interfere with the efficient operation of the 
organization and the employee must have and maintain a performance rating of at least 
fully successful in all critical elements. An employee may also be approved by their 
supervisor to work a telework schedule on a project basis. 

~:.:::.L...Jtelework policy is project-based. meaning members ofD do not have an official 
day to telework each week. Instead, they must request to work at home and justify the 
request ~ng what the individual will accomplis.~e teleworking. (Agent's Note: 
althoughLJpolicy is in draft form, it ls followed bUtaff.) 

(For further details, see Exhibit 7.) 

T~(b)(i)(C).(b)(?)(D) !does not permit employees to have a telework 
schedule due to the daily requirement of handling classified information. 

Review of HRMS Entries 
(bll7)(C) (bl(7J(D) \ 

OIG reviewed · · uman Resources Management System (HRMS) time and 
attendance en nes for December 16, 2011, and learned he claimed 8 hours, citing the 
time and attendance code of General Administration. 

(For further details, see Exhibit 8.) 

Review of ileam 
(b)(7J(C).(b)(7)(D) 

OIG reviewed ·Learn training for December 16, 2011, and learned he 
accessed the Information Security Training (course id 972) at 3:21 p.m. The course 

s 

tb)(7)(C),(b)(7)(D) 

(bH7)(Cj lb)(7l(D) 

(b )(7)1C ),(bi(? )(D) 



(b)(71!C J.(b)(7)(D) 

projected time of completion is 2 hours. (b)(?J(c).(bJ(?J(D) accessed the Continuity of 
Operations (COOP) Training (course id 62 in ile at 8:43 p.m. The course 
projected time of completion is 1 hour (bJ(?)(Cl (b)(?)(D) accessed the No Fear Act Training 
(course id 912) in ileam at 9:04 p.m. The course projected time of completion is 2 
hours. 

(For further details, see Exhibit 9.) 

E •1 fr l(b)(7J(C),(bl(7)(D) -ma1 om · 
c.,._,__ ______ _, 

(b)(7)(C) (b)(7)(D) • , , (b)(7\(C).(b)(7)(D) (b)(7)(C),(b) 
· sent an e-mail to OIG descnb1ng · interactions with her an (7)(0) 

staff on December 15 11. Accordin to th mail, on Th~ay, December 15, 
'----

2011, prior to (bJ(?J(cJ.(b)(?i(DJ arri'v'al (b)(7)(CJ.ib)(?)(D) nfonned th(__)taff that he came to the (ti)(f}\c,i (b•<7J(D) 

office to attend an NRC threat brl ng. <bH
7

!<C).(bJl 7l(D) relayed that there was no threat 
briefing scheduled for December 15, 2011. 

A ·. · n regarding ongoin bud et a ropriations issues ib)(?\(ci.ibi(?)io) returned 
t (b)l7HcJ.ibi<7JID) office and advi (b)(?l(Cl.(b)(?)(D) about a potential lapse in NRC 
appropriations. ib)(7)IC).(bl(7 llDl told (bl<7liCJ (bJ(?J(D) that his detail toOwould not be 

considered an uexcepted" NRC function and asked him to communicate with 
(bJ(7J<CJ.lbll7H0 l for pate · (b)l 7l<C).(b)<7HD) dged the request. 
(bJl7JICl lb)(?)(DJ oted that (bll 7l!C).(bl(71<01 NRC, was present 

during the discussion. 

L t t 
. (b)(7j(C),(b)(7)(D) ut 'd f (b)(7)(C),(b)(7)(0) ffj d d' ed a a same mommg, as o s1 e o o ice an 1scuss 

· that he was at NRC HQ to attend threat briefing. ibJl7)ICJ.(b)(7HD) infonned 
ibi(?)\C).(b)l7l10l hat there was no scheduled threat briefing that day. (b)i 7HC).(b)i?J(DJ told 

e should contact the operations officer to 'v'erify the threat bi="n~·efi~"~=---. 
~s-c_,,.h_e_d,,..-u~le~s-.i,__,n the fut re sin they are conducted pv"'ry other Thursday. (bJ(?)(C).lb)(?l(D) 

could not recall lbJ(?J(CJ.(b)(?J(D) response. 

(b)(?J(CJ.(b)(?)(DJ described her interactions wit (bJ(?J(CJ.(bJ(?J(DJ s professional and there were 

no con n ational tones or words stated or exchanged. 

(For further details, see Exhibit 10.) 
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(b)(7 )(C),(b)(7)(0) 

Interview otlCbJ(?)ccicb)(?)(D) --l 
(bH

7
HCl.(b)(?)(D) Id OIG that prior to starting work at thrbn December 5, 2011, 

CbiC
7

)(C).(bJ(?)(D) ad submitted his resume and had telepfionf, - · changes with 
CbiC7!<C).(bJ(7JCDJ Prior to inning work (bJC7!cci.cbJC7)CDl info (blC7!ccJ.(bJC7H0 ! at he held a 

civilian grade of CbJC7!CC).(blC7lCD) civilian grade (b!C7!CCJ.Cb!C7)(DJ as placed under 
the administrative control o (blC7iccJ (blC7!CD! · 

On December 12, 2011, (bl(
7

Jcc)cblC
7

HDl informed (bH7HcJ.(bH7lCDJ e would be out of the office 
at NRC HQ on December 16, 2011, attending ibH7J1c) CbJC 7HDJ and 
another training course in RockviDe, Maryland.~ _________ __, 

(For further details, see Exhibit 2.) 

I 
(b )(7)(C ).(b )(7 J(D) 

Interview of 
~--=~------~ 

(b)(7)1C) (b)i7)(0) 

Cbll 7!cc)cbJC7JiDJ G that he 
and lb)(?J(c) (bJC7JcoJ attend weekly section chief meetings chaired by (b)(?Jici.cbJ(?)(DJ . 

(bh7JccJ.(blC7)iDJ recalled at the December 12, 2011, section chief meeting (b)C7J(c) (b!<7)(D) 

(b)l?)(C) \b)(7)(D) 

stat he would in Rockville aryland, on~mber 16, 2011, to attend ib)(?)iCJ.cb)(?)(D) 

(b)(7JIC)(bJ(7ico) sat HOLJon December 16, 2011, an 1 no (bJi?Jcci.cbJi 71c0J 

observ 1bJ(?J(CJ.1b!C7HD! 

(For further details, see Exhibit 11.) 

Interview of 1(b)(7)(CJ,(bJ(7J(D) ....... 1 
c=:=== 

~~~=-...... 
(b)(?)(CJ.(b>C?J(DJ told OIG that he was assi ned as (b){

7
JccJ.cbJC

7
><DJ su erv· or after 

(b)(7)(cJ.(b)(7J101 was (bJ(7JccJ.(bJ(7)(D) offi · 11 was caa .Y 
(bJ(7)cci.ibJi 7l10 J in September 2011. (b)(7)(C).(blC7JCD) said he 1morme (bJC 7JccJ iblC7i(DJ e 
was to report his activities to (blC7JccJ.cbJC7)CD) approximately twice a week while 
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ib)(7\(C ),(b )(7)(0) 

ib J(7 J(C J (bJi7)(0) 

(b )\711C).(bl(7)(0 I 

ib)\71(Ci.(b)(7)(0J 

1b)(711C1 (bii7)(0) 

(b)(7)(C),(b)(7)(0) 
s detailed to HQ he demoti~-!oll-4'...,_._..'-'-"""'Dl!/ignment were the results 

of administrative action taken b (b)(?)(C).(b)(?J(O) emonstrated 
questionable ethical behavior. 

After the hone conversation (b)(
7

J(CJ,(b)(
7

)(0J checked his schedule and determined that 
no (bJi7l\CJ (b)(?)(OJ had been schedu for December 16, 2011, at NRC 
headquarters in Rockville Ma land. (b)(?)(C),(b)(?J(OJ told OIG he is the point of contact 
for scheclulin ibll7 l(Cl,(b)(7Ho) for th ib)l7 ilC),(bil7)iO) 
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1b)(7J(C1.(bJ(7)(D) 

lb)(71(C ),(b)(7)(D) 

(For further details, see Exhibit 12.) 

Interview o 
(b )(7)(C).(b )(7)(0) 

OIG intervie n two occasions. On the first occasion 
(b )(7)(C),(b)(7)(0) 

provided informs on pertaining to the allegation. On the second occasion (bJ(?J(C) ibli
7

HO) 

· ents made during the first interview. Unless noted otherwise e ow, 
testimony as summarized was provided during the first interview. 

~----~ 

(b)(7 )(C ).(b)(7)(0) 

(b)(7)(C),(b)(7 )(0) 

(b )(7)(C ).(b )(7)(0) 

(b)(?J(CJ (bJ(?)(OJ that because he did 
10 J(7i(c1.(bl(7 J1DJ not have a computer at H he would have to perform some work from his 

residence using his home computer. 
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lb i(? 1(Ci,(bi(7)(D) 

I b J(7)(C ),(b )(7)(D) 

(b J(?)(C ).(b )(?)(D) 

old OIG that he worked at home on December 16, 2011, and completed 
-------~~~ curity wareness training and Occupational Safety and Health Administration 
training, and "!<>~ on a Power Point presentation in preparation for a brief to 
members of HQL_Jon NRC operations. He said he completed the Power Point on his 
home com uter using the NRC blue guide and notes, and he conducted research 
online. (b)(?)(C),(b)(?)(D) could not recall the specific times he logged on to ileam and said 
he would alternate between ileam and the Power Point presentation. lbl(

7
Jic),(b)l

7
J(D) . • 

he believed that working from home was a better use of time than trave mg to HQ (bil
7

HCJ.ibil
7

l 

where he did not have a computer . 
.. .,,,.... .... ., 

(bll
7

llCJ,(bl(
7

J(D) told G that he did not ask for approval to telework on December 16, 
2011. (b)(?J(C),(bJ(?)iDl said he did not wan re ort toOon December 16, 2011, because lb)l7lici ibll7 JIDJ 

of his interaction the da before with (bl(
7

JIC),(bil
7

)iD) On December 15, 2011, prior to 
interactin wi (b)l 7 i1cJ,ibll7J(D) [f lanned to go to HQ NRC on December 

1b1l7Jic),(b)(?)1D) 1 lbil7 J1c),(b>( 7JID) now edged that does use NRC telework forms. 
1bJ1n1c11b1l7)(D) lbJ(?)(ci (b)(?)(DJ stated te ework inD is approved depending on the circu , 

1b11711c 1(bi1711 Di aid he does not have a tefework agreement in place wit 1~17 liC),(bll71 

ibil
7

llCl lb)(?)(D) ndicated there were no other extenuating circumstances that would have;----.,,.~ 
equired him to work from home aside from his desire not to interact with members of 1 ~) 1 ;; 1g) 

due to the Issues he experienced on December 15, 2011. (bll
7

iiC),(bil
7

ilDi d he did not 
intend to deceive anyone, but did not ask for pennission from anyone i prior to ibll

7
JIC).ib)(?J1D) 
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During the second OIG interview (b)(?)(CJ,(b)(?)(D) provided the following points of 
clarification nceming events on ecember 16, 2011. He cla!';!'-rifi~· ~~h~~--"'°'...,, 

(b)(?)(C).(b)(?)(D) that he was at home and may be going into HQ CbJC7l(C) (bl<7lCDl said he 
wanted to avoid CbJC7J<C),(bl<7lCDl because his interaction with her the day before caused him 
chest ins and high blood essure. owever, he said ~e did not oro~: this rea~on 
t (b)(l)(C).(b)(7)(D) because (b)(l)(c).(b)(7)(D) works directly for[<b)(l)(C).(b)(l)(DC= )aid 

he decided that morning not to o to HQ NRC, but did not ask for permission from 
anyone at HO NRC or HQ (b)(l)(C).(bJ(7) 

(For further details, see Exhibits 4 and 5.) 

Department of Justice Coordination 

ould have the 

rthe 

(b)(7l(C) 
Southern District of Maryland. declined to 

~=-~-:--;;-;------c;-;---.--..~--.-.--.--;-;----;o-.i 

p secute this matter, in lieu of administrative action. 
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(b)(7)<C) lb)(71(DJ 

(b)(7)(C) (b)(7J(D) 
(b)(7)(Cl (b)(7J(D) 



1. 

2. 

3. 

4. 

5. 

~~.JNVE~ORMATI~ 

EXHIBITS 

Memorandum of Interview (bJ(?J(C).(b){?J(Dl ated December 28, 2011. 
t:::::::::::-------' 

resume package submitted on December 9, 2011 . .___ ___ __, 
(b )(7 J(C),(b )(7)(0) 

Transcript of Interview, (b)(?J(CJ.(b)(?)(Dl 'dated January 25, 2012. 
~------' 

'l 

dated February 1, 2012. 

6. Draft Inter-Agency Agreement between NRC and (o)(?)\C).(bJ(?J(DJ 

7. NRC Telework Policy with attachment. 

8. 

9. 

(b )(7)(C),(bJ{7)(D) 

10. E-mail 

ummary Report for Pay Period 26. 

M
. d f I t . (b)(7)(C),(b}(7)(D) 

11. emoran um o n erv1ew,'-t-::=~-----'dated January 25, 2012. 

12. 
.........-----~---' 

dated December 28, 2011. 
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OFFICE OF THE 
INSPECTOR GENERAL 

MEMORANDUM TO: 

THRU: 

FROM: 

SUBJECT: 

Allegation 

UNITED STATES 
NUCLEAR REGULATORY COMMISSION 

WASHINGTON, D.C. 20555-0001 

August 9, 2012 ~--------­

Concur: Case Closed~-=====::::::~ 
Joseph A. McMillan 
Assistant Inspector General 

(b)(7)(C) 

(b)(7)(C) 

Special Agen ·-----.,,.-

QUESTIONABLE USE OF TRAVEL FUNDS BY SENIOR 
REGIONAL MANAGER (OIG CASE NO. 12-39) 

The Office of the Inspector General (OIG), U.S. Nuclear Re ulatory Commission (NRC) 
received an anonymous allegation alle in that (bJ(7J(CJ.(bJ(7)(D) Re ion II manager, 
was travelin excessive to Region Ill ._(b_H7_>1_c)_.(b_>(_7J(_DJ __________ _, 

(bJ(7JICJ.(b)(7J(DJ The alleger stated that the travel could have been 
combined to accomplish multiple visits to licensees with fewer trips. The alleger did not 
provide any specifics concerning the travel, but felt it was excessive and not a good use 
of funds. · 

Findings 

OIG determined tha (b)(?J(CJ.(bJ visited Region Ill seven times in 2012 (bH7>\Cl.(b>17)(D) 

(b)l7)(CJ.1b)(?)(DJ , • irector (b)(7)(c).(b)(7J(D) 

(bll7J(C).(bli 7 J(DJ was aware of and supportive of 

-OIG 

THIS DOCUMENT IS THI! PROPERTY OF THE NRC. IF LOANED TO ANOTHER AGENCY IT AND IT'S CONT1!NTI AR! NOT TO Bl! REPRODUCED 
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<~(7)(CJ.(b)( 7 > travel to Re ion Ill (bl(7)(C),(bH7><0> 
(b >(7 l(c ).(b >(7 ><0> 0""1G...---a'ls_o_d-re-;te,--rm-.-in-e--.d,..,.t .... ha_,t""(;::;-b>('""n:;r<c").(~b >;r--co-m--,-b-,-in_e_d~v_,i,.....si'"'""ts--,-to_m_u~lt-,-ip~le _ _J 

licensees on three of the seven trips. 

Basis of Findings 

..A~.a.e:~mu:ieoLQ at (bl(7l(C),(b> was announced as (b)(?)(C),(bl(7><0> 

(b J(YJ(C),(b l(7 l(O) and ass urned the new positionLo_n_,,('hib >77(7 Vrl(C"").<.:(bi7'H7;:;;>("'oi:---"t=-,l~G~re-v~ie_w_e_d~-_J 

(b><7l(C).(bl(7> 2011 and all available 2012 travel vouchers. In 2011, (b)(?)(C).(b) took eight 
official trips, none of which were to Region Ill licensees or Region Ill offices. In 2012, 

(~)(~(C),(b> took 14 official trips, half of which were to locations in Region Ill. Of the seven 
e ion II trips, six were to licensees and one was to the regional office for ~~~\( 7 l(C).<b>(7 J 

(bJ(~)(c; ith Region Ill staff. Three of the six trips to visit licensees involved visits to 
mu tip e licensees. 

l
(b)(7)(C),(b)(7)(0) I . 

told OIG that he rs aware of and sucoorts the travel plans of employees 
who arel(b>(7HC),(bJ(7l(O) I said it is a aood oractice to have the 

(b)(7)(C),(b)(7)(0) 

OIG determined that the costs associated with the seven trips to Region Ill by (bH7l<C),(bH7>(0) 
totaled approximately $9, 100. 

Because <~(?)(C).(bJ(7 l travel to Region Ill to learn about regional issues was justifiable and 
not excessive, it is recommended that this investigation be closed to the files of this 
office. 
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OFFICE OF THE 
INSPECTOR GENERAL 

MEMORANDUM TO: 

UNITED STATES 
NUCLEAR REGULATORY COMMISSION 

WASHINGTON, D.C. 211SSl-0001 

August 15, 2012 

Concur: Case Closed~---------::::>--­
Joseph A. McMillan 
Assistant Inspector General . . 

ib)(7)(C) 

THRU: 

FROM: 

SUBJECT: 

Allegation 

Te Leader (bl( 7l(CJ 

(b)(7)(C) 

CONTINUED CONCERNS OF HOW NRC HANDLED 
ISSUES REGARDING VALLECITOS NUCLEAR CENTER 
AND BANDA GROUP INTERNATIONAL 
(OIG CASE NO. 12-43) 

The Office of the Inspector General (OIG), U.S. Nuclear Regulatory Commission (NRC), 
received an allegation that previously identified concerns regarding misconduct and 
deficiencies at the Vallecitos Nuclear Center (VNC) were not being properly addressed 

· · · e concern raised in OIG case C11·056, that 
was not being objective in his inspection at VNC . 

....._ ___ -:-:-:--:--~~-=-~~~__.,-~-._.,~ 

n addition, the alleger now also s ates that after conducting inspections based on her 
complaint, the NRC is putting more effort into discrediting her than investigating her 
concerns. 

THIS DOCUMENT IS THE PROPERTY OF THE NRC OIO. IF LOANED TO ANOTHER AGEJICV IT AND ITS COHll:NTS ARE NOT TO 9E Rl!PROOIJCED 
OR DISTIUeUTEO OUTSIOe TM! RECEIVING AGENCV WITHOUT THE PE.Rt.llSSIOH Cl' THE llRC OIG. 
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Findings 

OIG found that the Region IV Allegations Review Board (ARB) reviewed the alleger's 
complaints and on May 2, 2012, the ARB determined that the alleger's complaints were 
either unsubstantiated, or substantiated but not a violation of NRC regulatory 
requirements, thus requiring referral to other agencies that had jurisdiction and 
responsibility for the respective concerns. 

Basis for Findings 

• • ~(b)(7)(C),(b)(7)(D) R . 
In July 2011, OIG received an allegation tha eg1on 
IV, NRC, was not bein ob' ive during his inspections at Vallecitos Nuclear Center 

NC , and tha (bJr7)(c).(b)(?l(D) s deliberate! assigned to intimidat (b)(l)(C).(b)(?)(D) 

(b)(7)(C).(b)(?)(Dl at VNC, while acting as a (b\(7)(C).(bl(7)(D) 

(b)(?J(C).(bJ uring an interview regarding her complaint about VNC management. 

OIG learned that the NRC Office of Investigation re-interviewed the alleger in October, 
2011, with the assistance of a Region Ill technical adv' rafter the alle er complained 
that she was treated unfairly in the initial interview with (bl(

7
J(CJ.(bl(

7
J(D) 

OIG found that the Region IV ARB reviewed Allegation Number RIV-2011-A-0050 and 
determined that there were nine separate issues raised by the a lieger that required 
further investigation by the NRC. The NRC addressed the concerns by conducting 
onsite inspections or by utilizing an independent evaluation team composed of multiple 
contract companies with a background in safety conscious work environments in 
nuclear industry work environments. The onsite inspections resulted in the concerns 
being either unsubstantiated or substantiated but not a violation of NRC regulatory 
requirements. 

NRC determined that three of the allege r's concerns were not associated with NRC 
regulatory requirements and she was provided contact information for the appropriate 
governing agency for each concern by Region IV personnel. 

Due to the fact that Region IV inspected and investigated each concern that was within 
NRC's purview prior to determining they were unsubstantiated, or substantiated but 
determined to not be a violations of NRC regulatory requirements, it is recommended 
that this case be closed to the files of this office. 
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~~l~-ONLY".'" OIG l~\lESTIGATION~NFORMAT19N. --

MEMORANDUM TO: 

FROM: 

SUBJECT: 

UNITED STATES 

NUCLEAR REGULATORY COMMISSION 
WASHINGTON, O.C. 20555-0001 

October 31, 2012 

Chairman Macfar1ane 

/~J~~ 
Hubert T. Bell 
Inspector General 

ALLEGED INTIMIDATION OF THE (b)(?J(Cl.<bJ(?JtDJ 
l(b)(?)(C)(b)(?)(D) IBY NRC COMMISSIONER 
(OIG CASE NO. 12-62) 

This report conveys the results of an Office of the Inspector General (OIG), U.S. 
Nuclear Regulato Commission NRC), investigation into an allegation that NRC 
Commissioner (bl<7J\CJ.(bl(7J(D) ved in an intimidating manner toward the director 
of NRC's (bl(7)(c).~bH7l<Dl 

Allegation 

OIG initiated this investigation based on an anonymous allegation that Commissioner 
(bl(7HCJ.rbl(7J raised his voice during a one n n ·n raction withl\blr7l<Cl (b)(?)(D) 
(b)(7)(cJ.(b)(7Jroi rcibly shut (bH7l(C),\bl<7l office door,._a_n~d~a~tt~e-m_p...,..ted--=-t-o _ __, 
physically intimidate her. This incident was allegedly overheard by others on the~~~ 
staff. OIG interviews concerning this allegation disclosed the names of two additional 
office directors who may have had intimidating interactions with Commissioner 

(b/(7Jic)/bH7)rD) OIG interviewed the two office directors to determine whether such 
1nteract1ons occurred. 

Findings 

OIG did not substantiate that Commissioner engaged in physically or 
otherwise intimidating behavior toward (bl<7 liC),\bl or the other two office directors 

J:ieiltifl~.as possibly having had intimi a ng interactions with Commissioner 
(b J(7)\C),(b)(7)(0) 

n11s CIOCUM&NT IS TH& PROPERTY OF 'r!ili! NRC CIG. IF LOAll&D TO ANOTHSR AGll!NCY IT AND ITS COHTENTS ARE NQT TO BE REPROOUCED 
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_,-' .. 

(b)(?)(C ),(bJ(?)(D) 

Basis for Findings 

OIG leamed it is routine practice for office directors to have periodic meetings with 
Commissioners to discuss significant activities within their divisions. 

(b)(?)(C).(bJ(
7
l told OIG she ~pically meets with the Commissioners quarterly to discuss 

(bJ<7JicJ.!bli7l!D) and other matters that may interest the Commission. She said 
that during a July 3, 2012, periodic meeting with Commissione (b)(?)(cJ.(bJ(

7
J(D) 

office one of the cases she briefed him on rtained to the (bJ(?J(C),(b)(?J(DJ 
(b )(7)(C ),(b )(7)(D) 

(b)(7 J(C),(b)(7)1D) old Commissioner (b)(?)(c).(bJ(?)(DJ 

was working closely with \b)(7)1c).(bJ1?)(DJ 

ib)(7)(C).(b)(7J(Dl said that at this point in the 
discussion Commissioner (b)(?)(C),(b)(?) x ressed an ob'ection to both lb)(?)(C).(b)(?J(DJ 

(b)(7)(C).(b)(7J(D) responded 
by describin (bJ(?)(c).lb)(?J(Dl different roles, but said Commissione (bJi 7>icJ.lbH7l as 
dissatisfied with the answer. Commissioner (bll

7
llCJ,(bJl

7l told her he was res onsible for 
the budget and she was wasting resources. 1~Jl7 \<c).(b) again described \b)(?)(C).(b)(?)(D) 

respective roles and jurisdictions, but said Commrss1onerl~~r)(C) (bl(
7

l !became frustrated 
and stated, "You don't understand what I'm tellin ou "and asked her if she had asked 
the EDO if she could (b)(?)(C),(bli 7llDl told Commissioner ibl<7HCJ.(bJ(?)(Dl 

2 

(b)(?)(C) (b)(7)(D) 



that the EDO does not have a rol in the (bl(7l(CJ,(bl(7i(D) not 
brief the EDO prior to (blr7l(Cl (b)(7i(Dl . again escn 
separate roles, and Commissioner(b)(7)(Cl (bl<7l again responded, "You don't understand 
what I'm telling you:l)~~)g(c)(b) I said the Commissioner then got up, "slammed" the door 
to her office, returned to his seat, and be an uestionin her about wh (bl(7i(C).(bl(7l<0l 

(b ){7)(C).(b )(7)(0) 

~~fl(C)(bll 7 l subsequently e-mailed Commissione (b\(7J(C),(b)(7l to inform him tha (bl<7l<C),(b)<7>
10) 

em o ees had overheard their interaction and had expressed concern. Commissioner 
•b)(7)1cJ,(b)l7/'.D) ote back and thanked her for her e-mail and offered to speak with[}taff 
about the interaction. About a half-hour later, he e-mailed her again and said he would 
like to talk with her, and she called him back. Du.ring their conversation, Commissioner 

(bh7ilC).(bJl7l(D) pologized for raising his voice to her, and (bJ(7)(CJ,(b) accepted his apology, at 
which point she considered the matter resolved. She told him she did not think it was 
necessa for him to speak with her staff, but he was welcome to do so at any time. 
Beca (bl taff members were still talking about the incident the following workday, 

(bJi7J(C).ibJ s ke to the staff and explained what happened, that Commissioner 
(bl(7J(CJ,(b)(7)(DJ ad apologized, and that she accepted his apology. 

lbJ(?)(CJ.(b) told QIG she was not intimidated by the discussion with Commissioner 
(b)(7J(C) (b)(7J(DJ owever, she felt he exceeded he threshold for open dialog and discussion 
and that his behavior was unprofessional. <bJ(7JICJ.(bJ stated that in her followup 
telephone conversation with Commissione (bJ17i1cJ.(bl(7 l bout the matter, she told him 

3 

THIS DOCUM&NT IS TH! PflOPl!RTY OF THE NRC OIG. II' LOAH!O TO AHOTHl!R AGENCY IT AND l'IS CONTEfTS ARI! NOT 10 Bt REPRODUC!O 
OR DISTRlllUTSI OUTSIDE THE llECEl\llNG AG!NCY WITHOUT THE PERMISSIOH Of THE NlltC OIG. -

IN\IESTIGAT-IONiNFORMA TIOftf .....__ 

ib)(7)(C) (b)(7)(0) 

1 b )(7)(C).(b )(7\( D) 



(b )(7\( c J,(b )(7)(0) 

(b)(7,(CJ ib)(711D) 

.----'-~~.__rofessionally, and respectfully. ~~i~~icJ.(bJ did not 
~=>1'""-'i>o<L.w:>..1..---~uld again speak to her in the manner he used 

The twOm lo ees working nea ~~(7 l<CJ(b)(7 ) ffice on July 3, 2012, described 
Comm~ssioner (bJ<7J<cJ.<bH7l<Dl closing of i~fl<CJ.(bJ(71 office door as a forceful closing, or 
slammin of tne of the emp oyees said they could not hear Commissioner 

(bJ(7J(CJ.(bJl7l(DJ and <~(?J(C)(bl< 7 l discussion before the door but that after the 
oor was shut, they could vaguely hear Commissioner (bJ<7l(C).(bl<7J<DJ slightly elevated 

voice but could not understand the content of their I ssion. This employee 
considered interrupting the meeting to ensure (bJ<7J<CJ,(bJ<7J safety, · t. Neither 
employee descnbed Commissione (bJ<7J<CJ,(bJ<7J<DJ rscussion with <~l)~(c),(bJ as yelling, but 
both said his voice increased in volume. 

(b )(7)(C ),(b )(7) 
Commissioner <DJ old OIG he likes to visit and meet with office directors in their 
offices and space to keep from becoming isolated in his office. He told OIG he was 
shocked, surprised, and taken aback to learn of the physical intimidation allegation and 
perceived the allegation as a threat by the alleger to the Commissioner's reputation and 
an attempt to usmear my name." He said he did not yell at (~J<~<CJ(bJ during their July 3, 
2012 eriodic but acknowledged raising his voice "a decibe or o when discussing 
the 1bH7JicJ.(bl<7J<DJ In hindsight, he said this may have been inappropriate, but he 
said it is his habit to raise his voice to •drive home a point." He told OIG that he closed 
the door because he did not want;~<7 J(CJ(bJ(?J staff to hear his criticism of her 
management decision to initiate an (bJ<7J<CJ.ibJ<7J(D) 

'--------------------

Commissione (bJ<7l<CJ (bH7l thou ht the efforts could be inte rated and 
.__th_a_t_co_n_s-id_e_ra_tion should be made to in rate (bJ<7J<CJ,(bJ(7J< 0 J 

'----~-----r;;:=;;=c-:~=7"-------,.~ 

into one report. Commissioner (bJ<7J<c).(bl(7l old OIG he did not direct (bl<7J<CJ.(b)(7)<D) 
i<bJ(7J(CJ,(bJ(7l(Dl land that he does not have the authority to give such direction, 
even if he wanted to. Commissionerl~~f J(CJ,(bJ(7l I said he did not slam the door, but shut 
it "in a normal manner from [his] standpoint" He said the only "mistake" he made during 
the interaction was to have closed the door himself instead of asking her to close it. He 
said that at no time during his meeting with l(bJ(?)(CJ (bl<7l<D) I express verbally, or 
demonstrate nonverbalty, concern about his closing the door or his manner or tone of 
voice. 

Commissione~)~\<7J<CJ.(bJ<7 l ~rovided a copy of the e~mai i~J~~i(c) (b) sent him after their 
meeti on Juty 3, 2012, and described the subsequent phone conversation he had with 
(~H 7l(CJ.(bH 7 l He characterized the call as a g~ phone call, wherein he apologized for the 
situation and stated he was surprised thatlfmployees were concerned and thought 
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he an (~i;~(c)(bJ ad an open discussion on issues. Commissione ~~<7 J(CJ,(b)(?) said 
(bl,(7)<C),(bl(7 l old him that she appreciated their candid discussions and told him not to say 

any more on the subject. 

OIG also interviewed two office directors purported to have had difficult interactions with 
Commissioner (b)(7J(C).(bJ(7l(D) One of the office directors reported to OJG no concerns of 
intimidation or unprofessional behavior. The other office director described some 
periodic discussions with Commissioner (bJ<7J(C).(bJ(7l on policy matters that were 
uncomfortable. The office director said the Commissioner can get "animated" and "it is 
easy to see when he's not pleased with what you're telling him." The office director said 
the Commissioner is "energized by some topics and when he doesn't like what's going 
on, he tells you.• The office director did not charactenzel1bH7>(CJ.(bl(

7
)(Dl !behavior as 

unprofessional or threatening, but said his manner reflected a military, "I'm the 
commander; background. However, the office director said the interactions were not 
intimidating. 

Conclusion 

Please notify this office within 90 days of what, if any, action you intend to take with 
regard to this report. If you have questions, contact Joseph McMillan, Assistant 
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~tUSE ONLY-61"(; INVESTIGATIONJNFORMATION 
-....._ 

Inspector General for Investigations, at 301-415-5929, or Rossana Raspa, Senior Level 
Assistant for fnvestigative Operations, at 301-415-5954. 

A copy of this report will also be provided to the ranking maiority and minority members 
of the U.S. Senate Committee on Environment and Public Works, the U.S. House of 
Representatives Committee on Energy and Commerce, and the U.S. House of 
Representatives Committee on Oversight and Government Reform. 
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OFFICE DF THE 
INSPECTOR GENERAL 

UNITED STATES 
NUCLEAR REGULATORY COMMISSION 

WASUINGTO~. D.C. ~I 

October 12, 2012 

Concur: Cased Clos~ (b)(7)(C) \ 

MEMORANDUM TO: Joseph A. McMillan :-------~ 
Assistant Inspector Gen rat 

THRU: 

FROM: 

SUBJECT: 

Allegation 

for lnvesti ations 
(b)(7)(C) 

. Team Leader. (b){7)(C) 

(b )(7)(C) 

pecial Agent 
_J 

-----·· 

NRC 01 INVESTIGATION DID NOT ADDRESS CONCERNS 
RAISED AT SAN ONOFRE NUCLEAR STATION (SONGS) 
(OIG CASE NO. 12-47) 

The Office of the Inspector General (OIG), U.S. Nuclear Regulatory Commission (NRC) 
n d this investi ation based on a letter to Con ressman Darrell !SSA's office from 

(b)(7)(C) ho alleged that the NRC Office of 
nvestigation (0 1d not ad ress 1s concern retaliation by the San Onofre Nuclear 

Generating Stations SONGS} management for allegedly lowering his performance 
appraisal becaus (b)(7)(C) efused to alter cause evaluation reports. 

Findings 

OIG found tha (b)(?)(C) allegation was reviewed by the Region IV Allegation Review 
Board (ARB), 1ch referred the retaliation complaint to 01 after the alternative dispute 
resolution process failed to resolve the complaint. OIG found that Ol's investigation 

THUi DOCUMENT 115 THE PROPERTY O!" TffE NRC DIG. IF LOANED TO ANOTHER AGENCY IT AND lf8 CON'\'15NTS ARE NOT TO Be REPROCIUCED 
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!legation of retaliation · wing relevant personnel, 
reviewing ~-n=e=n,.,..,...o'"'cuments, and providin (b)(?)(C) he opportuniIY;r.Q,J:~ieQ 
specific concerns regarding his allegation. 0 td not substantiate tha (b)(?)(C) as 

· criminated against by SONGS management for raising safety relate concerns. 
(b)(7)(C) erformance appraisal was lowered by SONGS and later changed as a 

resu t o an independent inquiry by SONGS, which found that the lowered performance 
appraisal was unwarranted. 

Basis of Findings 

OIG learned thatl(b)(?)(C) !allegation, regarding cause evaluations and nuclear 
notifications, was received and assessed by NRC Region IV ARB staff and determined 
to not be safety related. After the alternative dispute resolution cess failed, 01 
opened an investigation concerning the retaliation complaint b (b)(?)(C) against 
SONGS. 

.,_,_,......_,""-'--".....,·'-'-\vestigative case file and report against the alleged retaliation 
outlined i letter to ISSA and concluded that OI addressed (b)(?)(C) issues 
during its inves 1ga ion b inte i wing relevant personnel, reviewing re evan -
documents, and giving (b)(?)(C) and opportunity to presents ecifi oncerns about his 
allegation. SONGS con · dependent review o (b)(?)(C) erformance 
appraisal and found tha (b)(?)(C) lowered as unwarranted. As a result, 
SONGS management corrected t e error an (b)(?)(C) was compensated with 
backdated compensation st due to e error. 01 did not substantiate that 
SONGS retaliated against (b)(?)(C) for raising safety concerns. 

OIG interviewed (b)(?)(C) ho admitted that he was not aware of the full details of the 
01 investigation. (b)(7)(C) told OIG that his letter to Congressman I SSA's office was 

,_..1,1.JO!S!:!ii~o!!.l...!..,the NR closure letter and not a review of Di's report of investigation. 
(b)(7)(C) tated that he was unaware that the letter was a synopsis P,f the ove~ll NRC 
findings and only presented a brief summary of the 01 investigation.j(bl(?)(C) jaid he 
had no additional information to provide concerning his allegation, but he maintained 
that he was retaliated against and disagreed with the outcome of Di's investigation. 

Because the 01 investigation reviewedl(b)(?)(C) !concerns by interviewing relevant 
personnel and reviewing pertinent documents, it is recommended that this investigation 
be closed to the files of this office. 
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OFFICE OF THE 
INSPECTOR GENERAL 

MEMORANDUM TO: 

THRU: 

FROM: 

SUBJECT: 

Allegation 

UNITED STATES 
NUCLEAR REGULATORY COMMISSION 

WASHINGTON, O.C. 20655-0001 

Marth 8 , 2012 

Concur: Case Closed ;:f/!Z;_~-~·~ . 
Joseph A. McMillan 
Assistant Inspector General 

r lnvesti ations 

(b){7)(C) 

Team Leader, 

FAILURE TO INSPECT NORTH ANNA NUCLEAR PLANT 
UNIT 1 AFTER EARTHQUAKE (OIG CASE NO. 12-02) 

The Office of the Inspector General (OIG), U.S. Nuclear Regulatory Commission (NRC), 
received an allegation that Victor McCREE, Regional Administrator, Region II, NRC, 
failed to protect public health and safety by not inspecting North Anna Nuclear Power 
Plant (North Anna), Unit 1 internals, after it was shut down due to an August 23, 2011, 
earthquake centered in Mineral, Virginia. 

Findings 

OIG found that NRC Headquarters dispatched an Augmented Inspection Team (AIT) to 
North Anna following the August 23, 2011, earthquake. The decision to restart North 
Anna was not McCREE's responsibility. On November 11, 2011, Eric LEEDS, Director. 
Office of Nuclear Reactor Regulation (NRR), NRC, declared North Anna safe to restart 
after confirming regulatory requirements were met 
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Basis for Findings 

OIG learned that on August 30, 2011, in accordance with Management Directive 8.3, 
"NRC Incident Investigation Program," NRC dispatched the AIT to North Anna to better 
understand the event and the licensee's response after the August 23, 2011, 
earthquake. Utilizing guidance provided in Regulatory Guide 1.167, "Restart of a 
Nuclear Power Plant Shut Down by a Seismic Event," the AIT concluded that the 
licensee performed adequate inspections, walk downs, and testing to ensure that safety 
related structures, systems, and components for units 1 and 2 at North Anna had not 
been adversely affected by the earthquake. 

OIG reviewed NRC and licensee documents regarding evaluation and inspection 
activities of North Anna's Units 1 and 2 reactor vessel internals. OIG determined that 
the NRC staff utilized the guidance provided in Regulatory Guide 1. 167, which endorses 
the Electric Power Research Institutes (EPRl's) NP-6695, "Guidelines for Nuclear Plant 
Response to an Earthquake." 

OIG reviewed a September 17, 2011, Dominion submittal to NRC outlining its restart 
readiness plan for returning North Anna to service. OIG also reviewed an internal NRC 
memorandum, dated November 3, 2011, which provided the Mechanical & Civil 
Engineering Branch, Division of Engineering, NRR, input to NRC's North Anna seismic 
event safety evaluation report. These two documents include Dominion's evaluation 
and inspection plan regarding the North Anna Units 1 and 2, as well as NRC's 
assessment of Dominion's completed evaluation and inspection of Units 1 and 2. The 
NRC evaluation results showed that the NRC staff concluded that no functional damage 
occurred to either of the reactor vessel internals such that, "The resumption of plant 
operation will not result in undue risk to the health and safety of the public." 

OIG reviewed NRC technical evaluation, dated November 11, 2011, of the North Anna 
Units 1 and 2 regarding the restart of North Anna following the August 23, 2011, 
earthquake. The technical evaluation documented NRC inspection activities and 
conclusions supporting NRC's decision to allow North Anna to restart to include a 
conclusion regarding the functionality of the reactor vessel internals. The Technical 
evaluation explained in detail the inspection activities of both Units 1 and 2. The 
technical evaluation also explained why certain inspection results of Unit 2 would be 
representative of the findings for Unit 1. As authorized by Regulatory Guide 1.167, the 
Director of NRR determined that North Anna could be operated safely. 
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Due to the fact that NRR followed policies and procedures that NRC has in place for the 
restart of a nuclear power plant shut down by a seismic event and that NRR concluded 
that North Anna could be operated without undue risk to the health and safety of the 
public, it is recommended that this case be closed to the files of this office. 
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UNITED STATES 
NUCLEAR REGULATORY COMMISSION 

WASHINGTON, D.C. 20555..0001 

September 28, 2012 

MEMORANDUM TO: R. WR!iam Borchardt 
Executive Director for Operations 

$) 
FROM: Joseph A McMillan 

SUBJECT: 

Assistant Inspector General 
for Investigations 

UNAUTHORIZED SHARING OF NElWORK PASSWORD AND 
MISUSE OF E-MAIL SYSTEM BY AN OFFICE OF 
ADMINISTRATION EMPLOYEE (CASE NO. 12-12) 

Attached is an Office of the Inspector General (OIG}, U.S. Nuclear Regulatory 
Commission (NRC), Report of Investigation pertaining to unauthorized sharing of 
network password and misuse of e-mail system by an Office of Administration 
employee. This report is furnished for whatever action you deem appropriate. Please 
notify this office within 120 days of what action you take based on the results of this 
investigation. Contact this office if further assistance is required. 

The distribution of this report should be limited to those NRC managers required for 
evaluation of this matter. Neither the Report of Investigation nor its exhibits may be 
placed in ADAMS without the written permission of the OIG. 

Attachment: Report of Investigation w/ exhibits 

cctJ(?J(ci ~DM/DFS w/o exhibits 

CONTACT: Rossana Raspa, OIG 
415-5925 
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OFFICE OF THE INSPECTOR GENERAL 

Report of Investigation 

Unauthorized Sharing of Network Password 
and Misuse of E-mail System by an 
Office of Administration Employee 

------------...9 Case No. 12-12 

:o)(7)(C) 

~-----~ 

Special Agent (b)(?J(CJ earn ea r 

-= ;t;:? ::;: c/u,(i t_ 
'--J~ A. McMillan, Assistant Inspector General Date 

for Investigations 

THIS REPORT IS RELEASABLE ONLY BY THE U.S. NUCLEAR REGULATORY 
COMMISSION, OFFICE OF THE INSPECTOR GENERAL. 

THIS REPORT OR ITS EXHIBITS MAY NOT BE PLACED IN ADAMS WITHOUT 
WRITTEN PERMISSION OF THE NRC OIG. 

EXEMPT FROM RELEASE UNDER FREEDOM OF INFORMATION ACT 
EXEMPTIONS (5), (6) OR (7) AND PRIVACY ACT EXEMPTIONS 0)(2) OR (k)(1) 
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STATUTES, REGULATIONS, AND POLICY 

NRC Rules of Behavior for Authorized Computer Use, System Access, and Use, 
Dated May 19, 2012 

The following rules of behavior are relevant to NRC system access, and use. Users 
shall: 

• Adhere to all Federal laws, NRC security policies, standards, and directives. 
• Be responsible for all actions performed using his or her user account, and shall 

not allow others access once he or she has logged on to any system. 
• Follow established procedures for accessing information, including the use of 

user identification (ID), passwords, and other physical and logical safeguards. 
• Protect passwords (Including access numbers) from disclosure and shall not 

record them in writing or in electronic form except when they are protected 
against unauthorized access at a level comparable to the sensitivity of the 
information that may be accessed using the password. 

• Promptly change a password whenever compromise is known or suspected. 
• Protect passwords by not sharing them with any other person, including the 

user's supervisor or Help Desk worker. 
• Not use Internet and electronic mail for fraudulent or harassing messages or for 

sexual remarks or the downloading of illegal or inappropriate materials (e.g., 
pornography). Additionally, users shall not send or retain any such material on 
any Government system. 

Users shall not: 

• Divulge access information (e.g., login procedures, lists of user accounts) for a 
computing resource to anyone who does not have a need to know the 
information as determined by NRC management. 

NRC Management Directive and Handbook 12.5. "NRC Automated Information 
Security Program:• Part 2.5 

The NRC user rules of behavior are to be followed by all users of the NRC local-area 
network/wide-area network (LANJWAN) system and all users of any NRC AIS 
[Automated Information System]. Users shall be held accountable for their actions on 
the NRC LANNVAN system. If an employee violates NRC policy regarding the rules of 
behavior for use of any NRC AIS and the NRC LANNI/AN system, they may be subject 
to disciplinary action at the discretion of NRC management. 
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An AIS user-

• Shall protect all user IDs and associated passwords issued to him or her and will 
not disclose the password to anyone. Will change his or her password when a 
possible compromise is suspected and at least every 90 days. 

• Shall comply with all policies and procedures related to the security of 
NRCLANNVAN system data and NRC AIS's. 

• Shall safeguard passwords and user account numbers from other personnel by 
not disclosing them either verbally or in written form. 
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SUBJECT 

Office of Administration {ADM} 
U.S. Nuclear Regulatory Commission (NRC) 

ALLEGATION 

The Office of the Inspector General (OIG}, NRC, initiated this Investigation based on a 
proactive project to identify instances of computer misuse on the NRC m 
network DIG identified an NRC computer assigned to the (b)(?)(C),(b)(?J(DJ 

l(bJ(?)(CJ(b)(?JID) lttiat was used to obtain sexually~e-xp-..-ic_..,lt,.....o_r_se_x_u_a=11y_o.....,ri-en_t_e~d__, 
images using Google searches. 

FINDINGS 
(b)(7)(C).(b)(7) 

DIG found that (D) mproperly provided several of his co-workers with his twork 
r i h. was used by one co-worker (bJ(?)(C),(b)(?J(D) 

(bJl7J1cJ,(b)l7H0 > vi sexually explicit or sexua y onen images om 
October to Noveo.2011. (~<7 llCJ,(bJ(?J hared · ername and password with NRC 
employees in th o they could access th network resource mailboxes on the 
NRC e-mail syst , sed to process (b)(7J1cJ,(bJ(?)1,oi How ver a review of the Offi~ 
of Information Services (OIS) records confirmed _ (bll7HCJ,(bll7>10> had access to the 
network resource mailboxes without having to use (b)(?J(C),(bl(7J(D) ogm account information. 

(b)(7)(C) (b)l7) · I (b)\'7)(C) (b)(7)(D) ,,.:o 
1oi · · Isa admitted he forwarded t · e-mails containing sexually 
oriented images. OIG found 7 e-mails containing a tota lly oriented images 
,....,~~s~e~411y explicit videos that were forwa · (b)(?J1,c).(b)(?J(DJ account to l 
ibli7JICJ.(bl(7l(D) other non-NRC employees, and i~>(?)(CJ.(b)(?J person e-mail account on 
June . · September 29, October 6, and ovem er 18, 2011, and January 12, 
2012. ;~l,( 7 J(CJ.(b)(?) stated he often receives unsolicited e-mails of a sexually explicit nature 
from fnends and that he sometimes forwards the e-mails to other people. 

\ (b)(7)(C),(b)(7) 
, OIG conducted a separate investigation concemi (D) which is reported in OIG case No. 12-23. 
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(b)(7)1C) lb)(7) 
(D) 
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BASIS FOR FINDINGS 

Review of NRC Computer Assigned to (b)(?J(C),(bJ(
7

J(DJ 

A user profile contains specific information relating to that particular user, and computer 
activities conducted on the profile are saved to it. Such activities include Internet 
activity, e-mails, and documen · er profile and information on the hard drive 
were examined to determine i ~~\(?J(CJ.(bJ(?i earched for inappropriate material in the 
Government workplace using ovemment resources. 

(b)(?)(E) 

Review of NRC E-mails 
(b)(7)(C),(b)(7) 

OIG reviewed e-mail records fo (DJ relating to the computer misuse investigation, 
to identify instances of compute 1suse. The review identified the following: 

E-mail lnbox 
(b )(7)(C),(b)(7)1 D) 

• ,.--1.~H::O.&~'ll' explicit Images in 2 e-mails sent fro to 
n July 5, 2011 and January 12, 2012.~---
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Sent E-mail 

• 38 sexual! x lici · videos in 7 e-mails 
sent fro (b)(?)(C).(bJ(?)(D) ersonal e-mail, and 
to individua so s1 e e e e-ma1 s were sent on June 10 

I 

July 11. September 29, October 6, and November 18, 2011, and 
January 12, 2012. 

Deleted E-mail 

(For further details, see Exhibit 2.} 

Review of the Office of Information Services Customer Service Center Records 

OIG reviewed OIS Customer Support Center reco 
resource mailboxes and learned that the followin 

or information relating to the (~(?J(C).(b)(?) 
employees were given access to (DJ (CJ(bJ(?) 

e-mail accounts on the following the (b)(7)(C),(b)(7)(D) 

dates: 

(b )(7 )(C),(b )(7 )(DI 

(b )(7)(C),(b)(7)( D) 

y y 5/6/2009 8/27/2009 

y y 6/11/2012 6/11/2012 

y y 212112012 212112012 

(For further details, see Exhibit 3.) 

Review of Training Records 

0 G 
. ed . f . f th 'l Q 1· t . . d' . (b)(7)(C) (b)(7)(D) 

I review in onnat1on rom e 1 earn n me rammg system regar m L..,---=-=----' 

and found he completed the Computer Security Awareness training on March 25, 
2011, and January 4, 2012. This training consists of three parts: Computer Security 
Awareness; Safeguards Information; and Rules and Behavior Acknowledgement. which 
explains the rules on inappropriate computer use. 
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1alf7)(e) (Bl(J) 
!~7)1C) (b)(7) 
(0 
(bl(7)(C) 1b)(7) 

t~f(7)1C) (b)(7) 
(0) 

(b)(T11C) (b)(7) 
(0) 

~CIAJ{USEONLX=_QI(; INVESTIGATION INFORMATl_QN 
-~ 

(For further details, see Exhibit 4.) 

lnterviewo 
(b )(7 J(C),(b )(7 )(0) 

L.:---------.,..,..~·~-~~-~' ,.._..., had received e-mails from his brother with pornographic 
material inside ibJi?)(C),(bli

7
J,oJ nitially stated he would delete these · aining 

pornographic material, but later admitted he would forward them to i~)(7 llCl ibJl
7J and other 

people inside and outside of the NRC. 

(For further details, see Exhibits 5, 6, and 7.) 

(For further details, see Exhibit 8.) 

(For further details, see Exhibit 9.) 

, • • • (b)(7)(C),(b) 2 OIG conducted a separate mvestigation concerning 7 0 which is reported in OIG Case No. 12-23. 
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(b)(7)(C).(b)(7) 
(0) 

(~).(b)(7) 
(O)"'--

(b)(7)(CJ (b)(7) 
(0) 



(b)(7)(C).(b)(7) 
(D) 

(b)(Ti(C) lb)(7) 
(0) 

(b )(7)(C).(b )(7)(0) 

Interview o Supervisors 

(For further details, see Exhibits 10 and 11.) 

Interview o 
(b )(7)(C),(b )(7 )(D) 

(b)(7)(C).(b)(7) 
(D) 

/ 

(b)(7)(C).(b)(7) 
(D) 

(~)(Y,(C) (b)(7) 

:-;-;:;i,,...=-r.......,=...,.-,...--....,..-J (0)--

(bJ(?J(CJ.(bJ(
7

J(DJ initially stated he did not recall sending any sexu · · · ages to others 
\Tia e-rffiiif. However, when OIG described e-mails found I i~\<7 l(CJ,(bJ(?J e-mail account, "' 
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'(b)(7)(C),(b)(7) • • (b)(7)(C),(b)(7) 
._.(D~J __ -=-'recalled forwarding these e-mails. (D) stated he often receives 

unsoli ~Wil~..exio.Jk. $' e·mails from frien s, an e has sometimes forwarded the 
e-mails t 

(For further details, see Exhibits 12, 13, 14, and 15.) 

Department of Justice Coordination 

'>=.....-----.---,--,,.-,...-..,...----,,--,---.--,--..-----..-~~--------~haspro~deda 
anket dee mat1on perta1nmg o misuse o a overnment computer by ederal 

employees to view adult pornography, in lieu of administrative action. 
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EXHIBITS 

1. dum to File, Subject: Computer Forensic Report, NRC Asset Tag No. 
without attachments, dated February 7, 2012. 

3. Memorandum to File, Subject: Information Received from the Office of 
Information Services, dated June 13, 2012. 

4. Memorandum to File, Subject: Receipt of ileam Computer Security Awareness 
Training, dated June 19, 2012. 

5. Transcript of lntervie 
(b)(7)(C),(b)(7)(0) 

ated April 4, 2012 .. 
(b )(7)(C).(b)(7)(D) 

8. Memorandum of Re-lntervie~ ated May 16, 2012. 
I 

(b)(7)(C),(b)\7)(D) 

7. Signed, Sworn Statemen ated May 22, 2012. 

8. Memorandum of lntervie 

9. Memorandum of lntervi 

10. Memorandum of lntervi 

ated July 25, 2012. 

dated July 23, 2012. 
f;:;;;;2:::==::'.'. 

,b-:~=;=.,,,J 
(b}(?)(C), 

ated June 13, 2012. ·. 

11. Memorandum of lntervie (b)(?J(DJ dated June 4, 2012 .. 

12. Memorandum of lntervie 

14. Memorandum of Interview dated May 16, 2012. 

15. Signed, Sworn Statement dated February 23, 2012. 
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