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INCLUDED NRC OIG INVESTIGATION RECORDS - All Dated in 2012

Questionable Travel Claims by the Office of Nuclear Material Safety and Safeguards
Employees (OIG Case No. 08-51)

Proactive Initiative: Government Credit Card Misuse (OIG Case No. 10-06)
Possible Cost Mischarging by NRC Contractor: Lockheed Martin (OIG Case No. 10-45)

Misuse of NRC Citibank Travel Credit Card and Change of Station Fraud by an Office of
New Reactors Employee (OIG Case No. 11-01)

Disposition of Office of Investigations Cases by the Office of Enforcement
(OIG Case No. 11-27)

Misuse of Government Position and Unprofessional Conduct by Research Employee
(OIG Case No. 11-31)

Potential Region IV Manager Misconduct Involving Need to Know Investigative Information
Pertaining To An FBI Investigation (OIG Case No. 11-44)

Potential Ethics Violation (OIG Case No. 11-46)

Release of Predecisional Information Regarding Commission's Comsecy Vote
(OIG Case No. 11-47)

Time and Attendance Abuse and Inappropriate Relationships with Contractor Personnel by
NRC Computer Security Office Employee (OIG Case No. 11-61)

Misuse of Government Computer by an [REDACTED] (OIG Case No. 11-62)

NRC Chairman Direction to NRC Staff Regarding ACRS Review of the Japan Fukushima
Daiichi Plants Incident (OIG Case No. 12-005)

Conducting a Private Business at NRC Workplace During Official Duty Hours
(Case No. 12-06)

[REDACTED] NRC Employee Sleeping In His Office (OIG Case No. 12-11)

Alleged Inappropriate Images of a Sexual Nature on Government Issued Blackberry
(OIG Case 12-13)

Former [REDACTED] Deputy Director Falsifying Time and Attendance Information
(OIG Case No. 12-14)

Questionable Use of Travel Funds by Senior Regional Manager (OIG Case No. 12-39)

Continued Concerns of How NRC Handled Issues Regarding Vallecitos Nuclear Center and
Banda Group International (OIG Case No. 12-43)

Alleged Intimidation of the [REDACTED] by NRC Commissioner (OIG Case No. 12-62)

NRC Ol Investigation Did Not Address Concerns Raised at San Onofre Nuclear Station
(SONGS) (OIG Case No. 12-47)

Failure to Inspect North Anna Nuclear Plant Unit 1 after Earthquake (OIG Case No. 12-02)

Unauthorized Sharing of Network Password and Misuse of E-Mail System by an Office Of
Administration Employee (Case No. 12-12)
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PART I. -- INFORMATION RELEASED

No additional agency records subject to the request have been located.

Requested records are available through another public distribution program. See Comments section.
GROUP 1 Agency records subject to the request that are identified in the specified group are already available for

o public inspection and copying at the NRC Public Document Room.

GROUP | Agency records subject to the request that are contained in the specified group are being made available for
public inspection and copying at the NRC Public Document Room.

’GROUP

A
A
Records subject to the request that contain information originated by or of interest to another Federal agency have been
referred to that agency (see comments section) for a disclosure determination and direct response to you.

~ O O O

Agency records subject to the request are enclosed.

We are continuing to process your request.

See Comments.

HINpN

PART IL.A -- FEES

AMOUNT*®

¢ |:| You will be billed by NRC for the amount listed. None. Minimum fee threshold not met.
* See comments I:' You will receive a refund for the amount listed. I:' Fees waived.
for details

PART L.B -- INFORMATION NOT LOCATED OR WITHHELD FROM DISCLOSURE

I:' No agency records subject to the request have been located. For your information, Congress excluded three discrete
categories of law enforcement and national security records from the requirements of the FOIA. See 5 U.S.C. § 552(c)
(2006 & Supp. IV (2010). This response is limited to those records that are subject to the requirements of the FOIA. This
is a standard notification that is given to all our requesters and should not be taken as an indication that excluded records
do, or do not, exist.

Certain information in the requested records is being withheld from disclosure pursuant to the exemptions described in
and for the reasons stated in Part Il.

This determination may be appealed within 30 days by writing to the FOIA/PA Officer, U.S. Nuclear Regulatory Commission,
Washington, DC 20555-0001. Clearly state on the envelope and in the letter that it is a "FOIA/PA Appeal."

PART I.C COMMENTS ( Use attached Comments continuation page if required)
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Donna L. Seali ,(_/(/_ Y s - A A
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NRC FORM 464 Part Il : U.S. NUCLEAR REGULATORY COMMISSION [FOIA/PA
(©82013)  guumren, 2013-0192
g s RESPONSE TO FREEDOM OF INFORMATION ——
ﬁi@ ACT (FOIA) / PRIVACY ACT (PA) REQUEST Nov 67 81
PART II.LA -- APPLICABLE EXEMPTIONS
GROUP Records subject to the request that are contained in the specified group are being withheld in their entirety or in part under the
A Exemption No.(s) of the PA and/or the FOIA as indicated below (5 U.S.C. 552a and/or 5 U.S.C. 552(b)).

I:] Exemption 1: The withheld information is properly classified pursuant to Executive Order 12958.

I:] Exemption 2: The withheld information relates solely to the internal personnel rules and practices of NRC.

I:] Exemption 3: The withheld information is specifically exempted from public disclosure by statute indicated.

Sections 141-145 of the Atomic Energy Act, which prohibits the disclosure of Restricted Data or Formerly Restricted Data (42 U.S.C.
2161-2165).
Section 147 of the Atomic Energy Act, which prohibits the disclosure of Unclassified Safeguards Information (42 U.S.C. 2167).

41 U.S.C., Section 4702(b), prohibits the disclosure of contractor proposals in the possession and control of an executive agency to any
person under section 552 of Title 5, U.S.C. (the FOIA), except when incorporated into the contract between the agency and the submitter

of the proposal.

I:] Exemption 4: The withheld information is a trade secret or commercial or financial information that is being withheld for the reason(s}) indicated.

The information is considered to be confidential business (proprietary) information.

The information is considered to be proprietary because it concerns a licensee's or applicant's physical protection or material control and
accounting program for special nuclear material pursuant to 10 CFR 2.390(d)(1).

The information was submitted by a foreign source and received in confidence pursuant to 10 CFR 2.390(d)(2).

Disclosure will harm an identifiable private or governmental interest.

I:] Exemption 5: The withheld information consists of interagency or intraagency records that are not available through discovery during litigation.

Applicable privileges:

Deliberative process: Disclosure of predecisional information would tend to inhibit the open and frank exchange of ideas essential to the
deliberative process. Where records are withheid in their entirety, the facts are inextricably intertwined with the predecisional information.
There also are no reasonably segregable factual portions because the release of the facts would permit an indirect inquiry into the
predecisional process of the agency.

Attorney work-product privilege. (Documents prepared by an attorney in contemplation of litigation)

Attorney-client privilege. (Confidential communications between an attorney and his/her client)

I:] Exemption 6: The withheld information is exempted from public disclosure because its disclosure would result in a clearly unwarranted

invasion of personal privacy.

(A) Disclosure could reasonably be expected to interfere with an enforcement proceeding (e.g., it would reveal the scope, direction, and
focus of enforcement efforts, and thus could possibly allow recipients to take action to shield potential wrong doing or a violation of NRC
requirements from investigators).

(C) Disclosure could constitute an unwarranted invasion of personal privacy.
(D) The information consists of names of individuals and other information the disclosure of which could reasonably be expected to reveal

identities of confidential sources.

(E) Disclosure would reveal techniques and procedures for law enforcement investigations or prosecutions, or guidelines that could

reasonably be expected to risk circumvention of the law.

I:] (F) Disclosure could reasonably be expected to endanger the life or physical safety of an individual.

Exemption 7: The withheld information consists of records compiled for law enforcement purposes and is being withheld for the reason(s) indicated.

I:] OTHER (Specify)

PART II.B -- DENYING OFFICIALS

Pursuant to 10 CFR 9.25(g), 9.25(h), and/or 9.65(b) of the U.S. Nuclear Regulatory Commission regulations, it has been determined
that the information withheld is exempt from production or disclosure, and that its production or disclosure is contrary to the public
interest. The person responsible for the denial are those officials identified below as denying officials and the FOIA/PA Officer for any
denials that may be appealed to the Executive Director for Operations (EDO).

DENYING OFFICIAL TITLE/OFFICE RECORDS DENIED TN B

APPELLATE OFFICIAL

vﬁmm.lﬁﬁ' Assistant Inspector General for Investigations Group A I:] I:]

LIl

L[]

N

Appeal must be made in writing within 30 days of receipt of this response. Appeals should be mailed to the FOIA/Privacy Act Officer,
U.S. Nuclear Regulatory Commission, Washington, DC 20555-0001, for action by the appropriate appellate official(s). You should
clearly state on the envelope and letter that it is a "FOIA/PA Appeal.”

NRC FORM 464 Part Ii (08-2013)
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< w 'g' WASHINGTON, D.C. 20555-0001
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OFFICE OF THE .
INSPECTOR GENERAL April 10, 2012

MEMORANDUM TO: R. William Borchardt
Executive Director for Operations

T —
FROM: Joseph A. McMillan

Assistant Inspector General
for Investigations

SUBJECT: QUESTIONABLE TRAVEL CLAIMS BY THE OFFICE OF
: NUCLEAR MATERIAL SAFETY AND SAFEGUARDS
EMPLOYEES (OIG CASE NO. 08-51)

Attached is an Office of the Inspector General (OIG), U.S. Nuclear Regulatory
Commission (NRC), Report of Investigation pertaining to questionable travel claims by
three employees of the Office of Nuclear Material Safety and Safeguards.

This report is fumished for whatever action you deem appropriate. Please notify this

office within 120 days of what action you take based on the results of this investigation.

Contact this office if further assistance is required.

A copy of this report was also provided to the Office of the General Counsel (OGC) for
civil action consideration under the Program Fraud Civil Remedies Act, and any other
action taken in response to this report must be coordinated with OGC.

The distribution of this report should be limited to those NRC managers required for
evaiuation of this matter. Neither the Report of Investigation nor its exhibits may be
placed in ADAMS without the written permission of the OIG.

Attachment. Report of Investigation w/ exhibits

{(bHTHC)

cc: }OGQ,, w/ exhibits
()THC) ]ADM/ﬁFSIPSB w/o exhibits

CONTACT: Rossana Raspa, OIG
415-5925
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OFFICE OF THE INSPECTOR GENERAL

Report of Investigation

Questionable Travel Claims by the
Office of Nuclear Material Safety and Safeguards Employees

[(b>(7><c>
Case No, (8-

BTHS)

BYTHC) Special Agent’) ) Team Leader
\ﬁ_pv.. ‘ = T
7 1 X2

Joseph A, McMillan, Assistant Inspector General Date
for Investigations

THIS REPORT IS RELEASABLE ONLY BY THE U.S. NUCLEAR REGULATORY
COMMISSION, OFFICE OF THE INSPECTOR GENERAL.

THIS REPORT OR ITS EXHIBITS MAY NOT BE PLACED IN ADAMS WITHOUT
WRITTEN PERMISSION OF THE NRC OIG.
EXEMPT FROM RELEASE UNDER FREEDOM OF INFORMATION ACT
EXEMPTIONS (5), (6) OR (7) AND PRIVACY ACT EXEMPTIONS (j)(2) OR (k)(1)

THIS DOCUMENT IS THE PROPERTY OF THE NRC. IF LOANED TO ANOTHER AGENCY iT AND ITS CONTENTS ARE NOT TO BE REPRODUCED
OR DISTRIBUTED OUTSIDE THE RECEIVING AGENCY WITHOUT THE PERMISSION OF THE OFFICE OF THE INSPECTOR GENFRAL
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Questionable Travel Claims by
the Office of Nuclear Material Safety
and Safeguards Employees
Case No. 08-51

April 10, 2012

THIS DOCUNENT IS THE PROPERTY OF THE NRC. iF LOANED TO ANOTHER AGENCY IiT AND ITS CONTENTS ARE NOT TQ BE REPRODUCED
OR DISTRIBUTED QUTSIOE THE RECEIVING ABERCY WITHOUT THE PERMISSION OF THE OFFICE OF THE INSFECTOR GENERAL
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STATUTES AND REGULATIONS
5 CFR, Part 2635, Standards of Ethical Conduct for Employees of the Executive Branch
SECTION 101, Basic Obligation of Public Service (subsections 5, 7, 9, and 14):
“(5) Employees shall put forth honest effort in the performance of their duties.”
*(7) Employees shall not use public office for private gain.”

“(9) Employees shall protect and conserve Federal property and shall not use it for other than
authorized activities.”

“(14) Employees shall endeavor to avoid any actions creating the appearance that they are
violating the law or the ethical standards set forth in this part. Whether particular circumstances
create an appearance that the law or these standards have been violated shall be determined
from the perspective of a reasonable person with knowledge of the relevant facts.”

41 CFR, Subpart F, The Federal Travel Regulation (FTR)

Chapter 301, Temporary Duty (TDY) Travel Allowances:

§301-2.1 Must | have authorization to travel?

Yes, generally you must have written or electronic authorization prior to incurring any travel
expense. If it is not practicable or possible to obtain such authorization prior to travel, your
agency may approve a specific authorization for reimbursement of travel expenses after travel
is completed. However, written or electronic advance authorization is required for items in
§301-2.5(c), (i), (n), and (o) of this part.

§301-2.2 What travel expenses may my agency pay?

Your agency may pay only those expenses essential to the transaction of official business,
which include:

(a) Transportation expenses as provided in Part 301-10 of this chapter;
(b) Per diem expenses as provided in Part 301-11 of this chapter,;
(c) Miscellaneous expenses as provided in Part 301-12 of this chapter; and

(d) Travel expenses of an employee with special needs as provided in Part 301-13 of this
chapter.

1
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§301-2.5 What travel arrangements require specific authorization or prior approval?
You must have a specific authorization or prior approval for [among other things]:

(9) Use of a rental car;

(m) Travel expenses related to travel to a foreign area;

§301-10.6 What is my liability if | do not travel by the authorized method of
transportation?

If you do not travel by the method of transportation required by regulation or authorized by your
agency, any additional expenses you incur which exceed the cost of the authorized method of
transportation will be borne by you,

§301-10.7 How should | route my travel?

You must travel to your destination by the usuaily traveled route unless your agency authorizes
or approves a different route as officially necessary.

§301-10.8 What is my liability if, for personal convenience, | travel by an indirect route or
interrupt travel by a direct route?

Your reimbursement will be limited to the cost of travel by a direct route or on an uninterrupted
basis. You will be responsible for any additional costs.

§301-11.20 May my agency authorize a rest period for me while | am traveling?

(a) Your agency may authorize a rest period not in excess of 24 hours at either an
intermediate point or at your destination if:

(1) Either your origin or destination point is OCONUS;

(2) Your scheduled flight time, including stopovers, exceeds 14 hours;
(3) Travel is by a direct or usually traveled route; and

(4) Travel is by coach-class service.

(b) When a rest stop is authorized the applicable per diem rate is the rate for the rest
stop location.

2
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§301-11.21 Will | be reimbursed for per diem or actual expenses on leave or non-
workdays (weekend, legal Federal Government holiday, or other scheduled non-
workdays) while | am on official travel?

(a) In general, you will be reimbursed as long as your travel status requires your stay to
include a non-workday, (e.g., if you are on travel through Friday and again starting
Monday you will be reimbursed for Saturday and Sunday), however, your agency
should determine the most cost effective situation (i.e., remaining in a travel status and
paying per diem or actual expenses or permitting your return to your official station).

(b) Your agency will determine whether you will be reimbursed for non—workdays when
you take leave immediately (e.g., Friday or Monday) before or after the non-workday(s).

§301-10.450 When and from whom may ! rent a vehicle for official travel when
authorized?

(a) Your agency must determine that use of a rental vehicle is advantageous to the
Government and must specifically authorize such use.

§301-52.11 What must | do to chailenge a disallowed claim?

You must:

(a) File a new claim.

(b) Provide full itemization for all disallowed items reclaimed.

(c) Provide receipts for all disallowed items reclaimed that require receipts, except that
you do not have to provide a receipt if your agency already has the receipt.

{d) Provide a copy of the notice of disallowance.

(e) State the proper authority for your claim if you are challenging your agency's
application of the law or statute.

(f) Foliow your agency's procedures for chailenging disallowed claims.

3
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(g) If after reconsideration by your agency your claim is still denied, you may submit
your claim for adjudication to the GSA Board of Contract Appeals in accordance with
48 CFR Part 6104,

§301-52.12 What happens if | attempt to defraud the Government?
(a) You forfeit reimbursement pursuant to 28 U.S.C. 2514; and

(b) You may be subject under 18 U.S.C. 287 and 1001 to one, or both, of the following:
(1) A fine of not more than $10,000, or
(2) Imprisonment for not more than § years.

NRC Management Directive 14,1, “Official Temporary Duty Travel,” Parts 3, 4, and 5 are
consistent with the above regulations.

4
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SUBJECTS

BITHCLBRTHD)

Office of Nuclear Material Safety and Safeguards (NMSS)
U.S. Nuclear Regulatory Commission (NRC)

(bYTHCLBYTHD)

TNMSS/NRC

BHTHTIHBHTHD)

NMSS/NRC -
ALLEGATION

This Office of the Inspector General (OlG), NRC mvestogatlon was initiated based on
information provaded b . S reviewed travel vouchers
py 7 (CHEHTNE] or a trip that was taken to

| According to NMSS supervisors, the three empioyees were
attempting to claim expenditures on their travel vouchers to which they were not entitled
based on applicable Federal regulations, including the Federal Travel Regulation (FTR),
and NRC Management Directive Volume 14, “Official Temporary Duty Travel.”

wer
(OUTHCHIDNTHD)

FINDINGS

BT GBI HO)
OIG determined thal were authorized to travel to

[PRTHCUBITIO) [for the official Government purpose of visiting two nuclear
facilities run by the AREVA Corporation and located in> 71701
However, during the approximate 2-week period of travel, all three employees incumred
and claimed expenses not related to their official Government purpose.

OIG determined that alil three employees spent several, extended periods of time in
ENCOEMOT I that were unnecessary and unrelated to the official purpose of their
travel, while claiming Government per diem at the{ rate for this time.

{BHTHC)(BUTHD)

(O)7HTLBHTHD)

¢ First, all three employees arrived early in #at the start of their trave pe ' d

without justification, and spent periods of up o 2% days on per diem in'
prior to departing on Monday, >/ ®/1© Ifor their first official duty Iocatson
5
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T ) BINIC). ) i . e
inwhlch was|(7)0) approximately 430 miles to the south. This time
spentin|  |did not mee; ;e criteria set forth in the FTR for authorization as an

official rest stop eligible for payment of per diem.

¢ Second, all three
their first week in ﬁm) after completing their work i
the purpose of reviewing documents at an AREVA office in the
However, OIG determined that this document review did not occur. Moreover

LYTHC).(b)

2es retumed to

on the Frida

(bUTHC).(b)HTHD)
(L)THC)LENT)

of
supposedly for
| lsuburbs.

(D)

OIG determined that the employees knew prior to their departure for(/'C/ fthat
this document review was not scheduled to occur. The employees spent that

Friday and the ensuing weekend in;)
addition, a local holiday not observed by the U.S. Govemment occurred on the

following Monday|®""(©&)O) nd on that da

L
7HD)

nd did not perform any work. In

y the empl s also did not
work. Ol ined that, while en route from ™7 (©-EX7(D) on
[ SRE

Tuesday|
sightseeing and leisy
driving time between

(BYTHC).(BYTHD)

.al.l _three employees participated in personal

he approximately 4 hours of actual
While per diem is authorized for non-

workdays occurring within a period of official travel under FTR §301-11.21,
multipie days were spent in a non-work status and no leave of any kind was
taken during this period.

e Third, after completing their work inn mumdayl(b)m(c)'(bw)(D)
each of the three employees stayed in
of their travel period for 1 to 2 additional nig

(b)7)C).
(b7ND

DY7HC),

on Government per diem at the end

» without need or iustification, prior
ming to the United States. This occurred betweer(g. '~ ©""' land]|57C/ 7
" . {(E)THC)-(B)T D)
In addition, OIG determined thanapp

train ticket used for one segment of ground travel
availability of a vehicle which had been rented byj(?)

ropriately claimed the cost of a-
ithin 22©® Inotwithstanding the
DTNC) BN =

OIG also determined thatgwxo) ad misused his Government travel card in connection '
with the trip by charging aTick&tTor his wife using the Government travel card.[2/7©®I0)
had the charge for his wife's ticket removed after the fact and claimed that the chargin

of his wife’s ticket was a simple error.

OIG determined that each employee received the following reimbursements for travel
expenses which they were not entitled to receive:

{BXTNC).(b)
& |(7)XD)

14
tlaimed and received a total of (D)

receive.

6
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that he was not entitled to

THIS DOCUMENT IS THE PROPERTY OF THE NRC. IF LOANED TO ANOTHER AGENCY IT AND ITS CONTENTS ARE NOT TO BE REPRODUCED
OR DISTRIBUTED OUTSIDE THE RECEIVING AGENCY WITHOUT THE PERMISSION OF THE OFFICE OF THE INSPECTOR GENERAL

"OFEICIALUS

JiSE-ONLY -GG INVESHGATION NFQRMATISN

(B)THC) (bXTHD)

(BYUTHC).(bXT D)

(bY7HC).(bUTHD)



o IAA USEON INVESTIGATION |

(b)(7XC).(b)7) . . (BY7XC).(B)(7) .
* D) laimed and received a total of|5, that he was not entitled 1o
receivé,
(BUTHC).(b)THD) . . )7 )IC)bXT
. laimed and received a total of|o) that he was not entitled to

receive.
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BASIS FOR FINDINGS
Background

in the planning and conduct of this trip, the employees were required, under their basic
obligation of Government service, to exercise prudence and good stewardship of
Government funds. Under 41 CFR and NRC Management Directive (MD) 14.1,
employees are required to utilize the most direct and least expensive means and routes
of travel while on official business and any additional costs incurred by an employee
must be paid personally by the employee.

OIG learned, based on a review of the applicable trip report, travel authorizations, and
vouchers that the official purpose of this trip was to visit and perforrn work at the AREVA

nuclearfacnlmes in|P7OEXTIO) lover an apprm( y 2-week
. . b)(7)
7

period in The pencrisnenlﬁn_mulaj[o or working in as from
Monday, to Thursday”'""“ The period spent en route to or
working in was from Tuesday 2" to Thurc.dav EITACHEATIO)

Thus, to accommodate these activities, the minimum time in oS Inecessary would
have been f which would have allowed Sunday,|®/7(©®7) | and
Friday B 50D to be used as travel days. Appr0pr|ate per diem rates

thro ho t entire period would have been the ge ate for apphcable to
both PI7HD) The general rate f0|s $99 for meals and (6}(THC) (6X7HD)
| expenses (M & IE) and $161 for lodging. The higher per diem '
ﬁ?{ﬁQ, M) [E\I/vould not have been available given that the work locations wer#r o fand

BH7HC)LBHTHD)

(For further details, see Exhibits 1 through 4.)

The travel authonzatlons NRC Forms 278, for this trlp were substantlally similar with

b;(? HC)(

NMSS. The start date ‘b’m‘c BT [orINCIETIT— Tand the end dates

were eﬁhel‘m” ©® | The actual duty poglijd&nliﬁﬁd_m%
18 of all three travel authorizations were|®!(©®7(B)

®I7)CIEBN D) The itinerary was presentie_cL_ll:l_SzLQQ!\A_QnJalllb_uiel[ayﬂ_l_~‘7
authorizations as Rockville (origin duty station]”"“®7(®)

Rockville (return duty station). The purpose
authorization stated, “Purpose: site visits at
BXTICHBITHD) |Box 22a is checked on each authorization to
authorize the reimbursement of common carrier expenses, in this case airline tickets,
with a notation in box 25 reading, “Below contract carrier fare,” with handwritten
annotation by unknown persons on unknown dates indicating, “Employee paid for his

(BITHC).(bXTHD)

8
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. (O}7NC), ®)ICILE) .
own airline ticket.” Box 22c of the authorizations for both|ic)7)0) Lnd (7)D) ils
checked to authorize the relmbursement of rental car expenses, with a notation in box
25 reading, “Local transportation needed between traln-statlons and multiple sites and
any schedule changes.”|*'"“®17® | did not have this endorsement on his
authorization The authonzatlons fo are nearly |dent|ca| with the

provide an authorized maximum cost_in box <
' Fon'n 279, in box 13d, which does not

authorized maximum cost o e
include rental car expenses, 1§~ \<-®70O) These travel authorizations were approved

with availability of funds to travel onl A7)

(For further details, see Exhibits 5, 6, and 7.)

“Request for Approval of Foreign Travel,” for(b) oy approved on |

eads in box 10, “Purpose of Travel,” as follows:

, ®)7HC) B)7ND) . . )
The clause regarding the ‘locatlon refers to an AREVA office nea

and was relied upon by the employees in including in their itinerary midway ©ATAC)HITHO)

through the trip. The propos of thi includes
[BI7IC))7T0) lfor the dates ™" NO) and PIDC)EXTHE) for the
dates|"71C1EAND) However, the auth trip as a whole covers the
dates[? 7 C1EITNI0] specifying arrival in " 1and contact with AREVA
staff o7 CIBID)

(For further details, see Exhibit 8.)

Overview of Actual Travel and Claims

BXHCIEITID) [
In reviewing the travel vouchers submitted b} OIG ¢

learned that all three employees bought commercnally available airline tickets g2 (©CX"
that were not Government contract/city pair fares, justifying these as having face values
of less than the contract fare, and claimed them as common carrier expenses for
reimbursement on their vouchers. This was in accordance with the endorsements on

9
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each employee’s authorization. in addition, Ol 3 lear ed that one employee claimed
reimbursement for a train ticket for travel withi that was unnecessary given the
availability of a Government-paid rental car.

BXTHC).(bXT) I

three employee (b ehumen -

T
®)THC),

I land ar?xed_lﬁgb)( betwee (e etn IAII spent 1 or

more days in n per iem, |nclud1ng odglng, prior to departing for their ﬁrst official

duty sta on®CHEID) All three employees spent the p
as

Mondaylgb b’ fo Thursday|'“**" |either en route to or working at|>

authorized, and teg timately claimed per diem_and expenses related to their work for

jod. All three employees thenwentto _ |on Friday,2”°®7 |and remained =~ ©'7*<®7
from that day through Monday AN Ton per di

OIG noted that Monday| "
which is not observed by U.S. Government employees. All three

(BYTHC).(LXTHD)

station, remaining there on work status, as authonzed through Thursday,

and legitimately claimed per diem Xpense: We" work for that period. All
Y.l

ree employees then returned to on Frida and spent 1 or more days
in|*""

on per diem prior to depa rtlng for home, with all employees arriving in the
United States on eltheror| JB)7I0) [

(For further details, see Exhibits 2, 3, 4, and 9.)

employees departed on Tuesday| 397 ffor[R7CLOT) |their second official cl7
ﬁ) ]

E-mails Among Empioyees Regarding Travel

E-mails obtained by the icated that all three employees were aware prior to
departin fo that er diem was not authorized for the p‘_eummaji_n_@d]ed
Friday/ 2! to Monday|2"©*X" | A series of e-mails sent gn|®< 1)

among e indicate that had become
aware that the apphcable M & IE rate for|>/©-®1DO) n his and5)C® ltravel

ad been reduced to the lower general rate fromi e higher| | ©7"¢0m®
info ', bof this, and toldof complalmng about the change

to hns supervisor. | X7 [added that his supervusor im that the .
did not have to stay in in the cou eir tripJo @7 tesponse tdio
announced his intention to “put the full per diem on [ ucher anyway and ‘
posed the question, ‘what if we determine we have to go to headquarters in PITHC (KT O)
l‘ NC) BY7XD) after all'?"also stated | ther e-mail to both
bX7C)HENTID) [“Ii)f we end up having to go t then we should get EITAC) ONTHEY

(bXTHC)LBHTHD)

for lodging at the,
sent an e-mail to

rate. If not, we might have to eat the difference.”

I stating his concurrence with that position.

(For further details, see Exhibit 10.)
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: JEUTHOENT - BYTC) BT D)
Interviews of Dealig® and

o)
AREVA employeesl wére the primary poin ontact at AREVA
for the trip and accompanied the empioyees on the actual travels DEEs stated that

T N

some docu the NRC employees would need to review were Tocated at AREVA's
office in th etropolitan area, nd woule have required the employees to spend
time in the 7<) “rea. However, bot o) O andENCIEIN kold OIG that the NRC

1"1- € notified approx1matel)r weeks before the trip nata )('> )

(BX7XCYBXTHD)

stated that in late January, after conferring with ersonnel, twas
determined that all documentation needed for the review would be available at the
|EHTXCIENIO) locations. They stated that there was no possible way that the
NRC employees would not have known this fact because they would have needed the
information in advance to properly plan their trip to|®/(C17(D)

(For further details, see Exhibit 11.)
(B)XTHCI BT HD)

interview o‘

[(b)(?)(c bY7)(D)

0ITHC){0) MSS, who supervised the employees at the time their clai > filed,
stat that the employees led her to believe that a visit to the AREV& oi7io) location
would be necessary, an that the did not know that it would not be necessary until the
travel was underway. (e ]found that this was not the case by contacting
®INEHENND) who o e employees were notified in late January of the
—ﬁi@: CIMCLEINO provided a copy of an e-mail exchange between herself

and| o) flecting that the change in itinerary was known 6 weeks in advance of
trav

(For further details, see Exhibits 12 and 13.)

HTHC)LBHTHD)

Interview oﬁ

S BT
P EIDE) iho was untilsy" ™" Jthe Director of{o)7 nd approved by signature all
ed to this trip, stated that the employees who partucupated in

tra BT BT atjons re
the ip to|v.75, Were all briefed specifically in preparation

(7)(C).
the use of frains, rental cars, and AREVA courtesy transportation while i

!\b)(7)< CLBXTD) |

®INCLRIND) Talated that he became aware of the issues with th travel to| PXIC)BATIO]
once the employees began to submit their travel vouchers.fg)i AC "stated that he
and the first-level supervisors who dealt directly with the employees were not happy
about the expenditures that the empioyees were attempting to claim on their travel

11

THIS DOCUMENST IS THE PROPERTY OF THE NRC. IF LOANED TO ANOTHER AGERCY IT AND ITS CONTENTS ARE NOT TO BE REPRODUCED
OR DISTRIBUTED QUTSIDE THE RECEIVING AGENCY WITHOUT THE PERMISSION OF THE OFFICE OF THE INBPECTOR GENERAL

\OFFl;z‘lh.\uss ONLY< OIS INVESTIGATION INFORMATION



?FFICIALA)SE\O/NLY\-\I(}/ \EMQR%GN
c

vouchers( PIEHEIT® id that he had several meetings wit <b><7 Fegardmg the
issues on the travel vouchers and made it clear to the employees that they had take
iiberties that Government employees on official travel should not be taking.|®"©®70)
stated specific examples of issues that he believed to not be supportable such as
extended hotel stays, per diem fo when there was no official business there,
rental car expenses plus gas, parking, and the overall amount of personal days versus
official workdays MXplamed that he told|;;)75) that he would need to give
cation for all expenditures that he wished to claim on his travel
stated that he told §b§(7§§82 that he had to have all the travel

eIVISOrs first before coming to him. | tated
with a reclaim travel voucher for him to sign.
~ had already had the reclaim travel
nervisor and that this supervisor approved
stated that he signed and approved it to

(bX7HC)LBYTHD)

(b}

A TNCLB (7
the voucher. Based on this belie <D’f feMeAm

be processed for payment.

(For further details, see Exhibit 14.)
BITHC) BT D)

Interview of|
BY7NCILBNTHD)

Office of the Chief
“Financial Officer (OCFO), NRC, explained that the Prudent Employee Rule, as provided
in NRC MD 14.1, applies here. This ruie states:

Employees are expected to exercise the same care in incurring expenses
as a prudent person would exercise when traveling on personal business.
NRC will NOT accept excess costs, circuitous routes, delays, or iuxury
accommodations and services under this standard. Employees shall be
responsible for excess costs and any additional expenses incurred for
personal preference or convenience.

(BX7HC)()(7HD)

aid that the appropriate travel scheduie, based on the employees’ actual

work-related activities, would have included departure fr United States on
Sunday|®/7(C)EX7I0) ith Monday moming arrival i and continued el on
SO emplovees would be ready f Tuesday,
S0 ]stated would have been <
the appropriate day; after completing work i |y (HEXT) ursday, an early morning

dep for the approximate 4-hour drive to?)/ ' was 1Feas‘le it multiple flights

from 51715, to the United States available throughout the day(2,“”") |advised that the
GH7TCLETID)  genera er diem rate would apply throughout the trip and that % of the general
GI7©® M & IE rate would be available for the first and last day of the trip. - The higher

rate would not properly apply at any time.

CHENORLVES (s}

(For further details, see Exhibits 15 and 16.)
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ITHCHDHTHD)

. BITCTBHTID]
Details of
T EXTVC).(0) o . .
Based on a2 eview o710 travel authoriza ] claim a , OIG
). N ( (. BNTICH{B) 3
leamed thal;7)5) was authorized to travel to|;)7)5) petween™""<®"™! nd
[BXTHCHBYTND) His time in5/0' s reflected in the Tollowing calendar:
BHTHCL.BNT)
© el Calendar
"“T-:wmj(i?)(7}{0}\@){7}{0)
1
2 3 4 5 6 7 8
9 10 1 12 13 14 15

O ™Y IR
X —
24 ‘
L5 Local BITHC)BYTIO)
day. { holiday U.S.
| workday
30 31
Actual travel |
(U7 HCLDKT) . oW TN (037 HCY. .
(D) initial travel voucher claim was filed or[>'C @70 lapnd® 08 lwas paid

lgb)(?}(@)(b)(?}(.}) Icn (BRTHCHEHTED]

His initial claims were higher, but some expenses were

disallowed, as indicated in handwritten changes made bz{%ggﬂm%%ésnnjel. He then
i ‘ seson ' land was, as a

filed a reclai _a portiol \

result, pai;fuig;?%;c:-:.:ma‘pﬂm> on«'.bxvxc}‘zbbmm ‘;Iaimed Tlmam‘wf‘ days per
diem, including 2 days' lodging, a ates for the dates|”©®7®  To arrive on
time to work at®7"© " on Tuesday, o' **” \would have required only % day M & IE

at the/ 517/ ®

BHRIRCTBNT) |,
o)

(BHHCH.{b)

the 7o) rate for the date then filed a reclaim
and w 7 rates 101 3 . While 2 of these days were weekend days,
Fridayio, and Monday were United States workdays,

13
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limited per diem to the general rate fi

,,,,,,,
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notwithstanding thatie, " lwas a\_l O EXTIE) | His initial claim properly

oLixs: |applicable to|™7©)-®NNE)

however, on reclaim he sought and received®)"<) rates for that period.

(bX7HC.(b}
(7)D)

slai

“Yor the date

flown home no later than Fnday

BY(7NC.B)(7 D}

(7) W
The following table capturej per diem claims, along with per diem amounts that
OIG found to be mission e ial through review of the authorization, voucher and trip

(B}7)C

).00)(7

(B)(7XD)

2% days per diem, including 2 d ' lodging, at  Tates
n of his work i SO he could have

rates.

requiring only % days per diem at

reports, and the applicable per diem rates. The “Variance” column which reflects the

difference between the “M
diem reimbursements that|;) 7))

issi ssential” column and the “Paid” column, lists the per
' received but was not entitied to receive. For days

where the “Variance” column reads “OK," the traveler claimed, and was paid, less than
the maximum per diem, and the difference is not included in the total variance.
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BHTC)-BYT)D)
Per Diem Claims and Reimbursements
"Date ' Mission Claimed |Reclaimed | Paid 1 Variance
| | Essential
BITHC)LBYTND)
®Y7IC ()

J

In addition|(® rented and operated the authorized rental car for the three
employees. OIG learned that the employees were authorized a full-size automobile,
which was upgraded to a larger van in order to accommodate the employees’ spouses

and their luggage.
(bUTHC)AB)

R HCIBNT) BICLE)T) . :
( that he was not entitled to receive for theli7)p;

) \received a total of | p)
[(b)(7)«c>,(b>(7>(D> rtl’ip.

(For further details, see Exhibits 2, 5, and 17.)

(PUTHC L)
f70)

interview o

BT )
o advised OIG that the purpose of the official trave! td

to visit the AREVA nuclear facilities of |?7(©®17iD)

(BXTHC) BY7)D) LN
as

186
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(BY(THCI{bKTND}

X, '
Althougﬁ<b>< D) ladmitted that he had significant input into the planning of the travel, he

frequently attnbrons on various aspects of the schedule to AREVA
_7) D

4 . (bX7)( C),(b)
representatives Iaumeg t7nat the initial, 48-hour period oﬂ -

upon arrival on Saturday prior to reporting for work in as justified
because he wrote tha a me rame into his travel authorization and it was approved by
NRC management.also took the position that an extended rest period was
justified because of the difficulty of dnvrng severa h ing w miles in an unfamiliar
country after an ovemight flight w 7 (o admitted that the rental
vehicle used by the employees in <7 D) as upgrade om the authorized full-size car
to a van in order to accommodate the employees wives.

(BY7)(C).{b)

asserted that he was unaware that the document review in th (b <C ) |area on

PITICLEINTIO) Ivould n time that pIannrng began for the trip
early i ntil he arnvedr THEMENTIE) uld no n why communications
between NRC management and AREVA representatives|” reflected
that th ctivity was canceled apprpximately 6 wee pIoyEes

(BX7HC)bXTHD)

departed, and why

¢ document review were inaccurate and a product of

personnel regarding the(, (/'

"hindsight."

R NCI BT . BI7C) B0
( ad

D) itted e took the off rather than
traveling to| and en‘ormmg work on that day|5X1©)) asserted that this was
justified because the>) * hosts would be unavailable on that day, and because the
itinerary was @hat way” by the AREVA representatives and appro

7D

C
management admitted that he did not on Tuesday, Egi”‘c’ P17 Ithe
day the employees drove from|®7)/eX1O) Iso acknowledged that the
group stopped at the tourist attraction of |*//(}&)7XE) |for a number of hours during
the course of that day for a meal and other non-work activities,

e b ] EXHC)BITID) C
(7D cknowledged purchasing an airline ticket in for his wife with his

Government travel credit card, but attributed this to an error by the airiine, which he later
took action to correct and to have the charge on the Government card removed. He
stated that he was trying to purchase tickets for both himself and his wife, with only his
credit card. This purchase was for the flight to ‘:E TS Jor the
TAO BITHD) tnp]f;)%)c”b admitted that all three employees for that trip purchased airline
rom online vendors and not through the official Government travel agent.
tated that the purchased tickets were below the contract fare rates, and
admrtted that while he “felt good™ about saving the Government u . . part of the
reason for doing this was that he was traveling with his spouse.; Iso
acknowledged that unlike the use of a Government contract ticket, th|s practice poses a

risk of his losing the airfare paid or incurring change fees in the event of changes to the
trave! itinerary.
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E?ﬁé)fc)‘b istated that he filed a reclaim for expenses mcurr on th '7 n is branch
chiefhad initially denied. This reclaim was approved by("" - c( )f,;) ___ldid not
elaborate on his reasons for filing a reclaim but stated tha x‘c nd “Travel!
[auditors or reviewers]” decided the reclaimed expenses were appropriate.

(For further details, see Exhibit 18.)
. BI7IC) B)7)D)
Details of Travel
. BT HCIBIT)
Ba ed on a review of|D» travel a )C ation and cl lm vouch r.OIG le
tha,z\m‘ ) \was authorized 1o travel tal7)o)~ © bpetween|® /S EINDN " gpg [BINCIEIT)
[PITHCMBATID) rived i) D¢ a day before the other employees and spent that
OITHCHBITID) addmonal time inoL7\S)" [claiming r diem for a portion of that time. His time in
[FI59® Jis displayed in the following calendar:
i
| v lendar
1 7XC)L(BXTXD)
1
2 3 4 5 6 7 8
9 10 1 12 13 14 15
Actual travel | Exira day __| Extra day
RS, | 4 B 4 e e e 22
S{BITICIBNTND)
Regular
24 | ciolgs | Tggy A gy f'-?‘» 1 29
Local ®X7NCIENT D) :
Regular day | holiday U.S. Feas:ble ‘] Actual
off workday travel . travel
30 31

(BHTHC)B)THD) BRTRC) (N7 ND)

OIG learned tha ravel voucher claim >c><> d on ) roved
. . 3 (b { 73
via signature of BI7HC).BYTHD) |and was pald by , on T BT

EATHEHENTHE) claimeéd 1% days per diem, including 7 night's lodging, for
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(bH7WCHL{XT) . . . .
Thursday ;D)» 1o and Fnda He did not claim any per diem or lodging for
Saturday, 'él or Sunday, _ To arrive on time to work at5/7/“® on
Tuesday/|D)/7CHE would have required only % day's M & IE at the§$§§;’)<c>~<b) rate for
Sunday,1<b><7><0>v<b><7><D> ] {

BN HCI BT ND)

(OXTHC). ®NCI BT}
aimed 4 days per diem, including lodging a{®"'® rates for the dates|io) !

hile 2 of these days were weekend days, Friday[E77/C) <b |and Monday,

LINCLBTIO) \were United States workdays, notwithstanding hat\(b b)(7)D) |
1<b)(7><C>,<b)<7><D> 1

BUTSTET0) Liaimed 1% days per diem, including Iodm at rates for the dates (DAL OXTHD)
PTCE@OD TUpon completion of his work in|®7© ®I1©) kg gould have flown home no

later than Friday,p. “"®"”  fthereby, requiring only ’4 days per diem at the[®7CI 170

rate.

BXTNCHBNT)
The following table captures|®) er diem claims along with per diem amounts
that OIG found to be mission essential through review of the authorization, voucher, trip
report, and the applicable per diem rates. The “Variance” column, which reflects the

difference between the “leffor)\(g(s?entlal” column and the “Paid” column, lists the per

diem reimbursements thal| received but was not entitled to receive. For days
where the “Variance” column reads “OK”, the traveler claimed, and was paid, less than
the maximum per diem_ ifference is not included in the total variance. OIG

identified one claim for|7i5,~ " |that should have been claimed and paid but was not,

represented in the table by a negative number.

(For further details, see Exhibits 3 and 6.)
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BYTHC) (BT ND) . .
Per Diem Claims and Reimbursements
Date Mission Paid Variance
Essential

(X7HC).(R)THD)

BHTNCI BT
) ecelved

the L 0X7HD
BUTHC)LLYTHD)

(b TN

in excess per diem that he was not entitied to receive for

Interview of

CNEETION01d OIG that he was not the main planner in i ivities for

B[P ET0 ] He characterized as| ' 0T and

himself as[?7 D) He described”7(C) as[PTMCBINO Tapoyt
ched in and structure. Lm‘” btated that on an earlier official trip he had taken to
IR i REVA had made mos;itj;arrangements for transportation, hotels,

(b7 HCH

7
(BN HCIBYT

B)(7THD)
bX7HD)

and activities. By contrast, however, th rip was planned with minimal guidance
or assistance from NRC management or AREVA personnel, requiring mplc
themselves to plan most of the activities and make the arrangements,|>""©-©71®)

acknowledged that such arrangements primarily facilitated the employees being
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D)7 NC). (7]
accompanied by their spouses. At tj owever o) haracterized AREVA as

having control of the itinerary for th rip, particularly when the legitimacy of
claimed expenses or travel activities was questioned.

(BH7HCLIBYTHD)

BTN BNTID) . .
explained that he purchased his own alrhne ickets using an online service,

Tand that this required him to travel on Thursday[®/7(/®X70) earfier
other employees, because at the time e, no other arrival dates in ‘;?’?‘ R
were available at a comparable price. g?;;‘”(“ BX7 Lounted out that Friday was
his normal Compressed Work Schedule (CWS) day off, and noted tha he d ‘- not claim
per diem for the weekend days of Saturdayand Sunday He said
that he would have been willing to take additional personal days wrthout clalmmg per
diem if required by management or accounting personnel.

With regard to the fact that on Friday o7 1no work activities occurred because no

document review was conducted in[(b'(75‘c>‘(b’(7"D) imed that he did not know until
Thu RPN that this document réview would not be taking place. He stated

that|2)7'5) [made the de |S|on that the document review was not needed at the last
minute, on Thurs ay malntained that he did not know that & weeks before

(BHTHC).(BYTND)

the trip, the s ocu ent review segment had already been deemed to be

unnecessary 2507 acknowledged that given this fact, there was no official purpose
OTCENO)  jn retumingto] T

With regard to the fact that Monday Eg@(?)m(b)m was al e

asserted that AREVA arranged the travel schedule, so the fa work activities ~

were scheduled by or for the employees was not their fault.| o \did not recall

reporting this fact to h \b) s suner rvisors or conferring with NRC management over how best

to handle this issue.| acknowledged that these exira days without work might
reasonably be percelved as a problem and that he wished he could have done things
differently.

BT HCI B T)(D) .
acknowiedged that on Tuesday,hlle enroute from

EMClEIN® he and the other employees spent several hours sughtsee q ( DG BXND)
BYTICHE) nd did not work a full 8 hours, yet still claimed a full workday/| 2 ®7 ]
tak ing any extended side trips in the rental car but acknowledged that the employees

made a number of stops purely for nlea e included
a winery, the location of the~ "

(For further details, see Exhibit 19.)

(bHTHC)(BNTHD)

. }(bwcub)(?)(m
Details o Travel
) BT HCIBITND)
. (BXTKC)(b)(T) . . R
Based on a review of ; __travel authorization and claim B '
vouchers, OIG learned that]®)"C)-EX7IO) as authorized to trave! to‘ ( between

—_—
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BY7HC).(b)7)D) n ,{(BYTHC). ], . . .
PHTHEHEND) |His time inlio7x0) |is displayed in the foliowing
calendar;
BT NCHBNTHD)
Calendar
BUNCLBYT D)
1
2 3 4 5 6 7 8
9 10 11 12 13 14 15
Actual
o travel Extra day
163 7 18 19 20 21 22
BINC) B)7ID)
P _ Day off
23 24 25 26 27 [ 29
Local : A e
BT RC ) %5
| haliday U.s. |7 : Actual
Dayoff | workday Y travel
30 31
BT HC) BT ND) ]
OIG lea ned t i S trave ai
BITHCIEN | and' WICHBIT D) as paid|>) onl

claimed 1% days per dient, i ncludmg

B7)(C).{b)(7)(D)

arrive on time to work a 7 D
day M & IE at the2){[©/®

PITHC)LB)7NHD)

BI7HC)BYTHD)

(bHTHCAL{LXTHD)

u_‘b)__J but a United States workday.

4b)(7}(C),(b)(7)tD)

ﬁ)m ClibNTXD)
later than Friday

(BY7NCLBT)
)

lclalmed 1% days per diem, inci
JJnon comoletlon of his work in |

night's lod

ging, a

21

claimed 1 day's per diem, including lodaing
pithough no work was conducted i
ral per diem rate fo|!
re weekend days

(b)7)(C

udm fodging, af®ino

C).(b)7)

thereby requiring on y Ya days’ per diem at

X7 >< (B
M Onday (D).

OI7THC). |
(b)7)(D)

or Sunday,”
uld have requured only

(bX7XC).(B)7)(D)

)(7)(D>

(BY7XC)

{bX7)

was a'

g3 da
bUTHC)BU7HDI

BXTHC),

he could hav

()

rates for the dates
e flown home no

(BYTHC)L(LXT)

rates.
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bH7HE

LBHTHD)

\aﬁwydﬁw\;préﬁwmmmmwpou\

earlier claim fo 27 ©®0  IHowever, this reclaim was never approved for payment.

BT HCLBRT D)

The following table captures{ per diem claims, along with per diem
amounts that OIG found to be mission essential through review of the authorization,
claim, trip report, and the applicable per dlem rates The “Variance” column, which
reflects the difference between the “Mis jial” column and the “Paid” column,
lists the per diem reimbursements tha received but was not entitied to
receive. For days where the “Variance” column reads “OK”, the traveler claimed, and
was paid, less than the maximum per diem, andibe_differ_?nce is not included in the
total variance. OIG also identified one claim for|c. ' ~""'"' ithat should have been
claimed and reimbursed but was not, representéa in the table by a negative number,

ETNCTEN D)
Per Diem Claims and Reimbursements
S — —
Date Mission Paid Reclaimed Variance
Essential
(BHTNCT o7 10y

*Reclaim was not paid

22

}f?}C){brT,tD) xb;( CiibiT} SEC)
in addition, O} ed that| filed a|wo; recla mQ Q(z( JCTENTHD)
e Iseekmd per diem 7afes, including lodging, for the day& o )
| DHTHCLOKTIO) las well as correcting an apparent $50 arithmetic error in his
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B)7HT)BHTHDY L

In addition to his per diem claj rchased a train
ticket in[/71C  lto travel from|™7/CHOHND) nhotwithstanding the
availability of an authorized rental vehicle.>"©*®701  Iejaimed and was paid|27C &)

for this train ticket. ©)

Between thels, '~ |in excess per diem and the cost of the unauthorized train ticket,

(PPCETE) elaimed and received a total of(5 <" Ithat he was not entitied to
“receive. »

(For further details, see Exhibits 4, 7, and 20.)
E(bwwmwxm ‘»

Interview o

[

}acknowiedged that while this was his first Government travel overseas,
are of other trips taken by other peaple, on which hotels an i

within[ioi7i5, |were pre-arran )t self-arranged by the emplovees, ™"
stated that he “went along” with|; 75} F)ecause he believed be
knowledgeabie about official travel, including international travel, based on prior
Government travel experience.

{(bX7HCLDITHD)

- stated that the employees planned in advance to rent a van and that this
was for the purpose of accommodating six people, including the three Government
employees and their spouses.|”" ‘“*"® " ladmitted that he knew he should be riding
in the rental vehicle: nonetheless, e bought a train ticket from /> &7 to arrive
there on Monday[27CI®i7) land begin work on Tuesday, | ©7©) |

described the reason as primarily based on disagreements arising from a shortage of

space within the van for luggage. |®/¢/ 2X70) ;acknowledged that in the written

explanatio itted along with his travel voucher claim, he labeled this a[2""© ©7) ]
(B)7HC) toXTHD) 'stated that he had felt uncomfortable claiming the cost of the
rain ticket, but was told by <™ that it was acceptable to do so.

{BITHTH BRPHD)

BT HCLBIT RO}

Regarding tlfie:um trip to) 1stated thathe .
betieved that2\7.-" |determined on the same day that the review of documents in |3, ="
would not be necessary[“HEE  imaintained th ware that prior to
the trip, the document review was unnecessary. tated had he
nown that, ié would have adjusted his travel accommodations accordingly.

(OHTAE BXTND) Iso stated that he was definitely not aware of the fact that the documents
were made available at the other locations because this was never communicated to
him directly.

BYTHCLBNTHDS

CECV T . . .
[PTEOTION  ymitted lo not work which he described as “an
off day” because of thel”""“" (};Zi:c — _ __lalso admitted to working
less than 8 hours on Tuesday|p, ' iwhile in transit tg|~"""< "
23
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(b)(%‘;(C),(b)W}(D) (b)(7XC).(bX7)(D)
"0 visit a churcL:itaatsed w::?;: Qhﬁ(%%xbf{%ﬁ Iﬂ'te_emn]meﬁajtopped

acknowledged that he and the other emplovees had engaged in prior planning of
sightseeing because “[wle’re going tand “all of our time wasn't booked.”
[T  admitted to taking no annual leave in conjunction with the travel to justify

the off periods and personal sightseeing activities, and stated he was unaware that this
could even be done.

PINEHEITET T Istated that his reason for filing a reclaim was because he thauaht the
other two employees had been paid and the claims had been approved b\W

[PTHCETO) Istated that at the time of his fil thought his claim was accurate and
true because of his belief that|®' "< ®®) had been paid[*7 ) ®10) " Ltated
that he also relie: ct that if the claim was not valid, his supervisors would have
rejected it BITICHEINO) tated that he had not been paid on this reclaim, that he did

not wish to be paid on this reclaim, and that he had not pursued the issue in any way, in
the approximately 2 years since it had been filed.

(For further details, see Exhibit 21.)

Department of Justice Declination
I(b)(?)(C)

lJ.S. Attorney’s O

—Maryland, was briefed on this investigation in December 2010 -
prosecution of this matter in lieu of administrative action. This applied to all three
subjects of this investigation.
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EXHIBITS

. (PHTHCLEHT D)
Trip Report

EUTHOLBHTHDY
Travel Voucher (T850742)]

explanatory notes).

BB )
Travel Voucher (T850740)  dat

(BHTHCHBHTHD)

dated

(bXTHCLBRTHDY

(BUTHC).(BYTHD)

Travel Voucher (T850741)

{b}THC),(BYTHD)

;dated

explanatory notes).

NRC Form 278, Travel Authorization (T850742

BH7NHC)b)

700 |dated P HEITO)

(B)7 HCiBXT} B THCIBHTND)

NRC Form 279, Travel Authorization (T850740)

o) dated

NRC Form 279, Travel Authorization {T850741)

(BXTHC){b)THD) (BH7HCLDKT D)

Hated

BH7HEMD) (BUTHCL(BHTHD;

NRC Form 445, Foreign Travel Apprevaﬁ-:mm

dated

{BXTHT)

(B){TH '
LI THC) “Federal Legai

NRC Yellow Announcement N¢ dated
Holidays for|>/© |

3%

, , 4( 7ic ;[ ,
Memorandum to File, Review ofiv,7y0; e-mails,
1

dated March 14, 2012,

. [ETCTENTDS
Memorandum of Interview

dated November 9, 2009,

(BHTHC)BXTHD)

Memorandum of mtewiew{ |dated August 13, 2009,

o

()7 HCHbITHD}

E-mails between dated May 21, 2009.

o

L [ETEETT )
Memarandum of Interview|o,

W

(B)THC). DU

dated August 28, 2009,

Memorandum of Interview|o) dated August 19, 2008,

o
BITHCLELNT)

Memorandum of Interview:o; dated January 19, 2012.

Travel Voucher (Reclaim on T850742)E$§§Q; e datedib}{?)icmmm)

Official Transcript of Proceedings, interview of {S)ﬁ';'if& dated December 22, 2010.
Official Transcript of Proceedings, Inerview offigﬁwb) dated July 15, 2010,
Travel Voucher (Reclaim on T850741}<bx?}{m'{b}<7m dated EHTELENTE)

Official Transcript of Proceedings, interview of;

e
bHTHTLBYRHD)

dated July 23, 2010.
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UNITED STATES

oVt FECu,
& '0,‘ NUCLEAR REGULATORY COMMISSION
g W & WASHINGTON, D.C. 20555-0001
: , §
L8y ¢
K ®
Fran?
OFFICE OF THE
INSPECTOR GENERAL September 28, 2012
Concur: Case Closed:
MEMORANDUM TO: Joseph A. McMillan
Assistant inspector General —
for Investigations
(bX7XC)
THRU:
Team BT
FROM: L (BXT)(C) —
Investigative Analyst,
SUBJECT: PROACTIVE INITIATIVE: GOVERNMENT CREDIT CARD
MISUSE (OIG CASE NO. 10-06)
Project

The Office of the inspector General (OIG), U.S. Nuclear Regulatory Commission (NRC),
initiated this proactive initiative to review the Citibank travel card and purchase card
accounts of all NRC employees to identify transactions which did not correspond with
officiai Government travel or official business.

Finding

Between November 2009 and September 2012, OIG identified 15 NRC employees who
may have misused their Government Citibank travel card. As a result, OIG initiated 10
investigations pertaining to potential misuse of the Citibank travel card. OIG referred
the remaining five instances of potential misuse to NRC management because the
potential misuse was de minimis.

Basis for Finding
Over the course of this project, OIG Investigators and the investigative analyst

conducted routine reviews of NRC employees’' travel and purchase card transactions to
identify NRC employees who used their travel card for personal use that was not in
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conjynction with official travel, or used their govermment purchase card for other than
official use. QOIG Investigators initiated the foliowing Citibank Trave! Card Investigations:

» Case No. 10-16: An Office of Nuclear Security and Incident Response (NSIR)
employee used her Citibank Government travel card for purposes not associated -
with official travel on 76 occasions between September 2004 and March 2010.
The unauthorized purchases and cash advances (including cash advance fees)
totaled $3,051.10. Agency action was NSIR management issued an Alternative
Disciplinary Agreement (ADA) in lieu of a three-day suspension.

» Case No. 10-28: An Office of the Executive Director for Operations (OEDO)
empioyee used his Government Citibank travel credit card for purchases not
associated with official travel on 14 occasions from January 20, 2010, to May 18,
2010. The unauthorized purchases totaled $1,294.00. Agency action was
OEDO issued an ADA in lieu of suspension.

» Case No. 11-01: An Office of New Reactors (NRO) employee used his
Government Citibank travel credit card for purposes not associated with official
travel from October 2007 through March 2010. OIG identified 344 unauthorized
transactions totaling $40,663.76 (including fees) not associated with official
travel, which included 93 cash withdrawals totaling $28,000.37. OIG determined
that the employee altered three hotel receipts submitted to the Government for
reimbursement for official travel in March 2009, June 2008, and March 2008.
The employee was reimbursed $425.89 for charges that were attributable to his
altering two of the three hotel receipts. OIG further detemmined that the
employee submitted fraudulent Change-of-station (COS) trave! vouchers for the
sale of a residence in >IN0 [that he never sold: the
purchase of a house in Rockville, Maryland, in|®X7)(C)®X70) that he never
purchased; and per diem for his spouse to reside in temporary quarters in
Rockville, Maryland, from |©7/C®X70) en his spouse was not
residing with him. The Office of the Chief Financial Officer (OCFQ) calculated
that the total loss to the Govemment for COS fraud was $42,331, which included
taxes that were paid by NRC to the Internal Revenue Service on behalf of the
employee. Agency action was NRO issued a final decision on[PX7C)GKDD) lto
remove the employee from Federal service. Upon receipt of the decision to
remove, the employee submitted his immediate resignation.

e Case No. 11-21: An Office of Federal and State Materials and Environmental
Management Programs (FSME) employee used his Government travel credit
card for purposes not associated with official travel on 77 occasions from
September 24, 2009, to April 24, 2011. The unauthorized purchases totaled
$4,974.10. Agency action was FSME management issued a settlement
agreement in which the employee admitted to misconduct and the 14-day
suspension was held in abeyance for 5 years. If empioyee commits any

2
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misconduct during the 5-year period, NRC is authorized to initiate the 14 days
suspension without pay.

Case No. 11-34: An Office of Nuclear Materials Safety and Safeguards (NMSS)
used his Government travel credit card for purposes not associated with official
travel on September 22, 2010, and February 15. 2011. The unauthorized
purchases totaled $580.00. Because the employee used his Government trave!
card to make minimal charges associated with an award for which NRC asked
him to apply; he paid the expense from his personal account without submitting a
voucher; and acknowledged the error, OIG closed the case and provided a copy
of the closure memorandum to the NMSS office director for appropriate follow-
up. Agency action was the employee was counseled on the use of his
Government travel card.

Case No 11-36: An NRO employee used his Citibank Government travel card for
purposes not associated with official travel on 90 different occasions between
March 2010 and May 2011. The unauthorized purchases totaled $2,593.76.
Agency action was that employee received a 14-day suspension without pay, as
he was previously counseled in 2008 for misuse of his Citibank Government
travel credit card.

Case No. 11-39: A Region Il employee used his Government travel credit card
for purposes not associated with official travel from January 8, 2009, to May 12,

2011. The unauthorized purchases to’lglgimm._ﬂgency action was a
notice of proposed removal issued on OUPHCLENTIE) Upon recett af the

remove, the employee submitted his retirement effectlv

(7%C}

Case No. 12-21; An Office of Smalt Business and Civil Rightéib}' used his
Government Citibank travel credit card for purposes not associated with official
trave! from July 2009 through January 2012. OIG identified 37 unauthorized
case withdrawals totaling $9,489,35 (including fess) not associated with official
travel. Agency action is pending.

O
)(b)

(b)

Case No. 12-40: An NRO employee allegedly used his Government trave! credit
card for purposes not associated with official travel. OIG identified a cash
withdrawal for $1,000.00 and purchases not associated with official travel. OIG
investigation is ongoing.

Case No. 12-58: An NRO employee allegedly used his Government travel credit

card for purposes not associated with official travel. The estimated unauthorized
purchases were $1,815.37. OIG investigation is ongoing.

-3
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Recommend closure of this proactive initiative. A similar proactive initiative should be
re-opened in fiscal year 2013.
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Concur; Investigation Closem '

MEMORANDUM TO:  Joseph A. McMillan
Assistant Inspector General
for Investigations

BT

THRU:

Team Leader|®7i! |

BT

FROM: \

Special Agent,”""
SUBJECT: POSSIBLE COST MISCHARGING BY NRC CONTRACTOR:

LOCKHEED MARTIN (OIG CASE NO. 10-45)
Allegation
The Office of the Inspector Genera ission

R . bi(7 BYPND s,
(NRC), received an aliegation from~ <171 Division of

Contracts (DC), Office of Administration (ADM), NRC, that the NRC contractor,
Lockheed Martin Information Tect ion, had submitted
questionable invoices tg > *17E) for task orders (TO)
16 and 18, on an information technology support contract|®*"©®0) g5 reported that
one contractor who performed work on TO 16, 18 and 27 claimed 60 hours worked in
one week. The questionable invoices contained overtime hours, which according to the
alleger, required preapproval by the NRC. The NRC had not authorized LMIT
employees to work overtime hours.

Finding

OIG found that the NRC contract did not stipulate a cap on hours worked per TO per
billing cycle and/or state that LMIT employees cannot exceed 80 hours worked
biweekly. In addition, the contract did not require preapproval for extra hours
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worked at regular pay rates. OIG confirmed that LMIT reported more than 80 hours
worked biweekly on some invoices; however, LMIT did not charge overtime rates for
these hours. Furthermore, LMIT employees were storing the excess hours and then
using these "banked” hours during another billing cycle as compensatory time off, which
did not result in additional cost to NRC. Despite administrative practices which did not
accurately capture or reflect the use of "banked” hours as compensatory time off, NRC's
Office of the General Counsel (OGC) decided not to pursue administrative action
against LMIT based on the contract's upcoming termination in January 2012,

Basis

The NRC contract no. GS35F4524G, order no. DR-33-07-358, Maintenance &
Operational Support of NRC Application Systems and Environment, was awarded to
LMIT. The contract is an indefinite-quantity contract with a period performance from
September 26, 2007, through September 25, 2008, with two option periods totaling
$47,099,350.66. Funding is obligated under 30 individual TOs. Section C.32, Section
(3) of the contract states that uniess the schedule prescribes otherwise, the hourly rates
in the schedule shall not be varied by virtue of the contractor having performed work on
an overtime basis. [f no overtime rates are provided in the schedule and overtime work
is approved in advance by the contracting officer, overtime rates shall be negotiated.
Failure to agree upon these overtime rates shall be treated as a dispute under the
disputes clause of the contract. if the schedule provides rates for overtime, the
premium portion of those rates will be reimbursable only to the extent the overtime is
approved by the contracting officer. OIG notes that the contract does not require
preapproval for additional hours at the reguiar pay rate.

‘(b)ﬂ?}{C},(b)U}(D)

lfor TOs 16 and 18 told OIG that there are
‘three dedicated LMIT contractors working on TOs 16 and 18 who also work on TOs 10
and 27. She found a number of invoices where employees had exceeded the allowable

haurs far the month and the hours were reported as “OTQ" or overtime hours.
tated that according to th, LMIT was required to obtain prior
N

approval from her to work OTQ hours told OIG that she verified that the work
was performed by the employees and that it is well documented. Her concem was that
she could not tell when LMIT employees were working or taking compensatory time.
She was also concerned that compensatory time was being reported on invoices as
work performed for hat week wh en it was actually performed during a prior week.
(Investigator's ncte: nderstanding of the preapproval requirement did not
align with the contract provisions on pre-approval; as noted above, the pre-approval

requirement pertained to the use of overtime pay rates.)
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xplained that the OTO hours were billed as
regular hours. The OTO hours were worked by the employee in a previous month and
then claimed as compensatory time the following month.

I(b)(7>(C),(b)<7)(D)

BYTICIBI7 ND)
l ||nformatlon Management and Technology

“Branch (IMT), DC, ADM, NRC, told OIG that the NRC contract and statement of work
(SOW) were poorly wntten The contract does not have a cap on the hours that can be
worked per TO pe le and does not state that LMIT cannot exceed 80 hours
worked bxweeklyonf irmed that LMIT has reported more than 80 hours
worked biw ome invoices; however, LMIT did not charge overtime rates for
these hours. ‘b))m( oy stated that LMIT never requested to work overtime hours and
there have been no overtime charges incurred on any TO. However, if LMIT were
storing overtime hours and using these hours during another billing cycle as personai
time off, then the LMIT invoice should reflect that the employee was not working.

(BX)7HC)BXTHD)

Office of the General Counsel (OGC), NRC, also stated that
the NRC contract and SOW were poorly written, which created challenges for NRC. He
advised that LMIT did not charge NRC any overtime rates on the contract. If the NRC
TO manager had work to be performed and LMIT employees elected t their
shifts without claiming overtime rates it was a cost savings to the NRC|2\<*®1" ktated
that the contract does stipulate that *If no overtime rates are provided in the Schedule
and overtime work is approved in advance by the Contracting Officer, overtime rates
shall be negotiated.” However, it did not apply in this situation because overtime pay
rates were not utilized. Administratively, he would have preferred that LMIT annotate on
the invoice when an employee used his or her stored hours.

(37) e Edwsed that NRC order no. DR-33-07-358, terminates in Janua ary b MIT
was awarded the new contract beginning on January 26, 2012. He and

structuring the new contract differently and incorporating la quage ises, and
requirements that were not in NRC order no. DR-33-07- 35dvnsed that the
new contract as written will eliminate ¢ es that NRC had on order no.
DR-33-07-358. He stated that he and®"®X" il ensure that the new contract

addresses "banked” hours.

OIG's review of invoices submitted by LMIT to NRC for the period of September 2007
through September 2010 found that LMIT employees had recorded overtime hours;
however, there was no overtime charged or billed to the NRC. The LMIT employees
who worked more than 40 hours per week were storing these work hours. The stored
hours were later used as compensatory time off, however, when the compensatory time
off was actually taken (using the stored hours), the invoice submitted to NRC incorrectly
reflected that the employee was working.

The U.S. Attorney's Office, Southern District of Maryland, declined to prosecute based
on “No financial loss to the Government and that the work was satisfactorily performed
by LMIT." The NRC OGC declined to take administrative action against LMIT based on
the termination of the contract in January 2012.
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Based on the absence of fraud; the work was satisfactorily performed by LMIT; and the
storing of hours was an administrative practice which did not result in additional cost to
NRC, it is recommended that this investigation be closed to files of this office.
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S, UNITED STATES
F) L ) NUCLEAR REGULATORY COMMISSION
g 8 WASHINGTON, D.C. 20555-0001
2 &
*pead
OFFIGE OF THE
INSPECTOR GENERAL April 2, 2012

MEMORANDUM TO: R. William Borchardt
Executive Director for Operations

FROM: %

Assistant Inspector General
for Investigations

SUBJECT: MISUSE OF NRC CITIBANK TRAVEL CREDIT CARD AND
CHANGE OF STATION FRAUD BY AN OFFICE OF NEW
REACTORS EMPLOYEE (OIG CASE NO. 11-01)

Attached is an Office of the Inspector General (OIG), U.S. Nuclear Regulatory
Commission (NRC), Report of Investigation pertaining to misuse of the NRC
Government Citibank travel credit card and change of station fraud by an Office of New
Reactors employes.

This report is furished for whatever action you deem appropriate. Please notify this
office within 120 days of what action you take based on the results of this investigation.
Contact this office if further assistance is required.

A copy of this report was also provided to the Office of the General Counsel (OGC) for
civil action consideration under the Program Fraud Civil Remedies Act, and any other
action taken in response to this report must be coordinated with OGC.

The distribution of this report shouid be limited to those NRC managers required for
evaluation of this matter. Nelther the Report of Investigation nor its exhibits may be
placed in ADAMS without the written permission of the OIG.

Attachment: Report of Investigation w/ exhibits

be7XC>(bX7MD)
cC

IOGE Jw/ exhibits
BICTBIT) DM/DFS/PSB wio exhibits

CONTACT: Rossana Raspa, OIG
415-5925
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OFFICE OF THE INSPECTOR GENERAL

Report of Investigation

Misuse of NRC Citibank Travel Credit Card
and Change of Station Fraud by an Office of New Reactors Employee

T Case No. 11-01
(BX7XC) bl (OUTHC)
BATe) nior Special Ag_ent} XTI Team Le
\_.-—-—~/ B ‘
=

%‘p:: McMillan, Assistant Inspector General Date

for Investigations

THIS REPORT |S RELEASABLE ONLY BY THE U.S. NUCLEAR REGULATORY
COMMISSION, OFFICE OF THE INSPECTOR GENERAL.

THIS REPORT OR ITS EXHIBITS MAY NOT BE PLACED IN ADAMS WITHOUT
WRITTEN PERMISSION OF THE NRC OIG.
EXEMPT FROM RELEASE UNDER FREEDOM OF INFORMATION ACT
EXEMPTIONS (5), (§) OR (7) AND PRIVACY ACT EXEMPTIONS (j)(2) OR (k){1)
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STATUTES, REGULATIONS, AND POLICY
18 USC § 287 - False, fictitious or fraudulent claims
Whoever makes or presents to any person or officer in the civil, military, or naval service
of the United States, or to any department or agency thereof, any claim upon or against
the United States, or any department or agency thereof, knowing such claim to be false,
fictitious, or fraudulent, shall be imprisoned not more than five years and shall be
subject to a fine in the amount provided in this title.
18 USC § 641 - Public money, property or records
“Whoever embezzles, steals, purloins, or knowingly converts to his use or the use of
another ... thing of value of the United States or of any department or agency thereof ...
shall be fined under this title or imprisoned not more than ten years, or both ... "
18 USC § 1001- Statements or entries generally
Except as otherwise provided in this section, whoever, in any matter within the
jurisdiction of the executive, legislative, or judicial branch of the government of the
United States, knowingly and willfully —
(1) falsifies, conceals, or covers up by any trick, scheme, or devise a material fact;
(2) makes any materially false, fictitious, or fraudulent statement or representation; or

(3) makes or uses any false writing or document knowing the same to contain any
materially false, fictitious, or fraudulent statement or entry;

shall be fined under this title, imprisoned not more than 5 years.

28 USC § 2514 - Forfeiture of frauduient claims

A claim against the United States shail be forfeited to the United States by any person who
corruptly practices or attempts to practice any fraud against the United States in the proof,

statement, establishment, or allowance thereof.

In such cases, the United States Court of Federal Claims shall specifically find such fraud or
attempt and render judgment of forfeiture.

31 USC § 3729 - False claims

Any person who—

1
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(a) knowingly presents, or causes to be presented, a false or fraudulent claim for
payment or approval;

(b) knowingly makes, uses, or causes to be made or used, a false record or statement
material to a false or fraudulent claim;

is liable to the United States Govemment for a civil penalty of not less than $5,000 and
not more than $10,000, as adjusted by the Federal Civil Penalties Inflation Adjustment
Act of 1990 (28 U.S.C. 2461 note; Public Law 104—410), plus 3 times the amount of
damages which the Government sustains because of the act of that person.

41 CFR Subtitle F - Federal Travel Regulation System

Actual expense—Payment of authorized actual expenses incurred, up to the limit
prescribed by the Administrator of GSA or agency, as appropriate. Entitlement to
reimbursement is contingent upon entitement to per diem, and is subject to the same
definitions and rules governing per diem.

70 Comptrolier General Decislon 463 - “Tainted Day Rule”

The “tainted day” rule states that a fraudulent claim for reimbursement for any part of 2
single day's subsistence expenses taints with fraud the entire day’s ciaim for
reimbursement of subsistence expenses.

NRC Management Directive and Handbook 14.1, “Official Temporary Duty Travel,”
Part 5, §.1.2

"A cardholder only may use his or her travel charge card for official travel ...."

"The charge card should not be used for personal expenditures or anything else
that would not be reimbursabie on the employee's travel voucher."

"Use of the Government contractor-issued travel charge card for unauthorized travel

advances or purchases that are not eligible for reimbursement on a travel voucher may
result in disciplinary action up to and including removal."
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SUBJECT

(BHTHCHENTHD)

Office of New Reactors
U.S. Nuclear Regulatory Commission (NRC)

ALLEGATION

The Ofﬁce of'the Inspector General (OIG) NRC, mitlated this |nvest|gatlon based ona

Change of
hers and assoc:ated records for his ovemment-pa

' 1@ NRG he dquarters for empioyment at the NRC inf2i™"™ |
IG discovered thatis, " pever sold his residence jn|®7/C)®IN0)

id not purchase a residence in Rockville, Maryland. NRC paid/%\"“"®"") Imore

than $30,000 to reimburse him for expenses associated with his move to accept
employment at the NRC headquarters.

FINDINGS

BT HCHBNT)
OIG determined thati® Lised his Government Citibank travel credit card for

purposes not associated with official travel from October 2007 through March 2010.
OIG identified 344 unauthorized transactions totaling $40,663.76 (including fees) not
associated with official travel, which included 93 cash withdrawals totaling $28,000.37.
He admitted to OIG that he used his Government travel card for personal use not
associated with official travel.

BITNCIBNT)
OIG detetmined thai ) Itered three hotel receipts submitted to the

Gove (7 ent fo eimbursement for official travel in March 2009, June 2008, and March
2008 as reimbursed $425.89 for charges that were attributable to his

altenng 0 of the three hotel receipts.

T

©

EXTHCT BN
OIG further determined that© ;
sale of a residence in|®" B0 never sold; the
purchase of a house in Rockville, Maryiand in| that he never purchased,;
se to reside in temporary quarters in Rockville, Maryland, from
RANEEXDO) when his spouse was not residing with him. The Office of the
Chief Financial Officer (OCFQ) calculated that the total loss to the Government for COS
fraud was $42,331, which incl axes tha were paid by NRC to the internal
Revenue Service on behalf of plEE

ent COS travel vouchers for the

} (BHTHC).bHTHD)

{7)(0)
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BASIS FOR FINDINGS
J(b)(?)(m.(b)(?xm

Review of Previous OIG Investigation Concernin

(BYTHC).(B)(7)

OlG previously investigated|o;

for misuse of a Government computer, OIG case
mbe 09-51, dated April 14, 2010. NRC's Office of Information Services reported that
had downloaded malicious software while searching for i 2 :
matenai using his NRC computer. The OIG investigation found that{?%"©}® il isused
the NRC computer aSSlﬁ?f to h:m by accessing Web sites to view Séxi

exually explicit

material. In June 2010,/ was issued a 7-day suspension for his actions.
Review o ©"" |Official Personnel File
(b)Y 7HC).(BUTHD

OIG's review of " |Standard Form (SF) 50-B, Nofifi el Action,

indicated that his te of appointment with NRC was|"/ /") asa
[EX7XON "’f” © lThQSE_iQ:B_Iﬁldxcated that he transferred from the \
H (T)C)(BXTHD) was selected from Vacancy No.
CHBNTHC).(bYTH(D)

(For further details, see Exhibit 1.)

. {b3{7 }C).(bX7)XD) .
Revijew of Citibank Travel Card Statements and Travel History

{(BUTHC).B)THD)

(Travel), OCFO, NRC, provided OIG with

®I7NCOXNO) - ravel records for the peri 2007 through October 2010. OIG's
rev:;ew o; %;ese records disclosed thai‘ib);m O yas d official travel on five
occasions during the 3-year period. OIG compared usioye official Govemment
travel history with his use of his Government Citibank travel credit card from October 15,
2007, through March 1, 2010, and identified 344 unauthorized transactions totaling
$40,663.76 (including fees) not associated with official travel, which included 93 cash
withdrawals totaling $28,000.37.

(For further details, see Exhibit 2.)

[BXTHE.®BT)
Review of Hotel Receipts Submitted by®

EBITHCIBITHD)
OlGre
BITHC). BT ND)

i ho uthorized
(BUTHCLBYATH d(b}<7)(C; ABN7HD
PATHOHEIT) Jto attend two conferences in support of the Office of N

vel to Calvert Ciiffs Nuclear Power Plant for an inspection from ”” THCHBKTXD)

r Reimbursement for Travel

BHTHC)OHTND)
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<><
OiG com grgd tl;veo hotel |pubmttted to NRC for reimbursement for
travel to®(7XC)eX7)0) agamst the receint on file at the hotel, Residence Inn by
Marriott,[7CIBIND) land noted|®" ")

receipt was significantly different
from the hotel's version and appeared to fiave been altered or fabricated. The receipt

on file at the hotel indicated thatstayed at the hotel for 2 nights, and was
charged $176.24, with taxes,”"'“®"® [Chibank travel card statement also included a
charge from Residence Inn®/7)(C)®)710 for $176.24. However, the receipt
OINCHEDD) lgyhmitted to NRC wnh his travel voucher for reimbursement showed a 3-
at the Resndence Inn, and a charge of $264.36, with taxes. OIG noted that
r ted on top of the receipt, “Thank you for
choosing the(” g for your recent stay,” and had the logo of
Mamott hotels, while the receipt provided I:Ru_lﬁllo%tﬂtOIG had the logo of the

Inn by Marriott. OIG's review of " aled that

aved at the O N0 NRC
reimbursed “5 "OCID Tor the amount reflected on the altered receipt, which was $88.12
greater than the total reflected on the hote! receipt.

Qian <
(BNTHC).(b)(7XD)

{b) <7 OXBIAIL)

(For further details, see Exhibit 3. )

THCYL(BYT)
ellc] compared the hotel receip (D e submitted to NRC for reimbursement for his

travel to® 7 against the receipt on ed that

it d ' n the receipt on file at the hotel, et

OO EXTIE) and appeared to have been altered or fabrlcated A copy of
the hotel receipt, prowded to OIG by Marriott Business Services, showed a 5-night stay
at the hotel, from [PX7(C®XDE) JL]and a charge of $330.4 a room, taxes, and 3
days of Internet connection fees. However, the hotel receipt|g) """ submitted to
NRC showed a 6-night stay, and reflected a total cost of $668.22, including room, taxes
and 6 days of lné ction fees. A Marriott hotel representative told OIG there
was no record ofl 2. ~”") Istaying at the hotel other than the 5-night stay in [P SO
BxTHe Citibank travel card statement showed a
fo three separate transactions for|"”’
with an arrival date of " ‘OO 1for $101.42 each. There was no charge on his
Citibank travel card for the $668.22 receipt submitted byi'a """ to NRC
for reimbursement. Was reimbursed by NRC for the amount refiected on the
altered receipt, which was $337.77 greater than the total reflected on the hotel receipt.

7)
b)(7HD)

BT HCIBNTHD) (7HOIENTHD)

(For further detalls, see Exhibits 4 and 5.)

BX7)(C).(B)(7)(D) . .
OIG compared otel receipts submitted for reimbursement for authorized
travel t “’“”‘C”‘b’”"m Rgainst the receipts maintained by the hotel
and noted”"©®" ipts di peared to have

recejp
! ted. i ___of Holiday Inn,
PITHELENTHO) hen shown the receipt submitted by(>\" """ ffor

5
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rei nburserm ent, noted that Hohday Inn had not used the format of the receipt submitted
b (D) " n *almost 15 years.” He stated the Iogo on the receipt had not been used
h < different from the number on file

receipt indicated that he stayed 3

g stated the hotel records showed
he stayed 2 nights at the hotel in one hotel room, then checked-out and checked-in
again and stayed in a different room for the third night, ed in Holiday Inn
having two hotel rece ile for his stay at the hotelprowded OIG the
hotel's receipts for®"©® o) stay. OIG noted that the Total charges shown on Hohda ,
Inn's receipts were identical to the amount shown on the receipt submitted b
for reimbursement, resuiting in no loss to the Government. :

(For further details, see Exhibit 6.)

BRTICIBNT D)
Review o Government Computer Hard Drive

The OIG Cyber Crime Unit (CCU) reviewed an image o OIEETE hard drive that was
taken for a previous OIG investigation, case number 08-51, Misuse of Government

Computer.[07®
BITAE)

(For further details, see Exhibit 7.)

Review of Permanent Change of Station Travel Vouchers

OCFOQ and the Department of Interjo ) ational Business Center (NBC) provided
OIG with documents that related to > [hange of Station (COS) travel
vouchers and reimbursement worksheets. DOl NBC reimbursement worksheets are
used by DOI to determine the actual total cost for travel reimbursement submitted by a
Federal employee, in which the total reimbursable cost determined by DOI could be

different from the total co u d by the Federal employee. OIG's rewew of the
documents disclosed that)y as paid a total of $31,752.1 bursemen

for expenses he claimed were assocuated with his relocation from|”>/(©©17®)
kville, Maryland, to accept employment at the NRC; the sale of his home inEnee |
b)(7)

and the purcha e of 2 home in Rockville, Maryland. The following paragraphs
provide details concerning ‘ OS travel authorization, his COS
reimbursement requests, and NRC'’s payments in response to his requests.

(b)(?\‘C)
2]

]
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RC Form 27 A, smned b\t e ma*

. izati
(BX7HC).BHTHD) (BNTHC).BX7)DY

on authorize

ice of New Reactors (NRdﬁ_)(rg\Qc&t?m]n allowance. The COS date
t

and the authorization allowe

via personal vehicle, from®(7(C.oX70) [and[

per diem. It also authorized a house-hunting trip fori E il
days, movement of household goods of 18,000 pounds, storage of household goods not

C).BXTID )

was
(C)(bXT7

o travel to his duty statlon on|®

N0}

to exceed 180 days, real estate sale and purchase, and temporary quarters.

(For further details, see Exhibit 8.)

(BUTNCHBNT)

on

[gnd his wrfe to receive
and his spouse for 10

|(b)(7>(C).(b)

(7)(D)

|

OIG'’s review of a travel voucher (NRC Form 64) signed by|©)

revealed that he sought reimbursement for the sale of a property in™

(THC).(BXTHD)

|

for $13,638. Attached to the voucher were NRC Form 264, Employee Application For
Reimbursement of Expenses Incurred Uon Sale or Purchase (or Both) of Residence
Housing an

Upon Change of Station, dated|® and U.S. Department of

Urban Development (HUD) Settlement Statement {form HUD -1), dated|*""©

OIG reviewed the DOI NBC COS Voucher Workshe (bw)(s;c )g%e ed with this claim and
Dated that ized payment of $11,552.77 tﬁf or sale of property in

(For further details, see Exhibits 9 and 10.)

idglaiom

. b) (7HC)L.bXTXD) . (bX7XC). b)(7
OIG reviewed a travel voucher, dated— in whlch—requested a

relmbu ment of $3,427.42 for temporary quarters for himseif and his spouse for the

period | &) | OIG's review of DOI NBC's COS Voucher

Worksheet for Wuarters for®" |disclosed that DO} authorized payment
(0)

of $3,113.74 to for this expense.

(For further details, see Exhibits 11 and 12.)

BUTHCHLENTHD)

OIG reviewed an travel voucher submitted b
quarters for himself and his spouse for $3,911.50, for the period; |

©ADHC)BXTD) l 's review of DOl NBC COS's Voucher Worksheet for temporary

guarters )fo (ENC1®7) ldigclosed that DOI authorized payment of $3,422.06 to
BITCIEIT
D

in connectlon with this expense.

(For further details, see Exhibits 13 and 14.)

TIETND) eI BXT)
on” D)

submltted a travel voucher for his Relocation Income Tax

Allowance (RITA) with noamount claimed. (Note: the amount that appears on the
trave! voucher, $2,549.63, was handwritten by DOI NBC and then inputted into a data
system for reimbursement.) OIG's review of DO! NBC's COS RITA

7
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Reimbursement Form (Form 3-255-RIT), Memorandum to Payroll Operations Division,

and Notice of en authorizing RITA, disclosed NBC authorized payment of

(For further details, see Exhibits 15 and 18.)
0 f‘i BRI BT

submitted a travel voucher along with NRC Form 264
- (Employee Application for Reimbursement of Expenses incurred Upon Sale or
Purchase of Residence 7.00 for the

BXTHCHBNTHD)
g;:;gpase of ;v ome ati” : As proof of purchase
Ib}(?gic)tg)g)r(g)oe o rovided NRC with a Real Esta : Purchase ated
{BIre) {and HUD Settlement Statement dat ‘

(For further details, see Exhibits 17, 18, and 19.)

OIG's review of DOl NBC, Permanent Change of Station Summary of Expenses
Reimbursed (Form PCS 3- ice of Action Taken, disclosed that NBC
7HCI(BXT}
ted to the purchase of a

authorized r o)
res:den é“’“ NCHBRTIO for $11,557.60, on/®©E0) ]

(For further details, see Exhibit 20.)

o> eI submitted a travel voucher for his RITA with no amount
claimed. The amount that appears on the travel voucher, $960.27, was handwritten by
DOl NBC and then Inputted into a data system for reimbursement. OIG's review of DOI
NBC's COS RITA Reimbursement Form (Form 3-255-RIT), Memorandum to Payroil
Operations Division, a Action Taken, disclosed NBC authorized a RITA
payment of $576.16 tof, " iThe documents are dated|” @O0

(For further details, see Exhibits 21 and 22.)

Review of Public and Court Records Regarding BHTACHENTIO)

' l'd fO C).BX7HD) lf ri(b (7 bY7XD)
F%”%Wmm that this property was purchased Y R ]
lunm(c E7H0) QEM] However, on]ml'f HEYB)THD llssued a

Notice of Trustee's Sale indicatmg thattl“"“7 bK7)(D) |would

be put up for auction on[®71®X71®) | and soid to the highest bidder for cash due to
original foreclosure agreement contained within the deed of trust.

Vil Department of Assessments and Taxation Web site showed that
as of ®CLEIID) the owners of BX7)C)®X7I0) Wwere
F@W?(Qib}%% ] It was purchased Od{b)(T}(C}‘(b)(?)QD) [ ~
| E— T
(For further details, see Exhibits 23 and 24.)

8
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Review of Bank Records Regardiné

On June 29, 2011, provided OIG with consent to review records on file with
Bank of America regardrng his former residence in|®"©) ®X0®) | On August 22,
2011, Bank of America provrded records from the Wilshire Credit Corporation pertaining
to his former residence rnl‘b JHCHEXDID) | Review of the records disclosed that his

former resj BXTNC)HBITHO) was foreclosed and
(BY7XC).(b)7)D) "‘“- : :
sold on in a public auction.

(For further details, see Exhibit 25.)
BIDCLBXTND)

Review of E-Mails Provided by

b 7 CHL(bXT)
On October 31, 20110 provided an e-mail to OIG indicating that his wife had
not resided with him from NI while he was in
temporary quarters as per h|s travel voucher. OIG noted that he claimed per diem
reimbursement for his spouse during that period.

BYTHCY.(b)(7) (D) (BXT)C),(b)T) . by(7
(D) le-malled( !

NC)LBX7XD) I

OCFOQ, asking what docu j ed to substantiate the purchase
. In a subsequent”" X e-mail [27C-EXN informed
ATCLETE) at he had sold his home in|>"©*1® |and had been
“reimbursed Tor certain seller's costs.
(For further details, see Exhibit 26.)
Office of Chief Financlal Officer’s Auditof| . |COS Records

l W7HC)OXT

-Between November 29, 2011, and December 1, 2011
o))” OO i rations Branch, Division of the Controller, OCFO,
reviewed”"©/®1°) 1635 travel vouchers for accuracy, and to determine the amount

vernment due to fraudulent COS travel vouchers submitted by
OO ENTNO) determined that the amount of loss to the Government was
$42,331. (Note: The total amount of loss to the Government determined by OCFO
differed from the amount DOI paid to(2!"©* $31 752.11, duse to (1) OCFO
recalculations of improper payments to®)7)(C). or sale and purchase of residences;
(2) OCFO including the amount the NRC paid to e Internal Revenue Service for

Withholding Tax Allowance of the fraudulent vouchers submitted by
,(bw MO0 and (3) OCFO recalculations of temporary quz vuchers submrtted by
INCLEN0) ke allow reimbursements legitimately due t )

' quarters lodging and per diem but excluding per diem payments fo
for the portion of time she did not reside in temporary quarters.)

0

l
(b}

(For further details, see Exhibit 27.)
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(BH7HC BT YD}

Interview of

ERACHENT) “'S'a .

(D) __fadmitted to OIG that he used his Government travel credit card for personal
use, to include cash advances not in conjunction with official trave![27©®7)  tated he
took cash advap ces to heln pay on the balance owed on his Government travel credit
card. OIG prowde ith a spreadsheet refiecting his Governmen
credit card charges that were not associated with official travel, and2©®7)"|

_only one charge for a utllity bill that he did not recall seeing on his Citibank statements.

PITOOND) kstated his understanding on the use of the Government travel card was that
an NRC employee is “not supposed to use it for personal use and {was] supposed to

pay it off on time.”[{"“®? " Hefined personal use as “for purchases other than official
travel." -

aimed he did not recall altering or i i itted
to NRC for reimbursement for official travel to®"©) 1"

(BATHCHBATHD) and tOl(b)(”(C)‘(bW)(D} 1
@O0 T However|NC-0)7 istated, “it looks Tike | did that. And I'm going t

“that | did in this case for the one for[2®7 Jtrip With regard to the[®7©) X))
EIOCIET trip, he stated, “I see that [ did it. | admit that." Regarding the trip to DO EIT
()7NCIOATIO) could not explain why he would make up a receipt
for the actual amount charged on his travel credit card, however, he acknowiedged

doing so.

[ e———

. faiso admitted to “padding’ his travel vouchers for reimbursement for his iaid

l Government refocation move from|[®7CHEINO) to NRC headgquarters in[>/ 0
Y7 NC) BN 70}

ted that he submitted costs such as taxes and realtor fees
associated with the sale of his house even though such a sale did not occur.

lso provided OIG with a signed letter with enclosures, which he later

submitted as a voluntary sw nt, which reflected that he did not sell his home
because it was foreclosed. |79 "0 lsworn statement also reflected that he

- fabricated the documentation for the attermpted sale of his home and that "none of the
claimed amount of "$16,697.00, which | received based on my false claim, was a valid
expense.” .

cknowledged to OIG that he signed and dated the COS vouchers that were
submitted to NRC between 2007 and 2010 for reimbursement. He acknowledged that
he falsified the trave! vouchers for the sale of a home i~ ©*©"® and the
purchase of a house in Rockville, Maryland. He further stated that he created
fraudulent HUD Settlement Statements for both the sale of a residence and the

to include a fraudulent Real Estate Purchase Contract dated

for the purchase of a home in Rockville, Maryland.

BT HEHBIAID)
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~

Eg)f e tated his actions were due to desperation and he had “failed to maintain the

standard that he knew he should have. [87 )17 |stated that he thought that by
falsifying all these documents he could benefit by overcoming some financial difficulties
that he was having at the time. Furthermore, he said he was dealing with some long-
term issues concerning his ability to think clearly. These issues pertained to his work
performance and his handling of finances.

(For further details, see Exhibits 28, 29, and 30.)

Department of Justice Declination

[P |U.S. Attarney's Office, Southern District of
“Maryland, was briefed on this investigation B Heclined prosecution of this matter in

lieu of administration action.
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EXHIBITS

NRC Standard Form 50-B, Notice of Personnel Action, dated 717

Memorandum to File, Review of Citi
and NRC Travel Vouchers, dated|®"©®70)

Charge Card Statements

Memorandum to File, Residence Inn,|*"(©®7®)

Receipt, dated

’(b)(7)(C),(b)(7)(D) l

HC).()TXD)

HUD-1, Settliement Statement, dated®"(©®170)

Change of Station Voucher Worksheet, authorizing payment of $11,552.77.

NRC Form 64, Travel Voucher, datedl(b’m‘c)’(b)‘”(m

|

Change of Station Voucher Worksheet, authorizing payment of $3,113.74.

NRC Form 64, Travel Voucher, dated‘(b)m(c)'(b)m(m

|

Change of Station Voucher Worksheet, authorizing payment of $3,422.06.

NRC Form 64, Travel Voucher, dated|”"” "

(B)THCLPITHD)

-RIT, Permanent Change of Station RITA Reimbursement, dated

NRC Form 64, Travel Voucher, dated | ©®7©)

Jwith NRC Form 264,

Employee Application for Reimbursement of Expenses Incurred on Sale or

Purchase of Residence upon Change of Official Station, dated|”

12

Memorandum to File|®"” \Records,

. dated® O END) I
7XCIBNTID)
Memorandum to Flle\ lRecords
Received, dated|®7(C-®)N0) ]
BY7C)BXT D) )
PeEne [dated [P7CTETI0) | Holiday fnn,
. - . . (b)(7)C),(B)(7)D

Memorandum to File, Digital Evidence Analysis Report, dated OO

NRC Form 279A, Official Travel Authorization Change of Station, dated|s) """
B)(7XC). X7 HD)

NRC Form 84, Travel Voucher (NRC Form 64), dated CINEEITET | with Form

(b)7)C
o)

L(BX7)

CLBNTHD)
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18.
20.

21.

22

23.

24.
25,
26.

27.

28.
29.
30.
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Real Estate Purchase Contract, dated

(B)7HC)(bXTHD)

HUD-1, Settlement Statement, settiement date of

(BITHCLENTHD)

Reimbursed, dated {®"

HCHLBXTHD)

. iimlfﬁiam Permanent Change of Station RITA Reimbursement,
®HTICIBXTIO)

LHTHC)LUTHO)

Memorandum for File
dated Ifb)i?ﬁck-(b)(n(o)

Notice of Trustee's Sa

Review of Property Records Regardind{

NRC Form 64, Travel Voucher, dated”"~®" |

Form PCS 3-255, Permanent Change of Station Summary of Expenses

{b
!

HTHCLbHT)

D}

b7 HCh(BY7 D
Ie.l( K7 HC)L(BXT)D)

|

Records from Wilshire Credit Corporation, dated

(bX7HC).(BXTHD)

E-mails forwarded by{~

NTHCLEBNTHD)

to OIG. dated (b7 HCLLNTHD}
)

ENTHCLENND) _T

| WIS

Memorandum to File, Recalculations o

BITIC),

Transcript of interview,

. N
Transcript of interview

Signed Sworn Statement, o)

et T e

OA7HC)DYTHD)

BN7ID)
dated

(bXTHC)BKT)

{BI7HCLONT)
o

g

ated
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dated B)7HC).BXTHD)

(BX7HCHBHTND)

(BY7HCHDHND)

COS Vouchers, dated
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OFFICE OF THE ’
INSPECTOR GENERAL March 2, 2012

Concur: Case Closed )4 —

MEMORANDUM TO: Joseph A. McMillan
Assistant Inspector General
for Investigations

BY7YOT
THRU:
Team Leader,”"“
BN7XC)
FROM:
Special Agent™"""’

SUBJECT: DISPOSITION OF OFFICE OF INVESTIGATIONS CASES BY
THE OFFICE OF ENFORCEMENT (OIG CASE NO. 11-27)

Proactive Initiative

This Office of the Inspector General (OIG), U.S. Nuclear Regulatory Commission
(NRC), investigation was initiated as a proactive initiative to quantify and assess
differences between NRC'’s Office of Investigations (Ol) investigative conclusions and
NRC's Office of the General Counsel (OGC) conclusions about the same cases.

Findings

OIG found that Ol was established to conduct investigations concerning allegations
against licensee staff and reach its own conclusions (substantiated versus
unsubstantiated) independent of OGC, which makes the agency's final decision as to
whether an allegation is substantiated or unsubstantiated. OIG found that to make its
final determination as to whether a matter is substantiated, OGC reviews Ol's
investigative report to determine whether the preponderance of the evidence supports
wrongdoing, and whether Ol's evidence is sufficient to demonstrate “wiliful and
deliberate” intent of wrongdoing. OIG found that Ol substantiated 127 allegations
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against licensees between FY 2009 and FY 2011 and that OGC disagreed with Ol's
conclusion in 12 of the cases. The majority of disagreements occurred because OGC
determined Ol did not provide sufficient evidence to demonstrate the licensee’s action
was wiliful and deliberate. OIG also found that once Ol issues its final investigative
report with its independent findings, it does not amend the report to reflect OGC's
ultimate conclusion.

Basis of Findings

Ol was created by the NRC Commission on April 20, 1982, to independently conduct
thorough, objective, independent, and timely investigations of alleged wrongdoing in the
licensed nuclear industry. The independence principle was intended to ensure that Ol
investigations would be credible and objective. Thus, when Ol undertakes an
investigation into an allegation, it does so without influence from NRC staff. Ol also
does not discuss with OGC the outcome of its investigation until its report is completed.
Occasionally, Ol will contact OGC for legal interpretation and legal advice during the
course of an investigation, but it tries to conduct its work without OGC's influence.

Once Ol completes its investigation, it issues its final report, with findings, to the
regional office responsible for the licensee, the regional program office (either reactors
or materials), the Office of Enforcement (OE), and OGC. After the recipients have had
an opportunity to review the Ol report, a conference call is held among the four entities.
Ol’'s participation is optional. The four (or five, depending on Ol's participation) review
Ol's investigation and discuss whether the preponderance of the evidence is sufficient
to substantiate wrongdoing. Following this discussion, OGC documents its conclusion
for its records. OGC's conclusion represents the agency's final position on the matter.
If the matter is substantiated, OE assesses the penalty, if warranted, and prepares a
letter to the licensee conveying NRC's finding and proposed penaity.

OIG assessed the differences between Ol's substantiation of matters between FY 2009
and FY 2011 and OGC's substantiation of the same matters. OIG learned that during
this timeframe, Ol completed 398 investigations, 127 of which were substantiated. Of
the 127 matters that Ol substantiated, OGC substantiated 115 and found 12 were not
substantiated.

——

OHATXE) Materials Litigation and Enforcement

- —{MLE), OGC, stated that her office receives all substantiated Ol investigative reports
when they are completed. She said that when an Ol investigative report is
substantiated, she assigns an attorney from her division to the case.[®7C  statec
that the attorney will review the entire file, including all transcripts and exhibits, to
determine what the violations are, and to look for the elements of the violation/s.
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(BYTHC)

id the attorney must identify the regulation or requirement that has been
o , determine how it has been violated, and whether there are other violations that
might have been overlooked during the course of the investigation.

WC) paid her office reviews the evidence to determine if the act was committed
deliberately, i.e., what was the state of mind of the individual who committed the
violation at the time of the act, which caused the violation. She said her office looks for
the preponderance of evidence in reviewing Ol investigative reports to assess if the
evidence is legally sufficient to go forward on a violation.

o ot |

BHDE) said her office tries to inform the other panel members of OGC's review results
prior to the panel assembling so that no one is surprised when the case is discussed
during the panel teleconference. Occasionally, OGC disagrees with Ol's investigative
conciusion, but when that occurs it is because OGC does not believe that the
prepongerance of evidence supports substantiation of a willful and deliberate violation.

stated that there have been occasions where the regional General Counsel and

~OE hrave disagreed with OGC's determination and chosen not to take any enforcement
action. However, she said this does not change OGC's determination.

She agreed Ol was formed as an independent office, intended to be free from internal
or external influences. She said she does not see a conflict in rendering an opposing
conclusion as it is OGC's role to examine the preponderance of the evidence to
determine if a violation occurred and if it was deliberate.

|(b)‘7)(c) ]told OIG that her office was created as an independent

office to conduct thorough, objective, independent and timely investigations of alleged
wrongdoing in the licensed nuclear industry. Ol was formed by the NRC Commission in
response to congressional and Department of Justice criticism that agency
investigations, which were previously conducted by NRC staff, lacked competence and
credibility./ " related that in rare cases, OGC, representing the agency,
reaches opposite conclusions and elects to disagree with an Ol finding based on the
same evidence. Though it is correct to say that OGC makes the final agency
determination of an investigative conclusion on behalf of the agency, O! does not
change or alter its findings. She said that her concern is the quality of the investigation
and subsequent investigation report.

(>7e) |Enforcement, O, told OIG that an OE specialist is
assigned to every case that is substantiated by Ol and/or an inspection. He agreed that
OGC has the final word on whether or not the preponderance of the evidence is
sufficient for substantiating wrongdoing. He said that wrongdoing is categorized as
deliberate misconduct or careless disregarddvised that for cases that have
been substantiated by OGC, OE determines the penalty to be assessed on the
licensee. He said the penalty is determined by headquarters OE in conjunction with the
regional OE.
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Conclusion

Because OIG did not identify any irregularities in connection with the process by which
NRC investigates and renders final decisions on allegations of licensee misconduct, it is
recommended that the results of this proactive initiative be closed to the files of this
office.
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& %, UNITED STATES
g e NUCLEAR REGULATORY COMMISSION
< ‘g’ WASHINGTON, D.C. 20555-0001
L £
% 5
OFFICE OF THE
INSPECTOR GENERAL

August 15, 2012

Concur: Case Close S

MEMORANDUM TO: Joseph A. McMillan

Assistant Inspector General

THRU:
Team Leader, "
®Y7IC)
FROM: ‘
gen (bXTXC)
SUBJECT: MISUSE OF GOVERNMENT POSITION AND
UNPROFESSIONAL CONDUCT BY RESEARCH
EMPLOYEE (OIG CASE NO. 11-31)
Allegation:
The Office of the Inspector mission (NRC),
received an allegation that > ©7® ffice of

Nuclear Regulatory Research (RES), NRC, based on his a public comments,
was misusing his Governmwwmim&%ﬁias pursuing |,
an event that occurred at the(™" <) as an NRC employee and
not as a private citizen. It was also alleged tha{®"©*®"® lsnoke as an NRC
employee and not as a private citizen during an 2.206 petition meeting in 2010
concerning hlsconcerns and thatmisrepresented himself in

public comments made when speaking withthe press’

TCIAL LY>QIG INVESTIG ORMATION
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b)(7ND)

QO eviewed documents onL7 }Government computer to detemmine if
BITHOBINO)  |\vag misusing Governmerit resources’ ng on his concerns during
official duty hours to further hrs complaint a OIG identified 21
documents regarding the[271®) Jevent orf 7C) BT computer. some of which
had been accessed during duty hours. The majority of the files appeared to have been
uploaded from a CD or thumb drive but OIG could not determine when the uploading
occurred. None of the files appeared to contain sensitive information. OIG learned that

EXTCHENTE)  hogsesses an NRC issued MXI encrypted thumb drive, but could not
determine whether the files had been uploaded from the NRC thumb drive.

*b) (7)(C).(b)(7)(D)

{EITCIEITIO) |Office of Nuclear
equlatory Research (RES), NRC, told OIG that he was aware there were times when

BIOETID) used his Government computer to produce or send documents relevant to
his pursurt against theevent but believed that this usually occurred before or
after work, or durin lunch time, and did not interfere with his work performance.
According to SR BT kﬂas a good employee.

l(b)(7)(0)v(b)(7)(D)

, . ( BXTXC).bXTHD)
SUpervIsor,

_ loffice of the General Counsel (0GC), NRC., toid OIG that
GBI has not viglated NRC y by pursuing the2"©®"") event using the
.206 petition process. i“’ JTXCLEXTID Ltated that NRC employees are allowed to
pursue safety issues even if the issues artT_th_a_naﬂ_onhle employee’s regular
responsibilities within the NRC. However,[2\ 00— hald OIG that the NRC
intended to inform[®CPX0) Tihat the agency could not continue esources
on allegations that have previously been investigated regarding th4§g>;7><°> ®X) lavent

unless he provided new evidence or facts that required review.

OIG confirmed th he Office of Public Affairs (OPA) that althoug CIreEmer |

comments about> ' |were published in a variety of newspapers, he did not violate

NRC policy by speaking with the news media. In the three publications OIG reviewed,
Wstated that he was speaking as a private citizen and not as an NRC

employee. As stated in NUREG/BR0202, Rev 2, the NRC OPA asks, but does not

require, employees to direct the media to OPA. Employees are pemmitted to provide
statements to the media without prior approval.

Because the allegations were unsubstantiated and‘i(b@(m'(b)")() did not violate NRC
policy by expressing his personal views in connectiBn with th vent or use
public resources inappropriately, it is recommended this allegation be closed to the files
of this office.

'NRC Management Directive 2.7, Information Technology, permits fimited employee personal use of
agency information technology resources provided such use does not result in the loss of employee

productivity or interfere with official duties, and causes_no or minimal additional expense to the_agency.
i o) Ol VES TION INFORMATION
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UNITED STATES

NUCLEAR REGULATORY COMMISSION
WASHINGTON, D.C. 20555-0001

OFFICE OF THE
INSPECTOR GENERAL February 3, 2012

o
Concur: Case Closeaﬁq O@\
MEMORANDUM TO: Joseph A. McMillan

Assistant Inspector General

for Investinat]
BYTI)
THRU:
RS . \
®N7HO) ’
FROM: \ &
Special Agent/ _ ————
SUBJECT: POTENTIAL REGION IV MANAGER MISCONDUCT
INVOLVING NEED TO KNOW INVESTIGATIVE
INFORMATION PERTAINING TO AN FBI INVESTIGATION
(OIG CASE NO. 11-44)
Allegation

This Office of the Inspector General (OIG), U.S. Nucl \
investigation was based on an allegation from|™>!©-®17)®)
[BITCHE) iOfﬂce of Investigations (Ol), Region IV, NRC, thaff®/7iC1®imo) |
(O)THCLENTAD) Region IV, sent an e-mail to other Region IV employees

containing detailed information about a Federal Bur: [ealx.|_fJI_lp3Le§Ilsianm:\_LEE’:.L)__1
investigation into ta ofnoﬂmn_mm:m%dent at| >IN
m’ (ITRE) PXTIE ggmm:mp_s_e_mmmmge_cﬁ

EXN©E [ According t
with the FBI so she couid provide information t b}‘f” CHBNTIDY
QOffice of the Commission (OCM); however|®'""“"*'"®) lg_mail was not sent to

{BHTHTHLBNTHD)

Ol, or anyone in the OCM. This igation examined whether (1)
EXTICEIT Imisrepresented to O her need to gather information pertaining t
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NCY.bXT) , . .
_ (2]53))(7)(0)_(b>(7) misused her position to gather information, (3)was
permitted to Qistribute the e-mail as part of her FSC responsibilities, and (4) if the e-mail
was transmitted outside the NRC.

Findings

bY7HC),(b}7
I ditpotsupstantite thalb] " |misrepresenied to Of her interest in the FBI

1N investigation. OIG determined tha w position as FSC entails
gathering information about investigative matters and disseminating security events to
the appropriate individuals who have a need-to-know. OIG determined that the e-mail
was sent to only Region |V and headquarters staff with a need-to-know and that the e-
mail was not sent or forwarded to external sources. As a result of this incident, Region
IV has initiated corrective measures for coordination between the FSC and Ol to
prevent potential releases of sensitive law enforcement information.

Basis of Findings

EHACHENTIE) hOCM, provided copies of an e-mail that she sent

16 an Office of Nu ble?aé Sf'?“ ity and incident Response (NSIR) employee requesting
that NSIR providd(p, '“*'? | with updates on the[PCETN0) linyestigation. The

e-mail was forwarded by the NSIR recipient tol_ng%mH%ﬂaﬂ_innlmiingl(b>(7)‘c>=(b><7)‘0’ ]
[BICIER0) Jand|[BI7XO). | of PITHCLENTO) old OIG that she

did not personally communicate about this matter with anyone in Region V.

®)TNC)E)NTND) BYTNC) B)(7 , .

old oIG thatapproached her in the Ol offi e was

seeking an update on the technical issues associated with the EADELEXDE)
investiaation and that(o)( YLK had requested the update to provid

irman.

. v bY7)C)..OYHYDY L,
BINCIOXO < aid she then received a telephone <)(7><C((7>e FB! and™ )(b )7( z )(b Lug)wted
OIMCHET g sit in on the conference call so that O leould updatd ™ O
about the status of the FBI investigation.|®"©®X"®) lsaiq that after the conference ¢

IR Jcomposed and sent an e-mail to several NRC employees, but thal®/©®0) |
3id not send the e-mail to Ol or coordinate with 5 "~*"” before sending it*" @7 |
said that Eb;)}”‘c"(b’(” should have been aware from past practices that any information
disseminated regarding Ol investigations should include Ol, and Ol should be aware of
and approve any information released, and where and to whom the information goes.

tated that after she learned about the e-mail, she contacted the Region IV
Computer Security Office (CSO) and directed them to scrub the servers to prevent

(bX7)(C), (bYTXHC).(bXT)(DY b)(7}C).(b)(7)(D
(bX7)D) [in this memorandum refer to| Any references to the< JDHC)EITHD)

il include first name and last name|(®}7)(C).(b)(7)D)
2
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further release and
forward it to anyone.

transmittal.

sent t

OIG confirmed that|D
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(B)7 (C)-(b)<7)(D)

br anyone else in the OCM or Ol.
EXCHEYT)

composed and sent the e-mail to several
and Region IV employees detailing specific information about the FBJ'g[F7© G170

investigation. T mail, L 7“0
sent to?a_‘"ncn‘b)?hg_e_xm and|®©eINO)

(BYTHC).LXTHD

10 ATION™

Ot all recipients of the e-mail to deiete the message and not
also notified the FBI case agent of the e-mail

CSsO nﬁrmed that the e-mail was not sent outside the NRC and was not

headgua)rt)e:e

Only - Law Enforcement Sensitive,” was
n NSIR and the followina Reai

OIG learned that each of these individuals had an ffici

information pertaining to the security event a

d C)BIND) -

(BYTHC).(oX7)(D)

that it

was not unusual for>(C

know about the

NSIR, told
' |to notify him through e-mail communications

regarding law enforcement informatlon that would be shared with proper NRC staff.

(BYTHC)LBYTHD)

toid OIG that]' BT GIIE
information to provide to the region's staff.

OIG rewewed

B)7NC)INTHD)

Redion IV ViBranch Chief who provides oversight for[*7<®
wsponsibility as the' included obtaining security related

(7)(D)

Performance Appraisal System Summary Rating and

confirmed that as|®/"(CHXDE)
responsible for engagement with Federal law enforcement agencies to follow-up on

suspicious activity reported from the licensees.

(BI7HC).(BXT)
()

is

old OIG that she composed and sent the|

b)}7xC

L(BXT)D)

'|e-mail in

accordance with her official responsibilities. Although she could not recall the specific
reason she had approached Ol she acknowledged that

Ol to gather information about
she is responsible for obtaining law enforcement and security related information,

I B)(7HC).(bXTXD

was possible she approached
maintained that as the

ChbXT)

stated that he wquld never

conducting liaison activities with law enforce aroups, and reporting information
back to the regional and headquarters staff.|3 )

have sent an e-mail with security related mformatnon dtrectly to>
a Commnssnon ofﬁce.

was not the protocol for her to communicate dlrectl w

()oY b

because it

BINCIED  Joxplained that the e-mail was sent to{ 0~ |in NSIR, and ould
have been responsible for forwarding the communication to the OCM sald

she did not include Ol in her e-mail but that since this incident, she and Ot have

established informal protocols and corrective actions to ensure that all future e-mails
pertaining to law enforcement investigations are sent to Ol for review prior to
dissemination.
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BX7IC), . )
F(bw;(c)) ((:Z))((z)) ]had mfo_rmed her thatzg)fmc”b)(n sought information pertaining to the
| ‘ —Iinvestlgation. However, she said that while she and her husband try to

separatga their personal and professional lives, they do occasionally discuss work
related issues and it was possible that®*"©®X0®) eau1d have mentioned ®7© &)
e-mail in a conversation with|®7(©®CXN0)

[ Se—
BI7XCIBN7ND , .
IO Jtold OIG that although he did not recall shanne~mail withro)
INCEID - The may have done so through conversations with Rer. —~

Because QIG did not substantiate any misconduct or inappropriate release related to

BXTNC)BX7)D) e-mail, it is recommended that this investigation be closed to
e files of this office.
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.7 " UNITED STATES
§ NUCLEAR REGULATORY COMMISSION
g" ; WASHINGTON, D.C. 20555-0001
'ﬁtﬂ“
?p«gplggg;;g:mm March 5, 2012
MEMORANDUM TO: R. Wiiliam Borchardt
Executive Director for Operations
%&an& ?ﬁ? ‘a{fsz,\
FROM: Joseph A. McMillan
Assistant Inspector General
for Investigations
SUBJECT: POTENTIAL ETHICS VIOLATION

(OIG CASE NO. 11-46)

The Office of the Inspector Gensral (OIG), U.S. Nuclear Regulatory Commission (NRC),

recently completed an investigation regarding an allegation that an NRC employee had
outside employment on a[®"/¢1EI7i0; |This memorandum conveys

relevant details from this investigation.

Allegation

0 eceived an allegation th ‘
Division of Engineering (DE), Office of Nuclear Regulatory Research, iR}ES)

was serving an & EI7ICI EBXTIO)

()7 HCHBHTHD) .

|27 HC) )7 HD) ]Accordm; to the allegation]~."""™""" {did not obtain

7 3
management approval to work on the{”"""® 7% The alleger
claimed that|5) 610 fakes annual leave to work on the panel and does not serve in

her official NRC capacity when working in this role.

Findings
918 foung |
(OATHCHEKT) | OIG found that "E“” (C)EX7) }sought
uidance from NRC's Office of the General Counsel (OGC) regarding e
PIINC) i There were no costs incurred to the N C and no indications th
NRC resources to conduct work on behalf of {1715, (OIG determined that
foreign government entity, and that by accepting compensated employment wi

BB |16 o [FTVCTERTID
is g/ BITID)

bX7HC)(BUTHD}
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(BUTHC).(bXTH(D)

(BY7XHC).(b

X7XD)

-0IG1 ATIO

he Emoluments Clause of the U.S. Co

had violated 'n is
required to retum to any compensation she received fro O G also
determined that/27© X |

failed to report her association with| to the Division of

ON,

(BY7HC).YTHD)

(B)THCYOXTHD)

Facilities and Securlty (DF8), in violation of Management Directive 12.3, “NRC
Personnel Security Program,” which states that NRC employees are required to report
to Personnel Security Branch, DFS, any employment with a foreign or foreign-owned

(BXTHC)BHTHD)

BTHC)(BHTHD)
(BY7XC).(bX7)D)

(bX7)C

) BR7HD)

{(bX7HC).(b)THD)

(b)U7HC),(BXTHD)

(b)7HC)

bY(7XD)

interest. OIG found that DFS does not enforce this requirement.

Basis of Findings

®)7THC).bXT)
(D)

conductmg a study for the |(®X7XC) GX7)O)

told OIG thatl offered her a paid consultant position to assist in

| She stated that

alb) (7)C)BITND)

jpublic and industry. She

is

discussed her possible employment as a private consuitant with

[<b><7>(0>.<b><7)<D> ]OGC, who

employment withj jas long as she (1) paid for her
expenses, (2) took ieave on the days %he worked o

any NRC resources while conducting
verbal appro
attended tw:

2011) and there was another workshop s h uled f

compensation is $12,000 per workshop.”’

(bY7HC

oy7 D atters. She said she

ist her NRC title on any documents created by and/or through
is not associated with NRC.

was adamant that her work at

l BX7HC)(bXTD)

a conversation could have occurred)®)7/©

uni > _jadvice prior to work
BN B0 had travelied to]®

®INEEmO \does on her personal time is

(THC).(b)THD)

(BX7)C
7)(D

employment with the|®)

HTHC)(

RES, told OIG that she could ,
7€H|ng her that she accepted employmint ?s a consultant wit

told her that she could accept compensate
own travel and associated

business.|® €110 1said she received

r February 2012. She said her

OLINO) denied using NRC resources

withl©17 5 BATHD)

m her branch chief regarding heﬂ employment. She said she
workshops inﬂone in January 2009 and one in April

matters, and (3) did not use

7XD)

and/or eqmpment to work onpnatters and sald she takes leave to work on
oes not represent the NRC at th | and she does not
the|™

(b}7

claimed she a
NRC related matters

' Ivaguely recalled asking for advice regarding compensated

- |He stated he would have i -u d her that she cou ,
accept compensated employment with long as as not part of thg5 " 1
| She would also have to take annua eave pay her own travel and

her personal business.

HC)LBXTHD}

s unaware that
while on annual leave She stated that what

assoc:ated expenses, and would not be allowed to use any NRC resources to conduct
GITC.P hysiness. He also said that while it was not required, she should obtain her

D
ranch chief's approval.

( )(7)(C etired from NRC in January 2012,

2
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. BRCINTIDT ..
OIG reviewed time and attendance records and noted she took leave

and/or compensatory time off from January 13, 2008, through February 5, 2009 (18
work days), and from April 7 — 15, 2011 (7 work days).

BX7HC).BXTHD)

ersonnei Security Branch, DFS, told OIG

“tha{PC N0 secyrity file did not contain any information regarding connections to
and/or family members residing in|® _Eu[thﬁ[mn re, a Federal Bureau of
Investlgatlon law enforoement record RADELEXT)

eck on|o) vealed no der: ry
information 5175 ladvised that/q '~ “'") ldid not report her connection to [Qifbs
required in NRCMD 12.3, “NRC P ersonnel Security Program,” which states that NRC
employees are required to report to DFS “any employment or association or change in
employment or association with a foreign or foreign-owned interest or representatives.”
However, he said that realistically, NRC employees do not a alwavs omply with this
requirement and DFS cannot trac vised|'s of the requirement
to self-report her association with|*""®® Ireported tq/C) | ”‘7’”' ia e-mail that she
was employed “in the form of consuttmg to a foreign company, "and that she informed
her management of the work, but noted she was “unaware” of the requirement in MD
12.3. She stated in the e-mail that she reviewed MD 12.3, and was “stili not sure of the

specific steps needed to adequately report the consuiting and the specific information
required.”

Both PAmEEne) Office of Legal -- ‘ sor, U.S. Department of

OO0 Gtate concluded that is a foreign government entity. |22 |advised OIG that
7070 yiolated the Emoluments Clause of the U.S. Constrtutlon which prohibits

ederal employees from acceptf ted employment with a foreign
overnment/[2/DC)0) [stated that|2©®") lis allowed to give pro-bono advice to the
[‘T’%“C“b’m”) |however he is not allowed to receive any compensation for

e, Tt advice. ing to|®/(C-EXTE) must return the she
EOENO - received from and any travel or other expenses paid by|”"" 0]

EXTHOHENTID) lU.S. Attorney's Office, Greenbelt, Maryland, was
riefed on this invetm_inﬁ‘n. He declined to pursue the matter further because it was not
evidently clear that as a foreigh govemment agency and it required research by
C OGC and Department of State, OGC, for determination. He advised that
must return to@ny compensation received and any expenses paid by

OYTHCHLBUTHD)

(BUTHCHOATHD)  [BHTHC)BYTXD)
O)7THC).B)T)D)

(BY7)(D)

OIG briefed ™" GC, NRC, on
this investigation and the requirement that <bj?<7> (BX7) ’retum to e compensation
she received and any other expenses that paid.” OGC indicated that it will
coordinate with the Department of Justice and DFS to determine any necessary action
by NRC.

(EYTHCHBXTHD)

3
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Please respond to this office within 120 days on what, if any, action you intend to take in
response to this report. If you have any questions, please contact Rossana Raspa,
Senior Level Assistant for Investigative Operations, at 301-415-5954.
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UNITED STATES

NUCLEAR REGULATORY COMMISSION
WASHINGTON, D.C. 20555-0001

OFFICE OF THE
INSPECTOR GENERAL

February 21, 2012

MEMORANDUM TO: Chairman Jaczko

(o

FROM:
Inspector General

SUBJECT: RELEASE OF PREDECISIONAL INFORMATION REGARDING
COMMISSION'S COMSECY VOTE

(OIG CASE NO. 11-47)

This memorandum conveys the resuits of an Office of the inspector General (OIG), U.S.

Nuclear Regulatory Commission (NRC), investigation into an allegation that sensitive
information concerning the outcome of a non-public Commission vote was leaked to the
office of Vermont Senator, Bernard Sanders. The vote pertained to a “Statement of
Interest” (i.e., Federal preemption) by the Department of Justice (DOJ) in a lawsuit filed
by Entergy Nuclear against the State of Vermont. .

Findings

OIG found that between June 9, 2011, and June 15, 2011, approximately 45 NRC
employees received e-mails from each Commission member stating how he or she
voted on the “Statement of interest™ matter. In addition, on June 15, 2011, these same
employees received an e-mail from the Office of the Chairman summing up the voting
results and including a breakout of how each Commission member voted. OIG found
that Senator Sanders’ office was aware of the 3 to 2 vote tally by June 15, 2011. OIG
was unable to determine how Senator Sanders’ staff iearned about the vote talily.

Basis for Findings
Background
Between June 9 and June 15, 2011, the NRC Chairman and Commissioners cast their

votes on COMSECY-11-0009 — Energy Nuclear Vermont Yankee, LLC v. Shumlin,
No.11-CV-99 (D. Vermont). This COMSECY had been provided to the Commission on
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June 7, 2011, subsequent to a June 6, 2011, time-sensitive request from DOJ. The
purpose of the COMSECY was to request the Commission's views on whether to
support the filing of a U.S. “Statement of Interest” in the above captioned lawsuit. The
lawsuit invoked Federal preemption doctrine and sought to enjoin Vermont from using
its “certificate-of-public-good” law to shut down the Vermont Yankee nuclear plant when
the plant’s original license term expires in March 2012. COMSECY-11-0009
communicated two options to the Commission. Option A supported the filing of a
“Statement of Interest” by the DOJ on the Federal preemption issue, and Option B did
not support such a filing at the current time.

Commission members cast their votes on COMSECY-11-0008 between June 9 and
June 15, 2011. In accordance with Commission voting procedures, each Commission
member submitted his or her vote to the Office of the Secretary by e-mail with copies to
the other Commission members’ offices and program office staff with a need-to-know.
In this case, approximately 45 staff in the various Commission offices, Office of the
Secretary, Office of the Genéral Counsel, and Office of Commission Appeliate
Adjudication received e-mails from the Chairman’s and each Commissioner's office with
his or her vote.

Voting b?gan on June 8, 2011, with Commissioners Ostendorff and Svinicki casting
votes for |1 ith comments. On June 10, 2011, Commissioner Magwood voted
for® " |with comments and Commissioner Apostolakis voted for®"" | without
comments. On June 14, 2011, Chairman Jaczko cast his vote forj®*"*¢}  with
comments. On June 15, 2011, after the voting was completed, the Office of the
Secretary informed "¢’ General Counsel, Office of the General Counse!
ommission had approved Option A. In addition, on June 15, 201 {®7C |
Office of the Chairman, sent an e-mail with suggested language for
NRC's response to DOJ to the same recipients who had previously received e-mails on

the individual votes. "’ le-mail provided the final 3 to 2 vote tally and a breakout of
how each Commissioner voted.

NRC's Solicitor informed DOJ in a June 15, 2011, letter that NRC supported the filing of
a "Statement of Interest.” This ietter stated only that “we” (NRC) support filing a
statement of interest by the United States on Federal preemption. The letter did not
indicate how each Commission member voted on the matter or provide the vote tally.

OIG learned that Senator Sanders' Senior Legislative Assistant called the Office of
Congressional Affairs (CA) on June 15, 2011, to inquire about the vote outcome. The
Senior Legislative Assistant also called each Commissioner’s office to ask how each
Commissioner voted and told one Commissioner's Chief of Staff that he knew the
overall vote was 3 to 2. The Senior Legisiative Assistant also called the Chairman's
office on or about June 15, 2011, to ask about the Chairman’s position.

2
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On June 16, 2011, at the request off > ~|office of the
Chairman, NRC's Solicitor informed DO.J) that the Commission vote was a 3 to 2 split
without identifying how each Commission member voted on this issue.

Review of Documents

NRC Management Directive (MD) 3.4, Release of information to the Public, states that
documents created by, communicated to, or received from the Commissioners and their
staff must receive prior approval from the Commissioners before their release.
‘Furthermore, MD 3.4 also states that NRC employees and consultants must protect all
draft and predecisional documents from inadvertent release.

Internal Commission Procedures, Chapter 3 — Voting, states that for votes that are not
made publicly available, specific permission from each Commissioner is required prior
to distribution of his or her own vote outside the NRC.

While COMSECY-11-0009 was marked “Official Use Only — Attorney-Client Information
— Limited to NRC Unless the Commission Determines Otherwise,” the e-mails sent from
the Commissioners’ offices with the Commissioners’ votes did not have senstivity
markings.

interviews

OIG interviewed the NRC Chaimman and Commissioners and 19 NRC staff from the
Commission offices, Office of the General Counsel, Office of the Secretary, and the CA
to determine if someone from NRC provided Senator Sanders’ office with the
Commission vote on COMSECY-11-0009. No one interviewed admitted providing
information to Senator Sanders’ office about the vote and no one was aware of anyone
else providing the information. All were aware that the vote was sensitive and should
not have been shared outside of NRC. Commission members said they did not provide
their specific votes to anyone outside of NRC and were not aware of any NRC
employee sharing the voting outcorne outside of NRC.,

BITHC
OlG learn ed together to develop the language in the
e-mail that®'”"® isent on July 15, 201 1to|d OIG that she felt stronggly about
having DOJ know the vote outcome but the majority of the Commission disagreed with
this approach.

Senator Sanders’ office declined OIG's request to interview the Senator's Senior
Legislative Assistant with regard to this investigation.

According to NRC's Solicitor, DOJ was concerned that Senator Sanders was aware of
the vote outcome, but considered it an administrative matter that did not warrant any
action by DOJ.
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Review of E-Mail Traffic

OIG reviewed NRC e-mail traffic logs reflecting messages sent by Commission staff
from June 9 through June 15, 2011, o determine if any of these employees provided
Senator Sanders’ office with the Commission’s vote outcome via their NRC e-mail
account. OIG's review did not identify any information to indicate that such
communication had occurred.

This memorandum has been provided for information purposes only. There is no need
for a response.

cc. Commissioner Svinicki
Commissioner Apostolakis
Commissioner Magwood
Commissioner Ostendorff
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QO&" *euy, x, UNITED STATES

,,“ ’1, NUCLEAR REGULATORY COMMISSION
5 P g WASHINGTON, D.C. 20555-0001

- g F 3

Dt

Paau®

OFFICE OF THE
INSPECTOR GENERAL April 4, 2012

MEMORANDUM TO: Concur; Case Closed ﬁ

Joseph A. McMillan
Assistant Inspector General
for Investigations

BXTIC)
THRU:
E?m Leader®X7)C)
BN
FROM:
Special Agent,®"©
SUBJECT: TIME AND ATTENDANCE ABUSE AND INAPPROPRIATE
RELATIONSHIPS WITH CONTRACTOR PERSONNEL BY
NRC COMPUTER SECURITY OFFICE EMPLOYEE
(OIG CASE NO. 11-61)
Allegation

The Office of the Inspector General (OIG), U.S. Nuclear Regulatory Commission (NRC),
initiated this investigation regarding multiple alleaations concerning|®"(-®17O)

{BXDIC)BXTID) , Computer Security Office (CSO).
The following was alleged against]>"(©}*X7O) ===

1. Submitted inaccurate time and aftendance records (T&A);
2. Misused IT resources by keeping as many as five NRC laptops at his residence
and ined pornography;

(BUTHCLXTHD)
(bXTHC ooy

ngaged in inappropriate relationships with

an NRC IT contractor, hire a personal friend of

(B)7)

¢t female employees;
(7))
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b)(7 (C
5. Asked®™0O) to p TR work that did not have an NRC Task Order to charge the
hours worked byw)7yo) (“working at risk™).

Findings
OIG was unable to substantiate T&A abuse based on a review of NRC T&A records and

NRC key card agcess actlwty reports for the period of September 2010 to August 2011.
OIG found thahad 10 laptops assigned to him in the NRC Space and Property

Management System; however, he only had one laptop in his possessvon

September 8, 2011 __0IG jearned that the other laptops, while assigned to BB
(b)(7)(C).(bXT)(D) X X

were being used by for the NRC contract. OIG di ind any inappropriale-
images on | s assigned to|"2 OIG found tha dud not hire a DErSOna s
friend o510y |but instead hired r co-worker ol 7" \wife after| P OETO)]

. (BI7T)C), (BXT)C),(B)

provide t e co-worker's resume td 7o) jand tha was not otherwise involved

in the hiring vﬁ:cf s. OIG did not substantiate that?))“® lengaged in inappropriate

I ict wit employees. OIG learned from Dlwsion of Contracts (DOC) that
" )( §§D§ performs 1T support work for NRC Program through multiple task orders
(b

that remain open to fulfill a tasking, which prevent from performing work without
an NRC Task Order.

Basis for Findings

Time and Attendance Abuse

BITHCHE) . BYTNC).b)

OIG conducted a review ofj|(7)0) T&A records. OlG compared7®) NRC T&A
records and NRC key card access activity reports for the period Septembér 2010 to
August 2011, and did not identify any indications of T&A abuse. A review of HRMS
data show@}%j%iar the time period of July 26, 2011, to July 29, 2011, referenced in the

allegation did in fact take sick leave.

(7)(C).(b)
I(b) O O] ICSO stated he authorized overtime fo ??)m e

: ®Y7YC),b) Emu! tiple duties. to inc O)EXND)
BY7YC), (b ><7I><53> . le duties leeI 7
stated he allows his staff,

to includg®) 7> to participate in a fixed telework and compressed work schedule
program. | )(C’ <b stated he also occasionally allows CSO members to work a

different day with hlS approval, without updating the telework application based on
weekly requirements.

d eto

Misuse of Government Laptops

EXNECIENT)
OIG review of the NRC Space and Property Management System revealed thaf{©®)

had 10 Iaptos assugned to him, as of September 8, 2011, OIG obtained 9 of the 10 ~—
laptops frond one laptop frorr{:;:;)}c"(b) which he had at his residence. OIG
2
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(b)(7)

ed that laptops were being used by|c))_[to conduct scanning of the NRC network.

(bY7HC)(b)7)(D) )(7) ( informed OIG that

was permitted to use the CSO laptops to perform

scanmng and this was a result of an agreement with the NRC Office of Information

tware tools to use

(b)(7)

uters are allowed to connect to the network.

Serwces OIS) that only NRC com

DTN EXNO) linformed OIG thatc,; heeded dedicated government Iapto w h Dre-

loa ed sof or its assessments of the NRC networkstated
there is a “weakness” in the CSO with regards to the accountability of government
laptops and he was working to improve CSO’s accountability of its laptops.

(b)(7XC).(b
D

A7}

ber Crime Unit (CCU) imaged and reviewed each of the 10 laptops and
esktop, and did not identify any images of a sexually explicit nature. OIG did

findip " |personal family photos and tax documents stored on one of the laptops.
(B)7)(C).(B)T)OD) , , . _
Inappropriate Influence into Hiring Practices
f?;fé>>(c)‘(b) informed OIG that he provided a resume t rom his wife's former co-
worker for a part-time ositiod‘;bi);g):g' had open/0{“® told OIG he did not make any
EXTHO)BITIE) representationst on behalf of his wife's former co-worker, and did not request

they hire her)® stated
decision was made entsrely b

(BYTXC)(BX7)D)

he simply passed along her resume and that the hiring
ﬂbw )C).(oX7)

|told OIG thatmhas not had an

input |nt the company conducts business, or its hiring decisions. /"¢ E)X71)(E)
stated if} had tried to interject himself in that fashion, he or company

representatlves would have spoken with him about it.

(b)(7)

inappropriate Relationships withiic) )

employees

FrAYin)Y

(BUTHC).(b)

CSO employees told OIG thalo)

otherwise a good worker

(b)(7XC

<b>m(m employees told OIG they do not socialize wi

has trouble communicating and says things that
ployees informed OIG that this was not intentional;
personality and lack of social skills. CSO employees

could be misinterpreted.

but is rather an aspect off oo

reported thatcan 0 en be loud and outspoken about technical tssu
SO '

other than the occasiona

lunch together and that when they do have lunch|3

insists on paying for his own lunch. They have not witnessed any mappropnate
behavior byhlle at the CSO, or at their office.

(BUTHC).(b)

{7)(D told OIG that since he has worked at NRC, he has never been approached by
anyone telling him that he was offensive.

3
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BN )
stated that wherim(m interacts with people, he appears as if he is

ery strong resulting in putting peopie on the defensive.” [7(C)-E7)0)
behavior to being overextended and that managing the[>'?), |contract

(C)(b)
is too much for one employee to handle. (ZyD)

gg;;;ggg; Conducting Work Without a Task Order

‘?“D ! |told OIG that he is the point-of-contact for coordinating requests from NRC
EDNCLTO) - “otfices for to perform work. He stated that there can be a delay in funds being

available t6 perform a task order because the contract is poorly written/)5\”® |told

OIG he works closely with|®/(©)®7X0) ﬁ%i@, to
EINCETO - monitor and develop task 6rders under the contract. =

PAIHDTIE) (b))m(c told OIG that NRC's contract with is to certify and accredit NRC

comput nd to provide NRC with consolidated information system security

ENEEINO) . sarvices, (DW i istated that has 78 task orders, 40 of which remain as open

task orders to support NRC Oﬁlces o7 tated that she has not received any

complaints concerning®c-®7®) }'elated thaf>\ )@ |has performed remarkably

well due to his ability to complete multiple taskings from various NRC program offices.
OAPEEINE) DOC, stated|)0i5) contract with NRC will expire in
July 2012, and will have to be re-competed. He stated that near the end of the life of the
contract, DOC will coordinate with the Defense Contract Audit Agency to conduct an
audit of the contractor to identify if the contractor over-charged for services or engaged
in any other improper practices.

(RXTICLEXTHD) |stated tha Eio " ypically deals w n‘{mihﬁﬂBQ_sx&LenLowners from various
program offices in coordinafing assistance frol tated that a reserve
fund was created for the contract in case a system owner was unable to secure funds
needed of was untimely in obtaining funds[®'7©/®® stated the contract is a firm-fixed

PIHEEOHE - price contact wher is paid for each deliverable and not paid based on number of
hours worked or charged. However, he said that some task orders are time and

material orders where the hours expended by g@;& are billed to the NRC.

ZMDN

Briefing oflnvestlgatlon Results o]~ P10 |

C).(b)(T) _— e b)(T)(C).{b)7
OIG bnef on the results of this investigation. Eo)f ORI stated th
would counse IW regarding his communication skills, He also stated 'chat“”m(c B

was removed from the selection process for the new CSO contract when(®/(©®X?

contract expires in 2012 to prevent the perception of CSO and|X1©® favorlng§§§§7§§D§

=%

or

4
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selection of the new contra (bo))(7)(c)’(b)(7) it of January 9, 2012

began reporting to the CSO/™"™> eam Leader, who would
provide closer supervision oﬂ(b’“"“"‘”’““”’ |

Because OIG did not substantiate misconduct, it is recommended that this case be
closed to file.

(BATHC).(BUTXD)

5
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UNITED STATES

NUCLEAR REGULATORY COMMISSION
WASHINGTON, D.C. 20555-0001

OFFICE OF THE
INSPECTOR GENERAL January 18, 2012

MEMORANDUM TO: R. William Borchardt
Executive Director for Operations

)
7 L~ Rt
FROM: ~Joseph A. McMillan
Assistant Inspector General
for Investigations

SUBJECT: \MISUSE OF GOVERNM&NBQW

(OlG CASE NO. 11-62)

Attached is an Office of the Inspector General (OIG), U.S. Nuclear Regulatory
Commission (NRC), Report of Investigation pertaining to misuse of a Government
computer by an Office of Information Services contractor employee.

This report is fumished for whatever action you deem appropriate. Please notify this
office within 120 days of what action you take based on the results of this investigation.
Contact this office if further assistance is required.

The distribution of this report shaould be limited to those NRC managers required for
evaluation of this matter. Neither the Report of Investigation nor its exhibits may be
placed in ADAMS without OIG’s written permission.

Attachment: Report of investigation w/ exhibits

cc PO bES/PSB wio exhibits

CONTACT: Rossana Raspa, OIG
415-5925

TN\ =\
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OFFICE OF THE INSPECTOR GENERAL

Report of Investigation

Misuse of Government Computer by an
(bY(7)C).(bX7)D)

e No. 11-62

BXT)C) : (BXTIC) —E
|Special Agent J {®X7)C) Team Leader |
/ / | /1

Joseph A. McMilian, Assistant Inspector General Date
for Investigations

THIS REPORT IS RELEASABLE ONLY BY THE U.S. NUCLEAR REGULATORY
COMMISSION, OFFICE OF THE INSPECTOR GENERAL.

THIS REPORT OR ITS EXHIBITS MAY NOT BE PLACED IN ADAMS WITHOUT
WRITTEN PERMISSION OF THE NRC OIG.
EXEMPT FROM RELEASE UNDER FREEDOM OF INFORMATION ACT
EXEMPTIONS (5), (6) OR (7) AND PRIVACY ACT EXEMPTIONS (j)(2) OR (k)(1)
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Case No. 11-62
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SUBJECT

(B)THC).(0)7HD)

Ruland Associates, Inc.

Assigned to:

Infrastructure and Computer Operations Division
Office of Information Services (OIS)

U.S. Nuclear Regulatory Commission (NRC)

ALLEGATION

The Office of the Inspector General (OIG), NRC, initiated this investigation based on a
proactive effort to identify instances of misuse of NRC computer resources to view
sexually explicit or sexually oriented materials. During this proactive effort, OIG
identified two instances in August 2011, where a user was searching for “porn” on the
Netflix Web site via an NRC computer locate

Center. The NRC computer was assigned to”'"/(©®7)®)
FINDINGS
7NC).BY7YD) .
The OIG investigation found that misused the NRC
computer to access the Netflix site and stream aduit-oriented content while at work

on August 7 and August 28, 201 1.

(BYTHC).(b)(7)(D)

admitted to OIG that he visited the Netflix Web site and viewed adult-oriented
content that was inappropriate for the workplace since dlsbc):(%vzring, in August 2011, that

NRC computers could access the Netflix Web site.{; {bx7 also admitted that on
occasion, he would watch two movies during a shift, and that he had watched “porn”
type movies through the Netflix Web site while at work.

STATUTES AND REGULATIONS

NRC Management Directive 2.7, “Personal Use of information Technology,”
Handbook Section (D), “Inappropriate Personal Uses”:

Employees are expected to conduct themselves professionally in the workplace
and to refrain from using agency information technology for activities that are
inappropriate. Misuse or inappropriate personal use of agency information
technology includes -

1
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Use of information technology, including telephone or facsimile service, to create
download, view, store, copy, transmit, or receive sexually explicit or sexually
oriented materials or materials related to illegal gambling, illegal weapons,
terrorist activities, and any other illegal activities or activities otherwise prohibited.

b

NRC contractors are prohibited from personal use of agency information
technology.

BASIS FOR FINDINGS

Review of Information Identified on Internet Proxy Logs

(BH7HE)

Revlew of NRC Data Center Computer

{b)\'f)(E)

e .

(For further details, see Exhibits 1 and 2.)
Review of Netflix Availability on NRC Network
In September 2011, OIG reviewed if it was possible to view movies from Netflix over the

NRC network. OIG established a trial account and accessed it through the NRC
network. QIG was able to view movies streamed from the Netflix Web site over the

2
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NRC network. OIG noted that streaming content providers are generaily biocked on
Government computers due to the fact that streaming content by empioyees can take a
large amount of bandwidth.

(For further details, see Exhibit 2.)
Review of NRC Contract for Ruland Associates, Inc.

OIG reviewed the Statement of Work (SOW) for the contract with Ruland Associates,
Inc., to provide computer facilities operations support services (order number NRC-DR-
33-09-302). The SOW identified language requiring the contractor to comply with all
information technology security requirements as stated in NRC Management Directive
(MD) 12.7. MD 12.7 states that NRC contractors are prohibited from personal use of
agency information technology, and that NRC employees may not use information
technology to view sexually explicit or sexually oriented materials.

(For further details, see Exhibit 3.)

By NG (B 7 KD}
Interview o

When presented with a list of adult-oriented movies compiled from the internet history
files on the NRC computer hard dnv admitted ta OIG that he viewed the
movies on the list during official work hours afid that it was probably inappropriate to do

s0. He related that he usually works 12-hour shifts[>™©®X0) during the
[EXTHC EHTO) stated that he would watch Netflix movies when

he had "down time™ after his work had been completed [P G070 e stated he
watched Netflix movies primarily in the summer when he did not have any school work
to occupy his time.

(For further details, see Exhibit 4.)
OIS ICOD Coordination

OIG briefed this investigation to Thomas Rich, Division Director, ICOD, and advised him
that NRC users have the ability to stream movies from the Netflix Web site via the NRC
network, and that some of the movies contain content of a sexually explicit nature.

Department of Justice Coordination

ETHC

lScuthern District of Maryland, provided
anket deciination for prosecution of this fype of matter, in lieu of administrative action.

3
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EXHIBITS

. Memorandum to File, Subject: Forensic Imaging of Hard Drive, dated September
20, 2011.

. Memorandum to File, Subject: Investigation of NRC Computer Tag|®""© "

dated October 30, 2011.

. Statement of Work, Order No. NRC-DR-33-09-302, dated May 28, 2008.

. [ mETo
. Memorandum of Interview dated November 7, 2011.
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OFFICE OF THE
INSPECTOR GENERAL June 19, 2012

F K
),
Concur: Case Closed =
MEMORANDUM TO:  Joseph A. McMillan
: Assistant Inspector General
for Investigations
BY7HC)
THROUGH:
Team Leader]‘bw“CH")‘”(D’
rxm).(wxo)
FROM:
Special Agent|§§’,‘7"°)“b)(”
SUBJECT: NRC CHAIRMAN DIRECTION TO NRC STAFF REGARDING
ACRS REVIEW OF THE JAPAN FUKUSHIMA DAIICHI
PLANTS INCIDENT (OIG CASE NO. 12-005)
Allegation

The Office of the Inspector General (OIG), U.S. Nuclear Reguiatory Commission (NRC),
received an anonymous allegation that in April 2011, the NRC Chairman directed staff
not to share information with the Advisory Committee on Reactor Safeguards (ACRS)
regarding the decision to recommend a 50-mile evacuation radius to U.S. citizens in
Japan after the Fukushima emergency of March 2011. It was also alleged that the NRC
Chairman further attempted to intimidate ACRS officials to prevent ACRS from
reviewing that recommendation. This investigation reviewed the circumstances
surrounding the alleged direction given by the NRC Chairman to NRC staff regarding
cooperation with ACRS on the evacuation issue, and to whether the Chairman
attempted to interfere, intimidate, or otherwise prevent ACRS from reviewing the matter.

THIS OOCUMENT IS THE PROPERTY OF THE NRC. IF LOANED TO ANOTHER AGENCY IT AND ITS CONTENTS ARE NOT TO BE REPROCUCED
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Findings

OIG found that the Chairman made an effort to persuade an ACRS official not to inquire
into the 50-mile issue, although opinions differed as to whether this effort reached the
level of “intimidation.” OIG also found that the Chairman told NRC staff responsible for
responding to ACRS on the 50-mile issue that he would handle the matter, and this may
have delayed the NRC staff's provision of relevant data to ACRS. However, OIG found
that NRC staff ultimately provided ACRS with background data on the evacuation
decision that was deemed sufficient for ACRS' purposes, and that ACRS was not
inhibited from pursuing appropriate inquiries on the evacuation issue or any other topic
within its purview at any time.

Basis of Findings

OIG learned that during an April 7, 2011, ACRS meeting concerning Fukushima,

committee members requested specific information from NR -
mile evacuation decision. The lead NRC manager present)”"© 1"

BADCHEINID) Office of Nuclear Reactor Requlation (NRR), agreed
to provide ACRS with additional information at a later time.subsequently
informed Chairman JACZKQO of the ACRS request, and the Chairman responded that
he would take care of the matter. On Aprii 8, 2011, Chairmman JACZKO called then-
ACRS|®C1EIN0) land presented his view that ACRS should
not inquire into this issue with NRC staff due to the staff's busy workload and tight
schedule for producing the near-tern Fukushima report, and that the 50-mile evacuation

decision was his alone, [®7(©)®XN0) stated that he believed this call, in which he
described the Chairman'’s tone as “somewhat agitated,” could reasonably be viewed as
“ it " BITCHBITID)

BT HCLBITND) [stated that
while the Chairman'’s tone was “a little bit agitated” and “energized," it was not
unprofessional, inappropriate, or threatening. QOIG learned that no other individuals

directly witnesssj%dy_;gggtg\lfgnbnmaﬂ_almmh|<b>("><°>x<b><7>@> laﬁemid discussed the
call with ACRS” ") tated that

neither he nor any other ACRS official was intimidated from pursuing the 50-mile
evacuation issue or any other issue with NRC at that time or since.

BATHE.BXT)

OIG learned that following the April 7, 2011, ACRS meeting/) did not
immediately provide additional material to ACRS on the 50-mile evacuation decision,
based on his conversation with Chairman JACZKO. stated that this was not
because the Chairman had directly instructed him not to do so, or because the
Chairman's staff had conveyed any instructions not to do sostated that he
felt he did not have to provide the information in question to ACRS at that time because
the Chairman was “going 1o take care of it." However, sometime prior to a June 23,
2011, ACRS Fukushima subcommittee meeting, NRC provided ACRS with a duplicate

2
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of a letter, also provided to Senator James WEBB of Virginia, to fulfil a separate
request, that presented additional information on the 50-mile evacuation decision. This
information included assumptions made and data entered into the NRC computer
system used to model the dispersal of radioactive material. This letter was a topic of
brief discussion at the June 23 meeting. While ACRS members did not declare the
matter closed at that meeting, and some members expressed a view that more
information was needed, ACRS has not revisited the issue to date. [*7©-EI7O) |
specifically denied that this was the result of “intimidation.” ®)D(C).6)X7) lstated that the
information provided by NRC was sufficient to resolve the issue by the end of summer
2011.

Because the information contained in this report will be included in the final report
relating to the NRC OIG investigation No. 11-0585, it is recommended that this
investigation be closed to the files of this office.

3
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OFFICE OF THE
INSPECTOR GENERAL July 24, 2012

MEMORANDUM TO: R. William Borchardt
Executive Director for Operations

el

RO
FROM: 9@& Joseph’i‘\‘. McMillan

Assistant Inspector General
for Investigations

SUBJECT: CONDUCTING A PRIVATE BUSINESS AT NRC WORKPLACE
DURING OFFICIAL DUTY HOURS (CASE NO. 12-06)

Attached is an Office of the Inspector General (OIG). U.S. Nuclear Regulatory
Commission (NRC). Report of Investigation pertaining to conducting a private business
at the NRC workplace by a Region IV Division of Reactor Projects (DRP) employee.
This report is furnished for whatever action you deem appropriate. Please notify this
office within 120 days of what action you take based on the results of this investigation.
Contact this office if further assistance is required.

The distribution of this report should be limited to those NRC managers required for
evaluation of this matter. Neither the Report of investigation nor its exhibits may be
placed in ADAMS without the written permission of the OIG.

Attachment: Report of Investigation w/ exhibits

BI7NC) ]
ce: ADM/DF S/PSB wio exhibits

CONTACT: Rossana Raspa. OIG
415-5925 :
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OFFICE OF THE INSPECTOR GENERAL
Report of Investigation

Conducting a Private Business at NRC
Workplace During Official Duty Hours
by a Region IV Employee

QIG Case No. 12-06 ]
TE (BY7)C)

BNTNS) Team Leadas

¥
; AN ! nav) {l >
cMillan, Assistarlt Inspector General Date/
for investigations
THIS REPORT 1S RELEASABLE ONLY BY THE U.S. NUCLEAR REGULATORY
COMMISSION, OFFICE OF THE INSPECTOR GENERAL.

Joseph A. |

THIS REPORT OR [TS EXHIBITS MAY NOT BE PLACED IN ADAMS WITHOUT WRITTEN
PERMISSION OF THE NRC OIG.
EXEMPT FROM RELEASE UNDER FREEDOM OF INFORMATION ACT EXEMPTIONS (5),
(6) OR {7) AND PRIVACY ACT EXEMPTIONS (]}2) OR (k)(1)
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Conducting a Private Business at NRC
Workplace During Official Duty Hours
by a Region IV Employee
Case No. 12-06

July 24, 2012
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STATUTES, REGULATIONS, AND POLICY

5 CFER 2635.101 - Basic Obligation of Public Service

(a) Public service is a public trust. Each employee has a responsibility to the
United States Government and its citizens to place loyalty to the Constitution.
laws and ethical principles above private gain. To ensure that every citizen can
have complete confidence in the integrity of the Federal Government, each
employee shall respect and adhere to the principles of ethical conduct set forth in
this section, as well as the implementing standards contained in this part and in
supplemental agency regulations.

(b) General principles. The foliowing general principles apply to every employee
and may form the basis for the standards contained in this part. Where a
situation is not covered by the standards set forth in this part, employees shall
apply the principles set forth in this section in determining whether their conduct
is proper.

(1)  Public service is a public trust, requiring employees to place loyalty to the
Constitution, the laws and ethical principles above private gain.

(7) Employees shall not use public office for private gain... .

(8) Employees shall protect and conserve Federal property and shall not use
it for other than authorized activities.

(10) Employees shall not engage in outside employment or activities. inciuding
seeking or negotiating for empioyment, that confiict with official
Government duties and responsibilities. .. .

(14) Employees shall endeavor to avoid any actions creating the appearance
that they are violating the law or the ethical standards set forth in this part.
Whether particular circumstances create an appearance that the law or
these standards have been violated shall be determined from the
perspective of a reasonable person with knowledge of the relevant facts.

5 CFR 2635,704 - Use of Government Property

(a) An employee has a duty to protect and conserve Government property and
shall not use such property, or allow its use, for other than authorized purposes

1
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(b) Government property includes any form of real or personal property in which
the Government has an ownership, leasehold. or other property interest as well
as any right or other intangible interest that is purchased with Government funds.
including the services of contractor personnel. The term includes office suppilies.
telephone and other telecommunications equipment and services, the
Government mails. automated data processing capabilities. printing and
reproduction facilities. Government records. and Government vehicies.

{c) Authorized purposes are those purposes for which Government property is
made available to members of the public or those purposes authorized in
accordance with law or regulation.

5 CFR 2635.705 - Use of Official Time

(a) Unless authorized in accordance with faw or regulations to use such time for
other purposes. an employee shall use official time in an honest effort to perform
official duties. An employee not under a leave system, including a Presidential
appointee exempted under 5 U.S.C. 6301(2). has an obligation to expend an
honest effort and a reasonable proportion of his time in the performance of
official duties.

NRC Management Directive 2.7, Personal Use of Information Technology

Personal Use. NRC empioyees are specifically prohibited from using agency
information technology to maintain or support a personal private business.

Specific Provisions on the Use of Equipment and Services. Authorized limited
personal use of agency information technology must not resuit in loss of
employee productivity and must not interfere with official duties.

Inappropriate Personal Uses. Employees are expected to conduct themselves
professionally in the workplace and to refrain from using agency information
technology for activities that are inappropriate. Misuse or inappropriate personal
use of agency information technology includes

» Use of information technoiogy for commercial purposes in support of “for
profit” activities. ar in support of other outside employment or business
activity.

Proper Representation. It is the responsibility of employees tc ensure that they
are not giving the faise impression that they are acting in an official capacity
when they are using agency information technology for non-Govermment
purposes. If there is an expectation that such a personal use could be
interpreted to represent the NRC (e.g.. use of ‘nrc.gov” domain name in the
return address of an e-mail message), then an adeguate disclaimer must be
used.

!
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SUBJECT

(B)THC).(bXT)D)

Region IV
U.S. Nuclear Regulatory Commission (NRC)

ALLEGATION

The Office of the Inspector General (OIG), NRC, initiated this investigation based on an
allegation that{®"©.®17 lyas operating 4577 |business while at work and using

Government computer resources in support of the business.
FINDINGS

OIG found that after being counseled by her Deputy Division Directors in May 2010 and
April 2011, and writing a statement acknowledging that she understood the rules and

regulations.concerni e of Government time and equipment to conduct personal
business activities| 29"} pontinued to use Government computer resources to

operate a(2"(©e)7) Fonsumng business while at work.

OIG found that from October 4, 2010, through November 14, 201157 ™7 lysed her
Government issued computer and her NRC e-mail account during official duty hours to
conduct a personal business. OIG found that Web browser accessed the

"community” portion of the[2C.®17 |Web site during That time period on more than
1,000 occasions, and 5 documents were created related to her|“ ") business from
February 3 to November 7. 2011.

OIG found that from May 5. 2011, through November 14, 2011 sent 29

e-mails from her NRC account regarding he consulting business.

OIG found that after being interviewed by O1G on January 12, 2012.w

continued to visit sites during her official duty hours. OIG determined
_D :

that she accessed the 7} \Web site 20 times between April 12 and May 8. 2012,
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BASIS FOR FINDINGS

i B)(7XC3.(BX(7 D
Interview of| >\ (CHRXTND)

i(b)(?KC}-{b o Region 1V, stated

201 o bYLb}‘?){C BN D)

that|217©)017 hwas verbally counseled on May 1

{PXTNCLEXTHD) |Region IV, concerning [2/CC17) | g Ve

conduct activities for|o. C-®X | Tinvestigator's Note (b JCHEXTXD)
[EXTICI I |
®ITHCLBXT) gtated that after he became Deputy Division Director in late 2010, h

muttiple complaints from Region IV emp Wan ( 7i0)

activities while at work. On April 21. 2011 (EXTCNENT) verbai!y coun BITHCHPYTX

concerning her use of Government time to conduct her[DIDC @17 busmess in the
workplace. [2©*®7) iprovided a written statement stating that she understood the rules

and regu!attons conceming the use of Government time and equipment to cond
hbﬂ (b7

personal business and she denied ever using Governrnent time to conduct her!
business.

D I said that ober or Novembe egion IV employee informed
him that there wen;:i)jm‘c)"b’m hotices sent ﬁomw\&ma | account watting to be
printed on the NRC Region IV network printer, and this was preventing other official
items from being printed on the network printer.

[EXITCIEIN] said tha as mentioned to him that her ultimate goal is to become a

[PATCEITIO) and leave the NRC.

{For further details. see Exhibit 1.)

. BHTHCIBITID) :
Review of] ) NRC Computer

(bHTHE)

4
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@(U(E)

(For further details. see Exhibits 2 and 3.)

Review of E-mails

(BUTHC)L(oXT)

On November 21. 2011, the CCU obtained e-mails fromo)
e-mail account. CCU's review of the “Sent” foider identified 29reiated e-mails
originating from an NRC e-mail address that were sent to e-mail addresses inside and
outside of the Government. The signature block fo as attached to the e-
mails and identified her as an NRC empioyee. The e-mails identified w.
between May 5. 2011. and November 14, 2011, and were related to her|>©®0D) |

consuftant business.
{For further details. see Exhibijts 4.)

Review of internet Activities

arnment

re sent

(b)THE)

N
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(bX7XE)

kﬁ"

{For further details, see Exhibit 5.)

———t

. BY7)(C).(6)7HD
Interview of!( JTHC)XTKD)

B)7IC).B)7)

© admitted to OIG that she engaged in activities at work by checking
sales numpers, e-maiiing and calling clients. and accessing theeb site.

[y NN lexplained that her understanding of NRC Management Directive 2.7,

Personal Use of Information Technology. hat no outside business is to be ‘
conducted on rnment computer|27© O lacknowledged that she wa -
counseled by é?ig@}c)’(b) regarding her conducting®"“®X" lactivities at work
stated that she has been a|®")}®)I7N0) initially, during the

interview, she said she performs her|2"©®)7) [activities strictly outside of the office.
However. later she clarified that she vis Web site at work, but she does

not conduct business.
( ‘ . (LUTHC).(BXT) . N
D) also said she accessed herp, Web site more frequently starting in
ecember 2011 when she became a |®)7)(C).CX7ID) |claimed that when

she had down time angd did not have any work. she would often access thew
Web site while at work.

ctivities: however, she did not view her activities as conducting a

business. |3} said that she defines conducting business as collecting money,

exchanging money. putting in orders, and|®(7©).GX7ND) | She said she did not

associate checking production numbers. sending e-mails, contacting clients, and visiting
o ONCPIT \Web site as conducting business while at work.

{For further details. see Exhibit 6.)

O
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EXHIBITS

. (bYTHCYLBY7HD}
Memorandum of Interview| { dated January 11 2012,

Memorandum to File, Computer Forensic Report - NRC Dell Optiplex 755. NRC
Asset Tag|?/7“1*X7) (dated December 15, 2011,

ile, Analysis of Internet History and Local File Access of

BHTHCHEXTD) RIV' dated January 17. 2011.

Memorandum to File, Review of E-mails Sent By["”'©®/7®

Igé}f?}{%{b}{?) Region IV, dated December 1, 2011,

Memoarandum to File, Log Logic Searches for NRC P Address{(b)(ﬂ(C}‘(bmm

dated May 9. 2012.
Transcript of interview g(?}(cub)(?) idated January 12, 2012.

/
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o I ]
N %
s % UNITED STATES
5 A § NUCLEAR REGULATORY COMMISSION
% ‘& WASHINGTON, D.C. 20555-0001
, )
Thpat®
OFFICE OF THE
INSPECTOR GENERAL February 27, 2012

Concur: Case Closed ———~————— )
MEMORANDUM TO:  Joseph A. McMillan —

Assistant Inspector General
)

THRU: ¢7C/

Team Leader,®""

S(b)m(C)

FROM:

Special Agent®("(©)
L

7)C),
SUBJECT: NRC EMPLOYEE SLEEPING IN HIS OFFICE (OIG
CASE NO. 12-11)

Allegation:

The Office of the Inspector General (OIG), U. lear R mi
(NRC), received an anonymous allegation that|®(©&)(7X0) (0
[(b)(7)(C),(b)(7)(D) L NRC, m‘a?have beenl(b)(7)(C),(b)(7)(P) § |at
| work over Veteran’s Day|weekend (November 11-13, 2011), and that he may have
(B)(7YC),(b)T)(D)

Finding:

X7 )T, (B) L.

OIG found thai(?)(D) as in his office over the Veterans Day weekend; however, Q
there was no indicafion he was in his pajamas or that he was spending nights in his
office,
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Basis:

m -1- that
Iscanned

\h-

(]

had entered the building on November 11, 12, and 13, 2011/5))'®

into the office one time each day. OIG attempted to review video from secun
cameras; however, the video was not available and could not be retrieved.

(b)((?IG reiiewed the Physical Access Control System (PACS) logs and

oiG reviewedlnternet activity for November 11-13, 2011, and found no
unusual or heavy Internet activity during the time frame.

{(LYTHC)LBHTID)

supervisor, (

Region |, NRC.[7}7)® |}~as aware tha{0o) 5 ent a Iot
of his personal time in the office, to include some evenings and weekends/|

was aware that during this timg 55\ would use his com b 7 persona use, but
had no reason to believe it was in violation of NRC policy.|> old OIG that
Mdld not claim, and was not authorized, overtime or compensatlon time when he

was in the office outside of his core hourstold OIG he had no reason to
behevhad ever siept in the office.

() in
H7XC).(BY(7 XD

0

BY7)C){b) §

Because QOIG did not identify any improper behavior by E?%Eé’fc”") it is recommended this

case be closed to the files of this office.
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o, UNITED STATES
N % NUCLEAR REGULATORY COMMISSION
< 7 2 WASHINGTON, D.C. 20555-0001

%, o

QFFICE OF THE
INSPECTOR GENERAL

January 13, 2012 P
o s e
%//ﬂ\/
Concur: Case Closed “—=< - e
MEMORANDUM TO: Rossana Raspa —
Senijor Level Assistant
) for Investigative Operations
®Y7)C)
THRU:
\ Team Leader|‘b)(7)<c) =
BYTHC)
FROM:
Skécial Agent/®/©)
SUBJECT: ALLEGED INAPPROPRIATE IMAGES OF A SEXUAL
NATURE ON GOVERNMENT ISSUED BLACKBERRY (OIG
CASE 12-13)
Allegation

This Office of the Inspector General (OIG), U.S. Nuclear Regulatory Commission
(NRC), investigation was initiated based on a notification from the Office of the General
Counsel (OGC) that in the course of an interview, g™} meloyee informed the
OGC that[®1"(©)®X7X0) Office of New Reactors (NRO), NRC, had
sexually explicit images on his Government-issued Blackberry mobile device

(Blackberry) and the former NRC employee viewed them while updating the Blackberry.
This event took place approximately in November 2011.

Findings

(BY7HC).{bXY7HD)

The OIG Cyber Crime Unit (CCU) was unable to locate any images on
Government-issued Blackberry that were sexual in nature.
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However, OIG did find two images that might have been perceived as sexual in nature.
These images were of a belly dancer and it was later identified that the belly dancer in

question was]fb)ﬁﬂc)fbﬂ??(o}

Basis of Findings

(BUTHCHEATHD}

On December 5, 2011

OGC ‘NRC._informed

G that in the course of a

(bH7NCLLHTHD)

employee disclosed that

BX7HCHRNTHD)

vgi;n s interview for a harassment complaint, a
OATCLENDE) | had images of a sexual nature on his Government-issued Blackberry. This

ormer > employee viewed these images while updating'

Blackberry.

{B}THE)

The Blackberry did have two photos, IMG00011-20111106-1550.jpg and IMG00Q012-
20111106-1550.jpg, which might have been perceived as sexual in nature. Both show a

female belly dancer.

[BTCHEITON Ly a8 shown IMGO0011-20111106-1550 o

1550.jpg and was asked to identify the person.

(4.0}
{(BY7HCYBXTHD

images was|®" €/ ®1710)

d1

MG00012-20111108-

'istated the female in both
kwho is a semi-professional belly dancer.

Because there were no images of a sexual nature and the two images that might have
been perceived as sexual in nature were explained, it is recommended thal this case be

closed to the files of the office.

[ S
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6,,0"" Reaug, UNITED STATES
N % NUCLEAR REGULATORY COMMISSION
H w ¢ WASHINGTON, D.C. 20555-0001
! &
%, &

¢
Bpeu®

OFFICE OF THE
INSPECTOR GENERAL

July 19, 2012

MEMORANDUM TO: R. William Borchardt

Executive Director for Operations

P

FROM: “Joseph A. McMillan

Assistant Inspector General
for Investigations

SUBJECT: FORMER | ®00) IDEPUTY DIRECTOR

FALSIFYING TIME AND ATTENDANCE INFORMATION
(OIG CASE NO. 12-14)

Attached is an Office of the Inspector General (OIG), U.S. Nuclear Regulatory

(B)T7HC).(OHTHD)

sport of Investigation pertaining to an allegation that a former
deputy director falsified time and attendance information.

This report is furnished for whatever action you deem appropriate. Please notify this
office within 120 days of what action you take based on the results of this investigation.
Contact this office if further assistance is required.

The distribution of this report should be limited to those NRC managers required for
evaluation of this matter. Neither the Report of Investigation nor its exhibits may be
placed in ADAMS without OIG's written permission.

Attachment: Report of Investigation w/ exhibits

cc:

BUTHC).BYTHD)

ADM/DFS/PSB w/o exhibits

CONTACT: Rossana Raspa, OIG

415-5925
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OFFICE OF THE INSPECTOR GENERAL

Report of Investigation

Fonnerl(b)(7)(c)‘(b)(7)(D) ]Deputy Director
Falsifying Time and Attendance Information

)TN Case No. 12-
) /\j* ~ BXTC) |
h_APATHE) Special Agent __ | Team Leader //
N e
7118/
Date

Joseph A. McMillan, Assistant Inspector General
for Investigations

THIS REPORT IS RELEASABLE ONLY BY THE U.S. NUCLEAR REGULATORY
COMMISSION, OFFICE OF THE INSPECTOR GENERAL.

THIS REPORT OR ITS EXHIBITS MAY NOT BE PLACED IN ADAMS WITHOUT
WRITTEN PERMISSION OF THE NRC OIG,
EXEMPT FROM RELEASE UNDER FREEDOM OF INFORMATION ACT
EXEMPTIONS (§), (6) OR (7) AND PRIVACY ACT EXEMPTIONS (j){(2) OR (k){1)
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(bN7HC).BUND)

Former
Deputy Director Falsifying
Time and Attendance information

Case No. 12-14
July 19, 2012
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STATUTES, REGULATIONS, AND POLICY

5 CFR, Section 2635.101 — Basic Obligation of Public Service:

(a) Public service is a public trust. Each employee has a responsibility to the United
States Government and its citizens to place loyalty to the Constitution, laws and ethical
principles above private gain. To ensure that every citizen can have complete
confidence in the integrity of the Federal Government, each employee shall respect and
adhere to the principles of ethical conduct set forth in this section, as well as the
implementing standards contained in this part and in supplemental agency regulations.

(b) General principles. The following general principles apply to every employee and
may form the basis for the standards contained in this part. Where a situation is not
covered by the standards set forth in this part, employees shall apply the principles set
forth in this section in determining whether their conduct is proper.

(b)(5) Employees shall put forth honest effort in the performance of their duties.

(b)(14) Employees shall endeavor to avoid any actions creating the appearance that
they are violating the law or the ethical standards set forth in this part. Whether
particular circumstances create an appearance that the law or these standards have
been violated shail be determined from the perspective of a reasonable person with
knowiedge of the relevant facts.

NRC Management Directive 10.42, “Hours of Work and Premium Pay”

057(a) Establishing Work Schedules. Office Directors shall document work schedules
which deviate from the normal 8-hour work period on SF 52 "Request for Personnel
Action,” for both full and part-time employees (e.g., first 40-hour workweek, night work
schedule, weekend work schedule, work schedule with no meal period). By law, work
scheduled must be scheduled in advance of the administrative workweek to cover a
period of at least one administrative workweek. Each empioyee, regardless of the type
of schedule, is expected to be on duty during the full period of his or her workweek, as
assigned, unless on approved leave, excused absence, or absent in a duty status.

2
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SUBJECT
BITIC) BT ID)
ice of Investigations
U.S. Nuclear Regulatory Commission
ALLEGATION
This Office of the Inspector General (OIG), U.S. Nuclear Reﬁa}gyg(:;zgltﬁlission
(NRC), investigation was initiated based on an allegation that/”"*>®*"® jan NRC
- |(b)(77>(((::),(b)(7)(D) lemployee detailed to u‘elm)(?ﬂchb)(?)(m

EmCione) - OEC told th he would be taking[®7C)-®)710) lat NRC on / |
December 16, 2011, while telling NRC he would be working at the|  |that day. BITHCLEIHTHD)
According to the allegation, " ©-*X7®) did not work at th n December 16, 2011,  ®X7AC)B)XTKD)
and NRC did not offer®'7©) &17)0) ~ lon that date. OIG also reviewed

whether®7C X0 laceyrately represented his NRC grade and title to his[5© 7|
supervisor who asked|®(V(©.X70) far the information.

FINDINGS

(BUTHC). (b7 )D)

OIG found that performed work for NRC at his home on December 16

2011, without the required NRC telework agreement or nowledge of his|2/7/(©®17) ,
supervisor. His specific status was also unl i upervisor, who OATHCLEITID)
believed, based on information from| ™" /71©) ould be at NRC

headquarters on December 16, 2011, taking a|®7©®&)7®) |

OECICIGIE) L . ) . . (BXTHC) PN D)
0!G also found that provided incorrect information to h|4 detail o

supervisor about his grade, title, and posit | nse to the supervisor's request
for this information, on December 9, 2011, “®"®) |5rovided a resume and
handwritten note stating that he was a|®7/C1©17)D) |when he
had signed an NRC settiement agreement on November 18, 2011, acknowledging his
(BITHCLENTAD) effective September 25, 2011.

3
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BASIS FOR FINDINGS
Chronology
On November 18, 2011 POEETE i e of receiving an unsatisfactory performance
appralsal SIgned an NRC settlement agreement and general release resuiting in a
[PHTHC0)T leffective September 25, 2011. Additionally, the
settlement identified that/®/"(©}®7D) leffective no
later than December 31, 2012 unless\l (7)0) |

[EXTXCH M YD lThe settlement |dentlﬁed that effective December 4, 2017,
BB (7)(0 Would be [P IS BIE) |
BITICIEIT [On December 5, 2011, lreported for duty at headquarters (HQ)

b

oy

(
LT HCHBHTHD) l

(For further details, see Exhibits 1 and 2.)

OYTHC).(LXT D)

mber 8, 2011, in response to a request from
(BXTXCLEXTHD kubmitted a hand-

written document to *"'© 1" bffice listing hig pay grade as| > ®)70) land his
supervisor as[('b“(?) 1.7 YD) ]NRC

to the handwritten note wag*'" """ lresume, which also identi
CINCHEIDE land |dentrﬁed hls posmon as the deputy dlre

-

(For further details, see Exhibit 3.)

On December 12, 2011, ata! e ]
EIDCEND) [informed|®® Fhat he would be at NRC headquarters in Rockville,
Maryland on December , to complete training.

On the moming of December 15, 2011 Meponed to NRG tousea e
computer in a spare office to record his ti attendance and take some NRC online

1S Ime an
the ®THCIBYND)

training. During the moming, , had several verbal

exchanges with ®"©®X70) Jin which she asked about the status of the

“Inter-agency Agreement” hat was k )')g drafted in connecti n wim1<b><7><c>.<b><7><m |
X

assignment. She informed| e needed to call/®"© at least twice a

week and let him know wha PITICLEIN®D) wag doing while at work coordmate his future
EXTC) BHTIO and coordinate his time and attendance through
ONTHCHBNTAD) also told him that in the event of a Government shutdown,

he would be furloughed.

On the morning of December 16, 2011, ©" | PIPERTO g om his
home on his personal cell phone, and informed®” " laBout his work activities.

(For further details, see Exhibits 4 and 5.)
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Draft Interagency Agreement between the NRC and the FBI

OATHEHERDE) mem)—tgﬂssignment to th e NRC would be responsible for paymem of
{EOENO salary and benefits. Al official business related travel, training, or other o
incidental expenses required during the detail would be paid by th in accordance EAOCLPATIO)
with Federal Travel Regulation (FTR) or other appropriate gu1dancei THOBITIO T time
and attendance records would be maintained by the NRC, and he would advise the
(EXTHEMEHTHO) ___Jofany leave p(?md or taken. Th ould provide written feedback of

e draft interagen:zﬁ azreement between the NRC and(>]!

BHTHCHLOHTHD)

performance 1 R uring the detail.

(For further details, see Exhibit 6.)

NRC Telework Policy

According to NRC's Telework Policy, if an NRC employee teleworks, he or she is
expected to have sufficient duties that are portable and that can be effectively
performed outside of the traditional office setting. In addition, the employee’s absence
from the work site must not unduly interfere with the efficient operation of the
organization and the empioyee must have and maintain a performance rating of at least
fully successful in all critical elements. An employee may also be approved by their
supervisor to work a telework schedule on a project basis.

telework policy is project-based, meaning members of[] do not have an official CAE BT,

day to telework each week. Instead, they must request fo work at home and justify the

request ctgvmjing what the individual will acoompiisme teleworking. (Agent's Note: I

{PHTHCLENTHD)

although policy is in draft form, it is followed b taff.)

(For further details, see Exhibit 7.)

TheI{bwa ) does not permit employees to have a telework
schedule due to the daily requirement of handling classified information.

Review of HRMS Entries

{BHTHCLBIT)D)

OIG reviewed Human Resources Management System (HRMS) time and '
attendance entfies for December 16, 2011, and learned he claimed 8 hours, citing the
time and attendance code of General Administration.

(For further details, see Exhibit 8.)

Review of iLearn
EBNTNCIE7 D)
OIG reviewed ilL.earn training for December 16, 2011, and learned he
accessed the Information Security Training (course id 972) at 3:21 p.m. The course

5
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projected time of completion is 2 hours|”""'“®"'® laccessed the Continuity of

Operations (COOP) Training (course |d 62 m |Le at 8:43 p.m. The course
projected time of completion is 1 hour?7C.&17I0) Jaccassed the No Fear Act Training
(course id 912) in iLearn at 9:04 p.m. The course projected time of completion is 2
hours.

(For further details, see Exhibit 9.)
B)THCHBITID)

E-mail from

e TCTETIE ] o EITICTE]
CHNEET® | sent an e-mail to OIG descnblng interactions with her and|(7 o)

staff on Deoember 15 11. Acoordln to th mail, on Thursday, December 15, ,

2011, prior o™\ ENO) arrival nformed th taff that he came to the /7T &17x®)
office to attend an NRC threat briefing.|"(©/®1"X0) rejayed that there was no threat

briefing scheduled for December 15, 2011

H7HD)

(BX7HCH(b
SbX7)C)ib

PIDICLEITION Nintaracted with hree times on December 15, 2011. When

RITHCHENTIO)  \first interacted wit he asked him about the status of the
interagency agreement between NRC and the®(©G)7i0) told her that th m
and NRC attorneys had the agreement and_were working out the details.

(asked BITICIENTION Jyg mamtam contact wnth{ TXCHBI7ID) E couple of times per week

EINOEN0 acknowledged (N0 iraquest, |P171CEN0)| dageribed the interaction
brief discussion and witnessed b (BX7IC)ENTID) |

D

(2]

(b)(7 (C )(b)(7)

THC)(bYTHD)
o?emd&u&ﬂﬁn regarding ongoin bud eta ropriations i issues|” returned
PATHELENTID fﬁce and advnsﬁ (ONTHCLONTHD) Habout a potential Iapse in NRC
appropriations, [2/7©) E7ID) lg)d FXTICIEXTID) [that his detail to would not be
consvdered an exoepted" NRC functlon and asked him to communicate with -
(bY7XC) )7 for po PITCENO  acknowledged the request.
(BXTHC) bXT oted that NRC, was present
during the discussion.

(bX7HC)ibXTHD)

i N
®XTXC)BNTID)

N (RSO . BY7
hat same mommg.as outside of|

57
©EXE) off' ce and discussed

Lat
-- i that he was at NRC HQ to attend threat bn‘eﬁng e)7X C“ >< f rmed
hat there was no scheduled threat briefing that day. | ' |told

e should contact the operations officer to verify the threat on(%ﬁn? -
(b} il

schedules in mebf%tc-g_re s)l(gf) they are conducted every other Thursday.
( {

(b)7HC).(bYTUD)

could not recall® response,
A H7HCHL(BXT
EICEMND | deseribed her interactions with]”' <7

ps professional and there were
no confrontational tones or words stated or exchanged. -

(For further details, see Exhibit 10.)
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. BXCIIT D)
Interview of i

ﬁ?‘j“z“b’f"z’ Id OIG that prior to starting work at th4 on December 5, 2011,
EUDCLETO)  had submitted his resume and had telephone i
OGN0l prior to beginning work|?7C PN ingg

~civilian grade of |[©/7(©)6X7)0) Due civilian grade iwas placed under
the administrative control of| "« ®7®)

On December 12, 2011, Jinformed[””"~®"" The would be out of the office
at NRC HQ on December 16, 2017, attending (170 E010) and

another training course in Rockville, Maryland.
On December 16, 2011~ " ed
was at HQ®©©17)0) i ad stated he

would not be at in ord attend|®)"/©)©i7(D) land another

course in Rockville, Maryland.[®/7(©)©)7)0) Ihnformeq(b"”(C)‘b’(”D) that he was not
aware of|>/("©EI7N0) Ibeing scheduled Tor December 16, 2011. Later
that day, (7@ 0 sentacted 7 CXN0) |gaain inguirin about|[PVCEN0T ]

D) XC)L(b)7XD) a (b7 XC).(b}7 D} had not retumed to

(BY7HC) {b)T)(D)

BYCIENTID) |

OUTHCHLBHTHD)

whereabeuisl(b)(?)(c)v(b)(m( (b)(7
HQ®' 7 ®I70) [told ™" khat he had confirmed that there was no
BB |scheduled at NRC for December 16, 2011.

(For further details, see Exhibit 2.)

. (BX7HC)(bYT XD}
Interview of
(b)(7)(C).{b)(7)(D)
bITHCHLBN7HD
|BIHCLENTIO) 'told OIG that he
(BHTHC)(bHTKD)

and® " ©*1"O) |attend weekly section chief meetings chaired by ,
[PD©EM0 Iracalled at the December 12, 2011, section chief meeting]®" ' 71
stated he would be in Rockville, Maryland, on December 16, 2011, to attend”""©® ") |
[XTICLEITIO) Wwas at HQ|  lon December 16, 2011, and did no
observe " T/ ED]

(BUTHCHDXTHD)

(For further details, see Exhibit 11.)

BT BRI
Interview of !

STTETEID . I BNTIO) :
L)z(”ii:))((b): ;):‘D}) told OIG that he was assigned as supervisor after
R 7 Y S lwas officially

BITHC)BYTHD) Iin September 2011. (BYTHC).(bATAHD) {said haFTfOWEd(b>(7)(C)'(b)m(D) ’h-e l' ;
(bX7XD)

was to report his activities to/® approximately twice a week while
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e EIe) [ETEEND Lras detailed to HQ e demo ignment were the results
of administrative action taken by®7C/®i7 aﬂe PINOETD) Yemonstrated
guestionable ethical behavior.

On December 12, 2011 oI 7:“’ )(C l:on (OB | yed that he was

(BYTHC).(b)THD)

(BY7HCLBYTHD) (B)7HCY.(b)(7)D oid WOU|C| not assgn WO while - v{b)<7'XC)‘(bl(7)(D>
OATHCHEITAD) - {BI7)CHBNTIO) !was detailed toH )unn he conversatio i 67 |nformed
BITCHETO) kgt he understood| ™7 s scheduled f 7 e ‘b o
52 ® Tin Rockville, Maryland, and would be out of the office on December 16, 2011.
Aftet the phone conversation PITEET®) |ehecked his schedule and determined that
no [®X7C)e)7)D) *Ihad been schedu%d for December 16, 2011, at NRC
headquarters |n Rockwlle Maryland.® told OIG he is the point of contact
BNO IO lsaid on D mber 16 ‘2011 at approxlmately 8:15 a.m., he called
CINOEIO Tand asked a 1070 \yag at,,HQI (BXTC).BGITID) [stated he was
unsure, but would conduct a walkthrough of ®"/©1 }m‘ﬁce area to determine if he
was present for work.
BT I0)

said that on December 16, 2011, at approximately 8:37 a.m., "/ ®170)
called him and provided an update on projects he had been working on at HQ[E L ®

includi ntations at|®"©®)7O)
(bUTXCY.(b)(T7 (D>

heard what sounded like children in the backgro n
and asked[®7CPI70) lyhere he wa cated. oA said
informed him that he was at HQ[®" /€17 uId hear children
voices become louder, as if they were entering the same room ag®/© ®©7or
BUTNCNBXTO) aglgd|PHTIC)EXTIO) lfhe oould complete iLearn tramlng frorn home.
BX7XC).XTHO) responded that PIDCLEINE) Ihad access to; ould complete the
“training from anywhere. |® aid he did not tell” O \whether
Mcould complete tralnmg from his home Accordm tol TCLEITIO)N g
comments were meant to be mterpreted that|©)7(©)©X7 fpould complete training
anywhere, to include HQ" ") 110 ald he did not bring up the sound of
hildren in the background t [during their phone oonversation

BITNCL (371@ (b){o) P khat he had contacted|®""©®70) g inquire
abouf®'"" )

na the phone

Ll

(e)(7

\C (7)

After terminating his phone oonversation witﬂ(wacww)(m B:ontacted
[ENCIEX7IO) !mformedl CLEINO) fhaf|PX7)C)b 7><D) pot at his
©(7HCLeN IO “Fask atH According to[ TNCHBYT)D) E—ald| BI7HD)
BXTHELENT) that he would be at tralmnq on December 16, 2011. I“’) CHNNE) lsaid
he lnformed MTCHEIDID) gt (PI7C)EITO) was not scheduled for
December 16, 2011.
8
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(For further details, see Exhibit 12.)
BDgIEaGE)

interview of

L

(BYTHC)L(B)THD) BATHO LX)
OIG mtervnen two occasions. On the first occasion e
provided informafion pertaining to the allegation. On the second occasion| "0

l.(g%anﬁ%l_sjma.{nents made during the first interview. Unless noted otherwise below,

testimony as summarized was provided dunng the first interview.

(BX}7)C).bNTHDY (bY7)D) ‘

TR QIdQIG_thaLhﬁ had Qreviously worked at the

(BU7HC) (b7 HD) bHTHCILBYTHD now at HQ b)(7)D) I
contacted ') Iafter signing the NRC setf leme pen

there would be a plaoe for him to work at HQ[®'/ () ®X7

contact with|®7(-C17N0) loontacte<b><7> C16X70) Tand beqan the pr
transferring 1o mel“)(”c"‘b’”)(m :w—d‘
©NCHEITI0 - Ihegan working at H on December 5, 2011. Prior to beginning work at
[ land after signin the sette nt agreement with|®/7(©)17i0) }was informed
that|> 7/} ®X70) waé“ CLEITO " noint of contact for approving tlme ndan
entries in HRMS [ relayed that he was never informed that|®""©®7©

was his supervisor,

00

(BY7THC).(bXTHD

—sald th on December 12, 2 h nded a meeting with the Unit
Chiefs at H (b)7}D) informed ©71©1*170) ke hag to complete some training

and other tasks on December 16, 2011, and he wouldv m home or at the
NRC.[ Istated it was his unders l_janding that”"© 70 lindicated it would be
okay forl' (” o work from home.[/7(CLEND) gaRIPINECLENTD) e would be at

(bX7HC).oXTHD)

]as an example, because it was a tralmng course other
) lwould be familiar with. He said he told! CMbXTIO be was going to complete

1<b S | He toid OIGth int pri
December 76, 2071, he Fad samalalsd ™ 0 010

could not recall telling®™"' <) was planning on completing training on
December 16, 2011 [GI7IC1EI7I0) pd |7 CHO) as at the same Unit Chiefs

‘A I ~ 7
meeting on December 12, 20112 ©®"® gaid he did not intend to deceive anyone.

During the second OIG interview (PRTHC)ENTIE) |provided the following clarifications
concerning events on December 12, 2011. “He said he never toldhe was
going to work at home on December 16 2011. Ra e aid that dunng the
December 12 Unit Chiefs meeting, he informed C0 he was goin working
-at HQ NRC on December 16. 2011. OO0 fsaid he also informed|®7( 17O

BY7IC).(

(BXTHC).BNH7HD)

|that because he did

not have a computer at HQ) he would have to perform some work from his
residence using his home computer.

9
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]old OIG that on December 15, 2011, he reported to NRCDto seek e
assistance for loading CITRIX on his hom ... ter._ When he arrived at his office, he

noticed the computer had been removed, 7 CI70) |yant tq another to try

and transfer his comp uter oemﬁtes Whnle wamng on the tra ferl—T’%z‘P%lestarted
to complete training. |”° e into the office and gave > CI B0 [several
orders and then she Ieft. [P0 OB10 |racalied the orders were for|® to
complete h:s Computer w rk CIDEOENO) |returned to the office wuth <b> *'Bnd

Dy 1

hostile and decided to Ieave

(B)THC).LYTHD

BYTHCLENTHD) said that on Dece (BYTXC).(b)7HD) m his home
using his personal cell phone. |° ughter came into the room
while he was talking and was makmg noise. old |s dau hier to be quiet;

l?owe(ver she continued to talk until her babysitier
#b( ) what he was doing. According t_‘ HINCHENTX
wanted to work on training but he did not have a cg uter at HQ[®"©)exio)

asked [V 7C®70) wherg he was going to work. [® ald he told

(B)7HC).{bUTHD)
PITIQENTIEN - that he ma work from HQ e moming and retum home According to
(BYTHC).(bXT7 he heard UTHC)LHTHD) _huckle.
EITOETO) hold OIG that he worked at home on December 16, 2011, and completed
ecurity Awareness training and Occupational Safety and Health Administration
PN training, and worked on a Power Point presentation in preparation for a brief to
(LATHC)(BNT)

members of H on NRC operations. He said he completed the Power Point on his
home computer, using the NRC blue guide and notes, and he conducted research
online. | mwuld not recall the specific times he logged on to iLearn and savd
he would alternate between iLearn and the Power Point presentation [®""®®/70) ,
he believed that working from home was a better use of time than traveling to HQ
where he did not have a computer.

(PH7NCIB)T YD) G that he did not ask for approval to telework on December 186,
2011, [27O6 said he did not want to report to| _|on December 16, 2011, because  *)7(C)®)7T>)
of his leractlon the day before with/”""© On December 15, 2011, prior to
interacting with|"® C> (bX7XO) jad lanned to go to HQ NRC on December
PITHCLENTIE) 11, [P0 acknowledged that[ﬁloes use NRC telework forms.
EITICLENTO) - [RINCLEITIO] Totated t&Tework i |is approved depending on the circum
BATHCLENTNE) 'Fand he does not have a telework agreement in place wnw

told

|
(B)7THC).(B)TXD

] Indicated there were no other extenuating circumstances that would have
“Fé“qunred him to work from home aside from his desire not to mteract with members of Eb;;;:ggg
due to the issues he experienced on December 15, 2011.[5(©®7H0) ’em ad he did not

(BYTHCHLIDY7HD
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Cil b (bX7XC).(b}7)D
stayin home |SOTCTEITI [;xplamed that he told|*"© ©V© 2 mav ao to HQ ﬁn TXCHEITNE)
fear of|©171C).®)710) takmg some sort of adverse action agains{ ™" for working

at home.

During the second OIG interview|" """ prov:ded the following pomts of

cianﬁcatlon gonceming events on December 16, 2011. He clanﬁ
that he was at home and may be going into HQ"™ WA [said he
wanted to avondw because his interaction with her the day before wused him
chest pains and high blood essure However, he said on
tbecause LX) works directly forl HEKTIO) Eaid
he decided that moming not to o to HQ NRC, but did not ask for permission from
anyone at HQ NRC or HQ

IPEEND nitially told OIG he did-not know why members of Hﬂould have the ITHE BT

|mpress|on he was an/®/"©®NO) He said he stifl[&7C)-C)X7xD)

[BITNCIENT ><D> v r—

®INCENO Tadmitted he told ™ ©) |he was an|>/C-eN0) said

he had sngned the settiement agreement relating to hig®7© 170 lin November

2011 and 7XC) “’WD) was backdated to sometime in September per the

agreement/' ‘7’“: ©X70) Thelieved that because he still [P7C1BXND)

(B)THC)(bUTHD) l

said he onglnally told[®7 lhe was an because he was unsu the BATHCIENTNO)
[EITICIENTO) s eﬁe ive.[V7O7) said he believed he mhe timg /7O

he ﬁrst met WIH®©EX70) | at the end of November 2011. . " Irelayed that he

ated his resume when he presented it to “’)‘7) ) e)7 ><D) Acoordin to

he was not thlnkmg when he discussed|®" 70y nd he L,
ought he was [»(7/C).6X7N0) said that ; TP 7)o
oi7iS: |had changed and did not think the difference|”"© ®V©®

57 ®)710)_Thad not corrected the misrepresentation®7©) =710 l
bYTHC).(BUTKD) (BUTHC). (b7 HD) - ‘

BT C BT ‘

—

(

—

(For further details, see Exhibits 4 and 5.)

Department of Justice Coordination
®I7HC)

Southem District of Maryland, deciined to -
“prosecute this matter, in lieu of administrative action.
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_ EXHIBITS
17T BNTID)

1. — _ ettlement Agreement and Ger'tgral Release.

2. Memorandum of Interview, dated December 28, 2011.

I mresume packaw;:s;bmttted on December 8, 2011.

4. Transcript of Interview, o dated January 25, 2012.

5. Transcript of Interview@ HERTAD) dated February 1, 2012.

6.  Draft Inter-Agency Agreement between NRC and|®""©®7D)

7. NRC Telework Policy with attachment,

g | O | ummary Report for Pay Period 26.

9. e MELeam Entries Pertaining to December 15-17, 2011.

10.  E-mail from| >/ P00 | dated January 30, 2012.

11. Memorand um of Interview, l{w 1 fb’ e wm“dated January 25, 2012.

12. Memorandum of interview ‘TC"W”D} - dated December 28, 2011.
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UNITED STATES
3 .y NUCLEAR REGULATORY COMMISSION

H w s WASHINGTON, D.C. 20555-0001

. o K

2% ‘f

EP
OFFICE OF THE
INSPECTOR GENERAL
August 9, 2012
Concur: Case Closed =
MEMORANDUM TO: Joseph A. McMillan
Assistant Inspector General
—__for Investiaations
®X7IC)
THRU: BNC) =
®BXTHC) '
FROM: 7
Special Agent, <
SUBJECT: QUESTIONABLE USE OF TRAVEL FUNDS BY SENIOR
REGIONAL MANAGER (OIG CASE NO. 12-39)
Allegation

was traveling excessively to Region [[[®/7C)(G)7)XD)
[BXDC)BITIO)

The Office of the Inspector General (OIG), U.S. Nuclear Regulatory Commission (NRC)
received an anonymous allegation alleging that|®/"*©)-®X7®)

Region il m|anager,
The alleger stated that the travel could have been
combined to accomplish multiple visits to licensees with fewer trips. The alleger did not
of funds.

provide any specifics concerning the travel, but felt it was excessive and not a good use
Findings

. b)(7 (b - . . . -
0IG determined thaﬂfyffo’f © |visited Region lll seven times in 2012 |®)7)XC).E)X7)D)
[BXTHCTBN7 D) [
I(b\»(7)<0>.(b>(7)<D)

NRC's_ermLEmuﬁy_e_Trector [EXTOEXTE)

—

]

was aware of and supportive of

" USE - 0IG N F’bw
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LN
travel to Region Hi®7(©®)7X0)
70)

i i OIG also determined that|(°"* |combined visits to muitiple
llcensees on three of the seven trips.

Basis of Findings

7  defermine at/5\ 0 ©® |\ag announced as/”" - I7H0) |
OXDICHENTID) and assumed the new position on[?7CEND  [5[G reviewed
(BTN 2011 and all available 2012 travel vouchers. In 2011,509® Jtook eight
ofﬁcial trips, none of which were to Region lil licensees or Region Il offices. In 2012,
LITO0) \took 14 official trips, half of which were to locations in Region ll. Of the seven

<$i ion 1l trips, six were to licensees and one was to the regional office for g2 "(©-©1"
(b)

FATI®)]

.
(b

ith Region Il staff. Three of the six trips to visit licensees involved vnsuts to
multiple licensees.

BITICIBNTHD) ,
told OIG that he is aware of and supports the travel plans of employees
who are[®7ICLEITID) |said it is a good practice to have the
BTN BN

OIG determined that the costs associated with the seven trips to Region |Ii by [*"©®7®

totaled approximately $9,100.

Because‘travel to Region Il to learn about regional issues was justifiable and
not excessive, it is recommended that this investigation be closed to the files of this
office.
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Ky % NUCLEAR REGULATORY COMMISSION
IR kA WABHINGTON, D.C. 20565-0001
By
LT
QFFICE OF THE
INSPECTOR GENERAL

August 15, 2012

Concur; Case Closedg'—“ —

MEMORANDUM TQ:  Joseph A. McMilian
Assistant Inspector General
for | tigatior

(b} 7)C)
THRU: J

{_Team Leader|*"""

EXTHC)
FROM:
[ SPecial Agent|®17(C)

SUBJECT: CONTINUED CONCERNS OF HOW NRC HANDLED
ISSUES REGARDING VALLECITOS NUCLEAR CENTER
AND BANDA GROUP INTERNATIONAL
(OIG CASE NO. 12-43)

Allegation

The Office of the Inspector General (OIG), U.S. Nuclear Regulatory Commission (NRC),
received an allegation that previously identified concerns regarding misconduct and
deficiencies at the Vallecitos Nuclear Center (VNC) were not being properly addressed

i ion i e concern raised in OIG case C11-056, that
was not being objective in his inspection at VNC.

T HTLIDHTHD)

Tn addition, the aileger now aliso sfates that after conducting inspections based on her
complaint, the NRC is putting more effort into discrediting her than investigating her
concerns.
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Findings

OIG found that the Region 1V Allegations Review Board (ARB) reviewed the alleger's
complaints and on May 2, 2012, the ARB determined that the alleger's complaints were
either unsubstantiated, or substantiated but not a violation of NRC regulatory
requirements, thus requiring referral to other agencies that had jurisdiction and
responsibility for the respective concerns.

Basis for Findings

In July 2011, OIG received an allegation that!(b)m(c)'(b)m(m hegion

IV, NRC, was not beln obiective during his inspections at Vallecitos Nuclear Center
(VNC), and tha®""C1EK0)was deliberately assigned to intimidatel®7©®i7i0)
[PXTXC){5X7XO) Jat VNC, while acting as a[e o7 10)
EATC) during an interview regarding her complaint about VNC management.

During the i f C11-056, OIG leamed that‘(bwc)'(b)m(m never directly
witnessed|®/ N0 ucting inspections at VNC. OIG foung no eviden of
lsconduc v“” b)7D ) and Region |V agreed to re-interview| " ©).®X7) with a

different|®7(C-EI0 >

OIG learned that the NRC Office of Investigation re-interviewed the alleger in October,

2011, with the assistance of a Region Ill technical advi after the alleger complained
that she was treated unfairly in the initial interview with|®7©-&100)

OIG found that the Region IV ARB reviewed Allegation Number RIV-2011-A-0050 and
determined that there were nine separate issues raised by the alleger that required
further investigation by the NRC. The NRC addressed the concerns by conducting
onsite inspections or by utilizing an independent evaluation team composed of multiple
contract companies with a background in safety conscious work environments in
nuclear industry work environments. The onsite inspections resulted in the concerns
being either unsubstantiated or substantiated but not a violation of NRC regulatory
requirements.

NRC determined that three of the alleger's concerns were not associated with NRC
regulatory requirements and she was provided contact information for the appropriate
governing agency for each concern by Region IV personnel.

Due to the fact that Region |V inspected and investigated each concern that was within
NRC's purview prior to determining they were unsubstantiated, or substantiated but
determined to not be a violations of NRC regulatory requirements, it is recommended
that this case be closed to the files of this office.

Wolémvss AﬂcﬂﬁFo\R’MATmN%
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&y UNITED STATES

4 % NUCLEAR REGULATORY COMMISSION
: P WASHINGTON, D.C. 20555-0001

% & '

ﬁ'ﬂ \\0\

traa®

OFFICE OF THE
INSPECTOR GENERAL

October 31, 2012

MEMORANDUM TO: Chairman Macfarlane

§2f;;44$a52f<;7)<f;~e<i_,a
FROM: Hubert T. Beli
Inspector General

SUBJECT: ALLEGED INTIMIDATION OF THE|" .
ooeme BY NRC COMMISSIONER

(O1G CASE NO. 12-62)

This report conveys the resuits of an Office of the Inspector General (OIG), U.S.
Nuclear Regulatorv Commission (NRC), investigation into an allegation that NRC

Cnmm‘ssnonecrj . ‘; ; M) Ibehaved in an intimidating manner toward the director
of NRC's[®17/CFI710]
Allegation

OIG initiated this investigation based on an anonymous allegation that Commissioner

ENTIEONT I raised his voice during a one-on one interaction with *7¢) (70 ]
[BITHO) BITHE) forcibly shuofﬂce door, and attempted to
physically intimidate her. This incident was allegedly overheard by others on the|2/!//¢}®)
staff. OIG interviews conceming this allegation disclosed the names of two additional
office directors who may have had intimidating interactions with Commissioner
®XTICLBXND)10IG interviewed the two office directors to determine whether such
interactions occurred.

Findings

OIG did not substantiate that Comm;ssaener[?éﬁmc HEKD) engaged in physically or
otherwise intimidating behavior towan:i!‘éfb E (1C0) Tor the other two office directors
as possibly having had intimidating interactions with Commissioner
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OR DIBTRIBUTED OUTSIOE THE RECEIVING AGENCY WITHOUT THE PERMISE(ON OF THE NRC 010,

’ @A’E‘Uﬁ ONLY — OIG INVESTIGATION INFORMATION -— H ;



‘ FFIC L ONLY ~ OIQ,JNVES]'\I@ON INFORMATION —

OIG found that during a July 3, 2012, one-on-one, periodic meeting injp, N
_g_’( )

Commissioner raised his voice when questionind®™ " ®7 5
gonductmg ar‘_'( b<)7 ((’;D" R OIG also found that
ommnssrone shut ) office door during the discussion in a manner

ENTICHENO)  that{BTCI®) | and two other] mplo ees who were nearby described as forceful or

slammmg. owever, Commissioner|2 7 ®7 lsaid he closed the door in a normal

manner. OIG found that during their private meeting, Commrss o0 Qe e J.?ld

(b)

{7\(”\

(B)THC)BLYTHD

©® _|that he believed it was a waste of resources for [P7C)C17(0)
(BYTXHC).(B)THD)
Whlle TBX7ICb] recaued that Commi pATIC told her he though hould not EATHC)DXTE)
have opened an|®"’ mto the matter Com
said his emphasis was thaﬂ‘b NIXOHBATHD OIG
found that afterm,m ) lengaged in dlscussxon wrth Commrssrone w7 as to the
reasons fo®7)CeI7I0) Commrssloner (XTie hndmoved on to

different toplcs. and Commissioner|2/7€.X"  did not again question the rationale for
[EATHCHBNTHD) _] Further OIG did not deve\op any information to suggest that

Commissioner| ‘(bD Kel.e ]directed toXTNCHb her supervisor or NRC's Executive
Director for O ions (EDO) to stop thg ™" ©7®) or otherwise try to interfere
with thel®T-@IN0)

Basis for Findings

OIG learned it is routine practice for office directors to have periodic meetings with
Commissioners to discuss significant activities within their divisions.

IR ltold OIG she typically meets with the Commissioners quarterly to discuss

-~ [BITNC)BXTID) land other matters that may interest the Commission. She said

that during a July 3, 2012, periodic meeting with Commlssrone bXTHCHEXTXE)
office, one of the cases she briefed him on pertained to the[®'7/C)®I71D)

BXTCHBNT)D)

(By(7 {C),(o)7)D) |told Commlssronerl T BXT DY ]
was workrng closely with|)7)C).®)7)D) |

[XTC)BYTHD) isaid that at this point in the
dlscussron Commissioner [27©517)_ pxpressed an objection to both[P© e |

[BITICHBITI) lresponded
by describing©"©-®"0)  different roles, but sard Commissioner| 27017 \wag
dissatisfied with the answer. Commissioner|2/7C®X7) ltold her he was responsnble for
the budget and she was wasting resources. (57 |again descnbed[ NTXCHBITID)

respective roles and jurisdictions, but said Commrssnoner“became frustrated
and stated, “You don’t understand what I'm telling you," and asked her if she had asked
the EDO if she could [®"© &0 |told Commissioner|®"(< 170!

2
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that the EDO does not have a role i

in roving the (BXTHC)(LX7HD) not
I PN E e

brief the EDO prior to|®7XC)-6X7I0)
separate roles, and Commissioner|?"“®") |again responded, “You don't understand

what I'm telling you."[BX7©'®]said the Commissioner then got up, “slammed" the door

to her office, returned to his seat, and began questioning her about why[®V© G0 |
BTN BT 0)

As the conversation continued|"”!®X"® he would be

I %etting two separate reports concemning the|®"©HX1®) responded that

uld provide a report to the Commission, but that|)7©).®/7)0)
also told Commissioner[2°"®7) that she would not close the case. She said that
after she informed him that he might not receive the 7 ®"®|Commissioner
eared to calm down, and|>\"°"® imoved on to brief the Commissioner
said that at the end of the meeting, Commissioner
2D told her that she tolerates his outbursts and said he always learns something
when he meets with her_ thought, in this case, he was referring to the different
roles of |©7 €170 hecayse at one point during their meeting he had stated he did not
know the difference|®)7(C)G7(0) The two then shook hands and Commissioner
[EITICI BT Jeparted her office. oo Isaid that after he left her office, he ef}ged in

(B)TXHC).(bX7)D)

PIOXOEITI®) “gmall talk” with two| |employees in the  [front office before departing fron]  space.
She said that after he Teft, the two employees ex d to her their concern about the
door being slammed and that they heard yelling,2"“®"” lexplained to the employees
what occurred and that there was no need to worry.

(BXTHC).(B)

. I ) - . (7 (b)T)D
DIOET sybsequently e-mailed Commissioner 27 © 1 Jto inform him tha{®" > © "]
employees had overheard their interaction and had expressed concem. Commissioner

BITICIEITI0) yrote back and thanked her for her e-mail and offered to speak with[ staff ~ /7xC117®)
about the interaction. About a half-hour later, he e-mailed her again and said he would
like to talk with her, and she called him back. During their conversation, Commissioner
[EITCIEIT0] apologized for raising his voice to her, and[5))°"*' |accepted his apology, at
which point she considered the matter resolved. She told him she did not think it was
necessary for him to speak with her staff, but he was welcome to do so at any time.
Becaus ‘~ taff members were still talking about the incident the following workday,
BX71C).5) Isnoke to the staff and explained what happened, that Commissioner

ad apologized, and that she accepted his apology.

[2X7C®) Jtold OIG she was not intimidated by the discussion with Commissioner

(P70 however, she felt he exceeded the threshold for open dialog and discussion
and that his behavior was unprofessional.|2\)(“®) |stated that in her followup
telephone conversation with Commissioner2/7©.®17) lahout the matter, she told him

3
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they should be able to talk opent rofessionally, and respectfully. §?§§Q~fc) © | did not

i : BT b)(7 : :
antlcrtdp;tge tion(}r)ps?c ioner|: ORI |would again speak to her in the manner he used
rega e[__ilp, )

(DYTHC),(BXTND) . BI7THC) BT
The two ‘employees working nea ‘ ffice on July 3, 2012, described
©

Commissioner®"©®7® | closing of (7 office door as a forceful closing, or
siamming, of the of the employees said they could not hear Commissioner

[ bY)7)C).(b . .
EITNCIEITION and |27 | discussion before the door was closed. but that after the
door was shut, they could vaguely hear Commissioner|”"©®170) | gjightly elevated

voice but could not understand the content of their discussion. This employee
considered interrupting the meeting to ensure [2"°®'") | safety, but did not. Neither
employee described Commissioner®7©}®X"®) qiselission with (S’);féﬂ‘c“b) as yelling, but
both said his voice increased in volume,

. BITIHCLENT) )

Commissioner|®) old OIG he likes to visit and meet with office directors in their
offices and space to keep from becoming isolated in his office. He told OIG he was
shocked, surprised, and taken aback to learn of the physical intimidation allegation and
perceived the allegation as a threat by the alleger to the Commissioner’s reputation and
an attempt to “smear my name.” He said he did not yell at|>7“'®) |during their July 3,
2012, periodic but acknowledged raising his voice “a decibel or two" when discussing
the|>/VCHEXTHO) | In hindsight, he said this may have been inappropriate, but he
said it is his habit to raise his voice to "drive home a point.” He told OIG that he closed
the door because he did not want|.'“’®"" Istaff to hear his criticism of her
management decision to initiate an|®7C)EI0D) [

, SIETETT . . BICD) BTV YD
or| VO e aid he explained tolio, o, that he thought|®!(© 70}
BITNCIONO) |shotid belPrCHEI0 ]

[BXTICIBITIO) |
[DNCLETO) TCommissioner/>!©-07) thought the efforts could be integrated and
that consideration shouid be made to integrate |*/"1©.®(71©) |
into one report. Commissioner[G7 -7 kold OIG he did not direct|®)"© 17O B
BXTHOBINO) land that he does not have the authority to give such direction,
even if he wanted to. Commissioner[27C1®17 Jsaid he did not slam the door, but shut
it “in a normal manner from [his] standpoint” He said the only “mistake” he made during
the interaction was to have closed the door himself instead of asking her to close it. He

said that at no time during his meeting with |7 FI71/0) lexpress verbally, or
demonstrate nonverbally, concern about his closing the door or his manner or tone of
voice.

Commissionerls <" _|provided a copy of the e-mailp * |sent him after their
meeting on July 3, 2012, and described the subsequent phone conversation he had with
W He characterized the call as a gﬁephone call, wherein he apologized for the

- , . D
EX7CeN0) “siation and stated he was surprised that| lemployees were concemed and thought

4
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he and®Z©® had an open discussion on issues. Commissioner/s. =" |said

LIneeX?) kold him that she appreciated their candid discussions and told him not to say
any more on the subject.

The Deputy EDO who supervises|2/7/°® Jiold OIG he had not discussed with
issioner|2/7*'®1" _|the Commissioner's interaction with[®/7C-EI70)

sipaing 9.

f oo A A
(EUTHCLBLITHDY

o A different Deputy EDO who supervises|®7C) ®I7i0) |
LI |told OIG that Commissioner[Z7©'®17) |prought the matter up with him,
explained the details of his discussion with2/."°*® land told the Deputy EDO he did
not and would not direct or attemit to influence the|®'"/(©1*17"D) |The EDO toid

OIG that Commissioner |[27©®") |raised the matter with him during a periodic meeting
and told him it was never the Commissioner's intention to leave |2)7/C®! \with an
impression that he was attempting to influence |®)7)C).®)7:D) | The EDO
also said the Commissioner never directed, interfered, or asked him to stop the

I{b)(?kiC}‘(b}@’)(D)

OIG also interviewed two office directors purported to have had difficult interactions with
Commissioner One of the office directors reported to OIG no concems of
intimidation or unprofessional behavior. The other office director described some
periodic discussions with Commissioner|2"©®X7) on policy matters that were
uncomfortable. The office director said the Commissioner can get "animated” and “it is
easy to see when he's not pleased with what you're telling him.” The office director said
the Commissioner is "energized by some topics and when he doesn't like what’s going
on, he tells you.” The office director did not characterize”"©*""® Inehavior as
unprofessional or threatening, but said his manner reflected a military, “I'm the
commander,” background. However, the office director said the interactions were not
intimidating.

Conclusion

OIG did not substantiate the anonymous claim mat.Commissioners

physically intimidating toward[>0® |however[27°'® | described the

Commissioner's behavior as unprofessional. OIG also determined ions
O tgsi?xcmw office

differed with regard to the manner in ‘ﬂhmnmmm
door and whether he sought to have|*" "C“‘”I\WD? |

[(b)(?.wic}{b)w}{a}

Please notify this office within 80 days of what, if any, action you intend to take with
regard to this report. If you have questions, contact Joseph McMillan, Assistant

5
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inspector General for Investigations, at 301-415-5829, or Rossana Raspa, Senior Level
Assistant for Investigative Operations, at 301-415-5954.

A copy of this report will also be provided to the ranking majority and minority members
of the U.S. Senate Committee on Environment and Public Works, the U.S. House of
Representatives Committee on Energy and Commerce, and the U.S. House of
Representatives Committee on Oversight and Govemment Reform.

6
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OFFICE OF THE
INSPECTOR GENERAL

October 12, 2012

Concur: Cased Cios.
MEMORANDUM TO: Joseph A. McMillan
Assistant Inspector General

for Investigations
®I7HC)

THRU:

-Team Leader |(P)X7)C) [

-

EROM: (B)7NC) B
Special Agenl\/,, —

SUBJECT: NRC OI INVESTIGATION DID NOT ADDRESS CONCERNS

RAISED AT SAN ONOFRE NUCLEAR STATION (SONGS)
(OIG CASE NO. 12-47)

Allegation

The Office of the Inspector General (OIG), U.S. Nuclear Regulatory Commission (NRC)

](b)(?)(0> ho aileged that the NRC Office of

initiated this investigation based on a lelter to Conﬁressman Darrell ISSA’s office from

Tnvestigation (Ol) did not address his concern 5t retaliation by the San Onofre Nuclear
Generating Staﬁcm(?3 )f(%%!;lGS) management for allegedly lowering his performance

appraisal becaus refused to alter cause evaluation reports.

Findings

OIG found thaq(bm(c) allegation was reviewed by the Region IV Allegation Review
Board (ARB), which referred the retaliation complaint to Ol after the alternative dispute
resolution process failed to resolve the complaint. OIG found that Ol's investigation
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addressed ®(7C) lallegation of retaliation by | iewing relevant personnel,
reviewing perinent documents, and providing ®)(7)(C) ;the opportunity to nresent
specific concerns regarding his allegation. OI'did not substantiate tha{®®("(©)  was
discriminated against by SONGS management for raising safety related concerns.

erformance appraisal was lowered by SONGS and later changed as a
result of an independent inquiry by SONGS, which found that the lowered performance
appraisal was unwarranted.

Basis of Findings

OIG learned that/>("(© allegation, regarding cause evaluations and nuclear
notifications, was receivéd and assessed by NRC Region IV ARB staff and determined
to not be safety related. After the alternative dispute resolution (ADR) process failed, Ol
opened an investigation concerning the retaliation complaint by®7XC)  lagainst
SONGS.

OIG compared Ol's investigative case file and report against the alleged retaliation
outlined iletter to ISSA and concluded that Ol addressedissues
during its investigation by interviewing relevant personnel, reviewing relevant-

documents, and giving/®X")(©)  land opportunity to present specifig concerns about his

allegation. SONGS con dependent review of{(®)(7)(C) erformance
appraisal and found tha{ (B)7C) lowered aopraisal was unwamanted. As a result,
SONGS management corrected the error anwas compensated with
backdated compensation that was lost due to the error. Ol did not substantiate that
SONGS retaliated againstor raising safety concerns.

(b)(7)(C)

OIG interviewed who admitted that he was not aware of the full details of the
Ol investigation.|(P)X7)(C)  told OIG that his letter to Congressman ISSA’s office was
based on the NRC closure letter and not a review of Ol's report of investigation.
tated that he was unaware that the lefter was a synopsis I'NRC
findings and only presented a brief summary of the Ol investigation.|®7)XC)  gaid he
had no additional information to provide concerning his aliegation, but he maintained
that he was retaliated against and disagreed with the outcome of OI's investigation.

Because the Ol investigation reviewed ®XTHC) leconcerns by interviewing relevant
personnel and reviewing pertinent documents, it is recommended that this investigation
be closed to the files of this office.

: T 2 O :
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OFFICE OF THE
INSPECTOR GENERAL

March 8, 2012

— — - s g

Concur: Case Closed ﬁm.“_w e
MEMORANDUM TO: Joseph A. McMillan

Assistant Inspector General
_for Investigations

THRU: (b)(7)(C)
Team Leader, [.
(B)THC)
FROM:
Special Agent|(b)(7)(C)
SUBJECT: FAILURE TO INSPECT NORTH ANNA NUCLEAR PLANT
UNIT 1 AFTER EARTHQUAKE (OIG CASE NO. 12-02)
Allegation

The Office of the Inspector General (OIG), U.S. Nuclear Regulatory Commission (NRC),
received an allegation that Victor McCREE, Regional Administrator, Region i, NRC,
failed to protect public health and safety by not inspecting North Anna Nuclear Power
Piant (North Anna), Unit 1 internals, after it was shut down due to an August 23, 2011,
earthquake centered in Mineral, Virginia.

Findings

OIG found that NRC Headquarters dispatched an Augmented Inspection Team (AIT) to
North Anna following the August 23, 2011, earthquake. The decision to restart North
Anna was not McCREE's responsibility. On November 11, 2011, Eric LEEDS, Director,
Office of Nuclear Reactor Regulation (NRR), NRC, declared North Anna safe to restart
after confirming regulatory requirements were met.
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Basis for Findings

OIG learned that on August 30, 2011, in accordance with Management Directive 8.3,
“NRC Incident investigation Program,” NRC dispatched the AIT to North Anna to better
understand the event and the licensee's response after the August 23, 2011,
earthquake. Utilizing guidance provided in Regulatory Guide 1.167, “Restart of a
Nuclear Power Plant Shut Down by a Seismic Event,” the AIT concluded that the
licensee performed adequate inspections, walk downs, and testing to ensure that safety
related structures, systems, and components for units 1 and 2 at North Anna had not
been adversely affected by the earthquake.

OIG reviewed NRC and licensee documents regarding evaluation and inspection
activities of North Anna'’s Units 1 and 2 reactor vessel internals. OIG determined that
the NRC staff utilized the guidance provided in Regulatory Guide 1.167, which endorses
the Electric Power Research Institutes (EPRI's) NP-6695, "Guidelines for Nuclear Plant
Response to an Earthquake.”

OIG reviewed a September 17, 2011, Dominion submittal to NRC outlining its restart
readiness plan for returning North Anna to service. OIG also reviewed an internal NRC
memorandum, dated November 3, 2011, which provided the Mechanical & Civil
Engineering Branch, Division of Engineering, NRR, input to NRC's North Anna seismic
event safety evaluation report. These two documents include Dominion's evaluation
and inspection plan regarding the North Anna Units 1 and 2, as well as NRC's
assessment of Dominion’s completed evaluation and inspection of Units 1 and 2. The
NRC evaluation results showed that the NRC staff concluded that no functional damage
occurred to either of the reactor vesse! intemals such that, “The resumption of plant
operation will not result in undue risk to the health and safety of the public.”

OIG reviewed NRC technical evaluation, dated November 11, 2011, of the North Anna
Units 1 and 2 regarding the restart of North Anna following the August 23, 2011,
earthquake. The technical evaluation documented NRC inspection activities and
conclusions supporting NRC's decision to allow North Anna to restart to include a
conclusion regarding the functionality of the reactor vessel internals. The Technical
evaluation explained in detail the inspection activities of both Units 1 and 2. The
technical evaluation also explained why certain inspection resuits of Unit 2 would be
representative of the findings for Unit 1. As authorized by Regulatory Guide 1.167, the
Director of NRR determined that North Anna couid be operated safely.
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Due to the fact that NRR followed policies and procedures that NRC has in place for the
restart of a nuclear power plant shut down by a seismic event and that NRR concluded
that North Anna could be operated without undue risk to the health and safety of the
public, it is recommended that this case be closed to the files of this office.
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) w ‘g NUCLEAR REGULATORY COMMISSION
‘E g E WASHINGTON, D.C. 20565-0001
BT S
Fapa¥
OFFICE OF THE
INSPECTOR GENERAL
September 28, 2012
MEMORANDUM TO: R. William Borchardt
Executive Director for Operations
FROM: Joseph A. McMillan
Assistant Inspector General
for Investigations
SUBJECT: UNAUTHORIZED SHARING OF NETWORK PASSWORD AND

MISUSE OF E-MAIL SYSTEM BY AN OFFICE OF
ADMINISTRATION EMPLOYEE (CASE NO. 12-12)

Attached is an Office of the Inspector General (OIG), U.S. Nuclear Regulatory
Commission (NRC), Report of Investigation pertaining to unauthorized sharing of
network password and misuse of e-mail system by an Office of Administration
employee. This report is fumished for whatever action you deem appropriate. Please
notify this office within 120 days of what action you take based on the results of this
investigation. Contact this office if further assistance is required.

The distribution of this report should be limited to those NRC managers required for
evaluation of this matter. Neither the Repori of Investigation nor its exhibits may be
placed in ADAMS without the written permission of the OIG,

Attachment: Report of Investigation w/ exhibits

{B)(7HC)

cc: ADM/DFS w/o exhibits

CONTACT: Rossana Raspa, OIG
415-5925
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OFFICE OF THE INSPECTOR GENERAL

Report of Investigation

Unauthorized Sharing of Network Password
and Misuse of E-mail System by an
Office of Administration Employee

Case No. 1212

()7 HC)
\ Special Agent (b‘”)(C [Teamn Lead&r

ZoL )1
mllan Assistant Inspector General Date

for Investigations

THIS REPORT IS RELEASABLE ONLY BY THE U.S. NUCLEAR REGULATORY
COMMISSION, OFFICE OF THE INSPECTOR GENERAL.

THIS REPORT OR ITS EXHIBITS MAY NOT BE PLACED IN ADAMS WITHOUT
WRITTEN PERMISSION OF THE NRC OIG.
EXEMPT FROM RELEASE UNDER FREEDOM OF INFORMATION ACT
EXEMPTIONS (5), (6) OR {7) AND PRIVACY ACT EXEMPTIONS (j){2) OR {k)(1)
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STATUTES, REGULATIONS, AND POLICY

NRC Rules of Behavior for Authorized Computer Use, System Access, and Use,
Dated May 19, 2012

The following rules of behavior are relevant to NRC system access, and use. Users
shall;

» Adhere to ail Federal laws, NRC security policies, standards, and directives.

» Be responsible for all actions performed using his or her user account, and shall
not allow others access once he or she has logged on to any system.

» Foliow established procedures for accessing information, including the use of
user identification (ID), passwords, and other physical and logical safeguards.

» Protect passwords (including access numbers) from disclosure and shall not
record them in writing or in electronic form except when they are protected
against unauthorized access at a level comparable to the sensitivity of the
information that may be accessed using the password.

» Promptly change a password whenever compromise is known or suspected.

s Protect passwords by not sharing them with any other person, including the
user's supervisor or Help Desk worker.

» Not use internet and electronic mail for fraudulent or harassing messages or for
sexual remarks or the downloading of illegal or inappropriate materials (e.g.,
pornography). Additionally, users shall not send or retain any such material on
any Government system.

Users shall not:

» Divulge access information (e.g., login procedures, lists of user accounts) for a
computing resource to anyone who does not have a need to know the
information as determined by NRC management.

NRC Management Directive and Handbook 12.5, “NRC Automated Information
Security Program,” Part 2.5

The NRC user rules of behavior are to be followed by all users of the NRC local-area
network/wide-area network (LAN/WAN) system and all users of any NRC AIS
{Automated Information System]. Users shall be held accountable for their actions on
the NRC LAN/WAN system. If an employee violates NRC policy regarding the rules of
behavior for use of any NRC AlS and the NRC LAN/WAN system, they may be subject
to disciplinary action at the discretion of NRC management. :
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An AlS user —

» Shall protect all user IDs and associated passwords issued to him or her and will
not disclose the password to anyone. Will change his or her password when a
possible compromise is suspected and at least every 90 days.

» Shall comply with all policies and procedures related to the security of
NRCLAN/WAN system data and NRC AIS's.

« Shall safeguard passwords and user account numbers from other personnel by
not disclosing them either verbally or in written form.
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SUBJECT

(BY7HC).(b)7)(D)

Office of Administration (ADM)
U.S. Nuclear Regulatory Commission (NRC)

ALLEGATION
The Office of the Inspector General (OIG), NRC, initiated this investigation based on a

proactive project to identify instances of computer misuse on the NRC com
NRC computer assigned to the|®"/©©X")0)

BATHCLBNTH i
PITHELEIN that was used to obtain sexually explicit or sexually oriented

images using Google searches.

FINDINGS

(B)THC).(bXT)

OIG found that|® mproperly provided several of his co—workers with his network

o A i hich was used by one co-worker,®7C1E7D)
OADICLENTE) to view sexually explicit or sexually Griented images from
October to Nove{:i_}mﬁ EOOT fshared his username and password with NRC

b)7HCi{bX 7 .
eI employees in th

NRC e-mail syst
of information Services (O1S) records conﬁrmed had access to the
network resource mailboxes without having to use ©'Iogin account information,

o they could access th network resource mailboxes on the

sed to process|[P7IC).HNO) )(17)I-Cl?(wever a review of the Office
{

o e L iso admitted he forwarded te‘Fnai!s containing sexually
oriented images. OIG found 7 e-mails containing a tota of 38 sexually oriented images

ly explicit videos that were forwarded 1 q P VOB igeeountto 4

other non-NRC employees, and | :Serson e-mail account on

June 10, September 28, October 6, and November 18, 2011, and January 12,

2012, 2701 Ietated he often receives unsolicited e-mails of a sexually explicit nature

from friends and that he sometimes forwards the e-mails to other people.

o) 7HCIB)7)D)

(eX7)C).(BYT)

! OIG conducted a separate investigation concerning(D) which is reported in OIG Case No. 12-23.

'3..
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BASIS FOR FINDINGS

Review of NRC Computer Assigned to BHTHCHENTIO)

BTG (0K Th Cyber Crires Linit CU) obtai ic i '
e e th assigned tolp) i

’(b)('/)(E) |

A user profile contains specific information relating to that particular user, and computer
activities conducted on the profile are saved to it. Such activities include Intemet

activity, e-mails, and documen . This er profile and information on the hard drive
were examined to determine i | 'bearched for inappropriate material in the
Govemment workplace using Government resources.

BUTHE)

i

W . » -
(For further details, see Exhibit 1.)

Review of NRC E-mails

7T BXT) | . . L
OIG reviewed e-mail records for®) relating to the computer misuse investigation,

to identify instances of computer misusé. The review identified the following:

E-mail iInbox

BINCIED) |
. explicit images in 2 e-mails sent fro to

BN b July 5, 2011 and January 12, 2012,

B
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Sent E-mail
e 38 sexuallb 7xC hb% 'D s 2 i videos in 7 e-mails
sent from *17(CEI70) ersonal e-mail, and

to individuals outside the NRT. The e-malls were sent on June 10,
July 11, September 28, October 6, and November 18, 2011, and
January 12, 2012.

Deleted E-mail

. bY7)C),(bX7)(D
* 24 pom araphic im 7scl W e-mais se rom O OBIOT T,
D) and from(p!O®N g [DVCEN - bersanal e-mail address, -

~on January 12, 201

(For further details, see Exhibit 2.}

Review of the Office of Information Services Customer Service Center Records

OIG reviewed OIS Customer Support Center recggj;{or information relating to the .
resource mailboxes and leamed that the followin employees were given accessto o) ")
the[®7C-EIND) le-mail accounts on the foliowing
dates:
BXCHBTI] —
Name
BTG BT 0]
| Y Y 5162009 8/27/2009
| Y Y 6/11/2012 6/1172012
l Y Y 212112012 212112012

BNTNC)BYTHD)
ail accounts are used

f to receive, process, and distribute requests for >/ *(®

for NRC staff.

(For further details, see Exhibit 3.)

Review of Training Records

OIG reviewed information from the iLearn Online training system regarding{(W)m(b)wm ]

and found he completed the Computer Security Awareness training on March 25,

2011, and January 4, 2012. This training consists of three parts: Computer Security
Awareness; Safeguards Information; and Rules and Behavior Acknowledgement, which
explains the rules on inappropriate computer use.
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(For further details, see Exhibit 4.)
ENCHEBNND)

Interview of

(b)7)C).(BYT)D}

Id OIG that had received e-mails from his brother w;th pornographic
“material inside] ( ﬁmhally stated he would delete these faining
pomagraphic material, but later admitted he would forward them to|5.~"®"’ land other
people inside and outside of the NRC.

(b)7HCHLBXTHD)

L]
LRXTHD

Ble mitted that from approxlmately October 201 through January 2012, he

) login accou

used search terms such as “cougar,” busty women,” and “she-males” as search terms
and that Google Images would return pornographic images.

(For further details, see Exhibits 5, 6, and 7.)

Interview of Reproduction Section Contractor Employees

BY7)(C).(b) . . . (BUTNC)ONT)
7)o ld OIG that he wo S as 4 badfime contractor in the and that in the past, <D)

2 [)
. " (bX7)D
would provide him wIo)

ngin and password so that he could access the

%g& )E il accounts. He believed tha ransitioned from a prin RS vironment
Blrycy o e-mail accounts and that because of nsition, onf ™" lhad access 1)
EE’( riox to the mail accounts. In ?aﬂicg&}Z. othe mployees obtained access from B
e eIm OIStothd  e-mail accounts. |5\ lsaid he did not recall ever using the intemet (to
include Google Images) under 2" ®") laccount.
(For further details, see Exhibit 8.)
BN NCHBRTID) {(BYTXC).XT)
o ( ( ntractor mployee, told OIG that he ware that|) b) d o)
e em i his password to access  |e-mails a coun e oy e
personally gave him his password, but|, id provide

program while the computer was logged in under someone else's name.

(For further details, see Exhibit 9.)

BTG (b o .
2 OIG conducted a separate investigation conceming (7)(D)( o) which is reported in OIG Case No. 12-23.
6
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. ®I7NCIBNTND) )
Interview o Supervisors
®I7NC)BX7 D) ®HTNC)BYT D)
ECTET B Ith ' stated
“he has known,”'“®'") {for 35 years, |20 had been sharing
his username and password with othey®/(©-®17)0) sta here was no need for

[RITXOEID tg share his network login information because the empl ees who BT

heeded access to the network resource mailboxes had access to the stated P
' were provided access to the network resource
at each user should have logged on individually whenever

accessing those accounts.
CIEN
(7)(D) Btated the resource e mall accounts (mailboxes) were ally set up so NRC

usefs would -- d - individual employees lnﬁ:j‘but would send 7 01T

; employees could see pendin (bA7O)
o stated the” " 7 ITIo) e-mail account has been u? ‘place for
approximately 15 years, and the©©) 710} e-mail or
approximately 3 years. Both accounts were set up by OIS for ‘:B);”’(C)'“”m
(b)TXC), “Tb)7YHC).(b)7)D
{ SO ome ief, OEme told OIG that beginning in
March 2010, she wag"~"©" ‘W)( ) ond line supervisor for approximately 2 years.
m tated b)( was [inaware,5,”**""" |shared his user ID and password with other
eole in the|o stated if she had been aware, she would have counseled
ha i as a security violation and not to share his password with anyone.
o) tatehould not have needed to share his password with anyone, as
everyone who needed to access the®C-BI70) mailboxes should
have been able to do so by using their own user |D and password.

(For further details, see Exhibits 10 and 11.)

. BB D)
Interview of

BY7HC).B)7) . .
(D) provided a signed, sworn statement to

oogle.Images under his user. sHowever t shared hi ,
usermname and password W|th ' |and two contractors gb.>%zfa<c%<b>(7>
because he beli that his account was the only acgount that
mail accounts used to receive and distribute

‘@

he only way to access them was by accessing his network login account.

°I") stated that he generally leaves work at 3:30 every day and that any activity
at time would be by either| 7 (C-EX7N0B)

e
(BYTHC)(
( 4

mltlally stated he did not recall sending any sexu
“Via e—rﬁ"'l' However, when OIG described e-mails found int

7
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(bHTHCLBRTY (b)i‘/)(C)‘(b)('f') 4

D) recailed forwardlng these e-mails. (©) stated he often receives
unsolicite e-mails from friends, and he has sometimes forwarded the
e-mails t (BT HTLHTHDY

S

(For further details, see Exhibits 12, 13, 14, and 15.)

Department of Justice Coordination

(b)(7HC} o)THD}

has provided a

“blanket declination pertaining to misuse of a Government computer by Federal
employees to view adult pomography, in lieu of administrative action.

8
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EXHIBITS

Memo, dum to File, Subject: Computer Forensic Report, NRC Asset Tag No.
muoy " |without attachments, dated February 7, 2012,

Memoran ium i {b‘<;"<0> iect: Receipt and Review of E-mails for NRC
Employee|™" "1 idated January 26, 2012. ‘
Ao,

Memorandum to File, Subject: Information Received from the Office of
information Services, dated June 13, 2012.

Memorandum to File, Subject.: Receipt of iLeam Computer Security Awareness
Training, dated June 19, 2012. :
. (BY7HCYL BN HD} ,
Transcript of Interview dated April 4, 2012,
[BITE) BT D)
Memorandum of Re-Interview dated May 16, 2012,
BYTICIBN D) :
Signed, Sworn Statement dated May 22, 2012.

)
Memorandum of lnterviev%im? dated July 25, 2012.

_ JoroE
Memorandum of interview, 71 dated July 23, 2012.

{(b)7HT)(b)

Memorandum of lnterviewmm dated June 13, 2012. -

BRI,
Memorandum of Intervieq‘bmm dated June 4, 2012. .

Memorandum of lnterview%))m{m(b)(?) dated February 27, 2012,

(BUTHCHLNT)

Memorandum of Re-Interview|0) dated February 2%. 2012,

BITHCLEIT)
Memorandum of Interview|">’ dated May 16, 2012.

(M7 HC) (0K}

Signed, Swom Statement|o; dated February 23, 2012.

i
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