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January 25, 2012 VTC

Roll Call Kathy Tennessee

Welcome and Introduction Rix Edwards, Associate General Counsel
Opening Remarks and/or Mr. Fred Pribble, General Counsel
Practice Group Intro/Charter Lew Oleinick

Privacy Breach Procedures |

PROCLTR / Section (m) Contracts

PIA Privacy Review Cycle Lew Oleinick

FOIA Referrals & Consultations Debbie Teer/Kathy Tennessee
New DLA Form 1917 Debbie Teer

MDR & FOIA Lew Oleinick

CUI & FOIA Debbie Teer

Misc FOIA Debbie Teer/Kathy Tennessee
Wrap up

Agenda

e Explanation / Introduction (why you were invited)
e Breach Procedures (send current copy to POCs with agenda)
Slide will contain:
o Physical vs. Electronic
o Reporting Timelines
o Submitting Final Incident Reports (within 10 working days after Technical
Assessment has been rendered by the DLA CERT/DLA NOSC)
o Time to Destroy 09 Incident Files (FOIA / Privacy Retention Periods
(Excerpts from DLA Records Schedule send to POCs))
e PROCLTR and Section (m) Requirements (send PROCLTR / FAR Clauses with
agenda)
e PIA Review Cycle (Lew to present)
o FOIA Referrals
o Consultations
o Acknowledgment process

e New DLA Form 1917




MDR (send DoD Final Rule and MDR Addresses to POCs with agenda) NOTE:
Address for DLA is incorrect. New address is Defense Logistics Agency, Attention:
DLA Intelligence, 8725 John J. Kingman Road, Suite 3533, Fort Belvoir, VA 22060-
6221.

FOIA and Controlled Unclassified Information (CUI)

O
O
O

HR Requests

D92-Full Releases

Technical Data Requests vs. FOIA requests for same info (existing DLA
procedures for this data)

DCSO

PII in FOIA Description Blocks (FOIA Xpress)

Retention period for records in FOIA files



FOIA/Privacy Teleconference
May 4, 2011
2:30 - 3:30

Agenda

Privacy

1. Forthe Privacy POCs: Locate the materials (placards, posters, and “Reporting Privacy / Pl
Breaches” cards) used during the 2007 P(i Stand-down. They were designed to be reused.

2. DLA’s 2875 Process (System Authorization Access Requests)

3. Remind Privacy POCs to send Incident Reparts and questions to the hqg-privacy @dla.mil maiibox.

1. ASAP {Mansfield/Pasquinelly/Silber)

2. introductions ({(b)(6) |/Roddy)

1. NSNs

2, FOIAXpress Users Group Conference (Chief Counsel must apprave)
Wednesday June 15, 2011

3. Supreme Court Ruling on use of Exemption 2



FOIA/Privacy Teleconference
February 24, 2010

Agenda

Privacy (Jod

e 2010 DOIJ Privacy Overview:

o The 2010 Edition of the DOJ Office of Privacy and Civil Liberties (OPCL) Overview
is now available on OPCL's website at
http://www.justice.gov/opcl/1974privacyact-overview.htm
<http://www.justice.gov/opcl/1974privacyact-overview.htm> .

e Pll Incident Reports
o Format
o Numbers on Final Incident Reports

e Pl Reminders
o Suggestions wanted

e Training Opportunity
o International Association of Privacy Professionals 2010 Privacy Summit (April

2010)
(https://www.privacyassociation.org/events and programs/global privacy sum

mit/)

FOIA/PA Conference — Stay tuned {Kathy)

FOIA (Debbie

e Reading rooms (Lew)

e Chief FOIA Officer Report (Lew)

e (Carve out

e FOIAXpress:
o Data Call: What parts are used (ie, creating, redacting, document management)
© Quick Guide, is it helpful
o Use of invoices
o

Duplicate requester entries

e Referral reminder from DOD



DLA FOIA AND PRIVACY TRAINING WORKSHOP

TUESDAY, OCTOBER 26, 2010
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: DLA FOIA AND PRIVACY TRAINING WORKSHOP

THURSDAY, OCTOBER 28, 2010

7:00 - 7:50 DGA Network Breakfast

8:00 to 10:00 FOIA Matters Referrals: Ms. Teer and Ms. Tennessee,
- Referrals FOIA Fees: Ms. Peggy Pasquinelly (DLA Land &
~ Fees Maritime} & Ms. Judith Mansfield (DLA
- Reading Rooms Dispositicn Services) :

Reading Rooms: Lew Oleinick, DLA HQ

10:00 to 10:15 Break

10:15to 12:15 | Commonly Used FOIA Exemptions: Ms. Debbie Teer, DLA HQ
B(4), B(5), B(6) & 7{C}) Ms. Kathy Tennessee, DLA HQ
Mr. Lewis Oleinick, DLA HQ
DELIVERABLE: EXEMPTION GUIDE*

12:15to 1:15 Lunch

1:15to 2:15 Workshop: Ms. Jody Sinkler, DLA HQ
Your Privacy Toolbox Ms. Kathy Tennessee, DLA HQ
Mr. Lewis Oleinick, DLA HQ
DELIVERABLE: PRIVACY TOOLBOX*

2:15tc 2:30 ! Closing Remarks { Mr. Rix Edwards, Associate General Counsel

*  DGA will be responsible for finalizing and distributing the deliverables to attendees. Those not
completed during the Workshop will be completed after and provided to the attendees at a later date.
" Deliverables are identified as:
1. Updated FX Quick Guide
2. Deveioping a Privacy Act system of records notice (SORN)
3. FO!A Exemption Guide i
4, Privacy Toolbox (Documents / Websites needed to run a successful Privacy Programj




DLA FOIA AND PRIVACY TRAINING WORKSHOP

DAY 1 - OCTOBER 26, 2010

FOIA Administrative Guidance -- This workshop will address the best DLA administrative practices for
processing requests. Will discuss the Open Gov't Act of 2007 and its impact and how to set up a complete
administrative record. Outcome will be an index for setting up the administrative file.

FOIA/Privacy Act Recent Decisions -- This workshop will provide a review of recent court cases and the
rulings. Learn how these case decisions relating to various FOIA exemptions impact us as FOIA/PA
practitioners.

Privacy Act Overview / DoD Privacy Program -- This workshop will discuss the basic scope of the Act and
how DoD has implemented the Act’s requirements

Getting to Know FOIAXpress -- This workshop will provide a hands-on, step-by-step journey for processing a
FOIA request using FOIAXpress. Learn short cuts and must dos/don’ts. Will discuss DLA preferences for using
FO!AXpress and develop a Quick Guide for reference.

DAY 2 - OCTOBER 27, 2010

Our Privacy Program Partners — This workshop will teach the participants how the DLA Privacy Program
depends on the DLA Forms Program, the DLA Records Mgmt Program, the Paperwork Reduction Act, and E-
Gov Act.

Developing a Privacy System of Records Notice (SORN) -- This workshop will provide detailed understanding
of SORNs and procedural guidance in writing/developing SORNs.

OGIS/ADR/Public Liaison -- The Open Gov’t Act 2007 created the Office of Government Information Services
(OGIS) within the National Archives and Records Administration (NARA). OGIS will provide services to
mediate disputes between FOIA requesters and agencies. This workshop will teach participants how OGIS
and the Public Liaison will act in these capacities and how to initiate alternative dispute resolution {ADR).

DLA PIl Incident Handling Procedures/Writing the Incident Report -- This workshop will discuss the DLA Pl
Breach Procedures in detail and how to develop a final Pil incident report.

DAY 3 - OCTOBER 28, 2010

FOIA Matters: Referrals/Fees/Reading Rooms — This workshop will address the requirements of each of
these sections of FOIA and DLA preferences and best practices for each topic.

Commonly Used FOIA Exemptions: B(4), B(5), B(6} & 7(C} — This workshop will provide an in depth
discussion of these exemptions and how DLA applies them. Review of commonly requested records and how
to apply the exemptions to facilitate consistency across the enterprise. Outcome wili be a tip sheet for
applying exemptions.

What’s in Your Privacy Toolbox? -- A successful Privacy Program is not about knowing it all but knowing
where to go to find the answer to your specific questions. This workshop will discuss the documents and
websites needed to run a successful Privacy Program.



£

PRIVACY TOOLBOX

Updated July 27, 2011

Your “Privacy Toolbox” is a list of the documents / websites needed to run a successful Privacy Program.

Federal Statutes

1.

Privacy Act of 1974, as amended (5 U.S.C. § 552a). The Privacy Act of 1974, 5 U.S.C. § 552a (2006),
which has been in effect since September 27, 1975, can generally be characterized as an omnibus "code of
fair information practices” that attempts to regulate the collection, maintenance, use, and dissemination of
personal information by federal executive branch agencies.

Legislative History of the Privacy Act. This is the legislative history of the Privacy Act that was
prepared jointly by the U.S. Senate Committee on Government Operations and the U.S. House
Government Operations Subcommittee on Government Information and Individual Rights. This history
contains the text of the major bills considered by the House and Senate, with accompanying reports, the
text of House and Senate Floor debate, related explanatory materials and case law, and regulatory
documents issued pursuant to the public law. A Library of Congress publication.

Freedom of Information Act (5 U.S.C. § 552). The U.S. Freedom of Information Act (FOIA) is a law
ensuring public access to U.S. government records. FOIA carries a presumption of disclosure; the burden
is on the government - not the public - to substantiate why information may not be released. Upon written
request, agencies of the United States government are required to disclose those records, unless they can
be lawfully withheld from disclosure under one of nine specific exemptions in the FOIA. This right of
access is ultimately enforceable in federal court.

Department of Justice Freedom of Information Reference Materials. DOJ’s Office of Information
Policy has compiled a website of primary reference material for the FOIA practitioner and supporting
counsel.

E-Government Act of 2002 (Pub. L. No. 107-347, 116 Stat. 2899). To enhance the management and
promotion of electronic Government services and processes by establishing a Federal Chief Information
Officer within the Office of Management and Budget, and by establishing a broad framework of measures
that require using Internet-based information technology to enhance citizen access to Government
information and services, and for other purposes.

Federal Records Act of 1950 (44 U.S.C. Ch 31). The Federal Records Act of 1950, as amended,
establishes the framework for records management programs in Federal Agencies. As the primary agency
for records management oversight, the National Archives and Records Administration (NARA) is
responsible for assisting Federal agencies in maintaining adequate and proper documentation of policies and
transactions of the Federal Government. This is done by appraising records (determining record value and
final disposition of temporary or permanent records), regulating and approving the disposition of Federal
records, operating Federal Records Centers and preserving permanent records.

Administrative Procedure Act (5 U.S.C. §§ 551, 554-558) . The Administrative Procedures Act is the
law under which the U.S. federal agencies create the regulations they enforce.



10.

11.

12,

PRIVACY TOOLBOX

Updated July 27, 2011

Paperwork Reduction Act of 1980 (44 U.S.C. § 3501, et seq.). Minimize the paperwork burden for
individuals, small businesses, educational and nonprofit institutions, Federal contractors, State, local and
tribal governments, and other persons resulting from the collection of information by or for the Federal
Government;

Children’s Online Privacy Protection Act of 1998 (15 U.S.C. §§ 6501 et seq., 16 CFR § 312). The
primary goal of COPPA is to place parents in control over what information is collected from their young
children online. Designed to protect children under age 13 while accounting for the dynamic nature of the
Internet. Applies to operators of commercial websites and online services directed to children under 13
that collect, use, or disclose personal information from children, and operators of general audience
websites or online services with actual knowledge that they are collecting, using, or disclosing personal
information from children under 13.

Confidentiality of Records Statutes (Drug & Alcohol Abuse) (42 U.S.C. § 290dd-2) Statute limits
disclosures permitted.

Homeland Security Presidential Directive-12 (HSPD-12). Policy for a Common Identification
Standard for Federal Employees and Contractors.

Electronic Communications Privacy Act of 1986. The ECPA, as amended, protects wire, oral, and
electronic communications while those communications are being made, are in transit, and when they are
stored on computers. The Act applies to email, telephone conversations, and data stored electronically.
ECPA amended Title III of the Omnibus Crime Control and Safe Streets Act of 1968 (the “Wiretap Act”)
by extending government restrictions on wiretaps beyond telephone calls to apply to electronic data
transmissions. “The PATRIOT Act also clarified and updated ECPA in light of modern technologies, and in
several respects it eased restrictions on law enforcement access to stored communications.”



PRIVACY TOOLBOX

Updated July 27, 2011

Office of Management and Budget (OMB) Guidance. The Privacy Act provides that the Office of
Management and Budget shall "develop guidelines and regulations ... and provide continuing assistance to and
oversight of the implementation of the ... " operative provisions of the Privacy Act by the agencies. Below are
links to three areas of guidance.

e OMB Circulars
¢ (OMB Memoranda
e OMB Privacy Guidance

Specific OMB Privacy Guidance:

1. Privacy Act Implementation, Guidelines and Responsibilities (July 9, 1975)

2. Implementation of the Privacy Act of 1974, Supplementary Guidance (December 4, 1975)

3. Guidelines on the Relationship of the Debt Collection Act of 1982 to the Privacy Act (March 30, 1983)

4.  Privacy Act Guidance - Update (May 24, 1985)

5. Guidance on Privacy Act Implidations of "Call Detail" Programs (April 20, 1987)

6.  Final Guidance Interpreting the Provisions of Public Law 100-503, the Computer Matching and Privacy
Protection Act of 1988 (June 19, 1989)

7. Proposed Guidance on Computer Matching and Privacy Protection Amendments of 1990 (April 23, 1991)

8. M-99-05, Instructions on Complying with President's Memorandum of May 14, 1998, "Privacy and
Personal Information in Federal Records" (January 7, 1999)

9. M-99-18, Privacy Policies on Federal Web Sites (June 2, 1999)

10. Status of Biennial Reporting Requirements under the Privacy Act and the Computer Matching and Privacy
Protection Act (June 21, 2000)

11. OMB Circular A-130, Transmittal Memorandum #4, Management of Federal Information Resources
(November 28, 2000)
e PDF Version
e HTML Version

12.  M-00-13, Privacy Policies and Data Collection on Federal Web Sites (June 22, 2000)
13. Letter from Roger Baker to John Spotila on Federal agency use of Web cookies (July 28, 2000)
14. Letter from John Spotila to Roger Baker, clarification of OMB Cookies Policy (September 5, 2000)

15. M-01-05, Guidance on Inter-Agency Sharing of Personal Data - Protecting Personal Privacy (December 20,
2000)

16. M-03-22, OMB Guidance for Implementing the Privacy Provisions of the E-Government Act of 2002
(September 26, 2003)



PRIVACY TOOLBOX

Updated July 27, 2011

17.
18.
19.
20.
21.

22.
23.

24.
25.
26.
27.

28.

M-05-04, Policies for Federal Agency Public Websites (December 17, 2004)
M-05-08, Designation of Senior Agency Officials for Privacy (February 11, 2005)
M-06-15, Safeguarding Personally Identifiable Information (May 22, 2006)
M-06-16, Protection of Sensitive Agency Infonﬁation (June 23, 2006)

M-06-19, Reporting Incidents Involving Personally Identifiable Information and Incorporating the Cost
for Security in Agency Information Technology Investments (July 12, 2006)

Recommendations for Identity Theft Related Data Breach Notification (September 20, 2006)

M-07-16, Safeguarding Against & Responding to Breach of Personally Identifiable Information (May 22,
2007)

M-07-20, FY 2007 E-Government Act Reporting Instructions (August 14, 2008)
M-08-15, Tools Available for Implementing Electronic Records Management (March 31, 2008)
M-10-06, Open Government Directive (December 8, 2009)

M-10-22, Guidance for Online Use of Web Measurement and Customization Technologies (June 25,
2010)

M-10-23, Guidance for Agency Use of Third-Party Websites and Applications (June 25, 2010)



PRIVACY TOOLBOX

Updated July 27, 2011

Defense Privacy and Civil Liberties Office (DPCLQ). The DPCLO is responsible for implementing the
Department of Defense (DoD) Privacy and Civil Liberties Programs.

1.  Defense Privacy and Civil Liberties Office.

a.
b.

& e

DoD Component Privacy POCs
DoD Directive 5400.11, DoD Privacy Program (May 8, 2007)
DoD 5400.11-R, Department of Defense Privacy Program (May 14, 2007)

DA&M memo entitled “Safeguarding Against and Responding to the Breach of Personally
Identifiable Information (PII)” June S, 2009

Defense Privacy Board Advisory Opinions The opinions will be incorporated into the next revision
of 5400.11-R. Opinions appear at the bottom of the page.

DoD Blanket Routine Uses DoD has established 16 routine uses that apply to all DoD systems of
records unless otherwise stated within the SORN.

DoD Privacy Act Systems of Records Notices. DPCLO is responsible for the maintenance of the
Master Registry of DoD Privacy Act Systems of Records Notices (SORNs). All DoD Components
with published SORNs are represented.

Government-wide Systems of Records Notices. Some Federal agencies have responsibility for one
or more systems of records which are applicable Government-wide. This negates the need for an
agency to publish a system notice if it maintains a record under a Government-wide system of
records notice. DPCLO has put together a listing of these SORNS.

Computer Matching Reports. DLA does not currently participate in computer matching, i.e., the
computerized comparison of two or more automated systems of records or a system of records with
non-Federal records.



PRIVACY TOOLBOX

Updated July 27, 2011

Frequently Used Websites:
DoD Websites

1.

N o vk

Defense Freedom of Information Policy Office (DFOIPO). DFOIPQ is responsible for
implementation of the Department of Defense (DoD) FOIA Program,

a. Annual FOIA Reports

b. DoD Backlog Reduction Plans
c. DoD Executive Order 13392
d. DoD FOIA Handbook

e. DoD FQOIA Improvement Plan
f

DoD FOIA Policy Guidance Includes the DA&M Memo, Subject: Withholding of Information
that Personally Identifies DoD Personnel (September 1, 2005)

DoD FOIA Regulation
h. DoD Record Locator
i FOIA Reference Materials

©

j.  FOIA Training Resources

k.  Major Info Systems

I.  Sources of DoD Records
m. Text of the FOIA

DoD CIO Public Website

a. DoD CIO Policy Memo - Department of Defense (DoD) Guidance on Protecting Personally
Identifiable Information (PII) (Aug 18, 2006)

b. DoD Instruction 5400.16, DoD Privacy Impact Assessment (PIA) Guidance

Information Assurance Support Environment. Your “One-Stop-Shop” for IA Information. This
DISA website is where the DoD PII Training is also available.

DoD Forms Management Program. Locate DD, SD, and Standard and Optional Forms.
DoD Issuances. Official DoD Website for DoD Issuances.
DoD Web Policy; Web Site Administration Policies & Procedures (November 25, 1998)

Joint Enterprise Directory Services (JEDS) (access is CAC enabled). JEDS is a central repository
of contact and certificate information for members of the DoD-community and its commands,

services, and agencies.



PRIVACY TOOLBOX

Updated July 27, 2011

DLA Websites

1.
2.
3.

DLA FOIA/Privacy Webpage. DLA FOIA and Privacy Program Webpage.
DLA Records Schedule. DLA Records Management Program.
DLA PIAs. Completed Privacy Impact Assessments

Other Federal Agency Websites

1.

National Personnel Records Center (NPRC). NPRC is a central repository of personnel-related
records, both military and civil service.

a. Military Personnel Records
b. Civilian Personnel Records
Government Printing Office (GPO)

a. Federal Digital System (FDsys). FDsys provides free online access to official Federal
Government publications. Through FDsys, you are able to access the following:

Y

Code of Federal Regulations
Compilation of Presidential Documents
Congressional Bills

Congressional Documents
Congressional Hearings

Congressional Record

Congressional Reports

Constitution of the United States of America: Analysis and Interpretation
Economic Indicators

Federal Register

Public and Private Laws

United States Code

VV VYV VV VYV VY

Y

b. Federal Register Document Drafting Handbook. Handbook prescribes the Privacy Act system
of records notice format.

U.S. Department of Justice, Office of Justice Programs, Justice Information Sharing Privacy and
Civil Liberties
Department of Homeland Security Privacy Office

Paperwork Reduction Act Paperwork Requirements, Office of Information and Regulatory Affairs,
OMB. Lists current OMB information collections, collections under review, expired collections,
and reviews completed in the last 30 days for all Federal agencies.



10.

11.

12.

13.

14.

PRIVACY TOOLBOX

Updated July 27, 2011

Office of Management and Budget MAX Homepage Federal Privacy Officers Community of
Practice. Account required for access.

Department of the Navy, Chief Information Officer Webpage. Navy’s CIO webpage has good
resources.

Records Management Resources, National Archives and Records Administration (NARA).
Website provides access to the NARA General Records Schedule.

Executive Orders Disposition Tables Index. The Disposition Tables list the status of Executive
Orders from January 8, 1937 - May 21, 2010. Disposition Tables contain information about
Executive Orders beginning with those signed by President Franklin D. Roosevelt and are
arranged according to Presidential administration and year of signature. The tables are compiled
and maintained by the Office of the Federal Register editors. The Disposition Tables include
the following information:

Executive order number;

Date of signing by the President

Federal Register volume, page number, and issue date
Title

Amendments (if any)

Current status (where applicable)

VVVYYVYY

Federal Trade Commission, Fighting Back Against Identity Theft. This website is a one-stop
national resource to learn about the crime of identity theft. It provides detailed information to
help you deter, detect, and defend against identity theft.

2009 Compilation of Federal Systems of Records Notices. The Office of the Federal Register
(OFR) biennially compiles and publishes The Privacy Act Compilation, as directed by the Privacy
Act of 1974. All Federal Agencies with published SORNSs are represented.

Federal Acquisition Regulation (FAR) Contracts requiring the maintenance or operation of a
system of records or the portion of a system of records shall include in the solicitation and
resulting contract such terms as are prescribed by the FAR. See Part 24, Protection of Privacy
and Freedom of Information.

Defense FAR Supplement Part 224, Protection of Privacy and Freedom of Information
a. 52-224-1 Privacy Act Notification
b. 52-224-2 Privacy Act

Overview of the Privacy Act of 1974, 2010 Edition. The "Overview of the Privacy Act of 1974."
prepared by the Department of Justice's Office of Privacy and Civil Liberties (OPCL), is a discussion of
the Privacy Act's disclosure prohibition, its access and amendment provisions, and its agency
recordkeeping requirements. Tracking the provisions of the Act itself, the Overview provides reference to,

8
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and legal analysis of, court decisions interpreting the Act's provisions. The Overview is not intended to
provide policy guidance, as that role statutorily rests with the Office of Management and Budget (OMB),
5 U.S.C. § 552a(v). However, where OMB has issued policy guidance on particular provisions of the Act,
citation to such guidance is provided in the Overview. The 2010 edition of the Overview was issued
electronically and sent for publication in February 2010 and includes cases through November 2009.
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National Institute of Standards and Technology (NIST) Guidance. NIST is a federal
technology agency that works with industry to develop and apply technology, measurements,
and standards

NIST SP 800-16, Information Technology Security Training Requirements (April 1998). Federal
agencies and organizations cannot protect the integrity, confidentiality, and availability of
information in today’s highly networked systems environment without ensuring that each person
involved understands their roles and responsibilities and is adequately trained to perform them.
The Computer Security Act of 1987 (Public Law 100-235) required that, “Each agency shall
provide for the mandatory periodic training in computer security awareness and accepted
computer practices of all employees who are involved with the management, use, or operation
of each Federal computer system within or under the supervision of that agency.”

NIST SP 800-30, Risk Management Guide for Information Technology Systems (July 2002).
Every organization has a mission. In this digital era, as organizations use automated information
technology (IT) systems to process their information for better support of their missions, risk
management plays a critical role in protecting an organization’s information assets, and
therefore its mission, from IT-related risk.

NIST SP 800-37, Guide for Applying the Risk Management Framework to Federal Information
Systems (February 2010). Federal Information Security Management Act (FISMA), requires
each federal agency to develop, document, and implement an agency-wide information security
program to provide information security for the information and information systems that
support the operations and assets of the agency. Security Certification and Accreditation is a big
part of the FISMA process.

NIST SP 800-39, Managing Risk from Information Systems: An Organizational Perspective,
Second Public Draft (April 2008).

NIST SP 800-53, Recommended Security Controls for Federal Information Systems (Rev. 3,
August 2009). The purpose of this publication is to provide guidelines for selecting and
specifying security controls for information systems supporting the executive agencies of the
federal government. The guidelines apply to all components of an information system that
process, store, or transmit federal information. The SP 800-53 guidelines were developed to
help achieve more secure information systems within the federal government.

NIST SP 800-83, Guide to Malware Incident Prevention and Handling (November 2005). Special
Publication 800-83 provides recommendations for implementing and improving an organization’s
malware incident prevention measures. It also provides extensive recommendations for
enhancing an organization’s existing incident response capability so that it is better prepared to
handle virus / malware incidents, particularly widespread ones. The recommendations address

10
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several major forms of malware, including viruses, worms, Trojan horses, malicious mobile
code, blended attacks, spyware tracking cookies. It also addresses attacker tools such as
backdoors and rootkits. The recommendations encompass various transmission mechanisms,
including network services (e.g., e-mail, Web browsing, file sharing) and removable media.

NIST SP 800-122, Guide to Protecting the Confidentiality of Personally Identifiable Information
(PII) (April 6, 2010). Provides practical, context-based guidelines for identifying PII and
determining what level of protection is appropriate for each instance of PII. The document also
suggests safeguards that may offer appropriate levels of protection for PII and provides
recommendations for developing response plans for incidents involving PIL.

11
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U.S. Government Accountability Office. The U.S. Government Accountability Office (GAO) is
known as "the investigative arm of Congress" and "the congressional watchdog." GAO supports the
Congress in meeting its constitutional responsibilities and helps improve the performance and
accountability of the federal government for the benefit of the American people. GAO Reports can be
found at

GAO-09-759T, Governments Have Acted to Protect PPII, but Vulnerabilities Remain
GAO-09-136, Continued Efforts Needed to Address Significant Weaknesses at IRS
GAO-08-795T, Congress Should Consider Alternatives for Strengthening Protection of PII
GAO-08-536, Alternatives Exist for Enhancing Protection of Personally Identifiable Information
GAO-08-343, Protecting Personally Identifiable Information

GAO-07-935T, Agencies Report Progress, but Sensitive Data Remain at Risk

GAO-07-870, DHS Needs to Immediately Address Significant Weaknesses in Systems Supporting
US-VISIT

8. GAO-07-837, Despite Reported Progress, Federal Agencies Need to Address Persistent
Weaknesses

9. GAO-07-751T, Persistent Weaknesses Highlight Need for Further Improvement

10. GAO-07-657, Lessons Learned about Data Breach Notification

11. GAO-07-1003T, Homeland Security Needs to Enhance Effectiveness of Its Program

12. GAO-06-897T, Leadership Needed to Address Weaknesses and Privacy Issues at Veterans Affairs

13. GAO-06-866T, Leadership Needed to Address Information Security Weaknesses and Privacy
Issues

14. GAO-06-833T, Preventing and Responding to Improper Disclosures of Personal Information

NSO v WD
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DOD BLANKET ROUTINE USES

DoD has established 'Blanket Routine Uses' for all Department of Defense maintained systems of records. These
apply to each system of records unless specifically stated otherwise within the particular record system notice. These
additional routine uses are published only once in each DoD Component's Preamble in the interest of simplicity,

economy and to avoid redundancy.

1. Law Enforcement Routine Use: If a system of records
maintained by a DoD Component to carry out its functions
indicates a violation or potential violation of law, whether
civil, criminal, or regulatory in nature, and whether arising by
general statute or by regulation, rule, or order issued pursuant
thereto, the relevant records in the system of records may be
referred, as a routine use, to the agency concerned, whether
federal, state, local, or foreign, charged with the responsibility
of investigating or prosecuting such violation or charged with
enforcing or implementing the statute, rule, regulation, or
order issued pursuant thereto.

2. Disclosure When Requesting Information Routine
Use: A record from a system of records maintained by a DoD
Component may be disclosed as a routine use to a federal,
state, or local agency maintaining civil, criminal, or other
relevant enforcement information or other pertinent
information, such as current licenses, if necessary to obtain
information relevant to a DoD Component decision
concerning the hiring or retention of an employee, the
issuance of a security clearance, the letting of a contract, or the
issuance of a license, grant, or other benefit.

3. Disclosure of Requested Information Routine Use: A
record from a system of records maintained by a DoD
Component may be disclosed to a federal agency, in response
to its request, in connection with the hiring or retention of an
employee, the issuance of a security clearance, the reporting of
an investigation of an employee, the letting of a contract, or
the issuance of a license, grant, or other benefit by the
requesting agency, to the extent that the information is
relevant and necessary to the requesting agency's decision on
the matter.

4. Congressional Inquiries Disclosure Routine Use:
Disclosure from a system of records maintained by a DoD
Component may be made to a congressional office from the
record of an individual in response to an inquiry from the
congressional office made at the request of that individual.

5. Private Relief Legislation Routine Use: Relevant
information contained in all systems of records of the
Department of Defense published on or before August 22,
1975, will be disclosed to the Office of Management and
Budget (OMB) in connection with the review of private relief
legislation as set forth in OMB Circular A-19, at any stage of
the legislative coordination and clearance process as set forth
in that Circular.

6. Disclosures Required by International Agreements
Routine Use: A record from a system of records maintained
by a DoD Component may be disclosed to foreign law
enforcement, security, investigatory, or administrative
authorities to comply with requirements imposed by, or to
claim rights conferred in, international agreements and
arrangements including those regulating the stationing and
status in foreign countries of DoD military and civilian
personnel.

7. Disclosure to State and Local Taxing Authorities
Routine Use: Any information normally contained in
Internal Revenue Service (IRS) Form W-2 which is
maintained in a record from a system of records maintained by
a DoD Component may be disclosed to state and local taxing
authorities with which the Secretary of the Treasury has
entered into agreements under 5 U.S.C., sections 5516, 5517,
and 5520 and only to those state and local taxing authorities
for which an employee or military member is or was subject to
tax regardless of whether tax is or was withheld. This routine
use is in accordance with Treasury Fiscal Requirements
Manual Bulletin No. 76-07.

8. Disclosure to the Office of Personnel Management
Routine Use: A record from a system of records subject to
the Privacy Act and maintained by a DoD Component may be
disclosed to the Office of Personnel Management (OPM)
concerning information on pay and leave, benefits, retirement
deduction, and any other information necessary for the OPM
to carry out its legally authorized government-wide personnel
management functions and studies.

9. Disclosure to the Department of Justice for Litigation
Routine Use: A record from a system of records maintained
by a DoD Component may be disclosed as a routine use to any
component of the Department of Justice for the purpose of
representing the Department of Defense, or any officer,
employee or member of the Department in pending or
potential litigation to which the record is pertinent.

10. Disclosure to Military Banking Facilities Overseas
Routine Use: Information as to current military addresses
and assignments may be provided to military banking facilities
who provide banking services overseas and who are
reimbursed by the Government for certain checking and loan
losses. For personnel separated, discharged, or retired from the
Armed Forces, information as to last known residential or
home of record address may be provided to the military
banking facility upon certification by a banking facility officer

1



DOD BLANKET ROUTINE USES

DoD has established 'Blanket Routine Uses' for all Department of Defense maintained systems of records. These
apply to each system of records unless specifically stated otherwise within the particular record system notice. These
additional routine uses are published only once in each DoD Component's Preamble in the interest of simplicity,

economy and to avoid redundancy.

that the facility has a returned or dishonored check negotiated
by the individual or the individual has defaulted on a loan and
that if restitution is not made by the individual, the U.S.

Government will be liable for the losses the facility may incur.

11. Disclosure of Information to the General Services
Administration Routine Use: A record from a system of
records maintained by a DoD Component may be disclosed as
a routine use to the General Services Administration for the
purpose of records management inspections conducted under
authority of 44 U.S.C. 2904 and 2906.

12. Disclosure of Information to the National Archives
and Records Administration Routine Use: A record from a
system of records maintained by a DoD Component may be
disclosed as a routine use to the National Archives and
Records Administration for the purpose of records
management inspections conducted under authority of 44
U.S.C. 2904 and 2906.

13. Disclosure to the Merit Systems Protection Board
Routine Use: A record from a system of records maintained
by a DoD Component may be disclosed as a routine use to the
Merit Systems Protection Board, including the Office of the
Special Counsel for the purpose of litigation, including
administrative proceedings, appeals, special studies of the civil
service and other merit systems, review of OPM or component
rules and regulations, investigation of alleged or possible
prohibited personnel practices; including administrative
proceedings involving any individual subject of a DoD
investigation, and such other functions, promulgated in 5
U.S.C. 1205 and 1206, or as may be authorized by law.

14. Counterintelligence Purpose Routine Use: A record
from a system of recotds maintained by a DoD Component
may be disclosed as a routine use outside the DoD or the U.S.
Government for the purpose of counterintelligence activities
authorized by U.S. Law or Executive Order or for the purpose
of enforcing laws which protect the national security of the
United States.

15. Data Breach Remediation Purposes Routine Use (May
10, 2007; 72 FR 26607): A record from a system of records
maintained by a Component may be disclosed to appropriate
agencies, entities, and persons when (1) The Component
suspects or has confirmed that the security or confidentiality
of the information in the system of records has been
compromised; (2) the Component has determined that as a
result of the suspected or confirmed compromise there is a risk
of harm to economic or property interests, identity theft or
fraud, or harm to the security or integrity of this system or
other systems or programs (whether maintained by the
Component or another agency or entity) that rely upon the
compromised information; and (3) the disclosure made to such
agencies, entities, and persons is reasonably necessary to assist
in connection with the Components efforts to respond to the
suspected or confirmed compromise and prevent, minimize, or
remedy such harm.

16. Information Sharing Environment Routine Use
(December 28, 2007; 72 FR 73781): A record from a system
of records maintained by a Component consisting of, or
relating to, terrorism information (6 U.S.C. 485(a)(4)),
homeland security information (6 U.S.C. 482(f)(1)), or Law
enforcement information (Guideline 2 Report attached to
White House Memorandum, “Information Sharing
Environment, November 22, 2006) may be disclosed to a
Federal, State, local, tribal, territorial, foreign governmental
and/or multinational agency, either in response to its request
or upon the initiative of the Component, for purposes of
sharing such information as is necessary and relevant for the
agencies to the detection, prevention, disruption, preemption,
and mitigation of the effects of terrorist activities against the
territory, people, and interests of the United States of America
as contemplated by the Intelligence Reform and Terrorism
Protection Act of 2004 (Public Law 108-458) and Executive
Order 13388 (October 25, 2005). NOTE: Information
relating to, but not in and of itself constituting, terrorism,
homeland security, or law enforcement information, as defined
above, may only be disclosed upon a showing by the requester
that the information is pertinent to the conduct of
investigations of, or the development of analyses regarding,
terrorism.



Contents of a DoD Privacy Act System of Records Notice (DoD 5400.11-R)

C6.3.2. System Identifier. The system identifier must appear on all system notices and is limited
to 120 positions, unless an exception is granted by the Defense Privacy Office, including Component
code, file number and symbols, punctuation, and spacing.

C6.3.3. System Name

C6.3.3.1. The name of the system reasonably identifies the general purpose of the system
and, if possible, the general categories of individuals involved.

C6.3.3.2. Use acronyms only parenthetically following the title or any portion thereof, such
as, “Defense Civilian Payroll System (DCPS).” Do not use acronyms that are not commonly known
unless they are preceded by an explanation.

C6.3.3.3. The system name may not exceed S5 character positions, unless an exception is
granted by the Defense Privacy Office, including punctuation and spacing.

C6.3.3.4. The system name should not be the name of the database or the IT system if the
name does not meet the criteria in subparagraph C6.3.3.1.

C6.3.4. System Location

C6.3.4.1. For systems maintained in a single location provide the exact office name,
organizational identity, and address.

C6.3.4.2. For geographically or organizationally decentralized systems, specify each level of
organization or element that maintains a segment of the system, to include their mailing address, or
indicate that the official mailing addresses are published as an Appendix to the Component’s
compilation of system of records notices, or provide an address where a complete listing of locations
can be obtained.

(C6.3.4.3. Use the standard U.S. Postal Service two-letter State abbreviation symbols and 9-
digit Zip Codes for all domestic addresses.

C6.3.5. Categories of Individuals Covered by the System

C6.3.5.1. Set forth the specific categories of individuals to whom records in the system
pertain in clear, easily understood, non-technical terms.

C6.3.5.2. Avoid the use of broad over-general descriptions, such as “all Army personnel“ or
“all military personnel” unless this actually reflects the category of individuals involved.

(C6.3.6. Categories of Records in the System

C6.3.6.1. Describe in clear, non-technical terms the types of records maintained in the
system.



Contents of a DoD Privacy Act System of Records Notice (DoD 5400.11-R)

C6.3.6.2. Only documents actually maintained in the system of records shall be described, not
source documents that are used only to collect data and then destroyed.

C6.3.7. Authority for Maintenance of System

C6.3.7.1. Cite the specific provision of the Federal statute or Executive Order that authorizes
the maintenance of the system.

C6.3.7.2. Include with citations for statutes the popular names, when appropriate (for
example, Section 2103 of title 51, United States Code, “Tea-Tasters Licensing Act”), and for
Executive Orders, the official title (for example, Executive Order No. 9397, “Numbering System for
Federal Accounts Relating to Individual Persons”).

C6.3.7.3. If direct statutory authority or an Executive Order does not exist, indirect statutory
authority may be cited if the authority requires the operation or administration of a program, the
execution of which will require the collection and maintenance of a system of records.

C6.3.7.4. If direct or indirect authority does not exist, the DoD, as well as the Army, Navy,
and Air Force general “housekeeping” statutes (e.g., section 301 of 5 U.S.C.) may be cited if the
Secretary, or those offices to which responsibility has been delegated, are required to collect and
maintain systems of records in order to discharge assigned responsibilities. If the housekeeping
statute is cited, the regulatory authority implementing the statute within the Department of Defense or
Component also shall be identified.

C6.3.7.5. If the SSN is being collected and maintained, Executive Order 9397 shall be cited.

C6.3.8. Purpose or Purposes

C6.3.8.1. List the specific purposes for maintaining the system of records by the Component.

C6.3.8.2. All internal uses of the information within the Department or Component shall be
identified. Such uses are the so-called “internal routine uses.”

C6.3.9. Routine Uses

C6.3.9.1. Except as otherwise authorized by Chapter 4 of this Regulation, disclosure of
information from a system of records to any person or entity outside the Department of Defense (See
subparagraph C4.1.2) may only be made pursuant to a routine use that has been established for the

specific system of records.

C6.3.9.2. Each routine use shall include to whom the information is being disclosed and what
use and purpose the information will be used. Routine uses shall be written as follows:

C6.3.9.2.1. “To....[person or entity outside of DoD that will receive the information]
to....[what will be done with the information] for the purpose(s) of ...[what objective is sought to be
achieved].”



. Contents of a DoD Privacy Act System of Records Notice (DoD 5400.11-R)

C6.3.9.2.2. To the extent practicable, general statements, such as “to other Federal
agencies as required,” or “to any other appropriate Federal agency” shall be avoided.

C6.3.9.3. Blanket routine uses have been adopted that apply to all Component system notices.
The blanket routine uses appear at the beginning of each Component’s compilation of its system
notices.

C6.3.9.3.1. Each system notice shall contain a statement whether or not the blanket
routine uses apply to the system.

C6.3.9.3.2. Each notice may state that none of the blanket routine uses apply or that one
or more do not apply.

(C6.3.10. Policies and Practices For Storing, Retiring, Accessing, Retaining, and Disposing of
Records. This caption is subdivided into four parts:

C6.3.10.1. Storage. Indicate the medium in which the records are maintained. For example,
a system may be “automated, maintained on compact disks, diskettes,” “manual, maintained in paper
files,” or “hybrid, maintained in a combination of paper and automated form.” Storage does not refer
to the container or facility in which the records are kept.

C6.3.10.2. Retrievability. Specify how the records are retrieved (for example, name, SSN, or
some other unique personal identifier assigned the individual).

C6.3.10.3. Safeguards. Identify the system safeguards, such as storage in safes, vaults,
locked cabinets or rooms, use of guards, visitor registers, personnel screening, or password protected
IT systems, encrypted IT systems. Also identify personnel who have access to the systems. Do not
describe safeguards in such detail as to compromise system security.

C6.3.10.4. Retention and Disposal. Indicate how long the record is retained. When
appropriate, also state the length of time the records are maintained by the Component, when they are
transferred to a Federal Records Center, time of retention at the Records Center and when they are
transferred to the National Archivist or are destroyed. A Reference to a Component regulation
without further detailed information is insufficient. If records are eventually destroyed instead of
retired, identify the method of destruction (e.g., shredding, burning, pulping).

C6.3.11. System Manager(s) and Address

C6.3.11.1. List the title and address of the official responsible for the management of the
system.

C6.3.11.2. If the title of the specific official is unknown, such as for a local system, specify
the local commander or office head as the systems manager.



. Contents of a DoD Privacy Act System of Records Notice (DoD 5400.11-R)

C6.3.11.3. For geographically separated or organizationally-decentralized activities for which
individuals may deal directly with officials at each location in exercising their rights, list the position
or duty title of each category of officials responsible for the system or a segment thereof.

C6.3.11.4. Do not include business or duty addresses if they are listed in the Component
address directory.

C6.3.12. Notification Procedures

C6.3.12.1. Describe how an individual may determine if there are records pertaining to him
or her in the system. The procedural rules may be cited, but include a brief procedural description of
the needed data. Provide sufficient information in the notice to allow an individual to exercise his or
her rights without referral to the formal rules.

C6.3.12.2. As a minimum, the caption shall include:

C6.3.12.2.1. The official title (normally the system manager) and official address to
which the request is to be directed;

C6.3.12.2.2. The specific information required to determine if there is a record of the
individual in the system,;

C6.3.12.2.3. Identification of the offices through which the individual may obtain
notification; and

C6.3.12.2.4. A description of any proof of identity required. See paragraph C3.1.3. of
Chapter 3.

C6.3.12.3. When appropriate, the individual may be referred to a Component official, who
shall provide this information to him or her.

C6.3.13. Record Access Procedures

C6.3.13.1. Describe how an individual can gain access to the records pertaining to him or her
in the system. The procedural rules may be cited, but include a brief procedural description of the
needed data. Provide sufficient information in the notice to allow an individual to exercise his or her
rights without referral to the formal rules.

C6.3.13.2. As a minimum, the caption shall include:

C6.3.13.2.1. The official title (normally the system manager) and official address to
which the request is to be directed;

C6.3.13.2.2. A description of any proof of identity required. (See paragraph C3.1.3. of
Chapter 3); and



_ Contents of a DoD Privacy Act System of Records Notice (DoD 5400.11-R)

C6.3.13.3. When appropriate, the individual may be referred to a Component official, who
shall provide the records to him or her.

C6.3.14. Contesting Record Procedures

C6.3.14.1. Describe how an individual may contest the content of a record pertaining to him
or her in the system.

C6.3.14.2. The detailed procedures for contesting a record need not be identified if the
Component procedural rules are readily available to the public. (For example, “The Office of the
Secretary of Defense” rules for contesting contents are contained in 32 CFR 311.) All Component
procedural rules are set forth at a Departmental public Web site (see
http://www.defenselink.mil/privacy/cfr-rules.html).

C6.3.14.3. The individual may also be referred to the system manager to determine these
procedures.

C6.3.15. Record Source Categories

C6.3.15.1. Describe where (the individual, other Component documentation, other Federal
agencies, etc.) the information contained in the system was obtained.

C6.3.15.2. Specific individuals or institutions need not be identified by name, particularly if
these sources have been granted confidentiality. See paragraph C5.4.2. of Chapter 5.

C6.3.16. Exemptions Claimed for the System

C6.3.16.1. If no exemption has been claimed for the system, indicate “None.”

C6.3.16.2. If an exemption is claimed, cite the exemption as well as identifying the CFR
section containing the exemption rule for the system.

C6.3.17. Maintaining the Master DoD System Notice Registry

C6.3.17.1. The Defense Privacy Office maintains a master registry of all DoD record systems
notices.

C6.3.17.2. The Defense Privacy Office also posts all DoD system notices to a public Web site
(see http://www.defenselink.mil/privacy/notices).




OFFICE OF THE SECRETARY OF DEFENSE

1950 DEFENSE PENTAGON
WASHINGTON, DC 20301-1950

ADMINISTRATION AND
MANAGEMENT

MEMORANDUM FOR DEPARTMENT OF DEFENSE (DoD) FREEDOM OF
INFORMATION ACT (FOIA) PUBLIC LIASONS

SUBJECT: The Office of Government Information Services (OGIS)

The OPEN Government Act of 2007 amended the FOIA by establishing the OGIS
within the National Archives and Records Administration and assigned responsibility to
FOIA Public Liasons to assist in the resolution of FOIA disputes. Public Law 110-175
states that the OGIS shall:

e review policies and procedures of agency FOIA programs;

¢ review agency compliance with the FOIA;

e recommend FOIA policy changes to Congress and the President;

e offer mediation services to resolve disputes between FOIA requesters and agencies
as an alternative to litigation; and

e issue advisory opinion, at the discretion of the OGIS, if mediation has not
resolved a dispute.

When a FOIA requester contacts OGIS to resolve a dispute, the OGIS will directly
contact either the DoD FOIA Public Liasons or an alternative point of contact. If an
alternative point of contact is identified, the applicable component shall provide the
alternate’s contact information to both OGIS and the Defense Freedom of Information
Policy Office (DFOIPO) to ensure that future contacts are made appropriately.

After initial contact by OGIS, the DoD FOIA Public Liaison will attempt to
resolve the dispute with the requester without further OGIS assistance. The applicable
DoD FOIA Public Liaison will advise DFOIPO and OGIS of the outcome. If OGIS
decides to pursue resolution of disputes which are not resolved by the DoD FOIA Public
Liaison, OGIS will make appropriate inquiries of both the requester and the Public
Liaison as to whether the disputed issue is a candidate for mediation. If OGIS determines
that both of the interested parties (DoD and the requester) would agree to mediation,
OGIS will contact DFOIPO. DFOIPO will then work with the DoD Alternative Dispute
Resolution (ADR) Liaison to identify a shared neutral venue for the mediation process.
The decision to accept or reject the offer of mediation services will be made by the
applicable DoD Component in accordance with the Component’s ADR policy and
issuances after consulting with DFOIPO.
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When the mediation is completed, OGIS may issue an advisory opinion pursuant
to Public Law 110-175. When applicable, DFOIPO will consult with the DoD Office of
General Counse!l and notify the concerned DoD FOIA Public Liaison of the Department’s
views regarding the OGIS’ advisory opinion.

I have also requested that all contacts concerning OGIS’ responsibilities to review
policies and procedures of agency FOIA programs and agency compliance with the FOIA
be directed to me. A copy of my letter to OGIS explaining this guidance is attached. My
point of contact for this is Ms. Stephanie Carr, DFOIPO, (703) 588-6807.

i . ) —\/ / /
‘///j/ NL/ }{/-M( {/
Michael L. Rhodes

Director

Attachment:
As stated
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What You Will Learn

« What is Personally Identifiable Information (PlI).
« Why safeguarding PlIl is critical.
« How to keep PIl secure in the workplace.

e Whatto do if there is a Pll information breach.



Purpose

This training will help all DLA civilian and military
employees, to include contractors, understand the
procedures for the proper handling and storage of

personally identifiable information (PIl) included under

= the Privacy Act of 1974, and

= For Official Use Only (FOUO) requirements.



What is Pl

Personally Identifiable Information is personal

iInformation about an individual that identifies, links,
relates, is unique to, or describes him or her, that can

be used to distinguish or trace an individual’s

Social Security Number




What is PIl: Examples

Pll is a combination of either your name or Social
Security Number linked with each other or with other
personal information. The following are examples of

other personal information:

Age Financial transactions
Marital status Mother’s maiden name
Race and national origin Biometric information, i.e., fingerprints

Home phone number

Home address This is NOT an
Medical information all-inclusive list.




What is PIl: Where is it Found?

Pll can be found in electronic & paper-based formats in

places such as:

Web sites

Mobile/remote devices (e.g., PDA, Blackberry, cell phones)
E-mail and attachments

Filing cabinets

Binders on bookshelves

Shared online folders

Local drives (C:) on desktop or laptop PCs

Removable media (e.g., floppy disks, CDs, memory sticks, flash
memory, etc.)

Databases/business applications (e.g., Defense Travel System)



What is Pll: What Form Can it Take?

Location — Common examples of hardcopy / electronic

records containing PII.

 Timekeeping records
 Travel records
 Personnel files
 Medical documentation
 Recall lists
 Legalfiles

 Criminal investigations



What is Pll: What Form Can it Take?

Form — Files & records containing Pll are found in both

hardcopy and electronic form.

 Hardcopy files in folders and binders

« Web pages and Web applications
 Word Processing files (e.g., MS Word®)
» Spreadsheet files (e.g., MS Excel®)
 E-mail and attachments

 PDF Files—such as those created by most copiers in use
throughout DLA



Safeguarding Pll is Critical

The following list identifies why safeguarding Pll is
critical.

* Protecting and safeguarding Pll is the law.

 Respecting our employees’ and customers’ privacy is a
cornerstone of our business and a core value.

* Protecting our employees’ and customers’ personal information
Is essential when doing business with DLA.

* Protecting our bond of trust and keeping it strong must be an
ongoing effort.

 Personal privacy is at stake.



Penalties and Repercussions

Possible administrative, disciplinary, and criminal

penalties.

 Unauthorized disclosure of personal information subject to the
Privacy Act is prohibited and subject to possible criminal
penalties and/or administrative actions.

« DLA and our employees, military members, and contractors
are subject to civil and criminal penalties for certain breaches
of privacy (misdemeanor criminal charges and fines up to
$5,000).

« DLAIs diligent in pursuing appropriate actions against
iIndividuals who violate privacy rules.



Safeguards Employed By DLA

Safeguards must: ‘

 Be Administrative, Technical, and Physical. Safeguards

 Be based on the storage media
(paper, electronic, etc.) used.

 Ensure the security and confidentiality of records.

* Protect against any anticipated threats or hazards to the
security or integrity of records.

 Prevent compromise or misuse during storage, transfer, or use,
iIncluding working at authorized alternative worksites.
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How To Keep PIl Secure

What To Do:

 Challenge ANYONE who asks to see PIl in your possession.
 Mark privacy records appropriately: “FOUQ: Privacy Act.”

* Collect the minimum amount of PIl necessary for the proper

performance of a documented agency function.

« Safeguard at a level equal to the risk and degree of harm

resulting from the loss, misuse, or unauthorized access.



How To Keep PIl Secure

What To Do:

 Ensure that PIl is accessible only to those authorized to have
access. Confidentiality is one of the cornerstones of information
security.

 Ifyou are ever in doubt or have a question relating to the
Privacy Act, contact your local Privacy Act Officer.

 To learn more about the Privacy Act and for names of the
Privacy Act Officers, go to DLA’s Privacy Act web-site at:

http://www.dla.mil/FOIA-Privacy



http://www.dla.mil/FOIA-Privacy

How To Keep PIl Secure

What Not To Do:

« DO NOT collect PII without proper authorization.

« DO NOT distribute or release PII to other employees
unless you know that the release is authorized.

« DO NOT use interoffice or translucent envelopes to mail
paperwork with PII.




How To Keep PIl Secure

What Not To Do:

« DO NOT place PIlI on local drives, shared drives, e-mail
folders, multi-access calendars, or the Intranet
(eWorkplace or Outlook) unless it is password protected or
encrypted.

« DO NOT place PIlI on the Internet under any
circumstances.

« DO NOT create a “System of Records” before contacting
your local Privacy official or local Counsel.




Privacy Act System of Records

A System of Records

* is a group of records under the control of a DoD Component,

e contains personal information about an individual, and

* is retrieved by the name of the individual or by some other
personal information unique to the individual.



Privacy Act System of Records

Examples of System of Records include:

» Facility Access Records (badging/motor vehicle information)
* Personnel Security Files

e EEO records



Securing PII

Marking PIl / FOUO Material

T~a

PRIVRCT ACT PO OFNICULL ST OeLT

PRIVACY ACT - FOR OFFICIAL USE ONLY

Mark document “Privacy Act - For Official Use Only”
at the top and bottom of each page or screen.

Applies whether you create or receive documents.

Mark housing devices with DLA Form 1461, Privacy Act Label
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Securing PII

Transmitting PIl/FOUO Material—Hard Copy

Prevent Disclosure of Privacy/FOUO Contents

—

- ._,.-.'

(Document containing
Pll information)

" Kfﬁ‘

=~ > DLAForm 1880 —»

When hand-carrying Privacy data use an
FOUO Cover Sheet.

T

\

e

Lo

(Document containing
PIl information)

Sealable
Opaque

Authorized
Recipient

FOUO: Privacy Act

Label Accordingly

2%
o

Double Sealed

Remember, DO NOT use interoffice or translucent envelopes
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Securing PII

Transmitting PII/FOUO Material—Electronic

Prevent Disclosure of Privacy/FOUO Contents

Electronic mail

will be encrypted and

digitally signed using -
Common Access Card (CAC).

In the subject line/opening sentence
state you are sending FOUO material.

Electronic Mail ———»

£~ The page requires a client certificate -

Via the Intranet use O - [8vor Jmmsemmand
Intranet o Secure Socket Layer (SSL) 5
. “https” rather than “http.”

connections.
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Disposing of PII

Disposing of Pll / FOUO material:

 Adisposal method is considered adequate if it
leaves the information unrecognizable or beyond
reconstruction.

 The two authorized disposal methods for DLA are
burning and shredding. Consult your supervisor to
determine which is in use at your activity.

« Comply with DLA Records Management
Procedures.



Information Breach & the Consequences

 An information breach is the loss, theft, or compromise
of PIl whether in electronic or physical form.

« Conseguences of an information breach include

= substantial harm, embarrassment, inconvenience, or
unfairness to an individual,

= negative consequences for the DLA Enterprise, and

= potential legal ramifications.



Reporting a Breach

Upon discovery you must report the incident to:

Network Operations & Security Center (NOSC)
Call 1-877-DLA-NEMO /1.877.352.6366

All PIl breaches must be reported
to the NOSC immediately!
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DOD Requirement

 DOD policy Is that we license all information
collections or surveys that require responses
from internal DLA, internal DOD, other Federal
Agencies, or 10 or more members of the public.

 We are expected to control and minimize costs
and burden (time spent) associated with the
collection and reporting of information.



DOD Policies

« DOD Directive 8910.1 “Management and
Control of Information Requirements”

« DOD Manual 8910.1 “DOD Procedures for
Management of Information Requirements”

 DOD Instruction 1100.13, “Surveys of DOD
Personnel”



Types of Approvals

DLA Report Control Symbol — respondents are from DLA
only or other Federal Agencies (30-day turnaround)

AT&L — respondents include military services (30-day
turnaround). Use Form SD455.

OMB - respondents are expected to include 10 or more
members of the public (5-month approval process,
allowing for Federal Register comments and OMB
decision). Use OMB Form 83-I, “Paperwork Reduction
Act Submission” package.

Degree requirement for student — approval is needed by
only the manager of the office involved. Add note on the
survey “necessary for degree requirement. RCS not
required.”



Process

 If you are planning an information collection:

- Obtain management buy-in
- Notify DLA IMCO (Mickey Slater)

- Define who your respondents will be to determine
which approval will be needed.

- Forward the draft survey to the IMCO.

o If an AT&L approval is needed, the survey will be reviewed by
Defense Manpower Data Center.

« |f OMB approval is needed, Federal Register Notices must be
posted for 90 days to alert the public of the survey plan.

« All approval numbers will be delivered to the IMCO. Then the
IMCO will deliver the RCS, AT&L, or OMB number to the
customer. The customer will place the approval number on
the survey.



Successful Collections

Minimal burden time
User-friendly surveys or collections
Good response rate

Quality information obtained
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DLA Forms Management Program

Governance — DLA I1s mandated to:

« Establish & manage a forms management program to

Implement:

— DoD Instruction 7750.07, DoD Forms Management Program
— DoD 7750.07-M, DoD Forms Management Program
Procedures Manual

e Establish internal procedures for creating, revising,

distributing, and canceling DLA-level forms
— DLA Instruction 5302, DLA Forms Management Program
(http://www.dla.mil/dlaps)

 Reduce or eliminate the use of SSNs wherever possible

In accordance with:
— Directive-Type Memorandum 07-015-USD(P&R) — DoD Social
Security Number (SSN) Reduction Plan, March 28, 2008


http://www.dla.mil/dlaps

DLA Forms Management Program

Definition of a Form:

A fixed arrangement of captioned spaces

designed to collect, compile, display, transmit, or
analyze prescribed information quickly and
efficiently, regardless of media. An official form
can be in hard copy, soft copy (electronic) or a

web-based interfacing/output tool.



DLA Forms Management Program

All DLA Forms Shall:

 Have a prescribing document or issuance mandating its
use.

 Be designed in Adobe Designer (the Forms Program’s
approved software application).

« Satisfy a valid need — information collected shall be
essential to accomplish a mission need and necessary for
the efficient and economical operations of DLA and DoD.

* Properly designed with clear instructions and
standardized data for easy processing and retrieval of
Information collected in accordance with DoD 7750.7-M.



DLA Forms Management Program

All DLA Forms Shall:

 Reduce or eliminate the use of the Social Security
Number within forms wherever possible in accordance
with DTM 07-015-USD(P&R).

 Promote the use of technology to facilitate the creation,
distribution, and use of electronic forms.

 Promote the use of electronic transactions and electronic
sighatures in accordance with Public Laws 105-277,
Government Paperwork Elimination Act and 106-229,
Electronic Signatures in Global and National Commerce
Act of 2000.



DLA HQ
Forms Management Office (FMO)

Sylvia Nance , DLA Forms Manger
Steve McClanahan, Forms Designer

285 Forms

DLA Forms Management Program

DLA Disposition Services / DLA Logistics
Information Service

Beth Mussey, Forms Manager
(DLA Installation Support provides support)

166 Forms / 110 Forms

DLA Energy
Patty Davis, Forms Manager

28 Forms

DLA Land and Maritime

Michael Dick, Forms Manager
(DLA Installation Support provides support)

62 Forms

DLA Aviation

Nancy Lamb — POC (No Forms Manager)
DLA HQ FMO Supports

164 Forms

Total DLA Forms = 1098
DD forms sponsored by DLA = 68

DLA Troop Support

Gloria Smith — POC (No Forms Manager)
DLA HQ FMO Supports

*238 Forms

* 203 forms need to be converted to PDF

DLA Distribution

Denise Minnema , Forms Manager
(DDJC)

45 Forms
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DD Form 67

FORM PROCESSING ACTION REQUEST 1. DATE OF REQUEST (¥yYYMMDD)
(Read Instructions on back and in DoD 7750.07-M before completing this form.)

2. FROM (DoD Component OFR Organization and 3. THRU (DoD Component FMO Organization and | 4 10 (Organization and complete mailing address)

complete mailing address) complete mailing address)
5. FORM DESIGNATION AND NUMBER 6. EDITION DATE rErxw 7. FORM TMITLE

(Leave blank if a new form) only if cancelling a form]
[ 8. ACTION TYPE (Selectone) | 9. FORM TYPE (Select one] [10, SUBJECT GROUP | 11. PRESCRIBING ISSUANCE(S)

%93109 blank if & new
rm)
12. FORM DISPOSITION (List all forms to be replaced by proposed form) 13. PROPOSED FORM DESIGN CONSIDERATIONS
a. FORM NUMBER (Enfer "N/A" # none) | b. EDITION DATE | c. DISPOSITION a. DESIGN TYPE b. SUGGESTED SIZE | ¢. PRINTING SPEGIFICATIONS

L Meta data about the form

d. CLASS D e. CONTROLLED FORM | f. DIGITAL SIGNATURE FIELD
9. AVAILABILITY (Select onel

14. PURPOSE AND DESCRIPTION OF USE (Atiach continuation page if necessary.)

15. INTERNAL COORDINATION AND CONCURRENCE

(ﬂ:ﬁ;ﬁ; {2) REMARKS gg!g'rgnmptmbie remarks relafed fo ’ {3) COORDINATOR
(Yesio) (1 spce permits, anter coorinater ama addrss hara) | NAME OFFICE SYMBOL JSC,LE,,";E?L}E,L“S% INITIALS
a. PRIVACY ACT
b. POSTAL K H H H
- i s Mandatory Coordination Section
d. RECORDS MGMT]
=. OTHER
t REPORTS
RCS
omMB
16. EXTERNAL COORDINATION AND CONCURRENCE (Not required for SD, DoD or Command forms. Aftach page f necessary.)
G b COORDINATOR
COMPONENT | NAME OFFIcE sYmBoL | TELEPHONENO. | EmaiL ADDRESS NITIALS
CERTIFICATION OF DOD COMPONENT OPR AND/OR ACTION OFFICER, APPROVING OFFICIAL, AND FMO
I hereby certify that all of the above have been as indicated.
17. DOD COMPONENT OPR AND/OR ACTION OFFICER
a. TYPED NAME AND TITLE b TELEPHONE NUMBER | ¢ SIGNATURE
(include area code/DSA)
18. DOD COMPONENT APPROVING OFFICIAL 19. DOD COMPONENT OR COMMAND FORMS MANAGEMENT OFFICER

. DATE SIGNED | b. TYPED NAME, TITLE, AND SIGNATURE a. DATE SIGNED b. TYPED NAME, TITLE, AND SIGNATURE
o Signatures and Approval

20. APPROVING FORMS MANAGEMENT OFFICER
a. TYPED NAME b. DATE SIGNED (YYYYMMDD) | c. SIGNATURE

DD FORM 67, FEB 2008 PREVIOUS EDITION IS OBSOLETE. Print ] [Reset obs Deciore 7.3
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Mandatory Coordination Section

15. INTERNAL COORDINATION AND CONCURRENCE

(1) APPLI- | (2) REMARKS (Enter applicable remarks related to (3) COORDINATOR

CABLE? coordinaiion, and altach appropriate docemeniation. )
(Yes/io) (if space permits, entar coordinator email address here.) NAME OFFICE 3YMBOL [:I;ECITE%I; CC)([,\IUBE/DNS?\[) INITIALS

a. PRIVACY ACT
b. POSTAL
c. DATA ELEMENTS
d. RECORDS MGMT
e. OTHER
f. REPORTS

RCS

OMB

A2 EYTERMAI ~AANRNRIMATIAN AMD AAMCIIRRERMOE Ainé vmmsivad fme @O NAN Cammmnmamé me Cnmmmnnmdd Snssmne Abhmmbn mmmbimismbinm mama 5 mmanmocan: 1

Within the originating Component, obtain the coordination of the Component Program Manager for each of the
programs listed. The Program Manager will determine applicability and coordinate on the form where indicated.

15.a.

15.b.

15.c.

15.d.

15.f.

Privacy Act: DoD 5400.11-R, DoD Privacy Program, will apply if an individuals SSN, home address, home phone
number or other personal information is requested on the form.

Postal: DoD 4525.8-M, DoD Official Mail Manual, will apply if the form is used as any type of mailer. The form
shall be designed to meet USPS requirements and specifications.

Data Elements: In accordance with DoD Directive 8320.02, Data Sharing in a Net-Centric Department of Defense,
all forms requests require coordination with the DoD Component data administration POC.

Records Mgmt: Enter the records disposition schedule under “remarks” in accordance with DLA Instruction 5304,
Records Management.

Reports: DoD 8910.1-M, Department of Defense Procedures for Management of Information Requirements will
apply if a form is used as an instrument to collect information from subordinate commands within a DoD
Component, other DoD Component, other Federal agencies, or the public. The appropriate report control data
must be displayed on the form and controlled as instruments to collect information.



DLA Forms Management Program

DLA Forms
DLA OPR DLA FMO : DOD FMO
Designer
Prepare g . %
Review Package
/Rework g Review Package
Forms Request )
(DD Form 67 Create/ Review Package
/Proposed Revise
— Form) and J/
Garner Valid R r_eate,
Appropriate Request evise, or Design Form
Coordination.
EUl 26 No Cancel
F:.f;lgl}c}? DLA FMO Approves —— Design Form
Rework or DD Form 67 Form \]/
Withdrawal DLA sponsored
End Remove From DOD Form
Inventory
Review Form/ Place in Master DOD FMO approves
Proposed ! File and DD Form 67
Draft Form Documentation Agency-wide
Legend Upload form to DOD
Activity Approve Yes DLA FMO Approves Publish/Manage website and DOD
Form —> DD Form67 S Notification Through
Component FMOs
Return to OPR for Return to
Rework or Withdrawal DLA FMO




References

References are attached to the DLA Forms
Management Program Slide Handout
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703.767.4975
October 27, 2010
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PIA Overview

« A Privacy Impact Assessment (PIA) Is an
analysis of whether personally identifiable
iInformation (PIl) in electronic form is collected,
stored, shared, and managed in a manner that
protects the privacy of individuals and reduces
the risk to their information.

e Section 208 of the E-Government Act of 2002
requires all Federal government agencies to
conduct a PIA for all new or substantially
changed technology that collects, maintains,
or disseminates PIl on the public.



W
W
W

Essential Elements of the PIA

nat privacy information is collected
ny the information is collected

nat the intended uses are for the information

With whom the information is shared

What opportunities individuals have to decline to
provide PII

How Iinformation 1s secured

Whether a System of Records Notice (SORN)
exists

What privacy risks need to be addressed



When iIs a PIA Required?

 |f Pll is collected, a PIA is required for the
following conditions:

— For existing DoD information systems and electronic
collections for which a PIA has not previously been
completed to include systems that collect PIl about
Federal personnel and contractors.

— For new information systems or electronic collections
a PIA will be completed:

 Prior to developing or purchasing new information systems or
electronic collections

 When converting paper-based records to electronic systems.



When is a PIA not Required?

PlAs are NOT required for:

— Systems that do not contain, process, or transmit PlII

— National Security Systems



STaTEs OF ™

PRIVACY IMPACT ASSESSMENT (PL1A)
For the

Enter DoD Information System/Electronic Collection Name

Enter DoD Component Name

SECTION 1: IS A PIA REQUIRED?

a. Will this Department of Defense (DoD) information system or electronic collection of
information (referred to as an "electronic collection”™ for the purpose of this form) collect,
maintain, use, and/or disseminate Pll about members of the public, Federal personnel,
contractors or foreign nationals employed at U.S. military facilities internationally? Choose
one option from the choices below. (Choose (3) for foreign nationals).

I (1) Yes, from members of the general public.
(2) Yes, from Federal personnel™ and/or Federal contractors.

I {(3) Yes, from both members of the general public and Federal personnel and/or Federal contractors.
I (4) No

* "Federal personnel” are referred to in the DoD IT Portfolio Repository (DITFPR) as "Federal employees.”

b. If "No,” ensure that DITPR or the authoritative database that updates DITPR is annotated
for the reason(s) why a PIA is not required. If the DoD information system or electronic
collection is not in DITPR, ensure that the reason(s) are recorded in appropriate
documentation.

c. If "Yes,” then a PIA is required. Proceed to Section 2.

DD FORM 2930 NOV 2008 Page 1 of 15
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SECTION 2Z2: PIA SUNVMIMARY INFORNMATION

a. Why is this PlA being created or updated? Choose one:

— New DoD Information System [ New Electronic Collection

Existing DoD Information System ] Existing Electronic Collection

— Significantly Modified DoD Information
System

b. Is this DoD information system registered in the DITPR or the DoD Secret Internet Protocol
Router JJletwork (SIPRNET) IT Registry?

I Yes, DITPR Enter DITPR System ldentification Number 124b4
— Yes, SIPRNET Enter SIPRMNET Ildentification Number ]
— No

c.
by section 532 of Office of Management and Budget (OMB) Circular A-117

Yes | No

If “Yes,” enter UPI | OO O = _-O —Q 02'00

IT unsure, consult the Component | Budget Point of ntact to obtain the UPI.

d. Does this DoD information system or electronic collection require a Privacy Act System of
Records Notice (SORN)7?

A Privacy Act SORMN is required if the information system or electronic collection contains information about U.S. citizens
or lawful permanent U.S. residents that is retrieved by name or other unique identifier. FPlA and Privacy Act SORMN

infor tion should be consistent.

YTes | No

Does this DoD information system have an IT investment Unique Project Identifier (UPI1), required

If "Yes,” enter Privacy Act SORN Identifier |5gzé‘£¥£&ru‘§11;RANSCO M A

ColD Component-assigned designator, not the F
Consult the Component Privacy Office for additional information or
access DoD Privacy Act SORNs at:  http: /Avwww . defenselink. mil/privacy/notices/

or

Date of submission for approval to Defense Privacy Office
Consult the Component Privacy Office for this date.

DD FORM 2930 NOV 2008 Page 2 of 15
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Privacy Impact Assessment (PIA)/

System of Record Notice (SORN) Essential Elements Crosswalk

PIA

What privacy information is collected
Why the information is collected

What the intended uses are for the information

With whom the information is shared

What opportunities individuals have to decline to
provide PII

How information is secured

What privacy risks need to be addressed

Whether a System of Records Notice (SORN) exists

SORN

Categories of Records in the System
Authority/Purpose(s)

Purposes(s)

Routine Uses

Privacy Act Statement/Notification procedure

Safeguards

Narrative Statement/Probable or potential effects on
the privacy of individuals.

(Not applicable)
Safeguarding PII



Privacy Impact Assessment (PIA)/
System of Record Notice (SORN) Essential Elements Crosswalk

PIA SORN
What privacy information is collected? Categories of Records in the System
* Nature of the information * Describe the types of individually identifiable
information maintained in the system, e.g.,
* Scope of the information social security number, date of birth, patient

medical history, school applications



e. Does this DoD information system or electronic collection have an OMB Control Number?
Contact the Component Information Management Control Officer or DoD Clearance Officer for this information.

This number indicates OMB approwval to collect data from 10 or more members of the public in a 12-month period

7’”‘3'955 ef ferm or format Information Collection website:
r Yes http://www.reginfo.gov/public/do/PRAMain

Enter OMB Control Number

N
Enter Expiration Date WMWWW@?OLOO%

r No

f. Authority to collect information. A Federal law, Executive Order of the President (EQ), or DoD
requirement must authorize the collection and maintenance of a system of records.

(1) If this system has a Privacy Act SORNM, the authorities in this PlA and the existing Privacy Act
SORN should be the same.

(2) Cite the authority for this DoD information system or electronic collection to collect, use, maintain
and/or disseminate PIll. (f multiple authorities are cited, provide all that apply.)

(a) VWhenever possible, cite the specific provisions of the statute and/or EQ that authorizes
the operation of the system and the collection of PII.

(b) If a specific statute or EQ does not exist, determine if an indirect statutory authority can
be cited. An indirect authority may be cited if the authority requires the operation or administration of
a program, the execution of which will require the collection and maintenance of a system of records.

(c) DoD Components can use their general statutory grants of authority (“internal
housekeeping™) as the primary authority. The requirement, directive, or instruction implementing the
statute within the DoD Component should be identified.

EXAMPLE:

5 U.S.C. 301, Departmental Regulations; 10 U.S.C. 136, Under
Secretary of Defense for Personnel and Readiness; 10 U.S.C. 3013,
Secretary of the Army; DoD Instruction 1100.13, Surveys of DoD
Personnel; DoD Directive 6490.2, Comprehensive Health
Surveillance; DoD Directive 6490.3, Deployment Health; DoD
Directive 1404.10, Civilian Expeditionary Workforce; AR 600-63, The
Army Health Program and E.O. 9397(SSN), as amended.

DD FORM 2930 NOV 2008 Page 3 of 15
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g. Summary of DoD information system or electronic collection. Answers to these questions
should be consistent with security guidelines for release of information to the public.

(1) Describe the purpose of this DoD information system or electronic collection and briefly
describe the types of personal information about individuals collected in the system.

Purpose:
Briefly describe the types of Personal Information

(2) Briefly describe the privacy risks associated with the PIll collected and how these risks are
addressed to safeguard privacy.

SAMPLE words:

Identity theft, blackmail and public embarrassment are some ofthe risk associated with the Personally
Identifiable Information (PIl) and Protected Health Information (PHI) collected by this system. These risks are
addressed by the use of strong passwords or smart cards used to access the system, Advanced Encryption
Standards (AES), encryption of data at rest and in transit, and finally role-based security, which ensures that
access to the Information in the system is limited by job requirement and authorization to view the data.

h. With whom will the Pll be shared through data exchange, both within vour DoD Component and
out?{our Component (e.g., other DoD Components, Federal Agencies)? Indicate all that apply.

wWithin the DoD Component.

pecify. | TRICARE Management Activity (TMA)
Other DoD Components.
pecify. | Defense Manpower Data Center (DMDC)
I Other Federal Agencies.
Specify. | Veterans Administration
State and Local Agencies.
Specify. "
- Contractor (Enter name and describe the language in the contract that safeguards PIL.)
Specify. ||

I Other (e.g., commercial providers, colleges).

Specify. ||

DD FORM 2930 NOV 2008 Page 4 of 15
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i- Do igpdividuals have the opportunity to object to the collection of their PII?
/Yes I No

(1) If "ves," describe method by vwhich individuals can object to the collection of PII.
SAMPLE words:
Initial consent occurs prior to the set up of NCAT testing. Individuals are alerted by test proctors of
the demographics data collection. A second consent opportunity is provided by clicking the "Save"
button on the NCAT demographics collection screen presented to the tested individuals. However, to
successfully proceed into the NCAT test process, individual~ must provide consent and the First
Nafde, [fadf eSS eDARe o BivhaHtGdrdelsreammeati aPirast be recorded by clicking "Save. "

J- EVdividuals have the opportunity to consent to the specific uses of their PII?

Yes — No

(1) If "Yes,"” describe the method by which individuals can give or withhold their consent.

SAMPLE words:

The infprmation collected is used for the specific purposes of evaluating treatment of TBIl and providing feedback on
further psychological health care. Pll/PHI is only used and disclosed as permitted by 000 6025.18-R. Individuals are
alerted fo the voluntary nature of providing their PHI. To successfully proceed into the NCAT test process, individuals
must sign a form that complies with section C5.2 and C5.3 of 000 6025.18-R. Choosing to sign or not sign this form

gives individyals the QPRI LI AT 1M £QNS RN LI RV P ElhdRHL 1o their consent.

DD FORM 2930 NOV 2008 Page 5 of 15
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k. What information is provided to an individual when asked to provide PIl data?

Indicate all that

apply.
Privacy Act Statement [ Privacy Advisory
Other I None
Desrt_i:ribe
applicabie | SAMPLE words:
A Privacy Act Statement is presented to individuals prior to
beginning the NCAT testing and prior to each of their PII/PHI
being collected.
NOTE:

Sections 1 and 2 above are to be posted to the Component’'s Web site. Posting of these
Sections indicates that the PlA has been reviewed to ensure that appropriate safeguards are in

place to protect privacy.

A Component may restrict the publication of Sections 1 and/or 2 if they contain information that
would reveal sensitive information or raise security concerns.

DD FORM 2930 NOV 2008
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SECTION 3: PlA QUESTIONNAIRE and RISK REVIEW

a. For the questions in subparagraphs 3.a.(1) through 3.a.(5), indicate what PIll (a data element
alone or in combination that can uniquely identify an individual) will be collected and describe
the source, collection method, purpose, and intended use of the PIL.

(1) at Pl will be collected™? INndicate all individual PIl or P roupings that apply below.
ame [ Other Names Used Social Security Number (SSN)

I Tr cated SSN [ Driver's License [ Other ID Number

I itizenship al Status | nder

I Race/Ethnicity irth Date Place of Birth

I Pergonal Cell TelephoneI Home Telephone
N ber Number

Personal Email Address

Information

ailing/Home Address [ Religious Preference I Security Clearance
I Mother's Maiden Name | Mother's Middle Name [ Spouse Information
I Marital Status [ Biometrics ™ Child Information
I Financial Information I Medical Information I Disability Information
— LawrEnforaanrent [ Employment Information | Military Records
—

Emergency Contact [ Education Information I Other

Coamanymin™ © SAMPLE words:

= ' Other PIl may be "sensitive" depending on its

(2) What is the source QDQQIL%)QII collected (e.g., individual, existing DoD information
systems, other Federal information systems or databases, commercial systems)?

Describe here.

The source of the PII collected will be the individual, Defense
Enroliment Eligibility Reporting System (DEERS), Ambulatory
Data System DEERS (ADS DEERS) extract, Common
Access Card (CAC), and AHLTA. This will be a paperless
transaction.

DD FORM 2930 NOV 2
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(3) How will the information be collected? Indicate all that apply.

Paper Form Face-to-Face Contact
Telephone Interview Fax
Email [ Web Site

Information Sharing - System to System

7777\

Other

If "Other," describe here.

{(4) VWhy are you collecting the PIll selected (e.g., verification, identification, authentication,
data matching)?

SAMPLE wpgtds;

é‘sﬂ:‘ribe here.
We verify the individual's credentials to access the system; we identify the individual as being the right person to
have the NCAT assessment performed on; we authenticate that the user is authorized to use the system; we
match the g¢ollected demographics data to the individual's identity record to ensure proper association of the
NCAT recoggtg\me unigye individyal's identit

at |s ed use oy the PIll collected (e.g., mission-related use,
admlnlstratlve use)?

Describe here.

SAMPLE wards:
Mission is sjupported by identifying and treating those individuals with TBI to ensure NCAT information becomes
a permanent part of their medical history.

b. Does this DoD information system or electronic collection create or derive new PIll about
individuals through data aggregation? (See Appendix for data aggregation definition.)

— Yes | No

If "Yes," explain what risks are introduced by this data aggregation and how this risk is mitigated.

SAMPLE words:

The possible impacts to an individual's privacy are mitigated through the de-identification of the
aggregated|data. When the data is aggregated it is de-identified to ensure that no PIlIPHI is available in the
reports. Additionally, reports are accessed based on user-defined criteria and are controlled by an access

c?fntrolg)é)lgtg,é;;ggﬁl\gg\;@%%CAT is restricted to individuals who require the data in the perfogpange.qt
official duties



c. Who as or will have access to Pl i
colle N7 Indicate all that apply.

Users I Developers

I Other

is DoD information system opgelectronic

System Administrators Contractors

If "Other,"” specify here.

d. How will the Pll be secured?

~
-

hysical controls. Indicate all that apply.

Security Guards
Identification Badges
Key Cards

Safes

Cipher Locks
Combination Locks
Closed Circuit TV (CCTV)

Other

If "Other,"” specify here.

N

(2) Technical Controls. Indicate all that apply.

ser Ildentification

Password

3

Intrusion Detection System
(IDS)

ncryption

External Certificate Authority
{CA) Certificate

Other

N\

Biometrics
Firewall
Virtual Private Network (VPN)

DoD Public Key Infrastructure
Certificates

Common Access Card (CAC)

If "Other,” specify here.

DD FORM 2930 NOV 2008
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(3) miinistrative Controls. Indicate all that apply.

Periodic Security Audits
l Regular Monitoring of Users" Security Practices

— Methods to Ensure Only Authorized Personnel Access to Pl

— ,Encryption of Backups Containing Sensitive Data
l

Backups Secured Off-site

I Other

If "Other,"” specify here.

e. Does this DoD information system require certification and accreditation under the DoD

Info;‘tion Assurance Certification and Accreditation Process (DIACAP)?

Yes, Indicate the certification and accreditation status:

r/ Authorization to Operate (ATO) Date Granted: 10 J une 2010
I Interim Authorization to Operate (IATO) Date Granted:
— (DDe:'Ira::l))Of Authorization to Operate Date Granted:-
— Interim Authorization to Test (IATT) Date Granted:
I No, this DoD information system does not require certification and accreditation.

f. How do information handling practices at each stage of the "information life cycle™ (i.e.,

coll

ection, use, retention, processing, disclosure and destruction) affect individuals' privacy™?

SAMPLE wa
Collection:

bottle. Drug
web applica
Use, Retent

pﬂ'—fﬁcribe here.

Members Pll information is collected with their urinalysis sample via a bar code on the sample
and Alcohol Abuse Reports (DAARS) are input directly into the ADMITS database through the

tion.

ion, and Processing: Only personnel with the “need to know” can access a member’s PII

information|

Disclosure:
information

Destruttibn

No other personnel other than those with a “need to know” can access a member’s PII
unless permission is granted from the individual in writing to release the information.
MyEtECiS' d¥stP8§ed in accordance with the Navy’s Records Management Manual. ~29°7°°71°



g. For existing DoD information systems or electronic collections, what measures have been put in
place to address identified privacy risks7?

IDescribe here.

SAMPLE words:

The perceived threats are primarily computer hackers, disgruntled
employees, state sponsored information warfare, and acts of nature

(e.q., fire, flood, etc.).

All systems are at risk because they may be vulnerable to unauthorized

h. For ne%%lg'&ﬁngtmc’&g'g?ms or electronic collections, what measures are planned for

implementation to address identified privacy risks?

|Describe here.

Mitigation (example responses):

The follgwing controls are used to mitigate the risks:

a) Access Controls. Access controls limit access to the application and/or specific functional areas of the
application. These controls consist of privileges, general access, password control and discretionary access
control. Additionally, each user is associated with one or more database roles. Each role provides some
combination of privileges to a subset of the application tables. Users are granted only those privileges that are
necessary for their job requirements. The same roles that protect the database tables also determine which
buttons and menu items are enabled for the user currently logged on.

b) Confidentiality. This ensures that data is not made available or disclosed to unauthorized individuals,
entities, or processes.

c) Integrity. This ensures that data has not been altered or destroyed in an unauthorized manner.

d) Audits. This includes review and examination or records, activities, and system parameters, to assess the
adequacy of maintaining, managing and controlling events that may degrade the security posture of the
application.

e) Training. Security training is provided on a continuous basis to keep users alert to the security
requirements. Visual effects are used as constant reminders to ensure users always remain aware of their
responsibilities.

f) Physical Security. This consists of placing servers that contain privileged information in a secure and
protected location, and to limit access to this location to individuals who have a need to access the servers.
An interngl Ralicy is,ssidp place to ensure that there are always no less than two users presgnt at-atime when
privileged information is being retrieved. Since the server and data reside within a DON establishment, the
strict security measures set by the establishment are always followed.
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SECTION 4: REVIEW AND APPROVAL SIGNATURES

Prior to the submission of the PlA for review and approval, the PlA must be coordinated by
the Program Manager or designee through the Information Assurance Manager and Privacy
Representative at the local level.

Program Manager or
Designee Signature

Name: I

Title:

Organization: |
WWork Telephone Number:l

DSN: |

Email Address: I
Date of Review: I

Other Official Signature
(to be used at Component
discretion)

Name: [

Title: |

Organization: I

Vvork Telephone Number:l
DSN: [
Email Address: |

Date of Review: |

DD FORM 2930 NOV 2008 Page 12 of 15



Other Official Signature
(to be used at Component
discretion)

Name:

Title:

Organization:

DSNMN:

Email Address:

|
|
WWork Telephone Number: [
|
|
|

Date of Review:

Component Senior
Information Assurance
Officer Signature or
Designee

Name:

Title:

Organization:

DSN:

Email Address:

|
|
|
Work Telephone Number:[
|
|
|

Date of Review:

Component Privacy Officer
Signature

Name:

Title:

Organization:

DSN:

Email Address:

|
|
|
Wvork Telephone Number:[
|
|
|

Date of Review:

DD FORM 2930 NOV 2008 Page 13 of 15
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(Reviewing Officialy "< COCOM CIO

Name: |

Title: |

Organization:

|
Work Telephone Number:l
DSN: [
Email Address: |

Date of Review: I

Publishing:

Only Sections 1 and 2 of this PlA will be published. Each DoD Component will maintain a central
repository of PlAs on the Component's public Web site. DoD Components will submit an electronic
copy of each approved PIA to the DoD CIO at: pia@osd.mil.

If the PlA document contains information that vwould reveal sensitive information or raise security

concerns, the DoD Component may restrict the publication of the assessment to include Sections 1
and 2.

DD FORM 2930 NOV 2008 Page 14 of 15
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APPENDIX

Data Aggregation. Any process in which information is gathered and expressed in a summary form for
purposes such as statistical analysis. A common aggregation purpose is to compile information about
particular groups based on specific variables such as age, profession, or income.

Dol Information System. A set of information resources organized for the collection, storage, processing,
maintenance, use, sharing, dissemination, disposition, display, or transmission of information. Includes
automated information system (AlIS) applications, enclaves, outsourced information technology (IT)-based
processes and platform IT interconnections.

Electronic Collection. Any collection of information enabled by IT.

Federal Personnel. Officers and employees of the Government of the United States, members of the
uniformed services (including members of the Reserve Components), and individuals entitled to receive
immediate or deferred retirement benefits under any retirement program of the United States (including
survivor benefits). For the purposes of PlAs, DoD dependents are considered members of the general public.

Personally Identifiable Information (PIl1). Information about an individual that identifies, links, relates or is
unique to, or describes him or her (e.g., a social security number;, age,; marital status,; race; salary; home
telephone number; other demographic, biometric, personnel, medical, and financial information). Also,
information that can be used to distinguish or trace an individual's identity, such as his or her name; social
security numiber; date and place of birth; mother's maiden name; and biometric records, including any other
personal information that is linked or linkable to a specified individual.

Privacy Act Statements. VWhen an individual is requested to furnish personal information about himself or
herself for inclusion in a system of records, providing a Privacy Act statement is required to enable the
individual to make an informed decision whether to provide the information requested.

Privacy Advisory. A notification informing an individual as to why information is being solicited and how such
information will be used. If Pll is solicited by a DoD Web site (e.g., collected as part of an email feedback/
comments feature on a Web site) and the information is not maintained in a Privacy Act system of records, the
solicitation of such information triggers the requirement for a privacy advisory (FPA)

System of Records Notice (SORMN). Public notice of the existence and character of a group of records under
the control of any agency from which information is retrieved by the name of the individual or by some
identitying number, symbol, or other identitying particular assigned to the individual. T he Privacy Act of 1974
recuires this notice to be published in the Federal Register upon establishment or substantive revision of the
system, and establishes what information about the system must be included.

DD FORM 2930 NOWV 2008 Page 15 of 15

62

62



DLA CIO PIA Process

1. APIAIs required if it Is determined that an
Information system or electronic collection of
Information will collect, maintain, use, and/or
disseminate Pll about members of the public,
Federal personnel, contractors or foreign
nationals employed at U.S. military facilities
Internationally.

2. Program Manager (PM) or designee drafts the
PIA using DD Form 2930 and forwards an
unsigned version to J-651
(Leonard.Requa@dla.mil) for review.



mailto:Leonard.Requa@dla.mil

DLA CIO PIA Process (cont.)

3. J-65 will review the PIA for completeness.

e J-651 coordination process to include (when
applicable):

o DLA Information Management Control Officer reviews for
requirements under the Paperwork Reduction Act

o DLA Records Manager reviews to ensure the collection has an
approved records retention IAW DLA Records Management Program

o DLA Forms Manager reviews to ensure collection mechanism
(whether paper or electronic) meets with the requirements of the DLA
Forms Program

0 J-61 reviews when PIAs are submitted without ATO data

o0 J-62 reviews to ensure IT system is documented in DITPR &
ProSight



DLA CIO PIA Process (cont.)

4. Once J-651 has completed its review, the PIA s
emailed to the DLA FOIA/Privacy Office for
review and coordination.

5. Any outstanding issues identified are rectified by
J-651.

6. Sighatures are obtained (in this order)

Program Manager (or designee)

Information Assurance Manager/Officer

DLA FOIA/Privacy Office (Mr. Lewis Oleinick)
DLA CIO



DLA CIO PIA Process (cont.)

/. After all signatures are obtained, the PIA is posted to
the DLA PIA web page:

http://www.dla.mil/j-6/PIlA.aspx

and a copy of the PIAis sent to the DoD CIO:
pla@osd.mil.

8. Final step is to ensure that the PIA fields in DITPR and
Prosight are updated and that the information is
consistent.


http://www.dla.mil/j-6/PIA.aspx
mailto:pia@osd.mil

Backup Material



PIA Guidance

« M-03-22, OMB Guidance for Implementing the Privacy
Provisions of the E-Government Act of 2002

— http://www.whitehouse.gov/sites/default/files/omb/memoranda/mQO
3-22.html

« DoD PIA guidance
— DoDI 5400.16, Privacy Impact Assessment Guidance

o http://www.dtic.mil/whs/directives/corres/pdf/540016p.pdf

— DD Form 2930, Privacy Impact Assessment

e http://www.dtic.mil/whs/directives/infomat/forms/forminfo/forminfopage
3438.html

— DoD CIO Privacy Impact Assessment Web Site

e http://cio-nii.defense.gov/policy/pia.shtml



http://www.whitehouse.gov/sites/default/files/omb/memoranda/m03-22.html
http://www.whitehouse.gov/sites/default/files/omb/memoranda/m03-22.html
http://www.dtic.mil/whs/directives/corres/pdf/540016p.pdf
http://www.dtic.mil/whs/directives/infomgt/forms/forminfo/forminfopage3438.html
http://www.dtic.mil/whs/directives/infomgt/forms/forminfo/forminfopage3438.html
http://cio-nii.defense.gov/policy/pia.shtml

Definition of Personal Information

Personal Information. Information about an individual maintained
by the agency that identifies, links, relates, or is unique to, or
describes him or her, e.g., a social security number; age; military
rank; civilian grade; marital status; race; salary; home/office phone
numbers; other demographic, biometric, personnel, medical, and
financial information, etc. Such information also is known as
personally identifiable information ( i.e., information which can be
used to distinguish or trace an individual’s identity, such as their
name, social security number, date and place of birth, mother’s
maiden name, biometric records, including any other personal
iInformation which is linked or linkable to a specified individual).
Reference: DoD 5400.11-R
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Additional Definitions

» Certification & Accreditation

— Certification: A comprehensive assessment of the management,
operational, and technical security controls in an information system,
made in support of security accreditation, to determine the extent to
which the controls are implemented correctly, operating as intended,
and producing the desired outcome with respect to meeting the security
requirements for the system.

— Accreditation: The official management decision given by a senior
agency official to authorize operation of an information system and to
explicitly accept the risk to agency operations (including mission,
functions, image, or reputation), agency assets, or individuals, based on
the implementation of an agreed-upon set of security controls.



Additional Definitions

National Security System (NSS)

Any information system (including any telecommunications system) used or operated by
an agency or by a contractor of an agency, or other organization on behalf of an
agency,

(1) the function, operation, or use of which:
involves intelligence activities;
involves cryptologic activities related to national security;
involves command and control of military forces;

involves equipment that is an integral part of a weapon or weapon system; or
(subject to Subparagraph (B)*) is critical to the direct fulfillment of military or intelligence missions; or

(2) is protected at all times by procedures established for information that have been
specifically authorized under criteria established by an Executive order or an Act of
Congress to be kept classified in the interest of national defense or foreign policy.

*Subparagraph B — Does not include a system that is to be used for routine administrative and business applications
(including payroll, finance, logistics, and personnel management applications). (Title 44 U.S.C. 3542, Federal
Information Security Management Act of 2002)



PIA Review and Update Cycle

 Review and update of existing PIAs for DoD information
systems must be synchronized with the information
system’s certification and accreditation (C&A) cycle.

 Review and update of existing PIAs for electronic
collections must be completed within 3 years of PIA
approval date.

 Review and update of a PIA is required when a
significant system change or a change in privacy or
security posture occurs.

(Per DODI 5400.16)
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Purpose

To provide an informational briefing about the
DLA Records Management (RM) Program
iIncluding:

— RM overview

— Program strategy
— Accomplishments
— Current initiatives

— Relation to FOIA/Privacy issues



Agenda

 Records Management
= Records Lifecycle
* Why is RM Important?
= RM in the Spotlight

J RM Overview
= \Whatis a Record?

= Records Schedules and
Series

» Types of Records
= DLA Records Schedule

O DLA RM Program

= RM Program
Revitalization Strategy

= RM Program Status
= RM Roles and
Responsibilities
d RM Practical Approaches
= File Plan
= Unscheduled Records

d Getting Help
d Questions?



Records Management

 Under the Federal Records Act, each federal
agency Is required to make and preserve
records that:

— Document the organization, functions, policies,
decisions, procedures, and essential transactions of
the agency

— Provide the information necessary to protect the legal
and financial rights of the government and of persons
directly affected by the agency’s activities

(44 U.S.C. § 3101)



Records Lifecycle
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Why is RM Important?

It’s the [aw!

Records document Agency activities and protect legal
and financial rights.

Keeping records longer than required takes up space
and creates unnecessary storage costs.

Records remain subject to FOIA requests and legal
discovery if they are kept past the approved retention
period.

Practicing RM can help you get organized and make it
easier to find the information you need.



RM in the Spotlight

 Open Government Initiative

— “There can be no accountabllity if the Government
does not preserve—and cannot find—its
records...Good records management is the
backbone to open government.”

— David S. Ferriero, Archivist of the United States

(Prepared remarks of Archivist of the United States David S. Ferriero at the Department of the
Treasury, Washington, DC, April 1, 2010)

* Poor records management is highly publicized

— “Records are like oxygen. Nobody really notices
them until they’re gone.”

— Cass R. Sunstein, Administrator of the Office of
Information and Regulatory Affairs, Office of
Management and Budget

(Cass Sunstein, “Keynote Address: Open Government and the Implications for Federal
Agencies,” presented at NARA RACO 2010, May 12, 2010)




What i1s a Record?

 Records are defined in 44 U.S.C. 3301 as including:

“all books, papers, maps, photographs, machine readable
materials, or other documentary materials, regardless of
physical form or characteristics,

made or received by an agency of the United States
Government under Federal law or in connection with the
transaction of public business

and preserved or appropriate for preservation by that agency or
its legitimate successor

as evidence of the organization, functions, policies, decisions,
procedures, operations or other activities of the Government or
because of the informational value of the data in them."




A record...

1. Can be in any format, paper or electronic.

2. Is something you create in carrying out your official
duties or something you receive in carrying out your
duties that requires you to take action.

3. Is appropriate for preservation. (If you think
something is worth documenting as evidence of your
work, then it is appropriate for preservation.)

4. Is evidence of the Agency or its functions, policies,
decisions, procedures, operations, or other activities.

¢ Extra copies of materials kept only as reference and
publication stock are NOT records.



Records Schedules and Series

A Records Schedule identifies types of records, called
records series, produced by an agency and their
corresponding retention requirements.

 Within a records schedule, records are divided into

records series, a group of related records having the
same retention.

« Each records series has its own disposition instruction,
which defines how long to maintain the records and
what to do with them once the retention requirement
has been met.




Types of Records

1. Administrative records common to all agencies are
Included in the General Records Schedule (GRS)
created by the National Archives and Records
Administration (NARA).

2. Program records specific to DLA are “scheduled”
iIndividually. The DLA Records Manager defines each
program records series and submits a proposed
retention period to NARA via SF-115. Upon NARA
approval, the new series is added to the DLA Records
Schedule and becomes legally binding and
mandatory.




DLA Records Schedule

Both GRS records series and DLA-specific records series are
Incorporated into the comprehensive DLA Records Schedule,
found here: https://headquarters.dla.mil/J-6/records/tools.asp

The DLA Records Schedule is the ONLY authoritative source
for records series and disposition instructions (retention
requirements) approved for use by DLA.

— Sometimes regulations or other policy sources specify time periods for
records retention. These requirements are incorporated into the NARA-
approved records series that appear in the DLA Records Schedule.

— If a new/updated regulation or policy instruction specifies a time period
for records retention, this should be used as justification to modify the
DLA Records Schedule. Contact your Component Records Officer to
initiate changes to the DLA Records Schedule.



DLA RM Program Revitalization Strategy

®lnactive

Inconsistent procedures
Unaware of records
holdings

*Electronic records are
unorganized and
uncontrolled

eCannot ensure records
are filed and destroyed or
transferred IAW DLA
Records Schedule

Active

*Standard procedures
are followed

*Office file plans
encapsulate records
holdings

*RM is incorporated into
the systems design
process

*All records, including
electronic records, are
filed and destroyed or
transferred IAW DLA
Records Schedule

Proactive

*Regular office evaluations
ensure continued compliance
with standard RM procedures
*Sustained focus on promotion
and training keeps all
employees aware of RM
responsibilities

*Records holdings are
organized and easily accessible
*DLAis prepared to provide a
quick and thorough response to
a records audit, FOIA request,
or legal discovery action
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DLA Records Management Program

Description of Project Recent Accomplishments

* Establish governance necessary to « Completed NARA 2010 RM Assessment*
manage the creation, maintenance, . Updated DLA Annual RM Training™

and disposition of DLA paper and _
: » Arranged funding for FY11 records
electronic records. .
storage and servicing ($148,220)

 Authorities: Title 44 U.S.C.; Ch XIlI, 4 odul o
Title 36 CFR; DODD 5015.2; Vol |, Al * Increased EIS scheduling completion
from 62% to 90%

15; DLAI 5304

Current Initiatives Overall Status

* RM POC network established, making

« Complete EIS scheduling _ S0
progress with RM training and awareness

« Update RM procedures

 Modernize DLA Records Schedule
Annual RM Training NARA 2011 RM Assessment Streamline DLA Records
January 2011 May 2011 Schedule by Sept 2012
® 0 ) ) )
Update RM Procedures; RM Site Visits
Finish EIS scheduling 2011

March 2011 On schedule and no Behind schedule with
significant issues significant issues
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Presenter
Presentation Notes
See RM Key Accomplishments back-up slide for more information on recent accomplishments.  

*The NARA 2010 RM Assessment, completed in June, was the second annual mandatory Agency assessment.  NARA changed the questions for the 2010 assessment, so this assessment will serve as a baseline in the future.  NARA has not yet issued a report on the 2010 assessment results.

**Updated DLA RM training materials were submitted to DTC, and they are working on updating the course.  The training is expected to be implemented in January 2011.


DLA
Records
Manager

RM
Coordinators

RM Roles & Responsibilities

*Responsible for Information Resources Management
*|nitiates Agency RM communications
«Signs off on RM policies and procedures

*Oversees DLA RM Program

*Serves as Federal Records Officer and liaison to NARA; has authority to
request modifications to DLA Records Schedule

eLiaison to OSD on DOD-wide RM matters

*Establishes RM policy and procedures

*Responsible for RM promotion and training

*Coordinates annual inter-agency agreement to ensure funding is in
place for FRC storage

*Approves transfer of permanent DLA records to NARA custody
*Approves retention of new DLA forms

*Assists with FOIA, Privacy, and legal issues

eLiaison to DLA Records Manager

*Approves office file plans

*Oversees office RM evaluations

*Approves transfer of records to FRC

*Approves destruction of temporary records stored at FRC IAW Schedule
*Handles RM issues within component

*Recommends retention period for unscheduled records

eLiaison to Component Records Officer (CRO)

*Ensures records are identified and filed properly

*Prepares office file plans

*Performs office RM evaluations

*Prepares records for FRC storage

*Ensures temporary records stored onsite are destroyed IAW Schedule
*Reports unscheduled records to CRO
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RM Practical Approaches

 |If your component has not yet implemented a
certified RMA to automate Records
Management, you can still take practical steps
to organize and control both your paper and
electronic records.

1. Create a file plan to identify which records series
from the DLA Records Schedule you use, where
you store those records, and how long to keep

them.

 Tip: The DLA 1689 form is a file plan template. The form
IS currently in the process of being reinstated.



File Plan

Outlines each group of records within an office

Describes the records in detail including:
— Title

— Beginning and ending dates

— Format

— Location

— Disposition instruction and date

— Whether or not the records are Vital Records

Tip: Be as specific as possible when completing a file plan.
Spell out acronyms and be descriptive.

— Records are often disposed of years after they were created. The
person carrying out the disposition is usually not the same person that
created the records, and they may not be familiar with the record
content.




Office:

Date Prepared:
Prepared By (Name, Title, & Phone):

RM Coordinator (Name, Title, & Phone):

DLA File Plan Form

Approved By (Name, Title, & Phone, to be completed by Component Records Officer):

Vital Records Records Title Records Description Format & Location Records
Records | Series Spell out acronyms and Indicate if the records are Disposition &
Indicate Mark include pertinent dates. kept on paper (P), Disposition
Y/N. UNSCHEDULED electronically (E), or both (B). | Authority
if records Describe the exact location
cannot be (physical location of paper
assigned to any records, pathname of shared
existing records folder, room and folder in
series in the eWorkplace, etc). If records
DLA Records are kept both electronically
Schedule. and on paper, indicate which
version is considered the
official record.
Example:
N 510.16B FY10 Records FY10 Routine B — Official records are on Destroy when 2

Management
routine
correspondence
and
memoranda.

correspondence and
memoranda regarding
the DLA Records
Management program,

such as general inquiries.

Does not include records

disposition or scheduling.

paper. (P) Top drawer of
filing cabinet in Kayte Vo's
cubicle, 5450 Carlisle Pike,
Bldg 9, Mechanicsburg, PA
17050. Approx. 2 cubic ft.
(E) \\mdt1sp0008\hq
users\kvo\Work\510_16B
FY10 Routine Correspondence
Destroy October 2012; 72.1
MB.

years old. GRS 16,
Item 2b.

Cutoff FY10 records
on September 30,
2010.

Destroy October 1,
2012.




Unscheduled Records

 Records that are not associated with any
existing records series in the DLA Records
Schedule are called unscheduled records.

« DO NOT destroy unscheduled records!

e Contact your Component Records Officer to
Initiate the process of creating a new records
series to be added to the DLA Records
Schedule.



RM Practical Approaches (cont’'d)

2. Organize your shared drive and e-mail archive
folders by records series and date, and file
records accordingly.

For example, a folder entitled “510 _16B FY10 RM Routine
Correspondence” could be placed on the shared drive to
capture documents and spreadsheets. A folder with the
same title could be placed within the archive structure in
Outlook to capture e-mails.



RM Practical Approaches (cont’'d)

3. Establish an annual Records Clean-up Day to
review your paper and electronic records and
destroy the temporary records that have met

their retention.

— Tip: Have Records Clean-up Day the first Monday in
January. Both records arranged by fiscal year and by
calendar year will have met retention by this time.



RM Practical Approaches (cont’d)

4. On Records Clean-up Day, use your file plan
to find records due for destruction and the
location of those records.

— Tip: Enter the specific date the records become eligible for
destruction in the Disposition column of the file plan
(Example: “Destroy October 1, 2012"). It will make it easier

to quickly scan this column to find records past due for
destruction.

— Tip: You can also add the destroy date to the folder name to
make it easier to search for electronic records due for
destruction. Example: “510_16B FY10 RM Routine
Correspondence Destroy October 1 2012“

5. Follow appropriate security procedures to
destroy records.



Getting Help

List of DLA CROs: https://headquarters.dla.mil/j-
6/records/faqg.asp

DLA RM Policy Instruction: Located in eWorkplace
under Resources -> DLA Issuances -> Records
Management (DLAI 5304)

DLA RM Tools (Procedural Guide, Evaluation Guide,
DLA Records Schedule):
https://headquarters.dla.mil/j-6/records/tools.asp

National Archives and Records Administration
(NARA): http://www.archives.gov/records-mgmt/
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Questions?




DEFENSE LOGISTICS AGENCY

AMERICA’S COMBAT LOGISTICS SUPPORT AGENCY

WARFIGHTER SUPPORT ENHANCEMENT STEWARDSHIP EXCELLENCE WORKFORCE DEVELOPMENT 97



Break time!
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Systems of Records Notices

Required by the Act (5 U.S.C. 552a(e)(4))

Format prescribed by Federal Register
Document Drafting Handbook

Act covers records maintained in a “system
of records” that are retrieved by an
Individual’s name or other personal identifier

Penalties for non-compliance

Reviewed every two years for accuracy


Presenter
Presentation Notes
1.  “. . . publish in the Federal Register upon establishment or revision a notice of the existence and character of the system of records

No Secret Systems of Records

Record.  Any item, collection, or grouping of information, whatever the storage media (paper, electronic, etc.), about an individual that is maintained by a DoD Component, including, but not limited to, an individual’s education, financial transactions, medical history, criminal or employment history, and that contains his or her name, or the identifying number, symbol, or other identifying particular assigned to the individual, such as a finger or voice print, or a photograph. 
  
System of Records.   A group of records under the control of a DoD Component from which personal information about an individual is retrieved by the name of the individual, or by some other identifying number, symbol, or other identifying particular assigned, that is unique to the individual. 

Each Executive Branch federal agency has a responsibility for identifying all records that contain personally identifiable information that are retrieved by an individual’s name and/or personal identifier.


Systems of Records Notices

DLA's UNIQUE SYSTEM NUMBER

System name:

System location:

Categories of individuals covered by the system:

Categories of records in the system:


Presenter
Presentation Notes
Maintain. To maintain, collect, use, or disseminate records contained in a system of records. 

Individual. A living person who is a citizen of the U.S. or an alien lawfully admitted for permanent residence. 

Personal Information.  Information about an individual that identifies, links, relates, or is unique to, or describes him or her.
Record.  Any item, collection, or grouping of information, whatever the storage media (paper, electronic, etc.), about an individual maintained by DLA.

Routine Use. The disclosure of a record outside the Department of Defense for a use that is compatible with the purpose for which the information was collected and maintained by DoD.  

System of Records.  A group of records under the control of a DoD Component from which personal information about an individual is retrieved by the name of the individual, or by some other identifying number, symbol.



Systems of Records Notices

Authority for maintenance of the system:
Purpose(s):

Routine uses of records maintained In the

system, including categories of users and the
purposes of such uses:

Disclosure to consumer reporting agencies:



Systems of Records Notices

Policies and practices for storing, retrieving,
accessing, retaining, and disposing of records in
the system:

Storage:
Retrievability:
Safeguards:

Retention and disposal:



Systems of Records Notices

e System manager(s) and address:
 Notification procedure:

 Record access procedures:

« Contesting record procedures:
 Record source categories:

« Exemptions claimed for the system:


Presenter
Presentation Notes
System Manager.  The DLA official responsible for the operation and management of a system of records. 



Penalties for Non-compliance

e Civil Remedies

— The cost of actual damages suffered
($1000 minimum)

— Costs and reasonable attorney’s fees.

e Criminal Penalties

— Charge of a misdemeanor
— Maximum fine of $5,000



Privacy Partners

Keys to Success

 Identify what kinds of records you are maintaining that
are retrieved by a name and/or personal identifier

« Relationships are key-
— program managers,
— forms managers,
— records managers
— IMCOs
— CIO /1A /IT managers



Now That You Know

What should you do?

1.
2
3.
4. Ask guestions to the systems managers

Locate your systems of records notices
ldentify the systems managers

Look at the last date the document was updated

I. Is this still current?

ii. Are we still conducting business this way?

lii. Are the individuals who work with the system aware of the
notice — safeguards — retention requirements — disclosure
accounting, etc?

Make appropriate changes

Make a strong administrative record of changes



Conduct Regular Reviews

1. Make it a point to review your systems of records
regularly. After all, without regular review — the system
of records notice loses its viability and visibility.

DITPR entries

DoD or Component forms
SSN Justifications

Privacy Impact Assessments

Records Management

N o O K~ W D

Train! Train! Train!


Presenter
Presentation Notes
Ensure that those individuals who routinely handle the records are properly trained on the systems notice; understand “official” need to know; maintain disclosure accountings of all outside disclosures



Last Important Thought

Take The Pain Out Of The Process

 |f you make the process hard or cumbersome it
won’t get done. By taking the pain out of the
process, you build alliances and opportunities.

 The process never ends.
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Lunch!
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Break Time!
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g Il Incident Policies and Procedures

o Statutory basis
« OMB Policy and DoD Regulation
 \What needs to be reported?

e Overview of DLA PII Incident Policies and
Procedures

— The parties roles
— Reporting time lines



Statutory Basis

 Why do we have to protect PII?

— Privacy Act requirement to protect data is
found in 5 U.S.C. § 552a (e)(10)

 \Why do we have to report incidents?

— OMB'’s authority to issue additional
Implementing guidance, regulations, and
“continuing assistance” under the Privacy Act
Is found in 5 U.S.C. § 552a (v)(1) and (v)(2)


Presenter
Presentation Notes
Please note: Privacy Act safeguarding requirement has not been litigated often, example case, see Schmidt v. VA, 218 F.R.D. 619, 634-35 (E.D. Wis. 2003) 
5 USC Section 552a (e)(10) says:
"establish appropriate administrative, technical and physical safeguards to insure the security and confidentiality of records and to protect against any anticipated threats or hazards to their security or integrity which could result in substantial harm, embarrassment, inconvenience, or unfairness to any individual on whom information is maintained." 
5 USC Section 552a (v) says:
Office of Management and Budget Responsibilities. – The Director of the Office of Management and Budget shall – 
develop and, after notice and opportunity for public comment, prescribe guidelines and regulations for the use of agencies in implementing the provisions of this section; and
provide continuing assistance to and oversight of the implementation of this section by agencies. 



OMB and DoD Requirements

« OMB PII Breach Reporting

— OMB Memorandum M-06-15, “SUBJECT: Safeguarding
Personally Identifiable Information,” May 22, 2006.

— OMB Memorandum M-06-19, “SUBJECT: Reporting
Incidents Involving Personally Identifiable Information
and Incorporating the Cost for Security in Agency
Information Technology Investments,” July 12, 2006

— OMB Memorandum M-07-16, “SUBJECT: Safeguarding
Against and Responding to the Breach of Personally
|dentifiable Information,” May 22, 2007.

 DoD Regulation (Protecting Pll and Reporting
Incidents, respectively)

— 32 CFR 8§ 310.13 and 32 CFR § 310.14


Presenter
Presentation Notes
Policy Memorandum Issued by Defense Privacy Office:
Memorandum from DoD Director, Administration and Management, to Service Secretaries, Joint Chiefs, Directors of DoD Components, and DoD General Counsel, “SUBJECT: Safeguarding Against and Responding to the Breach of Personally Identifiable Information (PII),” June 5, 2009.  


What needs to be reported?

* First some definitions
— What is “personal information” or PII?
— What is a “breach”?
— What is “high risk”?

e \Who should be called?

— When an actual or potential breach is
discovered the individual discovering it should
iImmediately call:

e 1-877-DLA-NEMO (352-6366)
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Presentation Notes
What is “personal information” or PII?
Personal Information: Information about an individual maintained by DLA, including, but not limited to, education, financial transactions, medical history, and criminal or employment history and information which can be used to distinguish or trace an individual's identity, such as their name, social security number, date and place of birth, mother's maiden name, biometric records, etc., including any other personal information which is linked or linkable to an individual. Such information is also known as “personally identifiable information” (PII).
32 CFR § 310.4
(n) Personal information . Information about an individual that identifies, links, relates, or is unique to, or describes him or her, e.g., a social security number; age; military rank; civilian grade; marital status; race; salary; home/office phone numbers; other demographic, biometric, personnel, medical, and financial information, etc. Such information also is known as personally identifiable information (i.e., information which can be used to distinguish or trace an individual's identity, such as their name, social security number, date and place of birth, mother's maiden name, biometric records, including any other personal information which is linked or linkable to a specified individual).
OMB Memorandum M-06-19
The term “personally identifiable information” refers to information which can be used to distinguish or trace an individual's identity, such as their name, social security number, biometric records, etc. alone, or when combined with other personal or identifying information which is linked or linkable to a specific individual, such as date and place of birth, mother’s maiden name, etc.
What is a “breach?”
Breach: An actual or possible loss of control, unauthorized disclosure, or unauthorized access of personal information where persons other than authorized users gain access or potential access to such information for other than an authorized purpose where one or more individuals will be adversely affected.  
What is “high risk?”
High risk: Any Defense-wide, organizational (e.g., unit or office), or program or project level compilation of electronic records containing PII on 500 or more individuals stored on a single device or accessible through a single application or service, whether or not the compilation is subject to the Privacy Act.
Any compilation of electronic records containing PII on less than 500 individuals identified by the Information or Data Owner as requiring additional protection measures. 
Individually identifiable medical or financial information. 
Law enforcement and other investigative reports containing PII.  
Examples: A single mobile computing or storage device containing PII on 500 or more individuals, even if the PII is distributed across multiple files or directories, is considered high risk PII. A DoD enclave of 500 or more users, with the PII for each user embedded in his/her individual workstation, is not considered high risk PII. An e-mail containing a scanned note from a physician regarding an employee’s medical condition is high risk PII.


The parties’ roles

 The person who discovers the “breach”
« The NOSC

 The Incident Response Team (IRT)

o The Field Activity

 |AO or IAM —> Electronic Incidents

* Privacy Officer - Physical Incidents

* Local Counsel

« Accountability Office - AR 15-6 Investigations
Headquarters — Involved with “High Risk” Breaches
o HQ Privacy Officer
o The CIO
o The General Counsel

o The Director
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Presentation Notes
Incident response process is too detailed for PowerPoint presentation.
Please see the copy of the policies and procedures for full details.
“High Risk” Breaches
Timeline is greatly compressed.
Notification to affected individuals must be made within 10 business days.
If notification will not be made within 10 business days then:
Local Counsel will prepare a memorandum for the Deputy Secretary of Defense for signature by the Director of DLA (per 32 CFR § 310.50) providing a brief summary of what occurred, why notification was not provided within the required 10 business days, and what actions are being taken, highlighting the exact date notifications will commence and their anticipated completion date.


Incident Response Team

 Why Incident Response Team (IRT)?

— Gov't-wide best practice is use of Incident
Response Team for PIl incidents

— IRT’s leverage maximum skill sets of experts
from IT, Privacy (or Info Security), and
Counsel

 |RT needs to ask, “Is notification
necessary?”

— Answer IS based on results of outcome from
Risk Analysis Model
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NIST SP 800-30, “Risk Management Guide for Information Technology Systems”
 Privacy Act says, “administrative, technical and physical safeguards”
 SP 800-30 describes:
Management, Operational, and Technical Security risks
Provides formal analytic framework to evaluate risk criteria of breach events	
 Incorporation of Risk Analysis concept into OMB M-7-16
First OMB PII Breach Notification Memorandum, issued on September 20, 2006 contained only vague outlines of risk analysis concepts for whether breach notification was necessary.  
Following OMB M-7-16, OMB issued revised guidance containing analytic framework.


Performing Risk Analysis

 Why use Risk Analysis Model

 Which Risk Analysis Model?

— IRT should use Appendix B, “Likelihood
Determination Methodology,” from DLA's “Policies
and Procedures when Personal Information is
Lost, Stolen, or Compromised”

 What the heck is a “threat-source” anyway?
— NIST Term

— In short: to whom the PIl was breached, or
potentially breached.
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Presentation Notes
NIST SP 800-30, “Risk Management Guide for Information Technology Systems”
 Privacy Act says, “administrative, technical and physical safeguards”
 SP 800-30 describes:
Management, Operational, and Technical Security risks
Provides formal analytic framework to evaluate risk criteria of breach events	
 Incorporation of Risk Analysis concept into OMB M-7-16
First OMB PII Breach Notification Memorandum, issued on September 20, 2006 contained only vague outlines of risk analysis concepts for whether breach notification was necessary.  
Following OMB M-7-16, OMB issued revised guidance containing analytic framework.
Threat-source: Refers to whom the data was breached, e.g., federal employees, members of the military, contractors, the general public, or targeted hackers.



Reporting Time Lines

Immediately: Upon Discovery to the DLA NOSC

Within 1 Hour of Discovery:

— Electronic Incident
o DLA NOSC notifies DLA Office with Primary Responsibility and HQ
o DLA CERT determines if the PIl has been accessed.

— Physical Incident
0 Same as above, but with twist:

Within 48 Hours:
— Interim Report to Defense Privacy Office - HQ Privacy submits
10 Days (DoD Best Practice):

— Final Report to Defense Privacy Office
o Local Privacy Officer & IAM responsible to submit to HQ Privacy Office

Each incident’s report metrics are reported to the DLA
General Counsel on a weekly basis.


Presenter
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Electronic Incident – Within 1 Hour DLA NOSC reports to: 
US CERT
JTF-GNO
DLA CERT
Field Activity IT Chief
Local Information Assurance Manager – Responsible for Containment
Local Privacy Officer
HQ J-6
DGA
Physical Incident  -- Within 1 Hour DLA NOSC reports to:
US CERT
Local Information Assurance Manager
Local Privacy Officer (or Local Information Security Officer if no Local Privacy Officer)
Responsible for Containment of incident.
HQ J-6
DGA
 Physical Incident “Twist”
J-6 entities not responsible for containment of incident, nor determination of whether PII has been accessed – those responsibilities fall to Privacy Officer (or if one does not exist at facility, then Information Security/OPSEC Officer).



Questions?

123
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Presentation Notes
If not questions, then throw out:

What is the impact of State Breach Laws on Federal Government contractors process PII?
California – May apply to Gov’t Contractors  -- S.B. 1386
Vermont
Mass.
New Hampshire
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DoD Breach Reporting

 Required by Chapter 10 of DoD 5400.11-R,
Department of Defense Privacy Program (May
2007).

 DoD-wide template was developed by the
Defense Privacy and Civil Liberties Office
(DPCLO).


Presenter
Presentation Notes
		C10.6.1.2.  The Senior Component Official for Privacy (Reference (a)) within 24 hours of discovering that a breach of personally identifiable information has occurred.  The Senior Component Official for Privacy, or their designee, shall notify the Defense Privacy Office of the breach within 48 hours upon being notified that a loss, theft, or compromise has occurred.  The notification shall include the following information: 



DoD Breach Reporting

e Reporting Timelines:
o Within 24 hours SAOP is notified.

O Interim Report
= Within 48 hours due to DPCLO.

» DGA prepares interim report from initial NOSC notification
email, and sends it to DPCLO and the DLA Component
Privacy Officer.

o Final Reports
= Currently no timeline.

= DLA Component Privacy Officer must ensure report is
accurate & complete.

» Reports leave DLA!



DoD Breach Reporting

MEMORANDUM FOR DoD BREACH REPORTING

SUBJECT: Lost, Stolen, or Compromised PIll Breach Report

REF: DLANOSC Ticket #12345 (Interim / Final Report)

1.a.
1.b.
2.a.
2.b.

3.

Date of Breach:

Breach Discovery Date:
US-CERT Number:

Date Reported to US-CERT:

Is this the initial report to the Defense Privacy Office? Yes or No.
(If No, what were the dates of the previous reports? [enter dates
of previous reports|] (Note: Report updates should be made in
RED text.)
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Presentation Notes
REFERENCE LINE:  NOSC Ticket number is found on the initial DLA NOSC Notification email; usually a five digit number.

Since DGA submits all Interim PII Breach Reports to meet the 48 hours reporting deadline; all reports received from the DLA PLFA will be Final.

1.a.  Self-explanatory.
1.b.  Self-explanatory.  
2.a.  The DLA NOSC is required to report the incident to the US-CERT within an hour.  This is the number assigned to the incident by the US-CERT.  If we don’t know this number, OK. 
2.b.  Date reported to US-CERT should be the same day within an hour of the incident being reported to the DLA NOSC. 






DoD Breach Reporting

4. DoD Component and organization involved:
Component Name Defense Logistics Agency
Organization [identify the DLA PLFA]
POC Title/Organization [usually this is the Privacy Official within the
DLA PLA or could be the IAO/IAM]
Telephone [telephone number of the POC above]
Email [work email address of the POC above]

5. Person to contact for further information regarding this report.
Name Patricia Kolonoski
Address DLA Distribution, Mission Drive, Building 81, New
Cumberland, PA 17070-5000
Title/Organization DLA Distribution Privacy Officer
Telephone 717-770-5238
Email Patricia.Kolonoski@DLA.MIL

128
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Presentation Notes
Comment on 4:  When report goes Final and leaves DLA, only the Component name and Organization remain. We do not want the Defense Privacy and Civil Liberties Office contacting anyone other than a member of the DGA staff. 

Comment on 5:  When the PLFA sends in their Final report; it is there information that is required within # 5.  When report goes Final and leaves DLA, the POC information is changed to a member of the DGA staff.  We do not want the Defense Privacy and Civil Liberties Office contacting anyone other than a member of the DGA staff. 


DoD Breach Reporting

5. Person to contact for further information regarding this report.
Name Jody Sinkler OR Kathy Tennessee OR Lewis Oleinick
Address Defense Logistics Agency Headquarters, 8725 John J.

Kingman Road, Fort Belvoir, VA 22060-6221
Title/Organization DLA HQ Privacy Officer
Telephone 703-767-5045
Email Jody.Sinkler@DLA.MIL

129
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Comment on 5:  When report goes Final and leaves DLA, the POC information is changed to a member of the DGA staff.  We do not want the Defense Privacy and Civil Liberties Office contacting anyone other than a member of the DGA staff. 


DoD Breach Reporting

6. Total number of individuals affected by breach: _ Unknown:

Breakout number by category:
Government Civilians
Government Contractors
Military (Reserve)

Military (Dependent)

Military (Active)

Military (Retired)
Other/Unknown (please specify)


Presenter
Presentation Notes
Comment on 6:  Provide the number of individuals affected.  This is the number of individuals whose information was lost, stolen, or compromised.  If Unknown, check the box.  When the final report is submitted by the PLFA, the “unknown” block should not be checked.

When report goes Final and leaves DLA, the POC information is changed to a member of the DGA staff.  We do not want the Defense Privacy and Civil Liberties Office contacting anyone other than a member of the DGA staff. 

Identify the affected individuals by placing the corresponding number who were affected.  If other or unknown, specify the category of individual and provide number affected. 


DoD Breach Reporting

7. Did this incident involve one of the following:
(select those that apply)

Paper Records
Info-Sharing
Equipment
Record Disposal
E-mail
Other (specify)


Presenter
Presentation Notes
Comment on 7:  Indicate which medium the lost, stolen, or compromised information took. 


DoD Breach Reporting

7.a. If the incident involved equipment, what was lost, stolen or
breached? How many pieces of equipment were involved in the
incident? N/A

Type of Equipment How Many
CPU
External Hard drive
Laptop
IPOD
Blackberry
Cell Phone
Data Stick
Network Intrusion
Flash drive
Other (specify)


Presenter
Presentation Notes
Comment on 7.a.:  Indicate the type of equipment from which the information was lost, stolen, or compromised.  

If not applicable, indicate so.

If other, identify other type of equipment 


7.b.

DoD Breach Reporting

How was the equipment protected? (select all that apply)
Personally Owned
Password Protected
Encryption Software installed
PKI/CAC Enabled
Contractor Owned
Not protected
Government Owned
Other (specify)
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Comment on 7.b.:  Indicate how the equipment was protected.  Select all that apply.  If Other, please identify.


DoD Breach Reporting

7.c. If the incident involved e-mail, select all that apply:
Yes No
E-mail was encrypted
E-mail sent outside of DoD
E-mail sent to non-Federal agency
Other (specify)


Presenter
Presentation Notes
Comment on 7.c.:  If the incident involved email, select all that apply.  If Other, please specify.


DoD Breach Reporting

7.d. Type of Personally Identifiable Information involved in the
incident (select all that apply):

Type of PII Select all that apply
Name
Date of Birth
Social Security Number
Health information
Personal home address
Financial information
Personal telephone number
Password
Personal e-mail address
Other (specify)


Presenter
Presentation Notes
Comment on 7.d.:  Indentify the PII lost, stolen, or compromised in the incident.  If Other, please identify.


DoD Breach Reporting

8. Description of breach (150 words or less)

Facts and circumstances surrounding the loss, theft, or compromise. In
simple terms, explain the facts as we know them. Do not use any
person’s name when describing the incident. Always remember that these
reports leave DLA.

Was breach internal, external, accidental, or intentional? Pick the
appropriate explanation. This information must match with what you've
provided above.

Type of incident and if the data was in a secure location (locked room,
cabinet, etc.).

136



DoD Breach Reporting

8. Description of breach (cont'd)

V.

Vi.

Vil.

Viil.

Were any documents were posted to DoD'’s Internet or Intranet? Yes or no.
Were any documents faxed inside or outside of DoD? Yes or no.
Was the breach investigated? Yes or no. When would this ever be no?

Who conducted the investigation (identify by titles)? By title only, identify
who conducted the investigation.

137



DoD Breach Reporting

8. Description of breach (cont'd)

viii.

Xi.

Preliminary investigation results: Provide the results of your investigation. No
names; don’t identify any friction among components of the PLFA; simple
explain what happened.

Is the breach an isolated or a systematic problem: Most will be isolated;
however, when incidents keep recurring you can not keep claiming isolated.
DPCLO keeps track of these reports as does DGA.

Will impacted individuals be notified, and if so, how? (keep in mind that DLA
has 10 work days to notify the individual, or if necessary, initiate action to notify
the Deputy Secretary of the inability to meet this notification requirement): If
affected individuals will be provided written or verbal notification/courtesy
notification, state so. Whether written or verbal will depend on the impact level
of the incident.

Please provide any other information deemed relevant and pertinent.

138



DoD Breach Reporting

9. Describe actions taken in response to the breach (150 words or
less, for example, actions taken to mitigate any harm that could result
from the loss; remedial actions that have been, or will be taken to
prevent similar incidents in the future, if the data was recovered,
additional training conducted, policy or guidance issued.) Provide
what your component did in response to the incident/breach.



DoD Breach Reporting

10. Potential impact of the breach (High, Medium, or Low):

Impact Definition

High -- Exercise of the breach/vulnerability (1) may result in the
highly costly loss of major tangible assets or resources; (2) may
significantly harm or impede an organization's mission; (3) may
significantly harm or violate an organization’s or individual’s
reputation or interest; or (4) may result in human death or serious

Injury.



DoD Breach Reporting

10. Potential impact of the breach (cont'd) (High, Medium, or Low):

Impact Definition

Medium -- Exercise of the breach/vulnerability (1) may result in the
costly loss of tangible assets or resources; (2) may harm or impede
an organization's mission; (3) may harm or violate an organization’s
or individual’s reputation or interest; or (4) may result in human

Injury.



DoD Breach Reporting

10. Potential impact of the breach (cont'd) (High, Medium, or Low):

Impact Definition

Low -- Exercise of the breach/vulnerability (1) may result in the loss
of some tangible assets or resources; (2) may noticeably affect an
organization's mission; (3) may noticeably affect an organization's or

individual’s reputation or interest.

11 and 12 currently not used.

Reference: DLA Policies and Procedures when Personal Information is Lost, Stolen,
or Compromised
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Presenter
Presentation Notes

Icebreaker/Introduction to “How We Do It.”


Receipt of a FOIA Reqguest

Determine the Proper FOIA Office

- 10 days to route

Create a Tracking Number (FOIA
Xpress)

Create a File Folder


Presenter
Presentation Notes
In accordance with the OPEN GOV’T Act, when a request is received, the time clock starts where we have 10 days to find a home for the FOIA. Determine whether it belongs to your component or should be referred.  Therefore, it is important to review the received FOIA as soon as possible.
Log in FOIA request and receive a tracking number.
Create a paper FOIA case file.



Perfecting the Request

e Scope of the request
- Reasonable
- Overly Broad
- Fee Declaration
- Postal Mailing Information

 Privacy Act Request
- Declaration


Presenter
Presentation Notes
Now that you’ve logged in the request and determined that it belongs to your component, you must now review for perfection.

In accordance with DLA FOIA regulations, records that reasonably describes the record(s) sought.   Review the request for reasonableness or 
	overly broad requests such as “any and all documents.” There are instances where requesters do not ask for agency records, but want questions answered such as “can you tell me the name and phone number of the contracting officer for a particular contract.”  Additionally, the requester may not provide enough information for us to determine what they are asking. For instance, we received a FOIA request from an inmate whose request was hand-written and rambled about weapons at an Air Force based with an interjected statement about finding his daughter.  Of course, this request is overly broad and difficult to determine exactly what the requester wants.    
	
Many requesters forget or refuse to declare their willingness to pay fees.  In many instances, individual requesters are aware that they receive the first 100 pages free and 2 hours of search so they believe that based upon their request, there will be no charge.  However, we must have them declare a minimal amount of fees in order process although the request may ultimately be of no charge to them.  This is necessary to perfect the request.

In some instances, the requester may be missing personal contact information or may only provide their federal government contact information.  The requester should be notified that we must have personal contact information to communicate and provide the  completed request.

5.  If the request is a Privacy Act request, the request should be provide the signed/unsworn declaration statement confirming their identity.


Privacy Act Request

 |dentity Declaration Statement

"l declare under penalty of perjury that | am, in
fact, [Insert name and SSN] and that | currently
reside at [insert complete mailing address] and
that the documents requested in my
FOIA/Privacy Act request of [insert date] filed
with the Defense Logistics Agency pertain to me.
Executed on [date] [sighature].”


Presenter
Presentation Notes

To perfect requests coming from a privacy act system of records, the requester must include this statement via fax, email, or mail a notarized request or a signed unsworn identity declaration statement.


Multi-track Processing

« Simple
- 20 days or less

e Complex

- 20 days + 10 additional days
 Unusual Circumstances

 Expedited
- Compelling Need



Presenter
Presentation Notes
 1.  When a FOIA request may take up to 20 days or more, it must be assigned to a processing track based on the date of receipt, the amount of work and time involved in processing the requests, and If requested, whether the request qualifies for expedited processing.
2. Simple track is when the FOIA Request is determined to be straightforward and may be completed within the 20 business days.
3. Complex track should be used when the FOIA Request is determined to take more time, coordination, work, etc. and would more than likely take more than 20 days to complete.
4.  Expedited track (moves up in que) is used when the requester requests such and demonstrates a compelling
Need.  
	a.  Compelling need means that the failure to obtain the
	records on an expedited basis could reasonably be expected to pose an imminent threat
	to the life or physical safety of an individual.
	b.    Compelling also means  that the information is urgently needed by an individual primarily engaged in disseminating information in
	order to inform the public concerning actual or alleged Federal Government activity.
	c. Other reasons that merit expedited processing by DoD Components are an imminent loss of
	substantial due process rights and humanitarian need.

5.  Extensions - Unusual or Exceptional Circumstances could warrant a need for an extension of time to process the request. In this instance, the requester must be contacted and the DLA must describe the circumstances requiring the delay, and indicate 10 additional working days such as voluminous documents, need to search for and collect the requested records
from other facilities that are separate from the office and/or consultations with other components or offices.			 
	


Acknowledgement

« Acknowledgement Letter
— Perfected

— Clarification Needed


Presenter
Presentation Notes

Now that you have determined that the record belongs to your component, determined the track, you now are at the perfection stage.  If it is perfected, you will have all necessary information needed to process the FOIA, therefore, you will send a letter providing the tracking number, case number and your contact information.  
	-If you must get clarification, you must place the request on hold in FOIAXpress and go back to the requester.  In this letter, you will provide the case number, contact number, requester’s category (if at issue) and a statement that it will be withdrawn if not rec’d after 14 days.   For instance, if a requester asks for media status and you determine that the requester should be in the “ other” category because of his lack of justification, you must address that in your acknowledgement letter.
2. Your initial acknowledgement letter alone is not enough to be considered a response to requester.  A determination on the release of the records must be made within 20 business days.



Request for Documents

 Task the Action Office
- DLAForm 1471
- DD 2086 (Fees)
- Document Search


Presenter
Presentation Notes
Get the FOIA request to the action office who may hold the records that are being requested. You can task them through FOIA Xpress using the DLA Form 1471 which creates a record of the tasking.  We will discuss in more detail in FX training on the last day.  On the 1471 you will provide the suspense date, the requester’s category, fee declaration, and any special instructions.

In order to document the search process, the action office should provide their search methodology by describing the files or databases searched, keywords used for electronic searches, etc.  If no records are found the reason(s) why not should be documented, i.e., never had the records, they were destroyed according to the record schedule, etc.

 By documenting the search methodology,  a subsequent appeal based on adequacy of search will be fully supported and those involved won’t have to recreate what happened.  

DD 2086 is needed to record time spent on search and review.  All time spent processing a request should be documented.





Detachments

e Records at Detachments

— Processed by the responsible DLA PLFA

— General Order determines record ownership
cut-off

e Task the Detachment


Presenter
Presentation Notes
The 2005 Base Realignment and Closure (BRAC) moved some military organizations under DLA.  DLA Land & Maritime rec’d Army and some Navy and DLA Aviation rec’d Air Force.  FOIA requests for records belonging to these detachments can be confusing and getting assistance can be difficult to pin down.  Following are some guidelines:

The PLFA FOIA Office with cognizance over the specified Detachment functions is responsible for processing the FOIA requests.
The effective date on the General Order determines when DLA took ownership of the records.
FOIA requests for records created prior to that date are processed by the military activity.
FOIA requests for records created after that date are processed by the DLA FOIA Office.
Maintain a file of General Orders, a list of your detachments, and obtain a POC at each detachments to assist you when FOIA requests are rec’d.  There may already be a liason in place.


Request for Documents Completed

e Records found

-All aspects of request covered.
« No Records found
-Justification for no records.
« Upload documents into FOIA Xpress
* Review
o Apply Exemptions
-Consider reasonable segregation

-Clearly display exemption codes for redacted
documents.


Presenter
Presentation Notes
Once you receive requested records, you should ensure that all portions of the request were addressed.  For instance, if there were five items requested, you should review records to ensure that all five items were addressed or explained.  

Load the records into FOIA Xpress (FX) for redacting.

Review the document and apply exemptions.  In cases where the action office provided recommended redactions you should review them for correctness and apply the proper exemptions.  

If a document may be withheld in its entirety, pursuant to Pres. Obama’s memo on Transparency and Openness of Federal Government,  we must consider segregation.

Ensure that you clearly label exemptions on all redacted documents.  FOIAXpress will allow you to blank out the information and apply exemptions at one time.  If you manually redact, refer to DoD guidance on approved redaction methods which is in your materials.  The redaction and exemption claimed must be identifiable to the requester.

 



Final Response

 Preparing the Final Response

— Components of the letter
e [ntroduction
 Records


Presenter
Presentation Notes
Whether the FOIA or Action Office creates the response letter, the letter should be reviewed for all the required elements.  

Introduction – state whether the request is FOIA or FOIA/PA, the date of the request, and a synopsis of the request description.  You may also include the date rec’d at the FOIA Office although this is already stated in the acknowledgement.  If the request stated the Privacy Act but the request was processed under FOIA be sure to state that.

Records – state the amount of responsive records and the total number of pages released or withheld (i.e., enclosed are 5 records (75 pages)).  We are required to state the number of records and pages withheld in entirety (i.e., we have withheld 2 records (10 pages) in their entirety pursuant to exemption(s)).





Final Response

 Preparing the Final Response Cont.
— Determination/Exemptions claimed

“The enclosed records are being released to you in part as portions
were found to be exempt from disclosure pursuantto 5 U.S.C. § 552
(b)(6), personal privacy. Exemption 6 protects information about
individuals when disclosure of such information would constitute a
clearly unwarranted invasion of personal privacy. We have withheld
personal identifying information of the selectee. Also, due to the
Increase in security awareness DoD provides greater protection of
information identifying DoD personnel to the general public;
therefore, we have withheld supervisor names and phone numbers.”



Presenter
Presentation Notes
This is an example of a paragraph from one of HQs letters.

You need to state if the records were denied in whole or part, referred, no records were located.

If denied you must provide the exemption claimed with a general description of that exemption and type of information withheld.  

We’ve underlined these specifics in the slide.  



Final Response

 Preparing the Final Response Cont.
— Appeal information

“You have the right to appeal this (full/partial denial or no records
response). An appeal must be made in writing to the General Counsel
and reach the General Counsel’s office within 60 calendar days from
the date of this letter. The appeal should include your reasons for
reconsideration and enclose a copy of this letter. An appeal may be
mailed, emailed to hg-fola@dla.mil, or faxed to 703-767-6091. Appeals
are addressed to the General Counsel, Defense Logistics Agency,
ATTN: DGA, Suite 1644, 8725 John J. Kingman Road, Fort Belvoir,
Virginia 22060-6221. “


Presenter
Presentation Notes
If records are denied, in whole or part or no records were located, the appeal paragraph must be included.  This is the standard paragraph for all DLA.  

Note the appeal paragraph here is not the same as in your binder.  The changes are “reach” the GC Office and we’ve added the email address of HQs general inbox.




Final Response

 Preparing the Final Response Cont.
— Fees assessed
— Contact information

“As a commercial requester, you may be charged search, review, and
duplication fees. The total fees for processing your request are $110
which includes one half hour of search at $22.00 per hour, and two
hours of review at $44.00 per hour. Please send your check or money
order payable to the Department of Treasury to the above letterhead
address, ATTN: DGA (FOIA), Room 1644. Include our case number,
DLA-10-HFOI-00133, on the face of the check and attach a copy of this
letter.”


Presenter
Presentation Notes
If fees are assessed you must state the costs in the letter or refer to an attached invoice (FOIAXpress).  If fees are waived it should be stated making the requester aware that no money is owed.  

Reminder:  if the response is late some fees cannot be assessed.

You should close with your contact information.



Coordination

 \WWho should review the initial
determination?
— FOIA Office
— Subject Matter Expert/Action Office
— General Counsel
— Initial Denial Authority
— Any others?


Presenter
Presentation Notes
At this point the records are redacted and the letter is created.
You should use the staff summary sheet, DL1891 or your internal form, to list those on coordination and to maintain a record of each sign off.
FOIA Office – The FOIA Office is responsible for redacting and applying the exemptions or applying/reviewing the exemptions to redactions made by the SME/Action Office; looking for potential discretionary release and reasonably segregable portions.  
SME/Action Office – If the FOIA Office is making the 1st review the SME/Action Office should be the first coordination stop.  If the SME/Action Office made the 1st review and your determination is different, the SME/Action Office should be placed on the coordination sheet or at least consulted.  
General Counsel – If you have denied information, in whole or part, or found no records, your General Counsel should review the initial determination package.
IDA – the IDA has the final say in releasing the records and is the designated individual to sign a denial or no records response.
Others – who else might you need to coordinate with?  If the request is a “FOIA of Interest” contact Headquarters.


Closing the Request

* Acceptable Reasons for Closing
— Granted in Full
— Granted/Denied in Part
— Denied in Full
— Other
e Other Other

e FOIAXpress


Presenter
Presentation Notes
DoD’s guideline:  Accurately Reporting Reasons for Closing a FOIA Request (in your binder) explains the reasons in more detail.

For grants or denials, each case can have only one reason and has priority over Other reasons.  (i.e., request has multiple elements.  You find some records for a portion of the request, but find no records for other portions, this is a Granted in Part, even if releasing the records in full.)
Other reasons have no prioritization.
If only the request is referred this is considered a Misdirected Request under Other Other reasons.  If records are found and being referred, this is a Referral under the Other reasons.
Administratively withdrawing the request is an Other Other reason. (e.g., You need a fee declaration but can’t reach the requester)  Request withdrawn under Other is used when the requester actively withdraws the request.

You must close the request in FOIAXpress.  This is another step after completing final actions.


Tolling- Stopping the Clock!

« The Open Government Act 2007
— Tolling Time Limits.
—When/How often can you toll.
—When does the toll period end.
— Can’t meet 20 day time limit.


Presenter
Presentation Notes
What is tolling?

When can tolling begin?


Tolling- Stopping the Clock!

« The Open Government Act 2007

— The purpose of the Act is intended to ease the
burden of the FOIA process by establishing.

* Tracking numbering system
 Methods to obtain status of request
» Create a FOIA Liaison

» Define agency records

e Establish time lines

* Routing misdirected requests
 Assessment of fees


Presenter
Presentation Notes
For the first time in well over a decade, Congress has enacted amendments to the Freedom of Information Act.  No changes to the Act’s nine exemptions were made.  Rather, the amendments address a range of procedural issues impacting FOIA administration, including the codification of several provisions of Executive Order 13,392, “Improving Agency Disclosure of Information.”
The Open Government Act addresses a range of administrative and procedural issues affecting FOIA administration. In several instances it codifies what is already existing practice, such as the assigning of tracking numbers contained in section 7, the designation of Chief FOIA Officers and FOIA Public Liaisons set out in section 10, and for some agencies the marking of exemptions at the point of the deletion as described in section 12.

For the intent and purpose of this presentation I will focus on the section 6 which covers  Time Limits for agencies to  Act on Requests.
****************************************************************
Section 6: Time Limits for Agencies to Act on Requests Section 6 of the Open Government Act has two provisions that address time limits for complying with FOIA requests, and the consequences of failing to do so. Significantly, this section does not take effect until one year after the date of enactment and will apply to FOIA requests “filed on or after that effective date.” Accordingly, agencies have until December 31, 2008 to take any necessary steps to prepare for the implementation of this Section.
First, section 6(a) of the Open Government Act amends 5 U.S.C. § 552(a)(6)(A) which gives the statutory time period for processing FOIA requests, and includes criteria for when that time period begins to run and when that time period may be suspended or “tolled.” Specifically, section 6(a) provides that the statutory time period commences “on the date on which the request is first received by the appropriate component of the agency, but in any event not later than ten days after the request is first received by any component of the agency that is designated in the agency’s regulations under this section to receive requests.” This provision addresses the situation where a FOIA request is received by a component of an agency that is designated to receive FOIA requests, but is not the proper component for the request at issue. In such a situation, the component that receives the request in error – provided it is a component of the agency that is designated by the agency’s regulations to receive requests – has ten working days within which to forward the FOIA request to the appropriate agency component for processing. Once the FOIA request has been forwarded and received by the appropriate agency component – which must take place within ten working days – the statutory time period to respond to the request commences.
Section 6(a) further provides for those circumstances when an agency may toll the statutory time period.  Specifically, an agency “may make one request to the requester for information and toll” the statutory time period “while it is awaiting such information that it has reasonably requested from the requester.”  The agency may also toll the time period “if necessary to clarify with the requester issues regarding fee assessment.”  There is no limit given for the number of times an agency may go back to a requester to clarify issues regarding fee assessments – which sometimes may need to be done in stages as the records are being located and processed.  In both situations, section 6(a) specifies that the requester’s response to the agency’s request “ends the tolling period.”
Second, section 6(b) addresses compliance with the FOIA’s time limits by amending 5 U.S.C. § 552(a)(4)(A), the provision addressing fees.  Section 6(b) adds a clause to that provision providing that “[a]n agency shall not assess search fees (or in the case of a [favored] requester [i.e., one who qualifies as an educational or noncommercial scientific institution, or as a representative of the news media] duplication fees) . . . if the agency fails to comply with any time limit under paragraph (6), if no unusual or exceptional circumstances (as those terms are defined for purposes of (6)(B) and (C), respectively) apply to the processing of the request.”
As noted in the language of the new provision, the terms “unusual circumstances” and “exceptional circumstances” are existing terms in the FOIA.  “Unusual circumstances” occur when there is a need to search or collect records from field offices, or other establishments; when there is a need to search for and examine a voluminous amount of records; or when there is a need for consultation with another agency or with more than two components within the same agency.  Unlike “unusual circumstances,” “exceptional circumstances” are not affirmatively defined in the FOIA, but the FOIA does provide that “exceptional circumstances” cannot include “a delay that results from a predictable agency workload of requests . . . unless the agency demonstrates reasonable progress in reducing its backlog of pending requests.”  5 U.S.C. § 552(a)(6)(C)(ii).  In addition, the statute provides that the “[r]efusal by a person to reasonably modify the scope of a request, or arrange an alternative time frame for processing the request . . . shall be considered as a factor in determining whether exceptional circumstances exist.” Id. at § 552(a)(6)(C)(iii).
Section 6(b) therefore precludes an agency from assessing search fees (or in the case of “favored” requesters, duplication fees), if the agency fails to comply with the FOIA’s time limits, unless “unusual” or “exceptional” circumstances “apply to the processing of the request.”
Finally, section 6(b) amends 5 U.S.C. § 552(a)(6)(B)(ii), which discusses notification to requesters regarding the time limits and the option of arranging an alternative time frame for processing, by directing agencies “[t]o aid the requester” by making “available its FOIA Public Liaison, who shall assist in the resolution of any disputes between the requester and the agency.” This provision incorporates an existing aspect of Executive Order 13,392.


Tolling- Stopping the Clock!

e Tolling Time Limits

— Tolling Is a legal principle which allows for the
pausing or delaying of the period of time set by a
statue of limitations

* Timelines begin on the date of receipt of a
“proper” request; but not later than 10 days after it
IS received within a component of an agency

 The 10 days time limit applies to agency routing
only


Presenter
Presentation Notes
In lay terms, its a point in the process where an agency stops the time clock on the 20 day time period to process the request.  If on the  fifth day in the time period, a question arises, once you have receive your response or requested documents, you will have 15 days remaining to provide a response. 

The time begins when a proper request is received in the proper office. If a requester does not initially provide the required information necessary to process the FOIA in accordance with agency rules (a reasonable description of records requested, a fee declaration and full postal mailing address) the clock does not start. 

Internal:  DOD is the agency of which DLA is a component. If a FOIA request is forwarded to a supply chain contracting office, that KO has 10 days to get it to the FOIA processing office.  If a PFLA in DLA receives the request, ie. DLA Aviation instead of DLA  Land and Maritime, the receiving office has 10 business days to get it to the proper FOIA office. This is all internal to DLA

A Listing of all DOD components:
Department of Defense (DoD) Components 
http://pentagon.afis.osd.mil/dod-components.html

OIP GUIDANCE:�NEW LIMITATIONS ON TOLLING THE FOIA'S RESPONSE TIME 
Section 6 of the OPEN Government Act of 2007, Pub. L. No. 110-175, 121 Stat. 2524, imposes several new requirements on agencies that impact the time limits for complying with FOIA requests and impose consequences on agencies when those time limits are not met. This section will take effect on December 31, 2008, and will apply to FOIA requests “filed on or after that effective date.” § 6(b)(2). Accordingly, beginning with requests received on December 31, 2008, agency FOIA offices will: 1) be required to forward any misdirected FOIA requests received by them to the proper FOIA office within the agency, within ten working days; 2), be limited in the number of times they can "toll" the twenty-working day response period; and 3) be precluded from assessing search (or if applicable, duplication) fees if they are unable to comply with the FOIA's response times, unless the exceptions to this limitation are met.
OIP is providing guidance on each of these three provisions in separate FOIA Post articles. This article addresses the second requirement of Section 6 which imposes limits on the number of times an agency can toll the FOIA's twenty working-day response time. 
New Limitations on Tolling 
Section 6(a)(1) of the OPEN Government Act imposes limits on an agency's ability to "toll" or stop the twenty working-day time period to respond to FOIA requests. Specifically, beginning with requests made on December 31, 2008, agencies will be precluded from tolling the time period to respond to requests except in two circumstances. First, an agency will be permitted to “make one request to the requester for information and toll the 20-day period while it is awaiting such information that it has reasonably requested from the requester.” § 6(a)(1)(I) (emphasis added). Second, an agency may also toll the time period “if necessary to clarify with the requester issues regarding fee assessment.” § 6(a)(1)(II). For this second circumstance, where tolling is necessary in order to clarify fee issues, there is no numerical limit given for the number of times an agency may toll the response period, provided it is "necessary" to do so. In both situations, the FOIA now provides that "the agency's receipt of the requester’s response to the agency’s request for information or clarification ends the tolling period.” Id.
Request Must be Properly Made and Clock Started�Before Need For Tolling Can Arise 
As a threshold matter, "tolling" refers to the situation where an agency stops the twenty working-day response time clock, once it has begun to run. Section 6(a) now imposes both criteria for tolling and limitations on the number of times it may occur. These restrictions only apply, however, once the twenty working-day response time has begun to run. Thus, once the proper FOIA office is in receipt of a FOIA request, if it determines that the request is not reasonably described or otherwise fails to meet a procedural requirement for making a request, the FOIA office should work with the requester to clarify those issues. Until those issues are resolved, the request is not considered to be "received" and the twenty working-day response time has not yet begun to run. Upon receipt of the necessary information from the requester that satisfies the agency's requirements for a proper request, the twenty working-day response period commences. It is only after this point that the issue of tolling can even arise and it is only then that the limitations on tolling apply. 
The requirements for making a proper FOIA request are relatively simple. The FOIA provides that requesters must "reasonably describe" the records they are seeking, and that requests must be "made in accordance with published rules stating the time, place, fees (if any), and procedures to be followed." 5 U.S.C. § 552(a)(3)(A) (2006), amended by OPEN Government Act of 2007, Pub. L. No. 110-175, 121 Stat. 2524. If a request reasonably describes the records sought, is made in compliance with the agency's regulations, and is directed to the proper FOIA office within the agency, the twenty working-day response period will begin to run upon its receipt. If the request is otherwise properly made, but is misdirected within the agency, the receiving FOIA office, provided it is designated by the agency's regulations to receive requests, will route the request to the proper FOIA office within the agency, and the twenty working-day response period will begin to run not later than ten days after receipt by the receiving FOIA office. See FOIA Post, "New Requirement to Route Misdirected FOIA Requests" (posted 11/18/2008). 
Requirements for Tolling the Response Time 
Once a properly made FOIA request is received and the twenty working-day time period has begun, the need for tolling can arise. Starting with requests received on December 31, 2008, the reasons for tolling a request must be divided between those connected to fee assessments and those that are not connected to fees. 
First, if during the course of processing the request the agency determines that it needs additional information from the requester that is not connected to assessing fees, it will only be able to toll the response time period one time to obtain that non-fee related information. The standard to be used by the agency for this non-fee related tolling scenario is that the information sought from the requester be "reasonably requested." For instance, during the course of conducting a search an agency may determine it needs additional information from the requester in order to determine if certain records are responsive to the request. The agency may contact the requester to obtain the necessary information and toll the twenty working-day time limit while it is waiting for the requester's response. Because there will only be one opportunity to toll the clock in order to obtain such information, agencies should take care to ask all their informational questions at one time. 
In addition to providing agencies with this one catch-all opportunity to toll the response period while reasonably requesting non-fee related information from a requester, Section 6(a) also provides for tolling "if [it is] necessary to clarify with the requester issues regarding fee assessment." § 6(a)(1)(II). Although there is no numerical limit on the number of times tolling can occur for purposes of clarifying fee issues, any such tolling must be "necessary." This provision recognizes that issues involving fees can arise sequentially over the course of processing a request and cannot always be resolved all at one given point in time. As a result, so long as it is "necessary" to clarify an issue regarding fees with a requester, it is permissible to toll or to stop the response period for that purpose, even if it happens several times during the processing of the request. 
Agencies should be mindful that for both types of tolling there is a statutory standard to apply. When tolling to seek non-fee related information from a requester, it must be reasonable for the agency to request such information. When tolling in order to clarify fee issues, it must be necessary for the agency to do so. Moreover, in both situations where tolling occurs, the time period to respond to the request resumes – i.e., the tolling ends – once the agency receives a response from the requester. 
Applying the Tolling Provisions 
Question: What if an agency has already used its one opportunity to toll in order to obtain non-fee related information from a requester, but discovers later on in the processing of the request that it would be useful to ask the requester another non-fee related question. Is the agency prohibited from communicating with the requester a second time? 
Answer: No. Agencies should always feel free to contact requesters if doing so will facilitate the processing of their requests. Under Section 6(a), however, if an agency has already tolled the response period once to obtain non-fee related information from a requester, it will not be able to toll it a second time on that basis. That means the clock will continue to run while the agency goes back to the requester a second time to obtain non-fee related information. 
Question: What if a requester has agreed, for example, to pay $100 for the processing of her request, but during the course of searching for responsive records, the agency determines that it will take additional time to complete the search which will result in additional search fees. Can it toll the response time to get a new fee commitment from the requester? 
Answer: Yes, the agency may toll the response time period and go back to the requester to see if she will agree to pay those additional search fees. If the requester agrees to pay an additional $100 the agency will then continue searching up until the search time afforded by that $100 is expended. 
Question: If, at that point in time there is still additional searching left to do, can the agency toll the response period again? 
Answer: Yes. The agency can toll a request multiple times if necessary in order to clarify with the requester issues regarding fees.�
Conclusion 
Beginning with requests received on December 31, 2008, there are two circumstances where tolling of the FOIA's twenty working-day response period will be permitted. Agencies will be allowed one catch-all opportunity to seek information from a requester provided it is "reasonable" to do so.�Agencies will also be allowed to toll, without numerical limit, the response period if it is necessary to clarify issues regarding fees. (posted 11/18/2008)
Go to: Main FOIA Post Page



2nd bullet, DoD is the Agency, DLA the Component, so I’m not sure what you mean by internal.


Tolling- Stopping the Clock!

 When/How often can you toll?

— There are only two circumstances for which
you can toll:
e To obtain information from the requester
— Only once

 To clarify fee related issues
— No limit


Presenter
Presentation Notes
Although the agency may only toll the request for information once, it may contact the requester as often as necessary to obtain information but the clock can only be stopped once.

There is no limit to the number of times an agency can toll regarding fee related issues.


Tolling- Stopping the Clock!

 When does the toll period end?

— Answer received
e Clock restarts
» Perfect in FOIAXpress
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Presentation Notes
The toll period ends, in both circumstances of obtaining clarification  or fee issues,  upon receipt of requested information or a response is provided

In FOIAXpress, change the perfect status to perfected and restart the clock.


The Case Flle

 What Is the Case File?
* Organization of the Case Flile

e Retention

— DLA Records Schedule Series 510.18 to
510.28
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Presentation Notes
Administrative File:  The official file containing all records, correspondence, notes, etc. pertaining to the request.
Organization:  Index the materials in the folder.  Clearly mark all materials.  Copies of records – how many and in what stage (un-redacted, redacted).  What are best practices?  If someone brand new picked up one of your files, would they easily gain the requests status, history, etc.?  If the case is appealed or litigated, would the file be easy to review?

Best practice:  Keep a record of where you searched and the search terms used to conduct search.  (hoping we have the new form ready)

Retention:
510.18 Freedom of Information Act (FOIA) Request Files. Files created in response to requests for information under the Freedom of Information Act consisting of incoming requests, copies of replies, and all related supporting information. Included are requests resulting in full release, withdrawn requests, inadequate description requests and requests with fee defects. (Destroy 2 years after date of reply.) GRS 14, Item 11a(1) and GRS 14, Item 11a(2)(a)
510.20 FOIA Request Denial Files. Documents relating to requests for information under the FOIA in which all or part of the requested record is denied or is not provided due to nonexistence of requested records. Included are the original request, copies of the reply thereto and supporting documentation for denial, and related documents. (Destroy after 6 years if not appealed.) GRS 14, Item 11a(3)(a)
510.22 FOIA Appeal Files. Documents relating to administrative appeals under the provisions of the FOIA. Included are the appellants letter, copy of reply, related supporting documents, and copies of the denied records. (Destroy 6 years after final denial by agency, or 6 years after the time at which a requester could file suit, or 3 years after adjudication by courts, whichever is later.) GRS 14, Item 12a
510.24 FOIA Control Files. Documents maintained for control purposes in responding to requests for release of information. Included are registers, logs, and similar records, case numbers, listing data, nature and purpose of request, and name and address of requester. (Destroy 6 years after date of last entry.) GRS 14, Item 13a
510.28 FOIA Report Files. Documents relating to recurring reports and onetime information requirements relating to agency implementation of the FOIA, EXCLUDING annual reports to Congress. (Destroy when 2 years old.) GRS 14, Item 14



The Case Flle

e What Is the Case File?

The case file is the official file which contains
all requests, records, correspondences,
notes, etc., pertaining to the request and is

maintained in accordance with the DLA
Records Schedule.
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Presentation Notes
Administrative File:  The official file containing all records, correspondence, notes, etc. pertaining to the request.
Organization:  Index the materials in the folder.  Clearly mark all materials.  Copies of records – how many and in what stage (unredacted, redacted).  What are best practices?  If someone brand new picked up one of your files, would they easily gain the requests status, history, etc.?  If the case is appealed or litigated, would the file be easy to review?

Best practice:  Keep a record of where you searched and the search terms used to conduct search.  (hoping we have the new form ready)

Retention:
510.18 Freedom of Information Act (FOIA) Request Files. Files created in response to requests for information under the Freedom of Information Act consisting of incoming requests, copies of replies, and all related supporting information. Included are requests resulting in full release, withdrawn requests, inadequate description requests and requests with fee defects. (Destroy 2 years after date of reply.) GRS 14, Item 11a(1) and GRS 14, Item 11a(2)(a)
510.20 FOIA Request Denial Files. Documents relating to requests for information under the FOIA in which all or part of the requested record is denied or is not provided due to nonexistence of requested records. Included are the original request, copies of the reply thereto and supporting documentation for denial, and related documents. (Destroy after 6 years if not appealed.) GRS 14, Item 11a(3)(a)
510.22 FOIA Appeal Files. Documents relating to administrative appeals under the provisions of the FOIA. Included are the appellants letter, copy of reply, related supporting documents, and copies of the denied records. (Destroy 6 years after final denial by agency, or 6 years after the time at which a requester could file suit, or 3 years after adjudication by courts, whichever is later.) GRS 14, Item 12a
510.24 FOIA Control Files. Documents maintained for control purposes in responding to requests for release of information. Included are registers, logs, and similar records, case numbers, listing data, nature and purpose of request, and name and address of requester. (Destroy 6 years after date of last entry.) GRS 14, Item 13a
510.28 FOIA Report Files. Documents relating to recurring reports and onetime information requirements relating to agency implementation of the FOIA, EXCLUDING annual reports to Congress. (Destroy when 2 years old.) GRS 14, Item 14



The Case File

* Organization of the Case File

All case files are organized in accordance
with the following format :

«Staff Summary Sheet

*Tab 1- Response Letter w/ attachment(s)
(a copy will be maintained in folder)

*Tab 2- FOIA Request
*Tab 3- Original document(s)

*Tab 4- Supplemental Information
(i.e., case notes, email, etc.)


Presenter
Presentation Notes
The staff sheet summarizes the request and the actions taken
 The response letter outlines the request and agency’s disposition.  An exact copy of the letter and attachments are retained in the case file folder
The original FOIA request
A copy of unredacted records
Any decision supporting  documents 


The Case Flle

e Retention

— DLA Records Schedule Series 510.18 to
510.28

*510.18 Freedom of Information Act (FOIA) Request Files- Destroy 2 years
after date of reply

*510.20 FOIA Request Denial Files- Destroy after 6 years if not appealed

*510.22 FOIA Appeal Files- Destroy 6 years after final denial by agency, or 6
years after the time at which a requester could file suit, or 3 years after
adjudication by courts, whichever is later

*510.24 FOIA Control Files- Destroy 6 years after date of last entry

*510.28 FOIA Report Files- Destroy when 2 years old


Presenter
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Administrative File:  The official file containing all records, correspondence, notes, etc. pertaining to the request.
Organization:  Index the materials in the folder.  Clearly mark all materials.  Copies of records – how many and in what stage (unredacted, redacted).  What are best practices?  If someone brand new picked up one of your files, would they easily gain the requests status, history, etc.?  If the case is appealed or litigated, would the file be easy to review?

Best practice:  Keep a record of where you searched and the search terms used to conduct search.  (hoping we have the new form ready)

Retention:
510.18 Freedom of Information Act (FOIA) Request Files. Files created in response to requests for information under the Freedom of Information Act consisting of incoming requests, copies of replies, and all related supporting information. Included are requests resulting in full release, withdrawn requests, inadequate description requests and requests with fee defects. (Destroy 2 years after date of reply.) GRS 14, Item 11a(1) and GRS 14, Item 11a(2)(a)
510.20 FOIA Request Denial Files. Documents relating to requests for information under the FOIA in which all or part of the requested record is denied or is not provided due to nonexistence of requested records. Included are the original request, copies of the reply thereto and supporting documentation for denial, and related documents. (Destroy after 6 years if not appealed.) GRS 14, Item 11a(3)(a)
510.22 FOIA Appeal Files. Documents relating to administrative appeals under the provisions of the FOIA. Included are the appellants letter, copy of reply, related supporting documents, and copies of the denied records. (Destroy 6 years after final denial by agency, or 6 years after the time at which a requester could file suit, or 3 years after adjudication by courts, whichever is later.) GRS 14, Item 12a
510.24 FOIA Control Files. Documents maintained for control purposes in responding to requests for release of information. Included are registers, logs, and similar records, case numbers, listing data, nature and purpose of request, and name and address of requester. (Destroy 6 years after date of last entry.) GRS 14, Item 13a
510.28 FOIA Report Files. Documents relating to recurring reports and onetime information requirements relating to agency implementation of the FOIA, EXCLUDING annual reports to Congress. (Destroy when 2 years old.) GRS 14, Item 14



Administrative Appeals

 Requester Rights.

 Reasons to Appeal.

« How are Appeals Processed.

o Last of the Administrative Remedies.


Presenter
Presentation Notes
The FOIA provides the requester with the right to appeal to the head of the agency any adverse determination.  Mr. Pribble is the appellate authority.  5 U.S.C. § 552(6)(A)(i).  No statutory requirements for the language of an appeal.  Currently have 60 calendar days to file, likely to be 30 once the DoD reg is published.

Reasons:  Adverse determinations include denials of records in full or in part; "no records" responses; denials of requests for fee waivers; and denials of requests for expedited processing.

Processing:  
Provides an agency with an opportunity to review its initial action taken in response to a request to determine whether corrective steps are necessary.
20 working days to respond.
HQ requests the case file within 3 business days.  A good reason why an organized file should be kept.  If this is unrealistic, let us know.
Need legal opinion for the initial determination.  This is critical.  Your opinion is the basis for building the appeal determination.  Each of the requesters assertions should be addressed with case law noted.  If you believe that the initial determination can be reversed in whole or part provide the justification for reversal.  
If appealing lack of response, we ask where you are in the process and when you expect to complete the request.  We’ll contact the requester and see if they’ll agree to your expected completion date, and ask the requester to withdraw the appeal.  It is important to keep the requester informed of delays to avoid this type of appeal.  If the requester does not agree, a letter signed by DG will be sent explaining the status and expected completion.
Once the case file is at HQ, DGA begins the review process, weighing the appeal assertions, your opinion, any submitter concerns, with a eye towards openness and segregability.  A preliminary determination is made and the response letter prepared.
Depending on whether the initial determination is affirmed or reversed, the letters go into detail regarding the exemptions, citing case law, and provide a more detailed explanation regarding the type of information and why it was withheld.
Next stop is counsel’s office.  Another look is given by the attorney and depending on the complexity further discussions/research may be done.
The file is coordinated through the Deputy General Counsel and finally goes to the General Counsel (Appellate Authority) for signature.  By this stage we must have a solid case.

Last remedy:  Although failure to file an administrative appeal is not an absolute bar to judicial review, the Court of Appeals for the District of Columbia Circuit has held that exhaustion of the administrative appeal process is generally required before filing suit in federal court.

An administrative appeal decision upholding an adverse determination must inform the requester of the provisions for judicial review of that determination in the federal courts. 


FOIA Tools

 Reference materials:

— DOJ Guide, FOIA Post & Update, Hotline
http://www.justice.gov/oip/04 7.html
202-514-3642

— DoD Regulation and Hotline
http://www.dod.mil/pubs/foi/dfoipo/
703-696-3329

— DLA Regulation

— DLA FOIA Staff

— Other agencies



Presenter
Presentation Notes
We have updated the regulation and are in the process of it being approved and published.  Lew is public liaison.  We have designated counsel to assist us.

Many other agencies have very good FOIA web sites.  The list of all the FOIA Offices is found on the DOJ site (1st link).

http://www.justice.gov/oip/04_7.html
http://www.dod.mil/pubs/foi/dfoipo/
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' Privacy Act Overview

The Privacy Act of 1974 (5 U.S.C. 552a), Public
Law 93-579, was created In response to concerns
about how the use of computerized databases /

records impact an individuals’ privacy rights.
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Presentation Notes
THE PRIVACY ACT BALANCES THE GOVERNMENT’S NEED TO MAINTAIN INFORMATION ABOUT INDIVIDUALS WITH THE INDIVIDUAL’S RIGHT TO BE PROTECTED FROM UNWARRANTED INVASIONS OF THEIR PRIVACY.

The ACT ALSO  ESTABLISHES FAIR INFORMATION PRACTICES WHICH REGULATE HOW THE EXECUTIVE BRANCH OF THE FEDERAL GOVERNEMENT COLLECTS, MAINTAINS, USES, AND DISCLOSES PERSONALLY IDENTIFIABLE INFORMATION.



' Implementing Documents

The Privacy Act of 1974 (5 U.S.C. 552a), Public
Law 93-579

OMB Circular A-130, Management of Federal
Information Resources: and other OMB Memos

Department of Defense Privacy Program (DoD
Directive 5400.11 & DoD 5400.11-R)

DLA Privacy Program


Presenter
Presentation Notes
THE OMB GUIDANCE FROM 1975 IS STILL VERY RELAVENT after 35 years


Definitions

 Personal Information. Information about an
Individual that identifies, links, relates, or is
unique to, or describes him or her. Such
Information Is also known as personally identifiable
Information .

* Individual. Aliving person who is a U.S. citizen
or an alien lawfully admitted for permanent
residence.
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Presentation Notes
6 DEFINITIONS KEY TO UNDERSTANDING THE ACT.

PERSONAL INFORMATION. Your name along with  a social security number; age; marital status; race;  home/office phone numbers; other demographic, biometric, personnel, medical, and financial information, etc.  Such information is also known as personally identifiable information (i.e., information which can be used to distinguish or trace an individual’s identity, such as their name, social security number, date and place of birth, mother’s maiden name, biometric records, including any other personal information which is linked or linkable to a specified individual).   

INDIVIDUAL:  A LIVING PERSON WHO IS A U.S. CITIZEN OR AN ALIEN LAWFULLY ADMITTED FOR PERMANENT RESIDENCE. 

Corporations, partnerships, sole proprietorships, professional groups, businesses, whether incorporated or unincorporated, and other commercial entities are not “individuals” when acting in an entrepreneurial capacity with the Department of Defense, but are “individuals” when acting in a personal capacity (e.g., security clearances, entitlement to DoD privileges or benefits, etc.). 



Definitions

 System Manager. The DLA official responsible
for the operation and management of a system
of records.

« Record. Any item, collection, or grouping of
Information about an individual maintained by
DLA, whatever the storage media (paper,
electronic, etc.).
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SYSTEM MANAGER RESPONSIBILITIES INCLUDE:
1. 	Privacy Act Statements
SORN is accurate
Establish a PIA, if required
And other responsibilities.  

RECORD. INFORMATION   ABOUT AN INDIVIDUAL MAINTAINED BY DLA, WHATEVER THE STORAGE MEDIA (PAPER, ELECTRONIC, ETC.).
An individual’s education, financial transactions, medical history, criminal or employment history, and that contains his or her name, or the identifying number, symbol, or other identifying particular assigned to the individual, such as a finger or voice print, or a photograph.  Records can be Paper Records; Databases; Intra and Inter-Agency Data Sharing; Agency Records in any Format; Data Warehouses; Websites and Portals; New Technology (e.g., GIS, Wireless) 

The Privacy Act requirements do not apply to those records about individuals which are:  
(i)  Created and maintained primarily for an employee’s convenience (rolodex); 
(ii) Not subject to agency creation or retention requirements; and 
(iii) Not distributed to other agency employees for their official use. 



Definitions

o System of Records. A group of records under
the control of DLA from which personal
Information about an individual is retrieved by the
name of the individual.

* Routine Use. The disclosure of a record
OUTSIDE the DoD for a use that is compatible
with the purpose for which the information was
collected and maintained.
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SYSTEM OF RECORDS.  RECORDS MUST BE  UNDER THE CONTROL OF A DOD COMPONENT AND RETRIEVED BY THE NAME OF THE INDIVIDUAL, OR BY SOME OTHER IDENTIFYING NUMBER, SYMBOL, OR OTHER IDENTIFYING PARTICULAR.

ROUTINE USE.  THE DISCLOSURE OF A RECORD OUTSIDE OF DOD WITHOUT THE SUBJECT INDIVIDUAL’S CONSENT





Conditions of Disclosure

No agency shall disclose any record in a
system of records except pursuant to a written
request by, or with the prior written consent of,

the individual to whom the record pertains, . . .


Presenter
Presentation Notes
Section (b) -- CONDITIONS OF DISCLOSURE 



Conditions of Disclosure

... unless disclosure of the record would be

— 5U.S.C. §552a(b)(1) ("need to know" within agency)

— 5U.S.C. §552a(b)(2) (required FOIA disclosure)

— 5U.S.C. § 552a(b)(3) (routine uses)
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For one of the following 12 exceptions 

5 U.S.C. § 552a(b)(1) ("NEED TO KNOW" WITHIN AGENCY)
FOR THE PURPOSES OF DISCLOSING RECORDS, DOD IS CONSIDERED A SINGLE AGENCY.

For all other purposes, to include requests for access and amendment, denial of access, or amendment, appeals from denials, and record keeping, as relating to the release of records to non-DoD Agencies, each DoD Component is considered an agency within the meaning of the Privacy Act. 
Official Use. This term is used when officials and employees of a DoD Component have demonstrated a need for the use of any record or the information contained therein in the performance of their official duties, subject to DoD 5200.1-R . (From 5400.11-R)

5 U.S.C. § 552A(B)(2) (REQUIRED FOIA DISCLOSURE) REQUIRED TO BE DISCLOSED  UNDER THE FOIA.    EXAMPLE:  REQUEST FOR JODY’S POSITION, GRADE, AND SALARY. 

5 U.S.C. § 552A(B)(3) (ROUTINE USES)  PURSUANT TO AN ESTABLISHED ROUTINE USE.
COMPATIBILITY--According to OMB, the "compatibility" concept encompasses (1) functionally equivalent uses, and (2) other uses that are necessary and proper. 


Conditions of Disclosure

— 5U.S.C. § 552a(b)(4) (Bureau of the Census)

— 5 U.S.C. § 552a(b)(5) (statistical research)

— 5U.S.C. § 552a(b)(6) (NAR A)
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5 U.S.C. § 552A(B)(4) (BUREAU OF THE CENSUS) FOR PURPOSES OF PLANNING OR CARRYING OUT A CENSUS.
5 U.S.C. § 552A(B)(5) (STATISTICAL RESEARCH) A STATISTICAL RECORD IS ONE WHICH IS NOT USED IN MAKING INDIVIDUAL DETERMINATIONS.  DISCLOSED IN A FORM THAT IS NOT INDIVIDUALLY IDENTIFIABLE. 
To a recipient who has provided the agency with advance adequate written assurance that the record will be used solely as a statistical research or reporting record, and to ensure that they are used solely as statistical research, the record is to be transferred in a form that is not individually identifiable (i.e., the identity of the individual cannot be determined or deduced by combining various statistical records or by reference to public records or other available sources of information.) .  A statistical record is one which is not used in making individual determinations.
5 U.S.C. § 552A(B)(6) (N A R A)   TO THE NATIONAL ARCHIVES TO DETERMINE HISTORICAL VALUE OF A RECORD  
Records which are transferred to the Federal Records Center for safekeeping do not fall within this category-they are not disclosures under the Privacy Act.



Conditions of Disclosure

— 5 U.S.C. § 552a(b)(7) (law enforcement request)

— 5U.S.C. § 552a(b)(8) (health or safety of an individual)

— 5U.S.C. § 552a(b)(9) (Congress)
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5 U.S.C. § 552A(B)(7) (LAW ENFORCEMENT REQUEST) 
1.  ACTIVITY MUST BE AUTHORIZED BY LAW; 
2.  AGENCY HEAD MUST SUBMIT A WRITTEN REQUEST; AND 
3.  THE REQUEST MUST SPECIFY THE PARTICULAR RECORD DESIRED.

5 U.S.C. § 552A(B)(8) (HEALTH OR SAFETY OF AN INDIVIDUAL) 
1.  A SHOWING OF COMPELLING CIRCUMSTANCES AFFECTING THE HEALTH OR SAFETY OF AN INDIVIDUAL; 
2.  DISCLOSURE NOTIFICATION IS TRANSMITTED TO THE LAST KNOWN ADDRESS OF SUCH INDIVIDUAL. 

According to the OMB Guidelines, the individual about whom records are disclosed "need not necessarily be the individual whose health or safety is at peril; e.g., release of dental records on several individuals in order to identify an individual who was injured in an accident.“
  This provision permits disclosure when the time required to obtain the consent of the individual to whom the record pertains might result in a delay which could impair the health or safety of any individual, as in the release of medical records to a person undergoing emergency medical treatment. 
The individual to whom the records pertain need not be the individual whose health or safety is in peril


5 U.S.C. § 552A(B)(9) (CONGRESS ) TO EITHER HOUSE OF CONGRESS FOR A  MATTER WITHIN ITS JURISDICTION.   This does not authorize disclosure to members of Congress acting in their individual capacities, without the consent of the individual   


Conditions of Disclosure

_ 5U.S.C. § 552a(b)(10) (G A O)

— 5U.S.C. §552a(b)(11) (court order)

— 5U.S.C. §552a(b)(12) (Debt Collection Act)
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5 U.S.C. § 552A(B)(10) (G A O)  TO THE GAO IN THE COURSE OF ITS DUTIES.
5 U.S.C. § 552A(B)(11) (COURT ORDER)  PURSUANT TO THE ORDER OF A COURT OF COMPETENT JURISDICTION.  COMMENT:  A SUBPOENA DOES NOT QUALIFY UNDER THIS EXCEPTION UNLESS IT IS SPECIFICALLY APPROVED AND SIGNED BY A JUDGE OF A COURT OF COMPETENT JURISDICTION. REFER THEM TO THE 2010 PRIVACY OVERVIEW AND THE DOD PRIVACY ADVISORY OPINIONS. 
Can’t be signed by an attorney or a clerk of the court.
A court of competent jurisdiction exists where an agency is a proper party in a federal case, the court's personal jurisdiction over the agency presumably exists and thus court ordered discovery of the agency's records is clearly proper. 

5 U.S.C. § 552A(B)(12) (DEBT COLLECTION ACT) AUTHORIZES AGENCIES TO DISCLOSE BAD-DEBT INFORMATION TO CREDIT BUREAUS.  To a consumer reporting agency in accordance with the Debt Collection Act (31 U.S.C. 3711(e)).  
COMMENT: Before  doing so, agencies must complete a series of due process steps designed to validate the debt and to offer the individual an opportunity to repay it.  
Must have a routine use before disclosure.
Agency must validate claim  and inform the individual that the debt is overdue, that the agency intends to notify a consumer reporting agency, what information will be released, that the individual may seek a full explanation of the claim, dispute the claim and appeal the initial agency decision with respect to the claim.
Only the following information may be given to the consumer reporting agency:
Name, address, and SSN.
Amount, status and history of claim, and 
The agency or program under which the claim arose. 


Accounting of Disclosures

 An agency must keep accurate accounts of when and to
whom it has disclosed personal records, including

— Name and address of the person or agency to whom the
disclosure is made, and

— Date, nature and purpose of each disclosure.
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Section (c) -- DISCLOSURE ACCOUNTINGS:
(c)(1)  Keep accurate accounts of when and to whom records were disclosed (except those made under (b)(1) and FOIA) .
(c)(2)  Keep the accounting five years or the life of the record, whichever is longer.
(c)(3)  make the accounting available to the individual, except for disclosures made under (b)(7) to “a civil or criminal law enforcement activity" 
Most electronic SORNs maintain this within the system. 
GSA Form 3363, Privacy Act Information Disclosure Record 



Sample Disclosure Accounting

PRIVACY

ACT INFORMATION

DISCLOSURE RECORD

1. NAME OF INDIVIDUAL ON RECORD

Z EYSTEM NO.

3. SYSTEM MNAME

CATEGORY

NAME, ORGANIZATION AND ADDRESS INITIALS

OF PERSGNS
DaTE RECORD PURFOSE OF DISCLOSURE TO WHOM DISCLOSURE MADE oMAKIRG
& -5 8. 7. 8.
GENERAL SERVICES ADMINISTRATION

GSA roRm 3363 (6—-78)

45



Individual’s Right of Access

« DLA must, upon request, unless the record is
exempt from disclosure:

— Permit an individual to access any record pertaining to him or her
which is contained in the system of records (section (d)(1)).

— Permit the individual to be accompanied by a person of their
choosing (section (d)(1)).

— Permit the individual to obtain a copy of any such record in a
comprehensible form at a reasonable cost (section (d)(1)).
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(d)(1) – Access to Records --DLA must, upon request, unless the record is exempt from disclosure:
Individual’s may gain access to their records contained in the system of records (section (d)(1)).
Individual may be accompanied by a person of their choosing (section (d)(1)). 
Individual may obtain a copy of the record at a reasonable cost (section (d)(1)).
BEFORE PROVIDING ACCESS, DLA CAN
Identity Verification -- DLA can use certain minimum identifying data provided in your written request; however, when the information sought is of a sensitive nature, additional identifying data may be required.  Such as a Notarized signature or an unsworn declaration under penalty of perjury in accordance with 28 U.S.C. 1746. 
The requester provides a signed and dated statement that reads: 
Access to Medical Data -- If, in the judgment of the agency, the disclosure of medical information to the record's subject could have an adverse effect on the mental or physical health of the requesting individual or may result in harm to a third party, the agency shall: 
Send the record to a physician named by the individual; and
In the transmittal letter to the physician, explain why access by the individual without proper professional supervision could be harmful (unless it is obvious from the record).
The nature and circumstances of information may warrant special disclosure/access procedures.
If the individual refuses or fails to designate a physician, the record shall not be provided.  Such refusal of access is not considered a denial under the Privacy Act.  
If records are provided to the designated physician, but the physician declines or refuses to provide the records to the individual, DLA is under an affirmative duty to take action to deliver the records to the individual by whatever means deemed appropriate.  Such action should be taken expeditiously; especially if there has been a significant delay between the time the records were furnished the physician and the decision by the physician not to release the records. 


Individual’s Right of Access

« DLA must, upon request, unless the record is
exempt from disclosure:

— Permit the individual to request amendment of a record contained
In the system of records (section (d)(2)).

— Permit the individual to seek review of the denial to amend
(section (d)(3)).

— Permit the individual to file a statement of disagreement in the file
regarding the refusal to amend (section (d)(4)).

— An individual is not permitted access to any information compelled
In reasonable anticipation of a civil action or proceeding (section

(d)(5)).
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DLA must, upon request, unless the record is exempt from disclosure:
(SECTION (D)(2)) -- INDIVIDUAL CAN REQUEST AMENDMENT OF A RECORD . 
Amendments are not automatically permitted.  
Amendments are limited to correcting factual matters; not matters of official judgment, such as performance ratings, promotion potential, and job performance appraisals.  
Burden of proof  is on the individual to show record is not accurate, relevant, timely, and complete. 
Keeping an accurate accounting permits DLA to inform all previous recipients of the file that an amendment has been made to correct the file
TIMELINE: Acknowledge the amendment request within 10 days after receipt and advise the individual when to expect a decision on their request; and within 30 days either make the correction OR inform individual of the denial to amend.
(SECTION (D)(3)) -- INDIVIDUAL MAY SEEK REVIEW OF A DENIAL TO AMEND. 
(SECTION (D)(4)) -- INDIVIDUAL MAY FILE A STATEMENT OF DISAGREEMENT IN THE FILE REGARDING THE REFUSAL TO AMEND.
(SECTION (D)(5)) -- AN INDIVIDUAL IS NOT PERMITTED ACCESS TO ANY INFORMATION COMPILED IN REASONABLE ANTICIPATION OF A CIVIL ACTION OR PROCEEDING.  FOR MORE INFORMATION, REFER TO THE JUSTICE’S 2010 PRIVACY OVERVIEW.
Fees are for copying only; cannot charge for search or review.


Agency Requirements

e Maintain only information about an individual
that is relevant and necessary to accomplish a
legal purpose of the agency (section (e)(1)).

» Collect information to the greatest extent
practicable directly from the subject individual if
that information may have an adverse effect
upon that individual (section (e)(2)).
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SECTION (E) AGENCY REQUIREMENTS

(SECTION (E)(1)) – AGENCIES ARE TO MAINTAIN ONLY RELEVANT AND NECESSARY INFORMATION TO ACCOMPLISH A LEGAL PURPOSE OF THE AGENCY
(SECTION (E)(2)) -- COLLECT INFORMATION DIRECTLY FROM THE SUBJECT INDIVIDUAL WHEN PRACTICAL 



Agency Requirements

* Privacy Act Statements; required when collecting
Information from the individual to be maintained
In a “system of records.” (section (e)(3)).

Authority
Principal purpose(s)
Routine uses (to include DoD Blanket Routine Uses)

Disclosure (voluntary or mandatory); and the effects on the individual of
not providing the information.

DLA identifies the applicable SORN.

* Publish the existence and character of the
system of records (section (e)(4)) .
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(SECTION (E)(3)) -- PRIVACY ACT STATEMENTS 
Authority (Federal statute or E.O.)
Principal purpose(s)   (Internal DLA/DoD uses made of the data)
Routine uses  (Disclosures OUTSIDE of DoD)
Disclosure (voluntary or mandatory); and the effects on the individual of not providing the information.
DLA identifies the applicable SORN.
If requested, DLA must provide a copy the PAS to the individual. 
MANDATORY AS OPPOSED TO VOLUNTARY DISCLOSURES. DISCLOSURE IS MANDATORY ONLY WHEN  A PENALTY CAN BE IMPOSED ON THE INDIVIDUAL FOR FAILURE TO PROVIDE THE REQUESTED INFORMATION. CENSUS AND FILING TAXES ARE EXAMPLES.

(SECTION (E)(4)) -- PUBLISH THE EXISTENCE OF THE SYSTEM OF RECORD IN THE FEDERAL REGISTER FOR PUBLIC COMMENT
  


Agency Requirements

e Maintain all records about any individual with
such accuracy, relevance, timeliness, and
completeness as Is reasonably necessary to
assure fairness to the individual when making
any determination (section (e)(5)).

« Except for FOIA releases, make reasonable
efforts to assure that records are accurate,
complete, timely, and relevant for agency
purposes prior to disseminating any record
OUTSIDE of DoD (section (e)(6)).
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(SECTION (E)(5)) -- MAINTAIN ACCURATE, RELEVANT, TIMELY, AND COMPLETE RECORDS TO ASSURE FAIRNESS TO THE INDIVIDUAL 
2010 PRIVACY ACT OVERVIEW:  PERFECT RECORDS ARE NOT REQUIRED BY SUBSECTION (E)(5); INSTEAD, "REASONABLENESS" IS THE STANDARD.
(SECTION (E)(6)) -- PRIOR TO DISSEMINATING RECORDS OUTSIDE OF DLA (EXCEPT FOR DISCLOSURES MADE UNDER FOIA)  MAKE REASONABLE EFFORTS TO ASSURE THAT RECORDS ARE ACCURATE, COMPLETE, TIMELY, AND RELEVANT FOR AGENCY PURPOSES


Agency Requirements

« Maintain no record describing how any individual
exercises rights guaranteed by the First
Amendment (section (e)(7)).

 Make reasonable efforts to serve notice on an
iIndividual when any record is made available to
any person under court order when such
process becomes a matter of public record
(section (e)(8)).
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(SECTION (E)(7)) -- MAINTAIN NO RECORDS ON HOW AN INDIVIDUAL EXERCISES THEIR FIRST AMENDMENT RIGHTS (UNLESS EXPRESSLY AUTHORIZED BY STATUTE OR BY THE SUBJECT INDIVIDUAL)   
law "respecting an establishment of religion", impeding the free exercise of religion, infringing on the freedom of speech, infringing on the freedom of the press, interfering with the right to peaceably assemble or prohibiting the petitioning for a governmental redress of grievances
The CDC SORN actually collects religion NOTE: Any and all information relating to an individual's religious preference or religious activity is collected and maintained only if the individual has made an informed decision to voluntarily provide the information
(SECTION (E)(8)) -- MAKE REASONABLE EFFORTS TO SERVE NOTICE ON AN INDIVIDUAL WHEN ANY RECORD IS MADE AVAILABLE TO ANY PERSON UNDER COURT ORDER WHEN SUCH PROCESS BECOMES A MATTER OF PUBLIC RECORD
When a record is disclosed under compulsory legal process (e.g., pursuant to subsection (b)(11)), and the issuance of that order or subpoena is made public by the court or agency which issued it, agencies must make reasonable efforts to notify the individual to whom the record pertains. 

This may be accomplished by notifying the individual by mail at his or her last known address. The most recent address in the agency's records will suffice for this purpose and no separate address records are required. Upon being served with an order to disclose a record, the agency should endeavor to determine whether the issuance of the order is a matter of public record and, if it is not seek to be advised when it becomes public.  An accounting of the disclosure, pursuant to subsection (c)(1), is also required to be made at the time the agency compiles with the order or subpoena.




Agency Requirements

e Establish rules of conduct for persons involved In
the design, development, operation, or
maintenance of any system of records (section

(€)(9))-
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Directive 5400.11, Enclosure (3): 

DOD ESTABLISHED RULES OF CONDUCT, AND DLA INCORPORATED THEM INTO THE CERTIFICATION SIGNED BY DLA EMPLOYEES  UPON COMPLETION OF THE ANNUAL IA AWARENESS AND DOD PII TRAINING.   




Agency Requirements

e DoD Rules of Conduct for DoD Personnel
Shall:

— Take such actions, as considered appropriate, to ensure that any
personal information contained in a system of records, of which
they have access to and are using to conduct official business,
shall be protected so that the security and confidentiality of the
Information shall be preserved.

— Not disclose any personal information contained in any system of
records, except as authorized. Personnel willfully making such
disclosure when knowing that disclosure is prohibited are subject
to possible criminal penalties and/or administrative sanctions.

— Report any unauthorized disclosures of personal information from
a system of records or the maintenance of any system of records
that are not authorized to the applicable Privacy POC for his or
her DoD Component.
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DOD DIRECTIVE 5400.11, ENCLOSURE (3)

IF YOU HAVE ACCESS TO RECORDS CONTAINED IN A SYSTEM OF RECORDS, 
YOU SHALL SAFEGUARD THOSE RECORDS; 
YOU SHALL NOT DISCLOSE RECORDS TO THOSE WHO ARE NOT AUTHORIZED ACCESS; AND 
YOU SHALL REPORT ANY WRONGFUL DISCLOSURES OR THE MAINTENANCE OF AN UNPUBLISHED SYSTEM OF RECORDS.  


Agency Requirements

« DoD Rules of Conduct for Privacy System
Managers:

— Ensure that all personnel who either shall have access to the

system of records or who shall develop or supervise procedures
for handling records in the system of records shall be aware of
their responsibilities and are properly trained to safeguard
personal information being collected and maintained.

Prepare any required new, amended, or altered system notices for
and submit them to DGA for publication in the Federal Register.

Not maintain any official files on individuals, which are retrieved by
name or other personal identifier, without first ensuring that a
SORN has been published in the Federal Register. Any official
who willfully maintains a system of records without meeting the
publication requirements is subject to possible criminal penalties

and/or administrative sanctions. y
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DOD DIRECTIVE 5400.11, ENCLOSURE (3)

SYSTEM MANAGERS ARE RESPONSIBLE FOR 
ESTABLISH SAFEGUARDING PROCEDURES FOR INDIVIDUALS WHO HAVE ACCESS TO RECORDS;
PREPARE SORNs, and ensure they are kept accurate.; AND
MEET THE PUBLICATION REQUIREMENTS OF A SORN BEFORE COLLECTING PII. 



Agency Requirements

Establish appropriate administrative, technical,
and physical safeguards to insure the security,
confidentiality, and integrity of the records
(section (e)(10)).

Publish any new routine uses and/or new uses
of the data in a SORN in the Federal Register for
public comment (section (e)(11)).

Same as above except for Computer Matching
Agreements (section (e)(12)).
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(SECTION (E)(10)) --ESTABLISH ADMINISTRATIVE, TECHNICAL, AND PHYSICAL SAFEGUARDS
ADMINISTRATIVE SAFEGUARDS INCLUDE TRAINING, INSTRUCTION TO EMPLOYEES, AND POLICIES AND PROCEDURES. 
TECHNICAL SAFEGUARDS INCLUDE ACCESS CONTROLS BASED ON YOUR JOB, COMPUTER PASSWORDS, TIMING OUT OF SCREENS, AND ENCRYPTION.
PHYSICAL SAFEGUARDS INCLUDE SECURITY GUARDS AT BUILDING ENTRANCES, SCREENING OF VISITORS INTO YOUR AREA/OFFICE, LOCKS ON FILE CABINETS, DOOR LOCKS, AND APPROPRIATE PAPER SHREDDERS. 

(SECTION (E)(11)) --  PRIOR TO IMPLEMENTING ANY NEW ROUTINE USES / PURPOSES FOR RECORDS, PUBLISH THE REVISED SORN IN THE FR.
(SECTION (E)(12)) -- SAME AS ABOVE EXCEPT FOR COMPUTER MATCHING AGREEMENTS


Agency Rules

 Agency must promulgate rules to carry out the
requirements of the Privacy Act (section (f)).

— Rules must describe how an agency is complying with
the Act; and how an individual can exercise their
rights under the Act.
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Presentation Notes
(SECTION (F)) – DOD’S PRIVACY PROGRAM DOCUMENTS ARE DODD 5400.11 AND 5400.11-R.  DLA’S REG IS CURRENTLY BEING REVISED AND COORDINATED. 
(1) 	establish procedures whereby an individual can be notified in response to his request if any system of records named by the individual contains a record pertaining to him;
(2) 	define reasonable times, places, and requirements for identifying an individual who requests his record or information pertaining to him before the agency shall make the record or information available to the individual;
(3) 	establish procedures for the disclosure to an individual upon his request of his record or information pertaining to him, including special procedure, if deemed necessary, for the disclosure to an individual of medical records, including psychological records, pertaining to him;
(4) 	establish procedures for reviewing a request from an individual concerning the amendment of any record or information pertaining to the individual, for making a determination on the request, for an appeal within the agency of an initial adverse agency determination, and for whatever additional means may be necessary for each individual to be able to exercise fully his rights under this section; and
(5) 	establish fees to be charged, if any, to any individual for making copies of his record, excluding the cost of any search for and review of the record.



Penalties for Non-compliance

e Civil Remedies (section (q))

— The cost of actual damages suffered
($1000 minimum)

— Costs and reasonable attorney’s fees
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SECTION (G) CIVIL REMEDIES --  APPLY TO THE AGENCY NOT THE EMPLOYEE
THE PLAINTIFF MUST SHOW THAT:
There was a violation of the Privacy Act.
They suffered an adverse effect as a result of the violation.
The agency was a direct or proximate cause of the effect.
The violation was intentional and willful. 

ACTIONS FOR WHICH AN INDIVIDUAL CAN BRING A CIVIL SUIT IN FEDERAL DISTRICT COURT:
Refusal to grant access.
Refusal to amend or correct a record.
Failure to maintain records that are accurate, relevant, timely, and complete.
Failure to comply with any other provision of the Privacy Act.

All administrative remedies must be exhausted.
Suits may be filed in the plaintiff's home district, the district where the records are maintained, or the District of Columbia.
The statute of limitations is two years.
The Court may examine records in camera to determine whether the records or any portion thereof may be withheld under the specific exemptions of the Privacy Act.
In cases concerning failure to insure accuracy, completeness, timeliness, and relevance of records, or for any other violation of the Privacy Act, the court can also award actual damages of more than $1000.



Penalties for Non-compliance

 Criminal Penalties (section (i))

— Charge of a misdemeanor

— Maximum fine of $5,000
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SECTION (I) CRIMINAL PENALTIES - APPLY TO THE INDIVIDUAL EMPLOYEE  
Allows for fines up to $5000, plus court costs.  Circumstances:
If an  employee knowingly releases records improperly to a person or agency not entitled to receive it.
If an employee willfully maintains a Privacy Act system without publishing its existence in the Federal Register. 
If an employee willfully requests records under false pretenses.




Privacy Act Exemptions

 Agency head may exempt a system of records
from specific requirements of the Act.

« Two “self executing”; while the General and

Specific exemptions must be published in the
Federal Reqister.

— (¢)(3); self executing

— (d)(5); self executing

— General Exemptions: (j)(1) and (j)(2)

— Specific Exemptions: (k)(1) through (k)(7)
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NOTE:  All exemption rules must be first published in the Federal Register as a proposed rule for a 60-day public comment period; then again, as a final rule.  Not until the final rule is published are the records/SORN exempt.



Privacy Act Exemptions

* (J)(1) Exemption: Records maintained by the C | A.

* (J)(2) Exemption: Records maintained by an agency
which performs as its principal function any activity
pertaining to the enforcement of criminal laws.

* OSI, Air Force

e CID, Army

« NCIS, Navy

e DoD Inspector General
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DLA MAY NOT CLAIM THE (J)(2) EXEMPTION. 


Privacy Act Exemptions

(k)(1) Exemption: Information specifically
authorized to be classified under E.O. 12958, as
Implemented by DoD 5200.1-R.

(k)(2) Exemption: Investigatory material
compiled for law enforcement purposes, other
than material within the scope of (j)(2).

(k)(3) Exemption: Pertain to the protective
services to the President or other individuals
pursuant to section 3056 of Title 18.
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(K)(1) EXEMPTION: CLASSIFIED INFORMATION (E.O. 12958 / 13526, AS IMPLEMENTED BY DOD 5200.1-R).

(K)(2) EXEMPTION: INVESTIGATORY MATERIAL OUTSIDE OF THE SCOPE OF (J)(2). 

Provided, however, that if any individual is denied any right, privilege, or benefit that he would otherwise be entitled by Federal law, or for which he would otherwise be eligible, as a result of the maintenance of such material, such material shall be provided to such individual, except to the extent that the disclosure of such material would reveal the identity of a source who furnished information to the Government under an express promise that the identity of the source would be held in confidence, or, prior to the effective date of this section [September 27, 1975], under an implied promise that the identity of the source would be held in confidence.

(K)(3) EXEMPTION: PROTECTIVE SERVICES PROVIDED TO THE PRESIDENT OR OTHER INDIVIDUALS PURSUANT TO SECTION 3056 OF TITLE 18. 




Privacy Act Exemptions

e (k)(4) Exemption: Required by statute to be
maintained and used solely as statistical
records.

* (k)(5) Exemption: Investigatory material
compiled solely for the purpose of determining
suitability, eligibility, or qualifications for Federal
civiian employment, military service, Federal
contracts, or access to classified information.
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(K)(4) EXEMPTION:  REQUIRED BY STATUTE TO BE MAINTAINED AND USED SOLELY AS STATISTICAL RECORDS.
(K)(5) EXEMPTION:  INVESTIGATORY MATERIAL COMPILED SOLELY FOR THE PURPOSE OF DETERMINING SUITABILITY, ELIGIBILITY, OR QUALIFICATIONS FOR FEDERAL CIVILIAN EMPLOYMENT, MILITARY SERVICE, FEDERAL CONTRACTS, OR ACCESS TO CLASSIFIED INFORMATION.
BUT ONLY TO THE EXTENT THAT THE DISCLOSURE OF SUCH MATERIAL WOULD REVEAL THE IDENTITY OF A SOURCE WHO FURNISHED INFORMATION TO THE GOVERNMENT UNDER AN EXPRESS PROMISE THAT THE IDENTITY OF THE SOURCE WOULD BE HELD IN CONFIDENCE, OR, PRIOR TO THE EFFECTIVE DATE OF THIS SECTION [SEPTEMBER 27, 1975], UNDER AN IMPLIED PROMISE THAT THE IDENTITY OF THE SOURCE WOULD BE HELD IN CONFIDENCE.



Privacy Act Exemptions

e (k)(6) Exemption: Testing and examination
material.

e (k)(7) Exemption: Evaluation material used to
determine potential for promotion in the Armed
Services.
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(K)(6) EXEMPTION:  TESTING OR EXAMINATION MATERIAL USED SOLELY TO DETERMINE INDIVIDUAL QUALIFICATIONS FOR APPOINTMENT OR PROMOTION IN THE FEDERAL SERVICE THE DISCLOSURE OF WHICH WOULD COMPROMISE THE OBJECTIVITY OR FAIRNESS OF THE TESTING OR EXAMINATION PROCESS.
BUT ONLY TO THE EXTENT THAT THE DISCLOSURE OF SUCH MATERIAL WOULD REVEAL THE IDENTITY OF A SOURCE WHO FURNISHED INFORMATION TO THE GOVERNMENT UNDER AN EXPRESS PROMISE THAT THE IDENTITY OF THE SOURCE WOULD BE HELD IN CONFIDENCE, OR, PRIOR TO THE EFFECTIVE DATE OF THIS SECTION [9-25-75], UNDER AN IMPLIED PROMISE THAT THE IDENTITY OF THE SOURCE WOULD BE HELD IN CONFIDENCE. 
(K)(7) EXEMPTION:  EVALUATION MATERIAL USED TO DETERMINE POTENTIAL FOR PROMOTION IN THE ARMED SERVICES, 



Government Contractors

 When a DLA contract requires the operation or
maintenance of a system of records or requires
the performance of any activities associated with
maintaining a system of records, including the
collection, use, and dissemination of records, the
record system or the portion of the record
system affected are considered to be maintained
by DLA and are subject to the DoD Privacy
Program (section (m)).
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(SECTION (M)) -- WHEN A DLA CONTRACT REQUIRES THE OPERATION OR MAINTENANCE OF A  SYSTEM OF RECORDS [INCLUDes THE COLLECTION, USE, AND DISSEMINATION OF RECORDS] THE RECORD SYSTEM IS CONSIDERED TO BE MAINTAINED BY DLA AND IS SUBJECT TO THE DOD PRIVACY PROGRAM



Government Contractors

 DLA applies the requirements of the Privacy Act
to the contractor by placing the Federal
Acquisition Regulation (FAR) clauses (Part 24,
Protection of Privacy and Freedom of
Information) in the contract.

 The contractor and its employees are to be
considered employees of DLA for purposes of
the criminal provisions during the performance of

the contract.
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DOD 5400.11-R:  THE PROVISIONS OF THIS REGULATION SHALL BE APPLICABLE BY CONTRACT OR OTHER LEGALLY BINDING ACTION TO U.S. GOVERNMENT CONTRACTORS WHENEVER A DOD CONTRACT REQUIRES THE PERFORMANCE OF ANY ACTIVITIES ASSOCIATED WITH MAINTAINING A SYSTEM OF RECORDS, INCLUDING THE COLLECTION, USE, AND DISSEMINATION OF RECORDS ON BEHALF OF THE CONTRACTING DOD COMPONENT.  WHEN MAINTAINING A SYSTEM OF RECORDS OR A PORTION OF A SYSTEM OF RECORDS, CONTRACTORS AND THEIR EMPLOYEES SHALL BE CONSIDERED EMPLOYEES OF THE CONTRACTING DOD COMPONENT FOR PURPOSES OF THE CRIMINAL PENALTIES OF THE ACT.  



Disclosure of the SSN

Section 7 (not codified as part of the Act)

|t shall be unlawful for any Federal, State or local
government agency to deny to any individual any right,
benefit, or privilege provided by law because of such
Individual's refusal to disclose their SSN.

 Any Federal, State or local government agency which
requests an individual to disclose his social security
account number shall inform that individual whether that
disclosure is mandatory or voluntary, by what statutory or
other authority such number is solicited, and what uses
will be made of it.



Other DoD Requirements

« OMB Memo M-07-16, Safeguarding Against and
Responding to the Breach of Personally
|dentifiable Information; Reduce the Use of
Social Security Numbers.

— Eliminate Unnecessary Use.

— Explore Alternatives.

e OUSD(P&R) Directive-Type Memorandum 07-
015-USD(P&R) — “DoD Social Security Number
(SSN) Reduction Plan” dated March 28, 2008
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Eliminate Unnecessary Use. Agencies must review their use of social security numbers in agency systems and programs to identify instances in which collection or use of the social security number is superfluous. 
Explore Alternatives. Agencies must participate in government-wide efforts to explore alternatives to agency use of Social Security Numbers as a personal identifier for both Federal employees and in Federal programs (e.g., surveys, data calls, etc.). 
DOD's Electronic Data Interchange Personal Identifier (EDIPI) .  The EDIPI is a personal identifier code used internally by the DOD. The department assigns a nine-digit unique identifier to each new service member. The DOD identity cards display a 10-digit identity code, which consists of the EDIPI and an additional digit.
An Electronic Data Interchange Personal Identifier, or EDIPI, is a unique number assigned to a record in the United States Department of Defense's Defense Enrollment and Eligibility Reporting System (DEERS) database. A record in the DEERS database is a person plus personnel category (e.g. contractor, reservist, civilian, active duty, etc.). The Common Access Card (CAC), which is issued by the Department of Defense through DEERS, has an EDIPI on the card. A person with more than one personnel category is issued a CAC for each role. Separating the identities is done so that revocation of one role’s permission can be accomplished simply by commandeering the card and/or revoking the digital certificates without affecting the other roles.[citation needed]
The EDIPI is a ten-digit number located in the barcode on the front of the card, the barcode on the back of the card, and in the integrated circuit chip embedded in the card itself. The first 9 digits are assigned unique numbers with the 10th digit being a check digit for the identifier.
The EDIPI can be used as a unique person identifier. It is unique to a person not to the person's role.


Other DoD Requirements

« OSD(DA&M) memo “Safeguarding Against and
Responding to the Breach of Personally
|dentifiable Information” dated June 5, 2009.

— Privacy training is a prerequisite before an
employee or contractor is permitted access to DoD
Information / systems.

— Privacy training required annually.

— Employees / contractors annually sign a document
describing their responsibilities acknowledging their
understanding.
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ORIENTATION; SPECIALIZED; MGMT; AND SYSTEMS OF RECORDS (System mgr responsibility).

OMB MEMO M-07-16, SAFEGUARDING AGAINST AND RESPONDING TO THE BREACH OF PERSONALLY IDENTIFIABLE INFORMATION; PRIVACY TRAINING
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Implementation Challenges

1. Technologies’ Rapid Pace of Change
2. Timeliness of Guidance and Legislation

3. System Dependence on Unique
ldentifiers

4. Increased Demands for Appropriate
Sharing of PlI

5. Ensuring Contractor Compliance

|. Background Slides
A. ISPAB
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Technologies’ Rapid Pace of Change
Portable mass storage 
Ubiquitous storage in common work appliances (copiers, faxes, berries)
Web browser tracking -- cookies
Web 2.0
Cloud Computing
Timeliness of Guidance and Legislation
Age of OMB Privacy Act and Computer Matching Act Guidance
Age of Privacy Act
Do definitions still have currency?
“System of Records”
Routine Use
System Dependence on Unique Identifiers
SSN usage in Federal systems
SSN Reduction Plan
Biometrics – DLA’s involvement in Biometrics
Statistical concerns with Biometric measures – False Positives, False Negatives, 
Security of biometric sample storage
Due process for biometrics collected during arrests vs convictions – expungement?
Increased Demand for Appropriate Sharing of PII
Information Sharing Environment (ISE) – DoD’s participation and the Privacy Office’s role
Labeling of PII when shared with others – new “Controlled Unclassified Information” requirements

Background Slides contain information on the Information Security and Privacy Advisory Board and its recommendations.




Technologies’ Rapid Pace of Change

»Pll can be found anywhere:

* Portable mass storage
— thumb drives, portable HD’s, CDs

« Ubiquitous storage in common work appliances
— copiers, faxes, B-berries
»Internet behavior is easily tracked:

* Web browser tracking
— cookies, zero pixel gifs, flash cookies

»Social Media is complex -- Web 2.0
— Facebook, Twitter, YouTube

» Cloud Computing presents new Issues

— Gov't Cloud vs. Commercial Cloud
 Geolocation and Jurisdiction
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Web Browser Tracking
OMB Memorandum M-10-22, “Guidance for Online Use of Web Measurement and Customization Technologies,” June 25, 2010
Agency cannot use cookies, etc.:
to track user individual-level activity on the Internet outside of the website or application from which the technology originates;
to share the data obtained through such technologies, without the user’s explicit consent, with other departments or agencies;
to cross-reference, without the user’s explicit consent, any data gathered from web measurement and customization technologies against PII to determine individual-level online activity;
to collect PII without the user’s explicit consent in any fashion; or
Web 2.0
"Web 2.0 is fundamentally social, treating the individual as the center of the universe as opposed to groups or organizations, and then basing communication and information paths on social relationships between individuals.”  Stowe Boyd, DoD Web


#) Timeliness of Guidance and Legislation

e |s OMB Guidance too old?

— Privacy Act — published 1975 (40 FR 28948)

— Computer Matching Act — published 1989 (54 FR
25818)

e |s Privacy Act still current? (Sep. 29, 1975)

— Passed in response to:
« abuse of Executive power, surveillance, wrongful disclosures
 Amended by Computer Matching Act of 1988

— Do definitions still have currency?
« “System of Records”
* Routine Use
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Age of Guidance
Guidance written at time when computers were mainly large mainframes and databases were all centralized.
Computer Matching Act guidance written pre-Internet explosion.  Still applies but only for inter-agency debt collection, eligibility determinations, and entitlement calculations.
Age of Privacy Act
The IRS-acting at the behest of the White House - monitored the tax records and political activities of 3,000 groups and 8,000 individuals between 1969 and 1973. The groups monitored included the Urban League, Americans for Democratic Action, the National Student Association, the Unitarian Society and the National Council of Churches.
From 1956-1971, the FBI's secret surveillance and disruption of organizations which the FBI considered to be, a threat. These organizations included the Urban League, the Southern Christian Leadership Conference, the Congress on Racial Equality and other politically active groups.
Griswold v. Connecticut, 381 U.S. 479, 483 (U.S. 1965)
Purpose of Privacy Act, from Legislative History:
[The Privacy Act] is designed to prevent the kind of illegal, unwise, over-broad, investigation and record surveillance of law-abiding citizens which has resulted in recent years from actions of some over-zealous investigators, from the curiosity of some government administrators, and from the wrongful disclosure and use of personal files held by Federal agencies. It is to prevent the secret gathering of information or the creation of secret information systems or data banks on Americans by employees of the departments and agencies of the Executive branch.
Routine Use:
From Legislative History:
Original Intent -- No determination may be made through routine use disclosure
The compromise definition should serve as a caution to agencies to think out in advance what uses it will make of information. This act is not intended to impose undue burdens on the transfer of information to the Treasury Department to complete payroll checks, the receipt of information by the Social Security Administration to complete quarterly posting of accounts, or other such housekeeping measures and necessarily frequent interagency or intra-agency transfers of information. It is, however, intended to discourage the unnecessary exchange of information to another person or to agencies who may not be as sensitive to the collecting agency's reasons for using and interpreting the material.



£y System Dependence on Unique ldentifiers

» |IT Systems need unique ID’s

— SSN usage in DoD systems governed by SSN
Reduction Plan

e DoD Directive-Type Memorandum, 07-015-USD(P&R)
“DoD Social Security Number Reduction Plan”

« Several requirements for continued collection of SSNs
» Truncated SSN'’s included

e DLA Forms and J-6 Effort

» Biometrics seen as one option
*DLA’s involvement in Biometrics

— DLA's Defense Standardization Program Office

e The DoD Electronic Biometric Transmission
Specification — Sept. 2008

— Privacy Issues with Biometrics Include:
 Statistical concerns
e Due process for biometrics
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SSN Reduction -- DoD Directive-Type Memorandum 07-015-USD(P&R) “DoD Social Security Number Reduction Plan” 
At every juncture, question why we’re collecting the SSN
Review use of SSNs and justifications
Review existing and new forms
Submit annual report with FISMA report
Crosscheck system inventories and systems of records notices
Biometrics
DLA’s Defense Standardization Program Office 
The DoD Electronic Biometric Transmission Specification – Sept. 2008
Statistical Concerns with Biometric measures – False Positives, False Negatives, improving accuracy rates.
Biometrics fail badly – if a biometric is compromised it can not be replaced.
Due process for biometrics
FBI program has formal expungement process
Army’s CID program states, “[e]rroneous records may be expunged or corrected by request to Headquarters USACIDC or the Army Board of Correction of Military Records.”




Increased Demand for Sharing of PII

> “Debt collection” drove demand in 1990’s
> “Terrorism Information” drives demand now.

» Information Sharing Environment (ISE) —

— “Intelligence Reform and Terrorism Prevention
Act of 2004,” Pub.L.108-458, Dec. 17, 2004

— DoD is participant in ISE

— Defense Privacy Office Director is DoD’s Privacy
and Civil Liberties Officer (42 USC § 2000ee-1).

— DoD’s ISE Privacy Framework is being developed.

* Privacy Framework sets forth how ISE will function in
compliance with Fair Information Practice Principles
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Information Sharing Environment (ISE) created by “Intelligence Reform and Terrorism Prevention Act of 2004,” Pub.L.108–458, Dec. 17, 2004
SEC. 1016. INFORMATION SHARING
(2) INFORMATION SHARING ENVIRONMENT; ISE.—The terms ‘‘information sharing environment’’ and ‘‘ISE’’ mean an approach that facilitates the sharing of terrorism information, which approach may include any methods determined necessary and appropriate for carrying out this section.
“Terrorism Information” – is defined in same section
INFORMATION SHARING ENVIRONMENT.— (1) ESTABLISHMENT.—The President shall— 
create an information sharing environment for the sharing of terrorism information in a manner consistent with national security and with applicable legal standards relating to privacy and civil liberties;
Definition of “Terrorism Information” expanded by the “IMPLEMENTING RECOMMENDATIONS OF THE 9/11 COMMISSION ACT OF 2007, “  Pub.L.110–53, Aug. 3, 2007, Sec. 504.
FIPPs -- (1) Notice/Awareness; (2) Choice/Consent; (3) Access/Participation; (4) Integrity/Security; and (5) Enforcement/Redress.


Sharing and the Labeling of PII

» Labeling of Pll when shared with others
within the ISE must use new “Controlled
Unclassified Information” labeling
framework.

— Presidential Memorandum (May 9, 2008)

— DOJ & DHS Co-Chaired Task Force on Controlled
Unclassified Information — Report to President
(Aug. 25, 2009)

— DoD Implementation:
 DoD 5200. 1-R, “Information Security Program”

« DTM 08-027 — “ Security of Unclassified DoD Information
on Non-DoD Information Systems,” September 16, 2010
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Presidential Memorandum For The Heads Of Executive Departments And Agencies, “SUBJECT: Designation and Sharing of Controlled Unclassified Information (CUI),” May 9, 2008 (http://georgewbush-whitehouse.archives.gov/news/releases/2008/05/20080509-6.html)
“All departments and agencies shall apply the CUI Framework, … for the designation, marking, safeguarding, and dissemination of any CUI terrorism-related information within the ISE that originates in departments and agencies, regardless of the medium used for its display, storage, or transmittal.”
DOJ/DHS Task Force Report contained 40 recommendations on CUI and Information Sharing.  NARA made Exec Agent.
DoD 5200. 1-R, “Information Security Program,” January 14, 1997, Attachment 3.
Directive-Type Memorandum (DTM) 08-027, Attachment 2, Section 2.d. Encrypt all information that has been identified as controlled unclassified information (CUI) when it is stored on mobile computing devices such as laptops and personal digital assistants, or removable storage media such as thumb drives and compact disks, using the best available encryption technology.


Contractor Co

» For contracts involving o
“system of records,”

mpliance

neration of a

— Contractors “shall be considered to be an

employee of an agency.” --

5 U.S.C. § 552a(m)(1)

» The FAR and DFARS refer to parts &
clauses implementing requirement:

— FAR Part 24.1

e Clauses 52.224-1, 52.224-2

— FAR Part 39.1

o Especially Part 39.105, “Privacy.”
— DFARS Subparts 224.1 and 239.71
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5 U.S.C. § 552a(m)(1) -- "When an agency provides by a contract for the operation by or on behalf of the agency of a system of records to accomplish an agency function, the agency shall, consistent with its authority, cause the requirements of this section to be applied to such system. For purposes of subsection (i) of this section any such contractor and any employee of such contractor, if such contract is agreed to on or after the effective date of this section [9-27-75], shall be considered to be an employee of an agency.“


BACKGROUND



Information Security & Privacy Advisory Board

 |ISPAB reviewed Privacy Act and associated Gov’t

Privacy Policies/Practices — believes improvements
need to be made. Recommends:

— Amendments to the Privacy Act of 1974 and Section 208 of the
E-Government Act of 2002.

— Improvements to Government leadership on privacy.
— Other necessary changes to privacy policy.
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E-Government Act of 2002 (Pub. L. 107-347), Title III, the Federal Information Security Management Act of 2002, Section 21 of the National Institute of Standards and Technology Act (15 U.S.C. 278g-4) the Board's charter was amended.
Duties of ISPAB include:
To identify emerging managerial, technical, administrative, and physical safeguard issues relative to information security and privacy.
ISPAB recommendations:
Amendments to Privacy Act and E-Gov Act:
Improve Government privacy notices;
Update the definition of System of Records to cover relational and distributed systems based on government use, not holding, of records.
Clearly cover commercial data sources under both the Privacy Act and the E-Government Act.
Gov’t Leadership Improvements:
OMB should hire a fulltime Chief Privacy Officer with resources.
Privacy Act Guidance from OMB must be regularly updated.
Chief Privacy Officers should be hired at all “CFO agencies.”
A Chief Privacy Officers’ Council should be developed.
Other changes:
OMB should update the federal government’s cookie policy.
OMB should issue privacy guidance on agency use of location information.
OMB should work with US CERT to create interagency information on data loss across the government
There should be public reporting on use of Social Security Numbers
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Break time!
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Exemption 4

 Protects Release of:
— Trade secrets

— Commercial or Financial Information
* Obtained from a person.
 Privileged or confidential.


Presenter
Presentation Notes
Trade secret is a secret, commercially valuable plan, formula, process, or device that is used for the making, preparing, compounding, or processing of trade commodities and that can be said to be the end product of either innovation or substantial effort.
(manufacturing descriptions, product formulas, software, etc.)

Commercial or Financial Information:  related to or dealing with business or commerce.

When talking about obtained from a person, most entities are considered a person, except for the U.S. Govt.  Includes individuals, partnerships, corporations, state and foreign governments.

Whether privileged or confidential, the focus is whether confidential.  Privileged refers to the general civil discovery privileges.

Commercial or financial matter is "confidential" for purposes of the exemption if disclosure of the information is likely to have either of the following effects: (1) to impair the Government's ability to obtain necessary information in the future; or (2) to cause substantial harm to the competitive position of the person from whom the information was obtained. 


Voluntary or Required

e Critical Mass

(Critical Mass Energy Project v. NRC, 975 F.2d 871
(D.C. Cir. 1992))

— Voluntarily submitted
* Did agency exercise authority

 National Parks

(Nat’l Parks & Conservation Ass'n v. Morton, 498 F.2d 765
(D.C. Cir. 1974))

— Required
e Impairment prong

o Competitive harm prong
— EO 12600


Presenter
Presentation Notes
After determining that the information meets B4 threshold of being obtained from a person and that it is commercial or financial, there are two standards under which you begin to determine whether the information submitted is entitled to protection as confidential under B4, called Critical Mass and National Parks.  DLA determines whether the information was voluntary or required.

Did agency possesses legal authority to require information and was it exercised. If the authority was not exercised, per Critical Mass the information was submitted voluntarily and such information is categorically protected provided it is not "customarily" disclosed to the public by the submitter. Rather than examining the nature of a submitter's participation in an activity, agencies are advised to focus on whether submission of the information at issue was required for those who chose to participate.  (i.e., bids are required as part of the federal procurement process.)

If the information was required than its confidential status is governed by National Parks.  National Parks has two tests:  Impairment and Competitive Harm Prongs.

Protection under the impairment prong traditionally has been denied when it is determined that disclosure will not diminish the flow of information to the agency -- for example, the benefits associated with submission of particular information make it unlikely that the agency's ability to obtain future such submissions would be impaired (i.e., contracting).  The impairment prong of National Parks now typically applies to those more limited situations in which information is required to be provided, but where disclosure of that information under the FOIA will result in a decrease of the "reliability" or "quality" of what is submitted.

Information is confidential under the competitive harm prong if disclosure is likely to cause substantial harm to the competitive position of the person from whom the information was obtained.   Must show actual competition and likelihood of competitive harm. Considered on a case-by-case basis. 

Must follow the requirements of EO 12600.


EO 12600

* Requires federal agencies to establish
certain predisclosure notification
procedures which will assist agencies in
developing adequate administrative
records.

— Submitters of confidential commercial
Information.

— Notify requester


Presenter
Presentation Notes
We are required to complete a submitter notice whenever the agency determines that it may be required to disclose the requested data.  

Submitter notice is not required when the records were previously released in an authorized manner or the record is protected under B3, 10 USC 2305(g) as long as the proposal is not incorporated into the contact either as an attachment or by reference.

Per DOJ Guide, agencies are best advised to continue both the practice of (1) notifying all submitters of contract price information that their information may be released in order to obtain any objections to disclosure and (2) to then carefully conduct a thorough competitive harm analysis on a case-by-case basis, ensuring that we have a sufficient administrative record on which to base and support the decisions.

Inform the requester that submitter notice must be completed.




Submitter Notice

o |etter includes:
— Identifies requester and records requested
— Factors to consider
— National Parks
— Reasonable period of time to respond
— Contact information
— FOIA case number
— Copy of records
— Submitter Notice Instructions



Presenter
Presentation Notes
Don’t provide a copy of the request but state the requester and the records sought.  

Some factors for submitters to describe:  (1) the general treatment of this information (confidential v. public); (2) the type and degree of risk to your competitiveness that release could cause; and (3) the length of time the information is kept confidential and why.

Submitters are given a reasonable period of time within which to object to disclosure of any of the requested material.  Base your deadline on the complexity and volume of the records.  If the submitter requests an extension, typically grant a one week but of course its up to you.

Send the submitter a clean copy of the records – do not provide suggested redactions.  Let them tell us what they want withheld.

Tell the requester that we consider the information to be required and are applying the National Parks standards.

A copy of the submitter notice instructions is in your binder.


Submitter Notice

 Review the response
— Has the submitter objected to release
— Objection adequately supported
— No response received

 Document your review and determination

— Competitive harm analysis
o Case-by-case
— Reasonable segregation

— Cannot withhold information created by the
Federal Government


Presenter
Presentation Notes
Consultation with the submitter is appropriate as one step in the evaluation process, but is not sufficient to satisfy an agency‘s FOIA obligations.   Consequently, an agency is required to determine for itself whether the information in question should be disclosed.  This determination is made on a case-by-case basis, dependent on your evaluation of the SME and submitter response.

Did the submitter adequately explain the treatment of the information or were common/standard answers provided.  Should not accept blanket statements.  Statements like “all information was submitted in confidence  and must be denied” are not adequate. The requester should detail why release of this particular pricing would cause competitive harm (i.e., narrow competition, common knowledge of pricing variables in industry, etc.).

Many courts have held that if the information sought to be protected is itself publicly available through other sources, disclosure under the FOIA will not cause competitive harm and Exemption 4 is not applicable. (Google!)

When a quick phone call could clear up a disagreement you can contact the submitter and explain, i.e,;   
The submitter redacted total award, which is releasable.  
The submitter marked Federal govt info for withholding.

A quick call could clear these up. 

Document any contact with the submitter and your analysis.



Intent to Release

o Submitter objections not sustained
— Notify requester of intent to release

— Provide reason for release
 Use case law

» Close letter with rights
— Reverse FOIA


Presenter
Presentation Notes
If the submitter's objection is not sustained by the agency, the submitter must be notified in writing of your intent to release.  You must provide a reasonable number of days prior to a specified disclosure date, which gives the submitter an opportunity to seek judicial relief (usually 10 working days from the date of the letter).

In your intent to release letter (signed by IDA) briefly describe your reasons, i.e.,:
Already in public domain
Age of information
Total award releasable (Federal Procurement Data System, DIBBS/BSM, FAR requirements)

No response is considered to be no objection to release.  

The letter should state that if the requester disagrees with this determination, they have the right to file suit in Federal court.  This is called a reverse FOIA.

Send the letter to the submitter in the fastest means.


Unit Prices

e Definition:
Specified amounts to be paid by the
government per item for goods or services

e Burden of Proof
— Submitter

e Release of Unit Price


Presenter
Presentation Notes
The submitter being the opponent of disclosure -- not the requester -- bears the burden of proving whether substantial competitive harm is likely to result.

Release of unit price depends on whether (1) disclosure of unit prices would lead directly to the precise calculation of specific proprietary information and (2) revelation of that information would cause substantial harm to the submitter. Only upon such an assessment can it properly be determined whether unit prices should be disclosed under the FOIA in a given case.

Types of commercial financial information typically protected:

as a company's assets, liabilities, and net worth;
a company's actual costs, break-even calculations, profits and profit rates;
data describing a company's workforce that would reveal labor costs, profit margins, and competitive vulnerability;
a company's selling prices, purchase activity and freight charges;
market share, type of product, and volume of sales;
Future products, proprietary technical information, pricing strategy, and subcontractor information," and similar data; 

In the absence of a per se rule, the set of facts in each case must be evaluated independently to determine whether the particular information at issue would cause substantial competitive harm if it were released.



Unit Prices

* Federal Acquisition Regulation (FAR)
— 15.506 Postaward debriefing of offerors.
— Subpart 24.2—Freedom of Information Act


Presenter
Presentation Notes
In arguments regarding the FAR's disclosure requirements the court determined that the "unmistakable meaning" of the FAR provisions was that unit price information could be disclosed "only insofar as it" is not otherwise exempt from disclosure. 


15.506  Postaward debriefing of offerors. 
(e) The debriefing shall not include point-by-point comparisons of the debriefed offeror’s proposal with those of other offerors. Moreover, the debriefing shall not reveal any information prohibited from disclosure by 24.202 or exempt from release under the Freedom of Information Act including— 
(1) Trade secrets; 
(2) Privileged or confidential manufacturing processes and techniques; 
(3) Commercial and financial information that is privileged or confidential, including cost breakdowns, profit, indirect cost rates, and similar information; and 
(4) The names of individuals providing reference information about an offeror’s past performance. 

Subpart 24.202—FOIA  Prohibitions. 
(a) A proposal in the possession or control of the Government, submitted in response to a competitive solicitation, shall not be made available to any person under the Freedom of Information Act. This prohibition does not apply to a proposal, or any part of a proposal, that is set forth or incorporated by reference in a contract between the Government and the contractor that submitted the proposal. (See 10 U.S.C. 2305(g) and 41 U.S.C. 253b(m).) 
(b) No agency shall disclose any information obtained pursuant to 15.403-3(b) that is exempt from disclosure under the Freedom of Information Act. (See 10 U.S.C. 2306a(d)(2)(C) and 41 U.S.C. 254b(d)(2)(C).) 
(c) A dispute resolution communication that is between a neutral person and a party to alternative dispute resolution proceedings, and that may not be disclosed under 5 U.S.C. 574, is exempt from disclosure under the Freedom of Information Act (5 U.S.C. 552(b)(3)). 



Unit Prices

— Reverse FOIAs

« Withheld

— McDonnell Douglas Corp. v. NASA , 180 F.3d 303
(D.C.C. 1999)

— McDonnell Douglas Corp v. USAF, 375 F.3d 1182 (D.C.C.
2004)
* Released

— Boeing Co. v. U.S. Department of the Air Force, 616 F
Supp 2d 40, 2009 U.S. Dist.

— Pacific Architects and Engineers Inc., v. US Dept of
State, 906 F.2d 1345 (1990)

— Martin Marietta Corp. v. John H. Dalton, 974 F. Supp. at
37 (1997)


Presenter
Presentation Notes
McDonnell Douglas v. NASA:  release of unit prices would allow commercial customers to bargain down prices and help competitors to underbid it.
McDonnell Douglas v. USAF:  Of the three categories of unit prices in question, Courts ruled to release over and above prices, but withhold option year prices and vendor prices. 

Boeing v. USAF: The court found that the submitter had not met its burden of showing a likelihood of substantial competitive harm for three reasons. 
the submitter had provided insufficient support in the administrative record for its contention that the labor rates would harm the submitter's competitive position by allowing competitors to extrapolate future rates and thereby underbid it.  
the submitter had not provided evidence showing precisely how release would cause it harm in light of the Air Force’s showing that labor rates do not fluctuate in any discernable pattern so that past labor rates are not accurate predictors of future labor rates.   
the submitter's agreement to release of similar data for the period from 1996 to 1999 contradicted its argument that the disclosure of labor rates for later years would allow its competitors to underbid it.
Pacific Architects:  State Dept determined that the unit price rates were not protectable on under B4 because release would not cause competitive harm due to the number of variables that went into determining these rates.  Upon review of the State Dept’s record of its proceedings the court ruled in favor of the State Dept.
Martin Marietta:  The court rejected the submitter's contention that disclosure would enable its competitors to predict its costs and profit margin, significantly enhancing their ability to underbid. The court upheld the agency's decision to release the information because the submitter had "simply failed to demonstrate" how it would be competitively harmed by the information's disclosure. 
See FOIA Post Treatment of Unit prices and copies of these cases in your binder.
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Exemption 5: “inter-agency or intra-agency
memorandums or letters which
would not be available by law to a
party other than an agency in
litigation with the agency;”

Lew Oleinick
October 26, 2010
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Outline

What types of records are covered?
What is Exemption 5 intended to protect?
Purpose of Exemption 5

Recognized privileges for Exemption 5

Implications of President Obama's FOIA
Memorandum and Attorney General
Holder's FOIA Guidelines and Proactive
Disclosure


Presenter
Presentation Notes
Contours of privileges are determined by reference to what is protected in civil discovery. Burka v. HHS, 87 F.3d. 508, 517 (D.C. Cir. 1996). Applicable only to "well-settled" or "well-recognized“ privileges.
The three primary, most frequently invoked privileges that have been held to be incorporated into Exemption 5 are the deliberative process privilege (referred to by some courts as "executive privilege”), the attorney work-product privilege, and the attorney-client privilege.



Exemption 5 Coverage

* Inter or intra agency records

* Records “normally privileged in the context
of civil discovery”

* “To qualify, a document must thus satisfy
two conditions:

— Its source must be a Government agency, and

— It must fall within the ambit of a privilege
against discovery under judicial standards
that would govern litigation against the

agency that holds it.1”

1. DOI y Klamath Water Lisers Protective Ass'n, 532 U.S. 1, 8-9 (U.S. 2001)
= bOﬂ'STHTth est



Presenter
Presentation Notes
Inter or intra –agency --  records which are sent within an agency or sent from one agency to another agency and which are "normally privileged in the context of civil discovery." NLRB v. Sears, Roebuck & Co., 421 U. S. 132, 149 (1975); FTC v. Grolier Inc., 462 U.S.  19, 26 (1983); Martin v. Office of Special Counsel, 819 F.2d 1181, 1184 (D.C. Cir. 1987).
Inter / Intra agency Records
Are records from “consultants” included in the category of inter or intra –agency records?  The answer is “it depends” on their role and relationship to the agency.  
"Consultant test" implicitly accepted by Supreme Court when applied to records from a non-agency consultant who "does not represent an interest of its own, or the interest of any other client, when it advises the agency."  See Dep’t of the Interior v. Klamath Water Users Protective Ass'n, 532 U.S. 1, 11 (2001).
Privileged
What is “normally privileged?” -- In the FOIA context, the Supreme Court has held that the standard to be employed is whether the documents would "routinely be disclosed" in civil litigation. See Weber Aircraft, 465 U.S. at 799; see Grolier, 462 U.S. at 26.
Although originally it was "not clear that Exemption 5 was intended to incorporate every privilege known to civil discovery,"5 the Supreme Court subsequently made it clear that the coverage of Exemption 5 is quite broad, encompassing both statutory privileges and those commonly recognized by case law, and that it is not limited to those privileges explicitly mentioned in its legislative history.6 See Note from 2009 DOJ FOIA Guide, pp. 357-358�

5 Fed. Open Mkt. Comm. v. Merrill, 443 U.S. 340, 354 (1979).
6 See U.S. v. Weber Aircraft Corp., 465 U.S. 792, 800 (1984); see also Burka v. HHS, 87 F.3d 508, 516 (D.C. Cir. 1996) (noting that FOIA "incorporates . . . generally recognized civil discovery protections").


Inter or intra –agency --  records which are sent within an agency or sent from one agency to another agency and which are "normally privileged in the context of civil discovery." NLRB v. Sears, Roebuck & Co., 421 U. S. 132, 149 (1975); FTC v. Grolier Inc., 462 U.S.  19, 26 (1983); Martin v. Office of Special Counsel, 819 F.2d 1181, 1184 (D.C. Cir. 1987).
Are records from “consultants” included in the category of inter or intra –agency records?  The answer is “it depends” on their role and relationship to the agency.  
"Consultant test" implicitly accepted by Supreme Court when applied to records from a non-agency consultant who "does not represent an interest of its own, or the interest of any other client, when it advises the agency."  See Dep’t of the Interior v. Klamath Water Users Protective Ass'n, 532 U.S. 1, 11 (2001).
 See Note from 2009 DOJ FOIA Guide, pp. 357-358:
Although originally it was "not clear that Exemption 5 was intended to incorporate every privilege known to civil discovery,"5 the Supreme Court subsequently made it clear that the coverage of Exemption 5 is quite broad, encompassing both statutory privileges and those commonly recognized by case law, and that it is not limited to those privileges explicitly mentioned in its legislative history.6

5 Fed. Open Mkt. Comm. v. Merrill, 443 U.S. 340, 354 (1979).
6 See U.S. v. Weber Aircraft Corp., 465 U.S. 792, 800 (1984); see also Burka v. HHS, 87 F.3d 508, 516 (D.C. Cir. 1996) (noting that FOIA "incorporates . . . generally recognized civil discovery protections").


Purpose of Exemption 5

e t0 encourage open, frank discussions on
matters of policy between subordinates
and superiors;

e 10 protect against premature disclosure of
proposed policies before they are finally
adopted,;

e protect against public confusion that might
result from disclosure of reasons and
rationales that were not in fact ultimately
the grounds for an agency action.


Presenter
Presentation Notes
Purpose of Exemption 5 – From Russell v. Dep't of the Air Force, 682 F.2d 1045, 1048 (D.C. Cir. 1982).

NLRB v. Sears, Roebuck & Co., 421 U. S. 132, 149 (1975)

A predecisional document loses its status if a final decisionmaker "chooses expressly to adopt or incorporate [it] by reference." NLRB v. Sears, Roebuck & Co., 421 U. S. at 161 (1975)




Common privileges for Exemption 5

e Deliberative process
e Attorney work product
o Attorney-client



Deliberative Process

e Question to ask: What Is the status of the
record?

— Two-part test: pre-decisional? deliberative?

— Burden is upon agency to show record
satisfies both parts of test.

* Deliberative portions protected.

— analysis, evaluations, recommendations,
advice

— but see Tax Analysts v. IRS, 117 F. 3d 607,
617 (D.C. Cir. 1997).

* Factual portions generally not protected



Presenter
Presentation Notes
Two-Part Test
The communication must be pre-decisional, i.e., “antecedent to the adoption of an agency policy.” See Jordan, 591 F.2d at 774 
Second, the communication must be deliberative, i.e., "a direct part of the deliberative process in that it makes recommendations or expresses opinions on legal or policy matters.” See Vaughn v. Rosen, 523 F.2d 1136, 1143-44 (D.C. Cir. 1975)

The burden is upon the agency to show that the information in question satisfies both requirements. See Coastal States, 617 F.2d at 866

Factual portions generally not protected since they are available in civil discovery, EPA v. Mink, 410 US. 73, 87-88 (1973), because their disclosure is not considered to threaten an agency's consultive process. Montrose Chem. Corp. v. Train, 491 F.2d 63, 66 (D.C. Cir. 1974) .

Note regarding legal memoranda – [T]he D.C. Circuit has stated that Field Service Advice memoranda ("FSAs") issued by the IRS's Office of Chief Counsel are not pre-decisional documents, because they constitute “statements of an agency's legal position.” The court reached this conclusion even though the opinions were found to be "nonbinding" on the ultimate decision-makers.  [M]erely because agency legal opinions were "nominally non-binding is no reason for treating them as something other than considered statements of the agency's legal position." Tax Analysts v. IRS, 117 F. 3d 607, 617 (D.C. Cir. 1997).

Finally, even if a document is clearly protected from disclosure by the deliberative process privilege, it may lose this protection if a final decision-maker "chooses expressly to adopt or incorporate [it] by reference.“ See Sears, 421 U.S. at 161

Am. Soc'y of Pension Actuaries v. IRS, 746 F. Supp. 188, 192 (D.D.C. 1990) (ordering disclosure after finding that IRS's budget assumptions and calculations were "relied upon by government" in making final estimate for President's budget).




Attorney Work-Product

e “reasonable anticipation of litigation”
— although specific claim need not be identified

e Covers: civil, administrative, and criminal
proceedings.

— Caveats

e Documents not originally prepared in anticipation
of litigation can’t assume work-product privilege

 Documents prepared in “normal course of
business” — not related to litigation — may not be
protected.

 Prepared by: (1) attorney or (2) non-
attorney supervised by attorney.


Presenter
Presentation Notes
Generated in reasonable anticipation of litigation, although specific claim need not be identified. Delaney, Migdail, Young v. IRS, 826 F.2d 124, 127 (D.C. Cir. 1987).

Does not attach until at least "some articulable claim, likely to lead to litigation," has arisen. See Coastal States Gas Corp. v. DOE, 617 F.2d 854, 865 (D.C. Cir. 1980).

Prepared by attorney or by non-attorney supervised by attorney.  See Nishnic v. United States Dep't of Justice, 671 F. Supp. 771, 772-73 (D.D.C. 1987).

Factual materials covered. Martin v. Office of Special Counsel, 819 F.2d 1181, 1187 (D.C. Cir. 1987) .

No temporal limitation. FTC v. Grolier Inc., 462 U.S. 19, 28 (1983).

Brennan Concurrence in FTC v. Grolier --  c.f.:
n4 We held in Sears that Exemption 5 does not apply to "final opinions" explaining agency actions already taken or agency decisions already made. Id., at 150-154. The gist of our holding was that such documents are not within any privilege incorporated into Exemption 5 -- specifically, that they are not covered by the Government's executive privilege. Ibid. The same would be true of the work-product doctrine; it is difficult to imagine how a final decision could be "prepared in anticipation of litigation or for trial," Rule 26(b)(3). It is also questionable whether such decisions would constitute "inter-agency or intra-agency memorandums or letters," 5 U. S. C. § 552(b)(5). Ftc v. Grolier, Inc., 462 U.S. 19, 32 (U.S. 1983)

Documents not originally prepared in anticipation of litigation cannot assume the protection of the work-product privilege merely through their later placement in a litigation-related file. See Dow Jones & Co. v. DOJ, 724 F. Supp. 985, 989 (D.D.C. 1989)

However, documents prepared in an agency's ordinary course of business, not under circumstances sufficiently related to litigation, may not be accorded protection. See Hennessey v. AID, No. 97-1113, 1997 WL 537998, at *6 (4th Cir. Sept. 2, 1997) and Hill Tower, Inc. v. Dep't of the Navy, 718 F.
Supp. 562, 567 (N.D. Tex. 1988)






Attorney Client

e \What is covered?

— "confidential communications between an
attorney and his client relating to a legal
matter for which the client has sought
professional advice.”

» applies to facts divulged by a client to his attorney
e any opinions given by an attorney to his client
based upon, and thus reflecting, those facts

— Not limited to litigation context

* Does the “client” have to be specified?

— Maybe: see Elec. Privacy Info. Ctr. v. DOJ,
584 F. Supp. 2d 65, 80 (D.D.C. 2008)



Presenter
Presentation Notes
Coverage -- Mead Data Cent., Inc. v. U.S. Dep't of the Air Force, 566 F.2d 242, 252 (D.C. Cir. 1977);

About facts from non-clients -- "it is clear that when an attorney conveys to his client facts acquired from other persons or sources, those facts are not privileged" unless they reflect client confidences. Brinton, 636 F.2d at 603.

DC District ruled recently that an agency is required to identify who its client is in order to sustain a claim of this privilege. Elec. Privacy Info. Ctr. v. DOJ, 584 F. Supp. 2d 65, 80 (D.D.C. 2008) (declining to apply privilege to certain documents because agency failed to "indicate what agency or executive branch entity is the client for purposes of the attorney-client privilege").

Special Cases -- However, one case has denied attorney-client privilege protection to agency headquarter’s legal advice responding to questions from the field because "[m]atters are different in the government context, when counsel rendering the legal opinion in effect is making law." Tax Analysts v. IRS, 117 F.3d 607, 619 (D.C. Cir. 1997).  2009 DOJ Guide states: merely because agency legal opinions were "nominally non-binding is no reason for treating them as something other than considered statements of the agency's legal position." Tax Analysts v. IRS, 117 F. 3d 607, 617 (D.C. Cir. 1997).





Presidential and AG FOIA Policy

* President’s January 21, 2009 and Attorney
General’'s March 19, 2009 memoranda
apply to Exemption 5.

— President’s on “presumption of openness”
 “In face of doubt, openness prevails.”

* Do not withhold because of “speculative or
abstract fears.”

— AG’s Policy
e Agency should not withhold information simply
because it may do so legally.

o If full release Is not possible, agency “must
consider whether it can make partial disclosure.”

e Rercnanizec EOIA diceeclociire redriirement ic nnt


Presenter
Presentation Notes
The President directed that FOIA "should be administered with a clear presumption: In the face of doubt, openness prevails." Moreover, the President instructed agencies that information should not be withheld merely because "public officials might be embarrassed by disclosure, because errors and failures might be revealed, or because of speculative or abstract fears.“ Agencies were directed to respond to requests "promptly and in a spirit of cooperation." The President also called on agencies to "adopt a presumption in favor of disclosure" and to apply that presumption "to all decisions involving [the] FOIA." 
March 19, 2009 Attorney General Memorandum to Heads of Executive Departments and Agencies, Subject: Freedom of Information Act, “Department of Justice will defend a denial of a FOIA request only if (1) the agency reasonably foresees that disclosure would harm an interest protected by one of the statutory exemptions, or (2) disclosure is prohibited by law;” page 2 
DOJ Foreseeable Harm Standard spelled out in DOJ FOIA Update, Vol. XV, No. 2, 1994, at http://www.usdoj.gov/oip/foia_updates/Vol_XV_2/page3.htm




Foreseeable Harm Analysis

* Primary Factors to Guide Analysis

ne nature of the decision

ne nature of the decision-making

ne status of the decision

ne status of the personnel involved

ne potential for process impairment

ne significance of any process impairment
ne age of the information

ne sensitivity of individual record portions


Presenter
Presentation Notes
Directly from FOIA Update, Vol. XV, No. 2, 1994:

[T]here is much room for agencies to apply the "foreseeable harm" standard within the realm of the deliberative process privilege under Exemption 5 and to disclose information that, in the words of the Attorney General's FOIA Memorandum, "might technically or arguably fall within" it.

In doing so, they should be mindful that the "foreseeable harm" standard, by its very nature, requires FOIA officers to consider the applicability of an exemption on a case-by-case basis -- i.e., through "consideration of the reasonably expected consequences of disclosure in each particular case."
Id. at 2. In each case, a FOIA officer should now try to determine whether disclosure of the information in question would foreseeably harm the basic institutional interests that underlie the deliberative process privilege in the first place. In other words, he or she must consider whether it "would actually inhibit candor in the decision-making process" to disclose that particular information to the public at that particular time. Army Times Pub. Co. v. Department of the Air Force, 998 F.2d 1067, 1072 (D.C. Cir. 1993).

In making these harm determinations -- which can be difficult ones inasmuch as they must be reached individually and no longer can be made on any categorical basis -- agency FOIA officers can be guided by their analyses of a number of primary factors that logically come into play:

The nature of the decision involved--Some agency decisions are highly sensitive and perhaps even controversial; most of them are far less so.
The nature of the decisionmaking process--Some agency decision-making processes require total candor and confidentiality; many others are not nearly so dependent.
The status of the decision--If the decision is not yet made, then there is a far greater likelihood of harm from disclosure; conversely, with decisions already made there is far less likelihood. See FOIA Update, Autumn 1979, at 4.
The status of the personnel involved--Are the same agency employees, or other employees who are similarly situated, likely to be affected by the disclosure? See id.
The potential for process impairment--How much room is there for actual diminishment of deliberative quality if the personnel involved do feel inhibited by potential disclosure? See, e.g., FOIA Update, Fall 1988, at 4 (observing that some presidential transition advice "simply would not be given -- or at least not so candidly -- if it were not protectible under the FOIA").
The significance of any process impairment--In some cases, any anticipated "chilling effect" on the agency's decision-making process might be so minimal as to be practically negligible.
The age of the information--While there is no universally applicable age-based litmus test, the sensitivity of all information fades with the passage of time. See FOIA Update, Summer/Fall 1993, at 2.
The sensitivity of individual record portions--Apart from any other factor or consideration, FOIA officers ultimately must focus on "the individual sensitivity of each item of information." Id.



Impact of FOIA Release on Privilege

e Discretionary disclosure under the FOIA
does not walive privilege on similar
records.

— See

e Nat'l Inst. of Military Justice v. United States DOD,
404 F. Supp. 2d 325, 2005 U.S. Dist. LEXIS 33154
(D.D.C. 2005)

e Students Against Genocide v. Dep't of State, 257 F.
3d 828, 835-36 (D.C. Cir. 2001)

« Salisbury v. United States, 690 F.2d 966, 971 (D.C.
Cir. 1982)



Presenter
Presentation Notes
FOIA Guide 2009, pp. 690-692, internal cites omitted:

In a case addressing the issue of the impact of discretionary disclosures on the ability of an agency to protect other, similar documents, the Court of Appeals for the Ninth Circuit surveyed the law of waiver under the FOIA and found: "no case . . . in which the release of certain documents waived the exemption as to other documents. On the contrary, [courts] generally have found that the release of certain documents waives FOIA exemptions only for those documents released.”

Such a general rule of nonwaiver through discretionary disclosure is supported by sound policy considerations, as the Ninth Circuit discussed at some length:

Implying such a waiver could tend to inhibit agencies from making any disclosures other than those explicitly required by law because voluntary release of documents exempt from disclosure requirements would expose other documents [of a related nature] to risk of disclosure. An agency would have an incentive to refuse to release all exempt documents if it wished to retain an exemption for any documents . . . . [R]eadily finding waiver of confidentiality for exempt documents would tend to thwart the [FOIA's] underlying statutory purpose, which is to implement a policy of broad disclosure of government records.

This rule was recognized by the Court of Appeals for the District of Columbia Circuit many years ago, when it observed:

Surely this is an important consideration. The FOIA should not be construed so as to put the federal bureaucracy in a defensive or hostile position with respect to the Act's spirit of open government and liberal disclosure of information.

As the District Court for the District of Columbia has phrased it: "A contrary rule would create an incentive against voluntary disclosure of information.“ To find otherwise "would create the untenable result of discouraging the government" from making such disclosures.
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Exemptions b(6) & 7(C)

The following analysis is used for
both exemptions:

1. Is the exemption’s threshold met?
2. Is there a privacy interest?

3. Is there a qualifying public interest?
4. Balance Public vs. Privacy Interest.


Presenter
Presentation Notes

1.  Under the FOIA, there are two personal privacy exemptions which are similar, but have slightly different meanings.  This analysis is necessary under both exemptions.
To warrant protection under Exemption 6 and/or 7 (C), information must first meet its threshold requirement. 
If the threshold is met, now determine if there is a qualifying public interest.  Qualifying under the FOIA according to the DOJ guide is whether it meet the CORE purpose of the FOIA.  We’ll discuss a little more later in the presentation.
Now, you must balance of the public's right to disclosure against the individual's right to privacy


Exemption b(6)

Exemption b(6) threshold language:

“Personnel and medical files and similar
files” when disclosure of such information
“would constitute a clearly unwarranted
invasion of personal privacy.” 5 U.S.C. §
552(b)(6).


Presenter
Presentation Notes
First, we look at the Exemption b(6) threshold language which covers all information in such type records including personnel actions, health records, etc which WOULD constitute an invasion of personal privacy.  For example, my health records stored with DLA if released would constitute an invasion of my personal privacy.
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Exemption b(7)(C)

 Exemption 7(C) threshold language:

— Protects “records or information compiled for
law enforcement purposes,” the disclosure of
which “could reasonably be expected to
constitute an unwarranted invasion of
personal privacy.”


Presenter
Presentation Notes

Now, we will look at the 7C threshold language which basically protects law enforcement records.  

This exemption is the law enforcement counterpart to Exemption b(6), but the threshold is lower due to the nature of the files.  It protects records or information with COULD  reasonably be expected to constitute an unwarranted invasion of personal privacy.



T
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Law Enforcement Records

According to the U.S. Department of
Justice, “the mention of an individual's
name In a law enforcement file will
engender comment and speculation and
carries a stigmatizing connotation.”

- Persons who are NOT targets of an
Investigation.


Presenter
Presentation Notes
Exemption  7(C) protects those who are not targets of investigations such as witnesses or those who are simply mentioned in an investigation.  The supreme court  in NARA v. Favish, recognizes the importance of protecting those whose names  may be in a file by “mere happenstance.”  In our office, in most cases, we redact witness names and identifiable information in a report of investigation.


Is There a Privacy Interest?

e Consider the Sensitivity of Information
e Consider Adverse Conseguences

 The passage of time does not diminish a
privacy interest.


Presenter
Presentation Notes
 
Next we will determine if there is a privacy interest by considering several factors.  

Is the information sensitive or intimate such as SSN, Date of Birth, legitimacy of children, health information.
For instance, if I disclose health information on Mary Jane, it is sensitive information which could cause adverse consequences such as embarasment to her.  Also, although Mary Jane may have been diagnosed years before, the passage of time doesn’t diminish the privacy interest.
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ldentifying a Privacy Interest
Home Address
e

ReligiorJ
Medica
Information
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Now that we’ve talked about privacy interests, let identify a few of them such as religious affiliation, salaries of non-federal employees, social security number, etc.  Also you will notice the privacy lock in red with DoD Employees.  This came about due to heightened security awareness after 9/11.  In 2005, DOD issued a memo stating that names, phone numbers, room numbers and email address of DoD employees below directorate level AND are not in the public domain may be withheld under exemption b(6).



Where There is No Privacy Interest

Corporations — except small companies

Deceased Individuals (except In extreme
cases)

Public Records — unless they are practically
obscure.

Federal Employees — OPM regulation,
5 C.FR. 293.311

ldentities of FOIA Requesters — except
personal information.
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We will now discuss situations where there is NO privacy interest.

We know that corporation have no privacy under FOIA.  However, small companies may have privacy interests because they are individually owned and their financial data may be protected under this exemption because it may reveal the “personal finances” of the individuals.  Joe Blow’s donuts (one man shop) more than likely his personal financial data is intertwined with his business financial data.

Although deceased individuals do not have privacy interests in most cases, DC court has ruled that in certain circumstances, agencies must take basic steps to ensure that the privacy interests of the living family are considered.  
	
     In NARA v. Favish, the Supreme Court unanimously found that the surviving family members of a former Deputy White House Counsel had a protectable privacy interest in his death-scene photographs, based in part on the family's fears of "intense scrutiny by the media.

3.  Public Records – self explanatory – If already public, no privacy interest.

4.  We know that in accordance with OPM, much of federal employee information is public such as Name, grades, salary and duty stations.

5.  Names of FOIA Requesters are public, but we will protect home addresses, phone numbers, etc.





Balance the Privacy and the Public Interests

o If there is NO privacy Interest, disclose the
Information.

 If there Is a privacy Interest, and no
gualifying public interest, withhold the
Information.

 If there Is a privacy Interest and a public
Interest, balance them to determine which

IS greater. ~4
% f
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Now we will talk about balancing.

No privacy interest – release (may be a request for a FOIA log)
Privacy Interest, No public – Withhold (May be a request for copy of an adverse personnel action taken)
If could be privacy and public – should balance.


Is There a Qualifying Public Interest?

The Supreme Court ruled in Reporters
Committee that the public interest must fall
within the FOIA’s “core purpose” of
shedding light on an agency’s
performance of Iits duties.



Presenter
Presentation Notes
.  

Now that I recognize that I have privacy  and possibly a public interest, but I must determine if it’s a qualifying public interest.  The Supreme courts states that public interest must be within the core purpose of the FOIA which is shedding light on agency’s performance of its duties.  Nothing more…

Neither the identity of the requester nor the purpose for which the information is sought is given any weight in this determination. Therefore, according to the Supreme Court, there is no weight is given to a requester simply because of his status in society or his own personal need for the information i

A requester’s private need for the information is not given any weight in this determination.
consistent with FOIA’s core purpose. Family..


Is There a Qualifying Public Interest

Is the public interest directly served by the
disclosure.

114
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Public interest is not normally served by disclosing records concerning an individual.  However, public interest could be served by disclosure if there is wrongdoing of a serious and intentional nature by a high level government official, it is of sufficient public interest. 


References

e U.S. Department of Justice(2009) Guide to
the Freedom of Information Act.

o Office of Secretary of Defense Memo
(2005) Withholding of Information that
Personally Identifies DoD Personnel.
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Icebreaker/Introduction to “How We Do It.”


Receipt of a FOIA Reqguest

Determine the Proper FOIA Office

- 10 days to route

Create a Tracking Number (FOIA
Xpress)

Create a File Folder


Presenter
Presentation Notes
In accordance with the OPEN GOV’T Act, when a request is received, the time clock starts where we have 10 days to find a home for the FOIA. Determine whether it belongs to your component or should be referred.  Therefore, it is important to review the received FOIA as soon as possible.
Log in FOIA request and receive a tracking number.
Create a paper FOIA case file.



Perfecting the Request

e Scope of the request
- Reasonable
- Overly Broad
- Fee Declaration
- Postal Mailing Information

 Privacy Act Request
- Declaration


Presenter
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Now that you’ve logged in the request and determined that it belongs to your component, you must now review for perfection.

In accordance with DLA FOIA regulations, records that reasonably describes the record(s) sought.   Review the request for reasonableness or 
	overly broad requests such as “any and all documents.” There are instances where requesters do not ask for agency records, but want questions answered such as “can you tell me the name and phone number of the contracting officer for a particular contract.”  Additionally, the requester may not provide enough information for us to determine what they are asking. For instance, we received a FOIA request from an inmate whose request was hand-written and rambled about weapons at an Air Force based with an interjected statement about finding his daughter.  Of course, this request is overly broad and difficult to determine exactly what the requester wants.    
	
Many requesters forget or refuse to declare their willingness to pay fees.  In many instances, individual requesters are aware that they receive the first 100 pages free and 2 hours of search so they believe that based upon their request, there will be no charge.  However, we must have them declare a minimal amount of fees in order process although the request may ultimately be of no charge to them.  This is necessary to perfect the request.

In some instances, the requester may be missing personal contact information or may only provide their federal government contact information.  The requester should be notified that we must have personal contact information to communicate and provide the  completed request.

5.  If the request is a Privacy Act request, the request should be provide the signed/unsworn declaration statement confirming their identity.


Privacy Act Request

 |dentity Declaration Statement

"l declare under penalty of perjury that | am, in
fact, [Insert name and SSN] and that | currently
reside at [insert complete mailing address] and
that the documents requested in my
FOIA/Privacy Act request of [insert date] filed
with the Defense Logistics Agency pertain to me.
Executed on [date] [sighature].”


Presenter
Presentation Notes

To perfect requests coming from a privacy act system of records, the requester must include this statement via fax, email, or mail a notarized request or a signed unsworn identity declaration statement.


Multi-track Processing

« Simple
- 20 days or less

e Complex

- 20 days + 10 additional days
 Unusual Circumstances

 Expedited
- Compelling Need
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 1.  When a FOIA request may take up to 20 days or more, it must be assigned to a processing track based on the date of receipt, the amount of work and time involved in processing the requests, and If requested, whether the request qualifies for expedited processing.
2. Simple track is when the FOIA Request is determined to be straightforward and may be completed within the 20 business days.
3. Complex track should be used when the FOIA Request is determined to take more time, coordination, work, etc. and would more than likely take more than 20 days to complete.
4.  Expedited track (moves up in que) is used when the requester requests such and demonstrates a compelling
Need.  
	a.  Compelling need means that the failure to obtain the
	records on an expedited basis could reasonably be expected to pose an imminent threat
	to the life or physical safety of an individual.
	b.    Compelling also means  that the information is urgently needed by an individual primarily engaged in disseminating information in
	order to inform the public concerning actual or alleged Federal Government activity.
	c. Other reasons that merit expedited processing by DoD Components are an imminent loss of
	substantial due process rights and humanitarian need.

5.  Extensions - Unusual or Exceptional Circumstances could warrant a need for an extension of time to process the request. In this instance, the requester must be contacted and the DLA must describe the circumstances requiring the delay, and indicate 10 additional working days such as voluminous documents, need to search for and collect the requested records
from other facilities that are separate from the office and/or consultations with other components or offices.			 
	


Acknowledgement

« Acknowledgement Letter
— Perfected

— Clarification Needed
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Now that you have determined that the record belongs to your component, determined the track, you now are at the perfection stage.  If it is perfected, you will have all necessary information needed to process the FOIA, therefore, you will send a letter providing the tracking number, case number and your contact information.  
	-If you must get clarification, you must place the request on hold in FOIAXpress and go back to the requester.  In this letter, you will provide the case number, contact number, requester’s category (if at issue) and a statement that it will be withdrawn if not rec’d after 14 days.   For instance, if a requester asks for media status and you determine that the requester should be in the “ other” category because of his lack of justification, you must address that in your acknowledgement letter.
2. Your initial acknowledgement letter alone is not enough to be considered a response to requester.  A determination on the release of the records must be made within 20 business days.



Request for Documents

 Task the Action Office
- DLAForm 1471
- DD 2086 (Fees)
- Document Search


Presenter
Presentation Notes
Get the FOIA request to the action office who may hold the records that are being requested. You can task them through FOIA Xpress using the DLA Form 1471 which creates a record of the tasking.  We will discuss in more detail in FX training on the last day.  On the 1471 you will provide the suspense date, the requester’s category, fee declaration, and any special instructions.

In order to document the search process, the action office should provide their search methodology by describing the files or databases searched, keywords used for electronic searches, etc.  If no records are found the reason(s) why not should be documented, i.e., never had the records, they were destroyed according to the record schedule, etc.

 By documenting the search methodology,  a subsequent appeal based on adequacy of search will be fully supported and those involved won’t have to recreate what happened.  

DD 2086 is needed to record time spent on search and review.  All time spent processing a request should be documented.





Detachments

e Records at Detachments

— Processed by the responsible DLA PLFA

— General Order determines record ownership
cut-off

e Task the Detachment


Presenter
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The 2005 Base Realignment and Closure (BRAC) moved some military organizations under DLA.  DLA Land & Maritime rec’d Army and some Navy and DLA Aviation rec’d Air Force.  FOIA requests for records belonging to these detachments can be confusing and getting assistance can be difficult to pin down.  Following are some guidelines:

The PLFA FOIA Office with cognizance over the specified Detachment functions is responsible for processing the FOIA requests.
The effective date on the General Order determines when DLA took ownership of the records.
FOIA requests for records created prior to that date are processed by the military activity.
FOIA requests for records created after that date are processed by the DLA FOIA Office.
Maintain a file of General Orders, a list of your detachments, and obtain a POC at each detachments to assist you when FOIA requests are rec’d.  There may already be a liason in place.


Request for Documents Completed

e Records found

-All aspects of request covered.
« No Records found
-Justification for no records.
« Upload documents into FOIA Xpress
* Review
o Apply Exemptions
-Consider reasonable segregation

-Clearly display exemption codes for redacted
documents.
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Once you receive requested records, you should ensure that all portions of the request were addressed.  For instance, if there were five items requested, you should review records to ensure that all five items were addressed or explained.  

Load the records into FOIA Xpress (FX) for redacting.

Review the document and apply exemptions.  In cases where the action office provided recommended redactions you should review them for correctness and apply the proper exemptions.  

If a document may be withheld in its entirety, pursuant to Pres. Obama’s memo on Transparency and Openness of Federal Government,  we must consider segregation.

Ensure that you clearly label exemptions on all redacted documents.  FOIAXpress will allow you to blank out the information and apply exemptions at one time.  If you manually redact, refer to DoD guidance on approved redaction methods which is in your materials.  The redaction and exemption claimed must be identifiable to the requester.

 



Final Response

 Preparing the Final Response

— Components of the letter
e [ntroduction
 Records


Presenter
Presentation Notes
Whether the FOIA or Action Office creates the response letter, the letter should be reviewed for all the required elements.  

Introduction – state whether the request is FOIA or FOIA/PA, the date of the request, and a synopsis of the request description.  You may also include the date rec’d at the FOIA Office although this is already stated in the acknowledgement.  If the request stated the Privacy Act but the request was processed under FOIA be sure to state that.

Records – state the amount of responsive records and the total number of pages released or withheld (i.e., enclosed are 5 records (75 pages)).  We are required to state the number of records and pages withheld in entirety (i.e., we have withheld 2 records (10 pages) in their entirety pursuant to exemption(s)).





Final Response

 Preparing the Final Response Cont.
— Determination/Exemptions claimed

“The enclosed records are being released to you in part as portions
were found to be exempt from disclosure pursuantto 5 U.S.C. § 552
(b)(6), personal privacy. Exemption 6 protects information about
individuals when disclosure of such information would constitute a
clearly unwarranted invasion of personal privacy. We have withheld
personal identifying information of the selectee. Also, due to the
Increase in security awareness DoD provides greater protection of
iInformation identifying DoD personnel to the general public;
therefore, we have withheld supervisor names and phone numbers.”



Presenter
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This is an example of a paragraph from one of HQs letters.

You need to state if the records were denied in whole or part, referred, no records were located.

If denied you must provide the exemption claimed with a general description of that exemption and type of information withheld.  

We’ve underlined these specifics in the slide.  



Final Response

 Preparing the Final Response Cont.
— Appeal information

“You have the right to appeal this (full/partial denial or no records
response). An appeal must be made in writing to the General Counsel
and reach the General Counsel’s office within 60 calendar days from
the date of this letter. The appeal should include your reasons for
reconsideration and enclose a copy of this letter. An appeal may be
mailed, emailed to hg-fola@dla.mil, or faxed to 703-767-6091. Appeals
are addressed to the General Counsel, Defense Logistics Agency,
ATTN: DGA, Suite 1644, 8725 John J. Kingman Road, Fort Belvoir,
Virginia 22060-6221. “
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If records are denied, in whole or part or no records were located, the appeal paragraph must be included.  This is the standard paragraph for all DLA.  

Note the appeal paragraph here is not the same as in your binder.  The changes are “reach” the GC Office and we’ve added the email address of HQs general inbox.




Final Response

 Preparing the Final Response Cont.
— Fees assessed
— Contact information

“As a commercial requester, you may be charged search, review, and
duplication fees. The total fees for processing your request are $110
which includes one half hour of search at $22.00 per hour, and two
hours of review at $44.00 per hour. Please send your check or money
order payable to the Department of Treasury to the above letterhead
address, ATTN: DGA (FOIA), Room 1644. Include our case number,
DLA-10-HFOI-00133, on the face of the check and attach a copy of this
letter.”
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Presentation Notes
If fees are assessed you must state the costs in the letter or refer to an attached invoice (FOIAXpress).  If fees are waived it should be stated making the requester aware that no money is owed.  

Reminder:  if the response is late some fees cannot be assessed.

You should close with your contact information.



Coordination

 \WWho should review the initial
determination?
— FOIA Office
— Subject Matter Expert/Action Office
— General Counsel
— Initial Denial Authority
— Any others?


Presenter
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At this point the records are redacted and the letter is created.
You should use the staff summary sheet, DL1891 or your internal form, to list those on coordination and to maintain a record of each sign off.
FOIA Office – The FOIA Office is responsible for redacting and applying the exemptions or applying/reviewing the exemptions to redactions made by the SME/Action Office; looking for potential discretionary release and reasonably segregable portions.  
SME/Action Office – If the FOIA Office is making the 1st review the SME/Action Office should be the first coordination stop.  If the SME/Action Office made the 1st review and your determination is different, the SME/Action Office should be placed on the coordination sheet or at least consulted.  
General Counsel – If you have denied information, in whole or part, or found no records, your General Counsel should review the initial determination package.
IDA – the IDA has the final say in releasing the records and is the designated individual to sign a denial or no records response.
Others – who else might you need to coordinate with?  If the request is a “FOIA of Interest” contact Headquarters.


Closing the Request

* Acceptable Reasons for Closing
— Granted in Full
— Granted/Denied in Part
— Denied in Full
— Other
e Other Other

e FOIAXpress


Presenter
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DoD’s guideline:  Accurately Reporting Reasons for Closing a FOIA Request (in your binder) explains the reasons in more detail.

For grants or denials, each case can have only one reason and has priority over Other reasons.  (i.e., request has multiple elements.  You find some records for a portion of the request, but find no records for other portions, this is a Granted in Part, even if releasing the records in full.)
Other reasons have no prioritization.
If only the request is referred this is considered a Misdirected Request under Other Other reasons.  If records are found and being referred, this is a Referral under the Other reasons.
Administratively withdrawing the request is an Other Other reason. (e.g., You need a fee declaration but can’t reach the requester)  Request withdrawn under Other is used when the requester actively withdraws the request.

You must close the request in FOIAXpress.  This is another step after completing final actions.


Tolling- Stopping the Clock!

« The Open Government Act 2007
— Tolling Time Limits.
—When/How often can you toll.
—When does the toll period end.
— Can’t meet 20 day time limit.
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What is tolling?

When can tolling begin?


Tolling- Stopping the Clock!

« The Open Government Act 2007

— The purpose of the Act is intended to ease the
burden of the FOIA process by establishing.

* Tracking numbering system
 Methods to obtain status of request
» Create a FOIA Liaison

» Define agency records

e Establish time lines

* Routing misdirected requests
 Assessment of fees
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For the first time in well over a decade, Congress has enacted amendments to the Freedom of Information Act.  No changes to the Act’s nine exemptions were made.  Rather, the amendments address a range of procedural issues impacting FOIA administration, including the codification of several provisions of Executive Order 13,392, “Improving Agency Disclosure of Information.”
The Open Government Act addresses a range of administrative and procedural issues affecting FOIA administration. In several instances it codifies what is already existing practice, such as the assigning of tracking numbers contained in section 7, the designation of Chief FOIA Officers and FOIA Public Liaisons set out in section 10, and for some agencies the marking of exemptions at the point of the deletion as described in section 12.

For the intent and purpose of this presentation I will focus on the section 6 which covers  Time Limits for agencies to  Act on Requests.
****************************************************************
Section 6: Time Limits for Agencies to Act on Requests Section 6 of the Open Government Act has two provisions that address time limits for complying with FOIA requests, and the consequences of failing to do so. Significantly, this section does not take effect until one year after the date of enactment and will apply to FOIA requests “filed on or after that effective date.” Accordingly, agencies have until December 31, 2008 to take any necessary steps to prepare for the implementation of this Section.
First, section 6(a) of the Open Government Act amends 5 U.S.C. § 552(a)(6)(A) which gives the statutory time period for processing FOIA requests, and includes criteria for when that time period begins to run and when that time period may be suspended or “tolled.” Specifically, section 6(a) provides that the statutory time period commences “on the date on which the request is first received by the appropriate component of the agency, but in any event not later than ten days after the request is first received by any component of the agency that is designated in the agency’s regulations under this section to receive requests.” This provision addresses the situation where a FOIA request is received by a component of an agency that is designated to receive FOIA requests, but is not the proper component for the request at issue. In such a situation, the component that receives the request in error – provided it is a component of the agency that is designated by the agency’s regulations to receive requests – has ten working days within which to forward the FOIA request to the appropriate agency component for processing. Once the FOIA request has been forwarded and received by the appropriate agency component – which must take place within ten working days – the statutory time period to respond to the request commences.
Section 6(a) further provides for those circumstances when an agency may toll the statutory time period.  Specifically, an agency “may make one request to the requester for information and toll” the statutory time period “while it is awaiting such information that it has reasonably requested from the requester.”  The agency may also toll the time period “if necessary to clarify with the requester issues regarding fee assessment.”  There is no limit given for the number of times an agency may go back to a requester to clarify issues regarding fee assessments – which sometimes may need to be done in stages as the records are being located and processed.  In both situations, section 6(a) specifies that the requester’s response to the agency’s request “ends the tolling period.”
Second, section 6(b) addresses compliance with the FOIA’s time limits by amending 5 U.S.C. § 552(a)(4)(A), the provision addressing fees.  Section 6(b) adds a clause to that provision providing that “[a]n agency shall not assess search fees (or in the case of a [favored] requester [i.e., one who qualifies as an educational or noncommercial scientific institution, or as a representative of the news media] duplication fees) . . . if the agency fails to comply with any time limit under paragraph (6), if no unusual or exceptional circumstances (as those terms are defined for purposes of (6)(B) and (C), respectively) apply to the processing of the request.”
As noted in the language of the new provision, the terms “unusual circumstances” and “exceptional circumstances” are existing terms in the FOIA.  “Unusual circumstances” occur when there is a need to search or collect records from field offices, or other establishments; when there is a need to search for and examine a voluminous amount of records; or when there is a need for consultation with another agency or with more than two components within the same agency.  Unlike “unusual circumstances,” “exceptional circumstances” are not affirmatively defined in the FOIA, but the FOIA does provide that “exceptional circumstances” cannot include “a delay that results from a predictable agency workload of requests . . . unless the agency demonstrates reasonable progress in reducing its backlog of pending requests.”  5 U.S.C. § 552(a)(6)(C)(ii).  In addition, the statute provides that the “[r]efusal by a person to reasonably modify the scope of a request, or arrange an alternative time frame for processing the request . . . shall be considered as a factor in determining whether exceptional circumstances exist.” Id. at § 552(a)(6)(C)(iii).
Section 6(b) therefore precludes an agency from assessing search fees (or in the case of “favored” requesters, duplication fees), if the agency fails to comply with the FOIA’s time limits, unless “unusual” or “exceptional” circumstances “apply to the processing of the request.”
Finally, section 6(b) amends 5 U.S.C. § 552(a)(6)(B)(ii), which discusses notification to requesters regarding the time limits and the option of arranging an alternative time frame for processing, by directing agencies “[t]o aid the requester” by making “available its FOIA Public Liaison, who shall assist in the resolution of any disputes between the requester and the agency.” This provision incorporates an existing aspect of Executive Order 13,392.


Tolling- Stopping the Clock!

e Tolling Time Limits

— Tolling Is a legal principle which allows for the
pausing or delaying of the period of time set by a
statue of limitations

* Timelines begin on the date of receipt of a
“proper” request; but not later than 10 days after it
IS received within a component of an agency

 The 10 days time limit applies to agency routing
only


Presenter
Presentation Notes
In lay terms, its a point in the process where an agency stops the time clock on the 20 day time period to process the request.  If on the  fifth day in the time period, a question arises, once you have receive your response or requested documents, you will have 15 days remaining to provide a response. 

The time begins when a proper request is received in the proper office. If a requester does not initially provide the required information necessary to process the FOIA in accordance with agency rules (a reasonable description of records requested, a fee declaration and full postal mailing address) the clock does not start. 

Internal:  DOD is the agency of which DLA is a component. If a FOIA request is forwarded to a supply chain contracting office, that KO has 10 days to get it to the FOIA processing office.  If a PFLA in DLA receives the request, ie. DLA Aviation instead of DLA  Land and Maritime, the receiving office has 10 business days to get it to the proper FOIA office. This is all internal to DLA

A Listing of all DOD components:
Department of Defense (DoD) Components 
http://pentagon.afis.osd.mil/dod-components.html

OIP GUIDANCE:�NEW LIMITATIONS ON TOLLING THE FOIA'S RESPONSE TIME 
Section 6 of the OPEN Government Act of 2007, Pub. L. No. 110-175, 121 Stat. 2524, imposes several new requirements on agencies that impact the time limits for complying with FOIA requests and impose consequences on agencies when those time limits are not met. This section will take effect on December 31, 2008, and will apply to FOIA requests “filed on or after that effective date.” § 6(b)(2). Accordingly, beginning with requests received on December 31, 2008, agency FOIA offices will: 1) be required to forward any misdirected FOIA requests received by them to the proper FOIA office within the agency, within ten working days; 2), be limited in the number of times they can "toll" the twenty-working day response period; and 3) be precluded from assessing search (or if applicable, duplication) fees if they are unable to comply with the FOIA's response times, unless the exceptions to this limitation are met.
OIP is providing guidance on each of these three provisions in separate FOIA Post articles. This article addresses the second requirement of Section 6 which imposes limits on the number of times an agency can toll the FOIA's twenty working-day response time. 
New Limitations on Tolling 
Section 6(a)(1) of the OPEN Government Act imposes limits on an agency's ability to "toll" or stop the twenty working-day time period to respond to FOIA requests. Specifically, beginning with requests made on December 31, 2008, agencies will be precluded from tolling the time period to respond to requests except in two circumstances. First, an agency will be permitted to “make one request to the requester for information and toll the 20-day period while it is awaiting such information that it has reasonably requested from the requester.” § 6(a)(1)(I) (emphasis added). Second, an agency may also toll the time period “if necessary to clarify with the requester issues regarding fee assessment.” § 6(a)(1)(II). For this second circumstance, where tolling is necessary in order to clarify fee issues, there is no numerical limit given for the number of times an agency may toll the response period, provided it is "necessary" to do so. In both situations, the FOIA now provides that "the agency's receipt of the requester’s response to the agency’s request for information or clarification ends the tolling period.” Id.
Request Must be Properly Made and Clock Started�Before Need For Tolling Can Arise 
As a threshold matter, "tolling" refers to the situation where an agency stops the twenty working-day response time clock, once it has begun to run. Section 6(a) now imposes both criteria for tolling and limitations on the number of times it may occur. These restrictions only apply, however, once the twenty working-day response time has begun to run. Thus, once the proper FOIA office is in receipt of a FOIA request, if it determines that the request is not reasonably described or otherwise fails to meet a procedural requirement for making a request, the FOIA office should work with the requester to clarify those issues. Until those issues are resolved, the request is not considered to be "received" and the twenty working-day response time has not yet begun to run. Upon receipt of the necessary information from the requester that satisfies the agency's requirements for a proper request, the twenty working-day response period commences. It is only after this point that the issue of tolling can even arise and it is only then that the limitations on tolling apply. 
The requirements for making a proper FOIA request are relatively simple. The FOIA provides that requesters must "reasonably describe" the records they are seeking, and that requests must be "made in accordance with published rules stating the time, place, fees (if any), and procedures to be followed." 5 U.S.C. § 552(a)(3)(A) (2006), amended by OPEN Government Act of 2007, Pub. L. No. 110-175, 121 Stat. 2524. If a request reasonably describes the records sought, is made in compliance with the agency's regulations, and is directed to the proper FOIA office within the agency, the twenty working-day response period will begin to run upon its receipt. If the request is otherwise properly made, but is misdirected within the agency, the receiving FOIA office, provided it is designated by the agency's regulations to receive requests, will route the request to the proper FOIA office within the agency, and the twenty working-day response period will begin to run not later than ten days after receipt by the receiving FOIA office. See FOIA Post, "New Requirement to Route Misdirected FOIA Requests" (posted 11/18/2008). 
Requirements for Tolling the Response Time 
Once a properly made FOIA request is received and the twenty working-day time period has begun, the need for tolling can arise. Starting with requests received on December 31, 2008, the reasons for tolling a request must be divided between those connected to fee assessments and those that are not connected to fees. 
First, if during the course of processing the request the agency determines that it needs additional information from the requester that is not connected to assessing fees, it will only be able to toll the response time period one time to obtain that non-fee related information. The standard to be used by the agency for this non-fee related tolling scenario is that the information sought from the requester be "reasonably requested." For instance, during the course of conducting a search an agency may determine it needs additional information from the requester in order to determine if certain records are responsive to the request. The agency may contact the requester to obtain the necessary information and toll the twenty working-day time limit while it is waiting for the requester's response. Because there will only be one opportunity to toll the clock in order to obtain such information, agencies should take care to ask all their informational questions at one time. 
In addition to providing agencies with this one catch-all opportunity to toll the response period while reasonably requesting non-fee related information from a requester, Section 6(a) also provides for tolling "if [it is] necessary to clarify with the requester issues regarding fee assessment." § 6(a)(1)(II). Although there is no numerical limit on the number of times tolling can occur for purposes of clarifying fee issues, any such tolling must be "necessary." This provision recognizes that issues involving fees can arise sequentially over the course of processing a request and cannot always be resolved all at one given point in time. As a result, so long as it is "necessary" to clarify an issue regarding fees with a requester, it is permissible to toll or to stop the response period for that purpose, even if it happens several times during the processing of the request. 
Agencies should be mindful that for both types of tolling there is a statutory standard to apply. When tolling to seek non-fee related information from a requester, it must be reasonable for the agency to request such information. When tolling in order to clarify fee issues, it must be necessary for the agency to do so. Moreover, in both situations where tolling occurs, the time period to respond to the request resumes – i.e., the tolling ends – once the agency receives a response from the requester. 
Applying the Tolling Provisions 
Question: What if an agency has already used its one opportunity to toll in order to obtain non-fee related information from a requester, but discovers later on in the processing of the request that it would be useful to ask the requester another non-fee related question. Is the agency prohibited from communicating with the requester a second time? 
Answer: No. Agencies should always feel free to contact requesters if doing so will facilitate the processing of their requests. Under Section 6(a), however, if an agency has already tolled the response period once to obtain non-fee related information from a requester, it will not be able to toll it a second time on that basis. That means the clock will continue to run while the agency goes back to the requester a second time to obtain non-fee related information. 
Question: What if a requester has agreed, for example, to pay $100 for the processing of her request, but during the course of searching for responsive records, the agency determines that it will take additional time to complete the search which will result in additional search fees. Can it toll the response time to get a new fee commitment from the requester? 
Answer: Yes, the agency may toll the response time period and go back to the requester to see if she will agree to pay those additional search fees. If the requester agrees to pay an additional $100 the agency will then continue searching up until the search time afforded by that $100 is expended. 
Question: If, at that point in time there is still additional searching left to do, can the agency toll the response period again? 
Answer: Yes. The agency can toll a request multiple times if necessary in order to clarify with the requester issues regarding fees.�
Conclusion 
Beginning with requests received on December 31, 2008, there are two circumstances where tolling of the FOIA's twenty working-day response period will be permitted. Agencies will be allowed one catch-all opportunity to seek information from a requester provided it is "reasonable" to do so.�Agencies will also be allowed to toll, without numerical limit, the response period if it is necessary to clarify issues regarding fees. (posted 11/18/2008)
Go to: Main FOIA Post Page



2nd bullet, DoD is the Agency, DLA the Component, so I’m not sure what you mean by internal.


Tolling- Stopping the Clock!

 When/How often can you toll?

— There are only two circumstances for which
you can toll:
e To obtain information from the requester
— Only once

 To clarify fee related issues
— No limit


Presenter
Presentation Notes
Although the agency may only toll the request for information once, it may contact the requester as often as necessary to obtain information but the clock can only be stopped once.

There is no limit to the number of times an agency can toll regarding fee related issues.


Tolling- Stopping the Clock!

 When does the toll period end?

— Answer received
e Clock restarts
» Perfect in FOIAXpress
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Presentation Notes
The toll period ends, in both circumstances of obtaining clarification  or fee issues,  upon receipt of requested information or a response is provided

In FOIAXpress, change the perfect status to perfected and restart the clock.


The Case Flle

 What Is the Case File?
* Organization of the Case Flile

e Retention

— DLA Records Schedule Series 510.18 to
510.28
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Presentation Notes
Administrative File:  The official file containing all records, correspondence, notes, etc. pertaining to the request.
Organization:  Index the materials in the folder.  Clearly mark all materials.  Copies of records – how many and in what stage (un-redacted, redacted).  What are best practices?  If someone brand new picked up one of your files, would they easily gain the requests status, history, etc.?  If the case is appealed or litigated, would the file be easy to review?

Best practice:  Keep a record of where you searched and the search terms used to conduct search.  (hoping we have the new form ready)

Retention:
510.18 Freedom of Information Act (FOIA) Request Files. Files created in response to requests for information under the Freedom of Information Act consisting of incoming requests, copies of replies, and all related supporting information. Included are requests resulting in full release, withdrawn requests, inadequate description requests and requests with fee defects. (Destroy 2 years after date of reply.) GRS 14, Item 11a(1) and GRS 14, Item 11a(2)(a)
510.20 FOIA Request Denial Files. Documents relating to requests for information under the FOIA in which all or part of the requested record is denied or is not provided due to nonexistence of requested records. Included are the original request, copies of the reply thereto and supporting documentation for denial, and related documents. (Destroy after 6 years if not appealed.) GRS 14, Item 11a(3)(a)
510.22 FOIA Appeal Files. Documents relating to administrative appeals under the provisions of the FOIA. Included are the appellants letter, copy of reply, related supporting documents, and copies of the denied records. (Destroy 6 years after final denial by agency, or 6 years after the time at which a requester could file suit, or 3 years after adjudication by courts, whichever is later.) GRS 14, Item 12a
510.24 FOIA Control Files. Documents maintained for control purposes in responding to requests for release of information. Included are registers, logs, and similar records, case numbers, listing data, nature and purpose of request, and name and address of requester. (Destroy 6 years after date of last entry.) GRS 14, Item 13a
510.28 FOIA Report Files. Documents relating to recurring reports and onetime information requirements relating to agency implementation of the FOIA, EXCLUDING annual reports to Congress. (Destroy when 2 years old.) GRS 14, Item 14



The Case Flle

e What Is the Case File?

The case file is the official file which contains
all requests, records, correspondences,
notes, etc., pertaining to the request and is

maintained in accordance with the DLA
Records Schedule.


Presenter
Presentation Notes
Administrative File:  The official file containing all records, correspondence, notes, etc. pertaining to the request.
Organization:  Index the materials in the folder.  Clearly mark all materials.  Copies of records – how many and in what stage (unredacted, redacted).  What are best practices?  If someone brand new picked up one of your files, would they easily gain the requests status, history, etc.?  If the case is appealed or litigated, would the file be easy to review?

Best practice:  Keep a record of where you searched and the search terms used to conduct search.  (hoping we have the new form ready)

Retention:
510.18 Freedom of Information Act (FOIA) Request Files. Files created in response to requests for information under the Freedom of Information Act consisting of incoming requests, copies of replies, and all related supporting information. Included are requests resulting in full release, withdrawn requests, inadequate description requests and requests with fee defects. (Destroy 2 years after date of reply.) GRS 14, Item 11a(1) and GRS 14, Item 11a(2)(a)
510.20 FOIA Request Denial Files. Documents relating to requests for information under the FOIA in which all or part of the requested record is denied or is not provided due to nonexistence of requested records. Included are the original request, copies of the reply thereto and supporting documentation for denial, and related documents. (Destroy after 6 years if not appealed.) GRS 14, Item 11a(3)(a)
510.22 FOIA Appeal Files. Documents relating to administrative appeals under the provisions of the FOIA. Included are the appellants letter, copy of reply, related supporting documents, and copies of the denied records. (Destroy 6 years after final denial by agency, or 6 years after the time at which a requester could file suit, or 3 years after adjudication by courts, whichever is later.) GRS 14, Item 12a
510.24 FOIA Control Files. Documents maintained for control purposes in responding to requests for release of information. Included are registers, logs, and similar records, case numbers, listing data, nature and purpose of request, and name and address of requester. (Destroy 6 years after date of last entry.) GRS 14, Item 13a
510.28 FOIA Report Files. Documents relating to recurring reports and onetime information requirements relating to agency implementation of the FOIA, EXCLUDING annual reports to Congress. (Destroy when 2 years old.) GRS 14, Item 14



The Case File

* Organization of the Case File

All case files are organized in accordance
with the following format :

«Staff Summary Sheet

*Tab 1- Response Letter w/ attachment(s)
(a copy will be maintained in folder)

*Tab 2- FOIA Request
*Tab 3- Original document(s)

*Tab 4- Supplemental Information
(i.e., case notes, email, etc.)


Presenter
Presentation Notes
The staff sheet summarizes the request and the actions taken
 The response letter outlines the request and agency’s disposition.  An exact copy of the letter and attachments are retained in the case file folder
The original FOIA request
A copy of unredacted records
Any decision supporting  documents 


The Case Flle

e Retention

— DLA Records Schedule Series 510.18 to
510.28

*510.18 Freedom of Information Act (FOIA) Request Files- Destroy 2 years
after date of reply

*510.20 FOIA Request Denial Files- Destroy after 6 years if not appealed

*510.22 FOIA Appeal Files- Destroy 6 years after final denial by agency, or 6
years after the time at which a requester could file suit, or 3 years after
adjudication by courts, whichever is later

*510.24 FOIA Control Files- Destroy 6 years after date of last entry

*510.28 FOIA Report Files- Destroy when 2 years old


Presenter
Presentation Notes
Administrative File:  The official file containing all records, correspondence, notes, etc. pertaining to the request.
Organization:  Index the materials in the folder.  Clearly mark all materials.  Copies of records – how many and in what stage (unredacted, redacted).  What are best practices?  If someone brand new picked up one of your files, would they easily gain the requests status, history, etc.?  If the case is appealed or litigated, would the file be easy to review?

Best practice:  Keep a record of where you searched and the search terms used to conduct search.  (hoping we have the new form ready)

Retention:
510.18 Freedom of Information Act (FOIA) Request Files. Files created in response to requests for information under the Freedom of Information Act consisting of incoming requests, copies of replies, and all related supporting information. Included are requests resulting in full release, withdrawn requests, inadequate description requests and requests with fee defects. (Destroy 2 years after date of reply.) GRS 14, Item 11a(1) and GRS 14, Item 11a(2)(a)
510.20 FOIA Request Denial Files. Documents relating to requests for information under the FOIA in which all or part of the requested record is denied or is not provided due to nonexistence of requested records. Included are the original request, copies of the reply thereto and supporting documentation for denial, and related documents. (Destroy after 6 years if not appealed.) GRS 14, Item 11a(3)(a)
510.22 FOIA Appeal Files. Documents relating to administrative appeals under the provisions of the FOIA. Included are the appellants letter, copy of reply, related supporting documents, and copies of the denied records. (Destroy 6 years after final denial by agency, or 6 years after the time at which a requester could file suit, or 3 years after adjudication by courts, whichever is later.) GRS 14, Item 12a
510.24 FOIA Control Files. Documents maintained for control purposes in responding to requests for release of information. Included are registers, logs, and similar records, case numbers, listing data, nature and purpose of request, and name and address of requester. (Destroy 6 years after date of last entry.) GRS 14, Item 13a
510.28 FOIA Report Files. Documents relating to recurring reports and onetime information requirements relating to agency implementation of the FOIA, EXCLUDING annual reports to Congress. (Destroy when 2 years old.) GRS 14, Item 14



Administrative Appeals

 Requester Rights.

 Reasons to Appeal.

« How are Appeals Processed.

o Last of the Administrative Remedies.


Presenter
Presentation Notes
The FOIA provides the requester with the right to appeal to the head of the agency any adverse determination.  Mr. Pribble is the appellate authority.  5 U.S.C. § 552(6)(A)(i).  No statutory requirements for the language of an appeal.  Currently have 60 calendar days to file, likely to be 30 once the DoD reg is published.

Reasons:  Adverse determinations include denials of records in full or in part; "no records" responses; denials of requests for fee waivers; and denials of requests for expedited processing.

Processing:  
Provides an agency with an opportunity to review its initial action taken in response to a request to determine whether corrective steps are necessary.
20 working days to respond.
HQ requests the case file within 3 business days.  A good reason why an organized file should be kept.  If this is unrealistic, let us know.
Need legal opinion for the initial determination.  This is critical.  Your opinion is the basis for building the appeal determination.  Each of the requesters assertions should be addressed with case law noted.  If you believe that the initial determination can be reversed in whole or part provide the justification for reversal.  
If appealing lack of response, we ask where you are in the process and when you expect to complete the request.  We’ll contact the requester and see if they’ll agree to your expected completion date, and ask the requester to withdraw the appeal.  It is important to keep the requester informed of delays to avoid this type of appeal.  If the requester does not agree, a letter signed by DG will be sent explaining the status and expected completion.
Once the case file is at HQ, DGA begins the review process, weighing the appeal assertions, your opinion, any submitter concerns, with a eye towards openness and segregability.  A preliminary determination is made and the response letter prepared.
Depending on whether the initial determination is affirmed or reversed, the letters go into detail regarding the exemptions, citing case law, and provide a more detailed explanation regarding the type of information and why it was withheld.
Next stop is counsel’s office.  Another look is given by the attorney and depending on the complexity further discussions/research may be done.
The file is coordinated through the Deputy General Counsel and finally goes to the General Counsel (Appellate Authority) for signature.  By this stage we must have a solid case.

Last remedy:  Although failure to file an administrative appeal is not an absolute bar to judicial review, the Court of Appeals for the District of Columbia Circuit has held that exhaustion of the administrative appeal process is generally required before filing suit in federal court.

An administrative appeal decision upholding an adverse determination must inform the requester of the provisions for judicial review of that determination in the federal courts. 


FOIA Tools

 Reference materials:

— DOJ Guide, FOIA Post & Update, Hotline
http://www.justice.gov/oip/04 7.html
202-514-3642

— DoD Regqulation and Hotline
http://www.dod.mil/pubs/foi/dfoipo/
703-696-3329

— DLA Regulation

— DLA FOIA Staff

— Other agencies



Presenter
Presentation Notes
We have updated the regulation and are in the process of it being approved and published.  Lew is public liaison.  We have designated counsel to assist us.

Many other agencies have very good FOIA web sites.  The list of all the FOIA Offices is found on the DOJ site (1st link).

http://www.justice.gov/oip/04_7.html
http://www.dod.mil/pubs/foi/dfoipo/

DEFENSE LOGISTICS AGENCY

AMERICA’S COMBAT LOGISTICS SUPPORT AGENCY

WARFIGHTER SUPPORT ENHANCEMENT STEWARDSHIP EXCELLENCE WORKFORCE DEVELOPMENT






DEFENSE LOGISTICS AGENCY

AMERICA’S COMBAT LOGISTICS SUPPORT AGENCY

FOIA/Privacy Act Recent Decisions

Ms. Caroline Smith, Attorney-Advisor
Office of Information Policy, DOJ

October 26, 2010

WARFIGHTER SUPPORT ENHANCEMENT STEWARDSHIP EXCELLENCE WORKFORCE DEVELOPMENT






DEFENSE LOGISTICS AGENCY

AMERICA’S COMBAT LOGISTICS SUPPORT AGENCY

DLA FOIA/PRIVACY WORKSHOP
Privacy Act Overview

October 26, 2010

WARFIGHTER SUPPORT ENHANCEMENT STEWARDSHIP EXCELLENCE WORKFORCE DEVELOPMENT



' Privacy Act Overview

The Privacy Act of 1974 (5 U.S.C. 552a), Public
Law 93-579, was created In response to concerns
about how the use of computerized databases /

records impact an individuals’ privacy rights.


Presenter
Presentation Notes
THE PRIVACY ACT BALANCES THE GOVERNMENT’S NEED TO MAINTAIN INFORMATION ABOUT INDIVIDUALS WITH THE INDIVIDUAL’S RIGHT TO BE PROTECTED FROM UNWARRANTED INVASIONS OF THEIR PRIVACY.

The ACT ALSO  ESTABLISHES FAIR INFORMATION PRACTICES WHICH REGULATE HOW THE EXECUTIVE BRANCH OF THE FEDERAL GOVERNEMENT COLLECTS, MAINTAINS, USES, AND DISCLOSES PERSONALLY IDENTIFIABLE INFORMATION.



' Implementing Documents

The Privacy Act of 1974 (5 U.S.C. 552a), Public
Law 93-579

OMB Circular A-130, Management of Federal
Information Resources: and other OMB Memos

Department of Defense Privacy Program (DoD
Directive 5400.11 & DoD 5400.11-R)

DLA Privacy Program


Presenter
Presentation Notes
THE OMB GUIDANCE FROM 1975 IS STILL VERY RELAVENT after 35 years


Definitions

 Personal Information. Information about an
Individual that identifies, links, relates, or is
unique to, or describes him or her. Such
Information Is also known as personally identifiable
Information .

* Individual. Aliving person who is a U.S. citizen
or an alien lawfully admitted for permanent
residence.


Presenter
Presentation Notes
6 DEFINITIONS KEY TO UNDERSTANDING THE ACT.

PERSONAL INFORMATION. Your name along with  a social security number; age; marital status; race;  home/office phone numbers; other demographic, biometric, personnel, medical, and financial information, etc.  Such information is also known as personally identifiable information (i.e., information which can be used to distinguish or trace an individual’s identity, such as their name, social security number, date and place of birth, mother’s maiden name, biometric records, including any other personal information which is linked or linkable to a specified individual).   

INDIVIDUAL:  A LIVING PERSON WHO IS A U.S. CITIZEN OR AN ALIEN LAWFULLY ADMITTED FOR PERMANENT RESIDENCE. 

Corporations, partnerships, sole proprietorships, professional groups, businesses, whether incorporated or unincorporated, and other commercial entities are not “individuals” when acting in an entrepreneurial capacity with the Department of Defense, but are “individuals” when acting in a personal capacity (e.g., security clearances, entitlement to DoD privileges or benefits, etc.). 



Definitions

 System Manager. The DLA official responsible
for the operation and management of a system
of records.

« Record. Any item, collection, or grouping of
Information about an individual maintained by
DLA, whatever the storage media (paper,
electronic, etc.).


Presenter
Presentation Notes
SYSTEM MANAGER RESPONSIBILITIES INCLUDE:
1. 	Privacy Act Statements
SORN is accurate
Establish a PIA, if required
And other responsibilities.  

RECORD. INFORMATION   ABOUT AN INDIVIDUAL MAINTAINED BY DLA, WHATEVER THE STORAGE MEDIA (PAPER, ELECTRONIC, ETC.).
An individual’s education, financial transactions, medical history, criminal or employment history, and that contains his or her name, or the identifying number, symbol, or other identifying particular assigned to the individual, such as a finger or voice print, or a photograph.  Records can be Paper Records; Databases; Intra and Inter-Agency Data Sharing; Agency Records in any Format; Data Warehouses; Websites and Portals; New Technology (e.g., GIS, Wireless) 

The Privacy Act requirements do not apply to those records about individuals which are:  
(i)  Created and maintained primarily for an employee’s convenience (rolodex); 
(ii) Not subject to agency creation or retention requirements; and 
(iii) Not distributed to other agency employees for their official use. 



Definitions

o System of Records. A group of records under
the control of DLA from which personal
Information about an individual is retrieved by the
name of the individual.

* Routine Use. The disclosure of a record
OUTSIDE the DoD for a use that is compatible
with the purpose for which the information was
collected and maintained.
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Presentation Notes
SYSTEM OF RECORDS.  RECORDS MUST BE  UNDER THE CONTROL OF A DOD COMPONENT AND RETRIEVED BY THE NAME OF THE INDIVIDUAL, OR BY SOME OTHER IDENTIFYING NUMBER, SYMBOL, OR OTHER IDENTIFYING PARTICULAR.

ROUTINE USE.  THE DISCLOSURE OF A RECORD OUTSIDE OF DOD WITHOUT THE SUBJECT INDIVIDUAL’S CONSENT





Conditions of Disclosure

No agency shall disclose any record in a
system of records except pursuant to a written
request by, or with the prior written consent of,

the individual to whom the record pertains, . . .


Presenter
Presentation Notes
Section (b) -- CONDITIONS OF DISCLOSURE 



Conditions of Disclosure

... unless disclosure of the record would be

— 5U.S.C. §552a(b)(1) ("need to know" within agency)

— 5U.S.C. §552a(b)(2) (required FOIA disclosure)

— 5U.S.C. § 552a(b)(3) (routine uses)


Presenter
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For one of the following 12 exceptions 

5 U.S.C. § 552a(b)(1) ("NEED TO KNOW" WITHIN AGENCY)
FOR THE PURPOSES OF DISCLOSING RECORDS, DOD IS CONSIDERED A SINGLE AGENCY.

For all other purposes, to include requests for access and amendment, denial of access, or amendment, appeals from denials, and record keeping, as relating to the release of records to non-DoD Agencies, each DoD Component is considered an agency within the meaning of the Privacy Act. 
Official Use. This term is used when officials and employees of a DoD Component have demonstrated a need for the use of any record or the information contained therein in the performance of their official duties, subject to DoD 5200.1-R . (From 5400.11-R)

5 U.S.C. § 552A(B)(2) (REQUIRED FOIA DISCLOSURE) REQUIRED TO BE DISCLOSED  UNDER THE FOIA.    EXAMPLE:  REQUEST FOR JODY’S POSITION, GRADE, AND SALARY. 

5 U.S.C. § 552A(B)(3) (ROUTINE USES)  PURSUANT TO AN ESTABLISHED ROUTINE USE.
COMPATIBILITY--According to OMB, the "compatibility" concept encompasses (1) functionally equivalent uses, and (2) other uses that are necessary and proper. 


Conditions of Disclosure

— 5U.S.C. § 552a(b)(4) (Bureau of the Census)

— 5 U.S.C. § 552a(b)(5) (statistical research)

— 5U.S.C. § 552a(b)(6) (NAR A)
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5 U.S.C. § 552A(B)(4) (BUREAU OF THE CENSUS) FOR PURPOSES OF PLANNING OR CARRYING OUT A CENSUS.
5 U.S.C. § 552A(B)(5) (STATISTICAL RESEARCH) A STATISTICAL RECORD IS ONE WHICH IS NOT USED IN MAKING INDIVIDUAL DETERMINATIONS.  DISCLOSED IN A FORM THAT IS NOT INDIVIDUALLY IDENTIFIABLE. 
To a recipient who has provided the agency with advance adequate written assurance that the record will be used solely as a statistical research or reporting record, and to ensure that they are used solely as statistical research, the record is to be transferred in a form that is not individually identifiable (i.e., the identity of the individual cannot be determined or deduced by combining various statistical records or by reference to public records or other available sources of information.) .  A statistical record is one which is not used in making individual determinations.
5 U.S.C. § 552A(B)(6) (N A R A)   TO THE NATIONAL ARCHIVES TO DETERMINE HISTORICAL VALUE OF A RECORD  
Records which are transferred to the Federal Records Center for safekeeping do not fall within this category-they are not disclosures under the Privacy Act.



Conditions of Disclosure

— 5 U.S.C. § 552a(b)(7) (law enforcement request)

— 5U.S.C. § 552a(b)(8) (health or safety of an individual)

— 5U.S.C. § 552a(b)(9) (Congress)


Presenter
Presentation Notes
5 U.S.C. § 552A(B)(7) (LAW ENFORCEMENT REQUEST) 
1.  ACTIVITY MUST BE AUTHORIZED BY LAW; 
2.  AGENCY HEAD MUST SUBMIT A WRITTEN REQUEST; AND 
3.  THE REQUEST MUST SPECIFY THE PARTICULAR RECORD DESIRED.

5 U.S.C. § 552A(B)(8) (HEALTH OR SAFETY OF AN INDIVIDUAL) 
1.  A SHOWING OF COMPELLING CIRCUMSTANCES AFFECTING THE HEALTH OR SAFETY OF AN INDIVIDUAL; 
2.  DISCLOSURE NOTIFICATION IS TRANSMITTED TO THE LAST KNOWN ADDRESS OF SUCH INDIVIDUAL. 

According to the OMB Guidelines, the individual about whom records are disclosed "need not necessarily be the individual whose health or safety is at peril; e.g., release of dental records on several individuals in order to identify an individual who was injured in an accident.“
  This provision permits disclosure when the time required to obtain the consent of the individual to whom the record pertains might result in a delay which could impair the health or safety of any individual, as in the release of medical records to a person undergoing emergency medical treatment. 
The individual to whom the records pertain need not be the individual whose health or safety is in peril


5 U.S.C. § 552A(B)(9) (CONGRESS ) TO EITHER HOUSE OF CONGRESS FOR A  MATTER WITHIN ITS JURISDICTION.   This does not authorize disclosure to members of Congress acting in their individual capacities, without the consent of the individual   


Conditions of Disclosure

_ 5U.S.C. § 552a(b)(10) (G A O)

— 5U.S.C. §552a(b)(11) (court order)

— 5U.S.C. §552a(b)(12) (Debt Collection Act)


Presenter
Presentation Notes
5 U.S.C. § 552A(B)(10) (G A O)  TO THE GAO IN THE COURSE OF ITS DUTIES.
5 U.S.C. § 552A(B)(11) (COURT ORDER)  PURSUANT TO THE ORDER OF A COURT OF COMPETENT JURISDICTION.  COMMENT:  A SUBPOENA DOES NOT QUALIFY UNDER THIS EXCEPTION UNLESS IT IS SPECIFICALLY APPROVED AND SIGNED BY A JUDGE OF A COURT OF COMPETENT JURISDICTION. REFER THEM TO THE 2010 PRIVACY OVERVIEW AND THE DOD PRIVACY ADVISORY OPINIONS. 
Can’t be signed by an attorney or a clerk of the court.
A court of competent jurisdiction exists where an agency is a proper party in a federal case, the court's personal jurisdiction over the agency presumably exists and thus court ordered discovery of the agency's records is clearly proper. 

5 U.S.C. § 552A(B)(12) (DEBT COLLECTION ACT) AUTHORIZES AGENCIES TO DISCLOSE BAD-DEBT INFORMATION TO CREDIT BUREAUS.  To a consumer reporting agency in accordance with the Debt Collection Act (31 U.S.C. 3711(e)).  
COMMENT: Before  doing so, agencies must complete a series of due process steps designed to validate the debt and to offer the individual an opportunity to repay it.  
Must have a routine use before disclosure.
Agency must validate claim  and inform the individual that the debt is overdue, that the agency intends to notify a consumer reporting agency, what information will be released, that the individual may seek a full explanation of the claim, dispute the claim and appeal the initial agency decision with respect to the claim.
Only the following information may be given to the consumer reporting agency:
Name, address, and SSN.
Amount, status and history of claim, and 
The agency or program under which the claim arose. 


Accounting of Disclosures

 An agency must keep accurate accounts of when and to
whom it has disclosed personal records, including

— Name and address of the person or agency to whom the
disclosure is made, and

— Date, nature and purpose of each disclosure.


Presenter
Presentation Notes
Section (c) -- DISCLOSURE ACCOUNTINGS:
(c)(1)  Keep accurate accounts of when and to whom records were disclosed (except those made under (b)(1) and FOIA) .
(c)(2)  Keep the accounting five years or the life of the record, whichever is longer.
(c)(3)  make the accounting available to the individual, except for disclosures made under (b)(7) to “a civil or criminal law enforcement activity" 
Most electronic SORNs maintain this within the system. 
GSA Form 3363, Privacy Act Information Disclosure Record 



Sample Disclosure Accounting

PRIVACY

ACT INFORMATION

DISCLOSURE RECORD

1. NAME OF INDIVIDUAL ON RECORD
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DaTE RECORD PURFOSE OF DISCLOSURE TO WHOM DISCLOSURE MADE oMAKIRG
& -5 8. 7. 8.
GENERAL SERVICES ADMINISTRATION

GSA roRm 3363 (6—-78)
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Individual’s Right of Access

« DLA must, upon request, unless the record is
exempt from disclosure:

— Permit an individual to access any record pertaining to him or her
which is contained in the system of records (section (d)(1)).

— Permit the individual to be accompanied by a person of their
choosing (section (d)(1)).

— Permit the individual to obtain a copy of any such record in a
comprehensible form at a reasonable cost (section (d)(1)).
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Presentation Notes
(d)(1) – Access to Records --DLA must, upon request, unless the record is exempt from disclosure:
Individual’s may gain access to their records contained in the system of records (section (d)(1)).
Individual may be accompanied by a person of their choosing (section (d)(1)). 
Individual may obtain a copy of the record at a reasonable cost (section (d)(1)).
BEFORE PROVIDING ACCESS, DLA CAN
Identity Verification -- DLA can use certain minimum identifying data provided in your written request; however, when the information sought is of a sensitive nature, additional identifying data may be required.  Such as a Notarized signature or an unsworn declaration under penalty of perjury in accordance with 28 U.S.C. 1746. 
The requester provides a signed and dated statement that reads: 
Access to Medical Data -- If, in the judgment of the agency, the disclosure of medical information to the record's subject could have an adverse effect on the mental or physical health of the requesting individual or may result in harm to a third party, the agency shall: 
Send the record to a physician named by the individual; and
In the transmittal letter to the physician, explain why access by the individual without proper professional supervision could be harmful (unless it is obvious from the record).
The nature and circumstances of information may warrant special disclosure/access procedures.
If the individual refuses or fails to designate a physician, the record shall not be provided.  Such refusal of access is not considered a denial under the Privacy Act.  
If records are provided to the designated physician, but the physician declines or refuses to provide the records to the individual, DLA is under an affirmative duty to take action to deliver the records to the individual by whatever means deemed appropriate.  Such action should be taken expeditiously; especially if there has been a significant delay between the time the records were furnished the physician and the decision by the physician not to release the records. 


Individual’s Right of Access

« DLA must, upon request, unless the record is
exempt from disclosure:

— Permit the individual to request amendment of a record contained
In the system of records (section (d)(2)).

— Permit the individual to seek review of the denial to amend
(section (d)(3)).

— Permit the individual to file a statement of disagreement in the file
regarding the refusal to amend (section (d)(4)).

— An individual is not permitted access to any information compelled
In reasonable anticipation of a civil action or proceeding (section

(d)(5)).
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DLA must, upon request, unless the record is exempt from disclosure:
(SECTION (D)(2)) -- INDIVIDUAL CAN REQUEST AMENDMENT OF A RECORD . 
Amendments are not automatically permitted.  
Amendments are limited to correcting factual matters; not matters of official judgment, such as performance ratings, promotion potential, and job performance appraisals.  
Burden of proof  is on the individual to show record is not accurate, relevant, timely, and complete. 
Keeping an accurate accounting permits DLA to inform all previous recipients of the file that an amendment has been made to correct the file
TIMELINE: Acknowledge the amendment request within 10 days after receipt and advise the individual when to expect a decision on their request; and within 30 days either make the correction OR inform individual of the denial to amend.
(SECTION (D)(3)) -- INDIVIDUAL MAY SEEK REVIEW OF A DENIAL TO AMEND. 
(SECTION (D)(4)) -- INDIVIDUAL MAY FILE A STATEMENT OF DISAGREEMENT IN THE FILE REGARDING THE REFUSAL TO AMEND.
(SECTION (D)(5)) -- AN INDIVIDUAL IS NOT PERMITTED ACCESS TO ANY INFORMATION COMPILED IN REASONABLE ANTICIPATION OF A CIVIL ACTION OR PROCEEDING.  FOR MORE INFORMATION, REFER TO THE JUSTICE’S 2010 PRIVACY OVERVIEW.
Fees are for copying only; cannot charge for search or review.


Agency Requirements

e Maintain only information about an individual
that is relevant and necessary to accomplish a
legal purpose of the agency (section (e)(1)).

» Collect information to the greatest extent
practicable directly from the subject individual if
that information may have an adverse effect
upon that individual (section (e)(2)).
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Presentation Notes
SECTION (E) AGENCY REQUIREMENTS

(SECTION (E)(1)) – AGENCIES ARE TO MAINTAIN ONLY RELEVANT AND NECESSARY INFORMATION TO ACCOMPLISH A LEGAL PURPOSE OF THE AGENCY
(SECTION (E)(2)) -- COLLECT INFORMATION DIRECTLY FROM THE SUBJECT INDIVIDUAL WHEN PRACTICAL 



Agency Requirements

* Privacy Act Statements; required when collecting
Information from the individual to be maintained
In a “system of records.” (section (e)(3)).

Authority
Principal purpose(s)
Routine uses (to include DoD Blanket Routine Uses)

Disclosure (voluntary or mandatory); and the effects on the individual of
not providing the information.

DLA identifies the applicable SORN.

* Publish the existence and character of the
system of records (section (e)(4)) .


Presenter
Presentation Notes
(SECTION (E)(3)) -- PRIVACY ACT STATEMENTS 
Authority (Federal statute or E.O.)
Principal purpose(s)   (Internal DLA/DoD uses made of the data)
Routine uses  (Disclosures OUTSIDE of DoD)
Disclosure (voluntary or mandatory); and the effects on the individual of not providing the information.
DLA identifies the applicable SORN.
If requested, DLA must provide a copy the PAS to the individual. 
MANDATORY AS OPPOSED TO VOLUNTARY DISCLOSURES. DISCLOSURE IS MANDATORY ONLY WHEN  A PENALTY CAN BE IMPOSED ON THE INDIVIDUAL FOR FAILURE TO PROVIDE THE REQUESTED INFORMATION. CENSUS AND FILING TAXES ARE EXAMPLES.

(SECTION (E)(4)) -- PUBLISH THE EXISTENCE OF THE SYSTEM OF RECORD IN THE FEDERAL REGISTER FOR PUBLIC COMMENT
  


Agency Requirements

e Maintain all records about any individual with
such accuracy, relevance, timeliness, and
completeness as Is reasonably necessary to
assure fairness to the individual when making
any determination (section (e)(5)).

« Except for FOIA releases, make reasonable
efforts to assure that records are accurate,
complete, timely, and relevant for agency
purposes prior to disseminating any record
OUTSIDE of DoD (section (e)(6)).
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Presentation Notes
(SECTION (E)(5)) -- MAINTAIN ACCURATE, RELEVANT, TIMELY, AND COMPLETE RECORDS TO ASSURE FAIRNESS TO THE INDIVIDUAL 
2010 PRIVACY ACT OVERVIEW:  PERFECT RECORDS ARE NOT REQUIRED BY SUBSECTION (E)(5); INSTEAD, "REASONABLENESS" IS THE STANDARD.
(SECTION (E)(6)) -- PRIOR TO DISSEMINATING RECORDS OUTSIDE OF DLA (EXCEPT FOR DISCLOSURES MADE UNDER FOIA)  MAKE REASONABLE EFFORTS TO ASSURE THAT RECORDS ARE ACCURATE, COMPLETE, TIMELY, AND RELEVANT FOR AGENCY PURPOSES


Agency Requirements

« Maintain no record describing how any individual
exercises rights guaranteed by the First
Amendment (section (e)(7)).

 Make reasonable efforts to serve notice on an
iIndividual when any record is made available to
any person under court order when such
process becomes a matter of public record
(section (e)(8)).
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(SECTION (E)(7)) -- MAINTAIN NO RECORDS ON HOW AN INDIVIDUAL EXERCISES THEIR FIRST AMENDMENT RIGHTS (UNLESS EXPRESSLY AUTHORIZED BY STATUTE OR BY THE SUBJECT INDIVIDUAL)   
law "respecting an establishment of religion", impeding the free exercise of religion, infringing on the freedom of speech, infringing on the freedom of the press, interfering with the right to peaceably assemble or prohibiting the petitioning for a governmental redress of grievances
The CDC SORN actually collects religion NOTE: Any and all information relating to an individual's religious preference or religious activity is collected and maintained only if the individual has made an informed decision to voluntarily provide the information
(SECTION (E)(8)) -- MAKE REASONABLE EFFORTS TO SERVE NOTICE ON AN INDIVIDUAL WHEN ANY RECORD IS MADE AVAILABLE TO ANY PERSON UNDER COURT ORDER WHEN SUCH PROCESS BECOMES A MATTER OF PUBLIC RECORD
When a record is disclosed under compulsory legal process (e.g., pursuant to subsection (b)(11)), and the issuance of that order or subpoena is made public by the court or agency which issued it, agencies must make reasonable efforts to notify the individual to whom the record pertains. 

This may be accomplished by notifying the individual by mail at his or her last known address. The most recent address in the agency's records will suffice for this purpose and no separate address records are required. Upon being served with an order to disclose a record, the agency should endeavor to determine whether the issuance of the order is a matter of public record and, if it is not seek to be advised when it becomes public.  An accounting of the disclosure, pursuant to subsection (c)(1), is also required to be made at the time the agency compiles with the order or subpoena.




Agency Requirements

e Establish rules of conduct for persons involved In
the design, development, operation, or
maintenance of any system of records (section

(€)(9))-
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Presentation Notes
Directive 5400.11, Enclosure (3): 

DOD ESTABLISHED RULES OF CONDUCT, AND DLA INCORPORATED THEM INTO THE CERTIFICATION SIGNED BY DLA EMPLOYEES  UPON COMPLETION OF THE ANNUAL IA AWARENESS AND DOD PII TRAINING.   




Agency Requirements

e DoD Rules of Conduct for DoD Personnel
Shall:

— Take such actions, as considered appropriate, to ensure that any
personal information contained in a system of records, of which
they have access to and are using to conduct official business,
shall be protected so that the security and confidentiality of the
Information shall be preserved.

— Not disclose any personal information contained in any system of
records, except as authorized. Personnel willfully making such
disclosure when knowing that disclosure is prohibited are subject
to possible criminal penalties and/or administrative sanctions.

— Report any unauthorized disclosures of personal information from
a system of records or the maintenance of any system of records
that are not authorized to the applicable Privacy POC for his or
her DoD Component.
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DOD DIRECTIVE 5400.11, ENCLOSURE (3)

IF YOU HAVE ACCESS TO RECORDS CONTAINED IN A SYSTEM OF RECORDS, 
YOU SHALL SAFEGUARD THOSE RECORDS; 
YOU SHALL NOT DISCLOSE RECORDS TO THOSE WHO ARE NOT AUTHORIZED ACCESS; AND 
YOU SHALL REPORT ANY WRONGFUL DISCLOSURES OR THE MAINTENANCE OF AN UNPUBLISHED SYSTEM OF RECORDS.  


Agency Requirements

« DoD Rules of Conduct for Privacy System
Managers:

— Ensure that all personnel who either shall have access to the

system of records or who shall develop or supervise procedures
for handling records in the system of records shall be aware of
their responsibilities and are properly trained to safeguard
personal information being collected and maintained.

Prepare any required new, amended, or altered system notices for
and submit them to DGA for publication in the Federal Register.

Not maintain any official files on individuals, which are retrieved by
name or other personal identifier, without first ensuring that a
SORN has been published in the Federal Register. Any official
who willfully maintains a system of records without meeting the
publication requirements is subject to possible criminal penalties

and/or administrative sanctions. .
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DOD DIRECTIVE 5400.11, ENCLOSURE (3)

SYSTEM MANAGERS ARE RESPONSIBLE FOR 
ESTABLISH SAFEGUARDING PROCEDURES FOR INDIVIDUALS WHO HAVE ACCESS TO RECORDS;
PREPARE SORNs, and ensure they are kept accurate.; AND
MEET THE PUBLICATION REQUIREMENTS OF A SORN BEFORE COLLECTING PII. 



Agency Requirements

Establish appropriate administrative, technical,
and physical safeguards to insure the security,
confidentiality, and integrity of the records
(section (e)(10)).

Publish any new routine uses and/or new uses
of the data in a SORN in the Federal Register for
public comment (section (e)(11)).

Same as above except for Computer Matching
Agreements (section (e)(12)).
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Presentation Notes
(SECTION (E)(10)) --ESTABLISH ADMINISTRATIVE, TECHNICAL, AND PHYSICAL SAFEGUARDS
ADMINISTRATIVE SAFEGUARDS INCLUDE TRAINING, INSTRUCTION TO EMPLOYEES, AND POLICIES AND PROCEDURES. 
TECHNICAL SAFEGUARDS INCLUDE ACCESS CONTROLS BASED ON YOUR JOB, COMPUTER PASSWORDS, TIMING OUT OF SCREENS, AND ENCRYPTION.
PHYSICAL SAFEGUARDS INCLUDE SECURITY GUARDS AT BUILDING ENTRANCES, SCREENING OF VISITORS INTO YOUR AREA/OFFICE, LOCKS ON FILE CABINETS, DOOR LOCKS, AND APPROPRIATE PAPER SHREDDERS. 

(SECTION (E)(11)) --  PRIOR TO IMPLEMENTING ANY NEW ROUTINE USES / PURPOSES FOR RECORDS, PUBLISH THE REVISED SORN IN THE FR.
(SECTION (E)(12)) -- SAME AS ABOVE EXCEPT FOR COMPUTER MATCHING AGREEMENTS


Agency Rules

 Agency must promulgate rules to carry out the
requirements of the Privacy Act (section (f)).

— Rules must describe how an agency is complying with
the Act; and how an individual can exercise their
rights under the Act.
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Presentation Notes
(SECTION (F)) – DOD’S PRIVACY PROGRAM DOCUMENTS ARE DODD 5400.11 AND 5400.11-R.  DLA’S REG IS CURRENTLY BEING REVISED AND COORDINATED. 
(1) 	establish procedures whereby an individual can be notified in response to his request if any system of records named by the individual contains a record pertaining to him;
(2) 	define reasonable times, places, and requirements for identifying an individual who requests his record or information pertaining to him before the agency shall make the record or information available to the individual;
(3) 	establish procedures for the disclosure to an individual upon his request of his record or information pertaining to him, including special procedure, if deemed necessary, for the disclosure to an individual of medical records, including psychological records, pertaining to him;
(4) 	establish procedures for reviewing a request from an individual concerning the amendment of any record or information pertaining to the individual, for making a determination on the request, for an appeal within the agency of an initial adverse agency determination, and for whatever additional means may be necessary for each individual to be able to exercise fully his rights under this section; and
(5) 	establish fees to be charged, if any, to any individual for making copies of his record, excluding the cost of any search for and review of the record.



Penalties for Non-compliance

e Civil Remedies (section (q))

— The cost of actual damages suffered
($1000 minimum)

— Costs and reasonable attorney’s fees
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Presentation Notes
SECTION (G) CIVIL REMEDIES --  APPLY TO THE AGENCY NOT THE EMPLOYEE
THE PLAINTIFF MUST SHOW THAT:
There was a violation of the Privacy Act.
They suffered an adverse effect as a result of the violation.
The agency was a direct or proximate cause of the effect.
The violation was intentional and willful. 

ACTIONS FOR WHICH AN INDIVIDUAL CAN BRING A CIVIL SUIT IN FEDERAL DISTRICT COURT:
Refusal to grant access.
Refusal to amend or correct a record.
Failure to maintain records that are accurate, relevant, timely, and complete.
Failure to comply with any other provision of the Privacy Act.

All administrative remedies must be exhausted.
Suits may be filed in the plaintiff's home district, the district where the records are maintained, or the District of Columbia.
The statute of limitations is two years.
The Court may examine records in camera to determine whether the records or any portion thereof may be withheld under the specific exemptions of the Privacy Act.
In cases concerning failure to insure accuracy, completeness, timeliness, and relevance of records, or for any other violation of the Privacy Act, the court can also award actual damages of more than $1000.



Penalties for Non-compliance

 Criminal Penalties (section (i))

— Charge of a misdemeanor

— Maximum fine of $5,000


Presenter
Presentation Notes
SECTION (I) CRIMINAL PENALTIES - APPLY TO THE INDIVIDUAL EMPLOYEE  
Allows for fines up to $5000, plus court costs.  Circumstances:
If an  employee knowingly releases records improperly to a person or agency not entitled to receive it.
If an employee willfully maintains a Privacy Act system without publishing its existence in the Federal Register. 
If an employee willfully requests records under false pretenses.




Privacy Act Exemptions

 Agency head may exempt a system of records
from specific requirements of the Act.

« Two “self executing”; while the General and

Specific exemptions must be published in the
Federal Reqister.

— (¢)(3); self executing

— (d)(5); self executing

— General Exemptions: (j)(1) and (j)(2)

— Specific Exemptions: (k)(1) through (k)(7)
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Presentation Notes
NOTE:  All exemption rules must be first published in the Federal Register as a proposed rule for a 60-day public comment period; then again, as a final rule.  Not until the final rule is published are the records/SORN exempt.



Privacy Act Exemptions

* (J)(1) Exemption: Records maintained by the C | A.

* (J)(2) Exemption: Records maintained by an agency
which performs as its principal function any activity
pertaining to the enforcement of criminal laws.

* OSI, Air Force

e CID, Army

« NCIS, Navy

e DoD Inspector General


Presenter
Presentation Notes
DLA MAY NOT CLAIM THE (J)(2) EXEMPTION. 


Privacy Act Exemptions

(k)(1) Exemption: Information specifically
authorized to be classified under E.O. 12958, as
Implemented by DoD 5200.1-R.

(k)(2) Exemption: Investigatory material
compiled for law enforcement purposes, other
than material within the scope of (j)(2).

(k)(3) Exemption: Pertain to the protective
services to the President or other individuals
pursuant to section 3056 of Title 18.


Presenter
Presentation Notes
(K)(1) EXEMPTION: CLASSIFIED INFORMATION (E.O. 12958 / 13526, AS IMPLEMENTED BY DOD 5200.1-R).

(K)(2) EXEMPTION: INVESTIGATORY MATERIAL OUTSIDE OF THE SCOPE OF (J)(2). 

Provided, however, that if any individual is denied any right, privilege, or benefit that he would otherwise be entitled by Federal law, or for which he would otherwise be eligible, as a result of the maintenance of such material, such material shall be provided to such individual, except to the extent that the disclosure of such material would reveal the identity of a source who furnished information to the Government under an express promise that the identity of the source would be held in confidence, or, prior to the effective date of this section [September 27, 1975], under an implied promise that the identity of the source would be held in confidence.

(K)(3) EXEMPTION: PROTECTIVE SERVICES PROVIDED TO THE PRESIDENT OR OTHER INDIVIDUALS PURSUANT TO SECTION 3056 OF TITLE 18. 




Privacy Act Exemptions

e (k)(4) Exemption: Required by statute to be
maintained and used solely as statistical
records.

* (k)(5) Exemption: Investigatory material
compiled solely for the purpose of determining
suitability, eligibility, or qualifications for Federal
civiian employment, military service, Federal
contracts, or access to classified information.
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Presentation Notes
(K)(4) EXEMPTION:  REQUIRED BY STATUTE TO BE MAINTAINED AND USED SOLELY AS STATISTICAL RECORDS.
(K)(5) EXEMPTION:  INVESTIGATORY MATERIAL COMPILED SOLELY FOR THE PURPOSE OF DETERMINING SUITABILITY, ELIGIBILITY, OR QUALIFICATIONS FOR FEDERAL CIVILIAN EMPLOYMENT, MILITARY SERVICE, FEDERAL CONTRACTS, OR ACCESS TO CLASSIFIED INFORMATION.
BUT ONLY TO THE EXTENT THAT THE DISCLOSURE OF SUCH MATERIAL WOULD REVEAL THE IDENTITY OF A SOURCE WHO FURNISHED INFORMATION TO THE GOVERNMENT UNDER AN EXPRESS PROMISE THAT THE IDENTITY OF THE SOURCE WOULD BE HELD IN CONFIDENCE, OR, PRIOR TO THE EFFECTIVE DATE OF THIS SECTION [SEPTEMBER 27, 1975], UNDER AN IMPLIED PROMISE THAT THE IDENTITY OF THE SOURCE WOULD BE HELD IN CONFIDENCE.



Privacy Act Exemptions

e (k)(6) Exemption: Testing and examination
material.

e (k)(7) Exemption: Evaluation material used to
determine potential for promotion in the Armed
Services.


Presenter
Presentation Notes
(K)(6) EXEMPTION:  TESTING OR EXAMINATION MATERIAL USED SOLELY TO DETERMINE INDIVIDUAL QUALIFICATIONS FOR APPOINTMENT OR PROMOTION IN THE FEDERAL SERVICE THE DISCLOSURE OF WHICH WOULD COMPROMISE THE OBJECTIVITY OR FAIRNESS OF THE TESTING OR EXAMINATION PROCESS.
BUT ONLY TO THE EXTENT THAT THE DISCLOSURE OF SUCH MATERIAL WOULD REVEAL THE IDENTITY OF A SOURCE WHO FURNISHED INFORMATION TO THE GOVERNMENT UNDER AN EXPRESS PROMISE THAT THE IDENTITY OF THE SOURCE WOULD BE HELD IN CONFIDENCE, OR, PRIOR TO THE EFFECTIVE DATE OF THIS SECTION [9-25-75], UNDER AN IMPLIED PROMISE THAT THE IDENTITY OF THE SOURCE WOULD BE HELD IN CONFIDENCE. 
(K)(7) EXEMPTION:  EVALUATION MATERIAL USED TO DETERMINE POTENTIAL FOR PROMOTION IN THE ARMED SERVICES, 



Government Contractors

 When a DLA contract requires the operation or
maintenance of a system of records or requires
the performance of any activities associated with
maintaining a system of records, including the
collection, use, and dissemination of records, the
record system or the portion of the record
system affected are considered to be maintained
by DLA and are subject to the DoD Privacy
Program (section (m)).
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Presentation Notes
(SECTION (M)) -- WHEN A DLA CONTRACT REQUIRES THE OPERATION OR MAINTENANCE OF A  SYSTEM OF RECORDS [INCLUDes THE COLLECTION, USE, AND DISSEMINATION OF RECORDS] THE RECORD SYSTEM IS CONSIDERED TO BE MAINTAINED BY DLA AND IS SUBJECT TO THE DOD PRIVACY PROGRAM



Government Contractors

 DLA applies the requirements of the Privacy Act
to the contractor by placing the Federal
Acquisition Regulation (FAR) clauses (Part 24,
Protection of Privacy and Freedom of
Information) in the contract.

 The contractor and its employees are to be
considered employees of DLA for purposes of
the criminal provisions during the performance of

the contract.
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Presentation Notes
DOD 5400.11-R:  THE PROVISIONS OF THIS REGULATION SHALL BE APPLICABLE BY CONTRACT OR OTHER LEGALLY BINDING ACTION TO U.S. GOVERNMENT CONTRACTORS WHENEVER A DOD CONTRACT REQUIRES THE PERFORMANCE OF ANY ACTIVITIES ASSOCIATED WITH MAINTAINING A SYSTEM OF RECORDS, INCLUDING THE COLLECTION, USE, AND DISSEMINATION OF RECORDS ON BEHALF OF THE CONTRACTING DOD COMPONENT.  WHEN MAINTAINING A SYSTEM OF RECORDS OR A PORTION OF A SYSTEM OF RECORDS, CONTRACTORS AND THEIR EMPLOYEES SHALL BE CONSIDERED EMPLOYEES OF THE CONTRACTING DOD COMPONENT FOR PURPOSES OF THE CRIMINAL PENALTIES OF THE ACT.  



Disclosure of the SSN

Section 7 (not codified as part of the Act)

|t shall be unlawful for any Federal, State or local
government agency to deny to any individual any right,
benefit, or privilege provided by law because of such
Individual's refusal to disclose their SSN.

 Any Federal, State or local government agency which
requests an individual to disclose his social security
account number shall inform that individual whether that
disclosure is mandatory or voluntary, by what statutory or
other authority such number is solicited, and what uses
will be made of it.



Other DoD Requirements

« OMB Memo M-07-16, Safeguarding Against and
Responding to the Breach of Personally
|dentifiable Information; Reduce the Use of
Social Security Numbers.

— Eliminate Unnecessary Use.

— Explore Alternatives.

e OUSD(P&R) Directive-Type Memorandum 07-
015-USD(P&R) — “DoD Social Security Number
(SSN) Reduction Plan” dated March 28, 2008
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Presentation Notes
Eliminate Unnecessary Use. Agencies must review their use of social security numbers in agency systems and programs to identify instances in which collection or use of the social security number is superfluous. 
Explore Alternatives. Agencies must participate in government-wide efforts to explore alternatives to agency use of Social Security Numbers as a personal identifier for both Federal employees and in Federal programs (e.g., surveys, data calls, etc.). 
DOD's Electronic Data Interchange Personal Identifier (EDIPI) .  The EDIPI is a personal identifier code used internally by the DOD. The department assigns a nine-digit unique identifier to each new service member. The DOD identity cards display a 10-digit identity code, which consists of the EDIPI and an additional digit.
An Electronic Data Interchange Personal Identifier, or EDIPI, is a unique number assigned to a record in the United States Department of Defense's Defense Enrollment and Eligibility Reporting System (DEERS) database. A record in the DEERS database is a person plus personnel category (e.g. contractor, reservist, civilian, active duty, etc.). The Common Access Card (CAC), which is issued by the Department of Defense through DEERS, has an EDIPI on the card. A person with more than one personnel category is issued a CAC for each role. Separating the identities is done so that revocation of one role’s permission can be accomplished simply by commandeering the card and/or revoking the digital certificates without affecting the other roles.[citation needed]
The EDIPI is a ten-digit number located in the barcode on the front of the card, the barcode on the back of the card, and in the integrated circuit chip embedded in the card itself. The first 9 digits are assigned unique numbers with the 10th digit being a check digit for the identifier.
The EDIPI can be used as a unique person identifier. It is unique to a person not to the person's role.


Other DoD Requirements

« OSD(DA&M) memo “Safeguarding Against and
Responding to the Breach of Personally
|dentifiable Information” dated June 5, 2009.

— Privacy training is a prerequisite before an
employee or contractor is permitted access to DoD
Information / systems.

— Privacy training required annually.

— Employees / contractors annually sign a document
describing their responsibilities acknowledging their
understanding.
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ORIENTATION; SPECIALIZED; MGMT; AND SYSTEMS OF RECORDS (System mgr responsibility).

OMB MEMO M-07-16, SAFEGUARDING AGAINST AND RESPONDING TO THE BREACH OF PERSONALLY IDENTIFIABLE INFORMATION; PRIVACY TRAINING
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Privacy Act of 1974, as amended
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Implementation Challenges

1. Technologies’ Rapid Pace of Change
2. Timeliness of Guidance and Legislation

3. System Dependence on Unique
ldentifiers

4. Increased Demands for Appropriate
Sharing of PlI

5. Ensuring Contractor Compliance

|. Background Slides
A. ISPAB
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Presentation Notes
Technologies’ Rapid Pace of Change
Portable mass storage 
Ubiquitous storage in common work appliances (copiers, faxes, berries)
Web browser tracking -- cookies
Web 2.0
Cloud Computing
Timeliness of Guidance and Legislation
Age of OMB Privacy Act and Computer Matching Act Guidance
Age of Privacy Act
Do definitions still have currency?
“System of Records”
Routine Use
System Dependence on Unique Identifiers
SSN usage in Federal systems
SSN Reduction Plan
Biometrics – DLA’s involvement in Biometrics
Statistical concerns with Biometric measures – False Positives, False Negatives, 
Security of biometric sample storage
Due process for biometrics collected during arrests vs convictions – expungement?
Increased Demand for Appropriate Sharing of PII
Information Sharing Environment (ISE) – DoD’s participation and the Privacy Office’s role
Labeling of PII when shared with others – new “Controlled Unclassified Information” requirements

Background Slides contain information on the Information Security and Privacy Advisory Board and its recommendations.




Technologies’ Rapid Pace of Change

»Pll can be found anywhere:

* Portable mass storage
— thumb drives, portable HD’s, CDs

« Ubiquitous storage in common work appliances
— copiers, faxes, B-berries
»Internet behavior is easily tracked:

* Web browser tracking
— cookies, zero pixel gifs, flash cookies

»Social Media is complex -- Web 2.0
— Facebook, Twitter, YouTube

» Cloud Computing presents new Issues

— Gov't Cloud vs. Commercial Cloud
 Geolocation and Jurisdiction


Presenter
Presentation Notes
Web Browser Tracking
OMB Memorandum M-10-22, “Guidance for Online Use of Web Measurement and Customization Technologies,” June 25, 2010
Agency cannot use cookies, etc.:
to track user individual-level activity on the Internet outside of the website or application from which the technology originates;
to share the data obtained through such technologies, without the user’s explicit consent, with other departments or agencies;
to cross-reference, without the user’s explicit consent, any data gathered from web measurement and customization technologies against PII to determine individual-level online activity;
to collect PII without the user’s explicit consent in any fashion; or
Web 2.0
"Web 2.0 is fundamentally social, treating the individual as the center of the universe as opposed to groups or organizations, and then basing communication and information paths on social relationships between individuals.”  Stowe Boyd, DoD Web


#) Timeliness of Guidance and Legislation

e |s OMB Guidance too old?

— Privacy Act — published 1975 (40 FR 28948)

— Computer Matching Act — published 1989 (54 FR
25818)

e |s Privacy Act still current? (Sep. 29, 1975)

— Passed in response to:
« abuse of Executive power, surveillance, wrongful disclosures
 Amended by Computer Matching Act of 1988

— Do definitions still have currency?
« “System of Records”
* Routine Use
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Age of Guidance
Guidance written at time when computers were mainly large mainframes and databases were all centralized.
Computer Matching Act guidance written pre-Internet explosion.  Still applies but only for inter-agency debt collection, eligibility determinations, and entitlement calculations.
Age of Privacy Act
The IRS-acting at the behest of the White House - monitored the tax records and political activities of 3,000 groups and 8,000 individuals between 1969 and 1973. The groups monitored included the Urban League, Americans for Democratic Action, the National Student Association, the Unitarian Society and the National Council of Churches.
From 1956-1971, the FBI's secret surveillance and disruption of organizations which the FBI considered to be, a threat. These organizations included the Urban League, the Southern Christian Leadership Conference, the Congress on Racial Equality and other politically active groups.
Griswold v. Connecticut, 381 U.S. 479, 483 (U.S. 1965)
Purpose of Privacy Act, from Legislative History:
[The Privacy Act] is designed to prevent the kind of illegal, unwise, over-broad, investigation and record surveillance of law-abiding citizens which has resulted in recent years from actions of some over-zealous investigators, from the curiosity of some government administrators, and from the wrongful disclosure and use of personal files held by Federal agencies. It is to prevent the secret gathering of information or the creation of secret information systems or data banks on Americans by employees of the departments and agencies of the Executive branch.
Routine Use:
From Legislative History:
Original Intent -- No determination may be made through routine use disclosure
The compromise definition should serve as a caution to agencies to think out in advance what uses it will make of information. This act is not intended to impose undue burdens on the transfer of information to the Treasury Department to complete payroll checks, the receipt of information by the Social Security Administration to complete quarterly posting of accounts, or other such housekeeping measures and necessarily frequent interagency or intra-agency transfers of information. It is, however, intended to discourage the unnecessary exchange of information to another person or to agencies who may not be as sensitive to the collecting agency's reasons for using and interpreting the material.



£y System Dependence on Unique ldentifiers

» |IT Systems need unique ID’s

— SSN usage in DoD systems governed by SSN
Reduction Plan

e DoD Directive-Type Memorandum, 07-015-USD(P&R)
“DoD Social Security Number Reduction Plan”

« Several requirements for continued collection of SSNs
» Truncated SSN'’s included

e DLA Forms and J-6 Effort

» Biometrics seen as one option
*DLA’s involvement in Biometrics

— DLA's Defense Standardization Program Office

e The DoD Electronic Biometric Transmission
Specification — Sept. 2008

— Privacy Issues with Biometrics Include:
 Statistical concerns
e Due process for biometrics
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SSN Reduction -- DoD Directive-Type Memorandum 07-015-USD(P&R) “DoD Social Security Number Reduction Plan” 
At every juncture, question why we’re collecting the SSN
Review use of SSNs and justifications
Review existing and new forms
Submit annual report with FISMA report
Crosscheck system inventories and systems of records notices
Biometrics
DLA’s Defense Standardization Program Office 
The DoD Electronic Biometric Transmission Specification – Sept. 2008
Statistical Concerns with Biometric measures – False Positives, False Negatives, improving accuracy rates.
Biometrics fail badly – if a biometric is compromised it can not be replaced.
Due process for biometrics
FBI program has formal expungement process
Army’s CID program states, “[e]rroneous records may be expunged or corrected by request to Headquarters USACIDC or the Army Board of Correction of Military Records.”




Increased Demand for Sharing of PII

> “Debt collection” drove demand in 1990’s
> “Terrorism Information” drives demand now.

» Information Sharing Environment (ISE) —

— “Intelligence Reform and Terrorism Prevention
Act of 2004,” Pub.L.108-458, Dec. 17, 2004

— DoD is participant in ISE

— Defense Privacy Office Director is DoD’s Privacy
and Civil Liberties Officer (42 USC § 2000ee-1).

— DoD’s ISE Privacy Framework is being developed.

* Privacy Framework sets forth how ISE will function in
compliance with Fair Information Practice Principles
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Information Sharing Environment (ISE) created by “Intelligence Reform and Terrorism Prevention Act of 2004,” Pub.L.108–458, Dec. 17, 2004
SEC. 1016. INFORMATION SHARING
(2) INFORMATION SHARING ENVIRONMENT; ISE.—The terms ‘‘information sharing environment’’ and ‘‘ISE’’ mean an approach that facilitates the sharing of terrorism information, which approach may include any methods determined necessary and appropriate for carrying out this section.
“Terrorism Information” – is defined in same section
INFORMATION SHARING ENVIRONMENT.— (1) ESTABLISHMENT.—The President shall— 
create an information sharing environment for the sharing of terrorism information in a manner consistent with national security and with applicable legal standards relating to privacy and civil liberties;
Definition of “Terrorism Information” expanded by the “IMPLEMENTING RECOMMENDATIONS OF THE 9/11 COMMISSION ACT OF 2007, “  Pub.L.110–53, Aug. 3, 2007, Sec. 504.
FIPPs -- (1) Notice/Awareness; (2) Choice/Consent; (3) Access/Participation; (4) Integrity/Security; and (5) Enforcement/Redress.


Sharing and the Labeling of PII

» Labeling of Pll when shared with others
within the ISE must use new “Controlled
Unclassified Information” labeling
framework.

— Presidential Memorandum (May 9, 2008)

— DOJ & DHS Co-Chaired Task Force on Controlled
Unclassified Information — Report to President
(Aug. 25, 2009)

— DoD Implementation:
 DoD 5200. 1-R, “Information Security Program”

« DTM 08-027 — “ Security of Unclassified DoD Information
on Non-DoD Information Systems,” September 16, 2010
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Presidential Memorandum For The Heads Of Executive Departments And Agencies, “SUBJECT: Designation and Sharing of Controlled Unclassified Information (CUI),” May 9, 2008 (http://georgewbush-whitehouse.archives.gov/news/releases/2008/05/20080509-6.html)
“All departments and agencies shall apply the CUI Framework, … for the designation, marking, safeguarding, and dissemination of any CUI terrorism-related information within the ISE that originates in departments and agencies, regardless of the medium used for its display, storage, or transmittal.”
DOJ/DHS Task Force Report contained 40 recommendations on CUI and Information Sharing.  NARA made Exec Agent.
DoD 5200. 1-R, “Information Security Program,” January 14, 1997, Attachment 3.
Directive-Type Memorandum (DTM) 08-027, Attachment 2, Section 2.d. Encrypt all information that has been identified as controlled unclassified information (CUI) when it is stored on mobile computing devices such as laptops and personal digital assistants, or removable storage media such as thumb drives and compact disks, using the best available encryption technology.


Contractor Co

» For contracts involving o
“system of records,”

mpliance

neration of a

— Contractors “shall be considered to be an

employee of an agency.” --

5 U.S.C. § 552a(m)(1)

» The FAR and DFARS refer to parts &
clauses implementing requirement:

— FAR Part 24.1

e Clauses 52.224-1, 52.224-2

— FAR Part 39.1

o Especially Part 39.105, “Privacy.”
— DFARS Subparts 224.1 and 239.71
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Presentation Notes
5 U.S.C. § 552a(m)(1) -- "When an agency provides by a contract for the operation by or on behalf of the agency of a system of records to accomplish an agency function, the agency shall, consistent with its authority, cause the requirements of this section to be applied to such system. For purposes of subsection (i) of this section any such contractor and any employee of such contractor, if such contract is agreed to on or after the effective date of this section [9-27-75], shall be considered to be an employee of an agency.“


BACKGROUND



Information Security & Privacy Advisory Board

 |ISPAB reviewed Privacy Act and associated Gov’t

Privacy Policies/Practices — believes improvements
need to be made. Recommends:

— Amendments to the Privacy Act of 1974 and Section 208 of the
E-Government Act of 2002.

— Improvements to Government leadership on privacy.
— Other necessary changes to privacy policy.
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E-Government Act of 2002 (Pub. L. 107-347), Title III, the Federal Information Security Management Act of 2002, Section 21 of the National Institute of Standards and Technology Act (15 U.S.C. 278g-4) the Board's charter was amended.
Duties of ISPAB include:
To identify emerging managerial, technical, administrative, and physical safeguard issues relative to information security and privacy.
ISPAB recommendations:
Amendments to Privacy Act and E-Gov Act:
Improve Government privacy notices;
Update the definition of System of Records to cover relational and distributed systems based on government use, not holding, of records.
Clearly cover commercial data sources under both the Privacy Act and the E-Government Act.
Gov’t Leadership Improvements:
OMB should hire a fulltime Chief Privacy Officer with resources.
Privacy Act Guidance from OMB must be regularly updated.
Chief Privacy Officers should be hired at all “CFO agencies.”
A Chief Privacy Officers’ Council should be developed.
Other changes:
OMB should update the federal government’s cookie policy.
OMB should issue privacy guidance on agency use of location information.
OMB should work with US CERT to create interagency information on data loss across the government
There should be public reporting on use of Social Security Numbers
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Exemption 4

 Protects Release of:
— Trade secrets

— Commercial or Financial Information
* Obtained from a person.
 Privileged or confidential.


Presenter
Presentation Notes
Trade secret is a secret, commercially valuable plan, formula, process, or device that is used for the making, preparing, compounding, or processing of trade commodities and that can be said to be the end product of either innovation or substantial effort.
(manufacturing descriptions, product formulas, software, etc.)

Commercial or Financial Information:  related to or dealing with business or commerce.

When talking about obtained from a person, most entities are considered a person, except for the U.S. Govt.  Includes individuals, partnerships, corporations, state and foreign governments.

Whether privileged or confidential, the focus is whether confidential.  Privileged refers to the general civil discovery privileges.

Commercial or financial matter is "confidential" for purposes of the exemption if disclosure of the information is likely to have either of the following effects: (1) to impair the Government's ability to obtain necessary information in the future; or (2) to cause substantial harm to the competitive position of the person from whom the information was obtained. 


Voluntary or Required

e Critical Mass

(Critical Mass Energy Project v. NRC, 975 F.2d 871
(D.C. Cir. 1992))

— Voluntarily submitted
* Did agency exercise authority

 National Parks

(Nat’l Parks & Conservation Ass'n v. Morton, 498 F.2d 765
(D.C. Cir. 1974))

— Required
e Impairment prong

o Competitive harm prong
— EO 12600
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Presentation Notes
After determining that the information meets B4 threshold of being obtained from a person and that it is commercial or financial, there are two standards under which you begin to determine whether the information submitted is entitled to protection as confidential under B4, called Critical Mass and National Parks.  DLA determines whether the information was voluntary or required.

Did agency possesses legal authority to require information and was it exercised. If the authority was not exercised, per Critical Mass the information was submitted voluntarily and such information is categorically protected provided it is not "customarily" disclosed to the public by the submitter. Rather than examining the nature of a submitter's participation in an activity, agencies are advised to focus on whether submission of the information at issue was required for those who chose to participate.  (i.e., bids are required as part of the federal procurement process.)

If the information was required than its confidential status is governed by National Parks.  National Parks has two tests:  Impairment and Competitive Harm Prongs.

Protection under the impairment prong traditionally has been denied when it is determined that disclosure will not diminish the flow of information to the agency -- for example, the benefits associated with submission of particular information make it unlikely that the agency's ability to obtain future such submissions would be impaired (i.e., contracting).  The impairment prong of National Parks now typically applies to those more limited situations in which information is required to be provided, but where disclosure of that information under the FOIA will result in a decrease of the "reliability" or "quality" of what is submitted.

Information is confidential under the competitive harm prong if disclosure is likely to cause substantial harm to the competitive position of the person from whom the information was obtained.   Must show actual competition and likelihood of competitive harm. Considered on a case-by-case basis. 

Must follow the requirements of EO 12600.


EO 12600

* Requires federal agencies to establish
certain predisclosure notification
procedures which will assist agencies in
developing adequate administrative
records.

— Submitters of confidential commercial
Information.

— Notify requester


Presenter
Presentation Notes
We are required to complete a submitter notice whenever the agency determines that it may be required to disclose the requested data.  

Submitter notice is not required when the records were previously released in an authorized manner or the record is protected under B3, 10 USC 2305(g) as long as the proposal is not incorporated into the contact either as an attachment or by reference.

Per DOJ Guide, agencies are best advised to continue both the practice of (1) notifying all submitters of contract price information that their information may be released in order to obtain any objections to disclosure and (2) to then carefully conduct a thorough competitive harm analysis on a case-by-case basis, ensuring that we have a sufficient administrative record on which to base and support the decisions.

Inform the requester that submitter notice must be completed.




Submitter Notice

o |etter includes:
— Identifies requester and records requested
— Factors to consider
— National Parks
— Reasonable period of time to respond
— Contact information
— FOIA case number
— Copy of records
— Submitter Notice Instructions
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Don’t provide a copy of the request but state the requester and the records sought.  

Some factors for submitters to describe:  (1) the general treatment of this information (confidential v. public); (2) the type and degree of risk to your competitiveness that release could cause; and (3) the length of time the information is kept confidential and why.

Submitters are given a reasonable period of time within which to object to disclosure of any of the requested material.  Base your deadline on the complexity and volume of the records.  If the submitter requests an extension, typically grant a one week but of course its up to you.

Send the submitter a clean copy of the records – do not provide suggested redactions.  Let them tell us what they want withheld.

Tell the requester that we consider the information to be required and are applying the National Parks standards.

A copy of the submitter notice instructions is in your binder.


Submitter Notice

 Review the response
— Has the submitter objected to release
— Objection adequately supported
— No response received

 Document your review and determination

— Competitive harm analysis
o Case-by-case
— Reasonable segregation

— Cannot withhold information created by the
Federal Government
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Consultation with the submitter is appropriate as one step in the evaluation process, but is not sufficient to satisfy an agency‘s FOIA obligations.   Consequently, an agency is required to determine for itself whether the information in question should be disclosed.  This determination is made on a case-by-case basis, dependent on your evaluation of the SME and submitter response.

Did the submitter adequately explain the treatment of the information or were common/standard answers provided.  Should not accept blanket statements.  Statements like “all information was submitted in confidence  and must be denied” are not adequate. The requester should detail why release of this particular pricing would cause competitive harm (i.e., narrow competition, common knowledge of pricing variables in industry, etc.).

Many courts have held that if the information sought to be protected is itself publicly available through other sources, disclosure under the FOIA will not cause competitive harm and Exemption 4 is not applicable. (Google!)

When a quick phone call could clear up a disagreement you can contact the submitter and explain, i.e,;   
The submitter redacted total award, which is releasable.  
The submitter marked Federal govt info for withholding.

A quick call could clear these up. 

Document any contact with the submitter and your analysis.



Intent to Release

o Submitter objections not sustained
— Notify requester of intent to release

— Provide reason for release
 Use case law

» Close letter with rights
— Reverse FOIA
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If the submitter's objection is not sustained by the agency, the submitter must be notified in writing of your intent to release.  You must provide a reasonable number of days prior to a specified disclosure date, which gives the submitter an opportunity to seek judicial relief (usually 10 working days from the date of the letter).

In your intent to release letter (signed by IDA) briefly describe your reasons, i.e.,:
Already in public domain
Age of information
Total award releasable (Federal Procurement Data System, DIBBS/BSM, FAR requirements)

No response is considered to be no objection to release.  

The letter should state that if the requester disagrees with this determination, they have the right to file suit in Federal court.  This is called a reverse FOIA.

Send the letter to the submitter in the fastest means.


Unit Prices

e Definition:
Specified amounts to be paid by the
government per item for goods or services

e Burden of Proof
— Submitter

e Release of Unit Price
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The submitter being the opponent of disclosure -- not the requester -- bears the burden of proving whether substantial competitive harm is likely to result.

Release of unit price depends on whether (1) disclosure of unit prices would lead directly to the precise calculation of specific proprietary information and (2) revelation of that information would cause substantial harm to the submitter. Only upon such an assessment can it properly be determined whether unit prices should be disclosed under the FOIA in a given case.

Types of commercial financial information typically protected:

as a company's assets, liabilities, and net worth;
a company's actual costs, break-even calculations, profits and profit rates;
data describing a company's workforce that would reveal labor costs, profit margins, and competitive vulnerability;
a company's selling prices, purchase activity and freight charges;
market share, type of product, and volume of sales;
Future products, proprietary technical information, pricing strategy, and subcontractor information," and similar data; 

In the absence of a per se rule, the set of facts in each case must be evaluated independently to determine whether the particular information at issue would cause substantial competitive harm if it were released.



Unit Prices

* Federal Acquisition Regulation (FAR)
— 15.506 Postaward debriefing of offerors.
— Subpart 24.2—Freedom of Information Act
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In arguments regarding the FAR's disclosure requirements the court determined that the "unmistakable meaning" of the FAR provisions was that unit price information could be disclosed "only insofar as it" is not otherwise exempt from disclosure. 


15.506  Postaward debriefing of offerors. 
(e) The debriefing shall not include point-by-point comparisons of the debriefed offeror’s proposal with those of other offerors. Moreover, the debriefing shall not reveal any information prohibited from disclosure by 24.202 or exempt from release under the Freedom of Information Act including— 
(1) Trade secrets; 
(2) Privileged or confidential manufacturing processes and techniques; 
(3) Commercial and financial information that is privileged or confidential, including cost breakdowns, profit, indirect cost rates, and similar information; and 
(4) The names of individuals providing reference information about an offeror’s past performance. 

Subpart 24.202—FOIA  Prohibitions. 
(a) A proposal in the possession or control of the Government, submitted in response to a competitive solicitation, shall not be made available to any person under the Freedom of Information Act. This prohibition does not apply to a proposal, or any part of a proposal, that is set forth or incorporated by reference in a contract between the Government and the contractor that submitted the proposal. (See 10 U.S.C. 2305(g) and 41 U.S.C. 253b(m).) 
(b) No agency shall disclose any information obtained pursuant to 15.403-3(b) that is exempt from disclosure under the Freedom of Information Act. (See 10 U.S.C. 2306a(d)(2)(C) and 41 U.S.C. 254b(d)(2)(C).) 
(c) A dispute resolution communication that is between a neutral person and a party to alternative dispute resolution proceedings, and that may not be disclosed under 5 U.S.C. 574, is exempt from disclosure under the Freedom of Information Act (5 U.S.C. 552(b)(3)). 



Unit Prices

— Reverse FOIAs

« Withheld

— McDonnell Douglas Corp. v. NASA , 180 F.3d 303
(D.C.C. 1999)

— McDonnell Douglas Corp v. USAF, 375 F.3d 1182 (D.C.C.
2004)
* Released

— Boeing Co. v. U.S. Department of the Air Force, 616 F
Supp 2d 40, 2009 U.S. Dist.

— Pacific Architects and Engineers Inc., v. US Dept of
State, 906 F.2d 1345 (1990)

— Martin Marietta Corp. v. John H. Dalton, 974 F. Supp. at
37 (1997)
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McDonnell Douglas v. NASA:  release of unit prices would allow commercial customers to bargain down prices and help competitors to underbid it.
McDonnell Douglas v. USAF:  Of the three categories of unit prices in question, Courts ruled to release over and above prices, but withhold option year prices and vendor prices. 

Boeing v. USAF: The court found that the submitter had not met its burden of showing a likelihood of substantial competitive harm for three reasons. 
the submitter had provided insufficient support in the administrative record for its contention that the labor rates would harm the submitter's competitive position by allowing competitors to extrapolate future rates and thereby underbid it.  
the submitter had not provided evidence showing precisely how release would cause it harm in light of the Air Force’s showing that labor rates do not fluctuate in any discernable pattern so that past labor rates are not accurate predictors of future labor rates.   
the submitter's agreement to release of similar data for the period from 1996 to 1999 contradicted its argument that the disclosure of labor rates for later years would allow its competitors to underbid it.
Pacific Architects:  State Dept determined that the unit price rates were not protectable on under B4 because release would not cause competitive harm due to the number of variables that went into determining these rates.  Upon review of the State Dept’s record of its proceedings the court ruled in favor of the State Dept.
Martin Marietta:  The court rejected the submitter's contention that disclosure would enable its competitors to predict its costs and profit margin, significantly enhancing their ability to underbid. The court upheld the agency's decision to release the information because the submitter had "simply failed to demonstrate" how it would be competitively harmed by the information's disclosure. 
See FOIA Post Treatment of Unit prices and copies of these cases in your binder.
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DEFENSE LOGISTICS AGENCY

AMERICA’S COMBAT LOGISTICS SUPPORT AGENCY

Exemption 5: “inter-agency or intra-agency
memorandums or letters which
would not be available by law to a
party other than an agency in
litigation with the agency;”

Lew Oleinick
October 26, 2010

WARFIGHTER SUPPORT ENHANCEMENT STEWARDSHIP EXCELLENCE WORKFORCE DEVELOPMENT



Outline

What types of records are covered?
What is Exemption 5 intended to protect?
Purpose of Exemption 5

Recognized privileges for Exemption 5

Implications of President Obama's FOIA
Memorandum and Attorney General
Holder's FOIA Guidelines and Proactive
Disclosure


Presenter
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Contours of privileges are determined by reference to what is protected in civil discovery. Burka v. HHS, 87 F.3d. 508, 517 (D.C. Cir. 1996). Applicable only to "well-settled" or "well-recognized“ privileges.
The three primary, most frequently invoked privileges that have been held to be incorporated into Exemption 5 are the deliberative process privilege (referred to by some courts as "executive privilege”), the attorney work-product privilege, and the attorney-client privilege.



Exemption 5 Coverage

* Inter or intra agency records

e Records “normally privileged in the context of
civil discovery”
e “To qualify, a document must thus satisfy two

conditions:
— Its source must be a Government agency, and

— 1t must fall within the ambit of a privilege against
discovery under judicial standards that would
govern litigation against the agency that holds it.t”

— Consultant Test

1. DOI v. Klamath Water Users Protective Ass'n, 532 U.S. 1, 8-9 (U.S. 2001)
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Inter or intra –agency --  records which are sent within an agency or sent from one agency to another agency and which are "normally privileged in the context of civil discovery." NLRB v. Sears, Roebuck & Co., 421 U. S. 132, 149 (1975); FTC v. Grolier Inc., 462 U.S.  19, 26 (1983); Martin v. Office of Special Counsel, 819 F.2d 1181, 1184 (D.C. Cir. 1987).
Inter / Intra agency Records
Are records from “consultants” included in the category of inter or intra –agency records?  The answer is “it depends” on their role and relationship to the agency.  
"Consultant test" implicitly accepted by Supreme Court when applied to records from a non-agency consultant who "does not represent an interest of its own, or the interest of any other client, when it advises the agency."  See Dep’t of the Interior v. Klamath Water Users Protective Ass'n, 532 U.S. 1, 11 (2001).
Privileged
What is “normally privileged?” -- In the FOIA context, the Supreme Court has held that the standard to be employed is whether the documents would "routinely be disclosed" in civil litigation. See Weber Aircraft, 465 U.S. at 799; see Grolier, 462 U.S. at 26.
Although originally it was "not clear that Exemption 5 was intended to incorporate every privilege known to civil discovery,"5 the Supreme Court subsequently made it clear that the coverage of Exemption 5 is quite broad, encompassing both statutory privileges and those commonly recognized by case law, and that it is not limited to those privileges explicitly mentioned in its legislative history.6 See Note from 2009 DOJ FOIA Guide, pp. 357-358�

5 Fed. Open Mkt. Comm. v. Merrill, 443 U.S. 340, 354 (1979).
6 See U.S. v. Weber Aircraft Corp., 465 U.S. 792, 800 (1984); see also Burka v. HHS, 87 F.3d 508, 516 (D.C. Cir. 1996) (noting that FOIA "incorporates . . . generally recognized civil discovery protections").


Purpose of Exemption 5

e t0 encourage open, frank discussions on
matters of policy between subordinates
and superiors;

e 10 protect against premature disclosure of
proposed policies before they are finally
adopted,;

e protect against public confusion that might
result from disclosure of reasons and
rationales that were not in fact ultimately
the grounds for an agency action.
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Purpose of Exemption 5 – From Russell v. Dep't of the Air Force, 682 F.2d 1045, 1048 (D.C. Cir. 1982).

NLRB v. Sears, Roebuck & Co., 421 U. S. 132, 149 (1975)

A predecisional document loses its status if a final decisionmaker "chooses expressly to adopt or incorporate [it] by reference." NLRB v. Sears, Roebuck & Co., 421 U. S. at 161 (1975)




Common privileges for Exemption 5

e Deliberative process
e Attorney work product
o Attorney-client



Deliberative Process

e Question to ask: What is the status of the
record?

— Two-part test: pre-decisional? deliberative?

— Burden is upon agency to show record satisfies
both parts of test.

* Deliberative portions protected:

— analysis, evaluations, recommendations, advice

— but see Tax Analysts v. IRS, 117 F. 3d 607, 617
(D.C. Cir. 1997).

e Factual portions generally not protected

* Incorporating into final agency decision may
alter claim to privilege.



Presenter
Presentation Notes
Two-Part Test
The communication must be pre-decisional, i.e., “antecedent to the adoption of an agency policy.” See Jordan, 591 F.2d at 774 
Second, the communication must be deliberative, i.e., "a direct part of the deliberative process in that it makes recommendations or expresses opinions on legal or policy matters.” See Vaughn v. Rosen, 523 F.2d 1136, 1143-44 (D.C. Cir. 1975)

The burden is upon the agency to show that the information in question satisfies both requirements. See Coastal States, 617 F.2d at 866

Factual portions generally not protected since they are available in civil discovery, EPA v. Mink, 410 US. 73, 87-88 (1973), because their disclosure is not considered to threaten an agency's consultive process. Montrose Chem. Corp. v. Train, 491 F.2d 63, 66 (D.C. Cir. 1974) .

Note regarding legal memoranda – [T]he D.C. Circuit has stated that Field Service Advice memoranda ("FSAs") issued by the IRS's Office of Chief Counsel are not pre-decisional documents, because they constitute “statements of an agency's legal position.” The court reached this conclusion even though the opinions were found to be "nonbinding" on the ultimate decision-makers.  [M]erely because agency legal opinions were "nominally non-binding is no reason for treating them as something other than considered statements of the agency's legal position." Tax Analysts v. IRS, 117 F. 3d 607, 617 (D.C. Cir. 1997).

Finally, even if a document is clearly protected from disclosure by the deliberative process privilege, it may lose this protection if a final decision-maker "chooses expressly to adopt or incorporate [it] by reference.“ See Sears, 421 U.S. at 161

Am. Soc'y of Pension Actuaries v. IRS, 746 F. Supp. 188, 192 (D.D.C. 1990) (ordering disclosure after finding that IRS's budget assumptions and calculations were "relied upon by government" in making final estimate for President's budget).




Attorney Work-Product

e “reasonable anticipation of litigation”
— although specific claim need not be identified

» Covers: civil, administrative, and criminal
proceedings.

— Caveats

« Documents not originally prepared in anticipation of
litigation can’t assume work-product privilege

* Documents prepared in “normal course of business” —
not related to litigation — may not be protected.

 Prepared by: (1) attorney or (2) non-attorney
supervised by attorney.

e Factual materials covered.
 No temporal limitation.
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Generated in reasonable anticipation of litigation, although specific claim need not be identified. Delaney, Migdail, Young v. IRS, 826 F.2d 124, 127 (D.C. Cir. 1987).

Does not attach until at least "some articulable claim, likely to lead to litigation," has arisen. See Coastal States Gas Corp. v. DOE, 617 F.2d 854, 865 (D.C. Cir. 1980).

Prepared by attorney or by non-attorney supervised by attorney.  See Nishnic v. United States Dep't of Justice, 671 F. Supp. 771, 772-73 (D.D.C. 1987).

Factual materials covered. Martin v. Office of Special Counsel, 819 F.2d 1181, 1187 (D.C. Cir. 1987) .

No temporal limitation. FTC v. Grolier Inc., 462 U.S. 19, 28 (1983).

Brennan Concurrence in FTC v. Grolier --  c.f.:
n4 We held in Sears that Exemption 5 does not apply to "final opinions" explaining agency actions already taken or agency decisions already made. Id., at 150-154. The gist of our holding was that such documents are not within any privilege incorporated into Exemption 5 -- specifically, that they are not covered by the Government's executive privilege. Ibid. The same would be true of the work-product doctrine; it is difficult to imagine how a final decision could be "prepared in anticipation of litigation or for trial," Rule 26(b)(3). It is also questionable whether such decisions would constitute "inter-agency or intra-agency memorandums or letters," 5 U. S. C. § 552(b)(5). Ftc v. Grolier, Inc., 462 U.S. 19, 32 (U.S. 1983)

Documents not originally prepared in anticipation of litigation cannot assume the protection of the work-product privilege merely through their later placement in a litigation-related file. See Dow Jones & Co. v. DOJ, 724 F. Supp. 985, 989 (D.D.C. 1989)

However, documents prepared in an agency's ordinary course of business, not under circumstances sufficiently related to litigation, may not be accorded protection. See Hennessey v. AID, No. 97-1113, 1997 WL 537998, at *6 (4th Cir. Sept. 2, 1997) and Hill Tower, Inc. v. Dep't of the Navy, 718 F.
Supp. 562, 567 (N.D. Tex. 1988)






Attorney Client

e \WWhat Is covered?

— "confidential communications between an
attorney and his client relating to a legal matter
for which the client has sought professional
advice.”

» applies to facts divulged by a client to his attorney

e any opinions given by an attorney to his client based
upon, and thus reflecting, those facts

— Not limited to litigation context
* Does the “client” have to be specified?

— Maybe: see Elec. Privacy Info. Ctr. v. DOJ, 584 F.
Supp. 2d 65, 80 (D.D.C. 2008)

e Special cases
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Coverage -- Mead Data Cent., Inc. v. U.S. Dep't of the Air Force, 566 F.2d 242, 252 (D.C. Cir. 1977);

About facts from non-clients -- "it is clear that when an attorney conveys to his client facts acquired from other persons or sources, those facts are not privileged" unless they reflect client confidences. Brinton, 636 F.2d at 603.

DC District ruled recently that an agency is required to identify who its client is in order to sustain a claim of this privilege. Elec. Privacy Info. Ctr. v. DOJ, 584 F. Supp. 2d 65, 80 (D.D.C. 2008) (declining to apply privilege to certain documents because agency failed to "indicate what agency or executive branch entity is the client for purposes of the attorney-client privilege").

Special Cases -- However, one case has denied attorney-client privilege protection to agency headquarter’s legal advice responding to questions from the field because "[m]atters are different in the government context, when counsel rendering the legal opinion in effect is making law." Tax Analysts v. IRS, 117 F.3d 607, 619 (D.C. Cir. 1997).  2009 DOJ Guide states: merely because agency legal opinions were "nominally non-binding is no reason for treating them as something other than considered statements of the agency's legal position." Tax Analysts v. IRS, 117 F. 3d 607, 617 (D.C. Cir. 1997).





Presidential and AG FOIA Policy

* President’s January 21, 2009 and Attorney

General’s March 19, 2009 memoranda apply to
Exemption 5.

— President’s on “presumption of openness”
* “In face of doubt, openness prevails.”
* Do not withhold because of “speculative or abstract fears.”
— AG’s Policy
» Agency should not withhold information simply because it
may do so legally.

o If full release is not possible, agency “must consider whether
it can make partial disclosure.”

* Recognizes FOIA disclosure requirement is not absolute and
cites exemptions, nat’l security, & privileges.

— Bottom Line: Return to “Foreseeable Harm” Standard
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The President directed that FOIA "should be administered with a clear presumption: In the face of doubt, openness prevails." Moreover, the President instructed agencies that information should not be withheld merely because "public officials might be embarrassed by disclosure, because errors and failures might be revealed, or because of speculative or abstract fears.“ Agencies were directed to respond to requests "promptly and in a spirit of cooperation." The President also called on agencies to "adopt a presumption in favor of disclosure" and to apply that presumption "to all decisions involving [the] FOIA." 
March 19, 2009 Attorney General Memorandum to Heads of Executive Departments and Agencies, Subject: Freedom of Information Act, “Department of Justice will defend a denial of a FOIA request only if (1) the agency reasonably foresees that disclosure would harm an interest protected by one of the statutory exemptions, or (2) disclosure is prohibited by law;” page 2 
DOJ Foreseeable Harm Standard spelled out in DOJ FOIA Update, Vol. XV, No. 2, 1994, at http://www.usdoj.gov/oip/foia_updates/Vol_XV_2/page3.htm




Foreseeable Harm Analysis

* Primary Factors to Guide Analysis

ne nature of the decision

ne nature of the decision-making

ne status of the decision

ne status of the personnel involved

ne potential for process impairment

ne significance of any process impairment
ne age of the information

ne sensitivity of individual record portions
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Directly from FOIA Update, Vol. XV, No. 2, 1994:

[T]here is much room for agencies to apply the "foreseeable harm" standard within the realm of the deliberative process privilege under Exemption 5 and to disclose information that, in the words of the Attorney General's FOIA Memorandum, "might technically or arguably fall within" it.

In doing so, they should be mindful that the "foreseeable harm" standard, by its very nature, requires FOIA officers to consider the applicability of an exemption on a case-by-case basis -- i.e., through "consideration of the reasonably expected consequences of disclosure in each particular case."
Id. at 2. In each case, a FOIA officer should now try to determine whether disclosure of the information in question would foreseeably harm the basic institutional interests that underlie the deliberative process privilege in the first place. In other words, he or she must consider whether it "would actually inhibit candor in the decision-making process" to disclose that particular information to the public at that particular time. Army Times Pub. Co. v. Department of the Air Force, 998 F.2d 1067, 1072 (D.C. Cir. 1993).

In making these harm determinations -- which can be difficult ones inasmuch as they must be reached individually and no longer can be made on any categorical basis -- agency FOIA officers can be guided by their analyses of a number of primary factors that logically come into play:

The nature of the decision involved--Some agency decisions are highly sensitive and perhaps even controversial; most of them are far less so.
The nature of the decisionmaking process--Some agency decision-making processes require total candor and confidentiality; many others are not nearly so dependent.
The status of the decision--If the decision is not yet made, then there is a far greater likelihood of harm from disclosure; conversely, with decisions already made there is far less likelihood. See FOIA Update, Autumn 1979, at 4.
The status of the personnel involved--Are the same agency employees, or other employees who are similarly situated, likely to be affected by the disclosure? See id.
The potential for process impairment--How much room is there for actual diminishment of deliberative quality if the personnel involved do feel inhibited by potential disclosure? See, e.g., FOIA Update, Fall 1988, at 4 (observing that some presidential transition advice "simply would not be given -- or at least not so candidly -- if it were not protectible under the FOIA").
The significance of any process impairment--In some cases, any anticipated "chilling effect" on the agency's decision-making process might be so minimal as to be practically negligible.
The age of the information--While there is no universally applicable age-based litmus test, the sensitivity of all information fades with the passage of time. See FOIA Update, Summer/Fall 1993, at 2.
The sensitivity of individual record portions--Apart from any other factor or consideration, FOIA officers ultimately must focus on "the individual sensitivity of each item of information." Id.



Impact of FOIA Release on Privilege

e Discretionary disclosure under the FOIA
does not walive privilege on similar
records.

— See

e Nat'l Inst. of Military Justice v. United States DOD,
404 F. Supp. 2d 325, 2005 U.S. Dist. LEXIS 33154
(D.D.C. 2005)

e Students Against Genocide v. Dep't of State, 257 F.
3d 828, 835-36 (D.C. Cir. 2001)

« Salisbury v. United States, 690 F.2d 966, 971 (D.C.
Cir. 1982)
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FOIA Guide 2009, pp. 690-692, internal cites omitted:

In a case addressing the issue of the impact of discretionary disclosures on the ability of an agency to protect other, similar documents, the Court of Appeals for the Ninth Circuit surveyed the law of waiver under the FOIA and found: "no case . . . in which the release of certain documents waived the exemption as to other documents. On the contrary, [courts] generally have found that the release of certain documents waives FOIA exemptions only for those documents released.”

Such a general rule of nonwaiver through discretionary disclosure is supported by sound policy considerations, as the Ninth Circuit discussed at some length:

Implying such a waiver could tend to inhibit agencies from making any disclosures other than those explicitly required by law because voluntary release of documents exempt from disclosure requirements would expose other documents [of a related nature] to risk of disclosure. An agency would have an incentive to refuse to release all exempt documents if it wished to retain an exemption for any documents . . . . [R]eadily finding waiver of confidentiality for exempt documents would tend to thwart the [FOIA's] underlying statutory purpose, which is to implement a policy of broad disclosure of government records.

This rule was recognized by the Court of Appeals for the District of Columbia Circuit many years ago, when it observed:

Surely this is an important consideration. The FOIA should not be construed so as to put the federal bureaucracy in a defensive or hostile position with respect to the Act's spirit of open government and liberal disclosure of information.

As the District Court for the District of Columbia has phrased it: "A contrary rule would create an incentive against voluntary disclosure of information.“ To find otherwise "would create the untenable result of discouraging the government" from making such disclosures.


DEFENSE LOGISTICS AGENCY

AMERICA’S COMBAT LOGISTICS SUPPORT AGENCY

Freedom of Information Act
Exemptions 6 & 7(C)

Kathy R. Tennessee
October 26, 2010

WARFIGHTER SUPPORT ENHANCEMENT STEWARDSHIP EXCELLENCE WORKFORCE DEVELOPMENT



Exemptions b(6) & 7(C)

The following analysis is used for
both exemptions:

1. Is the exemption’s threshold met?
2. Is there a privacy interest?

3. Is there a qualifying public interest?
4. Balance Public vs. Privacy Interest.
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1.  Under the FOIA, there are two personal privacy exemptions which are similar, but have slightly different meanings.  This analysis is necessary under both exemptions.
To warrant protection under Exemption 6 and/or 7 (C), information must first meet its threshold requirement. 
If the threshold is met, now determine if there is a qualifying public interest.  Qualifying under the FOIA according to the DOJ guide is whether it meet the CORE purpose of the FOIA.  We’ll discuss a little more later in the presentation.
Now, you must balance of the public's right to disclosure against the individual's right to privacy


Exemption b(6)

Exemption b(6) threshold language:

“Personnel and medical files and similar
files” when disclosure of such information
“would constitute a clearly unwarranted
invasion of personal privacy.” 5 U.S.C. §
552(b)(6).


Presenter
Presentation Notes
First, we look at the Exemption b(6) threshold language which covers all information in such type records including personnel actions, health records, etc which WOULD constitute an invasion of personal privacy.  For example, my health records stored with DLA if released would constitute an invasion of my personal privacy.
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Exemption b(7)(C)

 Exemption 7(C) threshold language:

— Protects “records or information compiled for
law enforcement purposes,” the disclosure of
which “could reasonably be expected to
constitute an unwarranted invasion of
personal privacy.”
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Now, we will look at the 7C threshold language which basically protects law enforcement records.  

This exemption is the law enforcement counterpart to Exemption b(6), but the threshold is lower due to the nature of the files.  It protects records or information with COULD  reasonably be expected to constitute an unwarranted invasion of personal privacy.



T
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Law Enforcement Records

According to the U.S. Department of
Justice, “the mention of an individual's
name In a law enforcement file will
engender comment and speculation and
carries a stigmatizing connotation.”

- Persons who are NOT targets of an
Investigation.
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Exemption  7(C) protects those who are not targets of investigations such as witnesses or those who are simply mentioned in an investigation.  The supreme court  in NARA v. Favish, recognizes the importance of protecting those whose names  may be in a file by “mere happenstance.”  In our office, in most cases, we redact witness names and identifiable information in a report of investigation.


Is There a Privacy Interest?

e Consider the Sensitivity of Information
e Consider Adverse Conseguences

 The passage of time does not diminish a
privacy interest.
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Next we will determine if there is a privacy interest by considering several factors.  

Is the information sensitive or intimate such as SSN, Date of Birth, legitimacy of children, health information.
For instance, if I disclose health information on Mary Jane, it is sensitive information which could cause adverse consequences such as embarasment to her.  Also, although Mary Jane may have been diagnosed years before, the passage of time doesn’t diminish the privacy interest.
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ldentifying a Privacy Interest
Home Address
e

ReligiorJ
Medica
Information
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Now that we’ve talked about privacy interests, let identify a few of them such as religious affiliation, salaries of non-federal employees, social security number, etc.  Also you will notice the privacy lock in red with DoD Employees.  This came about due to heightened security awareness after 9/11.  In 2005, DOD issued a memo stating that names, phone numbers, room numbers and email address of DoD employees below directorate level AND are not in the public domain may be withheld under exemption b(6).



Where There is No Privacy Interest

Corporations — except small companies

Deceased Individuals (except In extreme
cases)

Public Records — unless they are practically
obscure.

Federal Employees — OPM regulation,
5 C.FR. 293.311

ldentities of FOIA Requesters — except
personal information.
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We will now discuss situations where there is NO privacy interest.

We know that corporation have no privacy under FOIA.  However, small companies may have privacy interests because they are individually owned and their financial data may be protected under this exemption because it may reveal the “personal finances” of the individuals.  Joe Blow’s donuts (one man shop) more than likely his personal financial data is intertwined with his business financial data.

Although deceased individuals do not have privacy interests in most cases, DC court has ruled that in certain circumstances, agencies must take basic steps to ensure that the privacy interests of the living family are considered.  
	
     In NARA v. Favish, the Supreme Court unanimously found that the surviving family members of a former Deputy White House Counsel had a protectable privacy interest in his death-scene photographs, based in part on the family's fears of "intense scrutiny by the media.

3.  Public Records – self explanatory – If already public, no privacy interest.

4.  We know that in accordance with OPM, much of federal employee information is public such as Name, grades, salary and duty stations.

5.  Names of FOIA Requesters are public, but we will protect home addresses, phone numbers, etc.





Balance the Privacy and the Public Interests

o If there is NO privacy Interest, disclose the
Information.

 If there Is a privacy Interest, and no
gualifying public interest, withhold the
Information.

 If there Is a privacy Interest and a public
Interest, balance them to determine which

IS greater. ~4
% f
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Now we will talk about balancing.

No privacy interest – release (may be a request for a FOIA log)
Privacy Interest, No public – Withhold (May be a request for copy of an adverse personnel action taken)
If could be privacy and public – should balance.


Is There a Qualifying Public Interest?

The Supreme Court ruled in Reporters
Committee that the public interest must fall
within the FOIA’s “core purpose” of
shedding light on an agency’s
performance of Iits duties.
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.  

Now that I recognize that I have privacy  and possibly a public interest, but I must determine if it’s a qualifying public interest.  The Supreme courts states that public interest must be within the core purpose of the FOIA which is shedding light on agency’s performance of its duties.  Nothing more…

Neither the identity of the requester nor the purpose for which the information is sought is given any weight in this determination. Therefore, according to the Supreme Court, there is no weight is given to a requester simply because of his status in society or his own personal need for the information i

A requester’s private need for the information is not given any weight in this determination.
consistent with FOIA’s core purpose. Family..


Is There a Qualifying Public Interest

Is the public interest directly served by the
disclosure.

33
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Public interest is not normally served by disclosing records concerning an individual.  However, public interest could be served by disclosure if there is wrongdoing of a serious and intentional nature by a high level government official, it is of sufficient public interest. 


References

e U.S. Department of Justice(2009) Guide to
the Freedom of Information Act.

o Office of Secretary of Defense Memo
(2005) Withholding of Information that
Personally Identifies DoD Personnel.
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Fees

 Fee Schedule

— OMB Uniform FOIA Fee Schedule and
Guideline
(http://www.dod.gov/pubs/foi/dfoipo/docs/OMB
Guidelines FOIAFees.pdf)

— DoD Rates
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OMB’s guidelines are applicable to all agencies.  Agency fees must be published in its FOIA regulations and in the Federal Register. 
DoD sets fees to be used by all Components.  This includes the hourly rates, threshold for not charging fees ($15.00)


Fees

* Direct Costs
— Search, Review, and Duplication

* Fee Declaration
— Must be Adequate
— Based on Requester Category
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Presentation Notes
An agency can only recover direct costs.  Direct costs are those incurred for search, review, and duplication.  
DoD includes basic rate of pay + 16% to cover benefits and the cost of operating duplicating machinery.  Not included are overhead expenses, such as costs of space, heating or lighting.
Fee declaration:
Fee declaration should be adequate as determined by requester category.  Not all requesters are charged the same fees.
Fee declaration is required for a perfected request.

Two biggest issues with fee statements at DLA Land and Maritime:  Beginner requesters omitting, and law offices submitting 3 page letters and offering to pay $50, and it’s obviously going to be higher.  I contact the beginner for a fee statement, and I will accept a verbal.  I also contact law offices when they do this, and explain in a friendly way we need to negotiate.  Sometimes they will narrow the scope.  Otherwise, advise them the fee statement is inadequate.  If the fee statement is inadequate, it is not a proper FOIA.


Fees

* Direct Costs
— Search
— Review
— Duplication
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Search - time spent looking for responsive records whether paper or electronic.
Review – time spent examining documents for release and applying the exemptions.  Does not include time spent resolving legal or policy issues.
Duplication – cost of reproducing records.  If creating a CD, can include the cost of a CD.  


Fees

* Requester Categories

Type of Requester Direct Costs

Search Review Duplication
Commercial Yes* Yes Yes
Educational Inst/ No No Yes*
Scientific Inst/Media (100 pgs free)
All Others Yes * No Yes

(2 hrs free) (100 pgs free)

*If answered in more than 20 days, cannot charge.
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Categories are considered on a case-by-case basis depending on the explanation provided by the requester when placement in a specific category is requested; a fee waiver or expedited processing is requested.

Commercial:  an individual who seeks records for a purpose that furthers the commercial or profit interest of the requester.  Charged search, review, and duplication.  Most vendor requests and requests from law offices or data resellers such as FOIA Group, FedSources, INPUT.   Placement of law offices in a requester category is based on the client they’re representing. 

Educational & Non-Commercial Scientific Institutions:  a school or institution for education that operates a program of scholarly research.  Charged duplication only after the 1st 100 pages.  Just because submit request on school letterhead doesn’t mean they get educational status.
Considerations:  check email address.  If it’s .edu, it’s probably legitimate.  Free accounts like yahoo and hotmail could be from any category.  What is the requester seeking?  Do they mention a project, such as a Master’s project or thesis?  Do they say what school they’re attending? Its important to look at whether the records are in the requesters personal interest (student writing a thesis,  professor writing a book publication, etc.) or  in the school’s interest  as scholarly research.  Sometime hard to tell.  Will the info be presented as a school publication?  Google can be your friend.  If you are not sure, contact the requester and explain you are unable to determine their fee category.  Land & Maritime receives few requests from students.  

News media:  any person or organization actively gathering news of potential interest to the public for publication or broadcast by purchase, subscription, or free.  Open Govt Act expanded definition, includes:  free-lance journalists, bloggers, etc. and considers all types of media. Charged duplication only after the 1st 100 pages.  
Most news organizations state clearly they’re news organizations.  Unfortunately , it’s difficult with someone who says they’re a blogger.  You can try checking their blog to see if they publish news, but you may be blocked by Websense.  Again, you may need to contact the requester.  You may want to ask:  is it a current event or of current interest to the public?; How will it be disseminated to the public?

Other:  anyone that doesn’t fit into the above categories.  Charged search, after 1st 2 hrs, and duplication, after 1st 100 pages.
When a request is submitted on behalf of someone (attorney for client), the requester category is based on the underlying persons identity.


Fees

« Examples of Fee Declarations:
1. 1 will pay all reasonable fees.

2. | agree to pay reasonable duplication fees
up to $50.

3. | agree to pay fees up to $100.
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Are these fee declarations adequate?
No.  What does the requester consider reasonable?  Can we be sure the requester is aware of the types of fees we’d charged for their category?
Yes/No.  This is only adequate for educational and news media.
Yes.  This declaration would fit any category.


Fees

» Exceptions to Charging Fees

— Beyond 20 days
— Less than $15
— Fee waliver requested
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The Open Govt Act states that an agency shall not assess search fees (or in the case of media/educational duplication fees) if the agency fails to comply with any time limit if no unusual or exceptional circumstances apply.  
Unusual/exceptional circumstances are:  (1) Must obtain records from records holding or offsite agency office; (2) voluminous amount of records; and (3) the need to consult with other offices.  You should ask the requester to narrow the scope of request.
Exceptional circumstances:  backlogs may qualify but don’t rely on these, as they don’t always hold up in court.
If the total fees are less than $15, they are not charged to any requester category.
If a fee waiver is requested and granted, no fees are charged.


Fees

» Aggregating FOIA Request

— Multiple Requests for Portions of a record or
similar records

— Believe Attempt to Circumvent Fees
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Aggregating:  If you believe a requester is attempting to circumvent fees by breaking a request into a series of requests, you may aggregate the requests. Aggregating is taking more than one request and combining it into one.  
A consideration in determining whether aggregation would be reasonable is the time period in which the requests have occurred. For example, it would be reasonable to presume that multiple requests of this type made within a 30-day period had been made to avoid fees. 
Refer to OMB Guidelines for FOIA Fees, 1987.


Fees

e Fee Walver

— Considerations
* Public interest
 Contribution to public understanding
« Commercial interest of requester

— Made on a Case-By-Case Basis
— Record in FOIAXpress
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Before making a determination on the fee waiver, find out if there are responsive records and whether there will be any assessable fees.
Are the records specifically concerned with operations or activities of DLA?
Will the records significantly contribute to the public understanding of the operations or activities of DLA?
Will disclosure contribute to the understanding of the public at large, opposed to an individual or narrow segment of persons (the requester must be able to disseminate the information)?
The answer must be yes to all 3 questions.
Determine if the information is primarily in the commercial interest of the requester.
If yes, you must balance the requester’s commercial interest against the public interest and determine which is primary.
The burden of proof is on the requester.
If all of these factors are met, a fee waiver may be granted.
Denial of a fee waiver can be appealed.
These factors must be considered each time a requester asks for a fee waiver.  
Indigence is not a reason for granting a fee waiver.
If the responsive records have already been released to someone else, and they were charged fees, you must waive fees.
Need to make sure if fee waiver is requested we record in FOIAXpress.  Info is needed for annual report.


Fees

* Advance Payment
— Fees over $250
— Past Delinquency


Presenter
Presentation Notes
You may ask for advance payment if fees assessed are over $250.00.  Use caution when the fees are based on an estimate.  Actual fees may be well under the estimate and we would have to issue a refund.
You may also ask for advance payment if the requester has been delinquent in the past.  
You may suspend processing a new request if fees are delinquent on a previous FOIA request.  Contact the requester and inform them of the delinquency.  Often times the requester is unaware that payment hasn’t been made.  You may decide not to process the new request until payment is received but I would consider the situation, the requester, and payment history before suspending a request.
To be proactive, you may want to set up a process where you automatically notify a requester that their payment is delinquent if the payment is not received within 30 days of the final determination being sent. 



Fees

 DLA Best Practices
— Aggregating Requests
— Determining Media Category

— Recording Fees Not Charged
— Use FOIAXpress


Presenter
Presentation Notes
Media Category:  Requesters like Citizens for Responsibility and Ethics in Washington (CREW), Judicial Watch, American Civil Liberties Union (ACLU) etc., often claim media category.  Media category is considered on a case-by-case basis depending on the records, dissemination, interest to the public, etc.  Ask your counterparts/HQ to see how they categorized these requesters.

Placement of law firms in a fee category is based on the client, so case-by-case basis.

Other fees incurred, i.e., other administrative costs (correspondence prep, mailing, etc.) and pages reproduced for file copy, are recorded but not charged to the requester.  These are processing costs.

FOIAXpress should be used to create and record fee estimates and invoices and to records all fees incurred for the administrative record and reporting in the annual report.   Even though fees are not charged to requester, they should be recorded in FOIAXpress to ensure better tracking of FOIA Program costs incurred.


Fees

« FAQs

1. In addition to the per page copying charge,
may costs be assessed for the time spent
copying responsive documents?

2. Who pays for the cost of mailing records to
the requester?

3. Why are FOIA fees deposited in the U.S.
Treasury?


Presenter
Presentation Notes
No; duplication of records, by definition, includes the time it takes to copy records.  See OMB Fee Guidelines, 52 Fed. Reg. at 10, 108.
The ordinary costs of packing and mailing copies of records are borne by the agency.  See OMB Fee Guidelines, 52 Fed. Reg. 10,016; FOIA Update, Spring 1991 at 5.  Any special services asked for by the requester and agreed to by the agency may be collected from the requester, e.g., overnight delivery.
It is required by law.  See 31 U.S.C. § 3302.


Fees

« FAQs

4. Into which fee category should a request
submitted by an attorney be placed?

5. When should a fee waiver request be
resolved?

6. May interest be charged on an overdue
FOIA debt?


Presenter
Presentation Notes
It depends.  If the attorney is making a request on behalf of another, look to the client to determine the fee category.  If the attorney is making the request for him/herself, it depends on the use to which the requested records will be put.
First determine if there are responsive records.  If there are, then determine if there are assessable fees (i.e., fees beyond the statutory limitations and over the agency’s threshold).
Yes, the Debt Collection Act authorized federal agencies to charge interest.
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Definitions

 Referral

— Responsive documents originated with
another DoD Component or Federal agency.

 Consultation

— Responsive records are sent to another DoD
Component or Federal agency for review,
provide a release recommendation, and
respond back to the requesting agency.

* Misdirected Request

— The entire request is routed to another DoD
Component.


Presenter
Presentation Notes
Referral and routing have similar meanings and are used interchangably.  Trying to differentiate by saying referred for the 1st bullet, consult for the 2nd, and route for the 3rd.

With referrals and misdirected requests, the referred to office is making the final determination and direct response to the requester.

With a consultation, you are asking for the records to be returned for the final determination and direct response.

With a misdirected request, no search is performed and the request is sent to another Component for processing.


Referrals

» General Rule: Originating Agency is the
Most Appropriate Agency to Make a FOIA
Disclosure Determination.

» Contact Originating Agency.
* Notify Requester.


Presenter
Presentation Notes
In 99% of cases, we refer records that originated with another DoD Component or Federal Agency to that FOIA Office.  An exception is an audit report completed by DCAA, which are the responsibility of the office the audit was prepared for.

Contact the originating office before referring so you know they will accept the request.  Send the request, records, notice to requester, fees assessed to date, and your contact information.

If a record originated in part by DLA and part another DoD Component (i.e., email), you must make a release determination on the DLA portion and either: (1) provide the referred to agency with the exemption claimed and appeal information to include in the final response; (2) redact the portion belonging to the other agency (note in the redaction, referred to _____), refer those portions to the other agency and release the records under your response; or (3) consult.

Notify the requester of the referral in writing, include complete contact information for the referred to office.  This should be the FOIA Office. 

In exceptional circumstances, to avoid compromising sensitive law enforcement or national security interests, a referring agency should not identify the agency to which the referral was made.  This should be done, for example, when identifying the agency to which the referral was made would reveal the existence of an investigation by that agency which is not yet publicly known.   In such circumstances, in order to avoid revealing the sensitive fact of that other agency's involvement, the referring agency should itself respond to the requester after consulting with the agency where the records originated. 

A referral is closed as an Other – Referral.





Consultations

 \When to Consult:

— Record contains information provided by other
DoD Component or Federal Agency.

— Other DoD Component or Federal Agency
has an interest in the record.

— Sensitivity of record.


Presenter
Presentation Notes
If DLA is the creator of the record and has responsibility for the program (record) we should consult to make a well informed decision regarding release of the record. 

If DLA has included information provided by another entity, that entity should be consulted.  (e.g., EO 12600)

Another DoD Component or Federal Agency may have an interest in what we’re releasing.  For example request for BP debarment records was being processed at DLA and EPA.  Both agencies consulted on release of certain documents.

The receiving office tracks consultations separately for the annual report.  FOIAXpress has the request type Consult, which has sequential numbering agency-wide.  Consultations are placed in the queue based on the date established (perfected) by the originating office.  The number of days to respond is based on the date you rec’d the consultation, not the initial receipt.

Bottom line is who can best respond to the request.


Misdirected Requests

* Requested records are not under your
cognizance.
— No or minimal search is done.
— Records are within the agency.
— Do not perfect request.
— Notify requester.


Presenter
Presentation Notes
You should immediately review a request and determine whether you are the proper FOIA Office to process the request. If you are unsure of the proper office, make a few inquiries to determine location of records without initiating a search.  

The agency is DoD, DLA is a Component and we are required to route to all DoD Components. You do not need to route outside of DoD but if you know the proper agency let the requester know where to send the request.

Unlike referrals and consultations; no search for records is conducted;  the request is not perfected; the request is closed as D-91 Other Other-Misdirected request in FOIAXpress.  

You should contact the FOIA Office regarding the routing.  Note on the request the date of receipt.  The proper office will also note the date it receives the request to memorialize the time and assess when the 20 day time period starts.

The request will be perfected by the proper FOIA Office. We only have 10 days to route and the proper FOIA office is in the best position to perfect a request.

Notify the requester of the routing, or if outside DoD, where records may be located.  The proper office should notify the requester of receipt and assigned case number.



Routing Requirement

* Open Government Act 2007

— 20-day time period begins on the date the
request is first received by the appropriate
component of the agency, but in any event not
later than 10 business days after the request
is first received by any component of the
agency this is designated to receive requests.


Presenter
Presentation Notes
This rule addresses the situation where a FOIA request is mistakenly addressed to a component that is designated to receive FOIA requests for the agency, but is not itself the proper component of the agency to process the request.  (i.e., Misdirected)

The receiving (“wrong”) component has 10 working days to route the request to the proper component within that agency.  On the 10th day the 20-day response time period begins, whether or not the proper component has received it.

The 10 day routing requirement does not apply to requests sent to offices not designated as FOIA Offices.

As stated on the previous slide, the proper office must know the date the request was first rec’d in order to properly determine when the clock starts.

Example:
HQ DLA receives a request for records located at DLA Distribution, on day 7 the request is routed.  Has the clock started?  (No) How many days does DLA Distribution have to process the request? (20)

DLA Document Services receives a request for records that are located at the Army.  On day 12, DLA Document Services finally reaches the Army and routes the request for processing.  Has the clock started?  (Yes) How many days does the Army have to process the request?  (18)


Considerations

* Are these agency records.

* WWho can best respond.

* |s the originator subject to the FOIA.
* Placement in queue.

* Always refer, route, and consult with the
FOIA Office.


Presenter
Presentation Notes
Promptly review all requests.  You have only 10 days to find the proper FOIA office.

Definition of DLA Records:  all documents or records made or received by DLA under Federal law in connection with the transaction of public business and is in the possession and control of DLA at the time a search was made.

The Agency that is best able to determine a record’s sensitivity, and in turn its exemption status, is the agency that should process the record.

Cannot make a referral with direct response to the requester to an entity that itself is not subject to the FOIA (Congress, the judiciary, state govts, private businesses, or individuals).

With both referrals and consultations, the request is placed in the queue based on the original receipt date, therefore the proper office must be aware of this date.

We are dependent on each other to ensure the proper office has the full benefit of the 20-day response time.

FOIA Post on Referrals/Consultations is included in binder.
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Agenda

Statutory Authority

Policy Basis

— E-FOIA

— Open Government

— “Foreseeable Harm” Standard

DOJ
DoD
DLA

DOJ’s Two-Part Test

mplementing Guidance
Requirements

mplementation



Statutory Authority

* Electronic FOIA Amendments of 1996
(Pub.L. 104-231)

— Reading Rooms — per 5 USC § 552 (a)(2)

» Agency “shall make” available by “computer
telecommunications”:
» Index describing — per 5 USC § 552 (a)(2)(e), and
» Copies of all Records — per 5 USC § 552 (a)(2)(d)
o0 which have been released to any person under FOIA

o have become, or are likely to become, the subject of
subsequent requests for substantially the same
records


Presenter
Presentation Notes
E-FOIA Amendments of 1996
(D) copies of all records, regardless of form or format, which have been released to any person under paragraph (3) and which, because of the nature of their subject matter, the agency determines have become or are likely to become the subject of subsequent requests for substantially the same records;
(E) a general index of the records referred to under subparagraph (D);
‘‘Each agency shall make the index referred to in subparagraph (E) available by computer telecommunications by December 31, 1999.’’
“For records created on or after November 1, 1996, within one year after such date, each agency shall make such records available, including by computer telecommunications or, if computer telecommunications means have not been established by the agency, by other electronic means.’’


Statutory Authority

* Freedom of Information Act (5 USC § 552)

o Without any requests, the following shall be
posted proactively:

* Agency Rules of Procedure -
per (a)(1)(c)
« Agency Substantive Rules -

per (a)(1)(d)
 Administrative Staff Manuals and Instructions that
affect a member of the public > per

(a)(2)(c)



Policy Basis — E-FOIA

« Executive Order 13392, “Improving Agency Disclosure
of Information,” Dec. 19, 2005

* Presidential Memorandum on FOIA — Jan. 21, 2009

— Among first acts of President’s first day in office
» Presumption of disclosure for all FOIA requests.

= Agencies should take affirmative steps to make information
public.

= Use modern technology to inform citizens — don’t wait for
requests.

 White House COS/GC Memo on FOIA — Mar. 16, 2010

» Asks Agency Heads to revise FOIA regulations to incorporate
President’s policies of 1/21/2009

= Asks Agency Heads to review resources for FOIA to ensure they
are “responding to FOIA requests promptly and cooperatively,
consistent with the requirements for addressing this Presidential
priority.”


Presenter
Presentation Notes
Presidential Memorandum for Heads of Executive Agencies and Departments, “SUBJECT: Freedom of Information Act,” January 21, 2009

All agencies should adopt a presumption in favor of disclosure, in order to renew their commitment to the principles embodied in FOIA, and to usher in a new era of open Government. The presumption of disclosure should be applied to all decisions involving FOIA.
The Freedom of Information Act should be administered with a clear presumption: In the face of doubt, openness prevails. 
The presumption of disclosure also means that agencies should take affirmative steps to make information public. They should not wait for specific requests from the public. All agencies should use modern technology to inform citizens about what is known and done by their Government. Disclosure should be timely.
I also direct the Director of the Office of Management and Budget to update guidance to the agencies to increase and improve information dissemination to the public, including through the use of new technologies, and to publish such guidance in the Federal Register.





Policy Basis — Open Gov't

* Presidential Memorandum on Open Government
and Transparency — Jan. 21, 2009

— “disclose information rapidly in forms that the public
can readily find and use”

— "harness new technologies to put information about
their operations and decisions online”

« OMB Memorandum M-10-06, “Open Government
Directive.”

— Don’t wait for FOIA requests to put useful information
onto your website

— Agency annual FOIA report must be posted in XML
format on DLA's Open Gov't website


Presenter
Presentation Notes
Presidential Memorandum for the Heads of Executive Departments and Agencies, “SUBJECT: Transparency and Open Government,” January 21, 2009 

Government should be transparent. Transparency promotes accountability and provides information for citizens about what their Government is doing. Information maintained by the Federal Government is a national asset. My Administration will take appropriate action, consistent with law and policy, to disclose information rapidly in forms that the public can readily find and use. Executive departments and agencies should harness new technologies to put information about their operations and decisions online and readily available to the public. Executive departments and agencies should also solicit public feedback to identify information of greatest use to the public.

OMB Memorandum M-10-06, “SUBJECT: Open Government Directive,” December 8, 2009
To the extent practical and subject to valid restrictions, agencies should proactively use modern technology to disseminate useful information, rather than waiting for specific requests under FOIA.
Each agency shall publish its annual Freedom of Information Act Report in an open format on its Open Government Webpage in addition to any other planned dissemination methods.
Each agency with a significant pending backlog of outstanding Freedom of Information requests shall take steps to reduce any such backlog by ten percent each year. [Not Applicable to DLA as we don’t have a “significant backlog” per DoD guidance]




Policy Basis — “Foreseeable Harm”

* Presidential Memorandum on FOIA — Jan. 21, 2009
— “The Freedom of Information Act should be administered with a
clear presumption: In the face of doubt, openness prevails.”

. ‘I‘:péelzq’mption of disclosure should be applied to all decisions involving

« Attorney General Memorandum on FOIA — March 19, 2009

— Warning
= Agency should not withhold “simply because it may do so legally.”
= Agency should not withhold merely because records technically fall
within scope of FOIA exemption
— Partial Disclosure

= |f you can’t make a full disclosure, review for partial. FOIA already
requires this.

— Rescinded Oct. 12, 2001 AG FOIA Memorandum

— Creates two-part test for when DOJ will defend an Agency denial
of a FOIA request.


Presenter
Presentation Notes
Presidential Memorandum for Heads of Executive Agencies and Departments, “SUBJECT: Freedom of Information Act,” January 21, 2009

“The Government should not keep information confidential merely because public officials might be embarrassed by disclosure, because errors and failures might be revealed, or because of speculative or abstract fears. Nondisclosure should never be based on an effort to protect the personal interests of Government officials at the expense of those they are supposed to serve.”

Attorney General Memorandum for Heads of Executive Departments and Agencies, “Subject: The Freedom of Information Act,” March 19, 2009

First, an agency should not withhold information simply because it may do so legally. I strongly encourage agencies to make discretionary disclosures of information. An agency should not withhold records merely because it can demonstrate, as a technical matter, that the records fall within the scope of a FOIA exemption.
Second, whenever an agency determines that it cannot make full disclosure of a requested record, it must consider whether it can make partial disclosure. Agencies should always be mindful that the FOIA requires them to take reasonable steps to segregate and release nonexempt information. Even if some parts of a record must be withheld, other parts either may not be covered by a statutory exemption, or may be covered only in a technical sense unrelated to the actual impact of disclosure. 
October 12, 2001 AG Memo stated that the Department of Justice would defend decisions to withhold records "unless they lack a sound legal basis or present an unwarranted risk of adverse impact on the ability of other agencies to protect other important records." 


DOJ’s Two-Part Test

 DOJ will defend a denial of a FOIA request
only if:
1. agency reasonably foresees that disclosure

would harm an interest protected by one of
the statutory exemptions, or

2. disclosure is prohibited by law.

 Returns to “foreseeable harm” standard
established by DOJ in 1993


Presenter
Presentation Notes
Attorney General Memorandum for Heads of Executive Departments and Agencies, “Subject: The Freedom of Information Act,” March 19, 2009

Department of Justice will defend a denial of a FOIA request only if (1) the agency reasonably foresees that disclosure would harm an interest protected by one of the statutory exemptions, or (2) disclosure is prohibited by law. With regard to litigation pending on the date of the issuance of this memorandum, this guidance should be taken into account and applied if practicable when, in the judgment of the Department of Justice lawyers handling the matter and the relevant agency defendants, there is a substantial likelihood that application of the guidance would result in a material disclosure of additional information.

FOIA Update, Spring 1993, Vol. XIV, No. 3, pp 4-5, Attorney General Reno Memorandum for Heads of Departments and Agencies, “SUBJECT: The Freedom of Information Act,” October 4, 1993


DOJ’s Implementing Guidance

» DOJ on discretionary disclosures:

— “There is no doubt that records protected by
Exemption 5 hold the greatest promise for
Increased discretionary releases under the
Attorney General's Guidelines.”

— Impact of discretionary disclosures on the ability
of an agency to protect other, similar documents?

« Courts have found discretionary disclosure waives
FOIA exemption only for those specific documents
released.

« Courts recognize general rule of non-waiver through
discretionary disclosure, i.e., releasing a document
does not waive ability to assert FOIA exemption for all
documents of that type.


Presenter
Presentation Notes
Quote is from Department of Justice, Office of Information Policy, Training Slides, “President Obama’s FOIA Memorandum and Attorney General Holder’s FOIA Guidelines,” pg. 45, at http://www.justice.gov/oip/obama_holder_foia_memo_march2009.pdf 

U.S. Department of Justice Guide to the FOIA, 2009 Edition, pp. 689-692, Discretionary Disclosures


DOJ Implementing Guidance

* FOIA Reading Rooms

— U.S. Department of Justice Guide to the
FOIA, 2009 Edition

* FOIA Reading Room Requirements
» Definition of “frequently requested”

— Which records should be posted?

» Agency personnel should use —
« Knowledge of requester community, plus

 prior FOIA request history to determine which records
are:

o “frequently requested,” and would likely be of
0 “subsequent interest”


Presenter
Presentation Notes
U.S. Department of Justice Guide to the FOIA, 2009 Edition, page 17:

Under this provision, when records are disclosed in response to a FOIA request, an agency is required to determine whether they have been the subject of multiple FOIA requests (i.e., two or more additional ones) or, in the agency's best judgment based upon the nature of the records and the types of requests regularly received, are likely to be the subject of multiple requests in the future. Because public interest in the "frequently requested" records category may wane with time, agencies may exercise judgment as to the length of time that these records should be maintained on their websites. 
In making determinations as to whether records fall into the new reading room category, agencies should keep in mind that its purpose is to reduce the number of future requests for the same information. 
Use Information Technology
OPEN Gov’t Act mandatory requirement to provide a FOIA request tracking number so requester can either call in or use internet to determine “status” of his request


Which records should be posted?  References for this come from:
See FOIA Update, Spring 1997, at 2 (citing House Report). 
See FOIA Update, Fall 1996, at 2


DoD Requirements

 D(A&M) Memo’s on DoD FOIA Web Sites:
— Sep. 26, 2006

» “each FOIA Requester Service Center must have a dedicated
web site containing information that will assist FOIA requesters
in obtaining information from the government.”

» Field Activities must link to the primary FOIA Requester Service
Center (FRSC) web site

— Oct. 11, 2007

= DoD Components’ main FOIA web site must have Electronic
Reading Room

= Components with multiple FRSCs must maintain E-Reading
Room -- maintain link on main FOIA web site to Field FRSC'’s
reading room.

= Either way, Electronic Reading Room must be easily accessible
by the public.

— Jun. 24, 2008

* DoD FOIA Program Office requires DoD Component certification
of compliance with FOIA for E-Reading Room.


Presenter
Presentation Notes
D(A&M) Memorandum for DOD Chief FOIA Public Liaisons, “SUBJECT: Standards for DoD Freedom of Information Act (FOIA) Web Sites,” Sep. 29, 2006

Mailing address
Telephone number
Facsimile number
Email address(generic.notspecifictoaperson.suchasfoia@dod.mil)
Information as to the activities served by the FOIA Requester Service Center (e.g. a unit, command, or installation)
A comment such as "FOIA requesters who have any questions concerning the processing of their requests with the [name of FOIA Requester Service Center] should contact this center at [center telephone number]. If you are not satisfied with the response from the center, you may contact the FOIA Public Liaison, [Name], at [telephone number and email address]. The email address for the FOIA Public Liaison should also be generic (e.g. foia _ liaison@dod.mil)
Documents released under the FOIA which have become, or are likely to become, the subject of subsequent requests and a list of these documents 
A link to the FOIA Handbook for the agency

D(A&M) Memorandum for DOD Chief FOIA Public Liaisons, “SUBJECT: Requirements for DoD Freedom of Information Act (FOIA) Electronic Reading Rooms,” Oct. 11, 2007�
D(A&M) Memorandum for DOD Chief FOIA Public Liaisons, “SUBJECT: Requirements for DoD Freedom of Information Act (FOIA) Electronic Reading Room,” Jun. 24, 2008



DLA’'s Reading Room

5 U.5.C. §552(a)(2)(A) Records - Final opinions and orders made in the adjudication
of cases that may be cited, used, or relied upon as precedents in future adjudications.

DLA does not possess this type of record. Refer to DOD Regquester Service Center
Reading Room.

5 U.S.C. § 552 (a)(2)(B) Records - Statements of policy and interpretations that
have been adopted by the agency and are not published in the Federal Register.

HQ DLA
# DLA General Orders.

Defense Supply Center Richmond
» (Critical Ttem Source Approval Guidance.

5 U.5.C. § 552 (a)(2)(C) Records - Administrative staff manuals and instructions, or
portions thereof, that establish DoD policy or interpretations of policy that affect the
public.

+ DoD Publications

+ DOD Handbook for Reguesters

+ Defense Freedom of Information Policy Office
+ DLA FOIA Regulations

o DLA Privacy Regulations

e DLA Publishing System (DLAPS)

« Defense Loagistics Acqguisition Directive (DLAD), Procedures, Guidance and
Information (PGI Web page

« DSCR Acquisition Reference List
« DESC Publications




OIS TIey,
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DLA’'s Reading Room

5U.5.C. §552 (a)(2)(D) Records - Records released to the public, under the FOIA,
that are or will likely become the subject of subsequent requests. (e.g., FOIA Logs,
annual reports)

HQ DLA

+ Defense Logistics Agency Procurement Data

s DLA Internet Bid Board Data Svstem

« Top 100 DLA Contractors

« DLA Procurement Gateway (Retired - contains legacy procurement info)

Defense Supply Center Columbus

« DSCC Specification Finder
« Index of DSCC Mil Specs & Drawings
¢ Business QOpportunities

Defense Supply Center Richmond

« DSCR Corporate Contracting

Defense Energy Support Center

« Freguently Requested DESC Records

Conventional Reading Rooms

Public reading rooms are located at the HQ DLA facility and at the DLA Field Activities.
Contact the appropriate DLA FOLA / Privacy Contact to make an appointment to gain
access to their FOIA reading room.



Break time!
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