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NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE, MARYLAND 20755-6000

FOIA Case: 69538A
23 December 2013

This responds to your Freedom of Information Act (FOIA) request of
23 December 2012, which was received by this office on 31 December 2012, for
“The Potentialities of COMINT for Strategic Warning, (aka The Robertson
Report) dated 1953.” A copy of your request is enclosed. Your request has
been processed under the FOIA and the document you requested is enclosed.
Certain information, however, has been deleted from the enclosure.

Some of the information deleted from the document was found to be
currently and properly classified in accordance with Executive Order 13526.
This information meets the criteria for classification as set forth in (c) of
Section 1.4 and remains classified TOP SECRET as provided in Section 1.2 of
the Executive Order. The information is classified because its disclosure could
reasonably be expected to cause exceptionally grave damage to the national
security. The information is exempt from automatic declassification in
accordance with Sections 3.3(b)(1) and 3.3(b)(6) of E.O. 13526. Because the
information is currently and properly classified, it is exempt from disclosure
pursuant to the first exemption of the FOIA (5 U.S.C. Section 552(b)(1)).

In addition, this Agency is authorized by various statutes to protect
certain information concerning its activities. We have determined that such
information exists in this document. Accordingly, those portions are exempt
from disclosure pursuant to the third exemption of the FOIA, which provides
for the withholding of information specifically protected from disclosure by
statute. The specific statute applicable in this case is Section 6, Public Law 86-
36 (50 U.S. Code 3605, formerly 50 U.S. Code 402 note).

The Initial Denial Authority for NSA information is the Associate Director
for Policy and Records, David J. Sherman. Since these deletions may be
construed as a partial denial of your request, you are hereby advised of this
Agency’s appeal procedures. Any person denied access to information may file
an appeal to the NSA/CSS Freedom of Information Act Appeal Authority. The
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appeal must be postmarked no later than 60 calendar days from the date of the
initial denial letter. The appeal shall be in writing addressed to the NSA/CSS
FOIA Appeal Authority (DJ4), National Security Agency, 9800 Savage Road STE
6248, Fort George G. Meade, MD 20755-6248. The appeal shall reference the
initial denial of access and shall contain, in sufficient detail and particularity,
the grounds upon which the requester believes release of the information is
required. The NSA/CSS Appeal Authority will endeavor to respond to the
appeal within 20 working days after receipt, absent any unusual
circumstances.

The Department of Defense (DOD) has asked that we protect information
pursuant to S U.S.C. 552 (b)(1) as properly classified in accordance with E.O.
13526, Sections 3.3(b)(1), 3.3(b)(5), and 3.3(b)6). Those deletions have been
marked with the code OGA (Other Government Agency). Any appeal of the
denial of DOD information should be directed to that agency.

#/ngﬁ Nl

PAMELA N. PHILLIPS
Chief
FOIA /PA Office

Encls:
a/s
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1 DIR Internal dist.
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3 PROD do
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THE POTENTIALITIES OF COMINT F(R STRATEGIC WARNING
SUMARY,
This study evaluvates Communications Intelligence (COMINT) as a means

of obtsining strateglc werning of Soviet intentions to attdck the oont1nentaf
United States- :

| The reliabliity of

tl.ls strategic warning would increase with the approach of the ettack, with
first indications'appearing & to 12 weeks prior to the attack.

This potentiality can be fully realized only with an fncrease in the
current level of effort. lowever, significant improvement c¢an be affected
by more intensive exploitation of the present COMINT program.

It is recognized tlat COMINT cannot with certainty provide the
tactical warning obtainable from an Air Defense Warning Syetem. The
effectiveness of our Continental Air Defense System will, however, be
greatly increased if provided with rellsbie strategic warning. The
significance of adequate warning to our survival cannot be overestimeteds
thls is particularly true with respect to conservation of our retallatory
forces and the preservation of our population.

In order to utilize fully the potentialities of COMINT as a source
of strategic warning, it is essential that operational plans and evaluation

.0f our Continental Air Defense consider as an integral part the impact of

the warning COMINT can provide. .
Furthery, to maximizc the potentialities of COMINT for giving strategic
warning, 1t 1s necessary that the following steps be takens

1. Top priority should be accsrded to the gojution of highelevel

Soviet cryptographic systems and to their exploitation on a timely hasis..
§

2. Traffic analysis activities should be expanded and organized
to give the maximum information obtainable from the material Intercepted.
In particular, 1t should Le more cffcctively quantified through tho develope
ment of indices or measures of activities, graphically presented to show
changes in time, Field personnel should be sufficiently indoctrinated,
within realistic security limitations, in the details of traffic analysis
which can be used to develop strategic warning.

3. Personnel,policies should be revised to improve the sglection,
training, and retention of skilled personnel, both civillan and military, for
COMINT activities. Strong recommendations should be made to the Services and
the Clvi}] Service Commission to effect these changes.,
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THE POTENTIALYITES CF COMINT FOR STRATSGIC WARNING
RVRDUCTICN
During the past few years, the Defense Egtobilshment and, thxough it,
the American Peopie have beeme Increasingly aware of the potentialities
of the IBSR for mounting a direct atomic attack against the UB. This
awareness has resulted in increasing official and popular Interest in buliding
up an air defense system capable of at Jeast blunting, if not withstanding, a
poselble Soviet alr attack against the continental US. In response to this
inteiestg thexre has been & succession ofk high~ievel yreporis on the air

defense problem (WOEG

whose conclusions leave no doubt that a surprise atomic sttack on the 1B
would result in carnhge, devastation, peveholegiecal shock, and curtallment
of our retalistory ability on a scale difficult to estimate, or even to
comprehend In terms of any previcus experisnce,

The degree of success obtafned by the enemy in an air attack depends
shaxply on the timeliness of warning received. Accordingly, the provision
of early werning is the {irst essential eciament for an effective air
defense system. The system in being has, bulit into it, radar and ground
observer warning nets which could at best give eariy warning of less than
an hour at S perimeter taxgets. The future wystems under consideruticn,
involving radar chains at various northerly latitudes in Alaska, Canada,
Greenland, and seaward extensions, may give a distant early warning up to
four or six hours. Some such early warning chains must be developed for
tactical purposes, but thelr greatest usefulness for deployment and

neutyalizing operations ccours only after hostile action has commencad.
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‘ This document is ., be read oalally indoetri " fow with
-4 mum %ﬂumwur‘dnthMmﬁnnw vrein.

- Extemioa of the relisblc warning pericd to two cr four days woulc pravide

time for the complete deployment of cur offensive und defensive fo:ec:.:as..)
" 'vhich would increase the chance of “urning the enemy's operation beisce

its mission had been acccmplished and might even induce the enemy to

-

abandon the attack (see Appendices II and II1).

Such strategic warning is not obiainsble fzom the eaz-ly‘mnﬁng
- eo@onent of an alr defense systeng the previous studles of these systems
.have, perhaps appropriately; been based upon the assumption that no earlier
\iaming will be avellable. For such warning we wust, therefore, turn to

other sources of intelligencex ad miBh 6f these grevisis studies have, in

fact, lald great stress, ia texms of B readiness, on the value of iateilie

gence~
/JA‘ Vjt! PR ‘w; -

Wmusﬁ ers the ps*,m«of‘ so grewl o3 by wazzeat any possibie

attack on the prebliem, tegazdless of Rus cost in funrds sud manpower.

The sources of stintegis wapnirg can ke broken down imta overt, covert

and signals sources-

Tha tzeditiomal ovest -

- &nd covert souzces must ba vigurugsiy sultivuies it e face of %g’iﬁﬁeﬁsﬁng

difficuliles created by Suviel semumity msaguzes  Swi Lo place relisnce on

thez as the zole source oF wizaly irdlestsr inteilivesce would be to court

dizaster,
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;‘1: ) W‘j’; 1 :};nlure“of SI;al iritel!.igmce during Worid War I1 can scarcely be :
*;f ; . averestlmatedo Thyough the decryption of high=level German and Japanese j
& . messa;e;",’ we were able to~ penctxste the enemy lines, enter ministries and 7
5 s auitary headquarters& and secuze advance knowiedge of operaticnal piav:t, g - W.::

3 'rhe zpectacular ei'fec"'i\mesa of comsinications iateliigeﬁw

oﬁ&m ptly epif:remize:! in the following passsge from General

fx,é‘ , lhrshan‘s letter of 25 September 1944 <o Govemnor Deweys . ”
{: ot ~ mx, “The conduct of Gaaexul Eisenhower’s campaign and of o1} ; : % '
f ! . S Voﬁé}?qtions in the Pucific ave closely re:siec in coyception and " w_\:?
%J ’ o timihg' to the iﬁi‘ométi?n we secrelly ohialn %§zuu§h these ;‘ *;
h s "iﬂtercep'ted mdes| They contyibuie gereatly to the victory snd ® 4 :,~§,
}:’_h 7 ' ) tre:aendously to txw g0 ing S A erdeea lives; both ia the eonduet 15
. ’ of current upb?atim& #ind in Yoskiag towszd the early termination e 1
1 of the war”- )
N ... Wnhile thete puat a7 {evenunts bitig w13 av fim assuzence of corress '
mndii:g successes In funure opersvioes, w2 22 Farcl an them cromise that a —
wrresrahding ability to decrypt enemy radio messages will result in o -
: m'teiligem.e of ineatn*me viiue ’““lt‘ma An’reumz@mek ebuve sll COHINT,, !
is the most promising source of umtegie sami!:g uf en itapending attack S
vt the US; fox the ccmpm;x;: ot the protess ui: prepacinng J;.he forces far .- ‘h :

such an attack makes it practically Au.;,usuzﬂe ic avoid the x\ase.nf radis .
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The interception and timely evaluation of these signals will then

constitute indicators for strategic warning. The evaiuvation of such

warning indicators must be made against & background plan, whether

tacit or explicits this assumed enemy plan should be based on intelligence

from all sources, including information on our own operatioms or on

operations simulating possible enemy alternatives. The-peesont-Als
-Defonse-LComnand -puogran-dealing-with-indicstions-of-an-aip-attack on

~-0n a national-sceley-indiontions-of -howtilities aguinst-the B-are
~the_Tntelilgence Advisory-Committes (JAC).—A-prepossi-to-uge-the Watch-
Lommittee as & centzal.monitor.and. clearing house. for all. indications.

-procedures for dissaminating such.intelligemce.to.those responsible-for
decislons is.at preseat-under-wiy-andar-the sponeorehip-of-the-TAGn
In accoxdance with the request of the Director, NSA (see Appendix I),
this Report of the Special Study Group examines in some detail the present
and future potentialities of COMINT as contributing to the strategic
warning of an impending attack on the US, The Group, consclous of its
limitations in time and talent, has confined itself primarily to a

4

va
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This docurnent Is +  be resd b; personnel offieially indoetyinated in acea 2noe with comwe
" eiostioe atalligence “I'Mhdouua Airthorized to receive the information reportad Bereln,

consideraticon ef ixm t—4 N e. ¢ Jirect air attack on the continental 5.

It is weli sgmre that these indicatorz are tut part of a larger system of

~~ -

indicators of impending hwet{iities against the interests of the US,
inciuding s<tacks againg 1.r3 soszesgions and forces overseas or against
its alliez and other friend:y nations. The Gmup‘-’s inveitigations have
in some 1:isiaices token it into ihese matters, and some of its findings
and recommeidsiiens i1l appiy ia this broader setting. Simllsriy, its
hvestigaﬁ:m:: reve wgicer 19 4o some metters beyond the murview of the
Natiomal Sejuzdiy Agensy, secsuse theve have 1 some cases a beanring on
the beiter (iiiizatiag ¢ TUMINT in the incletior prablem, the Group
has thought ii tpgmopeiave & baing 6 findings to the attentiosn of the

3 Gefies Roo v oogw Ty R PO % X e . -
Director v bl he fsupeassz 27 uls Rapsrd. Jos & A

be feu'ﬂd i tie siscused s oy

Indicatiors Boaad, apnd oo ihe Wadeh Gempitose.
The Czovp hos dudisd dhe fontolradisn which OOMINT can or could

make to the semviay uf au bapending e-dack on the 5. Yts findings
and recomme wmiicns 2 wirdous fasels 2f this pooblem aye presented in
the following sectiona of the Bqu-t. These couclusions are supported
by the material presented in the Appendices to the Report, vhich gxe

roferenced in the appropriate places.
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DD ICATORS
Ref . Appendix IV

tince the effectiveness of COMINT as s source of warning depends
upon the speed and accuracy of the rocognition and communication of that
warning, the Study Group necessarily inciuded in its survey some investi-
gation of the present arrengements, within the varfous 5 Intelligence
agencies, for detecting hostile intentions. A detailed agsessment of
those arrangements would be outside the texms of reference of this Repart.

The Group has studied the Indicators which have been proposed by
various competent agenclies and commonds as significant to the strategic
warning of the initiation of hostilities against the U5, Most relevant
to the present problem of detecting moves associated with a direct air
attack on the IS §s the Indications Board maintained by the Intelligence
Directorate of Air Defense Command (ADC) at Ent Air Force Base, Colorado

Springs, Coloxado-

Behird ihese efforts is a philosophy which holds that atleast some

of the steps required before the initiation of hostilities axe detec?;éble by

o Ja1oCy (82) 51 (Final), 18 December 1952. by (1)

CGR
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the processes of inteliigencs. The Group beiieves that, among these
processes, COMINT has the higheat warning potential. | This finding is
bo_stered by the following theoretical argumentss

(1} A military move of any appreciable scale requires the
coordinated action of many persons, usuaily several hundred thousand.

{i1) The task of achieving the necessary degree of coordination
requires that many messages be passed,

{311) The space over which the cooydination is required and the
time during which the action must be prepared demand the use of radic
comuunication for a reasonable fractiom of the total commmication-

{iv} A reasonable fraction of the redio communication carried
out in suprort of the move can be intexcepted.

{v) Of the traffic which can be intercepted, some fraction can
be decrypted, read in plain text, or subjected to exhaustive trafflc anmaiysis.
posal that the Watch Committee, under the Inteiligence Advisory Committee,

‘be used as a central monitor and clearing house for ail indications intelii-

gence-.

QA
’ J o
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_INTERCEPTI(N
Expansion of intercept facilities is being undertaken. Geographical

limitatione require that the antenna fields snd placement of intercept
positions be examined with close regard to highly teehnical matters
relating {6 propagation phenomena. Therefore, the National Security Agency
should augment its scientific and enoineering staff with a view to assisting
the Services in these matters.

There are many interception problems which require stxong effort in
research and development; recommendations thereon are comtained in the

Section on Fesearch and Development.

NSA Ferm 781.C108 1 Jul 82 I el SE GIEE I Gi kfa eE
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COMMMNICAT IONS

Ref. Appendix V

A comuumication system, no matter how good, cannot guarantee the
timely receipt of warning informetion. A study of the present system
shows that the longest delays in the system arise from human fallure to
assess @ warning signal peoperly in the field and from human slowness in
earryiny papers from one basket to another. Inprovements are needed in
the treining and instruction of commmnications personnel and in opexations
of the entire communications networi to insure against personnel failures.
The planned communication system will remove some of the possibilitles of
failure at message centers and will cut the delays within analysis and
evaluation units very considerably-

Planned electrical commmmication facilities are adequate for the amall
volume of traffic inwolved in warning. However, severe jamming of radio
circuits incident to hostilities would probably render those circuits
largely incperable- Alternate radic links and cable facilities are being
exparnied- Thig will tend to offset the threat of jamming.

-1 lw
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TRAFFIC ANALYSIS, LOW~IEVEL CODES AND CIPHERS, AND PIAIN TEXT
Ref- Appendix VI

Traffic analysis (T/A) 1s a methodology by which COMINT is derived
from the analysis of traffic woiumes, opersisr chatter, and message
externals- The COMINT derived from T/A is coilated with that recovered
from low=level codes and ciphers, plain text megsages; and wice commni-

cations in an operation known as “I/A Pusion“.

Traffic analysis is a source from which some informotion canbe
derived at all times and is very necessary in supporting C/A work on
high=level cryptsegraphic systems., It guides interception snd assists in
the categarization and ordering of xew traffic and the ident;f’igétion of
cryptographic systens: o

At the tactical level, It hae been Firmiy embmshed__/i;y” the experience
of Worid War II and Korea that T/A Fusion plays a basic role in close
support of air, ses,and land fighting units.

Because of the crucial importance of all infomi;iééx

bnd sur heavy dependence on T/A Fusion at the present time, it 1s

important ¢o organize our T/A Fusion effort so as top@ovide maximum

G USC 403
18 UsCc 798
P.L. 36-36

(
. 1912@ (
(
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information on & timely basis from material row being intercepted. To
this end, the Group makes the following recommendations:
i~ That the COMINT resuiting from T/A Fusion now being used

as the main basis for

be more offectively quamtified through the development of indices

or meagures of activity

rand be

graphically presented to show changes in time.

2, That special intensive and comprehensive 3t&§d1 o8 be mde

of the activities

3. That the 'r/A Fusion effort in the National aewrity Agency'
be decentralized to som extent by establishing T/A units. in
operational areas and pmoviding some T/A suppoxt at mtercept
atations, along lines now established by the Aix Force Security
Service., .. "

4. That & amall research group be established to carry out
research and development on new method: of analysisa Mcluding
adaptation of certain probliems to high speed mchi.nes. /

We algs suggest that the National Semrity Agency remexamine its
selection, #raining, proficiency evaluation, and m-omo’tiaml procedures

for T/A civillan personnel and that modern psydmetri‘, methods be ex=
plored in connecticn with personnel selection procedua:es Similar

procedures should be explored for selection, txeining and proficiency

)

)-20 USC 403
)-18 Usc /98
)=

oy (1
(3
o (3

) (3)-P.L. 86-306

=13
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This document is .o be read only by th ofiedally indoctrinated in accordance with com-
munication intelligence necurity reguht\onl and luthonmd to receive the information reported herein,

evalvation o Service personnel, and consideraticon should be given 3¢
the establigiment of a cexeer service in comvamnications intelligence
in tbe Aiyr Foyce end Army along lines which now exist in the Ravy.

(8ce page 23)
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SPECIAL INTELLIGENCE

f _ Ref. Appendix VII

 “Speclal Tnielliigence™ i3 COMINT derived from decryption of high=level
eryptographic syshems- Poventlally; it is the most Lumportant and the moat
reliable source of indicazuxs of hostiie intention-
During Worid War 11, Special Intelligence was the unique source of

agvance Imowledge of ih: stoatagic plans of the enemy. It was the
timeliest, most mmplete, and mosi reliabie gyurce of inteiiigence on

his Order of Battlie, imtertlung, and copabilities-. From the end of the

The Growp caneiders that (1) the ’ ]
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e

strategic warning; and (11) nwtham mmmm

() (1)
(b)) (3)-50 UIC 403
(k) (3}-18 UsSc 798
{(B) (3}~

F.L. 86~36
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In perticular, the following matters require immsediste attention:

1. Contimutv of Effaxts Because of the research character of
the high=level problems, thare has been & tendency to shift persomnel to
other areas promising more immediste results- The potentials of this
source of intelligence are so great that a firm policy should be established
%o control and regulate the trensfer of ml fomiliar with thesge
rxoblems to other activities., The staff on these problems requires
sugnentation by several top~flight analysts.

2. Comoatationa) Supporte In spite of the fact that the
National Security Agency maintains an extensive computing establishment,
there i still s lack of computing facilities and skilled prograsmers-
The lack of progrommers is the most sexious deficlency at the present
time, and the mmber of such pertons on the NSA Staff should be increased
as promptly as practicable. In addition, the possibility of utilizing
cleared and Indoctrinated personnel skilled in the art of programming
who may be aveilable outside the Natiomsl Securfty Agency should be
investigeted.-

3. Elsciranic Develommentas The requirements of Special
Intelligence in comnection with high-speed computing devices are
unique. In view of the difficuity of maintaining a sikilled engineering
staff at the National Security Agency,the possibilities of carxying
out electronic developments outside the Agency should be investigated.

It is the opinion of the Group that there are meny pwoblems in connection

with the development of genexel purpose analytic equipment which remain

to be solved. The complications of progremming bear witness to the fact

that the general purpose electronic computers axe probably mot the best
T
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type of equipment for attacking these problems. Additfonmal high~gpeed
anelytic equipment should be developed and made available as needed.

It appears that the potentials of Special Inteiilgence, particularly
with regaxrd to strategic waxning, werrent & research and development
program of more extensive scope than is presently being carried out by
the National Security Agency.

NSA Ferm 781-C108 1 Jul 52 %‘P_SEGRW
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ELECTRONICS INTELLYGENCE (ELINT)
Ref. Appendix VIII
ELINT=-knowledge resuiting from the interception and analysis of
foreign non~commnications electromagnetic rediations=~can be used
along with other collatexre) materisl in the evelustion of COMINT infor-
wation on enemy intentions; but the degree of cooxdimation among the
Services and with the COMINT effort is at present unsatisfactory from
a warning standpoint. ELINT §s based on the detection, reception, and
analysis of radio signals which do not reduce ¢o 1iteral text. ELINT
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ELINT faciiities are now equipped to report thelr results by electrical
comrunicationy but, as in the case of many other inteiligence a‘pources,
the speed of communication depends on the training and inst:uctilon of
field personnel and on & continuous direction of their efforts to obtaln
the types of information which are desired.

ELINT facilities which are in opexwtion or plamned by the Se;fvicea
cover most of the usable aress ot presemt. Deficiencies in the ELINT
program from the warning standpoint ares

1. There is inadequate tontrol of ELINT operations. ELINT work
within each theater of operations should be centrelly directed on a basis
of adequate, all-source intelligence »o that the maximm amount of uséml
information could be recelved.

2~ The channels by which ELINT information is reported are |
tangled and iIn many cases too slow for the deiivery of short temm wamings

3._The evelustion of ELTNT informtion which would spply to long.
temm warnings 1s divided within the S between an Alr Force Activity and
& joint Amy-Nevy Eiectronte Evalustion Group (ANEES). The exchange of
information between these groups imposes s needless delay on any warning

which comes from detailed evaluation.
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ELINT equipment now in uge is fnadequete in mavy respects.
6. Present ELINT opexations do not take advantage of the possi-
bilities of "anwmalous” propagetion mechanism which can be predicted from
geography, weather and iongsphere measurenents.

NSA Ferm 781-C108 3 Jul 52 I eI SEGI&EI E;jqu(}l%



DOCID:

4088887

—FEP-SECRET C-NOE

(b} (3)-50 USC 403
( Y (3)-18 UsSC 798
3)-P.L. 86-36

RESEARCH AND DEVELOPMENT b (

In addition 4o the obviously necdsd vesearch and development towird
better crypianalysis and more effective treffic smelysis, the:e is a need
for basic research on the theoxy of cossmurdcation in'temigmce%and fox the
development of methods and equipments which will permdt the most cfficient
exploitation of the theoretical potential of the field. |

In particuiar, the entize concept of miiitaxy, dipiomatic,

commmicotion must be examined to reveal those aspects of the commwmication
networks which are most susceptible to commumnication intelllgence activities
and to reiate the value of inteiligence gained through exploitation of these
aspects to the cost of exploitation and to the cost to the enemy of security
measures which would reduce their wuinerebiliity. In brief, our eventual
COMINT activity should be aimed at the trensmissions which an enemy guat
subject to our scrutiny in order to carry out his own operations. In the
absence of the general theoretical research which is needed, it is possible
to conjecture that developments alono some of the following lines wili prove
valuable in future COMINT operations:

(i)  Anterna systems and integral receiving facilitles to pemmit
intercept cperatore to determine the direction of arrival of a signal
immediately at the time of its reception without rellance on a separate
direction finder and intermediate commmications system- Multiple unit
antennas should be considered for this function.

{i1) Repcaters, receivers, antenmna gystems, and techniques to
Improve the range and quality of commmication signal reception at fre-

tquencies above 30 me.
21
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(1i1) Eqdpments for better utiliization of immediste action woice
commmnications, including better receivers, better audic recording machinexy,
automatic time registering devices, better tecmiques of receiving and
copying this trefflc, end, sventually, autometic semantlic processing
equimment for use in trafflc analysis and in recovery of hrevity codes.
{iv) Equipments for reception of noise modulated communication
signals (such as those represented in the NOMWC system development under
Project LINCOIN).

{v) Equipments for detection and receptim of

pulse, and frequency disperssl commmication systoms. _

(vi) Installation and use of propagation meamg;ing eqipment to
permit more efficlent direction of intercept effort.

(vi1) Inverse LORAN, or other position messuring devices to
produce position data on transmitters.

(vii1) Continued development of dmltlplcxingél and
precision recording devices for use in bresking out nea%agca sent ovexr
mu)tiplex and[:dnmelsa

(ix}) Continued development of fingminting devices for trens-
mitters and operators, both wice and lorse.

There aye definite 1::!1&1:105. that

| The extension of| ‘ , |
is in progress. Interception of these typea of mmmicatims

presents an extremely complex problem. Studies thould e Initiated to
detemine possible methods of solution. ‘

~-50 USC 403
-18 USC 79¢&

)
)
)
)-P.L. 86~-36

( {1
( ) (3
(o) (3
() (3
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PERSONNEL
Ref. Appendix IX

Throughout all discussions and briefings in which the Group has
perticipated, no single problem has beann moye widely discussed than that
of improving the quality and proficiency of persormel now engaged in the
COMINT effort. The attention of the Group has been especislly drawn to
personnel problems related to three important groupss resesrch and
development personnel, amalytic persomel, and interception personnel.

The following comments are confined primerlly to probiems relating to these
groups.

The success of the National Security Agency in rescarch and develop~
ment activity needed to keep pace with COMINT requiremerite will depend very
largely on the quality of resesrch and development persornel which can be
engaged in the effort. At the present time, the salary scsle at NSA is not
adequate to compete with industry, nor are the working conditions and
scientific prestige factors sufficient at NSA to compete with universities.
Establishment of more high level positions and opportunities for advancement
may help correct the situations but other measures should be explored, such
as borrowing scientists and engineers from industyry and undversities for
1imited periods of time., A good pert of the development needs of NSA can
probably be met through contractss but, even so, NSA must have a strong
core of research and development personnel to do the reseaxrch and to
recognize and formulute requirements for equipment, machines; etc.

The second crucial group of COMINT pexsonnel are the analysts: crypt-
anajysts and treffic analysts, of NSA and the Services. The civiilan

»23=
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This documaen read by those personnel offici indoctnnated in acco  saee with com-
% nmulgnton M ueuﬂ°ﬂwhﬂ:i and luthorind‘&yreeavo the information reported herein,

cwponmts of these groups pxovide the baslic contimmity of analytlc effort.
’ _ ¥he principal proble fecing MBA and The Scrvices as far as this grow
1s concerned is that of stteacting end recruiting highly copetent personnel., |
The Growp 18 of the qpinion thet NSA would 40 well 0 Te-oxamine its zecruite
mest, seloction, hmining, and proficiency evalustion procedures for snalysts.
.nwm%“ét%“mmamn amlysts, <the present
—mmmammummmnmamm
. security limitations. The use of modern paychometric nethods in close
coqperetion with leading MSA ermlysts can be expected to imgrove the selece
tion procsdires. The problem of holding good amlysts depends to a large

. am—

UV S

! extent on a sound salary and promotion policy. Such 8 poifcy wil) also *
provide offective supervisory perassmai. \ Tue Grows qae;x‘;:;w whether - «;F

_ salaxy end promotion pollicy ia NSA ig as :i-’-awv»xahle 0 8 scund development o

baged - of T/A effurt as it 1s in the case of G/A, espesielly in view of our “ 43:
1: _"predent heavy depefidenice on COMINT desived from T/A- P
: "= The thizd Important gvoup of pezsomnel i the COMINT effort ave the 7.~

intercept operators, who at presend ave-atwsst wtITly miIitary. The
main problem mwm 13 thay cremted by +he usual enlistwent
and xotetion policies. Thege polities do st pessit the untevcept
gpexator time to bulld up enough fapiliasity with the mutial fatexs
cepted at his site to be effective in intexroeting and ressgnizing the
significance of 3%, This sitiatins 1u highly yelevant ic tne probiem

of plcking up clues of en impending stfack Tha Group rit1yeats that, _
pirtinlly to meet this difficasty, mmsideration %o ph-w <1 4le

p o~
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ewtablistment of a service careexr in COMINT to encouxage longer perlods
of service. Such & plan not only would help solve some of the intercept
opexator difficulties but also would provide highly qualified officexs
for supervision. Consideretion should also be given to the provision
of some analytic support st the intercept site eithex by indoctrination
of intercept personnel with rudiments of eryptanalysis and traffic
analysis, or by assigmaent of an aralyst to the site.
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I « THE SPECIAL STWDY GROUP

In its meeting of 11=12 June 1953, the National Security Agency

Scientific Advisory Board (NSASAB) discussed the problem of evaluating
the contribution which COMINT can or could make to the wawming of an
fmpending attack on the UB. The Board xaised the question of whether
the Director, NSA; might consider it desirable to request the Advisory

Board to inauguxate a study of this problem-

In 2 letter of 26 June 1953 to Professor Stewart S. Calmms, Chalrmen

of the NSASAB, Lleutenant Gemeral Ralph J. Canine, Director, NSA, made

the following statements

iy purpose of writing you now is to indicate not only that
I would very much like to have the Board undertake such a study
but also that I hope it could be inftiated at once and will be
glad to place immediately at the disposal of the Board whatever
facilities, personneil and records the Boayd deems necessary or
useful for conducting the study and for producing the final
report thereon as soon as practicable.®
General Canine suggested that Dr. H. P, Robertson serve as

Chairman of the Special Study Group.

The folliowing individuals comprise the membexrship of the Groups

¥Dr. He P, Robextson, Professox of Mathematicail Physics,
California Institute of Technology, Chairmsn

¥y Samuel S. Wilks, Professor of Mathematical Statlstics,
Princeton University

¥Dr. Homaxd T. Engstrom, Vice=President; Remington-Rand Corporation

ulu
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Dr, Richaxd C. Raymond, Mewiex, Eiectmnica Division, Rand
; Corporation
T #Mr- John C. McPherson, Vice-President, Internatlonal Business
Machines Corporation
" Mr. M, Dean Post; Staff Assistant, Asazietant Secvetarv of Delense
g fur Reseaych and Development
' M, Charles S. Weaver, Staff Assistant, Azsigtant Secretory ¢
r : - Defense for Research and Development -
@wse marked with an asterisk exe membexrs of the !\BPSABj )
S The Group was assisted by Mo~ Willism 7. Friedmazn, Evecutive Secxetary
of the NSASAB; his assistant, 1/1%- Txvierg 1 Mconsld, Jr:, UBAF, ang
i Wss Cerolyn J» Fox-
On“several occasions, the Gmup Feceived spesial avsistance from
e the following personss . "
- M- Ralph L. Clawk, CIA
. . - RADM Wililam Gogyins, SN {(Ret-], FRA z
-y Gaptn Wilfred J- Holmes, UBN fuea 3 ST
¢ - - - -.James L. Weeks, mﬂp NSA -
o ~ . C(Jlo %ﬁon wa uildeﬁ;) IB}’.F; %AF"SQ R e ’;Z“%"
- T T e
o ) In the drafiing of the Repert, valusble sssistance was rendeved the .
i Group by Proféssor 8. 8. Cairns, M. J. Z. Millar, Dr. L. T. E. Thompson,
N all of the RBASAB. B
AGEDA OF ACEIVITIES -1 «Pilau SR (RO
PYRULIR S R
Haghiroree B L -
o fpuemt v of CGroup for discussiy. o0 platmlng p;a%ggfawl <3t ivii{i;;:;,, oo ,M“ :f
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L8 iy 1953
Washington, D.Cs
Briefing on role of intelligence Directorate of Intelligence,
in 1B air defenge systems. Hesdquarters, USAF
22 141y 1953
Brooks Ay Force Base, San Antonio, Texas
Sumary of COMINT capubiiity Commander, USAFSS
to provide adwance warning.
USAFSS Organization and Operations Deputy Chief of Staff/
Opexetions, USAFSS
Traffic Amnlysis Amalysis Control Division,
USAFSS
USAFSS ELINT progrem Chlef, Implementation Division,
(BAFSS
Intelligence Requirements and Chief, Current Reporting and
Dissemination Requirements Branch, USAFSS
Communs cations Command Commmnications Office,
UBAFSS
20Dy 19053
Ent Air Force Base, Coloredo Springs, Coloxado
Philosophy of intelligence Directorete of Intelligence,
requirements for air defense ADC
Summary of air defense of Directoxate of Intelligence
continental S ADC -
Mission, opexrations, and Army Anti-Alrcraft Command
capabiiities of anti=aircraft
weapons systems.
Mséussion of intelligence Director of Intelligence,
indicators system ADC
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C Aduly 1953
Offutt Aixy Force Base, Omaha, Nebreska

Discuzsion of COMINT and Director of Intelligence,
collateral intelligence SAC

location amd identification Taxrget Materials Division,

of targets Directorate of Intelligence,
SAC

Philosophy of intelligence Aly Estimates Division,

requirements for stretegic Directorate of Intelligence,

operations SAC

Comemmi cations Dixz;ector of Comsinications,
3

L Auoust 1933
Headquarters, Centrel Aixr Defense Force, Kansas City, Missouri

The role of COMINT in the Commander, Central Aly
Korean Way Defense Force

2.Aucust 1903
Washington, D.C.

General discussion session of Group to plan future activities.
4 August 1933

Washington, D +Ce

Discussion of COMINT CIA
capabiiities and potentialities

2.5u0usk. L953
“Bshiﬂgtm. D.C.
Individual studies by members of the Group on specific problems.
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S.buguat 1953

Washington, D.C.

_Orcanization and function ~_Specia) Regsarch Brench,
“of the Watch Copitiee G2, Department of the Awmy

Discussion of COMINT activities Operetional Intelligence
of the US Ravy Section, Department of the
Navy

LAt 1903
¥Washington, D.C.
General discussion and planning session of Group.
A=10 Seniamhex 1953
'aahmp DG
General session of Group for further studies and preparation of report.

=
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I1 - THE THREAT

The Soviet Union has at present the capabdlity to laumch an effectlve
large scale atomlc alr attack against the Norxth American continent and, in
perticular, ageinst all majox targets within the US, inciuding populstion
and industrial centexs and militayy bases. The magnitude of the Saviet
threat through 1995 wlll not be govemned by their delivery systems but
sather by the size of their stomic stockpile and, further, by that portion
of the stockplle which they would aliocate for use against targets in the 1S,
In addition, the magnitude of the threat would increase if the Soviets
realize thelr capabiiity of developing B agents which might be employed
in a large scale air attack against the UB,

¥eauons

OOt ongase e ga- A

4RDT The Joint Atomic Energy Intelligence Comedttee estimates that the
Soviet atomic stockpile in mid-1953 would contain approximately 120 atomic
_weapons. /fccordingly, they estimate that this stockpile will increase to
approximately 300 by 1955. However, In view of the uncertainty concerning

_the production of fissionsble materials, the number of atomic weapons may
be as low as 200 or as high as 600,

~Apart from the fact that the Soviets conducted a thexmonuclear test
_3n August 1953, there is no Intelligence information which would indicate

oA

.that the Soviets are stockpiling weapons of this type.
Dellvexy Svatens

The Soviet Long Range Alr Foxce has at its disposal appwroximately 1000
mediun bombers of the TU4 type (US Be29) which are capable of reaching ANy

wje

EC.LL\.J_L_J.L'D
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all targets in the US on a one-way misslon from bases in the USSR. By

1955, the number of available TU-4%g will increase to about 1100, Further,
it is believed that, by 1958, this force will be augmented by approximately
180 heavy bombers having twice the yange of the TU~4, These heavy bombers
will most likely be capable of reaching sll targets within the US from Soviet
bases on a two-wey mission caxrrying atomic weapons.

Puployment of long senge aircreft is the most likely means at the
Soviets® disposal of carrying out a mass attack on the US. They do have
the capability of developing gquided missiles of the V~1 type carrying an
atomic warhesd and launching them against coastal targets from submarines
or surface vessels- In considering the Soviet alir threat to the continental
U5 such a possibility canmot be averiooked. In particular, in the case of
@ surprise attack, it would appear that they would use &1l the means at
their disposal to make the initial strike as dewastating as possible.,
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III = NCRTH AMERICAN OONTINENTAL AIR DEFENSE

Active defense forces participating in the alr defense of the North
Anerican continent Include the United States Alr Defense Command, the
floyal Cansdian Air Force Alr Defense Comssand and the Alaskan Air Defense
Cosmand. These forces funetion as independent commends and not as one
integreted air defense system-

Advance warning is the first essential clement for an effective
alr defense system. Recent Ad Hoc Commitiees which studied the
continental air defense problem for the National Secuxdity Counci) and
the Secretary of Defense have noted, without exception, the tremendous
value of more complete intelligence to provide adwance werning and the
potential impact of such waxning on continental defense-

The Group feels that, if intelligence could effectively and reliably
give 8 warning of 3 tn 6 days of an impending attack on cur nation, the
significance would be of tremendous magnitude. In fact, warning of this
neture would permit mobillzation which, if known to the enamy, might
induce him tc cease his prepsretions for an attack.

_Some notion of the value of such wurning can be gained from the

YRR e’

data in the scoompanying table which have been obtained from Armed Forces

aegtimates.
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Doyss 306 would pn‘it fuil scale dtployment of SAC Forces for an
| pays: J WO ~ imgedlote. &
Hourss 6 Amo:datcly Q0% of all sexviceable SAC afrcraft can be
Sispersed.
6 M 100% of Nawal Forces in comslssion in
T __haybor can be dispersed.
5 to 8 Between m‘%gdl«ggg},ntm could be made avail=~
_able to ADC other units.
. Approximately 90X of nepchant vessels in commission in
haybor can be dispersed,
3t 4 ____Approximstely S0X of Nsval Forces in cumiseion in
harbors can be dispersed.
3 m:mm 50% of serviceable SAC alrcraft can be_
.. Gispersed
3 Most all civil air traffic can be grounded.
3 _Navigation aids can be tumned off.
2% BAir Defense Comwand. can comedt all serviceable ADC
Antexceptors.
" Clvilian casualties reduced by about 50%.

At present, werning is provided by redar and ground observers. The
United States Air Force is now opexating 71 redars in the US and southern
Canada which perfoxrm surveillance and control functions. The radar
network gives about 30 minutes warning for US perimeter taxgets on large
atrcraft of the B-29 type flying between 10,000 and 30,000 foet. The
ground obsexvers corps is at present the only effective means of detecting
low flying aircraft (bolow 5000 feet). However, thus far it has not been
possible tc make reiiable use of the ground obsexrvers.

Q=



DOCID: 4088887
/ Avallable weapons consist of fighters and antlalrcraft artillery,
At present, Air Defense Command has 53 interceptor squadrons besed in the
U5 of which 5% have all-weather capability. Offensive armament for these
afyeraft consists in fixed foaward firing aircraft guns. Anti-alrcreft
weapons are deployed to assist in the defemse of 22 critical targets
in the 5. There are a total of 57 AAA battelions in place which inciude
52 gun battalione (90 mm and 120 mm) and 5 automatic weapons battalions
(40 mm)-

Our present alr defense system haos & kill probability of between O
and 15% depending upon the pattern of attack.

Present planned programs are gesred to reath maximm effectivences
by the end of 1955. The present radar network will be auggented with
additional equipment to elimdnate perimeter gaps. In addition; an early
warning Line is planned which would extend from Alaska down the Alaskan
highmay and across Canada approximately at the 34th paraiiel to the Hudson
Bay, thence across Quebec to the Atlantic Ocean. Extensions of this
system are planned §n both the Atlantic and Pacific Oceans for approximately
500 miles using picket ships and airbome early wamning aircraft. In
addition, an early warning line may be established in the far north.as
recommended by Project LINCOIN. By 1959, the air defenge weapons system
will be greatly improved and strengthened. It is plamned that the fighter
forces will be increased to 57 squadrons (25 alrcraft per squadron) of
all-weather fighters equipped with collision course fired rockets and based

in the IS. Antiaircraft point defenses will be greatly strengthened by
converting a number of the gun battalions with NIKE guided missiles, By the
end of 1955, antiaircraft defensecs will include 20 gun battalions, 42 NIKE

-3
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battalions, and 14 Skysweeper autometic weapons battalions deployed to
agsist in the defense of 22 cxitical taxgets.

As noted in the statement of the threat (Appendix IT), the Soviets
have the capability of developing V=1 type missiles carrying atomic
warheads and lamching them from surface vessels and/or submarines against
coastal targets. Our most effective means to counter such an attack is to
locate and destroy the lawnching vessels. Detection at present is
accomplished by radar, Somar, or visual, 811 of which have definite yange
limdtations, A shore-bosed sound surveillance system is now being
evaluated which will give approximste position data on engine driven
vessels cruising at normal speed at ranges up to 300 miles. A netwoxk
based on this type of equipment planned to be operetionsl in the 1936=58
period will greetly increase our capabiiity in countering such an attack-

With these improvements, minimm available warning time 1s expected
to be increased to 2 hours or more foxr perimeter targets, and the system
as a whole should provide kill probability of approximately SO% under all
weather conditions. As an order of magnitude, the funding required over
the next geveral years to attain our presently planned air defense system
will be at the rate of approximately $5 billion per year. Cumulative
investment through FY 1960 will be about $40 billion. The mimber of
full-time active service personnel will increcase from approximately
120,000at present to approximately 180,000 by 1957.

In reviewing our present and planned active air defense systems
effectiveness in conjunction with intelligence, it can only be concluded
that the Soviet threat is increasing to the extent that the number of

.
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atomic bombs which they can put on & target by the end of 1955 wiil be
the same as, or greater than, the mumber which they could effectively
deliver today even with the increased air defense capabiiity outlined
abave.

4
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IV - INDICATCR SYSTEMS

The nature of the threat has been stated in Appendix XX, which
describes the area of capablility of the USSR, These facts are avallable
from exsmination of intelligence. The all-impostant unanswered question
remaining 1s the time such an attack will be executed. The only means
of obtaining strategic wasning is through intelligence.

For this purpose, verious indicator systems have been organized in
an effort to predict Soviet intentions. The systems most relevant to
Continental Alr Defense are those of the Watch Committec and Air Defense
Comnand.

The Alr Defense Commend has eatablished an indications system using
a 'graphic display to assist in the orderly evalustion of indications of

hostile air attack on the US. The Watch quaittgg maintains a continuous

indications evaluation of all events world=wide which bear on the imminence

b) (1
of general hostilities and related world events. )
OGA
T8
The most serious deficiency of all the indicator systems is the Ex‘
lack of cooxdination and exchange of information on a timely basis. The e !

exlstence of such separate bwt related efforts, as presently constituted,
throughocut the world invelves much duplication of the evaluation efforte~

in many cases by people not fully competent and with divergent results.
Indications efforts as now organized are producing resuits less reliable

than the security of tr;e nation requires and the commanders concerned degerve.

“1‘
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The ccordination, standardization snd systemstic inter=relationship

of this effort would overcome many of the present shortcomings, psrticulariy
from the standpoint of the Alr Defense Command. It is belleved that & small
group should be crested representing the Intelligence Advisory Committee,
opexeting on & ﬁlllvtiue‘baus (24 hours a day), end responsible for the
over~all ooordipation and dixection of related indicaticns systems. Moxe
effective utilizetion of intelligence can be achieved aonly by such centyal
coordinetion and dixection. In paxticulsr, the following axe some of the
principles which axe bellieved essentials

(1) An agreed 1ist of indicators and sub~indicators world-wide
in soope. ) ‘ |

(11) Assigment of indicators for ewaluation to specific partici-
pating agencies or subsagencies according to primacy of interest or
competence.

{1i1) Provision to furnish these same agencies with indications
evaluation on all other indicators which are pertinent to thelr omn
varning problem but for which they do not have primacy of interest
or full competence in evaluation.

(iv) Timely, secure,and dependable commamications.

(v) Standardized methodology and display systems, more effectively
quantified through the development of Indices ox measures of activities,

" graphically presented to show changes in time.

{vi) Formulation of nommative enemy plans against which the
imminence of hostilities can be measured.
Additionally, it is particularly important that thls group be kept

informed on militaxry and political maneuvers of the UB vhich could pmoduce
Soviet reactions that might otherwise be misinterpreted.

*n
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Caxe must be exercised that cur evaluation of indications be focusged
on sionificant actions which the enemy must take in preparing for paxticular

wilitary operations. _—_——_—____J ({)r (1)

The Canadian Government hais an active interest inm the pooblem of stra~
tegic worning of an attack on North America. There is at present under
preparation, in the Joint Intelligence Buveau, an ailwwurce report on a
“Surprise Attack on North America,” to which the Commmunications Reseaxrch
Branch has contributed on the COMINT aspects. Discussion with the Director,
RB, has indicated that these conciugions, based upon traffic snalysis,
plain text and presently exploitable codes and ciphers, are consistent with
those arrived at in thig Report.

In the United Kingdom, the Joint Intelligence Committee has prepured
an evaluation of an over-all indications system, on an allesqimce basis.

In brief, this study descrides a few, selected indicators associuted with
_specific types of activities and indicates the probabiiity of obtaining
information through overty~eouert, and COMINT sources.

Significant improvement of our indications systems can be achieved by
closer coordination with both British and Canadian efforts. We strongly
believe that it will not be possible to effect such coordination until a

ocherent indications system has been fimmly establiished in the US.

D]

e
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V = COMMINICAT IONS

Tinely werning of impending air attaek depends greatly upon rapid,
accurete commmications.

Rapid electrical commmication faclliities sexrve the COMINT
organization in three genexal wayss

{1) Delivery o? intelligence information.

(i1) Collection of rew intercept material.

(111) Intre-station exchange of technical meterial.
We are interested in the first two functions.

The commmication process is generally considered io include
everything between the handing of a message to the message center and
the handing of the message to the designated recipient. Thus, the time
for handling a message includess encryption, routing, trensmission,
decryption, repwoduction and messenger sexvice, The alacrity with vhich
the process 1s perfommed 1s detexmined by the precedence set by the
originator. The highest precedence is assigned to a FLASH message,
which is handled before all others except those of the same precedence.

An item of intelligence information worthy of FLASH or other high
precedence designation may originate at any of the following placess

Intercept station
Field command evaluation group -~ field analysis group
Central evalumtion group =~ central analysis group
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At present, such & despatch can be delivexred to the most distant

. 8ddresses within one hour. Where extra-continental circuits are not
fnvolved, the time may be legs than ten mirmtes. It is the opinion
of the Group that these times are adequate.

The recovery or the recognition of an important item of intelligence
information may ocour at stations to which yew intercept motexial is
transmitted. There are two of these: the field comsand evaivation group -
fleld analysis group and the central evaluation group = cemtral analysis
group. At present, sall the locally intercepted rew moterial i3 semt to
the allied field group. About 20% is selected for electrical transmission
to the central group in the tﬁ,, the remainder being delivered by courier,
The field group receives its material in about 30 minutes and the centrel
amalysis group in one to five hours. These times are considexed to be
adequate.

Riacuasion

We have examined the present commmnication system used for COMINT
arg! have been shown the proposed improvements which are to be made. The
present chamnels, both overseas and continental land lines, seem to be
fairly adequate foxr their purpose. Certain contemplated improvements, such
as automatic switching and on=iine encryption, will provide more expeditious
handiing of trxaffic through relay centers. We have not been shown any
detalled time studies of traffic delays but presume they are avallable-
Efforis to xoute overgseas txaffic through the best possible routes seem
to have been made. Two.channels on Noxrth Atlantic cables are now avallable

aDe
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to the Department of Defense on an imediate call-up }»sﬁa; and, in
addition, an eight charmel trans-Atlantic ceble will be installed in
sbout two years for exclusive use of Defense commmications., At present,
sose 245,000 groups per day are being handled by electrical comwmicetions-
While this is a creditable pexfoxmance, some improvements are stili to be
wmade.

dechnlcal deoxavenents..

Among the technical improvements ﬁ:ieh are feasible may be inciudeds
better and faster encryption devices, higher tranmdtting speeds, and more
efficlent utilization of radio frequencies and land lne facilities.

We have been informed that nawer and better cryptographic techniques
are contempianted which will provide fast and secure on=line operation-

Scme considexable reduction con be made in the actual tronsit time
of high precedence end of other traffic by adopting st a future date some
of the principles and methods now available. Among these may be mentioned
those reported by the Progroms Research Unit of the Johns Hopkins Unlversity
concerning this subject. v These methods which are applicable both to redio
ard land line commmication charmels propose the utiiization of thé available
band widths of present commemication chamnels to increase the speeds of
transmission gsome 10 to 40 times those currently in use.

Methods of detexrmining the most effective xradio frequency to use at
8 given time have been pubiished. The back=scatter measurement technique
is a notable example. The use of this method alone shouid pxovide
additional zssurance that an ecarly warning message will move with the

i, IRUI45 to DIR,
=g
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sinimum delay. Purthermore, it offers the possibility that & frequency

cmn be chosen which will be least susceptible to enaxy Jamming. A

careful study of this subject seams to be indicated as a possible means

of maintaining the required continuity of overseas commmications., Study
shouid also be given to a method of pooling 8ll available radioc frequencies
with essignments to individual stations on an lmmedlate basis to meet

ionospheric conditions.

Qnspational Boxovements

Time studies should be contimued with a view to reduction of processing
times in message centers. Trefining programs to implement ‘the indicated
improvements ghould be pressed vigorously. In particular, the delivery
of messages to thelr recipients should receive careful attention., Our
information is that considexable time can be saved here-

Careful consideration should be given to (1) the motter of delegation
of authority to intercept and analysis~evaiuvation groups to originate
urgent intelilgence messages, (1) the sort of materiai for which they shouid
watch, and {1i1) the addraessees to whom the infommstion should be sent.
Timely warning of enamy attack is more likely to come from units nearest
to the intercept station.
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VI « TRAFFIC ANALYSIS, LON-LEVEL CODES AND CIPHERS, AND PLAIN TEXT

SGenarel Remaxks z
Traffic Analysis (T/A) 18 a methodology by which COMINT is derived from

the annlysis of traffic volumes, operator chatter, and message extermale.
The COMINT derived from T/A is collated with that recovered from low-level
c¢odes and ciphers, plain text messages, and voice commmications in an
opexation known as T/A Fusion”.

{3}-50 USC 403
(2y-18 1UsC 798
o) {3 -P.L. 86-36
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Finally, 1t should be emphasized that the experience of World War II
and of Kores estsblished the tactical necessity of analysis and reading of
low-level codes and ciphers and plain language tunmissionsﬁffor close

support of Ammy, Navy, and Air Force fighting units,

| vmatever
eapability the T/A Fusion operation attains in peacetime, it will have
indigpensable value in wartime, when properly deployed?fflf" -

2

) 1)
) {3)-50 USC 403
) {3)-18 USC 798
}i3)

P.L. 86-36

[ ]
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This documen ose personnel officially indoctrinated in Rceininos with eom»
munieation in :oﬁ:fnh :‘Gﬂonlym:\{h%om and authotized to roedve the information repoeted hareln,

Adeguiate direction findexrs

;n conjunction with 1ni:ercept operations can save much valuable time and
allow better evaluation of traffic. Present direction finders are often
separated by as much as 100 miles from the intercept station and the two
units not connected with secure lines. These efforts should be co-jocated so
that D/F data would be at the intercept operator’s hand, or intercept and D/F
stations shculd be connected by direct and repid telephone communication: |
Alternatively, a secure and repid commmication service_ should be provided.
Even such meager efforts as obtaining one line of direction and transmitting
the information promptly to the intercept cemter wouid save much intercept
time. D/F operations in the field are not weil coordinated. Better training
of officers in D/F is requireds current trelning is much too brief for the
importance of the subject.

Similar remsxrks apply to another imporxrtant source of supporting evidence
for 'I/A. namely, proccdures for Identification of transmitters and operators.
ELINT has a potentiaiity as a scurce of supporting evidence for T/A which is
yet to be fully developed and exploited (see Appendix VIII).

At the present time,

_ almost all of the information underlying the direct indicabors of the
imminence of waxr as developed: by the Air Defense Command and the Air Force
Directorete ¢f Inteliigence is obtained through '!"/A Pusion. Yet, in the case
of gome of thege indicatovs, the UOMINI is rather coarse and roughly used.

There 43 a nced for dolng 2 better job of quantifyving some of the information.

=
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This is especially true of information concerning the activities of the
Consideration

ehould be given to the construction of measures of amount of activity of
various types. These measures or indices should be plotted ag:finst time
to show rates of change of activity, rates of change of Miidn;;ps of various
kinds, etc. They should be constructed by analysts who have 1§,timate
knowledgs of the material underlying them. f

The possibilities of machine methods in this work deserve careful study.

we consider the problem of deriving through COMINT and utif&izing”,a”l pre-radar

warning of an impending attack against the 15}

mhe
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’ There are three distinct phases to this problem. The first phase 1s to
pick up the clue or clues of an impending attack, This depends on the
capabilities of our interception gystemeothe men and equipment at the inter-
cept stations. If the clues are contained somewhere in intercepted material,
then the second phase 1s to recognize them at some stage in the processing of
the materia?, The thixd phage is to trensmit the infoxmatlon recognized as
the clue to those responsible for the air defense of the US in time to take
action.
This 1s obviously a precaricus chain of events and none but the nalve
and foolhardy would claim that the tipoff would, with 100% certainty, be
discovered, transmitted, and acted upon in time to take effective action.
Yet we must be realistic and consider what prectical steps might be taken to
increase the chance of sucGess. Here we corment especially on the aspects
of the situation concerning T/A, woice treffic, and information from low-level
systems. If the clue is contained in one or seversl messages intercepted
at & glven site and if the significance of such a clue can be recognized by
the interceptor or by an analyst, it is obvious that we should incresse the
chance of recognizing it at the intercept station. This argues for the
desirabllity of assigning an analyst or two to each intercept station to work
closely with the intercept operators. Such a situation now exists at some
stations, particularly in the case of the intercept squadrons operated by AFSS.
If the clue 1s more diffuse and must be sifted from intercepted material
from a given geographical area, this argues for the establishment of foxward
analysis units by geographical areas which would perform analysis on intercepted

B
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material from the area, incorporating into their apalysis material slready
sumarized by the imtercept stations, which would make use of D/F, RFP, ELINT,

and 3ny other relevant data. I |

Under such a system of deployment of analytic effort, the main fuchigs’n
of the Headquarters amalysis units would be to csrxy out deeper analysisfja';xd
develop COMINT of more jong range value, In order to build up and maintain
an adequate and senaitlve background for analysts againat which to interpre@
intexcepted material at the lntercept and area levels, there would hdve to be
8 constant feedback of COMINT reporte as well as reports based on oolJ?J?ateral
intelligence. Some rotatlon of persormel through the system would b’,.é,f’;necessary
to keep it sensitive.

In wvaxrtime, & deployment of analytic effort along the lLines ig;éicated
above would form the basis of a tactical COBINT system to support the theeter
commanders. The necessity for a deployment of this type has beerjif;ckearly
indicated by the experience of World War II and Korea.

At the present

time, alwost a1l T/A Fusion effort snd thinking is directod tousrd production
of materisl to meet consumer requirements. Not enough attenti;n is dewoted

to research and development of new methode of analysis including further study
of the possibilities of high speed machines for handling wme of the problems.
The RSA wouid do well to set up a small regeaxch group whoaefe menbers have
competence to investigste new approaches in varicas fields ;ieievant to the
problem.

(b) {3}-P.L. 86-36
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The Pezsomnsl Problams The quality of the COMINT effort based on
souxrces discusced in thie Appendix depends heavily on the effectiveness of

interception and the competence of the analysts. :Ihe problems of improving
procedures for the selecf;iong treinings and proficiency evaluation of such

pepsonnel and related persomnel problems axe discussed in Appendix IX. .
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VII « SPECIAL INTELLIGENCE

Special Intelligence is COMINT regulting from successful cryptanalytic
attack on high-grede cxryptogrephic systems. Its value during World Waxr II
can gscarcely be overestimsted. Through the decryption of German and
Jepanese messages, we were able to penetrete the enemy lines and enter the
Headquazters of High Commands, Axmy Groups, Fleets, and Air Forces: On a
strategic level, Speclal Intelligence was the unique source of advance
knowledge of the enemy®s plans for both offensive and defensive operstions.
It was the timeliest, most complete, and most rellable source of intelligence
on his Order of Battle, intentions, and capabilities (see Appendix X).

0 USC 403
8 UsC 798
Lo 86-36

lav I ]
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The potentialities of Special Intelligence are so great that the
difficulties involved in obtaining it can scarcely be considered a deterrent
factor. Nor should the benefits which it could reasonably promise be die~
counted on the grounds that it would not have the demonstrable capability

" of furnighing specific werning that hostilities were about to be initiated.

=3
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Such & gmrantee is beyond the power of any COMINT organizaticn, which
reads the messages origineted by a forelgn nation but does not write them.
With that exceptiong however == é iimitation which appiies to COMINT
not only in its present condition but alss In a hypothetical state in which
intexrcept faciiities vwere virtually uniimited and cryptansliytic succéss
was complete o= it can be stated that the capablility of COMINT to provide

waming of imminent hostiiities is directly proportionete

-18 USC 798

I
3)=-5C UsSC 403
3y-1

31-P.L. B6-36

oljm COPY #

ARMED FORCES SECURITY AGENCY " 1t 5i°* TFOP-SECRET-CANOE-




DOCID: 4088887

éal ELECTRONICS INTELLIGENCE (ELINT)

Jhe Amcv ELINL Erocaem
e General Repfxkst The Depaxtment of the Ay maintains ELINT
stations in  These stations cover the

frequancy renge of 15 kilocycles to 12,500 neg‘"qycln and are primarily
n designed to concentrete on redar~type signals. A 24-hour vatch 1s maine-
“\-| tatned, and threo mein indloators have been established as & basis for
FLASH reporting. These are (1) any indicetions ofi‘radu- bud 1d=up,
(31) any indication that known or identified enemy sig\als tppeer to be
umusually close to the stations, and (11i) unsual cimu wtt\rity which
~ the operator may feel to be csuse for alarm. “

- Intercept Ipcationss

(1)
D) (3)-50 USC 403
(lb) (3)-18 USC 798
(3)-F.L. 8E-36

-
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The above effort includes 10-12 teems. About 16 tecams will be overseas
in the next year., There are not at present sufficlient personnel in these
teams to sustain a 24«hour operation for longer than & limited emexgency
time.

3. Reportings Logs from intercept stations are routinely sent by
mall twice a month, sustaining a dely of approximately 3-4 weeks. Duplicate
coples are sent to the Electronic Warfare Center (EWC) at Fort Mommouth, Alr
Technical Intelligence Center (ATIC), Naval Research Laboratory (NRL), and
the Army-Navy Electronic Evaluation Group (ANEEG), ANEEG retains and files,
as well as cvaluates, these reports..

Each team under EWC has a one~time pad for FIASH reporting. A code
word alerts EMC that FLASH txaffic 1s under way, BNC then alerts the Mone

T mouth cryptanalysis personnel' who decode the message. SigeOp~5 in Washington
18 then alerted; which in tumrn alexrts G=2 and ANEEG. The message is then

e
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recelved by G=2, ewiluated, and trensmitted to sppropriate persommel within
the space of a few minutes. Current arvengements are such that a FLASH
message can be transmitted to the Washingtom ares in approximately 3%
minutes from the time of intercept.

4. Coordipations The JEIC (Joint Electronic Intelllgence Center) in
FEOOM receives the FLASH mescage simultaneously with other addressees and
alerts other service electronic countermeasures activities in the theater
(the word "Joint® means Army-Nevy onlyweno Air Force participation). In
Europe, the Army Electxronic Intelligence Center performs siwmilar functions,
again without Air Force participation. ASA stations axe also alerted, and
arrengements are being made for ASA to alert the Army tcams on & »eciprocal
basis: This 1s'the only contact batween field agencles.

Navy ELINX Progrem
1. Genexgls The Nawel effort is directed more towmrd acquisition of

strategic technica) data than toward warning indicators.

An S~hour watch i maintained,

and indicators are simllaz to those of the Ammy., Usually, one ox o
submarines are under specisl controi. They do not have full teams aboerd-
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- Alrborne

team based in the Philippines

3. w: Airborne tcamg report through Top Secret channels with
priority reting to CNO as the prime addresseey with others on the list.
Nessage time varies from 1 to 4 hours. Reports are received at the Navy
Security Statlon in Washington and given to ANEEG. Ship teams report in
simtlar faghicn, if the report is sufficiently important, but the data are
usually sufficientiy routine to be sent by secret dispatch. Land based
teams have one~time pads in conjunction with the Army, and their reports
go both to Axmy and to ONO, Routine reports come at intervals of about two
weeks by mn,v although emergency channels sxe avallable for reporting.

4

NSA Form 781-C108 1 Jul 52 I eI SEGI&IB} (32;}&()"§




DOCID: 4088887
4, Cooxdinations COMINY officers at ASA collate Navy intercept reports
with other intelligence and send the final report to ONI. There is a 24=hour
duty watch in Washington. Field COMINT persormel are alertsd in advance of
Navy maneuvers., These date are coordinated with the British in xoutine exchange.
Thexe is aloo a fleld exchange betwesn the ALlr Force and the Navy, with certain
exceptions such as magnetic tape recordings of the USAF. There are two
eveluation units in the fleld.
Az Joxse ELINL Progrom
1. Cepernale Frequency coverage $4 fxom alightly less than 30
kilocycles to 10,750 megacycles on an 8-hour wetch basis (for ground teams)
Indicators are similar to those of the Ammy and Navy but more limited. The
primary effort is directsd towsrd locating ememy stationss secondary effort
is toward determining techniocal charecteristics of the radiating station.
The Alr Force also monhonr : | E% 5%3:5‘3’1,?S§6f22
2. Intexcept locationas
Unlted States = Nine ground stations as an integral part of Air
Defense Command around the perimeters of the US.

@l (o) (
( (31-50 U3C 403
() (3)-18 UsSC 798
() (
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3. Reportings SAC field operstors can flash messages from fleld
operations in 2=3 hours to (1) theater Headquarters, (ii) local Navy and
Army Headquarters, and (211) SAC Headquarters., Air Force personnel state
that the time of communication depends on atmospheric conditions and
mention that a 4=hour time might be a figure to shoot at. It has been
steted that 30-minute reporting would be possible if the requirements were
sufficiently strong.

4. Coordinstions Rew dete are not given to the Alr Force by the Amy
in the field, but the Alr Foxrce gives such data to the Army, with the
exception of magnetic tape recordings which are sent to Wright Field for
anmalysis and, much later, to ANEHG. 'i'heae recordings contain highly useful
data, and, to be fully effective, should be made available to a group such

as ANEEG in the shortest possible time. The need for coordination is such
as to override individual service prejudices.

Again there does not appear to be adequate tle=in with COMINT at
field levels. A1l services should have closelycbordinated COMINT and
ELINT activities from field units on up to the highest levels, and all
sexvice ELINT activities should be closely coordinated at a centrel place
within a given operating area, |
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In the various discussions and hriefings which the Study Group has
had concerning the present COMINT effort, the most universally mentioned
problem is that of improving the quality and proficiency of personnel.

The success of any orgenizstion depende oriticelly on its personnel. In
the case of NSA=-and the military Services=-a number of factors which limit
the offectiveness of cextain key groups of personnel has been brought to
the attention of the Group.

Here we describe briefly some of the problems now faced primaxily in
connection with three cxucial groups of NSA personnel, namely, high~level

research and development personnel, analytioml personnel, and interception
personnel, We ghall also meke some comments and suggestions concerning
supexvisory personnel,

—Reasaxch and Develomnsnt Personnal
At the present time, there is serious need for further research and

development activity in NSA. The success of such a program will depend
almost entirely on the quality of reseaxrch and development personnel.

A good part of this activity can be contrected out to private
organizationss but, even for this effort to be successful, it is necegsary
that NSA itself have a highly competent group to recognize NSA’s needs and
to translate them into requirements véxich can be used by private fixms as
a basis for resesarch and develomment. NSA has lost a considerable mmber of
men of this type and 18 finding it almost impossible to compete with industry
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in filling the vacancies created, not to mention recruiting such men
to expand the reseerch and development staff, This situstion calls
for & re-cxamination of salary sceles for reseirch and development
persorniel. It is aleo suggested that exploretions be made to detexmine
the extont to which scientists and engineers from universities and
industrial laborxatories could be usefully borrowed for limited pexlods
of time.

One of the basic difficulties in attxecting and reteining top~flight
scientific personnel is the problem of providing recognition for their
contributions, not measured murely in status and salery advances, but
in terms of scientific prestige. At the present time, the only possibility
for such recognition is through scientific contributions almost wholly
unrelated to their research in the COMINT field. This sets a double
standaxd of achievement which very few persons can meet, The Group has
no solution to offer concerning this dilemma. The least that can be done
1s to consider extra premiums in tems of working conditions and finencial
inducement for good men to enter the field,

Analysis

The second key group of COMINT perdonnel consists of the analysts:
the cryptanalysts, and the treffic analysts. The main core of this group
is comprised of more than 1100 civilians, but it also contains a large
complement of sexrvice persomnel. The civilian members provide the basic
continuity of the analytic effort, although there is considerseble turnover.
The tumover is even greater for the servige personnel becsuse of rotation
policy and relatively short terms of service for most military personnel.

2w

s rearmcns 1~ OP-SECGRET-GANOE-




DOCID: 4088887

“FEP-SEGRET G- NOE-

There is great variation in the quality of personnel in these tuo
groups of analysts. Considereble difference of opinion exists as to what
type of person at recruitment will meke 8 good analyst and what type will
not. It is generelly agreed, however, that, once a good anslyst is selected,
his proficiency steadily improves with experience. In view of this
situation, and since there is & contimuing recruitment progvem to keep
smlytic personnel up to strength, it 1s extremely important to establia{z—_
sound selection and treining procedure¢. Mddern psychometric methods
applied in close consultation with leading NSA amalysts can be expected
to aid materially in improving selection procedures. It is not sufficient,
however, for such procedures merely to be applied to some candidates. They
must be applied to candidates from the most promising sources. This in
turn calls for a re-examination of NSA pouc} for giving the potentially
good candidate some notion, within realistic security limitations, of what
cryptanalysis and treffic analysis are and how important in temms
of national security. Only then will NSA attract the potentially best
candidates actually to become candidates for selection. In making these
suggestions, the Group is thinking prismerily of civilisn amalysts, but the
principles are no less applicable to military personnel.

Another important aspect of the problem of recruiting and holding good
analysts relates to salary and promotion policy. At present, there seems to
be some disparity in this regpect between cryptanslyeis and traffic analysis.
We raise the question whether salary and promotion policy is as favoreble to
strong development of T/A capability in NSA as it 1s in the case of C/A,
especially in view of our present heavy dependence on T/A,

-3
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A final aspect is the supporting services available to the analysts,
particularly the machine sections which do the extensive machine processing.
The persomnel in these sections have a routine but highly responsible task
and the efficlent performance of the work depends on skilful leadership and
ingeruity in planning the use of the machinery to best advantage. Steps
should be taken to make this work attractive by expsnding the opportunities
for advanced training and promotion in the area.

Jotexcent Ooerstors
The thixd large group of persomnel in the COMINT effort are the inter-

cept operators, who, at present, are almost entirely military. The greatest
problem here iz that created by ¢he usual enlistment and rotation pollicles,
The potential value of an intercept Aopmtor increases with experdence at

a particuler intercept location. The more familiaxr the operetor becomes with
the material he Intercepts the more expexrt he can become in the preliminary
interpretation of it., It is widely recognized that the problem of bul 1ding
up and maintaining & reasonable amount of knowehow for interpreting material
at the intercept site is of basic importance with respect to early warning.
Fart of the solution of the problemas far as it can be dealt with, is
probably to be found in the estabiishment of a service career for military
personnel in COMINT. A service man with interception experience at one site
can be expected to capitalize rapidly on this experience when placed at
another site, Another possibility for improving our interpretation capability
at the 1n£ercept site, In some cases at least, is to indoctrinate intercept
opmtbrs in the rudiments of cryptanalysis and treffic analysis or to supply
an anelyst for the site 4o work in close collaboration with the operator.
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In sites where voice intercept can be taken, the importance of knowledge
of the Russian langusge is obvious.

There are wellerecognized difficulties in using civilian experts at
intercept sites or in theaters of operetion. On the other hand, World
War 1I experiences in operstions researoch, use of reder, and other fields
axe full of instances where these difficulties were overcome.

We also point out that profitable retuxn can be expected fyom the use
of modern psychometric methods in the selection and proficiency evaluation
of intercept operators-

3 1y ‘

Finally, we wigh to mske some conments concerning the selection of
supervisory persomnel, especially those in sn Limediate supervisoxy capacity,
It 1s axiomatic in good persomnel management that immediate supexrvisors of
any technical activities should themseclves have expert knowledge of the
actlvity they supervise. The begt way of obtaining such supervisors is
by advancement of properly qualified individuale from within the groups them
selves. This principle, however, is more easily applied to the civillan |
component of a group than to the military persornel. In the case of
military personnel, with rotation policy as it now exists, the Group
believes the best approach to the supervisory problem lies in the esteblish~
ment of a career sexrvice in COMINT in the Army and Air Force along lines
already developed in the Navy. |
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During World War IT, and again during the conflict in Korea, COMINT
was the tingliest, most complete, and most elisble source of intelligence
on the Ozrder of Battle, intentions, and capsbilities of the enemy. It
ws the unique source of reliable advance knowledge of his plans for both
offensive and defensive operetions. The following examples have been
selected from among innumerebly : Instances which illustrate the COMINT
capabllity to provide advance warning of impending enemy opeyations, on
both stxetegic and tactical levels, and the adventages which may be derived
from the receipt of such warning,

During the first three‘mnths of 1941, Special Inteiligence L
indicated a general eastmid movement of German air and ground forces which
enabled British Intelligence to estimate with increasing certeinty that the
concentrations which were taking place were to be directed againet the USSR.
By the end of March, sufficient information was available from deciphered
German messages to suggest that (1) preparations were being made to
Intimidate the Soviet Union by assembling an axmored striking force
on the Russo=Polish frontier, and (31) those preparations might lead to the
outbresk of war.

Special Intelligence then revealed the deflection of the striking
force to the Balkans for the conquest of Yugoslavia and its subsequent
withdrawel, after a month’s perticipation in the campaign, and redeployment,

J1 COMINT derived from decryption of highelevel cryptogrephic systems.
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together with an air corps, to its previous destination in south Poland.,
By 31 My, little dmbt remained that the Geamans intended to initlate
hostilities and not merely to intimidate their erstwhile ally. In an
estimate of 7 June 1941, the British COMINT orxganization pxedicted "a
very large scale campsign against Russie, with the main front of attack
in Poland and East P.m.d.n," and stated that the German forces would be
rt'ndy to begin the operation soon aftex 16 June.

An estimate of 16 June swmarired the COMINT information recelved
during the preceding nine deys and concludeds “...it is probable that
the Gemman Alr Force will be ready to strike as from 19 June ormards.”

German messages of 19 June, which were avallable to COMINT recipients
on the following day, made 1t clear that the pexiod immediately preceding
D Day had been reached.

Thus, COMINT provided (1) a general warning several months in advance
of the attack and (11) as the date of invasion grew nesrer, incresasingly
specific information which enabled intelligence personnel to estimate the
scope of the intended campaign, the areas of concentretion, and the approx=
imete date on which the frontier crossing would take piace.

For the Bri_.tish strategic plamners, that advance intelligence was
invaluable. In view of the weaknegs of their military forces, it was not
possible to prepare for the defense of every vulnereble point which the
enemy might choose to attack. Reliable intelligence on the encmy’s intentions
was vital, therefore, to the continued existence of the British nation.
COMINT supplied that intelligence and, incidentally, gave the Prime Minister
a period of severel wecks to consider the policy which he announced at 9 p.m.
on 22 June 1941 that Britain would give “whatever help® ghe could to the

Saviet Union,
“Dow
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Koxeas
The COMINT contribution in Kores during the pexiod November 1950-
July 1951 is summrized In a3 citation for the lst Radio Squadron, Moblle,
deted 11 October 1951, That eitation includes mention of the following
“specific accomplistments, considered of extreordinary value to the mission
of the UN Forces in Korea and in at least two cases to the vitel interests
of the United States"s
(1) advance notificstion that the enemy was aware of N plans
to attack Anju and Chinampo, as well ag his plans for countexrmcasuress
(11) advance warning of the enemy’s intent to bomb American
troops on Hill 872 near Tuk Sons
(111) advence warning of the exact times and intentions of the
enemy air attack on Simido Island on 19 June 1951 which resulted in severe

reverses for the enemys and
(iv) advance infoxmation on the times and places of intended
attacks during the evacuation of the Ham Hung beachhead.

More recently, OOMINT provided warning that, during the final stages
of the axmistice negotiations, the Chinese Commmists were preparing an
offensive against the UN Forces. It 1s too early to establish the reasons
for cancellation or postponement of that attack, but UN countermeasures—
made possible by the advance knowledge of enemy intentionse-may well have
caused the Commnists to decide that sufficient military advantage to
warrent disruption of the axmistice negotiations was no longer assured.
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