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United States Department of State 

Washington, D. C. 20520 

M 10 201.l 

RE: Freedom oflnformation Act Case No.F201107319 

Reference is made to your August 18, 2011, FOIA request to the Department of State for a copy 
of internal agency memos or other correspondence or documents that review or discuss the 
merits and/or disadvantages of iPads and/or similar pad/tablet computer devices for employee 
use. The Office of Information Programs and Services (A/ISS/IPS) has referred three documents 
numbered 001 - 003 to the Bureau of Diplomatic Security for review and direct reply to you. 

Portions of these documents have been withheld pursuant to 5 USC 552 (b)(7)(C), and (b)(7)(E). 

Under the Department's regulations, you may appeal any denial of information to the 
Department's Appeals Review Panel. Appeals should be addressed to the Assistant Secretary for 
Public Affairs, c/o the Information Access Programs Branch, AIRPS/IPS/PP/IA, Department of 
State, SA-2, Washington, DC 20522-6001 . A copy of the Department's Appeals Procedures is 
enclosed. 

If you have questions regarding any aspect of this case, you should contact the Office of 
Information Programs and Services (A/ISS/IPS), Department of State, SA-2,Washington, DC 
20522-8100. In any communication, please refer to the case number. 

Enclosure(s): 
Documents 
Appeal Procedures 
Explanation of Exemptions 

Sincerely, ~ 

?--~~ 
William R. Terrini 
Deputy Executive Director 
Bureau of Diplomatic Security 
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Rules and Regulations 

Subpart F - Appeal Procedures 

§ 171.52 Appeal of denial of access to, declassification of, amendment of, 
accounting of disclosures of, or challenge to classification of records. 

(a) Right of administrative appeal. Except for records that have been reviewed and 
withheld within the past two years or are the subject of litigation, any requester 
whose request for access to records, declassification of records, amendment of 
records, accounting of disclosures of records, or any authorized holder of classified 
information whose classification challenge has been denied, has a right to appeal 
the denial to the Department's Appeals Review Panel. This appeal right includes 
the right to appeal the determination by the Department that no records responsive 
to an access request exist in Department files. Privacy Act appeals may be made 
only by the individual to whom the records pertain. 

(b) Form of appeal. There is no required form for an appeal. However, it is 
essential that the appeal contain a clear statement of the decision or determination 
by the Department being appealed. When possible, the appeal should include 
argumentation and documentation to support the appeal and to contest the bases for 
denial cited by the Department. The appeal should be sent to: Chairman, Appeals 
Review Panel, c/o Appeals Officer, A/RPS/IPS/PP/LC, U.S. Department of State, 
SA-2, Room 8100, Washington, DC 20522-8100. 

(c) Time limits. The appeal should be received within 60 days of the date of receipt 
by the requester of the Department's denial. The time limit for response to an 
appeal begins to run on the day that the appeal is received. The time limit 
(excluding Saturdays, Sundays, and legal public holidays) for agency decision on 
an administrative appeal is 20 days under the FOIA (which may be extended for up 
to an additional 10 days in unusual circumstances) and 30 days under the Privacy 
Act (which the Panel may extend an additional 30 days for good cause shown). 
The Panel shall decide mandatory declassification review appeals as promptly as 
possible. 

(d) Notification to appellant. The Chairman of the Appeals Review Panel shall 
notify the appellant in writing of the Panel's decision on the appeal. When the 
decision is to uphold the denial, the Chairman shall include in his notification the 
reasons therefore. The appellant shall be advised that the decision of the Panel 
represents the final decision of the Department and of the right to seek judicial 
review of the Panel's decision, when applicable. In mandatory declassification 
review appeals, the Panel shall advise the requester of the right to appeal the 
decision to the Interagency Security Classification Appeals Panel under § 3.5(d) of 
E.O. 12958. 



EXPLANATION OF EXEMPTIONS 

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552 (FOIA): 

(b) (1) (A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign 
policy and (B) are in tact properly classified pursuant to such Executive order; · '' 

(b){2) related solely to the internal personnel rules and practices of an agency; 

(b)(3) specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute (A) requires that the 
matters be withheld from the public in such a manner as to leave no discretion on the issue, or (B) establishes particular criteria for withholding 
or refers to particular types of matters to be withheld; 

(b)(4) trade secrets and commercial or financial information obtained from a person and privileged or confidential; 

(b)(5) inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation 
with the agency; 

(b){6) personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy; 

(b)(7) records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement 
records or information, (A) could reasonably be expected to interfere with enforcement proceedings, (B) would deprive a person of aright to a 
fair trial or an impartial adjudication, (C) could reasonably be expected to constitute an unwarranted invasion of personal privacy, (0) could 
reasonably be expected to disclose the identity of a confidential source, including a State, local, or.foreign agency or authority or any private 
institution which furnished information on a confidential basis, and, in the case of a record or information compiled by a criminal law 
enforcement authority in the course of a criminal investigation or by an agency conducting a lawful national security intelligence investigation, 
information furnished by a confidential source, (E) would disclose techniques and procedures for law enforcement investigations or 
prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could reasonably be expected 
to risk circumvention of the Jaw, or (F) could ,reasonably be expected to endanger the life or physical safety of any individual; 

:b)(B) contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible 
'or the regulation or supervision of financial institution~; or 

:b)(9) geological and geophysical information and data, including maps, concerning wells 

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a (PA): 

b) No agency shall disclose any record which is contained in a system of records by any means of communication to any person, or to another 
:1gency, except pursuant to a written request by, or with the prior written consent of, the individual to whom the record pertains, 

d)(5) information compiled in reasonable anticipation of a civil action proceeding. 

:ieneral Exemptions: 
j)(1) applies to CIA records and information provided by foreign governments; 

j)(2) maintained by an agency or component thereof which performs as its principal function any activity pertaining to the enforcement of 
;riminal laws, including police efforts to prevent, control, or reduce crime or to apprehend criminals, except records of arrest. 

~pecific Exemptions: ..... . _______ ...... __ .... ···--··--······· ··-· .... . 
k)(1) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign 
iolicy and (B) are in fact properly classified pursuant to such Executive order; 

k)(2) investigatory material compiled for law enforcement purposes, other than criminal which did not result in loss of a right, benefit or 
1rivilege under Federal law, or which would identify a source under an express promise of confidentiality, or, prior to the effective date of this 
ection, under an implied promise of confidentiality; 

<::)f3) maintained in connection with providing protective services to the President of the United States or other individuals pursuant to section 
056 of Title 18; 

<)(4) required by statute to be maintained and used solely as statistical records; 

<)(5) investigatory material compiled solely for the purpose of determining suit ability, eligibility, or qualifications for Federal civilian 
mployment, military service, Federal contracts, or access to classified information, the disclosure of such material would reveal the identity of 
source under an express promise of confidentiality, or, prior to the effective date of this section, under an implied promise of confidentiality; 

;)(6) testing or examination material used solely to determine individual qualifications for appointment or promotion in the Federal service the 
isclosure of which would compromise the testing or examination process; or 

:)(7) evaluation material used to determine potential for promotion in the armed services, the disclosure of such material would reveal the 
entity of a source under an express promise of confidentiality, or, prior to the effective date of this section, under an implied promise of 
Jnfidentiality-~~~ 
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EXECUTiV..E'.E SUrdMAR!V: ·.. . . .. . • . . .. ~ . 
•• -·· ........ - ~ "* •• 

The Technology Evaluations Branch (TEB) keeps abreast of emerging 
information technologies and th~ir trends to prepare for potential use within the 
Department. The Office of the Executive Secretariat (S/ES) has expressed interest 
in using Apple iPads to support its mission. On October 6, 2q10, the DS/ST/CMP 
Division Director received an electronic mail, 

,. "' ........ ...b ... .J, "' ... 

The purpose of this document, "Apple iPad Electronic Reader:"Eyaluation 
Report" is to provide the results of the ev~lu~~Rn. ~- ·,,. ..< 

\lf!iu~~!, J;:2~ . • ~~E;::v4¥ ·~ 
The evaluation was based on the device hardware?~odel MC497LL; OS 

version 3.2) and the available security, controls pro~i&¢Sl. by the iPhone 
Configuration Utility (version 3.0.1\25§}w4_ich also srt~~ !>-the iPad. The .. "' ... ' ·~ 

hardware scope involved identifying f\ctive c~fcui~ com ts contained in the 
iPad. The evaluation included a comphlison·6f the' security controls available on 
the iPad versus the pr ~ controls '~y~il~ble on,1!fi{Black.Berry .® And, most 
importantly, the ev ... ):iat10n ·, .µsed on determining any vulnerabilities 

• ._ • • • Llil!:•.h.... • 'W!':;,l . ~ - • - ·- - --- ---

. / 

"~vfffb~ ./' 
Regarding·the-co-!llparisohtc}t ~erry, out of the 236 security controls 

consid~r{d,.in-the-eyalu~tio of them are associated with features currently not 
supgoftec;t by the iPaa., Out of · aining 182 (all of which are supported by the 
Bla'CSkBeP:y.J. only 21 are'-shpport9' by the iPad to some degree. Therefore, it should 
be noted thafthe iPad supports only 11 % of the security controls that are 
instrumental'tq'th~ Depai1qhent's countermeasures for mobile devices. Details of 
each control ar'e'pro:vided-'tn · 

- ~,._: ____ .. :·?:>..~::" L 

\/-

-·~i"iive 9ut~nol.assit:"ed _.._ . . . . ~ . . . -·· 
. . • : I: • • 

-· --~ . ··- - .... 
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....... --~ .. 

Control Type BlackBerry Support iPad Support 

Disable Location Based Services 

Disable Applications Center 

Disable Screen Shot Capture 

Disable Wi-Fi 

Disable Bluetooth 

Password 

Disable Application Downloading 

PC/Desktop 

Disable Third-Party Browser 

Disallow External Networks 

Disable IP Modem 

Disable Serial PortJUSB from Third-Party Apps 

Force Content Protection & Level ~ ..... 

Force Memory Cleaning 

Restrict Use Based on Certificate Status 

Disable Instant Messaging and oth~r Services 

Software Configuratio_n·& ~pplicatio,n White List 

A_~ \ \ ~".! '··-;:-· 
1. There{s no forced confi~fi,~ation for disabling Wi-Fi and Bluetooth-A 

use~prov~ded marip~I configuration is the only configuration allowed for 
disablirlg Wi-Fi an'sf'Bluetooth. Users are capable of adjusting the setting '. ' // ···--- ------·- ... 

(allowed/disallowed) at his/her discretion. "' / . . - --

- .1- -- - If either Wi-Fi or 
Bluetooth is enabled, there exists a risk for the loss of data or audio in or 
around the device_ -·- ---- -- - - -

. -· .. 
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. .. . .......... . . . . - . .. . . . . . '"' . . . . .. . ... "' 

2. Third-party applications are not prohibited-Disabling the installation of 
applications via the configuration profile simply removes the "Apps Store" 
icon from the iPad; thereby disallowing the installation of applications via 
the icon method. Applications may still be installed indirectly using a PC 
connection to the Apple configuration tool or iTunes; and any pre-existing 
third-party applications (prior to the installation of Jl{e,wrifiguration profile) 
are still available to the user. The iPad does not provlcle a white-listing 
feature ~or applications; as a result, users are e.~¥r )110,v~d. to execute all 
applications or they are not allowed to execute 'any apphcat1ons. 
_.... ·- - . -~ ----- __ L~~- ">.. ~ "- "'-

// 

-- - .I--""'. .. , \~ - . \ -;: 
3. Airplane mode does not necessarily disable W~~ and Bluetooth-The 

Airplane Mode feature (only configurabl~m¥&tny by the user) provides a 
method to disable the cellulatd~ta radio and'~~Iy disable the Wi-Fi and 
B~uetooth radio~. It is only a11, ~'~ti,a.!:~ disablementi,~~~ever, because while 
Airplane mode 1s turned "on," tQ,e use.r may enabl~Wi-F1 and Bluetooth at 
his/her discretion without alteri~g the/~rplfilie.m9fte status. The S/ES-IRM 
proposed config1:1ratioq includes art.<:)'peratiorlal,,procedure that users must 
follow to ass~Tuar~Mirplane m'ode is enibled. Operating the iPad with 
Airplane qitSde d~sablea ~Hows the iP~d tp communicate with the cellular 
network and P'otenti~ll# pro.:\!J~e an aY,~riue for the exfiltration of data to 
una9thorize(nehvQriS.Simil~-t,<?'the first vulnerability described the 
likeliliclod-of ah .. unirlteirded disablement of the Airplane mode is unlikely. 

1~<2~~d Read~~'-A~plic~o~<fntent can be exported-The proposed 
dmfig~ration for't

1
he, iPaci)a:llows users the ability to perform screen capture 

fun'ttions, while Goo~ Reader documents are visible. Even though SBU 
inform'a.tlon, is int~qded to be contained within the Good Reader application 
and transfei:,r°'abJe:~only via the iTunes Good Reader synch function, it is 
conceivable '~atSBU (and possibly PII) information may be copied to the 
Photos area of the iPad and therefore available to additional PC 
synchronization methods. Content can also be copied from Good Reader 
onto an external SD card via a hardware/software combination (i.e., 
Zoomit). 

5. iPad password does not protect against PC access to the device--Even 
though the iPad is configured with a password and may be in a locked state, 

· . : ·• * Se~itiv; &.t u~~1a~ifie~ ,.;. • • : • • • .. . . . . . . . . . . ... 
• • • • 3 • • • .. • • .. . ... . ··- - .. .. . 

,_ 
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a correct password entry is ~o.t ~ui~:wh~R.cqR.'lept~ng ~.a ?<i-'.·i(n~t~e 
import or export of data. T~~~~,=~~Y!J_qe ~tl:!i!J-in_g p~y~tca~ a~~-eSi3_ ~ the 
device will be capable of exporting content. 

.. ~ ~.,.., '~~ 

-- - ;~ .......... ....., 

1. Altho~gh the Wi-Fi, Bluetooth, andA:~e :ode vulne~~i:~ic:s-~aise 
some concern, the likelihood of an ~nln.tcitded eh'iQ.lement of these wireless 
technologies is unlikely. Nonetheless, a iec~niend'ed counte~easure 
would be to assure that the a,~tQorized users 'ar~(J.miliar with wireless 
vulnerabilities and confirmati~~-that users will nq_f'ir!!~i:itionally enable 
them. \\ · "'- · / 

2. Develop and administer user t;~'mng:~o·emphasi:?:ef~at the Airplane mode 
i~on visible o}~J!>ad\<lo~s ~ot A~£e'ssarily wean t~at an wirele~s has been 
disabled. Users should,penod1cally'~~eck for the fru.nt Bluetooth icon on the 
iPad that ifa·¥i'sual indiclttor that the,Jeature has been enabled. More 
proactive checRiq_~'oJth~Wi~j~ng'~ould be required because the iPad 
does-notprovide a'vi~iiltlieato)'.,,tlfut the Wi-Fi has been enabled. · 

3. )v1~~~~~Y~~l,c~~l'-o.ftjie iPad at all times to circumvent unauthorized 
/-~r~co,nfiguratio~'qfthe d~fct?,PC connectivity, or installation of third-party 

app!iC~tions. \ \ Y . 
. ,"- ...... -- l 

. l I 

'-., -..... // 
5. Although not evaluated by TEB, upgraded software (iPad and iPhone 

Configuratid6 Utility) might provide controls that address some of the 
vulnerabilities in the evaluated version (i.e., iPad v3.2). Consider upgrading 
the software to make use of newer controls; in particular, the ability to 
remotely wipe the iPad if it is determined that it has been stolen or 
compromised. 

... . . . .. . ..... . 
-*-Sensi*iv~ Hut Unclassif.~ ***· 

. . . -· . .. . . . • • • • 4-. . .. . . . . .. . . . . . . . . 

\_ ;,,,-
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1. IN~R~UCTION· . .. . . . . . . .. 
. . .. -·· . . .... 

1.1 Background 

Over the past few years Apple has taken the personal electronics device (PED) 
market by storm with its introduction of the iPhone®. Early this year Apple 
released its next wave of PEDs in the form of atablet person~l,computer (PC) 
called the iPadTM. With the introduction of the iPad, Appl~)ias ~lqwly begun to 
cross between the consumer market and the business market. The company has 
even taken a step further to attempt to capture the co_rppfate,inarket. As a result, 
Apple maintains focus on identifying and implem ting contr~fs,~d safeguards to 
address the security issues that are ubiquitous am afl corporat~ n~tworks while 
offering enterprise applications that are con.i:, veto the rising dern8:~d~ of 
corporate users-all without sacrificing thtf·~~Q.~lness,gf the device which plays a 
major role in the users' attractiveness to the p;~~~t~.4Jtl§t~as quickly as Apple 
makes strides to embrace the corp9rate market, caf.R'Qi.~te enterprises are gearing 
up to support Apple products. The~Dep~ent of StM;~: no exception. 

\, ! .... -,~, 
'\\ ... ~ ..... ,_. ........ ... ,,. ...... 

\>,\ ···~~;~~·=~::.~· ·-.. ' 
1.2 Purpose and Seo . \\// "\ ,./ 

,., / 
The TechnologY,i{;,, uat1 s Branch (r-~B) keeps abreast of emerging 

information techti~I~ an 
1 

ir trends to~pr~pare for potential use within the 

Departme_!lt. .,_, .. ,_ L"~· ...... ~ .. w·-

' '>..../~ /' 
'· // 

The evaluation '1as based on the device hardware and the available security 
controls provided by the iPad security configuration files currently supported. The 
hardware scope involved identifying active circuit components contained in the 
iPad. For the security controls perspective, the evaluation included a comparison 
of the controls available on the iPad versus the controls available on the 
BlackBerry.® 

: · ~ ;.:~s~iq-.; ~ur-tj~c1aisifi~~** ·: · ·: 
' - ·-6· ·-· ··--· ... . ... . .. .. . 

i--) 
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. . . 
... ... . ... . . . . . -

1.3 Objectives 
... . . . 
... . . .. -.. 

Specific objectives for the Apple iPad evaluation were as follows: 

1. Identify and list the iPad Device Operating System and software installed or 
made available out of the box. 

2. Identify vulnerabilities that may exist in the iPad based'on the device's 
feature, technology, hardware component, and secun'ti ~apabilities . . / ...... .., 

3. Evaluate applications and features proposed f9r·~use'·o~'tl:!e iPad and identify 
potential vulnerabilities. '·\\ , " · ", 

'-":. "· """ 
4. Recommend countermeasures that ma):; Ae'=m=-p~1oyed to mitigat(;( identified 

vulnerabilities. ··, ..... , '''--f· 
\ ,/ 
i/ 

.. ..... . . . .. . ..... . . . . : :•**-~e~itivs::Slit eqclassified;"~ 

...... :: .. ::J .. · .. 
. - . . 
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2. EVALUA.T.ION RESYLT.S · · · · ·· · · · · · · . . - . . . . . . .. - .. .. .. .. - . -
-· -·· & •••• - •• 

The iPad evaluation was accomplished in four phases. Because there was a 
single iPad available for the evaluation, phase 2 and phase 3 were performed in 
sen es. 

2.1 Phase One: Research and Data Gathering 

This phase encompassed identifying any resources or~bsites that list the 
hardware components used within the iPad as well a~~eci tions of those 
components. In addition, the evaluators researche,q p\Qper 
disassembling and reassembling the iPad. /.::. :::::-!:. °' ,. . 

/ / 
~·-·_,t ~ 

First, a description of the iPad high ley~e(~~ft~are tip::(~itecture is pf~vitled (refer 
to Section 2.1. l) as well as a description of the'config'Qratiqn profiles i\!ailable on 
the iPad (refer to Section 2.1.2. Next, the evaluators· identified resources that 
assisted with the disassembly of tJf· · evice (refer t~"'S~ction 2.1.3 ). 

2.1.1 Identification of Device and 

The following lists the·deµils regar l 

as its pre-installed a.ppiications. 
//~ .... ... \~ 

.? -... " . ·' 
• iPad Model: -,,, "·,·., ; MG~97LL 'Y 

"·,_ '.'·<·· 3.2.(t.B361r 
.,"·, BCG-E23i8A 

, .. , ·~ 

·-~9~2GB 

12024361225 
~ 

01 222400 250893 7 
E8 :06:88:9C:FA:EO 
E8:06:88:9C:FA:El 

'"' ' .. '.. /> ·,, :,:>,. 
ppli~ations 

d for the evaluation as well 

The following table, Table 2-1, lists the iPad 's pre-installed applications . 

. : .. : s·. - . - . . 
~ ..... * ........ - ..... 
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iPad Pre-Installed 
Ap lications 

Safari 

Mail 

Photos 

*** Sensitive But Unclassified*"'"' 4/7/2011 

Descrij>~<>; 

Traditional web browser 

Mail client; Supports MobileMe, Microsoft Exchange, popular 
webmail services (e.g., Yahoo! Mail, Google Mail, AOL) and most 
industry standard POP3 and IMAP e:,w~J~services. 

PhotoMdeo Viewer and Slidesho~Allowsquick assignment to 
wallpaper, mail messages, an of~~:~ts. 

!---~~~~~~~~~~~~~+-~~~~~~~~~---,-~"""~" ~~~---~-"~"~:--~~~~~~~~-i 

yiew video clips, movies,.JV~~]1ows, arioi, dcasts from your 
Videos 

You Tube 

Calendar 

Contacts 

Notes 

iPod 

App Store 

Settings 

!Tunes library. />·· ::::::..,.'-
/ / 

Pr~viaes access to Apple's exclusive iTunes application which 
prbvides a means to play and synchronize media (such as music, 
movies/videos, apps, RSS feeds, etc.} 

Provides access to Apple's exclusive repository of applications 
compatible with the iPhone and the iPad. 

Provides access to global configuration settings applicable to the 
iPad. 

Table 2-1: Apple iPad Pre-Installed Apps 

... . . . .. . .. ~ ... . · "'"'* SeP.Sit.ve-But \Jnclll!~Med •1•. . .. ... . . . . .. . 
.9 
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2.1.2 Apple Configuration Profile~·. : · · . ·. : . ·. . · · · · · · · · · · · · ·. - .... - - . - .. -· ~ "' 

Apple provides a free utility (Appl~"iP.R.mi'~ C'1nfig™"ati6n-lJ'ti;lty) toot.'-"'ls 
originally designed to configure the iPhone. The utility however, was modified to 
support the iPad and was therefore used for this evaluation. The following sections 
describe configuration options available for the iPhone Configuration Utility 
(version 3.0.1.256) used for the evaluation. 

/''·,., 
/ ~--·..::.'\-

2. l .2. l General Settings //(/ ·., 

The General Settings section contains mandatory_s(ttirlg~·(~.g., identifier field). 
It also allows provisioning of the overall Security.,Co'nirol which,indicates when 

A'"··" °'' ·. , the profile can be removed (Always, When A~,$'.eiltfoation, and Never) and 
provides additional information such as (Pro,flle Nam~ Org Name, and 

Description). ~,,,, '~ i" 

2.1.2.2 Passcode Settings ,_ 
\''''',, .. ;~:.. 

~he Passcode s:c~ion allows for '~~~:On:Q~u~ation citi\~;r~word for securing 
the iPad. The adm1mstrator may configuretI:ie··1P.~d to reqmre a password as well 
as the following options: Simple or Alphan\Jril.eric)ype;;Nlinimum Length ( 1-16); 
Minimum number o~~rrm;f~~;.Knon-alpha{iprrieric_ch~¥acters (I-~); Maximum 
Passcode a?e (1-7~-:giaays or~gne); Auto Jt~ck Timeo~t (1-5 mms. or none); . 
Passcode h1story~~l'!~~~r nor1$p; Grace Pen~dJo~ Device Lock (1, 5, or 15 m~ns., 1 
or 4 hours, o~ n~ne); aif~M~f.. numb_;J;of falled entry attempts before wipe 
( 4-16, or unhmited/').o wiR~) • Y 

,/ .------- ',_ ~· 
/ /' -.. , ..,, 

• J ' ' /( ', ·'\ 
2.1.2:3 Restrictions '-·, \ ':" 

~ .. ,, '-. \ \ c· 

The Restrictions section allows for the configuration of various device 
' . ..._ . ._ ! I 

functions sucl). a~ Safari ~r6wser, camera, purchasing and installation of 
applications, vbice·dialirig·, backups, and encryption. More details regarding the 
specific restricticilis~~provided in Table 2-3 of Section 2.2.2. 

'/ ! 
2. 1.2.4 Wi-Fi Settings 

This section allows for the configuration of the WLAN networks authorized for 
connectivity. Provisioning parameters include SSID, "Hide SSID'', encryption type 
(None, WEP, WPA/WPA2, Any (Personal), WEP Enterprise, WPNWPA2 
Enterprise, Any (Enterprise)) and Password for authentication to the network. 

· *'** Se~ihveo B~t B~~la;~~eci *•• •" · 
• . . • : : • •10 • • • • : • : . " ~ . . . . . . . . . 
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When configuring this section the S~Q i!>·M1C!li!.9~ory.:·Thpr~ ~w~i:s-to:b~-no·l~giit 
to the number of wireless networks t~~~ ~ ~ (:~l!fiat~<E · · - · 

2.1.2.5 Virtual Private Network (VPN) Settings 

This section allows for the configuration of the VPN networks authorized for 
connectivity. Provisioning parameters include Connection Name, Connection Type 
(L2TP, PPTP, IPSec (Cisco), Cisco AnyConnect, Juniper ~,S~)~Server IP Address 
or Hostname, User Account, Authentication Type (Password, RSA SecureID), 

/, " Shared S~cret, Send All Traffic (Che~k~ox), and Pr~~~(N~nex Manual, 
Automatic). There appears to be no hm1t to the number ofV..PNs that can be 

/""--'\ ~ configured. / .. :·, ~ 
,/,_.,/ '~ -~ 

2 1 2 6 E mal·t Settz"nas ~-/,,. ·... '\ · ~\ ;l 
• • • - 6' < .. ,, ' ' ' )/~'::.:, Ji 

This section allows for the configuration of e:..ip.ail-acco'tmts for the iPad. 
Provisioning parameters include Ac~unt Descriptio~>Account Type (IMAP, 
POP), User Display Name, E-mail"A..di:b:~ss, and incoinirig/~utgoing mail server 
information (IP Address or Hostnam~1nd1?rttLJrequiridJ,)iser name, 
authentication type (none, password, MOS challenge-response, NTLM, HTPP 
MDS Digest), passwor_d-for)ncoming s~~ef(anduseSSL (Checkbox). 

, ,, \ \ J/ ~,..- ..,.,, .. 4.._..._ '· . v 
/ / ' ' ~ 

/i "· \ \ 
2.1.2. 7 Microsof{~~hange ~c}iveSync Settings 

This section allo~~,f~tt~{~ol:ifiguratiol))c{[ an MS Exchange e-mail account for 
synchronizaflOil:Provisi'cmj.llg parameters'include Account Name, Server IP 
Addr5s(6r Hosh1"am~r~qu1re~);:,~~ SSL _(Checkbox)~ d?main name, user name, 
e-nta:il.~dress, passwo{d}fast ClaY,s··ofMad Sync (Unhm1ted, One Day, Three 
Days, One"'Week, Two 'Yeeks, One Month), Authentication Credential Name (i.e., 
certificate}.hlclude Auth'erltication Credential Passphrase (available only when 
Authenticati~~~,iName is provided). 

2.1.2.8 LDAP Settirzgs 

This section allows for the configuration of the LDAP networks authorized for 
connectivity. Provisioning parameters include Account Description, Server IP 
Address or Hostname (required), User Account name, password, Use SSL 
(Checkbox), and LDAP Search Settings. There appears to be no limit to the 
number of LDAP servers that can be configured . 

. :"":* s"$itive-ij~t i;g;la~~eci ;~ ••• : 
. . "'1 • . -. .. .. ... .. .. .. - . . . . . 
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2.1.2.9 Ca/DAV Settings • · • •• • • 
- . -· - . . - - -· - ~ 

This section allows you to config~e jh@ CaiDAV:sinr€r ootb@rized:for- · 
connectivity. Provisioning parameters include Account Description, Server IP 
Address or Hostname and port (required), Principal URL, User Account name, 
password, and Use SSL (Checkbox). 

2.1.2.10 Subscribed Calendar Settings 
,..,,,.. , ... - '·'· 

This section allows you to configure subscribed cal~n~ar~ authorized for 
connectivity. Provisioning parameters include Acco~~ D~s~fiption, URL of 
Calendar File, User Account name, password, and Ose\SSL (CpeGkbox). 

~~ ' " ......... ~ ''- ' "" ', 
·. "' 2.1.2.11 CardDA V Settings ~ ''·,. '·,,..._ / 

This section allows you to configure the C ,~~A \{/g~~er authori~id1or 
connectivity. Provisioning parameters include A~~8ilfu Description, Server IP 

~ntliITT .. 

Address or Hostname and port (req~ir.~.~!·, Principal ~~User Account name, 
password, and Use SSL (Checkbox)'- ,~·< .. , ·-. -~~::::~~.:;? 

\~\ ' <, ~~-- ''o... 1~7:•· 
.\ ,.,........ <Y' 
\~\·: ,,.,, ... ,..,. "~ '--,..;; 

\·\ / ./ ~ / 

This section allo
5
" .,.~;~,,,,onfigure ~~blink inibrmation and associated icons 

b d ·1 u1~-~ h ·n·•!6 P .. '. . l d L b 1 URL to e ma e ava1 ~u ~~ t e ir.iu. rov1s1~nµ1~_parameters me u e a e , , 
Removable (Checkbo~\, Icon~~file select1on)f'Pre-composed Icon and Full Screen . 

.,--------
,,-'.----........ ~ 

2.1. 2.13" ,Credentials Settin 

. Thi~~e~tion ~llo~~'-~d~ to co·;;· . (ure PKCS 1 and PKCS 12 certificates to be 
mstalled·-on'the 1Pad. \ \ ............... ,... \• i 

'"'-, "'·,·,,. I i 
'' . .' ' J / 

2.1.2.14 Simple,per__tif!dp'te Enrollment Protocol (SCEP) Settings "'. -.~/ 
This section all~~s you to configure settings for SCEP which allows over-the-

air-provisioning of'the configuration profiles. Provisioning parameters include the 
URL for the server, Name, Subject, Challenge, Key Size, and Fingerprint HEX 

2.1.2.15 Mobile Device Management (MDM) Settings 

This section allows you to configure information regarding the mobile device 
manager that will be used to supplement the management of the iPad. Provisioning . . .. .. . . ... . 

• : ·~· S~~siiivC ~ut V,,p.cl~ifled *:"'" : 
·.: .. : : .. : : .. ·1~.· -.-
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parameters include the URL for the ~J:?~·S.ei:"~r>:Ch~~~ !R.U~..L,=T~ic, k:kln;ity, 
Access Rights, and the Queries that tbe:MDM senrer :wcll liti: al1owect·to ln~ke. . -· ... . .... - .. .. . - - .. 

2.1.3 Supporting Resources for Hardware Assessment 

Prior to actually disassembling the iPad, the TEB evaluators consulted various 
websites, including 
http://www2.e1ectronicproducts.com/ Apple _iPad _ Wi _Fi_ ~~9It-;~hatsinside-
92.aspx to learn of anticipated interworking components,.<Qetailea photographs of 
the iPad interworking were extracted from: http://~'.ifi~it.~om/Teardown/iPad­
Wi-Fi-Teardown/2183/l and http://www.ifixit.com/T.~~rdown/iR,_ad-3G-
Teardown/2374/l. > "::~ ... ,, __ ·· .. -.·, L , ," ·. 

In addition, the following is a list of vicJ,e_g£from WW-w.youtube.-~o~t}Jat TEB 
consulted for disassembling procedures: fj ··""::~~: ; 

l. Teardown Intro: http:l/w~.youtube.com/W{ ?v=87jL-ybg9To 

2. Opening Up: http:/lwww.yotlfube:com/watch l1D3-Rmhgs 
3. LCD & Digitizer: http://~~xouhibe.Cfpm/watc · KvdNqiTtFik 

\ \ '-......., , ........ 

4. Battery: http://www.youtube.cotn/watch?Y=KydN 1TtFik 
\ \:. _.,/ ,,.,/ -........; ........ · --:;/ 

5. Speaker: http:// :··i~'"4 ·"' outube.coril{·'Y-atch?~9ivcBOrjB4 
6. Vol/Hold/P :·· tton ://www.youtube.coinlwatch?v=mKLEz9faEG8 

7. Headphontf : htt .youtti~e.com/watch?v=juevWd07EA4 
8. Logic Board: l/, hl/watch?v=2sfjdKmJ094 
9. I/O·C3'"bl~'?frttp:// ·;~9~ .. •·xoutu watch?v=fH5d69Jhjhs 

, .. /./ -.,_ "<',·< "'~f: 
2.2 /-Ph~t\Two: Secu'rify Con f s 1 

" '· 1 ·, ¢"' 

In Pha~e,!I'otthe eval;u~tion, the TEB evaluators executed test scenarios to 
measure the ef.fectiveness,ofthe iPad's security controls. This required new 
laboratory confi)0;ciiti~ii'l which are described in Section 2.2.1. Section 2.2.2 
describes the scenfltios as well as their high level results. Also included in this 
phase, was a compfnson of the iPad security controls and the BlackBerry security 
controls ( ··-·--~-~-------- .. 

2.2.1 Preparation of Networking Environment and Resources 

First, the TEB evaluators prepared the laboratory networking environment by 
obtaining and installing the required Apple resources (i.e., Apple Configuration 

• • ;,., seW:11¥e ButUACJis~i.ed :.•t • • • ... 
.. ~ ... • .. • ·1.0 • • - - ... • : 

...... ~ ............ •1• •• .. .... ··~ 
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Utility, Apple iTunes). Next, in or~J~ -rnit?.~C ihe ~l'l1i~ipated ·.,-~·w.orl~' · ~. 
environment, the evaluators built a ~~tJ: ~~rY~ c¥Jg ~~09iat~Q ....V:.-e~~ page~ JPr:-the 
distribution and download of Apple configuration profile files. This required an 
augmentation and reconfiguration of the lab Dedicated Internet Network (DIN). In 
addition, a new Multipurpose Internet Mail Extensions (MIME) type had to be 
created on the web server: The file extension (.mobileconfig) had to be setup for 
type "application/x-apple-aspen-config;" otherwise, the web server and the iPad 
were not able to open the configuration files. /~~ 

. ,/.,./,/ 

2.2.2 Creation, Execution, and Results of Test Scri{ts ~"' 
., "'~ . ~""' The evaluators identified various methods to /c<;)ntr9l"(i.e., enable(disable) 

specific iPad functions and applications (ref~p_,foTabl~ 2-2). Co~ide1tng this 
information as well as the restrictions proyici.~Ci,~y .th~.;;?onfiguration\it,~l~ty~(refer to 
Table 2-3), the TEB evaluators developed test's~e~at;?,.s~efer to Apg.end1x A for 
the description of the scenarios as well as the specific.~results. 

\:...... '~"-. ''-,. 

\\\~ ····< ..... ·"··-:;-:'.'' 
.\ ·~ "... ~ / 

Function/ Application Potential Ways to.,Enabie/Dis~bl~ 
Wi-Fi ./ .. - ·-1. Settings 1c'b~ . .{Wi-Fi: (Directly from the iPad) 

/., ,/~·--- "- .._2 ... \Settings Jco~.\Airplane n<b'de: (Directly from the iPad) 
·,, 3. iPhone Confiiwtation Tool 

.:;:r-""- "'·. 4j .Application/W~psite: (Via an application/tool) 
"'-- ''\_ ?.! 'Docki!Jg: (Will do{king automatically disable feature?) 

""·"- · ,·~:--Root.~ccess)Modifying data file stored on the iPad) 
"-, 7> .. Hardware, 1€: Removing Hardware (Wi-Fi) Component 

'· '· 
/ '(:'llular '\ I ~·····$~i~gs Icon - Cellular Data: (Directly from the iPad) 

V-- \ 2. S~~ings Icon - Airplane mode: (Directly from the iPad) 
. 3. Application/Website: (Via an application/tool) 

4. Docking: (Will docking automatically disable feature?) 
/ 5. Root Access: (Modifying data file stored on the iPad) 

~g~ 6. Hardware IC: Removing Hardware (Cellular) Component 
'/ 7. Hardware External: Removing SIM Card 

Bluetooth Y 1. Settings Icon - General - Bluetooth (Directly from the iPad) 
2. Settings Icon - Airplane mode: (Directly from the iPad) 
3. Application/Website: (Via an application/tool) 
4. Docking: (Will docking automatically disable feature?) 
5. Root Access: (Modifying data file stored on the iPad) 
6. Hardware IC: Removing Hardware (Bluetooth) Comoonent 

Apple Proprietary 1/0 I. Root Access 
Port 2. Hardware IC: Remove J/O Port 

• ·: •=•• Soos~""! ·sut•Uncl~~e(iin. •• 
- : : • 14 •• . . -.. - ... 

. - . -
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Speaker enabteq b?'ttef~ttl! >tith DD*c;,:n:~lg'ur.aOTe ln~ns t'3 
disable. Sountl <:o:Gttoll~by:the fuJIOwillg: • • • • • · 

1. Settings Icori- lienerai _.Sounds • • 

.... 
Speaker 

2. Docking: (Will docking automatica1ly disable feature?) 
3. Root Access: (Modifying data file stored on the iPad) 
4. Hardware IC: Removing Hardware (Speaker) Component 

Browser/Safari 1. Settings Icon - General Restrictions (Directly from the 
iPad) ..-··' "', 

/ ,,.--·-.. , .. 
2. iPhone Configuration Tool L// -~ 
3. Docking: (Will docking automatically disable feature?) 
4. Root Access: Modi in dafu.·fllistofed on the iPad 

YouTube I. Settings Icon -Gene Re~.~iction~·(pire~tly from the 
iPad) ·:. "·"'- ', 

2. iPhone Configurapoh Tool "' .. , " 
3. Docking: (Wit ing automatically disable feature?} 
4. Root Access:< , .in dat~~file stored on the lP.ad· 

1--~~~~~~~~-+-~~~~__;...c.~~....;..:.,,, 

iTunes 

Installing Apps 

I . Settings Icon Gen 
iPad) • 

2. iPhone.Configuration Too 
3. Docki11g?'(Wi!f docking auto lly qisable feature?) 
4. Root A~cess:. Modi in data 1 ~d on the iPad) 

1. Settings '11?n - G~fle~I-- ~estrictions (Directly from the 
'Pad) . ' c . .., ~ ,-_) 

\ \\ /·./ .. '•... /' 
A;~~:I~~~- iPhone Cori~guration To~J_,/ 

~J:~Docking: (Will docking automatically disable feature?) 
oot Access: '~odi in data file stored on the iPad 

· gs Icon Ge~~ral - Restrictions (Directly from the 
I/ 

Phon uration Tool 
eking: (Will dbcking automatically disable feature?) 

·ccess: (Modifying data file stored on the iPad) 
are IC: Removin Hardware GPS Com onent 

Root Access: (Modifying data file stored on the iPad) 
Hardware IC: Removing Hardware (Microphone) Component 

'-,, ·," ' ( 

"-., '· // ' -... /.' )'(' 

Table 2-2:~Alternatives for Enabling/Disabling Functions 
'; // 

{),/ 

: · ; ... ;.:~e~iti~C:Siit '1u;la~lfie~·~ · · · _ 
. ~: .. : : .. : ~s .. · .. · . . . 
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Control A_,ailable ~ttin . • •Def aGrt-S4ti.P 
~D-F~:,~'l_C_E~~--~~-+ .......... ......_~ __ _...__~~,..-+----------........___,.-;--:._.-~-"'--'~-"-~'--1 

FUNCTIONALITY 

Camera Allow use of camera Checkbox (yes/no) 
Checkbox• Allow FaceTime 

*only if parent control is set 
to s 

Screen Co Allow screen ca ture 
Roaming Synchronization Allow automatic sync while Checkbox (yes/no} .,/ 

You Tube '"'·~. 

iTunes Store 

Safari Allow use of Safari 
Enable Autofil C 
Force Fraud Warning Ch 
Enable JavaS6ij>t~... Check 
Block Popups \ · ,.., ·, Checkbox 
Accept Cookies \ -, c~·· ,,~election(N 

\\ ·.Visited.Sites, A 
Allow explicit music and\ -'Cneckb~x(yes/no} 

.. -- \\/-:: / ~ .. , . ;/' 
1--~~~~~~~~~--1-~,;,.,, 

\ -:' Selection·(tJnited States, 
\\ Australia, Canada, Germany, 

\ \f,~ce, Ireland, Japan, New 
·Zealand, United Kin dom 
'Selection 
(Don't allow movies, G, PG, 
PG-13, R, NC-17, Allow All 
Movies) 

(Don't allow TV Shows, TV­
Y, TV-Y7, TV-G, TV-PG, 
TV-14, TV-MA, Allow All 
TV Shows) 

(Don't allow Apps, 4+, 9+, 
12+, 17+, Allow all A s 

YES 
YES 
YES 

YES 
YES 

YES 
YES 
YES 
NO 

' 
YES 

' YES 
' 

, , YES <> ... 
YES 
NO 
YES 
NO 

Always 

YES 

United States 

Allow All Movies 

Allow TV Shows 

Allow All Apps 

Table 2-3: Restrictions Available via Apple iPhone Configuration 

*""* ~en"i;~ 8-J; Uneia~sifted .~;: .. . ..., ... ".. . . . . . 
a • • .,. • •: : .1.t- • • • 
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2.2.2.1 InstallationofConfigurationF:roflie-S<;er;ario~u.m -:· ~ ::· ~ ·:· 

. All of the test scenarios regarding t~ in~;all~~io~·of:C~nf;guraticin~ pro1Hes 
completed with expected/favorable results. If two profiles (even with the exact 
filename and identifying information) are installed on the same iPad with 
conflicting restrictions, the most restrictive setting is enforced. Furthermore, a 
signed and encrypted profile was only capable of being installed onto one iPad. 

~~ ;.?(( 
2.2.2.2 Removing of Configuration Profile Scenario !}_~lull*>::,. 

4~r '(::/'., 
All of the test scenarios regarding the removal 9( cbnfigurati:§1,1s profiles 

completed with expectecyfavorable resu~t~. If .~~fowed~users m'1!y~~~ose to . . 
remove profiles that are mstalled on their 1~.aqs. If not allowed, user.s~~e proh1b1ted 
from removing installed profiles on their iPad~>" ~'"-

'" · ··' J "...., 'I~ '• '" ... ,, ,,,/'. ~ ..... --~ 
·--;\. •• '...•./r 

. \ 

2.2.2.3 Functional Controls Seen)~ · ults ~,,;~'">,_ 
Pe~haps the most s~gni_ficant findi~~eiJl~~~m ~~~~~tution ?f the 

functional test sce~an~s 1~ that controfiil~f t~~1PaCl~\,;$-e· confi~uration p~ofile. 
does not necessarzly y,1~- the"same result~as a manu'filYcontrol via the Settmgs icon 
directly from the device. Jil,alhcases, thevfuanual c~trols were more effective in 

,, \. ' I "·il._ 
producing the desire.~f'c~ntrollr¢sult. And i~1.~m,yie cases, the manual controls are 
the only option for there·-i~ ~d forced softwa}~.i' configuration for disabling Wi-Fi 
and Bluet9.~~~~~f-thCi~,fl!!1ctional)~~f_g.genarios compl~ted with 
expect~sUfavorabl"e~tes lts w1~h"~e except10n of the followmg: 

At . .'-' ." -, 
Al~;~ \ : -;'i 
• G~~a controls ~J~1~thou$h,.not seemin?ly ~elevant .to ~evices witho~t 

came~~~ may pr?~f u:efu! __ '-\'~en cons1denng a_pphcat10ns t~at provide 
camera:4like functtJrts. 

' ' ,, • ----~i;i~:---:::---::~ .l!i!il·-- ---·· -~ 

i- -

• Disabling the installation of applications via configuration profile simply 
removes the "Apps Store" icon from the iPad; thereby disallowing the 
installation of applications via the icon method. Applications may still be 
installed indirectly using a PC connection to the Apple configuration tool or 
iTunes. 
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• Disabling the ability to purchasc.conteut{~g., ~hicl~s, -liookS::additi~~~i: 
applications) within applicatio.C.s~fa th~coiw.g:i.trat~~n l'l'offle-ctoes r1vi: w·ork; 
however, if the user sets this restriction manually directly on the iPad, the 
restriction holds. 

2.2.2.4 Application Controls Scenario Results 
, . .,_ 

When properly configured (either manually or via conf1g~;ation profile) to 
disable specific applications (e.g., Safari, iTunes, Y ouTube), the iPad will hide the 

,/ /'\ · .... 
icons relevant to those applications thereby disallowjn'.~-·acc~ss,~ia that method. 
However, that limited control does not provide an,effective means to block 
additional access. For example, when YouTube'i~·-disabled, usds,.~te still allowed 
to access the www.youtube.com website; w,.h{n"safari~~s disabled, "use'rs,~e, still 
allowed to install a 3rd party browser for w'~b,browsing;'-and when iT~nes·is 

.... ' ' / 

disabled, users are still allowed to access iTunes~ia,.,.~PC'bonnection. <Furthermore, 
these test scenarios yielded these ~dditional surprising,_results. 

• Disallowing all application ~~~~(Via.~.onfig~~pt'bfile has no effect on 
the users' ability to install and/or\run"applications; .~owever, the same 
control administered directly frohl\tht{iPad'Settijigs icon yields the 

· · d .. t_,....,..-~ll 3rd \"I/./ · '\ ·/ 11 d anticipate reswt-.a · · party app ~cations are not a owe . 

A 1. . / ( ·"-11 \ . 11 d .\\d. l . PC . h • pp 1cat10J1s,~a~ still)'~ msta e m, 1_~9t y usmg a connection to t e 
Apple configuratibn toor~o~es. ) // 

/~~>"-~~' 
2. 2.2. 5/_RF lmpactSc,e'nqrio 'R.e~id~ 

/ •, "· " ". ./ ,,.. . . ~ . ""\.., . 

All o(th~ test scenari<;>s"pesigpea to assure that the RF signals are indeed 
disabled wqen,the wireless·components (i.e., cellular, Wi-Fi, Bluetooth) are 
disabled wefe,~o~pleted)';Yith expected/favorable results. The TEB RF team also 
determined that£.lueto,oth, cellular and Wi-Fi signals are disabled when the device 
is put in Airplane~~{. Refer to Appendix C for the specific spectrum analysis 
findings for each o:Pthe RF test scenarios. 

Of interesting note is the fact that switching the Airplane Mode to "On" will 
indeed disable the Vfi-Fi, Bluetooth, and cellular; however, the Wi-Fi and 
Bluetooth may be re-enabled while the Airplane mode is "On." 

··!~ ~nsiJ&e ~llt pnda:s;irfeJ~** •: · •: 
~ . . .. .. - .. : : !~. .. . - . ... 
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Additional evaluations of the ipt~q1.diQPt.b~tw~e11 t}le i:Poo ziflrl th~ :&F ~~ctrum 
yielded interesting results. Any a!1.dic:E pJa¥.oo ~9tii·fP~ jPa_q ~s:C~fm~e:Qf ~fug 
intercepted and listened/recorded at various frequencies throughout the RF 
spectrum (20 MHz- I GHz), including those that are outside of the human speech 
range. 

2.2.2.6 Root Accessl"Jailbreak'' Sc~nario Results 
_.,,'·_..,.,,,"• .... , .,,~ 

The TEB evaluators were successful in performin;{~·jailBr~-rik.on an iPad that 
was configured to allow access without requiring~p.i~sword.'The'·e~aluators were 
able to access all files on the iPad at the root l&f l and make modification to the 
files. Specifically, configuration files and 9-~gs were . dentified a~cLin~!iified; 
however, the modifications were not reflectedt'Cf" . e~ce given t~e'evaluators' 
inexperience in performing hacking functions. I " '. nceivable that experienced 
hackers would have minimal difficulty reconfigurin e iPad from root level once 

\, ,, 

jailbroken. \ ~-;~c .. 
\ \ -.: ' c-.... 

this scenario, TEB atteefip!eq/tcS-perJorm a "cl~~n" install of the OS-and Apple 
would not Bf:· . _. d a meru\s· t6 re;;instaJ[tlf€{ested version of the OS (i.e., version 
3.2 (7Blef-7)) '"'~.fore;··t~e,!,nability-fo jailbreak the device in this scenario may 
not ~'~arily be ~~Jl of th~~.fa~t,that ~t was pa~sword protected, but instead 
mafoe.:at,r~~ult of the UR~ade IJ! .. the OS (1.e., version 4.1.1). 

' )t1 " --~~~ 1, 
This section presents the results of the analysis of the initial, proposed 

configuration and use of the iPad. The analysis was based on the following 
assumptions: 

• 

. . . . . . . . . . . . 
: : **! SeQ.sitiy~ Bltt tl.Pcl~~fie4 ~~· • • : •• 
.. ~ : .... : : ... : :19. • • • • • • • - : • • .. • • : 
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. . . . . -- .. . . . . . .. -.. 
. . . . 

The TEB evaluators installed the Good Reader application onto the iPad, 

performed the following tests: ·' 
,..<.~:,,:·· ·,·,,, 

4/7/2011 

A. Transferred .pdf and .txt files to and from the iP~d's G9dd. Reader App using 
iTunes and via a USB cable connection t . p~±Intemet-96nnected PC. 

· ...... , '~, 

The TEB evaluators were able to sue ully transfer files to/from t/Je PC 
. using the documented procedures thF "":':~{Tue:~~" Transfer s~cfj'sefully 
performed ·~·~·Ali!'" c· 

B. Determined the potential to ~xport Good R~a~$3:files from the Good Reader 
\ ' ""''"'· App using a mechanism othet: tliantTunes. 

«., '·\·.......... . ""'~-... ',i·'.· 

The TEB evaluators determine'c((Wo atiernqtives to 'j;ortingfilesfrom the 
Good Reader App. Any docume'n/(J.tiq;;on-ibe-scr;een while running the 
Good Reader A e copied iisfng the S~!?en Capture feature that is 
active and Cl]lr/ila e the pro/Jq~ed iPad«::onfiguration. This copied 
content is du~~atical ved on th~:·re.ad as an image under the Photos 
icon. Another ~'h t docuine'~ts from Good Reader is to use the 
Zoomlrexternal ca ·~uired, however, the installation of the 

,,1·' .......... ........ • 

7cfpmlt a/JpliE~ti~n. · 

Q:~:D~t~rmine the.pqt~ntial t ffvate wireless (cellular, Wi-Fi, and Bluetooth) . 
..., .. ' ' ' ~ 

E~~)hpugh ther~,..;;ill bl~ procedural policy to maintain the iPad in 
Airpfa'l_'e,'11'!.,ode and ,Yith additional wireless (i.e., Wi-Fi, Bluetooth) 
deactivdte~d; .... (he ~dr has the ability to deactivate Airplane mode at his/her 
discretion..Morfover, regardless of the Airplane mode setting, the user has 
the ability to)dctivate Wi-Fi or Bluetooth. However, all user-controlled 
wireless settings are activated via various levels of the "Settings " icon on 
the iPad; as a result, an inadvertent activation of the wireless features is not 
probable. The TEB evaluators also used various wireless applications in an 
attempt to identify a specific application that would automatically enable the 
wireless features. No such application was found. 

· · :..-.·9e~itive~t.~ L~cia~ifieJw · ·: · · .. . . ~: : ·:ii .. _ . . . : . : 
.. .. .. . .. ... . . ... . . . ... . . .. "' 
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D. Detennine the potential t~ ~i;,is~ai.t ~f>plicatipqs .• • • ............ . - - -· - - . . .. .. . .. ~·• 

The TEB evaluators veri.ffe.4 ttw.t iu•er~~r@"r,.o/.cap@.'ble (}f inst~/.Un"g-
applications onto the iPad via the Apps Store icon or via iTunes within the 
Safari web browser. However, if the user connects the iPad to a PC that is 
running the Apple Configuration Utility, the user is allow~d to_ irzstall 
applications via the utilift:. -

/ r'. ··-<-:::.;. 

, - ·-- ... //'.( 
E. Determine the potential to remotely pull Good (R:,~ad@r·(or other) files from 

the iPad \_ ;' ', ·- , ., '\ ·. ·, 
/..•',' '"-:!--. ·........ '·. 

The TEB evaluators were not able to estaolish':a remote connection to the 
/ / ', ', 

Good Reader App as a means to ''p1:!/J(files. \ '·"-, . ..,'·,__ ., 

F. Determine the potential to "J. ailbreaK;'th}iPad, ~otherwise gain,.. " . " ;;: ~ '/ unauthorized access to the iPad and its file~.'- ( <--

'f!'e TEB _evalua~ors. were no(·abl!:._ to jailbre'ak,(~~..f.!ad; ho":' ever, it was 
mdetermmable if this was because~of the conjigur.ahoJJ..'settmgs or the 
unintentional unorade in the iP~d.aev.t?e·OS (verslor;z"12.l [8CJ28 71 which ro \' .... ..,_ ., (/' 'JJ 
occurred prior to this jailbreak a.itempt!' ............... ':--;? 

/~----, t( v 
,/·~/,,.... ..... "·<"· .. \ ~~ , . 

·::.. '··, \ i \\ t/ ·", •.. ; ! . 1 ....... ~ 
2.2.4 Comparison of"-AppI~·iPacJ, .. ~ontrolito BlackBerry Controls 

~'"-- ··,·-\.:\~------<-~ .--~~-~~~-> 

The~artment~ BJackB.ercy Program has been in effect for approximately six 
ye~s~d, as a result;--his\set ~'pre~eaent for the expected security posture for 
mo~d~ices. Consiaering the,BlackBerry device control as the standard for the 

" ::--... \ ! .,.. 
Department's'device security "requirements," TEB evaluators performed an 
analysis of tlle~ad's se(fh,tity controls to determine if the device offers the same or 
similar security fe~u'l:; 

Even though the'rblackBerry offers approximately 500 security controls, only a 
fraction of those were considered in this comparative analysis. Only those controls 
for which the Department has provided a specific restriction and/or setting were 
factored into the analysis. As a result, a total of236 security controls were 
evaluated. Due to the extensive amount of data, the specific results are provided in 
Appendix B. A summary of the specific results is provided in Table 2-4 where 
many of the controls were categorized. Table entries marked as "Full" means that 

• • ~ •;; Se;.sitiv; B;t ~~~la~ified .-:. • • • • • 
- ~ ~ . : ~ : • : : ~2. : • • : • . - • : 
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the iPad provides similar functi~ity-fwfutly Sllllporting t~ conttoj 1ype. 
"Limited': means that the iPad p~.;.i~~~ ~m~Jimi~~clc~11t:fol~ fi)r tbe:Conh:ol type; 
and None means that the iPad does not support the control type at all. 

OveraJl, out of the 236 security controls considered, 54 of them are associated 
with features currently not supported by the iPad. Out of the remaining 182; 21 are 
supported by the iPad to some degree. Therefore, the iPad sugports 11 % of the 
BlackBerry security controls that are instrumental to the De "'~i~ent's 
countermeasures for mobile devices. 

The iPad provides controls for forcing the use q(_p sswor d their specific 
types; however, the device .does not ~orce a pa.~~wora~~try whe · ~?"~ected to a 
PC. Als~, eve? thou~ the 1Pad provides an/au_to Jock<:~nd forces~ p~~~~~d entry 
upon an idle timeout, 1t does not force a p:;isswor:d entry·-~t a secunty "l:itp.¢out 
· l c. 'di '· '· / " r7 
mterva ior non-1 e use. '·."- ·· ... .//;/-.'\ Jii' 

'" /' 

' '· 

The iPad provides a control for tl\~~!;?..ling Blueto~'th?·h~wever, the control is only 
provided manually and the user can~Sl~Ldisable Blu'etooth:at his/her discretion. 
Bluetooth cannot be configured via fil\iPiiara~~j8!1figur~lioh Utility to force the 
feature into a disabled s~!~:. Furt?e~or~\ ~WiiPa<t~~~-ides no a~ditional co?trols 
for Bluetoo~h s~ch a.7.~Jl~tn~d1s~blm~~scover~b!e mode, forcmg .encryption 
and authent1cation,/ar)d allo'V\mg/d1sallow · specific Bluetooth service profiles as 
well as the pairing-fup'ct~on a~t9gether . 

... ,,'\, '··., /,i '·--~~- -~;; 

The iPa$R&§~iS~~. a c'o~~lfor-<l1s~b(!Pi{ Wi-Fi; however, the control is only 
provid~~~anuall~~ the us~r,9an enable/disable Wi-Fi at his/her discretion. Wi-
Fi c~~~be config ,,1;~~~:ia thtH!'~pne Configuration Utility to force the feature 
mto a 1sa: e state. 0::;;1t J,/ . "'d -.~"''~bl d £.'!".· l ' 

The iP~\!lles ve~ittle :upport for controlling features and capabilities 
available when~o'fro.~.tt!o to a PC/Desktop. Desktop connectivity is never 
restricted and use~j~f'capable of gaining access to files on the iPad via the 
Desktop regardless?af the lock/unlock state of the iPad. The only control provided 
by the iPad is the ability to assure that all backups performed are encrypted. The 
device does not provide a means for disabling backups or specific backup types 
altogether and does not provide restrictions on device swapping and 
synchronization. Furthermore, the wireless radio is not capable of automatically 
disabling upon desktop connectivi~. , 

.. ... . . . .. .. . . ... . 
: ~·· ~nSitive:PtG L~las~i[led:4"'~:" 
.... : .. : : .. :v ... · .. · ...... 

. - . . 
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The iPad provides limited contrctl~.f~1-ap,.Pti~tiop-90.wnlp00ipg.·ln:JJ~1t1c~~r, 
the configuration utility does give 1!16 ~i}it;.:, to:r:~~ye_t~ !}pP.s ¥tor~ ~~~~~:on 
the iPad (thereby blocking the user from installing new applications) and with an 
ability to manually disallow all applications, most typical methods for 
downloading and accessing application are addressed; however, there are loop 
holes to the configuration where users may connect the iPad to a PC to install 
applications. /- ........ 

,./.,--~~ .... 
/ ,.- '·,) 

Additional security controls that are instrumental to the f?epartment' s 
---·--· ~ - ------- ---------- ~t ~ -~·-"'-- -- -

countermeasures for mobile· 
• - - - .... ·- . c ._., - ' : are not supported 

on the iPad. Moreover, the iPad does not provid~~a-rtwans to manage software 
configuration and third-party application whit{!'.listing. -,_ .'.... ___ '·, , 

A"' '\ 
Control Type 

Disable Location Based Services 

Disable Applications Center 

Disable Screen Shot Capture 

Disable Wi-Fi \\ ·---, .. 
' \ ,/'' 

Disable Bluetooth 

Password /~.\ "\( 
. ' 

Disable Application Q.ef.~rilo~ding \ )-

PC/Desktop '"'- '\."-... } t__ __ _ 
Disable Third:.Party·Br9~ser ~-v(·-:_____--:_-:~-----j' 

Disallow ,:;xterilal Ne~oiRs,., '\.__ ""-. __, 

r.~· .., • ·~ ~ '\. / 

Disable Serial·. port!USB from'·J'hird-PartY,,.Apps 

Force Contertt._Pfot~ction & Level\ 
• ....... J .' 

Force Memory Cleanif!g / ; 

Restrict Use Based tin,¢et1_~fisate Status 

Disable Instant Messaglqg a~d other Services 

Disable SMSIMMS ·~ 

Software Configuration & Application White List 

iPad Support 

·:;. tj~;'.;;\,~JJipthed . : '·' .. 
. Y' +~·:;;;;~:LiWiie<l ... 

Table 2-4: Summary of iPad versus BlackBerry Analysis 

... .. : : •• :i;. •• • •• • -.· 
. - . . 
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2.3 , Phase Three: Hardware Assessment· • . . . . . - . .. . .......... . . . . . 
... - . . ... - . . . .. .. ~ _,. 

In this phase, the TEB evaluatoR::.iot.>k.edctoo.eJy:at thd'ililatl':$> ttardi.v~~c: 
components. The objective was to identify the expected components that support 
certain features or capabilities and to make note of any unusual circuit board 
configurations or unknown components. 

,//''•:...,, 
,,/ ~"\ 

/·/,,, .. -~,.<~ 2.3.1 The Apple iPad Hardware Description 
/( 
. " ,/:/'»,. " 

,,,' ' "'\.. ,,. 
.,' !"' ............... 

• Dimensibds: 9.56'in i.'7.47 in x 0.5 in 
/ . -~ ' ' 

• ~,e,gltt;:-:1/>"lbs "·,,, "·'-, 
• ,Display: 9.7 in LED-backlifMulti-Touch 
,~<_Me.mory: 32"or 64 GB FlaSh._ '";;;-,,· 
~ Pr~ce~sovLG~z Apple A4 j/ . 
• Serisors(Accelerometer, Ambient Light 
• Wirel~s~:'·so2.l la/b/g/n; Bluetooth; 3 G Cellular 

Audio: SpeaRet:, Microphone 

"' .. '"-7 ),/ 

------~ 
The new Apple iP,~~Hs~the._company' 11 rst PC 'Fablet. The device supports tri-

band High Spee~=~~~~link--~a~~et A.cces\~~DPA).and Wi-Fi (802.I la/b/g/n) 
networks, and has a 1-~GI:Jz lT).OQtle m1croproc.essor with an Apple A4 platform for 
running 3rd Q~r:t:x applications;·e.,fliail~·videoror web browsing. Its rechargeable 
built-in lit:lli"liffik~er i>a~e~ p~~vides'6p to 10 hours of use. The Multi-Touch 
displax{tfs"es Liquicllll';:~stal Di~pl~y (LCD) and implements In-Plane Switching 

,(,, .... ,,~ ' ,,', 

{IP~91te~~~logy. Ith standa~-resolution of 1024 x768 ~d supports various 
audio an · eo formats ... has .mp3, .m4a, .wav, .mov, .av1, .mpeg, .mp4, .m4v. 

-;f;l~ 

Other key tures of the !:J?ad include assisted global positioning system (A-GPS), 
Bluetooth 2.0~~ · · · :•6ompass. 

The following 1'-o ides more descriptive information regarding the Apple iPad 
components: 

• Circuit Board (Main)-AT&S (MXl 1110) 10 Layer lead-free, halogen­
free 112.5 x 83 x 0.8 

• Processor-Apple A4 (APL0398 33950084); and Apple A2 (33850805-82) 

-· ... . ~ . .. . ... 
: ':** S<iOS:tive..J!iutUn~~f,jed :·~ 
... : •• : : •. ::2~ ... • •• • .. _ .. 

. . . . . . . . . 
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• Display "-Wintek (WT-12~4-6"1·) .To~h SCteen· ~rll~Iy g:_.1_: Ca_p~citi ve 
ITO Glass on Glass 239.5 i,.}8Kic. S); L:U(L~09i-:xni-3I.:A.1):2L5.2K:Color 
TFT 225 x 173 x 6.4; Broadcom (BCM5973KFBGH) Microcontroller for 
Touch Screen 9 x 9 x 1.5; Broadcom (BCM5974CKFBGH) Multi-Touch 
Controller 5 x 5 x .05 

• Internal Memory/Storage-Samsung (K9PFG08U5M-LCBO) Flash 
NAND64Gb,MLC,DDP 18x 14x0.7 ,A 

• Internal Memory/Storage-Samsung (K4X2G6t~fiE-JGC8) SDRAM 2 

Gb Mobile DDR 14 x 14 x 0.7 '~~ 
• Accelerometer*-ST Microelectronics (I)_~_~}<LpLH).,3t~~-s ±2g/± 4g/±8g 

3 x 3 x l * /.:.;:~/ -;:,, ~~ 
• Ambient Light Sensor -TAOS, Ipc\. (T,~L258~~) 3 Layer Fl~if~~apton 

lead-free 2.0 x 2.0 x 0.65 "··'-.. \ .. , ____ ,()·-,+.. r 
• Digital Compass"-AKM Semiconductor.("AKS.9735) Electronic Compass 

3-axis 8-bit Digital w ADID~ ~onverter 2.50\c.-.tsp x 0.50 
. '•" . -.... __ _,--'.'.• 

• Bluetooth WLAN/Wi·Fi-Broa 6m1~BCM4329XKUBG) APN 339S0107 
WLAN 802. l la/b/g/n /Bluetoot'"'i· l ~ri)~\MJr~smitter/Receiver; 6.5 x 
5.6 x 0.5 _ .. -----~--..... ~,,\;, y 

/~:,.,.,.---..,.., ·., .. \ ·:~f '·' 
• GSM/GP~S/ .Jnfinebn ~G Baseband Processor (33753754); Infineon Quad 

,. •• \ . . • '\;'ill 

Band GSM/GPRS and Tri-Band WCE>MAIHSPDA RF Transceiver 
C33sso353) "·--<··,,,"'"~:-.-~=-~-------·--·-~--~.P- . 

• RF:~~SRy,~ork~-GsMJG~RS Power Amp (SKY77340-2 I); /stw Low N6i~FP:l~G,.~ 001 016); TriQuint Semiconductors 
r--~~pMA!HSUP-~~ower'.¥1Ps (TQM6 l 6035A; TQM666032B; 

TQM~.7803 lA) J\l~ <'/ 

• GP;t~~\padcomj~ssisted GPS (BCM47) S01065 
~~ Av.' 

• Audio-LJU(!s.gi~er Assembly (TL V320AIC3 l 061 ZQER) 1 Pair 1/2 in 
Voice Coil, ~ylar Cone, 2.8mm high 26mm diameter·; Audio Jack In Apple 
Ft 8210795 

• Power-Li-ion Polymer Battery (Al315) 3.75 V 24.8 WHr; APN 616-0477; 
VPN 969T A029H 

• Antennae-Back Panel, Apple (621-0920-l3) HF/el, SAA cl 710 
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The Technology Evaluations Branch (TEB) keeps abreast of emerging 
technologies and their trends to prepare for potential use within the Department. 
The Department has been looking at tablet devices as a way to provide resources in 
support of the new trend toward Mobile Diplomacy. As a result, IRM/IA provided 
TEB with a Black.Berry PlayBook for a preliminary evaluation. The purpose of 
this document, "BlackBerry PlayBook Evaluation" is to highlight the methodology 
used for, and present the results of, the DS/CMPrrEB evaluation of the Black.Berry 
PlayBook product..~ .. ~ ·· - · · -

The evaluation was based on a hardware arid software perspective. The 
hardware scope involved identifying active circuit components contained in the 
Black.Be_rry Pla~{look. - · 

-
The scope of this evaluation was limited to those features and/or security 

controls that have not yet been evaluated or would b~~h8!1~Q as a result of the 
introduction of the PlayBo6k. , -- ··-

The main technical issue_ with the BlackBerry PlayBook is that it requires the 
use of Bluetooth technology which is currently not permitted in DOS facilities. The 
PlayBook is not a standalone device for work purposes; as such it is required to be 
connected (via Bh;ietooth) to a Department Black.Berry Smartphone. This is the 
only. way to haye access to Depa,rtment related work data and email. This 
Black.Berry, Bridge is only able to be perfonned through a Bluetooth connection. 

Secondly, IEEE 802.11 Wi-Fi is required during the setup process. 
·· . This Wi-Fi connection is used to 

download Operating System (OS) patches and updates. The update process takes 
place in the background. and the user does not have the option to avoid or 
eliminate the update process. Additionally the website that the download is being 
pulled from is not displayed, so one can only hope that it being pulled from a 

. . . .. .. . . ... . ... 
~** .>)~ti':'~But"1Jncl~l:fied *":*• : • : 
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Research In Motion ~)<-oni-o1l•d s~r: Xht!~; i~ ri~ ·wai.td ui:iaze a "known 
good" patch during the=s~niJi }';dt'eS:>. 'Thl$ make5·DGS:conheMe&patch 
management.unfeasible. 

Fourth, the OS does.not adequately distinguish between the work. file system 
and the personal file system for the same application. This could easily allow for 
the inadv.ertent creation and storage of Sensitiv.e But Unclassified (SBU) data on 
the personal file system. In this location the file would be outside the protection of 
the FIPS 140-2 encrypted file systefl1. This·combin'edwith the lack of 
administrative control over the device.cot!ld easily allow.for the file to be browsed, 
copied, or deleted by someone who connee~s to the device.over Wi-Fi. 

. 
"' If in future models the Bluetooth 

radio is reduced to ~ class 2 or class 3 per DOD guidelines, then TEB will review 
this recommendation. 

~· - . , ' " 

•o Sen~ive<eut Llm:lassiPiei! ""* • . . . . . -·· ... • • • • • 2 • • • .. .. 
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1.1 Background 

Recently the Department of State has begun to push the capabilities of the 
mobile diplomat. Expanding upon the already established base of BlackBerry 
devices, the Department has begun to investigate the possibility of using more 
feature-rich Black.Berry devices, and newer devices from other vendors. These new 
vendors are presenting the Dep~rtmeht with new hardware and operating system 
platforms for mobile devices. With the goal of increasing the flexibility of the 
mob~c:diP}_2~~~ ~ - - - - ·· -··-·· -· V / 1, • 

. Pursuant to this goal, the Technology Evaluations Branch (TEB) has 
tak~n on the review of this device in·orqer to provide comments regarding the 
feasibility of a secure implem.entation. 

1.2 Purpose and Scope 

TEB reviews emerging technologies and their trends and the Mobile Computing 
lab 1 - - - ·-· ..... - ;,) expressed interest in pilot programs to evaluate tablet 
devices. TEB, in addition to working on other pilot projects with MC, is,-at the 

-· ·-·· ·. . -· . . ··-"- ® 
request of --: and ., providing this evaluation of the BlackBerry 

nl - -- -----··- ~ .. ---·-· --··· -~-··---
PlayBook 

Unlike· any other tablet or mobile phone devices, the. Play Book is a dedicated 
viewer for the BlackBeny device:-As a.result the evaluation was based on the 
device hardware and the availabJe security controls for PlayBook and the 
Black.Berry it is connected _to. The hardware analysis involved identifying active 
circuit components contained in the PlayBook; in particular, the Wi-Fi and 
Bluetooth ® components. ·From the security controls perspective, TEB evaluated 
the hardware features,ofthe device with respect to identifying the possible 
vulnerabilities of the device. Then TEB determined the changes that need to be 
made to the current BlackBerry® Enterprise Server (BES) policy to enable the 
PlayBook. TEB attempted to exploit these changes on the Black.Berry operating 
system. Testing centered on the Bluetooth and Wi-Fi connections to the 
Black.Berry and the PlayBook. TEB then evaluated the IRMflA proposed 
implementation of the PlayBook (including the changes CS suggested to the BES 
security policy in its "RIM BlackBerry PlayBook Evaluation Report") . . ~-

..... Se~i~e-e·ui Un~l~s~f;~ **' . . " ··: : . ~ . . . . .. . . .. . .. - . . . . 
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1.3 Objectives· 

Specific objectives for the Black.Berry PlayBook evaluation were as follows: 

I. Evaluate the identified features of the device in relatjon to the OS and if 
settings exist to enable and or disable these features. ])etermine if these 
features preseptany vulnerability based on the effectiv.eness of the setting 
that are able to be applied. 

2. Evaluate the control the BES has over the PlayBook 

3. Determine if features/capabilities of the user file system may present any 
vulnerability to the work file system on the PlayBook or the attached 
B lackBerry. 

4. Evaluate the Bluetooth connection as a means to g~fl:ientry to the Play Book 
or the Black.Berry 

5. Evaluate the Wi-Fi connection as a means to·gain entry to the PlayBook or 
the BlackBerty 

6. Determine changes in B~S policy ne~ded to install the Bridge application 
and establish connectivity to the. Black.Berry. Evaluate these changes for 
vulnerabilities in the P.layBook and BlackBerry devices. 

7. Perform a hardware analysis of the PlayBook to correlate the components 
found in the device with the advertised features. Determine if the device 
chipsets hold lllld~umented features that can be exploited. 

8. Perfonn a radio frequency (RF) analysis of the PlayBook to determine if the 
software controls :for the Bluetooth radio· set to off is in fact not emanating at 
all. · 

9. Perform an RF analysis of the :PlayBook to determine if the software 
controls for the Wi-Fi radio set to off is in fact not emanating at all. 

IO.Recommend countermeasures that may be used to mitigate any identified 
vulnerabilities. 

:"** S~n~ti'\.e'".butJ.7ti'cl~i!ie~ "':•. •. 
• 4 • • - .. .. ... ... 
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2.1 Hardware Assessment 

The Black.Berry PlayBook is a lightweight portable. electronic device (PED) that 
can be referred to as a tablet. The PlayBook represents Research In Motion's first 
foray into the tablet arena. The device that was evaluated includes the following 
Specifications: 

Identification 
• BlackBerry PlayBook 1.0 
• Operating System 1.0.7.2670 

Features 

• Dual High Definition (HD) cameras t3 Mega Pixel (MP) front facing, 5 
MP rear facing)~ supports l 080p HD viaeo recording 

• Stereo speakers and stereo microphones 
• Magnetic three pin connector for Power chargjng 

1/0 Ports 
• Audio Port: One Jack (HeadphqJ;ie Out) 
• Micro High-Definition Multimedia Interface (HDMI) 
• Micro Universal Seri;;JBus (USB) 

LED lndJcators 
• · Power Light Emirti'qg Diode (LED), Wireless LEP 

Wireless 

• Wf-Fi 802. I 1 albigln 
• Bluetooth 2.1 +Enhanced Data Rate (EDR) 

Due to time constraints of this evaluation TEB was unable to perform an in-house 
teardown of the PlayBook. The Internet however, is an excellent resource for 
obtaining information regarding the inter-workings of tablets and other 
Smartphone devices. Much of the information in this section was extracted from 
http://www.ifixit.com and http://www.chipworks.com. 

: ... .;_:iti",; BU':; r~c;...;fi;J ,:..,.. • • . -~·~ f. ~ ·~1 • • ... : : ~-· ~-- ·.- : ·.· .. : 
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Figure 2-1 ~~gfi·Figtife32-S fir~ pic.ture~ ~f ~e J:!l~~~r!Y Play Book Printed 
Circuit Board'(PBC) cum.tJuflents. Thblt!·2- ~provides"a' Ii'st of all the chipsets found 
in the device, the markings on the chips and their functionality. 

Figure 2-l: Black.Berry PlayBook PCB (Front) 

• Front view of the motherboard. 
o (Red ) Elpida B8064B2PB..:8D-F l GB DRAM & the TI OMAP4430 l GHz dual-

core processor 
o (Orange) SanDisk SDIN5C2-16G 16 GB NAND Flash 
o i Yd lo\\ i Texas Instruments TWL6030 Power Management 
o (Lt Blue) STMicroelectronics. XTV0987 5 MP mobile imaging processor 
o (Dark Blue) Wolfson WM8994E audio codec 
o (Purple) Texas Instruments WLl283 GPS/WLAN/Bluetooth/Bluetooth low­

energy (BLE)/ ANT/ ANT +/FM 

• Supports Wi-Fi Direct 

• Supports Soft AP mode capabilities 
o · (Black) TriQuint Semiconductor TQP6M9002 802. It alb/gin +BT front-end 

module 

o ~Lt Grmm I Unknown Cbipset 3S8764G / 18388811045 HAL I Japan 

• u '"Sesiti1'e" But"t:1n~ifretf,.• * • . . . ~ . ... . .. 
• • • ·f:. • • • .. : 
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Figure z-2: BlackBerry, PlayBook PCB (Back) 

• And the rear view of the motherboard. 
o (Red) Texas Instruments LMV339 Quad General Pwpose Low-Voltage 

Comparators 
o (Orange) Texas Instruments SN74A VCH4T24S 4-Bit Dual-SuppJy Bus 

Transceiver with Configurable Voltage Translation and 3-State Outputs 
o (Lt Blue) Bosch Sensortec BMA150 Digital 3-a.xls accelerometer 
o (Dark Blue) Invensense MPU~3050 3 axis gyroscope 

9/ll20ll 

o (Pmple) Texas InstrumentsPS.63020 High Efficiency Single Inductor Buck­
Boost Converter with 4A Switch 

.;: ... sMis~ive B~t ~n~1~Jlel :.::., • • • 
• ·: - ·.7 •• • • • • 
.. . ... 
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Figure 2-3: Black.Berry PlayBook FronJ_and Rear Cameras,~nd Top Control Buttons 

Figure l-4: BlackBerry PlayBook Headphone Jack and Right Microphone 

• 
0

• ieMitivj!.But Unclassi.fi&d. l** • 
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Figure 2-5: BlackBerry PlayBookLeft Microphone Assembly 

• Dual microphones presumably allow for noise cancellingto ellln.inate 
background noise or to provide stereo input. 

· .... Seiisitive-8~ tln"cia~fl~ :•~ 
..... ·: : .ti} • • • -. . . .. . . .. - .. 

91112011 



BlackBerry® PlayBook Evaluation ••• Sensitive But Unclassified ••• 911/2011 

- - -
Manufactbr.ei- r;md 

. . 
. ~~ ::'!":~!'~~ur~ ~: t ~~~ction . . - - -Chip -. -.. - -. 

Texas Instruments OMAP TM I X4430DCBS I 
OMAP4430 Rl I OCZFQW9 I Gl 
Texas Instruments PTWL6030BCMR I 

T\VL6030ff\VL6040 OCZFJD9 LI Gl 
Texas Instruments MCS I WL1283C I 
WL1283 11M1ED3 

Wolfson WM8994E Logo I WM8994E I 
·. 

09GAAWB 

STMicroelectronics XfV0~87 /,:GK!1XK9E t 
STV0986 CHN 036 I Logo lead fr~ B 

Elpida.B8064B2PB-8D-F EJp~da Japan/ B8064B.2PB-
80-:Ff 10530N02100 

SanDisk SDIN5C2-16G SariDisk/-SDIN5C2-16G I 
Taiwan I 053~S,1GI23 

TriQuint Semiconductor 6M9002 I 1. 045 I ACll04 
TQP6M9002 
Cypress Semiconductor CY8CTMA3 / O 1 E-48LQX 

CY8CTMA3 I 1025 D 04 l CYP634986 I 
. PHl 1185 

STMicroelectronics ·· 5953CA 
STM5953BA 
STMicroelectronics 58548A 
58548A 
lnvcnsense MPU-3050. lNVENSENSE I MPV-

3050 I Q2R774-Gl I EL 
1050 K 

Texas Instruments PS63020 PS63020 I TI OBK I E8KQ 

Bosch Sensortec BMAI50 043 / U023 

Texas Instruments WS245 I TI OBW I ZF94 
SN74A VCH4T245 

1•• ·S~n..o;itiveo9ut Unclassi'1efi n• . 
• • - •• 10. . . . . . .. - .. . - . . -- . . 

Application Processor 

Power Management 

WLAN, Bluetooth 
(including 3 .0 and BLE), 
ANT/ANT+, Wifi Direct 
and Soft AP, and FM (Rx 
and Tx), GPS. This is the 
WiLink 7 .0 solution 
The WM8994 is a highly 
integrated ultra-low power 
hi-fi CODEC 
5 Megapixel mobile 

. imaging processor (same as 
·in the BlackBerry Torch) 
8GbDRAM 

16·Gb NAND Flash I 
32 Gb NANO Flash I 
(depending on model) 
802.11 alb/gin + BT front-
end module 
Multi-Touch All-Point 
TrueTouch™ projected 
capacitive touch screen 
controllers 
4. 9 Mp CMOS Image 
Sensor (primarv sensor) 
3 .1 Mp CMOS Image 
Sensor(secondarvsensor) 
3 axis MEMS gyroscope 

High Efficiency Single 
Inductor Buck-Boost 
Converter with 4A Switch 
Digital 3-axis 
accelerometer 
4-Bit Dual-Supply Bus 
Transceiver wilh 
Configurable Voltage 
Translation and 3-State 
Outputs 
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__..___ 
M'(J~9I r log<' 1)81(. !MI: : L Q'Fl~ General Purpose Texas .Instruraeins: • . . . . . 

• L t.<M-Volt.ru!e Comparators LMV339 
.. . . . . "023-P- •• .. . . . 

Texas Instruments TIOCA4GQI I PN015 HDMI Companion Chip 
TPD12S015YFFR ·with Step-up Converter, 

I2C Level Shifter, and 
Hiszh-speed ESD Clamps 

Intersil ISL95 l 9/i951 Logo 951 /9HRTZ/ Highly integrated Narrow 
F024PV VDC system voltage 

regulator and battery 
charger controller with . 
SMBus interface 

Texas Instruments CEF /JI/ 1 IOCPN High Efficient Single 
TPS63.031 fudtictor Buck-Boost 

Converter w/1-A Switches 
Unknown 358764G /.I 8:W88 I 1045 Unknown 

HAL/ Jaoan 

Table 2-1: Chip Manllfacturer, Markin~ found o.n Chip and Chip Function in the 
Play Book 

Figure,2-6 Highlight oftbe Unknown Cbipset on the PCB Front 

The TEB evaluation of the hardware found a couple areas of concern. First there is 
the unknown chipset featured above. Neither research nor Internet searches 
provided any information about the chip~s function in the PlayBook or its 
capabilities. The lack of information about this chipset makes it impossible to yield 

• ·: •i• se™'i;...e.du.tUncia.s..~~;d =:~ 
• • • • • • • 11 • • • • • • : . . . . . . . . . . . 
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.. ... . . . .. . ..... . 
conclusions regar~i~gtspe~i{iC:vul~~!a5~Ijtie+>;. ~~ev~,~lte ~~re uncertainty of the 
chipset raises conc~ms·ttarany-~ecw·it)'•prc.jfessional woultl d~em warranted. 

Second} during the analysis of the identified chipsets, TEB discovered that the 
Texas Instruments WL1283 chipset also supports Wi~Fi Direct and soft AP mode 
capabilities (each having the potential to impact network connectivity). While 
these features are not supported in the PlayBook' s Operating System, they do exist 
on the chipset, and are one firmware patch away from becoming active. TEB does 
not have the infrastructure to activate the features on this chipset and evaluate it for 
vulnerabilities that their presence may cause. Since these features are dormant and 
can be activated by a firmware patch or possibly by malware, it is unknown what 
impact they would have to the BlackBerry Bridge and its associated data that it · 
protects. If a future patch or upgrade activates these features, a new evaluation of 
the device must be performed. 

2.1.l Findings 

The folloWmg represent the major findings of the hardware assessment. 
• TEB identified an unknown chipset on the device with unknown 

functionality. 
• TEB identified that the Texas Instruments WL.1283 chipset possesses 

dormant features that cannot be evaluated for vulnerabilities. 

2.2 Software Assessm~nt of the Hardware Subsystems 

The TEB evaluators performed 3 major steps in evaluating each objective. First, 
the RIM-" out of box" default settings using just the PlayB.ook. Second, the 
PlayBook was attached to a BlackBerry Smartphone that was in RIM default mode 
and not connected to a BES. Third the Play Book was attached to a Black.Berry 
Smartphone that was attached to the BES and ·running the CS modified version of 
the Department_'s OpenNet IT Policy. This section provides the results of this 
software hardware assessment. It is important to note that when evaluating 
Black.Berry devices there are typically several ways to access specific features. It is 
imperative that each of these pathways are considered to verify that features that 
are intended to be disabled are indeed disabled. The PlayBook recently received 
FIPS 140-2 certification of it.s encryption technology. As a result TEB did not 
concentrate on the security of the data in transit over the B1uetooth link nor on the 
Data at Rest. The evaluation centered on whether the needed changes to the IT 

• ·: !**·~stiv~ 3"'.i.t Lt.'lCl$j~ed"*":" • •• • • •. 
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policy provided ~r:n~~ v:t:Ln~bi!il? ~~ .th~:aper~v~~~~k?.~rry Srnartphone and 
could the PlayBook be used as a means to gain access to the data on the 
BlackBerry Smartphone or ~ven on OpenNet. 

The following subsections highlight the results of the software hardware 
assessment. Details of specific scenarios are provided in the Appendix. 

2.2.1 The device controls of the identified features 

TEB reviewed the administrative controls available for the PlayBook features. The 
features TEB concentrated on were: 

2.2.l.l TheB(uetooth control 

The Bluetooth functionality is required on both-the PlayBook and BlackBerry 
Smartphone. This allows the PlayBook to connect to .the BlackBerry Smartphone 
or access DOS work data and ema~ls. 

Prior to BES connectivity, the PlayBook control ofBluetooth was tested. First a 
Bluetooth connection between the PlayBook :and another Bluetooth device 
(Bluetooth enabled c.eU phone) was established. Bluetooth was then turned off on 
the PlayBook. It wa~ determlt;1~d that the Bluetoo,th connection was indeed broken 
between the two devices~ Thi.s test was performed ag~in after.the PlayBook was 
bridged to a aES activatep BlackBer:ry~ The second test produced the same result. 

2.2.1.2 The Wi-Fi control 

Prior to BES connectivity, the PlayBook Wi-Fi control was tested by first 
connecting the PlayBook to an IEEE 802.11 b/g/n access point (AP). The IP 
address of the PlayBoqk'was ascertained from the AP. The ping command was 
used in continuous in.ode with the IP address to test connectivity. With the ping 
command showing a response from the PlayBook, the Wi-Fi was turned off. The 
ping command showed a loss of connectivity and the AP no longer show the 

PlayBook device as connected. This test repeated after the PlayBook was bridged 
to a BES activated BlackBerry with the same resul!'. - -- - ··-

• ·: .~. S~it;.ei3ut L'n~ias~fi~d :;; • • • 
• .. • • : : - ~3 ... • • ... • 
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Prior to BES connectivity, the PlayBook control of file sharing and Wi-Fi file 

sharing was tested. First, a Wi-Fi connection between the PlayBook and the Wi-Fi 

AP was established. Next, the global.file sharing and Wi-Fifile sharing options 

were allowed on the PlayBook. The PlayBook was identified on the network and 

scanned using a network port scanning tool. The result showed no open ports but 
did provide a NetBIOS workgroup. This allowed for future exploration by using 

the Universal Naming Convention (UNC) to create a file sharing connection to the 
Samba shares (a software that emulates a windows NetBioS·share, and allows 
windows systems to connect to UNIX or Lintl4 systems) on the.PlayBook. Upon 

opening the shares several folders are available. The folders were accessible and 

files in the folders were capable of being copiecho or from the folders. Wi-Fi 
sharing was then turned off. As a result, the UNC;shares were disabled and access 

to the shares was lost The test w3S repeated with a connection to an IEEE 802.11 

a/n access point and produced the same. result. 

With the Wi-Fi file sharing off and file shqring still on: TEB tested the PlayBook 

by connecting it to a laptop using the micro USB cable. The device could be 

explored from My·Computer 'on the Windows Laptop. The same files and folders 

seen in the previous test were ayajlable. The folders could be transverse and files 

could be created ap.d copi~d.to and from tjle folders to the computer. Using 
BlackBeny Desktop M~nager the PlayBook could be backed up without issue. 

The file sharing feature was then .turned off and the test was rerun by reconnecting 
the PlayBook 'to the laptOpi The file sl;iares were still available and able to be 

modified. Whereas. this rhay be a flaw in feature design, it does not present a 

vulnerability to the wo'rk: data. With the PlayBook not attached to a BES activated 
BlackBerry there is ~o work file system to attempt to attick. 

2.2.1.3.2 After BE.."i Connectivity 

The Wi-Fi file sharing test was performed again with the PlayBook after it was 

bridged to a BES activated BJackBeny and yielded the same results. The NetBIOS 

. . ..... ~ ..... - -- ... _ 
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shares were stilt a~~si~l~ f~r fik inin.~fel".J-IP~evel- TEB:wiis unable to gain entry 
into the. work fiie system or view any ~ork fil~s~ . . • • • • 

TEB performed the same file sharing tests using the bridged PlayBook and a micro 
USB cormection to the laptop. All of the folders that were previously available 
were accessible and the files were able to be moved, copied, deleted, or created. 
The PlayBook device could be backed up and no password was required to access 
the device. Again, TEB was unable to gain entry into the work file system or view 
any work files. 

TEB performed this test again with the global user set password enabled. This 
prevented the PlayBook from automatically .connecting to the computer. It also 
prevented any file or folder access until tlie pas~.word was entered. 

· Result: The file sharing features of the PlayBook do not present any vulnerabilities 
to the work file system (i.e. work files may not be shared over Wi-Fi or USB 
hardwire connections). However, the global fi1e sharing s~tting is ineffective in 
providing control over accessing personal deVice files from the USB connection, 
including file manipulation and device back up. The global user password does 
provide some level of protection from this and should be enabled. Although due to 
the limitations of BES. control it cannot be mandated. . 

2.2. 1.4 Internet Tetherin¥ 

Prior to BES connectivity, the PlayBook Internet Tethering control was reviewed 
using the just the Bluetooth connection, it was reviewed again after the Bridge was 

. . 
established, and again after the bridged BlackBerry was activated on the BES . 

. Although TEB was able to perfonn Internet Tethering in pervious 
evaluations, TEB was 4Dable to get the Internet Tethering to work with the 
BlackBerry Play Book and BlackBerry Smartphone in this test configuration. 

2.2.1.5 Speakers Controls 

· · i•( Seru~iV:: Btit ·unciaSsiii~d .:: : • 
. . ii . . : . . . . . . . - . . . . 
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TEB reviewed~~ ~QnU:Ol~ ~r s_f>~lt&~ fill~ ~~m:s~u.nct: 1long with the 
nonexistent BES cd'ritrols, TEB fonntl' on1y a volume coii.tfol and no master control 

to tum off the speakers. 

2.2.1.6 Microphone Controls 

TEB reviewed the controls for the mi<;rophone device. TEB found no microphone 
control, and no way to tum .off the microphone device, in addition to no control 
from the BES. 

2.2.2 BES Direct Control of the PlayBook 

TEB evaluated what BES policies have direct control over the PlayBook. There is 
only one BES policy that has any PfayBook control and that is the Companion 
Device Policy Group, which containS: the. BlackBerry PiayBook Log Submission 
Rule. This is the only policy rule in this _policy, group. The· rule specifies whether 
the BlackBerry Play Book tablet can generate and send log a file t() the BlackBerry 
Technical Solutioq Center. Aside from coq~olling if the PlayBook creates a log 
file and if the log file is sent to .RIM there are no other BES policies that directly 
control the PlayBook. 

2.2.3 Features/Capabilities of ~e. User and Work File Systems for Vulnerabilities 

TEB evaluated: if the features/capabilities of the user file system may present any 
vulnerability to the work file system on the PlayBook or the attached BlackBerry. 
(No work file system exists when the Pl.ayBook is not connected to a BES enabled 
Smartphone.) 

This evaluation took place in two parts. First, TEB evaluated the access control of 
the file system. This was done by attempting to access work files from personal 

applications and personal files from work applications. TEB determined that work 
applications could open files of other work applications and personal applications 

• • : *~ Se~it~e pa.rt U,pe~tj<:cl -: • 
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.. ... . .. . ..... . 
could open personaf ri~s of.Other pets~:n~l ~dcation. The-personal applications #. --~ . . ••. - •. •• • • . .••.. 
could not access the work files at all. 

Second, TEB attempted to move data from the work file system to the personal file 
system, and from the personal file system to the work file system. This was 
performed by attempting to use the cut/copy/paste functionality to move data 
between file systems.· TEB was unable to move data by this method. TEB then 
attempted to attach work files to personal emails and personal files to work emails. 
TEB was able to attach a personal file to a work emaiJ. but was unable to attach a 
work file to a personal emaiJ. The built in personal email clients do nc:>t support file 
attachments. TEB used the web version of the persohal email clients but still was 
unable to attach a work file to a personal emair: 

2.2.4 Bluetooth connection vulnerabilities for the·PLayBook and Smartphone 

TEB evaluated the Bluetooth connec;tion as a means to gain entry to the PlayBook 
or the Black.Berry Smartphone. The testing to_ok place in three parts. First, TEB 
evaluated the PlayBook and BlackBeriy Smart.phone in an «out of the box" or 
default mode. The object was to see what devices could be paired to the Play Book 
and what features and services does the PlayBook provide these devices and ff any 
of these can be exploited. 

Second, the Black.Berry was activated on the BES with the new CS configuration 
policy for the PlayBook. The BlackBeriy·Smartphone was again paired to several 
devices and the services and features that the Smartphone .offered where evaluated 
for vulnerabilities. 

Third, TEB utilized the BES activated Black.Berry and used the Black.Berry Bridge 
to connect it to the PlayBook. TEB then performed the same tests against both the 
PJayBook and the B1aclffierry Smartphone that had been previously tested; again 
looking for changes in features or services that were offered that could create or 
pose a vulnerability. 
Throughout the testing TEB utilized several Blue~ooth enabled devices: 

• A second Black:Berry Smartphone 

• A Bluetooth Access Point (AP) - used to establish LAN connectivity for 
a device through the Bluetooth coruiection. 

• A Bluetooth enabled non Black.Berry Smartphone 

• ; ;. ~ensi~:aut Uncl&Ssifie@ ; • .- ·: • • • ..... ·-·-.. .. ... • • - 17. • • .. .. • .... ... . ··- . .. .. . 
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.. ... . . . 
• . A Bh!e~tb ~ap~t : . : • ·• • 

... . .. ... .. . .. . . .. - .. 
• A Bluetooth enabled laptop 

2.2.4.1 Prior to BES Connectivity 

. . -· 

9/11201 l 

Prior to BES cmmectivity, TEB established just a Bluetooth connection between 

the BlackBerry Smartpbone and the Play Book (both devices are out of box). TEB 

found that neither device was offering any services or features to the other. TEB 

went on to test the non-Black.Berry Smartphone; again the PlayBook did not 

provide any services to the Smartphone. TEB then tested a Bluetooth enabled 
laptop and a Bluetooth AP, with the same negative result. The PlayBook did not 
offer any services to COllD.ected devices. TEB attempted file transfers· but that was 

not possible with the PlayBook lacking sei-Vices. The headset paired to the 

PlayBook but was not able to control it in any way; additionally the Play Book 

showed no services for the headset. 

2.2.4.2 After BlackBerry Smartphone ·is Connected to BES but not the PlayBook 

This portion of the testing c-0ncentrated on the Black.Berry Smartphone and the 

changes made to the DS BlackBerry security policy that was required to connect to 

the Play.Book. The intent is to de~rrµine if the changes {mainly to the.Bluetooth 

BES policy settings) present any generatBtuetooth connectivity I access issues. 

TEB activated a BlackBerry Smartphone on the BES and applied the modified DS 

BlackBerry policy to the device. ~fter BES connectivity was established, 

connected a· laptop and Bluetooth AP to the Black.Berry Smartphone. Neither the 

laptop nor the Bluetooth AP showed any services for the Black.Berry Smartphone. 

Additionally, ~o.fi:l.es ~ere able to be pushed to the Sm!l.ftphone and the 

BlackBerry could not send any files out. Both the second BlackBerry and the non­
Black.Berry Smartphone where connected to the BlackBerry under test. The test 

Black.Berry did show the serial port service but neither phone could send files to 

the ~est Black.Berry.TEB then tested the Bluetooth headset, it was unable to 
provide any control over the Smartphone (e.g. could not make~ answer, or end any 

calls). The headset could not listen in on any calls. The only indicator was the 

• • : * '!'4' Sel1}itC.-e JM U,p.Cl"cls!\1tl~ "'~ • • • 
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.. ... . . . ......... . 
Bluetoothicon on·the displ~:W~l~n:as!i w~~~ ~ bb.qoi ctM. ~ ~ea~e} was 
pressed. • · • • • • • • • · • • • • • · • · · • • - · 

2.2.4.3 After PlayBook is Connected to the BES activated BlackBerry Smartphone 

Finally TEB connected the PlayBook to the BES activated Black.Berry Smartphone 
and retested the devices that were tested in the firsttwo section. AH devices 
performed the same as they did in the previous testing. The Black.Berry 
Smartphone offered a serial port but no services, so no data· could be set to or from 
the Smartphone. Additionally the PlayBook Bluetooth connection did not provide 
and services that could be utilized. 

In addition TEB utilized two BlackBerry Smartphones with the BlackBerry bridge 
software installed on each.of them and that were,l:>Qth paired with the same 
PlayBook. Although the PlayBook supports multiple pairings it does not support 
simultaneous BlackBerry Bridge copn~ctions. With bo.th phones able to pair to the 
same PlayBook, TEB attempted to gain.acces~ to the work .files by moving the 
bridge from one device to the other. The PlayBook destroyed the connection to the 
first BlackBerry and created a new Bridge to the second BlackBerry. The second 
BlackBerry had no a~cess .to the bridge data of the first Black:Berry. 

.. • • • .19: : -. . . .. . ... . . . . . . . .. . ... 
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. . . . 

TEB then evaluated other controls to make sure that the changes required by the 
PlayBook did not open up vulnerabilities in other areas of the IT policy. 

t••.Senairive &t LJm:l~fied ._ .. • ••• . - . . . . -
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2.2.6 Findings 

. ... 
. . . . . . .. . . . . . .. 

. . ... 

The following represent the major findings of the software assessment. 

• The Bluetooth paring provides good security out of the box and 

9/112011 

throughout testing. The Play Book did not offer any service to paired J · 

devices. 

• There is no Microphone control. 
• There is no on/off control for the speaker only limited volume controL 
• The password does provide some protection for personal data. 
• TEB was unable to get the Internet tethering to work, possible due to 

cellular account restrictions. 
• Wi-Fi'is required during the setup process. 
• The PlayBook downloads patches automatically during the setup of the 1 

device. The user/administrator has no control of where the patches are 
downloaded from. 

• The Bluetooth functionality is ·required on both the PlayBook and Black 
Beny SmartphQne. This ~Hows the PlayBook to coi;mect to the . . 
BlackBerry Sma.rtphone or access DOS work data and emails. 

• Throughout the testing the personal applications could not access the 
work files at all. 

• The cut/copy/pate method was unable to move data from one file system 
to the other. 

• Built in personal email clients does not support using file attachments. 
• Use of the Web version of personal email clients was able to attach 

personal files but could not access work files. 
• From work email client, a personal file can be sent as an attachment 

·~· ~nr;iH'vea"ut u;.,~sitit:d ,,:._ 
.. •. • ·:i.1 : .: ... • : . . ... '"' . . .. ... 
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• Although the Pl~;~~ s~pj>~rts ~t¥ti;te ~jr~~ it ~o;· n~~ ~upport 
multiple simultafieou·r:eiackEerrf J::;ri([ge comiections. . • • . 

2.3 Radio Frequency Evaluation Results_ 

This eva]uation was conducted to identify potential vulnerabilities associated with 
the three radio technologies embedded within the PlayBook mobile device. 
Test setup consisted of using a radio frequency (RF) shielded enclosure to ensure a 
controlled RF environment The PlayBook was placed in the.enclosure along with 
the BlackBerry 9800 (Torch) that was configured and authorized to connect to the 
PlayBook. A log periodic antenna was place 3 meters (10 feet) away from the 
device(s) being tested~ Outside the shieldei;i enclosure the antenna was connected 
to the Rohde and Schwartz FSQ spectrum analyzer and a screen shot was captured 
for each test. A tab.le of the testing coriducted.;rriay be found in Table l. 

The first w,ireless technology evaluated was the Bluetooth {Figures 3-1 to 3-4). It 
was confinned that when the Bluetooth was manually turned off on-the PJayBook 
device the Bluetooth would nottra,nsmit. During testing ·of the Airplane Mode the 
Bluetooth would initially stop transmitting but the user may tum the transmitter 
back on by simply re-enabling the Bluetooth while the device still had the Airplane 
Mode option on. 

The second wireless technology evaluated was 802.11 b/g/n (2.4 GHz band) 
(Figures 3-5 to 3-6). The device appeared to immediately begin to transmit pings. 
There are no user controls for.what technology or :frequency should be used. The 
device will only connect to whatever Access Points are available to it. The user is . 
unable to readily identify what frequency spectrum or technology is being used. 
When Airplane Mode is enabled the transmitter will turn off and cannot be re­
enabled until the Airplane Mode· is disabled. 

'l.0 &nai&ive Ji3on LJnlllWl56t4cd v• • • • 
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... . . . .. . .......... . 
The final wireless technotogy evaiuated ~~s ·~2) labI (5 dH~ {P.i~es 3-7 to 3-
8). The device could nofbe ·detected' transmitting· on the" 5 GHZ. spectrum. An 
802.11 a wireless Access Point (AP) was set up to accommodate further evaluation. 
Once the Access Point was detected by the PlayBook and a connection was made 
the PlayBook began continuous transmissions·to the AP. Once the AP could no 
longer be detected, the PlayBook would continuously attempt to try to reconnect 
(transmit a ping) in the 5 GHz frequency. While the 2.4 GHz radio is the default as 
Jong as the PlayBook was connected to a S GHz AP it will continue to look in the 5 
GHz range but does not change back to the previous 2.4 GHz default: 

2.3.1 Background Information 

BlackBerry-PlayBook Federal Communications.Commission (FCC) Identification 
(FCCID) number is - L6ARDJ20WW 

2.3.1.1 IEEE802.JS Bluetooth 2.l(+EDR) 

Class 1 Bluetooth device, able to transmit up to 330 feet or 100 meters away. 
Enhanced data rate of 2.1 Mega Bits per se~ond (MBps). four Bluetooth profiles 
identified -

- Dial·Up Networking (DUN)-This is what allows for Bluetooth tethering 
to any phone that supports it 

- Serial Port Profile (SPP) - This profile has multiple uses 
• Secure Simple Pairing (SSP) - Allows easy pairing of the PJayBook to the 

Black:Berry or any device with Bluetooth 2.1 + 
- Human Interface Device (HID) (keyboard only) -Bluetooth Keyboards 

only but identified to work with mice too. 

2.3.l.2 IEEE-802.l lblgln Wi-Fi (2.4 GHz) 

According to FCC report the maximum transmit power out of the device is 31 O 
mW (24.9 dBm). Power levels cannot be controlled on the PlayBook device, 
thereby preventing-the minimization of transmit power levels. Typical mobile 
devices transmit around 150 mW. 

2.3.l.3 IEEE 802.Jla/11 Wi~Fi (5 GHz} 

According to FCC report the maximum transmit power out of the device is 49 mW 
(16.9 dBm). The 802.l la/n radio will not transmit unless there is already an 
802.l la/n (5 GHz) access point transmitting within the area. There was no ping 
observed within the 5 GHz frequency spectrum when there was no device detected 
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to connect to.· 

2.3.1.4 Airplane Mode 

. . . . . . . . . . ... 
. . . . . . . 

. 

. -. . . . - .. - .... 
,• ·-­. . 
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Airplane mode will initially disable all transmitters. Bluetooth can be enabled even 
when the Play Book's Airplane Mode is enabled. Wi-Fi on the Play Book does not 
allow the user to define what technology to use. Users cannot define the frequency 
spectrum to use be it the 802.11 b/g/n (2.4 GHz) or the 802.11 a/n (5 GHz). 
Airplane mode must be disabled to allow the Wi-Fi connection to transmit. 

PLAYBOOK BLACKBERRY SPECTRUM 
Bluetooth On Off Yes (Figure 3-1) 

Off On Yes (Figure 3-2) 
On On 

" 
Yes (Figure.3-3) 

Off Off No (Figure 3-4) 
Wi-Fi (2.4 On NIA Yes (Figure 3-5) 
GHz) Off ... NIA No (Figure 3-6) 
Wi-Fi (5 GHz) On '.NIA Yes (Fi2Ure 3-7) 

Off NIA · No (Figure 3-8) 

. ··Table 2~2 RF;l'csts Performed 

: ~ •:">'Seu!itivc!:SGt 1'tl48l1Sl'lll:d-; 
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2.3.2 ·Findings 

The following represent the major findings of the RF assessment. 

• TEB confirmed· that when the Bluetooth was manually turned off on the 
PlavBook device the Bluetooth would not transmit. 

~ .. 

• During testing of the Airplane Mode the Bluetooth would initially stop 

91112011 

transmitting but the. user may turn the transmitter back on by simply re­
enabling 'the Bluetooth while .the device still had the Airplane Mode option 
on. 

• There are no.user controls to specify what Wi-Fi technology or frequency 
should be used. 

• The user is unable to readily identify what Wi-Fi frequency spectrum or 
technology is being used. 

• When. Airplane Mode is enabled the transmitter will tum off and cannot be 
re-enabled until the Airplane Mode is disabled. 
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.. ... . . . .. . ........ . 
• While ~e=2.~G~2)~dio~~~h6.~efa~l~a~.to~ ~ t~ ?layBook was 

connectetl to a· 5 C:iHz·AP it. ~i11 ctrntinuc to foo~ in the 5 GHz range but 
does not change the 2.4 GHz defau1t. 

• Class 1 Bluetooth device, able to transmit up to 330 feet or 100 meters away. 
• Four Bluetooth profiles identified -Dial-Up Networking (DUN), Serial 

Port Profile (SPP), Secure Simple Pairing (SSP), and Human Interface 
Device· (HID) 

• According to FCC report the maximum 2.4 GHz Wi-Fi. t:I;1lnsmit power out 
of the device is 310 mW (24.9 dBm). Typical mobil!! devices transmit 
around 150 mW by comparison. 

• Wi-Fi power levels cannot be controlled on the Play Book device, thereby 
preventing the minimization of transmit ~wer levels. 

• Airplane mode must be disabled to allow the Wi-Fi connection to transmit. 

••; Sensiliire B-r. U::'lcless~ """' ... ·-30:·: ··: - . •. - . -.... - .. -- .... 
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. .. . ..... 
. : . f .... ·appenitii- . . 
~ · · - - ..... . - ... 

The following presents more detail to the results of the testing TEB performed 

4.1.l Evaluate the identified featun~s and the OS control of those features 

Evaluate the identified features of the device in relation to the OS and if setting 
exist to enable or disable these features. Determine if these features present any 
vulnerability based on the effectiveness of the settings,that are able to be applied. 

Prior to BES connectivity, the PlayBook contfo~ ofBiuetooth was tested. First a 
Bluetooth connection between the PlayBook apq another Bluetooth device was 
established. Bluetooth was then turned off on the PlayBook. 

4.1. l. l Does it break the Bluetooih connection? YES 

4.1.1.2 Can the other device still connectio the PlayBook? No 

Prior to BES connectivity, the PlayBook control of \Vi-Fi was tested. First a Wi-Fi 
connection between the PlayBook and Wi-Fi Access Point (AP) was established. 
The Wi-Fi was then turned off on the PlayBook. 

4.1.1.3 Does it break the J:Vi-Fi connection? YES 
.. 

4.1.1. 4 Can the Play Book be contacted.O-Ver the Wi-Fi connection (using the Wi-Fi 
as a pf}ys"ical layer connection)? No 

Prior to BES connectivity, the Play Book control of file sharing was tested. 
Establish a.Wi-Fi connection betwee:n the PlayBook and the Wi-Fi AP. Turn on 
File Sharing and Wi-Fi Sharing on the PlayBook. 

4. I. 1.5 Porl scan showed no new ports open but a NetBIOS workgroup was 
detected. . 

4.1.1.6 The Universal Naming Convention (UNC) provided a connection to the 
PlayBook with Samba shares. 

The Following Shared folders were available 
Certs 

.metadata_never_index file found in certs directory. The file is 
blank when opened in Notepad. 

: •• • !b;iti~~ Bu~ UncI~fie"l .:.•. • • 
• • : : •• 35- - • • • • : .. ,. . .. 
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. . . ... . . ...... 
Medi& .. : .. . . .. . .. .. : • - : . - - - ~ . . . . - ~ . . . 

· Bookinarks ·ro1ae{(empt)r) · • • 

Books folder (empty) 

Camera folder (empty) 

Doc um.en ts folder (empty) 
Downloads folder (empty) 
Misc folder (empty) 
Music folder (empty) 
Photos folder (empty) 
Print folder (empty) 
Videos folder (empty) 
Voice folder(empty) 
.metadata_~ever_index file ·The,file i~nbl~ when opened in 
Notepad. 

4.1.1. 7 Turning off the Wi-Fi sharin!J disables the UNC-shares. 

Connect the PlayBook to a computer':(),ver.t]SB ~o test File sharing over USB. 

With file sharing turned off: 

• Performed a l;mckup of the device 

9/1120JJ 

• Had full access to the media folder access from My Computer as a mapped 
drive. 

o Bookmarks folder (empty) 
o Bo,oks folder (empty) 
o Camera folder (empty) 
o Documen,ts folder (empty) 
o Downloads folder (empty) 
o Misc folder (empty) 
o Music folder (empty) 
o Photos folder (empty) 
o Print folder (empty) 
o Videos folder (empzy) 
o Voice folder (empty) 
o .metadata_never_index file 

:*** ~ntitiy~ ~ut t11icl4!i$aietl""!"*. •. 
• • - •• 36" - • • : . 
.. . .. - .. . . ... .. . . .. ... 
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.. ... . . . .. . .••...... 
• Able copy/c~~t~ tile~ 1}"~ d~~~lOf .,rri311age~ · : : • ... - - ... .. . . 
4. 1.1.8 With File sharing turned on the same feature are available over the USB 
connection to the computer. 

4.1.1.9 Internet Tethering- notworkingjust over Bluetooth (without a special 
data plan) 

4.1.1.10 Sounds-Thti! sounds section has only volume controls and no master 
control to turn off the speakers. 

4.1.1.J 1 Microphone - There is no setting to control the microphone 

4.1.2 Evaluate BES Direct Control of the PlayBook 

• Evaluate the direct control the BES ha.9 over the PlayBook. Detennine what 

BES policies control the Play Book., 
o Only two BES policy groups apply directly to the BlackBerry PlayBook. 

• Black.Berry Bridge Policy Group 
• Enable Black.Berry Bridge 

• This is the only policy rule for this policy group. It applies to 
the Black.B_erry Srhartphone and not the PlayBook. The rule 

specifies whether a Black.Berry Smartphone can run the 
Black.Berry Bridge appllcation. (This application is required 
. for conn.ectioh to-the Play Book: however it could be pla;.:t! in 

the sarne· cf.lie-gory as Btuetooth. It affec1s the BfackBerry smart 
phqne and not the PlayBook itself.) 

Companion Device Policy Group 

• BlackBerry PlayBook Log Submission 

• Thi~ fa the only policy rule in this policy group. The rule 
s,PeCifies whether the BlackBerry PlayBook tablet can generate 

and send log file to the BlackBerry Technical Solution Center. 

• • : ~ • SeJlsi!ivi; ~t UliClaWl!ed"~ • • • 
. • • • • .37 . • • • : . . . .. . . ... .. . ~ ,. -
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4.1.3 Evaluate features?c~~il~i~s ~ft.¥. ~s~.ane.\\!oik fite ~yst~nis for 

Vulnerabilities · · • · • • · · • • · · • • · · 

Determine if the features/capabilities of the user file system may present any 
vulnerability to the work file system on the PlayBook or the attached :SlackBerry. 
(No work file system exists when the PlayBook is not connected to a BES enabled 
Smartphone.) 

4.1.3.J File System Access control 

• Verify that Work application 1 has read-write access to a work file it created 
a True 

• Verify that Work application 2 has read-write access to a work file it created 
a True 

• Verify that Work application l has read.:.wfite. access to a work file that Work 
application 2 created 

o True 
• Verify that Personal application 1. h,as"no access to a·~ork file that Work 

application 2 created 
a True '' 

• Verify that Personal application 2 has.rio access to a work file that Work 
application 2 cr~ated 

o True 
• Verify that Personal application 1 has.read-write access to a Personal file it 

created 
o True 

• Verify rhat Personal application 2 has read-write access to a Personal file it 
created 

o True 
• Verify that Pers~nal application 1 has read-write access to a Personal file that 

Personal applic~tion 2 created 
a True 

• Verify that Work application 1. has read only access to a Personal file that 
Personal application 2 created 

o True 
• Verify that Work application 2 has read only access to a Personal file that 

Personal application 2 created 

:*~ 5j_e"Miti~e 5uCV~clM'stfie.r:•· ·: 
·.J:s: .• : 
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.. ... .. . . . .. . . . . 
o True : .. : .. "' ~.... ... .. 

• Verify that Work application I has read-write access to the private data of Work 
application 1 

o True 
• Verify that Work application 2 has no access to the private data of Work 

application I 
o True 

• Verify that Personal application I has no access to the -private data of Work 

application 1 
o True 

• Verify that Personal application 2 has no access to the private data of Work 
application. 1 

o True 

4.1.3.2 Attempt to move datafrom the Work.file system to the Personal file 
system: 

• Try cut/copy/paste,.o~~tions to copy' Work data into Personal fi1es 
o failed 

• Try to attach work :files to personal emails. 
o Passed - not able to attach any fille (work or personal) to the personal email. 

The fe.ature.does· not exiSt Had to over ride by using the website version of 
personal email to us~ attachm~nt<s. Could only attach personal files. 

4.1.3.3 Attempt to move da.tafrom Persona/files to Wor.k data 

• Try cut/copy/paste operations to copy Personal data into Work files 
o Failed 

• Verify that a personal file can be attached to work emails. 
o Passed 

4.1.4 Bluetooth connection Vl1lnerabilities for the PlayBook and Smartphone 

• Evaluate the Bluetooth connection as a means to gain entry to the PlayBook or 
the Black.Berry Smartphone. 
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. . . . . .. . 
4.1.4.1 Prior to BES Co~n~c~-vit;! : : 
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o Prior to BES connectivity, establish just a Bluetooth connection between the 

Smart phone and the PlayBook. (both devices are out of box) 

• What services are available? 
• No available services on either the phone or the Play Book. 

o Prior to BES connectivity, establish just a Bluetooth connection between the 
Laptop and the PlayBook. (The PlayBook is out of box) 

• What services are available? 
• No available services on either the Laptop or the PlayBook. 

o Prior to BES connectivity, establish just a,Bluetooth connection between the 

PlayBook and the BlueTooth Access Point. 
• What services are available'? 

• The Play Book showed no availab)~ services for the AP. 
• Can the Bluetooth AP be use~ to conn.ect to the lnternet? No 
• Can the-Bluetooth AP be used to gain access to the PlayBook or 

BlackBerry Smartphone? N<, · 
o Prior to BES connectivity, es1abli~h just a Bh.~etooth connection between the 

Play Book and a Jabra.B'.f 250v heactset. (The PlayBook is out of box) 

• What services are av~ilable? 
• The PlayBook showed no available services for the headset. 

. ' / 

4.1.4.2 After BlackBerry Sn_~aftphone is Connected to BES but not the PlayBook 

o After BES connectiv_ity is established, attempt to connect a Laptop to !be 
Black.Berry Smartphone. 

• What'services are available? 

• The test- Black.Berry Smartphone showed all the service of the 
attached Laptop 
Conneetivity was unstable and the laptop did not load all the 
drivers properly 

• The laptop was unable to connect to the Smartphone for 
anything 

o After BES conne4;:tivity is established, attempt to connect another 
Smartphone to the BlackBerry Smartphone. 

:•!• ~el},riltve.B't.tt ~~fi~d !**.. 
.. • •40. • • • . . . . . . . - . 
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• 

0 

• 

0 

• 

.. ... . . . ......••.. . . . . 
What services are:aVaM.8-bli?· : • - • • · • ·- ... . .... - .. .. 

The test BlackBeny Smartphone showed all the service of the 
attached Smartphone. 

• The attached Smartpbooe only showed the connection to the 
test BlackBerry. 

• An attempt to send data from the test phone to the attached 
phone failed 

• An attempt to send data from the attached phone to the test 
phone failed 

After BES connectivity is established, attempt to connect a Bluetooth 
headset to the BlackBerry Smartphone. 

What services are available'? 
• The test Black.Berry Smartphone shQwed all the service of the 

attached headset 
• The headset was unable to control tht( Black.Berry Smartphone 

• Could not answer call~ 
• Could not make.calls· 
• Only activity is the._B~uetooth icon 'flashes on the 

BJackQerry when the headset button is pressed 
After BES qonpectivity is established, attempt to connect a Bluetooth AP to 
the BlackBerry Smartphone. 

What services are ravailable? 

• The. phone displays the service provided by the Bluetooth AP 
• The Blµetooth AP ,does not show the conneCtion to the 
• BlackBerry in the connections table. 

Not under.PAN 
• Not under LAP & DUN devices 
• Not ~oder SPP coDJaectioQs 
• The Black.Berry Smartphone does not appear to be providing 

any services 

4.1. 4.3 After Play Book is Connected to the BES activated BlackBerry Smartphone 
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.. ... . ......... . 
o After BES connecti~iry :ifres~~i~hediMteRJ.pt~ 0~..Rec~ a:ba~op to the 

BlackBeny PlayBooK.. · • • • • • · - • • • • · · • • · · 

What ser:vices are available? 
- • None 

o After BES connectivity is established, attempt to connect another 
Smartphone to the Black.Berry PlayBook. 

What services are available? 
• BlackBerry Bridge service offered from the Smartphone 
• The PlayBook offered no services 

o Can data from one Smartphone be seen on the PlayBook by the other 
Smartphone? 
No the Data is remove when the Bridge is transferred. 

o After BES connectivity is established, a~tempt to' co~ect a Bluetooth 
headsetto the BlackBerry PlayBook. 

• What services are available? 

0 

• None 
After BES connectivity is establ,ished, ~ttempt to connect a Bluetooth AP to 
the BlackBeny Play!3ook. 

What services are available? 
• None· 

o Attempt to connect.one Smartphone to another 
• What services are available?. 

• The B~S BlaekBerry only provided the serial port But we were 
unable; to send a fi•e to or from it. 

4.1.5 Possible Wi-Fi Conn.ection Vulnerabilities 

Evaluate the Wi-Fi co~ection aS a means to gain entry to the PlayBook or the 
BlackBerry. 

4.1.5.1 Determine what connection information could be found external to the 
Play Book: 

o Current JP addre.ss is .192.168.1.82 

o The MAC address is E8:3E:B6:FA:9B:A9 
o Ping IP address - device responds to ICMP ping requests 

u1 SensiM'!'e Bse>U1tclassiof.~ ••• 
• • • 6 -42 : • : • • : 
• • - • * .. - . . . . ... 
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0 

0 

.. ... . . . .•.......... ··. 
Attempt a telnet coi:ai~cj{)n i>r\cpmnioii portS 2D,2t;2i, ~n. :fa,:so, 81, 443, -· ... . ... - - .. .. - . . -·· ~· 
8080 - No connections were able to be established. 
Use third party software to scan for vulnerabilities. over the IP connection. 

• A port scan of the Play Book show only that the device responds 
to ping. It did not provide a hostname or show any open ports, 
nor show any web content, and no NetBIOS information was 

provided either. 

4. J.5.2 Turn on file sharing and Wi··Fi sharing. 

o Port scan showed no new ports open but a NetBIOS workgroup was detected. 
o The Universal Naming Convention (UNC) provided a connection to the 

PlayBook with Samba shares. 

Certs 

• .metadata_never_index file found in certs directory. The file is blank 
when opened in Notepad. 

l"edia 

• Bookmarks fol4er (empty) 
• Books" folder (empty) 
• Camera folder (~mpty) 
• Documents f9f~er'( empty) 
• Downloads foJder {empty) 
• Misc folder (empty)· 
• Music folder.(empfy) 
• .Photos foldet(empty) 
• Print folder. (empty) 
• Videos folder (empty) 
• Voice folder (empty) 

• .metadata_never_index file -The file is blank when opened in 
Notepad. 

4.1.5.3 Turning off the Wi-Fi sharing disables the UNC shares. 

"*! ~n~l'ii.'e 8dt"Ul!d;lssl'!ic3 *J'~. 
. . . ., . . . . : . ... . .. .. . . . ... 
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1 INTRODUCTION 

1.1 Purpose 

--.... . -·· 

This document provides a hands-on analysis and review of the enterprise security capabilities 
available within the RIM Blackberry PlayBook tablet device and its suitability for use within the 
Department of State. 

1.2 Scope 
The following resources were used in this evaluation report: 

• BlackBerry Style 9670 (Device OS v6.0.0.248) 
• BlackBerry PlayBook 16GB (Device OS v.l.0.3.1868) 
• BlackBeny Enterprise Server (v5.0.2) 
• BlackBerry Bridge application for BlackBerry Smartphone (vl .0.0.83) 

This review is limited to the applications, features and settings provided in the resources above. Any 
additional features/capabilities provided via third party applications are beyond the scope of this 
document. 

1.3 Background 
The Blackberry PlayBook is the first tablet device released by Research in Motion (RIM) utilizing a 
new Blackberry Tablet OS based on QNX Neutrino 6.5, a UNIX-like operating system. At a glance, 
QNX is a highly modular operating system that features a relatively tiny kernel and sandboxing of 
services to provide enhanced security. 

From a hardware perspective, the PlayBook is powered by a I GHz Dual-core TI OMAP 4430 
processor with 1 GB of RAM. Different PlayBook models are available that contain 16, 32, and 
64GB of internal flash memory. The device features a 3 MP front-facing camera and a 5 MP rear­
facing camera. Network connectivity is limited to Wi-Fi 802.11 alb/gin and Bluetooth 2.1 + EDR. 
Future models will include support for 4G cellular data capabilities (WiMax, LTE, and HSPA+). 

The device includes a single 1/8" headphone jack, micro USB port, micro HDMI port, and a quick­
charge port. There are no other USB ports or slots for memory cards. 

Compared to Blackberry smartphones released to date, this device carries a greater emphasis on 
usability as a consumer device. 

DS/Sl/CS 
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2 Analysis 

2.1 Device Management 

. -·· 

. . . . . -.. 

The PlayBook features limited integratjon with the Blackberry Enterprise Server. (BES) via a 
Bluetooth solution called the Black.Berry Bridge. The BlackBerry Bridge is a 256-bit AES encrypted 
link over Bluetooth between the PlayBook and a Black.Berry smartphone running OS 5.0 or later. 
The BlackBerry Bridge app must be installed on the BlackBerry smartphone in order to setup the 
Bridge connection. 

There are two new PlayBook-related IT policies added to the BES that control whether supported 
BlackBerry smartphones can bridge with any PlayBook. Other than these two settings, the BES has 
no direct control or management over any PlayBook devices. This effectively means the non-4G 
PlayBook in its current form can only be deployed as unmanaged device. 

2.2 BES IT Policies 
2.2.1 New Policies 

The following are new BES IT policies that apply to the PlayBook tablet: 

o BJackBerry Bridge Policy Group 

• "Enable BlackBerry Bridge" to specify whether a BlackBerry device can run BlackBerry 
Bridge 

o Companion Device Policy Group 

• "BlackBerry PlayBook Log Submission" to specify whether the tablet can generate and 
send log files to Black.Berry Technical Solution Center 

2.2.2 Modifications to Existing Policies 

DSISllCS. 
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2.3 Data Protection . . . . . -. . .. ... . . . .. 
The PlayBook represents a major philosophy change from how data protection is implemented on 
BlackBerry smartphones. It utilizes a read-only base file system that contains the tablet OS system 
files. Upon boot up of the device, an integrity check is performed to detect tampering. On top of the 
base file system are two additional file sys.terns, one for personal applications/data and one for work 
applications/data coming from a bridged BlackBerry smartphone. The creation of separate file 
systems is designed to ensure work data coming from a bridged BlackBerry device is kept protected . 

Application .. !~] Personal 

ii ii ii 
Work 

Application Application 

Personal file system =i Work file system 

Store on 
Black Berry smattphone 

~--- ,.._ ---~t BlackBerry smartphone 
- • 

.. 

Encrypt Retrieve from 

Base file system 

Figure' t. PlayBook File Systems 

Breakdown of Play Book me systems 

1. Base file system 
a. Read only and contains system files 
b. Integrity checks are perfonr:1ed at boot time 

2. Personal file system 
a. Contains the applications that run in personal mode and personal application data 
b. Users can move data from personal file system to the work file system 
c. Users cannot cut, copy, or paste personal data into a work file 
d. Users can attach a personal file to a work email message or work calendar entry 

3. Work file system 

DSISllCS 
May 2011 

a. Contains applications that nm in work mode and work application data 
b. The tablet encrypts (AES-2S6) the work file system and the decryption key is stored 

on the smartphone 

c. Work data consists of all email messages, calendar entries, attachments, and any data 
that is associated with work applications. 

d. Users cannot move data from work file system to personal file system 
e. Users cannot cut, copy, or paste data from a work file to a personal file 

--- ..... ~· 
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2.3.1 Personal Data . . 
The PlayBook comes pre-installed ·with ·several appncation8 iypi'Cat o'f a consuiiler-orientated tablet 
device. This includes multimedia apps such as YouTube, video games like Need for Speed: 
Underground, and office productivity apps from Documents to Go. In addition to the pre-installed 
applications included with the PlayBook, additional applications can be downloaded and installed via 
the BlackBerry App World. Personal data stored on the personal file system is not encrypted. Any 
personal applications running on the tablet has no access to any work files. 

2.3.2 Work Data 

Once a BlackBerry Bridge connection has been established, the following bridge applications are 
available on the PlayBook: 

o Messages Allow users to send and receive messages using email account associated with 
the smartphone 

• Media card support must be enabled for accessing email attachments 

• Currently unable to edit and save email attachments with an encrypted media card 
o Contacts - Allow users to check or edit contacts on the smartphone 
o Bridge Browser-Allow users to browse the intemetlintranet using the paired smartphone's 

data plan 
• Bridge Browser maintains separate browsing data from regular PlayBook browser 

o Calendar - Allow users to check or edit calendar events on the smartphone 
o MemoPad - Allow users to check or edit notes on the smartphone 
o Tasks - Allow users to check or edit tasks on the smartphone 
o Bridge Files -Allow users to browse and open files stored on the tablet and smartphone 

media card 
• Media card support must be enabled for browsing content on the smartphone 

• Currently unable to browse encrypted file content stored on smartphone media card 

• Currently only supports PDF and Microsoft Office documents as readable content on 
unencrypted media card 

o BlackBerry Messenger Allow users communicate virtually instantly with other BlackBerry 
users 

DSISIICS 
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• Not tested due to incompatible BBM version on the smartphone 
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......... 
2.4 DoD Bluetooth Security:Reil"if.emMtS-. · . -.. ,. ... . . 
The following table provides an analysis of how the Playbook meets Department of Defense (DoD) 
Bluetaoth Peripheral Device Security Requirements (16 July 2010). The requirements listed below 
are for the secure use of unclassified Bluetooth peripheral devices. There are 39 total requirements: 

• 12 determined as not applicable (N/A) 
• 5 cannot be determined (additional analysis may be needed) 
• 22 detennined to meet the requirements 

.. i'.::~:~;:::~:~j;;·:·::;~:~1·ri::;~;iDOl)jJltlletoot111;·sec~ntY.;f~~~ui~Di~en~~;~~1;t~~~1t~11~~i~~~~i::~:~l~U;~~; ,· ... 
Basic Reouirements 
1.1 For personal area network applications, Bluetooth devices must use low-power 
Class 2 or Class 3 Bluetooth radios without external amplifiers or high-gain antennas. 
1.2 Devices must not use the Bluetooth 3.0 High Speed (3.0 + HS} alternate MAC and 
PHY or Bluetooth 4.0 Low Ener2v (LE) technoloirv. 
1.3 Devices must use easily-understandable connection, configuration, and link activity 
status indicators like LEDs or icons. 
1.4 Devices must only support the minimum number of Bluetooth services required for 
operational use of approved Bluetooth peripherals. Services should be enabled only 
while needed. Devices or administrators must reliably disable or delete all unneeded 
Bluetooth services. 
1.5 Devices or administrators must reliably disable or delete all unneeded Bluetooth 
user controls, drivers, application programming interfaces, executables, and 
applications. 
1.6 Devices must use random number values and public/private key pairs that achieve 
maximum entropy for all cryptographic functions as mandated and defined in the 
B!uetooth specifications and based on anolicable NIST S1,uidelines. 
l.7 Each Bluetooth device intended for use in rhe DoD should be subjected to an 
independent security implementation evaluation conducted by one or more qualified and 
objective individuals approved by DISA Field Security Operations. Evaluators must 
work with the vendor to mitigate any security deficiencies prior to approval for DoD 
use. 
1.8 Once approved for DoD use, operational Bluetooth devices and piconets must be 
independently monitored for unauthorized B luetooth activity. 
1.9 Bluetooth devices must be transported and stored securely by users and 
administrators at all times. 
Coooectivitv Reauirements 
2.1. l Bluetooth devices must not be discoverable (responsive to inquiry messages from 
other Bluetooth devices) unless absolutely necessary. Ideally devices should never be 
discoverable. 
2.1.2 Devices must never be discoverable for loni;i;er than two minutes at any one time. 
2.2. l Bluetooth devices must not be connectable (responsive to incoming connection 
requests from other Bluetooth devices) unless absolutely necessary. Ideally devices 
should become unconnectable once the connection is established, or should never be 
connectable if operationally possible. 
2.2.2 Devices should initiate Bluetooth connections only when absolutely necessary. 
Ideally only one device per Bluetooth piconet should initiate connections to other 
devices in that piconet. 
2.3.l Page frames from devices attempting to automatically re-establish Bluetooth links 
to peripheral devices must be transmitted oeriodically and not continuously, 
2.3.2 Bluetooth devices must not transmit auto-reconnect frames lonJ,::er than 30 seconds 
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Bluetooth Class l 

Bluetooth 2.1 + EDR 

Yes 

NIA 

NIA 

Yes 

NIA 

NIA 

NIA 

Yes (user controlled} 

Yes 
Yes (user controlled) 

Yes (user controlled) 

unknown 

unknown 
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at any one time or more frequently than oii!l!'e-e~!l)•fiveomill'..l'!es. • · • • • • - • 
2.3.3 Bluetooth devices must never transmit auto-reconnect frames longer than 20 
minutes total. 
Authorization Requirements 
3.1 Bluetooth devices must prompt the user to authorize all incoming Bluetooth 
connection requests before allowing any incominl'!' connection request to proceed. 
3.2 Users must never accept connections, files, or other objects from unexpected, 
unknown or untrusted sources. 
Palrin2 and Authentication Requirements 
4.1.1 During initial Bluetooth connection reque:.-ts, all Bluetooth devices must pair 
(mutually authenticate) and bond (store the resulting link kev). 
4.1.2 Devices must store link keys securely based on aoolicable NIST iruidance. 
4. 1.3 Subsequent to pairing, all Bluetooth devices must again mutually authenticate 
each other durim? all conneetion requests. 
4.1.4 Devices must not delete existing link keys until after a replacement link key is 
generated successfullv. 
4.1.5 All Bluetooth pairing should be done as infrequently as possible, ideally in a 
secure location (e.g., an indoor non-public area away from windows and behind 
physical access controls) where attackers cannot realistically observe entry of the 
oasskey or intercept transmitted pairing messages. 
4.1.6 Users or administrators must never enter or confirm painng passkeys when 
unexpectedlv orompted to do so. 
4.1.7 Users or administrators must immediately remove unused, lost, stolen, or 
discarded Bluetooth devices from paired device lists. 
4.l .8 Bluetooth devices must use either legacy pairing Security Mode 3 link level 
security or Secure Simple Pairing Security Mode 4 service level security. See Section 
4.2 and 4.3 below for additional guidance on each. 
4.2.1 Bluetooth 2.0 and earlier devices must use Security Mode 3 link level security 
during legacy Bluetooth pairing. 
4.2.2 Bluetooth devices using legacy pairing must not use or accept unit keys and must 
use combination keys for link key establishment. 
4.2.3 Devices must use completely random Bluetooth passkeys at least eight digits in 
length that are newly generated for each Pl!iring exchange. Ideally devices should use 
random 128-bit binary passkeys. Passkevs must not be valid indefinitely. 
4.3.l Ideally Bluetooth 2.1 and later devices should use the Passkey Entry SSP 
association model. Devices may also use Numeric Comparison association model if 
each digit of the passkey is confirmed individually. Devices may also use the Out of 
Band association model but only with a tethered, non-wireless interface. Dev~ces must 
never use the Just Works association model and therefore must immediately discard all 
unauthenticated Just Works link keys after pairing to terminate such connections. 
4.3.2 Bluetooth devices supporting SSP must use Elliptic Curve Diffie-Hellman 
(ECDH) public/private key pairs that are unique for each device and must originate 
from a trusted source. 
4.3.3 Bluetooth devices must store SSP ECDH public/private key pairs securely. 
4.3.4 Host protocol stacks in devices using Security Mode 4 must be sufficiently robust 
to prevent denial of service and other attacks based on anomalous frames. 
Encryption Requirements 
5.1 All Bluetooth links must use 128 bit Bluetooth encryption. 
5.2 Devices must initiate Bluetooth encryption immediately after the successful 
completion of mutual authentication. 
Additional FIPS..Certified CryptMranby 
6.1 Where practically feasible, all Bluetooth devices must use FIPS 140-2-eertified kev 
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establishment and encryption layere atop -the- BluetOO*.h- lfY':>te>grapfiy Sl'Jecified ebove• 
for defense in de th. 
6.2 Bluetooth smart card readers intended for DoD use must use FJPS 140-2 certified 
c h . 
6.3 Public/private key pairs used in PIPS-certified cryptography must be unique to each 
device and must ori inate from a trusted source. 
6.4 Bluetooth devices must store public/private key pairs and all keys used in FIPS-
certified c to h secure! based on licablc: NIST uidance. 

2.5 Observations and Concerns 

N/A 

Yes 

Yes 

The following are notable observations and security concerns identified with the PlayBook: 

2.5.1 Observations 

o Each time the BlackBerry Bridge connection is lost or locked, the user is prompted to enter 
the smartphone password again to access BlackBerry Bridge applications 

o Screenshot capability is disabled once a BlackBerry Bridge connection is established with a 
BES activated device 

o Unable to access media files (pictures, music, and video) stored on the smartphone from the 
Play Book 

o Files can only be downloaded onto the smartphone while browsing the internet/intranet with 
the Bridge Browser 

o The tablet does not store any persistent work data. It caches the data and encrypts it with 
AES-256 encryption, where the encryption key is stored on the smartphone. 

• Note: Technical verification regarding the clearing of cache data was not perfoimed 
as part of this evaluation. 

2.5.2 Concerns 

The following section covers noteworthy security issues with deploying the PlayBook and security 
controls built-in or available to mitigate those risks. 

o Personal data stored on the Play Book is not encrypted. The lack of encryption of 
personal data opens up the risk that infonnation stored on the device's internal memory may 
be compromised. For example, users may e-mail SBU information to a personal e-mail 
account and access that data on the PJayBook. This issue is compounded by the lack of BES 
support for managing PlayBook devices and the inability to remotely wipe lost or stolen 
devices. 

o The PlayBook uses a web browser based on the WebKit engine and could be susceptible 
to future vulnerabilities. For example, see KB26132. 

o Allowing media card on the smartpbone could lead to malware being introduced onto 
the device and OpenNet. By allowing removable media cards, users could unknowingly 
insert a media card that contains malware. 

DS!SIICS 
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o Enabling media card silpp<irt or& tlle)maetiOid'ue cuuld ~ead to:r><aentta11oss of data. 
• Mitigation: Enci)'}JtiCr: ts ~11iblett'"On the Me.di it t~d to protect -::taU: hi case it is lost or 

stolen 
o Allowing Bluetooth connections (~ould lead to potential interception of data between 

connected devices. 
• Mitigation: The tablet and a smartphone perform two pairing processes to open an 

encrypted and authenticated connection between each other: a Bluetooth pairing 
process and a BlackBerry Bridge pairing process that is designed to enhance the level 
of encryption for the connection 

o Allowing Bluetootb pairing enables the capability for unauthorized Bluetootb devices to 
be paired with the smartphone. . 

DSISUCS 
May20/l 

• Mitigation: All Bluetooth functionalities are disabled by IT policy with the exception 
of pairing and serial port pl'l)file. A Bluetooth headset was successfully paired with 
the smartphone, but was non-functional due to headset profile being disabled in the 
proposed IT policy settings 
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3 RecommendatiohS · 

3.1 Policy Recommendations 
o All PlayBook device inventory shlill be maintained with the latest released firmware. In 

order to ensure the greatest protection against known software vulnerabilities identified 
within the PlayBook Tablet OS, it is critical that all PlayBook devices consistently be up to 
date with the latest release of the Play Book firmware provided by RIM. 

o No SBU information. No SBU information is authorized to be stored and/or processed on 
the Personal side of the device. 

o Educate or provide security awareness training to authorized end users regarding 
acceptable usage of the Play Book and security best practices. Deplo)'ffient and usage of 
the PlayBook should be consistent and in compliance with - as much as 
possible. 

o Establish a policy for lost or stolen Department-owned PlayBooks. 

3.2 Device Security Recommendations 
o Set up a separate BES IT policy group intended only for PlayBook users with the proposed 

modifications: 

3.3 BES IT Policy Recommenpations 
This section covers the recommended settings for the Blackberry Enterprise Server related to 
Bluetooth and select security policies related to the PlayBook. 

Bluetooth Policy Group 

IT Policy Rule 

Allow Outgoing Calls 

Disable Address Book 
Transfer 

Disable Advanced 
Audio Distribution 
Profile 

DSISllCS 
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Description 

Specify whether the user can place outgoing phone calls from a 
Bluetooth enabled BlackBerry device. 

Specify whether to previ;:nt the BlackBeny device from exchanging 
address book data with supported Bluetooth enabled devices. 

Specify whether a Bluetooth enabled BlackBerry device can use the 
Bluetooth Advanced Audio Distribution Profile (A2DP) to perform 
audio streaming via Blui:tooth. 
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Disable AudioNideo 
Remote Control Profile 

Disable Bluetooth 

Disable Desktop 
Connectivity 

Disable Dial-Up 
Networking 

Disable Discoverable 
Mode 

Disable File Transfer 

Disable Handsfree 
Profile 

Disable Headset Profile 

Disable Message 
Access Profile 

Disable Pairing 

DSISJICS 
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Specify whether a Bluetooth enabled BlackBerry device can use the 
Bluetooth AudioNidec> Remote Control Profile (AVRCP) to 
facilitate remote contrdl of audio & video via Bluetooth. 

Specify whether support for Bluetooth technology is turned off on 
the BlackBeny device. lfthe Bluetooth wireless radio is active 
when the BlackBerry device receives this lT policy rule, the 
BlackBeny device mwlt be reset manually for the change to take 
effect 

Specify whether the BlackBeny device can use Bluetooth 
technology to connect lo the BlackBerry® Desktop Manager. 

Specify whether a Blm)tooth enabled BlackBerry device can use the 
Bluetooth Dial-Up Networking Profile (DUN). 

Specify whether to prevent a Bluetooth enabled BlackBeny device 
user from turning on Discoverable mode on their BlackBeny 
device. Note: A Blackl~eny device with Discoverable mode turned 
on can be discovered by other Bluetooth enabled devices in range 
of the BlackBerry device. 

specify ~hether the Bh1eto0th enabled BlaekBerry device can 
exchange files with compatible Bluetooth OBject EXchange 
(OBEX) devices. 

Specify whether to prevent a Bluetooth enabled BlackBerry device 
from using the Bluetoc.ilh Hands Free Profile (HFP) required to 
enable wireless voice capabilities with most car kits and some 
headsets. 

Specify whether to preyent a Bluetooth enabled BlackBeny device 
from using the Bluetoo~h Headset Profile (HSP) required to enable 
wireless voice capabilities with most headsets and some car kits. 

This rule specifies wheµier a Bluetooth device can retrieve email 
and SMS messages from a BlackBerry device. By default, a 
Bluetooth enabled devipe can retrieve email and SMS messages 
from a BlackBerry device. If you change the value to Yes, a 
Bluetooth enabled device cannot retrieve email or SMS messages 
from a BlackBeny device. 

Specify whether to prevent a Bluetooth enabled BlackBerry device 
from establishing a rel~tionship (in other words, pairing) with 
another Bluetooth deviice. Note: Set this rule to Yes to prevent the 
BlackBerry device user' from pairing with subsequent Bluetooth 
devices after the BlackBerry device pairs with an approved 
Bluetooth device (for example a headset). 

UNCLASSIFIED 

Page 3-2 
Version 1.0 



Disable Serial Port 
Profile 

Disable SIM Access 
Profile 

Disable Wireless 
Bypass 

Force CHAP 
Authentication on 
Bluetooth Link 
Limit Discoverable 
Time 

Minimum Encryption 
Key Length 

Require Encryption 

Require LED 
Connection Indicator 

Require Password for 
Discoverable Mode 
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Specify whether to prevent a Bluetooth enabled BlackBerry device 
from using the Bluetooth Serial Port Profile (SPP) required to 
establish a serial connc:ction between the BlackBerry device and a 
Bluetooth peripheral ll~ing a serial port interface. 

Specify whether to pre·vent a Bluetooth enabled BlackBerry device 
from using SIM Acces~ Profile (SAP). Some car kits require SAP 
to share the SIM card 'fhen the car kit initiates dialing. 

! 

Specify whether a Blu<~ooth enabled BlackBerry device can 
perform wireless bypas$ over Bluetooth. 

Specify whether the Blµetooth serial connection to a Desktop must 
use CHAP authenticati~n. 

Specify whether the Bl,ckBerry device user can set the Bluetooth 
discoverable mode opti~n to have no time limit. Set this rule to Yes 
to permit the user to se~ the Bluetooth discoverable mode option to 
have a time limit of2 rninutes or to twn offBluetooth discoverable 
mode. The BlackBerry ~evice uses this IT policy rule only if the 
Disable Discovery Mo4e IT policy rule is set to No. 

Specify the minimum <:pcryption key length (in bytes) that the 
BlackBerry device uses to encrypt Bluetooth connections. 

i 

Specify whether a Blue ooth enabled BlackBerry device uses 
Bluetooth encryption oh all connections. Set to Yes to force 
Bluetooth enabled Blac:kBerry devices to use Bluetooth encryption 
on all connections. Not~: Requiring Bluetooth encryption on all 
connections might restrict compatibility with other Bluetooth 
enabled devices. 

Specify whether the LI·.D is required to flash when the BlackBerry 
is connected to another iBJuetooth device. 

Specify whether the Bl ckBerry device requires that the user type 
the BlackBerry device ~assword to enable Discoverable mode. Set 
to Yes to require the Bi~ckBerry device to prompt the user for the 
Black Berry device passiword to make the BlackBerry device 
discoverable by other ~luetooth devices. Set to No to permit the 
BlackBerry device user'to tum on Discoverable Mode without 
entering the BlackBerr:~ device password. 
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Require Password for 
I Enabling Bluetooth 

Support 

Specify whether the Bi~ckBerry device requires that the user type 
the BlackBerry device password to enable Bluetooth support. Set to 
Yes to require the B!ackBerry device to prompt the user for the 
BlackBerry device p3SSword when enabling Bluetooth support. Set 
to No to permit the BlackBerry device user to enable Bluctooth 
support ""ithout typing jthe BlackBerry device password. 

Security Policy Group 

Memory 

External File System 
Encryption Level 

DS!Sl/CS 
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Specify whether to pre. ent the expandable memory (microSD) 
feature from working dn supported BlackBerry devices. 

Specify the level of fil~ system encryption that the Black Berry 
device uses to encrypt files that it stores on an external file system. 
You can use this IT policy rule to require the BlackBerry device to 
encrypt an external fil9 system, either including or excluding multi­
media directories. Wal'ning: This rule works with BlackBerry 
Desktop Manager Ver~lion 4.2 only. Note: The external file system 
encryption does not apply to files that the BlackBerry device user 
manually transfers to tije external memory device (for example, 
from a USB mass sto~e device). 

Specify whether a Bia kBerry smartphone can run BlackBerry 
Bridge 

Specify whether a B kBerry PlayBook tablet can generate and 
send log files to the Bl.ckBerry Technical Solution Center 
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