governmentattic.org

“Rummaging in the government s attic”

Description of document: Records related to eight (8) specific Federal Trade
Commission (FTC) Office of Inspector General (OIG)
investigations, 2013

Request date: 26-June-2014

Released date: 28-July-2014

Posted date: 22-September-2014

Note: Records related to these investigations included: 12-162,
12-164, 12-165, 12-166, 12-168, 13-170, 13-171, and
14-172

Source of document: Freedom of Information Act Request

Office of General Counsel
Federal Trade Commission
600 Pennsylvania Ave., N.W.
Washington, D.C. 20580
Fax: (202) 326-2477
Email: FOIA@QFTC.GOV

The governmentattic.org web site (“the site”) is noncommercial and free to the public. The site and materials
made available on the site, such as this file, are for reference only. The governmentattic.org web site and its
principals have made every effort to make this information as complete and as accurate as possible, however,
there may be mistakes and omissions, both typographical and in content. The governmentattic.org web site and
its principals shall have neither liability nor responsibility to any person or entity with respect to any loss or
damage caused, or alleged to have been caused, directly or indirectly, by the information provided on the
governmentattic.org web site or in this file. The public records published on the site were obtained from
government agencies using proper legal channels. Each document is identified as to the source. Any concerns
about the contents of the site should be directed to the agency originating the document in
question. GovernmentAttic.org is not responsible for the contents of documents published on the website.

-- Web site design Copyright 2007 governmentattic.org --


mailto:FOIA@FTC.GOV?subject=foia%20rEQUEST

United States of America

FEDERAL TRADE COMMISSION
WASHINGTON, D.C. 20580

JUL 28 2004

Re: FOIA-2014-01078
OIG Investigations

This is in response to your request dated June 26, 2014, under the Freedom of
Information Act seeking access to documents relating to FTC OIG investigations 12-162, 12-
164, 12-165, 12-166, 12-168, 13-170, 13-171, and 14-172. In accordance with the FOIA and
agency policy, we have searched our records as of June 27, 2014, the date we received your
request in our FOIA office.

We have located 78 pages of responsive records. I am granting partial access to the
accessible records. Portions of these pages fall within the exemptions to the FOIA’s disclosure
requirements, as explained below.

Some responsive records are exempt from disclosure under FOIA Exemption 3, 5 U.S.C.
§ 552(b)(3), because they are exempt from disclosure by another statute. Specifically, The
Procurement Integrity Act protects from disclosure “contractor bid or proposal information or
source selection information before the award of a Federal agency contract to which the
information relates.” 41 U.S.C. § 423(a)(1); Legal and Safety Employer Research v. Army, 2001
WL 34098652 (E.D.Cal.).

Some responsive records contain staff analyses, opinions, and recommendations. Those
portions are deliberative and pre-decisional and are an integral part of the agency's decision
making process. They are exempt from the FOIA's disclosure requirements by FOIA Exemption
5.5U.S.C. §552(b)(5). See NLRB v. Sears, Roebuck & Co., 421 U.S. 132 (1975). Additionally,
some records contain information prepared by an attorney in contemplation of litigation which is
exempt under the attorney work-product privilege. See Hickman v. Taylor, 329 U.S. 495, 509-10
(1947).

Some of the records contain personal identifying information compiled for law
enforcement purposes. This information is exempt for release under FOIA Exemption 7(C), 5
U.S.C. § 552(b)(7)(C), because individuals’ right to privacy outweighs the general public’s
interest in seeing personal identifying information.

Some of the records were obtained on the condition that the agency keep the source of the
information confidential and are exempt from disclosure under FOIA Exemption 7(D), 5 U.S.C.
§ 552(b)(7)(D). That exemption is intended to ensure that "confidential sources are not lost



because of retaliation against the sources for past disclosures or because of the sources’ fear of
future disclosures." Brant Constr. Co. v. EPA, 778 F.2d 1258, 1262 (7th Cir. 1985).

For your information, Congress excluded three discrete categories of law enforcement
and national security records from the requirements of the FOIA. See 5 U.S.C. 552(c) (2006 &
Supp. IV 2010). This response is limited to those records that are subject to the requirements of
the FOIA. This is a standard notification that is given to all our requesters and should not be
taken as an indication that excluded records do, or do not, exist.

If you are not satisfied with this response to your request, you may appeal by writing to
Freedom of Information Act Appeal, Office of the General Counsel, Federal Trade Commission,
600 Pennsylvania Avenue, N.W., Washington D.C. 20580, within 30 days of the date of this
letter. Please enclose a copy of your original request and a copy of this response. If you believe
that we should choose to disclose additional materials beyond what the FOIA requires, please
explain why this would be in the public interest.

If you have any questions about the way we handled your request or about the FOIA
regulations or procedures, please contact Andrea Kelly at (202) 326-2836.

Sincer¢ly,

/

e g/ - -
ione J. S

Assistant General Counsel




UNITED STATES OF AMERICA

FEDERAL TRADE COMMISSION
WASHINGTON, D.C. 20580

Office of Inspector General

July 9, 2013

The Honorable Darrell Issa, Chairman

Committee on Oversight and Government Reform
2157 Rayburn House Office Building
Washington, DC 20515-6143

Dear Chairman Issa:

Per your request, attached is the report of investigation into ieaks of nonpublic information
shared with the media during the Federal Trade Commission’s (FTC) investigation of Google.
Due to the scope of the investigation and the resources necessary to complete it, the FTC Office
of Inspector General (OIG) requested that the United States Postal Service (USPS) OIG conduct
the investigation on our behalf. The investigation focused on whether any FTC commissioner,
employee or contractor disclosed nonpublic information to the public or the media about the
agency’s investigation of Google.

The investigation did not identify the person(s) who disclosed nonpublic information to the
media. During the course of the investigation, however, the USPS OIG identified risks in FTC
policies and business practices that impacted the OIG’s ability to narrow the list of internal
sources potentially responsible for the nonpublic disclosures and made the FTC susceptible to
leaks. The Commission will receive copies of the report of investigation and will be asked to
provide actions it plans to take to address these risks. We will send you a copy of the
Commission’s response when we receive it.

If you or your staff have any questions about the report, please contact me at 202-326-3527 or by
email at swilsonl@fic.gov.

Sincerely,

Scott E. Wilson
Inspector General

cc: The Honorable Elijah Cummings, Ranking Minority Member



UNITED STATES OF AMERICA

FEDERAL TRADE COMMISSION
WASHINGTOY, D.C. 20580

Office of [nspector General

July 9, 2013

TO: Chairwoman Edith Ramirez
Commissioner Julie Brill
Commissioner Maureen K. Ohlhausen
Commissioner Joshua D. Wright

FROM: Scott E. Wilson } y
Inspector General %W‘ ,057;/

SUBJECT:  Leaks of Nonpublic Information During the Google Investigation

Attached is the report of investigation into leaks of nonpublic information during the FTC’s
investigation of Google. We conducted this investigation at the request of Chairman Darrell Issa,
House Committee on Oversight and Government Reform. Due to the scope of this investigation
and the resources necessary to complete it, my office entered into an agreement with the United
States Postal Service (USPS) OIG to conduct the investigation on our behalf.

The investigation did not identify the person(s) who disclosed nonpublic information. However,
during the course of the investigation, the USPS OIG identified risks in FTC policies and
business practices that made the FTC susceptible to disclosure of nonpublic information. These
policies and procedures also impacted the OIG’s ability to narrow the list of internal sources
potentially responsible for the nonpublic disclosures.

By August 9, 2013, please provide any actions the Commission has taken or plans to take to
address these risks. We will forward a copy of the Commission’s response to Chairman Issa.

If you have questions, please contact me at 202-326-3787 or by email at swilsonl @ftc.gov.
Thank you for your cooperation during this investigation.
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l PREDICATION

In a letter dated January 3, 2013, Chairman Darryl Issa, House Committee on Oversight
and Government Reform, requested that the Federal Trade Commission (FTC) Office of
Inspector General (OIG) initiate an investigation, to determine whether the Commission
or its employees, shared nonpublic information with the public or the media about the
FTC investigation of Google.

In his letter, Chairman |ssa stated that throughout the FTC's investigation of whether
Google violated the Federal Trade Commission Act, nonpublic information about the
developments in the investigation was inappropriately shared with the media. Chairman
Issa opined in his letter that the FTC contributed to or was the source of the released
information and that those "leaks” were prohibited by law and counterproductive to the
investigative process. Chairman Issa requested that FTC IG Scott Wilson investigate
the source of the leaks as well as determine the depth of nonpublic information
disclosed to the media.

After receiving Chairman Issa’s request, |G Wilson requested that the U.S. Postal
Service OIG assist in conducting the investigation concerning the unauthorized
disclosure of nonpublic information by FTC personnel or contractors. On February 20,
2013, the FTC OIG and Postal Service OIG entered into a Memorandum of
Understanding (MOU) under the authority of Section 6(a)(3) of the Inspector General
Act, 5 U.S.C. App. 3, which allowed the Postal Service OIG to join this investigation.

I SYNOPSIS

This investigation focused on whether any FTC commissioner, employee or contractor
disclosed nonpublic information to the public or the media about the agency’s
investigation of Google. The investigation included interviews of FTC employees as well
as analyses of FTC’s telephonic, written, electronic, and computer records.
Investigators compared this information to all media articles related to the Google
investigation. They focused particularly on disclosures that pertained to potential
charges the FTC might bring against Google and settiement discussions between the
FTC and Google. The investigation did not uncover the identity of the person(s) who
disclosed information that was clearly confidential and nonpublic to the media. However,
the investigation disclosed that there were many potential sources of information, both
inside and outside of the FTC that could have formed a basis for the various news
reports.

During this investigation, the OIG identified risks in FTC policies, regulations and
business practices that created an environment which made the FTC highly susceptible
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to disclosure of nonpublic information. These policies and procedures impacted the
OlG's ability to narrow the list of internal sources potentially responsible for the
nonpublic disclosures, as noted below.

- The FTC's Office of Public Affairs (OPA) has the primary responsibility for
informing the media of any Commission actions. However, FTC policy allows for
communications between the staff and representatives of the media regarding
matters of public record. The policy states that it is often "advantageous to
explain to the media representatives the technical aspects of the Commission’s
procedures, including the contents and effect of complaints and orders, trade
regulation rules..." which enables the media to report the FTC’s “actions with
greater accuracy.” The OIG’s analysis of electronic and telephonic records
confirmed that many FTC employees had frequent contact with members of the
media outside of OPA. This frequent contact may have allowed members of the
media to solicit information from a variety of internal sources, some of who were
not formaily trained to deal with these types of inquiries and could have
inadvertently disclosed nonpublic information.

- The FTC has an ongoing business practice to make the FTC’s closed door
commission meetings accessible to all of its employees, both in the headquarters
office where the meetings are heid and via videoconference fo employees in
other locations. This business practice increases the risk of disclosing nonpublic
confidential information. it is a best practice to make sensitive information
available only on a need to know basis in order to ensure the integrity of an
investigation. Investigators determined that nonpublic information related to
FTC’s investigations, including the Google investigation, was discussed in these
open meetings. Furthermore, key documents related to ongoing investigations,
including the investigation of Google, were stored on FTC network storage that
was accessible to all employees. This broad access to sensitive information
made it virtually impossible for investigators to identify likely sources of leaks to
the media.

- In 2003, the FTC implemented a 45-day auto-deletion policy for all un-archived
email. In a memorandum dated March 12, 2012, the FTC’s Principal Deputy
General Counsel recommended to Chairman Jonathan Leibowitz that the FTC
continue its email auto-delete policy. The original decision to implement this
process noted, “the agency had been needlessly saving many thousands of
emails that should have been destroyed, all of which are potentially subject to the
Freedom of Information Act and discovery requests that could cost the agency
substantial resources to locate and review, if requested.” The solution of
automatically deleting emails over 45 days old relied on the diligence of
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employees to archive important agency records. The auto-delete policy could
have led to the automated deletion of important agency documents or
correspondence if employees did not manually archive those files. It is unlikely
that any employee(s) leaking information would have saved emails related to
their disclosures and valuable evidence has likely been lost as the system
routinely destroyed email records. The policy limited the OIG's ability to review
emails unless the emails were less than 45 days old or the employees archived
the emails on their workstations. The policy may also limit any future OIG
investigation.

During the course of the OIG's case, investigators determined that there was a
difference in perspective among the commissioners regarding nonpublic information
and what could be shared with the media. All but one of the FTC’s current
commissioners, as well as the former chairman, indicated they were prohibited from
speaking with the media about their internal deliberations, thoughts, or concerns in an
active investigation. Their perspective was in contrast to one commissioner who told
investigators that it was permissibie to disclose personal deliberations and thoughts to
the media, and likely did share personal thoughts about the Google investigation with
the media. Aithough investigators could not identify the specific source of information for
any particular media article, any disclosures about the commissioners’ internal
deliberations or personal thoughts may have provided reporters the opportunity to
speculate about the FTC’s investigative direction in the Google investigation and include
that information in their publications.

Finally, investigators determined the FTC interviewed and deposed more than 100
withesses over its nearly 20-month investigation of Google. The FTC also served over
20 subpoenas to Google competitors. While FTC attorneys advised interviewees that
the content of interviews and depositions were nonpublic, interviewees had no
obligation to protect information they received from the FTC, and any of these
individuals could have shared their knowledge of the investigation with the media.
Additionally, state Attorneys General, their employees and members of the European
Union (EU) received frequent comprehensive briefings on the Google investigation.
Commissioners also frequently met with third parties and often disclosed their opinions
on the FTC’s Google investigation. The OIG could only conclude that, due to the
numerous sources outside the FTC which had access to nonpublic information, it was
possible that some of the disclosures to the media could have come from sources
outside the FTC.

. BACKGROUND

Federal Trade Commission (FTC)
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The FTC was created in 1914 and has the mission “to prevent business practices that
are anticompetitive or deceptive or unfair to consumers; to enhance informed consumer
choice and public understanding of the competitive process; and to accomplish this
without unduly burdening legitimate business activity.” The Federal Trade Commission
as it came to be called is led by five commissioners, nominated by the President and
confirmed by the Senate, each serving a seven-year term. The President chooses one
Commissioner to act as Chairman.

Current FTC Commissioners —
e Chairwoman Edith Ramirez (sworn in on April §, 2010 — expires September 25,

2015) (designated to serve as Chairwoman effective March 4, 2013)
¢ The Honorable Julie Brill {sworn in on April 8, 2010 — expires September 25,

2016)

¢ The Honorable Maureen K. Ohlhausen (sworn in on April 4, 2012 - expires
September 2018)

e The Honorable Joshua D. Wright (sworn in on January 11, 2013 - expires
September 2019)

e There is currently one Commissioner vacancy which was formerly held by The
Honorable J. Thomas Rosch

Former Chairman Jonathan David Leibowitz was sworn in on September 3, 2004, and
resigned February 15, 2013.

FTC Bureau of Competition

The FTC's Bureau of Competition is the antitrust arm of the organization. The
Anticompetitive Practices Division, which falls under the Bureau, conducted the
investigation of Google.

This Bureau’s mission is to prevent anticompetitive mergers and other anticompetitive
business practices in the marketplace. By protecting competition, the Bureau promotes
consumers' freedom to choose goods and services in an open marketplace at a price
and quality that fits their needs and fosters opportunity for businesses by ensuring a
level playing field among competitors.

Anticompetitive Practices Division (ACP) — The ACP Division focuses on
enforcement efforts against anticompetitive conduct in industries other than
heaithcare and pharmaceuticals.
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FTC's Investigation of Google

Google is headquartered in Mountain View, CA. It is a publically traded global
technology company. Google is listed under the symbol (GOOG) on the New York
Stock Exchange (NYSE).

On June 13, 2011, the FTC initiated a full investigation (referred to as a “compulsory
process’) to determine whether Google engaged in anticompetitive practices with
respect to its online search, online advertisement, and mobile phone businesses. Other
organizations conducting paraliel investigations included the European Commission
{EC), and the States of Texas, New York, California, Ohio, and Oklahoma. Several
private lawsuits pertaining to the same issues were also brought against Google at the
same time.

In August 2012, the ACP division recommended to the FTC’s Commissioners, that the
FTC litigate its case against Google and asked the Commission to issue a civil
complaint, which concluded that:

1. Google unlawfully “scraped” or appropriated content from rival websites in
violation of Section 2 of the Sherman Act and Section 5 of the FTC Act
[AGENT NOTE: The FTC's Bureau of Economics describes “scraping” as the
misappropriation of content which includes taking information from
competitor's websites and using it as original content]

2. Google’s contractual restrictions prevented advertisers from managing
advertising campaigns across several ad platforms in violation of Section 2 of
the Sherman Act and

3. Google’s exclusionary agreements to provide syndicated search services to
web publishers violated Section 2 of the Sherman Act

In a letter dated December 27, 2012, Google Senior Vice President of Corporate
Development and Chief Legal Officer David Drummond informed Chairman Leibowitz
that Google would agree to commitments in return for the closing of the FTC's
investigation.

On January 3, 2013, the FTC publically announced it had reached a two-part settlement
and entered into a Consent Decree with Google. Google agreed to change some of its
business practices in order to resolve the FTC’s concerns that those practices could
stifie competition in the markets for popular devices such as smart phones, tablets and
gaming consoles, as well as the market for online search advertising.
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Under the settlement, Google agreed to refrain from certain business practices relating
to its search and search advertising business. Google agreed to refrain from
misappropriating the content of its rivals for use in its own specialized search results.
Google also agreed to drop contractual restrictions that may have impaired the ability of
small businesses to advertise on competing search advertising platforms.

Under the Consent Decree, Google is prohibited from seeking injunctions or exclusion
orders against willing licensees of its standard-essential patents.

2012 Congressional Letters

Between November 19, 2012, and December 12, 2012, Senator Ronald Wyden,
Senator Dianne Feinstein, House Energy and Commerce Ranking Member Anna G.
Eshoo, and House Judiciary Commitiee Member Zoe Lofgren sent letters to Chairman
Leibowitz expressing concerns about “leaks” to the media.

On December 10, 2012, Chairman Issa sent a letter to Chairman Leibowitz stating a
concern that the FTC “appears to be putting its ambitions ahead of a responsible and
measured use of its Section 5 authority...the media should not be used to advance such
bureaucratic goals. It appears that some in the agency, in violation of Commission
policy, have leaked information about an ongoing investigation and a possible use of the
Commission’s Section 5 authority.” [AGENT NOTE: Section 5 of the FTC Act prohibits
"unfair methods of competition.” See 15 U.S.C §§41-58 (1994)]

FTC Response to Congressional Letters

In response to the Congressional inquiries, Chairman Leibowitz sent letters to each
Congressional member who voiced their concern about the release of nonpublic
information to the media. In the responses, Leibowitz referenced a November 28, 2012,
memorandum he addressed to “Commissioners and Commission staff,” explaining that
he was “very troubled” by the allegations that the “leaks” were coming from the FTC. In
the memorandum, Leibowitz explained that he did not believe anyone at the
Commission was responsible for the “leaks,” and said;

“| want to remind everyone that we need to be extremely careful about what we
say to outside parties and about what we say to our colleagues when we are in
places (including places in the FTC buildings) where we might be overheard by
members of the public. Put simply, this agency, and federal law, do not tolerate
leaks.”
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FTC policy on public information

The FTC makes information available for public inspection and copying by placing it on
the public record. FTC statutes and policies define certain information as nonpublic and
prohibited from unauthorized release. Nonpublic information includes any information
related to on-going investigations. An FTC employee’s unauthcerized disclosure of
confidential information obtained from witnesses or subjects, is a misdemeanor offense
under 15 U.S.C. § 50.

IV. DETAILS

Allegation: FTC employees or contractors disclosed nonpublic information to the public
or the media about the FTC’s investigation of Google.

Findings:

Analysis of media articles containing nonpublic information related to the investigation of
Google

Over the course of the FTC’s investigation, nonpublic information was disclosed to
several media outlets. The nonpublic disclosures often revealed internal deliberations
and positions of the FTC’s Commissioners and what legal action, if any, the FTC was
prepared to take against Google. Some examples of these disclosures include:

e A media report in October 2011 credited “people close to the matter” with
providing information about the FTC “peppering the company’s legal eagles with
questions....”

e In August 2012, a reporter credited “four people familiar with the matter...who
spoke on the condition of anonymity because the progress of the probe is
confidential” with saying the FTC was poised to finish the Google antitrust probe
in weeks.

(n the fall of 2012, toward the culmination of the FTC's investigation of Google, media
coverage of the FTC investigation became more frequent. Between September 10,
2012 and December 13, 2012, over 22 published articles reviewed by the OIG
contained information that appeared to include nonpublic disclosures. In many of these
articles, internal FTC discussions and deliberations were disclosed to the media. While
many of the media accounts were inaccurate, some reports relayed precise events and
information which, according to two witnesses, likely would have only been known by
FTC employees.
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Analysis of possible FTC sources of nonpublic information

The OIG identified publically available news articles which contained nonpublic
information and some of which identified an FTC employee as the source of the
information in the article. These articles generally surrounded the proposed settlement
negotiations between the FTC and Google. For example, a September 20, 2012, New
York Post article quoted a source close to Chairman Leibowitz and noted the FTC and
Google were close to a settlement. Many of the disclosures divulged negotiation tactics
and internal FTC discussions, such as each Commissioner's viewpaint of whether the
FTC shouid sue Google and whether the FTC had sufficient evidence to pursue such a
case. An October 12, 2012 New York Times article noted that the FTC was preparing a
memo consisting of over one-hundred pages, recommending that the FTC sue Google.
The article cited the infermation regarding the memo as coming from “two people
briefed on the inquiry,” and from sources who “spoke on the condition that they not be
identified.”

Several of the articles containing nonpublic information referred to an “FTC attorney,” or
“sources within the FTC.” A November 14, 2012, MLex article noted that the FTC was
continuing to establish certain aspects of the investigation, and cited two FTC attorneys
as their sources. The same article identified one of the components of the FTC case
against Google as an issue regarding smartphone patents. The article cited “FTC
attorneys” as its sources and stated the FTC had a reasonably solid case against
Google on the issue of the compatibility of Google’s application programming interface
(AP} with other online advertising platforms and “scraping,” which involves the
uncompensated use of key information from other online sources, such as customer
review sites.

Summary of Employee Interviews

During the course of the OIG investigation, investigators interviewed FTC managers
and employees within the FTC’s Bureau of Competition. All of the employees denied
any knowledge of any commissioner, employee or contractor who may have disclosed
nonpublic information to the media. The employees did not have first-hand knowledge
of those responsible for the disclosures, nor were they able to provide any first-hand
information regarding the origin of the disclosures. Generally, the employees believed
the disclosures originated from sources outside of the FTC.

During the interviews, all of the individuals generally expressed concern about the
nonpublic disclosures and how they were “embarrassing both personally and
professionally to the Commission and to its employees.” The interviewees surmised that
the disclosures were likely the result of too many people having access to nonpublic
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information and documents. Because numerous sources inside and outside the FTC
were privy to Google investigative information, employees told OIG agents that the
disclosures could have come from a variety of sources. Employees explained that
Attorneys General (AGs) from five states signed access agreements with the FTC,
(because the states had active investigations of Google) and had access to nonpublic
information. The EU also had open investigations of Google, and FTC employees stated
that they often briefed both the EU and the AGs on the status of the FTC’s Google
investigation.

The employees stated that the disclosures could have also been made by third parties
who gained information as a result of being interviewed or deposed by FTC attorneys.
Employees told OIG investigators that over 100 people were interviewed or deposed.
These employees admitied that nonpublic information was shared with these parties.
They explained that third parties have no obligation to protect information they receive
from the FTC; therefore, employees believed it was likely that the nonpublic disclosures
may have also come from these third parties. One FTC employee said that based on
the timing of the nonpublic disclosures, they were certain that the disclosures were
coming from one of the parties who claimed to be harmed by Google’s business
practices [AGENT NOTE: The FTC employee who provided this information explained
that once the media received the information that the FTC was not going to pursue a
search bias case against Googie, the affected company began an aggressive campaign
to discredit the FTC by disclosing its settlement discussions to the media.]

When describing the nonpublic disclosures cited by the media as coming from the FTC,
employees explained the disclosures may not have been intentional, but were rather the
result of diligent reporting on behalf of the journalists. Two FTC employees explained
that, during the course of the FTC’s Google investigation, antitrust reporters contacted
them and asked them to provide details about the investigation that they were prohibited
from disclosing. One employee described the reporter’s tactic as attempting to “trick” the
employee into disclosing a detail that was nonpublic.

Employees told OIG investigators that the FTC's closed door commission meetings
were open to all FTC employees. One employee explained that Google was often the
topic of interest during these meetings. The employee said the meetings were “packed”
with FTC employees, including those outside the ACP division. These meetings often
divulged the FTC’s position on the facts and evidence in the Google investigation.

The FTC also held separate meetings on the Google investigation, which were
generally limited to ACP employees. During these meetings, FTC attorneys discussed
the resuits of their interviews and depositions of witnesses. During one of these
meetings, an FTC employee expressed concern that it appeared during the interviews
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and depositions of third parties that FTC attorneys were divulging too much information
to the third parties. The employee told investigators his concern appeared to be
unwelcomed. The employee who voiced this concern believed third parties were
responsible for the disclosure of nonpublic information.

Summary of Interviews of FTC Commissioners

During the course of the investigation, OIG investigators interviewed former Chairman
Leibowitz, current Chairwoman Edith Ramirez, Commissioners Julie Brill and Maureen
Ohlhausen, and former Commissioner Thomas Rosch. The commissioners all denied
having knowledge of any FTC employee or contractor who may have disclosed
nonpublic information to the media. Generally, the commissioners believed the
disclosures originated from sources outside of the FTC. However, some commissioners
believed FTC personnel could have also been responsible for the disclosures.

Some commissioners disclosed that they commonly spoke with the media as a general
business practice. They felt it was advantageous for the FTC in general and the
commissioners in particular to develop a strong relationship with the media. Most
commissioners noted it was generally good policy to develop media relationships as it
helped to advance the FTC's agenda. The commissioners also believed that ailowing
FTC employees the ability to attend Commission meetings was beneficial for morale
and esprit de corps. Most of the commissioners said that, during the Google
investigation, they were inundated with daily media requests for interviews and
information to a much greater extent than for any previous investigation. One of the
commissioners described being “hounded” by the media, and another noted that the
press had an “insatiable” appetite for the story.

During any conversations with the media, all of the commissioners said they were
exceedingly cautious not to divulge any information the FTC considered to be
nonpublic. Four commissioners said they would not and did not share their opinions or
forecast how they were going to vote on the investigation with the media before the final
vote was taken. These commissioners explained that a commissioner should not
discuss where he or she stands on an issue with the media, as it could allow a diligent
reporter to piece information together and forecast the Commission’s final decision.

During the interviews, one of the commissioners appeared to have a different
perspective about nonpublic information compared to the other four commissioners. The
commissioner believed that the individual commissioners’ thought processes and
personal deliberations with regards to on-going investigations were not considered non-
public information. The commissioner explained that it was permissible to provide the
media an insight into their personal deliberations and thoughts on an investigation as
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Some of the email messages reviewed by the OIG revealed that reporters covering the
Google matter were particularly assertive. The reporters repeatedly emailed FTC
employees in a attempt to get them to "go on the record,” “confirm,” or “deny” events
related to the FTC’s investigation into Google. [AGENT NOTE: OIG interviews of three
FTC employees revealed that on several occasions, they had experienced reporters
being “aggressive.” One FTC employee said reporters tried to trick him into providing
information that was nonpublic.]

The analysis of the emails also identified some communications between FTC
employees about the unauthorized disciosures. Some employees were concemed the
disclosures could harm the FTC’s reputation and speculated about the source(s) of the
disclosures. Some FTC employees believed the disclosures were not a result of FTC
nonpublic disclosures, while others believed FTC employees were responsible for the
leaks.

[AGENT NOTE: Because of the FTC’s auto-delete policy, which requires the automatic
deletion of emails on the FTC server for longer than 45 days, analysis of email records
was limited.]

Analysis of FTC Computer Hard Drives

The OIG reviewed the computer hard drives of four FTC officials. Analyses of these
computers afforded OIG investigators the opportunity to review email messages saved
on the hard drives prior to the FTC’s 45 day auto-delete purging. The OIG’s review did
not reveal any evidence of disclosures of nonpublic information to the media.

Analysis of FTC Telephone Records

OIG investigators reviewed FTC incoming and outgoing cellular and landline telephone
call records for a one-year period beginning on January 1, 2012. For selected officials,
investigators analyzed records beginning in January 2010. The review showed FTC
officials, both inside OPA and within other FTC divisions, maintained regular contact
with reporters who covered the FTC. investigators were unable to determine the nature
or content of the telephone calls between the media and FTC employees. [AGENT
NOTE: The FTC encourages contact with the media, and its policy does not preclude
employees from contacting the media about public information.]

Additional Findings:

The OIGs investigation identified the following control issues.
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The FTC’s Communication with the Media — Public Record and Nonpublic Information

FTC reguiations do not provide an exhaustive list of what information in an investigation
is part of the public record. Minimal information about an FTC investigation becomes
part of the public record and the FTC does not make any confidential information
publicly available. Consent agreements become part of the public record only “after
acceptance by the Commission.” 16 C.F.R. §§ 2.32(e), 4.9(a}{1)(4). In the case
involving Google, the FTC placed its agreement and proposed order with Google, as
well as its closing letter to Google’s counsel, on the public record on January 3, 2013.

FTC statutes and regulations define information related to an investigation as nonpublic
when it is:

1) Confidential information provided to the Commission; or

2) Exempt from disclosure under the Freedom of Information Act (FOIA).

The FTC Operating Manual takes a more expansive approach, stating, “[ulnless
otherwise directed by the Commission, all investigations are nonpublic.” Therefore, “the
existence of the investigation, the identity of the parties or practices under investigation,
the facts developed in the investigation, and any other nonpublic information in the files
can be disclosed only in accordance with” established FTC procedures.” FTC Operating
Manual, ch. 3 § 1.2.3.

An FTC statute prohibits the public release of confidential commercial or financial
information obtained by the Commission. 15 U.S.C § 46(f). Any material received by the
FTC in an investigation involving a possible violation of law, whether provided
voluntarily or pursuant to compulsory process, is also considered confidential and,
therefore, nonpublic. 15 U.S.C § 57b-2(f). The FTC Operating Manual states that this
statute covers “[a]lmost any information or documents requested by staff in connection
with an actual or potential law enforcement investigation.” FTC Operating Manual, ch.
15 § 4.1.2. This type of confidential information is also exempt from disclosure under
FOIA Exemptions. 5 U.S.C. § 552(b)(3)-(5).

Information about an investigation which is developed internally at the FTC may also be
nonpublic if it is exempt from disclosure under the FOIA (5 U.S.C. § 552). Specifically,
records compiled for law enforcement purposes, especially where the release of those
records might interfere with enforcement proceedings, are nonpublic and exempt from
disclosure under FOIA. 5 U.8.C. § 552(b)(7)(A). In addition, internal documents and
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memoranda containing predecisional and deliberative information are nonpublic and
exempt from disclosure under the FOIA. 5 U.S.C. § 552(b)(5).

The FTC's standards of employee conduct adopt the executive branch-wide standards
of conduct developed by the Office of Government Ethics (OGE), found at 5 C.F.R. Part
2635. Those standards prohibit an employee from disclosing information gained by
reason of his federal employment, which the employee knows or reasonably should
know is not available to the general public, to further his interests or that of another. 5
C.F.R.§ 2365.703. Specifically, the ethics regulations prohibit a government employee
from releasing nonpublic information to a newspaper reporter to further any interest. /d.
at Example 5.

The Operating Manual provides that, “[c]Jonversations between staff members and the
media should be ‘for attribution and on the record,” and any unauthorized disclosure of
nonpublic information may violate federal law and lead to disciplinary proceedings. FTC
Operating Manual, ch. 17 § 2.5. The manual also states, “[s]pecial care must be
exercised regarding any comment or action that could effect [sic] the value of stock or
other securities.” id. Additionally, employees are required to make and keep records of
contacts [including telephone cails but not emails] with “noninvoived persons outside the
Commission concerning investigations.” FTC Operating Manual, ch. 16 § 10.7. A
member of the media is a “noninvoived” person.

Closed Commission Meetings

Although Commission meetings are generally closed to the public, the FTC has
maintained a long-standing practice (no formal directive or order exists) of allowing all
employees to attend its meetings. Any FTC employee, regardless of their need to know
about the details of FTC investigations, is permitted to attend these meetings. The
FTC’s position is that employees’ attendance in the meetings is beneficial to the
employees. The FTC contends that the meetings serve to inform empioyees on FTC
news and informs them of the FTC's views on various subjects. [AGENT NOTE:
Interviews with two FTC employees revealed that nonpublic information related to the
Google investigation was discussed in these meetings.]

The FTC's email Auto-Deletion Policy

In 2003, the FTC implemented a 45 day auto-deletion policy for all un-archived email.
The policy mandates that emails not archived by individual employees are to be
automatically deleted from the server. The FTC initiated the policy because its IT
infrastructure was unable to handle the large amount of messages sent and received
inside and outside the FTC. Additionally, the original decision to implement this process
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No additional investigative work related to this matter was undertaken by this office.
Subsequently, both [BX)_]and the confidential informant have left the employ of the Federal
Trade Commission. No further action is required by this office; this matter is closed.
APPROVED:

Pl

Scbtt E. Wilson, Inspector General
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B. Federal Acquisition Regulation

1. FAR Part 1.602-3

Ratification of Unauthorized commitments: Ratification, as used in this subsection,
means the act of approving an unauthorized commitment by an official who has the authority to
do so. [A]s used in this subsection, [“unauthorized commitment”] means an agreement that is
not binding solely because the Government representative who made it lacked the authority to
enter into that agreement on behalf of the Government. . . . Agencies should process unauthorized
commitments using the ratification authority of this subsection instead of referring such actions to
the Government Accountability Office for resolution.

2. FAR Part 3.104-4(a)

No person may disclose contractor bid or proposal information or source selection
information to any person other than a person authorized, in accordance with applicable agency
regulations or procedures, by the agency head or the contracting officer to receive such
information.

3. FAR Part 3.101-1

Government business shall be conducted in a manner above reproach and, except as
authorized by statute or regulation, with complete impartiality and with preferential treatment for
none. Transactions relating to the expenditure of public funds require the highest degree of
public trust and an impeccable standard of conduct. The general rule is to avoid strictly any
conflict of interest or even the appearance of a conflict of interest in Government-contractor
relationships. While many federal laws and regulations place restrictions on the actions of
Government personnel, their official conduct must, in addition, be such that they would have no
reluctance to make a full public disclosure of their actions.

C. Government-wide Standards of Conduct for the Executive Branch®

5 CFR 2635.703 provides that “[a]n employee shall not engage in a financial transaction
using nonpublic information, nor allow the improper use of nonpublic information to further his
own private interest or that of another, whether through advice or recommendation, or by
knowing unauthorized disclosure.

5 Although the FTC is an independent agency, it follows the Government-wide
Standards of Conduct for the Executive Branch.
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Findings

Evidence was found to support the allegations against FBXOI Additionally, provided
a sworn, written statement admitting that she misused her Citibank issued government travel card
by making purchases not related to official government travel.

Conclusion

OXH] failed to adhere to FTC regulations regarding the use of credit cards issued for
official FTC travel. Her failure to do so resulted in her account being suspended. At the time of
suspension, had an outstanding balance of $1,706.79. On November 30, 2012, made
a final payment of $920.75, which brought the balance of the card to $0.00.






On May 13, 2013, was arrested in Michigan by United States Postal Inspectors
from Alaska for Mail Fraud. A rule hearing was held and the judge signed an order moving
AU ] from Michigan to Alaska to stand trial.

No further action is required in this matter; this case is closed.

APPROVED:

e

Scott E. Wilson, Inspector General
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