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Office of Inspector General
United States Department of State and
Broadcasting Board of Governors

OIG Monthly Update
January 2011

Program Evaluation of the Department of State’s Antiterrorism Assistance Program in Iraq (MERO)
Program Evaluation of the Department of State’s Antiterrorism Assistance Program in Pakistan
(MERO)

¢ Program Evaluation of the Department of State’s Antiterrorism Assistance Programs within the
Bureau of Near Eastern Affairs and the Bureau of South and Central Asian Affairs (MERO)

e Evaluation of the Department of State's Contract with PAE to Provide Operations and Maintenance
Support to Embassy Baghdad, Iraq (MERO)
inspection of the Broadcasting Board of Governors Operations in Indonesia (ISP)
Inspection of the Broadcasting Board of Governors Operations in Thailand (ISP)
Review of Claims on Recovered Gold (ISP)

QIG Yalve Added

OIG’s value added is demonstrated in significant findings, cost efficiencies and savings, actions taken by
the Department in response to OIG work, testimonies,an d results of other OIG aclivities.

Recommendations to Strengthen Controls Over Trafficking in Persons (MERO)

OIG evaluated six contracts in Kuwait, Oman, Saudi Arabia, and United Arab Emirates, and found no
direct evidence that the contractors violated anti-trafficking in persons (TIP) regutations. OIG found,
however, several practices that increased the risk of TIP, including recruitment fees, passport
confiscation,w age issues,an d substandard housing (including unsafe conditions). OIG recommended
that the embassies monitor contracts to ensure compliance with host country labor laws. OIG also
recommended that, for future solicitations, contractors be required to provide workers with detailed
housing descriptions, contracts in English and their native languages, and information in native languages
on labor laws and the U.S. Government’s “zero tolerance” TIP policy. Finally, OIG recommended that
contracting officers’ representatives receive guidance and training on TIP monitoring.

Recommendations to Improve Monitoring of Department Assistance in Pakistan (MERO)

In a recent performance evaluation, OIG could not determine the effectiveness of the Department's
assistance to internally displaced persons in Pakistan between April 2008 and January 2010,b ecause
neither the United Nations High Commissioner for Refugees nor the intemational Committee of the Red
Cross reports on performance. OIG recommended that the Department’'s Bureau of Population,
Refugees and Migration, which donated $80.5 million to this assistance effort, encourage regular
reporting on progress toward specific assistance targets, performance measurement plans, and funding
and material needs.

Funds Put to Better Use Resulting from Elimination of Leases (ISP)

In its recent inspection of Embassy Bangkok, OIG recommended that the embassy conduct a cost-benefit
analysis of the 18 leases at the consulate in Chiang Mai. In resporise to the recommendation, the
embassy determined that it would be in the best interest of the U.S. Government to eliminate all 18
leases, with a total annual operating cost of $520,000. Consulate General Chiang Mai is in the process of
eliminating the leases from its inventory, and will meet housing needs with other leased properties at
more reasonable cost levels.



Arrest of Department Contractor for Possession of Child Pornography (INV)
OIG participated in an investigation by the Bureau of Immigration and Customs Enforcement of a

Department contractor who purchased child pornography that was downloaded onto his home computer.
In December 2010, the contract employee was indicted and arrested on charges of possession of child

pornography. His access to all Department buildings was revoked, and prosecution is pending.

Repors Issued! (Reports in bold include a separate classified Security Management Annex.)

AUD/CG-11-12

Audit of Funding Provided by the American Recovery and Reinvestment Act for the

Foreign Service Institute National Foreign Affairs Training Center

Performance Evaluation of the Bureau of Population, Refugees and Migration’s

Internally Displaced Persons Program in Pakistan

Performance Evaluation of Department of State Contracts to Assess the Risk of

Trafficking in Persons Violations in Four States in the Cooperation Council for the Arab

MERO-I-11-01
MERO-I-11-06

States of the Gulf
1SP-I-11-20

Monitoring
ISP-1-11-18

Team Programs
ISP-I-11-17A

Review of the Department of State’s Role in Detainee Transfers, Assurances, and
Inspection of the Regional Consular Officer and Consular Management Assistance

Inspection of Embassy Luxembourg, Luxembourg

s;gmmg.Attzgs;tigm,tgLEsmgw Significant Reports Expected To Be Issued

Audit of Department of State Compliance With Federal Procurement Data System: Next Generation
Reporting Requirements of the American Recovery and Reinvestment Act

¢ Review of the Department of State FY 2010 Drug Control Funds and Related Performance Reports for

Office of National Drug Control Policy

« Management Letter Related to the Audit of the Department of State 2010 Financial Statements
» Management Letter Related to the Audit of the Broadcasting Board of Govemors 2010 Financial

Statements

» PAE Operations and Maintenance Support for the Bureau of Intemational Narcotics and Law Enforcement

Affairs’ Countemarcotics Compounds in Afghanistan, Performance Evaluation
e Limited-Scope Review of the Design and Construction of a Recreation Center at Embassy

Dushanbe, Tajikistan

» Inspection reports of the following embassies: Jakarta, Indonesia; Athens, Greece; The Hague, The
Netherlands; Oslo, Norway; Reykjavik, Iceland; Valetta, Malta; and Copenhagen, Denmark.

Deputy Inspector General

AIG for Audits

AIG for Inspections

AIG for Investigations

AIG for Middle East Regional Office
General Counsel

AlG, Management, Policy, & Planning
Deputy AlG, Palicy, Pianning, and Reports
Legislative Advisor

\ OMB Liaison

/ Points of Contact
For additional information or assistance, please contact one of the following:

(b) (6)

Harold Geisel (202) 663
Evelyn Klemstine (703) 284
Robert Peterson
Anna Gershman
Nick Amtson
Erich Hart
David Yeutter
Cynthia Saboe
Tom Burgess
Maura Young

)

OIG conducts independent audits, inspections, and investigations to promote effective management, accountability, and positive
change in the Department of State, the Broadcasting Board of Governors (BBG), and the foreign affairs community. OIG provides

leadership to: promote integrity, efficiency, effectiveness, and economy; prevent and detect waste, fraud, abuse, and

mismanagement; identify vulnerabilities and recommend constructive solutions; offer expert assistance to improve Department and
BBG operations; communicate timely, useful information that facilitates decision-making and achieves measurable gains; and keep

the Department, BBG, and the Congress fully and currently informed.

! If you wish to schedule a briefing on any of these reports, please contact Maura Young, OMB Liaison, (703) 284-

Il Selected reports are available at OIG Publications Library.

(b) (6)
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Office of Inspector General
United States Department of State and
Broadcasting Board of Governors

OIG Monthly Update
February 2011

s Audit of Impact on Department of State When Contracting Officers Exceed Delegated
Procurement Authority (AUD)
e Audit of Department of State Approach to Developing an Automated Time and Attendance
System (AUD)
Audit of Department of State 2011 and 2010 Financial Statements (AUD)
Audit of Broadcasting Board of Governors 2011 and 2010 Financial Statements (AUD)
Evaluation of the Bureau of international Narcotics and Law Enforcement Affairs’ Justice Sector
Support Program Assistance to the Attorney General’s Anti-Corruption Unit in Afghanistan (MERO)
e Evaluation of the Department of State’s Provision of Embassy and Consulate Guard Forces in
Pakistan (MERO)
¢ Inspections of U.S. missions in the following countries: Colombia, Guinea, Senegal, Botswana, India,
South Africa, Dominican Republic, Cameroon (ISP)

QIG Yalue Added

OIG’s value added is demonstrated in significant findings, cost efficiencies and savings, actions taken by
the Department in response to OIG work, testimonies,an d resulls of other OIG activities.

Reimbursement of $2 Million to the Department Resulting from OIG Audit (AUD)

During the 2006 Audit of the Identification and Collection of Value-Added Tax Overseas,0IG
recommended that the Department obtain the necessary invoices from a contractor and work with
Embassy Berlin officials to obtain reimbursement related to a construction project. The Department
recently confirmed that it received reimbursement of approximately $2 million resulting from this
recommendation.

Guilty Verdict in OIG Investigation of Embezzlement of $100,000 at Embassy Baghdad (INV)

OIG investigated a Department employee at Embassy Baghdad who embezzled funds in connection with
two Blanket Purchase Agreements. The investigation determined that the amount embezzled was
approximately $100,000, which was transmitted to the bank account of the subject's spouse in Jordan.

On February 2, 2011, a jury in the Eastern District of Virginia delivered a guilty verdict on two counts of
theft of public money and one count of engaging in acts affecting a personal financial interest. Sentencing
is scheduled for April 8, 2011.

Sentencing in Visa Fraud Case (INV)

OIG investigated allegations that owners of a business were committing visa fraud by using a fraudulent
IT company to sponsor themselves and others for H-1B visas, which are generally reserved for
occupations in the technology sector. The investigation determined that the owners were actually running
a restaurant chain and grocery store. On January 13, 2011, one of the owners pleaded guilty to
conspiracy to commit visa fraud. On February 10, 2011, one of the subjects was sentenced to one month
of home detention, two years' supervised probation, and a $5,000 fine.

Recommendations to Improve Contractor Performance in Afghanistan (VERO)

In the Performance Evaluation of PAE Operations and Maintenance Support for the Bureau of
International Narcotics and Law Enforcement Affairs’ Counternarcotics Compounds in Afghanistan,OIG



found weaknesses in the Department's oversight of the contractor PAE at counternarcotics compounds in
Kabul and Kunduz, and in PAE's fuel operations, food services, security, and facility maintenance. OIG
recommended the Department develop an acquisition plan, implement a quality assurarnce surveillance
plan, and assign a sufficient number of contracting officer’s representatives. QIG also recommended that
the Department: ensure accurate fuel measurement, monitor food services,e valuate security
requirements, resolve construction deficiencies in Kunduz, assess power needs, and ensure that guards
are familiar with standard operating procedures. The Department stated that it had begun to implement
many of these recommendations.

Repors Issued’ (Reports in bold include a separate classified Security Management Annex. )

AUD/FM-11-04  Management Letter Related to Audit of U.S. Department of State FY 2010 Financial
Statements

AUD/FM-11-15  Independent Review of U.S. Department of State Accounting and Authentication of
FY 2010 Drug Centrol Funds and Related Performance Report

MERQ--11-02 Performance Evaluation of PAE Operations and Maintenance Support for the Bureau
of Intemational Narcotics and Law Enforcement Affairs’ Countemarcotics Compounds

in Afghanistan
ISP-1-11-10 Review of the Use of Social Media by the Department of State
ISP-I-11-15A Inspection of Embassy Athens, Greece
ISP--11-23A Inspection of Embassy The Hague, The Netherlands
ISP4-11-17A Inspection of Embassy Luxembourg, Luxembourg
ISP-1-11-2TA Inspection of Embassy Oslo, Norway
ISP-1-11-2BA inspection of Embassy Reykjavik, Iceland

Goming Allraclions for March: Significant Reports Expected To Be Issued

» Performance Evaluation of Palestinian Authority Security Forces Infrastructure Construction Projects
in the West Bank

+ Limited-scope Review of the Design and Construction of a Recreation Center at Embassy
Dushanbe, Tajikistan

» Inspection reports of the following embassies: Jakarta, Indonesia; and Valeita, Malta

4 Points of Contact (b) (6)
For additional information or assistance, please contact ane of the following:
Deputy Inspector General Harold Geisel
AIG for Audits Evelyn Klemstine (703) 284
AIG far Inspections Robert Peterson
AIG for Investigations Anna Gershman
AlG for Middle East Regional Office Nick Amtson
General Counsel Erich Hart
AIG, Management, Policy, & Planning David Yeulter
Deputy AlG, Policy, Planning, and Reports Cynthia Saboe
Legislative Advisor Tom Burgess
k OMB Liaison Maura Young

0IG conducts independent audits, inspections, and investigations to promote effactive management, accountability, and positive
changa in the Department of Stale, the Broadcasting Board of Govemors (BBG), and the foreign affairs community. OIG provides
ieadership ia: promote Integrity, efficiency, effecliveness, and economy; provent and detect waste, fraud, abusa, and
mismanagement; identify winerabllites and recommend constructive safutions; offer expert assistance to improve Department and
BBG operations; communicale timely, useful information that faclitates decision-making and achieves measurable gains; and keep
the Deparimant, BBG, and the Congress fully and curently informed.

! Jf you wish 1o schedule a briefing on any of these reports, please contact Maura Young, OMB Liaison, (703) 284-
Bl Sclected reports are available at QIG Publications Library.

(b) (6) 2



Office of Inspector General
United States Department of State and
Broadcasting Board of Governors

OIG Monthly Update
March 2011

* Review of the Information Security Program at the Department of State (AUD)

Review of the Information Security Program for Sensitive Compartmented Information Systems at the
Department of State (AUD)

Review of the Information Security Program at the Broadcasting Board of Governors (AUD)
Compliance Follow-Up Review of Embassy Kabul (ISP)

Inspection of International Broadcasting Bureau, Botswana Transmitting Station (ISP)
Management Review of Embassy Montevideo (ISP)

QIG Yalve Added

OIG’s value added is demonstrated in significant findings, cost efficiencies and savings, actions taken by the
Department in response to OIG work, testimonies, and results of other OIG aclivities.

Recovery by the Department of $1.4 Million in Duplicative Charges in Afghanistan (AUD)

In the 2007 audit Accounting for Government-Owned Personal Properly Held by Selected Contractors in
Afghanistan,OIG r ecommended that the Department review questioned costs of $2.9 million pertaining to
Government-owned personal property held by a contractor in Afghanistan. Based on its review of vouchers
containing costs that OIG had identified as unallowable, the Department agreed that the contractor had billed
the Department $1.4 million twice for vehicles. In March 2011, the Department notified OIG that the
contractor had refunded $1.4 million to the Department for the duplicative charges.

Guilty Plea and Agreement to Pay $107,000 in Restitution in Fraud Case in lraq (INV)

OIG conducted a joint investigation with the Special Inspector General for Iraq Reconstruction and Defense
Criminal Investigative Service of a Department employee assigned to Iraq who was suspected of soliciting
bribes and kickbacks from vendors in exchange for awarding Department contracts. The investigation
determined that the employee accepted payments from a company that was awarded a Department contract,
inflated in cost by the amount received by the subject. On February 28, 2011, the subject agreed to plead
guilty to one count of wire fraud conspiracy and pay $106,800 in restitution. Sentencing is currently pending.

Indictment of Department Contract Employees for Fraud and Bribery (INV)

OIG conducted a joint investigation with U.S. Immigration and Customs Enforcement (ICE) and Bureau of
Diplomatic Security of two Department contract employees. ICE had determined that the two employees had
purchased naturalization certificates from a corrupt employee of another agency,an d then applied for and
received U.S.p assports. A search warrant was executed at their residence in November 2010, resulting in
the recovery of Department computers. Both contract employees were terminated from employment with the
Department, and on March 17, 2011, they were indicted on charges of naturalization fraud, bribery, passport
fraud, and misuse of government computers.

Recommendations to Strengthen Construction Program in the West Bank (MERO)

In the Performance Evaluation of Palestinian Authonty Secunly Forces Infrastructure Construction Profects in
the West Bank, OIG found that the Palestinian Authority (PA) and the Department's Bureau of International
Narcotics and Law Enforcement Affairs (INL) have successfully overseen and implemented these
construction projects, which appeared to be of generally good quality and on schedule. OIG found that the
Jerusalem INL office is adequately monitoring the PA’s work, but may not have enough employees to
perform inherently governmental functions. OIG recommended that INL develop detailed plans to complete
and sustain the construction program,an d conduct a staffing analysis of its Jerusalem office.



Recommendations to Strengthen Contractor Design and Cons truction Activities {MERO)

In the Limited-Scope Review of the Design and Construction of a Recreation Center at Embassy Dushanbe
Tajikistan,O1G fou nd that the contractor was unqualified, and failed to design and construct the facility '
according to required building codes and guidelines. OIG concluded that the unusable and unsafe recreation
facility will require an additional $1.5 million to rebuild, and made recommendations to improve posts’
technical expertise, establish technical qualifications for contracting officers’ representatives,an d ensure full
review and approval of contractor designs, and post management and quality assurance plans.

Repods Issued’ (Reports in boid include a separate classified Security Management Annex.)

AUD/IB-11-06
AUD/CG-11-13
MERO--11-07
MERO-I-11-04
MERO-(-11-03

ISP-IB-11-29
ISP-IB-11-25
ISP-IB-11-33
ISP-I-11-22

ISP-1-11-35

1SP-1-11-34A
ISP-1-11-31A
ISP-I-11-18A
ISP-I1-11-21A
ISP-I-11-24A
ISP-1-11-30A
ISP-I-11-16A
ISP-I-11-36

Management Letter Related to the Audit of the Broadcasting Board of Governors 2010
Financial Statements

Audit of Department of State Compliance with Federal Procurement Data System — Next
Generation Reporting Requirements of the American Recovery and Reinvestment Act
Performance Evaluation of Department of State Contracts to Monitor Vulnerability to
Trafficking in Persons Violations in the Levant

Limited-Scope Review of the Design and Construction of a Recreation Center at Embassy
Dushanbe, Tajikistan

Performance Evaluation of Palestinian Authority Security Forces Infrastructure Construction
Projects in the West Bank

Inspection of Radio Free Asia

Inspection of Broadcasting Board of Governors’ Operations in Indonesia

Inspection of Broadcasting Board of Governors’ Operations in Thailand

Inspection of the Bureau of European and Eurasian Affairs

Joint Issues in the Inspections of Embassy Tel Aviv and Consulate General Jerusalem
Inspection of Consulate General Jerusalem

Inspection of Embassy Tel Aviv, Israel

Inspection of Embassy Copenhagen, Denmark

Inspection of Embassy Dili, East Timor

Inspection of Embassy Jakarta, Indonesia

Inspection of Embassy Stockholm, Sweden

Inspection of Embassy Valletta, Malta

Review of Depariment of State Activities Regarding Shipwreck Salvage Claims

Coming Atlractions for April: Significant Reports Expected To Be Issued

e Audit of Department of State Controls Over Bureau of Diplomatic Security Domestic Firearms and Optics
¢ Performance Evaluation of Department of State Planning for the Transition to a Civilian-led Mission in lraqg

-

AIG for Investigations Anna Gershman  (703) 284
AIG for Middle East Regional Office Nick Arntson (202) 663
General Counsel Erich Hart (202) 66
AlIG, Management, Policy, & Planning David Yeutter (202) 6
Deputy AiG, Policy, Planning, and Reports Cynthia Saboe (202) 66
Legislative Advisor ' Tom Burgess (202) 66:
OMB Liaison Maura Young (703) 2

For additional information or assistance, please contact one of the following:

Deputy Inspector General
AIG for Audits
AIG for Inspections

(b) (6)

\

Points of Contact

Harold Geisel (202) 663
Evelyn Klemstine (703) 284
Robert Peterson (202) 66

0IG conducts independent audits, inspections, and investigations to promote effective management, accountability, and positive change
in the Department of State, the Broadcasting Board of Govemnors (BBG), and the foreign affairs community. OIG provides leadership to:
promote integrity, efficiency, effectiveness, and economy; prevent and detect waste, fraud, abuse, and mismanagement; identify
vulnerabilities and recommend constructive solutions; offer expert assistance to improve Department and BBG operations; communicate
timely, useful Information that facilitates decision-making and achieves measurable gains; and keep the Department, BBG, and the
Congress fully and cumrently informed.

Vi you wish to schedule a briefing on any of these reports, please contact Maura Young, OMB Liaison, (703) 284l
Selected reports are available at OIG Publications Library.

5 (©) (6)



Office of Inspector General
United States Department of State and
Broadcasting Board of Governors

OIG Monthly Update
April 2011

* Audit of Impact on Department of State When Contracting Officers Exceed Delegated Procurement
Authority (AUD)

e Audit of Department of State Process to Award the Worldwide Protective Services Contract and Kabul
Embassy Security Force Task Order (AUD)

« Evaluation of the Department of State’s Intemal Management Controls over Civilian Assistance Funds to

Pakistan (MVERO)

Inspection of President's Emergency Plan for AIDS Relief (ISP)

Inspection of the U.S Mission to the United Nations,N ew York (ISP}

Inspection of Voice of America in Indonesia (ISP)

Inspection of the Office of American Citizens Services and Crisis Management, Bureau of Consular

Affairs (ISP)

Inspection of the Office of the Director of U.S. Foreign Assistance (ISP)

« Inspection of the Office of eDiplomacy, Bureau of Information Resource Management (ISP)

¢ Inspections of U.S. missions in the following countries: Mongolia, Germany, South Korea, Poland, and
Finland (ISP)

QIG Yalve Added

OIG'’s value added is demonstrated in significant findings, cost efficiencies and savings, actions taken by the
Department in response to OIG work, testimonies, and results of other OIG activities.

Deputy Inspector General Testimony before the House Foreign Affairs Committee

On April 5, 2011, OIG testified at a House Foreign Affairs Committee hearing on "Walching the Waftchers: The
Need for Systemic Reforms and Independence of the State Department Inspector General." Deputy Inspector
General Harold Geisel testified that OIG had substantially complied with Government Accountability Office
(GAO) recommendations from its 2007 report,w hich reviewed State OIG operations from FY 2001- 2005.
GAO testified that OIG had actions under way or completed to address most of GAO's recommendations,
and it commended OIG for the steps it is taking to build and strengthen its audit practice. Additional
information is available at gig.state.gov/testimony.

Contractors Settle Civil Fraud Case for $8.7 Million (INV)

OIG investigated a Department contractor and its subcontractor who grossly overcharged for work performed
on a major Department contract. The original contract was let for over $1.7 billion to recruit U.S. police
officers, provide them with developmental training.a nd equip them to participate in international
peacekeeping operations, including operations in Irag. The investigation determined that the contractor
submitted inflated claims for the construction of container camps at various locations in Iraq. The
investigation also determined that the subcontractor sought reimbursement for danger pay that it falsely
claimed to have paid its U.S. expatriate employees working in Irag. On March 22, 2011, the contractor and
subcontractor entered into separate civil settlements with the Department of Justice, and agreed to repay the
U.S. Govemment a totai of $8.71 million in damages.

Sentencing in Iraq Embezzlement Case (INV)

As previously reported, OIG investigated a Jordanian national employee at U.S. Embassy Baghdad who
transferred funds to his wife's bank account that were originally intended to be paid to a contractor. In
February 2011, he was found guilty of two counts of theft of public money and one count of engaging in acts
affecting a personal financial interest. On April 8, 2011, the former employee was sentenced to 41 months’
imprisonment, and ordered to pay $243,416 in restitution, a $5,000 fine,an d a $100 special assessment.



Debarment Action Against Department Grantees (INV)

OIG investigated a Department grantee and subgrantee who submitted false expense documentation to the
Department regarding use of grant funds. The grantee had received more than $1.2 million in connection
with the grant. The subgrantee was suspected of paying “ghost® employees and generating false invoices.
The investigation determined that the subgrantee had previously been convicted of fraud in the host country
for paying ghost employees. On April 13, 2011, the Department sent suspension letters to the grantee and
subgrantee, as well as to two individuals associated those companies, and also proposed permanent
debarment of the subgrantee.

Action Taken to Correct Serious Leadership Deficiency (ISP)

In its recent inspection of Embassy Luxembourg, OIG determined that the Ambassador’s confrontational
leadership style led to numerous costly curtailments, and caused major elements of the embassy to be
dysfunctional. Excessive resources were devoted to the Ambassador’s residence, while the embassy played
no significant role in policy advocacy or reporting. OIG made numerous corrective recommendations. Shortly
after the inspection, the Ambassador resigned from the position.

Reports Issued! (Reports in bold include a separate classified Security Management Annex.)

AUD/SI-11-25 Audit of Department of State Controls Over Bureau of Diplomatic Security Domestic
Firearms and Optics

ISP-1-11-37 Oversight of Rest and Recuperation Travel Documentation and Certification
(Memorandum Report)

nglngAﬂ(gqua;ngng Significant Reports Expected To Be Issued

Performance Evaluation of Department of State Planning for the Transition to a Civilian-led Mission in
Iraq

* Auditor's Report on the International Boundary and Water Commission, United States and Mexico, U.S.
Section, 2010 and 2009 Financial Statements

s Management Letter Related to the Audit of the International Boundary and Water Commission, United
States and Mexico, U.S. Section, 2010 and 2009 Financial Statements

* Audit of Expenditures from the Department of State Emergencies in the Diplomatic and Consular Service
Appropnriation

» Audit of Construction and Transfer of Ownership of the President's Emergency Plan for AIDS Relief
(PEPFAR) Overseas Construction Projects

Points of Contact (b) (6) \
For additional information or assistance, please contact one of the foliowing:
Deputy Inspector General Harold Geisel (202) 66
AIG for Audits Evelyn Klemstine (703) 284
AIG for Inspections Robert Peterson  (202) 66
AIG for Investigations Anna Gershman  (703) 284
AIG for Middle East Regional Office Nick Arntson (202) 66

General Counsel Erich Hart (202) 66.
AIG, Management, Policy, & Planning David Yeutter (202) 663.
Deputy AIG, Policy, Planning, and Reports Cynthia Saboe (202) 66
Legislative Advisor Tom Burgess (202) 663
\ OMB Liaison Maura Young (703) 284 j

OIG conducts independent audits, inspections, and investigations to promote effective management, accountability, and positive change
in the Department of State, the Broadcasting Board of Govemors (BBG), and the foreign affairs community. OIG provides leadership to:
promote integrity, efficiency, effectiveness, and economy; prevent and detect waste, fraud, abuse, and mismanagement; identify
vulnerabilities and recommend constructive solutions; offer expert assistance to improve Department and BBG operations; communicate
timely, useful information that facilitates decision-making and achieves measurable gains; and keep the Department, BBG, and the
Congress fully and currently informed.

Yy you wish to schedule a briefing on any of these reports, please contact Maura Young, OMB Liaison, (703) 284l
Selected reports are available at OIG Publications Library.

5 ®) (6)



Office of Inspector General
United States Department of State and
Broadcasting Board of Governors

OIG Monthly Update
May 2011

* Performance evaluations of Emergency Action Plans for embassies and consulates in Pakistan, Iraq,
and Afghanistan (MERO)

QIG Value Added

OIG’s value added is demonstrated in significant findings, cost efficiencies and savings, actions taken by
the Department in response to OIG work, testimonies,an d results of other OIG activities.

Recommendations to Strengthen Transition Planning in Iraq (MERO)

In the Performance Evaluation of Department of State Planning for the Transition to a Civilian-led Mission
in lraq, OIG found that several key decisions remain unresolved, some plans cannot be finalized, and
progress in a number of areas is slipping. Issues remain with respect to transfer of police training,
establishment of provincial posts, security capability, air transportation, medical facilities, budget planning,
and housing capacity at Embassy Baghdad. O!G recommended finalizing plans so that detailed cost
estimates can be developed, and examining the feasibility of locating a temporary consulate in Erbit at a
contingency operations site.

Recommendations to Strengthen Oversight of Travel Benefits for Rest and Recuperation (ISP)

In the report Oversight of Rest and Recuperation (R&R) Travel Documentation and Cerlification, OIG
identified several missions that had not submitted documentation justifying continued eligibility for this
benefit. Lack of Department oversight allowed missions such as Athens, Valetta, and Hong Kong to
retain R&R travel benefits, although these posts no longer meet the criteria for eligibility. OIG
recommended that the Department transfer oversight responsibility for R&R benefits, which cost $30.8
million in FY 2010,f rom the regional bureaus to the Bureau of Administration. OIG also recommended
that the Bureau of Administration reassess continued eligibility for all 146 missions, which could result in
substantial savings and funds put to better use.

Recommendations to Put $1.8 Million to Better Use at Embassy Athens (ISP}

In response to OIG's recommendation in the 2011 inspection of Embassy Athens, the Department
reported that it has initiated action to discontinue R&R travel benefits. In that report, OIG also
recommended that the Department close Consulate General Thessaloniki, eliminate one U.S. direct-hire
position and 14 local staff positions, and eliminate language designation for 16 positions, which would
result in $1.8 million in funds put to better use.

Debarment Action Against Department Contractors (INV)

OIG conducted an investigation in response to allegations received from the Department of forgery of a
purchase order, and fraudulent invoicing and assignment of claims by two contractors. The investigation
determined that the contractors submitted a fraudulent invoice and fraudulently-modified purchase order
in an attempt to collect $20,000 above the approved purchase order amount. The investigation also
determined that the contractors submitted false certifications and representations stating that no principal
officers had previously been debarred from government contracting. On April 15, 2011, the Department's



Office of the Procurement Executive proposed debarments for a period of three years for six entities and
individuals involved in the case, in addition to immediately placing them on the Excluded Parties List.
Reporls Issued! (Reports in bold include a separate classified Security Management Annex.)

MERO-I-11-08 Performance Evaluation of Department of State Planning for the Transition to a
Civilian-led Mission in Iraq

1ISP-1-11-38 Review of Continuity of Operations and Intelligence Readiness, U.S. Department of
State

ISP-I-11-50 Inspection of the Office of the Special Envoy for Middle East Peace

ISP-1-11-51 Inspection of the Bureau of Consular Affairs, Consular Systems and Technology Office

ISP-I-11-40A Inspection of Embassy Santo Domingo, Dominican Republic

AUD/FM/11-27 Independent Auditor's Report on International Boundary and Water Commission,
United States and Mexico, U. S. Section, Financial Statements for 2010 and 2009

AUD/FM/11-28 Management Letter Related to Audit of International Boundary and Water
Commission, United States and Mexico, U. S. Section, Financial Statements for 2010
and 2009

Coming Aftraclions for June: Significant Reports Expected To Be Issued

Inspection of the Bureau of Near Eastern Affairs

Inspection of the Bureau of South and Central Asian Affairs

Inspection of the Office of the Special Representative for Afghanistan and Pakistan

Performance Evaluation of the Bureau of Population, Refugees, and Migration’s Reintegration

Assistance Program for Refugees Returning to Afghanistan

e Audit of International Boundary and Water Commission Construction Contract with Ballenger
Construction Company Using Funds Provided by the American Recovery and Reinvestment Act

» Audit of Construction and Transfer of Ownership of the President's Emergency Plan for AIDS Relief

(PEPFAR) Overseas Construction Projects

4 (6) 6) I

Points of Contact

For additional information or assistance, please contact one of the following:

Deputy Inspector General Harold Geisel (202) 663
AIG for Audits Evelyn Klemstine (703) 284
AIG for Inspections Robert Peterson  (202) 66
AIlG for Investigations Anna Gershman (703) 28

AIG for Middle East Regional Office Nick Amtson (202) 663
General Counsel Erich Hart (202) 66
AIG, Management, Policy, & Planning David Yeutter {202) 66
Deputy AIG, Policy, Planning, and Reports Cynthia Saboe (202) 663
Legislative Advisor Tom Burgess (202) 663 X
\ OMB Liaison Maura Young (703) 284 . /

OIG conducts independent audits, inspections, and investigations to promote effective management, accountability, and
positive change in the Department of State, the Broadcasting Board of Governors (BBG), and the foreign affairs community.
OIG provides leadership to: promote integrity, efficiency, effectiveness, and economy; prevent and detect waste, fraud,
abuse, and mismanagement; identify vulnerabilities and recommend constructive solutions; offer expert assistance to
improve Department and BBG operations; communicate timely, useful information that facilitates decision-making and
achieves measurable gains; and keep the Department, BBG, and the Congress fully and currently informed.

Ty you wish to schedule a briefing on any of these reports, please contact Maura Young, OMB Liaison, (703) 234}
Selected reports are available at OIG Publications Library.

(b) (6)



Office of Inspector General
United States Department of State and
Broadcasting Board of Governors

OIG Monthly Update
June 2011

* Review of the Multinational Force and Observers Security Clearance and Diplomatic Passport Retention
and/issuance (ISP)

QIG Valve Added

OIG's value added is demonstrated in significant findings, cost efficiencies and savings, actions taken by the
Department in response to OIG work, testimonies, and results of other OIG activities.

Million Dollar Settlement in Grant Fraud Case (INV)

OIG investigated a Department grantee conceming allegations that the grantee was violating the False
Claims Act in the administration of the Department's Fulbright Program. The investigation determined that
during an 8-year period, the program's administrator repeatedly made false claims for payment with respect
to labor costs. Instead of reporting the labor costs actually incurred — as required by the terms of the grant -
the grantee improperly charged labor costs based on budget estimates. The grantee then fraudulently
shifted labor costs among the grants to ensure that the funds would be fully exhausted and no unused grant
funds would be returned to the United States. On June 16, 2011, the grantee entered into a civil settlement
with the Department of Justice and agreed to pay $1,000,000 in restitution.

Action Taken to Strengthen Controls and Redistribute $51 Million for PEPFAR Projects (AUD)

In response to OIG’s recommendations in the Audit of Construction and Transfer of Ownership of the
President's Emergency Plan for AIDS Relief (PEPFAR) Overseas Construction Projects, the Department's
Office of the U.S. Global AIDS Coordinator (S/GAC) is developing new guidance with detailed procedures for
PEPFAR construction projects. The guidance will include identifying Department personnel responsible for
the project, preparing detailed construction project plans, and requiring a memorandum of understanding with
the host government to establish host country responsibilities following transfer of facilities. Also, OIG raised
concems about unliquidated obligations for construction projects that were put on hold at three locations
because of a legal dispute between the Department of State and another agency. To address these
concemns, S/GAC transferred more than $51 million in PEPFAR funds previously allocated to other agencies
back to the Department for redistribution to PEPFAR projects.

Recommendation to Eliminate or Re-channel $12 Million in Assistance Funds (ISP)

During its recent inspection of Embassy Bogota, OIG found that the Department’s assistance program for
internally displaced persons and refugees may no longer be needed. The number of displaced persons has
fallen significantly since 2008, and the Govermment of Colombia’s support for the program has grown
considerably. OIG recommended that the Department review the need for this assistance program, and
eliminate or re-channel the funds, as appropriate, which range from $12 million to $20 million a year.

Recommendations to Close an Office and Terminate a Lease at an Overseas Mission (ISP)

In the recent inspection of Embassy Yaoundé, OIG recommended that the mission consider closing its office
in Douala, which has had modest responsibilities that did not justify its annual operating costs of $1.5 million.
OIG aiso recommended that the mission terminate a $45,000 residential lease that had been vacant for more
than a year.

Recommendations to Put Funds to Better Use by Eliminating Unnecessary Language Training (ISP)

During the inspection of Embassy New Delhi, OIG determined that the Department was providing language
training to far more consular officers than necessary. OIG recommended cutting the number of language-



designated positions in half, which could resuit in funds put to better use estimated at $1.9 million. OIG
made similar recommendations during inspections of Embassies Copenhagen and Stockholm earlier this
year. Both missions complied, resulting in funds put to better use of $165,000.

Reports Issued' (Reports in bold include a separate classified Security Management Annex.)

AUD/IP-11-14 Audit of Construction and Transfer of Ownership of the President's Emergency Plan for AIDS
Relief (PEPFAR) Overseas Construction Projects

AUD/CG-11-23 Audit of Intemational Boundary and Water Commission Construction Contract With Longhorn
Excavators, Inc., Using Funds Provided by the American Recovery and Reinvestment Act

ISP-C-11-53A Compliance Follow-up Review of Embassy Kabul, Afghanistan

ISP-1-11-47 Inspection of the Bureau of South and Central Asian Affairs

ISP-I-11-48 Inspection of the Office of the Special Representative for Afghanistan and Pakistan
ISP-1-1149A Inspection of the Bureau of Near Eastern Affairs

ISP-1-11-39A Inspection of Embassy New Delhi, India

ISP-1141A Inspection of Embassy Bogota, Colombia

ISP--11-44A Inspection of Embassy Conakry, Guinea

ISP-I-11-45A Inspection of Embassy Yaoundé, Cameroon

ISP--1146A Inspection of Embassy Dakar, Senegal

ISP--11-52A Inspection of Embassy Gaborone, Botswana

ISP-IB-11-52A Inspection of International Broadcasting Bureau Botswana Transmitting Station

: ngjng_A_ﬂ[ggﬁgng_,{QL,&lx Significant Reports Expected To Be Issued

Performance Evaluation of the Bureau of Population, Refugees, and Migration's Reintegration Assistance
Program for Refugees Retuming to Afghanistan

e Performance Evaluation of Training and Logistical Support for Palestinian Authority Security Forces

« Limited-scope Review of Planning for the Civilian Uplift at Embassy Kabul

* DoD and DOS Need Better Procedures to Monitor and Expend DoD Funds for the Afghan National Police
Training Program (joint audit with the Department of Defense)

+ Afghan National Police Training Program Would Benefit From Better Compliance With the Economy Act and
Reimbursable Agreements (joint audit with the Department of Defense)

* Afghan National Police Training Program: Lessons Leamed During the Transition of Contract Administration
(joint audit with the Department of Defense)

« Inspection of Embassy Pretoria, South Africa

4 Points of Contact (b) (6) )

For additional information or assistance, please contact one of the following:

Deputy Inspector General Harold Geisel (202) 663
AlG for Audits Evelyn Klemstine (703) 284

AlG for Inspections Robert Peterson  (202) 66
AIlG for Investigations Anna Gershman (703) 284
AIG for Middle East Regional Office Nick Amtson (202) €66
General Counsel Erich Hart (202) 66
AlG, Management, Policy, & Planning David Yeutter (202) 663
Deputy AlG, Policy, Planning, and Reports Cynthia Saboe (202) 66!

Legislative Advisor Tom Burgess (202) 663 X
OMB Liaison Maura Young (703) 284 X j
g /

OIG conducts independent audits, inspections, and investigations to promote effective management, accountability, and positive
change in the Department of State, the Broadcasting Board of Governors (BBG), and the foreign affairs community. OIG
provides leadership to: promote integrity, efficiency, effectiveness, and economy; prevent and detect waste, fraud, abuse, and
mismanagement; identify vulnerabilities and recommend constructive solutions; offer expert assistance to improve Department
and BBG operations; communicate timely, useful information that facilitates decision-making and achieves measurable gains;
and keep the Department, BBG, and the Congress fully and currently informed.

Vi you wish to schedule a briefing on any of these reports, please contact Maura Young, OMB Liaison, (703) 284 JJJlJ]
Selected reports are available at QIG Publications Library. (b) (6)



Office of Inspector General
United States Department of State and
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OIG Monthly Update
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Review of Excess, Obsolete, and Underutilized Overseas Real Property (ISP)

Inspection of Automated Security Clearance Verification {(ISP)

Inspection of President's Emergency Plan for AIDS Relief (PEPFAR) Oversight (ISP)

Inspection of the Bureau of Diplomatic Security Counterintelligence Division (1SP)

Review of Selection and Notification Errors in the Diversity Visa 2012 Program (ISP)

Review of Department of State's Role in Detainee Transfers, Assurances,an d Monitoring II:
Compliance Follow-up and Annual Review (ISP)

Limited-Scope Audit of Department of State Management of the Afghanistan Civilian Uplift (AUD)
Audit of Department of State Implementation of a Drug-Free Workplace Testing Program (AUD)
Audit of Interational Boundary and Water Commission (IBWC) Financial Statements,F Y 2011 (AUD)
Review of the IBWC Information Security Program for FY 2011 (AUD)

QIG Valve Added

OIG’s value added is demonstrated in significant findings, cost efficiencies and savings, actions taken by
the Department in response to OIG work, testimonies,an d results of other OIG activities.

OIG Reorganization to Strengthen Oversight in the Middle East and South and Central Asia

OIG is strengthening its Middle East oversight operations by merging MERO as a distinct directorate into
the Office of Audits. The reorganization will further enhance the quality and consistency of OIG overseas
audits and program evaluations,w hile streamlining administrative support activities. The merger will be
fully effective on August 1, 2011, at which time MERO will officially become the Middle East Region
Operations Directorate within the Office of Audits. The MERO Directorate will be headquartered in
Washington, DC, and will continue to operate a field office in Cairo, Egypt, and temporary satellite offices in
Kabul, Afghanistan; Baghdad, Iraq; and Islamabad, Pakistan.

Civil Settlement of $7.5 Million with a Contractor Providing Security Services in Afghanistan (INV)
OIG investigated allegations that employees of a Department security contractor in Afghanistan engaged in
a wide variety of misconduct. OIlG's investigation determined that the company did not implement policies
required under regulations for combating trafficking in persons;f ailed to prevent its personnel who were
working on the Department contract from procuring commercial sex acts; misrepresented the work history
of 38 third-country national employees; and failed to comply with requirements relating to foreign
ownership, control,an d Influence. On July 6, 2011, the Department of Justice filed a civil settlement
agreement in the District of Columbia, in which the company agreed to pay the Department $7,536,510.

Recommendations to Streamline Assistance Programs and Consulates at an Overseas Post (ISP)

During the Inspection of Embassy Pretoria, OIG found widespread duplication between the U.S_A gency for
Interational Development and the Center for Disease Control for programs funded by the President’s
Emergency Plan for AID’s Relief (PEPFAR). OIG found that the two agencies have parallel offices which
do similar work in some of the same geographic areas. OIG recommended the mission develop plans to
eliminate program and staffing duplication,a nd to transition to a more sustainable platform with greater
ownership assumed by South Africa.

OIG also identified opportunities to streamline consulate operations and the inventory of real property. OIG
recommended that the mission consider converting Consulate General (CG) Johannesburg into an
embassy branch office, and downsizing or closing CG Durban. These actions could result in $6 million
from the sale of CG residences,an d $2.3 million annually in funds put to better use through reductions of



staff, operations,an d maintenance. OIG also recommended selling a representational residence in Cape

Town, which could resuit in $3 million and funds put to better use of $26,000 annually.

Recommendations to Strengthen Contractor Performance for Palestinian Authority Security (MERO)
In the performance evaluation Training and Logistical Support for Palestinian Authority Security Forces,
OIG found that the Bureau of intemational Narcotics and Law Enforcement Affairs (INL) had not evaluated
contractor performance, fully measured progress, or documented comprehensive program management.

OIG recommended that INL provide guidance on

require the contractor to submit performance measures, assist the Palestinian Authority in developing a
property accountability system, and ensure that staff in Jerusalem receives contract administration training.

Repotls Issued’ (Reports in boid include a separate classified Security Management Annex.)
Performance Evaluation of Training and Logistical Support for Palestinian Authority

MERO-I-11-09
Security Forces
MERO-{-11-10

appropriate duties for the deputy director's position,

Performance Evaluation of the Bureau of Population, Refugees, and Migration's

Reintegration Assistance Program for Refugees Returning to Afghanistan

AUDI/CG-11-18

Audit of Intemational Boundary and Water Commission Construction Contract with

Milestone Excavation, Inc., Using Funds Provided by ARRA

AUD/CG-11-20

Audit of Intemational Boundary and Water Commission Construction Contract with

Lakeshore Engineening Services, Inc., Using Funds Provided by ARRA

Joint Report

D-2011-080)
ISP-1-11-42A

DoD and DOS Need Better Procedures to Monitor and Expend DoD Funds for the
Afghan National Police Training Program (DOS Report AUD/CG-11-30 and DoD Report

Inspection of Embassy Pretoria, South Africa

ngmg.Aﬁ;ggﬂgns_[gLAugj&t: Significant Reports Expected To Be Issued

The U.S. Civilian Uplift in Afghanistan Has Cost Nearly $2 Billion and State Needs to Strengthen its

Management and Oversight of the Funds Transferred to Other Agencies
e Audit of Expenditures from the Department of State Emergencies in the Diplomatic and Consular

Service Appropriation

¢ Audit Survey of Reimbursements to the Department of State for Overseas Hospitalizations

s Inspection of the Office of the Director of U.S.
+ Postinspections of Embassy Ulaanbaatar, Mongolia; Embassy Seoul and BBG Operations in Seoul,

Foreign Assistance

South Korea; Voice of America Indonesia; and the U.S Mission to the United Nations New York

e Performance Evaluation of DynCorp Operations and Maintenance Support at Camp Falcon in Kabul,

Afghanistan

Deputy Inspector General

AlG, Audits and MERO

AIG for Inspections

AIG for Investigations

General Counsel

AIG, Management, Policy, & Planning
Deputy AIG, Policy, Planning, and Reports
Legistative Advisor

OMB Liaison

\.

Points of Contact
For additional information or assistance, please contact one of the following:

(b) (6)

Harold Geisel {202) 66
Evelyn Klemstine (703) 284
Robert Peterson  (202) 663
Anna Gershman (703) 28
Erich Hart {202) 66
David Yeutter
Cynthia Saboe
Tom Burgess
Maura Young

\

OIG conducts independent audits, inspections, and investigations to promote effective management, accountability, and

positive change in the Department of State, the Broadcasting Board of Governors (BBG), and the foreign affairs community.
OIG provides leadership to: promote integrity, efficiency, effectiveness, and economy; prevent and detect waste, fraud, abuse,

and mismanagement; identify vulnerabilities and recommend constructive solutions; offer expert assistance to improve
Department and BBG operations; communicate timely, useful information that facilitates decision-making and achieves
measurable gains; and keep the Department, BBG, and the Congress fully and currently informed.

Ly you wish to schedule a briefing on any of these reports, please contact Maura Young, OMB Liaison, (703) 284JJJij]

Selected reports are available at OIG Publications Library.

(b) (6)
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Office of Inspector General
United States Department of State and
Broadcasting Board of Governors

OIG Monthly Update
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* Audit of Department of State Use of Consular Fees Collected in Support of the Border Security Program

QIG Value Added

OIG’s value added is demonstrated in significant findings, cost efficiencies and savings, actions taken by the
Department in response to OIG work, testimonies, and results of other OIG activities.

Recommendations to Strengthen Contractor Support in Kabul, Afghanistan (AUD-MERO)

In its evaluation of DynCorp Operations and Maintenance Support at Camp Falcon in Kabui, Afghanistan,
OIG identified weaknesses relating to the contractor's overcharges for food services, measurement of diesel
fuel provided by a vendor, and the language proficiency and work schedule of the guard force. OIG
recommended seeking reimbursement for meal overcharges, ensuring maintenance of fuel records and
proper measurement of fuel, assessing guards’ language proficiency, and ensuring that guards work only six
days per week.

Recommendations to Strengthen Controis over Consular Systems (ISP)

In its inspection of the Office of Consular Systems and Technology, OIG made recommendations to
strengthen controls over the database that serves as a backbone for all consular services and applications.
The database contains personally identifiable information of American citizens, passports, immigrant visas,
and non-immigrant visas, and is used by the Department of Homeland Security, the Federal Bureau of
Investigation, the Social Security Administration, and other agencies. OIG also made recommendations to
strengthen oversight of contracts (totaling $226 million in FY 2010), institute a systems life cycle process to
ensure projects meet intended requirements, and address issues related to management style affecting
office morale and communication.

Funds Put to Better Use in Kabul Estimated at $1.2 — 1.5 Million (ISP)

During the compliance follow-up review of Embassy Kabul, OIG found that the embassy planned to install
Department-funded computers in all embassy apartments. OIG pointed out that employees already had
remote access to mission systems at comparable speeds. Based on discussions with OIG, the embassy
cancelled the proposed installation, thereby avoiding installation costs of between $1.2 million and $1.5
million, as well as annual maintenance costs of $800,000.

Sentencing in Embezzlement Case, International Boundary and Water Commission (INV)

OIG investigated a supervisor and subordinate employee of the Intemational Boundary and Water
Commission who embezzled more than $100,000 from the Falcon Dam facility. The subjects used a
government credit card to purchase a large number of items for personal use, and used Dam employees'
time for work on the supervisor's personal property. On July 25, 2011, the supervisor was sentenced to 24
months incarceration, 3 years of probation, and $31,521 in restitution. The subordinate was sentenced to 4
months incarceration, 6 months home confinement, 3 years probation, and $64,600 in restitution.

Reportls Issued’ (Reports In bold include a separate classified Security Management Annex.)
MEROA-11-11 Limited-Scope Review of Planning for the Civilian Uplift at Embassy Kabul
MERO/1-11-12 DynCorp Operations and Maintenance Support at Camp Falcon in Kabul, Afghanistan

! Selected reports are available at OIG Publications Library. If you wish to schedule a briefing on any of these reports, please
contact Maura Young, OMB Liaison, (703) 284}

(b) (6)



AUD/FM-11-29
AUD/CG-11-31
AUD/CG-11-32

AUD/CG-11-34
AUD/CG-11-36

AUD/CG-11-37
AUD/CG-11-38

AUD/CG-11-39
AUD/CG-11-40
AUDICG-11-42

AUD/HCI-11-43
AUD/CG-11-44

ISP-1-11-60

1SP-1-11-57
I1SP-IB-11-61
1SP-1B-11-56
ISP-1-11-62
1SP-1-11-59
ISP--11-63
ISP-1-11-54A
ISP-}-11-55A
ISP-1-11-58A

Audit of Expenditures frem the Department of State Emergencies in the Diplomatic and
Consular Services Appropriation

Audit of Replacement of Aging Desklop Workstations at the Department of State with Funds
Provided by the American Recovery and Reinvestment Act (ARRA)

Audit of the Project to Replace Diplomatic Facility Telephone Systems at the Department of
State with Funds Provided by ARRA

Audit of Department of State Data Center Program Funded by ARRA

Audit of the Department of State Safeguarding Citizens — Computer Security Systems
Program Funded by ARRA

Audit of the Department of State Mobile Computing Program Funded by ARRA

Audit of the Department of State Tools to Guard Against and Track Cyber Attacks Program
Funded by ARRA

Audit of Norwegian People’s Aid under Department of State and U.S. Agency for Intemnationat
Development Multiple Agreements for Year Ended Dec. 31, 2006 (joint audit with USAID)
Audit of Norwegian People’s Aid under Department of State and U.S. Agency for Intemational
Development Multiple Agreements for Year Ended Dec. 31, 2007 (joint audit with USAID)
Afghan National Police Training Program: Lessons Leamed During the Transition of Contract
Administration

Audit Survey of Reimbursement to the Department of State for Overseas Hospitalizations
Afghan National Police Training Program Would Benefit From Better Compliance with the
Economy Act and Reimbursable Agreements

Inspection of Bureau of Consular Affairs, Overseas Citizens Services, Office of American
Citizen Services and Crisis Management

Inspection of the Cffice of the Director of U.S. Foreign Assistance

Inspection of Voice of America Indonesia

Inspection of BBG Operations in Seaul, South Korea

Inspection of the Office of eDiplomacy, Bureau of Information Resource Management
Review of President's Emergency Plan for AIDS Relief in Small Investment Countries
Memorandurn Report - Automated Security Clearance Verification

inspection of U.S Mission to the United Nations New York

Inspection of Embassy Seoul, South Korea

Inspection of Embassy Ulaanbaatar, Mongolia

mmmm% Significant Reports Expected To Be Issued
Audit of Department of State Approach to Developing an Automated Time and Atiendance System

«  Audit of Funding Provided by ARRA for the Foreign Affairs Security Training Center

* Audits of Intemational Boundary and Water Commission Construction Contracts with Sun Belt Builders, inc.,
Ultimate Concrete, LLC., and inuit Services, inc., Using Funds Provided by ARRA

« Inspection of the Bureau of Diplomatic Security, Counter Intelligence Division

« Postinspections of Embassies Berlin, Gerrnany; Helsinki, Finland; and Warsaw, Poiand

= Inspection of IBB Germany Transmitting Station

Points of Contact
For additional infarmation or assistance, please conlact one of the following:

Deputy Inspector General Harold Geisel (202) 663
AlG, Audits and MERO Evelyn Klemstine (703) 284
AlG for Inspections Robert Peterson  (202) 663
AIG for Investigations Anna Gershman (703) 284
General Counsel Erich -Hart (202) 66
AlG, Management, Policy, & Planning David Yeutter (202) 663
Deputy AIG, Palicy, Planning, and Reports Cynthia Saboe (202) 663
Legislative Advisor Tom Burgess (202) 66
Maura Young (703) 284

\ OMB Liaison

e

—

B ]
OIG conducts independent audits, inspections, and invesligations to promote effective management, accountability, and positive change
in the Depariment of Stale, the Broadcasting Board of Governors (BBG), and the foreign affairs community. OIG provides leadership to:
promote integrity, efficiency, effectiveness, and economy; prevent and detect waste, fraud, abuse, and mismanagement; identify
vuinerahilities and recommend conslructive solutions; offer experl assistance to improve Deperiment and BBG operations; communicate

timely, useful information thal fadilitates decision-making and achieves measurable gains; and keep the Depariment, BBG, and the

Congress fully and currently informed.



Office of Inspector General
United States Department of State and
Broadcasting Board of Governors

OIG Monthly Update
September 2011

» Limited-Scope Audit of Department of State Management of the Afghanistan Civilian Uplift
inspections of U.S. missions in the following countries: Austria, Vietnam, Algeria, Lebanon,
Venezuela, and The Bahamas

Inspection of the American Institute in Taiwan

Inspection of the Bureau of Administration, Global Information Services, Global Publishing Solutions
Inspection of the Bureau of Educational and Cultural Affairs

Special Review of Embassy Stockholm

Compliance Foliow-up Review of Embassy Copenhagen

QIG Yalue Added

OIG’s value added js demonstrated in significant findings, cost efficiencies and savings, actions taken by
the Department in response to OIG woark, testimonies,an d results of other OIG activities.

Recommendations to Return $3.5 Million of Unused Funds in the Afghanistan Civilian Uplift (AUD)

In the joint audit of the Afghanistan civilian uplift, OIG and the Special Inspector General for Afghanistan
Reconstruction (SIGAR) found that since early 2009, U.S agencies tripled the number of civilian
employees deployed to Afghanistan,at a cost of aimost $2 billion. The Department has been the primary
agency funding the civilian upfift, with $1.7 billion in obligated funds. The joint OIG-SIGAR report
recommended that the Department strengthen controls over the awarding and monitoring of funds to
other agencies,a nd recover $3.5 million of unused funds from the Department of Transportation. In its
response to the draft report, the Depariment of Transportation indicated that the unused funds will be
returned to the U.S. Treasury.

Recommendations to Close or Downsize Four Consulates at an Overseas Mission (ISP)

In its recent Inspection of Embassy Berlin, Germany,O 1G made several recommendations to reduce the
size of the U.S. mission in Germany. OIG concluded that the importance of the consulate in Leipzig is
insufficient to justify its expense, given its proximity to Embassy Berlin. OlG recommended that the
consulate be closed, which would result in an annual reduction in operating expenses of $2.7 million, as
well as savings from U.S. salaries and other centrally-funded expenses. OIG also recommended that the
consulates in Dusseldorf and Hamburg be downsized to achieve an annual reduction of $3 million in
operating expenses, and that the consular section in Frankfurt be downsized by three positions.

Recommendations to Eliminate Positions at an Overseas Mission (ISP)

In its recent Inspection of Embassy Warsaw, Poland, OIG concluded that Embassy Warsaw was
overstaffed, and recommended eliminating 6 U.S. direct-hire positions and 23 locally employed staff. The
reductions are expected to result in $5.4 million in funds put to better use. in addition, OIG found no
evidence to justify rest and recuperation trave! for embassy staff, which costs about $130,000 annually,
and recommended that the embassy submit the required documentation to the Department to justify
continued eligibility for this travel benefit.

Recommendations to Reduce Language-Designated Positions at an Overseas Post (ISP)

In its recent /nspection of Embassy Helsinki, Finland,0lG fou nd that only two of the six officers occupying
language-designated positions used the Finnish language frequently. OIG recommended converting four



of the positions to non-designated positions,w hich would result in funds put to better use of $500,000 per
assignment cycle.

Suspension of Senior Department Official for Improper Travel Charges (INV)

Based on information uncovered during an inspection, OIG investigated a senior embassy official who
reportedly submitted improper claims for travel reimbursement. When interviewed by OIG investigators,
the senior official admitted that some of the charges were improper. In June 2010, the Bureau of
Resource Management determined that the official was liable for $9,419 in improper travel charges. On
September 7, 2011, the Bureau of Human Resources proposed a 10-day suspension of the senior official.

Repors Issued! (Reports in bold include a separate classified Security Management Annex.)

AUD/CG-11-47  Audit of Overtime Pay for Locally Employed Staff Assigned to Embassy Baghdad

AUD/SI-11-45 The U.S. Civilian Uplift in Afghanistan Has Cost Nearly $2 Billion, and State Should
Continue to Strengthen its Management and Oversight of the Funds Transferred to
Other Agencies (Joint audit with SIGAR; SIGAR Report Number Audit-11-17)

AUD/NT-11-41 Audit Survey of Department of State Approach to Developing an Automated Time and
Attendance System

AUD/IT-11-48 Review of the Information Security Program for Sensitive Compartmented Information
Systems at the Department of State

ISP-11-67A Inspection of Embassy Helsinki, Finland

ISP--11-64A Inspection of Embassy Warsaw, Poland

ISP-1-11-65A Inspection of Embassy Berlin, Germany

ISP-IB-11-66 Inspection of IBB Germany Transmitting Station

ISP-I-11-68 Inspection of the Bureau of Diplomatic Security, Counterintelligence Division
Coming Attractions for.Qctober: Significant Reports Expected To Be Issued

s Audit of Bureau of East Asian and Pacific Affairs Compliance With Trafficking in Persons
Requirements

¢ Independent Public Accountant’s Report on the Application of Agreed-Upon Procedures: Employee
Benefits, Withholdings, Contributions, and Supplemental Semiannuail Headcount Reporting Submitted
to the Office of Persorinel Management

s Capping Report of International Boundary and Water Commission Contractor Performance Audits
Using Funds Provided by the American Recovery and Reinvestment Act

f Points of Contact (b) (6) j
For additional information or assistance, please contact one of the following:
Deputy Inspector General Harold Geisel (202) 663
AlG, Audits and MERO Evelyn Klemstine (703) 284

AIG for Inspections Robert Peterson  (202) 663
AIG for Investigations Anna Gershman (703) 2

General Counsel Erich Hart (202) 663 i
AIG, Management, Policy, & Planning David Yeutter (202) 663
Deputy AIG, Policy, Planning, and Reports Cynthia Saboe (202) 663 !'
Legislative Advisor Tom Burgess (202) 663 : f
\ OMB Liaison Maura Young (703) 284 X )j

OIG conducts independent audits, inspections, and investigations to promote effective management, accountability, and positive
change in the Depariment of State, the Broadcasting Board of Govemnors (BBG), and the foreign affairs community. OIG provides
leadership to: promote integrity, efficiency, effectiveness, and economy; prevent and detect waste, fraud, abuse, and
mismanagement; identify vulnerabilities and recommend constructive solutions; offer expert assistance to Improve Department and
BBG operations; communicate timely, useful information that facllitates decision-making and achieves measurable gains; and keep
the Department, BBG, and the Congress fully and currently informed.

! Selected reports are available at OIG Publications Library. If you wish to schedule a briefing on any of these reports,
please contact Maura Young, OMB Liaison, (703) 284 JJJJJl}
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Improved Contract Documentation and Monitoring by the Regional Procurement Support Office Are
Needed for Construction Projects Associated with the President's Emergency Plan for AIDS Relief
(PEPFAR)

o Audit of Iraq Grants to the International Republican Institute

QIG Valve Added

OIG'’s value added is demonstrated in significant findings, cost efficiencies and savings, actions taken by
the Department in response to OIG work, testimonies, and results of other OIG activities.

Awards Received by OIG's Office of Investigations

OIG's Office of Investigations was recognized in the annual awards ceremony held by the Council of the
Inspectors General on integrity and Efficiency on October 18, 2011. The Office of Investigations received
the following awards:

“ Award for Excellence, Investigations — Baghdad Foreign Service National Investigative and
Prosecutorial Team
< Award for Excellence, Information Technology — Computer Forensics Branch Team

Recommendations to Improve the Diversity Visa Program Lottery (ISP)

In its recent limited-scope Review of the FY 2012 Diversity Visa Program Selection Process, OIG
determined that the primary reason for the failure of the FY 2012 Diversity Visa program lottery was that
the Bureau of Consular Affairs, Office of Consular Systems and Technology (CST), did not adequately test
the new computer program for the random selection of potential diversity visa program participants. CST
management acknowledged that it did not follow the standard systems development life cycle process,
which establishes standards for planning, developing, testing, and deploying systems. As a result of the
flawed selection and notification process, the Department nullified the visa lottery results and had to re-run
the lottery. OIG recommended increased management controls and clear designation of responsibility for
future Diversity Visa program lotteries. OIG also recommended that the Bureau of Consular Affairs
develop a detailed plan for CST’s implementation of the 2013 program,an d a plan for CST to conduct
after-action reviews to benefit from lessons learned.

Recommendations to Improve Compliance with Trafficking in Persons (TIP) Requirements (AUD)

In the Audit of Bureau of East Asian and Pacific Affairs Compliance with Trafficking in Persons
Requirements, OIG contracted with an independent public accountant (IPA) to investigate a sample of
contracts in the Asia-Pacific region that had a heightened risk of TIP. The IPA found that Department
employees for the region were not uniformly aware of what constitutes TIP activity, the penalties for TIP
violations, where to report allegations of violations, and the fact that the TIP policy applies to Department
contractors. Also, contractors were not always aware of or did not always comply with their obligations
under the Federal Acquisition Regulation clause “Combating Trafficking in Persons,” because Department
contracting officials did not consistently include the clause in Department contracts. The report
recommended implementing a separate policy on TIP in the Department's Foreign Affairs Manual,
expanding the Department’s code of conduct to prohibit T!P activities, expanding training to all Department



employees, and establishing an office responsibie for employees to report instances of TIP. The
Department has begun to implement the recommendations.

Settlement in Contract Fraud Case (INV)

OIG received information from the Department of Justice regarding a civil complaint filed againsta
Department contractor. The complaint stated that from 1998 to the present, the company entered into
alliances with various consultants and vendors, creating an organizational conflict of interest that
compromised the company's role as an objective,t hird-party advisor. Following a multi-agency
investigation, the company settled the claim in September 2011, in which the Department received
$138,000.

Reports Issued!

ISP-1-12-01 Review of the FY 2012 Diversity Visa Program Selection Process

AUD/FM-12-01 Independent Accountant’s Report on the Application of Agreed-Upon Procedures:
Employee Benefits, Withholdings, Contributions, and Supplemental Semiannuai
Headcount Repoarting Submitted to the Office of Personnel Management

AUD/IP-12-02 Audit of Bureau of East Asian and Pacific Affairs Compliance with Trafficking in Persons
Requirements

pmber: Significant Reports Expected To Be Issued

. Evaluauon of the Broadcastmg Board of Governors Informalion Security Program

=« Evaluation of Department of State Information Security Program

« Evaiuation of the Intemational Boundary and Water Commission Information Security Program

¢ Independent Auditor’'s Report on the U.S. Department of State 2011 and 2010 Special-Purpose
Financial Statements

e Independent Auditor's Report on the U.S. Department of State 2011 and 2010 Financial

Statements
+ Independent Auditor’s Report on the Broadcasting Board of Governors 2011 and 2010 Financial
Statements
b) (6
( Points of Contact (b) (6) \
For additional information or assistance, please contact one of the following:

Deputy inspector General Harold Geisel

AIG, Audits and MERO Evelyn Klemstine (703) 284

AIG for Inspections Robert Peterson  (202) 66

AlG for Investigations Anna Gershman :

General Counsel Erich Hart

AlG, Management, Policy, & Planning David Yeutter

Deputy AIG, Policy, Planning, and Reports Cynthia Saboe

Legislative Advisor Tom Burgess d
\ OMB Liaison Maura Young ) :

OIG conducts independent audits, inspections, and investigalions to promote effective management, accountability, and
positive change in the Department of State, the Broadcasting Board of Governors (BBG), and the foreign affairs community.
OIG provides leadership to: promote integrity, efficiency, eflectiveness, and economy; prevent and detect waste, fraud, abuse,
and mismanagement; identify vuinerabilities and recommend canstructive solutions; offer expert assistance to improve
Department and BBG operations; communicate timely, useful information that facilitates decision-making and achieves
measurable gains; and keep the Department, BBG, and the Congress fully and currently informed.

! Selected reports are available at OIG Publications Library. If you wish ta schedule a briefing on any of these reports, please
contact Maura Young, OMB Liaisan, (703) 284 i}

(b) (6)
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e Special Review of the Keystone XL Pipeline Permit Process
e  Audit of Department of State Compliance with the Improper Payments Elimination and Recovery Act

QIG Value Added

OIG’s value added is demonstrated in significant findings, cost efficiencies and savings, actions taken by the
Department in response to OIG work, testimonies, and results of other OIG activities.

OIG Testimony Before the House Oversight and Government Reform Subcommittee

On November 2, 2011, OIG testified before the House Oversight and Government Reform Subcommittee on
the subject "Are Government Contractors Exploiting Workers Overseas? Examining Enforcement of the
Trafficking Victims Protection Acl." Evelyn Klemstine, Assistant Inspector General for Audits,t estified along
with representatives from the Department of Defense Office of Inspector General,the Army and Air Force
Exchange Service, and non-governmental organizations. Additional information is available at

oig.state.gov/testimony.

Conditions ldentified in Department's Information Security Programs and Financial Statements (AUD)

OIG completed its evaluations of the information security programs of the Department, the Broadcasting
Board of Governors (BBG), and the International Boundary and Water Commission for inclusion in OMB’s
Annual Performance Report. The evaluations, required by the Federal Information Security Management Act
of 2002 re suited in the Department’s agreement to include information security as a reportable condition in
its annual statement of assurance.

O!G also provided oversight for the independent auditors who audited the Department's and BBG's financial
statements for FY 2011. The Department received a qualified opinion on its financial statements, and
agreed to identify specific after-employment benefits as a material weakness in its statement of assurance.

Action Taken To Improve the Passport Information Electronic Records System (AUD)

In response to recommendations contained in OIG’s 2008 report on the Passport Information Electronic
Records System, the Bureau of Consular Affairs (CA) demonstrated the auditing capabilities of its
Application Citizen Records Query (ACRQ) system to O!G. CA recently launched a pilot of the ACRQ
system at the Washington, DC, and Los Angeles Passport Offices. Also in response to OIG's
recommendations, CA administrators stated that they plan to train all CA staff and managers involved with
passport adjudication on the new system, and to incorporate information on ethics and personally identifiable
information into the training.

Guilty Plea in Weapons Case Related to Major Department Security Contractor (INV)

OIG conducted a joint investigation with several other Federal law enforcement agencies of a major
Department security contractor for weapons and contract violations. The investigation determined that a
deputy sheriff violated Federal firearms laws by using the official letterhead of his office to purchase
automatic weapons on behalf of the contractor. On November 15, 2011, the deputy sherniff pleaded guilty in
U.S. District Court to charges of making false statements related to records required of a licensed firearms
dealer. Sentencing is expected in February.



Suspensions Proposed Related to Nepotism at an Overseas Post (INV)

An OIG investigation confirmed allegations that a Foreign Service officer drafted an award nomination for his
spouse, and had a subordinate sign it as the nominator. The investigation also determined that another
officer, who was chairman of the post's awards committee, approved the award despite being aware of the
nepotism. The second officer also failed to comply with the Department's Foreign Affairs Handbook by
allowing the spouse to be supervised by an employee who reported directly to her husband. In November
2011, the Department proposed a 25-day and 10-day suspension, respectively, for the two officers.

Renorls Issued’

AUD/IP-12-03 Improved Contract Documentation and Monitoring by the Regional Procurement Support
Office Are Needed for Construction Projects Associated with the President's Emergency
Plan for AIDS Relief (PEPFAR)

AUD/FM-12-04 Independent Auditor's Report on the Department of State 2011 and 2010 Special-
Purpose Financial Statements

AUD/FM-12-05 Independent Auditor’s Report on the Department of State 2011 and 2010 Financial
Statements

AUD/IB-12-07 Independent Auditor’'s Report on the Broadcasting Board of Governors 2011 and 2010
Financial Statements

AUD/IT-IB-12-15 Evaluation of the Broadcasting Board of Governors Information Security Program

AUDANT-12-14 Evaluation of the Department of State Information Security Program

AUD/IT-12-16 Evaluation of the United States Section, International Boundary and Water Commission,
Information Security Program

Coming Atiractions for December: Significant Reports Expected To Be Issued

« Audit of Department of State Process to Award the Worldwide Protective Services Contract and
Kabul Embassy Security Force Task Order

¢ Detainee Transfers, Assurances, and Monitoring Compliance Follow-up Review

e Information Technology Contingency Planning (Memo Report)

4 Points of Contact ®1©) \:

For additional information or assistance, please contact one of the following:

Deputy Inspector General Harold Geisel (202) 663
AlG, Audits and MERO Evelyn Klemstine (703) 2
AIG for Inspections Robert Peferson (202) 663
AIG for Investigations Anna Gershman (703) 2

General Counsel Erich Hart (202) 663

AlG, Management, Policy, & Planning David Yeutter (202) 66

Deputy AIG, Palicy, Planning, and Reports Cynthia Saboe (202) 663

Legislative Advisor Tom Burgess (202) 66

OMB Liaison Maura Young (703) 284 /f
N\ v

OIG conducts independent audits, inspections, and investigations to promote effective management, accountability, and positive
change in the Department of State, the Broadcasting Board of Governors (BBG), and the foreign affairs community. OIG
provides leadership to: promote integrity, efficiency, effectiveness, and economy; prevent and detect waste, fraud, abuse, and
mismanagement; identify vulnerabilities and recommend constructive solutions; offer expert assistance to improve Department
and BBG operations; communicate timely, useful information that facilitates decision-making and achieves measurable gains;
and keep the Department, BBG, and the Congress fully and currently informed.

! Selected reports are available at OIG Publications Library. If you wish to schedule a briefing on any of these reports, please
contact Maura Young, OMB Liaison, (703) 284 ]

(b) (6)
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Review of Department of State FY 2011 Drug Control Funds and Related Performance Report for the
Office of National Drug Control Policy

Audit of Broadcasting Board of Governors Compliance with the Improper Payments Information Act
Audit of De partment of State Access Controls for Major Applications

Inspections of U.S. missions in the following countries: France, Haiti, Costa Rica, Singapore, and Brunei
Compliance Follow-up Reviews of U.S. missions in Thailand, Pakistan, and Hong Kong

Inspection of the Bureau of Counterterrorism

Inspection of the Bureau of Diplomatic Security’s Office of Antiterrorism Assistance

Inspection of the Office to Monitor and Combat Trafficking in Persons

Inspection of the Bureau of Information Resource Management's Systems and Integration Office
Inspection the Bureau of Consular Affairs’ Office of Overseas Citizens’ Services

Inspection of the Office of Vehicle Fleet Management

OIG's value added is demonstrated in significant findings, cost efficiencies and savings, actions taken by the
Department in response to OIG work, testimonies, and results of other OIG activities.

OIG Testimony Before the House Oversight and Government Reform Subcommittee

On December 7, 2011, Deputy Inspector General Harold Geisel testified before the House Oversight and
Government Reform Subcommittee on the subject "Oversight in Iraq and Afghanistan: Challenges and
Solutions," including the Department’s readiness to transition to civilian control in Iraq. Additional information
is available at oig.state.gov/testimony.

OIG Audit Recommendations May Result in Government-wide Cost Savings (AUD)

OIG’s August 2011 report Audit of Replacement of Aging Desktop Workstations at the Department of State
with Funds Provided by the American Recovery and Reinvestment Act identified cost savings that may have
Government-wide applicability. The Department agreed with OlG's recommendation to replace computer
monitors every 6 years instead of every 4 years, which, when implemented, will result in annual savings
estimated at $587,000. In addition, the Recovery Accountability and Transparency Board’s manager for
external reporting forwarded a proposal to the Recovery Funds Working Group Committee as to whether
other Federal agencies could benefit from adopting this timeframe for replacing computer monitors.

Positive Assurance of the Department's Process in Awarding Protective Services Contract (AUD)

In response to a request from the U.S. Senate Committee on Homeland Security and Governmental Affairs,
OIG completed the Audit of the Department’s Process to Award the Worldwide Protective Services Contract
and the Embassy Kabul Force Task Order. The audit provided assurance that the process the Department
used to evaluate the contractors’ proposals was performed properly and carried out in accordance with
Federal regulations.

Recommendations to Strengthen Information Technology Contingency Planning (ISP)

In 20 of its last 50 inspections, OIG identified shortcomings in posts’ and bureaus’ information technology (1T)
contingency planning, which directly affects the bureau's or post's ability to operate effectively after an
unforeseen incident such as a power outage, equipment failure, or tsunami. In the memorandum report
Improvements Needed in Information Technology Contingency Planning, OIG recommended that the
Department's Bureau of Information Resource Management track bureau and post compliance with
contingency planning requirements, incorporate contingency planning in Department-wide IT risk scoring



methodology, and include adherence to contingency planning requirements in performance appraisals of
responsible system owners and information management personnel.

Funds Put to Better Use at an Overseas Post (ISP)

In response to recommendations in OIG’s 2011 Inspection of Embassy Warsaw, Poland th e embassy
eliminated a locally-employed staff position,a nd replaced an office management specialist position with an
eligible family member position. These actions will resuit in estimated annual savings of $425,000. The
Department's Bureau of Administration also implemented procedures to factor value-added tax
reimbursements into Embassy Warsaw’s cost of living allowance, which may generate additional annual
savings of $234,000.

Sentencing in Visa Fraud Case (INV)

As previously reported, OIG conducted a joint investigation with other law enforcement officials of a
Department contractor and related party who purchased naturalization certificates from a corrupt employee
of another agency. On December 2, 2011, one subject was sentenced to 2 years’ probation and a $20,000
fine, and the other to 2 years’ probation and a $3,000 fine. In a related case, a third subject involved in
brokering the visas was sentenced to 2 years’ probation and a $70,000 fine.

Reports Issued’
AUDISI-12-17 Audit of the Department's Process to Award the Worldwide Protective Services Contract
and the Embassy Kabul Force Task Order

ISP- {-12-04 Improvements Needed in Information Technology Contingency Planning (Memorandum
Report)

ISP-S-12-02 Compliance Follow-up Review of Detainee Transfers, Assurances, and Monitoring

ISP- 1-12-05 Special Review of Management of Security Operations at Embassy Stockholm

QQ&JL&A&QQWLJQMQLZ Significant Reports Expected To Be Issued

Management Letter Related to the Audit of the Broadcasting Board of Governors 2011 and 2010
Financial Statements

* Independent Review of the U.S. Department of State Accounting of FY 2011 Drug Control Funds and
Related Performance Report

¢ Review of Best-Value Contracting for the Department of State Local Guard Program and the Utility of
Expanding the Policy Beyond High-Threat Posts in Iraq, Afghanistan, and Pakistan

» Inspection of Embassy Algiers, Algeria

Points of Contact (b) (6) N\
For additional information or assistance, please conlact one of the following:

Deputy Inspector General Harold Geisel (202) 663
AlG, Audits and MERO Evelyn Klemstine (703) 284
AIG for Inspections Robert Peterson  (202) 66
AlG for Investigations Anna Gershman (703) 284

General Counsel Erich Hart (202) 663
AIG, Management, Policy, & Planning David Yeutter {202) 66
Deputy AIG, Policy, Planning, and Reports Cynthia Saboe (202) 663
Legislative Advisor Tom Burgess (202) 66

\ OMB Liaison Maura Young (703) 284 “ .. )
Z

OIG conducts independent audits, inspections, and investigations to promote effective management, accountability, and positive
change in the Department of State, the Broadcasting Board of Govemnors (BBG), and the foreign affairs community. OIG
provides leadership to: promote integrity, efficiency, effectiveness, and economy; prevent and detect waste, fraud, abuse, and
mismanagement; identify vulnerabilities and recommend constructive solutions; offer expert assistance to improve Department
and BBG operations; communicate timely, useful information that facilitates decision-making and achieves measurable gains;
and keep the Department, BBG, and the Congress fully and currently informed.

! Selected reports are available at OIG Publications Library. If you wish to schedule a briefing on any of these reports, please
contact Maura Young, OMB Liaison, (703) 284}

(b) (6)



Office of Inspector General
United States Department of State and
Broadcasting Board of Governors

OIG Monthly Update
January 2012

= Audit of the Corrgction Systems Support Program in Afghanistan

» Compiiance Review of Office of inspectar General Report on Trafficking in Fersons in the
Gulf Region

« Audit of the U.S. Department of State Use of Short-Term Leases Qverseas

QIG Value Added

OIG’s value added is demanstrated in significant findings. cost efficiencies and savings, actions taken
by the Department in response fo OIG work, testimonjes, and resuits of other OIG activities.

Recommendations to Strengthen Embassy Controls (ISP)

During is Inspection of Embassy Algiers. Algeria, OIG found that management controls were
weak due to the absence of standard operating procedures, insufficient coltaboration among
units, and chronic probiems in recruiting qualified American officers. Controls at the mission are
particuiarly important given that the Depariment had recently uncovered malfeasance,
mismanagement, and embezziement that cost the U.S. Government hundreds of thousands of
dollars. OIG recommended that the mission revise procedures relating to vendor payments,
receiving, and bulk fuel, and automate certain procurement and financial management funclions.

Reports lssued!(Reports in bold include a separate classified Security Managemen! Annex.)

AUDIMERQG-12-18  Evaluation of Emergency Action Pians for Embassy Baghdad and Consutates
General Basrah and Erbil

AUD/IB-12-08 Management Letter Related to the Audit of the Broadcasting Board of
Governors FY 2011 and 2010 Financial Statements

AUDIFM-12-18 independent Review of the U.S. Department of State Accounting of FY 2011
Drug Control Funds and Related Performance Report

1SP-1-12-07 Inspection of the Bureau of Administration, Global information Services, Global
Publishing Solutions

ISP-1-12-06A Inspection of Embassy Algiers, Algeria

Goming Altractions for Februgry: Significant Reports Expected To Be Issued

« Special Review of the Keystone XL Pipeiine Permit Process
« Evaluation of the Antiterrorism Assistance Program for Countries Under the Bureaus of Near
Eastern Affairs and South and Central Asian Affairs

: Selected reports are available at LG Publizations Library. I you wish to scheduie a briefing on any of these reports,
please contact Maura Young, OMB Liaison, (703) 284l
(b) (6)



Financial Statements
Utility of Expanding the Policy Beyon

Inspection of Embassy Nassau, The

Management Letter Related {o the Audit of the Department of State FY 2011 and 2010

Review of Best-Value Contracting for the Department of State Local Guard Program and the

d High-Threat Posts in Irag, Afghanistan, and Pakistan

Inspection of Embassy Caracas, Venezuela

Bahamas

Points of Contact

For additional information or

Deputy Inspector General

AlG for Audits and MERO

AIG for Inspections

AlG for investigations

Generai Counsel

AlG for Management, Policy, & Planning
Deputy AIG, Palicy, Planning, and Reports
Legisiative Advisor

OMB Liaison

(b) (6)
assistance, please contact one of the following

Harold Geisel (202) 663
Evelyn Klemstine (703) 284

Robert Peterson  (202) 663
Anna Gershman ({703) 284

Erich Hart {202) 883

David Yeutter (202) 663

Cynthia Saboe {202) 66

Tom Burgess (202) 683

Maura Young

OIG conducts independent audits, inspections, and in

vestigations to promote effective management, accountability, and

positive change in the Depariment of State. the Broadcasting Board of Governors (BBG), and the foreign affairs

community. OIG provides leadership to: promote inte
waste. fraud, abuse. and mismanagement; identify vu

grity. efficiency, effectiveness, and economy; prevent and detect
Inerabilities and recommend constructive solutions; offer expert

assistance to improve Depariment and BBG operations; communicate timely, usefui information that facilitates decision-
making and achieves measurable gains: and keep the Depariment, BBG. and the Congress fully and currently informed.




Office of Inspector General
United States Department of State and
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OI1G Monthly Update

+ Review of iragi Refugee Admissions (Congressional Request)

QIG Value Added

0IG’s value added is demonstrated in significant findings, cost efficiencies and savings, actions taken by the
Department in response to OIG work, testimonies, and results of other OIG activities.

Keystone XL Pipeline Permit Process (AUD)

In response to a congressional request, 0!G conducted a special review of the Keystone XL pipeline permit
process to determine whether the Department adequately complied with Federal laws and regulations relating
to the process. OIG found that the Department properly conducted its review of the application for the permit,
but that improvements could be made. OIG recommended that the Department: maximize its controf of each
step in the process and minimize the permit applicant’s role; fill at least one full-time Civil Service position that
is responsible for handling the National Environmental Policy Act process with staff who have experience and
expertise in this area; and modify its process for selecting third-party contractors to reduce the appearance of
conflicts of interest. The Department agreed with OlG's recommendations.

Review of Methods for Awarding Local Guard Contracts at Overseas Missions (AUD)

In response to a congressional request, OIG examined methods for awarding contracts for local guard
services at overseas missions. OIG found that the current requirement to use the lowest-price bid from ali
technically-acceptable firms resulted in selecting companies that did not always provide the best security,
necessitating significant embassy oversight. OlG determined that using best-value contract competition at
overseas missions couid resuit in more technically-quatlified vendors and reduce Department oversight
requirements.

Recommendation to Terminate a $15-Million Assistance Program in Beirut (ISP)

In its Inspection of Embassy Beirut, Lebanon, OiG found shortcomings in embassy leadership that inhibited
efficient operations. OIG recommended that the embassy terminate a 315 million assistance program;
implement procedures to document whether grants totaling $3.9 million were meeting intended purposes;
outsotirce a position and certain voucher-processing functions to a regionaf center; eliminate one position; and
tighten controls over information systems and inventory functions.

Recommendations to Reduce Staffing and Property for Potential Savings Exceeding $7 Million (ISP)
During the inspection of the Amenican Institute in Taiwan, OIG recommended the mission sell three properties,
including a vacation cottage valued at $2.6 million used by employees for recreational purposes, a summer
house in disrepair valued at $1 million, and office space valued between $2.8 and $16 million. OIG also found
the consular section was overstaffed, and recommended that the mission eliminate two direct-hire and four
locally-employed staff positions, which couid result in an additional $733,000 in funds put o better use.

Recommendations to improve Embassy Operations (ISP}

in the Inspection of Embassy Nassau, The Bahamas, O1G found {eadership and mismanagement problems
caused, in part, by the Ambassador’s preference to work from her residence and extensive travel out of
country, which exceeded Department standards. The Ambassador resigned after the inspection. OIG also
found that the mission poorly managed establishment of a consular agency, wasting $41,000. OIG
recommended that the Department: convert a direct-hire position into an eligible family-member position,



which would allow the Department to put $5600,000 to better use; consider eliminating certain embassy cashier
services; and improve controls over bill payments, position descriptions, and gift reporting.

Sentencing of Contract Employee for Conspiracy to Steal U,S. Government Property (INV)

OIG conducted a joint investigation with other law enforcement agencies of a contract employee who
conspired to steal Department equipment related to his work in Baghdad, irag. The investigation determined
that the contractor planned with other co-conspirators to steal a truck and a generator, and arranged for them
to be sold in the black market. When interviewed, the subject admitted to participating in this scheme to
defraud the government. in November 2011, the subject pleaded guilty to conspiracy to commit theft of
Government property. On February 21, 2012, the subject was sentenced to 5 months' incarceration and 3
years of supervised release, and was ordered to pay $12,000 in restitution to the Department.

Reports Issued’ (Reports in boid include a separate classified Security Management Annex.)

AUD/CG-12-24 Survey of Broadcasting Board of Governors Suspension and Debarment Process

AUD/CG-12-27 Review of Best-Value Contracting for the Department of State Local Guard Program and the
Utility of Expanding the Policy Beyond High-Threat Posts in Irag, Afghanistan, and Pakistan

AUD/SI-12-28 Special Review of the Keystone XL Pipeline Permit Process

AUD/HCI-12-30 Audit of Department of State Drug-Free Workplace Program Plan

ISP--12-08A Inspection of Embassy Nassau, The Bahamas

ISP-1-12-09A Inspection of Embassy of Caracas, Venezuela

ISP-1-12-10A Inspection of Embassy Beirut, Lebanon

1SP-1-12-11A Inspection of Embassy Hanoi and Consulate General Ho Chi Minh City, Vietnam

ISP-1-12-12A Inspection of the American Institute in Taiwan

QQIMKQ&HQB&&LMH Significant Reports Expected To Be Issued

Limited Inspection of Broadcasting Board of Governors Operations in Vietnam, Memorandum Report
» Limited Inspection of Broadcasting Board of Governors Operations in Taiwan, Memorandum Report
« Inspection of the Bureau of Educational and Cultural Affairs
e Audit of the Broadcasting Board of Governors Compliance with the improper Payments information Act
=  Audit of the Department of State Compliance with the Improper Payments Information Act
» Audit of Funding Provided by the American Recovery and Reinvestment Act for the Bureau of Consular
Affairs Passpornt Facilities Project

4 . (b) (6) N

Points of Contact
For additional information or assistance, please contact one of the following:

Deputy inspector General Harold Geisel (202) €63
AIG for Audits and MERO Evelyn Kiemstine (703) 284
AIG for inspections Robert Peterson  (202) 663
AIlG for Investigations Anna Gershman (703) 284

General Counse! Erich Hant (202) 663
AlG fcr Management, Policy, & Planning David Yeutter (202) 863
Deputy AlG, Policy, Planning, and Reports Cynthia Saboe (202) 863
Legislative Advisor Tom Burgess (202) 663
\‘ OMB Liaison Maura Young (703) 284

AN
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OIG conducts independent audits, inspections. and investigations to promote effective management. accountabilily, and positive
change in the Department of State, the Broadcasting Board of Governars (BBG), and the foreign affairs community. OIG provides
leadership to: promote integrity, efficiency. effectiveness, and economy; prevent and detect waste, fraud, abuse, and
mismanagement; identify vulnerabiiities and recommend constructive solutions; offer expert assistance to improve Department
and BBG operations; communicate timely. useful information that facilitates decision-making and achieves measurable gains; and
keep the Department, BBG. and the Congress fuity and currently informed.

Selected reports are available at DIG Pubiications Library. If you wish to schedule a briefing on any of these reports, please
contact Maura Young, OMB Liaison, (703) 284-

(b) (6)




Office of Inspector General
United States Department of State and
Broadeasting Board of Governors

OIG Monthly Update
March 2012

+ Inspection of the U.S. Mission to the Organization for Economic Cooperation and Development

« Inspection of the U.S. Mission to the United Nations Educational, Scientific, and Cultural Organization

+ Evaluation of Department of State Implementation of Executive Order 135286, Classified National
Security Information

» Audit of Department of State Oversight and Reporting of U.S. Government Contributions to the Global
Fund

e Audit of the Nonproliferation and Disarmament Fund Controis Over Contracting and Project
Management and Integrity of Financial Data

+ Audit of the Information Security Program at the Department of State

e Audit of the Information Security Program at the International Boundary and Water Commission

¢ Audit of the Information Security Program at the Broadcasting Board of Governors

« Audit of Bureau of Diplomatic Security Worldwide Protective Services Contracts in Irag

QIG Value Added

OIG's value added is demonstrated in significant findings, cost efficiencies and savings, actions taken by
the Department in response to OIG work, testimonies, and results of other OIG activities.

OIG Testimony Before the House Committee on Oversight and Government Reform

On March 27, 2012, OIG testified before the House Committee on Oversight and Government Reform on
the subject “Human Trafficking and Abusive Labor Practices Involving Third-Country Nationals Hired to
Perform Services Under Contracts or Subcontracts to the Federal Government on Overseas Contracts.”
Evelyn Klemstine, Assistant Inspector General for Audits, testified along with other representatives from the
Department of State and the Department of Defense. Additional information is available at

cig.state govitestimeny 2012,

Recommendations to Improve Exchange Program Oversight and Accountability (ISP)

In its inspection of the Bureau of Educational and Cultural Affairs (ECA), OIG made 78 recommendations to
address longstanding institutional weaknesses in ECA’s programs. ECA had a program budget of $633
million, supplemented by $121 million from other sources, to increase mutual understanding between
peoples of the United States and other countries by means of educational and cultural exchanges. 0iG
found that exchanges had proliferated with minimal strategic planning or oversight, and ECA was struggling
to oversee more than 1,200 sponsor organizations. OlG recommended strengthening strategic planning
mechanisms; eliminating or transferring to the Department of Labor aff non-cultural and non-educational
work programs; strictly limiting the summer work travel program untii ECA can provide proper oversight;
restructuring the Bureau of International Information Programs’ executive office to improve management
oversight and efficiency; and implementing proper monitoring, evaluation, and grants funds oversight.

Recommendations to Reduce Waste in the Tri-Missions in Vienna (ISP)

In its inspections of Embassy Vienna, the U.S. Mission to the Organization for Security and Cooperation in
Europe, the U.S. Mission to International Organizations in Vienna, and Tri-Mission Vienna Joint
Management Office, OIG commended the missions for advancing high-priority foreign policy goals. OIG



also identified areas for improvement, and recommended that the missions assign space more judiciously
to address safely shortcomings and reduce maintenance costs, eliminate six unneeded positions, and
improve internal controls over the American Employees' Association.

Reports Issued ! (Reports in bold include a separate classified Security Management Annex.)

AUD/FM-12-06 Management Letter Related to the Audit of the U.S. Department of State FY 2011
Financial Statements

AUD/CG-12-25 Audit of Funding Provided by the American Recovery and Reinvestment Act for the
Bureau of Consular Affairs Passport Facilities Project

AUD/FM-12-31 Audit of Department of State Compiiance with the improper Payments information
Act

AUD/B-12-32 Audit of Broadcasting Board of Governors Compliance with the Improper Payments
information Act

1SP-I-12-15 Inspection of the Bureau of Educational and Cultural Affairs

ISP--12-16A Inspection of Embassy Vienna, Austria

ISP-1-1217A Inspection of the U.S. Mission to Internationat Organizations in Vienna

ISP-1-12-18A Inspection of the U.S. Mission to the Organization for Security and
Cooperation in Eurape

ISP-{-12-19A inspection of the Tri-Mission Vienna Joint Management Office

{SP-C-12-20 Compliance Followup Review of Embassy Copenhagen, Denmark

Coming Aftractions for Apiil: Significant Reports Expected To Be Issued

« Limited-Scope Audit of Department of State Management of the Afghanistan Civilian Uplift

(b) (6) N\

For additional information or assistance, please cantact one of the following:

/’

Points of Contact

Deputy Inspector Generat Hargld Geisel (202} 663
AlG for Audits and MERO Evelyn Klemstine (703) 284

AlG for inspections Robert Peterson  (202) 663
AlG for investigations Anna Gershman (703) 284
General Counsetl Erich Hart {202} 663 F s ot 00V
AlG for Management, Policy, & Pianning David Yeutter {202) 663
Deputy AIG, Policy, Planning, and Reports Cynthia Szboe (202) 653

Legisiative Advisor Tom Burgess (202) 663
\\\ OMB Ligison Maura Young (703) 284

0QIG conducts independent audits. inspections, and mnvestigations to promote effective management, accountabitity, and
pasitive change in the Department of State, the Broadcasting Board of Governors {BBG}, and the foreign affairs community.
OIG provides {eadership to: promote integrity, efficiency, effectiveness, and economy; prevent and detect waste, fraud, abuse,
and mismanagement; identify vulnerabilities and recommend constructive soiutions; offer expert assistance to improve
Department and BBG operations; communicate timely, usefui information that facilitates decision-making and achieves
measurable gains; and keep the Depantment, BBG, and the Congress fully and currently informed.

! Selected reponts are available at QiG Pubtications Library, If you wish to schedule a briefing on any of these reports, piease
contact Maura Young, OMB Liaison, {(703) 284-A

(b} (8)
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OIG Monthly Update

o Audit of Bureau of international Narcotics and Law Enforcement Affairs Law Enforcement Refarm
Program in Pakistan

« Audit of Department of State Compliance with Physical Security Standards and Measures Taken to
Address Threat Levels at Selected Overseas Posts

» Inspection of the Foreign Service Institute

+ Inspection of the Bureau of Administration, Global infarmation Services, information Programs and
Services

= Inspections of the foliowing embassies: Bucharest. Romania; Lisban, Portugal; Liubljana, Slovenia;
Lusaka, Zambia; Madrid, Spain; and Prague, Czech Republic

« Inspection of Radio Free Europe/Radio Liberty

+ Inspection of the American Institute in Taiwan, Washington

» Inspection of Embassy Nairobi and the U.S. Mission ta the United Nations Environment Programme,
Kenya

» inspection of the Somali Affairs Unit, Nairobi, Kenya

« Inspection of Voice of America's Operations in Nairobi, Kenya

QUG Yalue Added

OIG’s value added is demonstrated in significant findings, cosl efficiencies and savings, actions laken by
the Department in response to OIG work, testimonies, and resulls of other OIG aclivities.

0OIG Testimony Before the Senate Committee on Homeland Security and Government Affairs

On Aprit 17, 2012, Deputy Inspectar General Harold Geisel testified before the Senate Committee on
Homeland Security and Government Affairs Ad Hoc Subcommittee on Contracting Oversight. The subject
of the hearing was: “Effects on Inspector General Oversight of S. 2139, the ‘Comprehensive Contingency
Contracting Reform Act Of 2012."" Deputy Inspector General Geisel testified along with the Acting
Inspectors General of the Department of Defense (DOD) and U.S. Agency for international Development
(USAID), and other officials from the Department of State, DOD, and USAID. Additional information is
available at oig.state. govitestimony 2012,

Recommendations to Strengthen the Department’s Antiterrorism Assistance Programs (AUD)

In the Evaluation of the Antiterrorism Assistance Program for Countries Under the Bureaus of Near
Eastern Affairs and South and Central Asian Affairs, OlG found that in FY 2010, the Department’s
antiterrorism assistance (ATA) program trained nearly 2,700 participants from countries in North Africa,
the Middle East, and South and Central Asia at a cost of approximately $1,800 per student per day of
training. However, the Department could not determine the ATA program’s effectiveness because it had
not developed measurabie, outcome-oriented program objectives or impiemented a mechanism for
program evaiuation O!G recommended the establishment of a monitoring and evaluation system with
clearly defined and measurable outcome-oriented goais, objectives, and performance indicators;
definition and consistent application of a threshold for sustainability; establishment of a consuitative
process within the Department when determining eligible countries for the ATA program; implementation




of a standardized reporting process for in-country oversight of ATA training contracts; establishment of a
process to determine whether equipment to be provided to a country is appropriate: and a review of the
types, utility, and appropriate disposition of the iraq ATA Program equipment in storage.

Annual Reduction of $75,000 in Leasing Costs at Embassy Overseas (ISF)

During its 2010 Inspection of Embassy Colombo, OIG recommended that U.S. Government agencies
combine furniture and appliance pools for a more efficient use of inventories and to reduce required
warehouse space, The embassy complied with OIG’s recommendations, resulting in annua! funds put to
better use of $75,000.

Guilty Piea in Embezzlement Case (INV)

QIG conducted a joint investigation with the Washington Metropotitan Police Department based on
information received from the Department about a company participating in the International Visitor’s
Leadership Program. An external audit of the company disclosed that a former senior financial officer
embezzled grant funds of more than $36,000 and more than $80,000 in other company funds. When
interviewed, the subject admitted to embezzling a total of $140,000. On Aprit 20, 2012, the subject
pleaded guilty to theft in District of Columbia Superior Court. Sentencing is scheduled for July 2012.

Repod Issued ' (Reports in bold include a separate classified Security Management Annex.)

AUD/MERQ-12-29  Evaluation of the Antiterrorism Assistance Program for Countries Under the
Bureaus of Near Eastern Affairs and South and Central Asian Affairs

Coming Alfractions for May: Significant Reports Expected To Be Issued

+ Audit of Depantment of State Use of Consular Fees Collected in Support of the Border Security
Program
¢ Audit of Depantment of State Access Controls for Major Applications

4 (b) (6) ™\

For additionaf information or assistance, please cantact one of the following:

Points of Contact

Deputy Inspectar Generat Harold Geisel (202) 683
AlG for Audits and MERQ Evelyn Klemstine (703) 284
AlG for Inspeciions Robert Petersan  (202) 883
AlG for Invesligations Anna Gershman (703} 284
General Counsel Erich Hart (202) 663

AlG for Management, Policy, & Planning David Yeutter (202) 663
Deputy AIG, Palicy, Pianning, and Reports Cynthia Saboe (202) 863
Legisiative Advisor Tom Burgess (202) 663
OMB Liaison Maura Young (703} 284 Osiste.ooy

- /

o

0iG conducts independent audits, inspections. and investigations to promote effective management, accountabiiity, and
positive change in the Department of State, the Broadcasling Board of Governors (BBG), the U.S. International Boundary
and Water Commission, and the foreign affairs community. OIG provides leadership to: promote integrity, efficiency,
effectiveness. and economy; preven: ang detect waste, fraud, abuse, and mismanagement; identify vulnerabiiities and
recommend constructive solutions; offer expert assistance to improve Department end BBG operations; communicate timely,
useful information that facilitates decision-making and achieves measurable gains; and keep the Department. BBG, and the
Congress fully and currently informecd.

! Selected reponts are available at (3iG Fublications Library  if you wish to schedule 2 briefing on any of these reports,
please contact Maura Young, OMB Liaison, (703) 284l

(b) (6)
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+ Inspection of the international Broadcasting Bureau, Regional Marketing and Program Piacement Office,
Prague

QIG Value Added

QIG’s value added is demonstrated in significant findings, cost efficiencies and savings, actions taken by the
Department in response to OIG work, testimonies, and resuils of other OIG aclivities.

Recovery of $2 Million by Department Relating to Contractor Charges in Afghanistan (AUD)

in the 2007 audit report Accounting for Government-Owned Persanal Property Held by Selected Contractors
in Afghanistan, QOIG identified charges on the contractors’ vouchers for items not specified in the task orders
or included in the contractors' pricing proposals. As a resuilt of QIG's recommendations and the
Department’s subsequent reconciliations, the Department recovered more than §2 mitlion from one
contractor for trucks, materials, and the appiicable fixed fee.

Recommendations to Scale Back Resource Commitments in Pakistan (ISF)

in the Compliance Follow-up Review of Embassy Islamabad and Constituent Posts, O1G found that large
resource increases and major construction projects were in process as part of a 2009 grand engagement
strategy, despite a rapidly-changing bifateral relationship that most expect will be much less ambitious and
more focused. O!G recommended that the mission scale back projected staffing increases, and current and
proposed construction projects which exceed $1 billion. OIG also found that harassment and abstructionism
of U.S. diplomats has affected mission operations, but had not been given the priority deserved.

Recommendations to Reduce Positions and Improve Operations at Overseas Embassy (ISP)

In the recent /nspection of Embassy San José, Costa Rica, OIG recommended reductions in the information
management and financial management offices, which would result in $567,000 in funds put to better use.
QIG also recommended that the mission strengthen processes for travel crders, sending and filing
messages, and reguiarly reviewing fuel and oil consumption records to detect potential mechanical probiems
with vehicles and theft or misappropriation of fuei.

Special Review Relating to Refugees Charged as Terrorists (ISP)

in response to a Congressional request, OIG reviewed Department activities related to certain refugees who
were admitted into the United States, given Government benefits, and subsequently charged with terrorism-
related offenses. In its review, OIG found that the Department has a limited role in the security screening
process for refugees, and that procedures in effect at the time did not identify any derogatory information that
should have raised red flags regarding these refugees. QiG found some minor discrepancies in the records
related to these cases that could be aftributed to human error, but the errors did not affect the outcome of the
screening and admissions process. OIG determined that there is no realistic means by which funds provided
to refugees (other than travel ioans) can be collected if refugees prove to be terrorists. Since the time these
refugees were admitted, the Depantment of Homeland Security has significantly enhanced security screening
procedures, further tightening the entry process for all refugees.



Bepeorts Issued ! (Reports in bold include a separate classified Security Management Annex.)

AUD/SI-12-36  Limited-Scope Audit of Department of State Management of the Afghanistan Civilian Upiift

ISP-1-12-21 Inspection of the Bureau of Consular Affairs, Directorate of Overseas Citizens Services,
Office of Children’s Issues, Office of Policy Review and Interagency Liaison, and the
Planning, Programs, and Systems Liaison Division

1ISP-{-12-22 Review of Department of State Activities Concerning the Processing of Refugee Applications
and the Provision of Refugee Benefits to iragi Refugees Later Accused of Terrorism-Related
Offenses

18P-i-12-23A  Inspection of Embassy San José, Costa Rica

1SP-1-12-24A  Inspection of Embassy Port-au-Prince, Haiti

1SP-1-12-25A  Inspection of Embassy Paris, France, and Constituent Posts

1SP-1-12-26 Inspection of the U.S. Mission to the United Nations Educational, Scientific, and Cultural
Organization, Paris, France

1ISP-1-12-27 Inspection of the U.S. Mission to the Organization for Economic Cooperation and
Development, Paris, France

ISP-C-12-28A Compliance Follow-up Review of Embassy Islamabad, Pakistan, and Constituent
Posts

Q_QW&[QQI}QW Significant Reports Expected To Be Issued

Audit of the International Boundary and Water Commission, United States and Mexico, U.S. Section,
2011 and 2010 Financial Statements

+« Management Letter Related to the Audit of the International Boundary and Water Commission,
United States and Mexico, U.S. Section, 2011 and 2010 Financial Statements

« Review of the Costs Charged to Iraq Democracy-Building Grants Awarded to the international
Republican institute During FYs 2004-2010

« Audit of Bureau of Oceans and International Environmental and Scientific Affairs Administration and
Oversight of Funds Dedicated to Address Global Climate Change

e Audit of Contracting Officers Exceeding Delegated Procurement Authority for Overseas Contract
Awards

»  Audit of Department's Use of Consular Fees Collected in Support of the Border Security Program

« Inspection of the Bureau of information Resource Management's Systems and Integration Office

« Compliance Follow-up Review of Consulate General Hong Kong, China

/ Points of Contact (b) (6) \\

For additional information or assistance, please contact one of the following:

Deputy Inspector General Harold Geisel {202) 663
AlG for Audits and MERO Evelyn Kiemstine (703) 284
AlG for Inspections Robert Peterson  {202) 663
AlG for Investigations Anna Gershman (703) 284
General Counsel Erich Hart {202) 853
AIG for Management, Policy, & Planning David Yeutter (202) 663
Deputy AlG, Policy. Planning, and Reports Cynthia Saboe (202) 863
Legislative Advisor Tom Burgess {202) 663 [@siate gov

\ OMB Liaison Maura Young (703) 284 Estate qov /j

OIG conducts independent audits, inspections, and investigations to promote effective management. accountability, and positive
change in the Department of State. the Broadcasting Board of Governors {8BG), the U.S. international Boundary and Water
Commission, and the foreign affairs community. OIG provides leadership to: promote integrity. efficiency, effectiveness, and
economy: prevent and detect waste, fraud, abuse, and mismanagement; identify vulnerabilities and recommend constructive
solutions; offer expert assistance to improve Department and BBG operations; communicate timely, useful information that
facilitates decision-making and achieves measurable gains; and keep the Depantment, BBG, and the Congress fully and
currently informed. -

i Selected reports are available at 031G Pubiications Library. If you wish to schedule a briefing on any of these reports, please
contact Maura Young. OMB Liaisor, (703) 284l
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s Audit of Impiementation of the Baghdad Master Plan
* Audit of Office of Medical Services Contracting Practices for Continuing Medical Education

QIG Value Added

OIG's value added is demonstrated in significant findings, cost efficiencies and savings, actions taken by
the Department in response fo OIG work, testimonies, and results of other QIG activities.

OIG Testimony Before the House Committee on Oversight and Government Reform

On June 28, 2012, Deputy Inspector Generai Harold W. Geisel testified before the House Committee on
Oversight and Gavernment Reform. The title of the hearing was: "Assessment of the Transition from a
Mititary to a Civilian-Led Mission in Iraq." Deputy Inspector General Geisel testified on a pane! ajong with
representatives from the U.S. Government Accountability Office, the Special Inspector General for irag
Reconstruction, and the Offices of inspector General for the Department of Defense and the U.S. Agency
for International Development ({U4SAID). Anocther panel inciuded testimony from officials from the
Department of State, Department of Defense, and USAID. Additional information is available at

oig.state goviiestimony 2012

Recommendations to Improve Tracking of Contracts and Security of Information (ISP}

In the recent /nspection of the Bureau of Information Resource Management, Systems and Integration
Office, OIG found thai the Department had inadequate monitoring procedures and controls in piace for
contracts totaling more than $182 million. OIG also found that the SharePoint application, for which the
Department has spent $16 miilion to date, has become a mission-critical tooi for the Department,
increasing from approximately 200 sites in 2008 to more than 25,000 sites in 2012. In its report, OIG
recommended that the Department establish a central repository for all contracts and reiated
documentation; reevaluate the SharePoint application from a security standpoint, based on its current
scope and use: and review the model of the Nationai Institute of Standards and Technology as the
Department considers adopting cloud computing.

Proposed Suspension of Supervisor Resuiting from OIG Investigation (INV)

QIG investigated a supervisory Department employee who functioned as a contracting officer’s
representative. The investigation determined that the employee violated several regulations by creating
the appearance of using public office for private gain. exceeding the scope and authority of his
contracting warrant, and viewing and transferring sexuaily explicit material on his Government computer.
On June 13, 2012, the Bureau of Human Resources proposed a ten-day suspensian for the supenvisor.

Reports. Issued ' (Reports in bold inciude a separate classified Security Management Annex.)

AUD-CG-12-33 Audit of Contracting Officers Delegated Procurement Authority for Overseas Contract
Awards

: Selected reports are available at $i Publications Lizrary. H you wish to schedule a briefing on any of these reports.
please contact Maura Young. OMB Liaison. (703) 284

(b) (6)




AUD/FM-12-37 independent Auditor's Report on the |

United States and Mexico, U.S. Sec

nternationai Boundary and Water Commission,
tion, 2011 and 2010 Financial Statements

AUD/FM-12-38 Management Letter Rel

Commission, United States and Mexico, U.S. Section, 2011

Statements

ISP-C-12-29A Compliance Followup Review of Consulate General

ated to the Audit of the international Boundary and Water
and 2010 Financia!

Hong Kong, China
ource Management, Systems and Integration

y Bangkok and Consulate General Chiang

owup Review of Broadcasting Board of Governors' Operations, Thailand

ISP-1-12-30 inspection of the Bureau of Information Res
Office
ISP-1-12-31 Inspection of the Bureau of Diplomatic Security, Office of Antiterrorism Assistance
ISP--12-32A  Inspection of the Bureau of Counterterrorism
ISP-C-12-33A Compliance Followup Review of Embass
Mai, Thailand
ISP-1B/C-12-34 Compliance Foll
ISP-I-12-35A  Inspection of Embassy Bandar Seri Begawan, Brunei
ISP--12-36A  Inspection of Embassy Singapore, Singapore

Coming Attractions for July: Significant Reports Expected To Be Issued

Audit of the intelligence Community information Sec

Contract

Karachi, Lahore, and Peshawar

Audit of Department of State Access Controls for Major Applications

urity Program at the Department of State

Evaluation of Invoices and Payments for the Embassy Baghdad Operations and Maintenance
Evaiuation of the Local Guard Force Contract for Embassy islamabad and Consulates General

Audit of Bureau of Oceans and international Environmental and Scientific Affairs Administration

and Oversight of Funds Dedicated to Address Global Climate Change

Republican Institute During FYs 20042010

Security Program

Review of Costs Charged to Irag Democracy-Building Grants Awarded to the International

Audit of the Depariment of State Use of Consular Fees Collected in Support of the Border

Deputy Inspector General

AIG for Audits and MERO

AIG for Inspections

AlG for Investigations

General Counsel

AlG for Management, Policy, & Pianning
Deputy AlG, Policy, Planning, and Reports
Legisiative Advisor

OMB Liaison

Robert Peter

Erich Han

Points of Contact
For additional information or assistance, please contact one of the following:

Harold Geisel
Evelyn Kiemstine (202) 683

Anna Gershman (202) 663

David Yeutter
Cynthia Saboe
Tom Burgess
Maura Young

(b} ()

(202) €83

san  {202) 683
(202) 663
(202) 863
(703) 284
(202) 663
(703) 284

OIG conducts independent audits, inspections, and investigations to promote eflective management. accountabifity, and

positive change in the Department of State, the Broadcasting Board of Gavernors (BBG). the U.S. international Boundary
and Water Commission, and the fareign affairs community. OIG provides feadership to: pramote integrity, efficiency,
effecliveness, and economy; prevent and detect waste, fraud, abuse, and mismanagement; identify vulnerabilities and
recommend constructive solutions; offer expert assistance to improve Depariment and BBG operations; communicate timely,
usefut information that facilitates decision-making and achigves measurabie gains; and keep the Department, BBG, and the

Congress fulfy and currently informed.



Office of Inspector General
United States Department of State and
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OIG Monthly Update
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» Audit of the Department of State Applicaiion of the Procurement Surcharge to Achieve Key
Procurement Shared Services Goals

*  Audit of Office of Medical Services Contracting Practices for Continuing Medicai Education Services

« Safe-Havening Families of Department of State Employees Serving in Afghanistan, iraq, and
Pakistan (Inspection Memorandum Report)

QIG Yalue Added

OIG's value added is demonstrated in significant findings. cost efficiencies and savings, actions taken
by the Department in response fo QIG work, testimonies, and results of other OIG activities.

Department Action to Improve Administration and Oversight of Climate Change Programs (AUD)

In the recent Audit of Bureau of Oceans and International Environmental and Scientific Affairs
Admirystration and Oversight of Funds Dedicated to Address Global Climate Change, OIG found
several areas that require greater management attention i order to improve the Department's
administration and oversight of climate change programs, totaling $214 mittion in programmed funds
during Fiscal Years 2006-2010. In its report, OiG recommended that the Department conduct data
quality assessments, account for $600,000 in Economic Support Funds awarded to the U.S. Agency for
International Development, and improve the overall management of grants and interagency agreements
by developing and issuing standardized Department policies and procedures. In response to OIG's
report, the Department convened a working group to facilitate compliance with OiG's recommendations.
Based on the Department's responses, OiG considers all 18 of the report’s recommendations resoived,
pending documeéntation.

Recommendations to Strengthen Department’s Office to Combat Trafficking in Persons (ISP)

In its recent (nspection of the Office to Monitor and Combat Trafficking in Persons, OiG found that
fundarnental tensions hinder Department collaboration on anti-trafficking goals, and contribute to poor
resource aliocation. QiG recommended that the Department address leadership and management
challenges in the Office to Monitor and Combat Trafficking in Persons, including internal
communications, work prioritization, resource planning, and training, as well as insufficient staffing to
support the annual Trafficking-in-Persons report-drafting process. DIG alsa recommended efiminating
the backiog of definquent grants awaiting closeout.

Sentencing of Former Department Employee {(INV)

OIG conducted a joint investigation with the OIG of another agency of a Department employee who
provided faise statements in order to quaiify for a Federal Housing Administration (FHA) mortgage loan.
The investigation determined that the empioyee created or altered false leave and earnings statements,
W-2 forms, bank stalernents, and child support checks, and submitted them in order to obtain an FHA-
insured mortgage loan for $390,837. On January 4, 2012, the employee resigned from the Department.
On Juiy 9, 2012, the former employee was sentenced in L.S. District court to 8 months of home
detention and 36 months probation, and was ordered to pay $1,000 in restitution.




Reports lssued (Reports in bold include a separate classified Security Management Annex.)

AUD-CG-12-40  Audit of Bureau of Oceans and International Environmental and Scientific Affairs
Administration and Qversight of Funds Dedicated to Address Giobal Climate Change

AUD-CG-12-35  Rewview of Costs Charged to Irag Democracy-Building Grants Awarded to the
International Republican institute During Fiscal Years 2004-2010

iSP-1-12-37 Inspection of the Office to Monitor and Combat Trafficking in Persons

Soming Atfractions for August: Significant Reports Expected To Be Issued

* Audit of Department of State Access Controls for Major Applications

= Evaluation of Invoices and Payments for the Embassy Baghdad Operations and Maintenance
Contract

» Evaluation of the Local Guard Force Contract for Embassy Islamabad and Consulates General
Karachi, Lahore, and Peshawar

s Compfiance Followup Review of Department of State Contracts to Assess the Risk of
Trafficking in Persons Violations in Four States in the Cooperation Council for the Arab States
of the Gulf

» Audit of the Department of State Use of Consular Fees Collected in Support of the Border
Security Program

4 (6) (6) ™

Points of Contact

For additianal information or assistance, please cantact one of the following:

Deputy inspector General Harosid Geisel (202) 683
AIG for Audits and MERO Evelyn Kiemstine (202} 863
A{G for Inspections Robert Peterson  (202) 663

AIG for invesiigations Anna Gershman (202) 663
General Counsal Erich Hart (202) 68

AlG for Managament, Pelicy. & Planning David Yeutter {202) 663
Ceputy AlG. Pgiicy, Planning, and Reporis Cynthia Saboe (763) 284

OMB Liaison Maura Young {703) 284

OIG conduets independent audits, inspections, and investigations to promote effective management, accountability,
and posiive change in the Depariment of State, the Sroadcasting Board of Governors (BBG), the U.S. International
Boundary and Water Commission, and the fareign affairs community. OIG provides leadership to: promote
infegrity, efficiency. effectiveness, and economy; prevent and detect waste, fraud, abuse, and mismanagement,
identify vulnerabilities and recommend constructive salutions; offer expert assistance to improve Cepanment and
BBG operations; comnmunicate timely, usefu! information that facilitates decision-making and achieves measurable
ga:ns. and keep the Departmert, BBG. and the Congress fully and currently informed.

: .. |f you wish to schedule a briefing on any of these reports,
please contact Maura Young. OMB Liamson, (703) 264 i

(b) (6)

" Selecied reports are available at £HG Pubicatigns L
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*  Audit of the Information Security Program for Sensitive Compartmented information Systems at the
Department of State

s Improving Leadership at Posts and Bureaus

» Review of Maintenance of the Shuttle Bus Fieet

QIG Yalue Added

O/G’s vaiue added is demonstrated in significant findings, cost efficiencies and savings, actions taken by the
Depanment in response to QIG work, testimonies. and results of other OIG activities,

Security Contractor Fined $7.5 Million ({NV)

OIG. aiong with five other Federal agencies, investigated the international security contractor Academi LLGC.
formerly known as Blackwaler, relating to viclations of the Arms Export Controf Act, various Federal firearms
statutes, contract fraud, and the Foreign Corrupt Practices Act. On Augus! 7, 2012, Academi agreed lo pay a
$7.5 million fine to settle Federal criminal charges as part of a deferred prosecution agreement.

Conviction in Embezzlement Case (INV)

0IG condycted an investigation of a company participating in the Department's International Visitor's Leadership
Program. The company’s former financial officer embezzied $36,000 in grant funds and $80,000 in other funds.
The financial officer pled guilty, and was sentenced to18 months in prison and ordered 1o pay restitution of
5145,701.

Nine Debarments of Department Contractors Resuiting from OIG Investigations (INV)

(QIG received nine proposals for debarment resuiting from OIG investigations: two former contract employees
who conspired ta bribe foreign officiais; a former contract empioyeg, foreign national contractor, and contract
firm who conspired to sell 870,000 of U 5. Government property; two former foreign national contract employeas
who stole and sold armored vehicles valued at $85.000: and a contractor and his firm, for failure to pay $94.344
in taxes 1o the local country's Social Security Administration. as required by the contract.

Department Action in Progress to Strengthen the Border Security Program (AUD)

In the recent Audit of Department of State Use of Consular Fees Collected in Support of the Border Security
Program. 01G found that the border security program did not have a centralized program management.
structure, program-related roles and responsibilities were not clearly defined, funding decisions were not based
on prioritization factors, overall accomplishments were not being tracked, and the Department did not have
sufficient guidance on the use of the funds or have an adequate process in place o monitor program
expenditures. The Department responded that it is in the process of addressing OIG recommendations,
including revising the Foreign Affairs Manual, updating budget and aliocation processes, and creating an
internal review program for better financial management.

Overpayment of $2.7 Million to Contractor in frag {AUD)

In the recent Evaluation of invofces and Paymenis for the Embassy Baghdad Operations and Maintenarnce
Contract, OIG found that the contracting officer’s represantative approved 86 invoices totaling $4.4 million in
unauthorizad costs and undelivered goods and services from the contractor, Pacific Architects and Engineers
(PAE). OIG recommended that the Department recover $2.7 million in overpayments from PAE, and advised
the contracting officer to closetly review an additional $1.7 miilion in invoices that lacked adequate support. The
Department plans to solicit an independent audiling firm 1o review these issuas,



Recommendations to Strengthen PEPFAR Oversight and Improve Embassy Leadership (ISP)

Inits recent inspection of Embassy Nairobi, CIG found significant problems with the embassy’s executive
direction. OIG issued strong recommendations to address these leadership concerns. OIG also found the
Qovernment of Kenya was not upholding its commitment in the 2010-2014 PEPFAR partnership framework
1mpi¢menlation pian to increase financial support for HIV/IAIDs programs. OIG recommended that the mission
highlight, for the Depariment, Kenya's level of financiat support for HIV/AIDs as compared to the ievel outlined in
the PEPFAR partnership framework. Finally, OIG recommended that the Department consider extending
Embassy Nairobi's assignments from 2 to 3 years to enhance productivity and effectiveness. This change could
result in mare than $5 million in funds put to better use annually.

Recommended Cost Savings at Embassy Prague (ISP)

In the recent Inspection of Embassy Prague, O1G found diminished need for Czech language proficiency to
conduct diplomatic operations. 0IG recommended reducing the number of language-designated positions at
Embassy Prague, which would result in $386,000 in funds put to better use. Other potential cost savings
recommended by OIG included amending the housing policy to inciude appropriate fees for occupants of
temporary-duty apartments; collecting applicable fees for other authorized use of U.S. Government vehicles
and reclassifying two officer positions to entry-level or other less costly position classifications.

Repors Issuedi(Reports in bold include a separate classified Security Management Annex.)
AUD-MERO-12-43 Evaluation of Invoices and Payments for the Embassy Baghdad Cperations and Maintenance

Contract

AUD-FM-12-39 Audit of Department of State Use of Consular Fees Collected in Support of the Border Security
Program

1ISP-1-12-38A Inspection of Embassy Nairobi, Kenya

15P-1-12-39 inspection of the Somalia Unit, Embassy Nairabi, Kenya

ISP-iB-12-40 Review of Broadcasting Board of Governors Operations in Nairobi, Kenya

ISP-I-12-41A Inspection of Embassy Lusaka, Zambia

1SP-1-12-42A Inspection of Embassy Prague, Gzech Republic

|SP-iB-12-43 Inspection of Radio Free Europe/Radio Liberty Prague

{SP-iB-12-44 Inspection of the International Broadcasting Bureau's Regional Office of Marketing and Pragram
Piacement in Prague, Czech Republic

ISP--12-45A Inspection of Embassy Bucharest, Romania

1SP-1-12-46A inspection of Embassy Ljubljana, Slovenia

W&MWW Significant Reports Expected To Be Issued

Audit of International Boundary and Vvater Commission, United States and Mexico, U.S. Section, information
Security Program

+  Audit of Department of State Access Controls for Major Applications

» Comptliance Followup Review of Department of State Contracts to Assess the Risk of Trafficking-in-FPersons
Violations in Four States in the Cooperation Council for the Arab States of the Gulf

e Evaluation of the Local Guard Force Contract for Embassy islamabad and Consuilates General Karachi, Lahore,
and Peshawar

« Inspections of Embassy Lishon, Portugat, and Embassy Madrid, Spain, and constituent posts

« Inspection of the American Institute in Taiwan/Mashington

« Inspection of the Bureau of Administration, Global { Information Services, Qffice of informatiocn Programs and

Services

Review of Motor Vehicle Fleet Management

Support for Depariment Employees Serving in Afghanistan, Iraq, and Pakistan and Their Families

-

4 Points of Contact (b) (6) N
For additional information or assistance, please cantact one of the folfowing:

Deputy inspector General Harold Geisel (202) 663

AIG for Audite and MERO Evelyn Kiemstine (202) 86

AIG for Inspections Rabert Peterson  {202) 8683

AlG for Investigations Aqna Gershman  (202) 853

General Counsel Erich Hart {202) &8

AIG for Management, Policy. & Pianning David Yeutter {202) €563

Deputy AIG, Policy. Planning. and Reports Cynthia Saboe {703) 284

\\ OMB Liaison Maura Young (703) 284 fhstate gov J

Selecied reporis are available at RiG Publi calinns Library. If you wish to schedule a briefing on any of these reports, please contact
Maura Young, OMB Liaison, (703) 284l

(b} (6)




Office of Inspector General
United States Department of State and
Broadcasting Board of Governors

O1G Monthly Update
_ September 2012

* Memorandum Reports: Consular Leadership, Consuiar ICASS Participation, and the ARSO-1 Program

« Review of the President’s Emergency Plan for AIDS Relief (PEPFAR) Training

» Review of China Construction

» Review of Oversight and Management of Security Programs and Operations

« Review of Voucher Processing

» inspection of the Broadcasting Board of Governors

« Inspection of the Foreign Service institute (to complete the full inspection of FSi to inciude Language
Studies)

» Inspection of the Regional Information Management Centers

» Inspection of Diplomatic Security’s Special Investigations Division, Criminal investigations, and the
Computer Investigations and Forensics Division

« Inspections of the following posts: Embassy Abuja, Embassy Bangui, Embassy Buenos Aires,
Embassy Santiago, Embassy Manila, and Embassy Phnom Penh

s Compliance Followup Reviews of Embassy Berlin and Embassy Luxembourg

QIG VYalve Added

OIG’s value added is demonstrated in significant findings. cast efficiencies and savings, actions taken by the
Department in response to QIG work, testimonies. and resuits of other OIG activilies.

QI1G Awarded by the Council of the Inspectors Generail on Integrity and Efficiency

01G was recognized with four Awards for Excellence from the Council of the Inspectors Generatl on integrity
and Efficiency. The Office of Audits received awards in the categories of Muitipie Disciplines, Audits, and
Law and Legisiation for the following work: The Keystone XL Fipeline Fermil Process Review, Trafficking in
Persons Risk Assessment, and Afghanistan National Police Training Audit. The Qffice of Inspections
received an Award for Excalience for the [nspection of the Bureau of Educational and Cultural Affairs. OiG
investigators were also recognized in these awards as members of the audit and inspection teams.

Action Taken to Combat Trafficking in Persons (AUD)

in the Compliance Followup Review of Department of State Actions (0 Reduce the Risk of Trafficking in
Persons Violations in Four States in the Cooperation Courncil for the Arah States of the Gulf, OIG reported
that embassies had taken recommended steps to prevent trafficking in persons violations by providing
information on passport retention laws, improving workers' fiving conditions, and developing oversight
training. OIG reissued recommendations related to labor standards, and issued new recommendations to
protect further the health and welfare of workers overseas.

Recommendations to Reduce Contractor Security Risks in Pakistan (AUD)

In the Evaluation of the Local Guard Force Contract for Embassy Islamabad and Consulates General
Karachi, Lahore, and Peshawar, OIG determined that a U.S. contracter had created a security risk by failing
to provide Department-approved replacement guards during a June 2011 labor strike. in its repont. OIG
recommended that the Department improve its reviews of local guard force contractors.

Recommendations to Reduce Costs by More Than $1 Million at Two Embassies Overseas (ISP)
In the inspection of Embassy Lisbon. OiG recommended closing a consular agency, eliminating the
language requirement from five positions. and reorganizing the Pubiic Affairs section, to result in an



estimated 31 million in funds put to better use. In the inspection of Embassy Madrid, OIG recommended
closing a consular agency, which would result in an estimated $100,000 in funds pul to better use each year.

Recommendations to improve Safety and Reduce Costs in Domestic Shuttle Bus Vehicles (ISP)

In the Review of the Department of Siate’s Shutlle Bus Fieet Operations, OIG identified serious safety concerns
regarding the maintenance and design of the local shuttle buses. Buses deemed inoperable were not
serviced on a timely basis to maintain safety of drivers and passengers. OIG made recommendations to
improve safety and maintenance procedures for the fleet, and reduce costs by leasing vehictes from the
General Services Administration rather than hiring substitute vehicies for shuttles undergoing maintenance.

Bepods [ssued ! (Reports in bold include a separate classified Security Management Annex.)

AUD-IT-12-41 Evaluation of the Information Security Program for Sensitive Compartmented Information
Systems at the Department of State for FY 2012

AUD-IT-12-44 Audit of Department of State Access Controis for Major Applications

AUD-MERQ-12-46 Evaluation of the Local Guard Force Contract for Embassy isiamabad and Consulates General
Karachi, Lahore, and Peshawar

AUD-MERO-12-47 Compliance Followup Review of Department of State Actions to Reduce the Risk of Trafficking
in Persans Violations in Four States in the Cooperation Council for the Arab States of the Gulf

AUD-51-12-48 Outiine for Action: Physical Security Concerns at Embassy Berlin

AUD-51-12-49 Outline for Action: Physical Security Concems at Embassy Quito

1SP--12 inspection of the American Institute in TaiwanMashinglon

1ISP-1-12-47 Inspection of the American Institute in Taiwan/Washington

1SP--12-48 Memorandum Report: Impraving Leadership at Posts and Bureaus
{SP-1-12-49 Support for Department Employees Serving in Afghanistan, lraq, and Pakistan
1SP-{-12-50 Review of the Department of State’s Shuttle Bus Fleet Operations

1ISP-1-12-51 Assessment of the Department of State’'s Motor Vehicle Fleet

ISP-{-12-52A Inspection of Emhassy Madrid, Spain, and Constituent Posts

ISP-1-12-53A inspection of Embassy Lisbon, Portugal, and Constituent Posts

ISP-i-12-54 inspaction of the Bureau of Administration, Gioba!l Information Services, Office of information
Programs and Services

Coming Alirastions for Qclober Significant Reports Expected To Be Issued

s Audit of Department of State Information Security Program

* Audit of Broadcasting Board of Governors information Security Program

« Audit of International Boundary and Water Commission, United States and Mexico, U.S. Section,
Information Security Program

» independent Accountant's Report on the Application of Agreed-Upon Procedures: Employee
Benefits, Withholdings, Contributions, and Suppiemental Semiannual Headcount Reporting
Submitted to the Office of Personnei Management

* Audit of Nonproliferation and Disarmament Fund Controis Over Contracting and Project
Management and [ntegrity of Financial Data

« Audit of U.S. Department of State Use of Short-Term Leases Overseas

- Points of Contact (b) (6) N
For additional information or assistance, piease contact one of the falfowing:
Deputy inspector General Harold Geisel (202) 863
AIG for Audits and MERQ Evelyn Kiemstine (202) 863
AlG for Inspections Robert Peterson  (202) 663
AIG for invesligations Anna Gershman {202} 663
General Counsel Erich Hart (202) 663
AIG for Management, Policy, & Planning David Yeutter {202) 663
Deputy AlG, Policy, Planning, and Reports Cynthia Saboe (703) 284

\_ OMB Liaiscn Maura Young (703} 284 1ate o J

; Selected reports are available at DIG Pubiications Licary. i you wish to schedule a bnefing on any of these reports. ptease
contact Maura Young. OMB Liaison, (703) 284

(b) (6)




Office of Inspector General
United States Department of State and
Broadcasting Board of Governors

OIG Monthly Update
October 2012

Action Taken to Improve Controls for the Passport information Electronic Records System (AUD)

in July 2008, foliowing media reports that the passport files of three U.S. senators (who were presidential
candidates) had been improperly accessed by Department employees, OIG issued the report, Review of
Controls and Noiification for Access to Passport Records in the Department of State's Passport
infarmation Electronic Records System (PIERS), which identified numerous control weaknesses. The
Department's controls to prevent and detect unauthorized use of PIERS have significantly improved as a
resuit of implementation of actions to address and close all 22 of the report's recommendations.

Action Taken in Response to Review of the Keystone XL Pipeline Permit Process (AUD)

In response to OIG’s recommendations in the Special Review of ihe Keystone Xl. Pipeline Permit
Process, the Department redesigned its third-party contractor selection process, hired a Nationa}
Environmental Policy Act (NEPA) coordinator with extensive NEPA experience in both the Government
and private sector, and redesigned the organizationai conflict of interest process.

Recommendations to Reduce Costs for Voucher Processing (ISP)

In its Review of Voucher Processing, OIG found the Post Support Unit (PSU) in the Department's
Bureau of the Comptrolier and Glabai Financial Services could process veuchers far more economically
than voucher examiners at most overseas missions. PSU’s charge per voucher is $12, compared to an
average of $34 per voucher overseas, The Department has no plans to centralize voucher processing,
however, because of the potential costs associated with reductions-in-force in certain countries. O1G
recommended that the Department institute a policy requiring missions to conduct a cost-benefit
analysis of outsourcing voucher processing to the PSU as a part of its annuai workforce pianning, which
could resuit in a reduction of approximately 65 percent in costs overseas for this function.

Action Taken to Develop Building Pians at an Overseas Post (ISP)

In its 2011 Inspection of Emhassy Seouf, OIG reported that the Department had not yet determined how
it planned to repiace embassy housing currently located on a U.S. base scheduled for relocation.
Delays in planning for a new embassy compound could be costly, given that leasing on the local
economy could cost $100 million over 7 years. Inresponse to OlG's recommendation, the Department
agreed to commence advance planning in FY 2013 for a master building pian.

Recommendations to Improve Oversight of Mission Security Program (iSP)

in its Review of Oversight and Management of Security Programs and Operations, OIG found that the
security programs at seven overseas missions inspected between 2010 and 2012 were not well-
managed, in part because the Deputy Chiefs of Mission and principal officers overseeing the Regionai
Security Officers (RSOs) did not understand the RSOs’ responsibilities. OlG recommended that the
Department ensure that training courses for Deputy Chiefs of Mission and principal officers dedicate




sufficient time to thoroughly cover RSO program responsibilities, and appropriate measures for
evaluating RSO performance.

R s | T

AUD-FM-13-01  independent Accountant's Report on the Application of Agreed-Upon Procedures:
Employee Benefits, Withholdings, Contributions, and Supplemental Semiannual
Headcount Reporting Submitted to the Office of Personnei Management

AUD-CG-13-05  Audit of Department of State Oversight and Reporting of U.S. Government
Contributions to the Global Fund

1SP-1-13-01 Review of Voucher Processing

ISP-1-13-02 Review of Consular Leadership

ISP-1-13-03 Review of Oversight and Management of Security Programs and Operations
Seming Athactions for November: Significant Reporits Expected To Be Issued

« PEPFAR Training

» Independent Auditor’'s Report on the Department of State 2012 and 2011 Financial Statements

« Independent Auditor's Report on the U.S. Department of State 2012 and 2011 Special Purpose
Financial Statements

» Independent Auditor's Repaort on the Broadcasting Board of Governors 2012 and 2011 Financial
Statements

s Qutline for Action: Physicai Security Concerns at Embassy Dar es Salaam

» Qutline for Action: Physical Security Concerns at Cansulate General Istanbul

« Qutline for Action: Physical Security Concerns at Embassy Kampala

4 (b) (6) )

Points of Contact

For additional information or assistance, please conlact one of the following:

Deputy inspectar General Harold Geisel (202) 663 fhsiate.qov
AIG for Audits and MERO Evelyn Kiemstine {202) 663
AlG for Inspections Robert Peterson  (202) 863

AIG for Investigations Anna Gershman (202) 663
General Counse! Erich Hart (202) 863
AlG for Management, Policy, & Planning David Yeutter (202) 663
Deputy AlG, Policy, Planning. and Reports Cynthia Saboe (703) 284

OMB Liaison Maura Young (703) 284

0IG conducts independent audits, inspections, and investigations to promote effective management, accountabiiity,
and positive change in the Department of State, the Broadcasting Board of Governors (BBG), the U.S. International
Boundary and Water Commission, and the foreign affairs community. OIG provides leadership to: promote
integrity, efficiency, effectiveness, and economy; prevent and detect waste, fraud, abuse, and mismanagement;
identify vulnerabilities and recommend constructive solutions; offer expert assistance to improve Department and
BBG operations; communicate timely, useful information that facilitates decision-making and achieves measurable
gains; and keep the Department, BBG, and the Congress fully and currently informed.

" Selected reports are available at OIG Publications Library. If you wish to schedule a briefing on any of these reports,
please contact Maura Young. OMB Lizison, (703} 284

(b) (6)




Office of Inspector General
United States Department of State and
Broadceasting Board of Governors

OIG Monthly Update
November 2012

« Audit of Selected Overseas Refugee Assistance Programs
= Broadcasting Board of Governors Operations in Nigeria (Memorandum Report)
« Inspection of the international Broadcasting Bureau's Philippines Transmitting Station

QUG Valve Added

0OIG's value added is dernonstrated in significant findings, cost efficiencies and savings, actions taken
hy the Departrment in response 1o OIG work, testimonies, and results of other OIG activities.

Recommendations to improve Contro! Weaknesses in information Security Programs (AUD)

O1G worked with an independent public accountant to review and evaluate the Department and
Broadcasting Board of Governors (BBG) information security programs' compliance with the
requirements of the Federal information Security Management Act of 2002. In the Audit of Department
of State Information Security Program and Audit of the Broadcasting Board of Governars Information
Security Program, OlG reported that the Department and BBG had improved their information security
programs. However, contro! weaknesses stiil existed “that, if exploited. could adversely affect the
confidentiality, integrity, and availability of information and information systems.” in response to QiG's
recommendations, the Department and BBG stated that they will continue to enhance information
programs to protect infrastructure critical to the preservation of national security.

Unquaiified Opinions Issued on Financial Statements of the Department and BBG {AUD)

OIG and its two independent public accounting firms cofaborated with the Department and the
Broadcasting Board of Governors and completed the mandated financial statement audits by the
required deadlines. Both the Department and BBG received unguaiified opinions an their financiaf
statements, which is the best possible outcome. Although the audits identified internal control
deficiencies for each organization that need to be addressed, both the Department and BBG agreed
with these findings and indicated that they would take action to address the issues.

Department's Comptroiler Initiates Action to Recover Workers Compensation Funds (INV)

OIG investigated a Department employee who sustained an injury at work in 2008. The employee
continued to use Workers Compensation Leave/Continuation of Regular Pay (WCL/COP) in 2009,
2010, and 2011, despite the fact that she was only entitled to WCL/COP for 45 days after the original
injury. On November 20, 2012, OIG was notified by the Department's Comptroller's Office that a
monetary recovery would be initiated against the employee for $45,067.

Action Taken to Revise the Training Curriculum for Vietnamese Language (I5F)

in the 2012 Inspection of Embassy Manoi and Consulate General Ho Chi Minh City, OIG found that
consular officers assigned to language-designated positions could not adequately understand
Vietnamese when conducting immigrant visa interviews without the help of an interpreter, despite the
fact that the officers had successfully completed Vietnamese language training at the Department's



Foreign Service Institute. In response to OiG's recommendations, the Department agreed to pilat a new
Vietnamese consular tradecraft meduie in FY 2013,

Repersissued'(Reports in bold include a separate classified Security Management Annex.)

iSP-1-13-04 Review af President’s Emergency Plan for AIDS Relief (PEPFAR) Training

AUD-FM-13-07 independent Auditor's Report on the Department of State 2012 and 2011 Special-
Purpase Financial Statements

AUD-FM-13-08 Independent Auditor's Report on the Department of State 2012 and 2011 Financial
Statements

AUD-FM-IB-13-12  independent Auditor's Repart on the Broadcasting Board of Governors 2012 and
2011 Financial Statements

AUD-IT-13-Q3 Audit of Department of State Information Security Program

AUD-IT-iB-13-04 Audil of the Broadcasting Board of Governors information Security Program

AUD-IT-13-15 Audit of International Boundary and Water Commission, United States and
Mexico, U.S. Section, information Security Program

AUD-51-13-06 Outline for Action: Physical Security Concerns at Consuiate General Istanbui

AUD-S1-13-14 Outline for Action: Physicat Security Concerns at Embassy Dar es Salaam

AUD-51-13-16 Outfine faor Action: Physical Security Concerns at Embassy Kampala

Coming Atiractions for Recember Significant Reports Expected To Be Issued

None.

e (b) (6)

Points of Contact

For additional infarmation or assistance, please contact one of the following:

Deputy tnspector General Harold Geisel (202) 663
AiG for Audits and MERO Evelyn Klemstine (202) 863
AiG for Inspections Robert Peterson  {202) 653
AlG for Investigations Anna Gershman {202) 663

General Counsel Erich Hart (202) 663
AIG for Managemaent, Policy, & Planning David Yeutter {202} 663 asisie ooy
Deputy AlG, Paolicy, Planning, and Reports Cynthia Sahoe (703) 284 Gsiate.aoy

OMB Liaison Maura Young (703) 284

0!G conducts independent audits, inspections, and investigations to promote effective management, accountability,
and positive change in the Department of State, the Broadcasting Board of Governors {BBG), the U.S. International
Boundary and Water Commission, and the foreign ffairs community. OIG provides jeadership to: promote
integrity, efficiency, effectiveness, and economy; prevent and detect waste, fraud, abuse, and mismanagement;
identify vuinerabilities and recommend constructive solutions; offer expert assistance to improve Department and
BBG operations; communicate timely, useful information that faciiitates decision-making and achieves measurabie
gains; and keep the Department, BBG, and the Congress fully and currently informed.

i Selected reports are available at (3G Publications Library. i you wish to schedule a briefing on any of these reponts,
please contact Maura Young, OMB Liaison, (703) 284

(b) (6)




Office of Inspector General
United States Department of State and
Broadcasting Board of Governors

OIG Monthly Update

December 2012

+ Audit of the Financial Results of Selected Working Capital Fund Cost Centers

+ Independent Review of the U.S. Department of State Accounting of FY 2012 Drug Control Funds
and Related Performance Report

+ Audit of Department of State Compliance With the Improper Payments Information Act

* Audit of the Broadcasting Board of Governors Compliance With the Improper Payments
information Act

* Audit of the Department of State Transition Planning for a Reduced U.S. Military Presence in
Afghanistan

+ Audit of the Contract Closeout Process for Contracts Supporting the U.S. Mission in Irag

*+ Review of Overseas Security Policy Board Exceptions and Secure Embassy Construction and
Counterterrorism Act of 1999 Waivers

+ Summary of the Department’s Implementation of Mantraps

QIG Yalue Added

OIG's value added is demonsirated in significant findings, cost efficiencies and savings. actions taken
by the Department in response to OIG work, testimonies, and results of other OIG activities.

Recommendations to Improve Controi of Lease Costs (AUD)

In the Audit of Department of State Use of Short-Term Leases Overseas, ClG found that the duration
of most of the Department's real property operating leases was less than 10 years. As a resuit, the
Department may be missing opportunities to secure more preferable lease durations and reduce the
vulnerability of losing leased properties, which could lead to higher lease costs. OIG also found that
the Department had not estabiished guidance and procedures that require posts to track and report
costs associated with each property. in its report, OIG made recommendations to enhance real
property leasing options and better control lease costs. For example, OIG recommended that the
Department establish guidelines and procedures that require posts to track and report on make-ready
funds expended for individual properties to help ensure funds are used for authorized purposes and
do not exceed the Department limitations.

Reports Issued’

AUD-FM-13-17 Audit of Nonproliferation and Disarmament Fund Controls Over Contracting and
Project Management and integrity of Financial Data

AUD-HCI-13-02 Audit of U.S. Department of State Use of Short-Term Leases Overseas

AUD-MERO-13-18 Compliance Followup Review of Department of State internal Controls Over the
J. William Fulbright Scholarship Fund in Pakistan

‘ Selected reports are available at QIG Publications Liprary. [f you wish to schedule a brigfing on any of these reports,
please contact Maura Young. OMB Liaison, (703) 284 I}

(b) (6)




Wmﬁm Significant Reports Expected To Be issued

independent Review of the U.S. Department of State Accounting of FY 2012 Drug Control
Funds and Related Performance Report

+ Independent Auditor's Report on the International Boundary and Water Commission, United
States and Mexico, U.S. Section, 2012 and 2011 Financial Statements

= Management Letter Related to the Audit of the Broadcasting Board of Governors 2012 and
2011 Financial Statements

« Evaluation of the Department of State implementation of Executive Order 13526, Classified
National Security information

+ inspection of the Broadcasting Board of Governors

» Compliance Followup Review of Embassy Luxembourg, Luxembourg

4 (b) (6) ™

Points of Contact
For additional information or assistance, please conlact one of the following:

Deputy Inspectar General Harold Geisel (202) 863 dhstale gov
AlG for Audits and MERQ Evelyn Klemsting (202) 663

AIG for Inspections Rabern Peterson (202) 663 @é‘taﬁe.gow
AlG for investigations Anna Gershman (202) 863 Estate qoy

General Counsel Erich Hart (202) 8863 @state.gov

AIG for Management, Policy, & Planning David Yeutter (202) 663 fhsiate qov
Deputy AIG, Palicy, Pianning, and Repors Cynthia Saboe {703} 284
OMB Liaison Maura Young {703) 284 Eostate gov

GG conducts independent audits, inspections, and investigations to promote effective management,
accountability, and positive change in the Department of State, the Broadcasting Board of Governors (BBG), the
U.S. international Boundary and Water Commission, and the foreign affairs community. OIG provides leadership
to: promote integrity, efficiency, effectiveness, and economy; prevent and detect waste, fraud, abuse, and
mismanagement; identify vuinerabilities and recommend constructive solutions: offer expert assistance {0 improve
Department and BBG operations: communicate timely. usefut information that facilitates decision-making and
achieves measurable gains; and keep the Bepartment, BBG, and the Congress fully and currently informed.



Office of Inspector General
United States Department of State and
Broadeasting Board of Governors

OIG Monthly Update
January 2013

» Audit of Emergency Action Plans for U.S. Diplomatic Facilities in Pakistan

o Audit of Property Accountability at U.S. Mission fraq

» Audit of Department of State Selection and Positioning of Contracting Officer's Representatives
+ Compliance Followup Review of Embassy Beirut, Lebanon

+ Inspections of Embassy Baghdad, Embassy Juba, Embassy Khartoum, and Embassy Rabat
» Inspection of the Broadcasting Board of Governor's Voice of America Operations in Russia

» Inspection of the Bureau of Consular Affairs Executive Office and the Comptralter Office

+ Inspection of the Bureau of Intelligence and Research

¢ Inspection of the Frankiurt Regional Support Center and the Florida Regional Center

* Inspection of the Information Resource Management Bureau's Information Assurance Office
+ Inspection of the Bureau of International information Programs

QUG Value Added

Recommendation to Establish Chief Executive Officer Position at BBG (I1SP)

in the recent /nspection of the Board of the Broadcasting Board of Governors, OIG reported that the Board
was a dysfunctional organization which did not meet its legisiative obiigation to provide oversight of and
strategic guidance to the broadcast entities. OIG recommended the establishment of a chief executive
officer position at BBG with clearly delineated authorities and responsibilities, which would aillow the Board to
focus on strategic concerns rather than day-to-day management.

Recommendation to Consolidate Housing Overseas for Potential Savings of $1.5 Million (ISP)

In the recent Inspection of Embassy Phnom Penh, Cambodia, OIG found that the current configuration of the
housing pool did not provide the most cost-effective use of resources. in its report, OIG recommended
consolidation of the mission's housing stock in ciuster housing or apartments, which could reduce operating
and residential security costs by $1.5 million annuaily.

Sentencing of Department Employee in Theft of $59,000 (INV)

OIG investigated an employee at Global Financial Services in Charleston, South Carolina. The investigation
substantiated that the employee stole $58,861 through a scheme of creating false invoices and forged
signatures. The empioyee confessed to the scheme, pleaded guilty to one count of theft, and repaid the
Department, and his employment was terminated. On January 14, 2013, the employee was sentenced to 36
months’ home confinement and fined $3.000.

OIG Investigation Sets New Precedent for Federal Law Enforcement {(INV)

The details of an OIG investigation were published by the Federal Law Enforcement Training Center to the
Federal law enforcement community. The case set new precedent pertaining to the 5th amendment that will
serve to aid law enforcement in the future. The issue was whether a subject’s confession was considered
voluntary after a 18-hour trip to the United States from Jordan. The Fourth Circuit Court of Appeals ruled in
favor of the Government.



Reports Issued’ (Reports in bold include a separate classified Security Management Annex.)

AUD-FM-13-10 Audit of the international Boundary and Water Commission, United States and Mexico, U.S.
Section, 2012 and 2011 Financial Statements

ISP-C-13-06  Compliance Followup Review of Embassy Luxembourg, Luxembourg

1ISP-1-13-06 Review of Overseas Security Policy Board Exceptions and Secure Embassy Construction
and Counterterrorism Act of 1999 Waivers

ISP-1B-13-07  Inspection of the Board of the Broadcasting Board of Governors

ISP-1-13-08A  Inspection of Embassy Phnom Penh, Cambodia

ISP-IB-13-09  Memorandum Report, Broadcasting Board of Governors Operations in Phnom Penh

ISP-1-09-29"  Summary of the Department’s implementation of Mantraps

“The report on mantraps was issued in 2009. A summary was written and posted to the OIG Web site in
January 2013.

Coming Attractions for Febryary: Significant Reports Expected To Be Issued

« Evaluation of Emergency Action Plans for U.S. Mission Afghanistan

« Audit of the Bureau of Diplomatic Security Woridwide Services Contract — Task Order 5

» Independent Review of the U.S. Department of State Accounting of FY 2012 Drug Control Funds and
Related Performance Report

+ Management Letter Related to the Audit of the Department of State 2012 and 2011 Financial Statements

» Management Letter Related to the Audit of the Broadcasting Board of Governors 2012 and 2011
Financial Statements

» Inspection of Diplomatic Security’s Special Investigations Division, Criminal Investigations, and the
Computer Investigations and Forensics Division

¢ Inspection of Embassy Abuja, Nigeria

« Inspection of Embassy Bangui, Central African Republic

¢ Inspection of Embassy Buenos Aires, Argentina

» Inspection of Embassy Manila, Philippines

« Inspection of Embassy Santiago, Chile

¢ [nspection of the international Broadcasting Bureau's Philippines Transmitting Station

« Inspection of the Regional Information Management Centers

e Memorandum Report, Broadcasting Board of Governors Operations in Nigeria

/ Points of Contact (b) (6) \

For additional information or assistance, please contact one of the following:

Deputy Inspector General Harold Geisel (202) 663
AlG for Audits and MERO Evelyn Klemstine {202) 663
AIG for inspections Robert Peterson  (202) 663
AIG for Investigations Anna Gershman (202) 683
General Counsel Erich Hart (202) 863
AIG for Management, Policy, & Planning David Yeutter (202) 663
Deputy AIG. Policy, Planning. and Reports Cynthia Saboe {703} 284
OMB Liaison Maura Young (703) 284

OIG conducts independent audits, inspections, and investigations o promote effective management, accountability, and
positive change in the Depariment of State, the Broadcasting Board of Governars (BBG), the U.S. International Boundary
and Water Commission, and the foreign affairs community. OIG provides leadership to: promote integrity, efficiency,
effectiveness, and econcmy; prevent and detect waste, fraud, abuse, and mismanagement; identify vuinerabilities and
recommend constructive solutions; offer expert assistance to improve Department and BBG operations; communicate
timely, useful information that facilitates decision-making and achieves measurable gains; and keep the Department,
BBG. and the Congress fully and currently informed.

: Selected reports are available at QiG Publications Library. If you wish to schedule a briefing on any of these reports, please
contact Maura Young. OMB Liaison, (703) 284}
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United States Department of State and
Broadcasting Board of Governors

OIG Monthly Update
4Feuar 2013

New Work Started

s Audit of the Department of State's FY 2013 Financial Statements

« Audit of the Broadcasting Board of Governor's FY 2013 Financial Statements

+ Audit of Bureau of Diplomatic Security Worldwide Protective Services Contracts Task Orders 2. 9, and
11 for Movement and Static Security Services in Jerusalem and Afghanistan

« Review of Department of State Implementation of Jeddah Accountability Review Board

» Recommendation to Consider Remote Safe Areas at Missions Worldwide

QIG Valve Added

Savings of $1.4 Miilion at Overseas Posts From Reducing Size of Motorpool Fleets (ISP)

During the 2011 Inspection of Embassy Conakry, Guinea. OIG recommended that the mission reduce its
motorpool inventory from 67 to 40 vehicles, or less. Embassy Conakry reported that it has implemented
OIG’s recommendation, resulting in funds put to better use of $1,247,000.

In the 2011 inspection of Embassy Seoul. South Korea, OlG recommended that the mission implement a
plan to reduce the size of the Internationai Cooperative Administrative Support Services vehicle fleet.
Embassy Seoul reported that it reduced the fleet by three vehicles and would not replace an additional two
vehicles, for an estimated savings of $180,000.

Potential Savings of $492,000 Annually Resuiting from OlIG Recommendation (ISP)

in the 2012 Inspection of Embassy Nassau, The Bahamas, OlG recommended that an office manager
position be converted to an eligibie family member (EFM) position, for a potential savings of $492,000
annually. in response to OlG’s recommendation, the embassy reported that it is converting the position
and will fill it with an EFM during the 2013 bidding cycle.

Recommendation to Remove Language Requirement for Positions at an Overseas Post (ISP)

In a recent inspection of the U.S. Mission to the Organization for Economic Cooperation and Development
(USQOECD), 0IG recommended that the mission eliminate the language requirement for three entry-level
positions, as proficiency in French was not essential to the work. USOECD agreed to remove the language
requirement during the next bidding cycle, which will result in potential cost savings of $234,000.

Proposed Termination of Department Employees for Misuse of Resources (INV)

OIG conducted an investigation relating to muitiple acts of misconduct by a deputy chief of mission {(DCM).
The investigation found that the DCM misused Department resources, wrongfully accepted gifts, and
misused representational funds. On February 13, 2013, the Department proposed termination of the DCM.

OIG also investigated a passport specialist who used her official position to wrongfully access passport
databases to obtain personal information about private acquaintances. Based on the resuits of OIG's
investigation, the Department issued a letter of proposed removal on January 23, 2013.

Issuance of Proposed Debarment Letter as a Result of an OIG Investigation (INV)

OIG investigated aliegations that a prospective contractor attempted to bribe a Department contracting
official in the amount of $850,000 in return for the award of a security contract. In addition to substantiating
the attempted bribery, the investigation determined that the prospective contractor made faise statements
about information material to the contract award. Investigative results were referred to the Department's



Office of Procurement Executive, and on January 29, 2013, proposed debarment ietters were sent to the
prospective contractor company and its president.

QQQWE (Reports in bold include a separate classified Security Management Annex.)

AUD-FM-13-21 Independent Review of the U.S. Department of State Accounting of FY 2012 Drug Control
Funds and Related Performance Report

AUD-FM-IB-13-13 Management Letter Related to the Audit of the Broadcasting Board of Governors 2012 and
2011 Financial Siatements

AUD-FM-13-09  Management Letter Related to the Audit of the U.S. Department of State 2012 and 2011
Financial Statements

AUD-HCI-13-19  Audit of Office of Medical Services Contracting Practices for Continuing Medical Education

ISP-I-13-10A Inspection of Embassy Manila, Philippines

|SP-IB-13-11 Inspection of the International Broadcasting Bureau's Philippines Transmitting Station

ISP-I-13-12A Inspection of Embassy Santiago, Chile

ISP-I-13-13A Inspection of Embassy Bangui, Central African Republic

1SP-1-13-14 inspection of the Regional information Management Centers

ISP-I-13-15A Inspection of Embassy Buenos Aires, Argentina

ISP-1-13-16A Inspection of Embassy Abuja, Nigeria

ISP-iB-13-17 Memorandum Report. Broadcasting Board of Governors Operations in Nigera

{SP-1-13-18 Inspection of Diplomatic Security's Special Investigations Division, Criminal Investigations,
and the Computer Investigations and Forensics Division

ISP-C-13-19 Compliance Followup Review of Embassy Berlin, Germany

{SP-IB/C-13-20 Compliance Followup Review of the International Broadcasting Bureau's Germany
Transmitting Station

ng&éﬁmg&gaamm Significant Reports Expected To Be Issued

Management Letter Related to the Audit of the international Boundary and Water Commission 2012 and
2011 Financial Statements

« Audit of the Broadcasting Board of Governors FY 2012 Compliance With Improper Payments Requirements

« Audit of Department of State FY 2012 Compliance With improper Payments Requirements

« Audit of Bureau of Diplomatic Security Worldwide Protective Services Contracts — Task Order 5 for Baghdad
Movement Security

» Third On-Site Review of the New Consulate Compound Site — Guangzhou, China

+ Inspection of the Foreign Service Institute

/-~ . (6) ©) ™

Points of Contact
For additional information or assistance, please contact one of the following:

Deputy Inspector General Harold Geisel (202) 683
AlIG for Audits and MERO Evelyn Klemstine (202) 663

AIG for Inspections Robert Peterson  (202) 663
AlG for Investigations Anna Gershman (202) 663
General Counsel Erich Hart (202) 663
AlG for Management, Policy, & Planning {Acting) Cynthia Saboe  (202) 663

\ OMB Liaison Maura Young (703) 284

OIG cenducts independent audits, inspections. and investigations tc promote effective management, accountability, and
positive change in the Department of State, the Broadcasting Board of Governors (BBG), the U.S. International Boundary and
Water Commission, and the foreign affairs community. OIG provides leadership to: promote integrity, efficiency, effectiveness,
and economy; prevent and detect waste, fraud, abuse, and mismanagement; identify vulnerabilities and recommend
constructive solutions; offer expert assistance to improve Department and BBG operations; communicate timely, useful
information that facilitates decision-making and achieves measurable gains; and keep the Department, BBG. and the
Congress fully and currently informed.

Selectec reports are available at QIG Publicatioss Linrary. If you wish to schedule a briefing on any of these reports, please
contact Maura Young. OMB Liaison, (703) 284l

(b) (6)
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« Audit of the Process To Request and Prioritize Physical Security-Related Activities at Overseas Posts

s Review of Aspects of PEPFAR program management by the Office of the U.S. Global AIDS Coordinator
» Review of the Accountability Review Board Process

s Inspection of the Bureau of East Asian and Pacific Affairs

« Inspections of Embassies Moscow, Kyiv, Vilnius, Brasilia, and Minsk

« Inspections of the Voice of America, Russia, and the Voice of America, Latin America

» Inspection of BBG Operations in Kyiv, Belarus

« Compliance Followup Review of Detainee Transfers, Assurances, and Monitoring

QIG Valye Added

Savings of $362 Million Resuiting from Reduction of Contract Staffing (AUD)

During its recent Audit of Bureau of Diplomatic Security Worldwide Protective Services Conlract — Task
Order 5 for Baghdad Movement Security, OIG determined that contract staffing exceeded mission needs and
recommended that the Department adjust its movement security staff levels. In response to OIG's
recommendation, the Bureau of Diplomatic Security reported that it would reduce the overali contract staffing
by approximately 270 personnel, resuiting in savings of $362,000,000 over the life of the contract.

Recommendations to Strengthen Protection of Classified National Security Information (AUD)

in its recent Evaluation of Department of State’s Implementation of Executive Order 135286, Classified
National Securily information, OIG found that the Department had not effectively followed certain
classification policies, procedures, rules, and regulations prescribed by the Executive Order. OIG
recommended that the Department strengthen controls over the classification process, including revising
regulations to enforce training reguirements, updating tools that facilitate compliance, and implementing a
methodoiogy for annual self-inspections. The Department’s actions to address these recommendations will
prevent over-classification or improper release of classified materials, reduce document marking
discrepancies in correspondence, and expedite declassification of materials.

Savings of $1.1 Million Annually From Reducing Positions at Two Overseas Posts (ISP)

In the 2011 inspection report of Embassy Pretoria, OIG recommended eliminating a Foreign Service office
management position. In response to OIG's recommendation, the position was abolished, resulting in funds
put to better use of approximately $572,000 annually. in the 2012 inspection report of Embassy San Jase,
OIG recommended the elimination of an information management specialist position, Embassy San Jose
abolished the position, and plans to hire an eligible family member in the fall of 2013 to fill another position,
resulting in a recurring savings of approximately $521,000.

Official Briefing of Afghan Government Official (INV)

On March 23, 2013, an OIG investigator assigned to OlG’s Middle East investigative Branch in Kabul,
Afghanistan, was invited to participate in a briefing for the Afghan Attorney General regarding an 0OIG
investigation that substantiated muitipie criminal violations for several local nationals. The OIG investigator
joined a contingent of U.S. {aw enforcement and judicial representatives invited to participate in this
unprecedented bilateral coordination.

Contractor indictment and Suspension for Attempted Cantract Bribery (INV)
OIG conducted a joint investigation with the Special Inspector Genera! for Irag Reconstruction of an official of
the United States Institute of Peace (USIP) for conspiring to enrich himself by having USIP award a security



Office of Inspector General
United States Department of State and
Broadcasting Board of Governors

OIG Monthly Update
April 2013

« Audit of the Department of State’s Management of the Marine Security Guard Program and Plans
for Program Expansion

e Audit of Contractor Compliance With Department of State Oversight of the Process Required for
Vetting Local Guards

» Review of the Department of State Ethics and Financial Disclosure Program

QIG Value Added

Testimony by Deputy Inspector General Before the House Committee on Government Reform

On April 10, 2013, Deputy {nspector General Harold Geisel testified on a panel at a hearing held by the
House Committee on Government Reform (HOGR) entitled, *U.S. Foreign Assistance: What Qversight
Mechanisms Are in Place to Ensure Accountability?” Other panel members inciuded representatives of
the Department of Defense OIG, U.S. Agency for International Development OIG, Special inspector
General for Irag Reconstruction, and Special Inspector General for Afghanistan Reconstruction. OIG's
Website includes links to HOGR’s Website, a video, and a full transcript of the hearing.

Recommendations to Improve Process for Establishing Language Requirements Overseas (ISP)

In the Review of the Process for Establishing L.anguage Designated Positions, OIG found that the
Department does not determine ianguage requirements globally to facilitate consistent application of
criteria and U.S. policy priorities; most decisions are made at the embassy level. OIG estimates the
Department spent $195 million providing {anguage training to its employees in 2012. OIG found some
positions that were language-designated but did not need those skills, and other positions that were not
language-designated but should be, as suggested by the Benghazi Accountability Review Board. OIG
recommended that the Department’'s Bureau of Human Resources seek input from other bureaus on the
distribution of language-designated positions across missions and bureaus, taking into account U.S.
policy interests and training costs by language.

Debarments of Employee and Grantee (INV)

OIG investigated an employee of the U.S. Institute of Peace (USIP) who was located in Irag and
conspired with a foreign contractor in a bid-ridding and gratuities scheme. The allegations were
substantiated, and the USIP employee was indicted on a charge of conspiracy to commit fraud and
pleaded guilty to the charge. On March 25, 2013, the Office of the Procurement Executive proposed
debarment of the USIP employee. As reported in last month’'s update, the contractor and his firm were
previously suspended.

OIG also investigated allegations that a grantee of the Middle East Partnership Initiative based in Cairo,
Egypt, submitted false claims relating to training workshops organized by the grantee. The allegations
were substantiated with respect to invoices valued at $4,140. Prosecution was declined, but on April 9,
2013, the Office of the Procurement Executive debarred the grantee and his company for 3 years.



Security Clearances Revoked in Employee Misconduct Case (INV)

OIG investigated two Department employees who were alleged to have violated muiltiple regulatory and
administrative policies, including violations refating to computer use, purchase card use, and other
maifeasance. The allegations were substantiated, and as a result, the Bureau of Diplomatic Security
permanently revoked the security clearances of both employees. Final disposition of disciplinary action
against the two employees is pending.

Reports Issued’ (Reports in boid include a separate classified Security Management Annex.)

1SP-1-13-24 Review of the Process for Establishing Language Designated Positions

QQLZ}LQQ.MQ&EQ&&MQX Significant Reports Expected To Be Issued

inspection of Embassy Juba, South Sudan

+ Inspection of Embassy Khartoum, Sudan

+ Inspection of Embassy Baghdad. Iraq, and Constituent Posts

« Inspection of Embassy Rabat, Morocco, and Constituent Posts

« Audit of Department of State Application of the Procurement Fee to Accomplish Key
Procurement Services Goals

» Audit of Department of State Compliance With Physical Security Standards at Selected High-
Threat Levei Posts

e Qutline for Action: Physical Security Concerns at Embassy Monrovia

« Outline for Action: Physical Security Concerns at Embassy N'Djamena

« Outline for Action: Physical Security Concerns at Embassy Nouakchott

4 , (b) (6) ™

Points of Contact

For additional information or assistance, please contact one of the following:

Deputy Inspector General Harold Geiset (202) 663
AlG for Audits and MERO Evelyn Klemstine (202) 663
AlG for inspections Robert Peterson (202) 663
AIG for Investigations Anna Gershman (202) 663
General Counsel Erich Hart (202) 663
AlG for Management, Policy, & Planning (Acting) Cynthia Saboe  (202) 663

\ OMB Liaison Maura Young  (703) 284 Bl Gstate o /

OIG conducts mdependem audits, mspect!ons and mvestngatlons to promote erfectlve management accouniablixty and
positive change in the Department of State, the Brcadcasting Board of Governors (BBG), the U.S. International Boundary
and Water Commission, and the foreign affairs community. QIG provides leadership to: promote integrity, efficiency,
effectiveness, and economy; prevent and detect waste, fraud, abuse, and mismanagement; identify vuinerabilities and
recommend constructive solutions; offer expert assistance to improve Department and BBG operations; communicate
timely. useful information that facilitates decision-making and achieves measurable gains; and keep the Department, BBG,
and the Cangress fully and currently informed.

Selected reports are avaiable at JIG Publicatons Library. If you wish to schedule a briefing on any of these reports,
please contact Maura Young, OMB Lnasson, (703) 284 I

(b) (6)
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e Audit of Department of State’s Threat Information to Enhance Security at Critical and High Threat
Overseas Posts

e Audit of Department of State Expired and Canceled Funds

s Audit of the FY 2013 and 2012 Financial Statements for the International Boundary and Water
Commission, United States and Mexico, U.S. Section

s Compliance Followup Audit of the Audit of the Bureau of Oceans and International Environmental and
Scientific Affairs Administration and Oversight of Funds Dedicated to Address Global Climate Change

QIG Value Added

Action Taken Resulting in $19 Million in Funds Put to Better Use (AUD)

In the 2013 Audit of Nonproliferation and Disarmament Fund Controls Over Contracting and Project
Management and Integrity of Financial Data, OlG recommended that the Nonproliferation and
Disarmament Fund (NDF) develop a standard timeframe for closing out projects. OiG also recommended
that NDF implement a policy to ensure that standard timeframes are met for project closeouts, or that the
reasons for delay are documented. In response to this recommendation, NDF provided evidence that
$19,168,162 was returned to the NDF account for funds that were (1) obligated but unspent on projects
completed under budget, and/or (2) unspent because the projects were canceled, or the funds were not
used and not obligated. These funds will be available for use on new NDF projects.

Recommendations to improve Embassy Baghdad Operations (iSP)

In the recent inspection of Embassy Baghdad, Irag, OIG found that the mission was adjusting staff levels
to transition from a wartime operation to a normal diplomatic piatform. However, several rightsizing,
construction, and military-to-civilian contract issues remained. Construction projects valued at more than
$500 million were plagued with delays, disagreements between the mission and Washington, and
insufficient oversight. The Department had not yet identified qualified personnel to monitor an estimated
$5 bitlion in life-support and logistics contracts for which the Department will be responsible. OIG’s report
contained recommendations to address these issues.

Funds Put to Better Use of $679,584 from Consulate General Hong Kong (ISP)

In the 2012 Compliance Follow-up Review of Consulate General Hong Kong, China, OIG recommended
that the mission abolish two locally employed staff positions in the immigrant visa and fraud prevention
units, and review U.S. direct-hire staffing for information management specialists. in response to OIG’s
recommendations, the Department abolished two locally employed staff positions and reprogrammed the
information management specialist position, resulting in $679,584 in funds put to better use.

Contracting Debarments (INV)

OIG conducted a joint investigation with the U.S. Agency for Internationai Development involving
employees and contractors at Embassy Isiamabad. The investigation revealed that two Foreign Service
National direct-hire employees were involved in a bribe scheme with two real estate contractors. Due to
the non-cooperation of all subjects in the investigation, and the relatively low dollar amount of the
contracts, the investigation was referred for administrative action. Embassy Islamabad terminated the
employment of both Department employees, and on May 9, 2013, the Department’'s Suspension
Debarment Official debarred hoth Department employees, both contractors, and both contract firms.



Proposed Termination in Empioyee Misconduct Case (INV)

OIG investigated allegations that a Department employee submitted faisified time-and-attendance and
overtime records in the amount of $7,246. OiG’s investigation substantiated the allegations, and on
March 12, 2013, the employee was convicted on one count of felony theft. The employee was sentenced
to 6 months’ confinement (suspended)} and 3 years’ probation, and ordered to pay restitution. On April
23,2013, the Department's Bureau of Human Resources proposed the employee’s termination.

ng’ (Reports in bold include a separate classified Security Management Annex.)

ISP-1-13-25A Inspection of Embassy Baghdad, iraq, and Constituent Posts
{SP-1B-13-26 Review of Broadcasting Board of Governors' Operations in Baghdad, irag
ISP-C-13-27A Compliance Followup Review of Embassy Beirut, Lebanon

ISP-1-13-28 Inspection of the Bureau of international Information Programs
ISP-1-13-29A Inspection of Embassy Juba, South Sudan

ISP-{-13-30A Inspection of Embassy Rabat, Morocco

AUD-HCI-13-27 0OIG Outline for Action: Physical Security Concerns at Embassy N'Djamena

AUD-HCI-13-28 0OIG Outline for Action: Physical Security Concerns at Embassy Monrovia

AUD-FM-13-29 Audit of Department of State Application of the Procurement Fee to Accomplish Key Goals
of Procurement Services

AUD-HCI-13-30 Qutline for Action: Physica! Security Concerns at Embassy Nouakchott

QQ[WWM@ Significant Reports Expected To Be Issued

Audit of Grant Closeout Processes for Selected Department of State Bureaus
» Audit of the U.S. Mission Iraqg Staffing Process
« Inspection of Embassy Khartoum, Sudan
« Inspection of the Bureau of Consular Affairs Executive Office
» Inspection of the Bureau of Consular Affairs Comptrolier Office
» Inspection of the Bureau of Intelligence and Research
e Inspection of the Frankfurt Regional Support Center, Germany
e inspection of the Florida Regional Center, Fort Lauderdale
» Inspection of the Regional Procurement Support Offices, Frankfunt, Germany, and Fort Lauderdale
e Inspection of the information Resource Management Bureau's Information Assurance Office

/ Points of Contact (b) (6)

For additional information or assistance, please contact one of the following:

Deputy Inspector General Harold Geisel {202) 663 siate qov
AlG for Audits and MERO Evelyn Klemstineg (202) 663 astate cov
AIG for Inspections Robert Peterson  (202) 663 i :
AIG for Investigations Anna Gershman (202) 663

General Counsel; Director, Congressional & Public Affairs  Erich Hart (202) 653
AIG for Management, Policy, & Planning (Acting) Cynthia Saboe  (202) 663
\OMB Liaison Maura Young {703) 284

0OIG conducts independent audits, inspections, and investigations to promote effective management, accountability, and
positive change in the Department of State. the Broadcasting Board of Governors {BBG). the U.S. International Boundary
and Water Commission, and the foreign affairs community. OIG provides leadership to: promote integrity, efficiency,
effectiveness, and economy; prevent and detect waste, fraud, abuse. and mismanagement; identify vulnerabilities and
recommend constructive solutions; offer expert assistance to improve Department and BBG operations: communicate timely.
useful information that facilitates decision-making and achieves measurable gains, and keep the Department, BBG. and the
Congress fully and currently informed.

: Selected reports are available at iG Publications Library. if you wish to schedule a briefing on any of these reports,
please contact Maura Young. OMB Liaison, (703) 284}
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« Audit of the Bureau of International Narcotics and Law Enforcement Affairs Counternarcotics Program
for Afghanistan
o Audit of the Broadcasting Board of Governors Administration and Oversight of Acquisition Functions

QIG Value Added

Recommendations to Improve Cyber Security Controls and Contract Oversight (ISP)

During its Inspection of the Bureau of Information Resources Management's Office of Information
Assurance {(IRM/IA), OIG found that the office was not performing the functions it was established to do,
and that no bureau had full responsibility for the information systems security officer (ISSQ) program,
resulting in confusion on requirements and wasted resources. IRM/A's mishandling of the certification
and accreditation process and contracts contributed to expired authorizations to operate 52 of the
Department's 309 systems. IRMIIA lacked adequate controls to monitor its $79 million in procurement
vehicles, and contractors performed inherently governmental functions and had access to contract
bidding files that could give an unfair advantage in procurement actions. OIG recommended that: the
Department assess IRM/IA’s organizational structure and staffing; the Under Secretary for Management
designate one office to oversee the ISSO program; IRM/IA develop a mission statement, participate in
strategic planning, coordinate with other bureaus, strengthen procedures related to expired system
authorizations, and establish procedures for granting contractors access to information; and the Bureau of
Administration work with IRM/IA to properly designate contracting officer representatives.

Recommendations to Eliminate Regional Positions That Could Save $1.48 Million (ISP)

During the Inspection of the Frankfurt Regional Support Center, Germany, OIG determined that the
regional center's assistance visits to posts, initiated in 1892, were no longer needed. OIG recommended
the center discontinue the visits, and eliminate two direct-hire positions and three locally-empioyed staff
positions, which would resuit in an estimated $1.48 million annually in funds put to better use.

Staffing Recommendations at Overseas Post Which Could Save $1 Million (ISP)

During its fnspection of the Regional Procurement Support Offices in Frankfurt, OIG found procurement
agent salaries were among the highest in the world, and that the positions could be relocated to Embassy
Softa. OIG recommended that the mission freeze hiring, complete a relocation review, and eliminate a
direct-hire training position, given training opportunities available domestically. Implementation of these
recommendations would result in an estimated $1 million annuaily in funds put to better use.

Action Taken to Remove Funding Authority for $200,000 in invalid Obligations (AUD)

in the Audit of Funding Provided by the American Recovery and Reinvestment Act for the Bureau of
Consular Affairs Passport Project, OIG recommended that the Bureau of Consular Affairs (CA) review the
$3.6 million remaining in its unliquidated obligations relating to the American Recovery and Reinvestment
Act (Recovery Act), and determine whether the Department used funds that were not provided by the
Recovery Act to pay for any of CA's Recovery Act-obligated contracts and services. Although CA’s
review did not identify any other funds used to pay for Recovery Act-obligated contracts and services, CA
identified more than $200,000 in invalid Recovery Act obligations that it submitted for deobligation.
Because these funds are no longer available, the Department will not be able to put them to better use.
Instead, the Department of the Treasury wili remove the funding authority for these funds.



Contracting Suspension

O1G conducted a joint investigation with the Internal Revenue Service, Criminal investigation Section, of a
Department contract specialist who allegedly steered maore than $39 million in Department contracts to a
company she and her husband controlled. On Aprii 25, 2013, the employee and her hushand were
indicted. On May 29, 2013, the Office of the Procurement Executive suspended the employee, her
husband, and their company from government contracting while legai proceedings remain ongoing.

Proposed Termination in Employee Misconduct Case (INV)

OiG investigated a Department employee who violated reguiatory and administrative policies regarding
improper dissemination of sensitive information and improper recommendations to the Consular Section
for issuance of visas. OIG's investigation substantiated the allegations. On June 11, 2013, the Bureau of
Diplomatic Security issued a warning letter to the employee stating that any future security violations may
result in revocation of the employee's clearance. The employee’s security clearance was placed on
probation for 2 years.

mm’ (Reports in bold include a separate classified Security Management Annex.)
AUD-CG-13-31 Audit of Grant Closeout Processes for Selected Department of State Bureaus

1SP-{-13-31 Inspection of the Bureau of Intelligence and Research

1SP-1-13-32 Inspection of the Frankfurt Regional Support Center, Germany

1SP-1-13-33 Inspection of the Fiorida Regional Center, Fort Lauderdale

1SP-1-13-34 Inspection of the Regional Procurement Support Offices, Frankfurt, Germany, and Fort
Lauderdale

ISP--13-35 Inspection of the Bureau of Consular Affairs Executive Office

1ISP-{-13-36 Inspection of the Bureau of Consular Affairs Comptrolier Office

iSP-1-13-38 Inspection of the Bureau of information Resource Managemaent, Office of Information
Assurance

Coming Athactions for July: Significant Reports Expected To Be issued

= Audit of Bureau of Papulation, Refugees and Migration Oversight of Selected Cooperative
Agreements in Support of Colombian Refugees in Ecuador
« inspection of Embassy Khartoum, Sudan

~

Paints of Contact
For additional information or assistance, please contact one of the folfowing:

Deputy Inspector Generat Harold Geisel {202) 663

AIG for Audits and MERQO Evelyn Kiemstine {202} 863
AlG for inspections Robert Peterson  (202) 663
AIG for Investigations Anna Gershman  (202) 663
Generai Counsel; Divector, Congressional & Public Affairs  Erich Hart (202) 663 1 7 o 00y
AIG for Management, Palicy, & Planning {Acting) Cynthia Saboe  (202) 663
\ OMB Liaiscn Maura Young (703) 284

et R AR S,

tive management. accountability, and
positive change in the Depariment of State, the Broadcasting Board of Governors (BBG). the U.S. international Boundary
and Water Commission, and the foreign affairs community. OIG provides leadership to: promote integrity, efficiency.
effectiveness, and economy, prevent and delect waste, fraud. abuse, and mismanagement; identify vuinerabifities and
recommend constructive solutions; offer expert assistance to improve Department and BBG operations; communicaie timely,
usefut information that facilitates decision-making and achieves measurabie gains; and keep the Department, BBG, and the
Congress fully and currenily informed.

OIG conducts independent audits, inspectians, and investigations to promote effect

! Selected reports are available at Qi Publications Litrary. If you wish to scheduie a briefing on any of these reports,
please contact Maura Young, OMB Liaison, (703) 284 -
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= Audit of Selected Contracts and Grants within the Bureau of African Affairs
= Compliance Followup Review of the Bureau of Education and Cuitural Affairs

QIG Value Added

Monetary Settiement of $10.5 Miilion Resulting from Contract Fraud Case {INV}

QIG received aliegations regarding improper activities by The Gallup Organization (Gallup), which
has a contract with the Department to provide passport/border crossing surveys. OIG ied a muiti-
agency investigation which determined that Gallup provided false pricing information to the
Department during negotiations for a 5-year, sole source contract far $25,000,000. As a result of the
investigation, Galiup agreed to pay $10.5 million to settie allegations that it improperly inflated
contract prices for the Department and the U.S. Mint, and engaged in prohibited empioyment
negotiations with an official of the Federal Emergency Management Agency.

Recommendations to Address Security Deficiencies at Selected High Threat Posts (AUD)

In the recent Audit of Department of State Compliance With Physical/Procedural Security Standards
at Selected High Threat Level Posts, OIG found that five selected posts were not always in
compliance with current physicatl security standards, and that common physical and procedurat
security deficiencies occurred among the posts reviewed. OIG also found that personnel levels were
increased at two of the selecled posts beyond or near the compounds’ intended capacities. At ane
post, this personne! increase negatively affected imptementation of the post security program. OIG
made 24 recommendations to the Department and provided post-specific “Outline for Action” reports
detaifing deficiencies. In response to OIG’s recommendations, the posts promptiy took action to
mitigate many of the deficiencies.

Recommendations to Improve Operations and Assistance Oversight in Khartoum (i5P)

In its recent Inspection of Embassy Khartoum, Sudan, OIG found several deficiencies with respect to
embassy operations and oversight of foreign assistance programs. Oi{G recommended that the
mission: efiminate one unnecessary position and utilize another for improved oversight of a $34
million program; increase the number of language-designated positions to support the embassy’s
advocacy and outreach efforts; impiement procedures to terminate differential and danger pay when
American personnel depart post; submit updated information to remedy overly high per diem rates;
require supervisors to approve all overtime in advance; and prepare standard operating procedures
to improve oversight of consuiar operations and controiled items. OIG also recommended that the
Department develop a sustainability pian for a $470,000 foreign assistance grant that did not appear
to be sustainable, and develop a media plan to inform the Sudanese public about the positive
contributions of the United States.




Funds put to Better Use of $571,000 from Embassy Maniia {ISP)

In response to an OIG recommendation in the 2013 Inspection of Embassy Manila, Philippines, the
Department eliminated a general services officer position, resulting in $571,000 in funds put to better
use.

Expanded Counseling Services for Employees Serving in High Threat Locations (ISP)

in the 2010 Review of Employees Serving in High Threat, High Stress, Unaccompanied Posts, CIG
recommended that the Office of Medical Services expand its counseling services, and survey
employees and heaith providers to determine the effectiveness of the Mental Heaith Services
Program. The Department compiied with the recommendation, and increased the Licensed Clinical
Social Workers and Regional Medica! Officers who work with embassies.

Reports Issued! (Reports in bold include a separate classified Security Management Annex.)

AUD-51-13-32 Audit of Department of State Compliance with Physical and Procedural
Security Standards at Selected High Threat Level Posts

AUD-CG-13-35 Audit of Bureau of Population, Refugees and Migration Oversight of Seiected
Cooperative Agreements in Support of Colombian Refugees in Eguador

ISP-1-13-37A inspection of Embassy Khartoum, Sudan

Coming Attragclions for August: Significant Reports Expected To Be Issued

= Audit of the U.S. Mission iraq Staffing Process
* Inspection of Embassy Brasitia, Brazil, and Constituent Posts
= Inspection of the Bureau of East Asian and Pacific Affairs

- (b) (6) ™

Points of Contact

For additional information or assistance, please contact one of the following:

Acting Inspector General Haroid Geisel
AlG for Audits and MERO (Acting) Norman Brown
AlG for inspections Robert Peterson
AIG for Investigations Anna Gershman
General Counsel; Director, Congressional & Public Affairs Erich Hart

AIG for Management, Policy, & Planning (Acting) Cynthia Saboe

Q}MB Liaison Maura Young w;_ww
/

0OIG conducts independent audits, inspections. and investigations to promote effective management,
accountability, and positive change in the Depariment of State, the Broadcasting Board of Governors (BBG),
and the foreign affairs community. OIG provides leadership to: promote integrity, efficiency, effectiveness, and
economy. prevent and detect waste, fraud, abuse, and mismanagement; identify vuinerabiiities and recormmend
constructive solutions; offer expen assistance to improve Department and BBG operations; communicate timely,
useful information that facilitates decision-making and achieves measurable gains, and keep the Depariment,
BBG, and the Congress fully and currently informed.

' selected reports are available at QG Publinalicns Library. If you wish to schedule a briefing on any of these reports,
please contact Maura Young, OMB Liaison, {703} 284}

(b) (6)




Office of Inspector General
United States Department of State and
Broadcasting Board of Governors

OIG Monthly Update
August 201

Forfeiture Judgment of $7.9 Million Resulting From Contract Fraud Investigation (INV)

OIG conducted a joint investigation with the Internal Revenue Service of a former Department contract
specialist who allegedly steered more than $39 million in contracts to a company she and her husband
controlied. On August 2, 2013, the former employee and her husband pleaded guilty to major fraud
against the United States, conspiracy to commit ilegal monetary transactions, and illegal monetary
transactions. Both agreed to a forfeiture judgment of $7,864,795. Sentencing is scheduled for
November 2013.

Reduction in Language Training Costs at an Overseas Embassy (ISP)

In the June 2012 Inspection of Embassy Bandar Seri Begawan, Brunei, OIG found that the Malay
language designation for the public affairs officer position was not essential, and recommended that
the designation be eliminated. In response to OlIG's recommendation, the Department approved
removing the language designation from the position, resulting in an estimated $151,000 in funds put
to better use.

Report Issued (Reports in bold include a separate classified Security Management Annex.)
AUD-MERO-13-33  Audit of the U.S. Mission Irag Staffing Process

Coming Atlractions for Sepfember: Significant Reports Expected To Be Issued

» Special Review of the Accountability Review Board Process

+ Audit of Selected Working Capital Fund Cost Center Financial Results

+ nternational Boundary and Water Commission, United States and Mexico, U.S. Section,
information Security Program

« Audit of the information Security Program for Sensitive Compartmented information Systems
at the Department of State (classified report)

« Outline for Action: Local Guard Contractor Did Not Comply With Contract Terms Regarding
Supplemental Wage Allowance

« Audit of Departtment of State Compliance With Physical Security Standards at Selected Posts
Within the Bureau of African Affairs {classified report)

" Selected reports are available at QiG Publications Library. If you wish to schedule a briefing on any of these reports.
piease contact Maura Young, OMB Liaison, (703) 284 JJl

(b) (6)




Audit of the Bureau of international Narcotics and Law Enforcement Affairs Corrections

System Support Program in Afghanistan

inspection of the Bureau of East Asian and Pacific Affairs

Inspection of Embassy Brasilia, Brazil
Inspection of Embassy Moscow, Russia
Inspection of Embassy Minsk, Belarus
Inspection of Embassy Vilnius, Lithuania

-~

Points of Contact
For additional information or assistance, please contact one of the following:

Acting Inspector General

AlG for Audits and MERO (Acting)

AlG for Inspections

AlG for investigations

General Counsel; Director, Congressional & Public Affairs
AlG, Management, Policy, and Planning

Deputy AlG, Policy, Planning, and Outreach

\OMB Ligison

Harold Geisel
Norman Brown
Robert Peterson
Anna Gershman
Erich Hart
Karen Ouzts
Cynthia Saboe
Maura Young

(202) 663 st
i

(703) 284
(202) 663
(703) 284
(202) 663
(202) 663

ale aoy
{bstate.goy

(202) 683 Bstate aov

(703) 284

@siate qov /

0OIG conducts independent audits, inspections, and investigations to promote effective management,
accountability, and positive change in the Department of State, the Broadcasting Board of Governors {BBG), and
the foreign affairs community. OIG provides leadership to: promote integrity, efficiency, effectiveness, and
economy; prevent and detect waste, fraud. abuse, and mismanagement; identify vulnerabilities and recommend
constructive solutions; offer expert assistance to improve Department and BBG operations; communicate timely,
useful information that facilitates decision-making and achieves measurable gains; and keep the Department,
BBG, and the Congress fully and currently informed.



. No September 2013 Edition (per Front Office}



No October 2013 Edition (per Front Office)



No November 2013 Edition (per Front Office)



* No December 2013 Edition (per Front Office). Included in December 2013 to February 2014 Quarterly
Edition.



No January 2014 Edition (per Front Office}. included in December 2013 to February 2014 Quarterly
Edition.



- No February 2014 Edition (per Front Office). Included in December 2013 to February 2014 Quarterly
Edition.



Office of Inspector General
United States Department of State and
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o § OIG Quarterly Update

OIG Value Added

Management Alert: OIG Findings of Significant and Recurring Weaknesses

in the Department of State Information System Security Program (AUD)

OIG has undertaken annual Federal Information Security Management Act (FISMA) evaluations since FY
2011 and maintains that the collective control weaknesses identified within the Department’s Information
System Security Program warrant the designation of a FISMA significant deficiency, which requires
immediate corrective action and which should be reported as a material weakness in the Federal Managers
Financial Integrity Act (FMFIA) annual assurance statement.

Informal Recommendation Leads to $150,000 in Monetary Benefits (AUD)

In the ongoing Audit of Selected Contracts and Grants within the Bureau of African Affairs, OIG informally
recommended that the Bureau of Administration, Office of Logistics Management, Office of Acquisitions
Management (A/LM/AQM), terminate a grant award based on the grantee’s lack of capacity to perform the
grant. A/LM/AQM agreed and took immediate action to terminate the award on December 6, 2013,
resulting in approximately $150,000 in funds that the Department can put to better use.

Joint State OIG/IRS OIG Investigation Results in Sentencing

of Contracting Fraud Perpetrators (INV)

The OIG Office of Investigations conducted a joint investigation with the Internal Revenue Service of a
Department contract specialist who allegedly steered more than $39 million in contracts to a company she
and her husband controlled. On December 6, 2013, the employee and her husband were sentenced to 24
months and 18 months in prison, respectively.

Joint State OIG/SIGAR/FBI Investigation Results in Forfeiture for Receipt of lllegal Gratuity (INV)
OIG/INV received information from the Special Inspector General for Afghanistan Reconstruction (SIGAR)
and the Federal Bureau of Investigation (FBI) that a personal services contractor for the Bureau of
International Narcotics and Law Enforcement Affairs accepted money from Afghanistan contractors in
exchange for awarding or manipulating the awarding of Department contracts. On September 19, 2013, in
the U.S. District Court for the District of Delaware, the contractor pleaded guilty to receipt of an illegal
gratuity by a public official. On January 14, 2014, in the U.S. District Court for the District of Delaware, the
contractor was sentenced to 1 year probation, and ordered to pay a $3,000 fine and to forfeit $30,000.

Recommendations to Reassign 21 Employees and Better Publicize

Export Opportunities for U.S. Businesses (ISP)

During the Inspection of the Bureau of Economic and Business Affairs, OIG discovered an organization that
was struggling to fulfill the staffing needs of new, higher priorities such as the National Export Initiative. OIG
recommended that the bureau reassign at least 21 employees from overstaffed or unnecessary offices,
such as the Office of Technology and Security Policy, to offices that more directly support U.S. business
interests abroad. OIG also found that the bureau had spent $198,000 to develop a website that ultimately
would not be used and recommended the bureau cease other activities related to that program. Although
economic officers at overseas missions had identified procurement opportunities for U.S. businesses, those
opportunities were not fed into Commerce Department websites that are traditionally used by U.S.
businesses to identify overseas procurement opportunities. OIG left a recommendation to correct the
situation.



OIG Quarterly Update December 2013 — February 2014

OIG Recommendations Drive Efficiencies: Closure of Consular Agency Funchal

and Rightsizing of Consulate Ponta Delgada (ISP)

In the 2012 /Inspection of Embassy Lisbon, OIG found that Consular Agency Funchal had a small workload
(averaging two U.S. citizens per month) and recommended the Department close the post and put about
$75,000 in funds to better use. In response to the recommendation, the Department closed the consular
agency. During the inspection, OIG also found the staffing complement at Consulate Ponta Delgada was
excessive, following the transfer of immigrant and diversity visa processing to Embassy Paris, and
recommended the Department abolish three locally employed staff positions. In response, Embassy Lisbon
abolished the positions, resulting in $143,000 in funds put to better use.

Publication of Leadership and Management Principles for Department of State Employees (ISP)

In its 2012 Memorandum Report, Improving Leadership at Posts and Bureaus, OlG recommended that

the Department develop a Foreign Affairs Handbook on leadership and management principles. In
response, the Department revised its Foreign Affairs Manual and identified the following leadership
principles as reflecting values that the Department believes are important for employees to cultivate:

1) model integrity; 2) plan strategically; 3) be decisive and take responsibility; 4) communicate; 5) learn and
innovate constantly; 6) be self-aware; 7) collaborate; 8) value and develop people; 9) manage conflict; and
10) foster resilience.

OIG Inspection Yields $250,000 in Funds Put to Better Use at Embassy Rabat (ISP)

In the 2013 Security Annex to the Report of Inspection of Embassy Rabat, OIG noted that the mission
was ordering equipment for a new embassy compound that the mission already had on hand. OIG
recommended that the Embassy compare its security equipment orders to its on-hand equipment and
cancel orders of duplicative equipment. Embassy Rabat completed its review and cancelled duplicative
orders resulting in $250,000 in funds put to better use.

Recommendation to Better Align Embassy Sofia’s Activities with Strategic Goals (ISP)

In the Inspection of Embassy Sofia, OIG found that although the mission had developed strategic plans,
it needed to do more to link its day-to-day activities to those plans. OIG recommended that the mission:
link mission reporting, travel, and representation plans to its strategic goals; establish a process for
monitoring goal accomplishment; and periodically report back to the Bureau of European and Eurasian
Affairs on its progress.

New Work Started in December

e Audits of Department of State Compliance With the Improper Payments Information Act
e Audit of U.S. Mission Irag Medical Services Contract
e Audit of Premium Class Air Travel in NEA and SCA

New Work Started in January

e Audit of Department of State’s Implementation and Oversight of Active Directory

e Audit of the Information Security Program at the International Boundary and Water Commission

« Audit of the Information Security Program for Sensitive Compartmented Systems at the
Department of State

e Audit of Radio Free Asia Expenditures

¢ Audit of Radio Free Europe/Radio Liberty After-Employment Benefits

e Audit of Broadcasting Board of Governors Compliance With the Improper Payments information
Act

« Audit of Contract Closeout Process for Afghanistan Contracts

e Audit of the Bureau of Diplomatic Security Worldwide Protective Services Contract Task Order 10 -
Kabul Embassy Security Force

¢ Review of Department of State FY 2013 Drug Control Funds and Related Performance Reports for
the Office of National Drug Control Policy



OIG Quarterly Update December 2013 — February 2014
0000004040400 0404000000000 0000000000004 oo S

New Work Started in February

= Audit of Department of State Selection, Positioning, Training, and Oversight Responsibilities of
Grants Officer Representatives

* Audit of the Information Security Program at the Department of State

= Audit of the Information Security Program at the Broadcasting Board of Governors

e Audit of the Department of State Security Program for Wireless Networks

» Inspections of Embassies Kabul, La Paz, Lima, Bujumbura, and Kampala

e Limited Scope inspection of Embassy Asmara

* Inspections of Domestic Bureaus: International Security Nonproliferation; and Arms Control,
Verification, and Compliance

* Inspection of Remote Voucher Processing

» Compliance Followup Review of International Information Programs

 Compliance Followup of the Department of State's Actions for Construction Projects Funded by the
President’s Emergency Plan for AIDS Relief (PEPFAR)

Note: Reports Issued in bold include a separate classified Security Management Annex

Reports Issued in December

AUD-FM-14-10 independent Auditor's Report on the U.S. Department of State 2013 and 2012
Financial Statements
AUD-FM-14-09 Independent Auditor’s Report on the U.S. Department of State 2013 and 2012

Closing Package Financial Statements

AUD-FM-IB-14-14 Independent Auditor's Report on the BBG 2013 Financial Statements

AUD-MERO-14-06  Audit of the Contract Closeout Process for Contracts Supporting the U.S. Mission
in fraq

AUD-MERO-14-08  Audit of Emergency Action Plans for U.S. Mission Pakistan

AUD-MERO-14-05  Audit of Department of State and Embassy Kabul Planning for the Transition to a
Civilian-Led Mission in Afghanistan

AUD-ACF-14-16 Compliance Followup Audit of Bureau of Oceans and International Environmentat
and Scientific Affairs Administration

Reports Issued in January

AUD-IT-14-04 Management Alert: OIG Findings of Significant and Recurring Weaknesses in the
Department of State Information System Security Program

AUD-CG-14-07 Audit of Department of State Selection and Positioning of Contracting Officer's
Representatives

AUD-FM-14-12 Independent Auditor's Repert on the International Boundary and Water
Commission, United States and Mexico, U.S. Section, 2013 and 2012 Financial
Statements

Reports Issued in February

AUD-SI-14-20 Keystone XL Pipeline Project Compliance Follow-up Review: The Department of
State’s Choice of Environmental Resources Management, inc., to Assist in
Preparing the Supplemental Environmental Impact Statement

ISP-I-14-01 Inspection of the Bureau of Economic and Business Affairs
ISP-1-14-02A Inspection of Embassy Sofia, Bulgaria
ISP-1-14-03A Inspection of Embassy Budapest, Hungary
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OIG Value Added

Recommendation to Strengthen Coordination and Oversight of Foreign Assistance Programs

in San Salvador

During the Inspection of Embassy San Salvador, where U.S. Government foreign assistance programs
totaled $1 billion over the fast 5 years, OIG found the mission lacked a comprehensive inventory of
assistance programs that increased the chance of duptication. Embassy personnel were not aware of
bureau-funded grants totaling $717,000 and $250,000, respectively, and they had not been briefed on the
results of a review of Department of Labor grants totaling $14 million. OIG also found there were no
trained grant officer representatives to oversee the Department’s foreign assistance programs, which
included two Bureau of International Narcotics and Law Enforcement grants in excess of $2 million, a
$115,000 public affairs grant to the San Salvador Binational Center and a $100,000 grant for Cultural
Preservation. OIG recommended the mission assign an officer responsibility for: cataloguing all foreign
assistance programs; assigning program monitoring responsibilities; and aligning program activities with
mission goals and objectives. OIG also recommended the mission provide grant officer representatives
the required training.

Recommendations to Clarify the Bureau of Conflict and Stabilization Operation’s Mission and
Improve Controls

During its Inspection of the Bureau of Conflict and Stabilization Operations (CSO), OIG found that many in
the bureau, the Department, and the interagency community were unclear about the bureau’s

mission. Also, while the bureau was charged with coordinating a “whole of government approach” to
address conflict, it had yet to develop effective mechanisms for broad-based interagency

coordination. OIG recommended the Department clarify the bureau’s role and realign its structure. OIG
also identified deficiencies in the bureau’s security, hiring and travel procedures and found inadequate
contractor oversight and files. OIG left recommendations to address these control deficiencies,

Recommendations to Strengthen Grant and Contract oversight in Panama City

In the Inspection of Embassy Panama City, OIG found that grant management responsibilities were too
widely disbursed making it difficult to ensure consistent oversight. Improvements were particularly
important because several of the grantees were considered high-risk and required increased monitoring,
including those related to a $500,000 grant. Grant files had not consistently included risk management
and monitoring plans, they were not properly organized, and they were not properly closed out. OIG
recommended that the Department implement a plan to improve grant management. OIG also found
Department officers that attended meetings for three foundations did not have the legal expertise to do
so and recommended that the mission request that the U.S. Agency for Internationa! Development send
representatives to attend those meetings.



New Work Started
» Followup Audit of the Nonproliferation and Disarmament Fund Controls Over Contracting and
Project Management and Integrity of Financial Data
« Audit of the Department of State 2014 and 2013 Financial Statements

Reports Issued

AUD-FM-]B-14-15

Management Letter Reiated to the Audit of the Broadcasting Board of Governors
2013 Financial Statements

AUD-FM-14-13 Management Letter Related to the Audit of the International Boundary and Water
Commission, United States and Mexico, U.S. Section, 2013 Financial Statements

AUD-FM-14-17 Audit of the Process To Request and Prioritize Physical Security-Related Activities at
Overseas Posts

AUD-FM-14-19 Independent Review of the U.S. Department of State Accounting of FY 2013 Drug
Control Funds and Related Performance Report

ISP-[-14-04A inspection of Embassy Panama City, Panama
(includes a separate dlassified Security Management Annex)

ISP-I-14-05A Inspection of Embassy San Salvador, Ef Salvador

(includes a separate classitied Security Management Annex)

The Office of Inspector General conducts independent oversight of the Department of State and the Broadcasting
Board of Governors on behalf of American taxpayers to:

» promote economy, efficiency, and effectiveness;
« prevent and detect fraud, waste, and abuse; and
« identify vulnerabilities and recornmend constructive sohitians,
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0O1G Value Added

Management Alert—Contract File Management Deficiencies

In recent audits, investigations, and inspections, OIG has identified significant vulnerabilities in the
management of contract files that could expose the Department to substantial financial losses. Over the
past 6 years, OIG has identified Department contracts with a total value of more than $6 billion in which
contract files were incompiete or could not be located at all. The failure to maintain contract files
adequately creates significant financial risk and demonstrates a lack of internal control over the
Department’s contract actions. OIG recommended, among other things, that the Department implement a
process to randomly sample and verify the completeness of contract files, and that the resuits of its
reviews be provided to the appropriate bureaus and offices to ensure that individuals who do not
adequately maintain contract files, as well as their supervisors, are held accountable and are required to
update contract files in accordance with applicable policy.

Improved Safety and $300,000 Funds Put to Better Use at Missions in Vienna

In the March 2012 Jnspection of the Tri-Mission Vienna Joint Management Office, OIG reported that the
Tri-missions’ dedicated executive drivers were often working more than 10 hours daily, which exceeded
requirements set by the Department’s motor-vehicle safety program and resuited in excessive overtime
payments. The inspection estimated that approximately $300,000 would be put to better use annually
from reduced overtime charges. In response to OIG's recommendation, the Tri-mission’s Joint
Management Office recently confirmed that it has assumed overall supervisory responsibility for all
executive drivers, imposed driver-hour limitations, and adjusted iate-driver shift hours.

Recommendations to Improve Crisis Management Planning at Consular Agencies

In the Inspection of Embassy Bridgetown, Barbados, OIG found that consular agents on two islands,
Antigua and Martinique, were never asked to contribute to the embassy’s crisis-management planning
exercises that prepare staff for disasters. Also, the embassy's consular section had not conducted its own
consular exercises or drills in the past year to test its ability to communicate with wardens and key
contacts. OIG recommended that necessary drills be conducted and key vulnerabilities identified.

Recommendation to Reduce Potential Government Liability to Official Residence Employees
During several recent inspections, OIG found that Official Residence Expenses staff salaries were paid
directly by the Department rather than by the principal representative at the missions inspected. This
practice is prohibited. (Principal representatives are reimbursed for these costs, or costs may be
advanced.) Payment by the Departiment may create the false impression that the official residence staff
are employees of the government. Maintaining a clear employer/employee relationship preserves the
principal representative’s flexibility to hire and fire their personal staff members as needs require. In its
Management Assistance Report—>Direct Payment of Official Residence Expenses Staff Salaries, OIG
recommended that a directive be issued clarifying acceptable procedures and prohibiting the direct
payment by cashiers or by electronic funds transfer to Official Residence Expenses staff.

BBG's Financial Statements, Grantee Monitoring, and Internal Controls
In its Independent Auditor's Report on the Broadcasting Board of Governors 2013 Financial Statements
conducted for OIG, Kearney & Company found that BBG's consolidated financial statements present fairly,



in all material respects, BBG's financial position, including its net cost of operations, changes in net
position, and budgetary resources as of September 30, 2013; found three material weaknesses in internal
control over financial reporting; and found instances of reportable noncompliance with laws, regulations,
contracts, and grant agreements. Among other matters, Kearney noted that BBG did not have specific
procedures in place for post-award monitoring to ensure grantees were not using Federal awards for
unallowable costs. Kearney found that BBG did not record funds advanced to its grantees in its annual
financial statements. Additionaily, because BBG did not have a sufficient process in place to monitor its
grantees, BBG officials did not have a complete understanding of grantee operations and financial
management practices and were unaware that the grantees had significant unused funds.

New Work Started

e Audit of the Broadcasting Board of Governors 2014 and 2013 Financial Statements

» Inspections of Embassies Abidjan, Cote d'Ivoire; Baku, Azerbaijan; Bamako, Mali; Niamey, Niger;
Toilisi, Georgia; and Yerevan, Armenia

s Inspection of the Bureau of International Narcotics and Law Enforcement Affairs

» Inspection of the Bureau of Diplomatic Security, High Threat Programs Directorate

» Inspection of the Bureau of Consular Affairs, Office of Visa Services

+ Inspection of the Bureau of Human Resources’ Disciplinary Adjudication Process

s Inspection of the Bureau of Information Resource Management, Business Management and
Planning, Strategic Planning Office

Reports Issued

AUD-FM-14-23 Audit of Department of State FY 2013 Compliance With Improper Payments
Requirements

AUD-Fi-IB-14-22 Audit of Broadcasting Board of Governors FY 2013 Compliance With Improper
Payments Requirements

AUD-FM-14-11 Managerment Letter Regarding the Audit of the U.S. Department of State’s 2013
Consolidated Financial Statements

ISP-1-14-08 Management Assistance Report—Direct Payment of Official Residence Expenses
Staff Salaries

ISP-1-14-09A Inspection of Embassy Bridgetown, Barbados, and Embassy St. George's, Grenada
(a separate classified annex to the inspection was also published)

MA-A-0002 Management Alert—Contract File Management Deficiencies

The Office of Inspector General conducts independent oversight of the Department of State and the Broadcasting
Board of Governors on behalf of American taxpayers to:

+ promote economy, efficiency, and effectiveness;
« prevent and detect fraud, waste, and abuse; and
« identify vulnerabilities and recommend constructive solutions.
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Recent Reporting

Audit of Department of State Use of Appropriated Funds Prior to Expiration and Cancellation
Identifies $980K in Potential Funds Put to Better Use

In the Audit of Department of State Use of Appropriated funds Prior to Expiration and Cancellation, OIG
identified approximately $980,000 in funds that could be put to better use if two bureaus would
deobligate unneeded obligations.

OIG Fraud Investigation Results in Contractor Pleading Guilty to Conspiracy to Commit
Contract Fraud

On May 23, 2014, a former employee of a U.S. Government contractor pled guilty to conspiracy to defraud
the Department in connection with a contract to provide reconstruction-related services in Afghanistan.
The employee worked in Afghanistan as a training program coordinator to train and supply uniforms to
Afghan correctional officers. The employee and co-conspirators created a company ostensibly to provide
uniforms to the Department. They subsequently submitted false and fraudulent invoices to the
Department, seeking payment for goods that were not provided. As a result, the Department incurred a
loss of more than $120,000. A sentence will be imposed at a later date.

Abolishment of Vacant Specialist Position at Embassy Panama City Shows Confirmed Funds
Put to Better Use

In the March 2014 Inspection of Fmbassy Panama City, OlIG reported that the public affairs section, with
18 positions, was the most heavily staffed section in Central America. In response to OIG's
recommendation, a locally employed staff position was abolished on March 19, 2014, resulting in available
funds put to better use in the amount of $24,914,

OIG Recommendations Enhance Parole Processing and Building Safety in Havana

During the Inspection of U.S. Interests Section (USINT), in Havana, Cuba, OIG found an insufficient number
of staff to handle the nonimmigrant visa adjudication and parole processing workload. (In 2013, the
consular section approved nearly 14,000 parole cases.) OIG recommended the Department support a
proposal that U.S. Citizenship and Immigration Services take responsibility for processing parole cases for
Cuban nationals and move the caseload from the mission to the United States. OIG estimates that this will
free up 2.5 consular officer positions. OIG also left a recommendation to address fire and safety hazards in
an annex building.

Reports Issued

AUD-FM-14-21 Audit of Department of State Use of Appropriated Funds Prior to Expiration
and Canceliation

AUD-SI-14-25 Audit of Department of State Use of Threat Information To Enhance Security
at High-Threat Overseas Posts

ISP-1-14-10A* Inspection of U.S. Interests Section Havana, Cuba

ISP-1-14-11A% Inspection of Embassy Abu Dhabi and Consulate General Dubat, United Arab
Emirates

* Report includes a separate classified Security Management Annex.



Results from Prior Reporting

0IG Recommendation Leads to Lucrative Sale of Underused Property in Helsinki

In the September 2011 Inspection of Embassy Helsinki OIG recommended that Embassy Helsinki develop
and submit to the Bureau of Overseas Buildings Operations a business case for selling one of four
underused properties. In May 2014, the recommendation was closed based on Embassy Helsinki's report
that one of the properties was sold for $838,838.

Rightsizing of Public Diplomacy Staff at Embassy Vienna Yields Significant Savings

In the March 2012 /nspection of Embassy Vienna, OIG recammended that Embassy Vienna abolish three
locally employed staff positions. The Embassy complied, and the recommendation was closed in May
2014, with reported funds put to better use in the amount of $268,119.

Closure of Consular Agency A Coruna in Spain Yields Significant Savings to Department

In the September 2012 Inspection of Embassy Madrid, Spain, and Constituent Posts, OIG recommended
closing the consular agency in A Coruna, Spain. The Embassy complied, and the recommendation was
closed in May 2014 with funds put to better use of $113,000.

New Work Started

« Audit of the Department of State Bureau of International Security and Nonproliferation
Administration and Oversight of Foreign Assistance Funds—Export Control and Related Border
Security Program

« Audit of the Department of State Bureau of International Security and Nonproliferation
Administration and Oversight of Foreign Assistance Funds—Global Threat Reduction

The Office of Inspector General conducts independent oversight of the Department of State and the Broadcasting
Board of Governors on behalf of American taxpayers to:

» promote economy, efficiency, and effectiveness;
» prevent and detect fraud, waste, and abuse; and
« identify vulnerabilities and recommend constructive solutions.



UARTERLY
PDATE W3

Recent Reporting

OIG Management Alert Outlines Pervasive Contract-file Management Deficiencies

In recent audits, investigations, and inspections, OIG has identified significant vulnerabilities in the
management of contract files that could expose the Department to substantial financial losses. Over the
past 6 years, OIG has identified Department contracts with a total value of more than $6 billion in which
contract files were incomplete or could not be located at all. The failure to maintain contract files
adequately creates significant financial risk and demonstrates a lack of internal control over the
Department’s contract actions. OIG recommended, among other things, that the Department implement a
process to randomly sample and verify the completeness of contract files, and that the results of its
reviews be provided to the appropriate bureaus and offices to ensure that individuals who do not
adequately maintain contract files, as well as their supervisors, are held accountable and are required to
update contract files in accordance with applicable policy.

Audit of Department of State Use of Appropriated Funds Prior to Expiration and Cancellation
Identifies $980K in Potential Funds Put to Better Use

In the Audit of Department of State Use of Appropriated Funds Prior to Expiration and Cancellation, OlG
identified approximately $980,000 in funds that could be put to better use if two bureaus would
deobligate unneeded obligations.

OIG Fraud Investigation Results in Contractor Pleading Guilty to Conspiracy to Commit
Contract Fraud

On May 23, 2014, a former employee of a U.S. Government contractor pled guilty to conspiracy to defraud
the Department in connection with a contract to provide reconstruction-related services in Afghanistan.
The employee worked in Afghanistan as a training program coordinator to train and supply uniforms to
Afghan correctional officers. The employee and co-conspirators created a company ostensibly to provide
uniforms to the Department. They subsequently submitted false and fraudulent invoices to the
Department, seeking payment for goods that were not provided. As a result, the Department incurred a
loss of more than $120,000. A sentence will be imposed at a later date.

Abolishment of Vacant Specialist Position at Embassy Panama City Shows Confirmed Funds
Put to Better Use

In the March 2014 Inspection of Embassy Panama City, OIG reported that the public affairs section, with
18 positions, was the most heavily staffed section in Central America. In response to OIG's
recommendation, a locally employed staff position was abolished on March 19, 2014, resulting in available
funds put to better use in the amount of $24,914.

OIG Recommends Strengthened Coordination and Oversight of Foreign Assistance Grants in
San Salvador in Excess of $1B

During the Inspection of Embassy San Salvador, where U.S. Government foreign assistance programs
totaled $1 billion over the last 5 years, OIG found the mission lacked a comprehensive inventory of
assistance programs that increased the chance of duplication. Embassy personnel were not aware of
bureau-funded grants totaling $717,000 and $250,000, respectively, and they had not been briefed on the
results of a review of Department of Labor grants totaling $14 million. OIG also found there were no
trained grant officer representatives to oversee the Department’s foreign assistance programs, which
included two Bureau of International Narcotics and Law Enforcement grants in excess of $2 million, a
$115,000 public affairs grant to the San Salvador Binational Center, and a $100,000 grant for Cultural
Preservation. OIG recommended the mission assign an officer responsibility for cataloguing all foreign



assistance programs, assigning program monitoring responsibilities, and aligning program activities with
mission goals and objectives. OIG also recommended the mission provide grant officer representatives
the required training.

Inspection Asserts Need for Enhanced Grant and Contract Oversight in Panama City

In the Inspection of Embassy Panama City, OIG found that grant management responsibilities were too
widely disbursed, making it difficult to ensure consistent oversight. Improvements were particularly
important because several of the grantees were considered high-risk and required increased monitoring,
including those related to a $500,000 grant. Grant files had not consistently included risk management
and monitoring plans, they were not properly organized, and they were not properly closed out. OIG
recommended that the Department implement a plan to improve grant management. OIG also found
Department officers that attended meetings for three foundations did not have the legal expertise to do
so and recommended that the mission request that the U.S. Agency for International Development send
representatives to attend those meetings.

OIG Recommendations Enhance Parole Processing and Building Safety in Havana

During the Inspection of U.S. Interests Section (USINT), in Havana, Cuba, OIG found an insufficient number
of staff to handle the nonimmigrant visa adjudication and parole processing workload. (In 2013, the
consular section approved nearly 14,000 parole cases.) OIG recommended the Department support a
proposail that U.S. Citizenship and Immigration Services take responsibility for processing parole cases for
Cuban nationals and move the caseload from the mission to the United States. OIG estimates that this will
free up 2.5 consular officer positions. OIG also left a recommendation to address fire and safety hazards in
an annex building.

Recommendations Help Clarify Bureau of Conflict and Stabilization Operations’ Mission and
Improve Controls

During its Inspection of the Bureau of Conflict and Stabilization Operations (CSO), OIG found that many in
the bureau, the Department, and the interagency community were unclear about the bureau’s

mission. Also, while the bureau was charged with coordinating a “whole of government approach” to
address conflict, it had yet to develop effective mechanisms for broad-based interagency

coordination. OIG recommended the Department clarify the bureau’s role and realign its structure. OIG
also identified deficiencies in the bureau’s security, hiring, and travel procedures and found inadequate
contractor oversight and files. OIG left recommendations to address these control deficiencies.

OIG Recommends Improved Crisis Management Planning at Consular Agencies

In the Inspection of Embassy Bridgetown, Barbados, OIG found that consular agents on two islands,
Antigua and Martinique, were never asked to contribute to the embassy’s crisis-management planning
exercises that prepare staff for disasters. Also, the embassy’s consular section had not conducted its own
consular exercises or drills in the past year to test its ability to communicate with wardens and key
contacts. OIG recommended that necessary drills be conducted and key vulnerabilities identified.

OIG Inspectors Recommend Reduction in Potential Government Liability to Official Residence
Employees

During several recent inspections, OIG found that Official Residence Expenses staff salaries were paid
directly by the Department rather than by the principal representative at the missions inspected. This
practice is prohibited. (Principal representatives are reimbursed for these costs, or costs may be
advanced.) Payment by the Department may create the false impression that the official residence staff
are employees of the government. Maintaining a clear employer/employee relationship preserves the
principal representative’s flexibility to hire and fire their personal staff members as needs require. In its
Management Assistance Report—Direct Payment of Official Residence Expenses Staff Salaries, OIG
recommended that a directive be issued clarifying acceptable procedures and prohibiting the direct
payment by cashiers or by electronic funds transfer to Official Residence Expenses staff.

Independent Auditors on Behalf of OIG Find Significant Material Weaknesses in BBG's
Financial Statements, Grantee Monitoring, and Internal Controls

In its Independent Auditor's Report on the Broadcasting Board of Governors 2013 Financial Statements
conducted for OIG, Kearney & Company found that BBG's consolidated financial statements present fairly,
in all material respects, BBG's financial position, including its net cost of operations, changes in net
position, and budgetary resources as of September 30, 2013; found three material weaknesses in internal

2



control over financial reporting; and found instances of reportable noncompliance with laws, regulations,
contracts, and grant agreements. Among other matters, Kearney noted that BBG did not have specific
procedures in place for post-award monitoring to ensure grantees were not using Federal awards for
unallowable costs. Kearney found that BBG did not record funds advanced to its grantees in its annual
financial statements. Additionally, because BBG did not have a sufficient process in place to monitor its
grantees, BBG officials did not have a complete understanding of grantee operations and financial

management practices and were unaware that the grantees had significant unused funds.

OIG Reports, March—-May 2014

Audit Reports

AUD-FM-IB-14-15

Management Letter Related to the Audit of the Broadcasting Board

of Governors 2013 Financial Statements March

AUD-FM-14-13 Management Letter Related to the Audit of the International
Boundary and Water Commission, United States and Mexico, U.S. March
Section, 2013 Financial Statements

AUD-FM-14-17 Audit of thg Erpcess To Request and Prioritize Physical Security- March
Related Activities at Overseas Posts

AUD-FM-14-19 Independent Review of the U.S. Department of State Accounting of March
FY 2013 Drug Control Funds and Related Performance Report

AUD-FM-14-23 Audit of Depart_ment of State FY 2013 Compliance With Improper April
Payments Requirements

AUD-FM-IB-14-22  Audit of Broadcasting Board of Governors FY 2013 Compliance With April
Improper Payments Requirements pr

AUD-FM-14-11 Management Letter Regarding the Audit of the U.S. Department of April
State's 2013 Consolidated Financial Statements pr

AUD-FM-14-21 Audit of Department of _State Use of Appropriated Funds Prior to May
Expiration and Cancellation

AUD-SI-14-25 Audit of Department of State Use of Threat Information To Enhance May
Security at High-Threat Overseas Posts

Inspection Reports

ISP-1-14-04A* Inspection of Embassy Panama City, Panama March

ISP-1-14-05A* Inspection of Embassy San Salvador, El Salvador March

ISP-1-14-08 Management Assistance Report—Direct Payment of Official April
Residence Expenses Staff Salaries

ISP-1-14-09A* Inspection of Embassy Bridgetown, Barbados, and Embassy St. April
George’'s, Grenada

ISP-1-14-10A* Inspection of U.S. Interests Section Havana, Cuba May

ISP-1-14-11A* Inspection of Embassy Abu Dhabi and Consulate General Dubai, May
United Arab Emirates

Management Alerts

MA-A-0002 Management Alert—Contract File Management Deficiencies April

* Report includes a separate classified Security Management Annex.

Results From Prior Reporting

OIG Recommendation Leads to Lucrative Sale of Underused Property in Helsinki

In the September 2011 Inspection of Embassy Helsinki; OIG recommended that Embassy Helsinki develop
and submit to the Bureau of Overseas Buildings Operations a business case for selling one of four
underused properties. In May 2014, the recommendation was closed based on Embassy Helsinki's report
that one of the properties was sold for $838,838.



Inspection Yields Improved Safety and $300,000 in Funds Put to Better Use at Missions in
Vienna

In the March 2012 Inspection of the Tri-Mission Vienna Joint Management Office, OlG reported that the
Tri-missions’ dedicated executive drivers were often working more than 10 hours daily, which exceeded
requirements set by the Department’s motor-vehicle safety program and resulted in excessive overtime
payments. The inspection estimated that approximately $300,000 would be put to better use annually
from reduced overtime charges. In response to OIG's recommendation, the Tri-mission’s Joint
Management Office recently confirmed that it has assumed overall supervisory responsibility for all
executive drivers, imposed driver-hour limitations, and adjusted late-driver shift hours.

Rightsizing of Public Diplomacy Staff at Embassy Vienna Yields Significant Savings

In the March 2012 /nspection of Embassy Vienna, OIG recommended that Embassy Vienna abolish three
locally employed staff positions. The Embassy complied, and the recommendation was closed in May
2014, with reported funds put to better use in the amount of $268,119.

Closure of Consular Agency A Coruna in Spain Yields Significant Savings to Department

In the September 2012 Inspection of Embassy Madrid, Spain, and Constituent Posts, OIG recommended
closing the consular agency in A Coruna, Spain. The Embassy complied, and the recommendation was
closed in May 2014 with funds put to better use of $113,000.

New Work Started in March

e Follow-up Audit of the Nonproliferation and Disarmament Fund Controls Over Contracting and
Project Management and Integrity of Financial Data

e Audit of the Department of State 2014 and 2013 Financial Statements

New Work Started in April

e  Audit of the Broadcasting Board of Governors 2014 and 2013 Financial Statements

e Inspections of Embassies Abidjan, Cote d'lvoire; Baku, Azerbaijan; Bamako, Mali; Niamey, Niger;
Tbilisi, Georgia; and Yerevan, Armenia

« Inspection of the Bureau of International Narcotics and Law Enforcement Affairs

s Inspection of the Bureau of Diplomatic Security, High Threat Programs Directorate
« Inspection of the Bureau of Consular Affairs, Office of Visa Services

» Inspection of the Bureau of Human Resources’ Disciplinary Adjudication Process

+ Inspection of the Bureau of Information Resource Management, Business Management and
Planning, Strategic Planning Office

New Work Started in May

» Audit of the Department of State Bureau of International Security and Nonproliferation
Administration and Oversight of Foreign Assistance Funds—Export Control and Related Border
Security Program

s Audit of the Department of State Bureau of International Security and Nonproliferation
Administration and Oversight of Foreign Assistance Funds—Global Threat Reduction

The Office of Inspector General conducts independent oversight of the Department of State and the Broadcasting
Board of Governors on behalf of American taxpayers to:

« promote economy, efficiency, and effectiveness;
= prevent and detect fraud, waste, and abuse; and
« identify vuinerabilities and recommend constructive solutions.



	CoverPaqeTemplate FIX.pdf
	Description of document: Department of State Office of Inspector General (OIG) Weekly/Monthly Activity Reports, 2011-2014
	Posted date: 11-August-2014
	Source of document: US Department of State Office of Inspector General Office of General Counsel Washington, DC 20520-0308 ATTN: FOIA officer Email (preferred): oigfoia@state.gov Fax: (202) 663-0390


