governmentattic.org

“Rummaging in the government s attic”

Description of document: Closing documents for 25 Department of Commerce Office
of Inspector General (OIG) investigations, 2012-2013

Request date: 04-August-2014
Released date: 07-October-2014
Posted date: 03-November-2014
Source of document: FOIA Officer

Office of Inspector General

U.S. Department of Commerce

1401 Constitution Avenue, N.W., Room 7892
Washington, DC 20230

Fax:  202.501.7335

Email: FOIA@oig.doc.gov

Online FOIA Request Form

The governmentattic.org web site (“the site”) is noncommercial and free to the public. The site and materials
made available on the site, such as this file, are for reference only. The governmentattic.org web site and its
principals have made every effort to make this information as complete and as accurate as possible, however,
there may be mistakes and omissions, both typographical and in content. The governmentattic.org web site and
its principals shall have neither liability nor responsibility to any person or entity with respect to any loss or
damage caused, or alleged to have been caused, directly or indirectly, by the information provided on the
governmentattic.org web site or in this file. The public records published on the site were obtained from
government agencies using proper legal channels. Each document is identified as to the source. Any concerns
about the contents of the site should be directed to the agency originating the document in
question. GovernmentAttic.org is not responsible for the contents of documents published on the website.

-- Web site design Copyright 2007 governmentattic.org --


mailto:FOIA@oig.doc.gov
http://www.oig.doc.gov/Pages/Online-FOIA-Request-Form.aspx

OF
fy%f UNITED STATES DEPARTMENT OF COMMERCE
3 « | Office of Inspector General

%,% qi f’ Washington, D.C. 20230
Snares OF

October 7, 2014

VIA U.S. Mail

Re: FOIA Request No. DOC-0OIG-2014-001425

This letter is in response to your Freedom of Information Act (FOIA) request, tracking number
DOC-0IG-2014-001425, dated August 4, 2014 and received by the Department of Commerce,
Office of Inspector General (OIG) on August 5, 2014, in which you seek, as modified August 25,
2014 and September 25, 2014, copies of “the final report, report of investigation, closing letter,
closing memo, referral memo, and referral letter” for various OIG investigations.

A search of records maintained by the OIG has located 147 pages that are responsive to your
request. We have reviewed these pages under the terms of FOIA and have determined that they
may be released as follows:

Eleven (11) pages may be released to you in full.

e Four (4) pages relating to OIG investigation #13-0686-1 must be fully withheld under
FOIA exemption (b)(7)(A), S U.S.C. § 552(b)(7)(A), which protects records or
information compiled for law enforcement purposes to the extent that production of such
law enforcement records or information could reasonably be expected to interfere with
enforcement proceedings.

e 128 pages must be partially withheld under FOIA exemption (b)(7)(C), 5 U.S.C. §
552(b)(7)(C), which protects law enforcement information, the disclosure of which could
reasonably be expected to constitute an unwarranted invasion of personal privacy.

e One (1) page must be partially withheld under FOIA exemption (b)(3)(A), 5 U.S.C. §
552(b)(3)(A), which protects information that has been specifically exempted from
disclosure by a statute that requires matters to be withheld from the public in such a
manner as to leave no discretion on the issue, and FOIA exemption (b)(7)(C).
Specifically, with respect to the use of FOIA exemption (b)(3)(A), Rule 6(¢) of the
Federal Rules of Criminal Procedure restricts disclosure of matters occurring before
grand juries.

e One (1) page must be partially withheld under FOIA exemption (b)(5), 5 U.S.C. §
552(b)(5), which protects inter-agency and intra-agency records that would not be
available by law to a party other than an agency in litigation with the agency, including
documents that are predecisional and deliberative in nature, and FOIA exemption

®()C).



¢ Two (2) pages must be partially withheld under FOIA exemption (b)(7)(C) and FOIA
exemption (b)(7)(E), which protects law enforcement information the disclosure of which
would disclose techniques and procedures for law enforcement investigations or
prosecutions, or would disclose guidelines for law enforcement investigations or
prosecutions if such disclosure could reasonably be expected to risk circumvention of the
law,

Copies of the 143 releasable pages are enclosed with the relevant withholdings noted.

For your information, Congress excluded three discrete categories of law enforcement and
national security records from the requirements of FOIA. See 5 U.S.C. § 552(c) (2006 & Supp.
IV 2010). This response is limited to those records that are subject to the requirements of FOIA.
This is a standard notification to all OIG requesters and should not be taken as an indication that
excluded records do, or do not, exist.

You have the right to appeal this partial denial of your request. An appeal must be received
within 30 calendar days of the date of this response letter by the Assistant General Counsel for
Administration (Office), Room 5898-C, U.S. Department of Commerce, 14th and Constitution
Avenue, N.W., Washington, D.C. 20230. Your appeal may also be sent by e-mail to

FOIA Appeals@doc.gov, by facsimile (fax) to 202-482-2552, or by FOIAonline, if you have an
account in FOIAonline, at https:/foiaonline.regulations.gov/foia/action/public/home#.

The appeal must include a copy of the original request, this response to the request, and a
statement of the reason why the partially withheld records should be made available and why
partial denial of the records was in error. The submission (including e~-mail, fax, and FOIAonline
submissions) is not complete without the required attachments. The appeal letter, the envelope,
the e-mail subject line, and the fax cover sheet should be clearly marked "Freedom of
Information Act Appeal." The e-mail, fax machine, FOIAonline, and Office are monitored only
on working days during normal business hours (8:30 a.m. to 5:00 p.m., Eastern Time, Monday
through Friday). FOIA appeals posted to the e-mail box, fax machine, FOIAonline, or Office
after normal business hours will be deemed received on the next normal business day.

If you have any questions, please contact me via email at FOIA@oig.doc.gov, or by phone at
(202) 482-5992.

Sincerely,

Raman Santra
FOLA Officer

Enclosures
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REPORT OF INVESTIGATION

CASE TITLE: FILE NUMBER:
FOP-DF-10-0103-I

Alaska Eskimo Whaling Commission (AEWC)

Ahmaogak, Maggie (Former Executive Director) TYPE OF REPORT

Judkins, Teresa (Former Controller) [ Interim [J Final

Barrow, Alaska

NOAA Grant Fraud GRAND JURY MATERIAL

BASIS FOR INVESTIGATION

On December 21, 2008, the Office of Investigations (Ol) received information from
an*‘epresenting the Alaska Eskimo Whaling Commission (AEWC), concerning
misuse OE nds received from the National Oceanic and Atmospheric Administration

(NOAA). plained that the AEWC receives funding from NOAA to promote the whaling
industry in Alaska. The AEWC had recently hired a#who discovered
embezzlement on the part of the previous administration, which had been in place for the

previous |7 years. Their review revealed the AEWC lacked both sufficient financial controls
and a reliable accounting system, resulting in questionable expenditures exceeding $250,000.
(Attachment 1)

RESULTS/ SUMMARY OF INVESTIGATION

Our investigation, conducted in collaboration with the FBI and IRS-CID, confirmed multiple
instances of fraud and false statements resulting in the theft of $575,339 from AEWC, an
organization that received more than $2.3 million in NOAA grants between 2004 and 2007. In
the summer of 2011, two former Executive Directors, Maggie Ahmaogak and Teresa Judkins,
were indicted in Federal District Court. Ahmaogak was indicted on four counts of wire fraud,
theft and misapplication of funds from an organization receiving federal grant funds and money
laundering. Judkins was indicted in a two-count indictment for theft and misapplication of funds
from an organization receiving federal grant funds. Both subsequently entered guilty pleas and

ceanization/Agency Management __ DO} Other (specify):

Date:

refref1=

FOR OFFICIAL USE ONLY - GRAND JURY
This document remains the property of the Office of Inspector General and is provided to you for official use in accordance with your
duties. This document may contain law enforcement sensitive information as well as be protected by the Privacy Act. Do not disclose or
disseminate this document or the information contained herein, or otherwise incorporate it into any other records system, without prior
permission from the Principal Assistant Inspector General for Investgations. Public release to be determined under the Freedom of Information
Act, 5 US.C. §552

FOR OFFICIAL USE ONLY - GRAND JURY



OFFICE OF INSPECTOR GENERAL
OFFICE OF INVESTIGATIONS

were sentenced; Ahmaogak was sentenced to 4| months and restitution of $393,193.90 while
Judkins was sentenced to 6 months and restitution of $100,339.

The defendants were able to commit their crimes in part because of their position, where they
could override what few internal controls were in place. In Northern Alaska, the lack of
qualified personnel, familial relationships, and a Board of Directors made up of a dispersed
group of men with no business experience contributed to an environment that was ill-equipped
to identify fraud.

METHODOLOGY

This case was conducted through interviews and document review, including electronic mail,
public domain documentation, Internet sources, correspondence from witnesses and the
subject, and documents from NOAA. We also conducted an analysis of financial and business
records provided over the course of the investigation. This included detailed financial analysis of
grant records and claims; financial, bank and accounting records; statements and records from
vendors and other government entities; and other records obtained via grand jury subpoena.

DETAILS OF INVESTIGATION

The Alaska Eskimo Whaling Commission (AEWC) is a non-profit organization formed in 1976.
Their purpose was to protect Eskimo subsistence whaling of bowhead whales; to protect and
enhance the Eskimo culture, traditions, and activities associated with bowhead whales and
subsistence bowhead whaling; and to undertake research and education related to bowhead
whales. AEWC receives funding from several sources, with the majority coming from grants
issued by the National Oceanic and Atmospheric Administration (NOAA). (Attachments [-9)

The grants in question fall under Catalog for Domestic Assistance (CFDA) #11.439, known as
the Marine Mammal Data Program. The grants were authorized under the Marine Mammal
Rescue Assistance Act of 2000 (16 U.S.C [42[f-1; Marine Mammal Act of 1972, 16 US.C 1361).
The objective of this grant, which has been awarded approximately every two years since at
least 1992 to AEWC, was to collect and analyze information on the bowhead whale.
(Attachments 2-3)

Between 2004 and April 2007, the time period of the intentional misapplication of funds, the
AEWC received federal grant funds from NOAA totaling approximately $2.3 million.
(Attachments 8, 10)

Maggie Ahmaogak was the Executive Director of the Alaska Eskimo Whaling Commission
("AEWC") from 1990 to April 2007. As Executive Director, Ahmaogak was responsible for
managing federal grants received by AEWC. Ahmaogak was also responsible for oversight of
AEWC employees and implementing financial procedures in accordance with the by-laws of
AEWC, as well as advising the Board on financial matters and maintaining accurate records and
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financial accounts for AEWC, and for preparation of AEWC's annual budget. (Attachments |,
11-14)

Our investigation found that at least in 2006 and 2007, Ahmaogak stole, obtained by fraud and
misapplied approximately $475,000 of AEWC funds for her personal use. Ahmaogak did so by
using the AEWC credit card for personal expenses and cash advances; writing checks to herself
on AEWC accounts; taking payroll advances that were never repaid; withdrawing cash from
AEWC accounts; and making a wire transfer to her personal account from an AEWC account.
Our investigation found this money was used to purchase luxury items like 2 Hummer SUV, a
$3,000 refrigerator, and snow machines (snowmobiles) for herself, and for gambling at
Muckleshoots casino in Washington, and Harrah's casinos in St. Kitts, New Orleans, and Las
Vegas. (Attachments 14-29)

Specifically, in June of 2006, Ahmaogak intentionally used NOAA grant funds to cover travel
expenses to the island destination of St. Kitts. Prior to leaving on an AEWC trip to St. Kitts, she
paid herself $15,000 for one pay period by creating false time sheets indicating an impossible
amount of overtime worked. She also wrote herself three checks on an AEWC account for
$10,000 each for “Incidentals” in St. Kitts, intentionally avoiding the AEWC requirement that
there be a second signature on expenditures over $10,000. While in St. Kitts Ahmaogak
charged over $10,000 in miscellaneous expenses on the AEWC credit card and took over
$1,000 in cash advances on the AEWC credit card. This was in addition to $10,000 in AEWC
funds she gave to herself and her husband for food and hotel costs. While in St. Kitts Ahmaogak
and her husband gambled with approximately $120,000 on slot machines. Upon returning from
St. Kitts, she wrote a check to her husband for “loss of wages” for over $2,000, despite his
receiving his regular paycheck from Shell Oil during this trip. (Attachments 16-22, 27-30)

While in New Orleans, Louisiana, on February 12, 2007, Ahmaogak withdrew $12,300 from an
AEWC bank account in Barrow, Alaska that contained federal grant funds from NOAA. This
withdrawal was not approved by the grant budget. Ahmaogak deposited the $12,300 into a
personal account that she had opened the same day in New Orleans. On February 3, 2007,
Ahmaogak withdrew $12,300 from her personal account. Investigation indicates Ahmaogak
initiated some of the theft of grant proceeds contemporaneous with gambling trips in New
Orleans. (Attachments 16-22, 27-30)

Teresa Judkins, who initially was the Controller during the time Ahmaogak was the Executive
Director, later became the Executive Director of the AEWC from approximately April 2007 to
September 2008. During her time as Executive Director, Judkins obtained by theft, fraud, and
misapplication approximately $100,339 of funds belonging to AEWC. Specifically, in 2007,
Judkins obtained approximately $40,693, and in 2008, prior to her termination, Judkins obtained
approximately $59,646. Judkins obtained these AEWC funds by taking advances, paying for
airline tickets, hotels, and rental cars for herself and relatives unrelated to AEWC business,
making a partial payment on a snowmobile for her husband, and issuing and cashing AEWC
checks for her personal use. These funds were obtained by Judkins for the personal benefit of
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herself and her family members and the expenditure of these funds was not for allowable grant
expenses, nor were they approved by the Board of Directors. (Attachments 15-26, 28, 31, 34-
35)

In September 2011, Ahmaogak was indicted on one count of violating 18 U.S.C. §1343 (Wire
Fraud); two counts of violating [8 US.C. §666 (Theft or Bribery Concerning Programs
Receiving Federal Funds); and one count of violating 18 U.S.C. §1957 (Money Laundering) in the
US. District Court for the District of Alaska. A joint investigation with the Federal Bureau of
Investigation (FBl) and the Internal Revenue Service’s (IRS) Criminal Investigation Division
(CID) disclosed that the former executive director fraudulently obtained and misapplied
approximately $475,000 in AEWC funds for her personal use. On November 28, 2012, the
judge found Ahmaogak’s testimony not credible in sentencing her, ordering imprisonment for a
period of 4] months on each of Counts 2, 3, 4 (the 666 and 1957 counts) of the Indictment,
such terms to be served concurrently. She also must serve a 3 year supervised release following
her imprisonment. She was ordered to pay a Special Assessment of $300.00, due immediately,
and restitution of $393,193.90. On motion of the U.S. Attorney, count | of the indictment
(wire fraud) was dismissed. The Court also advised the defendant her appeal rights have been
waived. (Attachments 27, 29, 30, 32, 33)

In June 2011, Judkins was indicted on two counts of violating 18 U.S.C. §666 (Theft or Bribery
Concerning Programs Receiving Federal Funds) in the U.S. District Court for the District of
Alaska. On December 10, 2012 she was sentenced after pleading guilty to both counts of her
indictment. She was sentenced to six months in prison and ordered to pay a Special
Assessment of $200.00, due immediately, and restitution of $100,339. (Attachments 26, 28, 31,
34-35)
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TABLE OF ATTACHMENTS/INDEXES

Attachment Description IG-CIRTS
Serial Index
I Opening Complaint — Letter from US Attorney’s Office |
2 NOAA Awards to the AEWC 1992-2008 2
3 Independent Auditor's Report for the AEWC for Year Ended 3
06/30/2003
4 NOAA Grants Audit Resolution Proposal for the AEWC 4
5 A-133 Single Audit Summaries for the AEWC - June 30 1999 - 5
2003
6 NOAA Grants Audit C ith the AEWC 6
7 Aronson & Co Letter t 7
8 AEWC Grant Drawdowns for 2002 - 2009 8
9 NOAA Response to Aronson & Co Request 9
10 Review of Federal Drawdowns for AEWC 55
I AEWC Office Employees Listing as of 02-09-2007 I
12 Grand Jury Material - Documents (2
13 IRF - Review of Imaged Hard Drives from AEWC - undated 26
Resume for Ahmaogak
14 Interview Report - Maggie Ahmaogalc - | 1/29/10 49
15 Interview Report - Teresa Judkins - 4/20/10 37
16 Grand Jury Material from 44
17 Interview Report - - 10/20/10 45
18 Interview Report - 10/21/710 46
19 IRF - Records Review - St Kitts & Nevis trip 47
20 IRF - Review of Imaged Disks from AEWC, multiple issues, with 48
attachments
21 Interview Report [/5/10 50
22 IRS Investigative Report with attachments 51
3 Interview Report _ 372011 52
24 IRF - Review of 2004 Grants Training Agenda 53
25 nterview Report JSNREISIN- 3/6/11 54
26 Teresa Judkins Indictment 56
27 Maggie Ahmaogak Indictment 60
28 Plea Agreement Judkins 73
29 Change of Plea for Ahmaogak 77
30 Plea Agreement Ahmaogak 74
31 Change of Plea for Judkins 76
32 Ahmaogak Sentencing Minutes from Court 87
33 Ahmaogak Judgment & Conviction 90
34 Judkins Allocution Statement to court 21
35 Judkins Judgment & Conviction 94
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May 16, 2013

MEMORANDUM FOR: Thamas Guevara
Deputy Assistant Secretary for Regional Affairs
Economic Development Administration
FROM: Rick Beitel
Principal Assistant Inspector General
for Investigations & Whistleblower Protection

SUBJECT: OIG Investigation, Re: Digital Workforce Academy
(OIG Case # 10-0283-1)

Attached is our Report of Investigation (ROI) in the above-captioned matter. The EDA office in
Austin requested assistance concerning a grantee who allegedly did not pa)-subcontracmrs.
Our investigation found _contracted with multiple companies for various phases of
the grant project, but we did not discover sufficient evidence to demonstrate
improperly retained EDA grant funds for elf. The dispute between
subcontractor is a matter of civil litigation between those two entities; neither EDA nor the
Department are involved in the litigation. During the course of this investigation, we learned of
allegations of forgery of 's signature. The alleged forgeries were done by
with s standing permission, thus it could legally be argued the
employee was acting with apparent authority as an agent on behalf of the employer.

We discovered that an EDA employee,mﬁted grantees to submit pre-signed
payment requests, leaving the amounts blank, whic ould later fill in after the grantee
submitted invoices with amounts.— Stated-ﬂid this to facilitate grant management,

and subsequently stopped the practice after realizing the risk it entailed.

One area of concern we discovered is the Austin _-
instructing_ncn: to report [ concerns about Digital Worlforce Academy to the
OIG. During the course of our investigation, ﬂsrated it was "possible'-instructed
not to contact our office, but it was due to a belief that grant matters can usually be
resolved inter ted oes not typically raise any issues to
DA — Austin Regional Office, "because it is
pretty bad if | cant handle it on my levell.]” and did not notify, f the potential issues
with DWA.'stated-did not intend to prevent from contacting our
office, nor doe require employees to norify-:efore contacting our office. Nonetheless,
such instruction or communication this tends to have a chilling effect on the mandatory
reporting of fraud, waste and abuse to the OIG. We appreciate s diligence in
disclosing these issues.
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We recommend you remind EDA managers of the mandate for employees to cooperate with
the OIG and report potential violations — DAO 207-10, Section 3.04 states knowing failure of a
Department officer or employee to comply with reporting requirements may result in
disciplinary action. The Standards of Ethical Conduct require employees to disclose fraud, waste
and abuse (5 C.F.R. 2635.101(b)(I1)), and requires impartiality and protection of Federal
property, to include federal funds. (5 C.F.R. 2635.101(b)(8) and (9)). Furthermore, EDA
employees have an obligation to avoid any actions creating the appearance that s/he is violating
the law or the ethical standards set forth in the Standards of Ethical Conduct for Employees of the
Executive Branch. (5 C.F.R. 2635.101(b)(14)).

In accordance with DAO 207-10, paragraph 4, your written response of any action proposed
or taken is requested within 60 days of receipt of this referral.

In your official capacity, you have responsibilities concerning this matter, the individuals
identified in this memorandum, and the attached documents. Accordingly, you are an officer of
the Department with an official need to know the information provided herein in the
performance of your duties. These documents are being provided to you in accordance with 5
U.S.C. §552a(b)(l) of the Privacy Act and as an intra-agency transfer outside of the provisions of
the Freedom of Information Act.

Please be advised that these documents remain in a Privacy Act system of records and that the
use, dissemination or reproduction of these documents or their contents beyond the purposes
necessary for official duties is unlawful. The OIG requests that your office safeguard the
information contained in the documents and refrain from releasing them without the express
written consent of the Counsel to the Inspector General.

If have any questions please do not hesitate to contact me at (202) 482- or-
ﬂ: 202) 482

Attachment
ROI (with exhibits)

cc: - - Ethics and Law Program Division, Office of General Counsel
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ol
W REPORT OF INVESTIGATION

CASE TITLE: FILE NUMBER:
FOP-WF-10-0283-I
DIGITAL WORKFORCE

Austin, TX

EDA Grant Fraud TYPE OF REPORT

[] Interim [X] Final

BASIS FOR INVESTIGATION

On February 3, ZOIO_ a_ with the Austin Region of the Economic

Development Administration (EDA), requested OIG assistance in assessing the possibility of
misconduct by an EDA grantee. Speciﬁcally.-had information from a subcontractor
asserting h of Digital Workforce Academy (DWA), the recipient of two
EDA grants worth approximately $2.5 million, was retaining EDA grant funds forﬁelf rather
than compensating subcontractors for work completed.

RESULTS/SUMMARY OF INVESTIGATION

Our investigation found -had contracted with multiple companies for various phases of
the grant project, but we did not discover sufficient evidence to demonstrateﬂimpmperly
retained EDA grant funds for [jjielf. The dispute between and the subcontractor is a
matter of civil litigation between those two entities; neither EDA nor the Department are
named or involved in the litigation. While two witnesses, a and oth from the
subcontractor who claims non-payment, make serious allegations of fraud and non-compliance
with grant procedures, we found no corroborating evidence. We did corroborate one
allegation of forgery of-s signature, which confirmed happened in resence;
however, the alleged forgery was done with s standing permission by

thus it could legally be argued the employee was acting as an agent on behalf of mployer.
On September 18, 2012, the United States Attorney’s Office for the Western District of Texas

Distribution: OIG _x Bureau/Organization/Agency Management _x DO} Other (specify):

Date:

'5/“9/[3

Date:

ilieliz

Name/Title:

— Office of Special Investigations

Investigator
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declined criminal prosecution. As of October |6, ZOIZ,-stated.vas only awaiting the
conclusion of our investigation to close out the grant.

METHODOLOGY

This investigation was conducted through interviews and document review, including electronic
mail, public domain documentation, Internet sources, and grant documents from EDA.

DETAILS OF INVESTIGATION

Predication

stated-had been contacted by - the ‘odf
te a

tractor on the grant project in question, who sta
not been paid fo f Digital VWWorkforce Academy (DWA), the
grantee. hstatecl Blvas concerned as invoicing EDA for the subcontractors’
worlk, but retaining the funds for elf.! tated lllhad not received complaints from
any other subcontractors, and construction of the project was te, with close-out of the
grant pending receipt of several administrative documents from (Attachments | — 3)

Background

DWA is a non-profit corporation incorporated in the State of Texas on September |1, 2002.
_ the*and_ was the signatory on the Articles of
Incorporation. DWA is a recipient of ts: (1) 08-01-04250 and (2) 08-79-04408.
The grants were issued to DWA, withWas DWA'sd both grants
were construction grants with all funds being used to renovate 617 Procter St., Port Arthur,

Texas 77640. (Attachments 2 — 3)

Grant 08-01-04250 was issued on March 14, 2008, in the amount of $1,250,000; $1,000,000
was the Federal share of the grant, and $250,000 was the recipient's share. Grant 08-01-04250
was awarded to renovate the first floor of the building, which was to become the “Golden
Triangle Empowerment Center” (GTEC), a skills training center. (Attachment 3)

Grant 08-79-04408 was issued on July 22, 2009, in the amount of $1,400,000, with no recipient
share. Grant 08-79-04408 was awarded to renovate the second floor of the same building
associated with 08-01-04250. (Attachment 3)

Investigation

' During the course of our investigation, we were presented with emails wherein notes -provided
information of these allegations to ustin Region, EDA, who
specifically insuuctedﬁ"ot to contact . subsequently, etracted this statement, instructing

to contact OIG ifffiiffelt it necessary. (Attachments 23 and 25)
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We interviewed who stated

subcontractor on the project from March — July 2009. statediilll was awarded two
contracts by DWA on this

rant, one for approximately and the second for
approximately made several additional allegations, including S

insistence on awarding contracts below $100,000 and willingness to engage in bribery.
subsequently provided a copy of a demand letter, dated December 7, 2010, issued by s
attorney toﬁ. stati ytstanding debt of $25,371.14, and citing the OIG investigation.
As of October 15, 20I2I..“

litigation. (Attachments 4 — 6)

had not settled

ispute with

and intends to pursue

We obtained and reviewed the grant documents, determining that as of January 2011, both
grants had been completely drawn down by DWA. Further, we obtained and compared the
payments from EDA against existing invoices, and found indications of potential improprieties,
including the appearance of a failure by DWA to fully compensate subcontractors, as well as
use of funds from one grant to pay for work done under the other grant. (Attachments 3, 7)

We intervieweF th n the project, who stated jfjwas hired
by -to the project.? stated would collect invoices from the
subcontractors on the project and submit them to who would send a check to [l
company each month for those costs. stated [lllwould then issue checks from [l
own company to the subcontractors. tatedjilildid not make any contracts.elf.
and served only to pay the invoices from the subcontractors tated BAC ultimately
had to be removed from the project, following several occasions of belligerence by as

well as many notifications from vendors stating BAC's failure to pay various costs and fees.
(Attachment 8)

from
stated-was amiliar with the process of obtainin

communications, including invoices from
related to the grant project. tated bserved several improprieties during

We interviewed
of
funds from EDA, and regular.

an employee of

employment with DWA, including (1) using funds from DWA's accounts, including EDA
grant funds, to fundiililfor-profit business, MRSWV, an Austin-based consulting firm which trains
IT personnel, (2) using EDA grant funds for purchasing items such as conference room
furniture, (3) being instructed by on many occasions to transfer funds from the bank
account containing EDA grant funds to s bank account used for operating expenses, such
as utilities and teacher salaries for other business, and (4) falsifying invoices and other

‘Ms company, R&R Construction, was also a subcontractor on the project, having provided services such
a and framing. (Attachment 8)

mbegan employment with -at-or-proﬂt company, Managing Resources and Services in the
orkplace

RSW), eventually progressing to managing the accounts for both DWA and MRSW. (Attachment
1)
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further stated -

on one occasion,
to sign s

paperwork submitted to both EDA and the City of Port Arthur.*
had met with on several occasions to submit DWA's i
in order to facilitate payment to DWA, permitted
signature on an invoice by leaving the room after noting a lack of signature.

stated [fvas terminated after sent a demand letter to DWA in December 2010
for payment owed. often signed signature on documents related
to the EDA grant project, and did not mind any improprieties so long as the necessary
tasks to maintain the businesses were accomplished. h did not provide any
documentation or other support evidencing any of the aforementioned fraudulent activities.
(Attachments 9 — 13)

We interviewed multiple DWA subcontractors including American Air Systems (AAS),
Electrical Specialties Incorporated (ESI), and Tri-Star Glass; mly.‘aised any issues of fraud
within the project. (Attachments 14 — 19)

We intewiewed” *for the City of Port Arthur, where th ilding
being renovated is located, who state ad not received any complaints regardin, or

DWA. (Attachment 20)

During the course of our investigation, we learned MRSW was investigated in 2010 by the
Austin Police Department (APD) for alleged time card fraud in_the cour their contract
with the City of Austin.’ We interviewed Detective theﬂdetective from
APD on the investigation, who stated MRSWV was alleged to have submitted falsified time sheets
to accou ing contractors overtime, which was not allowed under the terms of the

contract. stated both *nd_were investigated, but ultimately no
charges were pursued as the City of Austin recouped the approximately $5,000 in funds

inappropriately paid to MRSW prior to the commencement of APD'’s investigation.
(Attachments 21 — 22)

We interviewed regarding the practices for processing payment requests to DWA;
id not always ask for supporting documentation with the submitted invoices,
and that it wou

be possible for a subcontractor to be paid twice for the same work without
his knowledge.#mted -)reviousl ermitted-to submit pre-signed payment
requests, leaving the amounts blank, whichﬁwould fill in after -’;ubmitted invoices;

stated lho longer allowed grantees to pre-sign their payment requests as of March 30,
stated s aware of the requirement for EDA approval of line item changes on
every grant, but state realistically could not accomplish all of jlirequired work if ere

* Though —made these al1egations.->rovided no support and our investigation has found no

corroborating evidence to show any of these allegations are true.

s_stated irM"Iarch 29, 201 | interview DWA had been audited four times in 2010 as a result of the
alflegations against MR or falsified time cards; furthmtated DWA was audited in related to a

grant with the State of Texas for work with the Texas Workforce Commission. (Attachment | 1)
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confirmed s account of the instance
signature on a payment request. (Attachments

required to abide by this requirement.

whereir-eft-n-ofﬁce to sign
23 -24)
We interviewed - EDA — Austin Regional Office, re rding-

instruction t to not contact our office with|lllkconcerns about DWA. stated it
was “possible’ nstructed ﬁnot to contact our office, but it was due to a belief that
grant matters can usually be resolved internally to EDA. Further, stated-does not
typically raise any issues to EDA - Austin
Regional Office, “because it is pretty bad if | can’t handle it on my level[.]" and dj otify

f the potential issues with DWA-stated-did not intend to prevent Wrom
contacting our office, nor doesjillrequire employees to notify jjjilijbefore contacting our office.
(Actachments 23 and 25)

On September 18, 2012 we received a declination for prosecution due to lack of evidence of a
criminal offense from Assistant United States Attorney for the Western District of
Texas. (Attachment 26)

We interviewed -)n October 10, 2012, with the assistance of the FBI; -denied ever
purposely taking, or instructing employees to take, action to purposely evade federal grant rules
and regulations. acknowledgediillimay have made administrative missteps in managing
the grant project, and admitted iwas not fully apprised of jililfresponsibilities under the grant
rules and regulations. demonstrated a lack of knowledge regarding maintenance of EDA
grant funds, particularly in differentiating one stream of funding from the other, but denied all of
s allegations, stating as simply an who collected the invoices
submitted by fax, and performed basic data entry tasks. denied being complicit in any
type of intentional misrepresentation to EDA, and repeatedly noted the project was completed
under budget. (Attachment 13)

_stated. as of October 16, 2012, the grant project was completed, and had been for a
ong time. stated was awaiting the closure of OIG’s investigation before formally
closing the grant. Currently, is not the recipient of any EDA grant funds, thougr-is
party to an in-kind arrangement on an EDA project for a planning project in Port Arthur,
Texas. receives payment for costs incurred in providing his services, such as travel.
According t a grant officer out of EDA’s Austin office, is providing in-kind
services for the life of the grant, as needed; the grant project is expected to be completed by
April 19, 2013. According to as of August 2012, had been reimbursed $25,692 for
travel and other expenses. (Attachments 27 — 29)
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7N
‘~»f’ REPORT OF INVESTIGATION

CASE TITLE:

Silver Spring, Maryland

NOAAJ/AFF Foreign Travel = Norway and Malaysia
National Oceanic and Atmospheric Administration (NOAA)
Office of Law Enforcement - National Marine Fisheries Service
Office of General Counsel for Enforcement and Litigation

FILE NUMBER:
FOP-WF-10-1 195-|

TYPE OF REPORT
[ Interim K Final

BASIS FOR INVESTIGATION

In July 2010, during the course of our Review of NOAA Fisheries Enforcement Programs and
Operations, we found several Office of Law Enforcement (OLE), National Marine Fisheries
Service (NMFS) and Office of General Counsel for Enforcement and Litigation (GCEL)
employees had claimed questionable per diem expenses. The expenses were paid from the
NOAA Asset Forfeiture Fund (AFF) and were for foreign travel to Trondheim, Norway, in
August 2008 for the Second Global Fisheries Enforcement Training Workshop (SGFETW). We
found similar concerns for travel to the Global Fisheries Enforcement Training Workshop
(GEETW) held in Kuala Lumpur, Malaysia during July 2005. In additio o determine

if a NOAA contract who provided services for
fisheries enforcement cases, and a U.S. Coast Guar dministrative
Law Judge (AL)) who presided over some fisheries enforcement cases, had attended these

conferences at NOAA AFF expense.

We found two OLE employees - Special Agent

SUMMARY OF INVESTIGATION

and Special AgentF- were
reimbursed per diem expenses, $1,178 and $65! respectively; they were not entitled to receive

following the SGFETW in Norway during August 2008, SA [lllllwas reimbursed i864.50 for

unauthorized meals and incidental expenses (M&IE), the majority of which while

as on

Distribution: OIG ___  Bureau/Organizaton/Agency Management X_

Orther (specify):

Sign

Dare:

143

Date:

‘f’/ﬁz,

as be protected by the Privacy Act.
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annual leave before the conference, and $313.50 for unwarranted lodging expenses, ie, a
ble room rate thatjjiiliihad charged for BllF2mily who joined the trip. SA

was improperly reimbursed for three days M&IE ($217/per day) whenjiiliwas no longer in
a travel status. However, the same OLE who prepared the electronic

vouchers for both SA jlilland owledged that both agents properly reported their
expenses and ed all the necessary information to complete the electronic travel vouchers
accurately but istakenly did not include these details on the vouchers. Further, the OLE

official for both vouchers was not involved in any aspect of the trip. We note that
when SA SAJJiicviewed and signed their final travel vouchers for reimbursement,
they both failed to recognize the inaccuracies.

We found that while some employees variably combined these trips with annual |eave before or
after the none claimed improper reimbursement. Fifteen NOAA employees, along
with (only] traveled to Norway in 2008 at a total cost of nearly $120,000, all paid
from the N .ForﬁeGFEI‘Waonferencehe!dlnPhhysiahZOOS we found no
unauthorized expenses charged to or paid from the AFF. 000for
authorized travel expenses. We found no evidence that
reimbursemmfromNOAAformvelexmeourNOAAmloyees wentw

Malaysia charged their travel expenses (approximately $22,000) to NOAA General Fund
accounts rather than the AFF.

METHODOLOGY

This investigation was conducted through review and analysis of information and data obtained
from NOAA, a NOAA contractor and the public domain, and interviews of NOAA employees.'

DETAILS OF INVESTIGATION

On July 30, 2010, as part of our Review of NOAA Fisheries Enforcement Programs and
Operations, we identified questionable expenses paid with the AFF for foreign travel to the
SGFETW conference held in Norway during August 2008; specifically, several NOAA
employees arrived days before the conference began and/or stayed after the conference was
completed. Subsequently, we also reviewed the GFETW conference held in Malaysia during july
2005 and found similar issues. In addition, we claims from NOAA contractor

We determined USCG AL) trip to Malaysia did not result
in any clim to NOAA. (Attachment |)

! Review of the Third GFETW conference held in Maputo, Mozambique, during September 2010 was not included
as part of this investigaton.
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SGFETVV: Trondheim, Norway

Review of the SGFETW Agenda disclosed the conference was held August 7-11, 2008 with

registration and a Facllitator's st 6, 2008. took a lead role in
the conference since then O as the the International

MCS Networl, which co-sponsored the event. also held meetings members of the
working group in Trondheim, Norway, on , 2008. As a result, other OLE employees

accompanied the conference early to assist [Jjwith these duties and responsibilities.
(Attachments Z and 3)

The 22nd International Fishing Exhibition, also known as Nor-Fishing 2008, was held in
Trondheim, Norway, from August 12-15, 2008. This conference was scheduled to be held
immediately following the SGFETW and included over 440 exhibitors from 22 countries who
represented various aspects of the fishing industry, such as suppliers of equipment and
machinery, packaging and transportation companies, and environmental protection officials.
Four NOAA employees had approved travel orders to attend this function, staying after the
SGFETW conference was completed. (Attachment 4)

Fifteen NOAA employees attended the SGFETW, along with NOAA contract employee
The total travel costs for the conference - $119,535.61 - were paid with the NOAA
AFF. The following are specific categories of expenses:

e Airfare $ 48,890.53
e Lodging $ 3446145
e MIE $ 33,158.25
e Other Expenses $ 302538
Total $119,535.61 (Attachment 5)

Our investigation found Sl received payment of $864.50 for MaIE while [Jwas on
annual leave and in a non-duty status, i.e. the weekend before the conference began, along with
.75 M&IE for a travel day that was canceled due to poor weather conditions beforefjjjiieft on

the tri had d th voucher form!ompleted_and
submitted to o for processing and reimbursement

! The goal of the International MCS Network is to improve the efficiency and effectiveness of fisheries-related
monitoring control and survelllance activities through enhanced cooperation, coordination, and information
collection and exchange among the responsible naticnal and International erganizations and institutions. Some of
the primary objectives include recognizing the dangers of illegal, unregulated and unreported fishing.and developing
information sharing capabilities among the member nations to work both regionally and globally to prevent, deter
and eliminate IUU fishing. Providing support for this function is considered ancillary to his job duties. NOAA took
the lead and has worked countries to address fisheries enforcement issues and concerns
on an international level, Both w-lmlnmnm
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payment after the conference was completed. SA [l requested and received approval for
annual leave apprqxi one month before the conference in July 2008 and nciuded
information about nual leave on the travel authorization worksheet, pre-international
travel authorization form and State Department County Clearance Cables. (Attachments é and
7

also reimbursed $313.50 for lodging expenses|jjjjiivas not entitled to receive.
med a double-room rate instead of the less ive single-room which ranged

from (approximately) $40 to $60 more per night. SA had Iindicated in paperwork for
the trip thacjjjjiifamily would be accompanyi registered for the conference
ded the names of d individuals who would be staying with

at the hotel; as a resu ined a double room. SA was not entited to

reimbursement for the additional cost of the double room. (Attachment 8)

buted the overpayment to[lllks a clerical error. il Bkid not
review the final voucher before signing it and trusted to accurately

complete the voucher. SA-poimnd out that there had been an advance to pay up-front
for hotel expenses, and the final voucher was very confusing since it ted to coincide
with the advance voucher used for the prepaid hotel expenses). also noted that the
NOAA/Office of Finance had reviewed the claim and did not i any concerns or
discrepancies. (Attachment 7)

mproperly received reimbursement of $651 for three days M&IE — at $217 per day ~
because [Jjhad already returned home from Norway. ted that he attended the first two
days of the Nor-Fishing 2008 conference and decided to return home early since this event
seemed to be geared more towards the commercial fishing ind rather than enforcement
related issues. SAJJJJjalso explained that when|fifjhad submitted requestiilincluded
the dates for the second conference “along with a day of cushion in the event of weather
related flight delays.” These dates of travel were approved on his travel orders. (Attachment 9)

that a few days afte had returned from the trip ubmitted a tnﬁ
voucher information worksheet to for -to complete ucher. said

specifically listed -acl:ual return date rather than the one listed on travel orders. In
addition, SA i provided copies receipts, which included one from the
airport noting the day|jjfreturned from Norway i ould not recall either reviewing

or signing the final voucher for his reimbursement payment. (Attachment 9)
-repomd Bl completed the travel vouchers for SA- based upon the recelpts

toilalong with the information contained in the travel orders. We also noted that
nsible for completing the time and attendance reports for SA (b) (7)(C)
“overlooked” the annual leave and was “careless” completed SA
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-s travel voucher. added “it was an honest mistake” and also stated, “| feel stupid,

i’s right there.” (Attachment 10)
mwned that [Jllused the amounts and figures provided by SAJJ along with the

contained in | orders, to complete the travel voucher fo i
would have also checked the receipts to ensure they added up to the actual or correct
amount(s). According to never reviewed [l actual travel itinerary or flight
information, and admitted that perhapsililishould have done so, and did not recall having any
discussions with [liliwhite Jiliprocessed this voucher for [Jikrip. (Attachment 11)

!W&ofanyaspmofﬂ'leuiptoN

OLE Northeast Division, said ] had no firsthand
and, as a result, could not have realized there
were overpayments of per diem expenses. exphained as part of [fireview and approval
of the vouchers for and SA uld have checked the figures and total amounts
and asked [[lif all the information was correct and included in the pa idiid
not recall seeing any information regarding annual leave for SA d was not aware of any
issues or concerns with the voucher for SA- (Attachments 12 and 13)

We determined that along with SA other NOAA employees took annual leave
before the conference, one of which was who had also conducted official meetings prior
to the SGFETW. In addition, we found one GCEL employee took annual leave after the
conference. In each of these instances there were no additional or unauthorized costs charged
to the government or the AFF. (Attachment 5)

We established that the nine employees who arrived early either assisted with preparations for
the SGFETW and/or also gave presentations during the conference. There were also nine
employees (some of the same individuals who had arrived early) who stayed after the
conference was completed. However, in each of these instances there was no consistency with
either the arrival or departure dates among the employees. Regardless, the travel dates listed
on their travel orders and vouchers corresponded to each of the individual's itineraries.
(Attachments 2, 3 and 5)

stated could not recall if everybody
attended, or was rized to attend, Nor-Fishing 2008
have been approved on the travel orders for each emp!
about the second conference were only included on some
14)

During August 2008, submitted an invoice to NOAA for $6,137.16 for jilltravel
expenses for this trip as part contract with GCEL to perform services as a
B fisheries enforcement cases. [ffwas reimbursed this amount later that same month.

ded the SGFETW had also
oted the length of stay(s) would
was not sure why details
e travel orders. (Attachment
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Fs dates of travel were August 3-12, 2008, including a “stop-over” in Amsterdam,
ich was not charged to the government. (Attachment |5)

The GFETW was held July 18-22, 2005 with registration and a Facilitator’s Meeting conducted

on July 17, 2005. We noted that NOAA/GCEL took a lead role in this conference since then
for Enforcement and Litigation (AGCEL) [l served as the
the International MCS Network, which was one of the co-sponsors of the

event. (Attachment 16)

We found no improper or unauthorized expenses charged to NOAA for this conference.
Three employees claimed annual leave after the event, but no additional cost to the
government was incurred. In addition, two other employees stayed over the weekend in
Malaysia after the conference was completed, but they did not claim any per diem expenses.
One employee arrived three days before the conference, and stayed three days after the
conference was completed, but did not claim any per diem expenses during these periods. We
did note that there were no references to annual leave in either the travel orders or voucher
for this particular employee. (Attachment 17)

We found seven employees had arrived before the conference began and eight stayed after the
conference was completed. We also found there was no consistency with the dates for arrival
or departure for the conference. Regardless, the travel dates listed on the approved orders and
vouchers corresponded with the itineraries of each of the individuals, which included one
employee who returned home through Tokyo over a weekend and another individual who
returned via Singapore and who left Malaysia two days after the conference was completed.
(Attachment 17)

We determined fifteen NOAA employees traveled to Malaysia and attended the GFETW
conference. Eleven of these individuals were reimbursed a total of $56,316.83 from the NOAA
AFF for their travel costs. Travel costs of $22,031.65 for four NOAA employees were paid
with NOAA General Fund accounts instead of the AFF. (Attachment 17)

We also determined Fand
However, we did not op any evidence
travel expenses charged on an invoice submitted in st 2005 as part of a separate contract
in which he had provided services as 2 We found no evidence

recelved reimbursement of the $3,594.24 travel expenses to ia. . NOAA also repo
they did not have any record for any travel expenses claimed r any trips at any
time. (Attachments |5 and 18)

traveled to Malaysia for this conference.
received reimbursement for the
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Silver Spring, MD 20910

BASIS FOR INVESTIGATION

On August 17, 2010, we received an anonymous telephonic complaint that National
Oceanographic and Atmospheric_Administration (NOAA), National Weather Service (NWS
illegally redirected NOAA contracts t

through and
The complaint also alleged sent government materials
from their NOAA email account to personal email account in an attempt to help

facilitate the alleged contract fraud. (Attachment |)
RESULTS/SUMMARY OF INVESTIGATION

We found ‘ contracts with NOAA were General Services Administration (GSA) blanket
purchase agreement' (BPA) contracts. We found all standard procurement, pre-solicitation, and
competition procedures were followed. We also acquired and reviewed the government email
files assigned to and-but found no evidence to support the allegation that
and sent government materials from their NOAA email account to
personal email account in an attempt to help facilitate the alleged contract fraud.

" A blanket purchase agreement (BPA) is a simplified acquisition method that government agencies use to fill anticipated repetitive needs for

supplies or services. Essentially, BPAs are like "charge accounts” set up with trusted suppliers. BPAs help trim the red tape associated with
repetitive purchasing.
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METHODOLOGY

This case was conducted through interviews, review of contract files, investigative research, and
review of electronic evidence.

DETAILS OF INVESTIGATION

We reviewed email records from the National Weather Service (NWS) for the period Janua
|, 2010 to December 31, 2010 for NWS employees
Forensic analysis found no evidence to support the allegation that
NOAA contracts data via personal email accounts. (Attachment 2 & 3)

who stated in 20|0.was the _

for NOAA Link, which is a firm fixed price contract vehicle for NOAA
IT projects. said one of the companies NOAA utilized in _building NOAA Link was
called eKohs, and that eKohs had king relationship with which is how
met said NO ad a bridge contract called
Landing Zone which was put in place because there were IT support contracts in place that
were ending that would not transition to NOAA Link, and in order to facilitate a timely
transition from Landing Zone to NOAA Link, a company needed to be chosen guickly so that
NOAA would have an IT contractor already in place for the transitionﬂsaid egan
to bid the contracts for Landing Zone and, ultimately NOAA Link, but realized that utilizing
normal contracting pFOCEdWId not allow NOAA to award an IT support contract in a

We interviewed

the of

timely manner. Therefore, as chosen from a pool of 8a companies that bid on the
Landing Zone contract, and utilizing a BPA allowed NOAA to award the contract to
without further competition. (Attachment 4)

went on to explain that NOAA had a BPA, which was an existing GSA contract
vehicle with USDA. That BPA allowed them to award the contr ithou
competition. further stated was directed by I. then -
to reduce costs associated with selecting companies to fulfill IT work requirements.
said id not know before the Landing Zone contract, nor did-
have a personal relationship wit . (Attachment 4)

— s - VTS -
stated tha ulfills IT contracts for federal government entities. said

company learned of the NOAA IT contracting opportunity through Federal Business
Opportunity (FedBizOps), and that followed normal processes based on the requirements
of the contract and submitted a proposal. stated a former -empioyee named

_was responsibl dling the NOAA account, including submitting th
roposal. Accordin toh has returned to .Inative to
h‘saic-did not get personally involved in the NOAA contract, nor does

2
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.become involved i iaring any contracts. Rather, relies on his employees to
carry out these tasks. said he knew nd through the work -
tract but

did on the NOAA con id not know them on a personal level. (Attachment 5)

On December 19, 2012, we received four NOAA contract files related to-. Our review
looked at the type of contract, any pre-solicitation requirements, and co ition requirements
for the contracts awarded to The work contracted by NOAA to was done under
an existing GSA contract, G and United States Department of Agriculture Blanket
Purchase Agreement (BPA), between USDA and in order for USDA
to award orders to Service Disabled Veteran Owned Small Business (SDVOSBC). A review of
the contract file indicates all standard procurement, pre-solicitation, and competition
procedures were followed according to the terms and conditions of the competed GSA BPA
contract awarded to - Specifically, Federal Acquisitions Regulation (FAR) §6.302-
I (a)(2)(ii/iii) states supplies or services may be considered to be available from only one source
in the case of a follow-on contract for the continued development or production of a major
system or highly specialized equipment when it is likely that award to any other source would
result in substantial duplication of cost to the Government that is not expected to be
recovered through competition. (Attachment 6 & 7)

Our review of the contract files indicates NOAA's actions were consistent with the rules set
forth in the FAR. Furthermore, use of preapproved 8a contractors as part of a GSA BPA award

make competition concerns moot since GSA has already completed the competitive process in
establishing the BPA. (Attachment 6 & 7)
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£/  REPORT OF INVESTIGATION
T R T

Alleged Whistieblower Reprisal by National Institute of

Standards and Technology (NIW TYPE OF REPORT
Officials Against NIST Employee [ Interim & Final

BASIS FOR INVESTIGATION

ber 29, 2010,
all to us th

or Management Resources, and , NIST
; ad previously reported to the us that MacArthur & Baker International, Inc.
(MBI), a govern ad engaged in alleged contract fraudulent activities. In addition to
being a NIST's internal audit group in the Office of Financial Resource
Management. erved as the or the NIST-MBI contract from

NIST
at subjected to reprisal actions i NIST offi

Based on defici ud identified against MBI, an oral stop-work order was
Issued by NIST's on May |1, 2010, followed by the NIST ubmitting an
OIG hotline fraud complaint on May 19 (OIG case 10-0705), a written stop-work order on June 2 and a
termination for cause notice to MBI on July 15. Specifically, [l reported the following reprisal
actions to us that Jillalleged were done because ofiaslmnca in the submission of the OIG hotline
complaint on May 19:

I nd [lillse2ff were forced to move out of their NIST office spaces and had to move

into a remote traller;
reatened to outsource her NIST position; and

i -~ -~ ~ [
L B o ) (N(C)

2

[ Distributio: | OIG X Bureaw/Organization/Agency Management DOJ: ___  Other (speciy):
ture of Date: Date:
/5743 /5743
Fﬁim of Special Investigations and
| 3
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mlnmnnlhvuﬂadwdu:ummd-ﬂomwﬂumw-
OIG disclosure against MBL

Subsequent 29. 2010, diclosure o omnu an wmmm
us that on

not reflect perfomnncamd muam&owwm

Prohibited Personnel Practicas, 5 US.C. § 2302(b)(8), discusses whisteblower protection and states, in
pare, that a federal employee with personnel authority may not “take or fall to take, or threaten to tke
or fail to take, a personnel action with respect to any employee or applicant because of any disclosure of
MWmmmwaMmmmammwwﬂmmwmm
a violation of any law, rule, or regulation.”

3.

RESULTS/SUMMARY OF INVESTIGATION

The investigation was commenced on October 29, 2010, but was placed on
indefinite hold at the request jon june 28, 2011, when [iinotified us
complaint was being reviewed by the U.S, Office of Special Counsel (OSC). July
notified us that OSC had accepted|jflcomplalnt and would conduct an investigation.
[ informed us that, In addition to reporting the whistleblower reprisal allegations to us,
had also reported the same to OSC. Under the Civil Service Reform Act and the Whistleblower
Protection Act, the OSC’s primary mission is to safeguard the merit system by protecting federal
employees from prohibited personnel practices, especially reprisal for whistdeblowing.

We attempted to contact repeatedly in September and October 2012, but these attempts
were unsuccessful and not return our calls and emalls, On October 9, 2012, we contacted OSC
and attempted to rm that they had opened an Investigation into complaint, but the OSC
representative with whom we spoke would neither confirm nor deny the existence of an OSC
investigation on the mateer.

Accordingly, the allegatons were not thoroughly investigated by us and subsequent findings of each

on were not determined. We note, however, that since initiating our investigation, and
lefc NIST and DOC. This report details the Investigative work we cond prior to
suspending our efforts. ,
METHODOLOGY

This case was initiated upon the preliminary interview of

n October 29, 2010, prior to the
case belng assigned to an OIG investigator.

Upon an investigator belng assigned in February 2011,

 also Interviewed on April 28, 2011, Because the detalls of all four allegations
completely discussed the conclusion of the 28 Interview, another
Inmvlewmneeded. Our attempts to schedule this interview with not successful. We
2
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MMWMWJNMWMWMhW
documents of the NIST internal inquiry allegedly targeting

DETAILS OF INVESTIGATION

Due to the investigative work not being completed, no findings as to the substantiation of each
allegation could be rendered. The following outlines the Investigative work conducted by us.

) (1)(C) |

On October 29, 2010, we conducted a preliminary interview
of complaint and to obtain basic information offfiirep egations for d;l; Inicial mag
to assignment to an OIG Investigator. relayed numerous events providing a chrono
mme&G of the May 19, 2010, complaint regarding MBI (OIG
case 10-0705) and the actions and up to the reprisal actions being taken

againstlill With respect tojiilatlegations of reprisal, provided the following:

to ascertain the background

. Amrﬂn;w*onhmel&lﬂl s out of thelr regular
building offices and into an outside traller. ed that made this decision.

o On September 16, 2010, during a meeting with [N co! Bl gining a

of belng combative and having an "OIG style” ing with customers.

pred to discuss this assertion, whereupon, stated, “You know, we could
Just outsource your office...” this as a to terminate

because Jhad disclosed information to the OIG and cooperated with the OIG investigation.

e On October 15, 2010, [ cod [llhat the OIG investigation had been closed with no
findings.

o Thereafter, sometime between October 15 mecmberM
lihad been informed, in writing, that OIG's Investigation no oing on the
part of MBL. [l subsequently cold [lilichatilihad misspoken in that the OIG's case
had not substantiated any fraud being committed by MBI,

° stated that on October 19, 2010, of NIST's Office of
Systems, contacted [ and needed all of the
detalls about the MBI contract issue, the allegations sent to the OIG, and some

Information regarding the stop-work order.
o later, who works had sent
mﬂ!ﬂrl&. domhnnnm*andam!b;

others. wammpdngtoﬁndauﬂf%or
messed up” regarding the handling @ MB] mateer. (Awachment )
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On Apr 26, 2011, we insarviewed [JJJJJJJJj e fotowing nformation was provided by[iliregarding
the four allegations:

o Move to Traller:
° stated that ce was
e e e
o InMarch 2010, plans were in place to hire m&mbemwwoltforw
the new . weremhemuvad{nm-nﬂunwom also on the "
building 101, had llemployees th of the bullding. The
plan was to consolidate office on .
0 Mmmma‘um
and was relocating

persons to a conference room on
reconfigured into an office with cublcles,

. I;aoﬂnmhmwhmwmw people;
people could not effectively fit into the space.

* Furthermore, the type of sensitive work to be conducted by [Jfjoffice would
require more privacy than would be available in this office space.

. MW-W © m-w-
e e s ol ol

receivable department to use the office space for them.
o Later that same month,

the mw-am-ind changed [l
mind and decided to move to bullding 417T.

* -comenmdtlm'thenew 41| was an |dentical

mmmmmhr%dmmm
also inadequate.

© While discussing the situation with{jjiistaff, one of them suggested that they move Into
bulldingliili} which s a trailer located next to bullding 101.

. FnomddmdwnﬂarmpﬂnmunﬂkememcoMcem
ng proposed.

r of building 101 at NIST

staff
oor. The conference room was to be
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proved the move oncelJJj was informed that the structure was not 2
Wmmmmammmdhwﬂmm The move
was accomplished at the end of May 2010.

that having thelr offices In the traller, building [l is not idea! buc
it is betzer than the two spaces being proposed.

o [ tated that, as of the date of this Interview, the office spaces on the r of
building 101 have not been occupled since the additional staff has not been

Monuedmdm!unotasked ahommuﬂnsmdmespamonmiw
butlding 101, as original be&b -

umdmawwdy in A@mlﬁlo-:ﬁcm*
and mﬁaudw!d neissuppoaed be_customer

oﬂmtedundwhalpln lmplunwdummk. ce was not
supposed to be a “gotcha office.”

lecalied that a few days prior to this looked into a CFO
survey that had been funded through the use of a tralning voucher.
Additionally, [Nl stated that the amount of the transaction of $38,000,

appeared to be an excessive for the services rendered. to
investigate this had Interviewed the NIST officer,
rding to stated thac [l had authorized the purchase.,

trying to Investigate the transaction to determine whether It was
an per payment.

o [ eieves chat tc wasllinvestigation of this matter combined with [l
previous involvement In the OIG complaint regarding MB! in May 2010, which
resulted in ng the remark about outsou

o

o On September 16, 2010, duri R e

mmpumnﬁn;m ofammerservlce.Whm
-nonlmm:d unable o provide any.

tlmdieonlyconﬁ'o been Involved

’mamvoftheNIST in According to

was attempting to explain the issue, remarked, “you

oW, we can just outsource your office.”

that, although [llkas no knowledge of NIST outsourcing any
pnslﬂons._lndd:aauﬁoﬂqnoumumanoﬂim.
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October 15, 2010, -dntMBlludappaleddnm
- " MN pay the MBI involces totaling $180,000.

m‘mmoxsmmwwwuhmw

= A few days and cold that the OIG
investigation had been closed with no findings of wrongdolng.

Whu_lepwmw dll that even
though MBI had appeal must go Civilian Board of
Contract Appeals and be approved for payment. recommended that they

speak to NIST attorneys before
-'wld put something In writing to [l to which
believed il meant put the directdon in writing so that [l

would have to do asiilihad directed,

o On October 19, 2010, [N received an emall
commenced the previous day and had gone

. qumd:mmofdmmnm“smmumﬁmdm
case.”

. OIG that in the emal presvigre ) (7))
conduct an independent ry on the MBI issue.
L ]

recalled thinking that had predetermined the
outcome of an inquiry because term “wrongfully accused”
in reference to MBI in the emall,

o Later on October 19, 2010, MMl was contacted by _ who

email thread had

requested to meet withjjjjon that day.
« [ coid Bllhat the purpose of was to d earned
for training Initiatives to help other and to not
make the same mistake.
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During this mmailof-':z
files. remarked that If the scope e Inquiry was to analyze
-haddmemmrdnndslmddmmdaﬂufd\e

some of the other records were being

informed
modbymeOIGhramndmvuﬁgaﬁmmw«u-dHnot
believe chafiilllcould retease those records to

e Further, told that if part of the purpose of the [nquiry

etermine if the OIG messed up, it was not a valid purpose.
remed o e 7 (RN ~
to investigate the OIG.,

o During 2 one-on-one meeting with [N 'a month of October 2010, he
directed [l co curn over any records that requested. [[EEIRNformed
t the records included ones being used by IG In an Investigation and that

not have the authority to investigate an OIG investigation.

5 () (7)(C R [l had found out that with
about conducting prior to the time of emall
request. This had caused to question who and why the Inquiry was
initiated.
. Addiﬁomlly.ﬁnld!ns.ﬂd not have the authority to dtmc.m
pay the invoices to
o wwdﬁ‘m d-MBI records on or about Monday,
mrequmd personal n ich [lllrad taken during
Bl interviews e OIG. ted to us thatill turned over some of
notes from the OIG interviews but not all of them. [Jlikept the ones[Jilifelc were
sensitive.
o _Later, afte tnilﬂmoppomnltyuorevlew ents rovldedby-
‘me a draft report. not given MBI
a second chance.
. had given MBI 2 second and ird chance.
mwrﬂawﬂmpnﬂomwwmﬁm

This documant remains the dﬂwOﬁwd'::mMm . !
proparty and b provided tw for official wo In sccordance with

mmmemmuﬁnMUﬂnup&hh gt
discrminats this document or the Information constined hereln, or otherwise
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ommed lhat- inquiry final report was toned down and only stated chat

should have maintained better notes.

. -snwd thatfiiiireard tlm-d!d interview the pmvlnus-
. remarked training materials uced or
e e o A oy Wi

n usl
dmdfhmdn:t the focus of the Inquiry and it was a method of

retaliation. (Atachment 2)

BRI <. not fnish the intarview of April 26, 2011, therefore, a follow-up Interview was
scheduied. [EIIRRRIF rovided the following Information on Aprl 28:

o [ retated that, for this ce Appralsal for
ber 30, mlo.-kw wwm
& r. and signed the appraisal.

belleved that drafted the appraisal,
OE:M a mid-year review Iin April 2010. oted that
the highest marks of “Contributor or Higher” on it. that

the write-up, which was drafted
accomplishments by [[EEEES)

« l:aed chaefliflldocumented performance went from “great” on [l
mid-year to “satisfactory” onfjjjiiannual appraisal.

ued member of the staff when both

IST's representative
as a show of their

received lllannual ‘MIQ%
based on. to stated
whﬂﬁ@:mmwm ucts, as well as
seen.

stressed to us for this period was totally exemplary.
recalled that the only occurrence during the reporting period was
aforementioned Interview with the NIST [l officer In August. Other than thae,
[l betieves that the only activity that could have caused the negative appraisal,

listed a list of signtficant performance

o]

g

resulting in grades of “satisfactory”, was [iircle in the MBI whisdeblower
compiaint o OIG.
8
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) received an overall grade of ‘1\'Plch i ave! grade.
ere are.wvarall grades ranked above It - and ‘ﬂ :

had filed an EEO complaint with DOC in February

rformance

informed us tha
oted tha included this allegation regardi

appr.;lsal in the EEO complaint.

. - stated that- EEO Investigation Is on hold pending the
assignment of an investigator.

o -asserted that the performance bonus is tied to the overall grade recelived

on the performance appraisal. stated that the bonus received was lower
because of the overall grad eived. [ stated that $1,800. If
o verall grade had b  lllbonus would have been between $4,000

and $5,000. Likewise, Jlbonus would

have been approximately $7,000.

o [lwid us tha t-:onwrred with the appraisal. -
did not speak with about the appraisal. (Attachment 3)

grade had been

O asgin o oo (NN IR .
conduct an internal inquiry. Because the investigation was placed on hold in june 201 |, lliwas

rviewed. Prior to the case being placed on hold, in anticipation of an interview, we contacted
Wand requested that[Jlprovide any documents pertaining to the Inquiry thadiiilicompleted,
which [lldid.

We found that on or about October 18, 2010,
termi e. The file that
rwarded to| nd

was assigned to conduct an inquiry into the MBI
vided to us included the report of ndings that
on October 29, 2010.

An email search of [Jllls government emall account showed that on October 18, 2010 sent
an emall to [Jjflfequesting an inquiry be conducted. [[IElRNstated, in part, -

“Given that the OIG has now determined that there was no wrong doing on the part of MBI, |
would now like to gain a better understanding of our own handling of this situation. Please

initiate a fact finding inquiry by an independent third party that will examine the following
questions:

e What were the circumstances and/or evidence that led us (NIST) to believe that MBI was
not performing its contracted obligations?
What was the sequence of events that led to the termination of MBI?
Where were the decision points and what information did we have in making that decision?

e What validation of the accusations of wrong doing did we conduct before we terminated
the contract?
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e What could we have done differently or better to prevent NIST from belng in the situation
of having to make amends to this company that was apparently wrongly accused?

This whole situation with MBI is at this point water under the bridge but | am hoping that the
information gathered through this inquiry will help us develop lessons learned for Contracting
Officers and COTRs on dealing with potential problems with contractors.” (Attachments 4 and
5)

A review of- file provided to us, showed thafjliconducted at least seven interviews with both
current and former NIST employees, including the former [l Two of the interviews were
conducted with [l The file also contained many documents related to the MBI contract and its
subsequent termination, (Atachment 6)

@mport to R o dated October 29, 2010, lfloutiined the circumstances that
up to the MBI contract termination. [Jiinoted that, although the former COTR and CO failed to
document all of the Issues, there appeared to be numerous instances wherein MBI was late with
deliverables and/or provided poor quality deliverables. cknowledged that these frustrations led up
to the onesite visit by NIST which yielded evidence that MBI was not satisfying contract obligations and
lied to NIST regarding the status of deliverables. In additi the failure to maintain documentation of
MBl's inadequate performance, found that should have made the Small Business
Administration aware of the problems with MBI did not find any discrepancies related to

involvement in the MBI Issue and found merit to observations and concerns about
MBI. (Attachments 7 & 8)

10
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f:%j\‘ OFFICE OF INVESTIGATIONS
| ‘E/ REPORT OF INVESTIGATION
[ CASE TITLE: FILE NUMBER:

FOP-WF-11-0075-

_ ES-. |
TYPE OF REPORT

National Marine Fisheries Service O Interim Final
Tampa, Florida

BASIS FOR INVESTIGATION

On November |3, 2010, the OIG received a complaint alleging manipulation of the competitive bid
process related to a cooperative agreement for stock assessment program funds from the Science
and Technology division at the National Oceanic Atmospheric Administration (NOAA), National
' ers. The complaint all
Fisheries, and present
of South Florida (USF), and
for NMFS, conspired to improperly direct the award to USF.

The award provided funding for a teaching position at USF subsequently filled by
- Based on the allegation, it appeared -and may have conspired to
create a federal source of funding for a position eventually occupied by and did so by

misuse of position and improper post-employment activities in possible violation of 18 USC §§207,
208, 641 and 1001, and 5 CFR §§2635.701-705; §2637, §264 1. (Attachment 1)

at the Universi

RESULTS/SUMMARY OF INVESTIGATION

The allegations are unsubstantiated. post-employment with the University of
South Florida (USF) was in an position, not because of any grant awarded by NMFS

to USF. We verified that USF hired another person using money from NOAA Financial Assistance
Award #NAIONMF4550468.
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METHODOLOGY

This case was conducted through witness interviews and examining the grant file for NOAA
Financial Assistance Award #NAIONMF4550468.

DETAILS OF INVESTIGATION

The Magnuson-Stevens Fishery Conservation and Management Reauthorization Act of 2006 (P.L.
109-479, §217), enacted on January 12, 2007, directed a study be conducted on assessing the
number of individuals with post-baccalaureate degrees who have the ability to conduct high-quality
scientific research in fisheries stock assessment and related fields. This study was conducted in
2008, when [[EINEESIIE v=s the Fisheries, NMFS. The report
assessed the type of training in fishery science, the number of species of fish that the fishing
industry encounters and the number of personnel properly trained in fishery science. The report
concluded that the fishing industry had a shortage of training in the fishing industry and the report
called for more faculty dedicated to advanced training in fishery science. (Attachment 2)

On or about June 30, zo:o.* on behalf of the University of South Florida (USF),
submitted an unsolicited proposa what later became the basis for this cooperative agreement.

NMFS officials said the normal procedure for unsolicited proposals was to apply that application for
federal assistance to a funding opportunity; in this case, they did so under funding opportunity
number NOAA-NMFS-FHQ-2010-2002723 which was opened as a result of receiving the
unsolicited proposal. As a result, on or about October 8, 2010, a cooperative agreement was
awarded to USF for funding under Catalog for Domestic Assistance (CFDA) #11.455. The period
of performance was October |, 2010 to July 31, 201 | with 100% federal cost of $293,635. There
was no matching share. The authority for the funding comes from 16 USC §753a and 15 USC
§1540, which grants statutory authority “to provide support through grants and cooperative
agreements to support partnerships between the Federal government and institutions of research
and higher education for cooperative science and education on marine issues...”. The award was
made on a non-competitive basis. (Attachment 3)

The Statement of Work (SOW) states USF was to provide guidance and instruction in fish stock
assessment and population dynamics by providing professional services to: (a) develop academic
training, mentoring and research opportunities in population dynamics and stock assessment
science for graduate students seeking to gain fish stock assessment expertise; and (b) analyze actual
data sets to develop master and doctoral dissertation projects. NOAA's obligations were to fund a
faculty position, team-teach a specific course staffed by NOAA employees at the Southeastern
Fisheries Science Center (SEFSC), and fund fellowships of $20,000 each for graduate student
research. The SOW requires the person hired for the faculty position to have a Ph.D. in biological
science “or field relevant to the population dynamics research conducted by NOAA Fisheries...”
and possess “considerable expertise in developing and teaching population dynamics and stock

assessment science...”. The SOW nearly exactly matches the language us agreement
signed between USF and NMFS in which [[llllRlIsigned for USF and for NMFS.
(Attachment 3)
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confirme oth
rom their positions at NOAA said

| (Attachment 4)
On September 9, 2011, we interviewed

F DN IO o -
University of South Florida (USF). the University Audit Compliance (UAC) team was

reviewing the award for accountmg issues, separate from the allegations received by DOC-OIG.

aid Il knew of no problems associated with the award and _confirmed that jjiiiheard no
allegations related to the misuse of NOAA stock assessment funding said every NOAA grant
awarded to the USF, College of Marine Science, was competitively bid. added there were no

funding earmarks designated for USF. (Attachment 5)

On September 9, 201 |, we interviewed *_USF. -
said the University Audit Compliance (UAC) team not find any discrepancies. According to

the UAC team was reviewing the award for any accounting issues, not reviewing any
allegations related to the misuse of NOAA stock assessment funding. (Attachment 6)

On October 6, 201 1, we intewieWat the USF-College of Marine Science. In response
to the September 2008 report, reached agreements with three of four educational
institutions to support the Marine Resource Assessment (MRA) area of concentration at the
Master's and Ph. D levels at the following institutions: Scripps Institute of Oceanography in Lajolla,
California, The University of Hawaii in Honolulu, the University of VWashington in Seattle and a
location in the southeastern region of the U.S, According to I_ the University of South
Florida was a logical choice, due to the NOAA facility in St. Petersburg, Florida. The NOAA
Southeast Regional Office is located at 2639 13" Avenue South, in St. Petersburg, Florida and the
USF-CMS facility is located at 140 7" Avenue South, in St. Petersburg, Florida. According to the
website www.randmcnally.com, the distance between the two locations is 2.8 mllesd also
said-wanted the program to be based out of the Atlantic Ocean and Gulf of Mexico region, since
the MRA issue affected these areas. -dded that.alscr looked at the following locations
in the southeast as possible locations for the MRA program: Louisiana State University, the
Mississippi Delta, Southern Alabama and the University of Miami. [{EElElsaid the University of
Miami was not interested in incorporating the MRA program into their curriculum. also
noted that NMFS had difficulty in recruiting students who were willing to work in Miami, Florida.
(Attachment 7)

According to spent a lot of time at USF-CMS advising representatives from British

Petro[eum (BP), Federal and State agencies and politicians regarding the Deepwater Horizon Gulf
pril 2010. In October 2010 ismd.met with -and

USF at one of the several meetings|ffcoordinated with agency officials at

received an offer to work at USF-CMS, as a Fisheries Biologist and

[ ist. explained to and Ithat iflaccepted the position

i coulee nothing to do with the bidding or award process for the MRA
program. said
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NOAA funding involving the MRA program confirmed thatjilllhas nothing to do with
program and that NOAA-NMFS and
SEFSC, NOAA-NMFS are involved with the MRA program. said lillhas never

to pressure into making any decisions regarding the MRA program.

or

(Attachment 7)

said in .notlﬁed the U.S. Department of Commerce-Office of General
el (DOC-OGC nte position with U
at the level, as
for NOAA-NMFS. ted that DOC-OGC did not prohibit him from seeking
em ent with USF-CMS, sinc id not work on many NOAA grants awarded to USF-CMS.
said the decision to implement the MRA program at USF-CMS was not based upon a
favor to it was merit based. Prior to being interviewed by the reporting agent,
had not heard of any complaints about being hired by USF-CMS, after they both
had retired from NOAA. According to wasiiisupervisor at usr-cmﬂ
cepted a position with the Florida Institute ceanography (FIO) in the

interviewed [t FIO offices in St. Petersburg, Florida. Prior to
me College of Marine Science (CMS), Jlllvorked at NOAA for [l

1 i r at NOAA as a bi te governments

and received pointment to the position of Fisheries, for the

National Marine Fisheries Service (NMFS), NOAA, ident George W. Bush.
-nld from Federal service at the @ tevel, on the-
day of the administration. said [l has wo! at the University of South Florida

(USF) and the Florida Institute of Oceanography (FIO) for a period of [Jjffyears. According to
FIO is a Host Institute and provides space for USF-CMS personnel. said

notified the US. D ent of Commerce-Office of General Counsel (DOC-OGC) of
intention to ccept a position with USF-CMS. could not recall the exact date
when [Jcontacted DOC-OGC. id DOC-OGC did not prohibit jilllfrom seekin
employment with USF-CMS, that when accepted the position of at USF,
did not receive any favors from anyone at NOM—NMFSFconﬁrmed at id not

oversee any grants or research projects, while [Jfjwas at NO ttachment 8)

In response to the September 2008 report, said agreements were reached with multiple
educational institutions to support the Marine Resource Assessment (MRA) area of concentration
at the Master’s and Ph. D levels at the following institutions: Scripps Institute of Oceanography in
Lajoila, California, The University of Hawaii in Honolulu, the University of Washington in Seattle
and Virginia Polytechnic Institute and State University. According to hﬂ locking for a

m that differed from programs at North Carolina State

new approach to a stock assessment p

University and the University of Miami. said jwanted a new innovative pr. that
would put the researchers on the street a able to do the work “real-time.” dded
that ever tried to take a away from existing MRA programs. Instead, nted to

create a different program. ted thatffjiiiheeded the program to be located in the State

4
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of Florida. According to 40% of the recreational fishing done in the U.S. is from the State
saidlliworked with -anm
USF to implement the MRA program at USF. aid in se ecuni e educationa

institution to implement the MRA program, no competitive bidding was required. id i
selected a way that was recognized by Congress, to implement the program quickly and save
money. ing the implementation of the MRA program, stated if uld do it all
over a@mﬁuld not do anything different because it was the right thing to do. (Attachment 8)

rovided a faculty empl nt agreement with the University of South Florida dated
fronﬂr:;e agreement indicated the following:

NOAA Fisheries will provide financial support ($150,000 per year) for a faculty position to assist
in MRA course development, graduate teaching and research in population dynamics and stock
assessment course work for three years, with the program to be re-evaluated upon completion of
the third year and renewed upon mutual agreement;

NOAA Fisheries will organize, in conjunction with College of Marine Science (CMS) facuity and
team-teach in Fall 2010, a course on introduction to Population Dynamics and Stock Assessment
by Southeast Fisheries Science Center (SEFSC) in Miami and CMS in St. Petersburg at locations
jointly agreed upon by CMS and NMFS. Course to be taught either remotely (e.g, by Video
Teleconferencing in SEFSC and Southeastern Regional Offices), or online, or by weekly lectures
and associated computational labs at St. Petersburg. The purpose of this initial effort is to
explore the feasibility of team teaching with internationally recognized population dynamics
experts and to fill the gap in program development and teaching until the MRA program at
USFICMS-MRA program matures;

NOAA Fisheries will provide opportunities through fellowships ($18,000 - $20,000 each) for
graduate student research, research cruise experiences and mentoring of students, up to and
including doctoral dissertation projects working with NMFS data sets under the direction of
NMFS senior sdentists in various locations throughout the Southeast (co-advised by USFICMS
tenured or tenure-earning faculty). Students will be selected by a joint review committee
appointed by USFICMS and NMFS. Initially NMFS will fund 5 such stipends annually.

USFICMS will provide tuition assistance for NMFS non-Fellowship employees who qualify and
enroll in course work at CMS. Funds will come from the CMS budget and be administered by
CMS Academic Affair;

USFICMS will accept appropriate numbers of qualified NMFS personnel seeking advanced
degrees in marine sciences to further on the job advanced training of current FTE employees;

USFICMS will provide opportunities for qualified NMFS scientists to be appointed as Courtesy
Faculty at USFICMS in order to mentor graduate students and, as appropriate, to teach courses.
(Attachment 9)
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On May 30, 2012, we interviewed m)oc-ocsc. ﬂsmted-did not

provide post-employment advice to former National Oceanic and Atmospheric_Administration
loyees [INNNNISHINE. < ENRRISI recalled tha

NOAA, asked DOC-OGC for legal advice regardi

post-employment with USF. (Attachment 10)

On June 14, 2012, we interviewed noAA. [ <=l
worked with qand in the past, but stated lllnever submitted a

post-employment inquiry to the ent of Commerce-Office of General Counsel (DOC-
OGC) on behalf of or ﬁd; that post-employment requests would
be a function hand uman Resources. aidﬁhas nev man
Resources at NOAA% said [Jilldid contact DOC-OGC after from
NOAA, because lllattended a meeting with NOAA officials and wanted a legal review of

topics not to be discussed at the meeting with IR i Ml never contacted DOC-
0GC about [l (Actachment 11)

On August 10, 2012, we inmlewed* DOC-OGC. said [l
reviewed OGC’s database that contains record of opinions provided to a reaus.

H;aid there was no record of OGC providing any legal advice or counsel to former
ational Oceanic spheric Administration (NOAA) employees and

Mstated there are regulations related to the prohibition of former
employees who worked for organizations that awarded contracts or were assigned to work on
contra to a specific entity and later accept post employment positions with those same
entities. said there is generally not a complete bar for NOAA employees to accept a
post employment position. (Attachment 12)

On August 10, 2012, OIG received a voicemail message from- After reviewing the case
documents, correspondence and investigative interviews in this specific case.m
M see any evidence of any ethical problems regarding former NOAA emplo
s post-employment with USF. P added that there were no
restrictions regarding and ﬁ positions with USF, since their activities were not
directly related to the bidding process for NOAA funded programs. (Attachment |3)

S

Further inquiry into the grant making process found that USF hired another perso
the position paid by the cooperative agreement in question.

e mfor NMFS Office of Science & Technology, which is the office that
manages the cooperative agreement, said that [[SJJllBl never was paid under the cooperative

agreement. Records from the grant were provided supporting this. (Attachment 14)

This case was nted to the US Attorney’s Office in the Middle District of Florida, but after

learning was not the person hired under the cooperative agreement, the prosecutor
agreed there was no violation and thus declined the case. (Attachment 15)
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REPORT OF INVESTIGATION

CASE TITLE: FILE NUMBER:

ESDIS Contractor) FOP-WF-| |-0145-|

TYPE OF REPORT
] Interim Final

BASIS FOR INVESTIGATION

On December 15, 2010, we received a request for assistance from the Environmental
Protection Agency, (EPA) Criminal Investigative Division (CID) in a criminal investigation
involving David Ector, a scientist from the University Corporation for Atmospheric Research
(UCAR), who was on detail working with the National Oceanographic and Atmospheric
Administration (NOAA), National Environmental Satellite, Data, and Information Service
(NESDIS). Ector allegedly used his government email and represented himself as a government
official to engage in improper activity related to directing individuals to dump backfill from

Ector's personal property into the Chesapeake Bay, in violation of the Clean Water Act, 33
USC. 5125 . A - . r<quesced che

government email records belonging to Ector in order to proceed with the investigation.

RESULTS/SUMMARY OF INVESTIGATION

We provided computer forensic support (CFS), and conducted digital data analysis (DDA) of
the email files belonging to Ector, the results of which were provided to EPA/CID and the
AUSA. On October 18, 2012, Ector pled guilty to a one-count criminal information charging
him with negligent discharge of fill material into a navigable waterway of the United States
without a permit, in violation of the Clean Water Act, 33 U.S.C §1319(c)(1)(A).

Distribution: OIG _x Bureau/Organization/Agency Management __ DOJ: Qrher (specify):
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METHODOLOGY

This joint case was conducted using computer forensic analysis of email files, digital data
analysis, and the use of supporting case documentation.

DETAILS OF INVESTIGATION

On December 28, 2010, we received a request for assistance from the EPA/CID and -

for support in obtaining the work email files belonging to NOAA employee David
Ector, as well as associated CFS and DDA. The request indicated that Ector had dumped
backfill into the Chesapeake Bay, which was located at the bottom of a cliff at the rear of
Ector's private property, which violated the Clean Water Act. (Attachment |)

On March 8, 2011, we requested NOAA send us the work email files belonging to Ector, .
subsequently processing the email files and conducting a DDA. (Attachment 2 & 4) On July 19,
2011, we requested Ector's network backup files from his work computer from NOAA, also
conducting a DDA on this data. (Attachments 5-8)

This investigation, primarily conducted by EPA/CID, discovered that Ector and his
purchased a cliff-front property that was located along the western edge of the Chesapeake Bay
in Calvert County, Maryland. Between April 2008 and May 2010, the cliffs adjoining certain
properties in their development suffered soil erosion for several reasons, including a series of
storms that affected that area of Calvert County. On or about May 28, 2010, Ector hired a
contractor to deliver rocks ("rip rap") to his property. Without obtaining a permit, as required
by the Clean Water Act, Mr. Ector caused the contractor to dump these materials over the
cliff-face into the Chesapeake Bay. Furthermore, the rip rap dumped over the cliff scraped away
soil on the cliff face, interfering with the critical habitat of the Puritan Tiger Beetle, an
endangered species within the meaning of the Endangered Species Act, 16 U.S.C. §§ 1531(6) and
1533. This gave rise to a plea offer on October 3, 2012, Our investigation exonerated Mr.
Ector of the allegation that he used his NOAA email to represent himself as a government
official in order to engage in improper activity related to directing individuals to dump backfill.
(Attachment 9 & 10)

On -012, Ector agreed to plead guilty to one-count criminal information, charging
him with negligent discharge of fill material into a navigable waterway of the UHW
without a permit, in violation of the Clean Water Act, 33 U.S.C §1319(c)(1)(A). On

2013, Ector was sentenced to two years of supervised probation. (Attachments | |-13)

L
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“ REPORT OF INVESTIGATION

CASE TITLE: FILE NUMBER:
FOP-WF-11-0314-

: { e ' Lt |
New Hampshire Commercial Fisherman’s Association TYPE OF REPORT

Portsmouth, New Hampshire O Interim X Final

BASIS FOR INVESTIGATION

On March 23, 2011, the Office of Investigations (Ol) received allegations of unethical activity
involving of the New Hampshir ial Fis : jati
(NHCFA) in Portsmouth, New Hampshire. Specificall a
from NH, allegedH used his position as the NHCFA to mislead New
Hampshire Fish and Game Department (NHFGD) officials in the development of eligibility
criteria for distribution of National Oceanic and Atmospheric Administration (NOAA),
National Marine Fisheries Service (NMFS) grant funds and purposely disqualified hook-gear
fisherman (Handgear A fishing permit holders) from receiving any Federal financial assistance.
(Attachment |)

SUMMARY OF INVESTIGATION

Our investigation did ntiate the allegations. Ve found no evidence-used-
position as NHFCA to influence or mislead NHFGD officials in the development of
the eligibility criteria for the New Hampshire Commercial Fisherman Sustainability Initiative

(NHCFSI) grant. Additionally, we did not develop any information demonstrating misuse or
abuse of NOAA/NMFS grant funds.
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METHODOLOGY

This case was conducted through interviews and document review, including publfc domain
documentation, Internet sources, correspondence from witnesses and the subject, and
documents obtained from NOAA and NHFGD.

DETAILS OF INVESTIGATION
Background

Framework 42 of the Northeast Multispecies Fishery Management Plan became effective on
November 22, 2006. The Plan did not change the actual baseline allocation of the Days at Sea
(DAS) distribution, i.e., the annual number of actual fishing days permitted within a specific
fishery. However, beginning in the 2009 fishing year, the Category A DAS allocation equaled
only 45% of the DAS baseline. In addition, a differential DAS counting system was implemented
in which vessels fishing under a Northeast Multispecies Category A permit were charged at a
different DAS rate than what was actually fished, i.e. 2 days (DAS) were charged for every one
day fished when the fishing was conducted in specific areas. Finally, there were also reductions
placed on various Trip Limits, i.e., the amount and type of fish caught on each trip. Each of
these new regulations had an adverse economic impact on the commercial groundfish fishing
industry in the Northeast. (Attachment 2)

The purpose of the NHCFA is to monitor, participate in and contribute to concerns and issues
regarding the New Hampshire commercial fishing industry. In addition, the association also
disseminates information to its members and acts in a proactive manner on behalf of the
commercial fishing industry, conducts an annual beach clean-up of lobster gear, and assists in
the transition of the fishing industry due to the changing regulatory actions. (Attachment 3)

On May |, 2010 NOAA/NMFS awarded NHFGD a grant in the amount of $824,175 to provide
financial and economic assistance for (I) the NH commercial lobster fishing industry for
restitution for the replacement of equipment and (2) the NH commercial (small day-boat)
groundfish fishing industry to adapt to the recent changes in the federal regulations which
caused significant financial hardships for this particular commercial fishing industry. The NH
congressional delegation had earmarked the funds to the two primary fishing industries in the
state — lobster and groundfish - for financial assistance. The funding specifically included the
commercial groundfish fishery for the economic impact experienced under Framework 42 of
the Northeast Multispecies Fishery Management Plan as well as the commercial lobster industry
for the replacement of equipment under new regulations with the Marine Mammal Protection
Act (MMPA). The specific grant criteria and eligibility requirements for receipt of these hardship
relief funds were to be determined by NH state officials, particularly the NHFGD, and the
ending date of the award was June 30, 201 1. The state officials determined the criteria to be
used to obtain the funding, i.e. Framework 42 was the basis used to develop eligibility
requirements, together with the MMPA, which had adversely affected the two main commerecial

2
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fisheries in the state. The state/NHFGD officials also determined the best — and fairest — way to
distribute the funds was through a two part process: first decide who was eligible and establish
how many there were; and then second develop a formula (calculation) to be used to distribute
all the funds based upon an equitable formula to all the eligible recipients - based upon relevant

criteria, i.e. the number of qualified vessels and number of allocated fishing days for each vessel.
(Attachment 4)

As the principal SN for the NOAA grant, B of Marine Fisheries,
NHFGD, was initially Involved with drafting the pi subm to NOAA and then later

designated to direct the project and complete the grant program. responsible to ensure
the project was conducted properly and also untable for both the performance and all
financial aspects of the grant-funded activiti specific duties included (|) developing
and approving the eligibility criteria; (2) collecting and analyzing the data and records required
to make these determinations; (3) establishing the allocation formulas for distribution of the
funds; (4) conducting meetings and communicating with the commercial fishing industry about
the program; (5) providing the necessary administrative support for distributing the funds; (6)
completing and monitoring the distribution of the funds; and (7) completing and submitting the
final grant report to NOAA upon the conclusion of the program. (Attachment 5)

Complaint

On April 5, 2011, reported that during January 201 | [Jfjwas formally advised Framework
42 was part of the ity criteria for the NHCFS! grant when [Jffreceived a written response
from (letter dated January 24, 2011) and learned|f was not eligible to receive any
financial assistance from this program. ld.was informed that based upon the specific
terms and conditions of the grant, Handgear A permit holders were not eligible to receive any
economic relief, d illunderstood financial assistance would be available to all eligible

permit holders in New Hampshire and was not aware of any specific connection to Framework
42. (Attachments | and 6)

during the initial open forum meeting held by the NHFGD in june 2010,

stated Federal funds should be provided only for the mic impact of
Fram 42. In response st statement, alleged then met with
ﬂm the meeting behind closed doors med that following this meeting the

m related mework 42 were then to determine the eligibility requirements
for the program. alleged the NHCFSI grant program was not an open or transparent
process and complained that there was only a minimum amount of publicity and notification for

this grant program even though the entire commercial fishing industry in New Hampshire was
experiencing financial difficulty. (Attachments | and 6)

010, submitted correspondence directly ﬁoF the
r NHFGD, concemh\;-beﬂefdm limited access fishing permits which

en to catch fish by rod and reel or wb trawl (Handgear A permit holders)

3
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should be eligible for assistance under the NHCFSI grant. In addition noted the program
was in the final process of completion andililihad not received any on letters about the
program. As such, pealed the decision to eliminate Handgear A permit holders from the

grant program. (Attachments | and 6)

, on January 3, 2011 in a response letter from and then later on
January 24, 2011 in a response letter from was informed that NHFGD officials
had reviewed Framework 42 and also consu AAINMFS officials and, based upon
this research, determined that Handgear A permits were not adversely affected by Framework

4 ent actions. As a resuilt, these lar holders were not eligible for grant
fund cfficially info that to this decision could not
be n March 21, 2011, appealed this ruling to the NH Secretary of State's

Office — Board of Claims but never received any formal response from that office.
(Attachments | and 6)

Mﬁoproﬂdeddwmmesofd!mod\u had
ation concerning these allegations - and We
interviewed all three, finding none of them had information relevant to the question of whether

had undue influence in the application for or administration of the grant, nor were
aware of any misuse or abuse of NHCFSI grant funds. (Attachments 7, 8 and 9)

cially became aware of the award of the grant when il was formally
notified by NMFS that NHFGD had received the funding. [[llllillexplained had
worked and corresponded directly with NH Congressional staffers for many years regarding
potential federal financial assistance for the commercial fishing industry. Since approximately
2006, and following the enactment of Framework 42, the NH commercial fishing industry had
been adversely impacted by federal regulations. According mivrom a number
of letters to highlight these economic conditions to the NH Congressional delegation.
(Attachment 10)

Framework 42 was specifically mentioned in the funding proposal submitted to

because these regulations were a significant factor in the overall financial status of the

NH commercial fishing industry, noted state officials developed the proposal for the

funds and submitted it to NMFS. dded that upon award of the funds, Framework 42 was

not identified as a specific stipulation by NMFS for the disbursement of any financial assistance.
(Attachment 10)

%WNWNH would be receiving the federal grandiilasked [N
to a group of fisherman to d their ideas and suggestions for the program.

In response, took the lead as the NHCFA to represent the interests of
the industry conducted meetings with members of the fishing industry without any

4
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involvement or participation of NHFGD officials Jlifrmly belleved this was conducted in a
very open and transparent manner and fiwas not aware of any instance in which
made demands or inappropriate comments or attempted to apply any pressure or u
influence at any time during those functions understood the comments, suggestions, and
ideas from these meetings were th on officials during the two open forum
or public meetings held by NHFGD. id attended and actively participated in
both meetings and offered suggestions and Ideas for comment and discussion. (Attachment 10)

the grant,

included in the discussion an
years has frequently spoke with about a number of issues involving the
commercial fishing industry based upon his knowledge, experience and ability to communicate
within the community. As a result, B -onsidered to be one of the lead
representatives for the NH commercial fishing industry. (Attachment 10)

() OS] conducted “open door” public information sessions to discuss the grant

said [Jflland members of jfstaff determined that in addition to issuing the
public notices and posting details on their website they also sent letters to every licensed
fisherman to the addresses in the state database, a notification level that r been done
before. Though the NHFGD did not post notices on the fishing docks, said [f§was
comfortable with the amount of notice given. (Attachment 10)

B -ported [l office scheduled and conducted two “well attended” public meetings. Il
made presentations about the two different programs and “opened the floor” for ideas and

suggestions from the industry and general public in order to hear everyone's comments and

suggestions for the program. stated nothing unusual or out of the ordinary occurred

during either of the two public meetings. attended both of these public forums and

provided comments other individuals. there were no comments or

suggestions made by which caused [l to have any concern, including no specific

comment regarding Framework 42. (Attachment 10)

s t2ted there were no closed door meetings ociated with the NHCFSI
grant program, nor did [fimeet privately with to discuss grant criteria.
claimed NH state officials established the criteria for the NHCFSI grant as well as the formula
to disburse the funds. nderstoed that because Handgear A Permit holders did not have
DAS allocations and were not adversely impacted by Fram 42, they thus were
not eligible to receive any financial assistance from the NHCFSI grant. oted that at one of
the public meetings held by the NHFGD a number of Handgear A Permit holders were present
and a edged they were not adversely impacted by Framework 42. - said since

and most of the members of the NH commercial fishing industry would more than

, qualify and receive some financial assistance, ted to ensure the terms and

5
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conditions of the established criteria could be validated in-house, to include the use of
government databases to determine permit and license information and registration, any prior
violation history and whether any individual had previously received financial assistance through
other grant programs from other states. also recognized that based on the requirements
for this grant program and the criteria ad established, some fisherman could for
financial assistance under both programs (groundfish and lobster fishery), including
(Attachment 10)

med no specific permit holders were excluded or singled-out during the discussion
phase while they were considering and establishing the criteria. However, once the terms were
established there were some who m the program, such as the Handgear A
Permit ho inted out W the only Handgear A permit holder to
express concerns about the process or the program. (Attachment 10)

%ﬂm Programs for NHFGD, recalled that the NHFGD had
comp an mitted a proposal to NOAA/NMFS a couple of months before the award of

the federal funds was made to the state of NH during May 2010. Following the award, the job
of NHFGD was to work with the NH commercial fishing industry to determine how to
dispense the funds in a manner consistent with the grant. with the
NHFGD to ensure they properly notices about the
public meetings, addressed the comments and suggestions appropriately and completed that
phase of the grant program properly. stated the public notice
the NHFGD Public Affairs Office which included a press release Jjjisaid
informal meetings prior to public meetings with members of the comm
and discussed their ideas about the grant program at that initial stage of the process.
attended both of the public information meetings for the NHCFS! grant as part
and responsibilities with NHFGD. (Atrachments |1 and 12)

is unaware of any incident in which either requested or met in private with

any state officials to discuss the NHC t id there were no informal meetings or any
held “behind closed doors”. said never saw ([N act ina ly or
conduct or behavior during the public information meetings.

engage in could not
recall if ever mentioned that one particular group of fisherman should be disqualified
from the program or if e any specific comments about Framework 42 at any particular

time. JJJJj does not used his position as of NHCFA to influence the
NHFGD in developing the criteria. explained the NHFGD developed grant criteria
with assistance from the NH State Attorney General's Office. The NHFGD sought review and
comment to ensure the proper procedures were being following, particularly for disbursement
of the funds. erted the primary objective was to make certain the process was fair
to everyone; ultimately, the NHFGD decided the grant funds would be split evenly between the
lobster fishery and the groundfish fishery. (Attachment 11)
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‘Report for the NHCFS! grant was prepared by [Jlllland signed and approved by
on September 30, 201 |. The report disclosed NHFGD received $824,175 to support the
NHCFSI under the Consolidated Appropriations Act of 2010. The funding was distributed
equally between the commercial lobster and groundfish fisheries in the NH area. A total of
$409,088 was allocated to each fishery and a small portion of the grant was used by the
NHFGD for administrative costs. The report referenced the collaborative effort between the
NH commercial groundfish fishing community and the NHFGD in establishing the criteria for
eligibility under the grant. It further pointed out the NHFGD staff and the NH Attorney
General's Office developed and implemented rules to define the criteria, disbursement, and
appeals process for the award of the grant funds. As part of this process, 5| northeast
multispecies federally permitted groundfish vessels from NH prequalified to receive funds from
the NHCFSI grant. Following the completion of the application and qualification process, 49 of
these vessels received compensation funds in January 201 |; the other two prequalified vessels
did not submit an application. (Attachments 4 and 5)

The amount calculated was determined to be $235.21 per DAS which had been allocated by
NMFS for the vessel(s) in 2009. The range of DAS per qualified vessel varied between 8.46 and
54.9, with an average of 35.5 DAS. Thus, the average rate of compensation distributed to
qualified federally permitted vessels was $8,348.73. (Attachment 5)

The NHFGD also reported they had received five applications which were not prequalified and
proceeded to follow through with the review and appeals process. Four of these applications
were denied because they did not meet the outlined criteria and one vessel was determined to
be qualified after further review of the qualifications. It was noted that one individual was
dissatisfied with the criteria being based on the effects of Framework 42 on the groundfish
community and had appealed on the basis of financial effects from frameworks and amendments
prior to Framework 42; further review and consideration, that appeal was
denied. The Final Report listed as one of the 49 parties who received funding from
the NHCFSI grant in the groundfish fishery and one of 99 lobster fishermen who received funds
from the NHCFSI grant. The range of compensation, based on the individual's highest number
of lobster traps fished in 2009, was from $46.82 to $11,237.14. (Attachment 5)

s statements were consistent with witness stammems.aileld a few informal
discussions with members of the state commercial fishing industry and discussed their thoughts
and ideas about the grant program JJlisaid they were all well aware that federal funds had been
earmarked for NH and they were looking for ns and different points of view about the
= As of the NH&W Mliheiped organize the meetings, which
described as | ublic comment sessions, and during that process they received many
suggestions.Jnoted ialso discussed the grant program with other individuals throughout

7
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the industry in order to gain a better understanding about how to approach this o ity

and make the most of it. According to this process worked very well and It that
it was appropriate for the NHCFA to ese types of meetings and generate discussion and,

as a result, the overall interests of commercial fishing industry for the state were better served.
(Attachment 13)

-agreed that there was a need for some basic qualifying criteria to be established and
fully supported that position, such as the requirement to have a current license, active
participation in the commercial fishing industry and experience of some financial hardship due
to the enactment of the federal regulations. (Attachment [3)

reported Framework 42 was the most recent
significant financial impact on the commercial fishing industry. Iso believed no other federal
regulations were applicable for the groundfish fishery at that time. noted the impact
from Framework 42 was a major concern for the local fishing industry and even though there
were some discussions about new or proposed regulations and the potential impact those
would have, since none of those had passed or been finalized, they could only base their ideas
and suggestions on the regulations currently in place. (Attachment 13)

regulation which had a

reported [Jflattended both of the public forum meetings held by the NHFGD. [l
sat in the audience with members of the fishing industry and general public, made
severa!cnmm pated in the dialogue and offered suggestions and ideas as part of the
ied meeting with any NHFGD officials after either one of the public
meettnp, particularly “behind closed doors”. had no influence in how the
criteria for the program was established or finalized and n had no direct involvement in
any part of that process. (Attachment 13)

confirmed [ qualified and received under both the groundfish and lobster

programs, as did other fishermen. morepomddm-wasnotawareofany
misuse or abuse of NHCFSI grant funds. (Attachment 13)
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January 14, 2013

MEMORANDUM FOR: -

FROM:

SUBJECT: OIG Investigation, Re:

(OIG Case # | 1-0434-1)

Attached is our Report of Investigation (ROI) in the above-captioned matter. Our office
received allegations from a confidential complainant that
Office of the Secretary (OS), Office of the Chief Information Officer (OCIO), violated
acquisition regulations by writing (1) a Statement of Work (SOW) based on a contractor’s
technical proposal; and (2) an Independent Government Cost Estimate (IGCE) based on the
same contractor’s cost proposal. Our investigation determined in drafting a Statement
of Work (SOW) for a contract associated with the Department’'s CommerceConnect project,
referenced a contractor by name within the SOW, and demonstrated a failure to appreciate the
appearance of impropriety created by referencing contractors within SOWs.

actions implicate the Standards of Ethical Conduct for Employees of the Executive
Branch:

e 5 CFR §2635.101(b)(14) — “Employees shall endeavor to avoid any actions creating the
appearance that they are violating the law or the ethical standards set forth in this
part..."”, namely:

e 5 CFR §2635.101(b)(8) — “"Employees shall act impartially and not give preferential
treatment to any private organization or individual.”

Accordingly, we recommend appropriate administrative action be considered fo

We note tha is a former Contracting Officer, and, as such, should have recognized
such adverse appearance.

In accordance with DAO 207-10, paragraph 4, your written response of any action proposed
or taken is requested within 60 days of receipt of this referral.

In your official capacity, you have responsibilities concerning this matter, the individuals
identified in this memorandum, and the attached documents. Accordingly, you are an officer of
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the Department with an official need to know the information provided herein in the
performance of your duties. These documents are being provided to you in accordance with

5 U.S.C. §552a(b)( I) of the Privacy Act and as an intra-agency transfer outside of the provisions
of the Freedom of Information Act.

Please be advised that these documents remain in a Privacy Act system of records and that the
use, dissemination or reproduction of these documents or their contents beyond the purposes
necessary for official duties is unlawful. The OIG requests that your office safeguard the
information contained in the documents and refrain from releasing them without the express
written consent of the Counsel to the Inspector General.

If iou have any questions please do not hesitate to contact me at (202) 482-. or-

t (202) 482

Attachment
ROI (with exhibits)

cc: OIG case file
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REPORT OF INVESTIGATION

CASE TITLE: . FILE NUMBER:
FOP-WF-1 |-0434-|

os il
Office of the Chief Information Officer
U.S. Department of Commerce

TYPE OF REPORT
[] Interim [X] Final

BASIS FOR INVESTIGATION

On June 13, 201 |, our office received allegations from a confidential complainant. that [l

a [ (o the Office of the Secretary (OS), Office of the Chief Information
Officer (OCIO), violated acquisition regulations by writing (I) a Statement of Work (SOW)
based on a contractor’s technical proposal; and (2) an Independent Government Cost Estimate
(IGCE) based on the same contractor’s cost proposal. The Federal Acquisition Regulation
(FAR) §9.505-2 generally prohibits, except in certain situations, a -contractor from being
awarded a contract in a competitive acquisition if it has prepared the specifications or
otherwise assisted in preparing the SOW used in that procurement. Beyond the allegations of
contract fraud, we also investigated whether [l s actions implicate the Standards of Ethical
Conduct for Employees of the Executive Branch, namely, 5 CFR § 2635.101(b)(14) -
“Employees shall endeavor to avoid any actions creating the appearance that they are violating
the law or the ethical standards sect forth in this part...”, and 5 CFR § 2635.101(b)(8) -
“Employees shall act impartially and not give preferential treatment to any private organization
or individual.”

RESULTS/SUMMARY OF INVESTIGATION

Our investigation found that although the SOW written by [l did make reference to the
contractor throughout, we found no evidence the contractor had a part in drafting the SOW.
Rather, [l held the view that because it was to be a sole-source procurement, it was

Distribution:  OIG x  Bureau/Organization/Agency Management _X_ DO} Other (specify):

Date: Date:
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appropriate to cite the contractor by name, and did not recognize the appearance of
impropriety created by referencing the contractor within the text. Ultimately, the issue became
moot due to the intervention of Departmental contracting officials, who down-scoped the
procurement from [Jllll's original $9.8 million request to $934,432.30, and structured the
procurement as a delivery order, issued on August 4, 201 |, for approximately one year, against
a General Services Administration (GSA) schedule based on a limited sources justification under
FAR § 8.405-6. Because the procurement had become a small-scope, limited-time, “stopgap”
procurement, this contract vehicle was appropriate.

METHODOLOGY

This investigation was conducted through interviews and document review, including electronic
mail, contract documents, and public domain documentation.

DETAILS OF INVESTIGATION

On June 13, 2011, our office received allegations from a confidential complainant alleging

had provided a Statement of Work (SOW) and Independent Government Cost
Estimate (IGCE) that appeared to have been written based on a contractor’s technical and cost
proposals, which the complainant alleged would be in violation of Federal Acquisition
Regulation (FAR) §9.505-2. The complainant also alleged that [[Jillilihad inflated the prices for
licenses in the IGCE up to 25%. [llll's SOW and IGCE were in support of a request for a
sole-source time and materials task order for Customer Relationship Management (CRM)
software. (Attachments | — 3)

a former contracting officer, has for the last ars, been involved in a

role related to information techonolgy (IT) issues. was [ in B rom the
B to the Department’s Office of the
Chief Information Officer (OCIO), where is now a permanent employee, to work on the
Department's CommerceConnect project. CommerceConnect was an initiative to create a
single resource where external businesses could learn of each bureau's programs and
opportunities for the business community. [lls role was to oversee the execution of
CommerceConnect's single-source vision. The complainant stated that by reading [[illllls June
9, 2011 SOW, it was readily apparent that it had been authored based on a contractor’s
proposal because the language was framed from the perspective of what services were being
provided, rather than what services the Department required. (Attachments 2 — 4)

We reviewed contract # YA323-08-RS-002, the original Census contract with Acumen for a
Customer Relationship Management Solution, upon which the time and materials task order at

2
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issue is predicated.’ _initial IGCE, which accompanied - initial draft of the SOW,
quoted $9,806,989, including all future options. We reviewed portions of the aforementioned

contract alongside [[lll's initial draft of the SOW, finding that the SOW makes mention of
Acumen, the contractor, by name 79 times. (Attachments |, 5 and 6)

We reviewed [lllll's emails, and found only one between [l and the contractor; the
email indicated only that Q] was going to have a call with the contractor, with a subject title
of “CommerceConnect Knowledge Base ROM Debrief.” There was no evidence in the email to
indicate any collaboration or involvement on the part of Acumen towards the SOW. Our

investigation revealed no personal relationship between [l and the contractor.
(Attachments 7 — 8)

B in i interview, stated that [ compiled the initial draft of the SOV based on various
sources, including a Request for Information (RFI) across the Department's operating units for
information on their CRM contracts and the General Services Administration (GSA) schedule
for prices of licenses. When asked about the references to the contractor in the SOW, -
stated that because the procurement was a sole-source task order with Acumen,-believed
it was completely appropriate to name the contractor.? Furr.her- specifically stated that
thoug%ommunicate with Acumenjilillldid not receive a proposal from them. When
asked wh raft of the IGCE quoted a $9.8 million figure, i stated that originally, the
vision was to procure CRM software that would be a single solution Department-wide, bringing
all the bureaus under one system, which would require a large investment. When asked about
whether the prices she quoted in the IGCE for “Enterprise Edition” licenses were inflated by up
to 25%, as alleged in the complaint, [l stated that price quotes were actually
discounted. [l subsequently provided the GSA schedul used in compilingliiilidraft of
the IGCE, which confirmed llllaccount. (Attachments 2, 3, 6 and 9)

Ultimately, the SOW and IGCE were rewritten b , the the

with the Department d has since left the Department), and the
final procurement was structured as a delivery order against a GSA schedule, held by Acumen,
for supplies, in the amount of $934,432.30, awarded by on
August 4, 201 1. The final order was down-scoped from the original $9.8 million figure after
several Departmental contracting officials determined that -'s original request was too
large, given that the Department was still assessing its CRM needs, and might have to pursue a
different solution within a year. As a result, because the procurement became a “stopgap”
measure to provide the Department additional time to continue operating while being allowed

! Originally, the Department was going to enter into an addidonal time and materials task order against this
existing contract between Acumen and Census, as a part of the single solution idea for CRM. Ultimately, that plan
was altered, as later discussed.

?In her interview, [l stted because they were going to order against the Census contract, Acumen was
already known to be the vendor. -

3
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to determine their CRM solution needs; a procurement against a GSA schedule based on a
limited sources justification under FAR §8.405-6° was appropriate. (Attachments 10 — 12)

On April 27, 2012, we met again with the complainant, who stated that there was no
information or documentation demonstrating a conflict of interest or other potential personal
gain by . The complainant explained that the original complaint was prompted by a
concern that was facilitating a procurement with terms dictated by the contractor’s
specifications, rather than the government's needs. The complainant further did not know of, or
have any documentation indicating [l had received proposals from the contractor. The
complainant attributed the specific references to Acumen in the SOW to s lack of
expertise in contracting, and that [l had “likely [been] too lazy” to compose a SOW from
scratch. (Attachment 4)

* FAR §8.405 covers the “Federal Supply Schedules,” which provides federal agencies with a simplified process for
obtaining supplies and services at prices negotiated by GSA, for volume buying; §8.405-6 provides that agencies
may procure supplies under this section where there is an “urgent and compelling need.” In this case, they were
seeking a “stopgap” contract to continue the functioning of the CRM services, and because Acumen had configured
the existing CRM solution, contracting with Acumen would enable the maintenance of the existing CRM services
without risks, delays, disruption and duplication. {Attachment 11)
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UNITED STATES DEPARTMENT OF COMMERCE
Office of Inspector General
Washington, DC 20230

June 25, 2012

MEMORANDUM FOR: Dr. Patrick Gallagher

Under Secretary of Commerce
for Standards and Technology and Director, NIST

1{5{{
FROM: Rick Beite

Principal Assistant Inspector General
for Investigations and Whistleblower Protection

SUBJECT: Results of Investigation, Re: Alleged Theft of NIST Copper Wire
(OIG Case # FOP-WF-11-0507-1)

This memorandum presents the results of our investigation into a July 20, 201 [, anonymous
OIG hotline complaint alleging several National Institute of Standards and Technology (NIST)

stole copper wire from NIST's Gaithersburg, MD, facility, including _
o) (1)) §6) (1)C) ]

Summary of Results

Our investigation found internal control deficiencies concerning the procurement, inventory,

use, and recycling of materials used in the _ Division that contributed to an
environment that made it possible for copper theft to occur. We were unable to prove
widespread copper theft, but did identify improper conduct while investigating the allegation.

1:1;dmitted to removing some used, but NIST-owned nonetheless, materials for personal
use. As described in detail below, though we could not prove any particular theft on the part
of Il we foundjjifiicommitted multiple ethics violations and overnment email account
contained improper content, namely racially offensive material and pornographic images. Such
conduct implicates violation of the Department's Internet Use Policy, NIST's Policy on
Information Technology Resources Access and Use, and the Standards of Ethical Conduct for
Employees of the Executive Branch (5 CFR § 2635, et. seq.). Accordingly, we recommend that
NIST take appropriate disciplinary action against nd

Detailed Findings

has been employed with NIST since and works as a [ IS
within th at Gaithersburg, MD.-entered NIST
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employment on_ and works as an -in Gaithersburg, MD.

(Attachment |)

On July 27, 2011, NIST Police Services Group (PSG), Gaithersburg, MD, reported a complaint
from a NIST employee who alleged a number of NIST employees were stealing copper wire
from NIST work sites or facilities and subsequently turning them into recycling centers for cash.
(Attachment 2)

NIST Scrap Materials Control Environment

The allegations in this case concern “scrap” materials left over from primarily electrical jobs on
the NIST campus in Gaithersburg. The value of copper has grown markedly over the last
several years, creating a demand for copper at recycling centers. The question as to ownership
and disposition of scrap material is pertinent to this case. We have verified that NIST’s policy
concerning scrap material, including high valued supplies like copper, existed only as an
unwritten understanding at the time of this investigation. We inquired with_
B of NisTs [BIESI Division. for policies dictating procedures for
ordering of materials for NIST jobs, as well as procedures for disposal, recycling, or reuse of
materials left over from NIST jobs. [l provided us with a one page document titled
“(Unwritten Material Policy) JOC Process”, and informed us that a written policy regarding
procedures for disposal, recycling, or reuse of materials left over from NIST jobs did not exist.
(Attachment 3)

Since at least 1997, NIST has contracted to have recyclable scrap metals picked up and recycled
by a commercial company. The contract generates revenue for the contractor that offsets the
cost of pick-up and hauling and actually generates an income for excess property for the
contractor based on the market price per pound of the materials contained within the
dumpster, such as brass, copper, aluminum, and steel, in accordance with FMR §102-
38.295. The current contract, which began on August 15, 2010, explicitly says the scrap metal
remains the property of NIST and payment for the recycling proceeds is required to be paid to
the contractor who picks up the dumpster from NIST, by the recycling center that accepts the
recycling material. (Attachment 4)

We interviewed NIST [[SISIIEGEGEGEGEGEGENEGEEEE < [BEEEE v ho both said
it had been long established common knowledge among the various work groups, including the
IR chat scrap materials were the property of NIST and could not be used for personal
use. According to the]SJilll8lf. this had been the unwritten rule for at least the last 10
years, and was verbally communicated as part of the training of new [l Neither of the
[IEBESI could think of any reason why any of their employees would not know that use of
scrap materials for their own personal use was prohibited. (Attachment 5)
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Specific Findings Conce ﬁin an

We inspected and official NIST-owned computers.-ofﬁcial
email files contained pornographic images, as well as images depicting racially offensive materials
toward African-Americans. (Attachment 6)

We also found digital photographs in -Ieleted email folder taken by another NIST
. Those photos showed a [Jj. who was later identified as
placing electrical wire into the trunk of a. colored vehicle. This vehicle was later
as bein ersonally owned vehicle. We determined the photograph
was taken on March 4, 2011, using an iPhone, and during an interview with e XE)
affi rme took the pictures using|ipersonal iPhone, and that the incident occurred in
Building 206, the high voltage electrical vault located on the NIST campus. sald 1
along with was present whil was loading the wire into

car. and they did not know ok the picture at the time. aid.ook the picture to
“cover [Jfelf’ becausclilibelieved [l was stealing the wire and didn’t want anyone to think
as part of it. The photo depicted wire that was formed into a large loop and taped at the
ends, and appeared to be new material. There was no indication from a computer forensic
standpoint thatjjlj took any action to forward these pictures tojiilillsuperiors; rather, we
discovered the photos i deleted emails folder file. However, did tell us in an
interview thatjiilinformed of the incident shortly after it
occurred. We also learned that allegedly to at the wire should be taken to the
recycling dumpster, however there is no indication whethe did as-'eportedly was
directed at the timed-told us that|linformediiiiiifchat it was not permitted for [l
to take the wire, and was directecw to put the wire into the recycling dumpster.-
went on to indicate that%a as told byjjjliland put the wire into the dumpster,
however told us tha did not follow up to see if [l actually put the wire into the
recycling dumpster becausefillididn’t want to make a “big scene” in front of other employees
who were present at the time. (Attachments 2, 7, 8, 10)

Ftold us it was common practice for o take scrap wire left over from NIST
jobs and thatjjiilivas unaware that it wasn't allowed until | lllllllinformed at the time of
this incident that [jvas not allowed to take scrap wire from NIST. dmitted to taking
used overhead lights from a contractor at NIST. and installing them in his garage atjiilillhome.
The hghc*emoved from NIST were reportedly the lights that were removed from the
location by the contractor in order to be replaced with new lighting. In general-sald-
was under the impression that scrap materials left over from jobs conducted on the NIST
facility were just trash and that taking such materials from the facility for personal gain or use
was an acceptable practice. - indicated it was common trade practice for to
take scrap wire to recycling centers in exchange for cash, and that it often done on
jobsjjiijhas worked on outside of NIST. In an interview with [l we asked if

understood why this practice is unacceptable conduct to be carried out on the NIST facility
involving materials from NIST jobs. | again cited the common trade practice where
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electricians will take scrap wire from a job and cash it in at a recycling center, and tha as
unaware thadiiiivas not allowed to take scrap wire from the NIST facility until|jifjwas told by
IBERIS) could not take scrap wire forfillfown benefit.

These circumstances raised the question of the ability for ||l to place an excess order
for wire for a job in the attempt to take the excess wire and recycle it for cash. However, this
is not possible due to the fact that estimators review the job and make a determination of the
amount of wire needed for a job, not the | (Attachment 8)

Records received from Reliable Recycling indicate that on February 25, 20| I,F
brought in 232 pounds of insulated #| copper wire and was paid $7I9.2I told us that in
this case the wire he traded in at Reliable Recycling came from side job: onducted before
- ployment with NIST and thadjiijhad brought it wit henfiiilinoved to the area, and
that lwould have conducted the transaction onjiilllunch break, specifically around 12:30 in
the afternoon. Records from Reliable Recycling indicate that-:lid conduct this transaction at
12:30 p.m., however it is questionable whetherg-ould have driven the 50 miles round trip
from NIST in Gaithersburg to Reliable Recycling in Frederick, Maryland as well as  conduct a
transaction where 232 pounds of copper wire were traded in within liotted one hour lunch
break. Reliable Recycling indicated that it could take anywhere from 10-20 minutes to conduct
a transaction of this size depending upon the number of customers they are serving at the time.
(Attachment 9, 15)

Further investigation into the email files belonging to howed an email communication
betwee and . S is the of Reliable Recycling in Frederick,
Maryland. In this email, inquired about the price per pound for 3,500 pounds of “paper
lead cable” along with a photograph of the cable. The picture in question showed several large
pieces of wire roughly cut into sections, which appeared damaged and unusable for electrical
purposes. This wire contained a large amount of copper and thus was worth several thousand
dollars. The photograph was taken and emailed using [l s government issued Blackberry
device on January 25, 2011, at 1441 hours. Records received from Reliable Recycling shows
that on January, 26™ and 27", 201 |, llkraded in 4,004 pounds of lead power cable in
exchange for $4,776.45. Certified Time and Attendance records show that was on
annual leave when these transactions occurred with Reliable Recycling. (Attachments 6, 9)

-claims the cable [jiftook to Reliable Recycling as listed above came from a job
performed by Dvorak Electrical on the NIST campus in Gaithersburg under NIST contract
number SB134110CQO00I I. The wire in question was removed by Dvorak and new wire was
installed to replace what had been repaired. The old used wire was stored at NIST for later
removal by Dvorak, however Dvorak neglected to return to pick up the wire. The contract
states in section 1.20 titled “Legal Disposal” that “the contractor shall be responsible for the
proper and legal disposal of all refuse and debris generated or related to this work, and the
costs of such disposal.” The above mentioned contract goes on to dictate disposal of materials
left over from this job in Attachment 3, section |18(b), “Store recyclable waste in a separate
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clearly marked containers. Arrange and pay for collection by a licensed recycling contractor.

Recyclable items include, wood, glass, aluminum, steel, gypsum, paper, cardboard, plastics, etc.”
ﬁno' ire had not been removed from NIST after several months, so [l
contacted of Dvorak Electric to inquire about the wire. [jjlltold us that
whenever an electrical contractor had done work on the NIST campus, they have taken the
scrap wire with them off of the campus. In this case, Dvorak was contractually obligated to
remove the scrap wire from the NIST campus following completion of work, however in this
case the scrap wire was left behind. [llllllexplained chacfiilifelt it was acceptable to accept the
wire from [jllbecause it belonged to the contractor, not NIST and that they were
responsible for removing it from NIST. [ saidllinformed B 2 Bll-ould personally
have the wire. llllvent on to explain that it was common practice for Dvorak to allow their
employees to take excess wire material left over from the jobs Dvorak completed and trade
the material in at recycling centers in exchange for currency. (Attachments 8, 10-12)

NIST, provided us with the contract under which this work was done by Dvorak Electric. In
this case, and in violation of the agreement under this contract, | llbf Dvorak Electric
took it upon [Jielf to gift this material to Il which when recycled, was worth $4,776.45.
The contract for this work says that the contractor, in this case Dvorak, was responsible for
removing any debris as well as recyclable materials from the NIST campus following the
completion of work. This indicates that the wire in question was the responsibility of Dvorak
and thus their property.

(Attachment 12)

We found, based on recycling records from Reliable Recycling,-made a total of 2|
transactions for a total of $30,161.70 from March |5, 2010, to May 31, 201 |. Reliable Recycling
indicated that they do not require customers to provide them with a tax identification number
in order to complete a recycling transaction. They do however require customers to furnish
them with photo identification as a way of documenting the transaction in their computer

e, [ o 3
Reliable Recycling involved wiring material. When cross-referenced with certified time

and attendance records, we found jjfmade a total of 8 transactions at Reliable Recycling in
Frederick, Maryland while claiming full work days at NIST. indicated that whenever [}
took materials to Reliable,jjililildid so on lunch break, however records from Reliable
Recycling show times of transactions on the days Lassen claims to have been at work on NIST
range from 8:10 a.m. to 12:16 p.m. We found Reliable Recycling is a 50 mile round trip from
the NIST campus. Il used [EISEES - th< license plate number belonging to
B s recorded by the recycling company as part of the transaction for security reasons
and record keeping. claimed jjiihot only conducted all transactions with Reliable during
lunch hours on work days, but thafjjiijwas able to make a 50 mile round trip in that time and
conduct transactions with Reliable where thousands of pounds of materials were redeemed.
When questioned about the volume of material traded in and the source of this material,
claimed the majority of the wire|Jjlprought to Reliable was obtained from jobs [Jiijhad
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conducted outside of his normal employment at NIST through personal [ work llvas
involved in. -went on to indicate[llllvould often bring materials in [ilillpersonal vehicle
onto the NIST campus to later be taken to Reliable Recycling. (Attachments 9-10, 15)

Between March 14, 2011 until the time we took over the investigation from NIST PSG on
August 8, 2011, we found only one report of theft of wire reported to NIST PSG. That report
was made on March 15, 2011, by Division; ||l
reported the wire was taken from building 233 on the NIST campus. There is no evidence
concerning who took this wire or if it was ultimately recycled, however [[jjllihas two
transactions recorded at Reliable Recycling for March 15™ and 19™ for a total of 1,208 pounds
of wire were traded in exchange for $2,888.10. We have no way to trace this material back to
NIST, however, since Reliable Recycling requires the plastic coating to be removed from the
wire before they will accept it.ﬁtold us[lliwould conduct “stripping parties” injjjiished
at home where[llwould spend time stripping the plastic coating from the wires prior to
trading the wire into the recycling center. (Attachment 2, 8, 10)

Other Relevant Findings
- e Materials Control

The fact that electrical wiring has no identifiable markings made it impossible for us to trace
wire that may have originated from a NIST source. We recognize it is impractical to try to
initiate some way of marking electrical wire, which is why internal controls on materials
handling is important to minimize loss due to theft. Internal controls consists of measures that
(1) protect the organization's resources against waste, fraud, and inefficiencies; (2) ensure
accuracy and reliability in accounting and operating data; (3) secure compliance with policies;
and (4) evaluate the level of performance in all organizational units. Our investigation found
there were virtually no controls in place concerning materials ordering and storage by NIST

As previously noted, [ -ovided us with an “unwritten” material ordering process,
which was a loose list of common practices used at NIST facilities for the ordering of supplies
for jobs, however, the presence of an actual NIST approved policy concerning the acquisition
and control of materials for jobs done under the division did not exist at
the time. We were also informed that a policy for the control of recycled materials did not
exist. (Attachment 3)

On April 19, 2012, we conducted a meeting with at the NIST campus as well as an
inspection of the division facility, and a review of the materials
ordering process now in place. We learned that as a result of this investigation-has been
correcting deficiencies we discovered when this investigation began, and is working with
Division;

Division; Division; and
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Division to draft new policies to address
materials ordering and recycling of materials left over from jobs conducted by NIST employees

of the [ETNER ST ivision. (Actachment 5, 13, 14)

Along with drafting new policies.-and-eam have put physical control measures in
place such as installing security cameras in order to keep 24- hour surveillance on the recycling
dumpster to prevent personnel from removing materials as well as to keep a record of who
placed materials in the dumpster. The recycling dumpster is designated as the repository for all
recyclable materials left over from jobs conducted by on the NIST
campus. We were also shown the material storage room in building 301 that houses job
materials after they are billed to work orders and in the process of being issued to the various
work centers in In the past, there were no controls over this storage
area and every employee within ad access to the materials stored within
this space, which included bra: d fittings, as well as wiring and other
valuable materials. As a is responsible for the of
the and previously worked as an in the
electrical shop indicated that one of the security measures put in place to control the
materials was to restrict access to the storage room in building 301 to allow only four people
to have access to the storage room by locking the room and providing keys tofjjjjjelf. and
three other [N vithin division, and prevent other
employees from having uncontrolled access to this storage location. (Attachments 5, 13, 14)

Recommendations

The findings in this case evidence violation of 5 CFR §2635.101, 201-205, 704, and 705, as well
as Departmental and NIST policies. Accordingly, based on the results of our investigation, we
recommend that NIST:

() Take appropriate administrative disciplinary action against IR Ilime and
attendance infraction and taking lighting from the NIST campus for personal use.

(2) Take appropriate disciplinary action against_on the basis of -'nisuse of
government property and government email systems, possession of pornography and

racially offensive materials on Department-owned computers, time and attendance
infractions, and accepting a prohibited gift/gratuity, in this case $4,776.45 in scrap wire
from Dvorak Electric. The NIST IT policy covers the misuse of email as well as
computers that access the internet. It prohibits the “Unauthorized creation,
downloading, viewing, storage, copying, or transmission of sexually explicit or sexually
oriented material, as well as “participation in or encouragement of illegal activities or
the creation, downloading, viewing, storage, copying, or transmission of materials that
are illegal or discriminatory.”
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(3) Develop and implement internal controls concerning the acquisition, inventory, use and
disposition of supplies and equipment used at NIST sites, as well as training for
employees on workplace ethics, T&A fraud, and training on the implementation of new
policies put in place by NIST management as a direct result of this case. The lack of
policy dictating proper procedures for material ordering and recycling leaves the door
open for employees to exploit this area and order excess materials for jobs and use
that excess as well as leftover refuse from jobs for personal financial gain. Documented
strong and consistently applied controls would help prevent future thefts.

(4) Inform contractor Dvorak Electric management of their employee’s involvement in this
case and the improper gifting of material by -tohwhich occurred in
violation of the contract between NIST and Dvorak.

Please apprise our office within 60 days of any actions taken or planned in response to our
findings and recommendations. If you have any questions, please contact me at 202-48'2-

or (N - 202-452
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= REPORT OF INVESTIGATION

CASE TITLE: FILE NUMBER:
HQ-HQ-11-0544-

NIST Police

Gaithersburg, MD TYPE OF REPORT

[ ] Interim [X] Final

BASIS FOR INVESTIGATION

On August |1, 201 |, while conducting an interview in OIG Investigation PPC-CI-11-0507-I into
an alleged theft of copper wire from the National Institute of Standards and Technology (NIST)
by NIST employees, we learned that NIST's Police Services Group (PSG) had been investigating
the alleged theft for approximately four months without notification to OIG. Departmental
Administrative Order (DAO) 207-10 mandates that “information indicating the possible
existence of . . .theft, conversion, misappropriation, embezzlement or misuse of government
funds or property by any person” be reported to the OIG.

RESULTS/SUMMARY OF INVESTIGATION

We found that, in addition to the above mentioned theft allegation, over the course of the past
two years NIST PSG failed to report numerous other allegations to OIG as required by DAO
207-10. While PSG has authority to conduct certain inquiries and investigations on the NIST
Gaithersburg and Boulder campuses, such authority does not negate or otherwise affect the
reporting requirements prescribed in DAO 207-10. Management interaction with the
leadership of NIST has resulted in a change of policy and PSG is now reporting appropriate
matters to the OIG.

Distribution: OIG x  Bureau/Organization/Agency Management ___  DOJ: Other (specify):

Date:

y22la

Date:

f/ 22/2&/3

pecial Investigations

FOR OFFICIAL USE ONLY
This document remains the property of the Office of Inspector General and is provided to you for official use in
accordance with your duties. This document may contain law enforcement sensitive information as well as be
protected by the Privacy Act. Do not disclose or disseminate this document or the information contained herein,
or otherwise incorporate it into any other records system, without prior permission from the Counsel to the
Inspector General. Public release to be determined under the Freedom of Information Act, 5 U.S.C. § 552.



OFFICE OF INSPECTOR GENERAL
OFFICE OF INVESTIGATIONS

METHODOLOGY

This investigation was conducted through interviews and document review, including review of
NIST Internal PSG documents.

DETAILS OF INVESTIGATION

On August |1, 2011, SA_ was conducting an interview as a part of OIG
Investigation PPC-CI-11-0507-1, into the alleged theft of copper wire from the National Institute
of Standards and Technology (NIST) by NIST employees. During the course of this interview,
SA-was informed that NIST’s PSG had been investigating the theft for the previous
approximately four months without notification to OIG.

DAO 207-10 specifically states that “information indicating the possible existence of any of [the
below-listed] activities is to be reported to the OIG...” The DAO states that the Department’s
operating units have a duty to report any allegations (as listed further in the DAO, Section
3.02) they become aware of, without delay. Nowhere in the DAO is there a requirement of
substantiation prior to reporting. Further, the DAO provides a list of categories of reportable
matters, which includes theft. (Attachment |)

When interviewed on September |3, 201 | PSG, NIST, stated that when the
theft allegation was first reported to PSG in March 2011, immediately opened an

investigation, with the aim of determining whether the allegatiolf iad any merit. stated
ﬁ\ad concerns that the allegations could be a product of the ongoing tensions within the

shop of the NIST Plant Division, wherein several employees were experiencing
interpersonal conflicts Jjllstated that without any sort of substantiation, in his view, it would

have been pointless to notify OIG. stated that from March 201 | until July 2011, when the
allegation was referred to OIG, PSG, was assigned to investigate the
matter in order to obtain substantiation of the theft allegation. (Attachment 2)

B sc2ccd chae [ conducted ilfinvestigation by making contact with local police offices,
as well as conducting surveillance of the alleied theft site, with a goal of getting substantive

evidence.- stated that in July 201 | contacted a law enforcement colleague at the
National Institutes of Health (NIH) and learned that NIH had recently had a similar theft
problem. NIH had found that employees were recycling materials at a local Frederick,
Maryland recycling shop. nd the NIH officer subsequently went to the recycling shop,
searched the customer database and found the names of four NIST employees. The database
revealed that the four employees had been paid approximately $30,000 for recyclable materials
from September 2008 — June 201 |. (Attachments 2 - 3)

Throughout the interviews, each NIST official maintained there was no intent to withhold
information from OIG. Each person expressed the belief that PSG had the full authority to

2
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independently investigate such instances of misconduct, and OIG was only to be notified in the
more serious m r in instances where investigative assistance from OIG was desired by
NIST. Although acknowledged that-aolice officers do not have training in criminal

investigations, aintained fficers were adequately equipped iminary
investigation of such allegations in order to ascertain their veracity of
Emergency Management Services Division, after reading DAO 207-10, expressed again iilibelief

that the theft allegation was within the authority of PSG to investigate, and absent
substantiation of the allegations, did not need to be reported to OIG. (Attachments 2 and 4 -
6)

We subsequently obtained and reviewed a log of complaints made to PSG from January [, 2011,
through mid-September 201 1. We determined that six of the eighty-eight complaints involved
allegations which are defined as reportable to OIG by DAO 207-10. Additionally, we reviewed
a log of “internal affairs investigations”' conducted by PSG during this same timeframe, and
determined that seven of the thirteen PSG internal investigations involved allegations defined as
reportable to OIG by DAO 207-10. (Attachment 7)

In response to our inquiry,-issued a directive on September 29, 2011, entitled “Crime
Investigations — Directive” to his staff, which stated, among other things, that each officer was
to notify OIG of any “crime” to OIG’s hotline within twenty-four hours of receipt by PSG. As
of September 13, 2012, the OIG hotline has received seven such notifications from PSG.
(Attachment 8)

' - explained that when
which encompasses

ook over NIST police in 2010, M instituted an
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REPORT OF INVESTIGATION

CASE TITLE: FILE NUMBER:
FOP-WF-12-0433-|

BLUEBIRD MEDIA, LLC (Qui-Tam)

BLUEBIRD NETWORK, LLC TYPE OF REPORT
Columbia, Missouri [ Interim B Final
BTOP Grant Fraud

BASIS FOR INVESTIGATION

On February 7, 2012, the Office of Investigations (Ol) received a request from the United
States Attorney's Office in the YWestern District of Missouri. The request sought investigative
assistance in a qui-tam suit related to a National Telecommunications and I[nformation
Administration (NTIA) grant under the Broadband Technology Opportunities Program (BTOP).
The qui-tam relator alleged two related entities, Bluebird Media, LLC and Bluebird Network,
LLC, made false statements and submitted false claims. (Attachment 1)

RESULTS/ SUMMARY OF INVESTIGATION

Our investigation found no evidence sufficient to show false claims or false statements were
submitted to NTIA related to the BTOP grant to Bluebird Media, LLC. The United States
Attorney's Office and Main Justice/Civil declined to intervene in the relator’s qui-tam complaint
and have closed their case. The Anti-Trust Division for the Department of Justice has also
declined further investigative or prosecutive action.

METHODOLOGY

This case was conducted through interviews and document review, including electronic mail,
public domain documentation, Internet sources, correspondence from witnesses and the
subject, and documents from NTIA. We also conducted an analysis of financial and business

Date:
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records provided over the course of the investigation. This included detailed financial analysis of
grant records and claims, as well as records obtained via OIG administrative subpoena.

DETAILS OF INVESTIGATION
The Grant

The American Recovery and Reinvestment Act (ARRA) of 2009 provided the U.S. Department
of Commerce’s National Telecommunications and Information Administration (NTIA) with
$4.7 billion to support the deployment of broadband infrastructure, enhance and expand public
computer centers, encourage sustainable adoption of broadband service, and develop and
maintain a nationwide public map of broadband service capability and availability. This was
implemented through what is known as the Broadband Technologies Opportunity Program
(BTOP), which is outlined under Catalog for Domestic Assistance (CFDA) #11.557. The
general objectives of this grant included accelerating broadband deployment in unserved and
underserved areas and ensuring that strategic institutions which are likely to create jobs or
provide significant public benefits have broadband connections. The grant was awarded on a
competitive basis; this particular grant, numbered NTI0BIX5570091, was awarded with a
federal share of $45,145,250 and a matching share (grantee amount) of $19,658,100. It’s specific
objective was to construct a 900 mile fiber optic network in Northern Missouri. (Attachment
2)

Investigative Results

The former (RS o cbird Media
-, filed a qui-tam alleging two related entities, Bluebird Media, LLC and Bluebird Network,
LLC, made false statements and submitted false claims. Specifically, he alleged defendants lied to
NTIA about:

e the area they claimed to serve being “under-served” when in fact it was not;

matching shares they claimed would come from Boone County National Bank, knowing
such funds were not available;

receiving a2 $10.5 million in-kind contribution from the State of Missouri that they did
not properly receive;

e a business relationship with a bankrupt party;

2
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e the ability to create a viable and sustainable business;

e changing the purpose/client base of the grant without knowledge of NTIA. (Attachment

)

Armed with knowledge of the relator’s complaints, our office worked with NTIA program
officials to understand the process of vetting Bluebird Media as a grantee, which subsequently
resulted in a grantee site visit. That site visit found minor, correctable issues primarily revolving
around incomplete match requirements because the match with the State of Missouri had not
yet been finalized. Bluebird Media also had a lack of sufficient financial policies. The site visit
report was completed on April 23, 2012. (Attachment 3)

Our review of the due diligence and grant files maintained by NTIA found they were aware and
had approved of Bluebird Media’s matching share being in the form of $10.5 million worth of
rights of way on 37 parcels of land. They also knew there were ongoing negotiations with the
State of Missouri about the value; part of what is currently in process is an independent, third-
party valuation of the land parcels. NTIA was also aware one source of match early in the
process was a loan from Boone County National Bank. However, when Bluebird Media went
through a merger, Bluebird Media informed NTIA they were no longer relying on the Boone
County National Bank loan, and those matching funds were being replaced by a “combination of
financing and cash flow from non-federal assets”. NTIA was aware that Bluebird Media was part
of a merger in which they and MNA Holdings invested together to create a separate entity
known as Bluebird Network. NTIA thought this merger was a good idea because it essentially
changed the nature of the project from a wireless network into a fiber network, which long
range has a better outcome. Furthermore, independent assessments of whether an area is
underserved are done and NTIA verified the need for this project. Lastly, NTIA was aware of a
bankruptcy by a party involved with Bluebird Media and they put in place limitations with
respect to that person’s ability to impact the NTIA project. (Attachments 2-4)

Together with a prosecutor from the United States Attorney’s Office, a civil trial attorney from
the United States Department of Justice, and a program official representing NTIA, on June 19,
2012 we interviewed the relator to gain a better understanding of his allegations. While Jilildid
clarify issues alleged in the complaint, he provided no further documentation of false claims or
false statements. (Attachment 5)

One of-’s allegations concerned Bluebird changing the purpose/client base of the grant
without knowledge of NTIA. As we have investigated this, we have developed information that
suggested an anti-trust violation could be involved. This specifically has to do with local

3
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telephone companies dividing territories and then taking steps to frustrate the BTOP effort in
order to limit competition. When they could not stop it, they entered into a merger and then
restricted territories where the BTOP project connection could be offered. Specifically, MNA
Holdings, LLC, which is a subsidiary of Missouri Network Alliance (MNA), owns 49% of
Bluebird Network, LLC, while 51% is owned by Bluebird Media, LLC. MNA is a network of
rural Missouri telephone exchange companies that has an anti-trust exemption to allocate
telephone service based on certain geographic boundaries, in which other telephone companies
agree not to compete. According to , MNA aggressively sought to stop Bluebird’s
attempt to get BTOP funding because it would interfere with MNA’s plan to offer broadband
service in the same area. After the award of the grant, MNA merged with Bluebird Network.
MNA then forced on Bluebird Network the same territory allocation as what the member
phone companies had adhered to for years. This resulted in community anchor institutions
being removed from a list that Bluebird had already promised NTIA they would serve.
(Attachment 5)

On June 19, 2012 we interviewed , who from

for Bluebird Network, LLC
mployee of the company and helped apply for the Broadband grant from
NTIA, although when was hired in“ the grant application had been submitted
and the grant awarded; never saw the grant application prior to its submission and only
worked on providing support letters from community anchor institutions. (Attachment 6)

-said .knew MNA Holdings was “adamantly opposed” to the NTIA grant in
Northern Missouri and “worked vigorously” to ensure the grant did not come to their
territory because it was viewed as creating a competitive threat.- co NA
Holdings is a coalition of a number of small telecom companies in rural Missouri. Wsaid
about the “red-lining” allegation that Bluebird had promised as part of their grant proposal they
would serve 102 Community Anchor Institutions (CAls) in 59 counties in Northern Missouri.

aid-was aware that after the merger between Bluebird and MNA, there were many of
the 102 CAls -'vas told they could no longer service. This was because they were located in
non-compete rural telecom areas that MNA determined could only be serviced by the
respective local rural telecom carrier. (Attachment 6)

On June 20, ZOIZ,_he for Boone County National
Bank, was interviewed. confirmed id write and sign the letter dated March
25, 2010 offering financing to Bluebird. said it is a letter Jffwould provide to good
customers in the course of regular business, and while it did not commit the bank to actually

4
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fund the loan, it did indicate Boone County National Bank was interested in entertaining the
possibility of doing so. [{ENENEGES i< new the $9+ million was to be used to support
the application for a BTOP grant.[lllhiso knew the grant was intended to fund a broadband
roject in which Bluebird Media was to lay fiber optic cable to accomplish the project. [ said
of Bluebird is a well-known and successful businessman in the area that|jjfjbank has
had years of solid banking experience with. (Attachment 7)

confirmed from“
uebird Media, LLC. From ntil

of a new company known as Bluebird Network, LLC,
ult of a merger of Bluebird Media, LLC and Missouri Network Alliance, LLC

(MNA)W said Bluebird Medi ned b who _had a 51% stake,
with the remaining 49% owned by who is a

, and and
(Attachment 8)

On June 25, 2012, was interviewed.

sai -had no reason to believe the letter from Boone County National Bank was a

hoax or otherwise illegitimate —-nderstood it was done as a favor for -to facilitate
the grant application process. said by October 2010 it had become obvious they
needed to seek different sources of funding soiuggested a merger with Missouri Network
Alliance (MNA). (Attachment 8)

said CAls are key components to the NTIA grant. The purpose of providing
broadband is primarily to serve CAls, which are made up of entities such as schools, libraries,
hospitals and other key public service type eptiti owever, many of these CAls were in the
“footprint” of MNA member service areas. said that after the merger, the Board told
o produce a list of all the CAls and where they were.-was then given that list back with
many of the CAls “red-lined” and told that they should not approach these CAls about signing
on to Bluebird’s broadband service.-said was told to stay away from these areas
because it infringed on MNA member coverage areas. larified this represented competition
to MNA members, and|jiffadvised the Board on several occasions that this was a significant
issue — in fact, telling them it was an anti-trust violation. said in his mind, the red-
lining of CAls is an anti-trust issue, and in fact, just befor as let goliilihad prepared a legal
analysis about this subject, bu.ever got to present it becauseiwas fired before-:ould
do so. (Attachment 8)

We subsequently obtained through OIG subpoena records that| maintained, including
the legal analysis on the anti-trust issue. However, the legal analysis was done under attorney-
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client protections. This created a situation that led to the Office of Professional Responsibility
(OPR) for the Department of Justice getting involved and opining that this document could not
be used for investigative or prosecutive purposes. (Attachments 9-10)

The investigation to date has not developed evidence consistent with the relator’s allegations,
nor has it identified specific claims that contain false information. NTIA was in fact aware of
most of these issues and took steps to mitigate, representatives from Boone County National
Bank confirmed they did make an offer to provide funding, and the State of Missouri has agreed
to provide rights-of-way as part of an in-kind contribution. It appears what irregularities did
exist and which were identified during the site visit inspection have been adequately dealt with
on an administrative level by NTIA program officials. Based on this, on December 21, 2012, the
Civil Division filed with the court a notice of their declination to intervene in the qui-tam case.
Furthermore on January 3, 2013, the Anti-Trust Division for the US Department of Justice also
declined to further invest resources in this case and declined prosecution. (Attachments | 1-12)

6
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REPORT OF INVESTIGATION

CASE TITLE: FILE NUMBER:
HQ-HQ-12-0705-1

TYPE OF REPORT
[ ] Interim [X] Final

ES
National Oceanic and Atmospheric Administration
Silver Spring, MD

BASIS FOR INVESTIGATION

On April 17, 2012, a confidential complalnant contacted the Office of Inspector General (OIG)
and allege ironmental Satellite, Data & Information Service
(NESDIS) created a hostile work environment for the

the life coach of

at a cost of $20,000 to organize an unnecessary offsite team-building

event for NESDIS Chief Information Division (CID) employees. (Attachment 1)
RESULTS/SUMMARY OF INVESTIGATION

Our investigation did not substantiate the allegations. YWe determined that did not

engage in discriminatory conduct or behavior against the complainant, and that s life

coach has not been hired to facilitate the NESDIS CID employee team-building event.

METHODOLOGY

This investigation was conducted through witness interviews and document review.

Distribution: OIG x  Bureau/Organization/Agency Management _X DOJ: Other (specify):

Signat ate: g Date:

3/22/13
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DETAILS OF INVESTIGATION

On April 17, 2012, OIG received an allegation from a confidential complainant that F
created a hostile work environment for the complainant and hired life coach at a

cost of $20,000 to organize and facilitate an unnecessary offsite team-building event for NESDIS
CID employees. (Attachment 1)

On June 6, 2012, we interviewed the complainant, who claimed -creates a hostile
work environment for the complainant and the complainant’s colleagues by not sharing
information with them or by doing so in an unfriendly manner. The complainant also said that
makes important business decisions without reading the information provided to[ il
b taff. When ask mistreats the complainant, the complainant replied
that, on the contrary, “sticks up for” [l staff before NESDIS management and
praises them for the work that they do. The complainant also said that after submitting this
complaint initially, the complainant learned that the employee team-building event contract will
not be given to _s life coach. The complainant opined, however, that this team-building
event is an unnecessary waste of time and taxpayer money, as the complainant does not expect
results. The complainant said that a similar event was held two years ago and nothing ever
came out of it. (Attachment 2)

On June 6, 2012, we interviewed

mmm&em'em
, regardin e team-building event contract.

Operations and Analysis Office,
said that

suggested that lllaward a sole source contract in favor of Bova
International, Inc., the company foMs life coach works, in order to expedite the
procurement process. However, id not believe that a sole source contract
permitted [illlko award a non-competed contract for $16,686 toﬁ

a Small Business Association (SBA) 8(a) certified business entity, to
organize and facilitate the team building event. (Attachment 3)

On June 12, 2012, we reviewed the contract file, provided by on June 8, 2012, and
confirmed the information he provided during his June 6 interview. (Attachment 4)
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January 15, 2013

MEMORANDUM FOR:

National Ocean Service
i i inistration

FROM:

SUBJECT: OIG Investigation, Re
(OIG Case # 12-0868-1)

et, al

Attached is our Report of Investigation (ROI) in the above-captioned matter. Our investigation

' ny improgi or
former
arranging s travel to the 2011 W eek in China. However, during the
course of this investigation, we discovered thaW at a staff meeting in late June 2012,
inappropriately instructe taff of a requirement to immediately report to their supervisors
any contact by our office in relation to ongoing OIG investigations, creating a belief among his
employees that they were not to speak with OIG without prior consultation with their
management. ﬁs instruction is in contravention of DAO 207-10 § 4.04, “No
employee or official who has authority to take, directs others to take, recommend, or approve

any personnel action, shall direct any employee to refrain from making a complaint, reporting
information or cooperating with the OIG."”

We recommend that you take appropriate steps to ensure _is trained with respect
to the requirements of all DOC employees, particularly those with supervisory authority,
during OIG investigations, as dictated under DAO 207-10, as well as to take any disciplinary
action you deem appropriate.

In accordance with DAO 207-10, paragraph 4, your written response of any action proposed
or taken is requested within 60 days of receipt of this referral.

In your official capacity, you have responsibilities concerning this matter, the individuals
identified in this memorandum, and the attached documents. Accordingly, you are an officer of
the Department with an official need to know the information provided herein in the
performance of your duties. These documents are being provided to you in accordance with

5 U.S.C. §552a(b)( I) of the Privacy Act and as an intra-agency transfer outside of the provisions
of the Freedom of Information Act.
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Please be advised that these documents remain in a Privacy Act system of records and that the
use, dissemination or reproduction of these documents or their contents beyond the purposes
necessary for official duties is unlawful. The OIG requests that your office safeguard the
information contained in the documents and refrain from releasing them without the express
written consent of the Counsel to the Inspector General.

if you have any questions please do not hesitate to contact me at (202) 482- or-
(02) 424

Attachment
ROI (with exhibits)

cc: National Ocean Service
ics and Law Program Division, Office of General Counsel

OIG case file

FOR OFFICIAL USE ONLY

system, prior
permission from the Counsel to the Inspector General. Public release o be determined under the Freedom of Information Act, 5 US.C. § 552,



fw:“'\i OFFICE OF INSPECTOR GENERAL
A OFFICE OF INVESTIGATIONS
s B/

e REPORT OF INVESTIGATION

CASE TITLE: FILE NUMBER:
FOP-WF-12-0868-I

) (DO TYPE OF REPORT

[] Interim Final

BASIS FOR INVESTIGATION

On June 7, 2012, our office received a complaint via our hotline from a confidential complainant

had been provided information specifying that|
ensure it was not discovered that a trip to China in
by the Chinese government, in violation of various ethical an

had worked together to
had been paid
ederal regulations.

Further, in the course of our investigation, we learned of an instruction b to -staff.
wherein -re!ated that was instructing all
National Ocean Service (NOS) staff to immediately notify their managers if and when they were
contacted by OIG.

RESULTS/SUMMARY OF INVESTIGATION

We determined the trip in question was funded by the United Nations Development Program
(UNDP), not a Chinese governmental agency. While investigating the initial allegation, we
learned of, and substantiated, gave instruction to subordinate personnel, creating the
impression they were not to communicate with OIG without supervisory approval, in
contradiction of the IG Act and DAO 207.10 § 4.04 regarding notification to supervisors of
OIG contact.

Distribution: ~ OIG x  Bureau/Organization/Agency Management _x_ DOJ: Other (specify):

Date:

1/{5’/(3

Date:

’/r%%

FOR OFFICIAL USE ONLY
This document remains the property of the Office of Inspector General and is provided to you for official use in accordance with your
duties. This document may contain law enforcement sensitive information as well as be protected by the Privacy Act. Do not disclose or
disseminate this document or the information contained herein, or otherwise incorporate it into any other records system, without prior
permission from the Counsel to the Inspector General, Public release to be determined under the Freedom of Information Act, 5 U.S.C. § 552.



OFFICE OF INSPECTOR GENERAL
OFFICE OF INVESTIGATIONS
METHODOLOGY

This investigation was conducted through document review, including electronic mail, travel
records, and Departmental briefing records.

DETAILS OF INVESTIGATION

On June 7, 2012, our office received the aforementioned complaint alleging
and had conspired to “cover up a travel gift to

from the Chinese Government.” (Attachment [)

On June 28, 2012, in the course of scheduling an interview

during a staff meeting, had related to his staff that
had issued a directive that any National Ocean Service (NOS) employee
conta IG should immediately notify their management, given the “high number” of
OIG investigations ongoing within NOS. (Attachment 2)

We interviewed the confidential complainant, finding that witness’ knowledge came from
another NOS employee. The complainant stated there is a “longstanding relationship” between
NOAA and China, and it was not uncommon for the Chinese government to pay for experts
from NOAA to travel to China to consult on various matters. (Attachment 3)

We obtained travel voucher, _showin-departed Washington,
D.C. for Beijing, China on Mu:u |, and returned from Beijing on ﬁ
The voucher reflected that id not pay any travel or lodging costs for

providing only the per diem costs and one taxi in China, totaling $983.00. (Attachment 4)

Gifts of funds for travel are governed by 31 USC §1353, as well as Departmental Administrative
Order (DAO) 203-9. Gifts from a non-Federal source, including payments for travel and
subsistence, may be accepted by a Departmental employees where the employee is traveling in
relation to their official duties. 31 U.S.C §1353 further requires the Department to file semi-
annual reports to Congress documenting all gifts and bequests in that period. Gifts from foreign
governments are governed by 5 US.C. §7342, as well as DAO 202-739. Employees of the
executive branch may not accept a gift of travel funds or subsistence from a foreign
governmental entity unless the travel takes place entirely outside the United States. However,
according to Ethics Law and Programs Division, OGC, based on
consultation with the Department of State, payments from foreign governments for employees
of the executive branch to travel in an official capacity are not considered gifts to individuals,
but rather gifts to the agency, and as a result, do not fall under DAO 202-739 or 5 USC §7342,
but rather are governed by the Gifts and Bequests regulations, as outlined in 31 USC §1353 and

A is currently on detail to W, i
: was the former who-
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DAO 203-9..5 further stated there is a Departmental policy that draws a distinction
between pol appointees and other federal employees in this regard, thereby making it
permissible for non-politically appointed employees of the executive branch to receive a gift of
travel funds from a foreign governmental entity. (Attachment 5)

We obtained records showing s travel and lodging was paid by the United Nations
Development Programme (UNDP), including (1) the incoming invitation letter from UNDP to
ﬁf) the review and authorization of the payment by the Department’s Office of
en unsel (OGC); and (3) a “Record of Gift or Bequest,” Form CD-210. The records
reflect that UNDP paid $8,995 for
$11,112. (Attachments 6 - 8)

s airfare, and $2,117 forjjjijlodging, for a total of

who accompanied d
on this trip to China. te s travel was paid by UNDP whereas i and
travel was paid by the State Oceanic Administration (SOA), a Chinese

agency.’ [llllprovided documents reflecting an invitation from SOA to pay form
travel and lodging, as well as a “Record of Gifts an rations from Foreign Governments,”
Form CD-342, reflecting that SOA paid for bothjiilland -s travel and lodging.
provided records showing the cost paid for two round-trip flights to Beijing from D.C. was
$1,604.40. The CD-342 reflects an estimate of $1,000 for lodging costs. (Attachments 7 and 9)

Further, we obtained the October/November China Travel Reports filed by the Department,
submitted to The Honorable Frank R. Wolf, Chairman, Subcommittee on Commerce, Justice,
Science and Related Agencies, as required by P.L. 112-55, to reflect all expenditures by the
Department on em travel to China. The travel report reflects three entries for NOAA
for travel ending in 011, with amounts of $983, $1,113, and $1,037. (Attachment
10)

We inmwlewe;lf_gvho denied any knowledge of, or involvement in, an effort to cover

up the source of payment r- travel. mued-involvemem: in s
travel was receiving the invitation from UNDP, discussing the trip with and providing
an affirmative to the cognizant points of contact within NOAA, UNDP, and SOA.

stated only saw one invitation letter, from UNDP, and [ilihad no involvement in
e creation of, uring others to, falsely create a letter reflecting an invitation from
UNDP, but tha had reiterated to [lland others involved in the trip planning that

could not have any costs paid for by a foreign governmental entity. stated
this was not the first ﬂmt-ul';ad traveled to China for World Ocean Week: NOAA had

received an invitation for| attend in 2012, (Attachment 1 1)

We then interviewed who denied any knowledge of, or involvement in, an effort to
cover up the source of payment for travel stated [jijhad limited interaction

? |t was explained by various witnesses that the relationship between UNDP and SOA is such that UNDP regularly
acts as a facilitator for organizing functions with SOA, and typically the events are jointly sponsored. As a result,
individual from both organizations can be the point of contact on a given event.

3
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with in coordinati p. and ay have exchanged a few emails or phone calls
in n to the trip plans owledge of s trip that
originally, when the invitation to attend World Ocean Week arrived, Wr;ﬁally
declined, citing budgetary constraints. [[JJJJlJ stated SOA, because of their desire to have a
high-level NOAA official attend, coordinated with UNDP to officially invite and provide funding
to fly and stay at World Ocean Week. ted lllhad no involvement in
the n of the tri and Jiljinformation was obtained from conversations with

*conﬂn‘ned d travel and lodging costs were paid for by SOA, butjiijhas
no recollection of specific amounts. (Attachment 12)

Through the course of our investigation, we learned that had related to [Jistaff at 2
meeting in the latter half of June 2012 that had issued a directive for any NOS
employee contacted by OIG to immediately notify their management, given the number of
ongoing OIG investigations related to NOS. We interviewed five NOS employees who were
present at the staff meeting ade this statement; four recalled hearing [l
relate an announcement tha notification when any NOS employee was
contacted by OIG. Each of the four employees stated the tone of s delivery was not
threatening or otherwise out of the ordinary, but many expressed apprehension when
contacted by our office for an interview, and inquired whether they had to obtain approval
fro or in light of -s instruction. bed-'lad been instructed
at a staff meeting t NOS was aware of OIG inquiries, and that managers were to

notify Jijif they became aware of any reiterated the statement at my staff
meeting, which was the following morning.” (Attachments 2, 9 and 12 - 17)

When interviewed, denied making an instruction for NOS employees to notify
management of contact by OIG [JillNsated iilhad made an instruction to all [ililiSenior
Executive Service (SES) staff members that they should notifyjjiiliif they needed to reassign an
of their staff to assist in inquiries of matters referred to NOAA by OIG. stated
made this statement at a staff meeting of all i
had made clear the instruction was to )
instruction was predicated on a recent request from National Weather
Service (NWS), for assign one of ilstaff to assist in an OIG referral inquiry.
completely in support of this request, and cognizant that
further requests for assistance would be coming due to the “large backlog” of OIG to
NOAA. ted this cognizance led make the announcement so that ould
be able to ensure that staff members were made available to assist in OIG referral inquiries,
while keeping workloads appropriately managed. ted the message was not intended
for dissemination to anyone outside ES staft, an oes not have any desire to have any
knowledge of OIG referrals outside of being aware a staff person is assigned to one.
(Attachment 18)
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MEMORANDUM FOR: David Hinson
National Director
Minority Business Development Agency

FROM: Rick Beitef gi : &

Principal Assistant Inspector General
for Investigations and Whistleblower Protection

SUBJECT: Results of Inquiry, Re: MBDA Chicago Regional Office Taxi Fare
Expenditures (OIG Case No. FOP-WF-12-1075-P)

This presents our results in the above-captioned inquiry we conducted involving claims for taxi
expenditures submitted by employees of MBDA's Chicago Regional Office.

Background

We have reviewed the travel reimbursement documents provided by MBDA's Chicago
Regional Office to the Better Government Association (BGA) in response to a Freedom of
Information Act (FOIA) request it filed. The FOIA documents were subsequently referenced in
a July 2012 media report detailing expenditures for cab rides claimed by employees in MBDA's
Chicago office, suggesting possible excessive and wasteful spending.

Summary of Findings

In brief, we confirmed information reported that between October |, 2008, and May 25, 201 |,
eight employees of MBDA's Chicago office, including the -_ received
reimbursements totaling approximately $25,700 for travel expenditures, claimed in a total of
551 vouchers, which appear to encompass both local cab fares (e.g., in or around Chicago) and
cab fares while on agency-approved travel outside the local area. Most of the individually
claimed cab fares were under $75 and for such claims no receipits were submitted, in
accordance with MBDA policy and the Federal Travel Regulation (41 CFR Ch. 301), which only
require a receipt for expenditures over $75. Given this limitation and that the claims were
reimbursed after being vouchered and approved within MBDA, we did not attempt to validate
the legitimacy of the fares.

Ve did, however, identify issues warranting your attention regarding how travel vouchers are
reviewed and approved within MBDA, primarily at headquarters. Of particular concern,
although MBDA's policy prescribes that supervisors approve their subordinates’ travel



vouchers, MBDA's practice is for the vouchers of its GS-15 Regional Directors, along with
regional GS-14s, to be both reviewed and approved by headquarters finance staff, rather than
approved by their supervisors. In our view, this is not a best practice, as supervisors—not
headquarters finance staff—are in the best position to assess whether their subordinates’ travel
is legitimate and claimed expenses (e.g., taxi fares) appear necessary and reasonable to carry
out the mission of the agency.

Accordingly, foremost among our recommendations below is that you require supervisory
approval of travel vouchers for all MBDA staff. While we recognize that the individual employee
bears ultimate accountability for filing accurate, honest, and expense-reasonable vouchers,
supervisory approval provides an important internal control in promoting transparency and
effective oversight.

Detailed Findings

Our review found that MBDA employees reported cab expenditures through one of three
methods: (a) “Local Travel Voucher” for those expenditures occurring at the permanent duty
station; (b) a paper travel voucher filed for expenditures incurred while at a temporary duty
station outside the local area; and (c) an expense report filed through an online travel
management system, “FedTraveler,” also for expenditures incurred while on travel to a
temporary duty station. The records reviewed reflected that from October |, 2008 — May 25,
201 |, eight employees in the Chicago office, including th_ were reimbursed
up to $25,699.04 in expenditures via 551 vouchers, which appear to encompass both local cab
fares and cab fares while on agency travel outside the local area.

There were four expenditure categories found within the three aforementioned methods for
claiming travel expenditures, “Taxi"; “Local Travel”; “Miscellaneous Travel”; and “Other”,
through which employees could claim a reimbursement that would encompass cab fares. Of
those, the one explicitly entitled “Taxi”, which applied to cab fares while on travel to a
temporary duty station, accounted for $20,861. Our review identified seven different individuals

who were approving officials on the travel rej Twi roving
officials are located in the Chicago office (the nd , while
the other five are at headquarters, and range from GS-11 to GS-15. Th ad

all of.:laims approved by headquarters finance personnel, consistent with MBDA's practice,
but not per its formal policy as addressed below.

We interviewed mm your Office of Finance, who stated .Nas one of four
approving officers tor s travel-related documents. This- referenced MBDA's
policy, contained in its internal “Financial Management Guide” (Guide) segti ‘the various
processes for travel approvals, including approval of travel vouchers. Thﬂstated -and
the other three approving officers only review and approve travel vouchers for GS-14s and GS-
ISs in the regions, and employees located at headquarters. Th stated the GS-14s in
each regional office approve vouchers for the regional employees below a GS-14. The
provided us with a copy of the Guide, which specifies the forms and approvals required for
expenditures while on both local and official temporary travel.




The Guide prescribes that the “[voucher] is forwarded electronically to the employee’s
supervisor for verification and approval (according to the appropriate approval chain).”
[emphasis added]. However, in a subsequent section, “Approval Chains,” it is specified that
vouchers submitted by the GS-15 Regional Directors and GS-14 Chiefs are “reviewed” by
headquarters staff in MBDA's Office of Financial Management, Performance, and Program
Evaluation (OFMPPE), while employees within the regional office have theirs “reviewed” by the
regional management, for example, the Regional Director or Chief. The Guide does not
explicitly identify approving officials, but, as noted above, MBDA's practice has been for
headquarters finance staff to both review and approve vouchers filed by regional GS-15 and
GS-14 personnel, which is inconsistent with the above provision for supervisory “verification
and approval.” Also, the Guide specifies that receipts are only required for expenditures over
$75, which is in keeping with the Federal Travel Regulation.

41 CFR §301-10.420 specifies that taxis may, when authorized and approved by the agency, be
used “in the performance of official travel,” and allows reimbursement for “the usual fare plus
tip for use of a taxi...” when at your official duty station. 41 CFR §301-71.207 specifies that
agencies are responsible for establishing internal policies and procedures detailing the
appropriate approval chains, as well as how and within what timeframe employees are to
submit travel reimbursements claims, and 41 CFR §301-71.200 states a “travel
authority/approving official or his/her designee must review and sign travel claims to confirm
the authorized travel.” Per 41 CFR §301-71.201, the reviewing official has the responsibility for
verifying that the expenditures are authorized and allowable, as well as ensuring that the
required documents are present, though under 41 CFR §301-71.203, the traveler still maintains
responsibility for ensuring that travel expenses are “prudent and necessary.”

Recommendations

I. In keeping with MBDA policy, require supervisory approval of travel vouchers for all
MBDA staff. Supervisory approval provides an important internal control in promoting
transparency and effective oversight.

2. Revise MBDA'’s Financial Management Guide to clearly prescribe supervisory review and
approval requirements and associated procedures.

3. Review and make appropriate modifications to MBDA’s processes and forms for
claiming taxi and other travel expenses, in accordance with the Federal Travel
Regulation. Utilizing three different forms on which to make a monetary claim and four
different categories into which taxi claims may fall appears inefficient, confusing, and
prone to waste or abuse. We further recommend consulting with Department officials
on best practices associated with such processes.

4. Absent requiring receipts for cab fares of $75 or less, require voucher description of
what official duty was performed justifying the use of a taxi, so that approving officials
have documentary support to show the claim satisfies 41 CFR §301-10.420.



In accordance with DAO 207-10, please apprise us within 60 days of any action taken or
planned in response to our findings and recommendations. If you have any questions, please

contact me at 202-482-2558.

cc: Chief Financial Officer and Assistant Secretary for Administration
U.S. Department of Commerce
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- ™" REPORT OF INVESTIGATION

"CASE TITLE: ' FILE NUMBER:
PPC-Cl-12-1105-|

' Misuse of Seal (ITA&DOC)
. Washington, DC
|

( TYPE OF REPORT
|

[ ] Interim Final

BASIS FOR INVESTIGATION

On August |, 2012, we received information that the official seals of the International Trade
Administration (ITA) and the United States Department of Commerce (DOC) were
improperly used. YWe were provided with a notification letter purporting to notify the recipient,
the “Iraq Construction & Development Establishment”, they had been awarded a contract for a
construction project from ITA. ITA determined the notification letter was fraudulent, as the
entity, Iraq Construction & Development Establishment, did not exist, nor does ITA offer
contracts for construction projects in Iraq or Afghanistan.

RESULTS/SUMMARY OF INVESTIGATION

Our investigation was unable to obtain any identifying information for the point of contact in
the fraudulent notification letter or find records for the individual listed on the notification
letter. Further, our office subpoenaed Microsoft twice for the subscriber information associated
with the Hotmail account listed on the notification letter, and did not obtain any information
that would enable us to locate the sender. Based on the lack of viable leads produced by the
subpoena to Microsoft, we determined further pursuit of subpoena results on a second email
would produce similar results. Further, we passed information on the ITA scheme to one of the
chief investigative agencies operating in Irag — Army CID and the Federal Trade Commission.
Cognizant personnel from ITA are aware of the scheme and suffered no financial loss,
therefore, this investigation was closed without further action.

| Distribution: QIG _x Bureau/Organization/Agency Management

|

Date:; Date:

"! 'M/ \3 ;/M/z b

-Special Agent
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METHODOLOGY

This investigation was conducted through interviews and document review, including electronic
mail, public domain documentation, Internet sources, and subpoena results from Microsoft.

DETAILS OF INVESTIGATION

On August |, 2012, a confidential complainant, an with the International Trade
Administration (ITA)'s Iraq & Afghanistan Task Force (Task Force), who provided documents
ITA received from an individual inquiring whether a contracting offer from the Iraq
Construction & Development Establishment of ITA was legitimate. The documents included a
letter bearing both the ITA and DOC seals and notifying the recipient, the “Iraq Construction
& Development Establishment”, they had been awarded a contract for a construction project
from ITA. It also listed a “ " as a point of contact, who could be reached at
" (Attachments | - 3) '

On August 14, 2012, our office requested background information on - through law
enforcement database sources, but f matches. A name check of the National Finance
Center (NFC) database demonstra as not a federal employee. (Attachment 4)

On August 15, 2012, our office interviewed the confidential complainant, who stated the Task
Force regularly receives inquiries from individuals who have received similar, potentially
fraudulent offers for work in Iraq and Afghanistan. The confidential complainant further stated
the Task Force will conduct a review of any documents provided by the inquiring individual(s),
and offer an opinion as to the legitimacy of the offer. The confidential complainant stated the
Task Force maintains a database of these types of queries, and typically recommends the
inquiring individuals further report the fraudulent offer to other agencies. (Attachment 3)

On September 5, 2012, our office served Microsoft Corporation an Inspector General (IG)
Subpoena for all documents “constituting basic subscriber information,” to include “...name;

address; local and long distance telephone connection records...means and source of
payment..” or {ERNRRISHIN (4o mene

Our office contacted Special Agent (SA)
Agency, US. Army Criminal Investigag mand (CID), who conduct fraud
investigations in Iraq. We provided SA ith the letter from or their review,
and to advise whether they had any information on any of the entities involved. SA
stated their office did not have any information on either the company or but stated
these types of letters with “bogus names and contract numbers” are common in lrag, provided
in an effort to convince military contracting officials of the sending party’s legitimacy.
(Attachment 6)

Expeditionary Fraud Resident
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On November 9, 2012, our office received Microsoft's response to our |G subpoena; Microsoft
stated that per existing court precedent in Warshak, they were not able to provide the
requested information absent a search warrant. (Attachment 7)

On November 21, 2012, our office served Microsoft a revised |G subpoena, requesting
“...Names...Addresses...subscriber numbers or identities...” associated with the email

sccount A (+:2chment

On December 7, 2012, our office received Microsoft's response to our |G subpoena; Microsoft
provided several .html files, including one entitled “Userinfo.” The Userinfo html file identified
the subscriber of * ted in Alabama, Zip Code
11111, an alternate email address of ° , as well as the internet
protocol (IP) addresses used for registration and last login, Microsoft did not provide any billing
information, or identifying information for the IP addresses. We determined the zip code
provided is not a valid US zip code. (Attachment 9)

L]

On January 17, 2013, our office conferred with an attorney at the US Department of Justice
(DOJ), who stated “The info [sic] provided by MSFT [Microsoft] is all that normally comes
when you request subscriber information for a_[sic] email account.” (Attachment 10)
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REPORT OF INVESTIGATION ‘

CASE TITLE: "FILE NUMBER: [

(WG FOP-WF-12-1173- ‘

TYPE OF REPORT
] Interim Final

BASIS FOR INVESTIGATION

, a

On August 30, 2012, we received a complaint alleging that

who works for the National Oceanographic and Atmospheric Administration
(NOAA), Northwest Fisheries Science Center (NFSC), was using his government assigned
purchase card to buy items for personal use, and would max out his purchase card every
month,

RESULTS/SUMMARY OF INVESTIGATION

sted and received the purchase card records for the purchase card assigned to

covering a date range from October 3, 20| ber 3, 2012. A review of the
purchase card showed none of the purchases made bymere over the micro purchase
threshold of $3,000.00, nor were any of the monthly purchase amounts over $10,000.00, which
is in compliance with the rules set forth in the Commerce Acquisition Manual (CAM). Nothing
contained within the records reviewed indicated mj is_assigned card. An

interview of the complainant indicated that while he be was stealing items
bought with his purchase card, he had not actually witnesse steal anything.

METHODOLOGY

This investigation was conducted through witness interviews and review of purchase card
records.

Distribution: OIG _x Bureau/Organization/Agency Management __ DO} Orther (specify):
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DETAILS OF INVESTIGATION
On August 23,2012 ived i jon from complainantq NOAA NFSC
# allegin isused his government assigned purchase card to
uy “tens of thousands of dollars™ of items for personal use. (Attachment |)
On October 2, 2012, we requested all purchase card records for the card assigned to -

for fiscal years 2011 and 2012, to include receipts, approvals, and purchase requests.
(Attachments 2 & 3) :

On November 19, 2012, we interviewed said he had made numerous
complaints to NOAA management related to the alleged thefts by but no one had
taken any disciplinary action related to the allegation.halleged ‘maxes out” his
purchase card every month, “steals stuff at an alarming rate”, and has a hidden compartment in
the back of his vehicle that could be used to hide stolen tools. Iso_claimed

steals Eropane from NOAA to heat his cabin that is “somewhere i

stated there is a general consensus amongst

e
regularly steals government property; however he has not seen Mctually steal
anything. (Attachment 4)

On January 8, 2013, we reviewed the purchase card records provided b)m approving
official which spanned a date range from October 3, 2010, to October 3, 2012.
so provided copies of delegation of authority letters which were provided in
order to allow the purchase card holder,hto purchase supplies and services as
needed as long as the single purchase micro threshold of $3,000.00 and a monthly purchase
amount of $10,000.00 were not exceeded. The delegation of authority letter also allowed the
card holder to make purchases without prior approval for each purchase made in order to
streamline the purchasing process. All purchases reviewed appeared to be legitimate and were
consistent with the position held by the purchase card holder, All purchases were made at
legitimate establishments located in the Pasco area and appeared to have been made to fulfill
work related tasks. All purchases made were entered into a log sheet, with receipts attached
and reviewed by the approving official, [{SHIIIESIR (Att2chment 5)

Iso provided the log sheet of purchases made by-which included the
date, vendor, purchase amount, item purchased, and the accounting code under which the
purchases were made. Attached to each monthly transaction file with the purchase card
statement, and log sheet, were receipts for all purchases made by - None of the single
purchases made were over the micro purchase threshold of $3,000.00, nor were any of the
monthly purchase amounts over $10,000.00, which were in compliance with the rules set forth
in the Commerce Acquisition Manual (CAM). (Attachment 5)
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The CAM, Section 3.12.2 indicates that each transaction file should contain the following:

Request for purchase with available funds, signed and dated by the requestor

Required pre-approvals

Copy of online transaction, cash register receipt, itemized receipt, or faxed verification
of order ‘

Delivery receipt or packing slip;

Copy of CD-509, if accountable property; and

Memorandum to the file to explain any unique circumstances for the transaction

Each transaction file provided by ([l contained documentation satisfying the standard from
the CAM as indicated above. (Attachment 5)
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REPORT OF INVESTIGATION

CASE TITLE:

FILE NUMBER:
FOP-WF-13-0025-1

Alleged Excessive Expense on Farewell Video for Census TYPE OF REPORT

Director D Interim Final

BASIS FOR INVESTIGATION

On October 4, 2012, our office received, from the Government Accountability Office (GAO)’s
FraudNet, a letter alleging the U.S. Census Bureau (Census)'s “communications empire” had
spent thousands of dollars in contractor fees to produce a “greatest hits” video for the
departing Census Director, Dr. Robert Groves. The complainant alleged this was an excessive
“gift,” and demonstrated waste by Census. GAO noted the complainant requested
confidentiality, and thus, the complainant’s contact information was not provided to us.

RESULTS/SUMMARY OF INVESTIGATION

Our investigation found the cost of producing the video segments presented at Dr. Groves'
August 9, 2012 farewell event at Census included approximately 279 hours of contractor labor,
equating to $17,42| in contractor labor costs. In addition, approximately 38 hours of labor
from permanent federal employees, ranging from GS-07 to GS-15 grade levels, were expended
in this effort. No travel costs were incurred, and all equipment and software used was already
owned by Census. The contractor employees’ time was billed to task orders whose scope was
audio/visual production, including video editing and post-production.

We interviewed Thomas Mesenbourg, Acting Director, Census Bureau, who confirmed he
approved the agenda for the farewell event and the production of the videos. During our
interview, he expressed surprise at the cost and said it seemeid a bit high, but he noted that the
videos were not produced solely for the farewell event but also to highlight the
accomplishments of the Census employees and to convey to the employees that the changes
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started by Dr. Groves would continue. He noted that the video has been shared with the
regional offices, played in the lobby of the Census headquarters and posted on the Census
website and will continue to be used to highlight Census accomplishments and re-enforce Dr.
Groves' message of change. We identified no violation of law, regulation, or policy.

METHODOLOGY

This investigation was conducted through interviews and document review, including review of
contract documents and video segments.

DETAILS OF INVESTIGATION

On October 4, 2012, our office received referral correspondence from the Government
Accountability Office (GAQO)'s FraudNet, alleging the U.S. Census Bureau (Census)'s
“communications empire” had spent thousands of dollars in contractor fees to produce a
“greatest hits” video for departing Census Director, Dr. Robert Groves. The complainant
alleged this was an excessive “gift,” and demonstrated waste by Census. GAO noted the
complainant had requested confidentiality, and thus, the complainant’s contact information was
not provided to us. GAO did not ask for a response to their referral, noting they were
providing it for our information. (Attachment |)

We contacted GAO FraudNet to obtain the complainant’'s information and conduct an
interview; the complainant subsequently responded in January 2013, and stated he/she had
taken a long time to respond because the email account he/she used to file the complaint had
been “forgotten.” Further, the complainant stated he/she had no direct knowledge of the
complaint, nor any documents to provide, but that a colleague could potentially provide more
direct knowledge. The complainant provided the colleague’s contact information, who
subsequently contacted us, stating he/she had direct observation of the high number of hours
incurred in employing the contractors to create the videos, but that “there is no evidence since
the Directorate/Division/Branch does not track government nor contractor time oject.”
The colleague further stated a calculation of hours provided byﬂ Digital
Media Production Branch, Center for New Media & Promotions (CNMP), whose unit was in
charge of creating the video segments, was an inaccurate estimate, particularly given the lack of
project tracking, but that their office had, in recent months, transitioned to a project-based
system of tracking hours worked. (Attachments 2 — 3)

We reviewed a disc of the video segments presented at the August 9, 2012 farewell event for
Dr. Groves, provided by “Public Information Office, Census. The disc

contained five video segments:

Disc contains: TRT [Total Runtime in minutes and nd
» Agency Highlights . 07:18
2 Travel Data Visualization 2. 01:29

2
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3. Sec. Blank’s Message 3. 0416
4, Regional Director’s Messages 4, 03:48
5. Event Intro. Slideshow 5. 10:35

Each section was a video segment which matched the title and times as listed on the DVD label:

e The “Agency Highlights” portion contains video clips and text overlay highlighting
Dr. Grove's time and accomplishments with Census, specifically highlighting his work
on the 2010 Decennial Census. Clips within this section are video from various
public appearances, including press conferences and television appearances by Dr.
Groves, with text overlaid to provide the audience with clarification about the event
details. The video has a running audio track in the background.

e The “Travel Data Visualization” features an image of a map of the U.S. with lines
crisscrossing the map from city to city, representing the trajectory and number of
miles flown by Dr. Groves over the years of his tenure. At the top of the image is a
running count of the miles accumulated. There is an audio track in the background.

e “Sec. Blank's Message” is a recorded message from then Acting Secretary Blank to
Dr. Groves, wherein she shares her perspective on his tenure and departure. Dr.
Blank is seated in a chair before a background of a blue sheet and the U.S. flag.

e “Regional Director’'s Messages” is composed of recorded messages from each
Census Regional Director, to Dr. Groves, expressing their well wishes for him, and
their gratitude for his work. Each Regional Director appears to have been recorded
in their local office.

e The “Event Intro. Slideshow” is a slideshow of photographs from what appear to be
various Census events featuring Dr. Groves. There is no audio in the background.
(Attachment 4)

We interviewed Fmgital Media Production Branch, Center for New
Medi Promotions P), whose unit was in charge of creating the video segments.
tated to his knowledge, the video segments were not created for general distribution,
and were only provided to a few executive staff members, as well as being used on various

digital displays at Census headquarters, such as those in the lobby, after being broadcast at Dr.
Groves’ August 9, 2012, farewell event.

provided OIG with a spreadsheet specifying the individuals and corresponding hours
expended on producing each respective video segment. The spreadsheet identified ten staff
employees who were involved in the production of the segments; six were permanent Census
employees, and four were government contractors. CNMP management stated the agenda for
the event, which included the use of the produced video segments, was approved through
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multiple levels of Census management, including then-Deputy Director, current Acting Director
Tom Mesenbourg. (Attachments 5 — 6)

-alculated the value of the contractor’s time on the entire project to total $17,
representing approximately 279 hours of labor. The contractors hold such positions as
stated the

contractors are employees who report to Census four to five times a week, and are on standby
to work on projects as needed. stated the video segments in question are typical
assignments that the contractors would have worked on, and if they had not been tasked with
working on the video segments, the contractors would have been working on other projects,
as they routinely charge forty-hour weeks.

Further, - calculated approximately 38 hours of labor from permanent federal

stated there were no costs aside from labor involved in creating the video segments, as existing
equipment and software was utilized and no travel costs were incurred. * in a
subsequent teleconference with CNMP managers, stated the hours provided were an estimate
— calculated based on his review of the contractors’ submitted timesheets for the relevant
working period, and utilizing his best recollection. (Attachment 5-6)

CNMP staff stated the contractors regularly report to work forty-hours per week, and had
they not been working on the Groves videos, would have been working on other, similar
projects. CNMP staff further stated the videos, while created for the August 9, 2012, Groves
farewell event, were a part of a series of seven to eight events Census was hosting to create a
“change in culture,” and the videos are being used to show the wide array of work Census
conducts. CNMP staff stated the videos were widely disseminated throughout Census, to be
used as examples of promotional products for Census initiatives and work accomplished.

subsequently provided the list of other events in the series, which reflected a series of
events incorporating videos and slideshows. (Attachments 5-6)

We revie ime and materials orders for media services, to which the contractors’ time
was billed. rovided the following:

I. Order Number YAI32309NC0975, Order Date September 25, 2009, with EFX
Company;

‘ chart also lists the Census Regional Directors and Acting Secretary Rebecca Blank as contributors;

those individuals' contributions to the video segments consisted of providing pre-recorded messages of
congratulation and appreciation.

4 stated the statisticians utilized software to create the travel data visualization of Groves' travels in his
tenure; noted the hours were applied towards these employees’ professional development and software
certification requirements.
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2. Order Number YAI32310SE0620, Order Date September 22, 2010, with Ventana
Productions; and

3. Order Number YAI323-12-BU-0005, Order Date April 29, 2012, with Federal Working
Group, Inc.

Order Number YA132309NC0975 is a time and materials contract in which the statement of
work stated, “Contractor shall provide all services...for the Census Public Information Office
Video Production and Post-Production Support requirement.” The technical personnel listed
include “researchers/scriptwriters, camera operators, audio engineers, photographers,
producers, directors, editors, graphic artists, web design, etc.” (Attachment 7)

Order Number YAI132310SE0620 is a time and materials contract in which the statement of
work stated, “Contractor to Provide Video Production, Web Design & Post-Production
Support...” as well as “Support for General AV Services to Cover a Multitude of AV Needs,
From Staffing Support to Use of a Remote Facility, to Digital Mastering, Duplication, Web
Assistance...” The statement of work specifies there will be a “Full range of technical personnel
and services (employee or freelance) such as researchers/scriptwriters, camera operators,
audio engineers, photographers, producers, directors, editors, graphic artists, web design, etc.”
(Attachment 7)

Order Number YA1323-12-BU-0005 is a blanket purchase agreement under GSA Schedule
Award Number GS-35F-0604X. The agreement is an administrative correction to a YAI323-
10-NC-0446, which was a five-year contract that does not obligate funds, but permits ordering
within its terms. The agreement has ten labor categories, including Expert Consultants, a
Project Manager, Systems Engineers, and IT Project Administrators. (Attachment 7)

We interviewed Acting Director Mesenbourg who stated he headed up the planning group for
Dr. Groves’ farewell and approved the agenda for the farewell along with authorizing
production of the videos that were played the farewell. Mesenbourg stated there were other
purposes for the videos, not just for the farewell. Mesenbourg explained that they wanted to
celebrate the accomplishments of not just Dr. Groves, but the entire U.S. Census Bureau from
2008 through 2012. Mesenbourg stated the videos were also provided to the regional offices,
played in the Census Bureau headquarters lobby and posted on their website. Mesenbourg
advised the videos highlight the accomplishments of the Census Bureau along with
communicate to the employees that the changes implemented by Dr. Groves would continue.

Mesenbourg stated he did not monitor the time and effort put into the production of the
videos nor did he appoint someone to oversee the production. Mesenbourg stated he was
surprised when he was informed how much time the contractors put into the production of
the videos, but he suspected some of the contractors’ hours reported to be for the production
of the farewell videos was actually work on other Census projects. Mesenbourg stated although
spending over $17,000 for the production of the videos may seem a bit high, he felt the
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purpose and the message of the videos highlighting the accomplishments of the Census Bureau
employees was an important message and it was important to communicate to all Census
employees that the change agenda would continue, including by use of the video in sharing the
accomplishment of Census employees and reinforcing Dr. Groves’ message of change.
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sl nws) [N | FoP-WF-13-0176-1
UCAR Contractor

. . TYPE OF REPORT
National Wea'ther Service ] Insarien Final
Alleged Conflict of Interest - Procurement

BASIS FOR INVESTIGATION

On November 14, 2012, we received a conflict of interest complaint from a confidential
witness allegin and were close personal friends with the
retired f NWS/IAO, and that and _are responsible
for selecting contractors to conduct work for the IAO. The complaint stated ﬁand
repeatedly select s company for contract work. This has resulted in
preferentially hiring s company to work on NOAA contracts worth $300,000 annually.
(Attachment |)

RESULTS/SUMMARY OF INVESTIGATION

from federal service at NOAA on -

as working for National Weather Service (NVVS),
orking on
i time at NOAA, orked

closely with U.S. Agency for International Development D), Office of Foreign Disaster
Assistance through an interagency agreement (IA). In 201 |, [iElllsigned a Persona ices
Contract (PSC) to work for USAID, Office of Foreign Disaster Assistance. Ws
employment was not only two years after but was with USAID through a PSC. Our
investigation established no evidence of ethics violations on the part of nor any
contracting violations concerning -nd- The allegations made were conjecture
on the part of the complainant and were not supported in this investigation.

Our investigation revealed
2009. At the time of
International Activities Office (IAO).
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METHODOLOGY

This case was conducted through witness and subject interviews, as well as the acquisition of
computer evidence, computer forensic analysis, and review of electronic data.

DETAILS OF INVESTIGATION

On December 18, 2012, we interviewed comp) t, WS, Office of the
Chief Information Officer (OCIO). From to was 'rhe-on the "Saudi
project,” which was a reimbursable agreement between the and the Government of Saudi

to assist the Saudis in improving their weather forecasting and environmental protection.
tated that under the terms of the agreement, the Saudi government paid approximately
$1.1 million dollars to NWS. tated that with the Saudi money, NWS hired contractors
and consultants, and paid for temporary duty travel Government experts to Saudi

Arabia. Towards the end oI-tenure in thi n sta ve problems with a
plained that is a and

s expertise. told by a tormer

wanted" the Saudi money for [Jillown

NWS/IAO supervisor, F
‘Iieved the Saudis had no use for
orked with others in the NWS

of NWS/IAO, that
International Program to force[jjjjjfffrom the position into il current position with OCIO.

projects. At that dme,m\red that
(Attachment 2)

Recently, found documents in a
believes the document evidenced that

y machine that caused oncern.
was writing requirements/deliverables for
contracts for the International Affairs office. knew that hﬁ'om Government
service as of NWS/IAO, but had some type of contractual relationship with
the office. believed that the documents related to the Saudi project. id not make
copies of the documents and had no further evidence of whatiaw. ontacted the
use-believed that close relationship with
of NWS/IAO provided -an unfair advantage in contracting for the office,
elieved that such actions were a conflict of interest for the government employees.

dded that-and -were close personal friends of- (Attachment

On May 9, 2013 we con digital data analysis (DDA) of email files for NOAA employees
m and% We reviewed email files covering a date range of
ugust to Janu . Analysis of these files revealed communication between
#nd# but did not reveal any information in support of the allegations
made. Our forensic analysis did find indications tha worked for USAID as a consultant
on proj involved with whe a federal employee with NOAA. (Attachments 3
& 4)
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29, 2013, we interviewed the current -of NWS/IAO.
stated-involvement with contracts
a

office has with companies is limited to an
ministrative overvi f contracting activities in [ilijoffice but thatiis not involved in the
contracting processH confirmed office has an interagency agreement (lIA) with

USAID. (Attachment 5)

' ed witlehen at NOAA, but that [Jiid not
work fo describ relationship wi as friendly but that they were not
close personal friends.las known [llllapproximately nine years._stated B has

contact with now b ‘B pop up from time to time to say hey.”
knew that in and believed thatjill worked for USAID as a

contractor, but was unsure of [lllexact position with them.*did say that
and USAID, and that

utilized as a point of contact (POC) between N

work has to do with disaster recovery and preparation for foreign countriestmted
is a grantee who works for the University Corporation tor Atmospheric
esearc

R), and thatlll works on prgi ildini disaster resilience for foreign

countries. Regarding the relationship between and said [l would
not describe the relationship as even slightl

ersonal and that their relationship was strictly
rofessional.-tated -kne

and[[EJIEY worked together in IAO and that
was moved from IAO to the O y their former boss, because “-

wasn't a very good employee.” (Attachment 5)

On June 11, 2013, we contacted an attorney for DOC Office of General
Counsel (OGC). -stated if s employed as a consultant with USAID under a
personal services contract (PSC), then he was able to ith NO ehalif of USAID as
long as he did not represent a third party companyw also smmce will counsel
retiring employees who desire to work with their former agencies to seek a PSC to avoid any
improprieties. (Attachment 6)

On June 11, 2013, we interviewed *smtec-ﬂorks for UCAR for an
office called Joint Office of Science Support through a cooperative agreement with NO

tha involved with setting up communication equipment for IAO projects.
said works with USAID, Office of Foreign Disaster Assistance (OFD.

Particiim’ng Agency Program Agreement (PAPA). -aid .lvorked with

was employed by NOAA, but that their interaction was minimal and that it is rare that

eals with [{EHIEBNEI believes worked under a PSC for USAID OFDA, fulfilling an
advisory role on flood related issues. (Attachment 7)

On June 17, 2013, we received a copy of the PSC that

consultant for USAID. The contract covered a period from
total estimated contract cost of $I46.774.00h

was employed under as a
2011 ¢ 2012, for a
s PSC indicated the need for OFDA to

3
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have 2 to provide expert technical advice and
assistance for the analysis of hazard potential and risks to populations. (Attachment 8)

4
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CASE TITLE: FILE NUMBER:

(RN (< (o) (7xC) )
nternational Trade Administration (ITA)

FOP-WF-13-0180-1

TYPE OF REPORT
[ Interim X Final

BASIS FOR INVESTIGATION

On November |4, 2012, we received an anonymous complaint alleging an

F for the International Trade Administration (ITA), provided false
information about his dishonorable discharge from the United States to obtain

employment with the Department of Commerce (DOC). The allegation also stated
hs discharge was related to alcohol abuse. Th indicated that

e allegation also
and raped an

RESULTS/SUMMARY OF INVYESTIGATION

assaulted a woman named_ln

unknown female at a party.

evealed that as discharged from the United States 'on
or failing to complete alcohol abuse treatment; however.-:)ﬁ'lcia military
ertificate_of Release or Discharge fr i (DD214) indicated an honorable
discharge. s former girlfriend admitted that assaulted
her, but did not make a police report and refused to go into detail about the incident. Our
investigation also revealed tha has a record of alcohol-related offenses resulting in
his discharge from the U.S, as well as an arrest in 012 for driving under the

influence (DUI). We were unable to substantiate any of the other allegations made in this
complaint.

| RS, $occa Agenc
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METHODOLOGY

This case was conducted through witness and subject interviews, as well as the acquisition of
computer evidence, computer forensic analysis, and review of electronic data.

DETAILS OF INVESTIGATION

On November 14, 2012, we received an anonymous complaint alleging
provided false information about his dishonorable discharge from the Uni tates to

obtain emiloyment at Department of Commerce (DOC). The allegation also stated

discharge was related to The_allegati indicated that
in and raped an

assaulted a woman named
unknown female at a party. (Attachment 1)

On November 26, 2012, we obtained the DD2I4-ubmitted when he applied for
federal employment to DOC. (Attachment 2)

On November 27, 2012, we received all server-based email, including all messages received,
sent, and deleted, for the period january |, 2010, to present in order to conduct digital data
analysis (DDA) on the requested files. This analysis did not produce any relevant information to
this inquiry. (Attachment 3)

On November 29, 2012, a Magloclen records request was submitted. In this report was

included a r s check from the National Crime Info ion Center (NCIC), which indicated
that arrested on for violation of § 18.2-
266 (driving motor vehicle, engine, etc., while intoxicated.) No other criminal violations were

found. (Attachment 4)

On November 30, 2012, we interviewed_ w ad datedF
from During their relationship, ‘drank a lot” and at a

point in the relationship she gav n ultimatum that he should stop drinking if he wished to
carry on the dating relationship. ent on to describe that “there was an overarching kind
of theme of aggression fr throughout our relationship” and that she often felt
threatened by stated that had assaulted her, resulting in a
minor injury, however she refused to report the incident to police, and refused to go into detail

about the incident during the interview.-only knew of rumors related to the allegation
thaﬂud sexually assaulted a woman at a party. went on to
state that she heard conflicting stories as to what actually happened, but had no definitive
Mabout the incident as she was not present at the party and did not know

at the time. (Attachment 5)
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ber 10, 2012, we interviewed who met
party at a nightclub in i said he
e two worked together on a

of this tin

ﬁzsaid told him he was dishonorably discharged from the
due to failing to complete an alcohol treatment program, but that& had gone
through a “laborious Internal process” and had his dishonorable discharge expunged from his
military record. Mbout a physical altercation he had with-
surrounding the misuse o s vehicle, where an argument ensued and

struck*on the nose, but he did not sustain an injury, or report the incident to the
police. (Attachment 6)

conducted the conference call
t of heavy alcohol consumption, and that
instances where he would “b : eavy alcohol

aving sexual intercourse with an unkn at the party but
d the unknown
female. (Attachment 6)

er |1, 2012, we received official military records, which contained
s DD214 (Certificate of Release or Discharge from Active Duty), which was
identical to the one he used when he applied for federal service with ITA.
DD214 showed he received an honorable discharge from the United Sta is military
records did however indicate he was discharged from active duty for failing to complete an
ordered alcohol abuse treatment program, (Attachment 7)

On December 14, 2012, we interview” _stated in -
he was charged by the U.S. for underage drinking and ordered to attend an alcohol

treatment program, but that he failed to fulfill the requirements of thﬁnm and his

enlistment was terminated and he was ordered to be discharged from the
indicated that he was arrested for driving under the influence (DUI), and that during his trial the
charges were amended to reckless driving, and that he was ordered to alcohol abuse counseling
courses in as well as a six-month driver’s license suspension.
012, He also said h
arrest to his supervisor, id he did attend a

and that he met an unknown female at the party.
stated it was “a wild party” and that h

e was playing “beer pong” with the unknown
male, and that they began flirting back and rﬁHsaid the female began dancing
around and taking off her clothes. sai egan dancing with the female and that

3
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he “put his hands on her", danced with her, and kissed her. Scon after
told ‘that’s enough” and began to push him away.
was at the party with told him he had too much to drink and to
“hammered” and convinced him to leave the party, which
a.m."” (Attachment 8)

unknown female
a friend he
that he was
stated was “probably 2

said he heard a story that after he left the party, the same girl started to “fool
around” with someone else at the party and became intimate with an unknown person at the
party, and that the unknown female ran screaming from this alleged encounter at the party.
When questioned about drinking at work or working while drunk, stated that he
did attend official receptions onF but that he never worked while drunk nor did
he keep alcohol in his desk at work, (Attachment 8)

r the first and last time on

party “everyone was drinking” and when she met
e did not seem “overly drunk."*went on to explain that she went to a
room at the front of the house to get some food, and encountered [[EINNENSIMand an

unknown white femaie.“said she noticed had the unknown female pinned
against a wall and appeared to be holding her there against her will, and that she appeared to

have been struggling to get away fromg#-went on to state that the
interaction betwetd the unknown female was “animalistic and aggressive” and

that it appeared ttempting to subdue the unknown female. She went on to

state that it appeared was attacking the woman, and the interaction was “freaky

and weird.” After witnessing the interaction between nd the unknown female,
eft the room to locate the hosts A and_ to inform

them of what was far as Ms. Muld remember not been

called to the party. aid she has not seen or heard from Wsince the

night of the party on 201 |, (Attachment 9)

On January 17, we IntervieweiFelephonlcally as he was w

at the time of this interview. explained that he and his roommat

a party at their house located on

on 2011, and that approximatel p
d a friend, to the

party, and explained that it was the first an id a
female unknown to him was brought to the party and that the unknown was visiting
from out of town for the weekend explained that his roomma informed

the unknown woman was claiming that —had attempted to rape her. When
ed the woman for details and threatened to shut the party down and call the local

police to investigate the alleged assault, the woman began to recant her claim that she had been

4
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assaulted. said the woman had been drinking and that when he saw her, she appeared to
be intoxicated. stated he did not witness the alleged assault and did w where in the
house the assault was alleged to have occurred. id both and the unknown

the party separar.ely.-went on to explain that s friend,
nvited a friend who brought the unknown woman to the party, and that either

i
or would be able ¢ e identity of the woman who was allegedly
assaulted at their party. .rovided s contact information. (Attachment 10)

During this interview tated that his roommate, had direct knowledge related
to the al sault involving subje hich occurred at his residence on
201 1. During the interview provided -s contact information and
indicated that he believed would be willing to cooperate with this investigation. SA

—made several attempts to contactHia the telephone number provided, and left
several messages to call S in related to this inv&sdgation.-never returned any

calls or made any other attempts to contact us. (Attachment 10)

On February 15, 2013, we met witthlTA. (b) (7)(C) BA®
#had informed her of the arrest and stated that he identified his alcohol
problems and that he has

been undergoing alcohol treatment and counselin said
that despite this incidmt.#was an exceptional employee t along well
with is coworkers and had no disciplinary or other problems from (Attachment

1)
On February 19, 2013, we received via email fromg three documents showing his

ordered alcohol treatment program called
s an alcohol treatment program mandated

was ordered to attend
2013 as a condition of probation based on his

DUl arrest in (Attachment 12)
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&/ REPORT OF INVESTIGATION

| CASE TITLE: FILE NUMBER:
| FOP-WEF-13-0249-|
(GS-’atent Examiner)

TYPE OF REFORT
Public Corruption (18 USC §203/205) [ Interim Final

|

BASIS FOR INVESTIGATION

On December 3, 2012, the Office of Investigations (Ol) received information from the United
States Patent and Trademark Office (USPTQ) that a patent examiner named

was holding himself out as a private patent litigation attorney representing private persons in
matters before the USPTO. The undisclosed conflict of interest was brought to the attention of
the Office of General Counsel Ethics Division, who opined it could be a criminal violation, and
thus it was referred for investigation. (Attachment 1)

RESULTS/ SUMMARY OF INVESTIGATION

Our investigation found Mr. [l did hold sporadic outside employment working on an as-
needed basis for a law firm owned by a friend. The nature of his services for this firm were
related to real estate transactions and had nothing to do with patent or trademark issues. Mr.

disclosed various sources of income he receives on his OGE-450 annual ethics
certification, though nobody in his chain of command was aware or had previously approved of
his outside employment. We found no evidence that Mr. ﬁ engaged in any
representational service before the U.S. Patent and Trademark Office for private third parties,
either pro-bono or for payment. This case was declined for prosecution by the United States
Attorney's Office in because there was no evidence to suggest a violation of federal
law occurred.

Distribution: OIG _x Bureau/Orgamization/Agency Management __ DO}
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FOR OFFICIAL USE ONLY
This document remains the property of the Office of Inspector General and is provided to you for official use in accordance with your
duties. This document may contain law enforcement sensitive information as well as be protected by the Privacy Act. Per DAQ 207-10, do not
disclose or disseminate this document or the infermation contained herein, or otherwise incorporate it into any other records system, without
prior permission from the Counsel to the Inspector General. Public release to be determined under the Freedom of Information Act, 5 US.C. §
552.



OFFICE OF INSPECTOR GENERAL
OFFICE OF INVESTIGATIONS

METHODOLOGY
This case was conducted through interviews and document review, including electronic mail,
public domain documentation, Internet sources, correspondence from witnesses and the

subject, and documents from USPTO and the Office of General Counsel. We also conducted
an analysis of bank records obtained via subpoena.

DETAILS OF INVESTIGATION

Upon receiving the allegation, on December 2012, we confirmed was
currently employed with the USPTO as a G tent Examiner: His
employment with USPTO began on

(Attachment 2)

to be an attorney with
He also indicated he was a

We found a web-site page from identified as one ir

attorneys. The web page does not explicitly state patent practice as one of their areas of
practice, though it is generic in saying, “provides counseling in a variety of areas, the core of
which includes litigation, real estate and government relations.” It also shows business
counseling as a core practice area. (Attachment 3)

(b) (7NCHE

On December 12, 20|2.M the s
tm:emawed. saying he first this issue from the fi
He conﬁrmed is a patent examiner who works in the
divlsi ere his prima to review patent applications related to pate
sector. Mr. told him he discovered a “Linked-In" page for
ind e was presently working for a law firm that deals with intellectual property.
ﬂ;ﬂdﬁa&d the web page seemed to indicate the law firm deals with trade secrets, and
of the ttorneys listed on the firm’s website, on had any meaningful qualifications
to actually do that kind of work. Mr. pointed out that intellectual property and trade
cally have a direct correlation with the work of USPTO, and therefore he and

became concerned that was involved in undisclosed work that could
ict with his work as a patent examiner. (Attachment 4)

2
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Mr_ said USPTO employees must have prior supervisory approval before they can
engage In outside work. He said all employees, imlu:':g;‘ﬁve had training on ethics in
this area, and s bar license would have ed another layer of knowledge and
training about conflicts in this area. (Attachment 4)

Mr. [l s=id all of the patent applications B vorics on must bﬂ
id had

supervisory level above his level, which is true of all patent examiners. He sal

some perf issu not had any past disciplinary problems. He said there was a
complaint in about engaging in a political campaign, but their inquiry found the
offi running for was a non-partisan office. (Attachment 4)

On December |3, 201
supervisor for

was interviewed, saying he has been the first-line
Mx He said in November 2012 he learned of a
“Linked-In" t indicated employment with a law firm in Puzzled about
this, Mr. oogled” F name discovering claimed on Linked-In that
he was presently work:lng for a law firm with intellectual property. He also checked

the website for the law firm and saw s picture and short biography displayed.

(Attachment 5)
Mr. said Mr. lives in the-area and is considered a “hoteler”, which
is a term to ribe those who work on a telework agreement as well as in the TEAPP

(Telework Enhancement Act Pilot Program. This program permits employees living farther than
50 miles from the USPTO in Alexandria, Virginia (USPTO Headquarters) to tel

regular trips back to headquarters to fulfill reporting requirements) He sﬂm
people in similar positions, report to Alexandria only four times a year for various i
Otherwise, works from home. Mr.
Alexandria; he said there have been performance issues.
warning thro 2012, and on a written warning from
before Mr. ed of the law firm connection. Mr. explained that the
performance warning hinged on two main factors — one related to timeliness, the other for
productivity. Mr. uccessfully raised his metrics so he is not currently on any warning.

Mr. id USPTO employees mu ior supervisory approval before they can
engage in outside work. He does not believe has any such approval. (Attachments 5, 6)
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Ethics Reporti

neither supervisor claimed to be aware of or approve any outside employment for
we found did complete a Confidential Financial Disclosure Report (OGE
and submitted it to the Office of General Co on
010, re| was a manager and owner a real estate
holding company. On 2011, a new OGE-450 was fil was essentially
a repeat of the 2010 submission. (Attachment 7)

The next year, he subm 0 that disclosed no outside positions, but then sent in
form dated 201 ' being an owner of [N

as well as being a “consultant” fo As a result, an attorney from
the Department’s Ethics Division sent an email informing his obligations
related to potential conflicts of interests. ile the OGE-450 has a place for a supervisor
signature, none of the forms submitted by ere signed by a supervisor. The USPTO
does not require a supervisor signature, and the reviewing official who does sign the form is an
ethics officer who has no affiliation with USPTO. (Attachment 7)

On_ : ubmitted a new OGE-450 on
t to include investment properti
qis a company out of t handles

property inspections for insurance purposes. (Attachment 8)

We confirmed that -never applied for or received any kind of waiver to engage in
outside legal practice, nor is there any record he sought advice on from the Office

of General Counsel (O OGC records do show, however, that ttended an ethics
training session on 2008, and a new employee orientation ethics briefing on

2007. (Attachment 7)

Forensic Computer Examination

On April 9, 2013, material from a forensic computer analysis retrieved from *
USPTO computer found electronic data contained 73 files in four su ries named:

(date stamps on files range from.a to 2)
web entries and test email (date stamps on files range from -I2 to
but two files have a date stamp of- 3)

» Misc Property Records (date samps on files range from [JJjjios ol 2)

4
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Property Management (date stamps on files range from [Jiio7 « [lilb8)
ment 9)

‘.
ttac

In reviewing these records, the consistent theme was they had to do with property
management. Some of them had personally identifiable information (Pll), for instance on rental
ications. It includes the articles of incorporation MH for which
*is the registered agent. It includes business re ocuments, including quotes,

ents, insurance policies, and legal dispute documents. The documents
clear wns various properties and rents them to others. No records related to
or any outside legal practice, were located in the forensic review. (Attachment 10

did find evidence that was frequently con an
external storage device. USPTO Human Resources re ere is no record of

being assigned an external storage device by USPTO. USPTO’s CyberSecurity Division indicated
there is a specific policy prohibiting USPTO employees from connecting to external storage
devices. In the IT Security Handbook, at the bottom of page 30, rule AC-19.1 states,

“Use of writable, removable media must be restricted in USPTO information systems.
USPTO shall scan and review removable media devices before granting authorization
to connect to USPTO resources.” (Attachment 1 1)

Analysis of Bank Records

Several bank accounts were identified as belonging to Mr. and each one was issued a
grand jury subpoena for records. The purpose of the subpoenas was to obtain records to
determine if deposited proceeds of work from outside organizations that would
demonstrate ence of being paid for representational services. Because grand jury records
are protected by Rule 6e of the Federal Rules of Criminal Procedure, no details can be released
in this report. However, in summary, only one bank produced records of any consequence.
While initial review of those records raised questions, the answers provided in the
below sections were consistent with the records and resulted in no information these
subpoenas producing records to believe a crime was committed. (Attachment [2)

(o) (1)) B
On October 24, 20I3,*was interviewed in on. A transcript was made of the
recorded interview. He confirmed working for ﬂa law firm, on a sporadic basis.
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He claimed this firm does no federal work, and does not engage in patent or trademark issues.
His work for them has been strictly related to property management or real estate

e claimed over the past two years to have only done three work projects with
Furthermore, his affiliation with is as -fvri:h his-
e business manages the various residential rental properties he has nothing to do

with patent or trademark work. said his work with for insurance
companies and involved going out to clients to take pictures and assess property damage for
insurance claim purposes. Mr. provided evidence that some of the moni he earned

from his rental properties came from routine payments made by the Housing
Authority for rent subsidies. (Attachment 13)

Mr. -ndicated he was unaware he needed to obtain approval from his supervisors for
outside work, and thought his submission of the OGE-450 each year on which he disclosed
sources of outside employment achieved any notification he needed to do. With respect to
documents found on his work computer that were related to his outside employment activities,
he relied on a USPTO policy that allowed nominal use of government equipment for personal
purposes. In response to a question concerning his use of an external hard drive connection,
Mr. said he has two thumb drives that were issued by USPTO that he uses in
connection with his work. (Attachment 13)

On October 25, 2013, we made telephonic contact with an attorney with
asking if their law firm engaged in the practice of patent and
d phoned from a cellular phone that does
said his firm does not practice patent or

trademark law. The agent did not identify
not identify as a government phone. Mr.
trademark law. (Attachment 14)

On October 31, 2013, after reviewing the facts of this case, AUSA -declined
prosecution in this matter, citing no violation. (Attachment [5)

6

FOR OFFICIAL USE ONLY
This document remains the property of the Office of Inspector General and Is provided to you for officizl use In accordance with your
duties. This document may contain law enforcement sensitive information as well as be protected by the Privacy Ace. Per DAO 207-10, do not
disclose or disseminate this document or the information contained hereln, or ctherwise incorporata it into any other records system, without
prior permission from the Counsel wo the Inspector General. Public release to be determined under the Freadom of Informaton Ace, 5 USC. §
S52



OFFICE OF INSPECTOR GENERAL
OFFICE OF INVESTIGATIONS

TABLE OF ATTACHMENTS/INDEXES

IG-CIRTS
Attachment Description Serial
_ _ _ Index
| ﬂompwnt documents; IRF on legal aspects 1-3,34
2 F-50 - 12
3 nternet Research 5
4 Interview Report with $
5 Interview Report with 10, 16
6 Hoteler Policy Review 37
14, 15, 17,
7 OGCEdﬂcsFomsandConnctMOGCAwomeyi_ 19
8 OGC Ethics Form for 2012 26
9 IRF, Records related to recovery m“lputer 6, 20,22, 23 |
10 Computer Forensic reports 27,28
" LRF, IT Security Handbook section on removable external hard 29
rives
12 Bank Record docu 30, 32, 33
13 Interview of 39
14 IRF, Pretext Phone Call to 40
15 IRF AUSA Declination 41

7

FOR OFFICIAL USE ONLY

This document remains the property of the Office of Inspector General and Is provided to you for official use in accordance with your
dutes. This document may contain law enforcement sensitve Information as well as be protected by the Privacy Act. Per DAO 207-10, do not

disclose or disseminate this document or the Information contzined hereln, or otherwise Incorporate it into any other records

without

system,
prior permission from the Counsel to the Inspector General, Public release to be determined under the Freedom of Information Act, 5 US.C. §
S50



o o OFFICE OF INSPECTOR GEINERAL
E\’X‘. OFFICE OF INVESTIGATIONS

™" REPORT OF INVESTIGATION

Manufacturing Report Allegedly Removed for Political Reasons
National Institute of Standards and Technology
Gaithersburg, Maryland

| TITLE: | FILE NUMBER:

HQ-HQ-13-0256-|

TYPE OF REPORT
[] Interim Final

BASIS FOR INVESTIGATION

On December 7, 2012, a confidential complainant reported to the U.S. Department of
Commerce (Commerce) Office of Inspector General (OIG) that Commerce’s Office of Public
Affairs (Commerce Public Affairs) and National Institute of Standards and Technology (NIS

management improperly removed a NIST Special Publication entitled *
1] b
!!lce o' !pp|ie! Economlcs !!!!! Engineering Lab !!!! T's website for

political reasons before the presidential election. The complainant alleged that this violated the
December 20, 2011, NIST Scientific Integrity Notice, which states, “There should be no non-
scientific interference in reporting the products of scientific work.” (Attachments |, 2)

RESULTS/SUMMARY OF INVESTIGATION

Our investigation did not substantiate the allegation. We interviewed many NIST employees,
and while some said they thought that Commerce Public Affairs and NIST management caused

H report to be removed from
ound that this step was taken to allow
ttachments 3, 4, 5)

opportunity to revie report

We found that- report, which is a compilation of multiple sources of manufacturing and
industry subsector data, was submitted to NIST's Washington Editorial Review Board (VWERB)
for prepublication review on February 9, 2012, as required by the NIST Administrative Manual.

Si

Name/Title:
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The WERB approved
to publish it to allow

March 15, 2012. However, EL waited
NIST, an opportunity to comment on
it. Before report, however, in mid-September
2012, NI Public and Business Affairs (PBA), NI

to draft a press release for it. re lished as NIST Special Publication
and posted on NIST's website on or a ochmm (Attachments 2,6,7,89 10)
On October 17, 2012, -s draft press release, which included a link to report on
NIST's website, was forwarded to Commerce Public Affairs for review and approval as per
i and ﬁ
ommerce I!u!llc !!anrs, recommended thatLrewew
report to ensure that it did not contradict the findings in an Economics and Statistics
Administration (ESA) report that was considered the “standard” on manufacturing, or explained
the reasons for differences if it did. also forwarded the draft press release to
Commerce, who asked NIST, to take
report off NIST's website pending its review b in turn asked [
NIST, to “bury the link” to report — in other words, to make it
inaccessible through NIST’s website. said NIST intended only to “uncheck the box” that

linked report to NIST's website, but mistakenly “expunged [it from] the record.”
(Attachments 2, 3, 4, 5, 11, 12, 13)

-said he recalled reviewing report at some point, but was unclear as to when he

did so, whether he provided comments on it and, if so, to whom. On or about —
2012, * report was renumbered as NIST Special Publication -and reposted to

NIST’s website, otherwise unchanged. (Attachments 7, 14, |5)

METHODOLOGY

This investigation was conducted through witness interviews and the review of documents.

DETAILS OF INVESTIGATION

On December 7, 2012, a confidential complainant reported to OIG that Commerce Public
Affairs and NIST management improperly removed report from NIST's website for
political reasons before the presidential election. The complainant alleged that this action
violated the NIST Scientific Integrity Notice. (Attachment [)

old us he heard that on October 17, 20!2,-ran

EL, NIST, en route to an off-site
rep on't you know there's a moratorium on
manufacturing data"said he searched
had been removed aid when he asked
2
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been removed, she said "to wait until the dust settles after the election,” which gave him the
impression that [N report was pulled for political reasons. (Attachment 2)

On January 22, 2013, we reviewed F report. We found that while the report highlights
that U.S. manufacturing growth lags behind that of many other countries and is growing slower
than the whole of the U.S. economy, it does not appear to advocate a particular course of
action or offer any policy recommendations. (Attachment 6)

In a January 23, 2013, interview, -told us erce Public Affairs did not want to

issue a press release announcing the publicat; report because “m ing was

clearly a Presidential priority area.” He said also asked him to take ' report
"

offline, so he advised “bury the link” to it = in o s, to make it inaccessible
through NIST's website. said he complied with reguest because, in his
opinion, - report did not contain any “real science.” He said report did not
contribute to the discussion on manufacturing in any meaningful way because it was simply a
regurgitation of other people’s research. As such._ said,_its removal could not have
constituted a violation of the NIST Scientific Integrity Notice. dded that the topic of
report (manufacturing) was also inappropriately assigned t in that it was not
within OAE's purview. (Attachment |2)

In a February 13, 2013, interview.-told us it was his understanding that Commerce
Public Affairs forwarded the draft press release to the White House for review because
report dealt with manufacturing, which was a key issue in the upcoming presidential
said he believed the White House “freaked out,” which is why, he surmised,
old him not to issue the press release.-said NIST authors are not entitled to
press releases announcing their work, so he went ahead and suppressed the draft press release.
However, he said he believed the “people over at the White House kept clicking on the link”

to- report on NIST's website in the draft iress release and insisted that the entire

report be taken down as well. As a result, said he told his staff to del]
report from NIST's website. However, they mistakenly “deleted the record” of it. said
that a few weeks after the election, he had the record recreated and “quietly... put the report
back up” on NIST’s website._said he did not think the removal of report from
NIST's website violated the NIST Scientific Integrity Notice because report could
presumably have been accessed in another manner (e.g,, in NIST's library). (Attachment [3)

In a February 13, 2013, interview.-told LS
bibliography.” He said he was told that report was removed from NIST's website
because it was a policy document. However, -said -. report was “definitely not a
policy piece,” and could instead be considered “scientific work'" within the meaning of the NIST
Scientific Integrity Notice because it contained research. (Attachment 9)

In a February 13, 2013, interview, told us he was given many reasons for the removal
of his report from NIST's website (e.g., had a problem with it, it was a policy document,

report was essentially an “annotated
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and finally “there was an embargo on publications on the manufacturing industry... because of
the election.")-said he did not think his report was a policy document. He also said that
while his report remained off NIST’s website, it was not available elsewhere. said the
removal of his report from NIST's website was “probably politically related,” and thus likely
violated the NIST Scientific Integrity Policy. He also described and later provided us a copy of a
2010 NIST Special Publication he had authored, which presented data related to the
construction industry just as the report that is the subject of this investigati
cipg | " report, entitled, "

" was not treated as a policy piece,

and was never removed from NIST's website. (Attachments |4, 16)

In a February 13, 2013, interview.—OAE, NIST, said- report

was essentially a “presentation of statistics,” and did not contain any policy recommendations.
He dismissed as “invalid” any argument that- report did not constitute “scientific work”
within the meaning of the NIST Scientific Integrity Notice. also said report
was an approved deliverable for a i roject, and later emailed us a description of
the " under which produced his report.
report had been pulled from NIST's website because
“there was an embargo on all manufacturing-related statistics” pending the presidential election.
He said he might hav ood if report had simply been taken down from NIST’s
website, but, in fact.w report was deleted in its entirety. He said, “[l]t was as if the
report had never even existed.” He said that was “a little heavy handed.” (Attachments 10, 17)

In a March 14, 2013, interview, -said he remembered reading
being overwhelmed with the quality” of it. However, id he could not recall whether he
provided comments on it and, if so, when or to whom. also said he would “be shocked if
someone said there was a moratorium” on government publications in the weeks before a
presidential election, but conceded that “during the election season, you do have to be careful
that whatever you say can't be taken out of context.” On May 20, 20[3.Fsearched his
emails for information related to this matter and determined that he received the draft press
release for [l report on October 17, 2013. (Attachments 14, 18)

report and “not

In a March 14, 2013, interview,-told us that manufacturing was an area of particular
interest and importance to former Acting Secretary of Commerce Rebecca Blank and, as such,
Commerce Public Affaj j him ofireport and NIST's intent to issue a press
release announcing it. Wsaid he questioned whether -had reviewedﬁ
report because Acting Secretary Blank had tasked ESA with writing a report on manufacturing,
and he wanted to make sure the messages were the same. He said that when he learned that
had not seen it, he asked iand Gallagher to “take it down until we have
take a look at it."-said the White House was not involved, and- report was
not pulled because of the pendini Fresidential election. He also said he did not follow up with

B o NIST regarding report and assumed that if it was reposted on NIST's
website, it had undergone sufficient additional review. (Attachment | 1)
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In an April I, 2013, interview,
NIST, said he was not aware of any NIST policy that required a different or
more intense pre-publication review for NIST reports on “priority” topics, including
manufacturing. He said that in his opinion,- report itself did not warrant additional
scrutiny simply because it was related to manufacturing. Rather, the draft press release
suggested (wrongly, in his opinion) that the report contained policy recommendations related
to the manufacturing industry. He said that based solely on his read of the draft press release,
he too would have “pulled” the report offline pending further review. When probed, however,

could not point to another example in which a report was similarly pulled from
NIST’s website after publication. (Attachment 19)

In an April 11, 2013, interview, old us that all PBA draft press releases are forwarded to
Commerce Public Affairs for review, which then collaborates with PBA and other bureaus that
might have an interest in the draft press release prior to releasing it. said she could not
remember why the draft press release announcing report was not published, but she
listed out a number of reasons why a press release might not be published (e.g., the report on
which the press release is based does not reflect what Commerce as an agency believes, or it
contradicts another Commerce report). said she was not aware of any instance when a
press release was suppressed for political reasons. Falso could not recall a single instance
when a published report was pulled as a result of Commerce Public Affairs’ disapproval of the

" While the draft press release did not appear to indicate that
report contained manufacturing policy recommendations, it did specify that-
assessed the “roles that the $1.8 trillion sector plays in the national economy and compare[d]
U.S. manufacturing performance against that of other countries.” (Attachment 20)

In an April 17, 2013, intewiewm Commerce
Public Affairs, provided us several email exchanges, dat ctober 17-18, 2012, which offer a
glimpse into who and what caused report to be taken off NIST’s website. Based on
our review of these emails, we found that PBA, NIST,
emailed [[llllthe draft press release on October 17, 2012, which forwarded, as she

always does, to Commerce’s Office of Policy and Strar.eiic Planning (OPSP) and Office of

Legislative and Intergovernmental Affairs (OLIA), and to-
OPSP and OLIA approved the publication of the draft press release, but
recommended that forward the draft press release to to ensure that

report did not contradict a particular ESA report, or provided reasons for said
conflict. thus emailed the draft press release toi

Office of
Economic Affairs, for

review. In the meantime, emaile at she was
“flagging” the draft press release for “others higher up.” (Attachment 3)
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provided us additional email exchanges, which indicate that

On_ April 30, 2013,

i report was removed from NIST's “active publications database” and website on
Octobﬂl. before 5:00 PM. These emails also provide that -
- -and

were involved in the removal. (Attachment
InaMay |, 201 Wew-said she only vaguely recalled the circumstances surrounding
the removal of report from NIST's website. She said to the best of her knowledge,
report was removed pending the resolution of two questions: (1) Why the report had
been published and posted on NIST's website before the draft press release announcing it had
been submitted to Commerce Public Affairs for review; and (2) Whether the report
contradicted or overlapped with another ESA manufacturing-related report that was in the
pipeline and nearing publication. said she knewﬂ report was forwarded to

jew, but she did not know what happened after that or why it took |.5 months for
report to be republished on NIST's website. (Attachment 21)

In a May 6, 2013, incewiew,w he did not know why Commerce Public Affairs rejected
- press release, or why report was_taken offline, but he had heard from a third
party tha mmerce had raised objections to report and the draft press release
becauseﬁ report had not been reviewed by another Commerce bureau, under who
purview manufacturing fell. said he was never given any reason to believe thati
report was removed from NIST's website for political reasons, whether related to the pending
presidential election or not. also provided several email exchanges dated October 17,
2012, which indicate that coordinated with NIST information technology (IT) specialists
to remove- report from NIST's website on NIST's behalf. (Attachment 5)

On May 31, 2013, we reviewed NIST Scientific Integrity Order 110.01 (NIST O 110.01), dated
January 17, 2013, which replaces the earlier NIST Scientific Integrity Notice. Among other
things, NIST O 110.01 provides that “[t]he discussion, presentation and publication of research
results shall be subject to the level of peer review required to ensure the quality of such
results.” There is no further discussion as to the required level of peer review. (Attachment 22)

In a series of emails dated June 3-4, 20|3.-pr0vided us a timeline related to the
approval, publication, removal and reposting of his report on NIST’s website.-said he
began researching and writing his report in October 201 |. He said he submitted his report to
the WERB for review on February 9, 2012, which the WERB approved on March 15, 2012.
MSaid EL management continued to review and tweak his report until early October

. He said his report was originally published on NIST's website on or about _
2012, but it was removed soon afterward. He said his report was reposted to NIST's website
2012, (Attachment 7)

on or about

On June 4, 2013, we reviewed NIST's policies regarding the communication of official NIST
writings. According to Chapter 4.09 of the NIST Administrative Manual, a technical manuscript
need only be reviewed by the responsible division chief within an author’s operating unit and
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the appropriate NIST editorial review board prior to publication. The WERB is responsible for
the final review and approval of technical manuscripts prepared by authors at NIST's
Gaithersburg, Maryland location. (Attachment 23)

In an email dated June 14, 2013, told us it was “possible” that she told -"to wait
until the dust settles after the election,” when he questioned why his press release announcing
report had not been published. added, however, that she did not actually know
why s press release was suppressed or report was removed from NIST's
website. (Attachment 24)
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MEMORANDUM FOR:

FROM:

DATE:

REF; Action Memorandum for Closure
Re: Ol Case FOP-WF-13-0399-P

On January 22, 2013, our office received a qui-tam complaint from the District of Delaware.
The complaint alleged that Majestic Blue Fisheries, LLC made false statements in applications to
obtain fishing licenses under the South Pacific Tuna Treaty (SPTT). The complaint further
alleged that Korean individuals and entities conspired to falsely represent to the US Coast
Guard and the National Oceanic & Atmospheric Administration (NOAA) that American
citizens owned and operated two purse seiner tuna fishing vessels in order to obtain fishing
licenses that are reserved only for American citizens under the terms of the South Pacific Tuna
Treaty. (Serials 2-4)
| &

On January 22, 2013, m mwith the National Marine Fisheries
Service (NMFS), Pacific Islands Regional ice , International Fisheries Section was
interviewed. Mr._works in the division of NOAA that is responsible for administration of
the SPTT. The fishing licenses issued under the SPTT are actually issued by the Forum Fisheries
Agency (FFA), which is located in the Solomon Islands and is made up of 16 different Pacific
Island countries with which the United States has entered into this treaty. Under the SPTT, the
United States is allocated 40 fishing licenses per year. There is significant demand for these
licenses and thus there are regulations specifying the various requirements to obtain a license,
one of which is to obtain an annual Coast Guard certification of Documentation that the vessel
is a United States flagged vessel. The SPTT is overseen through the State Department’s Office
of Marine Conservation, but in large part is administered through NOAA, whose role is to
facilitate the application process as the administrative body on behalf of the U.S. Government
and U.S. fishermen. NOAA charges no fees, receives no special appropriation or other funding
to accomplish this mission, but does it as part of their regular mission with normal appropriated
monies paying for the support (mostly salaries/admin related). There are no statements or
certifications made directly to NOAA, though NOAA relies on the Coast Guard certification
that, if false, would be something NOAA would not know or have reason to question. (Serial 5)

On January 23, 2013, m the for NOAA's Office of General
Counsel, Pacific Islands Regiona ice (PIRO) and formerly with the United States Coast




Guard, confirmed there is no claim for money under an SPTT license application as might arise
under the False Claims Act. He said NOAA does rely on the Coast Guard registry documents,
and if those documents were falsified, NOAA would have no way to know this. As an example,
he said if the vessel does not meet the US ownership requirements, and obtains a US
documentation with a fishery endorsement from the Coast Guard by material
misrepresentation of the amount of US control of the organization, the presentation of a falsely
obtained document to NOAA, had they known, could result in the denial of the license
application. (Serial 6)

On March 4, 2013, the complainants were interviewed, who claimed that a Korean company,
Dongwon Industries, registered two vessels as U.S. flagged vessels in order to apply and receive

a U.S.-sponsored fishing licenses under the SPTT. They alleged Dongwon used a former
Dongwon naturalized U.S. citizen ﬁndm
, to serve as of two US.-based single asset Limited Liability

Corporations (LLCs) that Dongwon incorporated in Delaware. The purpose of these LLCs was
to create shell companies in which Dongwon could transfer two of its Korean-flagged purse
seine tuna fishing vessels, renamed Majestic Blue and Pacific Breeze, to U.S. entities in order to
re-flag the vessels under U.S. registry. To accomplish this, Dongwon, through the
filed a Coast Guard registry for the vessels that falsely stated in the relevant section of the
registration form that the vessels were owned by a partnership controlled by U.S. citizens and
that foreign entities were not under the operational control of the vessels. Complainants allege
that these false statements allowed the vessel to be flagged in the US. and to receive their
“registry endorsement.” After these vessels became U.S.-flagged in 2008, Dongwon allegedly
directed the LLCs to submit application documents to NOAA for licenses under the SPTT. The
complainants allege that the LLCs were a sham, established in order for Dongwon to fish in the
SPTT treaty waters. To substantiate this allegation, the complainants said during depositions
taken of the_ both admitted they never participated in any of the business decisions
of the LLCs; never paid any money for the vessels; or ever received any profits from the
business. Complainant also alleged the LLCs ceded all operational control of the vessels to
Dongwon through contracts where Dongwon had exclusive right to buy the fish caught by the
vessels; decide/execute crew-manning contracts; and forced the vessels to buy consumables
from Dongwon at inflated prices. Complainants stated numerous examples of how Dongwon
controlled every aspect of the operations of the LLCs, including that Dongwon employees
opened the LLCs’ bank accounts and served as the account’s only signatories. (Serial 10)

The United States Attorney’s Office in the District of Delaware indicated they saw no false
claims by which to continue a qui-tam case. The false statements, if they exist, are made to the
US Coast Guard, which has indicated they do not intend to enforce rules related to the registry
they issue. The risk to NOAA is that they rely solely on the efficacy of the Coast Guard’s
control mechanisms with respect to the registry. Given the Coast Guard’s ambivalence to this
issue, NOAA has been made aware of the control weakness.

Approved b Date: March 8, 2013
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MEMORANDUM FOR:

THRU:

FROM:

DATE: March 22, 201

REF: FOP-WF-13-0429-P

RE: Action Memorandum for Closure

On January 30, 2013, we received a complaint from a confidential complainant, alleging a
potential conflict of interest by# a former patent examiner at the U.S. Patent &
Trademark Office (USPTO) in Alexandria, Virginia. The complainant, a current USPTO
employee, provided documentation indicating a potential conflict due to [ENENEEE being
employed as a patent examiner for USPTO while also mmultaneously practlcmg as a registered
atent agent. The complainant provided a print
identified his current employment as | at
" while stating in his “Summary” section "Tm currently a Fatent Examiner at the

nited States Patent Office (USPTO) and | am available for consulting in both IP & life
sciences.” Further, under the "Spemalties section of his Linkedin summary, -Ilsted “Us
Patent Agent (Reg.No. " (Serials 1-2)

We interviewed the complainant, who stated he received notification of this potential conflict
through several other USPTO supervisors who oversee various divisions of patent examiners.
The complainant notified us of a USPTO administrative process begun to preclude [
from being able to practice as a registered patent agent before USPTO. (Serial 5)

At the time the complaint was filed, had from service, effective

2013; he entered and exited as a Series GS n 2012. On
2013, USPTO issued a “Notification of Discharge During Trial Period” to , citing his
termination from the Patent Examiner position due to a “failure to demonst your fitness or

qualifications for continued employment.” USPTO cited, as grounds for termination, ()

s failure to report to work on two occasions despite his supervisor’s direct instruction
to do so; and (2) the fact that “an Internet [sic] search reveals that you have listed yourself as a
Patent Examiner for the USPTO who is currently available for outside consulting work...These
outside activities are a violation of ethics rules for Patent Examiners.” The termination letter




2

permitted
- (Serial 5)

We contacted the Department’s Office of General Counsel (OGC) to determine whether
-had been required to file an OGE-450, a financial disclosure form in in
employees are to report their outside sources of income. We spoke with wn
OGC attorney who the Department’s financial disclosure program, who stated the
Department provides general criteria for determining which employees are required to file an
annual OGE—450.istated each Departmental operating unit, such as USPTO, can amend
those criteria as they see fit, and then provides OGC with an annual list of required filers, for

OGC to oversee compliance.-stated was not identified by USPTO as a required
filer in 2012. (Serial 8)

an opportunity to appeal, and subsequently, USPTO permitted -to

We spoke with an attorney with USPTQO’s Office of the Solicitor, who stated
USPTO has jurisdiction under 37 CFR .1l to pursue administrative action by disbarring
individuals from practicing USPTO for a variety of violations, including conflicts of
interest such as s.“stated the initial process is begun by USPTO's Office of
Enrollment and Discipline, and that USPTO has one calendar year from when they become
aware of a potential violation to initiate, investigate, and tmamic‘n under the statute.

stated they are set to issue the letter of allegations which will afford him the
opportunity to respond. stated USPTO will then proceed to investigate the allegations,
and if appropriate, institute sanctions, to include disbarment from practicing before USPTO for
a defined period of time. (Serial 9)

We contacted the U.S. Attorney's Office for the Eastern District of Virginia, and provided a
summary of the allegations and evidence to date against as well as USPTO'’s impendin
administrative process to Assistant United States Attorney

notified our office on March 4, 2013 of his office’s declination for criminal prosecution. (Serial
12)
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REPORT OF INVESTIGATION

[ CASE TITLE: FILE NUMBER:
FOP-WF-13-0686-|

(ZP
National Institute of Standards & Technology (NIST) TYPE OF REPORT
Boulder, Colorado [] Interim X Final

BASIS FOR INVESTIGATION

On April 12, 2013, we received information from U.S. Department of
Commerce, Office of General Counsel (OGC), that the Colorado Police
Department conducted a search of the home of a NIST employee, subsequently seizing NIST-
owned computers. _requested our assistance in determining the status of the

property.
RESULTS/ SUMMARY OF INVESTIGATION

Our investigation found no pornographic images on either of the seized NIST-owned
computers, though web browser history revealed searches related to pedophilia. Ve were able
to retrieve NIST-owned computers and return them to NIST and aid the U.S. Postal Inspection
Service in their investigation. Our case is closed because our assistance is complete.

METHODOLOGY

This case was conducted through interviews and document review, including electronic mail,
public domain documentation, Internet sources, and NIST Human Resources. We completed
computer forensic analysis and worked with the U.S. Postal Inspection Service to aid in their
investigation into child pornography violations.

[ Distribution: OIG _x Bureau/Organization/Agency Management __ DO} Other (specify):
Date: Signature of Approving Official: Date:
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DETAILS OF INVESTIGATION

Upon receipt of the request from _ we contacted the
Department, learning that their computer forensics unit _had assisted t
Service in a search warrant service at the home of a NIST

The olice Department said they did not recover any evidence because it was all
recovered by the Postal Inspection Service. (Attachment |)

Police
11 ion

On April 16, 2013, we received from the Postal Inspection Service the computer equipment

seized from Mr. s residence that belong to NIST, including a Dell Laptop computer,
Serial number |DPN 23] containing a NIST Property tag citing tag w

SN (service tag #) and a Dell PowerEdge R410 Server, Serial number
containing a NIST Property tag citing ta and SN# . Both items were
collected as evidence and sent to
analysis. The Postal Inspection Service informed us they had evidence Mr.
trafficked in child pornography, and we agreed to conduct the forensic analysis to determine if
any illicit material as stored on either of the NIST computers. (Attachment 2)

On April 17, 2013, we interviewed who is -s supervisor. Mr.-

confirmed no previous performance or disciplinary problems with Mr. Mr B
said Mr. s assignment was to test an “ [ ich |

itoring program running virtual servers. Mr.
since birth and

said Mr.

reasonable accommodation for his said he was aware of one laptop
computer and a server owned by NIST that Mr had at his residence. This information
was provided to the Postal Inspection Service. (Attachment 3)

On May 6, 2013, we received employment related documents for from the NIST
Human Resources Management office. The records include Mr. s latest SF-50, and

documents concerning his reasonable accommodation request that allowed him to telework full
time. There were no past disciplinary records in Mr. _s official personnel file. This

information was provided to the Postal Inspection Service for their case. (Attachment 4)

On May 7, 2013, SA -completed his forensic review of the two computers, finding no
images depicting pornography of any kind. However, in the web browsing history index, there
were located numerous web searches related to pedophilia websites. This information was
provided to the Postal Inspection Service. (Attachment 5)
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On June 2, 2013, the Postal InSpection Service gave permission to release the seized computer
equipment back to NIST, which was accomplished on june 12, 2013. (Attachment 6)

On June 2, 2013, after discussion with the Postal Inspection Service, it was determined that our
assistance was complete in this investigation, and though a criminal prosecution may result from

further investigation by the Postal Inspection Service, it was appropriate for us to close our
case.
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MEMORANDUM FOR: File
FROM:
DATE: August 28, 2013
REF: Action Memorandum for Closure

RE:  FOP-WF-13-1086-P

On August 21, 2013, our office opened a case based on a cornplaint from the US Patent and
Trademark Office (USPTO), Human Resources (HR). HR alleged an Attorney-
Adviser in the Trademark Law Office, had an undisclosed private law practice that may
represent clients on patent or trademark issues in violation of USPTO policy and 18 U.S.C.
§203 and 205. USPTO/HR based their referral on a LinkedIn web page indicating

had an ongoing law practice. (Serial 1-2)

We obtained employment records for_ showing that she began employment with
USPTO on 2013. On that same day, she had ethics training related to the requirement
to withdraw from representing any clients before the USPTO. Included with her package was a
“Statement of Employee Relative to Interests, Activities and Obligations” indicating that as of
May 6, 2013 she had withdrawn as an attorney representing clients. (Serial 7)

Initial research found -is a principal in-

specializes in patent and trademark law. One website was for the
Intellectual Property Law Association, which indicates is on the Board of
Directors for that organization. YVhile several trademarks were located where she was the
representing counsel, all of them predat TO employment. Furthermore, the more
recent trademark entries show that Ms.ﬂ:id in fact withdraw from representation.

(Serial 5)

On August 28, 2013, USPTO/HR informed us that they had already reminded Ms.-cf
her obligations about representing third parties; they did so before referring this case to us.
There is no evidence that Msﬁhas represented third parties after her employment with
USPTO began, and she has been warned by her managers of that continuing obligation. This
case is closed.
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Case Number:

# Days Open:

Case Disposition Considerations

./

' YES |NO | CRITERIA |
o Is the matter investigated within OI's investigative priorities?
_/' Is the investigation likely to result in referral for criminal/civil action?
Does the allegation involve misconduct on the part of a senior DOC employee (GS-14 or
v above)?
v~ | Does the allegation involve serious improprieties within a DOC program?
. _— | Does the allegation involve significant waste within a DOC component?
_ | Is the investigation likely to result in substantive recommendations to the component for
«” | changes in policy/processes?
[s the investigation likely to result in a recommendation to the DOC component that
il administrative disciplinary action be taken?
| Is it appropriate to refer this to the component agency for handling and resolution? ~o~ vt
G Has there been substantive investigative activity within the last 30 days? ,,»n /2-24/¢
_~~ | Has the investigation been referred to DOJ?
.~ | Has there been contact with an AUSA/trial attorney within the last 30 days?
S [s criminal prosecution or civil litigation expected?  Z5s ble oo /306 /Y
e | Have subpoenas (1G or GJ) been issued during the course of the investigation?
l/“ Has assistance specifically been requested of DOC OIG by the affected component or |
another agency”? |
| Is the investigation likely to result in cost savings/restitution to DOC? 7 S0~ 7 =< "7
/" | Is essential investigative activity remaining to be carried out? v ie /2~ @9,¢/
| Is the ROI complete? focomm—i—d rirce ] 29/ as
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Closure Recommended? o

Case Agent Signature:

Reviewing Supervisor Signature:
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UNITED STATES DEPARTMENT OF COMMERCI
Office of Inspector General
Washington, DC 20230

November 14, 2013

MEMORANDUM FOR: File

FROM: Z(b) (N(C)]

REF: ACTION M — CLOSURE
RE: (BIS)
Ol Case FOP-WF-13-1184-P

On August 28, 2013, the Office of Investigations (Ol) received a complaint from -
I R Gl - e, o Secron, Orice ot

Inspector General, U.S. Department of Energy (DOE). indicated on
2013, a DOE sponsored conference where BIS employe utilized a thumb drive
to conduct a presentation on behalf of the Department of Commerce, and BIS.
completed-presentation and left the thumb drive -u in_the computer utilized for the
conference presenters. Following the presentation given by an adult pornographic video
began playing on the computer being used for the presentation. Further investigation by
conference attendees revealed the adult pornographic video in question emanated from the
thumb drive used b (Serial 1)

We then contacted- ancl-)rovided the thumb drive listed above for computer
forensic analysis. SA conducted forensic analysis on the thumb drive and located two
adult pornographic videos. The analysis also determined the videos in question contained no
child pornography. tated the thumb drive i:iestion was a personal thumb drive that

said used the thumb drive accidentally. We
spoke to andiillsaid the thumb drive was in fact|jji§ and
ownloaded the pornographic videos to the thumb drive. (Serial 3)
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