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REQUESTER DATE
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GROUP
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A

O O OO0

HINEN

See Comments.

PART I. -- INFORMAT!ON RELEASED

No additional agency records subject to the request have been located.

Requested records are available through another public distribution program. See Comments section.

Agency records subject to the request that are identified in the specified group are already available for
public inspection and copying at the NRC Public Document Room.

Agency records subject to the request that are contained in the specified group are being made available for
public inspection and copying at the NRC Public Document Room.

Agency records subject to the request are enclosed.

Records subject to the request that contain information originated by or of interest to another Federal agency have been
referred to that agency (see comments section) for a disclosure determination and direct response to you.

We are continuing to process your request.

AMOUNT*

* See comments
for details

PART I.A -- FEES

. ::] D You will be billed by NRC for the amount listed. [ | None. Minimum fee threshold not met.

D You will receive a refund for the amount listed. D Fees waived.

D No agency reco

PART [.B -- INFORMATION NOT LOCATED OR WITHHELD FROM DISCLOSURE

rds subject to the request have been located. For your information, Congress excluded three discrete

categories of law enforcement and national security records from the requirements of the FOIA. See 5 U.S.C. § 552(c)
(2006 & Supp. IV (2010). This response is limited to those records that are subject to the requirements of the FOIA. This
is a standard notification that is given to all our requesters and should not be taken as an indication that excluded records
do, or do not, exist.

Certain information in the requested records is being withheld from disclosure pursuant to the exemptions described in
and for the reasons stated in Part Il

This determination may be appealed within 30 days by writing to the FOIA/PA Officer, U.S. Nuclear Regulatory Commission,
Washington, DC 20555-0001. Clearly state on the envelope and in the letter that it is a "FOIA/PA Appeal.”

PART I.C COMMENTS ( Use attached Comments continuation page if required)

Joseph McMillan

NRC FORM 464 Part | (OIG) (03-2014)




NRC FORM 464 Part Il (OIG) U.S. NUCLEAR REGULATORY COMMISSION |FOIA/PA
032014)  pamen, 2014-0329
M% RESPONSE TO FREEDOM OF INFORMATION —
ACT (FOIA) / PRIVACY ACT (PA) REQUEST AUG 0 6 2014
PART IL.A -- APPLICABLE EXEMPTIONS
GROUP Records subject to the request that are contained in the specified group are being withheld in their entirety or in part under the
A Exemption No.(s) of the PA and/or the FOIA as indicated below (5 U.S.C. 552a and/or 5 U.S.C. 552(b)).

D Exemption 1: The withheld information is properly classified pursuant to Executive Order 12958.

D Exemption 2: The withheld information relates solely to the internal personnel rules and practices of NRC.

D Exemption 3: The withheld information is specifically exempted from public disclosure by statute indicated.

Sections 141-145 of the Atomic Energy Act, which prohibits the disclosure of Restricted Data or Formerly Restricted Data (42 U.S.C.
2161-2165).
D Section 147 of the Atomic Energy Act, which prohibits the disclosure of Unclassified Safeguards Information (42 U.S.C. 2167).

]

41 U.S.C., Section 4702(b), prohibits the disclosure of contractor proposals in the possession and control of an executive agency to any
person under section 552 of Title 5, U.S.C. (the FOIA), except when incorporated into the contract between the agency and the submitter

of the proposal.
D Exemption 4: The withheld information is a trade secret or commercial or financial information that is being withheld for the reason(s) indicated.

The information is considered to be confidential business (proprietary) information.

The information is considered to be proprietary because it concerns a licensee's or applicant's physical protection or material control and
accounting program for special nuclear material pursuant to 10 CFR 2.390(d)(1).

I:l The information was submitted by a foreign source and received in confidence pursuant to 10 CFR 2.390(d)(2).
I:l Disclosure will harm an identifiable private or governmental interest.

D Exemption 5: The withheld information consists of interagency or intraagency records that are not available through discovery during litigation.
Applicable privileges:

Deliberative process: Disclosure of predecisional information would tend to inhibit the open and frank exchange of ideas essential to the
deliberative process. Where records are withheld in their entirety, the facts are inextricably intertwined with the predecisional information.
There also are no reasonably segregable factual portions because the release of the facts would permit an indirect inquiry into the
predecisional process of the agency.

Attorney work-product privilege. (Documents prepared by an attorney in contemplation of litigation)

Attorney-client privilege. (Confidential communications between an attorney and his/her client)

L O

D Exemption 6: The withheld information is exempted from public disclosure because its disclosure would result in a clearly unwarranted
invasion of personal privacy.
Exemption 7: The withheld information consists of records compiled for law enforcement purposes and is being withheld for the reason(s) indicated.

(A) Disclosure could reasonably be expected to interfere with an enforcement proceeding (e.g., it would reveal the scope, direction, and
D focus of enforcement efforts, and thus could possibly allow recipients to take action to shield potential wrong doing or a violation of NRC
requirements from investigators).

(C) Disclosure could constitute an unwarranted invasion of personal privacy.
D (D) The information consists of names of individuals and other information the disclosure of which could reasonably be expected to reveal
identities of confidential sources.

(E) Disclosure would reveal techniques and procedures for law enforcement investigations or prosecutions, or guidelines that could
reasonably be expected to risk circumvention of the law.

(F) Disclosure could reasonably be expected to endanger the life or physical safety of an individual.

D OTHER (Specify)

PART II.B -- DENYING OFFICIALS
Pursuant to 10 CFR 9.25(g), 9.25(h), and/or 9.65(b) of the U.S. Nuclear Regulatory Commission regulations, it has been determined
that the information withheld is exempt from production or disclosure, and that its production or disclosure is contrary to the public
interest. The person responsible for the denial are those officials identified below as denying officials and the FOIA/PA Officer for any
denials that may be appealed to the Executive Director for Operations (EDO).

APPELLATE OFFICIAL

NYING OFFICI — TITLE/OFFICE RECORDS DENIED €06 | SEcv 1

Joseph A. McMillan Assistant Inspector General, OIG D D \/

LT

L]

Appeal must be made in writing within 30 days of receipt of this response. Appeals should be mailed to the FOIA/Privacy Act Officer,
U.S. Nuclear Regulatory Commission, Washington, DC 20555-0001, for action by the appropriate appellate official(s). You should
clearly state on the envelope and letter that it is a "FOIA/PA Appeal.”

NRC FORM 464 Part I} (OIG) (03-2014)
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QFEWCE OF THE
INSPECTOR GENERAL April 17, 2013

MEMORANDUM TQ: R, William Borchardt
Executive Director for Operations

e e

FROM: 36seph A McMillan

Assistant Inspector General
for investigations

SUBJECT: LOGON CREDENTIAL HARVESTING USING GOOGLE
SPREADSHEETS (OIG CASE NQ. 1148)

The Office of the Inspectar General {OIG)}, U.8, Nuclear Regutatory Commission (NRC).

recently completed an investigation regarding a notification that unknown individual(s)
sent a phishing e-mail ta more than 200 NRC employee’s NRC e-mail accounts for the
purpose of harvesting NRC network user 1D and password (credentials) At least 12
NRC employees clicked on the link in the e-mail. While conducling the investigation.
0IG dentified 55 people frem National Institutes of Health {NiH) who also received the
e-mail, clicked on the link and provided their credentials. OtG coordinatad this
investigation with the Department of Justice (DOJ). This memorandum conveys
relevani details from this investigation. There is no need to respond to this office.

Allegation

QIG intiated this investigation afier being notified by the NRC Computer Security Office
{C8Q) on June 24, 2011, that an unknown individual(s) sent a phishing e-mail to
approximately 215 NRC employees’ NRC e-mail accounts for the purpose of harvesting
NRC network credgentials. The link in the e-mail want to a legitimale Web site,
(b)T)(F) hare a form was set up for users 1o “validate™ their

network credentials by enlenng their username and password, which alipws the
unknown individual{s) to steal their credentiais. At least 12 NRC users were tdentified
as having clicked on the link 10 the Google Spreadsheet page.

TS OCCUMENT IS THE PRDPERTY OF THE NRC OIS  (F LOAMEN TQ ANOTHER AGENCY (T AMD ITS CONTENTS ARE NOT 10 Bi REPRODUCED
OR DS TRIBUTED QUTSIDE THE AECEIVING AGENCY WITHDUY THE PERMISIMON OF THE NRC QiG
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requested users (o click on a link to updawe their user account information. This
inciuded the subject's name. e-mail address, iogon iD. and password.

In January 2012, OIG received the search warramt return from Google, Inc. The search
warrant return inciuded a spreadsheel that contained 97 entries from peaple who
replied to the e-mail, Of the 97 entries, 55 were identified as betonging to the NiH and 1
to the Department of Agriculture. OIG notified the Depadment of Health and Human
Services (HHS) OIG of the potential compromise of their users’ accounts.

In March 2012, DGOJ CCIPS organized a conference call among several Government
agencies working on similar cases. QIG participated in a conference call with OIG staff
from the Mationa! Aeronautics and Space Administration (NASA), HHS, Department of
Education, and Army Criminal investigation Division. The conference call was in

relation to an{(b)7)(F)

i August 201 21(b)(7)(E)

BINE) [ The subjects identilied

lived in{R)IC) NG subjects or co-congpirators were
identified in the Uniled States,

NASA QiG cantacted thefb)(/)(C) Jregacding the identified target

located within their jurisdiction.
NASA OIG also contacted the[P)XC) ho were in the planning stages of an
ration to arrest the 10 identified targets in that country. Those subjects were located
) however, did notl provide
any dale as (o when [hese arresis Would ocour,
NASA OI1G also provj i j rgets located Wmo a
representative of the nd was told a citvm se bhad been

initiated there.

»~-‘as transmitted through the Justice Depantment Legal
S target is believed 10 have victimized a number of

as well as in the United States.

Between Decermber 2072 and January 2013, OIG contacted other membars of the joint
investigation (o determine if progress had been made with foreign {aw enforcement in

working on the actionable targets provided to them as a result of this investigation. OIG
k]

Ts DOCUMBNT IS THE PROFER Ty OF VeE NMREC QG 1 COANKD I ANOTHER ADENCT 17 AND ITS CONTENTS AR NDY T8 RN RESNOOUTED
OR ISTRIGUTED GUITSIDE THE RECEIVING AGENTY WITHOUT THE PERRSHON OF THE NRE OIG




O P AU SE-ONEY OIS INVESTIGATIONINFORMATION—

tearned that progress with the foreign taw enforcement autharities had stalled and that
currently no progress has been madg in getting thermn o take action on the targets

provided 1o tham.

Distribution
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OFFICE OF THE
IMSPECTOR GENERAL

April 17, 2013

g
MEMORANDUM TO: Concur, Case Cloaem
Juseph A. McMillan
Assistant inspector General
for investigations

(b)()(C)
THRL,
FROM:
SUBJECT: LOGON CREDENTIAL HARVESTING USING GOOGLE
SPREADSHEETE {OtG CASE NO. 11.48)
Aliegation

The Office of the tnspector General (OIG), U.S. Nuciear Regulattary Commission (NRC),

initiated this investigalion after being notfied by the NRC Computer Security Office
{CSO) on June 24, 2011, that an unknown individual(s) sent a phishing a-mail to
approximately 215 NRC employees NRC e-manl accouns for the purpose of havesting
NRC network usear 13 aps : The link in the e-mail went tc a
legitimate veb site [O)17) here a form was set up for users to
“vahdate” their retwor 3 & heemame and password, which
Hllowa thee unkowr mdmduat(s) to stea! !helr eredentinls. At laast 12 NRC users ware
identifisd as having clicked on the link to the Google Spragtsheet page.

Vi GOGMMEINY 38 THE FAGFEATY OF THE RAG. 1F LDANER YO moruu AFRNCY T ANE iTHE CONTENTE ARE KOV 10 GE SEPRODUSED
O B TAIBATRE QULITEION Tl XOCERING SAGRML ¥ WITiHIUT THa SAmelirn OF Tk OSvIC L OF THl GIRPRCTOR G EnEAL.
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Findings

CIG was unabile 10 conclusively wentify the person{s) engaging in the spear pmshmg
activities againat the NRC. The investigation identified ssveral suspects iocated in
diffesent toreign countries who may be participants in a scheme to fraudulently abtain
neiwork logon credentials from a variety of sources, including the U.S. Government, lo
send SPAM e-mail messages. investigalive leads sent to these other countries resultad
in no law enforcemant attion being taken against the targels. As a result, the OIG was
unable to identify domaestic targels who may be involved in the operation.

Basis for Findings

In June 2011, the OIG Cyber Crime Unit (CCU) was contacted by CSO regarding an
atternpt to harvest netwark legon cradentials from NRC users via a link in an e-mail.
The link senl the users to a Google Spreadsheets page thal requested they anter their
computer account infarmation to verily their sccount. At least 12 NRC users were
dentified as having clicked on the link to the Google Spreadsheels page,
Approximately 215 NRC employees received this e-mail. As a resull of this activity, the
NRC spent nurnerous man-hours identifying, cleaning, and changimg NRC user profiles.
As a resull, access 10 the Google Spreadsheets was also blocked from the NRC
network. Shortly afier this time, the NRC recaived two similar e-mails requesting the
samae typs of information using Google Spreadsheets.

NRC OIG coordimatad this investigation with the Deganment of Justice (D01)), Cyber
Crimes and Inteflectusi Property Seclion (CCIPS), for possible prosecytion and
investigative assistance.

QIG sent a subpoena to Google for information relating to the account subscribers
connected to the Google Spresdsheats identified in the e-mails sent to NRC gsers in
June 2011. Googie repraseniatives conlacted OIG and provided information from
Google relating o two (Google accounts associated with Gougle Spreadshest links in
the e-mails sent to the NRC on June 30, 2011, and July, 4, 2011. A review of the

Google accounts identified that one of the accounts was tha sole purposs of
sending the spear phishing e-mails and was (b)(7}C) nd the othar was &
compromised acocouni of 8 Google user fromfPI)(C)

I(b 7k |=m
reiafton to these accounts and anotner prushing e-mal cortaining a tnk 1o Google
Spreadsheet that was sent 10 the NRC in Dacembar 2011, The phishing e-mait
requested users to click on a lnk 1o updata their user account nformation. This
inctuded the subject's nome. e-maill address, togon 10, and password.

2
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¥
b)m( fie (ONE)  hnchuded @ spreadshiest Thal Contaned B7 enines rom people who
rapliaz 1o the a-maill. Cf the 97 entries. 55 were identified as befanging o the Nstionai
institutes of Health aad 1 to the Depatment of Agriculture. OIG notified the Departmeant
of Health and Human Services (HHS) OIG of the potential compromise of \heir users’
accounts.

i March 2012, DOJ CCIPS organizad a confarence call among several Government
agencies working on similas cases, OIG participated in a canference call with QIG stafl
from the National Asronautics and Space Administration (NASA}, HHS, Depanment of
Educauon and Armny Criminal Investigation Division, The conference calt was in

on (B)(T)(F)
(b) F)

in August 201 2 several subjects wers tdenuﬁed through an analysis of records obtainad
v astigation. The subjscis identified
No subjects or co-coOnspirastors ware

NASA OIG contacted the&)m(o) Fegarding the identified target
tocated within their jurisdiction.

NASA OIG also contacted sheXNC) vho were in the planning stagas of an
jdenfifteg \Graals 11 1 hose subjects were located
in thef(PX(N(C) aweaver, did not provide
any date 858 to when these arrests would occur.

NASA DG agiso progﬂﬂgﬁh@ﬂ@%aets iocated ir@_m:ko a
representative of th®l7iC) nd was 10ld a chiminal case hed been

inftiated there.

tnformation on a target i
Attache affice m| Wlﬁ-r
individuals based i

as wansmiftted through the Justice Depanment Legal
& target is balieved to have victimized a number of
as well as in the United States.

Between Dacember 2012 and January 2013, OIG contacted other membars of the joint
investigation to determina if progfess had been mada with forefgn law enforcement in
warking on the adtionable largets providied to them a4 a3 result of this ivestigation. OIG
tearned that prograss with the foreign law enforcement autharities had stailed and that
currently no progress has been madeé in gefling them to take action on the targeis
provided to them,

3

THLY COCVIENT 1S TRE PROFERTY OF THE RIC ¥ (DARED YO ANO TN ROENCY (Y 4ND l’!lcabﬂl'ﬂl SRE KOT TQ SE REPRNODUCED
R 075 T M YE D OUTIRBE T4 RACEIVING AGEHEY TWTHOWUY THE FEAWMISIION QF T DFPICE OF THE mSrtc TOR DEetnm,

— O ERELCHA b SHE O MY BNV E B HGAHO NN O RNMATHON—



-

E o

Secause the information regarding the foreign individuals has been referred 1o DO Tor
action. 8nd no subjects of co-conspirators were identified in tha United Slates, it is

recommaeanded that this case e closed (o file.
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UNITED STATES

NUCLEAR REGULATORY COMMISSION
WASHINGTON, DX, 205530001

fexil 4, 2014

Pope O

MEMORANOUM TCH Josepn A, McMillan, Assistant inspector Genaral - 2
(or invastigations
CHivee of the inspecior General

FRONM: WMiriarmn L. Cohen Z,,/ Tz P
Cef Hurman Capital Otff y

SUBJECT! CLDSURE OF OFFICE OF THE INSPECTOR GENERAL
CASE N0, 12-09

This responds to your Decembier 9, 201 3, mamorandum 1o R. W. Borchardt 1orwarging the
Report of invesugition iae OIG Case No. 1209 This report. witich was sent o management {or
appropoate action, peramed 1o the allaged misuse of Government time angd equipment by an
amployea in the Office of Pubkc Aflairg (OPA).

To address tw Undings iy thus report, OPA managemant issued a writen reprimandg 10 the

_employestoy-— |istorducl. This sction was coordinated with this office and the Oftica of ihe

Ganeral Counde

This complatas our actan on Tha nvestigatian repon findings and this case shoulkds ba ciosed.
Your ime and glention to the matter sa agpreciated.

CONTACT: JXNIC) ELRE/OCHCO
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2 Apri{ 10. 2014
epoe?
CHAINMAN
MEMORANDUM YO. Hubert T. Bell, Inspector General
FROM. Chairrman Adlisan M, Macfarisne A( [/&tj y/yl )
SUBJECT Closure of Office of the inspecior Genaral base No. 12-09

Thark you [0r praviding me with @ ¢ty of your report in the abave-described case, which
penaned 1o the alleged raisuse of government time and equipment by an amployew in the
Offics of Pyblic Atfairs (OPA).

| have raviewsd the report, incluting your findings and conclusions, Addiltonally, | gaked thy
Chief Hpman tai OHicer 1o work with the Office of the General Counsel and mylb)(7)(C)

[B)7XC) ho review thia report and assist me in developing an
POFOPOAE rRADORAE A Topy Of thé {ffice of the Chiel Humean Capilal Officer's Apnl 4. 2014
memorandum respanding 1o your repor i enclosad

Tao address tha Endings in this report, 1ha|0I()C) isguen a written reprimand to the
L eugdoyen (07 - isconduct. This action was coordinated with my office. the Office of the Chisf

Human Capdartiiiner, and the Ofice of the General Counsed,
As this mvesligation 15 now closed. and our achion in response 1o youwr indings is now completa.

enclosed please atso find my copy of your rapornt, which t am rejurning (o yau far proper sioragea
anda thspas:iion

Enclosures-
As stated
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MRPECTOR GENERAL

Doceatber 18, 2013

MEMORANOUM TQ: Chairman Mactarlane

M M ANS e
FROM: Huben 7. Bel
Inspector Genearal

SUBJECT: MISUSE OF GOVERNMENT TIME BY AN OFFICE OF PUBLIC
AFFAIRS EMPLOYEE (OIG CASE NO, 12-08)

Atlached is an Office of the Inspecitar Genarat (OIG), U.S. Nuclear Regulatory
Comemission (NRC), Repont of Investigation pertaining to alleged misuse of Government
time and squipment by an Office of Public Affairs amployee 10 [(0)(/)(C)
£)(7)(C) Copias heve bean provided 1o the e of the Chief

an e &1 ice of the General Counsel to lacitale an NRC
manageren respanse. A copy has aizo besn providad 1o the Division of Facllities and
Becusity/Offica of Administration.

This repont is furnished for whatever acton you desm appropriate. Please nolify this
oifite within 120 days of whal action you lake based on the results of this irwvestigation,
Contact this offica if further assistance is requijred.

The dgistribution of this repori should be timited to those NRC managers requirsg for
avalyation of this matier. Naither the Repor of investigation nor ils exhibits may be
maced in ADAMS without O1G's wrilten permission

Attachments. Report of tnvestigation w/ exhibits

e Mark torius, 00

ToXT)(C) HCO

b)(7){C) [U&C

(B 7IC) A OMIDFS
CONTACT: [PXC) OIG

THIS COCVAENT (E R PRQMERTY OF THIF KRG o LDAMED 10 ANQTHER AGENCY 1V ARG 178 CON TERYE ARE DT O BE SEFROIDUCEDR

L9 1% TRWIUTET OUTIHOE THRE RECLATNG ADERTY WITROL T $1i6 PERMIIMOE OP THE DEFICH TF THE SEPRETON GRMERM,



ORI AT S R ON Y OOV E S HEA O N INEORMATFION—
—OPFICIAC USSP ONCY = OIG INVESTHOATION-INFORMATION—

MEMORANDUM TO: Chairman Macfariane

FROM. Hubert T. Bail
inspector Ganaral

SUBJECT: MISUSE OF GOVERNMENT TIME BY AN OFFICE OF PUBLIC
AFFAIRS EMPLOYEE (OG5 CASE NO. 12-08)

Altached is an Office of the inspedor Genaral (OIG), U .S, Nuclear Reguiatory
Commizsion (NRC), Repart of Investigatinn pertaining to alleged misuse of Governmant
time and equipmernt by an Office of Public Affairs employee tui(b)(f)(%) _ ]

()(C) opies have bean provided to tha Office of the Chief
Human Capial Qffiicer and Office of tha General Counsel to facillate an NRC

managemen! response. A copy has atso besn provided to the Division of Faciiities and
Security/Office of Administration.

This repaet is furnished for whatever action you deem appropriate. Flease notify this
otfice within 120 days of what action you lake based on the resulls of this investigation.
Contact this affice if further sssistance is reguired.

The distribution of this report should be limited to those NRC managers required for
evaluation of this matter. Naither the Report of Investigation nor its exhibits may be
placad in ADAMS without OIG's written permission.

Aftachmants: Report of Invastigation w/ exhibits

[N 1 Do

() CHCO

b)(/ }{C)

BTIC) DM/DES
conTacT: [PXC) OIG

Distrionation; [OXNE) |
Case Filp 12-09 Historice! File MAGNUM

| o OIG'—\W I Lo _loa oG
P

hcMitlan | D.Lee {f»d"/H.Beu }}b

12/ 0% 3 fHze @ ovy (12712003 1A%V 120 G7II {127 513 a2y $013

Official Record Copy
OFFICIAL USE ONLY - OI3 INVESTIGATION INFORMATION
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OFFiCE OF THg
INBPECTOR GENERAL

December 18, 2013

MEMORANDUM TO: Mark A. Satorius
Exacutive Director for Operations

FROM. i oeeph A, McMiblan
Azsgistant inspector Generatl
for investigations

SUBJECT: UPGATE: MISUSE OF GOVERNMENT TIME BY AN OFFICE
OF PUBLIC AFFAIRS EMPLOYEE {CASE NO. 12-09})

Recanily, you tacaived the subisct repot pevtaining to an Office of Public Affaits {OPA)}
aemployee. Becautse OPA ragcrts to the Chairman, we ane reisgsuing the réport directly
10 the Chauman. My stall will work with your staft, if needed, 10 coordinate retrisval of
this matenal

cc: (PN GO
BITIC HCO
{17

( OFES

CONTACT:[EXAC) oG

TS DOCLAANCHY 13 runamnw THIE $RC G IF LOAMRD T ANO TIEN ADEACY (TR0 (TS COMTEMNTR ARE MGT TO BE NEFROTUCED
R DMSTRIN TED O TIEA! TWE HICIYING AGENCY S THOLUT FHRE PERMIESION OF THE MRS OIG.

T OFFICIAL USE ONLY —OISHNVESTICATIONIMEORMATION



MEMORANDUM TO:

FROM:

SUBJECT:

Mark A, Satorius
Exacutive Director for Operations

Joseph & MohMillan
Assistant Inspector General
for investigations

UPDATE: MISUSE OF GOVERNMENT TIME BY AN OFFICE

OF PUBLIC AFFAIRS EMPLOYEE (CASE NO. 1208)

Recently. you received the subjact rapornt pertaining (o an Office of Public AHfairs (OPA)
ampioyee, Baecause OPA reports to the Chairman, we are reissuing the repon dirgctly

to the Chairman.

his matanal.

ce: [P0 GC
EXC) OCHOO
B |ADM/DES

CONTACT{PXNC) oG

Distribution:

My staff will work with your siaff, if needed. o coordinate retrieval of

File Locatian; [O(7)E)

Case Fie 12-28

Hstorical File

MAGNUM

i
NG /AIGH O!FLAAGI_LE&!J_——L OIG/AIGE | OIG OIG
(PXTHC) g )
¥AcMitan | D.tee,, ~ | H.Bell
& 3 ag g3 (12017713 v t513 V42075773 | ip.7) $13 2K 13

Qffical Fike Copy
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SEFICE OF THE
INSPFECTOR OEMERAML

December 9, 2013

MEMORANDUM TO'  Mark A, Satorius
Executive Director for Operations

FROM: T sepR K "ﬁ’%’
Assistant inspector Genearai
for Investigations

SUBJECT: MISUSE OF GOVERNMENT TIME BY AN OFFICE OF PUBLIC
AFFAIRS EMPLOYEE (OIG CASE NO. 12-09)

Attached is an Office of the Inspector General (OIG). U.8. Nuciaar Regulatory
Commission (NRC), Report of invastigation (ROI) pertaining 1o alteged misuse of

of Public Affairs {OPA) employee 101C) |
bI/NC) A copy of tha ROt with exhibits is also

altached for you to provide to the Office of the Chief Human Capital Officer,

This report is fumished for whatever action you deem appropriate. Please notify this
office within 120 days of what action you take based on the resuits of this inveshgation,
Contact this office f turther assislance is required.

The distribution of this report should be fimited to those NRC managers required for
evaluation of this matter. Neither tha Report of Investigation nor its oxhibits may be
praced in ADAMS without QIG's written permission.

Atachments: Report of investigaetion w/ exhibits (plus one copy)

ccf OGC wi exhibils
NTHC) |ADMOFS w/ exhibits
CONTACT: JEIRC) OIG

TS DOCUMENT 18 THE PROFENTY OF O WRC. W CORRED TO AN YMER AIEMNCY (1T AMD iTE CONTENTE ARE NOT TO M REPROIRAED
OR VB TN TRD OUTSIE THE RECKIVING AGENE ¥ WITHWIUT THE MAMBMON OF THE OFFIGE OF THE SIEPECTOR GRNE R,




OFFICE OF THE INSPECTOR GENERAL

Raport of Investigation

MISUSE OF GOVERNMENT TIME BY AN
OFFICE QF PUBLIC AFFAIRB EMPLOYEE

B)7)C)
(OAX Cuso No.

(b)TXC)

(b)(7)(C)

{Tesm Leador

Josep sistant lnspector Generat
for inwstlgnﬁms

THIS REPORTY IS REL EASAGLE ONLY BY THE U.8. NUCLEAR REGULATORY
COMMISBION, OFFICE OF THE INSPECTOR GEMERAL.

THIS REPORT OR 1TSS EXHIBINS MAY NOT BE PLACED IN ADAMS WITHOUT
WRITTEN PERMISSION OF THE NRC OIG.
EXEMPYT FROM RELEASE UNDER FREEDOM OF INFORNMATION ACT
EXEMPTIONS {3), (8) OR {7) AND PRIVACY ACT EXEMPTIONS (JH2) OR {kN1)

TR QOCLUNENT W THE PROPENTY OF THE BRCG  FLDANED YD AOTRER AGRICYT IT A0 175 CONTEMES AXE MO T TO Bk SIFROOUCRD
Qe DR TATMGTIEN stk 7ol MBG S HpUNC Y VTRV TIE FINIEINIG OF Tval) PP OF 1K Bl aEC YOk G EmlR AL

—OFFIC AL S ON T = O INVESTIOATION - tNFORMATION—
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STATUTES, REGULATIONS, AND POLICY

NRC Managamsnt Oirective (MD) 7.8, “Outside Employment”:

L. Poligy

il is the policy of the U,S. Nuclear Reguiatory Commission that NRC employees recaive
written approval before angaging in certain outside empioyment, in accordance with
ethics regulation 5 CFR 5801.4103. Employees may engage in outsids employment not
coverad by this directive withaut ehaining NRC approvsi.

NRC Handbook MD 7.8{(1), “Qutaide Employmaent™:
8. Reguiramenis. for Ohtside Employment

1, NRC regutabions require that employees, except special Governmaent emplayees,
abtain prior written epproval before engaginyg in outside employmant with entities
reguiated by or having business with the Commission. These enties are the foflowing.

{3) A Commission ficensaes;

(D} An applicant for a Cormmisgion ficansea;

{c} An organication divecily engaged in acthvities in the commercial nuclear fiedd;

(d} A Commisslon coniractor:

() A Commission supplier;

{f) An applicant for or holder of a icanse issued by 2 State pursuant 1 an agreoment
petwean the Comminsion and the State;

(g) A wade associgtion that represents chients concarning nuciear matters,

(hj A law firm or oiher organtzation that is participating In an NRC proceeding or that

reguiarly represents tself ar clients befure the NRC.

NRC Management Directive {MD} 2.7- “Personal Use of informatior Technalogy”
Polj 7-01)

it is the policy of the U.S. Nuciear Regulatory Commission to permit employess imited
use of agency information (ectinology for personal needs if the use does not interfere
with official business and involves minimal or no additional expense o the NRC,

Handbook MD 2.7, Section D, "inappropriste Parsonal Uses™

Employees am axpected 10 conduct themseives professionally in the workpiace and 1o
refrain from using agency information technalogy for aclivities thist are inappropriats,
Misuyze Or inappropriste personal usas of agency information technology
inchudes— {1)

* ’ -

TENE DOCUMENY 16 THE PRDPERTY OF Ty RRGC IR, iF LANED TO AN THES SCEMCY 11 ASD ITD COMTENTE ARE W) 10 BE REHRDUCED
O S TR TED OUTIRW TP A W WITHIOUT TINE BCRISSIION OF THE wivt G,
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Any personafl use that could cause corgestion, delay, or disruption of service to any
agency system or equipment. Examples of possible misuse include:

. Use of information technology for commarcial purposes of in suppernt of “for-profit”
activities or in support of other outside employment or business aclivity (e.g.. consulting
for pay, sales or administration of business transactions, sale of goods or services)...

.. Any other activity that interferas with officiat dutias,

NRC Agency-wide Rules of Behavior for Authorized Computer Use

3. Ryles of Behavior for Non-public Users

The following rules apply to alt NRC maon-public users of NRC computing resources.
These rules are based on and are consistent with policy and procedures in NRC MD
2.7, "Personal Use of Information Technology,* and MD 12.5, "NRC Cyber Security
Program.”

3.1 System Access and Use

Preventing unauthorized access to NRC 1T systems and information requires the full
cooperation of all users for effective and successful security. Users must be aware of
their responasibilities for maintaining effective access controls, particularly regarding the
use of identification and authentication information and strict adhevance with the
permissions granted fo them. The following rules of behavior are relevant to NRC
system access and use.

tUsers shall;

» Use Govemment-owned or Govemmaeant-leased computing resources Tor work related
purposes only except as allowed by MO 2.3, "Telecommunications™, MD 2.7; and MD
12.5 No other unaofficial use is authorized.

Usears shail not;
. Julse NRC computingg resources to oconduct oF support 8 personal business.

~2.

THOA DOCUMERY (8 T PROMERYY OF THE GRC ORO. F LOANES TO ANDTYTHER AGENMC Y 1T 60 170 COWTENTS ARK N‘OT 0 8¢ AEPROOGUCED
OK ISTRBUTED DTN NP RECIIVIGD AENEY WETHOLT THNE PERMEZEIDM OF THE NG OV

—— OFFGIALUSE-ONEY—OIGINVESTIGATION INFORMATION——
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SUBJECT

(b)(7)(C)

— Office of Public Aftalrs (OPA)
.S, Nuciear Regulatory Commission (NRC)

ALLEGATION

engaged in activily o
Sary employment as the
MO 2.7 pronibits using agency

MDY N Support of oulside employment or business acuwty
(B)THC) clivities of this king inciuded the downloading of docurnent filas of some

Jos well as numamus ws!ts 10 _ o&:tad
ks THOQ simiar sites, O ; -

aryd procHss ravel and admnmstratwa docum B TS

BTETE @ . war at t dg a
OB EHIONS, ? 8% A speaker "sma’“ e W

OIG found no svidgance that[DIC)_ Jposted articles to !hel(b Jtor pay

directly from the Governmant computer. O also found thatyfb QOVErnirneant
emalt acoount reflected a high volume of taffic rslated to NR and §
comparatively minor proportion of traffic related in any way to the topic of {(XN(C)

®)(7XC) _

3.

THES DOCAMME ST 38 THE PROPERTY OF TUE GG O, 1P LA T¢ ANCTHMER AGENCY i AN 1T COWTERTE ARE HNOT $O B¢ WEANGOUCED
O D TRMUTRT 00 TIN0E. PHE RECINN0 ACENCY WETHOUT FHE PERISSSIN OF THE MRC DG .

e
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BASIS OF FINDINGS
|(b)(7)(E) I

workdays durtng the penod Ar Ol oty
fonger ovarta oy £8, 2011, showed
connactions tof®)(7)(C) related sitas on 55 of the BE workdays

8 uenﬁ? browseq(b)ﬂ C) ]
oy d Y

during the perod. A ssparale OIG check of the browsing history covering the period
from December 9, 2012, to February 7, 2013 revealed connections wih{D)(7)C) ]
(b)(7)(0) biog on 23 of the 41 workdays during the period. Time stamp data T

reviews showad that such connections occuwrrad througbout the day on multiple
working days, with visits as early 4s 8.26 a.m. and as late as 5:17 p.m. OIG alsa lfound

(For funthear detauts._ see Exhibits 1. 2, and 3.)

An OIG review of tha publicly available archive forf®)(/)(C) olumng betweean

November 2011 and May 2013 on the|b)(7)(C) Web slle & that tha{)7)(C)

published such articias between 8 and 7 GmMes per monih on average, with a low o
and a high of 13 for any given month during that pedod.

(For turther details, soe Exhibit 4.}

OIG conducted a detaited forensic sxamination of[(0)(7) overnment amall for a

B-month petict from June 2011 through Dacember 20711, This examination disclosed
no emails 1o|(b)7)(C) tiich is the email address used ta submit
material to thS[) 7)
consistent with|

hours and from 3

(3 un"’g
Fon disclosed only 10

pu SRR

mstances out of over 2, 500 sent amalis from ( )(C) % .- ovemment emait
rmm.:mu‘wrazam This included ohe commoTmtation from P

i G TSIy recipient, mmtm that the recipient should never use

the Government emait aﬁ;ﬁmas.,fmnanyated communication. Most of the other

-f .

Tl DOC UMK T 16 Tl PROSERTY OF Tk wRC mo ¥ LA TR ARKITINIR MGERC Y 7T A LTR CONTEMTS ARE MO T 1O Wl REFRGMCER
TR OB TRIBUTER OUYROE THIE NG BIVING AGENGY WITRORIT NHE PEANISINOH. OF Viet: RINC O

(B)TX(C)
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BXNC) letatad sent emails on the Government accourt for the period were brief personal
umcattons to other NRC employees who had apparently solicited [b)(7)(C)

advice abo

{For further details, see Exhibits & an¢ 6.)

|(b)(7)(C) JTrainlnq Records
QIG learmed thaf O was familiar with the NRC Agency-Wide Rules of
Behavior for Authdrized Computer Use, based upo - o0 Vngtkm..nt,lhe_..NRQ.@!!QS&?QX....“.____.....f.t.’.)(z)(?)

required computer securty training, whose third sectioIt specifically includes the Rutes

of Behavigr and reqguires the participant to make a speacific acknowledgement of those
ruias [DI7)(C provided a certificate indicating thaf_-Jhad completed such training OXNC)
oh ACGTS oar ] e

{For further deatails. sea Exhibit 7.)

Review of|*(NC) ]

An OIGEO)(7)C) Jinciuding NRC performance
appraisals for the years 2008, 2010, and 2011, and severs! performance based awards
documented on Standard Form (SF) 50, indicated tha%’-ad been
consistently rated overall "Outstanding” for the period 2008-20 mclusive, and had
consistently received parformance rating based bonuses in all fiscal years dating from

2007 to 2012, and additional anspecified bonuseas in ail prior yoars betwecn 2003 and
2006

(For further detaifs, see Exhibit B.)

interview off©)/)(C) ]

¢ the regufarf) ]

. Jtois. QIGE- had been working at NRC since February 2003, and recaited
. v.that!». had been[b stated that| ] . ©)0)XC)
(D)(7)(

DYNC] | rhis position reqmred the regular SUDMISSION Of J0) ]

(b)(7)(C}

with coples t ] amall addressas of
Two editors fodBXC) ‘u‘|
[P old OIG that,_ in addition to the regular[2)(C)
7 writes a blog orfb)(7N)(C) social media outlels ré)(?) scrbed
5.

TS DOCUMENT IR THE WY DF TRE NRC (HU. IF LOANED TO MOY"R AGENC Y 7Y AKD 179 CD“'“V‘ ARS, nor IO 8§ REPRDOUCED
CIBTREUTED QUTRIDE THE RECIDVIND AGSNE Y VBl YROUT TrHE FERIRARON OF THE MRC O
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(bXTHC) » s

{(bXTXC)
BYTNC)

BYTHC)

{B)THC)
(bYTXC)

(B3 TXC) o

{(bXTHC)

{B)TNC)

{BUTHC)

(OUTHG)
{BITHC) ™

o

1858 as occasional activities, and stated that they did not ean] _— Jincome,.
siated that al pos-lmg of onigs

al lablet. Hm&ver =
answer 1o & commpnt. mi hiog using his Goverrenernt Computer.

ally sarned maonay for atwndmiated
: ‘ erved as a judge, and for participating in
ated that this was always doogaadile

sined the -

[ - OTE wmmﬂef g upload
plated eve

£ ys
compresgad wo scheduiu with attermate Fﬂdays off.
mamon sed a Government scanngr connected |
Blatod 1d. £ TR AT

of axpamas fmm he sporsg :.: o &€ ialwmmta
for theam, altho ug M

When gquestioned about the results of the OIG iorensic acgtivsis of hig chamen!
compute: which rmeiad emansﬁva bm r o oig :

T DeCRsionally working on
5 eomputer[o17) ktated that this was on
71 | 5iayed 1ate ANer work 1o finish up a Soiomn, when., . | was on
deadling” and m;ﬁd ot have consumexd much work time sven on the oacasaona whan i
_occurred duning working hours. ag—  INRC workload was significent.

- ’t aity conducted intervig

Toccumed TTour 1o Tve me& and Btated that this was afwa

corference foom during iunch period or otherwise cutsids ¢ e, and that

this was always done usmg; his porgenal celjular telaphons, oid NG that a

2 OPA hgasl--  fadking on his Govermment Josk talophons

rx plamod that this would generafly be d theoow'se
. who maxde a practice of calliing 2

pisshonea and fragquently discuss

pstimatod that this may have

{For fusther details, see Exhibit 5.}

L&

T DOCNNE MY T THE mﬁ'ﬂ‘v O Ty unat:o:a «# tmﬁ (4 th aﬁm' ;v AN LR c;o«wum ank NQ"' TG W REPROUCET:
OFR TROBLS TH.Lr Ots VIMEE ¥

prt such Web sites Of wpficaﬁ@ﬁ% is done
8., $pesry n. arsoral homa pomputer or ffom a
$ DN ocnasion ay havﬂ QW”" @ qm& o vt s

E, {or the purpose of emalling

that this was & rare oCeurTence and that the|® dnd no! typically Teifnburss
{6XTNC) ¢ axpol eiating. &

e

{bITHC)

(BXTHC)

s done in a closed-goor GFA™




b)(7)C)

{B)THG) o

Interview of (0T ]

BIC) IsuparvisorJ(b)(7 ©) ] toks OIG tha{_—Jvas-aware of K1)
D)7 }C) ICaITIS ver iha eﬁm of this a o
(@l {BX7XC)

o131 (bXTHC)
: nd iR

aly engaged

o oonversaticn

(For funher details, see Exhibit §)

.
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MEMORANDUM TQ:  Mark A, Satorius
Executive Director for Operations

FROM: Joseph A, McMillan
Assgistant Inspector Genorpl
for tinvestigations

SUBJECT: MISUSE OF GOVERNMENT TIME BY AN OFFICE OF PUBLIC
AFFAIRS EMPLOYEE (OIG CASE NO, 12-09)

Attached is an Office of the lnspector General {O1G), U.S. Nuclear Regulatory
Commissian (NRC), Report of Investigation (RO1) pertaining to alleged misuse of
Govemmaent time and equipment by an Office of Public Affairs (OPA} emplovee (0 wrile
8 cofumn about wine for a local newspaper. A copy of the RO with exhibits is also
attached for yous 1o provide to the Office of the Chief Human Capital Officer

This report is furnished for whatever action you deem appropriate. iease notify this
office within 120 days of what action you lake based on the rasults of this invastipation.

Contact this office if further assistance is required.

The distribution of this report should be limited (o thosae NRC managers required for
avatumtion of this matter. Naither the Report of investigation nor its exhibits may be
placed in ADAMS without OIG’s writtaen permission.

Antachments: Report of Investigation w/ exhibits (plus one copy)

cc:fOXNC)  loGE wi exhibits
b ADM/OF'S w/ xhibits
CONTACT: ]W ) G

Distribution: l(b}(?)(E) l
Cane Fie 12-G9 Historical Fite MAGNUM

f OIG I ol 1= EIPW ggl Q18— 1TIG oIG

G
xGniien | DL H.Bel -

el . 4 -
NS 3 [ nyge s NAS 3 | NAJAI3 B 13 [T /13 }!/rf /13

Official Record Copy
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EXHIBITS
1. Memorandum to File, Compuier Forensic Repont, dated February 7, 2013 (with
Attachments).
2. Memorandum to Fite, Review of®)(7)C) nternet Use, dated January 9,
2012,

3. Memorandum to File, Additional Review of Log Logic Search, dated November
20, 2013, with attachments.

4. Memorandum 1o Flle, Review ofl(b)(Y)(C) Prchive, dated November
20, 2013, with attachment.

5. Transcripl, interview of ©X7HC) Hated Aprft 30, 2013,
6. Memorandum to File, Review ofmaﬂ. dated January 20, 2013,

7. Training Certificate]{®)C) NRC Computer Security Awareness Training,
dated August 14, 2072,

8. Memorandum to File, Review of [©/(")XC) dated May
31, 2013,
9. Transcript, Interview oi(b)(Y)(C) Fated May 8, 2013.
-8~

THIB DOCUMENT (8 THE SROMATY OF NE el ChG. 1 LOANED TD ANOTHER AGEMC Y {7 Al iTS CONTENTS ARE NOT TO BE NEPFRODUCED
VA DS TRIDUY TRD OUTHOE THE RECEVIK] AGENC Y WITHDUT THE PEAMEEINDOR DF THE MRC (40,
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AT 0, UNITED STATES

5* - q";ﬁ NUCLEAR REGULATORY COMMISSION
g " g WASHINGTON. .. 20955-0091

3 el £

fa" . o

QFFICE OF YE >

PECTOR GENERAL
N3 May 15, 2013

Concur: Case Closed (7
MEMORANDUM TO:  Joseph A McMiltan
Assistant Inspector Genegral
for investigations

(B)(7)(C)
THRU.
(D)(7)(
FROM:
SUBJECT: MISUSE OF GOVERNMENT COMPUTER BY OFFICE OF
ADMINISTRATION EMPLOYEE (OIG CASE NO. 12-24)
AHegation

This Office of the tnspector General (O1G), U S. Nuclear Regulatory Commission
(NRC). investigation was initiated based on a proactive project to identify instances of

computer misu h mputer n O1G igentifi n NRC compuler
assigned to the [PX7)(C) Personnet Security
Branch (PSB), LDivisSion of Facinies ang Secu ) e O rinistration (ADM).

which was used to obtain sexuatly explicit or sexuaily orented images using Google
searches.

Findings

OIG found the user accouni®C) belonging tofBNIC)

ADM. NRC, accessed varous pornpographic images by ZING Vanous saalch warhs on
Goagle images. OIG also tound that an unauwthgrized goolication (Google Chrome) wa
installed on the NRC computer QIG notes thatas termmnated
company for time and attendance issues prior 10 The completion of this investigation and
no longer works for NRC; therefore, this report is issuet as a close-to-file memorandum.

THIB DGCUMEH T 13 TAE PROPERTY OF TNE XRG DIG. ¥ LOARED TQ 4RQTHER AGENCY iT AN iITS CONTENTS ARE NOT TD 8€ REFRODUCED
OR O(E TRABUTED T TEOE THE RECEAING AGENCY WiTHOUT FHE PERMISIION OF THE BAC (23




{bXTHC)

Basis of Findings

g the user ascount n NRC Assel Tag

](Eiés EZES iaccessed the Web

WwWw mObypICture. Comigroup/pussy via a tink from Google images. This page displays
numerous pictures of female genitalia in parnogmphic fashion. A check of the user
account reveaiad the account helonged tcl(b)i?i?gi |

This usar aiso entered the keywords “wet pussy” and "cojiendo rico” {which transiates to

“Rich Fucking™) within Google Images to view other pernographic images, to include
mages of sexus! acts as well as nudity.

The OIG Cybear Crime Unit's (CCU) analysrs identified that th%mme user viewed
more than 300 images that were either poynographic in nature, ly onented, or
reiated 10 sexually refated keywords searched thraugh Google of varibus photo hosting
Web sites. The images include close-ups of genitalia and persons engaging in sexual
adctivities. All of the images identified appear in several foldars Jocaled under the
Google Chrome imemet Browser (Chrome) appiication foldar,

There wera aiso signs that unauthorized software was installed on the computer by the

use2C) [The application Google C Qe an Wimemet
joter was instailed under the profig'” )

x13:$)

(L)C)
oW O N SDDHCEDON DEITYTVESIONS ToveDied) ¥ ¢ 1% 2 (b)( (C ’
__application under] -~ brofile.

OIG briefed D) PSB._on this
mnvestgation|)(7)(C) farenned OIG thatfb)(7)(C) was terminat
company because of ime and attendance 18sues (OU)C)  ktated tha b)(ilzéfl |
submitted false timecards and faded 1o make up hours whan[2() larrived Tate (G Work,

CCU notified the NRC Computer Security Office (CS0) of the Google Chrome
appication instatied onf)NIC _________Jecomputes. CCU also intormed CSO of NRC
users’ ability to install the Google Chrome application without the approvat of NRC's
Office of Information Bervices,

Bczu::r:us;-azgm)zfS is nG longer emplkoyed as a the NRC and no
additional personnet action can be taken against it 13 recormmended that

thes carse be closed 1o the filas of this office.

2

THIS DOCUMENT (S THE PROPERTY OF THE KRG U0, 1¥ LGAMED T AROTIER AGEWGCY 1T AND ITS COMTENTS A NE NDY YO BE REPRODUC
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Basis of Findings

QOn Febr 7, 2012 a parson using the user ace
(BY(7)(C) accessed the

ourt[PC) bhn NRC Asset Tag
WebT

WWW . MODYPICIUTe COM/Group’pussy via a link from Google !mages This page displays

accournt revealed the account belanged to

numerous pictures of female genitalia in pornographic fashion. A check of the user
| (;) (C) |

This user also entered the keywords “wat pussy” and “cojiendos rico”™ (which transiates o
“Rich Fucking”) within Google images to view other pornographic images, to include
mages of sexual acts as well as nudity.

The OIG Cyber Crime Unit's {CCU) analysis identified that the|

(B)(7)(C)

profile user viewed

mare than 300 images that were either pomographic in nature, sexually criented. or
related 10 sexually related keywords searched through Google of various photo hosting
Wab sites  The images include close-ups of gemitalia and persons engaging in sexuat
activities. All of the images identified appear in several foiders iccated under the
Google Chrome Internet Browser (Chrome) application folder.

350 signs that unauthorized software was instafied on the computer by the

The
use he apphication Google Chrome,_an mtem&mmm_m‘emet
Exp%orer was inslalled under the profilejD)(NC) under

(0)(7}C)

R} Feview o & application me ESTONS Tavaaea

e user(b)(7)(C) [Instased ihe

OIG bhriefed

(b)(7)(C)
wwwvestigation [P finforrmed OIG that [ang—n. 3

company because of ime and allendance issues.
submitted false timecards and failea to make up hcurs when|

terrmnated

ated that](b)X7)C)

SO

CCU notified the NRC Computer Security Office (CS0O) of the Google Chrome

application instalted an|b)7)(C)

komputer CCU alsg informed CSO of NRC

users’ ability 1 install the Google Chrome application without the approval of NRC’s
Office of Information Senvices.

Becausel 7XC) lqs no ionger employed a8 a (BX7XC) by the NRC and no

additional personnel action can be taken agamst (b)(7)(C it is recommended that

this ¢a& | t fi f thi

Qusntusen {(0)(7)(E ]
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MEMORANDUM TO: Concur. Case Closgd — 52— o

Joseph A. McMiltan
Aasistert inspeactor General
for investigationa

(b)(7)(C)

THRL:
)(7)(C)
FROM:
SUBJECT. MISUSE OF GOVERNMENT EQUIPMENT AND RESOURCES
BY AN OFFICE OF ADMINISTRATION EMPLOYEE (013 CASE
NO. 12-48)
Alegation

The Office of the lrspector General (01G), U.8. Nuciear Regulatory Commission (NRC),
!nlbatcdthls mhgabonw lnlmmm sfisgation i
e " ant aquipment and rescurces by]®(N(C)

o of Admiﬂm (AM). NRC. SpecHiicslly, the

Findings

OKS dics ot substuntiste srry violetion of policy mgurding the use of Govermment
FOSOLHCRS OF SXpiproent,
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Baxis for Findings

Je-mail sccount and identiied No Personal a-mais,

Mail Room Services staff woid OIG that a package sent from the NRC Mail Room woukd
have t0 have a fracking number in ordar to verify mailing. Also records are not kept for
a prolonged period. Mail Sarvicas staff also noted thst only Fod~Ex and UP$ packege
receipts were kept on fits. Employses are afiowed (0 mall persanal jafhecs

postage in paid by the sander, OIG was unable fo determine |
mailed o packags from the NRC facity.

(bXT)C)

Govermment equipmant and resources., it is re
the files of OIG.
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Mai Room Services siaff tokd OIG that a packapge sent from the NRC Mail Room would
have to have & tracking number in order to verify mualling. Alsc records are not kept for
a prolonged period. Mail Services staff siso notsd that oy Fed-Ex and UPS package

roceipts were kept on file. Employees ate allowed to maf a3 long e
poatage is paid by the sendar. OHG was unable to determine if in fact, ever
maulled 8 pacimge from the NRC facility.
OO G }oid 016 thal —_has never maiied a packege from the NRC building
(BATHC) " "or official bu Hass of for whic | --_Pid not personally pay for the postage [2(0C) |
Iy T e B8 mailed packages OL00)C) m the the
fice tocated on Twinbrogk ] C vile, W ryiand.| %E%@ |
aid for the mafings wi Tl
bI(/XC) lndm "
md to sending some pessonal e-mails from work tef -} OO
{BX7C) DU e e dod The emaits pelai o ]
T ‘,@m@_ (B} THC)
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| e
{bXTHC) ] -

Beaausamedtdnmwwevmmummm B8 rrisusing
Governenent agquipment and resounces, it is reoco Jor case be ciosed 10
the files of OIG.
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Concur: Case Closed 222
MEMORANDUM TO FILE: .Joseph A, McMillan
Asgistant Inspector General
for investigations

(b)7HC)
THRU:
(b)(7XC)
FROM:
SUBRJECT CONCERNS REGARDING THE NRC'S "OPEN DOOR”
POLICY AND DIFFERING PROFESSIORAL OPINIOM
PROCESS (OIG CASE NO. 12-052)
Allegation

The Cffice of the Inspector Generat {O1G), U.S. Nuclear Regulatory Commission (NRC},
intiated this investigation basad on an anonymous allegation submitted to the OIG
Hotline. According to the alleger, NRC’s Open and Coliaborative Work Environment
({OCWE) and Differing Professional Opinion {DPO) process sound Tair, “but when the
rubber maets the road, the programs fail apart. . . .° As examples, the allegsr wrote that
(1) OCWE does nol mean management has 1o listen, bul just provides a mechanism for
subordinates to say something, (2] the alleger has been retaliated against for raising
concerns, (3) people do NGt raise concems due 1o fear of retribution. and (4) the DPO
“‘program owner” toid the alleger the program has “nearly fatai flaws that rendered the
sysiem uselass.” The alleger did nol provide any specific axamples 1o support these
allegations due to concern that specifics would idenlify the alleger's identity.

Teg OCCLAMENYT 15 ol ARGAEETY GF Tl WS Gl 1 LSAMED 1O ARQTIER AGRWCY 1 ARG ITE CONTENTR KRR NGT T0) B REAMIDUCED
OR TIYTRIBUTED CUTHOE YW BECIVING AGENGY W TROUT THE WRC.ONG.
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Eindings

OIG found NRC staff have differing parceptions of the effectiveness of the DPO
program and whether use of the program leads to retaliation, however, interviewges did
not identify any specific axamples that demonstrated retaliation against DPO program
users OIG found the DPO program manager is aware of staff's negative perceptions
and seaks to improve the program and employee perceptions of the program,

Bagis of Findin

OCWE is an agency objective that is explained in Management Directive (MD) 10.161,
Civil Rights Program and Affirmative Employmant and Diversily Management Program.
Cne of its objectives is to promote NRC's organizational values of integrily. service.
openness, commitment, cooperation, excellence, and respect, and expectations for an
open, collaborative work environment, as the guiding forces in reaching affirmative
employment and diversity management goals and promoting a discrimination-free work
environment. Furthermore, the Office of Enforcement’s (OE) intermnal Web site defines
OCWE as a work envronment that encourages all employees and contractors to
promptly raise concerns and giffering views without lear of reprisal.

The OPQ program is descnbed and explained .n MD 10.158, The NRC's Diffening
Protessional Opirvons Program. This program has three objectives {1) to foster informat
digcussions with peers and supervisors on 3sues mvoiving professronal judgments that
may differ from a currently held view ar practice, (2) to establish a formal process for
expressing DPOs concerning issues direclly related to the mission of NRC, and (3) to
ensure the full consideration and prompt disposition of OPOs by affording an
independent, impartial review by knowledgeable personnei

Ot 's intemal Web site describes the DPO program as a formal process that allows ajl
employees and contractars 1o have their differing views on established, mission-related
issues considered by the highest level managers in their organizations, i.e., office
diractors and regional administrators. The process also provides managers with an
independent, three-parson review of the issue (one person chosen by the empioyes).
Ater a decision is issued to an empioyee, he or she may appeal the decision to the
Executive Director for Operations {(EDOD) {or the Chairmman for those offices reponting to
the Commission),

A listing and summary of aif 21 DPOs that have baen recsived, processed, and
completed since the DPQ Program was revised in May 2004 is posied on the internal
DPO Web site (hitp:/Avww internal.orc, E/d tosed dpo- by, The Web
site refiected the agency has closed nine cases that were submitted in 2005, six
submitted in 2006, two submitted in 2008, one submitted in 2009, one submitted in
2010, and two submitted in 2011, OIG reviewed the summaries for the three most

2
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recent DPO closures (filed in 2010 and 201 1), anxd noted that in all three cases, the
review panet agreed with at ieast some of the Issues raised in the OPOs and made
recommandations intendead to address these malters, in addition, the caogmzant office
director agreed with the panel's conclusions and recommendstons.

tack of specific exampies in the anonymous allegation, OIG interviewed [O)7)(C) | -
|Zb)(7‘)(%) las to their perceptions of the program.
OIG aiso asked the(0)I(N(C | w ::;::f jhat might
dermonstrate issues ran were interviewed
because they would have knowledge of NRC staf! that s and feit they were
being or were retaliated for using the DPC program.

OlG interviewed four NTEU members and determined that there was a consensus

among the members that NRC staff feit that if they submifted a DPO, it would be career

suicide or that they would be retaliated against by management. However, only one

members (who had filed six DFOs) relayed a personal experience of perceived

retaliation. This individual said that after submitting two DPOs[—Jannual pedormance (b)7)C)

appraisal was lower than the previous year and, on anolher mcas:on g TTTIENTHE)

from the project and given.other dutrutd no e
“regarding the alleged retatiation. This indviduat said| —jva

has the prerogative to assign different ! !‘is to staff, bui - Jound. it cdd"ﬁ"\a: would

(b)7)(C)
) (b)(TKC)'

_be removed from the.project aRerfilingl~ [DPO. None of the NTEU membefs
interviewed could provide other spemf Fxampies of retaitation by management agamst
a DPO submitter but they agreed that because there is a pesceplion by NRC staff that
filing a DPO leads to retaliation, many staff are unwilling 1o use the program.

R JOE. stated thaas L eXaxe)

never said that th e DPO process hag tatal ﬁaws tha! render it useless to any concerned T

X tt}.augeheve t many of the retaliation complaints are probably more of a oo
perceplion than reality, the realily is that the perception in the minds of the staff seems

real. further_ siated that it is difficull-forf--~ | o track any retaliation complaints
fegard he filing of DPOs bacause Mos ul‘ 80 aflegations go to and s . OX7XO)
not provsded with that information by OIG, also said tha- i Dl | ey
knew who made the alle ~ gtion because g l?- sma number of DPO subrmittais{i&ii o
receives. In this case[P() | returned a DPO submittal to an individual

because the issue : in procass and auvised tha individual to use the Non-

Concurrence Process 1o address - oncern. [BIN(C) oes not believe that the

IO program has fatal aws, b reves tha re 18 room for improvement and that

OE is taking steps towards that end
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{EXTHC)
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BKTHC)

et

07 |yas aware of the negative perceptions of the 0PO program from employees
{inciuding staf and management} who have used the process, from empioyees who
have participated in focus Groups on interna} safety culture and the Safety Culture
Climate Survey (SCCS), and from the 2009 SCCS (8 .g.. only 54 percent thought it was
effective).

These sources have identified muitipie issues that could result in negatave percepuons‘
ncluding fear of retaliation.[ " ptated that OE is aware of these issues and is taking
8 10 address these is3uaes as part of their effons o revise the DPO MO,

(BHINC) iso specutated that some empioyees may. in fact, have been retaliated

agamst for using the DPO Program, butl ﬂ as not aware of specific data to suppon

hinks that several employees wha believed that they have been retaliated against
fave made the choice not 10 pursue their retaliation concem,

ini substantiated claims of retaliation. Jased on anecdotal comments from employees.

stated that some of the measures that make the program fair and useful

are having an independent panel of NRC employees review the issues (one panel
member selacted by the employee), having the option of appeaiing the decision to the
EDOQ, and allowing the amiicyee to ask for the discretionary release of the DPO

_records.. Eurthermore stated that “success” for the DO process should not be

lirnited to a simpie matter of whether or not the DPQ panel or the OPQ decision maker
(l.e.. office director or regional administrator) agrees or disagrees with a OFQ
submitter. Success means having a process that ensures that employees can raise
differing views, have tha issues fairly evaluated, and have the cutcome articulated
openly and honestly.

EIIC) ksaid that there was insufficient data to draw a specific conclusian about the

fequency with which the OPO Program s used. The fact that the program is not
frequently used could be interpreted as a positive, in that employees may be in
alignment on issuas or that they are using informal diatog of the Non-Concurrence
Process to address différing views instead of using the DPO Program Alternatively, the
lack of use could aiso be interpreted as a lack of confidence in the process.

Because OIG identified no specific examples of retalistion for using the OPO process

and OF is actively addressing the perception issues with the OPO program, recommend
that this investigation be closed 10 files of this office.
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(LATHC)

, as aware of the negative perceptions of the DPQO program from employees
ding staff and management) who have used the process, from employees who
have participated in focus groups on internal safety culture and the Safety Culture
Climate Survey {SCCS). and from the 2008 SCCS (e.g., only 54 percent thought it was

effective)

These sources have identified rmultiple issues that could resutt in negative percephons,
_inciuding fear of retaliation]- - |stated that OE is aware of these issues and s taking
actions to address these issues as part of their efforts to revise the OPO MD.

also specutated that some employees may. in fact, have been retaliated
BT Using the DPO Pragram.-bulf— |was not aware of specific data to suppon

thinks that several empioyees who believed thal they have been retaliated against
2 made the choice not (0 pursue their retaliation concern.

" anv substantiated claims of retatiation. Based on anecdotal comments from employees.
‘avll

tated that some of the measures that make the program fair and useful
are having an independent panel of NRC employees review the issues (one panel
member selected by the employee), having the option of appealing the decision to the
EDCO, and allowing the employee to ask for the discretionary release of the DPO
records. Furthermorel -~  |stated that “success” far the DPO process should not be
limited to a simple matter of whether or not the DPO panetf or the DFPO decision maker
(i &, office director or regional administrator) agrees or disagrees with a DPQ
submitter. Success Maans having a process that ensures that employees can raise
ditfering viewa, have tha issues fairly evaluated, and have the outcome articuiated
openily and honestly.

. aid that there was insufficient data 1o draw a specific conclusion about the
requency with which the DPO Program is used. The fact that the program is not
frequently used could be interpreted as a positive, in that employees may be in
alignment on issuas or that they are using informal dialog or the Non-Concurrence
Process o addrass differing views instoad of using the DPO Program. ARernatively, the
tack of use couid also be interpreted as a lack of confidence in the process.

Becausa QOIG identifiad no specific examples of retaliation for using the DPO process
and QFE is actively addressing the perceplion issuet with the DPO program, recommaeand
that thus investigation be closed to hiles of this office.
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Concur: Case Closed t’—-'{;' -
MEMORANDUM TO: Jogeph A. McMiitan
Assistant Inspector Generat
for investigations

(B)(TNC)
THRU:
(b)(7)(C)
FROM.
SUBJECT MMSHANDLING OF MRC REGION H ALLEGATION
RI-2010-A-0258 (OIG CASE NO: 12.-54)
Allegation:

Commissian (NRC),
praviously empioyed

This office of the Inspector Genearatl (OIG), U
investugation was based on an atbga!wn from

invesfigated and that the NRC inspectors involved in rewew:
ordered to conduct their invastigation in a manner that would
against the liconses.

m CONGCEINSG Weare
Y TBsL in findings

Finding:
OIG found that NRC addressed bath issues the alleger raised in atlegation [O7E)
OITIE) |NRC did not substantiate the firgt issue pantaining to retrievabitity of ol room

caGiation data. NRC did subzstantiale the second complaint of a chilled work
envicanmant as a result of employees identifying problems with the licensee.

Basis for Findings:

OIG tearned mati;b)(?)@ Famed two concems in allege
first periained o the ma i which Hateh|(0)()(C) T3 anput supply  BX0DC)

Traf COCUMENT /4 TrE PAGKMERTY OF Tivk RAE L. o6 (ColuliQ T3 WD TPl R XQUAMWE Y (T ANC ITE COs IEMTE ARE ngr ™ G ARPRODUCE D
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| R Fatnave the infattation from the system,
{(DXHTHC} o

a systern [(D()C) alieged that there

r the gata, which made it difficult
lso alleged that raising
system led to a chilled work

chain ool rgom information v o the ptant’
was no logic in how management ordered-—

_concerns such-3a _ omplarit about the ¢
environment at Hatch,

OlG reviewed NRC allegation managemaent system records forf@()E) and
fearmed that NRC responded !o both allegations. With regard iret
atiegation, NRC inapectors smpe ahis i randomly select listings and retrieve the data.
NRU inspeciors agreed wit hat the way in whzch the tools were idontified
was arbitrary and could lead 10 confusion; however, bes py were stifl able to
retrieve the data, they digd not substantiate this part o
nspectors reviewed the potential for a chilling effect at the site as well as safoty
conscious work environment (SCWE) issues. NRC inspectors substantiated that a
potential chilling effect rmay have occurred. inspectors did not identify any SCWE
issues bul stated they would continue to monitor the licensee.

(oX7)C)
“EXTXE)

BRNHCY
® {oXTHC)

{1 regarding the intimidation, and me NRC addressed -
did not notice a change in the wark environmeny | &n .
:eszdent inspectors socialized with ficensee emplovees or manageman! and saw no_

ians of collusion between plant management and NRC inspectaors. According to
here is still @ chilled work enwvironment at Hatch, but the NRC was not the
cause of the ptant's probliems.
OIG interviewsd the in tor who conduct ite ingpection into| [Dm_
concerns i@(m@) IPtant Hatch, Region
weii ag{tl’) C) ms;on of Reactor Projects, Project
Bfanch was able to retrreve tool

Because OlG did not substantiate that the NRC did not properly review
concerns, it is recommaended this case be closed o the files of this officd

pr
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_was no logic in how management-ordersd - bo number the data, which made it difficuit
10 retrimve tha information from the system|BX7)(C) aiso alleged that raising

concerms. such.as ccmptamt abaut the data system led to a chilled work
enviconment at Hatc

OIG reviewed NRG allegation management systam records for J0) 7)<E bna
learned that NRC resporxied to both atlegations. With regard tofb)i7)(C irst
aliegation, NRC inspectors abie 10 rariomly select listings a ratr eve the data.
NRC inspectors agreed wit at the way in which the tools were identified
was arbitrary and could lead [0 can usion; however ;ause they were still able to
retrieve the data, they did not substantiate this part oWomp!aint‘ NRC
inspectors raviewed the potential for a chilling sffect a e site as well as safety
conscious work environment (SCWE) issues. NRC inspectors substantiated that a
potential chilling effect may have occurred. inspectars did not identify any SCWE
iIssues but stated they would continue 1o manitor the licensee.

OIG interviewea{ () atch electrician]__— Jssid there was a high
intimidation tactor from upper Halch managemeni| -lsent-a complaint 1o N, :

it regarding the intimiiation, and the NRC addres mm ompiaém.;...h.mey. " BYTICY
did not notice a change in the work environment| B
res:dent inspectors socialized with licensee emgioyées or management and saw no

uusaon between plant management and NRC inspectors. According to

there is still a chilled work environmer at Hatch, but the NRC was not the
use of the plant's problems.

OIG intery i ge inspection intg P
concerns [PX(7IC) larg Hawch, Region H, NRC, as
well asfOX7(C) Prision of Reactor Projects. Project

Branch 2, Region If, N firrged thatlt)! () as able 1o retrieve tool
calibration data. Both|t)/(7) nd(d) rmed that e ver
pressure from plant management to nof have a hinding regarding B0 allegation.

8ecause OIG did not substantiate that the NRC did not properly review]2)()(C)
concerns. it is recommended this case be closed to the files of this office.

Qistribution
Document location: [(R)X7)E) |
MAGIUM Case File: 12-54 historcal Fie
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Concur: Case Clo
MEMORANDUM TO: Joseph A McMilan
Assistant Inspectar Genaral
for Investigations

(b)(7)(C)
THRLL
— it .
(b)(7
FROM:
sSUBJECT: REGION IV MISHANDLING OF CONCERNS REGARDING
SAN ONOFRE NUCLEAR GENERATING STATION (OIG
CASE NO. 012-55)
Allagation

The Qffice of the Inspeclor General (OIG), U.S. Nuciear ReguPtm Commisgion

conducted this investigation in response {o an altegation from |(b)X7)(C) E]

former empioyee of San Onofre Nuciear Generating Station (SONGS), that NRC's

Oftfica of inw-suga!mns t id not property handie - Hiscrimination claim against (b)(T)C)
Offica of investigation oporly handiel _ Biacrimination claim againet X0
incompiete statements vix % investigation and Ol took the testimony at face

value without reviewing any evidence to show that the manager lied to OL.

Findings

OIG did not substantiatg () Jattegation that Of mshandied -—jiscrimination  ©XNC)
claim. OIG found that fotlowing Oi's hirst investigation into the matter, ith did not o
e discrimination claim, and in response to a second aliegation from
(b)(7)(C) Enncemmg the matter, O} undertook a second review of the mattar. OIG
U 2 3 second review specifically axamined whether tha licensee manager had

provided naccurate nformation during the first Qi investigation and that Ol took the
additional measure of having a third pany within Ol raview the testimony of the SONGS
manager to assess if there was any willful intent to provide Ot investigators with

TIP3 DOCUMENY 18 THE muﬂw TV MG OnG. #F LOAMBD TO ANDUMER AGENGY 1T AND TS CONTENTY ART NGT T BE REFROOUCED
Tk OFS TRISLTEO GUTSINE TrE RECEMNG AGENCY WATHOUT TRE Nl (oG

AN
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inaccurate and incomplete statements. Neither of the follow-up O! reviews
substantiated(®)(/)(C) aim nor did{t)(7)(C) provide any additional

avnidence to suppo! s anegation against O,

Basis of Findings

I(b)m(c) ]formef elecirical engineer at SONGS, fited an allegation with
Region 1V in 2000 concerning electrical issuss regarding breakers, cable ampacity,
supervisors rubber stamping electrical calcutations. and a claim of discrimjpation for
raising these concerns. Region 1V found the licensee in minor violation of| —first... . OO
concern. Becausa a prima facie case was eslablished on the claim of discrimination,
Dl. Region IV, conducted an investigation but did not substantiate that employment
discrimination occutred.

O! opened angther invastigation conoeming@n 2009 afte]©)XC)

- s;.la_i.med.mapervisor had provided naccurate and mcomplete statements o Ol
mnvestigators during their initial discrimination investigation in 2007 _This alieaali
also not substantiated by Ol. According ta Of's investigative repart
unable to present clear and convincing evidence thatl —jsupenvisor had infentionally (b)TNC)
provided false statements. OIG’s review of the relevant interview transcript in Ol's .

second inves i d that the Ol investigator covered the issues of concern as
presented by[D((C)

in March 2011, after receiving additiona! emails {ro tairmning that Q1
investigalors were taking testimony provided by[P)(N(C) at face value, Of
conducted a review of the tastimonies that were provided to Ol during the 2007 and
2009 investigations and determined that there was no evidence 1o sugges!t thal a
SONGS supervisor intentionally provided conflicting or inaccurate tastimony.

OIG learned that:(b)m( ) fited 2 discrimination complaint with the Department of
Labor (DOL} on July 13, 2007, and on January 18, 2008, DOL ruled against
(b)(7)(C)

OIG also leamed that the licensee agresd 1o a setttlement with[2() o avoid the
ast associated with funther pursuit of the matter. As a result of the settlernent,
(D)(7)(C) was na longer employed by SONGS.

Litated that when[__Jfirst contacted this offica aimed discrimination

ad been mistaken and had intended to say thal| --levas giscriminated (O}TXC)

sel - [felt that they did not do an adequat®@ job on|_— pilegation of  "BITHCT

cussadl—  Jssue with the Office of Small Busiiess and Ciil 7
}Nas in @O in Claiming dgiscnmination by O,

2
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B .inmtigation...imuegaﬁgn &

ingoeurate statements to OF,

Ot had conducted another
ad provided incompiete and

Because O} id not identify evidence o indicate that Ol did not do an adequate job in
investigating®((C) allegation, it is recommended that this case be closed 1o

the office files.

File tocation [O)(7)E) |
Case File No. 12-5& Historical File Magnum
OIGIAIGE | OIG/AIGH [ 161 1GI OIG [oll<]
s W .
©NC) J. McMillan | D.Lee H Bell {17
=G ;o -2 nae) 2.0 [ SRy | 26614

Official File Copy
3

THIS COCUMENT 15 THE PRCPERTY OF THE NRC OIG_ F LOANED TO ANMOTHER ACERCY IV AND ITS CONTENTS ARE WOT TO BE ASPADOMTED
IR DI TROKATEO CRITRIDE YATHOUY THE MREZ D

THE RELErvING AGENCY

———LOEEICHAL U S E-ON Y —OI G INVEGHGATHONANFORMATION-




(bYT)C

)

Referral, Acél%zgg.&_&wlfp
Peapcned by: (C)

Case Tida: Misuse of Government Cass Mumber: C 12 087
Computer System To
Engage in Sexually Expticit
Chat Conversatons

Program Ofice:  [P(NC) ] Cisssiicaion:  [P(E) |

Origination Doctink:

Subject's Last Name / Comoany Neme JETIC) ]
Subject's First Name: [D)(7) :

Agerwcy Refurral & Foliow-up

PFCRA Roterrai:

Relorred to Agency
Asorny

Referred to: {Office):
Contact Person;

Foltow-Up Assigned To:

Expected Compietion
Rmm Complenon
Oate;

Actunl Completion Dete:

Tompletion Status:
Cormments:

Administrative Action
PECRA:

Agency Action:
Comments:

Prossoutian Referrst

Yes @ No
® Yes N Date: 0412472073

Office of the Executive Director for Operationg
i 211

Qpen Closad
RO submitted and response requested. On August 15, 2013, EDO
requestod an extension o 1/31/13, which was provided. EDo requested
soother exxRnsion to 12/31/13, which was appmved

Accepted  Deciined Date:
Resignation Dote: 12132013

The ampinysa alected o fagign from Federal &wm attective December 13,
2013, when informed tha . 36

(BHTXC)

Agoncy Action LoRter pdf

N
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Prosecution Stetus: Peanding
Acceprad
Declined
AUSA Dffice:
Stasot. ocat Referrsl
Daite:
Prosecution Status; Pemnting
Actopiedt
Ceclined
Offica:
Comments:
LE/Judicisd Action
Actions. Arrasl
Arraignment
Charges Dropped
indictrment
information
Lovel
Statuta{s)/
Violaton(s):
Counrt Action:
Sentence:
Camments:
Recoverias
Amount Recovered:
Recovery Date’
Comments:
Potentisl Lospes
Arnount:
Desctiption:
Comrsnent:
Status:Opan Aow Otfwr Ediiore

Date;

Date:
Date:
Dute;
Date:
Date:
Jurisdiction:

Date:
Detaila:

Typea:

Ed Awshorizasan:
{Mermgement]. (Invanedyst],
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&xil 24, 213

MEMORANDUM TO: R, Willam Borchardt
Ewecintive Director for Operations

B~ ms——

FROM: Joaseph A, McMitlan
Assistant inspector General
for Investigations
SUBJECT: MISUSE OF GOVERNMENT COMPUTER TO ENAGAGE IN

SEXUALLY EXPLICIT CHAT BY AN OFFICE OF
ADMINIETRATION EMPLOYEE (OK3 CASE NO. 12-87)

Axtached is an Office of the Inspector Gaeneral (OIG). U.S. Nucisar Reguiatory
Commission (NRC} Report of Investigation partaining to misuse of a8 Govetrwrent
corrputar o engege i sexunlly explicit chat by an Uffice of Administration employse.

This report is furnished for whatever action you desm appropriaie. Flease notify this
office within 120 days of what acticn you take hasad on the sesults of this investigation.
Contact this office if further assistance is required,

The distribution of this repost shouk! be limited to those NRC managers required for
evaluation of this matier. MNeither the Report of investigation nor its exhlbits may ba
placed in ADAMS without OIG's written permission.

Attachment. Report of investigation w/ exhibits

oczl(b]<7)(CJ ]WW wio axhibite

CONTACT: [0I(N(C) oG

TV TRV B PN SRt Y CoW Vil . W LL5AMRIIEY T ASEXPHEER AOKNEY 1T SIS 108 SENITRNIS AN ST YIS A AEIMIRCAN. AR
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OFFICE OF THE INSPECTOR GENERAL

Report of Investigation

Mizuse of Government Computer to
Engage in Sexually Explicit Chat by an
COttice of Administration Empioyee

(E)(7)(C)
Le No. 12-587
(D)(7)(C)
— SR S ey
- M D \,/f /z_ N
Joseph A, McMidian, Asaistant Inapector General  Date

for investigations

THIR REPORT IS RELEASARBLE ONLY BY THE U.S. NUCLEAR RESULATORY
COMMISBION, OFFICE OF THE INSPECTOR GENERAL.

THIS REPORT OR ITS EXHIBITS MAY NOT BE PLACED IN ADAMS WITHOUT
WRITTEN PERMISSION OF THE NRC OIG.
EXEMPT FROM RELEASE UNDER FREEDOM OF INFORMATION ACT
EXEMPTIONS (5), {(8) OR {7} AND PRIVACY ACT EXEMPTIONS (J)(2) OR (K){1)

izt DOCURERY (8 THE FROPTRTY OF SRE WRC. @ LOAKNED TO ABOTHER LGENCY 7 AMD ITH COMTENTS ARE NDT TO B8 uumwm
R TNS TEBUTRED QU THDE THE RECRIVIAG SENT ¥ SATIKGUY THE PERWEIISM 3F TR UFFICE OF 7ol INBRERG TON SHENER,

G R OO NC Y O N E SO A ONINFORNMATFIEHY




Misuse of Govemment Computer to
Engags in Sexuailly Explicit Chat by an
Office of Administration Empioyes

Cane No. 12-57

Aprit 24, 2013
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STATUTES, REGULATIONS, AND POLICY
5 CFR Part 2635,101, Basic Obligation of Public Service

(b) General Principies. The following general principles apply (0 avery employee and
may form the basis for the standards contained in this part. VWhere a situation s not
covered by the standards aet forth in this part, employees shall apply the principles set
forth in this section In determining whether their canduct is proper.

(8) Employees shall put forth honest effort in the performance of their duties.

{8) Empicyess shall protect and conserve Federal property and shall not use R
for other than authorized activities,

$ CFR, Sec. 2635.704 - Use of Government Property

{3) An employee has a duty to protect and conserve Govermment proparty and shall not
use such propernty, or allow i3 use, for other than authorized purposes,

{b) Government proparty includes any form of raal or personal property in which the
Gowvermemant has an ownership, leaashold, or other property interest as well as any right
or other intangibie interest that is purchased with Sovernment funde, incltuding the
services of contractor persormel. The tarm includes office supplies, telephone and
other telecommumcations equepment arxd sarvices, the Government mails, autommbeds
data procesiing capatiiiies, printing and reproduction facillies, Goverrynert records,
and Government vehicies.

{c) Authorizied purposes ame those purposes for which Goverrrment property is made
avaitable to members of the public or those purposes authorized in accordance with law
or reguiation.

NRC Manasgement Directive and Handbook 12.5, “NRC Automated information
Security Program.” Part 2

2.6.5 Use of the intemet

NRC staft may use the NRC LAN/WAN 1o access the Internet. This access may be for
official business or personal business in accordance with the NRC minimum personal
use policy in MD 2.7. Whan using the intamat, users shall practice “safe surfing.”
Specifically, users shali—

- Avoid accessing pomographic or other sites that provide content that is incompatible
with the NRC work stvitonmart. NRC uses software to Diook accowss to sites that
provide content that is incompatibie with the NRC work environment or that might
prasent a security risk. Thesa sites offer content relating to criminal skills, gambling,

TS DOKALANENT T TV PINOPRITTY OF TR MINC. 6 COANED O AMTIOMI ARINCY 7Y ARK) (T8 CONETSNTS AR MY 7O B SPFROCIICED
OR DIFTIINLTTED OUITINOR THEE RECSIVING. ADEICY WTHINZT THE POAMRESION OF TIER OPPICE OF Tl PIPIC 0K GiRAL,

—OF G UEE-ONEY—-OIGINVESHFIGATRIONINEFSRMATION-
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hate speech, and pomography or othar sexually odented material. These sites are
blocked on the bazis of a characterization by the commercial provider of the tHocking
softwars, not an enalysis of the site content. Thus, other sites may provide similar

content but are not blocked. it & the user's rasponsitility to avoid such sites and 10
immediately terminate access to such sites that are reached unintentionaily.

NRC Management Directive 2.7, “Personal Use of information Technology.”
Handbook Section (D), “inappropriste Personal Uses'™:

Employees are expedcted to conduct themseives professionally in the workplace
ard 1o refrain from using agsncy information technology Tor activities that are
inappropriate. Misuse or inappropriate persongl use of agency information
technology includes -

Use of agency information technoiogy for activities that are illegad, inappropriate.,
of construed as justifiably offensive to fellow employeess or the public.

Use of mformation technology, including telephone or facsimile sarvice, to croats,
dovmioad, view, sltore, copy, ransmit, or receive sexually explicit or sexually
oriented materials. ..

2

T DOCUMENT 1§ THE FROPEKTY OF THll SRC. & LOAMED TO ANC TR ADENMCY (T AMND (TS CONTINTS ARE NOT 7O BE MIPROOUCED
O D TIIOUTED OUTHIOE THE RECEWIMG ADENCY WO THE MISIRENION OF THE QPFICE OF THE INEMICTOR ORMRKAL.
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SUBJECT
RY(7T)C)
Division of Contracts (DC)
Offive of Administration (ADM)
U.S. Nuctear Regulatory Commission (NRC)
ALLEGATION

The Office of the Inspector General (O1G), NRC, initiated this investigation based on &
proactive affort to identify instances of misuse of NRC computer resources (o view
sexuaily explicit or sexually oriented materials. During this proactive effort, OiG
entified a computer on the NRC network that wes used to conneact to the Web site
ABFSingles.net on Juna 7, 2012. While on this Web site, the user of the computer was
conversations with other membars of the Web

KHeantified as sngaging in séxually axpiicit
site. The NRC computer was assignad tob)(7)(C)
FINDINGS

OIS found that basexd on a review of internet proxy loga for the periods of May 26, 2012
12, Sepiamber 24, 2012 to QOciober 4, 2012, and December 6 to 17,

p - RC computer to engage in saxually explicit chat conversations
LJune §, 8, 7, and 168, Septembar 24 - 27, 2012, and December 8, 11
12, 13, and 17 2012 on the Web site ABF Singles.pet,

-

pecview. with OIG gn (bXT)C)

'mww site from{OCT ]

'Gove:rrmsent aomputar on Decsmber 17, 2012,

3

THIR DOCANSENT Ik THIE PROPERTY OF TIll MRC. vmwmmnmmmmmw-m
O QR FRERUTED CRUITIOE THE BEGCRIVING SARMEY WITHCMY THE FPTE O TrHEE MRBPWC TN CIMIRAL



BABIS FOR FINDINGS

Review of information Identified on|"()®) |

Cyber Crme Unit (CCU) conductad a proactive examination of the NRC
Juna 20, 2012, for instances of misuse of NRC computer

2 X ndied an MRC computer that was used t0 connect to the Veb site
ABFSmg&esnetm.kxm? 2012. The CCU identified that the compiter uses engaged
hmmww&d\mmww’enmm%mmappmmﬂy
842 am. and 12 u; f.m activity originated from an NRCwmpmanmln&md

Basad on & review of for the periods of May 29, 2012, to June 19,
2012, Septe ‘u‘ 4, o Dctober 4, 2012, and Dacember 8 to 17, 2012, OIG
idantified that [P(7C)  NRC computsr was med to sngage in sexually explickt chat

BT e ABF Singles.nat Web site during muitiple daytime hours on May
29-31,2012;: Juna 4, 8, 7, and 16, 2012; September 24-27, 2012, and December 6, 11,
12, 13, and 17, 2012. OIG noted that in tha May/June timefrarne. the majority of the
explicit chat conversations ocoumad on May 30 from 11:25 a.rm. to 4 p.m.; June 4 from
11:30 a.m, to 4:11 p.m; and June 8 from 8:38 a.m. ta 3:50 p.m. In the September
timeframe, the majority of axplicit chat conversations ocourred on Septamber 24 from
10:37 am. 1o 4:58 p.m. and on Seprembar 28 from 1044 a.m. o 528 p.m. In
Deceamber, the majority of the chat communication occurmed on December 13, 2012,
from 8:57 am to 8:30 p.m.

{For furnther detalis, see Exchibits 1, 2, 3, 4, and 5.)
Review of MRC Computer Assigned to (b)(?)(C)
AAAA argd drive of the NRC computer beanng NRC Asset

— CU found no pertinent edditional information
5 this investigation.

OG forensicaiy
Tag>)C)__jsaigned

., p computer re

(For turther details, ses Exhibit 6.}

(b)(7)(CJ

mmr-mmwum vmnmmnmmmmmmnm
OR DATIIUTIO OUTIEE THEL MECIOVING KIURGY WENOLT TI PERINGHICH OF THEE OFMCE OF THEE INERSCTOR GEMNKAL
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BITHC)

7] I e

:r;‘:;“m phone ﬁequen!iy during the

vad negative feedback from customerns concsming
7d _v. the “weaksest” performer in the offica.

[T Tois 0IG that]__had been using c:amww to comespond with V)
(L)(7HC) an adult bmast feeding Web shte cal a6 nat for 8 or 7 months

i began, but sail, "It's been going on for & while. g .‘ (©)7XC)
woulkd “talk and then nothing happens and a few wiboky ontl ftec
of two months {ater, we make contact again.™ b)(T)

correspond by e-mail and chat
"construed as soxXud

- 33(!3 3
' explain&d that m oné pamt mrythmg ssemed ta be deraifing, and|D)((C)
because|l Jwas afraid of the consequances which could be ife n!tering

[P Jrequested to have the ABF Singles.net Web sie blocked.?
(For further details, see Exhibit 8.)

! Folowing the intarview willth (B)(7)(C) L rondical anvd theragy dacarserimiion,
? On Decesibec 18, 2012, OIG recqueniod C8O block ur Yeb site ABFSingles.com. That sarve day, CS0O
ooiinTed that NS biocked boll LAL end 1F scoaae 10 tha Wals vite.

5
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Coordination with the|”"“)

QIG coordinated this investigation with

Office of ial I or{(®
BT

6

Y & THE WATY OF THIE NRG, ¥ L.OAMNBE TO ANSTHIER AGRMCY IY AN TH GONTIRNTS ANE NOT TO 8Nl REFROOUGED
O (RSTRAYED OUFIEOR THIE RRCEAVING MIENC Y WITHOIY THE MERSNLINON OF
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EXHIBITS

1. Mamorandum o File, Miausa of Government Computer tno Engage in Explicit
Chat Conversations, doted July 3, 2012,

2. Memorasndum o Flle, Review of Chat Conversations, dated October 18, 2012,

3. Memorandum 1o File, Misuse of Covemment Computer to Engage in Expliclt
Chat Conversations, dated Oclober 19, 2012.

4. Memorandum o File, Review of Chat Conversations, datod December 4, 2012,
5. Memorandum to Fite, Review of Chat Convergations, dated January 7, 2013,

8. Me ta Fila, Forensic Prelimninary Review of NRC Computer Azset Tag
Na. et January 8§, 2013,

7. sdemorandum of frterview ©)()C) |daeed Decermber 20, 2012,

8. Transcript of { (oX7XC) dated December 18, 2012,

7

MW‘WWW”“ W L2ANERG YE APRITIR SINCY IT ARG FTH RTINS ARE SOV 7O Bl REPROOCES
OR CITTRIBUTED CRITSICN THE SECITVIRG AIRNG T WEIHOUT THIE PIPHERRION OF T CMPICE OF XK SERMRCTOR GINERAL
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MEMORANDUM TO: R. Wiiliarm Borchand
Executive Director for Operations

FROM: Joseph A, McMillan MRAS
Assistant Inspecior General
for Investigations
SUBJECT: MISUSE OF GOVERNMENT COMPUTER TO ENAGAGE IN

SEXUALLY EXPLICIT CHAT BY AN OFFICE OF
ADMINISTRATION EMPLOYEE (OIG CASE NO. 12-57)

Anached is an Office of the Inspactor General (O1G), U.S. Nudlear Regulatory
Commission (NRC), Report of investigation pertaining to misuss of a Government
computer o engaga in sexually explicit chat by an Office of Administration employee.

This report is fumished for whatever action you deem appropriate. Plaass notify this
oifice within 120 days of what action you take based on tha results of thia investigation.
Contact this office i furthber assistancs Is requirsd.

The distribution of this report should be limited to those NRC managers required for
evaiuation of this rmatter. Naither the Report of investigation nor its exhibits may be
placed in ADAMS without O1G’s written permission.

Attachment: Report of Investigation w/ exhibits
ec: [PXNC) | AOMIDF s SB wio exhibits

conTacT: [V OIG

Case Fite 12.57 Historical File MAGNLUM

Lot 4 G oG oG oG

©X7C) D.Log 3| 1 Ber iﬁ
e WENLGERRL AN B ARAL: T2 18 [V 24713 ¥ 413
¢

Cfficial File Copy




g:gofgﬂm 464 Part | (OIG) U.S. NUCLEAR REGULATORY COMMISSION JFOIA/PA RESPONSE NUMBER
RESPONSE TO FREEDOM OF 2014-0329 - Revised 2
INFORMATION ACT (FOIA) / PRIVACY —
ACT (PA) REQUEST TYoE FINAL [ ] PARTIAL
IREQUESTER DATE
SEP 9 5 208

]

L]

]

PART L. -- INFORMATION RELEASED

D No additional agency records subject to the request have been located.

D Requested records are available through another public distribution program. See Comments section.

GROUP Agency records subject to the request that are identified in the specified group are aiready available for
public inspection and copying at the NRC Public Document Room.

GROUP Agency records subject to the request that are contained in the specified group are being made available for
public inspection and copying at the NRC Public Document Room.

GROUP .

C Agency records subject to the request are enclosed.

Records subject to the request that contain information originated by or of interest to another Federal agency have been
referred to that agency (see comments section) for a disclosure determination and direct response to you.

D We are continuing to process your request.

D See Comments.

PART LA --FEES

AMOUNT*

$ [::E I:I You will be billed by NRC for the amount listed. None. Minimum fee threshold not met.
* See comments D You will receive a refund for the amount listed. D Fees waived.
for details )

]

PART 1.B -- INFORMATION NOT LOCATED OR WITHHELD FROM DISCLOSURE

No agency records subject to the request have been located. For your information, Congress excluded three discrete
categories of law enforcement and national security records from the requirements of the FOIA. See 5 U.S.C. § 552(c)
(20086 & Supp. {V (2010). This response is limited to those records that are subject to the requirements of the FOIA. This
is a standard notification that is given to all our requesters and should not be taken as an indication that excluded records
do, or do not, exist.

Certain information in the requested records is being withheld from disclosure pursuant to the exemptions described in
and for the reasons stated in Part il

This determination may be appealed within 30 days by writing to the FOIA/PA Officer, U.S. Nuclear Regulatory Commission,
Washington, DC 20555-0001. Clearly state on the envelope and in the letter that it is a "FOIA/PA Appeal.”

PART I.C COMMENTS ( Use attached Comments continuation page if required)
it came to our attention that we provided you everything you had requested in our interim release number 1 and the

final release number 2, except for the following, which are being provided with this revision.

C 10-012
C 10-018
C 11-038
C11-042

cMillan

NRC FORM 464 Part | (0iG) (03-2014)




NRC FORM 484 Part Il (OIG) U.8. NUCLEAR REGULATORY COMMISSION JFOIA/PA

(03-2014) s"’“%ﬁ. 2014-0329
N RESPONSE TO FREEDOM OF INFORMATION ~ |—
*,«" ACT (FOIA) / PRIVACY ACT (PA) REQUEST

R SEP o5 20M

PART ILA -- APPLICABLE EXEMPTIONS

GROUP Records subject to the request that are contained in the specified group are being withheld in their entirety or in part under the
C Exemption No.(s) of the PA and/or the FOIA as indicated below (5 U.S.C. 552a and/or § U.S.C. 552(b}).

D Exemption 1: The withheld information is properly classified pursuant to Executive Order 12958.

D Exemption 2: The witbheld information relates solely to the internal personnel rules and practices of NRC.

Exemption 3: The withheld information is specifically exempted from public disclosure by statute indicated.

Sections 141-145 of the Atomic Energy Act, which prohibits the disclosure of Restricted Data or Formerly Restricted Data (42 U.S.C.
2161-2165).

D Section 147 of the Atomic Energy Act, which prohibits the disclosure of Unclassified Safeguards information (42 U.S.C. 2167).

[

41 U.8.C., Section 4702(b), prohibits the disclosure of contractor proposals in the possession and control of an executive agency to any
person under section 552 of Title 5, U.S.C. (the FOIA), except when incorporated into the contract between the agency and the submitter
of the proposal.

D Exemption 4: The withheld information is a trade secret or commercial or financial information that is being withheld for the reason(s) indicated.
I:] The information is considered to be confidential business (proprietary) information.
D The infqrmaﬁon is considerer; to be proprietary because it concerns a licensee's or applicant's physical protection or material control and
accounting program for special nuclear material pursuant to 10 CFR 2.390(d){1).
D The information was submitted by a foreign source and received in confidence pursuant to 10 CFR 2.390(d)(2).
[]
Ex

Disclosure will harm an identifiable private or governmental interest.

emption 5: The withheld information consists of interagency or intraagency records that are not available through discovery during litigation.
Applicable privileges:

L]

Deliberative process: Disclosure of predecisional information would tend to inhibit the open and frank exchange of ideas essential to the
deliberative process. Where records are withheld in their entirety, the facts are inextricably intertwined with the predecisional information,
There also are no reasonably segregable factual portions because the release of the facts would permit an indirect inquiry into the
predecisional process of the agency.

Aftorney work-product privilege. (Documents prepared by an attorney in contemplation of litigation)

1 [

Atftorney-client privilege. (Confidential communications between an attomey and his/her client)

Exemption 6: The withheld information is exempted from public disclosure because its disclosure would result in a clearly unwarranted
invasion of personal privacy.

Exemption 7: The withheld information consists of records compiled for law enforcement purposes and is being withheld for the reason{(s) indicated.

{A) Disclosure could reasonably be expected to interfere with an enforcement proceeding {e.g., it would reveal the scope, direction, and
focus of enforcement efforts, and thus could possibly allow recipients to take action to shield potential wrong doing or a violation of NRC
requirements from investigators).

(C) Disclosure could constitute an unwarranted invasion of personal privacy.
(D) The information consists of names of individuals and other information the disclosure of which could reasonably be expected to reveal
identities of confidential sources.

(E) Disclosure would reveal techniques and procedures for law enforcement investigations or prosecutions, or guidelines that could
reasonably be expected to risk circumvention of the law.

(F) Disclosure could reasonably be expected to endanger the life or physical safety of an individual.
D OTHER (Specify)

O

PART II.B -- DENYING OFFICIALS
Pursuant to 10 CFR 9.25(g), 9.25(h), and/or 9.65(b) of the U.S. Nuclear Regulatory Commission regulations, it has been determined
that the information withheld is exempt from production or disclosure, and that its production or disclosure is confrary to the public
interest. The person responsible for the denial are those officials identified below as denying officials and the FOIA/PA Officer for any
denials that may be appealed to the Executive Director for Operations (EDO).

/D\ENYING OFFICIAL TITLE/OFFICE RECORDS DENIED RPPELLATE OFFICIAL

EDO SECY [l<]

O RICIR L

W [ASsistant Inspector General, OIG D D \/

Appeal must be made in writing within 30 days of receipt of this response. Appeals should be mailed to the FOIA/Privacy Act Officer,

U.S. Nuclear Regulatory Commission, Washington, DC 20555-0001, for action by the appropriate appellate official(s}. You should
clearly state on the envelope and letter that it is a "FOIA/PA Appeal.”

NRC FORM 484 Part Il {OI1G) (03-2014)
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P T~ ad
Concur: Case Closed =3 —
MEMORANDUM TO:  Joseph A, McMillan
Assistant inspector Generaf
for Investigations

EEe]

FROM:

SUBJECT: SPECIAL PROJECT: NRC REGULATORY OVERSIGHT
{OIG CASE NG, 010-12)

Recommendation

This project Is being closed and 8 new project with the same objactives hias bean
reopenad in fiscal year 2013,

Project Conclusion
This project wasg initiated in January 2010 as a mechanism to identify potential
investigative matters associated with NRC technical and reguiatory oversight where
individual misconduct was not identified as a concem. Over the course of this project a
number of technical issues were evaluatexd, to include the following issues:
« inaccurate informalion provided to Congressional Representative periaining ta a
@momge tank return pipe leak at the Indian Point Unit 2 [EIE ]
« A 22006 petition submitted by Pilgrirn Watch ttamin 10 inaccassible cables
and wiring at the Pigrim nucliear power plan

. Wﬁﬁaﬂﬂg to a tritivm laak at the Vetmant Yankee powar plant
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» Misleading information in the F i B Force Report
pertaining to potassium iodide|®® ,

» Veracity of Region | public affairs officer statement pertaining to release of tritlum
at Oyster Creek Genearating Station[®7E) i
it ssessment letter pertaining to Fort Calhoun

»
BR7XE)
o A 2206 pefiilion regarding General Electric Nark { nuciear nts and
plants located on or near an earthquake faull tinel‘b%”m ]
EXTRE) : i
In addition, one investigaﬁenﬁ_r_:j:n; was initiated into whether the NRC Office of
Federal and State Materials onmental Programs (FSME) had, in official
correspondence, mischaraclerized positions taken by the Colorado Departmant of
Public Health and the Environment ({COPHE), the State level nuclear regulator in the
Agreemaent State of Colorado. The OIG found that while cartain FSME correspondence
incomractly implied that NRC had drawn conclusions:about the adequacy of COPHE's
compiance with its legal requirements, FSME subsequently provided dlarifying
correspondence to address the concems of COPHE,

Finally, during the course of this project a number of issues were monitored for potential
devetopment of allegations but did no! necessarily cross the threshoid for an allegation,
inveshigation, or a project,

2
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+ Misleading information in the jﬁu&bima.&e&mmlﬁk Force Report
pertaining to potassium iodidg>"®
« Veracity of Reglon { public affairs ¢ ining to retease of tritium
at Oyster Creek Generanng Statio] V7 E
NAITTEN 1Y /] »n’

e asgessment letter jenatning to Fort Cathoun

on regarding General Electric

0 pe ark r ¢ pia
plants located on or near an earthquake fault line|®"%)

BXINE)
in addition, one investigaﬁnrm_was initiated inta whethar the NRC Office of
Faderal and State Materials and wrshmental Programs (FSME) had, in officiat
correspondence, mischaracterized positions taken by the Colorado Department of
Public Health and the Environment (COPHE), the State level nuclear regulator In the
Agreement State of Colorado. The OIG found that while centain FSME correspondence
incomectly implied that NRC had drawn conclusions about the adequacy of CDPHE's
compliance with its legal requirements, FSME subsaquently provided clarifying
correspondence to address the concermns of CDPHE:

Finally, during the course of this project a number of issues were manitored for polertial
development of allegations but did nol necessarily cross the threshold for an altegation,
investigation, or a project.

Distribulion. ;
e b))
File L tios I( N7 )E) |
i
Case No. 10-12 Historical File Magnium
i<b)<'?3<’c‘)“ - OIGAIGE L OIG ; oG

-5 freraan nLa()ZQ,Q H.Bell g
(5715 Gasrip |7 179p 5

Official Fie Gopy
2

THE DOCUMENT I8 THE PROPERTY OF THE NAC OIB, 2 LOANED TO ANOTHER AGENCY 4T AND (T6 CONTENTE ARE NOT 74 BR AEPROOUCED
D& SITRIBUTEO QUTHIDE THE AECEIVING AGENCY WITHOU t THE PERMISSION OF THE NRC 4.

—OFFIGIALE U SE-ONSY—OIG HIWESTHEGATION-INFORMATHON-




& s, UNITED STATES

E a NHUCLEAR REGULATORY COMMISSION

% § WASHINGTON, D.C. 20S65-0001

a :‘
i ‘6
RS
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INSPECTQR GENERAL

August 20, 2013

Z e 3

c"’?’f‘\
Concur. Case Closed A7
MEMORANDUM TO: Joseph A. McMillan

Assistant inspector General

BITHT)
THRL: (B)(7)(C)
[ )
FRQM:
Special Agent, [OXc) [
SUBJECT: PROACTIVE INITIATIVE: TRANSIT SUBSIDY BENEFITS
PROGRAM MISUSE (OIG CASE 11-38)
Project

The Office of the Inspector General (O1G), U.8. Nuctear Regulatory Commission {NRC),
initiated a proactive initiative in April 2011 to identify instances of Transit Subsidy
Benefils Program (TS8F) misuse within NRC,

Finding

Fraom Aprit 2011 —~ December 2012, OI1G conducted four investigations pertaining to
potential misuse of the TSBP by four NRC employees. All four investigations
substantiated misuse of the TSBP. As a result of each OIG investigation, the agency
took administrative action against the employee.

Basis for Findings:

Qver the course of the proactive project. Ol campleted four investigations stemming
from allegations of TSBP misuse. The following are summaries of the investigations.

e This investigation involved an NRC employvee who used the
© pay for parking both at a Metro station wha m

from work, and at the White Fliint Metro station whe:

ownegd vehlcle (POV) ta work and parked at the stationh, s i

referred tor Program Fraud Civil Remedies Act (PFCRA) action. The subject

received a 30 day-suspension and paid back $2,409.50 of restitution.

THIS DOCUMENY (8 THE PROFERTY OF THME HRC OIG. IF LOANED TO AROTHER AGENCY 1T ARD {15 CONTEMNTE ARE BOT TO 8 REPRDOUCER
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- Y’bm(i) | This investination involved an NRC employee who used the
TSBP to pay for parking o POV at the White Flint Metro station. The subject

recaived an aliternate discighfiary agreement in lieu of a 3-day suspension,

. I?b}(;xé) | This investigation involved an NRC employee who used the
TEBP 1o pay for parking both at a Metro station whe Colal ain to and
from work ard at the White Flint Metro station when@av%@\f to work
and parked at the station. This investigation was re for action.
The subiect received a 21-day suspension,

o [OUNE) his investigation involved an NRC employee who usi d the

P16 pay for parking primarity at the White Fliint Metro station wher{?) " krove
c POV to work and parked at the station. This investigation was referred for
RA action. The subject was removed from the agency.

O3 learned that in October 2011, Metio's SmartBenefils program initiated steps 10
comply with the Interna!l Revenue Service's {(IRS) requiremen? to separate parking and
transit subsidy benefits to restrict comingled use. This change automatically separates
transit subsidy funds from parking funds.

Based on the fact that this project met it2 objective of identifying TSBP misuse and that
Metro complied with IRS requirements ensuring transit subsidy funds could no longer be
comingled with parking funds, it is recormnmended this project be closed to the fites of
this office.

2

THUS DOTLIMENRT {8 THE PROPERTY GF THE NRC OXT. 1P LOANED TD ANOTNER AGENGY IT AN (TS CONTHERTS ARE NQT TO DE REPAOOUCEDN
CR IS TRIBUTES OUTSIGE THE RECEIVONS AGENCY WITHCHUT THE PERMISEIIN OF THE NALS OIG.

—OFFCHA L U S E-ONEY—OIGHNVESTIGATON-INFORMATION—



BY(IHE)

TS8P 1o pay lor parking off OV at the White Flint Metro station, The subject
:ewived an alternate disciplinfry agreement in lieu of 2 3-day suspension.
. This investigation involved an NRC gmployee who used the
BF to pay tor parking both at a Metro station when m ook the rain to and
fram wark and at the White Flint Metro station wher{2") B mOV 1o work
and parked at the siation. This investigation was refeffed for PFURA action.
The subject received a 21-day suspension.

His investigation involved an NRC employes wha u

This man inwolved an NRC employee who used the

- to pay for parking primarily at the White Flint Metro station when (") rove
TNV 1o work and parked at the station. This investigation was refeffed for
RA action. The subject was removed from the agency.

OIG leamed that in Oclober 2011, Metro's SmartBenefits program initiated steps to
comply with the Internal Revenue Service's (IRS) requirement to separate parking and
transit subsidy benefits 1o restrict comingled use. This change automatically separates
transit subsidy funds from parking funds.

Based on the fact that this project met its objective of identifying TSBP misuse and that
Metro complied with IRS requirements ensuring transit subsidy funds coutd no longer be
comingled with parking funds, it is recommended this project be closed to the files of
this office.

R BYTHE) -
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NUCLEAR REGULATORY COMMISSION
WASHINGTOMN, D.C. 208650004

August 27, 2013

MEMORANDUM TO: Mark Satanus

FROM:
Assistant lnspeclor Genaral
for investigations
SUBJECT: INVESTIGATION OF FOREIGN ASSIGNEE SECURITY
PROCESS (OIG CASE NO, 11-042)
Allegation

The Office of the nspector Gamrat (Ol&) U S‘ Nuclear Regutatory Commiasion (NRC),
initiated this irmvagtigati s e saming, through activities conducted in
support of OIG that thae NRC may not be
coordinating with exiemal agendcies as required by agency guldance on the forelgn
aesignee security process. OIG examined whether NRC was meeting requiremants
dentified in relevant Managemeant Directive 12.3, NRC Personnel Security Program
and SECY-05-0142, "Updata on the NRC Foreign Assignes Program,” as amended or
superseded by policy guidance,

Findings

OGS found that the Division of Fagilities and Securlty {DF 8), Office of Adminigtration, is
currently coordinating with the Central Intelligence Agency (ClA), Federal Bureau of
investigation (FBI), and State Depariment as suggested in Management Directive (MD)
12.3, NRC Personnel Security Program, prior to approving foreign assignees for
temporary assignments at NRC. However, under the direction of the prior DF S program
manager, DFS was not coordinating with the State Ulepartment from approxirmately
Movember 2010 through May 2012. OIG informed DFS and Office of Intemational
Programs managers responsioie for foreign assignee security of several observations
conceming enforcesability of individual assignee security plan requirersents and
suggestad a program enhancement to perriil foreign assignees to store prohibited tems
such as cell phones at the agancy entry point.

TREE SOCUMENTY [ THE PROFERTY OF THE KRC TG, 0P LOANED 0 AMOTHER memm&x:mmot REPROICED OR
IRETIRAGLITED DUTRIDE THE RECEVIND AGEHSY WAHUKIT THE PERSISEICH OF THIE MRT O,
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Bazis of Findinge

NRC accepts assignees from international regulatory authorities consistent with the U.S5.
policy and formal agreemants, developed by the Office of International Programs (QiP),
between NRC and the sponsoring country or ths Intemational Atomic Energy Agency.
The primary purpose of each assignment is to transfer to the assignee the NRC office
expertise in the chosen regulatory area. The second purpose involves the exchange of
expertise that benefits NRC.

For the past 24 months, headquarters NRC has averaged 10 foreign assignees onsite,
nomally for terms of 3 to 12 months dependent on the subject matter of exchange.
Ouring FY 2011, the following countries participated in the headquarters NRC Foreign
Assignes Program: China, France, Gemany, Japan, Spain, Pakistan, and Republic of
Korea. A majority of the FY 2011 exchanges were for 12-months; France was an
ancmaly with a 3-year assignese rotating in differant program offices. The Office of
Nuclear Reactor Reguiation and Office of New Reactors hosted approximately 80
percant of the assignees; the remaining 20 percent weare hostad nearly equally by the
Cifice: of Nuclear Regulatory Research, Office of Nuclear Material Safety and
Safeguards, and Office of Federal and State Materials and Environmental Managament
Programs. The same headquarters NRC progmam offices, with nearly identical
distributions, hosted 14 foreign assignees in FY 2012 from the following countnes:
China, Czech Republic, France, Germmany, indonesia, Pakistan, Republic of Korea,
Spain, and the United Arab Emirates.

Overviaw of Significant Steps in the Security Process

«~ OIP, in cooperation with the DF S Facillties Sacurity Branch (FSB), serves as
coordinator of the Foreign Assignee Program. initial OlP screening establishes the
applicant is flugnt in English, technically competent, able to contribute to the waork of
the NRGC, and is a regular empioyee of a govemment or quasi-government
organization with a regulatory/safety rote.

« OIP consults with the appropriate program office(s) to determine if (1) the proposed
assignee’s experience, training objectives, ang languege skills make hirrvher suitable
for placement in one of the technical branches, and (2) the organizational unit can
reasonably integrate the proposed assignee into #s work activities.

» If the decision is made to proceed with an incoming application, OIP works with the
proposed program office and DFS 1o facilitate the i

foreign national pending a favorable indices check[®0 )
R

2
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(®)7(E)

interview o'l(b)m(c) | %
OIG leamed in June 2012 the current| formalized procedures for
security processing of foreign visitors by creating an instruction that provides i

sequential procassing steps for FSB and OIP parsonnel coordinating a foreign assignea
training request. This DFS Office Instruction, tited, Unclassified Visits for Forelgn E
Traineas, incorporated the NRC headquarters broader Managament Direclive (MD) !
guidance for headquarters formgn aggignee vigits. MD 12.3, NRC Personnel Security |
Program, »-»«.. gits with regard to indices velting of visitors to regions or |
licensed faclities. The[©"™ |sajd that without more detailed instructions, it could
not be determined whether every foreign visitor to an NRC licensed facility was properly
vetted previously. This ofﬁce instmctvon provides processing guidance for gl foreign |
wsﬂors including foreign assignees to headquarters or the reglons, or licensed fac t'
re foreign visitors are vetted with indices checks prior to approval of traval.
confirmed a training folder is created and maintained by the FSB on each fore:gn
assgnee documeanting compliance with the indices checks and security plan requnremmﬂs

OIG leamed thel i not coordinste indices checks with the
State Department from approximately November 2010 inatmg
with the FBIl and CIA. Thxplamed ai(bjmgg) I ‘
recommended to forego the State Depariment indices -m 56 1t EXCesavely

delayed tha screening proocess of forelgn assignees. The| A
. nemant directive suggeats a State Department check should be accomplished. The
B0C) " Jenuld mot produce a written recommendation from the review team.

finvestigative Note: OIG learned from the| |
Office of the Executive Director for Operations, Hhat nog o) ©) |50 Tessed |

specifically the foreign assignee security process. Efforis ed a rouple of imes to |
address contractor access to the NRC complex and the started to look at |
what requirements and indices checks were required for confracior unescortied access in
late 2010. During this pesicd foreign assignee regquirements were discussed, but nveither
& full review nor written product was accomplished.]

DIG reviewed DFS documentation for nine current assignees and noted responses for £

[P0 re maintained and security
PlAaNS Were On the for each assighes. —
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interview of| . | ;
1

Thel > ©) [told OIG that the NRC secyrliy process for |
foreign assignees has noi changsed much in the iast 15 years that[)”’ jhas managed the
program. In fect, no foreign assignee has been assignad without Toisted

©@  background checks duringl-- [tenure. Key aspects of the pr j
AN access to NRC systems. [V 3

ensure the assignees have noC
BRTIE)

The{ PO higmighted if assigneas need information from the NRC Technical
Library, informy is coflacted for the assignee on a per use basis imited 1o the
speciiic topic of the lask the assignes is working on.

EHTRES

Interviows of

OIG interviewad ) land neither reponted any
conoerms with the agsignees violating their secutity plans. If the assiginee needs
documents or information not available to ¢ access channais, they will
request the information from the superv’ssnr.i?"g(; “Eg krequires all information
segquests be in writing.

T
|(b) ‘ lsaid that personnel working in close procdmity to foreign assignees are |
y the supamaors of the assignees of the security plan requireaments and to be

sensitive to tha assigness’ presence regarding security of sensitive information through
the use of locked storage cabinats/safes and to uss a designated room when using
Safeguards or classgified information.

!(b)f'f j]

"aiatad the securty plan restricts the assignees from bringing any

electronic device onto the property, including cell phones o leved this preseats a
personal safety concem, espeacially with BITHC ]
The assignees travel by bus and the matro ‘ "

Review of Sacurity Access Card Data

DIG revipwed saecurity access badge data for nine current and/or recently departed
foreign assignees and did not identify entry times or iocations that wara not in
accordance with thair sacurity plans, The data reviewsd comtalned all recorded building
access - dates, imesz, and lpcations — from the assignee's start date to their end datefor
through October 18, 2011, when the reports ware run. No inappropriate after-hours or
weekand access was identified.
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Observations About Enforceability and Cell Phones

|
OIG noted that the agency’s enforcement of the no cefl phonefrecarding device rule anﬁ
escorted access outside of assignee office space relles primarily on the assignee to |
folitaw these rules. This is because an assignees would not necessarily need to badge
into other unrestricted office space in order to gain acocess and becauss the agency |
does not screen assignees as they armmive at the NRC to ensure thay are not carrying |
any electronic devices. |

b . sons 1O e, and
'J%l.@_c( KT iFSB, é‘!—'s,'a"'fon"g wih a suggestion Tor guard |

1

stalion 10 Oiter an ophion 10 Iock up assignee cell phones for the work day, or to provide:
lockers for visitors and assignees to secure elecironics 3o that the assignees can have |
these devices while commuting to and from work, i

|
Review of Office of Information Services Access for Foreign Assignees ;
BRIE)

Because this investigation did not identify any cumrent areas of noncompliance with MD .
12.3, NRC Personne! Sacurity Prograrm, as it relates to processing foreign assignae |
requests, this information is provided to you for informational purposes.

&

i
|
|
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!
QObservations About Enforceablility and Cell Phones |

i
OIG notedt that the agency's enforcament of the no celt phone/recording device rule and
ascortad access outside of assignee office space relles primarily on the assignee to |
follow these rules. This is because an assignee would not necessarily need to badge
into other unrestricted office space in order to gain access and because the agency

does not scraen agsignees as they arrive at the NRC to ensure they are not carrying 1
any elactronic devices.

|

ns t |<b)<7)<0) e, and
FSB, DFS, along with a suggestion for :

guard
stalion (o offer an ophon 14 10Tk Up assignee call phones for the work day, or to provide ‘

lockers for visitors and assignees to secure electronics so that the assignees can have 1
these devicas while commuting to and from work. ‘

Review of Office of Information Services Access for Foreign Assignees f
BXTNE)

Because this investigation did not identify any cument areas of noncompliance with MD
12.3, NRC Par=sonnsl Security Program, as it relates to processing foreign assignee
requests, this information is provided o you for infonmnational purposes.
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Observations About Enforceabifity and Cell Phones

O1G noted that the agency's enforcement of the no cell phonedreconding device rnule and
ascorted access culside of assignee office space refies primarily on the assignee to !
follow these rules. This is becaus®s an assignee would not necessarily need to badge |
into other unrestricted office space in order o gain access and bascause the agency

doas not screen assignees as they arrive at the NRC to ansure they are not carrrying
any electronic devices.

. < (OX7)HC) 7= '
W%Jmmummmaanafons to| _ . ang
F&8, DFS, aiong with @ suggestion Tor

guard
station to offer an option 1o tock up assignee cell phones for the work day, or to provide
wckers for visitors and assigrees (o secure alactronics so that the assignees can have
thase devices while commuting to and from work.

©)N(E)

Review of Office of Information Services Access for Forelgn Assigness

|
Because this investigation did not identify any cumrent areas of noncompliance with MD|
12.3, NRC Personnel Security Program, as it refates 1o processing foreign assignes
requests, this information is provided to you for informational purposes.
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URITED STATES

NUCLEAR REGULATORY COMMISSION
WASHINGTON, D.C. 204835-0007

L T A

OFFICE OF THE :
INSFECTOR GENERAL December 30, 2013

. W
Concur: Case Ciosed g — >

MEMORANDUM TQ:  Joseph A, McMillan
Assistant Inspector General
for Investigations

BXIC)
THRLU:
Team Leader|PXC)
EXINC)
FROM:
' Spadial Agenter7ic)
SUBJECT: PROACTIVE INITIATIVE: NETWORK INTRUSION PROJECT
{QIG CASE NO. 10-018)
Project '

The Office of the Inspector General {OIG), U.S. Nuclear Regulatory Commission (NRC),
inftiated a proactive inittative i March 2010 o dentify possible proactive cases
involving network intrusions dealing with unknown netwaork traffic and e-malls from
internal and external sources as well as remediates compromised NRC exchange
accounts. :

Findings

From March 2010 to November 2013, OIG spedial agents assigned to the Cyber Crimes
Unit (CCU) initiated and/or assisted OIG special agents in conducting approximately 17
investigations dealing with the compromise or attemptad compromise of NRC computer
resources by known angd unknown sources. In addition, CCU special agents
participated in various meetings held by various Federal cyber task forcas.
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Basis for Finding

Over the course of this proactive project, the following are examples of investigations
undertaken by the CCU: ‘

.

ENTE) ﬁ ‘
Case No This investigation involved severzl incidents of targeted spear

phishing e-malls sent to NRC employaes, These g-mails contained
compromised word documents which contained a Trojan backdoor malicious
software {malware) used to gain unauthorized access to the computer. The
document was Interceptad at the firewall. No compromise occurred and
investigation was able ta track the sender o a fargign country.

(DX7KE)

Case No) This investigation involved several incidents of targeted spear
phishing e-malls sent to NRC employees. These g-malls contained
compromised rich text format (RTF) and Poriable Document Format {PDF)
documents which contained a Trojan backdoor malicious software {malwate)
used to gain unauthorized access to the computer, The RTF was intercepted by
the firewall but the PDF was nol. One NRC employee intsracted with the
unknown sender and the unknown sender sent the same document and
altempted to use soclal engineering to convince the employee to open the file.
No compromise occurred and mvestigation was able to frack the senderto a
forgign country.

Case No. (D) his iﬁvestigation involved an unknown psrsen impersonating

an NRC & VBe who e-mailed a compromised Excel spreadsheet containing
an Adobe Flash exploit. The unknown person utilized a Googile e-mail address
but Impersonated an NRC employee in their signature block. The investigation
traced the unknown user back to a compromised U.S. local government
computer which was part of an ongoing investigation by another federal law
enforcement agency.

(DI(THE)

Case No This investigation involved several hundred incidents of
phishing &<mans sent to NRC employees in a logon credential harvesting
attempt. These e-mails contained a link to a cloud based Google spreadshest
document asking users to verify their account by Jogging in. A dozen NRC
employees clicked on the link. Inthe course of the investigations, other ULS.
Federal agency users were identified as having provided logon information and
CCU was able to track the person who set up the spreadshest to a foreign
country. :

Case &sl i This investigation involved a harassing e-mail sent to the NRC

Chalrman, The e-mail contained language that rose to the lavel of character
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defamation. The investigation uncovered the sender 2s an unemployed
hemeles Aoy th known mental health issues from Washington State.

+ Case No his investigation involved several incidents of targeted spear
phishing e-mails sent to NRC employees. These e-mails contained a link to a
cloud based Microsoft Skydrive storage site which contained the maliclaus file.
There was one incident of compromise and the investigation tracked the sender
to a foreign country.

s Case No[”™  [This investigation involved the personal &-mail acoount of an

NRC employee That was compromised and which sent a malware {0 other NRC
employaes in the contact list. These e-maiis contained a PDF file with a known
JavaScript vulnerability. One computer was infected and CCU was unabie to

track the person whao mmprcmzsad the parsonal e-mnail account due to the lack

of k}gs

» Case No Fhis investigation involved an unknown person who sent a
threat o an NRC empk}yee via a personal Web site. The NRC employse
received a forwarded e-mail from their personal web site containing threats 1o the
employee based on their role as a govemment representative. The invastigation
was unable to identify the individual that sent the e-mail as the person used an
Internet Servicse Provider located in a foreign country.

b7 )E)

+ CaseNo E )‘f’ lThis Investigation invalved a stakeholder who received an e-

 mail contaiming a malware from an e-mail name of nre.nre. This e-mall contained
a compressed file which was identified as containing mahvare. The stakholder's
computer was compromised and the investigation was unable to frace the e-mail
sender beyond a compromised computer in California.

During the course of this project, CCU special agents participated in meetings held by
Federal cybercrime task forces and professional organizations to combat malicious
intrusions Into the NRC network. These groups inciuded:

» Federal Bureau of Investigations Battimore Cyber Task Force
» U.S. Sacret Service Elegtronic Crimes Task Force
» Departrment of Justice Computer Crime and Intellectual Property Section

Within the NRC, the CCU continues the relationships with the Computer Security Office
as well as continues to foster the relationship with the Office of Information Systems,
Security Operations Branch.

Recommend closurs of this présject and a similar project will be initiated for fiscal yaar
2014,
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Case No.l‘b)m(E’ This investigation involved several incidents of targeted spear phishing
e-mails sent 1o NRC employees. These e-mails contained a fink (o a cloud based
Microsoft Skydrive slorage site which contained the malicious file, There was one
incident of compromise and the investigation tracked the sender to a foreign country.

(b)(7)E)

Case M This investigation involved the personal a-mail account of an NRC
employee that was compromised and which sent a malware to other NRC employees in
the contact list. These e-mails contained a PDF file with a knowr JavaSenpl
vulnerability. One computer was infected and CCU was unable 1o track the person who
compromised the persanal e-mail account due 1o the lack of logs,

Case No.is investigation involved an unknown person who sent a threat to an
NRC employse via a personal Web site. The NRC employee raceived a forwarded e
malt from their personal web site containing threats to the employee based on their role
as a governmant representative. The investigation was unable fo identify the Individual
that sent the e~-mail as the person used an intemet Service Provider located in a foreign
country.

(bXTHE)

Case No. his investigation involved a stakeholder who recsived an e-mail
containing a maware from an e-mail name of nrc.nre. This e-mail contained a
compressad file which was identified as containing malware. The stakholder's computer
was compromised and the investigation was unable to trace the s-mail sender beyond a
compromised computer in: California.

During the course of this project, CCU special agents participated in msetings held by Federal
cybercrime task forcas and professionat organizations to combat malicious intrusions into the
NRC nstwork. Thess groups included;

Federal Bureau of Investigations Baltimore Cyber Task Force
LL.S. Secret Sarvice Electronic Crimes Task Force
Department of Justice Computer Crime and Intellsctuail Property Ssction

Within the NRC, the CCU continuss the relationships with the Computer Security Office as well
as continues to foster the relationship with the Office of Information Systems, Security
Operations HBranch,

Ratommend closure of this prajecft and a similar proiect will be Egiﬁated for fiscal year 2014,
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