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NRC FORM 464 Part I (OIG) 
(03-2014) 

U.S. NUCLEAR REGULATORY COMMISSION FOIA/PA RESPONSE NUMBER 

RESPONSE TO FREEDOM OF 
INFORMATION ACT (FOIA) I PRIVACY 

ACT (PA) REQUEST 

2014-0329 

RESPONSE 
TYPE 

D FINAL [{] PARTIAL 

REQUESTER DATE 

~UG 0 6 2014 

PART I. -- INFORMATION RELEASED 

D No additional agency records subject to the request have been located. 

D Requested records are available through another public distribution program. See Comments section. 

D [GROUP 

I 
Agency records subject to the request that are identified in the specified group are already available for 

. public inspection and copying at the NRC Public Document Room. 

D [GROUP 

I 

I 

Agency records subject to the request that are contained in the specified group are being made available for 
public inspection and copying at the NRC Public Document Room. 

[{] [~ROUP Agency records subject to the request are enclosed. 

D 
0 
D 

Records subject to the request that contain information originated by or of interest to another Federal agency have been 
referred to that agency (see comments section) for a disclosure determination and direct response to you. 

We are continuing to process your request. 

See Comments. 

AMOUNT" 

PART I.A -- FEES 

0 You will be billed by NRC for the amount listed. 

D You will receive a refund for the amount listed. 
$ I l D None. Minimum fee threshold not met. 

D Fees waived. • See comments 
for details 

D 

0 

0 

PART l.B -- INFORMATION NOT LOCATED OR WITHHELD FROM DISCLOSURE 

No agency records subject to the request have been located. For your information, Congress excluded three discrete 
categories of law enforcement and national security records from the requirements of the FOIA. See 5 U.S.C. § 552(c) 
(2006 & Supp. IV (2010). This response is limited to those records that are subject to the requirements of the FOIA. This 
is a standard notification that is given to all our requesters and should not be taken as an indication that excluded records 
do, or do not, exist. 

Certain information in the requested records is being withheld from disclosure pursuant to the exemptions described in 
and for the reasons stated in Part II. 

This determination may be appealed within 30 days by writing to the FOIA/PA Officer, U.S. Nuclear Regulatory Commission, 
Washington, DC 20555-0001. Clearly state on the envelope and in the letter that it is a "FOIA/PA Appeal." 

PART l.C COMMENTS ( Use attached Comments continuation page if required) 

.. ·-· ~OR GENERAL 

- Joseph McMillan 

NRC FORM 464 Part I (OIG) (03-2014) 



NRC FORM 464 Part II (OIG) U.S. NUCLEAR REGULATORY COMMISSION FOIA/PA 
(03-2014) ,,.,,.. ....... , 

!~\. RESPONSE TO FREEDOM OF INFORMATION 
ACT (FOIA) I PRIVACY ACT (PA) REQUEST 

2014-0329 

~ ' : 
'lo ~ 
'(.+., y.0.(-....... ._.,. 

AUG 0 6 2014 
DATE 

PART II.A -- APPLICABLE EXEMPTIONS 

IA
GROUP I Records subject to the request that are contained in the specified group are being withheld in their entirety or in part under the 

_ _ Exemption No.(s) of the PA and/or the FOIA as indicated below (5 U.S.C. 552a and/or 5 U.S.C. 552(b)). 
~----~ 

D 
D 
D 

Exemption 1: The withheld information is properly classified pursuant to Executive Order 12958. 

Exemption 2: The withheld information relates solely to the internal personnel rules and practices of NRC. 

Exemption 3: The withheld information is specifically exempted from public disclosure by statute indicated. 

D 
D 
D 

Sections 141-145 of the Atomic Energy Act, which prohibits the disclosure of Restricted Data or Formerly Restricted Data (42 U.S.C. 
2161-2165). 

Section 147 of the Atomic Energy Act, which prohibits the disclosure of Unclassified Safeguards Information (42 U.S.C. 2167). 

41 U.S.C., Section 4702(b), prohibits the disclosure of contractor proposals in the possession and control of an executive agency to any 
r;ierson under section 552 of Title 5, U.S.C. (the FOIA), except when incorporated into the contract between the agency and the submitter 
of the proposal. 

D Exemption 4: The withheld information is a trade secret or commercial or financial information that is being withheld for the reason(s) indicated. 

D 

D 
[{] 

D 
D 
D 
D 

The information is considered to be confidential business (proprietary) information. 

The information is considered to be proprietary because it concerns a licensee's or applicant's physical protection or material control and 
accounting program for special nuclear material pursuant to 1 O CFR 2.390(d)(1 ). 

The information was submitted by a foreign source and received in confidence pursuant to 10 CFR 2.390(d)(2). 

Disclosure will harm an identifiable private or governmental interest. 

Exemption 5: The withheld information consists of interagency or intraagency records that are not available through discovery during litigation. 

D 

D 
D 

Applicable privileges: 

Deliberative process: Disclosure of predecisional information would tend to inhibit the open and frank exchange of ideas essential to the 
deliberative process. Where records are withheld in their entirety, the facts are inextricably intertwined with the predecisional information. 
There also are no reasonably segregable factual portions because the release of the facts would permit an indirect inquiry into the 
predecisional process of the agency. 

Attorney work-product privilege. (Documents prepared by an attorney in contemplation of litigation) 

Attorney-client privilege. (Confidential communications between an attorney and his/her client) 

Exemption 6: The withheld information is exempted from public disclosure because its disclosure would result in a clearly unwarranted 
invasion of personal privacy. 

Exemption 7: The withheld information consists of records compiled for law enforcement purposes and is being withheld for the reason(s) indicated. 

D 
0 
D 
0 

(A.\ Olsclosure could reasonably be expected to interfere with an enforcement proceeding (e.g., it would reveal the scope, direction, and 
focus of enforcement efforts, and thus could possibly allow recipients to take action to shield potential wrong doing or a violation of NRC 
requirements from investigators). 

(C) Disclosure could constitute an unwarranted invasion of personal privacy. 

(D) The informar1on consists of names of individuals and other information the disclosure of which could reasonably be expected to reveal 
identities of confidential sources. 

(E) Disclosure would reveal techniques and procedures for law enforcement investigations or prosecutions, or guidelines that could 
reasonably be expected to risk circumvention of the law. 

[{] (F) Disclosure could reasonably be expected to endanger the life or physical safety of an individual. 

D OTHER (Specify) 

I 
PART 11.B -- DENYING OFFICIALS 

Pursuant to 10 CFR 9.25(g), 9.25(h), and/or 9.65(b) of the U.S. Nuclear Regulatory Commission regulations, it has been determined 
that the information withheld is exempt from production or disclosure, and that its production or disclosure is contrary to the public 
interest The person responsible for the denial are those officials identified below as denying officials and the FOIA/PA Officer for any 
denials that may be appealed to the Executive Director for Operations (EDO). 

APPELLATE OFFICIAL 
ut:NYING OFFICIAL - TITLE/OFFICE RECORDS DENIED 

EDO SECY IG 

Joseph A. McMillan Assistant Inspector General, OIG D D ,/ 
LJ LJ D 
DOD 

Appeal must be made in writing within 30 days of receipt of this response. Appeals should be mailed to the FOIA/Privacy Act Officer, 
U.S. Nuclear Regulatory Commission, Washington, DC 20555-0001, for action by the appropriate appellate official(s). You should 
clearly state on the envelope and letter that it is a "FOIA/PA Appeal." 

NRC FORM 464 Part II (OIG) (03-2014) 
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OFFiCE 011' TH&. 
1"'5-PECTOR GENERAL 

MEMORANDUM TO: 

FROM: 

SUBJECT 

UNITED STATES 

NUCLEAR REGULATORY CiOMMISS•ON 
WAS .. INGTON. 0.C. 20SH·IJ001 

Apr:il 1 7, 201] 

R William Borchardt 
Executive Director for Operations 

,...-:::.::.-=-~. -.. :-.·-~~ - . ' .. 
~eph .A McMillan -=~ 

Assistant Inspector General 
for Investigations 

LOGON CREDENTIAL HARVESTING USING GOOGLE 
SPRE.AOSHEETS {OIG CASE NO. i 1..48) 

The Orfice of the Inspector General (OIG). U.S. Nuclear Regulatory Commission (NRC). 
(ecently completed an investigation regarding a notification 'ha' unknown lndlvldusl(s) 
sent a phishing e-mail to more than 200 NRC employee's NRC e-mail accounts for the 
purpos.e or harvesting NRC network user ID and password (credeotials) At least 12 
NRC employees clicked on the link in lhe e-mail. While conducting lhe investigation. 
OIG identified 5~ people from National Institutes of Health {NIH) who also received the 
e-mail, clicked on the link and provided their credentials. OfG coordinated this 
investigation wi\h the Department of Ju$liCe (DOJ). This memorandum conveys 
relevant details from this investigation. There ls no need to respond to this office. 

Allegation 

OIG initiated 'his inve$tigation after being notified by the NRC Compvter Security Office 
{CSO) on June 24. 201 1, that an unknown individual($) senl a phishing e~mail to 
approximately 215 NRC employees' NRC e~mail accounts for the purpose or harvesting 
NRC network cred ntial.s_ The link in the e-mail went to a legitimate Web site. 

(b)(?)(F) here a form was set up for usere; to -validate" their 
ne a ere en 1a s y en enng their usemame and password. which allows the 
unknown individual{s.} to steal their credentials. At least 12 NRC users were identified 
as having clicked on the link to the Google Spreadsheet page. 

Tiotl'500CUiHl.lf.f$ TH« P::IQP.-rY OF THS irit-PC O•Q fF- \OA~n TO •NOt .... •(illrf(:T Cf ... o 11'$ COtritTliN1$ 4..JtE NOT TOlii' AliP1DODUCl:O 
Q" D~&Ht,nUT'a oursn:;ie- Tl11! 'lllf:CCl\."'1«; A.Gl.NC'YW.THOIJT 'THE ll"CR:Y.•'i'litO"-' Of- Tttt Mfltit; OfG 

OfZl&ICML. USliii OtiilbY QlQ l•IVli&Tlt;;;P',TION IHFOAM/',TIQM 
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requested users to click on a hnk to update their user account information. This 
included the subJe<:t's name. e-mail address. logon ID. and password. 

In January 2012, OlG received the search warrant return from Google, Inc. The search 
warrant return included a spreadsheet that contained 97 entries from people who 
replied to the e-mail. or the 97 entries, 55 were identified as belonging to the NIH and 1 
to the Department or Agriculture. OIG notified the Department of Health and Human 
Services (HHS> OIG of the potential compromise of their users' accounts. 

In March 2012, DOJ CCIPS organized a conference call among several Government 
agencies working on similar cases. OIG participated in a conference call with OIG staff 
from the National Aeronautics and Space Administration (NASA). HHS, Department of 
Education, and Army Criminal Investigation Oivi$ion. The conference call was in 
relation to anl(b)(i)(F) 

(61(7)(F) 

he subjects identified 
lived i ..._ ___________________ __,No s.ub1ects or co-conspirators were 

identified in the United States. 

NASA OIG contacted th".i(bJ(i)(C) !regarding the identified target 
located within their jurisd1""cTti,;,.o.;.;n-...... ---------..1 
NASA OIG also contacted thel(bJ(iJ(CJ lwho were in the planning stages of an 

r io t arrest the 1 0 iden..,ti""ti,...e_d,...t_a_r_e,..ts....,.io-!that count Those <subjects were located 
J however. did not provide 

ese arres s wou occur. 

NA.SA OtG ~lso provt~~~ptormation on twp t~rgets located iri~b:~: to a 
representative of the l nd was told a c t I I case had been 
initiated there. 

IO[muation oo ~~;pas t<ansm;tteo th<ough the Justice Department Legel 
Atlache office in ( T 1s arget 1s believed to have victimized a number of 
individuals base m as well a& in the United States. 

Between December 2012 and January :2013, OIG contacted other members of the joint 
inve$Ugation to determine if progress had been made with foreign law enforcement in 
working on the actionable targets provided to them as a result of this fnvestigation. OIG 

J 

,~,s t!0CtJllWllR'4T IS. '0111! Pfll;OP~~.,.. o~ TMI: .l•u•G 01$. ·~ Ll°JA~•.o rn AN(.')TH•R •O•,NC'I If ...... 0 f1$ co .... , ..... 1'S ·-· N()f 'fO "" •@:•lloe-tiCID 
Olt PtS'"•IWTlit> QUT$10tl Iii"- "E(f'tV• .. G '14;;1 .. ~Y W/f'fOUt ftf6; ,.~R .. ~1;0QH OI' THE WAC OIO 

eFFtelAL U8E eNL\' ete IN'to'EMl6Al'lefrl 1t•FeRMAl't6H 
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learned that progress with the foreign law enforcement au1horities had stalled and that 
et.1rr$ntly no progress has been made in getting ttiem to take action on the \illrgats 

provided to them. 

Distribution 
File locahon (b)(l)( .__~~~~~~~~~~~~~~~~~~~~~~~ 

Case File No. 11-48 

IGfAIGI Of 

~- 11'..L. I / ..J 

Historical FHe 

..::.-
' I I 

Official File Copy 
5 

OIG OIG 

O.Le H.Betl 

.., In ti • · 1JT'1 )...~ 

T~ 5 00.:uMUtf •ll T><t pqoPUITY 0( 1111: tfltC OIG ., LO•"lt:O TO ..,.O'rtffR AGEMCV 11 -O•t5 CONIUtt.S io.ltf. NOl TO Of Rt:PlllQDUC!O 
OH 0t9T11t-•u•1.o 011rs'o" 1...e 1'11eCl."'1...0 •G'-'~y .,..,,"'C1\I, 11-4 ,... ... , •• tQH o~ ""1. NAC o~c. · 
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Ol'l'IC.E. 01' 'THI. 
INSl"t>CTC)I« l)eNttAM. 

Apri.L l7, 2013 

,-,..,..,~:...,:.:-·,~.:..,. ·- . ·-·­
MEMORANDUM TO: ConCU(: Case Closed c:Ss;;z ------. _.,·-···- . -'.-::::. 

THRU. 

FROM: 

SUBJECT: 

Alle-gatlon 

J0seph A McMillan -
A1n;istant lnspecior General 

for 1nvestigatlons 
(b)(i)(L;) 

LOGON CREDENTtAL HARVESTING USING GOOGLE 
SPREADSHEETS (OIG CASE NO. 11...it8) 

Th• Office of the Inspector General (OIG). U.S. Nock!al' Regulatory Commission (NRC). 
initiated thi$ investigation after being notified by the NRC Computer Security Office 
(CSO) on June 24. 2011, that an unknown individual(t>) sent a phi&hing e-mail to 
approximately 215 NRC employees' NRC e-mail accounts for the purpose of haveshng 

NRC network user 'f:~:,,.:::r:fc:::::· :: The link in the e-mail went to a !egltlmste Web site,}bJ(~ ~here a form WH set up for users to 
"valtdete" rhe•r netw e 1 y I 4.iflemame and pessword. which 
allows the uf\k.~own indiVidual(s} to steal their Cfedentiais. At least 12 NRC users were 
identified .iis having ~licked on the tink tQ the Google Spre•dsl'leet page. 

Ol"l"'lelAL U5E eNL't 016 ., .... ·eeTIO ... TleN INFeRM:'CTIQN 
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Findings 

OIG was unable to conciU$1¥ely idenhfy the person{s) engagin9 in the spear ph1shing 
activi.tJe11o againat the NRC, The lnve$tigalion identified several suspects located in 
dfflerertt fontign countries who may be parttcipants in a scheme to rraudvktn11y obtain 
network logon credential11o from a variety of s.ouroes, includ•ng the U.S. Government. to 
send SPAM e-maii rrH!tSS&ges. Investigative leads sent to theMt other eountrie& resulted 
in no law enforcement action being taken against lhe t~rgots. As a result, the OJG was 
unable to identify domesti~ targela who may be involved in the opera1ion. 

Bast& for Findings 

ln June 2011, the OfG Cyber Crime Unit (CCU} was contacted by CSO re9atdino an 
anemp1 to harvest netwotk 1ogon eteden1lals from NRG use"rs via a link in en e-mail. 
The link senl the u10ers to a Google Spreadsheets page that requested thev onter their 
computer accoum mformatton to verify their account. At leas& 12 NRC usera were 
identffled as. ha¥ing: cli~ed on the hnk to the Google SprQads.neets page. 
Approximately 215 NRC employees recetved th'5 e-mafl. As a result of thi$ activity, the 
NRC sp~nt numef"ous man·hours identifying, Cleaning, and chanomg NRC unr profiles. 
J!l.$ a re5ult, access to the Google S~$heets was also blooked from the NRC 
networlc: Shortly after this Ume. the NRC received two similar e-mails requ~Hting the 
sama type of tnformahcn u~mg Goog'e Spread sheets_ 

NRC OIG coordinated this irwesUgatlon with •t\e Oepartment 01' Justiee (00.J). Cyt>tJr 
Crimes and Intellectual Property Sechon (CCIPS). ror possible pr0$&cuhon and 
investigative as5istance 

OIG sent a subpoena to Google for information relating to the account !lubscrlber11 
connected to the Goc>gte Spreadsheets identified m •tie e·maihs sent to NRC U&fitr& in 
June 2011. Google repret.entaiives contacted OIG and provided information from 
Google felating t<l two Google accounts associated wittl Google Spread$heet links in 
the e-mails sent 10 the NRC on June 30. 2011, and July, 4, 2011. A review of the 
Google accounts idenlified that one Qf the ac;:-counts wa the &ole purpose of 
sending the spear phishing e-mails and was nd the olher was a 
compromised account of & Google us&r fr (bl 

(b)(7)(E) in 
'---.-...... ~..,.--=~~-,,-._,.,....,,...,,,-,..,,,.,....,,,.,,,..,,.,,,,,..,,,.,,..,,,..,,,.,,..,,.,.,,.,,,...,,....,,,,,,,,,.,....,,"""=T'='~=-=-=--rr.:~r=-~==~ re abon tot e&e accounts an anot er 1•hmg e-mau containing a n to oog 

Spreadsheet th$1 was sent to the NRC ~December 2011. The phiShing e·mali 
requested users to click on a link to update their user accou11t tnrormatlon. This 
included the sub;ect's name. e-maif address. togon tO. and password. 

2 
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In~-=,:~ '.?Q12, Ol~)(lJ(E) 
l<bl<7l( linctucl a &preadsneet lhar contamed 97 enlnes from people-Who ~;t ; he e-man. Of the 97 entries. 55 were idenhtied as beionglng 10 the Ne•ionai 

tmititute-& of Hea"h and 1 to tile Oepartment of Agriculture. OtG noUf'•d •he Department 
of HeaJth and Human Serv~s (HHS) OIG of the potential compromise of their u~eu» 
aa::ovnts. 

In March 2012. t:>OJ CCIPS organized a conference call among several Government 
ageni::ie$ working on •imii.r cases. OIG participated in a conference c:aJI wit.h OlG staff 
from the National Aeronaut'cs and Space Administration (NASA}. HHS, Oe~rtrm!!nt of 
E.ducalion, and Arm Criminal lnvesf atlon Division. The <:onference caft wafi. In 
r ion 1 b F 

In August 2012. $-everal $Ubjects. were identified lhrough an analysis of records obtained 

t!1r~~%::::;:";:ch W§UAOtt lo £h1s io'jr:tlgeO~n. The sub;ects .identified 
f,ved t (b)(7)(C) No &UbJ~ts or co-con$pmUol'S were 
ldentifl ¥. 

NASA OIG contacted thel_,.,(.,.bl_(7_)(C_) ________ ___.~egardtng the identified targec 
located within their juri$diclton. 

NASA OIG a1$0 contacted •h b)(7)(C) 
oper · · 
in th (b)( )( J 
any date as to when these arre$ts would occur. 

ho were in the planning atage1l of an 
hose s.ubjects were localed 
cwever. did nol provide 

NASA OtG al$O prTM information go twp '):get$ located i~(~(7)'.c) ko a 
rePf'esentative of th b)(TJ(CJ n<f was told a cnmmal case had been 
iniliated there. 

Information on °iii~~~iJ.......,...d s transmitted through the Justtce Department Legal 
Attache otf1ce 1n (bl 7)( l 11i target iS t>elleved to have victimized a number of 
individuals base 1 (b) 7) s well as in the United States. 

Between December 2012 411nd January 2013, OlG contacted other members of the joint 
tnvestigatton to detennine If progre>Ss had been ma<ie with fCH"elgn law enforcement in 
working on the actionabt~ targ.ets provided to them as a resutt of this inve$tlgatioo. OIG 
learned that progre$s with the foreign law enfQr~tr1ent authorth•s had stalled and that 
currently no progress has been maae in 9ening them to take a«;:t~on on the target1> 
provided to them. 
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Because the informaOon regarding the foreign indivi<Suals has bean referred To OOJ for 
act100. end no wbjects or c.o~conspirators. were identified tn tf'te Un1ted States, it is 
recommended lhat thUi case be closed to me. 

File Location·e._l(b_J_(7_l(E_J ____________________ _. 

Qi1tributi9n: 
11-46 Magnum 

OIG 

ill an 

, " .. '/ 113 Y I {113 
Offictal Flle Copy 

4 

OtG 
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MEMORANOUM TO: 

FROM'. 

SUBJECT: 

UNITEO STATES 
HU CLE A.R REGULATORY COMMISSION 

W"SHIN<lTON. o.:<:, llOn~oo·• 

Joseph A. McMillan, AssJstant lnspect01' G.ene-ral .:.:!.....::Z.S 
for lrivesttgations 

Off.Ce ol the Inspector General 

Miriam L Cohen ~ ~ 
Ctnef Hum1m capital Otf~ . 

CLOSURE' Of' OFFICE OF THE INSPECTOR GENERAL 
CASE NO. 12·09 

This respoods to your O&<:&mt:ier !), :?013, mfJmor;mdvm to R. W. 9orctiard' 1orwardil'\O thQ 
Rel)Ol't ot !nve~HiQation tor OIG Case No. 12-09 This tepOtt. Whiett wo:s. s4t.nt to management for 
apPropriate ection. pertained ro !tie all.aged misuse of Government time and equi.ptntml by sn 
employee Ui the- omce- of Poblt(; Attairti {QPA). 

To ad<ftess !vngs tn 1..Us repQrt. OPA m11na9emeBt jssuefJ a written reprimand 10 the 
. ~mptoy&lil#o ········· iS.COriduct. Tn~s eciioo was coordinated ...... th 1tns of1iCe and the omce of the 
General Cou 

This comple1es our ac;;tlon on the investigation 'l!fl011 findings and this case $~Jd be CiOS$CI 
Yoor 1•me and arteotiOO to thui man~r >a a,pprec121ted. 

CONTACT: 1 ... (b-)(-7)-(C_) ___ __.I El.RB/OCHCO 



(b)(7)(C) 

en161' t: \fSC ern:v R'fi 1H•cm.li!f "TtaPt t•ffeRMAl'teH . • u l 60 5 
NUCLEAR ~EGUl.ATORV COMMISSION 

W .. ~lt<Gl'ON. OC iGSS!i.000\ 

April 10. 2014 

MEMC~ANOUM l"O Hubert T.. B4!U. ln$peCtor Gener.al 

FROM 

SUBJECT 

Chatrman ~lisor'\ M Macfarlan~ .A ~ .'r ... :YL. 
C1ol!'.ure cf Office of the tn~pector General Case No. 12-09 

Th.anti you ror provtt:11ng me witr. a eopy ot your report in th• $bollet·de5cnt>eo ca5e. wtiictl 
?e-l1B1"9d lo the alleged nii$use of governmef'l1 time and equipment by &n employee in the 
Offioo of Public Affairs COPA). 

I nave reviewed the r~port. including your fin(jings and conci\J$.IOM. Ad<'iltOnl'illlY. I •sttitd •M 
Chief H man ital Off• er l w k with the Office o1· the General C aun&el and m~ ... \6W.-1 ... ruc ... 1( ...... l __ __, 

(b)(7)(C) o review the repor1 and ~ssi~ me in develOping an 
&Pl)(®na rnpon copy o e Off.ce ot the Ch1eof Hu~&n Capital Officer·,. April 4. ~014 
memorandum r•sponding to your report 1$ enclo$i!d 

To addre&& tI:engs in lhilS report. U~el(b)(l)(C) h$ued a written r4'S)rimand to the 
~o::i~O.)'.U tor m i'5<:0nd\Jct. Thi:s action was ocoordinated with my office. the Office of th~ Chief 
Human Cap teer. and the Offi.c& of the Generar Counsei. 

As. th.s invinhgat10" is now cl0$61l. and our acbon in res.ponse 10 you, findings i!!i now complete. 
enclosed please a1$0 find my copy of your repQrt. Which tam •el urning to you tor proper stor~a 
and di&PQsition 

Enclosures· 
A,. stat~ 

OPPICiAC use ONt• - OIG ll•Yl!!!:'HICSATION 1141"ClilMA"l'16Pol 
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M£MORAN0UM TO· 

FROM; 

SUBJECT: 

Chairman Maciarlane 

/~.JLz!v~L-
Hubert T. Self 
Inspector Generai 

MtSUSE OF GOVERNMENT TfME BY AN OFFICE OF PUStiC 
AFFAfRS EMPLOYEE {OfG CASE NO, 12·09) 

Attaefled js, an Of'fk:e of 1he Inspector General (OIG), U.S. Nucfear Regulatory 
COmmisston (NRC). Report or Investigation pertelning to alleged mltius.e ot Govemm•ot 
time a~ment by an Office or Public Affairs employee to I(~) I 
l~)(c) - - 1 Copjes have been provtd«i to the & of the chief 

man OfRCe< and Office- ot the General Counsel to fadUtalfll an NRC 
managemen1 response. A copy haA also be&n provided to the DM£1on of F;:,cllitl&& and 
Security/Office Of Administration. 

This rep0f'1 is furnished for whatever acl!On you deem appropriate. Please notify this 
offlee within 120 days of whai action yov take based on the results of this lnves.1jgation. 
Contact this office tf further assist1;1nce l$ required. 

The dtstrlbutlon or this report sh0uk1 be limited to U'liOSe NRC managBTS requir-00 for 
evaluation of th1$ mat1er. Neitl'\er the R&por1 of tnvestiQ,c:ttion nor ils exhibits may b., 
ptaeed in ADAMS without OIG's wrilteri permi11>sion 

Attachme-nts: Report of lnvest~tion w/ e"Krnbits. 

OM/DFS 

___ ____,FIG 
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MEMORANDUM TO: Chairman Macfarlane 

FROM, Huberl T. Beil 
lnspecto1 General 

SUSJECT: MISUSE OF GOVERNMENT TIME BY AN OFFICE OF PUBLIC 
AFFAlRS EMPl..OYEE {OIG CASE NO. 12-09} 

Attached hl an Office of the lnspeetOf' General (OIG), U.S. Nuclear Regulatory 
Cotnmisskm {NRC), Report of Investigation pertatnlng to aUeged mtsuse o.f Govemmant 
tlme and!gul::;nt by an Office or Public Affairs employee tofbJ(l)(Cl I 
1~(7)(C) J;opies hC1ve been provided to the Off'te't of the Chief 

uman CiP1tat ff!Cer and tc.e of the Gener.at Courn1el to facitltale an NRC 
mana9f;Mllent response. A copy has atso been provided to the O~n of Facilities ancr 
Secuttty!Offlc& of Administration. 

This report i$ fumi.$hed fix whatever action 'YO'J deem appropriate. Please notify this 
otfiai w\\tlln 120 d8Y$ of what action you take based oo ll'le results of this investigabon. 
Contact ttlhi offiC4t tt rurther assistance J$ required. 

The distribution of this report Should be limited to those NRC manager-a required ror 
eva1uation of this matter. Neither 1he Report or lnves.tlgation nor IUil exhibits may be 
placed Jn AOAMS without OIG's written permission. 

Attachments: Report of Investigation w/ exhibits 

OMJOFS 

CONTACT:~"~b):(t~)(C~)=======::l_o_1G~~~~~~~~~~~~~~~~--
Ois1rioutlon: ._l(b-)(-7)-(E_i ________________________ _, 

case Fi1ie 1i~o9 Hlstorii;.et File MAGNUM 

OFFICIAL USE ONLY - OIG INVESTIGATION INFORMATION 
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UNITl!D STATU 

NUC:UIAlll flt80"&.ATOlllY COlll•h5a10N 
W~HIHO'TOH. D.,C:. J!1Nifilff1 

Dect>m~r 18, 2013 

MEMORANDUM TO: Mark A. Satorlus 

FRO~t 

SUBJECT: 

Executive [)jrector for Operations 

~:S;~Ph A .. M<iMij~~ 
Assi&(an1 Inspector General 

for Investigation!. 

UPOATE: MfSUSE OF GOVERNMENT TIME BYAN OFFICE 
OF PUBUC AFFAIRS EMPLOYEE {CASE NO. 12-09} 

Rec~muy, you t&eetved lhO $Ubject repon pertaining to an omce Of Public Mair& (OPA} 
employee. Because OPA reports to the Chaim'lan, wa are reissuing the report directly 
to the Cha$rman. My .!'otatf Wifl \IYOl'k with yovr- staff. if needed. to coordmate rvcrmvat of 
this material. 

CONT ACT;r ... _'<_n_<c_i ____ ... lotG 

..... P0(:-1 .. ncl'SIOl"all"r Q1' TM-C otG. 111.0- fO AlllOt _ _,.. •t-U'S (:0..-nl - _,. lCI .. 1'11 ... 0DUl;llO 
OR~,_, G&ll'.lllW'. ~ ~ ~'V MTM:llUT .,._. .PllKM..OW CW "r'IN! MIKI OJCI.. 
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MEMORANDUM TO· Mark A. Satorius 
E)CacuUve Director for Operations 

FROM: Joseph A' McMiUan 
Assistant Inspector Genet.£11 

for lrwe&Ugetions 

suaJECT. UPDATE~ MISUSE OF GOVERNMENT TIME BYAN OF=FICE 
OF PUBLIC AFFAIRS EMPLOYEE {CASE NO. 12-09) 

Recently. you received 1he subject tQport J)ertatning to en Office of Public Affairs (OPA) 
~mp!oyee. Because OPA reports to the Chairman. we af'1!t reissuing the report dlrecUy 
to the Chairman. MV staff will work with your staff. if need-ed. lo ooordinate retrieval or 
this metenal. 

CONTACT1 ... (b-)(-7)-(C_) ____ __.IOiG 

Pi5~•il?~ni 

File Loci!Jtion: (b)(? ( l 

~-----------------------------' MAONVM 

OIG 

/1.3 /J./ ,.., /Jl tl..r /~13 ;;. /I j/tl 

Offic1al Fife Coc;iy 



UNITI!O STA.TI!$ 
NUCU!AR Rl!GULATORY COMllt8•lON 

WMH!HOTC*. l'H! lttllll'MllllCYf 

MEMORANDUM TO Matt< A. Satonus 

FROM: 

SUBJECT: 

Executive Director for Operntions 

MISUSE OF GOVERNMENT TIME av AN OFFICE OF PUBLIC 
AFFAIRS EMPLOYEE (OIG CASE NO. 12-09} 

Attaohad is an Office of the Inspector General (OIG). U.S. Nuciaar Regulatory 
Commission (NRC). Report of Investigation (ROI) pertaining to alleged misuse Of---­
Ggyemm:nt tJme Md agutoment by an OffiT9 of Public Affairs {OPA} employee tq(b)(7)(C) 

1(5}(7)(C) _ J A copy of the ROf with exhibits is also 
attached or you to provide to the Office of the Chief Human Capital Offh:::ef'. 

This report 1$ furnished fOI' Whateveir action you deem appropriate. P1ease notify this 
office within 120 days of What actton you take based on the re9oll9 of thts invast1gatlon. 
Contact this offiee if further aSSistanCB is required. 

The distribution of this report sh<>uld be fimited to Chose NRC managers required for 
evaluation of thlS matter. Neither the Report of lnves.t~atlon nor tts exhibfts may be 
placed in ADAMS Without OlG ·s written pemiisskm. 

Altaehments: Report of Investigation wf exhibfrs (plus one copy) 

C(;tb))'.7))(c)) looc wl exhibits 
.. •:b_~_T (_c _____ _.IADMIDFS W/ exhibits 

CONTACT:r ... _11_n_(c_1 ____ ... 101G 

T .... ~-.,. t$ >Me "IU)HWT.,.Or - Ml<' If <.O&><IU> 70,UIC!t>HUt M:lll!llllCY IT -ITS C:Olll"IWMrt AIUi HQT TOiie ~D °"' i;nT ... DUTl<O Oii- 1l<ll ... C:lrl,,,_ """""-'Y .,..tl"(n/Y ,..... --~THI! OP,.....l'- THC: -l'liC'l'l:IA OllllOl1-



(b)(7)(C) 

(b)(7)(C) 

o ..... CiAL t:JSI! ONL'f - 01a INV'eSTIOA'T'IOH INP'eftM:A"fteN 

OFFICE OF THE INSPECTOR GENERAL 

Report of Investigation 

M19U9& OF OOVERNJllU!NT TIME BY AN 
OFFICE OF PUBLIC AFFAIRS EMPLOYEE 

(b)(7)(C) 

••m Leader 

~~~=F=iF.:Eii~~~~~::::::;::=n:::::=::::a-~~~-~~//_J> o.i. 

THfS REPORT '9 REl.EA&ASL.E ONLY BY THE U.S. NUCLEAR REGULATORY 
COMMISSfON. OFFICE OF THE INSPECTOR GENERAL. 

THIS REPORT OR tTS EXHIStTS MAY NOT BE PLACED IN ADAMS WITHOUT 
WfitiTTI:N PERMfSSJON OF THE NRC OJG. 

EXEMPT FROM AEt.e'ASE UNOER FAEE.OOM OF INFOr.tMATION A.CT 
E>C.EMPTIOMS (S). (8) OR {7) A.ND PRrYACY ACT EXEMPTIONS (J)(2} OR (k}(1) 

0 ... P'1Cljr¢; tlSf! ONt: f - OICI IN\fl!!STMAflON INPORM:A'fteN 
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STATUTES, REGULATIONS, ANO POl.ICY 

NRC Manageft'Mtnt Oh'~ (MO) 7 .8, •outslde ~mployment .. : 

I. Policv 

It is the policy of lhe U.S. Nuclear Regulatory Commission that NRC employees. receiye 
written approval before engaging in certain outside empklyment, in accordance wtth 
ethics regulation 5 CFR 5801. 103. Employees may engage in outs.Ide amployment not 
covered by thts dire<:tlve Without obtaining NRC approvaf. 

NRC Handbook MD 7 .8(J) ... Qutsrde Emptoymenr: 

a. Reoy!mmen~ . .f9~.1Q!' EmelP....m!§!Jl 

1 . NRC regulahOns ,equife that emptoyees. except $pedal Gov«nm'11nt employees, 
Obtain prior written approval before engaging In outside employment wtth entitlet. 
regulated. by oc ha...tng busfne65 with the CommissiOn. These entiltes are the following. 

{.a} A Commtu.iOn ticensee; 
{b} An applicant for a COmmth:iOn ficen1'e; 
{c} An organi.zatiOn dill'K•ly engaged in adMt~s fn the commen:t..- nuclear f~d; 
(d) A Commission Contractor: 
(e) A CQmmlssion supplier; 
(f7 An applicant ror or hOfder of a Jlcense ts&ued by a State pursuanl to an agreQmenl 
~n me Commrs9k>n and th• SUit.; 

(g) A 1rada 3&.iOCtabQn that ntpr81Mltll8 clktnts cancarning nuclear mutter~~ 
(h) A !Aw ftnn OI' otner orgenlz.atlon that Is pa.rticfpating In an NRC pri::teeed1ng or that 
regularly represer1ts. lt9elf or cilenta before the NRC. 

NRC Man•g.tment Dl~w ~MD) 2.1 .. ••p•r.wonal Uae Qf lnfaf'mation Technology" 

~ 

It is the polk:y of the U.S. Nuclear Regulatory Commission to permH employees ltmited 
use of agency intormatton Cechnofogy for personal needs if the use does not. tnterfere 
with official busineM and Involves minima! or no additional expenge 10 the NAC. 

Handbooll MO 2.7, Section D1 "tnappt"opri ... Peraonal u ..... 

Empk>yees. are isxpected to conduct themselves profe~f!Jonally in Ifie wcl'kptace and to 
refrain tram uSing ttgency infOfmation technohXW fCY activtUes that ate fnapprC>priate. 
Misuse or- inappro?ti•fe pet'$(lnar u$e of agency tnrormation technology 
in.eludes- { 1) 

. ' . 
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Any personal use thal could cause congestion. delay. or disruption of service to any 
agen<;y system or equipment. Examples of possible misuse include: 

... Use of inrorm~tion technology for commercial purpo$6S or in support of ··for-profit• 
activities or in support of other outside employment or business actMty (e.g .• consunlng 
tor pay, sales or administration of business transactions. sale of goods or services) ..• 

. , . Any other activity that interferes with official duties. 

NRC Agency-wide Rules of Behavior tor Authorized Computer Use 

3. Ry.les of 6ehaviQr for N9n-pub!ic \JSer!S 

The followlng rules apply to alt NRC non-public users Of NRC computing resources. 
These rules are based on and are consistent with policy and procedures in NRC MD 
2.7, ·Personal Use of Information Technology,• and MD 12.5, ~NRC Cybw Security 
Program." 

3. 1 sntem Access ant.1 Ui>e 

Preventing unauthorized access to NRC IT systems and information requires the full 
cooperation of all users for effective and successful security. Users musl be aware of 
thelr resPonsibilities for maintaining effective access controls, partJcuJar1y regarding the 
use of identification and authentication lnfomlation and str1Ct adherence with the 
permissions granted to them. The follo'Mng rules of behavior are relevant to NRC 
system eccess and usA. 

Users shall: 

• use Govemment--owned or Govefnment.leased oomputing resot.Kees for 'M:)fi( related 
pufpOses only e)l(cept as allowed by MO 2.3, "Telecommunications·; MO 2. 7; and MD 
12. 5 No other unofficial use is authorized. 

Users shall not; 
... {u]se NRC computing resou~s to oondu¢t or support a personal business. 

"11cJ&. DOCVIMM'f ta T,_ ...,,......,..,. Ctf" .,..._ .-C Clft4, (II L~O lO ANO't ... Alt AG~T ll ,_NO •1• (OWTE .. T• Alta IW:OT TOM~ 
"" oatT...un;u ou'•m lNlt flll2:~ JMJMEY wtlHD&tt nc ...,..SllK>N or n• ~ UKt, 
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SUB.JECT 

I'": I ce al i5Ubffc ...... ,... (OPAi 
U.S. Nuclear R4Jgulatory Commission (NRC) 

ALLEGATION 

(b)(7)(C) 

FtNDCNGS 

(b)(7)(CJ 

(b)(7)(C) 

(b)(7)(C) 

(b)(7)(C) 

OIG found no evidence thatl(b)(7J(CJ IPOmf.Kf artiCJes fo the (b ( l l 
dff'ectly from \he Government computer. OIG e1$0 fo1,.1nd that~(b..,.)(""'7)""(c""i----...-
emalt account reflected a high volume of traffic related to NR aa 
comparatively minof' proportion of tramc retatea in any way to the topic of (b)( l l 

. 3 -
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(b)(7)(C) 

(b)(7)(C) 

(b)(7)(C) 

(b)(7)(C) 

eFFfelAL t:l9E EINL"f' .. OfO IN\.1 E!:il"l8"TION INFORM!M"ION 

BAS!S OF FINOfNGS 

(b)( )( 

(For furthef' deta"s· see Exh•btts. 't. 2. and 3.) 

An OIG nsW,W of the publ~ty avt11il111ble •~htvo forf(b)(l)(CJ ~~UMO$ be~O 
No\olembef' 2011 and May .2013 on thel(~(~(c) lweo sit~ e.fiOWed that thej(UCl 
published SUCh articles between e and m•s per month on average, with a low o'1 
and a high of 13 for any given month du""" that period. 

(For further details.. see E'llChiblt 4.) 

Of'f'tCIAt: t:ISI! ONLY - OIG INV!:STIG1o\TJON INfl'ORMA I ION 

(b)(7)(C) 

(b)(7)(C) 



(b)(7)(C) 

(b)(7)(C) 

(b)(7)(C) 
(b)(7)(C) 

OFFICIAL USE ONLY - OIG INVESTIGATION tNFORMATION 

(b)(?)(C) elated sent emails on the Government account for the period were brief personal 
co unications to other NRC employees who had apparently sollclled l(b)(7)(C) I 
advice abov1(b)(7)(C) I 
(For further details, see Exhibfls 5 and 6.) 

j(5\(t)(c) ITratnlng R•cords 

~~~~~::,~ !1~tJ~~2; com!~:r t~:!~1::,'a-:=; ~':,~~:io~~~.~~·~rR~ ~rn~l!~lfyrn (bJ(?J(CJ 

required computer security training, whose third ~~ifically Includes the Rules 
of Behavi ires the participant to make a s~ifk; acknowledgement of those 
rule$. (bJ(7)(C provided a certificate indicating thaQhad completed $&,.1_~ti-~raif!i"'9 (bJ(7J(C) 
on Aogus 

{For further details. see Exhibit 7.) 

Revt.wo~~(6_)(_7)_(c_) __________________________ __. 

An OIG[bJ(7)(C) Unc:lucOng NRC performance 
appraisals for the years 2009. 2010. and 2011. and several rfonnance based awards 
documented on Standard Form (SF) 50. Indicated tha (b)(7J( ) ad been 
consistently rated overall -outstanding~ for the period inclusive, and hl)d 
consistently received perfonnaoce rating based bonuws in all fiscal V9WS deUng from 
2007 to 2012. and additional unspecified bonuses tn all prior yearn. between 2003 and 
200fl 

(For further detaifs, see Exhibit 8.) 

I ntervtew o~~(6_)(_7)_(c_J ______ __. 

(b)(7)(C) at NRC since F ebrua 

two editors ~ 

old OIG that. in addition to the re901arl(6)(7)(c) I 
im'l"'l'l"'"_.,,......,..,wn~tes a bJog or1(6)(7)(CJ '° social medta ouUets~scribe<:t 

• 5 -

Tltll PO~llT Ill T'* ~y Dt' TMlli NA(: UIGI. I .. lO""l'P TOAlfOT- AGINC'P'll' -11'!1 C:OlltTUl'1l ~NOT l(> ~ l<ll--&P 
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(b)(7)(C) 

(b)(7)(C) 

(b)(7)(C) 

(b)(7)(C) 

(b)(7)(C) 

(b)(7)(C) 

(b)(7)(C) 

(b)(7J(C) 

(b)(7)(C) 

(b)(7)(Cj 

OFFICIAL USE ONL'f' - OtG IM"VeSTtGATION fNF8fltMA'ftSf'4 
(b)(7)(C) 

(b)(7)(C) 

(b)(7)(C) 

(b)(7)(CJ 

(b)(7)(C) 

(b)(7)(C) 
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(b)(T)(C) 

(b)(7)(C) 
(bj(7)(C) 

OFF161AL YSE ONLY OIG IN\'ESTIGATION INF9Rl1ATION 

lf"terview ofj(b)(7)(6) 

(f:orfurtner details, see Exhibit 9 ) 

- 7 -
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MEMORANDUM TO: Mark A. Satorius 
Executive Director for Operations 

FROM: Joseph A. McMiHan 
Assistant lo&pector Genetef 

for Investigations 

SUBJECT: MISUSE OF GOVERNMENT TIME BY AN OFFICE OF PUBLIC 
AFFAIRS f:MPLOYEE (OIG CASE NO. 12-09) 

Attached is an Offlce of tho Inspector General (OIG), U.S. Nuclear Regulatory 
Comrnisston (NRC), Repcrt of Investigation (ROJ) pertaining to aUeged misuse of 
Govemmen1 time and equipment by an Offioe of Publk: Affairs COPA> empfo~e to write 
a colUmn about wine for a local newspaper. A copy of the ROI wtth exhibits is atso 
attached for you to provide to the Otfir::e of the Chief Human Capilat Officer. 

This report is furnished for whatever action )'Ql,J deem appropriate. Piease l"IOtlfy this 
otfk:e wtthtn 120 days of what action YoO take based on the resutts of this investigation. 
C01"1tact this office if further assistance is required. 

The distribution of this repart should be limited to those NRC managers required for 
eva\uation of this matter. Neither the Report of ln11estlgetion oor its e)(hibits may be 
placed in ADAMS IMthout OIG's written permission. 

Attachmenw: Report of tnvestigaoon w/ exhibits (plus one copy) 

cc:~bJ(!)(c) !oGC wl exhibits 
tb)(7RE) ~DMIOFS wt exhibits 

CO ... N_T_A_C_T_: ""il._(;:;b-);;(t~)(-c"_i=_=_=_'-_-_-_-_-_.,f IG 

Distribution; ._l(b-J(_l)_(E_l ______ __, 

Case Fite 12~09 HiStorteal File MAGNUM 

(b)(7)(C) 

111/1;- /13 

Official Record Copy 
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EXHIBITS 

1. Memorandum to File, Computer Fol'l'3nslc RePQrt, dated February 7, 2013 (with 
Attachments). 

2. Memorandum to Fite, Revtew o~(b)(7J(CJ ~ntemet Use, dated January 9, 
2012. -----

3. Memorandum to File. Additional Review of Log Logic Search. dated November 
20. 2013, wtth attachments. 

4. MemOt"andurn to FUe. Review ot ... l(b-J(-7J_(c_i ______ rrchive, dated November 
20, 2013, With attachmen!. 

5. Transcript, Interview o~(b)(7J(CJ ~ated April 30, 2013. 
'----;:;;::;;;,....._....., 

6. Memorandum to File. Review ofl(b)(?)(C) t::mall. dated January 20. 2013. 

7. Training Certtfrcatel(b)(?)(C) INRC Computer Se<:urity Awareness Training, 
dated August 14, 201'.!:'L 

8. Memorandum to File, Review ofQ(b)(l)(C) I dated May 
31, 2013. 

9. TranacriJ)t, lnterv1ew orl(lJ(CJ pated May 8, 2013 

- 8 -
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OFFICE OF H~ 
lhl$Pll!ICTQA Gflhll!:I'O!,O.L 

UNITED STATES 

NUCLEAR REGULATORY COMMISSION 
~.0.SM\NCTON. PC. 20U$-OOl)1 

May 15, 20J .1 

Concur: Case Close~~·--.---.. ~--.~---:­
MEMORANDUM TO: Joseph A. McMillan 

THRU. 

FROM 

SUBJECT: 

AllegatiQn 

Assi$tant Jm.pe<:tor General 
for Investigations 

MISUSE OF GOVERNMENT COMPUTER BY OFFICE OF 
ADMINISTRATION EMPLOYEE (OIG CASE NO. 12-24) 

This Office of the Inspector General (OIG). U S. Nuclear Regulatory Commission 
\NRC}. investigation was iniUated t;>ased on a proactive proj"ct to identify instances of 
computer misu h m t r n 01 i ntifi n NRC computer 
as$19oed to the (b (7)(CJ Pen•onne1 Security 
Branch (PSB}, 1v1ston o ac1 1es an ecu • ice o ministration (ADM). 
which was used to obtain i.exually explieit Of sexually oliented images using Google 
searches 

Finding<s. 

OIG found the user accoun~(b)(l)(c) ~eloflging tol(b~7)(~ I 
ADM, NRC, acc.essed various pornographtc; imag sy utiUzing various search term& on 
Google Images. OIG aiso found that an unauthfi~ :i:tion (Google Chro 
installed on th.e NRC computer O_IG notes_thatY')(() pas terrrnnat~ b (b)(7)(C) 
company for time and attendance issues pr1or to oo p e ion of this 1nvest1gahon an 
no longer wof't(s for NRC; Cherefo~. this report is issued as a close-to-file memorandum. 

Ttt>5 00<;<.ilffH "" ..... Plllori;: .. TI' OP,,.,"""' Dlli "'l.QAlilfD ra ·~·~··ca IT •Ill> ITS Cl.l~TS ·~HOT TO H ltE,.ROO<ICED 
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Basis of Finding& 

ij~ ~,abruStN 7 2012 a Mrson usIDc the U$9r aocount~n NRC Ass.et Tag 
I( n _aCCe$~ lhe WebimP"' . . 
www.mobypicture.oomlgrouplpu$tSY via a link from Gooogle lmageiJ. Th•B page d1spf<!tys. 
numerous pictures of female genitalia in porno~raphic fashiOn. A check. of the user 
account revealed U'le account belonged 1Qj(b)(7)n I 
Thf5 user iilso entered lhe keywords "wet pu1?sy" and "cojiendo rico" (which translates to 
"Rieh Fucking") within Google Images to view other pornographic Images. to include 
images of sexual acts as well as nudity. 

The OIG Cyber Crime Unit's (CCU) analystS identified that the)(=~lrofile u$er 111ewed 
more than 300 images that were either PQfnographlc tn nature, ty onentfKI. or 
related to sexually related keywords s.earched through Google of variou$ photo hosting 
Web si1es. The images include clo~·UP$ of genitalia and personft engaging in $exual 
activities. All of 1he images identified appear in several folders localed under the 
Google Chrome Internet Btow5er (Chrome) apphcat1on folder. 

CCU notified the NRC Coger Se<;;url~ Off'tee (CSO) of the Google Ct'lrome 
application Installed onl(b)( l k;omput(!!J. CCU also intonned cso of NRC 
users' ability to install t:hele Chrome appJieatiOn without the approvat of NRC's 
Office ot lntormaHon SeNiees., 

Becausefblit\(c) ~s no longer employed as al(~X~)(c) br, the NRC and no 
addition.al personnel actton can be teken ugainst"'f b""J("'')""1(c"'Y_. __ "'""411t is recomm&nded that 
th1$ ~se be closed 10 the f"de$ ot this office. - -
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Basia of FindingG 

on Febr 7 2012 a rson usin the user account~n NRC Asset Tag 
(b)(7)(Cl accessed the Web"page'° 
www.mo yp1cture com grou pussy via a link from Google Images. This page displays 
numerous. pictures. of female genitalia in pqrnWcraphk; fashion. A check of ~he user 
account revealed the account belonged tol(b)( )(C) I 
This user also entered the keywords '"wet pusav" and ~cojiendo rico" (which translates to 
"Rich Fucking") wi\hin Google lmeges to view other pornographic images. to include 
images of IU!!xual acts as well as nudity 

The OIG Cyber Crime Unit's (CCU) analysis identified that thel(b)(i)(C) brofile user viewed 
more than 300 images that INete either pornographic in nature, 5111xually oriented. or 
related to sexually related f<eywords. searched tnrough Google of various photo h0$ting 
Web sites The images include ctose~ups of genitalia and persons engaging in sexuat 
activities. All of the images identified appear 1n several folder$ located under the 
Google Chrome Internet Browser (Chrome) application folder. 

CCU notified the NRC Computer Security Office (CSO) of the Google Chrome 
.;1pplicatlon mstalted onl(bJ(!J1C) t:omputer CCU also Informed CSO of NRC 
users' ability to install the Google Chrome application without the apProval or NRC's 
Offiee of Information Services 

Becau~(b)(l)(Cl Ls no longer employed as~a""<b .... 1.,.l_< --~the NRC and no 
additional personnel action can be taken against (b)( (C it i!> recommended that 

~~~~n(slosed to!:fifes of th§ otftee. 
C«Jre No ~Ii( R'i~ ~ -m 

OIG 

HBM1t/,/T5 
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February 20, 2013 

MEMORANOUM TO: Concur; Cue c~;::;a~~2-7-~:: ::: ::::::::::' ·~=-,...··- . 

TiiRU: 

FROM: 

SUBJECT: 

Allegalk>n 

Joseph A. McMiiian 
Aaaitdant lnapeak'H" General 

for lrwetJligationa 

MISUSE OF GO'VERNMENT EOUlPMENT ANO RESOURCES 
BY AN OFFIC ~ OF ADMINISTRATION EMPLOYEE (OtG CASe. 
NO. 12....C9) 

The Olliee tif the I~ o.n.r .. (OIG), U.S. Nuclear Regui.tory ComndukN'I (NRC). 
Initiated tht& inwletigalion bU4ld an·~ •19gation "'109i....C via • ~ Hottine 

- t equipment am rMOurcea bvf!bti( i I 
(b)(7J(CJ d Aclmin~ (AOM), NAC. Spectt"SC.-y. U. 

a repo (b)(7)(C) WO~ and maifin9 
plllCbges t ( regarding medical 
if'Msurance 

Finding& 

OtG did not ~llntt.t. .ny- vloi.tlon of poiiQy A191rding tn. uff al~ 
~ «OQujpm9nl, 

_ _.. ___ ft' __ ._.. ·~---·T-na.QQOntlMIS----·- --
f)Ol-·--------•l•ll'HC...Of'--Gf'~--·--
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BMt. for Findinp 

(b)(?)(C) 
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(b)(7)(C) 

(b)(7)(C) 

(b)(7)(C) · 

(b)(7)(C) 

(b)(l)(C) 

(b)(7)(C) 

(b)(7)(C) 
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..... '°" Flndift .. 

l~~~):::==-~klenAd~_[ re ~ _ ..m• a no pen;ona ...,.,.-. 

M•il Room Servlcoe •bdf 1okt OIG thal a pac:kage Hnt from the NRC Mail Room would 
NIW to hav. • tracking t\Umber in order to verify mdng. Also nlGOrda ..,.. not kept for 
• pr~ period. Mall Serwicn staff alSO nct.ed 1hat only Fed<x anct UPS package 
receipts were kept on fi ... Em~.,..·~ to rt'Mlil ~··long aa 
postage is paid by the aendar. OfG wn unable to detemTine if~in fad, ever 
malled • ~ge fi'om the NRC facility. 

Qlstributioo: 
Fi1e Location: 
Hi9torical tlf OIG Cfi6 Fiii HO. 12=49 

OIGIAK31 

-z. I 113 

_ __,.,_,.=•••-.,,.-· •..-w-.......,...n-mt--r•--'l'CI•~ O.M•......,.,.. ____ ...__,,_,._, _ _.._ ___ ,,__... __ 
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OJ'FICIE OF 'l'HE; 
l"SPEG:YOA Gl!Ml!:RAi. 

UfflTE.D STAT£& 
NUCUEAft REGULA T01itY COMMfS&ION 

W.AS..,wi;YOlll. DC 20S5o!i·OGO• 

Concur: C~ C~~""·::;:;;;..?.;_7 ______ _ 
MEMORANDUM TO FtLE. Joseph A McMillan 

THRU: 

FROM: 

SUBJECT· 

Alte9ation 

As$tst.Bnt lnapector General 
fof lnve$tigatlons 

l(b)(7)(C) 

rb)(l)(C) 

CONCERNS REGARDING THE NRC'S -oPEN DOOR'" 
POLICY AND DIFFERING PROFESStONAl OPINION 
PROCESS {OIG CASE NO. 12.-052) 

The Offtee of the lrtspector General {OIG). U.S. N1,1ctear RegUlatoty Commission (NRC). 
initiated this in11e111igation ba.ed on an anonymou$ ..Slegation submitted to the OIG 
Hotline. According to the alleger, NRC's Open and Collaborative Work Envtronment 
(OCWE) and Differing PrcfeasiOnel OpiniOn (DPO) process sound fair, -but when thft 
rubber meets the road. the programs f~U apart .... • As examples, tha alleger wrote thal 
(1) OCWE does not mean management has to li61en, but Just pfovtdes a mechant$m for 
subordinates 10 say something, (2) 1he aNeger has been retaliated against for raisLng 
concerns. (3J peop'e do no' raise conoemsdve 1'Q ~r of retribution. and (4) th• OPO 
"program ownerH told lhe .slteger l!ie program h" ··~11y fatal n~ thi•t rendered Che 
system u11ele$S. ~ The atleger dfd not Pf(Mde any specific examples to &up-port lheae 
allegatl<>ns due to concern that specifics would tdentify tne alleger's i<tenOty. 

1tt1$ ~t..Me.,.,. 1$ 1Hlf!" ~·"h· OI" 'IMlt 'fllllC c.a. HI 1.~0YC Aa.o'l'"Mll• 11111.CM-..C..,.1« .MCO:tft ~· a•e Nt).1' '0 .... AC:~l.O 
00! OISYfl!~ OtnMX "tM lllERl'lllMI AOlllllC¥ WIHOUT rtfl' .-C:.Oll,;. 
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findings 

OIG found NRC staff have diffet'ing perceptions of the effectiveness of the DPO 
program and whether use of the program leads to retaliahon; however. interviewees did 
not identify any specific examples that demonstrated retaliation against OPO program 
users. OIG found the DPO program manager is aware of staff's negative perceptions 
and seel<s to improve the program and employee perceptions of the pro9ram . . 
Basis of Flnd1n9t' 

OCWE is an agency objective that is explained in Management Directive (MD) 10. 161, 
Civil Rights Program and Affirmative Employmant and Diversity Management Program. 
One of it-s objective$ ts to promote NRC's organizational values of integrity, service. 
openness, commitment, cooperation, excellence, and respect, and expectatiom> for an 
open, collaborative wo* environment. as the guiding forces in reaching affirmative 
employment and diversity management goals and promoting a disc:rimination~free work 
environment. Furthermore. the Office of Enforcemenf!& (OE) intemal Web site defines 
OCWE as a work environment that encourages all employees and contractors to 
promptly raise concerns and differing views without rear of reprisal. 

The OPO program is described and explained in MD 10_159. Thtt NRC's Diffen'ng 
Profe$&ionaf Opinions Program. This program has three objectives {1) to foster informal 
<tiecusstons with peers and superviso1111 on issues involving professional judgments that 
may differ from a currently held view or practice. (2) to establish a formal process for 
e.xpnnsing OPOs concerning issues directly related to lhe mission of NRC, and (3) to 
emr.ure the fun consideration and prompt disposition of OPOs. by atfordmg an 
mdependent. impartial review by lmQWledgeable personnel 

OE's internal Web site describes the DPO program as a fonnal process that allows all 
employees and contractors to have their differing views on es•abbshed, mission-related 
i$sue$ considered by the highe=Jt level managers in their organizations. i.e .. office 
directors and regional administrators. The process al$o provides managers with an 
independent, thre~·per;son review of the issue (one person chosen by the employee). 
After a decision is issued to an employee, he Of she may appeal the decision to lhe 
Executive Director for Operahons (EDO) {or lhe Chairman for those offices reporting to 
the CommiS$ton» 

A listing and summary of all 21 OPOs that have been received, processed. and 
completed since lhe DPO Program was revised in May 2004 is posted on the internal 
DPO Web site (httQ://www.internaLnrc.gov!QEldROk;IQ§§d-dpg-cases.html). The Web 
site reflected the agency has. closed nine cases that were submitted ;n 2005, six 
submitted in 2006, two submitted tn 2008, one submitted in 2009, one submitted in 
2010, and two submitted in 2011 OIG reviewed the summaries for the lhree most 

fH\'5 Qo(;u1111£.Ni (t. 'tHli. PR0 .... 11"' o• TH:& NA~ OMi ..,. t.tlAJIC.t.O 10 .r..NQl'MEJI M:ZN&Y tT AMO "s CDHTaNT'I. .A.A• NO" TO.., 1111:e..-.o~c11;0 
OltOis'ffmou•lD OUTSIM YH1i1U'Ctmo!Ci A<IUIC1' Wll>tauf t>cE """'OIG 
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recent DPO closures (filed in 2010 and 2011 ). and noted that in all three cases, the 
review panel agreed with at least some of the Issues raised in the OPOs and made 
reco!Tlfllendat1ons intended to address these matters. In addition, the cognizant office 
director agreed with the panel's CQnctusions and recommendat10ns. 

1 ck of s ecific exam les in the anon mous allegation, OIG interviewed l(b)(l)(C) 
b)( l( l as to their perceptions of the program. 

demonstrate issues ra1 y . ·tb)){F Jwere interviewed 
OIG also a$ked (b)( )(CJ or ~Q~ ri~e:: ·~::oles that m•.ght' . 

because rhey would have knowledge of NRC statatd s and felt they were 
being or were retaliated for using the DPO program. 

OIG interviewed four NTEU members and determined that there wa!l a cons.ensus 
among the members that NRC staff felt that if they submitted a DPO, it would be career 
suicide or that they would be retaliated against by management, However, only one 
member (who had filed six OPOs) relayed a personal experience of perceived 
retaliation This individual said lhat after submitting two 0Pos09oc;perlormance 
appraisal was k>wer than the prev1ou~ear and. on anolher occa$ton . as remo~ed 
lrom the project and """"' othe< <Ml uld n~ og-•ion •nlormation 
regarding the alleged retaliation. This n vi<:fual sa s- aware that ma~ment 
has the prerogative to assign dit'fereS:hdt s to staff, bu - ound !t odd. the ould 
be removed from me prl)Ject after f · OPO. None o e NTEU membe s 
interviewed could provide other sper;ffi icamples of relaltabon by management egamst 
a DPO submitttlilr but they agreed that because there •s a perception by NRC staff that 
fding a OPO leads to retaliation, many staff are unwilling 10 use the program_ 

E. stated tha~as 

thoug .. · ····· etieve t many of the retaliation complaints are prObably more or a 

(b)(7)(C) 
········· (b)(l)(C) 

(b)(7)(C) 

· (bJ(1J(C) · 

(b)(7)(C) 

(b)(7)(C) .... ~~j~r~~~il~ ·~~.t mm d~~:'~s a~:re:!:ng~:e~;;~=r u~l~;:~=:d~~~~~~ 

(b)(7)(C) ...... =~~r:~:1u~~~;~~!~t~eita!~!:-!i~ them ':fr~~~ :n0e:=~~f ~~:::~seems 
-·- ___ .... · ·rega he f.,mg of DPOs becau$e mOG ations go to QE"d~········ ~~ ....... (b)(7)(Cl 

(b)(l)(C) 

not provided with that information by OIG. (b)( J( l also $aid tha ······ ... . . . . l ... (IJJ(l)(Cl 

knew who made th3tl·on because ma number of DPO Su ittaf 
receives. In thi$ case (~( xplained tha etumed a OPO submittal to an individual 
because the issue en p~ sed the individual to use the Non~ 

rn9()f"IC::c,Jrt~rn;e. Process to .. a(ldr-e5 mm ncern.flbJpl(C) ~oes not believe that the 
DPO program has fatal flaws. b .eves that tfiere 1s room for improvement and that 
OE is taking 5teps towards that end. 

3 
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~as aware of lhe negative perceptions of the OPO program from employees. 
(Including staff and management) who have used the process., from employees who 
have partietp.-.ted in focus groups on internal safety culture and the Safety Culture 
Climate Survey (SCCS). and from the 2009 SCCS (e g .. only 54 percent thought 11 was 
effecllvf'! J. 

These sources have identified multiple issue!$ that could result in negative perc:eptions, 
lr\~ludiOQJe.ar ... ofretatiatk>n,E.:Jitated that OE is aware of the$Et issue$ and is taking 
actions to address these issue& al$ part of their efforts to rtWise the DPO MO. 

l(=~~~t,~r.~h:i:~6~~~:~=~~~m:!~::. 1;,'!~:c ~~~ ;~':~~~ 
· ·· ysubstantiated maims of retali<lltion, ~~n anecdotal comments from employees. 
_ ... . hinks that several emptoyee:s. who beUeved that they have been retaliated against 

ve made the choice not to purs.ue their retali11tjon c::onc:em, 

1<
6HiJ(C) ls.tated that some of the measures that make the program fair and us.eful 

are hiving an independent panel of NRC employeErS review the issues (one panel 
member $elected by the employee). having the option o1 appealing the decision to the 
EDO. and allowing t~loyee to ask for the discretionary release of the OPO 

.... Nt!.~rds-. F.:.ufthermo ······· tated that ·success" for the DPO process should not be 
limited to a simple ma er o whether or not the OPO panel or the OPO decision maker 
(i.e .. offic;.e director or regional administrator) agrees or disagrees with a OPO 
submitter. Success means havmg a prncess that ensures that employees. can raise 
differing views. have the lseues fah1y evalu.ted, and have the outcome articulated 
openly and honestly. 

~aid that there was imHJfftcient data to draw a specifte; conclusion about the 
~ency wit"' which the OPO Program 1s used. The fact that the program is not 

frequently used could be interpreted a$ a p0$itive, in that employees may be In 
alignment on issue$ or that they are us.ing informal dialog ot the Non~Concurrence 
Process to ad<lress differinv views instead of using the OPO Pl'09ram After natively, the 
lack of use could also be interpreted as a lack of i;onftdence in the process. 

Beeau&e OIG identlfied no specific examplee of retaliation for using the OPO process 
and OE is actively addressing the percepbon i$suet1o with the OPO program, recommend 
that this inves.tigauon be closed to files of this office. 

,._ aocu .. t!wT ...... _ ~1"'1'- ..... - (llO .... ~~ 10 ,.,H>tH•R -v It AHIJlf• CQHTIIHTl!I -· J<QT tO N .. li .. •U)!QOCIO 
Qfl 01Sl'lill9U'l"IO QUllHOI! ~ •ICll"""°° -T ""l'NCIW Tl4 N11<1 OIG, 
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~as aware of the negative percephons of the OPO program from employees 
~ding staff and management) who have used the process. from employees who 

have participated in focus groups on internal safety culture and the Safety Culture 
Climate Survey (SCCS). and from the 2009 SCCS (e.g., only 54 percent thought i1 was 
effective} 

Th .. e. s._ e_ so_ _urces have 1dentif!!lW,..m.uttiple issues that could result in negative perceptions. 
_in~h.~Qing rear.ofreta4atiooL_Jstated thai OE is aware or these issues and is taking 
actions to addreS$ these issues as part of their efforts to revise the OPO MD. 

l(b;~~;MtJ9tul~~~~~~~~t~~~:~!~-~~::e:o~~~;~ :,~~:,~~~;:::~~:::rt 

o.!i.ubstantiated claim.s of retaliation "aadd on anecdotal comments from employees. 
. . thinks that several employees who believed thal they ha'lle been retaliated against 

ave made the choice not to pursue their retaliation concern. 

jrbJ(i)(CJ !stated that gome of the measures tl"lat make the program fair and useful 
are having an independent panel of NRC employees review the issues (one panel 
member selected by the employee). having the option of appealing the decision to the 
EOO. and allowing t~yee to ask for the discretionary re'8-ase of the OPO 
rE1.<;ords . ..F.urthermor ········· tated that "success'' for the DPO process should not be 

·limited to a simple ma r o whether or not the DPO panel or the OPO decision maker 
(i e . office dtrector or regional administrator) aQf~S or disagrees with a OPO 
submitter. Success means having a process that ensures that employees can raise 
differing viewa. have th!PI i&Sues faitiy evaluated. and havEi the outcome articulated 
openly and honegtly. 

f(bWi(Cilaid that there was insufficient <;tata to draw a specific conclusion about the 
~ency with which the OPO Program is used. The fact that the program i:s net 

frequently U$ted could be interpreted as ~ pO$itive, in that employees may be In 
alignme11t on iSsues or that they are using inform•• dialog or 1he Non.Concurrence 
Procein; lo address differing view$ imitead of using the DPO Program. Atternatively. the 
lack ot use could alsc be interpreted as. a lack of confidence in the process. 

Becaus.e OIG identified no specific examples of retallatiQn for using the OPO process 
and OE is actively addressing the perception issues with the DPO program. tecommend 
lhat fhis invesbgation be closed to files of this office. 
Pm1riby!19n· 
File l.Oo:adOt\ 
Ca11e No. 12· 

OIG OtG 

HBeN/~ 
- /JJ I I ~ 
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OFFIU Of" 't"I! 
fNBP5CTOA GEH!FtA'-

MEMORANDUM TO: 

THRU: 

FROM. 

rb)(ij(CI 

SUBJECT· 

Aflegallon: 

t'chruary 19, 20l.3 ··----·--· - ·-~···--··""'·~·-···:. 

~-;::::I 
Concur: Case CloMd &; ==::::-..:..._. ·· ····· - . .:.::'.:::> 
Joseph A. McMillan ·-
Assistant !n:spector General 

MrSHANDLING OF NRC REGtON II ALL£GAT10N 
Rll·2010..A·0258 (OIG CASE NO; 12·54) 

This offtce of ltle lnspeetof Genefal (OIG). U ... ~,w~i!!!!..o;!all!!ill!i12!~ Commission (NRC). 
1nvest19atlon was based on an al~Oon from b)( )(C) feVtously emiHoyed 
~t Plant Hatch (Hatch), that NRC Reg9on II aflega · u not property 
im1e$hgated and that the NRC inspedors involved in review1 neem• wete 
ordered to conduct their investi9<1tiQn in a manner that would iiult in findings 
against the licensee. 

Finding: 

OtG found that NRC addressed both moues the alleger raised in altegatiOnfbJ(f)(E) 
(b)(7)(E) NRC did not substantiate the first iasue pertatnlng to retrievabllity of ... too__,J ... r_oom ___ _. 
ca 1 ation data. NRC did •ubs.tantiate the second complaint of a cnlfled worl< 
env+ranment as a res.ult or employees identifying probtems with the licensee. 

Basis. for Findjngs: 

ara reatned •h·~~)(l)(CJ tafaed two c:oncems '" alfe9!iltlont~[5j 1 The 
first pertained to I e meihOd !fl wtiicf'I Haitc:hl(bJ(i)(C) fmd8 ~o anput~!.IPP~Y 

Of'fS1CIAL USE 6HLV w 618 IN"l'E8'fl~'"R8N INF8RMATl8N 
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OIG reviewed NRC aflegatkln management Sy$tem records forfbl(JJ(E) land 
learned that NRC tesponded •o both 8'1egations. With regard ~5)(7)(c) !fir$t 
allegation. NRC Inspectors randomly setect listings and retrieve the data. 
NRC ins.pectors agreed wtt b)( l( l ha1 the way in which the tools were identified 
was arbitrary and could Jea o con ust0n; however. :::auw th~ were still able to 
retrieve the data. they did not substantiate this part otE(ll(C) _Jcomplaint NRC 
inspectors reviewed the Potential for a chilling et'fec::t et the site as welt as safety 
conscious. work environment {SCWE) issun. NRC Inspector& substantiated that a 
potential chillif"lg effect may have occurred. lnapectora did nol identify any SCWE 
issues but staied they would continue to monitor the lfcenMe. 

OtG intervtewedl(b)(7)(CJ Hatch e · ian.r::ls.atdthe.re-.. was .... ahlgtL ...... (bJ(l)(Cl 

intimidation factoifrom upper RatCh m~nagement ~plaint to NJiC ai~· ng · "(l5t(7)(C) 

u regarding the intimidation, and the NRC ad<tre . p~nt;bQW!!t.V~jbJ(7)(Cr : I rTbl(l)(C) 
did not notice a change in the work environmen . notbelie"ethcu~.urr~ot N~~ ··· tb)(7)(.CJ 
resident in$peetOf$ socialized with ffcen$ee emp eefl or management and uw no ............ . 
aK105 pf cqllusion between plant management and NRC tnspeclors. According to 

l(b)(7J(C) jhere is still a chilfed work environment at Hatch. but the NRC wa'lii not the 
cause of the ptsnfa problem$. 

J.Diii~~~5U;:.:,:-~~~~=~.c::.1=u.i.ili<....:~>q·t.e inspection intoj!5)(7)(c) I 
Plent Hatch, Region IT, NRC, as 

~~~.;.:...-----------~o:?IV~i$IO=n~Of Reactor Pro,,ects, Project 
con Jr bl ( was able to retrieve tool 

·rit~~.;;;.;;;--..;.;;;.;_: (bJ(7)( l co urned that ~-r~was never 
pressure from plant managemen no ave a mding regardingf ){7)() ~!legation. 

Because OIG did not substantiate that the NRC did not properly review ~J(lJ(Cl 
concerns, it is recommended this case be etosed lo uie files of this offic~-------

2 
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was nQJ@icinhowmanagem~nt-oroer~o number the data. which made 1t difficult 
to retrieve the information from the system'lQW!(C) !also alleged that raising 
~~mas.uenasrlcomplaint about the data system led to a chilled work 
environment at Hatcfi"'. 

OIG reviewed NRC allegafion management system records for (b)(7)( l nd 
learned that NRC responded to both allegations. With regard to ( ( ) irst 
allegation. NRC inspectors randomly setect listings a retr eve the data. 
NRC inspectors agreed wit (b)(7)(C) at rhe way in which the toots were identmed 
was arbitrary and could le o con u$1on: however. were $till able to 
retrieve the data. tney did not subS\antiate this part of (b)(7)( omplalnt. NRC 
in'Spectors revtewed the potential for a chilling effect a stte as well as safety 
conscious work environment (SCWE) issues. NRC inspectors substantiated that a 
potential chilling effect may have occurred. tnspeetofs diCI not identify any SCWE 
issues but stated they would continue 1o monitor the licensee. 

OIG lnterviewedl(b)(TJ(C) ~atch~· ian[::Jsaidthere.was.ab!gh (b)(7)(C) 
intimidation factor from upper Hatch management ·· ···· entaeomplainUoN i (r>J(7)(C) 

If regarding the intimidation, and the NRC addres. ······· omplaint;.h.ow·ev· .... ~.r .• (.b).( .. 7J( .. c ... l. ···· (b)(T)(Cl 
did nor notice a change in tl'\e work environment - id not believe .... the .C\Jif'f;~ .... n=:_.t-nll'!?'i:----'·· (b)(7)\C) 

resident inspectors socialized with licensee emp oyees or management and saw no . 
sjgos of c~llUl!lion between plant management and NRC inspectors. Accordtng to 

fbl(7)(CJ there is still a chilled work environment at Hatch. but the NRC was not the 
cause of e plant's prob1ems. 

OIG inte~jewtd the jmnector who rood11Qt;thft oos;te inspection intd(.b)(l)(C) I 
concern~(b)(T)(C) __ Plant Hatch, Region fl, NRC. as 
well asfbl( J(C) actor Projects. Project 
Branch 2, Region II. NBC Bgth capfir b ( ( l a able to retrieve tool 
calibration data. Bothl(b)(i)(Cf ]tn (b) )( con rmed that Share was DAiier 
pressure from plant management to no ave a 1nding regardind(b)(TJ(C) ~!legation. 

Because OIG diCI not sub$tantiate that the NRC did not properly re¥11twl(b)(7)(CJ 
concerns, rl is recommended this ease be ciosed to the files of this onice-.-----

Qistribytion 
Document location: l(b)(7)(E) 
MAGIUM Case "'r'"'11-e-:""1 .. 2""-·54 ...... -----.A ... 1'""s ... to-r-1ca-.. I •F'""1le------------

Official File Copy 
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OF Fief:: Qt' TH£ 
INSPl:CTOR OENERAL 

MEMORANDUM TO: 

(b)(7)(C) 

THRU. 

UNITED STATES 

NUCLEAR REGUl.ATORY COfWIMIS~HON 
W"5HINGTDN. O.C. 2CIH!HM101 

Febn1<H')< 20, 20l J 

Concur: CaseClo~~~ 
Jo6eph A. McMillan ._.__ 
A.sai'&tant Inspector General 

for ln11es.tigations 

(b)(7)(C) 

FROM: 

SUBJECT: 

AUegatlon 

REGION IV MISHANDLING OF CONCERNS REGARDING 
SAN ONOFRE NUCLEAR GENERATING STATION {OIG 
CASE NO. 012-55) 

The Office of the Inspector General (OIG), U.S. Nuclear Regul@tO!V Commission, 
conducted ttli'5o investigation in re5pon$e to ~n atlegation from HbJ(7)(C) la 

~~C:r 0~7:~::!:a~:0~:n ~no~re Nucl~~e~~~~:~~~~~!>c~~~.~:~I~;t 
SONGS. According t (b)(7)(C) licen$E!e rn~r provided inaccurate and ······ 
incomplete s.t.atements investigation and 01 took the testimony- at face 
value without reviewing any evidence to show that the manager lied to Ot. 

Findings 

OIG did not substantiatEl(b)(TJ(CJ lallegation that 01 mishaocU~tKCimmstloo. 
claim. OIG round that fellowing Oi"s first investigation into the mauer:"'wrn'cti did not 

.....li~!.UilllWllL!l e di&c:nmination claim. and in re.ponse to a second aJlegation from 
(b)(7)(C) oncerning the matter. OJ 1.mc:lertooti: a second re'lliew of the matt&r, 01 G 

oun a s second review speciflc.aly examined Whether the licen$ee manager had 
pfov!ded inaccurate Information during the fir$l 01 ioVestigaOon and that Ot took the 
additional measure of having a third party within 01 review the testimony of the SONGS 
manager to assess if there was any willful intent to provide 01 investigators with 

.... ~ C>Ocu•IN" 1a T.- -1'fY OI' TMf - C)IG, <# LO<UdD JOMGf- -liNCT rT ._.,.. OOOfniNQ ...... """T "f<>""' ......... 000..CSD 
QA Qd....._.'TCO OU~ TM5. -CllM.._ .11Qa..C"I WllntOUT 1'Nf. ...:3 OIO. 
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(b)(7)(C) 

(b)(7)(C) 
(b)(7)(C) · 

(b)(7)(C) 
(b)(7)(C) ·•· -
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Basis of Findings 

l(b~)(c) I former electrical engineer at SONGS, filed an allegation with 
egion Iv 1n 2006 concerning electrical issues regarding breakers. cable ampacity, 

swervisors rubber stamping _eleetrical calcu~ion&. an.d a claim of di.scrim~n for 
raising these concerns. Region IV found the licensee m mtnor violatt0n otL_:Prst ... 
concern. Becauw a prima facie case was established on the claim of discnmmat1on, 
01. Region IV, conducted an investigation but did not $Ubstantlate that employment 
discrimination occurred. 

01 opened ~r investigation concemingf5)(7)(c) ~n 2009 afted(b)(l)(C) I 
~aimedqtha ········· supervisor fl.ad provided inac:curate and incomplete statements to oi 
mvestigators unng their initial dif>Crimmation investigation in 2007. · · was 
also not substantiated by 01. According to Oi's inve~ti:atve report (b)( l( l as 
unable to present clear and convincing evfdence tha - supetvU>or .. Jl'l ~n 19naUy 
provided false statements. OIG's review of the relevan 1nterv1ew transcript in 01'$ 
second lnvestlgatjgn jodtcated that the 01 investigator covered the issues of concern as 
presented by~b)(7)(C) I 
In March 2011, after receiving additionaf emails.,;f.:,:r~~( .. bJ-l(_l ___ --== 
investigators were taking testimony provided b (b)(7)(C) 
conducted a review of the testimonies that were·"..·""p~r~o~v"'1~~~0-~T'u-r"'1ng~~the 2007 and 
2009 investigations and determined that there was no evidence ta suggest that a 
SONGS supervl&or intentionally provided conflicting or inaccurate testimony. 

OIG learned thatl(b)(l)(C) lmed a d~ination complaint with the Oepaf1men1 of 
Labor DOL on July 13, 2007, and on January 16, 2008. DOL ruled against 

(b)(7)(C) 

OIG also learned that the licensee agreed to a setttement withl(b)(i)(c) ho avoid the 
cost a5$ocia~ with further pursuit of the matter. As a result of the settlement. 

l(b)(7)(C) was no longer employed bV SONGS. 

(b)(l)(C) ...... taledthatWherUirst contacted this office a~laimed 11iscomination 
by NRG ad~ bee' aken and had intended to say tha ·· · &$ di$Ct:imina.te(f 
~gai~s~ . ; l.b&J:;au ····· elt that th did not.do an adequa e JOb ~UegaitiooQ!· 

,,_ .... ~J.$.·.·.·.'.~r.·.··.· .. ·· ... IQl'.l .•.. '.'.Aft ' ISCIJ&~o$$Ue With the Office of $mall Business and Civil 
Right$ ~~)(C ~•!.tuidtha .. a-a in error in ctaimmg aiscnm•natlon by 01. 

T,_.I& CXXU".-..rJ ta ll'C ""1fl"SRTY Clfl' '"9 NltC QC.. W \.CiliM•O TQ .MI01' .. " &G•NGY .l'T JlillfllO,TaCOfilr't.DtTa ~ NO'f !O aE. JllE.PAODUCe.D - eo.1"!0•-...._ ~TS- •Ml! A«C<r~ ...;e...,., ...,.._ ,,.. M10e (>IQ. 
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l<b)(lJ(CJ. . m rnlaJ~.. tedthatf=lwis ¥rtaware tha~I had conducted another 
. invntigation int . ··· ···· llegatio~a (bJ( J(C) d provided incomplet~ and 
inaccurate staten'\en s to Ot. 

Because O~ did npt identj evtdence to indicate that 01 did not do an adequate job in 
inve$tig:atin (b)(7)(C) .-llegation, i\ i$ recommended that this case be ctosed to 
the otr•ce mes. 

Qistribytion .,,....,..,,.,.,..,...------------------------... Fiie location._l<b_l<_7l_<E_l ______________________ __. 

Case File No. 12-55 Historical File 

Otffcial File Copv 
J 

Magnum 

THIS l:JOC\IUINT 15 ~ ... ,."°""1'Y 0# n<t! Hiiie QIG_ ,, ~OAlll!D 'TO AllOO'l'ld!A ~Y lT - •n CO.OTINT$ .... , ..OT TO ..... P4oouc:e:o 
OR manm.Ll1W.Or~ THI[ Ma:Erv•G .....,.c;- .wnlolllCKl'I' ntli -t:: tm. 
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l ____________ R_e_rfi_e_""'_p~~~-:...._"!~,'!'i'~fb•)~-~-f-&_.Fi_.o.u•o•w=j~U-rp ____________ _,J 
Case Titkl: MisuS() of Government Caee Humber: 

Computer SV$1em To 
E~ ln Se•uaAly Explicit 
Cl'lal Conve"rsalions 

Program Office: j(b)(7)(C) _=i CtaQlficadon: 

Origination Doclintt: . :; 
Subje<:t's L~tNarne/~:@l(C)-, 
Subje;::t's Fin>! Nam•-.~ · 

PFCRA Reterr•I: 
Rof9"red to Agency 
Actlorr 
Referred ro (Of'rice): 

Cone.ct Pers°"; 
FoUow~up Afi~ To: 

e~Compldon 
r::.mte· 
RevtHd Comf)letlOn 
0.-; 
Acnaal Completion 09\e: 
Cof'l'lllfetlon Status: 

Yes• No 
• Ye$ No 

c 12 057 

fb)(iJ(El 

C~: ROI submitted end f8Sf)Of'IM requested. On AugUSI 15, 2013. EOO 
reqU<WSled an elttert:siQfl to 10/31113, Vlitiich wa111 provid«I. f:Do requ&sllilid 
a.norher extansian 10 12131113. wt.ch wea *Ppn.>ved 

MministretN-e Action 

Pf"CAA: 
Agtlney AcikJfl; 
Comments; 
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Federal Referral Det•; 
Prosecution Status: 

AUSA Offlat: 
Statelt.ocal Refurnsl 
Dale: 

P'r054JC0tion Stalus: 

LE:/Judiciel Ac1ion 

Actions: 

level 
Statt.119{ s )I 
Vi<Jhtion(e): 
Cour1 Action: 
Seotence: 
Comments: 

Amount Reco'lleNtd: 
Recovery Date: 
Comments: 

Potential lCMJ.ses 

Amount: 
Desctiplion: 

Comment: 

Arrest 
Arraig,,._,t 
Charg~ Dropped 
Indictment 
Information 

OFFIOIAl USE e~n .. v 

Date: 

Date: 
Date: 
Date; 
OBte; 

Dote; 
J"ris<t;iC:tiOfl~ 

Type: 
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MEMORANDUM TO: R. WWliwn ~rdt 

FROM: 

SU8JECT: 

E~ Oif"ector tor Operation& 

~.JoHph A. Md.1~;;;: 
Aaamant tnspector General '°" mve.tigetions 

MISUSE OF GOVERNMENT COMPUTER TO ENAGAGE IN 
S£XUAU. Y exf'UCIT CHAT BY AN OFFJCE OF 
ADMJNISTRATION EMPLOYEE (OIG CASE NO. 12·57) 

Attached $ 11111 Oft'ice d the f~r General (OIG). U.S. HudNr RegUleto1Y 
Commiuion (NRC), Report of l~k>n ~to miaUM Of e Go~nt 
compoter to~ in •xu•Uy ~ dlat by an Office of Admtnlsbatiun empklyee. 

Thi& report i& furnished for wtl11111'Yef' action you deem ~. Ptease notH'y this 
otftce wHhin 120 days <:ti~ actiot\ YoLA ._ baeed on the ...,...,. cf ttri• il\~lgMion. 
Com.ct this office if 1'.1!1hef' 8l68istance ta raquirwd. 

The distribution of tt.m fVP(W1 tttouid be limled to llO$e NRC man__. nllqui~ for 
eva4uation of thia mathw. Neither the Report at lnveati,gatk>n nor its exhlbtm may be 
placed in ADAMS without OIG's written penntsaion. 

Attachment Report of •nYHtlgation wl uh4bits 

cc:l(b)(TJ(CJ IADMIDFSIPSS w/o exhlbb 

CONTACT: l(b)(7)(C) I OKi 

-oao. • •--l•<W._-. •~'M-__."°_,.._.,,. __ m•J• e111-
-~ou....~111Clf,.... .......,..~-·· It ··----$111-ilC>_...._ 
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OFFICE OF THE INSPECTOR GENERAL 

Report of Investigation 

MJsuso of Govemment Computer to 
Engage en Sexually Explicit Chat by an 

... 

1

(b.,.,J( .... ?J.,..(C"""J ______ Offl __ c_e_of_A_d_m~intstration Empfoyee 

No. 12..S7 

_rb~)(~7)-(C-)~~-------..--__,.__. 
"'---""'l'"~-"--:,~:-:_~--=:::::--·=·===·~~ y /.,_,~/ ') 

.Joseph A. MeMHlan, Asatstant Inspector G•neral Date 
for lnv"1Jtig•tiorns 

THIS REPORT IS RELEASABLE ONLY BY THE U.S. NUCLEAR REGULATORY 
COMMISSION, OPFlCf! OF THE lNSPECTOR GENERAL. 

THtS REPORT OR ITS EXHtSITS MAY NOT BE PLACED IN ADAMS WITHOUT 
W'U1TEN PERMISSK>N OF THE NRC OfG, 

EXEMPT FROM RELEASE UNDER FREEDOM OF lHFORMATION ACT 
EXEMPTIONS (5). (6) OR (7) AHO PRIVACY ACT exE•F>TtONS (0(2} OR (k)(1) 

OFrtOtAL uee 0Nt;¥ e•e •N\o'£0"flOATION tNFORMA"ftON 
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Mi•u.9 of Go¥emment Compu'lltr tD 
Enga99 In Sexually ExpHcU Chat by •n 

Offtoe of Admin~n Empfoy .. 

Ca&e No. '12-57 

April 24, 2013 
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STATUTES. REGULATIONS. AM:> POLICY 

s CFR Part 2S35.101. Basic ObHc .. tion of Public Servtce 

(b) Gtm6rBI Prin<::ipltu, The following general principMls apply to evety employee and 
may form the baala for the standard& ~ in ttn p1Wt. Y'Yhent • aitu;ation Is not 
covered by the standan:ls aet forth In this part, employees shaft appty the principles set 
forth in this section In d«erminlng whe1her thetr oonduct Is proper. 

(5) EmpJoyeea shall put forth hone$t effort in the perfonnanee of the4r duties. 

(9) Empk)yees shaff pn>tect and conserve Federal property and shall not use it 
for ottier than a\Jthorized ectiYtties. 

5 CFR, Sec. 2635.704 • U.. of Government Property 

(a) An employee has a duty to protect tllld cot"l$8tV8 GcMlmmenl property and shall not 
use auch property. or allow Its UM, f« other' lhan a01horized purpo811t$. 

(b) GoY&rnment property indudes any fonn of real or personal property In which the 
Government has an ownership, Seaaehold, or othel' property lntere$t as well as any right 
Of other intangibMa intereat that is put'ChaNld with GoYernment fund•. including the 
sefVioes of contractor ~. nae 10rm jncludes cftic8 .uppfies, ~one and 
other telecommunication& equipment and servicM, the Gowwnlnent ma.la, automated 
data procet1$ing capabilities. printing and reproduction r.r.:mues. G~ rec.ords, 
and Government vehk:te&. 

(c) Authorized PurpoMS a1V those pulJ)OWM for whic::h Government property Is made 
avaitable to members of the public or 1hoee purposes authorized In accordance Wllh law 
or regulation. 

NRC Management Directive and Handbook 12.5, "NRC Automated Information 
Security Program ... Part 2 

2.6.5 UM of the Internet 

NRC staff may use lhe NRC l..AJi4mAH to access the Internet. Thia acceea may be for 
official businen or penonal ~ in accordance wtth the NRC minimum personal 
use po!icy in MO 2.7. When using the lnt.emet, users ahall practice •sate surfing.· 
Specifk::afly' L.i9ers ehalt--

• Avoid ~ing pornographic or other ..,_ 1hat pl'OYide content that la incompatible 
with the NRC 'WCJri( environment. NRC Y8ea softwaN to btock aeons to att .. Chat 
provide conient tttat is inc;ompafibje with the NRC work emrironment or that might 
p~ a wecurity ri6k. 111eMt sities ~ contont res.ting to criminal ale.ilia, gamblin;, 

QtlS~-'lttl~lf,_.l'iW_ •~l0-_....n_IT8'""*1 .. l•NllllNOT'llO•t•I :IO'M ., 
09t_,_.-~'1'41W w•.-...eY~1"1,_lRllll EWIW ... ~OP'*••11c::1~~ 

OFFIOl-ALY8EE 9Nl.:Y GIG IN"Ai8TIGATl9N INF9~TI9N 



OFFletAL USE 9NLY 916 INYESTIGAl=tON INFORM>.TION 

hate gpeech, and pornography or other sexually oriented rnaterillll. TillMe sites are 
blocked on the basis of a cha1actetiZation by~ commercial provider of the bk>cidng 
aottwara. not •n •tialySis C1f the site conMll'lt. Thus, other sites mary provide airnilar 
cont.nt but are not~- It is ~ Ullef'a raaponaibMy to aYOid such shes and to 
immediately terminate access tQ auch •ites that are reached unintentlonaUy. 

NRC Managemttnt DiNCttve 2..1. "Personal Uae oflnfonnatk>n Techoology ... 
Handbook 8ectioft (Dt. .. lnappropriata> ~I Uaee .. : 

Employees ere e>epeded to conduct themMWes profeuionally in the worl(plaoe 
end to ~ from using agency information technok>gy for actMties that are 

• Jrnappropriate. MifW&e or Inappropriate personal UM of agenc:y infonnation 
tedln°'°9Y indudft -

UM of agency information tedlnotogy for actMties that are iJle9aj. inappropriate, 
or corw;Uuod as ju&tiflably offensive to faflO\llt employees or the public. 

Use at infQnnation technology. induding tellisphone or facstmile serwioe. to eteate. 
download, view, &tore, copy. transmit. or receive sexually eJlPlicit or exualy 
oriented materials ... 

OFFIGIAb Y&E 0Nb¥ QtQ INV&a"RGA:w:ION INFORMATION 
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r)(7)(C) 

Division ot Contr-•c::ts (DC) 
Offioe of Administration (ADM) 

SUBJECT 

U.S. Nucleet Regulatofy Commission (NRC) 

AU..EGATION 

The C>ffio9 of the ln&peetor General (OtG), NRC, inttlated this Investigation baaed on a 
proactive effort to jdentify instances Of misuse of NRC compt,lter reeovrces to view 
sexualty exptlcit or sexually oriented materials. During tma proactive effort. O«l 
Identified a computer on the NRC network th.i wn used to c:onne<:t to the Web site 
ASFSingles.net on June 7. 2012. vvtme on this Web sae. the ueer of lhe computer was 
Identified as engaging In sexualty expilc:it conversation• with other members or the Web 
aite. The NRC oomputer was as.signed tol(b)(7)(CJ I 

FINDINGS 

OIG found that based on a review of Internet proxy Jogs for the periods of May 29, 2012 
to J 12~bor 24, 2012 to Odcbet 4. 2012, and OeoembtJr 6 to 17, 
201z (bJ_(?J(_C) - -·· · RC computer to engage in MJCW1lly explicit ctwlt conversations 
on May- - 1. June • e. 7, wind 16, September 24-27. 2012. end December e. 11 
12, 13. and 17. 2012, on the Welo stte ABFSingles.net, 

. ~_(_l_(.)(l ___ ..... 
~ ~~~~L__p_,. .... the Wet> site ABFSingtes.ne1 and had been 

CC>l"riiSJ.)Ondlng · (bJ(7J(CJ .. computer i~rmer that could be 
conatrued • eex an na 7 tT'IOfllha prior · ·· · -'8fView witt\09G on 
~r 18, 2012, and tha · st visited the ABFSin .net Web site fr~ 
Gov&mment computer on DeOimber 17, 2012. 

J 
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(b)(7)(C) 

fk\r 7\f('\ 
,~),. ;, ~ J 

OJ'~ICI 6,L USlii ONL.V QtQ INYEB~En\'RON INFORMATION 

BASIS FOR F1NOtNGS 

Re-view of lnfonMtfon lderttified onl .... (b-l(_7l_(E_l _____ ___... 

=otG C:r Crime Unit (CCU) eonducmd a proactive examination of at... NRC 
j(b)(7i(E( ~ June 20, 2012. for in5tarn::ea of misuse of NRC computer 

Uteif ~ an NRC computer that WM usec:t to connect to the Web site 
ABFSingle&.net on .June 7, 2012. The CCU identified that the e<>mpvte< UMf' engaged 
in 98XuaDy e.irpllcit chat converaations wlltt oaien. on 1h8t Web site at approximately 
8:-42 a.m. and 12•Mp.m :: d" originated from an NRC computer with Internet 
Protoc:ol 11Ktctressl(5)(7J\Cl _ A Domain Name Setver lookup ktentff'led this 
computer's asset tag num asi(b)(F I OIG identified this computer as as~ to 

l(b)(7)(C) I 
Based on a revjew of (b)(?)(E) for the periods of May 29, 2012. to June 19. 
2012, 5epte , 12, and December 6 to 17, 2012. OIG 
identified that (b ( l( RC oompute1' was used to engage in sexually expllcft chat 
convef'&ations :ABFSingJe& • ..- Web site during multiple d~ hours on May 
29-31. 2012: June 4, 8, 7, and 16, 2012; SElp1enlber 24-27, 2012; wld December 6, 11, 
12. 13, arid 17, 2012. 01G noted that tn the May/Juno time-frame. the majority of the 
explicit chat convensations oocum!ld on May 30 from 11:25 a.m. to 4 p.m.; June 4 from 
11:30 a.m.1o 4:11 p.m.; and June 6from 8:38 a.m. to 3:50 p.m. In the Sep1ember 
timeframe, the majofity of uplicit chat~ occumtd on September 24 from 
10:37 a.m. to 4:58 p.m. and on September 25 fJOm 10:44 a.m. to 5:29 p.m. In 
~r. ttlO majority of the d'lat communication occurred on Deeernber 13, 2012, 
from 8:57 a.m. to 6:30 p.m. 

(For further detail& • ..- Exhibb 1, 2. 3, 4. and 5.) 

(For further details, see Exhibit 6.} 

Interview or ... Fb-)(-l)-(C_l ______ _. 
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(For further detalts, ... Elthibit 8.) 
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CoordiN1tion with th•l .... (b-J(-?J_(c_i _______ __. 

OIG eoof'dinated ttlia inveetigation with ~I Aoen4(bJ(?J(CJ 

Offk:e of Special lnvntigattons bu;d orfbl(?j(Gl )nc\k58ti(iii r:na11 JNaa 11;i1(bl(YJ(CJ 
l(b)(7)(C) _J L-J . . I._. -------' 
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exHIB1TS 

1. ~um to Ale, Miauae ot Government Computef to Engage in~ 
Chat Conventationa, dartad July 3, 2012. 

2. Memorandum to Fiie, Re:tvtew of Chat Ccnven;.ations, dated October 19. 2012. 

3. Memorandum to FMe. Mi.use of Government Compi.Mlr to Efl98gO In Expticlt 
Chat Converr.ation•. dated October 19, 2012. 

4_ Memorandum ID Fh, Review of Chat Convet..tionil, d•tod o.o.mbet 4, 2012. 

5. MemofWldum to File. Review ot Chat~. dated January 7, 2013. 

6. M~ k? F_ie. FOffH18ie Preliminary Review of NRC Compuft!tr Auet Tag 
No.~ JIM.-.y8. 2013. 

7. Memotandum of tut~~(bJ(7J(c) jcmted ~ 20. 2012. 

a, Tran.aipC or• (bl( J( l Oecember 1a. 2012. 

7 -----·---- •'--N--IT---.-~--"IQ--llQl)-Clll ~c:IUTlma TIC M .... 41<111G ,._T111fl'fQJfTIIJ 4 MOii na~ C1' --llCtom~ 
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MEMORANDUM TO: R. Wll'*'1 Boreherdt 

FROM: 

SUBJECT: 

ExecutlYe Director for Opera.tions 

Jos.ph A. McMillan IRA/ 
Anl$tant tnepedor General 

for Investigations. 

MISUSE OF GOVERNMENT COMPUTER TO ENAGAGE IN 
SEXUALLY EXPLICIT CHAT SY AN OFFICE OF 
ADMINISTRATION EMPLOYEE (OIG CASe NO. 12-57) 

Attached is an Offtce or lhe inspector General (OIG), U.S. Nudear Regulatory 
C<>mmiaslon (NRC), ~ort of tnvestigatiorl pertaining to misuse of a GoYemment 
computer to engage in sexua~ explicit chat by an Office of Admlnistratlon employee. 

This mpon i& fumi:atied foe whatever action Vo" deem ~- Please notify thia 
otnoe within 120 days of what action you take based on the resutta of this investigation. 
Contact thla office W further aaeistance is ~!Mred. 

The dl:stribution of this report shouJd b4' lnlited to tho&& NRC managers ne1quimd tor 
.valuaHon of this matte<. Netther the Report of lnvee.tigetion nor its exhibits may be 
placed in ADAMS lMthout OtG's wrtttan ~· 

A~cmn.nt: Report or 10Ye$tigeltion w/ exhibrts 

cc:l(b)(?J(Cl IADMIOFSIPSB wtoexhlbb 

CONT ACT: rb)(?)(C) jo1G 

Case Fite 12-57 Historical FRe MAGNUM 



NRC FORM 464 Part I (OIG) 
(03-2014) 

U.S. NUCLEAR REGULATORY COMMISSION FOIAIPA 

REQUESTER 

RESPONSE TO FREEDOM OF 
INFORMATION ACT (FOIA) I PRIVACY 

ACT (PA) REQUEST 

2014-0329 - Revised 

RESPONSE 
TYPE 

DATE 

[{]FINAL 

RESPONSE NUMBER 

2 

PARTIAL 

SEP 2 5 zmt 
PART I. -- INFORMATION RELEASED 

D No additional agency records subject to the request have been located. 

Requested records are available through another public distribution program. See Comments section. 

D IGROUP I Agency records subject to the request that are identified in the specified group are already available for 
public inspection and copying at the NRC Public Document Room. 

I 
Agency records subject to the request that are contained in the specified group are being made available for 
public inspection and copying at the NRC Public Document Room. 

I Agency records subject to the request are enclosed. 
I 

Records subject to the request that contain information originated by or of interest to another Federal agency have been 
referred to that agency (see comments section) for a disclosure determination and direct response to you. 

D We are continuing to process your request. 

D See Comments. 

AMOUNT* 

$ I o 
• See comments 

for details 

PART I.A -- FEES 

You will be billed by NRC for the amount listed. 

You will receive a refund for the amount listed. 

[{] None. Minimum fee threshold not met. 

Fees waived. 

PART l.B -- INFORMATION NOT LOCATED OR WITHHELD FROM DISCLOSURE 

No agency records subject to the request have been located. For your information, Congress excluded three discrete 
categories of law enforcement and national security records from the requirements of the FOIA. See 5 U.S.C. § 552(c) 
(2006 & Supp. IV (2010). This response is limited to those records that are subject to the requirements of the FOIA. This 
is a standard notification that is given to all our requesters and should not be taken as an indication that excluded records 
do, or do not, exist. 

Certain information in the requested records is being withheld from disclosure pursuant to the exemptions described in 
and for the reasons stated in Part II. 

This determination may be appealed within 30 days by writing to the FOIA/PA Officer, U.S. Nuclear Regulatory Commission, 
Washington, DC 20555-0001. Clearly state on the envelope and in the letter that it is a "FOIA/PA Appeal." 

PART l.C COMMENTS (Use attached Comments continuation page if required) 

it came to our attention that we provided you everything you had requested in our interim release number I and the 
final release number 2, except for the following, which are being provided with this revision. 

c 10-012 
c 10-018 
c 11-038 
c 11-042 

< -i • ·- - ••••• l<N I I •• -· ~ 

" ;::y , .i... McMillan:-----... 

NRC FORM 464 Part I (OIG) (03-2014) 



NRC FORM 464 Part II (OIG) 
(03-2014) ,,,... ....... , 

'¥." 
U.S. NUCLEAR REGULATORY COMMISSION FOIA/PA 

RESPONSE TO FREEDOM OF INFORMATION 
ACT (FOIA) I PRIVACY ACT (PA) REQUEST 

2014-0329 

D 
D 

• ll 

~ j ... *.,.. 

DATE 

SEP 
PART II.A -- APPLICABLE EXEMPTIONS 

Records subject to the request that are contained in the specified group are being withheld in their entirety or in part under the 
Exemption No.(s) of the PA and/or the FOIA as indicated below (5 U.S.C. 552a and/or 5 U.S.C. 552(b)). 

Exemption 1: The withheld information is properly classified pursuant to Executive Order 12958. 

Exemption 2: The withheld information relates solely to the internal personnel rules and practices of NRC. 

D DExemption 3: The withheld information is specifically exempted from public disclosure by statute indicated. 

Sections 141-145 of the Atomic Energy Act, which prohibits the disclosure of Restricted Data or Formerly Restricted Data (42 U.S.C. 
2161-2165). 

D 
D 

Section 147 of the Atomic Energy Act, which prohibits the disclosure of Unclassified Safeguards Information (42 U.S.C. 2167). 

41 U.S.C., Section 4702(b). prohibits the disclosure of contractor proposals in the possession and control of an executive agency to any 
person under section 552 of Title 5, U.S.C. (the FOIA), except when incorporated into the contract between the agency and the submitter 
of the proposal. 

0 Exemption 4: The withheld information is a trade secret or commercial or financial information that is being withheld for the reason(s) indicated. 

D 

D 
0 

The information is considered to be confidential business (proprietary) information. 

The information is considered to be proprietary because it concerns a licensee's or applicant's physical protection or material control and 
accounting program for special nuclear material pursuant to 10 CFR 2.390(d)(1). 

D The information was submitted by a foreign source and received in confidence pursuant to 10 CFR 2.390(d)(2). 

D Disclosure will harm an identifiable private or governmental interest. 

Exemption 5: The withheld information consists of interagency or intraagency records that are not available through discovery during litigation. 

D 

D 
D 

Applicable privileges: 

Deliberative process: Disclosure of predecisional information would tend to inhibit the open and frank exchange of ideas essential to the 
deliberative process. Where records are withheld in their entirety, the facts are inextricably intertwined with the predecisional information. 
There also are no reasonably segregable factual portions because the release of the facts would permit an indirect inquiry into the 
predecisional process of the agency. 

Attorney work-product privilege. (Documents prepared by an attorney in contemplation of litigation) 

Attorney-client privilege. (Confidential communications between an attorney and his/her client) 

Exemption 6: The withheld information is exempted from public disclosure because its disclosure would result in a clearly unwarranted 
invasion of personal privacy. 

Exemption 7: The withheld information consists of records compiled for law enforcement purposes and is being withheld for the reason(s) indicated. 

D 
0 
D 

(A) Disclosure could reasonably be expected to interfere with an enforcement proceeding (e.g .. it would reveal the scope, direction, and 
focus of enforcement efforts, and thus could possibly allow recipients to take action to shield potential wrong doing or a violation of NRC 
requirements from investigators). 

(C) Disciosure could constitute an unwarranted invasion of personal privacy. 

(D) The information consists of names of individuals and other information the disclosure of which could reasonably be expected to reveal 
identities of confidential sources. 

[{] (E) Disclosure would reveal techniques and procedures for law enforcement investigations or prosecutions, or guidelines that could 
reasonably be expected to risk circumvention of the law. 

D (F) Disclosure could reasonably be expected to endanger the life or physical safety of an individual. 

D OTHER S eci 

PART 11.B -· DENYING OFFICIALS 
Pursuant to 10 CFR 9.25(g), 9.25(h), and/or 9.65(b) of the U.S. Nuclear Regulatory Commission regulations, it has been determined 
that the information withheld is exempt from production or disclosure, and that its production or disclosure is contrary to the public 
interest. The person responsible for the denial are those officials identified below as denying officials and the FOIA/PA Officer for any 
denials that may be appealed to the Executive Director for Operations (EDO). 

ENYING OFFICIAL TITLE/OFFICE RECORDS DENIED 
APPELLATE OFFICIAL 

Inspector General, OIG 

Appeal must be made in writing within 30 days of receipt of this response. Appeals should be mailed to the FOIA/Privacy Act Officer, 
U.S. Nuclear Regulatory Commission, Washington, DC 20555-0001, for action by the appropriate appellate official(s). You should 
clearly state on the envelope and letter that it is a "FOIA/PA Appeal." 

NRC FORM 464 Part II (OIG) (03-2014) 
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Of'FtCE Of THE. 
INSPECTOR Gl!!HERAL 

MEMORANDUM TO: 

FROM: 

SUB-JECT: 

Recommendation 

UHITED STATE$ 
HUCLeAR R.EGULATORY COMMIM•oN 

wJISHIHGTON. o.e. 211s:ssaoo1 

56ptembet' 25 , 201.3 

Concur: Case Closed ·~~::~'~E:~;;;;;;;;;;;;??;::~­
Joseph. A. McMillan 
Assistant Inspector G~neral, 

tor Investigations 

SPECIAL PROJECT: NRC REGULATORY OVERSIGHT 
(OIG CASE NO. 010...12} 

This project Is being dosed and a new project with the same objectives has been 
reopened in fiscal year 2013. 

Project Conc:luston 

This project was initiated in January 201 O as a mechanism to identify potential 
investigative matters associated with NRC technlcaf and regulatory oversight where 
individual misconduct was not identified as Iii conoem. Over the course of th!s project a 
number or technical issues were evaluated, to inclu~ ahe following Issues: . ; 

• fnaccurate infonnatkm provided to Congres9ionat Representative Pf,lrtaining to a 
l(b)(~:~ate lOtage tank return pipe leak at the lndtan Point Unit 2 l(b)(7)<EJ 

• A .2 petit n submitted by Pilgt'im Watch ~rtainlng to inaccessible cables 
and wiring at the Pilgrim nuclear power plan~ ~E~ I 

• A ~f06 petition oertainrg to a tritium ikiak atermont Yankee power plant 
r)(7 -

Of FICIAL USE ONL'I mr OIS fNYESTIGATIOt .. INFORMATION 
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! 
• Misleading information in lhe Fuku~jma NUr-tmm Tasr Force Report 

pertaining to potasslum iodidef..,.(5l_~_J_< .,,.,i,,._ _______ _._ 
• Veracity of Region t public affairs officer statement pertaininp to release of tritium 

at Oyster Creek Generating Slationl<bl<7)/E) ! 
·ri<~~~ NRC Mi<i~cvcte yssessmen._,...t ,....ie...,tt-e£-p""'"~ e.......,rt-a..,..in""'"'i'""ng--to......,,F""o ..... rt Calhoun 

• . OS petition regarding Gene<af Electric Mark I nuctear power plants and 
plants located on or near an eat1hquake fault linel<bllt)(E) f 

In addition, one investigationfbJl1il:l ~as inltlat~ Into whet~ the NRC Office of 
Federal and State Materials ltnonVlronmental Ptams (FSME} had. in official 
correspondence, miseharacteriZed positions taken y the Cok>rado Department of 
Public Health and the Environment {COPHE). the S. e level nuclear regulawr in the 
Agreement State of ColOrado. The OIG found that V.-hile certain FSME <::0rrespondence 
incorrectly implied that NRC had drawn concluslons;about the adequacy of COPHE's 
compliance with its legal requirements, FSME;. subs~quently provided clarifying 
correspondence to address the concems of CDPHE. 

Finally, during the course of this project a number o' issues were monitored for potentJal 
development of allegations but did not necessarily cross the threshold fOf" an allegation, 
invesligation, or a project. 

1'fllJ l>O<::Ulllll.!JtT l!l TI4I! f'ffOPllRTY °' TOil!! t<Rc DIG. If' LO ..... O TO AM01"Mf.lt ...Ol!NcY •'I' Afff> CTll <:;O"l~NlB ·- '!01" ,0 aE RE .... <>DUCEO 
OROll11U£HJT•O OiUT811>E TIC'E R£CO-~y WITHOUl' 1"16 l'IRMi&$!0N~ '"&.,RC. OIQ, 
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i 
• Mislea~ing information in l~e E~~ima NA~r-1erm Ta,k Force Report 

pertainrng to potassium iodidef:_:~.-- -..-- _ J 
• Veracity of Region f public affairs • · to retease of tritium 

at Oyster Creek Generating Static (bJC7l<EJ 
..... ..,.............,...~ ........ -.--,.-.,.._.....,.__,,,..... ........ • ~;;: N:C Mid=~ assessment letter rtalning to Fort Calhoun r_}_() ___ _ I · 

• .2 Pe ion rega 1ng General Electric ark ' ~~ar oower plants ii!!Q 
plants located on or near an earthquake fault line <b5Fi<r ~ 

In addttiOn, one lnvestigauo1(b)(7)<Ei lwas initiat~ into whether the NRC Office of 
Federal and State Materials and Envirohmental Pro"rams (FSME) had. in offtciat 
correspondence, mlscharacterized positions taken t:1y the Coklrado Department of 
Public Health and the Environment (CDPHE), the Sbilte level nuclear regulator In the 
Agreement State of Coklrado. The 01G found that While certain FSME correspondence 
incorrectly Implied that NRC had drawn conclusions ,about the adequacy of COPHE's 
compliance with Its tega~ requirements, FSME sub~uent1y provided clarifying 
correspondence to address lhe concems of CDPHE; 

Finally, dunng the course of this project a number ot issues were monitored for potential 
deve&opment of altegatlons but did not necessarily cross the threshold for an allegation, 
investigation. or a project. 

' 
Ca$.e No. 10-12 Historical File Magrlum 

nus OOCUME.N'J .. nae PRO"~TI" OF 'TMll!. NAC OIS~ MD LOAN1!n 'tO "*'HOTHIUt •GeHe'Y f'I' ANO l"TS. C:OH f'l3NTll ~ NOT 'TO - .. ~OOUC:lll!!i'O 
Olt o••~••IW"t'E'O OUTSIDE T""" IWC~..O ... Gt!:NCY WITHOU r twe M! .. MJlUllON 01' 'lttlE HfllC ()1(1. 
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UNlTEO STATES 

NUCLEAR REGULATORY COMMISSION 
WA$HINGTON, D.C. 2:~5&-0001 

August 20, 2013 

MEMORANDUM TO; 

Concur-. Case Closed ~:::::::::::;;z:=~::;;;====-=>;;---­
Joseph A. McMillan 
Assistant fnspector General 

(b)( 

THRU: 

FROM: 

SUBJECT: 

Project 

PROACTIVE INITIATIVE: TRANSIT SUBSIDY BENEFITS 
PROGRAM MISUSE (OIG CASE 11-38) 

The Office of the Inspector General (OIG), U.S. Nuclear Regulatory Commission {NRC), 
initiated a proactive initiative in April 2011 to identify instances of Transit Subsidy 
Benefits Program (TSSP) misuse within NRC. 

Finding 

From April 2011 - December 2012, OlG conducte<J four investigations pertaining to 
potential misuse of the TSBP by four NRC employees. All fOllr investigations 
substantiated misuse of the TSBP. As a result of each OJG investigation, the agency 
took administrative action against the employee. 

Basis for Findings: 

Over the course of the proactive project, OIG comple!ed four investigations stemming 
from allegations of TSBP misuse. The following are summaries of the investigations. 

• fb; 1
;; jThis investigation involved an NR~loyee who used t.he 

P to pay for parking both at a Metro station whe c took~ in to and 
from work, and at the White Flint Metro station whe (bl< l rOI.' (CJ rrvately 
owned vehicle (POV) to work and parked at the stati . his i igation was 
referred for Program Fraud Civil Remedies Act (PFCRA) action. The subject 
received a 30 day-suspension and paid back 52.409.50 of restitution. 

THIS OOCUMf.tH 19 'tHI! PROl'eRTY OP THE NltC O<G IF L0-"1£0 TO A~THE~ .. GENCY .. "~ ns CONll!.•11$ '""E NOt ro 81! fl£"1\000CED 
OR "OISTIR•BU·( E.D CU'fSID6 fHE Jlit<:titWSNO AGBHCY WlttlOVl Tl'tti-' Pl!Ra.uSIQ.H OJ: TH:I.. URC OQ. 
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• fbJ(t'.(E) I This inv tion involved an NRC employee who used the 
TSSP to pay for parking o J( l OV at the White Flint Metro station. The subject 
r~ved an alternate dlsci ry agreement in li.eu of a 3~day suspension. 

• l(b)< l< l lThfs investigation lnvolved an NRC em loyee who used the 
TSBP to pay for parking both at a Metro station whe oo~in to and 
from work and at the White Flint Metro station when ov c J OV to work 
and parked at the station. This investigation was re for action. 
The $Ul:fect recetved a 2.1--day suspension. 

• 1::: his investigation involved an NRC employee who us the 
o pay or parking primarily at the Whtle Flint Metro station whe <~J 

OV to work and parked at the station. This investigation was refer e 
.......,"'1"'"~RA action. The subject was removed from the agency. 

OIG learned that in October 2011. Metro's SmartBenefits program initiated steps lo 
comply with the Internal Revenue Service's {IRS} requirement to separate parking and 
transit sub$idy benefits to restrict comingled use. This change automatically separates 
transit sub-sidy funds from parking funds. 

Based on the fact that this project met its objective of identifying TSBP misuse and that 
Metro complied with IRS requirements ensuring transit subsidy funds could no longer be 
comin.gled with parking funds, it is recommended this project be closed to the files of 
this office. 

2 

Tl-<IS ooc ...... EN'r ill Tttlli ,.ftOPERTY OF THE '4RC O>Q: ·~ L.QA'4~P TO A!jOTHER AGENCV rr .... Cl ITS C:ONU!NT& All!' NOT TO lie lll!PROCIJCl!!O 
CR OISTRl&UTllO oun .. ciG '!'HI! lltEClUllWQ AGl'.NC'I' Wl1><0Vt l'HI! n>l-&IONO" Ttlll! NRC OtG. 
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• fb)(t)(E) I This inm· ;tion involved an NRC emptoyE,'le who used the 
TSBP to pay fot parking o ~cl l OV at the White FJint Metro station. The subject 
received an alternate disci ry agreement in lieu of a 3-day suspenskm . 

• j<b)(7XE) !This investigation involved an NR~oyee who used the 
TSB? to pay for parking both at a Metro station when oo rain to and 
from wo~ and at the White Flint Metro station whe b J ro ~1 l OV to work 
and parked at the station. This investigation was re rec for P action. 
The sub'ect received a 21-day suspension:. 

• b l< l hfs investigation involved an NRC employee who u~ 
to pay or parking primarily at the White Flint Metro sta.tion when <~l rove 

OV to work and parked at the station. This investigation was refe e or 
---. .......... RA action. The subject was removed from the ag~ncy. 

OJG learned that in October 2011, Metro's SmartBenefrts program initiated steps to 
comply with the Internal Revenue Service's (IRS) requirement to separate parking and 
transit subsidy benerrts to restrict com1ngled use. This change automatically separates 
transit subsidy funds from parking funds. 

Based on the fact 1hat ~his project met hs objective of identifying TSSP misuse and tha~ 
Metro complied with IRS requirements ensuring transit :subsidy funds could no longer be 
comingled with parking funds, i\ is recommended this project be closed to the files of 
this office. 

File Location: 

Distribution 

Case File 11-38 Historical File Magnum 

I I 
Official File Copy 

3 
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"'~.,..,,. 

\.¥) ...... 
on:tCf. ()It TH1! 
&.l(af'ECTOR QENEJU.L 

UNITED STATeS 
NUCLEAR REGULATORY COMM1SS10N 

w~.o..c.~; 

~ust 27 • 20l.3 

MEMORANDUM TO: Mark Satorius 

FROM: 

SUBJECT: 

Allegation 

<::=~~~] 
Assistant Inspector General 

for lnv~ations 

INVESTIGATION OF FOREIGN ASStGNEE SECURITY 
PROCESS (01G CASE NO. 11-042) 

The Otfice of the Inspector GenentJ (OIG), U.S. Nuclear Regulatory Commission {NRC), 
initiated this ~J!!Y~uent to Jea~royph activmee oonducted in 
support of OIG ~ l~ _ _ _ _ _ ~t th& NRC may not be 
coordinating • J&gen<:ie$ as f'«IU agency guidance on the foreign 
assignee security ptoc.:e$$. OIG examined whether NRC was me~ng requirements 
identified In relevant Management Oireottve 12.3, NRC ~Security Program 
and SECY-05-0142, "Update on the NRC Foreign Assignee Program," as amended or 
superseded by policy guklance, 

Findings. 

OIG found that the Division of Faclliliea and Security {DFS). Ofl'I08 cf Administration, is 
currently coordinating with the Central Intelligence Agency (CIA), Federal Bureau of 
Investigation {FBI), and Stat& Department as. suggested in Management Directive (MD) 
12.3, NRC Personnel Security Program. prior to approving foreign ~for 
temporary aasignments at NRC. HQwever. unde1' the direction of 1he prior OFS program 
manager, DFS 'Was not coordinating with th& State Department from approximately 
November 2010 through May 2012. OlG Informed DFS and Ol'liceof lntematiOnal 
Programs managers responslble for foreign assignee security of several obsefvations 
conceming enforeeabllily of indMdual assignae se<::urlty plan requirements and 
suggested a program enhancement to permit fore':gn assignees to store prohibited Items 
such as cell phones at the agency entry point. 
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Baals of Finding• 

NRC accepts assignees from international regutatory authorities consistent with the U.S. 
policy and formal agreements, developed by the Office of International Program& (OJP). 
betw'een NRC and the sporl$0rin9 country or lhe lntemational Atomic Energy Agency. 
The primary purpose of each assignment is to transfer to the 8$Signee the NRC office 
expertise in the chosen regulatory area. The second purpose involves the exchange of 
expertise that benefits NRC. 

For 1he past 2-4 months. headquarters NRC has averaged 10 fore~n assignees onsite, 
normaJly for terms of 3 to 12 months dependent on the subject matter of exchange. 
Ouring FY 2011, the following countries participated in the headquarters NRC Foreign 
Assignee Program: China, France. Germany, Japan. Spain, Pakistan, and Republic of 
Korea. A majority of the FY 2011 exchanges were for 12-months; France was an 
anomaty with a 3-year assignee rotating In dH'lenant program officeg_ The Office of 
Nuclear Reactor Regulation and Office of New Re.actors hosted approximately 80 
percent of the assignees; the remaining 20 percent were hosted nearly equaUy by the 
Office of Nuclear Regutatcry Research. Office of Nuclear Material Safety and 
Safeguards, and Office of Federal and State Materials and Environmental Management 
Programs. The same headquarters NRC program offices. with nearty identica1 
distributions. hosted 14 foreiQn assignees in FY 2012 from the follorMn9 countries: 
China, Czech Republic, France. Germany. Indonesia, Pakistan, Republic of Korea, 
Spain, and the United Arab Emirates_ 

Overview of Significant Stepa in the Security Procees 

• OIP, In cooperation with the OFS Facilities Security Branch (FSB). serves as 
coordinator of the Foreign Assignee Program. lnilial oiP screening establishes the 
applicant ig fluent ill Engli$h, teohnicafty competent, abte to contribute to the work of 
the NRC. and is a regular employee of a government or quasi"i)ovemment 
organization wttn a regulatory/$8fety tole. 

• OIP consults with the appropriate program offioe(s} to determine it (1) the pn:>posed 
assignee's experience. training objectives, and language skills make him/her suitable 
for placement in one of the technical branchetra. and (2) the organizatlonaJ unit ean 
reasonably integrate the proposed assignee ;nto its work activities. 

• If the decision is made to proceed with an incoming application, OlP wort<s with the 
proposed program office and DFS to faclUtate Che ~~;tlil· KL111D!CJ;;~mnaa1.!C2f..ltb.Q 
forei n national ndi a favorable tndlces check (bl l l 
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(b)(l)(to) 

I ·- I J(b)(/)(c.;) I n .... rvewo1 
...._~~~~~~~~~~~~~~~~~~~~-

0 t G learned in June 2012 the eurrentFt'.iJ<Ci ltormaliz:ed procedunts for 
security processing of fomign visitors by creating an ~ Instruction that provides . 
sequentiaf processing steps for FSB and OIP pefSOrmel coordinating a foreign assignee 
training request. Tois. DFS Offtee Instruction. tilled, Unclassified Vi$its for FOTelgn I 
Trainees. lnoorporated the NRC headquarters broader Management Oiteetive (MO) ! 
guidance for headt::1uarters foreign assignee visit$. MO 12.3, NRC Personnel Secun·ty l 
Program, did not s~regard to indices vetting of visitors to regions or i 
licensed facllfties. The (b)( l< l id that without more detalled instructions, It coo~d 
not be determined w r every gn visitor to an NRC licensed facility was properly! 
vetted previously. This office Instruction provides processing guidance for au foreign ; 
visitot'$, including fore.lgn assignees to headquarters or the regions, or tioensed fa~ 
e~um foreign visitors are ·vettl&d Vllifh indices cheeks prior to approval of travel- The~ r'<7ln !confirmed a training folder is created and maintained by the FSB on each foreijJn 
assignee documenting compliance with the indices checks and security plan requirements. 

OIG learned id not coordinate indices checks with the 
State Dep mber 201 o lnatin!i;J 
with 1he FBI end CIA. xpJained a (b <

7l l ! 
recommended to forego the ent indices , 
delayed the :screening proces$ of foreign assignees. The (bJ l< ' cknowledged the l 
m~MOmJ;l&nt directive suggests. a State Department chec S accompQshed. Tue 

l(bJ)(J ~could not produce a wrttten recommendation from the review team. 
• (b) ) ) 

[Investigative Note: OIG learned from the 
Office of the Executive Director for Operat·"'io'""n..,s=-.-n::~ar::n,-:n(b'ib miiJ< ~l:------.,==:::::r==-==:=! 
speclficaHy the foreign assignee security process. Effo'•Jl!ii,~~:a.1....a_s;;pu 
address contractor access to the NRC complex and the <b 
what requirements and indices chedcs were required fof a unescorted access inl 
iate 2010. During this period foreign assignee requirements were discussed, but neither i 
a full review nor written product was accomplished_] ' 

,.,,..,.,~;;::;...:.==='-==--=:..:.;:=====~~=r..:.:.:.:..= ............. o;.;nees and noted responses for 7 e 
re maintained and security 
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lnt.Niew o~._<b_'.u_)<~_; ______________ __. 

Thef bl<?)(c) !told OIG that the NRC 
foreign assignees hes not Chingid much in th• last 15 year& l 

.. =r=~n':~d1:~~~.h~::=i~~.~~·~uux:u1.m..mmmil!S.1..:l2.. ..... 
······· ensure the ass nees h~~N access to NRC s stems. b · l< l 

ighlighted If assigneM need lnfonnatton from the NRC Technical 
t..ibm==ry=-=,...,1=orm==C.'.' is c:oUected for Ole assignee on a per use basis limited to the 
speclfic topic of the task the assignee is working on. 

l(bJ(i)(cJ 
lntervkntits of 

'--~~~~~~~~~~~~~-

01 G interviewed<bl<7i<Ci land neither reponed •ny I 
concerns with the assignees Viotating their. seourtty plans. If the assignee needs I 
documents or information not available to U.ffi ~ough oybllc access channels, they wll 
raquest Iha information from 1he supervisor.r <) )requires al information • 
reques.1:15 be in writing. I 

l(bJ(?){Ci ~aid that personna working in close proximity to foreign assignees are , 
briefed by the supervisors of the assignees of the security plan requirements and to be l 
sensitive to the asajgnees' presence regarding security of aensJtive infotmation through j 
the use of~ storage cabinets/safes and to use a designated room when using · 
Safeguards or ctauffied information. 

rb)(7)(C) ~elated the security plan restricts the «tssi nees from bringing any 
eteetronic device onto the property. includln eell hones (b J leved this resents a 
personal safety conoem. especially with b l 
The aasignee9 travel by bua and the metro frlll'i!i11nt'7mf4!ii'tni5"l!Dr'f01wc:nc::------' 

Review of Security Access Card Data 

OIG reviewed security access badge data for nine current and/or ..aentty departed 
foreign assignees and did not Identify en1ry times or iocatlons that were not In 
accordance with their security plans. The data reviewed contained all recorded building . 
access - dates, times, and locations - from the aasfgnee's. start date to their end date/or' 
through October 1 B, 2011. when the reports were run. No Inappropriate after·houra or 
weekend acees.s was identified. 

s I 
TMllJ~lS lNl l'lllO_.,... CW'TM8 Hiii.;<~ II' L~N-AIUSMC'tn' MIOR'&~'1111'1SAMMOTJ'O-lt~l;aQfll 

~UlltlUftl>OllT'llDlt 'nlE IUICIW'IMG MllllNCY l'llll'HOUTTHB ,.._ION OI" TNt •e 00. ; 
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Obaervationa About Enforceability and Cell Phon•s , 
i 

OIG noted that the agency's enforcement of the no ceR phone/recording device rule an. 
escorted acceas outstde of assignee office space relres primarily on the assignee to i 
follow these rules. This is because an assignee woutd not necessan1y need to badge i 
into other unrestricted office space in order to gain acoes.s and because the agency 
does not screen assignees as they arrive at the NRC to ensure they are not carrying 
any electronic deviGes. : comm~=~ taf"'"'°' P,P . ...J l(bf<ir)IFSB, -OFS, along WM a suggestion tor the guard l 

on to a ano? tO up assignee cen phones for the work day. or to provide'. 
k)ckers for vislrors and assignees to secure electronics so that the assignees can have '! 

these devices whHe commuting to and from work. 

Review of Office of Information Services Access for Foreign Asatgneea 

Because this investigation did not identify any current areas of noncompUance with MD 
12.3. NRC Pel'SIOf'1n'f!fl SecurHy Program, as ft retates to processing foreign assignee 
requests. this information is provided to you for informational purposes. 

6 

! 
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ObaerVations- About enforceabllity and Cell Phones 
i 

OIG noted that the agencyr; enforcement of the no celt phone/recording device rule ancla 
escorted access outside of auignee office spac:& relies. primarily on the S'SSignee to '! 

foUow lhese rules. This is because an assignee would not necessarily need to badge 
into other unrestricted off.ce space In order to gain access and because the agency 
does not screen assignees as they arrive at the NRC to ensure they are not carrying 
any electronic devices. i 

?;. m lcatad= ~ "'40"" to!'°'"''°' PIP. -i l<bK )(:: =~ :=~ FS£:1. OFS, along with a suggestion foe the guard ' 
s n o o ran o 10n o up 8$1UQOBe oen phones for the work day, or to provide 1! 
loclcer$ fur visitors and assignees to secure electronics so that the assignees can have , 
these devices while commuting to and from wOfk. · 

R•view of Office of Information Service& Access for Foreign Assignees 

Because this investigation did not identify any current areas of noncompliance with MO 
12.3, NRC Personnel Security Program, as it relates to processing foreign asargnee 
requests, this lnfonnation is provided lo you for informational purposes. 

Distributioo: 

g~ I ocation·r<7)<EJ 

Case No. 11-42 

•See previous concurrence 

Historical File 

e 

Magnum 

OIGf.1\1 
J. 
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Obaervatiom> About Eftforceabllity and C&H Phones 

OtG noted that the agency's enfOrcement of the no cell phone/recording device rule ~ 
escorted ac:cesg outside of assignee office space relies primarily on the assignee to · 
follow these rules. Thia is because an asignee woulci not necessarity need to badge 
into other unrestricted office space in order to gain access and because the agency 
does not screen assignees as they arrive at the NRC to ensure they are not carrying 
any electronic devices.. 

QIG comm1mjc;ated these ot>sery~nstol<si;(cJ p1P, ancl 
l<bJ(i(c) FSB, OF, akmg with a suggestion for the guard l 

station to offer an option to lock up assl9nee oetl phones for the work day, or to provld~ 
lockers for visitors and assignees to secur.e electronics so that the assignees can have i 
these devices while commuting to and from work. I 

Review of Office of Information Services Access for Forelnn Aasianaes 
(b)(7)(E) 

I 
Because tht& investigation did not identify any current areas of noncompliance with MD l 
12.3, NRC Personnel Security Program. as it relates 1o processing foreign assignee I 
requests, this information is provided to you for informational purposes. · 

l(b) ) i I j 
Case No. 11-42 Historlcal File Magnum I 

;;;;; ;;;~·:,::!: :;~3 .---,Jr;;: l~;ilj 
' 
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UNITE!O STATES 

NUCU!AR REGULATORY COMM1$SU>N 
WASHINGTON, D.C. ~555-®01 

[}ec.ember 30 t 2013 

Concur~ Case Closed -~-----=-__ =;--__ ··_ 
MEMORANDUM TO; Joseph A. McMlflan 

THRU: 

FROM: 

SUBJECT: 

Project 

Assistant fnspector Generaf 
for Investigations 

(b)( )( ) 

Team leader (bJ(7J(CJ 

(b)(7)(C) 

PROACTfVE rNrTIATfVE: NETWORK INTRUSION PROJECT 
(OIG CASE NO. 10-018) 

The Office of the Inspector General {OIG), U.S. Nuclear Regulatory Commlsskm (NRC), 
initiated a proactive initiative in March 2010 to identify possible proactive cases 
invoMng network intrusions dealing with unknown network traffic and e-maHs from 
internal and external sources as welt as remediates compromised NRG exchange 
accounts. 

Findings 

From March 2010 to November 2013. OIG special agents assigned to the Cyber Crimes 
Unit (CCU) initiated and/or assisted OlG special agents in conducting approxlmatefy 17 
investigations dealing with the compromise or attempted compromise of NRC computer 
resources by known and unknown sources. In addition. CCU special agents 
partrcipated ln various meetings held by various Federal cyber task. forces. 

tHIS ooc~ IS IBE ~Of'ERTY OF THE filR:C OfO, "'l.OANEtl m AHOTHER AG~~'I' 11" At.II>- Jl& C0Nni.NT$ ARE MOl TO SE l"Uii~OOE(! 
o~ tMsrmsureo 0UT1UP£ nte l'la:li!VINI:" AQl!J4¢~ winlOIJT lH! Pf;Al;llSl!ION Of TKE PIRC OIG. 

; 
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Basts for Flndlng 

Over the course of this proactive project, the fot1owing are examples of investigations 
undertaken by the CCU: 

• case No~ls Investigation involved several lnck:Jents of targeted spear 
phlsh!ng ~~~t to NRC employees. These e-mails contained 
compromised word documents which contained a Trojan backdoor malicious 
software {mafWare) used to gain unauthorized access to the computer. The 
document was lnterc:epted at the firewall. No compromise occurred and 
investigation was ab1e :to track the sender to a foreign country. 

• Case No ~is investigation involved several incidents of targeted spear 
phishing ~~e~ tp NR.C employees. These e~mails contained 
compromised rich text format (RTF) and Portable Dowment Format (PDF) 
documents which contained a Trojan backdoor matlciOUs software (maM'are) 
used to gain unauthoriZed access to the computer. The RTF was intercepted by 
the firewall but the PDF was not One NRC employee interacted with the 
unknown sender and the unknoV<m sender oont the same document and 
attempted to use sociat engineering to convince the employee to open the file. 
No compromise occurred and investigation was able to track the sender to a 
foreign roumry. 

• Case N-0. ~his ln"Vestigation involved an unknovim person impersonating 
an NRC e~~ who e-mailed a compromised Excel spreadsheet containing 
an Adobe Flash exploit. The unknown person utilized a Google e-mail address 
but Impersonated an NRC employee In their signature block. The investigation 
traood the unknown user back to a compromised U.S. local government 
computer which was p~rt of an ongoing investigation by another federal law 
enforcement agency. 

C N (b)(l)(E) ""' • t' t' • I d I h nd d . .d ts f • ase o 1 t1s mves iga ion tnvo ve severa u re 1nc1 en o 
phishing e-ma1 s sent lo NRC employees in a logon credential harvesting 
attempt These e-mails contained a link to a cloud based Google spreadsheet 
document asking users to verify their account by logging in. A dozen NRC 
employees clicked on the link. In the course of the Investigations, other U.S. 
Federal agency users viere identified as having provided logon information and 
CCU was able to track the person who set up the spreadsheet to a foreign 
country. 

• Case Nofb)(i)(E) lTnis. in\restlgation involved a harassing e-mail sent to the NRC 
Chairman. The e-mail contained language that rose to the lavef of character 

2 

Tfllti OOCU\fflNT 1$ •HE ~""'1'TY or nu;. !'!"IC: Oio. II" lOAN!itl TO ~o Tl<Sf.1 AO~CY IT AAO ITS CONl'!tlfl'S ARE NOT TO BE Rl!PROOVCl!tl 
OR 0!$Y~"1U'l'El:tOUt~.lME RECelV11'4G AOENC't Wl1t.!OUT THI! PE!UllS.SIPN OF nm lfRC OIG. 
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defamation. The Investigation uncovered the sender as an unemployed 
homeles th known mental health issues from Washington State. 
C u (b)(7)(E) "';... ~ lh...f' • . • • ase .... o 1 ~ irwest,V"'.1on mvolved severa.l lnc~dents of targeted spear 
phlshing e--ma1 sem to NRC employees. These e--maUs contained a link to a 
cloud based Microsoft Skydrive storage site which contained the malicious file. 
There was one incident of compromise and the investigation tracked the sender 
to a foreign country. 

• Case No~his investigation lnvotved the personal e-mail account of an 
NRC em~at was compromJsed and which sent a mafware to other NRG 
employees in the contact: list. These e-mails contained a PDF file with a known 
JavaScript vulnerabitity. One computer was infected and CCU was unable to 
track the person who compromised the personal e-mail account due to the lack 
of logs. 

" Case No~his investigation involved an unknown person who sent a 
threat to ~empfOyee vra a personal Web site. The NRC employee 
received a fol"\!Varded e-mail from their personal web site containing threats to the 
employee based on their role as a government representat;ve. The investigation 
was unabl5 to identify the individual that sent the e-mail as the person used an 
Internet Service Provider located in a foreign country, 

• Case N (bl li 
1 

his investigation involved a stakehotder who received an e-
. mail co ammg a malware from an e-mail name of nrc.nrc. This e-mail contained 

a compressed file which was identified as containing matware. The stakhok:ler's 
computer was comprornlsed and the investigation wa.s unable to trace the e-mail 
sender beyond a compromised computer in California. 

During the course of this project, CCU special agents participated ln meetings heki by 
Federal cybercrime task forces and professional organiurtions to combat malicious 
intrusions Into the NRC network. These groups included: 

• Federal Bureau of Investigations Battimore CyberTask Force 
• U.S. Secret Service Electron1c Crimes Task Force 
• Department of Justice Computer Crime and lnteHectual Property Section 

Within the NRC. the CCU continues the relationships with the Computer Security Office 
as \\lf:U as continues to foster the relationship with the Office of tnformatton Systems, 
Security Operations Branch. 

Recommend closure of this project and a similar project will be initiated for fiscal year 
2014, ' 
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i.......,....,...._""'-his Investigation involved several incidents of targeted apear phishing 
e-mails sen o C employees. These e-mails contained a link to a cloud based 
Microsoft Skydrive storage site which contained the malicious file. There was one 
incident of compromise and the investigation 1racked the sender to a foreign country. 

• Case N (bJ(TJ(EJ 's investigation involved the persorial .e-mail a«ount of an NRC 
ampk>yee t at was comp«:>mised alld which sent a malware to other NRC employee$ in 
the contact list. These e-mails contained a PDF fife with a known JavaScript 
vulnerability. One computer was infected and CCU was unabfe to track the person who 
compromised the personal e-mail account due to the \ack of logs. 

(b)(7)(E) • . , • • 
• Case No. ts mvest19abon involved an unknown person who sent a threat to an 

NRC emp yee via a personal Web site. The NRC employee received a forwarded e­
mail from their personal Web site containing threats to the employee based on their role 
as a government representative. The investigation was unable to identify the Individual 
that sent the e.-mail as the pet'$0n used an tn1emet Service Provider located in a foreign 
country. 

• Case No. (bJ(lJ(EJ his investigation involved a stakeholder who received an e-mail 
containing a ma ware from an e-mail name of nrc.nrc. This e-mail contained a 
nompressed file which was identified as containing malware. The stakholdar's computer 
was compromised and th~ investigation was unable to trace the e-mail sender beyond a 
compromised computer in California. 

Ourtng the course of this project, CCU special a9ents participated in meetings held by Federal 
cybercfime task force$ and professional organizations to combat malicious intrusions Into the 
NRC network. These groups included: 

• Federal Bureau of lnvestigatlons Baltimore Cyber Task Force 
• U.S. Sea-et Service Ete-ctrbnic Crime-s fask Foree 
• Department of Justice Computer Crime and lnte-l~tual Property Section 

Within the NRC. the CCU continues the relationships with the Computer Security Office as well 
as continues to foster the relationship with the Offk:e of Information Systems, Security 
Operations Branch. 

Reeommend closure of this project and a similar project will be ir:ttiated for fiscal year 2014. 

Filo Loc.atloniL.(b-)(-l)-(E-) ----------------' 

Qf3!trtbution: 
Case File 10·18 Historical File 

otG Editor . 
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