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January 13, 2015 

3600.1 

U.S. Department of Homeland Security 

Freedom oflnformation Act Branch 
601 South 12"' Street 
Arlington, VA 20598-6020 

Transportation 
Security 
Administ ration 

FOIA Case Number: 2010-TSF0-00595 
Old FOIA Case Number: TSAl0-0333 

This letter is in response to your Freedom oflnformation Act (FOIA) request to the Transportation 
Security Administration (TSA) dated February 15, 2010, in which you requested a copy of each 
substantial report from TSA to Congress or a congressional committee between January 1, 2008, and 
the date of your request that is not published on the TSA website. 

Your request has been processed under the FOIA, 5 U.S.C. § 552. 

A reasonable search within the TSA was conducted and 837 pages responsive to you request were 
located. Portions of some of the pages are being withheld pursuant to FOIA Exemption (b)(3). A 
more complete explanation of this exemption is provided below. 

Exemption (b)(3) 

This information reveals Sensitive Security Information (SSI) and is exempt from disclosure under 
Exemption (b )(3 ), which permits the withholding of records specifically exempted from disclosure by 
another Federal statute. Title 49 U.S.C. Section 114(r) exempts from disclosure SSI that "would be 
detrimental to the security of transportation" if disclosed. The TSA regulations implementing Section 
114(r) are found in 49 CFR Part 1520. 

The fees incurred to process your request do not exceed the minimum threshold necessary for charge 
and, therefore, there are no fees associated with processing this request. 

Administrative Appeal 

In the event that you may wish to appeal this determination, an administrative appeal may be made in 
writing to Kimberly Walton, Assistant Administrator, Office of Civil Rights & Liberties, 
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Ombudsman and Traveler Engagement, Transportation Security Administration, 601 South 12th 
Street, East Building, E7-121 S, Arlington, VA 20598-6033. Your appeal must be submitted within 
60 days from the date of this determination. It should contain your FOIA request number and state, to 
the extent possible, the reasons why you believe the initial determination should be reversed. In 
addition, the envelope in which the appeal is mailed in should be prominently marked "FOIA 
Appeal." Please note that the Assistant Administrator's determination of the appeal will be 
administratively final. 

In an effort to maintain a more robust/efficient process to streamline reporting requirements, the 
TSA, through the Department of Homeland Security, converted to a new FOIA tracking system in 
October 2013. This modification has resulted in the inability to continue tracking requests with the 
tracking number assigned by the old system, and changed our naming convention. We are 
referencing both old and new tracking numbers in our response. I apologize for any confusion this 
may cause and appreciate your understanding. 

If you have any questions pertaining to your request, please feel free to contact the FOIA Branch at 
1-866-364-2872 or locally at 571-227-2300. 

Sincerely, 

Teri M. Miller or Amanda Deplitch 
Acting FOIA Branch Officers 

Enclosure 
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franspottation Security Information Sharing Plan 

s1 Executive Summary 
82 
83 Strengthening our Nation's ability to share terroris1n information constitutes a cornerstone of our 
84 national strategy to protect the transportation system. l'he Transportation Security lnfcil'lllation 
&5 Sharing Plan CfSISP) establishes the steps necessary to build the foundation for sharing 
86 transportation security infomtation between all entities that have a stake in protecting the 
87 Nation's 1ransportation syste1n ~Federal. State, local, and tribal government agencies. the private 
88 sector and foreign partners. This plan reflects the DepartnH:nt ofH01neland Security's (OHS) 
&9 shift from a strictly hierarchical to a net\votked model. allo\.ving distribution and access to 
90 infonnation both vertically and horizon1a/ly, as \\ell as the ability to enable decentralized decision 
91 making and actions. [t builds on the progress of the past five years with the goal of improving the 
92 \Vay that all .'>takeholdcr parties share infonnation and tight terroris1n. 

93 'T'his plan meets rhe requirements of Section 1203 of the !n1plementing Rccon1n1endations of the 
9-4 9/ 11 (~ornmission ,.Jct o_l200(, which requires that the Secretary of Ho1neland Security establish 
95 the TSISP in coordination \vith the Program Manager ofrhe lnronnation Sharing Environment 
96 (PM-ISE). the Secretary of.Transportation, and public and private stakeholders. The plan 
97 considers the full range ofinfom1ation sharing among the public and private sectors and leverages 
98 the progress already made to get the right information to the right people at the right time" The 
99 'rSISP is closely aligned and consistent with the National Strategy for lnfonnation Sharing, the 

100 Information Sharing Envirorunent Implementation Plan (ISE-fP), the National Infrastructure 
10 I Protection Plan and the corresponding -rransportation Systems Sector Specific Plan. 

102 The goals e~tablished in this plan are derived fro1n ISE-IP and focus on eftCctively sharing 
103 transportation sei.:urity infonnation in order to maintain the security of the Nation's transportation 
l 04 netv•ork, The goals for the sharing of transportation information are: 

Transportation Security Information Slwring Plan Goals 

l. J\'lulti~Dirtttional Sharing: Establish a frame~'ork enabling secure. multidirectional 
transportation security information sharing between government and industry 

2. Effettivc and Efficient Processes: Establish clear governance, roles. responsibilities. 
and communication protocols bet\.veen transportation security stakeholders to promote 
more rapid and effective exchange of inforrnation, analysis, and coordination 

I 3. Trusted Par1nership: Establish trusted partnerships among all levels of the 
I transportation security network 

1 4. Right Information-Right People-Right 'rime'. Improve the timely and secure 

I 
exchange of transportation security infonnation supported by education. training. 
a\vareness programs, and enabling technologies 

Protect Privacy and Civil 1Aber1ies; Ensure privacy and civil liberties are protected 
within the transportatit)n security nem·ork 
-------"-----------··-············---------~ 

105 Information sharing is a nlulti-dire<.:tional activity that occurs infonnally through relationships 
106 and more formally through co1nmunication policies. regulations, procedures. guidance and tools. 
l 07 Intelligence and information shanng are at the core of the overall transportation security strategy. 
108 Currently the pritnat)' environments for sharing transportation security intl)nnation and 
I 09 coordinating intelligence activities at DHS are ca1egorized into four general areas: 
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110 I. Information Sharing Environment. Aligned first with the Dl1S-JSE then to the PM-
111 ISE , the l'ransportation St"curity Administrar.i\1n (TSA) is designated the lead to establish 
112 the 'fransportation !SE. Df1S has begun by building the necessary foundation to provide 
113 these mission capabilities internally so it v.·ill be bt!'tter equipped to support these 
114 capabilities across the transportatiou network in the future. "fhis plan lays oul steps to 
115 evolve and expand the !SE framework. 

116 2. Office of Intelligence. Within DHS. TSA has maintained the lead on transportation~ 
117 related intelligence and analysis. TSA's intelligence mission is to ptovide timely and 
118 accurate intelligence and infonnation related to threats to transportation to "fSA and Df1S 
119 lt!'adership, field entities. and other Federal, State. local, and tribal authorities. and foreign 
120 partners. It functions as the conduit between the public and private transportation 
121 security stakeholders and the Intelligence Community via DHS"s Otlice of Intelligence 
122 and 1\nalysis (DtlS J&A). 

123 3. Sector Partnership !\lodel. Dl-fS. vis-i'l.·vis 'fSA and the lJ.S. Coast Guard in 
124 collaboration wlth DOT and other security partners V.'ill continue to leve1·agc and improve 
125 partnerships \.vithin the Transportation Systems Sector, specifically enhancing the role of 
126 the Transportation Systems Sector Government C'oordinating C'ouncil and Sector 
127 Coordinating Council structures as a prin1ary environment in \.Vhich to collaborate, 
128 develop, coordinate and share policy, strategy, plans, challenges. gaps and potential 
129 requiretnents. 

130 4. Transportation Security Operations Center. It is the primary coordination point for 
131 multiple agencies dealing with transportation security on a daily basis. It serves as a 
132 single point of conract tbr security-related incldents or crises in all modes of 
133 transportation. 

134 This ifnplen1entation plan focust!'s on the core capabilities needed to n1aximize int~1rmation 
135 sharing across all communities of interest. As the security frame\.vork for transportation 
I 36 continues to grow, ·rsA and its Federal partners arc n1oving to apply many of these capabilities to 
137 reduce risk across all 1nodcs of transportation. ·rhc mission capabilities and the processes 
138 described in this plan \viii enhance these current functions and \viii be leveraged across the 
139 transpo11ation :.y:.ten1. In addition, as our infom1ation sharing efforts mature. policy and 
I.JO technology will lead lo the introduction of additional infonnarion sources not currently included 
141 or available with these communilies. 

142 The plan calls for a multiple-phase implementation of the TSJSP occurring over several fiscal 
143 years, \.Vith initial activities focused on the expansion of rnissiun capabilities \\'ithin DFIS and the 
144 f\1011dational cornponents necessary to expand mission services to other Federal agencies. It calls 
145 for subsequent phases to deploy mission capabilities, based on stakeholder prioritization. to other 
146 Federal, State, local and tribal, private sector staJ..eholders, and foreign partners in addition to the 
147 continuation of advancements in DHS workspaces. 
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148 1. Introduction 
149 --------

150 1.1. Purpose 

151 The 9111 Commission Report released in July 2004 highlighted the importance of information sharing as a 
152 foundational element necessat}' in the fight against terroris1n. Many of the recommendations documented in the 
153 9/ 11 Curn"1i5·sion Reporl were mandated in the lntelligenci! Rt:for"1 and Terrorism Prevention Act qf 2004 
154 (!RTPA). 

155 On August J. 2007, the President signed the ln1ple1nenting Reco1nmendations olthe 9/ I I (~an1n1issian Act of 2007 
156 (9.·'/ I .4('1), 1,1,·hich includes n1easures associated \\'ith IR'J'PA and enhances existing infom1ation sharing endeavors. 
157 Section 1203 of the Act requires that the Secrecary of ~1omeland Security !;"stablish a Transportation Security 
158 lnfOrmation Sharing Plan (TSISP) 1n consultation with the Program Manager of the Information Sharing 
159 Environment (PM~lSE), the Secretary of Transportati(ln, and public and private stakeholders;. 

160 ·rhe TSISP is clo.<>ely aligned and consistent with the overarching National Strategy for lnforn1atio11 Sharing. the 
I 61 Information Sharing Environment Implementation Plan ( ISE-IP), the National Infrastructure Protection Plan 
162 (NIPP) and the Transportation Sy:>ten1s Sector Specific Plan (TS~SSP). It \Viii also be aligned with Lhe OHS 
163 Information Sharing Strategy (dated May 12, 2008), which creates an essential link betv.een the National Strategy 
164 and the lSE-IP and the ·rsISP and with TSA 's sector-specific plans. 

165 The purpose of the TSISP is to establish the steps necessary to build a foundation for sharing transportation 
166 security· information between all entities that have a ~take in protecting the Nation's transportation system~ 
167 Federal, and State, local, and tribal (SL T) agencies and governments. the private sector, and foreign partners. 
168 Building on the progress of the past five years. implementing th'" plan will further improve the way in which we 
169 share inforn1ation and fight terrorism. 

170 1.2. Scope 

17 l This plan considers the full range of information sharing among the public and private sectors and leverages the 
I 72 progress already made to get the right information to the right people. It encompasses crof!s.Jomain information 
173 sharing, which is the sharing of highly sensitive and classified intelligence information and the more general 
174 sharing of unclassified information that improves an entily"s ability to prevent. protect, deter and recover fron1 a 
I 75 terrorist attack. Aligned with the fra1ne\\'l'rk of the Infonnation Sharing Environn1ent ( lSE), this plan addresses 
176 the current state of transportation information sharing and the future direction of systems and proc~sses. 

177 1.3. Relevant Legislation & Guidance 

178 Since the September 11. 2001, terrorist attacks. lhe Ll.S. Government has developed significant legislation, policy 
179 and guidance that establish the foundation for infonnation sharing. Though most of the significant security 
180 legislation passed after Septeml:ter 11, 2001. addressed information sharing, IRTPA Section 1016 called for the 
181 creation of the ISE, and a PM-ISE with government-wide authority to plan. oversee and manage the ISE. ·rhe 
182 9! 11 Act. Section 1203, requires DHS to establish a plan describing ho\\' intelligence analysts within OHS \Viii 
183 coordinate with other Federal and SLT govi:rnment agencies, as \\'ell as public and private stakeholders. lo 
184 efficiently share transportation security infonnation. Other key documents relevant to infOrmation sharing, 
185 including the DJIS Information Sharing Strategy and the One OHS Memorandum, are discussed in -\pj1•.'ILJ_l"- tHJ 

l 'The term public and private stal<eholders' means Federcil, Stale, and local agencies. tribal governments, and appropriate private entities. ·rnclucfmg 
nonprofit employee labor organizations representing transportation employees· From lmplemcnlmg Recommend al ions of !he 9/11 Commissioo Act of 
2007, Section 1203. 
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I 86 1.4. Plan Coordination Process 

187 As required by the 9// I Act, TS.!\ solicited input and coordinated this plan \Vith the Department of Transportation, 
188 the PM"ISE. and other public and private stakeholders. Using the transportaf1on sector partnership structure, the 
J 89 plan 1-'<'as coordinated with the Transportation Sector CJoven1mcnt Coordinating ('ouncll (GCC) and the mode~ 
190 specific Sector Coordinating Councils (SCC). All co1nments and inputs \vere considered in the final version of 
191 this docu1nent l"he CiCC will propose to the SCC establishing a joint lnfonnation Sharing \Vorking group to 
J 92 implement this plan and in1prove future versions. ·rsA \viii ensure that the plan and any future changes is 
193 revie\.-ved through the DHS Information Sharing governance structure, and will tontinue to seek suggestions trom 
J 94 all partners interested in intOrmat!on sharing for impro'ving the information :sharing process, which will be 
I 95 reflected in future updates to this plan. 

196 2. Current State of Transportation Sharing 
197 
I 98 l'his section discusses some of the processes and environments that the transportation sector is currently using to 
I 99 share information. The current process is designed to communicate both actionable information on threats and 
200 incidents, arid information pertaining to overall transportation sector status (e.g. plausible threats, vulnerabilities, 
201 potential tonsequences, incident situation, and recovery progress), This is accomplished through the collection, 
202 production and sharing of infoonation, that enables timely and effective decision~making, so that O\vners and 
203 operators of critical infraslrocture, SL T governments, and other security partners can assess risks, make 
204 appropriate security investments, and take effective and efficient protective actions. 

205 Since its creation DHS has sought innovativ~ and etlective ways to share infonnation with all stakeholders. OHS 
206 has consistently made effective communications and infonnation -sharing a pillar of its strategy and operational 
207 approach. Most strategic documents and plans on transportation security discuss the availability and flow of 
208 accurate, timely, and relevant i11forn1ation andior intelligence about terrorist threats and other hazards, infonnation 
209 anal)' sis and incident reporting. Effective communication is a difficult task given the significant cotnplexity of 
210 the transportation security network and the vast number of stakeholders that span Federal and SL'f government 
211 agencies. as well as private entities and foreign partners. 

212 2.1. Network Model 

213 The Transportation System as a sector comprises all niodes of transpo1iation {i.e. aviation. maritime. rnass transit, 
214 rail. high\\'ay. and pipeline) and is a vast. open. co1np/ex. and interdependent ··nef\vorked'' system that moves 
215 1nillions of passengers and goods. Disruptions in the transportation netv.·ork can often have non-linear effects. As 
216 a result, \Vhat may initially appear .as an isolated disturtJance in the ncnvork can have a tnuch greater in1pact 
217 \\'ithin and beyond the sector. 

218 In response. DHS's information sharing approach constitutes a shift from a strictly hierarchical 1no<lcl to one 
219 reflecting the networked nature of the sector. It allows for distribution and access to information both vertically 
220 and horizontally, as v.'cll as the ability to enable decentralized decision making and a(·tkins. 

221 The ·rransportation Security Administration (TSA) \\'as established \Vith a mandate that includes responsibility for 
222 the security of the Nation's transportati<1n systems. \\/ithin TSA each mode of transportation is organized under a 
223 single primary Point of Contact (POC). or a General Manager (GM) uniquely posilioned for the sharing of 
224 transportation security information \.vith public and private stakeholders. These GMs. many Qf v.·hom are senior 
225 executives with significant experience in the sector for \.vhich they are responsible, chair their respective GCC and 
226 are responsible tOr managing interactions y.,.·ith other Federal. SL l, and private sector entities. The 'fable below 
227 identities ho\V the network leads are organiled by mode of transportation. 
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228 
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Airlines 

General Aviation 

Maritime USCG 
Mass Transit 

Pi eline 

David Bernier 

Michal Morgan 
William Arrin ton 
Gilbert Kovar 

Dana Goward 
Paul Lennon 

Jack Fox 
229 Modal Points of Contact 

230 2.2. Current Information Sharing 

231 Information sharing is a multi-directional activity that occurs informally through relationships and more formally 
232 through communication policies, regulations, procedures, guidance and tools. Intelligence and in formation 
233 sharing are at the core of the overall transportation security strategy. The primary mechanisms for the sharing of 
234 transportation security infonnation and the coordination of intelligence activities can currently be categorized into 
235 four general areas: 

236 I. Information Sharing Environment. IRTPA Section I 016 requires the Federal Government to create an 
237 ISE for the sharing of terrorism information in a manner consistent with national security and with 
238 applicable legal standards relating to privacy and civil liberties. The !SEIP defines the Federal 
239 Government's in formation sharing strategy and provides the building blocks needed to successfully 
240 implement an ISE. 

241 In alignment with the PM-ISE, OHS is establishing its ISE, and has established a governance structure 
242 through the Information Sharing Governance Board (ISGB) and the lnformation Sharing Coordinating 
243 Council (ISCC), in which TSA full member. Additionally. TSA has taken significant initial steps in 
244 establishing a Transportation ISE, in alignment with the PM-ISE and OHS ISE, to provide the right 
245 infonnation to the right people, at the right time, through collaboration within and across the 
246 transportation sector network. OHS and its transportation security stakeholders have focused on the core 
247 mission capabilities needed to maximize information sharing as identified by the Program Manager. OHS 
248 has begun by building the necessary foundat ion to provide these mission capabilities internally so it will 
249 be better equipped to support these capabilities across the transportation network in the future. 

250 Part of the Transportation ISE is TSA 's system of Web Boards and sharing of homeland security and 
251 terrorism information with regulated and unregulated stakeholders. For regulated aviation stakeholders, 
252 for example, security programs are shared with and between TSA and appropriate stakeholders to 
253 develop, approve and amend these crucial Sensitive Security Information (SSI) documents. SSI is 
254 appropriately shared and protected within the Transportation ISE in accordance with Title 49 of the Code 
255 of Federal Regulations, part 1520 ( 49 CFR 1520). 

256 2. Office oflntelligence. TSA is the Department lead on transportation-related intelligence and analysis. 
257 TSA 's intelligence mission is to provide timely and accurate intelligence and information related to 
258 threats to transportation; this information is provided to TSA, OHS' Office of Intelligence and Analysis 
259 (l&A), OHS leadership and field entities, and other Federal and SLT authorities, as well as foreign 
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260 partners. TSA functions as the operational conduit behveen the public and private transportation security 
261 stakeholders and the Intelligence Cl)1nmunity (IC:), and is a full partner with other DHS intelligence 
262 con1ponents. TS1\ is a n1t!n1ber component of the Df·IS Intelligence Enterprise, which is led and managed 
263 by the Departn1ent's Chief Intelligence Officer (CIN'f). 

264 3. Sector Partnership Model. DHS uses the transportation sector partnership, specifically the GCC and 
265 SCC structures as the primary mechanism to coordinate transportation information sharing policy, 
266 strategy, plans, issues and requirements development Coordination with the Df·IS's information sharing 
267 coordinating bodies will also be ensured. 

268 4. Ttausportation S«ttrity Operations Center (TSOC). A sophisticated 24· 7 operalions center that 
269 maintains continuous information sharing with Federal, State, loi.:al. tribal and private transportation~ 
270 related entities. It serves as the main POC for security·relatcd incidents or crises in all modes of 
271 transportation and is the prin1ary interface to the Dl·IS National Operations Center (NOC) for these 
272 incidents (Jf crises. The TSC>C~'s n1ission is to coordinate and communicate intelligence and domain 
273 a\\'areness information for U.S. transportation related security activities worldv.·ide. Its strategic goals are 
274 incident prevention and/or interdiction. threat 1nitigatio11 and incident coordination and rnanagement. 

275 'l'oday, building on the efforts of transportation partners in the IC. OHS uses intelligence and analysis to prioritize 
276 se~urity activities. Each day begins with briefings on the latest intelligence front the IC and that infonnation 
277 drives the decision making process both operationally and strategically. In addition, OHS shares intelligence and 
278 information as appropriate with governmental partners and sector stakeholders for further dissemination to 
279 appropriate operating and security officials and front-line ernployees enabling thetn lo make inforn1ed security 
280 decisions. Specific examples include: 

28 l • The Homeland Security lnfonnation Netv.ork (l-ISIN) includes mode-specific portals, such as Mass 
282 ·rransit, Highway, and Pipeline portals, providing one-stop security information sources and outlets for 
283 security advisories. alerts and notices. 'fhe modal portals afford stakeholders not only access to current 
284 information, but also networking capabilities for infotrhation sharing among themselves. Additionally. 
285 TSA n1odal divisions have the ability to maintain web pages on the TSA public site to provide 
286 information on security strategies. priorities and programs. 
287 • The Highv.·ay and Mt)tor <-~arrier Industry Information Sharing and ,.\nalysis Center (ISAC) and the 
288 l·lighway \\'atch® progratn are active and continually processing reports from highway operators and 
289 sharing information bet\veen industry and DHS. 
290 • The Public Transit !SAC communicates security-related lnfom1ation and advisories obtained through 
291 open and secure sources to over 400 public transit systems. 
292 • The DHS Alert syste1n has delivered over 1.4 million alerts to more than 10,000 DHS users with activities 
293 currently under\.vay to extend support to external transportation stakeholders (i.e. Federal, SLT, and 
294 commercial) as \1.-'C!L These included a substantial number of useful alerts containing general information 
295 not directly perlinent to terrorist threats. 

296 3. Transportation Security Information Sharing 
297 
298 The TSISP builds upon existing transportation security infom1ation sharing regulations, initiatives. resources and 
299 tools to strengthen the foundation of a shared mission community. By combining people. processes, and 
300 technology. information \.viii be created and shared so that terrorism is prevented. the LJ.S. and international 
301 transportation network is secured, and the free tlo\\<· of people and con1merce occurs. 

302 Leveraging the pro&'Tess and the n1echanisms that are already in place, the transportalion security components of 
303 the OHS ISE will support the sharing of transportation security information across multiple stakeholders 
304 including Federal and SLT governrnent agencies, and other public and private entities. 'This approach \Viii 
305 prornote collaboration and coordination a1nong all of rhe transportation security stakeholder5. The .;ollaborative 
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306 effort enables OHS to provide ''High Value" infom1ation, ultimately protecting the transportation net\vork against 
307 terrorism while ensuring freedom of move1nent or people and commerce. 

308 3.1. Defining our Goals 

309 Successful infon11atio11 sharing is an underlying requirernent for achieving DHS's strategic goals. DlIS 's 
310 infonnation sharing goals, derived from the ISE-IP, focus on elfectively sharing transportation se.;;urity 
311 information in order to maintain the security of the national and international transportation network, but also to 
312 address the reco1nn1endations from the 9/11 (:onnnission Report. Goals for the sharing of transportation 
313 information are: 

314 • Multi-Directional Sharing: Establish a framework enabling secure, n1ultiMdirectional transportation 
315 security information sharing between government and industry 
316 • Effective and Efficient Processes: Establi.;;h clear governance. roles. responsibilities, und 
317 communication protocols betv,:een transportation security stakeholders to pron1ote n1ore rapid and 
318 effective exchange of intOrmation, analysis, and coordination 
319 • Trusted Partnership: Establish trusted partnerships among all levels of the transportation security 
320 network 
321 • Right lnformationMRight People-Right Time: Improve the timely and secure exchange of 
322 transportation security infonnation supported by education. training, awareness programs, and enabling 
323 technologies 
324 • Protect PrivaC}' and Civil Liberties: Ensure privacy and 1;ivil liberties are protected within the 
325 transportation security net'lvork 

326 3.2. Guiding Principles 

327 In order to successfully implement the TSISP, TSA must take several steps to develop the principles and lay the 
328 foundation for improved inf()rmation sharing. These key activities guide the plan's frame\.vork, capabilities and 
329 adoption elements: 

330 • . .\lign ll'ith PM-ISE: Continue to align itsclf\vith the DHS~ISE to ensure its strategy meets the 
331 overarching intbnnation sharing 1nission and must continue to coordinate \vith DHS's governance 
332 structure, specific.ally the ISGB and ISCC. 
333 • Align with the DHS Intelligence Enterprise: Coordinate and consolidate transportation analy:.is and 
334 produce intelligence products and alerts by applying forn1ats and standards established by the ('lNT and 
335 using all-source intelligence and information provided by the DHS Intelligence Enterprise. 
336 • Coordinate with Stakeholders: lo understand mission challenges and specific needs for information 
337 sharing services, reach out to potential stakeholders \Vithin OHS. as \veil as to other Federal and SLT 
338 con1munities. From a governance pt:rspective. continue to grow existing fnfonnation Sharing 
339 Coordination Councils into mature com1nittees incl11di11g est.ablishing relevant and timely transportation 
340 security \\:orking groups and Conununities of Interest (C01), ensuring appropriate coordination v.'ith the 
341 Dl{S information sharing coordinating structures. 
342 • Conduct Stakeholder Prioritization: Based on regulatory requirements, and operatjonal and mission 
343 goals. certain stakeholder groups 1,vill benefit 1nore than others from access to transportation security 
344 intOrmation. \\'hether inside Dl·IS, the Federal Govern1nen1 in general. \Vithin specific SL"T agencies, or 
345 the private sector, the stakeholders that have a more pressing need for information related lo 
346 lransportation security \Vill be considered priority recipients of infonnation sharing services because, for 
347 example, they operate or protect transportation syste1ns or assets at greater risk and need to take rnore 
348 immediate action. TSA \vi II assess private sector stakeholders on an individual basis. as they establish 
349 themselves as relevant consumers of transpo11ation security infonnation. 
350 • Conduct Requirements 1\nalysis: Conduct fit~gap analysis sessions with prioritized stakeholders in 
351 order to gather requirements tOr future infonnation sharing services. 
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352 • Develop and Implement lnforn1ation Sharing Services: Based on requirements gathered for 
353 prioritized stakeholders, implement infom1ation sharing services related to transportation security: 
354 leverage existing sen:ices previously developed (e.g. OHS Alert) wherever possible; as needed. design, 
355 develop and implement services that address core mission challenges. 
356 • Expand Mission c:apabilities: Deliver mission capabilities to external stakeholders as prioritized by the 
357 governing bodies as established by the TSISP. 
358 • Refine Existing Mechanisms: lJse lessons learned to further refine the implementation methodology to 
359 deliver mission capabilities more efficiently and Increase mission user adoption of infonnation services. 

360 3.3. Information Sharing Environment Framework 

361 .LU. i'RIV.·lC« 

362 While the 9/11 Act emphasizes the need for infon11ation sharing, it also stresses the importance of prote1;ting 
363 information privacy and civil liberties. The TSISP will be consistent with the privacy guidelines for information 
364 sharing as defined in the PM-ISE's ISE~IP and the designated fJHS ISE Privacy Official \.Viii \vork in consultation 
365 with the Privacy and Civil Liberties Oversight Board, established under section I 061 of IRTPA. 

366 l..1.2. SECl/RrIY 

367 Sharing information v.;ithin and outside the Federal Government can become extretnely complicated depending on 
368 the classification of the inforination being shared. The goal is to create solutions that will allov., to the greatest 
369 extent possible. information to be exchanged across the three security domains shown in Figure I: Unclassified, 
370 Secret, and Top Secret. DHS \Viii follow the direction and policies defined by the Pl\'fw!SE to address this 
371 complex problem. 

TS 

SBU 

372 
3 73 Figure 1: Security Domains (PM..,SE Implementation Plan, Figure 3.6-1) 

374 TSA will implement the PM-ISE's cross~domain 1nechani$m to facilitate sharing and coordination benveen 
3 75 ditlCrent classification levels. including: 

376 • Standardization: Continuing to use SSJ as a statutot}'~based SBlJ regime will build on its cun·ent 
3 77 familiarity to the transportation stakeholders. Tliese use-rs will occasionally encounter other l)pes of 
3 78 SBU, ho...,'evcr, so standardizing procedures and requirements for designating. n1arking. handling and 
379 safeguarding non-regulatory SBlJ iofom1ation across the Federal. SLT. and law enforcement agencies. 
380 and private sector entities '-Yill further support si1nplified sharing. Dl·IS also plans an education and 
381 outreach effort to transportation and other sector stakeholders to explain the standardized regime, 
382 • Tearlines: 'fearlines that enable the flow of lnfonnation to lov, .. er security domain by extracting portions 
383 shareable at that level. 
384 • Controlled Interface: Controlled interfaces that provide automated. secure, two-way transtCr of 
385 infom1ation betvveen don1alns. 
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386 • Identifiers: lnfonnation identifiers that inform users wi ll be made avai lable. as appropriate. When not 
387 appropriate, the recipient will be informed why the identifiers are not available as well as the fact the 
388 infonnation exists, but is unavailable. 
389 • Authorities: Proxies that may be used by higher-level domain users to access services at a lower level 
390 domain while complying with domain security requirements. 
3 91 • Messaging: Organizational messaging that ensures a trusted exchange of organizational electronic 
392 messages between two domain levels. 

393 In addition, DHS personnel continue to work with key stakeholders to identify those officials that need 
394 clearances, the appropriate level of clearance, and the best process in which to obtain a clearance. 

395 3.4. Adoption of the Information Sharing Environment 

396 3.4.1. SWH<ING l NFORMATt<>N AT THE FEVEH . .AL LEVEi. 

397 DHS continues to share transportation security infonnation with other Federal Government partners through the 
398 organizational constructs delineated in this plan. This includes, but is not limited lo, the ISE, the Jnteragency 
399 Threat Assessment and Coordination Group, and the NIPP and corresponding TS-SSP. 

400 Additionally, as Federal partners develop information sharing strategies specific to their mission and operational 
401 goals, DHS will look to collaborate with these groups in an effort to leverage existing information sharing plans, 
402 minimize duplicative documentation, and maximize returns from information sharing investments. This 
403 collaborative approach at the Federal level will in tum drive the manner in which terrorism-related information is 
404 shared with non-Federal partners. 

405 

TSA Office of Intelligence 
0 nice Processes 

h1tel!lgence Product• 
PhOne Notlficaoons 
.ntelhgence Notea 

ln1ell1gence Bnefongs 
TSA Wa1ci'lhsts 

• • 

406 Figure 2: Intelligence Reporting Process 

407 Within DHS, TSA serves as the primary transportation security liaison to the intelligence and law enforcement 
408 communities. As shown in Figure 2, TSA's intelligence mission is to provide timely and accurate intelligence 
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409 and information related to threats to transportation to 'fSA and OHS leadership, field entities. and other Federal 
4 t O and SLT authorities. In support of TSA' s mission. the TSOC integrates infonnation provided by TS A-Intel, 
411 fusing together actionable intelligence \vith operational infonnation across all 1nodes of transportation, 

412 DHS uses technologies, consistent with the ISE, to connnunicate cross-domain (i.e., classified and unclassified) 
413 information \\.:ith its Federal partners, including: 

414 • Joint \\-'orldu·ide Intelligence Communications System (JWIC:S): /\system of interconnected 
415 computer networks used t(I transmit classified infonnation in a secure environn1ent. 
416 • INTELINK: A highly secure intranet used by the U.S. IC, It serves as the .• , .. eb environment on 
417 protected top secret, secret and unclassified networks. 
418 • Homeland Secure Data Network (HSON): functioning as DHS 's se1.:ure communications 
419 infrastructure, it allows Federal and SLT governments to share timely and actionable classified 
420 information. l·JSDN is a full service systerr1. that provides user agencies the workstations, applications. 
42 l and help desk support needed to achieve superior intelligence communication. It is thC' major secure 
422 infonnation thoroughfare joining together intelligence agencies, la\v enforcement, disaster managernent 
423 and front~line disaster response organizations in the comn1on goal of protecting our Nation and its 
424 citizens. 
425 • Secret Internet ProtOl;.'.OI Router Netivork (SJPRNet): A syste1n of interconnected computer net\vorks 
426 used to transmit classified inforrnation in a secure environrnent. 
427 • Non-secure lnternet Protocol Router Network (NJPRNet): llsed to exchange sensitive but unclassified 
428 information betv.·een internal users as \\'ell as providing user access to the Internet. 
429 • TSA Remote Access to Classified Enclaves (TRACE): A high-speed, National Security Agency-
430 approved sysrcrn designed to quickly and securely provide retnote TSA fleld locations with classified and 
431 unclassified intelligence information. Currently this system supports up to the Secret Collateral security 
432 leveL 
433 • TSA Automated Inspe<:tions, Enforcement. and Incident Reporting Subsystem. ·rhis system 
434 supports a broad range of mission requirements to include data capture of critical records dot:umenting 
435 security compliance and oversight inspections; outreach contacts \v'1th industry stakeholders: 
436 administrative enforccn1ent and regulatory investigations: and the details and the subjects associated with 
437 reported security incidents. This enterprise application serves more than 5,000 authorized internal users 
438 and is part of the agency's information technology enterprise. Data outputs from this accredited 
439 application are used to supp<Jrt external freedo1n of lnfonnation ,\ct requests, internal operations 
440 research. and out-of-agency requests for transportation security statistics. Planned strategic expansion of 
441 the application Viiill accommodate a grO\\'ing enterprise and 1,1,·ill t'acilitate the swift exchange of data and 
-l42 analysis. Currently housing more than a nlillion individual subject name records, alone, this application 
443 also augments the critical functions performed by the several organizational elements mentioned in 
444 Section 2.2, namely the ()ffice of Intelligence, the Sector Partnership Model, and TSA 's 2417 operations 
445 center. 

446 TSA also provides information through a variety of intelligence products, \vhich are delineated in the A.pj)t'lhli:\ 

44 7 ! ( ',1 to this plan. 

448 3. l.1. SHA.RI.\'(~ /.\Ff) R,\f, t I I() ,\J \\i I I'll Sf:\ l F, [()Ci\ L . \.\'[) f NI H...t L (; 1) l 'f/\;\'.\ 11-:.\'J S 

449 SL T authorities are critical to our Nation's efforts to prevent future terrorist attacks and are the first to respond if 
450 an attack occurs, These governn1ents carry out their counterterrorlsn1 responsibilities \Vithin the broader context 
451 of their core 1nission to protect the public's health and safety and to provide emergency and non-emergency 
452 services. DI·IS has an integrated approach that allows Federal agencies to \\'Ork together to produce and 
453 disseminate terroristn infonnation. This includes: 

454 • Fusion Centers: OHS and the ISE support the SL T governn1ents by providing analysts and direct 
455 support to establish State and rnajor urhan area infonnation fusions centers. These centers v.•ork to\.vard 
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456 the conunon goal of blending relevant lav• enfon;ement and intelligence information analy-;is and 
457 coordinating security measures to reduce threats in their communities. Fusion centers sen1e as the 
458 primary focal poiots with these environments for the receipt and sharing of terrorism-related information, 
459 and play a vi1al role in disseminating terrorist information at the state level. OHS supports these centers 
460 through grant funding, tec:hnical assistance, training: and by deploying departmental officers and 
46 l intelligence analysts to fusion centers nation\vide to achieve a baseline level of capability. 
462 • Joint Terrorism Task Forces (J'1¥f'F): [)f1S has a significant presence in the JITF in major cities 
463 throughout the l~nited States. TS.<\'s Federal Air rvtarshal Service has representatives on all 56 major 
464 Federal Bureau of lnvet>tigations Field Oflice JTTF.:; and several of its resident ofli..:e JTTFs. These have 
465 substantially contributed to improved information sharing and operational capabilities at the State and 
466 municipal levels. 

467 l.J..3. SH:\RJ.'\'G f,\·1·c)Jl'l-IA TH >.v \t\<7 r1t r11£ l)RtV\ rf Sr:cT<1H 

468 Private industry within the transportation sector has made significant investments in 1nechanisms and 
469 methodologies to evaluate, assess, and exchange infonnation across regional, market and security~related lOfs, 
4 70 DHS continues to \\.tork \vith the private sector to build on these efforts to adopt an effective frame\'<·ork that 
471 ensures a two~way flow oflimely and actionable security infonnation bet\veen public and private partners. DHS 
4 72 has established several information sharing mechanisms to disseminate and receive infonnation with the private 
4 73 sector. These include: 

4 74 • Critical Infrastructure Partnership Advisory Council: Cf PAC directly supports Dl~S' s sector 
4 75 partnership model by providing a legal frarnework for members of the GCC and Sector Coordinating 
476 Council to !.'.Ollaborate on a broad spectrum of security activities. This approach aligns v .. ith the NIPP and 
477 the corresponding TS~SSP, the fSE-IP and olher infomlation sharing guidance. The SCC plays an 
4 78 important role in providing the private sector perspective on identifying and i1nplen:1enting the 
4 79 information sharing mechanisms that are most appropriate for their mode of transportation. 
480 • Homeland Security Information Network: DHS communicates in real-time to its partners by utilizing 
+81 the internet-based ~{SIN. Systetn participants include governors, mayors, 1101neland Security Advisors, 
482 State National Guard otl1ces. Emergency Operations Centers, First Responders and Public Safety 
483 departments. and other key homeland security partners. The system is a highly secure netv,;ork \vith a 
484 common set of information-sharing functions and tools for various private sector co1nn1unities with 
485 common security interests. It is sponsored by l1HS and n1anaged by 1he private sector-led S("C and/or its 
486 designees. The mode specific sub-portals are currently in various stages of development. with three 
487 nlodes of transportation- Mass Transit, l·figh\vay and l\1otor Carrier, and Pipeline, \.Vith fully fun..:tioning 
488 portals. 
489 • Information Sharing and Analysis Centers: These entities play a vital role in facil"ltating 
490 con1munication and coordination of inforn1ation related to terrorism. OHS continues to operationally 
491 coordinate and \vork \'.dth transportation industry.: ISA('s dally to address security issues. Various JSACs 
492 have access to and work \vith the TSOC, and with TSA 's modal experts and intelligence pe~onncl. ISAC 
493 personnel have access to information and intelligence consistent with security policit'S. 
494 • Homeland Infrastructure Threat and Risk Analysis Ce-nter (Hl"rRAC): HJTRAC is the national 
495 intrastructu1·e integration center for threat and risk. This office.jointly resourced by the [)f1S ()ffice of 
496 lnfrastn1cture Protection and D~IS f&A, provides primary. collaborative, and integrative tactical and 
497 strategic intelligence and assessments of threats to the nation's critical infrastructure. ffl'fRAC develops 
498 intelligence products to help inform State and Local Fusion Centers (SLFC) and infrastntcture owners and 
499 operators of any threats they may potentially face, as well as to better infonn their security planning and 
500 investment decisions. 
501 
502 HIT RAC integrates the intelligence assessments \Vith assessments of infrastructure vulnerabilities and 
503 consequences to provide sector and comprehensive national assessments of risk, HITRAC collaborates 
504 \Vilh TSA for intelligence assessments and uses transportation threat and risk asse~sments to inform 
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505 assessments of other sectors based on dependencies on transportation. HITRAC is the lead for 
506 establishing and coordinating support to SLFC, including sharing intelligence and infortnation sharing, 
507 and provides the threat asse>Sments for annual grants and responses to the state and UASt eity 
508 assess1nents. J·IJTRA(: also leads cyber intelligence analysis and provides inter-dependency threat and 
509 risk assessments, including transportation dependencies. 
510 • National Infrastructure Coordination Center (NICC): Serves as an extension of the NOC. providing 
511 the mission and capabilities to assess the operational status of the Nation ·s Critical Infrastructures and 
512 Key Resources, supports information sharing \Vith the ISACs and the owners and operators of critical 
5 I 3 infrastructure facilities, and facilitates information sharing across and betv:een the individual sectors. 
514 • Sensitive Security Information (SSI): 1"his statutory and rcgulahiry·bascd framework for transportation 
515 security-related SBU infonnation allows streamlined and sate sharing of such information with State, 
516 local and tribal governments, law enforcement, and private industry to enhance transportation security. 
5 l 7 • Protected Critical Infrastructure Inforn1ation Progra1n (PCII): This statutory and regulatory~based 
518 framework enables the private sector to voluntarily submit sensitive information regarding the Nation's 
519 critical infrastnJ(.:ture to DHS \'liith the assurance that the information. if it n1eets certain requirements, will 
520 be protected from public disclosure. The progratn seeks to facilitate greater sharing of critical 
521 in.frast111cture inforrnatk~n among the owners and operators of the critical infrastructures and government 
522 entities \vith infrastructure protection responsibilities, thereby reducing the Nation·s vulnerability to 
523 terrorisn1. 
524 • OHS Protective Security Advisors (PSA): To better partner ~vith SLT governments, and the private 
525 sector, OHS has deployed a cadre of highly-experienced security specialists in regions throughout the 
526 country to assist local effons to protect critical assets and provide a local perspecti-.·e to the national risk 
527 picture. With significant experience in ernergency management, these dedicated critical irifrastrucrurc 
528 and vulnerability assessment experts. or PSAs, are recruited from, live, and \\'Ork in these communities. 
529 They provide a federally funded resource to communities and businesses to assist in the protection of 
530 critical asset:). 

531 3.:1.·l. StL\Hl\c; /,\f(>{(,\fAff(J,V ivrr11 lllE Fcll\fTG'I: 1~.11\'T\'l:;f\S 

532 The sharing of terrorism-related infonnation benveen Federal depart1nents and agencies and foreign pa11ners and 
533 allies fiJrms a critical component of our infonnation sharing strategy .. .:\ftt:r the September 11 attacks. many 
534 foreign g(lvemmentsjoined us i11 declaring war on terrorism and have since contributed in impo11ant ways. 
535 Intelligence provided by foreign partners often provides the first indications of terrorist plans and intentions. 
536 Accordingly, \Ve will enhance standards and provide more capabilities for improved sharing \vith our foreign 
537 partners and allies, 

538 In addition to receiving such information from other countries, it is also critical that \.VC appropriately share 
539 similar types of information with foreign governments or foreign la\v enforcen1ent entities, such as INTERPOL. 
540 In doing so, we must ensure that any sharing of any records about American citizens and lav.ful permallent 
541 residents is in compliance with U.S. privacy rights and protections. 

542 'fSA recently realigned to create an Office of Global Strategies \Vith the 1nission of increasing security by \'t'Orking 
543 proactively with our foreign partners and overseas operations affecting the lJnited States. The agency has been 
544 able to significantly <>trenE,'then its relationships with international transportation security partners through 
545 increased communications, infonnation sharing, and best practices. Examples of international cooperation that 
546 the Otlice of Global Strategies aims to increase and strengthen include common strategies on screening liquids. 
547 aerosols, and gels and implen1enting advanced technologies and intelligence sharing. 

548 Other at.:tivities include: 

549 • European Union Passenger Name Record Agreement: 'fhe LTnited States and the European Union 
550 have agreed to a security program that shares personal data about rnillions of United States-bound airline 
551 passengers a year. lJnder the agreen1ent, aidinl!s flying from Europe to the t;nited States are required to 
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552 provide data related to these matters to U.S. authorities if it exists in their reservation systems. The 
553 agreement allows OHS to retain and use it "where the life of a data subject or of others could be imperiled 
554 or seriously impaired," such as in a counterterrorism investigation. 
555 • Transportation Security Administration Representatives (TSARs): These personnel serve as official 
556 TSA representatives around the world. TSARs are located in foreign countries and work closely to share 
557 information with their governments to improve international transportation security. TSA also has an 
558 experienced corps of aviation security experts based internationally with regulatory and inspection 
559 responsibility that also share infonnation. Their talents can meaningfully increase security measures in 
560 cooperation with airlines and other governments. 

561 3.5. Specific Implementation Actions 

562 As stated above, OHS has aligned its strategy with the PM-TSE and will therefore participate in the primary and 
563 most applicable implementation activities identified by the PM-ISE in its Implementation Plan. Spec ifically, the 
564 fo llowing table identifies implementation actions specific to the sharing of transportation security information 
565 between all relevant stakeholders. 

Aclion \ 1. 
1\J b J C IOU 

' '""' er 
Framework- Program management and governance activities as well as infrastructure 
components required to support the infonnation sharing framework such as hardware, software, 
data centers networkin and securi controls. 

Coordinate with OHS. TSA will coordinate with OHS. its information sharing governance 
I. I structure and strategy, and its efforts to create a DHS-ISE, to include coordinating with OHS 

ISGB and ISCC. 

1.2 

1.3 

1.4 

Align with PM-ISE. Align with the PM-ISE to ensure that the overarching information 
sharing mission is consistent with the OHS"s transportation security strategy. Alignment 
includes following PM-ISE's governance, architecture and standards, and information 
rivac uidelines. 

Coordinate with Stakeholders. To understand mission challenges and specific needs for 
information sharing services, reach out to potential stakeholders within OHS. as well as to 
other Federal and SL T communities: continue to grow existing ISCC's into mature 
committees including the establishment of relevant and timely transportation security sub
committees. working groups and COis: develop education and training programs in order to 
im rove the sharin of information between the rivate sector and the ublic sector. 
Fu lly establish the Transportation Security Information Sharing Coordination Council 
(TS-ISCC). Establish the ISCC to create or adopt all relevant policies and procedures and 

rioritize technolo investments. 
Capabilities - Development of services within the six core capability areas in support of the 
trans ion information sharin mission. 

1.5 Conduct Stakeholder Prioritization. Identify stakeholders operating in higher risk areas 
that may have a more pressing need for information related to transportation security for 
consideration as riori reci ieots of information sharin services 

1.6 

1.7 

Conduct Requirements Analysis. Conduct requirements gathering sessions with 
stakeholders to identi and rioritize ke trans rtation securi information sharin a s. 
Prioritize Capabilities. The Transportation Security ISCC will prioritize the mission 
capabilities to be implemented across all security domains (i.e .. SBU. Secret. Top Secret) 
and the overall ado tion a roach for a ro riate ublic and rivate stakeholders. 
Identify Reusable Technologies. OHS, in conjunction with its transportation security 

1.8 stakeholders will investigate existing or emerging technologies that can be leveraged. to 
ex edite the im lementation of mission ca abilities. 
Develop and Implement Information Sharing Services: Based on requirements gathered 

1.9 for prioritized stakeholders, implement information sharing services related to transportation 
securi ; levera e existin services reviousl develo ed for exam le, OHS Alert 
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f 
I Aclion 
:· Number 

Ac:tion 

wherever possible; as needed. design, develop and implement services that address core 
mission challenges. 

1.10 
Implement Capabilities for the SBU Domain. Based on the ISCC's prioritization, OHS 
will implement transportation security mission capabilities in the SBU domain. 
Implement Capabilities for the Classified Domains. Based on the ISCC's prioritization, 

I. I I OHS will implement transportation security mission capabilities in the classified domains 
(i.e., Secret, Top Secret). 
Refine Existing Mechanisms. Use lessons learned from the existing internally-focused 

1.12 capability implementations to further refine the adoption methodology to deliver mission 
capabilities more efficiently. 

Adoption - Rollin2 capabilities out to transportation securi~ Eublic and Erivate stakeholders. 
1.13 Sharing with Federal Partners. OHS will coordinate with other Federal Partners directly,--

as part of the PM-ISE ISC, and as part of the Transportation GCC to prioritize adoption of 
relevant information sharing capabilities across the Federal Government. 

1.14 Sharing with SL T Governments. DHS's State and Local Program Management Office 
(SLPMO) and TSA will coordinate to determine the prioritization of SLFC for deployment 
of information sharing capabilities as well as operational and intelligence personnel. 
Additionally, OHS will follow the PM-ISE framework for sharing information beyond the 
Federal Government and will coordinate with the Transportation GCC. 

1. 15 Sharing with the Private Sector. OHS will coordinate with the mode-specific SCCs to 
determine prioritization for deployment of information sharing capabilities to private sector 
organizations with transportation security responsibilities. 

566 4. Resources and Schedule 
567 

568 4.1. Resource Estimates 

569 To date TSA expended approximately $20 million of base funding over 3 years on ISE development. Further 
570 development and implementation, subject to future funding, will occur in multiple-phases over a period of several 
5 71 fiscal years. Initial activities wi II focus on the expansion of mission capabilities within OHS and the foundational 
572 components necessary to expand mission services to other Federal agencies. Subsequent phases will result in the 
573 deployment of mission capabilities to Federal, SL T, and private se<:tor stakeholders, in add ition to the 
574 continuation of advancements in OHS and Federal workspaces. 

575 4.2. Impleme ntation Sc hedule 

576 The TSlSP is currently implemented at an initial operating capability. There is a high-level of information 
577 sharing occurring on a regular basis. This plan provides a more formal and repeatable framework for information 
578 sharing. The implementation of this framework relies on continued coordination with the PM-ISE and 
579 stakeholders to further define requirements and prioritize available resources. TSA expects that full 
580 implementation could occur over several years in multiple phases (development, enhancement/refinement, and 
58 1 operations and maintenance). 

582 
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583 Appendix (A) 
584 
585 List of Acronyms 

586 The follo\ving acronyms are used in this document: 
587 

9/11 Act ~ le1nentin Recommendations of the 9/11 Commission Act of2007 
CCc==--t-"="-===="'C'+~c=~:o=+c~======~· ------j 
ADIB .......... ::\dn1inistratQr·s Da!!z..!.~!~-~!.1_!.£~!.',~,:_B~r_;,~fi~m~·~----
cA:rA··· Cities & A.i Orts Threat Assessment 
CIP1\C f>HS Critical Infrastructure Partnership Advisory Council 
COi Communities of Interest ----------------------

. CTIP Collaborative TranSJ?_?.~-~!.?.!?.J!!'.~2.~"Y.f.~S:t __________________ -1 
DHS De arhnent ofHorneland Security 

r.cD~l~lS~l&~'~A~-+~D~H~S~O~ffi.~~ .. ~.f.!~!~-~-~,0e~nc~e~an=d~A~n~al~y~si~'---------
FIO Field JntelH ence Officers 
as;_~---------·-··· -T·rans·-·o-rtat1on sector Govemm.~.~.~ ... ~!?.2r4J.'!!!!~.~.?.!!.~£•_1 ____________ ·" 
GM General t'l1ana er 

HIR Homeland Intelli en..~£ .. !3:~P.!?.~---~~-~~~--------------4 
HITMC Honleland lnfrastructure .. Th.~~.~~ .. ~~.cR~;~,k~A~"-"~ly_,~;,_c~·'~"~"~'-------~--............... ., 

I 
HSDN 

' 
llon1eland Secure Data Ne.~~E~ 

llSIN -·- .. ~.~.'E!Lo/ld Securi!}' Information NCh .... ork 
L__IC lntelli12ence Con1munitv ... ........... 

IRTPA lntelliiicnce Reform and Terrorism Prevention Act of 2004 
ISAC Information Sharing and Anal)i~l";··ce·ni"e-r ' ·····l 
lSCC lntbrmation Sharin2 Coordination Councils 

' ISE lnfor~!!--~!_c;in Sharins Enviro111nent ---------------
ISE-IP lnfonnation Sharinl! Environment lmolementation Plan ; 

·-··· 
JTTF Joint Terrorbm Task Forces ! 
JWICS Joint Worldwide Intelligence ('Qrnmunications St~!~.~-- ... 
NCTC National Counterterrorism Center ----···-
NICC National lnfrastructure Coordination Center .. -----------I NIPP ~ational lntrastructute·p;:;:;te·~-t-;~;:; Plan 

Unclassified but sensittve··1·111·e·me·r·p;:otocol Router Network 
----

. NIPRNet 
NOC .. Q.~~--!:-1~.!!.?_nal Operations C~!!.~~! .............. ,_ - ------------· 

=l 
PCll Protected Critical Infrastructure lnfonnarion Program 
PM-ISE Pro1:>:ram rvtanauer of the Info~l~!!.2~--~-h~ing Environn1ent .. 
POC Point Of Contact 
PSA Protective Securih Advisors - -:.i SBU Sensitive But Unclassified 
sec J\.toJe-speC.fflC··seCtor Coordinatin!! councils . .--... ·-··· 
SIPRNet Secret lnten1et Protocol Router Network 
sii\-- Suspicious Incidents Report ...........• ····-·· 
SLFC State and Local Fusion Centers ........................ 

' SLPMO State and Local Prol?.ram Man<tgement Office ·----- -------------~ 

SLT State, Local, and Tribal 
SS! Sensitive Securitv Information 
TIG T ra11s~9~_~!.tY:'-! __ !!,1!~J Ii g~·r;c·e·GaZette ................ 
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589 Appendix (8) 
590 

591 Relevant Legislation & Guidance 

592 Key docun1ents relevant to the tOundation of information sharing arc listed belo\v; 

593 • .-1viation ,'':ecuriry fmprovernent ,.-Jct of 1990, dated November 16, !990. This .-\ct 
594 underscores the operational aviation security regulations ( 49 <:FR parts 1542, J 544, I 546, 
595 15<18, etc.) that govern the sharing of SSI \Vith airports, airlines, air cargo forn'arders, and 
596 other domestic and foreign stakeholders. 

597 • ./9 (.'FR JJart 1520 .• ')ensitive ~'>ecurity lnfor1nation, dated February 22, 2002. This Federal 
598 regulation outlines policies and procedures in how to share, safeguard, and identify 
599 sensitive transportation security infonnation that is shared with transportation securil) 
600 stakeholders. 

601 • Protecting A1neri<:a's Freedom in the F11fOrrnation Age, dated Oi;tober 7, 2002. Published 
602 by the Markle Foundation's Task Force, this report stresses the importance ot 
603 information in the \.Var on terrorism. It defines a holistic approach to infonnation sharing 
604 and sets forth recommendations for enhancing the manner in \vhich infonnation is 
605 collected and analyzed to irnprove the Nation's preparedness against terrorist attacks. In 
606 its second report, entitled (·reating a Trusted ,\'eftt.'orkfi:Jr Homeland Set·urity, dated 
607 December 2, 2003, the Task Force reiterates the importance of infonnation sharing. The 
608 report emphasizes the importance of creating a decentralized ISE as a top priority for the 
609 defense of the horneland. The report concludes that by using currently available 
610 technology, the government can set up a net\vork that improves our ability to prevent 
611 terrorist attacks and protect civil liberties. 

612 • flo1neiand Security Act of 2002, Pub. L. t 07-296, 116 Stat. 2135. dated Nove1nber 25, 
613 2002. It established DllS by combining con1pone11ts from over 20 Federal agencies. l'he 
6 I 4 Act also mandated the adoption of infonnation sharing procedures in order to protect the 
615 United States fron1 tcrrorisin. 

616 • Executive Order 13354 · ."·iallonul C'ounterterrori.sm (,enter. dated August 27, 2004. 
617 This order established the National Counterterrorism Center (NCT(~) as the "primary 
618 organization in the lJnitcd States Government tOr analyzing and integrating all 
619 intelligence possessed or a;;quircd by the U.S. Government pettaining to terrorism and 
620 counterterrorism. 

621 • Executive ()rder 13356 - Strengthening the .()haring of Terrorism lnformariun [(}Protect 
622 A1nr:ricans, dated August 27, 2004. This order is aimed at strengthening the sharing of 
623 terrorism infonnation to protect Americans. It directs agencies to give the "highest 
624 priority" to the prevention of terrorism and the "interchange of terrorism information 
625 [both] among agencies" and ·'between agencies and appropriate authorities." 

626 • Intelligence RejOr1n and Terrorism Prerention /1ct u,f 2004 (lRTPA), Pub. L. I 08-458, 
627 I 18 Stat 3638, dated December 17, 2004, This act established the Office of the Director 
628 of National Intelligence, the Director of National Intelligence and a Progra1n Manager. 
629 Section I 0 l6 of the la\\' stipulated that the PM will lead the develop1nent of an 
630 "lnfonnation Sharing Environment" that \viii coordinate terrorist information across the 
631 intelligence and la'>' enforcement communities. 

632 • Executive Order 13388 ~ f'urrher Slre11g1hening the S'harlng of Terrorism ln,form(ilio11 to 
633 Protect A1nericans, dated October 25, 1005. This order established the Information 
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Sharing Council. chaired by the PM-ISE, who subsequently assumed responsibility for 
the "establishment of an interoperable terrorism 'information sharing eovironrnent to 
facilitate auto1natcd sharing of terrorism information among appropriate agencies:· 

63 7 • !tifvrmation Sharing Envirunrnent In1p!er11ent'1fiun Plan, dated November 2006. This 
638 plan defined the Federal Government's information sharing strategy. It provides the 
639 building blocks needed to successtltlly implement an ISE. and the roadmap that the PM-
640 ISE intends to folio""'. 

641 • DH.\' PoliL:vfiJr Internal lnfor1nation Exchangt! and 5iharing, d<ited February I. 2007. 
642 Kno\vn as the "One DHS" n1emo, this document instructs that D~tS Components are 
643 o;;onsidered a single, united agency for inforn1ation sharing purposes. The memo also 
644 directs that all OHS employees should "'have timely access to all relevant information 
645 they need to successfully perfonn their duties'', promoting a culture of information 
646 sharing. 

64 7 • lmple1nenting Recornrnendalions u.f !he 9/l l ( 'ommission .4ct oj"1007 (9// I ,4ct), Pub. L. 
648 110-53, 121 Stat. .266, dated August 3, 2007. The Act implements many of the 
649 recommendations of the 9/l l Commission and requires the Secretary of DHS to establish 
650 the TSISP. Pursuant to the Act, the TSISP ntust describe how intelligence analysts 
651 within OHS \Viii coordinate with other Federal and SLT government agencies, as well as 
652 public and private stakeholders, to efficiently share transportation security information. 

65 3 • Homeland SecuritJ· Information Technolof!J' ,\'e111:ork .4rchitecture Progress Report, 
654 dated October 29, 2007. This document reports on the progress made in implen1enting ll 
65 5 comprehensive information technology network architecture for the OHS C)ffice of 
656 Intelligence and ,~nalysis that connects the various databases and related inforrnation 
657 technology co1nponent:;; of OHS in order to promote internal infonnation sharing .among 
658 the intelligence and other personnel of D~IS. 

659 • !Vational ,f}frategy,for h!/Ur111ation Sharing-· Successes and ('fta/lenges in lm1irot1ing 
660 Tt!rroris111wRelate<i lnfOr111a1ion 5iharing. dated October 31. 2007. This strategy 
661 prioritizes and unifies our Nation's efforts to advance the sharing of terrorism-related 
662 infom1afion. It ~ets forth a plan to build upon the progress made in improving 
663 information sharing since the September I I. :2001. attacks and establishes an integrated 
664 National information sharing capability. It \\'as developed using a collaborative process 
665 and based on significant input provided by n1e111bers of the Federal Infonnation Sharing 
666 Council. as well as State. local. tribal. and private sector officials fro1n acros:s the Nation. 

667 • DHS !r~formation Sharing ,<:;trarezy. dated !\.-fay 12, :'.008. This strategy strives to 
668 transform Dl·IS int-0 an organization \vhose culture. business processes, and governance 
669 structure fo::.tcr an inforntation sharing environment that ensures the right information 
670 gets to the right ixople at the right ti1ne. 
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671 Appendix (C) 
672 
673 Intelligence and Information Sharing Products 

674 The TSA Office of Intelligence (TSA-lntel) operates a 24-7 indications and warnings \Vatch. The 
675 Watch is connected to the IC and OHS J&A via .JWICS, HSDN and SfPRNE'f, which pro\'ide the 
676 \\'atch \Vith access to both intelligence reporting from the field and finished intelligence produi;;ts, 
677 including assessments. The headquarters v.·atch has real+time access and conta<.:t \.vith all U.S. IC 
678 Watches and operations centers. This access alloVv·s TSA-lntel to receive and provide real and 
679 near real-tirne intelligence on threats to the U.S. transportation system. 

680 TSA-lntel provides detailed value added analytical products, in the fonn of classified and 
681 unclassified briefings. assessments, and summaries. These products are presented to TSA/DfIS 
682 leadership, SLT authorititis and law enforcement, TSA field entities and representatives. foreign 
683 officials and private sector stakeholders. Under the 49 c:f'R 1500 series, TSA may issue an 
684 lnfonnation Circular to notif)· stakeholders about security concerns. "/hen TSA detennines the 
685 additional security measures are necessary to respond to a threat assessment or to a specific threat 
686 against civil aviation, 'T'S/\ issues a Security Directive setting forth 01andatory measures. 

68 7 TSA~[ntel also has Field Intelligence Officers (Ff Os) at airports around the Llnited States. The 
688 FIOs interact \vith l"SA officials, other Federal agencies and SL'T officials in areas to \\'hich they 
689 are assigned. They are the face ofTS:\-lntel for all intelligence support and activities outside of 
690 the \V'ashington D.C. area. 

691 TSA provides the following intelligence and inforniation sharing products to partners and 
692 stakeholders on a routine basis: 

693 • Administrator's Daily Intelligence Briefing (ADIB). .4. 24~hour snapshot of 
694 transportation-related intelligence comprised ofTSA operational and Intelligence 
695 Community reporting. 'This product is disseminated through TRA.('E and classified e-
696 n1ail to a limitt•d TSA audience. 

697 • Transportation Intelligence Gazette (TJG). 'The TIG, usually a classified analytic 
698 document. aims to bridge the gap bct\\o·een the ADJB and nlodal threat assessments by 
699 providing in-depth analysis focused on a specific topic within a transportation rnode" The 
700 document may also be used to provide additional information or bai.:kground on an issue, 
701 or to provide situational aY..··arcncss. TIG lengths vary and are disseminated through 
702 TRAC'E. NCTC Onllne, HSTN lntel, HSDN, and classified and unclassified email lists. 

703 • Suspicious ln!.:idcnts Report (SIR). The SIR provides a ;.veekly summary and analysis 
704 of operational reporting on suspicious activities and surveillance directed against all 
705 transportation modes, Sources for the SIR include lav» enforcement (LE) and IC 
706 reporting. This product is available in both classified and SSI editions and is 
707 disseminated via multiple LE and IC distributions lists, portals. and \V'eb boards. 

708 • Weekly Field Jntelligence Summary (WFIS). The \\!'FIS is a weekly anal.>1ical 
709 summary of lay,· enforce1nent and open source reporting produced at the SSJ leveL The 
710 docurncnt provides infonnation on threats, significant airport and aircraft incidents. and 
711 IC and LE advisories. The WFIS is disserninated via a Sensitive Security Inf()rn1ation 
712 (SSI) distribution list and posted on LE and IC portals and \\'eb boards. 

713 • Cities & Airports Threat Assessment (('A l'A). 'fhe CA TA is a classified and SSfw 
714 level do1nestic and overseas flight risk assessment provided to TSA International, Federal 
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Air \1arshals, and Airport Security Inspectors lo assist in mission scheduling and se(,urity 
inspections. 'This product is disseminated through TRACE and classified e~mail. 

717 • Modal Threat Assessments. Modal Threat assessments. produced by analyst tea.ms at 
718 the classified level, provide more in-depth anal:vsis and judg-.nents on the threuts posed to 
719 the various transportation modes. 'fhey are disseminated through TRACE, NC'[C 
7'.20 Online, and classified and unclassified e~mail. 

721 • NQ·Fly I Selectee Lists. 'T'he No~Fly and Sclectee Lists are subsets of the Terrorism 
722 Screening Center's (TSC) master data base kno\o,.·n as the Terroris1n Screening Data Base 
723 (TSDB). TSA does not own the lists. but docs provide then1 to air carriers and enforces 
724 their use to ensure that passengers are thoroughly prescreened before they are allowed ro 
725 enter the secure area of an airport or to board an aircraft. lndi\'iduals on the No~Fly list 
726 pose or are suspected ofrx1sing threats to transportation or national security. The 
727 Selectee list covers those individuals who do not meet the criteria for the No Fly List, but 
728 who 1nust receive additional screening prior to flying. 

729 • FAM Mission Briefs. FAM Mission Briefs, country specific briefings produced at the 
730 Secret Collateral le-..el, cover terrorist and criminal threats, as \vell as other pertinent 
731 infonuation such as recent political unrest and he.alth concerns ""·ithin countries scheduled 
732 for Federal Air Marshal mission coverage. ·rhe docun1ents are disseminated via TRACE 
73 3 and by classltied facsimile to the ~2 FAM field ofti.;;:es. 

734 • Homeland Intelligence Report (HIR). ·rne "'llR is the Department of 1-lomeland 
735 Se<::urity's (DtIS) reporting vehicle, used by Df-JS and its subordinate organizations, to 
736 provide intelligence information to 1he fl'"' and LE communities. HIRs do not contain 
737 fully-evaluated intelligence_ ·rsA produces l·flRs to meet the standing infom1ation needs 
73 8 of DfiS and collection requirements of the greater intelligence community. 

739 • Spot Reports, Spot Reports. a TS.;\-()J \Vatch product. share time-sensitive infonnation 
740 and provide situational awareness on persons v.'hO are denied boarding or in flight, 
741 pcrs.ons of interest to the LE or IC: communities, or an C\'ent that has 1n1portance to TS,.\· s 
742 mission. Spot Reports can be both SBU and classified. if additional intelligence Vt;arrants 
743 classifying the document. The reports are delh,ered to OHS for further distribution. 

744 • Collaborative Transportation Imagery Project (CTIP). l'he C'TIP develops 
745 interactive in1agery products of critical transportation infrastructure. "rhcse produ;;ts 
746 incorporate design schematics, interior and exterior photographs (360° immersive and 
7..t.7 digital still), overhead in1agery. digital video and essenttal emergency planning and 
748 response documents. All ilnagcry and documents are vie\Ved through an interactive DVD 
749 using hyperlinks and easy-to-navigate screens. "rhe prodocts can run on standard-issue 
750 computers using off-the-shelf sotlware. 





Foreword 

I am pleased to present the following report regarding the Transportation Security Information Sharing 
Plan (TSISP). The report has been submitted pursuant to the Implementing Recommendations of the 
9111 Commission Act of 2007 (9111 Act), Pub. L. 110-53. 

This annual report provides an update on the progress achieved from July 2008 to July 2009 in 
implementing the TSISP. The purpose of the TS ISP is to establish a foundation for sharing 
transportation security information between all entities that have a stake in protecting the Nation 's 
transportation system: Federal, State, local, and tribal (SLT) agencies and governments, the private 
sec tor, and foreign partners. 

Pursuant to statutory requirements, this report is being provided to the Chairmen and Ranking Members 
of tthe House Transportation and Infrastructure Committee, the Senate Committee on Commerce, 
Science, and Transportation, the House Committee on Homeland Security, and the Senate Committee on 
Ho meland Security and Governmental Affairs. 

If I may be of further assistance, please do not hesitate to contact me or the TSA Office of Legislative 
Affairs, at (571) 227-2717. 

Sincerely yours, 

Gale D. Rossides 
Acting Administrator 



Executive Summary 
The purpose of the TS ISP is to establish a foundation for sharing transportation security information 
between all entities that have a stake in protecting the Nation's transportation system: Federal, State, 
local, and tribal (SLT) agencies and governments, the private sector, and foreign partners. Building on 
TSA's progress since its creation, implementing this plan further improves the way we share 
information and fight terrorism. 

This plan considers the full range of information sharing among the public and private sectors. It 
encompasses cross-domain information sharing, which is the sharing of highly sensitive and classified 
intelligence information and the more general sharing of unclassified information that improves an 
entity's ability to prevent, protect, deter and recover from a terrorist attack. The plan addresses the 
current state of transportation information sharing and the future direction of systems and processes. 

Congress provided funds to TSA in the Department of Homeland Security Appropriations Act, 2009, to 
further implement requirements associated with the Implementing Requirements of the 9111 Commission 
Act of 2007. TSA identified its plan to establish and implement an Information Sharing and Analysis 
Center for transportation security in a required 9/11 Act Expenditure Plan (March 9, 2009). The 
Transportation Security Information Sharing and Analysis Cente r (TS-ISAC) will enable TSA to 
provide a continuous flow of information in a variety of formats to existing ISACs and other mission 
partners. and enable virtual analytic collaboration. The implementation date is by spring 2010 .. 

The five major functions of the TS-ISAC are: 

1) Dissemination. TSA-01 will post fini shed intelligence products (unclassified), alerts, and 
downgraded intelligence reporting to our stakeholders on the ISAC Web portal. 

2) Alerts. TS A-OT will send an e-mail message to the TS-ISAC user's e-mail account, indicating 
when an alert has been posted to the portal. 

3) Information Repository. An information warehouse will serve as a repository of tacit and 
explicit transportation security knowledge to enable trend analysis and for future reference. 

4) Usability. The TS-ISAC will be linked into the DHS Homeland Security Informatio n Network 
(HSIN), where HSIN users will be able to click on a link and gain seamless (no log-on) entry 
into our portal.. 

5) Collaboration. The TS-ISAC will have the ability to conduct live video teleconferences with our 
stakeholders (live voice, video, and data). 

This implementation plan focuses on the core capabilities needed to max imize information sharing 
across. all communities of interest. As the. security framework for transportation continues. to grow, TSA 
and its Federal partners are working to apply many of these capabilities to reduce risk across all modes 
of transportation. The mission capabilities and the processes described in this plan will enhance current 
functions and will be leveraged across the transportation system. 
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I. Legislative Requirement 

This document responds to the reporting requirement set forth in the Implementing Recommendations of 
the 9111 Commission Act of 2007 (9111 Act), Pub. L. 110-53, Section 1203(a)(6)(B), which requires the 
submission of an annual report to the appropriate congressional committees on updates to and the 
implementation of the previously submitted (July 2008) Transportation Security Information Sharing 
Plan. 



II. Background 

Purpose 

The 9111 Commission Report, released in July 2004, highlighted the importance of information sharing 
as a foundational element necessary in the fight against terrorism. Many of the recommendations 
documented in the. 9111 Commission Report were mandated in the. Intelligence Reform and Terrorism 
Prevention Act of 2004 (TRTPA). 

On August 3, 2007, the President signed the Implementing Recommendations of the 911 l Commission 
Act of 2007 (9/l L Act), which includes measures associated with lRTPA and enhances existing 
information sharing endeavors. Section 1203 requires that the Secretary of Homeland Security establish 
a Transportation Security Information Sharing Plan (TSISP) in consultation with the Program Manager 
ofthe Infonnation Sharing Environment (PM-ISE), the. Secretary of Transportation, and public and 
private stakeholders 1• 

The TSISP is closely aligned and consistent with the overarching National Strategy for Information 
Sharing, the Informat ion Sharing Environment Implementation Plan (ISE-IP), the National 
Infrastructure Protection Plan (NIPP), and the Transportation Systems Sector Specific Plan (TS-SSP). It 
is also aligned with the DHS Information Sharing Strategy (dated May 12, 2008), which creates an 
essential link between the National Strategy, the ISE-IP, the TSISP, and with TSA's sector-specific 
plans. 

The purpose. of the. TS ISP is to establish a foundation for sharing transportation security information 
between all ent ities that have a stake in protecting the Nation's transportation system: Federal, State, 
local, and tribal (SLT) agencies and governments, the private sector, and foreign partners. Building on 
TSA's progress since its creation, implementing this plan further improves the way we share 
information and fight terrorism. 

Goals 

This plan considers the full range of information sharing among the public and private sectors. It 
encompasses cross-domain information sharing, which is the sharing of highly sensitive and classified 
inte lligence information and the more general sharing of unclassified information that improves an 
entity's abi lity to prevent, protect, deter and recover from a terrorist attack. The plan addresses the 
current state of transportation information sharing and the future direction of systems and processes. 

TSA solicited input and coordinated this plan with the Department of Transportation, the PM-ISE, and 
other public and private stakeholders. The plan was coordinated with the Transportation Sector 
Government Coordinating Council (GCC) and the mode-specific Sector Coordinating Councils (SCC). 
All comments and inputs were considered in the final version of this document. The GCC will propose 
to the SCC establishing a joint Information Sharing working group to implement this plan and improve 
fut11re versions. 

1 "The. term 'public and private stakeholders'. means Federal, State, and local agencies, tribal. governments, and appropriate private entities, including 
nonprofit employee labor organizations representing transportation employees.' From Implementing Recommendations of the 9111 Commission Act of 
2007, Section 1203. 
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TSA will ensure that the plan and any future changes are reviewed through the DHS Information 
Sharing governance structure, and wi ll continue to seek suggestions from all partners interested in 
information sharing for improving the information sharing process, which will be reflected in future 
updates to this plan. 

The goals established in this plan are derived from the Information Sharing Environment 
Implementation Plan (ISE-IP) and focus on effectively sharing transportation security information in 
order to maintain the security of the Nation's transportation network. The goals are:. 

• Multi-Directional Sharing: Establish a framework enabling secure, multidirectional 
transportation security information sharing between government and industry. 

• Effective and Efficient Processes: Establish clear governance, roles, responsibilities, and 
communication protocols between transportation security stakeholders to promote more rapid 
and effective exchange of information, analysis, and coordination .. 

• Trusted Partnership: Establish trusted partnerships among all levels of the transportation 
security network. 

• Right Information-Right People-Right Time: Improve the timely and secure exchange of 
transportation security information supported by education, training, awareness programs, and 
enabling technologies. 

• Protect Privacy and Civil Liberties: Ensure privacy and civil liberties are protected within the 
transportation security network. 

The current information sharing process is designed to communicate both actionable information on 
threats and incidents as well as information pertaining to overall transportation sector status (e.g., 
plausible threats, vu lnerabilities, potential consequences, incident situation, and recovery progress). 
This is accomplished through the collection, production, and sharing of information. It enables timely 
and effective decision-making so that owners and operators of critical infrastructure, SLT governments, 
and other security partners can assess risks, make appropriate security investments, and take effective 
and efficient protective actions. 

Strategy 

Since its creation DHS has sought innovative and effective ways to share information with all its 
stakeholders. Effective communications and information sharing is a pillar of DHS's strategic and 
operational approach. Effective communication is a difficult task given the complexity of the 
transportation security network and the vast number of stakeholders that span Federal and SLT 
government agencies, as well as private entities and foreign partners. 

The Transportation System as a sector comprises all modes of transportation (i.e., aviation, maritime, 
mass transit, rail, highway, and pipeline) and is a vast, open, complex, and interdependent " networked" 
system that moves millions of passengers and goods. Disruptions in the transportation network can 
often have non-linear effects. As a result, what may initially appear as an isolated disturbance in the 
network can have a much greater impact within and beyond the sector. 

In response, DHS 's information sharing approach constitutes a shift from a hierarchical model to one 
reflecting the networked nature of the sector. It allows for distribution and access to information both 
vertically and horizontally; it also enables. decentralized decision making and actions. 
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Within the Transportation Security Administration (TSA) each mode of transportation is organized 
under a single point of contact (POC) or a General Manager (GM) uniquely positioned for the sharing of 
transportation security information with public and private stakeholders. These. GMs, many of whom 
are senior executives with significant experience in the sector for which they are responsible, chair their 
respective Government Coordinating Councils and are responsible for managing interactions with 
Federal, SLT, and private sector entities. 

Structure 

Inte lligence and information sharing are at the core of the DHS transportation security strategy. 
Information sharing is a multi-directional activity that occurs informally through relationships and 
formally through communication policies, regulations, procedures, guidance, and tools. 

DHS uses intelligence and analysis to prioritize security activities. Each day begins with briefings on 
the latest intelligence from the IC; that information drives the decision making process both 
operationally and strategically. In addition, OHS shares intelligence and information as appropriate with 
governmental partners and sector stakeholders for further. dissemination to appropriate operating and 
security officials and front-line employees enabling them to make informed security decisions. 

The primary mechanisms for the sharing of transportation security information and the coordination of 
inte lligence activities can be categorized into four general areas: 

Information Sharing Environment. IRTPA Section 1016 requires the Federal Government to create 
an ISE for the sharing of terrorism information in a manner consistent with national security and with 
applicable legal standards relating to privacy and civil liberties. The ISE-IP defines the Federal 
Government's information sharing strategy and provides the building blocks needed to successfully 
implement an ISE .. 

In a lignment with the PM-TSE, OHS is establishing its ISE, and has established a governance structure 
through the Information Sharing Governance. Board (ISGB) and the Information Sharing Coordinating 
Council (ISCC), in which TSA full member. On June 22, 2009, OHS publicly released the Department 
of Homeland Security's Privacy and Civil Liberties Protection Policy, which implements the Privacy 
Guidelines established by the PM-TSE for sharing terrorism information .. Additionally, TSA has taken 
steps to establish a transportation information sharing capability in alignment with the PM-ISE and OHS 
ISE, to provide the right information to the right people at the right time through collaboration within 
and across the transportation sector network. 

Part of the transportation information sharing capability is providing homeland security and terrorism 
information to both regulated and unregulated stakeholders. For example, security programs are shared 
between TSA and appropriate regulated aviation stakeholders to develop, approve, and amend crucial 
Sensitive Security Information (SSl) documents. SSI is appropriately shared and protected within the 
Transportation ISE in accordance with Title 49 of the Code of Federal Regulations, part 1520 (49 CFR 
1520). 

Office of Intelligence. TSA is the Department lead on transportation-related intelligence and analysis. 
TSA's intelligence mission is to provide timely and accurate intelligence and infonnation related to 
threats to transportation; this information is provided to TSA, DHS' Office of intelligence and Analysis 
(T&A), OHS leadership and field entities, and other Federal and SLT authorities, as well as foreign 
partners. TSA functions as the operational conduit between the public and private transportation 
security stakeholders and the Intelligence Community (IC), and is a full partner with other OHS 

4 



inte lligence components. TSA is a member component of the OHS Intelligence Enterprise, which is led 
and managed by the Department's Chieflntelligence Officer. 

Sector Partnership Model. OHS uses the transportation sector partnership, specifically the GCC and 
mode-specific Sector Coordinating Council (SCC) structures, as the primary mechanism to coordinate 
transportation information sharing policy, strategy, plans, issues, and requirements development. 
Coordination with the OHS's information sharing coordinating bodies is ensured. 

Transportation Security Operations Center (TSOC). The TSOC is a sophisticated 24-7 operations 
center that maintains continuous information sharing with Federal, SLT, and private transportation
related entities. It serves as the main POC for security-related incidents or crises in all modes of 
transportation and is the primary interface to the OHS National Operations Center (NOC) for these 
incidents or crises. The TSOC's mission is to coordinate and communicate intelligence and domain 
awareness information for U.S. transportation related security activities worldwide. Its strategic goals 
are incident prevention and/or interdiction, threat mitigation, and incident coordination and 
management. 
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III. TSA Information Sharing and Analysis Center 

Description 

Congress provided funds. to TSA in the. Department of Homeland Security Appropriations Act,. 2009, to 
further implement requirements associated with the Implementing Requirements of the 9111 Commission 
Act of 2007. TSA identified its plan to establish and imp lement an Information Sharing and Analysis 
Center for transportation security in a required 9/11 Act Expenditure Plan (March 9, 2009). 

The Transportation Security Information Sharing and Analysis Center (TS-ISAC) will enable TSA to 
provide a conti nuous flow of information in a variety of formats to existing ISACs and other mission 
par tners and enable virtual analytic collaboration. The implementation date is by spring 2010 (see Figure 
1 ). 
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Figure 1: TS-ISAC Implementation Plan 

The. TS-ISAC provides an effective means to. reach operating officials, law enforcement personnel, and 
security directors from all transportation modes. 
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TSA-OI will post all of our unclassified (FOUO) intelligence products to the TS-ISAC portal , as well as 
properly vetted documents from other transportation securi ty partners and stakeholders (including media 
products). 

The TS-ISAC is supported by information from the TSOC and TSA-Ol's 2417 Watch Center. Security 
awareness materials will continuously be provided during routine operations, as well as ale rts and time
sensitive. information during periods of heightened threat. . When fully operational, the TS-ISAC wi ll 
provide the capability for analysts to interact real-time through the use of audio and video virtual 
collaboration. 

Transportation security information will be. available for mission partners from a portal accessible via 
the Internet. It is anticipated that the TS-ISAC will be accessible from the TSA eShare site, a Web
based portal for those that do not have access to the TSA internal network, as well as from the DHS 
Homeland Security Information System (HSIN), since users are already approved by DHS to receive 
this information. 

TSA-OI will replicate the TS-ISAC on the classified Homeland Security Defense Network (HSDN). 
The replication will be at a different classification level and will not interface with the unclassified TS
ISAC. The purpose is to share secret level information with state fusion centers, TSA Field Intelligence 
Officers, and other mission partners with access to HSDN, the Secret Internet Protocol Router Network 
(SIPRNET), and/or the TSA Remote Access to Classified Enclaves (TRACE) network. 

The TS-ISAC will have a world-class design and appearance, with tools, functionality, reliability and 
security that is state-of-the-art. This unc lassified Web-based portal will have sufficient DHS/TSA 
branding to clearly identify it as a government Website. Security will be provided via user ID and 
password plus the ability to utilize multi-factor authentication to comply with OMB 06-16 requirements 
for external users; TSA employees will not have to log on from a TSA internal system. This enables 
sharing of For Official Use Only (FOUO) intelligence products. Data will expire when TSA deems it 
necessary via use of a Data Loss Protection type of technology. 

Functions 

The five major functions of the of the TS-ISAC are: 

Dissemination. TSA-OI will post finished intelligence products (unclassified), alerts, and downgraded 
intelligence reporting to our stakeholders on the ISAC Web portal. TSA-01 must review all finished 
products before publishing on the si te; finished intelligence products will not be modifiable by users. 
The Web portal will be used to distribute information to the TSA workforce, Federal, state, local and 
tribal governments, and our private industry stakeholders. 

Alerts. TSA-01 will send an e-mail message to the TS-ISAC user' s e-mail account, indicating when an 
alert has been posted to the portal. The alert will be sent from the host to the users who have subscribed 
to receive an alert for a particular community of interest (e.g ., aviation , mass transit, etc .). Alerts wi ll 
also notify users of new product postings and contain a link to the site . 
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Information Repository. An information warehouse. will reside. within the. TS-ISAC. This warehouse 
wi ll serve as a repository of tacit and explicit transportation security knowledge to enable trend analysis 
and for future reference. 

The TS-ISAC will reside in an IT-environment where the content access to intelligence information is 
controlled by the host (TSA-OI). This is particularly important for our ability to share "tearline" 
information with our stakeholders. Tearline intelligence. information is sanitized to make it available at 
a lower classification level. TSA must ask the originator of the information for permission to share the 
downgraded intelligence with a specific group of people - therefore, we need to approve users who are 
able to view certain specific information that we post. TSA-OI will determine what information is 
provided and/or avai lable to the. users, including tearlines of intelligence. information .. The. users will be. 
able to comment on this type of information, but such content will not be able to be modified. 

Additionally, The TS-ISAC is the primary means for all of our stakeholders (industry and government) 
to access and utilize our TSA Risk Management Tools. Some of these tools may be maintained on a 
TSA server that will interface directly with the TS-ISAC. Other risk-based tools will be Web-based 
applications and documents. The tools will be modifiable by TSA personnel only, but the modeling 
functions will be accessible for some of our stakeholders to ut ilize; users must have special access rights 
to use some of the risk tools. 

Usability. The TS-ISAC will be linked into the OHS Homeland Security Information Network (HSIN), 
where HSIN users will be able to click on a link and gain seamless (no log-on) entry into our portal. 
This will alleviate the need for much of the vetting for users of the system. 

According to OHS Management Directive 11042. 1 (Safeguarding Sensitive but Unclassified 
Information), access to FOUO information is based on a "need to know" as determined by the holder of 
the information- therefore the information is approved to be provided on the TS-ISAC. 

Collaboration. The portal wi ll contain tools to foster information sharing within the transportation 
security community as noted above. In the future, the TS-ISAC will have the ability to conduct live 
video teleconferences with our stakeholders (live voice, video, and data). Additionally, TS-ISAC users 
will be able to "collaborate" in the same manner with each other as they are able to with OHS on the 
HSIN. 

The TS-ISAC will have the fo llowing collaborative functionality for the systems users: 

• Facebook or MySpace type of area for users to populate information about themselves 
• Provide feedback on finished intelligence 
• Submit requests for information 
• Enter real-time blog and Web forum entries 
• Participate in chat rooms with other users 
• Submit products to TSA-OI for. inclusion in the fin ished documents. section 
• Recommend edits to draft products 
• Submit questions/input while attending virtual meetings 
• View documents and videos which are posted to the site 
• Print documents 
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• Sign-up to receive alert messages sent from the host 
• Access the communities of interest 
• Perform key word searches on information within the portal 
• Uti lize TSA risk tools 
• Access the portal from DHS HSIN 
• Access the portal from TSA iShare with no need to log-on a second time 

The following are funct ions that will not be avai lable for the TS-ISAC portal users: 

• Anonymous posting of information 
• Modification of fini shed documents posted to the s ite 
• Ability to access the site and collaborative tools without user access 
• Modification of the TS-ISAC portal/pages design 
• Posting of documents directly to the portal, or deleting documents from the portal 
• Wikis or Wikipedia-like entries (only for select groups in a private location) 
• Ability to access information outside of what is provided on the site 

Access to the portal must be limited to properly vetted individuals only. Additionally, the portal will be 
segregated into communities of interest based on modes of transportation. All users will have access to 
all the different communities of interest, enhancing the ability to share information across different 
modes. 
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IV. Sharing Information at the Federal Level 

Processes 

DHS shares transportation security information with other Federal Government partners through the 
organizational constmcts delineated in this plan. This includes, but is not limited to, the TSE, the 
Inte ragency Threat Assessment and Coordination Group, and the NIPP and corresponding TS-SSP. 

Additionally, as Federal partners develop information sharing strategies specific to their mjssion and 
operational goals, DHS will collaborate. with these groups to leverage existing information sharing 
plans, minimize duplicative documentation, and maximize returns from information sharing 
investments .. This. collaborative approach at the Federal level will in tum drive the manner in which 
terrorism-related information is shared with non-Federal partners. 

Within DHS, TSA serves as the primary transportation security liaison to the intelligence and law 
enforcement communities. TSA 's intelligence mission is to provide timely and accurate intelligence and 
information related to threats to transportation to TSA and DHS leadership, fie ld entities, and other 
Federal and SLT authorities (see Figure 2). In support ofTSA's mission, the TSOC integrates 
information provided by TSA-10, fusing actionable intelligence with operational information across all 
modes of transportation. 

TSA Office of Intelligence 
Office Processes 

Figure 2: Intelligence Reporting Process 
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Technologies 

DHS uses technologies, consistent with the TSE, to communicate cross-domain (i.e., classified and 
unclassified) information with its Federal partners, including: 

• Joint Worldwide Intelligence Communications System (JWICS): A system of interconnected 
computer networks used to transmit classified information in a secure environment. 

• INTELINK: A highly secure intranet used by the U.S. IC. It serves as the Web environment on 
protected top secret, secret, and unclassified networks. 

• Homeland Secure Data Network (HSDN): Functioning as DHS's secure communications 
infrastructure, it allows Federal and SLT governments to share timely and actionable classified 
information. It is a major secure information thorouglhfare joining together intelligence agencies, 
law enforcement, disaster management, and front- line disaster response organizations in the 
common goal of protecting our Nation and its citizens. 

• Secret Internet Protocol Router Network (SIPRNet): A system of interconnected computer 
networks used to transmitt classified information in a secure environment. 

• Non-secure Internet Protocol Router Network (NIPRNet): Used to exchange sensitive but 
unclassified information between internal users as well as providing user access to the Internet. 

• TSA Remote Access to Classified Enclaves (TRACE): A high-speed, National Security 
Agency-approved system designed to quickly and securely provide remote TSA fie ld locations 
with classified and unclassified intelligence information. Currently this system supports up to 
the Secret Collateral security level. 

• TSA Automated Inspections, Enforcement, and Incident Reporting Subsystem. This system 
supports a broad range of mission requirements including data capture of critical records 
documenting security compliance and oversight inspections; outreach contacts with industry 
stakeholders; administrative enforcement and regulatory investigations; and the details and the 
subjects associated with reported security incidents. This enterprise appl ication serves more than 
5,000 authorized internal users. Data outputs support external Freedom of Information Act 
requests, internal operations research, and out-of-agency requests for transportation security 
statistics. Currently housing more than a million individual subject name records, this 
application also augments the critical functions performed by several organizational e lements; 
namely the Office of Intelligence, the Sector Partnership Model, and TSA's 24/7 operations 
center. Planned strategic expansion wi ll accommodate a growing enterprise and facilitate the 
swift exchange of data and analysis. 

TSA also provides information through a variety of intelligence products, which are delineated in 
Appendix B to this plan. 
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SLT Integration 

Other Federal, State, local, and tribal (SLT) agencies and governments are critical to our Nation's efforts 
to prevent future terrorist attacks and are the first to respond if an attack occurs. These entities carry out 
the ir counterterrorism responsibilities within the broader context of the ir core mission to protect the 
public's health and safety and to provide emergency and non-emergency services .. 

OHS has an integrated approach that allows Federal agencies to work together to produce and 
disseminate terrorism information. This includes: 

• Fusion Centers: These centers integrate relevant law enforcement and intelligence information 
analysis and coordinate security measures to reduce threats in their communities. Fusion centers 
serve as focal points for the receipt and sharing of terrorism-related information, and play a vital 
role in disseminating terrorist information at the state level. OHS supports these centers through 
grant funding, technical assistance, and training; and by deploying departmental officers and 
intelligence analysts to fusion centers. nationwide to achieve. a baseline level of capability. 

• Joint Terrorism Task Forces (JTTF): OHS has a significant presence in JTTFs in major cities 
throughout the United States. TSA's Federal Air Marshal Service has representatives on all 56 
major Federal Bureau of Investigations Field Office JTTFs and several of its resident office 
JTTFs. These task forces have substantially contributed to improved information sharing and 
operational capabilities. at the. State and municipal levels .. 

• National Infrastructure Coordination Center (NICC): . Serves. as. an extension of the NOC, 
providing the mission and capabilities to assess the operational status of the Nation's Critical 
Infrastructures and Key Resources, supports informatmon sharing with the ISACs and the owners 
and operators of critical infrastructure facilities, and facilitates information sharing across and 
between the individual sectors .. 

Private Sector Integration 

Private industry within the transportation sector has made significant investments in mechanisms and 
methodologies to evaluate, assess, and exchange information across regional, market and security
related communities of interest (COis). OHS continues to build an effective framework tha t ensures a 
two-way flow of timely and actionable security information between public. and private. partners .. 

OHS has establi shed several information sharing mechanisms to disseminate and receive information 
with the private sector. These include: 

• Critical Infrastructure Partnership Advisory Council (CIPAC): CTPAC provides a legal 
framework for members of the GCC and SCC to collaborate on a broad spectrum of security 
activities. This approach aligns with the NIPP, the corresponding TS-SSP, the ISE-IP, and other 
information sharing guidance. The SCC plays an important role in providing the private sector 
perspective. on identifying and implementing the information sharing mechanisms that are most 
appropriate for their modes of transportation. 

• Homeland Security Information Network: OHS communicates in real-time to its partners by 
utilizing the internet-based HSIN. System users include governors, mayors, Homeland Security 
Advisors, State National Guard offices, emergency operations centers, first responders, public 
safety departments, and other key homeland security partners. HSIN is a highly secure network 
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with a common set of information-sharing functions and tools for various private sector 
communities with common security interests. It is sponsored by DHS and managed by the 
private sector-led SCC and/or its designees. The mode specific sub-portals are currently in 
various stages of development, with three modes of transportation - Mass Transit, Highway and 
Motor Carrier, and Pipeline- with fully functioning portals. 

• Homeland Infrastructure Threat and Risk Analysis Center (HITRAC): HITRAC is the 
national infrastructure integration center for threat and risk. This office, jointly resourced by the 
DHS Office of Infrastructure Protection and DHS I&A, provides primary, collaborative, and 
integrative tactical and strategic intelligence and assessments of threats to the Nation's critical 
infrastructure. HITRAC develops intelligence products to help inform State and Local Fusion 
Centers and infrastructure owners and operators of any threats they may potentially face, as well 
as to better inform their security planning and investment decisions. HITRAC collaborates with 
TSA for intelligence assessments and uses transportation threat and risk assessments to inform 
assessments of other sectors based on dependencies on transportation. HITRAC provides the 
threat assessments fo r annual grants and responses to the state and Urban Areas Security 
Initiative city assessments. 

• Information Sharing and Analysis Centers: ISACs. play a vital role in faci litating 
communication and coordination of information related to terrorism. DHS works with 
transportation industry ISACs on a daily basis to address security issues. Various ISACs have 
access to and work with the TSOC, and with TSA's modal experts and intelligence personnel. 
ISAC personnel have access to information and intelligence consistent with security policies. 

• Sensitive Security Information (SSI): This statutory and regulatory-based framework for 
transportation security-related Sensitive but Unclassified information allows streamlined and 
safe sharing with SLT governments, law enforcement, and private industry to enhance 
transportation security. 

• Protected Critical Infrastructure Information Program (PCII): This statutory and 
regulatory-based framework enables the private sector to voluntarily submit sensitive 
information regarding the Nation's critical infrastructure to DHS with the assurance that the 
information, if it meets certain requirements, will be protected from public di sclosure. The 
program seeks to faci litate greater sharing of critical infrastructure information among owners 
and operators and government entities with infrastructure protection responsibilities, thereby 
reducing the Nation's vu lnerability to terrorism. 

To better partner with SLT governments, and the private sector, DHS deploys. a cadre of highly
experienced security specialists in regions throughout the country to assist local efforts to protect critical 
assets and provide a local perspective to the national risk picture. With significant experience in 
emergency management, these OHS Protective Security Advisors (PSAs) are dedicated critical 
infrastructure and vulnerability assessment experts who are recruited from, live, and work in these. 
communities. They provide a federally funded resource to communities and businesses to assist in the 
protection of critical assets. 
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International Cooperation 

The sharing of terrorism-related information between Federal departments and agencies and foreign 
partners and allies is a critical component of our information sharing strategy. After the September 11 
attacks, many foreign governments joined us in declaring war on terrorism and have since ·contributed in 
important ways . . Intelligence provided by foreign partners often provides the first indications. of terrorist 
plans and intentions. 

It is critical that we appropriately share similar types of information with foreign governments or foreign 
law enforcement entities such as INTERPOL. We must ensure that any sharing of any records about 
American citizens and lawful permanent residents is in compliance with U.S. privacy rights and 
protections. 

The mission of TSA's Office of Global Strategies is to increase security by working proactively with 
foreign partners and overseas operations that affect the United States. TSA has significantly 
strengthened our relationships with international transportation security partners through increased 
communications, infonnation sharing, and best practices. Examples of international cooperation that the 
Office of Global Strategies will increase and strengthen include common strategies on screening liquids, 
aerosols, and gels, and implementing advanced technologies and intelligence sharing. 

Other activities include: 

• European Union Passenger Name Record Agreement: The United States and the European 
Union have agreed to a security program that shares personal data about millions of United 
States-bound airline passengers a year. Under the agreement, airlines. flying from Europe to the 
United States are required to provide data related to these matters to U.S. authorities if it exists in 
their reservation systems. The agreement allows DHS to retain and use it "where the life of a 
data subject or of others could be imperiled or seriously impaired," such as in a counterterrorism 
investigation. 

• Transportation Security Administration Representatives (TSARs): These personnel serve as 
official TSA representatives around the world. TSARs are located in foreign countries and work 
closely to share information with their governments to improve international transportation 
security. TSA also has an experienced corps of aviation security experts based inte rnationally 
with regulatory and inspection responsibility that also share information. Their talents can 
meaningfully increase security measures in cooperation with airlines and other governments. 

Conclusions 

The TSISP requires a multiple-phase implementation over several fiscal years, with initial activities 
focused on the expansion of mission capabilities within DHS and the foundational components 
necessary to expand mission services to other Federal agencies. Subsequent phases will deploy mission 
capabilities, based on stakeholder prioritization, to other Federal and SLT authorities, private sector 
stakeholders, and foreign partners in addition to the continuation of advancements in DHS workspaces. 

This implementation plan focuses on the core capabi lities needed to maximize information sharing 
across all communities. of interest. As the security framework for transportation continues to grow, TSA 
and its Federal partners are working to apply many of these capabilities to reduce risk across all modes 
of ttransportation. The mission capabilities and the processes described in this plan will enhance cun-ent 
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functions and will be leveraged across the transportation system. In addition, as our information sharing 
efforts mature, policy and technology will lead to the introduction of additional information sources not 
currently included or available with these communities. 
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Appendix (A) 

List of Acronyms 

The following acronyms are used in this document: 

9/1 l Act l mplementing Recommendations of the 911 l Commission Act of 2007 
ADIB Administrator's Daily Intelligence Briefing 
CATA Cities & Airports Threat Assessment 
CTPAC DHS Critical Infrastructure Partnership Advisory Council 
COT Communities of Interest 
CTIP Collaborative Transportation Imagery Project 
DHS Department of Homeland Security 
DHS l&A DHS Office of Intelligence and Analysis 
FIO Field Intelligence Officers 
GCC Transportation Sector Government Coordinating Council 
GM General Manager 
GFE Government Furnished Equipment 
HTR Homeland Intelligence Report 
HJTRAC Homeland Infrastructure Threat and Risk Analysis Center 
HSDN Homeland Secure Data Network 
HSIN Homeland Security Information Network 
IC Intelligence Community 
TRTPA Intelligence Reform and Terrorism Prevention Act of2004 
ISAC Information Sharing and Analysis Center 
TSCC Information Sharing Coordination Counci ls 
TSE Information Sharing Environment 
TSE-IP Information Sharing Environment Implementation Plan 
JTTF Joint Ten-orism Task Forces 
JWICS Joint Worldwide Intelligence Communications System 
NCTC National Counterterrorism Center 
NTCC National Infrastructure Coordination Center 
NIPP National Infrastructure Protection Plan 
NTPRNet Unclassified but Sensitive Internet Protocol Router Network 
NOC DHS National Operations Center 
PCTT Protected Critical Infrastructure Information Program 
PM-ISE Program Manager of the information Sharing Environment 
POC Point Of Contact 
PSA Protective Security Advisors 
SBU Sensitive But Unclassified 
sec Mode-speci fie Sector Coordinating Councils 
SIPRNet Secret Internet Protocol Router Network 
SIR Suspicious incidents Report 
SLFC State and Local Fusion Centers 
SLPMO State and Local Program Management Office 
SLT State, Local, and Tribal 
SSI Sensitive Security Information 
TFS Two-Factor Authentication 
TIG Transportation Intelligence Gazette 
TRACE TSA Remote Access to Classified Enclaves 
TSA Transportation Security Administration 
TSA-01 TSA Office oflntelligence 
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TSAR Transportation Security Administration Representatives 
TS-IS CC Transportation Security information Sharing Coordination Council 
TS-ISAC Transportation Security Information Sharing and Analysis Center 
TSISP Transportation Security Information Sharing Plan 
TSOC Transportation Security Operations Center 
TS-SSP Transportation Systems Sector Specific Plan 
WFlS Weekly Field Intelligence Summary 
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Appendix (B) 

Intelligence and Information Sharing Products 

The TSA Office of Intelligence (TSA-OI) operates a 24-7 indications and warnings watch. The Watch is 
connected to the. TC and DHS l&A via JWTCS, HSDN and SIPRNET, which provide the watch with 
access to both intelligence reporti ng from the field and finished intelligence products. including 
assessments. The headquarters watch has real-time access and contact with all U.S. IC watches and 
operations centers. This access. allows TSA-OI to receive and provide real and near real-time intelligence 
on threats to the. U.S. transportation system. 

TSA-01 provides detailed value added analytical products, in the form of c lassified and unclassified 
briefings, assessments, and summaries. These products are presented to TSA/DHS leadership, SLT 
authorities and law enforcement, TSA field entities and representatives,. foreign officials and private 
sector stakeholders. Under the 49 CFR 1500 series, TSA may issue an Information Circular to notify 
stakeholders about security concerns. When TSA determines the additional security measures are 
necessary to respond to a threat assessment or to a specific threat against civil aviation, TSA issues a 
Security Directive setting forth mandatory measures. 

TSA-01 also has Field Intelligence Officers (FIOs) at airports around the United States. The FIOs 
interact with TSA officials, other Federal agencies and SLT officials in areas to which they are assigned. 
They are the face of TSA-OJ for all intelligence support and activities outside of the. Washington D.C. 
area. 

TSA provides the following intelligence and information sharing products to partners and stakeholders on 
a routine basis: 

• Administrator's Da ily Intelligence Briefing (ADIB). A 24-hour snapshot of transportation
related intelligence comprised of TSA operational and Intelligence Community reporting. This 
product is d isseminated through TRACE and classified e-mail to a limited TSA audience. 

• Transportation Intelligence Gazette (TIG). The T IG, usually a classified analytic document, 
aims to bridge the gap between the ADIB and modal threat assessments by providing in-depth 
analysis focused on a specific topic within a transportation mode. The document may also be 
used to provide additional information or background on an issue, or to provide. sin1ational 
awareness. TJG lengths vary and are disseminated through TRACE, NCTC Online, HSIN Intel, 
HSDN, and classified a nd unc lassified email lists . 

• Suspicious Incidents Report (SIR). The SIR provides a weekly summary and analysis of 
operational reporting on suspicious activities and surveillance directed against all transportation 
modes. Sources for the. SIR include Jaw enforcement (LE) and IC reporting. This product is 
available in both classified and SSI editions and is disseminated via multiple LE and IC 
distributions lists, portals, and Web boards. 

• W eekly Field Intelligence Summary (WFIS). The WFIS is a weekly analytical summary of 
law enforcement and open source reporting produced at the SSI level. The document provides 
information on threats, significant airport and aircraft incidents, and IC and LE advisories. The 
WFIS is disseminated via a Sensitive Security Information (SSI) distribution list and posted on 
LE and JC portals and W eb boards. 

• Cities & Airports Threat Assessment (CATA). The CATA is a classified and SSI-level 
domestic and overseas flight risk assessment provided to TSA International, Federal A ir 
Marshals. and Airport Security Inspectors to assist in mission scheduling and security inspections . . 
This product is disseminated through TRACE and classified e-mail.. 
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• Modal Threat Assessments. Modal Threat assessments, produced by analyst teams at the 
classified level, provide more in-depth analysis and judgments on the threats posed to the various 
transportation modes. They are disseminated through TRACE, NCTC Online, and classified and 
unclassified e-mail. 

• No-F ly I Selectee L ists. The No-Fly and Selectee Lists are subsets of the Terrorism Screening 
Center's (TSC) master data base known as the Terrorism Screening Data Base (TSDB). TSA 
provides the lists to air carriers and enforces their use to ensure that passengers are thoroughly 
prescreened before they are allowed to enter the secure area of an airport or to board an aircraft. 
Individuals on the No-Fly list pose or are suspected of posing threats to transportation or national 
security. The Selectee list covers those individuals who do not meet the criteria for the No Fly 
List, but who must receive additional screening prior to flying. 

• FAM Mission Briefs. FAM Mission Briefs, country specific briefings produced at the Secret 
Collateral level, cover terrorist and criminal threats, as well as other pertinent information such as 
recent political unrest and health concerns within countries scheduled for Federal Air Marshal 
mission coverage. The documents are disseminated via TRACE and by classified facsimile to the 
22 FAM field offices. 

• Homeland Intelligence Repor t (BIR). The HTR is the Department of Homeland Security's 
(DHS) reporting vehide, used by DHS and its subordinate organizations, to provide intelligence 
information to the IC and LE communities. HIRs do not contain fully-evaluated intelligence. 
TSA produces HIRs to meet the standing information needs of DHS and collection requirements 
of the. greater intelligence. community. 

• Spot Reports. Spot Reports, a TSA-OI Watch product, share time-sensitive information and 
provide situational awareness on persons who are denied boarding or in flight, persons of interest 
to the LE or IC communities, or an event that has importance to TSA's mission. Spot Reports 
can be both SBU and classified, if additional intelligence warrants classifying the document. The 
reports are delivered to DHS for further distribution. 
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The Transportation Security Administration 

Report to Congress 
The Voluntary Provision of Emergency Services Program 

December 2008 



Executive Summary 

The Voluntary Provision of Emergency Services Program (VPESP) allows "qualified 
individuals," defined as law enforcement officers, firefighters and emergency medical 
technicians, to volunteer to assist with in-flight emergencies on commercial aircraft. 
Section 563 of the Senate-passed version of H.R. 2638, the Fiscal Year (FY) 2008 
Department of Homeland Security (OHS) Appropriations Bill, proposed to require the 
Transportation Security Administration (TSA) to conduct a study on the implementation 
of VPESP and to report its findings to Congress. The Explanatory Statement that 
accompanies the FY 2008 DHS Appropriations Act (P.L. 110-161) directs TSA to 
comply with the terms and conditions listed in Section 563 of the Senate-passed bill . 
This report chronicles TSA's study and findings, and mists action items derived from those 
findings. 

TSA believes that VPESP gives aircraft passengers an additional level of safety by 
a llowing qualified individuals to use their experti se to help flight crews in an emergency. 
The. program augments. e mergency procedures. already established by aircraft operators 
and offers crewmembers additional options during an in-flight emergency. VPESP is 
currently required of domestic aircraft operators that adopt a full security program in 
accordance with federal regulations. 

Introduction 

The Explanatory Statement directs TSA to conduct a study on the implementation of the 
VPESP established by 49 U.S.C. 44944(a), and to submit to Congress a report on its 
findings. Specifically, the Senate language states: 

(a) Study on Implementation of Voluntary Provision of Emergency Services Program-

( 1) Not later than 180 days after the date of enactment of this Act, the 
Administrator of the Transportation Security Administration shall conduct a study 
on the implementation of the voluntary provision of emergency services program 
established pursuant to section 44944( a) of title 49, United States Code (referred 
to in this section as 'the program'). 

(2) As part of the study required by paragraph ( 1 ), the Administrator shall assess 
thefollowing: 

(A) Whether training protocols established by air carriers and foreign air 
carriers include training pertinent to the program and whether such 
training is effective for the purposes of the program. 

(B) Whether employees of air carriers and foreign air carriers responsible 
for implementing the program are familiar with the provisions of the 
program. 
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(C) The degree to which the program has been implemented in airports. 

(D) Whether a helpline or other similar mechanism of assistance provided 
by an air. carrier, foreign air carrier, or the Transportation Security 
Administration should be established to provide assistance to employees 
of air carriers and foreign air carriers who are uncertain of the 
procedures of the program. 

(3) In making the assessment required by paragraph (2)(C), the Administrator 
may make use of unannounced interviews or other reasonable and eff ective 
methods to test employees of air carriers and.foreign air carriers responsible for 
registering Law enforcement officers,firefighters, and emergency medical 
technicians as part of the program. 

(4)(A) Not later than 60 days after the completion of the study required by 
paragraph ( J ), the Administrator shall submit to Congress a report on the 
findings of such study. 

(B) The Administrator shall make such report available to the public by 
Internet web site or other appropriate method. 

This report is submitted to Congress in response to this requirement. 

Background 

After the September 11, 2001, terrorist attacks, Congr·ess passed the Aviation and 
Transportation Security Act (ATSA) of 2001 (P.L.107-71). Section 131(a) of ATSA 
enacted 49 U.S.C. 44944 , which requires TSA to develop a program allowing "qualified 
individuals," defined as law enforcement officers, firefighters and emergency medical 
technicians, to volunteer on commercial flights to assist with in-flight emergencies on 
commercial aircraft. This program is known as the Voluntary Provision of Emergency 
Services Program or "VPESP." 

In addition, under 49 U.S.C. 44944(b) and (c), qualified individuals who provide or 
attempt to provide assistance during an in-flight emergency will be eligible for an 
exemption from liability unless they render assistance in a manner that constitutes gross 
negligence or willful misconduct.. 

To participate in VPESP, qualified individuals must volunteer at the time of check- in and 
present the necessary credentials. Volunteering can only be done at check-in because 
appropriate credentials are required for acceptance into the VPESP. Once the credentials 
are validated, the aircraft operator is responsible for ensuring that crewmembers are 
aware of the identities, professions and seat locations of any VPESP volunteers on their 
flights. Given the operational differences among air carriers, the VPESP allows aircraft 
operators to determine the best way to comply with this requirement. 



Since July 10, 2006, TSA has required a VPESP for any domestic aircraft operator that 
adopts a full security program in accordance with 49 CFR 1544. lOl (a). This security 
program, known as the. Aircraft Operator Standard Security Program (A OS SP), is 
required for any scheduled passenger or. public charter flight operation on aircraft with a 
seating configuration of 6 1 or more seats that enplane from or deplane into an airport 
sterile area. Currently, 66 domestic aircraft operators must comply with the AOSSP for 
all or part of their operations .. 

TSA has issued a Notice of Proposed Rulemaking (NPRM) that proposes, in part, to 
codify the VPESP and the exemption from liability into the Code of Federal 
Regulations. 1 

Study Results/ Analysis 

This study was based on a review of the VPESPs of the 66 domestic aircraft operators 
that have adopted an AOSSP for alt or. part of their operations. VPESPs of foreign air 
carriers were not included in the study. TSA conducted this study using a survey that 
investigated the four subject areas outlined in Section 563(a)(2)(A)-(D) of the Senate
passed version of H.R. 2638. Each is addressed in turn: 

Section 563(a)(2 )(A) & (B ): Whether training protocols established by air 
carriers and foreign air carriers include training pertinent to the program and 
whether such training is effective for the purposes of the program and whether 
employees of air carriers. and foreign air carriers responsible.for implementing 
the program are familiar with the provisions of the program. 
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TSA does not currently require aircraft operators to provide employees VPESP trai ning. 
However, more than three-quarters of aircraft operators surveyed have developed and 
initiated VPESP training . An additional percentage of aircraft operators are committed to 
developing this type of training. Table l below outlines the number of aircraft operators 
that conduct or plan to conduct VPESP training. Table. 2 below outlines how aircraft 
operators conduct VPESiP training. 

Yes: 52 (79%) Under De11elop111e111: 4 (6%) No: 10 ( 15%) 
See Tables 2 &3 (See Table 4) See Table 5 

T bl 2 H A' f 0 a e : OW 1rcra t 1perators C d VPESP T . . on uct ranune: 
How do the 52 (79%) Aircraft Operators Provide Training to VPESP? 

Classroom Online Traininf! Bullerin/Manual 
Once: 13' I Recurren/

5
: 5 Once:.8 I Recurrenl: 5 Once: 21 I Recurren.I: 0 

(25%) (10%) (15%) (10%) (40%) (0%) 

1 Large Aircraft Security Program NPRM,73 FR 64790 (October 30, 2008). 
2 Two of the carriers contained in this data conduct initial trainin g in a classroom and annual recurrent 
training online after that. 
3 "Recurrent" refers to training conducted on an annual cycle. 



The survey collected information on how many of the aircraft operators that provide 
VPESP training require a demonstration of employee proficiency or understanding of 
YPESP requirements. The. study yielded a variety of responses. which are outlined in 
Table 3 below. 

T bl 3 D .a e : emonstratmg p fi . ro 1c1en cy to VPESP 
Do the 52 (79%) Aircraft Operators Require Trainees to Demonstrate Proficiency? 

YES: 12 NO: 40 
How? Why not? 

# that conduct testinR: 3 # that deem traininR adequate: 9 
# that track VP ESP enrollments and provide # that did not provide an answer: 7 
remedial traininf? to staff if necessat)•: 3 
# that believe successful comp letion of training # that always keep procedures available to 
demonstrates proficiency: 3 employees (intranet, he/pdesk and/or manuals): 
# that conduct daily tracking of VP ESP: 1 # that claim employees are subject to random 

testinf?: 2. 
# that believe annual training reinforces # that ha11e employees sign training bulletins to 
JJroficie11cy: I demonstr:ate they are. aware of the procedures: 
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# that conduct a roundtable upon training # that expect their employees to know VP ESP as 
completion: 1 partoftheirjob: 1 
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Twenty-one percent of aircraft operators surveyed answered that VPESP training is under 
development or they do not provide VPESP training to their employees. Table 4 below 
provides additional information on the four aircraft operators that are developing training. 
Table 5 below provides additional background from the. 10 aircraft operators who have 
declined to provide VPESP training. 

T a ble 4 V ESPT : p · u nder rammg 1s D evelopment 
Of the 4 (6%) Aircraft Operators Whose Training is Under Development 

# that simJJIY stated traininR is under develoJJm.ent: 2 
# that were confused with the requirements bu! will add VP ESP traininR to their curriculum: l 
# that beRan traininR ils emJJ/oyees to VP ESP durinR the study: 1 

T bl 5 D a e : o not P "d VPESP T .. rov1 e r am mg 
Of the 10 ( 15%) Aircraft Operators Who do not Provide Training: 

# that claimed their current emerRency vrocedures were alread y. in compliance with VPESP: 4 
# that believed this proRram was imvractical to imvlement when very few people volunteer: 1 
# that stated they would be willinR to train to VP ESP If they had a better understandinR of it: 1 
# that admitted they were not aware of the JJTORram: 1 
# that believed the. /JrORram had not been irnpfe1nented: 1 
# that stated their contractinR carrier vrovides the traininR: 2 

In summary, notwithstanding that there is no specific training requirement in the VPESP, 
TSA expects aircraft operators to implement VPESP and ensure that employees 
responsible for implementing the procedures are fully aware of the provisions of the 
program, in accordance with AOSSP Section 6.15 .. The study shows that the majority of 
aircraft operators have provided VPESP training to these employees using methods such 
as training bulletins, classroom training or online training modules. 



However, our study also revealed some aircraft operators have not implemented the 
VPESP program for various reasons. Some have asserted that current in-flight 
emergency procedures provide crewmembers with the option to seek out voluntary 
emergency service personnel and would meet the requirements of VPESP. The 
remaining aircraft operators claimed they either were not aware of VPESP, did not 
understand it, or believed that the VPESP was impractical to implement. TSA Principal 
Security Inspectors (PSis). continue to provide assistance. and counseling to Aircraft 
Operator Security Coordinators (AOSC) to faci litate compliance with the VPESP. 

Section 563(a )(2 )(C): The degree to which the program has been implemented in 
airports. 
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Eighty percent of aircraft operators surveyed reported that VPESP is implemented at all 
domestic locations served by their airline. Table 7 beJow provides additional information 
or justifications for why VPESP is not implemented at all locations served by the aircraft 
operator. 

Is the Pro ram Im lemented at all Domestic. Ai 
YES: 53 (80%) 

Table 7: Do not Im lement VPESP at Domestic Air orts 

in com?fiance: 1 

As part of the AOSSP, aircraft operators are required to implement VPESP at any 
domestic location they serve. To date, 80 percent of aircraft operators have met this 
requirement. Of the remaining aircraft operators that operate under a Private Charter 
Standard Security Program (PCSSP), six primarily conduct private charter operations 
from non-federalized airports under the Private Charte r program for which they are 
required to carry out VPESP. Nevertheless, four of these six aircraft operators have 
trained cabin crewmembers in VPESP to prepare for a qualified individual to volunteer 
emergency services before boarding an aircraft. 

Of the aircraft operators that do not have the program at domestic stations, some be lieve 
current in-flight emergency procedures meet the requirements of VPESP, some are 
developing training, and some indicate a lack of knowledge of the program. TSA PSis 
continue to provide assistance and counseling to Aircraft Operator Security Coordinators 
(AOSC) to facilitate compliance with the VPESP. 

Section 563(a )(2 )(D ): Whether a helpline or other similar mechanism of assistance 
provided by an air carrier, foreign air carrier, or the Transportation Security 



Administration should be established to provide assistance to employees of air carriers 
and foreign air carriers who are uncertain of the procedures of the program. 
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Only 29 percent of aircraft operators surveyed believe that a helpline or other mechanism 
should be established to assist with the implementation of VPESP. TSA asked the 
aircraft operators what mechanism should be established if they responded "yes" and why 
a mechanism should not be established if they responded "no." The study yielded a 
variety of responses which are outlined in Table 8 below .. To supplement this review, 
TSA asked aircraft operators if they provided any type of VPESP reference materials at 
airports served by their airline. Responses to this question are outlined in Table 9. 

Table 8: Establishment of a VPESP Hel li11e or other Mechanism 
Should. a Hel line or. other. Mechanism be Established?. 

YES: 19 (29%) NO: 47 (71%) 
What Should be Done? Wh Not?. 

#that added VP ESP as part o.f their internal 
hel1desk: 6 
# that stated TSA should ?rovide train.in : 4. 
#that did nots ?eci how: 3 
# that stated TSA should ?rovide hotline: 3 

# that ha11e. VP ESP as part of their internal 
he! ?desk: 11 
#that believe VP ESP is unnecessar /no. be11e 1t:. 10 
#that 1lace information in service. manual: 7 
#that state. ?rocess is sim ?le enough: 5 

#that did not. ?rovide. a res ?onse: l 

Table 9: Available Reference Material 
Does the Aircraft 0 erator Provide Reference Materials at the Air orts lt Serves? 

YES: 46 70% NO: 20 30% 

A majority of aircraft operators believed a helpline or other. mechanism was not 
necessary. Over 50 percent of aircraft operators who responded "no" stated that this 
information is readily available via a company helpline, intranet, or service manual and 
that any additional mechanism would be unnecessary and redundant. Five of the aircraft 
operators that responded "no" believed the process was simple and did not justify the 
need or cost of a hotline or similar mechanism. All five of these carriers exceed current 
requirements and conduct VPESP training in a classroom environment, which they likely 
deem sufficient. Four aircraft operators expect their e mployees to know VPESP as part 
of their daily responsibilities. This position appears justified considering these four 
aircraft operators exceed current requirements and conduct VPESP training on an annual 
recun-ent schedule. One remaining aircraft operator failed to provide a reason. Only 19 
aircraft operators responded that a helpline or other mechanism should be established. 
Six of these took the initiative and added the VPESP requirements to their internal 
helpdesk available to all employees. 

Overall, it is encouraging that 46 aircraft operators provide employees with resources to 
assist with implementing VPESP as noted in Table 9. However, this number can and 
should be greater. Seven aircraft operators that provide resources believed TSA should 
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provide employee training or develop a helpline that employees could utilize. TSA 
disagrees with this assessment. The aircraft operator is always responsible for making 
sure that its employees are aware of and comply with regulatory requirements . 
Furthermore,. the aircraft operator. may contact its assigned PSI for assistance. if its 
employees are confused about VPESP requirements. Accordingly, a TSA helpline is 
unnecessary. Of the remaining six aircraft operators that responded "yes," three did not 
provide any further recommendations on the type of mechanism they believed 
appropriate. Two believed that TSA should post VPESP program information on its 
website, and TSA plans to do so in accordance with the Explanatory Statement for the 
FY08 Act. One aircraft operator believed that TSA should produce signage for placing in 
airport lobbies. TSA disagrees with this proposal and does not believe that it should 
incur a cost for a program that is required to be implemented by the aircraft operators. 

Action Items 

Given the results of the study, TSA has developed the following action items to assist 
with implementing VPESP and to increase aircraft operator compliance with the 
program. 

Item #1: Have PSis contact each of their assigned aircraft operators to: ( 1) reinforce the 
purpose of VP ESP; (2) verify that VP ESP is implemented at all domestic locations served 
by the aircraft operator; (3) clarify that failure to implement VPESP may subject the 
aircraft operator to enforcement action; and ( 4) answer any questions or clarify any 
confusion with VPESP. 

As the primary liaison between TSA and the aircraft operator, the PSI is the most 
appropriate individual to reinforce the importance of VPESP. By working directly with 
the aircraft operator corporate security departments, the PSI can verify that VPESP is 
implemented properly and uniformly at all domestic locations served by the airline. TSA 
will take enforcement action, when necessary, for non-compliance with VPESP. 

Item #2: Strongly encourage the aircraft operator to provide employees reference 
material at all domestic airports served by the airline. 

TSA is encouraged by the number of ai rcraft operators that currently provide employees 
VPESP reference material, whether via a helpdesk, the company's intranet, or a bulletin 
or manual. Having this type of material readily available at all domestic airports served 
by the aircraft operator will assist with proper VPESP implementation and ensure greater 
compliance with the program. 

Item #3: Incorporate VP ESP requirements into the Ground Security Coordinator (GSC) 
training curriculum fo r increased awareness of the program. 

Aircraft operators are required to have at least one GSC available for each departing 
fl ight or when any security measure required by the AOSSP is performed. Typically, 
aircraft operators train many of their employees to become GSCs, so numerous GSC-



certified employees are available at each location they serve. Since these individuals are 
readily available to employees, incorporating VPESP training into their curriculum will 
increase the number of people at airports who are readily familiar with the program. 
Having GSCs trained to. VPESP requirements can only further. increase. awareness. with 
the program at any location served by an aircraft operator. 

Conclusion 
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As previously stated in o ur March 26, 2007 report to Congress on VPESP, TSA believes 
that VPESP provides an .additional level of safety to aircraft passengers by allowing 
qualified individuals to utilize their expertise and assist flight crews in the event of an 
emergency. Additionally, it gives liability protection to qualified individuals who ass ist 
during an in-flight emergency. While aircraft operators have already developed methods 
and contingency plans to address onboard emergencies, VPESP can increase the 
availability of an expedited response to certain onboard situations. 

Since September 11, 200 l , a number of programs have been developed to address 
security incidents onboard aircraft. These programs include, but are not limited to, 
enhanced crewmember training to address specific threats, implementation of the Federal 
Flight Deck Officer program, and increases in the number of Federal Air Marshals. and 
other federal law enforcement officers on flights. These individuals are trained to be the 
first responders onboard aircraft should a security incident arise. While qualified 
individuals could prove helpful in these situations, they do not receive the type of training 
provided to these first responders to specifically address security related situations. during 
flight. However, the program augments emergency procedures already established by 
aircraft operators and offers crewmembers additional options during an in-flight 
emergency. 

TSA will ensure that the report previously submitted to Congress on March 26, 2007, as 
well as this report, are published on TSA' s internet website. TSA will also develop a 
mechanism for reporting problems. with or submitting comments on VPESP on TSA's. 
internet website. 
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Introduction 

The Implementing Recommendations of the 9/11 Commission Act of2007 ("the 9/11 Act"), 
Public Law 110-53, signed on August 3, 2007. directs the Transportation Security 
Administration (TSA) to submit a report on its efforts to institute a sterile area access system or 
method that validates the identity of and expedites the screening process for working flight deck 
and cabin crev.members. Specifically, Section 1614 of the Act states: 

(a) Report· Not later than 180 days after the date of enactment of this Act, the 
Administrator o.frhe Transportation Secur;ry Administration. after consultalion with 
airline, airport, and flight crew representat/ve.v, shall submit to the Committee on 
l'o1nmerce, Science, and Transportation of the Senate, the l'ommittee on Homeland 
Security and Governmental Affairs a/the Senale, tht Commillee on Homeland Security of 
the House ofRepresenlati~1es. and the Committee on Transportation and Infrastructure of 
the House of Representatives a report on the status of the Ad111inistrali1Jn 's efforts ra 
institute a sterile area access syslem or method that 11-vfll enhance security by properly 
idenrif>·ing authorized a}r/ine flight deck and cahtn crew members at screening 
checkpoints and granting 1hem expedited access through screening checkpoinJ.'i. The 
Admini'Sfrator shall include in the report recommendations on the feasibility o.f 
implementing the 3ystem for the domestic aviafion industry beginning I }'f?ar after the 
date on which the report is submitted. 

This report is submitted to Congress in compliance with this request. 

Curreot Sta1us •fExpedlted S1erile Area Aeten for Working Crewmembtn 

Thi: procc:ss of identifying working flight deck and cabin crewmembers at security checkpoints 
and providing them an expedited screening experience is partially established. Currently there 
are two primary methods to a<:celerate the screening process for crewmembers. 1 The first 
method is the establishment of additional queues dedicated to checking the identification of 
working crewrnembers. TSA regulations mandate tha1 all individuals 18 years of age and older 
who enter the security checkpoint must have their ID validated. Typically, there is a single 
queue !hat proceeds first to the individual checking ID and then to the security checkpoint itself. 
Under thts method crewmi:mbers have priority access to the lD checkers. and, after identifying 
themselves as crewmcmbers, proceed directly to screening, 

The second inethod is the establishment of entirely separate security checkpoints dedicated to 
working crewmembers. These restricted checkpoints allow crewmembers to avoid the queues 
generally experienced by the traveling public, While these two ptocesseos facilitate a quicker 
screening experience for working crewmembers, Ibey are not available at every airport, 

Identification of crewmembers is accomplished through a visual inspection of their airline-issued 
ID, which at most airports now includes tht use of ultraviolet lights and magnifying loupes to 

1 In some airports, airport employee$ ~·ho need access to the sterile ~a lltC afforded the same pdority as working 
crewmembers. For ease of di~cussion, thi& report focuses on i;:rewmembel'$ only. 



help detect fraud. This method enhances the ID validation process but docs not capitalize on 
other available validation technologies or systems currently used within the industry. 

Status ofEITort• to Identify and lmpron Sterile Ar .. Acc .. , for Working Crewmemb•r.1 

2 

Available resources at our security checkpoints and the complexities and costs associated with 
tochnologies tha< reliably validate the identity of individwtls have restricted TSA's ability to 
implement an innovative crewmember screening system. As TSA's scte(!ning prtx:esses have 
become more efficient, and with the implementation of technologies employed by air I ines to 
validate the identity and employment status of crewmembers, the possibility of providing this 
population a sterile area access system that offers expedited .screening is increasing. 1'SA has 
begun evaluating several crewmember screening proposals by organizations representing flight 
deck c;;rcwmembers. 2 Subsequent discussions with th~e groups demonstrate that govemm-ent 
and industry can work together 'o address potential security vulnetabilitic:s while focusing on the 
operational needs of working crewmembers. Since it is vital that all assets of the industry remain 
engagl;!d in this commitment, TSA has created a working group of key aviation stakeholders, as 
required by S«tion 1614 Qf c~ 9/11 Act, to receive input and opinions on the evahiation and 
development of any proposed sterile area access system. 

One of the propo~s. endorsed by the Air Line Pilots Association. offers promising solutions Qn 
how to achieve thi< goal. Central to this proposal is TSA 'g ability to leverage the success of the 
Cockpit Access Security System (CASS), implemented in 2005 to enhance the approval of otT· 
line flight deck crcwmembers' requests to ride the jump scat on aircraft flown by other airlines. 
(ASS is highly praised and omployed by over 8S U.S. domestic airlines. 

CASS enables aircraft operators to validate reliably the identity and employment status of off· 
line flight de<:k crewmetnbers ftom other airlines that request jump sea• access on one of thteir 
aircraft. Airlines participating in the CASS pr()gram maintain a database of their fligllt deck 
crcwmembers that are authorized to ride the jwnp seat These databases are interconnected so 
gate agents c;an query the personal records or flight deck crewmcmbers requesting to ride the 
jwnp seat. A flight deck creMncmber provides the gate agent with requisite information, which 
the gate agent enters into CASS. CASS presents the gate agent with an .. accept" or "'deny'" 
response, based on the crewmembcr's employment starus, and a full-color picture to validate his 
or her identity. When a flight de.ck crewmcmber's employment is terminated, the carrier he or 
she worked fvr is responsible- for immediately removing the crewmember' s name from its 
database; if that individual requests jump scat acccs!i, CASS sends a "deny" response to a gate 
agent's query, 

CASS presents a practical foundation for a system thal ~validate the identity of crewmembe:rs 
at screening checkpoints. The system is readily available, widely and successfully used, and 
accessible \'rith a standard internet connection and web browser, limiting the need for extensive: 
and potentially costly hardware. The system provides a security layer by confirming information 
provided by the crewmember and providing the gate agent with an electronic color photograph 
for validating the identity of c.rewmember requesting to ride jumpseat, 

2 These associations a.re the Air Line Pilots. A~sociation and lhc C<lalition of Air Line Pilots Association 
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However, CASS does have limitati<Jns, which must be further evaluated. Currently, CASS is 
only ava]lable to validate the identity and employment status offligbt deck cre\tVIn.embers; a 
similar system has not been instituted for cabin crewmembcrs since they are not authorized to 
ride tho jump seat. TSA intends to pilot and possibly to institute a system that will provide 
expedited sterile access area for all traveling crewmernbers, as is required by section 1614 or tbe 
9/11 Act. In addition, there is debate on whether biometric technologies would be more 
appropriate than CASS for a sterile area access system. Biometric technologies that scan an iris 
or fingerprint can accurately validate an individual and are less sltbject to ftaud~ however, they 
generally are more expensive and difficult to maintain. 

Another concern is the availability, or Jack thereof, of space at federalized airports across the 
country, In several cases, airport facilities are struggling to accommodate growing passenger 
levels while ensuring enough room for required security checkpoints, Any sterile area access 
system for cre\.\lffiembers will likely be conducted at a 5eCUrity checkpoint since sterile area 
access is almost entirely provided through lllese areas, The ability to accommodate such a 
system, including expedited screening procedures, could prove to be very challenging. While 
capacity constraints are evident at larger airports across the country. they create even greater 
problems at smaller airports that are rapidly growing through increased flight operations anrl the 
resulting increase in passenger traftic. 

Despite these limitations and concerns, TSA remains committed to developing innovative 
systems that can validate lhe identity of working crewmi:mbers at the screening checkpoint and 
provide them expedited access to the sterile area. TSA is actively pursuing the possibility of 
implementing a sterile area access system that utilizes CASS as a plaiform to validate the 
identity of working crewmembers at the secwity checkpoint. Part of this evaluation will assess 
the feasibility of extending this technology to cabin crewmembers. Some industry stakeholders 
believe CASS could accom1nodate the cabin crevmiember population through hardware and 
software updates. However, this cannot be done withoul additional personnel and cost., including 
the cost to participating carriers of uploading their entire .;a.bin crewrnember roster and 
infonnation into the CASS database. The use ofteclmology to validate the identity of 
crewmembcrs v.·ilJ also require additional pen;onnel to perform the validation pto(.;'ess and to 
ensure the system is operating properly. 

In addition to our evaluation of CASS for validating crewmember identity, TSA is investigating 
whether this technology can augment a screening process that pre>vides expedited access to the 
sterile area. This presents a greater challenge because TSA must weigh the need for security 
against the operational demands of a,<;commodating traveling crewmembers. Some stakeholders 
remain dissatisfied with current screening methods that subject vetted crewmembers to the same 
screening standards as the traveling public. Some scrutiny of crewmembers is necessary because 
they work in the sensitive aviation environment. In view of the numerous background 
investigations to which these individuals are subjected and their operational requirements, TSA 
does provide cre\Vlnembcrs with certain allowances not provided to the traveling public. For 
example, crew:rnembers are exempt from the current liquid, gels, and aerosols prohibition. TSA 
is determining whether these allowances could serve as a foundation for screening system that 
provides ex;edited access to the sterile area thsougb the screening checkpoint. 
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Recommendations aad Conie:lusi<>ns 

Given the complexity of the issue. TSA will test the feasibility of proposed sterile access systems 
before widely instituting them on a pilot basis at select airports. Given lhe technology, rcso~trce, 
and spatial constraints, an expectation that a single crewmember screening system could easily 
be implemented at all fe<ieralized airports is impractical. Pilot testing will allow TSA to test 
concepts within these Jimjtations and provide the opportunity to adjust or enhance any system to 
make wider deployment feasible. Should TSA detennine that a sterile area access system's 
benefits: outweigh the cos~ these systems will be deployed on a case by case basis to airports that 
detnonstrate the greate~t need for and can accommodate such a system. TSA plans to deploy a 
pilot sterile area access system at multiple airports in calendar year 2008. 

Conversely, TSA will recommend against implementing a sterile area a'cess system if it 
detennines through pilot development Md tesling that the cos~ and burdens of implementing 
such a syst.em do not justify the benefits. Should ·rsA determine that a creVftnember screening 
system is not feasible at this time, we will continue to evaluate the issue as screening processes 
and technologies evolve. 

TSA strives to set standards for excellence in transportation security through its people, 
processes, and technology. We are looking forward to continuing our work with aviation 
stakeholders to develop, evaluate, ond potentially deploy a sterile area access system that 
validates the identity of crewmembers entering the screening checkpoint and provides expedited 
access to the sterile area. 



The Honorable James L. Oberstar 
Chairman 

M.~R 2 6 1008 

Committee on Transportation and lnfrastructiire 
U.S. House of Representatives 
Washington, DC 20515 

Dear Mr. Chairman: 

l)(fi1 ,. '!/ l~.\~hf,1111,· ll."11/S 

U.S. Oep11rltt:n•nl of fl;,nw!nnd .5<'fllrily 
Ww:hmgton. DC 20528 

The enclosed document constitutes the Transportation Security Administration's (TSA) 
report regarding its efforts to institute a sterile area access system or method that verifies 
the identity of and expedites the screening process for '11-'0rking flight deck and cabin 
crewmemhers as required by the Implementing Recommendations of the 9111 
Co1nmission Act of2007. Public: Law 110-53, section 1614, signed on August 3, 2007. 

Tht: report details TSA's current efforts to institute a sterile area access system or method 
that will enhance security by properly identifying authorized airline flight deck and cabin 
crew members at screening checkpoints and granting them expedited access through 
scret!:ning checkpoints into the sterile area. The report details current proposals for a 
sterile area access system lhat are under review; TSA's dctcnnination of the feasibility of 
implementing the aforementioned system within 1 year after the report submission 
deadline; and the challenges the agency will face instituting this type of system. 

An identical letter has been sent to the Vice Chairman of the Senate Committee on 
Commerce. Science and Transportation, as well as the Chairmen and Ranking Members 
of the Senate Con1n1i1tee on Homeland Security and Governmental Affairs, the House 
Committee on Transportation and Infras1ructure1 and the House Comn1ittee on Homeland 
Security, 

f appreciate your interest in the Department of Homeland Security, and l look fornard to 
\~·orking v.·ith you on future homeland security issues. !f I may be of further assistane-e, 
ple;'.l.se contact the Office c)fLegislative Affairs at (202) 447-.5890. 

Sincerely, 

~~~"Kr" 
Assistant Secretary 
Office of Legislative Affairs 

Enelosure 

www.dh.<..gu~ 



The Honorable John L. Mica 
Ranking Member 

MAR 2 G 2008 

Committee on Transportation and Infrastructure 
U.S. House ofReprescnlatives 
Washington, DC 20515 

Dear Representative Mica: 

'.;7~\~." Hom. eland \~" . ''·"·''./ Security 

The enclosed document constitutes the Transportation Security Administration's (TSA) 
report regarding its efforts to institute a sterile area access system or method that verifies 
the identity of and expedites the screening process for working flight dec.k and cabin 
crewmembers as rtquired by the Implementing Recommendations of the 9/11 
Commission Act of2007, Public Law 110~53, section 1614, signed on August 3, 2007. 

The report details TSA's current efforts to institute a sterile area access system or method 
that will enhance security by properly identifying authorized airline flight deck and cabin 
crev.' members at screening checkpoints and granting them expedited access through 
screening checkpoints into the sterile area. The report details current proposals for a 
sterile area access system that are under review; TSA's detennination of the feasibility of 
implementing the aforementioned system within l year after the report submission 
deadline; and the challenges the agency \vill face institutlng this type of system. 

An identical letter has been sent to the Vice Chairman of the Senate Committee on 
Con1n1erce. Science and Transportation, as well as the Chainnen and Ranking ~tembers 
of the Senate Commlnee on flometand Security and Governnlental Affairs, the House 
Committee on Transportation and Infrastructure, and the House Committee on Homeland 
Security. 

I appreciate your interest in the Department of Homeland Security, and I look fonvard to 
working with you on future homeland security issues. If I may be of further assistance, 
please contact the Office of Legislative Affairs at (202) 447-5890. 

Sincerely, 

~)~if-
Donald f{. K~nt, Jr. 
Assistrmt Secretary 
Office of Legislative Affairs 

Enclosure 

www.tlhs.go' 



The Honorable Daniel K. Inouye 
Chairman 
Committee on Commerce, Science 
and Transportation 

United States Senate 
Washington, PC 20510 

Dear Mr. Chairman: 

L'S, Drpurtmt:-ut ,,r Homd:rnU &1·uri1y 

MAR 

The enclosed document constitutes the Transportation Se(.'.urity Administration's (TSA) 
report regarding its efforts to institute a sterile area access system or method that verifies 
the Identity of and expedites the ~creentng process for working flight deck and cabin 
crewmembers as required by the Implementing Recommendations of the 9/11 
Commission Act of 2007 ~Public La\v 110·53, section l 614, signed on Augusr 3, 2007. 

The report details TSA 's current efforts to institute a sterile area access system or method 
that ~·ill enhance security by properly identifying authorized airline flight deck and cabin 
crew members at screening checkpoints and granting them expedited access through 
screening checkpoints into the sterile urea. The report de1ails current proposals for a 
sterile area access syste1n that are under review; TSA 's detcn11ination of the feasibility of 
implementing the aforementioned system within I year after the report submission 
deadline; and the challenges the agency will face instituting this type of system. 

An identical letter has been sent to the Vice Chairman of the Senate Committee on 
Comn1erce, Science and Transportation1 as well as the Chainnen and Ranking Members 
of the Senate Committee on Homeland Security and Governmental Affairs, the House 
Committee on 1'ransportation and lnti'astructure, and the House Committee on Homeland 
Security. 

I appreciate your i11terest in the Department of Homeland Security, and I look forward to 
i;vorking with you on future homeland security issues. Ifl may be of further assistance, 
please contact the Office of legislative Affairs at (202) 447~5890. 

Sincerely, 

c~] vh.,'f 
~~afct'H. Kent, Jr. 
Assistant Secretary 
Office of Legislative Affairs 

Enclosure 
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The Honorable Joseph I. Lieberman 
Chairman 
Co1nmittee on Homeland Security 
and Governmental Affairs 

United States Senate 
Washington, DC 20510 

Dear Mr. Chainnan: 

l1$. lkp11r11111:11111fH<iuwland s~uinty 
WJ~lirnghm. [,C l•l:'i.'.'.8 

Homeland 
Sec11rity 

T11e enclosed document constitutes the Trai•sportation Security Adrninistration's (TSA) 
report regarding its efforts to institute a sterile area access system or method that verifies 
the identity of and expedites the screening process for working flight deck and cabin 
crewmernbers as required by the Implementing Recommendations of the 9/11 
Commission Act of2007, Public Law 110-53, s"ction 1614, signed on August 3, 2007. 

The report details TS/\' s current efforts to institute a sterile area access system or method 
that will enhance security by properly identifying uuthari:zcd airline flight deck and cabin 
crew n1ernbers at screening checkp1.1iuts and granting them expedited access through 
screening checkpoints into the 5terile area. The report details current proposals for a 
sterile area access system that are under review: TSA 's determination of the feasibility of 
implementing the aforemen1ioncd systen1 wi1hin t year after the report submission 
deadline; and the challenges lhe agency will face instituting this type of system. 

An identical letter has been sent to the Vice Chairman of the Senate Cotnmittee on 
Commerce, Science and Transportation, as well as the Chairnten and Ranking tvfembers 
of the Senate CoTnrnittee on Homeland Security and Govern1nental Affairs, the House 
Committi:e on Transportation and Infrastructure, and the House Comrnittee on Homeland 
Security, 

I appreciate your interest in the Department of Homeland Security, and (look forn'ard to 
working with you on future homeland security issues. ff I n1ay be af further assistance. 
pl('use contact the Office of Legislative Affairs at (202) 447~5890. 

Sincerely, 

c::=~~ 
~Id fl. Kent, Jr. 
Assistant Secretary 
Office of Legislative ;\ff airs 

Enclosure 



'fhe Honorable Susan ~1. Collins 
Ranking Member 
Co1nn1ittee on Homeland Security 
and Governmental Affairs 

United States Senate 
Washington, DC 20510 

Dear Senator Collins: 

MAR 2 6 1008 

The enclosed document constirutes the Transportation Security Administration's (TSA) 
report regarding its efforts to institute a sterile area access system or method that verifies 
the identity of and expedites the ~creening process for working flight deck and cabin 
crewmembers as required by the Implementing Recommendations of the 9/l I 
Commission Act of2007. Public Law 110~53, section 1614, signed on August 3, 2007. 

The report details TSA's current efforts to institute a sterile area access system or method 
that will enhance security by properly identifying authorized airline ilight deck and cabin 
crew members at screening checkpoints and granting them expedited access through 
screening checkpoints into the sterile area. The report details current proposaJs for a 
sterile area access system that are under review: ·rsA 's determination of the feasibility of 
implernenting the nforementioned sys1em within l year after the report subrnission 
deadline; and the challenges the agency will face instituting this type of system. 

An identical letter has been sent lo the Vice Chairman of the Senate Committee on 
Comn1erce, Science and Transportation, as well as the Chairmen and Ranking Members 
of the Senate Committee on Homeland Security and Governmental Affairs, the House 
Commit1ee on TranspQrtatioo and Infrastructure, and the House Committee on Homeland 
Security. 

I appreciate your interest in the Department of Homeland Security, and I look forward to 
\Vorking with you on future honielund security issues. If I may be of further assistance, 
please contact the Office of Legislative Affairs at (202) 447-5890. 

Sincerely, 

~;;Ji[~· 
Assistant Secretary 
Office of Legislative Affairs 

Enclosure 



The f.Ionorable Peter T, King 
Ranking Mcn1ber 
(~on1mittec on Hon1eland Security 
U.S. House of Reprcsentati<Jes 
Washington, DC 20515 

Dear Representative King: 

MAR Z 6 2003 

(J,!j, r,J~i;:u 111!~11( <li' f10)1Hd:and S(~l'ltl'iiy 

w~,hu1~(1m, OC ~(:'.~s 

Ho1neland 
Secltrity 

The enclosed document constitutes the Transportation Security Administration's (TSA) 
report regarding its efforts to institute a sterile aren access system or 111ethod that verifies 
the identity of and expedites the screening process for working flight de1;;k and cabin 
cre\vmembers as required by the Implementing Recommendations of the 9/11 
Commission Act of2007, Public Law l 10·53, section 1614, signed on August 3, 2007. 

The report details TSA's current efforts to institute a sterile area access system or tnetbod 
that will enhance security by properly identifying authorized airline flight deck and cabin 
crew men1bers at screening checkpoints and granting them expedited access through 
screening checkpoints into the sterile area. The report details current proposals tor a 
sterile area access system that are under review; TSA' s detennination of the feasibility of 
implementing the aforementioned system y.;ithin l year after the report submission 
deadline; and the challenges the agency will face instituting this type of ~y~tem. 

An identical letter has been sent to the Vice Chairman of the Senate Committee an 
C:ommcrce, Science and 'fransportation, as well as the Chairmen and Ranking r-..fentbers 
of the Senate Committee on l·Iomeland Security and Governmental Affairs, the tfouse 
Committee on Transportation and Jnfrastn1cture, and the House Committee on Homeland 
Security. 

I appreciate your interest in the Department of Homeland Security, and I look forward to 
\Vorking \vith you on future hon1eland security issues. If I may be of further assistance. 
please contact the Office of Legislative Affairs at (2Q2) 447-5890. 

Sincl.!rely, 

(:;.~'WU·-
~~ct H. Kent, Jr. 
Assl~tarlt Secretary 
Office of Legislative Affairs 

Enclosure 



The Honorable Bennie G. 10ompson 
Chainnan 
Committee on Homeland Security 
U.S. House of Representatives 
Washington, DC 20515 

()ear Mr. Chainnan: 

MAR 2 G znos 
.~. H l d '73£:\'' ome an 
',~~ Security 

·rhe enclosed document const:tutes the Transportation Security Administration·~ (TSA) 
report regarding its effortf. to institute a sterile area access system or method that verifies 
the identity of and expedites the screening process fOr working flight deck and cabin 
crcwmembers as required by the Implementing Recommendations of the 9/11 
(~on1n\ission Act of2007, Public La\v 110~53. settion 1614, signed on August 3, '.!007. 

'/'he report <let.nils TSA 's current efforts to institute a. steri!e area access system or method 
that will t!nhance security by properly identifying autOOri·1-ed airline flight deck and cabin 
cre\V members at screening checkpoints and granting them expedited access through 
screening checkpoints into the sterile area. The report details current proposals for a 
s1erllc area access system that are under review; TSA 's determination of the feasibility of 
i1np~cmenting the aforernen{i0ned system wit!1in I year after the report submission 
deadline; and the challenges the agency will face instituting this type of system. 

An identical Jcth~r has been sent to the Vice Chairman of1he Senate <:01nmittee on 
Commerce. Science and Transportation, as well as the C!:airmen and Ranking tv1embers 
of the Senate Committee on Homeland Securily and Governmental Affairs, the House 
Committee on l'n1nsportation and Infrastructure, and the liouse Committee on liomeland 
Securlty. 

I appreciate yo1.:r interest in the Department of Homeland Security, and l look forward to 
\Vorking with you on future hon1eland securit)' issues. If I may be of further assistance. 
please contact the Office of Legislative A!Tnirs at (202) 44 7-5890. 

Sincerely, 

~~Ll0f-
'r5onald II. Kent, Jr . 
. .\.ssisto.nt Secretary 
Office of Legisl11tive Affairs 

Enclosure 



The Honorable Ted Stevens 
Vice Chainnan 
Committee on Commerce, Science 

and Transportation 
United States Senate 
Washington, DC 20510 

Dear Senator Stevens: 

MAR 2 il 1008 

Ofii1 ti!/!.,,.-:,,, r1:11't' 1f/_.,, .. , 

U.S. De1mrtrnru1ot1--lon1d1111d S"'1'Hrifr 
W.i~hm~ton. DC _',,)S;>_~ 

Homeland 
Security 

'I'be enclosed document constitutes the 'I'ransportation Security Administration's (TSA) 
report regarding its efforts to institute a sterile area access system or method that verifies 
the identity of and expedites the screening process for working flight deck and cabin 
crewmemhers as required by the Implementing Recommendations of the 911 l 
Commission Act Qf2007, Public Law 110~53, section 1614, signed on August 3, 2007. 

The report details TSA 's current efforts to institute a sterile area access system or method 
that will enhance security by properly identifying authorized airline flight deck and cabin 
crew members at screening checkpoints and granting them expedited access through 
screening checkpoints into the sterile area, The report details current proposals lbr a 
sterile area access system that are under review; TSA's determination of the feasibility of 
implementing the aforementioned system within 1 year after the report submission 
deadline; and the challenges the agency will face instituting this type of system. 

An identical letter has been sent to the Vice Chainnan of the Senate Committee on 
Co1nn1crce, Science and Transportation, as well us the Chairmen a11d Ranking Men1bers 
of the Senate Committee on Homeland Security and Governmental Affairs, the House 
Committee on Transportation and Infrastructure, and the House Committee on Homeland 
Security, 

I appreciate your interest in the Department of Homeland Security, and I look fonvard to 
'vorking with you on future homeland security issues. [f I may be of further assistance, 
please contact the Office of Legislative Affairs at (202) 44 7-5890. 

Sincerely, 

c.:=1,v(if 
~ H. Kent, Jr. 
Assistant Secretary 
Office of Legislative Affairs 

Enclosure 
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Introduction 

The Implementing: Recommendations of the 9/11 Commission Act of2007 (''the 9/11 Act"). 
Public La\v 110-53, signed on August 3, 2007, directs the Transportation Security 
Administration (TSA) to submit a report on its efforts to institute a sterile area access system or 
method that validates the identity of and expedites the screening process for working flight deck 
and cabin crewme1nbers. Specifically, Sec6on 1614 of the Act states: 

{a) Report-No1 later than 180 days after the date of enactment of this Act, the 
Administrator of the Transportation Security Administration, qfter consultation ·with 
airline, airport, and.flight crew representatives, shall submit to the Committee on 
Commerce, Science, and Transportation of the ,t:;enate, the Committee on Ilo"1eland 
Security and Governmental Affairs of the Senate, the Committee on Ho1neland Sccuri!J' o.t 
the House of Representalives, and the Committee on Transportation and Infrastructure of 
the House of Representatives a report on the status of the Administration's ejforts to 
institute a sterile urea access .~j'Slem or method that "l''<ill enhance security by properly 
identifying aulhorized airline flight deck and cabin crew members at screening 
checkp(Jinl.~ and granting the.tn expedited access through screening checkpoints. The 
Administrator shall include in the report recommenclations on the feasibility of 
inrpiem\'nting the sysremfor the dome.sric aviarion industry beginning I year after the 
dalit vn 1~·hich rhe repot-1 ls subrntt!ed. 

This report is subinitted to Congress in compliance with this request. 

Current Stpfus of Expedited Sterile Arep Access for Working Crewmembers 

The process of identifying working flight deck and cabin crewmembers at security checkpoints 
and providing them an expedited screening experience is partially established. Currently there 
arc two pri1nary methods to accelerate the screening process for crewmembers. 1 The first 
1nethod is the establishment of additional queues dedicated to checking the identification of 
working crewmembers. TSA regulations mandate that all individu..1ls 18 years of age and older 
who enter the security checkpoint must have their ID validated. Typically, there is a single: 
queue that proceeds first to the individual checking ID and then to the security checkpoint itsl!lf. 
Under this method crewrnembers have priority access to the ID checkers and, after identifying 
then1selves as crew1nembers, proceed directly to screening. 

The second method is the establishment of entirely separate security checkpoints dedicated to 
\Vorking cre\vn1e1nbcrs. l"hese restricted checkpoints allow crewmembers to avoid the queues 
generally experienced by the traveling public. While these two processes facilitate a quicker 
screening experience for working crewmembers, they are not avallable at every airport. 

Identification of crewmembers is accotnplished through a visual inspection of their airllne~issued 
ID, '''hich at most airports now includes the use Qfultraviolet tights and magnifying loupes to 

1 Jn some airports, airpcrt en1ployee~ who need acce&s to the sterile llre<i <ire afforded the same priority as working 
crewmembers. for eese of dbcussion, this report focuses on crewmembers onl:y. 



help detect fraud. l'his method enhances the TD validation process but does not capitalize on 
other available validation technologies or systems currently us.ed within the industry. 

Status of Efforts to Identify nnd Improve Sterile Area Access for \Vorldng Crewmembtrs 
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.l\vailable resources at our security checkpoint<; and the complexities and costs associated with 
tecb.r.ologies that reliably validate the identity of individuals have restricted TSA 's ability to 
implement an itmovative <,:rewmember screenir.g system, As 'I'SA 's screening processes have 
become more efficic:nt, artd with the implementation of technologies employed by airlines to 
validate the identity and employment status of crewmcmbers, the possibility of providing this 
population a sterile area access system that offers expedited screening is increasing. ISA has 
begun evaluating several crewmember screening proposals by organizations representing flight 
deck crewmeinbcr!t. 2 Subsequent discussions with the~ groups dcmons~rate that government 
and industry can work toget.her to address potential security vulnerabilities vvhile focusing on the 
operational needs of .,.,·orking crewmembers. Since it is vital that all assets of the indu:.try re1nai.n 
engaged in this co1n1ni1ment, 'rSA has created a \.\'orking group of key aviation stakeholders. as 
required by Section t6:4 of the 9/l l Act, to receive input and opinion.c; <ln the evaluation and 
development of any proposed sterile area access system. 

One of the proposals, endorsed by the Air Line Pilots Association, offers prt<1mising solutions on 
how to achieve this goal. Central to this proposal is TSA 's ab! lity to leverage the r.uccess of the 
Cockpit Access Security System (CASS), implemented in 2005 to enhance the approval of otT~ 
line flight deck c.rewmc1nbers' requests to ride the jun:.p seat on aircraft tlc\vn by other airlines. 
('./\SS is highly praised and e1nployed by over 85 U.S. domesnc airlines. 

C':\SS cna])les aircraft operah\rs to validate reliably the identity and entployment ~tatus of off. 
line flight deck crc\vmentbcrs fr<Jm other airlines that request jump seat access on one nflheir 
air~raft. Airlines participating in the CASS prograrr. maintain a database of their flight deck 
crcw1ncmbers that are authorized to ride the jump seat 1l'tcse databases are interconnected so 
gutc ugen\s can query the personal records of flight deck crcwml!mbers requesting to ride the 
junip scat A flight deck cre-...'member provides the gate agcn~ with requisite infonnation. which 
the gate agent enters into CASS. CASS presents the gate agent with an "accep~" or '·dt:ny" 
r0spunsc, based on the crewmi;mber's employment sta1us, and a. full~color picture to validate his 
or her identity, When a flight deck crcwmember's employment is tcnninated, the carrier he or 
shi.: \Vorked for is responsible for Immediately removing thi:: crewmember's name fro1n ibi 
da(:ibase; if that individua! requests jlL'llJ' seat access, CASS sends a "deny" response t~i a gate 
agent's query. 

CASS presents a practical foundation for a system that can validate the identity of cre.,vrnembers 
at ~creening checkpoints. The system is readily available, widely and successfully used, and 
t1ccessiblc \Vith a standard internet cormection and web browser, limiting :he need fur extensive 
and potentially costly hard\vare. The system provides a security layer by confinning infonnati0n 
pro\•ided by the crev..11nember and providing the gate agent with an electronic color photogr<tph 
for validating the identity of crev..'member requesting to ride jumpseat . 

: These associations are the Air Line Pilots Assodatio~ and the Coalition of Air Line Pilots Assoc1atio11 
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However, CASS does have li1nitations, which must be further evaluated, Currently, CASS is 
only available to validate the identity and employment status of flight dec.k crewmembers; a 
similar system has not been instituted for cabin crewmembers since they are not authorized to 
ride the jump seat. ISA intends to pilot and possibly to institute a system that will provide 
expedited sterile access area for all traveling crewme1nbers, as is required by section 1614 or the 
9/11 Act In addition, there is debate on whether biometric technologies would be more 
appropriate than CASS for a sterile area access system. Biometric technologies tJ1at scan an iris 
or fingerprint can accura1ely validate an individual and are less subject to fraud; however, they 
generally are n1ore expensive and difficult to maintain. 

Another concern is the availability, or Jack thereof, of space at federalized airports across the 
country. [n several cases, airport facilities are struggling to acco1nmodate growing passenger 
levels \Vhile enliuring enough room for required security checkpoints. Any sterile area access 
system for crewmembers will likely be conducted at a security checkpoint since sterile area 
access is :ilmost entirely provided through these areas. The ability to accommodate such a 
systen1, inclu<ling expedited screening procedures, could prove to be very challenging. While 
capacity constraints are evident at larger airports across the country, they create even greater 
problems at s1naller airports that are rapidly growing through increased flight operations and the 
resulting increase in passenger traffic. 

Despite these limit.a.Lions and concerns, TSA rernains con1mitted to developing innovative 
systems that can validate the identity of working crewn1embers at the screening checkpoint and 
provide them expedited access to the sterile area. 'fSA is actively pursuing the possibility of 
irnplen1cnting a sterile area access systern that. utilizes CASS as a platform to validate the 
identity of working crewmembers at the. security checkpoint. Pa.rt of this evaluation \Vill assess 
the fea!>ibility of extending this technology to cabin crewmembers. Some industry stakeholders 
believe CASS c:ould accommodate the cabin crewmember population through hardware and 
software updates. Ho~'ever, this cannot be done without additional personnel and cost, including 
the cost to participating carriers of uploading their enlire cabin cre¥.member roster and 
information into the CASS database. The use of technology to validate the identity of 
crev.members "''ill also require additional personnel to perform the validation process and to 
ensure the system is operating properly. 

In addition to our evaluation of CASS for validating crewmember identity, TSA is investigating 
whether this technology can augment a screening process that provides expedited ac<:css to the 
sterile area. This presents a greater challenge because TSA must \Veigh the need for security 
against the operational demands of accommodating traveling crewmembers. Some stakeholders 
remain dissatisfied with current screening methods that subject vetted crewme1nbers to the same 
screening standards as the traveling public. Son1e scrutiny of crewme1nbers is necessary because 
they work in the sensitive aviation environment. In view of the numerous background 
investigations to which these individuals are subjected and their operational requirements, TSA 
does provide cre\vmembers ¥.ith certain allowances not provided to the traveling public. For 
example, cre\vtnembers are exempt from the current liquid, gels, and aerosols prohibition. TSA 
is determining whether these allov.1ances could serve as a foundation fe>r screening system that 
provides expedited access to the sterile area through the screening checkpoint. 
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Recommendatjons and Conclusions 

Given the complexity of the issuej TSA \l\1ill test the feasibility of proposed sterile access systems 
before widely instituting them on a pilot basis at select airports. Given the technology, resource, 
and spatial constraints, an expectation that a single crewmember screening system could easily 
be implemented at all federalized airports is impractical. Pilot testing will allow TSA to test 
c.oncepts within these limitations and provide the opportunity to adjust or enhance any system to 
make wider deployment feasible. Should TSA detennine that a sterile area access syste1n's 
benefits outweigh the cost, these systems will be deployed on a case by case basis to airports that 
demonstrate the greatest need for and can accon1modate such a syste1n. TSA plans to deploy a 
pilot sterile area access system at multiple airports in calendar year 2008. 

Conversely, ISA will recommend against i1nplementing a sterile area access system if it 
determines through pilot development and testing that the costs and burdens of implementing 
such a system do not justify the benefits. Should ISA determine that a crewmember screening 
systent is not feasible at this time, we will continue to evaluate the issue as screening processes 
and technologies evolve. 

TS.A. strives to set standards for excellence in transportation security through its people, 
processes, and technology. We are looking forward to continuing our work witb aviation 
stakeholders to de"·elop, evaluate, and potentially deploy a sterile area access system that 
validatr;.>s the identity of crewm~mbers entering the screening checkpoint and provides expedited 
access to the sterile area. 
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Executive Summan 

This report is provided as required by Section 1412 of Title XIV (Public Transportation 
Security) of the Implementing Recommendations of the 9111 Commission Act of 2007 
(9/11 Act). Section 1412 requires the Department of Homeland Security (DHS) to 
submit a report not later than March 31 sr of each year that contains the following 
information: 

a description of the implementation of the provisions of'J'itle XIV; 
tl1e amount of funds appropriated to carry out the provisions of Title XIV that 
have not been expended or obligated: 
the National Strategy for Public Transportation Security required under 
Section 1404; 
an estimate of the cost to implement the National Strategy for Public 
Transportation Security, which shall break out the aggregated total cost of needed 
capital and operational security improvements for fiscal years (FY) 2008-2018; 
and 
the state of public transportation security in the United States, which is to include 
numerous data points identified in paragraph (a) (2) (E) of Section 14 I 2. 

This report presents a summary of the status of implementation for each provision of 
Title XIV identified in sections 1404-1415. 

The existing Mass Transit Annex to the Transponation Systems Sector Specific Plan 
(TS-SSP), developed pursuant to Homeland Security Presidential Directive-7. serves as 
the National Strategy for Public Transportation Security (Section 1404). The Annex has 
been developed and implemented to serve as the strategic plan for security enhancement 
in mass transit and passenger rail. The Annex is currently being reviewed for any 
necessary revisions to reflect progress in meeting strategic security priorities, update 
security enhancement objectives, and ensure the specific requirements of sections 1404 
and 1511 (passengerrail) are included. The goal is to complete updating of the Annex 
during the first quarter of calendar year 2009, 

Multiple programs and aclivities demonstrate how the Transportation Security 
Administration (TSA) is implementing the provisions of section 1405 on Security 
As-sessments and Plans. For example: 

The Baseline Assessment for Security Enhancement (BASE) program has 
completed 88 assessments including 48 of the largest 50 mass transit and passenger 
rail agencies, 30 on those ranked 51-100 in size, and 10 on smaller agencies. These 
assessments inform the determination of security priorities, the development and 
implementation of security enhancement programs, and resource allocations; 

- The Transit Security Grant Program (TSGP) meets the requirement in 
Section 1406 for Public Transportation Security Assistance. The program awarded 
$343 million in FY 2008 to enhance security in eligible mass transit and passenger 
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rail systems. An additional $25 million went to Amtrak. In FY 2009, the TSGP will 
award $348 million to eligible mass transit and passenger rail systems, plus another 
$25 million to Amtrak; 

Progress in advancing security exercises in mass transit and passenger rail 
(Section 1407) occurred through a pilot initiative in the National Capital Region of a 
multi-agency, cross~functional terrorism prevention and immediate response exercise 
prograin. This program adapts the Port Security Training and Exercise Progrrur1 
(PortSTEP) concept to surface modes of transportation. The Interrnodal Security 
Training and Exercise Program (!-STEP) program employs a multi-phased, multi
jurisdictional. and scenario-based approach to eva[uate and enhance anti~terrorism 
and immediate response capabilities. TSA applied the program in a joint exercise for 
mass transit/passenger rail agencies and freight rail carriers1 v,.·ith regional security 
partners, in northern Ne""· Jersey in September 2008. I-STEP exercises in mass 
transit and passenger rail are projected Seattle and Los Angeles in 2009; 

The vital importance of training frontline employees led TSA to implement a 
focused security training initiative under the TSGP in 2007. This program is 
discussed in the report on status of implementation of Section 1408, Public 
Transportation Security Training Program; 

DJ-JS has established a multi-faceted process to ensure timely notification of 
threats, incidents, and related security concerns. These intelligence sharing means are 
discussed in the status report on Section 1410, Infonnation Sharing; and 

Brief discussions on other provisions include threat assessments, public 
transportation employee protections, security background checks of covered 
individuals for public transportation, and limitations of fines and civil penalties are 
provided. 

At this time, there are no appropriated funds that have not been expended or obligated 
within the period of availability for use to carry out the provisions of Title XIV. 

TSA will provide appropriate cost estimates for implementation of the Public 
Transportation Security Strategy separately through the broader budgetary processes for 
DHS as coordinated by the Office of Management and Budget. 

The section of this report that discusses the state of public transportation security is 
presented through TSA's efforts to assist public transit agencies and passenger rail 
carriers to deter terrorism and minimize the effects of terrorist attacks. The numerous 
programs, activities, and initiatives discussed are organized under each of the five 
guiding principles that provide the foundation for the TSA ma.;;s transit security program. 
The five principles are: 1) expanding partnerships for security enhancement; 2) elevating 
the security baseline; 3) building secrnity force multipliers; 4) leading infomiation 
assurru1ce; and 5) protecting high risk assets and systems. 'This multi-faceted eilbrt aims 
to produce sustainable collaboration among TSA and security partners in Federal, State. 
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and local government and mass transit and passenger rail agencies and implement 
effective layers of security. 

Background 

In pertinent part, Section 1412 requires that, not later than March 31"' of each year, DHS 
must report to Congress as follows: 

a description of the implementation of the provisions of title XIV 
appropriated funds for these purposes that were not expended or obligated 
implementation of the National Strategy for Public Transportation Security (NSPTS) 

required under section 1404 
c'the state of public transportation security,'i which is to include nwnerous data points 

on progress being made by public transportation agencies and differences among them. 1 

I. Implementation of Provisions of Title XIV. Public Transportation Security 

Section 1404 -National Strategy for Public Transportation Security: The existing 
Mass 'J'ransit Annex to "fS-SSP, produced in coordination with the 'fransit, Conunuter 
and Long Distance Rail Government Coordinating Council (GCC), Mass Transit Sector 
Coordinating Council (SCC), and the Transit Policing and Security Peer Advisory Group 
(PAG) and published in June 2007, meets the legislative requirement for a national 
strategy for passenger rail security. The Annex presents the coordinated security 
enhancement strategy for public transportation and passenger rail systems. Section 
1404( e) directs use of "relevant existing plans, strategies, and risk assessments developed 
by the Department or other Federal agencies, including those developed or implemented 
pursuant to section l 14(t) of title 49, United States Code, or Homeland Security 
Presidential Directive-7." The Mass Transit Annex to the TS-SSP falls within the scope 
of this direction. The Annex has been developed and implemented to serve as the 
strategic plan for security enhancement in mass transit and passenger rail. Revie"v of the 
Annex for any necessary updating of the discussion of strategic security priorities and 
their achievement, as well as to ensure specific components required by Section 1404 and 
the similar provision applicable to passenger rail at Section 1511 are met is ongoing. 
Coordination of the proposed changes and supplements began in October with the GCC, 
SCC, and PAG, to continue through January 2009 with the objective of completing the 
updated Annex for approval and publication by late March 2009. 

Section 1405 -Security Assessments and Plans: Multiple actions demonstrate that 
TSA has made significant progress towards compliance with the provisions of this 
section. For exan1ple, all 37 security assessments conducted by the Federal Transit 
Administration (FTA) among the 50 largest mass transit agencies were provided to TSA 
prior to enactment of the 9/11 Act. These materials informed the development of the 
TSA/FTA Security and Emergency Management Action Items and the Baseline 

i Implementing Recommendations of the 9/J 1 Co1nrnission Act of 2007 (Public Law 110·53, August 3, 
2007), Section 1412. 
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Assessment for Security Enhancement (BASE) program by which TSA assesses mass 
transit agencies' implementation of the Action Items. 

Developed in a joint effort of TSA, DHS, Department of Transportation (DOT), and mass 
transit and passenger rail operating and security officials engaged through the Mass 
Transit SCC and Transit Policing and Security Peer Advisory Group, the Action Items 
cover a range of areas that are foundational to an effective security program. 
Components include security program management and accountability, security and 
emergency response training, drills and exercises, public awareness, protective measures 
for Homeland Security Advisory System (HSAS) threat levels, physical security, 
personnel sect.rrity, and infonnation sharing and security. Particular emphasis is placed 
on posture in the six Transit Security Fundamentals (protection of 
underground/underwater infrastructure; protection of other high consequence systems and 
assets: random, unpredictable deterrence; training; exercises; and public awareness). 

Security assessments conducted under BASE program confirm that security plans have 
been developed and are being implemented. To date, TSA has completed 88 BASE 
assessments1 covering 48 of the largest 50 mass transit and passenger rail agencies, 30 on 
agenciesranked 51-100 in size, 10 smaller agencies. The Nation's 100 largest mass 
transit and passenger rail agencies account for more than 80 percent of the total users of 
mass transit and passenger rail systems. The results of the BASE assessments inform the 
determination of security priorities and the development and implen1e11tation of security 
enhancement programs and resource allocations. 

TSA has completed security assessments under the BASE program of29 bus-only 
systems. The assessment results are analyzed both by individual agency and 
consolidation of all bus~only systems to identify trends in areas needing improvement 
This effort has contributed to the progress of a joint initiative with FTA through the Bus 
Safety and Security Program to produce security enhancement tools for smaller bus 
agencies. Coordination of this effort with small system security partners occurred at the 
Bus Safety and Security Conference in Dallas during March 3-5, 2008. Subsequent 
actions have advanced a collaborative effort to produce security action items and an 
assessment tool tailored to the operational circwnstances of smaller bus agencies. 

Concerning the mandated rulemaking to require that "high risk" agencies maintain and 
implement security plans, TSNM Mass Transit is proceeding with development of a 
swnmary of the developing concept for a security plan regulation for public 
transportation agencies. This approach was briefed to the Transit GCC in May 2008, the 
Mass Transit SCC in June 2008, and to the PAG during monthly teleconferences. 
Consultations with the public transportation community will occur through these forums, 
with further outreach among mass transit and passenger rail security officials, employee 
labor organizations, and first responder associations. These consultations will ensure that 
development of regulatory requirements reflects operational realities. 

Section 1406 - Public Transportation Security Assistance: The existing TSGP meets 
the requirement of this section to "establish a program for making grants to eligible 
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public transportation agencies for security improvements .... " Jn compliance with .a 
specific requirement of this section, the Secretaries of 1-Iomeland Security and 
Transportation completed a joint letter, dated December 21, 2007, notifying the 
appropriate congressional committees of their determination that retaining DI-IS as the 
lead Federal entity in substantive and administrative matters pertaining to the TSGP is the 
most efficient means of distribution of grfµlt funds to mass transit and passenger rail 
agency recipients. 

DHS published the FY 2008 program guidance published in February 2008. The TSGP 
continues to emphasize enhancing security posture in the six Transit Security 
Fundamentals (protection ofl.Ulderground/undetwater infrastructure; protection of other 
high consequence systems and assets; random, unpredictable deterrence; training; 
exercises; and public awareness). The program guidance lists the eligible mass transit 
and passenger rail agencies in regions categorized by risk as Tier 1 and Tier 2 and 
specifies the security enhancement priorities through a listing of project effectiveness 
groupings. The Secretary announced the FY 2008 TSGP awards on May 16, 2008. 

For the FY 2009 program, the Secretary published the grant guidance on November 5, 
2008. Development of project proposals by eligible agencies is ongoing as of the date of 
this report. In FY 2009, the TSGP will award $348 million to eligible mass transit and 
passenger rail systems, plus another $25 million to Amtrak. 

During FY 2008, the total funding allocation is $343 million to eligible mass transit and 
passenger rail systems, plus $25 million to Amtrak. Total funding under the program in 
FY 2007 reached $255 million through the annual DHS appropriation and the 
supplemental. 

Further details on the TSGP, including summaries of consultations with eligible agencies 
through meetings, regular teleconferences, and responses to inquiries, may be accessed 
through the DHS public website at: hno://www.tsa.gov/join/grants/tsgp.shtm. Of note, 
TSA held two feedback sessions during September/October 2008 to afford eligible 
agencies and the Mass Transit SCC the opportunity to provide feedback on their 
experience with the TSGP and recommendations for improving the program. A western 
regional session took place on September 29 in Seattle and an eastern regional session in 
Washington, DC, on October 15. 

Section 1407 -Security Exercises: TSA is advancing development of an exercise 
program for public transportation agencies through a pilot initiative conducted in the 
National Capital Region (NCR). The Intermodal Security Training and Exercise Program 
(l~STEP), an adaptation of the PortSTEP concept to surface modes oftransportatio11, 
employs a multi~phased, multi~jurisdictional, crossRfunctional, and scenario~based 
approach to evaluate and enhance anti~terrorism and immediate response capabilities. 
This approach is informed by BASE assessment results indicating a need for significant 
expansion of terrorism prevention exercises focused on tiu'eats and incidents in a mass 
trm1sit or passenger rail system. 
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The principal participating agencies in the NCR included TSA, Amtrak, WMATA, 
Maryland Transit, and Virginia Railway Express. The initial coordination forum was 
held in JanuMy 2008. with each of these agencies in attendance and agreeing to 
participate. Scenario~based antiwterrorism workshops followed over the next 3 months, 
v,,.ith the principal agencies inviting their State and local security partners as additional 
participants. Coordination sessions held during May 2008 focused on preparing for the 
culminating event, a large scale regional table top exercise in Union Station. Washington, 
DC, on June 25. A joint working group has convened to develop collaborative solutions 
to address lessons learned in the exercise. 

This program, with lessons learned from the NCR effort integrated, has been advanced as 
an exercise concept for application in regional areas throughout the US for adaptation to 
their particular operating circumstances and use in planning and conducting multi
agency, cross-functional exercises in mass transit and passenger ralL Specific emphasis 
is placed on enhancing and testing prevention capabilities. TSA sponsored a second 1-
STEP exercise for mass transit and passenger and freight rail carriers and their regional 
security partners in northern New Jersey in late September 2008. Planning is ongoing to 
conduct similar exercises in the Los Angeles and Seattle areas during the first half of 
2009. 

Section 1408 - Public Transportation Security Training Program: TSA is 
considering a multi-modal rulemaking, which would implement the security training 
requirements of the 9/11 Act and has been developing relevant information for each 
mode. 

For the security training rule for mass transit and passenger rail, TSA produced a 
summary of the concepts under consideration to meet the statutory requirement to 
promulgate a regulation mandating that public transportation agencies implement security 
training programs. I'SA shared this summary with key security partners, including the 
Mass Transit SCC, of which the Amalgamated Transit Union (ATU) is a member. and 
the PAG. Feedback from these groups has been received and is undergoing review. The 
input was discussed generally during a monthly teleconference with the PAG and with 
members of the SCC at the group's June l, 2008, meeting in San Francisco. TSA 
anticipates updating the summary as appropriate based on this feedback and providing 
multiple constituencies an opportunity to review and provide feedback on an expedlted 
basis. After this second rol.llld of consultations, the focus will shift to completing and 
publishing a notice of proposed rulemaking. 

DHS recognizes the vital importance of training frontline employees. To expand the 
effort in this area, TSA developed and implemented a focused security training initiative 
uoder the TSGP in February 2007. TSA coordinated development of this initiative 
through the Mass Transit SCC and the PAG. The resulting Mass Transit Security 
Training Program provides guidelines to mass transit and passenger rail agencies on the 
types of training to be provided by category of employee. The guidance further identifies 
specific courses developed under Federal auspices through the FTA, the Federal 
Emergency Management Agency, and TSA that are available to ensure employees are 
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trained in the designated areas. Finally, the Department revised the eligible costs under 
the TSGP to allow coverage of overtime expenses incurred when employees receive 
training courses and streamlined the application process to simplify requests and expedite 
awards for security training. 

This initiative has dramatically increased requests for training funds and the number of 
employees receiving training in such core areas as security awareness, behavior 
recognition, and immediate response to a threat or security incidents. areas that cover the 
specific components cited respectively in sections l 408 and I 5 I 7 of the 9/1 l Act. As an 
illustrative example, the percentage of funds allocated to security training among Tier 2 
systems in the TSGP increased from 3 percent of awards in FY 2006 to 68 percent of 
awards in FY 2007. This coordinated program, backed by Federal funding through 
dedicated security grants, met the Congressional objective of detailed guidelines for 
.security training programs 6 months before enactment of the 9/1 l Act. 

Section 1409-Public Transportation Research and Development: A report on the 
research and development program for public transportation will be submitted separately 
as a product of the functionally-based integrated process team approach managed by the 
DHS Science and Technology Directorate. 

Section 1410- Jnformation Sharing: DHS shares intelligence with DOT through a 
multi-faceted process to ensure timely notification of threats, incidents, and related 
security concerns. This effort includes direct engagement between representatives of 
TSA and FI A in the inleragency Mass Transit Security Information Netv:ork. 

The Mass Transit Security Information Network brings together representatives from 
about 15 key offices within DHS and DOT, including FT A's Office of Safety and 
Security; TSA's Mass Transit Division, Office of Intelligence, Office of Strategic 
Comn1unication and PubHc Affairs, Surface Transportation Security Inspection Program, 
Federal Air Marshal Service, and Transportation Security Operations Center; and DHS's 
Office of Infrastructure Protection, Office of State and Local Government Coordination, 
and the Homeland Infrastructure Threat and Risk Analysis Center (HITRAC). 

·rhe Nern.·ork enables informed decision~making on security measures and actions during 
periods of heightened threat or security incidents, lt accomplishes this mission by timely 
development and distribution of security information products and reco1nmendations and 
guidelines to mass transit and passenger rail security officials and Federal Government 
decision makers. 

Since its establishment in August 2005, four incidents have prompted convening of the 
Netv.·ork for these purposes: the July 2006 attacks on commuter trains in Mwnbai, India; 
the disruption of the terror plot targeting flights from the United Kingdom bound for the 
United States in August 2006; the discovery of explosives in a vehicle in London and the 
vehicle attack on Glasgow Airport in late June 2007; and the reported threat to New York 
City area transit systems and terrorist attacks in Mumbai in Novernber 2008, In each 
case, the Network prepared and disseminated information products that ensured mass 
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transit and passenger rail security officials maintained situational awareness throughout 
the incident. The Net\vork provided updates on the developing situations, the security 
implications for the mass transit and passenger rail mode, and recommendations on 
security enhancement mear.tures and activities. 

·rsA 's Mass l'ransit Division provides complete copies of all Mass l"ransit Security 
Awareness Messages to mass transit and passenger rail security and law enforcement 
officials directly to FT A's Office of Safety and Security. Disseminated generally on a 
monthly basis, these Messages provide DHS, the Federal Bureau of Investigation (FBI), 
and ISA intelligence products with security context and recommended use in training 
and awareness activities to mass transit and passenger rail agencies. During 2008, 
subjects addressed in these Messages have included a mass trai1sit threat assessrnent; 
suicide bomber tradecraft and planning and point of attack indicators; next generation 
suicide bombers and their use of elderly, female, and teenage operatives in terrorist 
attacks; second phase attacks to target first responders; at1alysis of future terrorist cells; a 
profile ofHezbollah; an overview of the security implications and recommended 
measures in light of hoax threat activity near the entrance to the Lincoln Tunnel in New 
Jersey; and situation reports and recommended security activities in light of the reported 
threat to New York City area transit systems and the terrorist attacks in Mumbai in late 
November 2008. With these Messages, ISA cites recommended protective measures and 
discusses use of the accompanying materials, which include intelligence products and 
training aids. 

Infonnation sharing is also achieved via alerts, advisories, and notices issued by the 
National Operations Center (NOC) and the Transportation Security Operations Center 
(TSOC). FT A's Office of Safety and Security receives these materials through 
notifications provided under the auspices of the Mass Transit Security Infonnation 
Network as well as direct communications between the NOC and TSOC with DOT's 
Office of Intelligence and Security. As a representative example, during the evening of 
August 9-10, 2006, TSA's Mass Transit Division convened the leads from FT A's Office 
of Safety and Security and DHS's Office of Infrastructure Protection to inform them of 
the disruption of the terrorist plots targeting aircraft bound for the United States from the 
United Kingdom and to coordinate in preparation of an alert notification to mass transit 
and passenger rail law enforcement chiefs and security directors. The notification 
provided in the overnight hours ensured these otllcials were aware of the situation, the 
focus on aviation, and the recommendation for heightened vigilance in security activities 
well in advance of morning rush hours across the country. FTA's Office of Safety and 
Security received the alert notification and all subsequent messages related to this 
incident. 

TSA is also involved in the development of intelligence products pe1taining to public 
transportation. TSA's Office of Intelligence, either directly or through TSA's Mass 
Transit Division, consults as necessary with collllterparts in the Department of 
Transportation's Office of Intelligence and Security or FT A's Office of Safety and 
Security, when developing intelligence products that pertain to public transportation. 

10 



TSA has also engaged FT A officials for participation in classified intelligence briefings 
on the threat to mass transit and passenger rail by two means. First, TSA's Office of 
Intelligence provided a briefing on the threat to mass transit to the Deputy Administrator 
of FTA in April 2007. Second, in partnership with DHS HITRAC and the FBI, TSA 
provides joint threat and analysis briefings at Secret level on a quarterly basis, bringing 
together mass transit and passenger rail security directors and law enforcement chiefs 
with their Federal security partners in 15 metropolitan areas through the secure video 
teleconferencing system maintained in the Joint Terrorism Ta.i;;k Force (JTTF) network. 
This capability enables timely assembly of these key officials through this means for 
unscheduled sessions as threats or security incidents warrant TSA has invited regional 
FTA officials to participate in these sessions. 

These processes are maintained and en11anced through regular coordination discussions. 
This effort to ensure timely and accurate situational awareness in normal operations and 
during periods of heightened threat or security incidents will be continuous. 

The second portion of this section directs DHS to provide $600,000 in FY 2008, 
FY 2009, and FY 2010 to the Information Sharing and Analysis Center for Public 
Transportation. TSA recognizes the importance of this legislative mandate and is 
committed to providing the directed support as resources pennit. 

Section 1411 -Threat Assessments: As an initial step. TSA determined the volume of 
frontline employees in public transportation agencies and assessed the scale of etlort 
required to conduct nan1e~based checks against the terrorist watch list and immigration 
status. A major challenge is developing operating procedures for collection of the names. 
completion of the checks, and use of the results. In view of these factors, TSA is 
considering a phased approach over an extended period that applies risk-based factors in 
prioritizing these checks by public transportation agencies. 

Section 1413 -Public Transportation Employee Protections: Coordination has been 
completed with appropriate Department of Labor offices to ensure availability of 
information and materials on employee protections for reporting of security matters. The 
Occupational Safety and Hazards Administration public website clearly displays 
information pertaining to protections enacted by the 9111 Act. This material can be 
accessed at http://www,osha.gov/dep/oialwhistleblower/index,htrnl. 

Section 1414-Security Background Checks of Covered Individuals for Public 
Transportation: Guidance on conducting background checks of employees has been 
produced by TSA and made available by multiple means to public transportation agencies 
beginning in November 2007, These means include consultations with and distributions 
of the guidance to the Mass Transit SCC and the PAG. The guidance is also posted with 
the Security and Emergency Management Action Items on TSA and FTA public 
websites. More infonnation on this topic can be found at: 
http://www.tsa.gov/assets/pd£'guidance employee background checks.pdf. 

11 



Section 1415- Limitations on Fines and Civil Penalties: The standard operating 
procedures for the Surface Transportation Security Inspection Program accord with the 
procedures set forth in this section concerning assessment of civil penalties for violations 
of security regulations, directives, or orders. 

II. Appropriated Funds Not Expended or Obligated 

None to report at thls time. 

III. National Strategy for Public Transportation Security 

As reported above, the existing Mass Transit Annex to TS-SSP, produced in coordination 
with the Transit, Commuter and Long Distance Rail GCC, Mass Transit SCC, and the 
·rransit Policing and Security PAfi and published in June 2007, meets the legislative 
requirement for a national strategy for passenger rail security. The Annex presents the 
coordinated security enhancement strategy for public transportation and passenger rail 
systems. Section 1404(e) directs use of"relevant existing plans, strategies~ and risk 
assessments developed by the Department or other Federal agencies, including those 
developed or implemented pursuant to section l 14(t) of title 49, United States Code, or 
Homeland Security Presidential Directive-7." The Mass Transit Annex to the TS-SSP 
falls within the scope of this direction. The Annex has been developed and implemented 
to serve as the strategic plan for security enhancement in mass transit and passenger rail. 
Review of the Annex for any necessary updating of the discussion of strategic security 
priorities and their achievement, as well as to ensure specific components required by 
Section 1404 and the similar provision applicable to passenger rail at Section 1511 are 
met is ongoing. An updated product with proposed revisions has been prepared. 
Coordination of the proposed changes and supplements began in October with the GCC, 
SCC, and PAG, to continue through January 2009 with the objective of completing the 
updated Annex for approval and publication by late March 2009. 

IV. Cost Estimates - Implementation of the Public Transportation Security 
Strategy 

TSA will provide appropriate cost estimates separately through the broader budgetary 
processes for DHS as coordinated by the Office of Management and Budget. 

V. State of Publlc Transportation Securitv 

lbe existing Mass 'fransit Annex to TS-SSP, produced in coordination with Transit, 
Commuter and Long Distance Rail GCC, Mass Transit SCC, and the Transit Policing and 
Security PAG, was published in June 2007. It presents the coordinated security 
enhancement strategy for public transportation and passenger rail systems. The Annex 
may be accessed at: http://www.tsa.gov/assets/pdf/modal annex mass transit.pdf. 

The infonnation that follows provides ru1 update on TSA's efforts, in coordination with 
security partners in the Federal Government and mass transit and passenger rail mode, to 
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implement the security strategy and enhance its effectiveness. 

TSA's efforts to assist public transit agencies and passenger rail carriers to deter 
terrorisn1 and n1inimize the effects of terrorist attacks continue to be guided by five 
principles: (1) expanding partnerships for security enhancement through regional 
coordination and liaison, notably engagement with Federal and mass transit and 
passenger rail security partners through the GCC/SCC framework, the Transit Policing 
and Security PAO, and multi-agency coordination forums in regional areas throughout 
the country; (2) elevating the security baseline through the BASE program and the 
analysis and application of results to drive development of security programs and 
resource allocations that most effectively produce security enhancement; (3) buildit1g 
security force multipliers through security training of employees and law enforcement, 
terrorism prevention and response exercises and drills, and public awareness campaigns: 
( 4 l leading information assurance by building information sharing networks integrating 
Federal security partners with mass transit and passenger rail agertcies and State and local 
entities to facilitate timely exchange of intelligence products and security implications at 
bolh classified and unclassified levels; and (5) protecting high risk assets and systems 
through development, testing, and deployment of new technologies and targeted 
application of security grants to achieve the most substantial mitigation of risk. 

Expanding Partnerships for Security Enhancement 

TSA is actively involved in regional security forums and supports these collaborative 
efforts through direct involvement of surface security inspectors and other liaison, tintely 
sharing of intelligence products and related security infonnation, and focused security 
initiatives. A key initiative of this effort is the joint classified threat and analysis 
briefings provided by intelligence professionals in DHS, TSA, and the FBI to mass transit 
and passenger rail security officials and their Federal partners. These sessions occur on 
at least a quarterly ba.o;;is, with additional sessions as threat developments 1nay warrant. 
They engage regional mass transit and passenger rail security professionals and their TSA 
and FBI colleagues in 15 metropolitan areas simultaneously through the FBI 's secure 
video teleconference system maintained in the Joint Terrorism Task Force network. 

TSA also helps facilitate Connecting Communities Emergency Response and 
Preparedness Forums to continue a successful TSA/FTA partnership project. 1'he 
Connecting Communities program brings mass transit and passenger rail security partners 
together with regional first responders and Federal, State, and local governm.ertt officials 
to discuss ways to enhance collaborative security prevention and emergency management 
response efforts. During 2007 and 2008, 13 Connecting Communities forums were held 
around the country. Eight have been scheduled already for 2009, These 2-day 
workshops enhance security and safety by sharing transit policies, procedures, resources, 
and best practices with local first responders to transit emergencies. The program uses 
realistic scenarios, including terrorism, to focus discussion on emergency preparedness, 
management, and response. A key objective is expanded understanding and effective 
integration of the roles of Federal, State, and local ernergency management offices and 
response entities to facilitate efficient planning, preparedness, and response coordination. 
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TSA maintains extensive engagement with foreign counterparts on transit security 
matters with the aim of sharing and gleaning effective practices for potential intet;,'l'ation 
in the domestic strategic approach. ISA conducts and maintains these efforts in 
collaboration and coordination with DHS component agencies, the Department of State, 
and other Federal agencies on projects involving transportation security within 
international and regional organizations. 

Engagement within the Group of8 (G8) and with the European Union, the Asia-Pacitic 
Economic Cooperation. and the Mexican and Canadian governments fosters sharing of 
effective practices and technologies in mass transit and passenger rail security. The 
expanding cooperation in this area has culminated in the International Working Group on 
Land Transport Security (IWGLTS), a dedicated collaboration outside of any preexisting 
fon1m with primary focus on passenger rail and mass transit security. IWGI,TS was 
formed to provide a global forum for experts to share best practices ru1d lessons learned. 
The composition of the IWGL TS includes representatives from Australia, Canadaj 
European Commission, France. Germany, India, Indonesia, Japan, Italy, Russia, Spain, 
United Kingdom, Republic of Korea. Malaysia, Israel, China, and the United States. 
TSA will chair this working group from mid-2008 through mid-2009, hosting a meeting 
in November 2008 in San Francisco and another yet to be scheduled in the first half of 
2009. The group's efforts in 2007 Jed to several beneficial studies in mass transit and rail 
security. including in the areas of public awareness and recovery from an attack or 
incident involving chemical, biological. and radiological weapons and hazards. 

TSA also maintains participation in the Rail and Urban Transport Working Group, 
consisting of the United States, United Kingdom, Canada, France. and Israel, in support 
of technology information sharing. 

Elel-·ating the Security Baseline 

Under the BASE Program, ISA works with mass transit and passenger rail agencies to 
eleva1e their security posture. The BASE program assesses security posture in 
17 Security and Emergency Management Action Items. Developed in a joint effort of 
TSA, DHS, DOT, and mass transit and passenger rail operating and security officials 
engaged through the Mass Transit SCC and Transit Policing and Security PAG, the 
Action Items encompass activities and measures that are foundational to an effective 
security program. Particular attention is paid to the transit agencies posture in 
six fundamental areas: protection of high-risk underwater/underground assets and 
systems; protection of other high-risk assets that have been identified through system
wide risk assessments; use of visible. unpredictable deterrence; targeted counter-terrorism 
training for key front~line staff; emergency preparedness drills and exercises; and public 
awareness and preparedness campaigns. 

TSA's Transportation Security Inspectors (TSI) Surface conduct the assessments in 
partnership witl1 the mass transit and paqsenger rail agencies' security chiefs and 
directors. The results of the security assess1nents inform development of risk mitigation 
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and security enhancement progra1ns, resource allocations, and priorities for transit 
security grants. 

Security assessments commenced during FY 2007 with an initial focus on the 50 largest 
mass transit and passenger rail agencies. In 2007, BASE assessments were conducted in 
46 of the largest 50 transit agencies in the nation. To date, 88 BASE assessments have 
been completed in total, covering 48 of the largest 50 agencies, 30 ranked in the 51-100 
range in size, and 10 smaller agencies. Three areas where assessments results produced 
timely action to address identified weaknesses were security training, random operational 
security activities, and drills and exercises. Jn response, TSA produced focused training 
guidance and revised and streamlined processes under the TSGP to expand training 
opportwtities; coordinatt:d approval for use of TSGP to fund dedicated of anti-terrorisrn 
teams in high risk mass transit and passenger rail systems; and developed a national 
terrorism prevention exercise program for mass transit and passenger rail agencies and 
their regional security partners through the Intennodal Security Training and Exercise 
Program (I-STEP), meeting the mandate at Section 1407 of the 9/11 Act. 

During the assessments, TSis~Surface cite the most etl'ective security programs, 
measures, and activities developed and implemented by mass transit and passenger rail 
agencies. This effort enabled production of a compilation of 55 Sn1art Security Practicesj 
listed and summarized in six fundamental areas that align with TSA's strategic security 
priorities: Regional Partnerships and Information Sharing; Use of Random, Unpredictable 
Deterrence; Advancing the Security Baseline~ Counterterrorism Training and 
Preparedness Exercises; Technology Applications to Mitigate High Consequence Risk; 
and Public Awarertess and Preparedness Campaigns. TSA coordinated the preparation of 
this product with each agency with one or more practices cited, ensuring an accurate 
description of the practice and securing contact information for an official in the agency 
that professional colleagues may consult for more infonnation. This compilation, a first 
in the transportation sector, fosters communication among security professionals in mass 
transit and passenger rail nationally with the specific objective of expanding adoption of 
these most effective practices, tailored as necessary to each agency's operating 
environment. 1'SA disseminated the Smart Security Practices compilation to law 
enforcement chiefs and security directors in mass transit and passenger rail in July 2008. 
As BASE assessments continue, this product will Wldergo periodic review, update, and 
expansion. 

T'SA surface inspectors are assigned to cover the key rail and mass transit facilities in 
more than 20 metropolitan areas around the country. Beyond conducting security 
assessments, inspectors serve as TSA's regional liaison to mass transit agencies and lheir 
local, State, and Federal security partners. During 2007, TSA surface inspectors 
conducted over I 3,000 hours of stakeholder outreach, completed more than 1350 Station 
Profiles of passenger and transit rail stations, trained 139 Federal Security Directors 
(FSD)/FSD staff and Federal Air Marshal Service personnel in Railroad Operations 
Training in Pueblo, Coloradoi and supported numerous Visible lrttennodal Prevention 
and Response (VIPR) deployments nationwide. 
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TSA and its Federal partners continued their engagement with the American Public 
Transportation Association (APTA) Security Standards Policy and Planning Conunittce 
to develop security best practices to enhance security in transit systems. The security 
standards development effort brings together security professionals from the public 
transportation industry, business partner representatives, and the Federal Government in a 
collaborative effort to develop consensus~based standards to enhance security in transit 
systems. TSA has provided subject matter expertise to the joint working groups, v·:hich 
cover three areas: infrastructure protection, emergency management. and risk assessn1ent. 

The proposed standards are being developed in a fonnat that is consistent with American 
National Standards Institute requirements and are posted for comn1ent and then approved 
by consensus. Federal participation in the consensus~based efforts is effected through the 
GCC/SCC framework and CIPAC process. The approved standards will be put forth as 
'
1recommended practices" and supported by APT A for volw1tary adoption by the transit 
industry. TSA has provided the smart security practices derived from the BASE program 
security assessment results to the Mass Transit SCC for sharing with the appropriate 
'"

1orking groups to spur progress and expedite completion of this lengthy effort. 

Building Security Force Multipliers 

Through the TSGP, DHS funds security enhancements in mass transit and passenger rail 
agencies in a risk-based approach. During FY 2009, the total allocation is $348 million 
to eligible mass transit and passenger rail systems plus $25 million to Amtrak. Total 
funding under the program in FY 2008 reached $343 million plus S25 million to Amtrak. 
Jn 2007, through the annual DHS appropriation and the supplemental, grant funding for 
transit security totaled $255 million. Key priorities of the TSGP include protection of 
high risk assets and systems. including: 

Underwater tunnels and major tenninals and stations; 
Targeted anti-terrorism training for employees; 
Terrorism prevention and response exercises and drills; 
Expanded public awareness campaigns; and 
Building in-house anti-terrorism capabilities through funding of a substantial 
portion of personnel, equipment, and training costs of dedicated operational 
teams. 

Well-trained employees are a force multiplier for security efforts implen1ented by transit 
agencies in 2007. TSA developed and published the Mass Transit Security Training 
Program to assist transit agencies in improving security training of their employees. This 
program consists of guidelines for ba.r.;ic and follow-on training areas and specified 
subject areas in which particular categories of employees should receive training. It 
aligns with the components of a security training program Congress mandated under t11e 
9/11 Act. TSA coordinated with DHS/FEMA, FT A, Mass Transit SCC, and the Transit 
Policing and Security Peer Advisory Group in developing these guidelines. 
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A focused initiative under the TSGP simplified the application process and facilitated 
more timely funding of training project requests. Course options include programs 
funded by FTAITSA (transit specific terrorism prevention and response) and FEMA 
(general terrorism prevention and response). As such, these are integrated into National 
Training Program. Agencies taking advantage of this program in 2007 had their 
applications expedited tor approval to ensure funds were delivered on a timelier basis 
than had been the case in the past. This initiative expanded signiticantly the volume and 
quality of training for transit employees. As an example, the proportion of grant awards 
for security training among eligible mass transit and passenger rail agencies in Tier 2 
under the TSGP rose from 3 percent of the total funding ullocation in FY 2006 to 68 
percent in FY 2007. 

During 2008, 44 I VIPR deployments were conducted at various mass transit and 
passenger rail systems throughout the country as of the completion of this report. This 
scale of activity represents a ntarked increase over 2007, when 149 VIPR deployments 
occurred in tnass transit and passenger rail. Deployed at the request of local officials, the 
TSA teams augment security in the systems and expand their capabilities to implement 
random, unpredictable security activities for deterrent effect. The varying force packages 
may consist of Federal Air Marshals, Behavior Detection Officers, TS Is, Transportation 
Security Officers, explosives detection canine teams, Explosives Security Specialists. and 
necessary supporting equipment. VIPR teams \vork vvith local security and la\\-· 
enforcement officials to supplement existing security resources, provide deterrent 
presence and detection capabilities, and introduce elements of randomness and 
unpredictability to disrupt potential terrorist planning activities. 

To enhance coordination and deterrent effect, TSA and the representatives of the Transit 
Policing and Security PAG worked cooperatively and closely to improve coordination, 
preparation, planning, execution, and after action review ofVIPR deploytnents in mass 
transit and passenger rail systems. This cooperation culminated with the completion of 
mutually agreed operating guidelines for "Eftective Employment of Visible Intermodal 
Prevention and Response Teams in Mass Transit and Passenger Rail." The guidelines 
have been distributed to FSDs, Assistant Federal Security Directors-Surface, and Federal 
Air Marshal Special Agents-in-Charge around the country by the TSA Joint Coordination 
Center (JCC) to improve the effectiveness of the VlPR program. A follow-on product, 
developed and distributed in February 2008, details the roles and capabilities of the 
multiple TSA resources available to participate in VIPR deployments and provides 
recommendations on effective deployment in anti-terrorism activities. 

To enhance terrorism prevention and immediate response capabilities! TSA is developing 
a national exercise progrant in partnership with mass transit and passenger rail agencies 
in the National Capital Region. Applying the Intennodal Security Training and Exercise 
Program (I-STEP) concept. TSA is advancing an exercise concept for nationwide 
distribution to facilitate planning. preparation, and execution of a multi-phased, multi
jurisdictional, and cross-functional anti-terrorism exercise program. The pilot effort in 
the Washington, DC. area included Amtrak, WMATA. Maryland Transit, and Virginia 
Railway Express, and other security partners. The initial coordination forun1 was held in 
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January 2008, with each of these agencies in attendance and agreeing to participate. 
Scenario-based anti-terrorism \vorkshops followed over the next 3 months, with the 
principal agencies inviting their State and local security partners as additional 
participants. Coordination sessions held during May 2008 focused on preparing for the 
culminating event, a large scale regional table top exercise in lJnion Station, Wa')hington, 
DC, on June 25, 2008. 

Specific emphasis is placed on enhancing and testing prevention capabilities. TSA 
sponsored a second I-STEP exercise for mass transit and passenger and freight rail 
carriers and their regional security partners in northern New Jersey in late Septe1nber 
2008. Planning is ongoing to conduct similar exercises in the Los Angeles and Seattle 
areas during the first half of 2009. 

Leading Information Assurance 

TSA is advancing accomplishment of this strategic security priority through multiple 
means. A major initiative has been the interagency Mass Transit Security Infonnation 
Network that ensures timely development and distribution to mass transit and passenger 
rail security officials and Federi:tl government decision makers of securily information 
products and recommendations and guidelines during periods of heightened threat or 
security incidents. The Homeland Security lnfomiation Network (HSIN) Public Transit 
Portal has been integraled into this network to provide a one-stop security information 
source and outlets for security advisories, alerts, and notices. To date, there has been 65 
percent enrollment in HS IN-Public Transit portal among the 100 largest agencies, with 
I 07 agencies enrolled in total. TSA expanded the target to integrate smaller agencies 
during FY 2008 and FY 2009. An ongoing effort with the Department's Office of 
Infrastructure Protection aims to advance a unified public/private information sharing 
environment that integrates alerts, warnings, and notifications; threat and suspicious 
activity or incident reporting; and effective data management and co1nrnwtications 
capabililies for enhanced collaboration during normal operations, security exercises, at1d 
responses to threats and incidents. 

Joint DJIS/TSA/FBI threat and analysis briefings at Secret level are held on a quarterly 
basis, bringing together mass transit and passenger rail security directors and law 
enforcement chiefs with their Federal security partners in 16 metropolitan areas through 
the secure video teleconferencing system maintained in the JTTF network. This 
capability enables timely assembly of these key officials through this means for 
unscheduled sessions as threats or security incidents warrant. 

TSA has also aided in the deployment of secure telephone equipn1ent to Amtrak and mass 
transit and passenger rail agencies ranked among the 20 largest to enable immediate 
contact to enable immediate exchange of intelligence on specific threats and other time
sensitive security concerns. 

To increase lhe flow of information, TSA periodically disseminates Security Awareness 
Messages to mass transit and passenger rail security and management officials. Produced 
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generally on a monthly basis, these Messages provide DHS, FBI, and TSA intelligence 
products with security context and recommended use in training and awareness activities 
to mass transit and passenger rail agencies. During 2008, subjects addressed in these 
Messages have included a mass transit threat a."isessment; suicide bomber tradecraft and 
planning and point of attack indicators; next generation suicide bombers and use of 
elderly, female) and teenage operatives in terrorist attacks; second phase attacks to target 
first responders; analysis of future terrorist cells; a profile of Hezbollah; an overview of 
the security implications and recommended measures in light of hoax threat activity near 
the entrance to the Lincoln 1'unnel in New Jersey; and situation reports and 
recommended security activities in light of the reported threat to New York City area 
transit systems and the terrorist attacks in Mumbai in late November 2008. With these 
Messages, TSA cites recommended protective measures and discusses use of the 
accompanying materials, which include intelligence products and training aids. 
Distribution occurs by direct e~mail using rosters for mass transit and passenger rail 
officials in 20 metropolitan areas and posting on HSIN-Public Transit portal. 

Also in use is an Alert Notification System through which TSA maintains rosters of 
Federal security partners and security and management officials of mass transit and 
passenger rail agencies to ensure immediate notification of potential or actual threats and 
security incidents, Multiple address lists enable access to agencies based on size, 
geographic location, categories of officials, type of system, and nature of infrastructure. 

Protecting High Risk Assets and Systems 

Protecting high-risk underwater and underground assets and systems in mass transit is a 
top priority. The tunnel security working group formed by DHS and DOT continued to 
bring together subject matter experts from a range of relevant fields to identify, assess, 
and prioritize the risk to mass transit systems with underwater tunnels. The etJort assisls 
transit agencies in planning and implementing pro tee ti ve measures to deter and prevent 
attacks, and enhancing blast mitigation and emergency response capabilities. J'hrough 
regular meetings, this effort has developed mitigation strategies, engaged security 
partners, analyzed and applied the results of risk assessments, prepared statements of 
work for testing and modeling programs, and integrated the overall risk mitigation e.ITorl 
for a cohesive, coordinated, and effective approach, Efforts to date have accomplished 
the following: 

Identified and assessed risk to underwater tunnels; 
Prioritized turu1el risk mitigation based on risk to drive DHS Transportation 
Security Grant Program funding to most pressing areas; and 
Produced and disseminated reconunended protective measures transit agencies 
may implement to enhance security with available resources or tl1Tough targeted 
grant funding. 

The working group has developed strategies for funding for future technology research 
and development aimed at producing novel approaches to this challenging problem. For 
example, TSA is partnering with the DHS Science and Technology Directorate 
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(DHS/S&T) on a new program called "Resilient Tunnel." This program aims to address 
post~9/l l concerns thal terrorists will target vulnerable tunnels causing catastrophic 
damages. Resilient Tunnel is a High Impact Technology Solutions project that is 
specifically pursuing novel solutions to protect critical transportation tunnels. The 
Y.'orking group has also developed priorities for tunnel related transit security. grant 
projects, such ao;; expanded deployment of surveillance1 monitoring, and detection 
technologies; anti~terrcrism operational teams integrating dedicated law enforcement 
teams with explosives detection canine patrols for enhanced deterrence; and enhanced 
prevention and immediate response capabilities through anti-terrorism training, drills and 
exercises, and multi·media public aVit·areness activities. 

The National Explosives Detection Canine Team Program (NEDCTP) has continued to 
augment the explosives detection capability of critical transit agencies by providing 
partial funding; training, certification and management assistance. By the end of 2007, 
62 TSA~certitied explosives detection canine teams were deployed in a risk-based 
approach lo 14 transit systems across the country. 'l'hese teams provide a visible and 
effective detection and deterrence capability in the public transportation system and can 
be surged to other venues as threats dictate. Their mobility enables deployment randomly 
and unpredictably in patrols throughout passenger rail and mass transit systems and 
postings at key junctions or points within systems, stations, terminals, and facilities. The 
NEDCTP also established protocols for other agencies aod departments to request the 
temporary use ofTSA~certified canine teams during National Special Security Events 
and level I and 2 stolen explosive and recovery events. 

Additionally, the TSGP guidance for FY 2007, and subsequent years, was revised to 
allow eligible agencies to procure the canines and training of the tean1 through other 
sources that meet the TSA standard. Highly trained and certified canine teams continue 
to be one of the 1nore effective and highly mobile explosives detection methods in the 
transit environment. 

In coordination with DHS/S&T and TSA's Office of Security Technology, TSNM Mass 
Transit pursues development of multiple technologies to advance capabilities to detect 
and deter terrorist activity and prevent attacks. Project priorities are infonned by input 
from security partners in the mass transit and passenger rail community. Particular 
priority is given to development of capabilities to mitigate the risk to underwater 
infrastructure. Ongoing development projects include: 

Anomalous Explosives Detector for Surface Transportation 
Intelligent Video Monitoring at Mass ·rransit Sites 
Bus Commaod and Control 
Chemical/Biological Program for Mass Transit 
Explosives Testing and Assessment of Rail Car Vulnerability 
Mass Transit Tunnels Entry Denial Systems 
Rapid Response to Extreme Events in Tunnels 
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Attachment 1 

REPORT ON PROPOSED TRANSFER 
THIRD QUARTER FISCAL YEAR (FY) 2008 

Operating Unit: Transportation Security Administration 

Make Available To: 
A. Checkpoint Support 

Recovered /Deobligated From: 
A. Federal Flight Deck Officer 
B. Air Cargo 
C. Screener Partnership Program 

Fiscal Summary 
(Dollars in Millions). 

FY2007 
FY2007 
FY2007 

D. Screener Personnel, Compensation 
& Benefits 

E. Screener Training & Other 
FY2007 
FY2007 
FY2007 F. Checkpoint Support 

G . Screening Technology, 
Maintenance and Utilities 

Make Available To:. 

FY2007 

Description/ J ustifica ti on 
Total Increases: $2,152,991 

Aviation Appropriation 

Checkpoint Support 

Current Plan 
$26 1,057 ,059 

Increase 
$2,152,991 

Amount 
$2, 152,991 

$ 5,666 
$ 29,954 
$ 428,467 

$1, 136,440 
$ 218,443 
$ 86,004 

$ 248,017 

Revised Plan 
$263,210,050 

( Includes carryover of $2.6M .. $250M in the Avia1ion. Checkpoint Security Fund. and $8.4M Reprogram} 

As provided in Section 521 of the FY 2008 Department of Homeland Security 
Appropriations Act (P.L.. 110-161 ), TSA will use $2, 152,991 for the Checkpoint Support 
Program for procurement and installation of explosive detection technology. The 
additional funding will be used to accelerate deployment of equipment and sensors 
with in the Checkpoint Support Program to detect an increased range of threats. 



Attachment 1 

Effects on Pending or Future Appropriations 

This action for FY 2008 is intended to provide the necessary funding to accelerate 
initiatives of the Checkpoint Support Program. There is no immediate effect on pending 
appropriations as the strategy to transform the checkpoint technology covers multiple 
fiscal years and immediate. equipment purchases will be under warranty. Future years' 
budget requests will reflect the impacts to the overall Checkpoint Strategic Plan. 

Impact on Departmental or Congressional Policies 

This action would not require a shift in the Department of Homeland Security, Office of 
Management and Budget, or Congressionally approved objectives and policies. 

Recovery /Deobligation from 
Total Decreases: $2,152,991 

Recovered Deobligated From: Prior year recoveries in the Aviation Security 
Appropriation. 

Effects on Pending or Future Appropriations 

This action will not impact pending or future appropriations. It is a one time adjustment 
of recoveries per the General Provision. The recoveries were obtained by de-obligating 
funds on contracts. where the period of performance was. expired. No planned activities 
in these programs will be affected. 

Impact on Departmental or Congressional Policies 

This action would not require a shift in the Department of Homeland Security, Office of 
Management and Budget, or Congressionally approved objectives and policies. 
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REPORT ON PROPOSED TRANSFER 
FISCAL YEAR (FY) 2008 

Operating Unit: Transportation Secority Administration 

Make Available To:. 

Fiscal Summary 
(Dollars in Millions) 

EDS/ETD Procurement and Installation PPA 
Checkpoint Support PPA 

Amount 
$65,000,000* 
$17,700,000 

*Of this amount, $50 million is inc luded in the existing EDS Spend Plan. Allocation of the remaining $ 15 million is 
pending quarterly review of the s pend plan. An update will be provided . 

Description/ Justification 
Total Increase: $82,700,000 

Recovered/Deobligated From: 
Privatized Screening 
Screening Training and Other 
Human Resource Services 
Screening Technology Maintenance and Utilities 
Checkpoint Support 
Airport Management, IT and Support 
Aviation Regulation and Other Enforcement 
FFDO and Flight Crew Training 
Air Cargo 
Secure Flight (CAPPS II) 

Total 

Aviation Appropriation 

EDS/ETD Procurement and Installation PPA 
Checkpoint Support PPA 

Current Plan 

EDS $294,000,000 
PSP $250,000,000 

FY 2005 
FY2005 
FY2005 
FY2005 
FY 2005 
FY2005 

FY 2004/2005 
FY 2004/2005 
FY 2004/2005 

FY2004 

Increase 

$65,000,000 
$17,700,000 

Amount 
10,000,000 

1,650,000 
3,000,000 

22,000,000 
18,000,000 
8,000,000 

12,000,000 
2,350,000 
1,700,000 
4 ,000,000 

82,700,000 

Revised Plan. 

$359,000,000 
$267,700,000 



As provided in Section 521 of the FY 2008 Department of Homeland Security 
Appropriations Act (P .L. 11 0-161 ), TSA will use $65,000,000 fo r the EDS/ETD 
Procurement and Installation PPA and $17 ,700,000 for the Checkpoint PP A. The 
additional funding for EDS will be used to fund Other Transaction Agreements (OTA) 
with Los Angeles International Airport and San Jose International Airport. Funding for 
Checkpoint will be used for the purchase and installation of equipment to detect an 
increased range of threats. 

Effects on Pending or Future Appropriations 

This action for FY 2009 is intended to provide the necessary funding for initiatives in the 
EDS/ETD Procurement and Installation and Checkpoint Support Programs. There will 
be no immediate effect on pending appropriations as the strategies to transform the 
checkpoint and deploy optimal in-line EDS for baggage systems covers multiple years. 

Impact on Departmental or Congressional Policies 

This action would not require a shift in the Department of Homeland Security, Office of 
Management and Budget, or Congressionally approved objectives and policies. 

Recovery/Deobligation from 
Total Decreases: $82,700,000 

Recovered Deobligated F rom: Prior year recoveries in the Aviation Security 
Appropriation. 

Effects on Pending or Future Appropriations 

This action will not impact pending or future appropriations. It is a one time adjustment 
of recoveries per the General Provision. The recoveries were obtained by deobligating 
funds on contracts where the period of performance was expired. No planned activities 
in these programs will be affected. 

Impact on Departmental or Congressional Policies 

This action would not require a shift in the Department of Homeland Security, Office of 
Management and Budget, or Congressionally approved objectives and policies. 
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Message from the Acting Administrator 

April 13, 2009 

I am pleased to present the following report, "Passenger Screening Wait Times," which has been 
prepared by the Transportation Security Administration (TSA). 

This document has. been prepared pursuant to a requirement in the Fiscal Year (FY) 2009 
Department of Homeland Security Appropriations Act (P.L. 110-329), which directs TSA to 
submit airport wait time data on a quarterly basis for domestic airports with above average wait 
times and for the 40 busiest (Focus 40) airports. The following report provides passenger 
screening wait times for the first quarter of FY 2009. 

Pursuant to congressional requirements, this report is being provided to the following Members 
of Congress: 

The Honorable David E. Price 
Chairman, House Appropriations Subcommittee on Homeland Security 

The Honorable Harold Rogers 
Ranking Member, House Appropriations Subcommittee on Homeland Security 

The Honorable Robert Byrd 
Chairman, Senate Appropriations Subcommittee on Homeland Security 

The Honorable George V. Voinovich 
Ranking Member, Senate Appropriations Subcommittee on Homeland Security 

Inquiries relating to this report may be directed to me at (57 1) 227-2801 or to the Department's 
Acting Chief Financial Officer, Peggy Sherry, at (202) 447-5751. 

Sincerely, 

Gale Rossides 
Acting Administrator 
Transportation Security Administration 
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Executive Summary 

The FY 2009 Department of Homeland Security Appropriations Act (P.L. 110-329) directs TSA 
to report to Congress passenger screening wait time data on a quarterly basis for domestic 
airports with above average wait times and for the 40 busiest (Focus 40) airports. 

TSA compared passenger screening wait times for the first quarters of FY 2008 and FY 2009. 
The data shows that at airports nationwide, 99.6 percent of passengers experienced waut times of 
less than 20 minutes, an increase of 3.8 percent from the 95.8 percent of passengers who 
experienced wait times of less than 20 minutes in the first quarter of FY 2008. 

At the Focus 40 airports, the results were very similar: 99.5 percent of passengers experienced 
wait times of less than 20 minutes, an increase of 4.8 percent from the 94. 7 percent of passengers 
who experienced wait times of less than 20 minutes in the first quarter of FY 2008. The data 
also provides an explanation of significant changes in wait times at three airports. 

TSA continues to maintain a 10-minute wait time standard. 
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I. Legislative Requirement 

The Fiscal Year (FY) 2009 Department of Homeland Security Appropriations Act (P.L. l 10-
329) states: 

Consistent with prior years, TSA shall continue to submit airport wait time data 
on a quarterly basis for domestic airports with above average wait times andfor 
the top 40 busiest airports. As part of these reports, TSA shall explain any 
dramatic shift in wait times and what is being done to reduce wait times at these 
airports. TSA shall not alter its current JO minute standard. 

This report has been compiled in response to that requirement. 

II. Background 

The Transportation Security Administration (TSA) collects throughput (the number of persons 
screened) data through counters located at the walk-through metal detector (WTMD) or whole
body imager (WBI) at the entrance to each screening Jane within a checkpoint. Since 2004, TSA 
has reduced average wait times nationwide to less than 5 minutes through checkpoint process 
optimization and continuous improvement initiatives. Since September 11, 2008, TSA has 
focused on reducing passenger wait time incidents of 20 minutes or more. These incidents are 
reported along with the hourly throughput counts to each a irport coordination center, which 
uploads the data to TSA's Performance Management Information System (PMIS) on a daily 
basis. The wait time data contained in this report was generated from PMIS and compares wait 
time performance in the first quarter of FY 2009 to wait time data for the first quarter of FY 
2008. The throughput information provides insight as to passenger travel demand and 
seasonality changes. 
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III. Passenger Screening Wait Time Data 
9/ln1W· 1!iiro8 is 912710S.11Ulro8 VIMt Time and Throughput Companson 
Sowce: TSA PIMS Bl Tool as o!Jaooaiy 8, 2009 

Quarter 1 FY09 Quarter 1 FY08 roug p Re~tive Chan e fY09 • FY08) 
Airport •;Passengers 'Hassaigers % Pas~s ~,Passengers '.i Passen~s % Pass1119e1s 

Total Waiting< 20 Wa11ilg 20.JO l'lai11ng > 30 Total \Vaillng < 20 \ValklQ 20.lO l'la11ing > 30 
Absolute %Passengers % Passengers 
dlange Waiting<!O Walting2IJ.l0 

Throughput !!mules Minules ll1111J1es Throughput !!mules Uinules ll~ules FY09..fY08 Minutes Minutes 
TSA Halionwlde 165 957 699 99.6% 0.4% 0.0% 187 521784 95.8% 3.7% 0.5% ·11.5% 3.8% ·3.3% 
F-40 Focus40Air 120 832 998 99.5% 0.4% 0.0% 135 30 969 94.7% 4.6% 0.7% ·10.7% 4.8% -4.2% 

ATl Hartsfield Atlanta International Ai~ S,080,993 100% 0.0% 0.0% S.433,373 84.1% 12% 3% ·6.5% 15.9% ·12.5% 
BOS Logan Internalional Air rt 3,900,106 99.6% 0.3% 0.0% 4,237,5$5 98.7% 1.1% 0.1% ·8.0% 0.9% ·0.7% 
BWI Baltimore·Washington lllt1 Airport 2,385,348 100.0% 0.0% 0.()% 2,595,849 99.7% 0.3% 0.0% ·8.1% 0.3% ·0.3% 
CLE Cle~land Hop~ns International Airport 1,101,376 99.8% 0.1% 0.0% 1,286,167 96.6% l.7% 0.7% ·14.4% 3.1% ·2.5% 
ClT Charlotte/Douglas International Airport 1,635,%8 100.0% 0.0% 0.0% 1,794,006 93.9% 5.6% 0.4% ·8.8% 6.0% ·5.6% 
CVG Cindnnati/Nortbem KentudJ llltl.AfrllOrl 9 99.7% 0.3% 0.0% 731,562 98.1% 1.7% 0.1% ·14.6% 1.6% ·1.4% 
DCA Ronald Reaga~ Washington National Airpo 1,157,105 99.7% 0.3% 0.0% 1,138,510 99.4% 0.6% 0.0% ·3.6% 0.3% ·0.3% 
DEN Denver International Airport 3,628,854 99.1% 0.7% 0.1% 3,920,919 95.8% 3.8% 0.3% ·7.4% 3.4% ·3.1% 
DFW Dallaslfort Worth International Airport 5,551,709 100.0% 0.0% 0.()% 5,894,033 94.8% 4.6% 0.6% ·5.8% S.1% ·4.6% 
DTW Detroit Meua Wayne County Airport 1,672,378 100.0% 0.0% 0.0% 1,959,058 99.1% 0.8% 0.1% ·9.7% 0.9% ·0.8% 
EWR Newark International Airport 4,566,4-09 99.0% 0.9% 0.1% 5,058,611 96.0% 3.1% 0.8% ·9.7% 3.0% -2.3% 
flL Ft Lauderdale·Hollywood. lnt'I Airport 1794,098 99.9% 0.1% 0.0% 3,316,431 93.9% 5.7% 0.4% ·16.0% 6.0% ·S.7% 
HNl Hon~ulu Inlemationaigrt 1,873,808 100.0% 0.0% 0.0% 1,190,001 99.7% 0.3% 0.0% 
IAD Washington-Dulles Int'I Airport 1,419,143 100.0% 0.0% 0.0% 1,648,959 89.6% 8.1% 1.1% 

·18.1% 0.3% .0.3% 
·8.3% 10.4% ·8.1% 

IAH ~eorge Bush Intercontinental Airport Hou1 3,396,770 100.0% 0.0% 0.0% 3,716, 150 99.5% 0.5% 0.0% ·8.8% 0.5% ·0.4% 
IND Indiana~~is International Airport 1147 413 99.7% 0.3% 0.0% 1258,513 99.8% 0.1% 0.0% ·8.8% ·0.1% 0.1% 
FK john F. Kennedy International Airport 6,511,679 99.7% 0.3% 0.0% 6,835,864 95.7% 4.1% 0.2% -4.7% 4.0% ·3.8% 

LAS McCarran lllternational Air!JOlt 4,783,194 100.0% 0.0% O.ll% S,496,115 84.5% 11.2% 4.3% ·13.0% 15.5% ·111% 
lAX los Ange~s Internatiooal Airport 8,177,829 98.0% 1.8% 0.1% 9,093,006 97.3% 1.6% 0.1% ·9.0% 0.7% .0.8% 
LGA LaGuard~Airport 3)99,862 98.3% 1.4% 0.3% 4,014,915 96.9% 1.6% 0.5% ·17.8% 1.4% ·1.1% 
MCI Kansas Cify International Airport 1,885,801 99.9% 0.1% 0.0% 1,948,694 99.9% 0.1% 0.0% ·3.2% ·0.1% 0.1% 
MCO Orlandn International Airport 4,565,791 100.0% 0.0% 0.0% 5,958,217 96.9% 1.8% 0.3% ·13.4% 3.1% ·2.8% 
I/OW Chicago Midvray Airport 1,694,039 100.0% 0.0% 0.0% 1,018,870 98.2% 1.8% 0.0% ·16.1% 1.8% -l.8% 
MIA Miami Inlernational Airport 4,093,711 99.7% 0.3% 0.0% 4,165,708 81.6% 17.6% 0.8% ·1.7% 18.1% ·17.4% 
MSP Minneapolis-St. Paul International Alpt 2,559,141 100.0% 0.0% 0.0% 3,009,945 95.6% 4.1% o.4% ·1 5.0% 4.4% ·4.1% 
OAK Oa~and lllternational Airport 1,547,797 99.7% 0.3% 0.0% 2,151,598 96.3% 3.5% 0.2% ·18.1% 3.4% ·l.1% 
ORO O'Hare International Airport 6,037,150 98.9% 1.1% O.ll% 6,881,741 94.4% 5.3% 0.3% ·12.3% 4.5% ·4.3% 
PO P la ll1ternational 1,719,713 99.8% 0.1% 0.0% 1936161 99.4% 0.6% 0.0% · 1.1% Q.4% .0.4% 
PHL Philadephia Internatiooal Airport 3,305,986 98.5% 1.5% 0.0% 3,600,146 90.3% 9.1% 0.6% 
PHX ihoenixj!y Haroor International AilJIQrt 3,910,853 99.0% 1.0% 0.1% 4,542,9()1 93.1% 6.0% 0.9% 

·8.1% 8.1% ·7.6% 
·13.9% S.8% ·5.1% 

RDU RaleiMurham International Airport 1,357,735 99.9% 0.1% 0.0% 1,436,013 97.8% 1.1% 0.1% ·5.1% 1.1% ·1.0% 
SAN San Diega International Airport, Unaberg~ 2~73.913 98.8% 0.9% 0.2% 1,585,123 91.3% 7.1% 0.5% ·8.1% 6.6% -6.3% 
SEA Seattle-Tacoma lllrl Airport 3,437,084 99.0% 0.7% 0.3% 3,713,358 91.5% 6.7% 0.7% .).]% 6.5% -6.0% 
SFO San franosco. Int'l Airport 5,050,599 99.9% 0.1% 0.0% 5,111,173 99.5% 0.4% 0.0% ·1.4% 0.4% ·0.4% 
SJU Luis Munoz Mari~ lllt'l ,Ajrport 1,067,975 99.9% 0.1% 0.0% 1,186,577 91.9% 6.3% 1.8% ·17.0% 8.0% ·6.1% 
SlC Salt La~e City lllt'I Airport 1,530,099 99.7% 0.3% 0.0% 1,675,613 94.9% 4.9% 0.2% ·8.7% 4.8% ·4.6% 
SMF Sacramento lllternationalAirport 1.460,981 100.0% 0.0% 0.0% 1,687,218 96.1% 3.6% 0.1% ·13.4% 3.8% ·3.6% 
SNA John Wayne Airpon 1,110 810 100.0% 0.0% 0.0% 1,514,116 94.8% 4.6% 0.6% ·16.5% S.2% ·4.6% 
STl Lambert St Louis Jnternatiooal Ai!JOrt 1,788,136 100.0% 0.0% 0.0% 1,941,255 96.4% 3.1% O.S% ·7.9% 3.6% ·3.1% 
TPA Tam a.lnternation~ Air ort 1.105,699 t00.0% 0.0% 0.0% 3,164 549 95.3% 4.6% 0.1% ·13.1% 4.7% -4.6% 
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IV. Performance Highlights and Major Change Notes 
Quarter 1 FV09 

% Focus % % % 
Air ort Focus Airport Name Total Passengers Passengers Passengers 

p Throughput Waiting< 20 Waiting 20- Waiting> 30 
Total. Passengers Passengers Passengers 

Throughput Waiting< 20 Waiting 20- Waiting> 30 
Mln11t-. ~n Mln11t•• Mln11IP< 

--~'mimiDI----~ 
Change: New FSD was appointed at MIA belween the 41h Quarter FY07 and 41h Quarter FY08. 

-1.7% 
·71,987 

decreased 

MIA acheived 99.7% ol its passengers waiting less. than 20. minutes. ·. an improvement o( 18.1%. Throughpul decreased by · 1.7% 

Reasons for {relative] significant change: 
Processing capacity Improved 

Improvement 
lnWa11 

Improvement 
In Wait 

lmprovemenl 
In Wail 

a. Total redesignol all checkpoints: Added 2·sided queue at Transport Document Checking (TDC), using 2X·rays served by t Walk·Thru Metal DeteclOI (a.k.a. 2:t layout), optimizing divest 
and recompose roller lengths. 

b. Slatting changed to allocate Part Time and Split Shift TSO's during peak periods 
c. Local hiring {improved process allows TSA 10 q;uickly add and backfill new employees). 

Quarter 1 FV09 Relative Chanl!e (FV09 -. FY08) 
% % % 

Total Passengers Passengers Passengers 
Throughput Waiting< 20 Waiting 20- Waiting > 30 

Focus . % % % 
Air ort Focus Airport Name Total Passengers Passengers Passengers 

P Throughput Waiting< 20 Waiting 20- Waiting> 30 
Minutes 30 Minutes Minutes Minutes 30 Minutes Minutes 

llllll~lllDmI!mlll&i.liRlmE!m~ -6.5% 15.9% -12.5% -3.4% 

I 
·352,380 Improvement Improvement Improvement 

decreased In Wail In Wait lnWaii 
Change: ATL experienced a major. change in operating leadership. during 2008. Significant outside resources (optimization teams, experienced managers/coaches) were deployed 4·9108. 10 

Improve all aspects of screening operations. 

ATL acheiYed t00.0% of its passengers waiting less than 20 minutes · an improvement of 15.9%. Throughput decreased by ·6.5% 

Reasons for {relalive] slgnllicant change: 
Passenger and business growlh 

a. Reorganization of staffing · reduction of TSOs assigned to baggage and an increase in TSOs assigned to checkpoints 

b. Improved scheduling including sMt bids on six month timetable, Instead of annual •. This increases llexibllily to adjusl schedules to operalional and olllcer needs 
c. Improved infrastructure illcluding: addition of 5 addrtional lanes, redesigned queues, integrated selectee lanes, and self select lanes 

Quarter 1 FV09 Relative Chanl!e CFV09. - FY08l 

Focus % % % 
Air ort Focus Airport Name Total Passengers Passengers Passengers 

p Throughput Waiting< 20 Waiting 20- Waiting> 30 

% 
Total Passengers 

Throughput Waiting< 20 
Minutes 30 Minutes. Minutes "'-···--

--~l!mmlll&i.liRlmE!m~ -13.0% 15.5% 

I ·712.931 Improvement 
decreased In Wait 

Change: LAS experienced a decrease. ol over. 712K passengers lrom previous Oct • Dec period due.significantly to lhe wor1d·wide economic. slowdown 

LAS acheived I 00.0% ol ils passengers wailing less than 20 minutes · an improvement ol 15.5%. Throughpul decreased by· 13.0% 

Reasons for [relative] significant change: 
Processing capacity Improved 

% % 
Passengers Passengers 
Waiting 20- Waiting> 30 
~n , .. _ ... _. " '-···--

-11.2% -4.3% 
Improvement Improvement 

In Wail In Wail 

a. TSA Checkpoint reconliguration to 2:1 layoul; which uses t walk-through metal deteclOI (WTMD) to feed passengers to 2 X-rays· the need lor another officers manning the 2nd WTMD. 

b. Increased part-time/lull-time TSO ratios to. appropriately slafl peaks with part-lime stall. 
c. Oemand·based schedule vs. rotation schedule; i.e., lunch. bleaks, and training limes ate done belore or alter peak periods, nol dunng peaks. 
d. Local hiring {'11proved process allows TSA 10 quickly r.11 vacancies). 

Notes: • The Change formula for throughput is• [{FY08·FY07)/FY07]; while the changes in percentage thresholds of 20 and 30 minutes ate• [FY08% • FY07%]. 

TSA has modified lhe measure ol wait lrom high·labor burden in sampling aclual times to counting wait lime events exceeding 20 and 30 millules. 
This change focuses the workforce on security. since over 99% ol passengers are being screened with wait times of less than 20 minutes (an improvemenl from 97% in FY07). 
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V. Conclusion 

In conclusion, industry passenger travel in the first quarter of fiscal year 2009 has declined 11 
percent from the previous year, as measured by the checkpoint throughput (count of persons 
screened). Nationwide, TSA continues to be significantly below the average wait time standard 
of 10 minutes. Incidents of passenger wait times of 20 minutes or more was reduced by more 
than 4 percent in the Focus 40 airports. 

VIL Appendix: Glossary of Terms 

2: 1 Layout Two X-ray served by one WTMD - reduces one Transpiration Security Officer 
fixed position among other efficiency improvements at security checkpoints 

9/11 Act Implementing Recommendations of the 9/1 l Commission Act (P. L. 110-53) 
DHS Department of Homeland Security 
FL ETC Federal Law Enforcement Training Center 
Focus 40 Set of forty airports which represent the largest U.S. Airports under the 

Transpiration Security Administration 
FY Fiscal Year 
OMB Office of Management and Budget 

SAM Staffing Allocation Model used by TSA to forecast passenger security screening. 
demand, allocate and schedule TSO's 

Throughput Security screening demand which includes passengers, airline industry workers. 
In the context of checked baggage, it is the number of checked bags and 
packages screened by TSA 

TIP Threat Image Projection program that overlays threat images on to X-ray images 
continually testing TSO threat detection capabilities 

TRX TIP-Ready X-ray at a passenger security checkpoint 
TSA Transportation Security Administration 
TSO Transportation Security Officer 
WBI Whole-Body lmager detects possible threats on persons at security checkpoints 
WTMD Walk-through Metal Detection machine a t the security checkpoint 
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Message from the Acting Administrator 

July 13' 2009 

I am pleased to present the fo llowing report, "Passenger Screening Wait Times," which has been 
prepared by the Transportation Security Administration in response to a requirement 
accompanying the Fiscal Year (FY) 2009 Department of Homeland Security Appropriations Act 
(P.L. 110-329). This report provides 211

d quarter FY 2009 airport wait time data fo r domestic 
airports with above average wait times and for the 40 busiest (Focus 40) airports. 

Pursuant to congressional requirements, this report is being provided to the following: 

The Honorable David E. Price 
Chairman, House Appropriations Subcommittee on Homeland Security 

The Honorable Harold Rogers 
Ranking Member, House Appropriations Subcommittee on Homeland Security 

The Honorable Robert C. Byrd 
Chairman, Senate Appropriations Subcommittee on Homeland Security 

The Honorable George V. Voinovich 
Ranking Member, Senate Appropriations Subcommittee on Homeland Security 

The Honorable James L. Oberstar 
Chairman, House Committee on Transportation and Infrastructure 

The Honorable John L. Mica 
Ranking Member, House Committee on Transportation and Infrastructure 

The Honorable John D. Rockefeller, IV 
Chairman, Senate Committee on Commerce, Science, and Transportation 

The Honorable Kay Bailey Hutchison 
Ranking Member, Senate Committee on Commerce, Science, and Transportation 

If I may be of further assistance, please do not hesitate to contact me at (571) 227-2845 or the 
Department's Acting Chief Financial Officer, Peggy Sherry, at (202) 447-5751. 

Sincerely yours, 

Gale D. Rossides 
Acting Administrator 



Executive Summary 

The Fiscal Year (FY) 2009 Department of Homeland Security Appropriations Act directs the 
Transportation Security Administration (TSA) to report to Congress passenger screening wait 
time data on a quarterly basis for domestic airports with above average wait times and for the 40 
busiest (Focus 40) airports. 

TSA compared passenger screening wait times for the second quarters of FY 2008 and FY 2009. 
The data shows that at airports nationwide, 99.7 percent of passengers experienced wailt times of 
less than 20 minutes, an increase of 3.5 percent from the 96.2 percent of passengers who 
experienced wait times of less than 20 minutes in the second quarter of FY 2008. 

At the Focus 40 airports, the results were very similar: 99.7 percent of passengers experienced 
wait times of less than 20 minutes, an increase of 4.2 percent from the 95.4 percent of passengers 
who experienced wait times of less than 20 minutes in the second quarter of FY 2008. The data 
also provides an explanation of significant changes in wait times at three airports. 

TSA continues to maintain a 10-minute wait time standard. 
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I. Legislative Requirement 

The Fiscal Year 2009 Department of Homeland Security Appropriations Act (P.L. 110-329) 
states: 

Consistent with prior years, TSA shall continue to s.ubrnit airport wait time data on a 
quarterly basis for domestic airports with above average wait times and for the top 40 
busiest airports. As part of these reports,. TSA shall explain any dramatic shift in wait 
times and what is being done to reduce wait times at these airports. TSA shall not a lter 
its current 10-minute standard. 

This report is submitted in accordance with that requirement. 

II. Background 

TSA collects throughput (the number of persons screened) data through counters located at the 
walk-through metal detector (WTMD) or whole-body imager (WBI) at the entrance to each 
screening lane within a checkpoint. Since 2004, TSA has reduced average wait times nationwide 
to less than 5 minutes through checkpoint process optimization and other continuous 
improvement initiatives. Since September 11, 2008, TSA has focused on reducing passenger 
wait time incidents of 20 minutes or more. These incidents are reported along with the hourly 
throughput counts to each airport coordination center, which uploads the data to TSA' s 
Performance Management Information System (PMIS) on a daily basis. The wait time data 
contained in this report was generated from PMIS and compares wait time performance in the 
second quarter of FY 2009 to wait time data for the second quarter of FY 2008. The throughput 
information provides insight as. to passenger travel demand and seasonality changes .. 



1/6,'08-3/~108 YS 11~'09 Walt Tlflle and Customer Throughput Comparison 
Scurce: TSA PIMS Bl Tool as of Apri 17, 2003 

uarter Relative Change (FY09 - FY08) 

II II ~ 
Throughput ~ 

Absolute 
~ 

Customer Customer 
Throughput- Throughput-
Chpt. Date, Hr Chpt, Date, Hr 

Change % Passengers °k Passengers % Passengers ~ 
(FY09-FY08) Waiting< 20 Waiting2G-30 Waiting> 30 ~ 

Airport 'lo Passengers 'lo Passengeis % Passengers \ Passengers 'lo Passengers 'I! Passengers 
Total Waiting<20 Waiting 2G-30 Waiting> ll Total Waning< 20 Waiting 2G-30 Waiting> 30 

/FY08 Minutes Minutes Minutes rJJ 
rJJ 

TSA Nationwide 134002 029 99.796 0.396 0.096 156 551 039 96.296 3.496 0.496 -14.496 3596 -3.196 -0.396 (t) 

Throu h ut ldiiutes Minutes Minutes Throu h t Minutes Minutes Minutes 

F-40 foclJs 40 Airoorts 96990 538 99.796 0.396 0.096 1123889n 95.496 4.196 0.596 -13.796 4196 -3.896 -0.496 =1 
:ATL Hartsfield Atlanta International Airport 3,945,462 100.0% 0.0% 0.0% 4,591,763 81.7% 14.4% 3.9% -14.1% 18.3% -14.4% -3.9% (Jq 

Logan International Ail1!irt 3,022,012 99.9% 0.0% 0.1% 3,225,421 98.6% 1.3% 0.1% -6.3% 13'16 -1.3% 0.1!% (t) 

Baltimore·Washington Intl Airport 1,861,732 100.0% 0.0% 0.0% 2,015,183 99.9% 0.0% 0.1% -7.6% 0.1'16 0.0'16 -0.1% ""'t 

Oeveland.HoQkins.lnternationalAirport __w.m. J.@.L- O..QL_Q.0% toss.m .. 9Wl,.. llL.._ 0.1% -182l.. 2.QL -1.9.L ...:QJL Cl'1 
9Ja~otte/Douglas International Airport 1,298,859 100.0% 0.0% 0.0% 1,476,825 94.8% 4.9% 0.3% -12.1% 5.2% ·4.9% -0.3% (") 

- _497,835 .....22.5% O]% -
6i3,i73~ 1".0% 0:.21..,_ 

""'t 
Oncinna~orthern KenllJillJfillAP 0.5% ;lWL 0.6% -0.6% 0.1!% (t) 
Ronald Reagan Washlngton National AP .1,724,315 99.4% 0.2% 0.3% _1,745,759 99.8% 0.2% 0.0% -1.2% -0.3% 0.0% 0.3% (t) 

IDEN_ Denver International Ai~ __J,fil207 98.7% 1.2% 0.1% J M966 97.1% 2.5% 0.4% -10.7% 1.6% -1.3% -0.3% =1 -· iOFW Dallas/fort Worth International Airport 4,306,434 100.0% 0.0% 0.0% 4,810,540 97.7% 2.3% 0.0% -1 0.5% 23% -2.3% 0.()% =1 
lmw_oetroit MfirR Wavne.Jouotv Airport 2,069,056 100.0% 0.0% 0.0% 2,628,227 98.9% o.~ 0.2% -ll.3% J.1% -0.9% -0.2% (Jq 
EWR Newark International Airport 3,466,560 99.5% 0.4% 0.0% 4,106,369 98.4% 1.2% 0.3% -15.6% 1.1% -0.8% -0.3% 

~ Ft Lauderdale-Hollywood Intl Arfl! - 2)16,192 99.8% 0.1% 0.0% 3.163,209 96.3% -Y6~ 0.1% -14.1% 3.5% -3.4% -0.1% 
Honolulu lllternational Airport 1,654,015 100.0% 0.0% 0.0% 1,921,993 99.8% 0.2% 0.0% -13.9% 0.2% -0.2% 0.0% ~ 

N llAU WasbingtQn-OVUes llltl AirpQrt 1,886 195 99.9% 0.1% 0.0% 2 097,939 94.7% 4.5% 0.9% -10.1% 51% -4.4% -0.9% -· ~ George Bush Intercont'I Airport Houston 2,708,668 100.0% 0.0% 0.0% 3,183,051 99.8% 0.2% 0.0'16 -1 4.9% 0.2'16 -0.2% 0.0% 
~ llldianapolis llltemational Airport ~10 100.0% 0.0% 0.0% _1,008,483 99.1% 0.7% 0.2% -10.0% 0.9% -0.7% -0.2% -· John F. Kennedy International Airport 4,917,156 100.0% 0.0% 0.0% 5,385,4]6 97.2% 2.6% 0.1% -8.7% 2.7% ·2.6% -0.1% s .M_~rran lnterna_!i_()nal Airoort ~817 99.9% 0.1% 0.0%_ 4,621.~ _ 89.4% 9.5% ---11!_ ___:lld% --1.Q1% ·9.3% ·1.2% 

LAX Los A~eles~tiona~P!rt 6,443.775 98.4% 1.4% 0.1% 7,409.787 98.0% 1.9% 0.2% -13.0% 0.5% -0.4% 0.0% 
(t) 

-
9 7.2% 2.6% 2.1%~ ~ LGA LaGuardia Air1l9!1 - 2,416,128 99.4% 0.6% 0.0% 2,907,030 0.2'16 -16.9% -2.0% -01% 

MCI Kansas City International Airport 1.415,085 100.0% 0.0% 0.0% 1,529,217 99.9% 0.1% 0.0'16 -7.5% 0.1% -0.1% 0.0% ~ -
.cQ__ Or1ando International Ail)lg!t__ 4,ill,007 100.0% 0.0% 0.0% 5,376,663 89.7% 9.3% 1.0% -23.3% 10.3% -9.3% -1.0% ~ - ~ 

MOW Chicago Midway..fil_ort 1,305,569 98.8% 1.2% 0.0% 1,504,495 98.5% 1.S'l& 0.0% -13.2% 0.2% -0.2% 0.0% 
M}6 M@rnlJnlgrnational Air~ 3,619,2i,s 99.9% 0.1% 0.0% 3,801,434 82.3%_j 17.2% 0.5% ·4,8% 17.&% ·17.1'6 -0.5% 
M5P Minneapolis-St. Paul International Arpt 2,393,921 100.0% 0.0% 0.0% 2,753,901 99.4'16 0.6% 0.0'16 -13.1% 0.6% -0.6% 0.0% 
OAK Oakland"'iirtemaoonai Aiii!Ort - "1,li0,459 100.0% --0:-0% 0.0% ,~~%.1% 3.7911 0.1% ·29.7% 3.9"i .3)~ -OT% 
ORD O'Hare International. Air.e?ft 4,521,993 99.6% 0.3% 0.0% 5,482,619 98.0% 2.0% 0.0% -1 7.5% 1.6% -1.7% 0.0% 
POX Portland International - 1,303,758 100.0% 0.0% 0.0% 1,511,311 ---12_.9% 0.1% 0.0% -13.7% 0.1..!_ -0.1% 0.0% 
PHL Philadelphia International Airport 2,508,888 99.9% 0.1% 0.0% 2,989,828 92.9% 6.8% 0.3'16 ·16.1% 7.1'16 ·6.8% -0.3% 
PHX Phoenix-Sky Harbor International Airport 3,437,622 ----grr% 0.9% 0.0% _4,048,361 ~ 6.9% ----o.9i" --=iS.1% ---ui -6.0% ---:o.8i 
ROU Raleigh-Durham International Airport 973,125 100.0% 0.0% 0.0% 1,120,675 96.6% 3.3% 0.2% -13.2% 3.4% -3.3% -0.2% 
SAN San Diego lnt'I Ai!J)O!!, !Jlldbergh 1,887,346 99.6% 0.4% 0.0% 2, 189,870 94.4% 5.0% 0.6% -13.8% 51% -4.7% ~ 
SEA Seattle-Tacoma llld. AirlXJll 2.702, 128 98.3% 1.6% 0.1% 2,985,815 96.8% 3.1% 0.1% -9.5% 1.6% -1.5% 0.0% 
SFO San Francisco lntrli Airport - 3,693, 195 100.0% 0.0% 0.0% 4,063,135 100.0% 0.0% 0.0% -9.1% 0.0% 0.0% ----a.Di 
5JU Luis Munoz Marin lnt'I Airport 1,026,888 99.9% 0.1% 0.0% 1,207,563 96.4% 3.5% 0.1% -15.0% 3.6% -3.4% -0.1% 

-
SLC Salt Lake __Qty lnll - .1,489,212 --99.8%_ O_J~ _Q.0% __ _J,661,903 95.0%. P% 0.6%_ JWL ~.8%_ .;.4J.l. ~ 
SMF Sacramento. lnternationalAirport 1, 104,420 100.0% 0.0% 0.0% 1,343,033 99.9% 0.1% 0.0% ·17.8% 0.1% ·0.1% 0.0% 
SNA JQhn Wayoe AirPQ{( --890,627 100.0% 0.0% 0.0% 1,269,633 92.8% ~6.1% 1.ii"" -29.9% 71% -6.1% ----:n% 
STL La~S~r~Ai~-- 1,404,875 100.0% 0.0% 0.0% _1,598,951 98.0% 1.7% 0.2% -12.1% 2.0% -1.7% -0.2% 
ITPA Tamoa lllternational Airoort 2.287.883 99.9% 0.1% 0.0% r2,994,824 91.3% 8.2911 0.4% -23.6% 8.6% -8.1% ·0.4% 
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Quarter 2 FY09 Relatlve Change (FY09 - FY08) 

Focus % % 96 
Air ort Focus Airport Name Total Passengers. Passengers. Passengers 

P Throughput Waiting< 20 Waiting 20- Waltl ng > 30 

% % % 
Total Passengers Passengers Passengers 

Throughput Waiting < 20 Waiting 20- Waiting > 30 
Minutes 30 Minutes Ml nutes Minutes 30 Minutes Minutes 

Em~~~~~ -14.1% 18.3% -14.4% -3.9% 

I ·646,301 1mprovemon1 lmptovomont lmprovoment 
decreased In Wait tnWe111 ln WSJI 

Change: Significant outside resources (op1imlza1loo teams, experienced managers/coaches) were deployed 4-9/08 to. improve. all aspects of screening operations. 

ATL acheived. 100.0%. of its. passengers waiting less lhan 20. minutes - an Improvement of 18.3% •. Throoghpul decreased by -14. 1 "o 

Rea1on1 '°' (relatlve) 1lgn1tlc1nt change: 
Pauenger and business growth 

a. Roorganlza1lon of stafflng • roductioo of TSOs ass.igfled to bag~go and an increase In TSOs a.sslg~d to chedtpo4nts 
b. Improved scheduling lnckJdlflQ shllt bids on six monlh llmolable, lns1ead ol annual. Thi& Increases llexibill1y lo adjust schedules 10 opetaltooa1 and oll!Cftr needs 

c. lmprove<l i"llrastruc1ure including: addition or 5 addilional lanes, rE!(Sesigned queues, in1egrated "lectee lanes, a.nd sell selec1 lanes 

Quarter 2 FV09 Relatlve Chani« (FY09 - FY08) 

Focus % % % 
Airport Focus Airport Name Total Passengers Passengers Passengers 

Throughput Waiting< 20 Waiting 20- Waiting> 30 

% % % 
Total Passengers Passengers Passengers 

Throughput Waiting.< 20 Waltlng.20- Waiting > 30. 
Minutes 30 Minutes Ml nutes ... _ ..... •n ,.,_ .. ,_. . .. _ ... _. 

lmlm~~~~~ -4.8% 17.6% -17.1% -0.5% 

I · 182.209 lmprovemenl ll'flPJOvement lmprovemen1 
docroasod lf1Wa11 in Walt lo Wall 

Change: MIA achelved 99.9% of Its passengers waiting ~S& than 20 minutes · an lmpro ... eme1'1of 17.EW,, ThrOUQhpul dee.reased by --4,8% 

Reasons fOf (relative) significant change: 
Proce11lng c1p1clty Improved 

a. Tolal redesign or atch&ekpolnts: Added 2·slded queue al Transport Ooc::l)!Tlent Check.mg {TDC). using 2 X-rays served by 1 Walk·Thtu Metal Det&elor (a.k.a. 2:1 layout), optlmlzlng divest 
and recompose rol~r lengths. 

b. StO!Uf'l9 chang-ed 10 a11oca11t Par1 Time and Splll Shill TSO'• dutklg peak peri0d1 
c. Local hmng (lmprovod procos.s allows TSA to quickly add and backllll now omployoos). 

Quarter 2 FY09 Re1atlve Cnange (FY09 - FY08) 
% % % 

Total Passengers Passenger s Passengers 
Throughpu t Waiting < 20 Waiting 20- Wa iting> 30 

Focus % % % 
Airport Focus Airport N•me Total Passengers. Passengers. Passengers 

Throughput Waiting< 20 Waiting 20- Waiting> 30 
"'-···- -::tn ..... _ .... -- '"-··-

-1.2% -0.3% 0.0% 0.3% 
Minutes 30 Minutes Minutes 

m!Im~lllmlmm~~~ 

I 21 ,44'1 Oogradallon. OogradaUon DegradaUon 
decreased In Wait In Wail In Wail 

Chango: OCA ocheived 99.4% ot its passengers walling less 1han 20 mlnu1es ·.a slight degradation in performance ol ·0.3%. Thtoughput decreased by. · 1.2% 

The sllght degtad.a1lon In pOOormance is due to the 9)(1raordlnary Influx of 11avalers to President Obama's his1orical lnnaugura1ion. Apptoximatefy 5.200 passengars exporienc.ed a delay 
great0t than 30 min. during 20 FY09. 

Reasons for [ relatlve) significant change: 
Processing capacity Improved 

a. To1al rodoslgn of a.M ch9Ckpolnta: Added 2~sld9d queue al Transport Document Checklng (TDC). using 2 X·rays seNed by 1 Walk·Thtu Metal DeteclOf (a.k.a. 2:1 layout), optlmlzlng dlvesl 
and recompose. roller. lengths. 

b. Stolllng changed In ollocato Part Tlmoand Sp4l1 Shilt TSO'• during poo~perloda 
c. Local hiring (lmp1oved pl'OOeSs aJlows TSA to qulekty add and backltll new employees). 

Notes:. · Tho Chango lormu1a f0< lhroughput is "' ((FY09·FY08}JFYOSJ: while lhe changes ln perconlago thresholds of 20 and 30 mlnutos are "' [FY09% • FY08%]. 

TSA has modified the measure of. wait from high--labo< burden in S.Qmpling actual times. to measured wo.it bme lndlcators.oi 20. and 3-0 minutes. 

This change. allows the. workforce to. focus. on security, since. over. 99% of passengers are. being screened with wait times. of less than. 20 minUles.. (an improvement from. 97% in FY07). 
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V. Conclusion 

In conclusion, industry passenger travel in the second quarter of FY 2009 has declined 14.4 
percent from the previous year, as measured by the checkpoint throughput (count of persons 
screened). Nationwide, TSA continues to be significantly below the average wait time standard 
of 10 minutes. Incidents of passenger wait times of 20 minutes or more were reduced to less 
than 0.5 percent in the Focus 40 airports. 
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VI. Appendix A:: Glossary of Terms 

2:1 Layout 

9/11 Act 

DHS 

FLETC 

Focus 40 

FY 

OMB 

SAM 

Throughput 

TIP 

TRX 

TSA 

TSO 

WBI 

WTMD 

Two X-ray served by one WTMD - reduces one Transportation Security 
Officer fixed position among other efficiency improvements at secur.ity 
checkpoints 

Implementing Recommendations. of the 9/11 Commission Act (P. L 110-53) 

Department of Homeland Security 

Federal Law Enforcement Training Center 

Set of forty (40) airports which represent the largest U.S. Airports under. the 
Transportation Security Administration 

Fiscal Year 

Office of Management and Budget 

Staffing Allocation Model used by TSA to forecast passenger security 
screening demand, aI!ocate and schedule TSOs 

Security screening demand which includes passengers and airline industry 
workers. In the context of checked baggage, it is the number of checked bags 
and packages screened by TSA 

Threat Image Projection program that overlays threat images on to X-ray 
images continually testing TSO threat detection capabilities 

TIP-Ready X-ray at a passenger security checkpoint 

Transportation Security Administration 

Transportation Security Officer 

Whole-Body Imager detects possible threats on persons at security checkpoints 

Walk-through Metal Detection machine at the security checkpoint 
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Message from the Acting Administrator 

December 24, 2009 

I am pleased to present the Transportation Security Administration (TSA) Report to Congress on 
passenger screening wait times for the Fourth Quarter of Fiscal Year (FY) 2009. This report is 
required by the FY 2009 Department of Homeland Security Appropriations Act (P.L. 110-329), 
which directs TSA to submit airport wait time data on a quarterly basis for domestic airports with 
above average wait times and for the 40 busiest (Focus 40) airports. 

Pursuant to congressional requirements, this report is being provided to the following Members 
of Congress: 

The Honorable David E. Price 
Chairman, House Appropriations Subcommittee on Homeland Security 

The Honorable Harold Rogers 
Ranking Member, House Appropriations Subcommittee on Homeland Security 

The Honorable Robert C. Byrd 
Chairman, Senate Appropriations Subcommittee on Homeland Security 

The Honorable George V. Voinovich 
Ranking Member, Senate Appropriations Subcommittee on Homeland Security 

Inquiries relating to this report may be directed to me at (57 1) 227-2845 or to the Department's 
Acting Chief Financial Officer, Peggy Sherry, at (202) 447-5751. 

Sincerely yours, 

Gale D. Rossides 
Acting Administrator 



Executive Summary 

The Fiscal Year (FY) 2009 Department of Homeland Security Appropriations Act directs the 
Transportation Security Administration (TSA) to report to Congress passenger screening wait 
time data on a quarterly basis for domestic airports with above average wait times and for the 
40 busiest (Focus 40) airports. 

TSA compared passenger screening wait times for the Fourth Quarters of FY 2008 and FY 2009. 
The data show that at airports nationwide, 99 .3 percent of passengers experienced wait times of 
less than 20 minutes, an increase of 0.1 percent from the 99.2 percent of passengers who 
experienced wait times of less than 20 minutes in the Fourth Quarter of FY 2008. 

At the Focus 40 airports, the results were similar: 99.2 percent of passengers experienced wait 
times of less than 20 minutes, which was the same percentage of passengers who experienced 
wait times of less than 20 minutes in the Fourth Quarter of FY 2008. 

TSA continues to maintain a 10-minute wait time standard. 
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I. Legislative Requirement 

The Fiscal Year (FY) 2009 Department of Homeland Security Appropriations Act 
(P.L. 110-329) states: 

Consistent with prior years, TSA shall continue to submit airport wait time data on a 
quarterly basis for domestic airports with above average wait times and for the top 40 
busiest airports. As part of these reports, TSA shall explain any dramatic shift in wait 
times and what is being done to reduce wait times at these airports. TSA shall not a lter 
its current 10 minute standard. 

This report is submitted in accordance with that requirement. 
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II. Background 

TSA collects throughput (the number of persons screened) data through counters located at the 
walk-through metal detector (WTMD) or Advanced Imaging Technology (AIT), formerly 
whole-body imager (WBI), at the entrance to each screening lane within a checkpoint. 

Since 2004, TSA has reduced average wait times nationwide to less than 5 minutes through 
checkpoint process optimization and continuous improvement initiatives. Since September 11, 
2008, TSA has focused on reducing passenger wait time incidents of 20 minutes or more. These 
incidents are reported along with the hourly throughput counts to each airport coordination 
center, which uploads the data to TSA's Performance Management Information System (PMIS) 
on a daily basis. 

The wait time data contained in this report was generated from PMIS and compares wait time 
performance in the Fourth Quarter of FY 2009 to wait time data for the Fourth Quarter of FY 
2008. The throughput information provides insight as to passenger travel demand and seasonal 
changes. 
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III. Passenger Screening Wait Time Data 

Airport II Quarter 4FY09 

Customer 
Throughput · 

Chpt, Date, Hr 

% Passengers 
Total Waiting<W 

Throughput Minutes 

TSA 152,760,563 99.3% 

F-40 lll,780,165 99.2% 

All 4,809,053 100.0% 

805 4,068,968 100.0% 

8WI 2,435,973 

CLE 942,346 

CLT 1,475,955 

CVG 693,830 

OCA 1,968,508 

OEN 3,562,601 

OfW 4,960,429 

OTW 2,284,369 

EWR 4,270,303 

FLL 2,332,469 

HNL 1,888,570 

IAD 2,300,381 

IAH 2,695,321 

Ill) 997,684 

JFK 6,368,343 

LAS 4,ln,424 

LAX 7,284,520 

LGA 3, 117,488 

MCI 1,756,005 

MCO 4,065, 107 

MDIV 1,688,341 

MIA 3,509,345 

MSP 2,600,835 

OAK 1,409,208 

ORD 5,456,053 

POX I, 702, 538 

PHL 3,035,801 

PHX 3,044,162 

RDU 1,173,685 

SAN 2,317,578 

SEA 3,686,542 

SFO 4,699,215 

SJU 1,066,006 

SLC 1,336,439 

SMF 1,273,887 

SHA I, 122,732 

STL 1,629,840 

TJIA 2,0n,Jll 

99.7% 

100.0% 

99.6% 

99.7% 

99.9% 

96.3% 

100.0% 

100.0% 

98.1% 

100.0% 

100.0% 

100.0% 

100.0% 

100.0% 

99.9% 

99.9% 

96.9% 

96.8% 

99.9% 

100.0% 

96.2% 

100.0% 

100.0% 

100.0% 

99.2% 

100.0% 

100.0% 

98.1% 

100.0% 

99.5% 

95.9% 

99.5% 

100.0% 

99.9% 

100.0% 

99.5% 

100.0% 

100.0% 

% Passengers 
WaitingU) 

llinutes 

0.6% 

0.8% 

0.0% 

0.0% 

0.3% 

0.0% 

0.3% 

0.2% 

0.1% 

3.5% 

0.0% 

0.0% 

1.8% 

o.D'I!. 
0.0% 

0.0% 

0.0% 

0.0% 

0.1% 

0.1% 

2.9% 

2.7% 

0.0% 

0.0% 

3.5% 

0.0% 

0.0% 

0.0% 

0.8% 

0.0% 

0.0% 

1.7% 

0.0% 

0.5% 

3.8% 

0.3% 

0.0% 

0.1% 

0.0% 

0.5% 

0.0% 

0.0% 

\\Passengers 
Waiting >JO 

Minutes 

0.1% 

0.1% 

0.0% 

0.0% 

0.0% 

0.0% 

0.1% 

0.1% 

0.0% 

0.2% 

0.0% 

0.0% 

0.2% 

0.0% 

0.0% 

0.0% 

0.0% 

0.0% 

0.0% 

0.0% 

0.2% 

0.5% 

0.0% 

0.0% 

0.4% 

0.0% 

0.0% 

0.0% 

0.0% 

0.0% 

0.0% 

0.2% 

0.0% 

0.0% 

0.3% 

0.2% 

0.0% 

0.0% 

0.0% 

0.0% 

0.0% 

0.0% 

II Quarter 4 FYOB 

Customer 
Throughput · 
Chpt, Date, Hr 

% Passengers 
Total Waiting<W 

Throughput Minutes 

161,204,771 99.2% 

117,030,180 99.2% 

4,971,682 99.0% 

3,823,924 99.3% 

2,232,929 

1,096,573 

1,546,381 

628,597 

1,934,420 

3,680,690 

5,112,070 

2,603,686 

4,529,173 

2,396,619 

1,no,055 

2,383,814 

3,062,764 

1,075,699 

6,403,744 

4,544,no 

8,345,997 

3,150,179 

1,762,540 

4,114,976 

1,670,129 

3,668,147 

2,504,164 

1,613,374 

6,036,091 

1,844,253 

3,356,320 

3,372,057 

1,253,754 

2,421,830 

3,772,943 

4,985,586 

1,127,700 

1,542,561 

1,451,822 

1,174,587 

1,738,372 

2,325,258 

100.0% 

98.9% 

99.7% 

99.9% 

99.9% 

98.9% 

99.9% 

99.9% 

99.4% 

99.B% 

100.0% 

98.B% 

100.0% 

99.B% 

98.1% 

100.0% 

98.1% 

97.9% 

99.9% 

100.0% 

100.0% 

99.3% 

99.9% 

99.9% 

99.4% 

99.9% 

94.6% 

99.8% 

99.B% 

96.9% 

98.2% 

99.9% 

99.3% 

99.3% 

100.0% 

100.0% 

99.3% 

99.7% 

3 

% Passengers 
Waiting2930 

Minutes 

0.7% 

0.8% 

0.9% 

0.5% 

0.0% 

1.0% 

0.3% 

0.1% 

0.1% 

1.0% 

0.1% 

0.1% 

0.5% 

0.2% 

0.0% 

1.2% 

0.0% 

0 .. 2% 

1.6% 

0.0% 

1.8% 

2.0% 

0.0% 

0.0% 

0.0% 

0.7% 

0.1% 

0.1% 

0.6% 

0.1% 

5.2% 

0.2% 

0 .. 2% 

3.0% 

1.7% 

0.1% 

0.7% 

0.7% 

0.0% 

0.0% 

0.7% 

0.3% 

% Passengers 
Waiting>JO 

ltinutes 

0.1% 

0.1% 

0.1% 

0.2% 

0.0% 

0.0% 

0.0% 

0.0% 

0.0% 

0.0% 

0.0% 

0.0% 

0.0% 

0.0% 

0.0% 

0.0% 

0.0% 

0.0% 

0.3% 

0.0% 

0.1% 

0.2% 

0.1% 

0.0% 

0.0% 

0.0% 

0.0% 

0.0% 

0.0% 

0.0% 

0.2% 

0.0% 

0.0% 

0.1% 

0.1% 

0.0% 

0.0% 

0.0% 

0.0% 

0.0% 

0.1% 

0.0% 

lllroughput 
Absolute 
Change 

{FY09-FY08) 
/FYOS 

-5.2% 

-4.5% 

·3.3% 

6.4% 

9.1% 

·14.1% 

·4.6% 

10.4% 

1.8% 

· J.2% 

·3.0% 

·12.3% 

·5.7% 

·2.7% 

6.7% 

·3.5% 

·5.5% 

·7.3% 

·0.6% 

·6.0% 

·12.7% 

·1.0% 

·0.4% 

·1.2% 

1.1% 

·4.3% 

3.9% 

·12.7% 

·9.6% 

· 7.7% 

·9.5% 

·9.7% 

·6.4% 

·4.3% 

·2.3% 

·1.7% 

·5.5% 

·13.4% 

·12.3% 

·4.4% 

·6.2% 

·10.7% 

Relative Change {FY09 • FYOS) 

'4 Pa11engers % Pa11enger1 % Pa11engers 
Waiting< 211 Waiting 21130 Waiting> 30 

Minutes Minutes Minutes 

0.1% 

0.0% 

1.0% 

0.7% 

·0.2% 

1.1% 

·0.2% 

·0.2% 

0.0% 

·2.6% 

0.1% 

0.1% 

·1.4% 

0.2% 

0.0% 

1.2% 

0.0% 

0.2% 

1.8% 

·0.1% 

·1.2% 

·l.1% 

0.1% 

0.0% 

·3.8% 

0.7% 

0.1% 

0.1% 

·0.2% 

0.1% 

5.4% 

·1.6% 

0.2% 

2.6% 

·2.3% 

·0.4% 

0.7% 

0.6% 

0.0% 

·0.5% 

0.7% 

0.3% 

·0.1% 

0.0% 

·0.9% 

·0.5% 

0.2% 

·1.0% 

0.0% 

0.1% 

0.0% 

2.5% 

·0.1% 

·0.1% 

1.2% 

·0.2% 

0.0% 

·1.2% 

0.0% 

·0.2% 

·1.6% 

0.1% 

1.1% 

0.7% 

0.0% 

0.0% 

3.5% 

·0.7% 

·0.1% 

·0.1% 

0.2% 

·0.1% 

·5.2% 

1.4% 

·0.2% 

·2.6% 

2.1% 

0.3% 

·0.7% 

·0.6% 

0.0% 

0.5% 

·0.7% 

·0.3% 

0.0% 

0.0% 

·0.1% 

·0.2% 

0.0% 

0.0% 

0.1% 

0.1% 

0.0% 

0.1% 

0.0% 

0.0% 

0.1% 

0.0% 

0.0% 

0.0% 

0.0% 

0.0% 

·0.3% 

0.0% 

0.1% 

0.3% 

·0.1% 

0.0% 

0.4% 

0.0% 

0.0% 

0.0% 

0.0% 

0.0% 

·0.2% 

0.2% 

0.0% 

·0.1% 

0.2% 

0.2% 

0.0% 

0.0% 

0.0% 

0.0% 

·0.1% 

0.0% 



IV. Conclusion 

In conclusion, industry passenger travel in the Fourth Quarter of FY 2009 has declined 
5.2 percent from the previous year, as measured by the checkpoint throughput (count of persons 
screened). Nationwide, TSA continues to be significantly below the average wait time standard 
of 10 minutes. Incidents of passenger wait times of 20 minutes or more remained the same level 
(less than l percent) in the Focus 40 airports. 
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V. Appendix: Glossary of Terms 

AIT Advanced Imaging Technology (formerly WBI) detects threats on individuals at 
checkpoints 

Focus 40 

FY 

PMIS 

Throughput 

WBI 

WTMD 

Set of 40 airports which represent the largest U.S. Airports under the 
Transportation Security Administration 

Fiscal Year. 

Performance Management Information System 

Security screening demand which includes passengers, airline. industry workers. 
In the context of checked baggage, it is the number of checked bags and 
packages screened by TSA 

Whole-Body Imager 

Walk-through Metal Detection machine at the security checkpoint 
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Message from the Acting Administrator 

July 1, 2009 

I am pleased to present the following report, "Screening Technology Maintenance and Utilities," 
which has been prepared by the Transportation Security Administration (TSA). 

This document has been developed in response to a requirement in the Explanatory Statement 
which accompanies the Fiscal Year 2009 Department of Homeland Security Appropriations Act 
(P.L. 110-329). It provides an explanation of the costs involved with the screening technology 
employed by TSA. In addition, the report describes initiatives being taken by TSA to counteract 
the costs associated with the. screening technologies. 

This report is being provided to: 

The Honorable David E. Price 
Chairman, House Appropriations Subcommittee on Homeland Security 

The Honorable Harold Rogers 
Ranking Member, House Appropriations Subcommittee on Homeland Security 

The Honorable Robert C. Byrd 
Chairman, Senate Appropriations Subcommittee on Homeland Security 

The Honorable George V. Voinovich 
Ranking Member, Senate Appropriations Subcommittee on Homeland Security 

Please do not hesitate to contact me at (57 I ) 227-2845 or the Department's Acting Chief 
Financial Officer, Peggy Sherry, at (202) 447-5751 if we may be of further assistance. 

Sincerely yours, 

Gale. D. Rossides 
Acting Administrator 
Transportation Security Administration 
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with Department of Homeland Security (DHS) policy re lating to FOUO information and is not to be released to the public or other personnel who 
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Executive Summary 

This report responds to a requirement that accompanies the Fiscal Year (FY) 2009 Department of 
Homeland Security Appropriations Act (P.L. 110-329) to report on maintenance and util ities 
costs for screening equipment and identifies ways to curb future cost growth. 

This report provides an overview and status of the Transportation Security Administration's 
(TSA's) screening equipment maintenance program and explains the cost escalation related to 
this equipment. It also identifies strategies TSA is pursuing to control unit maintenance costs in 
the foture while preserving the availability of screening equipment technologies, including: 

• Expansion of competition in the security screening industry. 
• Development of a Remote Maintenance Monitoring (RMM) capability. 
• Life cycle replacement of aging and unreliable machines. 
• Improved reliability and maintainability specifications for new screening equipment. 
• A review of excess capacity. 
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I. Legislative Requirement 

This report is provided in compliance with the Explanatory Statement which accompanies the 
Fiscal Year (FY) 2009 Department of Homeland Security (OHS) Appropriations Act (P.L. l l 0-
329), excerpted as follows: 

The bill provides $305,625,000 for Screening Technology. Maintenance. and Uti lities, of 
which $4,400,000 can be used for costs related to the disposal of screening equipment no 
longer in service. Because of persistent cost escalations in this area, TSA shall provide a 
report to the Committees on maintenance and utility costs for screening technologies and 
identify ways that these costs may be controlled in the future. 



FOR OFFICIAL USE ONLY 

II. Overview and Status of Screening Equipment 
Maintenance Program 

TSA's mission is to safeguard the Nation's transportation systems. Maintenance is essential to 
preserve the. operational capability of security technology equipment. Equipment failures. can 
increase when maintenance is neglected or delayed. When equipment fails, Transportation 
Security Officers (TSOs) are deprived of using their advanced technological capabilities for 
screening baggage and passengers to detect unauthorized weapons, explosives, incendiaries and 
other. destructive. devices, items or substances. The availability of security screening equipment 
preserves airport effic iency and minimizes impact on the traveling public. 

TSA obtains maintenance services for over 13,500 items of security screening equi pment at our 
Nation's airports through contracts with Original Equipment Manufacturers (OEM) and a third
party maintenance provider. These contracts were awarded between October 2004 and March 
2005 with a five-year period of performance, so each will expire in the next 9-15 months. These 
contracts have fixed prices for different types and models of equipment that provide one year of 
preventive and conective maintenance (parts and labor). 

Contract (service-level agreement) performance requirements are specified as equipment Mean 
Down Time (MDT) stated in hours. MDT is calculated and reported monthly across the 
population (fleet) of each specific type of technology equipment (e.g., CTX-2500 Explosives 
Detection Systems (EDS)). Contract penalties are assessed if equipment down time exceeds the 
MDT requirement. The contractors are. generally successful in meeting these. requirements. 
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III. Explanation of Cost Escalation 

Because the TSA maintenance strategy employs fixed-price contracts for different types of 
equipment,. annual maintenance costs. are largely dependent on the quantity of equipment 
installed at airports. In FY 2008, maintenance costs were approximately $260 million. The costs 
of these fixed-price maintenance contracts grew to approximately $305 million in FY 2009. The 
bulk of this growth was attributable to increased quantities of equipment at the airports, with a 
modest increase attributable. to the anticipated cost of a new, more demanding Service Level 
Agreement performance metric . 

Fielded Transportation Security 
Equipment by Fiscal Year 
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An increase in fielded security equipment has a direct correlation to the maintenance costs. The 
number of fie lded Explosives Detection Systems (EDS) units grew by 16 percent from FY 2008 
to FY 2009. TSA expects further increases from FY 2009 to FY 2010 as TSA fie lds new 
technologies and continues to improve existing security coverage .. These additional security 
equipment expansions will increase the bottom line maintenance costs in future fi scal years. 
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These equipment procurement increases directly affect the maintenance budget for the life of the 
machines. 

The other factor that contributed to the cost growth between FY 2008 and FY 2009 is the change 
in the service-level agreement performance metric from MDT at the fleet level to Operational 
Availability at the airport level. While the contractors have been largely successful in meeting 
contract MDT requirements, measuring MDT across the fleet population tends to reward good 
performance at large airports with large equipment installations, while smaller or more remote 
airports are given less priority. In order to address this inequity and provide better equipment 
availability at every airport, a contract modification is pending to change the performance metric 
from .fleet-wide MDT to airport-level Operational Availab ility. The proposed modification 
includes: 

• Contract penalties will be imposed if any airport fa ils to make its goal. This change is 
expected to be implemented in the late second quarter or early third quarter FY 2009 
timeframe for Explosives Detection Systems built and maintained by L3 
Communications and General Electric. 

• Because this more demanding readiness requirement will require changes in the number 
and distribution of contractor maintenance and logistics support resources, a small price 
increase was antic ipated and included in the FY 2009 budget request. 

Acceleration of program funding, changes to the baseline program or requirements to field new 
technologies that supplement existing capabilities will all cause growth in the TSA maintenance 
budget. Once the fleet of fie lded equipment is stable, the recent growth trend will cease, and 
increases from the base will be for inflation and other fact-of-life requirements. 
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IV. Cost Control Initiatives 

Given the contract pricing structure of firm fixed prices per equipment, annual maintenance costs 
are most directly affected by the quantity of security equipment installed at airports. Increases in 
the FY 2008 and FY 2009 Electronic Baggage Screening Program (EBSP)/Passenger Screening 
Program (PSP) procurement and installation budgets drive an increase in maintenance 
requirements in subsequent years, over and above the planned budget baseline. 

TSA plans to continue with firm fixed-price maintenance contracts to safeguard the government 
against potential cost increases associated with maintenance of aging technology systems. 
Despite near-term growth in the overall requirement for maintenance funding due to increased 
equipment quantities, TSA is seeking to control and reduce maintenance costs within the 
constraints of the firm fixed-price contracts. 

Some of the current initiatives include expansion of competition in the security screening 
industry, development of a Remote Maintenance Monitoring (RMM) capability, life-cycle 
replacement of aging and unre liable machines, improved reliability and maintainability 
specifications for new screening equipment and a review of excess capacity. 

Competition: As procurement competition increases, TSA will consider maintenance costs as a 
source selection criterion for new EBSP and PSP procurements. When there is competition for a 
new procurement, TSA will establish a criterion that will rate potential vendors on their 
projected maintenance costs over the life cycle of the equipment. This will enable TSA to 
procure equipment from the vendors that meet the performance specifications and have the best 
life-cycle cost value to TSA. Also, the next thi rd-party maintenance contract for checkpoint 
screening equipment will be competitively awarded in September 2009. 

Remote Maintenance Monitoring: As a long-term initiative, TSA has a program to increase 
the RMM capabi lities of current and future securi ty equipment. As part of this initiative, TSA is 
developing the ability within the equipment to establish and monitor performance parameter 
thresholds. RMM will enable TSA to monitor the established performance parameters and 
initiate predictive corrective maintenance actions on a more scheduled and less disruptive basis 
as the equipment's performance approaches the performance thresholds. It will also provide the 
ability to push electronically some corrective maintenance actions such as restarts and software 
updates. These RMM capabilities should significantly improve the operational availability of the 
security equipment to TSA, reduce the number of unscheduled visits to the facilities and 
consequently reduce maintenance costs to the maintenance service provider. TSA will then use 
accumulated maintenance service provider cost data for the negotiation of reduced maintenance 
unit costs for future maintenance contracts. As mentioned, this is a long-term initiative and the 
first benefits to TSA are improved operational availability and less disruption to the facility 
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operations. TSA does not expect to realize any cost savings from this initiative until 20 l1 or 
later. 

Life-cycle replacement: A life-cycle replacement program for EDS has been initiated in FY 
2009 that will address older machines that may be approaching the end of their useful life, or that 
may be growing unreliable. By replacing these machines in a methodical fashion and achieving 
demonstrated improvements in machine rel iability, TSA hopes to leverage future price 
negotiations with maintenance providers, since the age of the fleet being maintained will be 
reduced and the quality increased. Also, to the degree that airport configurations allow, 
maintenance costs and the reliability of replacement machines will be a factor in the selection of 
replacement equipment. For example, if an existing machine can be replaced by a more 
affordable, more reliable machine from a different manufacturer (e.g., CT80 vs. 
CTX2500/5500), cost avoidance impacts are immediate. 

Reliability and Maintainability Specification: The TSA Life-Cycle Support Manager and 
Maintenance Manager are interacting with engineering and procurement personnel to a greater 
degree to ensure that supportability considerations are incorporated early into equipment 
specifications. More stringent reliability and maintainability requirements up front wiU reduce 
maintenance requirements, leading to better contract price negotiation positions, reduced costs 
and better equipment availabi lity for the benefit of TSOs in the fie ld. This is a long-term 
ini tiative, with benefits like ly to be achieved in 2012 and beyond. 

Excess Capacity: TSA is reviewing security screening equipment utilization at selected airports 
that may have been designed with excess capacity during the initial roll-out in 2002. If these 
reviews reveal capacity in excess of that required for redundancy and surge capacity, TSA will 
identify equipment candidates for decommissioning, removal, redeployment or disposal. This 
will have an immediate impact on the cost of maintenance. 

Pricing: Current maintenance contracts have fixed unit prices that apply regardless of the 
quantity of equipment supported .. As equipment quantities grow, the marginal cost of providing 
maintenance may decrease. In future contracts, TSA will explore the option of establishing a 
tiered pricing structure based on variable quantities of equipment. Follow-on EBSP maintenance 
contracts are scheduled for award in the second quarter of FY 2010. 
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V. Conclusion 

TSA's maintenance strategy of providing preventive and corrective maintenance via fixed-price 
contracts represents a cost-effective means of ensuring maximum availability of security 
screening equipment technologies. Because the cost of maintenance is directly related to the 
numbers of machines fielded, the recent increase. in quantities of fielded equipment has. 
predictably caused a corresponding increase in the overall size of the TSA security screening 
equipment maintenance budget. As long as the numbers of fielded equipment continues to grow, 
the overall level of the maintenance budget will also grow. When the size of the fleet becomes 
stable, the rate of growth will flatten to include inflation and other fact-of- life increases, and the 
effects of the cost avoidance initiatives discussed in this dlocument will become apparent. 
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Foreword 

I am pleased to transmit the Annual Report on Transportation Security. This report combines 
two reports previously submitted separately: the Annual Report to Congress on Transportation 
Security and the Periodic Progress Report on the National Strategy for Transportation Security. 
The report encompasses all modes of transportation to reflect the specific responsibilities 
assigned by the Department of Homeland Security (OHS), through the Homeland Security 
Presidential Directive-7 and the National Infrastructure Protection Plan process. The report also 
incorporates, as an appendix, a progress report evaluating actions taken in eight specific areas to 
enhance the security of transportation as required in Section 109 of the Aviation and 
Transportation Security Act. 

To meet the ever-changing threat environment, the Transportation Security Administration 
(TSA) makes significant efforts to become an even more flexible risk management-based 
organization. TSA continues an intensive effort to better utilize our field forces and resources 
across all modes of transportation. We are providing better and smarter security and increasing 
the efficiency of our resources. We added additional levels of security, with employees 
performing more advanced security functions. TSA is focused beyond the physical checkpoint, 
expanding our sphere of impact to look more carefully at peop le to identify those with hostile 
intent, create multiple opportunities to detect terrorists, and leverage the capabilities of our 
workplace, our partners, and our technology. 

Pursuant to congressional requirements, thi s report is being provided to the following members 
of Congress: 

The Honorable Joseph Biden 
President of the Senate 

The Honorable Nancy Pelosi 
Speaker of the House 

The Honorable Harry Reid 
Senate Majority Leader 

The Honorable Mitch McConnell 
Senate Minority Leader 

The Honorable John Boehner 
House Minority Leader 

The Honorable Daniel K. Inouye 
Chairman, Commerce, Science, and Transportation Committee 

The Honorable Kay Bailey Hutchison 
Ranking Member, Commerce, Science, and Transportation Committee 

The Honorable Joseph I. Lieberman 
Chairman, Homeland Security and Governmental Affairs Committee 



The Honorable Susan M. Collins 
Ranking Member, Homeland Security and Governmental Affairs Committee 

The Honorable Bennie G. Thompson 
Chairman, Homeland Security Committee 

The Honorable Peter T. King 
Ranking Member, Homeland Security Committee 

The Honorable James L. Oberstar 
Chairman, Transportation and Infrastructure Committee 

The Honorable John L. Mica 
Ranking Member, Transportation and Infrastructure Committee 

If I may be of further assistance, please do not hesitate to contact me or the TSA Office of 
Legislative Affairs at (571) 227-2717. 

Sincerely yours, 

Gale D .. Rossides 
Acting Administrator 
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Executive Summary 

The threat environment in transportation remains high and the Transportation Security 
Administration 's (TSA) challenge has never been greater. To meet the ever-changing threat 
environment, TSA is taking significant steps to become an even more flexible, risk-managing 
organization by better utilizing security resources across all modes of transportation. With our 
Federal, State, local, tribal, a nd private sector security partners, we are providing better, smarter, 
and more effic ient security for more travelers, adding more levels of security, and performing 
more advanced security functions. Finally, we are extending security beyond the physical 
checkpoint and more comprehensively across transportation modes to identify and dete r those 
with hostile intent. 

2008 Highlights include: 

)> Deployed Visible lntermodal Prevention and Response (VIPR) Teams to enhance 
screening, look for suspicious behavior, and act as visible deterrents in multiple 
transportation sectors. Approximately 60 percent of VIPR teams are dedicated to the 
aviation sector, including air cargo, commercial aviation, and general aviation; and 40 
percent of operations to surface modes, including highways, freight rail, pipelines, mass 
transit, and maritime. 

)> Reduced Transportation Security Officer (TSO) fu ll-time and part-time voluntary 
attrition for the fourth straight year. Full-time attrition decreased from 13.6 percent in 
2004 to I 0.8 percent in 2008; part-time attrition from 57.8 percent in 2004 to 3 1.8 percent 
in 2008. 

)> Trained 1,522 Behavior Detection Officers at 119 airports; certified Bomb Appraisal 
Officers for placement at 103 airports; trained and certified 424 Security Training 
Instructors; and trained over 13,088 new TSOs to enhance airport security 
nationwide. 

)> Vetted over 7 million people per day; adjudicated over 12,000 cases. per week; 
and responded to over 750 redress requests a week in the transportation systems 
sector. 

)> Certified and began deploying reduced-size Explosives Detection Systems that screen 
over 200 bags per hour. 

~ Implemented the Certified Cargo Shipper Program that achieved 50 percent 
screening of domestic outbound and international inbound air cargo transported on 
passenger aircraft by February 2009, and is positioned to achieve I 00 percent 
screening of domestic outbound by August 2010. 

~ Finalized regulations for Secure Flight, rail security, and air cargo. 
)> Participated in award of approximately $804 million to State and local governments 

for programs and equipment that help to manage risk. The Transit Security Grants 
Program, which funded $389 million in 2008, is the centerpiece of TSA's strategy to 
close security gaps. 

This report is intended to be a high-level transportation security overview that introduces new 
concepts, ongoing efforts, and provides the progress and status of key programs, projects, and 
activ ities for 2008. It combines two transportation security reports with similar requirements 
into a s ing le report and includes, as an appendix, a progress report on enhanced security 
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measures, as required by Section 109 of the Aviation and Transportation Security Act (ATSA), 
P.L. 107-71 (2001). The document describes the progress made in transportation security in 
calendar year 2008 previously submitted as the Annual Report on Transportation Security, 
required by 49, U.S.C. § 44938, and in fiscal year 2008 previously submitted as the Periodic 
Progress Report on the National Strategy for Transportation Security (NSTS), required by title 
49 U.S.C. § l 14(t), amended by Section 1202(c) of the Implementing Recommendations of the 
9111 Commission Act of 2007 (9/11 Act), P.L. 110-53. Consistent with the previous years' 
submissions, some requirements of the law are not included (i.e., 49 USC§ 44938(a)(6)-(9)). 

The requirement to discuss the status of recommendations of the President's Commission on 
Aviation Security and Terrorism (created by Executive Order 12686) is omitted as the 
recommendations of this 1990 report have been fully integrated into transportation security 
planning and reinforced by subsequent laws such as ATSA and the Homeland Security Act of 
2002. The requirement to discuss an "Assessment of Financial and Staffing Requirements" is 
not specifically addressed because it is included in budgetary and other required submissions 
from the Department of Homeland Security. Maritime transportation security activities are 
addressed in detai l in a separate report required by section 1 lO(a) of the Maritime Transportation 
Security Act of 2002, P.L. 107-295. 
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1. Legislative Requirement 

This report responds to the requirements set forth in the fo llowing legislative requirements: 

Annual Report on Transportation Security: 49, U.S.C. § 44938. 

(a) Transportation Secmity. Not later than March 31 of each year, the Secretary of 
[Homeland Security] 1 shall submit to Congress a report on transportation security with 
recommendations the Secretary considers appropriate. The report shall be prepared in 
conjunction with the biennial report the [Administrator, Transportation Security 
Administration] submits under subsection (b) of this section in each year the 
[Administrator] submits the biennial report, but may not duplicate the information 
submitted under subsection (b) or section 44907(a)(3) of this title. The Secretary may 
submit the report in classified and unclassified parts. The report shall include: 

(1). an assessment of trends and developments in terrorist activities, methods, and 
other threats to transportation; 
(2) an evaluation of deployment of explosive detection devices; 
(3) recommendations for research, engineering, and development activi.ties 
related to transportation security, except research engineering and development 
activities related to aviation security to the extent those activities are covered by 
the national aviation research plan required under section 44501 (c) of this title; 
(4) identification and evaluation of cooperative efforts with other departments, 
agencies, and instrumentalities of the United States Government; 
(5) an evaluation of cooperation with foreign transportation and security 
authorities; 
(6) the status of the extent to which the recommendations of the President's 
Commission on Aviation Security and Terrorism have been carried out and the 
reasons for any delay in carrying out those recommendations; 
(7) a summary of the activities of the Director of Intelligence and Security in the 
12-month period ending on the date of the report; 
(8). financial and staffing requirements of the Director; 
(9) an assessment of financial and staffing requirements, and attainment of 
existing staffing goals, for carrying out duties and powers of the [Administrator] 
related to security; and 
(10) appropriate legislative and regulatory recommendations. 

(b) Screening and Foreign Air Carrier and Airport Security. The [Administrator] shall 
submit biennially to Congress a report: 

(1) on the effectiveness of procedures under section 44901 of this title; 
(2) that includes a summary of the assessments conducted under section 44907(a) 
( I) and (2) of this title; and 

1 Functions and responsibilities of the Secretary of Transportation and the Undersecretary of Transportation for 
Security were transferred to the Secretary of Homeland Security and the Administrator of the Transpo11ation 
Security Administration by operation of law pursuant to the Homeland Security Act of 2002, P.L. 107-296. 



(3) that includes an assessment of the steps being taken, and the progress being 
made, in ensuring compliance with section 44906 of this title for each foreign air 
carrier securitty program at airports outside the United States: 

(A) at which the Under Secretary decides that Foreign Security Liaison 
Officers are necessary for air transportation security; and 
(B) for which extraordinary security measures are in place. 

Periodic Progress Report: 49 U.S.C. § 114(t)(4)(C), as amended by Section 1202(c) of the 
Implementing Recommendations of the 9/11 Commission Act of 2007 (9/11 Act) 

(i) Requirement for Report - Each year, in conjunction with the submission of 
the budget to Congress under section 1105 (a) of title 31, U nited States Code, the 
Secretary of Homeland Security shall submit to the appropriate congressional 
committees an assessment of the progress made on implementing the National 
Strategy for Transportation Security, including the transportation modal security 
plans. 

(ii) Content - Each progress report submjtted under this subparagraph shall 
include, at a minimum, the following: 

(I) recommendations for improving and implementing the National 
Strategy for Transportation Security and the transportation modal and 
intennodal security plans that the Secretary of Homeland Security, in 
consultation with the Secretary of Transportation, considers appropriate. 

(II) an accounting of all grants for transportation security, including 
grants and contracts for research and development, awarded by the 
Secretary of Homeland Security in the most recent fiscal year and a 
description of how such grants accomplished the goals of the National 
Strategy for Transportation Security. 

(III) an accounting of all : 

(aa) funds requested in the President' s budget submitted pursuant 
to section 1105 of title 31 for the most recent fiscal year for 
transportation security, by mode; 

(bb) personnel working on transportation security by mode, 
including the number of contractors; and 

(cc) information on the turnover in the previous year among senior 
staff of the Department of Homeland Security, including 
component agencies, working on transportation security issues. 
Such information sha ll include the number of employees who have 
permanently left the office, agency, or area in which they worked, 
and the amount of time that they worked for the Department. 

(iii) Written explanation of transportation security activities not delineated in the 
national strategy for transportation security. At the end of each fiscal year, the 
Secretary of Homeland Security shall submit to the appropriate congressional 
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committees a written explanation of any Federal transportation security activity 
that is inconsistent with the National Strategy for Transportation Security, 
including the amount of funds to. be expended for the activity and the number of 
personnel involved. 

Enhanced Security Measures: Section 109(b) of the Aviation and Transportation Security 
Act 

Report. Not later than 6 months after the date of enactment of this Act, and annually 
thereafter until the [Administrator] has implemented or decided not to take each of the 
actions specified in subsection (a), the [Administrator] shall transmit to Congress a report 
on the progress of the [Administrator] in evaluating and taking such actions, including 
any legislative recommendations that the Under Secretary may have for enhancing 
transportation security. 

2. Background 

TSA is mandated to protect all modes of the transportation system and ensure the freedom of 
movement for people and commerce . . This mission .is accomplished largely by a consortium of 
Federal , State, local, and private entities optimizing resom-ces in a risk-based approach to 
security. In addition to coordination, TSA provides inspectors, surveillance, and other methods 
of screening and threat detection programs. These combined efforts play an essential role in the 
U.S. Department of Homeland Security's (DHS) mission to prevent terrorist acts within the 
United States, to reduce vulnerability to terrorism, and to minimize the damage from potential 
attacks. Key risk reduction activi ties include: 

):> Security Vetting. Conducting security threat assessments of workers, frontline employees, 
travelers, and shippers. 

);;>- Securing Critical Infrastructure. Preventing terrorist attacks by protecting critjcal 
elements of the transportation system and strengthening aviation, surface, and maritime 
assets to withstand incidents and recovery. from an all-hazard event. 

);;>- Risk Mitigating Operating Practices. Reducing specific risk within a system by 
standardizing security activities that implement security programs. 

);;>- Unpredictable Operational Deterrence. Designing security activities to introduce 
elements of random and unpredictable operational deterrence to. decrease the. abiJjty. of 
actors with malicious intent to evaluate and predict security practices. 

);;>- Screening of Workers, Travelers, and Cargo. Screening, either physically or virtually, 
individuals, baggage, and cargo that pass through or operate in the transportation system. 

);;>- Security Awareness and Response Training. Training transportation workers to be 
security-conscious and aware of the security environment. Preparing workers to meet all
hazard events is a critical element of security and sector resiliency. 

);;>- Preparedness and Response Exercises. Conducting multimodal dlills and exerc ises to 
mitigate ri sk in the Transportation Systems Sector (the Sector). Augmenting the ability of 
frontline employees and first responders to act quickly during and after an incident. 

):> Public Awareness and Preparedness. Increasing public and stakeholder awareness of the. 
sector's security efforts through stakeholder information sharing, public announcements 
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within the transportation system, and other means of communicating to the public how to 
prevent and respond to security incidents. 

~. Leveraging Technology. Using technological advances to improve security effort, 
increase the efficiency of screening passengers and cargo, and decrease the intrusiveness of 
security practices without reducing their efficacy. 

~ Transportation Industry Security Planning. Raising the security baseline and increasing 
the amount and qual ity of security plan development, including business continuity 
planning in the transportation industries. 

~ Security Programs and Vulnerability Assessments. Evaluating the vulnerability of 
critical transportation infrastructure is a key element to inform strategic and investment 
decisions to reduce risk across the Sector. 

TSA, its government partners, industry owners, and operators have increased vigilance by 
continuing to exchange real-time information and by foctl!sing on threat detection and 
preparedness measures to improve security and resilience of the transportation system. 

3. Assessment of Trends and Developments in Terrorist 
Activities, Methods, and Other Threats to Transportation 

Although no international terrorist attacks have occurred in the United States since 
September 11 , 2001, inte lligence continues to indicate that al-Qa' ida and other affiliated terrori st 
organizations have an undiminished intent to conduct attacks inside the United States. 
Successful attacks against U.S. transportation systems would satisfy al-Qa'ida's main goals for 
attacks on the homeland: mass casualties, visually dramatic destruction, significant damage to 
the U.S. economy, and fear among the U.S. public. TSA continues to receive a large number of 
reports on suspicious incidents and possible surveillance of the U.S. transportation system. Such 
activity may indicate efforts by terrorists to identify weaknesses in the U.S. transportation 
infrastructure and to plan an attack strategy. 

Despite successes in the global war on terrorism, al-Qa' idla continues to plot and prepare for 
major attacks inside the United States. According to the July 2007 National Intelligence 
Estimate, The Terrorist Threat to the U.S. Homeland, which assessed the terrorist threat from 
2007-2010, al-Qa' ida's plots targeting the U.S. homeland are like ly to focus on prominent 
political, economic, and infrastructure targets. Transportation is considered the most threatened 
U.S. infrastructure, and is likely to figure prominently in al-Qa' ida's future plans. Despite the 
post-9/ 11 security enhancements, al-Qa' ida continues to view U.S. civil aviation as a top 
operational objective and as a prized strategic target. 

Overseas, al-Qa' ida and other terrorist groups have continued to launch attacks against U.S. and 
allied interests. Some of these attacks have targeted transportation systems, including the 
bombings of mass transit and rail systems in Madrid, Spain (2004) and London (2005), the 
disrupted plot to blow up passenger aircraft over the Atlantic Ocean (2006), the bombing of the 
passenger terminal at Scotland's Glasgow International Airport (2007), and the attack on the 
Chatrapati Shivaji Terminus railway station among other sites in Mumbai, India (2008). 

According to the February 2008 Annual Threat Assessment of the Director of National 
Intelligence for the Senate Select Committee on Intelligence, al-Qa'ida has been able to retain a 
safe haven in the Federally Administered Tribal Areas of Pakistan. It continues to forge and 
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maintain ties with jihadists around the globe, including in Europe, the Levant, North and East 
Africa, the Arabian Peninsula, and in South and East Asia. Al-Qa'ida uses the Federally 
Administered Tribal Areas as a location to train new terrorist operatives, including the influx of 
Western recruits into the region since mid-2006. This could allow al-Qa'ida to improve its 
capability to conduct attacks on transportation interests in the United States and overseas. 

Autonomous. extremist cells that draw inspiration from al-Qa'ida, but operate independently, 
remain a serious threat. Small , "homegrown" extremist cells carried out the Madrid bombings 
(2004), the London bombings (2005), and the attack on Glasgow International Airport (2007). 
The disrupted plot to blow up fuel pipelines and storage tanks at John F. Kennedy International 
Airport in New York (2007) served as a reminder that the United States is not immune from such 
grassroots extremism. TSA remains alert, as well, to the potential threat posed by U.S. domestic 
extremists, including special interest tenwist groups, extremist groups, anarchist groups, and 
individuals acting alone. 

The most likely method for terrorist attacks against the transportation system remains improvised 
explosive devices (IEDs), which are used in the majority of attacks overseas and are likely to 
remain the most common method in the near future. Conventional small arms and easy-to
acquire explosive precursors,. such as hydrogen peroxide, are also. a concern and have been used 
in recent attacks on the transportation system. 

4. Transportation Security Update 

The Transportation Systems Sector is segmented into six key subsectors, or modes, which 
operate independently within both regulated and non-regulated environments, yet are also highly 
interdependent. Such interdependence is a defining characteristic of the transportation system. 
The six modes - aviation, mass transit and passenger rail , freight rail, highway and motor 
carrie r, maritime, and pipeline - all contribute to transporting people, food, water, medicines, 
fue l, and other commodities. 

The asset categories and their corresponding security priorities form the basis of each modal 
security plan. The following sections provide a summary of progress on the key priorities 
established in the 2008 modal plans. 

4.1 Aviation 

Aviation is a vital component of the national economy, encompassing both private and public 
entities. dedicated to achieving a comprehensive and integrated national approach towards aviation 
security. The Sector places p rimary emphasis on security risks associated with: 

0 Using aircraft as weapons, as in the 9/11 attacks, 
0 Aircraft becoming targets, as in the case. of Pan American World Airways flight 103, 
0 Airport fac il ities, and 
0 The National Airspace System. 

4.1.1 Commercial Airlines 

D Air Carrier Risk Analysis. Risk analyses were completed on 78 U.S. air carriers 
resulting in the development of a strategy to improve compliance with TSA security 
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programs and lower the risk to air can-iers conducting operations outside of the 
United States in areas requiring extraordinary security measures. 

D Comprehensive Air Carrier Inspection Protocol. A protocol was developed that 
provides a comprehensive top-to-bottom inspection and review of all aspects of an air 
carrier' s compliance with its security program(s). 

D Special Emphasis Inspection for No-Fly List Compliance. Air carrier systems were 
inspected to ensure compliance with a Security Directive preventing persons on the 
No-Fly list from boarding aircraft. 

D Airspace Security. Airline flight crews entering, leaving, or over-flying U.S. airspace 
were vetted against terrorist-related information using compute rized vetting and 
matching analysis to assess potential threats of terrorists posing as cleared aviation 
personnel. 

4.1.2 Commercial Airports 

D Airoort Emolovee Screening. Pilot projects were coordinated to demonstrate various 
methods to achieve I 00 percent screening of a irport employees. The projects were 
conducted between May 5, 2008, and July 2008, at seven airports of various sizes and 
geographic locations. A draft final report of findings is currently in review. 

D Biometric. Access. Controls. Multi-agency efforts were coordinated to expand use of 
biometric access controls at commercial airports. 

D Aviation Credential Interoperable Solution. TSA and OHS are partnering to develop 
the Aviation Credential Interoperable Solution, which will enhance certain aspects of 
credentialing and access control methodologies, and improve processes and devices 
to strengthen access control from registration/enrollment and vetting through physical 
access. 

D Man-Portable Air Defense Systems (MANPADS) Vulnerability Assessments (MVA). 
This program conducts routine and special assessments and awareness training at 
large and higher-risk domestic and international airports. Self-assessment guides 
assist other airports in conducting MY As. All domestic a irports have completed 
MV A and MANPADS Mitigation Plans. 

4.1.3 General Aviation 

D International General Aviation (GA) Security. TSA is working in coordination with 
its international security partners (foreign countries) to establish a strong GA security 
foundation within the global community and harmonize efforts where practical. 
These efforts have consisted of information sharing on various projects and 
initiatives, as well as frequent participation in international GA security seminars 
(Ukraine - September 2008, Australia - November 2008, and Mexico - December 
2008). 

D GA Airport Vulnerability Assessment. The 9/ 11 Act directed TSA to develop a 
standardized threat and vulnerability assessment program for GA airports that will 
he lp identify vulnerabilities at GA airports and. serve. as. a foundation on which to 
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build a GA grant program. GA Airport Vulnerability Survey development was 
completed and will be implemented in 2009. 

D Large Aircraft Security Program CLASP) Notice of Proposed Rulemaking (NPRM). 
TSA issued the LASP NPRM in October 2008, designed to mitigate the threat of 
ten:orist exploitation of large aircraft as a weapon against key assets and critical 
infrastructure. Once final, the LASP will require certain airport operators and U.S. 
operators of aircraft over a specified maximum takeoff weight to adopt a security 
program. 

D Positive Pilot Identification CPPID). The PPID program is designed to addr·ess 
concerns with the frequent inability of ground stations to identify airmen operating 
GA aircraft in or near the National Airspace System. The Aircraft Communications 
Addressing and Reporting System (ACARS) was developed in coordination with 
security partners (government and industry stakeholders) to provide data 
communications !between aircraft and ground stations. ACARS was initially used by 
commercial airlines but is now used by many general aviation operators through a 
subscription service from Aeronautical Radio, Incorporated (ARINC). 

D Secure Fixed Base Operator (SFBO). The SFBO program .is a TSA proof-of-concept 
initiative designed to strengthen the security of GA operations through private sector 
implementation of security measures at foreign FBO locations for flights operating to 
the United States. This program is a voluntary public-private partnership that provides 
a mechanism for verify ing the identities of persons traveling on board GA aircraft and 
strengthening the security of the operating area. In 2008, SFBO pilots were 
implemented in Shannon, Ireland; Anchorage, Alaska; Le Bourget, France; Luton, 
UK; Hong Kong, China; and Tokyo, Japan. The SFBO project is linked to PPID, 
assigning participating airmen identification badges to scan at the SFBO. It also vets 
passengers and crew prior to boarding at international locations. 

4.1.4 Air Cargo 

As mandated by the 9/1 1 Act, TSA is developing and implementing a system to screen 100 
percent of air cargo loaded onto passenger aircraft, which provides a level of security 
commensurate with that of passenger checked baggage. TSA and its security partners are 
pursuing a number of initiatives to aid industry in achieving this requirement. An interim 
requirement of screening 50 percent of cargo transported on passenger aircraft by February 
2009 has been met. 

D Certified Cargo Screening Program (CCSP). This program assists industry in 
meeting the 100 percent domestic cargo screening requirement by August 2010. It 
uses a supply chain approach to screen cargo from shippers, manufacturers, 
distribution centers, third-party logistics providers, indirect air carriers (IAC), and 
independent screening facilities .. 

D Narrow-body Screening Amendment. This amendment, requiring I 00 percent 
screening of cargo transported on all narrow body passenger aircraft, has greatly 
increased air cargo security by protecting the vast majority of passengers on 
passenger aircraft. This requirement was implemented by a regulatory program 
amendment that took effect in October 2008. 
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D Indirect Air Canier (IAC) Screening Technology Pilot. A screening technology pilot 
was implemented for certain high-volume IACs that are CCSP members. The pilot 
enhances capacity by providing guidance and transferring authority for private 
industry cargo screening, measures the effectiveness of select screening technologies 
on various commodity classes, and evaluates chain-of-custody procedures for 
screened cargo as it moves from the IAC to the air carrier. 

D International Collaboration. Efforts to align activities with foreign partners will 
increase global air cargo security and reduce burdens on trade. Agreements with the 
European Community and the Quadrilateral Working Group (QUAD), composed of 
the United States, Canada, Australia, and European Union member states, facilitate 
the signatories' seeking common and practical solutions to air cargo screening. This 
harmonization will contribute greatly to achieving the 100 percent screening 
requirement of the 9111 Act. 

4.2 Mass Transit and Passenger Rail 

The Nation's transit, commuter, and long-distance rail systems stand out among transportation 
modes because of their openness and the sheer volume of passengers carried on such systems 
across the country every day. The risk-reduction strategy for mass transit and passenger rail is 
based on following five guiding priorities: 

D Expanding security partnerships, 
0 Building security force multipliers, 
0 Elevating security baselines, 
0 Leading information assurance, and 
0 Mitigating high consequence. risk .. 

Over the past year, several new robust security initiatives were implemented and existing ones 
were greatly enhanced. 

0 Baseline Assessment fo r Security Enhancement (BASE) Program. The BASE program 
assesses the security posture of transit agencies in 17 Security and Emergency 
Management Action Items. The results of these assessments inform security priority, 
security enhancement program, and resource. allocation decisions. 

• Mass Transit and Commuter Rail. The program is progressing towards the goal of 
completing assessments of the largest 100 mass transit agencies, which account for 80 
percent of the total users of mass transit and passenger rail systems. In 2008, 
85 BASE assessments were completed, covering 48 of the 50 largest mass transit and 
passenger rail agencies, 27 of the next 50 largest agencies, and 10 smaller agencies. 

•. Bus. TSA assessed 29 bus-only systems. Results were used to identify areas for 
improvement and to develop security enhancement tools for smaller bus agencies. 

D Security Training. TSA and its security partners developed and implemented the Mass 
Transit Security Training Program, coordinated through the Mass Transit Sector 
Coordinating Council (SCC) and the. Transit Policing and Security Peer Advisory Group. 
The Program provides guidelines to mass transit and passenger rail agencies on the types of 
training to be provided, based on category of employee. Core training areas include 
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security awareness, behavior recognition, and immediate response to a threat or security 
incident. 

D National Tunnel Security Initiative. The Interagency Tunnel Security Working Group 
identified, assessed, and prioritized risks to mass transit systems with underwater. tunnels. _ 
The effort helps transit agencies to design and implement protective measures to deter and 
prevent attacks, and to develop blast mitigation and emergency response strategies. In 
2008, the Tunnel Security Initiative prioritized risk mitigation projects (e.g. enhanced 
surveillance and intrusion detection capabilities and anomaly and explosives. detection. 
systems, dedicated anti-ten orism operational teams, expanded explosives detection canine 
patrols, anti-terrorism training, drills and exercises, and multi-media public awareness 
activities); designed recommended protective measures; and developed strategies to fund 
future technology research and development aimed at novel technical solutions. 

D Information Sharing. To enhance intelligence sharing, a multi-faceted process was 
established to ensure timely notification of threats, incidents, and related security_ concerns. 
The Mass Transit Information Sharing Network brings together representatives from 
approximately 15 key offices within OHS and the Department of Transportation (DOT). 
The Network's primary mission is to enable informed decision-making on security 
measures and actions during periods of heightened threat or security incidents. In addition 
the Public Transit Information Sharing and Analysis Center communicates security-related 
information and advisories obtained through open and secure sources to over 400 public 
transit systems. It plays a vital role in facilitating communication and coordination of 
information related to terrorism. 

D Security Standards Development. TSA and its Federal partners continue to work with the 
American Public Transportation Association Security Standards. Policy and Planning 
Committee to develop best practices to enhance security in transit systems. This 
collaborative effort faci litates the development of consensus-based standards in the areas of 
infrastructure protection, emergency management, and risk assessment. TSA plans to 
provide the security practices derived from the BASE program to the appropriate working 
groups, to spur progress and expedite completion of industry security standards. 

4.3 Freight Rail 

The freight rail system's ability to move large volumes of material quickly makes it essential to 
our national defense and economic security. The security objectives for the freight rail mode are: 

D Establishing performance-based security standards, 
0 Enhancing the security of hazardous material (HAZMA T) shipments, 
O Enhancing emergency preparedness, response, and recovery capabilities, and 
0 Enhancing detection and deten ence capabilities for critical infrastructure. 

Over the past year several new robust security initiatives were implemented and existing ones 
were greatly enhanced. 

0 Toxic Inhalation Hazard (TJH) Risk Reduction Program. This program focuses on 
reducing risk by minimizing the time shipments of commodities that pose a toxic 
inhalation hazard spend in. High Threat Urban Areas. (HTUA). An industry baseline. 
captures the level of risk associated with the transportation of TIH shipments and allows 
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for objective measurement of risk reduction by operator. Using this assessment, a 60 
percent risk reduction had been achieved through 2008. This risk reduction was achieved 
without rules, regulations or security directives, but rather through the cooperative efforts 
of railroad carrie rs. 

0 . Rail Transportation Security Final Rule (73 FR 72130). Published on November 26, 
2008, the Rail Security Final Rule enhances security of freight and passenger rail by 
requiring railroad operators to designate security coordinators and report significant 
security concerns. The rule also codifies TSA's broad inspection authorities. It 
specifically addresses rail transportation of Security-Sensitive Materials (SSM), including 
TIH materials, by establishing secure chain-of-custody requirements for freight railroad 
carriers, rail HAZMAT shippers, and rail HAZMAT receivers located in a HTUA. When 
requested by the Federal Government, covered entities are also required to report on the 
location of individual rail cars containing rail SSM within 5 minutes and the locations of 
all cars containing rai l SSM within 30 minutes. 

0 Rail Corridor Assessments. DHS and DOT continue to assess the vulnerabilities of high
population areas where TIH is moved by rail in sig nificant quantities. Teams comprised 
of subject matter experts (SMEs) from TSA, the Federal Railroad Administration (FRA), 
the Pipeline and Hazardous Materials Safety Administration (PHMSA), DHS, affected 
railroads, and State and local homeland security officials conduct the assessments, which 
aid in identifying areas of high consequence and vulnerability. The scope of the 
assessments was recently expanded to include all 60 designated HTUAs. Surface 
Transportation Security Inspectors (TSis) are being utilized to conduct these additional 
assessments. Through 2008, the following assessments have been completed: 
Philadelphia, Washington, D.C., Northern New Jer sey, Cleveland, New Orleans, 
Houston, Los Angeles, Chicago, and Buffalo, New York. 

0 Rail Routing Final Rule (73 FR 7218). Published on November 26, 2008, the PHMSA 
rule requires rail carriers to annually collect data on the movements of SSM (such as 
TIH), analyze safety and security risks along the routes these materials are transported as 
well as all practicable alternative routes over which the carrier has authority to operate, 
and to select the route posing the least overall safety and security risk. FRA enforces the 
rule and may, in consultation with PHMSA, TSA, and the Surface Transportation Board, 
require a carrier to use an alternative route to the route selected by the carrier if FRA 
determines that the carrier's route selection documentation and underlying analysis are 
defic ient and fail to establish that the route chosen by the carrier posses the least overall 
safety and security risk. 

0 Corporate Security Reviews (CSRs). The CSR Program examines freight railroad 
caITiers' security plans for sufficiency by focusing on the following areas: physical 
security, communication, cyber security, hazardous materials security, and training. 
Following thi s evaluation, a determination is made of the degree to which mitigation 
measures are implemented throughout the company and recommendations are provided 
for additional mitigation measures. This "instructive" review of a company's security 
plan and procedures provides the government with a general understanding of each 
freight railroad's ability to protect its critical assets and its methods for protecting 
HAZMA T under its control. Recommendations of specific mitigation strategies are tied 
to identified vulnerabilities and are discussed with company officials. CSRs for all seven 

10 



Class I railroads were completed in 2007. In 2008, TSA completed 38 CS Rs on short 
line and regional railroad carriers. 

0 Tank Car Threat Assessments. As required by Section 1519(a) of the 9/11 Act. 6 U.S.C. 
§ 1169, TSA completed a project to identify, define, and prioritize threat scenarios for 
rail tank cars containing TIH materials, to evaluate the likely methods of attack to breach 
a TIH tank car, and to define the types and amounts of explosives and weaponry that 
might be used against a TIH tank car. The tank car threat analysis was conducted by an 
interagency technical team consisting of representatives from TSA, the Department of 
Defense (DoD), the Federal Bureau of Investigation, and DOT. The technical team 
determined the five weapons most likely to be used in an attack on a TIH tank car and 
evaluated the. efficacy and limitations of each in a classified report. 

4.4 Highway and Motor Carrier 

The diversity of the trucking industry poses significant challenges to integrate security 
effectively in both large, complex trucking operations and smaller owner/operator businesses. 
The security objectives for the highway and motor carrier mode are: 

0 Standardizing risk assessment and risk mitigation approaches, 
0 Establishing performance-based security guidelines, 
0 Enhancing owner/operator awareness and training, 
0 Expanding development and adoption of security technology, 
0 Enhancing driver threat assessments and credentialing, and 
0 Expanding existing HAZMA T security require ments. 

TSA has continued to develop and bolster security initiatives in the Highway and Motor Carrier 
mode throughout 2008 to address each of these objectives. 

0 Security-Sensitive HAZMAT Security Action Items. On June 26, 2008, Security Action 
Items (SAis), which are voluntary measures provided to carriers for consideration during 
their security plan development process, were released to HAZMAT motor carriers. The 
SAis are divided into four categories: 1) general security, 2) personnel security, 3) 
unauthorized access, and 4) en-route security. Action items include 23 voluntary 
practices for implementation by motor carriers transporting certain HAZMA T that are 
divided into two tiers (Tier 1 and Tier 2 SSM). The SAis are implemented according to 
the risks associated with each Tier of SSM. TSA plans to incorporate the SAis into a 
regulatory program in the future. 

0 Background Checks. All commercial vehicle drivers who transport HAZMAT must have 
a Hazardous Materials Endorsement (HME), which requires a Security Threat 
Assessment (STA). The STA is conducted under the direction of the Office of 
Transportation Threat Assessment and Credentialing (TTAC) in accordance with 
regulations in 49 CFR, Part 1572. To date, approximately 1.4 mill ion of the estimated 
2.7 million licensees who had HMEs prior to this regulatory change have completed 
STAs. Additionally, approximately 101,000 drivers have completed this requirement 
through the Transportation Workers Identification Credential (TWIC) background check 
process. 
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0 Strategic Plan for High-Risk Bridge and Tunnel Hardening. A National Strategy for 
Highway Bridge Security, which includes establishing a security enhancement fund 
exclusively available for use on highway structures, is being finalized . . Additionally, 
work is being done with State authorities in Maryland and Virginia to train bridge 
inspectors in the recognition of security threats during bridge inspections, and DHS will 
be awarding a contract to complete in-depth security assessments of the Nation's top 58 
critical highway infrastructures. 

O Training and Security Plan Regulations for Trucks and Commercial Buses. As required 
under Sections 1531and1534ofthe9/11 Act,6U.S.C. §§ 1181 and11 84,regulations 
are being drafted to require security assessments and plans, as well as training programs, 
for motor coaches operators. Similar requirements are being considered for a subset of 
the trucking industry (to include at a minimum those operators who carry SSM as defined 
in the SAl released in June 2008). 

0 Grants. The 2008 Intercity Bus Security Grant Program (IBSGP) provided over $11 
million to owners/operators of fixed route intercity buses and charter services using over
the-road buses. In addition, the Truck Security Grant Program provided over $15 million 
to establish and maintain a 2417 call center for anti-terrorism and security awareness 
program, maintain the Highway lnfonnation Sharing and Analysis Center, update and 
maintain the anti-terrorism and security awareness. training program, and develop 
methodologies to identify and recruit highway professionals to actively participate in an 
anti-terrorism and security awareness program. 

0 CSRs. CSRs were conducted on 27 motor carriers, 4 motorcoach operators, 4 school 
transportation operators, and 4 State transportation departments (including three for 
follow-up reviews). These reviews allow us to assess the industry's level of security 
planning and implementation, build relationships, and share effective security practices. 

0 Memorandum of Understanding. As required by Section 1541 of the 9/11 1 Act, DHS, 
acting through TSA, and DOT, acting through the Federal Motor Carrier Safety 
Administration, signed an Annex to the DHS/DOT Memorandum of Understanding in 
October 2008. This document defines the specific roles and delineates the 
responsibilities between the two agencies to address motor carrier transportation security 
matters, including over-the-road bus security matters and processes the agencies will 
follow to promote communications, efficiency, and non-duplication of effort. 

4.5 Maritime 

The National Strategy for Maritime Security, its eight subordinate security plans, and the Maritime 
Modal Security Plan identify three major security priorities to reduce security risks in the mode: 

0 Protecting, preventing, and deterring acts of terrorism against, or involving the use of, 
the maritime transportation systems; 

0 Enhancing the resiliency of the transportation system; and 
0 Maximizing the cost-effectiveness of the limited resources of the maritime 

transportation systems sector. 
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TSA's maritime security activities in support of the U.S. Coast Guard 's (USCG) mission lead in 
maritime security are listed below. 

0 Transportation Worker Identification Credential (TWIC). TWIC is a common 
identification credential for all personnel requiring unescorted access to secure areas of 
maritime facilities and vessels, and all mariners holding USCG-issued credentials. 
Individuals who meet TWIC eligibility requirements will be issued a tamper-resistant 
credential containing the worker's biometric to allow for a positive link between the card 
and the individual. TWIC was firs t deployed in October 2007 at the Port of Wilmington, 
Delaware. To date, enrollment sites have been established at over 150 locations 
nationwide. To complement fixed enrollment centers, nearly 400 mobile enrollment 
locations have been deployed to address the needs of stakeholders. As of December 3, 
2008, more than 703,000 workers. have successfully enrnlled in the TWTC program and 
more than 625,000 workers have completed the background check process and were 
issued TWIC cards . These figures are tracked and updated weekly. Additionally, more 
than 470,000 workers have activated their cards. The USCG initiated a second TWIC 
rulemaking to. establish requirements for biometric readers. 

0 OHS Infrastructure Protection Port Security and Transit Ferry Security Grant Program. 
2008 grant funding totaled $400 million, of which approximately $5 million was 
designated specifically for passenger/vehicle ferries. In total, approximately $1.5 billion 
has been awarded in e ight rounds of port security grants. TSA contributed operational 
subject matter expertise for both port and transit ferry systems, in coordination with the 
USCG, DOT's Maritime Administration, and the Federal Emergency Management 
Agency (FEMA) in setting policy and award priorities, and recommending award 
distribution. 

0 Explosives Detection on Ferry Operations and Cruise Ship Terminals. The Security 
Enhancement and Capabilities Augmentation Program (SEACAP) enhances DHS's 
capability to deter, detect, and prevent explosives from being introduced as weapons on 
ferries and in cruise line terminals. In 2008, TSA tested the Transportable Radiation 
Monitoring System at the Galveston- Port Bolivar ferry in Galveston, Texas, as well as 
the Z-Portal vehicle x-ray screening system with the North Carolina Department of 
Transportation, Ferry Division . . SEACAP operates in the Nation's top 25 Passenger 
Vessel Systems (Ferry and Cruise Ship Operations). 

0 Security Awareness Training. In 2008, TSA released a CD-ROM course entitled 
"Vehicle Borne Improvised Explosive Device/Improvised Explosive Device 
Recognition/Response for Passenger Vessels and Terminals." To date, TSA has 
distributed to passenger vessel and terminal operators approximately 2,800 copies of this 
training program. Additionally, in 2008, TSA hosted Maritime Explosives Security 
Seminars in the port areas of Seattle, Washington, and Boston, Massachusetts, that 
brought together more than 100 members of local and Federal agencies, bomb squads, 
fi rst responders, and the maritime industry to discuss port and maritime security . 

4.6 Pipeline 

The Nation's pipeline industry has made good progress. on assessing risks. associated with its 
control centers, and in many cases, has established system redundancy. Operators have also taken 
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specific steps to harden facilities and increase visitor and vehicle monitoring, and have posted 
guards at critical facilities with higher threat levels to help deter a terrorist attack. 

The risk reduction strategies for pipeline focus on: 

0 Developing a pipeline system-relative. risk ranking and prioritization tool; 
0 Distributing baseline smart practices and security guidelines; 
0 Conducting pipeline international cross-border vulnerability assessments; and 
0 Improving relatio nships with government and private sector pipeline stakeholders 

using the Government Coordinating Council (GCC)/Sector Coordinating Council 
(SCC) framework, monthly stakeholder conference calls, and an annual International 
Pipeline Security Forum. 

Over the past year, TSA implemented several new robust security initiatives and greatly 
enhanced existing ones. 

0 CSRs. The centerpiece of the pipeline security program is the CSR. Begun in 2003, 
CSRs are used to build relationships with pipeline operators, assess their corporate 
security plans and programs, and provide recommendations for improvement. The top 
I 00 pipeline systems collectively transport 84 percent of the Nation's energy. CSRs were 
conducted on l 2 of those systems in 2008, thereby completing reviews of the Nation's 
top 100 pipeline systems. 

0 Pipeline Employee Security Awareness Training. CSRs indicated shortcomings in many 
pipeline operators' security awareness training programs for frontline employees who are 
most likely to witness suspicious activity at field facilities. To address thi s issue, a 
training DVD was developed using DHS SMEs, but tailored specifically to an audience 
of pipeline operators. The training covers topics such as security measures, awareness of 
vulnerabilities, potential threats,. and targeting. 

0 Cross-Border Pipeline Assessments. Recognizing the importance of securing the 
movement of energy resources between the United States and Canada, TSA participated 
in joint reviews of six of the largest cross-border pipeline systems. Teams of Canadian 
and U.S. government officials and other SMEs assessed control systems, infrastructure 
interdependencies, and assault planning processes to identify security gaps and provide 
options for consideration to enhance protective measures. Pipeline operators. 
subsequently used the assessment results to target system improvements. 

0 Annual International Pipeline Security Forum. In conjunction with Natural Resources 
Canada, TSA has hosted an annual 2-day conference to enhance government and industry 
pipeline security domain awareness and provide opportunities for the discussion of major 
pipeline security issues. In 2008, more than 150 people attended the forum, including 
representatives and officials from the U.S. and Canadian governments, pipeline 
associations, U.S. and Canadian p ipeline operators, and representatives from the security, 
intelligence, and law enforcement communities. 

0 Pipeline Security Guidel ines. In 2002, DOT's Office of Pipeline Safety issued pipeline 
security guidelines to improve the security posture of the pipeline industry. CS Rs of 
pipeline operators were conducted based on these guidelines. After the DOT guidelines 
were published, TSA was designated in the National Infrastructure Protection Plan 
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(NIPP) as the Sector Specific Agency responsible for pipeline security. TSA is in the 
process of updating these guidelines with input from DOT and the private industry. 
Furthermore, under the 9/11 Act, TSA is tasked with determining the need for pipeline 
security regulations, and the updated guidelines may form the. basis for regulatory action 
in the future if that becomes necessary. 

4.7 lntermodal Transportation Interconnectivity 

The Nation 's transportation system is widely distributed, yet highly interconnected. Programs 
and initiatives are designed to account for the intermodal nature of the transportation system, 
whereby an event in one mode can affect another, and prevention, protection, and recovery 
efforts can be helped or hindered by existing intermodal connectivity and actions. TSA works 
with its security partners and stakeholders to ensure coordination at these modal interfaces. Key 
examples of TSA' s current programs are highlighted in the fo llowing sections. 

0 Bomb Squad Response in Transportation Systems Training. TSA conducted five 
sessions which provided advanced technical training to 25 public safety bomb squads, 
comprising approximately 170 personnel, on responding to. improvised explosive devices. 
and explosives incidents in the aviation environment. Two additional training courses 
were conducted for 11 public safety bomb squads (consisting of 65 personnel) 
responsible for responding in the mass transit environment. 

0 Expanding Use of Explosives Detection Canine Teams (EDCTs). In 2008, the National 
Explosives Detection Canine Team Program deployed approximately 400 canine teams to 
76 airports to conduct random explosives detection screening of cargo being loaded on 
passenger aircraft. Twenty-five percent of a TSA-certified EDCT's time is ded icated to 
screening cargo and mail for explosives prior to be ing loaded on passenger aircraft or to 
related deterrent activities. In mass transit systems, 62 TSA-certified explosives 
detection canine teams have been deployed. Their mobility enables random and 
unpredictable operations throughout the transportation systems. 

0 Training and Exercise Program. The Tntermodal Security Training and Exercise Program 
(I-STEP) faci litates training and exercise management in all transportation modes. It 
brings together Federal, State, and local governments, and private industries to develop 
and test clear and consistent training and exercise performance measures. In 2008, 1-
STEP supported over 12. exercises. involving maritime, mass transit, freight rail, and 
motorcoach bus modes of transport. 

0 Visible Intermodal Prevention and Response (VIPR) Program. Specifically authorized 
by Section 1303 of the 9/ 11 Act, 6 U.S.C. § 1112, VIPR teams flexibly integrate multiple 
TSA assets, including Federal Air Marshals, TSis, TSOs, canine teams, Explosives 
Security Specialists, and advanced screening technology to augment the security in any 
mode of transportation. VIPR team personnel operate in a discreet manner, utHizing 
behavioral detection, surveillance detection, and counter surveillance activities. TSA has 
independently supported and partnered with other DHS agencies to conduct VIPR 
operations. ln 2008, over 800 VIPR operations were deployed across the transportation 
sector to augment State and local security and. law enforcement resources. 
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5. Research, Engineering, and Development Activities 
Related to Transportation Security 

TSA works with its Federal, State, and local security partners and private sector stakeholders to 
address national Research and Development (R&D) initiatives in support of the 
NIPPffransportation Systems Sector Specific Plan and the National Critical Infrastructure 
Protection R&D Plan. Working groups coordinate common requirements and intermodal needs 
among all partners and stakeholders along with other sectors that either influence or are 
influenced by transportation. Much of the progress of modal R&D initiatives is reflect·ed in the 
prior modal sections. However, the following is a summary of key progress points for 2008. 

5.1 Screening and Inspection - Passengers 

0 Checkpoint Evolution. This initiative improves passenger security systems through 
enhancing detection capability by reshaping the checkpoint environment. Checkpoint 
Evolution includes three strategic initiatives: l ) improve detection capability; 2) enhance 
behavior detection capability; and 3) establish partnerships to expand the security 
screening process throughout the passenger journey. In April 2008, TSA began its first 
integration pilot at Baltimore-Washington International Thurgood Marshall Airport 
(BWI). This pilot combines several programs from the. explosives detection and behavior 
detection initiatives and is designed to provide a layered defense that extends beyond the 
checkpoint and into public spaces. The BWI checkpoint integrated a new layout, 
emerging technologies, and environmental elements, all designed to increase explosives 
detection, aid passenger flow, and provide. an effective platform for behavior detection. 

O Advanced Technology (AT) X-Ray. AT refers to the next generation of threat image 
projection-capable x-ray equipment that examines. dimensions. and densities of objects 
within a carry-on bag and provides dual images to TSOs for enhanced threat 
identification. TSA deployed approximately 500 AT units to Category X and I airports in 
2008. TSA is working with the AT vendors to develop liquid threat detection capability 
that wi ll potentially eliminate the. liquid restrictions at checkpoints. Vendors. have been 
developing liquid threat detection software that is currently being tested in a government 
explosives laboratory and in pi lot mode at certain airports. In parallel, TSA is conducting 
a solicitation for the next generation of AT systems to enhance detection capability and 
improve performance . 

0 Bottled Liquids Scaru1ers (BLS). The BLS is a hand-held or bench-top device with the 
capabil ity to discrimi nate. between liquid explosives or. flammable. liquids and common, 
benign liquids carried by passengers. TSA has deployed approximately 400 BLS systems 
designed to detect liquid threats emitted from liquid containers. TSA is in the process of 
procuring the next generation of BLS systems that will have greater threat recognition 
capability,. eliminate the. need to open bottles,. and reduce the. cost of operational 
consumables. 

0 Advanced Imaging Technology. This technology generates high-resolution images that 
allow TSOs to conduct secondary screening of passengers and inspect for all types of 
concealed weapons (metal and non-metal) in place of a traditional alarm resolution 
techniques (i.e . metal detection wand inspection and physical pat-down). TSA has 
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deployed approximately 50 systems. Passenger acceptance rating for mi llimeter wave 
and backscatter technology continues to be approximately 93 percent. TSA is conducting 
a number of pilots to improve throughput and communication efficiencies. 

5.2 Screening and Inspection - Checked Baggage 

0 Passenger Volume. In the near-term (1 - 3 years), TSA will develop technologies to 
support variable passenger volumes at the Nation' s airports. Using the Planning 
Guidelines and Design Standards for Checked Baggage Inspection Systems published 
October 10, 2008, TSA is supporting the development and deployment of reduced-size 
medium-speed and high-speed checked baggage screening systems. 

0 Threat Detection. In the longer term (3 - 6 years), the Manhattan JI program is focused 
on activities to develop next-generation explosive detection systems, and aims to develop 
and optimize threat-specific detection algorithms, and investigate and evaluate innovative 
ways to apply these algorithms to baggage screening. 

5.3 Screening and Inspection - Cargo 

0 Explosives Detection. Numerous cargo screening improvement initiatives were 
developed to evaluate technologies to detect multiple types of explosives across a range 
of commodity classes .. This. includes the evaluation of unique scanning technologies for 
pallets and containers, the continued testing of Hardened Unit Load Device equ ipment 
designed to withstand explosive blasts, and additional studies of trace sensors to better 
detect explosive particles and vapor signatures. 

0 CCSP. A program designed to enable vetted, validated, and certified supply chain 
faci lities to screen cargo before it is consolidated and delivered to the transport carriers is 
being tested. 

5.4 Infrastructure and Conveyance Protection 

5.4.1 Infrastructure Protection 

0 Rapid Response. TSA continued to investigate using robots and a highly portable utility 
rail car to assist first responders during incidents in tunnels and other hazardous 
environments. TSA also participated in joint field tests on rapid response to extreme 
events in tunnels, bridge and tunnel blast modeling and simulation, and the construction 
of a tunnel test track to enhance. the evaluation of potential rail security threats .. 

0 Intelligent Video and Virtual Fence for Infrastructure Protection. Test beds were 
established, and several intelligent video, video indexing and extraction to handheld 
devices, and virtual fence systems were evaluated. Projects are currently underway at 
Amtrak 301

h Street Station in Philadelphia, Pennsylvania; the Port-Authority Trans
Hudson subway system in New York and New Jersey; and the St. Paul' s Avenue rail 
yards in Jersey City, New Jersey. 

0 TWIC Access Control. With the USCG, TSA has initiated pilot programs to test TWIC 
access control technologies in real-world marine environments. 
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5.4.2 Conveyance Protection 

0 Remote Disabling Systems. Field evaluations of remote disabling systems on buses were 
conducted in San Diego, with tests of abil ity to disable and stop diesel locomotives 
planned in the New York City area in 2009. 

0 Next Generation Rail Tank Car. Research on the Next Generation Rail Tank Car project, 
done jointly with the FRA and industry, continued with construction and testing of a 
prototype planned for 2009. 

5.4.3 Improved Materials and Methods of New/Existing Structures 

0 Advanced Materials. TSA is working with the DHS Directorate for Science and 
Technology (S&T), academia, and private industry to explore advanced materials 
solutions such as nanotechnology, self-healing structures, and blast-absorbing materials 
to provide practical solutions for existing transportation structures. Initiatives include a 
"tunnel plug" or system that can seal breaks or hold back pressure from a break, paint 
that can detect and repair cracks in surface, and advances in steel and re inforced concrete 
for bridges and other structures. 

0 Building Security Integration. TSA continues to work closely with airport and industry 
designers and engineers, through the Airport Peer Review Group, to address integrating 
security into new and existing facility construction programs. 

0 Enabling or Complementary Technologies and Capabilities. TSA suppo1ts developing 
technologies intended to augment human performance. Pilot programs include passenger 
behavior assessment, suspicious behavior detection , voice stress analysis, and intelligent 
video technology. 

6. Cooperative Efforts with Domestic and Foreign Security 
Partners 

The need for public-private cooperation is crucial due to the wide spectrum of entities that own 
and operate transportation systems. Effecti ve cooperation takes into account the expertise, and 
operationa l and economic concerns of all interested parties when developing security programs. 

6.1 Other U.S. Departments, Agencies, Instrumentalities and State 
and Local Authorities 

0 Transportation Sector Government Coordinating Council (GCC)/Sector Coordinating 
Council (SCC). Significant progress has been made. in building public-private. 
partnerships to improve cooperation among stakeholders and partners. The GCCs and 
SCCs, as part of the Critical Infrastructure Protection Advisory Committee, coordinate 
security initiatives across the transportation sector and establish an institutionalized 
process for the private sector to participate in programmatic planning, strategy, policy, 
implementation, and joint monitoring of progress of transportation security initiatives. 

0 National Capital Region Coordination Center (NCRCC). The interagency NCRCC, co
located with TSA's Transportation Security Operations Center, is staffed 2417 by TSA, 
Federal Aviation Administration, DoD, Customs and Border Protection, USCG, United 
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States Secret Service, and the U.S. Capitol Police. Combined with other agencies that 
provide staffing as required, the NCRCC provides a coordinated response to any potential 
threats in the National Capital Region. In addition, the. NCR CC enhances coordination 
for DoD and DHS aircraft performing aerial interdiction of tracks of interest flying in the 
Air Defense Identification Zone or other restricted airspace in the National Capital 
Region without authorization. 

6.2 Foreign Transportation and Security Authorities 

0 Transportation Security Administration Representatives (TSAR). A cadre of 22 TSARs 
in 19 locations worldwide provided diplomatic liaison to coordinate, align, and ensure 
consistency between security requirements of the United States and those of foreign 
governments. These representatives also serve as principal advisors on transportation 
security affairs to U.S. Ambassadors and embassy officia ls. TSARs continually interact 
with individual partners on a bilateral and regional basis to improve compliance with 
U.S. and international standards. In 2008, TSA received approval to establish new TSAR 
positions in Amman, Jordan; Ottawa, Canada; New Delhi, India; Warsaw, Poland; and 
Berlin, Germany. 

D Transportation Security Specialists (TSS). TSA's TSSs assess international airports for 
compliance with the Standards and Recommended Practices established by the 
International Civil Aviation Organization (ICAO). In 200S, over 140 airports were 
assessed, including those: served by U.S. air carriers; from which a foreign air carrier 
serves the United States; that pose a high risk to international a ir. travel ;. and others as 
determined by the Secretary of DRS. 

0 International Air Carrier Program. One hundred sixty foreign passenger air carriers and 
42 foreign all-cargo carriers operate to and from the United States. Six International 
Industry Representatives (IIR) in four locations worldwide liaise with international air 
calTiers and international airline associations to provide regulatory guidance, ensure 
compliance with U.S. regulations, and promote positive government-industry relations .. 
IlRs work with new start-up passenger and all-cargo a ir can'iers to ensure compl iance 
with TSA regulatory requirements. IIRs also receive and coord inate the sharing of 
aviation security requirements, intelligence, incidents and threat information. 

0 International Working Group on Land Transport Security. TSA has historically worked 
with the European Union, the Group of Eight (GS), Japan, the United Kingdom, Canada, 
and Mexico to discuss issues related to rail security .. The first meeting of the 
International Working Group on Land Transport Security, which the United States hosted 
and chaired, was held in San Francisco, California, in November 2008. Over 20 
transportation security officials from 12 countries, the European Commission, and the 
International Union of Railways gathered to discuss future cooperation, information 
sharing, research and development, emerging threats to mass transit security, and more. 

0 GS Transportation Security Subgroup (TSSG) .. TSA is the lead U.S. agency for the 
TSSG, one of seven subgroups that convene concurrently during the G8 meetings. Since 
its creation as a formal subgroup, the TSSG has compiled and shared best practices and 
recommendations that have strengthened transportation security within the GS nations 
and globally. Since 2002, GS transportation security work has resulted in over 20 
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guidance documents exported to international organizations such as the ICAO, 
International Air Transport Association, International Federation of Airline Pilots' 
Associations, International Maritime Organization, and World Customs Organization. 
Through outreach programs and projects passed to TCAO, for example, TSSG products 
have been used to guide security practices in the international aviation sector by 
strengthening t1ight deck security, proposing more effective screening methods for 
passengers and baggage, and developing a checkli st to address MANPADS. In 2008, the 
TSSG completed four projects dealing with future threats to aviation security, behavior 
observation techniques, screening methods for passengers and baggage and pipeline 
security. 

0 QUAD. This working group provides opportunities for the United States, the European 
Union, Australia, and Canada to discuss important transportation security issues and 
develop high-level responses to shape national and international security approaches or 
policy. This collaboration, drawing on informed best practice solutions, results in 
frameworks and principles that can be used in the development of more detailed national 
or international mitigation strategies. The QUAD increased information sharing by 
forming SME working groups on Liquids, Aerosols, and Gels (LAGs), GA, and Air 
Cargo. The LAGs group is currently working to develop common standards for LAGs 
screening technology and synchronize security measures. The QUAD developed and 
presented a paper to ICAO recommending a revised Prohibited Items. List for aviation 
security that would better align global aviation security requirements. This paper was 
subsequently approved by ICAO and di sseminated to TCAO member States. 

0 Asia- Pacific Economic Cooperation (APEC). TSA plays a leading role in two APEC 
sub-groups: the Counter Terrorism Task Force and the Transportation Working Group's 
Aviation Security Experts Group. Supporting the U.S. lead agency, the Department of 
State, TSA has promoted several new initiatives. that include an aviation point-of-contact 
network, a passenger baggage screening practices paper, an air cargo workshop, and 
information sharing on capacity-building initiatives underway in the APEC region. 
Understanding the modalities and complexities of the APEC working groups has been a 
challenge that may be overcome by a TSA-led initiative to convene regularly an informal 
"strategy core group" of like-minded nations. The purpose of the core group is to support 
subgroup chairs in coordinating and completing projects in a timely manner and setting 
current and future priorities for the group. 

0 ICAO. TSA works closely with ICAO to strengthen aviation security standards and to 
encourage compliance with and coordination of those standards throughout the 
international aviation system. TSA actively participates in ICAO' s Aviation Security 
Panel of Experts, which is the ICAO body responsible for promulgating international 
security standards; chairs the panel's New and Emerging Threats Working Group; and 
has two individuals assigned to ICAO's aviation security panel. TSA also works 
multilaterally with States through regional and international aviation security 
organizations, such as the European Civil Aviation Conference, the Latin American Civil 
Aviation Commission, the African Civil Aviation Commission, and other organizations. 
ICAO's Universal Security Audit Program contributes directly to U.S. homeland security 
by ensuring that each of ICAO's 190 member states undergo security audits and comply 
with international aviation security standards. 
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7. Budget, Staffing and Grants 

7.1 An Accounting of OHS Personnel Working on Transportation 
Security 

The 9/ 11 Act requires an accounting of personnel working on transportation security by mode. 
Table l indicates the number of Federal personnel designated for work (including part-time 
work) on transportation security issues in the various transportation modes as of September 30, 
2008. DHS does not currently have procedures in place to collect similar information for 
contract personnel. The USCG figures separately account for civilian and military personnel. 
Employees designated for work on multiple modes or in indirect support were classified as. 
"other." Personnel were determined to be "working on transportation security" if they devoted 
more than 25 percent of their working hours in direct support of a transportation security 
function or more than 75 percent of their working hours in indirect support of a transportation 
security function (such as personnel, acquisition, finance, or administrative functions). 
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Table 1: DHS Personnel Working in Transportation Security 

Mode DHSHQ TSA lJSCG CBP FEMA Total 
Aviation 0 56,277 0 0 0 56,277 

AD Military: Total 
8,686 Military: 

Selected 
Reservists: 0 0 10,382 

Mru·itime 0 1,696 
Fed Civi lia n: Fed Civilian: 

1,577 1,600 
0 6 

17 
Fre ight Rail 0 17 0 0 1 1.8 

Highway 0 19 0 0 3 22 
Mass Transit 0 19 0 0 4 23 

Pipeline 0 12 0 0 0 12 
Other (Multiple 
Modes I ind irect 9 1,734 0 0 2 1,745 

Suooort) 
Military: Military: 
10,382 10,382 

Total 
Fed Civi lian: Fed Civilian:. 

1,577 59,697 
9 58,095 0 16 

Table 2 accounts for turnover among senior staff of DHS (and any component agencies) working 
on transportation security issues, including program managers responsible for transportation 
security programs, as well as their immediate supervisors and other superiors, up to and including 
Assistant Secretaries or Unde r Secretaries, during FY 2008. Senior staff means those permanently 
appointed to leadership positions for major organizational elements at or above GS-13, I-band, or 
the military grade of 0 -4. 
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T bl 2 T . s OHS St ff W k. ' - T ' t f s 
DHS TSA (1-hanJ USCG (GS-I' CHP FEl\IA Total 
llQ ,111d aho\ d and 0--1 and 

ahm c) 
Average Number of Military: Mil itary: 
Transportation Security 529 529 
Senior Staff personnel 9 7,829 0 0 
onboard in FY 2007. Civilian: Civilian: 

363 8,201 
Number of Senior Staff MiUtary: Military: 
personnel who left those 

0 568 
167 

0 0 
167 

positions during FY 2007 Civilian: Civilian: 
27 595 

Turnover rate = # of Mibtary: Military: 
Senior Staff personnel 31.6% 31.6% 
who left I average 0 7.25% Civilian: NIA NIA Civilian: 
on board count (in % ) 7.5% 7.3% 

The computation of senior staff turnover was determined by: 

1. Average Number of Senior Staff_ Derived from the sum of senior staff personnel on 
board at the beginning of the fiscal year (10/ l/2007) and the number on board at the end 
of the fiscal year (9/30/2008) divided by two. Where this method did not yield 
representative results, agencies were permitted to use an alternative method, for example 
when the senior staff population varied significantly throughout the year. 

2. Number of Senior Staff Personnel Who Left Simple accounting of the number of 
senior staff that left positions during FY 2008. 

3. Turnover Rate. Derived by dividing the number of personnel who left by the average 
onboard count. The accounting processes used to gather the required information are 
newly developed and the data has not been validated. DHS intends to refine the protocols 
and document the process to assure uniformity in data collection among its offices and 
agencies in FY 2009. 
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7.2 Accounting of Funding in the President's Budget for 
Transportation Security 

DHS is developing accounting protocols to comply with the 9/1 I Act's budgetary information 
requirement. These procedures will provide guidance to DHS agencies regarding the modal 
breakdown of funds that were budgeted and expended under broadly defined accounts, such as 
the surface transportation security program and the transportation support program accounts. 
The guidance will also address how the USCG will determine the portion of its program 
accounts that can be accounted for under its transportation security responsibilities. Likewise, 
the guidance will assist other. DHS offices and agencies with cross-modal responsibilities in 
apportioning their transportation security funds to the different modes. The next annual progress 
report will provide data for FY 2009. 

7.3 Reducing Risks through Security Grants 

The 91l1 Act requires an accounting of all grants for transportation security awarded by the 
Secretary, and a description of how the grants accomplish the Department's goals. The program 
accomplishments are described below. The subsections below show the distribution of the grant 
awards for FY 2008. 

7.3.1 Transit Security Grant Program (TSGP): 

The TSGP provides. funding to transit agencies,. ferry systems, Amtrak, and transit security 
providers to enhance regional security and mitigate risk. In 2008, DHS continued the process 
of entering into cooperative agreements in the highest risk regions. This method for 
establishing grant awards provided the ability to align grant funds to the overall regional 
security programs developed collaboratively with the. Regional Transit Security Working 
Groups. The 2008 TSGP eligibi lity list included law enforcement agencies that provide 
dedicated transit security support as sub-grantees of the transit agency to which they provide 
service. Certain personnel costs associated with operational activities such as canine teams, 
mobile screening teams, and VIPR teams, were also authorized for grant support. For the first 
time, in 2008, a llocations published in the grant guidance represented target amounts so that 
funding could be shifted among the Tier I regions and between tiers, as DHS deemed 
appropriate, to maximize the security benefit to the Nation based on the overall quality and 
effectiveness of the projects submitted. Per the 9/ 11 Act, transit agencies were required to 
have a current vulnerabi lity assessment and security plan in order to be eligible for grant 
funding. Agencies that did not have an assessment and/or plan were only allowed to request 
funding for the development of the assessment/plan. 

The funding priorities for the 2008 TSGP were organized into Project Effectiveness Groups 
and prioritized as follows: 

D Training, Operational Deterrence, Drills, Public Awareness Activities, Security 
Planning, 

D Multi-User High-Density Key Infrastructure Protection, 
D Single-User High-Density Key Infrastructure Protection, 
D Key Operating Asset Protection 
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In 2008, DHS also introduced the Freight Rail Security Grant Program. Funding was carved 
out of the overall appropriation for transit security to provide support for Class I, II, and III 
railroad carriers. to conduct vulnerability assessments, develop security plans, and to train 
frontline employees in security awareness. 

T bl 3 T a e : "ts rans1 "t G tP ecuri ~Y ran ro2ram D" t "b f IS rI U IODS 

Tier/ Agency 2008 Target 2008 Award 
Allocation 

Atlanta Region $6,399,055 $6,399,055 
Boston Region $29,259,896 $29,259,896 
Chicago Region $24,856,829 $25,997,331 
Los Angeles Region $ 13,333,678 $13,511 ,417 
National Capital Region $38,080,340 $38,37 1,355 
New York City Region $ 153,256,664 $ 175,380,995 
Philadelphia Region $18,553,816 $18,888,660 
San Francisco Bay Area $28,259,722 $25,433,749 
Amtrak $25,000,000 $25,000,000 
Tier II $36,600,000 $22,866, 113 
FRSGP $15,000,000 $7,491,429 

TOTAL $388,600,000 $388,600,000 

7.3.2 Intercity Bus Security Grant Program (IBSGP) 

The IBSGP provided grants to operators of fixed route intercity and charter bus services. In 
2008, e ligible operators were di vided into two tiers, with the largest operators in Tier I and 
remaining eligible operators in Tier II. As with the TSGP, the awards made to the Tier I bus 
operators were in the fonn of cooperative agreements, allowing TSA more interaction and 
dialogue with the operators throughout the process. 

The funding priorities for the 2008 IBSGP followed the allowable uses of funds outlined in the 
911 1 Act, and were prioritized as fo llows: 

D Development of assessments or security plans; 
D Operating and capital costs associated with over-the-road bus security awareness, 

preparedness, and response training, including training for front-line employees for 
potential security threats and conditions; 

D Live or simulated exercises for the purpose of assessing and improving the 
capabilities of entities to prevent, prepare for, mitigate, respond to, and recover from 
acts of terrorism; 

D Public awareness campaigns for enhanced over-the-road bus security; 
D Modifying over-the-road buses to increase their securi ty; 
D Installing cameras and video surveillance equipment on over-the-road buses and at 

terminals, garages, and over-the-road bus facilities; 
D Constructing and modifying terminals, garages, and facilities, including terminals and 

other over-the-road bus fac il ities owned by State or local governments, to increase 
their security; 

D Establishing and improving an emergency communications system linking drivers 
and over-the-road buses to the recipient's operations center or linking the operations 
center to law enforcement and emergency personnel; 
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D Implementing and operating passenger screening programs for weapons and 
explosives; 

D Protecting or isola ting the driver of an over-the-road bus; 
D Chemical, biological, radiological, or explosives detection, including canine patrols 

for such detection; 
D Acquiring, upgrading, installing, or operating equipment, software, or accessorial 

services for collection, storage, or exchange. of passenger and driver information 
through ticketing systems or other means and for information links with government 
agencies, for security purposes; 

D Overtime reimbursement, including reimbursement of State, local, and tribal 
governments for costs, for enhanced security personnel assigned to duties related to 
over-the-road bus security during periods of O range or Red Alert levels or National 
Special Security Events. 

T bl 4 In a e : terc1ty B S us ecunty G rant p ro2ra m 
Company 2008Award 

Academy Express, $836,953 
LLC. 
Coach America $450,906 
(CUSA, LLC) 
Coach USA Inc. $739,350 
Greyhound $3,459,500 
Peter Pan $674,865 
Tier U Companies $5,010,676 

TOTAL $11,172,250 

7.3.3 Trucking Security Grant Program (TSP) 

The Trucking Security Grant Program provided funding to assist highway professionals and 
operating entities in obtaining the skills and abi lities required to support national goals and 
priorities. Grants had previously been awarded directly to the American Trucking 
Associations, but were directed by Congress to be competed for 2008. This resulted in an 
award and grant distribution to the HMS Company for $15,544,000. 

The funding priorities for the 2008 TSP were: 

D Participant identification and recruitment, 
D Planning, 
D Training, 
0 Communications, and 
D Information analysis and distribution. 

7.3.4 Port Security Grant Program (PSGP) 

Seven port areas qualified for Tier I, or highest risk status, in 2008 and received a combined 
total of $220.8 million, or roughly 57 percent of the amount funded through the PSGP. The 
remaining U.S. ports were included within three additional risk tiers. Grant funding priorities 
included training; exercises; activities to mitigate the risk of IEDs; employee credentials and 
access controls; assistance to ports in enhancing risk management capabilities; enhanced 
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domain awareness; and capabilities to prevent, detect, respond to, and recover from attacks 
involving IEDs and other non-conventional weapons. The PSGP also included a competitive 
ferry component, which provided funding to five systems. 

Table 5: PSGPAwards 
Tier Port FY 2008 

Total Award* 
I New York-New Jersey $45,503,961 
1 New Orleans $30,845,686 
I Houston-Galveston $32,289,262 
I Los Angeles-Long Beach $38,156,658 
I Puget Sound (Sealtle-Tacoma) $27,263,241 

Delaware Bay (Philadelphia, 
1 Wilmington, DL & Southern $20,041,972 

NJ) 
I San Francisco Bay $26,772,907 
11 All $138,1 16,776 
III All $17,289,869 

All Other All $9,877,383 
Ferry All $2,442,285 

Total $388,600,000 
*Rounded to the nearest hundred thousand dollars. 

7.3.4 Buffer Zone Protection Program (BZPP) 

The BZPP is a OHS-administered, targeted infrastructure protection grant program for local 
law enforcement (LLE) focused on identifying and mitigating vulnerabilities at the highest-risk 
critical infrastructure sites and providing funding to LLE to address gaps and enhance security 
capabilities. The total grant distribution for FY 2008 for the Transportation Sector was 
$3,582,000.00. The funding priorities within the Transportation Sector for the 2008 BZPP 
were bridges and rail yards. 

8. Conclusion/OHS Action Plan 

As mentioned in previous reports, TSA and the Transportation Systems Sector must conform to 
several strategic planning and reporting requirements issued by the administration and Congress. 
Whi le each document has some unique content requirements, they essentially address the same 
threats and risks and express similar strategies and programs for securing the Sector. The 
overlapping sector strategic documents, the different planning cycles, and multiple annual reports 
create a difficult situation for government and private sector security partners. Since security 
planning is engaged through collaboration with stakeholders, the repetitive and redundant work 
associated with developing multiple similar planning documents creates costly inefficiencies that 
are detrimental to effective working relationships with security partners and stakeholders. 

The diagram below provides a pictorial representation of the strategies and plans currently 
mandated. The divergent planning cycles may result in strategies and plans that, although current, 
may contain differences. Updates in one document simply may not be reflected in other 
documents on a different maintenance cycle. Clearly, good governance and responsible 
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management demand a more centralized planning regime for the Sector. TSA will strive to merge 
the strategies and reports to the greatest extent possible. TSA hopes to work with Congress to 
streamline these reporting requirements. 

Mandate 
National Infrastructure 

[ IRTP Ao! l Protection Plan HSPD-16 
HSPD-7. 9/11 Act HSPD- 13 

i i 
Sector 

T T Strategies 1• ' 
,, 

& Plans 

Rail 
Strategy ' r ' ' Modal r ' r ' National National 

Strategies 
Modal Modal Maritime Strategy for 
Plans Plans Public. Security Aviation 

& Plans A\'it11io11 A\!ialion Transit Plan Securilv 
Highway llighway \.. ./ \.. ./ 
Maritime Marilimc Strate2v 
Mti~s Trnnsh Mas!' Trun~it • Pipeline Pipeline 
Frcighl Rai l Fl'eigh1 Rail Pipeline Security & 

'- \.. incident Recovery 
Plan 

28 



Appendices 

Appendix (A) - 2008 Report on Enhanced Security Measures 

I. INTRODUCTION 
Section 109(a) of A TSA authorizes TSA to take certain actions in eight specific areas to enhance 
the security of transportation. Section l 09(b) of ATSA requires that within six months of the 
Act' s enactment, and annually thereafter, TSA transmit to Congress a report on its progress in 
evaluating and taking such actions, including any legislative recommendations that may be 
necessary for enhancing transportation security. This report is required annually until all 
specified actions are evaluated and implemented or TSA has decided not to pursue further action. 

TSA evaluated and closed out actions under section 109(a)( l ) (effective 911 emergency call 
capability for telephones serving passenger aircraft and trains) and (4) (alternative security 
procedures. for safe. medical product inspection) in the first report, and actions. under section 
109(a)(6) (whether to require all pilot licenses to incorporate a photograph of the license holder 
and appropriate biometric imprints) in the 2005 Annual Report. 

This report covers Calendar Year 2008, January l through December 31, 2008, and describes 
actions taken by TSA and other agencies on the remaining five statutorily identified items. 

II. STATUS OF TSA EVALUATIONS 
Section 109(a)(2): Establish a uniform system of identification for all State and local law 
enforcement personnel for use in obtaining permission to carry weapons in aircraft cabins and in 
obtaining access to a secured area of an airport, if otherwise authorized to carry such weapons. 

Discussion: The need for a Law Enforcement Officers (LEO) identification system for use in 
the aviation environment is well-recognized and has been the subject of detailed study by 
interagency working groups and the Aviation Security Advisory Committee. Reinforcing 
Section 109 of A TSA, Section 4011 of the Intelligence Reform and Terrorism Prevention Act of 
2004 (IRTPA), P.L. 108-458, requires the. establishment of a "law enforcement officer travel 
credential that incorporates biometric identifier technology and is applied uniformly across all 
Federal, State, local, tribal, and territorial government law enforcement agencies." 

This issue was addressed at the four State and Local Law Enforcement LEO Flying Armed 
Forums hosted by TSA in March, April, June, and October of 2008. In attendance were 
representatives from various Federal, State, and local law enforcement agencies and several 
national professional organizations, including the International Association of Chiefs of Police, 
Major County Sheriffs' Association, Airport Law Enforcement Agencies Network, Personnel 
Security Working Group, and the Fraternal Order of Police. 

The agreed upon solution was to replace the original letter of authority, signed by the LEO's 
authorizing official,. confirming the. need to travel armed and detailing the. itinerary,. required 
under 49 CFR § 1544.219, with a National Law Enforcement Telecommunications (NLETS) 
message conveying that information. The NLETS system is cost effective, and uti lizes existing 
technology facilitating secure communication between all Federal, State, and local law 
enforcement agencies. . 
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On November 15, 2008, TSA began transitioning to this solution by adding a requirement that 
the employing agency send an NLETS message in addition to the currently required original 
letter of authority. Once the NLETS message is received by TSA, a return message is sent to the 
employing agency, assigning a unique identifier. for verification at the. airport on the day of 
travel. The NLETS message, along with the original Jetter of authority, is retained until 
otherwise notified by TSA. Specific instructions on how to format and submit NLETS messages 
have been provided by TSA to all State and local law enforcement agencies. Eventually, use of 
the NLETS message, in lieu of the letter, will become mandatory. 

This system provides a more secure means of confinning the identity of State and local LEOs, 
eliminates the potential for fraudulent or counterfeit authorizations, and ultimately restricts the 
ability of individuals to fly armed without authorization of their employing agency. 

Status: Closed. The system is fully operational and continues to be updated with additional 
software enhancements. 

Section 109(a)(3): Establish requirements to implement trusted passenger programs and use 
available technologies to expedite the security screening of passengers who participate in such 
programs, thereby allowing security-screening personnel to focus on those passengers who 
should be subject to more extensive screening. 

Discussion: TSA developed Registered Traveler (RT) through a series of three pilots. The first, 
the RT Pilot Program, was a federally managed pilot conducted at five designated airports that 
established the use of biometrics in identity verification and determined baselines for public 
acceptance. The second, the Private Sector Known Traveler Pilot, tested the feasibility of 
implementing RT through a public/private partnership at a single airport. The third, the 
Registered Traveler Interoperability Pilot (RTIP), further tested and evaluated the trusted traveler 
passenger model and introduced interoperability among participating airports/air carriers and 
operated with larger populations. 

In evaluating the RTIP, TSA concluded that: 1) current technology is insuffic ient to allow 
anyone to bypass the minimum screening procedures at airport security checkpoints; 2) an 
individual 's successful completion of a TSA-conducted security threat assessment did not 
eliminate the possibility that the individual might initiate an action that threatens the lives of 
other passengers and that screening procedures should remain the same for all passengers; and 3) 
while effective identity verification is a critically important element in a multi-layered approach 
to aviation security, RT cannot currently function as a stand-alone security program. 

Based on these conclusions,. TSA published a notice on July 30, 2008, in the Federal Register 
announcing the conclusion of the RTIP and the decision to focus the government role in relation 
to RT on its identity verification benefits. The notice further reflected that although the private 
sector will have the primary role in RT, TSA will set security standards through amendments to 
Sponsoring Entities' security programs, continue to exercise oversight of the Sponsoring Entities 
to ensure compliance with established security standards, and continue its screening operations at 
the security checkpoint. 

Status: Closed. No further action by the Federal Government is anticipated. 
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Section 109(a)(5): Provide for the use of technologies, including wireless and wire line data 
technologies, to enable the private and secure communication of threats to aid in the screening of 
passengers and other individuals on airport property who are identified on any State or Federal 
security-related database for. the purpose of having an integrated response coordination of 
various authorized airport security forces. 

Discussion: TSA actively pursues the use of technologies to improve communication regarding 
threats. Air carriers currently operate the. Federal Government-mandated Computer-Assisted 
Passenger Prescreening System to identify passengers and their checked baggage for enhanced 
screening before those passengers are permitted to board commercial aircraft. Airlines also 
perform watch list matching of passenger data against the "no fly" and "selectee" portions of the 
consolidated terrorist watchlist (respectively, people who cannot fly and people who require 
additional scrutiny before they can fly because of suspected ties to terrorism) provided by TSA, 
and must alert TSA to potential hits. Section 4012 of IRTPA requires TSA to oversee the 
performance of such terrorist watch list checks. To meet this requirement, TSA is developing 
Secure Flight, an enhanced passenger prescreening program that will meet the Department's 
goals of improving the security and safety of travelers on domestic and international flights, 
reducing passenger checkpoint screening time, and protecting privacy and civil liberties. 

Under Secure Flight, TSA will compare limited passenger information submitted by aircraft 
operators to comprehensive watch lists maintained by the Federal Government in the effort to 
identify known and suspected terrorists, prevent known and suspected terrorists from boarding 
aircraft, facilitate legitimate passenger ai r travel, and protect individuals' privacy. Secure Flight 
will match this limited passenger information for travelers on domestic or international flights 
arriving in, departing from, or over-flying the continental United States and for authorized non
u·aveling individuals (those requesting access to the sterile area of an airport). TSA continues to 
coordinate with the U.S. Customs and Border Protection (CBP) to implement the domestic 
matching program and will trnnsition the international component in a unified and consistent 
manner to reduce public inconvenience and private sector operational and economic impacts. 

Consolidating watch list checks within the Federal Government will allow TSA to automate 
most watch list comparisons and apply more consistent internal analytical procedures when 
automated resolution of potential matches is not possible. It is designed to help eliminate false 
positive watch list matching results that passengers experience under the existing system, help 
move passengers through ai rport screening checkpoints more. quickly, reduce the number of 
individuals selected for secondary screening, and allow for more consistent response procedures 
at airports for those passengers identified as potential matches. Secure Flight differs from earlier 
proposed systems by eliminating the predictive "risk assessment" features and limiting the 
amount of passenger information it collects .. 

Status: Active. The program began parallel testing with volunteer aircraft operators in fall 2008 
and completed this testing in December 2008. A phased implementation of the program began 
with these volunteer aircrah operators in early 2009, with other domestic aircraft operators 
switching over throughout the year. Full implementation of the program with all domestic and 
international aircraft operators is scheduled to be completed by the end of 2010. DHS remains 
committed to completing the implementation of the Secure Flight program in a timely and 
effective manner. 
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Section 105(a)(7): Provide for the use of voice stress analysis, biometric, or other technologies to 
prevent a person who might pose a danger to air safety or security from boarding the aircraft of 
an air carrier or foreign air carrier in air transportation or intrastate air transportation. 

Discussion: TSA regulates a irport security access control; however, the airport authorities 
own/operate the access control systems. Most airports have electronic access control and 
identification badges, but few have biometrically enabled access control. To facilitate the 
adoption of biometrics, TSA published the Guidance Package Biometrics for Access Control on 
September 20, 2005. The Guidance. Package establishes. basic criteria and standards. for the use 
of biometric technology in airport access control systems. It also includes a list of products and 
vendors that meet these requirements. In addition, TSA has developed an initial biometric 
credential interoperability solution, which will be shared with industry for review and comment. 

The agency continues to work with the DHS Directorate of Science and Technology to assess 
Voice Stress Analysis (VSA) software, which uses the physiological characteristics of a human 
voice pattern to determine its effectiveness in detecting an individual' s malevolent or deceptive 
intent. TSA is assessing the feas ibility of conducting VSA at the airport checkpoint. 

TSA continues to assess facial recognition technology to determine its effectiveness. The agency 
is an active partic ipant in the National Science and Technology Council Subcommittee on 
Biometrics, which is. collaborating on biometric research and development across Federal 
agencies. Facial recognition is an important portion of the Subcommittee's work. Additionally, 
TSA is coordinating an evaluation of facial recognition and other biometric technologies in an 
airport operational environment through the National Safe Skies Alliance, which is assessing 
several facial recognition products in a Checkpoint Surveillance application. As a longer term 
research project, TSA is planning to conduct and develop a long-range 3D facial recognition and 
threat detection capability for wide-area surveillance applications. 

Status: Active. TSA continues to assess the use of voice stress analysis, biometric, or other 
technologies to determine their effectiveness in airport pre-flight settings. 

Section 105(a)(8): Provide for the use of technology that will permit enhanced instant 
communications and information between airborne passenger aircraft and appropriate individuals 
or facilities on the ground. 

Discussion: TSA is. seeking to enhance air-to-ground communications (including air-to-ground, 
ground-to-air, air-to-air, and intra-cabin) facilitated by the inter-agency public/private sector Air
to-Ground Communications Working Group chaired by TSA. Participation in the Working 
Group includes, among others, the Department of Transportation (FAA), National Aeronautics 
and Space Administration (NASA), Department of Justice (Federal Bureau of Investigation), 
Department of Defense, Department of Homeland Security (TSA, S&T), aviation industry 
representatives (including domestic airlines and pilots and fight attendants unions), and wireless 
communications industry representatives. 

TSA has developed a Technology Implementation Plan, or Technology Roadmap, and associated 
public/private partnership business cases for implementation of Air-to-Ground Communications 
Systems (AGCS) that meet the requirements for critical communications while in flight to assist 
in intelligence dissemination and awareness .. 

A-4 



Implementation of AGCS is vital to provide FAMS with enhanced aviation security situational 
awareness both on the ground and while in flight. TSA, in close cooperation with NASA, FAA, 
and other public and private sector stakeholders, is currently engaged in the research, analysis, 
and technology evaluation, necessary to implement AGCS using a range of commercially owned 
ground-based and satellite communications links. 

The Federal Communication Commission reallocated and! auctioned frequency in the 800MHz 
for commercial air-to-ground communication serv ices. The award of this spectrum to two 
communication service providers in October 2006 was a critical milestone in developing public
private partnerships to encourage private industry infrastructure investment in 
nan-owband/broadband communication systems and deployment on domestic U.S. commercial 
passenger aircraft. As a result, TSA is currently working closely with both communication 
service providers, as well as others using alternative methods, to ensure that their systems wi ll 
meet TSA air-to-ground communications requirements to the greatest extent possible. The first 
deployment of these emerging AGCS on a U.S. carrier occurred in December 2007, and TSA 
partic ipated in the inaugural flight. Fleet-wide pilot implementation on a second U.S. carrier was 
initiated in early 2008. As a result, several of the testing carriers made the decision to move 
from a pilot program to airline-wide deployment of the technology on all aircraft types . At this 
point, TSA intends to use these communication services on a subscription basis to meet FAMS 
operational needs. This implementation used by the AGCS providers is also available to other 
local, State, and Federal agencies, as well as airlines, aircrews, and passengers, on a subscription 
basis. 

Additionally, TSA is working with FAA and private companies to develop and test AGCS using 
existing communications technologies onboard domestic aircraft. First generation Aircraft 
Communications Addressing and Reporting System (ACARS) is a Very High Frequency (VHF) 
Data Link (VOL) system tha t provides data link services involving the transfer of aircraft 
operations and fleet management data stored in the form of text and character graphic messages. 
This early standard is often referred to as VDL Mode 1. With performance limitations and 
demand for greater capabilities, the ARINC Company developed VHF Digital Link Mode 2, or 
VDLM2, a bit-oriented, air/ground and ground/ground data link technology that delivers 
information at 31.5 kbps-over 10 times the. rate used by legacy ACARS. Several aircraft 
operators have upgraded portions of their fleet with the newer VDLM2 radio system. The 
ARINC Company also manages the ACARS ground network, which provides bi-directional 
(both uplink and downlink) request and reply message capability between aircraft and ground 
entities. 

An AGCS solution capable of using ACARS or VDLM2 was proven in a completed pilot 
program with Sun Country Airlines and the FAA in April 2008. This pilot system provided the 
insight and experience that allowed TSA to move forward with an airline and the private sector 
to engineer and schedule the equipping of two aircraft types. As of late 2008, AGCS is in pilot 
status on one airline and is in full operational status on four other airlines. As these operational 
airlines continue to equip their fleets, AGCS will become available on an increasing number of 
aircraft that TSA covers on a daily basis. TSA continues to work with the airlines that have yet 
to commit to AGCS technology to discover methods that could allow TSA to gain the necessary 
communication abi lities, while affording the airlines to further analyze the various AGCS 
possibilities and alternatives that would benefit the airlines and their passengers. 
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Status: Active. TSA is seeking to use commercial narrowband/broadband service for instant 
communication as it becomes available on all U.S. airlines. 

Ill. CONCLUSION 
TSA continues to work to identify enhancements in technology,. processes, and proced1L1res to 
enhance transportation security. This report identifies enhancements that are integrated into the 
NIPP process. As in ptior years, future reporting on the remaining three of the eight items listed 
under Section 109(a) of ATSA will be included in the Annual Report to Congress on 
Transportation Security required by t itle. 49 U.S.C. §44938, rather. than by separate report. . Jn 
addition, many of these topics will be regularly discussed with Members of Congress informally 
and in congressional oversight hearings. 
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APPENDIX (B) - List of Acronyms 
911 l Act Implementing Recommendations of the 9/1 L Commiss ion Act of 2007 
A CARS Aircraft Communications Addressing and Reporting System 
AGCS Air-to-Ground Communications Systems 
ARINC Aeronautical Radio, Incorporated 
AT Advanced Technology 
ATSA Aviation and Transportation Security Act 
BASE Baseline Assessment for Security Enhancements 
BDO Behavior Detection Officers 
BLS Bottled Liquids Scanners 
BWI Baltimore-Washington Thurgood Marshall International Airport 
CBP Customs and Border Protection 
CCSP Certified Cargo Screening Program 
CSR Corporate Security Review 
DHS Department of Homeland Security 
DOT Department of Transportation 
EDCT Explosives Detection Canine Team 
FAA Federal Aviation Administration (DOT) 
FRA Federal Railroad Administration 
FAM Federal Air Marshal 
G8 Group of Eight 
GA General Aviation 
GCC Government Coordinating Council 
HAZMAT Hazardous Materials 
HME Hazardous Material Endorsement 
HTUA High Threat Urban Areas 
IAC Indirect Air Carrier 
IBSGP Intercity Bus Security Grant Program 
ICAO International Civil Aviation Organization 
JED Improvised Explosive Device 
UR lnternati.onal Industry Representatives 
I-STEP lntermodal Security Training and Exercise Program 
LAG Liquids, Aerosols, and Gels 
LASP Large Aircraft Security Program 
LEO Law Enforcement Officer 
MANPADS Man-Portable Air Defense System 
MTSA Maritime Transportation Security Act of 2002 
MVA MANPADS Vulnerability Assessment Program 
NASA National Aeronautics and Space Administration 
NCR CC National Capital Region Coordination Center 
NIPP National Infrastructure Protection Plan 
NLETS National Law Enforcement Telecommunications 
NSTS National Strategy for Transportation Security 
PSGP Port Security Grant Program 
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PPID Positive Pilot Identification 
QUAD Quadrilateral Working Group 
R&D Research and Development 
RT Registered Traveler 
RTIP Registered Traveler Interoperability Pilot 
SAi Security Action Item 
S&T Directorate for Science and Technology (DHS) 
sec Sector Coordinating Councils 
SEA CAP Security Enhancements and Capabilities Augmentation Program 
SFBO Secure F ixed Base Operator 
SME Subject Matter Expert 
SSM Security Sensitive Material 
STA Security Threat Assessments 
TDC Travel Document Checker 
TIH Toxic Inhalation Hazards 
TSA Transportation Security Administration (DHS) 
TSAR Transportation Security Administration Representative 
TSGP Transportation Security Grants Program 
TSI Transportation Security l nspector 
TSO Transportation Security Officer 
TSGP Transportation Security Grant Program 
TSS Transportation Security Specialists 
TSSG Transportation Security Subgroup 
TWlC Transportation Workers Identification Credential 
USCG U.S. Coast Guard (DHS) 
VDL VHF Data Link 
VHF Very High Frequency 
VIPR Visible Intermodal Prevention and Response 
VSA Voice Stress Analysis 
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APPENDIX (C) -- Congressional Report Recipients 

The Honorable Joseph Biden 
President of the Senate 

The Honorable Nancy Pelosi 
Speaker of the House 

The. Honorable. Harry Reid 
Senate Majority Leader 

The Honorable M itch McConnell 
Senate Minority Leader 

The Honorable John Boehner 
House Minority Leader 

The Honorable John D. Rockefeller 
Chairman, Commerce, Science, and Transportation Committee 

The Honorable Kay Bailey Hutchison 
Ranking Member, Commerce, Science, and Transportation Committee 

The Honorable Joseph L Lieberman 
Chairman, Homeland Security and Governmental Affairs Committee 

The Honorable Susan M. Collins 
Ranking Member, Homeland Security and Governmental Affairs Committee 

The Honorable Benn ie G. Thompson 
Chairman, Homeland Security Committee 

The Honorable Peter T. King 
Ranking Member, Homeland Security Committee 

The. Honorable. James L.. Oberstar 
Chairman, Transportation and Infrastructure Committee 

The Honorable John L. Mica 
Ranking Member, Transportation and Infrastructure Committee 
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AUG l 8 2009 

AJJi,ftant S~rretary for Legi.vlarive Affairs 

U.S. Department of Homeland s~urity 
Washington, DC 20528 

Homeland 
Security 

Section 104 of the Security and Accountability for Every Port Act of2006 (SAFE Port Act) (P.L. 
109-347) requires the Department of Homeland Security to submit progress reports related to the 
implementation ofTWIC program. Section 104 of the Safe Port Act requires a progress report as 
follows: 

11Not later than 6 months after the date of the enactment of the SAFE Port ,4ct, and every 6 months 
thereafter until the requirements under this section are fulf.v implemented, the ,Secretary shall 
subniit a report on the progress being 1nade in implementing such requirements lo the appropriate 
congressional committees ..... " 

This docwnent is intended to satisfy this requirement and comprises the fifth 6-month report 
required by the SAFE Port Act. This letter provides a status update on efforts to implement the 
GAO reconm1endation c.ontained in the report and is being provided to the follo,ving Members of 
Congress and the Director of the Office of Management and Budget: 

The Honorable Bennie G. Thompson 
Chairman, Committee on Homeland Security 

The Honorable Peter T. King 
Ranking Member, Committee on Homeland Security 

The Honorable Joseph I. Lieberman 
Chainnru1, Committee on Homeland Security and Govenunental Affairs 

The Honorable Susan M. Collins 
Ranking Men1ber, Committee on Homeland Security and Governmental Affairs 

The Honorable James L. Oberstar 
Chairman. Committee on T'ransportation and Infrastn1cture 

The Honorable John L. Mica 
Ranking Member, Committee on 1'ransportation and Infrastructure 

The Honorable John D. Rockefeller IV 
Chainnan, Committee on Commerce; Science and Transportation 

The Honorable Kay Bailey Hutchinson 
Ranking Member, Committee on Commerce, Science and Transportation 

'!be Honorable Peter Orszag 
Director, Office of Management and Budget 

www.dhs.gov 



I appreciate your interest in the Department of Homeland Security. !fl may he of further 
assistance, please contact the Office of Legislative Affairs at (202) 447-5890. 



Foreword 

I am pleased to present the following report regarding implementation of the Transportation 
Worker Identification Credential (TW!C) program. The report has been submitted pursuant to 
the Security and Accountability for Every Port Act of2006 (SAFE Port Act) (P.L. 109-347). 

The report discusses the progress of the TWIC program. As of April 15, 2009, 1.12 million 
workers completed the TWIC application process. 1.08 million workers completed the security 
threat assessment and had their credentials printed, and the remainder were in various stages of 
the process. 906,956 workers had picked up and activated their cards. At all Captain of the Port 
Zones, workers must present a ·rwtc~ prior to being granted unescorted access to secure areas of 
facilities or vessels. All mariners that hold a Coast Guard license, certificate of registry, 
merchant mariner's document or merchant mariner credential must also hold a valid 'I'WIC. The 
'fWIC' program's requirements add a layer of security that did not exist just a few months ago. 
significantly enhancing security at ports across the nation. 

Pursuant to statutory requirements, this report is being provided to the Chairmen and Ranking 
Members of the House Transportation and Infrastructure Committee, the Senate Committee on 
Commerce, Science, and Transportation, the House Conunittee on Homeland Security~ and the 
Senate Committee on Homeland Security and Governmental Affairs. 

If I may be of further assistance, please do not hesitate to contact me or the TSA Office of 
Legislative Affairs, at (571) 227-2717. 

Sincerely yours, 

Gale D. Rossides 
Acting Administrator 



Executive Summary 

The purpose of this report is to transmit the implementation progress of the Transportation 
Worker Identification Credential (TWIC) program to the House Transportation and 
Infrastructure Committee, the Senate Committee on Commerce, Science, ru1d Transportation, the 
House Committee on Homeland Security, and the Senate Committee on Homeland Security and 
Goverrunental Affairs. This document is intended to satisfy the reporting requirements of 
Section 104 of the SAFE Port Act (P.L. 109-347), which requires the Department of Homeland 
Security to submit progress reports related to the implementation ofTWIC program. This 
document is the fifth 6-month report required by the SAFE Port Act. 

The Department of Homeland Security (DHS) manages the TWIC program through the joint 
participation of the Transportation Security Administration (TSA) and the United States Coast 
Guard (USCG). The TWIC program provides a lamper-resistant biometric credential to eligible 
maritime workers requiring unescorted access to secure areas of port facilities and vessels 
regulated under the Maritime Transportation Security Act of2002 (MTSA), P.L. 107-295. 

TSA completed deployment of the 149 planned enrollment centers in September 2008. TSA 
continues to operate over 135 enrollment centers located throughout the United States and its 
territories to serve the estitnated 1.2 million n)aritime workers who will require a TWIC. The 
Coast Guard began phasing in TWIC enforcement at Captain of the Port (COTP) Zones on a 
staggered basis beginning October 15, 2008, with national compliance completed April 15, 2009. 
All ports must now require personnel to present a TWlC to be granted unescorted access to 
secure areas of facilities and vessels, and all mariners that hold a Coast Guard license, certificate 
of registryj merchant mariner's document or merchant mariner credential must also hold a valid 
TWIC. Field reports from the COTP Zones have been generally positive, with the majority of 
workers having obtained TW!Cs before the compliance deadline and facilities having enacted 
appropriate security procedures to support TWIC requirements. As the TWIC program was 
phased in nationwide, TSA and the Coast Guard closely monitored progress to ensure a smooth 
transition into compliance. 

TSA completed initial capability evaluations of TWIC readers and approved 19 readers for use in 
the TWIC pilot program; additional readers are expected to undergo testing prior to approval for 
use in the pilot program. Bench testing of readers continues and is expected to be completed in 
December 2009. Early operational assessrr1ent of readers began in Brownsville, Texas, in April 
2009, when the port completed final installation of readers and began operation ofTWIC readers 
at their MTSA-regulated facilities. Three other pilot participants followed Brownsville this 
sununer. The remaining participants are expected to begin operating readers later this year. 
TSA and the Coast Guard are working towards meeting the SAFE Port Act's requirement to 
promulgate final regulations for TWIC readers. 

The progress on the TWIC program continues to support the Department's goal to protect our 
nation from dangerous people in the maritime transportation mode. 
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I. Legislative Requirement 

This document responds to the reporting requirements set forth in the Security and 
Accountability for Every Port Act of2006 (SAFE Port Act), P.L. 109-347, Section 104(a), 46 
U.S.C. § 70105(1), which requires a report on the progress of the TWIC program and states: 

Not later than 6 months after the date of the enactment of the SAFE Port Act, and every 6 
nlonths thereafter until the requirements under this section are fully implemented, the 
Secretary shall submit a report on the progress being made in implementing such 
requirements to the appropriate congressional committees .... 



IL Background 

TWIC is a program ofDHS, with joint participation ofTSA and the Coast Guard. The TWIC 
program provides a tamper-resistant biometric credential to all Coast Guard credentialed 
merchant mariners and to marititne workers requiring unescorted access to secure areas of port 
facilities and vessels regulated under the Maritime Transportation Security Act of2002 (MTSA), 
P.L. 107-295. 

The SAFE Port Act required that DHS establish a priority for each port and implement the TWIC 
program to meet the following schedule milestones: 

• Top 10 ports by July 1, 2007 
• Next 40 ports by January I, 2008 
• All other po11s by January 1, 2009 

ISA established priorities for all ports designated for TWIC deployment. On October 16, 2007, 
TSA began the national deployment of the TWIC program with the enrollment of maritime 
workers at the Port of Wilmington, Delaware. The top 10 ports were initiated during the first 
quarter of fiscal year (FY) 2008. Enrollment capabilities were deployed to the next 40 ports in 
the second quarter of FY 2008. All 149 planned enrollment centers were operational by 
September 2008. To allow for a full 18-month enrollment period, as established in U1e TWJC 
regulation, DHS extended the national compliance date from October 15, 2008, to April 15, 
2009. 

National deployment of the TWIC program will enhance security of ports by requiring all Coast 
Guard-credentialed n1erchant mariners and workers with unescorted access to secure areas of 
MTSA-regulated vessels and facilities to undergo a security threat assessment and receive a 
biometric TWIC credential. 

The Coast Guard began phasing in enforcement of TWIC regulations at COTP Zones on a 
staggered basis beginoing October 15, 2008, with final national compliance by April 15, 2009. 
By this deadline: 

" all personnel with w1escorted access to secure areas of facilities or vessel were 
required to present a TWIC; 

• all mariners that hold a Coast Guard license. certificate of registry, merchant 
mariner's document or merchant mariner credential were also required to hold 
a valid TWIC; and 

• ovmers and operators of vessels and outer continental shelf facilities were 
required to irnpleJnent TWIC access control procedures. 

The Coast Guard announced compliance dates in the Federal Register a minimwn of90 days 
prior to the start of enforcement. 

Port facility and vessel owners and operators will be required to integrate TWIC requirements 
into their existing access control systems and operations, Based on comments received from the 
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public following publication of the Notice of Proposed Rulemaking (NPRM)1 and further 
analysis, TSA and the Coast Guard concluded that facility and vessel operators would not be 
required to purchase or install electronic TWIC readers dtuing the first phase of the TWIC 
program's implementation. An Advanced Notice of Proposed Rulemaking (ANPRM) for TWIC 
readers was published by the Coast Guard on March 27, 2009 (74 F,R. 13360). Comments 
received in response to the ANPRM, along with lessons learned from the pilot program, will 
inform a final rulemaking on the TWIC readers. Until such time, TW!Cs will be used as visual 
identity badges for personnel who require access to secure areas of U.S. port facilities and 
vessels. The objective of the TWIC reader rulemaking is to verify the identity of workers by 
matching their biomelric infonnation with the data stored on the worker's TWIC. 

Section 104 of the SAFE Port Act, 46 U.S.C. § 70105(k)( 1) requires the Secretary to conduct a 
TWIC pilot program as follows: 

" ... to test the business processes, technology, and operational irnpacts 
required to deploy transportation securit}' card readers at secure areas of the 
marine transportation system ... at not fewer than 5 distinct geographic 
locations, to include vessels and facilities in a variet;1 of environmental 
settings ... [and to] commence not later than 180 days after the date of the 
enactment of the SAFE Port Act." 

DHS has entered into formal agreements to conduct pilot tests with the Port of Los Angeles and 
the Port of Long Beach, the Port Authority of New York and New Jersey; the Port of 
Brownsville, Texas; the Staten Island Ferry in New York City, the Passenger Vessel Association 
for a pilot in Annapolis, Maryland; and Magnolia Marine, a towing operator based in Vicksburg, 
Mississippi. These ports and operations will allow the pilot test to evaluate the impact of using 
the TWIC for biometric identity verification in the full spectrum of maritime operations and 
environmental conditions. 

TSA has completed three rounds of initial capability testing on TWIC biometric readers and 
published the list of 19 readers that passed the tests and are approved for use in the pilot 
program. Functional and environmental specification confonnance testing began in the second 
quarter of FY 2009. 

Early operational assessment of readers began in Brownsville, Texas, in April 2009 when the 
port completed final installation of readers and began operation ofTWIC readers al their MTSA
regulated facilities. Three other pilot participants followed Brownsville this summer. The 
remaining participants are expected to begin operating readers later this year. DHS will use the 
data gathered during the pilot tests to augment the data previously gathered during TWIC 
prototype tests in 2005 and 2006. As with the prototype tests, die TWIC pilot tests will involve 
maritime facilities and port workers and will yield information to support the TWIC reader 
rulemaking. 

TSA and the Coast Guard are working toward meeting the SAFE Port Act's requirement to 
promulgate final regulations for TWIC readers. fhe data gathered from the pilot program will be 

1 71FR29396, May 22, 2006. 
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used to support the Coast Guard's rulemaking activities for TWIC readers. The public will be 
afforded ample opportunity to comn1e11t on the use of biometrics to verify identity at MTSA
regulated vessels and facilities. 
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III. Results/Data Report/Expenditure Plan 

TWIC Enrollment and Compliance Status and Results 
TSA completed deployment of the 149 planned enrollment centers in September 2008. TSA 
continues to operate over 135 enrollment centers located throughout the United States and 
territories to serve the estimated 1.2 million maritime workers who will require a TWIC. 

The Coast Guard began phasing in enforcement ofTWIC in COTP Zones on a staggered basis 
beginning on Oct. 15, 2008, with national compliance completed April 15, 2009, with all ports in 
compliance and all credentialed mariners required to be in possession of a TWIC. Additionally, 
the date by which owners and operators of vessels and outer continental shelf facilities were 
required to implement access control procedures utilizing TWIC was April 15, 2009. The Coast 
Guard announced compliance dates in the Federal Register a minimum of90 days prior to the 
start of each COTP Zone's phased enforcement. 

The schedule for Coast Guard compliance and enforcement was completed as follows: 

Date • • • 
- - - ---- --

Northern New England I 

October 15, 2008 Boston 
Southeastern New England 

Corpus Christi 
November 28, 2008 North Carolina 

Cape Fear River I 
I 
I 

Buffalo I 
Duluth 
Detroit 
Lake Michigan 

December 01, 2008 Sault Ste. Marie I 
Long Island Sound I 

Charleston 
Savannah 
Jacksonville 

I Baltimore 
Delaware Bay ! 
Lower Mississippi River 

December 30, 2008 Mobile I 

Ohio Valley 
Pittsburgh 
San Diego 

Hampton Roads 
Key West 
Miami 

January 13, 2009 Morgan City 
I 

New Orleans 
I Upper Mississippi River 

§_!:. Pe~~sbur9 
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Honolulu (except American Samoa) 

February 12, 2009 Prince William Sound 
South East Alaska 
Western Alaska 

Portland( OR) 
February 28, 2009 Puget Sound 

San Francisco Bay 

March 23, 2009 New York 

American Samoa 
Guam 

Aplil 14, 2009 Houston/Galveston 
Los Angeles/Long Beach 
Port Arthur, TX 
San Juan ... 

TWIC Reader Pilot Program 
The TWIC reader pilot program has been designed to provide data in three areas that will support 
the TWIC reader rulemaking. These areas are: 

• Bench Testing/Controlled Contactless Reader Testing: Readers will be tested under 
controlled conditions to verify that tl1ey correctly process biometric infonnation from 
the credential and cru1 perfonn that operation in maritime environments. 

• Early Operational Testing: Facility and vessel operators participating in the TWJC 
pilots will install readers and begin using them to read TWICs issued to workers. 
This phase will provide an Early Operational Assessment of reader performance in 
maritime settings. TSA will gather data to verify the performance of the credentials, 
readers, and personnel access control systems in lhe field, and any problems will be 
identified and corrected before the next, more extensive phase of the pilot. 

• System Test and Evaluation: Participating facility and vessel operators will verify the 
identity of all workers needing unescorted access to secure areas of vessels or 
facilities in accordance with test scenarios that incorporate various options for 
biometrically verifying identity. This phase will provide data on the impact of the 
biometric verification process on vessels and facilities, including measuring access 
wait times, false biometric rejection rates, equipment malfunctions, and 
implementation costs, 
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IV. Analysis/Discussion 

TWIC Enrollment and Compliance Discussion 
As of April 15, 2009, 1.12 million workers completed the TWIC application process. 1.08 
million workers completed the security threat assessment and had their credentials printed. 
906,956 workers had picked up and activated their cards. Ihe Coast Guard began phasing in 
TWIC enforcement at COTP Zones on a staggered basis beginning October 15, 2008, with 
national compliance completed April 15, 2009. 

At all COTP Zones, workers must present a TWIC prior to being granted unescorted access to 
secure areas of facilities or vessels. All mariners that hold a Coast Guard license. certificate of 
registry, merchant mariner's docun1ent or n1erchant mariner credential must also hold a valid 
'['WJC, The TWI<: program; s requirements add a layer of security that did not exist just a few 
months ago, significantly enhancing security at ports across the nation. 

Field reports from the COTP Zones have been generally positive, with the majority of workers 
having obtained TWICs before the con1pliance deadline and facililies having enacted appropriate 
security procedures to support TWIC requirements. As the TWIC program was phased in 
nation\vide, TSA and the Coast Guard closely monitored progress to ensure a smooth transition 
into compliance. 

TWIC Reader Pilot Discussion 
TSA continues to make progress on the TWIC reader pilot and is expected to complete Bench 
Testing in December 2009. TSA began the Early Operational Assessment of readers in April 
2009. Analysis of each phase of the pilot is provided below. 

Bench Testing 
Initial Capability Evaluation 
TSA issued an initial Broad Agency Announcement (BAA) on June 20, 2008, seeking small and 
large business sources that can provide Smart Card biometric readers capable of reading TWIC 
cards. TSA expressed interest in obtaining information on both fixed and handhold portable 
readers. Card readers must confom1 to the TWIC Reader Hardware and Card Application 
Specification and must be available for testing. Subsequent BAAs were issued on August 29, 
2008, October 27, 2008, and May 7, 2009 to allow additional manufacturers to submit their 
readers for testing. 

In the BAA, TSA laid out the three-part framework for reader bench testing: 

(1) Conduct an initial evaluation of readers to determine their ability to read a TWIC, and from 
tills evaluation, establish a list of readers from which the port, facility, and vessel pilot test 
participants can choose and acquire the readers best suited for their needs-this is the Initial 
Capability Evaluation (ICE); 
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(2) Conduct laboralory tests to assess the confor1nance of a limited number of readers to the 
technical and environmental requirements of the 'fWlC specification-this is the Specification 
Conformance Test (SCT); and, 

(3) Develop a standard test to assess reader compliance with the final TWIC specification for the 
final TWIC Reader Rule-this is the Final Reader Assessment (FRA). 

Respondents to the BAAs issued thus far, whose reader(s) supported the TWIC Privacy Key 
functionality, have satisfactorily completed the ICE. TSA is conducting the ICE in Charleston, 
South Carolina. The purpose of the ICE is to demonstrate the ability ofa reader to properly 
recognize, read, and match the biometric on the TWIC to the biometric of the owner of the 
TWIC using the TWIC Privacy Key capability as provided in the TWIC Card and Reader 
Specification. l'he ICF~ consists of a simple series of tests that can be conducted using 
production TWICs that will demonstrate the reader's ability to properly read a TWIC in a 
nwnber of scenarios. 

All readers tlmt dernonstrate their ability to satisfactorily complete each of the ICE scenarios are 
included in a published list noting that they have completed the ICE scenarios satisfactorily. 
Vendors who are Original Equipment Manufacturers (OEMs) or system and equipment 
integrators were eligible to respond to TSA's BAAs, subject to the limitations described in the 
Evaluation Criteria section of the announcement. The ICE list will be updated on a regular basis 
as further rounds of evaluations are conducted. The first ICE list was made available to the 
public 011 October 7, 2008, after the first round of testing. The most recent ICE list was 
published on July 7, 2009 and is available at www.tsa.gov/twjc. TSA requires pilot test 
participants to use the ICE reader list in making reader acquisitions for the pilot test. As of the 
fourth round of testing, 19 readers passed the ICE test and were approved for use in the pilot. 

TSA will keep the May 7, 2009, BAA open throughout most of the pilot to provide an ongoing 
opportunity for new or previously on-nominated readers to be evaluated using the ICE process. 
The ICE list will be updated as readers complete a satisfactory evaluation. 

Functional and Environmental ~'pecification Conformance Testing 
The Government is also conducting reader Specification Conformance Tests (SCTs) in 
controlled laboratory environments. The results of the SCTs will be published in the final pilot 
test report. The purpose of these tests is to conduct detailed, precise evaluations to assess the 
perfom1ance of a sampling of readers relative to the 1'WIC credential and reader specification. 
The SCTs will enable the Government to assess reader performance in a controlled laboratory 
enviroMlent to provide consistent, controlled n1easuretne11t m1d more accurate information than 
could otherwise be obtained during field tests. Due to the cost and time required to perform the 
SCTs, the Government will test a limited number of readers (handheld portable and fixed). TSA 
will make the SCT results available to the public and pilot test participants in the final report. 

The purpose of the SCTs is to provide an accurate assessment of the ability of a sampling of 
readers to meet the TWIC specification, and thus, provide an indication as to the potential for 
readers to perforn1 well in the maritime environment. The intent of conducting the SCTs is to 
achleve a comprehensive evaluation; not to establish a list of readers "approved" for use in 
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accordance with the final TWIC reader rule. The reasons that the Government will not place 
readers that complete the SCTs on the FRA list are: (1) until the final TWIC reader rule is 
published, the TWJC specification is considered to be a "working specification"; and, (2) until 
the final TWIC reader rule is published, the process (if any) for certifying readers for compliance 
with the rule will not be finalized. 

The SCTs consist of two efforts: (I) Functional Specification Confonnance Test (F·SCT) •• an 
evaluation of the technical perfonnance ofa reader's confonnance to the card-reading 
requirements of the specification; and (2) Environmental Specification Confonnance Test (E
SCT) -- ru1 evaluation of the ability of a reader to withstand exposure to conditions in the 
specifications relating to outdoor service (wealher conditions, vibration1 power fluctuations, 
among others). Readers for both SCTs were selected froro among the readers included on the 
ICE list. The process and criteria for selecting readers for the functional SCT and environmental 
SCT were independent of each other, Some readers selected for functional testing were not 
selected for environmental testing and vice-versa. 

Functional and environmental specification confonnance testing began in the second qttarter of 
FY 2009. 

Early Operational Testing 
Pilot operational test planning began with consultations with the ports of Los Angeles and Long 
Beach in southern California in December 2006. As a result of these discussions, DHS executed 
cooperative agreements with both Long Beach and Los Angeles. Through the DHS Port 
Security Grant (PSG} program application process, a number of port, facility, and vessel 
operators expressed interest in becoming TWIC pilot program participants. Several FY 2007 
PSG recipients included facilities and vessels suitable and willing to participate in the TWJC 
pilot. 

One of the goals of the TWIC pilot test is to gather data from a variety of types and sizes of 
facilities and vessels in various operational and environmental conditions. DHS has entered into 
formal agreements to conduct pilot tests with the Port of Los Angeles and the Port of Long 
Beach, the Port Authority of New York and New Jersey; the Port of Brownsville, Texas; the 
Staten Island Ferry, New York City, the Passenger Vessel Association for a pilot in Annapolis, 
Maryland; and Magoolia Marine, a towing operator based in Vicksburg, Mississippi. These 
ports and operations will allow the pilot test to evaluate the impact of using the TWJC for 
biometric identity verification in the full spectrum of maritime operations and environmental 
conditions. 

Early Operational Assessment began in Brownsville, Texas in April 2009. Three other pilot 
participants followed Brownsville this surruner. The remaining participants are expected to 
begin operating readers later this year. 

System Te~t and Evaluation 
After completing the Early Operational Assessment, System Test and Evaluation (ST&E} will 
begin. This phase will begin at two sites in September 2009, with others to follow as they 
complete the EOA phase and complete a readiness evaluation to start the ST &E phase. 
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V. Conclusion/DRS Action Plan 

As of April 15, 2009, 1.12 million workers completed the TWIC application process. 1.08 
million workers completed the security threat assessment and had their credentials printed. 
906,956 workers had picked up and activated their cards. At all Captain of the Port Zones, 
workers must present a TWIC prior to being granted unescorted access to secure areas of 
facilities or vessels 

The TWIC reader pilot continues to progress, and data to support the Coast Guard TWIC Reader 
rulemaking effort will be collected through the pilot. TSA and the Coast Guard are working 
toward meeting the SAFE Port Act Final Rule requirement to promulgate final regulations for 
TWIC readers. We are working to execute a pilot program that will allow for the most efficient 
compilation of information possible, so that it may inform the rulemaking process and provide 
ample opportunity for the public to comment on the proposals and the pilot data. 

The TWIC reader pilot has achieved the following milestones and is tracking to the milestones 
shown in the table below: 

Activity I Miiestone 
Estimated-]··· Actu~I J 

Completion Completion , - -- --·-·--- Description 

Develop ContactleH Card I Reader Specification 
, .. ·'-·' ~-· 

28-Feb-07 I ---
Obtain TWIC Contactless 28-Feb-07 In response to TSA/USCG request, 
Specification Recommendation from NMSAC recommended a specification 
the National Maritime Security enabling the TWIC biometric to be read 
Advisory Committee (NMSAC) by contactless readers. The 
Note: The smart card reader industry recommended specification included 
requires the specification integrate reader perfonnance requirements 
TWIC functionality into contactless consistent with operations in the maritime 
readers. environment. 
... ----·· ....... ,.--............... - I"-- ··- ··"'"'"""' ..... , ............. ........................................ ............ ........... _ .. 

""" 

Publish NMSAC Recommended Mar-07 16-Mar-07 The comment period was 15 days. Thirty 
Specification for Public Comment comments were received. -
Publish Working Contactless Aug-07 20-Sept-07 Following a review of comments and 
Specification technical alignment, TSA published the 

wor1<ing specification. Development of 
contactless readers and the TWIC card 

~---------·---------- --·--~----· - -- ~ 

!application began. 
-------~·---· -·--r---

Reader industry delivers first TWIC FY08 03 27-Aug-08 ; Readers and TWICs with a contactless 
contactless readers for testing and capability are required prior to beginning 
installation at limited number of test pilot testing of contactless perfonnance. 
facilities. 

-- ··-·-- ·····"''- -... '' '·' " u•;o> ,• 
Identify Piiot Te~ Loc1tlona f Site• : 

Hold Initial Meetings with Port of Los Dec-06 7-Dec-06 DHSfTSA/CG representatives met with 
Angeles I Port of long Beach POLA/POLS officials to discuss pilot test 

plans and finalize Cooperative 
~reements. 
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ft•~·--·· 

Estimated Actual 
Activity I Miiestone Completion Completion Description 

-
Establish Goals for Gaining Mar-07 Mar-07 In conjunction with USCG identified 
Participation of a Variety of Pilot Test desired mix of facilities / locations I 
Locations I Facilities I Vessels vessels for pilot tests 

Locations: East Coast, West Coast, Gulf 
Coast, Great Lakes, Inland Rivers 
Facilities: container, petro-chemlcal, bulk 
cargo, large passenger terminals 
Vessels: small passenger, ferries, tug 
and towboats -- - ----

Hold Initial Meetings with Port of NY I May-07 1-May-07 Reviewed potential test facilities and their 
NJ respective advantages I constraints. 
~---.......... , .. _________ _.._ ...... ___ . 

.... -----········""'""'""'- -- --. .... ,, ______ 
Hold Initial Discussions with Port of Jul-07 13-Jul-07 Confirmation of interest in pilot; Port 
Brownsville, TX and Passenger Security Grant status; Initiated planning 
Vessel Association (Watermark for site visits. 
Cruises of Annapolis, MD) 

Conduct various site visits to gather On-going 
detailed baseline and test scenario 
data. 

""·--·--!---·-··-·- --- f-·--·--··-~-- .............. 
Identify additional primary test Ongoing Sites where full data sets of information 
participating ports I facilities I vessels will be collected will be limited. Additional 

information will be solicited from those 
willing to provide ii in accordance with 
test plans. Sites are being added in 
sufficient numbers to ensure participation 
goals stated above can be met. 

T•t Pl1nnlng •· 
. '' rr. .(. 

Establish TWIC Test Planning Mar-07 28-Mar-07 DHS established a TPWG which includes 
Working Group (TPWG) system and test engineers and other 

resources to plan and oversee the pilot 
test. 

··-·--·---·-- ··-
Develop TWIC Test and Evaluation Aug-07 14-Dec-07 The TEMP identified the pilot test 
Master Plan (TEMP) concept, scope, resources, and test plan 

requirements. The TEMP is has been 
reviewed and approved by the TPWG. 
The TEMP identifies the following critical 
items: 

• Obtaining I testing readers 

• Obtaining I testing I issuing 
contactless TWICs 

• Obtaining an Independent Test 
Agent (ITA) to perform test integrator 
tasks (i.e .. plan I oversee tests; 
collate data; prepare final report). 

• Design I install tests (the Test Plan) 

• Coordinate test results with 
rulemaking requirements 

Develop Earty Operational FY09 Q3 18-Mar-09 Establishes test plans that will address 
Assessment (EOA) Test Plans specific tests to be accomplished during 

the EOA phase . .. 
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Activity J Mil~~to:- ~- -1~e:~:i:~:~ J 
Conduct Early Operational FY10 02 I 

Assessment (EOA) 

----- -- -i--

Actual ' 
Completion Description 

EOA is planned to enable rapid gathering 
of operational reader testing as soon as 
some readers are available and a larger 
!quantity of workers in the test areas have 
, TWICs with the contactless application. 

Conduct Fuii"s%i~mlmp~ct Testing ~" FYlOQJ-
1

,

1 
(ST&E Phase) I r 

-- --r,~p~~t-i-;;;fi~g will require all (or most) 
!workers entering a test facility I vessel to 

lhave TWICs. This testing assesses the 
business and operational impacts of ! 

' 
I 

Complete Testing, Prepare Final Test ~" 
Evaluation and Analysis : 

'" .,_ -----~- __ ,_ 

!requiring biometric verification of Identity 
j '.in accordance test scenarios which 

I 
!incorporate various options for 
!biometricaHy verifying identity. --1 ______ _,__ -·~-~-~-~~--'--~---4 

FY10 04 ' Interim data will be assessed as the pilot 
_J~ ~~~~r-~~~~:_ ____ .. _ 
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DEC 0 3 Z009 

Foreword 

I am pleased to present the follo'Vlfing report regarding ilnpletnentation of the Transportation 
Worker Identification Credential (TWIC) program. The report has been submitted pursuant to 
the Security and Accountability for Every Port Act of2006 (SAFE Port Act) (P.L. 109-347). 

The report discusses the progress of the TWJC program. As of October 22, 2009, approximately 
1.4 n1illion workers have con1pleted the TWIC application process. c:redentials for those 
applicants detennined to be eligible were printed, and approximately 1.3 million workers have 
activated their cards. At all Captain of the Port Zones, workers must present a TWIC prior to 
being granted ru1escorted access to secure areas of facilities or vessels. All mariners that hold a 
Coast Guard license, certiticate of registry, merchant mariner's docwnent or merchant mariner 
credential must also hold a valid TWIC. The TWIC program's requirements add a layer of 
security that did not exist previously, significantly enhancit1g security at ports across the nation. 

Pursuant to statutory requirements, this report is being provided to the Chainnen and Ranking 
Members of the House Transportation and Infrastructure Committee, the Senate Committee on 
Commerce, Science, and Trat1sportation, the House Committee on Homeland Security, and the 
Senate Committee on Homeland Security and Governmental Affairs, 

If I may be of further assistance, please do not hesitate to contact n1e or the TSA Office of 
Legislative Affairs, at (571) 227-2717. 

Sincerely yours, 

Gale D. Rossides 
Acting Administrator 



Executive Summary 

The purpose of this report is to transmit the implementation progress of the Transportation 
Worker Identification Credential (TWIC) program to the House Transportation and 
Infrastructure <:ommittee~ the Senate (:ommittee on Commerce, Science, and Transportation, the 
House Committee on Homeland Security, and the Senate Committee on Homeland Security and 
Governmental Affairs. This document is intended to satisfy the reporting requirements of 
Sec lion 104 of the SAFE Port Act (P.L. I 09-347), which requires the Department of Homelaod 
Security to submit progress reports related to the implen1enlation of the TWIC program, This 
document is the sixth 6-month report required by the SAFE Port Act 

The Department of Homeland Security (DHS) manages the TWIC program through the joint 
participation of the Transportation Security Administration (TSA) and the United States Coast 
Guard (USCG). The TWIC program provides a tamper-resistant biometric credential to eligible 
maritime workers requiring tmescorted access to secure areas of port facilities and vessels 
regulated under the Maritime Transportation Security Act of 2002 (MTSA), P.L. 107-295. 

TSA completed deployment of the 149 planned enrollment centers in September 2008. TSA 
continues to operate over 135 enrollment centers located throughout the United States and its 
territories to serve over l ,3 million maritime workers who require a TVlIC. The Coast Guard 
began phasing in TWIC enforce1nent at Captain of the Port (COTP) Zones on a staggered basis 
beginning October 15, 2008, v.ith national compliance completed April 15, 2009. All ports 
must now require personnel to present a TWIC to be granted unescorted access to secure areas of 
facilities and vessels, and all mariners that hold a Coast Guard license, certificate of registry, 
merchant mariner's document or merchant mariner credential must also hold a valid TWIC. 
Field reports from the COTP Zones have been positive, wi1h the rnajority of workers ha·ving 
obtained TWICs before the compliance deadline and facilities having enacted appropriate 
secwity procedures to support TWIC requirements. In some very limited cases \\there non
compliance was discovered, action was taken at the COTP level to directly engage with the 
facility owner/operator to make immediate corrections. Jn a limited nun1ber of ca-ses, 
enforcement actions (e.g., admin letters of warning or notice of violation) were issued. As the 
TWIC program \Vas phased in nationwide, TSA and the Coast Guard closely nionitored progress 
to ensure a smooth transition into compliance. 

l'SA completed initial capability evaluations of TWIC readers and approved 21 readers for use in 
the TWIC pilot pro&.rram; additional readers are expected to undergo testing prior to approval for 
use in the pilot program. Bench testing of readers continues and is expected to be completed in 
December 2009. The start of testing was delayed to follo'.v a fonnal source selection process to 
select readers for testing. Early operational assessment of readers began in Brownsville, Texas, 
in April 2009 when the port completed final installation of readers and began operation of TWIC 
readers at their MTSA-regulated facilities. Three other pilot participants follo\ved Brownsville 
this swnmer. TI1e remaining participants are expecled to begin operating readers later this year. 
TSA and the Coast Guard are working towards meeting the SAFE Port Act's requirerrtent to 
pron1ulgate final regulations for TWIC readers. 
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The progress on the TWIC progran1 continues to support the Department's goal to protect our 
nation fro1n dangerous people in the maritime transportation mode. 
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I. Legislative Require1nent 

This docwnent responds to the reporting requirements set forth in the Security and 
Accountability for Every Port Act of2006 (SAFE Port Act), P.L. 109-347, Section 104(a), 46 
U.S.C § 70105(1), which requires a report on the progress of the TWIC program and states: 

Not later than 6 months after the date of the enactment of the SAFE Port Act, and every 6 
months thereafter until the requirements under this section are fully implen1entedi the 
Secretary shall submit a report on the progress being made in implementing such 
requirements to the appropriate congressional committees , , .. 



II. Background 

TWIC is a program ofDHS, with joint participation ofTSA and the Coast Guard. The TWIC 
program provides a tamper-resistant biometric credential to all Coast Guard-credentialed 
merchant mariners and to maritime '"'orkers requiring tmescorted access to secure areas of port 
facilities and vessels regulated under the Maritime Transportation Security Act of2002 (MTSA), 
P.L. !07-295. 

The SAFE Port Act required that DHS establish a priority for each port and implement the TWIC: 
program to meet the following schedule milestones: 

• Top 10 ports by July 1, 2007 
• Next 40 ports by January I, 2008 
• All other ports by January I, 2009 

TSA established priorities for all ports designated for TWIC: deployment. On October 16, 2007, 
TSA began the national deployment of the T\\.'IC program with the enrollment of maritime 
'A'orkers at the Port of Wilmington, Dela\vare. The top 10 ports were initiated during the first 
quarter of fiscal year (FY) 2008. Enrollment capabilities were deployed to the next 40 ports in 
the second quarter of FY 2008. All 149 planned enrolltnent centers were operational by 
September 2008. To allo\v for a full 18-month enrollment period, as established in t11e TWIC 
regulation, DHS extended the national compliance date from October 15, 2008, to April 15, 
2009. 

National deployment of the TWIC program will enhance security of ports by requiring all Coast 
Guard-credentialed merchant mariners and workers with unescorted access to secure areas of 
MTSA-regulated vessels and facilities to undergo a security threat assessment and receive a 
biometric TWIC credential. 

The Coast Guard begat1 phasing in enforcement ofTWIC regulations at COTP Zones on a 
staggered basis beginning October 15, 2008, with final national compliance by April 15, 2009. 
By this deadline: 

• all personnel with unescorted access to secure areas of facilities or vessel were 
required to present a 'fWl(~; 

• all mariners that hold a Coast Guard license, certificate of registry, merchant 
mariner's document or merchant mariner credential were also required to hold 
a valid TWIC; aod 

• owners and operators of vessels and outer continental shelf facilities were 
required to implement TWIC access control procedures. 

The Coast Guard announced compliance dates in the Federal Register a minimum of 90 days 
prior to the start of enforcement. 

Port facility and vessel O\vners and operators Vv'ill be required to integrate TWIC requirements 
into their existing access control systems and operations. Based on comments received from the 
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public follo\\1ng publication of the Notice of Proposed Rulemaking (NPRM)1 and further 
analysis, TSA and the Coast Guard concluded that facility and vessel operators would not be 
required to purchase or install electronic TWIC readers during the first phase of the TWIC 
program's implementation, An Advanced Notice of Proposed Rulemaking (ANPRM) for TWIC 
readers was published by the Coast Guard on March 27, 2009 (74 f,R, 13360), Comments 
received in response to the ANPRJ\1, along with lessons learned fron1 tl1e pilot prograin, will 
infonn a final rulemaking on the TWIC readers. Until such time, T\VICs will be used as visual 
identity badges for personnel who require access to secure areas of U.S. port facilities and 
vessels. The objective of the TWJC reader rulemaking is to verify the identity of workers by 
matching their biometric infonnation with the data stored on ille worker's T\VJC, 

Section !04 of the SAFE Port Act, 46 U,S,C, § 70105(k)(l) requires the Secretary to conduct a 
TW!C pilot program as follows: 

" .. ,to test the business processes, technology,.•, anlf operational impacts 
required to deploy transportation security card readers at secure areas of the 
niarine transportation S)/Stem ... at not/elver than 5 distinct geographic 
locations, to include vessels and fiicilities in a variety of environmental 
settings ... [and to] commence not later than 180 days after the date o_lthe 
enactn1ent of the SAFE Port Act.'' 

DHS ha'\ entered into formal agreements to conduct pilot tests with the Port of l"os Angeles and 
the Port of Long Beach, the Port Authority of New York and New Jersey; the Port of 
Brownsville, Texas; the Staten Island Ferry in New York City, the Passenger Vessel Association 
for a pilot in Annapolis, Maryland; Magnolia Marine, a to ... ving operator based in Vicksburg, 
Mississippi; Clipper Navigation, a high-speed ferry operation in Seattle, Washington; and, APM 
Tenninals Virginia, a container facility, in Ports1nouth, Virginia. The Staten Island Ferry, 
Clipper Navigation, and APM Terminals Virginia were added to the pilot since the last six n1onth 
report to Congress. These ports and operations will allow the pilot test to evaluate the impact of 
using the TWIC for biometric identity verification in the full spectrum of maritime operations 
and environn1ental conditions, 

TSA has completed three rounds of initial capability lesling on TWIC biometric readers and 
published the list of 21 readers that passed the tests and are approved for use in the pilot 
progran1. Functional and envirorunental specification conformance testing began in the second 
quarter of FY 2009, 

Early operational assessment of readers began in Brownsville, Texas, in April 2009 when the 
port completed final installation of readers and began operation ofTWIC readers at their 
Marititne Trai1sportation Security Act of2002 (MTSA) regulated facilities. 'fhree other pilot 
participants followed Brownsville this swmner. The remaining participants are expected to 
begin operating readers later this year, OHS will use the data gathered during the pilot tests to 
augment the data previously gathered during TWIC prototype tests in 2005 and 2006, As "1th 
the prototype tests, the TWIC pilot tests will involve tnaritime facilities and port \Vorkers and 
v-.rill yield information to support the TWIC reader rulen1aking. 

1 71 FR 29396, tvtay 22, 2006. 
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TSA and the Coast Guard are working toward meeting the SAFE Porl Act's requirement to 
pron1ulgate final regulations for TWIC readers, The data gathered from the pilot program will be 
used to support the Coast Guard's rule1naking activities for TV/IC readers. The public v.:ill be 
afforded ample opportunity to comment on the use of biometrics to verify identity at MTSA
regulatcd vessels and facilities, 
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III. Results/Data Report/Expenditure Plan 

TWIC Enrollment and Compliance Status and Results 
TSA completed deployment of the 149 planned enrollment centers in September 2008. TSA 
continues to operate over 135 enrollment centers located throughout the United States and 
territories to serve over 1.3 million maritime workers who require a TWIC. 

The Coast Guard began phasing in enforcement of TWIC in COTP Zones on a staggered basis 
beginning on Oct. 15, 2008, with national compliance completed April 15, 2009, with all ports in 
compliance and all credentialed mariners required to be in possession of a TWIC. Additionally, 
the date by which owners and operators of vessels and outer continental shelf facilities were 
required to implement access control procedures utilizing TWIC was April 15, 2009. The Coast 
Guard announced compliance dates in the Federal Register a minimum of 90 days prior to the 
start of each COTP Zone's phased enforcement. 

The schedule for Coast Guard compliance and enforcement was completed as follows: 

< O 11' Zulll'('I 
- - - ~ -- -------- ---- -

Northern New England 
October 15, 2008 Boston 

Southeaste rn New England 

Corpus Christi 
November 28, 2008 North Caro lina 

Cape Fear River 

Buffalo 
Duluth 
Detroit 
Lake Michigan 

December 01, 2008 Sault Ste. Marie 
Long Island Sound 
Charleston 
Savannah 
Jacksonville 

Baltimore 
Delaware Bay 
Lower Mississippi River 

December 30, 2008 Mobile 
Ohio Valley 
Pittsburgh 
San Diego 

Hampton Roads 
Key West 
Miami 

January 13, 2009 Morgan City 
New Orleans 
Upper Mississippi River 
St. Petersburg 
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······················· ··· ··· ··· ······· ········· ······································-·-· H·~~~i~i~··c~~pt-A·~·~ri~-;;~· sa.;~· _ .. _ 

February 12, 2009 

February 28, 2009 

(March 23, 2009 

April 14, 2009 

Prince William Sound 
South East Ala.~ka 
Western Alaska 

Portland( OR) 
Puget Sound 
San Francisco Bay 

(INew York 

American Samoa 
Guam 
Houston/Galveston 
Los Angeles/Long Beach 
Port Arthur, TX 
San Juan 

TTfl!C Reader Pilot Program 
The TWIC reader pilot program has been designed to provide data in three areas that will support 
the TWIC reader mle1naking. These areas are: 

• 

• 

• 

Bench Testing/Controlled Contactless Read~r...T.~.$.!!ng: Readers will be tested under 
controlled conditions to verify that they correctly process biometric infonnation from 
tl1e credential and can perfonn that operalion in maritin1e environments, 

Early Operational Testing: Facility and vessel operators participating in the TWIC 
pilots will install readers and begin using them to read TWICs issued to workers. 
This phase vvill provide an Early Operational Assessment of reader performance in 
maritime settings. TSA will gather data to verify the performance of the credentials, 
readers, and personnel access control systems in the fieldi and any problems will be 
identified and corrected before the next, more extensive phase of the pilot. 

Syste1n Test and Evaluation: Participating facility and vessel operators will verify the 
identity of all workers needing unescorted access to secure areas of vessels or 
facilities in accordance with test scenarios that Jncorporate various options for 
biometrically verifying identity. This phase will provide data on the impact of the 
biometric verification process on vessels at1d facilities, including 1neasuring access 
wait titnes, false bio1netric rejection rates, equipment malfunctionsi and 
implementation costs. 
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IV. Analysis/Discussion 

TWIC Enrollment and Compliance Discussion 
As of October 22. 2009, approximately 1.4 ntlllion workers completed the 'fW JC application 
process. Of those that were detennined to be eligible for a TWIC, approximately 1.3 million 
have picked up and activated their cards. The Coast Guard began phasing in TWJC enforcement 
at COTP Zones on a staggered basis beginning October 15, 2008, with national compliance 
completed April 15, 2009. 

At all COT'P Zones, workers must present a ·rwIC prior to being granted unescorted access to 
secure areas of facilities or vessels. All mariners that hold a Coast Guard license, certificate of 
registry, merchant mariner's docwnent or merchant mariner credential must also hold a valid 
TWTC. 1'he ·rwIC program's requirements add a layer of sectrrity that did not exist just a fe\v 
months ago, significantly enhancing security at ports across the nation. 

Field reports from the COTP Zones have been generally positive, with the majority of workers 
having obtained TWJCs before the complim1ce deadline and facilities having enacted appropriate 
security procedures to support TWIC requirements. As the TWIC program was phased in 
nation\vide) TSA and the Coast Guard closely 1nonitored progress to ensure a s1nooth transition 
into compliance. 

TWIC Reader Pilot Discussion 
TSA continues to make progress on the TWIC reader pilot and is expected to complete bench 
testing in December 2009. The start of bench testing was delayed to conduct a fom1al process in 
accordance with contracting rules to select readers to be tested. This was done to ensure that all 
qualified reader vendors would have an equal opportunity to have their readers selected for 
testing. TSA began the Early Operational Assessment of readers in April 2009. Analysis of 
each phase of the pilot is pro,,ided belo\v . 

.e~ngJ:i_Testing 

Initial Capability Evaluation 
TSA issued an initial Broad Agency Announcement (BAA) on June 20, 2008, seeking small and 
large business sources that can provide Smart Card biometric readers capable of reading TWIC 
cards. TSA expressed interest in obtaining information on both fixed and handheld portable 
readers. Card readers must confonn to the TWIC Reader Hardware and Card Application 
Specitication and must be available for testing. Subsequent BAAs were issued on August 29, 
2008, October 27, 2008, and May 7, 2009 to allow addilior1al manufacturers to submit t11eir 
readers for testing. 

In the BAA, TSA laid out the three~part frame\vork for reader bench testing: 

( 1) C-onduct an initial evaluation of readers to determine their ability to read a TWIC, and from 
this evaluation~ establish a list of readers from which the port, facility, and vessel pilot test 
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participants can choose and acquire the readers best suited for their needs -----this is the Initial 
Capability Evaluation (ICE); 

(2) Conduct laboratory tests to assess the conformance of a limited number of readers to t11e 
technical and environmental requirements of the TWIC specification-this is the Specification 
Conl01mance Test (SCT); and, 

(3) Develop a standard test to assess reader compliance with the final TWIC specification for the 
final TWIC Reader Rule-this is the Final Reader Assessment (FRA). 

Respondents to the BAAs issued thus far, whose reader(s) supported the TWIC Privacy Key 
functionality, have satisfactorily completed the ICE. l'SA is conducting the IC'E in Charleston, 
South Carolina. The purpose of the ICE is to de1nonstrate the ability of a reader to properly 
recognize, read, and match the biometric on the TWIC to the biometric of the ovmer of the 
TWIC using the TWIC Privacy Key capability as provided in the TWIC Card and Reader 
Specification. The ICE consists ofa simple series of tests that can be conducted using 
production TW!Cs that will demonstrate the reader's ability to properly read a TWIC in a 
number of scenarios. 

All readers that den1onsirate Lheir ability to satisfactorily complete each of the ICE scenarios are 
included in a published list noting that they have co1npleted the ICE scenarios satisfactorily. 
Vendors who are Original Equipment Manufacturers (OEMs) or system and equipment 
integrators were eligible to respond to TSA's BAAs, subject to the limitations described in the 
Evaluation Criteria section of the annotmcen1e11t. The ICE list will be updated on a regular basis 
as further rolmds of evaluations are conducted. The first ICE list \Vas made available to the 
public on October 7, 2008, after the first round of testing. The most recent ICE list was 
published on July 7, 2009 and is available at \vww.tsa.gov/twic. TSA requires pilot test 
participants to use the ICE reader list in making reader acquisitions for the pilot test. As of the 
fourth round of testing, 21 readers passed the ICE test and \Vere approved for use in the pilot. 

TSA will keep the May 7, 2009 BAA open throughout most of the pilot to provide an ongoing 
opportunity for new or previously unMnominated readers to be evaluated using the ICE process. 
The ICE list will be updated as readers con1plete a satisfactory evaluation. 

Functional and Environmental Specification Conformance Testing 
The Government is also conducting reader Specification Conforrnance Tests (SCTs) in 
controlled laboratory environments. The results of the SCTs will be published in the final pilot 
test rcpott. The estimated eompletion of the pilot test report is late 2010. The purpose of these 
tests is to conduct detailed, precise evaluations to assess the performance of a sampling of 
readers relative to the TWIC credential and reader specification. TI1e SCTs \Vill enable the 
Government to assess reader perfonnance in a controlled laboratory environment to provide 
consistent, controlled measurement and more accurate infonnation than could other,vise be 
obtained during tield tests. Due to the cost and time required to perform the SCTs, the 
Government will test a limited number of readers (handhold portable and fixed). TSA will make 
tl1e SCT results available to the public and pilot test participants in the final report. 
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The purpose oft11e SCTs is to provide an accurate assessment of the ability of a sampling of 
readers to meet the TWIC specification. and thus, provide an indication as to the potential for 
readers to perform \\tell in the maritime environment. The intent of conducting tl1e SCTs is to 
achieve a con1prehensive evaluation; not lo establish a list of readers "'approved" for use in 
accordance with the final TWIC reader rule. The reasons that the Government will not place 
readers that complete the SCl's on tl1e FRA list are: (1) until the fu1al TWIC reader rule is 
published, the TWIC specification is considered to be a "working specification"; andi (2) until 
the final TWIC reader rule is published, the process (if any) for certifying readers for compliance 
with the rule will not be finalized. 

The SCTs consist of two efforts: (I) Functional Specification Conformance Test (F-SCT)-· an 
evaluation of the technical performance of a reader's conformance to the card-reading 
requirements of the specification; and (2) Environmental Specification Conformance Test (E~ 
SCT) -- an evaluation of the ability of a reader to withstand exposure to conditions in the 
specifications relating to outdoor service (weather conditions, vibration, po\ver fluctuations, 
runong others). Readers for both SCTs were selected from among the readers included on the 
£CE list. CJhe process and criteria for selecting readers for the functional SCI and environmental 
SCT were independent of each other. Sorne readers selected for functional testing \Vere not 
selected for environmental testing and vice-versa. 

Functional and envirorunental specification conformance testing began in the second quarter of 
FY 2009. TS.I\ completed functional tests on four readers~ tests of at least rn.·o additionaJ readers 
\Viii be scheduled for October. All actual environmental tests were completed in October. Five 
readers \Vere tested, and the envirorunental test report is expected by the end of October. 

Early Operational Testing 
Pilot operational test planning began with consultations with the ports of Los Angeles and Long 
Beach in southern California in December 2006. As a result of these discussions, DlIS executed 
cooperative agreements with both Long Beach and Los Angeles. Through the OHS Port 
Security Grant (PSG) progran1 application process, a ntlITlber of port, facility, and vessel 
operators expressed interest in becoming T'Wf(~ pilot pro&iratn participants. Several FY 2007 
PSG recipients included facilities and vessels suitable ru1d willing to participate in the cfWIC 
pilot. 

One of the goals of the TWIC pilot test is to gather data from a variety of types and sizes of 
facilities ru1d vessels in various operational and environn1ental conditions. DHS has entered into 
tOnnal agreements to conduct pilot tests with the Port of Los Angeles and the Port of Long 
Beach, the Port Authority of New York and New Jersey; the Port of Brownsville, Texas; the 
Staten Island Ferry, New York City, the Passenger Vessel Association for a pilot in Annapolis, 
Maryland; Magnolia Marine, a towing operator based in Vicksburg, Mississippi;. Clipper 
Navigation, a high-speed ferry operation in Seattle, Washington; and, APM Terminals Virginia, 
a container facility, in Portsmouth, Virginia. 'fhe Staten Island Ferry, Clipper Navigation, and 
APM Terminals Virginia \vere added to the pilot since the last six month report to Congress. 
These ports and operations will allow the pilot test to evaluate the in1pact of using the TWIC for 
biometric identity verificalion: in the full spectnun of maritime operations and environmental 
conditions. 
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The Early Operational Assessment (EOA} test phase began in Brownsville, Texas in April 2009. 
EOA testing also began at three small vessel operations and the Staten Island Ferry in the spring 
and summer. EOA testing at the ports of New York/New Jersey, Los Angeles, ru1d Lo11g Beach 
plus one terminal in Portsmouth, Virginia is expected to begin the remainder of this year and into 
2010. The ports of New York/New Jersey, Los Angeles, and Long Beach incurred delays in 
completing site plans, obtaining authorizations to expend pilot fWlds from the Federal 
Emergency Management Agency (FEMA}, and awarding reader installation contracts. These 
difficulties resulted in delays in starting and completing the EOA and System Test and 
Evaluation phases of the test. The ne\v esti1nated completion dates for these phases is shown in 
the table at the end of this report. 

System Test and Evaluation 
Each individual test site will begin System Test and Evaluation (ST &E) after completing the 
Early Operational Assessment The ST &E phase \viii begin at two sites this fall with others to 
follow as they complete the EOA phase. 
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V. Conclusion/DHS Action Plan 

As of October 22, 2009, approximately 1.4 million workers completed the TWIC application 
process. ()fthose that were detennined to be eligible for a TWIC, approximately 1.3 inillion 
have picked up and activated their cards. At all Captain of the Port Zones, workers must present 
a TWIC prior to being granted unescorted access to secure areas of facilities or vessels 

The TWIC reader pilot continues to progress, and data to support the Coast Guard TWIC Reader 
mlemaking effort will be collected through the pilot. ISA and the Coast Guard arc working 
toward n1eeting the SAFE Port Act Final Rule requirement to pron1ulgate final regulations for 
'IWIC readers. We are \vorking to execute a pilot program that will allow for the most efficient 
con1pilation of infonnation possible, so that it may infonn the rulemaking process and provide 
mnple opportunity for the public to conunent on the proposals ru1d the pilot data. 

The TWIC reader pilot has achieved the following milesto.nes and is tracking to the niilestones 
shown in the table below: 

i 
i Estimated Actual 

I Activity I Mi~~~~-"--"--~-~~C~•~m~•~''~"~•·~~C~•~m~•~'"~;~"~~~ 

~:i
1

:~.~:~'~:l:;~~:::~~~::~~1~·c::~;~b-~0-7 -- _j ____ i8~-~:~b-~Q-7-------j 1~--~-~~Po~-~~--t;;-TSA/USCG request, NMSAC 

Description 

!Recommcndat1on from the National 1 ; rccommendt'd a specification enabling the 
; Maritime Security Advisory Committee ! TWIC biometric to be read by contactless 
;(NMSAC) 'I readers. ·inc recommended specification 
Note: The smart card reader indu~try inclu.dcd reader p<lrt'onnance requirements 
require~ the ~pecification integrate TWIC 1 consistent with opcrauons in the maritime 

functionality into co~t.~~~::::.::~~:r~ ··········'··· ------------------------ ______________________________ ;~~~-'.~~~~~:: .. 
;Publish NMSAC Rccomn1ended I Mar-07 16-Jvfar-07 The comment period was 15 days. Thirty 
\Specification for Public Com_m_,_'"-'--~f-----~---- --~ents wen: rect:ived. ~ 

IPubhsh W_orking Contactless Aug..()7 20-Sept·07 Following a review of comments and 
. Spcctfication technkal alignment, TSA published the 

working specification. Development of 
cuntactless readers and the TWIC card 
! apphcation began. 

f--~~~-- -----~--------t--~~~~+-~----+-'~ -~~~~~~-
Rrader industr;.-· delivers first TWIC FY08 Q3 27-Aug..()8 !I Readers and TWICs \Vi th a contact Jess 
contactlcss readers for testing and -capability are requilcd pri~ir to beginning 
installation at limited nmnber oftest p(lot testing of contact less perfonnance. I 
~~:.=------. ---~----~~----·--·-·---------~----- .. 
Identify Pilot Test Locations I Sites 
r----.. "~---·-·-~------~---- ---·---- -----· ,---······································ 
IIIold Initial Meetings with Pon of Los De\·06 1· 7-Dec-06 DHS/TSNCG representativi:s met with 
]Angeles I Port of Long Beach J>OLA/POLB officials to discuss pilot test 

______ J_. plans and fmalizc Cooperative Agreements. 
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,------------~--E~·tim~;d-·V··· Actual 

· Activity I Mile5tone Completion Completion Description 

I 

Establish Goals for Gaining Participation 
Qf a Variety of Pilot Test Locations I 
f'aeiliues I Vessels 

····~---l--~--+.------
Mar-07 Mar~07 In conjunction with USCG identified desired 

mix of facilities I locations I vessels for pilot 
tests 
Locations: East Coast, \\'est Coast, Gulf 

, Com;t, Great Lakes, Inland Rivers 

Facilities· container, petro·chemical, bulk 
;cargo, large passenger terminals 

I Hold Initial Meetings with Port ofNY I ··1···· May-07 
:NJ .:.._ ________ _,_ 

!vessels. s111all passenger, ferries, tug and 
'towboats 

' 
Reviewed potential test facilities and their , ~I 
resp.:xtive advantages I constraints. ____ J 

IJ!old Initial Discussions with Port of : Jul"07 
IBtO\\'J'JSv.ille, TX and Pa:>senger Vesse[ 

1~:::::::::·;,:~:;,:~~·~.'·fu··; .... 1--..-.1 
'dct;:u\cd baseline aod test scenari1) data. 

Identify additional primary test Ongoing 
panicipating ports I facilities I vessels I 

13-Jul-07 Confimiation of interest in pilot: Port 
Security Grant status; initiated p1",.niing f0< 

.site visits. 

·~· it;;·~herc full data .sets of infonnation will 
be collected will be hmitcJ. Additional 
infonnation will be solicited from those 

!willing to provide it in accordance with test 

I 

'plan~. Sites arc being added in sufficient 
nurriber.<; lo ensure partu:ipation goals stated 
above can be met 

······-··-··-·· ···················'-·-··----·-··~--------------

Develop TWIC Test and Evaluation 
M<tster Plan (TEMP) 

Aug-07 14-Dec-07 

I

DHS established a TPWG whi~h-i~-~[~-dcs 
',. systern and test engineers and vther resourtcs I' 

to plan and oversee the pilot test. 
; --........ -~ 
'The TEMP identified th\.' pilot test concept. 
: scope, resources, and test plan requirements. 

I
-The TEMP was reviewed and approved by 
the TPV.'G. 

iThe TEMP identifies the following crilical 
!items: 

• 
• 

• 

1: 
' 

Obtaining / te!.ting readers 

Obtaining I testing I issuing conta-ctlcss 
TW!Cs 

Obtaining an Independent Test Agent 
(IT A) to perform test integrator tasks 
(i e., plan I oversee tests; collate data; 
prepare final report) 

Design I install tests (the Test Plan) 

Coor·dinate test results with rulemaking 
requirements 

Develop Early ()perational Asscssn1ent PY09 Q3 1 S·Mat-09 Established te:;.t plans that addrci.scd specific 
(EOA) Test Plans tests to be accomplished during the EOA 

I ~~.-.~~--·"~- --~-----~-----Cp_h_a<_e. ~,,J 
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------ --------~-"-----·-~---------------·-

A.ctivity I Milestone 

Conduct Early Operational Assessment 
(EOA) 

i Estimated Actual 
Completion Completion Destription ! 

L -F-Y-IO_Q_2--c-- --~~ 'EOA is planned t~-;~ab1·;-;;p·i·d--;th~~i-~g-~r,.··1 

.

1

,-C-on_d_"'_t_F_"l-I S-'y~tem Impact Tcsting ....... T... FY IO Q3 

{ST&F, Phase) 

I operational reader testing i'IS soon as SQmc 

readers are available and a larger quantiry of 

lw°'''" in th< t<>t '"" "'" TWJCs with tho I 

~-----,~;::::,'~::;:P:'.~t:•:::~ire all (or mos!) i 
workers entering a test 13.cility I vessel to I 

[Complete Te·;~·;~~·:·p·~;~are Pinal Test 
:Evaluation and Analysis 

------

FYIOQ4 

Deliv~r Final T\VIC Pilot Test Report to 
1 

FYI l~Ql 

have TW!Cs. Tuts testing assesses the 
.business and operational impacts ofrequiring 
!biome1ric verification of identity in 

I 
accordance test scenarios v.·hich inc•)rp-Orate 

'! vatious _options for biometrically verifying 
,identity 

~-----·-----~----- •----~------

'Interim data will be assessed as the pilot 
progres~es, I 
Deliver report required by the SAFE Pmt Act. 

~~.n&i::s~·-· .... ..J -----~-- ............ , .. ",) 
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VI. Appendix 

Congressional Report Recipients 

The Honorable James L, Oberstar 
Chairman, House Transportation and Infrastructure Committee 

The Honorable John L. Mica 
Ranking Member, House 'fransportation ru1d Infrastructure Committee 

The Honorable John D. Rockefeller 
Chainnan, Senate Committee on Commerce, Science, and Transportation 

The Honorable Kay Bailey Hutchison 
Ranking Member, Senate Committee on Commerce, Science, and Transportation 

The Honorable Bennie G. Thompson 
Chairman, House Committee on Homeland Security 

The Honorable Peter T. King 
Ranking Member, House Committee on Homeland Security 

The Honorable Joseph !. Liebennan 
Chairman, Senate Committee on Homeland Security and Governmental Affairs 

The Honorable Susan M. Collins 
Ranking Member, Senate Committee on Homeland Security and Governmental Affairs 
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Message from the Acting Administrator of the 
Transportation Security Administration 

August 14, 2009 

I am pleased to present the following report, "Explosives Detection Systems," which has been 
prepared by the Transportation Security Admjnistration. 

This document has been compiled in response to requirements in the Fiscal Year 2009 
Department of Homeland Security Appropriations Act (P.L. 110-329) and the accompanying 
Explanatory Statement and Senate Report 110-396. It provides an expenditure plan update for 
the procurement and installation of emerging technologies and advanced threat detection systems 
for airport passenger checkpo ints. 

Pursuant to Congressional requirements, this report is being provided to the following Members 
of Congress: 

The Honorable David E. Price 
Chairman, House Appropriations Subcommittee on Homeland Security 

The Honorable Harold Rogers 
Ranking Member, House Appropriations Subcommittee on Homeland Security 

The Honorable Robert C. Byrd 
Chairman, Senate Appropriations Subcommittee on Homeland Security 

The Honorable George V. Voinovich 
Ranking Member, Senate Appropriations Subcommittee on Homeland Security 

If I may be of further assistance, please do not hesitate to contact me at (57 1) 227-2845 or the 
Department's Acting Chief Financial Officer, Peggy Shen-y, at (202) 447-5751. 

Sincere ly yours, 

Gale D. Rossides 
Acting Administrator 
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Executive Summary 

The Fiscal Year (FY) 2009 Department of Homeland Security Appropriations Act (P.L. l 10-
329) and the accompanying Explanatory Statement and Senate Report l 10-396 require the 
Department to provide a quarterly expenditure plan update for Checkpoint Support and include 
information on specific technologies for purchase, project timelines, a schedule for obligation 
and a table detailing actual versus anticipated unobligated balances at the close of the fiscal year. 

The EDS installation and purchase funding is implemented through the Electronic Baggage 
Screening program (EBSP). The EBSP oversees the screening of all baggage checked in airports 
nationwide. EBSP tests, procures, deploys, integrates and provides life cycle support for 
approximately 7,700 pieces of security equipment that screen checked baggage at approximately 
450 of the Nation's airports. 

EBSP allocates resources to airport baggage screening facility modification projects, purchase 
and installation of explosives detection system technology and technology initiatives aimed at 
improving operational effectiveness and efficiencies, as well as the programmatic resources 
required to ensure. effective execution of the program. 

This report reflects one deviation from the original plan through the 1st and 2nd quarters to the FY 
2009 Spend Plan. The change is explained in the Appendix D, Obligation Data. 
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I. Legislative Requirement 

This report is provided in compliance with requ irements in the Fiscal Year (FY) 2009 
Department of Homeland Security Appropriations Act (P.L. 110-329) and the accompanying 
Explanatory Statement and Senate Report 110-396, which include the following language. 

P.L. 110-329 includes the following provisions: 

EXPLOSIVES DETECTION SYSTEMS 

As. discussed in the Senate report, TSA shall provide quarterly updates on EDS and 
checkpoint expenditures, on an airport-by-airport basis. These updates shall include 
information on the specific technologies for purchase, project timelines, a schedu le for 
obligation, and a table detailing actual versus anticipated unobligated balances at the 
close of the fiscal year. with an explanation of any dev iation from the original plan. 

The Explanatory Statement offers the following guidance: 

As discussed in the Senate report, TSA shall provide qua1terly updates on EDS and 
checkpoint expenditures, on an airport-by-airport basis. These updates shall include 
information on the specific technologies for purchase, project time lines, a schedule for 
obligation, and a table detailing actual versus anticipated unobligated balances at the 
close of the fiscal year. with an explanation of any dev iation from the original plan. 

In addition, Senate Report 110-396 includes the following: 

EXPENDITURE PLANS FOR EDS/CHECKPOINT TECHNOLOGIES 

Additionally, the Committee includes a new requirement for the expenditure plans to be 
updated quarterly and to include the following new information: specific technologies 
planned for purchase; project timelines; a schedule for obligation; and a table detai ning 
actual unobligated balances versus anticipated unobligated balances at the close of the 
fiscal year. The quarterly updates shall also include an explanation for any deviation 
from the original plan. 
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II. Electronic Baggage Screening Program 

A. Background 

Mission 

The Electronic Baggage Screening Program's (EBSP's) mission is central to the Transportation 
Security Administration (TSA) mission area covering "the range of TSA activities that minimize 
the risk of injury or death of people or damage or loss of property due to hostile acts of terrorism 
that may be directed against the National Airspace System." Preventing catastrophic loss and air 
piracy involves verifying that checked baggage carries no prohibited items or items that have 
been identified as threat objects for the particular transportation mode. The screening process 
targets the checked baggage of all people boarding aircraft through the use of screening security 
systems. 

EBSP tests, acquires, deploys, integrates and maintains the technology that screens passenger 
checked baggage to deter, detect, mitigate and prevent transportation of explosives or other 
prohibited items on commercial aircraft while ensuring freedom of movement for people and 
commerce. 

Purpose 

EBSP was initiated by the White House Commission on Aviation Safety and Security at the 
Federal Aviation Administration in 1997 . . In response to the events of September 11, 2001, a 
Congressional mandate transferred the EBSP to DHS. Furthermore, public laws were enacted to 
accelerate and dramatically increase the scope of the EBSP. The Aviation and Transportation 
Security Act (ATSA), P.L.107-71, stated that all checked baggage must be screened at all the 
nation's airports with an explosives detection system or a suitable alternative as soon as possible, 
but not later than December 31, 2002. The Homeland Security Act of 2002 (HSA), P.L. 107-
296, later granted DHS a waiver until December 31, 2003, to screen all checked baggage at all 
airports, a condition that was met. 

EBSP is currently in a "mixed" acquisition life cycle, focusing predominately on the purchase, 
deployment and sustainment phases of the acquisition process. The primary technologies 
acquired and deployed under the EBSP are Explosives Detection System (EDS) equipment and 
Explosives Trace Detector (ETD) devices. The following three technology configurations 
comply with the mandates of ATSA and the HSA: 

1. ETD-based systems - Transportation Security Officers (TSOs) use ETD machines as 
a primary method to screen bags. 
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2. Stand-alone EDS systems - TSOs also use EDS machines as a primary method to 
screen bags. Alarmed bags are resolved by ETDs. 

3. Inline EDS systems - TSOs use EDS machines as a primary method to screen bags. 
Alarmed bags are resolved by ETDs. 

Using EDS technology (both inline. and standalone) is preferred over using ETDs as a primary 
screening method due to: 

(b)(3):49 U.S.C. § 114(r) 

eta1 e per ormance. capa 1 1t1es are. c asst ie 
and DHS goals of Prevent and Protect. 

mprovmg secunty supports 

2. Increased Efficiency - EDS machines have a higher throughput than ETD units used 
in primary screening, decreasing lobby congestion and passenger wait time. Higher 
baggage throughput supports TSA's goal of "ensuring freedom of movement for 
people and commerce." 

3. Decreased Labor Costs - EDS configurations a t larger airports require fewer TSOs to 
operate than ETDs used in primary screening configurations. Increased automation 
reduces human error and personnel costs. EDS machines also have reduced operating 
costs over the life of the equipment and require less lifting of baggage, thus reducing 
the number of on-the-job injuries. 

These technologies have been in production since 1997, and production is expected to continue 
indefinite ly with enhancements both to engineering and de tection capabilities. EBSP currently 
manages seven technology vendors and sixteen technology models, and provides life-cycle 
procurement, deployment, integration and maintenance of more than 7,700 units of security 
equipment at approximately 450 federalized U.S. airports. To date, EBSP has supplied 68 
airports with full optimal systems and enabled some screening areas with optimal systems at 52 
additional airports. 
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The following chart shows the enacted/appropriated funding since inception of the EDS/ETD 
Install and Purchase Program, Project and Activity (PPA). 

FY 2002 FY.2002 FY2003. FY 2003 FY 2006 fY 1007 fY 2007 fY1008 

Pr&gram Project and Activity foacted Supplemental Enacted Supplemental fY 1004 Enacted FY 1005 Enacted Enacted foacted Supplemental Enacted 

fY2009 

Enacted 

EDS/EID Purchase )859,800,000 $174,SOO,OOO $1SO,OOO,OOO $180,000,000 )m,000,000 $141,400,000 $194,000,000 $194,000,000 

EDS/ETD Installation $738,000,000 $165,000,000 $135,000,000 $1SO,OOO,OOO $295,000,000 $195,000,000 $388,000,000 $250,000,000 

Total, EDS/ETD Purchaseano lnstal~tion $859,800,000 $738,000,000 $4l9,S00,000 $2lS,OOO,OOO $400,000,000 $475,000,000 $470,000,000 $519,400,000 $185,00©,000 $544,000,000 
11r:cli~e1$1SilM A~iti>n Seclli~ Ca1illl furdl!SCfl IE! bet~nirg in F! 2001 

Goal 

The EBSP supports Goal Two of the DHS Strategic Plan, FY s 2008- 2013, "Protect Our Nation 
from Dangerous Goods." 

EBSP fu lfi lls the. Congressional mandate for 100-percent screening of aviation checked baggage 
by electronic or other approved means (found in A TSA, Section 110). 

The mandate to screen 100 percent of checked baggage has been achieved, and on-going efforts 
to. operate, maintain and improve screening systems remains critical. In particular, it is 
imperative that the Program continue to research, evaluate and deploy refinements to EDS and 
EDT technology and associated systems that allow for improvements in: 

1. Throughput (checked bags per hour); 

2. The false-alarm rate; 

3. System availability; and 

4 . Total cost of ownership for baggage screening (cost per checked bag). 

In addition, there exists the need to re-locate equipment from airport lobby areas to baggage 
room areas. 
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Program Progress to Date 
(Relative to EDS/ETD deployment and facility modifications) 

EDS/ETD Purchase/Installation 

Historical Funding 

Purchase Install Units/ED~ Unils/ETDs Agreem~nls % Agreemenls awarded' % lnslall awarded' ' 

FY 2004 

Enacted 149,700 249,000 136 24 19 100 

FY 2005 

Enacted 180,000 295,000 134 248 3 100 

FY 2006 

Enacted 175,000 295,000 216 552 17 100 

FY 2007 
Enacted* .. 141,400 388,000 133 529 7 100 

FY 2007. Supplemental 

Enacted 285,000 48 0 6 100 

FY 2008 

Enacted** * 544,000 114 3 10 100 

FY 2009. 

Enacted*** 544,000 129 0 11 

*Agreements awarded: percent of planned project OTA/LOls awarded either In the year funding was 

appropriated or the following year with carryover funding 

100 

100 

100 

100 

100 

95 

·**Installs awarded : percent of planned airport projects completed with EDS/ETD purchased and Installed equipment either in. the. 

year funding was appropriated o r t he following year with the available carryover funding. The FY08 planned purchase and installation 

projects will be completed in FY09 with available carryover funding . 

. .. Includes $250M Aviation Security Capit al Fund fees 

Per Congressional direction, EBSP allocates funding among a wide variety of airports ranging 
from non-hub to large. When EBSP nears the achievement of its optimal solution, funding 
allocation will begin to shift from primari ly purchase and install costs to operations and 
management and recapitalization costs as the need for new installations 
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B. Expenditure Plan 

Summary of FY 2009 EBSP Expenditure Plan 

Section $ in Millions 
Program Operations and Management 74.9 
LOI 200.0 

Other Transactional Agreement (OTA) - New Facility Modification 82.5 
Agreement Projects 

EDS Purchase and Install 146.6 
Technology/Engineering Initiatives 40.0 

Total 544.0 

The FY 2009 Spend Plan totals $544 million in FY 2009 enacted level: 

• Total FY 2009 Purchase Funds equal $107. 7 million of enacted FY 2009 funds 
• Total FY 2009 Install Funds equal $436.3 million, which includes $186.3 million of 

enacted FY 2009 funds and $250 million Airport Secmity Capital Funds 

Total project costs represent incurred costs: original equipment procurement, manufacturer 
installation, .integration, multiplexing, warehousing, shipping, testing and faci lity modifications. 

Facility modification amounts are based upon FY 2009 Application information and TSA cost 
validation process .. The. amount is subject to change due to updated cost submittals. and 
negotiations with the airport. 

TSA has identified a total of three LOis, eight airports for faci lity modifications and 42 airports 
for Purchase and Installations. 
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Supporting Data 

Estimated Number of Optimal Systems 

Category Total Entire Some Total Number Percentage of' 
Number of Airport Screening of Airports with Airports with 

TSA with Areas with at least one at least one 
Airports Optimal Optimal Optimal System Optimal 

Svstems Svstems Svstem 
x 27 5 17 22 81% 

1 55 15 17 32 58% 

II 73 27 15 42 58% 

11I 122 21 3 24 20% 

Total 277 68 52 120 43% 

*FY 2009 and ARRA funds include reduced size EDS purchase for ETD-only airports. 

Expenditure Plan 

Expenditure Plan: Appropriations, Obllgatlo ns, and Expenditures 

PROGRAM SPENDING PLAN: EBSP 

APPROPRIATIONS IN $ MILLIONS 

Net Appropriated Funds 1 

Project Outlays End-ol-02 FY09 
Funds Obligated, Not Outlayed End-ol-02 FY FV09 
Un.obligated Balance End-of-02. FY09 

UNOBLIG.ATED BALANCES BY FY as of 31 MAR 20092 

FY09 Total 
502.888 502.888 

PLANNED OBLIGATIONS IN$ MILLIONS AS OF 31 MAR 2009 

01FY09 02FY094 
03FY09 Q4FY09 01FY10 02FY10 

Plan3 18.727 70.074 247.875 207.323 
Plan Cumulative 18.727 88.801 336.677 544.000 544.000 544.000 
% Allotment 10.30% 38.44% 0.00% 0.00% n/a n/a 
Actual ''' 1.929 26.935 

PLANNED OUTLAYS IN$ MILLIONS AS.OF 31 MAR 2009 

01FY09 Q2FY09 03FY09 Q4FY09 01FY10 Q2FY10 

Plan5 ' .18.727 .. 52.556 .203.425 134.911 .134.381 ... . 
Plan Cumulative 18.727 71.283 274.708 409.619 544.000 544.000 
% Allotment 10.30% 23.30% 0.00% 0.00% n/a n/a 
Actual 1.929 12.248 

03FY10 

544.000 
nla 

03FY10 

544.000 
nl a 

1. Total of all FY09 appropriations, actual and planned obligations, and actual and planned expenditures 
2 .. 0btalned.from Status.of Funds, Mar.31 2009 

Q4FY10 

544.000 
nla 

Q4FY10 

.. 
544.000 

nla 

Optimal 
Systems Inline 

Projects 
Funded FY 

2009* 

544.000 
14.177 
2&.935 

.. 502.888 

2 

3 

6 
IO 

21 

3. 01 FY09 and 02FY09 reflects actuals, 031FY09 • 04 FY09 Includes Planned FY09 O&M, LOI, EDS Purchase & Install, OTA, and Engineering 

4. 02FY09 figure Includes the Procurement of Reduced Size Machines per the FY09 Spend Plan. Q4FY09 figure Includes Procurment of 
Medium Sized. EDS equipment. Excludes LAX OTA; Administrative Modlllcatlon In place to assign LAX OTA to correct activity code. 
5 .. 01 FY09 Planned. outlays Includes. 01 and. 02FY09 actuals. 03FY09. and onwards assumes 75% of planned obligations. will.have outlays In the same period, 
with the remaining 25% outlays occurring In the subsequent period. 
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Program Initiatives 

Description of Initiative I - Program Operations and Management 
• Description: The Program Operations and Management initiative is broken down into 

five sections. 
1. Operations and Compliance/Interim Solutions 

o Moves, Adds, and Changes 
o Equipment Warehousing 

2. Program Support 
o Program, Resource, and Data Management Services 
o Testing Services 
o Audits, Travel, Train ing, and Certification 

3. Engineering Support 
o Integration and Installation Management 
o Engineering Technical and Design Support 

4. TSA Systems Integration Facility (TSIF) Support 
5. Personnel Compensation & Benefits (PC&B) 

• Projected Obligations and Expenditures: 

Description of Initiative II - LOI 

$7.4 million 
$3.5 million 

$16.0 million 
$3.0 million 
$ 1.2 million 

$13.5 million 
$10.5 mi llion 
$4.8 million 
$15.0 million 
$74.9 million 

• Previously committed multi-year agreements for facility modifications 
• Projected Obligations and Expenditures: . $200.0 million 

Description of Initiative III - EDS will be purchased and installed for: 
• FY 2009 

o Equipment for new terminals. to permit TSA to screen bags on opening day to 
ensure that the airports do not rely on other screening solutions 

o Equipment necessary to maintain I 00-percent screening compliance at ex isting 
installations 

o Equipment to fulfill existing TSA facility modification agreements (e.g., EDS 
machines for LOI or OTA airports) for optimal in-line screening solutions that 
remove lobby congestion and decrease security concerns 

o Equipment to. airports that have. not received facility modifications funding,. but 
are proceeding with optimal system projects via their own financing and are most 
cost effective 

• Projected Obligations and Expenditures: $146.6 million 
• Activities and Milestones: Installs based on airport schedules 
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Description of Initiative IV - New Facility Modification Agreements 
• Description: OTAs will be used to fund facility modifications to construct a Checked 

Baggage Inspection System (CBIS) at eight airports. 
3. See Appendix G for Obligation data 
o See Appendix H for Milestones 
o Projected Obligations and Expenditures: $82.5 million 

Description of Initiative V - Technology/EngiJ1eering Initiatives 
• COTR/Engineering Initiatives will address: 

o Design and configuration changes/modifications (includes reconfiguration 
o requirements and Engineering Change Proposals [ECP]) 
o Change in government guidance/objecti ves to improve efficiencies and equipment 

performance, such as employing equipment upgrades. across the entire fleet of EDS 
(example: performance upgrade all CT-80 to CT-80DR), and implementing local 
networking at sites with multiple CT-80/CT-80DR systems to improve data collection 
effic ienc ies. 

o Problems with repairs associated with equipment redeployment and out-of warranty/ 
non-operational issues 

o Lack of commonality among checked baggage screening solutions 
o Limitations on deployment of screening solutions based on existing site conditions 
o Variances in technology capabilities that limit TSA flexibility in providing optimal 

screening solutions 
o Projected Obligations and Expenditures: Total Engineering Initiatives: $25.0 million 

• Advanced Surveillance Program (ASP) will address: 
o Remote visibility into the baggage resolution and screening areas in case of 
o Emergency to aid in threat identification and response 
o A means to create an overall situational awareness to support oversight control for 
o Loss prevention, remote supervision, training, staffing, performance evaluation and 
o Legal or investigative needs with recordation 
o An additional layer of security into the locations that TSA screens checked baggage 
o Reduction of threat risks being introduced into checked baggage 
o Projected Obligations and Expenditures: Total ASP Initiatives: $5.0 million 

• Security Technology Integrated Program (STIP) will address: 
o Equipment in-service upgrades and automated data retrieval on equipment and 

screener performance to increase equipment availability, reliability and effectiveness; 
improve performance management; and reduce overall operating and support costs. 

o Equipment replacement, reconfiguration, and deployment strategies to increase 
throughput, systems capacity, and effectiveness. 

o Projected Obligations and Expenditures: Total STIP Initiatives: $8.0 million 
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• Operational Integration (01) will address: 
o System integration and equipment purchases required for operational test and 

evaluation activities. 
o Projected Obligations and Expenditures: Total OJ Initiatives: $2.0 million 

• Projected Obligations and Expenditures: Total Technology/Engineering Initiatives: $40 
million 
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Appendix A: Abbreviations/ Acronyms 

ASP 
CBIS 

COTR 
EDS 
LOI 
0 1 
OTA 
PC&B 
STIP 
TSA 

TSIF 

Advanced Surveillance Program 
Checked Baggage Inspection System 
Contracting Officer's Technical Representative 

Explosives Detection Systems 
Letter of Intent 
Operations Integration 

Other Transaction Agreement 
Personnel Compensation and Benefits 
Security Technology Integrated Program 
Transportation Security Administration 

TSA Systems Integration Facility 
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Appendix B: Airport Codes 

Airport 
Airport Name Airport Location 

Code 
ACK Nantucket Memorial Nantucket, MA 

AMA Rick Husband Amarillo International Amarillo, TX 

ASE Aspen-Pitkin County/Sardy Field Aspen, CO 

CHA Lovell Field Chattanooga,. TN 

CHS Charleston AFB/International Charleston, SC 

CMI University of Illinois - Willard Savoy, IL 

CVG Cincinnati/Northern Kentucky International Covington, KY 
EGE Eagle County Regional Eagle, CO 

EWR Newark Liberty International Newark, NJ 

FAT Fresno Yosemite International Fresno, CA 

GPI Glacier Park International Kalispell , MT 

GUC Gunnison-Crested Butte. Regional Gunnison, CO 

HDN Yampa Valley Hayden, CO 

HLN Helena Regional Helena, MT 

IAH George Bush Intercontinental/Houston Houston, TX 

ICT Wichita Mid-Continent Wichita, KS 

ITO Hilo International Hilo, HI 

JFK John F. Kennedy New York, NY 

LGA La Guardia New York, NY 

LSE La Crosse Municipal La Crosse, Wl 

MCO Orlando International Orlando, FL 

MFR Rogue Valley International - Medford Medford, OR 

MIA Miami International Miami, FL 

MKK Molokai Airport Kaunakakai , HI 

MSP 
Minneapolis - St Paul International/Wold-

Minneapolis, MN 
Chamberlain 

OGG Kahului Maui, HI 

ORD Chicago O 'Hare International Chicago, IL 

PFN Panama City-Bay County International Panama City, FL 

PHL Philadelphia International Philadelphia,. PA 

PHX Phoenix Sky Harbor International Airport Phoenix, AZ 

PIT Pittsburgh International Pittsburgh, PA 
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Airport 
Airport Name Airport Location 

Code 
PNS Pensacola Regional Pensacola, FL 

RDM Roberts Field Redmond, OR 

RDU Raleigh-Durham International Raleigh, NC 

RNO Renoff ahoe International Reno, NV 

ROC Greater Rochester International Rochester, NY 

SAN San Diego International San Diego, CA 

SAT San Antonio International San Antonio, TX 

SFO San Francisco International San Francisco, CA 

SBA Santa Barbara Municipal Santa Barbara, CA 

SJC Norman Y. Mineta San Jose International San Jose, CA 

SMX Santa Maria Public Airport Santa Maria, CA 

SNA John Wayne Airport-Orange County Orange County, CA 

SUN Friedman Memorial Hailey, ID 

TLH Tallahassee Regional Tallahassee, FL 

TRI Tri-Cities Regional TN/VA Bristol/Johnson/Kingsport, TN 

TUS Tucson International Tucson, AZ 

UTA Tunica Municipal Tunica, MS 
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Appendix C: Obligation by Project 

Project Tim:lines Project Cost Obligation Schedule Obligation Balances Expenditures 

Initial Revised Anticipated 
Spend Ant. Stan Actual Ant. End Actual Dollar Dollar Pl~nned Actual Unobligated Un ob ligated 

Prnicct Plan Date Stan Date [}4te End Date Ant. Ant. Obligation Obligation Obligated Balance 

JFK LOI Sep-08 Sep-08 Sep-13 $78.00 May-09 $0.00 $78.00 $0.00 

EWR LOI Scp-08 Sep-08 Sep-13 $60.00 May-09 $0.00 $60.00 $0.00 

LGA LOI Sep-08 Sep-08 Sep-13 $6200 May-09 $0.00 $62.00 $0.00 

ORD OTA Aug-09 - Feb-10 $19.80 May-()':) $0.00 $19.80 $0.00 

JCT OTA Dcc-09 - Mar-II S8.25 Sep-09 $0.00 $8.25 $0.00 

SAT OTA Nov-09 Dec-II $24.00 Sep-09 $0.00 $24.00 $0.00 

FAT OTA Sep-09 - Jan-I I $3.75 Jun-()':) $0.00 $3.75 $0.00 

MSP OTA Nov-09 - Apr-13 S8.00 Sep-09 $0.00 $8.00 $0.00 

TRI OTA Jan-09 Scp-09 S3.25. Sep-09 $0.00 $3.25 $0.00 

AMA OTA Mar-09 - Jan-II $8.25 Sep-09 $0.00 $8.25 $0.00 

PFN OTA Jul.09 - Mar-10 S7.25 Sep-09 $0.00 $7.25 $0.00 

Medium 
Purchase Mar-09 Sep.W $84.74 Mar-09 $0.00 $84.74 $0.00 

Throughput EDS 

Reduced Size 
Purchase Jan-09 Mar-09 Scp-W $23.00 Jan-W Mar-09 $19.52 $3.48 $0.00 

EDS 

EWR Install Ckt-09 May-09 $1.21 Oct-09 $0.00 $1.21 $0.00 

ORD his tall Dcc-09 - Jun.W Sl.55 Dec-09 $0.00 $1.55 $0.00 

CVG Install Aug-09 Mar-09 Mar-09 $2.16 Aug-09 Mar-09 $0.67 $1.49 $0.00 

MCO Install Aug-09 Apr-09 Mar-09 $2.65 Aug-09 Mar.W $0.72 $1.93 $0.00 

MIA Install Sep-09 Apr-09 Apr-09 $2.63 Sep-09 Mar.W $0.75 $1.88 $0.00 

IAH Install Dcc-09 - May-09 $1.55 Dec-09 $0.00 $155 $0.00 

ACK his tall Feb-09 Feb.W $0.12 Feb-09 $0.00 $0.12 $0.00 

SAT Install Ckt-09 Aug.W $2.42 Oct-09 $0.00 $2.42 $0.00 

PFN Install Dcc-09 - Jun-09 S0.92 Dec-09 $0.00 $0.92 $0.00 

SJC histaU 
Jul-09& Mar-10& 

$2.92 Jul-09 $0.00 $2.92 $0.00 
Jan-IO Seo-IO 

AMA Install May.W May-09 $0.82 May-09 $0.00 $0.82 $0.00 

MFR Install Feb-09 Feb-09 Feb-09 $1.04. May-09 Feb-09 $0.76 $0.28 $0.00 

TUl Install Nov-09 Jun.W $1.03 Nov-09 $0.00 $1.03 $0.00 

OCG Install Aug-09 Mar-10 SI.JO Aug-09 $0.00 $1.10 $0.00 
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Project Tiire lines Project Cost Obligat ion Schedule Obligation Balances 

Initial Revised Anticipated 
Spend Ant.Start Actual Ant. End Actual DoUar DoUar Planned Actual Unobligated Unobligated 

Project Plan Date Stan Date D'dte End D'dte Anl. Anl. Obligation Obligation Obligated Balance 

PHX Install Aug-W Mar-Q<J $0.45 Aug-W S0.00 $0.45 S0.00 

PNS Install Jan-09 Mar-09 $0.12 - Jul-09 S0.00 $0.12 $0.00 

RDU Install Mar-W Oct-09 $0.00 Mar-ID $() S0.00 

RNO Install Jul.ID Jul-W $0.90 Aug-W S0.00 $0.90 $0.00 

ROC Install May-09 May-09 $0.00 May-09 $0.00 $0.00 

SAN Install Aug-W Mar-09 Mar-09 $0.24 - Aug-O:l Feb-09 S0.18 $0.06 $0.00 

SFO Install J:in-09 Apr-09 $1.43 Jan-09 $0.00 $1.43 $0.00 

SNA Install Nov-OJ Jun-09 $2.11 Nov.()') $0.00 $2.1 1 S0.00 

LSE Install May-09 May-09 $008 May-09 $0.00 $0.08 S0.00 

PIT Install Aug-09 Aug-09 $0.08 Aug-09 S0.00 $0.08 $0.00 

SMX Install Jun-09 Jun-09 $008 Jun-09 S0.00 $0.08 S0.00 

!TO Install Jun-O'J Jun-09 $0.08 - Jun-09 S0.00 $0.08 $0.00 

GPI Install Jun-09 Jun-09 $008 Jun-09 S0.00 $0.08 $0.00 

MKK Install Jun-09 Jun-09 $0.08 Jun-09 S0.00 $0.08 S0.00 

HLN lnstaU Jun-09 Jun-09 $0.08 Jun-09 S0.00 $0.08 $0.00 

CHA ~lStall Mar-09 Mar-09 $0.08 Mar-ID $0.00 $0.08 S0.00 

CHS Install Fcb-O'J Fcb-09 $0.26 f.cb-09 S0.00 $0.26 S0.00 

CM! Install Apr-OJ Apr-09 $0.08 Apr-09 $0.00 $0.08 S0.00 

SUN lnstaU Apr-OJ Apr-09 $0.08 Apr-ID S0.00 $0.08 S0.00 

GUC Install May-09 May-ID $0.08 May-O'J $0.00 $0.08 S0.00 

SAN-RS Install Apr-OJ Apr-09 $0.60 Apr-09 so.oo $0.60 S0.00 

PHL-RS Install May-09 May-09 $0.89 May-09 $0.00 $0.89 S0.00 

HON Install May-09 May-09 $1.24 May-09 S0.00 $1.24 S0.00 

EGE Install Jun-09 Jun-09 $0.72 Jun-09 S0.00 $0.72 S0.00 

Project 

Replaced Replaced 
cancelled 

ASE** Install $0.00 and S0.00 
with SBA with SBA 

replaced 
with SBA 

SBA** lnstaU Jul-00 Ju l-OJ $0.72 Jul-00 S0.00 $0.72 S0.00 

TUS Install Mar-09 Mar-09 $033 - Mar-09 S0.00 $033 S0.00 

UTA Install Jun-09 Jun-09 SO.OS Jun-09 $0.00 $0.08 $0.00 

ROM Install Feb-09 Feb-09 $0.72 Feb-09 S0.00 $0.72 S0.00 

Recap Install $5.00 $0.00 $5.00 $0.00 
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Project Tim:lines Project Cost Obligation Schedule Obligation Balances Eiqx:nditures 

Initial Revised A nticipatcd 
Spend Ant.Start Actual Ant. &id Actual Dollar Dollar Planned Actual Unobligated Unobligated 

Project Plan Date Start Date J}J(C &Jd l}JtC Ant. Ant. Obligation Obligation Obligated Balance 

COTRJ 
Ongoing 

&igineering T&E $25.00 nla S2.07 $22.93 $3.80 
Initiatives 

thm Sept 

ST!P T&E $8.00 
Ongoing 

n/a Sl.03 $6.97 $0.00 
thm Sept 

ASP T&E $5.00 
Ongoing 

n/a S0.00 $5.00 $0.00 
thiu Sent 

01 T&E $2.00 
Ongoing 

n/a S0.00 $2.00 $0.00 
thiu Scot 

Ops& 
Compliance. 

Program 
Support. 

P,O& M - $74.90 
Ongoing 

nla $15.40 $59.50 $0.02 
&igineering thiu Sept 

Support, TSIF 
Suppo1t,& 

PC&B 
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Appendix D: EBSP Summary Spend Plan 

Summary 

Section $ in Millions 
Program Operations and Management $74.9 
LOI $200.0 
OT A - New Facility Modification Agreement Projects $146.6 
EDS Purchase and Install $82.5 
Technology/Engineering Initiatives $40.0 

Total $544.0 

Program Operations and Management 

Total TSA 
Project Description FY 2009 

Project Cost 
Operations and Compliance/Interim Solutions 
- Moves, Adds and Changes $7.4 
- Equipment Warehousing $3.5 

Program Support 
- Program, Resource and Data Management Services $16.0 
- Testing Services $3.0 
- Audits, Travel, Training and Certification $ 1.2 
Engineering Support 
- Integration and Installation Management $13.5 
- Engineering Technical and Design Support $10.5 
TSA Systems Integration Facility (TSIF) Support $4.8 
Personnel Compensation & Benefits (PC&B) $15.0 

Total $74.9 
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LOI Projects 
TSA Cost Total TSA 

Airport Scope of Work Share FY 2009 
Project Cost 

LOI funding for the airport to construct a CBIS 90% 
JFK 

for Terminals 2, 3, 4, & 7. 
.$78.0 

LOI funding for the airport to construct a CBIS 90% 
EWR 

for Terminals A, B , & C. 
$60.0 

LOI funding for the airport to construct a CBIS 90% 
LGA 

for Terminals USAir & CTB 
$62.0 

Total LOI Projects $200.0 

OTA - New Facility Modification Agreement Projects 
TSA Cost Total TSA 

Airport Scope of Work Share* FY 2009 
Project Cost 

ORD 
OT A funding for the airport to construct a CBIS 90% 

$19.8 
for Terminal 1-B South 

ICT 
OTA funding for the airport to construct a CBIS 95% 

$8.25 
for Terminal Main 

SAT 
OTA funding for the airport to construct a CBIS 90% 

$24.0 
for Terminal l/B 

FAT 
OTA funding for the airport to construct a CBIS 95% 

$3.75 
for Terminal Main 

MSP 
OTA funding for the airport to construct a CBIS 90% 

$8.0 
for the Lindbergh Terminal 

TRI 
OTA fundi ng for the. airport to construct a CBIS 95% 

$3.25 
for Terminal Main 

AMA 
OTA funding for the airport to construct a CBIS 95% 

$8.25 
for Terminal Main 
OT A funding for the airport to construct a CBIS 95% 

$7.25 PFN for New Terminal 

Total OTA $82.5 

*TSA's cost share in this table. is 90% for a project at a medium or large. hub airport and 95% for a project at a small 
and non-hub airport. 

FOR OFFICIAL USE ONLY 

WARNING: This documenl is FOR OFFIC IAL USE ONLY (FOUO). h comains informmion 1ha1 may be excmpl from publ ic release under 
1he Freedom of lnformalion Act (5 U.S.C. 552). 11is10 be comrolled. slored. handled. 1ransmit1ed, dis1ribu1ed. and disposed of in accordance 
wi1h Dcpar1men1 of Homeland Securi1y (DHS) policy rc la1ing 10 FOUO informal ion and is no110 be released 10 1he public or 01hcr personnel who 
do not have a valid "necd-10-know"" wi1hou1 prior approval of an authorized OHS offic ial. 

19 



FOR OFFICIAL USE ONLY 

FY 2009 EDS P h urc ase &I tllP. ts ns a ro.)ec 
TSA Total TSA 

Airport Scope of Work Purchase Deployment Cost FY 2009 
Share* Project Cost 

Purchase, install, integrate, 
EWR network and test (3) Medium $3.24 $1.24 100% $4.48 

Speed EDS. 
Purchase, install, integrate, 

ORD 
network and test ( 4) Medium 

$4.32 $1.55 100% $5.87 
Speed EDS. for Terminal 1. 
B-South. 
Purchase, install, integrate, 

CVG network and test (5) Medium $5.40 $2.16 100% $7.56 
Speed EDS. for Terminal 3. 
Purchase, install, integrate, 

MCO 
network and test (7) Medium 

$7.56 $2.65 100% $W.21 
Speed EDS for Terminal 
Central East. 
Purchase, install, integrate, 

MIA 
network and test (8) Medium 

$8.64 $2.63 100% $U.27 
Speed EDS for Terminal 
East/Cruise Matrix. 
Purchase, install, integrate, 

IAH network and test (4) Medium $4.32 $1.55 100% $5.87 
Speed EDS for Terminal D. 
Purchase, install and test (1 ) 

ACK Reduced Size EDS for $0.42 $0.12 100% $0.54 
Terminal Main. 
Purchase, install, integrate, 

SAT network and test (7) Medium $7.56 $2.42 100% $9.98 
Speed EDS for Terminal 1/B 
Purchase, install, integrate, 

PFN network and test (2) Medium 
$2.16 $0.92 100% $3.08 

Speed EDS for Tenninal 
New 
Purchase, install, integrate, 

SJC 
network and test (8) Medium 

$9.72 $2.92 100% $I2.64 
Speed EDS for Terminal 
A/B. 
Purchase, install, integrate, 

AMA 
network and test (2) 

$0.84 $0.82 100% $1.66 
Reduced Size EDS for 
Terminal Main. 

FOR OFFICIAL USE ONLY 

WARNING: This documenl is FOR OFFIC IAL USE ONLY (FOUO). It comains informmion 1ha1 may be excmpl from publ ic release under 
1he Freedom of lnformalion Act (5 U.S.C. 552). 11 is 10 be comrolled, stored. handled, 1ransmitted, distribuled, and disposed of in accordance 
wi1h Dcpar1men1 of Homeland Sccuri1y (DHS) policy re la1ing 10 FOUO informal ion and is no110 be released 10 1hc public or 01hcr personnel who 
do not have a valid "necd-10-know" wi1hou1 prior approval of an authorized OHS offic ial. 

20 



FOR OFFICIAL USE ONLY 

TSA Total TSA 
Airport Scope of Work Purchase Deployment Cost FY 2009 

Share* Project Cost 
Purchase, install, integrate, 

MFR 
network and test (2) 

$0.84 $1.04 LOO% $ L.88 
Reduced Size EDS for 
Terminal Main 
Purchase, install, integrate, 

TLH 
network and test (2) Medium 

$2. 16 $1.03 100% $3.19 
Speed EDS for Terminal 
Main 
Install, integrate, network 

OGG and test (3) Medium Speed $- $1.10 100% $1.10 
EDS for Termjnal Main. 
Purchase, install, integrate, 

PHX network and test ( 1) Medium $1.08 $0.45 100% $1.53 
Speed EDS for Terminal 4 
Purchase, install, integrate, 

PNS 
network and test ( l) Medium 

$0.42 $0.12 100% $0.54 
Speed EDS for Terminal 
Main. 
Purchase of (2) Medium 

RDU Speed EDS for Terminal C $2.16 $- 100% $2.1 6 
West. 
Install, integrate, network, 

RNO and test (3) Reduced Size $- $0.90 100% $0.90 
EDS for Terminal Main. 
Purchase of (6) Reduced 

ROC Size EDS for Terminal $2.53 $- 100% $2.53 
Main. 
Purchase, install, integrate, 

SAN 
network, and test ( 1) 

$1.08 $0.24 100% $1.32 
Medium Speed EDS for 
Terminal 2 East. 
Purchase, install, integrate, 

SFO network and test (4) Medium $4.32 $1.43 100% $5.75 
Speed EDS. for Termjnal C. 
Purchase, install, integrate, 

SNA network and test (4) Medium $4.32 $2.1 1 100% $6.43 
Speed EDS for Terminal C. 
Purchase, install and test ( l ) 

LSE Reduced Size. EDS for $0.42 $0.08 100% $0.50 
Terminal Main. 
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TSA Total TSA 
Airport Scope of Work Purchase Deployment Cost FY 2009 

Share* Project Cost 
Purchase, install and test (1 ) 

PIT Reduced Size EDS for $0.42 $0.08 100% $0.50 
Terminal Main. 
Purchase, install and test (1 ) 

SMX Reduced Size EDS for $0.42 $0.08 100% $0.50 
Terminal Main. 
Purchase, install a.nd test (1) 

ITO Reduced Size EDS for $0.42 $0.08 100% $0 .50 
Terminal Main. 
Purchase, install a.nd test (1) 

GPI Reduced Size EDS for $0.42 $0.08 100% $0.50 
Terminal Main. 
Purchase, install and test ( 1) 

MKK Reduced Size EDS for $0.42 $0.08 100% $0 .50 
Terminal Main. 
Purchase, install and test (1 ) 

HLN Reduced Size EDS for $0.42 $0.08 100% $0 .50 
Terminal Ma.in. 
Purchase, install and test ( 1) 

CHA Reduced Size EDS for $0.42 $0.08 100% $0.50 
Terminal Main. 
Purchase, install a.nd test (3) 

CHS Reduced Size EDS for $ 1.26 $0.26 100% $ 1.52 
Terminal Main .. 
Purchase, install and test (1) 

CMI Reduced Size EDS for $0.42 $0.08 100% $0.50 
Terminal Main. 
Purchase, install and test (1 ) 

SUN Reduced Size EDS for $0.42 $0.08 100% $0.50 
Terminal Main. 
Purchase, install a.nd test ( 1) 

GUC Reduced Size EDS for $0.42 $0.08 100% $0 .50 
Terminal Main .. 
Purchase, install, integrate, 

SAN-RS 
network and test (5) 

$2.10 $0.60 100% $2.70 
Reduced Size EDS for 
Terminal I. 
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TSA 
Airport Scope of Work Purchase Deployment Cost 

Share* 
Purchase, install, integrate, 

PHL-RS 
network, and test (3) 

$1.26 $0.89 
Reduced Size EDS for 
Terminal B/C. 
Install, integrate, network 

HDN and test (3) Reduced Size $- $1.24 
EDS for Terminal Main. 
Purchase, install and test ( l ) 

EGE Reduced Size EDS for $0.84 $0.72 
Terminal Main. 
Purchase, install, integrate, 

ASE** 
network and test (2) 
Reduced Size EDS for 
Terminal Main. 
Purchase, install, integrate, 

SBA** 
network and test (2) 

$0.84 $0.72 
Reduced Size EDS for 
Terminal Main. 
Purchase, install, integrate, 

TUS 
network and test (2) 

$1.68 $0.33 
Reduced Size EDS for 
Terminal Main. 
Purchase, install, integrate, 

UTA 
network and test (2) $0.42 

$0.08 
Reduced Size EDS for 
Terminal Main. 
Purchase, install, integrate, 

RDM 
network and test (2) 

$0.84 $0.72 
Reduced Size EDS for 
Terminal Main. 

Recapitalization $20.75 $5.0 
Total Purchase and Install $107.7 $38.0 
*TSA funds I 00% of the Purchase and Install costs associated with each project 
** ASE was canceled and replaced with SBA 
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LOO% 

100% 

100% 

100% 

100% 

100% 

100% 

100% 

Total TSA 
FY 2009 

Project Cost 

$2.16 

$1.24 

$1.56 

$ 1.56 

$2.02 

$0.5 

$ 1.56 

$25.75 
$146.6 
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Technology/Engineering Initiatives 

TotalTSA 
Project Description FY 2009 

Project Cost 
COTR/Engineering Initiatives $25.0 
Security Technoloe:v Integrated Program (STfP) $8.0 
Advanced Surveillance Program (ASP) $5.0 
Operations Integration (01) $2.0 

Total $40.0 
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Appendix E: EBSP Obligation Data 

Obligation Schedule 

Obligation dates and selected airports are subject to change based on airport schedules and 
contract negotiations. 

Project 
Airport Scope of Work Cost$ in Planned Obligation Date 

Millions. 
Program Operations & Management 

NIA 
Ops & Compliance, Program Support, Engineering $74.9 

Ongoing thru Sept 
Support, TSIF Support and PC&B 

LOI Projects 

JFK 
LOI Funding for the airport to construct a CBlS for 

May 2009 Terminals 2, 3, 4 & 7. $78.0 

EWR LOI funding for the a irport to construct a CBIS for 
May 2009 

Terminals A, B & C. $60.0 

LGA 
LOI funding for the a irport to construct a CBIS for 

May 2009 
Termjnals USAfr & CTB $62.0 

EDS. Install. & Purchase Projects 

EWR Purchase, install, integrate, network and test (3) P-Jun 
Medium Speed EDS. $4.48 I-Oct 

ORD 
Purchase, install, integrate, network and test (4) P-Jun 
Medium Speed EDS for Terminal lB-South. $5.87 I-Dec 

CVG Purchase, install, integrate, network and test (5) P-Jun 
Medium Speed EDS for Terminal 3. $7.56 I-Aug 

MCO 
Purchase, insta ll, integrate, network and test (7) P-Jun 
Medium Speed EDS for Terminal Central East. $10.21 I-Aug 
Purchase, install, integrate, network and test (8) 

P-Jun 
MIA Medium Speed EDS for Terminal. East/Cruise $11.27 I-Sep 

Matrix. 

IAH 
Purchase, install, integrate, network and test (4) P-Jun 
Medium Speed EDS for Terminal D. $5.87 I-Dec 

ACK 
Purchase, install, and test (1) Reduced Size EDS for P-Jan 
Terminal Main. $0.54 I-Feb 

SAT 
Purchase, install, integrate, network and test (7) P-Jun 
Medium Speed EDS for Terminal 1/B. $9.98 I-Oct 

PFN Purchase, install, integrate, network and test (2) P-Jun 
Medium Speed EDS for Terminal New. $3.08 I-Dec 
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Project 
Airport Scope of Work Cost$ in Planned Obligation Date 

Millions 
EDS Install & Purchase Projects (Cont.) 

Purchase, install, integrate, network and test (8) 
P-Jun 

SJC $ 12.64 I-Jul (4) 
Medium Speed EDS for Terminal A/B. 

Dec (4) 

AMA 
Purchase, install, i1ltegrate, network and test (2) P-Mar 
Reduced Size EDS for Terminal Main. $ 1.66 I-May 

MFR 
Purchase, install, integrate, network and test (2) P-Jan 
Reduced Size EDS for Terminal Main. $1.88 I-May 

TLH Purchase, install, integrate, network and test (2) P-Jun 
Medium Speed EDS for Terminal Main . . $3.19 I-Nov 

OGG 
Install, integrate, network and test (3) Medium P-warehouse* 
Speed EDS for Terminal Main. $1.10 I-Aug 

PHX 
Purchase, install, integrate, network and test (I ) P-Jan 
Medium Speed EDS for Terminal 4. $1.53 I-Aug 

PNS 
Purchase, install, integrate, network and test (1) P-Jan 
Medium Speed EDS for Terminal Main. $0.54 I-Jul 

RDU Purchase of (2) Medium Speed EDS for Terminal P-Sep 
C West. $2.16 1-Mar 2010 

RNO 
Install, integrate, ne twork and test (3) Reduced P-relocation * 
Size EDS for Terminal Main. $0.90 T-Aug 

ROC 
Purchase of (6) Reduced Size EDS for Terminal P-Mar 
Main. $2.53 I-May * 

SAN 
Purchase, install, integrate, network and test (I ) P-Jan 
Medium Speed EDS for Terminal 2 East. $1.32 I-Aug 

SFO Purchase, install, integrate, network and test ( 4) P-Jun 
Medium Speed EDS for Terminal 2. $5.75 I-Jan lO 

SNA 
Purchase, install, integrate,. network and test (4) P-Jun 
Medium Speed EDS for Terminal C. $6.43 1-Nov 

LSE 
Purchase, install and test (l ) Reduced Size EDS P-Mar 
for Terminal Main. $0.50 I-May 

PIT Purchase, install and test (1 ) Reduced Size EDS P-Mar 
for Terminal Main. $0.50 I-Aug 

SMX 
Purchase, install and test ( I) Reduced Size EDS P-Mar 
for Terminal Main. $0.50 I-Jun 

ITO 
Purchase, install and test (1) Reduced Size EDS P-Mar 
for Terminal Main. $0.50 I-Jun 
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Project 
Airport Scope of Work Cost$ in 

Millions 
EDS Install & Purchase Projects (Cont) 

GPI 
Purchase, install and test ( l ) Reduced Size EDS 
for Terminal Main. $0.50 

MKK 
Purchase, install and test ( I) Reduced Size. EDS 
for Terminal Main. $0.50 

HLN 
Purchase, install and test (1) Reduced Size. EDS 
for Terminal Main. $0.50 

CHA 
Purchase, install and test (1) Reduced Size EDS 
for Terminal Main. $0.50 

CHS 
Purchase, install and test (3) Reduced Size EDS 
for Terminal Main. $1 .52 

CMI 
Purchase, install and test (1) Reduced Size EDS 
for Terminal Main. $0.50 

SUN 
Purchase, install and test (1) Reduced Size EDS 
for Terminal Main. $0.50 

GUC 
Purchase, install and test (1) Reduced Size. EDS 
for Terminal Main. $0.50 

SAN-RS 
Purchase, install, integrate, network and test (5) 
Reduced Size. EDS for Terminal I. $2.70 

PHL- Purchase, install, integrate, network and test (3) 
RS Reduced Size EDS for Terminal B/C. $2.16 

HDN 
Install, integrate, network and test (3) Reduced 
S ize EDS for Terminal Main. $1.24 

EGE Purchase, install, integrate, network and test (2) 
Reduced Size EDS for Terminal Main. $1.56 

ASE 
Purchase, install, integrate, network and test (2) 
Reduced Size EDS for Terminal Main. 

SBA 
Purchase, install, integrate, network and test (2) 
Reduced S ize EDS for Terminal Main. $ 1.56 

TUS 
Purchase, install, integrate, network and test (4) 
Reduced S ize EDS for Terminal Main. $2.02 

UTA 
Purchase, install, integrate, network and test (1) 
Reduced S ize EDS for Terminal Main. $0.50 

RDM 
Purchase, install, integrate, network and test (3) 
Reduced Size EDS for Terminal Main. $1.56 

P =purchase 
I = install 
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Planned Obligation 
Date 

P-Mar 
I-Jun 

P-M~u· 

I-Jun 

P-Mar 
I-Jun 

P-Jan 
J-Mar 

P-Jan 
I-Feb 

P-Jan 
I-Apr 

P-Jan 
I-Apr 

P-Mar 
I-May 

P-Jan 
I-Apr 

P-Mar 
I-May 

P-Mar 
I-May 

P-Mar 
I-Jun 

Project canceled and 
replaced with SBA 

P-Mar 
I-Jul 

P-Jan 
1-Mar 

P-Mar 
I-Jun 

P-Jan 
I-Feb 

WARNING: This documenl is FOR OFFIC IAL USE ONLY (FOUO). h comains informmion 1ha1 may be excmpl from publ ic release under 
1he Freedom of lnformalion Acl (5 U.S.C. 552). 11 is 10 be controlled, slored. handled, 1ransmit1ed, dis1ribu1ed, and disposed of in accordance 
wi1h Dcpar1men1 of Homeland Sccuri1y (DHS) policy rc la1ing 10 FOUO informal ion and is no110 be released 10 1hc public or 01hcr personnel who 
do not have a valid "necd-10-know" wi1hou1 prior approval of an authorized OHS offic ial. 

27 



FOR OFFICIAL USE ONLY 

DEVIATION FROM ORIGINAL SPEND PLAN 

After further evaluation, it was determined the current configuration at the Aspen-Pitkin County/Sardy 
Field (ASE) airport was sufficient to support the needs of the airport. The passenger throughput did not 
increase as anticipated. The Santa Barbara Municipal (SBA) airport was identified as an airport with 
increased throughput and served as a replacement airport for the ASE project. The equipment purchase 
and installation at SBA was comparable to ASE and there were no significant funding changes . The 
project timeline and schedule were also c losely aligned and caused no changes to the current spend plan. 

Project 
Planned Obligation 

Airport Technology Purchases Cost $.in 
Millions 

Date 

Medium Throughput 
NIA GE-March- Sept. $84.74 Mar- Sept 

L3-September 
Reduced Size 

NIA Reveal-Jan- Sept $23.00 Jan-Sept 
L3-September 

Proj ect 
Air port Scope of Work Cost$ in Planned O bligation Date 

millions 

New Facility Modification Agreement Projects 

ORD 
OT A funding for the airport to. construct a CBIS 

May 2009 
for Terminal 1-B South. $19.8 

ICT 
OT A funding for the airport to construct a CBIS 

Sep 2009 
for Termjnal Main. $8.25 

SAT 
OT A funding for the airport to construct a CBJS 

Sep 2009 
for Terminal l/B. $24.0 

FAT 
OT A funding for the airport to construct a CBIS 

Jun 2009 
for Terminal Main. $3.75 

MSP 
OT A funding for the airport to construct a CBIS 

Sep 2009 
for the Lindbergh Terminal. $8.0 

TRI 
OT A funding forr. the airport to. construct a CBIS 

Sep 2009 
for Terminal Main. $3.25 

AMA 
OT A funding for the airport to construct a CBIS 

Sep 2009 
for Terminal Main. $8.25 

PFN 
OT A funding forr the airport to construct a CBTS 

Sep 2009 
for New Terminal. $7.25 

Technology/Engineering Initiatives 

NIA COTR Initiatives, STIP, ASP, OI and 
Ongoing thru Sept 

Engineering Initiatives $40.0 
*Funding provided in FY 2008 
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Appendix F: EBSP Milestones 

Project Timelines - New Facility Modification Agreement Projects 

Project Timelines - LOI Projects 

Major Milestones Estimated Completion Date 
La Guardia (LGA) 

Initiate second year of LOI evaluation Dec 2008 
Airports submit updated cost information to TSA Apr 2009 
Modify existi ng LOI for additional funding requirements* May 2009 

Newark Liberty International (EWR) 
Initiate second year of LOI evaluation Dec 2008 
Airports submit updated cost information to TSA Apr 2009 
Modify existing LOI for additional funding requirements* May 2009 

John F. Kennedy (JFK) 
Initiate second year of LOI evaluation Dec 2008 
Airports submit updated cost information to TSA Apr 2009 
Modify existing LOI for additional funding requirements* May 2009 

*LOls require Congressional notification 3 days prior to contract execution. 
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Project Timelines - EDS Purchase and Install Projects 

Major Milestones Estimated Completion Date 

Newark Liberty International (EWR) 
EDS Deliver Oct 2009 
Installation & Integration Oct 2009 
IV&Y/ Commissioning Mar 2010 
Live Bag Screening Apr 2010 
Decommissioning May 2010 

Chica20 O'Hare International (ORD) 
EDS Delivery Dec 2009 
Installation & Integration Dec 2009 
IV & VI Commissioning Apr 2010 
Live Bag Screening May 2010 
Decommissioning Jun 2010 

Cincinnati/Northern Kentucky International (CVG) 
EDS Delivery Feb 2009 
Installation & Integration Aug 2009 
IV&V/ Commissioning Jan 2010 
Live Bag Screening Feb 2010 
Decommissioning Mar 2010 

Orlando International (MCO) 
EDS Delivery Feb 2009 
Installation & Integration Aug 2009 
lY&V/ Commissioning Jan 2010 
Live Bag Screening Feb 2010 
Decommissioning Mar 2010 

Miami International (MIA) 
EDS Deli very Mar 2009 
Installation & Integration Sep 2009 
IV&V/ Commissioning Feb 2010 
Live Bag Screening Mar 2010 
Decommissioning Apr 2010 

Geon.?e Bush Intercontinental/Houston (IAH) 
EDS Delivery Dec 2009 
Installation & Integration Dec 2009 
IV & VI Commissioning Mar 2010 
Live Bag Screening Aor 2010 
Decommissioning May 2010 
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Project Timelines - EDS Purchase and Install Projects - Continued 

Major Milestones Estimated Completion Date 
Nantucket Memorial (ACK) 

EDS Deli very Feb 2009 
Installation & Integration Feb 2009 
Decommissioning NIA 

San Antonio International (SAT) 
EDS Delivery Oct 2009 
Insta llation & Integration Oct 2009 
IV & VI Commissioning Jun 2010 
Live Bag Screening Jul 2010 
Decommissioning Aug 2010 

Panama city-Bay County International (PFN) 
EDS. Deli very Dec 2009. 
Installation & Integration Dec 2009 
IV&VI Commissioning Apr 2010 
Live Bag Screening May 2010 
Decommissioning Jun 2010 

Norman Y. Mineta San Jose International (SJC) 
EDS Delivery Jul 2009 & Dec 2009 
Installation & Integration Jul 2009 & Jan 2010 
IY&VI Commissioning Jan 2010 & Jul 2010 
Live Bag Screening Feb 2010 & Aug 2010 
Decommissioning Mar 2010 & Sep 20 10 

Rick Husband Amarillo International (AMA) 
EDS Deli very May 2009 
Installation & Integration May 2009 
Decommissioning NIA 

Roime Vallev International-Medford (MFR) 
EDS Deli very Feb 2009 
Installation & Integration Aug 2009 
Decommissioning NIA 

Tallahassee Re2ional (TLH) 
EDS Deli very Oct 2009 
Installation & Integration Nov 2009 
IY&VI Commissioning Apr 2010 
Live Bag Screening May 2010 
Decommissioning Jun 2010 
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Project Timelines - EDS Purchase and Install Projects - Continued 

Major Milestones Estimated Completion Date 
Kahului (OGG) 

EDS Delivery Feb 2009 
Installation & Integration Aug 2009 
IV&VI Commissioning Jan 2010 
Live Bag Screening Feb 2010 
Decommissioning Mar 2010 

Phoenix Sky Harbor International Airport (PHX) 
EDS Delivery Feb 2009 
Installation & Integration Aug 2009 
IV & VI Commissioning Jan 2010 
Live Bag Screening Feb 2010 
Decommissioning Mar 2010 

Pensacola Regional (PNS) 
EDS Deli very Jan 2009 
Installation & Integration Jul 2009 
Decommissioning Mar 2010 

Raleigh-Durham International (RDU) 
EDS Deli very Oct 2009 
Installation & Integration Mar 2010 
IV & VI Commissioning Aug 2010 
Live Bag Screening Sep 2010 
Decommissioning Oct 2010 

Renoffahoe International (RNO) 
EDS Delivery Jul 2009 
Installation & Integration Aug 2009 
Decommissioning NIA 

Greater Rochester International (ROC) 
EDS Deli very May 2009 
Installation & Integration May 2009 
Decommissioning NIA 

San Diego International (SAN) 
EDS Deli very Feb 2009 
Installation & Integration Aug 2009 
IV&VI Commissioning Jan 2010 
Live Bag Screening Feb 2010 
Decommissioning Mar 2010 
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Project Timelines - EDS Purchase and Install Projects - Continued 

Major Milestones Estimated Completion Date 
San Francisco International (SFO) 

EDS Delivery Dec 2009 
Installation & Integration Jan 2010 
IV&V/ Commissioning Feb 2010 
Live Bag Screening Mar 2010 
Decommissioning Apr 2010 

John Wayne Airport-Orange County (SNA) 
EDS Delivery Nov 2009 
Installation & Integration Nov 2009 
IV & VI Commissioning Apr 2010 
Live Bag Screening May 20 LO 
Decommissioning Jun 2010 

La Crosse Municipal (LSE) 
EDS Deli very May2009 
Installation & Integration May 2009 
Decommissioning NIA 

Pittsburgh International (PIT) 
EDS Deli very Aug 2009 
Installation & Integration Aug 2009 
Decommissioning NIA 

Santa Maria Public Airport (SMX) 
EDS Delivery Jun 2009 
Installation & Integration Jun 2009 
Decommissioning NIA 

Hilo International (ITO) 
EDS Delivery Jun 2009 
Installation & Integration Jun 2009 
Decommissioning NIA 

Glacier Park International (GPI) 
EDS Delivery Jun 2009 
Installation & Integration Jun 2009 
Decommissioning NIA 

Molokai Air port (MKK) 
EDS Delivery Jun 2009 
Insta llation & Integration Jun 2009 
Decommissioning NIA 
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Project Timelines - EDS Purchase and Install Projects - Continued 

Major Milestones Estimated Completion Date 
Helena Re2ional (HLN) 

EDS Delivery Jun 2009 
Installation & Integration Jun 2009 
Decommissioning N/A 

Lovell Field (CHA) 
EDS Deli very Mar 2009 
Installation & Integration Mar 2009 
Decommjssioning NIA 

Charleston AFB/International (CHS) 
EDS Deli very Feb 2009 
Installation & Integration Feb 2009 
Decommissioning NIA 

University of Illinois-Willard (CMI) 
EDS. Deli very Apr 2009 
Installation & Integration Apr 2009 
Decommissioning NIA 

Friedman Memorial (SUN) 
EDS. Deli very Apr 2009 
Installation & Integration Apr 2009 
Decommissioning NIA 

Gunnison-Crested Butte Re2ional (GUC) 
EDS Delivery May 2009 
Installation & Integration May 2009 
Decommissioning NIA 

San Die20 International (SAN-RS) 
EDS Delivery Apr 2009 
Installation & Integration Apr 2009 
Decommissioning N/A 

Philadelphia International (PHL) 
EDS Delivery May 2009 
Installation & Integration May 2009 
Decommissioning NIA 

Yampa Valley (HDN) 
EDS Delivery May 2009 
Insta llation & Integration May 2009 
Decommissioning NIA 
EDS. Deli very Jun 2009 
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Project Timelines - EDS Purchase and Install Projects - Continued 

Major Milestones Estimated Completion Date 
Ea2le County Re2ional (EGE) 

EDS Delivery Jun 2009 
Installation & Integration Jun 2009 
Decommissioning NIA 

Aspen-Pitkin Count ~1sardy Field (ASE) 
EDS Deli very Project canceled 
Installation & Integration Replaced with SBA 
Decommjssioning 

Santa Barbara Municipal (SBA) 
EDS Deli very Jun 2009 
Installation & Integration Jul 2009 
Decommissioning NIA 

Tucson International (TUS) 
EDS Deli very Mar 2009 
Installation & Integration Mar 2009 
Decommissioning NIA 

Tunica Municipal (UTA) 
EDS Deli very Jun 2009 
Installation & Integration Jun 2009 
Decommissioning NIA 

Roberts Field (RDM) 
EDS Delivery Feb 2009 
Installation & Integration Feb 2009 
Decommissioning NIA 

Stand-alone EDS equipment is tested at time of delivery. The EDS equipment is usually 
operational 1 week after installation and testing. Stand-alone equipment only requires 
decommissioning when a replacement is delivered. When additional units are delivered, no 
decommissioning is necessary. 

An airport's construction schedule generally affects the delivery of the TSA equipment and is out 
of the control of TSA. When an airport construction schedule slips, delivery timelines are 
adjusted accordingly. 

Airport accepts delivery of equipment depending on construction schedule. The equipment is 
typically not operational for another 3- 6 months for inline systems and 1 week for stand-alone 
EDS equipment after installation, depending on airport's schedule. TSA awards a delivery order 
to the Original Equipment Manufacturer (OEM) for services. 
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Project Timelines - New Facility Modification Agreement Projects 

Major Milestones Estimated Completion Date 
C hicago O'Hare International (ORD) 

Notification Letter sent to Airport February 10, 2009 

Draft OT A sent to Airport to review of the terms March 22, 2009 
and conditions 

Airports submjt updated cost information to TSA February 19, 2009 

Cost validations updated based on information April 3, 2009 
provided by the airport. 
Negotiation meetings scheduled with the airport April 28, 2009 
Negotiations completed and OTA executed May 2009 

Wichita Mid-Continent (ICT) 
Notification letter sent to Airport February 10, 2009 

Drafl OT A sent to Airport to review of the terms March 22, 2009 
and conditions. 
Airports submit updated cost information to TSA February 27, 2009 

Cost validations updated based on information Late April 2009 
provided by the airport. 
Negotiation meetings scheduled with the airport June 2009 
Negotiations completed and OTA executed September 2009 

San Antonio International (SAT) 
Notification Letter sent to Airport February 10, 2009 

Draft OT A sent to Airport to review of the terms March 22, 2009. 
and conditions 

Airports submit updated cost information to TSA April 10, 2009 

Cost validations updated based on information April 1 7, 2009 
provided by the airport. 
Negotiation meetings scheduled with the airport Late May 2009 
Negotiations completed and OT A executed September 2009 
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Project Timelines - New Facility Modification Agreement Projects (Continued) 

Major Milestones Estimated Completion Date 
Fresno Yosemite International (FAT) 

Notification leller sent to Airport Febru~u·y 23, 2009 

Draft OT A sent to Airport to review of the terms February 9, 2009 
and conditions 

Airports submit updated. cost information to TSA February 11 , 2009 

Cost validations updated based on information March 31, 2009 
provided by the airport. 
Negotiation meetings scheduled with the airport May 2009 
Negotiations completed and OT A executed June 2009 

Minneapolis-St Paul International/Wold-Chamberlain (MSP) 
Notification Letter sent to Airport February I 0, 2009 

Draft OT A sent to Airport to review of the terms March 22, 2009 
and conditions 

Airports submjt updated cost information to TSA April 1,2009 

Cost validations updated based on information April 3, 2009 
provided by the airport. 
Negotiation meetings scheduled with the airport June 2009 
Negotiations completed and OTA executed September 2009 

Tri-Cities Regiona l TN/VA (TRI) 
Notification Letter sent to Airport February l 0, 2009 

D raft OT A sent to Airport to review of the terms March 13, 2009 
and conditions 

Airports submit updated cost information to TSA Late March 2009 

Cost validations updated based on information April 9, 2009 
provided by the airport. 
Negotiation meetings scheduled with the airport April 28, 2009 
Negotiations completed and OT A executed September 2009 
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Project Timelines - New Facility Modification Agreement Projects (Continued) 

Major Milestones Estimated Completion Date 
Rick Husband Amarillo International (AMA) 

Notification leller sent to Airport Febru~u·y 10, 2009 

Draft OT A sent to Airport to review of the terms April 6, 2009 
and conditions 

Airports submit updated cost information to TSA February 24, 2009 

Cost validations updated based on information March 25, 2009 
provided by the airport. 
Negotiation meetings scheduled wi th the airport Apri l 28, 2009 
Negotiations completed and OT A executed September 2009 

Panama City-Bay County International (PFN) 
Notification Letter sent to Airport February 9, 2009 

Draft OTA sent to Airport to review of the terms February 9, 2009 
and conditions. 

Airports submit updated cost information to TSA March 20. 2009 

Cost validations updated based on information April 9, 2009. 
provided bv the airport. 
Negotiation meetings scheduled with the airport June 2009 
Negotiations completed and OT A executed September 2009 
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Appendix G: Actual vs. Anticipated Unobligated Balance 
(as of 3/31/2009) 

Spend Plan Category Budgeted Obligated Unobligated Anticipated 
Unobligated 

Program Operations and 
$74.9 $15.4 $59.5 $0.2 

Management 
LOI $200.0 $0.0 $200.0 $0.0 
Other Transactional 
Agreement (OTA) -
New Facility $82.5 $0.0 $82.5 $0.0 
Modification 
Agreement Projects 
EDS Purchase and 

$146.6 $22.6 $124 .0 $0.0 
Install 
Technology/Engineering 

$40.0 $3. l $36.9 $3.8 
Initiatives 

Total $544.0 $41.1 $502.9 $4.0 
*Anticipated unobligated amounts are payroll accrual and Technology/Engineering initiatives which will not. be 
awarded this fiscal year because of delay in specification designs. 
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Message from the Acting Administrator 
November 12, 2009 

Tam pleased to present the "Checkpoint Support and Explosives Detection Systems (EDS) 
Expenditure Plans" update, which has been prepared by the Transportation Security 
Administration. 

This quarterly report was required by the Fiscal Year 2009 Department of Homeland Sei;;urity 
Appropriations Act (P.L. 110·329) and the accompanying Explanatory Statement and Senate 
Report 110-396. It provides an expenditure plan update for the procurement and installation of 
emerging technologies and advanced threat detection systems for airport pa~senger checkpoints 
and fur the procurement und installation of EDS equipment. The report also includes updates on 
the use of funds provided by the American Recovery and Reinvestment Act (P.L. 111 ·5). 

This report is being provided lo tbe following Members of the Appropriations Committees: 

11te Honorable Robert C. B}7d 
Chainnan, Senate Appropriations Subcommittee on Homeland Security 

11le Honorable George V. Voinovich 
Ranking Member, Senate Appropriations Subcommittee on Homeland Security 

lbe Honorable Dav id E. Price 
Cha!nnan1 House Appropriations Subcommittee on 1-lomeland Security 

'11te Honorable Harold Rogers 
Ranking Member, House Appropriations Subcommittee on Homeland Security 

If! may be of further assistance, please do not hesitate to contact me at (571) 227·2845 <>rthe 
Department's Acting Chief Financial Officer, Peggy Sherry, al (202) 447-5751. 

Sincerely yours, 

Gale D. Ross:ides 
Acting Administrator 
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Executive Summary 

The Fiscal Year (FY) 2009 Department ofHome!Md Seeurity Appropriations Act 
(PL 110-329) Md the accompanying Explanatory S«ttement and Senate Report 110-396 
requires the Transportation Security Administration (fSA) to submit quarterly updates on 
Explosive Detection Systems (EDS) !llld cheekpoint expenditures. Checkpoint support funding 
is implemented through the Passenger Screening Program (PSP), TSA 's checked baggage EDS 
purcha;;;e and ins1.allation funding is implemented through the Eleclronic Baggage Screening 
Program (EBSP). 

Checkpoint Support 

• PSP tests, procures, deploys1 integrates, and l~J'ovfdes life cyele support for security 
equipment to screen passengers and carry""°n baggage at pa."lsenger checkpoint lanes at 
domestic airports. PSP is responsible for technologies that screen more than 700 mHUon 
pa.<scngers per year at approximately 450 of the Nation's airports. 

• The Advanced Surveill1U1<e Program (ASP) utilizes the existing infrasll'Ueture owned and 
operated by the transporilltion authority for remote monitoring. threat detection and 
assessment in a partnership agreement to provide enhanced situational awareness, 

• Major updates in the third quarter include the following: 
Afi addltiottal $11.1 million of American Recovery and Reinvestment Act 
{ARRA) fonds added to checkpoint support for ASP/Closed Cireuit 1elevision 
(CCTV) projects 
$7 million lncluded for Chemical Analyzer Detector:> 
$18 mlllion included for Credential Aulhentication Technology 

Eleetronic Baggage Screening Program 

• The EBSP oversoos the soreening of all baggage checked in airports nationwide. EBSP 
tests, procures, deploys, integrates and provides life c;cle support for approximately 
7, 700 pieces of security equipment !hat sorecn ch1'<lked baggage at approximately 450 of 
the Nation's airports. 

• The EBSP allocares resourees to airport baggage screening faeility modification projects, 
purchase and installation of EDS technolo8Y and technolollY initiatives aimed at 
improving operational effectiveness and effieiencies. as well as the progran1matic 
resources required to ensure effective exeeution of the program, 
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• Mojor updates in the thirrl quarter include the following: 
FY 2009 funds were reallocated from E11gineering Initiatives for the purchase of 
the TSA Systems Integration Facility building. 
Through cost validation and negotiation. TSA was able to reduce projected costs 
for EDS aiJp<>rt projects from the original ARRA expenditure plllll by almost 
$310 million. Ten additional airports were added to the spend plan, and 
S 11.l million was transferred from the EDS ARRA funds ro finance checkpoint 
support for ASP/CCTV projects, 
$38.4 million of the EDS funds will be used for ASP/CCTV proj<>:ts in the 
ehecked baggage area of the airport. 
An additional $30 million of the EDS funds will be used to procure and lnsrall 
Reduced Size EDSs to Explosives Trace Detection (ETD)·only airports to 
improve operational effieiencies and screening effectiveness. 
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I. Legislative Requirement 

The Fiscal Y••r (FY) 2009 Department of Homeland Security (OHS) Appropriations Act 
(P.L. 11(1..329) and tile accompanying Explanahlr}' Statement and Senote Report ! 10-396, 
includes the following requirement: 

Aviation SecuritrExpl~lve Dete<."tioo Systems 

TSA shall provide an ~xpcnJiture plan to I.he Committees oot later than 60 days after the
dare of enactment of this Act,, as discussed under Transportation Security Support. If ntw 
requirements occur after the plan is subn1itttd, TSA shall tCMM':$.s and reallocaw funds 
after notifying the Cumm.ittees of any change. As dis~us.'lcd ln the Senate report, iSA 
shall provide t.}uarterly updatl'5 on EDS and checkpoint expendit~s. on ~n airport~by~ 
airport basis, These updateb shall include informs:tian on the specific rechnologl¢s for 
purchase, projea timelloos, a ~hedule for obligation, a.nd a table detaiilng actual versW\ 
anticipated unobligated bahmccs !fl: the close of the fiscal yrar, with an explanation of any 
Jevitrtion from the original plan. 
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II. Passenger Screening Program (PSP) 

A. Background 

.11/!i&lon 

PSP's Mission Need supports prevention and protection from terrorist and criminal actions in the 
aviation transportation environment PSP specifically focuses on tec-hnology and processes 
utilized in and near the passenger screening checkpoint to achieve the air travel passenger 
security mission. PSP1s mission includes being responsible for the acquisition of technology that 
identifies threatf.I conce-aled on people and their carry-on iteros entering the sterile area of :the 
airport terminal through the pa;senger screening checkpoint. The checkpoint is defined as the 
screening equipm•nt, pro<:esses and operating personnel collectively ri:quired to perform the 
security mission. 

PSP aecompJishes its mission by identif)'.ing, testing, pn:;eurlng, deploying, integrating and 
sustaining equipment that identifies threats concealed on passengers and their carry-on items as 
they enter the airport terminal through the passenger screening checkpoint. 

Goals 

PSP supports Goal One of the DHS Strategic Plan, FY 2008-20!3," Pro"'"'t Our Nation fi'om 
Dangerous People." 

PSP Objectives: 
• Explosives Detection: Detect explosives: threats:, \veapons and other prohibited items 

concealed on passengers and their carry..on items, 
• Screening Efficieucy: lmprove checkpoint efficit.flcy through process autornatlorL 
• Layered Security: E1table a layered, integrated security solution. 

lhe following are accomplishments of PSP technologies; 

• Advaneed T .. bnofogy (AI) X-Ray. More llian 850 AT (first-generation) operational 
units deployed nationwide have expanded the capabilities of the 1·ransportation Security 
Officers (TSOs) at the checkpoint; these units replace legacy Threat Image Projectioo 
(TIP) Ready X -Ray (TRX) systems. AT systems are penetrotlon ' ray-based 
technologies that provide an enhanced view ofa bag's contents through irnproved image 
resolution, Also, an added dlmens.ion to the displayed image provides better mati..-ria.1 
discrimination for 'J'SOs to discern each object inside a bag. AT systems are 
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upgradeable, offering a cost-e~tlve platform to develop enhanced del«:tion 
capabilities. Additiooal!y~ ,<\T systems can include the univerSB.1 conveyor system (UCS), 
which diverts bags requiring a secondary search. The lJCS will assist in maintaining 
pt)sitive control of and tracking all passenger carry-on baggage until the screening 
technology clearly indicates the baggage's status ood a TSO decides to deliver the 
baggage to the passenger. This functionality will impnwe overall throughput and 
minimize congestion on the exit side of the AT system. Deployments are ongoing and 
the second generation of AT will undergo testing in the fourth quarter of FY 2009. 

• Advanced Imaging Technology (AIT), Previously known as whole body imaging or 
'k'Bf, AIT is a new imaging capability that will be used to inspect a passenger for 
concealed weapons (metal and non-metal), explosives and other prohibited items. In 
additioo1 the AIT offers operators the opportunity to review anomalies 011 an individual to 
determine if a physical pat-down inspection is required. A!Ts could ultimately be the 
primary passenger screening technology instead of using an Enhanced Metal Det~"tOr 
(EMD). The Transportation Security Administration (fSA) has assessed two iypes of 
technologies for the A !Ts, including x ray backscatter and millimeter wave technology. 
Both offer safe and effective screening for weapons and explosives cone-eaJed on a 
person. Deployments are ongoing and the second generation of Afr will undergo testing 
in the fourth quarter of FY 2009. 

• Bottled Liquid Scanner (BLS). A BLS offers detection capability that can discriminate 
explosives or flammable liquids from common, benign liquids carried by passengers. 
The device analyzes substances within a container (bottle or can). measuring particular 
charat:teristics of the contents and distinguishing between benign and hazardous liquids 
in seconds. The second-generation devices perform scans without breaking seals or 
contaminating passengers' property and wilJ greatly reduce annual consumable costs. 

• Credential Aotbentica!lon Tecbnology!Buanllog Pass Scaooiog Systems 
(CAT/BPSS). CATIBPSS provides a common platform for automated credential 
authentication Md boarding pass validation, Firstwgeneration systen1s wiU allow the TSA 
to verify that fonns of identification presented to gain access to sterile areas in airports 
are genuine doc-untents and that boarding passes have been issued b}' a valid airline and 
no tsmpering with the data stored on the boarding puss llllS occurre<l. Second-generation 
systems will allow the TSA to compare data from passengerS' identification to data 
stored in the 2D barcode on the boarding pass. Second~gencration systems will also 
feature an expanded library of airport., airline and law enforcement identification. 
CAT/SPSS units will provide the TSA with increased control of access to airport sterile 
aroas. CAT/BPSS recently completed pilot programs at Ronald Reagan Washington 
National Airport and Baltimore/Washington lntemational Thurgood Mat<hall Airport as 
part of the 'urrent solicitation, 
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• Chemical AnalyLer Detector (CAD). CADs will be used to assess suspicious 
substances in the possession of people passing through security cheekpoints. Bomb 
Appraisal Ot!icers (BAOs) will respond to requests by screener personnel for advanced 
alarm resolution (that is, secondary offiine screening) of liquid~ p<Ywders and solid 
suspicious substances at the airport and other designated security checkpoints. 

The following chart shows enacted amounts since inception of the Checkpoint Suppo1t Program. 
Project and Activity (PPA). Values are in millions of dollars. 

:zoo:r 2003 ZOOS 2006 2007 07 au 2008 200P ARRA TOTAL 
$ 38.00 $ 40.00 $ -01.86 $123.SO $164.00 $173,37 $ 25.00 $250.00 $245.20 $31i.1!i $1 432.08 

B. Expenditure Plan 

S•mmary of PSP F.:<p<nditure Plan (dollar amounts in millions) 

I Fm A1UIA Tomi Fll!llt 
I S.<lkm d d d Revl!ed 
:Technology $149.70 $197,70 $ 347.40 
iProgram Operations and Mwvigermnt $ 35,70 $ 82.90 $118.60 
lrechnkal and Eogincoring lnitiati>" $ 22.60 $ 9,90 $ 32.50 
: Sarety and 0 r< inmtioo s 11.5-0 $ . $ 13.50 
Cbe<kpoi nt Reconli@urafun s 11.50 $ . $ It.SO 
iAdvancOO Si.«Ve~ Pro~t $ 11.00 $ 5.70 $ 16.70 
!PeTS!.'.Jftrel Co and Beneli!S s 6.00 $ ;.so $ 9.80 

' Tomi $2541.to $i00.00 $ 5511.IHI 
F't'09 Revltif!d: 'f()ta! l<>wer dUe to funds bel!'li teallocattd to another PPA, 
ARRA Revised: Total higher, additional airports to be serv•d by ASP 

$ 113.JO 
$ 63.50 
$ 26.60 
$ tl.50 
$ 1 !.SO 
$ 11.00 
$ 6.00 

$245.20 

ARRA Total 
Re>!Jed Revised 
$ 202.90 $ 316.00 
$ 77.70 $ 141.20 
$ 9.90 $ 36.50 
s . $ ll.50 
$ . $ 11.50 
$ 16.85 $ 27.85 
$ 3.80 s 9.80 
$311.15 $556.35 

FY 2009 reallocations were necessary to account for additional integration requiren1enis oflhe 
emerging technologies. American Recovery and Reinvestment Act of2009 (ARRA) changes 
include the addition of the CADs, CAT and airports for the Advanced Surveillance Program 
(ASP). UCS was lowered by approximat..ly SO units to account for added integration 
requirements and to procure additional explosives trace detectors. 
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Technology Purchases and Percentages to Reach Full Opmitional Capa/Jlliiy (FOC) 
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C. Program Initiatives 

Description of Initiative I - AT X-R3y 
• AT systems are penetration x ray~based ttchnologie!I: that provide an enhanced viev.· of a 

bag's contents through improved in1age resolution beyond the capabilities of the 
currently fielded TRX equipment. Also, an added dimension to the displayed image 
provides better material discrimination for TSOs to discern each object inside a bag. A'I' 
offers a cost-effilctive platf<>nn to develop e11ham:ed detection capabilities. Future 
enhancements may include an enhanced conveyor sy!rt~.m. More than 850 first" 
generation AT units are being deployed and installed at airpons nationwide. The second 
generation of,.\ T with upgraded capability .u.nd functionality is in the deve!opment stage. 

• Obligations to date: $106.6 million 
• Projected FY 2009 obligations by year: FY 2009-$0, FY 2010-$61.0 million 
• Projected FY 2009 expenditures: FY 2010-$61.0 million 
• Proj.::ot.::d ARRA obligations by year: FY 2009-$~.9M, FY 2010 -$73.5 million 
• Projected ARRA expenditun:s by year: FY 2009 - $2.9 million, FY 2010- $73,5 million 
• Major performance objecti\'Cs: 

o Probability of detectlon of threat ittms: Clwified 
o Throughput: ~ 440 bags per hour with operator intervention 
o Operational availability: ?: 98 pd\:ent 

• Activities and milestones/accomplishments: 
o Initial Operational Capability (JDC): Q3 FY 2008 
o Qualification Testing and Evaluation (QT&E): Q4 FY 2009 
o Operational Testing and Evaluation (OT&E): Q4 FY 2009 
o Contract award: QI FY 2010 
o FOC: Qi FY 2011 accelerated from Q2 FY 2014 

Description of Initiative U- UCS 
• UCSs are carry-on baggage handling conveyor systems added to the AT systems to 

support automated diversion of alarm bags lrom cleared baggage. 
• Obligations to date: $0 
• Project<d ARRA obligations: FY 2010 -$28.5 million 
• Projected ARRA expenditures by year: FY 2010 $8.5M. FY 201 l $20.0 million 
• Activities and milestones/accomplishments: 

o Contract award: Q2 FY 20 IO 
o IOC: Q2 FY 2010 
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Description of lnitiati,,·e f11- AIT 
• AlT provides M imaging capability used to Inspect a passenger's body for concealed 

weapons (mctal and nonmetal), explosives and other prohibited items in place of a metal 
detection ~·and inspection and physical ~t..down, The AIT could potentially become a 
primary screening te.chncilogy, which could be used in conjut1ction with, or instead of, an 
EMD. 

• Obligarionsto date: $13.6 million 
• Projected FY 2009 obligations: FY 2009 - $28,9 million 
• Projeeted FY 2009 expenditures: FY 2010 - $28.9 million 
• Projected ARRA obligations: FY 2009 - $32.2 million 
• Projected ARR.~ ex.penditum: FY 2010 ·-$32.2 million 
• Major performance objectives: 

o Probobility o [threat detection: Classified 
o Throughput: :::; 200 passengers per hour 
" Operational availability: :::; 98 pcr<ent 

• Aclivitii:s and milestunes/arcomplishments: 
o QT&E: Q4 FY 2009 
o OT&E: Q4FY2009 
o Contract award: Q4 FY 2009 
o JOC: Q4 FY 2009 
o FOC: Q4 FY 2014 

Desqiption oflnitiative IV ... CAT 
• The CAT system provjdes a primary means fi._~ automated verification of passenger travel 

documents and fonns of identification that passengers present to lSOs during the 
security checkpoint screening process, as well as those funns ofidentificallon presented 
by airport tuld airline persoonel to access sterile areas. l'his system y,.•ill increase TSOs' 
ablJities to locate fraudulent IDs and validate the issuing authority and authenticity of 
boarding passes at security checkpoints. 

• Obligations l-0 date: $0 
• Projected ARRA obligations: FY 2009-$18.0 million 
• Projected ARRA expenditures: FY 2010 - $18.0 millioo 
• .-\ctivities and mil~tones/accomplishrncnt.s: 

o Re<juest for proposals: QJ FY 2009 
o Contract award: Q4 FY 2009 
o FOC: Q2 FY 2011 
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Description of Jniti.ntive V - BL~ 

• A BLS is an Explosives Detection S)"tem (EDS) that differentiate liquid explosives from 
common, benign liquids. BLS utilize a variety of teclutologies to detect liquid explosives. 
and explosive precuJ'S()rs., including vapor detection, x ray detettion~ detection using the 
dieJ~tric properties of the materjals being scaruied-0r optical detection using Raman 
spectro>oop). 

• Obligations to date: $0 
• Projected FY 2009 obligations: FY 2009 -$22.7 million 
• Projected FY 2009 oxpcnditures: FY 2010- $22.7 million 
• Projected ARRA obligations: FY 2009 -$18.8 millk>o 
• Projected ARRA "'l"'Oditures: FY 2010-$18.SM 
• Major perfonnance objectives: 

o Probability of detection ofthroat item,; Classified 
o Throughput: ?: 180 samples per hour 
o Operational availability: ::.:_ 98 percent 

• Activities and milestones/accomplishrnents: 
o IOC To Be Detennincd (TBD): QI FY 2010 
o QT&E: Q3 FY2009 
o OT &E: Q4 FY 2009 
o Contract award: Q4 FY 2009 
o FOC: QI FY 2011 

Description of Initiative VI - Next Generation (Nut Gen) ETD 
• Next Gen ETDs identify a larger range of explosives than earlier models. The Next Gen 

£IDs have erihanced explosives detection capability, including increased sensitivity a-nd 
the ability to detect new threats. The Mean Time to Repoir will be significantly less than 
fhr the current ETD tee!'tnology. In addition, the Next Gen ETDs \\·ill have a Field Data 
Reporting System and will be Security Technology Integration Program capable. 
Because of these significant improvements, a lo\ili-er life c:·cle cost is expected. 

• Obligations to date: $6, I million 
• Projected FY 2009 obligations: FY 2009 - $0.5 milllon 
• Projected FY 2009 expi:nditures: FY09- $0.5 million 
• Projected ARRA obligations: FY 2009 - $22.0 million 
• Projected ARRA expenditures: FY 2010- $22.0 million 
• Major performance objectives: 

o Probability of detection of threat items: Classified 
o 'rhroughput: 180 samples per hour, 10 include machine processing and analysi~, 

\\'hen no alarms are present 
o Operational availability: :;:- 98 pert-enl 

• Aclivities Md ~1ilestones/Accomplishrnents: 
o QT&E: Ql FY 2008 
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o OT&E: Q2 FY 2008 
o Contract award: Q4 FY 2008 
o IOC: QI r'Y 2009 
o FOC: Q4FY2014 

Description oflnitiative VII -CADs 
• CADs are portable systems that can be us«! by BAOs and Explosives Security 

Specialists (ESS) to id<nii!Y a range of chemical agents, precursors and explosives threats 
quickly, TI1er.e devices will be used lo assess suspicious substances in the pos."tession of 
passengers traveling through the S<Curity checkpoints. 

• Obligations to date; $0.25 million 
• Projecled FY 2009 obligations: FY 2009 - $0 
• Projected FY 2009 expenditures: FY 2009 - $0 
• Projected ARRA obligations by year: FY 2009-$0.25 million; FY 2010 $6.75 million 
• Projected ARRA expenditures: FY 2010-$7.0 million 
• Major performance objectives: 

o Probability of detection of threat items: Classified 
o Operational availability: :;:: 96 percent 

• Activities and Milestones/Accomplishments: 
o QT&E: Q4 FY 2009 
o OT&E: Ql FY 2010 
o Contract award: QI FY 20 l 0 
o lOC: QI FY2010 
o FOC: Q4 FY 20!0 

lkscription of Initiative VIJI · .. lotegralion 
Relates to all tasks associated with the installation of securit)' technology equipment at 
geographically dispersed airports natio""'ide .. 
• Integration services can include moYing equipment. smaU~saJe facility modification or 

e1ectrical and plumbing repairs. 
• Projet:t Logistics deal with the procurement, distribution and replacement of systems to 

and from the field. 
• Iostatla:tioo and Design services encompass architectural design and review; site survey 

and construction package review. 
• Projected FY 2009 obligations: FY 2009 - $31.9 million 
• Projecte-0 FY 2009 expenditures by year: FY 2009- SlS .. O million: FY 20!0 ... 

$16.9million 
• Pr<zjected ARRA obligations: FY 2009 - $68.2 million 
• Projected ARRA expenditures: FY 20!0 - $68.2 millk1n 
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Description of Initiative IX - Program Operations and l\itaoagement 
Program Operations and Management encompasses activhies needed for the procurement 
and deployment of security systems to the Nation* s airports, "fire tOllowing activities make 
up this initiative; 
• Engineering Support encompasses requirements review, technical representation and 

technicaJ managentent support. 
• Independent Verification and Validation en..:ompasses factory acceptance testing, site 

acceptance testing and integrated. site testing. 
• Data Colle<:tion activities are those associated with docurnentation. reports and technical 

support of testing. 
• TSA Systems Integration Faeility provides an operationally realistic environment to 

evaluate currentinew advanced screening technologies! processes and procedures against 
known threats to transportation venues, particuJarJy air transportation venues. 

• Program Resource and Datil ~tanagement activities encompass project management 
support, 11nancial management and anaJysis, data management and project schetluHng. 

• Projected FY 2009 obligatioos: FY 2009 -$31.6 million 
• Projected FY 2009 expenditures by year: FY 2009 - $20.0 million; FY 20JO -

$1 L6 million 
• Projected ARRA obligations by year: FY 2009 -$2.0 million, FY 2010-$7.5 million 
• Projected ARRA expenditul1ls: FY 2010 - $9.5 million 

Description of Initiative X - Tccllnical and Engineering Initiatives 
• Security Technology Integration Program is an agencywide system that enables TSA 

to coMect all Transportation Security Equipment to one data management system that 
will facilitate the exchange of information across the network and facilitate maintenance 
servicing and diagnostic infom1ation. 

• Operational Integration (01) or Emerging Technology consists of data collection, 
research and field tests to verify systems, operational innovations and screening upgrades 
in a variety of conditions, climates and processes, Reliability. maintainability and 
availability will be assessed on new technologies and innovations so that decisions 
concerning their deployabilicy and usefulness can be effectively made. Examples of 
emerging technologies to be field tested and piloted Include AIT, AT, BLS and CAT 
(including passenger wait·time collection pilot). 

• TIP keeps TSOs alert and exposes them to a variety of prohibited item images they m•y 
not normally see. [t is also used as an evaluation tool to assess a TSO's visual inspection 
performance of detecting prohibited items during real working hours instead of in lab 
conditions. 

• Englneeting Changes are required to modify technology to support cnhunced 
capabilities such as throughput, detection, operator interface~ and so on, 

• Exit Lane Br<ach Control teSlS and evaluares tile perfurmance capabilities and technic•I 
viability of technologies that minimize the risk of unauthori1cd acc.ess and reduc,e 
resource requirements ot exil lanes. 
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• Projected l'Y 2009 obligations; FY 2009 -$26.6 million 
• Projected FY 2009 expenditures by year: FY 2009 $15.0 million; FY 2010 

$1 l.6 million 
• Projected ARRA obligations: FY 2010-$9.9 million 
• Projected ARRA expenditures: fY 2010 -$9.9 million 

Description of Initiative XI ... Sofety and Optimization 
• The Safety and Opti1nization Program improves the safety and efficiency of checkpoints 

and checked baggage screening operations by deploying ancillary equipment and 
enhancing the design and layout of screening areas. 

• Funding will be used to procure equipment and services to complete airport safety 
enhancement proje(.:ts to minimize the amount ofTSOs injured on the job. 

• Projected FY 2009 obligations: FY 2009 -$13.5 million 
• Projected FY 2009 expenditures by year: FY 2009 - $9 .0 million; FY 20 l 0 -

$4.5 million 

Description of Initiative XII - Checkpoint Reconfiguration 
• Checkpoint reconfigurations are required at airports to maintain or jmprove throughput 

due to the growth in passenger traffic and ittc evolution of the airline industry, 
Reconfiguration of checkpoints can also be required as emerging technologies are 
deployed to efficiently utilize the checkpoint space. 

• Funding will be used to procure glass for wandlng stations, adjustable divest and 
composure tables an.d aneillnry equipment for checkpoints such as podiums and benches, 
as well as to reconfigure che<:kpoint equipment and layouts to accommodate emerging 
technologies and redesign to make checkpoints: more efficient. 

• Projected FY 2009 obligations: FY 2009 - $11.5 million 
• Proje<·ted fY 2009 expenditures by year: FY2009-$4.0 million, FY 2010 

$7.5 million 

Description of Initiative XIII -ASP 
• ASP utilizes the existing infrastructure owned and operated by the transportation 

authority for remote monitoringj threat detection and assessment in a partnership 
agreement to provide enhanced situational awareness of the checkpoint and chec-ked 
baggage area of airpo-rts, 

• Obligations to date: about $48.0 million 
• Projected FY 2009 obligations: FY 2009 - $ l l .O million 
• Projected FY 2009 expenditures: FY 2010-$11.0 million 
• Projected ARRA obligations: FY 2009-$16.8 million 
• Projected ARRA expenditures: FY20!0-$16.8 million 
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• .l\ctivittes and J.i.1ilestones/Accompli.shments: 
o Site visit'\: TBD by airport 
o Proposals: Q3 FY 2009 
o Contract awards: Q4 FY 2009 

Description oflnitiative XIV - ~nioonel Compentdttion and Benefits (PC&B) 
• Projected FY 2009 expenditures: FY 2009 - $6.0 million 
• Projected ARRA expenditure>: FY 2010 · S3.8 million 
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TH. Electronic Baggage Screening Program (EBSP) 

A. Background 

Mission 

EBSP's Jnission is central to the TSA security mission area because it covers: "The range 0:,f 
TSA fletivities th al minimizt! the risk of injury or death of people or damage or loss of proper(v 
due 10 Jwstile acts of terrorism 1ha1 mqy be directed against the !1l(Jlional Air~1l(Jce S.vstem," 
Preventing catastrophic loss and air piracy Involves verifying that checked baggage carries no 
pr<1hlbitcd items or items that ha;·e bce:n identified as threat objecls for the particular 
trartsportation mode. The screening process targets the checked baggage of aJI people boarding 
aircraft through the use of screening seeurJty systems. 

EBSP tests, a.c-quires, deploys, integrates and maintains the technology that screens passengcr
checked baggage to deter, detect, mitigate and prevent transportation of explosives or other 
prohibited items on commercial aircraft while ensuring freedom of movement for people and 
commerce. 

Purpo.ve 

EBSP was initiated by the White House Commission on Aviation Sufety and Security at the 
Federal Aviation Administration in 1997. Jn response to the events of September 1l.2001, a 
Congressional mandate transfem>d the EBSP to OHS. Furthermore, public laws were enacted to 
acccler.tte and dramatically increase the scope of the EBS.P. The Aviation and 1'ransportation 
Sccll!ity Act (A TSA ), P.L, I07 • 71, stared that all checked baggage must be stl'l:ened at all the 
nation's airports with an EDS or a suitable alternative as soon as possible but nol latcr than 
December 3 I, 2002. The Homeland Security Acrnf2002 (HSA). P.L. 107·296, later granted 
DtIS a waiver until December 31, 2003,to screen nll checked baggage at all airports, a condition 
that was met 

EBSP is. currently in a "mixed" acquisition lift: cycle; focusing predominately on the purch:'ise, 
deployment anJ sustainment phases of the aoqulsition process. The primary technologies 
acquired and deployed under the EBSP arc EDS equipment and ElD devices. The following 
tl>ree technology configurations comply with the mandares of ATSA and the HSA: 

1. ETD-lms<d Systems TSOs use ETD machines as a primary method to screen bags. 

2. Standalone EDSs -TSOs use EDS machines llS a primary method to screen bags. Alarmed 
bags are resolved by ETDs. 
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3. Inline EDS Systems - TSOs use EDS machines as a primary method to screen bags. 
Alanned bags are resolved by ETDs. 

Using EDS technology (both inline and standalone) is preferred over using ETDs as a primary 
screening method because of the following: 

l . (b)(3)49 U S C § 11 4(r) 

per ormance capa 1 1t1es a.re c ass1 1e • provmg secunty supports 
prevent and protect. 

(detailed 
·goals to 

2. Increased Efficiency - EDS machines have a higher throughput than ETD units used in 
primary screening, which decreases lobby congestion and passenger wait time. Hlgher 
baggage throughput supports TSA' s goal of •(ensuring freedom of movement for people and 
commerce," 

3. Decreased Labor Costs - EDS configurations at larger airports require fewer TSOs to operate 
than ETDs used in primary screening configurations. Jncreased automation reduces human 
error and personnel costs. EDS machines also have reduced operating costs over the life of 
the equipment and require less lifting of baggage. thus reducing the number of on·the-job 
injuries. 

These technologies have been in production since 1997, and production is expected to continue 
indefinitely with enhancements both to engineering and detection capabilities. EBSP currently 
manages seven technology vendors and 16 technology models and provides life-cycle 
procurement, deployment, integration and maintenance of more than 7, 700 units of security 
equipment at approximately 450 U.S. Federalized airports. To date, EBSP has supplied 
68 airports with full optimal systems and enabled some screening areas with optimal systems al 
52 additional airports. 

The following chart shows the enacted/appropriated funding since inception of the EDS/ETD 
Install and Purchase PPA. Values are in mHtions of dollars. 

Goal 

The EBSP supports Goal Two of the DHS Strategic Pia~ FY 2008-2013. "Protect Our Nation 
from Dangerous Goods." 
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EBSP fulfills th• congressional mandate for 100 percent screening of aviation chellked baggage 
by electronic or other approved means (found in ATSA Section I JO). 

Tne mandate to screen JOO percent of checked baggage has been aohieved, and ongoing efforts 
to operate, maintain and improve screening systems remains critical. In particular, it is 
imperative that the progran1 continue to research, evaluate and deploy refinements to EDS and 
ETD roch!lology and assooiat«l systems that allow for improvements in (I) throughput (checked 
bags per hour), (2) the false alarm rate, (3) system availability and (4) total cost of ownership for 
baggage screening (cost per checked bag). In addition, it is desirable to relocate «1uipmcnt from 
airport lobby mas to baggage room areas. 

Program progres.v to date nlalJVl! lo EDS/ETD deployment and foe/lit;• modlfleat/ons 

(.I>Sff.TJ) PuttltaHS 
Ubttuiu:I F1ot1Ji41 (FV 20(M throAAafi: f.'V ztll9) 
D:offun ia 'IOOunmh 

%Agre«nents %JnmaU 

'"""'""' l!Jllllil ll~ [;ruts/ETI)s A,,__ Awarded* Aw~•~ 

n·2004 

El<""" 180.~ 295 GOO 1.14 248 l 100 
FY-....... l1S 000 295.000 ,,. 552 17 <00 
FY 2ilo'I 
Enatt11d••• 141 400 388000 13J 529 , mo 
FVlOOl 
Supp1emtnriil 
Enarttd*"'* 55440 229 !60 48 0 • 100 
FY ltltl8 
Ea11ct,d*"'• 103.627 440,373 114 3 JO 100 
FV2009 
Enac:lrd"*"' 107 700 436 :100 129 0 II 0 

ARRA 6U,000 628,8$0 160 0 ,. 11 

"Agretmcl'Kll uwutdcd: ptrce:nt of ph1t111cd pro.jKt Olluir 'frantaltiotud AgrMl'IWnU (OTA•}/Lllittrs of rn1H1I (LOI&) 
awarded littwr In ltN year l'undlng Wltll 1ppt$prl1utd or die l'Glklwlng ye11r with r.1rry0Wtr l'u11din1 
*"'hut11lh11wtr®d: (H'rtffli of pbn!Kd tlrport projects corupltted with f.DSiETD purthilttd 11nd lo:~talltd tqllljJMtnl 
tidier l• iilfo )lftr tun ding WM 1ppropri1tcd or the tolkrwlng year lll'ltll lh<t 1vallablt C.llfl'lm'H' ilndiog, The 1''\' 1008 
planned p11rdlut •nd lnhll1tkln pn>'jiKU l'l'ill N ~mplcmt in FY 2009 with available c11rry1Wtr llndlng. 
"'*"fnckldwt Sl~ milll#n Avi.tmn Secvrity C.pu.J ltnad teel 

Pct congressional direction, EBSP allocates funding among a wide variety of airports ranging 
from non-bub Jo large. Funding provided to EBSP by the ARRA will reduce lhe timeline fur 
reaching the optimal solution at all airports by up to 2· 3 ye.,.,, When EBSP nears the 
achievement of its optlmal solution, funding allocation "viii begin to shift from primarily 
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purchase and install oosts to operations and management and recapitalization costs as the need 
for new installations decreases. 

The TSA is currently planning to enter into letters of Intent (LOI) negotiations v.·itb airports in 
Los Angeles. CA: Washington, DC; Tallahassee,F Land Fort Lauderdale, FL, for FY 20!0. 
This early communicatiot\ with the selected airports will ensure that TSA continues with the 
expedited deployment of EDSs to maintain a high level of system efficiency and effectiveness by 
decreasing threats, 

B. Expenditure Plan 

Summary ofEBSP Expwditure Plan 

- A 
T0tftj"""""l 

Revised I 
rogram Operations and Managen)fflt 

$74.9 $32.0 $106. $97.5 $54.85 $15235 

~OI 

~TA/New Facility Modification 
grecment Projoc.tto 

$200.Q $0.0 $200. $200.0 $0.0 $200.~ 

! 

$82.S $59iU 

DS Purchase and tnsmll 
$566~ $680. $67.3 $499.2 

5146.6 $64.2 

$40.0 $5.1 

$210. S146.6 S94.2 

$)2.6 $40.6 

$240.~ 
I 

$73:. ' 

Total 
$700.0 5544.0 $688.85 $1232.8~ 

FY2009 

The FY 2009 Spond Plun totals $544 million in FY 2009 enacted level: 
• Total FY 2009 Purchase Funds equal $107.7 million of enacted FY 2009 funds 
• Total FYO 209 Install Funds equal $436.3 million, which includes $186.3 million of 

enacted FY 2009 funds and $250 million Airport Security Capital Funds 

T otaJ project costs represent incurred costs: original equipment procuremen~ manufacturer 
installation, integnition, multiplexing, warehousing, shipping, testing and facility modifications. 
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Facility modification amounts are based on FY 2009 application infonnation and TSA cost 
validation process. The amount is subject to change because of updated cost submittals and 
negotiations with the airport. 

1'SA has identified a total of three LOJs, eight airports for facility modifications and 42 airports 
for Purchase and Installations. 

ARRA 

Based on the established long-tenn EDS Strategic Planning Framework., plus airport-specific 
project information, EBSP submits a revised ARRA spend plan totaling $688.85 million for the 
purchase of EDS equipment, installation of EDS equipment and facility modifications to airports 
to accommodate the EDS equipment. The original plan was submitted with $700 million for this 
program, but further organizational review revealed a need to support ASP and resulted in a 
reallocation of $11.15 million to PSP, resulting in a reduction of the EDS allocation. 

Total project costs represent the following incurred costs: original equipment procurement, 
manufacturer installation, integration, ntultiplexing, warehousing, shipping, testing and facility 
modifications. 

Facility modifications are based on initial applications and the TSA cost validation process. 'l'he 
amount is subject lo change because of updated eost submissions and negotiations with the 
airports. 

The 16 airports identified to receive the first infusion of ARRA funds from TSA were selected 
from a pool of completed applications originally submitted for FY 2009 funding, but which 
remained unfunded because of resource limitations. The 16 airports had already provided 
complete applications, enjoyed proactive airport administrations and represented a cross-section 
of mid~ to largefl-size airports. Also, when taken together, the 16 airports comprised a significant 
percentage of passenger traffic, hence yielding excellent security enhancement value for the 
amount of ARRA funds identified. Of the original 16 airports which agreed to participate, one 
airport (1'allahassee) has since withdrawn. 

The original ARRA spend plan reflected a total cost of about $598 million for facility 
modifications, while revised projected costs totaled approximately $499.2 million. Ultimately, 
through the process of eost validation and negotiation, TSA was able to reduce the total projected 
costs for EDS airport projects from the original ARRA spend plan by more than $80 million 
while also adding I 0 airport projects. The savings achieved will allow the EBSP to improve the 
security and efficiency of the screening process at these 10 airports, whieh had cost-validated 
plans in place but were previously deferred to FY 2010 and beyond. 

TSA identified 10 airports as potential candidates for these additional EDS airport projects. All 
would be able to accept the funding in the accelerated cycle and complete their proposed projects 
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in the allowable time frames. The total cnst for the 10 additional airpo1ts is $243 million. The 
10 additional airports are: 

• Larnbert,.Saint J,,ouis International, St. Loois, MO 
• Washington Dulles International, Chantilly, VA 
• Yellowstone R~gional, Cody, WY 
• William P. Hobby, Houston, TX 
• St. Petersburg-Clearwater International, St. Petersburg, FL 
• Gallatin Field, Bozeman, MT 
• Liltle Rock Notional, Little Rock, AR 
• Tulsa International, Tulsa, OK 
• Charlotte/Douglas lntemational, Charlotte, NC 
• Colorado Springs, Colorado Springs, CO 

Program support will increase to accommodate the added projects. The 'l'S~4. ~·ill increase Full 
·rime 11ositlon statllng via the current hiring flexibilities available to agencies. Additional 
contract support personnel are also required to a~sist with site surveys/visits. airport outreach 
suppqrt, equipment testing and evaluation, and program management suppqrt. 

TSA al"' will increase the procurement and deplo;ment of Reduced Size EDSs by $30 million 
to ffl'D-Only airports to improve screening effectiveness and operational efficiencies. 

Supporting Data 

Estimat..J Number of Airports with Optimal Systems 

Total Optimal Optimal 
En.tire Some Number of S)'Sle1'1'1$ Systems 

ToUJI Airport Screening Airpom Inllne lnlirw: 
Number with Areas wlth with al least o/e of Airports Projects Proj~t~ 

ot'TSA Optimal Optimal one Optimal with iu leasl one Fu.nde-d. Funde4 
Cut"""O"'' A~ ......... m Sv»temti Svsterns Svstem f\n,j•rna1 Svst.ern FY 21)09* ARRA• 

:x 27 5 17 22 81% 2 9, 

'1 ' 55 15 17 32 58o/o 3 I iJ 
''''~'~'"'~" 

II 73 27 15 42 58~-~ 6 5 

Ill 122 2t 3 24 2()0/g 21 20 I 

I 
: Total 277 68 52 t2U 43"'/u 41 44: 

•FY 20()9- and ARRA funds include Reduced Size £OS purchase for ETO-orJfy airports, 

FOR OFFICIAL USE ONLY 

I 
WAR"ii'<Gl ti:i;;'"dii.:Um;;;1·;;·ffiifQ~·r1cIAL USE OSL y IFOL'O). 11 CCUU~\1 i!lf\'lmli\HOO ri:hlimav tm•t:~¢i;:;p;:·1;:;;m·p;;i:iiK"i~1:::;~{ >l!!'l.'11' '· 

th.: frt«lom<1ffr.f=uon A.cl (5 U KC .• >52! Jr\$ w 00 <-OmTolla:J.. >l<F~. !wnl!OO.. transmilttd, d!Slnb::tl!'d 111d J•~rvsn.J l''.. in ;:;xnrd;;n.c;:. ! 
\\/lt1! ~!'.Vf1(1r,t _i>flfomeltlnd &x:_'!-f!t;\' !DHS) µt>l!cy 1'tllU/lS )'(;FOL'() 1n.futmbiioo ~ w 11hlt¢ W w!eu!ied to t!w ;:nbiw; ff llth\,"!' j)\)!$<X;;:;.'I 11oi1u I 

I 00 !W ,m~.!!.~~!!~.::~::'.::.~.l.:':'. .. :l.!~?Ut priru ippr.;wal .;rl 1m 1tutho:-i~ DHS o.'fll!uill. .. --~. 
18 



FOR OFFICIAL USE ONLY 

EBSP Expenditure Plan 

PROGRAM SPENDING Pl.AN: EBSP 

APPROPRIATION$ IN$ &l.ION8 
Nl!IA,pproprl&Dd F11nd11 

PIVJKtQ~y1£nd-of..Q.1 fY09 
FtJnlio Obllg11mf, ffot<Mioyfd End..0J.Q1 FV FV09 
Unobllgltad B1lant;:\t End-of-01 FYOll 

UHOBUGATEDBAL.AHCES BYFV111 t:)'f~.,llJHE 20* 

.,.., 
PlenCUmu~ 

C1rmul.IJM % AJIQCfM:nt 
AcWl!l 

FVDI Totll 
1,Q77.IWI 1,16$,Ht 

Q1fY09 
11,1a1 
19.1#1 
'10M:i% ,.,. 

t&.127 12'"1 
1i,127 YtlH 
10,#Q'I\ ~.3()% 

t~ 11.248 

EBSP Program lnitlaliVcs 

"""" 322.2111 
13.1$% ,,.., 

146,1118: 
1,23Ml1ll Ml ...... 

QiFY10 ....... 
1,219,186 .. .,. 

Description of Initiative I- Program Operation8 and Management 

tJ:llJl.5 
101.01 

(13,lj') 

~,(177JIO. 

• Description: The Program Operations and Management initiative is. broken down into 
five sections. 

I. Operations and Compliance/Interim Solutions 
o Moves, Adds and Changes 
o Equipment Warehousing 

2. Program Support 
o Program. Resource and Data Management Services 
o 'l'esting Services 
o Audits, Travel, Training and Certification 

$15.35 million 
$3.5 ntillion 

$26.0 million 
$234 million 
$1.2 million 
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3. Engineering Support 
o Integration and Installation Management 
o Engineering Technical and Design Support 

4. TSA Systems lntegr•tion Facility (TSIF) Support 
5. TSIF Building Purchase 
6. PC&B 

• Projected FY 2009 Obligations and Expenditures: 
• Projected ARRA Obligations and Expendil!Jres: 

Description oflnitiative JI - LOI {FY 2009) 

$38.3 million 
$13.6 million 
$4.8 million 
$1.4 million 

$18.8 million 
$91.S million 

$54.85 million 

• Previously committed multiyear agreements for fucillty modifications 
• Projected FY 2009 Obligations and Expenditures: $200.0 million 

Description of Initiative Ill -EDS 

• FY2009 
o The following llDSs will be purchased and installed: 

- Equipment for new terminals to permit TSA to screen bags on opening day to 
ensure that the airports do not rely on other screening solutions 
Equipment necessary to maintain 100 percent :screening compliance at 
existing installations 

- Equipment to f\llflll existing TSA 111cility modification agreements (for 
example, EDS machines for LOI or Other Tnmsactional Agreement (OTA) 
airports} for optimaJ in .. Jine screening solutions that remo·fe lobby congestion 
and decrease security ooncems 

- Equipment to airports that have not received fa~ility modifications funding but 
are proceeding with optimal system projects via their own finan(.;ing, which 
are the most cost effei.::tive 

o Projected FY 2009 Obligations and Expenditures: $146.6 million 
o Activities and Milestones: Installs based on airport schedules 

• ARRA 
., Recopitalization efforts for airports with EDS solutions at the end of their life 

cycle 
o ETD-only airports that 11ow require EDS teclinology to meet the screening 

requirements to improve screening effectiveness and to improve operational 
efficiencies through improved throughput and reduced on~the-job injuries 

o Projected ARRA Obligations and Expenditures: $94 .2 million 
0 Activities and Milestones: Purchases to occur in Q'.3 FY 2009; installs bas:!Cd on 

•irport schedules. 
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Deseription of lnitiative IV - New Facility Modification Agreen1cnts to Construct a Checked 
Ba111111ge Inspection System (CBIS). 

• FY 2009 - OT As will be used to fund facility modifications to construct a CBlS at eight 
airports. 

o Seo Appendix M fur Obligation data. 
o See Appendix 0 for Milestones. 
o Projected FY 2009 Obligations and Expenditures: $67.32 million 

• ARRA -Ol'As will be used to fund facility modifications to construct a ClllS ar 25 
airports. TSA will assess the ability to add projects after completion of the cost 
validation fur these 2S airports. which provides the anticipated cost difference between 
airport request funds and TSA-awarded funds. 

o See Appendix N for Obligation data. 
o See Appendix P for Milestones. 
o Pmjeaed ARRA Obligations and Expenditures: $499.2 million 

Description oflnitiativc V - Technolo!lY!Engineering Initiatives 

• FY 2009 Contracllng Officer's Technical Representative/Engineering Initiatives will 
address: 

c Design and configuration changes/n1odiflcations (includes reconfiguration). 
o Requirements and Engineering Change Proposals. 
o Change in government guidance/objectives to improve efficiencies and equipment 

perfonnance, such as employing equipment upgrades aCTOS.lj the entire fleet of 
EDS (example: performance upgrade all CT .go to CT ·80DR) and implementing 
local networking at sites with multiple CT ..SO/CT-80DR systems to improve dii!a 
colle.ctioo efftciencies. 

o Nonw-0perational issues, such as problems with repairs associated with equipment 
redeployment and out-of warranty. 

o Lack of con1mona1ity among chooked baggage screening solutions. 
o Limitations on deployment of screening solutions based on existing site 

conditions, 
o Variatices in technology capabilities that lin1it TSA flexibility in providing 

optimal screening solutions. 
o Projected Obligations and Expenditures: Total FY09 Engineering Initiatives: 

$17.6 million 
• ASP will address: 

o Remote visibHity into the baggage resolution and screening areas in case of 
emergency to aid in threat identification and response, 

o A rneans to create an overall situational awareness to support oversight conlrol for 
loss prevention~ remote supervision, training, staffing, performance evaluation 
and legal or investigative needs with rce-0rdation . 
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o An additional Jayer of set:Urity for lhe locations where TSA screens chec!o.,ed 
baggage to reduce the risk of threats from being introduced into checked baggage. 

o Pmjectcd Obligations and Expenditures: Total FY 2009 ASP Initiatives: 
SS.O million 

o Projected Obligations and Expenditures: Total ARRA ASP Initiatives: 
$40.6 million 

• Security Technology Integrated Program (ST!P) will address: 
o Equipment in~service upgrades and automated data retrieval on equipment and 

screener performance to incre&e equipment availability, reliability and 
effectiveness; improve perfonnance management and reduce overalt operating 
and support costs. 

o Equipment replacement, reconfiguration and deplo;ment stratl:!gies to increase 
throughput, systems capacity and effectiveness, 

o Projected Obligations and Expenditures: Total FY 2009 STIP Initiatives: 
$8,0 million 

• Ol will address: 
o System integration and equipment purchases required for operational rest and 

evaluation activities.. 
o Projected Obligations and Expenditure,; Total FY 2009 OI Initiatives: 

$2.0 million 

• Projected Obligations and Expenditures: Total FY 2009 Technology/Engineering Initiatives: 
$32.6 millions 

• Projected Obligations and Expenditures: Total ARRA Technology/Engineering Initiatives: 
$40.6 millions 
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IV. Appendices 

Appendix A. Abbreviations/ ALTonyms 

IARRA 
!AD' 
'ASP 
AT 

IATSA 
IBAO 
' BLS 
1CAD 

CATIBPSS 

CBIS 
DHS 
EBSP 
EDS 
EMD 
ETD 
FAA 

!FOC 
FY 

I HSA 
I IOC 
I LOI 

American Recoven1 and Reinvestment Act 
! Advanced lma2in1? 1'echnolouv 
Advanced Surveillance Prooram 
Advance<! Technolo~ 
A•·iation & Transnnrtation Securiru Act 
Bomb Annraisal Officer 
Bottled L19mds Scanner 

i Chemical Analvzer Detector 
Credential Authentication Technology/Boarding Pass Scanning 
Svstems 

Checked J~-~gga,g, __ [ll_spection $)~---···· 
l)eoartmeot of Homeland Securitv 
Elec.tronic Ba0 cra2e Screenine Proa.ram 
Explosives Detection Systems 
Enhanc"'-1 Metal Detector 
Exolosives Trace Detection 
Federal Aviation .~dministration 
Full QnHAtional Ca~hiJitv 
Fiscal Year 

1 

Homelimd SecurJty Act of2002 
Initial Ooerational Can•hilitv 
Letter of lntent 

I Next Gen ETD Next Generation f:.xplosives Trace Detector 

I 

. 
' 

i 

I 01 Operational Integration I 
~~~~~~~~~~~~~~~~..., 

I OT &E Onerational "f estin2 and Evaluation "'-="----4--"=========='--------- ~-
: OTA Other Transactional A•reernent 
PC&B Personnel Cuml'IP:nsation and Benefits 

i PP A Pro•rarn, Proiect and Activitv 
i PSP Passen•er Scr«nin• Pro~m 
I QT&E " ""Qtullif""'1ion Testing and Evaluation 
: STIP Se.curitv 1'ecbnoloov Intell1'!ltion Protrf':lm 

FOR OFFICIAL USE O~LY 

• 
• ____ __, 

··\\;A:li\' ING~ ·i'j;;;;JQ;;iiii\Ciii"jj""i~u1rui::fICIAi:T1s·li ON LY i FOUO_t It 1;:011~"\\j\!j i11fqfiiii:O\\'UWl:;;;;;y·1;;;·~~:cmp! fr11rTI"P\;biiC"fCi¢"ii'c 1mde1 
Uie Fr~l'\iom of lnfom1alion Act(~ U.S C. ~~).). it i~ w ~ contro11t•1:L storod, hMdlM. 1ransmittrd, d1s1nbutc<.:L ~nd dispos.::d of in nccPrda1Kc 
with ~partm~nl ofHnmdl\1\d Smur1ty fl) HS) p1il1C\ ~lo.tmg to rouo inlorma\h:m \l!ld is not 10 h~ tY~1$0Kl LO the public or ollwr p~rSOJJJ1ki wil\l 
de 11111 Ju,·e a \'Jlid "nced·l~:Y.!2t:~ .. :~~i.~t\.')<JI prfor ~ . -mva! ot'an amJu:iiized OHS ofl1dal 

23 



FOR OFFICIAL USE ONLY 

Appendix A. Abbreviations/ Acronyms (continued) 

TIP Threat Image Proiection 
TRX '.!Jm>iii!Jrnage Projection Q'IP)Jl,<>ady X·Rllv 
TSA Transnn.rtation Securitv Administration 
TSIF TSA Sv~!.;!11.'. .. !n.!;Jl.'.a.~l!'~ .. f.~i.l!tx .............. 
TSO ·rransoortation Securitv Officer 
ucs Universal Convevor Svstems 
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Appendix B. Airport Codes 

Airport Airport Name Airport Locatlon 
Code ....................................................... 
ACK Nantucket Memorial Nanru,ket. MA 
AMA Rick Husband Amarillo International Amarillo, 'IX 
ASE Asoen-Pitldn Count>ISardv Field Aspen, CO 

ATL Hartsfield · Jackson Atlanta International Atlanta, GA 
"""""""""""""""""""""""""""""""""""""""""""""""""" 

BO! .!l~!'.!'.!.\ir..IC!!".2!~al/Gowen Field Boise~ ID ............... 
BZN Gallatin Field Bozeman. r...rr 
CHA Lovell Field Chatlanooga, TI:I ................... 
CHS Charleston AFB/International Charleston, SC 

CLT Charlotte/Dout la.s International Charlotte, NC 
CMH Port Columbus International f2l~[!l~~"'Ql:I """"""" 

CM! Univer:situ oflllinois- Willard wwwwww""""""""""~"~~~?.>.'.: .. !.!::""""" 
COD Yellowstone Re•ional Cody, WY 

cos Colorado Sorin•s Colorado Springs, CO 
"""""""""'"" 

CVG Cincinnati/Northern Kentuckv International (:ovinuton, KY 
DAY . .!.~~~.M..£2~.!?.!Yton International Da,ton,OH ............... 
DCA Ronald Rei:it:ran Washinu.ton National """"""""""""""""""""!Y.~s.~i."..!l!9.~, .. J?.C 
EGE Ea•le Counru Re•ional Eagle, CO 

···················· 
EV.'R Newark Liberty lntemational Newark, NJ 
FAT Fresno Yoseinit"C International Fresno, CA 
GEG Sookane International Sookane, WA 
GP! Glacier Park lntemational Kalis"'"il, MT 
GRR Gerald R. Ford lnt.e.m,.;1!2~"-L .............................. Grand Rapids, MI 
GUC Gunnison.Crested Butte Re•ional Gunnison. co 
HDN Yam-Vallev Hayden, CO 
HLN Helena Regional Helena, MT 
HNI. Honolulu International Honolulu, HI ...................... ........................................ 
HOU William P. Hobbv Houston, TX 

HSV ~onal - Carl T Jonesfield Huntsville. AL 

!AD International Wa;hingron, DC 
!AH Geors:e Bush Interoontinenl.til!lloust.on Houston. TX 
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Appendix B. Airport Codes (continued) 

Airport Airport Name Airport Location 
Code 
!CT Wi(:hita Mid-Continent Wichita, KS 
!TD Hilo httemational Hilo, HI 
JAC Jackson Holo Jackson Hole, W'Y 
JFK John F. Kermedv International NewYork,NY 
LGA La Guardia New York, NY 

LIT Little Rock National Little Rock. AR 
' LSE La Crosse Municioal La Crosse. WI 
' 

MCO : Orlando International Orlando. FL 
MFR i R""ue V alfov httcrnalional - Medford Medford. OR 
MIA Miami International Miami, FL 
MKK Molokai Aimort Kaunakakai. Hl 

MSP Minneapolis St Paul lntemationaVWold· Minneapolis, MN 
ChamberlIDn 

MSY L..Quis t'\rmstronll New Orleans International New Orleans, LA 
OAK Metrooolitan Oakland International Oakland, CA 

' OGG Kahulul Maui, HJ 
ORD Chica•o O'Hare fotemational Chicago, tL 

PFN Panama Citv-Bav Countv Intemational Panama City, FL 

' PHI.. Philadelphia International Philadelohia, PA 
i PHX Phoenix Skv Harbor fnremalional Aimort Phoenix, AZ 
' 

i 

' i 
I 
I 
i 

PIE St. Petersm•~-Cleaiwater International St. Petersburg, FL 
PIT Pittsbu~h International Pittsborun~ PA 
PNS Pensacola Revional Pensacola, FL 

PWM Portland lntem:llional let~rt Portland, ME 
RDM Roberts Field Redmond, OR 
RDU Raleioh-Durbom International Raleigh, NC 
RNO Renoffahoe lnrernational Reno, NV 
ROC Oreater Rochester International Rochester~ NY 
SAN S.an Die_Q.O Intcmaticnal San Diego, CA 
SAT San Antonio International San Antonio, TX 
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Appendix B. Airport Codes (continued) 

: Airport 
Airport Name Airport Looatkm Code 

SBA Santa Barbara Municinal Santa Barbara, CA 
~-- "• -------------

: 

I 

i 
I 

SFO 1 San Francis<:.o International San Francisco, CA 
SJC Norman Y. Mine ta San Jose International San Jose, CA 

"""""""""""""""""""" 

SMF Sacramento International Sacramento, CA 
------n mmmmmmn>>' .. _ 

----~ 

SMX Santa Maria Public Ai~ort Santa Maria, CA ---------------.... 
SNA John WayneAiroort-Orange County Oran~e County, CA 

STL Lambe!!:§.~.~!~! .. L:~'uis International s.t.: l:~'.~!~, MO 
SUN Friedman Memor1al Hailey, ID 
TLH Tallah'""""' Regional T allaha<St<. FL 
TRI Tri-Cities ReeiooaJ Brisrol/Jobnoou/Kingsport. TN 
TUL Tulsa lnternatioruil Tulsa, OK 
TIJS Tucson ln!emational l'ucson, AZ 
UTA Tunica Municioal Tunica, MS 
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AppendixC. Passenger Screening Program (PSP) Deployments by Airport 

The number of procurements may not equal the number of deployments in one ti seal year. Planned airports are a function of the quantity 
and timing of units procured previou.'>ly and the quantity of deployments being achieved. The chart below accounts for all deployments 
scheduled 10 °"""' by September 30, 2009, 
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Appendix C. PSP Deployments by Airport (continued) 
, . I 

Pl»( ' MEM ' sn. x 
JAX ' ANC ' SYR • 
SJC I 
SLC ' OUF ' 
"""' ' SAT ' ?IT ' INC "' GSN • 
WA ' 
"'" ' ONT ' M><E ' MOW ' I MCI ' HOU ' DAL ' Cl.Ii ' ..... ' ·- ' SOL ' l1JS ' SNA I ... • 
PVO I 

1Phim;;c ~ p._-m;.;d ~I P~ -Aebliiii Pi*lmi.:d ~al Pt.-mMd ~ Pla-.d 14.., ~T•ch PltlhhNI sin -' 4 

3 

4 

2 

• 
4 

1 

1 
1 

2 

1 

1 
4 

' 

' 
' 
' 2 

""' AT AT ...,. ,,. . ..... .... CAT ,,_.T """' """' ,vP eo.i: 

• 5 • • 1. tSS,000 • ae1,1w • 206.04& 

• 5 ' 927,500 • . • 147,697 

• 5 • • 1, 15S,GOO • 327,9!50 • 2"6 .... 

2 2 ' 2 • 565,-000 • '198,&73 • 80,982. 

3 3 3 • ....,_..,. • 100,770 • 95,873 

3 3 • 4117.500 • . • 96,873 

• 2 • • 1,0QS:.000 • 344,476 • 201.948 

• 5 1 • • 975,000 • 1,!.'IH.i.307 • 193,746 

2 3 2 • ""'·""" • Sie.714 • .... .., 
4 4 • ....... • - • 149,664 

3 3 3 • 72.7,500 • i!96,770 • 113,273 

4 • 4 • ....... • .... .... • 129.164 

T • • 11:$7,t!OO • ,., ... • 10.665 

2 3 ' • 267,500 • 19&,770 • ....... 
7 • 2 7 • 1,19:7,SOl:l • t,,J.•11.822 • 230, 137 

• 4 • 710.00C • - • 133,264-

2 2 • 385,000 • - • "'·""' • • 4 • 710.00C • OOS,652 • ~37.364 

• 5 • ""'·""" • S6'LHKl • 150,790 ,. 11 • t,310,000 • 1.04,618 • '°'·""' • • ""'·°"' • - • 1&1,948 

2 3 • 310,000 • $11l,714 • 64,416 

• 4 • ees.ooo • .... .., • 167,190 

2 2 • 310,000 • 344,47$ $ 64,416 

2 • \150,000 • - • 50,316 

3 3 • 375,000 • 518.714 • W,474 

• 2 • 810.000 • 131, i&O • 185,iMa 

4 4 $ 560,000 • 262,300 • 124, T32 

3 2 • ..... ooc • 344,47Ei • 94.5-74 

' 2 $ :rro,ooo • 344,47tl • 66,516 
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~>\N:~i?i;G,-11a1 Juc.i:.~~;;_-,~ -1-1-Ht {ih./1(·i~l .. ff~"i1 {)}.;I Y ;B.!1110! - -l1- ;;-;.;-,t;;ns mr,;;:;;,;;;.,,, 1k11 1rn.-. l'<l "~cm;:t r,,,,,,-~l~bl~~ l1:k,\,~-u,;J"-' -
!h1 l'!<xtlnm "1 lnfonm\l.JiT A' I 15 l ! 'i 1: ~¢2) 11 f> h• l..: ~cm~,,;:;,.,i, ~i,mx1, k:mdktl_ !mm·mtkd, di'<lilh•k'tL nnJ dn1poscd '" m :K'C(>idil!1·'"" 

. 

". !lh 1)q:;,f;_n1,.~l uf I !omcl™ Scru; <v1.l)Hf;J y•ll<''< n:l:Umt hi H)l!(l mfmumlmn ;md ,;oint t<I Tu; id~.y;.;:d ln tl'·c ;l<lHK n nlho p.;1~nnnc ,,,,.,., 
~fo n)~ h.th• '1 ~-..tliJ ·n...XCl "'-\;tJ\l'W ><1\;\<Jd 11nof ~H4u,,d "l 'm mAh'1iit;;.'<l Dl l'\ onlc1~: 
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AdWIJ$et 

""""" • 150,790 

• . 

• 1$0,700 

• 1Q~L6:.l7 

$ ~t'f74 

$ . 
• ~.:)1$ 

$ 1Ql'l,111 

• QD,474 

• -
• 911.474 

• 120,$32 

• 30,tM 

• 90.-47<l 

• 771,590 

• -
• -
• 120,632 

• 150,.790 

• 331.73{!. 

• . 
• 90,474 

• 120,632 

• S0,316 

• -
• S0,474 

• 60,316 

• """'"' ' 00,315 

$ 1S0,3te 
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Appendix C. PSP Deployments by Airport (continued) 

--· -· PJartm!d T•.,... Actual Titeh P!a-da .. -,-~iim:;f ~- "18-d Adlml Pl-d Aa.t Phln-4 Aow. 
Ah'pDd 8 llTD &Tb AT AT AIT MT m..& BL8 CAT CAT - - """"" ORF ' 1 

MSY ' 1 

GEG ' 
OAY ' ROC ' SMll ' 1 

•SW I 1 
RNO ' 2 

OMA I 
Ol<C ' OGG ' 2 
OAK ' 
AUS ' 2 
CMH ' ' SlT • 1 

MHT I 1 

MDT ' 1 

UH ' ' 
"'" ' Fiii II 

""' .. 1 

PPG m • 
FAT II 
KOA I 1 

GRR II .... ff 

DAS ff 

"'" ff 

ABE ff 

""' ; ' 

2 ' • 310.000 • ,....,.,,, • 64,416 

' • ....... • . • 12-4.7:9;:1' 

2 ' • 250;000 • 344.41'1 • 60,316 

• • 7$0_000 • . $ 180,948 

• 2 • 750,00!) • SJ.4.4.471!1 $ 1S0,948 

' ' • 1, 1tJG.QOO • 001,1eo • 275,522 

• • . ,,,,""" • . • 1~,732 

' ' • aw.ooo • 172,2311 • SS,516 

' 2 • "'°·°"" • 344,476 • ao,316 

' 2 • ....... • 344,476 • eo.31a 

• 2 • '""°"" • 131.180 • 189,14.!I 

• 4 • -- • ... _.., • 120,632: 

• 2 • ..._..,,, • 13"1, 180 $ "'"""" 3 • -""' • . • 94,574 

• • • 610,000 • ~,540 • 185,048 

3 3 • '35,000 • 516,714 • ;M.574 

• • '35,000 • . • 94,574 

• • • --""" • 262,.300 • 96,574 

2 ' • ""'"""' • "'2.360 • 00,315 

2 2 • "~""" • 1:'Jl,lW • 60,316 

3 3 ' 436,000 • 1"8,770 • 94,574 

1 1 • <16$,000 • 65,5'<) • "''°" 2 2 ' 250,000 • 131,180 • 60,315 

3 ' • 435,000 • 11!62,360 $ 94,574 

• 2 $ 000,000 • 344,47-S • 120.632 
2 • 250,000 • - $ S0,3W 

2 • 250,000 • . • 60,316 

2 • 250,000 • . ' 60,316 

2 2 • ""'"'"" • 1s1, mo • 60,316 

• 2 ' • <.'1:10.000 • 265,3.?7 $ 185,04$ --- --- -- - ------ ---

F(lR OFFICIAL USE ONLY 
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Gw :·w,·&·rn (,fli1fo1n1m1Vl• A(1 (:> 1.' ;<; \" ~:'<> J1 "t> hi:! tvnE;dl,'.d, >!mmi, h.mJk:l lrn'""'"'>llud, •l:~1n"'1kd and skttm:«:<J ..,f,., '" 1'<>o'd~m:;<e 

. 
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-.. .... 
""""" • 60,316 

• -
• 00,316 

• . 
$ 60,316 

• 150,700 

• . 
• 30, '151!1 

• 60,31<3 

• eo,a.1" 

• 60,_31E; 

• 120,$32'. 

• l$0.;)15 

• . 
• 100,il4& 

• 60,474 

• -
• 12:0.~R 

• 12Q.~3'!' 

• 6Q,'3tt 

• 90.474 

• 3C,1A 

• ~31& 

• 120,632 

• 00,316 

• . 
• . 

' . 
• 50,3"6 

' 1-tl!S.637 
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Appendix C. PSP Deployn1cnts by Airport (continued) 
Plll-41 ~ Pla-o;t ~J ~IWd ~I PfU.lftld Aclusl Pia,_it AMual ,...,_ . .,. .. ...... 1' ... 

_ ... --- - - - - - - - - - - ..... """' ... .,.., Up,,_ 

"""' ' 
, • 120.000 • - • MOO • -

AB• • ' • ~-- • - • 4,HlO • -
AMA ' ' • ""·""" • - • -11.,100 • -

"" • 2 • ""'""" • - • uoo • -
BM• • 3 • U!OJXlO • - • 12.300 • -
HN ' ' • ""·""" • - • 4,100 • -
"'" " ' • 00.000 • - • ..... • -
CHO • ' ' "'·""" • - • •.too • -
{:;JJfJ ' ' • ""'""" • - • "I, 100 • -
ELI> I 3 • 160,00!) • - • 1!.';,300 • -
Ero • ' • ~-- • - • 4,100 • -

(0.S() ' ' • "'-""' • - • 4 ""' • -
GSP ' ' • eo.ooo • - • 4,100 • 

>CM ' ' ' 60,0DO • - • 4,100 • -
'"' ' ' • 60.000 • - • 4,100 • -

<WA • ' • ""·""' • - • 4,100 • -
LEX ' 2 • 120,00D • - • '·""" • -

""' • ' • eo.-000 • - • 4 ""' • -.... • ' • "'·""" • - • 4.100 • -
MGM • ' • "'·""" • - • 4,100 • -
MYR ' ' • ""·""" • - • 4,100 • -
PE • ' • 00.000 • - • 4,100 • 
?NS • ' • .... ooo • . • 4,100 • -
PSE • 2 • 120.-000 • - • ... .. • -
SSN ' ' • "" . """ • - • 4,100 • -
·~ • ' • """'"" • . • ..... 11)0 • -
VU> • ' • 00.®0 • - • 4,lOO • -
UNV N 2 • ixi,ooo • - • 3,200 • -·-· N ' • ""·""" • - ' 4,!00 • -

"" 
,, WA WA "'A ' WA WA • . • 154,19? • . • 45,321 

=~ - • 4'2 ""' " 
,, - s ... 0 $ !1(,6'1'1.000 $ .<19}t80,m2'15 $17, 1«1,l'llW $1:.l-.421,311''1 

--JlJL w;n included <:t.s a new :e:b:port Jn Ui.e first quarter and second qmmer expendiwre plans. The '':\I/A" ider;&ifl.W it as new airport, whu::h mt>.ani there "l'U no 
mitial pbm ID comp.lEH~ the actw<l plan lo. 
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Appendix D. PSP FY 2009 Summary Spend Plan 

Appnwed Revised 
Initial Revloed nm FWI 

Tecboo"""' # .o1 11n1t10 * o1 uni• Fuuds Fuods 
Advanced Techoology • 436 488 $54.50 $61.00 
iUnMirsal COOW\'IY Sysl!!lm 200 
' ' 

0 $25.00 $0.00 
i Advanc<d lngjng Teclmlogy 175 175 $28.90 $28.90 
Credential A--Technology• 288 0 $6.50 $0.00 
B<>ttl:d li'luid.' Scwmers • 200 600 $7.50 $22.70 
E>mlosives Trace Detectors 100 0 $6.00 $0.50 

Sublotal $128.40 $113.1-0 

' Equiprn::nt quantities to be pun;hased with Fiscal Year 2009 funds and carryover funds 
were reallocated mr Advanced Ieolunlogy, Bottled Li:)ui:ls Scanners, and Credential 
Autb;:nti;a!iJo Teehoo! 
.!'.!!!ll!!!m One rations and M•Dll""ll'IOnt 
Jnregrafun ' $30.55 $31.90 
Warehouse $1.25 $530 
Engineering Support $4.10 $7.70 
Tesmg (IV &V) $3.30 $0.0S 
Dati! Cokfun $3.00 $0.00 
TSA Systems lntegratioo Faei&y{TSIF) Support $1.50 SS.90 
TSA S)'irems lntegratioo Faci&y (TSIF) l>Jikling purchase $0.00 $2.40 
Program and Data Management $12.20 $9.30 
1rave~ Trs'""" S•..,,i:s $1.lO $0.95 

Submtal . $57.00 $113.50 

FOR OF111CIAL USE ONLY 
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35 



FOR OFFICIAL USE ONLY 

Appendix D. PSP FY 2009 Summmy Spend Plan (continued) 

Approved Revised 
ml\) FWI 

Teclmical OPd nee.inn l.utti.atM1 - -Secmiy Tecimlogy llllegrati" Program $7.60 $10.50 
:Operatmallttcgrlltic'1 of~rgilgTechoology $7.00 $!0.00 

iThreat lm!go Projecoon $4.00 $4.00 
,f'!.llgineeril!l Changes $2.40 $0.50 
iExit Lares Daill Collectkm $1.60 $1.60 

:Subtotal $22.60 $26.60 

: Safetv ""'1.!!l!!!!!!!!!!! 
IE<Ji'1n•" $5.00 $5.00 
1Systemll11egrata: $3.00 $3.00i 
~SUf!!'l"l $2.50 $2.50 
Aiport Projects $2.00 $2.00 
Proiect Lo · tics $1.00 $1.00 

•Stlbtotal $13.50 $13.50 

'Cllodl."'"nt Re -I M:111ary Fql '1n•nt $3.0i $3.01 
'Glass Partitili s $2.71 $2.71 
Creclqri 111 Opimizatill"ls $1.70 $1.7• 
Divest/Comp:!i ure/Roller Tables $1.50 $1.51 
Project Log"ot~s $1.50 $1.50 
Fngineemg and T cchnical s~' $1.00 Sl.01 
Travel $0.10 S0.10 
Subtotal $11.50 $11.Sll 

FOR OFFICIAL USE ONLY 
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<lo not have 11 t·;iJid.'..~·W•li:r.pci,.'-withoot prior .approvel __ f!.r'"='="=•"°"'=·=D=HS=olt=k=i~l ____________ ~ 
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Appendix D. PSP FY 2009 Summary Spend Plan (continued) 

!Advanced Snr.riJance l'mgnom APl'f!M'd Revliec 
FWl FW9 

' 

hndo Fllnds 
:Jl-Oslon (BOS) $4.30 $1.80 
Or1"'!o (MCO) $3.30 $0.00 
Phib&: qnia (PHl) $1.60 $3.40 

Phoonix (PHX) $0.00 $0.00 
Atlan1a (A1L) $0.00 $0.00 
Chi:ago (ORD) $0.80 $0.80 
Ci:vell!OO (CLE) $0.10 $0.IO 
Loo~ Munoz Marin (SJU) $0. 10 $[1.10 
Loog Beach (LGB) NII $0.30 
Provi:lence (PVDJ NIA $1.30 

San Fmrx:i<>oo N//l $2.40 
Pro1JT.Rm Snruv\rt $0.80 $0.80 
Sablolal $11.00 $11.00 

PeJ5011nel Com-mlllinn and Benellts $<1.00 $6.00 

Tomi* $250.00 $:145.20 

'S4.8 million was reallocate<l from lhe checkpoiol support Program, Proje<•t and Activity. 
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Appendix E. PSP American Recovery and Reinvestment Act 
(ARRA) Summary Spend Plan 

;\pjlrtMPd R,..;,.d 

ir •clmolo.v 
lmtW Revistd .~~ ·~~ 

# of U•llil II •I U"lto Fun4.s Fmds 

1

A.Jva.'l.ced Technol0gy "* 7'' .J 611 [94 40 $76 40 
:urn11ersal Conveyor System; 275 22C $34 40 $28 50 
Ad11anced Imagi,ng Techr19klgy 200 200 $32 20 $32 ?O 
Creder.ilal .1\uthennc;ati.:ir. Techn0Jc.,g;• 0 800 to oo t \ 3_(1(1 

Bottled Liqulds, Scanner;; 500 'i()(I $18.30 $13 80 
1.E:-+-k•mes 'ft+.,ce 1•etect<1;; 300 400 t;a oo $2~ 1)0 

ICheimcal .Analyzer Detectors NIA 140 NIA $7 00 

:Subtotal $~1.80 :t!02SO 

"'f'.,educeJ to add Credmti.ll .Authenttcithon Technoloov t-:. AR..~ .. scei::.d Plan. 
Pro erations andUanaa:e.mtnt 
Integration $57 90 $68 2t) 

IT"ting av&V) $2 00 E2 l)(I 

:pr(,,...atJl Al'!.d Data .Manage-ment $:03 00 !7 5C 
,Subtotal $8.l.91 $ .. i."O 

I 
i1't,\l';'lmit:od md E.nM•-twt• Inmatives: 
iEc.,,neeriog Cbanires $9 )i(I $9 901 

~'ulltol>I $!1.llO $9.90 

FOR OF.FICIAL USE ONLY 
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38 



FOR OFFICIAL USE ONLY 

Appendix E. PSP ARRA Summary Spend Plan (continued) 

Advaneed Surveillance P"'llftllll "-d Revised 
'"" ARRA 
Fllodo Funds 

Rooal.l Rea!'il" Washiigtoo National $0.60 $1.90 
Cincinnali'Northem Kentwky lnlernafunal $1.80 $0.70 
Spokane Inrematbnal $1.10 $1.70 
Melropolitan Oaklaru lntemati.>nal $2.20 $0.00 
Bcise O.iwen F~ld Air Termhal Nit S0.80 
Kent Coun1y Aiq..-1 NIJ so.6-01 
Washington Dulles lnrernafunal NIA $2.60i 
WilRqiern W<rkl Nit $0.70j 
Cbi:a!I) Milway Jnrematiooal NIA $1.4-01 
Ew!ey Airti!l.l NIA $0.701 
James M COl< Da)'lll!l l~l Afp;rt Nil $0,451 
Kansas City 1-i;nal NIA $2.80 
A<ilms fii:ld NIA $0.401 
T atil'!a Intematbnal Nit $2.101 
:Sublotal S5.70 $16.85 

Pe ........ eom-nslillml and Benelin $3.80 $3.80 

Total' $300.00 $311.15 

Numbers may not add due to rounding. 

'Revised ARRA funds: $1L1 million wuuhifled from Explosives Deteotion Sys!<)ms ro PSP 
tbr Advanced Surveillance Program/Closed Circuit Television projects. 
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Appendix F. PSP FY 2009 Obligation Data 

Planned Revised 

Sia ObllgatloJI $In Oilllptloa 
s-lldl'llm Orte-le• milllollll Date mllli<lM Date 

'Advan:edTeclml $54.SO Jul-@ $61.00 Nov-09 
urn.,,..,.1 Coo""""' Svstoms $25.00 Aug-09 $0.00 Mar-IO 
Advanced l r $28.90 Jul-(9 $28.90 Dec·09 
Credential Authenti:afun Technol~· $6.50 Jul-(9 $0,00 Scp-09 

' 

Bottled Li:luid> Scanners $7.50 Jul-(9 $22-70 Sep-09 
•mbsives Trace Detectors $6.00 Jul-(9 $0.50 Sep-09 

fnte111'iiti_irt $30.55 Ju~09 $3!.90 Sen.09 ' 

Onenitbns .00 ~ $26.45 0 $31.60 o~· 
T eclm:al ll!1d E ' ' lniiatives $22.60 On"°""" $26.60 °"""'"" Sati:tv and 0 riirnimtm $13.50 Qnonlnn $13.50 o~ 
c 'nt Rec-Ollfu>t~atiln $11.50 On!'Oin• $11.50 On~oirn> 

Advanced Survcillanoe J'roornm $11.00 Onooino $11.00 01umlno 
!Perso1111el Co~nsali:in and Benefits $6.00 Qn.rn~ $6.00 0"""'"" 

Subtotal $250.00 SZ45.l0 
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Appendix G. PSP ARRA Obligation Data 

l'Jatuu,d Rms•d [ 
$in Ohliptioa $in ' Ohli;ati•nl 

md 1'11111 C1llt~...;•• mi1tima11 D•t. ..... Dm ' 

Advanced Technology $94.40 Ju!-09 $76 40 
Moy-09 
Nov·09 

Ulliversa! Convrwor Svstems $34.40 Aug·09 $28 50 Mar-10 

Advanced Technology $32.20 Jul-09 $32.20 Sep-09 
' 
' 

Credonti>I Authenlicll1:ion Tcchnolo $0.00 NIA $18.00 s ·09 
Bottled Ll.cuids Scanners $1&80 Jul-09 $18 80 Sep-09 
~1osive:; '1h.ce Detectors $18.00 Ju!-09 $22.00 Sep~09 

' Sep-09 
!Chemical Analyzer Dmcto111 NIA NIA $7.00 
' Dec-09 

Jmem-Mion $57.90 Jul-09 $6S.20 Seo-09 

ProJUam Operations and Ma:n.agement $25.00 Orumirlg $9,50 Ongomg 

Techcical Md Ena1neeriniz Initi.atives $9.90 Qn11oing $9,90 Onaoin.::r 

Advanced Surveillance Pro-am $5.70 OnaoW1tr $16.85 Qnuomo 

Personnel C...........,ensation and Benefits tlsn On&<>inl! $3.80 Qnno*'"" 

Sublalal $300.00 $3ll.l$ 
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Appendix H. PSP FY 2009 Milestones 

Advanced Tecllnology Planned Revised 
Initial Qualified Data Piwkage Do"11 Select Mat·..{J9 
Qualification Testing and Evaluation Aug.()9 ' Mar-09 ' 
(QT&E) Begins I 
Operational Testing and Evaluation (OT&E) Apr-o9 Aug-o9 ' 

' Begins I 
: Contract Award lul-09 Nov-09 

Advanced Imaging Technology 
I QT&E Begins Feb-09 Aug-09 

OT&E Begins Apr-09 Aug-09 
I Request fur Proposals Released Jun..{J9 Jun-09 
I Contract Award Jul-09 Sep-09 I 
' Bottled Uqoldi Scanners 
QT&EBegins Mar-09 Jun--09 
OT&E Begins Mar-09 Jul-09 
Contract Award Jul-09 Sep-09 

Attl'aneed Survem ... ce l'rognm 
Bciston Logan International May-09 

I 
Sep-09 

l11il&lolphia lntemational May..{J9 Sep-09 
, Orlando International Mny..{J9 NIA 
. Phoenix Sky Harbor International May-09 I NIA 

· Chicago O'Hare International NIA Sep-09 
Cleveland Hopkins lntemalionul NIA Sep-09 

l,uis Munoz Marin International NIA Sep-09 
. Long Beach NIA Sep-09 

: Theodore Franeis Green International NIA Sep-09 

I San Francisco International NIA Sep-09 
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Appendix I. PSP ARRA Milestones 

, Advanced Technology Planned Revised 
I Initial Qualified Dall! Package Down Mat-09 

I Mar..(19 
Select I 

Qualification Testing and Evaluation MM·09 Aug.(19 ' ' ' 
(QT&E) Begins I 

Operational Testing and Evaluation Apr-09 Aug·09 
(OT&E) Begins 

' Contract Award Jul-09 Nov-09 
Univenal Conveyor Sys-

QT&EBegins IBD TBD 
I OT&E Begins TBD TBD ' 
I Contract Award TBD Mat·IO I 
' Advanced Imaging Technology I 

I QT&E Begins feb..(19 Aug--09 
OT&EBegins Apr-09 Aug-09 
Request for Proposals Released Jun-09 Jun-09 
Contract Award Jul-09 Sep-09 

Credential AullumtlC11timi 
I h Tee aolrunr ' ' I 

QT&EBegins Aug-09 Aug..(19 ' 

OT&EBegins Aug..(19 Aug·09 
Contract /1 ward Sep-09 Sop-09 

Bottled Liquids s ... nnen 
QT&EBegins Mar-09 lun-09 ' 

I 

OT&EBegins Mll!'09 Jul-09 ' 
' 
I 

, Contract Award Jul-09 Sep·09 

Next Gen ExpW.iveo Tnce 
I DelocWn ' 
I QT&EBegan Nov-07 Nov-07 

I OT&EBegan Mar-08 Mar-08 
Contract Award Aug..08 Aug-08 
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Appendix L PSP ARRA Milestones (continued) 

Advaoeed Survelllauce Program Planned Revised 
Ronald Reagan Washington National Jun-09 Jun-09 
Cincinnati/Northern Kentucky Jun-09 Jun-09 
international 
Spokane International Jun-09 Jul-09 
Metropolitan Oakland International Jun-09 N/1\ 
Boise Gowen Field Air Terminal NIA Jul-09 
Kent (:ounty Airport NIA 

i 

Jul-09 
Washington Dulles International NIA Sep-09 
Will Rogers World Ni A Sep-09 

: Chicago Midway Jnternational NIA Sep-09 
I Eppley Airfield NIA Sep-09 
I James M Cox Da:yton rnternational NIA Se,,.09 

Kansas City IntemationaJ NIA Sep-09 
Adams Field NIA Sep-09 
Tampa lntemational NIA Sep-09 

"""""""" 
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Appendix J. PSP FY 2009 Actual vs. Anticipated Unobligated 
Balance, as of June 30, 2009 

!ChEckpoint Technoloav 
!checkpoint Ret:onfistu'ltlon 
:ASP 
1safety Opt1m1iath::11i 
PC&B 

Anllclpo18d 
Unabllpted at 

Budgeted Obnaated Unabllpted eod of FYOll 
$203.20 $22.90 $180.30 $90.00 
$11.50 $5.10 $6.4-0 $0.00 
$11.00 $0.00 $11.00 $0.00 
$13.50 $0.00 $13.50 $3.70 
$6.00 $3.80 $2.20 $1.15 
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Appendix K. PSP ARRA Actual vs. Anticipated Unobligated 
Balance, as of June 30, 2009 

Anticipated 

uno1>11&ate<1 at 

--Pl•• $Ml Budrllled Obi ...... endof fYOO 

I Che<kpolnt Te<hnology $290.SO $2.90 $287.60 $138.30 
Advanced Surve1Uan<:e Program $16.115 $2.50 $14.35 $0.00 
Personnel Comf)eosation and Benefits $3.80 $0.00 $3.80 $3.80 
Total $Sl1.1S J.!.40 $30$.7$ $142.10 
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Appendix L. Electronic Baggage Screening Program (EBSP) 
FY 2009 Obligation by Project 

I . ~TIR.IM ~Oil! Obti@Mkw Sdlcduk: O!:iliiiltllll~ 
I ,.,.,., 

I .,,.. lttll!!, - P~ti.lt'>j 

""' "'""' A""1 ""!M """' - Dok - A* 

"'""" - '""""" ""' ""'""' ""' """"" .... .... -- - '"''""'"' 
IJIK lJ'.JI Si:D-13 """ . MAv,zy~ "'"' ~:,(i !£00 ro.oo 

""' UJ1 """' 
,_ ll $00.00 .ff! 11100 """' 9300 S/.!.00 

' '" Ull ' ll ''"" MM<.@ rooo 16200 IUOO 91.00 I 
' 

I ORD OTA Au~'® Fcb-10 $19.!rl . MllV.W ~.t\1 S.l!IJIO !0.00 ro.oo I 

JCT OTA IM.ffl Mrr·1l "" . s ""' "·" >JOO jl,J "° 
SXA OJA Dl,:(..J(i ~n St™R moo '"' '100 w.:o 
~-Al UTA ' J<n:.ll n~ . ''""" $1.11~ ""' ruoo SOR' 

' MM' ITTA Nttv>Jf A-lJ . l&OO {9 ""' ""' rooo ""' I 

I TIU (lfA 1""11 . . "·~ . . moo Im ""' >JOO ' 
' 

AM.\ OTA M"'1/ . Jwi.C . "" 
. . .,00 "~ '100 moo 

l<N OTA Ji;!.@ Mar-11 . ~" '""' . "~ $7_15 !/)00 ""' Medm I 
ThJ\lllghP'Jt ""'""' """' - ilt74 M""" . 11)00 "'~ '100 fi(J,00 

i EDS 

' 

ROOu~~d 
12)00 ~~ SlOO $1) )~ 

' SINBJS -·· 11111-0J """' - """" M""11 $1952 

Olli. ""'' °""" ... '"' ™.ff!-""' ''"" "'""' . - . 
·~ Def-@ • <;JOC StS5 ' ' 

' C'iG """" Au"'.@ """" """' . SJ." . " """" I MOil """' A"'-0> A Mw.Q;; . $21& 
M1A lm\il t.:w.@ A . "" . -- M-11 ' 

I !AH "'"' """" . '.!11V-O:I . l!~ Du.a! · rooo $1.~S 00 Sil~~ · 
I Act """ Ft~ . ftlYrn . SJ.ll . ,,[H)) g)_Cl ro;o "'00 row 
I SAT """' 0..ffl . AU . "~ ™.ff! 11)00 ." '1.00 lOOO I 

I PFN lnstall ""'" """' "'~ O.>(!l ""' ro!n rooo ro~ 
' 

' "c 
111~09:& M!l!'·!O& 

~;; JMl ~00 -~ SlOC j)m :nuan 
J!Ul<IC $(11,!(I 

. 
AMA "'"' t-ll!I'.@ Mr;.00 . !Oil M~'°""' . KOO S<l.&".1 Wil) "'"' Mf:ll ""'' ~ ... """' """" . "" M~.W f<b-0) S!JJ6 ""' moo moo 

I 11Jl Install ""'"' . - . "·"' - . 11)00 ,, 00 11)(1) $100 
I 00) lt.•Wl Au~.\l!I ""'" .ii HJ . '""' 1!J.OO Sl ::i 11)1)) fl}(!) 
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Appendix L. EBSP FY 2009 Obligation by Project (continued) 

. Ptojt(:i im::lllt:i "*"""' ~· Si:Mallll 
Obliglllhu ~ -- - """"' nrendllufl:S 

""' A11t.Stvt """' ''""" '""' """"' '""" Uno\llljl!MJ Ar.l1t:1P~i~cl 

""" . """ """'"' ""' '""""' ""' """'" .. 
·~ 

OWplltln - """" t'11.;b!igated 

""' ""~ A111..Q!I ~~ $1}_-4~ . A~-<11 ""' '""' rooc' $0.:l' 

""' """' 1- y- ""' - . Ill@ "" 
,.., rooc 

' ""' - """' "'"" """ ""'" . ro.oo $1l_l);i ""' $000 
llNO "'"' '""' . ,,,.,., 

""' . k "' . ""' "'"' lllOO $()_00 

"" 
,_ M-"' . """" """ . M-"' . rooo "100 l!!OO "'"' SAN lr;1fllll A.o•,Q9 !\!'114.YJ Mw.W m~ , ...... l~·tli' S019 .. ~ ,,., !llOO 

SfO l:l.lit1111 1..m A . $!A) '"""' "'"' $\A! "'"' woo 
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' 
LSE ln1!al! M M~.., .,00 " ro.oo .,. '"" i._:_::o 
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OJA .... , M..W . """"' "" . - ,.., 
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"'' > 
~ 
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Appendix L: EBSP FY 2009 Obligation by Project (continued) 
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Appendix M. EBSP ARRA Obligation by Projeet 
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Appendix N. EBSP FY 2009 Summary Spend Plan 

Summary 

Section 

rogram Operations Md Management 

,etters oflntent (LOI) 

Olher Transaction Agr .. ment (OTA)- New Facility Modification 

~
greement Projects 

Kplosives Detection Systems (EDS) Purchase and Install 

: ecfinology/Engineering Jn itiatlves 

Tola! 

Sin Million• 

$97.5 

$200.0 

$67.3 

$146.6 

$32.6 

S544.0 
L__,,_, ___________ -------------~ 

Program OperarionM and Management 

ProJeet l>estription 

llperations and Compllan«llnterim Solutions 

• Moves, Adds and Changes 

·Equipment Warehousing 

i'rogram Support 

- Program, Resoun:e and Data Management Services 

- Testing Services 

-Audits., Travel~ "l"ralning and Certification 

, ~ngineering Support 
I 
1- Integration and fnstaflatlon Management 
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Total TSA F'Y09 
Proiec1c .. 1 

$7.5 

$3.5 

$16.0 

$1&. l 

$1.2 

$13.5 
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1t1th IX(!i'lrtrnont ilfHom~lil.ndSocurit)I (bHS) JYllu::y rclaung to FOUO mfurmillio11 11.r1J is not to be rcle-Osed w Orc puMk N &lh~1' f".)n1Uru;.cl wh11 
do. ~01 h11v~ a ~all:'I ~ner..1•T<J-~n(•w - wi1hl)tll for a ro~al efart Bt1thnrl2iod OHS of\1:;1111. 
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Appendix N. EBSP FY 2009 Summary Spend Plan (continued) 

Total TSA FY 1~ 

r------------------------~p~"'~"tllC""1 
Englnrering Technical and Design Support $10.5 

A Systems Integration Facility (TSU') Support 

f rs!F Building Purchase 

~ersonnel Compensation and Benefits 

Total 

LOI Projects 

• Airport Scope of Work 
TSACost 

Sha no 

I LOJ funding for the airport to construct a 90% 
' JFK Checked Baggage Inspection System (CBIS) for ' ' 

I 
TenninaJs 2, 3, 4 and 7 
LOI funding for the airport to construe! a CBIS 90% 

EWR for Terminals A, B and C 
LOI funding for the airport t<> construct a CBIS 90"/o 

I.GA fur Terminals USAir and Central Terminal 
Building 

Total LOI Projects 

FOR OJ;'J;'IClAl, CSE ONLY 

$4.8 

$7.4 

$15.0 

$97.5 

Tota!TSAFY 
2009 Project Cost 

$78.0 

$6-0.0 

$62.0 

5200.0 

I 

: WARNING: l'i1f> d0<:umc~1 IC\ f'()k Of"rJCIAL usF ONl y lFtlUOJ_ It ~onW.irn: hformMion ,,lilt mil)' hi: C),,Gmp1 frmn public rokl\~r \jjl(for ' 
i l.h~ fro:ellom or J11foru1etion Act (5 U.S C 5:12). 1t i~ It> Ii<: i:\lill,roHW. Mo~d, llAA(]lcd, 1'!'111ismittcd, di.ltrib~tNl aul.i tlJ~i!d or 111 occ'Ot11u11e~ 
1 w1ili Oi:p;lrtl\\Jnt of Homeland S\lfurilJ< \DHS) fX'Ji.:y 1dn!lng !O l{JUO 1niormmion and is nol to be relcall(l(\ to rlw putil1r Qr !lth~r p.:r~~1111(I wt1n 

cin n(1l hnv~ a v~l1d '·n,~·!o·kno"''- w11huut rit>r ~ roval oJ' an autlwnzcd OHS ofricial 
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Appendix N. EBSP FY 2009 Summary Spend Plan (continued) 

OTA Now Facility Modification Agreement Project. 

Airport Sropo of Work 
TSAC..t Total TSA F\'09 
Share• Projcct Cost 

ORD OTA funding for the airport to.1 construct a CBlS 90% 
$19.8 for ·i·erminal 1-B South 

JCT OTA funding for the airport to construe< a CBIS 95% 
$8.25 

for Tennlnal Maln 
SAT OTA funding for the airport to construct a CBIS 90% 

for Tennlnal 111! (funded via American Recovery $0.0 
and Reinvestment Acl) 

FAT OTA funding for the airport to construct a CBIS 95o/o $3.75 
for Tenninal Main 

MSP OTA funding for the airport to construct• CBJS 90% $8.0 
for the Lindbergh Tenminal 

TRI OTA funding for the airport to construct a CBTS 95o/o $3,25 
for Terminal Main 

AMA OTA funding for the airport to construct a CBIS 95~/ii $8,25 
for Terminal :Main 

PFN OTA funding for the airport to construct a CBIS 95% 
$7.25 for New Terminal 

SNA OTA funding for the airport to construct a CBlS 90% $8,77 
fur Tenminals A and B 

Total OTA $67.J 

* TSA 's cost sha.r'c in this table is 90 percent tor a project at a medium or large hub airport and 95 pllrcen1 for a 
projr:ci: at a mnnll and 1w11- bub airport. 
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Appendix N. EBSP FY 2009 Summary Spend Plan (continued) 

FY 2009 EDS Purchase and lnllall l'rojects 

.· .. TSA 
• Airport S.Ope of Work Pureh ... Deployment Cost Total TSAFY 

,.·,· Share* 2009 l'roject Cost 

Purchase, install, integrate, 
EWR network and test (3) Medium $3.24 $1.24 100% $4A8 

Soeed EDS 
Purt:base, install, integrate, 

ORD 
network and test (4) Medium $4.32 SL55 JOO% $5,87 Speed EDS for Terminal 
I B-South 
Purchase, install, integrate, 

CVG network and tesl(S) Medium $5,40 $2.16 100% S7,56 
Saeed EDS furTenninal 3 
Purchase1 install, integr.tte1 

MCO network and tesl (7) Medium $7.56 $2.65 !00% $10.21 
Speed EDS for Terminal 
Central East 
Purchase, insfllll. integrate, 

MIA 
network and test {8) Medium $8.64 $2.63 l00% $11.27 
Speed EDS fur Terminal 
Eas!/Crulst Matrix 
Purchase) lnstalJ, integrate, 

IAH network and test (4) Medium $4.32 $1.55 100% $5.87 
g,..,,d EDS for Terminal D 
Purchase, install and test(!) 

ACK Reduced Size EDS for $0.42 $0.12 100% $0.54 
Terminal Main 
Purchase, install, integrate, 

SAT network and test (7) Medium $7.56 $2.42 100% $9.98 
Soeed EDS for Terminal l/B 
Purchase, install, inregrate, 

PFN network and test (2) Medium $2.16 $0.92 100% $3.08 
Speed EDS for Terminal New 
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FOR OFFICIAL l:SE ONLY 

Appendix N. EBSP FY 2009 Summary Spend Plan (continued) 

TSA Tolal TSA FY ' 
'Airport ScopeoCWork hrdiase Deployment Cost l009 PTOject Coot Share* 

Purchase, install, integrate, 
SJC network and test (8) Medium $9.72 $2.92 IOOo/11 $12.64 

Soeed EDS for Tenninal NB 
Purchase, install, integrate~ 

AMA network and test (2) Redueed S0.84 $0.82 100'1. $1.66 
Size EDS for Tenninal Main 
Purchase, install, integrate, 

MFR network lll1d test (2) Reduced $0.84 $1.04 !00% $1.88 
Size EDS for Tenninal Main 
Purchase, install, integrate, 

TLH network and test (2) Medium 
$2.16 $1.03 l~~ $3.19 Si'<"d EDS for Tenninal 

Main 
IMtall, integrate, network, and 

OGG test (J) Medium SP<"ci EDS s- $1.10 100% $1.10 
for Terminal Main 
Purchase, install, integrate, 

PHX network and test (I) Medium $1.08 $0.45 100% $1.53 
Soced EDS for Terminal 4 
Purchase, install, integrate. 

PNS network and test (1) Medium $0.42 $0.12 100% $(!.~4 
Speed EDS for Terminal 
Main 
Purchase of (2) Medium 

RDU SP<"ci EDS for Terminal C $2.16 $- 100% $2.16 
West 
lns!all, Integrate, network and 

R1'0 test (3) Redueed Size EDS for $· $0.90 100% $0.90 
Terminal Main 

ROC Purchaseof(6) Reduced Size $2.SJ $- 100% $2.53 
EDS for Tenninal Main 
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F'OR OFFICIAL USE ONl.Y 

AppendixN. EBSP FY 2009 Summary Spend Plan (continued) 

TSA TomlTSAFY 
i Airport Scope or Work Purdl ... Deployment Coo 200.9 Projttl Cost 
I s•ue• 

Purchase. install~ integrate, 

5AN network and test (I) Medium $LOS $0.24 !00% $l.32 
Speed EDS for Terminal 2 
East 
Purchase, in.~IL, integrate, 

SFO network and test (4) Medium $4.32 $1.43 100% $5.75 
s-ed EDS for T<rrninal C 
Purchase. install, integrate. 

SNA network and test ( 4) Medium $4.32 $2.ll 100% $6.43 
Snood EDS for Terntinal C 
Purchase. install and rest (I) 

LSE Reduced Size EDS for S0.42 $0.08 10W.1o $0.50 
Terminal Main 
Purchase, install and test (I) 

PIT Reduced Siie EDS for $0.42 $(1.08 100% $0.lO 
Te!tninal Main 
Purchase, install and test ( l) 

SMX Reduced Size EDS for $0.42 SO.OS 100% $0.50 
'f enninal Main 
Purchase, install and test (I) 

rro Reduced Sile EDS for $0.42 $0.08 l00~1o $0.50 
Tcnninal ~1ain 
Purch...,, install Md test (I) 

GP! Reduced Size EDS for $0.42 $0.08 l OOo/o $0.50 
Tcnninal Main 
Purchose, install and test (I) 

MKK Reduced Size EDS for $<).42 so 08 100% $050 
'l'enninal Main 
Purchase, install and test(!) 

HLN Reduced Size EDS for $0.42 $0.08 100% $0.50 
Terminal Main 
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FOR OFFIClAl, USE ONLY 

Appendix N. EBSP FY 2009 Summary Spend Plan (continued) 

' TSA 
i Airport Scope of W!!i:k l'll~ Deployment Cost Tollll TSA FY 

2009 Project Cost . . . Sbare* 
Purchase, install and test(!) 

CHA Reduced Size EDS for $(1.42 $0.08 100% $0.50 
Terminal Main 
Purchase, install and test (3) 

CHS Reduced Size EDS for $1.26 $0.26 100% $1.52 
Terminal Main 
Purchase, install and test ( 1) 

CM! Reduced Size !lDS for $0.42 $(),08 100% $0.50 
I Terminal Main 
I Purchase, install a!ld test (l) 
' I SUN R.:duced Size EDS for $0.42 $0.08 !00% $0.50 

l'crminaJ Main 

' 

Purchase, install and test (I) 

! 

ouc Reduced Siu> EDS for $0.42 $0.08 100% $0.50 
Terminal Main 
Purchase, install, integrate, 

SA'!'-1-RS network and lost (5) Reduced $2.10 $0.60 lOO~'il $2.70 
Size EDS for Terminal I 

I PHL-RS 
Purchase, install, integrate, 
network and test (3) Reduced $1.26 $0.89 lOO~-t. $2.16 I 
Size EDS for T erminat B/C 
Install~ integrate, network, and 

HDN test (3) Reduced Size EDS for $· $1.24 100~-~ $1.24 
Terminal Main 
Purchase, install and test {I) 

EGE Reduced Size EDS for $0.84 $0.72 100,'o $1.56 
Terminal Main 
Putchaset install, integrate, 

ASE•• network and test (2) Reduced 
Size EDS fur Terminal Main 
Purchase, install, integrate. 

SBA•• network and test (2) Reduced $0.84 $0.72 100% Sl.56 
Size EDS for Terminal Main 

nm~•••• 
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FOR OFFICIAL USE ONLY 

Appendix N. EBSP FY 2009 Summary Spend Plan (continued) 

TSA i I Airport 
TotalTSA FY S.:Opo or Work Pul'dlaH Deploymont Cost 2009 Project Cost i Sha rt• 

Purchase; instal~ integrate, 
n;s network and test (2) Reduced $1.68 $0.33 100% $2.02 

Size EDS fur Terminal Main 
Purchase, install, integrate, 

UTA network and test (2) Reduced $0.42 $0.0S I 00"/o $0.5 
Size EDS for Termirull Main 
Purchase. install, integrate, 

RDM network and te.i (2) Reduced $0.84 $0.Tl 100% $1.56 
Size EDS for Terminal Main 

Recapi lali:zation $20.75 $5.0 100% $25.75 

Total Purch..., and lmitall Sl07.7 $38.8 $146.6 

• TSA funds 100 percent of the Purchase and Install costs associated with each project 
•• ASE was canceled and replaced with SBA 

Te<bnology/Engin .. ring lnltiariv .. 

----c---------... 
Project n ... r1plllllt 

' 

g 1cer's Technicul Representative/Enginc.eririg Initiatives 

:Security Technology Integrated Program 

C'\dvanced Surveillance Program 
! 

:Operations Integration 

Total 
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Total TSA FY 2009 
Project Cost 

$17.6 

$8.0 

$5.0 

$2.0 
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Appendix 0. EBSP ARRA Summary Spend Plan 

Summary 

Section 

rogram Operations and Managen1eru 

TA - New Facility Modlflcation Agreement Projects 

DS Purchase and Install 

eclmology/Engineering tnitiativcs 

Tmal 

Tola! 

$32.0 

$598.1 

$64.2 

$5.7 

$700.8 

Revised 
Total• 

$54.85 

$499.2 

$94.2 

$40.6 

$688.85 
~-------""""'·····------------mmm«m«••••••••••·--""""" 

*Revised Total: SI l million shift«! fr0111 EDS to PSP for ASP/CCTV projects 

Program Operations and Management 

Projeetl)eoerlption 
'~.· .. 

)peratlons and Compliance/Interim Solutions 

1- Moves, Adds and Changes 
' 
Program Support 

i - Program, Resource and Data Management Services 

1- Testing Services 

bngineering Support 

' - lnregro!ion and Installation Management 

- Engineering Technical and De;ign Support 

Personnel Compensation and Benefits 

Tola I 

TotalTSA 
FY l-009 ARRA 

1>.AiectCost 

$8.0 

$6.8 

$3.0 

$7.8 

$2.6 

$3.8 

$32.0 

FOR O.FFIClAL USE ONLY 

Revised TSA 
FY 2009 ARRA 

Protect CMt 

$7.85 

$10.0 

$5.3 

$24.8 

$3.l 

$3.8 

$S4.8~ 
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Appendix 0. EBSP ARRA Summary Spend Plan (continued) 

OTA - New Facility Modification Agmm•nt Proj .. lll 

Orlglnal TSA Revioed TSA 
tsACOllt FY1009ARRA F¥ 2UU9 ARRA 

Airport SoopeofWork Share ProjtclC°"' Proj..tCost 

HNL OTA funding for the 
airport to construct a 
Checke<I Baggage 

90% $43.50 $24.50 Inspection System 
(CB!S) for Tenninals 4, 
5, 6, 7. 8 

OGG OTA funding for the 
airport to construct a 90% $18.50 $7.20 
CBIS for Main Tenninal 

PHL OTA funding for the 
airport to construct a 

90010 $53.00 $26.60 CBIS for Terminal A 
East 

SJC OTA funding t<>r the 
airport to constru(:t a 90% $31.00 $23.94 
CBIS for Tenninal B 

TLH OT A funding for the 
airport to construet a 

95% $15.00 CBTS for Moin Tenninal 
(canceled) 

PWM OTA funding for the 
airport to construd: a 95~'Q $13.30 $13.50 
CBIS for Main Terminal 

SFO OT A funding for the 
airport to construct a 90'% $30.00 $15.35 
CBIS for Terminal 2 

SMF OTA funding for the 
airport to construct a 9(1'% $53.00 $11.34 
CBJS for Tenninal B 
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Appendix 0. EBSP ARRA Summary Spend Plan (continued) 

OrlglnalTSA RevisedTSA 
TSACost FY2009ARRA FY2009 ARRA 

• Airport Scope of Work Share Proje<tCost Projecl Cmt 

JAC OTA funding for the 
airport to construct a 95% $8.80 $6.21 
CBIS for Main Tenninai 

HSV OTA funding for the 
a1rport to construct a 95% $27.50 SI.SO 
CBIS fur Main Tenninal 

MCO OT A funding for the 
airport to construct a 90% $104.50 $14.93 
CBIS for East Terminal 

MCO OTA funding for the 
airport to construct a 

$13.80 CB!S fur Disney 
TcnninaJ 

S1'A OT A funding for the 
airport to cotiStruct a 

90% $51.30 CBJS for T enninals A 
and B (funded via FY09) 

DAY OT A funding fur the 
airport to construct a 95o/o $20.00 $9.70 
CBIS fur Main Tenninal 

A1L OTA funding forthe 
airport to c.on_.:;trnct a 90% $54.20 $21.20 
CBIS for Main Tenninal 

MSY OTA funding for the 
airport to cons!Tllet a 90o/o $14.50 $24 91 
CBIS for Main Tenninal 
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Appendix 0. EBSP ARRA Summary Spend Plan (continued) 

Original TSA Revised TSA 
TSACost FY2009ARRA ~Y2009ARRA 

Airport Soope of Work Share Project C-O!lt Project Cost 

CMH OTA funding for the 
alrport to construct a 90"1. S60.00 $26.50 
CBIS for Main Terminal 

STL OTA fiJnding for the 
airport to construct a 901!-C $0.00 $3L50 
CBIS for Main Terminal 

L'\ll OTA funding for the 
airport to constru('-t a 90% $0.00 $148.91 
CBIS for Main Terminal 

COD OTA funding for the 
airport to construct a 95% $0.00 $0.35 
CBIS for Main Terminal 

HOU OTA funding far the 
airport to co11sttuct a 90% $0.00 $0.51 
CBIS far Main Terminal 

PIE OTA fiJnding for the 
airport to construct a 95°/o $0.00 S0.63 
CBIS for Main Terminal 

BZN OTA funding for the 
airport to oonstruct a 95% $0.00 $6.80 
CBJS for Main Tenninal 

TVL OTA funding for the 
airport m construct a 95% $0.00 $4.72 
CBIS for Main Terminal 
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Appendix(). EBSP ARRA Summary Spend Plan (continued) 

Origlnll TSA RevlsedTSA 

I Airport 
TSACost FYl009ARRA FY2009 ARRA 

Scope of Work Share Proje<ICoot Project Cost 

CLT OT A funding for tile 
airport to construct a 90o/" $0.00 $33.78 
CBIS for Main TellTlinal 

cos OTA funding for tho 
airport to construct a 95% $0.00 $7.41 
(lllS fur Main Terinir1al 

LIT OT A funding for the 
ail'p{>rt to construct a 

95~'li $0.0 $&.96 CB!S for Main 
Tenninal 

SAT OTA fonding for the 
airport to construct a 90% 
CBlS for Terminal l/B 

$0 $14.39 

f olal $598.10 $499.:W 
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Appendix 0. EBSP ARRA Summary Spend Plan (continued) 

OTA-New Facility Modification Agreement Projects Reason for Change to Project Costs 

Airport Reason for Change 

HNL Cost validation 

OGG Cosl to complete and east validation 

PHL Cost validation 

SJC Cost validation 

TLH Airport Cancele<I Project 

PWM Cost validation 

SFO Cost validation 

SMF Cost validation after de~scoping of project 

JAC Cost validation 

HSY Cost validation 

MCO Cost validation 

MCO 
Of the $104.5 million, Phase II has an Original Cost Estimate of 
$13.2 million 

SNA Cost validation 

DAY Cost validation 
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Appendix 0. EBSP ARRA Summary Spend Plan (continued) 

-----

Airport Reason tor Change 

ATL Cost validation 

' 
' 
' MSY Cost validation I 
' 
' 

I 
CMH Cost validation I 

I 
STL New project I 

I 

' 

I 
' ' IAD New project ' 
' 

COD New project ' 

!IOU New project 
.. 

' 
i ' PIE New project ' 
' ' 

i I 

' 
' BZN NCV!' project ' I 

TUL Nev.· project 

' CLT New project ' ' 
' 
I cos New project 

' UT New project 

Original projected costs were based solely on submitted airport applications. Validated projet:ts 
fuund airports submitted applications with non-allowable/allocable const:ruction~related costsi 
design fees and/or construction management. 
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Appendix 0. EBSP ARRA Summary Spend Plan (continued) 

Reduced Sit• EDS 

Scope of Work TSA Cost Sbare Total TSA FY 2009 Revised TSA FY 2009 
ARRA i'rl>i .. t c .. 1 ARRA .. Proj .. t Co•t 

Re<:apitali2a!ion JO()<';(, $43.2 

Only Airport 100"/,, $21.0 

Total $64.2 

Tttboo!ogy/Eugloeering lnlttotives 

Project Description 

~ngineering Initiatives 

'dvanced Surveillance Program 

Boise Alt Terminal/Gowen Field (BO!) 

Cincinnatl/,Vorthern Ken111cko; lnw.roorlonal (CVG) 

Spokane lnlernational (GEG) 

Gerald R. Ford International lOIW.) 

Wci.>hing;rJn lP.dles lnternafiflool (/ADJ 

Writ fl;:i!fers World (OK.CJ 

Chicago Midway lnte-rnalional 11irpor1 OdDW) 

Eppley Airfield fOJiJA) 

$53.2 

$36.0 

$94.l 

TolalTSA RevlsedTSA; 
FY 1009 FY 2009 ' 
ARRA ARRA I 

Prof eel Cost Pro!ect Cost 

$3.S $0 

$2.2 $40.6 

$fl.3 W3 

$/i SU 

$.2 $.2 

$0.4 $0.4 

$,2 $.1 

$(1 $j l'i 

UI $42 

$0 $6.8 

10 140 
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Appendix 0. EBSP ARRA Summary Spend Plan (continued) 

Total TSA Revised TSA 

Project D .. cription FY2009 FY2009 
ARRA ARRA 

Profect Cost Project Cost 

. James M Cox Dayton lntcrnotional Airport (DAY) $0 $3,0 

. Kansas City International (AfCI) $0 $5.8 

. Adams Field (l!T) $0 $3.0 

. Tampa lnterna,iorral (TPA) $0 $6.0 

Total $5.7 $40.6 

Numbers may not add due to rounding. 
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Appendix P. EBSP FY 2009 Obligation Data 

Obligation Schedule 

Obligation dates ond selected airports are subject to change based on airport schedules and 
contract negotiations. 

Planned 
Airport s....,.ofWork Pru)«t Cost Obligation 

SID MlDlons Date 

i Program Operations and Management 
• 

Ops Compliance, Program Support, .Engineering $97.S 
Ong6ing 

NIA through Support, TSlf Support and P, C and B Sept-09 

LOI Projects 

JFK 
LOI Fuudi1tg for the airport to oonstruct a CBJS $7$.0 May-09 for ·rem1inals 2, 3, 4 and 7 

EWR 
LOl funding for the airport to construct a CBtS $60.0 May-09 
fM Terrnina\5 A, B and C 

l..GA 
LOl funding for the airport to construct a CBIS $61..0 Moy-09 
for Terminals USAir and CIB 

EDS wlall and Pnrcbnse Projoets 

Purchase, install, integrate, networl< and test (3) $4.4$ P-Jun-09 
EWR Medium Speed EDS l-Oct-09 

OIU> Purchase, install. integratl!, network and test ( 4) $5.87 r-Jun-09 
Medium Speed EDS for Terminal IB-S-Outh l·Dec-09 
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Appendix P. EBSP FY 2009 Obligation Data (continued) 

Pllloned 
Airport Scope of Work Projeel Cost Obligation 

Sin MiUioDS Date 

EDS Install and Purcba•e Projects {continued) 

CVG 
Pun;hasc, install, integrate, network and test (5) $7.56 P-Jun...09 

i Medium Speed EDS for Terminal 3 l·Aug--09 

i Pwthai;c, install, integrate, network and test {7) S!0.21 P-Jun-09 
I MCO 
' Medium Speed EDS for T enninal Central Bast J.Aug-09 
I 

I Purchase, instaH, integra1.e, network and test (8) 
$1127 P-Jun-09 

MIA l\1edium Speed EOO f01 Tcnninal East/C..ruise l·Sep-09 Matrix: 

!AH 
Purchase. in.'MU, integrate, neiwork and test ( 4) $5.87 P-Jun-09 
Medium Speed EDS for Terminal D I-Dec...09 

ACK 
Purchase. install and test (li Reduced Size EDS $0.54 P-Jan--o<> 
for Tem1ina1 Main J.f,b-09 

SAT Purchase ... install, lntegrale, network and test (7) $9.98 P-Jwr09 
Medium Speed EDS tor Tenninal 1/B l-Oct-09 

rFN Purcha.:;e, install, integrate, network and test (2) ~J.08 P-Jun..()9 
Mediurn Spee-0 EDS for Terminal New l-Dec-09 

i 
' 

Purchase, install. integrate, network MtJ test (8) 
P-Jun-09 I 

SJC $12.64 l-Jul-ll9 
M•diuro Spet<lEDS for Terminal A/B Dec·09 

AMA Purchase, install, int~te, network. and test (2) $1,66 P-Mar·09 
JWiuced Size EDS for Tenninal Main 1-May-09 

i 

i 

MFR 
Purchase, install, integrate, network and test (2) $!.88 P-Jao-09 
Reduced Size EDS for 1·ermiMl Main l-M•y·09 I 

i....-----.- ••• 
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Appendix P. EBSP FY09 Obligation Data (continued) 

ProJ .. t Planned 
Airport St:Qpe of'.Work Cost Sin Obligation 

Milli••• Date 

EDS Install and Purchase Projects (continued) 

TLH 
Purchase, install, integrate, network and test (2) $l.19 P~Jun~09 

~lediurn Speed EDS for Terminal Main I-NovM09 

OGG 
Install~ integrate, network and test fl) Mcdlum $LIO P~warehouse• 

Speed EDS for Tennilllll Mllin l·Aug--09 

Purchase, install~ lntegrate. network and rest (I) $1.$3 P-Jan-09 I 
PHX tv!edium Speed EDS for Tenninal 4 l•Aug.()'I 

PNS Purchase, install~ integrate, network and test (l) $0.54 p.,J .. ~19 
Medium Speed EDS for Terminal Main I-Jul-O'I 

RDU 
Purchase cf (2) Medium Speed EDS for $Z.lo P·Sep-(l'i 

I Terminal C \\'est l·Mat·lO 

' 
RNO 

Install, integrate., network and test (3) Reduced S0.90 P-reloclllion* 
I Si1.e EDS for Terminal Main l-Aug-09 ' I 

ROC 
Purchase of (6) Reduced Size EDS for T e:tmiMl $2.5J P-Mar-09 
Main l~May~09 * 

···································-

SAN 
Pur<:hase, install. intcgrute, network and test (1) $1.32 P.Jan-09 
Medium Speed EDS for Terminal 2 East l·Aug-09 

SFO Purchase, Install. integrate, netwmk and test ( 4) $5.75 P.Jun-09 
?o,1edium Speed EDS for Tertninal 2 l·Jan-10 

fOR O'FFICIAL LISE ONLY 
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Appendix P. EBSP FY 2009 Obligation Data (continued) 

Proj~t Plano.a. 
Alrpol'I Sco]ll>ofWork colr:$m Obtigafioa 

i Minions Date 
I 

' EDSio U •la .. d Pro ts DMed ) 
' 

i ! 
I Purchase, install, integrate. network and test (4) $6.43 P·lWl-09 

SSA Medium Speed EDS for Terminal C T~Nov-09 

I 

LSI!: 
Purchasi.;\ install and test (I) Reduced Sin:: EDS $0.50 P-Ma.r-09 
for Terminal Main l·May-09 

i 

PIT 
P\ll'Cha.se, install and t.etit (I) Reduced Sin! FDS $0.50 P-Mar-09 
for Terminal Main l-Aug-09 

I 

' PW'chase, install and test (1) Reduced Si1.e EDS P-Mar-09 
' $0.SO 
' SMX I for Terminal Maln l-Jun-09 

ITO 
Purchase, install and tes1~1) Reduced Sire EDS $0.50 P-Mar-09 

i fur Tenninal Maln l-Jwi-09 

Purchase. install and test (I) Reduced Size EDS P-Mar-09 I 
GPI $0.50 

for T ~rminal t..1ain l-Jun-09 

MKK Pun:hase, install and""' (I) Reduced Si"' EDS $0.50 P-~!ar-09 

for Terminal Main I-Jun..Q9 

HLN Purchase, install an<i t<st (I) Reduced Si"' EDS $0.50 P-Mar..Q9 
for Terminal Mal n l-Jun-09 

I 
i 

CHA 
Purcllase, install and t<st ( l) Reduced Sil< EDS $(),50 P-Jan-09 
for Terminal Main l·Mar--09 

i 

CHS 
Purchase. install and test (3) Rc.duced Size EDS $1.52 P-Jan-09 
for Terminal Main 1-Feb-09 
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Appendix P. EBSP FY 2009 Obligation Data (continued) 

""""""" 

' 
+': ' Proj .. t Planned 

' i 
Alr.,ort StopoofWork Cost$ in Obligation 

i MlUions Date 

EDS Install and l'urcllue l'rojeclli (continued) 

i CMI 
Pun:lwe, install Md lc'St (I) Reduced Sire $050 P-Jan-09 
EDS for 1'ermina1 Main l·Ap'--O<I 

i 

SI.JN 
Pwc~, install ~d test (Jj Reduced Size $0,50 P·lan-09 
EDS for T'enninal Maio l·Apr-09 

.... 
i Purcha'\e, in'Stall and test (l) Reduced Size $050 P·Mat-09 

Gl'C EDS for Terminal Main l·May-09 

SAN· RS 
Purchase, install, integrate, network and test $2,70 P·Jiltl.()9 
(5) Reduced Size EDS forTennlnal 1 I-Apr·09 ; 

; 

PHlrRS 
Pllf'chase, install, inlegrate; net"A·ork. and test $2,16 P~Ma.r..09 

(3) Reduced Size EDS forTennln•I BIC l·M•y-09 

i 
I HDN Install, Integrate. neiworkand test (3) SL24 P·Mar-09 

Reduced Slze EDS for l'erminal ~ta.in l·May·09 

E<;E PW"th.as.e, install, integrate. network and test SL56 P·Mar-09 
(2) Reduced s;,. EDS for Tenninal Main l·Jun-09 

Ptoj~t 

ASE Purchase. install, ioteg.rate, n.eN<·ork and test wiceledand 
(2) Reduced Sit.e EDS for Terminal Main rep!lt;'.'.ed with 

SAr\ 

SBA 
Purchase, insrall, integrate, network !lnd test $L56 P·Mar-09 i 
(:!) Reduced Size EDS for Terminal Main l·Jul-09 

-
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Appendix P. EBSP FY 2009 Obligation Data (continued) 

Airport 

' 

TUS 

UTA 

RDM 

P- purchase 
I""' install 

Project 
Scope_ or Work COSI $in 

Mlllious 

EDS IDstall aod Pnn:hase Projoots (oontinued) 

Purchase, install, il1te'glilte, network and test $2.02 
(4) Re<lJJ<ed Si,. BPS forTenninal Main 

Purchase, install, integrate, netw-ork and te!>t ${).50 
(l) Reduced Size EDS fur Terminal Main 

Purchase, instill, integrate, network and test $1.56 
(3) Reduced Si"' EDS for Terminal Main 

DEVIATION FROM ORIGINAL SPEND PLAN 

Planned 
Obll!l"lion 

Date 

P-Jan-09 
l·Mar-09 

P-Mar-09 
l·Jun-09 

P·Jan-09 
l-feb--O'I 

' I 

i 

After further evaluru:ion. Jt was determined the current configuration at the Aspcn~Pitkin 
Countylllardy Field (ASE) airport was sufficient to support !he needs of the airport. The 
passenger throughput did not increase as anticipated. The Santa Barbara tvfunicipa.l (SB/\) 
airport was identified as an airport with increased throughput and served as a replacement airport 
fur the ASE project, The equipment purchase and installation al SBA was comparable to ASE 
and there were- no 1'ignificant funding changes. The project timeline and schedule were also 
closely aligned and caused no changes to the current spend plan. 

Project Cost 
Phinned 

Airport Technology Purehom ObUgalioo 
$lo Million• Dote 

Medium Througbput I 

NIA GE-March lhrough September $84.74 Mar~09 through ! 

L3-September Sept-09 

' Reduced Size Jan.09 through I NIA Reveal-January through September $23.00 
L3~5eptember Sept-09 I 
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Appendix P. EBSP FY 2009 Obligation Data (continued) 

ProJ~t l'hmued 
Airport Scope of Work Cost Sin Obligation 

mlllloDS Date 

New F""iUty Modification Agreement Projects , 

, 

ORD 
OTA fwiding for 1hc airport to construct a CBIS 
for Terminal l~B Sooth 

i 

$19.S M•y-09 

, 

I OT . .l\ funding for the airport to e-onstruct a CBIS 
I ICT $8.25 Sep··09 for Terminal Main 

, 
SAT 

OT A funding for 1he airport to construct a c:BJS 
for Tenninal llll (Funded vi• ARRA) 

, 
t1T A funding. for the airport to oonstruc-t a CBJS I 

FAT $l.75 Jun-09 , 
I for Terminal Main 

, 

i 

MSP OT A. funding for the airport lo construct a CBlS S8.0 Sep-09 for the Lindbergh Tenninal 

TRI 
OT.I\ funding for the airport to oonstruct 8 (~BIS $J.25 Sep-09 , 

for Terminal Main , 

AMA 
OTA funding for 1lre airpon to constro<t a CBIS $8.25 s.p-00 for Terminal Main 

············-······· .......... 

PFN OTA funding for th< airport m coru;tro<t a CB!S 
for New l'enninal 

$7.25 Jul·09 

S'!A OTA fwlding 'for the airport to constru~'t a CBIS $8.77 Sep-09 i 

for Terminals A and B 
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Appendix P. EBSP FY 2009 Obligation Data (continued) 

Airport 

NIA 

Scope ofWorlt 

Technology/Engineering Initia1iv .. 

COTR Initiative<, STIP,ASP, Oland 
Engineering lnitiativ~ 

• Funding provided in FY 200S 

Proj'"'t 
Co•t In 
million• 

$32.6 

FOR OFFICIAL GSE 01'.'L Y 

Planned 
Oblpllon 

Date 

I 
()ngoing 
through 
Sept-09 i 
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Appendix Q. EBSP ARRA Obligation Data 

Obligation Schedule 

Airport Other 
Tninsactl<)~~Li\1".!'.~!'!!•b .. Fat:l!lll.M!"lllloalion Planaed Moath for Obli ti-Ou 

1------ HNL S24.50 +---- t,ug-09 
i------'boo"-···~·~=====--+---~$::c7co:.2"'0-··_··-__ ··i....--~ Aug-09 ___J 

PHL $26.60 Slun-_0099 ==-1········ . SIC $23.94 
TlH . - -

I PWM $(3JI) ' __ Aug-09 
' SFO $15.35 Jun-09 I 

SMF $1L34 .. A..u~-09 
JAC $6.2 l Jun-09 j ------
HSV $1.50 Scp-09 - I MCO (East) $14.93 Jull-09 

I MCO r1>isnev\ $13.80 Sen-<"' ' mmmmm••••••--

' 
' SNA 
' ·····--

DAY $9.70 Aug-09 
ATI. $21.20 Scp-09 

i MSY $24.97 Se~ 09, Mar-O'J 
CMH ' $26.SO se~09 

STI. $31.50 m••········§ep:-09 I- ....... IAb .......... $148.9C"·················· C--· ' Serw19 
---~---· 

COD $0.35 Sep-09 
HOU $0.51 Seo-09 

i-··· PIE $0.63 Oct-09 .. 
I BZN $6.80 I Dec-09 

""""""""""" $472 """"""""""""""""""""-
TIJI, I Dec-09 
CLT $33.78 Jan-I 0 
cos $7,41 ' lan-10 I 

LIT $8.96 ' Nov-09 ' 

I SAT $1439 Seo-09 
~-··· 

I Total $499.l milllo_~• . 

Obligation dates and selected airports are subjei.:t to change based on airport schedules and 
contrru.:.t negotiations. 
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Appendix R. EB SP FY 2009 Milestones 

Project Timellnes - New Facility Modifreatioo Agreement Project> 

Project Timellnes - LOI Project> 

Major Milestones I Elltimated Completion Date 

La Guardia (LGA 
: Initiate second -ear of LOJ evaluation 
I Airpons submit updated cost information 

to the Transportation Security 
Administration SA 

! Modify existing LOI for additional 
' fundin uiren1enrs.• 

1 Newark Libe International 
Initiate second ear of LOI evaluation 
Airports submit updated cost information 

I toTSA ' 
MOdify existing LOI for additional 
funding rf'*lluirements• 

Apr·09 

Jul-09 

AJ>r·09 
""""""""""""""""""" """"""""""" 

Jul-09 

John F. Kennedy lulernalional •.11<1<1 

Initiate second vear of LOI evaluation Dec-08 
: J\.irports submit updated cost information 
toTSA Aor·09 

, Modify existing LOI fur additional 
i fundinu rfY'luirements* Jul-09 

•LOis require congressional notification 3 days befbro contract execution. 
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Appendix R. EBSP FY 2009 Milestones (continued) 

Project Timclines-EDS hrcbasc and Install l'roje.:I> 

Major Mllestooes 

Oct.(19 

Mar-10 

Ma ·IO 
"--=-~=-~-~-~ --·'-'"------4 

Chiea~o O'Hare International {ORD 

I 
w•-· 

EDS Delivery Dec--09 i 

Installation and lntearatlon Dec.()9 i ... ____, 

IV & V/Commissionina: A2r·10 -Live Bag Scree~.!~{! Mal·lO 
Decommissioning I Jun-10 

' 
i 

Ciocinnati/Nortbern Kentuc1n1 I~.~mational CCVGl 
EDS Delive~ Feb-09 
Installation and lnte&ration An•-09 
IV &V iCommis.~ionini.l': Jan-JO 
Live Bag Sereening Feb-IO 
Decommissioninf! Mar-10 

Orlando lnterna,Ji.'!!l\l(MCOl 
EDSDeUv~ Feb-09 .............. 
Installation and Inte0 "tion . .......... Aug:.{)9 ..• ,, ..... ______ 

i 

IV & V /Com1nissioninu Jan.JO I 

Live Ba2 Screeninti: Feb-10 i 
i 

Decommis.sioninfl Mar·IO 
Miami Intern•.lion~l. (MIA) 

.. EDS Delivery Mar.(19 ................ 
1 ············· Installation and lnte1m1tion Ser>-ll9 

IV&V/Commissionlna Feb-JO ! 
Live Bae Screeninc: Mar-IO 
Decommissioning: Aor-10 -
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Appendix R. EBSP FY 2009 Milestones ( eontinued) 

Project Timellnes- EDS Purchase and Install Projects (continued) 

--------------~---~········································································-

Majorl\fjlesrones Estimated Completion Dau 

Geo-• Bush Intercootinenllll/Hoasron tf4H> I 

I EDS DetlvPT'V Dec.09 
I Installation and Inteeration ················oe;;::o1r···· ······-

I IV & V /Commissioning Mar-JO i 
i Live Ba., Screenln2 Anr- IO i 

i 

' Decommissioninl? Mav-10 i . Nantucket Memorlal (ACK) 

I 
" EDS Delivery 
i Installation and Integration 
: Decmnmissioninn NIA 

Sn Alltonio lllleraatl011al lSAn 
. EDS Dcliven• Oct.Q9 
1 lnswJlntion and Integration Oct·-09 
~ IV&V/Commissionin2: Jun-10 
i Live Baa Streenine lul-10 
1 Decommissionin,g i Aug-10 

' 

Panama Cinr .. Bav Counftl Interoational {PJfN' 
' 
i 

EDS Delivery i Dec-09 i 
i 

Installation and lnteITTation Dec-09 ............................................................ _ 
IV<'!< V /Commissionina Aor-10 
Live Baa Screenina Mav-10 i 

i 

Decommissioning Jun-10 
Norman Y. Mlneta San JOie lnternatlonal fSJC) 

EDS Delivery Jul-09 and Dec-09 i 

lnstallation and IntePrntion Jul-09 and J1111- l 0 
N <'!< V /Commissionin• Jun- l 0 and Jul-10 ------·············· 

.f~~:!.IJ..".ll.~ .. A~ll:.1.Q .......................... : i .!dY.~.!3.ll.&.§!'!'O'~!n· 
I Decommissioning Mar- JO and Sen-10 

Rick Husband Amarillo lllternallo.oal IAMAl 
EDSDelive<v Mav-09 i 

' Installation and Inteorm-ion Mav.()9 
i Decommissionin~ i NIA 
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Appendix R. EBSP FY 2009 Milestones (continued) 

Proje<t Timelln .. - EDS Purtbase .. d 1 .. 1a11 Projects (continued) 

Major Mlleslo ... 
I 

· Eotlmated Completion Date 

hsDs Delive~' Rogue Valley lllternational-Medford • ........... J. ....................... __ _, 
I Feb-09 

Installation and Integration Auu-09 
Decommisslonine KIA 

Tallahassee R-ional 11 1 .... • 

I EDS Delive;;;······················ I Oct-09 
' Installation and Integration ' Nov.()9 ' i A"'· IO i 
Live Bl't« Screenina Mav-10 
Dei:ximmis.">ioni~_g Jun-10 

Kabului tOGGl 
I EDS Deliverv Feb-09 
Installation and lntem-ation Au•-09 
IV &V /Commissionin• Jan. JO 

: Live Bal! ScreeninQ Feb·lO 
; De\':01nn1issionina Mar-IO 

Phoenix Skv.llarbor International Airoort <PHXl 
EDS Delivery I Feb-09 I 

I 1nstallatton and Integration Aug-09 I 

Mar-10 
Pensacola R!;J!!onal (PNS 

"""""""""""""""""""""" '""""" 
EDS Deliverv I Jan-09 I 

Installation and Inte11ration I Jul-09 
Decommissioning I MaJ'IO ' 

' 

Rllleiah-Durham International 
EDS Deliverv Oct..09 
Installation and lnte12:ration Mar-IO 

I lV&V/Commissinnin• Auo-10 
i Live Bas.?.~!!!~S. ......... S.2-10 

"""""""""""""""""""". ············· I Decomm1ss1on1ng Oct-10 
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Appendix R. EBSP FY 2009 Milestones (continued) 

Project Timelines- EDS Purcba•e and Install Projects (continued) 

MiliorMiiC.mues . Estillla'f(ld Completion Date 

Renofrahoe International <l<NOl 
EDSDelive~ Jul-09 

: InstaHation and Int~'l:ion Au•-09 
i Decommlssioninll NIA 

Greater Rochester International OCi 
EDS Il<liverv Mav-09 
Installation and Inte•"'•ion Mav-09 

~l?.!:£:?.!!~!~~~:?!!!~i ... 1'/t. 

San Di""o Inh!rnalloaal (SAN> ' ' 
: EDS Delive..v Feb-09 ' 

, Installation and lote1.1:r.-ttion Auo-09 
: IV&V/Commissionin• Jan-10 
: Live Ba~ Screcnin.e. Feb· JO 
i Decommisr;ionlnia Mar-10 

' 
San Francisco International <SFOl 

EDS Deliverv Dec-09 
Installation and Intearation I Jan-10 ' 

' 

IV & V /Commissionin• ' Feb-IO ' ' 

Live Bat! Scretnin~ Mar-10 
Deconunissionin'1. Aor-10 

John Wavne Ai~ort·On1n .. Coun"' ISNAl I 

• EDS Delive!1 ........... I Nov--09-
i Installation and lnte1m1tion I Nov--09 
I IV&V/Commissionin.tt Aor·lO ' 
i Live Ba2 Screeninn Mav-!O I 

Jun-IO 
""1 """""""""""""""""""""""""""""""""" 

La Cr.,... Mnnlclnal ILSEl I ~mmission~:~ ............ ... ···············································-
I EDS Delivery Mav-09 
I installation and lntemntion Mav-09 
I Deoommlssionin• NIA 

Pittsburab International 1 ..-1 11 
........... """"""""""""""""""""""""""""""""""""""""""""""" 
; EDS Delivery Aug-09 
: Jnstallatinn and InteM'ation Aug·09 
! Decommh;sioninu NIA 
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Appendix R. EBSP FY 2009 Milestones (continued) 

Project Timelln .. - El>S Purchase and ln•WI Projects (continued) 

Major Milestones Estiniated Completion Dale 
' 

Santo Marla Public Airnort ISMX) 
Jun-09 

' ... !llJS Delivery ................ ·················1;;i1:o<r ·····························-·< Installation and Integration 
Deoommissionin2 NIA I 

' Hllo lalemalional "TOl I 

' : 
I 

I i Installation and lnteeration I Jun--09 
EDSDehvery Jun-09 

I Decommissionin2 I NIA ' : 
I Glacier Park Internatioul IGY" 
' EDS DeliveMJ Jun.()9 

.. , 
, Installation and lntegrat~.2.~ ....... Jun-09 
i Decommissionin2 NIA 

Molokai Ai nor! 
1 EDS Deliverv Jun .• 09 
: lnstallation and Inte!Yl"atton Jun.(19 
' Dtcommissioninit NIA 

Helena R..Jnnal (RLN) 
EDSDeliv•~ Jun-09 : 

i installation and Intet!ration Jun--09 
i l>eoommiSSion!ne NIA I 

Lovell Field iCHAl ' ' 
EDS Delivery Mat-09 . """""""""""""""""""""""""""""" 

: Installation and lntearation Mar·09 
Decommissioninl! NIA ' 

' .............................. 
Charleston AFB/International ICHS) 

EDS Delivery Feb-09 ' 
' 

Installation and lnte.,,.ation Fcb-09 
.. !?.~~miss~9.~!!!S ............. NIA . ......................... . 
i EDS Delivery 

Ulllvtrslty of lllmois-Willard (CMI) 

I Apr--09 
I Installation and Integration 
I Decommissioning ..................... . I NIA 
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Appendix R. EBSP FY 2009 Milestones (continued) 

Project Tlmelines EDS Purchase and IJ!staU ProjO<ts (<ootinned) 

Major Miiestones 
I 

Estimated Completion Dale 

Friedman Memorial (SU!'<J 
I EDS Delivery 
' 

, Apr-09 
' 

I Installation and lnte0Tation I 
Aor~09······························-: 

... R.~2.mm.!§.~!.2.~.~!!&............ . ................... N/1 .......................................... J 
Gunnison-Crested Butte Reoional !GUCl I 

EDS Deliverv Mav-09 ' 
' 

Installation and Intearation Mav-09 
Dec.ommis..~ioninfl NIA 

San Dieoo lntemational !SAN-RSl 
, EDS Delivery A""-09 
: Installation and lntea:ration Aor-09 I 

' 
' Philadelphia IJ!rernatlon•I (PHLl 

I 
Decomm1ss1on1ng NIA 

I EDS Deliverv Mav-09 
Installation and lnte~ration Mav-09 i 

I Deoommls.~ioninu: NIA 
Yamn.a Vo.nov -

EDS Deliverv May-09 ' 
1 Installation and Inte11ration Mav-09 

Oecommissioninll N/1\ 
EDS DelivPTv Jun-09 

Ea•le Coun~ R~nal IEGEl 
I EDS Delivery Jun-09 
: Installation and Integration /un-09 
I Decommissioninu NIA ' 

' 

A•••n·Pltkin Conn"'/Sardv Field IASEl 
.. f:P..~.P..\'l!Y.!'~ ...................... ' 

P.r.9Je.£t Cll~<:e..I,.<L .......................... _ 
Installation and Integration ' Replaced with SBA ' ' ' 

·oeoommissionin~ I 
Sllot• Barbara Municioal ISBA\ ' 

EDS Deliverv Jun-09 
Installatlon and lntenfiltion Jul-09 
Decommissioninil NIA 
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Appendix R. EBSP FY 2009 Milestones (continued) 

Pro)e<t TlmeUn.. EDS Purchase and ln•ll!U Proj..U (continued) 

Major Mileston .. Estimated Completion Dare 

Tucsoo Jotoroatlooal f!USl 
Mar-09 
Mar-09 

NIA 
Tunica Munici A 

Jun--09 
Jun-09 

NIA 
Robert! Field 

EDS Deliver Feb-09 
Fcb-09 

NIA 

Standalone EDS equipment is tested at time of delivery. The EDS equipment is usually 
operational 1 week after insta1Jation and testing. Standalone equipment only requires a 
dec-0mmissioning when a replacement is deli\'ered. When additional units are delivered, no 
decon1missioning is n~ssary. 

An airport's construction schedule generally nffeets the delivery of the TSA equipment and is out 
ofTSA 's contrdl. When an airport construction schedule slips. delivery time lines are adjusted 
accordingly, 

1\irport accepts delivery of equipment, depending on construction schedule. The equipment is 
typicalJy not operational fur another ) .. 6 months for inline systems and l week fur standalone 
EDS equipment after instal!otion. depending on airport's schedule, TSA awards a delivery order 
to the Original Equlpntent Manufacturer for services. 
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Appendix R. EBSP FY 2009 Milestones (continued) 

Project Tlmellu .. -New Facility Modilka&n Agnement Projeclli 

Major Mile<1roo .. Esllllll!ted Completion Date 

Chicano O'Hare International !ORD) 
Notification lcttet sent to airport February lO, 2009 

: Draft other transaction agreement (OTA) sent Man:h 22. 2009 
· to-ait'f'lrn't to revitw the terms and conditions 
i Ai~ submit updated cost information to February J9) 2009 

.. ~I 
1 TSA 

i April 3. 2009 ! Cost validations updated based on 
: informa.tion ntovidl.'ld bv the airnrn1 ' ' ' ' ' 
j Negotiation meetings scheduled \\ith the April 28, 2009 
. ail'ni'lrt 

: Negotiations comp~eted and OTA executed Mav 2009 

:......................... . .... JY!<.~!!~ Mid-Contlnent'ill; Tl 
I Notification letter sent to airport February 10, 2009 

: Draft OT A s.ent to airport to review the terms Mllf(;h 22, 2009 ' 

: and conditions ' 

· Airports submit updated c-0st information to February 21, 2009 
'ISA 
I Cost validations updated "b"(;S;J on late April 2009 ' ' 1 infrn-mation Pf.~.~.1~ .. t'.Y.. the 14irnm1' ....................... : 
iN otiarion met'tin s schedulc-0 with the June 2009 

' 
le<ed and OT A executed Se temhcr 2009'7;;;;--------i 

Fresnn Y osemlte Internallollal :.;A,,T,,,_ _______ _ 
Notification letter sent to airport February 23, 2009 

Draft O'l'A sent to .airport to review the terms February 9, 2009 
and conditions 
Airports submit iJpW\1ed cost information to i f"ebniary 11, 2009 
TSA 
Cost validations updated based on 

, information •ided hv the a rt 

I
, ~egotiation mettlngs ooheduled with the ., May2009 

June 2009 ............................................. . 
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Appendix R. EBSP FY 2009 .Milestones (continued) 

Projeet Timelln .. - New FaciUty Modlftcatlon Agreement Projects (continued) 

Major Milatoaa ..................... L..... "'ll(stlmaled Completion Date 

Mlooe•nn!ls..st. Paul Interoatlonal/Wold-Chamberlala Pl 
~ Notifleation letter sent to airport February JO, 2009 

Draft OTA sent to airport to review the terms Mmh 22, mu• 
: and wnditkirui 
: Airports submit upd.&ted cost information to AJlfil I, 2009 

TSA 
: Cost validatiorm updntOO based on AJlfil 3,2009 
: information provided bv the aimnrt 
: Negotiation meetings seheduled with the June 2009 
: aimort 
! NeRotiations comoleted and OTA executed S.ntember 2009 , .. 

Trl·Citi .. K..,ional TNtVA··rrnn··· 
Notification letter sent to airport Febrwuy 10, 2009 

Draft OTA sent to airport to review the terms March 13, 2009 
, and conditions 
I Airports sub1nit updated cost information to late March 2009 
: TSA 
Cost validations updated based oo April 9, 2009 
information provided bv the airport 
Negotiatlon n~tings scheduled with the April 28, 2009 
alroort 
Ne~ol'iations oonlnlel\Md ;md OTA executed Sentember 2009 

Rick Hubaod Amarillo lnlernatlonal (A:'\1A) 
Notifitation letter sent to airport Febru;ry 10, 2009 

I Draft OTA sent to airport to review the terms April 6, 2009 
and conditions .. 

I Airports submit updated cost inforination to February 24, 2009 

• 

I TS;\ 
O:>st validatioru1 updated l>Mcd on : Mru<h 25,-2009 
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Appendix R. EBSP FY 2009 Milestones (continued) 

Project Timelioes - New Facility Modlftc•llon Agreement Project• (continued) 

Major Mileston.. I Estimated Completion Date 

Pnnama City-Bay County Iotornaliooal (PFN) 
: Notifitalion letter sent to airport " February 9, 2009 

Draft OTA.Sent to airport iO"fC:View iiie"iCmiS""" ""fieiiilii'Y 9, 2009 
and condltl ons 
Airports submit updated c.ost information t-0 March 20, 2009 
TSA 

: {'ost validations updated based on AiJrii 9, 2009 
. information nrovi\li;d bv the ai"""'" 
Negotiation meetings scheduled with the Jwre 2009 

.ai.......m 
Neitotiations cOU)O"leied and OT A executed 

""""""""""""""""" 
Julv2009 

John Wavue Airoo,...Ora••• Couu~ 1SNAI 
j Notification letter sent to airport Mrud12009 

: Draft OT A .. Sent to airporr to review the terms """""""""""""""""""""""""""""""""'"" 

· and conditions 
I Airports submit updated l'.:mt information to 
i TSA 
1 Cost validations u pdated ~'edcin 
: infennalion ovided the al 

Negoriatiun meetin~ scheduled with the 
: ai ort 
: Ne otiations com l<:rt<!d ;:ind OT A executed 

mid March 2009 

early April 2009 

,--if1i<l A pr il2009 

early September 2009 

Late·se ember 2009 
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Appendix S. EBSP ARRA Milestones 

Project Tlmelines - New Faellity Modilleation Agreement ProjeelS 

Major Mllest- lmmmmmm ~11-.1«1~°.IJl~°.~~ .. i.e. m•---" 
Honolulu International Air rt ' 

:::::.~::::!tu airport :;:~=~9 ·································································~ 
' to ai to review the .... ---J 

I Airport" :sub•nit updated cost lnfurmation to late March 2009 
Trans 1tation Securl Administration SA 
Cost validations updated based on mld April 2009 
infOrn1ation )rovided b · the air rt 
NegotiatXOO meetings scheduled with the early June 2009 
ai Ort 
Ne ~otiations com leted and OT A executed Au n!lt 2009 

Notification letter sent to airp(')1t , March 2009 
' 

Draft OTA sent to airport to review the tenns 
and Conditions 
Airports submit updated CO'>l infornmtion to 
TSA 

, early March 2009 
I 

! early ~1arch 2009 
' 

Cost validations updated based on : mid March 2009 
inf~-~-i-~J~rovided by the airport 
Negl)tiatlon aneetings scheduled with the -early June 2009 
ai ort 

Ne otia~;-~ completed and OT A executed : late August 2009 
Pbiladel kia lnteronllonal Air rt PHL 

Notification letter sent ro airport : Mltt'Ch 2009 

! late Marth 2009 

mid April 2009 
I 
early May 2009 

------------------· 

~~ .. -+~=-=~----~ 
NegOti!ltiOJ1S COmpJ~.~!!.~.,Q'.J'.~ .. ~~~~~ ....... ~~ .. J:~.~~.~~ ..................................................... --••••••••••.] 
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Appendix S. EBSP ARRA Milestones (continued) 

Project Timelines - New Facility Modification Agreement Projects (continued) 

Major Milestones Esdmated Completion Date 

Normal Y. Mineta San Jose International Al~ort ISJCl 
Notification letter sent to airport March2009 

Draft OTA sent to airport to review the tenns ffit<iMfiliiil2oo9 
and conditions 
Airports submit updated cost information to mid March 2009 
ISA 

Cost validations updated based on early May 2009 
infonnation orovided bv the airnnrt 
Negotiation meetings scheduled with the late June 2009 
aiTT\{'lrt 
Ne2otiations comoleted and OT A executed late Seotember 2009 

Tallahassee Re !lonal AJrnort fl'LH\ 

Notification Jetter sent to airport March 2009 

Draft OT A sent to airport to review the terms mid March 2009 
and conditions 
Airporls submit updated cost information to early April 2009 
TSA 
Cost validations updated based on mid April 2009 
information orovided bv the aimort 
Negotiation meetings scheduled with the Project canceled by airport 
airnort 
NeP-otiations completed and OT A executed NIA 

Portland International Jet1>~rt .. {1'.'l'l'll!ll ... 
Notification letter sent to airport March 2009 

Draft OTA sent to airport to review the temts mid March 2009 
and conditions 
Airports submit updated cost information to mid March 2009 
TSA 
Cost validations updated based on early April 2009 
)!?:f.~~!!P.!?:.P.~P.Y.!9~ .. ~Y. the airport 
Negotiation meetings scheduled with the · ··wi'y·Tune··zoo~f .. 
aimort 
NeQ.otiations comoleted and OT A executed late Aunnst 2009 
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Appendix S. EBSP ARRA Milestones (continued) 

Project 1'1m•lin .. -New Facility Modification Agreement Projects (continued) 

Major Mil .. ton .. " Estimated Completion Date 
San Francisco International Air~ort ISFOl 

Xotification lettt:r \\ent to airport March2009 

Draft OT A sent to al .......... fu.feYiew the terrns mid March 2000 
: and conditions ............................................. ---) 
: Airports subITiii··u~(;ifOOSi information to late March 2009 • 

• 
• 

I TSA i 

I Cost validations updat&l based Oil late Match 2009 
«««i 

i information m'ft\'1ded by the airnort ················~ 
i Negotiation m<:1'tin!I' scheduled with the late April 2009 
: airport ' • ·~·~~~-~.,--··--· "" "'"' : Ne~otiatlons oomolcted and dfA"CX"Ccuted earlv Ju.e 1009 J 

Sacramento International Airft,/\rt {SM11' 
Notification letter i;;ent tQ airport :.lw<h 2009 

' 
i Dr.aft OTA sent to airpo.rt to review the tenns mid Mao;h 2009 
~-conditions 
I Airports submit updated cost information to early April 2009 

I 
I TSA • 

• 

• • : Cost vahdat1ons updated based on 
''furm[ iddbh' 

: mid Apnl 2009 
. 

• Jn at onnmv e )y t e ainmrt 

Negotiation ~tings schtduled with the : late May 2009 

~rt """"""""""" 

otiations comnleted and OT A e~utt:d Au-• 11tl009 
Ja<l<son Hole AiT~rt IJACl 

Notification letter sent to airport Mareh2009 i 

' I Draft OTA sent to airport to review the terms mid Mareh 2009 
I and conditions 

Airports submit updated cost inform1ttion tc late March 2009 
: TSA 
' Cost vaiidatiJJns updated based on 
: infurmation nmvlded bv the a~"'*""'rt 

mid April 2009 

' Negotiation meetings scheduled with the lat< April 2009 
aj!:E,2rt .... ~~··· 

! Negotiations .. Comeleted and Q'.[!\.~~uted : mid June 2009 .......... 
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Appendix S. EBSP ARRA Milestones (continued) 

Major Mll .. tones Estimated Completion Dale 

Hnnlllville International-Carl T.Jones Field Alrnnrt 1HSv1 ' 
' 
' 

Notification letter sent to airport • Mao:h 20-09 ' 

I 

I Draft or A sent to airport to re\:rew·the··u;rm:s .. "iiii'ii"March 2009 ' 
' 
' 
' 
' I an<l con?.A!l!?.9§ .............................. - ............... 

: Airports submit updated cost information to early April 2009 
"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""-

: TSA 
(~ost validations updated ba.~ on mid April 20-09 
information orovided bv the airoort 
Negotiation meetings scheduled '\Vith the early September 2009 

I airport ................................ 
Negowmons complckd and ar A executed : !are Seprember 2009 

! Notification lttt°"' sc,>nt to alrport March 2009 

i Draft OTA sem to airport to review tt1c terms mid ~larch 2009 
i and conditions 
; Airports submit updated coot infonnatlon to early April 2000 

: 

: 

• TSA 
'CO~~v-Af-lda~tlo-os~up-dale~·-d-bll!-sed~n-n~~~-"-m-id-M~ay-2_0_09~~~~~~~~~~~~ 

' " • • db th . tn ormatton oro\'ide lV e aimnrt 
Negotiation meetings scheduled with the : early June 2009 
ail't')(lrt 
Ne1ttitiatit1ns (,;omnteted and Ol'A executed late Julv 2009 

Orlando Iotornational Air no rt 1 ~CO\ - Dlsnev Terminal 
Notification letter sent to airport 

Draft OT A sent to airport to ;e~;e·;;,, the 1enn~ 
and conditions 
Airpmt:s. subnlit upda:tC<f cost information to 
TSA 

, C'.-0st validations updated based on 
information nrovided bv the ai......,.,ff 
Negotiation meetings scheduled wlth the .. 
Ne otiati~ .. £!?.fileitted and OT A executed 

March 2009 

mid March 2009 

early April 2009 

mid April 2009 

1 early September 2009 

I 1a .. Seprember 2009 
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Appendix S. EBSP ARRA Milestones (continued) 

Project Timelines -New Facility Modification Agreement Projects (continued) 

Major Mlloston.. Esti.".':".~~~ .. ~~'.".~.".!'.~~ .. ~~1.". ........... _j 
James M. Cox Davion Inrernational Ai~rt CDAYl ' 

: Notification letter sent to airport Ma1oh2009 
' ' 

i Draft OT A sent to "i"ifj)Ort~tO~ftvie\V the t~ mid M>tch 2009 
' : and conditions 

: Airports submit updated cost infonnation to late April 2000·······································································--
: TSA 

Cost validations updated based on late A prll 2009 
infurmation provided b1; the airnnrt 
Negotiation rneetings scheduled with the faiiiiiii'iiioo 
aimnrt 

1 
Negotiations ccm!E:leted and OT A executed : late Aul!!st 2009 

i Port Columbus International fCMHI 
I Notification letter sent to airport March 2009 

' 
I Draft OT A sent to airp0rt tQ review the terim mid March 

and conditions 
i Airports submit updated cost information to "'"' Ml!tC,;·2009 
'TSA 

•ill"IY Aprll""i009" I Cost validalionS""up;iiiie<l"~ on 
i lnformation !'VftVided hv the air"""rt 
i Negotiation rm:etlngs scheduled with the early July 2009 
iai1~ ___ 
Negoti.Uoos comple!ed and 617\"ex<i<Uied""""""" : late tcmbor ' 

Hartsfield Jackson Atlauta International Air-rt I ATLI 
Notification letter sent to Wrport ! Maroh2\lQ9 

I 
Draft OT A sent to airport to review the terms mid March 2009 
and conditions 
,..\Jrports submit updated CMt infonnation to late March 2009 
TSA ....................... 
Cost validations updated based Ofi ··;;;;;:ij"Ajlrif"2i~l9 
information provided bv the aimnrt 

~ 

Neg-Otiatii:itl 1neetiugs scheduled with the OOiiyTUiy 2009 
aimort 
Negotiation.'\ completed and OTA executed late September 2009 
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Appendix S. EBSP ARRA Milestones (continued) 

Project Tlmellnes -New Facility Modification Agreement Projett& (continued) 

Major Milestones Estimated Completion Dano 
Louis Armstron• New Orleans lnternationai'Air;;;;rt·lMSYI"" ........... ·········-

Notification letter sent to airport Maroh 2009 

·oraft orx··sent·1o·aJrport··w· review the term~ mid Marr,h 2009 
I and conditions 
: Airports submit updated cost infonnation to early April •W'J 

iTSA 
: Cost validations updated based on 
: infon:"rWit'l-n "'t-Ovided hu W- "'iri.ort 

mid May 2009 : 

:NeSctiati011 1neetil1gs scheduled with the early 0ctobci2o09 
: almort 

ww••••• 

1 NeB.oiiations con1E!leled and OTA ~.1:'.!:~ ...... Minil2009 
Lambert-Saint Louis International Air rt STL 

Notification letter sent to airport : July 2009 

'=-~=~-~---~~--~~=-···········--------c 
'I Dr. aft or A sent to airport to review the lentl$ : July 2009 
. and conditions : 
, . .\1rports submit updllted cost infomWion tu i late July 2009 
! TSA : 
cos1·;;;Hd3iiofiS'Ujiiiirte;!'iiiS•d on mid August 
information ovirlcd the · 

I Negotiatlfln meetings: scheduled with the late August 2009 
' ai 

I Draft OTA sent to airport to review the terms I Ju1y 2009 
' and conditions : 
I AirportS submit updal«l - inl0rnmtion to i !all;l July :l-009 

TSA : 
Cost validatintli updated bawd on • midAugust20[)\i 
information ,...,....vided htt the "''tnt"lrt 
Negotiation meeting!: &eheduled with the 

I airtyErt 
late Alij!USt 2009 

I Nfffi'otiations comoleted and OTA executed lat< s-i.mbcr 2009 
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Appendix S. EBSP ARRA Milestones (continued) 

Project Timelin .. - New Facility Modification Ag .... ment Projec18 (continued) 

Major Milestones I Estimated Completion Date 

.. Draft.OTA··sent to airport to review the renns ; July 2009 
and conditiottS 

I Airports subffiit.\ipdated ~t information to late July 2009 
TSA 

, Cost validations updated based on ' mid August 2009 

: information provided by the airport I iate-·A····~;ust ..,...;:.:ti 
: NeiO-tilliion n!Cetings scheduled with the ~ •vi.<:T 

: ai i 

-----··············___) 

' Negotla!lons wmple1ed and OTA exeellted I late September 2009 _________ ~ 
William P. Hobb Air ort HO 

i Notification letter sent to airport July 2009 

Draft OT A sent tcr airport to review the tenns July 2009 
i and conditions 
; Airports submit updated cost information to 
; TSA 
Cost validations updated based On 

l inf~.~9n rovided b the ai rt 
i Neg01iatio1i Jneetings scheduled with the 
i ai rt 

Ne otiatiOllS oom Jeted and OTA 
St. P<tersbn 

Not:lfiemion letter sent to airport 

late July 2009 

1 mid August 2009 
• 

late August 2009 

Draft OT A sent to aitpott ta review the terms July 2009 
and conditions 
Airports submit updated cost infonnation to fate July 2009 · 
TSA 
<:o~;t validation!! updated based on mid August 2009 
information ovided b the ai rt 
Negotiation meetings sclreduled with the early September 2009 
ai . rt 

rt PIE 
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Appendix S. EBSP ARRA Milestones (continued) 

Project Tlmelin,. New Facility Modification Agreement Projects (eontinucd) 

Major Milestones Estimated Compretion Date 

Gallatin Field Al~ort ID~ 
Notification letter sent to airport JuJy 2009 

Draft OTA sent to airport to review the terms July 2009 
and conditions 
Airports submit updated cost infonnation to late July 2009 
TSA 
Cost validations updated based on mid August 2009 
information provided by the aimort 
Negotiation meetings scheduled with the early September 2009 
aimort 
Ne!l.otiations com11leted and OTA executed late December 2009 

Tulsa International Airnort ITUL\ 
Notification letter sent to airport July 2009 

Draft OTA sent to airport to review the terms July 2009 
and conditions 
Airports submit updated cost information to late July 2009 
TSA 
Cost validations updated based on ··m·id"AUgUSi.~ftf69··· 

information nrovided bv the ,,.; ...... ort 
Negotiation meetings scheduled with the late September 2009 
airoort 
Nel!otiations comoleted and OTA executed late l>e<'ember 2009 

Charlotte/Doul!las International Airoort fCL'l'\ 
Notification letter sent to airport July 2009 

Draft OTA sent to airport to review the terms July 2009 
and conditions 
Airports submit updated cost information to late July 2009 
TSA 
Cost validations updated based on mid August 2009 
infonnation orovided bv the airnnrt 
Negotiation meetings scheduled with the mid October 2009 
filmnrt 
Negotiations completed and O'fA executed Januarv 2010 
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Appendix S. EBSP ARRA Milestones (continued) 

Project Timelines- New Facility Modification Agreement Projects (continued) 

Major Milestones Estimated Completion Date 

Colorado Sorin•• Alr~rt fCOSl 
Notification letter sent to airport July 2009 

··oraft .. OTA .. sentto .. a1rrort-torevrew·111e-terms- Jlii:Y2oo9 
and conditions 
Airports submit updated cost infonnation to late July 2009 
TSA 
Cost validations updated based on mid August 2009 
infonnation orovided bv the ai""'ort 
Negotiation meetings scheduled with the mid October 2009 
aimort 
Nell.otialions comDleted and OTA executed Januarv 2010 

Little Rock National Al~ort ILITl 
Notification Jetter sent to airport July 2009 

Draft OTA sent to airport to review the tenns July 2009 
and conditions 
Airports submit updated cost infonnation to late July 2009 
TSA 

··co·si·vaHdatrons·uPdate<t .. b.ase·<r·;;n ·······················-- --m-iCfAU-gust- 2009 
infomiation orovided bv the ai ......... rt 
Negotiation meetings scheduled with the mid September 2009 
airoort 
Neaotiations con1nleted and OTA executed November 2009 

San Antonio International fSA1·1 
Notification letter sent to airport February 10, 2009 

Draft OTA sent to airport to review the tenns March 22, 2009 
and conditions 
Airports submit updated cost infonnation to April IO, 2009 
TSA 
Cost validations updated based on April 17, 2009 
infonnation arovided bv the aimort 
Negotiation meetings scheduled with the late May 2009 
aimnrt 
Negotiations completed and OTA executed September 2009 
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Message from the Acting Administrator of the 
Transportation Security Administration 

August 26, 2009 

l am pleased to present the fo llowing report, "Checkpoint Support Expenditure Plan," which has 
been prepared by the Transportation Securi ty Administration. 

This document has. been compiled in response to requirements in the Fiscal Year 2009 
Department of Homeland Security Appropriations Act (P.L. 110-329) and the accompanying 
Explanatory Statement and Senate Report 110-396. It provides an expenditure plan update for 
the procurement and installation of emerging technologies and advanced threat detection systems 
for. airport passenger. checkpoints .. 

Pursuant to Congressional requirements, this report is being provided to the following Members 
of Congress: 

The Honorable David E. Price 
Chairman, House Appropriations Subcommittee on Homeland Security 

The Honorable Harold Rogers 
Ranking Member, House Appropriations Subcommittee on Homeland Security 

The Honorable Robert C. Byrd 
Chairman, Senate Appropriations Subcommittee. on Homeland Security 

The Honorable George V. Voinovich 
Ranking Member, Senate Appropriations Subcommittee on Homeland Security 

lf I may be of further assistance, please do not hesitate to contact me at (571) 227-2845 or the 
Department's Acting Chief Financial Officer, Peggy Shen-y, at (202) 447-5751. 

Sincerely yours, 

Gale D. Rossides 
Acting Administrator 
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Executive Summary 

The Fiscal Year (FY) 2009 Department of Homeland Security Appropriations Act (P.L. l 10-
329) and the accompanying Explanatory Statement and Senate Report l 10-396 require the 
Department to provide a quarterly expenditure plan update for Checkpoint Support and include 
information on specific technologies for purchase, project timelines, a schedule for obligation 
and a table detailing actual versus anticipated unobligated balances at the close of the fiscal year. 

The Checkpoint Support funding is implemented through the Passenger Screening Program. 
This report includes the l sr and 211

d quarter updates to the FY 2009 Spend Plan. 

Checkpoint Support - $250 Million 
PSP tests, procures, deploys, integrates and provides life cycle support for security equipment to 
screen passengers and carry-on baggage at passenger checkpoint lanes at domestic airports. PSP 
is responsible for technologies that screen over 700,000,000 passengers per year at 
approximately 450 of the Nation's airports. 

To simplify funds management, it was necessary to reallocate some of the FY 2009 funding to 
accommodate changes in usage of the prior year's carryovers. FY 2009 and prior procurement 
quantities changed for Whole Body Imagers, Advanced Technology and Credential 
Authentication Technology. 

These reallocations had no effect on the total quantity to be procured by the fiscal year's end. 

Advanced Surveillance Program (ASP) utilizes the existing infrastructure owned and operated by 
the transportation authority for remote monitoring, threat detection and assessment in a 
partnership agreement to provide enhanced situational awareness. 

ASP will reallocate funding from Phoenix (PHX) of $1.0 million and Atlanta (A TL) of $0.1 
million, as PHX and A TL reduced scope eliminating the need for checkpoint cameras at this 
time. 

• $0.8 million will be reallocated to Chicago in order to complete surveillance installation 
at their checkpoints; 

• $0. l million will be reallocated to Cleveland to add networking capability; 
• $0. l million will be reallocated to Louis Munoz Marin International Airport to complete 

surveillance installation; 
• $0.1 million will be reallocated to Philadelphia for complete surveillance installation. 

The Third Quarter report wil.I include ARRA funding. 
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I. Legislative Requirement 

This report is provided in compliance with requirements in the Fiscal Year (FY) 2009 
Department of Homeland Security Appropriations Act (P.L. 1 L0-329) and the accompanying 
Explanatory Statement and Senate Report 110-396, which include the following language. 

P.L. 1 L0-329 includes the following provisions: 

EXPLOSIVES DETECTION SYSTEMS 

As. discussed in the. Senate report, TSA shall provide quarterly updates on EDS and 
checkpoint expenditures, on an airport-by-airport basis. These updates shall include 
information on the specific technologies for purchase, project timelines, a schedule for 
obligation, and a table detailing actual versus. anticipated unobligated balances at the 
close of the fiscal year. with an explanation of any deviation from the original plan. 

The Explanatory Statement offers the following guidance: 

As discussed in the Senate report, TSA shall provide quarterly updates on EDS and 
checkpoint expenditures, on an airport-by-airport basis.. These updates shall include 
information on the specific technologies for purchase, project timelines, a schedule for 
obligation, and a table detailing actual versus anticipated unobligated balances at the 
close of the fiscal year. with an explanation of any deviation from the original plan. 

In addition, Senate Report 110-396 includes the fo llowing : 

EXPENDITURE PLANS FOR EDS/CHECKPOINT TECHNOLOGIES 

Additionally, the Committee includes a new requirement for the expenditure plans to be 
updated quarterly and to include the fol lowing new information: specific technologies 
planned for purchase; project timelines; a schedule for obligation; and a table detaiUing 
actual unobligated balances versus anticipated unobligated balances at the close of the 
fi scal. year. The quarterly updates shall also include an explanation for any deviation 
from the origi na l plan. 
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II. Background 

Mission 

The Passenger Screening Program's (PSP's) Mission Need supports prevention and protection 
from terrorist and criminal actions in the aviation transportation environment. PSP specifically 
focuses on technology and processes utilized in and near the passenger screening checkpoint in 
order to focus on the air travel passenger security mjssion, which includes: 

The PSP mission: PSP is responsible for the acquisition of technology that identifies 
threats concealed on people and their carry-on items entering the ste1ile area of the airport 
terminal through the passenger screening checkpoint. The checkpoint is defined as the 
screening equipment, processes and operating personnel collectively required to perform 
the security mission. 

Purpose 

PSP accomplishes its rrussion by identifying, testing, procuring, deploying, integrating and 
sustaining equipment that identifies threats concealed on passengers and their carry-on items as 
they enter the airport terminal through the passenger screening checkpoint. 

Goals 

PSP supports Goal One of the DHS Strategic Plan, FYs 2008-2013, "Protect Our Nation from 
Dangerous People." 

PSP Objectives: 
• Explosive Detection: Detect explosive threats, weapons and other prohibited items 

concealed on passengers and their carry-on items 
• Screening Efficiency: Improve checkpoint efficiency through process automation 
• Layered Security: E nable layered, integrated security solution. 

Accomplishments 

The following are accomplishments of PSP technologies:. 

Advanced Technology X-Ray (AT) 
• Over 650 AT (first generation) operational units deployed nationwide have expanded the 

capabilities of the Transportation Security Officers (TSOs) at the checkpoint by replacing 
legacy Threat Image Projection (TIP) Ready X-Ray (TRX) systems. Advanced 
Technology (AT) systems are penetration x-ray based technologies that provide an 
enhanced view of a bag's contents. through improved image resolution . . Also, an added 
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dimension to the displayed image provides better material discrimination for TSOs to 
discern each object inside a bag. AT systems are upgradeable, offering a cost-effective 
platform to develop enhanced detection capabilities. Additionally, AT systems can 
include the universal conveyor system (UCS), which diverts bags requiring a secondary 
search. The UCS will assist in maintaining positive control and tracking of all passenger 
carry-on baggage until a clear indication of status regarding the baggage is provided by 
the screening technology and a decision is made by TSOs to deliver the baggage to the 
passenger. This functionality wi ll improve overall throughput and minimize congestion 
on the exit side of the. AT system. Deployments are. ongoing and the second generation 
of AT will undergo testing in the spring/summer 2009 timeframe. 

Whole Body Imager (WBI) 
• The Whole Body Imager (WBI) is a new imaging capability that will be used to inspect a 

passenger for concealed weapons (metal and non-metal), explosives and other prohibited 
items. In addition, the WBI offers operators the opportunity to review anomalies on an 
individual, to determine if a hand wand and/or physical pat-down inspection is. required. 
WBis could ultimately be the primary passenger screening technology in lieu of using an 
Enhanced Metal Detector (EMD). TSA has assessed two types of technologies for the 
WBis, including X-ray backscatter and millimeter wave technology. Both offer safe and 
effective whole body screening for weapons and explosives concealed on a person. 
Deployments are ongoing and the second generation of WBI will undergo testing in the 
Spring/Summer 2009 timeframe. 

Bottled Liquid Scanner 
• The Bottled Liquids Scanner is a detection capability that can discriminate explosives or 

flammable liquids from common, benign liquids carried by passengers. The devices 
analyze substances within a container (bottle or can), measuring particular characteristics. 
of the contents and distinguishing between benign and hazardous liquids in a matter of 
seconds. The second generation devices perform scans without breaking seals or 
contaminating passengers' property and will greatly reduce annual consumable costs. 

The following chart shows enacted amounts since inception of the Checkpoint Support Program, 
Project, and Activity (PPA). Values are in millions of dollars. 

2002 2003 2004 2005 2006 2007 07Supp 2008 2009 ARRA TOTAL 
$ .38.00 $ .40.00 $ .61.86 $. 123.50 $ 164.00 $ 173.37 $ 25.00 $ 250.00 $ 250.00 $ 300.00 $ 1,425.73 
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III. Expenditure Plan 

s f PSPE ummaryo xpen 1 ure Pl (' $ M'll' ) an m 1 ion 
Section Initial Revised* 

Technology $ 144.5 $149.7 
Program Operations and Management $40.9 $35.7 
Technical and Engineering Initiatives $22.6 $22.6 
Safety and Optimization $ 13.5 $ 13.5 
Checkpoint Reconfiguration $11.5 $11.5 
Advanced Surveillance Program $11.0 $11.0 
Personnel Compensation and Benefits $6.0 $6.0 

Total $250.0 . $250.0 
*Reallocations were necessary to account for carryover funds used to procure services that would have normally 
been procured with FY 2009 funding. 

T h ec no 02:Y p h dP urc ases an ercentages to R hF 110 eac u •peratmg c b'l' (FOC) apa 11ty 
Purchases with Purchases 

Prior Year with FY 2009 
Technoloe:v FOC Funds Funds TOTAL 

Advanced Technology * 2,325 1,009 436 1,445 
Universal Conveyor Systems 2,325 0 200 200 
Whole Body Imagers* 878 47 175 222 
Credential Authentication 
Technology* 878 112 288 400 
Bottled Liquids Scanners 1,300 600 200 800 
Explosives Trace Detectors 1,500 100 100 200 
*Equipment quantities to be purchased with FY 2009 funds and carryover funds were reallocated for Whole Body 
Jmagers, Advanced Technology and Credential Authentication Technology. However, the total quantity to be 
procured by the FY's end is unchanged. 

TOTAL 
Prior Percentage 

Technoloe:v FOC Year . FY 2009 ofFOC 
Advanced Technology 2,325 43% 62% 62% 
Universal Conveyor Systems 2,325 0% 9% 9% 
Whole Body Imagers 878 5% 25% 25% 
Credential Authentication 
Technolo!?v 878 12% 45% 45% 
Bottled Liquids Scanners 1,300 46% 62% 62% 
Explosives Traces Detectors 1,500 7% 13% 13% 
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Program Initiatives 

Description of Initiative I- Advanced Technology X-Ray 

• AT systems are penetration x-ray- based technologies that provide an enhanced view of a 
bag's contents through improved image resolution beyond the capabilities of the currently 
fielded TRX equipment. Also, an added dimension to the displayed image provides better 
material discrimination for TSO to discern each object inside a bag. AT offers a cost
effective platfonn to develop enhanced detection capabilities. Future enhancements may 
include an enhanced conveyor system. The first generation of AT is cun-ently being 
deployed with over 650 units installed at airports nationwide. The second generation of AT 
with upgraded capability and functionality is cun-ently in the development stage. 

• Obligations to date: $103.7 million 
• Projected FY 2009 obligations: FY 2009 - $54.5 million 
• Projected FY 2009 expenditures by year : FY 2010 - $54.5 million 
• Major performance objectives: 

o Probability of detection of threat items: Classified 
o Throughput: ~ 440 bags per hour with ope rator intervention 
o Operational availability: ~ 98% 

• Activities and milestones/accomplishments: 
o Initial Operational Capability (IOC): Third Quarter FY 2008 
o Qualification Testing and Evaluation (QT&E): Second Quarter FY 2009 
o Operational Testing and Evaluation (OT&E): Third Quarter FY 2009 
o Contract award: Fourth Quarter FY 2009 
o FOC: With FY 2009 funds, Fourth Quarte r FY 2010 accelerated from Second 

Quarter FY 2014 

Description of Initiative II - Universal Conveyor Systems (UCS) 

• UCS are carry-on baggage handling conveyor systems added on to the AT systems to support 
automated diversion of alarm bags from the cleared baggage stream. 

• Obligations to date: $0.0 million 
• Projected FY 2009 obligations: FY 2009 - $25.0 million 
• Projected FY 2009 expenditures by. year: FY 2010 - $25.0. million 
• Activities and milestones/accomplishments: 

o Contract award: Fourth Quarter FY 2009 
o IOC:. Fourth Quarter FY 2009 
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Description of Initiative ID - Whole Body Imager (WBI) 

• WBis provide an imaging capability used to inspect a passenger' s body for concealed 
weapons (metal and nonmetal), explosives and other prohibited items in place of a metal 
detection wand inspection and physical pat-down. The WBI could potentially become a 
primary screening technology, which either could be used in conjunction with an Enhanced 
Metal Detector (EMO) or in lieu of an EMD. 

• Obligations to date: $12.0 mjJlion 
• Projected FY 2009 obligations: FY 2009 - $28.9 million 
• Projected FY 2009 expenditures by year: FY 2010 - $28.9 million 
• Major performance objectives: 

o Probability of threat detection: Classified 
o Throughput: ~ 200 passengers per hour 
o Operational availability: ~ 98% 

• Activities and milestones/accomplishments: 
o QT &E: Second Quarter FY 2009 
o OT &E: Third Quarter FY 2009 
o Contract award: . Fourth Quarter FY 2009 
o. TOC: Fourth Quarter FY 2009 
o FOC: Fourth Quarter FY 2014 

Description of Initiative IV - Credential Authentication Technology 

• Systems provide a primary means for automated credential authentication of passenger 
travel documents and forms of identification that are presented to TSOs by passengers 
during the security checkpoint screening process, as well as those forms of identification 
presented by airport and airline personnel to access sterile areas .. This system will 
increase TSOs' abilities to locate fraudulent IDs and validate the issuing authority and 
authenticity of boardi ng passes at security checkpo ints. 

• Obligations to date: $0.0 million 
• Projected FY 2009 obligations: FY 2009 - $6.5 million 
• Projected FY 2009 expenditures by year: FY 2010 - $6.5 million 
• Activities and milestones/accomplishments: 

o. RFP: Second Quarter FY 2009 
o Contract Award: Fourth Quarter FY 2009 
o FOC: Second Quarter FY 2011 
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Description of Initiative V - Bottled Liquids Scanner 

• BLS are explosive detection systems. that differentiate liquid explosives from common, 
benign liquids. BLS utilize a variety of technologies to detect liquid explosives and 
explosive precursors, including vapor detection, X-ray detection, detection using the 
dielectric properties of the materials being scanned or optical detection using Raman 
spectroscopy. 

• Obligations to date: $0.0 million 
• Projected FY 2009 obligations: FY 2009 - $7 .5 million 
• Projected FY 2009 expenditures by year: FY 2010 - $7.5 million 
• Major performance objectives: 

o Probability of Detection of Threat Items: Classified 
o Throughput: ~ 180 samples per hour 
o Operational Availability: ~ 98% 

• Activities and milestones/accomplishments: 
o IOC: TBD: Delayed from Fourth Quarter FY 2008 
o QT &E: Second Quarter FY 2009 
o OT &E: . Second Quarter FY2009 . 
o Contract Award: Fourth Quarter FY 2009 
o FOC: Second Quarter FY 2011 

Description of Initiative VII - Next Generation Explosives Trace Detector (ETD) 
• NextGen ETD identifies a larger range of explosives than earlier models. The NextGen 

ETDs have enhanced explosives detection capabili ty, including increased sensitivity and 
the ability to. detect new threats. The mean time to. repair will be significantly less than 
the current ETD. In addition, the NextGen ETDs will have a Field Data Reporting 
System and will be Security Technology Integration Program capable. Because of these 
significant improvements, a lower lifecycle cost is expected. 

• Obligations to date: $6. l million 
• Projected FY 2009 obligations: FY 2009 - $6.0 million 
• Projected FY 2009 expenditures by year: FY 20 l 0 - $6.0 million 
• Major performance objectives: 

o Probability of Detection of Threat Items: Classified 
o Throughput: 180 samples per hour, to include machine processing and analysis, 

when no alarms are present. 
o. Operational Availabi lity: ~ 98% 

• Activities and Mi lesto nes/Accompl ishments: 
o QT &E: First Quarter FY 2008 
o. OT &E: Second Quarter FY 2008 
o Contract award: Fourth Quarter FY 2008 
o IOC: First Quarter FY 2009 
o FOC: Fourth Quarter FY 2014 
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Description of Initiative VII - Integration 
Relates to all tasks associated with the installation of security technology equipment at 
geographically dispersed airports nationwide: 
• Integration services can include moving equipment, small scale facility modification, or 

electrical and plumbing. 
• Projected FY 2009 obligations: FY 2009 - $21.3 million 
• Projected FY 2009 expenditures by year: FY 2009- $15.0 million; FY 201 0- $6.3 

million 

Description of Initiative VIII - Program Operations and Management 
Program Operations and Management encompasses activities needed for the procurement 
and deployment of secudty systems to the Nation's airports. The following activities make 
up this initiative: 
• Project Logistics operation activities deal with the procurement, distribution and 

replacement of systems to and from the field. 
• Technical Engineering activities encompass requirements review, technical 

representation and technical management support. 
• Independent Verification and Validation activities encompass factory acceptance 

testing, site acceptance testing and integrated site testing. 
• Installation and Design Services activities encompass architectural design and review, 

site survey and construction package review. 
• Data Collection activities are those associated with documentation, reports and technical 

support of testing. 
• TSA Systems Integration Facility provides an operationally-real istic environment to 

evaluate current/new advanced screening technologies, processes and procedures against 
known threats to transportation venues,. particularly air transportation venues. 

• Program Resource and Data Management activities encompass project management 
support, financial management and analysis, data management and project scheduling. 

• Projected FY 2009 obligations: FY 2009 - $35.7 million 
• Projected FY 2009 expenditures by year : FY 2009 - $20.0 million; FY 2010 - $15.7 

million 

Description of Initiative IX - Technical and Engineering Initiatives 

• Security Technology Integration Program is an agency-wide system that enables TSA 
to connect all Transportation Security Equipment (TSE) to one data management system 
that will facilitate the exchange of information across the. network and facilitate 
maintenance servicing and diagnostic information. 

• Operational Integration of Emerging Technology conducts data collection, research, 
and field tests to verify systems, operational innovations and screening upgrades work in 
a variety of conditions, climates and processes. Reliability, maintainability and 
availabil ity will be assessed on new technologies and innovations to effectively make 
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decisions concerning their deployability and usefulness. Examples of emerging 
technologies to be field tested and piloted include WBI, AT, BLS and CAT (including 
wait time collection pilot). 

• Threat Image Projection (TIP) keeps Transportation Security Officers alert and 
exposes them to a variety of prohibited item images they may not normally see. It is also 
used as an evaluation tool to assess the visual inspection performance of detecting 
prohibited items by a TSO during real working hours instead of in-lab conditions. 
Engineering Changes are required to modify technology to support enhanced 
capabilities such as throughput, detection, operator interface, etc. 

• Exit Lane Breach Control project is to test and evaluate the performance capabil ities 
and technical viability of technologies that minimize the risk of unauthorized access and 
reduce resource requirements at exit lanes. 

• Projected FY 2009 obligations: FY 2009 - $22.6 mi llion 
• Projected FY 2009 expenditures by year: FY 2009 - $15.0 million; FY 2010 - $7.6 

million 

Description of Initiative X - Safety and Optimization 

• The Safety and Optimization Program improves the safety and effic iency of checkpoints 
and checked baggage screening operations by deploying ancillary equipment and 
enhancing the design and layout of screening areas. 

• Funding will be used to procure equipment and services to complete ai rport safety 
enhancement projects to minimize the amount of TSOs injured on the job. 

• Projected FY 2009 obligations: FY 2009 - $13.5 million 
• Projected FY 2009 expenditures by year: FY 2009 - $9.0M; FY 2010 - $4.5 million 

Description of Initiative XI - Checkpoint Reconfiguration 

• Checkpoint Reconfig urations are required at airports to maintain or improve throughput 
due to the growth in passenger traffic and the evolution of the airline industry. 
Reconfiguration of checkpoints can also be required as emerging technologies. are 
deployed in order to efficiently utilize the checkpoint space. 

• Funding will be used to procure glass for wanding stations, adjustable divest and 
composure tables,. ancillary equipment for. checkpoints such as podiums. and benches, as 
well as reconfiguration of checkpoint equipment and layouts to accommodate emerging 
technologies and redes ign to make checkpoints more effic ient. 

• Projected FY 2009 obligations: . FY 2009 - $11 .0 million 
• Projected FY 2009 expenditures by year: FY 2010 - $11.0 million 
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Description of Initiative XIl - Advanced Surveillance Program (ASP) 

• ASP utilizes the exiscing infrastructure owned and operated by the transportation 
authority for remote monitoring, threat detection and assessment in a partnership 
agreement to provide enhanced situational awareness of the checkpoint and checked 
baggage area of airports .. 

• Projected FY 2009 obligations: FY 2009 - $11 .0 million 
• Projected FY 2009 expenditures by year: FY 2010 - $11.0 million 
• Activities and Milesto nes/Accomplishments: 

o Site Visits: TBD by airport 
o Proposals: Third Quarter FY 2009 
o Contract Awards: Third Quarter FY 2009 

• Changes to original spend plan 
o Reduce PHX by $1 million 
o Reduce ATL by $0.1 million 
o Increase PHL by $0. 1 million 
o Add ORD $0.8 million to complete surveillance installations at their checkpoints 
o Add CLE $0.1 million to add networking capability 
o Add SJU $0. l million to complete surveillance installation 

Description of Initiative XUI - Personnel Compensation and Benefits (PC&B) 

• Projected FY 2009 obligations: FY 2009 - $6.0 million 
• Projected FY 2009 expenditures. by year: FY 2009 - $6.0 million 
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Appendix A: Costs by Airport 
Planned Actual Planned Actual Planned Actual Planned Actual Planned Actual Planned Actual Planned Actual Planned Tech Actual T8Cil Planned Set Actual Set 

Airport SIZE ETD ETD AT AT ucs ucs WBI WBI BLS BLS SOD SOD CAT CAT Cost Cost' Up Cost Up Cost' 

JFK x 22 10 29 23 35 $ 4,220,000 $ 1,902, 110 $ 572,089 $ - 874,582 

LAX x 14 3 34 29 $ 6,177,500 $ 196,770 $ 1,076,629 $ 90,474 

DCA x 3 2 6 $ 405,000 $ 308,394 $ 25,098 $ 90,642 

BWI x 8 1 8 2 14 $ 1,405,000 $ 172,238 $ 147,864 $ 30,158 

IAD x 4 4 9 $ 577,500 $ 688,952 $ 35,597 $ 120,632 

ORD x 13 51 51 2 19 2 $ 8,499,500 $ 3,345,090 $ 1,768,027 $ 1,538,058 

MIA x 6 13 10 $ 735,000 $ 2,239,094 $ 45,930 $ 392,054 

LGA x 3 9 9 9 $ 1,642,500 $ 1,550,142 $ 302,919 $ 271,422 

EWR x 15 12 1 3 12 $ 3,333,000 $ 65,590 $ 584,955 $ 30,158 

IAH x 12 11 11 11 1 $ 2,662,500 $ 721 ,490 $ 427,151 $ - 331,738 

BOS x 9 16 13 6 16 2 $ 4,416,000 $ 2,239,094 $ 870,982 $ 392,054 

PHL x 2 14 21 9 $ 2,207,500 $ 1,377,390 $ 449,609 $ 633,318 

DTW x 19 34 18 12 $ 5,840,000 $ 3, 100,284 $ 1,128,868 $ 542,844 

DFW x 13 8 22 $ 1,605,000 $ 1,377,904 $ 100,226 $ 241,264 

ATL x 15 18 3 11 2 $ 1,622,500 $ 1,643,211 $ 130,463 $ - 678,807 

SFO x 12 14 10 1 14 $ 2,995,000 $ 1,876,577 $ 501,274 $ 346,901 

MSP x 9 10 10 10 $ 2, 165,000 $ 655,900 $ 359,810 $ 301,580 

MCO x 3 10 9 10 $ 1,805,000 $ 1,550, 142 $ 335,210 $ 271 ,422 

HNL x 9 9 9 9 $ 2,002,500 $ 1,550,142 $ 327,519 $ 271,422 

DEN x 4 7 $ 502,500 $ - $ 31,331 $ 

SJU x 8 6 4 6 $ 1,455,000 $ 262,360 $ 226,546 $ 120,632 

LAS x 1 2 12 $ 760,000 $ $ 86,012 $ 

SEA x 7 9 10 6 9 2 $ 2,942,500 $ 655,900 $ 533,767 $ 301,580 

CLT x 3 5 4 5 $ 992,500 $ 262,360 $ 173,755 $ - 120,632 

SAN I 4 8 7 8 $ 1,540,000 $ 459, 130 $ 274,728 $ 211, 106 

PHX x 7 1 11 $ 832,500 $ 65,590 $ 52,163 $ 30,158 

FLL x 13 9 9 9 $ 2,242,500 $ 590,310 $ 343,919 $ 271 ,422 

GUM I 5 1 $ 662,500 $ - $ 152,923 $ 

CVG x 4 5 4 6 $ 1,090,000 $ 688,952 $ 179,988 $ 120,632 

RDU I 1 5 5 5 $ 872,500 $ 327,950 $ 165,555 $ 150,790 
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c ts b A' 1f 
~ 

t(C por f d) 
Planned Actual Planned Actual Planned Actual Planned Actual Planned Actua l Planned Actua l Planned Actual Planned Te ch Actual Tech Planned Set Actual Set 

Airport Sl2E ETD ETD AT AT ucs ucs WBI WBI BLS BLS SOD SOD CAT CAT Cost Cost' Up Cost Up Cost' 

POX I 3 6 5 6 $ 1,155,000 $ 861, 190 $ 206,046 $ 150,790 

MEM I 4 4 5 $ 927,500 $_ - . $ 147,697 $ 

sn. x 3 6 5 6 $ 1,155,000 $ 327,950 $ 206,046 $ 150,790 

JAX I 4 2 2 1 2 $ 565,000 $ 498,673 $ 80,982 $ 105,637 

ANG I 3 3 3 $ 487,500 $ 196,770 $ 96,873 $ 90,474 

SYR II 3 3 $ 487,500 $ $ 96,873 $ 

SJC I 2 6 2 6 $_ 1,095,000 $ _ 344,476 $ 201 ,946 $ 60,316 

SLC I 6 5 1 6 2 s 1,285,000 $ 1,015,387 $ 239,246 $ 196,111 

BUF I 2 3 2 $ 325,000 $ 516.714 $ 64,582 $ 90,474 

BNA I 5 4 4 $ 950,000 $ $ 149,664 $ 

SAT I 4 3 3 3 $ 727,500 _$ _ 196,770 $ 113,273 $ 90,474 

PIT I 4 4 4 $ 650,000 _$ _ 262,360 $ 129,164 $ 120,632 

IND IV 1 14 5 2 $ 2,247,500 $ 65,590 $ 450,377 $ 30,158 

GSN 2 3 1 $ 287,500 $ 196,770 $ 62,449 $ 90,474 

TPA 1 7 6 2 7 $ 1.197,500 $ 1,341 ,822 $ 230, 137 $ 271,590 

PBI 1 4 4 $ 710,000 $_ - . $ 133,264 $ 

ONT 1 2 2 $ 385,000 $ $ 68,682 $ 

MKE 2 4 4 4 $ 770,000 $ 688,952 $ 137,364 $ 120,632 

MOW 5 5 $ 625,000 $ 861,1 90 $ 150,790 $ 150,790 

MCI 1 10 11 $ 1,310,000 $ 1,894,618 $ 305,680 $ 331,738 

HOU 6 $ 750,000 $_ - . $ 180,948 $ 
DAL 1 2 3 $ 310,000 $ 516,714 $ 64,416 $ 90,474 

CLE 4 5 4 $ 865,000 $ 688,952 $ 167,190 $ 120,632 

BUR 1 2 2 $ 310,000 $ 344,476 $ 64,416 $ 60,316 

BHM 2 $ 250,000 $_ - - $ - 60,316 $_ 

BDL 3 3 $ 375,000 .$ . 516,714 $ - 90,474 $ 90,474 

TIJS 1 6 2 $ 810,000 $ 131, 180 $ 185,048 $ 60,316 

SNA 1 4 4 $ 560,000 $ 262,360 $ 124,732 $ 120,632 

SFB 1 3 2 $ 435,000 $ 344,476 $ 94,574 $ 60,316 

PVD 2 2 2 $ 370,000 .$ . 344,476 $ - 68,516 $ 60,316 
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t(C por f d) 
Planned Actual Planned Actual Planned Actual Planned Actual Planned Actua l Planned Actua l Planned Actual Planned Te ch Actual Tech Planned Set Actual Set 

Airport Sl2E ETD ETD AT AT ucs ucs WBI WBI BLS BLS SOD SOD CAT CAT Cost Cost' Up Cost Up Cost' 

ORF 1 2 2 $ 310,000 _$ _ 344,476 $ - 64,416 $ 60,316 

MSY 1 4 $ 560,000 $ $ 124,732 $ 

GEG 2 2 $ 250,000 $ 344,476 $ 60,316 $ 60,316 

DAY 6 $ 750,000 $ $ 180,948 $ 

ROG 6 2 $ 750,000 $ _ - 344,476 $ 180,948 $ 60,316 

SMF 1 9 5 $ 1,185,000 $ 861,190 $ 275,522 $ 150,790 

RSW 1 4 $ 560,000 $ $ 124,732 $ 

RNO 2 2 1 $ 370,000 $ 172,238 $ 68,516 $ 30,158 

OMA 2 2 $ 250,000 $ 344.476 $ 60,316 $ 60,316 

OKC 2 2 $ 250,000 $ _ 344.476 $ - 60,316 $ 60,316 

OGG 2 6 2 $ 870,000 $ 131, 180 $ 189,148 $ 60,316 

OAK 4 4 $ 500,000 $ 688,952 $ 120,632 $ 120,632 

AUS 2 4 2 $ 620,000 $ 131, 180 $ 128,832 $ 60,316 

CMH 1 3 $ 435,000 $ _ - $ - 94,574 $_ -

STT 1 6 6 $ 810,000 _$ _ 393,540 $ 185,048 $ 180,948. 

MHT 1 3 3 $ 435,000 $ 516,714 $ 94,574 $ 90,474 

MDT 1 3 $ 435,000 $ $ 94,574 $ 

LIH 2 3 4 $ 495,000 $ 262,360 $ 98,674 $ 120,632 

LGB 2 $ 250,000 $ _ - $ - 60,316 $_ -

FAI 2 2 $ 250,000 $ 131, 180 $ 60,316 $ 60,316 

STX 1 3 3 $ 435,000 $ 196,770 $ 94,574 $ 90,474 

PPG 4 1 1 $ 365,000 $ 65,590 $ 46,558 $ 30,158 

FAT 2 2 $ 250,000 $ 131, 180 $ 60,316 $ 60,316 

KOA 1 3 4 $ 435,000 _$ _ 262,360 $ - 94,574 $ 120,632 

GRR 4 2 $ 500,000 $ 344,476 $ 120,632 $ 60,316 

MLB 2 $ 250,000 $ $ 60,316 $ 

DAB 2 $ 250,000 $ $ 60,316 $ 

HPN 2 $ 250,000 $_ - - $ - 60,316 $_ 

ABE 2 2 $ 250,000 $ 131, 180 $ 60,316 $ 60,316 

RIC 1 6 2 1 $ 810,000 $ 285,377 $ 185,048 $ 105,637 
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c ts b A' 1f 
~ 

t(C por f d) 
Planned Actual Planned Actual Planned Actual Planned Actual Planned Actual Planned Actual Planned Actual Planned Tech Actual Tech Planned Set Actual Set 

Airport SIZE ETD ETD AT AT ucs ucs WBI WBI BLS BLS SOD SOD CAT CAT CoSI CoSI' Up CoSI UpCoS11 

ABO I 2 $ 120,000 $ - $ 8,200 $ 

ABI Ill 1 $ 60,000 $ $ 4,100 $ . -

AMA 1 $ 60,000 $ $ 4,100 $ -
BU 2 $ 120,000 $ $ 8,200 $ -
BMI 3 $ 180,000 $ - $ 12,300 $ -
BIV 1 $ 60,000 $ $ 4,100 $ 

CEF 1 $ 60,000 $ $ 4,100 $ -
CHO 1 $ 60,000 $ $ 4,100 $ 

CID 1 $ 60,000 $ $ 4,100 $ -
ELP 3 $ 180,000 $ $ 12,300 $ -
ERi 1 $ 60,000 $ $ 4,100 $ -

GSO 1 $ 60,000. $ - $ 4,100 $ . -

GSP I 1 $ 60,000 $ - $ 4,100 $ -
ILM II 1 $ 60,000 $ - $ 4,100 $ -
ITO II 1 $ 60,000 $ $ 4,100 $ 

IWA Ill 1 $ 60,000 $ - $ 4,100 $ 

LEX 2 $ 120,000 $ - $ 8,200 $ -
LNK 1 $ 60,000 $ - $ 4,100 $ -
MBS 1 $ 60,000. $ $ 4,100 $ . -

MGM 1 $ 60,000 $ - $ 4,100 $ 

MYR 1 $ 60,000 $ $ 4,100 $ -
PIE 1 $ 60,000 $ - $ 4,100 $ -
PNS 1 $ 60,000 $ $ 4,100 $ -
PSE 2 $ 120,000 $ - $ 8,200 $ 

SBN 1 $ 60,000 $ $ 4,100 $ 

SPS 1 $ 60,000 $ - $ 4,100 $ 

VLD 1 $ 60,000 $ - $ 4,100 $ -
UNV IV 2 $ 120,000 $ - $ 8,200 $ -
BPT IV 1 $ 60,000. $ . . - $ 4,100 $ . -
TUL IV NIA NIA NIA NIA 1 N/A NIA NIA $ $ 154,197 $ $ 45,321 

TOTAL 346 0 472 421 56 0 11 12 401 0 15 0 49 0 $106,996,000 s 48,873,690 $19, 108,888 $13,240,370 

*TUL is. an added airport from the. initial spend plan. thus "Planned" data will be. not be applicable. 
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Appendix B: Abbreviations/Acronyms 

Acronym 

ASP 
AT 
ATSA 
BLS 
CBIS 
CLE 
COTR 
DHS 
EBSP 
ECP 
EDS 
ETD 
FAA 
FOC 
FY 
LOI 
OT&E 
OTA 
PC&B 
PHX 
PSP 
QT&E 
SJU 
TIP 
TRX 
TSA 
TSIF 
TSO 
ucs 
WBI 

Definition 

Advanced Survei llance Program 
Advanced Technology X-Ray 
Aviation & Transportation Security Act 
Bottled Liquids Scanner 
Checked Baggage Cnspection System 
Cleveland Hopkins Airport 
Contracting Officer's Technical Representative 
Department of Homeland Security 
Electronic Baggage Screening Program 
Engineering Change Proposal 
Explosives Detection Systems 
Explosives Trace Detection 
Federal Aviation Administration 
Full Operational Capability 
Fiscal Year 
Letter of Intent 
Operational Testing and Evaluation 
Other Transactional Agreement 
Personnel Compensation and Benefits 
Phoenix Sky Harbor Airport 
Passenger Screening Program 
Qualification Testing and Evaluation 
Louis Munoz Marin International Airport 
Threat Image Projection 
Threat Image Projection (TIP) Ready X-ray 
Transportation Security Administration 
TSA Systems Integration Facility 
Transportation Security Officer 
Universal Conveyor Systems 
Whole Body lmager 
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Appendix C: PSP FY 2009 Summary Spend Plan 

Initial Revised Initial Revised 
Technology 

#of Units #of Units 
FY 2009 FY 2009 
Funds Funds 

Advanced Technology * 508 436 $63.5 $54.5 
Universal Conveyor Systems 200 200 $25.0 $25.0 
Whole Body Imagers * 76 175 $ 12.2 $28.9 
Credential Authentication Technology * 400 288 $ 9.0 $6.5 
Bottled Liquids Scanners 200 200 $ 7.5 $7.5 
Explosives Trace Detectors 100 100 $6.0 $6.0 
Integration $21.3 $21.3 
Subtotal $144.5 $149.7 
*Equipment quantities to be purchased with FY 2009 funds and canyover funds were reallocated for Wlholc Body 
Tmagers, Advanced Technology and Credential Authentication Technology. However, the total quantity to be 
procured by the FY's end is unchanged. 

Initial Revised 
FY 2009 FY 2009 
Funds Funds 

Program Operations and Management 
Logistics $12.3 $7.3 
Technical Engineering $4.l $4.1 
Testing (IV & V) $3.3 $3.3 
Site Survey $3.2 $3.2 
Data Collection $3.0 $3.0 
TSA Systems Integration Facility $1.7 $1.5 
Program and Data Management $12.2 $12.2 
Travel, Training, Supplies $1.1 $1.1 

Subtotal, Program Operations and Management $40.9 $35.7 

Technical and Eneineerin2 Initiatives 
Security Technolo2:v Integration Program $8.0 $7.6 
Operational Integration of Emerging Technology $7.0 $7.0 
Threat Image Projection $4.0 $4.0 
Engineering Changes $2.0 $2.4 
Exit Lanes Data Collection $1.6 $1.6 

Subtotal, Technical and Engineering Initiatives $22.6 $22.6 
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Initial Revised 
FY 2009 FY 2009 
Funds Funds 

Safety and Optimization 
Equipment $5.0 $5.0 
System Integrator $3.0 $3.0 
Engineering Support $2.5 $2.5 
Airport Projects $2.0 $2.0 
Project Logistics $1.0 $1.0 

Subtotal, Safety and Optimization $13.5 $13.5 
Checkpoint Reconfiguration 
Ancillary Equipment $3.0 $3.0 
Glass Partitions $2.7 $2.7 
Checkpoint Optimizations $1.7 $1.7 
Divest/Composure/Roller Tables $1.5 $1.5 
Pro ject Logistics $1.5 $1.5 
Engineering and Technical. Support $1.0 $1.0 
Travel $0.l $0.l 

Subtotal, Checkpoint Reconfi2uration $11.5 $11.5 
Advanced Surveillance Program 
Boston (BOS) $4.3 $4.3 
Orlando (MCO) $3.3 $3.3 
Philadelphia (PHL) $1.5 $1.6 
Phoenix (PHX) $1.0 $0.0 
Atlanta (ATL) $0.l $0.0 
Chicago (ORD) $0.0 $0.8 
Cleveland (CLE) $0.0 $0. l 
Louis Munoz Marin (SJU) $0.0 $0.l 
Program Support $0.8 $0.8 

Subtotal, Advanced Surveillance Program $11.0 $11.0 
Personnel Compensation and Benefits 

Subtotal, Personnel Compensation and Benefits $6.0 $6.0 

Total $250.0 $250.0 
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Appendix D: PSP Obligation Data 

Spend Plan Categories $ in millions Planned Obligation Date 
Advanced Technoloe:v $63.5 Jul 2009 
Univer saJ Conveyor Systems $25.0 Aug 2009 
Whole Body Imagers $12.2 Jul 2009 
Credential Authentication Technoloe:v $9 .0 Jul 2009 
Bottled Liquids Scanners $7 .5 Jul 2009 
Explosives Trace Detectors $6.0 Jul 2009 
Integration $21.3 Jul 2009 
Program Operations and Management $40.9 Ongoing 
Technical and Engineering Initiatives $22.6 Ongoing 
Safety and Optimization $13.5 Ongoing 
Checkpoint Reconfiguration $ 11.5 Ongoing 
Advanced Surveillance Program $11.0 Ongoing 
Personnel Compensation and Benefits $6 .0 Ongoing 
Subtotal $250.0 
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Appendix E: PSP Milestones 

Advanced Technology 
Initial Qualified Data Package Down Select 3/2009 
QT&E Begins 3/2009 
OT&E Begins 4/2009 
Contract Award 7/2009 

Universal Conveyor System 
QT&E Begins TBD 
OT&E Begins TBD 
Contract A ward 8/2009 

Whole Body Ima2ers 
QT&E Begins 2/2009 
OT&E Begins 4/2009 
Request For Proposals Released 6/2009 
Contract Award 7/2009 

Credential Authentication Technoloev 
Request For Proposals Released 3/2009 
Contract A ward 9/2009 

Bottled Liquids Scanners 
OT&E Begins 3/2009 
Contract Award 7/2009 

Explosives Trace. Detectors 
QT&E Began 11/2007 
OT&EBegan 3/2008 
Contract Award 8/2008 

Advanced Surveillance Program 
Boston (BOS) 5/2009 
Orlando (MCO) 5/2009 
Philadelphia (PHL) 5/2009 
Chicago (ORD) 6/2009 
Cleveland (CLE) 6/2009 
Louis Munoz Marin (SJU) 6/2009 
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Appendix F: Actual vs. Anticipated Unobligated Balance 
(as of 3/31/2009) 

Anticipated 
Budgeted Obligated Unobligated Un obligated 

Spend Plan Cate2ory ($ Million) end FY 2009 
Checkpoint Technology $ 208.0 $ 12.0 $ 196.0 $ 4.5 
Checkpoint Reconfiguration $ 11 .5 $ 5.1 $ 6.4 $ -

ASP $ l 1.0 $ 0.0 $ l l.O $ -

Safety Optimization $ 13.5 $ 0.0 $ 13.5 $ -
PC&B $ 6.0 $ 1.8 $ 4.2 $ -
Total $. . 250.0 . $. 19.0 231.0 . $ 4.5 
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Message from the Acting Administrator 

November 12, 2009 

I am pleased to present the "Checkpoint Support and Explosives Detection Systems (EDS) 
Expenditure Plans" update, which has been prepared by the Transportation Security 
Administration. 

This quarterly report was required. by the. Fiscal Year 2009. Department of Homeland Security 
Appropriations Act (P.L. 110-329) and the accompanying Explanatory Statement and Senate 
Report 110-396. It provides an expenditure plan update for the procurement and installation of 
emerging technologies and advanced threat detection systems for airport passenger checkpoints 
and for the procurement and. installation of EDS. equipment.. The report also includes updates on 
the use of funds provided by the American Recovery and Reinvestment Act (P.L. 111-5). 

This report is being provided to the following Members of the Appropriations Committees: 

The Honorable Robert C. Byrd 
Chairman, Senate Appropriations. Subcommittee on Homeland Security 

The Honorable George V. Voinovich 
Ranking Member, Senate Appropriations Subcommittee on Homeland Security 

The Honorable David E. Price 
Chairman, House Appropriations Subcommittee. on Homeland Security 

The Honorable Harold Rogers 
Ranking Member, House Appropriations Subcommittee on Homeland Security 

If l may be of further assistance, please do not hesitate to contact me at (571) 227-2845 or the 
Department's Acting Chief Financial Officer, Peggy Sherry, at (202) 447-5751 .. 

Sincerely yours, 

Gale D. Rossides 
Acting Administrator 
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Executive Summary 

The Fiscal Year (FY) 2009 Department of Homeland Security Appropriations Act 
(P.L. 110-329) and the accompanying Explanatory Statement and Senate Report 110-396 
requires the Transportation Security Administration (TSA) to submit quarterly updates on 
Explosive Detection Systems (EDS) and checkpoint expenditures. Checkpoint support funding 
is implemented through the Passenger Screening Program (PSP). TSA's checked baggage EDS 
purchase and installation funding is implemented through the Electronic Baggage Screening 
Program (EBSP). 

Checkpoint Support 

• PSP tests. procures, deploys, integrates. and provides life cycle support for security 
equipment to screen passengers and carry-on baggage at passenger checkpoint lanes at 
domestic airports. PSP is responsible for technologies that screen more than 700 mi.Ilion 
passengers per year at approximately 450 of the Nation's airports. 

• The Advanced Surveillance Program (ASP) utilizes the existing infrastructure owned and 
operated by the transportation authority for remote monitoring, threat detection and 
assessment in a partnership agreement to provide enhanced situational awareness. 

• Major updates in the third quarter include the following: 
An additional $11.1 million of American Recovery and Reinvestment Act 
(ARRA) funds added to checkpoint support for ASP/Closed Circuit Television 
(CCTV) projects 
$7 million included for Chemical Analyzer Detectors 
$ 18 million included for Credential Authentication Technology 

Electronic Baggage Screening Program 

• The EBSP oversees the screening of all baggage checked in airports nationwide. EBSP 
tests, procures, deploys, integrates and provides life cycle support for approximately 
7,700 pieces of security equipment that screen checked baggage at approximately 450 of 
the Nation's airports. 

• The EBSP allocates resources to airport baggage screening faci lity modification projects. 
purchase and installation of EDS technology and technology initiatives aimed at 
improving operational effectiveness and efficiencies, as well as the programmatic 
resources required to ensure effective execution of the program. 
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• Major updates in the third quarter .include the fo llowing: 
FY 2009 funds. were reallocated from Engineering Initiati ves for the purchase of 
the TSA Systems Integration Facility building. 
Through cost validation. and negotiation, TSA was able to reduce projected costs 
for EDS airport projects from the original ARRA expenditure plan by almost 
$310 million. Ten additional airports were added to the spend plan, and 
$11.1 million was transferred from the EDS ARRA funds to finance checkpoint 
support fo r ASP/CCTV projects. 
$38.4 million of the EDS funds wi ll be used for ASP/CCTV projects in the 
checked baggage area of the airport. 
An additional $30 million of the EDS funds wi ll be used to procure and install 
Reduced Size. EDSs to Explosives Trace. Detection (ETD)-only airports to 
improve operational efficiencies and screening effectiveness. 
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I. Legislative Requirement 

The Fiscal Year (FY) 2009 Department of Homeland Security (OHS) Appropriations Act 
(P.L. 110-329) and the accompanying Explanatory Statement and Senate Report 110-396, 
includes. the following requirement: 

Aviation Security-Explosive Detection Systems 

TSA shall provide an expenditure plan to the Committees not later than 60 days after the 
date of enactment of thjs Act, as discussed under Transportation Security Suppo1t. lf new 
requiTements occur after the plan is submitted, TSA shall reassess and reallocate funds 
after notifying the Committees of any change. As duscussed in the Senate repo1t, TSA 
shall provide quarterly updates on EDS and checkpo int expenditures, on an airport-by
airport basis. These updates shall include information on the specific technologies for 
purchase, project timelines, a schedule for obl igation, and a table detailing actual versus 
anticipated unobligated balances at the c lose of the fi scal year, with an explanation of any 
deviation from the orig inal plan. 
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II. Passenger Screening Program (PSP) 

A. Background 

Mission 

PSP's Mission Need supports prevention and protection from terrorist and criminal actions in the 
aviation transportation environment. PSP specifically focuses on technology and processes 
utilized in and near the passenger screening checkpoint to achieve the air travel passenger 
security mission. PS P's mission includes being responsible for the acquisition of technology that 
identifies threats concealed on people and their carry-on items entering the sterile area of the 
airport terminal through the passenger screening checkpoint. The checkpoint is defined as the 
screening equipment, processes and operating personnel collectively required to perform the 
security mission. 

Purpose 

PSP accomplishes its mission by identifying, testing, procuring, deploying, integrating and 
sustaining equipment that identifies threats concealed on passengers and their carry-on items as 
they enter the airport terminal through the passenger screening checkpoint. 

Goals 

PSP supports Goal One of the DHS Strategic Plan, FY 2008-2013, "Protect Our Nation from 
Dangerous People." 

PSP Objectives: 
• Explosives Detection: Detect explosives threats, weapons and other prohibited items 

concealed on passengers and their carry-on items. 
• Screening Efficiency: Improve checkpoint efficiency through process automation. 
• Layered Security: Enable a layered, integrated security solution. 

The following are accomplishments of PSP technologies: 

• Advanced Technology (AT) X-Ray. More than 850 AT (fi rst-generation) operational 
units deployed nationwide have expanded the capabilities of the Transportation Security 
Officers (TSOs) at the checkpoint; these units replace legacy Threat Image Projection 
(TIP) Ready X-Ray (TRX) systems. AT systems are penetration x ray-based 
technologies that provide an enhanced view of a bag's contents through improved image 
resolution. Also, an added dimension to the displayed image provides better material 
di scrimination for TSOs to di scern each object ins ide a bag. AT systems are 
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upgradeable, offering a cost-effective platform to develop enhanced detection 
capabilities. Additionally, AT systems can include the universal. conveyor system (UCS), 
which diverts bags requiring a secondary search. The UCS will assist in maintaining 
positive control of and tracking aJI passenger carry-on baggage until the screenitng 
technology clearl y ind icates the baggage's status and a TSO decides to deliver the 
baggage to the passenger. This functionality will improve overall throughput and 
minimize congestion on the exit side of the AT system. Deployments are ongoing and 
the second generation of AT will undergo testing in the fourth quarter of FY 2009. 

• Advanced Imaging Technology (AIT). Previously known as whole body imaging or 
WBI, AIT is a new imaging capability that will be used to inspect a passenger for 
concealed weapons (metal and non-metal), explos]ves and other prohibited items. In 
addition, the AlT offers operators the opportunity to review anomalies on an individual to 
determine if a physical pat-down inspection is required. AITs could ultimately be the 
primary passenger screening technology instead of using an Enhanced Metal Detector 
(EMD). The Transportation Security Administration (TSA) has assessed two types of 
technologies for the AITs, including x ray backscatter and millimeter wave technology. 
Both offer safe and effective screening for weapons and explosives concealed on a 
person. Deployments are ongoing and the second generation of AIT will undergo testing 
in the fourth quarter of FY 2009. 

• Bottled Liquid Scanner (BLS). A BLS offers detection capability that can discriminate 
explosives or flammable liquids from common, benign liquids can-ied by passengers. 
The device analyzes substances within a container (bottle or can), measuring particular 
characteristics of the contents and distinguishing between benign and hazardous liquids 
in seconds. The second-generation devices perform scans without breaking seals or 
contaminating passengers' property and will greatly reduce annual consumable costs. 

• Credential Authentication Technology/Boarding Pass Scanning Systems 
(CAT/BPSS). CAT/BPSS provides a common platform for automated credential 
authentication and boarding pass. validation. First-generation systems will allow the TSA 
to verify that forms of identification presented to gain access to sterile areas in airports 
are genuine documents and that boarding passes have been issued by a valid airline and 
no tampering with the data stored on the boarding pass has occurred. Second-generation 
systems will allow the TSA to compare data from passengers' identification to data 
stored in the 2D barcode on the boarding pass. Second-generation systems will also 
feature an expanded library of airport, airline and law enforcement identification. 
CAT/BPSS units will provide the TSA with increased control of access to a irport sterile 
areas. CAT/BPSS recently completed pilot programs at Ronald Reagan Washington 
National Airport and Baltimore/Washington International Thurgood Marshall Airport as 
part of the current solic itation. 
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• Chemical. Analyzer Detector (CAD). CADs wi ll be used to assess suspic ious 
substances in the possession of people passing through security checkpoints. Bomb 
Appraisal Officers (BAOs) will respond to requests by screener personnel for advanced 
alarm resolution (that is, secondary offl ine screening) of liquids, powders and solid 
suspicious substances at the airport and other desig nated security checkpoints. 

The following chart shows enacted amounts since inception of the Checkpoint Support Program, 
Project and Activity (PPA). Values are in millions of dollars. 

2002 2003 2004 2005 2006 2007 2008 2009 ARRA TOTAL 
$ 38.00 $ 40.00 $ 61.86 $ 123.50 $164.00 $173.37 $250.00 $245.20 $311 .15 $1 ,432.08 

B. Expenditure Plan 

Summary of PSP Expenditure Plan (dollar amounts in millions) 

FY09. ARRA Total 
Section Approved Approved Approved 

Technology $ 149.70 $ 197.70 $ 347.40 
Program Operations and Managerre nt $ 35.70 $ 82.90 $ 11 8.60 
Technical and Engineering Initiatives $ 22.60 $ 9.90 $ 32.50 
Safety and Optimiz.ation $ 13.50 $ - $ 13.50 
Checkpoi nt Reconfiguration $ 11.50 $ - $ l l .50 
Advanced Sw·veillance Program $ l l.00 $ 5.70 $ 16.70 
Personnel Compensation and Benefits $ 6.00 $ 3.80 $ 9.80 

Total $ 250.00 $ 300.00 $ 550.00 
FY09 Revised: Total. lower due to funds being real located to another PPA. 

ARRA Revised : Total higher, addlitional airports to be served by ASP 

FY09. ARRA Total 
Revised Revised Revised 
$ 11 3.1 0 $ 202.90 $ 316.00 
$ 63.50 $ 77.70 $ 141.20 
$ 26.60 $ 9.90 $ 36.50 
$ 13.50 $ - $ 13.50 
$ 11.50 $ - $ 11.50 
$ l l .00 $ 16.85 $ 27.85 
$ 6.00 $ 3.80 $ 9.80 
$ 245.20 $ 311.15 $ 556.35 

FY 2009 reallocations were necessary to account for additional integration requirements of the 
emerging technologies. American Recovery and Reinvestment Act of 2009 (ARRA) changes 
include the addition of the CADs, CAT and airports for the Advanced Survei ll ance Program 
(ASP). UCS was lowered by approximately 50 units to account for added integration 
requirements and to procure additional explosives trace de tectors. 
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Technology Purchases and Percentages to Reach Full Operational Capability (FOC) 

PtUrh.u•s 
Witla Prlo1 

Ter la11ology FOC Y•aa FtU1ds 

Advanced Technology' 2325 1029 
Universal Conveyor Systems 2325 0 

Advanced lmal!llll! Technology 878 47 
Credential Authentication Technology 2325 0 

Bottled L1qwds Scanners 1300 200 
Explosives Trace Detectors 1500 100 
Chetrucal Analyzer Detector 140 0 

1 Percentage ofFOC based on FY14 estimates 

Checkpoint Support Expenditure Plan 

PROGRAM SPENDING PLAN:. Checkpoint Support 

APPROPRIATIONS IN $MILLIONS 

UNOBLIGATEO BALANCES BY FY 

FY09/ARRA 

520.843 

OBLIGATIONS IN $MILLIONS 

Q1FY09 
Plan 16.260 
Plan. Cumulative .... 16.260 
Cumulative.% Allotment 0.00% 
Actual 

OUTLAYS IN S MILLIONS 

Q1FY09 
Plan 
Plan Cumulative 
Cumulative.% Allotment 0.00% 
Actual 

Net Appropriated Funds 
Funds Obligated 
Pro)ect Outlays 
Unobligated Balance 

Total 

520.843 

Q2FY09 Q3FY09 
40.280 218.510 
56.540 .... 275.050 
21.91% 12.21% 
. 8.825 . 26.682 

Q2FY09 Q3FY09 
8.000 22.650 

.. 8.000 .. 30.650 
24.79% 22.77% 

1.983 5.158 

PtUd13se s PtUrh.ues 
Prlo1 With f\"(DQ wath ARRA PURCHASES 
Years FtU1ds f\'09 FtU1ds ARRA TOTAL 

44% 488 65% 61 1 92% 2118 

0% 0 O"/o 228 10"/o 118 

5% 175 25% 200 48% 411 
0% 0 O"/o 800 34% 800 

15% 600 62% 500 100% 1300 
7% 0 7% 400 33% 500 

O"/o 0 O"/o 140 100"/o 140 

Q4FY09 FV10 FY11 FY12 FY13 
.276.410 4.890 

. 551.460 ... 556.350 
0.00% 0.00% 0.00% 0.00% 0.00% 

Q4FY09 FY10 FY11 FY12 FY13 
54.270 480.430 
84.920 . 565.350 ... . . 
0.00% 0.00% 0.00% 0.00% 0.00% 
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91" 
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48" 
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33% 

100% 
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FY14 

0.00% 

FY14 

0.00% 
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C. Program Initiatives 

Description of Initiative. I - AT X-Ray 
• AT systems are penetration x ray-based technologies that provide an enhanced view of a 

bag's contents through improved image resolution beyond the capabilities of the 
currently fielded TRX equipment. Also, an added dimension to the displayed image 
provides better material discrimination for TSOs to discern each object inside a bag. AT 
offers a cost-effective platform to develop enhanced detection capabilities. Future 
enhancements may include an enhanced conveyor system. More than 850 first
generation AT un its are being deployed and installed at airports nationwide. The second 
generation of AT with upgraded capability and functionality is in the development stage. 

• Obligations to date: $106.6 million 
• Projected FY 2009 obligations by year: FY 2009 - $0, FY 2010 - $61.0 million 
• Projected FY 2009 expenditures: FY 2010- $61.0 mi llion 
• Projected ARRA obligations by year: FY 2009 - $2.9M, FY 2010 - $73.5 mmion 
• Projected ARRA expenditures by year: FY 2009 - $2.9 million, FY 2010 - $73.5 million 
• Major performance objectives: 

o Probabili ty of detection of threat items: Classified 
o Throughput: ~ 440 bags per hour with operator intervention 
o Operational availability: ~ 98 percent 

• Activities and milestones/accomplishments: 
o. Initial Operational Capability (IOC): Q3 FY 2008 
o Qualification Testing and Evaluation (QT &E): Q4 FY 2009 
o Operational Testing and Evaluation (OT&E): Q4 FY 2009 
o Contract award: Q I FY 2010 
o. FOC: Q 1 FY 2011 accelerated from Q2 FY 2014 

Description of Initiative II - UCS 
• UCSs are. carry-on baggage handling conveyor systems added to the AT systems to 

support automated diversion of alarm bags from cleared baggage. 
• Obligations to date: $0 
• Projected ARRA obligations: FY 2010 - $28.5 million 
• Projected ARRA expenditures by year: FY 2010 - $8.5M, FY 2011 - $20.0 million 
• Activities and milestones/accomplishments: 

o. Contract award: Q2 FY 2010 
o IOC: Q2 FY 2010 
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Description of Initiative HI - AIT 
• AIT provides an imaging capability used to inspect a passenger's body for concealed 

weapons (metal and nonmetal), explosives and other prohibited items in place of a metal 
detection wand inspection and physical pat-down. The AIT could potentially become a 
primary screening technology, which could be used in conjunction with, or instead of, an 
EMD. 

• Obligations to date: $ 13.6 million 
• Projected FY 2009 obligations: FY 2009 - $28.9 million 
• Projected FY 2009 expenditures: FY 2010 - $28.9 million 
• Projected ARRA obligations: FY 2009 - $32.2 million 
• Projected ARRA expenditures: FY 2010 - $32.2 million 
• Major performance objectives: 

o Probability of threat detection: Classified 
o Throughput: 2: 200 passengers per hour 
o Operational availability: ;::: 98 percent 

• Activities and milestones/accomplishments: 
o QT&E: Q4 FY 2009 
o OT&E: Q4 FY 2009 
o Contract award: Q4 FY 2009 
o IOC: Q4 FY 2009 
o FOC: Q4 FY 2014 

Description of Initiative IV - CAT 
• The CAT system provides a primary means for automated verification of passenger travel 

documents and forms of identification that passengers present to TSOs during the 
security checkpoint screening process, as well as those forms of identification presented 
by airport and airline personnel to access sterile areas. This system wi ll increase TSOs' 
abilities to locate. fraudulent IDs and validate. the issuing authority and authenticity of 
boarding passes at security checkpoints. 

• Obligations to date: $0 
• Projected ARRA obligations: FY 2009 - $18.0 million 
• Projected ARRA expenditures: FY 2010 - $18.0 mi llion 
• Activities and mi lestones/accomplishments: 

o Request for proposals: Q3 FY 2009 
o Contract award: Q4 FY 2009 
o FOC: Q2 FY 2011 
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Description of Initiative V - BLS 
• A BLS is an Explosives Detection System (EDS) that differentiate liquid explosives from 

common, benign liquids. BLS utilize a variety of technologies to detect liquid explosives 
and explosive precursors, including vapor detection, x ray detection, detection using the 
dielectric properties of the materials being scanned or optical detection using Raman 
spectroscopy. 

• Obligations to date: . $0 
• Projected FY 2009 obligations: FY 2009 - $22.7 million 
• Projected FY 2009 expenditures: FY 2010 - $22.7 million 
• Projected ARRA obl igations: FY 2009 - $ 18.8 million 
• Projected ARRA expenditures: FY 2010 - $18.8M 
• Major performance objectives: 

o Probability of detection of threat items: Classified 
o Throughput: 2:. 180 samples per hour 
o Operational availability: ;::: 98 percent 

• Activities and mi lestones/accomplishments: 
o IOC To Be Determined (TBD): Ql FY 2010 
o QT&E: Q3 FY 2009. 
o OT&E: Q4 FY 2009 
o Contract award: Q4 FY 2009 
o FOC: Ql FY 201 1 

Description of Initiative VI- Next Generation (Next Gen) ETD. 
• Next Gen ETDs identify a larger range of explosives than earlier models. The Next Gen 

ETDs have enhanced explosives detection capability, including increased sensitivity and 
the ability to detect new threats .. The Mean Time to Repair will be significantly less than 
for the current ETD technology. In addition, the Next Gen ETDs will have a Field Data 
Reporting System and will be Security Technology Integration Program capable. 
Because of these significant improvements, a lower life cycle cost is expected. 

• Obligations to date: $6.1 million 
• Projected FY 2009 obligations: FY 2009 - $0.5 million 
• Projected FY 2009 expenditures: FY09 - $0.5 mj)Jion 
• Projected ARRA obligations: FY 2009 - $22.0 million 
• Projected ARRA expenditures: FY 2010 - $22.0 million 
• Major performance o bjectives: 

o Probability of detection of threat items: Classified 
o Throughput: 180 samples per hour, to include machine processing and analysis, 

when no alarms are present 
o Operational availability: ;::: 98 percent 

• Activities and Milestones/ Accomplishments: 
o QT&E: Ql FY 2008 

FOR OFFICIAL USE ONLY 

WARNING: This document is. FOR OFFlCTAL USE. ONLY (FOUO). It contains. in formation that may be exempt from public release under. 
the Freedom of Information Act (5. U.S.C. 552). It is to be controlled. stored, handled, transmitted, distributed, and disposed of in accordance 
with Dcpanment o f Homeland Security (DI IS) policy re lating to POUO information and is not to be released to the public or other personnel who 
do not have a valid "need-to-know" without prior approval of an authorized OHS offic ial. 

8 



FOR OFFICIAL USE ONLY 

o OT&E: Q2 FY 2008 
o Contract award:. Q4 FY 2008 
o IOC: Ql FY 2009 
o FOC: Q4 FY 2014 

Description of lnitiative VII - CADs 
• CADs are portable systems that can be used by BAOs and Explosives Security 

Speciali sts (ESS) to identify a range of chemical agents, precursors and explosives threats 
quickly. These devices wi ll be used to assess suspicious substances in the possession of 
passengers traveling through the security checkpoints. 

• Obligations to date: $0.25 million 
• Projected FY 2009 obl igations: FY 2009 - $0 
• Projected FY 2009 expenditures: FY 2009 - $0 
• Projected ARRA obligations by year: FY 2009 - $0.25 million; FY 2010 - $6.75 million 
• Projected ARRA expenditures:. FY 2010 - $7.0 million 
• Major performance objectives: 

o Probability of detection of threat items: Classified 
o Operational availability: 2: 96 percent 

• Activities and Milestones/Accomplishments: 
o QT&E: Q4 FY 2009 
o OT&E: Ql FY 2010 
o Contract award: Ql FY 2010 
o IOC: Ql FY 2010 
o FOC: Q4 FY 2010 

Description of Initiative VIII - Integration 
Relates to all tasks associated with the installation of security technology equipment at 
geographically di spersed airports nationwide. 
• Integration services can include moving equipment, small-scale fac ility modification or 

electrical and plumbing repairs. 
• Project Logistics deal with the procurement, distribution and replacement of systems to 

and from the field. 
• Installation and. Design services encompass architectural design and review, site survey 

and construction package review. 
• Projected FY 2009 obligations: FY 2009 - $31.9 million 
• Projected FY 2009 expenditures by year: FY 2009 - $15.0 million; FY 2010 -

$16.9 million 
• Projected ARRA obligations: FY 2009 - $68.2 million 
• Projected ARRA expenditures: FY 2010 - $68.2 million 
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Description of lnitiative fX - Program Operations and Management 
Program Operations and Management encompasses activities needed for the procurement 
and deployment of security systems to the Nation 's ah-ports. The following activities make 
up this initiative: 
• Engineering Support encompasses requirements review, technical representation and 

technical management support. 
• Independent Verification and Validation encompasses factory acceptance testing, site 

acceptance testing and integrated site testing. 
• Data Collection activities are those associated with documentation, reports and technical 

support of testing. 
• TSA Systems Integration Facility provides an operationally realistic environment to 

evaluate current/new advanced screening technologies,. processes. and procedures against 
known threats to transportation venues, particularly air transportation venues. 

• Program Resource and Data Management activities encompass project management 
support, financial management and analysis, data management and project scheduling. 

• Projected FY 2009 obligations: FY 2009 - $31.6 million 
• Projected FY 2009 expenditures by year: FY 2009- $20.0 million; FY 2010 -

$1 1.6 million 
• Projected ARRA obligations by year: FY 2009 - $2.0 million, FY 20 I 0 - $7 .5 million 
• Projected ARRA expenditures: FY 2010 - $9.5 million 

Description of initiative X - Technical and Engineering: Initiatives 
• Security Technology Integration Program is an agencywide system that enables TSA 

to connect all Transportation Security Equipment to one data management system that 
will facilitate the exchange of information across the network and facilitate maintenance 
servicing and diagnostic information. 

• Operational Integration (01) of Emerging Technology consists of data collection, 
research and field tests to verify systems, operational innovations and screening upgrades 
in a variety of conditions, climates and processes. Reliability, maintainability and 
availability wi ll be assessed on new technologies and innovations so that decisions 
concerning their deployability and usefulness can be effectively made .. Examples of 
emerging technologies to be field tested and piloted include AIT, AT, BLS and CAT 
(including passenger wait-time collection pilot). 

• TIP keeps TSOs alert and exposes them to a variety of prohibited item images they may 
not normally see. It is also used as an evaluation tool to assess a TSO's visual inspection 
performance of detecting prohibited items during real working hours instead of in lab 
conditions. 

• Engineering Changes are. required to modify technology to support enhanced 
capabilities such as throughput, detection, operator interface, and so on. 

• Exit Lane Breach Control tests and evaluates the performance capabilities and technical 
viability of technologies that minimize the risk of unauthorized access and reduce 
resource requirements at exit lanes. 
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• Projected FY 2009 obligations: FY 2009 - $26.6 million 
• Projected FY 2009 expenditures by year : FY 2009 - $15.0 million; FY 2010 -

$11.6 million 
• Projected ARRA obligations: FY 20 10 -$9.9 million 
• Projected ARRA expenditures: FY 2010 - $9.9 million 

Description of Initiative XI- Safety and Optimization 
• The Safety and Optimization Program improves the safety and efficiency of checkpoints 

and checked baggage screening operations. by deploying ancillary equipment and 
enhancing the design and layout of screening areas . 

• Funding will be used to procure equipment and services to complete airport safety 
enhancement projects to minimize the amount of TSOs injured on the job. 

• Projected FY 2009 obligations: FY 2009- $13.5 million 
• Projected FY 2009 expenditures by year: FY 2009 - $9.0 million; FY 2010 -

$4.5 million 

Description of Initiative XII - Checkpoint Reconfiguration 
• Checkpoint reconfigurations are required at airports to maintain or improve thro ughput 

due to the growth in passenger traffic. and the evolution of the. airline. industry. 
Reconfiguration of checkpoints can also be required as emerging technologies are 
deployed to efficiently utilize the checkpoint space. 

• Funding will be used to procure glass for wanding stations, adjustable divest and 
composure tables and ancillary equipment for checkpoints such as podiums and benches, 
as well as to reconfigure checkpoint equipment and layouts to accommodate emerging 
technologies and redesign to make checkpoints more efficient. 

• Projected FY 2009 ob ligations:. FY 2009 - $11.5 million 
• Projected FY 2009 expenditures by year: FY 2009 - $4.0 million, FY 2010 -

$7 .5 million 

Description of Initiative XIII - ASP 
• ASP utilizes the existing infrastructure owned and operated by the transportation 

authority fo r remote monitoring, threat detection and assessment in a partnership 
agreement to provide enhanced situational awareness of the checkpoint and checked 
baggage area of airports. 

• Obligations to date: about $48.0 million 
• Projected FY 2009 obligations: FY 2009 - $ 11 .0 million 
• Projected FY 2009 expenditures: FY 2010 - $ 11.0 million 
• Projected ARRA obligations: FY 2009 - $16.8. million 
• Projected ARRA expenditures: FY 2010 - $16.8 million 
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• Activities and Mi lestones/ Accomplishments: 
o Site visits: TBD by airport 
o Proposals: Q3 FY 2009 
o Contract awards: Q4 FY 2009 

Description of Initiative XN - Personnel Compensation and Benefits (PC&B) 
• Projected FY 2009 expenditures: FY 2009 - $6.0 million 
• Projected ARRA expenditures: FY 2010 - $3.8 million 
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III. Electronic Baggage Screening Program (EBSP) 

A. Background 

Mission 

EBSP's mission is central to the TSA security mission area because it covers: "The range of 
TSA activities that minimize the risk of injury or death of people or damage or Loss ofproperty 
due to hostile acts of terrorism that may be directed against the National Airspace System." 
Preventing catastrophic loss and air piracy involves verifying that checked baggage carries no 
prohibited items or items that have been identified as threat objects for the particular 
transportation mode. The screening process targets the checked baggage of all people boarding 
aircraft through the use of screening security systems. 

EBSP tests, acquires, deploys, integrates and maintains the technology that screens passenger
checked baggage to deter, detect, mitigate and prevent transportation of explosives or other 
prohibited items on commercial aircraft while ensuring freedom of movement for people and 
commerce. 

Purpose 

EBSP was ini tiated by the White House Commission on Aviation Safety and Security at the. 
Federal Aviation Administration in 1997. In response to the events of September 11, 2001, a 
Congressional mandate transferred the EBSP to DHS .. Furthermore, public laws were enacted to 
accelerate and dramatically increase the scope of the EBS P. The Aviation and Transportation 
Security Act (ATSA), P.L.107-71, stated that all checked baggage must be screened at all the 
nation's airports with an EDS or a suitable alternative as soon as possible but not later than 
December. 31, 2002 .. The Homeland Security Act of 2002. (HSA), P.L .. 107-296,. later granted 
DHS a waiver until December 31, 2003, to screen all checked baggage at all airports, a condition 
that was met. 

EBSP is currently in a "mixed" acquisition life cycle, focusing predominately on the purchase, 
deployment and sustainment phases of the acquisition process. The primary technologies 
acqu ired and deployed under the EBSP are EDS equipment and ETD devices. The following 
three technology configurations comply with the mandates. of ATSA and the HSA:. 

l. ETD-based Systems - TSOs use ETD machines as a primary method to screen bags. 

2. Standalone EDSs - TSOs use EDS machines as a primary method to screen bags. Alarmed 
bags are resolved by ETDs. 
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3. In line EDS Systems - TSOs use EDS machines as a primary method to screen bags. 
Alarmed bags are resolved by ETDs. 

Using EDS technology (both. inline and standalone) is preferred over using ETDs as a primary 
screening method because of the. following: 

I. (b)(3):49 u.s.c. § 114(r) 

per ormance capa 1 1t1es are c. ass1 1e . mprovmg secunty supports 
prevent and protect. 

2. Increased Efficiency - EDS machines have a higher throughput than ETD units used in 
primary screening, which decreases lobby congestion and passenger wait time. Higher 
baggage throughput supports TSA's goal of "ensuring freedom of movement for people and 
commerce." 

3. Decreased Labor Costs - EDS configurations at larger airports require fewer TSOs to operate 
than ETDs used in primary screening configurations. Increased automation reduces human 
error and personnel costs. EDS machines also have reduced operating costs over the life of 
the equipment and require less lifting of baggage, thus reducing the number of on-the-job 
injuries. 

These technologies have been in production since 1997, and production is expected to continue 
indefinitely with enhancements both to engineering and detection capabilities. EBSP currently 
manages seven technology vendors and 16 technology models and provides life-cycle 
procurement, deployment, integration and maintenance of more than 7,700 units of security 
equipment at approximately 450 U.S. Federalized airports. To date, EBSP has supplied 
68 airports with fu ll optimal systems and enabled some screening areas with optimal systems at 
52 additional airports. 

The following chart shows the enacted/appropriated funding since inception of the EDS/ETD 
Install and Purchase PPA. Values are in millions of dollars. 

Program Project 
and Activity 2002 02 S upp 2003 03 Supp 2004 2005 2006 2007 07 Supp 2008 2009 ARRA TOTAL 

EDS/ElD Purchase $859.80 $0.00 $174.50 $0.00 $150.00 $180.00 $175.00 $141.40 $55.44 $103.63 $107.70 $60.00 $2,007.47 
EDS/ElD Installation $0.00 $738.00 $265.00 $235.00 $250.00 $295.00 $295.00 $388.00 $229.56 $440.37 $436.30 $628.85 $4 201.23 

Total $859.80 $738.00 $439.50 $235.00 $400.00 $475.00 $470.00 $529.40 $285.00 $544.00 $544.00 $688.85 $6,208.70 
• Includes the AIAation Security Capital Fund (ASCF) Fee beginning FY 2007 

Goal 

The EBSP supports Goal Two of the OHS Strategic Plan, FY 2008-2013, "Protect Our Nation 
from Dangerous Goods." 
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EBSP fu lfills the congressional mandate for I 00 percent screening of aviation checked baggage 
by e lectronic or other approved means (found in A TSA Section 110). 

The mandate to screen l 00 percent of checked baggage has been achieved, and ongoing efforts 
to operate, maintain and improve screening systems. remains critical.. In particular, it is. 
imperative that the program continue to research, evaluate and deploy refinements to EDS and 
ETD technology and associated systems that allow for improvements in (1) throughput (checked 
bags per hour), (2) the false alarm rate, (3) system availability and (4) total cost of ownership for 
baggage screening (cost per checked bag) .. ln addition,. it is desirable to relocate equipment from 
airport lobby areas to baggage room areas. 

Program progress to date relative to EDS/ETD deployment and facility modifications 

EDS/ETD Purchases 
Historical Funding (FY 2004 through FY 2009) 
Dollars in Thousands 

% Agreements % Install 
Purchase Install Units/EDSs Units/ETDs A11<reements Awarded* Awarded** 

FY2004 
Enacted 149,700 249,000 136 24 19 100 
FY2005 
Enacted 180,000 295,000 134 248 3 100 
FY 2006 
Enacted 175,000 295,000 2 16 552 17 100 
FY 2007 
Enacted*** 14 1,400 388.000 133 529 7 100 
FY 2007 
Supplemental 
Enacted*** 55,440 229,560 48 0 6 100 
FY 2008 
Enacted*** 103,627 440,373 114 3 10 JOO 
FY 2009 
Enacted*** 107,700 436,300 129 0 II 0 

ARRA 60,000 628,850 160 0 26 11 

*Agreements awarded: percent of planned project Other Transactional Agreements (OTAs)/Letters oflntent (LOis) 
awarded either in the year funding was appropriated or the fo!Jowing year with carryover funding 
**Installs awarded: percent of planned airport projects completed with EDS/ETD purchased and installed equipment 
either in the year funding was appropriated or the following year with the available carryover funding. The FY 2008 
planned purchase and installation p rojects will be completed in FY 2009 with available carryover funding. 
***Includes $250 million Aviation Security Capital Fund fees 

Per congressional direction, EBSP allocates funding among a wide variety of airports ranging 
from non-hub to large. Funding provided to EBSP by the ARRA will reduce the timeline for 
reaching the optimal solution at all airports by up to 2-3 years. When EBSP nears the 
achievement of its optimal solution, funding allocation will begin to shift from primarily 
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purchase and install costs to operations and management and recapitalization costs as the need 
for new installations decreases. 

The TSA is currently planning to enter into letters of intent (LOI) negotiations with airports in 
Los Angeles, CA; Washington, DC; Tallahassee, FL and Fort Lauderdale, FL, for FY 2010. 
This early communication with the selected airports will ensure that TSA continues with the 
expedited deployment of EDSs to maintain a high level of system efficiency and effectiveness by 
decreasing threats. 

B. Expenditure Plan 

Summary of EBSP Expenditure Plan 

Section FY09 ARRA Total FY09 ARRA Total 
Approved Approved Approved Revised Revised Revised 

Program Operations and Management 
$74.9 $32.0 $ 106.9 $97.5 $54.85 $152.35 

LOI 
$200.0 $0.0 $200.0 $200.0 $0.0 $200.0 

OT A/New Paci lity Modification 
Agreement Projects 

$82.5 $598.1 $680.6 $67.3 $499.2 $566.5 

EDS Purchase and Install 
$146.6 $64.2 $210.8 $146.6 $94.2 $240.8 

Technology/Engineering Initiatives 
$40.0 $5.7 $45.7 $32.6 $40.6 $73.2 

Total 
$544.0 $700.0 $1244 $544.0 $688.85 $1232.85 

FY 2009 

The FY 2009 Spend Plan totals $544 million in FY 2009 enacted level: 
• Total FY 2009 Purchase Funds equal $ 107.7 million of enacted FY 2009 funds 
• Total FYO 209 Install Funds equal $436.3 million, which includes $186.3 million of 

enacted FY 2009 funds and $250 million Airport Security Capital Funds 

Total project costs represent incurred costs: original equipment procurement, manufacturer 
installation, integration, multiplexing, warehousing, shipping, testing and facility modifications. 
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Facility modification amounts are based on FY 2009 application information and TSA cost 
validation process. The amount is subject to change because of updated cost submittals and 
negotiations with the airport. 

TSA has identified a total of three LO Is, eight airports for facility modifications and 42 airports 
for Purchase and Installations. 

ARRA 

Based on the established long-tem1 EDS Strategic Planning Framework, plus airport-specific 
project information, EBSP submits a revised ARRA spend plan totaling $688.85 million for the 
purchase of EDS equipment, installation of EDS equipment and facility modifications to airports 
to accommodate the EDS equipment. The original plan was submitted with $700 million for this 
program, but further organizational review revealed a need to support ASP and resulted in a 
reallocation of $11.15 mmio n to PSP, resulting in a reduction of the EDS allocation. 

Total project costs represent the following incurred costs: original equipment procurement, 
manufacturer installation, integration, multiplexing, warehousing, shipping, testing and facility 
modifications. 

Facility modifications are based on initial applications and the TSA cost validation process. The 
amount is subject to change because of updated cost submissions and negotiations with the 
airports. 

The 16 airports identified to receive the first infusion of ARRA funds from TSA were selected 
from a pool of completed applications originally submitted for FY 2009 funding, but which 
remained unfunded because of resource limitations. The 16 ai rports had already provided 
complete applications, enjoyed proactive airport administrations and represented a cross-section 
of mid- to larger-size airports. Also, when taken together , the 16 airports comprised a significant 
percentage of passenger traffic, hence yielding excellent security enhancement value for the 
amount of ARRA funds identified. Of the original 16 airports which agreed to participate, one 
airport (Tallahassee) has since withdrawn. 

The original ARRA spend plan reflected a total cost of about $598 million for facility 
modifications, while revised projected costs totaled approximately $499.2 million. Ultimately, 
through the process of cost validation and negotiation, TSA was able to reduce the total projected 
costs for EDS airport projects from the original ARRA spend plan by more than $80 million 
while also adding 10 airport projects. The savings achieved will allow the EBSP to improve the 
security and efficiency of the screening process at these 10 airports, which had cost-validated 
plans in place but were prevuously deferred to FY 2010 and beyond. 

TSA identified 10 airports as potential candidates for these additional EDS airport projects. All 
would be. able to accept the funding in the. accelerated cycle and complete their proposed projects 
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in the allowable time frames. The. total cost fo r the 1.0 additional airports is $243 millio n. The 
l 0 additional airports are: 

• Lambert-Saint Louis International, St. Louis, MO 
• Washington Dulles International , Chantilly, VA 
• Yellowstone Regional, Cody, WY 
• William P. Hobby, Houston, TX 
• St. Petersburg-Clearwater International, St. Petersburg, FL 
• Gallatin Field, Bozeman, MT 
• Little Rock National, Little Rock, AR 
• Tulsa international, Tulsa, OK 
• Charlotte/Douglas International, Charlotte, NC 
• Colorado Springs, Colorado Springs, CO 

Program support will increase to accommodate the added projects. The TSA will increase Full 
Time Position staffing via the current hiring flexibilities available to agencies. Additional 
contract support personnel are also required to assist with site surveys/visits, airport outreach 
support, equipment testing and evaluation, and program management support. 

TSA also will increase the procurement and deployment of Reduced Size EDSs by $30 million 
to ETD-only airports to improve screening effectiveness and operational efficiencies. 

Supporting Data 

Estimated Number of Airports with Optimal Systems 

Total Optimal Optimal 
Entire Some Number of Systems Systems. 

Total Airport Screening Airports lnline lnline 

Number with Areas. with with at least % of Airports Projects Projects 
ofTSA Optimal Optimal one Optimal with at least one Funded Funded 

Category Airports Systems Systems System Optimal System FY 2009* ARRA*. 

x 27 5 17 22 8 1% 2. 

I 55 15 17 32 58% 3 

11 73 27 15 42 58% 6 
TTT 122 21 3 24 20% 2 1 

Total 277 68 52 120 43% 41 

*FY 2009 and ARRA funds include Reduced Size EDS purchase for ETD-only airports. 
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EBSP Expenditure Plan 

Expenditure Plan:. Appropriations, Obligations, and Expenditures 

PROGRAM SPENDING PLAN: EBSP 

APPROPRIATIONS IN$ MILLIONS 

Net Appropriated Funds1 

Project Outlays End-of-Q1 FY09 
Funds Obligated, Not Outlayed End-of-01 FY FY09 
Unobllgated Balance End-of-01 FY09 

UNOBLIGATED BALANCES BY FY.as of 30.JUNE 2009 

FV09 Total 
1,077.595 1,169.359 

PLANNED OBLIGATIONS IN$ MILLIONS AS OF 30 JUNE 2009 

Q1FY09 Q2FY09 Q3FY09 Q4FY09 Q1FY10 Q2FY10 

Plan 18.727 70.074 359.865 638.577 145.768 
Plan Cumulative 18.727 88.801 448.667 1,087.244 1,233.012 n/a 
Cumulative % Allotment 10.30% 55.92% 24.08% 0.00% 0.00% 
Actual 1.929 39.183 86.655 

PLANNED OUTLAYS IN $ MILLIONS AS OF 30 JUNE 2009 

Q1FV09 Q2FV09 Q3FV09 Q4FV09 Q1FY10 Q2FY10 

Plan 18.727 52.556 .. 250.925 216.311 680.666 13.800 
Plan Cumulative 18.727 71.283 322.208 538.519 1,219.185 1,232.985 
Cumulative % Allotment 10.30% 23.30% 13.15% 0.00% 0.00% 0.00% 
Actual 1.929 12.248 32.987 

Q3FY10 

n/a 

Q3FV10 

n/a 
0.00% 

1. Total of all FY09 appropriations, actual and planned obligations, and actual and planned expenditures 

EBSP Program Initiatives 

Description of Initiative I - Program Operations and Management 

1,232.85 
109.01 
63.99 

1,077.60 

Q4FY10 

n/a 

Q4FV10 

n/a 
0.00% 

• Description: The Program Operations and Management initiative is broken down into 
five sections. 

1. Operations and Compliance/Interim Solutions 
o Moves, Adds and Changes 
o Equipment Warehousing 

2. Program Support 
o Program, Resource and Data Management Services 
o Testing Services 
o Audits, Travel, Training and Certification 

$15.35 million 
$3.5 million 

$26.0 million 
$234 million 
$1.2 million 
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3. Engineering Support 
o Integration and Installation Management 
o Engineering Technical and Design Support 

4. TSA Systems Integration Facility (TSlF) Support 
5. TSIF Building Purchase 
6. PC&B 

• Projected FY 2009 Obligations and Expenditures: 
• Projected ARRA Obligations and Expenditures: 

Description of Initiative II - LOI (FY 2009) 

$38.3 million 
$13.6 million 
$4.8 miUion 
$7.4 million 

$18.8 million 
$97 .5 million 

$54.85 million 

• Previously committed multi year agreements for facility modifications 
• Projected FY 2009 Obligations and Expenditures: $200.0 million 

Description of Initiative III - EDS 

• FY 2009 
o The following EDSs will be purchased and installed: 

- Equipment for new terminals to permit TSA to screen bags on opening day to 
ensure that the airports do not rely on other screening solutions 
Equipment necessary to maintain 100 percent screening compliance at 
ex isting installations . 

- Equipment to fulfill existing TSA facility modification agreements (for 
example, EDS machines for LOI or Other Transactional Agreement (OTA) 
airports) for optimal in-line screening solutions that remove lobby congestion 
and decrease security concerns 

- Equipment to airports that have not received facility modifications funding but 
are proceeding with optimal system projects via their own financing, which 
are the most cost effective 

o Projected FY 2009 Obligations and Expenditures: $146.6 million 
o Activities and Milestones: Installs based on airport schedules 

• ARRA 
o Recapitalization efforts for airports with EDS solutions at the end of the ir life 

cycle 
o ETD-only airports that now require EDS technology to meet the screening 

requirements to improve screening effecti veness and to improve operatio nal 
efficiencies through improved throughput and reduced on-the-job injuries 

o Projected ARRA Obligations and Expenditures: $94.2 million 
o Activities and Milestones: Purchases to occur in Q3 FY 2009; installs based on 

airport schedules. 
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Description of lnitiative IV - New Facility Modification Agreements to Construct a Checked. 
Baggage Inspection System (CBIS). 

• FY 2009 - OTAs will be used to fund facility modifications to construct a CBIS at eight 
airports. 

o See Appendix M for Obligation data. 
o See Appendix. 0 for Milestones. 
o Projected FY 2009 Obligations and Expenditures: $67.32 million 

• ARRA - OT As will be used to fund facil ity modifications to construct a CBIS at 25 
airports. TSA will assess the ability to add projects after completion of the cost 
validation for these 25 airports, which provides the anticipated cost difference between 
airport request funds and TSA-awarded funds. 

o See Appendix N for Obligation data. 
o See Appendix. P for Milestones. 
o Projected ARRA Obligations and Expenditures: $499.2 million 

Description of Initiative V - Technology/Engineering Initiatives 

• FY 2009 - Contracting Officer's Technical Representative/Engineering Initiatives will 
address: 

o Design and configuration changes/modifications (includes reconfiguration). 
o Requirements and Engineering Change Proposals. 
o Change in government guidance/objectives to improve efficiencies and equipment 

performance, such as employing equipment upgrades across the entire fleet of 
EDS (example: performance upgrade all CT-80 to CT-80DR) and implementing 
local networking at sites with multiple CT-80/CT-80DR systems to improve data 
collection efficiencies. 

o Non-operational issues, such as problems with repairs associated with equipment 
redeployment and out-of warranty. 

o Lack of commonal ity among checked baggage screening solutions. 
o Limitations on deployment of screening solutions based on existing site 

conditions. 
o Variances in technology capabilities that limit TSA flexibility in providing 

optimal screening solutions. 
o Projected Obl igations and Expenditures: 'fotal FY09 Engineering Initiatives: 

$17.6 million 
• ASP will address: 

o Remote visibility into the baggage resolution and screening areas in case of 
emergency to aid in threat identification and response. 

o A means to create an overall situational awareness to support oversight control for 
loss prevention, remote supervision, training, staffing, performance evaluation 
and legal or investigative needs with recordation. 
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o An additional layer of security for the locations where TSA screens checked 
baggage to reduce the risk of threats from being introduced into checked baggage. 

o Projected Obligations and Expenditures: Total FY 2009 ASP Initiatives : 
$5.0 million 

o Projected Obligations and Expenditures: Total ARRA ASP Initiatives: 
$40.6 million 

• Security Technology Integrated Program (STIP) will address: 
o Equipment in-service upgrades and automated data retrieval on equipment and 

screener performance to increase equipment availability, reliability and 
effectiveness~ improve performance management and reduce overall operating 
and support costs. 

o Equipment replacement, reconfiguration and deployment strategies to increase 
throughput, systems capacity and effectiveness. 

o Projected Obligations and Expenditures: 'fotal FY 2009 STIP Initiatives: 
$8.0 million 

• OI will address: 
o System integration and equipment purchases required for operational test and 

evaluation activities. 
o Projected Obligations and Expenditures: Total FY 2009 OT Initiatives: 

$2.0 million 

• Projected Obligations and Expenditures:. Total FY 2009 Technology/Engineering Initiatives: 
$32.6 millions 

• Projected Obligations and Expenditures: Total ARRA Technology/Engineering Initiatives: 
$40.6 millions 
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IV. Appendices 

Appendix A. Abbreviations/ Acronyms 

ARRA American Recovery and Reinvestment Act of 2009 

AIT Advanced! Imaging Technology 

ASP Advanced Surveillance Program 

AT Advanced Technology 

ATSA Aviation & Transportation Security Act 

BAO Bomb ApJPraisal Officer 

BLS Bottled Litquids Scanner 

CAD Chemical Analyzer Detector 

CAT/BPSS 
Credential Authentication Technology/Boarding Pass Scanning 
Systems 

CBIS Checked Baggage Inspection System 

DHS Department of Homeland Security 

EBSP Electronic Bae:e:age Screening Program 

EDS Explosives Detection Systems 

EMD Enhanced Metal Detector 

ETD Explosives Trace Detection 

FAA Federal Aviation Administration 

FOC Full Operational Capability 

FY Fiscal Year 

HSA Homeland Security Act of 2002 

IOC Initial Operational Capability 

LOI Letter of Intent 

Next Gen ETD Next Generation Explosives Trace Detector 

01 Operational Integration 

OT&E Operational Testing and Evaluation 

OTA Other Transactional Agreement 

PC&B Personnel Compensation and Benefits 

PPA Program, Project and Activity 

PSP Passenger Screening Program 

QT&E Qualification Testing and Evaluation 

STIP Security Technology Integration Program 
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Appendix A. Abbreviations/ Acronyms (continued) 

TIP Threat Image Projection 

TRX Threat Image Projection (TIP) Ready X-Ray 

TSA Transportation Security Administration 

TSIF TSA Systems Integration Facility 

TSO Transportation Security Officer 

ucs Universal Conveyor Systems 
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Appendix B. Airport Codes 

Airport 
Airport Name Airport Location 

Code 
ACK Nantucket Memorial Nantucket, M A 

AM A Rick Husband Amarillo International Amarillo, TX 

ASE Aspen-Pitkin County/Sardy Field Aspen, CO 

ATL Hartsfield - Jackson Atlanta International Atlanta, GA 

BOI Boise Air Terminal/Gowen Field Boise, ID 

BZN Gallatin Field Bozeman, MT 

CHA Lovell Field Chattanooga, TN 

CHS Charleston AFB/International Charleston, SC 

CLT Charlotte/Douglas International Charlotte, NC 

CMH Port Columbus International Columbus, OH 

CMl University of lllino is - Willard Savoy, IL 

COD Yell ow stone Regional Cody, WY 

cos Colorado Springs Colorado Springs, CO 

CVG Cincinnati/Northern Kentucky International Covington, KY 

DAY James M Cox Dayton International Dayton, OH 

DCA Ronald Reagan Washington National Washington, DC 

EGE Eagle County Regional Eagle, CO 

EWR Newark Liberty International Newark, NJ 

FAT Fresno Yosemite International. Fresno, CA 

GEG Spokane International Spokane, WA 

GPI Glacier Park International Kalispell , MT 

GRR Gerald R. Ford International Grand Rapids, MI 

GUC Gunnison-Crested Butte Regional Gunnison, CO 

HON Yam pa Valley Hayden, CO 

HLN Helena Regional Helena, MT 

HNL Honolulu International Honolulu, HI 

HOU William P. Hobby Houston, TX 

HSY Huntsville International - Carl T Jones Field Huntsville, AL 

IAD Washington Dulles International Washington, DC 

IAH George Bush Intercontinental/Houston Houston, TX 
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Appendix B. Airport Codes (continued) 

Airport 
Airport Name Airport Location 

Code 
ICT Wichita Mid-Continent Wichita, KS 

ITO Hilo International Hilo, HJ 

JAC Jackson Hole. Jackson Hole, WY 

JFK John F. Kennedy International New York, NY 

LGA La Guardia New York, NY 

LIT Little Rock National Little Rock, AR 

LSE La Crosse Municipal La Crosse, WI 

MCO Orlando International Orlando, FL 

MFR Rogue Valley International - Medford Medford, OR 

MIA Miami International Miami, FL 

MKK Molokai Airport Kaunakakai, HI 

MSP 
Minneapolis - St Paul International/Wold-

Minneapolis, MN 
Chamberlain 

MSY Louis Armstrong New Orleans International New Orleans, LA 

OAK Metropolitan Oakland International Oakland, CA 

OGG Kahului Maui, HI 

ORD Chicago O'Hare International Chicago, IL 

PFN Panama City-Bay County International Panama City, FL 

PHL Philadelphia International Philadelphia, PA 

PHX Phoenix Sky Harbor International Airport Phoenix, AZ 

PIE St. Petersburg-Clearwater International St. Petersburg, FL 

PIT Pittsburgh International Pittsburgh, PA 

PNS Pensacola Regional Pensacola, FL 

PWM Portland Internatio nal Jetport Portland, ME 

RDM Roberts Field Redmond, OR 

RDU Rale igh-Durham International Raleigh, NC 

RNO Reno/Tahoe International Reno, NV 

ROC Greater Rochester International Rochester, NY 

SAN San Diego International San Diego, CA 

SAT San Antonio International San Antonio, TX 
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Appendix B. Airport Codes (continued) 

Airport Airport Name Airport Location 
Code 
SBA Santa Barbara M unicipal Santa Barbara, CA 

SFO San Francisco International San Francisco, CA 

SJC Norman Y. Mineta San Jose. International San Jose, CA 

SMF Sacramento International Sacramento, CA 

SMX Santa Maria Public Airport Santa Maria, CA 

SNA John Wayne Airport-Orange County Orange County, CA 

STL Lambert-Saint Louis International St. Louis, MO 

SUN Friedman Memorial Hailey, ID 

TLH Tallahassee Regional Tallahassee, FL 

TRI Tri-Cities Regional Bristol/Johnson/Kingsport, TN 

TUL Tulsa International Tulsa, OK 

TUS Tucson International Tucson, AZ 

UTA Tunica Municipal Tunica, MS 
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Appendix C. Passenger Screening Program (PSP) Deployments by Airport 

The number of procurements may not equal the number of deployments in one fiscal year. Planned airports are a function of the quantity 
and timing of units procured previously and the quantity of deployments being achieved. The chart below accounts for all deployments 
scheduled to occur by September 30, 2009. 

Pla n ned 
Airport S IZE ETD 

J FK x 22 

LAX x 14 

DCA x 3 

BWI x 8 

IAD x 4 

ORD x 13 

MIA x 6 

LGA x 3 

EWR x 15 

IAH x 12 

BOS x 9 

P HL x 2 

DTW x 19 

DFW x 13 
All_ x 15 

SFO x 12 

MSP x 9 

MCO x 3 

HNL x 9 

DEN x 4 

SJU x 8 

LAS x 1 

SEA x 7 

CLT x 3 

SAN I 4 

PHX x 7 

FLL x 13 

GUM I 
CVG x 4 

RDU I 1 

A ctual Pla nned Actua l P lanne d Actua l Pla nne d A ctual Pla n ned Actua l Plann e d T ech Actual T e c h Pla n ned Set 
ETD A T AT AIT AIT B L S B L S C A T CAT Cost C o st Up Cost 

10 29 23 35 $ 4,220,000 $ 1,902, 110 $ 572,089 

3 29 $ . 1,927,500 $ 196,770 $ 119,257. 

2 6 $ . . 405,000. $. 308,394 $ . 2 5 ,098. 

1 8 14 $ 1,095,000 $ 172,238 $ 102, 364 

6 9 $ 577,500 $ 1,033,4 28 $ 35,597 

51 51 2 19 $ 8 , 189.500 $ 3,345,090 $ 1 ,722,527 

13 10 $ 735,000 $. 2,239,094 $ 45,930 

9 9 9 $. . 1,642,500 $ . 1 ,550,1 42 $. 302,919 

12 1 3 12 $ 3 ,333,000 $ 65,590 $ 5 84,955 

11 11 1 1 $ 2,507,500 $ 721,4 90 $ 404,4 01 

16 13 6 16 $ 4,106,000 $ 2.239.094 $ 825,482 

14 21 9 $ 2,207,500 $ 1,377,390 $ . . 449, 609. 

3 4 18 12 $. . 5,840,000 $ . 3, 100,284 $ 1 , 128.868 

8 22 $ 1 ,605,000 $ 1,377,904 $ 100,226 

18 3 1 1 $. . 1,312,500 $ . 1 ,643,211 $ . 84,963. 

14 10 1 14 $ 2 ,995,000 $ 1,876,577 $ 5 01 ,274 

10 10 10 $ 2, 165,000 $ 655,900 $ 359,8 10 

10 9 10 $ 1,805,000 $ 1,550,142 $ 335,210 

9 9 9 $ . 2,002,500 $. 1 ,550, 1 42 $ . .327,5 19 . 

7 $ . . . 502,500. $ - $ . 31,331. 

6 4 6 $ 1,455,000 $ 262,360 $ 226, 546 

12 $ 510,000 $ - $ 29,696 

9 10 9 $ 1,882,500 $ 655,900 $ 319.319 

5 4 5 $ 992,500 $ 262,360 $ . . 173,755. 

8 7 8 $. . 1,540,000 $. 459, 130 $ 274,728 

1 11 $ 832,500 $ 65,590 $ 52, 163 

9 9 9 $ 2,242,500 $ 590,310 $ 343,919 

5 1 $ 662,500 $ - $ 152,923 

5 4 6 $ . 1,090,000 $ 688,952 $ . . 179,988. 

5 5 5 $ 872.500 $ 327.950 $ 165,555 
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3 1 

Actual S e t 
Up Cost 

$ 874,582 

$ 90,474 

$ 90,642 

$ 30, 158 

$ 180,948 

$ 1 ,538,058 

. $ 392,054 

$ 271 ,422 

$ 30, 158 

$ 331 , 738 

$ 392,054 

. $ 633,318 

$ 542,844 

$ 241 ,264 

$ 678,807 

$ 346,901 

$ 301 ,580 

$ 271 ,422 

. $ 271 ,422 

$ -. 
$ 120.632 

$ 

$ 301 ,580 

. $ 120,632 

$ 2 1 1 , 106 

$ 30, 158 

$ 271 ,422 

$ 

.$ 120,632 

$ 150,790 
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Appendix C. PSP Deployments by Airport (continued) 

Planned 
Airport SIZE ETD 

POX I 3 

MEM I 4 

sn. x 3 

JAX I 4 

ANC I 
SYR II 

SJC I 2 

SLC I 
BUF I 
BNA I 5 

SAT I 4 

PIT I 
IND IV 

GSN 
TPA 1 

PBI 1 

ONT 1 

MKE 2 

MDW 
MCI 1 

HOU 
DAL 1 

CLE 4 

BUR 1 

BHM 
BDL 
TUS 1 

SNA 1 

SFB II 1 

PVD I 2 

Actual. Planne d Actual Planne d Actual Planned Actual. P lanne d Actual Planned Te ch Actual Tech Planned Set 
ETD AT AT AIT AIT BLS BLS CAT CAT Cost Cost Up Cost 

6 5 6 $ 1,155,000 $ 861, 190 $ 206,046 

4 5 $ 927,500 $ - $ 147,697 

6 5 6 $ 1,155,000 $ 327,950 $ 206,046 

2 2 1 2 $ -565,000 $. 498,673 $ 80,982 

3 3 3 $ 487,500 $ 196,770 $. -96,873 

3 3 $ 487,500 $ - $ 96,873 

6 2 6 $ 1,095,000 $ 344,476 $ 201 ,946 

6 5 1 6 $ 975,000 $ 1,015,387 $ 193,746 

2 3 2 $ -325,000 $. 516,714_ $ 64,582 

4 4 $ 950,000 $ - $ _ 149,664 

3 3 3 $ 727,500 $ 196,770 $ 113,273 

4 4 4 $ 650,000 $ 262,360 $ 129,164 

1 5 $ 187,500 $ 65,590 $ 10,665 

2 3 1 $ 287,500 $. 196,770_ $ 62,449 

7 6 2 7 $ 1,197,500_ $ _ 1,341 ,822 $ _ 230 ,137 

4 4 $ 710,000 $ - $ 133,264 

2 2 $ 385,000 $ - $ 68,682 

4 4 4 $ 770,000 $ 688,952 $ 137,364 

5 5 $ -625,000 $_ 861, 190_ $ _ - 150,790 

10 11 $_ 1,310,000_ $ - 1,894,618 $ _ 305,680 

6 $ 750,000 $ - $ 180 ,948 

2 3 $ 310,000 $ 516,714 $ 64,416 

5 4 $ 865,000 $ 688,952 $ 167,190 

2 2 $ 310,000 $_ 344,476_ $ 64,4 16 

2 $ 250,000 $ - $_ 6 0 ,3 16 

3 3 $ 37 5 ,000 $ 516,714 $ 90,474 

6 2 $ 810,000 $ 131 , 180 $ 185,048 

4 4 $ 560,000 $ 262,360 $ 124,732 

3 2 $ _ 435,000 $_ 344,476_ $ 94,574 

2 2 $ 370,000 $ 344,476 $_ 68,5 16 
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Actual Set 
Up Cost 

$ 150,790 

$ -
$ 150,790 

$. 105,637 

$ - 90,474_ 

$ -
$ 60,316 

$ 196, 111 

$ _ 90,474 

$ -
$ 90,474 

$ 120,632 

$ 30, 158 

$ _ 90,474 

$ 271 ,590 

$ -
$ -

$ 120,632 

$_ 150,790 

$ 331 ,738 

$ -
$ 90,474 

$ 120,632 

$ _ 60,316 

$ -

$ 90,474 

$ 60,316 

$ 120,632 

$ _ 60,316 

$ 60,316 
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Appendix C. PSP Deployments by Airport (continued) 

Planned 
Airport SIZE ETD 

ORF 1 

MSY 1 

GEG 
DAY 
ROC 
SMF 1 

RSW 1 

RNO 2 

OMA 
OKC 
OGG 2 

OAK 
AUS 2 

CMH 1 

STT 1 

MHT 1 

MDT II 1 

UH I 2 

LGB I 
FAI II 

STX Ill 1 

PPG Ill 4 

FAT II 

KOA I 1 

GRR II 

MLB II 

DAB II 

HPN II 

ABE II 

RIC I 1 

Actual Planne d Actual Planne d Actual Planned Actual P lanne d Actual Planned Te ch Actual Tech Planned Set 
ETD AT AT AIT AIT BLS BLS CAT CAT Cost Cost Up Cost 

2 2 $ 310,000 $ 344,476 $ 64,416 

4 $ 560,000 $ - $ 124,732 

2 2 $ 250,000 $ 344,476 $ 60,3 16 

6 $. 750,000_ $ - $ _ 180,948_ 

6 2 $ . 750,000 $ - . . 344,476 $. 180,948 

9 5 $ 1 , 185,000 $ 861, 190 $ 275,522 

4 $ 560,000 $ - $ 124,732 

2 1 $ 370,000 $ 172,238 $ 68,5 16 

2 2 $. 250,000 $ 344,476 $ _ 60,3 16 

2 2 $ _ 250,000 $ - 344,476 $. 60,316 

6 2 $ 870,000 $ 131,180 $ 189,148 

4 4 $ 500,000 $ 688,952 $ 120,632 

4 2 $ 620,000 $ 131 , 180 $ 128,832 

3 $. 435,000. . $ - . $ . 94,574 

6 6 $ _ 810,000 $ - .. 393,540 . $ .. 185,048 

3 3 $ 435,000 $ 516,714 $ 94,574 

3 $ 435,000 $ - $ 94,574 

3 4 $ 495,000 $ 262,360 $ 98,674 

2 4 $. 250,000 $ 262,360 $ _ 60,3 16 

2 2 $ _ 250,000 $ - .. 131, 180 $. 60,3 16 

3 3 $ 435,000 $ 196,770 $ 94,574 

1 1 $ 365,000 $ 65,590 $ 46,558 

2 2 $ 250,000 $ 131 , 180 $ 60,316 

3 4 $. 435,000 $ 262,360 $ . 94,574 

4 2 $ _ 500,000 $ - . . 344,476 $. 120,632 

2 $ 250,000 $ - $ 60,316 

2 $ 250,000 $ - $ 60,316 

2 $ 250,000 $ - $ 60,3 16 

2 2 $ - 250,000_ . $ 131 , 180 $ _ 60,3 16 

6 2 1 $ _ 810,000 $ - 285,377 $ .. 185,048 
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Actual Set 
Up Cost 

$ 60,316 

$ -
$ 60,316 

$ -
$ . 60,316. 

$ 150 ,790 

$ -
$ 30, 158 

$ 60,316 

$ . 60,316. 

$ 60,316 

$ 120,632 

$ 60,316 

$ -
$ 180,9 48. 

$ 90,474 

$ -
$ 120,632 

$ 120 ,632 

$ . 60,316 

$ 90,474 

$ 30, 158 

$ 60,316 

$ 120,632 

$ . 60,316 

$ -

$ -
$ -

$ 60,316 

$ 105,637 
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Appendix C. PSP Deployments by Airport (continued) 
Planned Actual. Planned Actual Planned Actual Planne d Actual. P lanne d Actual Planned T ech Actual Tech Plann ed Set A ctual Set 

Airport SIZE ETD ETD AT AT AIT AIT BLS BLS CAT CAT Co8l Co8l UpCo8l UpCo8l 

ABO I 2 $ 120.000 $ - $ 8.200 $ -
ABI Ill 1 $ 60,000 $ - $ 4,100 $ -

AMA II 1 $ 60,000 $ - $ 4,100 $ -
BU Ill 2 $ 120,000 $ - $ 8,200 $ -

BMI Ill 3 $ 180.000 $ - $ 12,300 $ -
BlV II 1 $ 60,000 $ - $ 4 , 100 $ -

CEF Ill 1 $ 60,000 $ - $ 4,100 $ -
CHO Ill 1 $ 60,000 $ - $ 4 , 100 $ -

CID II 1 $. 60,000 $ - $ _ 4 . 100 $ -
ELP I 3 $ 180,000 $ - $ 12,300 $ -
ERi Ill 1 $ 60.000 . $ - $ . 4 . 100 $ -

GSO I 1 $ 60,000 $ - $ 4 , 100 $ -
GSP II 1 $ 60,000 $ - . $ . 4,100 $ -
ILM II 1 $ . 60,000 . $ .. - $ . 4 , 100. $ . . -

ITO II 1 $ 60.000 $ - $ . 4 , 100 $ -
IWA Ill 1 $ 60,000 $ -· - $ . 4 , 100. $ . . -

LEX II 2 $ 120.00Q . $ - $ . 8,200 $ -
LNK Ill 1 $ 60,000 . $ -- - $ . 4 , 100. $ .. -
MBS Ill 1 $ 60,000 $ - $ 4 , 100 $ -
MGM Ill 1 $ 60,000 $ - $ . 4 , 100. $ -
MYR II 1 $ 60.000 $ - $ 4 , 100 $ -
PIE II 1 $ 60,000 $ - $ . 4 , 100. $ . . -
PNS II 1 $ 60,000 $ - $ 4 , 100 $ -

PSE Ill 2 $ 120.000 $ - $ 8 , 200 $ -
SBN II 1 $ 60,000 $ - $ 4 , 100 $ -

SPS Ill 1 $ 60,000 $ - $ 4.100 $ -
VLD Ill 1 $ 60,000 $ - $ 4 , 100 $ -
UNV IV 2 $ 120.000 $ - $ 8,200 $ -
BPT IV 1 $ 60,000 $ - $ 4 , 100 $ -
TUL IV NIA NIA NIA 1 NIA N/A $ - $ 154. 197 $ - $ 45,321 

TOTAL 346 0 472 427 11 12 401 0 49 0 $ 97,671 ,000 $ 49,480,526 $17, 190,790 $13,421 ,318 

*TUL was included as a new airport in the first quarter and second quarter expenditure plans. The "N/A" identified it as new airport, whjch meant there was no 
irutial plan to compare the actual plan to. 
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FOR OFFICIAL USE ONLY 

Appendix D. PSP FY 2009 Summary Spend Plan 

Approved Revised 
Initial Revised FYW FYW 

Technolo2v # of Units # of Units Funds Funds 
Advanced Technology * 436 488 $54.50 $61.00 
Universal Conveyor Systems 200 0 $25.00 $0.00 
Advanced Imaging Technology 175 175 $28.90 $28.90 
Credential Authentication Technology * 288 0 $6.50 $0.00 
Bottled Liquids Scanners * 200 600 $7.50 $22.70 
Explosives Trace Detectors 100 0 $6.00 $0.50 

Subtotal $128.40 $113.10 

* Equiprrent quantities to be purchased with Fiscal Year 2009 funds and canyover funds 
were reallocated for Advanced Technology, Bottled Liquids Scanners, and Credential 
Authentication Technology. 
Prol!l'3m Operations and Management 
Integration $30.55 $31.90 
Warehouse $1.25 $5.30 
Engineering Support $4.10 $7.70 
Testing (IV & V) $3.30 $0.05 
Data Collection $3.00 $0.00 
TSA Systems Integration Facility (TSIF) Suppor t $1.50 $5.90 
TSA Systems Integration Facility (TSIF) building purchase $0.00 $2.40 
Program and Data Management $12.20 $9.30 
Travel, Training, S uppl ies $1.10 $0.95 

Subtotal $57.00 $63.50 
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Appendix D. PSP FY 2009 Summary Spend Plan (continued) 

Approved Rev tied 
FYOO FYOO 

Technical and Engineerine Initiatives Ftmds Funds 
Security Technology Integration Program $7.60 $10.50 
Operational Integration of Emerging Technology $7.00 $10.00 
Threat Image Projection $4.00 $4.00 
Engineering Changes $2.40 $0.50 
Exit Lanes Data Collection $1.60 $1.60 

Subtotal $22.60 $26.60 

Safety and Optimization 
Equipment $5.00 $5.00 
System Integrator $3.00 $3.00 
Engineering Support $2.50 $2.50 
Airport Projects $2.00 $2.00. 
Project Logistics $1.00 $1.00 

Subtotal $13.50 $13.50 

Checkpoint Reconfieuration 
Ancillary Equipment $3.00 $3.00 
Glass Partitions $2.70 $2.70 
CheclqX>i nt Optimizations $1.70 $1.70. 
Divest/Comin ure/Roller Tables $1.50 $1.50 
Project Logistics $ l.50 $1.50 
Engineering and Technical Support $1.00 $1.00 

Travel $0.10 $0.10 

Subtotal $11.50 $11.50 
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FOR OFFICIAL USE ONLY 

Appendix D. PSP FY 2009 Summary Spend Plan (continued) 

Advanced Surveillance Program Approved Rev~ed 
FYOO FYOO 

Ftmds Ftmd~ 

Boston (BOS) $4.30 $1.80 
Orlando (MCO) $3.30 $0.00 
Philarelphia (PHL) $1.60 $3.40 
Phoenix (PHX) $0.00 $0.00 
Atlanta (ATL) $0.00 $0.00 
Chicago (ORD) $0.80 $0.80 
Cleveland (CLE) $0.10 $0.10 
Louis Munoz Marin (SJU) $0.10 $0.10 
Long Beach (LGB) NIA $0.30 
Providence (PVD) NIA $1.30 
San Franci<;co NIA $2.40 
Program Support $0.80 $0.80 

Subtotal $11.00 $11.00 

Personnel Compemation and Benefits $6.00 $6.00 

Total* $250.00 $245.20 

*$4.8 million was reallocated from the checkpoint suppo11 Program, Project and Activi ty. 
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FOR OFFICIAL USE ONLY 

Appendix E. PSP American Recovery and Reinvestment Act 
(ARRA) Summary Spend Plan 

Approved Revised 

hutial Revised •. UH~\ ARRA 

Tedu1oloe:.v # of Units Fl of Units Fw1ds Fw1ds 

Advanced Technology * 755 611 $94.40 $76.40 
Universal Conveyor Systems 275 228 $34.40 $28.50 
Advanced Imagi.ng Technology 200 200 $32.20 $32.20 
Credential Authentication Technology 0 800 $0.00 $18.00 
Bottled Liquids Scanners 500 500 $18.80 $18.80 
Explosives Trace Detectors 300 400 $18.00 $22.00 
Chemical Analyzer Detectors NIA 140 NIA $7.00 

Subtotal $197.80 $202 .90 

*Reduced to add Credential Authentication Technology to ARRA spend plan. 
P1:oinun Operations and l\Ianaiement 

Integration $57.90 $68.20 
Testing (N&V) $2.00 $2.00 
Program and Data Management $23.00 $7.50 

Subtotal $82 .90 $'"'".'"O 

Teduucal and E1uri.neering hutiatives 

Engineering Changes $9.90 $9.90 
Subtotal $9.90 $9.90 
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FOR OFFICIAL USE ONLY 

Appendix E. PSP ARRA Summary Spend Plan (continued) 

Advanced Surveillance Program Approved Revised 
ARRA ARRA 
Funm Fmds 

Ronald Reagan Washington National $0.60 $ 1.90 
Cincinnati/Northern Kentucky International $1.80 $0.70 
Spokane International $1.10 $1.70 
Metropolitan Oakland International . $2.20 $0.00 
Boise Gowen Field Air Terminal NIA $0.80 
Kent County Airport NIA $0.60 
Washington Dulles International NIA $2.60 
Will Rogers World NIA $0.70 
Chicago Midway International NIA $1.40 
Ewt ey Airfield NIA $0.70 
Jarrx!s M Cox Dayton Incemational Airport NIA $0.45 
Kansas City International NIA $2.80 
Adams Field NIA $0.40 
Tarnpa lntemational NIA $2.10 

Subtotal $5.70 $16.85 

Personnel Coo11>ensation and Benefits $3.80 $3.80 

Total* $300.00 $311.15 

Numbers may not add due to rounding. 

*Revised ARRA funds: $1l .l million was shifted from Explosives Detection Systems to PSP 
for Advanced Surveillance Program/Closed Circuit Television projects. 
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FOR OFFICIAL USE ONLY 

Appendix F. PSP FY 2009 Obligation Data 

Planned Revised 
$ in Obligation $ in Obligation 

Soend Plan Cate2ories millions Date millions Date 

Advanced Technology $54.50 Jul-<1J $61.00 Nov-09 

Universal Conveyor Systems $25.00 Aug-00 $0.00 Mar-10 

Advanced Imaging Technology $28.90 Jul-W $28.90 Dec-09 

Credential Authentication Technology $6.50 Jul-<1J $0.00 Sep-09 

Bottled Liquids Scanners $7.50 Jul-<1J $22.70 Sep-09 

Explosives Trace Detectors $6.00 Jul-W $0.50 Sep-09 

Integration $30.55 Jul-W $3 L.90 Sep-09 

Program Operations and Management $26.45 Ongoing $31.60 Ongoing 

Technical and Engineering Initiatives $22.60 Ongoi.ng $26.60 Ongoing 
Safety and 0 ptimization $13.50 Ongoing $13.50 Ongoing 
Checkpoint Reconfiguration $11.50 Ongoing $1 L.50 Ongoing 
Advanced Surveillance Program $11.00 Ongoing $1 l.OO Ongoing 

Personnel Compensation and Benefits $6.00 Ongoing $6.00 Ongoing 
Subtotal $250.00 $245.20 
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FOR OFFICIAL USE ONLY 

Appendix G. PSP ARRA Obligation Data 

Plaiu1ed Revised 
$ in Obligation $in Obligation 

Spend Plai1 Catea:o1ies millions Date inillions Date 

Advanced Technology $94.40 Jul-09 $76.40 
May-09 
Nov-09 

Universal Conveyor Systems $34.40 Aug-09 $28.50 Mar-10 

Advanced Imaging Technology $32.20 Jul-09 $32.20 Sep-09 

Credential Authentication Technology $0.00 NIA $18.00 Sep-09 

Bottled Liquids Scanners $18.80 Jul-09 $18.80 Sep-09 

Exolosives Trace Detectors $18.00 Jul-09 $22.00 Sep-09 

Chemical Analyzer Detectors NIA NIA $7.00 
Sep-09 
Dec-09 

Integration $57.90 Jul-09 $68.20 Sep-09 

Program Operations and Management $25.00 Ongoing $9.50 Ongoing 

Technical and Engineering Initiatives $9.90 Ongoing $9.90 Ongoing 
Advanced Surveillance Program $5.70 Ongoing $16.85 Ongoing 
Personnel Compensation and Benefits $3.80 Ongoing $3.80 Ongoing 

Subtatal $300.00 $311.15 
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Appendix H. PSP FY 2009 Milestones 

Advanced Technology Planned Revised 

Initial Qualified Data Package Down Select Mar-09 Mar-09 
Qualification Testing and Evaluation Mar-09 Aug-09 
(QT&E) Begins 
Operational Testing and Evaluation (OT&E) Apr-09 Aug-09 
Begins 
Contract Award Jul-09 Nov-09 

Advanced Imaging Technology 
QT&E Begins Feb-09 Aug-09 

OT&EBegins Apr-09 Aug-09 

Request for Proposals Released Jun-09 Jun-09 

Contract A ward Jul-09 Sep-09 

Bottled Liquids Scanners 

QT&E Begins Mar-09 Jun-09 
OT&E Begins Mar-09 Jul-09 

Contract A ward Jul-09 Sep-09 

Advanced Surveillance Program 

Boston Logan International May-09 Sep-09 

Philadelphia lnternational May-09 Sep-09 

Orlando International May-09 NIA 
Phoenix Sky Harbor International May-09 NIA 
Chicago O'Hare International NIA Sep-09 

Cleveland Hopkins International NIA Sep-09 

Luis Munoz Marin International NIA Sep-09 

Long Beach NIA Sep-09 

Theodore Francis Green International NIA Sep-09 

San Francisco International NIA Sep-09 
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Appendix I. PSP ARRA Milestones 

Advanced Technology Planned Revised 

Initial Qualified Data Package Down Mar-09 Mar-09 
Select 
Qualification Testing and Evaluation Mar-09 Aug-09 
(QT&E) Begins 
Operational Testing and Evaluation Apr-09 Aug-09 
(OT&E) Begins 
Contract A ward Jul-09 Nov-09 

Universal Conveyor System 
QT&EBegins TBD TBD 

OT&EBegins TBD TBD 
Contract A ward TBD Mar-10 

Advanced Imaging Technology 
QT&E Begins Feb-09 Aug-09 

OT&E Begins Apr-09 Aug-09 

Request for Proposals Released Jun-09 Jun-09 
Contract A ward Jul-09 Sep-09 

Credential Authentication 
Technoloev 

QT&EBegins Aug-09 Aug-09 

OT&E Begins Aug-09 Aug-09 

Contract A ward Sep-09 Sep-09 

Bottled Liquids Scanners 

QT&EBegins Mar-09 Jun-09 
OT&E Begins Mar-09 Jul-09 
Contract A ward Jul-09 Sep-09 

Next Gen Explosives Trace. 
Detectors 

QT&EBegan Nov-07 Nov-07 

OT&EBegan Mar-08 Mar-08 

Contract A ward Aug-08 Aug-08 
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Appendix I. PSP ARRA Milestones (continued) 

Advanced Surveillance Program Planned Revised 
Ronald Reagan Washington National Jun-09 Jun-09 

Cincinnati/Northern Kentucky Jun-09 Jun-09 
International 
Spokane International Jun-09 Jul-09 

Metropolitan Oakland International Jun-09 NIA 
Boise Gowen Fie ld Air Terminal NIA Jul-09 

Kent County Airport NIA Jul-09 

Washington Dulles International NIA Sep-09 

Will Rogers World NIA Sep-09 

Chicago Midway International NIA Sep-09 

Eppley Airfield NIA Sep-09 

James M Cox Dayton International NIA Sep-09 

Kansas City International NIA Sep-09 

Adams Field NIA Sep-09 

Tampa International NIA Sep-09 
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Appendix J. PSP FY 2009 Actual vs. Anticipated Unobligated 
Balance, as of June 30, 2009 

Anticipated 
FY09. Unobligated at 
Spend Plan Category ($M) Budgeted Obligated Unobligated end of FY09 

Checkpoint Technology $203.20 $22.90 $180.30 $90.00 

Checkpoint Reconfiguration $11.50 $5.10 $6.40 $0.00 

ASP $11.00 $0.00 $11.00 $0.00 

Safety Optimization $13.50 $0.00 $13.50 $3.70 

PC&B $6.00 $3.80 $2.20 $1.15 

Total $245.20 $31.80 $213.40 $94.85 
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Appendix K. PSP ARRA Actual vs. Anticipated Unobligated 
Balance, as of June 30, 2009 

Anticipated 
Unobligated at 

ARRA Spend Plan Category ($M) Budgeted Obligated Unobllgated end of FY09 

Checkpoint Technology $290.50 $2.90 $287.60 $138.30 

Advanced Surveillance Program $16.85 $2.50 $14.35 $0.00 

Personnel Compensation and Benefits $3.80 $0.00 $3.80 $3.80 

Total $311.15 $5.40 $305.75 $142.10 
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Appendix L. Electronic Baggage Screening Program (EBSP) 
FY 2009 Obligation by Project 

Projcc1 Ti111:lincs Projccl Cosl ObligalionSchcdulc Obligation Balances 

Project 
Spend 

Initial Rcvi1cd_ 
Plan Ant.Stan Actual Ant.&d Actual Planned Actual Unobligated Anticipated 

Dollar Dollar Obligated 
Date Stan Date Date &dDate 

Anl. Anl. 
Obligation Obligation Balance Unobligated 

JFK LOI Sep-08 Sep-08 Sep-13 $78.00 May-0.> . $0.00 $78.00 $0.00 
EWR L.01 Seo-08 Seo-08 Seo-13 $00.00 Mav-0.> . $0.00 $00.00 $0.00 
LGA LOI Seo-08 Sep-08 Sep-13 $62.00 Mav-09 - $0.00 $62.00 $0.00 

ORD OTA Au2-QCJ Feb-10 $19.80 Mav-09 . $0.00 $19.80 $0.00 

JCT OTA Dec-QCJ Mar- II $8.25 Sep-QCJ $0.00 $8.25 $0.00 
SNA OTA Scp-QCJ Dcc-10 $8.n Scp-QCJ $0.00 $8.n $0.00 
FAT OTA Sep-QCJ Jan- I I $3.75 Jun-09 $0.15 $3.ffi $0.00 
MSP OTA Noi•-09 Apr-13 $8.00 Sep-09 $0.00 $8.00 $0.00 
TRI OTA Jan-OJ Sep-OJ $3.25 Sep-09 $0.00 $3.25 $0.00 

AMA OTA Mar-09 Jan-I I $8.25 Sep-09 $0.00 $8.25 $0.00 

PFN OTA Jul-OJ Mar-IO $7.25 Jul-09 $0.00 $7.25 $0.00 

Medium 
Throughput Purchase Mar-09 Sep-09 $84.74 Mar-OJ $0.00 $84.74 $0.00 

IDS 
Reduced 

Purchase Jan-09 Mar-09 Sep-09 $23.00 Jan-09 Mar-09 $19.52 $3.48 $0.00 
Size.IDS 

EWR Install Oct-09 Mav-09 $1.24 Oct-09 $0.00 $1.24 $0.00 
ORD Install Dec-09 Jun-09 $1.55 Dec-09 $0.00 $1.55 $0.00 
CVG lns taU Au2-09 Mar-09 Mar-09 $2.16 Aug-09 Mar-09 $2.43 -$0.27 $0.00 

MCO Install Au2-09 Apr-09 Mar-09 $2.65 Aug-0\l Mar-0\l $0.72 $1.93 $0.00 
MIA Ins tall Sep-09 Apr-m Apr-09 $2.63 Sep-09 Mar-09 $1.12 $1.51 $0.00 
!AH Install Dec-09 May-09 $1.55 Dec-00 . $0.00 $1.55 $0.00 
ACK Install Feb-0\l Feb-09 $0.12 Feb-09 $0.02 $0.10 $0.00 
SAT Ins tall Oct-09 Aue-09 $2.42 Oct-09 $0.00 $2.42 $0.00 
PFN Install Dec-09 Jun-0.> $0.92 Dec-OJ $0.00 $0.92 $0.00 

SJC 
Jul. 09& Mar-IO& 

$2.92 $0.00 $2.92 $0.00 Install 
Jan-10 Seo-10 

Jul-09 

AMA Install Mav-09 Mav-09 $0.82 Mav-09 $0.00 $0.82 $0.00 
MFR Ins tall Feb-OJ Feb-OJ Feb-OJ $1.04 Mav-0.> Fcb-09 $0.76. $0.28 $0.00 
TLH Install Noi•-09 Jun-09 $1.03 Nov-00 $0.00 $1.03 $0.00 

000 Install Aug-09 Mar-IO $1.10 Aug-OJ $0.00 $1.10 $0.00 
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$0.00 
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$0.00 
$0.00 
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$0.00 

$0.00 

$0.00 

$13.38 

$0.00 
$0.00 
$0.23 

$0.11 
$0.00 
$0.00 

$0.00 
$0.00 
$0.00 

$0.00 

$0.00 
$0.00 
$0.00 

$0.00 
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Appendix L. EBSP FY 2009 Obligation by Project (continued) 

Projecl Tirreline> Projecl Cos1 Obliga1ion Schedule Obligalion Balance~ 

Projec1 
Spend. 

lnilinl Revised Expenditures 
Plan An1. S1an Actual Ant. End Ac1ual Planned Actual Unobligated Anticipated 

Da1e Stan Da1e Dale End Dale 
Dollar Dollar 

Obliga1ion Obligation 
Ohligated 

Balance Unobligalcd 
Ant. Ant. 

PHX lnsrnll Aug-()!) . Mar-0<) S0.45 Aug--09 $0.00 S0.45 $0.00 $0.00 
PNS lns1aU Jan-09 Mar-09 so 12 Jul-09 $0.03 S0.09 $0.00 $0.00 

RDU lns1all Mar-()!) Oct-O<J S0.00 Mar-O<J $0.00 S0.00 S0.00 $0.00 

RNO lnslall Ju l-09 Jul-09 S0.90 Aug-O'J S0.00 S0.90 S0.00 $0.00 

ROC lns1all May-()<) May-09 S0.00 May-00 $0.00 S0.00 $0.00 $0.00 
SAN lnsiall Aug-()!) Mar-()!) Mar-0<) $0.24 Aug-09 Feb-09 $0.19 S0.05 $0.00 $0.00 

SFO lnsrnll Jun-()!) Apr-09 SI .43 Jan-09 $0.00 SI.43 S0.00 $0.00 

SNA lns1all Nov-09 Jun-O'J S2. ll Nov-09 $0.00 S2. ll $0.00 $0.00 
I.SE lns1aU Mav-09 Mav-09 S0.08 May-09 $0.00 S0.08 S0.00 $0.00 

PIT lns1all Au~-09 Aug-09 S0.08 Au~-09 S0.00 S0.08 S0.00 $0.00 

SMX lns1all Jun-0') Jun-09 $008 Jun-W $0.00 S0.08 S0.00 $0.00 

ITO lns1all Jun·09 Jun -09 . S0.08 Jun.(!') $0.00 S0.08 S0.00 $0.00 

GP! ~lSlall Jun-09 Jun-O<J SO.OS Jun--09 $0.00 S0.08 $0.00 $0.00 

MKK lns1all Jun-09 Jun-09 S0.08 Jun--09 $0.00 S0.08 S0.00 S0.00 
HLN lns1aU Jun-09 . Jun-09 SCJO& Jun-O'J $0.00 SCl.08 $0.00 $0.00 

CHA lnmll Mar-09 Mar-09 S0.08 Mar-09 S0.00 S0.08 S0.00 $0.00 

CHS Ins1all Feb-W Feb-09 $026 . Feb-09 S0.00 $0.26 $().00 $0.00 

CMI lns1all Apr-OCJ . Apr-OCJ S0.08 Allr-09 $0.00 S0.08 $0.00 $0.00 
SUN lnsiall Apr-09 Apr-09 SO.OS Apr.00 $0.01 S0.07 $0.00 $0.00 

GUC lns1aU Mav-09 Mav-09 S0.08 May-09 S0.00 S0.08 $0.00 $0.00 

SAN-RS lns1all Apr-09 Apr-00 S0.60 Apr-09 S0.00 S0.60 so.oo $0.00 
PHL-RS lnslaU May-09 May-09 $089 May-W $0.00 S0.89 $0.00 $0.00 

HDN lnsiall Mav-09 Mav-09 Sl.24 Mav-09 $0.00 Sl.24 S0.00 $0.00 

Effi lns1all Jun-09 . Jun-O<J S0.72 Jun.00 S0.00 S0.72 $0.00 $0.00 

Projcc1 
canceUed 

ASE•• lnsiall 
Replaced Replaced 

S0.00 and S0.00 S0.00 S0.00 S0.00 
wi1h SBA wilh SBA 

replaced 
wi1 h SBA 

SBA•• lns1aU Jul-OJ . Ju l-09 S0.72 Jul-09 S0.00 S0.72 $0.00 $0.00 

TUS lnsiaU Mar-09 Mar-09 S0.33 Mar-09 S0.00 S0.33 S0.00 $0.00 

IJl'A lnsiall Jun-09 Jun-09 S0.08 Jun-09 $0.01 S0.07 $0.00 $0.00 

RDM lnmU Feb-(1,J Fcb-W S0.72 Feb-09 S0.00 S0.72 $0.00 $0.00 

Recap lnsiall 
Ongoing 

Scp.Q9 S5.00 
Ongoing 

$0.00 SS.00 $0.00 S0.00 
1hni Sco1 1hmSco1 
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Appendix L: EBSP FY 2009 Obligation by Project (continued) 

Projecl Titre lines Pmjec1 Cos I Obligalion Schedule Obligalion Balances 

Prujec1 
Spend 

lni1ial Rcvi;cd l'.ilpcnd i1urcs 
Plan Arn. S1an Ac1ual An1.End Ac1ual Planned Ac1ual Unobligated Aniicipated 

Dollar Dollar Obliga1ed 
Dale Stan Daic Daw End Dale 

Ant. Ant. 
Obliga1ion Obliga1ion Balance Unoblig:ucd 

COTR/ 
Ongoing Ongoing 

EJ1gineering T&E Sep-09 $25.00 17.60 n/a $2.07 $15.53 $3.80 0.00 
ln i1ia1ivcs 

thru Sepl thru Sept 

ST!P T&E 
Ongoing 

Sep--00 $8.00 
Ongoing 

n/a $1.03 $6.97. $0.00 0.00 
thn1 Sep1 1hru Sept 

ASP T&E 
Ongoing 

Sep--00 $5.00 
Ongoing 

n/a $0.00 $5.00 $0.00 0.00 
thnr Scp1 1hru Sept 

01 T&E 
Ongoing 

Sep--00 $2.00 
Ongoing 

n/a $0.00 $2.00 $0.00 0.00 
lhru SCPI 1hru Seot 

Ops& 
Con'j)liancc, 

l~ugrnrn 

Suppon. 
Ongoing Ongoing 

Engineering P,O&M Scp--00 $74.90 90.08 n/a $30.50 $59.58 $0.02 0.00 
Suppo11, 

1hru Sepl 1hru Sepl 

TS!F 
Suppon, & 

PC&B 
TSIF 

Ongoing Ongoing 
Building P,O& M Sep-09 $7.40 n/a $0.00 S0.00 $0.00 0.00 
Purchase 

lhru Sepl lhru Sepl 
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Appendix M. EBSP ARRA Obligation by Project 

Pmiec1 T1n);)llnc ... Prnioct.Cosi ObU~utoon Schedule Obli~ouon. Balance• 

l'mject 
Spend 

Ant. Stan Actual Ant. End Act uni 
Initial RcVi.!icd 

Planned Actual Unohlignted Ant icipnled FJq>enditurc'ii 
Plan J)olL>r Dollar Obligated 

Dmc Start Date Date End Date 
Anl . Ant. 

Obhgnt K!n Obhgntion Balance Unobligatcd 

JINL OTA Jul-09 Auo- 10 ~3.50 $24.50 Jul-09 .$0.00. $24.50 so.oo 
()OJ CITA Au•-09 Nov- JO $18.50 $7.20 Au•-09 $0.00 $7.20 S0.00 
PHI, OTA Jun-()'-) Auo-10 $53.00 $26.60 Jun-09 Jun-09 $26.60 $0.00 $0.00 
SJC OTA Scp.Q9 Dcc-10 $31 .00 $23.94 Scp-09 $0.00 $23.94 S0.00 
TUI OTA $15.00 
PWM OTA Au2-09 Nov- 10 - $13.30 $13.50 AuA-09 $0.00 $13.50 S0.00 
SFO OTA Jun-09 Aug-10 - $30.00 $15.35 Jun-09 Ju l-()<) $15.35. $0.00 S0.00 
SMF OTA Jul.()9 Au~- 1 0 $53.0() $11.34 Jul-C~J $0.00 $11.34 S0.00 
JAC OTA Jun-09 Auo- 10 - $8.80 $6.21 Jun-09 Jun-09 $6.21. $0.00 S0.00 
MSY OTA Scll.o9 Dcc· IO $27.50 $1.50 SeD·09 $0.00 $1.50 S0.00 
MCO OTA Jul-09 Au2- IO $104.50 $14.93 Jul-0<) Ju l-09 $14.93 $0.00 $0.00 

MCO OTA Sc1Jo09 Dcc-10 - $13.80 Sco-09 $0.00 $13.80 S0.00 
SAT OTA Nov-O'J Dec-II $14.39 $0.00 Seo-OJ $0.00 $14.39 $000 
DAY OTA J\u).l.-09 Nov- 10 $20.00 $9.70 Au2·09 $0.00 $9.70 S0.00 
ATL <Jl'A Seti-09 Dcc-10 $54.20 $21.20 Seo-0) .$0.00 $21.20 S0.00 
MSY OTA Dcc~)9 Apr- II - $14.50 $24.97 Dcc-09 $0.00 $24.97 SO.OC> 
CMH OTA Sep-09 Dcc-10 $60.00 $26.50 Scp-0) .$0.IXl $26.50 $0.00 
STL OTA Scp.()9 Dcc-10 $0.00 $31.50 Sen-09 $0.00 $31.50 S0.00 

IAD OTA Sell-09 Dcc-10 $0.00 $148.91. ScD-09 $0.00 $14S.9 1. S0.00 
COD OTA Sen-09 Dcc-10 - SO.Oil S0.35 Sen-OJ $0.00 S0.35 S0.00 
JJOU O'l'A Scu-09 Dcc-10 $0.00 $0.51 Seu.()<) $0.00 $0.S I $0.00 

PIE OTA Oct-09 Jan. JI - $0.00 $0.63 9-0cl $0.00 $0.63 $000 
OZN (Jf'A Dcc-09 At>r- 11 $0,00 $6.80 Dec-OJ $0.00 $6.80 SO.OU 
TUL (Jl'A Dec-09 Mar- II - $0.00 $4.72 Dec.()9 $0.00 $4.72 $0.00 

CLT OTA Jan-09 Mar- II $().(X) $3l78 Jnn.(J<) $0.00 $33.78 $0.00 
cos OTA Jan-09 Mar- II - $()()() $74 1 Jan-09 $().{)() $7.41 S0.00 
UT <YrA Nov-09 Feb-I I - SO.!Xl $8.96 Nov-()9 $0.IXI $8.96 S0.00 

Reduced Ongoing 
Sep-09 $64.20 $9-1.20 

Ongoing 
$47.50 $46.70 $0.00 Sl7.50 

Sired EDS 
Purchase 

thru Sept 
May-09 

Lhru.Sc pt 
n/a 

ASP T&E 
Ongoin& 

Scp-09 $2.20 $40.60 
Ongoing 

n/a .$1.40. $39.20 S0.00 $1.40 
lhru Sept LhmScol 

Op<& 
Coullliance. 

Progmm 
Support. 

Ongoing Ongoing 
Engineering P,O&M Sep-09 $32.00 $54.85 n/a $0.00 $54.85 $0.00 

Suppon. 
thm.Scp1 1hn1 Sept 

TSTP 
Support.& 

PC&B 
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Appendix N. EBSP FY 2009 Summary Spend Plan 

Summary 

Section 

Program Operations and Management 

Letters of Intent (LOI) 

Other Transaction Agreement (OTA)- New Facility Modification 
Agreement Projects 

Explosives Detection Systems (EDS) Purchase and Install 

Technology/Engineering Initiatives 

Total 

Program Operations and Management 

Project Description 

Operations and Compliance/Interim Solutions 

- Moves, Adds and Changes 

- Equipment Warehousing 

Program Support 

- Program, Resource and Data Management Services 

- Testing Services 

- Audits, Travel, Training and Certification 

Engineering Support 

- Integration and Installation Management 
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$ in Millions 

$97.5 

$200.0 

$67.3 

$146.6 

$32.6 

$544.0 

Total TSA FY09 
Project Cost 

$7.5 

$3.5 

$16.0 

$18. l 

$ 1.2 

$13.5 
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Appendix N. EBSP FY 2009 Summary Spend Plan (continued) 

Project Description 

-Engineering Technical and Design Support 

rrsA Systems Integration Facility (TSIF) Support 

rrsIF Building Purchase 

!Personnel Compensation and Benefits 

Total 

LOI Projects 

Airport Scope of Work 

LOI funding for the airport to construct a 
JFK Checked Baggage Inspection System (CBIS) for 

Terminals 2, 3, 4 and 7 

EWR LOI funding for the airport to construct a CBIS 
for Terminals A, Band C 

LOI funding for the airport to construct a CBIS 
LGA for Terminals USAir and Central Terminal 

Building 

Total LOI Projects 

Total TSA FY 2009 
Project Cost 

$ 10.5 

$4.8 

$7.4 

$15.0 

$97.S 

TSA Cost Total TSA FY 
Share 2009 Project Cost 
90% 

$78.0 

90% 
$60.0 

90% 
$62.0 

$200.0 
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Appendix N. EBSP FY 2009 Summary Spend Plan (continued) 

OTA - New Facility Modification Agreement Projects 

Airport Scope of Work 
TSA Cost Total TSA FY09 

Share* Project Cost 
ORD OTA funding for the airport to construct a CBIS 90% 

$19.8 
forTerminal 1-B South 

JCT OTA funding for the airport to construct a CBIS 95% 
$8.25 

for Terminal Main 
SAT OTA fundi ng for the airport to construct a CBIS 90% 

for Terminal l/B (funded via American Recovery $0.0 
and Reinvestment Act) 

FAT OTA funding for the airport to construct a CBIS 95% 
$3.75 

for Terminal Main 
MSP OTA funding for the airport to construct a CBIS 90% 

$8.0 
for the Lindbergh Terminal 

TRI OTA funding for the airport to construct a CBIS 95% 
$3 .25 

for Terminal Main 
AMA OT A funding for the airport to construct a CBIS 95% 

$8.25 
for Terminal Main 

PFN OTA funding for the airport to construct a CBIS 95% 
$7.25 

for New Terminal 
SNA OTA funding for the airport to construct a CBIS 90% 

$8 .77 
for Terminals A and B 

Total OTA $67.3 

* TSA's cost share in this table is 90 percent for a project at a medium or large hub airport and 95 percent for a 
project at a small and non-hub airport. 
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Appendix N. EBSP FY 2009 Summary Spend Plan (continued) 

FY 2009 EDS Purchase and Install Projects 

TSA 
Total TSA FY 

Airport Scope of Work Purchase Deployment Cost 
2009 Project Cost 

Share* 
Purchase, install, integrate, 

EWR network and test (3) Medium $3.24 $1.24 LOO% $4.48 
Speed EDS 
Purchase, install, integrate, 

ORD 
network and test (4) Medium 

$4.32 $ 1.55 100% $5.87 
Speed EDS for Terminal 
l B-South 
Purchase, install, integrate, 

CVG network and test(5) Medium $5.40 $2.16 100% $7.56 
Speed EDS for Terminal 3 
Purchase, install, integrate, 

MCO 
network and test (7) Medium 

$7.56 $2.65 100% $10.21 
Speed EDS for Terminal 
Central East 
Purchase, install, integrate, 

MIA 
network and test (8) Medium 

$8.64 $2.63 100% $11.27 
Speed EDS for Terminal 
East/Cruise Matrix 
Purchase, install, integrate, 

IAH network and test (4) Medium $4.32 $1.55 100% $5.87 
Speed EDS for Terminal D 
Purchase, install and test ( 1) 

ACK Reduced Size EDS for $0.42 $0.12 100% $0.54 
Terminal Main 
Purchase, install, integrate, 

SAT network and test (7) Medium $7.56 $2.42 100% $9.98 
Speed EDS for Terminal 1/B 
Purchase, install, integrate, 

PFN network and test (2) Medium $2.16 $0.92 100% $3.08 
Speed EDS for Terminal New 
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Appendix N. EBSP FY 2009 Summary Spend Plan (continued) 

TSA 
Total TSA FY 

Airport Scope of Work Purchase Deployment Cost 
2009 Project Cost 

Share* 
Purchase, install, integrate, 

SJC network and test (8) Medium $9.72 $2.92 100% $12.64 
Speed EDS for Terminal A/B 
Purchase, install, integrate, 

AMA network and test (2) Reduced $0.84 $0.82 100% $1.66 
Size EDS for Terminal Main 
Purchase, install, integrate, 

MFR network and test (2) Reduced $0.84 $1.04 100% $1.88 
Size EDS for Tenninal Main 
Purchase, install, integrate, 

TLH 
network and test (2) Medium 

$2. 16 $1.03 100% $3.19 
Speed EDS for Terminal 
Main 
Install, integrate, network, and 

OGG test (3) Medium Speed EDS $- $1.10 100% $1.10 
for Terminal Main 
Purchase, install, integrate, 

PHX network and test ( l) Medium $1.08 $0.45 100% $1.53 
Speed EDS for Terminal 4 
Purchase, install, integrate, 

PNS 
network and test (1) Medium 

$0.42 $0.12 100% $0.54 
Speed EDS for Terminal 
Main 
Purchase of (2) Medium 

RDU Speed EDS. for Terminal C $2.16 $- 100% $2.16 
West 
Instal l, integrate, network and 

RNO test (3) Reduced Size EDS for $- $0.90 100% $0.90 
Terminal Main 

ROC 
Purchase of (6) Reduced Size 

$2.53 $- 100% $2.53 
EDS for Terminal Main 
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Appendix N. EBSP FY 2009 Summary Spend Plan (continued) 

TSA 
Total TSA FY 

Airport Scope of Work Purchase Deployment Cost 
2009 Project Cost 

Share* 
Purchase, install, integrate, 

SAN 
network and test ( 1) Medium 

$1.08 $0.24 100% $1.32 
Speed EDS for Terminal 2 
East 
Purchase, install, integrate, 

SFO network and test (4) Medium $4.32 $1.43 100% $5.75 
Speed EDS. for Terminal C 
Purchase, install, integrate, 

SNA network and test ( 4) Medium $4.32 $2.11 100% $6.43 
Speed EDS for Terminal C 
Purchase, install and test (1 ) 

LSE Reduced Size EDS for $0.42 $0.08 100% $0.50 
Terminal Main 
Purchase, install and test ( 1) 

PIT Reduced Size EDS for $0.42 $0.08 100% $0.50 
Terminal Main 
Purchase, instal I and test ( I ) 

SMX Reduced Size EDS for $0.42 $0.08 100% $0.50 
Terminal Main 
Purchase, install and test (1) 

ITO Reduced Size EDS for $0.42 $0.08. 100% $0.50 
Terminal Main 
Purchase, install and test ( 1) 

GPI Reduced Size EDS for $0.42 $0.08 100% $0.50 
Terminal Main 
Purchase, install and test (1) 

MKK Reduced Size EDS for $0.42 $0.08 100% $0.50 
Terminal Main 
Purchase, install and test ( 1) 

HLN Reduced Size EDS for $0.42 $0.08. 100% $0.50 
Terminal Main 
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Appendix N. EBSP FY 2009 Summary Spend Plan (continued) 

TSA Total TSA FY Airport Scope of Work Purchase Deployment Cost 2009 Project Cost 
Share* 

Purchase, install and test (1). 
CHA Reduced Size EDS for $0.42 $0.08 100% $0.50 

Terminal Main 
Purchase, install and test (3) 

CHS Reduced Size EDS for $ 1.26 $0.26 100% $1.52 
Terminal Main 
Purchase, install and test (1) 

CMJ Reduced Size EDS for $0.42 $0.08 100% $0.50 
Terminal Main 
Purchase, install and test ( l ) 

SUN Reduced Size EDS for $0.42 $0.08 100% $0.50 
Terminal Main 
Purchase, install and test ( l ) 

GUC Reduced Size EDS for $0.42 $0.08 100% $0.50 
Tem1inal Main 
Purchase, install, i ntegrate, 

SAN-RS network and test (5) Reduced $2. 10 $0.60 100% $2.70 
Size EDS for Terminal I 

Purchase, install, integrate, 
PHL-RS network and test (3). Reduced $ 1.26 $0.89 100% $2.16 

Size EDS for Terminal B/C 
Install , integrate, network, and 

HON test (3) Reduced Size EDS for $- $1.24 100% $1.24 
Terminal Main 
Purchase, install and test (1). 

EGE Reduced Size EDS for $0.84 $0.72 100% $1.56 
Terminal Main 

Purchase, install, integrate, 
ASE** network and test (2). Reduced 

Size EDS for Terminal Main 
Purchase, install, i ntegrate, 

SBA** network and test (2) Reduced $0.84 $0.72 100% $1.56 
Size EDS for Terminal Main 
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Appendix N. EBSP FY 2009 Summary Spend Plan (continued) 

TSA 
Total TSA FY 

Airport Scope of Work Purchase Deployment Cost 
2009 Project Cost 

Share* 
Purchase, install, integrate, 

TUS network and test (2) Reduced $1.68 $0.33 100% $2.02 
Size EDS for Terminal Main 
Purchase, install, integrate, 

UTA network and test (2) Reduced $0.42 $0.08 100% $0.5 
Size EDS for Terminal Main 
Purchase,. install, integrate, 

ROM network and test (2) Reduced $0.84 $0.72 100% $1.56 
Size EDS for Tenninal Main 

Recapitalization $20.75 $5.0 100% $25.75 

Total Purchase and Install $107.7 $38.8 $146.6 

* TSA funds 100 percent of the Purchase and Install costs associated with each project 
** ASE was canceled and replaced with SBA 

Technology/Engineering Initiatives 

Project Description 
Total TSA FY 2009 

Project Cost 

Contracting Officer's Technical Representative/Engineering Initiatives $17.6 

Security Technology Integrated Program $8.0 

Advanced Surveillance Program $5.0 

Operations Integration $2.0 

Total $32.6 
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Appendix 0. EBSP ARRA Summary Spend Plan 

Summary 

Section Total 
Revised 
Total* 

Program Operations and Management $32.0 $54.85 

OT A - New Facility Modification Agreement Projects $598.l $499.2 

EDS Purchase and Install $64.2 $94.2 

Technology/Engineering Initiatives $5.7 $40.6 

Total $700.0 $688.85 

*Revised Total: $11 million shifted from EDS to PSP for ASP/CCTV projects 

Program Operations and Management 

Total TSA Revised TSA 
Project Description FY2009ARRA FY2009ARRA 

Pro.iect Cost Project Cost 

Operations and Compliance/Interim Solutions 

- Moves, Adds and Changes $8.0 $7.85 

Program Support 

- Program, Resource and Data Management Services $6.8 $10.0 

- Testing Services $3.0 $5.3 

Engineering Support 

- Integration and Installation Management $7.8 $24.8 

- Engineering Technical and Design Support $2.6 $3. l 

Personnel Compensation and Benefits $3.8 $3.8 

Total $32.0 $54.85 
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FOR OFFICIAL USE ONLY 

Appendix 0. EBSP ARRA Summary Spend Plan (continued) 

OTA - New Facility Modification Agreement Projects 

Original TSA Revised TSA 
TSA Cost FY 2009 ARRA FY 2009ARRA 

Airport Scope of Work Share Project Cost Project Cost 

HNL OTA funding for the 
ai rport to construct a 
Checked Baggage 

90% $43.50 $24.50 Inspection System 
(CBIS) for Terminals 4, 
5,6, 7,8 

OGG OTA funding for the 
airport to construct a 90% $18.50 $7.20 
CBIS for Main Terminal 

PHL OT A funding for the 
airport to construct a 

90% $53.00 $26.60 CBIS for Terminal A 
East 

SJC OT A funding for the 
airport to construct a 90% $31.00 $23.94 
CBIS for Terminal B 

TLH OTA funding for the 
ai rport to construct a 

95% $ 15.00 CBIS for Main Terminal 
(canceled) 

PWM OT A funding for the 
airport to construct a 95% $13.30 $13.50 
CBIS for Main Terminal 

SFO OT A funding for the 
airport to construct a 90% $30.00 $15.35 
CBIS for Terminal 2 

SMF OT A funding for the 
airport to construct a 90% $53.00 $11.34 
CBIS for Terminal B 
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FOR OFFICIAL USE ONLY 

Appendix 0. EBSP ARRA Summary Spend Plan (continued) 

Ori.ginal TSA Revised TSA 
TSA Cost FY 2009ARRA FY2009ARRA 

Airport Scope of Work Share Project Cost Project Cost 

JAC OTA funding for the 
ail-port to construct a 95% $8.80 $6.21 
CBIS for Main Terminal 

HSY OT A funding for the 
airport to construct a 95% $27.50 $1.50 
CBIS for Main Terminal 

MCO OTA funding for the 
airport to construct a 90% $104.50 $14.93 
CBIS for East Terminal 

MCO OT A funding for the 
airport to construct a 

$13.80 CBIS for Disney 
Terminal 

SNA OT A funding for the 
airport to construct a 

90% $51.30 CBIS for Terminals A 
and B (funded via FY09) 

DAY OT A funding for the 
airport to construct a 95% $20.00 $9.70 
CBIS for Main Terminal 

ATL OT A funding for the 
afrport to construct a 90% $54.20 $21.20 
CBIS for Main Terminal 

MSY OTA funding for the 
ai rport to construct a 90%. $14.50 $24.97 
CBIS for Main Terminal 
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Appendix 0. EBSP ARRA Summary Spend Plan (continued) 

Ori.ginal TSA Revised TSA 
TSA Cost FY 2009ARRA FY2009ARRA 

Airport Scope of Work Share Project Cost Project Cost 

CMH OTA funding for the 
ail-port to construct a 90% $60.00 $26.50 
CBIS for Main Terminal 

STL OT A funding for the 
airport to construct a 90% $0.00 . $31.50 
CBIS for Main Terminal 

IAD OTA funding for the 
airport to construct a 90% $0.00 $148.91 
CBIS for Main Terminal 

COD OT A funding for the 
airport to construct a 95% $0.00 $0.35 
CBIS for Main Terminal 

HOU OT A funding for the 
airport to construct a 90% $0.00 $0.51 
CBIS for Main Terminal 

PIE OTA funding for the 
airport to construct a 95%. $0.00 . $0.63. 
CBIS for Main Terminal 

BZN OT A funding for the 
airport to construct a 95% $0.00 $6.80 
CBIS for Main Terminal 

TUL OT A funding for the 
airport to construct a 95% $0.00 $4.72 
CBIS for Main Terminal 
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Appendix 0. EBSP ARRA Summary Spend Plan (continued) 

Ori.ginal TSA Revised TSA 
TSA Cost FY 2009ARRA FY2009ARRA 

Airport Scope of Work Share Project Cost Project Cost 

CLT OTA funding for the 
ail-port to construct a 90% $0.00 $33.78 
CBIS for Main Terminal 

cos OT A funding for the 
ai rport to construct a 95% $0.00 $7.41 
CBIS for Main Terminal 

LIT OTA funding for the 
airport to construct a 

95% $0.0 $8.96 CBIS . for Main 
Terminal 

SAT OT A funding for the 
airport to construct a 90% $0 $14.39 
CBIS for Terminal 1/B 

Total $598.10 $499.20 
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Appendix 0. EBSP ARRA Summary Spend Plan (continued) 

OTA - New Facility Modification Agreement Projects Reason for Change to Project Costs 

Airport Reason for Change 

HNL Cost validation 

OGG Cost to complete and cost validation 

PHL Cost validation 

SJC Cost validation 

TLH Airport Canceled Project 

PWM Cost validation 

SFO Cost validation 

SMF Cost validation after de-scoping of project 

JAC Cost validation 

HSY Cost validation 

MCO Cost validation 

MCO 
Of the $104.5 million, Phase. II has an Original Cost Estimate. of 
$13.2 million 

SNA Cost validation 

DAY Cost validation 
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Appendix 0. EBSP ARRA Summary Spend Plan (continued) 

Airport Reason for Change 

ATL Cost validation 

MSY Cost validation 

CMH Cost validation 

STL New project 

IAD New project 

COD New project 

HOU New project 

PIE New project 

BZN New project 

TUL New project 

CLT New project 

cos New project 

LIT New project 

Original projected costs were based solely on submitted airport applications. Validated projects 
found airports submitted applications with non-allowable/allocable construction-related costs, 
design fees and/or construction management. 
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Appendix 0. EBSP ARRA Summary Spend Plan (continued) 

Reduced Size EDS 

Scope of Work TSA Cost Share Total TSA FY 2009 Revised TSA FY 2009 
ARRA Project Cost ARRA Project Cost 

Recapitalization 100% $43.2 $58.2 

ETD Only Airport 100% $21.0 $36.0 

Tota l $64.2 $94.2 

Technology/Engineering Initia tives 

Tota l TSA Revised TSA 

Project Description 
FY 2009 FY 2009 
ARRA AR RA 

P ro.iect Cost Proj ect Cost 

Engineering Initiatives $3.5 $0 

Advanced Surveillance Program $2.2 $40.6 

- Boise Air Terminal/Gowen. Field (BO/) $0.3 $0.3 

- Ronald Reagan Washington National (DCA). $ / . I $ 1. I 

- Cincinnati/Northern Kentucky International (CVG) $.2 $.2 

- Spokane International (GEG) $0.4 $0.4 

- Gerald R. Ford International (GRR) $.2 $.2 

- Washington Dulles International (!ADJ $0 $5.8 

- Will Rogers World (OKC) $0 $4.2 

- Chicago Midway International Airport (MOW) $0 $6.8 

- Eppley Ail:field (OMA) $0 $4.0 
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Appendix 0. EBSP ARRA Summary Spend Plan (continued) 

Total TSA Revised TSA 

Project Description 
FY 2009 FY 2009 
ARRA ARRA 

Project Cost Project Cost 

- James M Cox Dayton International AiqJOrt (DAY) $0 $3.0 

- Kansas City International (MCI) $0 $5.8 

- Adams Field (l!T) $0 $3.0 

- Tampa International (TPA) $0 $6.0 

Total $5.7 $40.6 

Numbers may not add due to rounding. 
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Appendix P. EBSP FY 2009 Obligation Data 

Obligation Schedule 

Obligation dates and selected airports are subject to change based on airport schedules and 
contract negotiations. 

Planned 
Airport Scope of Work Project Cost Obligation 

$ in Millions Date 

Program Operations and Management 

Ops Compliance, Program Support, Engineering $97.5 
Ongoing 

NIA through 
Suppott, TSIF Support and P, C and B 

Sept-09 

LOI Projects 

JFK 
LOI Funding for the airport to construct a CBTS $78.0 May-09 
for Termjnals 2, 3, 4 and 7 

EWR 
LOI funding for the airport to construct a CBIS $60.0 May-09 
for Terminals A, Band C 

LGA 
LOI funding for the airport to construct a CBIS $62.0 May-09 
for Terminals USAir and CTB 

EDS Install and Purchase Projects. 

EWR 
Purchase, install ,. integrate, network and test (3) $4.48 P-Jun-09 
Medium Speed EDS I-Oct-09 

ORD Purchase, install, integrate, network and test (4) $5.87 P-Jun-09 
Medium Speed EDS for Terminal lB-South I-Dec-09 
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Appendix P. EBSP FY 2009 Obligation Data (continued) 

Planned 
Airport Scope of Work Project Cost Obligation 

$ in Millions Date 

EDS Install and Purchase Projects (continued) 

CVG 
Purchase, install, integrate, network and test (5) $7.56 P-Jun-09 
Medium Speed EDS for Terminal 3 I-Aug-09 

MCO 
Purchase, install , integrate, network and test (7) $10.21 P-Jun-09 
Medium Speed EDS fo r Terminal Central East l-Aug-09 

Purchase, install , integrate, network and test (8) 
$11.27 P-Jun-09 MIA Medium Speed EDS for Terminal East/Cruise 

Matrix 
I-Sep-09. 

IAH 
Purchase, install, .integrate, network and test (4) $5.87 P-Jun-09 
Medium Speed EDS for Terminal D I-Dec-09 

ACK Purchase, install and test ( I) Reduced Size EDS $0.54 P-Jan-09 
for Terminal Main I-Feb-09 

SAT Purchase, install , integrate, network and test (7) $9.98 P-Jun-09 
Medium Speed EDS for Terminal l/B I-Oct-09 

PFN Purchase, install, integrate, network and test (2) $3.08 P-Jun-09 
Medium Speed EDS fo r Terminal New T-Dec-09 

Purchase, install , integrate, network and test (8) 
P-Jun-09 

SJC $12.64 I-Jul-09 
Medium Speed EDS for Terminal A/B 

Dec-09 

AMA Purchase, install, integrate, network and test (2) $1.66 P-Mar-09 
Reduced Size. EDS. for Terminal Main I-May-09 

MFR 
Purchase, install, integrate, network and test (2) $1.88 P-Jan-09 
Reduced Size EDS for Terminal Ma.in I-May-09 
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Appendix P. EBSP FY09 Obligation Data (continued) 

Project Planned 
Airport Scope of Work Cost $ in Obligation 

Millions Date 

EDS Install and Purchase Projects (continued) 

TLH 
Purchase, install , integrate, network and test (2) $3.19 P-Jun-09 
Medium Speed EDS for Termi nal Main I-Nov-09 

OGG Install, integrate, network and test (3) Medium $1.10 P-warehouse* 
Speed EDS for Te rminal Main J-Aug-09 

PBX Purchase, install, integrate, network and test (1) $ 1.53. P-Jan-09 
Medium Speed EDS for Terminal 4 l-Aug-09 

P NS 
Purchase,. install , integrate. network and test (1) $0.54 P-Jan-09 
Medium Speed EDS for Terminal Main I-Jul-09 

RDU Purchase of (2) Medium Speed EDS for $2.16 P-Sep-09 
Terminal C West I-Mar-10 

RNO Install, integrate, network and test (3) Reduced $0.90 P-relocation * 
Size EDS for Terminal Main I-Aug-09 

ROC Purchase of (6) Reduced Size EDS for Terminal $2.53 P-Mar-09 
Main J-May-09 * 

SAN 
Purchase, install, integrate, network and test ( 1) $1.32 P-Jan-09 
Medium Speed EDS for Terminal 2 East l-Aug-09 

SFO 
Purchase,. install , integrate, network and test (4) $5.75. P-Jun-09. 
Medium Speed EDS for Terminal 2 I-Jan-10 
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Appendix P. EBSP FY 2009 Obligation Data (continued) 

Project Planned 
Airport Scope of Work Cost$ in Obligation 

Millions Date 

EDS Install and Purchase Projects (continued) 

SNA 
Purchase, install , integrate, network and test (4) $6.43 P-Jun-09 
Medium Speed EDS for Terminal C I-Nov-09 

LSE 
Purchase, install and test (1) Reduced Size EDS $0.50 P-Mar-09 
for Terminal. Main I-May-09 

PIT 
Purchase, install and test (1) Reduced Size EDS $0.50 P-Mar-09 
for Terminal Mai n T-Aug-09 

SMX 
Purchase, install and test (1) Reduced Size EDS $0.50 P-Mar-09 
for Terminal Main I-Jun-09 

ITO 
Purchase,. install a nd test ( 1) Reduced Size EDS $0.50 P-Mar-09 
for Terminal Main I-Jun-09 

GPI 
Purchase, install and test (1) Reduced Size EDS $0.50 P-Mar-09 
for Terminal Main I-Jun-09 

MKK 
Purchase, install and test ( I) Reduced Size EDS $0.50 P-Mar-09 
for Terminal Main I-Jun-09 

HLN Purchase, install and test (1) Reduced Size EDS $0.50 P-Mar-09 
for Terminal Mai n l-Jun-09 

CHA Purchase, install and test (1) Reduced Size EDS $0.50 P-Jan-09 
for Terminal Mai n I-Mar-09 

CHS 
Purchase, install and test (3) Reduced Size EDS $1.52 P-Jan-09 
for Terminal Main I-Feb-09 
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Appendix P. EBSP FY 2009 Obligation Data (continued) 

Project Planned 
Airport Scope of Work Cost$ in Obligation 

Millions Date 

EDS Install and Purchase Projects (continued) 

CMI 
Purchase, install and test (1) Reduced Size $0.50 P-Jan-09 
EDS for Terminal Main l-Apr-09 

SUN 
Purchase, install and test (1) Reduced Size $0.50 P-Jan-09 
EDS for Terminal Main I-Apr-09 

GUC 
Purchase, install and test (1) Reduced Size $0.50 P-Mar-09 
EDS for Terminal Main I-May-09 

SAN-RS 
Purchase, install, integrate, network and test $2.70 P-Jan-09 
(5) Reduced Size EDS for Terminal 1 I-Apr-09 

PHL-RS 
Purchase, install, integrate, network, and test $2.16 P-Mar-09. 
(3) Reduced Size EDS for Terminal B/C I-May-09 

HDN 
Install, integrate, network and test (3) $1.24 P-Mar-09 
Reduced Size EDS for Terminal Main I-May-09 

EGE 
Purchase, install, integrate, network and test $ 1.56 P-Mar-09 
(2) Reduced Size. EDS for Terminal Main I-Jun-09 

Project 

ASE 
Purchase, install, integrate, network and test canceled and 
(2) Reduced Size EDS for Terminal Main replaced with 

SBA 

SBA 
Purchase, install, integrate, network and test $1.56 P-Mar-09. 
(2) Reduced Size EDS for Terminal Main I-Jul-09 
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Appendix P. EBSP FY 2009 Obligation Data (continued) 

Airport 

TUS 

UTA 

RDM 

P =purchase 
I = install 

Project 
Scope of Work Cost$ in 

Millions 

EDS Install and Purchase Projects (continued) 

Purchase, install, integrate, network and test $2.02 
(4) Reduced Size EDS for Terminal Main 

Purchase, install, integrate, network and test $0.50 
( 1) Reduced Size EDS for Terminal Main 

Purchase, install, integrate, network and test $1.56 
(3) Reduced Size EDS for Terminal Main 

DEVIATION FROM ORIGINAL SPEND PLAN 

Planned 
Obligation 

Date 

P-Jan-09 
l-Mru·-09 

P-Mar-09 
I-Jun-09 

P-Jan-09 
I-Feb-09 

After further evaluation, it was determfoed the current configuration at the Aspen-Pitki n 
County/Sardy Field (ASE) airport was sufficient to support the needs of the airport. The 
passenger throughput did not increase as anticipated. The Santa Barbara Municipal (SBA) 
airport was identified as an airport with increased throughput and served as a replacement airport 
for the ASE project. The equipment purchase and installation at SBA was comparable to ASE 
and there were no significant funding changes. The project timeline and schedule were also 
closely aligned and caused no changes to the current spend plan. 

Project Cost 
Planned 

Airport Technology Purchases Obligation 
$ in Millions Date 

Medium Throughput 
$84.74 Mar-09 through 

NIA GE-March through September 
L3- Septemlber 

Sept-09 

Reduced Size Jan-09 through 
N/A Reveal- January through September $23.00 

L3- Septemlber 
Sept-09 
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Appendix P. EBSP FY 2009 Obligation Data (continued) 

Project Planned 
Air port Scope of Work Cost $ in Obligation 

millions Date 

New Facility Modification Agreement Proj ects 

ORD 
OT A funding for the airport to construct a CBIS 
for Terminal 1-B South 

$19.8 May-09 

ICT 
OT A funding for the airport to construct a CBIS $8.25 Sep-09 
for Tenninal Main 

SAT 
OT A funding for the airport to construct a CBIS 
for. Terminal 1/B (Funded via ARRA) 

FAT 
OT A funding for the airport to construct a CBIS $3.75 Jun-09 
for Terminal Main 

MSP 
OTA funding for the airport to construct a CBIS 
for the Lindbergh Terminal 

$8.0 Sep-09 

TRI 
OT A funding for the airport to construct a CBIS 
for Te rminal Main 

$3.25 Sep-09 

AMA 
OT A funding for the airport to construct a CBIS $8.25 Sep-09 
for Terminal Main 

PFN 
OT A funding for the airport to construct a CBIS $7.25 Jul-09 
for New Tenninal 

SNA 
OT A funding for the airport to construct a CBIS $8.77 Sep-09 
for Terminals A and B. 
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Appendix P. EBSP FY 2009 Obligation Data (continued) 

Project Planned 
Airport Scope of Work Cost in Obligation 

millions Date 

Technology/Engineering Initiatives 

COTR Initiatives, STIP, ASP, OI and $32.6 
Ongoing 

NIA through 
Engineering Initiatives 

Sept-09 

• Funding provided in FY 2008 
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Appendix Q. EBSP ARRA Obligation Data 

Obligation Schedule 

Airport Other 
Transactional A2reements Facility Modification Planned Month for Oblh~ation 

HNL $24.50 Aug-09 
OGG $7.20 Aug-09 
PHL $26.60 Jun-09 
SJC $23.94 Sep-09 
TLH - -
PWM $13.50 Aug-09 
SFO $15.35 Jun-09 
SMF $11.34 Aug-09 
JAC $6.21 Jun-09 
HSY $1.50 Sep-09 

MCO (East) $14.93 July-09 
MCO (Disney) $13.80 Sep-09 

SNA 
DAY $9.70 Aug-09 
ATL $21.20 Sep-09 
MSY $24.97 Sept 09, Mar-09 
CMH $26.50 Sep-09 
STL $31.50 Sep-09 
IAD $148.91 Sep-09 
COD $0.35 Sep-09 
HOU $0.51 Sep-09 
PIE $0.63 Oct-09 

BZN $6.80 Dec-09 
TUL $4.72 Dec-09 
CLT $33.78 Jan-10 
cos $7.41 Jan-10 
LIT $8.96 Nov-09 
SAT $14.39 Sep-09 
Total $499.2 millions 

Obligation dates and selected airports are subject to change based on airport schedules and 
contract negotiations. 
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Appendix R. EBSP FY 2009 Milestones 

Project Timelines - New Facility Modification Agreement Projects 

Project Timelines - LOI Projects 

Major Milestones Estimated Completion Date 

La Guardia (LGA) 
Initiate second year of LOI evaluation Dec-08 
Airports submit updated cost information 
to the Transportation Security Apr-09 
Administration (TSA) 
Modify existing LOI for additional 
funding requirements* Jul-09 

Newark Liberty International (EWR) 
Initiate second year of LOI evaluation Dec-08 
Airports submit updated cost information 
toTSA Apr-09 
Modify existing LOI for additional 
funding requirements* Jul-09 

John F. Kennedy International (JFK) 
Initiate second year of LOI evaluation Dec-08 
Airports submit updated cost information 
toTSA Apr-09 
Modify existing LOI for additional 
funding requirements* Jul-09. 

*LO Is require congressional notification 3 days before contract execution. 
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Appendix R. EBSP FY 2009 Milestones (continued) 

Project Timelines - EDS Purchase and Install Projects 

Major Milestones Estimated Completion Date 

Newark Liberty International (EWR) 
EDS Deliver Oct-09 
Installation and Integration Oct-09 
Independent Verification and Validation 
(IV &V)/Commissioning Mar-10 
Live Bag Screening Apr-10 
Decommissioning May-10 

Chica20 O'Hare International (ORD) 
EDS Delivery Dec-09 
Installation and Integration Dec-09 
IV & V /Commissioning Apr-10 
Live Bag Screening May-10 
Decommissioning Jun-10 

Cincinnati/Northern Kentucky International (CVG) 
EDS Delivery Feb-09 
Installation and Integration Aug-09 
IV & V /Commissioning Jan-10 
Live Bag Screening Feb-10 
Decommissioning Mar- 10 

Orlando International (MCO) 
EDS Delivery Feb-09 
Installation and Integration Aug-09 
IV & V /Commissioning Jan-10 
Live Bag Screening Feb-10 
Decommissioning Mar-10 

Miami International (MIA) 
EDS Delivery Mar-09 
Installation and Integration Sep-09 
IV & V /Commissioning Feb-10 
Live Bag Screening Mar-10 
Decommissioning Apr-10 
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Appendix R. EBSP FY 2009 Milestones (continued) 

Project Timelines - EDS Purchase and Install Projects (continued) 

Major Milestones Estimated Completion Date 

Geore:e Bush IntercontinentaVHouston (IAH) 
EDS Delivery Dec-09 
Installation and Integration Dec-09 
IV & V /Commissioning Mar-J O 
Live Bag Screening Apr-10 
Decommissioning May- 10 

Nantucket Memorial (ACK) 
EDS Delivery Feb-09 
Installation and Integration Feb-09 
Decommissioning NIA 

San Antonio International (SAT) 
EDS Delivery Oct-09 
Installation and Integration Oct-09 
IV & V /Commissioning Jun-10 
Live Bag Screening Jul-10 
Decommissioning Aug-10 

Panama City-Bay County International (PFN) 
EDS Delivery Dec-09 
Installation and Integration Dec-09 
IV & V /Commissioning Apr-10 
Live Bag Screening May-10 
Decommissioning Jun-10 

Norman Y. Mineta San Jose International (SJC) 
EDS Delivery Jul-09 and Dec-09 
Installation and Integration Jul-09 and Jan-IO 
IV & V /Commissioning Jan-10 and Jul-IO 
Live Bag Screeni ng Feb-10 and Aug-I 0 
Decommissioning Mar-10 and Sep-10 

Rick Husband Amarillo International (AMA) 
EDS Deli very May-09 
Installation and Integration May-09 
Decommissioning NIA 
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Appendix R. EBSP FY 2009 Milestones (continued) 

Project Timelines - EDS Purchase and Install Projects (continued) 

Major Milestones Estimated Completion Date 

Roe:ue Valley International-Medford (MFR) 
EDS Delivery Feb-09 
Installation and Integration Aug-09 
Decommissioning NIA 

Tallahassee Regional (TLH) 
EDS Delivery Oct-09 
Installation and Integration Nov-09 
IV & V /Commissioning Apr- 10 
Live Bag Screening May-10 
Decommissioning Jun-10 

Kahului (OGG) 
EDS Delivery Feb-09 
Installation and Integratio n Aug-09 
IV & V /Commissioning Jan-10 
Live Bag Screening Feb-10 
Decommissioning Mar-10 

Phoenix Sky Harbor International Airport (PHX) 
EDS Delivery Feb-09 
Installation and Integration Aug-09 
IV & V /Commissioning Jan-10 
Live Bag Screening Feb-10 
Decommissioning Mar-lO 

Pensacola Ree:ional (PNS) 
EDS Delivery Jan-09 
Installation and Integration Jul-09 
Decommissioning Mar-10 

Raleie:h-Durham International (RDU) 
EDS Delivery Oct-09 
Installation and Integration Mar-10 
IV & V /Commissioning Aug-10 
Live Bag Screening Sep-10 
Decommissioning Oct-10 
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Appendix R. EBSP FY 2009 Milestones (continued) 

Project Timelines -EDS Purchase and Install Projects (continued) 

Major Milestones Estimated Completion Date 

Renofl'ahoe International (RNO) 
EDS Delivery Jul-09 
Installation and Integration Aug-09 
Decommissioning NIA 

Greater Rochester International (ROC) 
EDS Delivery May-09 
Installation and Integration May-09 
Decommissioning NIA 

San Diego International (SAN) 
EDS Delivery Feb-09 
Installation and Integration Aug-09 
IV & V /Commissioning Jan- 10 
Live Bag Screening Feb-10 
Decommissioning Mar- 10 

San Francisco International (SFO) 
EDS Delivery Dec-09 
Installation and Integration Jan-10 
IV & V /Commissioning Feb-10 
Live Bag Screening Mar-10 
Decommissioning Apr-10 

John Wayne Airport-Oran2e County (SNA) 
EDS Delivery Nov-09 
Installation and Integration Nov-09 
IV & V /Commissioning Apr-10 
Live Bag Screening May-10 
Decommissioning Jun-10 

La Crosse Municipal (LSE) 
EDS Delivery May-09 
Installation and Integration May-09 
Decommissioning NIA 

Pittsbur2h International (PIT) 
EDS Delivery Aug-09 
Installation and Integration Aug-09 
Decommissioning NIA 
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Appendix R. EBSP FY 2009 Milestones (continued) 

Project Timelines - EDS Purchase and Install Projects (continued) 

Major Milestones Estimated Completion Date 

Santa Maria Public Airport (SMX) 
EDS Delivery Jun-09. 
Installation and Integration Jun-09 
Decommissioning NIA 

Hilo International (ITO) 
EDS Delivery Jun-09 
Installation and Integration Jun-09 
Decommissioning NIA 

Glacier Park International (GPI) 
EDS Delivery Jun-09 
Installation and Integration Jun-09 
Decommissioning NIA 

Molokai Air 1>ort (MKK) 
EDS Delivery Jun-09 
Installation and Integration Jun-09 
Decommissioning NIA 

Helena Re2ional (HLN) 
EDS Delivery Jun-09 
Installation and Integration Jun-09 
Decommissioning NIA 

Lovell Field (CHA) 
EDS Delivery Mar-09 
Installation and Integration Mar-09 
Decommissioning NIA 

Charleston AFB/International (CHS) 
EDS Delivery Feb-09 
Installation and Integration Feb-09 
Decommissioning NIA 

University of Illinois-Willard (CMI) 
EDS Delivery Apr-09 
Installation and Integration Apr-09 
Decommissioning NIA 
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Appendix R. EBSP FY 2009 Milestones (continued) 

Project Timelines -EDS Purchase and Install Projects (continued) 

Major Milestones Estimated Completion Date 

Friedman Memorial (SUN) 
EDS Delivery Apr-09 
Installation and Integration Apr-09 
Decommissioning NIA 

Gunnison-Crested Butte Regional (GUC) 
EDS. Delivery May-09 
Installation and Integration May-09 
Decommissioning NIA 

San Diego International (SAN-RS) 
EDS Delivery Apr-09 
Installation and Integration Apr-09 
Decommissioning NIA 

Philadelphia International (PHL) 
EDS Delivery May-09 
Installation and Integration May-09 
Decommissioning NIA 

Yampa Valley (HDN) 
EDS Delivery May-09 
Installation and Integration May-09 
Decommissioning NIA 
EDS Delivery Jun-09 

Eagle County Regional (EGE) 
EDS Delivery Jun-09 
Installation and Integration Jun-09 
Decommissioning NIA 

Aspen-Pitkin CountylSardy Field (ASE) 
EDS Delivery Project canceled 
Installation and Integration Replaced with SBA 
Decommissioning 

Santa Barbara Municipal (SBA) 
EDS Delivery Jun-09 
Installation and Integration Jul-09 
Decommissioning NIA 

FOR OFFICIAL USE ONLY 

WARNING: This document is FOR OFFlCTAL USE ONLY (FOUO). It contains information that may be exempt from public release under 
the Freedom of Information Act (5 U.S.C. 552). It is to be controlled. stored, handled. transmitted, distributed, and disposed of in accordance 
with Dcpanment o f Homeland. Security (OHS) policy relating to FOUO information and is not to be released to the public or other personnel who 
do not have a valid "need-to-know" without prior approval of an authorized OHS offic ial. 

83 



FOR OFFICIAL USE ONLY 

Appendix R. EBSP FY 2009 Milestones (continued) 

Project Timelines -EDS Purchase and Install Projects (continued) 

Major Milestones Estimated Completion Date 

Tucson International (TUS) 
EDS Delivery Mar-09 
Installation and Integration Mar-09 
Decommissioning NIA 

Tunica Municipal (UTA) 
EDS Delivery Jun-09 
Installation and Integration Jun-09 
Decommissioning NIA 

Roberts Field (RDM) 
EDS Delivery Feb-09 
Installation and Integration Feb-09 
Decommissioning NIA 

Standalone EDS equipment is tested at time of delivery. The EDS equipment is usually 
operational 1 week after installation and testing. Standalone equipment only requires a 
decommissioning when a replacement is delivered. When additional units are delivered, no 
decommissioning is necessary. 

An airport's. construction schedule generally affects the delivery of the TSA equipment and is out 
of TS A's control. When an airport constmction schedule slips, delivery timelines are adjusted 
accordingly. 

Airport accepts delivery of equipment, depending on construction schedule. The equipment is 
typically not operational for another 3-6 months for inline. systems and 1 week for standalone 
EDS equipment after installa tion, depending on airport's schedule. TSA awards a delivery order 
to the Original Equipment Manufacturer for services. 
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Appendix R. EBSP FY 2009 Milestones (continued) 

Project Timelines - New Facility Modification Agreement Projects 

Major Milestones Estimated Completion Date 

Chicaeo O'Hare International (ORD) 
Notification letter sent to airpo11 February 10,. 2009 

Draft other transaction agreeme nt (OTA) sent March 22, 2009 
to airport to review the terms and conditions 
Airports submit updated cost information to February 1.9, 2009 
TSA 
Cost validations updated based on April 3, 2009 
information provided by the airport 
Negotiation meetings scheduled with the April 28, 2009 
a irport 
Negotiations completed and OT A executed May 2009 

Wichita Mid-Continent (ICT) 
Notification letter sent to airport February 10,. 2009 

Draft OT A sent to airport to re view the terms March 22, 2009 
and conditions 
Airports submit updated cost information to February 27, 2009 
TSA 
Cost validations updated based on late April 2009 
information provided by the airport 
Negotiation meetings scheduled with the June. 2009 
airport 
Negotiations completed and OT A executed September 2009 

Fresno Yosemite International (FAT) 
Notification letter sent to airport February 23,. 2009 

Draft OT A sent to airport to review the terms Fe bruary 9, 2009 
and conditions 
Airports submit updated cost information to February L I , 2009 
TSA 

Cost validations updated based on March 31, 2009 
information provided by the airport 
Negotiation meetings scheduled with the May 2009 
ai rport 
Negotiations completed and OT A executed June 2009 
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Appendix R. EBSP FY 2009 Milestones (continued) 

Project Timelines - New Facility Modification Agreement Projects (continued) 

Major Milestones Estimated Completion Date 

Minneapolis-St. Paul International/Wold-Chamberlain (MSP) 
Notification letter sent to airpo11 February 10,. 2009 

Draft OTA sent to airport to review the terms March 22, 2009 
and conditions 
Airports submit updated cost information to April I, 2009 
TSA 
Cost validations updated based on April 3, 2009 
information provided by the airport 
Negotiation meetings scheduled with the June. 2009 
ai rport 
Negotiations completed and OT A executed September 2009 

Tri-Cities Re2ional TNN A (TRI) 
Notification letter sent to airport February 10,. 2009 

Draft OT A sent to airport to review the terms Ma rch 13, 2009 
and conditions 
Airports submit updated cost information to late March 2009 
TSA 
Cost validations updated based on April 9, 2009 
information provided by the airport 
Negotiation meetings scheduled with the April 28, 2009 
airport 
Negotiations completed and OT A executed September 2009 

Rick Husband Amarillo International (AMA) 
Notification letter sent to airport February 10,. 2009 

Draft OT A sent to airport to review the terms April 6, 2009 
and conditions 
Airports submit updated cost information to February 24, 2009 
TSA 
Cost validations updated based on March 25, 2009 
information provided by the airport 
Negotiation meetings scheduled with the April 28, 2009 
airport 
Negotiations completed and OT A executed September 2009 
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Appendix R. EBSP FY 2009 Milestones (continued) 

Project Timelines - New Facility Modification Agreement Projects (continued) 

Major Milestones Estimated Completion Date 

Panama City-Bay County International (PFN) 
Notification letter sent to airpo11 February 9 , 2009 

Draft OTA sent to airport to review the terms February 9, 2009 
and conditions 
Airports submit updated cost information to March 20, 2009 
TSA 
Cost validations updated based on April 9, 2009 
information provided by the airport 
Negotiation meetings scheduled with the June. 2009 
ai rport 
Negotiations completed and OT A executed July 2009 

John Wayne Airport-Oran~e County (SNA) 
Notification letter sent to. airport March 2009 

Draft OT A sent to airport to review the terms mid March 2009 
and conditions 
Airports submit updated cost information to early April 2009 
TSA 
Cost validations updated based on mid April 2009 
information provided by the airport 
Negotiation meetings scheduled with the early September 2009 
airport 
Negotiations completed and OT A executed Late September 2009 
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Appendix S. EBSP ARRA Milestones 

Project Timelines - New Facility Modification Agreement Projects 

Major Milestones Estimated Completion Date 

Honolulu International Airport (HNL) 
Notification letter sent to airport March 2009 

Draft other transaction agreement (OT A) sent mid March 2009 
to airport to review the terms and conditions 
Airports submit updated cost information to late March 2009 
Transportation Security Administration (TSA) 
Cost validations updated based on mid April 2009 
information provided by the a irport 
Negotiation meetings scheduled with the early June 2009 
airport 
Negotiations completed and OT A executed August 2009 

Kahului Airport (OGG) 
Notification letter sent to airport March2009 

Draft OT A sent to airport to review the terms early March 2009 
and conditions 
Airports submit updated cost information to early March 2009 
TSA 
Cost validations updated based on mid March 2009 
information provided by the a irport 
Negotiation meetings scheduled with the early June 2009 
airport 
Negotiations completed and OT A executed late August 2009 

Philadelphia International Airport (PHL) 
Notification letter sent to airport March 2009 

Draft OT A sent to airport to review the terms mid March 2009 
and conditions 
Airports submit updated cost information to late March 2009 
TSA 
Cost validations updated based on mid April 2009 
information provided by the a irport 
Negotiation meetings scheduled with the early May 2009 
airport 
Negotiations completed and OTA executed mid June 2009 
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Appendix S. EBSP ARRA Milestones (continued) 

Project Timelines - New Facility Modification Agreement Projects (continued) 

Major Milestones Estimated Completion Date 

Normal Y. Mineta San Jose International Airport (SJC) 
Notification letter sent to airport March 2009 

Draft OT A sent to airport to review the terms. mid March 2009 
and conditions 
Airports submit updated cost information to mid March 2009 
TSA 

Cost validations updated based on early May 2009 
information provided by the airport 
Negotiation meetings scheduled with the late June 2009 
airport 
Negotiations completed and OT A executed late September 2009 

Tallahassee Re ional Airport (TLH) 
Notification letter sent to airport March 2009 

Draft OT A sent to airport to review the terms mid March 2009 
and conditions 
Airports submit updated cost information to early April 2009 
TSA 
Cost validations updated based on mid April 2009 
information provided by the airport 
Negotiation meetings scheduled with the Project cance led by airport 
airport 
Negotiations completed and OT A executed N/A 

Portland International Jetport (PWM) 
Notification letter sent to airport March 2009 

Draft OT A sent to airport to review the terms. mid March 2009 
and conditions 
Airports submit updated cost information to mid March 2009 
TSA 
Cost validations updated based on early April 2009 
information provided by the airport 
Negotiation meetings scheduled with the early June 2009 
airport 
Negotiations completed and OT A executed late Au2ust 2009 

FOR OFFICIAL USE ONLY 

WARNING: This document is FOR OFFlCTAL USE ONLY (FOUO). fl contains information that may be exempt from public release under 
the Freedom of Information Act (5 U.S.C. 552). It is to be controlled. stored, handled. transmiued, distributed, and disposed of in accordance 
with Dcpanment o f Homeland. Security (OHS) policy relating to FOUO information and is not to be released to the public or other personnel who 
do not have a valid "need-to-know" without prior approval of an authorized OHS offic ial. 

89 



FOR OFFICIAL USE ONLY 

Appendix S. EBSP ARRA Milestones (continued) 

Project Timelines - New Facility Modification Agreement Projects (continued) 

Major Milestones Estimated Completion Date 

San Francisco International Airport (SFO) 
Notification letter sent to airport March 2009 

Draft OT A sent to airport to review the terms mid March 2009 
and conditions 
Airports submit updated cost information to late March 2009 
TSA 
Cost validations updated based on late March 2009 
information provided by the a irport 
Negotiation meetings scheduled with the. late Apri l 2009 
airport 
Negotiations completed and OT A executed early June 2009 

Sacramento International Airport (SMF) 
Notification letter sent to airport March 2009 

Draft OT A sent to airport to review the terms mid March 2009 
and conditions 
Airports submit updated cost information to early April 2009 
TSA 
Cost validations updated based on mid April 2009 
information provided by the airport 
Negotiation meetings scheduled with the. late May 2009 
airport 
Negotiations completed and OT A executed August 2009 

Jackson Hole Airport (JAC) 
Notification letter sent to airpo1t March 2009 

Draft OT A sent to airport to review the terms mid March 2009 
and conditions 
Airports submit updated cost information to late March 2009 
TSA 
Cost validations updated based on mid April 2009 
information provided by the a irport 
Negotiation meetings scheduled with the late April 2009 
airport 
Negotiations completed and OTA executed mid June 2009 
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Appendix S. EBSP ARRA Milestones (continued) 

Major Milestones Estimated Completion Date 

Huntsville International - Carl T. Jones Field Airport (HSV) 
Notification letter sent to airpo1t March 2009 

Draft OT A sent to airport to review the terms mid March 2009 
and conditions 
Airports submit updated cost information to early April 2009 
TSA 
Cost validations updated based on mid April 2009 
information provided by the a irport 
Negotiation meetings scheduled with the early September 2009 
airport 
Negotiations completed and OT A executed late September 2009 

Orlando International Airport (MCO) - East Terminal 
Notification letter sent to airport March 2009 

Draft OT A sent to airport to review the te rms mid March 2009 
and conditions 
Airports submit updated cost information to early April 2009 
TSA 
Cost validations updated based on mid May 2009 
information provided by, the a irport 
Negotiation meetings scheduled with the early June 2009 
airport 
Negotiations completed and OTA executed late July 2009 

Orlando International Airport (MCO) - Disney Terminal 
Notification letter sent to airpmt March 2009 

Draft OT A sent to airport to review the terms mid March 2009 
and conditions 
Airports submit updated cost information to early April 2009 
TSA 
Cost validations updated based on mid April 2009 
information provided by the a irport 
Negotiation meetings scheduled with the early September 2009 
airport 
Negotiations completed and OT A executed late September 2009 
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Appendix S. EBSP ARRA Milestones (continued) 

Project Timelines - New Facility Modification Agreement Projects (continued) 

Major Milestones Estimated Completion Date 

James M. Cox Dayton International Airport (DAY) 
Notification letter sent to airport March 2009 

Draft OT A sent to airport to review the terms mid March 2009 
and conditions 
Airports submit updated cost information to late April 2009 
TSA 
Cost validations updated based on late April 2009 
information provided by the a irport 
Negotiation meetings scheduled with the late July 2009 
airport 
Negotiations completed and OT A executed late Au2ust 2009 

Port Columbus International (CMH) 
Notification letter sent to airport March2009 

Draft OT A sent to airport to review the terms mid March 2009 
and conditions 
Airports submit updated cost information to late March 2009 
TSA 
Cost validations updated based on early April 2009 
information provided by the airport 
Negotiation meetings scheduled with the early Ju I y 2009 
airport 
Negotiations completed and OT A executed late September 2009 

Hartsfield - Jackson Atlanta International Airport (A TL) 
Notification letter sent to airport March 2009 

Draft OT A sent to airport to review the terms mid March 2009 
and conditions 
Airports submit updated cost information to late March 2009 
TSA 
Cost validations updated based on early April 2009 
information provided by the a irport 
Negotiation meetings scheduled with the early July 2009 
airport 
Negotiations completed and OT A executed late September 2009 
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Appendix S. EBSP ARRA Milestones (continued) 

Project Timelines - New Facility Modification Agreement Projects (continued) 

Major Milestones Estimated Completion Date 

Louis Armstron2 New Orleans International Airport (MSY) 
Notification letter sent to airport March 2009 

Draft OT A sent to airport to review the terms mid March 2009 
and conditions 
Airports submit updated cost information to early April 2009 
TSA 
Cost validations updated based on mid May 2009 
information provided by the a irport 
Negotiation meetings scheduled with the early October 2009 
airport 
Negotiations completed and OT A executed March 2009 

Lambert-Saint Louis International Airport (STL) 
Notification letter sent to airport July 2009 

Draft OT A sent to airport to review the terms July 2009 
and conditions 
Airports submit updated cost information to late July 2009 
TSA 
Cost validations updated based on mid August 2009 
information provided by the a irport 
Negotiation meetings scheduled with the late August 2009 
airport 
Negotiations completed and OT A executed late September 2009. 

Washin2ton Dulles International Airport (IAD) 
Notification letter sent to airpo1t July 2009 

Draft OT A sent to airport to review the terms July 2009 
and conditions 
Airports submit updated cost information to late July 2009 
TSA 
Cost validations updated based on mid August 2009 
information provided by the a irport 
Negotiation meetings scheduled with the late August 2009 
airport 
Negotiations completed and OTA executed late September 2009 
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Appendix S. EBSP ARRA Milestones (continued) 

Project Timelines - New Facility Modification Agreement Projects (continued) 

Major Milestones Estimated Completion Date 

Yellowstone Re rional Airport (COD) 
Notification letter sent to airport July 2009 

Draft OT A sent to airport to review the terms July 2009 
and conditions 
Airports submit updated cost information to late July 2009 
TSA 
Cost validations updated based on mid August 2009 
information provided by the a irport 
Negotiation meetings scheduled with the late August 2009 
airport 
Negotiations completed and OT A executed late September 2009 

William P. Hobby Airport (HOU) 
Notification letter sent to airport July 2009 

Draft OT A sent to airport to review the terms July 2009 
and conditions 
Airports submit updated cost information to late July 2009 
TSA 
Cost validations updated based on mid August 2009 
information provided by the airport 
Negotiation meetings scheduled with the late. August 2009 
airport 
Negotiations completed and OT A executed late September 2009 

St. Petersbur2-Clearwater International Airport (PIE) 
Notification letter sent to airpo1t July 2009 

Draft OT A sent to airport to review the terms July 2009 
and conditions 
Airports submit updated cost information to late July 2009 
TSA 
Cost validations updated based on mid August 2009 
information provided by the a irport 
Negotiation meetings scheduled with the early September 2009 
airport 
Negotiations completed and OTA executed late October 2009. 
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Appendix S. EBSP ARRA Milestones (continued) 

Project Timelines - New Facility Modification Agreement Projects (continued) 

Major Milestones Estimated Completion Date 

Gallatin Field Airport (BZN) 
Notification letter sent to airport July 2009 

Draft OT A sent to airport to review the terms July 2009 
and conditions 
Airports submit updated cost information to late July 2009 
TSA 
Cost validations updated based on mid August 2009 
information provided by the a irport 
Negotiation meetings scheduled with the early September 2009 
airport 
Negotiations completed and OT A executed late December 2009 

Tulsa International Airport (TUL) 
Notification letter sent to airport July 2009 

Draft OT A sent to airport to review the terms July 2009 
and conditions 
Airports submit updated cost information to late July 2009 
TSA 
Cost validations updated based on mid August 2009 
information provided by the airport 
Negotiation meetings scheduled with the late September 2009 
airport 
Negotiations completed and OT A executed late December 2009 

Charlotte/Dou2las International Airport (CLT) 
Notification letter sent to airpo1t July 2009 

Draft OT A sent to airport to review the terms July 2009 
and conditions 
Airports submit updated cost information to late July 2009 
TSA 
Cost validations updated based on mid August 2009 
information provided by the a irport 
Negotiation meetings scheduled with the mid October 2009 
airport 
Negotiations completed and OTA executed January 2010 
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Project Timelines - New Facility Modification Agreement Projects (continued) 

Major Milestones Estimated Completion Date 

Colorado Sprin2s Airport (COS) 
Notification letter sent to airport July 2009 

Draft OT A sent to airport to review the terms July 2009 
and conditions 
Airports submit updated cost information to late July 2009 
TSA 
Cost validations updated based on mid August 2009 
information provided by the a irport 
Negotiation meetings scheduled with the. mid October 2009 
airport 
Negotiations completed and OT A executed January 2010 

Little Rock National Airport (LIT) 
Notification letter sent to airport July 2009 

Draft OT A sent to airport to review the terms July 2009 
and conditions 
Airports submit updated cost information to late July 2009 
TSA 
Cost validations updated based on mid August 2009 
information provided by the airport 
Negotiation meetings scheduled with the. mid September 2009 
airport 
Negotiations completed and OT A executed November 2009 

San Antonio International (SAT) 
Notification letter sent to airpo1t February I 0, 2009 

Draft OT A sent to airport to review the terms March 22, 2009 
and conditions 
Airports submit updated cost information to April 10, 2009 
TSA 
Cost validations updated based on April 17, 2009 
information provided by the airport 
Negotiation meetings scheduled with the late May 2009 
airport 
Negotiations completed and OTA executed September 2009 
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Message from the Acting Administrator 

l an) pleased to present the fo!\o\ving rcpo11, "In-line Explosives f)ctection Systen1s Personnel 
Savings,'' which has been prepared by tbe Transportation Security Administration CfSA). 
'fhe report has been compiled in response to a directive in the Conference Ileport 
accompanying the Departn1ent of Homeland Security Appropriations Act, 2010, Public Lav• 
111-83. 

The report provides a summary of the federalized lJ.S. airports ~·ith inwline baggage handling 
systen1s and the associated full-titne equivalent (F'fE) savings that have resulted as a result of 
the installation of those systems. 

Pursuant to congressional requirements, this report is being provided to the following ~1embers 
of Congress: 

The flonorable f)avid F~. Price 
Chairman, House Appropriations Subcornn1ittee on l{on1eland Security 

The Honorable Harold Rogers 
Ranking l\1ernber, House Appropriations Subcon1mittee on I1011)eiand St:curity 

The Honorable Robert Byrd 
Chairman, Senate Appropriations Subcommittee on Homeland Security 

The 1-lonorable George V. Voinovich 
Ranking Member, Senate Appropriations Subcon1mittee on Homeland Security 

Inquiries relating to this report may· be directed to me at (571) 227-2801 or to the Department's 
Acting Chief Financial 011icer. Peggy Sherry, at (202) 447-5751. 

Sincerely, 

Gale D. Rossidcs 
Acting Administrator 
Transportation Security Ad1ninistration 
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I. Legislative Requirement 

The Conference Report which accompanied the Departn1ent of Hon1eland Security 
Appropriations Act, 20 I 0. P JM. 111 ~83. included the fOllowing directive: 

The conferees agree lVifh the S'enate recommendation to reduce .funding belov.1 the 
request in this account due to repeated large carryover balances. l+'ith the large in.flux of 
funding provided by ARRA and this Act, TSA is able to greatly expedite the deployment af 
next generation technologies at the checkpoint and to install sign{ficantlJ' more in~line 
explosives de1ecrio11 systems. thereb.v per1nirting a re<iuction in personnel, 10:4 shall 
report to the ("'ommittees, in tandem it·fth the .fiscal }'ear 20 I 1 budget. on the savings 
achieved and anticipated by,fiscal yearTfram the installation °'(the ne\.\' SJ'Stems. The 
report shall specijlcall_v address FTE saving.<;. 



II. Background 

TS/, identified which federalized airports possess In~line explosives detection systen\s (EDS) 
and the full-time equivalents (F'ft:) savings associated with the reduced staffing requiretnents 
resulting from the installation of those systen1s. 

At the end of flscal year 2009, a total of 52 airports possessed operational in.line EDS with an 
annual savings of 1.930 fl'E versus their pre in-line cquip1nent configuration. The data report 
in Section Ill provides a sun1n1ary of these airports and their respective FTE savings. The 
airports listed represent locations where in-line systems are operational; hoY.'cveri son1e of those 
airports are still undergoing phased implementation and full FTE savings have not been fully 
realized. 

Section IV provides a summary of FTE savings from in-line systems that are projected to 
become operational by the end of fiscal year 2010. It also includes airports from the FY09 list 
~rho have completed additional phases of in-line deployment. Savings for this period are 
projected to be 2,316 Fl.E. It is important to note that projected FTE savings associated with 
planned in~line systems are difficult to predict due to t11e multitude of variables \Vhich often 
delay these systems fron1 becon1ing operational on schedule. 

As previously briefed to the Appropriations Committee, FIE savings front in-line deploy1nent 
have not reduced the overall F1'E for the screening workforce. Savings have been reinvested in 
other security programs such as T'icket Document Checker. Aviation Direct Access Screening 
Program I Playbook. Behavior Detection Officers, and Bomb Appraisal Officers. 
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III. Data Report - FY 2009 .FTE Savings 

TSA INLINE BAGGAGE SCREENING AIRPORTS AND SAVINGS . ..., 
NfpMNanit WMm ,_m ._.,. .-r.m """m ,_rn; 

ID ....... ....... ....... h'i!,. ....... ...... 
""' Ttd S!tovt~Anehora.a• lrrttm•tlon1I 00 0.0 00 00 00 52 
All t11rt9l1ld A111nt1 lntem1tlon11 0.0 o.o co ., 5 965 .... -00.s ., 
AlJS Aulllln-Be m lnt1m1tlon1! 0.0 00 0.0 75 45.() 450 

•• lltma<ek Munlelotl 00 Oo 0.0 13 2.5 " "' Boltt Air Ten11lntl/Gow1n Fltld " '" 12.5 "' '" 12.5 
~- n1n11m1ll01111I 95.7 95}"" BS? 95.7 95 7 95.7 

BUF Butfllo N11gu1 lntem1t101Ml 0.0 0.0 00 00 00 83 .,. Elurbtnk.(il•ndtlt.PtSJdtnt 110 13.0 ''° 13.0 130 14,3 

""' Stltimort.W11Wl~lrrttm1tlontl 0.0 00 00 '" 21.1 '" CL£ Cl•v111nc1 Ho M lntilmatlontJ 00 00 0.0 55 1t0 11.0 
' DAL Dalltt Lovt Fltld 0.0 00 0.0 00 o.o "6 

""' O.nvu lnttl'Tlltlonal 0.0 40.0 
91 ' '" '" Q1.8 

"" O.lltt'F<Ht WOl#l !nternallone.I 0.0 DO 40,3 '" 95 J 913 
DTW O.troltMttro Wtvne Cou o.o 0.0 20.3 20.3 10 3 2C.3 

"'" Ntwuti !ntlmatlontl 00 00 00 13 0 26.0 36.6-

""' Spok.lnt 1n11m1tlot'lll 00 15.0 30.2 302 30.2 30 1 ... S1lotn lntem1tl0111I 00 00 0.0 0.0 00 .. , .. Honolulu tnttm1tlon1I M 00 0.0 1.5 J0,0 "·' HOU W!IH1m P. Mobbv Molllllon 0.0 0.0 00 0 85 '" I IAH •• e B\l9t Ink! rwn!lntntl! HouEn 00 00 00 00 14.0 ~· I IMO lnd!Ull l•lntllmat:IOMI 00 00 0.0 DO 00 ~· JAX J1cklonvtM1 lnttm1tlon1I 00 00 12.0 23.2 2)2 232 

' 
JFK Johfl F. KIJllllDY llli91'NllO"tl co 00 00 00 "' •O 0 

I LAS mn lnt1m1tlon1l L11V1011 00 0.0 "0 660 86.0 1201 

•• '"'" lntemthnll 0.0 0.0 0.0 00 o.o 29.~ 

•co •ndo lnltm1lltmtl 0.0 DO 0.0 00 180 2ll ' ... . .,, 01JCllCIO Mldw&'I 00 ·;-.o-· 00 00 30.0 ., 0 

MHT M1nct11Dr Htw Him '" 10 0 '" '" '" '" 19 ~ 

MIA Ml1ml lntamatlorul 0.0 0.0 0 0 00 00 521 ... MlflMlpoll..st P•11l ll1Ulom1tl0NI 00 0.0 " " 250 35 0 
OAK •• olllln Otkltnd lnt11m1tl11n1I DO 00 0.0 350 35.0 35 0 ... Kll'IUIUI 00 0.0 00 00 34 34 
OKC Wl11 rs World Okl1ttom1 Cltv 0.0 00 00 00 220 171 
ONT Onllrlo lnt.rntllon•I 00 0.0 no 00 o.o '" ORD O'Mtf\I lntlm11!10NI 00 0.0 00 ~o 40.0 68.0 

I PHI. Phlllllll 1 rnttm1t1on11 0.0 OU 00 0.0 250 25.0 

PHX Phoenix SkV Hllrt>or International 00 00 00 0.0 20.0 42.0 
PIT p tt lntam1tlon.1l 0.0 00 00 00 00 
PVD T F Gn•n Silte Pro'l'ldtnc• 

·-. 
00 0.0 ·-· 

00 
.. 

00 00 59 ., Richmond lnttm1t1on1I 00 00 00 15.0 300 100 
RSW Southwetl Flortd• lntttnttion•1 00 0.0 00 0.0 16.0 31.0 
SAN Sin Die lntam.t1tio~I 00 00 00 1'6 200 250 

'" Loull'llll• tnhlmation•I 00 00 00 145 250 250 .... $t1ttlt·Tacom1 lnttmttlontl 0.0 00 lO 0 ''° " 0 13' 
SFO S1n FnnclllCO lnttmatlon•I Oo 100.0 170 0 170.0 170.0 170.0 

SLC Slit Llkt City lnttrmitlOMI 00 00 00 '" 30 0 
"' 0 ... S1Ct1mtnto lntem1tlon1! 0.0 0.0 00 00 11.2 11.2 ... John Wt Stntl Ant ''° '" JZ' JZ 1 '" ~' 

SRO S1rs11t1ll Brld11rto1i ltnm1tion1! 0.0 00 0.0 25 50 '° STl Limbert St Loul1 lnttm1tional 00 50.0 750 75 0 75.0 75.0 
TPA Tlll'll\11 lnttm16CIUll 00 co 69 5 ··-·'195·- ·~:s·· 69 5 
TVC Qltrw C..pllll T11~•'1llll Cl"' 00 GO 00 '·' 4.2 42 

TOTAL 1412 383.4 15"3 1141 e 15391 1r.l0 1 

\ SAM 1sthe TSA reforent& to the Staffing A!lotatjo~ Model procu3 used lo alloe1t& resources to the airports. 
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IV. Data Report~ Projected FY 2010 FIE Savings 

TSA INLINE BAGGAGE SCREENING AIRPORTS AND 
SAVINGS 

All'l)l)rt SAM04 SAMO!! SAM06 SAM07 SAM08 SAM09 SAMlO 
Airport Name J!'TE FTE FTE FTE FfE FTE FFE ID 

""' S.vln .... Savin"" ''" S•<rhl"" 
,., .. _ ,...,_ 
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BIJF Buffalo Nlaaara International 0 0 00 00 (](] 00 8 3 83 
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•cvG Ch1einnttl/Nortbern Kentu International ()() 00 00 00 co 00 110 
DAL 0111lu Lov~ Fldd 00 00 00 Q.Q 00 126 '" DEN D<:nver International () () "o " 8 

'll_~ 'I 8 '11 8 'I 8 ····urw· .. Oallas/FQrC Wor«h lnttnu1tto111d 00 ·······o .. o· ..... ······4o:J ..... . ..... i)f'f ..... ······9'j'}' .... ······95·3 ..... "3 .................. ................... .................. ................... 
···-·a~-· 'DSM DH MQinei Jntl'matioual 00 00 00 00 00 5 5 , ... 

DTW DetNlit MetNI Wt\'ne Co11ntv 0" °'' 20 3 20_3 20 3 20 J 20 J 
'ECP Panama Cltv Northwest Florida Br.achn Int. 00 "0 () 0 0.() 00 00 55 
EWR Nf'flt11rk Jntematlo111d 0.0 00 00 13.0 26.0 36 0 )60 
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GSN -----------------------~~~--~~~!~~!l_ll_l'.1.~!- oc "' 00 00 00 "4 "4 -------------------- -------0-0 ------ -------o·o- ----- -------o·o--
HNL Honolulu lntemltiQual " 300 400 6? 0 
HOU .... _ .. _ ....... ~!!~.~~.!'.:.!!~!'.':-1 .. !!~~.~!! ............ "" °'' 00 4 J 8' 16 4 16 4 ...... iAH ... 

Gw...,.I' 811•h lnttroontlm,;nbd Ho111tu11 ·······o·o ..... ·······a·o ...... ·······1ro ...... 00 
. ..... 

I'° 
...... 
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"A-IDW Cble1111:0 Midwav 00 00 ''° 00 _\O 0 40() 40 I) 
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...... fi} .. 
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TPA T~ la1ern11tkm11l G.O 00 69.5 695 69 ~ 6~.5 ", 
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Preface 

The Transportation Security Administration (TSA) and the United States Coast Guard (USCG) are the Sector-Specific Agencies 

(SSAs) for the Transportation Systems Sector. TSA and the USCG, in collaboration with the Department of Transportation 

coordinate the preparedness activities among the sector's. partners. to prevent, protect against, respond to, and recover from all 

hazards that could have a debilitating effect on homeland security, public health and safety, or economic well-being. 

This Transportation Systems Sector-Specific Plan (SSP) is the strategic plan for the sector. fulfilling. the requirements of 
Homeland Security Presidential Directive 7: Critical Infrastructure Identification, Prioritization, and Protection, and the 

requirements of the Intelligence Reform and Terrorism Prevention Act of 2004 (as amended) for the National Strategy for 

Transportation Security .. The included modal annexes. for mass transit and passenger rail, maritime, and freight railroads. also 

consolidate strategic planning and infrastructure protection requirements. 

The Transportation Systems. SSP describes collaboratively. developed strategies to. reduce risks to critical transportation 

infrastructure from the broad range of known and unknown terrorism threats. The SSP adopts and amplifies the National 

Infrastructure Protection Plan risk management framework by describing a process intended to encourage vvider participation 

in risk-reduction decisionmaking activities. The main objective of the process is. to build a set of programs and initiatives that 
reduce the sector's most significant risks in an efficient, practical, and cost-effective manner .. Examples. of some of these pro

grams and initiatives include: 

• Achieved first milesrone for screening cargo on passenger aircraft; 

• Aligned transportation grant projects to reduce security risks in most vulnerable regions; 

• Expanded sector security training and exercise program across all modes; 

• Conducted 62 Area Maritime Security Plan exercises: 

• Tracked the output measures of risk mitigation activities; and 

• Developed key risk reduction programs such as Visible. Inter.modal Prevention and Response and Transportation Worker 

Identification CredenUal. 

TSA, the USCG, and the sector partners will continue to work together to ensure continued progress toward the sector vision 

and goals through a broad set of risk mitigation activities (RMAs). such as those summarized above. Additional examples. of 

how the SSAs collaborated with sector partners effectively to implement two major ongoing RMAs are: 

• Transportation Worker Identification Credential (TWIC): A security program designed to ensure that individuals who pose 

a security threat do not gain unescorted access to secure areas of the nation's maritime transportation system. The credential 

is a biometric card that ensures only vetted workers can enter without an escort to secure transportation areas. The TWIC 
Program is jointly administered by TSA and the USCG. 
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• Interrnodal Security Training and Exercise Program: A program that supports TSA's Transportation Sector Network 

Management Modal Security Managers and private sector partners with exercises and training. The program is designed to 

support all transportation security partners with security objectives and training that has clear and consistent performance 

measures. 

The sector will review the SSP annually to make necessary updates or ame11dments. The SSAs look forward to working with 
sector partners to implement the risk management framework and improve the protection and resilience of the sector. 

Each year, the Transportation Systems Sector Annual Report will provide updates on the sector's efforts to identify, prioritize, 

and coordinate the protection of its critical infrastructure, as defined in the Transportation Systems SSP. The Sector Annual 

Report provides the current priorities of the sector as well as the progress made during the past year in following the plans and 

strategies set out in the Transportation Systems SSP. 
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Executive Summary 

The Transportation Systems Sector-Specific Plan (SSP) is the strategic plan for the sector fulfilling the requirements of 
Homeland Security Presidential Directive 7 (HSPD-7): Critical InfrastTucture Identification, Prioritization, and Protection; and 

the requirements of the Intelligence. Reform and Terrorism Prevention Act of 2004 (as amended by the 9/ IL Commission Act) 
1 

for the National Strategy. for Transportation Security. (NSTS). The SSP consists of a base plan and six modal annexes. The modal 

annexes for mass transit, maritime, and railroads (including freight and passenger rail) also consolidate strategic plannmg and 

infrastrncture protection requirements. 

The Transportation Systems SSP describes collaboratively developed strategies to reduce risks to critical transportation infra

structure from the broad range of known and unknown terrorism threats. These threats span a multitude of scenarios from 
lone actors with explosives devices to complex and coordinated assaults such as the 9/11 attack or, potentially, attacks involving 

weapons of mass destruction. The SSP establishes the strategic goals and objectives to be implemented in order to achieve a 

shared vision of a safe and secure national transportation system and it explains processes and mechanisms to manage 

sector risks. 

The 2010 SSP revises the Systems-Based Risk Management process described in the 2007 version of the SSP, and adopts and 

amplifies the. National Infrastructure Protection Plan (NIPP) framework by. describing a process intended to encourage wider 

participation in risk reduction decisionmaking activities. The main objective of the process is to build a set of programs and 
initiatives that reduce the sector's most significant risks in an effi.ciem, practical, and cost-effective manner. 

The Transportation Security Administration (TSA) and the United States Coast Guard (USCG) are the Sector-Specific Agencies 

(SSAs) for the Transportation Systems Sector. TSA and the USCG, in collaboration with the Department of Transportation 
(DOT), coordinate the preparedness activities among the sector's partners to prevent, protect against, respond to, and recover 

from all hazards that could have a debilitating effect on homeland security, public health and safety, or economic well-being. 

1. Sector Profile and Goal 

The Nation's transportation network is an expansive, open, and accessible set of interconnected systems of airways, roads, 

tracks, terminals, and conveyances that provide services essential to our way of life. The sector includes six, interconnected 

subsectors or modes-aviation, freight rail, highway, maritime, mass transit and passenger rail, and pipelines-that transport 

people, food, water, medicines, fuel, and other commodities vital to the public health, safety, security, and economic well

being of our Nation. The sheer size and capacity of the sector, which moves, distributes, and delivers billions of passengers and 

1 Enacted by tl1e Jmelligence Reform and Terrorism Prevention Act. PL. I 08-458. § 400 I. (2004}. as amended by the lmplememing Reconunendalions of the 9/ 11 
Commi~sionAct. PL. 110-53, § 1202 (2007). 
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millions of tons of goods each year, makes it a highly attractive target for terrorists, as well as vulnerable to all types of man
made and natural disasters. 

The vast majority of the transportation infrastructure in the United States is owned by the private sector. Infrastructure is com

posed of physical, hwnan, and cyber components working together Lo provide transportation services. The 2010 SSP encour

ages greater awareness of the codependent nature of the components when assessing infrastructure risks. Emphasis is placed 

on improving assessments of the cyber component and vulnerabilities that may impact critical infrastructure operations or the 

transportation systems as a whole. 

All of the critical infrastructure sectors depend on transportation services, and conversely, the Transportation Systems 
Sector depends on the Energy, Communications, Information Technology, Chemical, and Critical Manufacturing Sectors. 

Interdependencies are an important dimension of the risk environment that must be considered to protect critical infrastruc

ture and achieve system resiliency. 

The Transportation Systems Sector Partnership Model (SPM) consists of Government Coordinating Councils (GCCs) as indicated 

in the diagram below, and a parallel set of Sector Coordinating Councils (SCCs) shown in Chapter 1. The GCCs members are 

representatives of government organizations and the SCCs include representatives of the transportation industry. The GCCs and 

SCCs communicate with one another regarding infrastructure risk assessments, planning, prioritization, programming, and 
risk reduction measurement. Several joint working groups provide for direct collaboration on specific infrastructure protection 

and resiliency issues. 

Implementing the Sector Partnership Model 

Transportation Systems 
Sector Government 

Coordinating Council 

--------

- Modal GCCs 

International partnerships are essential to achieve the transportation protection and resiliency objectives. TSA, the USCG, and 

the Department of State strive to assure that foreign governments and foreign air carriers and transportation companies meet 
international security protocols and that international standards satisfy U.S. security concerns. Strengthening transportation 

protection across all modes of the global transportation network requires extensive, world-wide collaboration with groups such 

as: the European Union (EU); the Group of Eight members; Lhe Asia-Pacific Economic Cooperation Forum; the Internalional 

Civil Aviation Organization; the International Maritime Organization; and the Organization of American States. In addition to 

strengthening partnerships. with established groups, the SSAs, engage in bilateral and multilateral partnerships with key inter
national partners to include Canada, the EU, Israel, Japan, Mexico, and Australia. 
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Since the majority of transportation infrastructure is operated by privately or publicly owned companies, participation of 

infrastructure owners and operators in protection and resilience planning, risk management, and measurement is a cornerstone 

of the SSP. 

In the wake of the attacks of September I I, 2001, many trade associations developed or enhanced security operations to deal 

with terrorist threats. Numerous owners and operators of transportation infrastructure and the representative associations pro

vide technical expertise during the development of best practices, voluntary standards, and regulations. The sector continues to 

rely on the expertise of owners and operators of critical transportation infrastructure to understand risks and to determine the 

most appropriate and cost-effective means to reduce risks. 

The sector's goals and objectives align with the President's homeland security agenda, DHS priorities, and statutory mandates 

for protecting the transportation system and improving resiliency of critical infrastructure. These goals and objectives shape the 

approach for managing sector risk. The risk management framework depicted below is described in chapters 2 through 6. 

Transportation Systems Sector Risk Management Framework 

The sector's vision statement describes: A secure and resilient transportation system, enabling legitimate travelers and goods to move without significant 

disruption of commerce, undue fear of harm, or loss of civil liberties. 

The sector's mission is to: continuously impmve the risk posture of transportation systems serving the Nation. 

Four goals have been developed to guide activities to accomplish the mission:. 

Goal 1: Prevent and deter acts of terrorism using, or against, the transportation system; 

Goal 2: Enhance the all-hazard preparedness and resilience of the global transportation system to safeguard U.S. 

national interests; 

Goal 3: Improve the effective use of resources for transportation security; and 

Goal 4: Improve sector situational awareness, understanding, and collaboration. 
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2. Identify Assets, Systems, and Networks 

Critical infrastructure includes those assets, systems, and networks, which if damaged, could result in significant conse

quences- adverse impacts on national economic security, national public health and safety, public confidence, the environ

ment, loss of life, or some combinalion of these. The primary method for identifying the sector's critical infrastructure is the 

annual National Criti.cal Infrastructure Prioritization Program (NCIPP). NCIPP is managed by DHS and provides a standardized 

approach for sectors to determine criticality of assets, systems, and cyber components. 

The determination of criticality relies on the availability of asset data and valuations of consequences for specific hazard sce

narios. Much of the data reside with transponation companies, therefore, owners and operators have an important role in the 

process. Infrastructure data are stored in the DHS Infrastructure Data Warehouse (IDW) and are used to assess risk within and 

across sectors and to develop incident management and recovery plans for natural disasters. 

3. Assess Risks 

Two types. of risks are considered in assessments: risks to the transportation system and risks from the transportation system, 

e.g., attacks using transportation assets against another target. Assessments inform decisions regarding priorities, programs, and 

budgets for reducing those risks. 

Risks of natural disasters can be determined based on the likelihood of the disaster and the amicipated consequences .. 

Risk = f (Probability, Consequence) 

Terrorist risks do not have a statistical basis for determining probability; therefore, the following alternate equation, developed 

by the Government Accountability Office in 2001, is typically used within the sector: 

Risk = f (Threat, Vulnerability, Consequence) 

The assessment of risks to transportation infrastructure is complicated by the: 

•. Uncertainty as to the types of threats; 

• Difficulties of predicting the likelihood and consequences of known risks; 

• Inestimable nature of unknown risks; 

• Unique differences between risk assessments for manmade incidems (including terrorism). versus natural disasters; 

•. Creative and adaptive nature of terrorists; and 

• Widely varying preparedness and response capabilities and countermeasures within the groups and subgroups of modal 

infrastructure. 
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Three types or classes of assessments, as depicted below, have evolved within the sector and can be broadly characterized 
as Mission, Asset, and System Specific Risk Assessments (MASSRA), modal risk assessments, and sector cross-modal 

risk assessments. 

Three Classes of Risk Assessments 

High 

Low 

Scope 

Class 1: 

Mission, Asset, and System 
Specific Risk Assessments 

Class 2: 

Modal Assessments 

Class 3: 

Sector Assessment and 
Comparative Analysis 

Class 1. assessments, or MASSRA, focus on one or more of the risk elements. or on scenario-specific assessments (for example, 

a blast effect analysis on a certain type of conveyance). Physical security self-assessments conducted by transportation service 

providers that estimate vulnerability are within the MASSRA category. These assessments generally do not cross jurisdictional 

lines and have a narrow, specific focus. 

Class 2 assessments are modal risk assessments used to identify how best to determine high-risk focus areas within a mode of 

transportation. These assessments also help to establish the sector's priorities for a specific mode. 

Class 3 assessments are cross-modal comparative analyses focusing on two or more modes, or on the entire sector. These 

analyses help identify strategic planning priorities and define long-term visions. Cross-modal analyses inform key leadership 

decisions and policies, including investments in countermeasures. 

Assessments may focus on a single risk factor or consider all three: threat, vulnerability, and consequence. Threat assessments 

typically rate an adversary's capability and intent to execute a particular attack scenario. Consequence assessments consider one 
or more of the following: repair or reconstruction costs; health and human safety; economic impact; national security; and 

cross-sector effects. Vulnerability assessments determine the weakness in the physical, cyber, human, or operational aspects of 

the infrastructure. that render it open to exploitation or susceptible. to hazards. 
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4. Prioritize Focus Areas 

Assessment information is analyzed in combination with other factors in the decision environment, to enable the sector to 

set risk reduction priorities. The prioritization process leads to strategic priorities for the sector with imphcations for resource 
distribution and budget submissions .. The figure below depicts examples of the factors that the sector considers when develop

ing priorities and strategies. 

Inputs Into the Development of Protection and Resiliency Priorities 

Intelligence & Risk Assessments 
• Modal Assessments 
• Intelligence Reports 
• Unknown Risk Hedges 
• Comprehensive Reviews 
• Sector. Comparative Analysis 
• Mission & Asset Specific Assessments 

Safety, Privacy, & Stakeholder 
Concerns 
• Transportation Flow 
• Safety/ Security Conflicts 
• Privacy/ Security Conflicts 
• Unfunded Mandate Issues 

Leglslatlve & Executive Requirements 
• OHS Priorities 

• Presidential Directives 
• Congressional Mandates 
• GAO Recommendations 

Budget & lmplementatlon 
Constraints 

• Sector Capabllitles 
• Budget & Acquisition Cycles 

• Federal Regulation Timelines 
• Competing National Budget Priorities 

A degree of uncertainty concerning risk, particularly regarding terrorism is always present. Unknown risk results from the 

vinually hmitless range of targets and tactics available to terrorists. Terrorists are adaptive and shift tactics and strategies in reac

tion to, or in anticipation of, countermeasures. While the sector remains focused on known and suspected threats, it also must 

address risks associated with unknown threats. 

Key to improving. transportation resiliency is striking. a balance between countering known risks. and hedging against unknown 
risks. Currently, these hedges involve two strategies: deploying random security countermeasures and enhancing system resil

ience to all hazards. One approach used in the sector to address unknown risk is through random, flexible, deterrent initiatives, 

such as Visible Intermodal Prevention Response (VIPR) teams. 

5. Develop and Implement Protective Programs and Resiliency Strategies 

The sector partners analyze risk assessments to determine security and resiliency priorities and to develop, implement, and 
measure protective programs and resiliency strategies. Protective programs are. intended to reduce risks from all types of 

hazards by detecting and deterring threats, preparing for known threats, increasing the sector's overall resiliency, and enhanc

ing readiness for continuity and recovery operations. In many cases, multiple programs and strategies are layered to reduce the 

overall risk by mitigating vulnerabilities and reducing consequences in the event of an incident. Other programs have been 
developed to address evolving threats. As programs are developed and implemented by various sector partners, they are moni

tored to ensure continuous improvement. 

The strategies for addressing particular vulnerabilities include proposals for grants, research and development, training, struc

tural improvements, security equipment procurement, personnel pohcy changes, and a variety of other possible strategics. The 

consequences. attributed Lo a threaL are diminished by changing vulnerabilities identified in, the assessment. Similarly, threats 
can be reduced by addressing the vulnerabilities that allow threats to succeed. Therefore, it is important to link vulnerabilities 
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identified in assessments or subsequent analyses to the risk-reduction programs under consideration. A variety of analytical 
methods are available to reach a decision among risk reduction alternatives. The 'I'ra.nsportation Systems SSA recommends using 

a wei.ghted-factor decision method to evaluate programming alternatives to reduce risks. 

When capability gaps arc identified in the assessments, the strategy may be to seek research, development, modeling, and siJn

ulation support to address ways to close the gaps. The joint Transportation Systems Sector Research and Development Working 

Group (R&DWG) determines research and development (R&D) priorities. establishes programming recommendations. and 

monitors. implemencation of those programs. 

Cyber vulnerabilities identified for remediation are the responsibility of the agency or owner and operator. The SSAs coordinate 

participation in these programs through the sector's GCCs and SCCs and with the National Cyber Security Division (NCSD). The 
Transportation Systems Sector Cyber Working Group monitors implementation of cyber risk reduction programs for alignment 

across agencies and the sector. 

6. Measure Effectiveness 

Performance metrics are an important step in the risk management process that enables the sector lo objectively assess the 

reduction of risks associated with infrastructure protection and resiliency efforts. Performance metrics allow progress to be 

tracked against sector priorities and provide a basis for the sector to provide feedback to decisionmakers. 

The Tramportation Systems SSA and Maritime SSA risk mitigation activity. (RMA) categories represent the strategic focus areas 

for risk reduction, w1der which individual, cross-modal, and sector-wide programs and initiatives are aligned. The RMAs sup

port the sector's goals and objectives as indicated in the following tables. 

The sector plans to measure the effectiveness of security programs and initiatives by comparing their results against established 

baselines within the RMA categories. Baselines are specific to each type of program or initiative; for example, a baseline mea
sure for VIPR team effectiveness is inherently different than one for an electronic boarding pass program .. Despite the inher

ent differences, comparisons between activities may be made by determining deviations from the baseline as a percentage of 

change, or improvement attributed LO the activity. 

Goal to which Activity Maps 

Key Transportation SSA RMA 
Goal1 Goal 2 Goal3 Goal4 

Security vetting of workers, travelers, and shippers ./ ./ 

Securing of critical physical infrastructure ./ ,/ ,/ 

Implementation of risk mitigating operational practices ./ ,/ ,/ ,/ 

Implementation of unpredictable operational deterrence ./ ,/ ,/ 

Screening of workers, travelers,. and cargo ,/ ,/ ,/ 

Security awareness and response training ,/ ,/ ,/ 

Preparedness and. response exercises ,/ ,/ ,/ 

Awareness and. preparedness ,/ ,/ ,/ ,/ 

Execu1i ve Summary 7 



Key Transportation SSA RMA 

Leveraging of technologies 

Transportation industry security planning 

Vulnerability assessments 

Securing of critical cyber infrastructure 

Key Maritime SSA RMA 

Maritime Domain Awaren ess 

Risk reduction tools and methods 

Create and oversee an e ffective maritime security regime 

ive maritime and security Lead and conduct effect 
response operations 

7. Research and Development 

-

-

Goal to which Activity Maps 

Goal1 Goal2 Goal 3 Goal4 

./ ./ 

./ ./ ./ 

./ ./ 

./ ./ 

Goal to which Activity Maps 

Goal 1 Goal 2 Goal 3 Goal4 

./ ./ 

,/ ./ ./ 

./ ./ 

./ ./ 

The Transportation Systems Sector R&DWG brings stakeholders from across the sector together to identify mission needs 

and capability gaps. These needs and gaps are eventually forwarded into the DHS Science and Technology (S&T) Capstone 

Integrated Project Team Process, which allows multiple DHS constituents to collaborate to develop programs and projects that 

close capability gaps and expand related mission competencies. 

The Capability Gap Process in the figure below allows the sector to identify and prioritize capability gaps that limit its ability to 

achieve the mission. These gaps are typically determined by the modal stakeholders based on risk assessments and their analy
ses. Vulnerabilities indicated in the assessments are submitted to the R&DWG. Tluough a series of analytical steps, the working 

group develops a capability gap statement that contains the required information and justifications for consideration by DHS for 

R&D funding. The results of this process are recorded in the Sector Annual Report (SAR) which informs DHS for development 

of the annual National Critical Infrastructure Protection Research and Developmem Plan (NCIP R&D Plan). 
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Capability Gap Process 

Input Capability Gap Process Output 

Utilizing one or more 
risk reports to develop 
a portfolio of risks for 
analysis during the 
Capability Gap Process 

Process participants 
perform an in-depth 
analysis of each of 
the risks, and group 
them Into 3 tiers 
using detailed criteria 

Participants develop 
detailed. Capability 
Gaps and then 
assess those gaps 
against the portfolio 
of risks to determine 
cross-applicability -
which is used for 
prioritization 

A final review of the 
gaps (along wit ll the. 
accompanying tasks, 
standards, and 
conditions) for final 
consensus.A 
finalized package of 
prioritized gaps is 
assembled for 
management review. 

Once apprnved, the 
Capability Gaps are 
assigned to the 
appropriate solutions 
team for re mediation 

The Capablllty Gap Process Is a tool that can be used to 
develop detailed risk-based needs that focus on dellverlng the 

necessary capabllltles to mitigate top risks 

The NCIP R&D Plan is structured around the nine R&D themes that support all 18 critical infrastructure sectors and reflect the 
concerns of infrastructure owners and operators, industry representatives, and government officials: 

• Detection and Sensor Systems 

• Protection and Prevention 

• Entry and Access Portals 

• Insider Threats 

• Analysis and Decision Support Systems 

• Response and Recovery Tools 

• New Emerging Threats 

• Advanced Infrastructure Architectures and System Designs 

• Human and Social Issues 

Risk-based technology requirements for the sector are grouped in the following broad categories discussed in greater detail in 
chapter 7: 

• Enhance screening effectiveness for passengers, baggage, cargo, and materials for the six modes of transportation within 

the sector; 

• Enhance infrastructure and conveyance security; 

• Improve information gathering and analysis; 
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• Provide a common operating picture for transportation systems; and 

• Implement needed cybersecurity capabilities. 

8. Managing and Coordinating SSA Responsibilities 

The sector's SSAs share the responsibility for overseeing and coordinating the implementation of the SSP and the modal plans. 

The figure below provides a conceptual view of the relationships between the SSAs and the GCCs and SCCs. The sector-wide 

and modal GCCs and SCCs and their working groups are the primary means for collaboration among the sector partners to 
implement the SSP. 

Transportation Systems Sector Management Approach 

Several modes have active advisory committees that also provide security advice to Federal managers. Other modal partner

ship forums provide a regional voice for security concerns. For example, the Maritime SSA uses the Area Maritime Security 
Committees within each Captain of the Port Zone to collaborate with stakeholders in the port. 

Joint working groups chartered tmder the Critical Infrastructure Partnership Advisory Committee have been established for 

collaboration regarding cross-modal research and development and cybersecurity. Joint working groups are being considered 

for risk assessments and analyses, information sharing, and metrics. 

The SSAs are responsible for coordinating GCC and SCC participation in annual reviews and updates of the plan and the devel

opment of the annual progress reports to DHS. The SAR contributes to the development of the Critical Infrastructure and Key 
Resources (CIKR) Protection National Arumal Report (NAR) and is one of 18 SARs appended to the NAR. The NAR is submitted 

to the White House and to Congress. Among other things, the SAR reports on progress in meeting the objectives in the SSP, 

indicated below. 
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SSP Risk Management Milestones and Way Forward 

Risk Management Framework 

Set Protection & Resiliency 
Goals 

Identify Assets, Systems, 
& Networks 

Assess Risks 

Prioritize Focus Areas 

Develop & Implement 
Programs & Strategies 

Measure Effectiveness 

Execu1ive Summary 

Miiestones (In llght blue) 

Way Forward (In dark blue) 

Conduct annual review and validation/update based on process feedback 

Update modal cybersecurity objectives for modal specific and intermodal concerns 

Communicate goals and objectives to the sector 

Sponsor voluntary establishment of a sector-level SCC 

Review transportation goals and objectives of State homeland security advisors. and other 
jurisdictions during SSP review process 

Part icipate in annual OHS National Critical Infrastructure Prioritization Program and the Critical 
Foreign Dependencies Initiative 

Refine the sector CIKR Ident ification process to Include recognition of critical cyber systems 

Establish criteria. for considering intermodal consequences in Identifying critical infrastructure 

Encourage owners and operators to provide. asset information to sector infrastructure 
databases 

Refi ne the sector strategic risk assessment model for the annual risk assessment requirement 

Develop modal risk assessment models for critical cyber systems 

Define data elements for the sector data repository to support risk assessments 

Incorporate sector compliance and assessment data into sector database 

Update priorities based on annual assessments 

Develop processes for analysis and prioritization of cyber risks 

Develop process. to determine protection and resiliency lessons-learned during Incidents and 
to apply them to prioritization decisions 

Update t he Transportation Systems Information Sharing Plan annually 

Consult non-profit employee representative organizations regarding the SSP 

Incorporate all-hazards considerations in capability gap analyses 

Improve participation of agencies. and sector partners in the Transportation Systems Sector 
R&DWG 

Establish the Transportation Security ISAC 

Increase awareness of criticality of cyber systems to transportation operations 

Conduct pilot of cybersecurity risk management approach 

Work with government partners and OHS IP to meet the NIPP's annual metrics milestones 

Develop data streams to determine risk reduction effectiveness of protection and resiliency 
programs 

Part icipate in the SAR process 
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Each of the sector's partners contributes to resourcing the activities that address the protection and resiliency objectives for 
transpor tation systems. As priorities are determined and risk reduction options are considered, the SSAs discuss threats and vul

nerabili ties with stakeholders through the partnership framework, determine priorities, and apportion resources to effectively 

address those priorities. 

The Federal resources include field personnel for screening, inspections, compliance audits, assessments, law enforcement, 

and explosive detection (e.g .. canine units). Federal funding is available to sustain protection and resiliency related programs 

and operations through appropriations or through grams to the States or to transportation entities. FEMA also funds Federal, 

State,. territorial, tribal .. and local entities during declared emergencies for expenses exceeding normal mission responsibili-
ties and budgets. Additional homeland security grant funds are available for first responders and other response and recovery 

preparedness activities in States, localities. and tribal areas. DOT also administers a number of grant programs for infrastructure 

improvements that often benefit the homeland security mission through hardening or other means that create more resilient 

structures or operations. 

The owners and operators of the sector's critical assets, systems, and networks bear a large share of the protection and resiliency 

responsibilities and contribute extensively to homeland security activities. Consequently, the sector strives to minimize costs 

while maximizing benefits of risk management activities necessary to protect infrastructure, people, and cargo, and to enhance 

system resiliency. 

Risks associated with the interface between modes require special consideration. Intermodal risks occur where the infrastruc
ture of several modes converge, such as transit terminals, bridges, or tunnels; or where goods being transported by one mode 

are transferred to another. Intermodal risks are being addressed through training and education, drills and exercises, assess

ments and compliance activities, unpredictable deterrent activities, R&D, risk analyses and modeling, information sharing, and 

response and recovery planning. 
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Introduction 

The Transportation Systems Sector-Specific Plan (SSP) is one of the 18 sector-specific plans required by the National 
Infrastructure Protection Plan (NIPP) and Homeland Secw-ity Presidential Directive 7 (HSPD-7).2 The NIPP requirements and 

the National Strategy for Transportation Security (NSTS) requirements are combined into the SSP as a single strategic plan. 
Consistent with the provisions of 49 U.S.C. 114 (s)

3 
to synthesize Federal strategy and planning efforts, the integrated SSP 

governs Federal transportation security efforts. Both the NSTS and the SSP cover similar. content, require collaborative develop

ment, and have annual reporting requirements. Consequently, in combining these two strategic docmnents , the Transportation 

Systems Sector (sector) achieves significant efficiencies for its security partners and minimizes the potential for out-of-date or 

conflicting information due to the different revision cycles for each document. 

Several modal annexes to the SSP combine national strategies required under legislative or executive mandates. The National 

Maritime Transportation Security Plan, the National Strategy for Railroad Security, and the National Strategy for Public 

Transportation Security are incorporated into the respective Maritime, Freight Rail, and Mass Transit and Passenger Rail 

modal annexes. The Nati.onal Strategy for Aviation Security is not replaced. by the Aviation Annex to this Plan; however, they 
are aligned. 

Under HSPD-7, the Nation's critical infrastructure and key resources (CIKR) are organized into 18 sectors with certain Federal 

agencies designated as Sector-Specific Agencies (SSAs). These agencies are responsible for coordinating the preparedness and 
resiliency activities among the sectors' partners to prevent, protect against, respond to, and recover from threats that could have 

a debilitating effect on homeland security, public health and safety, economic well-being, or any combination of these. The 
sector faces a broad range of threats which span a multitude of scenarios from lone actors with weapons or explosive devices ro 

complex and coordinated assaults such as the 9/1 1 attack or, potentially, attacks involving weapons of mass destruction. 

The Secretary of Homeland Security designated the Transportation Security Administration (TSA) and the United States 

Coast Guard (USCG) as the SSAs for the Transportation Systems Sector. The SSAs, in collaboration with the Department of 

Transportation (DOT) and other Federal, State, local, tribal, territorial, and private industry partners, share the responsibility 

for developing, implementing, and updating the SSP. The SSP addresses the counterterrorism preparedness requirements of the 

various national strategies and also risk mitigation associated with all hazards. Examples of disruptive incidents include ter

rorist attacks, forest fires, tanker explosions, Spills of National Significance (SONS), hurricanes, and fioods. Counterterrorism 
preparedness activities frequently have protection and resiliency effects that reduce risks associated with natural and accidental 

threats. Perhaps more significantly, response and recovery activities- already well developed under the National Response 

2 Homeland Securiry Presidential Direct ive 7 (HSPD-7). Cri1ical lnframucture lde111ifica1 ion. Prior i1in1ion, and Pro1ection (December 17. 2003). 

l Enacted by tl1e Jmelligence Reform and Terrorism Prevention Act. PL. I 08-458, § 400 I, (2004}. as amended by the lmplememing Reconunendalions of the 9/ 11 
Comm i~sionAc1, PL. 110-53, § 1202 (2007). 
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Framework and procedures established by Federal Emergency Management Agency (FEMA) and by DOT-rely on common 
resources and capabilities associated with emergency management of all hazards. 

The NIPP provides a risk management framework indicating the basic steps for reducing risks to assets, systems, and networks. 

The 2010 SSP revises the Systems-Based Risk Management process described in the 2007 version of the SSP, and adopts and 

amplifies the NIPP framework by describing a process which encourages sector partner participation in risk reduction decision

making activities. The main objective of the process is to build a set of activities that reduce the sector's most significant risks in 

an efficient, practical, and cost-effective manner. 

This plan does not alter or impede the ability of Federal departments and agencies to perform their responsibilities under law. 

This plan does not create any right or benefit, substantive or procedural, enforceable by law or in equity, against the United 
States, its departments, agencies, or other entities, its officers or employees, or any other person. 
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1. Sector Profile and Goals 

1.1 Sector Profile 

The Nation's transportation network is an expansive, open, accessible, i.nterconnected system, with the vast majority of the 
transportation infrastructure in the United States owned by the private sector .. In addition to physical infrastructure, the sector's 

cyber assets cominue to gain importance in terms of ensuring the integrity and continuity of business operations. The sheer 

size and capacity of the sector, which moves, distributes, and delivers billions of passengers and millions of tons of goods each 

year, makes it a highly attractive target for terrorists, as well as vulnerable to all types of man made and natural disasters. 

The sector is comprised of six i.nterconnected subsectors or modes-aviation, freight rail, highway, maritime, mass transit and 

passenger rail, and pipelines- that transport people, food, water, medicines, fuel, and other commodities vital to the public 

health, safety, security, and economic well-being of our Nation. An overview of the six modes of transportation is presented in 

table 1-1 below. A more detailed list of the modes' assets is included in Appendix 6- Taxonomy. 

Table 1-1: Transportation Systems Sector Modal Divisions 

Aviation 

Freight Rall 

Highway and Motor Carriers 

Maritime 

Sector Profile and Goals 

Composed of aircraft,. air traffic control systems, and approximately 450 U.S. commercial 
airports and 19,000 additional public airfields. This mode includes civil and joint-use 
military airports, heliports, short takeoff and landing ports, and seaplane bases. 

Consists of seven major carriers, hundreds of smaller railroads, over 140,000 miles of 
active railroad, over 1.3 million freight cars,. and roughly 20,000. locomotives .. Over 12,000. 
trains a day are operating. The Department of Defense has designated 30,000 miles of 
track and structure as critical to mobilization and resupply of U.S. forces. 

Encompasses more than four million miles of roadways and associated infrastructure such 
as 600,000 bridges and tunnels, which carry vehicles including automobiles, school buses, 
motorcycles, and all types of trucks, trailers, and recreational vehicles. 

Includes a wide range of watercraft and vessels and consists of approximately 95,000 miles 
of coastline, 361 ports, more than 10,000 miles of navigable waterways, 3.4 million square 
miles of the Exclusive Economic Zone, and intermodal landside connections, which allow the 
various modes of transportation to move people and goods to, from, and on the water. 
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Mass Transit and Passenger Rail 

Pipelines 

Includes multiple-occupancy vehicles, such as transit buses and facilit ies, trolleybuses, 
monorails, heavy (subway) and light rail, passenger. rail (including both commuter rail and 
long-distance rail), automated guide-way transit, inclined. planes, and. cable cars, designed 
to transport customers on regional and local routes. 

Includes vast networks of pipeline that traverse hundreds of thousands of miles throughout 
the country, pipeline city gate stations, distribution networks and terminals that transport 
and distribute nearly all of the Nation's natural gas and about 65 percent of hazardous 
liquids, as well as various chemicals. These pipeline networks. are operated by over. 3,000 
operators .. 

Modal proteclion implementation plans are included as annexes to the SSP. These plans detail the individual characteristics of 

the mode and explain how each mode wiJJ apply risk management approaches to protect its systems, assets, people, and goods. 

The modal annexes satisfy the requirement to include "the most appropriate, practical, and cost-effective means of defending" 
the sector against all hazards presenting unacceptable risks.

4 

1.1.1 Sector and Cross-Sector Dependencies 

There are many interdependencies among the 18 sectors. Nearly every sector is dependent, to some degree, on the Energy, 

Communications, Information Technology (IT), and Transportation Systems Sectors. Key dependencies are those that, if inter

rupted, could significantly impact the performance and overall resilience of the transportation system. Understanding key 

dependencies enables the sector to identify the potential impacts of, and vulnerabilities to, security threats and natural and 

manmade disasters. 

The following examples highlight some of these critical dependencies: 

• The Energy Sector depends on deliveries of coal, crude oil, petroleum products, and natural gas by ship, barge, pipeline, rail, 

and truck. In return, it produces fuels ro power the transportati.on system. 

• The Defense Industrial Base Sector depends on the Nation's air, maritime, rail, and highway networks to move material in 
support of military operations. 

• The Agriculture and Food Sector depends on the security of the transportation portion of the food supply chain to assure 

safety and security of food shipments. 

• The Com1mmications Sector co-locates much of its networking equipment (routers, fiber-optic cable, etc.) along existing 

transportation routes (rail lines, highway tunnels, and bridges), the destruction of which may impact service availability in 

wide geographic areas and complicate response efforts in the event of a major incident. 

• The transportation network's efficient operations are increasb1gly dependent upon functions, products, and services pro

vided by Communications Sector. and IT Sector. entities .. Producers and providers of these. services. such as the IT and 

Communications Sectors, have unique roles in cybersecurity, and responsibilities in enhancing the securi'ty and resiliency of 
their cyber infrastructure. 

• The Critical Manufacturing, Chemical, and Commercial Facilities Sectors ship goods and services across the entire transporta

tion system utilizb1g all transportation modes. This is significant to the supply chain as most companies engage in "just in 

time" reduced inventories rather than stockpiling goods. 

• The Emergency Services Sector depends on the resilience of the transportation network to respond effectively to emergencies. 

• 49 USC 114 (s) (3)(c). 
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• The Healthcare and Public Health Sector transpons medical supplies through multiple modes of transporcation, and relies on 
special commodities for water treatment and pharmaceuticals, especially in the event of catastrophic emergencies. 

• The Postal and Shipping Sector directly depends on transportation, information technology, and communications infrastruc

ture to move packages and mail from origin to destination. 

• An incident occurring in the Dams Sector has the potential to directly impact multiple modes of transportation. In addition 
to maritime traffic disruption, the bridges and tlmnels that provide pathways for highway traffic, pipelines, mass transit, 

railroads, telecommunications, and/or fiber optic cables could also be affected. 

• All sectors rely on transportation service for access, supplies, and emergency servi.ces. 

In addition to cross-sector dependencies. the sector must pay particular attention to interdependencies among the transporta

tion modes. For example, bridges and tunnels provide pathways for pipelines, mass transit, and railroads. A wide range of 

interconnected cyber assets reinforce, and can complicate, the interdependencies within the sector. Many cyber systems, such 
as control systems or data centers, are shared between multiple transponacion entities. Cyber attacks or other events disrupting 

these systems could have extended consequences for owners and operators across multiple modes. Furthermore, commodities 

are shipped through muiliple modes which depend on one another for timely and secure deliveries to cuslomers. These modal 

interdependencies require special consideration of the potential consequences from cascading effects of an incident. 

1.1.2 Authorities 

The aulhorilies for Federal responsibilities are foLmd in various Slalules, directives, and execulive orders. These are listed and 

described in more detail in Appendix 3-Authorit:ies. Some of the sector's most significant protecti.on authorities are derived 

from the following: 

• Aviation and Transportation Security Act of 2001 (ATSA) 

• Homeland Security Act of 2002 (HSA) 

• Homeland Security Presidential Directive 5, Management of Domestic Incidents (HSPD-5) 

• Homeland Securily Presidential Directive 7, Crilical Infrastructure Identitfication, Prioritization, and Protection (HSPD-7) 

• Homeland Security Presidential Directive 8, National Preparedness (HSPD-8) 

• Implementing Recommendations of the 9/ 11 Commission Act of 2007, P.L. 110-53 (9/11 Act) 

• Intelligence Reform and Terrorism Prevention Act of 2004 (IRTPA) 

• Maritime Transportation Security Act of 2002 (MTSA) 

• Post-Katrina Emergency Management Reform Act of 2006 (Post-Katrina Act) 

• Security and Accountability For Every Port Act of 2006 (SAFE Port Act) 

• Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obslruct Terrorism Acl of 

2001 (USA PATRIOT Act) 

1.2 Sector Partners 

The term "sector partners" refers to groups and individuals that share in the responsibility for protecting the sector's assets, 

systems, and networks. These include Federal, State, local. tribal, territorial, and foreign governmental entities, owners and 

operators, and representative organizations, regional organizations and coalitions. academic and professional entities, inter

national organizations, non-profit employee representative organizations, and volunteer organizations. The sector engages 

its partners through a collaborative process to determine sector goals, priorities, and risk methodologies as they relate to the 
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sector's physical, human, and cyber elements of critical infrastructure. The modal annexes provide more detailed descriptions 
of the sector's partnerships. 

1.2.1 Sector-Specific Agencies 

Under the requirements ofHSPD-7, the Department of Homeland Security (DHS) delegated SSA responsibilities for the sector to 

TSA and for the maritime mode to the USCG. SSA responsibilities include engaging partners in cooperative processes to: 

• Identify key assets; 

• Determine risks; 

• Prioritize protection objectives; 

• Develop risk reduction programs and resiliency strategies; 

• Implement risk reduction programs and resiliency strategies; and 

• Measure progress toward reducing risks. 

Transportation Security Administration. TSA has a lead role for security of the aviation and surface transportation modes 

and supports the USCG as the lead for maritime security. As part of its. security mission, TSA is responsible for assessing intelli

gence, issuing and enforcing security directives (including no-notice emergency regulations), ensuring the adequacy of secu

rity measures at transportation facilities, and assuring effective and timely distribution of intelligence to sector partners. TSA 

collaborates with DOT- in its capacity as the lead for transportation safety, response, and recovery- to manage protection and 

resiliency programs for all hazards. 

United States Coast Guard. The USCG is a multi-mission maritime service and one of the Nation's five Armed Services. Its 
mission is to protect the public, the environment, and U.S. economic interests in the Nation's ports, on navigable waterways 

inland, along the coast, on the high seas, or in any maritime region, as required to support national security. In the event of a 

maritime incident, the USCG will often act in a first-responder capacity. The USCG has the primary responsibility for the secu

rity of tihe maritime domain, including coordinating mitigation measures to expedite the recovery of maritime infrastructure 

and transportation systems and to support incident response in coordination with the Department of Defense (DoD). 

Appendix 4-Transportation Systems Sector Partners provides an overview of other Federal transportation partners, in addition 

to advisory councils, academia, research centers, and think tanks, all supporting the sector in achieving its goals. 

The SSAs provide a Sector Annual Report (SAR) to DHS on the progress of implementing the goals of the SSP. The SSAs also 

participate in programs to collect and disseminate intelligence and infrastructure information, to identify critical infrastruc

ture and foreign dependencies, to improve protection and resiliency awareness, and to support Federal response and recovery 

priorities during disasters. 

1.2.2. The Sector Partnership Model 

The NIPP Sector Partnership Model provides a mechanism for engagement with private and public sector partners to reduce 

security risks. The Transportation Systems Sector Partnership Model (SPM) conforms to the NIPP model and augments it with 

Federal advisory committees and other regional and modal forums as explained in the modal annexes. 

Under the SPM, the sector-level Government Coordinating Council (GCC) and Sector Coordinating Council (SCC) provide 

strategic direction for sector protection and resiliency initiatives and risk management processes. The sector-level SCC had not 

formed at the time of this writing; however, it is expected to become a key part of the SPM. Its formation is a short-term sector 

objective. It is anticipated that the sector-[evel GCC and SCC will meet jointly to exchange views on strategic priorities and other 
matters essential for achieving the risk-reduction objectives in the SSP. 
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The functions of the SPM fall under the aegis of the Critical Infrastructure Partnership Advisory Council (CIPAC) for modal 
GCCs and SCCs. The SPM conforms to the Federal Advisory Committee Act (FACA)5 governing the establishment, operations, 

oversight,. and termination of advisory bodies to assure their. objectivity and access. to the public. The GCCs. and SCCs are char
tered under the rules governing CIPAC working groups. This provides the legal construct for collaborative engagement with 

stakeholders as required by law and presidential directives. 

Government Coordinating Councils 

Figure 1-1: Transportation Systems Sector GCC Organization 

Cyb er 
Working Group 

Research & 
Development 

Working Group 

Transportation Systems 
Sector Government 

Coordinating Council 

Mass Transit GCC Highway GCC 

Energy Sector Government 
Coordinating Council 

Freight Rall GCC 

Figure ]-! depicts the GCC organizational framework, including the relationship between the sector and modal level GCCs. 

The primary missions of the GCCs are to coordinate the development of transportation infrastructure protection and resiliency 
strategics and activities, to assure collaboration with seccor partners, and to monitor the effectiveness ofrisk management 

programs. The GCCs may identify gaps in plans, programs, policies, procedures, and strategies, and serve as the forum to 

work with the private sector to develop security and resiliency objectives, policies, standards, and plans. TSA and DHS Office of 

Infrastructure Protection (IP) co-chair the Seetor GCC. 

The Transportation Systems Sector GCC includes representatives from the following departments and agencies (further 

described in Appendix 4-Transportation Systems Sector Partners): 

• Department of Homeland Security 

- TSA 

- USCG 

- IP 

• Department of Transportation 

• Department of State (DOS) 

s Public Law 92-463. 
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• Department of Commerce (DOC) 

• Department of Energy (DOE) 

• Department of Defense 

• State, local, tribal, and territorial representatives 

TSA representatives from each mode within the sector chair the modal GCCs (with the exception of the Maritime GCC, which 

the USCG chairs). The modal GCCs' members and/or agencies are identified in the modal a1mexes. 

In figures 1-1 and 1-2, the blocks referring to "Other Working Groups" recognize that working groups may be created 
and developed as deemed necessary within the GCCs or jointly with the secs for specific functions. For example, the joint 

Transportation Systems Sector Cyber Working Group (TSS CWG) is composed of government and private sector specialists 

whose task is to develop a strategy to guide the sector's and the modes' efforts to identify and reduce cyber risks. Working 

groups may be chartered to address such issues as risk management, resiliency, information sharing, program measurement, or 
other special needs. The working groups provide GCC members with findings, recommendations, advice, or specific deliver

ables, as indicated in their charters. 

Sector Coordinating Councils 

Figure 1-2: Transportation Systems SCC Organization 

Private sector partners contribute to security policies and plans through the Transportation Systems SCC framework. Figure 1-2 
depicts the organizational framework of the SCCs. The framework mirrors that of the GCC, thus facilitating communications 

and development of working groups to address sector and modal issues. Each modal SCC chartered under CIPAC forms volun

tarily. sec membership for the modes is fully described in the modal annexes and typically includes representatives of sector 

owners, operators, and members of related trade associations. In modes where the SCCs are not functional, other mechanisms, 
such as advisory councils, are venues for partners to effectively address modal issues. The sector-level SCC, when formed and 

certified under CIPAC, will include representation from a wide range of transportation service providers, cargo carriers, and 

freight forwarders. 

The SCC function serves an important role in providing expertise and leadership in sector protection activities including, but 
not limited to: 
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• Contributing to an effective risk management approach by working in partnership with the GCCs to identify and provide 
information regarding security and resrnency priorities and activities within the sector; 

• Planning response and recovery activities by participating in information sharing and other communications during and 

after an incident or events such as pandemic influenza, natural disasters, or terrorists attacks; 

• Sharing information related to best practices, credible threats, risk data, incidents, domain awareness campaigns, and others, 
with sector parmers; 

• Identifying and implementing the information-sharing mechanisms that are most appropriate for their respective modes; 

• Supporting the GCCs to enhance existing working groups and, establishing additional working groups, as needed; and 

• Providing industry linkage to the National Infrastructme Coordinating Center (NICC), a 24/7 operations center that main

tains ongoing operational and situational awareness of the Nation's CIKR sectors. 

1 .2.3 Other Federal Departments and Agencies 

This section provides a brief description of other Federal agencies with transportation security-related missions. Appendix 

4-Transportation Systems Sector Partners includes a comprehensive list of other Federal partners, as well as advisory coun

cils, academia, research centers, and think tanks that work collaboratively with the Transportation Systems GCCs and SCCs to 

achieve the sector's mission and goals. 

Customs and Border Protection. CBP is a DHS agency that protects Amedca al its borders and ports of entry from the imro

duction of dangerous people and goods into the United States. CBP accomplishes this wide-ranging responsibility through a 

risk-based, layered enforcement strategy using advanced technologies, information analysis, and partnership programs. 

Department of Commerce. DOC promotes economic development and international trade and protects national security 
through export controls for technologies and weapons. DOC's transportation security equities relate primarily to supply chain 

services of the transportation industry .. DOC's National Institute of Standards and Technology (NIST) provides non-regulatory 

standards to enhance U.S. industrial product quality, competitiveness, and security. The National Oceanic and Atmospheric 

Administration (NOAA) provides daily weather forecasts, severe storm warnings, and climate monitoring to fisheries manage

ment, coastal restoration, and marine commerce. 

Department of Defense. DoD is responsible for defending the Nation from external threats and owns a wide spec mun of sup

port resources that could be requested dming a natural or man-made disaster involving transportation-related assets. DoD has 
significant private sector transportation security equities, since it places vast requirements on commercial transportation pro

viders to move passengers and freight worldwide. DoD, as a member of the Transportation Systems Secror GCC, contributes to 

transportation security policies and decisions. Specific DoD agencies with transportation security responsibilities are described 
in appendix 4. 

Department ofEnergy. The Energy and Transportation Systems Sectors have a number of cross-sector dependencies .. As the 

SSA for the Energy Sector, DOE is responsible for ensuring the security of the Nation's electricity, petroleum, and natural gas 

energy resources. The sector's reliance on hazardous liquid and natural gas pipelines highlights the interdependency with the 

Transportation Sector. Consequently, DOE and TSA have established a cross-sector partnership to coordinate security programs 
in the oil and natural gas industries. 

Department of Justice. DOJ's mission is to enforce the law and defend the interests of the United States according to the law; 

to ensure public safety against threats foreign and domestic; to provide Federal leadership in preventing and controlling crime; 

to seek just punishment for those guilty of unlawful behavior; a11d Lo ensure fair and impartial admjn:istration of justice for 

all Americans. DOJ acts to reduce criminal and terrorists threats, and investigates and prosecutes actual or attempted attack& 

on, sabotage of, or disruptions of critical infrastructure in collaboration with DHS. As part of the national effort to identify, 
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prevent, and prosecute terrorists, TSA will work closely with the Federal Bureau of Investigation (FBI), which maintains the 
lead responsibility for investi.gations of terrorists' acts or threats by individuals or groups inside the United States. 

Department of Transportation. DOT has the responsibility for ensuring a safe, efficient, and accessible transportation system 

that meets national interests and enhances the quality oflife of the American people. It meets these challenges through grants, 

regulation, enforcement, research and development, and other means. DOT modal administrations manage many transporta

tion programs that directly affect the protecci.on and resilience of critical transportation infrastructure. As directed in HSPD-7 

and various statutes, DOT and DHS collaborate on matters related to transportation security and infrastructure protection. 

Under the National Response. Framework (NRF), DOT is the lead agency for. coordinating Federal transportation activities dur
ing emergencies and for response and recovery operations. 

Department of State. DOS conducts diplomacy, a mission based on the role of the Secretary of State as the President's principal 

foreign policy advisor. DOS leads representation of the United States overseas and advocates U.S. policies with foreign govern

ments and international organizations. DOS plays an important role in coordinating transportation protection issues with 

foreign governments. DOS addresses issues concerning the protection and security of pipelines that cross national boundaries, 

trallSportation-related concerns over international waterways, and the transportation of goods and people across international 

boundaries by the aviation mode. 

1.2.4 State, Local, Tribal, and Territorial Governments 

State, local, tribal, and territorial governments manage sector protection efforts within their respective jurisdictions. The State, 

Local, Tribal, and Territorial Government Coordinating Council (SLTTGCC), established in 2007, represents these sector part

ners. within the NIPP partnership framework. 

State governments serve as crucial coordination bubs among local jurisdictions, across sectors, and between regional e:ntities. 
They bring together the authorities, capacities, and resources necessary for prevention, protection, response, and recovery. State 

and local agencies. are often first on the scene of a transportation security incident, namral or manmade .. Local governments. 

represent the "front lines" for first responses to incidents involving sector assets. In accordance with the NRF, Federal agencies 

provide support to the State and local authorities to meet emergency response needs and to coordinate the resources necessary 

for recovery. 

In order to meet resiliency objectives, State, local, tribal, and territorial authorities also assist DHS, DOT, and the sector in 

collecting information about critical transportation infrastructure prior to an event and in providing impact assessments as 
incidents develop and stabilize. 

1.2.5 Regional Coalitions 

Regional coali.tions play an important role in protection and resiliency planning and programming. For example, the mari

time mode includes regional port complexes and the mass transit and passenger rail mode includes regional transit systems. 

Transportation Security Inspectors are assigned to cover the key rail and mass transit facilities in metropolitan regions around 

the country. In addition to other duties, inspectors. serve as the SSA's liaison to regional mass transit agencies and to their 
Federal , State, and local sector partners. 

Regional coalitions in large metropolitan areas, known as metropolitan planning organizations (MPOs), have responsibility 

for planning,. programming, and coordinating Federal highway and transit investments. These metropolitan areas are vital to 

the Nation's economic well-being due to the density of industries and businesses and the large number of citizens living and 

working within and around them. Transportation services are a vital component of the economic vitality of these areas. The 

MPOs coordinate partnerships at the State and local levels to enhance the safe and secure transportation of goods and people. 

Furthermore, MPOs assist metropolitan areas in planning for evacuations of areas impacted in a catastrophic event. 
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1.2.6 International Organizations and Foreign Governments 

In a single calendar month, the import and export of goods and services to and from the United States exceeds 287 billion 

dollars. 
0 

As the data indicates, large volumes of merchandise enter the United States daily via the global supply chain, through 

various types of transportation such as container ships, trucks,. rail cars, and airplanes from across the oceans, and from our 
border countries, Canada and Mexico. 

The sector recognizes the importance of international partnerships. and the continuous need for international engagement to 

further U.S. objectives and interests. Specifically, the sector works with international partners to: 

• Use existing mechanisms to exchange and share effective practices to further Transportation Systems Sector goals and 

objectives; 

• Develop new mechanisms, where appropriate, to promote critical infrastructLtre protection and identify critical foreign 

dependencies; 

• Continue to identify and understand threats, assess vulnerabilities, and determine potential impacts of incidents to the global 

transportation system and supply chain; 

• Promote measures that safeguard the movement of people, goods, and services through international transportation 

systems; and 

• Strengthen transportation preparedness and resiliency across all modes of the global transportation network. 

Strengthening transportation preparedness and resiliency across all modes of the global transportation net work requires strong 

collaboration worldwide to protect the traveling public from all hazards and reduces the potential for a disruption in the flow 

of commerce. The overarching goal is to strengthen transportation security practices by building and expanding partner

ships with groups such as: the European Union (EU); the Group of Eight members (G8)-the United States. Canada, France, 

Germany, Italy, Japan, Russia, and the United Kingdom; the Asia-Pacific Economic Cooperation Forum; the International Civil 

Aviation Organization; the International Maritime Organization; and the Organization of American States. Comprehensive 
guidance on international partnerships can be found in the NIPP in section 4.1.4 and appendix IB. 

In addition to strengthening partnerships with established groups. the sector engages through bilateral and multilateral part

nerships with key international partners. These bilateral working groups provide the sector with the opportunity to exchange 

information and engage in cooperative activities on existing and possible future protection and security measures for all modes 

of transportation. 

1.2.7 Private and Public Owners and Operators 

A collaborative partnership between sector government parLners and owners and operators is essential to improve the pre

paredness of, and reduce the risks to, transportation assets, systems, and networks for all hazards. Owners and operators partic

ipate voluntarily in a variety of ways to protect the sector's infrastructure and to assure its resiliency through business continu

ity planning and risk mitigation activities. In the wake of the attacks of September 11, 2001, many trade associations developed 

and encouraged participation in secLtrity best practices, planning, training, and exercises. Numerous owners and operators of 

transportation infrastructure as well as members of representative associations provide technical expertise during the develop

ment of voluntary standards and regulations. This expertise expands across human, physical, and cyber elements of the sector's 

critical infrastructure. For example, the sector relies on its owners and operators to identify critical cyber components of their 
operations and to assist in determining strategies for evaluating cyber risks and selecting countermeasures to reduce those risks. 

b U.S. lnlernaLional Trade iii Goods and Services. August. 2009. U.S, Census Bureau. U.S. Btrreau of Econom.i<:Analysis. U.S. Deparunent o[ Commerce, U.S .. released OcLober 
9, 2009 . 
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1.3 Sector Goals and Objectives 

The sector's goals and objectives provided below are consistent with the goals outlined in the President's homeland security 

agenda, sector priorities, and the statutory imperatives for protecting the transportation system and improving resiliency of its 
critical infrastructure. and networks. The Preside.m's. Guiding Principles for Homeland Securily,

7 
released in 2009, are stated 

as follows: 

The President's Guiding Principles for Homeland Security 

Ensuring the resilience of our critical infrastructure is vital to homeland security. Working with the private sector and government 
partners at all levels, we will develop an effective, holistic, critical infrastructure protection and resiliency plan that centers on 

investments in business, technology, civil society, government, and education. We will invest in our Nation's most pressing short
and long-term infrastructure needs, including modernizing our electrical grid; upgrading. our highway, rail, maririme, and aviation 

infrastructure; enhancing security within our chemical and nuclear sectors; and safeguarding the public transportation systems 
that Americans use every day. 

These goals and objectives shape the sector partners' approach for managing sector risk. The risk management framework 

depicted in figure 1-3 is described in charters 2 through 6. The framework is based on the 2009 NIPP risk management crite
ria, and provides overarching guidelines for risk management within the sector. The different stages of the framework directly 

support fulfilling the sector's mission, described below. 

Figure 1-3: Transportation Systems Sector Risk Management Framework 

7 hirp://www.whitchousc.gov/issncs/homcland_sccurity. 
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The sector's vision, mission, goals, and objectives are as follows: 

Vision 

A secure and resilient transportation system, enabling legitimate travelers and goods to move without significant disruption of com
merce, undue fear of har m, or loss of civil liberties. 

Mission 

Continuously improve the risk posture of transportation systems serving the Nation. 

Goal 1: Prevent and deter acts of terrorism using, or against, the transportation system. 

Objectives 

• Implement flexible, layered, and measurably effective security programs using risk management principles. 

• Increase vigilance of travelers and transportation workers. The traveling public and transportation workers can serve as force 

multipliers to Federal, State, and local law enforcement efforts. 

• Minimize the impact of sccurit y policies and programs to promote the freedom of movement of goods and people. 

Goal 2: Enhance the all-hazard preparedness and resilience of the global transportation system to safeguard U.S. 
national interests. 

Objectives 

• Continually identify and assess critical sector infrastructure using the risk management framework. 

• Analyze infrastructure assessments and focus efforts to mitigate risks, to improve overall network survivability from all haz

ards, and to maintain continuity of operations during an incident. 

• Work to develop and enhance preparedness and resilience activities that include first-responder actions and the plans, train

ing, and exercises that support all sector parmers. 

• Identify capacity or technology gaps in response capabilities necessary for the expeditious recovery of critical systems. 

• Develop sector processes to determine critical cyber assets, systems, and networks and identify and implement measures. to 

address strategic cybersecurity priorities. 

Goal 3: Improve the effective use of r,esources for transportation security. 

Objectives 

• Align sector resources with the highest priority protection and resiliency needs including risk and economic analyses as deci

sion criteria. 

• Enhance effective use of resources by minimizing unnecessary duplication of efforts, improving coordination, and aligning 

resources to address the highest risks of the sector. 
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• Promote sector participation in the developmenL and implementation of public sector programs for asset, system, and net
work protection. 

• Ensure coordination and enhance risk-based prioritization of sector security research, development, test, and evaluation 

(RDT&E) efforts. 

• Coordinate policy and minimize duplication of efforts by Federal, State, and local government agencies to improve the safety 
and security of the sector. 

Goal 4: Improve sector situational awareness, understanding, and collaboration. 

Objectives 

• Strengthen partnerships to further national interests .. Develop enhanced security awareness and coordination as a force 

multipher. 

• Continuously assess threats and enhance timely information-sharing among sector partners. 

• Advance preparedness and resiliency concepts and risk management best practices within the sector. 

• Understand intermodal and cross-sector: intra-dependencies, and collaborate with partners to enhance knowledge. 

1.4 Value Proposition 

The SSP is valuable to the American people if it enables the responsible public and private officials-the sector's partners-to 

implement programs and activities that create a secure and resilient transportation network as described in the sector's vision 

statement. In collaboration with the sector's partners, the SSP should be the commonly shared blueprint for building an all-haz

ards preparedness, protection, and resiliency framework. In addition, the SSP consolidates and combines several strategics and 

national plans to provide a single comprehensive plan for the sector. The jointly developed risk management process provides a 

means for all of the sector's paru1ers to have a voice in security, infrastructure protection, and resiliency policy development.. 
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2. Identify Assets, Systems, 
and Networks 

This chapter describes the processes for identifying the sector's critical in.frastructure. Critical infrastructure includes those 
assets, systems, and networks, which if damaged, could result in significant consequences- impacts on national economic 

security, national public health and safety, public confidence, loss of life, or some combination of these. 

Determining the criticality of transportation infrastructure is a key step in the larger risk management process aimed at iden

tifying critical infrastructure. vulnerabilities, applying appropriate countermeasures,. and measuring risk reduction. The iden
tification of critical infrastructure also assists Federal, State, local, tribal, and territorial authorities as well as the private sector 

in incident response and recovery planning- important aspects of system resiliency. Furthermore, understanding the relation

ships between individual assets, systems, and networks is vital to evaluating the criticality of physical and virtual systems 

and networks. 

2.1 Defining Information Parameters 

Information on sector infrastructure assists in risk management and incident response, and data parameters are designed 

around these two objectives. The parameters for risk management data, at the modal and strategic level, address. the conse
quences of, and the vulnerabilities to, specific threats. Incident management data parameters are oriented to infrastructure 

type, location, and ownership. Information requirements associated with risk management of natural disasters, pandemics and 

public health emergencies, and high-consequence accidents are different from those required for security threats. The sector 
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will continue to expand its understanding of the data requirements and sources for risk management of lenrorism and all
hazards events. 

In conjw1Clion with DHS, lhe sector eslablished an infraslructure taxonomy as a common lexicon of various groups. sub

groups, and lypes of assets in each mode. For example, airporrs are a group of like assels in the avialion mode. Wilhin airporcs 

there are certified airports, non-certified airports, military airports, and private airports. Within certified airports there are 

Category X and Categories I through IV. Similar categorizations and subdivisions occur in all of the transportation modes. The 

complete taxonomy listing of sector assets is provided in Appendix 6- Taxonomy. 

Data collected for risk management supports the assessment of criticality based on potential consequences of the loss or inca

pacitation of the infrastructure. Consequence data includes the estimated costs of repair or rep] a cement of the infrastructure, 
emergency response, economic impacts, potential injuries or Joss of Ufe, and psychological impacts. Since redundancies and 

effective countermeasures reduce the poremial consequences, information on countermeasure effectiveness is also soughl. 

Vulnerability data is collected for the physical, human, and cyber elements of infrastructure. Physical vulnerability data might 

include perimeter security, access controls, surveillance, screening and sensors. visible deterrent operations. and resilient slruc

tures. Human vulnerabilities are addressed by securil y lhreat assessments of employees, credentialing, detection of th.realening 

insider behaviors, training and awareness. and information sharing processes. Cyber vulnerabilities can have physical, human, 
technology, and software dimensions. For example, sensitive information on storage media must be protected against unau

thorized access and theft, and intrusion protections must be installed in network terminals and computers. 

Infrastructure Data Warehouse 

DHS uses infrastructure information to rnanage Federal infrastructure protection and resiliency programs, to inform Federal 

emergency responses, and to determine regional priorities for recovery efforts. Infrastructure data is retained in the DHS 
Infrastructure Data Warehouse (IDW). The SSAs, Federal and State partners, and the sector's owners and operators contribute to 

the collection of data through data calls, site visits, security audits, or compliance inspections. Information voluntarily submit

ted may be protected from disclosure or from use for litigation or regulation development al the owner's or operator's request 

under rules for the legislaUvely directed Protection of Critical Infrastructure Information (PCII) program. 

2.2 Collecting Infrastructure Information 

The collection of infrastructure information is a shared responsibility. The SSAs, DHS, DOT, DOE, other Federal and industry 

partners. and owners. and operators contribute information through a number of venues. The SSAs and DHS conduct site visits, 

compliance inspections, and audits of assets and systems. Owners and operators support these visits by providing the requested 

physical, human, and cyber .information voluntarily or as required by regulations. The information collected during these visits 

is deposited in the IDW and in TSA's modal databases. TSA is developing lhe paramelers for a repository of risk management 

information to centrahze data storage. 

Annually, DHS conducts the National Critical Infrastructure Prioritization Program (NCIPP), formerly known as the Tier I/Tier II 

Process. IP develops consequence-based criteria for identifying infrastructure whose disruption could cause nalionally or region

ally catastrophic effects (i.e., is nationally critical). The Slates, Territories, and the SSAs then submit nominations to DHS for 

inclusion on this "nationally critical" list. DHS adjudicates the nominations-in consultation with subject matter experts from 

the SSAs-and merges them with submissions from other sectors to compile a single list of nationally critical infrastructme. 

Safety and security visits by multiple Federal and State agencies can potentially create an undue burden on owners and opera

tors. The sector will enhance the coordination of visits a11d data collection efforts to minimize impacts on the industry as well 

as to assure that a common set of data is used for risk management, protection. and resiliency purposes across agencies. 
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2.3 Verifying and Updating Infrastructure Information 

The NCIPP provides an opportunity for the sector to reconsider information previously submitted, for accuracy and for changes 

in risks. Under Federal law, infrastructure information collected by DHS during site visits is protected at the request of the asset 

owner or operaLor from use for regulaLory purposes, Freedom oflnformation AcL requesLs,. Stale and local disclosure Jaws, and 

use in civil litigation. Consequently, infrastructure information in the IDW is not available to SSAs having regulatory authority. 

2.4 Critical Cyber Infrastructure Identification 

The sector defines critical cyber infrastructure as those cyber systems and .assets that if incapacitated or disrupted could cause 

significant harm to transportation systems, or have a debilitating impact on the national security, the economy, public health or 

safely, or Lhe environment. 

The sector's process for identifying critical cyber infrastructure is founded on each mode's evaluation of its critical assets and 

systems. Due to the vital function of cyber infrastructure in transportation operations, modal experts will determine the criti
cality of cyber systems. The TSS CWG contributes intermodal and cross-sector cyber expertise from rhe public and private sec

tors to facilitate determinations of criticality and to assure consistency across the modes for evaluating cyber assets and systems 

including cyber dependencies and interdependencies. 

Federal policy guiding Lhe idemificaLion of critical cyber infraSLructure is evolving through collaborative forums led by the 

National SecuriLy Council and Federal departments, such as Lhe Quadrennial Homeland SecuriLy Review .. Furthermore, iL is 
expected that as critical cyber infrastructure lists are developed, they will be incorporated, as appropriate, into the NCIPP. 
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3. Assess Risks 

This chapter addresses the assessment phase of the risk management framework. The size, complexity, and openness of the sec

tor as well as the dynamic nature of the security threats create challenges for assessing risks, including: 

• Uncertainty as to the types of threats to the transportation system; 

• Difficulties of predicting the likelihood and consequences of known risks; 

• Inestimable nature of unknown risks; 

• Wide spectrum of risks, often requiring different assessment methodologies; 

• Unique differences between risk assessments for manmade incidents (including terrorism) versus natural disasters; 

• Creative. and adaptive nature of terrorists; and 

• Widely varying preparedness and response capabilities and countermeasures within the groups and subgroups of modal 

infrastructure. 

These challenges preclude any single assessment methodology. Consequently, the sector's risk assessment framework establishes 

a process and general principles to guide risk assessments conducted to inform sector decisionmaking. The process and prin

ciples apply to strategic or cross-modal assessments and to tactical assessments within a mode, sub-modal group, or system. The 

risk management framework will be applied to the physical, human, and cyber components of infrastructme. 
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Risk assessments of natural disasters foct1s on the likelihood of the disaster and the anticipated consequences. For example, 
regional risks for hurricanes or tornados could be determined from statistical records to determine event probabilities and 

estimates. of consequences .. These assessments may be relatively. straightforward using the basic risk equation: 

Risk - f (Probability, Consequence) 

Since terrorist risks are not probabilistic, the following. equation developed by the Government Accountability Office in 2001, 
has been widely adopted for calculating terrorism-related risks: 

Risk • f (Threat, Vulnerability, Consequence) 

Threat, vulnerability, and consequence are defined as: 

• Threat: An individual, entity, or action that has tl1e potential to deliberately harm life and/or property; 

• Vulnerability: Physical feature or operational anribute that renders an entity open to exploitation or susceptible to a given 

hazard; and 

• Consequence: The effect of an event, incident, or occurrence. 

3.1 Use of Risk Assessment in the. Sector 

Risk assessments of the transportation system examine the probability and the consequences of an undesirable event affecting, 

or resulting from, sector assets, systems, or networks. As a result, transportation system risk is characterized in two fundamen
tal and non-mutually exclusive ways, as referenced in Goal 1: 

(1) Risk to the Transportation System 

(2) Risk from the Transportation System 

The sector's members use risk assessments for a number of purposes including establishing strategic priorities, informing 

countermeasure selection, developing risk reduction measures, and determining budget and resource allocation priorities. In all 

cases, the risk assessments are just one of multiple factors to be considered in risk management decisions. 

3.2 Assessing Sector Assets, Systems, and Networks 

Risk assessments are intended to inform the sector's decisionmakers regarding priorities, programs, and budgets for reducing 

risks to infrastructure from all hazards. While there is scant historic data for terrorist attacks in the United States, some terror 
threats are clearly known and understood based on criminal investigations, intelligence analyses of intents and capabilities, and 

past attacks. Other threats, panicularly those stemming from the use of novel attack vectors or executed by lone individuals, are 

beyond our ability to assess. Intelligence assessments and terrorist role-playing provide important insights regarding emerging 

or potential threats, but the margins of error may be considerable and some threats. may not be anticipated. Decisionmakers 

must be prepared to use emerging intelligence assessments as an essential aspect of their risk management approach to enable 
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the expeditious adjustment of security priorities and resources. Recognizing the varied and dynamic contexts of risk manage
ment decisions, the sector's risk management approach is designed to assist decisionmakers in mitigating known Lhreats and 

narrowing the creative options for unknown threats. 

Assessments of tra11Sponation assets and systems consider information such as cargo or passenger volume, proximity Lo popula

tion centers, and system dependence on a particular asset. In refining the i.dentification of transportation infrastructure assets, 

more detailed assessments may be useful to change or add to the initially identified assets and systems. To the extent practical. 

the sector applies the following risk management principles:
8 

• Practicality. The practicality principle suggests that the assessment methodology be developed in fuU awareness of the limi
tations of available data on threats, vulnerabilities, and consequences. The assessment methodology chosen must be practical 

for the available data and decision requirements to be served. The methodology selected should also conform to resource, 

time, and budgetary constraints. 

• Appropriateness. Risk assessments and analyses should be appropriate for Lhe purpose of Lhe assessment. Assessmems for 

determining strategic priorities differ in scope and methodology from those used to determine asset risks for a specific threat. 
Assessments for identifying vulnerabilities and applying countermeasures differ from those for. deploying. resources during 

an incident. 

• Comparability. Risk assessment tools should allow for comparisons of the risks among different threat scenarios or among 

different infrastructure categories being considered. Since risk assessments are used LO inform decisions about risk reduction 

priorities, ideally the methodologies should produce comparable results. 

• Transparency. To effectively inform decisionmaking, risk management information must have a degree of transparency 
during assessment, analysis, and development of alternative strategies. The transparency principle assures the openness to 

scrutiny of the methodology and the data. 

• Documentation. Risk assessments imended for sector consideration should be documented sufficiently to establish a record 

of the methodology, assumptions, data sources, data limitations, data, and conclusions. The documentation should be such 

that the assessment could be repeated with similar results. Proper documentation enables critical analyses of the approach 

and results and the development of metrics to assist in determining risk reduction. 

• Partnership. While assessments may be undertaken independently by infrastructure owners and operators or by government 

agencies, many are conducted jointly. As the sector's risk managemem framework envisions collaborative processes to reduce 

priority risks, joint participation in the assessment process promotes shared confidence in the results, and a common under

standing of the vulnerabilities that must be mitigated. 

The ability to conduct defensible risk assessments is directly related to the avaHability and accuracy of information on threats, 

consequences, and infrastructure vulnerabilities. The sector continues to build an infrastructure database for assessments, 

program decisions,. and risk reduction n:ieasures of owners and. operators. As transportation system. intelligence and informa
tion is gathered it is used in three classes of risk assessments, as depicted in figure 3-1. These assessments may vary in meth

odology depending on their scope and purpose, and can be broadly characterized as Mission, Asset, and System Specific Risk 

Assessmems (MASSRA), modal risk assessments, and sector cross-modal risk assessments. 

8 Tbese principles bltild o n t11c broader set of risk management principles established by the Office o f Management and Budget (OML') In 1995 to define risk a11alysis and 
ics purposes. and to. generally guide agencies as they use risk analysis in the regulatory. contexc, The OHS RMA Integraced Risk Management Framework risk management 
principles succinctly describe importan t characteristics of homeland securil)' ris k management that are wholly consistent witb the overall principles established by OMI! 
while specifically focusing on die key principles for risk ma11agemcm by OHS. See U.S. Orficc of Mgmt. and Budget. Memorandum for t11e Regulatory Working Group. 
Principle~ for Risk Analysis ( 1995). at www.whitchouse.gov/omh/inforcg/regpol/jan l 995_risk_analysis_principlcs.pdf. 
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Figure 3-1: Three Classes of Risk Assessments 
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Class 1.: Mission, Asset, and System Specific Risk Assessments 

MASSRA focus on one or more of the risk elements or on scenario-specific assessments (for example, a blast effect analysis on a 
certain type of conveyance). Physical security self-assessments conducted by transportation service providers that estimate vul

nerabilit/ also fall into the MASSRA category. These assessments generally do not cross. jurisdictional lines and have a narrow, 

specific focus. They generally provide a detailed analysis of infrastructure vulnerabilities and can be used to determine which 

countermeasures should be used to mitigate risk. MASSRA are commonly referred to as field assessments in a Federal context as 

they are often conducted by local experts who use a centralized methodology. Assessments conducted by owners and operators 
of cyber systems within the operation of a company also fall within the MASSRA class. 

Class 2: Modal Risk Assessments 

Modal risk assessments are used Lo identify how besL Lo determine or validate high-risk focus areas within a mode of trans

portation. These assessments also help to establish the sector's priorities for a specific mode. As with all risk assessment classes, 

Class 2 assessments vary with respect to the type of risks and hazard categories being assessed across physical, human, and 
cyber elements. For. example, the. SSAs conduct modal threat assessments annually in partnership with the Office of Naval 

Intelligence, DOT, and other members of the Intelligence Community (IC). 

TSA's. Transportation Sector Security. Risk Assessment (TSSRA) tool is used to conduct modal security risk assessments for each 
of the primary transportation modes, as well as sub-modal groups, such as the school bus transportation system. As SSA for the 

maritime mode, the USCG uses the Maritime Security Risk Analysis Model (MSRAM) and other inputs to provide the mari-

9 An assessment of Criticality. Accessibility. Recoverability. Vulnerability, Effect. and Recognizability (CARVER) was originally an offensive target assessment tool developed 
for use by DoD 10 evaluate. the value of enemy targets and de1ermining how. bes1 10 exploi1 ide111ified vulnerabili1ies. The same. methodology was later adop1ed for 
DoD Force Pro1ec1ion and is now the basis for many vuh1erability assessment methodologies used 10 evaluate CIKR. USCG guidance for MTSA required self-securily 
assessments of vessels and port facilities 10 follow a CARVER-like approach. 
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time risk information to TSSRA. FEMA, DOT, and other organizations may conduct similar assessments or case studies of the 
potential consequences of natural disasters that would fit within Class 2 assessments. 

Class 3: Cross-Modal Comparative Analysis 

Class 3 assessments are cross-modal risk assessments focusing on two or more modes, or on the entire sector. TSSRA, previ

ously described as a modal risk assessment method, is also an example of a cross-modal comparative analysis method. These 

analyses help identify strategic planning priorities and define long-term visions. Cross-modal analyses inform key leadership 

decisions, including investments in countermeasures. For example, a sector-wide security assessment could identify an impro
vised explosive device (IED) attack to underwater nmnels as a top threat. At the same time, safety and emergency manage

ment assessments may identify the same tunnels as being in need of repair. In such cases, sector leaders should maximize the 

effecriveness of resources by seeking options to enhance resilience, improve safety, and reduce secmily risks. 

Conclusions drawn from cross-modal analysis should work to ensure that they reduce risk rather than shift ir from one mode 

to another. 

Risk Assessment Classes: Summary 

These three risk assessment types may be conducted concturendy and/or independently by various sector partners. Once the 

assessments take place and the results arc analyzed and disseminated, they are sent Lo the sector's leadership as tools LO aid in 

decisionmaking processes. These assessments are considered along with other factors, such as cross sector impacts, mandates, 
and constraints, when determining the sector's risk priorities as described in chapter 4. Conclusions drawn from cross-modal 

analyses should work to ensure that they reduce risk rather than shift it from one mode to another. 

3.2.1 Featured Risk Assessment Methods 

The following are brief descriptions of the primary risk assessment methods used by the six transportation modes along the 

three class levels. These tools and techniques are not directly mandated by or for specific modes, although some have been 
developed to fulfill legislative requirements. 

Transportation Sector Security Risk Assessment 

TSSRA, depicted in figure 3-2, is an example of both a cross-modal assessment (Class 3) and a modal risk assessment (Class 2). 

It is an analytical technique that ranks the risks associated with multiple attack scenarios in each mode and compares these risks 

across the sector. TSSRA includes an analysis of the assessment results that suggests risk-based priorities for securing the sector. 
TSSRA provides a baseline characterization of current levels of risk within and across the transportation modes and provides 

decisionmakers with a common, defensible analytical framework that allows comparisons across scenarios and modes. 

The TSSRA process allows the sector to evaluate scenarios presenting the highest relative risk. This analytical method focuses 

on a comprehensive seL of plausible scenarios including cyber events for different combinations of cransporLation assets, attack 

types, and targets via a fault tree analysis. The process includes countermeasure analysis to determine the costs, benefits, and 

perceived effectiveness of current and proposed countermeasures .. Risk scores presented to decision makers factor countermea

sures in order to provide a better understanding of the usefulness of rankings in identifying cost-effective countermeasure 

packages. The results of TSSRA will inform decisions about sector prioriries. 
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Figure 3-2: TSSRA's Information Collection Process 
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BASE is a comprehensive security assessment program designed to evaluate posture in 17 Security and Emergency Management 

Action Items foundational to an effective security program. The assessment results inform security priorities, the development 

of security enhancement programs, the allocation of resources (notably, security grants), and the compilation of smart secu
rity practices for mass transit and passenger rail agencies. BASE is an example of a mission-specific assessment that focuses on 

vulnerability and effective security implementation. In the BASE program, TSA reviews the implementation of security actions 

jointly developed by TSA, DOT's Federal Transit Administration (FTA), and sector partners from mass transit and passenger rail 

systems. The security action items represent a comprehensive update of the Security Program Actions for Mass Transit Agencies 

that FTA developed following the attacks of September 11, 2001. 

BASE aims to elevate security posture and readiness throughout the mass transit and passenger rail mode by implementing and 

sustaining baseline security measures applicable to the operating environment and characteristics of mass transit and passenger 

rail systems. TSA implements this continuous improvement process through the Transportation Security Inspectors - Surface 
who conduct the assessments in partnership with the mass transit and passenger rail agencies' security chiefs and directors. 

These thorough evaluations have contributed substantially to an elevation in the mode's security posture. For the first time in 

transportation security, the most effective security practices cited in BASE assessments were shared throughout the transit and 

rail community, which expanded implementation, and spurred networking among security professionals. 
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These 17 action items include areas such as: the agency's security plan, backgroLLnd investigation of employees, security train
ing, drills and exercises, pubUc awareness, facility security and access conlrols, physical inspections and cybersecurity, docu

ment control, information sharing, and coordinati.on with other agencies. 

Maritime Security Risk Analysis Model 

MSRAM is an example of a scenario-based risk assessment that falls into both the modal risk assessment (Class 2) and mission

specific risk assessment categories (Class 1). MSRAM is a risk analysis tool employed by the USCG. Using a combination of 

target and attack mode scenarios, MSRAM assesses risk in terms of threat, vulnerability, and consequences. As a tool, MSRAM 
enables Federal Maritime Security Coordinators and Area Maritime Security Committees (AMSCs) to perform detailed scenario 

risk assessments on all of the maritime CIKR. The maritime mode uses the USCG's MSRAM program to inform strategic and 

tactical risk decisionmak.ing. MSRAM is used at all government levels- Federal, State, and local. Significant accomplishments 

include sharing critical asset identification beyond the transportation systems to I 3 CLKR sectors. Decisionmakers are provided 

with these assessments to aid in risk management decisions. The tool's underlying methodology is designed to capture the 

security risk facing various targets and assets that span multiple sectors. This allows for comparison among targets, assets, and 

geographic areas. 

As a scenario-based tool, MSRAM evaluates TVC and considers the response capabili.ties that might mitigate the consequences of 

an event. The program facilitates operational planning and resource allocation, the National Strategic Security Risk picture for 

budgeting purposes, prioritization of sector assets, and a risk-based evaluation of Port Security Grant proposals. Expanding the 

capabilities of MSRAM is an ongoing priority for the maritime mode. 

Compre hensive Reviews 

Comprehensive Reviews are an example of a Class 1 MASSRA where multiple agencies and local authorities combine expertise 

to rake an in-depth look at a high-risk asset or system in the sector. For example, TSA has conducted Rail Corridor assessments 

in High Threat Urban Areas (HTUAs) since 2003. These assessments are based on the Hazard Analysis of Critical Control Points 

method and include participants from the railroads, DOT's Federal Railroad Administration and Pipeline and Hazard Materials 

Safety Administration, and local responders and law enforcement. The USCG is also adopting the Comprehensive Review 

approach by leading multi-agency efforts to examine and validate critical maritime infrastructure assessments contained in, 

or to be added to, the national MSRAM database. DHS uses the Comprehensive Review concept in many critical infrastructure 
sectors. These include, but are not limited to, the Chemical Sector, the Energy Sector, and on certain dams, levees, and locks on 

the Nation's waterways. Comprehensive Reviews assess threat, vulnerability, and consequence components of risk and identify 

critical cyber elements of the systems, and the security practices in place. 

3.3 Assessing Consequences 

Consequence assessment is the process of identifying and evaluating the potential or actual effects of an event or incident. 

Assessments occur throughout the sector, both informally and formally. Consequence assessments are conducted at the field, 

modal, and sector-wide levels and consider physical, human, and cyber elements of critical infrastructure. All consequence 

assessments consider one or more of the following: health and hwnan safety, economic impact, national security, and cross

sector effects. 

3.4 Assessing Vulnerabilities 

Vulnerabili.ties of an asset or system are the physical, cyber, human, or operational attributes that render it open to exploita
tion or susceptible to hazards. Vulnerabilities are weaknesses that diminish preparedness to deter, prevent, mitigate, respond 
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to, or recover from any hazard that could incapacitate or disable the infrastructure. The physical, cyber, and human elements 
of the sector are often co-dependent and additional vulnerabilities may result from their interaction. For example, an intruder 

overcoming an access control system and gaining entry to a vulnerable cyber control network could cause physical damage or 
threaten transportation networks. Any assessment should describe the vulnerability in sufficient detail to assist in subsequent 

development of countermeasures and to facilitate risk reduction. It may include the following: 

• Identity of vulnerabilities associated with physical, cyber. or human factors; 

• Description of all protective measures in place and their effectiveness; and 

• For natural hazards, consideration of the types of harm the incident would cause to determine the vulnerabilities. 

Assessment results should be quantifiable for use in subsequent risk analyses and metrics development. 

3.5 Assessing Threats 

Threat assessments of manmade or natural disasters are a function of probability based on historical data. The threat of a ter

rorist attack is determined by an assessmem of terrorist capabilities and iments as derived from imelligence analyses. Terrorism 

threat assessments must consider the degree of uncertainty associated witb estimates of capability and intent. Terrorists intend 

to exploit weaknesses and vulnerabilities by adapting capabilities quickly. 

The sector communicates regularly with the U.S. Computer Emergency Readiness Team (US-CERT), the National Cyber 
Security Division (NCSD), and other IC organizations. The IC provides nwnerous strean1s of raw intelligence on physical, 

human, and cyber elements to SSAs that is then analyzed, filtered, and disseminated to sector partners, as classification and 
threat levels warrant. The SSAs provide classified and unclassified information to the sector to increase situational awareness 

and to validate the SSAs' security requirements. These commrnucations are intended to solicit immediate action by stakehold

ers, especially private sector operational and tactical efforn. 
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4. Prioritize Focus Areas 

Chapter 3 described how risk assessments based on TVC data are used by the sector to inform resource allocation, as well as 
strategic and tactical planning. However, while risk assessments provide significant input to resource allocation decisions, other 

factors must also be considered. Various analytical techniques and tools are employed to gather the necessary data used in the 

decisionmaking process. 

This chapter explains the process by which risk assessment information is analyzed in combination with other factors in the 

decision environment, to enable the sector to set risk reduction priorities. The prioritization process leads to strategic priori

ties for the sector with implications for resource distribution and budget submissions. When applied within the mode, the 

prioritization process determines those aspects of protection and resiliency goals that require specific programming or coun

termeasure development. Figure 4-1 depicts the overarching categories of the factors that the sector considers when developing 

protective programs and resiliency strategies. 

Owners and operators prioritize critical cyber assets and provide relevant information to the SSAs. The prioritization of criti
cal cyber infrastructure depends on the criticality of the infrastructure it serves and on potential interdependencies between 

the infrastructure and the critical functions of other sectors. For example, a cyber system that controls food transfer processes 

between modes of transportation would not be critical to the transportation infrastructure per se, but may be critical to the 

Food and Agriculture Sector. 
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Figure 4-1: Inputs into the Development of Protection and Resiliency Priorities 
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The information gathered from intelligence reports and risk assessments,. as described in chapter 3, represents a key factor in 

the development of programs and strategies. Legislative and executive directives require the SSAs to determine protection and 

resiliency priorities based on risk. Consequently, these assessments are a major component in determining critical focus areas. 

The sector will always face a degree of uncertainty concerning risk, particularly regarding terrorism. Unknown terrorist risk 

results from terrorists having a virtually limitless range of targets and tactics from which to choose. Terrorists have proven to be 

adaptive, shifting tactics and strategies in reacti.on to, or in anticipation of, the mitigating countermeasures the sector develops 

and implements. While the sector remains focused on known and suspected threats, it also must address risks associated with 

unknown threats. 

A key feature of improving transportation resiliency is striking a balance between countering known risks and hedging against 

unknown risks. Currently, these hedges involve two strategies: deploying constant and random security countermeasures and 

enhancing system resilience against all hazards wherever possible and practicable. The sector continues to apply its resources to 

random, flexible, deterrent initiatives, such as the Visible Intermodal Prevention and Response (VIPR) teams. 

4.2 Legislative and Executive. Requirements 

Working in collaboration with industry experts and State and local government representatives, the legislative and executive 

branches of the government carefully create policies and regulations intended to benefit and protect society at large. Laws, 

regulations, and presidentiaJ directives may establish priorities independently of the risk management process. These require

ments will influence the sector's collaborative decisions regarding sector goals and priorities. HSPD-7 and the 9/1 J Act are two 
examples of such requirements. A complete list oflegislation, regulacions, and presidencial directives is listed in Appendix 3-
Authorities. 

4.3. Budget and Implementation Constraints 

Budgetary constraints or spending limits may influence priority determinations initially. Conversely, the priorities of the sector 

will influence future government and private sector budget proposals. Enacted budgets (appropriations) may provide immediate 
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funds to implement legislated priorities. Consequently, the process for determining sector priorities considers fiscal elements in 
the decision environment for short-term and long-term impacts, in addition to the implications of risk assessments. 

4.4 Safety and Privacy Considerations and Stakeholder Concerns 

Stakeholder concerns, safety and privacy considerations, 
10 

and public opinion are also external factors that the sector. does not 

directly influence. These considerations play a role in defining the sector's responsibilities and capabilities. in terms of risk miti
gation initiatives. For example, preventing terrorist attacks on critical systems could include procedures that might raise privacy 

concerns from citizens or sector stakeholders. 

10 Privacy considera1ions in the form of legislative requiremems are also 1aken imo accoum. for exa111ple Lhe Federal Ma11ageme.Lll and PromoLion of Electronic Governmem 
Services Act of 2002 (1!-Governmcm Act). 
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5. Develop and Implement 
Protective Programs and 
Resiliency Strategies 

The sector partners collaboratively use the field, modal, and cross-modal risk assessments described in chapter 3 to determine 

security and resiliency priorities and to develop, implement, and measure protective programs and resiliency strategies based 
on prioritization. The factors illustrated in chapter 4 play a role in the development of these programs, and include legal consid

erations, stakeholder input, and budget and time constraints. 

This chapter focuses on the methodology used to develop protective programs and resiliency strategies based on the evolving 

needs of the sector. These programs focus on reducing risks by detecting and deterring threats, preparing for known threats, 

increasing the sector's overall resiliency, and enhancing preparedness for continuity and recovery operations. In many cases, 

multiple programs and strategies are layered to reduce the overall risk by mitigating vulnerabilities and subsequently reducing 

consequences from an incident. Other programs have been developed to address evolving threats. As programs are developed 

and implemented by various sector partners, they. are monitored to ensure continuous improvement. The measurement process 
is addressed in chapter 6. 

5.1 Overview of Sector Protective Programs and Resiliency Strategies 

As described in chapter 3, strategic and tactical risk assessments are conducted using TVC data to prioritize security gaps. The 

sector's protective programs and resiliency strategies are grouped into 12 categories called risk mitigation activities (RMAs). 
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The RMAs reflect areas Lhat address the sector's strategic goals. Once developed and implemented, these programs are moni
tored and measured to ensure their effectiveness and efficiency as circumstances evolve. Table 5-1 defines the RMA categorical 

organization and cites examples of programs currently in place. While. the list of programs is not comprehensive, it provides 
examples. of some ways. by which the sector mi.ti.gates risk. 

Table 5-1: Transportation System Sector Risk Mitigation Activities 

Key Risk Mitigation Activity 

Security vetting of workers, travelers, and shippers 

Secure critical physical infrastructure 

Risk mitigating operational practices 

Implement unpredictable operational deterrence 

Screening workers, travelers, and cargo 

Security awareness and response training 

Prepa1redness and response exercises 

Awareness and. preparedness 

Leverage technologies 

Transportation industry security planning 

Vulnerability assessments 

Secure critical cyber infrastructure 

Protective Programs 

Transportation Worker Identification Credential (TWIC) 

National Tunnel Security Initiative, Area Maritime, Facility, and 
Vessel Security Plans (MTSA) 

Container Security Initiative. (CSI), International Port Security 
(IPS) Program 

Visible lntermodal Prevention and Response (VIPR) Program 

Certified Cargo Standard Security Program (CCSP) and 
Standard Security Program updates 

Federal Flight Deck Officer (FFDO) and. Flight Crew Member 
Self-Defense Training 

lntermodal Security Training Exercise Program {I-STEP), Area 
Maritime Security Training and Exercise Program (AMSTEP) 

Security Training, Operational Readiness, and Maritime 
Community Awareness Program (STORMCAP) 

Electronic Boarding Pass Program, Advanced Imaging 
Technologies 

Aircraft Operator Standard Security Program. (AOSSP) 

BASE Program, General Aviation Airport Vulnerability 
Assessments 

US-CERT, NIST, sector-specific programs under development 

Key RMAs that are specific to the maritime mode include: Maritime. Domain Awareness; Create. and Oversee an Effective 

Maritime Security Regime; Lead and Conduct Effective Maritime Security and Response Operations; and Risk Reduction Tools 

and Methods. 

The SSAs coordinate with sector parmers through a variety of security roundtables, monthly or bimonthly teleconference. 

calls, Internet sites, and collaborative exercises. The modal GCC and SCC frameworks are the primary means for collaborative 

planning, and meeL regularly depending on the needs of each mode. Industry associations represeming the various modes also 
offer :input during the program development phase of risk mitigation. Chapters 1 and 8 contain additional information on the 

sector's stakeholder outreach activities. 
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While the sector recognizes the challenges in quantitatively measuring the success of all protective programs and resiliency 
straLegies, it is committed to demonstrating progress in innovative ways. The sector bas developed outcome metrics to serve as 

progress indicators for various RMA programs, a process that is addressed in chapter 6. 

5.2 Determining the Need for Protective Programs and Resiliency Strategies 

Once assessments and prioritizations of risks have occurred, analyses are performed to identify needs and to determine prog
ress toward achieving the sector's goals. Additionally, current and potential countermeasures are identified, enabling sec-

tor leadership to determine a range of programs Lhat are needed, or to justify current protective programs already in place. 

Proposed programs consider organizaLional and sector capability to create effecLive coumermeasures thaL consider cost effec

tiveness and value-added protective benefits. 

Sector GCC and SCC partners collaborate to identify the capabilities the sector currently has that could be used to mitigate the 

identified risk. If the capability does not currently exist, the sector will examine other programs (including grants) that may be 

adapted to address the need, or direct research and development (R&D) activities to design new capabilities, a process detailed 
in chapter 7. Based on the likelihood that potential vulnerabilities may involve areas where numerous interdependencies are 

present, the SSAs work with other sectors' SSAs to identify and leverage potential programs as warranted. 

During risk assessments, vulnerabilities are identified and analyzed to determine if programs should be developed to reduce the 

vulnerability, and thereby reduce the overall risk. Often a layered strategy is optimal for mitigating risks and the effects ofter

rorism, natural disasters, and other manmade incidents. These strategics feature protection and resiliency initiatives spanning 

multiple jurisdictions, complementary programming, and overlapping security zones. 

Federal, State, local, tribal, and territorial authorities, as well as the security personnel of owners and operators, provide this 

multi-jurisdictional layering before, during, and following an incident. A naining vulnerability might be addressed through a 

set of layered training initiatives including entry level, front-line, and security force training conducted through online, class

room, and exercise venues. The sector also draws on an alert, aware, and informed public to contribute to Lhe security posture 

of the Nation's transportation systems. A mapping of this layering approach in the aviation mode is depicted in figure 5-2. 

5.3 Selecting Protection and Resiliency Programs 

The selection of a risk reduction approach relies on an understanding of vulnerabilities in critical transportation infrastructure. 

The consequences attributed to a threat are diminished by changing the vulnerabilities identified in such areas as physical 

barriers, surveillance, employee training, access controls, cyber elements, or other aspects of security environment. Similarly, 

threats can be reduced by addressing the vulnerabilities that a!Jow threats Lo succeed. Therefore, it is in1ponam to link vulner

abilities identified in assessments or subsequent analyses to the selection of risk reduction programs. 

A variety of analysis methods are available to reach a decision between risk reduction alternatives. One approach is to use a 

weighted-factor decision method to evaluate programming options. This method allows alternatives to be evaluated based on 

the extent to which they reduce risks, they are cost effective, and they meet other performance criteria identified by decision

makers. As an iterative process, additional risk assessments may be necessary to understand risk reduction effectiveness of the 
alternatives being considered. 
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Figure 5-2: Layered Approach to Aviation Security 
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Sector partners are responsible for implementing and maintaining their own cybersecurity programs. The SSAs coordinate 

participation in these programs through the sector's GCC and SCC partnerships and wi.th NCSD. These programs provide on line 
and in-person forums for sector members to share their best practices in IT security. SCCs will play a key role in communicat

ing and implementing new programs to ensure improved resiliency of the Transportation Systems Sector cyber networks. 

5.4 Protective Program/ Resiliency Strategy Implementation 

The implementation phase of the risk management process involves procurement, research, product developmenL, and pro

cesses associated with deployment and operations including traiJ1ing and maimenance. This section addresses the estabHshment 

of implementation objectives or targets that assist program managers, and the sector, in assessing the effectiveness of programs 

'Nith respect to performance, cost, and risk reduction. As discussed in chapter 6, the SSAs intend to use metrics to determine 
the sector's progress in reaching risk management objectives. 

As previously stated, programs are selected to reduce risks. Targets are developed collaboratively for protection and resiliency 

objectives as idemified through risk assessments or subsequent analyses. Targets are set for specific vulnerabilities or conse
quences selected for remediation. In the implementation phase of the risk managemem process, managers measure or estimate 

program costs and evaluate progress relative to established targets. 

Programming options can include research, development, modeling, and simulation. While implementation of these types of 

programs does not directly reduce risks, they do fill gaps in capabilities needed for risk reduction. Implementation targets, such 

as a percemage of project completion or performance criteria, should show the degree to which capability gaps are closed. The 

joint Transportation Systems Sector Research a11d Development Working Group (R&DWG) determines R&D priorities, estab

lishes programming recommendations, and monitors implementation of those programs. 
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The sector's critical cyber systems depend on communications and IT infrastructure-such as the Internet, ·communication 
networks, and satellites-for operations and resiliency. With a few exceptions, risk assessments of these systems in several 

modes are in their infancy and presently do not provide a reliable basis for understanding cyber risks. The sector works closely 
vvith other sectors' SSAs and government entities to improve the risk awareness and management processes, identify risks, and 

implement cyber protection programs. The TSS CWG monitors. implememation of cyber risk reduction programs for align

ment across agencies and sectors. The working group's members include representatives of NCSD, U.S.-Computer Emergency 

Readiness Team (US-CERT), Federal transportation agencies, State governments, and infrastructure owners and operators. 

Implementation of protection and resiliency programs may impact incident response and recovery networks already in place. 
For example, system resiliency to all hazards involves many Federal, State, and local jurisdictions with defined roles throughout 

the event spectrum-prevention, protection, response, and recovery. Budget and resource considerations are also important. 

For further discussion, see sections 4.2 and 8.2.3. Program implementation should be fu lly coordinated to assure that existing 

networks are enhanced. Measurement of programs impacting existing networks may require multiple data points for evaluating 

network impacts as well as program effectiveness. 

The sector wi.ll report its progress implementing programs, meeting objectives, and reducing risk in its annual report on criti

cal infrastructure protection and resiliency. 

5.5 Monitoring Program Implementation 

Projects are monitored following implementation. The sector is considering various measures of countermeasure effective

ness. These measures of effectiveness will be used to monitor the degree to which countermeasures achieve their objectives. As 

these performance measures are identified and documented, the types of data that should be collected to perform the evalua
tions will also be identified. Output measures will assist in analyzing a program's ability to meet its milestones, while outcome 

measures will gauge a program's contribution to the sector's risk mitigation objectives. 

The sector is improving the implementatjon of cybersecurity countermeasures, as well as cyber performance measures, 

through various efforts and with numerous sector partners. The SSAs coordinate cyber protection efforts with the US-CERT 

through notifications of incidents affecting the sector and by reviewing security bulletins distributed by US-CERT. Other 

Federal partners and members of the private sector are encouraged to take advantage of the information shared by US-CERT. 

Furthermore, the SSAs periodically meet with NCSD and the Chief Information Security Officers from various government 
agencies to develop best practice standards and programs. The SSAs continue to coordinate with NCSD to ensure that the 

sector's cyber protective programs are aligned with NCSD's cyber priorities and follow protocols developed by NIST and the 

International Organization for Standardization. 

Based on the data requirements and the needs of each program, the sector develops data collection plans for countermeasures. 

Data collection plans can define what data needs to be collected to update each performance measure, how frequently this data 

should be collected, and what resources will be required (e.g .. analytical tools and methods) to collect the data. During the 

lifecycle of a given program, output and outcome measures may reveal best practices, improvement areas, and opportunities for 

management intervention. The monitoring process allows the sector to adapt programs based on changing needs and resources. 

The performance measurement processes for the sector are discussed in Chapter 6-Measure Effectiveness. 
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6. Measure Effectiveness 

Following comprehensive risk assessments, prioritization, program creation, and program implementation, the effects of these 

activities are measured. The use of performance metrics is a critical step in the risk management process, enabling the sector to 

objectively assess improvements in risk reduction, protection, and resiliency. The information gathered in the measurement 
phase is made available in all other stages of the framework and aids the sector in redefining its goals and objectives as circum

stances change. Performance. metrics allow progress to be tracked against sector priorities and provide a basis for the sector to 

establish accountability, document actual performance, facilitate diagnoses, promote effective management, and provide 

feedback mechanisms to decisionmakers. 

As the NIPP metrics process has evolved from descriptive and output data co. focus on outcome metrics,. the sector's measure
ment efforts are also moving towards a more outcome- and quantitative-based process. In addition to broad-scope metrics, the 

development of transportation cyber metrics is being planned in concert with cross-sector teams with a focus on repeatable 

measurable objectives. Metrics are developed in alignment with NIPP criteria and sector goals, and are used to continuously 
inform decisionmakers of successes, as well as of areas for improvement. 
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6.1 Risk Mitigation Activities 

The Transportation SSA and Maritime SSA RMA categories represent the strategic focus areas of risk reduction, lmder which 

individual, cross-modal, and sector-wide programs and initiatives are aligned. The RMAs organize the key r isk reduction pro

grams, initiatives, and strategies and directly support Ll1e sector's goals and objectives
11 

as detailed in section 1.2. This strategic 

mapping is depicted in tables 6-1 and 6-2 . 

Table 6-1: Transportation Sector Risk Mi tigation Activities Mapped to Sector Goals 

Goal to which Activity Maps 
Key Transportation SSA RMA 

Goal 1 Goal 2 

Security vetting of workers, travelers, and shippers ,/ 

Securing of critical physical infrastructure ,/ ,/ 

Implementation of risk-mitigating operational practices ,/ ,/ 

Implementation of unpredictable operational deterrence ,/ 

Screening of. workers, travelers, and cargo ,/ ,/ 

Security awareness and response training ,/ ,/ 

Preparedness and response exercises ./ ,/ 

Awareness and preparedness ,/ ,/ 

Leveraging of technologies ./ ,/ 

Transportation industry security planning ,/ ,/ 

Vulnerability assessments ./ ,/ 

Securing of critical cyber infrastructure ./ ./ 

11 Goal I: Prevent and deter acts of terrorism using, or against . the transporlatlon system. 
Goill 2: Enhance Lhe all-hazard preparedness and resilience uf the global transponauon system LO safeguard U.S .. naLional interests. 
Goal 3: Improve the effecti ve. use of resources. ror. Lransportation security. 
Goill 4: Improve sector situatlona.I awareness. under.tandrng. and coUaboration. 

Goal 3 

./ 

,/ 

,/ 

,/ 

,/ 

./ 

./ 

./ 

Goal4 

,/ 

./ 

,/ 

,/ 

,/ 

,/ 

,/ 

,/ 

./ 
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Table 6-2: Maritime Mode Risk Mitigation Activities Mapped to Sector Goals 

Key Maritime SSA RMA 

Maritime Domain Awareness 

Risk reduction tools and methods 

Create and oversee an effective maritime security regime 

Lead and conduct effective maritime and security 
response operations 

6.2 Process for Measuring Effectiveness 

Goal 1 

Goal to which Activity Maps 

Goal2 Goal3 Goal4 

The sector plans to measure effectiveness by collecting data, analyzing, and measuring it against the baselines, or standards, 

established for programs and initiatives within the RMA categories. Baselines are specific to each type of program or initiative; 

for example, a baseline measure for VIPR team effectiveness is inherently different than one for an electronic boarding pass 

program. However, the commonality across programs is that once the baseline measure is established, subsequent deviations 

from the baseline can be tracked to demonstrate the percentage of change, or improvement, the risk reduction activity has 
achieved. Information collected must be verified, shared, and stored as appropriate in each case. 

While it is feasible to measure and report on progress against stated goals, the sector may never be able to truly rate the effec

tiveness of some programs. The absence of a terrorist incident or a specific natural disaster does not necessarily mean that the 

RMAs have reduced a vulnerability that kept the incident from occurring or improved the sector's disaster response capabilities. 

Where feasible, the sector uses activities such as assessments, exercises, and covert testing to provide some performance data on 

these types of programs. The sector will continue to work coUaboratively with its partners to develop measures, coUect data, 

and report progress as accurately as possible. 

6.2.1 Process for Measuring Sector Progress 

Measurement progress indicators vary across the sector due to the inherent differences among the transportation modes, and 

other factors like whether the modes' programs are regulatory or voluntary. While the modes interact with sector partners 

regularly through informal and formal mechanisms, such as the GCC and SCC, the formal process for working with sector 

partners to develop progress indicators remains under developmem. As the sector's measurement process matures, an evalua

tion will be made to determine whether to reestablish the Measurement Joint Working Group, or to utilize the existing modal 
GCCs and SCCs as a means to interact with sector partners on metrics-related issues, and to incorporate industry best practice 

resiliency and recovery metrics. 

The responsibility for conducting assessments to measure progress falls on various offices depending on the program or initia
tive in question, and based on the mode and regulatory or voluntary nature of the program. Some are carried out by the SSAs, 

DHS personnel, and inspectors such as Transportation Security Inspectors-Surface, while others are conducted by owners/ 

operators or olher partner groups. The frequency of assessments is also related to the type of program or initiative. The modal 

annexes provide more detail in regard to specific measurement and assessmem practices. 
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6.2.2 Information Collection and Verification 

Cmremly, the sector is establishing processes for assessing metrics depending on the specific type. Some processes are inter

nal to SSAs, such as those relating to passenger screening in airports or the Area Maritime Security Plans. Some measurement 

processes are regulatory, such as the J 00. percent cargo screening requirement mandated by the 9/11 Act. Others are based on 
voluntary compliance, such as vulnerability assessments, while others relate to gaps, such as implementing "next generation" 

technology solutions. The modal annexes provide more information on assessment and verification processes and frequency, as 

driven by specific requirements. 

Sensitive and proprietary information is protected in accordance with applicable legislation and regulations. such as those 

governing sensitive security information (SSI). Examples of protections include labeling, storage in locked cabinets, and distri

bution on a need-to-know basis. 

6 .2.3 Reporting 

Metrics reporting is conducted based on the processes and timelines established by the DHS-led cross-sector NIPP Metrics 

Working Group and the SAR process. Reporting is provided through the DHS NIPP Metrics Portal and the SAR, as well as 

other reporting avenues, as required. The SSAs are responsible for reporting and provide metrics based on DHS requirements. 

Currently, reports are shared with stakeholders through the SAR process. As the metrics process evolves, additional reporting 

avenues may be explored through the modal GCCs and secs. 

6.3 Using Metrics for Continuous Improvement 

The final step in the NIPP-based risk management framework is using metrics data to inform future plans and decisionmaking 
efforts to improve sector security and resiliency. Performance metrics evaluate progress against a baseline to determine suc

cesses or needed improvements in protection and resiJ.iency programs. A regular data reporting cycle reveals trends that can 

be used to inform decisionmaking and provides a feedback loop in the risk management process. Establishing performance 
baselines, determining data collection needs to support established measures, organizing data collection efforts, and evaluating 

data collected to determine progress that can meaningfully inform decisionmaking for continuous improvement w ill be an 

iterative, complex, multi-year process. As the sector's metrics process matures towards this end, the SSAs witll continue lo use 

available program data, intelligence, and subject matter expertise to drive continuous improvement. 

The sector's risk management framework process. from establishing goals to developing risk mitigation strategies and measur

ing progress, is a conti1mous one. As progress is made, threats continue to evolve and external considerations gain and lose 

importance. The sector also engages in activities outside of the risk management framework, such as R&D and building strong 

partnerships. The final chapters of the SSP describe the SSAs' additional responsibilities necessary to ensure a secure, resilient, 
and well-functioning national cransportation system. 
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7. Research and Development 

7.1 Overview of Sector R&D 

HSPD-7 calls for the Secretary of DHS, i.n coordination with the Director of the Office of Science and Technology (S&T), to 
prepare an annual Federal R&D Plan. The National Critical Infrastructure Protection R&D Plan (NCIP R&D Plan) 

12 
establishes a 

baseline for R&D capabilities required across all sectors. The NCIP R&D Plan, prepared by the policy division of S&T, highlights 

the R&D needs as having three primary "technology-enabling" goals and nine technology-centric themes.13 

Integral to the R&D and S&T processes is the Transportation Systems Sector R&DWG. The R&DWG brings stakeholders together 

from across the sector to identify mjssion. needs and capability gaps. These needs and gaps are eventually forwarded into the 

DHS S&T Capstone Integrated Project Team (IPT) Process, which allows multiple Federal parmers to collaborate to develop 

programs and projects that close capability gaps and expand related mission competencies. The sector's goals support the over

arching NIPP goal of a safer, more secure Nation. The sector's risk management process provides the foundation for the sector's 
R&D Plan. 

7.1.1 Sector R&D Landscape 

R&D has always been essential to the sector and represents an important means to enhance or develop capabilities to deter and 

prevent terrorist actions .. Sector R&D efforts are made more. complex and challenging by several factors, including: 

• Widely diverse types of infrastructure and operations; 

• Inherent vulnerability of surface transportation; 

• Constantly evolving threats co transportation; and 

• Increasing interfaces and dependencies on intermodal and international transportation. 

In addition to ongoing involvement by DHS agencies, continual involvement by the public and private sector stakeholders is 

also of critical importance in successfully addressing these challenges. 

i i The NCIP R&D Plan can be found on the DHSWeb si te at www:dhs.gov/xlibrary/a<sets/ST_2004_NcrP_RD_PlanFINALApr05.pdf. 

u The three NCTP R&D technology-enablin g goals arc: (1) a national common operating picnirc for critica l infrasrructurcs: (2) a next-generatio n Internet architccmre with 
security desig11ecl-in and inherem in aJJ elements rather than added after the fact; and (3) resilient, self-diagnosing. a11d self- healing physical and cyber infras1 rucmrc 
systems. The nine tecl1nology-cenaic themes are: (I) detection and sensing; (2) protection and prevention; (3) entry and access portals; ( 4) insider threats; (5) analysis 
and deci<ion support: (6) response, recovery, and recomtinuion; (7) new and emerging; (8) advanced architecture; and (9) human and social. 
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Sector Asset Ownership Diversity 

As previously noted, a large percentage of transportation systems and assets are owned or controlled by diverse public and 

private sector entities. Such diversity of ownership calls for engagement of all transportation partners in order to expedite the 

flow. of information and appropriately. leverage R&D initiatives throughout. the transportation community. 

The diversity of the sector translates into a wide variety of potential capability gaps that depend on R&D. To organize the R&D 
initiatives, needs and requirements are grouped into the five Transportation Infrastructure Elements shown in table 7-J. 

Table 7-1: R&D Security Needs by Transportation Infrastructure Element 

Transportation Infrastructure Element 

Transportation Infrastructure, Facilities, 
and Logistical Information Systems 

People 

Baggage Accompanying Travelers 

Cargo and Parcel 

Conveyance Items and Transportation 
Equipment 

R&D Related Protection Needs 

Protecting physical buildings; securing areas, logistics information, and cyber
based systems, Including navigation equipment, air traffic control systems, tracking 
systems, and communicat ion systems needed to support commerce; securing air/ 
train/ bus/ metro terminals, bridges, tunnels, highways, rail corridors, all transpor
tat ion surface structures, pipelines, airspace, coastal waterways, port facilities, 
airports, and space launch and re-entry sites; protecting railway and t ransit 
stat ions and faci lities, rai l yards, bus garages, and rights-of-way for tracks, power, 
and signal systems. 

Screening passengers for weapons, chemical, biological, radiological, nuclear, 
and explosive (CBRNE) substances, and other Items considered harmful to other 
passengers and/or the infrastructure, facilities, or transportation equipment. 

Screening checked and carry-on baggage to protect against weapons, CBRNE, and 
other items considered harmful to other passengers and/ or the i:ntrastructure, 
facil ities, or transportation equipment. 

Screening cargo, parcel, or other shipments using transportation assets within 
the transportation system to protect against weapons, CBRNE, and other !terns 
considered harmful to other passengers and/ or the infrastructure, facilities, or 
transportation equipment. 

Protecting vehicles for surface, water, or air, including airplanes, buses, trains, 
trucks, boat s, and other vehicles t hat transport people, services .. or. goods. 

Constant Evolution of Transportation Security Threats 

One of the primary characteristics of the transportation security environment is constant evolution of threats. The terrorist 

threat poses special challenges. since terrorists are highly adaptive,. seeking to learn and adjust their strategies based on past 

responses. Terrorists look for ways to defeat or get around current security measures by adapting to changes in countermea

sures. A measure of unpredictability must be built into operations and capabilities so terrorists cannot use consistency to their 
advantage in planning an attack. Therefore, R&D approaches should be based on breadth of application, flexibility, and/or 

unpredictability. 

Increasing Interfaces and Dependency on lntermodal and International Transportation 

Driven by the increased mobility of today's society and the expansion of commerce domestically and globally, holistic imer

modal prepar edness planning is required across alJ transportatfon modes. First, similar R&D efforts need to be leveraged 
across modes. Second, travel or commerce transactions that span multiple transportation modes need analysis, coupled with 
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comprehensive R&D programs, to minimize security exposures during handoffs between domestic and international transpor
tation modes. 

Cyber systems, including air traffic control, tracking, and communication systems needed to support corrunerce, provide a 

fundamental capability in keeping the Nation's transportation system safe and operational, especially given growing foreign 

dependencies .. The growth in shipment volumes into the United States from foreign ports and borders. calls for R&D. to solve 

multiple challenges to minimize impediments to international corru11erce, while maintaining safety and security measures. 

The development and implementation of common approaches to critical infrastructure protection and response to terrorist 

incidents is important to US. security. R&D efforts that support cross-border programs must rely on common definitions, 
standards, protocols, and approaches in an agreed-upon, coordinated fashion to be effective. 

7.1.2 Sector R&D Partners 

The key partners and stakeholders in the R&D community are: 

• SSAs: ISA and USCG; 

• DHS, lo include IP and S&T; 

• DHS components, to include CBP and FEMA/Grams. & Training; 

• Jnteragency partners such as: DOT, DOS, DoD, and DOE; 

• State, local, tribal, and territorial organizations; 

• Private sector owners, operators, and research entities;. and 

• Academia, national laboratories, and other. research centers, including international entities. 

7.1.3 R&D Alignment with Sector Goals 

Drawing from the sector's goals and the technology-enabling vision of the NCIP R&D Plan, the sector's R&D Plan will focus on 

the following strategic goals and aligned objectives: 

Table 7-2 : Al ignment of Sector. Goals and. R&D. Objectives 

Sector Goal 

Prevent and deter acts of terrorism 
using, or against, the transpor
tation system. 

Enhance the all-hazard 
preparedness and resilience of the. 
global transportation system to 
safeguard U.S. national interests. 

Research cind Development 

R&D Aligned Strategic Objectives 

Develop and deploy state-of-the-art, high-performance, affordable systems to prevent, 
detect, and mitigate the consequences of CBRNE and cyber attacks on the sector. 

Improve materials and methods to increase the strength and resilience of critical infra
structures for integration into new construction, facility upgrades, and new or upgraded 
transportation structures (e.g., tunnels, highways, bridges, pipelines, conveyance vehicles, 
and cargo containers). 

Design dynamic, self-learning transportation network systems with tightly defined permis
sions for secure data access within a common operating picture. 

Develop equipment, protocols, and training procedures for response to, and recovery from, 
CBRNE and cyber attacks on the sector. 

Develop methods and capabilities to test and assess threats and vulnerabilities, prevent 
surprise technology, and anticipate emerging threats. 

SS 



Sector Goal 

Improve the effective use of 
resources for transportation 
security. 

Improve sector situational 
awareness, understanding, 
and collaboration. 

7.2 Sector R&D Needs 

R&D Aligned Strategic Objectives 

Develop technical standards and establish certified laboratories to evaluate homeland 
security and emergency responder technologies,. and evaluate. technologies for SAFETY 
Act protections. 

Develop ongoing cross-pollination activities (testing, studies, pilots, etc.) between 
government and stakeholder partners to expand the pool of available technologies to 
enhance security. 

Increase awareness of the R&D capabilities available for threat-deterrent actions t hrough 
stakeholder outreach programs, more timely publication of R&D studies and findings, and 
information sharing. 

Develop layered, adaptive, secure nationwide enterprise architectures to facilitate shared 
situational awareness to enable real-time alerts to threats at an operational level. 

Align sector resources and identify a security-relevant transportation R&D portfolio that 
assists in prioritizing high-need R&D efforts that may include developing common defini
tions and nomenclature. 

The cyber capabilities gap identification process relies on the implementation of the risk management framework in each mode 
to identify critical cyber systems and to determine needed capabiUties. The sector is initiating the process for cyber risk ma11-

agement and will identify capability gaps as. that process indicates. 

7.2.1 Using the Capability Gap Process to Develop R&D Programs 

A capability gap represents the difference between a current capability and the capability required to mitigate risks and other 

operational needs. A well-defined capability gap. forms the basis for R&D projects. The Capability Gap Process allows the sector 

to identify and prioritize capability gaps that take into account risks, mission goals, and current capabilities. Sound inputs and 
the credibility of process participants are the foundation of the Capability Gap Process. An overview of the process is depicted 

below in figure 7-1. 
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Figure 7-1: Capability Gap Process 

Input Capability Gap Process Output 

Utilizing one or more 
risk reports to develop 
a portfolio of risks for 
analysis during the 
Capability Gap Process 

Process participants 
perform an in-depth 
analysis of each of 
the risks, and group. 
them Into 3 tiers 
using detailed criteria 

Participants develop 
detailed Capabilit y 
Gaps and then 
assess those. gaps 
against the portfolio 
of risks to determine 
cross-applicability -
which is used for 
prioritization 

A final review of the 
gaps (along with the 
accompanying tasks, 
standards, and 
conditions) for final 
consensus.A 
finalized package of 
prioritized gaps is 
assembled for 
management review. 

Once approved, the 
Capability Gaps are 
assigned to the 
appropriate solutions 
team for re mediation 

The Capablllty Gap Process Is a tool that can be used to 
develop detailed risk-based needs that focus on dellverlng the 

necessary capabllltles to mitigate top risks 

Process Inputs 

To develop risk-based requirements, the Capability Gap Process uses information from multiple.risk and vulnerability.reports. 

Multiple resources are used to provide different perspectives while minimizing the possibility of analytical error. Once the top 

risks are selected, they. are presented for evaluation. 

Capability Gap Process 

The Capability Gap Process consists of three stages to discuss and evaluate risks, develop a comprehensive and prioritized list of 

capability. gaps, and create a finalized package for management review and assignment. As a result, the process will yield a final 

set of risk-based capability gaps and initial requirements for solution development. 

Risk Analysis and Grouping 

Since all of the risks presented are designated as High, there. is a need to ra.nk these risks. using more detailed criteria. 

Each risk is mapped to a nodal diagram depicting the path of attack an adversary would likely follow. The attack path may also 

highlight other information such as current countermeasures, and previously identified capability gaps (where a solution may 
already be under development). After reviewing each nodal diagram and risk description, the risks are grouped using the. fol

lowing criteria: 

• Magnitude of Consequence: Refers to a particular risk/threat scenario's perceived consequence (loss oflife, social, and eco
nomic impacts) if an attack is carried out successfully. This is measured on a Tier I, Tier II, Tier III scale. 

• Adversary Resource Requirements: Refers to the complexity of effort required by the attacker to exploit a specific risk. This is 

measured on a Simple, Moderate, Complex scale. 
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• Professional Judgment: Refers to the personal judgment of process participants who have expertise in the field. These judg
ments are raLed as Grave, Concerned, or Low Concern. 

Finally, the risk groups are. analyzed and described in terms of capability gaps. 

Develop and Prioritize Capability Gaps 

Next,. each capabiliry gap is reviewed, assessed, and refined for comparative evaluation in the prioritization process. During 
prioritization, the types of risks and the nwnber of risks covered are considered. For example, a greater importance is placed on 

capability gaps LhaL span mulLiple, higher-level risks Lhan Lhose gaps LhaL span fewer or lower level risks. The capabiliLy gap-Lo

risk analysis determines rhe gap's priority as High, High-Medium, Medium., Medium-Low, or Low. 

Finalize Capability Gaps and Prepare for Management Approval 

Finally, the top priority capability gaps are validated and reviewed for accuracy and completeness prior to submission for man

agement approval. Once approved, the tasks, standards, and conditions of each capabilily gap become Lhe initial requirements 

for solutions development. 

7.2.2 Defining Sector R&D Needs 

The R&DWG will enable collaboration across all stakeholders to identify and maintain the R&D-related requirements and 

capabilities that the sector currently has identified to continue to mitigate identified risks. Since R&D is a shared activity across 

the Federal Government and private sector, a great deal of insight and expertise is harnessed to. help develop the. appropriate 

technology needs. Many of these needs will be addressed through normal planning and programming acLivities, and are. com

municated Lo Lhe R&DWG for inclusion in 1.he SAR which reBecLs the seetor's requirements, capability gaps, and mission needs 

for DHS consideration. 

Some of the risk-based sector teclmology needs are: 

1. Enhance screening effectiveness for passengers, baggage, cargo, and materials for the six modes of transportation 

within the sector: 

- Incorporate screening for CBRNE; 

- Increase throughput, improve detection, lower false alarm rates, reduce staffing requirements. improve operational effec-

tiveness, and provide cross-modal capability; 

- Exploit recent advances in biotechnology to develop novel detection systems and broad spectrum treatmems to counter the 

threat of engineered biological weapons; 

- Develop transformational capabilities for stand-off detection of special nuclear material and conventional explosives; and 

- Explore environmental factors that reduce screening effectiveness and develop programs that mitigate those factors, and 
improve the effectiveness. of current security assets. 

2. Enhance infrastructure and conveyance security: 

- Improve detection and deterrence, including integration of biometric-based systems; 

- Incorporate "security by design" into infrastructure and systems. Develop design guidance and risk mitigation strategies for 

integration into infrastructure and facilities; 

- Develop improved materials and methods to increase the resilience of infrastructure; 

- Improve and enhance comainer and vehicle Lracking; 
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- Provide secure authentication and access control; 

- Develop quick and cost-effective sampling and decontamination methodologies and tools for remediation of biological and 
chemical incidents; 

- Explore biometric recognition of individuals for border and homeland security purposes. in a rapid, interoperable, and 

privacy-protective manner; and 

- Recognjze and expedite safe cargo entering and leaving the country legally, while securing the borders against 

other entries. 

3. Improve information gathering and analysis: 

- Provide an integrated view of available incident information; 

- Increase domain awareness by providing dynamic situational awareness and analysis; 

- Develop risk analysis and situation simulation models for assessing and evaluating mitigation and response/recovery 

strategies; and 

- Develop an integrated predictive modeling capability for chemical, radiological, or nuclear incidents, and collect data to 

support these models. 

4. Provide a common operating picture for transportation systems: 

- Develop adaptive, self-healing, secure, and interoperable enterprise architectures; 

- . Incorporate resiliency into networks and systems; and 

- Establish data standards that facilitate a common operating picture. 

S. Implement needed cybersecurity capabilities: 

- Protect sensitive information generated and housed on security screening equipment and the telecommunications networks 
used to interconnect them; 

- Ensure the accuracy, completeness, and availability ofIT systems; 

- Provide training to employees to make sure they are aware of how to properly handle sensitive information, including 

applicable laws and regulations; and 

- Guarantee the availability of information and services and put into place the required business cominuity and 

contingency planning. 

7.3 Sector R&D Plan 

The R&D Plan focuses on advances in science and technology, and improving operational and human performance levels, in 

support of achieving sector goals. 

7.3.1 Components of the Sector R&D Plan 

The R&D Plan has two primary parts. The first part is designed to meet the sector goals, and describes the portfolio of existing 

initiatives that are designed to respond to specific requirements within the sector. It includes R&D programs from the public 

and private sector. The second part of the. plan focuses on new initiatives that meet the emerging and ongoing requirements of 

rhe sector. Figure 7-2 illustrates the process for developing the R&D Plan. 
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Figure 7-2: Transportation Systems Sector R&D Plan Process 

Collect Data 

7.3.2 Sources of Input to the Sector R&D Plan 

Portfolio of R&D 
Options 

To produce the R&D Plan, an initial review of transportation security R&D programs was conducted. Sources for this prelimi

nary review include: 

• TSA 

• USCG 

• OSTP 

• S&T 

• DOT 

• CBP 

• NIST 

• National Science Foundation (NSF) 

• National Academies of Science-Transportation Research Board (TRB) 

The R&D Plan incorporates input from R&D programs from academia, the private sector, and other Federal, Stare, local, and 

tribal governmental entities to complete required data. 

7.3.3 R&D Portfolio Framework 

The NCIP R&D Plan is structured around the nine R&D themes that support all 18 critical infrastructure sectors. The nine 

themes were identified as the concerns of infrastructure ov.rn.ers and operators, industry represematives, and government 
officials. These themes include: 

• Detection and Sensor Systems 

• Protection and Prevention 
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• Entry and Access Portals 

• Insider Threats 

• Analysis and Decision Support Systems 

• Response and Recovery Tools 

• New and Emerging Threats and Vulnerabilities 

• Advanced Infrastructure Architectures and System Designs 

• Human and Social Issues 

The R&D framework provides a common language and reference point that allows the comparison of R&D programs and 

enables the formulation of a strategic way forward. The framework does not dictate individual agency budget considerations or 

requirements. 

Current Federal transportation security R&D initiatives have been mapped against the nine NCIP R&D Plan themes and associ
ated sub-themes as a first step toward developing the baseline R&D portfolio. Particular emphasis was placed on identifying 

cross-modal programs for the sector. The R&DWG will continue the process of identifying sector partners' current and planned 

R&D initiatives against the NCIP R&D Plan themes to assist in identifying strategic gaps in research and requirements. 

Once the final framework is established and agreed upon, the R&DWG can develop summary conclusions about sector R&D 

programs, including: 

• Strengths and goal coverage 

• Cross-modal capabilities and potemialities 

• Complementariness and interdependence of programs 

• Opportunities for collaboration 

7.3.4 Technology Transition Through the R&D Life Cycle 

The phases of research and development required to bring potential technologies to full maturity and to address one or more 

security challenges include: 

• Basic Research- The sector looks to the national laboratories and academia to complete long-term basic research. S&T utilizes 

the expertise of nine national laboratories under Section 309 of the HSA of 2002. Academia has been directly engaged 
through a number of activities, ranging from the funding of university-based research centers, such as the DHS S&T Centers 

of Excellence and Cooperative Centers and DOT Research and Innovation Technologies Administration's (RITA) University 

Transportation Centers, to direct funding of specific research programs. 

• Applied Research-S&T also sponsors applied research and early-stage pilot test and developmelll activities. Applied research 

is necessary to bring concepts to a level of maturity necessary to transition to the development of a full-fl.edged set of prod
ucts or processes. Funding and/or support from the government and private sectors are necessary beyond this point to bring 

products to a commercially viable state. 

•. Short-Term Development-The objective of these types of initiatives is to design and implement incremental improvements 
to system/sub-system prototypes that are near operational-ready status. In the past, both S&T and the SSAs have sponsored 

short- term development efforts. 

• System Acquisition-Systems based on technologies that have been proven to work in their final form, and under expected 

or mission conditions. can be considered for procurement. This represents the end of R&D and includes developmental 
tests and evaluations of the system in its intended system configuration to determine if it meets design specifications, or is 
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using the system under operational mission conditions. Systems based on these technologies are candidates for acquisition 
and deployment. 

Each technology may require. a different path to maturation due to the uniqueness of the technology and the specific require

ments of the transportation modes. The objective is to allow technologies to develop and mature. During this process, the 

viability and applicability of each technology is assessed and evaluated . As a result, only those technologies that continue to 

show viability can be identified and further pursued. and eventually procured. 

As shown in figure 7-3, this progress can be further described using the n ine DHS Technology Readiness Levels. This figure 

also highlights the transition of a technology, which has proven to be viable and is sufficiently mature, from S&T to the SSAs. 

Figure 7-3: Technology Transition Through the R&D Life-Cycle 

Technology Readiness Levels 

1. Basic principles observed and 
reported. 

2. Technology concept and/ or 
applicat ion formulated. 

3. Analytical and experimental 
critical function and/or 
characteristic proof of concept. 

4. Component and/ or breadboard 
validat ion In laboratory environment. 

5. Component and/ or breadboard 
validation in relevant environment. 

6 . System/subsystem model. or 
prototype demonstration in a 
relevant environment. 

7. System prototype demonstration 
in an operational environment. 

8. Actual system completed and 
qualified through test and 
demonstrat ion. 

9. Actual system proven through 
successful mission operations. 

7.4 Sector R&D Management Process 

7.4.1 Sector R&D Governance 
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Under the leadership of the SSAs and the sector GCCs and SCCs, the R&DWG collaborates with sector partners to identify the 

R&D-related capabilities the sector currently has that could be used to mitigate any. identified risks. 

Figure 7-4 illustrates the interconnected relationship of the sector R&D community. 
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Figure 7-4: Interconnected Transportation Systems Sector R&D Community Relationships 

7.4.2 Sector R&D Working Group 

The R&DWG is comprised of Federal, State, local, tribal, and territorial government representatives, as well as private sector 

partners. and academia .. The. R&DWG works closely with, and serves,. the sector and modal GCCs. and SCCs as established in the. 

SSP. The R&DWG serves all transportation modes as its scope of focus, with a particular emphasis on multi-modal issues and 

cross-sector dependencies, where greater planning gaps may exist. 

The primary mission of the R&DWG is to identify mission needs and capability gaps for the sector. The ultimate intent is to 

align efforts across all stakeholders, better articulate the R&D process, and provide a common focal point for documenting 
research and development efforts across the sector to strengthen resilience against threats to the system. 

The strategic objectives of the R&DWG are to: 

• Harmonize. transportation. R&D efforts for. assets,. systems,. and networks by identifying currently available technology and 

complementary programs, facilitating common definitions and standards, and disseminating best practices; 

• Build consensus for collaborative planning processes and execution with all sector stakeholders; and 

• Engage and encourage efficiencies in sector R&D through greater awareness and communication by implementing data shar-

ing across sector agencies and stakeholders. 

The R&DWG will determine the scope of continuing management and processes for the group, such as objectives; primary and 

secondary participation composition; and operational guidelines, such as the time commitments required for participants from 

sponsoring agencies and rules of engagement. 

R&D efforts are derived using a technology scan and transition approach. From these efforts, a broad set of requirements are 

submitted to S&T for short, medium, and long-term desired outcomes. Through the DHS S&T Capstone IPT Process, the SSAs 

and S&T are able to develop technology requirements for funding and coordinate requirements with other DHS stakeholders to. 
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eliminate duplication of effort and share experience and knowledge. The SSAs, S&T, and industry representatives also partici
pate in bi- and multi-lateral international meetings and working groups that focus on information sharing about a specific tech

nology or broad technology needs and requirements. The path results in either a basic, applied, or advanced research program, 
or some combination thereof The goal is to build a partnership between the public and private sector, so that R&D initiatives 

can be quickly, safely, and cost-efficiently integrated into operational environments in parallel with advanced research aimed at 

new and emerging threats. 

7.4.3 Coordination with the Critical Infrastructure Protection R&D Community and Other Sectors 

Through the CIPAC, the R&DWG will work to provide input and guidance to the developers of the NCIP R&D Plan and other 

R&D government transportation security planning efforts. The R&DWG, within its CIPAC charter, includes the private sec-

tor and other nongovernmental members involved in the sector or R&D community to collaborate in the development of 

the working group charter, documentation, and deliverables. The goal of private sector involvement is to ensure stakel1older 

participation to achieve commonly defined protection goals and to foster collaboration that accelerates R&D capabilities to more 

rapidly sarisf y sector requirements. The private sector is equally responsible because its ownership of a significant percentage 

of transportation assets gives it a critical role in implemenring transportation protection and resiliency initiatives. The R&DWG 
recognizes that the initiatives developed by the government must be closely coupled ·with the operational goals and require

ments of the private sector to be effective. 

7.4.4 Progress and Impact of the Plan 

The DHS S&T Capstone IPT and derivative project teams and working groups enable multiple constituents within DHS and 

other Federal sector representatives to come together and provide managem ent oversight of cost, schedule, and technology 

development performance. It is a continuously evolving process designed to respond to the identified Enabling Homeland 
Capabilities. 

7.4.5 Technology Scanning and Technology Transition 

Technology scanning and technology transition are also part of the S&T Capstone IPT process. As an example, the 

Transportation Security Capstone lPT has the following responsibilities: 

• Identify, assess, and prioritize capability gaps relating to the Transportation Security Capstone IPT's mission area; 

• Assess feasible solutions proposed by S&T as technology solutions, assuring that these technology solutions. properly address 
capability gaps and demonstrate affordable and significant impacts on homeland security; 

• Prioritize technology solutions and select those to be executed within the Capstone IPT's allocated budget; 

•. Ensu re that Project IPTs are formed and chartered ro oversee project execution; 

• Ensure that Project IPTs develop and coordinate requirements,. technology development strategies, and technology transition 

strategies; 

• Ensure that Project IPTs execute Technology Transition Agreements: 

• Review progress of Project IPTs to ensure that technology is developing on schedule and is aligned to customer requirements 

and acquisition plans; 

• Review and approve Technology Transition Agreements; and 

• Provide concurrence and support on the funded capability gaps and technology solutions after a Capstone IPT investment 

decision bas been made. 
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8. Managing and Coordinating 
SSA Responsibilities 

Chapter 8 describes the management approach and the processes applied within the sector for achieving the vision, mission, 
and goals as laid out in chapter I. The SSAs oversee the implementation of these processes through the participation of the 

sector's partners in the development of the sector's goals. determination of protection and resiliency priorities. annual review of 
the priorities and the SSP, and preparation of the SAR. 

8.1 Program Management Approach 

As previously discussed, the sector is led by two SSAs who share risk management responsibilities over the six transportation 

modes. The SSAs perform these responsibilities as depicted in figure 8-1. The USCG chairs the Maritime Modal GCC and the 

TSA modal offices chair their respective modal GCCs. The sector-wide and modal GCCs and SCCs work with Federal, Slate, 

local, tribal,. and territorial sector. partners and industry stakeholders. to plan,. develop, and implement infrastructure protection 

and resiliency activities for all hazards. 

Figure 8-1: Transportation Systems Sector Management Approach 
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8.2 Implementing the Sector Partnership Model (SPM) 

Figure 8-2 depicts the Transportation Systems SPM, featuring the sector GCC and SCC and six modal GCCs and SCCs. This con

ceptual partnership model is largely in place; however, some adaptations have been made and some elements are yet to form. 
Several modes have active advisory committees chartered under FACA that also provide security advice to Federal managers. 

Other modal partnership forums provide a regional voice for security concerns. For example, the Maritime SSA uses the Area 

Maritime Security Committees within each Captain of the Port Zone to collaborate with stakeholders in the port. The sector 

focuses on the CIPAC-based partnership model due to its flexibility and adaptability to form working groups to address the col

laborative activities of the risk management framework. 

Figure 8-2: Implementing the Sector Partnership Model 

Transportation Systems 
Sector Government 

Coordinating Council 

--------
Modal GCCs 

Joint working groups have been established for collaboration in cross-modal research and development and cybersecurity. 

Joint working groups are being considered for risk assessments and analyses, information sharing, and metrics. This partner
ship approach meets legislative requirements for collaboration among government and industry partners to assure effective 

exchange of information, set priorities, and develop effective solutions to p rotection and resiliency risks. 

Supporting the Transportation Systems SPM are modal and sector-specific ISACs that foster collaboration between government 

and private sector stakeholders. A planned Transportation Security ISAC wi.11 collect and distribute threat, vulnerability, and 

incident information efficiently and broadly across the sector. This effort is supported by the existing Surface Transportation, 
Public Transit, Highway, Maritime, and Research ISACs, which gather modal-specific information for dissemination to their 

immediate stakeholder groups and to the membership of the Transportation Security ISAC. These partnership mechanisms 

allow for the protected fl.ow of information between government and private stakeholders on a daily basis. 
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8.3 Processes and Responsibilities 

8.3.1 SSP Maintenance and Update 

The SSAs are responsible for maintaining. and updating the SSP. The SSP and the modal annexes are. reviewed annually by the 

sector's GCC and sec members and other sector partners. When updates are indicated, the SSAs work through DHS IP co pub

lish amendments or errata, as appropriate. The SSP is rewritten on a three-year cycle through a collaborative process involving 
the GCCs and SCCs for the sector and the modes. 

Progress implementing the SSP is evaluated and reported annually in accordance with DHS IP guidance. The SAR contributes to 

the development of the National CIKR Protection Annual Report (NAR) and is one of 18 sector reports appended to the NAR. 

The NAR is submitted to the White House and to Congress. 

8.3.2 SSP Implementation Milestones 

Table 8 -1 : SSP Risk Management Milestones and Way Forward 

Risk Management Framework 

Set Protection & Resiliency 
Goals 

Identify Assets, Systems, & 
Networks 

Assess Risks 

Miiestones (In light blue) 

Way Forward (In dark blue) 

Conduct annual review and validation/update based on process feedback 

Update modal cybersecurity objectives for modal specific and intermodal concerns 

Communicate goals and objectives to the sector 

Sponsor voluntary establishment of a sector-level sec 
Review transportation goals and objectives of State homeland security advisors and other 
jurisdictions during SSP review process 

· Part icipate in annual OHS NCIPP and the Critical Foreign Dependencies Initiative 

· . Refine the sector CIKR ident ification process to include recognition of critical cyber systems 

Establish criteria for considering lntermodal consequences in Identifying critical Infrastructure 

Encourage. owners and operators. to. provide asset information to sector infrastructure. 
databases 

Refine the sector strategic risk assessment model for t he annual risk assessment requirement 

Develop modal risk assessment models for critical cyber systems 

Define data elements for the sector data repository to support risk assessments 

Incorporate sector compliance and assessment data into sector database 

Update priorities based on annual assessments 

Prioritize Focus Areas · . Develop processes for analysis and prioritization of cyber risks 

Develop process to determine protection and resiliency lessons-learned during Incidents and 
to apply them to prioritization decisions 
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Develop & Implement 
Programs & Strategies 

Measure Effect iveness 

Update the Transportat ion Security Informat ion Sharing Plan (TSISP) annually 

Consult non-profit employee representative organizations regarding the SSP 

Incorporate all-hazards considerat ions In capability gaps analyses 

Improve participation. of agencies and sector partners in the Transportation Systems Sector 
R&DWG 

Establish the Transportation Security ISAC 

Increase awareness of criticality of cyber systems to transportation operations 

Conduct pilot of cybersecurity risk management approach 

Issue regulations as authorized to implement the 9/11 Act 

Work with government partners and OHS IP to meet the NIPP's annual metrics milestones 

Develop data streams to determine risk reduction effectiveness of protection and resiliency 
programs 

Part icipate in the. SAR process 

These milestones complement legislative mandates, which may be implemented through regulations, as mentioned in the 

authorities section of chapter l and in Appendix 3-Authorities. New milestones are added as needed, and developed as a result 

of identified vulnerabilities. 

8 .3.3 Resources and Budgets 

Each of the sector's partners contributes to resourcing the actMties which address the protection and resiliency objectives for 

transportation systems. As priorities are determined and risk remediation options are considered, the SSAs' modal leaders 
discuss threats and vulnerabilities with stakeholders through the partnership framework. Security priorities are established 

through several mechanisms to apportion limited resources and funds in the most effective way. First, the President and 

Congress establish policy and budget priorities through directives and legislation. Second, sector priorities are established 

through annual risk evaluations and program reviews, such as TSSRA and the SSP annual review, with results reported in the 

SAR. Third, critical infrastructure is identified and reviewed annually through the NCIPP. 

Federal resources include field personnel for screening, inspections, compliance audits, assessments, law enforcement, and 

explosives detection (e.g., canine units). In addition, Federal funding, as authorized, is available to sustain protection and 
resiliency-related programs and operations, such as cargo screening initiatives, VIPR operations, training and education proj

ects, equipment testing, and security exercises. Federal departments can use operating funds to support emergency response 
consistent with authorities and missions. FEMA also funds Federal, State, and local agencies that provide support during 

declared emergencies for expenses exceeding normal mission responsibilities and budgets. Federal grant funds are available 

to transit agencies, Amtrak, rail lines, trucking companies, intercity bus operators, ports, and certain aviation operations, as 

authorized, for transportation security projects. Additional homeland security grant funds are available for first responders and 

other response and recovery preparedness activities in States, localities, and tribal areas. DOT also administers a number of 

grant programs for infrastructure improvements that often benefit the homeland security mission by creating more resilient 

structures or operations. 

The States have the opportunity to identify critical infrastruccure for consideration in programming and budgeting processes. 

Security priorities within the States influence appropriations legislation through the political process, sector priorities through 
sector risk analyses and planning, and security programming (including grant proposals) through the coordinating aspect of 

State budgetirtg processes. State and local governments fund, staff, or otherwise resource emergency operations facilities; main

tain emergency response units, law enforcement personnel, and fire fighters; and assure all-hazard training and preparedness 
for their workforce, industry, and the public. 
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The owners and operators of the sector's critical assets, systems, and networks contribute immeasurable resources to transporta
tion security and protection activities. They bear a large share of the protection and resiliency responsibilities. Consequently, 

the sector strives to minimize costs, while maximizi.ng benefits of risk management activities necessary to protect infrastruc

ture, people, and cargo in order to assure system resiliency. 

8.3.4 Training and Education. 

The sector's training and education initiatives consist of on line and residence courses, modal or infrastructure specific edu

cational materials, on-the-job training, and exercise and drill programs. Each mode has baseline security standards or "best 

practices" that include employee training. As required by the 9/1 I Act, security-related training programs for front-line employ
ees in several modes will be in1plemented through the Federal regulatory process. 

The sector's owners and operators have built a strong training and education foundation that includes a wide range of programs 

to effectively secure transportation assets, systems, and networks. For example, the sector is implememing a cross-modal exer

cise program with transit, rail, maritime. and highway partners. I-STEP engages modal partners to develop specific objectives 

and capabilities for its exercises with standardized performance measures. 

Training, drills, and exercises may be funded through grant projects for intercity bus companies, mass transit systems 
(including intra-city bus, all forms of passenger rail, and ferry), and freight rail carriers consistent with legislative authorities. 

Furthermore, grant funds are provided to a single grantee to provide training resources for the trucking community. These 

activities have increased baseline awareness levels for employees and riders. Training and education initiatives are desig11ed to 

reduce risks by enhancing deterrence, detection, prevention, resiliency, and response awareness. 

8.3.5 Compliance and Assessment Processes 

Compliance inspections and assessments are part of the data-gathering processes that support the risk management process. 
Compliance inspections are conducted to enforce regulatory requirements and standard security programs and to derennine 

the effectiveness of voluntary standards, such as Security Action Items (SAis) or best practices. Federal and State agencies have 

field inspectors who perform a variety oft ypes of compliance inspections. Assessmems are conducted to determine threats, 

vulnerabilities, or consequences associated with various threat scenarios. These assessments include Corporate Security 

Reviews, site-assistance visits, and audits. The 9/ l l Act regulations will require vulnerability assessments and security plans for 

freight rail, public transportation, passenger rail, and over-the-road bus operators. 

In some cases, findings of non-compliance are submitted for civil penalty processing. Other compliance audits provide valuable 
information about the effectiveness of protection and resiliency programs. The SSAs are developing a risk database to store per

tinent data elements from compliance information, not traceable to the owner or operator, for the purpose of evaluating risks 

and the effectiveness of risk-reduction programs in and across the modes. It is envisioned the database will support strategic 

and operational assessmems required under Federal statutes. 

8.3.6 lntermodal Protection Process 

Intermodal protection concerns arise at the interfaces between modes. Mass transit terminals, road and rail bridges across 

waterways, and port terminals are examples of infrastructure where several types of transportation conveyances converge. 

Storage yards, warehouses, and transfer points are way points in transportation where passengers or cargo shift from one mode 

to another. Protection of intermodal assets where several modal operations converge is handled through the risk management 

process as each mode identifies and assesses its critical infrastructure. Additionally, points in the supply chain where cargo 

is transferred from one mode to another should be considered for criticality assessments. In this latter context, intermodal 

protection is an aspect of security of the supply chain. The following examples list some mechanisms in the sector that address 

intermodal and supply chain protection: 
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• TSSRA 

• VIPR 

• I-STEP 

• CCSP 

• National Explosives Detection Canine Team Program 

• R&DWG 

• Critical Infrastructure Identification Process 

• Container Seals Program 

• Chemical Facilily Anti-Terrorism Standards 

• Customs-Trade Partnership Against Terrorism (C-TPAT) 

• HAZMAT endorsements to Commercial Driver's Licenses (CDLs) 

8.3.7 Response and Recovery 

Response and recovery responsibilities of the sector are primarily managed by DOT in accordance with the NRF. DOT pub

lished the National Transportation Recovery Strategy (NTRS)14 in October 2009, to help transportation industry stakeholders and State, 

local, and tribal government officials prepare for and manage the transportation recovery process following a major disaster. 
The Federal agencies responsible for supporting response and recovery operations participate in Emergency Support Functions 

1 and 7 of the NRF during a declared emergency. 

8.3.8 Lessons-Learned Process 

The SSAs have several processes for collecting lessons-learned information. TSA's I-STEP program collects exercise-related 

lessons learned which are then used by the private sector participants and by modal managers .. The lessons learned are stored 
in the Exercise Information System (EXIS) database. The Coast Guard Standard After-action and Lessons-learned System 

(CG-SAILS) captures lessons-learned from operations, responses, and exercises. 

Event-specific lessons learned are included in post-event reports from field and headquarters elements involved in response and 

recovery activities. These reports are distributed to responsible offices for action. Lessons learned that have applicability beyond 
the SSAs are submitted for posting in the Lessons-Learned Information Sharing (LLIS) system maintained by DHS. In addition, 

they are the basis for updating best practices, SAis, and voluntary standards, and they inform the development of regulations, 

Emergency Amendments, and Security Directives. 

8.4 Information Sharing and Protection 

The shaiing of relevant information regarding critical assets, systems, and networks among members of Federal, State, local, 

territorial, and tribal governments, and owners and operators is a key aspect of the sector's risk management framework. The 

TSISP describes the process for sharing critical intelligence and information throughout the sector. The TSISP reflects a vertical 

and horizontal network of communications for timely distribution of accurate and pertinent information. This TSISP incorpo
rates requirements oflegislation and the National Strategy for Information Sharing, dated October 31, 2007, and aligns with the 

Information Sharing Environment Implementation Plan (ISE-IP),
15 

dated November 2006. 

14 https://www.dot.gov/disaster_recovery/resources/DOT_NTRS.pdf 

Is hup:/ /www.fas.org/ irp/agency/ise/plan 1106.pd( 
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While the sector's GCC and SCC framework is an effective way for governmem and private sector representatives to coordinate 
efforrs. additional mechanisms are available that foster more effective, efficient, and protected channels of communication and 

information sharing. The sector uses several federally-maintained platforms to share both classified and unclassified informa
tion, as indicated in the list below. Additional platforms exist to augment the emergency response agencies of the State, local. 

and tribal governments. 

• Joint Worldwide Intelligence Communications System (JWICS) 

• INTELINK Homeland Secure Data Network (HSDN) 

• Secret Internet Protocol Router Network (SIPRNet) 

• Non-secure Internet Protocol Router Network (NIPRNet) 

• TSA Remote Access to Classified Enclaves (TRACE) 

• TSA Automated Inspections, Enforcement, and Incident Reporting Subsystem 

• Fusion Centers (Federal and State) 

• Joint Terrorism Task Forces (JTTFs) 

The sector's partners have a robust net work of communications to exchange information. In order to facilitate multi-directional 

information flow between public and private sector partners, the SSA established a Transportation Security ISAC for the sector 

that integrates with Public Transportation, Rail, and Highway ISACs. Several other information-sharing mechanisms are cur

rently used to facilitate coordination and collaboration. These include: 

• GCCs and SCCs 

• Homeland Security Information Network (HSIN) 

• Lessons-Learned Information Sharing (LLIS) 

• Homeland Security Advisory System (HSAS) 

• Information Sharing and Analysis Centers (ISACs) 

• Homeland Infrastructure Threat and Risk Analysis Center (HITRAC) 

• National Infrastructure Coordination Center (NICC) 

• Transportation Security Operations Center (TSOC) 

• Homeport 

• Area Maritime Security Committees (AMSCs) 

• Federal Register Notices 

The secror also uses several communication and coordination mechanisms to exchange information on its cybersecurity initia
tives, including: 

• Cross-Sector Cyber Security Working Group (CSCSWG) 

• Transportation Systems Sector Cyber Working Group (TSS CWG) 

• Information Sharing and Analysis Centers (ISACs) 
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Appendix 1: Acronym List 

The acronyms and abbreviations referenced in the base document of the 2 010 Transportation Systems SSP are defined below: 

9/11 Act Implementing Recommendations of the 9/l l Commission Act of 2007 

AAR Association of American Railroads 

AASHTO 

ACE 

AC/ 

AGA 

AGCC 

AIP 

AIS 

ALERTS 

AMBER 

AMRA 

AMSC 

AMSP 

Amtrak 

AN 

ANS 

AOC 

AOPL 

AOSSP 

APEC 

APGA 

AP/ 

APTA 

Appendix i: Acronym List 

American Association of State and Highway Transportation Officials 

Automated Commercial Environment 

Advance Commercial Information 

American Gas Association 

Aviation Government Coordinating Council 

Aviation Improvement Program 

Automatic Identification System 

Allied Law Enforcement for Rail and Transit Security 

America's Missing: Broadcast Emergency Response 

Aviation Modal Risk Assessment 

Area Maritime Security Committee 

Area Maritime Security Plan 

The National Railroad Passenger Corporation 

Ammonium nitrate 

Air Navigation Services 

Airport Operating Certificate 

American Association of Pipe Lines 

Aircraft Operator Standard Security Program 

Asia Pacific Economic Cooperation 

American Public Gas Association 

American Petroleum Institute 

American Public Transportation Association 
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ASAC 

ASCC 

ASP 

AT 

ATC 

ATCCRP 

ATSA 

BASE 

CA PTA 

CARVER 

CBP 

CBSA 

CBRNE 

CCSF 

CCSP 

CFR 

CG-SAILS 

CHEMTREC 

CIKR 

CIPAC 

COE 

COTP 

CSAC 

CSCSWG 

CSI. 

CSR 

C-TPAT 

DASSP 

OHS 

DOC 

DoD 

DOE 

DOJ 

DOS 

DOT 
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Aviation Security Advisory Committee 

Aviation Sector Coordinating Council 

Airport Security Programs 

Advanced Tedmology 

Air traffic control 

Advanced Tank Car. Collaborative. Research Program 

Aviation Transportation Security Act of 200 I 

Baseline Assessment for Security Enhancement 

Costing Asset Protection: A Guide for Transportation Agencies 

Criticality, Accessibility, Recoverability, Vulnerability, Effect and RccogniLabiliL y 

U.S. Customs and Border Protection (OHS) 

Canadian Border Services Agency 

Chemical, biological, radiological, nuclear, and explosive 

Certified Cargo Screening Facility 

Certified Cargo Screening Program 

Code of Federal Regulations 

Coast Guard Standard After-action and Lessons-learned System 

Chemical Transportation Emergency Center 

Critical infrastructure and key resources 

Critical Infrastructure Protection Advisory Council 

Centers of Excellence 

Captain of the Port 

Chemical Security Analysis Center (OHS S&T) 

Cross-Sector Cyber Security Working Group 

Container Security Initiative 

Corporate Security Review 

Customs-Trade Partnership Against Terrorism 

Ronald Reagan Washington National Airport Access Standard Security Programs 

U.S .. Department of Homeland Security 

U.S. Department of Commerce 

U.S. Department of Defense 

U.S. Department of Energy 

U.S. Department of Justice 

U.S. Department of State 

U.S. Department of Transportation 
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EA 

EEZ 

EU 

EXIS 

FAA 

FAAP 

FACA 

FAM 

FAMS 

FAMSAC 

FAST 

FBI 

FEMA 

FERC 

FFOO 

FHWA 

FMC SA 

FMSC 

FOUO 

FRA 

FRSGP 

FRZ 

FSMP 

FTA 

FY 

GB 

GA 

GCC 

GIS 

GPS 

HAZMAT 

HE/ED . 

HHS 

HITRAC 

HMC 
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Emergency Amendment 

Exclusive Economic Zone 

European Union 

Exercise Information System 

Federal Aviation Administration 

Foreign Airport Assessment Program 

Federal Advisory Committee Act 

Federal Air Marshal 

Federal Air Marshal Service 

Federal Air Marshal Supervisory Agent in Charge 

Free and Secure Trade 

Fed era 1 Bureau of Investigation 

Federal Emergency Management Agency 

Federal Energy Regulatory Commission 

Federal Flight Deck Officer 

Federal Highway Administration (DOT) 

Federal Motor Carrier Safety Administration (DOT) 

Federal Maritime Security Coordinator 

For Official Use Only 

Federal Railroad Administration (DOT) 

Freight Rail Security Grant Program 

FlighL resLricted zone 

Facility Security Management Program 

Federal Transit Administration (DOT) 

Fiscal year 

Group of Eight 

General aviation 

Government Coordinating Council 

Geographic InformaLion System 

Global Positioning System 

Hazardous maLerials 

Hand-emplaced improvised explosive device 

U.S. Department of Health and Human Services 

Homeland Infrastructure Threat and Risk Analysis Center (DHS) 

Highway Infrastructure and Motor Carrier 
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HSA 

HSDN 

HSIN 

HSIN-CS 

HSPD-5 

HSPD-7 

HSSM 

HTUA 

/AC 

IBSGP 

IC 

ICAO 

ICS 

IDW 

IED 

INGAA 

IP 

IPT 

IRTPA 

ISAC 

ISE-IP 

ISPR 

ISPS 

I-STEP 

IT 

ITCC 

JTTF 

JWICS 

LEOFA 

LES 

LLIS 

LNG 

LORAN 

LRIT 
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Homeland Security Act of 2002 

Homeland Secure Data Net work 

Homeland Security Information Network 

Homeland Security Information Network-Critical Sectors 

Homeland Security Presidenci.al Directive 5, Management of Domestic Incidents 

Homeland Security Presidential Directive 7, Critical Infrastructure Identification, Prioritization, and 
Protection 

Hi.ghway securi.ty-sensitive materials 

High-Threat Urban Area 

Indirect Air Carrier 

Intercity Bus Security Grant Program 

Intelligence Community 

International Civil Aviation Organization 

Incident Command System 

Infrastructure Data Warehouse 

Improvised explosive device 

lnterstate Natural Gas Association of America 

Office of Infrastructure Protection (DHS) 

Integrated Product Team 

Intelligence Reform and Terrorism Prevention Act of 2004 

Information Sharing and Analysis Center 

Information Sharing Environment Implementation Plan 

International Security Peer Review 

International Ship and Port Facility Security 

Imermodal Secmity Training and Exercise Program 

Information technology 

Interagency Threat Coordination Committee 

Joint Terrorism Task Force 

Joint Worldwide Intelligence Communications System 

Law Enforcement Officer Flying Armed 

Law Enforcement Sensitive 

Lessons Learned Information Sharing 

Liquefied natural gas 

Long Range Navigation 

Long Range Identification and Tracking 
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MA RAD 

MARSEC 

MASSRA 

MD-3 

MDA 

MOU 

MPO. 

MSRAM 

MTS 

MTSA 

NAR 

NAS 

NBTA 

NCIPR&D .. 

NCR 

NCSD 

NECD 

NEDCTP 

NHS 

NICC 

NIPP 

NIPRNet 

NIMS 

NIST 

NOAA 

NOC 

NPRM 

NPRN 

NRF 

NSPD-47 

NSSE 

NSTS 

NSWC 

OGS 

01 
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Maritime Administration 

Maritime Security 

Mission, Asset, and System Specific Risk Assessments 

Maryland Three Rule 

Maritime Domain Awareness 

Memorandum of Understanding 

Metropolitan Planning Organization 

Maritime Security Risk Analysis Model 

Maritime Transportation System 

Maritime Transportation Security Act of 2002 

National Annual Report 

National Airspace System 

National Bus Traffic Association 

National Critical Infrastructure Protection Research and Development 

National Capital Region 

National Cyber Security Division (DHS) 

Non-explosive cutting device 

National Explosives Detection Canine Team Program 

National Highway System 

National Infrastructure Coordination Center 

National Infrastructure Protection Plan 

Non-secure Internet Protocol Romer Net work 

National Incident Management System 

National Institute of Standards and Technology (DOC) 

National Oceanic and Atmospheric Administration (DOC) 

National Operations Center 

Notice of Proposed Rulemaking 

National Port Readiness Network 

National Response Framework 

National Security Presidential Directive 47 

National Security Special Event 

National Strategy for Transportation Security 

Naval Surface Warfare Center 

TSA Office of Global Strategies 

TSA Office of Imelligence 
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OLE 

ONG 

OST 

OSTP 

PAG . 

PC/I 

PCIS 

PHMSA 

PIH 

PIP 

POD 

PortSTEP 

PSA 

PSS 

PT-I SAC 

R&D 

R&DWG. 

RAN 

RCA 

RDT&E 

RITA 

RMA 

RSC 

RSRA 

RSSM 

S&T 

SAFETEA-LU 

SAi 

SAR 

SBU 

SCA DA 

sec 
SD 

Sector 

SI PR Net 
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TSA Office of Law Enforcement 

Oil and Natural Gas 

Operation Secure Transport 

Office of Science and Technology Policy 

Peer Advisory Group 

Protected Critical Infrastructure Information 

Partnership for Critical Infrastructure Security 

Pipeline Hazardous Materials Safety Administration (DOT) 

Poison inhalation hazard 

Partners in Protection 

Partnership and Outreach Division (DHS IP) 

Port Security Training and Exercise Program 

Protective Security Advisors (DHS) 

Principal Security Specialist 

Public Transit - Information Sharing and Analysis Center 

Research and Development 

Research and Development Working Group 

Railroad Alert Network 

Rail Corridor Assessment 

Research, Development, Test, and Evaluation 

Research and Innovative Technologies Administration 

Risk Mitigation Activity 

Rail Security Coordinator 

Rail Security Risk Assessment 

Rail security-sensitive material 

Science and Technology Directorate (DHS) 

Safe, Affordable, Flexible, Efficiem Transportation Equity Act - A Legacy for Users 

Security Action Item 

ScCLor Annual Report 

Sensitive But Unclassified 

Supervisory Comrol and Data Acquisition 

Sector Coordinating Council 

Security Directive 

Transportation Systems Sector 

Secret Internet Protocol Router Network 
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SPM 

SSA 

SSA EMO 

SSI 

SSOA 

SSP 

ST-I SAC. 

STORMCAP 

STRAHNET 

STSA 

STSIP 

TARR 

TIH 

TMC 

TRACE 

TRB 

TSA 

TSGP 

TSI 

TSIR 

TSl-S 

TSISP 

TSNM 

TSO 

TSOC 

TSP . 

TSS CWG 

TSSRA 

TTAC 

TVC. 

TWIC 

USACE 

US-CERT 

USCG 

usss 
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Sector Partnership Model 

Sector-Specific Agency 

SSA Executive Management Office (DHS IP) 

Sensitive Security Information 

State Safety Oversight Agency 

Sector-Specific Plan 

Surface Transportation Information Sharing and Analysis Center 

Security Training, Operational Readiness. and Maritime Community Awareness Program 

Strategic Highway Network 

School Transportation Security Awareness 

Surface Transportation Security Inspection Program 

Terrorist Activity Recognition and Reaction 

Toxic inhalation hazard 

Traffic Management Center 

TSA Remote Access to Classified Enclaves 

Transportation Research Board 

Transportati.on Security Administration 

Transit Security Grant Program 

Transportation Security [ncident 

Transportation Security Incident Report 

Transportation Security Inspector - Surface (Surface Inspector) 

Transportation Security Information Sharing Plan 

TSA Office of Transportation Sector Network Management 

Transportation Security Officer 

Transportation Security Operations Center 

Trucking Security Program 

Transportation Systems Sector Cyber Working Group 

Transportation Sector Security Risk Analysis 

TSA Office of Transportation Threat Assessmem and Credentialing 

Threat, Vulnerability, and Consequence 

Transportation Worker Identification Credential 

U.S. Army Corp of Engineers 

U.S. Computer Emergency Readiness Team 

U.S. Coast Guard 

U.S. Secret Service 
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VBIED 

VIPR 

WMD 
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Vehicle-borne improvised explosive devices 

Visible Intermodal Prevention and Response 

Weapon of Mass Destruction 
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Appendix 2: Glossary ofTerms 

Many of the definitions in chis Glossary are derived from language enacted in Federal laws and/or included in national plans, 
including the Homeland Security Act (HSA) of 2002, the USA PATRIOT Act of 200 I, the National Incident Management System 

(NIMS) •. the National Response Framework (NRF), and the 2009 National Infrastructure Protection Plan (NJPP). 

All Hazards. A grouping classification encompassing all conditions, environmental or manmade, have the potential to cause 

injury, illness, or death; damage to or loss of equipment, infrastructure services, or property; or alternatively causing functional 

degradation to social,. economic, or environmental aspects. 

Asset. See Critical Infrastructure and Key Resources. 

Capablllty Gap. Identified weakness in security posture. 

Consequence. Tbe effect of an event, incident, or occurrence. For the purposes of the 2009 N1PP, consequences are divided 

into four main categories: public health and safety, economic, psychological, and governance impacts. 

Control Systems. Computer-based systems used within many infrastructure and industries to monitor and control sensitive 

processes and physical functions. These systems typically collect measurement and operational data from the field, process 
and display the information, and relay control commands to local or remote equipment or human-machine interfaces (opera

tors). Examples of types of control systems include supervisory control and data acquisition (SCADA) systems, process control 

systems, and distributed control systems. 

Critical Infrastructure and Key Resources (CIKR). Systems and assets, whether physical or virtual, so vital that the incapacity or 

destruction of such may have a debilitating impact on tbe security, economy, public health or safety, environment, or any com

bination of these matters, across any Federal. State, regional, local, tribal, or territorial jurisdiction. As defined in the HSA, key 

resources are publicly or privately controlled resources essential to the minimal operations of the economy and government. 

Critical Infrastructure Partnership Advisory Council (CIPAC). Advisory council to the Secretary of Homeland Security provid

ing the Jegal construct for collaborative engagement with the private sector. as required by law and presidential directives. 

Cybersecurlty. The prevention of damage to, unauthorized use of, or exploitation of, and, if needed, the restoration of elec

tronic information and communications systems and the information contained therein to ensure confidentiality, integrity, and 

availability. Includes protection and restoration, when needed, of information networks and wire line, wireless, satellite, public 

safety answering points, and 911 communications systems and control systems. 

Dependency. Dependencies. are considered to be those relationships that, if interrupted, could significantly impact the perfor

mance of the transportation system and its overall resilience and those that could expose the public to serious health and safety 
risks or harm che economy. 

Enabling Homeland Capabilities. The suite of technologies needed to close a capability gap. 
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Function. Service, process, capability, or operation performed by an asset, system, network, or organizaLion. 

Government Coordinating Council (GCC). The government counterpart to the SCC for each sector established to enable inter

agency coordinalion. The sector-wide GCC is composed of Federal, State, and local governments, and tribal representatives, 

and may identify gaps in plans, programs, policies, procedtues, and straLegies, and serve as the forum to work with the privaLe 

sector to develop security and resiliency objectives, policies, and plans. 

Interdependency. Interdependency covers a wide range of interconnected assets, physical and cyber, shared between multiple 

transportation assets, systems,. and networks. The degree of interdependency does not need to be equal in both directions. 

Key Resource. See Critical Infrastructure and Key Resources. 

Level 1. Those facilities and systems that if successfully destroyed or disrupted through terrorist attack would cause major 

national or regional impacts similar to those experienced with Hurricane Katrina or the attacks of September 11, 200 l. 

Level 2. Those facilities and systems that meet predefined, sector-specific criteria and are not Level l facilities or systems. 

Mitigation. Ongoing and sustained action to. reduce the probability of, or lessen the impact of, an adverse incident. Mitigation 

measures may be implemented prior to, during, or after an incident and are often developed in accordance with lessons learned 

from prior incidents. Mitigation involves ongoing actions to reduce exposure to, probability of, or potential loss from hazards. 

Modal Annex. Modal protection implementation plans that detail the individual characteristics of the mode and explail1 how 

each mode will apply risk management to protect its systems, assets, people, and goods. 

Mode. One of six interconnected subsectors of the Transportation Systems Sector. They include: aviation, freight rail, highway 

and motor carrier, maritime, mass transit and passenger rail, and pipeline. 

Network. A group of components that share information or interact with each other in order to perform a function. 

Node. A network intersection or junction (e.g., a subway station). 

Owners/ Operators. Those entities responsible for day-to-day operation and investment in a particular asset or system. 

Preparedness. Activities necessary to buiild, sustain, and improve readiness capabilities to prevent, protect against, respond 

to, and recover from natural or manmade incidents. Preparedness is a continuous process involving efforts among all levels of 

government, the private sector, and nongovernmental organizations to idemify threats, determine vulnerabilities, and idemif y 

and provide resources to prevem, respond Lo, and recover from major incidems. 

Prevention. Actions taken and measures put in place for the continual assessment and readiness of necessary actions to reduce 

the risk of threats and vulnerabilities, to intervene and stop an occurrence, or to mitigate effects. 

Protected Critical Infrastructure Information (PCll). PCTI refers to all critical infrastructure information, including categorical 

inclusion PCII, that has undergone the validation process and that the PCII Program Office has determined qualifies for protec

tion under the Critical Infrastructure Information Act of 2002 (CIT Act). All information submitted LO the PCII Program Office 

or. designee with an express statement is presumed to be PCII until the PCII Program Office determines otherwise. 

Protection. Actions or measures taken to cover or shield from exposure, injury, or destruction. In the context of the SSP, 
protection includes actions to deter the threat, mitigate the vulnerabilities, or minimize the consequences associated with a ter

rorist attack or other incident. Protection can include a wide range of activities, such as hardening facilities, building resiliency 

and redundancy, incorporating threat resistance into initial faci lity design, initiating active or passive countermeasures, install

ing security systems, promoting workforce surety, training and exercises, and implementing cybersecurity measures, among 
various others. 

Resilience. The National Infrastructure Advisory Council (NIAC) working definition of resilience describes infrastructure 

resilience as the ability to reduce the magnitude and/or duration of disruptive events. In the context of the Transportation 

82 20 I 0 Trunspono1ion Systems Sec1or-Specific Plan 



Systems Sector, resilience is the sector's ability co resist, absorb, recover from, or successfully adapt to adversity or a change in 
conditions. 

Risk. The potential for an unwanted outcome resulting from an incidem, event, or occurrence, as determined by ils likelihood 

and the associated consequences. 

Risk Management Framework. A planning methodology that outlines the process for setting goals and objectives; identifying 
assets, systems, and networks; assessing risks; prioritizing and implementing protection programs and resiliency strategies; 

measuring performance; and taking corrective action. Public and private sector entities often include risk management frame

works in their business continuity plans. 

Sector. The NIPP addresses 18 CIKR sectors, idemified by the criteria set forth in HSPD-7. The Transportation Systems Sector is 

a logical collection of assets, systems, and networks that transports people, food, water, medicines, fuel, and other. commodi

ties vital to the public health, safety, security, and economic well-being of our Nation. The Transportation Systems Sector (the 

sector) is comprised of six key, interconnected subsectors or modes (aviation, freight rail, highway and motor carrier, maritime, 

mass transit and passenger rail, and pipeline). 

Sector Coordinating Council. The private sector counterparts to the GCC, these councils are self-organized, self-run, and self

governed organizations that are representative of a spectrum of key sector partners. secs serve as the government's principal 

point of entry into each sector for developing and coordinating a wide range of CIKR protection activities and issues. 

Sector Partnership Model (SPM). The framework used to promote and facilitate sector and cross-sector planning, coordina

tion, collaboration, and information sharing for CIKR protection involving all levels of government and private sector entities. 

Sector-Specific Agency (SSA). Federal departments and agencies identified in HSPD-7 as responsible for CIKR protection activi

ties i.n specified CIKR sectors. 

Sector-Specific Plan (SSP). Augmenting plans that complement and extend the NIPP and detail the application of the NIPP 

framework specific to each of the 18 CIKR sectors. SSPs are developed by the SSAs in dose collaboration with other sector 

partners. 

Sensitive Security Information (SS/). Control designation used by DHS and applied to information such as security programs, 

vulnerability and threat assessments, screening processes, techni.cal specifications of certain screening equipment and objects 
used to test screening equipment, and equipment used for communicating security information relating to air, land, or mari

time transportation. SSI protects information that, if disclosed, would be an unwarranted invasion of personal privacy, reveal 

a trade secret or privileged or confidential commercial or financial information, or make it easier for. hostile elements to avoid 

security controls. The applicable information is spelled out in greater detail! in 49 CFR '1520.7. 

System. Any combination of facilities, equipment, personnel, procedures, and communications integrated for a specific 

purpose. 

Threat. An individual, entity, or action that has the potential to deliberately harm life and/or property. 

Value Proposition. A statement that outlines the national and homeland security interest in protecting the Nation's CIKR and 

articulates the benefits gained by all CIKR partners through the risk management framework and public-private partnership 

described in the NIPP. 

Vulnerability. A physical feature or operational attribute that renders an entity open to exploitation or susceptible to a given 
hazard. 
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Appendix 3: Transportation Systems 
Sector Authorities 

Aviation & Transportation Security Act of 2001 (ATSA) established the Transportation Security Administrat ion (TSA) within 
the Department of Transportation (DOT). TSA's three major mandates were to: take responsibility for security for all modes of 

transpor tation; recruit, assess, hire, train , and deploy Security Officers for 450 commercial airports from Guam to Alaska in 12 
months; and provide l 00 percent screening of all checked baggage for explosives by December 31, 2002. 

In March 2003, TSA transitioned from DOT to the Department of Homeland Security (DHS), which was created on November. 

25, 2002 by the Homeland Security Act (HSA) of 2002, unifying the Nation's response to threats to the homeland. 

Executive Order 10173: Prescribing Regulations Relating to the Safeguarding of Vessels, Harbors, Ports, and Waterfront 

Facilities of the United States, as amended by subsequent Executive Orders, promulgates implementation authority for port 
security activities in the form of regulations at 33 CFR 6 under the discretionary authority of the Magnuson Act of l 950. 33 CFR 

6 remains one of the principal authorities that is available to each Coast Guard Captain of the Port (COTP) for port security and 

provides authority that can be used to rectify non-compliance with 33 CFR 101. et. seq. 

Executive Order 12656: Assignment of Emergency Preparedness Responslbllltles, issued under various authorities, includes 

requirements for development of plans and procedures for maritime and port safety, law enforcement and security, and for 

emergency operation of U.S. ports and facilities. 

Executive Order 13416: Strengthening Surface Transportation Security builds upon the improvements made in surface 

transportation security since the attacks of September 11,. 2001, specifically actions taken under HSPD-7 .. Executive Order 13416. 

requires the strengthening of the U.S. surface transportation systems by facilitating and implementing a comprehensive, coor

dinated, and efficient security program. The order sets deadlines for key security activities including security assessments of 
each surface transportation mode and an evaluation of the effectiveness and efficiency of current Federal Government surface 

transportation security initiatives. 

Homeland Security Act of 2002 (HSA) established DHS under a broad mandate .. The primary mission ofDHS is to prevent 
terrorist attacks within the United States. DHS is tasked to reduce the vulnerability of the United States to terrorism, and to 

minimize the damage, and assist in the recovery, from terrorist attacks that do occur within the United States. As detailed in 

the HSA, these objectives are to be accomplished through coordination with non-Federal entities including State, local, and 

tribal government officials, as well as a wide range of private sector partners. 

The HSA established TSA as a distinct entity within DHS under the Under Secretary for Border and Transportation Security. 

Aviation security has been a major focus of TSA and its functions include deploying explosive detection systems at airports 

and screening checked baggage for hazardous materials. Following the Administration's creaLion, TSA enacted the Secure 

Flight Program. in 2002. Under this Program, TSA receives passenger. and certain non-traveler information, conducts watch list 
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matching against the No-Fly and Selectee portions of the Federal Government's consolidated terrorist walch list, and transmils a 
boarding pass printing result back to aircraft operators. 

Homeland Security Presidential Directive 5: Management of Domestic Incidents (HSPD-5) establishes a national approach to 

domestic incident management that ensures effective coordination among all levels of government and bet ween the govern

ment and the private sector. Central to this approach is the NIMS, an organizational framework for all levels of government, 

and the NRF, an operational framework for national incident response. 

In this directive, the Pre:;ident designates the Secretary of Homeland Security as the principal Federal official for domestic 

incident management and empowers the Secretary to coordinate Federal resources used fo:r prevention, preparedness, response, 

and recovery related to terrorist attacks, major disasters, or other emergencies. The directive assigns specific responsibilities 
to the Attorney General. Secretary of Defense, Secretary of State, and the Assistants to the President for Homeland Security 

and National Security Affairs, and directs the heads of all Federal departments and agencies to provide their "full and prompt 

coop-ieration, resources, and support," as appropriate and consislent with their own responsibililies for prorecling national 

security, to the Secretary of Homeland Security, Attorney General, Secretary of Defense, and Secretary of State in the exercise of 

leader-iship responsibilities and missions assigned in HSPD-5. 

Homeland Security Presidential Directive 7: Critical Infrastructure Identification, Prioritization, and Protection (HSPD-7) 

establishes a national policy for Federal departments and agencies to identify and prioritize critical infrastructure and to protect 

them from terrorist attacks. Federal departments and agencies work with State and local governments, and the private sec-
tor to accomplish this objective. Consistent with this directive, the Secretary of Homeland Security identi fies, prioritizes, and 

coordinates the protection of CIKR with an emphasis on lhose thal could !be exploited to cause catastrophic health effects or 

mass casualties comparable to those from the use of a weapon of mass destruction. The Secretary eslablishes uniform policies, 

approaches, guidelines, and methodologies for integrating Federal infrastructure protection and risk management activities 

within and across sectors along with metrics and criteria for related programs and activities. 

The Transportation Systems Sector plays an important role in carrying oul HSPD-7 by pursuing a layered approach to security 

and using risk analysis to guide decisionmaking. The SSAs identify areas of high risk and set baseline security standards to cre

ate measurable risk reduction targets. 

Homeland Security Presidential Directive 8: National Preparedness (HSPD-8) is a companion directive HSPD-5, establishing 

policies and outlining actions that strengthen the U.S. preparedness capabitlities of Federal, State, and local entities in order to 

prevent or respond to threatened or actual national domestic terrorist attacks, major disasters, or other emergencies. HSPD-8 

requires a national domestic all-hazards preparedness goal, with established mechanisms for improved delivery of Federal 

preparedness assistance to State and local entities. 

Homeland Security Presidential Directive 9: Defense of United States Agriculture and Food (HSPD-9) establishes national 

policy to defend the agriculture and food system against terrorist attacks, disasters, and other emergencies. TSA has participated 
in a number of meetings and focus/working groups with the U.S. Department of Agriculture (USDA) and the Food and Drug 

Administration (FDA) to increase cooperation on securily and protection efforts for food/agricultural product transponation. 

Homela.nd Security Presidential Directive 13: Maritime Security Polley (HSPD-13) establishes U.S. policy, guidelines, and 

in1plementaLion aclions to enhance U.S. national security and homeland security by protecting U.S. maritime interests. It 
directs the coordination of U.S. Government maritime securily programs and initiatives to achieve a comprehensive and 

cohesive national effort involving appropriate Federal, State, local, and private sector entities. This directive also establishes a 

Maritime Security Policy Coordinating Committee to coordinate interagency maritime security policy efforts. 

The objective of HSPD-13 is to prevent terrorist attacks, criminal acts, or hostile acts in, or the unlawful exploitation of. the 

Maritime Domain, and reducing the vulnerability of the Maritime Domain to such acts and exploitation. It seeks to enhance 

U.S. national security and homeland security by protecting U.S. population centers, critical infrastructure, borders, harbors, 
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ports, and coastal approaches. HSPD-13 aims to maximize recovery and response from attacks within the Maritime Domain, 
and maximizing awareness of security issues in the Maritime Domain in order to support U.S. forces and improve U.S. 

Government actions in response to. identified threats. 

Homeland Security Presidential Directive 16: Aviation Security Polley (HSPD-16) provides a strategic vision for aviation secu

rity and directs the production of a National Strategy for Aviation Security and supporting plans. The supporting plans address 

the following areas: 

• Aviation transportation system security; 

• Aviation operational tbreat response; 

• Aviation transportation system recovery; 

• Air domain surveillance and intelligence integration; 

• Domestic outread1; and 

• international outreach. 

Aviation Security Policy aims to deter and prevent terrorist attacks and criminal or hostile acts in the Air Domain and protect 

the United States and its interests in the Air Domain. It seeks to increase resiliency and mitigate damage. expedite recovery. and 

minimize the impact on the Aviation Transportation System and the U.S. economy in the case of an incident. 

In accordance with NSPD-47/HSPD-16, the Secretary of Homeland Security is responsible for closely coordinating U.S. 

Government activities encompassing the national aviation security programs. including identifying conflicting. procedures,. 

identifying vulnerabilities and consequences, and coordinating corresponding interagency solutions. The Secretary must also 

actively engage domestic and imernational parmers to facilitate coordination and communication. 

Implementing Recommendations of the 9/11 Commission Act of 2007 (9/11 Act) includes multiple requirements and recom

mendations dealing with transportation security. The 9/11 Act recommends that the U.S. government identify and evaluate the 

transportation assets that need to be protected, and set risk-based priorities for defending them. Decisionmakers are to select 

the most practical and cost effective ways of doing so, and then develop plans, budgets, and funding to implement the efforts. 

The 9/11 Act authorizes funding levels for various efforts of TSA, including $1.99 billion for railroad security, $95 million for 

over-the-road bus and trucking. security, and $36 million for hazardous material and pipeline security through fiscal year 2011. 

The 9/11 Act establishes a TSISP in consultation with the Program Manager of the Information Sharing Environment, the 
Secretary of Transportation, and public and private sector partners. The 9/1 I Act requires that, within three years of passage, 

the Secretary of Homeland Security establish a system that screens I 00 percent of cargo transported on passenger aircraft. It 

also requires all maritime cargo to be scanned by non-obtrusive imaging equipment by July I, 2012, and allows the Secretary 
to extend the deadline by two year increments if certain benchmarks are :not met. 

Intelligence Reform and Terrorism Prevention Act of 2004 (IRTPA) defines the. requirements. for the National Strategy for 

Transportation Security (NSTS). The NSTS includes an identification and evaluation of the transportation assets in the U.S. that. 

in the interests of national security and commerce, must be protected from attack or disruption by terrorist or other hostile 

forces. The sector must develop risk-based priorities across all transportation modes and establish realistic deadlines for address
ing security needs in a cost-effective manner. Finally, the NSTS requires a forward-looking strategic plan that sets forth the 

agreed upon roles and missions of Federal. State, regional. and local authorities and establishes. mechanisms for encouraging 

private sector cooperation and participation in the. implementation of the plan. 

The Western Hemisphere T'ravel Initiative (WHTI) is a result of the IRTPA, and requires all travelers to present a passport or 

other document that denotes identity and citizenship when entering the United States. The goal of WHTT is to. strengthen 
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U.S. border security while facilitating entry for U.S. citizens and legitimate foreign visitors by providing standardized docu
mentation that enables DHS to quickly and reliably identify a traveler. 

Magnuson Act of 1950 (50 United States Codes (U.S.C.) 190 et. seq.) enables the President to institute rules and regulations 

pertaining to the anchorage and movement of foreign-flag vessels in U.S. territorial waters, to inspection, and, if necessary, 

securing of such vessels, and to guarding against sabotage, accidents, or other acts against vessels, harbors, ports, and water

front facilities. It provides the basis for issuance of security zones and COTP orders to control vessel movement and security of 

waterfront facilities. It contains broad authority to create security zones or issue COTP orders to regulate vessels or waterfront 

facilities within the territorial sea. 

National Maritime Transportation Security Act of 2002 (MTSA) provides a framework for ensuring the security of maritime 

commerce and our Nation's domestic ports. MTSA's key requirement is to prevent a Transportation Security Incident, which 

has been a core mission of the USCG since its inception, and it broadens the USCG's authorities in this area. It is complin1entary 

to the International Ship and Port Facility Security Code. The USCG's International Port Security Program engages in bilateral 

and multilateral discussion with maritime trading nations worldwide i.n order to exchange information and share best prac

tices regarding the implementation of the International Ship and Port Facility Security code and other international maritime 

security standards. 

Ports and Waterways Safety Act (33 U.S.C. 1221 et seq.) provides USCG with broad basic authority for the creation of safety 

and security zones, regulated navigation areas, and COTP orders all of which can be used to control the movement of vessels as 
well as advance notice of arrival requirements for vessels. It also provides for the establishment, operation, and maintenance of 

vessel traffic services. In most instances, this authority applies within the territorial sea. In addition, 33 U.S.C. § 1226 contains. 

specific authority to prevent or respond to acts of terrorism against individuals, vessels, or public or commercial structures 

within or adjacent to the marine environment. The statute provides civil penalties for regulatory enforcement, facilitating 

administration of port safety measures. The statute, as amended, provides authority that supports port safety and security mea

sures needed for Maritime Security regimes and regulations and Marine Transportation System recovery following an incident. 

The Post-Katrina Emergency Reform Act of 2006, signed into law October 4, 2006, establishes new leadership positions 

within DHS and adds functions for FEMA to address catastrophic planning and preparedness. The Act creates and reallocates 
funct ions to other components within the Department, and amends the HSA, in ways that directly and indirectly affect the 

organization and functions of various entities within DHS. 

DHS IP is designated to identify risks, threats, and vulnerabilities to critical infrastructure, and develop methods to mitigate 

them. IP will continue to help strengthen the first line of defense against attacks on the Nation's critical infrastructure and 

provide robust real-time monitoring and response to incidents of national significance. The. DHS Office of Risk Management 
and Analysis, formerly within IP, will directly report to the Under Secretar y and will expand its focus from physical critical 

infrastructme to cybersecurity and other risk analysis arenas. This expanded mission will broaden the Office's efforts to address 
risk issues for the overall protection, prevention, and mitigation of homeland secmity risks. 

Security and Accountability for Every Port Act of 2006 (SAFE Port Act) is a comprehensive maritime and cargo security bill 

intended to strengthen port security across the Nation by establishing improved cargo screening standards, providing incentives 

to importers to enhance security measures, and implementing a framework to ensure the successful resumption of shipping in 
the event of a terrorist attack, while preserving the flow of commerce. The SAFE Port Act established programs such as TWIC, 

the Container Security Initiative, and the C-TPAT. In addition, the Act created the Domestic Nuclear Detection Office within 

DHS and appropriated funds toward the Integrated Deepwater System Program, a long-term USCG modernization program. 

Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act (USA 

PATRIOT Act) is a broad mandate to. enhance domestic security against terrorism. Government surveillance capabilities are 

increased, and a Counterterrorism Fund is established within the Treasury. 
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In addition to general counterterrorism measures, the USA PATRIOT Act includes transportation security-specific sections. It 
amends the Federal criminal code to prohibit specific terrorist acts or otherwise destructive, disruptive, or violent acts against 

mass transportation vehicles, ferries, providers, employees, passengers, or operating systems. It also amends the Federal trans
portation code to prohibit States from licensing any individual to operate a motor vehicle transporting hazardous material unless 

the Secretary of Transportation determines that such individual does not pose a security risk warranting denial of the license. 
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Appendix 4: Transportation Systems 
Sector Partners 

Additional Security Partners 

The Transportation Systems SSAs. work collaboratively with numerous sector partners to. ensure its security and the free flow 
of goods and passengers. Appendix 4 includes a list of additional sector partners that are not mentioned in the base plan of the 

SSP. However they play an important role in achieving the sector's protection and resiliency goals and objectives. 

• Department of Homeland Security (DHS) 

- Office of Infrastructure Protection (IP). DHS IP, now part of the National Protection and Programs Directorate (NPPD), 

has the overall responsibility for coordinating implementation of the NIPP across the 18 CIKR sectors; overseeing the 

development of 18 SSPs that outline processes and measures. to secure the Nation's CIKR; providing trai11ing. and plans 

for protective measures to assist owners and operators. in securing the CIKR within their control; and helping State, local, 

tribal. territorial, and private sector partners develop the capabilities to mitigate vulnerabilities and identifiable risks to their 

assets. Through the NIPP sector partnership model, DHS IP coordinates security activities to reduce the Nation's vulnerabili
ties or to threats through a unified national approach. 

- Fed!eral Protective Service. As of October 2009, the Federal Protective Service is a Federal law enforcement component of 

NPPD that provides integrated security and law enforcement services to federally owned and leased buildings, facilities, 

properties, and other assets. 

- Fed!eral Law Enforcement Training Center (FLETC). FLETC provides basic and advanced training for Federal law enforce

ment agency personnel at DHS and the DOT. FLETC also provides training for State and local law enforcement officers and 
other security personnel. 

- Office oflntelligence and Analysis (I&A). DHS I&A ensures that information is gathered from all relevant field operations 

and other pares. of the Intelligence Community; is analyzed with a mission-oriented focus; is informative to senior deci

sionmakers; and is disseminated to the appropriate Federal, State, local, and private sector partners. 

- Homeland Infrastructure Threat and Risk Analysis Center (HITRAC). HITRAC is the DHS infrastructure-intelligence 

fusion center that maintains situational awareness of infrastructure sectors and develops long-term strategic assessments of 
their risks by integrating threat information with the unique vulnerabilities and consequences of attack for each infrastruc

ture sector. 

- Immigration and Customs Enforcement (ICE). ICE is the largest DHS investigative bureau. ICE includes the investigative 
and intelligence resources of the former U.S. Customs Service, and the former Immigration and Naturalization Service, 

bringing together more than 20,000 employees who focus on enforcing immigration and customs laws within the United 

States and the protection of specified Federal buildings. 
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- Science and Technology Directorate (S&T). S&T is the primary research and development (R&D) arm ofDHS. It provides 
Federal, State, and local officials with the technology and capabilities ro protect the homeland, as well as managing the 

Transportation Security Laboratory. 

- Fedleral Emergency Management Agency (FEMA). FEMA is responsible for providing training; securing funds to purchase 
equipment; providing support for planning and execution exercises; a.nd offering technical assistance and other support to 

assist States and local jurisdictions to prevenr, respond to, and recover from natural and manmade catastrophic events. 

• Department of Defense (DoD). This list includes DoD-related agencies that support the Transportation Systems Sector in 
achieving its goals and objectives:. 

- North American Aerospace Defense Command (NORAD). NORAD provides detection, validation, and warning of 

attacks against North America by aircraft, missiles, or space vehicles, and aerospace control of air-breathing threats to 

North America. NORAD obtains processes, assesses, and disseminates appropriate intelligence/information to provide 

timely warnings of maritime threats or attacks against North America. 

- Office of Naval Intelligence (ONI). ONI supports joint operational commanders with a worldwide organization and 
an ilntegrated workforce of active duty, reserve, officer, enlisted, and civilian professionals. At the National Maritime 

Intelligence Center, ONI brings military and civilian employees into a single command to provide "one-stop shopping" for 

national-level maritime intelligence. 

- Defense Joint Intelligence Operations Center (DJIOC). DJIOC was established to integrate and synchronize military and 

national intelligence capabilities. DJIOC will plan,. prepare. integrate, direct, synchronize, and manage continuous, foll
spectrum Defense Intelligence Operations in support of the Combatant Commands. This will be a collaborative, interactive 

relationship with the Office of the Director of National Intelligence (ODNI), national intelligence agencies and centers, 

Combatant Command JIOCs, Comba1 Support Agencies, the Armed Services intelligence organizations, and the Joim 

Functional Component Command for Intelligence, Surveillance, and Reconnaissance to create a system-of-systems JIOC 
enterprise network-enabled by enterprise information technology architecture. 

- U.S. Army Corps of Engineers. (USACE). USACE is responsible. for maintaining the Nation's commercial waterways, 

including levees. and operating the dams and locks that facilitate commerce on inland waterways. 

- U.S. Nor thern Command (USNORTHCOM). USNORTHCOM conducts operations to deter, prevent, and defcaL threats 

and aggression aimed at the United States and its Territories and interests within the assigned area of responsibility. As 

directed by the President or Secretary of Defense, it provides military assistance to civil authorities, including consequence 
management operations. USNORTHCOM's area of responsibility includes air, land, and sea approaches and encompasses 

the continental U.S., Alaska, Canada, Mexico, and the surrounding water out to approximately 500 nautical miles. It also 
includes the Gulf of Mexico and the Straits of Florida. 

- U.S. Pacific Command (USPACOM). USPACOM conducts operations to deter, prevent. and defeat threats and aggression 

ain1ed at the United States and its Territories, and interests within the assigned area of responsibility. As directed by the 
President or Secretary of Defense, it provides military assistance to civil authorities, including consequence management 

operations. USPACOM's area of responsibility encompasses Hawaii and U.S. Territories. possessions, and freely associated 

states in the Pacific. 

- U.S. Transportation Command (USTRANSCOM). USTRANSCOM provides air, land, and sea transportation for the 

Department of Defense, both in times of peace and times of war, in support of the President a.n.d Secretary of Defense, and 

Combatant Commander-assigned missions. 

• Department ofJustice (DOJ). DOJ acts to reduce criminal and terrorists threats, and iJwestigates and prosecutes actual 
or attempted attacks on, sabotage of, or disruptions of CIKR in collaboration with DHS. DOJ investigates and prosecutes 

criminal offenses and represents the Federal Government in liLigation. The major investigaLive agencies-the Federal Bureau 
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of Investigation (FBI), the Drug Enforcement Administration (DEA), and the Bureau of Alcohol, Tobacco, Firearms, and 
Explosives (ATF)-prevent and deter crime and apprehend criminal suspects. DOJ contributes to the sector through its law 

enforcement role. In the national effort to identify, prevent, and prosecute terrorists within the sector, TSA works closely with 
the FBI, which maintains. lead responsibility for investigations of terrorists' acts or threats by individuals or groups inside the 

United States where such acts are within the Federal criminal jurisdiction of the United States. 

• Department of Transportation (DOT) 

- Fedleral Aviation Administration (FAA). FAA is charged with safely and efficiently operating and maintaining the Nation's 
aviation system. The FAA's major roles include. regulating civil aviation to promote safety; encouraging and developing 

civil aeronautics, including new aviation technology; developing and operating a system of air traffic control and naviga

tion for both civil and military aircraft; researching and developing the National Airspace System; developing and conduct

ing programs to control aircraft noise and other environmental effects of civil aviation; and regulating U.S. commercial 

space transportation. 

- Fedleral Highway Administration (FHWA). FHWA is charged with the responsibility of ensuring that America's roads. and 

highways continue to be. the safest and most technologically up-to-date. Although State, local, and tribal governments own 

most of the Nation's highways, FHWA provides financial and technical support to them for constructing, improving, and 

preserving America's highway system through administration of the Federal Aid and Federal Lands Highway Programs. 

- Fedleral Motor Carrier Safety Administration (FMCSA). The primary mission of the FMCSA is to reduce crashes, inju

ries, and fatalities ilwolving large trucks and buses. FMCSA also has responsibility for overseeing safe and secure highway 

transportation of hazardous materials and compliance. of household goods movements. FM CSA accomplishes its mission 

through a strong partnership with law enforcement in the United States. 

- Fedleral Railroad Administration (FRA). FRA promulgates and enforces railroad safety regulations, administers railroad 

assistance programs, conducts research and development in support of improved railroad safety and national railroad trans
portation policy, provides for the rehabilitation of Northeast Corridor railroad passenger service, and consolidates govern

ment support of railroad transportation activities. 

- Fedleral Transit Administration (FTA). As part of a continuous effort to secure our nation's transit infrastructure, FTA has 

undertaken an aggressive nationwide security program, receiving full cooperation and support from every transit agency. 
FTA has conducted risk and vulnerability assessments and deployed technical assistance teams to help screngthen security 

and emergency preparedness plans, and has funded emergency response drills conducted in conjunction with local fire, 

police, and emergency responders. PTA has also implemented programs to improve. public transit focusing on three priori

ties:. training all transit employees and supervisors, improving emergency preparedness, and increasing public awareness of 

secmity issues. 

- Maritime Administration (MARAD). MARAD promotes development and maintenance of a Marine Transportation 

System (MTS) sufficient Lo move the Nation's waterborne commerce a.nd capable of serving the deploymem require

mem s of the DoD. It engages in outreach and coordination activities in order to assist the maritime industry in emergency 

preparedness and response and recovery efforts related to maritime transportation security incidents and natural disasters. 

The outreach and coordination activities include interaction with MTS stakeholders in planning and training forums, 
conferences, workshops, exercises, and real world response and recovery efforts. MARAD provides a range of MTS infor

mation and emergency coordination capabilities through its Gateway Offices, Division Offices and the Office of Emergency 

Preparedness. Disaster response and recovery missions closely para1lel the Ready Reserve Force (RRF) military support 
mission. RRF ships have inherent capabilities to support response and recovery. efforts including provision of storage for 

petroleum or potable water, large areas suitable for shelters or field-grade hospitals, electric power generation capability, 

emergency communications, dining facilities, command and control platforms and room to carry large equipment. These 

RRF ships are available in appropriate circumstances to aid in response and recovery efforts. 
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- National Highway Traffic Safety Administration (NHTSA). NHTSA's mission is to save lives, prevent injuries, and 

reduce economic cosrs due Lo road traffic crashes Lhrough education, research, safety standards, and enforcement activity. 

NHTSA also serves as the lead Federal agency for Emergency Medi.cal Services coordination and houses the National 9- l- l 
Implementation Coordination Office, which are vital to our preparedness and response to all hazards. 

- Office of Intelligence, Security, and Emergency Response (S-60). S-60 serves as DOT's focal point for leadership and 

direction on intelligence and security matters, and executes the Secretary's delegated authorities for DOT emergency 

management. Further, S-60 has overall Department lead responsibility for development and implememation of all 

responsibilitie& under. the NRF and NIPP. As DOT's leading. office. on transportation emergency management, S-60 directs 

DOT's overall prevention, preparedness, response, and recovery efforts, to include: providing support for the DOT Crisis 

Coordinator; providing transportation threat notifications; directing the intra- and inter-agency emergency coordination 

efforts at the regional level; developing and maintaining DOT's emergency management strategy, policies, and plans; and 
operating DOT's Crisis Management Center. 

- Pipeline and Hazardous Materials Safety Administration (PHMSA). PMHSA oversees the safety of more than 1.2 million 

daily shipments of hazardous materials in the United States and 2.3 million miles of pipeline through which two-thirds of 

the Nation's energy supply is transported. PHMSA is dedicated solely to working toward the elimination of transportation
related deaths and injuries in hazardous materials and pipeline transportation, and by promoting transportation solutions 

that enhance the resilience of communities and protect the natural environment. 

- Research and Innovative Technologies Administration (RITA). RITA coordinates DOT research programs. and is charged 

with advancing the deployment of cross-cutting technologies to improve our Nation's transportation system. As directed 

by Congress in its founding legislation, RITA leads DOT in coordinating. facilitating, and reviewing the Department's 
R&D programs and activities; advancing innovative technologies, including intelligent transportation systems; performing 

comprehensive transportation statistics research, analysis, and reporting; and providing education and training in transpor

tation and transportation-related fields. 

- Saint Lawrence. Sea.way Development Corporation (SLSDC). SLSDC, a wholly-owned Government corporation and an 

operating administration of DOT, is responsible for the operati.ons and maintenance of the U.S. portion of the St. Lawrence 

Seaway between Montreal and Lake Erie. This responsibility includes managing vessel traffic control in areas of the St. 

Lawrence River and Lake Ontario, as well as maintaining and operating the Lwo U.S. Seaway locks localed in Massena, NY. 

The SLSDC coordinates its activities with its Canadian counterpart, the St. Lawrence Seaway Management Corporation, to 
ensure that the U.S. portion of the St. Lawrence Seaway, including the two U.S. locks, are. available for commercial transit 

during the navi.gation season (usually late March to late December of each year). Additionally, the SLSDC performs trade 
development activities designed to enhance the utilization of the Great Lakes St. Lawrence Seaway System. 

• Department of Agriculture {USDA). USDA sets public policy co protect and secure the Nation's food supply, agricultural 

base, and natural resources. On January 30, 2004, Homeland Security Presidential Directive 9 (HSPD-9) established a national 
policy to defend the agriculture. and food system against terrorist attacks, disasters, and other emergencies. The directive also 

fosters a cooperative working relationship among DHS, USDA,. and the Department of Health and Human Services. (HHS) in 

expanding and conducting vulnerability assessments, mitigation strategies, and response planning. Since there are key inter

dependencies between the sector and the Food and Agriculture Sector and its component agencies (USDA and the Food and 

Drug Administration), future planning efforts continue to consider integrating security and protective policies and initiatives 

where appropriate bet ween the l wo sec Lo rs. 

• Department of State. (DOS). DOS conducts diplomacy, a mission based on the role. of the. Secretary of State as the President's 

principal foreign policy advisor. DOS leads representation of the United States overseas and advocates U.S. policies with 

foreign governments and international organizations. DOS plays an important role in coordinating transportation protection 

issues with foreign governments and addressing issues concerning the protection and security of pipelines that cross national 
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boundaries, transportation-related concerns over international waterways, and through the aviation, highway, and freight rail 
modes Lhat transport goods and people across international boundaries daily. 

• Food and Drug Administration (FDA). FDA is responsible for carrying out certain provisions of the Public Health Security 

and Bio terrorism Preparedness and Response Act of 2002 (PLl 07-188), specifically Subtitle A (Protection of Food Supply) and 
Subtitle B (Protection of Drng Supply) of Title III. On January 30, 2004, HSPD-9 was released, establishing a national policy 

to defend the agriculture and food system against terrorist attacks, disasters, and o ther emergencies. TSA has panicipated in 

a number of meetings and focus/working groups witl1 USDA and FDA to increase cooperation on security and proLection 

efforts for food/agricultural product transportation. 

• National Counterproliferation Center (NCPC). NCPC coordinates strategic planning within the Intelligence Community 

(IC) to enhance intelligence support of U.S. efforts to stem the proliferation of weapons of mass destruction and related deliv

ery systems. NCPC works with the IC to identify critical intelligence gaps or shortfalls in collection, analysis, or exploitation, 

and to develop solutions to ameliorate or close these gaps. It also works with the IC to identify long-term proliferation threats 

and requirements, and to develop strategies to ensure that the IC is positioned to address these threats and issues. NCPC 

reaches out to elemems both inside and outside of the IC, and the Federal Government to identify new methods or technolo

gies that can enhance the capabilities of the IC to detect and defeat funue proliferation threats. 

• National Counterterrorism Center (NCTC). NCTC serves as the primary organization in the Federal Government for 
integrating and analyzing all intelligence pertaining to terrorism and counterterrorism and conducting strategic operational 

planning by integrating all instruments of national power. 

• National Geospatial-Intelligence Agency (NGA). NGA provides timely, relevant, and accurate geospatial intelligence 

(GEOINT) to support national security domestically and abroad. NGA's geospatial-intelligence products serve a variety of 

military, civil, and international needs. In terms of transportation security, GEOJNT provides the fundamental properties of 
geographical location associated with the data critical to maintaining appropriate posture and awareness, and also provides 

the value-added analyses required to create a distinct type of actionable intelligence for time-sensitive transportation issues. 

• Surface Transportation Board (STB). When STB determines that a shortage of equipment, traffic congestion, unauthorized 

cessation of operations, or other failures of traffic management exist that create an emergency situation of such magnitude as 
to have substantial adverse effects on shippers or on rail service in a region of the United States, or that a rail carrier cannot 

transport the traffic offered to it in a manner that properly serves the public, STB may, for up to 270 days. direct the han

dling, routing, and movement of the traffic of a rail carrier and its distribution over its own or other railroad lines, and give 

directions for preference or priority in the transportation of traffic. 

Advisory Councils 

• American Association of State Highway and Transportation Officials (AASHTO) Special Committee on Transportation 

Security and Emergency Management (SCOTSEM). SCOTSEM membership includes all modes of transportation. SCOTSEM 

is the focal point for those engaged in transponations security and emergency management in State-level DOT to interface 

with the Federal DOT and DHS/TSA partners and .industry stakeholders to exchange ideas, inform each other, develop issues, 
and formulate research projects that result in resolving issues, reducing or eliminati11g gaps, and developing training material 

and tools necessary for implementing the results of research or lessons learned. SCOTSEM focuses on all threats and hazards 

and multi-threat and multi-hazard environments and issues. 

• Critical Infrastructure Partnership Advisory Council (CIPAC). To secure OUI Nation's most critical infrastructure, the 

Federal Government and private sector collaborate to identify, prioritize, and coordinate CIKR protection, as well as share 
information about physical, human, and cyber threats, vulnerabilities, incidents, and potential protective measures and 

best practices. To facilitate the successful execution of the sector partnership model and to develop resilience and protec
tion plans, members of the Sector Coordinating Councils and Government Coordinating Councils require an environment 
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where they can discuss sensitive security matters. DHS established CIPAC as an advisory council to the Secretary of Homeland 
Security wider t11e provisions ofLhe Homeland Security Act. CIPAC is exempt from the requirements of the Federal Advisory 

Committee Act (FACA). This is intended to enhance. meaningful discussions. between the Federal, State,. and local govern
ments and the private sector on critical infrastructure protection issues. The process facilitates. the effective and efficient 

sharing of information and advice about sector strategies, protective programs and measures, threats, vulnerabilities, and best 

practices. GCC and SCC members must register to participate in CIPAC. 

• Aviation Security Advisory Committee (ASAC). ASAC's mission is to examine areas of civil aviation security as tasked by 

TSA with the aim of developing recommendations for improving civil avi.ation security methods, equipment, and procedures. 

• Homeland Security Advisory Council (HSAC). HSAC provides advice a.nd recommendations to the Secretary of Homeland 

Security on matters related to homeland security. The council is comprised ofleaders from State and local governments, first

responder conumlllities, the private sector, and academia. 

• Marine Transportation System National Advisory Council (MTSNAC). Sponsored by the Maritime Administration 

(MA RAD), the MTSNAC comprises. 30 sector partners throughout the MARAD Marine Transportation System (MTS). initia

tive. The council provides advice to the Secretary of Transportation on the state of the Nation's MTS and how it can meet the 

Nation's economic needs out to 2020. The Security Committee of the Council works closely with the USCG, TSA, CBP, and 

other sector partners to address issues of cargo, port, and container security. 

• National Infrastructure Advisory Council (NIAC). NIAC is the President's principal advisory panel on critical infrastructure 

protection issues spanning all sectors. NIAC i.s composed of not more than 30 members, appointed by the President, who are 

selected from the private sector, academia, and State and local government, representing senior executive leadership expertise 

from the CIKR areas as delineated in HSPD-7. Issues addressed range from risk assessment and management to information 

sharing and protective strategies. NIAC provides the President, through the Secretary of Homeland Security, with advice on 
the security of physical and cyber critical infrastructure supporting important sectors of the economy. It also has the author

ity to provide advice directly to the heads of other departments that have shared responsibility for critical infrastructure 

protection, including DHS, DOT, and DOE. NIAC is charged with improving the cooperation and partnership between the 

public and pri.vate sectors in securing critical infrastructure and advises on policies and strategies that range from risk assess

ment and management to information sharing, protective strategies, and clarifying the roles and responsibilities between the 

public and private sectors. 

• National Maritime Security Advisory Committee (NMSAC). NMSAC provides advice to the Secretary of Homeland Security 

via the Commandant of USCG on matters such as national security strategy and policy, actions required to meet current and 
future all hazard threats, international cooperation on protection and security issues, and the protection concerns of t11e 

maritime transportation industry. 

• National Port Readiness Network (NPRN). NPRN is an organization of nine Federal agencies: 

- DOT MARAD (chair) 

- USCG 

-TSA 

- U.S. Army Corps of Engineers (USACE) 

- U.S. Transportation Command (USTRANSCOM) 

- U.S. Northern Command (USNORTHCOM) 

- Military Sealift Command 

- Surface Deployment and Distribution Command 
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- U.S. Army Forces Command 

- U.S. Army Installation Management Conunand (MCOM) 

These agencies' responsibilities include supporting the secure movement of military forces through U.S. ports. The organiza

tion includes a steering group, a worhng group, and local port readiness committees at l 7 strategic commercial ports and 

provides. coordination and cooperation to ensure the readiness of commercial ports and intermodal facilities to support. 

deployment during contingencies and other defense emergencies. 

• National Institute of Standards and Technology (NIST). NIST is a non-regulatory Federal agency within the Department 
of Commerce's (DOC) Technology Administration. NIST's mission is to promote U.S. innovation and industrial competitive

ness by advancing measurement science, standards, and technology in ways that enhance economic security and improve 

our quality of life. NIST, the only Federal metrology institute, has developed numerous homeland security-related miJ1imum 

performance standards, participates in several standards setting bodies related to homeland security, has extensive experience 

in designing and developing test and evaluation programs, provides nationally recognized accreditation of testing laborato

ries, and maintains memoranda of agreement (MOAs) with other nations regarding reciprocity of accreditation acceptance. 

The institute researches, studies, and advises agencies of information technology (IT) vulnerabilities and develops techniques 
for the cost-effective security and privacy of sensitive Federal systems. NIST guidance aides in improving information systems 

security by raising awareness of IT risks, vulnerabilities, and protection requirements, and provides measures and metrics. 
based on the guidance. provided in a full risk management framework. 

Academia, Research Centers, and Think Tanks 

• National Research Council, Transportation Research Board (TRB). TRB facilitates the sharing of information on transpor
tation practices and policy by researchers and practitioners, providing expert advice on transportation policy and programs, 

including security and infrastructure protection policy and program development. 

• U.S. Coast Guard Research and Development Center. The center is the USCG's sole facility for performing research, devel

opment, test and evaluation (RDT&E) in support of USCG's missions, including homeland security. 

• National Laboratories and Technology Centers. DOE's National Infrastructure Simulation and Analysis Center (NISAC), at 

Los Alamos National Laboratory, provides advanced modeling and simulation capabilities for analyzing critical infrastructures 
and their interdependencies, vulnerabilities, and complexities. 

• Multidisciplinary Center for Earthquake Engineering Research (MCBER). MCEER comprises a consortium of researchers 
and industry partners from numerous disciplines and institutions throughout the United States. MCEER's mission addresses 

the technical and socio-economic impacts of a variety of hazards, both natural and manmade, on critical infrastructure, 

facilitjes, and society. 

• Homeland Security Centers of Excellence (HS-Centers). Through the HS-Centers program, DHS. invests in university-based 

partnerships to develop centers of multidisciplinary research where important fields of inquiry can be analyzed and best 
practices developed, debated, and shared. HS-Centers bring together the Nation's best experts and focus its most talented 

researchers on a variety of threats that include those related to the transportation net work. 

• The John A. Volpe National Transportation Systems Center (Volpe Center). DOT RITA's Volpe Center is an internationally 

recognized center of transportation and logistics expertise. The Volpe. Center assists. Federal, State, and local governments,. as 
well as industry and academia in areas including human factors research; system design, implementation, and assessment; 

global tracking and situational awareness of transportation assets and cargo; and strategic investment. The Volpe Center's 

Federal staff. supplemented, as needed, by a cadre of support contractors, provide technical expertise conducting assessments 

of transportation systems, related critical infrastructures, and government facilities-identifying vulnerabilities, risks, and 

opportunities. to improve safety, physical and information systems security, resilience, and operational efficiency-on behalf 
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of DOT, DoD, DHS, DOS, and other sector partners. These activiLies are accomplished through the examination, evaluation, 

and testing of innovative technologies, policies, procedures, organizational improvements, or a combination of these, and 

by the design, rapid prototyping,. and deployment of integrated solutions, including. the development of information man

agement systems which support the assessment of transportation security threats,. vulnerabilities, risks, and their associated 

mitigation strategies. 

• Homeland Security Institute (HSI). HSI's mission is Lo assist DHS S&T DirectoraLe and DHS OperaLing Elemems in address

ing important homeland securily issues, particularly those requiring scientific, Lechnical, and analytical expenise. 

• Turner Fairbank Highway Research Center (TFHRC). TFHRC is the research. arm of FHA conducting research in all 

aspects of highways including safety appurtenances, intelligent transportation systems, bridges and other highway structures, 

pavements, and human factors. Research is conducted in-house through its 22 laboratories and off-center through contract 

and cooperative research programs. IL also collaborates with national and international laboratories in conduct of work. The 

TFHRC answers to the needs of the States' Departments of Transportation and provides products to develop a safer and more 

reHable highway transportation system for the general public. 
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Appendix 5: The Capability Gap 
Process 

The Capability Gap Process is a methodology used to support development of risk-based needs and decisionmaking within an 
organization. Using information from various sources such as risk, vulnerability, and intelligence reports, the process focuses 

on assessing current abilities to mitigate top risks, and identify specific gaps within current practices. The identified gaps are 
then prioritized using specific criteria, and routed to the appropriate resources for solution development. This process ensures 

that the solutions and actions taken for risk reduction are derived from credible risk sources. 

Figure A5-1: Capability Gaps Process 

Input Capability Gap Process Output 

Utilizing one or more 
ri sk reports to develop 
a portfolio of risks for 
analysis during the 
Capability Gap Process 

Process participants 
perform an in-depth 
analysis of each of 
the risks, and group 
them into 3 tiers 
using detailed criteria 

Participants develop 
detailed Capability 
Gaps and then 
assess those gaps 
against the portfolio 
of risks to determine 
cross·applicability -
which is used for 
prioritization 

A final review of the 
gaps (along with the 
accompanying tasks, 
standards, and 
conditions) for final 
consensus. A 
finalized package of 
priorit ized gaps is 
assembled for 
management review. 

Once approved, the 
Capability Gaps are 
assigned to the 
appropriate solut ions 
team for re mediation 

The. Capablllty Gap Process. Is a. tool that can be used. to. 
develop detailed risk-based needs that focus on dellverlng the 

necessary capabllltles to mitigate top risks 
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Process Inputs 

To develop risk-based needs, the Capability Gap Process uses information from multiple risk and vulnerability reports. Multiple 

resources are used in order to provide different perspectives while minimizing the possibility of analytical error in any single 
source. Once the top risks are selected for evaluation, they are presemed LO participants in a format further described below. 

Collaborative and Credible Participants- The Capability Gap Workshops provide an environment where participation and collaboration 

is necessary. Each agency idemifies participants in this process by selecting knowledgeable personnel who represent a broad set 
of stakeholders and can provide the necessary subject matter expertise. Participants are responsible for developing, evaluating, 

and prioritizing capability gaps and validating capability gap packages for leadership review. A possible, illustrative membership 

structure is depicted below: 

Table AS-1: Capability Workgroup Participants 

Capability Workgroup Participants 

Resources 

FSD 

OSO Innovation Resource 

OSI Resource 

Office of Intelligence Resource 

Planning and Programs Resource 

Office of Operational Improvement 

Expected 

Participants 

4 

1 

1 

1 

1 

1 

Since the Capability Gap Process is collaborative and involves gualitative analysis, differing opinions and disagreements are. 

expected. Therefore, an organized dispute process is used to make most efficiem use of time alloned to each session. A facilita

tor is responsible for declaring if consensus is reached during a dispute, or if the issue is to be set aside for further analysis. If 
further analysis is needed, the vote outcomes and minority opinions are noted and summarized at the end of each session. 

Capability Gap Process 

The Capability Gap Process employs three sessions to discuss and evaluate risks, develop a comprehensive and prioritized list of 

capability gaps, and create a finalized package for management review and assignment. As a result, the workshops yield a final 

set of risk-based capability gaps. and initial requirements for solution development. 

Session I: Risk Analysis and Grouping 

Part 1: Introduction to Risks-The first part of Session I serves as an information session to developing an understanding among 

workgroup participants of the overall Capability Gap Process and the initial evaluation set of risks that w ill be used in the 

process. The evaluation set of risks are described as stemming from various risk sources and assessments. Since the risks being 

presented to the Capability Gap Workshop participants have been designated as High through various reports, there is a need to 

tier these risks using more detailed, quali tative criteria, which will be late:r used for capability gap prioritization. 

100 20 I 0 Trunspono1ion Systems Sec1or-Specific Plan 



Part 2: Risk Grouping-During the second part the participants analyze the current risk portfolio and perform a risk grouping 
exercise. Each risk is mapped to a nodal diagram depicting the path of attack that an adversary would likely follow for execu
tion. The attack path may also highlight other information such as current countermeasures. and previously identified capabili ty. 
gaps (where a solution may already be under development) .. This information provides participants greater jnformation to use. 
while creating capability gaps. 

After reviewing each nodal diagram and risk description. the risk grouping method occurs using the following set of detailed. 
qualitative criteria: 

Criteria 

Magnitude of Consequence 

Adversary Resource Requirements 

Professional Judgment 

Description 

Refers to a particular risk/threat scenario's perceived conse
quence (loss of life, social, and economic impacts) if an attack 
Is carried out successf ully. 

Refers to the complexity of effort required by the attacker to 
e-xploit a specific risk. 

Refers to the personal judgment of workshop participants who 
have expertise in the field. Participants are asked: "Does this. 
risk keep you awake at night based on operational experience 
and analysis?" 

Rating System 

Tier 1 

Tier 2 

Tier 3 

Simple 

Moderate 

Complex 

Grave 

Concerned 

Low. Concern 

•The grouping of risks using the criteria above Is not to serve as a method for additional prioritization, as all risks being considered are typically 
"High" from their respective sources. Instead, the criteria for grouping are only used for the prioritizat ion of Capability Gaps. 

•• The rating systems for each criterion are listed In order from highest to lowest (top-down). For Adversary Resource Requirements, Simple 
indicates that the resources are easy to obtain to execute a given risk. 

The combination of criteria assessments will provide the final grouping of the evaluated risks, which supports the process for 
gap prioritization. 

Part 3: Jntroducrion to Capability Gaps-The final part of Session I focuses on providing workshop participants with the proper tools 
for creating high-quality descriptions of capability gaps. This includes providing definitions around key terminology, the rela
tionships between capability gaps and risks, and detailed examples showing how to write a satisfactory capability gap. The ISA 
Capabili ty Gap Form will be provided for participants to use as a template in writing a new capability gap. This form prov ides 
areas to describe the gap and identify the desired outcome, end users, and appropriate risk coverage. It also elicits various 
tasks. standards, and conditions that must be accomplished in order to address the gap. These tasks, standar·ds, and conditions 
become the requirements used in solution development.. An example of the Capability Gap Form is depicted below: 
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Figure A5-2: Capability Gap Form 

In addition, workgroup participants are divided into sub-groups to practice writing a satisfactory capability gap. Each partici

pant is Lhen assigned one or more risks and to individually draft a capability gap(s) Lo address those risks prior to Session II. 
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Session II: Develop and Prioritize Capability Gaps 

Parts 1-3: Capability Gap Workshop- The entirety of Session II reviews and assesses each capability gap as written by a workgroup 

participanr. All participants presenr their drafted capability gaps to the group to facilitate feedback and discussion. Individuals 

then reassess their capability gaps and refine drafts to include precise language and appropriate speciiicity. 

Once the gaps are revised, they are assessed across the previously identified risk groups. The prioritization process is. based 
on criteria that take into account both the grouping of the risks they address as well as the number of risks they cover. Thus, 

higher importance is placed on capability gaps LhaL cover a large munber of Tier I risks. The prioriLizaLion matrix allows partici

pants to visually identify the appropriate capability gap- to-risk relationships. These relationships are shown below: 

Table A5-2 : Capability Gaps to Risk Relationships 

Coverage Level 

No Coverage 

Partia I Coverage 

Full. Coverage 

Description 

The scope of t he. capability gap does. not address. the risk. 

Example: A capability gap that addresses the inability to detect one type of weapon at a checkpoint will 
not encompass the risk of a different type of weapon being carried onto a plane. 

The scope of the capability gap partially addresses the risk. (Closing this gap could result in an 
estimated 1-10% reduction in risk.) 

Example: A capability gap that addresses the Inability to scan a specific item at a checkpoint might 
moderately address the risk of a specific type of weapon being carried onto a plane. 

The scope of the capability gap completely addresses the. risk. (Closing this. gap could result In an 
estimated 10% or more reduct ion in risk.) 

Example: A capability gap that addresses the lack. of full-body scanning at the. checkpoint will fully 
encompass the. risk of a specific type of weapon being carried onto a. plane. 

Ultimately, the capability gap to risk relationship determines a capability gap's cross-applicability and places it into a High. 

High-Medium, Mediwn, Medimn-Low, or Low prioritization bucker. An illustrative view of the capability gap prioritization 

bucket is depicted below: 
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Figure A5-3: Capability Gap Bucket Criteria 

CAPABILITY GAP BUCKET CRITERIA 

Full coverece of two Full coverage of Full. coverage of 
or mor9 Tier 1 Rllks one Tier 1 Risk at least two Tier 

2 Risks 
Full coverece of Partial coverage of 
Critical Rllk at least two Tier 1 Partial coverage 

Tier 1 

Risks of one Tier 1 Risk 

Part ial coverage. 
of at least one 
Critical Risk 

Full coverage of 
one Tier 2 Risk 

Part ial coverage 
of two or more 
Tier 2 Risks 

Partial or. full 
coverace of at least 
one Tier 3 Risk 

Partial coverace of 
one Tier 2 Risk 

Capability Gaps placed In the in-between buckets may be prioritized with the Capability Gaps In the Tier 
1-3 buckets based on the Cross-Functionality of the Capability Gap-or based on a consensus within the 
workshop 

After the final prioritization, workshop participants perform a final qualitative review to ensure the results are aligned with 

original intent. 

Session Ill: Finalize Capability Gaps and Prepare for Management Approval 

Part 1: Validate and Finalize- The final session reviews the top priority capability gaps that will continue in the solution develop

ment process .. Each capability gap is validated for accuracy and completeness .. The. recommended solution ownership groups 

that are presented for each capability gap are also be reviewed and verified by workgroup participants and management. 

Output 

Following Session III, the top priority capability gaps are finalized and approved by management. The tasks, standards, and 

conditions of each capability gap ultimately become the initial capability gap requirements for a particular solution. After the 

capability gaps are finalized and approved by management, they are distributed to the appropriate resource(s) (such as the 

R&DWG} for solution development and deployment. 
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11.1 

11.1.1 

11.1.2 

Appendix 6: Taxonomy 

TRANSPORTATION 

The Transportation Systems Sector is comprised of a mult itude of network of transportation systems. Systems 
vary In size and complexity, but all modes of transportation have one element In common; they have defined origin 
and destination points, and the assets that comprise the. systems of interest exist for the sole purpose of facili
tating the flow of either people or products. For. the purposes of this taxonomy, assets. are comprised of nodes 
and linkages. One example of a node is a rail yard; one example of a link is the stretch of rail track that joins two 
rail yards. Hence, users of the transportation portion of this taxonomy must first think in terms of specifically 
defined systems and the flow of either people of products through the defined systems. The individual assets 
provided in this taxonomy, then, are the physical elements that comprise the systems of interest. 

AVIATION 

Assets involved in the aviation Industry 

481 Aviation Conveyances 

Includes all types of aircraft. 

488119. Airports 

Fields for handling aircraft landings and takeoffs. 

!OS 



•• 11.1.2 .1 

11.1 .2 .2 488119 

11.1 .2 .3 928110 

11.1 .2 .4 (488119) 

11.1.3 488111 
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DESCRIPTION 

Certificated Airports 

Airports that hold certificates under Federal regulations (14 CFR Part 139). Includes runways, 
taxiways, apron areas, passenger terminals, baggage handling areas, cargo terminals, mainte
nance facilities, parking lots and garages, customs and immigration facilities (if handling interna
tional flights), and other ancillary service facilities. Using the applicability paragraph of Part 139, 
a certificated airport (11.1.2.1) is defined as "Any airport in any State of the United States, the 
District of Columbia, or any territory or possession of the United States serving any (1) Scheduled 
passenger-carrying operations of an air carrier operating aircraft designed for more than 9. 
passenger seats, as determined by the aircraft type certificate Issued by a competent civil aviation 
authority and (2) Unscheduled passenger-carrying operations of an air carrier operating aircraft 
designed for at least 31 passenger seats, as determined by the aircraft type certificate Issued by 
a competent civi l aviation authority. Included are those portions of a joint-use or shared-use airport 
that are within the authority of a person serv1ng passenger-carrying operations. This does not 
Include (1) Airports serving scheduled air carrier operations only by reason of being designated as 
an alternate airport (2) Airports operated by the United States (3) Airports located in the State of 
Alaska that only serve scheduled operations of small air carrier aircraft and do not serve scheduled 
or unscheduled operations of large air carrier aircraft (4) Airports located in the State of Alaska 
during periods of time when not serving operations of large air carrier aircraft or (5) Heliports. 

Non-Certificated Airports 

Airports that do not hold certificates under Federal regulations (14 CFR Part 139). Includes 
runways, taxiways, apron areas, and other facilities. Using the applicability paragraph of Part 
139, a non-certificated airport (11.1.2.2) is defined as "Any airport with scheduled passenger
carrying operations of an air carrier operating aircraft designed for 9 or less passenger seats or 
unscheduled passenger-carrying operations of an air carrier operating aircraft designed for 30 or 
less passenger seats and includes (1) Airports serving scheduled air carrier operations only by 
reason of being designated as an alternate airport (2) Airports operated by the United States (3) 
Airports located in the State of Alaska that only serve scheduled operations of small air carrier 
aircraft and do not serve scheduled or unscheduled operations of large air carrier aircraft (4) 
Airports. located in the State of Alaska during periods of t ime when not serving operations of large 
air carrier aircraft or (5) Heliports." 

Military Airfields 

Airfields owned and operated by the military. Includes runways, taxiways, apron areas, mainte
nance and other facilities. 

Foreign Airports 

Airports outside the U.S. 

Air Traffic Control and Navigation Facilities 

Includes control centers, radar installations, and communication facilities. 

Facilities that provide Information (e.g., weather, route, terrain, flight plans) for private pilots flying 
Into and out of small airports and rural areas. Also assists pilots in emergencies and coordinates 
search-and-rescue operations for missing or overdue aircraft. 
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•• 11.1.3.4 488111 

11.1.4 

11.1.4.1 

11.1 .4.2 

11.1.4.3 927110 

11.1.5 

11.1.6 

11.2 RAILROAD 

DESCRIPTION 

Other Air Traffic Control Facilities 

Facilities not elsewhere classified or future facilities. 

Space Transportation Facilities 

Military Facilities 

Commercial Facilities 

Spaceports and facilities. for the processing, Integration, and assembly of civilian and commercial 
orbital and suborbital launch vehicles and payloads, launch and recovery operations, and range 
support for civilian and commercial space activities. 

NASA Facilities 

Spaceports and facilities for the processing, integration, and assembly of NASA orbital and subor
bital launch vehicles and payloads, launch and recovery operations, and range support for NASA 
space activities. 

Aviation Sector Command Control Communication Coordination Facllltles 

Facilit ies involved. in providing,. maintaining, or restoring a safe. and secure. aviation system. 
Includes facilit ies such as FAA Air Traffic Control. System Command Center,. National Capitol Region 
Command Center, Transportation Security Operations Center, and NORAD Cheyenne Mountain 
Operations Center. 

Other Aviation Facilities 

where classified. Aviation facilities not else 

Assets involved in rail transportation. 

11.2.:1 48211 Railroad Conveyance 

Includes alt types of train s. 

11.2.:1.1 48211 Freight Conveyance 

Trains that handle the movement of goods from producer to consumer. 

11.2 .:1.2 48211 ce PassengerConveyan 

Trains that handle the movement of people by rail. 
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11.2 .2 .1 48211 

11.2 .2 .2 48211 

11.2 .2 .3 48211 

11.2 .3 48211 

11.2 .3 .2 48211 

11.2 .3 .3 48211 

11.2 .3 .4 48211 

11.2 .4 48211 

11.2 .4 .1 48211 
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DESCRIPTION 

Railroad Rights-of-Way 

Routes along which trains operate. 

Railroad Track 

Includes main line tracks, sidings • switches •. crossovers. 

Railroad Bridges 

Bridges carrying rail traffic. May a lso carry commuter rail traffic and/or road traffic. 

Railroad Tunnels 

Tunnels carrying rail traffic. May a lso carry commuter rail traffic and/or road traffic. 

Railroad Yards 

Areas having a network of tracks and sidings for handling cars. 

Rall Yard - Classlflcatlon 

A rai lroad yard with special facilities to efficiently group rail. cars according to destination 
to facilitate the makeup and breakdown of trains. May have areas adjacent for the loading/ 
unloading of cars. 

Rail Yard - lntermodal 

A railroad yard that Is used specifically for handling the transfer of containers and/or trai lers 
between trains and other modes of transport (e.g., truck, ship). Note Included in this category 
are faci lities that have the label "Inland Port." These facilities, In spite of the label, handle rail
to-road transfers. They are labeled Inland Ports since all traffic moves to and from the facility 
by rail to the marine docks. 

Rall Yard - HAZMAT 

A rai lroad yard that has special facilities for handling hazardous materials. 

Railroad Stations 

Sites along and at t he end of rail lines to which service is provided. 

Railroad Passenger Stations 

Sites along or at the end of rail lines for the boarding of Passengers on trains for either Long 
Distance/Intercity trains or Commuter trains. May Include connections to heavy rail, light rail, 
mass transit, urban rapid transit, buses, or other modes of transport. 
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11.2.5 48211 Railroad Operations Centers 

Facilities to provide operational control of railroads. 

11.2.5 .1 48211 Railroad Dispatch and Operations Control. Center s 

Facilities where railroad personnel monitor and co ntrol the movement of trains. 

11.2 .5 .2 48211 Railroad Communications Centers 

atlons are handled. Facilities and equipment where railroad communic 

11.2 .5 .3 48211 Railroad Signaling Facllltles and Equipment 

Facilities and equipment used to control signals u sed to direct train t raffic. 

11.2 .6 Other Railroad Facilities 

Railroad facilities not elsewhere classified. 

11.3 ROAD 

Assets involved in road transportation. 

11.3.1 

11.3.1.1 (2373) 

11.3.1.2 (488490) 

11.3.1.3 (488490) 

11.3.1.4 (2373) 

11.3.1.5 

Appendix 6: Taxonomy 

Roadways and Supporting Facllltles 

Facilities supporting road tr ans port. 

Roadways 

r motor vehicles. Note: Some roads are designated as part of the 
ork (STRAHNET). 

Highways and roads fo 
Strategic Highway Netw 

Road Bridges 

Bridges carrying road t raffic. May also carry rail and/or pedestrian traffic. 

Road' Tunnels 

Tunnels carrying road t raffic. May also carry rai l and/or pedestrian traffic. 

vice Areas Highway Rest and Ser 

Service facilities attached to highways. 

Road Transportation Support Facilities 

Facilities providing supporting services to road transportation. 

-
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11.3.2.1 484 

11.3 .2 .2 

11.3 .2 .3 532120 

11.3.2 .4 484 

11.3.2 .5 484 

11.3.3 485210 

11.3 .3.1 485210 

11 .3 .3 .2 485210 
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DESCRIPTION 

Trucking 

Vehicles and faci lities related to freight movement by truck. 

Truck Conveyance 

Includes all types of. trucks. 

Truck Terminals 

Facilities operated by a trucking company handle a large number of truck arrivals and depar
tures. Used for handling and temporary storage of f reight pending transfer to other locations. 
In general, freight is stored at a terminal for relatively short periods (e.g., hours, days). 
Less-than-truckload (LTL) terminals have buildings where smaller quantities of freight are 
broken apart and reassembled based on destination. Truckload (TL) facilities handle only full 
truckloads and typically have large open spaces for truck parking and possibly small or no 
buildings. Both LTL and TL terminals generally have truck maintenance facilities. 

Truck Rental Faclllties 

Establishments primarily. engaged. in renting or leasing, without drivers, trucks, truck tractors, 
or semitrailers. 

Truck Dispat ch Centers 

Facilities where communication equipment is located, trucks are dispatched, and fleet opera
t ions are coordinated. 

Truck Operations Centers 

Facilities where communication equipment is located, trucks are dispatched, and fleet opera
tions are coordinated. 

Over-the-Road Motorcoach Syst em 

Bus system providing service principally outside a single metropolitan area and its adjacent 
nonurban areas. Includes both regularly scheduled and charter bus service. Does not include 
urban mass transit bus systems or school bus services, which are classified under mass transit. 

Motorcoach Conveyance 

Includes all types of buses. 

Over-t he-Road. Mot orcoach Passenger Terminals 

Terminals designed to board and unload passengers and luggage. May be a dedicated facility 
(e.g .. in an urban area). or may be a drop-off point (e.g., in a rural area). May have multi-modal. 
facilit ies (e.g., rail, mass transit). 
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11.3.3.4 485210 

11.3.3.5 485210 

11.3.4 485113 

11.3.4 .1 485113 

11.3.4.2 485113. 

11.3.4.3 485113 

11.3.4.4 485113. 

11.3.4.5 485113. 

11.3.4.6 485113 
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DESCRIPTION 

Over-the-Road Motorcoach Facllltles 

Parking and maintenance facilities for buses. 

Facilities where routine and specific maintenance Is. performed on Over-the-Road 
Motorcoaches. 

Over-the-Road Motorcoach Operations Centers 

Facilities where communication equipment Is located, buses are dispatched, and fleet opera
tions are coordinated. 

Over-the-Road Motorcoach Dispatch Centers 

Facilities where communication equipment is located, buses are dispatched, and fleet opera
t ions are coordinated. 

School Bus Systems 

Bus transportation systems for transport of children to and from school and school-related events. 

School Bus Conveyance 

Includes all types of school buses. 

School Bus Routes 

Routes fo llowed by school buses. Usually streets shared wit h other vehicles and pedestrians. 

School Bus Stops 

Stops for loading and unloading children. May be. in a. terminal with connections. to other 
transport modes. 

School Bus Maintenance Facllltles 

Storage and maintenance facilities for school buses. 

School Bus Dispatch Centers 

Facilities where school. bus personnel monitor and. control the. movement of buses. 

School Bus Communication Centers 

Facilities where communication equipment is located and school bus fleet operations are 
coordinated. 

-

-
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11.3.5 Other Road Facilities 

Road transportation facilitle s not elsewhere classified. 

11.4 MARITIME 

Assets involved in the movement of passen gers and freight by water. 

11.4.1 

11.4.1.1 (483) 

11.4 .1 .2 (483) 

11.4 .2 488310 

11.4.2 .1 488310 

11.4 .2.2 488310 

11.4.2.3 488310 

11.4.2 .4 488310 

11.4.3 

11.4 .3.1 

11.4.4 

112 

Vessels 

Includes marine vessels. 

Shallow Draft Vessels 

Vessels with less than 15 ft draft. 

Barges designed to ca rry gaseous materials. 

Deep Draft Vessels 

Vessels with draft equa I to or more than 15 feet. 

Ports 

Facilities designed to dock, load, and unload marine vessels. 

Shallow Draft Ports 

Ports capable of handll ng vessels with drafts less than 15 feet. 

Deep Draft Ports 

Ports capable of handlln g vessels with drafts of 15 feet or more. 

Port Public Access Are as 

Public gathering places in a port, such as parks, fishing piers, dining/shopping sites, etc. May 
have large numbers of people gathered for events. 

Public Access Areas 

Mllltary and Strategic Seaports 

Miiitary and Strategic Deep Draft Ports 

Waterways 

Navigable waterways capable of carrying marine traffic. 
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11.4 .4 .1 

11.4 .4.2 

11.4.4.3 

11.4 .4 .4 

11.4 .4.5 

11.4 .5 

11.4 .5 .1 

11.4 .5 .2 

11.4 .6 

11.5 
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(4832) 

(4832) 

(4832) 

(4832) 

(4832) 

Inland Waterways 

Natural waterways (e.g., rivers, lakes, bayous, estuaries) capable of carrying marine traffic. 

lntracoastal Waterways 

Partly natural, partly manmade waterways providing sheltered passage for commercial and 
leisure boats along the. U.S. Atlantic coast and. along the Gulf of Mexico coast. 

Navigation Locks 

Walled section of a river or canal, closed by water gates at both ends, in which the water level 
can be raised or lowered by means of valves or sluiceways to match the level in the upper or 
lower reach, as desired. When the levels are the same, the water gate is opened to permit a 
vessel to enter or leave the lock. 

Canals 

A constructed channel, usually open, that conveys water by gravity to farms, municipalities, 
etc .. Artificial watercourse of perceptible extent, with a definite bed and. ban.ks to confine and. 
conduct continuously or periodically flowing water. 

Dams 

-
Water retention structures used for irrigation, electricity generation, water supply storage, 
flood control, navigation, fisheries, recreation, sediment and hazardous materials control, or 
mine tailings impoundments. Many dams have multiple uses. 

488330 Ma ritime Supporting Facilities 

Fae llities supporting the operation of marine vessels. 

488330 Navigation Facllltles 

Facilities providing marine navigation. support. 

Emergency Search and Rescue Facllltles 

Facilities equipped to respond to maritime emergencies. 

0th er Maritime Facllltles 

Ma ritime transportation facilities not elsewhere classified. 

MASS TRANSIT 

Mass transportati 
general or special 
transportation. 

on (mass transit) means transportation by a conveyance that provides regular and continuing 
transportation to the public, but does not include school. bus, charter, or sightseeing 

-
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11.5 .1 .1 485119 

11.5 .1 .2 485119 

11.5 .1 .3 

11.5.1.4 

11.5 .1 .5 

11.5 .1 .6 

11.5 .1.7 485119 

11.5 .2 485113 

11.5 .2 .1 485113 

11.5 .2.2 485113 
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DESCRIPTION 

Rall Mass Transit 

Rall mass transit is the system for carrying transit passengers described by specific right-of-way, 
technology, and operational features. 

Rall Transit Cars 

Rall Transit Passenger Stations 

A station on a rail transit line that provides passenger loading and unloading. May be above or 
below ground. May connect with other modes of transport. 

Rall Transit Rights-of-Way 

Includes rail transit track, bridges, and tunnels. 

Rall Transit Yards 

Areas having a network of tracks. and sidings used 
and maintenance of trains. 

primarily for makeup, breakdown, storage, 

ters Rail Transit Dispatch and Operations Control Cen 

ontrol the movement of trains. Facilities where rail transit personnel monitor and c 

Rall Transit Communications Centers 

Facilities and equipment where rail transit commun ications are handled. 

Rall Transit Slgnallng Facllltles and Equipment 

Facilities and equipment to signal trains and direct traffic of trains in transit. 

Bus Mass Transit 

Mass transit operating fixed routes and schedules on streets. shared with. other vehicles and 
pedestrians. 

Transit Bus Vehicles 

Includes bus-vehicles powered by diesel, gasoline, battery or alternative fuel engines 
contained within the vehicle. Can be single unit or articulated. Trolleybus-vehicles propelled 
by a motor drawing current from overhead wires via a connecting pole called a trolley from a 
central power source not on board the vehicle. 

Transit Bus Routes 

Routes followed by transit buses. Usually streets shared with other vehicles and pedestrians. 
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11.5.2.3 

11.5 .2 .4 

11.5.2.5 

11.5 .2.6 

11.5 .2 .7 

11.5 .3 

11.6 

11.6 .1 

11.6.1.1 

11.6.1 .2 

11.6 .1 .3 
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485113 

485113 

485113 

485113 

485113 

PIPELINES 

Transit Bus Terminals 

tral facilities or hubs for buses to load and (Also called bus stations or bus depots.) Cen 
unload passengers. May have connections to other transport modes. 

Transit Bus Stops 

Stops for loading and unloading passengers. May have a shelter. 

Transit Bus Garages 

Storage and maintenance facilities for transit buses. 

Transit Bus Dispatch and Operations Contro I Centers 

r and control the movement of buses. Facilities where transit bus personnel monito 

Transit Bus Communication Centers 

Facilities and equipment where bus communi cations are handled. 

Other M ass Transit Systems 

Mass transit facilities. not elsewhere. classified. 

-

Pipelines for transporting liquids and gases. Includes petroleum and natural gas pipelines (both of which are also 
itemized In the Energy Sector), hazardous chemicals (also Itemized In the Chemical and Hazardous Materials 
Sector), and other liquids and gases. 

486110 

486110 

486110 

486110 

Crude Oil Pipelines 

Pipeline faci lities for the transport of crude oil. 

Crude 011 Pipeline Components 

Lengths of pipeline, interconnections, valves. Includes. above ground, underground, river 
crossings, and other segments. 

Crude Oil Pipeline Pumping Stations 

Stations along the length of a pipeline. Includes pumps, valves, control machinery, breakout 
storage. 

Crude Oil Pipeline Control Centers 

Central control facilities that monitor and operate a pipeline(s). Includes SCADA system 
control centers. 
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11.6.1 .5 

11.6 .2 486910 

11.6.2 .1 486910 

11.6 .2.2 486910 

11.6 .2 .3 486910 

11.6.2.4 486910 

11.6 .3 48621 
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DESCRIPTION 

Crude 011 Storage 

(Also referred to as tank farms.) Facilities used for the storage and/or marketing of crude oil. 
Includes storage tanks, pipes and pumps, control machinery, and other equipment. Does not 
include storage at refineries. 

Crude. 011 Plpellne Hub 

(Also known as a Market Center.) A market or supply area for pooling and delivery of Crude Oil 
where transactions occur to facilitate the movement of crude oil between and among Inter
state pipelines. Transactions can include a change in title of crude ownership, a change in 
crude transporter, or other similar items. 

Petroleum Product Pipelines 

Pipeline facilities for the transport of petroleum products. 

Petroleum Product Plpellne Components and Interconnects 

Lengths of pipeline, Interconnections, valves. Includes above ground, underground, river 
crossings, and other segments. Facilities that link one company to another company to 
transfer products custody or provide emergency transportation service between companies 
This includes facilities such as pipeline segments, valves, or pressure reduction stations. 

Petroleum Product Plpellne Pumping Stations 

Stations along the length of a pipeline. Includes. pumps, valves, control. machinery, breakout 
storage. 

Petroleum Product Plpellne Control Centers 

Central control facilities that monitor and operate a pipeline(s). Includes SCADA system 
control centers. 

Petroleum Product Storage 

(Also referred to as tank farms.) Facilities used for the storage and/or marketing of petroleum 
products. Includes storage tanks, pipes and pumps, control machinery, and other equipment. 
Does not include storage at refineries. 

Natural Gas Transmission Pipelines 

Large, high-volume pipelines. 
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DESCRIPTION 

Natural Gas Transmission Pipeline Components and Interconnects 

Lengt hs of pipeline, interconnections, valves. Includes above ground, underground, river 
crossings, and other segments. Facilities that link one company to another company to 
transfer gas custody or provide emergency transportation service between companies. This 
includes facilities such as pipeline segments. valves, or metering and/or pressure reduction 
stations. 

Natural Gas Transmission Pipeline Compressor Stations 

Stations along the length of a transmission pipeline. Includes gas-powered or electric 
compressors, valves, control systems, and associated equipment. 

Natural Gas Transmission Pipeline Control Centers 

Central control facilities that monitor and operate a transmission pipeline(s). Generally 
includes SCADA system control equipment. 

Natural Gas Transmission Storage 

Facilities for storing natural gas. 

Natural Gas Pipeline Hub 

(Also known as a Market Center.) A market or supply area for pooling and delivery of gas where 
transactions occur to facilitate the movement of gas between and among interstate pipelines. 
Transactions can Include a change in title of gas ownership, a change in gas transporter, 
aggregation of gas supply, or other similar items. 

Natural Gas Receipt/Delivery Metering Stations 

Gas custody transfer metering stations along transmission pipelines. Used to monitor the 
amount of gas that Is transported and to provide quantity measurements for billing purposes. 

Liquefied Natural Gas. Storage (Terminal) 

Facilities that store LNG and regasify it for injection into pipelines. Includes specially designed 
tanks to store the LNG. 

Natural Gas Distribution 

Facilit ies, generally owned by local distribution companies (LDCs), to distribute natural gas to final 
consumers. 

City Gate Stations 

Measuring, custody transfer, and pressure regulating stations. where a natural gas distribution 
company receives gas from a transmission company and where. pressure is reduced and 
odorant is added to meet distribution network requirements. 
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11.6.4 .3 221210 

11.6.4.4 211112 

11.6.5 (483) 

11.6 .5 .1 483 

11.6.5.2 488310 

11.6 .6 48699 

11.6.6.1 48699 

11.6.6.2 48699 

11.6.6 .3 48699 
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DESCRIPTION 

Natural Gas Distribution Pipeline Networks 

The network of lower pressure pipelines that provide natural gas to consumers. 

Natural. Gas Distribution. Control and Dispatch Centers 

These centers control the lower pressure gas distribution system. Includes distribution SCADA 
systems. 

Natural Gas Distribution Storage 

Facilities for storing natural gas for peak shaving and distribution. 

LNG Transport 

Facilities to move liquefied natural gas. 

LNG Tankers 

Specially-designed ships for carrying LNG and maintaining very low temperatures. Generally 
used for Imported LNG. 

LNG Ports 

Port facilities designed to handle LNG tankers. Includes mooring faci lities, loading and 
unloading facilities. Includes specially designed storage tanks. Includes regasification 
equipment to regasify LNG for injection into pipelines. 

Other Pipelines 

Pipelines carrying other liquids or gases. 

Other Pipeline Components 

Lengths of pipeline, interconnections, valves. Includes above ground, underground, river 
crossings, and other segments. 

Other Pipeline Pumping Stations 

Stations along the length of a pipeline. Includes pumps, valves, control machinery, breakout 
storage. 

Other Pipeline Control Centers 

Central control facilities that monitor and operate a pipeline(s). Includes SCADA system 
control centers. 
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11.6 .7 

11.7 

11.7.1 

11.7.2 

11.7.3 

11.7.4 
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48699 Other Plpellne Terminals 

Facilities where multiple pipelines interconnect. May include storage faci lities where material 
being transported is stored temporarily. 

Other. Pipeline Facllltles 

Not elsewhere classified. 

REGULATORY, OVERSIGHT, AND INDUSTRY ORGANIZATIONS 

Organizations that provide technical, operation, pricing, and business oversight and support to the various compo
nents of the transportation system. 

Federal Transportation Agencies 

Federal agencies dealing with transportation including Department of Transportation, Federal 
Aviation Administration; Department of Homeland Security, U.S. Coast Guard, Transportation 
Security Administration, U.S. Army Corps of Engineers, etc. 

State, Local, Reglonal Transportation Agencies 

State, local, and regional agencies that deal with transportation in t heir jurisdictions. 

Transportation Industry Organizations 

Industry organizations that provide industry-wide support. 

Internat ional Transportat ion Organizations 

International organizat ions dealing with transportation issues. 
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1. Executive Summary 

The Aviation Transportation System (ATS) is a vital component of the Transportation Systems Sector, integrally contributing 
to the free flow of people and commerce across the globe. Within the aviation mode, the National Airspace System (NAS). 

international aviation systems. and aviation conveyances and operations serve the United States and its citizens. The significance 

of these. systems. and assets. underscores. the necessity of A.exible, unpredictable, and effi cient aviation security and protection 
programs and processes. Federal, State, local, territorial, and tribal government partners work closely with the private industry 

to develop and implemenL an effective and comprehensive approach to addressing risk w ithin the ATS. The Aviation Modal 

Plan, as an annex to the 20 I 0 Transportation Systems Sector-Specific Plan (SSP), deLails this approach, outlining the goals and 

objectives that aviation modal partners have set, as well as the programs and processes implemented to fulfill them. 

The vision of the ATS, set forth in the Aviation Modal Plan, is to create a secure, resiHenL, and efficient network of airlines, 

other aviation operators, airports, personnel, and infrastructure that ensures the safe and expedient movement of people and 

cargo while protecting the civil liberties of all individuals. The layered risk management approach implemented by aviation 

modal partners utilizes the National Infrastructure Protection Plan (NIPP) risk management framework to. strategically ali.gn 
resources to programs and initiatives with the highest contributions to risk reduction and mitigation. 

This plan serves. as an update to the. 2007 SSP Aviation Modal Plan and as. a reflection of the aviation mode's implementation 

strategy for the security framework outlined in the 2010 SSP Base Plan. The Aviation Modal Plan was drafted and reviewed by 

representatives from the Aviation Sector Coordinating Council (ASCC), Aviation Government Coordinating Council (AGCC). 

relevant government agencies, and other private sector entities. The aviation modal goals and processes outlined in the plan 
represent the collective ambitions and strategy of the aviation modal partners in addressing the unique and complex risk profile 

of the ATS. Ultimately, governmem and private sector aviation modal partners strive to create a system that internalizes a strong 

security and protection culture, embedding best practices and government requirements into day-to-day operations without 

significantly impeding private industry and the traveling public. 

The security and economic prosperity of the United States depend significantly upon the secure operation of its. ATS and safe. 
use of the world's airspace. The vast, open, and interconnected nature of the Transportation Systems Sector and the ATS cre

ates a unique security challenge. Protecting and securing U.S. aviation infrastructure and assets remains a preeminent priority 

among Federal aviation modal partners, who continue to evaluate and update modal risk management approaches. Given the 
ever-changing threat environment, Federal aviation modal partners must continually reexamine the programs and policies in 

place to maximize relevancy and effectiveness. With this in mind, a risk-based approach must be flexible and incorporate all 

relevant entities, resources, and partners. 
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2. Overview of Mode 

The ATS is comprised of a broad spectrum of infrastructure owned, operated, or regulated by public and private sector entities 
both within and outside the United States. The core aviation components are the NAS, international aviation systems, and avia

tion conveyances and operations that serve the United States and its citizens. The mode's. main function is to move passengers 
and cargo. (including mail and consumer. packages) safely and efficiently within and beyond U.S. borders. 

The safety and security of aviation infrastructure are high priorities for the ATS. Guidelines and requirements are developed by 

international, Federal, State, and local authorities. for specific aspects of aviation, passenger, baggage,. and cargo operations. This 

section describes the community of organizations and agencies that share the responsibilities for protecting critical aviation 

infrastmcture and providing for the survivability of the ATS. 

2.1 Vision of Mode 

The aviaLion modal vision is a secure, resiliem, and efficiem network of airlines, other aviaLion operaLors, airpons, personnel, 

and infrastructure that ensures the safe and expedient movement of people and cargo while protecting the civil liberties of 

all individuals. 

2.2 Description of Mode 

The ATS is vitally important to U.S. prosperity and freedoms. Each day, commercial aviation moves. millions of passengers and 

their bags through U.S. airports. In 2008. with regard to air cargo, U.S. air carriers flew 37.l billion revenue-ton miles of air 
cargo - 13.8 billion domestically and 23.3 billion internationally. Historically, general aviation has accounted for more than 

77 percent of all flights in the United States. These various segments of the aviation mode are vital to the economy and to the 

American way of life. 

The NAS is the dynamic network of facilities, systems, services, airspace, and routes that support flights within U.S. air-

space, including Lhe inLernaLional airspace delegaLed Lo Lhe Uniled Slates for air navigaLion services. The Federal Aviation 

Administration (FAA) regulates and operates this system. Specifically, the NAS includes more than 690 air traffic control (ATC) 

facilities with associated systems and equipment to provide radar and communication services; more than 19,800 general avia

tion and commercial aviation airports capable of accommodating an array of aircraft operations; and volumes of procedural 
and safety information necessary for users to operate in the system. In addition, the NAS includes over 11,000 air navigation 

facilities and approximately 13,000 flight procedures. 

The NAS is intricately connected globally through U.S. and foreign air carriers flying to and from international and general 

aviation airports. International aviation partnerships support the safety and security of air travel and commerce. Consequently, 
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regular consultations between international governmental and private sector partners through formal and informal avenues, 
including the International Civil Aviation Organization (lCAO), bilateral and multilateral agreements, and Group of Eight (G8) 
nations,. facilitate the effective operation of the NAS and the global aviation network. 

The basic components of the ATS regulated for security under Title 49 of the Code of Federal Regulations (CFR) arc: aircraft 

operators, air cargo. foreign air carriers, indirect air carriers, commercial airports, general aviation, and flight schools. These 

are categorically included in five sub-modal divisions described in table A2- l. Extensive rules and regulations apply to aircraft 

operations in national airspace and around the globe. U.S. security rules are also extended to those foreign airports and air 

carriers that fly to the United States. 

Table A2-1: Regulated Components of the Aviation Mode 

Air Cargo 

Commerclal Alrllnes 

Commercial Airports 

General Aviation 

Flight Schools 

Air cargo includes property tendered for air transportation accounted for on an air waybill. All accom
panied commercial courier. consignments, whether or not accounted for on an air. wayblll, are. also 
classified. as cargo. The U.S. air. cargo network is made up of over 300 domestic and foreign air. 
carriers, approximately 450 domestic commercial airports, numerous International airports in 98 
count ries, over 4,000 indirect air carriers (freight forwarders), and over a million world-wide shippers. 

Commercial airlines are those that engage in regularly scheduled or public charter operat ions, including 
domestic air carriers and foreign air. carriers flying within, from, to, or over the United. States .. 

Commercial airports are defined as airports with regularly scheduled commercial passenger service or 
public charter operations. There are approximately 450 airports in the United States that are regulated 
under 49 CFR Part 1542 and have Airport Security Programs. 

The general aviation segment of the mode Includes any of approximately 19,000 airports, heliports, 
and landing strips where general aviation aircraft operate including commercial airports as described 
above. General aviation aircraft are all aircraft except those engaged in military or regularly scheduled 
commercial operations. General aviation Includes diverse Industries and operations, including private
use recreational aircraft, business jets, and emergency medical helicopters. General aviation accounts 
for approximately 77 percent of all flights in the United States. 

Flight schools Include any pilot school, flight t raining center, air carrier flight training facility, flight 
instructor, or any other person or entity that provides instruct ion in the operation of any aircraft or 
aircraft simulator. 

Airports, including terminals and supporting facilities, are focal points for multiple transportation modes. Passengers arrive 

via a variety of ground and air conveyances, cargo moves via trucks into and out of the airport complex, and tankers and 

delivery vehicles operate continuously with fuel and other supplies serving the needs of the public and businesses in multiple 

sectors. Dual-use airports serve both mili tary. and civilian functions. Thus, aviation system operations provide a vital artery 

for the functioning of most sectors and for the mobility essential for a resilient economy. These intermodal and cross-sector 

interdependencies create a dynamic and unique threat environment that requires effective collaboration among aviation modal 

partners to meet protection and resiliency goals and objectives. To protect aviation assets, systems, and networks modal part

ners will continue to support and implement multi-modal security enhancements, such as Visible lntermodal Prevention and 

Response (VIPR) team deployments across the mass transit system, which will strengthen coordination in national and local 
surface transportation environments, and also continue to work coHaboratively to expand these programs internationally. 
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2.3 Aviation Modal Partnerships 

A considerable portion of the Nation's aviation transportation infrastructu:re is owned and operated by State, local, and tribal 

governments. These ju:risdictions are. well positioned to address. specific aviation security needs, and preparedness and response 
capabilities. The Slate homeland securily agencies work wilh lhe Federal Governmem lo idemify crilicaJ lransporlation assets,. 

conduct vulnerability assessments, develop security and protection plans, improve situational awareness of the traveling public, 

and train aviation transportation personnel. They also provide primary response and recovery capabilities to address terrorist 

attacks and other disruptive incidents. 

Substantial segments of the Nation's aviation transportation infrastructure are also O\N11ed and operated by private sector enti

ties. As such, an effective aviation resiliency strategy must be supported by a private sector that internalizes a strong security 

and protection culture, embedding best practices and government requirements into day-to-day operations without signifi
cantly impeding private industry and the traveling public. It is the responsibility of private sector owners and operators to 

conduct and execule business conlinuily planning, inlegrale security planning wilh disaster recovery planning,. and aclively 

participate with Federal, State, local, territorial, and tribal governments to improve security throughout the ATS. To the maxi
mum extent feasible and appropriate, Federal departments and agencies also coordinate their activities with other aviation 

modal partners, as well as law enforcement and emergency response agencies to ensu:re unity of efforts. 

2.3.1 Federal Aviation Partners 

As a result of the highly regulated nature of the ATS, Federal aviation modal partners must work closely with government agen

cies and private sector industries iJ1 order to achieve the mode's goals and objectives. Federal responsibilities include, but are not 

limited to: 

• Establishing and enforcing regulations, policies, and procedures; 

• Providing criminal law enforcement support; 

• Idemifying potenlial lerrorist threats and appropriale risk-managed countermeasures; 

• Sharing critical information and actionable intelligence across various domains; 

• Defining and mitigating risks and vulnerabilities on the ground and in the air; 

• Providing overall guidance; and 

• Applying and/or overseeing security measures, to include extensive passenger and checked baggage screening operalions. 

The Federal responsibilities for secu:rity and protection functions apply to non-travelers, travelers and their carry-on items, 

checked baggage. cargo, and aviation industry personnel, including Slaff, vendors, tenants, and flight crews. They impact the 
operation of foreign and domestic airlines, airports, and lhe air cargo. supply chain. Given the diversity of the mode and wide 

range of responsibilities, a number of Federal departments and agencies actively collaborate in securing the ATS. The following 

departments and agenci.es, however, represent the majority of oversight throughout the ATS: 

• Department of Homeland Security (DHS), in accordance wilh National Secu:rity Presidential Directive 47/Homeland 

Security Presidential Directive 16 (NSPD-47/HSPD-16), which directed tl1e development of the National Strategy for Aviation 

Security (NSAS), is responsible for closely coordinating U.S. Government activities encompassing national aviation secu:rity 

programs. This responsibility includes evaluating conflicting procedures, identifying vulnerabilities and consequences, coor

dinating corresponding interagency solutions, and developing a cross-sector risk management approach. 

- Transportation Security Adminiscration (TSA) oversees lhc. secLtrily. of domeslic aircraft operators, foreign air carriers, 
domestic airports, indirect air carriers, and flight scboo.Is; provides and supports enforcement of civil and criminal viola

tions; and cooperates with foreign, State, local, territorial, and tribal governments, airport authorities, and law enforcement 
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agencies, with a special focus on counterterrorism. Intelligence-driven, risk-based strategic, operational, and tactical 
planning and implementation activities ensure the security of aviation operations, airports, and facilities. TSA screens pas

sengers and checked baggage; operates the Nation's. Transportation Security Operati.ons Center (TSOC);. deploys. Federal Air 
Marshals (FAMs); assesses the security of domestic and foreign airports; conducts general aviation stakeholder outreach and 

liaison activities; performs vulnerability assessments of aviation assets;. and provides training, public education, and infor

mation sharing to enhance the proLection of passengers, cargo, and infrastructure. Additionally, teams of Lransportation 

security inspectors, principal security inspectors, and international inspecLors inspect or audit air carrier compliance with 

security programs, standards, and regulations.ISA develops, improves, and promotes transportation security programs, 

processes, and systems worldwide while ensuring achievement of accepted international standards. TSA also supports inter

national aviation security crisis response, capacity building, and management activities; liaises with the Department of State 
(DOS), Department of Defense (DoD), Department of Transportation (DOT), the ICAO, and other international groups; and 

deploys aviation security specialists in response to high-threat situations and global security challenges. 

- Customs and Border Protection (CBP) conducts 24/7 law enforcement multi-domain awareness operations out of the Air 

and Marine Operations Center (AMOC) in Riverside, CA. CBP leverages the Air and Marine Operations Surveillance System 
(AMOSS) and extensive intelligence, detection, monitoring,. and coordination capabilities to make threat determinations in 

the performance of critical counterterrorism and counter-narcotics missions primarily focused on general aviation aircraft. 

In addition, the AMOC creates a common operating picture that Federal, State, and local stakeholders leverage during 

emergency response and disasLer relief effons, including mission tasking during the Atlantic Hurricane Season, CominuiLy 

of Government efforts, or securing the National Airspace for National Special Security Events. 

• Department of Transportation is responsible for the continual operation and safety of the ATS. 

- Fedleral Aviation Administration (FAA) is the Nation's civil aviation authority and air navigation services provider. It 
operates and provides regulatory oversight of the NAS. FAA, in cooperation with DHS and other modal partners, plans 

and implements diverse air traffic and airspace management-related measures to support aviation safety, national defense, 

homeland security, law enforcemem, and incident response. FAA is also responsible for securing manned and unmanned 

NAS facilities and systems. 

• Department ofJustice (DOJ) is responsible for the ground-based tactical response ro hijacking, air piracy, or other terrorist 
threats; the investigation, enforcement, and prosecution of criminal law violations within its jurisdiction that occur in 

the ATS; coordinating Ll1c law enforcement conummiLy; and intelligence collecLion, counterinLelligence, and foreign intel

ligence sharing. 

• Department of Defense is responsible for deterring, defending against,. and defeating aviation threats to the United States 

and its global interests; airborne response and resolution of nation-state threats within the ATS; and the operational response 

to actual or potential airborne threats i11 U.S. airspace or Lhe air approaches to the United States until the threat has either 

been resolved or defeated. 

• Department of State is responsible for coordinating U.S. Government initiatives that involve foreign governments and inter

national organizations, including regi011al aviation security cooperation. 

• Department of Commerce (DOC) is responsible for providing aviation industry and trade policy expertise in both inter-

agency policy efforts and international negotiations. 

Federal departments and agencies represent a segment of the aviation mode. The large volume of cargo and number of passen
gers flying into the United States from overseas via aviation assets increases the importance of strong partnerships at the Federal 

level with international and domestic aviation partners. Foreign governments, State and local law enforcement, and passengers 

play key roles in the multi-layered protective posture that has significantly enhanced aviation security from where it stood 

on September 11, 2001. These collaborative parmerships arc integral in ensuring the safety, protection, and prosperity of the 
individuals, businesses, and organizations tbaL rely on Lhe ATS every day. 
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2.3.2 Aviation Modal Partnership Framework 

The Transportation Systems Sector-Specific Plan (SSP) describes the sector's partnership model, which provides a collaborative 

mechanism for the development of processes, policies, plans, and .reports for the protection and resiliency of critical transporta

tion infrastructure, passengers,. and cargo. The ATS applies. the sector's parmership. model, and other means, to incorporate the 
views of a wide range of public and private partners in its policy determinations. Specifically, several committees were formed 

under the Critical Infrastructure Partnership Advisory Commiuee (CIPAC) to focus on protecting critical aviation infrastructure 

in the Transportation Systems Sector. These include the: 

• Aviation Government Coordinating Council (AGCC): composed of representatives of government agencies, including: TSA, 
FAA, the OHS Office of Infrastructure Protection (IP), the Federal Bureau of Investigation (FBI), DoD, and the National 

Association of State Airline Officials (designated State government officials). 

• Aviation Sector Coordinating Council (ASCC): composed of representatives of the owners and operators. of critical trans

portation infrastructure including: Aerospace Industries Association; Air Transport Association; Air Carrier Association of 

America; Airport Consultants Council; Airports Council International - North America; American Association of Airport 
Executives; Aircraft Owners and Pilots Association; National Air Carrier Association; National Business Aviation Association, 

Incorporated; and Regional Airline Association. 

In addition to the ASCC and AGCC. which were established under the CIPAC framework. partner engagement within the avia

tion mode is bolstered through the Aviation Security Advisory Committee (ASAC). The ASAC was formed under the authority 
of the Federal Advisory Committee Act to permit non-Federal entities to advise the Federal Government about aviation security 

policies and practices in an open and lransparent forum. ASAC membership is comprised of representatives of aviation modal 

owners and operators, labor organizations, and the general public. 

Internationally, several Federal departments and agencies represcm the United States in numerous multilateral venues in order 

to achieve our homeland security objectives and to harmonize security standards. These forums help lo standardize national 

aviation security efforts to collectively improve the mode's global risk profile. 

National and global situational awareness has improved through collaboration among aviation modal partners, including U.S. 

and foreign governments. This has been achieved through tools that integrate intelligence, surveillance, reconnaissance, flight 
and other aeronautical data, navigation systems. and other operational information. To ensure effective and coordinated action, 

domain awareness information must be available at the appropriate classification level to agencies across the U.S. Government, 
local government, industry partners, and. the international community. Aviation modal partners continue to enhance the capa

bilities of current information systems and to develop new capabilities and procedmes that locate and track aviation threats and 

illicit activities. These efforts are integral to the risk mitigation strategy within the ATS. 

2.4 Risk Management 

Risk management has increased in importance throughout the ATS over the years. As a result, changes have been made Lo 
develop risk-informed, decisionmaking approaches to determine the programs and processes necessary to achieve the aviation 

mode's goals and objectives (explained in more detail in section 3.1). Achieving these goals and objectives relies heavily on 

the cominued partnership between government and industry, with a clear focus on implementing efficient and effective risk 

mitigating measures. 

2.4.1 Risk Profile 

The security and economic prosperity of the United States depend significantly upon the secure operation of its ATS and safe 
use of the world's airspace. The vast nwnber of daily aviation operations worldwide that involve U.S. assets creates an attrac

tive target for terrorists. Terrorists, criminals, and hostile nation-states have long viewed the ATS as a target for attack and 
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exploitation. However, the risk profile of the ATS is constantly changing, and risk mitigation efforts evolve simultaneously. 
Aviation modal partners utilize timely information-sharing products in order to continually reevaluate countermeasures to 

ensure that risks. are thoroughly and efficiently managed. 

A significant threat ro the ATS, and a cenual focus of Federal aviation security efforts, is the potential for terrorist infiltra

tions and attacks. The United States faces an enduring, complex, and adaptive enemy, and it is incumbent upon the Federal 

Government and other aviation stakeholders to remain vigilant in dealing with this threat. 

The ATS is a global enterprise with distributed infrastructure and multiple access points. These characteristics have enabled the 

system m quickly achieve a global reach, with ease, to users around the world. These same characteristics, however, also enable 

terrorists to achieve mass casualties and significant economic damage via attacks on or using the ATS. 

The aviation mode has also focused on developing countermeasures to address specific risks in the cyber realm. Cyber systems 

are an integral part of the aviation mode, contributing to the efficient operation of the NAS, airport and air. cargo facilities, and 

airline systems. As noted in the NSAS and its seven supporting plans, OHS, DOT, and DoD continue to develop and enhance 

technological and procedural measures to detect, prevent, respond to, and recover from physical and cyber-based attacks on 

the ATS's critical infrastructure. A concerted, well-orchestrated attack on any modal cyber network could cause considerable 

disruption mode-wide, on both the national and international scales. This criticality necessitates the inclusion of cyber threats, 
vulnerabilities, and consequences in the overall analysis of day-to-day sector risk. 

Threats focused on the ATS can be analyzed in two broad categories: by originator and by targets and tactics. There are two 

main originators of threats: terrorist groups and common crimjnals. 

Terrorist Groups. The terrorist tlueat to I.he ATS has morphed over the years as intentions and capabilities of individual ter

rorists and their affiliated organizations, in some cases change. Terrorist groups are adapting to aviation countermeasures in 

multiple ways, including modality of planning, complexity of potential attacks, and methods of attack execution. 

One difficulty in coLmtering terrorist threats to the ATS is that terrorists may use the same tactics, techniques, and methods 

pioneered by common criminals. These tactics enable terrorists to counter immigration, customs, and border security measures 

to move people and material in order to execute an attack. They may deploy in regions of political and economic instability 

where aviation law enforcement is stretched thin or readily corruptible. They may be able to bribe officials, use forged fraudu
lent documents, and/or make illegal transactions to hide their true intentions. Terrorists may use unsecured air transporta-

tion routes to transport arms, explosives, or operatives clandestinely to safo havens, training sites, or auack-staging locations. 

Ultimately, terrorists may use these access points and routes to transport more dangerous cargo, including weapons of mass 
destruction (WMDs) and their associated components. 

Criminals. Criminals, including individuals and groups, use the ATS ro pursue objectives that are illegal under U.S. law or 

international convention. These include potentially violent domestic groups and individuals who have both extensive knowl

edge of aviation assets, systems,. and networks and a demonstrated expertise in manufacturing and employing targeted-attack 
techniques, including improvised explosive devices (IEDs). While the motives of criminals differ from those of terrorists, other 

aspects of their operations are sufficiently similar that many countermeasures will be effective against both. 

2.4.2 Aviation Threat Categories 

There are three primary categories of threats to the ATS arising from both criminal and terrorist actors: 

• Aircraft as a target and/or weapon, 

• ATS infrastructure as a rarget, and 

• Hostile exploitation of cargo. 
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Threats to and from Aircraft. Several categories of aircraft are susceptible to being attacked, or to being used to attack other 
taigets. Historically, large passenger aircraft have been al greatest risk of attack because adversaries perceive such aircraft as 

having great potential to inflict catastrophic damage. and such an attack as. being likely to. disrupt the ATS. Aircraft have been 

the primary target of attacks in the past, and have used as. weapons, with the intention of disrupting American prosperity and 

freedom. Terrorists may also attempt to use large all-cargo aircraft as weapons to attack ground-based targets. 

Similarly. terrorists may use small aircraft as weapons to attack other targets. Due to their size, small aircraft are relatively unat

tractive as targets, but certain Lypes of aircraft, in particular fast general aviation aircraft with trans-continental range, may be 

of interest to terrorists planning on attacking critical infrastructure. Additionally, transnational criminal elements employ small 
aircraft to conduct illicit activities in the ATS, including smuggling people and contraband. 

Threats to ATS Infrastructure. Reported threats to ATS infrastructure are few in nwnber. In part, this is due to the relatively 

low public profile of ATS infrastructure, the robustness and resilience of Lhese systems, and the Nation's capacity to recover 

rapidly from an auack thus limiLing the psychological or economic impact of an auack. 

Terrorists could target passengers, as well as the infrastructures at airports, by placing explosives near or inside passenger facili

ties. Such a technique may be particularly effective at multi-use airports, such as those combining commercial and military 

operations or commercial and general aviation operations, where unrelated security authorities and dissimilar security proce
dUieS co-exist. A Vehicle-Borne Improvised Explosive Device (VBIED) was used in the 2007 attack at the Glasgow International 

Airport and in the 2010. attempted attack by Faisal Shahzad in Times Square,. New York City.. VBIEDs remain a viable,. destruc
tive, and lethal means of targeting ATS infrastructure. In 2007, New York Police thwarted a plot to attack a fuel storage and 

pipeline infrastructure serving John F. Kennedy Airport. 

The aviation mode has also focused on specific risks in the cyber realm. Cyber systems are an integral part of the ATS, contrib

uting to the efficient operation of the NAS, airport and air cargo facilities, and airline systems. A concerted, well-orchestrated 

auack on any modal cyber network could cause considerable disruption, mode-wide, on both the national and international 
scales. This criticality necessitates the inclusion of cyber threats, vulnerabilities, and consequences in the overall analysis of 

modal risk. 

Threats from the Hostile Exploitation of Cargo. The air-caigo industry is highly dynamic and encompasses a wide range of 

users; characteristics which expose it to exploitation by terrorists. Many users, ranging from express consignment carriers that 

operate complex sorting operations. at major hubs for time-definite cargo delivery to. small regional carriers that move high

value cargo or service rural areas, are highly regulated. Enhanced security measures have reduced both the risk of stowaways 

and the introduction of explosives into cargo; however, cargo systems remain vulnerable to exploitation. 

The attacks of September 11, 2001, the Heathrow liquid explosives plot of August 2006, and the December 25, 2009 terrorist 

incident on Northwest flight 253 are reminders of the threats facing aviation and the malicious intent of adversaries. These 

events have significantly elevated the level of public concern for securing and protecting the ATS. 

2.4.3 Aviation Modal Risk Assessment Process 

Security risk in the ATS, as throughout the Transportation Systems Sector, is a function of threat, vulnerability, and consequence 

(See chapter 3 of the SSP Base Plan). A risk assessment is a product or process which collects and evaluates information and 
intelligence, and yields a risk score to inform priorities, develop or compare couises of action, and inform risk-based deci

sionmaking. To evaluate risk across the modes, the sector uses a process (as detailed in chapter 4 of the SSP Base Plan) which 

engages collaborative teams. of government and private sector risk management professionals and security experts from each 
transportation mode .. The Transportation. Systems Sector Security. Risk Assessment (TSSRA), completed in early 20 I 0, leveraged 

the specialized experiences and backgrounds of experts, in conjunction with results and findings from risk methodologies and 

assessments throughout DHS. The TSSRA method employs an analytical framework with rigorously applied business processes 
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to facilitate transparent, defensible comparisons across the modes of transportation. However, aspects of the TSSRA were tai
lored for specific modes, including aviation, and adapted critical details to the risk profiles of each. 

Within the TSSRA framework, the Aviation Modal Risk Assessment (AMRA) incorporates relevant threat, vulnerability, and 

consequence data to prioritize risks LLnique lo the aviation mode. In conducting the AMRA, the values for these factors arc 

determined by risk management professionals and security partners throughout the ATS. Given the continually evolving nature 

of the threats, hm1dreds of risk-based scenarios are used in the AMRA process. These threat scenarios are based on historical 

terrorist events and current intelligence streams to ensure relevancy and accuracy. 

Once developed, the scenarios provide a framework for estimating the human, economic, physical, and psychological impacts 

of an incident. These are a function of unresolved vulnerabilities, and provide a consequence score for each scenario. The com
bined threats, vulnerabilities, and consequences inform the protection priorities and risk mitigation efforts that the mode must 

consider. Priorities and resources can be more effectively aligned with relevant and timely risk assessment information. 

2.4.4 Risk Management Analysis Process 

TSA has also partnered with industry to create the Risk Management Analysis Process (RMAP), an innovative risk evaluation 
method that uses an agent-based, Monte Carlo simulation model to provide insights for security countermeasure invest-

ment decisions. RMAP supports the aviation mode by using subject mauer expenise to produce insights on risk reduction 

and economic impacts associated with implementing countermeasures. RMAP addresses the high degrees of complexity and 

uncertainty, the continuous adaptation of the adversary, and the dynamics of individual risks. Additionally, RMAP provi.des 

sector leadership the ability to assess changes to risk, analyze com1termeasures, and prioritize and evaluate alternatives to make 

risk-informed decisions. RMAP also fulfills the requirement for ISA to have a structured risk-informed decisionmaking process, 

as stipulated by the U.S. Government Accountability Office (GAO), Congress, and DHS. 

2.4.5 Risk Mitigation Strategy 

In order to improve the protection and resiliency of aviation infrastructure, the mode applies a layered approach Lo risk reduc

tion programming. This layered strategy features risk mitigation activities that address vulnerabilities by involving multiple 

jLLrisdictions, overlapping technologies and processes, and increasing surveillance and screening on approach to critical nodes 

in the ATS. The coordinated participation of government authorities and private sector security personnel in infrastructure 

protection and emergency response provi.des. the multi-jurisdictional. layering deemed essential to efficient risk management. 
Ultimately, the effectiveness of this layered risk mitigation strategy is also enhanced by an alert, aware, and informed 

traveling public. 

During risk assessments, vulnerabilities are identified and analyzed to determine if programs should be developed to reduce 
those vulnerabilities, and thereby reduce the overall risk. For example, a security awareness vulnerability might be addressed 

through a set oflayered training initiatives including entry level, from-line, and security force training conducted through 

online, classroom, and exercise venues. A broad range of programs and initiatives ensures that risk mitigation efforts are com

prehensive and adaptive to the constantly changing risk profile. A notional map of the layering approach in the aviation mode is 
depicted in figure Al-2. 
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Figure A2-1: Layered Approach to Aviation Security 
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The specific programs and processes developed to mitigate identified risks in the ATS are further explored in section 3 in order 
to achieve the aviation mode's goals and objectives. 
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3. Implementation Plan 

3.1 Goals, Objectives, and Programs/ Processes 

The Transportation Systems SSP process for. identifying sector goals reflects the collaborative approach of the entire SSP develop
ment process, as directed by HSPD-7. The Transportation Systems Sector goals presented in the Base Plan represent the consen

sus of the sector's partners. To achieve long-term success in securing the Aviation Transportation System, the sector goals will 

need to be seamlessly integrated into a risk-informed decisionmaking framework. The following programs are used to illustrate 

how the goals and objectives in the Aviation Transportation System are being met. This section does not represent a compre

hensive list of programs and processes, and many programs may fulfill multiple goals and objectives. Appendix 1 to this plan 

lists some of the key aviation programs. 

3.1.1 Goal 1: Prevent and Deter Acts of Terrorism Using or Against the Transportation System 

Objectives 

• Implement flexible, layered, and unpredictable security programs using risk management principles. 

• Increase the vigilance of travelers and transportation workers. 

The Federal Government, in cooperation with its modal partners, continues to work within the changing threat environment 

to identify and mitigate potential threats and risks to the ATS. At the heart of this challenging endeavor is a comprehensive 

strategy based on risk management principles. This strategy blends and layers complementary elements such as innovative 
programs, emerging technologies, and operational practices, including unpredictable deterrents, that are flexible and adaptive 

to the constantly changing environment. Aviation modal partners will continue building on their successes in implementing 

this strategy, while augmenting it with cross-modal outreach efforts aimed at increasing the vigilance of travelers and transpor

tation workers, therefore leveraging them as force multipliers. Outreach, in cooperation and coordination with FAA, DoD, DO], 

and key modal partners, is a key factor in maintaining vigilant domain awareness to protect the United States from threats in 

the aviation domain. 

Risk Management 

The aviation mode risk management approach applies the principles in the Base Plan to systems-based and asset-based risks and 
serves as the foundation of the implementation plan. The approach builds on the aviation risk profile, develops the standards 

and criteria for a common, relevant operational picture to aid stakeholders to make effective decisions, and generates a portfo

lio of alternative management strategies that reduce aviation vulnerabilities and improve system resiliency. Risk management 

includes key factors in the decisionmaking environment, such as executive, legislative, budgetary, and industry concerns, and 

serves to inform the prioritization process, so that threats can be effectively managed. 
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Operational Practices 

Aviation modal partners will continue to enhance aviation security through intelligence-driven and risk-based operations, 

programs. processes, and procedures that are flexible, layered, and Ltnpredictable to deter, prevent, and detect threats. Such 

successful programs as the random deployment ofVIPR Teams at airports, Federal Air Marshals (FAMs) onboard flights, and 

Federal Flight Deck Officers (FFDOs) in cockpits augment the deterrents served by passenger and baggage screening conducted 
by. Transportation Security Officers (TSOs) and canine teams. The implementation of programs such as. Security Evolution and 

Playbook reAects a strategic shift from operations based on Standard Operating Procedures and concentrating on objects to 
an intelligence-based, risk-driven approach that emphasizes anticipating and recognizing anomalous behavior, situations, and 

objects through skilled human engagement. 

To adapt to the ever-changing threat environment, aviation modal partners will continue to expand these programs through 

increased deployments, enhanced detection and awareness skills, and the leveraging of technologies. Additionally, a Federal 

initiative seeks to increase the presence of armed law enforcement officers and canine teams at airport screening checkpoints. 
These teams will work with Federal, Stare, local, and tribal security and law enforcement officials to supplement existing 

security resources and provide deterrent presence and detection capabilities. Federal, State, and local Law Enforcement Officers 

Flying Armed (LEOFA) serve as force multipliers. All officers who Ay armed are required to take a LEOFA training course. The 

increased and consoli.dated law enforcement presence will enhance prevention, protection, and response capabilities across 
critical aviation physical infrastructure and foster closer collaboration among law enforcement agencies. 

One of the most significant layers of security stems from an Implementing Recommendations of the 9/11 Commission Act of 

2007 (9/ 11 Act) requirement to screen JOO percent of cargo on passenger aircraft. The implementation of the Certified Cargo 

Screening Program (CCSP), a voluntary, facilities-based program, will continue to enlunce the resiliency of cargo movemem 
along several nodes of the supply chain. TSA works collaboratively with private industry to minimize the impacts of cargo 

screening requirements on passenger air travel and stakeholders. As standard security programs to support the CCSP are imple

mented, more Certified Cargo Screening Facilities (CCSFs) along the supply chain will be created. Mandated inspections and 
oversight of CCSFs al low the mode to decrease the threat of explosives being introduced into cargo. 

Traveler and transportation worker vetting programs are another important component in reducing terrorism risks. Aviation 

modal partners have long recognized the safety and security role of vetting workers' backgrounds and are working to modern

ize and consolidate the information technology infrastructure for enrollment, vetting, and credentialing services. Providing 

LEOs and aviation personnel with biomeuic cards and the associated technologies that work with the vetting programs would 

serve to strengthen idenlification and access comrol to critical infrastructure of the ATS. Furthermore, recognizing that exploi

tation of trusted positions and information could jeopardize security, the Insider Threat Mitigation Program will identify and 
resolve illegal activities or crimes perpetrated from within the transportation workforce. 

Passenger vetting through TSA's Secure Flight and CBP's Advance Passenger Information System (APIS) significantly enhance the 

security of domestic and international commercial air. travel through the use of improved watch list matching. These programs. 

support the goal by conducting uniform prescreening of passenger information against Federal Government watch lists for 

domestic and international flights into, out of, within, and over the United States. To promote efficient passenger vetting and 

minimize unnecessary inconveniences to the traveling public, TSA relies on the assistance of aviation modal partners to review 

the criteria for terrorist watch lists and to enhance the Transportation Security Redress programs. This will streamline Lraveler 
vetting by increasing accuracy of positive hits and decreasing misidentified travelers. 

Outreach 

Another important component of the strategy is keeping aviation workers,. stakeholders,. and the public aware of security efforts 

tlirough the use of programs like the GA Secure Hotline and the Air Cargo Watch Program, that directly support the objective 

of increasing the vigilance of travelers and transportation workers. The ATS will continue its GA Secure Hotline as a centralized 
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reporting system. The GA Secure Hotline is designed to educate GA airport managers, users, tenants and aircraft owners/opera
tors on security measures, best recommended security practices, as well as provide a single government entity to report suspi

cious and security. related activities. The ATS and private industry partners will continue to. develop marketing and promotional 
materials that will be distributed to 650,000 general aviation airport and aircraft operators, including pilot groups and indi

vidual pilots. These outreach activities include stakeholder information sharing and public announcements within the ATS and 

other means of communicating to the public how lo prevent a security incident and how to respond should an cvem occur. An 

example of such an activity is the "If You See Something. Say Something" campaign that empowers travelers to become force 

multipliers to keep travelers safe. Increasing awareness and vigilance of both travelers and transportation workers allows for 

additional ]ayers of security to deter and detect threats to aviation assets, systems. and networks. 

3.1.2 Goal 2: Enhance the All-Hazard Preparedness and Resilience of the Aviation Transportation System to 
Safeguard U.S. National Interests 

Objectives 

• Continually identify and assess critical aviation infrastructure using the risk management framework. 

• Analyze infrastructure assessments and focus efforts to mitigate risks and to improve overall network survivability. 

• Identify. capacity. or technology gaps in protection and prevention respome capabilities necessary for the expeditious recovery 

of critical systems. 

• Develop aviation modal processes to determine critical cybcr assets, systems, and networks and to identify and implement 

measures to address strategic cybersecurity priorities. 

To continue to improve the Aviation Transportation System's comprehensive risk posture, TSA, FAA, and other Federal aviation 

modal partners will conrinue to focus on activities that not only manage risk, but also enhance resilience in the system, includ

ing activities focused on prevention, preparedness, and the ability of the net work to recover quickly from an incident. Building 

preparedness and ensuring resilience in the ATS rests on using a risk management approach to identify network vulnerabilities, 

leveraging the results of risk management activities to identify capability or. technology gaps, and developing security plans to 

address any identified gaps. Security planning should be aligned across the ATS to effectively create an integrated. synergistic, 

system-wide strategy. 

Risk Management 

TSA. FAA, and other Federal aviation modal partners have developed and implemented a comprehensive risk management 

framework. Risk management tools comprise an important component of such an approach. For example, the primary secu
rity. risk management tool used in TSA is AMRA,. formerly referred to. as the Air Domain Risk Assessment. AMRA's baseline 

risk assessment includes. both domestic and international aviation assets,. systems,. and networks. As described in section 2.4.2,. 

AMRA is the aviation component of TSSRA, the comprehensive cross-modal assessment that uses a scenario-based assess
ment of the threats, vulnerabilities, and consequences associated with each mode of transportation, as well as an integrated 

look across all the modes of transportation. AMRA meets the requirements of specific risk actions for the National Strategy for 

Aviation Security (NSAS), specifically action items of the Air Domain Surveillance and Intelligence integration (ADSII) and the 

Aviation Transportation System Security (ATSS). 

TSA will leverage AMRA to continue developing the qualitative and quantitative approaches to mitigate risks and improve over

all network survivability. As the primary tool used to assess and rank risks, AMRA uses risk assessments to provide descriptions 

of the risk-based priorities for securing threats. Identifying and prioritizing the greatest aviation security needs >vill help inform 

the allocation of resources within the ATS. 
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Moreover, key components of the ATS are complemented by redundant systems, reserve capacity, and traffic routing alternatives 
that provide significant system resiliency in the present state. Compliance and assessments, both voluntary and required, are 

an important component of measuring system resiliency to security threats. Explained more in section 3.2.3, these processes 
are conducted by TSA and FAA inspectors domestically and internationally. One comprehensive si.te assessment conducted by 

DRS with DOE participation reviews. control systems throughout the critical sectors, including within the ATS. In this process, 

subject matter experts evaluate current risk mitigation practices, assess relevant threats, and recommend operational changes at 

facilities to enhance risk management efforts. This program is continually expanding its private sector exposure to engage with 

a wide range of private and industry aviation modal partners. The cumulative results of these assessments, surveys, and inspec

tions yield more specific information about risk mitigating activities to determine the effectiveness of ongoing initiatives or to 

identify gaps in protection and resiliency targets. 

Gap Analysis 

Aviation protection initiatives are derived from formal or informal assessments of threats and risks to the ATS. These assess

ments enable the mode's security and protection officials to identify shortcomings or gaps in current protective measures 

or gaps where needed capabiHties a.re not in place. These vulnerability and capability gaps describe shortfalls in equipment, 
processes, procedures, or technologies that are deemed necessary to counter threats, enhance protection and resilience, and 

facilitate recovery. 

TSA, its security partners, and the IC continuously monitor intelligence for patterns, trends, indications, and warnings of 

threats to the ATS. Threat information and vulnerability assessments are analyzed to understand how the threats might be suc
cessful given the type of countermeasures in place and their effectiveness. TSA will use a newly developed simulation model. 

the Risk Management Analysis Tool (RMAT), to evaluate risks in airport.s. The tool will allow different threat scenarios and 

existing or proposed coumermeasures to be evaluated. While the tool's primary purpose is LO analyze effecLiveness of proposed 

countermeasures, it also may be used to identify vulnerabiJities where more detailed analysis is indicated. 

Terrorists seek ways to thwart security measures and to exploit weaknesses or gaps in the layers of aviation security. 
Vulnerabilities might be related to the absence of, or the ineffective functioning of, a protection program or to the lack of a 

technological capability. TSA and DHS conduct covert testing of airport security operations to identify vuL1erabilities in proce
dures, detection capabilities, and training. TSA, the FAA, and other protection partners also assess gaps through several other 

approaches such as formal and informal gaming. methods, "red teaming," and exercises. For example, DHS. and the Department 

of Health and Hmnan Services conducted a series of exercises, including a full-scale mock-up exercise, at selected airports to 

train for and test health screening procedures in the evem of a pandemic outbreak outside United States. The results allowed 

ana]ysis of such integral issues as outreach and communication to non-English speaking communities and proper planning for 
at-risk populations. 

Vulnerabilities attributed to the lack of technology capabilities, such as vetting and credentialing capabilities, are evaluated 
through TSA's Capability Gap Process and refined for consideration th.rough a deliberative project development, prioritization, 

and resourcing process managed by the DHS Office of Science and Technology. 

Planning 

Protecting the security of the American people is a continuing commitment that requires wide-ranging planning to address 

security challenges. The better prepared the ATS is in advance, the better il can respond to crises, whether they are terrorism or 
manmade. A pla.nning system is an evolutionary process that is able to transform strategic guidance and policies into strategic, 

operational, and tactical plans. This effort requires a planning capability, which consists of planners, processes, and procedures 

to address multi-faceted challenges across the spectrum of operations in preparation for effectively preventing, responding to, 

and recovering from incidents. 
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TSA achieves this capability through deliberate planning accivities. TSA has developed and implemented the Incident 
Management Framework which is consistent with guidance derived from the National Incident Management System and the 

National Response Framework (NRF), as updated in 2008. The Incident Management Framework establishes TSA incident 
management operations and the concepts, principles, plans and specific procedures that provide for a rapid and effective TSA 

response to any incident or threat affecting the Nation's transportation sector,. or in support of a broader effort under the 

NRF. ISA coordinates high-profile special evems and ensures all activities are fully coordinated with DHS, Federal Emergency 

Management Agency, and other Federal agencies. 

The National Preparedness Guidelines describe a coordinated approach to all-hazard incident management planning across 
Federal, State, local, tribal, territorial, and private sector entities; however, aviation modal partners have historically developed 

contingency plans independently. While exercises help to achieve unity of effort among aviation modal partners, more deliber

ate activities should be explored to develop integrated planning processes that include all jurisdictional levels of governmem 

and private industry to enhance system resiliency. 

Cybersecurity 

Cyber systems, including air traffic control, tracking, and communication systems needed to support commerce, provide a 

fundamental capability in keeping the Nation's transportation system safe and operational, especially given growing foreign 
dependencies. The cybersecurity objectives for the mode are lo Lmderstand the risks associated with the cyber component of 

critical infrastructure within the ATS, to share that information with aviation partners as a part of the overall risk management 

and decisionmaking process, and to develop countermeasures and programs to address the growing threats. Additional respon
sibilities include, but are not limited to, identifying best practices. and standards. across the mode and in other sectors,. sharing 

threat vector data with partners, and supporting the development of cyber metrics. 

Federal agencies must meet Federal Information Security Management Act requirements. to secure cyber sys.terns from internal 

and external threats .. These initiatives. include protecting Federal-private information-sharing linkages. Cybersecurity in the 

aviation industry is the responsibiliry of individual aviation service providers. A collaborative effort involving aviation protec
tion partners has been engaged through the Transportation Systems Sector's Cybersecurity Working Group (TSS CWG). In order 

to achieve this objective, the working group is implementing the risk management framework to identify cyber risks, prioritize 
those risks, develop protection solutions and architectures to mitigate those risks, and build a governance process to assure 

those mitigations are correct and that new risks. are continually addressed. 

Specific actions in the NSAS require the development of technologi.cal and procedural measures to address cybersecurity attacks. 
DHS, DoD, and DOT are conducting a comprehensive risk assessment and are developing a research, development, testing, and 

evaluation program to address cyber,. radio frequency, and electromagnetic pulse attacks. These interagency activities. will align 

with FAA's Joint Planning and Development Office (JPDO) Next Generation (NextGen) Air Transportation System (NGATS) 

enterprise architecture and concept of operations. By maintaining alignment, DOT, DHS, and DoD joimly ensure a cost effec
tive and consistent evolution and implementation path of these aviation security programs. 

Other actions in NSAS involve the development of additional security measures in the NAS infrastructure. Security incident 

reporting and response is managed al the FAA enterprise level by the FAA Cyber Security Incident Response Center and within 

the Air Traffic Organization by the Security Information Group. The latter organization provides real-time NAS cybersecuri.ty 

risk management capability through event and intelligence fusion. These procedures are essential to ensuring a secure operat

ing environment within the aviation community. 

Federal avi.ation partners also work closely with the DHS National Cyber Security Division (NCSD) to continually evaluate cyber 
risks to the mode. Specifically, ISA and FAA participate in the Cross-Sector Cyber Security Working Group (CSCSWG), whose 

membership includes a wide variety of Federal, State,. local government, and private sector cybersecurity experts. This working 
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group facilitates the sharing of information on best practices, lessons learned, common vulnerabilities, prevailing threats, and 
mitigation strategies across sectors. 

3.1.3 Goal 3~ Improve the. Effective. Use of Resources for Transportation Security 

Objectives 

• Align aviation modal resources with the highest priority protection and resiliency needs using both risk and economic analy
ses as decision criteria. 

• Promote aviation modal participation in the development and implementation of public sector programs for asset, system, 

and network protection. 

• Ensure coordination and enhance risk-based prioritization of aviation security research, development, test, and evaluation 

(RDT&E) efforts. 

• Coordinate policy and minimize duplication of efforts by Federal, State, and local government agencies to improve aviation 

safety and security. 

Protecting the expansive Aviation Transportation System is a complex endeavor that requires many trade-offs among finite 

resources. The aviation system's partners must therefore continually ensure that resources are adequately allocated and effi

ciently utilized. Therefore, improving the effective use of resources is a key component of the implementation plan. Aligning 

resources in an effective and efficient manner will be accomplished through a comprehensive approach, leveraging perfor

mance management that uses both risk and economic analyses, coordinates among modal partners and government agencies, 

and significantly enhances research and development efforts. Criteria for selecting critical assets, networks. and systems con

tinue to evolve and improve to define the scope of risk management activities within the ATS. Critical aviation infrastructure 
identified through the risk management process is prioritized to allocate resources effectively throughout the ATS. 

Performance Management 

Performance management-with respect to risk-reduction activities for all types of hazards-involves the ability to assess the 

collective impacts of the protection and resiliency activities of all aviation modal partners including our international partners. 

The Federal modal partners, TSA and FAA in particular, have extensive measurement initiatives to provide agency-specific data 

about program implementation, operations, and effectiveness that inform managemem decisions within the administration 

and in Congress. Process efficiencies are advocated through such programs as DHS Travelers Redress Inquiry Program, which 
allows for streamlined traveler vetting, improved watch list matching, and decreased passenger inconveniences. The industry 

provides substantial data regarding its operations to the Federal Government, as required by regulations, regarding operations, 

airmen testing, accidents, passenger manifests and behavior, cargo information, grants data, safety, and security. 

In addition, the modal partners jointly participate in aviation risk assessments that evaluate hundreds of possible threat scenar

ios to aviation infrastructure. Jn formation collected during compliance inspections, security assessments, and surveys provides 

additional information for analysis of protection and resiliency program performance. The objective is to support program 

metrics which indicate progress reducing risks related to vulnerabilities or gaps that have been determined to be unaccept

able. A sector objective is to develop a common dataset for assessments, compliance inspections, and surveys that will provide 

greater opportunity for expanded analyses and cross-modal comparisons. 

As a part of the performance management approach, TSA and FAA continue to evaluate compliance with aviation safety and 

security policies, programs, and regulations through a cadre of specialized inspectors. While TSA Aviation Security Inspectors 

and FAA Aviation Safety Inspectors conduct field inspections, TSA Principal Security Specialists (PSSs) conduct corporate-level 

review of security programs and practices for general aviation, commercial airlines, and cargo carriers, including aspects of 

crew defense training. PSSs provide technical review and analysis in the development, coordination, and issuance of national 
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policies, standards, and procedures governing aviation security with emphasis on domestic, international cargo, and passenger 
aircraft operator security. These inspection and assessment activities are an important element of performance assessment and 

management in the airline carrier and airport communities. 

The mode provides annual performance reports on its protection and resiliency program activities LO DHS under risk mitiga

tion activ.ity (RMA) categories. A full discussion of the RMAs may be found in chapter 5 of the SSP Base Plan. Typically several 

representative programs or initiatives are included in a RMA category. For example, the RMA "Risk-mitigating Operational 

Practices," includes the National Explosives Detection Canine Team (NEDCT) program, the SPOT program, and the CCSP. 

The goal of the SPOT program is to identify potemially high-risk passengers through non-intrusive behavior observation 
and analysis techniques. Specially trained Behavioral Detection Officers (BDOs) are deployed at strategic locations to observe 

people within the aviation properties and. if appropriate. to refer those persons raising suspicion to law enforcement offices. 
Performance is assessed relative to the number of referrals with positive results. Another activity in this RMA category is the 

Certified Cargo Screening Program (CCSP). CCSP promotes sector participation in the development and implementation of pub

lic sector programs intended to reduce risks within aviation related to air cargo. The initiative enables air cargo to be screened 

al various nodes of the supply chain, including certified shippers and indirect air carriers. Cargo screened under this program 

arrives at the air carriers ready for up-loading, thus facilitating the efficient flow of commerce. The 9/11 Act re.quires perfor

mance standard of JOO percent screening of cargo on passenger flights by August 2010. TSA will monitor the performance of 

this program through data collection and audits. Lastly. the Electronic Boarding Pass Program is another program within this 

RMA. The goal of this program is to enhance efficiency and minimize passenger delays. Performance is monitored based on 
measures of the specific aspects of the boarding process to minimize the duplication of efforts, improve coordination, and 

align resources to address the highest risks. 

Research and Development 

An integral component in risk management mentioned in the gap analysis process is research and development (R&D) of 

technologies. Ongoing challenges to sector R&D efforts include the diversity of ownership of aviation assets. the inherent 

vulnerabi.lity of aviation transportation, the constant evolution of security, and the increasing dependency on intermodal and 

international transportation. For these reasons, continual involvement by the private sector. and aviation security. partners 
is paramount to successfully addressing these challenges. Since R&D is a shared activity across the Federal Government and 

private sector. there is a great deal of insight to harness that will help in developing appropriate technology requirements. 

The Transportation Systems Sector R&D Working Group brings these stakeholders together from across the mode to identify 

mission needs and capability gaps. From these requirements, development efforts are derived, often including identification of 

short-, medium-. and long-term desired outcomes. These needs and gaps are eventually fonvarded into the DHS S&T Capstone 

Integrated Project Team Process, which allows multiple Federal partners to collaborate to develop programs and projects 

that close capability gaps and expand related mission competencies. In the SSP Base Plan, chapter 7 provides a more detailed 

description of R&D processes. 

R&D activities are funded through the grants process or other vehicles to influence the design of new capabilities. R&D inputs 

to requirements are also driven by the evolution of technology capabilities. The continual scanning of current and new tech

nological advances across the govenunent, private sector, and academia enables greater potential deployment of technology

enabled solutions for enhanced security at the same or lesser cost than existing protection measures. It also reveals the potential 

for new security capabilities not previously consi.dered. These benefits underscore the continual and critical importance of 

aviation modal partner engagement in R&D efforts. 

R&D initiatives, ATS goals. and other guidance from aviation modal partners influence the assessment and prioritization of 
mitigation options. Risk-based sector technology requirements seek to enhance screening effectiveness for passengers. baggage. 

cargo. and materials. for aviation, enhance infrastructure and conveyance security, improve information gathering and analy-
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sis, provide a common operating picture for transportation systems, and implement needed cybersecurity capabilities. These 
programs may then resuJL in piloL test programs, followed by deployment or tesLing in the field. 

Following this approach, the Federal Government will continue introducing new pilot programs, if and when appropriate, 

that integrate and coordinate various measures. For example, a significam effort has been tLndcrtaken i11 the development the 

NGATS and the Flight Data Jnjtiative (FDI). These projects will enable both a near and foture-state of Air Domain Awareness. 

NextGen is a transformation of the NAS, including the national system of airports,. using 21st century teclmologies to ensure 

future safety, capacity and environmental needs are met. NextGen will leverage state-of-the-art technology to identify new 

airport infrastructure and new procedures, includi.ng the shifting of certain decisionmaking responsibility from the ground to 
the cockpit. FDI solutions will enhance safety and address a gap in the layered security strategy by capturing real-time activities 

of in-flight commercial aircraft and thus augment incident management capabilities. FDI also complements the core missions of 

FAA, ISA, and the National Transportation Safety Board (NTSB). 

Other examples of R&D initiatives include the recem electronic boarding pass pilot that enables passengers 10 download their 

boarding pass with encrypted two-dimensional bar code along with passenger and flight information onto their cell phones 

or personal digital assistants, which TSOs can validate with hand-held scanners. This i1movative approach streamlines the 

customer experience while heightening the ability to detect fraudulent boarding passes. Pilot programs in air cargo screen

ing, such as the research, development, testing, evaluation, and subsequent deployment of Advanced Technology X-ray and 
Explosive Detection Systems, are designed to identify innovative methods to protect the integrity of air cargo from the time 

of acceptance until tendering at the airporl. Pi.lot programs will also evaluate Lamper-evident and tamper-resistant seals and 

locks to secure air cargo in transit. Personnel selection tools, cargo-specific training programs, and traiJ1ing aids, such as threat 

image projection that can superimpose stored images of threat objects in scanned images of cargo items,. are used to improve 

the human operator performance of the air cargo inspection system. 

Aviation Partnerships 

Aviation security partners seek to achieve greater efficiencies and economies through expanded efforts to reduce duplication of 
compliance and assessment activities, to consolidate safety and security program objectives where possible, and to seek greater 

collaboration with aviation industry and the traveling public. Constant collaboration with government and private industry 
security partners is an integral component of the iterative. risk management processes. This allows Federal, State, and local gov

ernment agencies to effectively coordinate to maximize R&D initiatives, coordinate policy, and minimize duplication of efforts 

to improve aviation security while ensuring the efficient use of limited resources. 

The ATS has several formal and informal channels in whicl1 protection and resiliency programs are reviewed to ensure. policies 

are coordinated, various perspectives are analyzed, and duplication of effort is minimized. Some groups are convened to study 

specific needs such as protocols for handling communicable diseases or the security gaps circumvented by specific threat inci

dents. Working groups, such as the Aviation Security Working Group and the Air Domain Awareness Working Group, advance 
broad strategic and policy initiatives. The private sector provides advice to government agencies through the ASAC, the AGCC, 

and the ASCC. Several CIPAC-approved joint cross-sector working groups provide opportunity for participants to contribute to 

the development of cybersecurity and R&D initiatives .. The private sector and the general public also have an opportunity to 

comment on regulatory initiatives announced in the Federal Register through the Notice of Proposed Rulernaking process. 

The One DHS Solution was created through a collaborative effort among Federal partners to support airlines by developing 

rn1ified requirements for the Customs and Border Protection (CBP) APIS and ISA Secure Flight. ISA and CBP collaborated in 

other programs and systems, such as the Airspace Wai.ver Program and Automatic Detection and Processing Terminal (ADAPT) 
program. Improved interagency coordination cotLld result in the approval of new international flight routes. 

Aviation model partners continue to work closely with foreign governments to leverage existing aviation security practices and 

to work towards compatibility across systems to the greatest extent possible. Aviation security partners have been working in 
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both bilateral and multilateral forums to better understand the aviation security regimes currently in place in other countries in 
order to promote best practices while also enhancing current security systems, where necessary, in order to ensure commen

surate levels of security from system to system. For example, TSA strives to. harmonize security standards among those nations 
that are members of ICAO. Improved partnerships should increase security on high risk overseas flights through such initiatives 

as new international FAMS agreements and accelerated deployment of Advanced Imaging Technology. The U.S. aviation security 

partners anticipate that continued cooperation of our international partners will promote uniformity among nations. 

3.1.4 Goal 4: Improve Situational Awareness, Understanding, and Collaboration Across the Aviation 
Transportation System 

Objectives 

• Enhance timely information-sharing among transportation sector partners. 

• Advance resiliency concepts and risk management best practices within the aviation mode. 

• Increase understanding of intermodal and cross-sector interdependencies and promote collaboration among modal partners. 

• Develop and enhance preparedness and resiliency activities through plans, training, and exercises in collaboration with 

modal partners. 

Improving situational awareness, understanding, and collaboration across the Aviation Transportation System is a critical, yet 

highly complex aspect of the missions of aviation modal partners. Due to the complexity and vastness of the aviation system, 

the mode's planning and implementation efforts are incremental and iterative in nature. Therefore, the mode intends to con

tinue implementing its plan to accomplish this goal through its daily operations, as well as using focused programs and activi

ties across three dimensions: intermodal and cross-sector collaboration, information sharing, and education and best practices. 
These foundational pillars comprise, at a high level, the mode's strategy in continuing this implementation process. 

Collaboration and Information Sharing 

As described in section 2.3, the ATS is comprised of Federal and State government agencies; Federal, State, and local law 

enforcem ent agencies;. international partners; and industry stakeholders, such as airline and airport operators,. vendors, and 

cargo movers. Collaboration among modal partners occurs strategically tluough coordination of policy, operationally through 

exchange of intelligence, and tactically through sharing of time-sensitive information. In this manner collaboration forges 

mutually beneficial relationships and helps to achieve shared outcomes. 

The ATS is served by a significant web of information-sharing networks spanning a range of operational areas including air 
traffic control, threat intelligence, incident reporting, traveler alerts, and critical infrastructure conditions. As part of the 

in1plementation plan, efforts will continue to be targeted at improving overall network survivability through enhanced shared 

situational awareness and coordinated decision making on real-time securi.ty incidents involving the NAS or otherwise affect

ing U.S. interests. Activities are continuously implemented to meet statutory requirements regarding information sharing and 

to support several strategies, including the National Information Sharing Strategy, the Intelligence Community Information 

Sharing Strategy, the DHS Information Sharing Strategy, and the Transportation Security Information Sharing Plan. 

Federal agencies responsible for aviation safety and security have made, and will continue to make, significant investment in 

formal ilnformation-sharing venues serving protection, prevention, and emergency response needs through several full-time 
operations centers, including the TSOC, FAAs Washington Operations Center, CBP's Air-Marine Operations Center, the NICC, 

and the National Capital Region Coordination Center. These centers monitor aviation-related incidents, assess and disseminate 

timely information and intelligence to relevant stakeholders, and provide operational direction to Federal field offices. Real

time operational information on emerging incidents is shared among Federal avi.ation personnel, law enforcement, and airline 

operations with a need-to-know through multiple channels that include the Domestic Event Network (DEN). Information 
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is further disseminated through various agency and interagency facilities, such as State fusion centers and TSA airport coor
dination centers. Additionally, information for private industry stakeholders, such as Security Directives and Emergency 

Amendments will continue to be distributed through online WebBoards. However, efforts are being made to incorporate 
aviation modal industry partners into the developing HSIN-based Transportation ISAC as a mechanism for rapid distribution of 

unclassified threat information. 

Currently, aviation security partners use the Automatic Detection and Processing Terminal (ADAPT) system to validate the 

identity of aircraft operating in or near the NAS and to serve as a critical advance warning system for air traffic controllers and 

security personnel. ADAPT allows users co validate the identity, threat posture, and movement of aircraft operating worldwide 
and displays the results in a user-friendly live radar picmre. This system is currently operational and efforts continue to fully 

integrate ADAPT with additional government and commercial databases; however progress should continue towards a future 

state of enhanced collection of intelligence, including human and signals intelligence, the integration of all-source information, 

and the incorporation of computer-assisted anomaly detection to assist human analyses. 

To combine the capabilities of both Aviation Domain Awareness, as envisioned by NextGen, and Maritime Domain Awareness, 

the aviation partners will work with the Office of the Director of National Jntelligence who has initiated the Global Maritime 

and Air Intelligence Integration project to improve intelligence sharing within those domains. This initiative involves the devel

opment of an enterprise capability to support the collection, analysis, and dissemination of intelligence among United States 
and foreign government agencies responsible for Jaw enforcement and aviation system security and regulation. Engaging within 

and across sectors ensures that the best practices and expertise are used to confront emerging risks. Recognizing this, aviation 

modal partners participate in information-sharing partnerships to counter cybersecurity threats. 

Education and Best Practices 

The aviation mode implements the awareness and collaboration goal through other Federal and corporate iuitiatives includ

ing the development of education programs and the dissemination of collaboratively generated best practices and standards. 

Internationally, TSA's Aviation Security Sustainable International Standards Team (ASSIST) program addresses the needs of 
partner nations to build sustainable aviation security practices through capacity development assistance. An important part 

of this effort is the aviation security training initiative which is designed to meet education needs of foreign aviation entities 
as identified by DHS, DOS, DOT, and foreign governments through Transportation Security Administration Representatives 

(TSARs). In order to bring about a sustainable increase in aviation security, TSA sends assistance teams to countries to help 

them meet ICAO standards. TSA also uses ASSIST teams to help foreign governments and aviation authorities build the capac

ity to apply international standards within their jurisdictions. These multi-faceted teams include members with varying types 

of expertise who identify areas of potential growth and development. TSA and the local authorities work in concert to reach 

mutually beneficial goals by sharing best practices, expanding educational opportunities, and building institutional capacity to 

achieve JCAO standards and U.S. requirements for carriers flying to the United States. 

U. S. Government representatives function as liaison officers in a number of domestic and international posts. The liaison 

officers provide a stable presence in host countries and increase the awareness of aviation policies among foreign authorities, air 

carriers. shippers, and other international partners. International Industry Representatives (IIRs) liaise with foreign airlines and 
all-cargo air carriers, while TSARs and assessment teams in more than 20 countries inspect commercial airlines and air cargo 

services operating internationally, conduct foreign aircraft repair station outreach, and facilitate international intermodal and 

cross-sector understanding. These activities help to ensure security procedures are similarly developed and implemented across 

the globe, and best practi.ces and strategies are appropriately applied. 

Domestically, Federal Security Directors, aviation TSis, and PSis engage daily with airport authorities, airline operators, and 

associated vendors to identify protection and resiliency activities that work and those that do not. These collaborative evalua

tions helped to make local refu1ements to national initiatives such as checkpoint "Evolution." Frontline employees and airport 

1-J.8 20 I 0 Trunspono1ion Systems Sec1or-Specific Plan 



partners provided feedback on potential areas of improvement, best practices, and lessons learned. Greater emphasis on train
ing bas resulted in better networking among aviation partners, greater vigilance and insightful critical-thinking, and a more 

positive working environment. Implememing activities that promote industry awareness of security best practices and lessons 
learned support the TSA strategic focus 011 people, processes, technology, and partnerships. 

3.2 Security Guidelines, Requirements, and Compliance and Assessment Processes 

In addition to specific programs or projects to reduce risks, various aviation modal partners establish security-related guid

ance. In some cases, guidelines are developed by the government and international bodies, industry associations, or standards 

institutions. This type of guidance is typically vollllltary. In other cases, guidance takes the form of a government requirement, 

such as regulations or security directives. Assessment and compliance processes have been developed to measure the degree to 

which the guidelines and requirements have been implemented and their impact on protection and resiliency goals. 

3.2.1 Security Guidelines 

Security guidelines are any formal protection and resiliency guidance recommended for implementation on a voluntary basis 

by airport owners and operators to enhance the protection of passengers, cargo, employees, and aviation infrastructure. 

Recommended Security Guidelines for Airport Planning, Design, and Construction. On June 15, 2006, TSA issued revised 

"Recommended Security Guidelines. for Airport Planning,. Design and Construction" providing security guidance on airport 

layout, security screening, emergency response,. access control and communications, and other topics .. The Aviation Security. 

Design Guidelines Working Group that created the guidelines was established under the ASAC and included representatives 
from ten government agencies and over 100 private sector experts. The guidelines assist professionals in the engineering, archi

tecture, design, and construction fields to meet minimum standards for secure airport design and construction. This doctunent 

is currently under revi.ew and will be updated as appropriate. 

General Aviation Airport Security. Guidelines/Information Publication. In May 2004, DHS and TSA, in cooperation with 

the general aviation industry, developed the General Avi.ation Airport Security Guidelines. The guidelines incorporate security 

best practices to assist indivjduals with oversight responsibility of general avi.ation airports and facilities regardless of size and 

type of operation. 

Airport Watch/ General Aviation Secure Ho tline. The main security focus for recreational flying has centered on enhanc

ing security at general aviation airports where the majority of operations. occur. TSA developed and implemented the Airport 

Watch program to increase security vigilance with the flying public and direct industry to contact the General Aviation Secure 

Hotline (operated by TSOC) to report suspicious activities. This program provides a mechanism for any general aviation 

pilot or airport employee to report suspicious activities to Federal aviation modal partners through one focal point. TSA con

tinues to operate the General Aviation Secure Hotline and promotes the use of the hotline through the Sec Something, Say 

Something campaign. 

3.2.2 Security Requirements 

Security requirements include regulations, security directives, emergency amendments, and standard or model security pro

grams. These requirements may be enforced through civil penalty actions or restrictions on operations. 

Security Regulations/Programs. Title 49 CFR establishes requirements for various classes of domestic and foreign air 

carriers. airports, flight schools, and private charter and commercial operators. Parti.es subject to these regulations are generally 

required to develop security programs for approval by TSA. Once approved, the programs become required standards for the 
regulated party. 
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Security requirements for certain aircraft operators are provided under 49 CFR Part 1544. Part 1544 outlines six distinct 
programs: 

• Full program; 

• Private charter standard security program; 

• "Twelve-five" standard security program; 

• Partial program; 

• All-cargo standard security program; and 

• Limited programs. 

The required procedures include, but are not llmited to, veuing passengers, inspecting aircraft, restricting access to certain 

areas of infrastructure and conveyances, screening people and cargo, and training flight personnel. Similarly, 49 CFR Part I 546 

describes required security measures for foreign air carriers and outlines their need to adopt a Model Security Program. 

Under 49 CFR Part 1542, baseline security requirements are provided for defined types of commercial airports. Under the 

regulation, airport operators must adopt and comply with an Airport Security Program (ASP). Once the airport operator 
develops an ASP, the FSD reviews and approves it, ensuring that all necessary security considerations are included and suf

ficiently addressed .. When approved, compliance with the ASP is. evaluated and enforced by TSA. A designated Airport Security 
Coordinator has custodial responsibility for the ASP and must inform TSA of any proposed changes. 

Special rules for aviation operations in the District of Columbia are established under 49 Part CFR 1562. The Ronald Reagan 

Washington National Airport (DCA). Access Standard Security Programs (DASSP) permits the use of DCA by certain general 

aviation aircraft chat apply for and comply with the regulation and program. The program requires crew and passenger vetting, 

baggage screening, increased security officer presence, and aircraft inspections. Additionally, the rule requires fixed-base opera
tors to comply with the fixed-base operator standard security program. 

In addition to standard security programs, other requirements, such as Airport Operating Certificates (AOCs), serve to ensure 

safety in air transportation. FAA issues AOCs to airports under 14 CFR Part 139 if scheduled passenger-carrying operations are 

conducted in aircraft designed for more than nine passenger seats. Airports must also hold an AOC if unscheduled passenger

carrying operations are conducted in aircraft designed for at least 31 passengers. 

Non-certified airports, by contrast, are those airports with scheduled passenger-carrying operations of an air carrier operating 

aircraft designed for 30 passengers or less that include: J) airports serving scheduled air carrier operations only by reason of 

being designated as an alternate airport; and 2) airports operated by the United States. FAA's regulatory authority helps establish 

minimum safety standards for operations in airports. chat are critical to the NAS. 

ln response to the 9/11 Act, TSA developed and is implementing a standardized threat and vulnerability assessment for general 
aviation airports. For. the initial roll-out of the program, TSA is working with industry to distribute the assessment to 3 ,000 

general aviation airports meeting specific criteria. The assessment allows planners to assess the current vulnerabilities of the 

general aviation community and may lead to grants or other means offunding to improve security. 

Security Directives and Emergency Amendments. Because of the ever-changing risks to commercial aviation, domestic 

aircraft operators, indirect air carriers, and foreign carriers must proactively develop and implement new procedures to miti
gate threats to address security vulnerabilities. Security Directives (SDs) and Emergency Amendments (EAs) are security regula

tions issued on an emergency basis without a requirement for prior public notice. Based on specific intelligence information 
or other emergent circumstances, the government issues SDs/EAs to make rapid security adjustments. SDs/IEAs require aircraft 

operators, domestic airport operators,. and foreign air carriers to. implement new security procedures, often on short notice. 

SDs/EAs address actions to reduce vulnerabilities, to provide security measures for travel to specified airports, and to adjust 
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procedmes in response to changes in the Homeland Security Alen System. EAs address mandatory amendments to SLandard 
Securil y Programs. 

Maryland Three Rule (MD-3). This program authorizes the operation of three Maryland general aviation airports within the 

DCA flight restricted zone (FRZ). AirporLs musL comply wiLh the MD-3 security program. and pilots must be veued by ISA and 

FAA and be. issued a personal identification number to be permitted to file a flight plan into the. FRZ. 

3.2.3 Compliance and Assessment Processes 

Compliance and assessment processes are used to oversee the implementation and adequacy of security measures and offer an 

overarching view of the security and safety posture of the ATS- its specialjzed and technical aspects and the patterns of com

pliance of aviation owners and operators. These processes can take the form of regulatory inspections, voluntary inspections, 

assessments of risk or its components, surveys, data calls, or other methods. Compliance and assessment results yield similar 

information about countermeasures or risk reduction initiatives that enable the modal managers to determine the effectiveness 

of ongoing initiatives or to identify gaps in protection and resiliency targets. Compliance inspections or visits generally apply to 

voluntary standards, regulations, or standard security programs. Assessments within the ATS refer to initial visits at the start of 

an inspection cycle, security threat assessments (background checks) of individuals, and evaluations of risk or risk components 
within critical infrastructure. 

Compliance processes determine the. degree to which volumary or. required guidelines are applied within a particular asset,. 

system, or network. In the aviation mode, TSA manages several different compliance inspection regimes: air cargo, airports, 

airlines, general aviation, and "twelve-five" aircraft. ISA is responsible for enforcing aviation security regulations and programs 

and employs hundreds of TSis at airports across the United States to conduct compliance inspections of air carriers and airports 

and to work with regulated entities to correct i.dentified security deficiencies. Each aircraft operator is assigned a PSI to ensure 

overall security compliance at the corporate level. 

ISA also deploys Transportation Security Specialists to specified foreign locations as necessary and directs them to conduct 

assessment under the Foreign Airport Assessment Program (FAAP) for compliance with ICAO standards and ISA requiremems. 

Generally, ISA works with foreign governments and airports to improve. operational implementation of ICAO standards and 

ISA requirements, including offering capacity development assistance. However, if the Secretary ofHorneland Security finds, 

based on TSA's assessment, that an airport has failed to implement appropriate security measures, the Secretary notifies foreign 

government authorities of that decision and recommends steps to achieve compliance. If the airport fails to comply within 90 

days of such notice, DHS must publish a notice in the Federal Register that the airport is non-compliant, post its identity promi
nently at major U.S. airports, and notify the news media. In addition, U.S. aircraft operators and foreign air carriers providing 

transportation to the violating airport from the. United States. must provide written notice to ticketed passengers for flights to 

that a'irport of the airport's non-compliant status. The Secretary may also "withhold, revoke, or prescribe conditions on the 

operating authority" of an airline that flies to that airport and the President may prohibit an airline from flying to or from said 
airport and a point in the United States. 

Through IIRs, TSA is responsible for liaising with foreign air carriers and all-cargo aircraft carriers under the Foreign Air 

Carrier Security Program. Some 150 foreign air carriers and 30 cargo carriers have security programs with operations into 

the United States. Under the FAAP and Air Carrier Inspection Program, ISA assesses more than 300 Category A and B interna
tional airports, inspects more than 454 U.S. carrier stations overseas, and inspects more than 294 foreign air carrier stations 

with operations to the United States .. Furthermore, ISA issued a Notice of Proposed Rule.making on aircraft repair station 

security. The regulations authorizing this program will require that all FAA-certified Part 145 repair stations, domestic and 
foreign, comply with security regulations. Additionally, all foreign repair stations will be required to undergo a security review 

and audit. ISA manages the overall Aircraft Repair Station Program and has developed and implemented the Foreign Repair 

Station Program to ensure the security of maintenance and repair work conducted on U.S. aircraft operator and components 
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at domestic and foreign repair stations, as required in 49 USC 44924. There are 4,100 domestic and 700 foreign FAA-certified 
aircraft repair stations. 

The FAA Facility Security Management Program (FSMP) establishes security requirements for all FAA facilities and standard 

procedures for facility security management, control, and safeguarding of personnel facilities. FAA security specialists conduct 

risk-based assessments and inspections to determi.ne compliance with fac.ility security, communications, security, classified 

information, national directives. and DOT policies that influence FAA security practices. The FSMP addresses security risk miti

gation of the National Airspace System (NAS) and support elements to reduce, deter, and eliminate threats against FAA assets. 

3.3 Decisionmaking Factors 

The SSP provides general guidance for the Transportation Systems Sector regarding the risk management framework for 

protecting critical infrastructure and addressing resiliency objectives. Aviation modal partners apply this approach in reach-

ing decisions about the criticality of aviation infrastrucrure, the risk associated with specific infrastructure, and its physical, 

human, and cyber components. Security decisions for the ATS are heavily influenced by information regarding threats. Threat 
information from historic and current intelligence analyses provides an understanding of the range of capabilities and intents of 

terrorists. Threats guide the development of consequence estimates and vulnerability assessments. Threat analysis is a key aspect 

of the risk management process in aviation. There is a significant possibility that adversaries could attack aviation infrastructure 

in ways that are not reflected in imelllgence assessmems. Consequemly, one of the decision facrors for risk mitigation is the 

presence of unknown threat. 

This Aviation Modal Plan prioritizes programs and activities using a threat-based, risk management approach in order to appro

priately allocate resources to the higher priority initiatives. Due ro the diversity of infrastructure in the ATS and the volume of 
passengers and cargo, decisionmakers apply a comprehensive approach to consider all relevant factors including: costs; legal, 

moral,. and ethical issues; physical and ergonomic constraints; mission effectiveness; and other pertinent factors. 

The allocation of funding for grant programs also follows a systematic and thorough process. Funding distribution is based on 

priorities and objectives that are determined through risk assessments. Ultimately, key. elements of the decisionmaking process 

influence program implementation throughout the ATS. 

3.3.1 Program Implementation 

Budgetary factors and implementation time are constraints that the ATS must take into account when prioritizing. security needs 

and when developing specific programs. Resource limitations inherently compel Federal aviation modal partners to carefully 
analyze modal priorities and evaluate progress. Budgets, however, may evolve based on external conditions, new technologies, 

and management challenges that can prolong program development and implementation. These factors must be continually 

monitored and considered in the programmatic and policy planning and implementation processes. 

The maintenance of security and protection programs- and their continued contribution to the sector's resiliency strategy- is 
a shared responsibility among aviation partners. The Federal partners are responsible for coordinating the planning, pro

gramming, budgeting steps, and the maintenance of federally-operated programs. Once programs are implemented, aviation 

security-related agencies are also responsible for providing standardized feedback and conducting annual surveys on the effec
tiveness and efficiency of their: programs. This feedback is used to guide program sustainment or adjustment and to collect best 

practices and lessons learned in developing new programs. This process is integral in the full-cycle assessment of programmatic 

effectiveness and for the development of new programs and initiatives. 

The success of any ATS security and protection program is based, in large part, on the input and cooperation of relevant modal 

partners. Coordination and communication with aviation modal partners is vital to ensure that any changes or termination of 
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Federal programs that will impact other programs are properly explained and efficiently carried out Projects are monitored 
following implementation, and on an ongoing basis, to ensure that feedback is timely and effectively addressed. 

Proper program design includes measures of effectiveness for each countermeasure. These metrics are then used to monitor 

the degree Lo which coLmlermeasures are achieving their objectives. Output measures will assist in analyzing a program's 

ability to meet its milestones. while outcome measures wi.ll gauge a program's contribution to the aviation mode's risk mitiga

tion objectives. 

3 .3.2 Grant Programs 

DHS has several security grant programs and TSA provides technical assistance in evaluating grant proposals. TSA also provides 

technical recommendations for the FAA Airport Improvement Program (AIP) grants. 

The AIP gives grants to public agencies and private entities for planning and developing public-use airports. A public-use 

airport is an airport open to the public that is publicly or privately owned, but designated by FAA as a "reliever," or privately 

owned lbut having scheduled service and at least 2,500 annual enplanements. An airport must be part of the National Plan of 

Integrated Airport Systems to qualify for a grant. 

Grant funds may be used on projects related to improving or enhancing airport safety, capacity, security, and noise/environ

mental concerns. Grantees (referred to as sponsors) can use AIP funds on most airfield capital improvements and for some 

terminals, hangars, and non-aviation development projects. 

Risk assessment for AIP funding occurs on both the national and local levels. The AIP process does not include an internal risk 

assessment study; ratl1er external studies arc referenced to determine priorities and objectives on the national level, as well as to 

define eligible projects for individual facilities. 

Safety and security projects proposed for grant funding should conform to Federal regulations for airport certification proce
dures or design standards. These two project categories include obstruction lighting and removal, fire and rescue equipment, 

fencing, and access control systems. FAA gives safety and security development the highest priority to ensure rapid implementa

tion and to achieve the highest possible level of safety and security. AIP foods are drawn from the Airport and Ai.rway Trust 

Fund, which is supported by user fees, fuel taxes, and other similar revenue sources. 

Immediately following the attacks on September 11, 2001, significant AIP grant funding was directed to securil y projects in FY 

2002 and FY 2003. Changes to legislation regarding the funding of airport security projects resulted in AIP funding for security 
returning to pre-September 11, 2001 spending levels. This enabled FAA and airports to begin to address the backlog of recon

struction, rehabilitation, and standards projects that had built up over the two prior years as airport sponsors deferred work 

in order to accommodate security projects in FY 2002 and FY 2003. AIP grant funding for security projects currently totals 

approximately two percent of the program. 

The Aviation Security Capital Fund provides $250M per year for aviation security projects on a cost-shared basis through 2028 

and is supplemented with further direct appropriations. The Fund has become the dominant grant mechanism for achieving 

aviation security programming in recent years, especially in ftmding the procurement and installation of in-line checked bag
gage explosive detection systems at airports. 

3.3.3 Aviation Modal Plan Review Process 

In conformance with t11e NIPP, the Aviation Modal Pla11 follows the same triennial revision cycle and annual review process as 

the SSP Base Plan. The Aviation Modal Plan relies on the participation of aviation modal partners. The AGCC, ASCC, and ASAC 

serve as a means for collaboration and coordination among aviation modal partners 
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For the preparaLion of the 2010 Aviation Modal Plan, the AGCC and the ASCC established a Joint Aviation Plan Working Group 
(JAPWG), under the auspices of tbe CIPAC, to consider revisions to the 2007 Aviation Modal Implem.entation Plan. The working 

group included representativies of the AGCC and ASCC member agencies and cyber and metrics specialists. The JAPWG was the 
primary collaborative body to review and revise the modal plan and will also assist in the annual processes to evaluate imple

mentation of and revisions to the plan. 

3.4 Performance Measurement 

To evaluate the collective impact of the Transportation Systems Sector's efforts Lo mitigate risks and Lo increase Lhe resilience of 

the Lransponation sysLem through inform.aLion-sharing mechanisms. measures of programmaLic and policy effectiveness musL 

be developed and monitored. These metrics supply information either to affirm that SSP goals and objectives are being met or 

to suggest corrective actions. This section provides an overview of the Transportation Systems Sector's strategy for measuring 

the effectiveness of risk reduction efforts. 

3.4.1 Risk Mitigation Activities 

The Transportation System Sector's RMAs are programs, tools, initiatives, projects, major tasks, or other undertakings that 

directly or indirectly lead to a reduction in risk. These activities meet or substantially contribute to the ATS's CIKR protection 

and resilience objectives omlined in section 3. J. For planning purposes, RMAs provide a mechanism to organize the key risk 

reduction areas and focus mitigation efforts on high priority risks within the mode. To facilitate intermodal and cross-sector 
relevance, RMAs have been segmented into the categories outlined in table A3-1. 

Table A3-1 : Key Aviation Modal Risk Mitigat ion Activities 

Key Aviation Modal RIVIAs 

Security vetting of workers, travelers, and shippers 

Securing of critical physical infrastructure 

Implementation of risk mitigating operational practices 

Implementation of unpredictable operational deterrence 

Screening of workers, travelers, and cargo 

Security awareness and response training 

Preparedness and response exercises 

· Awareness and preparedness 

Leveraging of technologies 

Transportation industry security planning 

Security programs and vulnerability assessments 

Securing of critical cyber infrastructure 
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3.4.2 Metrics 

The aviation mode consistently measures performance and effectiveness in implementing risk management procedures and 

activities. ln addition, it routinely assesses the performance of industry parmers and their security procedures. This data is 

interpreted and used to inform programmatic and policy decisions made by Federal agencies. 

In the ATS, metrics are used to track the progress of programs and initiatives, gauge whether they fulfill their performance 
objectives, and report output data. This process is fundamental to risk management initiatives, as it allows for collecting feed

back on program performance and risk reduction. Outcome metrics are particularly useful in measuring a program or initia

tive's contribution to the mode's risk mitigation objectives. By aligning RMAs with standardized intermodal and cross-sector 

categories, aviation modal partners are able to evaluate comparable metrics of success. Specifically, TSA compiles measurement 
data on the following RMAs within the ATS's scope of security operations: 

• VIPR Team Events - TSA measures the number of events that each VIPR team engages in and compares it to an established 

goal. This metric ensures that VIPR teams a.re being utilized sufficiently and appropriately across the Transportation Systems 
Sector. 

• TSA-Certified Canine Team Screening Hours - Canine teams offer an unpredictable and flexible approach to risk mitiga
tion, and ISA measures. the number of hours that each team operates in relation to established goals. 

• Percentage of Cargo Screened on Passenger Aircraft - In an effort to ti-ack progress on the CCSP mandate to screen 100 

percent of air cargo on passenger aircraft within tl1e United States, TSA continuaJly monitors the percentage of cargo that 

undergoes screening procedures. 

• Unpredictable Drill Hours - TSA frequently performs drills that test the operational effectiveness of security procedures 
at aviation modal facilities. The number of hours performing this task in relation to predetermined milestones is also . 

measured. Particular efforts are made to ensure that unpredictable operations maintain widespread geographical and func

tional coverage. 

These outcome metrics, among others, are compiled to aid in the direction and modification of programs and policies within 

aviation security and protection. By using objective measures of programmatic performance, the aviation community is able to 

collaboratively assess the progress of public and private efforts. Continued progress in measureable risk reduction requires the 

maintenance of the risk reductions already achieved. This necessitates the consistent and frequent monitoring of programmatic 

successes, targets, and goals. Targets and goals must be regularly evaluated and readjusted to reflect changing security condi

tions, postures, and progress. Aligning metrics. with designated RMA categories facilitates. modal, intermodal, and cross-sector. 
efforts to achieve overall risk reduction. 
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4. Way Forward 

The Federal Government has established a scalable, flexible ATS that is responsive to a range of current and future threats to 
the United States. Significant improvements to the aviation mode have been achieved by the layered security strategy, greatly 

reducing the likelihood of a successful attack. These enhancements and countermeasures represent important steps forward; 
however, no individual component is completely fail -safe. Moreover, terrorists are continuing to devise methods for defeating 

security efforts, as evidenced by the threats to U.S.-bound flights identified by officials in the United Kingdom. The aviation 

mode is developing long-term and near-term objectives to address security and safety concerns of the next generation ATS. 

4.1 Long-Term Aviation Objectives 

Several forward-Lhinking government iniliaLives are reconsidering present approaches to aviation securily and protecLion. In 

particular, aviation modal partners are working collaboratively to plan the NGATS and the. "airport of the future," by incorpo

rating new and emerging technologies to reduce the operational impacts of protection and resiliency measures. "Airport of the 

future" is defined as the integration of the array of NextGen technologies and/or operational processes and procedures planned 

to significantly enhance security measures in the future. These enhancements include new technologies, the integration of 
these technologies among security partners, and the design and continual development of technological enhancements. The 

objective is to more effectively apply risk management techniques, thus enabling U.S. air commerce to meet expected growth 

safely and securely. 

FAA's JPDO was established by the Vision I DO-Century of Aviation Reauthorization Act of 2003 through Public Law I 08-176. Its 

mission is to address the requirements for the. NGATS by: 

• CreaLimg and carrying ouL Lhe Integrated Work Plan; 

• Coordinating aviation research programs; 

• Coordinating goals, priorities, and research activities within the Federal Government; 

• Coordinating the development and utilization of new technologies; and 

• FacilitaLing Lechnology transfer among Federal deparunems and agencies and the private and public sectors. 

The vision is to accommodate an anticipated increase in demand, while ensuring a superior level of safety, efficiency, and secu
rity that has been the hallmark of the American aviation system. With a focus on safety, security, the environment, and inter

national cooperation, the JPDO's NextGen Aviation Security Working Group will work cooperatively with development teams 

to leverage resources to design and implement a security infrastructure that will ensure. a robust and secure ATS .. NextGen 

implementation objectives include: 
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• Enhance NextGen's Integrated Risk Management framework, which includes prognostic rools, models, and simulations at 

the strategic, operational, and tactical levels, including nominal and off-nominal situations, to support all decision makers 

with cost-effective best practices for the design, acquisition, deployment, and operation of aviation security system assets 
and infrastructures. 

• Continue to expand NextGen implementation capabilities to encompass a robust set of strategic, tactical. and operational 

capabilities and services focused on deLection, prevention, protection, re.spouse and mitigation, and recovery initiatives that 

are underLaken by a varieLy of aviation modal panners. 

• Develop NextGen Airport network-enabled operations that seamlessly link sensors and data sources from access and screen

ing checkpoints for passengers, visitors, employees and vehicles, perimeters, and critical facility infrastructure. 

• Increase NextGen stakeholder involvement to foster industry, Federal, and local partnerships with clearly defined roles and 

responsibilities for prevention, protection, mitigation, response, and recovery operations at strategic, operational, and 

tactical levels. 

4.2 Near-Term Aviation Objectives 

Given the sLrategic goals identified previously, the mode has identified Lhe following actions to advance aviation protection and 

resiliency objectives over the next three years. 

Goal 1: Prevent and Deter Acts of Terrorism Using or Against the Air Transportation System 

• Enlunce effectiveness of international FAMS agreements. 

• Launch and implement an enhanced Insider Threat Mitigation Program. 

• Advance flexible, unpredictable screening methods (e.g .. VIPR, Playbook, Risk Emphasized FlighL Screening, and Aviation 

Screening Assessment Program). 

• Collaborate with other agencies and avfation modal partners to mitigate insider, cyber, and chemical, biological, radiological, 

nuclear, and explosive (CBRNE) threats. 

• Develop deployable sensor systems to detect and otherwise mitigate threats from hijacking/unauthorized diversion, explosive 

destruction, external attack, onboard CBRNE, or other attack of crew, passengers, or aircraft systems. 

• For air cargo in the next several years, TSA's primary efforts will center on the CCSP. Successful implementation of the pro

gram by the government and widespread acceptance of the program by industry will have profound positive effects on the 

air cargo industry. 

• Develop Secure Airspace access and flight procedures based on a verification process that dynamically adjusts for aircraft 

performance and security considerations (NextGen Integrated Risk Management). 

• Continue to evolve ADAPT and other shared situational awareness plaLforms to enable dynamically adjusLa.ble airspace bound

aries and access criteria of Security Resnicted Airspace, Special Use Airspace, and Temporary Flight Restrictions. 

• Further develop the remote terminal security screening concept to continue to move the security perimecer further away 
from the airport. 

• Develop similar security measures and practices for the emerging unmanned aircraft systems and expected commercial 

spacecraft or sub-orbital systems. 
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Goal 2: Enhance the All-Hazard Preparedness and Resilience of the Aviation Transportation System to Safeguard 
U.S. National Interests 

• Expand the ATS's preparedness across the prevention, protection, response, and recovery spectrum. 

• Encourage development of awareness and preparedness initiatives to enhance continuity of ATS operations. 

Goal 3: Improve the Effective Use of Resources for Transportation Security 

• Identify technological opportunities to improve and expedite passenger and cargo screening capacity and capabilities. 

• Develop metrics for costing security initiatives and risk reduction measures. 

• Create an acquisition strategy that drives continued technical innovation while procuring needed state-of-the-art eqLtipment. 

• Establish a process for long-range strategic planning to ensure research and development activity is coordinated and aligned 

with NextGen goals and objectives. 

• Develop, with DHS, a Center of Excellence for canine capabilities. 

Goal 4: Improve Situational Awareness, Understanding, and Collaboration Across the Aviation Transportation System 

• Establish a seamless information sharing process across modal segments (airlines, airports, and national command centers). 

• Develop a usable cross-modal consequence model for evaluating threat impacts on sector-wide and ATS CIKR. 

• Enhance awareness and assessments of interdependencies between modes and across sectors domestically and internationally. 

• Increase programs at State, local, tribal, and owner and operator levels to maintain awareness of employees and the traveling 
public regarding security threat identification and reporting. 

• Enhance international cooperation through partnerships with foreign governments and through international security stan

dards for container security and collection of biometric data for incoming international passengers. 

• Deploy ASSIST to. evaluate and build the aviation security capacity of foreign partners identified as having the need and the 

will to enhance aviation security. 

• Build stronger international parmerships to. raise. overseas security levels. for passengers, baggage, and cargo. 

• Develop plans and procedures to ensure continuity of operations for cyber informacion and control systems that support the 

operations of the aviation industry. 

• Enhance. public-private engagement to improve the state of security of critical cyber assets, systems. and networks. 

Aviation security remains a preeminent priority among Federal aviation partners, who continue LO evaluate and update modal 

risk management approaches .. This section has highlighted some of the forward-leaning initiatives to address identified threats 

and vulnerabilities. Given the ever-changing threat environment, Federal aviation modal partners must continually reexamine 

the programs and policies in place to maximize relevancy and effectiveness. With this in mind. a risk management approach 

must be. flexible and informed, incorporating all relevant entities. resources, and partners. Federal aviation modal partners must 

strive to achieve in1provements in the targeted areas above, while also frequently analyzing progress and strategy. 
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Appendix 1: Matrix of Aviation 
Programs and Activities 

Programs and Activities Responsible Agency 

Transportation Security Lessons Learned Information Sharing (LLIS) DHS/TSA 

Home land. Security Advisory Sys tern (HSAS) OHS 

Continuity of Operations Program (COOP) OHS/ALL 

Visible lntermodal Prevention an d Response (VIPR) TSA 

Customs-Trade Partnership Aga inst Terrorism (C-TPAT) CBP/TSA 

NEDCTP Rapid Deployment Can ine Team Force (NRDCTF) TSA 

National Infrastructure Coordina tion Center (N ICC) TSA 

Transportation Security Operatio ns Center (TSOC) TSA 

Transportation Worker ldentifica tion Credential (TWIC) TSA 

FAA Information Security System s (ISS) FAA 

Facil ity Security Management Pr ogram FAA 

Visitor Vetting and Control FAA 

Mail. and Delivery Screening FAA 

HSPD-12 Joint Program Office In it iatives FAA 

Personnel Security FAA 

Air Traffic Security Coordinator ( ATSC)/Air Defense Liaisons (ADLs) FAA/TSA 

Aviation Worker Background Che ck Program (AWBCP) TSA 
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Program s and Activities 

Domestic Events Network (DEN) 

Federal Air Marshal Service (FAMS) Mission Deployments 

FAMS Force Multiplier (FAMSFM) Program 

Federal Flight Deck Officer (FFDO) Program 

National Capital Region. Coordination Center (NCRCC) 

Registered Traveler 

Secure Flight Program 

Temporary Flight Restrictions 

Tactical Information Sharing System 

Aircraft Operator S tandard Security Program (AOSSP) and Security Directives (SDs) 

ative, and Enforcement Procedures Inspection, lnvestig 

Airport Liaison Age nt (ALA) Program 

Airport Security Co nsortia (Local Advisory Committee) 

Improved Airport P 
106) 

erimeter Access Security (Aviation and Transportation Security Act [ATSA] Section 

Airport Emergency Plan (AEP) 

Investigative and E nforcement Procedures Airport Inspection Program (Annual Work Plan) 

t 1542 Under 49 CFR, Par 

rogram (ASP) 

ity Advisory Threat Condition Enhancements (Aviat ion Security [AVSEC] Levels) 

Airport Security P 

Homeland Secur 

Airport Tenant Se 

Aircraft Operator 

curity Program (ATSP) 

or Foreign Air Carrier Exclusive Area Agreements 

Recommended Sec 
June 1 5, 2006 

Backscatter 

urity Guidelines for Airport Planning, Design, and Construction Document, dated 

Document Scanne rs 

Explosives Trace D etection (ETD) (Checkpoint Operations) 

Handheld Metal De teeters (HHMDs) 

Responsible Agency 

FAA/TSA 

TSA 

TSA 

TSA 

TSA 

TSA 

TSA 

FAA, TSA 

TSA 

II TSA 

TSA 

DOJ/FBI 

TSA 

TSA 

FAA, TSA 

TSA 

TSA 

TSA 

TSA 

TSA 

TSA 

TSA 
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Program s and Activities Responsible Agency 

Screening of Passengers by Observation Techniques (SPOT) Program TSA 

Checkpoint Screening (Checkpoint Operations) TSA 

Threat Image Projection (TIP) Ready X-Ray (TRX) TSA 

Trace Portal TSA 

Walk-Through Metal Detectors (WTMDs) TSA 

Approved Alternative Screening Procedures (Checked Baggage Operations) TSA 

Explosive Detection Systems (EDS) (Checked Baggage Operations) TSA 

Explosives Trace Detection Equipment (Checked. Baggage Operations) TSA 

Secondary Screening (Checked Baggage Operations) TSA 

Air Cargo Watch Program II TSA 

Certified Cargo Standard Security Progra m (CCSP) TSA 

Full Air-Cargo Aircraft Operator Standard Security Program (FACAOSSP) TSA 

Indirect Air Carrier Standard Security Pro gram (IACSSP) TSA 

Air Cargo Freight Assessment System (F AS) TSA 

Air Cargo Regulatory Compliance Inspect ions, Investigations, and Enforcement Procedures TSA 

Known Shipper. Management System (KS MS) TSA 

Indirect Air Carrier Management System ( IACMS) TSA 

Air Cargo Vulnerabi lity Assessments TSA 

Air Cargo Screening Technology Pilot TSA 

Narrow-Body Amendment TSA 

GA-SECURE Hotline TSA 

Armed Security Officer (ASO) Program TSA 

Alien Flight Student Program TSA 

Information Publication: "Security Guidelines for General Aviation Airports" TSA 

Maryland Three (MD-3) Program TSA 

Annex A: Aviar ion 163 



Programs and Activities 

Ronald Reagan Washington National Airport Access Standard Security Programs (DASSP) 

Private Charter Standard Security Program 

Transportation Security Administration Access Certificate: TSAAC Protocol 

Twelve-Five Standard Security Program 

Foreign Airport Assessment Program (FAAP) and air carrier (domestic aircraft operator and foreign air 
carrier) inspection activities to meet ICAO standards and TSA requirements (in accordance with 49 
U.S.C .. §§ 44905. and 44907) 

Transportation Security Administration Representative liaison (bilateral and multilateral), crisis 
management, information sharing, and national aviation security activities In accordance with 49 
u.s.c. 44934 

Foreign Air Carrier Model Security Program (MSP) and Emergency Amendments (EAs) under 49 U.S.C. 
44906 and 49 CFR part 1546; international measures contained in the Aircraft Operator Standard 
Security Program (AOSSP) and domestic aircraft operator Security Directives (SDs) under 49 CFR part 
1544 

International TSS and FAM missions and deployments 

APIS Implementation 

International Industry Representative foreign air carrier liaison and overseas air carrier station visit 
activities 

Multilateral organization liaison activities 

Capacity development and technical aviation security training activities 

Foreign (Aircraft) Repair Station (FRS) program 

DOS air services agreements and Anti-Terrorism Assistance Program (ATAP) 

Economic authority and operating licenses, including International Aviation Safety Assessment (IASA) 
oversight and airline safety liaison activities 

Bomb Appraisal Officer (BAO) 

Threat Containment Unit (TCU) 

Counter Man-Portable Air Defense Systems (MANPADS) Vulnerability Assessment Program 

Responsible Agency 

TSA 

TSA 

TSA 

TSA 

TSA 

TSA 

TSA 

TSA 

CBP 

TSA 

TSA 

TSA 

FAA/TSA 

DOS 

DOT/FAA 

TSA 

TSA 

FAA/ TSA 
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Annex B: Maritime 

The National Maritime Transportation Security Plan for input to the Transportation Systems Sector-Specific Plan.
1 

1 As required by the Mariti me Transportation Security Act of 2002, Lhe NMTSP was developed and signed in 2005 and promulgated in 2006.This Marit ime Annex, as 
originally intended, is now the NMTSP and is considered to be a componem of the TS SSP. and no t subservient to It. Appendixes nol enclosed In this publication shall be 
issued separately and may vary in classification. The TS SSP base plan now fulfi lls National Strategy for Transportation Security 2005 ai1d NIPP 2 009 requirements. 
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Preface 

The Maritime Modal Annex (2007) and the National Maritime Transportation Security Plan (NMTSP) (2005) together, were 

the input to the Transportation Systems Sector-Specific Plan (TS SSP) (2007) in support of the National Infrastructure Protection 

Plan (NIPP) (2006). Since that time, the NIPP (2009) has undergone revision and the TS SSP (20 I 0) reflects a shift to a more 

holistic view, including all-hazards considerations across physical, cyber, and human risk elements. For the purposes of effi

ciency, the TS SSP now incorporates other national planning requirements, such as the National Strategy for Transportation 

Security and other modal security plans of national scope. This annex serves. concurrently as the Maritime Modal Annex to the 

TS SSP and the NMTSP as required by 46 United States Code (U.S.C.) 70103. The prior version of the NMTSP is superseded.i 

There are 18 critical infrastructure and key resources (CIKR) sectors,. each with Sector-Specific Agency (SSA) designations. One 

of these sectors is Transportation Systems and the Transportation Security Administration is the designated SSA. The U.S. Coast 

Guard (USCG) is the SSA for the maritime mode, of the Transportation Systems Sector, as designated by the NIPP, and collabo

rates with the Transportation Security Administration. 

Nothing in this plan alters or impedes the ability of the authorities of Federal departments and agencies to perform their 

responsibilities under law. This plan is not intended to, and does not, create any right or benefit, substantive or procedural, 

enforceable by law or in equity, against the United States, its departments, agencies, or other entities, its officers or employees, 

or any o ther person. 

This plan contains five sections and five appendices: 

Section I: Executive Summary. 

Section 2: The Overview of the Mode. Narrative descriptions of the Maritime Transportation System, from a national-level perspective, 

along with existing information-sharing mechanisms. Contains the features of assets, systems, and networks, including the 

associated physical, cyber, and human risk elements of critical infrastructure. 

Section 3: The Implementation Plan. Describes the goals and strategic and operational risk, including renewed emphasis on the cyber 

risk element, for the maritime mode. Additionally identifies assets, systems, networks, and function s and details the models, 

methods, and tools and performance measures that inform decisionmaking. 

Section 4: Security Gaps. Details the effective practices that are applied to identify and mitigate security gaps. 

2 Sec1ion VI, Plan to Re-es1ablish Cargo Flow After a Transpor1a1ion Scct1ri1y lncidem, and appendix B, Naiional Roles and Responsibili1ies, remain in effecl. 
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Section 5: The Way Forward. Explains efforts to reduce risk and enhance resilience, including emphasis on furthering understanding 
and awareness, increasing cooperative efforts through maritime regimes, and enhancing prevention, protection, response, and 

recovery capabilities. 

Appendixes: 

A: Related Plans and Strategies 

B: National Roles. and Responsibilities
3 

C: Plan to Re-establish Cargo Flow After a Transportation Security Incident+ 

D: Maritime Security (MARSEC) Levels 
1 

E: Maritime Enterprise Mapping: Directives and Guidance
6 

3 Co11tains Sensirive Security Information (SS!) and is not included herein. 

~ Contains SS! and is not included herein. 

5 Future ~ppencUx (For Official Use O nly (FOUO}) and Is not Included herein . 

6 Used as a work plan to guide Mari rime Government Coordinath1g Council activities (FOUO) and is not included herein. 
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1. Executive Summary 

Water covers more than two-thirds of the Earth's surface. These waters comprise an immense maritime domain, a continuous 
body of water that is the Earth's greatest defining geographic feature. Ships plying the maritime domain7 are the primary mode 

of transportation for world trade, carrying more than 80. percent
8 

of the world's trade by volume. U.S. maritime trade is inte

gral to the global economy, representing. I 0.68. percent of global trade generated in 2008.
9 

From a system-of-systems perspec
tive, the Maritime Transportation System (MTS) 

10 
is a network of maritime operations interfacing with shoreside operations at 

intermodal connections and is part of global supply chains or domestic commercial operations. The various operations within 

the MTS network have componems that include vessels; port facilities; waterways and waterway infrastructure; railroads; 

bridges; highways; tunnels; intermodal physical, cyber, and human connections; and users. Through the MTS, the maritime 

mode is the primary transportation mode providing connectivity between the United States and global economies; 99 percent 

of overseas trade by volwne enters or leaves the United States by ship.
11 

The MTS enables the United States to project a military 
presence across the globe, creates jobs that support local economies, and provides a source of recreation for all Americans. The 

Nation's economic and military security ftmdamentally relies upon the health and functionality of the MTS.
12 

The security of the MTS is paramount for protecting the Nation and its economy; however, it presents daunting and unique 

challenges for managers of the maritime mode. The security of the MTS is inextricably linked to the security of the maritime 

domain, which contains CIKR from many of the other critical infrasuuctLUe sectors and the Transportation Systems Sector 

modes. Ensuring the security of the MTS depends on understanding the diverse activities occurring in the maritime, land, air. 
and cyber domains through the transparency of all sector and transportation modal infrastructure and security activities. 

The October 2005 National Maritime Transportation System Security Recommendations
13 

for the National Strategy for 

Maritime Security describe Maritime Trausportation System Security as: 

7 The National Strategy for Maritime Security (NSMS) defines the mariume domajn "as all areas and things of, on , tmder. relati ng to. adjacent to, or bordering on a sea. 
ocean. o r other navigable waterwa)'. including a LI maTitime-related acti\1ties, infrastructure, people. cargo, and vessels and other conveyances. Note: The maritime domain 
for the United States includes the Grea\ Lake~ and all navigable inland waterwa)'s. such a~ the. Mi>si>sippi River and the. lntra-Coastal Waterway," p. I, foomote. I. 

8 United Nalions Conference on Trade and Development, Geneva; Review of Maritime Transpon 20·08. Report by the Secretariat. p. xiii. 

9 United Nations Conference on Trade and Dcveloprncm, Geneva; Review of Maritime Transport 2009. Report by tile Secretariat . p. 83. 

10 Also referred to as the Marlnci'ransponatlon System: An Assessment of the U.S. Marine Transportation System. A Report to Congress (DOT. 1999). In the context of the 
Transportation Systems Sector, the USCG is the SSA for the maritime mode, w hich may also be referred to as the Maritime Transportation System mode. 

11 Commiucc o n the Marine Transportatio n System. What Is the Marine Transportatio n System?. http: / /www.cnns.gov/ /whaclsmts.htm. 

l l JnteragencyTask Force o n Coast Guard Roles and Missions, A Coast Gt1ard for 1he1\vemy-First Cemury: Report of the lnteragencyTask Force on U.S. Coast Guard Roles 
and Misslo 11s, December 1999. 

l l NSPD-4 I /HSPD- 13 established a Mar itime Securicy Policy Coordlnaring Committee, which provided these recommendations. 
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A systems-oriented security regime built upon layers of protection ond defense-in-depth that effectively mitigates cri tical system security risks, while 
preserving the functionality and efficiency of the MTS. Understanding that the most effective security risk management strategies involves coopera

tion and participation of both domestic and internc1tional stakeholders acting at strategic points in the system, the United States seeks lO improve 

security through a cooperative and cohesive effort involving all stakeholders. 

A list of related plans and strategies is appendix A. 

Maritime transportation CIKR partners will achieve a safer, more secure, efficient, and resilient MTS through the cooperative 

pursuit of actions that mitigate the overall risk to the physical, cyber, and human CIKR assets and resources of the system and 

i.ts interconnecting links with other modes of transportation and CIKR sectors: 
1
"' 

Information sharing is a key activity. for preventing terrorist attacks and reducing America's vulnerability from all-hazard evenLs 

across the physical, human, and cyber risk elements.
15 

Fully understanding threats, disrupting operations. and countering 

terrorist capabilities require the sharing of timely information. Information-sharing processes are at the core of the CIKR sector 

partnership model and both the public and private sectors look at ways to enhance effective information sharing. 

Maritime Domain Awareness (MDA) allows for the effective understanding of anything associated with the global maritime 

domain that impacts the security, safety, economy, or environment of the United States and must be promoted. MDA is a 
foundational element of maritime security and CIKR protection. It enhances information sharing among Federal, State, local, 

and tribal authorities; the private sector; and international partners. This information is used by deci.sionmakers to determine 

response and risk management calculations to protect maritime CIKR and, in turn, lhe overall MTS. Awareness is key as an 

evolving incident or event unfolds. From a national to a local level, executive agents, CIKR panners, operational centers, 

and/or Unified Command decisionmakers must have situational awareness to implement effective incident response and recov

ery protocols. 

Key to the protection ofCIKR is the Maritime Security Risk Analysis Model (MSRAM). MSRAM is an effective tool used by 

decision makers at various levels to make i.nformed decisions and to identify and manage risk to infrastructure in the maritime 

domain. A systems approach to risk identification and management improves the accuracy of a common operating picture 
and increases the potential for the efficient use of limited resources. MSRAM data is shared with the National Infrastructure 

Coordinating Center (NICC) and other transportation modes, as well as w ith ocher CIKR sectors. 

Widespread international cyber attacks reflect the increasing importance of securing information systems in the MTS; 
16 

the 

Nation must be protected against cyber risk elements and be made more resiliem through the application of a flexible and 

adaptable cyber incident response capabi.lit y. The exploitation of cyberspace could place critical systems, net works, and data al 
risk. Ongoing efforts, i11cluding engagement within the sector partnership model, a.re expected to continue i.n order to expand 

the knowledge and understanding of the cyber risk element and further mitigate risk to the MTS. 

The measuremenL, or metrics, of the progress made toward achieving national-level goals and objectives, as. described 

herein, is fundamental to ensuring the efficient alignment of resources to the hi.ghest priority of risk identified in the MTS. 

Risk Mitigation Activities (RMAs), from which programs and activities cascade, are categorized as (1) Risk Reduction Tools 

and Methods, (2) Maritime Security and Response Operations. (3) Maritime Domain Awareness, and (4) Effective Maritime 

Security Regimes. Information-sharing programs and activities cascade across all fom categories. Both qualitative and quantita

live metrics are reported in the Threal of Terrorism to U.S. Pons and Vessels, DHS Annual Rep on to Congress, and in the CIKR 

National Annual Report, as well as in other reporti.ng venues. 

14 Transportation Systems Critical !nfrastrucrure. and Key Resources Sector-Specific Plan as Input to the National Infrastructure Protection Plan, Maritime Annex, May. 2007. 

15 Naliona.l Lnfrastructure Protecllon Plan, 2009. 

16 Quadrennial Homeland Security Review Report: A Sti-atcgic Framework for a Secure Homeland , February 2010. 
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2. The Overview of the Mode 

The MTS is a complex system that is both geographically and physically diverse in character and operation. The unique 
qualities of the mode present extraordinarily complex challenges for those charged with the security of the MTS, including 

maritime CIKR assets and systems. From a system-of-systems perspective, the MTS is a network of maritime operations that 
interface with shoreside operations at intermodal connections and as part of global supply chains or domestic commercial 
operations. The various operations within the MTS network have components that include vessels; port facilities; waterways 
and waterway infrastructure; railroads; bridges; highways; tunnels; intermodal physical, cyber. and human connections; and 
users. The United States, like many other nations, works toward maimainitng a balance between safe, secure ports and facilitat
ing trad e to promote economic growth . 

. . . today, international trade has el'olved to the point where almost no nation can be fully self-sufficient. Every country is involved, at one level or 
another, in the process of selling what it produces and acquiring what it lacks: none can be dependent only on its domestic resources. Global trade has 
fostered an interdependency and interconnectivity between peoples who would previously have considered themselves completely unconnected.17 

The strategic objective of this plan is to enhance the domestic security of tb.e United States- to prevent terrorist attacks, reduce 
America's vuJnerability to all hazards, minimize damage from events that do occur, enl1a:nce timely information sharing, and 
facilitate the. recovery of maritime CJKR and the supply chain from transportation disruptions. A system of security functions, 
comprised of five elements, help to achieve. these objectives: 

I. Awareness. Identify and understand threats, assess vulnerabilities, determine potential impacts, and disseminate timely infor

mation to security partners and the American public. 

2. Prevention. Detect, deter, and mitigate threats to the United States. 

3.Protection. Safeguard the American people and their freedoms, critical infrastructure, property, and the U.S. economy from acts 
of terrorism, natural disasters, or other emergencies. 

4. Response. Lead, manage, and coordinate the national response to all hazards. 

5. Recovery. FaciHtare short-term national, State, local, and private sector efforts to restore basic functions and services and MTS 
infrastructure after a transportation disruption dming the response phase of incident management and help set the stage for 
long-term recovery. 

Many factors influence decisionmakers when it comes to conducting RMAs across physical, cyber, and human elements. 
Among these. factors are executive mandates, legislative mandates, leadership priorities, budget constraints, time. require
ments, and risk assessments. No single public or private sector entity possesses the responsibility, the resources required, or the 

17 lmcrnaiional Marilime Organinrion, Marilime Knowledge Cenrrc. lmerna1ional Slnpp ing and World Trade. Fam ancl Figures. Oc1ober. 2009. p. 7. 
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awareness needed for ensuring security in the MTS in an all-hazards environment. The security of the mode depends on the 
cooperative actions of multiple Federal, State, local, tribal, and private entities, in addition to international partners. The USCG 

is the SSA for the maritime mode and in a lead Federal agency (LFA) role, che USCG facilitates and coordinates Combating 
Maritime Terrorism (CMT) operations with other Federal, State, local, and tribal agencies to prevent, disrupt, protect, respond 

to, and recover from terrorism-related risks in the maritime domain.
18 

The FBI is also an LFA in combating terrorism and 

jointly works with the USCG in supporting uninterrupted MTS operations.
19 

A description of Federal agency duties and respon

sibilities under the Maritime Transportation Security Act of 2002 (MTSA, Public Law 107-295) can be found in appendix B. 

MTS components share critical interfaces with each other through limited and selective overarching information systems. 
Improving the security of the MTS focuses on four primary elements: (1) Component Security, (2) Interface Security, (3) 

Information Security, and (4) Network Security. MTS componem security ensures that individual physical components have 

measures in place to prevem exploitation, protect against terrorist attack, contain incidents that do occur, and recover from 

incident effects. MTS interface security provides for coordinated security measures between modes of transportation and at 

key intersections between MTS components and functions. MTS information security ensures that key data systems are not 

corrupted or exploited and arc available to support maritime operations, while also providing the protected availability of 

proprietary information needed to support security planning and implementation. Network security is the big picture view that 

focuses on enhancing security through overarching systems that facilitate the performance of the MTS and provide effective 
coordination among stakeholders at the policy and senior management levels. 

The maritime domain also comains CIKR from many of the other critical infrastructure sectors and Transportation Systems 

Sector modes. Providing for the security of the maritime mode depends on understanding all activities in the maritime domain 

through the transparency of all CIKR sectors and transportation modal infrastructure and security activities. The MTS and com

ponent CIKR function as intermodal gateways for cargo flow to and from other CIKR sectors. Significant economic and func

tional dependence within the transportation system is based on the timely and free flow of maritime commerce to and from 

U.S. destimtions. Because of the complexity, these dependencies and interdependencies require maritime security planning to 
be coordinated and to consider the physical, cyber, and human environment. It is critical that public and private entities work 

together to ensure security grant funds are applied effectively and efficiently across the full spectrum of the Transportation 

Systems Sector. 

The National Strategy for Maritime Security (NSMS) defines MDA as "the effective understanding of a11ything associated with 

the global maritime domain that could impact the security, safety, econo1ny, or environment of the United States." MDA has 

four activities: (1) collection, (2) fusion, (3) analysis, and (4) dissemination. Data and information on people, cargo, vessels, 

and infrastructure associated with the maritime domain are collected from all sources
20 

via the concerted efforts of Federal, 

State, and local partners in conjunction with commercial stakeholders, foreign governments, and other international partners. 
The data sets are then fused and analyzed to provide situational awareness and reveal anomalies and patterns. The resultant 

intelligence and information are then available via a variety of communication channels. MDA is a foundational element for 

security and CIKR protection as it can: 

• When properly shared, leverage a broad range of blue forces capabilities and authorities in a common purpose across Federal, 

State, local, and tribal govenunents as well as commercial and private entities 

• Deter adverse behavior as players know that their actions are visible to authorities 

• Enable authorities to sufficiently understand patterns of behavior and the. domain so as to be able to intervene and prevent 
adverse events, or minimize consequences through rapid, coordinated, and effective response. 

18 U nited States Coast Guard. Combatrng Maritime Terrorism Strategic and Performance Plan, June 2008, p. 23. 

l9 Annex I I to NSPD-46/HSPD- 1 S, U.S. Polley and Strategy in the War on Terror, designates the FBI as the LFA for the operational response to tcrrori>t incidems In the 
United States, including the use of a weapon of mass destruction. 

20 Al l sources can be defined as classified sources. regulatory data, industry. data .. law enforcement, military, open sources, etc. 
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Consistent with its broad suite oflegal authorities and jurisdiction, the USCG exercises SSA leadership for anti-terrorism preven
tion, protection, and facilitation of recove ry for maritime CIKR and the domestic and international maritime supply chain. The 

strategic vision and requirements for the protection of the MTS, its CIKR, and the supply chain are translated into prepared

ness for practical application by engaging partners and stakeholders in the government and private sectors,. and developing and 

exercising policies, plans, and procedures at the local, regional, and national levels. Maritime CIKR is addressed as part of the 

overall MTS, taking into consideration dependencies and the potential for transportation disruptions affecting CIKR throughout 

the system, including exploitation of commerce as a threat vector. 

The Ports, Waterways, and Coastal Security (PWCS)
21 

mission leverages the SSA's presence in and near U.S. ports, as well as 
Captain of the Port (COTP) authorities; the special relationship the agency has with other government agencies, including 

at the local level; and the relationship with the maritime industry and other port-area stakeholders with maritime equities. 

Taken as a whole, this provides the basis for layered security in the maritime domain. The USCG CMT Strategic Plan involves 

a three-pronged strategi.c approach to accomplishing PWCS mission elements. in cooperation with the programs. and activities 

of maritime partners and stakeholders. These activities are focused primarily on the Nation's most economically and militarily 

strategic ports, although maritime security coverage extends to all ports and waterway areas. The level of each of these activities 

depends on which Maritime Security (MARSEC) level is set. 

The core components of the CMT are MDA, Maritime Security Regimes, and Maritime Operations. Maritime Security Regimes 
refer to regulatory efforts, as well as domestic and international outreach and partnering efforts. Maritime Operations refer 

to actual operations, boardings, and escorts conducted by personnel on cutters, boats, and aircraft, and at shoreside. These 

components are listed as three separate actions; however, they overlap considerably, are pursued simultaneously, and reinforce 

USCG missions, including maritime law enforcement,. enforcement oflaws and treaties, and port and marine. safety. 

The largest aggregation of cargo within the Transportation Systems Sector occurs in ports-in vessels, cargo transfer and stor

age nodes, and intermodal connections .. All are, to varying degrees, potential targets. The presence of cargo and conveyance,. in 

close proximity to surrounding industrial areas and communities, magnify the potential consequences of even a single-facility 
or single-vessel Transportation Security Incident (TSI) to produce effects beyond the maritime domain. Vessels, containers, 

cargo, and commercial vehicles are also potenrial media for smuggling and infiltration of weapons and perpetrators, as well 

as potential conveyances of devices for direct attacks on port complexes. The Plan to Re-Establish Cargo Flow After a TSI is 

appendix C. 

2.1 The Maritime Mode 

As previously discussed, the MTS is a complex system that is both geographically and physically diverse in character and opera

tion. The MTS consists. of waterways, ports, and intermodal. landside connections that allow the various. modes of transporta

tion to move people and goods to, from, and on the water. The MTS includes:
22 

• 25,000 linear miles of navigable waters, including inland waterways 

• 238 locks at 192 locations 

• The Great Lakes 

• The Saint Lawrence Seaway 

2 1 PWCS is idemiJied as a USCG-specific mission; secur ity partners are encouraged to supporc this effort. wl1ich is often mumally reinforcing. PWCS m ission elements are: 
( I). prcvem and d isrupt te rrorist macks. sabotage, espio nage, or subversive acts in tJ1e maritime domain and the. MTS; (2) protect the maritime domain and the. MTS; (3) 
respond to and recover from auacks Ulal do occur in the mari lime domain and the MTS; and (4) deny tbe use and explo itation of the MTS by terrorists as a mearu. for 
anacks on U.S. Territory. population centers, vessels. and maritime CTKR. 

2l Additio1:1al information is a\'3iJable from the Committee on the MarineTransponalioo System, What Is tl1e Marine Transpon alioo System ?. bup: //www.cmts.gov/ 
wlmismts.hnn, updated May 2009. The MTS is a lso as characreri1ed by An Assessmem of the U.S. Marine Transportation System, A Report to Congress (DOT, 1999). 
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• More Lhan 3,700 marine terminals 

• More than 1,400 intermodal connections 

The maritime domain of the United States consists of more than 95,000 miles of coastline; 360 ports; 3.4 million square miles 

of Exclusive Economic Zones (EEZs); and thousands of bridges, dams, and levees. The task of protecting the MTS is enormous 

and essential to maintaining the security of the U.S. economy. as shown by. the following representative facts from 2008:
23 

• 64 million passenger-nights were booked on Nonh American cruises 

• More. than 4,200 cruises by the 17 largest cruise. lines carried nearly I 0 million passengers 

• J47 million passengers traveled on ferries 

• 7,100 commercial ships made approximately 60,000 U.S. port calls; 

• U.S. foreign and domestic waterborne t rade amounted to 2.3 billion metric tons 

• 48 percent of U.S. foreign trade (imports/exports all modes) was moved by vessel in value terms, up from 41 percent five 
years earlier 

2.2 Unique Characteristics of the Maritime Transportation Mode: Assets, Systems, and Networks 

The MTS depends on and supports networks of critical infrastructure-both physical networks, such as the marine transporta

tion system, and cyber networks, such as interlinked computerized operations and information-sharing syscems. The ports, 

waterways, and shores of the maritime mode arc lined with military facilities, nuclear power plams, locks, offshore oil and 

natural gas drilling and production platforms, oil refineries, levees, passenger terminals, fuel tanks, pipelines, chemical plants, 

tunnels, cargo terminals, underwater cable, and bridges. Collocated business infrastructure may. also in.elude restaurants, sta

dimns, or conference centers and create a publicly dense environment that poses numerous security and safety challenges that 
span the border between land and maritime jurisdictions. 

The consequences of an incident, beyond immediate. casualties, on one node. of maritime critical infrastructure may include 
disruption of entire systems, congestion and limited capacity for product delivery, significant damage to the economy, or the 

inability to projecL military force. The protection of maritime infrastructure assets, systems, and networks must address indi

vidual elements, as well as illlermodal aspects and their imerdependencies positioned both within a regulatory environment 

and a system-of-systems. 

Seaports and Marine Terminals 

There a.re approximately 70 deep-draft port
24 

areas along U.S. coaSLS, including approximately 40 thaL each handle 10 mil-

lion wns or more of cargo per year. Within these pons arc approximately 2,000 major terminals. Most of these Lerminals are 

owned by port authori.ties and are operated by the private sector. Marine termi.nals and their associated berths are often special

ized to serve specific types. of cargo or passenger. movements. Terminals handling bulk cargo such as petroleum, coal, ore, and 

grain are frequently sited outside the boundaries of organized public port authorities. These facilities are often the origin and 
destination points for bulk commodities and, thus, they differ from terminals often found in public ports, where shipments 

are transferred from one mode to another. Terminals handling containerized cargo tend to be located within larger public port 

complexes with significant warehousing, storage, and intermodal transportation connectivity. Container terminals at 15 ports 

B U.S. Depanmem o fTra11sportaLio11. U.S. Water Transportation Statistical Snapshot, July 2009.Addilional informalio11 is available from the Maritime Administration at 
hup:/ /www.marad.dot.gov. 

24 The Wat er Resources Development Act of 19 86 defin es deep-draft harbors as being authorized lo be co11structed lo a depth. of more than 4 S feel. Additional information 
is available al http:/ /cpw.scnatc.gov/wrda86.pdf. 
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account for 85 percent of all container ship calls in Lhe United States, and the port complexes in six geographic areas account 
for approximately 65 percent of these calls. These six areas are: Long Beach/Los Angeles, New York/Newark/Elizabeth, San 

Francisco/Oakland, Hampton Roads, Charleston/Savannah, and Seattle/Tacoma. Tanker calls are concentrated regionally in 

areas with significant petrochemical industries, such as the gulf coast, Delaware Bay. New York Harbor, San Francisco Bay, and 

San Pedro Harbor. The ports in southern Louisiana are the centers of dry bulk grain traffic, most of which moves down the 

Mississippi River for expon on larger oceangoing ships. 

Terminal Facilities 

Hundreds of natural and manmade harbors are situated along the U.S. coastline and most contain federally maintained chan

nels used regularly by both passenger and cargo vessels. Many piers and berths are privately operated and are designed to 

handle particular Lypes of commodiLies. A terminal may be a sta11d-alone facility on the shoreline or part of a system of 

terminals and other marine service facilities (e.g., tugboat operators, fuel depots, ship repair facilities) that together make up a 

larger port complex. Individual terminals are often connected to rail sidings, roads that accommodate trucks, and pipelines. A 

terminal may be the origin or destination point for cargo moved on the waterways, as is the case for chemicals shipped from a 

waterfront chemical plant or coal shipped to the dock of a waterfront power plant. 

Offshore Oil Facilities and Offshore Renewable Energy Installations (OREls) 

The EEZ contains offshore facilities used for U.S. crude oil and natural gas production. These facilities are a key component for 

the Energy Sector, located within the MTS. To reduce U.S. dependence on foreign energy supplies, alternative energy sources 
are being pursued; renewable energy sources such as OREis are especially attractive. Often these techniques seek to exploit 

naturally occurring renewable sources such as solar, wind, and hydrodynamic energy. The United Kingdom and Denmark have 

emerged as leaders in the application of this technology and it is gaining popularity around the world. 

In U.S. waters, the responsibility for permitting, approval, and oversight of OREis is shared among a number of agencies, 

including the U.S. Department of the Interior (DOI) Minerals Management Service (MMS); tbe U.S. Army Corps of Engineers 

(USACE); the Federal Energy Regulatory Commission (FERC); the U.S. Departments of Commerce (DOC), Defense (DoD), 

Energy (DOE), and Transportation (DOT); and the U.S. Environmental Protection Agency (EPA). The appropriate State and tribal 

governments may also have interests depending upon the location of the OREi. MTS concerns with regard to the construction 

and location of an OREI are primarily related to the impact on navigation safety. Depending on the location, the ORE! may 

affect commercial shipping, fishing, recreational boating, or other traditional uses on the waterway, or may cause interference 
affecting the performance of electronic navigation systems, including radar and communication systems. To mitigate these 

risks, safety zones, routing measures, and monitoring may be required. 

Natural Gas Infrastructure 

The majority of natural gas used in the U.S. is from domestic supplies; approximately 15 percent is imported, mostly by pipe

line from Canada. A small percentage, approximately 1.5 to 3 percent of the total U.S. supply, comes from Liquefied Natural 

Gas (LNG) imported on specially designed LNG ships. Trinidad and Tobago, Algeria, and Egypt are the primary sources of 
in1ported LNG.

15 
The majority of LNG imported into the U.S. is currently received at nine shore.side LNG facilities in opera-

tion in the U.S., including an import terminal in Puerto Rico. The remaining shoreside LNG facilities are located in Boston, 

MA; Cove Poim, MD; Elba Island, GA; Lake Charles, LA; Cameron, LA; Sabine Pass, LA: Freeport, TX; and an export terminal in 
Kenai, Alaska. There are two operational deepwaLer ports (DWPs) that import natural gas into the U.S. from special LNG ships 

designed to botl1 carry and gasify LNG; the Gulf Gateway Energy Bridge DWP is located l 16 miles off the coast of Louisiana and 

H The Russian Federation, Norway. Qatar, and Rcp11hhc ofYemcn may become supply sources. 
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the Northeast Gateway Energy Bridge DWP is located approximately 20 miles off the coast of Boston. One additional DWP, the 
Neptune DWP, is planned to be operational in 201 O; it is approximately seven miles off the coast of Gloucester, MA. 

Navigation Infrastructure and Services 

U.S. waterways consist of thousands of miles of main channels, connecting channels, and berths. The vast majority of U.S. 

maritime trade passes through the more than 300 deep-draft navigation projects that the USACE maintains nationwide. USACE's 

responsjbility for inland waterways is complemented by the DOC National Oceanic and Atmospheric Administration's (NOAA) 

responsjbility for coastal management; NOAA charts, preserves, enhances, and monitors the condition of the Nation's coastal 
resources and ecosystems. NOAA also manages the land, aerial, and orbital infrastructure supporting NOAA's development and 

issuance of marine weather forecasts, walches, and warnings. The USCG maintains nearly 50,000 aids to navigation, ranging 

from lighted buoys and beacons to radio navigation systems. ResponsibiHty for waterways management includes coordinat-

ing and controlling vessel operations and scheduling on the waterways with Federal agencies, local pilot associations, private 

marine exchanges, port authorities, and individual vessel operators. Vessel navigation and related infrastructure and services 

are dependent on cyber- and commtmications-supported systems managed by various public and private owners and opera

tors; these systems include Global Positioning Systems (GPS), Geographic Information Systems (GIS), Automatic Identification 
Systems (AIS), and Long-Range Identification and Tracking (LRIT). In addition, Vessel Traffic Services (VTS) provide the mari

ner with information related to the safe navigation of a waterway. This information contributes to the safe routing of vessels 

through congested waterways or waterways that contain a particular hazard. VTS Puget Sound is unique among the 12 VTS 

operated by the USCG. It is the only. U.S. VTS that operates a cooperative international VTS •vith Canada. The Victoria (Canada), 

Tofino (Canada), and Seattle Traffic Centers coordinate shipping traffic between Puget Sound, the Straits of Georgia, Juan de 

Fuca, Rosario, Haro, and the west coast of Vancouver Island and northern Washington State out to 60 miles offshore. 

Oceangoing Vessels 

Major classes of oceangoing vessels are tankers, container ships, dry bulk and general cargo freighters, and specialized ships 

such as the roll-on/roll-off carriers used to transport motor vehicles. U.S. ocean ports and terminals handle more than 75,000 

vessel calls per year. Tankers, comainer ships, and dry bulk carriers make about two-thirds of these calls. 

Passenger Carriers 

Many of the passenger vessels operating in U.S. territorial waters are ferries carrying automobiles, trucks, and passengers. 

Although they are an importalll pan of the public Lransponation systems in cities such as Seattle, San Francisco, and New York, 

passenger ferries account for a small percentage of the Nation's total passenger trips on all public transportation modes, includ

ing subways and urban buses. Cruise ships continue to serve the recreation and tourism industries and operate on a regular 
basis from U.S. ports. An estimated 13.2 million travelers cruised in 2008, up from 12.56 million in 2007. The cruise industry 

also supports the economy. The cruise industry generated $38 billion in total U.S. economic output in 2007 (the latest figures 

available), posting more than a 6 percent economic impact growth rate over 2006. Direct spending in the U.S. in 2007 on 
goods and services was more than $18 billion, a 5.9 percent increase over 2006.

16 

Inland River, Coastal, and Great Lakes Systems 

Although the deep oceans are the primary means of moving cargo internationally, the U.S. inland river, coastal, and Great Lakes 

waterways are important means for moving cargo domestically and for providing outbound feeder traffic for overseas shipping: 

26 Jmcrnaiional Counci l of Cruise Lines, Inside Cruising: A Guide for Travel Professionals, hnp://www.cruising.org/pressroom-rcscarch. 
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• Inland River Systems. By far the largest and busiest inland waterway system in the U.S. is the Mississippi River system, which 
includes the large Ohio River and Missouri River tributaries. This system extends for more than 12,000 miles and encom

passes navi.gable waterways on more than a dozen tributary systems passing through l 7 States leading to the Gulf of Mexico. 
Barges are loaded and unloaded at shallow-draft terminals situated along the riverbanks. There are more than 1,800 shallow

draft terminal facilities in the U.S. 

• Coastal and Intracoaswl Waterways. The main coastal shipping activity in the U.S. occurs along the gulf coast and, to a lesser extent, 

along the Atlantic coast. The Gulf Intracoastal Waterway (GIWW), which is maintained by the USACE, spans 1,300 miles 

from Texas to Florida and is used for moving grain, coal, refinery products, and chemicals domestically and for supplying 

feeder traffic to seaports. 

• Great Lakes System. Approximately 350 terminals are situated along the U.S. shoreline of the Great Lakes. A half-dozen lake ports, 

including Duluth- Superior, Chicago, Detroit, and Cleveland, rank. amo11g the top 50 U.S. ports in terms of tonnage. The 

terminals in these ports, as well as most others on the Great Lakes, primarily handle dry bulk cargo. led by iron ore, grain, 

coal, sand, stone, and lumber. During cooler seasons, icebreaking operations maintain maritime travel and trade routes and 

allow for the mobility of law enforcement, defense assets, and essential resources. Access to and transit within the Great Lakes 

system requires close international cooperation with Canada. 

The Arctic System 

An increased focus on the. Arctic system and potential changes to the MTS has emerged due to climate change. The majority of 

Arctic shipping is destination specific; although there were a few trans-Arctic voyages in 2008. The character of shipping in the 

Arctic is likely to remain similar for some ti.me. There is considerable fishing activity in the Bering Sea and the Arctic Marine 
Shipping Assessment 2009 Report

27 
found that of the approximately 6,000 vessels in the Arctic in 2004, nearly half were 

operating on the Great Circle Route, which crosses the Aleutian Islands and the southern Bering Sea. Due to the geography and 

country boundaries, the U.S. Government maintains a positive working relationship with MTS counterparts in Canada and the 

Russian Federation. The U.S. Arctic from the Bering Strait northward, at present time, lacks the infrastructUTe to support the 

MTS beyond its current demand. 

Defense Port and Facility Prioritization 

DoD may require priority use. of commercial port and intermodal facilities and services to meet military deployment or 
other defense emergency requirements. Pursuant to the Defense Production Act of l 950, the Maritime Administration 

(MARAD) has authority (46 Code ofFederal Regulations (CFR) 340), delegated from the Secretary of Transportation, to require 

priority use of commercial port facilities and services by DoD ahead of commercial port contractual obligations. MARAD 

also has in place standby Federal Port Controller (FPC) service agreements (46 CFR 346) with key executives at J 5 U.S. ports. 
Each FPC is responsible for prioritizing and controlling the utilization of port facilities, equipment, and services to ensure that 

military deployment cargo movement timelines are met,. while minimizing. congestion and disruption to the movement of 

commercial cargo. 

The National Pon Readiness Network (NPRN) helps prepare port aDd DoD personnel to use relevant emergency procedures 

and coordinates deployments through ports. NPRN comprises ten Federal agencies (MARAD,. U.S. Transportation Command, 

USCG, the Transportation Security Administration, U.S. Northern Command, Surface Deployment and Distribution Command, 

USACE. U.S. Army Forces Command, Military Scali.ft Command, and U.S. Army Installation Management Command) with 

missions supporting the secure movemcm of military cargo during deployments or other national emergencies. Training and 

coordination are accomplished through the local NPRN Port Readiness Committees. 

27.Arcric Council. Amie Marine Shipping Assc<,mcm 2009 Rcpon. 2nd priming. Apr il 2009, p. 91. 
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Maritime Security Levels 

The USCG has a three-tiered system ofMARSEC levels to reflect the prevaihng threat environment to the maritime elements of 

the national transportation system. MARSEC levels are designed to provide a means to easily communicate pre-planned scalable 

responses to increased threat levels.
28 

Level 1 indicates the level for which minimum appropriate security measures shall be 
maintained at all times and generally corresponds to DHS Homeland Security Advisory System (HSAS) Threat Condition Green, 

Blue, or Yellow. Level 2 indicates the level for which appropriate additional protective security measures shall be maintained for 

a period of time as a result of a heightened risk of a TSI and generally corresponds to HSAS Threat Condition Orange. Level 3 

indicates the level for which specific protective security measures shall be maintained for a limited period of time when a TSI is 

probable, imminent or has occurred, although it may not be possible to identify the specific target and generally corresponds to 

HSAS Threat Condition Red. The Commandant of the USCG sets MARSEC levels, but because of the unique nature of the mari

time industry, MARSEC levels will align closely with HSAS Threat Conditions but will not directly correlate.
29 

The international 

community also uses a three-tiered advisory system specified by the International Ship and Port Facility Security (ISPS) Code. 
30 

MARSEC levels are consistent with the international three-tiered advisory system. A further description of and discussion on 
the app~ication of MARSEC levels is appendix D. 

Figure 82-1: Maritime Security Levels 

Maritime Security Operations 

LIU 
MARSEC Level 1 
"Signif icant Risk " 
Focus on: 
· Intel & Fusion 
· Harbor Patrols 
· Vessel Escorts 
· Protection of Assets 
· Partnerships 

lntermodal and Cross-Sector Connections 

D 
MARSEC Level 
"Heightened-'l k 
Increased: 
· Air Surveil lance 

• 
MARSEC Level. 3 
"Ter rorist Incident Imminent 
or Post-Incident" 
Increased: 
· Critical Infrastructure Protection 
· Maximum Port Control 
· Maximum Industry Security 
· Federal On-Scene. Coordinator 
· Inc ident Command System (ICS) 
· WMD/ HAZMAT Remediation 

· Critical Infrastructure Protection 
· Security Zone Enforcement 
· Cutters & Airborne Use of Force 
· Deployed to Districts 
· Heightened Port Control 
· Heightened Industry Security 

lntermodal transportation refers to a system that connects the separate transportation modes, such as aviation, maritime, mass 

transit, highway and motor carrier, pipelines, and freight rail, and allows a passenger or cargo to complete a journey using 

28 See http: / / www.uscg.mil/safetylevels/ whatismarsec.asp for additional information. 

29 Maritime Securil)' Directives are inmuc1ions issued by 1he Comrnandam, USCG, or deslgnee, 111anda1ing specific securily measures for vessel and faclli1les. 

JO Information on securi1y levels I, 2. and 3 can be found in the TSPS Code and SOLAS Chapter Xl-2. 
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more than one mode. In terms of cargo transportation, an intermodal shipment is generally one that moves by two or more 
modes dLLring a single trip. lntennoda.l connections link the various transportation modes-maritime ports and related facili

ties, highways, rail, and air. Sector overlaps occur due to the dynamics of the environment. For example, the Energy Sector and 

the Communications Sector connect through pipelines and underground cable that are pan of the MTS. In another example, 

bridges and tunnels provide pathways for pipelines, mass transit, and railroads. A wide range of intercom1ected cyber assets 

reinforce, and can complicate, the interdependencies within the sector. Many cyber systems, such as control systems or data 

centers, are shared between multiple transportation entities. Cyber attacks or other events disrupting these systems could have 

extended consequences for owners and operators across multiple modes. Furthermore, commodities are shipped through 

multiple modes that depend on one another for timely and secu re deliveries to customers. These modal interdependencies 

require special consideration of the potential consequences from the cascading effects of an incident and for informing short
term recovery to restore partial functionality and as a precursor to such long-term recovery measures and activities as may be 

necessary to return to a steady-state condition, adapted Lo whatever changes that may be outcomes from an incident. 

Transportation Worker Identification Credentialing (TWIC)31 

Implementation and enforcemem ofTWIC is. well underway. with nearly 1.3 million American workers. carrying a uniform 
credential in U.S. ports by the end of 2009. These tamper-resistant, biometric credentials are issued to workers who require une

scorted access to secure areas of ports, vessels, and outer continental shelf facilities, and to U.S.-credentialed merchant mariners. 

2.3 Risk Considerations 

Risk is the potential for an unwanted outcome resulting from an incident, event, or occurrence, as determined by its likeli
hood and the associated consequences.

31 
Due to the layered complexity of the MTS, i.t is susceptible to risks posed by all hazards 

across the physical,. cyber, and human risk elements. These hazards can occur simultaneously within the maritime domain. 

Threats and hazards such as flooding, hurricanes, and pandemics, and risks posed by aging infrastructLLre have advance warn

ing indicators; other events are less predictable, such as earthquakes and tornadoes. Systemic neglect of infrastructure may cause 

a failure of critical assets, presenting a hazard to the resilience of the MTS. The prediction of human behaviors can be relatively 

challenging; human action, either intentional or unintentional, could result in a major accident or incident with catastrophic 

consequences.
33 

The deliberate actions of malicious actors may cause damage or impede response efforts. The distinctions 

between terrorism and criminal activities will most likely continue. to blur as extremist groups anempt to support their objec
tives through other criminal enterprises by attempting to blend into the course of legitimate activity. 

The Physical Risk Element 

Utilizing. best practices and lessons learned, partners within the maritime environment continue to enhance their operating 

plans and procedures to prepare for, respond to, and recover from all-hazard events, thereby improving the resilience of the 
Nation's MTS. Hurricanes, tornados, and flooding are examples of natural disasters that typically cause significant disruption 

to the MTS. The improved preparation, response, and recovery measures and actions to significant events were apparem in the 

resilience demonstrated in the wake of hurricanes Gustav and Ike in 2008. Aging infrastructure also poses a risk; the collapse of 

an I-35 Mississippi River bridge in Minneapolis in 2007 alerted and raised public consciousness of the risk. A similar incident 

could disrupt the supply chain and potentially have negative psychological consequences that could result in a cascading nega

tive economic impact. 

31 TWTC was cs1ahllshcd by U.S. Cong rm through MTSA: it Is adml11!stcrcd by both TSA and the USCG. 

31 Narional lnfras1rucwre. Protection Plan. p. 11 I. 

13 Coosequences cao be divided into four main categories: public health and safety. economic. psycbological . and govemaoce impacts (National Infrastructure 1>rotecuo11 
Plan, p. I 09). 
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Threats posed in the physical risk element are diverse. The worst-case threat scenario is the introduction of nuclear, biological, 
or chemical weapons or radiological dispersal devices, while the use of improvised explosive devices (IEDs) remains the most 

likely tactic for terrorist attacks against transportation systems worldwi.de. Another area of great concern is the misuse of cargo 
containers for human and weapons trafficking, transporting counterfeit goods, and improper labeling of hazardous materials 

and other goods. Cruise ships and supertankers continue to increase in size, and this poses a global challenge for safety and 

security, including environmental and other impacts. 

The Cyber Risk Element 

Cyber exploitation by malicious actors, including terrorists, poses a risk to. critical infrastructure. The Nation's information 

infrastructure, including systems, networks, and data, must be tmdersrood and prioritized, protected, and made resilient. 

Incidents must be managed from identification to resolution iJ.1 a rapid and replicable n-1anncr. 

Unlike physical infrastructure assets, cyber assets are not necessarily found in a specific physical location and. therefore, the 

risk metrhodology used to identify high-value physical assets cannot necessarily be appbed. Incorporating cyber threat scenarios 

to identify risk in a particular supply chain or system that transcends both the virtual and physical realms, be it at a local, 

regional, national, or international level is a challenging undertaking. Identification of a cyber system alone , does not neces
sarily provide significant value; it is the dependency and interdependency of the system and the cascade of consequences that 

provide greater value. For example, the supply chains of almost all other functions and systems are dependent on the Nation's 

transportation networks and these systems are becoming more and more enabled through cyber systems and services. If the 

transportation networks fail, almost every major economic, social, and government service may experience cascading negative 

effects. The Nation's critical i.nfrastructure sectors rely extensively on information technology systems,
34 

systems that in and of 
themselves may be critical. The inability to restore electronic information and communications systems in the event of a terror

ist attack or natural disaster poses another risk. 

Cyber exploitation activities continue to become increasingly sophisticated and dependencies and interdependencies among 

cyber systems can be difficult to identify. Assets can be physical, such as computer hardware, but can also exist entirely in the 
virtual realm making them more difficult to pinpoint and secure. As is the case with most CIKR sectors, the MTS is dependent 

on information assurance and the ability to securely process, store, and distribute electronic information. Cyber intrusions 

occur on a daily basis around the world; the greatest threat to the MTS is the intrusion of cyber control systems, which consist 

of computer-based programs that operate motors, pumps, valves, signals, lighting, and access controls. For example, cyber 

control systems operate heating and cooling systems, security access control systems, collision avoidance systems, GIS tracking 

systems. and fire suppression systems. The exploitation or degradation of cyber systems may coincide with a natural disaster or 

deliberate attack and could result in cross-sector system failures. Cyber system failures can degrade or interrupt the. operation of 
transportation services. The level of risk depends on the degree to which a service relies on the infrastructure's cyber compo

nem and on the potentially cascading effects that a cyber event may trigger. 

The Human Risk Element 

Hwnan risk elements arc familiar to the MTS and the seafarer. Factors, such as credentialing, workplace standards and train
ing, and physiological well-being affect the ability of che transportation worker to remain alert, identify anomalies, and reduce 

complacency. More than 80 percent of the world's trade depends on the professionalism and competence of seafarers.
31 

The 

human element is a complex multidimensional issue impacting maritime safety, security, and marine environmental protection 

and involves the entire spectrum of human activities performed by ship crews, shore-based management, regulatory bodies, 

H Gover1m1ent AccowuabWty Office, Crltical Infrastructure Protection : Current C)'ber Sector-Specific Planning Approac l1 Needs Reassessment. Report No. GA0-09- 969. 

35 Sec lmp://www. lmo.org for more information. 
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and others. The lack of a dynamic workforce capable of cyber innovation is a concern for both the public and private sectors. 
Another workforce concern is that the MTS is vulnerable to deliberate or inadvertent actions by transportation system work

ers that may threaten high-consequence assets. The dynamic tempo of operations and the influence of environmental factors 
can contribute to accidents and errors that can lead to catastrophic results; there is human risk in both errors of judgment and 

malicious intent. Regulatory and non-regulatory public-private partnerships are keys to reducing these risks. The human risk 

element also includes consequences of public health and safety, such as pandemic threats; the HIN l event in 2009 is such 

an example. 

2 .4 Framework for Partnership and Information Sharing 

Information-Sharing Policy and Authorities 

Information-sharing processes are in use between the government and the private sector; these legacy mechanisms are often 

guided by regulation, precedent, or established process. In 2009, a Presidential Memorandum for the heads of executive 
departments and agencies was issued in support of transparency and open government, specifically that govermnent should be. 

transparem, participatory, and collaborative; this memorandum was also published in the Federal Register. 3
6 

Federal Coordination with State, Local, and Tribal Governments 

Coordination with State, local,. and tribal officials occurs on an ongoing basis; the enhancement of these mechanisms to be 

relevant and timely is a priority of DHS and impacts risk reduction activities and the resilience of the maritime domain. A 

Presidential MemorandLun on Tribal Consultalion
37 

recently emphasized the importance of consultation with tribal officials 

as a critical ingredient of sound and productive Federal-tribal relationships. Increasingly. technology serves a predominant 

role in the mechanics of sharing information and collaboration. However, the efficiency of process and the value of effort 

must be balanced; preventing an undue burden and adhering to the Paperwork Reduction Act of 1995, the Federal Advisory 

Committee Act, and the Critical Infrastructure Partnership Advisory Council (CIPAC) exemption as exercised under section 
871 of the Homeland Security Act of 2002 are important considerations. Existing mechanisms for sharing information include 

Information Sharing and Analysis Centers (ISACs), Homepon, Area Maritime Secmity Committees (AMSCs),38 Port Readiness 

Committees, Carrier and Trade Support Groups,
39 

the U.S. Computer Emergency Readiness Team (US-CERT), the Homeland 
Security Intelligence Network-Critical Sectors (HSIN-CS), and the Common Assessmem and Reporting Tool (CART) and are 

discussed briefly below. 

Information Sharing and Analysis Centers (ISACs}40 

The Maritime ISAC is unique from other CIKR ISACs in that it is not managed by the private sector, but by the USCG Office of 

Port and Facility Activities. It facilitates the sharing of security, critical infrastructure, and threat information with government 

and industry maritime security and critical infrastructure partners. Currently, the. primary function of the Maritime ISAC is to 

serve as the focal point for gathering and disseminating information regarding maritime threats to interested stakeholders. 

36 The White House, Memorandum on Transparency and Open Government, 2009, http:/ /www.whitehouse.gov/the_press_office/transparencyandopengovernment. 

37 The White House, Memorandum on 1'ribal Consultation, 2009, http://www.whitchouse.gov/thc- press-office/memorandum-tribal-consultation-signed-prcsident. 

38 Maritime Security Preparedness relics on Arca Contingency Plans and Arca Comm1uccs 10 address response and mitigation from rrlcascs of 011 or ha?a rdous materials 
into the 1narine. environn1em. 

l 9 Under L'he CBP/USCG Joint Protocols ror ExpecUtious Resumptlo11 of1'rade. 

• 0 In 2003, under lndumy advisement, the Maritime !SAC was rormcd; ii i< facilitated by the Office of Port and Facility Activincs at USCG Headquarters in wa,hingron, D.C. 
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The Maritime ISAC operates at the national, regional, and local levels and provides information on risks to the MTS, as well 
as information concerning incidents, threats, attacks, vulnerabilities, and potential consequences. The Marit ime ISAC also 

processes and analyzes incoming information in terms of which maritime stakeholder groups need the information and dis

seminates threat warning products to maritime stakeholders in a timely manner; enables the maritime community to identify. 

report, and share information to reduce security vulnerabilities; and facilitates. the discussion and development of best prac

tices and solutions on subsector and cross-sector issues between public and private sector stakeholders. The Maritime ISAC 

draws from multiple information sources from the national to the local levels of the public and private sectors. Currently, the 

Maritime ISAC leverages the technology ofHomeport as an organized mechanism for the secure exchange, dissemination, 

coordination, and storage of sensitive information. 

Providing a two-way :information-sharing process between maritime industry stakeholders and the governmem is under con

sideration for future development within the construct of the Maritime ISAC. Overall, the Maritime ISAC assists the maritime 

industry and State and local agencies with strengthening the Nation's capabilities to prevent, detect, respond to, and recover 

from potential TSis. on the MTS. 

Homeport
41 

Homeport is a publicly accessed and secure enterprise Internet portal that supports port security functionality for operational 

use. It also serves. as the USCG's primary communication& tool to support the sharing, collection, and dissemination of Sensitive 

But Unclassified (SBU) information, including Sensitive Security Information (SSI), For Official Use Only (FOUO), and Law 

Enforcement Sensitive (LES) information. 

Homeport meets critical information-sharing mission requirements in support of MTSA and is used as a primary. means 

for day-to-day management and communication of port security matters between public and private stakeholders from the 

national to the local levels, including coordination and collaboration between Federal Maritime Security Coordinators (FMSCs) 
and AMSC members, commercial vessel and facility owners and operators, government parmers, and the public. Homeport 

includes the Alert Warning System (AWS) function, which provides time-sensitive status updates (e.g., MARSEC level changes). 

Area Maritime Security Committees (AMSCs) 

MTSA mandated the development of a new regulatory scheme for maritime security that set forth requirements to establish the 

AMSCs;
42 

43 AMSCs are now active at the local port level and are instrumental in achieving and sustaining a robust maritime 
security regime to protect the Nation's MTS. The purpose of the AMSCs is to assist and advise the COTP (acting as the FMSC) 

with the development and maintenance of the Area Maritime Security Plan (AMSP) by providing a framework to communi

cate, identify risks, and coordinate resources among key port stakeholders to mitigate threats and consequences within the 

area of r esponsibility (AOR). AMSCs contribute to the establishment of a Maritime Common Operating Picture (MCOP) that 

permits decision makers to access critical and time-sensitive information. AMSCs provide a vital link for contingency plam1ing 
and collaboration between Federal, State, local, law enforcement, and industry partners and are a cornerstone of U.S. national 

maritime security. 

Maritime Government and Sector Coordinating Councils 

In 2006, the MMGCC stood up as a subsector of the Transportation Systems Sector Government Coordinating Council (GCC). 

Primary membership consists of representatives from DHS, DOT, DoD, DOC, and the U.S. Department of Justice (DOJ). The 

responsibilities of the MMGCC are derived from the NIPP and the charter of the Transportation Systems Sector GCC. The 

41 Additional information o n llomepon Is avaJlable at lmp://ho mepon .uscg.ml.I. 

41 The regulation creating AMSCs is conrained wilhin 3 3 CFR I 03.300. h implements tha1 ponion of 1hc MTSA found a1 46 U.S.C.A. 70 112. 
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Maritime Modal Sector Coordinating Council (MMSCC) stood up in 2007; membership consists of owners, operators, and 
associations from within the sector. The m odal GCC and Sector Coordinating Council (SCC) may also participate in Homeland 

Security Presidential Directive 7 (HSPD-7)-designated CIKR sector worki.ng groups, such as cyber, metrics or research and 
development. The SSA, other Federal agencies, industry, and the public sector have an extensive history of collaboration in 

meeting the various safety and security needs, many of which pre-date the CIPAC Partnership Model. The formation of the 

MMGCC and MMSCC do not replace these existing mechanisms, but instead complement them, and scope specifically toward 

the protection of critical infrastructure in the MTS. 

Homeland Security Intelligence Network-Critical Sectors (HSIN-CS) 

HSIN-CS is a Web-based platform develojped by DHS created to support information sharing and collaboration between 

Federal, State, local. tribal. private sector, and international partners engaged in preventing, protecting from, responding to, and 

recovering from all threats, hazards, and incidents within the U.S. HSIN-CS facilitates collaboration between mission areas suc.h 

as Law Enforcement, Emergency Management, and Critical Sectors within the various States, Territories, the National Capital 

Region, and major urban areas. The CIKR sectors utilize HSIN-CS to share information among modal partners just prior to, 

during, and after an incident. HSIN-CS is augments the maritime stakeholder's primary information sharing portal Homeport 
and has been useful in sharing cross-sector CIKR information during all-hazard events. 

National Infrastructure Coordinating Center (NICC) 

The NICC is a 24/7 watch/operations center and Incident Management Cell that maintains ongoing operational and sirnational 
awareness of the Nation's CIKR sectors. The NICC is the CIKR-focused element of the National Operations Center, providing a 

centralized mechanism and process for information sharing and coordination between the government, the SCCs, the GCCs, 

and other industry partners. The NICC receives and shares situational, operational, and incident information in accordance 
with the information-sharing protocols established in the NIPP and the National Response Framework (NRF). The NICC posts 

updated CIKR sector information daily on HSIN-CS. 

National Maritime Intelligence Center (NMIC) 

The National Maritime Intelligence Center, established in 2009 to integrate and optimize the Global Maritime Community 

oflnterest (GMCOT),. integrates. the unique capabilities of interagency, private sector, and foreign partners. On behalf of the 
GMCOI, the NMIC closes analytic and collection gaps, delivers interagency collaboration and information sharing solutions, 

advises interagency policy development, researches, and evaluates emerging technologies. 

Common Assessment and Reporting Tool (CART)43 

CART is. used to report, share, and track MTS impacts. during an all-hazard incident that. significantly disrupts the MTS in U.S. 

ports. CART provides an inventory of MTS baseline data that is based on 22 Essential Elements oflnformation (EEi). The CART 

database provides a repository of MTS recovery information that is not otherwise available to Federal, State, local, and tribal 

government officials. See section 3 for ampHfying information. 

U.S. Computer Emergency Readiness Team (US-CERT) 

US-CERT is the operational arm of the DHS National Cyber Security Division (NCSD). The NCSD serves as the Federal 

Government's cornerstone for cybersecurity coordination and preparedness, including implementation of the National Strategy 

to Secure Cyberspace. US-CERT provides response support and defense against cyber attacks for the Federal Civil Executive 

4l CART i5 pending an adaptaiion into 1hc cmcrprise. system; field applicaiion. cominucs. 
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Branch and provides information sharing and collaboration with Federal, State, and local government; industry; the research 
community; and international partners. US-CERT also provides a way for citizens, businesses, and other institutions to com

municate and coordinate directly with the U.S. Government about cybersecurity.H The USCG shares cyber-related information 

·with US-CERT regarding threats and attacks conducted against SSA assets. CIKR partners, especially owners and operators, are 

encouraged to use this same reporting mechanism in order to limit the consequences and diminish the vulnerabilities the sec

tor faces with regard to cybcr attacks. 

••Additional information on US-CERT is available at htfp://www.us-ccrt.gov. 
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3. The Implementation Plan 

Both the strategic planning regime for national maritime security. and the risk-based planning regime for homeland infrastruc
ture protection integrate to form a risk-based plan focused on protecting the public and managing security risks posed to assets 

and infrastructure within the maritime domain. Figure 3-1 is a representative example of the concurrent implementation of 
three Federal security requirements.

45 

National Maritime Security Policy and Risk-Based Planning 

The strategic planning regime for national maritime security and the risk-based planning regime for homeland infrastructure 

protection are depicted below. National Security Presidential Directive 41 (NSPD-4l)/HSPD- l3 guide the NSMS and its eight 
supporting plans, it should be noted that HSPD-7 guides U.S. infrastructure protection and the NIPP to build a safer, more 

secure, and more resilient America using the NIPP risk management framework across physical, cyber, and human risk ele

ments .. Transportation Systems Sector and maritime modal partners work together toward this aim,. focusing on preparedness, 

response, and rapid recovery in the event of an attack, natural disaster, or other emergency. 

Figure 83-1: Relationship of Maritime Security Plans per HSPD-13 and HSPD-7 

45 While ch is example uses the USCG as rhe implementing agency. iris serving as a proxy for all Federal security parmers. 
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The NMTSP implements ten statutory requirements of the MTSA and creates a three-tiered maritime securiL y planning regime, 
which includes AMSPs, along with vessel and facility security plans. The process to re-establish cargo .Row after a maritime 

TSI aligns with NSPD-41 /HSPD- 13, as well as the Maritime Infrastructure Recovery Plan, to protect the economy of the United 

States by ensuring the continuity of maritime commerce and the MTS following a maritime TSI. Both of these plans protect the 

U.S. CIKR system using risk-based decisionmaking in close cooperation with State, local, tribal, and private sector partners. 

3.1 Vision, Goals, and Objectives 46 

The security of the maritime domain is the collective effort of public and private sector owners and operators. Wh ile stakehold

ers, in general, share and support Transportation Systems Sector goals, each pursues these goals in accordance with its own 

requirements (e.g .. business, mission, executive, or. legislative). Government security partners execute their responsibilities 

either individually or as part of a larger collaborative effort by enforcing Federal regulation, programs, plans, and strategies. 

These cumulative activities implement the responsibilities of the parmers, which include, but are not limited to, the protection 

ofCIKR. 

The vision, goals, and objectives of the maritime transportation mode are: 

Vision Statement Maritime Transportation Mode 

Through partnering, sustain a secure and efficient MTS that enables legitimate travelers and goods to. move without fear of harm, 
reduction of civil liberties, or disruption of commerce. 

Goal 1: Prevent and deter acts of terrorism using, or against, the MTS. 

Objectives 

• Continue LO develop and implement flexible, layered security measures, both routine and random, while increasing security 

awareness training and security information shariJ1g. 

• Conduct and/or participate in combined drills and exercises to test, practice, and evaluate the execution of prevention/pro

tection operations and contingency plans and procedures. 

Goal 2: Enhance the all-hazard preparedness and resilience of the MTS to safeguard U.S. national interests. 

Objectives 

• Reduce the risks associated with key nodes, links, and flows within critical MTS areas Lo enhance overall MTS survivabil

ity and will continue to develop flexible contingency. plans that are exercised and updated to ensure the most expeditious 

response and recovery to all-hazard events. 

• Identify physical, cyber, and human risk elements in relation to the protection of the MTS. 

• Improve cross-modal, cross-sector, and international coordination to address critical dependencies and interdependencies; 

incorporate into the risk managemem framework. 

• Determine critical cyber assets, systems, and networks; identify and implement measures to address strategic cybersecurity 
priorities; and develop new and/or enhance existing maritime modal processes. 

• 6 See Transportation Systems SSP Base Plan for Transportation Systems Sector goals; these goals are supported by the mode where appropriate.These goals also support the 
national goals co111aiJ1ed in the NSMS. 
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Goal 3: Maximize cost-effectiveness for the limited resources of the MTS.
47 

Objectives 

• Align resources to MTS security risks by priority and develop and disseminate standards for risk analysis tools and 

methodologies. 

• Coordinate Federal. State, and local government agency efforts for maritime safety and security improvement and minimize 

the duplication of agency efforts. 

Goal 4: Contribute to the improvement of sector situational awareness, understanding, and collaboration. 

Objectives 

• Enhance timely information sharing among MTS partners, as appropriate. 

• Advance resiliency concepts and risk management best practices within the mode. 

• Understand modal, intermodal, and cross-sector interdependencies, and collaborate with security partners through plans, 

training, and exercises to enhance knowledge. 

3.2 Strategic Risk in the MTS 

A strategic risk may be described as risks which impacts the entire Transportation Systems Sector and has consequences with 

far-reaching, long-term effects on the national economy, natural cnvironmem, and public confidence. The consequences of 
strategic risks generally cross multiple sectors. The risk management framework will inform decisionmakers at aU levels and 

will be particularly relevant prior to, dming, or after a strategic risk event. 

As described previously, the MTS depends on networks of critical infrastructure, both physical and cyber. The port waterways 

and shores of the maritime mode are collocated with military facilities, nuclear power plants, locks, oil refineries, levees, 

passenger terminals, fuel tanks, pipelines, chemical plants, tunnels, cargo terminals, underwater cables, and bridges. Ports, in 

particular, have inherent security vulnerabilities and are sprawling, easily accessible by water and land, close to crowded metro

politan areas, and interwoven with complex transportation networks. Port facilities, along with the ships and barges that transit 

port waterways, arc especially vulnerable to tampering, theft, and unauthorized entry. 

Some physical and cyber assets, as well as associated infrastructure, also function as defense critical infrastructure; their 

availability is consistently ensured for national security operations worldwide. Just-in-time methods, utilized by industries, 
are considered for their implications for risk vulnerability. Beyond the immediate casualties, the consequences of an incident 

on one node of maritime critical infrastructure may include the disruption of entire systems, congestion and limited capacity 

for product delivery, significant damage to the economy, or an inability to project military force. The protection of maritime 
infrastructure networks must address individual elements, as well as intermodal aspects and their interdependencies positioned 

both within a regulatory environment and a system-of-systems. 

The SSA participates in the annual prioritization of Level I and Level 2 assets, and in the Critical Foreign Dependencies Initiative 

through the National Critical Infrastructure Prioritization Program, which fulfills the requirements of the Implementing 

Recommendations of the 9/ 11 Commission Act to produce lists of infrastructmc that if disrupted could cause nationally or 

regionally catastrophic effects. 

• 7 To 1hc greatest extent possible under the law. 
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3.3 Assessing Risk and Prioritizing Assets and Systems: Tactical/Operational Risk Planning 

By applying the NIPP risk management framework, security partners within the maritime mode will continue to establish the 

processes for combining threat, vulnerability, and consequence information to produce a comprehensive systematic and ratio
nal assessment of the MTS, thereby also contributing to the overall risk management framework for the Nation. 

Figure 83-2: NIPP Risk Management Framework 

Continuous improvement to enhance protection of CIKR 

Effective Tools for Risk Management and Prioritization 

The primary tool used to assess risk to national infrastructure in the maritime domain is MSRAM, which is used extensively 

at the local, regional. and national levels. The USCG and other maritime industry stakeholders use MSRAM to analyze strate
gic, operational, and tactical risks within and across U.S. ports. It allows risk managers and decisionmakers to understand the 

geographic density of risk across the Nation's ports, know the profile of risk within a port, and recognize asset-specific risks 

to help identify maritime CIKR assets. The tool is designed to allow a port-level user to assess the risk factors associated with a 

target (asset) in the maritime domain in such a way that local data can be used for both local and national risk analysis needs 
and can be fed into the overall risk management process. MSRAM is built on the standard risk formula where Risk = f (Threat 

x Vulnerability x Consequence) and encourages not only point-source protective measures, but also areawide security measures 

and response capabilities. As our understanding of risk has matured, broader systems assessment data now is incorporated into 

MSRAM. Although cyber risk data is contained, it is expected that the understanding of cyber risk and how it relates to the 
broader system will further evolve. 

As previously discussed, CART is used to report, share, and track the impacts on the MTS during an all-hazard incident that 

significantly disrupts the MTS in U.S. ports. The information contained in CART assists decision makers with (1) facilitating 

MTS recovery operations vis-a-vis providing timely and accurate information on pre-incident conditions in a COTP zone, (2) 

comparing baseline MTS data and post-incident data to characterize the extent of the impact on the MTS, and (3) auto-generat

ing an MTS Executive Summary for the sharing of findings with MTS stakeholders and port partners in a Web-based format to 

facilitate distribution and timely information sharing of MTS recovery status and impact reports. 

Operational Risk Planning 

From a system-of-systems perspective, the MTS is a network of maritime operations that interface with shoreside operations 

at intermodal connections as part of the overall global supply chain or domestic commercial operations. The various opera

tions within the MTS network have components that include vessels, port facilities, waterways and waterway infrastructure, 

intermodal connections, and users. The United States, like many other nations, works toward maintaining a balance between 

safe. secure ports and facilitating trade that promotes economic growth and prosperity. The USCG Strategy for Maritime Safety, 
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Security, and Stewardship; the PWCS mission; and the CMT Performance Plan are efforts to guide this balance between safe, 
secure ports and economic prosperity. Efforts to safeguard the Nation's interests are best understood wben viewed as part of 

a larger interlocking system of governance comprised of operational capabilities, domain awareness, and maritime regimes 
applied across the maritime domain. Layered security has geographic and functional aspects; boundaries in terms of the geo

graphic layer or zone where operations will be conducted (e.g., domestic, border/coastal, or an international zone); and func

tional aspects of operations. that unify regional and global efforts to counter. terrorism and other illicit activity .. 

3.4 Decisionmaking Factors 

The CIKR within the maritime Lransponation mode constitute a vilal pan of the complex systems necessary for public well

being, as well as economic and national security. They are essential for the free movement of passengers and goods throughout 

the world. Many factors influence decisionmakers when i.t comes to conducting risk mitigation activities across physical, cyber, 

and human elements. Among these factors are executive mandates,. legislative mandates,. leadership priorities, budget con

straints, time requirements, and risk assessments. National priorities. drive decisionmaking at a strategic level. 

The national-level risk management framework is applicable to risk assessment on an asset, system, network, functional, 

national, State, regional, or sector basis. Maritime partners. contribute to the national-level risk management framework through 

various mechanisms and multiple interface points. For example, owners and operators may identify assets, systems, networks, 

and fonctions at a local level, and national-level advisory councils may provide recommendations on the priority and imple

mentation effectiveness of particular protective programs, while other subject matter experts may provide \raluable scenario

building knowledge. The risk management framework in the MTS is both a bottom-up build and a top-down build, combined 

with cross-sector integration. 

MTS security partners derive their responsibilities and priorities, both individually and collectively, from several main sources, 

including international agreements, treaties and conventions, legislation, executive directives, and assigned mission(s). 

Public and private seetor security partners have worked collaboratively LO execute these responsibilities tO create a layered 

security regime. This layered regime includes the International Maritime Organization's TSPS Code, championed by the U.S. and 

other contracting governments. The ISPS Code has been implemented and is monitored by the U.S. and other member states. 

around the world. The MTSA, developed contemporaneously with the ISPS Code, implements security requirements for the 

U.S. maritime industry .. Government parmers execute their responsibilities by. enforcing Federal regulacions, programs .. plans, 
and strategies. These cumulative activities implement the responsibilities of the partners, which include, but are not limited 

to, the enhanced protection of CIKR through the NIPP sector partnership model, the NIPP risk management framework, and 

complementary RMAs. 

The Level 1, Level 2, and sector lists are utilized during incidents as a valuable tool for prioritizing Federal, State, and local 

response and recovery efforts. Specifically, the USCG, as the SSA, uses its MSRAM tool to identify maritime, national-level CIKR 

assets and systems. MSRAM was designed to incorporate all 18 CIKR sectors and, therefore, has application beyond assets and 

systems that are maritime centric; presently, 13. of the 18 CIKR sectors. are represented and have data in the MSRAM tool. Prior 

to and during an evem, the SSA, as the subject matter expert, is. often consulced by other CIKR sectors,. adding. redundancy. ro 

their existing mechanisms. TI1is data is readily available and repeatable, but due to the complexity, may require subject mat-

ter expertise to interpret tbe findings in context with a particular event or scenario. Analysis is perfonned and provided in a 

format that the end user can utilize, along with other tools and subject matter expertise, to inform decisions. 

Domain Awareness is a key enabler of continuous risk identification and subsequent resource prioritization and allocation 

decision support. The steady-state Domain Awareness is typically provided via an operations center environment is essential to 

all-hazaTd incident prevention and includes a situational awareness aspect tl1at is essential to incident management of small
scale, sh.on-term, and non resource-intensive operational activities. 
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The incident management of large-scale, long-term, and resource-intensive operational activities typically overloads the all-haz
ard risk identification capability of the steady-state domain awareness-focused operations center. This overload effect requires a 

new. "incident defined" domain that is either geographic or functional in nature and enables the start-up. of a separately staffed 

management team with a refined situational awareness focus. This refined. situational awareness and subsequent incident 

management staffing requirement pertains to potential or actual large-scale operational activities. From the national to the local 

level, executive agents, security partners, operations cemers, incidem-drivcn Unified Command start-ups, and decisionmak-

ers must have steady-state domain awareness to be able to transition to accommodate refined situational awareness in order to 

implement effective incident prevention, response, and recovery protocols. 

3.5 Programs, Initiatives, and Risk Mitigation Activities 

The chart below shows a representative breadth of program initiatives and other activities that support the maritime mode's 

RMAs. Information-sharing programs and activities cascade across all four RMAs. The RMAs identified by the mode include 

the following: 

• Risk Reduction Tools. and Methods 

• Lead and Conduct Effective Maritime Security and Response Operations 

• Maritime Domain Awareness 

• Create and Oversee an Effective Maritime Security Regime 

These RMAs contribute to the reduction of risk in the maritime domain across physical, cyber, and human risk elements; they 

are linked to the goals identified in section 3.1. The programs and initiatives may also support other areas within their multi

mission agencies and respective departme.nts. 

Risk Reduction Tools. and Methods 

Department/ Agency 

DHS/CBP 

DHS/CBP 

DHS/FEMA/ USCG 

DHS/TSA 

DHS/ TSA 

DHS/TSA 

OHS/USCG 
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MTS Program/Initiative 

* Denotes Key RMA 

Canine Enforcement Program 

Non-Intrusive Inspection Technology (NII) 

* Discretionary Transportation and Infrastructure 
Security Grants, Port Security Grant Program (PSGP) 

lntermodal Security Training and Exercise Program 
(I-STEP) 

Security Enhancement and Capability Augmentat ion 
Program (SEACAP) 

Security Training,. Operational Readiness, and Maritime 
Community Awareness Program (STORMCAP) 

Area Maritime Security Training and Exercise Program 
(AMSTEP) 

Maritime Goal 

Supported 

1 

1 

1, 2,3, 4 

1, 2, 4 

1 

1, 4 

1, 2, 4 

Element (Physical, 

Cyber, Human) 

Phys ical 

Physical 

Physical, Cyber, Human 

Physical. Human 

Physical 

Physical, Human 

Physical, Human 
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Department/ Agency 

OHS/USCG 

OHS/USCG 

OHS/USCG 

OHS/USCG 

MTS Program/ Initiative 

* Denotes Key RMA 

Maritime Force Protection Units (MFPUs), Transit 
Protection System (TPS) 

* Maritime Security Risk Analysis Model (MSRAM) 

National Maritime Terrorism Threat Assessment 
(NMTTA) 

Port Threat Assessments 

Lead and Conduct Effective Maritime Security and Response Operations 

Department/ Agency 

OHS 

DHS/CBP/ICE/USCG 

DHS/CBP/USCG 

DHS/CBP/USCG 

OHS/USCG 

OHS/USCG 

OHS/USCG 

OHS/USCG 

OHS/USCG 

OHS/USCG 

OHS/USCG 

OHS/USCG 

OHS/USCG 
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MTS Program/ Initiative 

* Denotes Key RMA 

Protective Security Advisors 

CBP, USCG, and Immigration and Customs Enforcement 
(ICE) Senior Guidance Team (SGT) 

CBP/USCG Dual-Agency Boarding Initiative 

National Response Option Matrix (NROM) 

* Activities Under the Combating Maritime Terrorism 
Strategic and Performance Plan, Maritime Security and 
Response Operations (Operation Neptune Shield (ONS)) 

Advanced lnterdiction/Counterterrorism (Al/CT) 

Area Maritime Security Training and Exercise Program 
(AM STEP) 

Common Assessment and Reporting Tool (CART) 

Military Outload (MOL) Security Support 

Waterborne, Shoreside, and Aerial Patrols 

Control Port Access Activity and Movement 

Deployable Operations Group (DOG), including the 
Capabilities of the Tactical Law Enforcement Teams, 
Port Security Units, National. Strike Force, Maritime 
Security Response Teams, and Maritime Safety and 
Security Teams (listed below) 

Escort Vessels 

Maritime Goal 

Supported 

1,2 

1,2,3,4 

1 

1,2, 3 

Maritime Goal 

Supported 

1,2,4 

4 

1,4 

1,2,4 

1,2,4 

1, 2 

1,2,4 

1,2,4 

1 

1 

1,2 

1,2,4 

1 

Element (Physical, 

Cyber, Human) 

Physical 

Physical 

Physical, Human 

Physical 

Element (Physical, 

Cyber, Human) 

Physical, Cyber, Human 

Physical, Human 

Physical, Human 

Physical 

Physical 

Physical, Human 

Physical, Human 

Physical 

Physical 

Physical 

Physical, Human 

Physical, Human 

Physical 
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Department/ Agency 

OHS/USCG 

OHS/USCG 

OHS/USCG 
DOJ/FBI 

OHS/USCG 

OHS/USCG 

OHS/USCG 

OOJ/FBI 

MTS Program/ Initiative 

* Denotes Key RMA 

Investigate Anomalies 

Maritime Force Protection Units (MFPUs), Transit 
Protection System (TPS) 

Maritime Operational Threat Response (MOTR) Plan 

Maritime Safety and Security Team(s) (MSST) 

Respond to and Recover from Terrorist Attack 

Specialized Use of Force 

Critical Incident Response Group (CIRG) 

Maritime Domain Awareness 

Department/ Agency 

OHS/CBP 

DHS/CBP 

OHS/CBP/USCG 

OHS/CBP 

OHS/CBP 

OHS/USCG 

OHS/USCG 

OHS/USCG 

OHS/ USCG 

OHS/USCG 

OHS/USCG 
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MTS Program/ Initiative 

* Denotes Key RMA 

* Automated Targeting System 

* Container Security Initiative (CSI) 

Integrated Border Enforcement Team 

Radiation Portal Monitors (RPMs) 

Secure Freight Initiative (SFI) 

Advanced Notice of Arrival 

COASTWATCH 

Collect, Monitor, Fuse, Analyze,. Maintain, and 
Disseminate Information, Data, and Intelligence on 
Vessels. People, Cargo, Organizations, and Areas of 
Interest (including infrastructure) in the Global Maritime 
Environment 

Homeport 

Intelligence Contribution 

lnteragency Operations Centers (IOCs) 

Maritime Goal 

Supported 

1, 2 

1,2 

1,2,4 

1, 2,4 

1,2,4 

1 

1 

Maritime Goal 

Supported 

1, 2 

1,3,4 

1,4 

1 

1 

1,4 

1, 4 

1,2,4 

1,2,4 

1,2,4 

1,2,3,4 

Element (Physical, 

Cyber, Human) 

Physical 

Physical 

Physical, Human 

Physical, Human 

Physical, Cyber 

Physical 

Physical, Cyber 

Element (Physical, 

Cyber, Human) 

Physical, Human 

Physical 

Physical, Human 

Physical 

Physical 

Physical, Human 

Physical, Human 

Physical, Human 

Cyber 

Physical, Cyber, Human 

Physical, Cyber, Human 
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Department/ Agency 

OHS/USCG 

OHS/USCG 

OHS/USCG 

OHS/USCG 

DHS/DOT/DoD/ODNI 

DHS/DOT/DoD/ 
0 DN I/ I nteragency 
Partners 

OHS/USCG/Aux 

OHS/USCG 

OHS/USCG 

DOJ/FBI 

MTS Program/ Initiative 

* Denotes Key RMA 

Long Range Identification and Tracking (LRIT) 

Maritime Radiation Detection Programs 

* Maritime Security Risk Analysis Model (MSRAM) 

* National Automatic Identification System (NAIS) 

National Maritime Domain Awareness Coordination 
Office (NMCO) 

National Maritime Stakeholders Board 

America's Waterway Watch (AWW) 

Underwater Port Security System. (UPSS) 

Update to HSIN-CS 

FBI Field Intelligence Groups 

Create and Oversee an Effective Maritime Security Regime
48 

Department/ Agency 

DHS/CBP 

DHS/CBP/TSA/ 
USCG/ONDO 

OHS/ONDO 

DHS/TSA/USCG/ 
Industry 

OHS/USCG 

OHS/USCG 

MTS Program/ Initiative 

* Denotes Key RMA 

Customs-Trade Partnership Against Terrorism (C-TPAT) 

OHS Small Vessel Security Strategy (SVSS) and Small 
Vessel. Security (SVS) Implementation Plan 

Maritime Program Assistance 

* Transportation Worker Identification Card (TWIC) 

Conduct Security, Random and. Suspect Vessel. 
Boarding 

Informat ion Sharing Environment (ISE) Suspicious 
Activity Reporting (SAR) Working Group 

•8 Programs. inilia1ivcs. and aciivitics that contribute. to implcmcnration o f regimes. 
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Maritime Goal 

Supported 

1,2,4 

1 

1,2,3,4 

1,4 

1,2,4 

1,2,4 

1, 2,4 

1, 2 

1,2,4 

1,2,4 

Maritime Goal 

Supported 

1,4 

1,2,4 

1 

1, 2 

1 

4 

Element (Physical, 

Cyber, Human) 

Physical 

Physical 

Physical 

Physical 

Physical, Cyber 

Human 

Physical, Human 

Physical, Human 

Cyber 

Physical, Cyber, Human 

Element (Physical, 

Cyber, Human) 

Physical, Human 

Physical 

Physical 

Human 

Physical, Human 

Human 
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Department/ Agency 

OHS/USCG 

OHS/USCG 

OHS/USCG 

OHS/USCG 

OHS/ USCG 

OHS/USCG 

OOJ/FBl/Mult lple 
Agencies 

OOJ/FBI 

OOT/ MARAO/USCG 

OOT/MARAO 

MTS Program/ Initiative 

* Denotes Key RMA 

* International Engagement/Enforce Foreign Flag 
Vessel Compliance with International Ship and. Port 
Facility Security (ISPS) Code,. Implement and Monitor 
Port State Control Measures 

International Engagement/Execute and Monitor the 
Special Interest Vessel (SIV) Program 

* International Engagementjlnternational Port 
Security Program 

Lead Area Maritime Security Committees (AMSCs) 

* MTSA/ Review, Approve, and Enforce Compliance 
with. Plans and Regulations. for Domestic Vessel,. 
Facility,. and Outer Continental. Shelf (OCS) Facility 
Security Plans, Area Maritime Security Plans (AMSPs), 
Vessel Compliance 

Underwater Terrorism Preparedness Plans (UTPPs) 

Joint Terrorism Task Forces (JTTFs) 

Maritime Liaison Agent Program (MLAP) 

Maritime Administration Port Readiness Program 

MTSA Section 109, Training and Certification of 
Maritime Security Personnel 

3.6 Metrics/ Measurement Process 

Maritime Goal 

Supported 

1 , 2 

1 

1 

1,2,4 

1, 2 

1 

1, 3,.4 

1,2,4 

1 

1 

Elem ent (Physica l, 

Cyber, Human) 

Physical 

Physical 

Phys ical 

Physical, Human 

Physical, Human 

Physical, Human 

Physical, Cyber, Human 

Physical, Human 

Physical 

Human 

Four key attributes of successful performance measures (also called metrics) are identified by experts and leading 

organizations,
49 

and cited by the Government Accountability Office (2009). Specifically, measures should be (I) quantifiable, (2) 

meaningful. (3) repeatable and consistenc, and (4) actionable. Performance measures can be used to facilitate decisionmaking 
and improve performance and accountability through the collection, analysis, and reporting of relevant data. The purpose of 

measuring performance is to monitor the status of measured activities and facilitate improvement in those activities by applying 

corrective action based on the observed m easurements. Such measurements can be used to monitor the accomplishment 

of goals and objectives, and analyze the adequacy of control activities. Thus, performance measures should prov1de manag-

ers and other stakeholders with timely, action-oriented information in a format that facilitates decisions aimed at improving 
c. 50 program pen ormance. 

•9 Leading organizations are prominc.m, nationally known organizations, academic institutions, and State agencies. With regard 10 R.eport No. GA0-09-6 17, the focus is 
on comprehensive enterprise-wide. infonnation secmity programs. It is assumed . however, that th e four key attributes of successful measures are transferable;. this. is 
~upported on page 9 of tlie. report wl1ere the. frndings conformed 10. prior reports on effective performance measuremelll and reporting practice& In Report 
No. GA0-05-927. 

10 Report No. GA0-09 6 I 7. p. 3. 
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The maritime Lransportation mode's sector-specific program measurement scheme will leverage existing information-sharing 
mechanisms and partner to measure progress toward national objectives to enlunce the security of and protection of U.S. 

interests in the maritime domain. One particular agency or department does not own all programs, activi.ti.es, and initiatives, 

and management can extend to a vast number of stakeholders in the public and private sectors. The complexity of the maritime 

mode and the Transportation Systems. Sector demands. a high degree of alignment and coordination of protective programs, 

activities, and tools. This complexity also demands that MTS partners are considered in the broadest context (e.g., governmem, 

private, and international sectors). Through the NIPP risk management framework, program and activity measurements from 

various program leads are reported vis-a-vis the SSA and are captured in the Transportation Systems Sector CIKR Protection 

Annual Report, an annex to the National CIKR Protection Annual Report. 

The SSA will continue to work with its public and private sector partners to develop, refine, and report on risk reduction 

metrics, taking into consideration the key attributes of successful performance measures that support nat..ional-level objectives. 

Risk mitigation activities. for which progTams and activities cascade, are presently categorized into the following groups: (J) 
Risk Reduction Tools and Methods. (2) Maritime Security and Response Operations, (3) Maritime Domain Awareness, and (4) 

Effective Maritime Security Regime/Information Sharing. Information-sharing programs and activities cascade across all 

four groups. 

Key attributes, as applied to the MTS and the maritime mode, are as follows: 

• Quantifiable. The aim of metrics is quantifiable value; qualitative measures may also be used, including in national-level report
ing .. Quantitative data may not always be included in annual reports because when certain data is combined with other 

information, rhe output may fall into the category of Sensitive Security Information, which is a designation given to particu

lar information in the Transportation Systems Sector. This does not mean that the quantifiable data is not being collected, 

analyzed, and used to inform decisions through other venues. 

• Meaningful. Meaningful measures have targets or thresholds for each measure to track progTess over time, are defined with 

clarity to precisely reflect what is being measured, and are linked to national or organizational priorities. Priorities, for 

example, might include quality, timeliness, or the best use of available resources. 

• Repeatable and Consistent. Measures should be repeatable and able to produce consistem results by e.ns'Ufing they are defensible, 

auditable, and use readily obtainable data. A measurement process implemented consistently over time to ensure that mea

surements are comparable with each other is optimal. 

• Actionable. Measures that are actionable support the decisionmaking process and drive the behavior of those who are respon

sible for the control activities reflected in the measures. 

Adherence to key practices, as identified by leading organizations. and experts, also includes focusing on ris!ks, involving stake

holders, assigning accountability, and linking to business goals.
51 

With respect to critical infrastructure, the NIPP risk manage

ment framework includes measuring effectiveness that feeds into a feedback loop. NIPP specific outcome metrics and descrip
tive data are reported in two ways-through the National Coordinator Progress Indicators and through the Sector Progress 

Indicators. Collectively, these metrics and data will provide a holistic picture of the health and effectiveness of the national and 

sector CIKR efforrs. Progress toward modal goals will also be informed largely by existing Office of Management and Budget 

program efficiency measures. 

Title 46 U.S.C. 70306 directs the Secretary of Homeland Security to report annually "on the threat of terrorism to U.S. ports 

and vessels operating from those ports ... [and to] include a description of those activities undertaken under Title I of MTSA 

and an analysis of the effect of those activities on port security against acts of terrorism." 

11 Rcpon No. GA0-09-6 17. 
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The USCG continues to apply a risk-based methodology to ascertain the effectiveness of terrorism risk reduction measures. 
To ascertain risk reduction estimates, the USCG uses a risk-based analysis to measure the performance of its PWCS mission. 

The process combines national threat and field-level vulnerability and consequence data captured through MSRAM. A yearly 

percentage reduction is captured using an annual baseline.
51 

51 Threat ofTcrrorism to U.S. Ports and Vessels. DHS Annual Report 10 Congress. 2009. 
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4. Security Gaps 

Effective practices for identifying and mitigating security gaps are contained in this section. The MTS is a regulated environ
ment;. government and industry build efficiency into the system with effective practices. The following describes some of the 

effective practices in the MTS, to include security guidelines, security requirements, compliance process, training and exercises, 
and grant programs; these practices and their output help to identify, prioritize, and mitigate security gaps. 

4.1 Security Guidelines 

Security guidelines are initiatives and activities implemented on a voluntary basis to enhance the security of the MTS. They are 

present at the various stratifications of partnership levels, from the international to the local and tribal levels, and across the 

public, private, and nonprofit seCLors. The following represents a sample of these guidelines: 

• The Container Security Initiative (CSI). CSI is a series of bilateral, reciprocal agreements that, among other matters, posi

tion U.S. Customs and Border Protection (CBP) personnel at selected foreign ports to pre-screen U.S.-bound containers. CSI 

is. operational in 58 seaports,. in 32 countries worldwide. More than 80 percent of the maritime containerized cargo. destined 

for the U.S. originates or passes through a CSI port, affording the U.S. Government the opportunity to identify and examine 
the highest risk containers. In 2009, more than 56,000 overseas examinations were performed.53 

• The Customs-Trade Partnership Against Terrorism (C-TPAT). Under CBP's layered, defense-in-depth strategy against 

terrorism, C-TPAT is the CBP initiative that partners, on a vohrntary basis, with members of the trade community. CBP and 

members of the trade community collaborate to better secure the international supply chain to the United States in support 

of homeland security by ensuring the integrity of private sector security practices, and communicating and verifying the 
security guidelines of business partners within the supply chain. Jn support of this initiative, CBP assigns a C-TPAT Supply 

Chain Security Specialist who works with a private company to validate and enhance security throughout the company's 

supply chain. C-TPAT is one of CBP's initiatives that helps the agency to achieve its twin goals- the security and facilitation of 

trade moving into the United States. 

• International Port Security Program (IPSP). The USCG, through its IPSP, encourages bilateral or multilateral discussions 

with nations around the world in an effort to exchange information and share best practices that align the implementa

tion and enforcement requirements of the MTSA with the ISPS Code and other international maritime security standards. A 

component of the program includes reciprocal country port security visits and the sharing of best practices. These practices 

are published via Homeport and are discussed in bilateral and multilateral forums. Special emphasis is placed on sharing 
cost-effective security practices and innovative applications that have a significant impact on facility security. 

ll Jhid. 
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• America's Waterway Watch (AWW). AWW is an outreach program for enhancing the awareness and participation of those 
who live, work, or play around America's waterfront areas .. Its aim is to. generate more information and reports of suspicious 

activities. It is carried out by Active, Reserve, and Auxiliary personnel of the USCG. USCG reserve personnel concentrate on 
connecting with businesses and government agencies, while auxiliary personnel focus on building AWW awareness among 

the recreational boating public. 

• Sector Partnership Model. The Sector Partnership Model brings together private sector CIKR owners and operators, or their 

representative trade or equivalent associations. to coordinate CIKR efforts and activities. These efforts and activities may 

include planning, development, and implementation of CIKR protection and preparedness programs; operational activities 

related to CIKR protection and resilience, including incident response and recovery; and development and support of national 

policies and plans. 

• State, Local, Tribal, and Territorial Government Coordinating Council (SLTTGCC). Formed in 2007, che SLTTGCC 

strengthens the sector partnership framework by fully integrating State, local, tribal, and territorial governments into the 

CIKR protection process. Members are geographically diverse and offer knowledge from a wide range of professional disci

plines; representatives from the SLTTGCC efforts have shown success in iJ1formation-sharing efforts to gain regional perspec

tives. The SLTTGCC also coordinates and has a standing member on the Regional Consortium Coordinating Council (RCCC), 
which was formed in 2008 with the primary mission of injecting regional perspectives into the deliberative processes of 

numerous Federal agencies and government and sector working groups. 

• The USCG Deployable Operations Group (DOG). The DOG was formed in 2007 and provides properly equipped, trained, 

and organized deployable specialized forces (DSFs) units to rapidly provide the USCG, OHS, DoD, DOJ, and other interagency 

operational commanders with adaptive force packages. DSF units in the DOG strucmre include Maritime Safety and Security 
Teams, the Maritime Security Response Team, Tactical Law Enforcement Teams, Port Security Units, the National Strike Force, 

the National Strike Force Coordination Ce.mer, and USCG personnel assigned to the Navy's Naval Coastal Warfare squadrons. 

Interoperability is enhanced through national interagency exercises and planning conferences. 

4.2 Security Requirements 

SecLLrily requirements are regulatory in nature. The Federal maritime security regime creates a comprehensive framework to 

enhance the security of the MTS by preventing a TSL Some key requirements of 33 CFR, which are in place, include: 

• A three-tiered maritime security regime (9,200 Domestic Vessel Security Plans; 3,200 Facility Security Plans; 43 AMSPs; and 

the NMTSP). 

• Secudty Advisory Committees; the National Maritime Security Advisory Committee; and 43AMSCs. 

• MARSEC levels. Along with the security activities performed by vessel and facility owners and operators, the USCG conducts 

routine maritime security operational activities; both activities are complementary and are implemented within the 

MARSEC levels. 

• Notice of Arrival (NOA). At least 96 homs in advance, vessels destined for a U.S. port or place must provide a NOA, unless 
they fall under the 24/12-hour exceptions (33 CFR 160. 

• CBP regulations require the advance and accurate presentation of cargo declaration information before loading cargo onto a 

vessel at the foreign pon (the 24-hour rule). Specifically, customs regLLlation 19 CFR 4.7 was amended to provide that, pursu

ant to 19 U.S.C. 1431 (d), for any vessel subject to entry under 19 U.S.C. 1434, upon its arrival in the United States, CBP must 

receive the vessel's. cargo declaration from the carrier 24 hours prior. to loading the cargo at the foreign port. 

• The Security and Accountability for Every Port Act of 2006 (SAFE Port Act, Public Law I 09-347) is a comprehensive maritime 

and cargo security bill. The bill. as implemented, strengthens port security across the Nation by establishing improved cargo 
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screening slandards, providing incentives for importers to enhance security measures, and implementing a framework to 
ensure the successful resumption of shipping in the event of a terrorist attack, while preserving the flow of commerce. 

4.3 Assessment and Compliance Process 

Government agencies assess. compliance with maritime. regulations through two main processes: (1) the revi.ew and approval of 

regulatory requirements, and (2) compliance assessment. 

The review and approval of regulatory requirements is backed by on-site i11spections and spot checks. The USCG published 

minimum required contents for MTSA-required vessel and facili.ty security plans. These plans are reviewed and approved by 

the USCG; compliance with these requirements is assessed during on-site inspections. The revi.ew and approval of local port

level AMSPs also fall under this main process calcgory. 

Compliance assessment is the concept of layered defense. No single security program is a stand-alone program; each is part of a 

layered security regime. 

4.4 Training and Exercises 

Training is an integral part of implementing protective programs and is conducted regularly by owners and operators. Exercises 
provide an opportunily to identify gaps in existing implementation plans while improving familiarity with the contents and 

competence in execution. Although there are some regulatory requirements for training and exercises, other voluntary training 
and exercise venues offer additional opportunities for collaboration. Scenario-based training can offer a systems perspective 

in the protection of critical infrastructure; participation i11 training and exercises occurs at the national to the local levels. MTS 

stakeholders must seek committee input at the national. State, regional. and local training and exercise annual and five-year 

planning sessions. 

The DHS Office ofinfrascructure Protection has promoted various training opportunities for CIKR parmers. This training is 

provided through Webinars, and via online platforms. The development of outreach and training programs for CIKR partners 

continues to advance in the area of CIKR. 

4.5 Grant Programs 

As a component of the Infrastructure Protection Program (IPP), the Port Security Grants Program (PSGP) seeks to assist the 

Nation's ports in obtaining the resources and capabilities required to support the National Preparedness Goals and National 

Priorities. The National Critical Infrastructure Prioritization Program informs gram program and award selection. Recent 
criteria for the grants focus on the ability co create a sustainable, risk-based efforc to protect critical port infrastructure from 

terrorism, particularly attacks using explosives and non-conventional threats that could cause a major disruption to commerce. 

PSGP funds are imended to assist pons in enhancing MDA and risk management capabililies co prevem, dececl, respond lO, and 

recover from attacks involving IEDs; chemical, biological, radiological, nuclear, and high-yield explosives (CBRNE); and other 

non-conventional weapons,. as well as. training and exercises. and TWIC implementation. 

4.6 Challenges for MTS Operations 

There are many challenges that remain on a day-to-day basis for meeting national-level objectives and furthering the vision 

statement of the maritime transportation mode. Several of the programs, initialives, and risk mitigalion activi.ties used to address 

MTS challenges have been described previously in lhis nalional-levcl plan. The following arc near-lerm areas of emphasis: 
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• Managing Risks to CIKR. Cross-sector dependencies and interdependencies will remain a focus. The identifica'tion of risk within 
the supply chain, which could affect the MTS and vice versa, wilJ continue to be assessed. 

• Small Vessel Security. Determining the intent of small vessels operating in close proximity to CIKR remains a challenge in the 

U.S. and around the world; this challenge is addressed in the USCG Small Vessel Security Strategy and will continue to 
remain a priority. 

• EspeciaJly Hazardous Cargo (EHC) Security. The identification and mitigation of risk associated with EHC, including during its transit 

through the intermodal supply chain, continues to be an important aspect of domain awareness and an area of focus. 

• Cyber Threat. The Nation must be protected against cyber risk elements and be made more resilient through the application of 

a flexible and adaptable cyber incident response capability. The exploitation of cyberspace could place MTS critical systems, 
networks, and data at risk; identification and understanding of the cyber risk element is a priority. 

• Challenges of the Arctic System. The changing physical conditions on our Arctic coast present a variety of challenges. This neces

sitates the development of a plan for responsible governance of the MTS to protect the enviroruuent and our economic and 

energy security interests. The Interagen.cy Oceans Policy Task Force is developing a comprehensive national policy for the 
ocean, coasts, and Great Lakes, including marine spatial planning, and a strategy to best implement the policy. 
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5. The Way Forward 

The MTS continues to evolve and respond to changes; however, the complexity of the environment remains. Cooperation, col
laboration, and information sharing between and among security partner:; shall remain a priority. The goals and objectives of 

this plan,. along with the requirements placed upon the SSA shall be implemented, as appropriate .. Nothing in this plan alters, 
or impedes. the abihty. of the authorities of Federal departments and agencies to perform their responsibilities under law. This 

plan is not intended to, and does not, create any right or benefit, substantive or procedural, enforceable by law or in equity, 

against the U.S., its departments or agencies, or other entities, its officers or employees, or any other person. 

Maritime Enterprise Mapping: Directives and Guidance 

Maritime Enterprise Mapping: Directives and Guidance document is in place to guide future direction and the way forward, 

including program development, management, and implementation. This map shall continue to evolve as a living document. A 

baseline map is appendix E. 

The National Strategy for Maritime Security outlines three broad principles: (1) preserve the freedom of the seas; (2) facilitate 

and defend commerce to ensure the uninterrupted flow of shipping; and (3) facilitate the movement of desirable goods and 

people across our borders, while screening out dangerous people and material. These a.re the guiding principles and deep

seated values enshrined in the U.S. Constitution and reflected in applicable domestic and international law addressing maritime 
. . . . 54 

secunty. acnvmes. 

14 National StTategy for Maritime Security, Section m. pp. 7- 8. 2005. 
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Appendix A: Related Plans 
and Strategies 

Plans 

Area Maritime Security Plans 

Maritime Infrastructure Recovery Plan, 2006 

Maritime Operational Threat Response Plan,. 2006 

Maritime Security Plans 

National Infrastructure Protection Plan: Partnering to Enhance Protection and Resiliency, 2009 

Outer Continental Shelf Facility Security Plans 

Plan to Re-Establish Cargo Flow After a TSI (Appendix C), 2005 (SSI) 

Underwater Terrorism Preparedness Plans 

USCG Combating Maritime Terrorism Strategic and Performance Plan, 2008 

Vessel and Facility Security Plans 

Strategies 

DHS Small Vessel Security Strategy, 2008 

National Response Framework, 2008 

National Security Strategy, 2006 

National Strategy for Combating Terrorism, 2006 

National Strategy for Homeland Security, 2007 

National Strategy for the Marine Transportation System: A Framework for Action, 2008 

The National Strategy for Maritime Security, 2005 

National Strategy for the Physical Protection of Critical Infrastructure and Key Assets, 2003 

The National Strategy to Secure Cyberspa·ce, 2003 

National Strategy for Transportation Security (now incorporated into TS SSP 2010), 2005 

One Team, One Mission, Securing Our Homeland: U.S. Department of Homeland Security Strategic Plan, 2008 
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Recovering from Disasters: The National Transportation Recovery Strategy, 2009 

Strategy to Enhance International Supply Chain Security, 2007 

USCG Combating Maritime Terrorism Strategic and Performance Plan, 2008 

USCG Strategy for Maritime Safety, Security, and Stewardship, 2007 
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1. Executive Summary 

This updated plan for mass transit and passenger rail security addresses the objectives and priorities described in the 2010 
Transportation Systems Sector-Specific Plan (SSP). lt also incorporates the requirements of the National Strategy for Public 

Transportation Security enumerated in Title XIV of the Implementing. Recommendations of the 9/ 11 Commission Act of 2007' 
and updates. the mass. transi.t plan included in the. National Strategy for Tra11sportation Security, as required by the Intelligence 

Reform and Terrorism Prevention Act of 2004, as amended.
1 

Since the initial publication of this plan in 2007, the Transportation Security Administration (TSA),. working with its public and 

private sector partners, has implemented a variety of programs and initiatives that have enhanced security in mass transit and 

passenger rail systems. While a greaL deal has been achieved, the public transportaLion industry and its parmers continue to 
face many challenges in their efforts to provide a secure and protected travel environment. The mass transit and passenger rail 

systems are open, serving millions of passengers every day. The networks cover wide geographical areas providing numerous 

points of access and connections to other means of transportation, leading to high passenger turnover, which is difficult to 

moni.tor. effectively. As the public and private partners continue their efforts to. implement plans. to secure the mass. transit and 
passenger rail systems, new challenges arise. In this context, government and industry continue to work closely and collectively 

to provide a secure environment for passengers and employees through training, public outreach, exercises. hardening of 

physical assets, and expanding visible/coven, random, and unpredictable security measures. 

Priorities are reached and objectives achieved by applying risk management principles set forth in the SSP. These principles 

ensure that risk reduction and protection measures arc implemented in mass transit and passenger rail systems where they offer 
the mosr benefit both in response to specific Lhreats and in the general threat environment. In this context, the mass transit and 

passenger rail security strategy is guided by five key principles. 

Expand Partnerships for Security Enhancement: Proactive and continuous collaboration with senior executives, law enforce

ment chiefs, and security managers for mass transit and passenger rail agencies; State, tribal, and local government officials, 

law enforcement, and emergency responders;. and Federal partners to foster. regional security coordination and to integrate the 

spectrum of available resources for enhanced deterrence and response capabilities. Engagement occurs directly with these key 

officials and through such collaborative forums as the Mass Transit Sector Coordinating Council (SCC), the Transit Pohcing and 

Security Peer Advisory Group, the Regional Transit Security Working Groups in higher risk areas, and the annual Transit Safety 
and Security Roundtables. The Transit Safety and Security Roundtables bring rogether the law enforcement chiefs and security 

directors of the largest SO to I 00 mass transit and passenger rail agencies with their Federal secuxity partners to discuss specific 

terrorism prevention and response challenges and collaborate in advancing effective solutions. The overall effort aims to ensure 

I PubUcl.aw 110- 53,Augusl 3 . 2007. 

2 Public Law. I 08-458, December. 17, 2004. 
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coordinated development and implementation of effective security strategies nationally and to build collaborative regional 

networks that expand capabilities to prevent acts of terrorism and to respond to and recover from threats and security incidents. 

Elevate the Security Baseline: Accomplishment of thorough security and risk assessments on mass transit and passenger 

rail systems nationally, with particular emphasis on the 100 largest in passenger volume (the 100 largest systems collectively 

account for more than 80 percent of all u sers of public transportation). The assessment results are used to establish a security 

profile and baseline posture for transit or passenger rail security programs; track improvement or diminution from the base

line; and determine program decisions and future needs. 

• Through the Transportation Systems Sector Risk Assessment (TSSRA), TSA has evaluated threat, vulnerability, and conse

quence in a wide range of terrorist attack scenarios for each mode of transportation. For mass transit and passenger rail, this 

assessment considered more than 200 scenarios, rating threat capabilities and likelihood of execution; vulnerabilities of rail 

and bus systems. and infrastructure; and potential consequences in casualties, property damage, and impacts on the trans

pormion net work. The resulting risk ranking enables setting of informed mitigation priorities, both across the sector and by 

individual mode, for collaborative security strategies, program development and resource allocations. 

• Under the Baseline Assessment for Security Enhancement (BASE) program, TSA Transportation Security Inspectors-Surface 

(TSis), assess the security posture of mass transit and passenger rail agencies in 17 Security and Emergency Management 

Action Items. The Action Items were developed in a joint effort with TSA, Lhe Federal Transit Administration (FTA), and 

mass transil and passenger rail operating and securiLy officials engaged Lhrough the Mass Transit SCC, and cover a range of 

areas that are foundational to an effective security program. The specific purpose is to evaluate, across multiple areas with a 

thorough checklist and narrative responses, the effectiveness of security programs, procedures, and measures developed and 

implemented by mass transit and passenger rail agencies. The results ohhese assessments inform development of risk mitiga

tion priorities, security enhancement programs, and resource allocations, notably transit security grants. The assessmenrs 

also provide the critical tmderpinning of the security strategy continuous. improvement process. Conducted on a periodically 

recurr ing basis, the BASE assessmems enable comparative analysis of results to provide an objective evaluation of progress in 

mitigating security risk, both by individual system and nationally. 

• Finally, TSA is developing and fielding a risk assessment capability focused on individual mass transit and passenger rail 

agencies, their regional security partners, and connecting and adjoining transportation systems. This effort aims to produce 

several risk and vulnerability assessment tools. integrated in a single platform to enable TSA and its security partners. in the 

Departmenl of Homeland Security (DHS) to conduct joint assessments of mass Lransit and passenger rail agencies, employing 

resources more efficiently and mitigati11g audit fatigue. 

Build Security Force Multipliers: A persistent effort aims to expand informed, capable "eyes and ears" for security through 

targeted awards under the Transit Security Grant Program (TSGP) for employee security training, anti-terrorism exercises. 

public awareness campaigns, and fielding specially-trained and equipped anti-terrorism law enforcement teams and tech

nological systems to enhance detection and deterrence capabilities. The total risk-based TSGP investment in mass transit and 

passenger rail security for the period of fiscal year (FY) 2006 through FY 2009, including the supplement under the American 

Recovery and Reinvestment Act of 2009, is approximately $1.5 billion. Supporting ISA programs include the Intermodal 

Sernrity Training and Exercise Program (I-STEP), which imegrates mass transit and passenger rail agencies with regional law 

enforcement and emergency response partners. I-STEP expands and enhances coordinated deterrent and incident management 

capabilities. The "Bomb Squad Response to Transportation Systems-Mass Transit" initiative features scenario-based exercises 

which place bomb technicians from law enforcement i:n the mass transit and passenger rail environment and expands regional 

capabilities to respond to threats or incidents involving suspected explosive devices. 

Lead Information Assurance: Joint briefings of classified intelligence by the DHS Office of Intelligence and Analysis, TSA 

Office oflmelligence (TSA-OI), and the Federal Bureau oflnvestigation (FBI) are simultaneously presented to mass transit and 

passenger rail security directors and law enforcement chiefs in 16 metropolitan areas via the Joint Terrorism Task Force (JTTF) 
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secure video-Leleconferencing system. In addition, ISA has deployed secure communications equipment to Amtrak and to the 
rop-ranked agencies based on passenger volume. Secure cell phones maintained by TSis provide regional capabilities for rapid 

communication of classified information . Also,. the periodic dissemination of ISA Mass Transit Security Awareness Messages 
provides relevant and usable intelligence products with a practical security context to mass. transit and passenger rail operators. 

ISA Or's Transportation Security-Information Sharing and Analysis Center (TS-ISAC) offers a website where unclassified intelli

gence products can be housed and discussions with stakeholders regarding intelligence issues can take place. This site is localed 

on the Homeland Security Information Network (HSIN) and is directly linked to the Homeland Security Information Network

Critical Sectors (HSIN-CS) and individual modal sites. The recently established partnership with the Public Transit Information 

Sharing and Analysis. Center (PT-ISAC) and the American Public Transportation Association (APIA) provides access to similar 

materials gathered by ISA to support mass transit and passenger rail officials. Tn a collaborative effon, the TSA Mass Transit and 
Passenger Rail Security Division (the Division) and OI, PTA, the PT-ISAC, and representatives of the mass transit and passenger 

rail agencies are developing recommendations on specific actions to enhance the scope. accuracy. timeliness, and efficiency of 

information sharing. A primary objective of this effort is producing a unified, comprehensive intelligence and security infor

mation-sharing platform for the mode, with reports and other materials on security technologies as an essential component. 

Protect High Risk Assets and Systems: The strategic priority of active deterrence is advanced through coordinated, joint secu

rity operations and random security inspections, supported through TSGP awards that focus on expanding operational capabili

ties in mass transit and passenger rail systems. Several mass. transit and passenger rail agencies have implemented or approved 

programs for random inspections of passengers' bags. ISA supports implementation of random,. unpredictable security activities 
designed to create changing layers of security through multiple means. 

• Visible Interrnodal Prevention and Response (VIPR) team deployments augment security capabilities. for random patrols and 

surges, behavior detection, and explosives detection through canine teams and explosives security specialization. More than 

900 VIPR operations were conducted in mass transit and passenger rail systems since 2005. A growing number of agencies 

are partnering with I SA to deploy VIPR teams on a recurring, random, and unpredictable basis, imegrating this capability 

into their security programs. 

• Risk-based deployment of ISA-certified explosives detection canine teams expand systems' deterrence and detection capa

bilities. with 82 teams deployed among 15 systems as of December 2009. This program will continue to offer mass transit 

and passenger rail agencies the means to secure and employ a flexible security enhancement resource. Jointly planned and 

executed security surges integrate mass transit and passenger rail agencies with Federal, State, and local law enforcement and 
security partners in a unified effort to prevent acts of terrorism through collaborative random security activities. The most 

extensive demonstration of this effort has occurred in the Northeast Corridor with the largest coordinated rail security opera

ti.ons in the United States. Unified law. enforcement officers from nearly 150 departments supporting more than 150 passen
ger rail stations from Fredericksburg, VA, to Portland, ME, were simultaneously and operationally engaged during same day 

morning and evening rush hours. Similar deterrence operations are being conducted in m etropolitan areas across the country 

with mass LransiL and passenger rail agencies and local law enforcemem departmems simultaneously collaborating in random 

patrols and surges. 

• Coordinated technology development and testing in partnership with the OHS Sci.ence and Technology Directorate is. ongo

ing. The efforts focus on enhancing capabilities, through flexible application of mobile and fixed technologies to protect high 

risk assets and systems. sucl1 as underwater tunnels and high volume terminals and stations. Technologies are being devel

oped and evaluated to detect and deter terrorist activity and prevent attacks in the demanding transit environment. ISA works 
continuously to expand opportunities to employ its resources and capabilities to elevate the deterrent posrnre in mass transit 

and passenger rail. 
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2. Overview of the Mode 

2.1 Background 

In 2007, TSA and the United States Coast Guard led the effort to develop and implement the Transportation Systems SSP and 
its modal annexes, including the Mass Transit Annex. The SSP, issued in June 2007, was one of the original 17. sector plans 

required by the National Infrastructure Protection Plan (NIPP). which implement the requirements of Homeland Security 

Presidential Directive 7 (HSPD-7): Critical Infrastructure Identification, Prioritization, and Protection (December 13, 2003). The 

Mass Transit and Passenger Rail Annex to the SSP was developed in collaboration with DOT. FTA. and in close cooperation with 

other Federal. State, local, and industry partners. The annex provided a blueprint for enhancing the security of mass transit 

and passenger rail assets, systems. and networks that provide services essential for the Nation's security and economic vitality. 

This document serves as the 2010 update. to the Mass Transit and Passenger Rail Annex .. It also. serves as the update for. the mass 

transit plan of the National Strategy for Transportation Security required by the Intelligence Reform and Terrorism Prevention 
Act of 2004, as amended. This annex further serves as the National Strategy for Public Transportation Security mandated by the 

Implementing Recommendations of the 9/ 11 Commission Act of 2007 (9/11 Act). Enactment of this statute followed the issu

ance of the Transportation Systems SSP and its modal annexes. Section 1404 of the 9/11 Act requires the Secretary of Homeland 

Security to develop and implement a modal plan for public transportation security, entitled the "National Strategy for Public 

Transportation Security." Pursuant to. this section, the purpose of the plan is to establish guidelines for public transportation 

entities that minimize securil y threats and maximize the ability of public transportation systems to mitigate damage resulting 

from terrorist attack or other major incident. In developing the National Strategy for Transportation Security, Section 1404 of 

the 9/ 11 Act further requires the Secretary to: 

• Use existing security assessments; 

• Consult all relevant security partners, including public transportation agencies, nonprofit labor organizations representing 

public transportation employees, emergency responders, public safety officials, and other relevant partners; 

• Describe prioritized goals, objectives, policies, actions, and schedules to improve the security. of public transportation; 

• Include a description of the roles, responsibilities, and authorities of Federal, State, and local agencies, tribal governments, 

and appropriate security partners; 

• Identify and address gaps and redundancies; and 

• Provide a process for coordinating existing or future security. strategies and plans for public transportation, including the 

NIPP; Executive Order No. 13416: Strengthening Surface Transportation Security dated December 5, 2006; the memorandum 

of understanding between DHS and DOT on Roles and Responsibilities dated September 28, 2004; and subsequent a1rnexes 

and agreements. 
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Combining the various mandated plans into a single, comprehensive strategic plan is consistent with the direction of Sections 
1404 and 151 l of the 9/ I l Act requirement to use relevant existing assessments and strategies developed by DHS or other 

Federal agencies and to provide a process for coordinating existing or future strategies and plans for public transportation 
including the NIPP, Executive Order No. 13415, and other memoranda of understanding and agreements. 

2.2 Vision for the Mode. 

The vision for the mass transit and passenger rail mode is a secure, resilient public transportation system. This will be achieved 

by employing a unified security approach integrating mass transit and passenger rail agencies with Federal, State, local, territo

rial, and tribal law enforcement and security partners in varied, random, and unpredictable operational activities, supported 

by infrastructure hardening, security technologies, well-trained employees, and a vigilant public to assure the efficient flow of 

passengers and encourage expanded use of the Nation's transit and rail services. 

2.3 Description of the Mode 

2.3.1 Overview 

The mass transit and passenger rail mode includes service by buses, rail transit (commuter rail, heavy rail- also known as si1b
ways or metros, and light rail, including trolleys and streetcars), long-distance rail- namely Amtrak and Alaska Railroad, and 

other, less common types of service (cable cars, inclined planes, funiculars, and automated guideway systems). IL also includes 

demand response services for sen iors and persons with disabilities as well as vanpool/rideshare programs and taxi services 

operated under contract with a public transportation agency. The mass transit and passenger rail mode does not include over

the-road motorcoach operators, school bus systems, or private shuttle system operators. 

Approximately 6000 transit service providers, commuter railroads, and long distance passenger railroad providers operate in 

the United States. The majority of these agencies operate more than one type of service. About 2,000 agencies provide bus 

services; 5,300 agencies operate demand response services; and 150 agencies operate other forms of transportation such as 
inclined planes or water-borne services.

3 
There are 565 transit systems that operate in urban areas with a population greater 

than 50,000 persons. Amtrak operates Lhe Nation's primary intercity passenger rail service over a 22,000-mile network, pri

marily over leased freight railroad tracks, serving more than 500 stations in 46 states and the District of Columbia. In fiscal year 

(FY) 2008, 28.7 million passengers traveled in the Amtrak system. About two-thirds of this ridership is concentrated in the 
"Northeast Corridor," between Boston and Washington, D.C. Additionally, Amtrak operates commuter rail services in certain 

jurisdictions on behalf of State and regional transportation authorities. Since 1995, the transit and commuter ridership in the 

United States has grown by 38 percent and this growth will likely continue in light of the volatility of fuel prices and increas

ing road congestion. In 2008, Americans took 10.7 billion trips using mass transit and passenger rail. APIA estimates that about 
35 million trips are taken each weekday in the United States. As part of an intermodal system of transportation, the mass transit 

and passenger rail mode also connects to other modes of Lransportation through multimodal systems and within multimodal 

infrastructures. 

The mass transi.t and passenger rail mode includes thousands of employees, operational and maintenance facilities. construc

tion sites, utilities, administrative facilities, and thousands of computerized networks, which facilitate operations and ensure 

efficient and reliable service. 

3 FTA National Transit Database (NTD). hll]):/ /www.mdprogram.com/mdprogram/. 
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• Heavy rail systems-subway systems like New York City's transit system and Washington, DC's Metrorail-typically oper
ate in dedicated rights-of-way within a metropolitan area, draw electric power from a third rail, and have the capacity for a 

heavy volume of traffic. 

• Commuter rail systems, which often operate on freight railroad tracks, consist of a diesel or electric-powered locomotive and 
a set of passenger rail cars and provide regional service (e.g., between a central city and adjacent suburbs during morning and 

evening peak periods). 

• Light rail systems are typically characterized by lighter weight passenger rail cars, drawing electric power from overhead 
power lines, and often operating i.n shared-use rights-of-way, including streets with vehicular. traffic. 

• Bus transit systems provide frequent transportation service for the primary purpose of moving passengers betvveen bus stops, 
often through multiple connections. 

• Commuter bus systems provide passenger services, primarily during morning and evening peak periods, bet ween an urban 

area and more distant outlying communities in a greater metropolitan area. 

2.3.2 Responsibilities 

Securing the Nation's passenger rail and mass transit systems is a shared rcsponsibilil y, depending upon coordinated action by 

Federal, State, tribal, and local governments; mass transit and passenger ra iJ agencies and their employees; and the passengers 

who ride these systems. Since the attacks of September 11, 200 I, the role of the Federal Government in this area continues to 

evolve. Previously, DOT-namely, FTA and the Federal Railroad Administration (FRA)-served as the primary Federal entity 
for mass transit and passenger rail security matters. In response to the attacks of September 11, 2001, Congress enacted the 

Aviation and Transportation Security Act (ATSA), which created TSA within DOT and provided TSA with broad responsibility 

and authority for security in all transporLation modes. With the passage of the Homeland Security Act of 2002,
4 

TSA, and its 

statutory authorities and responsibilities, transferred to DHS, along with more than 20 other agencies. 

In executing its responsibilities and functions, TSA is specifically empowered to develop policies, strategics, and plans for 
dealing with threats to transportation.5 As part of its security mission, TSA is responsible for assessing intelligence and other 

information to identify individuals who pose a threat to transportation security and to coordinate countermeasures with 

other Federal agencies. to address such threats.
6 

TSA also is to enforce security-related regulations and requirements,
7 

oversee 

the implementation and ensure the adequacy of security measures at transportation facilities,
8 

and carry out other appropri
ate duties relating to transportation security.

9 
Under its broad regulatory authority to acrueve ATSA's objectives, TSA may issue, 

rescind, and revise such regulations as are necessary to carry out TSA functions, including issuing regulations and security 

directives without notice or commem or prior approval of the Secretary of DHS if determined necessary to protect transporta
tion security.10 TSA is also charged with serving as the primary liaison for transportation security to the intelligence and law 

enforcement communities.
11 

TSA's authority with respect to transportation security is comprehensive and supported with specific powers related to the 

development and enforcement of regulations,. security. directives, security plans,. and other requirements. Accordingly, under 

4 Public Law 107- 296. 

s 49 u.s.c. 114(!)(3). 

6 49 U.S.C. l 14(1) (I ) - (S) . 

7 49 u.s.c. 11+(!)(7). 

8 49 U.S.C. I 14·(1) (11 ) . 

9 49 u.s.c. 114(!)(15). 

10 49 u.s.c. I 14(l). 

11 49 U.S.C. 114(!) (15). 

Annex C: Moss Transit and Passenger Rnil 217 



this authority, TSA may identify a security threat to any mode of transportation, develop a measure for dealing with that threat, 

and enforce compliance with that measure.1
i 

Pursuant to the 9/ 11 Act, TSA exercises a range of authorities specifically related to the mass transit and passenger rail security 

mission. These include: 

• Management of the TSGP, in partnership with FEMA; 
13 

• Deployment ofTSA's TSis "to assist surface transportation carriers, operators, owners, emities, and faciliti~s Lo enhance their 

security program against terrorist attacik and other security threats and to assist the Secretary in enforcing applicable surface 

transportation security. regulations and directives"; 
14 

• Coordination and execution of a terrorism prevention exercise program;
11 

and 

• Augmentation of security in mass transit and passenger rail systems, in coordination with the agencies' law enforcement and 

security officials and their local security parmers, by deploymenl of VIPR Leams.
16 

Additionally, in consultation with mass transit and passenger rail coffilmmity stakeholders and other imerested constituencies, 

work is ongoing to produce the regulations directed by the 9/11 Act on security training programs
17 

and security plans.
18 

These 

effons are leveraging the insights and context gained from the comprehensive security assessments conducted under the BASE 

program as well as the progress attained through initiatives focused on these areas under the TSGP. 

DOT retains some security-related responsibilities. FTA conducts a range of safety and security activities, including employee 

training, research, technical assistance, and demonstration projects. In addition, FTA promotes safety and security through 

its grant-making authority. FTA provides financial assistance to. public transportation agencies, in both formula-based and 

discretionary grams, to plan and develop new systems and operate, maintain, and improve existing systems. FTA stipulates 

conditions of grams, such as certain safety and security statutory and regulatory requirements, and may withhold ftmds for 

noncompliance. FTA annually awards more than $3.5 billion in capital improvement grants. For formula-based grams, such as 

FTA's Section 5307 Program, transit agencies are required to spend at least one percent, and may spend more, of their annual 

allocations on security-related projects, or certify that they do not need to do so (based on criteria such as the availability of 

non-5307 funds for funding security needs or a record of assessments indicating no deficiencies). For transit agencies in areas 

over 200,000 in population, only security-related capital projects are eligible to meet the one percent threshold. Transit agen

cies in areas under 200,000 in population can apply both capital and operating security expenses (such as the cost of security 

staffing) to meet the one percem threshold. Additionally, under the Safe, Affordable, Flexible, Efficiem Transportation Equity Act 

- A Legacy for Users (SAFETEA-LU), 
19 

the defu1ition of capital programs has been expanded to include security and emergency 

planning, training, and exercises, thus providing more .Aexi.bility to larger transit agencies in meeting the one percent threshold. 

1249 U.S.C. 114(!)(1) and (5). 

ll See sectio ns 14 06 a11d 1513, 9/ 11 Acl (Public Law I I 0-53). 

H See section. 1304, 9/ 1 1 Act. 

1 s See ;eel.ions 1407 and. 1516 .. 9/ I I.Act. 

16 See section 1303 , 9/ 1 1 Act. 

17 See sections 14 08 and IS I 7, 9 I 11 Act. 

18 See sectio11s 1405 and IS 12. 9/ 11 Act. 

19 Public Law 109- 59, August I 0, 2005. 
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FTA has issued a regulation affecting securiry in fixed guideway rail transit systems. Pursuant to 49 CFR Part 659, Rail Fixed 
Guideway Systems; State Safety Oversight,20 rail fixed guideway systems,21 not regulated by FRA as a railroad, musl maintain 

a system security plan that meets specific parameters and conduct internal security reviews of the implementation and effec
tiveness of the security plan. FTA administers this regulation, which also requires a system safety plan, through State Safety 

Oversight Agency (SSOA). these are required to ensure transit systems under their responsibility conduct an annual review of 

their system security program planu and lo develop and document a process for conducling ongoing assessments of irnple

memation of the system security program plan.23 Covered rail transit systems must complete these assessments of aU required 

elements of their system security program plan over a three-year cycle. Each SSOA is required to perform an on-site review of 

implementation of the system security program plan at least once every three years.24 

FRA maimains regulalory authorily for rail safely over commuler rail operalors and Amlrak. The agency employs a force of 

several hundred rail inspectors that monitor the implementation of safely and emergency preparedness plans at these systems. 

In accordance with 49 CFR Part 239, railroads operating or hosting intercity or commuter passenger train service must "adopt 

and comply with a written emergency preparedness plan approved by FRA."
25 

The plan must include specific elements. and 

procedures for implcmemalion, covering the following areas: 

• Crew member assessment of a passenger train emergency and prompt notification to the control center; 

• Control cemer noli.6.cation to outside emergency responders; 

• Employee lraining and qualificalion on the emergency preparedness plan for on-board personnel and comrol cemer 

personnel; 

• On-board emergency lighting; 

• Maimenance of on-board first aid kits and emergency equipment; 

• Passenger safety awareness of emergency procedures; and 

• Conduct of passenger train emergency simulation to determine capabilities to execute the emergency preparedness plan with 
after action debriefing and critiques. 26 

The regulation also sets specific requirements for marking of emergency exits and for the inspection, maintenance, and repair 

of these exits. 

State and local governments, mass lransit and passenger rail operators, and privale industry are also integral to the Nalion's 

mass transit a11d passenger rail security efforts. As indicated above, State oversight agencies audil compliance with the FTA's 

regulations on system safety and security plans in rail fi xed guideway systems. Additionally, State and local governments may 

own or operate a significant portion of the passenger rail system. Even when State and local governments are not owners and 

operators, they are directly affected by mass transit and passenger rail systems that operate within and t!uough their jurisdic

tions. The responsibility for responding to emergencies involving the mass transit and passenger rail infrastructure often falls to 
Stare and local governments. 

20 49 CFR § 659. 

l I 49 CFR § 659.S, Fixed Guideway Systems; State Safecy Oversight Rail, defines fixed guideway systems a> any light, hea''Y· or rapid rail system, monorail, inclined pla11e, 
fLUtiCLtia.t, troUe)', or automated guideway. 

!!.See 49 Cl'R § 659.25. 

23 See 49 CFR § 659.27. 

H See 49 CFR § 659.29. 

25 See 49 CFR § 239. J 0 I (a). 

26 Sec 49 CFR § 239. J 0 I through 239. I 03. 
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Mass transit and passenger rail operators, which can be public, private, or semi-private entities, are responsible for administer
ing and managing public transportation services and related activities, including security. These agencies can directly provide 

security, through an inherent law enforcement department or security contingent, or contract with outside law enforcement 
departments or security firms to provide security in the mass transit or passenger rail system. Although all levels of government 

are involved in mass transit and passenger rail security, the primary responsibility to implement the measures and activities to 

secure rail and bus systems rests with the operators. 

ISA continues to work closely with all its public and private security partners to ensure that all gaps, fragmented efforts, 

and unnecessary redundancies and overlaps in security roles and responsibili.ties arc identified and addressed. In some 
cases, this effort has entailed producing a memorandum of understanding (MOU) with a governmental partner. The Public 

Transportation Annex to the September 2004 DHS/DOT MOU, executed in September 2005 by ISA, FIA, and DHS's former 

Office of Stale and Local Government Coordination, is an example of this type of coordination. The Annex is subject to annual 

review to ensure its continued effectiveness in delineating roles and responsibilities between TSA and FTA. Other examples are 

the memoranda of agreement completed with mass transit and passenger rail agencies in connection with pilot testing of secu

rity technologies and the operations plans produced to govern joint security operations conducted by ISA with mass transit and 

passenger rail agencies through deployments under the VIPR program. Truough these types of cooperative efforts, respective 

roles and responsibilities are now more clearly defu1ed and security partners work in a collaborative environment to ensure that 

security gaps are mitigated and a high level of security is achieved and maintained in mass transit and passenger rail systems. 

2.3.3 Security Risk 

The attributes of mass transit and passenger rail systems essential to their efficiency also create potential security vulnerabilities 

that terrorists seek to exploit. Unlike air transport, where strict access controls and universal security screening apply, public 

transportation operates more openly, in fast-paced operations with numerous entry, transfer, and egress points, to transport a 
high volume of passengers every day that greatly exceeds the number of air travelers. Multiple stops and interchanges lead to 

high passenger turnover, which is difficult to monitor effectively. The broad geographical coverage of mass transit and passen

ger rail networks provide nwnerous options for access and getaway and afford the ability to use the system itself as the means 

to reach the location to conduct the attack. This tactic has been used to great effect :in successful terrorist attacks overseas on rail 

and bus systems, most notably the April 1995 sarin attacks on the Tokyo subway system; the multiple detonations of improvised 

explosive devices (IEDs) left on commuter trains in Madrid in March 2004; the multiple suicide attacks employing IEDs on the 

London Undergrolllld and a double-decker bus in London in July 2005; and the multiple detonations ofIEDs on commuter 

trains in the greater Mumbai area in July 2006. 

The disruption of an entire operation can confuse the public and lead to panic just as it curtails mobility. The extensive and 
worldwide media coverage that potential attacks can generate not only affects the image of public transport, but also discredits 

the Federal, State, local, and tribal governments. A potential terrorist attack on public transportation systems can result in a 

large number of victims, both killed and wow1ded, as well as significant property damage. The recent examples of the Madrid, 

London, and Mumbai bombings-all involving use of multiple IEDs-are tragic reminders of this reality. The possibility of an 

attack in the United States remains real, as evident in the 2009 Al-Qaeda attempt to detonate explosives on the New York City 

subway system. Najibullah Zazi, a legal permanent resident of the United States, was arrested and accused of plam1ing suicide 

bombings on the subway during rush hour as one of three coordinated attacks in an Al-Qaeda plot. He had undergone training 
at an Al-Qaeda camp in Pakistan in 2008. Zazi was arrested before he could carry out the anacks. Since then, he and two other 

defendants have pled guilty to conspiracy to use weapons of mass destruction. 

The con sequences of an attack are related to the type of attack and the form of transportation. In a mass transit bus with a 

capacity of about 65 passengers, an attack would be significant. A transit bus explosion in a crowded highway turu1el could 

have dire consequences, as well. Subway and passenger rail trail1S present even greater potential consequences because of the 

higher number of passengers and cars and the enhanced effects of attacks in confined space, which are difficu It to evacuate or 
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access, such as underground tunnels. Underwater tunnels present even greater response and recovery challenges. The network 
of a subway system, with its tunnels, moving trains, and ventilation shafts, can facilitate distribution of a chemical or biological 

agent throughout its facilities and affect other areas of a city because of exterior vents and station egress poi11ts. 

Other potelllial include a vehicle bomb near a station or track, explosives on a track, or an IED or a lower-yield explosive in a 

station, train, or bus. Detonation of conventional or improvised explosives will likely result in scores of casualties. In addition 

to loss of life, consequences of a terrorist incident on a subway train resides in the damage to nearby critical infrastructure 

(e.g., flooding of a tunnel or damage to system infrastructure and neighboring facilities). Since subways are located at some 

of the lowest elevations in a ciry, an explosion in a runnel could prove disastrous. Consequences of such attacks can result 
in severe economic disruption and can, particularly in the example of the Nation's capital, impact the continuity of 

government operations. 
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3. Implementation Plan 

3.1 Strategies and Objectives 

The SSP identifies. a set of goals and objectives for the Transportation Systems Sector. Achieving these. goals and objectives 
requires a strategic approach that integrates the needs and requirements of the industry through meaningful collaboration. 

To that end, mass transit and passenger rail security partners have worked together to devise a plan that includes priorities 

and programs that are aligned with the SSP goals and objectives and employ risk-informed decisionmaking to determine 

specific actions. 

Figure C3-1 below demonstrates the process model culminating in mass transi.t and passenger rail security programs 
and initiatives. 

Figure C3-1: Process Model 

Transportation 
Systems Sector 

Goals and 
Objectives 

Mass Transit and 
Passenger Rall 

Modal Strategies 

The plan to enhance security in public transportation is focused on: 

• Expanding partnerships for security enhancement, 

• Continuously advancing the security baseline, 

• Building security force multipliers, 

• Providing security information leadership, and 

• Deploying tools to mitigate high consequence risk. 

3.1.1 Expanding Partnerships for Security Enhancement 

A close partnership with appropriate parties is paramount to enhancing the security of mass transit and passenger rail and 

an integral element of the overall strategy. TSA pursues continuous engagement with senior executives, law enforcement 

chiefs, and security managers for mass transit and passenger rail agencies; State, local, and tribal government officials, law 
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enforcemenl, and emergency responders; and Federal partners to foster regional secmity coordination and to integrate the 
spectrum of available resources for enhanced deterrence and response capabiUties. 

Collaboration in the identification of security enhancement and grant funding priorities occms through joint Regional Transit 

SeCLLrity Working Groups for high risk areas, specifically Boston, New York, Philadelphia, the NaLional Capilal Region, Atlanta, 

Chicago, Los Angeles, and San Francisco. TSA further facilitates consultations on strategic prioriti.es, program development, and 

operational initiatives with the Transit Policing & Security Peer Advisory Group (PAG). a forum of long-serving law enforce

ment chiefs and security directors for mass transit and passenger rail agencies across the Nation. TSA also uses annual Transit 

Security Roundtables, which help to join law enforcement chiefs and security directors for Amtrak and the largest 50 mass 
transit and passenger rail agencies with Federal security partners in focused discussions of specific challenges in terrorism 

prevention and response ro share experiences and advance collaborative solutions. 

3.1.2 Continuously Advancing the Security Baseline 

The Surface Transportation Security Inspection Program (STSIP), through illSpections, assessments, and technical assistance, 

together with the systems' self-assessments, and other efforts by government and industry paru1ers continue to help advance 

security baselines and enhance security posture throughout the passenger rail and mass transit mode. TSA's TSis are assigned to 
cover the key rail and mass transit facilities in 20 metropolitan areas around the country. Beyond conducting security assess

ments and evaluating compliance with security requirements, inspectors serve as TSA's regional liaison to mass transit agencies 

and their Federal, State, local, and tribal secmity partners. 

TSA has implemented a continuous improvement process via comprehensive security assessments conducted by TSis under the 

BASE program. These assessments evaluate posture in 17 Security and Emergency Management Action Items foundational Lo 

an effective security program. The action items were developed by FTA in the aftermath of the attacks of September 11, 2001, 
and enhanced in 2007 in a cooperative effort by TSA and FTA with input from the mass transit and passenger rail operat-
ing and security officials engaged through the Mass Transit SCC and Transi t Policing and Security PAG. The results inform 

security enhancement priorities. and review of projects under TSGP for. mass transit and passenger. rail agencies. In 2008, TSA 
transformed the assessment results into smart security practices developed and implemented by the assessed agencies. TSA has 

disseminated these practices with contact information for the implementing agencies to transit security professionals, and these 

practices can be adapted to operating circumstances in other systems. 

Since the inception of this program in 2006, TSA ha5 completed over 100 BASE assessments and reassessments, covering the 

majority of the largest 100 agencies and some smaller systems. The overall average score on all 17 Action Items indicated solid 
performance for the first round of the most thorough security assessments agencies have yet undergone. However, TSA origi

nally set a high performance standard - the OHS Annual Performance Report measure for this area originally set a standard 

of 90 percent average score across. 17. Action [terns, with no category under 70 percent.. While the. largest SO mass transit and 

passenger rail agencies are being reassessed to directly evaluate improvement, the standard is being readjusted .. Three levels of 
security will be considered to reflect the risk-informed approach of BASE: 

a) If a transit agency achieves a BASE score of 90% or greater with no one Action Item less than 70%, then they are scheduled 

for the next BASE in three years, and are considered to have achieved the Gold Standard; 

b) If a transit agency achieves a BASE score bet ween 70% - 89% with no one Action Item less than 70%, then they are sched

uled for the next BASE in two years, and arc considered to be In Compliance; and 

c) If a transi.t agency achieves. a BASE score ofless than 70% then they are scheduled for the next BASE the following. year,. 

and they are considered to be Not in Compliance. These properties will be visited on a regular basis until they are In 

Compliance and will have a Performance Improvement Action Plan on file at TSA. 
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The straLegic objective of this program is twofold; elevate performance to this high standard among higher risk agencies and 
reduce risk scores through continuing assessments and security support to improve performance. Assigned in metropolitan 

areas whose mass transit and passenger rail agencies provide services to the overwhelming majority of users of public trans
portation across the Nation, the TSis are well-positioned to play this role. While continuing the BASE assessments, the currently 

authorized force of approximately 400 inspectors serves as direct liaison to mass transit and passenger rail security officials. 

In this capacity, they facilitate securil y enhancement efforts, respond to repons of threats and suspicious incidems, and foster 

regional security collaboration. Because of the need for a consistent and collaborative engagement within each region of the 

cow1try, the SCC is of the view that the TSis with responsibility to assist with mass transit security should report to the Mass 

Transit Division. 

3.1.3 Building Security Force Multipliers 

TSA continues its persistent effort aimed at expa11ding informed, capable "eyes and ears" for security through targeted 

awards under the TSGP for employee security training, anti-terrorism exercises, public awareness campaigns, and fielding 

specially-trained and equipped anti-terrorism law enforcement teams and technological systems. to enhance detection and 

deterrent capabilities. 

The total risk-based TSGP investment in mass transit and passenger rail security for the period of FY 2006 through FY 2009, 

including the supplement under the American Recovery and Reinvestment Act of 2009, is approximately $1.5 billion. The 

economic stimulus legislation adds another $150 million. Enhanced infrastructure protection is achieved through gram funding 

of visual surveillance and monitoring, intrusion detection, access control. and explosives detecLion systems. TSA's Mass Transit 

Security Training Program targets grant funds to recurrent training of law enforcement officers and frontline employees in core 

areas of security awareness, behavior recognition, and immediate response to a threat or incident. TSA's "Not On My Shift" 

initiative produces posters and tip cards for frontline employees emphasizing the critical importance of their vigilance, obser
vations,. and reporting in terrorism prevention and provides produces tailored co. the agency with its logo, system images,. and 

employees' quotes. 

Through the Intermodal Security Training and Exercise Program (I-STEP), ISA employs multi-phased workshops, tabletop 

exercises, and "lessons learned" working groups to integrate mass transit and passenger rail agencies with regional law enforce

ment and emergency response partners to expand and enhance coordinated deterrence and incident management capabilities. 

Multiple I-STEP exercises have been conducted and others are scheduled. I his program expands upon the coordinated regional 

effort advanced through the "Connecting Communities" public transportation emergency response forums, which are con

ducted on average eight ti.mes per year by TSA and FTA at varying locations. 

3.1.4 Providing Security Information Leadership 

A robust information sharing strategy continues to be central to TSA's approach to securing the Nation's mass transit and pas

senger rail systems. This strategy focuses on the capability to collect, analyze, integrate, and disseminate to decisionmakers 

for action an uninterrupted fl.ow of information. It enables informed decisions,. timely application of resources, and effective 

implementation of security activities for detection, deterrence, and prevemion of terrorist attacks and for response and recovery 
from such attacks, should they occur. At the same time, it disrupts and denies potential terrorists the ability co plan and orient 

their activities effectively; undercutting auack preparations and minimizing the consequences should an attack occur. 

TSA continues to employ a multi-faceted effort to bring timely, accurate intelligence and security information to mass transit 

and passenger rail agency officials. A joint DHS Office oflmelligence and Analysis, TSA Office of InLelligence (TSA-01), and 

FBI effort provides classified intelligence and analysis to mass transit and passenger rail security directors and law enforce

ment chiefs in 16 metropolitan areas simultaneously through the Joint Terrorism Task Force (JTTF) network's secure video 

teleconferencing system. These briefings advance two key strategic objectives- providing intelligence and security information 
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directly to mass transit and passenger rail law enforcement chiefs and security directors and advancing regional collaboration 
by bringing these officials together with their Federal partners to discuss the implications for their areas and coordinate to 

implement effective security solutions. 

To facilitate immediate communication of classified intelligence, TSA has deployed secure telephone equipment LO Amtrak 

and agencies ranked among the largest 20 in passenger volume and regionally through secure cell phones maintained by TSis 

assigned in major metropolitan areas. A dedicated Alert Notification System, which includes regularly updated rosters of Federal 

security partners and security and management officials of mass transit and passenger rail agencies, ensures ilmnediate notifi

cation of potential or actual threats and security incidents. Multiple address lists enable communication access to agencies based 
on size, geographic location, categories of officials, type of system, and nature of infrastructure. 

Finally, TSA periodically disseminates Security Awareness Messages to a group of mass transit and passenger rail security and 

management officials and State and local partners. These messages distribute DHS, FBI, and TSA intelligence products with 

security comext relevant to mass transit and passenger rail operations. In each message, TSA cites recommended protective 

measures and discusses use of the accompanying materials, which include intelligence products and training aids, i.n training 

and awareness activities. 

3.1.5 Deploying Tools to Mitigate High Consequence Risks 

TSA drives security grant funds to high risk systems for training, operational deterrence, and key infrastructure protection. 

Our strategic priority of active deterrence is advanced through random security inspections and coordinated,. joint random 

security surges, supported through TSGP awards. As noteworthy examples. of progress in ilnplementation, s.everal mass transit 

and passenger rail agencies have implemented or approved programs for random inspections of passenger bags, randomly 

integrating TSA screening expertise through the use ofVIPR teams. Amtrak and TSA jointly planned and executed the largest 

coordinated rail security operations yet conducted in the United States in the heavily traveled Northeast Corridor. Through 
Operation ALERTS (Allied Law Enforcement for Rail and Transit Security), unannounced security surges simultaneously deploy 

law enforcement officers from nearly 150 departments to more than 150. Amtrak and commuter rail stations from Richmond,. 

Virginia, to Portland, Maine. These operations unify State and local law enforcement departments with Amtrak Police and 

police and security forces for regional commuter railroads and transit systems throughout the Corridor, greatly expanding the 

scale of resources available for random, unpredictable security activities that are essemial to deterrence. This coordinated effort 

enables both simultaneous region-wide surges and more frequent, random patrols and joint operations on a localized level. 

Mass transit and passenger rail agencies across the country coordinate and execute similar operations on a random, unpredict
able basis. As representative examples, these efforts include: 

• Multi-Agency Security Sweeps (MASS) coordinated by the New York Police Department (NYPD) and New York Metropolitan 

Transportation Authority (NY MTA) to deploy police officers and security officials from multiple agencies simultaneously in 

random, unpredictable security surges. Participating agencies include the Amtrak Police Department, Port Authority Police 

Department, New Jersey Transit Police, TSA through VIPR teams, and National Guard personnel deployed for security activi

ties. in New York City. 

• Randomly deployed Train Order Maintenance Sweeps (TOMS), used extensively by NY MTA in partnership with the NYPD 

and New Jersey Transit Police in a coordinated effort with county and local law enforcement departments throughout the 

New Jersey Transit commuter rail :network, surge uniformed police officers to platforms to board and conduct security 

inspections on arriving trains. 

• Transi.t Shield deployments in the Miami-Dade Transit system, which randomly deploy details consisting of Miami-Dade 

Police officers, Metrorail security officers, members of the Miami-Dade Transit Office of Safety and Security, and TSA person

nel in security patrols and sweeps. 
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• Joinl operations by the Los Angeles Sheriff's Department with the Los Angeles Metropolitan Transportation Aulhority and 
Metrolink regional commuter rail to conduct random inspections of passengers' bags throughout the systems. 

• Coordinated extension of normal law enforcement jurisdiction by Long Beach Police Department Transit Enforcement 

Officers (LBPD-TEOs) to the 13 cities and jurisdictions served by Long Beach Transit buses while maintaining cooperative 
efforts for security activities, response calls, and other police services. 

TSA supports implementation of random, unpredictable security activities intended to form changing layers of security through 
multiple means. VlPR deployments augment security capabilities for random patrols and surges, behavior detection, and explo

sives detection through canine teams and Explosives Security Specialists. Continuing risk-based deployment of ISA-certified 

explosives detection canine teams expand syslems' deterrence and detection capabilities. Also, eligible mass transit and passen
ger rail agencies may procure equivalently trained and certified canines as a priority under the TSGP. 

Coordinated technology development and testing in partnership with the DHS Science and Technology Directorate (S&T) 

focuses on enhancing capabilities to protect high risk assets and systems, notably underwater tunnels and high volume ter

minals and stations, and to detect and decer terrorist aclivity and prevent attacks in the lransit environment. Ongoing projects 
include: the resilient tunnel program, a high impact technology solutions project specifically pursuing novel means to protect 

critical transportation tunnels; anomalous explosives detector for surface transportation; intelligent video m onitoring at mass 

transit sites; bus and train command and control; chemical/biological program for mass transit; explosives testing and assess

ment of rail car vulnerability; mass transi t tunnels emry denial syslems; a11d rapid response lo extreme events in tunnels. 

These initiatives are informed through assessments. As a condition of grant eligibility, mass cransil and passenger rail agencies 
must undergo risk assessments coordinated and funded through the precursor ro the FEMA's National Preparedness Directorate. 

DHS Of.fice of lnfrastruclure Proteclion's (IP) Protective Security Advisors conduct thorough risk assessments in critical infra

structure throughout the Nalion, some of which cover key mass lransit and passenger rail terminals and stations. TSls assess the 

systems' security plans, programs, and m easures to identify concerns and improve effectiveness. 

The key strategies above are the foundation for the specific modal objectives developed to. enhance security in mass transit and 

passenger rail. The objectives, described i11 table C3-1, are designed to achieve enhanced security by providing flexible, mobile, 

and fixed technological means to facilitate the process. 

Table C3-1 : Mass Transit Objectives 

Mass Transit Objectives 

Employ technology for. screening passengers and bags in random applications throughout the mass transit and passenger rail. 
systems as appropriate. 

Bolster screening technology efforts with a program for random searches of passengers' bags entering system. 

Effect regional approach through coordinated planning among Federal regional officials (Federal Security Directors (FSDs), Federal 
Air Marshal Supervisory Agents in Charge (FAMSACs), lead regional TSls, explosives detection canine teams, FBI), and State and 
local law enforcement, and transit system security officials to maximize application of available security resources through multiple 
teams for random, unpredictable activities throughout system. 

Focus resources and efforts towards hardening the Nation's most critical mass t ransit and passenger rail asset s. 

Conduct Security Readiness Assessments. through collaborative efforts between area. Surface Inspectors. and transit security 
officials to conduct security assessments under the BASE program. 
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Mass Transit Objectives 

Coordinate with system security officials to examine the capabil ities of t ransit agencies and front-line employees In Identifying and 
reporting suspicious items and activities. 

Improve Intelligence and Security Outreach through. coordination among TSA-0 1,. the TSA Mass Transit Division, TSls, and the 
regional. intelligence and information-sharing centers to Implement t hrough regional. engagement. 

Coordinate focused transit system employee training; TSA and FTA lead. Align program with needs and requirements of passenger 
rail or mass transit security officials. Sustain training emphasis through continuing regional engagement and coordinat ion by field 
presence - Regional Directors of STSI Program and FTA regional officials. 

Employ all available media- public address system announcements, billboards and posters, brochures, and memorabilia dissemi
nated by TSA in the WMATA system. Use varying messages and multiple media to engage and retain public interest. Integrate TSA 
materials in joint program. 

3.2 Strategic Risk 

Critical systems and assets have been identified via a collaborative effort involving TSA and other components within the DHS, 

FTA, FRA, FBI, mass. transit and passenger rail agencies,. and State and local governments. FTA, TSA, and other DHS compo

nents, in cooperation with State, local, and industry security partners, have conducted a number of vulnerability assessments 

of systems and assets. In support of TSA's Transportation Sector Security Risk Assessment (TSSRA), an overarching, strategic, 

scenario-based cross-modal risk assessment based on threat, vulnerability, and consequences, TSA has developed a criticality

based assessmem tool designed to further inform DHS leadership of security priorities, support strategic risk analysis process, 

and help security ex pens p rioritize mass transit assets. The om put of the criticality-based assessment tool is an important 

component to. determining vulnerability scores for the TSSRA. 

3.3 Tactical/Operational Risk 

ISA is currently developing technologies to provide several risk and vulnerability assessment products based on commercial 

off-the-shelf risk assessment software. In mass transit, the SISIP has developed and fielded a module for BASE - assessing secu

rity in transit, commuter, and passenger rail systems. Modules currently under development for the mode include: 

• Mass Transit Risk Assessment - tool to assess risk to mass transit systems 

• Under Water Tunnel Assessment - tool to assess securiry for transit systems that operate in underwater tunnels 

• Station Profilcs - tool to assess physical security measures at mass transit and other sUiface transportation stations 

• System Observations - tool to capture TSI observations of security practices. in mass transit systems 

ISA is also developing a program for uansit and passenger rail operations to supplement their BASE assessmem and other risk 
assessment tools currently being developed .. The program includes a tactical, and operational risk assessment tool that transit 

agencies will be able to use to conduct self-assessments. The tool identifies all tl1e system's assets and each assessment will 

define specific outcomes in response to various risks. Various countermeasures will then be applied to potential direct and indi

rect consequences of a terrorist attack to evaluate the countermeasures' effectiveness. Risk reduction strategies will be devised to 
address the greatest return on investment for mitigation. 
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The program will begin as a tool available to new operations for use in pre-service risk assessment and to those operations that 

may be involved in a National Security Special Event. It will include training for the agency personnel in using the tool as well 

as follow-on support, and will grow with interest and as resources become. available. 

3.4 Security Programs and Processes 

3.4.1 Surface Transportation Security Inspection Program 

The 9/ 11 Act has multiple requirements pertaining to mass transit and passenger rail best coordinated through, overseen by, 

and executed with TSis experienced in the mode. These demands expand upon the existing wide-ranging efforts the TSis 

undertake in advancing TSA's strategic priorities for mass transit and passenger rail security. Specific areas include: 

• Target assessments of the relevant secur ity areas as the regulations required by the 9/11 Act are developed. 

• Implemem plans. assessments, and training programs to ensure TSA produces requirements that build upon existing prac

tices and elevate the baseline. 

• Once proposed rules are published, assist covered mass transit and passenger rail agencies with aligning t11eir security plans, 

assessments, and training programs to pending requirements. 

• Conduct substantive review, note any corrective action needed, and forward recommendations to meet a 9/11 Act require

ment that DHS review and approve the security plans and security training programs of covered mass transit and passenger 

rail agencies. 

• Perform compliance inspections to verify that security plans, employee training programs, and threat assessment require

ments are being implemented consistently with their provisions and in accordance with requirements of the applicable 

regulations. 

• CoordinaLe with mass transiL and passenger rail agencies and regional security partners to conduct the muhi-phased ter

rorism prevention and immediate response exercise program in development to meet a 9/11 Act requirement to produce a 

national exercise program for mass transit and passenger rail. 

• Participate with mass transit and passenger rail agencies to execute joint public awareness exercises of the national public 

awareness program to meet a 9/11 Act requirement Lo develop and implement a national public awareness program for mass 

transit and passenger rail. 

• Following publication of the relevant proposed rules, create a BASE assessment checklist that integrates the 9/11 Act 

requirements. 

• Continue BASE assessments on all of the J 00 largest mass transit and passenger rail agencies and conduct second assessments 

on the top 50 to meet 9/ l 1 Act requirements that address security assessments both in terms of the security plans required by 

regulation and in terms of the authorization of the STSIP. 

• Build on existing regional security liaisons to expand partnerships and resources available for the random, unpredictable 

security activities vital to deterrence of terrorism. 

• Assume a more active role in oversight of projects funded by the TSGP, particularly with respect to operational activities, such 

as funded anti-terrorism teams (Op-Packs), training, exercises, and public awareness activities, which are eligible under the 

9/1 1 Act grant authorizations. 

• Involve TSis in the coordination, planning, preparation, and execution of VIPR deployments as authorized by the 9/11 Act 

(recognizing FSDs and FAMSACs lead the regional TSA team, while leveraging the relationships TSis have built with security 
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professionals in the mass transit and passenger rail systems, which make them ideal to play a prominenr role, especially as 
VIPR operations asswne a more regional focus). 

• Identify the frequencies and types of communications used by mass transit and passenger. rail agencies. to coordinate security 

activities and emergency response in order to advance interoperability for VIPR deployments. 

• As resources permit, provide training to designated employees of mass transit and passenger rail agencies in behavior recog
nition via the Terrorist Activity Recognition and Reaction (TARR) course on a train-the-trainer basis, with emphasis on I) 

grant-eligible systems that are facing significant delays in receiving this training through an approved provider or 2) systems 
not eligible for support under the TSGP. 

Effective development and implementation of TSA's security strategies, plans, and programs depend upon close coordination 

and collaboration between TSis and the Division. This unity of effort has made the substantial progress already achieved in 

security enhancement possible and is essential to the continuous effort to expand terrorism prevention and response capabili

ties in mass transit and passenger rail agencies throughout the Nation. For accomplishment of TSA's security mission in this 

mode, and particularly to assure the continued advancement of innovative solutions to security challenges, the synergistic 

effect resulting from the integration of the collective expertise and experience in the Division and the Inspection Program will 
be maintained. 

3.4.2 VIPR Teams 

As part of implementing .Aexible, layered, and unpredictable security programs using risk management principles, the VIPR 

program trains various teams, including law enforcement personnel, canine teams, and inspection personnel, for deployment 

to supplement mass transit and passenger rail system efforts to. deter and protect against potential terrorist actions. The VIPR 

teams. provide TSA and the. transit and passenger rail agencies w ith the ability to leverage a variety of resources quickly and 
effectively. 

Depending on the specific needs of the systems to which they are deployed, the teams consist of any combination of FAMs, 

TSis, ISA-certified explosives detection canine teams, Behavior Detection Officers, Bomb Appraisal Officers, and advanced 

screening technology. VIPR teams represent an ongoing effort to develop surge capacity to enhance security in public trans

portation systems. The teams work with local security and law enforcement officials to supplement existing security resources, 

provide deterrent presence and detection capabilities, and introduce an element of unpredictability to disrupt potential terrorist 

planning activities. 

More than 900 VIPR operations were conducted in mass transit and passenger rail systems since the program's inception 

in December 2005, with dramatically increased pace over the past two years. VIPR teams work with local security and law 

enforcem ent officials to supplement existing security resources, provide deterrent presence and detection capabilities, and 
introduce elements of randomness and m1predictability to disrupt potential terrorist planning activities. To enhance coordi

nation and deterrent effects, ISA and the representatives of the Transit Policing and Security PAG worked cooperatively and 

closely to improve coordination, preparation, planning, execution, and after-action review of VIPR deployments in mass transit 

and passenger rail systems. This cooperation culminated with the completion of mutually agreed upon opeTating guidelines 
for "Effective Employment of Visible Inte:rmodal Prevention and Response Teams in Mass Transit and Passenger Rail." The 

guidelines were distributed to FSDs, lead regional TSls, and FAMSACs around the country to improve the effectiveness of the 

VIPR program. A follow-on product, developed and distributed in 2008, details the roles and capabilities of the multiple ISA 
resources available ro participate in VIPR deployments and provides recommendations on effective deployment in anti-terror

ism activities. Additionally, ISA recently developed and distributed an informational tool kit to assist transit and other modes in 

planning and conducting VIPR operations. The kit includes an informational pamphlet and DVD on VIPR components. 
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Consistent with the strategic plan for regional VIPR deployments in mass transit and passenger rail venues, national and 
regional level VlPR deployment planning occurs simultaneously, integrating the teams with other available regional, State, 

tribal, and local resources. More frequent regional deployment of VIPR teams enhances the deterrent effect. Continued over
sight at the national level will advance the development of surge capacity and will. ensure effective employment of TSA . 

security resources. 

3.4.3 Information-Sharing 

The Federal Government continues to coordinate overall communications with its security partners using a number of tools 
and processes for the sharing of both classified and unclassified information. These tools and processes include: 

Information Sharing and Analysis Center-The 9/11 Act directed DHS to provide operating funds for the Public Transit -

Information Sharing and Analysis Center (PT-ISAC) in order to provide an industry focused 24-hour/7-day-a-week information 

sharing capability. The PT-ISAC, supported by analysts who search secure and open sources and communicate security-related 

i11formation and advisories to public transportation systems, works with ISA and the intelligence community members to 

provide significant unclassified threat and situational awareness information to the mass transit and passenger rail community. 

Congress also directed TSA to develop a TS-ISAC to support the transportation-focused ISACs. Where applicable, the HSIN-CS 
portal acts as the platform that coordinates efforts across the critical sector TSACs,. including transportation. Along with the 

PT and TS ISACs, TSA-OI and the Division are looking to involve other emerging technologies/information systems (such as 

the FBI's e-Guardian system) to develop an efficient analytical process that will allow for timely review and dissemination of 

Imelligence Reports and Suspicious Incidem Repons that could include embedded TSA security-related comments. The devel

opment of this process, still in its early stages, could have a significant impact on the reporting process for suspicious incidents 

and on :information sharing among transit and passenger rail agencies across the country. 

Joint Terrorism Task Force Classified Threat Briefings-Since the initial issuance of this plan, TSA has continued to coor

dinate with the FBI's JTTFs to access the FBI's secure video teleconference capabilities located throughout the United States, 

enabling delivery of national and regional classified threat briefings to. transit systems' security and operations officials. These 
Joint DHS/TSA/FBJ threat and analysis briefings at the Secret level, held on a semi-annual basis, bring together mass transit and 

passenger rail security directors and law enforcement chiefs with their Federal security partners in as many as 19 metropolitan 

areas through the secure video teleconferencing system maintained in the JTTF network. This capability enables timely assem

bly of these key officials through this means for unscheduled sessions as tl1reats or security incidents warrant. 

Secure Phone and Pr ivate Industry Security Clearance Program- TSA has also continued to distribute and support secure 
phones for the largest transit and passenger rail agencies and has enhanced its industry security clearance program to ensure 

there are security representatives at the key agencies that possess Secret security clearances. 

3.4.4. Security Training and Awareness 

Targeted Security Training Initiative- The BASE assessment results indicated a need for more focused effort in security train

ing for mass transit and passenger rail agencies' employees. Although an extensive Federal security training program has been 
implemented since the attacks of September l I, 200 I, training thousands of transit employees, the assessment results indicated 

wide variations in the quality of transit agencies' security training programs and an inadequate level of refresher or follow-on 

training. To elevate the level of training generally, bring greater consistency, and assist agencies in developing and implement

ing training programs, TSA produced and disseminated a Mass Transit Security Training Program. 

The program identifies specific types of training at basic and follow-on levels for particular categories of transit employees. 

Many of the training courses are federally sponsored and continue to be funded in part by the FTA as well as by TSA. Presemed 

in a readily understandable matrix, the program provides effective guidance Lo transit agency officials in building and imple
menting training programs for employees working in their systems. To support execution of such training programs, the 
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Transit Security Gram Program offers pre-packaged training oplions agencies may obtain with grant funding. TSA has also part
nered with FTA to advance the Mass Transit Security Training Program, providing the mass transit community with expanded 

opportunities. to enhance their. training programs. 

Connecting Communities- This initiative, which brings the Federal transportation security partners togeLher with State, local, 

and tribal government representatives and the local first responder community to discuss risk reduction and response efforts 

and ways to work together effectively to prepare and protect their communities, continues to be a success. TSA partners with 

FTA on Connecting Communities. 

Security and Safety Roundtables-TSA, FTA, and the Federal Emergency Management Administration/Grants Program 

Directorate (FEMA/GPD) partner in Transit Security and Safety Roundtables. The roundtables bring together the security 
coordjnarors and safety directors from the Nation's 50 largest mass transit and passenger rail agencies and facilitate dialogue 

between the government, industry leaders, and police, safety, and security departments on how best to address current transit 

safety, security, and emergency management challenges. The roundtables provide a forum for the agencies' safety and security 

officials and their Federal government counterparts to share effective practices and develop relationships to improve coordina

tion and collaboration. Roundtables occur annually. 

3.4.5 National Tunnel Security Initiative 

In October 2006, TSA led the formation of an Imeragency Tunnel Risk Mitigation Working Group. This group brought together 

experts consisting of representatives from the DHS S&T, IP. Office of Intergovernmental Affairs, FEMA, FTA, and the JTTF. The 

overall strategic risk reduction objective of this working group was to identify the means to reduce the likelihood and impact 

of a catastrophic breach of an underwater mass transit tunnel due to terrorist attack. Robust engagement with stakeholders was 

critical to this strategy. 

This strategy was guided by four primary objectives: 

• Improve information sharing and guide transit security grant projects related to preventing and mitigating risk to underwater 

transit tunnels; 

• Complete structural modeling for tunnels requiring assessment; 

• Prioritize tunnel structures requiring risk mitigation; and 

• Identify. through research and development, viable mitigation strategies. 

Over the last few years, the Tunnel Working Group has been executing this strategy. Transit properties with underwater run

nels have received significant fonding through the TSGP to implement operational measures, such as canine teams, random 

patrols, and closed-circuit television (CCTV) .. Additionally,. TSA and S&T continue to collaborate on several research and devel

opment initiatives, including the resilient tunnel project, resting different materials for liners in tunnels. 

3.4.6. Security Technology Deployment 

This cooperative initiative between TSA and mass transit and passenger rail stakeholders deploys various security technologies 

to interested public transportation systems as security supplements and for developmental testing. The program introduces the 
stakeholders to new technology, assists with their screening needs, and conducts surge operations around the United Stares. A 

formal process led by S&T and the TSA Office of Security Technology, in foll partnership with the public transit community, 

will identify security technology needs and advance capabilities for the flexible application of mobile and fixed systems to 

enhance security in public transit environments. Primary activities include planning, coordinating, overseeing,. and executing 

the technology deployment. 
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3.4.7 Technology Research and Development 

Public and private partners are working together to evaluate technology needs of the mass transit and passenger rail industry 

and to develop and coordinate research and development as well as testing and evaluation of commercial off-the-shelf and 

other existing technologi.es. TSA and i.ts Federal partners. exchange information on planned research, development, testing, and 

evaluation efforts, projects, and needs and challenges with the stakeholders and scientific/technology community through: 
the Transit Safety and Security Roundtables discussed earlier; direct outreach to the Transit Policing and Security PAG and the 

Transit, Commuter, and Long Distance Rail GCC; the Mass Transit SCC; requirements workshops; interagency informational 

tours; and other meetings. The results are developed i.nto broad requirements submitted to S&T for research and development. 

Furthennore, TSA participates in the Integrated Project Teams (IPTs) held by S&T across a variety of functional areas. These IPTs 

provide a means to submit technology requirements for funding and coordinate requirements with other DHS internal stake

holders (i.e., Customs and Border Protection, United States Coast Guard) to eliminate duplication of effort and share experience 
and knowledge. TSA and industry representatives also participate in bi- and multi-lateral international meetings and working 

groups on technology that focus on sharing of information on a specific technology or broad technology needs and require
ments. TSA continues to post applicable technology reports to the HSfN-Public Transit Portal. 

3 .4 .8 International Initiatives 

TSA continues to maintain extensive engagement with foreign counterparts on transit security with the aim of sharing and 

gleaning effective practices for potential integration in the domestic strategic approach. TSA conducts and maintains these 

efforts in collaboration and coordination with the Department of State. DHS component agencies, and other Federal agencies 
on projects involving transportation security within international and regional organizations. 

Engagement within the European Union, the Asia Pacific Economic Cooperation (APEC). UIC Security Conferences, and the 

Mexican and Canadian governments fosters sharing of effective practices. and technologies in mass transit and passenger rail 

security. The Imernational Working Group on Land Transport Security (IWGLTS), which formed ro provide a global forum for 

experts to share best practices and lessons learned, continues its focus on passenger rail and mass transit security. TSA assumed 

the one-year chairmanship of this working group in 2008 and hosted a meeting in November 2008 in San Francisco and 

another one in May 2009 in Los Angeles. The group's efforts thus far have led to several beneficial studies in mass transit and 
rail security,. including in the areas of public awareness and recovery from an attack or incident involving chemical, biological, 

or radiological weapons. and hazards. The two working group meetings hosted by the United States resulted in five sub-working 

groups examining a broad range of security areas that will allow for the continuing sharing of smart practices and initiatives. 

These areas include Public Awareness. Mitigating/Smart Practices, Technology, Security Assessment, and Outreach. 

Through the Joim Comact Group, the United States and the United Kingdom continue their bilateral cooperation ro develop 

and promulgate best practices in rail and mass transit security, with the objective of developing security solutions applicable 

on a wider international basis. This group also explores opportunities to encourage broader private sector involvement in the 
protection of soft targets, such as through training of mass transit employees. 

TSA is also participating in the Congressionally-sponsored Transportation Security Centers of Excellence (COE) program which 

is being sponsored by S&T. Under this effort, TSA is partnering with DHS, Transit Agency subject matter experts, COE rep

resentatives from several colleges and training institutions to develop a Bus Operator Awareness/Research and Development 

initiatives evaluation program .. Part of thits effort to expand security awareness. principles was a trip of a team of experts to visit 

international security partners in Israel and England where security-related effective practices and concepts were exchanged. 

3 .4 .9 Grant Programs 

Through the TSGP,. DHS. funds security enhancements in mass transit and passenger rail agencies in a risk-based approach. 

During FY 2009, eligible mass transit systems received $348.6 million in TSGP funds as well as $25 million to Amtrak. The 
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American Recovery and Reinvestmem Act grant supplemental in 2009 provided $150 million in additional funds to hire transit 

security officers and fund capital security projects for both Tier I and 11 eligible transit agencies. During FY 2008, the total 

allocation was $356 million to eligible mass transit and passenger rail systems plus $25 million to Amtrak. Total funding under 

the program in FY 2007 reached $255 million through the annual DHS appropriation and the supplemental. 

The TSGP employs risk-based prioriti.zation consistent with this SSP. This approach applies TSGP resources to generate the 

highest return on invesunent and, as a result, strengthens the security of tl1e Nation's transit systems in the most effective and 

efficient manner. The rail transit systems have. been divided into two tiers based on risk. Particular emphasis is placed on the. 

passenger volume of the system and the underwater and underground infrastructure of the rail transit systems. Tier I systems 

apply for a portion of a regional allocation, either as individual agencies or as part of regional projects that mitigate the vul

nerability of high-risk, high-consequence assets. Grants for systems in Tier ll are competitively awarded based on agency and 

regio nal risk, the efficacy of the project in reducing risk, cost effectiveness, and the ability to complete the proposed project 

with the funds awarded. Ferry systems are also eligible to apply if they are in a Tier I region. 

Since the inception of the TSGP, TSA has worked diligently to make the grant process more efficient. It has since succeeded 

in implementing a series of measures, including reducing the time frames by streamlining the process and clearly defining 

FEMA's and TSA's roles and responsibilities. TSA and FEMA conducted a comprehensive stakeholder outreach to gather input on 

improvilng the processes. This resulted in significant improvement by both agencies. TSA continues to implement additional 

means, including increased accountability and tracking, to further streamline the process. Mass Transit SCC has provided com

ment for inclusion in this plan stating that the grant program should be fully managed by the Division without FEMA review/ 

approval, and the process needs to be further streamlined . 

3 .5 Effective Practices, Security Guidelines, and Security Standards 

3.5.1 Security Guidelines 

!11 February 2008, TSA issued additional guidance on background checks, redress, and irnmigradon status. Item l 4 of the 

Security and Emergency Management Action Items (established jointly by TSA and FTA) recommended that the operators of 

mass transit entities conduct background investigations, such as criminal history and motor vehicle records, on all new front

line operations and maintenance employees and those employees and contractors with access to sensitive security information 

and security critical facilities and systems. Furthermore, the protective measures recommended by TSA and FTA for threat level 

Green (Low), include measure 2.16 to "perform background checks on all employees and on contractors consistent with appli

cable law." The additional guidance issued by TSA contains further guidance on the factors to consider on the recommended 

scope of and procedures for voluntarily conducted background checks. 

In March 2009, FTA issued a guidance document called "Sensitive Security Informadon (SSI): Designation, Markings and 

Control, Resource Docmnent for Transit Agencies." It is devised to help transit agencies prevent the unauthorized disclosure 

or dissemination of SSI, while preserving the public's right to know abom transit systems and operations. This document can 

be used as a resource in developing policies and procedu.res for identifying, marking, and handling SSI in order to control 

access to it. 

3 .5.2 Security Standards Development 

TSA and its Federal partners continued their engagement with APTA's Seetuity Standards Policy and Planning Committee to 

develop recommended practices to enhance security in transit systems. The security standards development effort brings 

together security professionals from the public transportation industry, business partner representatives, and the Federal 

Government in a collaborative effort through the GCC/SCC framework and Critical Infrastructure Protection Advisory Council 

(CIPAC) process to develop consensus-based standards to enhance security in transit systems. TSA has provided subject matter 
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expertise to the joint working groups, which cover three areas: infrastructure protection, emergency management, and security 
risk management. 

This initiative has produced the following six published standards: 

• Recommended Practice for a Continuity of Operations Plan 

• Recommended Practice for First Responder Familiarization of Transit Systems 

• Recommended Practice for Security & Emergency Management Aspects of Special Event Service 

• Recommended Practice for Trash/Recycling Container Placement to Mitigate the Effects of an Explosive Event 

• Recommended Practice for CCTV Camera Coverage and Field of View Criteria for Passenger Facilities 

• Recommended Practice for the Development and Implementation of a Security and Emergency Preparedness Plan 

3.5.3 Rulemaking 

On November 26, 2008, TSA published a final rule on Rail Transportation Security (49 CFR Parts 1520 and 1580), with an 

effective date of December 26, 2008. While the bulk of security requirements in the regulation pertain exclusively to freight 

railroad carriers, rail hazardous materials shippers, and rail hazardous materials receivers, three elements apply to passenger 

rail operations: TSA's inspection authority, appointment of a Rail Security Coordinator, and reporting of significant security 

concerns to TSA. These requirements apply to passenger rail carriers generally, including intercity passenger railroads, com

muter railroads, and rail transit systems (subways and light rail). 

The Division a11d TSis continue to work with the industry to ensure the awareness and implementation of these requirements. 

TSA has. implemented a process to receive,. analyze, evaluate, and synthesize incident reports, and TSis liaise with the operators 

to ensure proper incident reporting and accurate and current reporting of security coordinator information. The requirements 
have now been integrated into the BASE assessment checklist. 

The 9/11 Act directed DHS to issue regulations requiring public transportation agencies and passenger rail carriers to develop 

and implement security plans (sections 1405 and 1512) and security training programs for frontline employees (sections 1408 

and 1517). The Act also directed DHS to conduct threat assessments of all public transportation frontline employees. Consistent 

wi.th the 9/11 Act requirements, TSA is developing a proposed rule for security training programs and is engaged in consulta

tions with stakeholder groups, notably the Mass Transit SCC and the Transit Policing and Security PAG. TSA is following a 

similar approach in development of the security plan regulation. 

Fostering development of the security training program regulation is the work TSA had already completed, six months prior to 

enactment of the 9/11 Act, in producing the mass transit and passenger rail security training program guidelines and imple
menting the focused security training initiative under the TSGP. 

Finally, to meet the requirements of sections 1411 and 1520, work is ongoing to draft a rule to implement the 9/11 Act require

ment to. conduct name-based checks on public transportation and passenger rail frontline employees against the terrorist watch 

list and immigration status. 
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4. Metrics 

To evaluate the collective impact of the mass transit and passenger rail public-private partnership efforts to mitigate risks to 

and increase resilience of systems and assets, measures of effectiveness have been developed and are being monitored. These 

measures supply the data to affirm that specific goals are being met or to show what corrective actions may be required. 

These measures of effectiveness are based on TSA's assessment and evaluation of security posture of the mass transit and pas

senger rail modes through the BASE program .. Security assessments. commenced during FY 2007. with a focus. on the 50 largest 

mass transit and passenger rail agencies based on passenger volume. 

TSis conduct BASE assessments alongside members of the transit system being assessed. This process can take a fevv days up to 

a few weeks, depending on the system's size. TSis work through each of the assessment categories and determine the overall 

score using a 5-point scale from 0 to 4. They use a standard checklist to ensure that each transit system is assessed and scored 
on the same criteria. The basis for each score assigned is documented in supplementary comments made in the assessment 

results report. Once all assessment areas are compiled, the transit system is briefed on the outcome and provided the complete 

report. This data then gets compiled along with the other systems that have been assessed to produce overaU national results in 

each Action Item category. This result leads to the analysis of weak and strong. areas, not only of the individual systems, but also 

of the collective mass transit and passenger rail mode nationally. The results ensure program and grant funding priorities align 

with identified needs for security enhancement. ISA-assisted assessments are repeated approximately every 18-24 months to 

measure progress in the enhancement of security. The threat and consequences factor provided by DHS is a combined numeric 

score ranging from 1 to 6 with 6 representing the greatest threat and largest consequences. This factor is multiplied by the dif
ference between a perfect score of 100 and the score the agency received in the BASE assessment to produce a system risk score. 

The aggregate of all the systems scores represent the total mass transit and passenger rail security risk. Comparing two arnmal 
aggregate scores will determine the percent reduction in transit security risk. 

This data is reliable because TSis use a common, standard checklist during the assessment process. TSA performs quality 

reviews on the assessment data that is collected and has completed enough assessments over time to be able to identify the 

types of inconsistencies that may arise and correct them when necessary. The threat and consequences factor, provided by DHS, 

is the same that the Division uses throughout the grant programs. Each factor is as reliable as the intelligence information and 

other data used in its determination. 

The data is reported to the Division in a comprehensive report by the TSis who actually conduct the assessment after brief-
ing the mass transit or passenger rail agency on the results. The report is reviewed for quality by senior STS[P staff, and then 

made available to Division staff for review. These processes may result in inquiries to the appropriate inspectors for clarifying 

information. Ultimately, results are maintained for each assessed agency as well as consolidated into a national report of overall 

security posture in the Security and Emergency Management Action Items. Analysis for strengths and weaknesses, consistency 
or divergence from other agencies, trends, and smart practices occurs from these qualitative reviews. 
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To inform the immediate prioritization of security activities and resource allocations, the Division has adopted the Objectively 
Measured Risk Reduction methodology. This methodology, illustrated in figure C4-l, focuses on maximum immediate impact 

for. the resources spent on risk reduction. Through this methodology, several objectives are achieved: 

• Measurable baseline standards, or acceptable levels of risk exposure derived from best practices, are set and serve as a bench

mark for security improvement to inform risk reduction activities; 

• Current state of security in a transportation network is assessed through the BASE program described above, and compared to 
the risk reduction target; 

• Security gaps are identified, expressed as the quantifiable difference between the desired state and the existing state, and 

prioritized; 

• Measures. and initiatives to close these gaps are identified and applied; and 

• Risk reduction is measured through metrics which reflect a quantified level of baseline risk and the progress in risk 
reduction. 

It is important to emphasize that these measures are developed with full consideration of transit security practitioners' require

ments to ensure that they are realistic and practical for the industry. 

Figure C4-1: Objectively Measured Risk Reduction 

High Risk 
Focus 

Baseline 
Standards 

Current State 
Assessments 

Actions to 
Close Gaps 

Risk Reduction 
Metrics 

To close the prioritized gaps in mass transit and passenger rail systems identified through this methodology, TSA leverages 

randomness and unpredictability, smart application of technological tools, and coordinated training and outreach efforts to 

security partners. 
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5. Security Gaps and Mitigation 
Strategies 

The following is a description of security gaps that continue to be addressed in each of the programs and processes listed in 

Security Programs and Processes Section of this document. This information is in part derived from the data generated using 

results of BASE reviews completed to date by the STSIP at TSA, and reflects the current implementation stanis of the Transit 

Security Fundamentals and the FTA/TSA Securi ty and Emergency Management Action Items. 

5.1 Information Sharing 

There are two security gaps in information sharing: 

• A minority of the top 100 transit agencies have yet to enroll in HSIN. 

• The ability to disseminate such material to properly cleared transit agency officials in a timely manner. 

Although the PT-HSIN portal is fully operational, expansion of the range of invitees will proceed as vetting of the initial 

enrollees is completed. Although secure, the system does not allow for transmission of classified information. For classified 

communications, work continues to expand the number of systems with cleared officials, to deploy secure communications 

equipment, and to leverage existing classified commw1ications networks, such as the FBI's secure videoconferencing system 

aligned with the JTTF. All. STSIP offices now possess portable secured telephones. If the need arises, TSis can facilitate secure 

communications with chiefs of securi.ty for transit agencies through these telephones. Advances were made in these areas in 

2009 with more systems 011 PT-HSIN and in possession of portable secure phones. 

5.2 Employee Security Training 

The BASE program findings continue to demonstrate that while many transit agencies provide initial antiterrorism training to 

their employees; adequate refresher training is not being provided. Furthermore, the findings indicate that security orientation 

and awareness training as well as em ergency response training is not adequately reinforced. Gaps in training in these and other 

areas, such as National Incident Management System (NIMS) and agency-developed incident command systems and incident 

response protocols to TEDs and Weapons of Mass Destruction, are being addressed through the development of a Mass Transit 

Security Training Program and the TSGP. 

TSA has. developed and disseminated the Mass Transit Security Training Program to guide transit agencies' i.mplementation 

of effective training. Basic and follow-on training areas are cited, with the categories of employees in a tran sit agency that 

should receive the particular types of training. Available Federal course offerings are cited as well. To facilitate prompt action 

ro upgrade training, a pre-prepared training application has been developed under the TSGP. Transit agencies request particular 

types of training for the various categories of employees. Grant awards cover the cost of training and of overtime or related 
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expenses to backfill employees who are in classes. TSA is committed to expedite processing to get funds to transit agencies. 
Mass Transit SCC and other industry representatives have indicated that the current funding does not support conti.nuous neces

sary frontline employee training. 

In addition to the training program described above, pursuant to sections 1408 and 1S17 of the 9/11 Act, TSA is developing 

regulation requiring certain transit agencies and passenger railroads, to provide various security-related training to frontline 

employees. 

5.3 Security Awareness Campaigns 

While there is a lack of well-designed public awareness campaigns that employ innovative ways to engage and inform transit 

riders and employees about the threat from terrorists, there have been some significam efforts co augment the existing Transit 

Watch program. One of these efforts is a TSA transit employee poster program. Designed by TSA, these posters allow the 

individual agencies to adapt them to their specific environment by including their comments and pictures. This program has 

become popular and a similar one is being starred for the transit riders as well. A new employee reminder card has been devel
oped by TSA. On one side, the card deals with the subject of "What makes a package Suspicious," and the other side has the "7 

Signs of Terrorism." These cards are being distributed to transit agency employees. During the summer of 20 J 0, DHS rolled-out 

a national "If You See Something - Say Something" campaign to fill the void of well-designed public awareness programs. This 

progrann is the centerpiece of a joint effort by TSA and the National Transportation Security Cemers of Excellence program 

under OHS S&T to augment this campaign's outreach in communities that have been the focus of significant transportation 

security outreach efforts in the past. 

5.4 Research and Development and Technology Deployment 

There is a capability gap associated with several transit system security vulnerabilities. For example, we have identified the need 

for conducting blast modeling for underwater tunnels and S&T is in the process of engaging National Laboratories to conduct 

these tests. 

In this area, there is also a need for expedited means to identify and test explosives detection devices that are responsive to the 

high throughput in public transportation environments such as crowded stations. Mass transit and passenger rail systems also 

lack integrated systems that combine CCTV technology with infra-red capabilities, and alert systems which identify anomalous 

behavior or objects. 

TSA also needs to expand the range of technology tools avaUable for deployment in joint exercises with transit agencies under 

the VIPR program. Expanded regional availability of explosives trace detection equipment will augment the effectiveness 

of the joint security exercises. Methods and techniques to further enhance frontline employee training and awareness pro
grams to improve system security have also been identified by industry representatives as an important area of research and 

development. 

TSA and its Federal parmers have consistently enjoyed the support of the industry and its representatives in this area. 

However, in an effort to ensure that research and development is responsive to industry requirements, TSA is committed to 

further engagement of its security partners in its efforts to identify practical technologies to improve system security. To that 

end, industry representatives participate as an integral component of the multi-agency Transportation Sector Research and 

Development Working Group whose primary mission is to improve coordination and prioritiLation of transportation research 

and development efforts and to leverage these programs across the stakeholder community. 
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5.5 Underwater/ Underground Tunnels 

TSA has identified a gap in underwater tunnel security. In response, TSA led the formation of an interagency Tunnel Risk 

Mitigation Working Group, bringing together subject matter experts from multiple Federal agencies. This team leveraged the 
capabilities ofDHS S&T and other experts to conduct structural vulnerability assessments across all 29. tmderwater turu1els. in 

the rail and transit community. The study showed that some tunnels are structurally more vulnerable than others depending 

on the material used to build and maintain them and their position in the river and proximity to the riverbed. As a result. 

TSA, as part of the TSGP, identified the protection of underwater runnels as one of its priorities. Over the last few years, transit 

properties have invested millions of dollars in protecting these tunnels through both operational and hardening measures. 
Sinrnltaneously, this group identified very specific research and development gaps that currently exist and is now addressing 

these gaps. 

During this process, it also became evident that transit properties with underwater tunnels do not share information with each 

other on operational and hardening efforts underway to protect these tLumels. To mitigate this, TSA sponsored an Underwater 

Tunnel Security Information Forum in FY 20 10. This forum brought together transit properties with underwater tunnels 
and provided them with an opportunity to discuss operational and tunnel hardening measures across the community. It also 

provided update on research and development activities at the national level to protect the Nation's underwater turn1els from an 

explosive event. 

5.6 Drills and Exercises 

At the time of the initial issuance of this plan, TSA found that a broader effort was necessary to engage regional security part
ners- area law enforcement agencies and fire and emergency response units- to. ensure thorough familiarity with the operat

ing environment, interoperable communications capabilities, and development of coordinated conunand and control. Results 

of the BASE reviews indicated that transiL agencies were generally doing well in conducting drills and exercises, but more effort 
was needed in leveraging national exercises capabilities developed at DHS and adapting them for application to transit agencies 

in regional exercises. Facilitating this expanded effort through targeted grant funding for cross-functional, interagency regional 

exercises continues to be a strategic priority for TSA. 

To meet this priority and enhance terrorism prevention and immediate response capabilities, TSA is developing a national 

exercise program. The initial effort has been in partnership with mass transit and passenger rail agencies in the National Capital 

Region. The objective is to. produce a package for nationwide distribution lO facilitate planning,. preparation, and execution 
of a multi-phased, multi-jurisdictional, and cross-functional anti-terrorism exercise program. A few such exercises have been 

conducted across the country and TSA is incorporating the lessons learned from these exercises into the package. Topics for 

the exercises include vertical and horizontal How of intelligence and information between agencies; internal capabilities and 

procedures used during periods of high threat; interactions with other transit and law enforcement agencies in the greater 

region; and sharing of best practices for transit emergency preparedness. Emergency scenarios range from suspicious activities 

to known terrorist threats. 

The current organizational and funding construct for the Division imposes some significant challenges, namely in available 

funding. TSA is committed to taking steps to ensure an appropriate alignment of resources with responsibilities. State and local 
governments. grapple with resource constraints as well. The mass. transit and passenger rail industry continually tries to balance 

operational demands and costs and maintain an effective level of security. ISA must, through a risk-based approach, maximize 

the security effectiveness of the resources available. 
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5.7 Cybersecurity 

Transit and passenger rail systems rely on computerized networks to facilitate operations, enable communication, and enhance 

efficient service delivery. This makes them vulnerable to network failure and cyber attacks. Network failure may be caused 

by faulty or damaged internal components, direcl cyber: attack to the agency's network, an attack to a peripheral system or 

network, insider threat, unauthorized access to control center networks, or a blanket computer virus. The result may be loss of 

communications or operations capabilities as well as misinformation by hacking into a website or server. 

The mass transit and passenger rail mode appears to be a popular target for cyber attacks. Several attacks have made national 

and international news over the past few years. Because of the significance of this threat, TSA has been working with its 

security partners to develop a comprehensive strategy to protect, defend, and respond to cyber attacks in the mode. The specific 

elements of the Mass Transit Cybersecurity program include: 

242 

Strategy Development-Underlying the current cybersecurity effort in the mass transit and passenger rail mode is 

a broad-scoped proactive approach being coordinated with the Transportation Systems Sector Cyber Working Group 

(TSS CWG) to put both a strategy in place that encompasses a security methodology that will identify risk and miti

gating actions to this critical element, along with a plan to identify the implementation elements needed to ensure 

necessary inspections and information collection is conducted. As an adjunct to the current BASE program,. TSA is in 

the process oflinking those cyber elements and processes that are contained and used within the mass transit and 

passenger rail mode with the periodic BASE assessment process conducted by TSis on the largest .I 00 mass transit and 
passenger rail agencies. This addjtion to the BASE program will allow for a smooth transition of the cyber element 

into the existing inspection programs, making it the 18th element that will be examined during routine and continu

ing TSis-conducted assessments. TSA will also be participating in the newly formed APTA Cyber Security Standards 

Development Working. Group, which aims to develop standards and recommended practices for transit and passenger 

rail agencies. 
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6. Way Forward 

To achieve the objectives identified in this document and enhance security in mass transit and passenger rail, TSA has identified 
and is currently focusing on the following priorities. These priorities are the result of the collaborative efforts of government 

and industry. part11ers under the GCC/SCC framework, discussed through CIPAC workshops, roundtables, and the PAG, and in 

conjunction w ith analysis of BASE program assessments of the 100. largest top transit systems. 

• A risk-based approach will continue to be used to determine security prl.orities as they change. 

• Complete development and implementation of a comprehensive risk assessment capabili.ty. Currently, the BASE program 
and/or TVC assessments are the foundation for identifying vulnerability gaps in transit agencies. As a new risk tool is imple

mented by TSis, more weight will shift to the analysis of the results from the new tool. 

• TSA's review of the BASE assessments for the 100 top transit agencies for 2009 shows that the national profile has not changed 

significantly from the prev ious year and the priorities for the average agency remain: 

- Training, operational deterrence, d.riJJs, and public awareness activities; 

- Multi-user high-density key infrastn.1cmre protection; 

- Single-user high-density key infrastructure protection; 

- Key operating asset protection; and 

- Other targeted risk mitigation accivitii.es. 

• ISA continues to augment local anti-terrorism efforts with resources, such as Transportation Security Officers participating 
on mobile screening teams with Amtrak police to screen passengers and the New York Police Department in New York sub

ways. TSA VIPR teams continue to wor.k with local partners to support hundreds of annual operations. TSls work with local 

operators to assess security status and help those stakeholders raise their security posture. The goal is to expand these efforts 
to additional high threat urban areas. 

• TSA relies on a multi-faceted approach to protect assets and systems whose targeting by terrorists threatens the most extensive 
potential consequences. One of TSA's top priorities is hardening and protective actions for UJ1derwater tunnels, bridges, and 

multi-user, high-volume stations. 

• Long- term strategic plans for mass transit and passenger rail security wiU address issues idemified in TVC assessmems and 

BASE results. 

• Long-term strategies often require long-term projects to implement large and complex risk mitigation programs. The plan

ning approach should include both design and implementation phases. Long-term projects will be considered for Federal 

assistance, recognizing that it may require support over multiple years to complete the project. Federal support, once begun, 
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will be available over the number of years identified until the project is complete in order to allow that program to be 
implemented. 

• Some mass transit and passenger rail agencies lack a dedicated security or police force. A security priority is to make Federal 

assistance available to provide security liaison teams in local law enforcement departments in the operating areas of these 
agencies. 

• While most of the security priorities are rightfully focused on the mass transit or passenger rail agency, there is concern about 

the ability of these agencies to communicate with security, law enforcement, and emergency management partners within 
their regions during threats or incidents. Regional interoperable communications and data systems are security priorities for 

mass transit and passenger rail systems. 

• Finally, there will be a comprehensive and coordinated effort to develop and implement a cyber security strategy that will 

be incorporated within the framework of the BASE assessment program .. This will allow for periodic risk assessments on the 

largest 100 transit agencies by TSis. This comprehensive approach will involve TSA providing support for training opportuni
ties to transit employees; funding to support pilot program testing procedures on different size and scope transit and pas

senger rail agencies; partnering with transit agencies, national laboratories, and associations in order glean the best practices 

and procedures that will enhance overall cybersecurity; and some red team exercising to ensure proper procedures are being 

followed by transit field personnel. TSA will also participate with associations and others to identify existing standards and 
best practices and to develop new ones where there are gaps. 

TSA will continue to work cooperatively with the Mass Transit SCC and transit police/security practitioners regarding any 
actions or measures to enhance system security prior to proposed final development and implementation. 
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1. Executive Summary 

This Highway Infrastructure and Motor Carrier (HMC) Modal Annex is one of six modal annexes to the Transportation Systems 
SSP, which is required by the National Infrastructure Protection Plan (NIPP). This annex to the SSP contains information on the 

current status and future plans of the HMC mode for: the three-year planning cycle. 

This annex describes the components Lhat comprise Lhe highway transportation system, what is currently being accomplished, 

and the goals and way forward for reduciing risk and enhancing security across the mode. 

Section 2 describes the collaboraLive approach to drafting the HMC Modal Annex. Section 3 provides an overview of the HMC 

mode and of the various components (i.e .. assets, systems, and networks) that comprise the highway transportation system. 

This section also introduces the mode's risk profile, as well as its public and private partners. Section 3 concludes by comment

ing on the information sharing and communication mechanisms used wichin the HMC mode. 

Section 4 specifies the sector's strategy, including its goals and objectives, risk framework, and the decisionmaking factors 

that impact protection and resiliency policy .. This section also reports on several of the processes,. tools, programs, and initia
tives aimed at mitigating modal risks. Section 4 concludes with a discussion of performance metrics for these risk mitigation 

activities. 

Section 5 presents some of the security gaps that require the sector's attention. Section 6 addresses programs relevant to the 

secLor to help attain the overall modal goals and objectives for dosing the security gaps depicted in section 5, including several 

efforts that are presently underway. 

In 2008 , TSA completed work on the attached "National Strategy for Highway Bridge Security," a brief bur comprehensive 
three-phase approach for identifying and assessing vulnerabilities of the Nation's mosr critical highway structures. Working 

wilh other agencies within DHS and DOT, the strategy is designed Lo eliminate overlap in Federal security reviews; speed 

avaiJable assistance to state, local, and municipal operators of important structures; and advocate future securiLy considerations 

during the design of new and significantly renovated highway structures .. The strategy is currently due for biennial review by 

the panel of agencies that created the original document. 
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2. Introduction 

The HMC Modal Annex to the Transportation Systems SSP is a joint effort between the Highway and Motor Carrier 
Government Coordinating Council (GCC) and the Highway and Motor Carrier Sector Coordinating Council (SCC). The GCC 

partnered with Federal, State, local, and tribal stakeholders in drafting this annex. The SCC, consisting of owners and operators 
and associations from the trucking, motorcoach, school transportation, physical infrastructure, and related industries, met with 

the GCC as part of a Joint Working Group and Writing Team to further develop and draft this document. It defines goals and 

objectives of the mode and presents a strategic plan to achieve the protection of the highway transportation system, mitigate 

vulnerabilities, and improve response capabilities for a transportation security incident or other all-hazards event. 

The system's assets include, but are not limited to, bridges, major tunnels, operations and management centers, trucks carrying 
hazardous materials (HAZMAT), other commercial freight vehicles, motorcoaches, school buses, and key intermodal facilities. 

While the in-vehicle facilities and highway infrastructure facilitate the movement of people, services, and cargo is robust, some 

elements are critical to the maintenance of public health, economic vitality, telecommunications, electricity, and other essential 

services . The temporary debilitation of a bridge or tunnel could result in regional shutdowns, diversions, or costly repairs with 
potentially severe results. 

Incidents and events include, but are not limited to, terrorist use of transportation system assets to attack critical infrastructure, 

direct targeting of the transportation system by terrorists, breaches of cybersecurity, and pandemic and natural disasters. 

Vehicles that use the highways are potential targets or weapons that terrorists could use to attack critical infrastructure or other 

assets. The trucking industry is unique in that it is the only segment of the highway mode with complete intermodal supply 

chain relationships with aviation, maritime,. mass transit, freight rail, and pipeline .. The bus industry, similar to the truck-
ing component, also operates with multi-modal interconnectivity daily, providing passenger and limited freight service on 

a national level. The diversity of these industries poses additional challenges to the effective integration of security into both 

large, complex operations and smaller owner-operator businesses. 

Measures to secure the assets of the highway transportation system must be implemented in a way that balances cost, efficiency, 

and preservation of commerce. To address these security issues it is important that the Federal Government continues to work 
effectively within the established government/industry partnership, implementing a variety of security programs to enhance 

the security of domestic highway operations. Highway and Motor Carrier security is advanced by implementing layered secu

rity measures into transportation systems operations and management. 

Toward this end, DHS, DOT, and private sector security partners continue to be committed to improving the highway trans

portation system. Technology and security awareness and expertise must keep pace with the increasingly sophisticated terrorist 

or criminal techniques that may be used to threaten the highway transportation system or its components. The HMC Modal 

Annex may require a periodic update to reflect current conditions, enhanced strategies, new programs, and GCC/SCC scope 

of planning. Federal, State, local, territorial, and tribal government agencies, along with private stakeholders, collaborate in the 

national effort to maintain the capability to move freely and facilitate interstate commerce. 
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3. Overview of Mode 

3.1 Overview 

Highways, bridges, and tunnels are crucial components of the public infrastructure of the United States and form the back

bone of America's. transportation network, in that all modes rely on highway infrastructure. According to the Federal Highway 

Administration (FHWA) Freight Analysis Framework Statistics, the Nation's highway network includes nearly 4 million miles of 

roadway, almost 600,000 bridges, and some 400 tunnels in 35 states.
1 

The network of highways, bridges, and tunnels connect 

all regions and States to almost every major piece of critical infrastructure, national landmark, multi-modal transportation 

infrastmcture, and tourist destination, as well as to one another. Transporting people and goods across this network is critical 

for meeting the everyday needs of American citizens and businesses. 

Figure 03-1: Ownership of U.S. Highways and Bridges 

Ownership of U.S. Highways* 

3.1 

D Local • State • Federal 

Ownership of U.S. Bridges* 

1.4 0.5 

47.6 50.6 

D Local • State • Federal D Private 

The Federal government has played a key role in shaping the highway network,. by regulating interstate commerce and by 

funding and facilitating transporlation improvements, while balancing diverse needs and imerests. Since the anacks of 

September 11, 2001, the Federal government exercised greater authority over the security of the Nation's highway network and 

1 DOT provide.< 1his da1a 1hrough. i1s Bureau. ofTranspormion Sta1is1ics and 1hrough. 1hc FHWA. 
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protection of its critical infrastructure. State and local governments and businesses, however, are essential partners with the 
Federal government in the development and operation of the Nation's highway network. 

Although most of the transportation infrastructure in the United States is funded and maintained by the public sector, with the 

private sector playing a smaller but increasing role, it is local governmems who own and operate more than 75 percent of the 

Nation's nearly 4 million miles of roadway and over half of its nearly 600,000 bridges.
2 

Furthermore, most of the vehicles used 

on the Nation's transportation network are owned and operated by private individuals and firms. Thus, protecting the Nation's 

highway network is truly a shared responsibility between State and local transportation agencies, their sister agencies responsi

ble for law enforcement, Federal transportation agencies, the private sector, and the public, all of whom travel over three billion 
vehicle highway miles annually.

3 

3.2 Assets, Systems, and Networks 

3.2.1 Highway Infrastructure Assets, Systems, and Networks 

The National Highway System (NHS) is comprised of approximately 160,000 miles of roadway important to the Nation's 

economy, defense, and mobility, including the Interstate Highway System. It was developed by DOT in cooperation with 

Department of Defense (DoD), the States, local officials, and Metropolitan Planning Organizations (MPOs). The NHS includes 

the following subsystems of roadways:
4 

Eisenhower Interstate Highway System of highways retains a separate 

identity within the NHS. 

Other Principal Arterials in rural and urban areas provide access 

between an arterial and a major port, airport, public transportation facil

ity, and/or other intermodal transportation facility. 

Strategic Highway Network (STRAHNET) is a network of highways 

which are important to the strategic defense policy of the United States 

and which provide defense access, continuity, and emergency capabilities 

for defense purposes. 

Major Strategic Highway Network Connectors are highways that 

provide access between major military installations and highways that are 

part of the STRAHNET. 

Intermodal Connectors are highways that provide access between major intermodal facilities and the other four subsystems 

making up the NHS. 

Other Assets 

Message signs, both fixed and portable, are referred to by a variety of names. Electronic traffic signs are used on roadways 

to give. travelers. information about special events. and occurrences that disrupt the normal fl.ow of traffic, such as. accidents, 

2 U.S. Depmmenr ofTransportation's Report to Congress - 2006 S1a1Us af 1he Na1lons Highway, Bridge.and Transi1: Condlllons and Ptrformanet. http:/ / wv1w.Olwa.dot.gov/ 
policy I 200 6cpr I index.htm. 

l Ibid. 

• A specific highway rou1c may be on more 1han one subsys1cm. 
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roadwork, and disabled vehicles. AMBER Alerts and warnings and alerts aboUL other types of crimi nal, terrorist, or suspicious 
activity, are also relayed over the mode's J1etwork of message signs. 

Traffic Management Centers (TMCs) are found primarily in large urban areas and are operated by local transportation 

agencies. They are usually 24/7 operations cemers responsible for monitoring and comrolling traffic in designated sectors and 

for coordinating transportation agency response to emergencies. Some states are forming regional centers, such as the Kansas

Missouri joint center near Kansas City, to manage traffic regionaUy. Many centers are now being co-located with other public 

safety, fire, and EMS responders. These centers are often referred to as traffic operations centers. 

Publicly and privately owned and operated rest areas provide for highway user safety and convenience. 

3.2.2 Motorcoach Assets,. Systems, and Networks 

The motorcoach industry is comprised of approximately 3, 137 for-profit companies operating some 29,325 buses and employ

ing over l 18,000 people in full and part-time jobs. These companies operate primarily in interstate operations that include 

wholly-owned bus terminals, shared terminals with other transportation modes such as passenger rail, charter group deter

mined pick-up and drop-off locations, or from their own company property. Motorcoaches carry approximately 751 million 
passengers annually to millions of destinations in the United States, Canada, and Mexico. Destinations may include attractions 

located in urban areas, national and State parks, and high volume tourist sites. For the most pan, there are n o industry-wide 

operations, cyber systems, or networks beyond the normal business system s used by individual passenger carriers for trip 

scheduling and financial operations; however, the National Bus Traffic Association's (NBTA) computers form a single network 

that acts as the monthly interline ticketing financial clearinghouse for approximately 70 intercity scheduled carriers. NBTA's 

computers are protected from cyber attacks through security measrnes and scheduled system backup by the computer service 

provider. Some additional specific motorcoach industry assets, systems, and networks are as follows: 

• Not-for-profit private motorcoach operators such as churches and other non-profit groups or organizations; 

• Motorcoach manufacturers; 

• Sellers of new and used mocorcoaches; 

• Motorcoach industry component and service suppliers, such as insurers, repair facilities, and parts vendors; 

• Motorcoach industry travel partners, comprised of destinations or attractions, such as resorts, hotels, casinos, and cruise lines 
throughout the Nation; and 

• Cross-sector interdependencies such as chartered motorcoacl1es and cruise lines or school bus charters for special events. 

3.2.3 School Transportation Assets, Systems, and Networks 

The school Lransponation industry is a network that ensures the safe and secure transportation of 23 million students to 

approximately 80,000 different schools within 15,000 school districts. The assets of this system include 460,000 school buses, 
approximately 15,000 parking and maintenance locations, and more than 500,000 drivers, maintenance personnel, and staff 

offi cials. For the most part, each school d istrict is an independent entity working within the bou ndaries of State and Federal 

rules and statutes. This independence is especially evident in the local relationships with law enforcement and first responder 

agencies. Approximately 70 percent of school transportation assets are owned and operated by the individual school districts, 

and approximately 30 percent of school transportation assets are privately owned by for-profit companies and are contracted for 

use by the districts, including the drivers. 
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3.2.4 Trucking Assets, Systems, and Networks 

While some carriers have large, integrated, national networks, the industry as a whole is highly fragmented. According to DOT 

registrations, there are more than 2l4,000 for-hire motor carriers and an additional 27,600 private trucking .fleets operating in 

interstate commerce .. Additionally, there are 89,000. other DOT-registered trncking. Aeets, including. some that operate. only in 
intrastate commerce. These fleets operate over 29 million trucks, hauling more than 10 billion tons of freight annually. Among 

motor carriers, 96 percent operate 20 trucks or less, while 87 percent operate 6 trucks or Less. The trucking industry employs 

8.9 million people, of whom nearly 3.5 million are drivers. 5 

Canada and Mexico arc the United States' largest and third largest trading partners, respectively. In 2007, trucks hauled 58 per

cent of goods between the United States and Canada ($325 billion) and 66 percent between the United States and Mexico ($230 
billion). As the North American economies become more integrated, trucking's importance in international trade should grow. 

Nearly every good consumed in the United States is put on a truck at some point. The industry hauls 69 percent of all freight in 

the United States, by weight,. and 83 percent of all freight by value. 

Most operational systems and networks are held by individual companies. However, some programs, such as the TSA

sponsored Highway Information Sharing and Analysis Center (ISAC), do act as information sharing netvvorks. Other trucking 

assets, systems, and networks include the following: 

• Truck manufacturers 

• Truck and vehicle rental leasing companies (and their associated cyber networks) 

• DoD's Surface Deployment and Distribution Command 

• General Services Administration/FEMA contracting networks 

• Customs & Border Protection's Automated Commercial Environment/Truck eManjfest System 

3.2.5 Multi- and Cross-Modal Assets, Systems, and Networks 

The HMC mode connects other transponation system sector assets and infrastructures. The motorcoach and trucking industries 

intersect with multiple modes of transportation, as well as the other 17 CIKR sectors. Additional multi- or cross-modal assets, 

systems,. and networks include the. following: 

• Intermodal cargo facilities (with the rail, aviation, and maritime modes); 

• Commercial drivers schools; 

• State drivers licensing systems and net works; 

• State vehicle registration systems and networks; 

• Vehicle insurance carriers; 

• Transportation business insurance carriers; and 

• Truck stop owners and operators. 

5 US. Depanmeill of1h11sportation"s Repon to Congress -. 2006 Stows of the Na1ioo's Highway. Bridge.and Tronsii: Condi lions and Performaoct. http: / / www.lhwa.dot.gov/ 
po lie)' I 200 6cpr / index. hrm. 
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3.3 Risk Profile 

The HMC mode's security risks are evideuced by attacks either using or against the mode, including the 1993 attack against 

the World Trade Center in New York, the 1995 bombing of the AlfredP. Murrah Federal Building in Oklahoma City, and more 

recent illustrations. in Iraq and Afghanistan of improvised explosive devices. placed on or near highway infrastructure, vehicle

borne improvised explosive devices, and attempts to use tankers with hazardous materials in truck bombings. Tl1ere are also 

documented plots against various components of highway infrastructure, such as the Brooklyn Bridge. These examples are a 

sobering reminder that the highway system remains an attractive target for terrorists. 

Hurricanes, earthquakes, forest fires, and other disasters (natural and industrial) also highlight risks to the HMC mode that are 

not directly related to terrorism. Risks from both terrorist attacks and other hazards demand a coordinated approach involving 

aU stakeholders. In t11e wake of the attacks of September 11 , 2001, the HMC mode joined together in an unprecedented way 
to protect its customers, systems, and assets. Private industry continues to make contributions to sector-wide risk mitigation 

efforts. State and local governments have enhanced first-response capabilities,. increased vigilance, and secured potential targets. 

Cooperation among its diverse stakeholders is one of the strengths of the HMC mode. 

3.4. Partners and Relationships of Highway and Motor Carrier Mode 

3.4.1 Federal Government Partners 

The objective of the Highway GCC is to coordinate highway and motor carrier protection strategies and activities; to establish 

policies, guidelines, and standards; and to develop program metrics and performance criteria for the mode. The Highway GCC 
fosters communication across the governmem and between the government and private industry in support of the Nation's 

homeland security mission. 

The Highway GCC, whose membership consists of key Federal departments and agencies responsible for or involved in high

way and motor carrier protection, recognizes the integral relationship that it has with similar GCCs for other modes and will 

leverage. its participation with these other councils to connect issues. across modes at appropriate levels of government and with 
private industry. The Hi.gbway GCC will add pem1anent Federal government or agency members, as deemed necessary and 

appropriate. The Highway GCC will extend invitations to ad hoc members with special expertise from other departments, agen

cies, or offices from time to time to meet expertise requirements necessary to fulfill its mission. In addition, the membership 
may be expanded to include State/local officials and organizations with an interest in the HMC mode. 

Member organizations of the Highway GCC include: 

• Transportation Security Administration; 

• Federal Motor Carrier Safety Administration; 

• Federal Highway Administration; 

• National Highway Traffic Safety Admi11istration; 

• Pipeline and Hazardous Materials Safety Administration; 

• Department of Defense; 

• Department of Education; 

• Department of Energy; 

• General Services Administration; 

• Nuclear Regulatory Commission; 
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• DHS Customs and Border Protection; 

• DHS Office of Infrastructure Protection; 

• DHS Homeland infrastructure Threat and Risk Analysis Center; 

• DHS Federal Emergency Management Administration; 

• DHS Office for Intergovernmental Affairs; 

• Federal Bureau of Investigation; 

• United States Department of Agriculture, Food Safety, and Inspection Service; 

• American Association of Stare Highway Transportation Officials; 

• Commercial Vehicle Safety Alliance; 

• American Association of Motor Vehicle Administrators; 

• International Association of Chiefs of Police; 

• National Sheriffs' Association; and 

• National Association of State Directors of Pupil Transportation Services. 

3 .4.2 State, Local, and Tribal Government Partners 

State, local, and tribal governments manage protection efforts for the highway sector assets, systems, and networks within their 

jurisdiction. They serve as crucial coordination hubs. bringing together prevention, protection, response, and recovery authori

ties, capabilities, and resources of the various jurisdictions. State, local, and tribal agencies are often the first on the scene of a 
transportation security incident, whether it is a naniral or manmade incident. Federal agencies work closely with these partners 

to coordinate protection efforts and collaborate with the owners or operators of the Nation's transportation infrastructure. 

3.4.3 Industry Partners 

The private industry-led Highway SCC is a counterpart to the Highway GCC. Working in partnership, the Highway GCC and 

SCC collaborate to review and develop security programs necessary to protect the Nation's highway and motor carrier mode. 

The following are member organizations of the Highway SCC: 

• American Bus Association; 

• American Chemistry Council; 

• American Petroleum Institute; 

• American Road and Transportation Builders Association; 

• American Trucking Association; 

• Border Trade Alliance; 

• Chemtron; 

• Con-Way, Inc.; 

• Detroit-Windsor Truck Ferry; 

• Institute of Makers of Explosives; 

• Intelligent Transportation Society of America; 
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• lntermodal Association of North America; 

• International Bridge Tunnel and Turnpike Association; 

• Kenan Advantage Group; 

• Laidlaw Education Services; 

• Mid-SLaLes Express, Inc.; 

• National Association of Small Trucking; 

• National Association of Truck Stop Operators; 

• National Industrial Transportation League; 

• NaLional School TransporLation AssociaLion; 

• National Tank Truck Carriers, Inc.; 

• Owner-Operator Independent Drivers Association; 

• Schneider National, Inc.; 

• Seaton & Husk, LP.; 

• Taxicab, Limousine and Paratransit Association; 

• The BusBank; 

•. The National Academies, Transportation Research Board; 

• Tri-State MoLor Transit Company; 

• Truck Manufacturers Association; 

• Truck Rental and Leasing Association; and 

•. United Motorcoach Association. 

3.5 Information Sharing Mechanisms 

3.5.1 Federal, State, Local, and Tribal Information Sharing 

The establishment of the SCC and GCC lmder the Critical Infrastructure Protection Advisory Committee (CIPAC), and other 

coordinating bodies, such as the Critical Infrastructure Cross-Sector Council and ISACs, has greatly improved information 

sharing among stakeholders. Information sharing previously relied upon personal relationships among Federal. State, local. and 

HMC owners/operaLors. These relationships may have been well-established and effective, but unfonunately, many other criti

cal stakeholders were left without access to essential information. 

In addition, recent efforts co improve the Homeland Security Information Net work (HSIN) have resulted in a better informa

tion-sharing system. While this system still needs to mature, iL significantly improves upon the initial information-sharing 
mechanism. 

3.5.2. Private. Industry Information Sharing 

HMC industry owners/operators have primary responsibility for protection of the mode's infrastructure. Overall, information 

sharing and analysis processes would benefit by using industry expertise to analyze and disseminate information and help 

identify what is important for the entire sector or a specific mode. 
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3.5.3 Information Sharing and Communication Mechanisms 

Conunw1ication between public and private stakeholders in the HMC mode happens through several methods, such as 

direct mail, broadcast e-mails, public websites, secure DHS portals,. teleconferences, GCC/SCC CIPAC quarterly meetings and 

Intermodal Security Training and Exercise Program (I-STEP) workshops or exercises. I SA uses many of chese methods to pro
moce and distribute its brochures, tip cards, posters, and educational security awareness materials. ISA shares information that 

has an actionable aspect, such as an incident reports, securily bullelins, or alerLs wiLh privaLe stakeholders through the follow

ing mechanisms: 

• Incident-related information sharing. The FirsL Observer® program operaLcs the Highway ISAC. FirsL Observer® has 

received funding through the Trucking SecuriLy Program (TSP), a Federal security grant program. Additionally, ISA operates 

the TS-ISAC through the HSIN communications network. 

• Homeland Security Information Network-Critical Sectors. HSIN-CS is a secure, single-source, information-sharing. 

web-based network to assist in the two-way com1mmication of infrastructure protection-related information. HSIN-CS plays 

a key role in supporting the ongoing operations and resiliency of the Nation's critical infrastructure by creating an online 
community for a vetted group of critical infrastructure stakeholders to communicate w ithin the group as well as with DHS. 

This role will likely strengthen as the number of people using the network increases and a more robust infom1ation-sharing 

environment evolves over time. 

Within HSIN-CS, a portal (HSIN-CS/HMC) has been created to provide HMC focused materials and communications. This 

portal allows for different user groups such as Trucking. Motorcoach, GCC, and the SCC to have secure areas to conduct more 
in-depth and specific information sharing and work collaboration areas that are specific to their individual needs. Access to 

the portal aJ1d sub-portals is granted through established protocols agreed to by the mode's QPAC partners. 

• Alerts, warnings, and notifications. TSA operates an emergency notification system, the ISA Alerts system .. A Federal grant 

funds the Highway ISAC operated by the First Observer® program. This ISAC disseminates information bulletins, alerts, and 
other security-related reports to stakeholders via email. It also works with both public and private stakeholders to collect, 

share, and analyze informalion that increases the security of the mode. Private sector partners also report suspicious activ

ity that could signal pre-operational terrorist activity to the DHS National Operations Center (NOC) through the NationaJ 

Infrastructure Coordinating Center (NICC). 

• 5-1-1 Traveler Information System, deployed in 45 states, is a transportation and traffic information telephone hotline 

available to landline and mobile phone users. It can be used to provide weather, traffic conditions, and other information 

deemed of value to highway users. 

• Regional coalitions are formed to improve informaLion sharing and collaboration along lengths of highways that traverse 

more than one state. These coalitions are valuable in coordinating messages during events that impact traffic regionally or for 

distributing a consistent message as travelers are passing through states. An example is the I-95 coalition, comprised of states 

along the eastern seaboard through which 1-95 passes. The coalition ensures all states are displaying the same information on 

message signs relative to incidents or events along the congested cast coast corridor. 
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4. HMC Strategy 

4.1 Goals and Objectives 

The. mission of the Transportation Systems Sector is to continuously improve the risk posture. of the. national transportation sys

tem. The SSP identifies a number of goals for enhancing security from disruptive incidents. The HMC mode shares these goals 
and defines objectives consistenL with and panicular to the mode. These goals set the stage not only for what is being addressed 

by Risk Mitigation Activities (RMAs) described in Section 4.4 but also in determining the fuwre areas to be addressed as 

described in section 6. 

Goal 1: Prevent and deter acts of terrorism using or against the highway transportation system. 

Objectives 

• lrnple ment risk management-based Aexible, layered, and measurably effective security programs. 

• Increase vigilance. and awareness of highway travelers and HMC workers. 

• Ensure that security policies and practices recognize and facilitate the legitimate movemenL of goods and people. 

• Develop processes that identify critical cyber infrastructure and implement measures that address strategic cybersecurity 

priorities. 

• Enhance cross-modal and cross-sector coordination mechanisms to address critical interdependencies. 

• Strengthen coordination within the private sector and between the public and private sectors. 

Goal 2: Enhance the all-hazard preparedness and resilience of the highway transportation system to safeguard U.S. 
national interests. 

Objectives 

• Develop risk-based strategies to strengthen and provide increased resilience of highway systems, net works, and assets. 

• Enhance the capacity and capability of the response community for rapid and fl exible response to, and of private sector HMC 
partners to recover from, terrorist attacks and other all-hazard incidents. 

• Evaluate and take actions to reduce the impact of critical surges affecting the highway transportation system during emer

gency situations in bigh threat urban areas. 

• Strengthen coordination within the private sector and between the public and private sectors. 
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Goal 3: Improve the effective use ofresources for highway transportation security. 

Objectives 

• Coordinate policy and eliminate duplication of efforts by Federal, State, and local government agencies. 

• Recognize the progress and success the HMC mode has made to address highway transportation security needs. 

• Use risk and economic analyses as decision criteria to align sector resources with the highest priority HMC security risks. 

• Enhance HMC participation in the development and implementation of public sector highway system security programs as 
needed. 

• Ensure coordination with HMC industry partners in the risk-based selection and prioritization of Transportation Systems 

Sector security research, development, test, and evaluation (RDT&E) efforts. 

• Strengthen coordination within the private sector and between the public and private sectors. 

Goal 4: Improve highway situational awareness, understanding, and collaboration. 

Objectives 

• Enhance information and intelligence sharing among HMC modal partners. 

• Educate public and private partners on resiliency and risk management best practices within the highway mode. 

• Assess, manage, and share situational awareness of international highway security and resiliency interdependencies. 

• Strengthen coordination within the private sector and between the public and private sectors. 

4.2 Risk Framework 

The diversity of the HMC mode necessitates a variety of initiatives and methods to evaluate and mitigate the risk environment. 

Like its other counterparts within the sector, the BMC mode faces a dynamic risk environment categorized by risk to the mode 

and risk from the mode. It is therefore important to consider not only the protection of people, cargo, assets, and infrastructure, 

but also the potential use of elements of the mode for acts of terrorism. 

While there are multiple definitions for risk, OHS describes risk as a function of threat, vulnerability, and consequence: 

Risk .. f (Threat, Vulnerability, Consequence) 

Threat, vulnerability, and consequence are therefore at the center of the mode's risk management efforts; each requires a differ

ent perspective and set of initiatives. 

Threat Assessments 

Obtaining. synthesizing, analyzing, and distributing relevant and credible intelligence information is essential to informing the 

mode's decisionmaking processes. When the SSA receives threat information it must be analyzed, filtered, and disseminated to 
modal partners, as classification and threat levels warrant, in a manner that improves awareness and, when necessary, generates 

appropriate action. 
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Vulnerability Assessments 

Vulnerabilities of an asset, system, or network are the physical, human, cyber, or operational attributes that render it open to 

exploitation or susceptible to hazards. Vulnerabilities are weaknesses that, if exploited or compromised, diminish prepared

ness to deter, prevent, mitigate, respond to, or recover from one or more hazard scenarios. An assessment should describe the 
vulnerability in sufficient detail to assist in subsequent development of countermeasures and to facilitate risk reduction. 

Consequence Assessments 

Consequence assessment is the process of identifying and evaluating the potential or actual effects of an event or incident. 
Assessments occur throughout the mode, both informally and formally. The diversity of the HMC modes necessitates varied 

consequence assessments, which focus upon people, cargo, conveyances, and infrastructure. 

Cross-modal Analyses and the HMC Mode 

Cross-modal risk assessments may vary widely in scope and size, depending on mission focus (e.g., security or all hazards) 

and the situation. These analyses help identify strategic planning priorities and define long-term visions. Cross-modal analyses 
inform key leadership decisions, including investments in countermeasures. 

The HMC mode shares responsibility for helping to enhance risk management efforts across the other modes constituting the 

TransporLation Systems Sector. As such, the mode engages in sector-wide initiatives such as the Transportation Sector Security 

Risk Analysis (TSSRA). 

TSA's Highway and Motor Carrier Division is currently preparing focused risk assessments of the following highway sub-modes: 

School Transportation, Trncking (including HAZMAT Trucking). Motorcoach, Highway Infrastructure, Port Interface, and Food 

Transportation by Commercial Trucking. 

4.3 Decisionmaking Factors 

With the range of information provided by the various risk assessments, as described above. the priorities of the HMC mode 

are subject to. a variety of other influences and mandates. Budgetary limitations throughout the mode may. constrain risk man
agement decisions. Other factors, such as time constraints, the feasibility of coumermeasures, and the protection of commerce 

and civil liberties, must also be considered. Below are the requirements from legislative and executive branches that shape the 

decisionmaking environment. 

Congressional Requirements6 

• Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act of 

2001 (USA Patriot Act) 

• Aviation and Transportation Security Act of 2001 (ATSA) 

• Maritime Transportation Security Act of 2002 (MTSA) 

• Homeland Security Act of 2002 (HSA) 

• lntellitgence Reform and Terrorism Prevention Act of 2004 (IRTPA) 

• Implementing Recommendations of the 9- 11 Commission Act of 2007. P.L. 110-53 (9/ 11 Act) 

6 Sec. Scc1or-Spccific Plan Appendix 3:Transportarlon Sysrcm~ Seer or Amhorirics. 
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Executive Branch Requirements 

• Homeland Security Presidential Directives (HSPDs) 

• White House Executive Orders 

Private Sector Input 

The pri.vate. sector may have concerns that relate. to their business interests or based on knowledge. of public interest, especially 

in the areas of safety or privacy. Awareness of these concerns helps to shape objectives and priorities. 

4.4 Risk Mitigation Activities 

TSA and its partners have developed numerous processes, tools, programs, and initiatives to reduce risk within the HMC 

mode. The following provides a summary of the risk mitigation activities (RMAs) for the modal elements of infrastructure, 

motorcoacb, school transportation, Lruckin.g, mnlti- and cross-modal, and international initiatives. Each modal element will be 

discussed in relation to how it is meeting some, or all, of the goals listed in section 4.1. 

4.4.1 Infrastructure 

The RMAs that specifically seek to reduce infrastructme risks meet at least one of the objectives of each of the four SSP 

goals. The FHWA maintains a number of these infrastructure RMAs. Its Hlghway Infrastructure Protection and Emergency 

Management Professional Capacity Building website
7 

provides. information and tools to highway or transportation agency 

employees desiring knowledge of highway infrastructure security and emergency management training, publications, or State 

contacts. The site is aimed at those newly assigned to positions in these functions, while current employees can benefit through 
the site's educational and research resources. Practitioners should find the site useful as a reference repository. 

FHWA's First Responder Awareness to Terrorist Threats for Bridges and Tunnels workshop series gives first responders, such as 

law enforcement personnel, inspectors, and other emergency responders, an overall awareness of terrorist threats and struc

tural vulnerabilities. More specifically, they learn Lo identify strengths and weaknesses of bridge and LUnnel components and 

the damage to be expected for terrorist threats. Threats covered include vehicle-borne improvised explosive devises (VBIED), 

hand-emplaced improvised explosive devices (HEIED), non-explosive cutting devices (NECD), and fire and vehicle impact. 

Similarly, FHWA's Blast Design & Analysis for Bridge Structures workshop focused on the fundamentals of explosion effects, 

determining blast loads on bridge structures, computing structural response to blast loads, and the design and retrofit of struc
tures to resist blast effects. The emphasis is on terrorist threats, including the VBIED and HEIED. 

FHWA developed the Component Level Risk Management Methodology. which is designed to provide engineers and managers 
the capability to develop a cost-effective risk management plan for a structure using a component-level analysis. This is accom

plished by identifying strengths and weaknesses of bridge and tunnel components, the damage to be expected from terrorist 

acts, and analysis of the risk of each component to a specific threat. Threats covered include the VBIED, HEIED, NECD, fire, and 

vehicle 'impact. 

FHWA also developed an online course in Freight Security Awareness Training, which provides targeted training to build the 

knowledge base and skills of freight transportation and planning professionals. 

The American Association of State and Highway Transportation Officials (AASHTO) developed the Costing Asset Protection: 
A Guide for Transportation Agencies (CAPTA), which is a tool that is used by transportation agencies to help manage and 

reduce risk.. CAPTA provides a methodology for informing decisions by analyzing assets, relevant threats and hazards, and 

7 Imp://www.n1wa.dot.gov/sccurity/emergencymgmt/profcapacitybldg/. 
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consequence levels of interest. It provides the capability to iteratively evalLLate threats and hazards against countermeasures and 
the costs involved. 

4.4.2 Motorcoach 

TSA manages three initiatives aimed at reducing risks for the motorcoach industry, which address two of the sector goals. 

TSA's Operation Secure Transport (OST) is a computer-based interactive training resource that is available to industry employ

ees. Employees who complete the OST training learn how to recognize security threats, as well as how to respond to security 

incidents. The Intercity Bus Security Grant Program (IBSGP). through its distribution of grants to eligible sra l<:eholders,. cre
ates a sustainable plan for protecting intercity bus systems and the traveling public from terrorism, especially from explosives 

and non-conventional threats that would cause major loss of life and severe disruption. For the fiscal year (FY) 2009, IBSGP 

awarded $11.5 million. The TSA Highway and Motor Carrier Division provides subject matter expertise for evaluating grant 

applications. 

4.4.3 School Transportation 

There are two RMAs specifically aimed at reducing school transportation risks, which, combined, meet at least one of the 

objectives of each of the four sector goals. TSA's School Transportation Security Awareness (STSA) is a video training tool 

providiug scenario-based situational awareness for school bus drivers and other industry personnel. The National School 

Transportation Association worked with the school transportation industry and TSA to create a voluntary list of security action 

items for school transportation industry administrators and employees. 

4.4.4 Trucking 

All of the. RMAs specifically aimed at reducing risks. to the trucking mode meet at least one of the objectives of each of the four 

sector goals. 

There is considerable collaboration regarding the security of HAZMAT among Federal agencies, including DOT's Federal 
Motor Carrier Safety Administration (FMCSA), DOT's Pipeline Hazardous Materials Safety Administration (PHMSA), and TSA. 

Furthermore, these agencies collaborate with private industry. Congress directed FMCSA to establish the Hazardous Materials 

Safety Permit Program to produce a safe and secure environment to transport HAZMAT. Codified within PHMSA's regulations 

and rules, HM-2328 requires persons who offer for transportation or transport covered HAZMAT Lo develop, implement, and 

maintain security plans, as well as provide in-depth, employee security training. Motor carrier security plans must include an 

assessment of the possible transportation security risks for shipments of covered HAZMAT and include the following elements: 

personnel security, facility security, and en route security. Mandatory HAZMAT employee training must provide. an awareness 

of security risks associated with HAZMAT transportation and provide in-depth security training on the elements of the security 
plan and its implementation. 

FMCSA audits HAZMAT motor carriers to evaluate their compli.ance with security plans and security training as. mandated 
under HM-232. Under its Secure Contact Review (SCR) program, inspectors are given authority to write citations for a carrier's 

failure to properly comply with the requirements. SCRs are conducted on all HAZMAT motor carriers that transport placardable 

amounts of HAZMAT. 

PHMSA conducts periodic compliance investigations on HAZMAT motor carriers and shippers to evaluate their adherence with 

secur.ity plans and secur.ity training as mandated tmder HM-232. Inspectors are given authority to write citations for a carrier's 
or shipper's failure to properly comply with the requirements. 

8 Hazardous Materialsl'ranspormion Security Reqttiremems (HM-232): Security Plans. 
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TSA offers voluntary training initiatives, such as the HAZMAT Self-Assessment Training Program and its HAZMAT Motor 
Carrier Security Training Program, to assist motor carriers that transport placarded amounts of HAZMAT in developing a plan 

to address security risks. The TSA Highway and Motor Carrier Division has completed extensive analysis on industry security 
best practices during the transport of high risk HAZMAT and suggested, through volw1tary Security Action Items (SAis). that 

these practices be standardized throughout the HAZMAT industry. Training is. available onli.ne through the TSA public website. 

The Trucking Security (Grant) Program (TSP). managed by TSA, was intended to enhance homeland security through increased 

vigilance and awareness on our Nation's highways. The TSP funds the First Observer ® program,. which seeks to assist all pro

fessionals and operating entities throughout the entire highway sector in obtaining training on securiry awareness, reporting 
suspicious incidents, and information analysis. There are three components to this program: the Call Center, the Highway ISAC, 

and training moduJes. 

Industry is doing its part to promote RMAs that reduce risks in the trucking mode. For example, the American Chemistry 

Council operates the Chemical Transportation Emergency Center (CHEMTREC), which serves as a round-the-clock resource 

for obtaining immediate emergency response information for accidental chemical releases. CHEMTREC is linked to the larg

est network of chemical and hazardous material experts in the world including chemical and response specialists within the 

American Chemistry Council membership, response specialists within the carrier community,. public emergency services, 

and private contractors. The Agricultural and Food Transporters Conference prepared a security guide titled, Gttide for Security 
Practices in Transporting AgricuJruraJ and Food Commodities and a threat assessment tool document, Resources Directory for Security Practices in the 

Transportation of Agricultural & Food Commodities. These documents serve as a threat assessment tool and security planning guide for 

any trucking company that transports agriculture commodities. 

4.4.5 Multi-/Cross-Modal 

There are unique transportation security issues found in the multi- and cross-modal environment of the Nation's transportation 
security network. The RMAs specifically aimed at reducing risk in the multi- and cross-modal environment mode meet at least 

one oft he objectives of each of the four sector goals. 

TSA's 1-STEP enhances the preparedness of our Nation's surface transportation sector network with meaningful evaluations of 

prevention. preparedness, and response to terrorist-related incidents. I-STEP improves security and resiliency capabilities by 

increasing awareness,. improving processes, creating partnerships. and delivering transportation sector network intermodal 

security. training and exercises. 

TSA's Transportation Worker Identification Credential (TWIC) establishes a system-wide common credential used for all 

personnel requiring unescorted physical and/or digital logic access to secure areas of the maritime port systems. Background 
checks and biometrics are required to obtain a TWIC card. 

TSA's Air Cargo Security Rule requires additional security. measures throughout the air cargo supply chain, including per
forming security threat assessments on individuals with unescorted access to cargo, enhancing existing security and training 

requirements for indirect air carriers, and strengthening the Known Shipper Program. Motor carriers who uansport unescorted 

cargo for indirect air carriers must undergo a security threat assessment and receive annual ISA-approved security training. 

TSA has established several voluntary iniriatives to assist industry stakeholders to improve security for their specific mode. For 
example, TSA's Certified Cargo Screening Program (CCSP) is a voluntary program designed to enable vetted, validated, and cer

tified supply chain facilities to screen air cargo prior to delivering the cargo to the air carrier. The CCSP will create additional 

screening capacity and provide a practical. effective opportunity for screening to occur on individual pieces of cargo prior 
to consolidation. TSA also uses SAis to communicate and share security actions that may constitute key elements within an 

effective and layered approach to transportation security. Although voluntary, many of the applicable stakeholders are currently 

employing some of these security actions as evidenced by the results of Corporate Security Reviews (CSRs) HMC conducts. TSA 
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conducts CSRs on a voluntary basis with organizations engaged in transportation by motor vehicle and those that maintain 
or operate key physical assets within the highway transportation commw1ity. CSRs serve LO evaluate and coUect physical and 

operational preparedness information, critical assets and key point-of-contact lists, review emergency procedures and domain 
awareness training, and provide an opportunity to share industry best practices. 

Another voluntary initiative is the Custon.1s-Trade Partnership Against Terrorism (C-TPAT), which is a joint governrnent

bus:iness cooperative relationship strengthening overall supply-chain and border security. Motor carriers must be validated by 

Customs and Border Protection (CBP) prior. to receiving program benefits such as reduced customs inspections and reduced 

border delays. 

The Automated Commercial Environment (ACE} is an electronic trade. processing system operated by CBP to facilitate. legitimate 
trade while strengthening border security. ACE provides the trade community, including importers, exporters, and transporta

tion companies, with a single, centralized access point for communications and information related to cargo shipments. 

4.4.6 International Initiatives 

There are. a few RM As focused upon reducing risks in the international supply chain, and they meet at least one of the objec
tives of each of the four sector goals. 

The Free and Secure Trade (FAST) program is a commercial clearance program for known low-risk shipments entering the 

United States from Canada and Mexico. This trusted shipper progran1 is open to U.S., Canadian, and Mexican truck drivers and 

allows for expedited processing for comm ercial drivers who have completed background checks and fulfill certain eligibility 

requirem ents. Participation in FAST requires that every link in the supply chain, from manufacturer to carrier to importer, is 

certified under the C-TPAT program. 

The Canadian Border Services Agency (CBSA) manages two programs that reduce risks in the international supply chain. The 
Partners in Protection (PIP) is the Canadian counterpart to C-TPAT. PIP membership is a prerequisite to participate in the FAST 

program. Although companies must apply separately for PIP and C-TPAT, both countries apply similar security standards and 
similar site. validations when approving compani.es. for membership in their respective trade security program. The Advance 

Commercial Information (ACI) is Canada's counterpart to ACE. ACI provides CBSA officers with electronic pre-arrival cargo 

information so that they are equipped with the right information al the right Lime LO idemify health, safety, and security threats 

before the goods arrive in Canada. 

4.5 Performance Metrics 

Measurement progress indicators vary acrnss the HMC mode. Most security initiatives within this mode are predominately 

voluntary at this time. As such, most metrics are output-based while corresponding baselines are completed. 

Plans to measure effectiveness are based upon collecting data and measuring it against the corresponding baselines established 
for initiatives within the RMA categories. Baselines are specific to each type of initiative. However, the commonality across 

initiatives is that once a baseline is established, any subsequent deviation from this baseline can be tracked to quantify a per

centage of change, or an improvement that the RMA has. achieved. Information collected must be verified, shared,. and stored as 

appropriate in each case. 

While it is feasible to measure and report on progress against stated goals, the sector may never be able to truly rate. the effec

tiveness of some programs. The absence of a terrorist incident or a specific natural disaster does not necessarily mean that the 

RMAs have kepL the incident from occurring or improved the secLOr's disaster response capabilities. Nonetheless, the HMC 
mode will continue to work collaboratively with its partners to complete the establishment of baselines and accurately report 

progress against its stated goals and objectives. 
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S. Security Gaps 

Section 4 outlined the goals and objectives of the HMC mode to enhance security from all hazards. Some specific RMAs 
employed were described; however, there remain certain security gaps in the layered security approach among the sub-modes 

and the partners. Budgetary considerations and time needed for implementation are considerable constraints confronting 
Federal, State, local, and tribal government partners,. as well as industry. partners. 

Within the highway transportation system, neither private industry nor security threats that confront it are static. The following 

gaps are equally manifested in varied and diverse complex and interconnected networks. 

5.1 Security Plans 

There is limited coordination among the States or the Federal Government for regional security and event planning. 

Additionally, unlike HAZMAT carriers, who are currently required to have a security plan, motorcoach carriers, school bus 

carriers, and State bridge and tunnel owners/operators currently are not subject Lo these regulatory requirements. Furthermore, 

no Federal grant funding is currently available to address school bus security, protection, or resiliency planning. Also, compre

hensive planning for security at transshipment nodes is inadequate because these nodes are not sufficiently integrated into the 
sector's critical infrastructure. 

5.2 Security Assessments and Methodologies 

There are no standardized assessment methodologies that allow for a normalized result across the industry when used against 

standard planning templates and processes. There are dissimilar regulations between the carrier sub-modes regarding who will 
be required to have completed vulnerability assessments. No transportation employees, other than Commercial Driver's License 

(CDL) HAZMAT endorsement licensees, are required to be vetted, including CDL licensees with passenger endorsements, 

and those loading hazardous materials, dispatching vehicles,. or maintaining vehicles. Coordination among differing Federal 
personnel security vetting initiatives is necessary to prevent a duplication of industry efforts and costs. There is no system or 

requirement to vet drivers/signees of commercial rental truck agreements. In addition, security assessments are needed for 

high-value, critical highway infrastructure, as well as grant funding specifically for highway infrastructure security initiatives. 

5.3 Security Training 

There is a lack of standard security training that is available or that can be customized by sub-mode. There are dissimilar regu

lations for the carrier sub-modes regarding requirements for employee security training. 
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5.4 Security Exercises 

There is no effective way for carriers, who are currently required to have security plans, to test those plans with periodic 

security exercises. 

5.5 Information Sharing and Communications 

The currem TSA alerts system does not contain all highway LransponaLion carriers contact information. Due to hundreds of 

thousands. of independent operators with no central office, a11d inconsistent communications capabilities from dispatch offices 
to drivers, HSIN is not an effective means to share information with a great deal of the industry. There is currently no system 

that exists to get time-sensitive security information to transportation drivers while on the road. There is also no current capa

bility to ascertaining the number, location, and risk of vehicles carrying security-sensitive hazardous materials or critical goods, 

school buses with students on board, or motorcoaches during evacuation operations or in areas with ongoing security events. 

An ongoing challenge is to consistently disseminate useful information to modal partners that is not constrained by confusing 
protection levels that restrict information sharing. 

Another concern is the current First Observer® program is grant funded and has no annualized funding beyond FY2011. 
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6. Way Forward 

The Federal agencies with responsibilities related to Highwa}' Infrastructure and Motor Carrier protection are committed to 
implementing the NIPP and the Transportation Systems SSP thereby reducing or eliminating the security gaps identified in 

section 5 .. As the SSA for transportation security, TSA will work with private industry and government partners to develop a 
comprehensive strategy that looks holistically. at the sector. Substantial challenges. confront the SSA and all of the HMC partners, 

especially the size, diversity, and relatively unregulated operational security nature of the mode, when compared with the 

highly regulated aviation mode, for example. Private industry partners have a vested interest in implementing procedures that 

ensure the security of their enterprises and their customers and in adhering to the various rules and regulations that govern 

the mode. 

Government agencies with roles and responsibilities in the Transportation Systems Sector must balance operational needs and 

requirements with resources. The SSA focuses on four key fwKtional areas for improving the security and resiliency of the 

sector: security planning, conductLng vulJ1erability assessments, training, and exercises. The HMC mode faces an ongoing 

challenge regarding information sharing, which calls for. a willingness to. folly support new initiatives and allowing them to 
mature. An all-hazards approach must be reflected in future funding of risk mitigation activities and security grams. Key areas 

intended to be addressed within the goals and objectives detailed in section 4.1 by the HMC mode within the next three years 

are described below. 

6.1 Security Planning 

Mindful of the National Response Framework guidance, Federal modal partners will improve their all-hazards approach on 

security planning initiatives. They will also develop new risk mitiga.tion solutions to address risks from security gaps and 

cybersecurity threats. The sector's stakeholders. propose that gra11t funding to address: school bus security issues should be made 

available. Regulatory programs are planned to ensure that specific security planning challenges are addressed. This is particu

larly necessary for both the motorcoach industry and the Highway Security Sensitive Materials (HSSM) Carriers. 

6.2 Security Assessments 

The need for security assessments will remain for the foreseeable fuwre. TSA is required by the 9/11 Act to update industry risk 
assessments and needs to further refine and standardize its own criteria for risk assessments. Assessments of critical highway 

infrastructure should be coordinated jointly between the Federal agencies responsible for security and the State and local gov

ernments who own these assets. Regulatory programs are required for motorcoach industry security vulnerability assessments 
per the 9/11 Act, and for specific HSSM carriers. Improved coordination between Federal agency partners should eliminate 
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dissimilar regulations. Likewise, there must be coordination of Federal personnel security vetting efforts to prevent duplication 
of industry efforts and costs. 

6.3 Security Training 

Per the 9/l I Act, security training is required for the motorcoach industry and a regulatory program is being developed to 

support this. endeavor. TSA also plans. to develop a regulatory program for HSSM carriers security training. These regulatory 
programs should be coordinated with other Federal agencies to avert promulgating dissimilar regulations. Finally, domain 

awareness security training should be expanded to service all of the HMC modes. 

6.4 Security Exercises 

Sector security training exercises are used by private industry and government partners to increase awareness, improve pro

cesses, and enhance partnerships. TSA will continue its deployment of I-STEP, specifically by developing an on line, interactive 

capability to meet the particular needs of highway owners/operators. The interactive online training system is intended to 

allow private industry partners to participate in training exercises remotely and to provide a trial environment to assess their 

own individual security plans. 

6.5 Information Sharing and Communications 

Section 5 describes a key gap in security around the ability of government and authorized partners LO effectively share action

able information. Addressing this gap requires procedural and systems activities. Requirements to address the gaps must be 
better understood and the sufficiency of cmrent mechanisms such as TSA alerts, notifications, bulletins, and ISAC releases 

evaluated. 

General communications between government and private stakeholders must continue to be promoted. Existing mechanisms 
such as conference calls, exercises, domajn awareness activities, and the GCC/SCC process will continue and must incorporate 

an all-hazards approach. Sharing information across agency mjssion lines and modal sectors is critical in reducing the risk of 

transportation security threats and ensuring a coordinated and effective response to any domestic incidents. 

The SCC and GCC have formed a Joint Information Sharing Environment Working Group to develop requirements, protocols 

and procedures to formalize information sharing \Nithin the sector. This institutionalized system is intended co share routine

and incident-related information as well as alerts, warnings, and notifications. Within the Information Sharing Environmem, 

HMC partners will address the best mechanisms to share and use information in the most effective and efficient 
manner possible. 
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Appendix 1: Strategy for a National 
Highway Bridge Security Program 

Introduction 

There are approximately 600,000. highway bridges. on public roads in the United States encompassing. various sizes, designs,. 
ownership, levels of historical significance, and vulnerability. Bridges represent an attractive target to terrorists because they 

offer a concemrated point of attack for terrorists wishing to di~rupt commerce and freedom of movemem within America and 

across its land borders and for the potential spectacular nature of a successful attack. 

In the post-September l I environment, the need for a strategy for securing highway bridges is apparent to responsible officials 

at all levels of government and throughout the highway bridge stakeholder community. An Al-Qaeda manual captured in 200 I 
identifies "blasting and destroying bridges leading into and out of cities" as one of the military missions of the terrorist orga

nization. In 2003, the FBI learned of an aborted plot by an American Al-Qaeda operative, Iyman Faris, to cut the wire cables 

of the Brooklyn Bridge using a torch. The post-9/1 l Blue Ribbon Panel of bridge and tunnel experts. estimated that the cost of 
replacing a bridge or runnel due to a large-scale terrorist attack could exceed $10 billion. 

Though not a terrorist act, the collapse of the I-35W Mississippi River. Bridge in Minnesota on August I, 2007,. again called 

attention to the consequences associated with the destruction of a bridge. Accordingly, interagency representatives convened 

the Highway Bridge Secmity Strategy Working Group to coordinate the security efforts initiated by the respective segments 

of the Federal Government bridge community. The working group brings together the Departments responsible for bridge 

security and bridge safety-the Department of Homeland Secmity (DHS) and the Department of Transportation (DOT). The 

Tramportation Security Administration (ISA) chairs the working group. Other members include the DOT Federal Highway 

Administration (FHWA), which along with the DHS Office of Science & Technology (S&T) and the DHS Office of Infrastructure 
Protection (OIP), provides technical expertise on bridge design, risk assessment methodology, and countermeasures. The pm

pose of this working group on bridge security is to identify the objectives that, when met, will provide a layer of security for 

the Lransit of people and goods across our country and borders. 

Purpose 

The purpose of this paper is to define a strategy for the Federal Govemmem to address the security risks associated with high

way bridges in the United States and recommend solutions. The proposed strategy will: 

• Identify, assess, and prioritize risks to critical bridges from terrorist or criminal acts; 

• Provide to bridge owners and operators standard means of risk assessment and risk mitigation based on threats, vulnerabili

ties,. and consequences; 
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• Establish a means to prioritize available Federal security funding to address security gaps at the Nation's most critical bridge 
infrastructure; 

9 

• Establish priorities for research and development and security enhancement projects over the long-term; and, 

• Encourage and guide the incorporation of risk-reducing technologies and construction practices. in improvements to existing 

bridges and future highway bridge design. 

Background 

Bridge resiliency is a responsibility shared by Federal, State, and local government agencies and the private owners and opera
tors of many of the Nation's most important highway bridges. Federal partners include DOT, FHWA, DHS, TSA, S&T, OIP, the 

U.S. Department of Defense (DoD), and the U.S. Army Corps of Engineers. Security begins with the States, which establish 

requiremencs for highway. bridge design .. construction,. maintenance, and replacement. Private bridge owner/operators, private 

industry, and organizations like the American Association of State Highway and Transportation Officials (AASHTO), which rep
resents State Departments of Transportation, also share in the responsibility for designing, building. maintaining, and operating 

bridges that support the surface Lransponation net work. 

This strategy docwnem represents the coordinated effort of the highway bridge security work group to capture situational 

awareness of the current state of highway bridge security and to guide the development and application of measures that wiU 

enhance bridge resiliency against a multitude of threats for years to come. Some of the initial effort has already been com

pleted. Rather than duplicating previous effort, this strategy will draw heavily upon institutional knowledge and capabilities, 

and synthesize existing work toward clearly identified strategic ends. 

Strategy 

The strategy will be divided into three phases that collectively will yield enhanced security to critical bridges in the short-term, 
while guiding research, development and implementation in the medium- and long-term. Elements of the strategy will cut 

across phases, but the sequential order should clarify the relative priority of objectives. 

Phase I will identify critical bridges, assess current risk, and implement short-term measures to mitigate that risk. During this 

phase, a list of lhe Nation's critical bridges will be developed and categorized into two priority tiers using existing TSA and 
other Federal data.10 This initial tiering will incorporate threat information and will be based on criteria such as traffic volume, 

collocation with other infrastructure, amount of time needed to rebuild, iconic value, existing vulnerability data, and the 

impact of loss on the local, regional. and national economy. 

Next, existing strategic assessments-performed either privately or with Federal guidance-will be compiled and compared 
against the list, to determine which security gaps at tier I and tier 2 bridges have been previously identified and/or addressed.11 

The process will draw upon the TSA corporate security review (CSR) program, which serves to evaluate physical and opera

tional preparedness information, collect critical assets and key point-of-contact lists, and review emergency procedures and 

domain awareness training. Information from site-assistance visits (SAVs) performed by the DHS OIP and by the FHWA 

Engineering Assessmem Team will also be used. 

9 Al lhe time of this documem"s wriling, dedicated sources o f funding assistance for highway infrasm1c1ure security improvemems/enhancemems do not exisl. References 
In this documem to federal funding. assume lhat such assistance, wil l be made available. 

10 The rier system referred co here applies only lo bridges. and is based on criteria to be establ ished by the work group. 11 does nor refer to previo us inframucrnre liers 
establJshed by the Office o f Infrastructure Protection. and is nm meant to aOect or replace tha1 process. 

11 The work group. rccogni1es that 1cchnologlcs currcmly. in place ro m irigatc oihcr hazards. 10 hridgcs have security benefits. 
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The compiled information will establish the baseline for completing phase I of the bridge security strategy, which is to guide 
limited available resources to mitigate risk at the Nation's most critical bridges. The result will be an immediate and cost-effec

tive boost to security against threats at the most vulnerable and potentially at-risk bridges. 

During Phase II of the security strategy, DHS and DOT will provide recommendations to tier l and Lier 2 bridge owners on 

the types of modifications that Federal funding will support as part of its effort to mitigate overall risk to the Nation's bridge 

infrastructure. This phase will also support and encourage scientific research to improve design technologies and assessment 

methodologies for the long-term. 

To support this phase, the work group will establish standard risk assessment methodologies that can be implemented by 

bridge owners and operators to qualify. for Federal funding .. An appropriate methodology must account for the specific risks. 
faced by each individual bridge,. based on the critical elements of its design type (truss, suspension, cable-stay,. etc.) a.nd the 

adequacy of all hazards measures already in place. The CSR process identified above, the component-level risk management 

system supported by DOT, and the Multi-modal Risk Assessment Process s upponed by AASHTO are examples of market-ready 

processes that will be considered by the work group. 

Standard methods of risk assessment may assist bridge owners and operators to access available Federal funding for projects 

aimed at mitigating risk. To the Federal Government, standardization provides a way to evaluate protective strategies and 
secmity enhancements that support the objective of national bridge security. Federal funds for bridges, contingent upon a 

risk assessment that considers threat, vulnerability, and consequences of a successful attack, serve as investments in long-term 
security. 

The identification of standards for threat assessment in phase II must concurrently drive the scientific effort required to advance 

countermeasure development in the long-term. Such development should follow on the work started by the FHWA, DHS S&T, 

DoD, National Cooperative Highway Research Program of the National Academies, and in the private sector. As fLmding is 

directed to mitigate medium-term risk, research and developmem of new technologies and risk assessment methodologies will 
make the strategy viable in the long-term. 

Phase III is the implementation oflayered security measures at the Nation's most critical bridges, accompanied by the develop

ment and implementation of new design and retrofit measures for risk mitigation. During this phase, the working group of 

Federal agency subject matter experts will establish programmatic authority in an appropriate office. This office will be charged 

with overseeing and collaborating, as appropriate, to update the standards, methodologies, protective strategies, and technolo

gies required by long-term implementation of the strategy. 

Because a successful bridge security strategy is one that can dynamica1ly adapt to changing threat scenarios and developments 
in technology, phase III should not be col1Sidered a final end-state. Its implementation, however, will establish a benchmark by 

which the security of existing and future. highway bridges may be judged, against the prevalent threats of their times. 

Objectives 

This Strategy is guided by the following overall objectives: 

I. Identify and prioritize the Nation's most critical highway bridges. 

2. Identify gaps in security via standardized risk assessment tools. 

3. Make available additional Federal funding Lo the most critical bridges, eying access to Federal dollars to implementation of 

standardized risk assessment processes. 

4. Make additional funding available for research and development of design technologies and risk assessment methodologies 

that are viable for retrofit strategies, future design standards, and construction projects. 
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S. Establish programmatic authority to determine agreed-upon assessment methodologies, along with standard protective 
strategies and technologies. 

6. Encourage and guide the incorporation of vulnerability-reducing technologies and construction practices in future highway 

bridge design, improvements, and enhancements. 
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1. Executive Summary 

Protecting the freight rail transportation system of the United States is essential to the Nation's security, public health and 
safety, economic vitality, and way oflife. A successful terrorist attack on the U.S. freight railroad industry could significantly 

disrupt the functioning of government a11d private businesses alike, and cause cascading effects far beyond the targeted physical 
location. Such an attack could result in catastrophic losses in terms of human casualties, property destruction, and economic 

effects, as well as profound damage to public morale and confidence. The potential exists for the freight rail system to be the 

direct target of terrorism, or rail shipments of rail security-sensitive materials
1 

(RSSM), including hazardous materials classi

fied as toxic or poison inhalation hazards (TIH or PIH), could be used as a weapon of mass effect with devastating physical and 

psychological consequences. 

The Secretary of Homeland Security, in accordance with Section ISll(a) of the 9/11 Commission Act,
2 

delegated to the 

Transportation Security Administration (TSA) the responsibility to complete a nationwide risk assessment examining the 

potential threat, vulnerability,. and consequence (TVC) of a terrorist attack on the Nation's freight rail system .. TSA prepared the 

risk assessment in conjunction with other Department of Homeland Security (DHS) elements and Federal partners, as well as 
private sector stakeholders in the transportation sector, to identify potential gaps, determine risk-based priorities, and leverage 

security improvements. The risk assessment identified two primary risk areas in freight rail transportation: 

• The Movement of Cargo 

- The potential for rail cargoes to be used as weapons of mass effect. 

• The Loss of Critical Transportation System Infrastructure 

- The disruption or degradation of the freight rail network. 

The diversity and expanse of the North American railroad system is extraordinary and presents a unique preparedness chal

lenge to prevent, respond to, and recover from potentially devastating effects. Numerous passenger and commuter rail systems 

throughout the country operate at least partially over tracks or rights-of-way owned by freight railroads. The National Railroad 
Passenger Corporation (Amtrak), for example, operates on more than 22,000 miles of track owned by freight railroads through 

operating agreements. 3 The interdependency of freight and passenger rail infrastructure - including common bridges,. tunnels, 

1 Rail security-sensilil·e moitriol~ arc defined. as ( I ).A rail car. containing more than 2,268. kg (5 ,000 lbs) of a Division I. I, 1.2, or. 1.3 (explosive). material, as defined in. 49 
CFR 173.50: (2) A tank car containing a material poisonous by inhalation as defined in 49 CFR I 71 .8 , including anhydrous ammonia, Division 2.3 gases poisonous 
by inltalation as set for1h in 49 CFR 17 3. I I S(c). and Division 6. 1 liquids meeting 1be defining criteria in 49 CFR 173. I 32(a) (l)(iii) and assigned to hazard zone A or 
hanrd ?one. B. in accordance with 49 CFR 17 3. I 33(a) . excluding residue quantities of these materials; and (3) A rail car containing. a highway route-controlled quan11iy 
of a Class 7 (radioactive) material, as defined in 49 CFR 173.403. See 49 CFR 1580.3 and I 580. lOO(b) . 

2 "Implementing Recommendations of the 9/ 11 Commission Act of 2007" (Public Law I I 0-53, August 3, 2007), Section I 51 1 (a) . 

3 In. addition. many comm mer rail systems operate primarily. or exclusively over. tracks. or rights-of-way. owned by freight railroads. 
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and tracks - also increases the likelihood that incidems affecting highly critical assets could affect the entire railroad system. 
The rail network is vast and the owners/operators vary in size and communities served. Preparedness, therefore, is a shared 

responsibility between government entit'ies and the pri.vate sector. Government agencies, the private sector railroad carriers, 

and other stakeholders must be positioned to meet the Nation's needs to strengthen preparedness, security, and resiliency in the 

freight rail sector. 
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2. Overview of Mode 

2.1 Overview 

There are approximately 140,000 miles of active railroad track in the United States. A total of 565 common carrier freight 
railroads use these tracks, and they earned $63 billion in revenue in 2008.

1 
Of the common carrier freight railroads, there are 

seven dass I freight railroads 
1 

that generate a minimum operating revenue of $401. million. Though they comprise only l 

percent of all railroads, Class I carriers operate on over 94,000 miles of the total track in the United States (67 percent). Of the 

approximately 180,000 employees among all carriers, Class I railroads employ over 164,000 persons and generate over $59 

billion or 93 percent of the total revenue.
6 

These railroads operate over lar.ge areas, in multiple States, and concentrate on the 

long-haul, high-density, intercity traffic lines. 

The remaining 558 carriers are commonly referred to as regional and short line railroads, but are also known as Class II and 

III carriers. Regional railroads are classified as operating on at least 350 miles of active lines and having revenues between $40 
and $400 million. Short line railroads are carriers operating on less than 350 miles ofline and generating less than $39 million 

in annual revenues. Short line railroads can be further divided into local line-haul railroads. and switching/Lerminal railroads. 

Switching and terminal carriers operate primarily. in a localized territory and provide connecting services bet ween carriers in 

major cities. Terminal railroads are often owned by one or more of the Class I carriers. In several major metropolitan areas, a 

loss of service from a belt railroad (a type of short line) or terminal railroad would cause a disruption in interchange operations 

between eastern and western Class I rail carriers. 

Freight .railroads serve nearly every industrial, wholesale, retail, and resource-based sector of the U.S. economy. With a net
work that runs from one end of the country to che ocher, freight railroads work to connect businesses with each other across 

the United States and with markets overseas. In 2007, freight railroads generated $91.459 billion in the U.S. goods trade with 

Canada and Mexico.
7 

About 30,362 trains crossed into the United States from Canada, while 10,648 trains crossed in from 

Mexico.8
. Freight railroads are responsible for transporting a majority of goods and commodities that Americans. depend on, 

hauling everything from lumber to vegetables, coal to orange juice, grain to automobiles, and chemicals to scrap iron. One 

• Association of American Railroads. Railroad focl5. 2009 Edition. 

I For pt1rposcs ofaccouming and rrponlng. rhc SurfaccTranspormion. lloard (STB) groups freight railroad carriers Imo three classes.The STB Is an economic regtilatory 
agency that Congress charged with the fundamelllal missio ns of resoh'ing railroad rate and service disputes and reviewing proposed railroad mergers. See !CC 
Tcrrnin~tlon Act of 1995, Pub. L. I 04 88. I 09 Stal. 803 (December 3 I. 2005). 

6 Associa1ion of American Railroads. Railr0<1d forn. 2009 Edilion. 

7 U.S. Department ofTransportaLion. Research and Innovative Technology Administration, Bureat1 ofTransponatiou Sta1istics. TrumBordm Fr<igbtData. available at hups:// 
ww\v.bts.gov/mda/ rbscd/pro<l.html as of August 2008. 

8 U.S. Departmem ofTransportalion. Research and Innovative Technology Administration. Bureau of Transportatio11 Statistics. Border Crossing/Entry Daw, available at h ttp:/ I 
www.b11.gov/i11/ a~ o(Scptcmhcr 2008. 
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example of the critical role thaL freight railroads play in the support of other sectors is that of the Energy Sector. Coal is the fuel 
that generates half of America's electricity. Freight railroads are responsible for the transportation of more than 70 percent of all 

U.S. coal shipments (7.7 million carloads in 2008).9 The Energy Sector reli.es on the railroad network to deliver the vast quanti

ties of coal required for power generation. While products like coal do not pose a threat if spilled or released, the disruption 

of the rail system could adversely impact other. critical sectors. depending on the location of the disruption. And although coal, 

like the majority of freight railroad shipmems, poses linle or no threat to civilian populations and consequently has linle or no 

target value to terrorists, there are other commodities that, when released from their shipping containers, have the potential to 

cause widespread casualties. 

Approximately l 01,000 shipments to of TIH materials are transported by rail each year. Ninety percent of that volume comes 

from six chemicals - anhydrous ammonia, chlorine, ethylene oxide, anhydrous hydrogen fluoride, sulfur dioxide, and anhy

drous hydrogen chloride. Chlorine and a11hydrous ammonia are the most frequently transported and constitute 78 percent 

of all TTH rail shipments. A successful ddiberate terrorist attack against TIH materials in transportation poses serious risks of 

fatalities and injuries. Two accidents demonstrate. the devastating and lethal consequences following a release of TIB from a rail 

car in transit. In Graniteville, South Carolina in January 2005, a train collision and derailmem on a siding resulted in a release 

of 56.3 tons of chlorine. Nine people died as a result of the chlorine gas, while over 5,400 people were evacuated within a 

one-mile radius and at least 200 were treated for respiratory complaints. Near Macdona, Texas, in June 2004, a train collision 
and derailment resulted in a chlorine release of 54 tons. Three people were killed by the chlorine gas and at least 30 civilians 

were treated for chlorine exposure.
11 

Though these incidents were caused by accidental releases, they demonstrate the type of 
impact that a large scale release of a TIH material can cause. These harmful effects would potentially. be magnified in a highly 

populated urban area. 

According to the U.S. Department of Transportation (DOT) Bureau of Transportation. Statistics, hazardous materials (HAZMAT) 

traverse more than n billion ton-miles on rail.
12 

But despite the risks, hazardous materials are essential to the functioning of 

the economy and society. These materials fuel motor vehicles, purify drinlking water, and heat and cool homes and offices. 
Other hazardous material~ are used for farming and medical applications, manufacturing, mining, and other industrial 

processes. 

Federal law requires freight railroads to carry all shipments (including TIH) that are tendered in accordance with DOT regula

tions. Radioactive materials, which are classified as hazardous materials, are also uansported by rail. The Nuclear Regulatory 

Commission and the Department of Energy have primary security oversight for these shipments. 

Railroads arc also one link in the U.S. intermodal supply chain. Over the past 10 years, inter modal traffic has been the fastest 
growing rail traffic segment. Today, there are 9.2 million intermodal rail shipments annually. An increasing nw11ber of the 

intermodal shipment transfers from the maritime mode to freight rail are international movements. 

Assets, Systems, and Networks Including Cyber Networks 

The current freight rail system is a diverse network of companies, both large and small; these carriers compete and cooperate 

economically. with one. another. Since there is. not one single coast-to-coasc freight rail operator, these carriers have. developed 

9 '"Tbe Economic Impact of America's Preight Railroads.'" Association of American Railroads. May 2009. Web 07 August 2009, available at http:/ /www.aar.org/ 
lnCongress/ -/media I AAR/1'ackgrou ndPapcrs/Econom icl mpmofUSFrcigh1RRs20May2 009 .ashx. 

10 Shipments is a loaded origination. 

I I.National Transportation Safety Board. (RAR-06/03, PB2006-9 ! 6303. JtJy 6, 2006). Rnilroud A(ddem Report:Collision of Union Pudfic Railroad Train MHOTU-23 with BNSF Ruil»ny 
Compiiny Trnin MF.AP· TUL- 126-D wirh Subsequmr Dtroilment an(f Ha1ordou< Mo1erio/1 Release. M(1cdono,Texas.Junr 28, 2004. Washlngton. D.C. 

12 2002 Commodity Flow Survey - Hazardous Materials. "'Table J a. Hazardous Material Shipment d1aracteristics by Mode o(Transponalion for Lhe United Stales: 2002."' 
Bureau ofTransporrotion Sta1111ics, December 2004. p.19. 
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various interchange, joint services, and voluntary access agreements that allow for the transfer of rail cars between carriers, as 
well as the operation of one carrier's train on the tracks of another railroad. The result is the rapid and efficient movement of 

commodities and finished goods throughout the Nation. 

In the event of major natural disasters, railroads have demonstrated resilience in bringing assets and infrastructure back online 

in a timely manner. As demonstrated during Hurricanes Katrina and Rita and then with Ike and Gustav, in Louisiana and Texas, 

the rail industry, although severely impacted on a local basis. was able to continue the .flow of traffic through other areas of the 

country using well-planned detours. The railroad operations. centers oversee current conditions co determine. if a hazard, such 

as adverse weather conditions, is pending, and then cake the corrective actions co avoid disruptions and/or restore operations as 
quickly as possible. 

The same operations model would be applied to a catastrophic incident involving a terrorist attack on a TIH tank car or if a 

critical infrastructure asset is lost (e.g .. a bridge). The national network of carriers is designed for greater resiliency in the sys

tem. If required, carrier operations centers can divert Lrains if portions of the freight rail system are rendered inoperative (e.g., 

train derailments or washouts), allowing for the continued transportation of freight with minor delay. With this in mind, it is 

imperative that efforts to improve security for the system are adapted to this environment and are equally applied to all freight 

rail carriers. 

Railroads also provide critical support to the Department of Defense (DoD). DoD designated more than 30,000 miles of rail line 

as the Strategic Rail Corridor Network that provides the backbone for transporting DoD shipments. This network is essential to 
the movement of specialized equipment and large quantities of material required to support military operations and national 

defense. 

With the merger of information system technology and transportation infrastructure, railroad operations have become increas

ingly reham on information systems and communication technologies. Ra.il companies have made growing use of onboard 

computers, local area networks, automated cquipmem identifiers, global positioning system (GPS) tracking, automatic report
ing of work orders co headquarters, car scheduling and train order systems, and two-way wireless connections.13 Commercial 

fiber-optic communications cables are also laid along rights-of-way. These are commercial lines, used by various commercial 

users as well as rai.lroads. The rails themselves are also used as communications channels for signal controllers and trackside 
signals. Nearly all locomotives and rail cars are tagged with automatic identification transponders, which automatically record 

and report car location as it passes a wayside detector. As a result, the standing orders of cars are verified automatically, and car 

location reports arc transmitted 10 railroad service centers and customers faster and more accurately.
1
'' 

The railroad's growing dependence on these centralized monitoring and control systems, including Centralized Traffic Control 

networks, prompts concerns of possible cyber attacks upon these systems. Although there is no evidence of a specific terrorist 
threat to freight rail cyber systems, intelligence reporting indicates al-Qaeda and other adversaries with ill intent have a sus

tained interest in launching operations against computer networks. The Federal Government, in cooperation with the industry, 

continues to identify efforts to address gaps in rail security, which include cybersecurity challenges, through conferences and 

security briefings. 

13 Association of American Railroad;,. 2003. facts About R<lilroads. Policy and Economics Department. Ja.n. I 0. www.aar.org/PubConunems/Documems/ AboutTheli1duwy/ 
Statisrics.pd( 

1+ National Research COLmcil (U.S.) Commitcee on Freight Transportation Information Systems Security. "Transportation Research Board Special Repor1 274. - Cybersecurity 
of Freight Jnformarion Systems: A Scoping Smdy."' 2003. Wash ington. DC. p. 23. 
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Risk Profile 

The fw1damental challenge to securing the freight raH network is to protect against a constantly changing, unpredictable threat 

environment without impeding the continuous movement and free flow of commerce that is required in today's just-in-time 

supply chain. Attacks can be isolated, having. minimal effect on the total railroad operating system, or. can result in a major. 

impact that has national implications, potentially shutti ng down railroad operations for specific sectors and lasting several 

weeks to months. The Transportation Security Administration's Office of Intelligence (TSA-01) "Annual Threat Assessment to 

Freight Rail" report, dated September 15, 2009, indicates that while there is no specific threat or intelligence pointing to freight 

rail transportation, the possibility exists chat the freight rail system could be a target for terrorists. 

In assessing the security risk to the freight rail network, it is important to remember that the freight rail sys(em was designed 

·with ease of access as a fw1damencal principle chat underlies its operational success. TSA risk assessment efforts entail examin

ing the critical assets, such as bridges, tunnels, and yards, that are required for carrying out the freight railroad's basic mission 

of moving freight. Rail yards and terminals represent the fixed poims in the net work of railroad assets at which cars. are trans

ferred from one train to another, inspected and repaired as necessary. The movements of RSSM through freight rail facilities, or 

over open tracks, leave railroad employees and public populations vulnerable if confronted with the threat of a terrorist attack. 

Intelligence reviews of various attacks worldwide, as well as analysis of seized documems, and the imerrogation of captured 

and arrested suspects, reveal that there has been historic interest in carrying out attacks on railroad systems. The greatest inter

est shown by terrorist organizations, as evidenced by actual attacks. seized documents, and interrogations, has been attacks 

on passenger rail systems. This is because of the potential for larger civilia11 casualties, the relative ease of carrying out such 

attacks, and the potential to initiate panic in the general population. TSA-01 concludes that long stretches of open, unattended 

track and nwnerous critical points (e.g., junctions, bridges, contiguous passenger rail sites) that are difficult to secure make the. 

U.S. freight rail system an auracLive target for terrorist attacks. 

While the potential is considered a low to moderate risk, documemed evidence does exist that disgrumlcd persons have tam

pered wiLh tracks.
15 

Control systems are also vulnerable to attack either by terrorists or acts of vandalism. However, the fail-safe 

nature of freight rail control systems may serve to mitigate the risk of a catastrophic incident. 

Risk Assessment Defined 

At TSA,. a risk assessment is a product or. process which collects. information and assigns values LO. risks for the. purpose of 

informing priorities, developing or comparing courses of action, and infor ming decisionrnaking. It is an appraisal of the risks. 

facing an entity, asset, network, geographic area, or other grouping. For example, TSA analysts have produced a risk assessment 

outlining risks to the freight rail industry. The product is called the Rail Security Risk Assessment (RSRA). 

Methodology 

To assess the risks of terrorism associated with freight rail, TSA uses a mix of qualitative and quantitative approaches consistent 

with risk assessments from other transportation modes. 

For the RSRA, TSA established a team of risk management and security exp erts witllin the freight rail transportation system. 

TSA used the specialized experiences and backgrounds of these risk experts, coupled with the results and findings from risk 

methodologies and assessments throughout the Deparnnem of Homeland Security (DHS) (such as the National Comparative 

Risk Assessment, Strategic Homeland Infrastructure Risk Assessment, and the ongoing Transportation Sector Security Risk 

Assessment), as well as published reports from the Government Accountability Office regarding risk management approaches. 

15 DHS,Tramporlalion Sccuriiy Adminis1rarion (TSA) Office oflntclligcncc (01). (U) Frrigh1 RailTJircotAmssmenl. W.1~hing1on , D.C .. May I 3, 2008. pp. 2, 5-6. 
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TSA determined that a scenario-based approach was the most appropriate methodological tool to use for the RSRA. TSA applied 
the generally accepted risk management framework of risk as a function of TVC. 

Purpose 

After risks are assessed, requirements designed to address the risks can be developed. A suite of potential solutions that 

includes, but is not limited to, industry action items, grants, regulations, and security countermeasures can be formulated from 

the requirements. 

The purpose of the RSRA is to describe the strategic-level risks to the railroad mode and to support TSA's Transportation Sector 

Security Risk Assessment (TSSRA), an overarching, strategic, scenario-based, cross-modal risk assessment based on TVC. TSA 

developed this assessment tool to further inform DHS leadership of security priorities, support strategic risk analysis processes, 

and help security experts prioritize transportation assets. The output of the RSRA is an important component of the TSSRA. 

Sector Partners and Information-Sharing Mechanisms 

The TSA Freight Rail Security Division (Division) regularly commm1icates with its stakeholders, implementing a variety of 

mechanisms to enhance its stakeholder relationships to effectively respond to issues, questions, or concerns regarding freight 
rail security. The Division has reached out to industry stakeholders, as well as those in Federal, State, local, tribal, and terri.tori.al 

governments. The Division shares open source, For Official Use Only, Law Enforcement Sensitive, and classi.fied information 

where appropriate, and develops the content for and hosts pertinent, regular conference. calls for internal and external stake

holders as needed. Meetings with the Freight Rail Government Coordinatil1g Council (GCC) are also held once every quarter. 
The Division also meets with State Homeland Security Advisors to discuss current programs, as well as to solicit feedback on 

ways to enhance freight rail security in their region. 

As described in the Transportation Systems Sector-Specific Plan (SSP), the Sector Coordinating Council (SCC) is the vehicle for 

industry stakeholders to coordinate and collaborate with TSA. The Division interacts with both the Freight Rail SCC and the 

Chemical SCC. The Freight Rail SCC is primarily composed of representatives from the freight railroads, while the Chemical 

SCC includes representatives frorn rail shippers and receivers. Both groups have a vested interest in the formation of iJ1itiatives 

and policies to reduce security risk in freight rail transportation. 

Freight Rail GCC Membership 

Department of Homeland Security: 

• Transportation Security Administration (Chair) 

• National Protection and Programs Directorate 

• Federal Emergency Management Agency, Office of Grants and Training 

• Office of Intergovernmental Affairs 

• U.S. Coast Guard 

• Customs and Border Protection 

Department of Transportation: 

• Federal Railroad Administration 

• Pipeline and Hazardous Materials Safety Administration 

• Surface Transportation Board 
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Department of Justice: 

• Federal Bureau of Investigation 

Department of Defense: 

• Assistant Deputy Under Secretary of Defense (Transportation Policy) 

Freight Rall SCC Membership 

• Association of American Railroads (Co-Chair) 

• American Short Line and Regional Railroad Association (Co-Chair) 

• Amtrak"" 

• Anacostia and Pacific 

• BNSF Railway Company 

• Canadian National 

• Canadian Pacific Railway 

• CSX Transportation 

• Genesee & Wyoming 

• Iowa Interstate Railroad, Ltd. 

• Kansas City Southern Railway Company 

• Metra® 

• Norfolk Southern 

• RailAmerica, Inc. 

• Union Pacific Railroad Company 

• Wheeling & Lake Erie Railway 

Numerous programs and initiatives exist ro engage private sector partners in collaboraLive efforrs to reduce security risk. The 

Division consistently strives to transmit pertinent security information to its stakeholders in a timely manner. Consequently, 
the Rail Security Coordinator (RSC) Network has become the primary vehicle for information sharing. Whereas TSA initially 

had a partial picture of its stakeholders in the freight rail industry, the RSC Network presents a comprehensive population of rail 

carriers, shippers, and certain receivers of rail security-sensitive materials, allowing for effective outreach in regard ro freight 

rail security issues. Further information about the RSC Network, as well as the freight rail portal on the Homeland Security 

Information Network (HSIN), is detailed below. 

Rail Security Coordinator Network 

On November 26, 2008, ISA issued a final rule on rail transportation security (see 73 FR 72130) which included provisions 

for freight rail carriers, RSSM shippers, and RSSM receivers operating within a High Threat Urban Area (HTUA) 
16 

to appoint 

a primary and at least one alternate RSC.
17 

Designated at the corporate level, RSCs serve as the primary contact for intelligence 

16 High Th real Urba11Area (HTUA) means an. area com prisil1g one or more cities and 1urrounding area& including a I 0-milc buffer. zone. (sec Appendix A 10 49 CFR Pan 
I S80) . 

17 49 CFR 1580. 101. 
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information and security-related activities and communications with TSA, 24 hours a day, 7 days a week. Covered entities are 
required to submit to TSA the contact information of each of their RSC designees, including names, titles, telephone numbers, 

and e-mail addresses. As such, TSA has assembled a comprehensive database of stakeholder contact information to establish a 
network for information sharing with the industry. 

RSCs serve as the security liaison between their organization and TSA. They are a primary point of contact for receiving com

munications and inquiries from TSA concerning threat information or secmity procedures, and for coordinating responses 

with appropriate law enforcement and emergency response agencies. In the event that TSA needs to convey time-sensitive 

security information to a regulated party, the RSC Network is beneficial, particularly in situations requiring frequem informa
tion updates. The ability to communicate with specific individuals also allows for continuity. Individuals ser ving as RSCs are 

best suited to understand security problems, raise issues with corporate leadership, and recognize when emergency response 

action is appropriate. 

The RSC Net work is intended to benefit both the industry and TSA. By creating channels of communication bet ween the 

private sector and the Federal Government, security and threat information can be shared more effectively. Establishing these 

communication channels provides TSA and industry with a broader view of the risks facing the sector, and allows for appropri

ate steps to be taken to prevent, deter, and minimize the consequences of a potential terrorist attack. The RSC Network was 

created with the intent to foster information sharing and thereby enhance the secmicy of the sector. 

Homeland Security Information Network 

HSIN aims. to share information in an integrated, secure, Web-based approach, as well as coordinate and collaborate with the 

Division's security partners in "real time." The Fiscal Year (FY) 2010 launch of the Freight Rail portal will integrate lessons 

learned in an effort to create a user-friendly tool to enhance informatjon sharing. The Freight Rail portal on HSIN endeavors to 

be a "one-stop" shop to all of the Division's security partners. The portal is intended to be used as a way to provide consistent 
messaging on issues and topics related to freight rail security. The portal a]so connects users to other information resources, 

including the Transportation Security Information Sharing and Analysis Center (TS-ISAC). TSA will continue to develop and 
identify content, and facilitate maintenance of the portal, in order to augment its information-sharing capability with its 

stakeholders. 

Railroad Alert Network 

Since 200 l, the Association of American iRailroads (AAR). Security Operations Center has. provided 24/7 security support to 

include threat warning and incident reporting. The security operations center supports the Railroad Alert Network (RAN), and 

provides oversight and direction to the Surface Transportation ISAC (ST-ISAC). 

Building on the direction in Presidential Decision Directive 63, Homeland Secmity Presidential Directive 7 encourages. the 

creation of private sector ISACs to protect privately-owned critical infrastructure from attack. Ac the request. of DOT, the ST-ISAC 

was formed in 2003 by the AAR. The RAN provides oversight and direction to the ST-ISAC. 

The ST-ISAC provides a secure cyber and physical security capability for owners, operators, and users of critical surface trans
portation infrastrucrnre. Security and threat information is collected from worldwide resources, then analyzed and distributed 

to members to help protect their vital systems from attack. 

The ST-ISAC also provides a vehicle for the anonymous or attributable sharing of incident, threat, and vulnerability data among 

the members. Members have access to .information and analytical reporting provided by other sources, such as U.S. and foreign 

governments, law enforcement agencies, technology providers, and international computer emergency response teams. 
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3. Implementation Plan 

3.1 Goals and Objectives 

The Transportation Systems Sector has outlined four goals for the six modes: aviation, freight rail, highway and motor carriers, 
maritime, mass transit and passenger rail,. and pipelines. Each goal is supported by objectives that assist in focusing each mode's 

respective programs and initiatives to meet that specific goal. 

Goal 1: Prevent and deter acts of terrorism using, or against, the transportation system. 

Terrorists may use attacks to directly disrupt the freight. rail transportation system or they may use the cargo transported by a. 

railroad to carry out larger attacks against the American people. The sector aims to prevent and deter terrorist attacks before 

they happen without disrupting the free flow of commerce or compromising civil liberties. 

Goal 2: Enhance the all-hazard preparedness and resilience of the global transportation system to safeguard U.S. 
national interests. 

The resilience of the freight rail mode can be improved by increasing its ability to accommodate and absorb damage from natu

ral disasters or terrorist attacks without catastrophic failure. Resilience-improving strategies include a wide variety of mitigation 

activities, including support of response and recovery activities. 

Goal 3: Improve the effective use of resources for transportation security. 

Minimizing unnecessary duplication of efforts, improving coordination, and aligning resources to address the highest risks of 

the sector will improve the effective use of resources. 

Goal 4: Improve sector situational awareness, understanding, and collaboration. 

Strengthen partnerships to further national interests. 

3.2 Strategic Risk 

TSA's freight rail strategy is risk-informed, meaning risk is determined through Rail Corridor Assessments (RCA), critical infra

structure assessments, Corporate Security Reviews (CSR), intelligence analysis, and objectively-measured risk metrics. Using 

these tools, TSA employs a combination of voluntary guidelines and mandatory requirements. to improve railroad security. 
The overall strategic risk objective of the TSA program is to build a safer, more secure, and more resilient freight rail industry. 

This is achieved by enhancing protection of freight rail cargo shipments and critical infrastructure to prevent, deter, neutralize, 
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and mitigate the effects of deliberate efforts by terrorists to destroy, incapacitate, or exploit them. TSA programs also aim to 
strengthen freight rail preparedness, timely response, and rapid recovery in the event of an attack, natural disaster, or other 

emergency. 

On November 26, 2008, TSA issued a final rule (see 73 FR 72130) on rail transportation security covering (.in pertinent part) 

freight railroad carriers, shippers ofRSSM, and receivers of RSSM located within an HTUA. The rule establishes procedures for 

positive chain of custody while TIH cars are in transportation, the appointment of Rail Security Coordinators, the reporting 

of location and shipping information of RSSM rail cars, and the reporting of significant security concerns to ISA. The Pipeline 

and Hazardous Materials Safety Administration (PHMSA), on the same day, issued a final rule (see 73 FR 72182) designed to 
enhance the security of shipments of hazardous materials. The rule requires rail carriers to analyze safety and security risks 

along rail routes where certain quantities of TIH, explosive, and h.igh-leve1 radioactive materials are Lnnsponed, assess alterna

tive routing options, and select the practicable routes that pose the least overall risk to safety and security. T11e PHMSA rule also 

clarifies rail carriers' responsibility to address within their security plan issues related to en route storage and delays in transi.t. 

Rail carriers are also required to inspect placarded hazardous. materials rail cars for signs of tampering or the presence of suspi

cious items, including improvised explosive devices (IEDs). 

The freight railroads. have also undertaken efforts to enhance the security and resiliency of the freight rail transportation 

system. After the attacks of September 11 , 2001, the AAR developed the Terrorism Risk Analysis and Security Management 
Plan that serves as both an industry-focused national plan and a templa[e for each carrier [O develop its own securi[y plan. The 

Plan, last updated in 2009, encompasses the principles of threat and risk assessment by addressing five major functional areas 

identified by the industry: (1) hazardous materials, (2) operational secu rity, (3) physical infrastructure, (4) military lia:ison, 

and (5) information technology and communications. Jn addition to the implementation of baseline countermeasures, the Plan 

specifies specific security actions at four threat-based alert levels to be taken by railroad police,. operations. security officials, and 

information technology security officials. The Plan supports ISA's strategy to reduce the risk associated with cargo shipments, 

critical infrastructure nodes, I.inks, and flows of the network. 

TSA and industry security. partners. use threat analysis to complete comprehensive risk assessments and risk mitigation activi
ties. The risk management framework strikes a balance between developing ways to mi[igate both specific and general threats. 

The framework permits the range of plausible attack scenarios Lo be broad enough, yet also contains sufficient detail to enable 

quantitative and qualitative risk assessments and definable actions and programs to enhance resiliency, reduce vulnerabilities, 

deter threats, and mitigate potential consequences. 

3.3 Tactical/Operational Risk 

The United States is an open, technologically sophisticated, highly interconnected, and complex nation with a wide array of 

infrastructure that spans important aspects of government, economy,. and society. Efficient operation of the interstate freight 

rail network requires a uniform nationwide approach to railroad security. In assessing the freight rail system, ISA examines the 

network as a whole, as well as component parts of cargo and infrastructure. While each system component has its own security 

challenges. there are common vulnerabilities and mitigation strategies. 

The great diversity and redundancy of the Nation's rail transportation system provides for significant physical and economic 

resilience in the face of terrorist attacks, natural disasters, and other disruptive incidents, and contributes to the unprecedented 

strength of the Nation's economy. However, this vast and diverse aggregation of interconnected assets, systems, and infra

structure also presents an attractive array of targets to terrorists. The majority of the freight rail network assets and systems 

are owned and operated by the private sector and some can be considered nationally critical infrastructure and key resources 

(CIKR). 
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Figure E3-1: The U.S. Railroad Network 

TSA uses a comprehensive strategy that applies a common methodology across all transportation networks, regardless of mode, 

to address risk. Risk is assessed as a function of threat, vulnerability, and consequence. 

Risk = f (Threat, Vulnerability, Consequence) 

The risk management framework is tailored and applied on a freight rail asset, system, network, or functional basis. The 

purpose of TVC assessments is to focus efforts on and highlight risk areas. Since September 2001, many Federal agencies and 

industry partners have been involved in significant efforts. to identify the highest risk areas for. TSA's security focus. Thus. far, 

TSA and industry efforts have centered on analyzing threats, assessing vulnerabilities. and calculating the consequences of 

potential terrorist attacks. TSA's ongoing analysis is focused on the highest risk areas for freight rail that are deemed nationally 

critical. As such, TSA has determined that the two main risk areas in freight rail security which pose the greatest threat to life 
and property are: 

• The Movement of Cargo 

- The possibility that rail cargoes can be targeted in order to cause a large release of a TIH material or a material with explo

sive or radioactive properties with the intent to cause large scale civilian casualties. 

- The potential for shipments of vital commodities to be adversely affected. Specifically, there is concern that rail cargoes 

may. be tampered with or stolen for use in future terrorist or criminal acts including the following: 

> The threat of a diversion of materials that could be used directly as weapons (e.g .. DoD shipments of arms and 
ammunition); 

> Materials. that could be. used in the manufacture of a weapon (e.g .. ammonium nitrate); or 

> Other commodities that could be tampered with, including the adulteration of food shipments affecting humans or for 

livestock. 

• A Direct Attack Upon Critical Rail System Infrastructure 

- With the intent to disrupt and degrade the freight rail system; and/or 

- The intent to cause large civilian casualties. 
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3.4 Decisionmaking Factors 

The management ofTSA's strategic risk objective program focuses on identifying those elements in the freight rail industry 

with the highest relative risk and then the prioritization of protection initiatives and investments across the freight rail mode 
that will effectively reduce that risk. The past, ongoing, and future assessment efforts ofTSA focus on risk management for the 

freight rail network. These have been, and will continue to be, a collaborative effort between the private sector; other Federal 

agencies; State, local, tribal, and territorial governments; and nongovernmental organizations. These efforts will lead to the 

prioritization of protection initiatives and investments across the freight rail sector, as well as the development of new CIKR 

protection efforts. They are also meant to cause resources to be applied where they offer the most benefit for mitigating risk by 
lowering vulnerabilities, deterring threats, and minimizing the consequences of terrorist attacks and other incidenrs. 

3.5 Risk Mitigation Activities 

TSA and its partners in transportation security have developed numerous processes, tools, and programs to measure and then 

reduce the risk to the freight rail sector. The following provides a summary of these programs. 

Prevent U!nd deter acts of terrorism using, or against, the transportation system 

• TIH Risk Reduction Program: The freight rail vulnerability assessments have led to the implementation of a TIH Risk 

Reduction Program. The Program objectives focus on loaded and unattended toxic inhalation hazard material rail cars in 

HTUAs. The original risk reduction goal for this project was a 50 percent reduction in the risk associated with TIH rail ship
ments within HTUAs by the end of calendar year 2008. This goal was exceeded with a recorded reduction in risk of over 

59%. In 2009 there was a cumulative dsk reduction of over 82 percent as compared against the baseline year. The risk reduc

tion was achieved because of the actions of the rail carriers and their customers' collaborative efforts-without legislation, 

regulations, or security directives. 

• Security Action Items: TSA has, in conjunction with DOT and the Class I carriers, developed a program identifying a list of 
best practices called Security Action Items (SAis). The 24 SAis were issued as voluntary security guidelines for the transporta

tion of TIH materials, and the set of guidelines was distributed to rail carriers and Federal partners in June 2006. These SAis 

covered a broad range of security practices at both the corporate and field operational levels and addressed three general 
areas: system security, access control, and en route security. 

• Supplemental Security Action Items: In November 2006, TSA issued three Supplemental SAis which directly addressed 

issues of: 

- Expediting movement of TIH materials by reducing the number of hours TIH cars and trains are held by railroads in 

HTUAs; 

--: Minimizing the occurrence of unattended TIH cars in HTUAs. by implemenring "positive conrrol" ofTIH through the 

development of site-specific plans and procedures for the positive and secure handoff ofTIH cars at point of origin, desti

nation, and interchange in HTUAs; 

- Identifying secure storage areas for TIH cars; and 

- Limiting the movement of TIH materials near public venues during National Special Security Events. 

Enhance the all-hazard preparedness and resilience of the global transportation system to safeguard U.S. national interests 

• TSA Rail Corridor Assessments: RCAs are fact- and risk-based and focus on assessing the vulnerabilities of high-population 

areas where TIH materials are moved by rail in significant quantities. They are conducted by teams comprised of subject 
matter experts from TSA, the affected railroads, and State and local homeland security officials. These assessments aid DHS in 
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identifying security control points (areas of high consequence and vulnerability) at each location. The security/critical control 

points are reviewed using current threat scenarios, and mitigation strategies are then proposed. After completing the assess

ment,. the team prepares a summary of each corridor and a freight rail hazard analysis. The assessments provide site-specific 

mitigation strategies and lessons learned, as well as tactics that can be modified. for use at the corporate or n ational level. 

TSA fact- and risk-based RCAs identify operational practices and conditions that may result in heightened risk. The results 

of the HTUA assessments supported the devclopmem of the SAls issued by DHS and DOT on June 23, 2006. RCAs have also 

served as the factual and analytical baseline for the SAis and the Rail Security Notice of Proposed Rulemakfog (NPRM). RCAs 

completed to date include: Washington, D.C., Northern New Jersey, Cleveland, New Orleans, Houston, Buffalo, Oklahoma 

City, Sacramento, Baltimore, Denver, Charlotte, and Las Vegas. Corridor Assessments are underway in Milwaukee, Memphis, 

Columbus, and Atlanta. 

• TSA Comprehensive Reviews: Comprehensive Reviews (CR) are a larger-scale, more-encompassing version of the RCA. CRs 

provide a thorough evaluation of the security of a specific rail corridor and a comparative analysis of risk across transporta

tion m odes and critical infrastructure sectors in the specific geographic area. The team composition is increased to include 

response and recovery officials from all levels of government and DHS personnel, including assault planners, so that addi

tional expertise, perspectives, and analyses are brought into the decisionmaking process, and security grant dollars. are more 

effectively targeted. CRs have been performed in Northern New Jersey, Los Angeles, Chicago, and Philadelphia. 

• DHS S&T Rapid Response and Recovery Project: In August 2008, the DHS Science and Technology Directorate (S&T) signed 

a Technology Transition Agreemem, wilh the DHS Office oflnfrastructure Protection and TSA, to develop technologies and 

methodologies that will reduce or eliminate the release of TIH materials from rail tank cars and stationary tanks, with poten

tial approaches to include sealing and puncture resistant technologies. This work continues. in part, with the work initiated 

in the Tank Car Hardening Project (also known as "Dragon Shield"). TSA intends to work closely with DHS S&T on this 

project in determining ways TIH mater ial rail tank car manufacturers can provide protection against some of the expected 

weapon threats to the rail tank car. Funding is anticipated from FY 2009 through FY 2014. 

Improve che effective use of resources for transportation security 

• lntermodal Security Training & Exercise Program: The Intermodal Security Training and Exercise Program (I-STEP) is 

being utilized by TSA's Office of Transportation Sector Network Management (TSNM) for conducting transportation secu

rity exercises. TSA is applying the highly successful processes created under the Port Security Training Exercise Program 

(PortSTEP) to the multi-modal Transportation Systems Sector through I-STEP. TSA developed I-STEP in an effort to enhance 

the preparedness of the Nation's surface transportation network. I-STEP is designed to address the unique transportation 

security issues found in the intermodal environment of the Nation's transportation security network. The I-STEP exercises 

conducted by the Division facilitate discussions regarding the information-sharing processes and coordination bet ween the 

Federal Government and the freight rail! industry, particularly during heightened states of alert. The Division and I-STEP have 

analyzed the. diverse characteristics of the freight rail system to provide the. right combination of tools and exercise services to 

address these variations. To date, I-STEP freight rail security exercises have been conducted in Northern New Jersey, Chicago, 

Los Angeles, and St. Louis. 

• Bridge Criticality Tool: The Division has developed a critical infrastructure risk assessm ent tool for freight rail bridges. This 

tool is designed to measure the criticality and vulnerability of freight rail bridges in the United States and will serve as the 

factual and analytical baseline to develop and propose security en11ancements and mitigation strategies for critical railroad 

infrastructure. TSA planned to. perform assessments on the major. freight rail crossings over the Western Rivers. system in FY 

2010. 

• Freight Rail Security Grant Program: The Freight Rail Security Gram Program (FRSGP) was created in FY 2008 as a com

ponent of the Transit Security Grant Program. The FRSGP has supported the developmem of vulnerability assessments and 

secrnity awareness and emergency response training for railroad frontline employees. Although the primary grant recipients 
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have been Class II and Class ill railroad carriers, Oass I carriers have been eligible for security training funding, provided that 
they have completed an acceptable vulnerability assessment and security plan. The objective for funding security training is 

to. raise. employee security awareness from a basic level to one that is cognizant of carrier company. security. plans, including 
IED awareness and related skills. 

Improve sector situational awareness, understanding, and collaboration 

• Corporate Security Reviews: The CSR program is an "instructive" review of a company's security plan and procedures, and 

it provides the Federal Government with a general understanding of each company's ability to protect its critical assets and 

its methods for protecting hazardous materials under its control. Teams from the Division analyze the railroad's security plan 

for sufficiency, determine the degree to which mitigation measUies are implemented throughout the company, and recom
mend additional mitigation measures. The team may also conduct site visits of operations, including critical bridges, tunnels, 

operations centers,. and yards .. The company's critical asset list is also discussed to gain an understanding of its "criticality" 

determination. Specific mitigation strategies are tied to identified vulnerabilities and are discussed with company officials. 

• Research Projects Related to TIH Rail Transportation: Currently several projects aimed at gaining a better understanding 

of the mecharusms and consequences associated with attacks on rail tank cars that transporc TIH materials are underway. 
These projects include: 

- TIH Material (Chlorine) Tank Car Consequence Analysis/Validation 

The project will identify a scientific and computer-based methodology supported by industry, government, and the 

academic community that can be used to predict the behavior of a catastrophic chlorine release after an attack on a 90-ton 

DOT Spec 105JSOOW tank car in a densely populated urban area. Chlorine is a Hazard Zone B TIH material. TSA is leading 

a project to assess the current dispersion models specific to rail car releases, identify deficiencies in current models, recom
mend actions that will address those gaps, and develop and execute a program to implement those recommendations .. TSA 

has a need to realistically model large-scale TIH material releases, such as an intentional chlorine release from a railroad 

tank car, as part of its threat analysis mission. A thorough understanding of the circumstances and effects of past accidental 

TIH releases is important for assessing existing models and fulfilling the mission. This capability gap is applicable to DHS's 

overarching concerns with chemical facility security, TIH tank cars il1 transpon and in temporary storage in rail yards, and 

emergency response. 

- TIH Material Rail Tank Car Threat Assessment 

The purpose of this project is to identify, define, and prioritize threats and threat scenarios for TIH materials rail tank cars, 

to evaluate the likely methods of attack an adversary would use lo breach a TIH material tank car, and to define the types 

and amounts of explosives and weaponry placemem on the tank car. The results of this project allow for the evaluation of 

the tank car's vulnerability to a ballistic attack. 

- TIH Material Rail Tank Car Vulnerability 

The purpose of this program is to better understand and quantify the vulnerability of tank cars used to transport TIH 

materials to identified terrorist attack methods. Objectives of this project include: 

> Assisting in the development of rail tank car security vulnerability reduction measures; and 

> Estimating the release rate from the breached tank car for emergency response and dispersion modeling purposes. 

• TSA's Tank Car Vulnerability Assessment Project: TSA is funding a tank car vulnerability assessment project to better 

understand the weapons that would likely be used against a TIH tank car and their likely impact on the TlH tank car. With 

support from a team of experts from DHS, the Federal Bureau ofinvestigation (FBI), and DoD, the weapon threats against 
the TIH tank car were identified, defined, and prioritized. An engineering analysis of the weapon's impact on the TIH tank 
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car w.as conducted by the DHS Transportation Security Lab and the Naval Surface Warfare Center (NSWC) which is being 
followed up with actual tank car weapons impact testing at the Aberdeen Proving Grounds. 

• Next Generation Rail Tank Car Project: The Dow Chemical Company, in partnership with the Union Tank Car Company 

and the Union Pacific Railroad, is developing a "Next Generation" rail tank car that will better withstand the destructive 
forces a tank car may see in a violent train derailment. TSA, through a Memorandum of Cooperation with the Dow Chemical 

Company, is working to incorporate technologies that can provide protection against high-caliber firearms. DoD components 

at NSWC Indian Head and NSWC Carderock are providing technical assistance in the development of the Next Generation 

Tank Car as it relates to protection from the effects of ballistic weapons. 

• Tank Car Hardening Project (aka "Dragon Shield"): TSA was involved in a government-industry working group consisting 

of representatives from the Federal Railroad Association (FRA), AAR, the Railway Supply Institute, the American Chemistry 

Council, the Chlorine Institute, and NSWC Indian Head to examine methods to harden tank cars by providing ballistic pen

etration resistance and/or self-sealant capabilities. FRA provided funding for this project. Ballistic penetration and self-sealing 

tests of a series of chlorine tank car plates covered with materials submitted by vendor companies throughout the U.S were 

conducted at NSWC Dahlgren. The test results provided some promising results with additional testing needed. This built 

upon tank car vulnerability assessments initiated in 2002 by the freight railroads. This project is complete. 

• Advanced Tank Car Collaborative Research Program (ATCCRP): Railroad, shipper, and tank car builder groups, with sup
port from TSA, FRA, Transpon Canada, and DHS S&T, have collaborated on tank car safety and security research to reduce 

potential public safety and security risks associated with the transportation of TIH materials. Those groups, represented by 

the AAR, the American Chemistry Council, the Chlorine Institute, The Fertilizer Institute, and the Railway Supply Jnstitute, 

agreed co work together on an Advanced Tank Car Collaborative Research Program to promote improvements in rail tank car 
safety and security. The focus is on the transportation by rail of TIH materials. The ATCCRP is working to identify and char

acterize promising tank car design concepts and technologies that can be successfully used by tank car builders to achieve 

significant risk reductions in rail tank car safety and security. This research initiative intends to reduce or eliminate the likeli

hood of a release of a TIH material from a rail tank car due tO an accident or security breach. 

• Understanding Large-Scale Toxic Chemical Transport Releases: The DHS S&T Chemical Security Analysis Center (CSAC) 

has been tasked with investigating knowledge and capability gaps that were identified by TSA, in the prediction of the impact 

and behavior of large-scale TIH material releases. For large-scale releases of tank car quantities of TIH materials, there is 

insufficient knowledge pertaining to cloud formation, liquid pooling, vaporization rate, the effects of buildings and terrain 
as well as other factors that are needed to make a proper evaluation and impact prediction. Deficiencies were brought to light 

after the large scale TIH material releases from rail car accidents in Graniteville, SC (2005) and Macdona, TX (2004) where 
the released TJH cloud behavior did not match with accepted scientific predictions. Efforts to better understand large TIH 

releases include conducting a scientific literatme gap analysis, a toxicity analysis, and laboratory, wind tunnel and small-scale 

field tests. Release testing of approximately one ton quantities of chlorine and anhydrous ammonia was conducted in the 

spring of 2010 at the Dug way Proving Grounds, Utah. The DHS CSAC has acknowledged that large-scale release testing will 

be required to adequately complete this project. 

3.6 Metrics for Continuous Improvement 

TIH Risk Reduction Program 

In 2007, TSA began assessing the potential vulnerabilities and consequences posed by TIH rail cars in major cities by gathering, 

monitoring, and quantifying risk information associated with TIH rail shipments traveling through 46 HTUAs. The assessment 

program was developed to measure the progress Federal and industry efforts are having in reducing the risk associated with 
the transportation of TIH in major cities. TSA collects and uses both historical and current information on the nwnber ofTlH 
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rail shipments in each HTUA, security at rail yards holding TIH shipments in each HTUA, and the population of each of these 
cities. Specifically, TSA compiles information for four factors: 

• Total hours TIH cars were present inside an HTUA. TSA collects data from the rail industry's automated systems that record 

the movement and location of all rail cars within the U.S. rail system by means of electronic identification tags. TSA uses 

these data to quantify the amount of time TIH rail cars are located within a city. 

• Unattended hours ofloaded TIH cars inside an HTUA. TSA collects this information through in-person visits conducted by 

TSA Transportation Security Inspectors (TSis). 

• Population proximity to unattended TIH cars. TSA uses U.S. Census Bureau data to determine the population within a 

1-mile radius of each TIH car that was sitting unattended and to rank each city's possible exposure based on this information. 

• City ranking. TSA prioritizes. the cities' importance on a scale of l. to 5 (5 being the highest) using a logarithmic factor based 

on the population of each city. 

TSA then developed a formula, based on the information collected, to quantify a risk score for each city. The risk score is a rela
tive measure, or indicter, of the TIH security risks within a city for a given time period. Historical information for these risk 

factors was gathered from June 1, 2005 to May 31, 2006. This information was used to establish a baseline risk score for each of 

the 46 HTUAs as a means of comparison to the information for. the current year. 

As of December 2008, TSA determined that there was over a 59 percent national reduction in risk since the end of the baseline 

period. This achievement surpassed the original goal of a 50 percent risk reduction by the end of 2008. The information TSA 

has collected gives. the agency a way to closely compare the vulnerabilities and consequences related to TIH transportation 

across various cities over time. The development of national risk scorecarclls, which ranks each city by risk score, also allows the 

agency to monitor which cities or railroads have high-risk scores, and to focus further assessment and security efforts on these 
cities or railroads. 

Continued risk reductions will require maintaining the reductions already achieved. This will be accomplished by leveraging 

TSis to continue field verification of risk reduction methods, as well as setting a path for achievement of additional reductions 

in out years. The Office of Management and Budget recognized the significant benefits derived from the TIH Risk Reduction 

Program, designated the program as a Program Assessment Rating Tool, and tasked TSA with continuing the program through 

calendar year 2013. TSA continues to measure the ongoing risk associated with the movement ofTlH ship1nents within the 

same 46 HTUAs. However, in addition to comparing the ongoing risk against the original baseline, each year will also be 

compared to the prior year, with the goal of a 10 percent risk reduction over the previous year. 
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Figure E3-2: Freight Rail TIH Risk Reduction 

FREIGHT RAIL TIH RISK REDUCTION 

• Actual vs. Baseline • Goal 

FY 09 82.26% 

2008 

2007 

Note on TIH risk reduction baseline measurement; As the baseline period preceded having the TSA surface inspection 
force in place and as there was an absence of data on the percentage of unattended cars, TSA estimated the percentage using infor

mation gathered from assessments performed by the TSA Freight Rail Division and from elicitations with railroad security and 
operations managers. TSA also established a baseline for population proximity based on geographic center points for the railroad 

yards with the highest volumes of TIH traffic in the HTUAs. These baseline estimates were used until a full year of data 
had been collected. Once a full year of collected data was available, TSA began to measure risk reduction on a year-to-year 

basis using actual field observations rather than estimations of the percentage of attendance and proximity of TIH rail cars to 
surrounding populations. 

The Chain of Custody provisions
18 

of the rail transportation security rule also require regulated entities to attend shipments 

ofRSSM, including TIH, to ensure a positive and secure exchange. Requiring covered parties to establish chain of custody 

and control procedures will further reduce the risk ofTIH rail transportation in HTUAs. TSis will be utilized to monitor 

rule compliance. 

Freight Rail Risk Reduction Metrics 

To measure other aspects of security preparedness, the following metrics have been established for the freight rail mode. 

Measurement of these metrics will commence in FY 2010 by the Division. The corporate security review w ill serve as the 

primary method for gathering the. necessary data. The measurement results will be prepared on an annual basis and will be 

shared with the Freight Rail SCC and other industry stakeholders to. foster an environment of continuing risk reduction through 
planning, training, and execution. 

1s 49 CFR 1580. 107. 
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• Vulnerability Assessments - percentage of railroad carriers completing vulnerability assessments that include the identifica
tion of critical assets and analysis of asset vulnerabilities. 

• Security Plans - percentage of railroad carriers that have system security plans. in place that, at a minimum, meet the require

ments of 49 CFR 172.802 and address specific security countermeasures for critical asset protection at elevated alert levels. 

• Vetting of Employees - percentage of front line railroad employees that have been vetted through the use of a security threat 
assessment (e.g., issuance of Transportation Worker Identification Credentials, employer-sponsored background checks). 

• Training of Employees - percentage of employees that have been 1) trained in security awareness in accordance with 49 CFR 

172.704, and 2) trained in the procedures for the identification and recognition of IEDs in the railroad environment. 

• Drills and Exercises - percentage of railroads that have participated in a security-focused exercise within the past 12 months. 

• Security Awareness - percentage of railroads that have active employee security awareness programs. 

• Screening of Cargo- percentage of traims inbound to the contiguous United States from Canada and Mexico that are screened 

by. Customs and Border. Protecti.on. 

• Technology Applications - means of measurement to be determined. 

• Secure Critical Infrastructure - means of measurement to be determined. 

Security Action Item Implementation Surveys: In September 2006, TSA initiated surveys to objectively measure the level of 

industry implementation of seven field critical action items
19 

from the first 24 SAis. The seven critical action items that were 

assessed and measured had been selected due to their direct impact on transportation security and because they are most 

directly tied to practices and procedures applied in the field rather than at the corporate level.
20 

These surveys were not compli

ance inspections, but rather assessments to determine the depth and degree of employee security awareness and SAI implemen

tation. During the course of the visit, the inspectors observed conditions in the facility and interviewed frontline employees to 

determine the level of implementation. TSis visited railroad yards and terminals in each of the 46 HTUAs from September to 
December 2006, conducting assessments of over I SO individual railroad facilities, and interviewing over 2,600 employees.

21 

As TSA's summary. report on the transportation of TIH materials points out: "Jn general, the findings from the surveys revealed 

that the railroads had instituted training programs and implemented procedures to meet the spirit of the security guidelines. 

Numerically the findings, when averaged across all carriers, showed implementation in the low/medium to medium range. A 

review of the comments from the TSis in support of their findings reveals that most railroad employees had a firm understand

ing of two of the most important guidelines as they directly relate to their duties. These are: 1) awareness of their role and 

responsibihty in operational security, and 2) the signs of suspicious persons or activities at their worksite."u 

The second round of implementation surveys concentrated on the implementation of management policies at field locations 

and reviewed 10 additional SAis. These surveys were completed during the second and third quarters of FY 2007. The general 

level of implementation was good,. but there were obvious gaps in the. manner in which corporate policies. were applied in the 
field. The surveys also found that the level of knowledge of individual managers varied regarding the security procedures and 

policies of their companies. The results of both rounds of surveys were provided to the rail carriers surveyed to assist in their 

efforts to raise the level of security awareness of employees and to set a new baseline for future improvement. 

l9 The seven field critical action Items included In Phase I of the Security Action hem lmplcmcnmlon Surveys. arc as follows: (I). employee security.awareness: (2) 
reportio:g suspicious activity: (3) comrnl of sensitive information: (4) employee identification: (5) systems to locateTIH cars; (6) security focused inspection ofTIH cars; 
and (7) placement ofTTH cars In ya rds. 

zo DHS. TSA. TSNM. Freight Rail Security Division. Freight Rail Tmnspor1a1ion of Toxic Inhalation Hazard Materials. S«urity Action Jtem Implementation Sumy Summary Repon 2006. Washington. 
D.C. 2006. p. I. 

21.Ibid. 

2Z DRS. TSA, TSNM. Freight Rail Security Division. Freight RaJI T!(tnSportation o(Toxic lohaJation Hozurd Materials. Se.wily Action Item lmplementalioo Survey Summ<1ry. Report 2006. Washington. 
D.C. 2006. p. I. 
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4. Security Gaps 

Both the Federal Government and private industry stakeholders have undertaken a wide range of actions to measure and reduce 
the risk to the freight rail system. These efforts have led to a reduction in the risk associated with the transportation ofTIH 

shipments by. rail, as well as assessments of a company's ability to protect its. critical assets. Wl1ile these. actions have mitigated 
some of the risk to the freight rail system, Vl1lnerabilities still remain, thus. efforts. to address them need to continue .. A con

stantly evolving threat environment also creates new security gaps that need to be dealt with. In evaluating tl1e security of the 

freight rail system, TSA has identified the following gaps which must be addressed in order to pro tect and secure the Nation's 

freight rail system. 

Reduce the Vulnerability of Cargo 

Gap 1 .1 

Shipments of TIH and other RSSM traveling through HTUAs continue to be vulnerable and pose a risk of catastrophic release if 

attacked. 

Gap 1 .2 

Certain materials not curremly classified as RSSM may have the potential to be used as weapons of mass consequence during 

transportation. A need exists to specifically assess the potential for these materials to be exploited in the physical state in which 
they are commonly transported. 

Reduce the Vulnerability of the Network 

Gap 2.1 

Existing Federal training standards do not fully address the knowledge, skills, and abiHties required to prepare fronthne railroad 

employees. to meet current and emerging security threats .. Tn the 9/11 Commission Act, Congr ess recognized this gap and 

required DHS to issue regulations for comprehensive security training programs. 

Gap 2.2 

While the security planning requirements found in 49 CFR 172.802 provided a framework for vulnerability assessments. and 

security plans, these requirements focus on the security of hazardous materials transportation rather than on the security of 

the network as a whole. In the 9/11 Commission Act, Congress recognized this regulatory gap and required DHS to issue rules 
requiring more comprehensive security planning. 
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Gap 2.3 

There is a lack of clear understanding of what is truly critical infrastructure in the freight rail network. A variety of criteria 

have been applied when ranking or evaluating the criticality of a particular asset. This variance in rating criteria has resulted 

in inconsistent determination which has led to numerous CIKR lists. These multiple lists do. not always mirror each other and 
could lead to the inefficient deployment of resources, leaving truly critical infrastructure inadequately protected. The Division 

has developed a critical infrastructure risk assessment tool and plans to seek comment and acceptance from freight rail owners/ 

operators of critical infrastructure. The TSA tool will measure criticality and vulnerability and apply metrics to those elements. 

Minimization of Consequences from an Attack 

Gap 3.1 

Determi ning the location and tracking of rail cars transporting TIH material i11 and near HTUAs continues to be a gap, as emer

gency response and security mitigation efforts are hampered without timely knowledge ofTIH rail car locations. 

Gap 3.2 

In the current state of the emergency response profession, there is a knowled e gap pertaining to the operating procedures for 

the response to intentionally caused releases of TIH materials, such as chlorin . Emergency response plans and procedures are 

generaUy focused on dealing with accidental releases of hazardous materials here the focus is on control and containment of 

the release and the concurrent protection of nearby populations. 

Gap 3.3 

Current plume dispersion modeling software applications used to predict the nsequences from a catastrophic release of a 

dense, toxic cloud do not have a sufficient degree of accuracy or scientific agre ment to be useful to emergency and security 

planners. A plume dispersion model that adequately accounts for source terms nd real life atmospheric conditions is required. 

dated .... 
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5. National Strategy for Freight Rail 
Transportation Security 

Strategic Goal 

Reduce the risk associated with the freight rail transportation of potentially dangerous cargoes and increase the resiliency of the freight rail network. 

The overall strategic risk objective of the programs in the freight rail mode is ro build a safer, more secure, and more resilient 

freight rail network by enhancing protection of freight rail cargo shipments and critical infrastructure to prevent, deter, neu

tralize, and mitigate the effects of deliberate efforts by terrorists to destroy, incapacitate, or exploit them. Risk can be viewed as 
the product of TVC. While it may be impossible to eliminate all threats, the vulnerability of an asset and the consequences of 

attacking that asset can be mitigated or reduced. 

Strategic Methodology 

Partner with industry and government stakeholders to identify and implement programs and processes to achieve measurable risk reduction through 
collaborative and regulatory initiatives. 

Reducing the risk to cargo and the freight rail network, and minimizing the consequences from an attack, can only be achieved 

by employing both collaborative and mandatory measures. This approach will allow for the development of layered security 

measures that will result in the. overall reduction of risk. Collaborative initiatives where the industry is a partner in determin

ing implememation steps are necessary to maintain a nimble stance that can react LO emerging threats in a timely fashion. 

Mandatory measures are also necessary to ensure that there is a consistency ofimplementation that serves as the foundation of 

layered security. 

Strategic Objectives 

• Reduce the vulnerability of cargo 

• Reduce the vulnerability of the network 

• Reduce the consequences of attack 

Given the myriad threats and potential vulnerabilities that could be exploited to harm the American public and to hamper the 

Nation's freight rail network, a clear focus is necessary so that actions can be prioritized and improvements implemented. The 
three themes that the Division will consider in moving forward will be to: l) reduce the vulnerability of cargo, 2) reduce the 

vulnerability of the network, and 3) reduce the consequences of attack. 
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Figure E5-1: National Strategy for Freight Rail Transportation Security 

NATIONAL STRATEGY FOR FREIGHT RAIL TRANSPORTATION SECURITY 

STRATEGIC GOAL 
Reduce the risk associated with the freight rail transportation of potentially 
dangerous cargoes and increase the resiliency of the freight rail network. 

STRATEGIC METHODOLOGY 
Partner with Industry and government stakeholders to identify and 

Implement programs and processes to achieve measurable risk 
reduction through collaborative and regulatory Initiatives. 

STRATEGIC OBJECTIVES 

Reduce the 
Vulnerablllty of cargo 

Reduce the Consequences 
of.Attack 

Reduce the Vulnerablllty 
of the Network 

Address identified gaps from risk assessment 

For each identified g~ 
Identify path forward 

Identify implementation steps 
Outline programs, projects, and intitiatives to close gaps 

Define benchmarks and milestones 

Reducing the vulnerability of cargo means simply to make it more difficult for adversaries to use potentially dangerous 

cargoes against the public. A potential threat exists that legitimate cargoes could be intentionally released during transportation 

causing casualcies in nearby populations, damaging infrastructure, and causing disruption in other transportation systems. By 
making it more difficult for an adversary to target these cargoes and the conveyartces that transport them, the overall vulner

ability cart be reduced. Increased vigilance by those responsible for shipping and carrying these cargoes can also reduce their 

vulnerability .. The. following are programs and initiatives that are. ongoing or. planned to. reduce. the vulnerability of cargo. 

•. Toxic Inhalation Hazard - . Risk Reduction Program (TIH-RRP) 

Objective - To objectively. measure risk reduction associated with the transportation of TIH materials through HTUAs. 

Benchmarks/Milestones - I 0 percent reduction each year over previous year. 
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• Rail Corridor Comprehensive Reviews (CRs) 

Objectives - Evaluate freight rail operations in HTUAs to identify security control points and recommend mitigation mea

sures to reduce risk; coordinate communication between owners/operators, government, and first responders to bring about 

enhanced preparedness and domain awareness. 
Benchmarks/Milestones - Three reviews each fiscal year. 

• Rail Corridor Assessments (RCAs) 

Objective - Evaluate freight rail operations in HTUAs to identify security control points and reconunend mitigation measures 

to reduce risk. 

Benchmarks/Milestones - The surface transportation security inspection force has a target of nine assessments each fiscal 
year. 

• Best Practices and Security Action Items (SAi) Implementation Surveys 

Objective - To achieve consistent improvement through the adoption and implementation of the security action items by 

freight railroads. 

Benchmarks/Milestones - In FY. 2010,. TSA will re-evaluate the level of implementation of the security acti.on items in the 
original 46 HTUAs and will begin a baseline assessment of implementation in the 16 HTUAs that were added in FY 2008. 

• Rail Transportation Security Rule - Final Rule issued November 26, 2008 (73 FR 72130) 

Objective -Address critical vulnerabilities ofRSSM transportation through mandatory standards for the positive control and 

custody of shipments at origin. carrier- to-carrier interchanges, and points of delivery in HTUAs. 

Benchmarks/Milestones - Active enforcement commenced in the third quarter of 2009 by TSis;. inspection reports are 

evaluated at year's end to determine the level of compliance with the regulation. 

• Enhancing Rail Transportation Safety and Security for Hazardous Materials Shipments - Final Rule issued November 
26, 2008 (73 FR 72182) 

Objective - Ensure that railroads use routes with the fewest overall safety and security risks. to transport RSSM. 

Benc.lh.marks/Milestones - Railroads to compile data and information concerning commodities they rransporL and routes 

utilized beginning July 1, 2008. Initial risk and route assessments were to be completed by September l, 2009 (if the railroad 
used traffic data from July 1 through December 31, 2008), or by March 31, 2010 (if the railroad used traffic data for all of 

2008). 

• Tank Car Vulnerability Assessment including Tank Car Hardening Design Efforts 

Objectives - Assist in the developmenL of rail tank car security vulnerability reduction measures. Estimate the release rate 

from a breached tank car for emergency response and dispersion modeling purposes. 
Benchmarks/Milestones - Initial analysis and modeling completed in FY 2008. Field tests to validate analyses were sched

uled for FY 2010. 

• Anunoniwn Nitrate Detonability Study 

Objective - Assess expected outcomes of a terrorist attack on a rail car containing agricultural grade, un-carbonized, ammo

nium nitrate (AN) (UN 2067) in a highly populated area. 

Benchmarks/Milestones -The TSA Explosives Unit, FBI, Technical Security Working Group, and Oak Ridge National 
Laboratory are conducting a gap analysis to determine the information available from classified and unclassified sources 

that provide documentation as to the expected detonability of agricultural grade AN. Particular interest is in the AN tests 
conducted by. the Bureau of Alcohol, Tobacco,. Firearms. and Explosives, and the FBI. Results. will be used for decisionmaking 

regarding explosive materials being transported through HTUAs. 
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Reducing the vulnerability of the network means to enact processes, procedures, and protections that will reduce the likeli
hood of a successful attack on freight rail infrastructure. The consequence of an attack on a single location or feature of the 

freight rail network is not expected to result in widespread impact. However, the anticipated delays and service disruptions that 

would result do necessitate that measures are taken to increase the probability that the attempted attack is detected and defeated. 

Protection of critical infrastructure is one of the core programs of homeland security. The following are active initiatives in the 

freight rail mode. 

• Rulemaking for Enhanced Security Training Standards for Frontline Railroad Employees 

Objective - TSA, during FY 2009, began developing a rulemaking to bring fromlinc employees to the desired state of knowl

edge and security awareness by considering craft-specific training situations and security-related regulations. 
Benc:l!imarks/Milestones - NPRM in 2011; Final Rule in 2012. 

• Freight Rail Security Grant Program 

Objective - For FY 2010, the FRSGP will make funds available for security training of frontline employees, the completion 

of vulncrabilit y assessments, the developmem of security plans within the freight rail industry, and GPS tracking systems for 

TIH railroad cars. 

Benchmarks/Milestones - Applicants are selected through a competitive process based on their. ability to deliver training, 

develop security plans and vulnerability assessments, and proposals to install tracking devices on rail cars carrying TIH. 

• Develop and Issue Rulemaking for Freight Rail Vulnerability Assessments and Security Plans 

Objective - Provide guidance and standards to be utilized in regulatory development for railroads to conduct vulnerability 

assessments and develop security plans wilh consideration given to facilities, infrastructure, and protection of shipments; 

applicability to previous vulnerability assessments; and the ability to bui Id upon existing plans .. 

Benchmarks/Milestones - NPRM in 201 1; Final Rule in 2012. 

• Corporate Security Reviews 

Objective - Conduct an "instructive" review of a carrier's security plan and procedures that ascertain each freight railroad's 

ability to protect its critical assets and iLs methods for protecting RSSM under its. control. Analyze the railroad's security plan 

for sufficiency, determine the degree that mitigation measures are implemented throughout the company, and recommend 

additional mitigation measures. Site visits of operations. including critical bridges, tunnels, operations centers, and yards, can 

also be conducted. The company's critical asset list is also discussed to gain an understanding of its "criticality" determina

tion. Specific mitigarion strategies arc tied to identified vulnerabilities and arc discussed with company officials. 
Benchmarks/Milestones - Reviews began in 2007. All seven Class I carriers were completed as of October I, 2007. Review 

of dass Il and Ill railroads commenced in 2008, and a minimum of four reviews are scheduled for each year. ISA intended 

to conduct updated reviews of Class I railroads in FY 2010. 

• Integrate and Establish Standard Critical Infrastructure Evaluation Criteria 

Objective - To create a methodology and process that results in national and business critical determinations of critical infra
structure. Consolidate the varying lists being utilized to identify critical rail infrastructure. 

Benchmarks/Milestones - FY 2009 - Assembled stakeholder working groups to establish baseline criteria for the evaluation 

of freight rail assets beginning with bridges. FY 20 I 0 - Conduct in-depth analysis of bridge and tunnel assets. 

• Rail Corridor Comprehensive Reviews 

Objectives - Evaluate freight rail operations in HTUAs to identify security control points and recommend mitigation mea

sures to reduce risk. The comprehensive review will also identify critical infrastructure within the HTUA rail corridors. 
Benchmarks/Milestones - Completion of three full reviews each fiscal year. 
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• Rail Corridor Assessments 

Objective - Evaluate freight rail operations in HTUAs to identify security control points and recommend mitigation measures 

to reduce risk. 

Benchmarks/Milestones - Nine assessments completed each year by TSis. 

Reducing the consequences of an attack is a core theme of many DHS programs. These range from preparing emergency 
responders to deal with the results of a large-scale release of a toxic gas, to ensuring that the owners/operators in the freight rail 

mode have plans in place to address the potential need to re-route traffic or employ countermeasures. The reality that an attack 
may occur and be successful must be accounted for in preparation and planning initiatives. The programs aimed at increasing 

the resiliency of the freight rail mode are as follows. 

• Emergency Response to a Catastrophic TIH Material Tank Car Release 

Objective - Reduce the potential consequences of an attack on a TIH material tank car by working with the first responder 
community to foster enhanced planning and response procedures for catastrophic releases of toxic materials. 

Benchmarks/Milestones - Roundtables have been conducted in Los Angeles and Chicago with members of the emergency 

response community. Additional workshops were scheduled for FY 2010 in conjw1ction with rail corridor CRs. 

• Tank Car Consequence Analysis and Plume Modeling 

Objective - Identify a scientific, computer-based methodology supported by industry, government,. and the academic com
munity. Methodology can then be used to predict the behavior of a catastrophic chlorine release after an attack on a 90-ton 

DOT Spec lOSJSOOW tank car in a densely populated urban area. 

Benchmarks/Milestones - A project team has conducted gap analysis and deLermined areas in present modeling capabilities 

that could be the cause of significant discrepancies between modeled and accidental releases. DHS S&T has funded a study of 

accidental TIH material rail tank car accidents in which large amounts of TIH materials were released, such as in Macdona, 
Texas in 2004 and Graniteville, South Carolina in 2005. This information will be used to conduct dispersion modeling analy

sis and validate dispersion modeling results. DHS S&T has provided FY 2009, 2010, and 2011 funding for the project. This is 
in addition to funds being provided by TSA. TSA will also coordinate its efforts with the Defense Threat Reduction Agency, 

which has parallel interests in this area. 

The National Strategy Crosswalk graphic below lists the freight rail mode's primary security gaps, and identifies the initia
tives, programs, and policies to help close those gaps. The strategic objective that each mitigation activity supports is also 

shown. Many of these mitigation activities are already in operation by TSA and the freight rail industry. 
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Table E5-2: National Strategy Crosswalk 

1.1 

1.2 

Shipments of RSSM traveling through HTUAs continue to be vulnerable and pose a 
significant risk if attacked. 

TIH Risk Reduction Program 

Comprehensive Reviews 

Rail Corridor Assessments 

Security Action Items and Implementation Surveys 

Rail Transportation Security Rule (49 CFR Parts 1520 and 1580) 

Enhancing Rail Transportation Safety and Security for Hazardous Materials 
Shipments - Final Rule issued November 26, 2008 (73 FR 72182) 

A need exists to ful ly understand and quantify the vulnerability of tank cars used to 
transport TIH materials to terrorist attack. 

Tank car vulnerability assessment including tank car hardening design efforts 

As not all hazardous. materials. are currently. classified. as RSSM, a need exists to 
1.3 assess the potential for these. materials. to be exploited in the. physical state in which 

they are commonly transported. 

Ammonium Nitrate Detonability Study 

Existing training standards do not adequately address the knowledge, skills, and 
2.1 abilities required to ensure frontline railroad employees are prepared to meet current 

and emerging security threats. 

Strategic Objectives 
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2.2 

TSA draft rulemaking for frontllne rai l employee training standards 

Freight Rail Security Grant Program 

Security planning requirements found in 49 CFR 172.802 provide a framework for 
vulnerabi lity assessments and security plans. These requirements focus on the 
security of hazardous materials t ransportation rather than on the security of the 
network as a whole. 

Develop and issue rulemaking for Freight Rail Security Plans 

Develop Vulnerability Assessment Completion rulemaking 

Corporate Security Reviews (CSR) 

There is currently a divergence of opinions on what constitutes CIKR within the 
2.3 freight rail network. This variance In rating criteria has resulted In inconsistent deter

minations leading to a multitude of CIKR. 

Integrate and establish standard. critical infrastructure evaluation criteria 

Comprehensive Reviews 

Rail Corridor Assessments 

Currently there is not a national coordinated system for. tracking and. locating rail cars 
3.1 loaded. with TIH materials. Without timely knowledge of the RSSM cars In and near 

HTUAs, emergency response and security protections may be delayed. 

Freight Rall Security Grant Programs to promote equipping TIH tank cars with GPS 
tracking systems 

Reporting of location and shipping information (49 CFR 1580.103) 

In the current state of the profession, there is a knowledge gap pertaining to the 
3.2 operating procedures for the response to intentionally caused releases of TIH 

materials, such as chlorine. 

Develop guidelines for emergency response planning for a catastrophic release of 
toxic materials 
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1. Executive Summary 

Each day, thousands of businesses and millions of people rely on the safe, secure, and efficient movement of commodities 
through the transportation system. Manmade or natural disruptions to this critical system could result in significant harm 

to the social and economic well-being of the country. The Nation's pipeline system is a mode of transportation with unique 
infrastructure security characteristics and requirements. 

As required by. Executive Order 13416,
1 

the Pipeline Modal Annex implem ents. the Transportation Systems Sector-Specific Plan 

(SSP) and was developed to ensure the security and resiliency of the pipeline mode. 

The vision of this plan is to ensure that the pipeline mode is secure, resilient, and able to quickly detect physical and cyber. 

intrusions or attacks, mitigate the adverse consequences of an incident, and quickly restore pipeline service. A robust nation
wide pipeline security program will institll public confidence in the reliability of the Nation's critical energy infrastructure, 

enhance public safety, and ensure the continued functioning of other critical infrastructure sectors that depend on secure and 

reliable supplies of products for consumption. 

The SSP and the Pipeline Modal Annex were developed, reviewed, and updated using both the Transportation Systems Sector 

and the Energy Sector Government Coordinating Council (GCC) and Sector Coordinating Council (SCC) frameworks. The draft 

plans were distributed to the pipeline industry via the GCC and SCC memberships for another level of review and input before 

finalizing the documents. 

The Transportation Security Administration (TSA) Pipeline Security Division will work with its. security. partners in both the 
Transportation Systems and Energy Sectors to update the Transportation Systems SSP and Pipeline Modal Annex regularly, as 

called for in the National Infrastructure Protection Plan (NIPP) and Executive Order 13416. The updating process is a responsi

bility shared with pipeline partners collaboratively through the GCC/SCC/Critical Infrastructure Partnership Advisory Council 

(CIPAC) framework. 

The core of the plan is the TSA pipeline system relative risk assessment and prioritization methodology. This methodology 

provides a logical prioritization process to systematically list, analyze, and sort pipeline systems. By prioritization, security 

resources can be effectively used to manage risk mitigation in order to protect critical pipelines from threats. The methodology 

is based on the Transportation Systems. Sector Risk Management. Framework methodology, which is, in turn, based on the risk 

management framework presented in the NIPP. 

1 S1rt11g1hcnina SurfoceTronsporwrion Stcuri1y. December 5, 2006. 
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With a view toward this future-state, the SSP and this Pipeline Modal Annex specifically focus on how the Pipeline Security 

Division within the Transportation Systems Sector will continue to enhance the security of its critical infrastructure and key 

resources (CIKR). 

The Pipeline Security programs developed to protect the Nation's pipeline system(s) are key to making the nation safer, more 

secure, and more resilient in the face of all hazards. 
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2. Pipeline Overview 

2.1 Pipeline Mode Description 

The Nation's pipeline system is a mode of transportation with unique infrastructure security characteristics and requirements. 
Vast networks of pipelines traverse hundreds of thousands of miles to transport nearly all of the natural gas and about 65. per

cent of hazardous liquids, including crude and refined petroleum products, consumed within the United States. Pipelines are 

an efficient and fundamentally safe means of transportation. However, pipelines also transport hydrocarbons that can poten

tially cause deaths and injuries to the general public, and/or inflict damage to the environment. Most pipeli nes are privately 

owned and operated, and with rare exceptions, are buried underground. The pipeline industry's current security posture 

is based on voluntary guidelines that were developed, issued, and implemented through a collaborative effort between the 

Federal government and industry associations. 

2.2 Assets, Systems and Networks 

The following are the main types of pipelines:
2 

1 .. Natural Gas. Transmission and Storage. These lines are mosrly interstate,. transporting natural gas over 320,500 miles of 

pipelines from sources to communities, operated by more than 700 operators. More than 400 natural gas storage facilities 
are in the United States. 

2. Hazardous Liquid Pipelines and Tanks. These pipelines predominately consist of interstate pipelines transporting crude 

oil to refineries and refined petroleum products (e.g., fuels) to marketing terminals and airports; they carry diesel fuel, 
gasoline, jec fuel, anhydrous ammonia, and carbon dioxide to produce terminals and airports. Nationwide, there are about 

168,900 miles of chese pipelines in operation, operated by more than 200 operators. 

3. Natural Gas Distribution. These are typically local distribution company pipelines, mostly intrastate, that transport natu
ral gas from transmission pipelines to residentfal, commercial, and industrial customers. Included in this segment of the 

industry are the local distribution companies, i.e., natural gas utilities. More than 1,300 operators operate approximately 2.2 

million miles of natural gas distribution pipelines nationwide. 

4. Liquefied Natural Gas (LNG) Processing and Storage Facilities. More than 109 facilities nationwide either directly receive 

LNG from tanks, ships, or trucks, or receive natural gas via pipeline for processing (liquefying) into LNG and then store it 

on site in specialized tanks. When needed, LNG is vaporized for injection into natural gas pipeline systems. 

2 The foUowing sources were used for information ill this section: DOT Bureau ofTran.sportation Statistics; DOT Office of Pipeline Safety: Association of Oil Pipelines; 
American Ga' A'sociation: American Puhlic Gas Association: and Interstate Natural Gas A'sociation of America. 
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Figure F2-l shows the structure of oil and gas pipeline system movement rn market. 

Figure F2-1: Oil and Gas Movement to Market 
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The pipeline system is a vital part of the U.S. transportation and energy supply. with connections to other critical infrastructure 
such as airports and power plants. Since the attacks of September 11, 2001, numerous federal warnings have been issued specif

ically mentioning pipelines. as terrorist targets. Many pipelines carry volatile and flammable materials that have the potential to. 

cause serious injury to the public and the environment. The pipeline system is uniquely vulnerable to terrorist atlacks. because 

of the products transported, and because pipeline net works are widely dispersed across bmh remote and urban portions of the 

country. A pipeline facility could be vandalized or attacked with explosive devices, resulting in flow disrupti.on or the release of 

its contents. 

Pipelines are also susceptible to cyber attacks on their computer control systems. Cyber threats could result from the acts of a 
terrorist-hacker, or a rogue employee with computer access. The latter threat requires that specific attention be given to person

nel security credentials and access protocols, as well as general cybersecurity protocols. Additionally. attacks on other infra

structure such as regional electricity grids and commw1ication netvvorks could cause a serious disruption in pipeline opera

tions, posing risks for all sectors serviced by pipelines, including the military and major commercial installations. 
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It is impossible to uniformly protect the pipeline system. While it is difficult to predict what method of attack may be utilized, 
the risks can be calculated in terms of threat, vulnerability, and consequence, and measUies can be taken LO safeguard the 

pipeline system. 

American oil pipelines carry over 75 percent of Lhe Nation's crude oil and 60 percenr of its refined petroleum products.
3 

A 

majority of the Nation's natural gas moves from well to market via pipeline. In addition to oil and natural gas transmission, 

pipelines are used to transport manufacturing chemicals such as anhydrous ammonia. a critical fertilizer for the American 

farming industry and feedstock for the. chemical industry. 

Pipeline disruptions can have effects that ripple through the economy, and at the most extreme. can impact public health and 

national security. Minor disruptions may result in increased prices of gasoline, diesel foel, home heating oil,. and natural gas .. 
More prolonged disruptions could manifest themselves. as widespread energy shortages and the. inability to produce products. 

such as plastics, pharmaceuticals. and ma.ny chemicals that rely on oil and natural gas as manufacturing feedstock. In the case 

of an extreme disruption of pipelines, American transportation and manufacturing could be halted, homes could go cold for 

lack of natural gas or heating oil, and energy for vital defense use may begin to limit American defense capabilities. 

2.4 Sector Partners and Information-Sharing Mechanisms 

Each of the transportation modes is required to have a GCC. A Pipeline Working Group has been established to address pipeline 

issues within the Energy Sector GCC. To avoid duplication and eliminate the. need for multiple meetings with the. same security 

partners, the Energy Sector GCC Pipeline Working Group also acts as the Pipeline GCC for the Transportation Systems 

Sector GCC. 

The. Oil and Natural Gas (ONG). SCC has also established a Pipeline Working Group to. address pipelines issues .. The. ONG SCC 
Pipeline Working Group also acts as the Pipeline SCC for the Transportation Systems SCC. 

The. TSA Pipeline Security. Division has been a member of the Energy Sector GCC since. its inception, and the Department of 
Energy (DOE) is a member of the Transportation Systems Sector GCC as well. More details on the Energy Sector GCC and ONG 

SCC can be found in the Energy SSP. 

2.4.1 Federal Agencies Responsible for Pipelines 

Under the NIPP, TSA is assigned as a Sector-Specific Agency (SSA) for the Transportation Systems Sector, including the pipe-

line systems mode. The United States Coast Guard is the SSA for the Transportation Systems Sector maritime mode. SSAs are 

responsible for coordinating infrastructure protecLion activities within the critical infrastructure sectors. DOE ls Lhe SSA for 

the Energy Sector and therefore works closely w ith TSA on pipeline security issues, programs, and activities. The Department 

of Transportation (DOT) is responsible for administering a national program of safety in natural gas and hazardous liquid 

pipeline transportation, and TSA and DOT collaborate on matters. relating to transportation security and transportation infra

strucmre protection. The Department ofJustice through the Federal Bureau oflnvestigation (FBI) is responsible for investigating 
and prosecuting actual or attempted attacks on, sabotage of, or disruptions of critical infrastructure in collaboration with the 

Department of Homeland Security (DHS). 

2.4.2 Information Sharing 

A number of methods have been employed and will continue Lo be used to foster good communication and information shar

ing within the pipeline mode. 

3 Bureau ofTransponalion S1a1is1ics (BTS), "Narionol 'll'anspona1ion S1a11s1ics," February 2008. 
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GCC/SCC/CIPAC Framework 

The GCC/SCC/ClPAC framework has been and will continue to be used to facilitate discussion and information sharing among 

pipeline security partners. 

TSA Pipeline Security Stakeholder Conference Calls 

Since March 2006, the TSA Pipeline Security Division has conducted regular conference calls with pipeline security partners. 

These conference calls are used to share pipeline security information and educate security partners on many of the programs. 

activities, and initiatives within the pipeline mode or within the Transportation Systems Sector. These conference calls also 

provide pipeline security partners with the opportunity to ask questions and bring up other important issues for discussion. 
Ad-hoc stakeholder conference calls can be conducted on short notice as the need arises. 

Trade Associations 

As appropriate, information is also disseminated through five major trade associations with strong ties to the pipeline industry: 

• American Petroleum Institute (API), 

• Association of Oil Pipe Lines (AOPL), 

• American Public Gas Association (APGA), 

• Interstate Natural Gas Association of America (INGAA), and 

• American Gas Association (AGA). 

These associations can quickly pass information to their member companies, as demonstrated by the numerous information

sharing sessions through conference calls they have conducted with their respective security committees over the past 

eight years. 

Homeland Security Information Network 

The Homeland Security Information Network (HSIN) is an Internet-based communications system DHS established to facilitate 

exchanging information between DHS and other government, private sector, and non-governmemal organizations involved 

in cmuuencrrorism and incidcm managemem activities. In May 2006, the ONG SCC signed a Memorandum of Understanding 

(MOU) with DHS to establish the ONG HSIN. The TSA Pipeline Security Division communications and information-sharing 

activities have been incorporated into the ONG HSIN system. There is a link to the TSA Transportation Security Information 

Sharing and Analysis Center (TS-ISAC) on the ONG HSIN system. Pipeline information can also be found 011 the 
TS-ISAC network. 

TSA Transportation Suspicious Incident Report 

TSA's Office of Intelligence disseminates the Transportation Suspicious Incident Report (TSIR), a weekly unclassified report on 

all suspicious activity related to transportation. The TSIR includes incident reporting, analyses, images, and graphics on trans

portation security activities. In addition, select articles focus on security technologies, terrorism, and the challenges of secur

ing the Nation's transportation modes. TSA's Pipeline Security Division shares this weekly report with all interested pipeline 

security partners in an effort to maintain government transparency and to enhance and improve incident communication 

and sharing. 

Federal Energy Regulatory Commission Pipeline Engineering Data and Damage Reporting 

The Federal Energy Regulatory Commission (FERC) has taken steps to provide relevant engineering data that it receives from 
jurisdictional interstate pipelines in the context of facility siting and permitting to the DOE. In June 2006, the FERC also revised 

its regulations to require jurisdictional pipelines to report major damage to pipeline systems that result from major disasters, 

whether they are natural (such as a hurricane) or manmade (such as a terrorist attack). This revision was made, in part, to 

enhance its ability to provide relevant information to GCC and SCC activities. 
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3. Implementation Plan 

3.1 Goals, Objectives, and Programs/ Projects/ Activities 

Four overarching. Transportation Systems. Sector goals. and 17 supporting objectives are consistent with the goals outlined in the 

President's homeland securiry agenda, DHS priorities, and rhe starutory imperatives for protecting the rransporration system and 
improving resiliency of its critical infrastructure and networks (chapter 1, section 1.3 of the Transportation Systems SSP). The 

Pipeline Modal Annex outlines three objectives that aim to achieve the sector goals within the pipeline transportation domain. 

Each pipeline modal objective is achieved by a combination of one or more of seven underlying modal strategies. Each of these 

seven modal strategies is, in turn, supported by programs, projects, and activities. These programs, projects , and activities are 

the result of the combined contributions of the TSA Pipeline. Security Division and other Federal, State, local, and private sector 

partners and reflect the significant efforts of all pipeline stakeholders to secure our Nation's pipeline sysrems. 

Figure F3-1 shows the relationships between all goals, objectives, programs, projects, and activities. The sector goals and objec
tives are supported by the modal objectives; the modal objectives are supporred by the strategies, and so on. 

Figure F3-1 :. Goals, Objectives, and Strategies Alignment 

Pipeline Programs, 
Transportation 

Pipeline Modal 
Pipeline Modal Proj ects, Activit ies, 

Sector Goals r-+- Objectives - Supporting - Guide lines 
and Objectives St rategies (TSA, DOE, DOT, 

Private Sector) 

The following subsections define the sector goals and objectives, the modal objectives, their supporting strategies, and the pro

grams, p rojects, and activities. The tables at the end of section 3 provide a specific, detailed description of each modal objective; 
the strategies, programs, projects, and activities that support it; and the sector goals to. which it aligns. 

3.1.1 Transportation Systems Sector Goals 

The following are the Tra.nsportation Systems Sector's overarching goals: 

Goal 1: Prevent and deter acts of terror ism using, or against, the transportation system. 

Goal 2: Enhance the all-hazard preparedness and resilience of the global transportation system to safeguard U.S. national 

interests. 
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Goal 3: Improve the effective use ofresources for transportation security. 

Goal 4: Improve sector situational awareness, understanding, and collaboration. 

3.1.2 Pipeline Modal Objectives 

The three objectives for the Pipeline Modal Am1ex are as follows: 

I. Reduce level of risk through analysis and implementation of security programs that enhance deterrence and mitigate 

critical infrastructure vulnerabilities against threats and natural hazards. 

2. Increase the level ofresiliency and robustness of pipeline systems and operations through collaborative implementation 
of measures t.haL increase response preparedness capabilities and minimize effects caused by attack from threats or natural 

hazards. 

3. Increase the level of domain awareness, information sharing, response planning. and coordination through enhanced 

training, network building, and efficient research and development application. 

While no specific objective is directed at achieving "cost-effective use of resources," where possible each strategy involves 

maximizing efficient employment of available resources and minimizing duplicaLion of effort. The sector objectives will 
thereby be supported through the conscious efforts of all stakeholders to make evaluations of cost versus risk and to maximize 

the use of al ready available resources. 

3 .1.3 Pipeline Modal Supporting Strategies 

Each modal objective is achieved through a combination of strategies. Each strategy is directly supported by a combination of 

programs, projects, or activities. These strategies are further described bere. The programs, projects, and activities are listed 
below, along with a brief description and the function and corresponding strategies they support. The following are the modal 

strategies: 

I. Promote the implementation oflayered threat deterrence and vulnerability mitigation programs in pipeline systems and 

critical infrastructure, considering rislk analysis and making efficient use of existing resources and minimizing duplication 

of effort. 

2. Develop and perform collaborative risk analysis processes from which mitigation measures and plans are determined using 

available resources with maximum efficiency. 

3. Use collaborative plan develqpment and drill/exercise participation to enhance response, restoration, and recovery capabili

ties while maximizing efficient use of existing resources and minimizing duplication of effort. 

4. Promote pipeline system resiliency and contingency capability enhancement measures that increase pipeline system robust

ness and resiliency while maximizing effi.cienL use of resources and minimizing duplication of effort. 

5. Conduct security-related training that enhances domain awareness of deterrence and mitigation measures, increases knowl

edge of response and restores capabilities, and clarifies the roles and. responsibilities of all stakeholders within the pipeline 

domain. 

6. Conduct network enhancement and information-sharing activities that promote domain awareness, collaborative planning, 

and the definition of roles and responsibilities for pipeline security partners. 

7. Conduct research and development and other activities that build domain awareness in all facets of risk mitigation and 

resibency enhancement through coordinated and efficient use of assets. 
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3.2 Strategic Risk 

This section explains how the pipeline mode participates in data collection for risk assessment. 

The TSA Pipeline Security Division gathers data by conducting pipeline Corporate Security Reviews (CSRs) and Critical Facility 

Inspections (CFis) in cooperation with sector security partners to further evaluate and categorize pipeline systems. 

The CSR program has gathered excellent pipeline system data since its conception in 2003. The CSR program is an on-site 

security review process with pipeline companies that is used to help establish working relationships with key security represen

tatives. CSRs give ISA an understanding of the pipeline operator's security plan and its implementation. The CSR process uses 

a standard protocol to capture data on pipeline systems,. which can be evaluated both guantitatively and qualitatively to further 

prioritize critical pipeline systems. 

During the CSR process, potentially critical assets are examined and catalogued based on their importance to the pipeline 

systems. Assets are idemified and a link bet ween the asset and the critical pipeline system is then docwnemed. Critical assets 

include pipeline components, such as the following: 

• Pipeline interconnections 

• Hubs or market centers 

• Metering stations 

• Pump stations 

• Compressor stations, terminals 

• Operation control facilities 

• Pipeline bridge crossings 

• Critical aboveground piping 

• Storage facilities 

On August 3, 2007, President Bush signed The Implementing Recommendations of the 9/ J J Commission Act of 2007, P.L. 

110-53 (2007) (9/11 Act). Section 1557 of the law requires TSA, along with DOT, to develop and implement a plan for inspect

ing the critical facilities of the JOO most critical pipeline systems. The Pipeline Security Division began inspecting the critical 

facilities in November 2008 and the results of these inspections are used in the data collection process. 

3 .3 Operational Risk 

This section explains the pipeline risk assessment method that the TSA Pipeline Security Division utilizes. 

In practical terms, a risk-based approach to securiLy is recognizing that there arc too many risk scenarios to protect all assets/ 

pipeline/systems equaJly, so priorities must be established and security resources allocated accordingly. A more theoretical 

description of risk is that it is a function of likelihood (mathematicalJy expressed as a probability) and consequences (in terms 

of impact to people or facilities, financial loss, operational disruption, etc.). Likelihood can be further broken down into threat 

(an adversary's capability and intent) and vulnerability (a target's exposure, susceptibility, survivability). 

Measuring risk is a matter of attempting to quantify the various components of it (see above). Some things are, by nature, 

speculative. For example, one can infer an adversary's intent but not read his or her mind. One must try to measure the various 

parts of risk for which information is available and make some judgment calls where it is not 

Figure F3-2 shows the framework that ·will be used to define risk for the purposes of this approach. 
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Figure F3-2: Risk Definition Framework 
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Adapted from Patrick Gallagher 
Manager, Group Security Intelligence & Risk, Qantas 

The TSA Pipeline Security Division relies on TSA's Office of Intelligence to provide threat assessments based on information 

received from the Intelligence Community: the FBI, Central Intelligence Agency, DHS Office of Intelligence and Analysis, and 

others. 

The TSA Pipeline Security Division uses the results of the CSRs and the CFis, the pipeline's energy throughput, and the threat 

I 
I 
I 
I 
I 
I 
I 
I 

I 
I 

I 

I 
I 

as indicators of the security risk in the pipeline industry measured by the formula R= f (T, V, C). The measurable risk is the 

difference between the desired state and the current state using the Pipeline CSR results (V), the energy throughput (C), and the 

threat (T). 

3.4 Decisionmaking Factors 

This section explains the TSA Pipeline Security Division's methods for identifying pipeline modal priorities utilizing the results 

from the CSRs, the CFis, and other applicable information. 
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The natural gas and hazardous liquids pipeline system infrastructure is substantial, widely dispersed, and mostly privately
owned. While there is a desire to secure all aspects of all critical infrastructure, the total pipeline system cannot be given equal 

oversi.ght, protection, focus, or security resources. Therefore, appropriate resources must be focused where they are needed the 
most. 

A Pipeline System Relative Risk Ranking Tool that provides a logical prioritization process is required to list systematically, 

analyze, and sort pipeline systems and critical pipeline components within those pipeline systems. The TSA Pipeline Security 

Division will implement the prioritization process with input from pipeline operators. and industry trade associations. Through 

prioritization, security resources can be used effectively for risk management to protect critical pipelines from all hazards. 
Pipeline systems will always be ranked and evaluated first before any specific asset or component. The overall guidance for the 

methodology is introduced in chapter 3 of the Transportation Systems SSP. 

Individual pipeline companies conduct security risk analyses on their corporate assets. Reasonable resources should be allocated 

as necessary to ensure an appropriate level of security. During the CSR process, the TSA Pipeline Security Division will verify 

that the company's risk analysis is being conducted and reasonable actions taken. 

In the first step, the TSA Pipeline Security Division will use quantitative methods to sort and provide a rough screening of more 

than 2,200 pipeline systems throughout the United States. Hazardous liquitds, natural gas distribution, and transmission systems 
will be sorted by the total equivalent energy transported, typically converted to therms per year. The higher the throughput in 

therms (Le., energy deli.vered to end users), the higher the pipeline system will be sorted on the list. The logic is that systems 
with higher annual energy shipment are more valuable to. the Nation's energy security.. In this manner,. the total universe of 

pipeline systems will be pared down to a. small finite number for further evaluation in the next steps. Qualitative methods from 

subject mauer experts will also be used where applicable to consider the criticality of certain systems that quantitative methods 

do not adequately address. 

TSA will use the Pipeline System Relative Risk Ranking Tool to rank the most critical systems and assets according to the great
est importance to energy supplies and risk, in threat, vulnerability, and consequences. The list will be sorted using proven qual

itative and quantitative methods. A subject matter ranking factor (percentage adding to I 00 percent) will weigh the in1portance 

on the highest areas of concern. 

Using the methodology described above, the algorithm will generate a unit-less relative risk score. The higher the score, the 

higher the pipeline will be in the relative risk ranking. The algorithm will factor in countermeasures as a negative number, 

reducing the risk score. With periodic reevaluation, the ranking will probably change over time. In addition, subject matter 

experts will use their knowledge to verify the algorithm's results. 

3.5 Risk Mitigation Pipeline Activities, Programs, and Projects 

The tables in sections 3.5.l, 3.5.2, and 3.5.3 present the programs, projects, and activities (either already undertaken or 

planned) that promote prevention, deterrence, preparedness, system resiliency, and information for physical, human, and cyber 

threats within the pipeline system domain. Moreover, many programs strengthen partnerships and build security networks 
that extend internationally as well. These sections are divided into TSA-led efforts, efforts led by other Federal agencies or 

departments, and pipeline industry initiatives. The tables list the programs, provide a brief description of each, list the partici

pating organizations, and note the pipeline modal strategies each program supports. 

3.5.1 TSA-Led Programs, Projects, and Activities 

The TSA Pipeline Security Division has numerous programs. projects, and activities designed to increase the security of the 

Nation's pipeline systems .. The cornerstones of these programs. are the Pipeline System Relaci.ve Risk Ranking and Prioritization 
Tool and che Pipeline CSR programs. 
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Prog ram/ Project/ 

Activity 

Pipeline System 
Relative Risk Tool 

Pipeline CSR Program 

Pipeline CFI Program 

Revision of the 
Pipeline Security 
Gulde I Ines 

Pipeline Security 
Incident and Recovery 
Protocol Plan 

TIH Materials 
Transmitted in 
Pipelines 

Pipeline Cross-
Border Vulnerability 
Assessment Program 
(International) 

326 

Description 

This program and associated activities compile statistical 
data from CSRs, CFls, and other data sources on pipeline 
systems to perform a relative risk ranking. 

Since 2003, TSA has been conducting CSRs, an on-site 
security review, with pipeline companies to help establish 
working relationships with key security representatives in 
the pipeline industry as well as provide TSA with a general 
understanding of a pipeline operator's security planning 
and implementation. 

On August 3, 2007,. President Bush signed the 9/11 Act. 
Section 1557 of the law requires TSA, along with DOT, to 
develop and implement a plan for inspecting the critical 
facilities of the 100 most critical pipeline systems. The 
Pipeline Security Division began inspecting the critical 
facilities In November 2008. 

In 2002, DOT's Office of Pipeline Safety Issued pipeline 
security guidelines to improve the security posture of the 
pipeline industry. TSA has widely accepted these guidelines 
and conducts CSRs of pipeline operators based on these 
guidelines. After the DOT guidelines were published, TSA 
was designated in the NIPP as the SSA responsible for 
pipeline security. As such, the responsibility for revising 
the guidelines lies with TSA. TSA Is in the final process of 
updating those guidelines, with input from government and 
Industry partners. 

In the 9/11 Act, Section 1558 tasked the Secretary of 
Homeland Security (TSA) and the Secretary of the DOT 
Pipeline Hazardous Materials Safety Administration 
(PHMSA) to develop a Pipeline Security and Incident 
Recovery Plan and to submit that plan to Congress. The 
Pipeline Security Division, In collaboration with PHMSA, 
government and industry partners has completed the plan. 

In addition to oil and natural gas, pipelines are also used 
to transmit hazardous materials. This program will address 
the potential risks. associated to the transport of these 
materials. 

The pipeline cross-border vulnerability assessments are 
in support of the Smart Border Accord and the Security 
and Prosperity Partnership Agreement. Assessment teams 
of Canadian and U.S. subject matter experts in pipeline 
operations, control systems, infrastructure interdepen-
dencles,. and assault planning visit critical cross-border 
pipeline infrastructure, identify security gaps, and 
recommend protective measures to mitigate those gaps. 

II 

" 

Participants 

TSA, Industry 

TSA, Industry 

TSA, Industry 

TSA, Other 
Government 
Agencies, Industry 

TSA, Other 
Government 
Agencies, Industry 

TSA, Government 
Partners, Industry 

TSA, Natural 
Resources Canada 

Pipeline 

Strategies 

Supported 

2, 7 

1,6 

1,6 

1,2,3,4,5,6 

1,2,3,4,5,6 

1,3,5,7 

1,2,5 
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Prog ram/ Project/ 

Activity 

International Pipeline 
Security Forum 

Plpellne Exercises, 
The lntermodal 
Security Training 
Exercise Program 
(I-STEP) 

Training Materials 

TSA Pipeline 
Security Stakeholder 
Conference Calls 

Transportation 
Systems GCC, Energy 
GCC and CIPAC Joint 
Sector Committee 

Pipeline Security 
Smart Practices 

Homeland Security 
Information Network 
(HSIN) 

Homeland Security 
Advisory System 
(HSAS) 

DOT, DOE, 
OHS Incident 
Drill Programs/ 
Sponsor-ship and 
Participation 
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Description 

International forum for U.S. and Canadian Governments 
and industry pipeline officials to discuss security issues 
and topics. 

The I-STEP program promoting security partner awareness 
and Involvement, encourages security partner participation 
in program development, ensures program alignment with 
national standards and requirements, conducts exercises 
relevant to security. partners' chal lenges and. risks and 
refines the. program through evaluation and continuous 
improvement. 

Informational CDs about pipeline security issues and 
improvised explosive devices (IED). 

Periodic information-sharing teleconference calls between 
TSA, other government agencies, and industry security 
partners. 

Government security partners participate in GCCs and 
CIPAC to coordinate interagency and cross-jurisdictional 
implementation of. security for critical infrastructure. 

Document to assist hazardous liquid and natural 
gas pipeline industries in their security planning and 
implementation. 

Internet-based communications system and. information-
sharing tool providing security information, threat intel-
ligence, indications, and warnings. 

Information-sharing program that makes government, the 
private sector, and the public more vigilant when credible 
threat is Identified. 

Tabletop and fie ld exercise facilitation. 

I 

II 

II 

Participants 

TSA, Natural 
Resources Canada, 
Government 
Agencies, Industry 

TSA, Government 
Partners, Industry 

TSA 

TSA, Other 
Government 
Agencies, Industry 

TSA, DOE, 
Government 
Agencies, Industry 

TSA, Industry 

OHS, TSA, DOE, 
Industry 

DHS 

DOT, DOE, OHS, 
PHMSA 

Pipeline 

Strategies 

Supported 

5,6 

1,2,3,4,5,6 ,7 

1,2,6 

6 

6 

1,4 

6 

1,6 

3,4 
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3.5.3 Pipeline Industry-Led Programs, Projects, and Activities 

The pipeline industry has been effective in its prevention, deterrence, preparedness, system resiliency, and information-sharing 

efforts. The following examples are a small sample of the i.ndustry's. programs,. projects, and activities that support the pipeline 

modal o bjectives. 

Program/ Project/ 

Activity 

ONG/Pipeline sec 
and CIPAC Joint Sector 
Committee 

Pipeline Company
Based Drill/Exercise 
Initiatives and 
Participation 

Pipeline Company
Based Training 
Initiatives 

APl/NPRA Sec 
Vulnerablllty 
Assessment f 
the Petroleum 
Petrochemica 
Industries 

urity 

or 
and 

I 

d AGA 
API Security 
Committee an 
Security Comm 
Sponsored Tra 
and Workshop 

ittee-
ining 
s 

any 
ctive 
e 

Pipeline Comp 
Security Prote 
and Deterrenc 
Measures 
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II 

Description 

Private-sector companies participate In the SCC and 
CIPAC to engage with industry and government security 
partners in critical Infrastructure protection discussions 
and activities. 

Private-sector companies participate in drills/exercises 
related to infrastructure security at all levels (Federal, 
State, regional, local, and corporate); companies have 
engaged in tabletop and on-site simulated exercises. 

Training initiat ives include corporate and field tra ining and 
usually Include response measures t ied to the OHS Threat 
Advisory System; tools include briefings, manuals, CDs, 
and computer-based training. 

Provides practical knowledge for performing security 
vulnerability assessments In multiple petroleum and 
petrochemical-related industries. 

Workshops/forums and training for gas and liquid 
petroleum industry. 

Pipeline operators enhance protective and deterrence 
measures In accordance with Pipeline Security Circular 
2002. 

II 

II 

II 

II 

II 

Participants 

Industry, 
Government 
Agencies 

Pipeline Companies 

Pipeline. Companies 

API, NPRA 

API 

Pipeline. Companies 

Pipeline 

Strategies 

Supported 

6 

3 

5 

2 

5,6 

1 
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3.5.4 Industry Smart Practices, Guidelines, Standards, and Programs 

Practices/ 

Guidelines/ 

Standards/ Program 

Security Guidelines; 
Natural Gas Industry, 
Transmission 
and Distribution: 
Assessment 
Guidelines 

Cryptographic 
Protection of 
Supervisory 
Control and Data 
Acquisition (SCADA) 
Communications 

APL Security in the 
Petroleum Industry:. 
Practices Guidelines 

API Pipeline SCADA 
Security Standard (API 
Standard 1164) 

API Information 
Management and 
Technology Program 

3.6 Metrics 

Description 

Provide an approach for vulnerability assessment, crit ical 
facility definit ion, detection/ deterrence methods, response 
and recovery, cybersecurity, and relevant operat ional 
standards. 

Define encrypt ion methods for SCADA systems. 

Recommend security practices for all segments of liquid 
and gas petroleum. 

Provide a model for proactive industry actions to improve 
the security of the Nation's energy infrastructure. 

Provide a comprehensive review and quantitative 
assessment of company security programs. 

Participants 

AGA, INGAA, and 
APGA 

AGA 

API 

API 

API 

Pipeline 

Strategies 

Supported 

1 

1 

2 

1 

2 

To quan tify and establish a pipeline risk reduction metric, the TSA Pipeline Security Division uses the results of the CSRs and 

the CFls, the pipeline's energy throughput, and the threat as indicators of rhe security risk in the pipeline industry measured 

by the formula R= f (T, V, C). The measurable risk is the difference between the desired state and the current state using the 

Pipeline CSR results (V), the energy throughput (C), and (T). 
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4. Security Gaps 

The TSA Pipeline Security Division has conducted CSRs since 2003 and began conducting CFis in 2008. Utilizing the data 
obtained in those programs and other data resources, the following security gaps and risk mitigation activities and programs 

have been developed or are under development. 

I. Cross-border (international) pipelines are becoming increasingly important to the Nation's pipeline industry. Action Item 21 

of the Smart Border Accord requires that the United States and Canada conduct joint assessments on trans-border infrastruc

ture and identify necessary additional protective measures. In the area of pipeline security, TSA has partnered with Natural 

Resources Canada to conduct system assessments. Six pipeline systems have been reviewed by a joint U.S./Canadian team. 

The assessments will continue with Canada. 

2. Security awareness training is inconsistent throughout the pipeline industry. To address this gap, one of the programs and 

objectives of the TSA Pipeline Security Division is the development of training CDs and other training materials. The objec

tive of this project is to assist the pipeline industry in achieving desired levels of security. through increased knowledge of 

effective security measures and heightened awareness of vulnerabilities, potential threats, and targets. 

3. In addition to oil and natural gas, pipelines are also used to transmit TIH materials. These pipelines have proven to be 

potential threats and the products present a serious hazard if released. This program will address the potential risks associ
ated to these pipelines and assist the operators with the development of security programs. 

4. Security drills and exercise programs are also inconsistent throughout the pipeline industry. To address these gaps,. the ISA 

Pipeline Security Program is developing a pipeline security exercise program in coordination with the pipeline industry 

and the TSA I-STEP. The I-STEP program promotes security partner awareness and involvement, encourages sectuity partner 

participation in program development, ensures program alignment with national standards and requirements, conducts 
exercises relevant to security partners' challenges and risks, and refines the program through evaluation and continuous 

improvement. 

Also, the TSA Pipeline Security Program is coordinating with the Visible Intermodal Prevention and Response (VIPR) teams. 

VIPR teams are comprised of a variety of personnel drawn from TSA's Federal Air Marshal Service (FAMS), Transportation 

Security Inspectors, as well as state and local law enforcement (among others). The actual team composition for each VIPR 

operation is determined collectively by the participating organizations as part of the process of developing a deployment 

operations plan. 

VIPRs, when randomly deployed, can serve as a deterrent, providing a highly visible law enforcement presence at critical 

pipeline facilities. VIPR operations can disrupt a potential attacker's planning process and give the impression that a facil

ity is too well-protected to be attacked, forcing an attacker to shift his focus elsewhere. In the case of a specific threat to a 

pipeline facility or system, deploying VIPR teams to protect critical facilities can be a valuable tool to defend key assets. In 

the case of unmanned facilities, VIPR operations can be conducted covertly, in a counter-surveillance effort. Thi.s approach 
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can be particularly useful if there is a specific threat but the authorities do not want to disclose to the attacker that they have 
been discovered. 

5. In 2002, DOT's Office of Pipeline Safety issued pipeline security guidelines to improve the security posture of the pipeline 

industry. TSA has widely accepted these guidelines and conducts CSRs of pipeline operators based on these guidelines. After 
the DOT guidelines were published, TSA was designated in the NIPP as the SSA responsible for pipeline security. TSA, in 

coordination and collaboration with government and industry partners is in the process of updating the guidelines. 

6. The "Pipeline Security Smart Practices" reflect the application of data collected from CSRs conducted since the inception 
of the program in the fall of 2003. A qualitative and quantitative examination of this data, coupled with literature research 

of pipeline security measures, identified smart practices operators can institute to promote an effective security program. 

The practices cover a range of topical security areas,. including risk and vulnerability assessments, security planning, threat 

information, employment screening, facility access controls, physical security, intrusion detection, monitoring systems, 

SCADA and information technology security, awareness training, incident management planning, drills and exercises, and 

cooperation with regional and local partners, such as law enforcement and other pipeline operators. 

7. In recognition of the need to effectively communicate information pertaining to pipeline incidents, and to synchronize a 

response among the relevant federal agencies, DHS/TSA and DOT/PHMSA established the Interagency Threat Coordination 

Committee (ITCC) during the development of the Pipeline. Incident and Recovery. Plan .. The. ITCC is designed to. organize. 
and communicate developing threat information among federal agencies that may have responsibilities during a pipeline 

incident response. The ITCC w ill communicate information at the headquarters level, so the development of Federal action 

plans can be implemented in a coordinated fashion while avoiding overlap or a duplication of effort. The ITCC will also 

work to identify any type of assistance that may be useful to owners/operators and provide subject matter information from 
Federal experts concerning the threat. 
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5. Way Forward 

The TSA Pipeline Security Division will continue to participate in all aforementioned programs, projects, and activities. In 

addition, the TSA Pipeline Security Division plans to address needed improvements and gaps in the following areas to improve 

security awareness. 

In-Depth Pipeline Assessments - TSA pfans to conduct more detailed system and asset assessment programs. Private pipeline 

operators will have the chance to review and provide input to these assessment programs as well. It is also recommended that 

pipeline operators conduct detailed system assessments of their critical pipeline systems. In this advanced assessment, TSA and 

pipeline operators will first assess in greater detail the pipeline systems. The assessment evaluates vulnerabilities and develops 

mitigation options and countermeasures. Vulnerabilities arc the characteristics of a network's. system's. or asset's design. loca

tion, security posture, process, or operation that render it susceptible to destruction, incapacitation, or exploitation by mechani

cal failures. natural hazards. terrorist attacks, or other malicious acts. 

The system assessment will evaluate physical security, operations, and processes in a more detailed way than is possible with 

the currenL CSR program. Pipeline systems will be evaluated based on how many other operators serve their market areas and 

on their operational integrity, redundancy, and resili.ence to attack. The assessment will also examine the impacts of prolonged 

system downtime and the operator's ability to repair and recover from an attack. The economic and environmental conse

quences of a system failure will be projected. An operator's corporate security, continuity of operations, disaster recovery plans, 

and mutual aid arrangements w ill be evaluated in detail. TSA will assess an operator's ability to recover rapidly, based on supply 

chain, material, equipment, and manpower resources. TSA will assess the supplies of the commodities the pipebne transported 

and the availability of alternate sources of supply. the availability of emergency storage, and delivery capabilities. The opera

tor's control processes and control center will be evaluated, as well as cybersecurity for SCADA systems. Communications and 

management control systems and interdependency with other suppliers and utilities will also be evaluated. 

In the future, ISA will assess in greater d etail the pipeline assets. The main types of assessments w ill be facilitated, Federal-led 

assessments and/or owner-operator self-assessm ents. In either case, assessors will evaluate existing security measures, vulner

abilities, consequences, and threats. Currently, no single assessment methodology is universally applicable to all system com

ponents. or assets. A wide variety of tools are currently in use and each varies in assessment approach. As outlined in the NIPP. 

flexibility on the approaches taken is given as long as it conforms to the NIPP's basic criteria. 

Pipeline Security Training - As noted in the Security Gaps section, security awareness training is inconsistent throughout the 

pipeline industry. To address this gap, one of the programs and objectives of the TSA Pipeline Security Division is the develop

ment of training CDs and other training materials. The objective of this project is to assisl the pipeline industry in achieving 

desired levels of security through increased knowledge of effective security measures and heightened awareness of vulner

abilities. potential threats. and targets. TSA has developed a 30-minute trai.ning DVD that is tailored specifically to an audience 
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of pipeline operalors. The training covers topics such as security measures, awareness of vulnerabilities, potential threats, and 
taigeting. A second training CD addresses the IED threat to pipelines. 

Pipeline Transmission of Hazardous Materials - As noted in the Security Gaps section, pipelines are also used to transmit 

TIH maLerials. These pipelines have proven to be potential LhrcaLs as the pIOducLs prescm a serious hazard if released. This pro

gram will address the potential risks associated with these pipelines and assist the operators with the development of security 

programs. Plans are to expand this program in FY 20 I .I with the addition of resources to the Pipeline Security Division. 

Security Drills and Exercises - The TSA Pipeline Security Division is developing a pipeline security exercise program in coor

dination with the pipeline industry, the TSAI-STEP and the TSA VIPR teams. The first exercise was conducted in October 2009 

and the plan is to conduct at least two exercises per year. 

Pipeline Security Guidelines and Regulations -The TSA Pipeline Security Division in coordination and collaboration with 

government and industry partners updated the pipeline security guidelines and planned to issue these guidelines in FY 20 I 0. 

Section 1557 of the 9/ 11 Act notes that, if it is determined that regulations are appropriate to reduce risk and apply appropriate 

mitigation procedures, regulations shall be promulgated and necessary inspection and enforcemem acLions be developed. 

Pipeline Incident Recovery Plan - In the 9/ l I Act, Section 1558 of the Act tasked the Secretary of Homeland Security (TSA) 

and the Secretary of the Department of Transportation (PHMSA) to develop a Pipeline Security and Incident Recovery Plan and 
to submit that plan to Congress. The Pipeline Secmity Division in cooperacion with PHMSA, government and industry partners 

has completed the plan and submilted the plan Lo Congress.'
1 

• A copy of the p lan can be found al hnp:/ / www. tsa.gov/ wlw _we_do/ tsnm/ pipclincs/ rcsourccs.shrm. 
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Appendix 1. Objectives/ Strategies/ 
Programs/ Goals Alignment Table 

Pipeline Modal 

Objectives 

1. Reduce level. 
of risk through 
analysis and 
implementation 
of security 
programs 
t hat enhance 
deterrence and 
mitigate critical 
infrastructure 
vulnerabilities 
against threats 
and natural 
disasters. 

2. Increase the. 
level of resiliency 
and robustness 
of pipeline sys-
terns and opera-
tlons. through 
collaborative 
implementation 
of measures 
that increase 
response 
preparedness 
capabilities and 
minimize effects 
caused by attack 
from threats 
or from natural 
disasters. 
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1. Implement layered threat 
deterrence and vulnerabi l-
ity mitigation programs 

2. Develop and perform 
collaborative risk analysis 
processes 

3. Use collaborative. plan 
development and drill/ 
exercise participation 

4. Promote pipeline system 
resilience and contin-
gency capability enhance-
ment measures 

5. Conduct security-related 
training that enhances 
domain awareness 

Supporting Programs, Projects, SSP Goals Supported 

Activities, Guidelines, etc. 

Pipeline Cross Border Vulnerability 1.. Prevent and deter acts 
Assessment Program of terrorism using, or 

Pipeline Corporate Security Review against, the transporta-

(CSR) Program tion system. 

CFI Program 2. Enhance the all-hazard 

Security Awareness Training CD preparedness and 

Pipeline Security Smart Practices resilience of the global 
transportation system to Pipeline Transmission of TIH 

Materials safeguard U.S. national 
interests. 

3 .. Improve the effective use 
of resources for transpor-

Pipeline Cross-Border Vulnerability tation security. 
Assessment Program 4. Improve sector situational 
Pipeline System Relative Risk Tool awareness, understand-

ing, and collaboration .. 

• Company Based Drill/Exercises 1. Prevent and deter acts 
Participation of terrorism using, or 

• TSA Drills and Exercises against , the transporta-

Pipeline Security Incident and tion system. 

Recovery. Plan 2. Enhance the all-hazard 
preparedness and 

Company Based Drill/Exercises resilience of the global 

Participation transportation system to 

TSA Drills and Exercises safeguard U.S. national 

Pipeline Security Incident and 
interests. 

Recovery Plan 3 .. Improve the effective use 

Pipeline Policy and Planning of resources for transpor-
tation security. 

4. Improve sector situational 

TSA Pipeline. Security. Training awareness, understand-

Programs ing, and collaboration. 
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Pipeline Modal 

Objectives 

3. Increase the 
level of domain 
awareness, 
information
sharing, and. 
response plan
ning and coordi· 
nation through 
enhanced 
training, network 
building, and effi
cient research, 
development 
application. 
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Supporting Strategies 

5. Conduct security-related 
training t hat enhances 
domain awareness 

6. Conduct network enhance· 
ment and information
sharing activities 

7. Conduct research and 
development and ot her 
activities that build 
domain awareness 

Supporting Programs, Projects, 

Activities, Guidelines, etc. 

DOT-sponsored Cont ingency, 
Resiliency, Response, Restore 
Training/Workshops 
TSA Pipeline Security Awareness 
Training CD 

APl/AGA Workshops 

Pipeline Cross Border Vulnerabil ity 
Assessment Program 
CSR Program 

CFI Program 
International Pipeline Security Forum 

Pipeline Policy and Planning 

Security Awareness Training CDs 
Pipeline Security Smart Practices 

TSA Pipeline Security Stakeholder 
Conference Calls 

Pipeline Company-Based Security 
Training Initiatives 

Relative Risk Ranking Tool 

SSP Goals Supported 

1. Prevent and deter acts 
of terrorism using, or 
against, the transporta
tion system. 

2. Enhance the all-hazard 
preparedness and 
resilience of the global 
transportation system to 
safeguard U.S. national 
interests. 

3. Improve the effective use 
of resources for transpor
tation security. 

4. Improve. sector situational 
awareness, understand
ing, and collaboration. 
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