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Central Intelligence Agency

Washington, D.C. 20505

2 February 2015

Reference: F-2015-00307

This is a final response to your 29 October 2014 Freedom of Information Act
(FOIA) request, received in the office of the Information and Privacy Coordinator on
10 November 2014, for a copy of the Executive Summary and Task Force Report,
Task Force on Procedures for the Public Release of Information under FOIA,
Privacy Act, and Other Programs (Blue Ribbon Panel, 30 October 1992.

We conducted a search on behalf of another requester for records on the same or
similar subject of your request. Therefore, we searched our database of previously
released records and enclosed is one document, consisting of 60 pages, which we believe
to be responsive to your request. This document was located and released in connection
with the earlier request. Because you are entitled to the first 100 pages free, there is no
charge for processing your request.

Sincerely,

-

John Giuffrida
Acting Information and Privacy Coordinator
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Task Force on Procedures For The
Public Release of Information Under
FOIA, Privacy Act, and Other Programs

I. Executive Summary

1. 1In response to tasking from the Bxecutive Director to
review CIA's information release programs for comnsistency with
the Director of Central Intelligence's (DCI) openness policy, the
Task Force on Procedures for the Public Release of Information
Under FOIA, Privacy Act, and Other Programs conducted a survey of
the performance of these programs. What it found is a system
that, while doing its best to keep up, is seriously understaffed,
underfunded, and overworked, and essentially leaderless in that
there is no one person empowered to actively oversee the :
coordination and management of the entire system. The followin
are examples of difficulties the system is experiencing:

a. Over the last two years, the number of major
investigations and litigations and their attendant records
review requirements have frequently brought the processing
of routine Preedom of Information Act (POIA), Privacy Act

(PA), and mandatory declassification requests (MDR) to a
bhalt.

b. While the median response time for POIA requests
-dropped dramatically from an estimated 15 months in 1984 to
1.5 months in 1987, it has been on the rise since then and
nearly doubled from 2.8 months in 1950 to 5.2 months in
1991. Over the same period, the volume of incoming requests
increased 63 percent while Agency persomnel time devoted to
processing FOIA/PA/MDR decreased 30 percent.

c. POIA and Privacy Act processing backlogs of as much
as 18 months exist in some Agency components. A few
outstanding cases in process are as old as four years.

2. Sufficient rescurces have not been dedicated to the
Agency's information release programs, in part because of a
widely held perception within CIA that disclosing information to
the public is not part of the Agency's core mission. Additionmal
resources will be requested as discussed below. As a step toward
changing the Agency's culture, however, the DCI should issue an
openness statement, such as the one at Tab 1, that reaffirms
CIA's commitment to full compliance with information disclosure
laws, implements the recommendations of this report, reallocates
regources as required, and directs the cooperation of senior
management. (See Recommendation #1 in para. 20.)

3. The demands on CIA's information release programs will
increase in the foreseeable future. The DCI's openness policy
created a public expectation that CIA will be releasing more

1
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information, and that expectation is not likely to diminish.

(CIA will receive an estimated 24 percent more FOIA, Privacy Act,
and MDR requests than it received last year, and systematic
review of historical records likely will increase in light of
openness policies.) 1In addition, over the past two years, non-
FOIA litigations and investigations affecting the Agency by the
Department of Justice and other law enforcement agencies,
Congressional investigations, and inquiries from the media have
increased in intensity. Examples include BCCI, BNL, Iran-Contra,

JFK assassination files, the Noriega prosecution, and the
*October Surprige.®

4. Major cases such as these point out the critical
need to coordinate records reviews so that key information is not
overlooked and a decision in one program to release information
does not conflict with an effort in another program to withhold
it. They alsoc point out the need to conduct exhaustive records
searches so that the Agency's credibility with Congress, the
courts, and the public is not damaged by having to correct the
record as additional information is found. CIA records systems
have evolved over the years to protect intelligence scurces and
methods, and today are being tasked by non-intelligence bodies to
meet requirements they were not designed tc meet quickly and
completely. The work of our Task Force to improve the search and
review of records under Agency information release programs will
not be totally effective unless CIA's records are better
organized and controlled. Even with a substantial investment in
resources, it will take gseveral years before significant progress
can be realized. The Task Force, therefore, emphasizes the
importance of the work of the Information Services Task Force
that is separately addressing records management issues.

5. There are gteps CIA can take immediately to improve its
information release programs. It should begin by putting someone
in charge of administering all of them. This will facilitate
routine FOIA and Privacy Act processing, reduce bottlenecks and
delays, better coordinate searches and reviews, and improve CIA's
responsiveness toc requesters. Putting somecne in charge is even
more important in complex and time sensitive litigations and
investigations. CIA typically responds to a crisis by forming an
ad hoc task force or working group. When the crisis is over, the
group digbands, and the experience is lost. Frequently, lessons
have to be relearned when the next crisis occurs. More to the
point, this approach by its very nature will always be more
reactive than proactive,

6. Because ad hoc groups are only temporary and are
dedicated to resolving the issue at hand, the best way for CIA to
prepare for future crises is to establish a central information
manager and a more permanent crisis management structure that
will immediately be available when a crisis ariges. Such a
structure will retain institutional memory and, by making use of

2
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previous experience, can put into place a get of constantly-
improving procedures that will not only enable the Agency to

respond to fast-breaking crises, but also to identify potential
crises sufficiently in advance.

7. To this end, there should be a Chief of Information
Release Policy (C/IRP). This senior officer should report
directly to the Executive Director and be assisted by a working
level intra-Agency advisory board of review experts. He or she
will set priorities and deadlines for review responses, ensure
that adequate searches are conducted, and confirm that record
release decisions are correct and consistent. The Task Force
strongly recommends that the Information and Privacy Coordinator,
the Publications Review program, and the Historical Review Group!’

(ERG) report to this senior official. This recommendation is
summarized in Recommendation #2 in para. 21.

8. To improve the responsiveness, timeliness, and
efficiency of CIA's FOIA, Privacy Act, and MDR processing, as
well as its response to investigations and litigations,
processing resources at the Directdrate and component levels

should be augmented. This recommendation is summarized in
Recommendation #3 in para. 22.

. ‘The Director of the Center for the Study of Intelligence
believes that the ERG should not be incorporated urnder C/IRP. EHe
believes that although close coordination between compulscry and
voluntary review programs is clearly in the Agency's interest,
centralizing the two functions under one administrator, as this
Task Force proposes, would create a public impression that the
Agency is retreating from the DCI's commitment to release volumes
of historical records and to insulate the ERG from the FOIA
process for this purpose. Ee also believes that centralizing two
such different programs would inevitably run the risk of
diverting resources from the HRG to the more immediate needs of
the compulsory programs, of subordinating the newly-written
Guidelines for historical review to the guidelines imbedded in
statute for FOIA releases, and of gradually assimilating the BRG
into the adversarial structure of the compulsory programs.

The Task Force did not f£ind these arguments compelling.
Under the DCI's openness policy, all CIA release programs are
expected to conform, to the greatest extent possible, to the
principles embodied in the HRG. The ERG's practical experience
in applying openness principles would be extremely valuable to
the success of CIA's FOIA and other information release programs.
Moreover, as material under ERG review is increasingly the
subject of simultaneous FOIA actions, placing all Agency
information release programs under one administrator promotes

efficiency and ensures the consistent application of the openness
policy.

o
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9. Numerous changes also‘should be made to Sgency FOIA,‘
Privacy Act, and MOUR processing procedures. This recommendation
is summarized in Recommendation #4 in para. 23. These changes

are intended to establish more effective communications between
CIA and the requesters, provide easier public access to the
process, and explain the process in more easily understandable
language. Pinally, to implement Recommendations #2, #3, and #4,

CIA's regulations should be revised. (See Recommendation #5 in
para. 24.)
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Task Force on Procedures For The
Public Release of Information Under
FOIA, Privacy Act, and Other Programs

IXI. Report

A. Tasking and Terms of Reference

10. Pursuant to tasking on 17 June 1992 from the Executive
Director, the Task Force was charged with reviewing "existing
policies and procedures for declassification and public release
of information pursuant to FOIA, Privacy Act, and other gpecified
programs to ensure that all Agency release decisions are :
consistent with the DCI's openness policy,? the Historical Review
Group guidelines," and Executive branch directives on
classification. BAs provided in its terms of reference, the key
issue for the Task Force was to assess how well the current
system works and how it can be improved.

11. This report covers release programs that involve Agency
review of its records, such as the FOIA, the Privacy Act, MDR
provisions of Executive Order 12356, the Historical Review Group
(HRG), the Publications Review Board (PRB), litigation support,
and requests from Congress and the media. It also covers
investigations and other requests for information where senior
Agency management determines that substantial CIA interests are
at stake, such as BCCI, BNL, and Iran-Contra. This report does
not cover routine contacts with the media by the Office of Public
and Agency Information (PAI) or the routine interactions with
Congress by the Office of Congressional Affairs (OCA).

B. Methodology

12. The Task Force began by focusing primarily on the
Agency's FOIA and Privacy Act programs. First, it solicited the
views and comments of knowledgeable outside parties. (See
Appendix.) After receiving briefings analyzing the operation of
these programs from Agency personnel intimately involved with
them, the Task Force compared CIA's procedures with those of

21t is recognized that intelligence sources and methods are
fragile and subject to denial, deception, and other
countermeasures. Openness does not mean the disclosure of
information about intelligence sources and methods or other
privileged information. It does, however, mean that CIA will
attempt to make information available to the public when it can
do so without damage to the interests of the United States.
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other agencies® and developed estimates of the costs of CIA's
processing.

13. It soon became apparent that assessing the performance
of CIA's information release programs involved broader issues
than FOIA and Privacy Act processing. It involved, for example,
examining how the different release programs relate to one
another and how a decision to release information under one
program may affect release decisions under another. It involved
a recognition that quality reviews cannot be conducted without
comprehensive searches, and that issues of search adequacy
require a thorough review of Agency information management
practices that is beyond this Task Force's charter. Finally,
because high priority demands in major cases significantly strain
the Agency's information processing systems, the Task Force
recognized that it needed to address the way CIA handles such
crises. The Task Force wanted to ensure that the goals of

consistency, efficiency, and openness are not lost through poor
crisis management.

C. Major Concerns Expressed During:/Interviews With Outside
.Parties -

14. Three broad areas of concern emerged from the
interviews with outside parties: (a) the length of time it takes
the Agency to process FOIA and Privacy Act requests; (b) the
impersonal manner in which the Agency deals with regquesters when
they make requests (at the present time limited to written
correspondence); and (c) requester dissatisfaction with the
product they finally receive. Specifically, the perceptions of
these people centered on the following topics:

a. Reguesters want to know their place in queue, when
to expect a response, and their fee status.

b. Reqguesters want to know how to focus their requests
to get the information they "really" want.

c. Requesters feel their requests have vanished into a
"black hole® and they want regular contact from the Agency
so that .they know their requests are still being processed.

d. Requesters want to receive information as it is

processed, rather than waiting for the entire request to be
processed.

3Task Force members visited the Defense Intelligence Agency,
the Federal Bureau of Investigation, the Office of the Secretary
of Defense, the Department of State, the Department of Justice,
and the National Security Agency.

6
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e. ReqQuesters want reading rooms where they can browse
through previously released information. They also want
improved access to this information in electronic form,
either to an index or the full-text version.

f. Requesters want processors to conduct minimal
research so that simple requests for information do not get
bogged down in FOIA or Privacy Act queues.

g. Requesters do not fully understand why information
is withheld. They also do not understand the Agency's
GLOMAR policy (that sometimes CIA can neither confirm nor
deny the existence or nonexistence of responsive records);
its "mosaic theory" (why seemingly innocuous pieces of
information may not be released because they would
contribute to a hostile intelligence service's view of the
whole picture); that the CIA Information Act permits CIA not
to search certain files that have been designated as
operational; or that temporary records (categories of
information determined by the National Archives to be
without historical value) may,;be destroyed in accordance

with routine destruction schedules set by the National
Archives.

h. Requesters complain that when receiving previously
released information, CIA does not supply sufficient

information about redacted records or records denied in
full..

D. Major Concerns Expressed Within CIA

15. The Task Force also heard a number of concerns raised
about Agency information release programs from within CIA:

a. Requesters are frequently unreasonable. They make
requests that are poorly focused, overly broad, and taxing
for Agency processors. They do not appreciate the
difficulty some reqguests entail and they expect
unrealistically quick processing.

b. Despite CIA's earnest efforts to be forthcoming and
explain the release process and the reasons for withholding
information, requesters still do not understand that there
are legitimate reasons for Agency actions. They are quick
to ascribe sinister motives where none exist.

c. Requesters unrealistically expect more information
to be released. While not everything CIA does is a secret,
an intelligence agency must at a minimum be able to protect
its sources and methods.

et saedam 8 s nmta e
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d. Reviewers are frequently in an untenable position.
They understand their obligation to release information that
is not classified. But often, even though they find it
extremely difficult to articulate the damage to national
security that reasonably could be expected to result from
disclosure, their instincts, training, and experience lead
them to believe that damage nevertheless could result.

e. Not enough time is available to satisfy all the
demands placed on processors.

f. Not enough resources are being devoted to
information release programs. Until recently, senior Agency
management gave these programs low priority.

g. Disclosure rules are changing in this era of CIA

openness, and reviewers are often unsure how to apply them
in particular circumstances.‘

h. Uncoordinated release determinations sometimes lead
to inconsistent Agency positions on protecting information.

i. External training opportunities in the FOIA and the

Privacy Act are not fully utilized, and internal training is
inadequate.

E. Findings of Fact

16. Finding #1: CIA has not perceived information
disclosure as part of its core mission. Consequently, it has not
been considered a "business area" for budgetary and planning
purposes at the corporate level. Comprehensive improvements to
the processing system traditionally have been a low priority.

17. Finding #2: The information disclosure process has
developed without central guidance.

a. No one is actively in charge of the entire system:

i. The Information and Privacy Coordinator has no
authority to manage the entire system because he is
responsible primarily for only the FOIA, Privacy Act,
and MDR programs.

‘A major step toward implementation of the openness policy
will be the refinement, clarification, and further development of
classification and declassification standards by the Task Force
on Classification Standards.




C00123232 -

i@. Even in these areas, the Coordinator has no
authority to set review priorities and deadlines, to
oversee component seaxch and review efforts, or to make

budgetary or planning decisions in order to allocate
resources most effectively.

iii. Further, while the Information Review
Committee (IRC) has been involved in the administrative
appeal process, it has not provided overall guidance
and management of the Agency's FOIA, Privacy Act, and
MDR programs. The IRC is not involved with other
Agency information release programs. Often,
information disclosure issues--even in significant
cases--are not coordinated at senior levels.

b. Each component has developed its own information
management procedures. For example, there effectively is no
corporate "standard" under which components are required to
log the creation and disposition of records into a document
management system. There is no centralized index of the
Agency's official records. Components tend to think they
own information; there is no concept that they are merely
custodians of information that belongs to the Agency. These
issues are beyond the scope of this Task Force's charter,
but until they are satisfactorily resolved, the Agency will
not have completely effective information release programs.

c. EPEach requesting component applies its own
pricrities to the entire process. Components compete with
each other for processors' attention. Each thinks its own
needs are paramount, and the besieged processors are left to
sort out priorities. There is no "gatekeeper" to keep the

process from being overwhelmed by competing demands for
immediate action.

d. CIA typically responds to major cases by forming ad
ho¢ groups. CIA's continual use of such groups is an
admission that the current organizational structure is not
set up to handle these kinds of issues.

18. Finding #3: Lack of central guidance has had adverse
consequences.

a. Institutional memory has been lost. Because ad hog
crisis management groups disband after the crisis, there is
no central repository for all information release programs
of lessons learned from past experience. Consequently, CIA
either relearns what it once knew or repeats its mistakes.

b. CIA has not been sufficiently proactive im
preparing for future major cases. Because ad hoc crisis
groups by their very nature are reactive and are dedicated

9
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to dealing with the issue at hand, there is no permanent
group that systematically reviews all of CIA's information
release programs and develops procedures to avoid the
mistakes of the past and facilitate the handling of the next
crisis. Valuable time is lost when an ad hoc group must be
formed and then get up to speed in the midst of a crisis.

Cc. Some records searches have been inadequate. Proper
information management, especially a thorough search and
retrieval capability, is absolutely essential to successful
release programs. For an agency whose mission is to collect
and disseminate information, CIA has had great difficulty in
the recent past in responding, under severe pressure, to
some Congressional and law enforcement inquiries with timely
and complete answers. Speed is often of the essence in
litigations and investigations. Nevertheless, the pressure
to respond quickly should not drive CIA toward hasty release
decisions based on inadequate searches and less-than-
thorough coordination. While every record search and review
must be thorough and complete, short deadlines highlight the
need to have reliable information systems. Instead of the
Agency's getting credit for attempting to respond as quickly
as possible and for being forthcoming when it later amends
its previous statements, it is more likely that CIA's
credibility suffers because its search was not adeqguate the
first time. The Task Force is concerned that CIA's movement
toward further decentralization of its records systems
instead of toward greater centralization--although with
proper provision for compartmentation--will further hamper
the Agency's future search capability.

d. Release decisions among different programs have

been uncoordinated, and openness has been inconsistently
applied.

i. CIA has difficulty dealing with fast-breaking
litigation and investigation demands in part because
there is no institutionalized mechanism for
coordinating searches, reviews, and releases. The
Iran-Contra investigation is a good example of the
coordination problems that can arise from dealing with
major issues on an ad hoc basis. Initially, different
parts of the Agency were responding to different
constituencies: Office of General Counsel (OGC) was
dealing with the Independent Counsel, the Inspector
General (IG) with the Tower Commission, and OCA with
Congress. Separate records were being kept, separate
searches were being conducted, and separate indexes
were being created. It took too long for CIA to put
one group in charge and coordinate Agency search and
review efforts. Similar coordination problems exist
today and are fostered by CIA's organizational

10
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structure: no centralized records system, no

centralized review mechanism, and dysfunctional
procedures.

ii. Another example is the Publications Review
Board. While it does not officially release documents
and is only empowered to object to publication of
classified information, PRB release decisions have a
significant effect on other Agency release decisions
and the way evidence is introduced into court (that is,
it is difficult for a prosecutor to argue that certain
evidence is classified if the witness included it in a
book approved by the PRB). Accordingly, PRB decisions
must be closely coordinated with the Agency's
litigation positions, and vice versa. Similar
coordination problems arise with respect to releases by
the Office of Congressional Affairs, the Office of

Public and Agency Information, and the Historical
Review Group.

4

iii. It is very important for CIA release
policies to be consistent. Agency personnel, however,
often are not certain about CIA's openness policy or
standards for reviewing classified information. There
currently is no simple way to quickly ensure that a CIA
response is appropriate in a particular case, and no

“one is in charge of the entire system to ensure that a

consistent and reasoned approach is followed.

iv. In order to improve coordination and
consistent implementation of the DCI's openness policy,
the Task Force considered two options that would
achieve these goals through greater centralization:

(a} The Task Force debated and rejected a
plan that would have created a central staff to
make all initial review determinations, subject to
further review by the components. The
representatives from the Directorate of Operations
opposed the plan because they believed it would
destroy compartmentation. The Directorate of
Intelligence representatives did not believe that
a central staff could make the fully informed
review determinations that analysts make under the
current decentralized system. Representatives
from the DCI area, the Directorate of
Administration, and the Directorate of Science &
Technology did not oppose the plan. The Task
Force ultimately decided that consistency,
efficiency, and openness could be addressed at
this time by applying the less drastic and less

11
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costly organizational changes presented in this
report.

(b} The Task Force also considered and
ultimately determined that the information release
programs should be centrally administered and
include the Publlcatlons Review program and the
Historical Review Group.® Placing the PRB and HRG
into a central staff would encourage the daily
discussions and contacts at the working level that
inevitably occur among personnel in the same staff
and, thereby, facilitate coordination and
consistency among the various information release
programs. The Task Force also noted that much of
the material reviewed under the FOIA is as old or
older than that controlled by the HRG, and there
will be increasing overlap in requests for the
same information. Placing the HRG under a central
management structure would ensure that release
guidelines currently in use by the HRG would be
more consistently applied and enforced in other
information release programs.

The Task Force considered objections to the
inclusion of the HRG in a central staff which were
raised by the Center for the Study of
Intelligence.® The Task Force noted, however,

‘Currently, the Agency's Historical Review Program consists
of the HRG, the History Staff, the History Advisory Board, and
the Historical Review Panel. Only the HRG is transferred to a
new central staff under this proposal.

‘The Center for the Study of Intelligence (CSI) offers the
following dissent: It believes that the HRG should not be
incorporated under the C/IRP. Close coordination between
compulsory and voluntary review is clearly in the Agency's
interest, but centralizing the two functions under one
admlnxstrator, as this Task Force proposes, would create a publlc
impression that the Agency is retreating from the DCI's
commitment, repeated many times, to releasing volumes of
historical records and to insulate the HRG from the FOIA process
for this purpose. The voluntary and autonomous HRG is currently
processing historical documents at the rate of about 200,000
pages a year, many times the recent release rate from the FOIA
process. Centralizing two such different programs under one
C/IRP would inevitably run the risk of diverting resources from
the HRG to the more immediate needs of the compulsory programs,
of subordinating the liberal Guidelines for Historical Review to
the more restrictive, statute-driven guidelines for FOIA
releases, and of gradually assimilating the HRG into the

12
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that the authorities granted to the Chief/HRG were
not being abridged, the current review time-lines
were not being disturbed, and the staffing of the
HRG was not being reduced. Accordingly, the Task
Force was not persuaded that including the HRG
would harm it. To the contrary, the HRG's strong
commitment to openness would make a positive
contribution to the Agency's entire information
release process. Moreover, as material under HRG
review is increasingly the subject of simultaneous
FOIA actions, placing all Agency information
release programs under one administrator promotes
efficiency and ensures the consistent application
of the openness policy. The Task Force concluded
that the Agency is best served if the PRB and HRG
are administratively joined with other CIA
information release programs.

e. Routine FOIA and Privacy Act requests have a low
priority. CIA is not organized to simultaneously and
efficiently process the different types of requests it
receives. For example, very little redundancy is built into
the system, with the result that when a few key people are
preoccupied with important or complex cases, routine FOIA
and Privacy Act processing comes to a halt.

f. Delays and bottlenecks exist in the processing
system at the Information Review Officer (IRO) level and at
the working level in many components.

g. Release of information is delayed. Because no
release is made until all components have finished their
review, information that ultimately can be released is held
hostage until the slowest component responds. There is no

one to direct that all reviews be completed at the same
time.

h. Previous releases are not adegquately recorded.
CIA's current data base for storing and retrieving
previously released information is antiquated and
inadequate. In order to ensure consistency in its release
decisions, CIA needs a new system that is centrally operated
and maintained and that includes all types of releases; the

adversarial structure of the compulsory programs. Under ghe Task
Force proposal, C/IRP would gain control over HRG, which is
working well, but would have only limited control over the FOIA
process, which has had some difficulties.

13
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Task Force endorses the recommendations of the Task Force on
the Management of Officially Released Information.

19. F@nding #4: Although requesters complain about the
length of time it takes CIA to respond to their requests, CIA's
FOIA, Privacy Act, and mandatory declassification median response
time is as good, if not better, than that of some agencies.
Neverthelegss, CIA could make its process more readily accessible
to external requesters. As shown in Figure 1, CIA's median
response time for these programs is as good as that in some
agencies which complete smaller numbers of initial requests.
(CIA's processing statistics for these programs from 1983-92 are
given in Figure 2.) CIA could be more responsive, however, by
routinely working with requesters on the telephone in the
"scoping" process, and by more fully explaining in written format
both the process and the basis for denying information. CIA also

could facilitate public access to previously released
information.

F. Recommendations

it
20. Recommendation #1: Issue a DCI openness statement. To

reaffirm that CIA remains fully committed to complying with
information disclosure laws, consistent with its obligations to
protect intelligence sources and methods, the DCI should
promulgate, both inside and outside the Agency, an openness
"'statement such as that at Tab 1. The statement directs the
reallocation of resources as required and orders the
implementation of the recommendations in this report. The
statement also calls for a review, within 18 months after the
date this report is accepted, to determine how well the Task
Force's recommendations have been implemented and how well the
information release system is working. 1In the discretion of the
DCI, this review may be conducted by CIA's Inspector General or
by managerial elements as appropriate. CIA's commitment to
information disclosure should be reflected in its regulations and
handbooks, and a DCI statement on openness should be reviewed and
reissued periodically. :

21. Recommendation #2: Establish centralized management.
A system of centralized management should be established-to
oversee the Agency's information release programs. This system,
more fully described in Tab 2, should be composed of the
following elements:

a. A Chief of Information Release Policy (C/IRP) under
the Executive Director should be appointed to provide day-
to-day management of all Agency information release
programs. C/IRP should be designated by the DCI as the
Agency official responsible for ensuring the adequacy of
records searches and for Agency withholding and release
decisions. Consequently, C/IRP and his or her staff should

14
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Figure 1

FOIA/Privacy Act/Mandatory Declassification Review:
CY 1951 Statistics for Various Agencies
(ranked by number of initial requests received)

Initial Initial Cases Median

Requests Regquests Carried Response Appeal Litigation
Agency Received Completed To 1992 (days) Rate’ Rate-
DOJ/01P’ €57 741 347 1594 2.0 0.7
NSA - 7735 774 557 N/A 6.2 0.5
DIA& 1,024 1,024 €39 N/a 5.8 1.0
0oSD? 2,906 3,149 1,013 151° 3.5 0.2
CIA 4,563 4,024 2,927 156 3.0 0.4
DOS 5,186 5,026 3,139 440’ 6.0 0.2
FBI* 12.258 12.857 7.987 219 4.5 0.6
Average 3,904 3,942 2,373 225 4.4 0.5

N/A = Statistics not available.

Appeals a2s a percentage of initial reguests completed.

Litigations as a percentage of initial requests completed.

Statistics apply only for unclassified requests for documents in DOJ's
so-called "front offices™ (e.g., the Office of Attorney General, the Office of
the Deputy Attorney General, the Office of the Associate Artorney General, the
Office of Public Affairs, the Office of Legislative Affairs, and the Office of
Policy and Development). Although not reflected in these statistics, DOJ/OIP
ig responsible for deciding all FOIA appeals for all DOJ components and
agencies, some 28, which generally do their own initial processing.

N Generally, bOJfOIP responds to first party requests that result in "no
records” within 30 days.

* These statistics are not for the entire Department of Defense but only
the Offices of the Secretary of Defense and the Joint Chiefs of Staff. There
are an additional 14 separate Department of Defense components that respond
directly to the public regarding information created under their cognizance.

¢ mhis figure reflects Office of the Secretary of Defense's average

response time, not the median response time.

7 This figure reflects Department of State's average response time, not

the median response time.

® rBI's statistics are for fiscal year 1931 and reflect only FOIA/PA
requests processed at FBI headquarters. Mandatory declassification review
processing pursuant to E.O. 12356 was handled by an office other than the
FBI's Freedom of Information-Privacy Acts Section prior to October 1991,
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1983
1984
1985
1986
1987
1988
198¢
1990
1991
1992

CIA FOIA/PA/MDR Workload Statistics:

FOTA/PA/MOR FOYA/PA/MOR FOLA/PA/HDR

Aequests

2466
2800
2604
1094
31324

" 1796

4518
4415
4563
5648 (est)

Requests Appeals
Recelved

2059 55
2991 95
4098 151
3580 158
3045 172
1549 137
4178 129
4008 146
4024 122
5024 (est) 179 (est)

Figure 2

Appeals as

L of Requests

Completed
2.71%
3.21
in
4.9%
5.61
3.8%
i
3.6%
3.0%
1.6% (est)

FOIAZPA
Litigations

24
17
1"
7
13
14
6
13
15
17 {est)

Littgations as
L of Requests
Completed
1.2%
0.6%
0.3L
0.2%
0.4%
0.41
0. 1%
0.3%
0.4%

0.3% (est)

CY 1983-92

FOIA Medlan

-~

15.0 months (est)
9.2 months®

3.2 wonths

1.5 months

2.3 months

3.2 months

2.8 months

5.2 months

———-

*March - Sept. 198%

FOIA Fees
Colleched

$ 8817
$ 4639
$10546
$ 4877
$ 2637
$ 2294
$ 3984
$ 1950
$ 991

-~

FOIA/PA/HDR
Manpowsr

121 man-years
114 man-years
116 man-years
107 man-years
94 man-years
96 man-ysars
94 man-years
87 man-years

80 man-years

-

CECECZTO0D
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have the authority from the DCI to request and to be given
access to any information relevant to an authorized search
requirement. He should ensure that the correct components
are tasked to search for and to review records, set
component search and review priorities, and prepare budgets
and planning proposals for all information release programs.

b. C/IRP should be assisted by an Information Release
Policy Staff (IRPS). (See Figure 3.) In order to more
fully centralize administrative processing and to coordinate
release decisions across programs, this Staff should
incorporate the Information, Privacy, and Classification
Review Division (currently in the Office of Information
Technology in the Directorate of Administration), the staff
of the Publications Review Board (currently in the Office of
Public and Agency Information), and the Historical Review

Group (currently in the Center for the Study of
Intelligence).

c. To ensure the adequacy of records searches, the
IRPS should include a Quality Search Team (QST), composed of
a senior officer on rotation from each of the four
Directorates and the DCI area. It should be a resource for
components to draw upon for help in framing searches when
responding to important, complex, or time-sensitive
requests. It should conduct periodic audits of records
searches, and should process appeals that challenge the
adequacy of FOIA or Privacy Act searches. Finally, it
should recommend search procedures for consideration by more
senjor Agency review boards. It also should recommend
information management policies for consideration by the
Agency's Information Management Officer.

d. To ensure that component reviews consistently
implement the DCI's openness policy, the IRPS should include
a Quality Review Team {QRT). The QRT should be composed of
a senior official on rotation from each of the four
Directorates and the DCI area. The QRT should conduct spot
checks of component review determinations for all release
programs. It also should examine component review
determinations in all important and complex cases and in
appeals. Components that disagree with QRT release
determinations may present the issue to an intra-Agency
advisory board of information review experts, the Agency
Review Group (ARG).

e. C/IRP should chair the ARG, composed of the IROs
from each of the four Directorates and the DCI area, and
representatives from OGC, OCA, PAI, the PRB, and the HRG.
The ARG should assist C/IRP in the development of annual
budgetary and planning proposals for all informat@on release
programs. The ARG also should serve the Information Review

17
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Figure 3

Information Release Policy Staff (IRPS)
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Committee in coordinating the release of Agency records
involved in major media stories, Congressional
investigations, and law enforcement cases.

' f. The IRC (presently composed of the Deputy
Directors) should be chaired by the Executive Director and
be expanded to include the General Counsel, the Director of
Congressional Affairs, and the Director of Public and Agency
Information. C/IRP should be the Executive Secretary to the
IRC. The IRC's functions should be expanded from
responsibility for only the FOIA/PA/MDR programs to include
reviewing and setting policy with respect to all Agency
infgrmation release programs and managing Agency responses
to important or complex cases at a senior level. The
Executive Director should appoint a representative of the
IRC member, from the most relevant component, to coordinate

C}A's response to each important or complex case through
C/IRP.

22. Recommendation #3: Augment Directorate and component
resources. To improve the responstiveness, timeliness, and
efficiency of CIA's FOIA, Privacy Act, and MDR processing, as
well as its response to investigations and litigations, resocurces
at the Directorate and component levels should be augmented as
described in Tab 3. The IROs should devote their full attention
to review matters. Competing duties currently being performed,
such as information management responsibilities, should be
reassigned. Assistant IROs should be appointed so that routine
requests can continue to be processed instead of being regularly
and periodically displaced by major investigations and
litigations. The lines of responsibility should be clarified
below the IRO level through the appointment, in consultation with
the IROs, of genior "component referents" who should have
information requests as their primary duty, whether or not £ull

time. A number of components need additional personnel to reduce
backlogs.

23. Recommendation #4: Institute procedural changes in the
FOIA, Privacy Act, and mandatory declassification programs. A
number of changes to CIA's FOIA, Privacy Act, and MDR processing
procedures should be implemented. The changes are summarized
here and more fully described in Tab 4:

a. The delivery of the product can be improved through
more extensive initial contact with requesters, focusing
requests, instituting more regular follow-up contact with
requesters, releasing information as it becomes approved for
release without waiting to complete all processing, and
providing direct public access to previously released
information through reading rooms.
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b. The quality of the product can be improved by
prov;@zng quick responses to requests that do not need FOIA
or Privacy Act processing (we may be burdening the system by
not doing minimal research where feasible), more fully
explaining withholdings and previously released information,
and ensuring that reviews are done properly the first time

80 that more information is not released upon appeal or in
litigation.

¢. Internal processing can be improved by obtaining
reciprocal agreements with third agencies to expedite the
processing of referred documents and by exploring the use of
technology to conduct electronic redacting.

24. Recommendation #5: Revise Agency regulations. To
implement Recommendations #2, #3, and #4, Agency regulations
should be revised. OGC hag written draft regulations. The draft
regulations should be revised to reflect the system as adopted,

internally coordinated, and submitted to the Executive Director
within 30 days.

L
G. Resource Implications

25. Proceeding on the assumption that the availability of
additional resources is seriously constrained, the Task Force
made recocmmendations that would required additional resources
only where absolutely necessary. As shown in Figure 4, the
initial annual personnel cost of implementing the recommendations
in this report is estimated to be $2.3 million. This would be in
addition to the estimated cost of CIA's current processing system
($§5.2 million). The recommendations entail the addition of 29
Full-Time Positions (FTPs) and part-time hours amounting to 6.4
FTE.' Fourteen FTPs and part-time hours amounting to 0.5 FTE
should be added for the Information Release Policy Staff, three
FTPs and 1.7 FTE at the Directorate IRO level, and 12 FTPs and
4.2 FTE at the component level. - These additional resources would
reduce existing backlogs to a more uniform three to four months
across the Agency; achieving even shorter processing times would
require additional resources. After the backlogs are reduced and
people can be reassigned, personnel costs will drop by an
estimated $0.5 million and by 12 FTPs and part-time hours
amounting to 2 FTE. Costs and personnel recommendations by
Directorate and by component are summarized in Figure 5.

A Full-Time Equivalent (FTE) equates to 2087 work hours in
a year.
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Figure 4

ESTIMATED ANNUAL PERSONNEL COSTS OF RECOMMENDED SYSTEM AT THE CORPORATE, DIRECTORATE, AND COMPONENT LEVELS

NOTE: Personnel costs are hased on lvmanlslla'riis‘paid 1o A.dir{c[mnpléise;iﬁ 992 doltars, and do not include non-salary frings benelits.
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Figure 5
ESTIMATED ANNUAL PERSONNEL COSTS OF RECOMMENDED SYSTEM BY COMPONENT

OO’O‘QO‘OSTm.u' mr‘b.'."'.. 1 ..O.QDOO'.CmE‘ SYMTWQOQ'OQ'QO "o :
| l \
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ok AN flavi 1 $418,500
Management 2 $198,200
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Regraded Positions 1U2.250
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H. Conclusion

26. The recommendations in this report will considerably
improve the efficiency, timeliness, quality, and responsiveness
of CIA's information release programs. Augmenting Directorate
and component resources will eliminate a number of existing
delays and bottlenecks. In addition, establishing a centralized
management structure will improve the review of the adequacy of
component records searches and achieve better coordination of
release decisions across components and between the various
information programs. This, in turn, will facilitate the
handling of important and complex cases and improve CIA's ability
to respond in a more timely and complete manner to significant
Congressional, law enforcement, and media requests.

I. Requests for Approval

27. Recommendation #1. The DCI should issue an openness
statement such as that at Tab 1. This statement should be
reviewed and reissued periodically. In addition, CIA's
commitment to full compliance with ifformation disclosure laws

should be incorporated into Agency regulations. This
recommendation is

Approved: Disapproved:

28. Recommendation #2, that the system described in
paragraph 21 of this report and further described in Tab 2 should
be established to centrally manage CIA's information release
process, is

Approved: Disapproved:

a. The staff of the Publications Review Board, now in
the Office of Public and Agency Information, should be moved
into the new Information Release Policy Staff.

Approved: Disapproved:

b. The Historical Review Group, now in the Center for
the Study of Intelligence, should be moved into the new
Information Release Policy Staff.

Approved: Disapproved:
29. Recommendation #3, that Directorate and component
resources be augmented as described in paragraph 22 of this
report and further described in Tab 3, is

Approved: Digapproved:
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30. Recommendation #4, that the procedural changes to
CIA's FOIA, Privacy Act, and mandatory declassification
processing described in paragraph 23 of this report and further

described in Tab 4 be made to CIA's information release process,
is

Approved: Disapproved:

31. Recommendation #5, that CIA's regulations be revised,
internally coordinated, and submitted to the Executive Director
for approval within 30 days of the adoption of this report, is

Approved: Disapproved:

24




'C00123232

PCI Opennegs Statement

I have established a policy of greater CIA openness to make
CIA and the intelligence process more visible and understandable
to the American public. This policy stems from my fundamental
belief that CIA should be accountable to the American people,
both directly and through Congress, as an organization comprised
of talented people of integrity who have a critical role in

supporting national security policymakers in a complex and often
dangerous world.

One way CIA is accountable to the American people is through
the information disclosure provisions of various laws, most
notably the Freedom of Information Act (FOIA) and the Privacy
Act. These laws reflect an inherent democratic ideal; in the
words of the Supreme Court: "The basic purpose of [the] FOIA is
to ensure an informed citizenry, vital to the functioning of a
democratic society, needed to check against corruption and to
hold the governors accountable to the governed."

At the same time, however, the goal of achieving an informed
citizenry may sometimes conflict with'other important public
interests, such as protecting the national security. Recognizing
this tension between the need for an open government and the need
to keep certain government information secret, these laws also
permit government agencies to withhold information if it falls
within certain defined categories. The ability to protect
information,.particularly as it concerns intelligence sources and
methods, enables CIA to continue to fulfill its lawful mission.

While mindful of my statutory and other obligations to
protect intelligence sources and methods, I am committed to
fulfilling the letter and spirit of laws favoring the disclosure
of government infcrmation to the extent possible. With this
important disclosure duty in mind, I established the Task Force
on Procedures for the Public Release of Information Under FOIA,
Privacy Act, and Other Programs to study the Agency's public
release programs with a view toward increasing their
responsiveness, efficiency, and consistency. I have reviewed the
Task Force's report and ordered the adoption of its
recommendations. I have directed the deputy directors and the
heads of independent offices to enforce the openness policy and
to identify resources to support this effort. I also have
directed that the Agency's information release programs be
reviewed within 18 months after the adoption of the report to
determine how well the Task Force's recommendations have been
implemented and how well the programs are working.

Robert M. Gates
Director of Central Intelligence
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( Centralized Management Structure

1. A Chief of Information Release Policy (C/IRP) should be
appointed to manage all of the Agency's information release

programs, including requests in the context of investigations and
litigations. C/IRP will:

a. Ensure that the correct components are tasked to

conduct records searches and reviews, and that adeqguate
searches are conducted.

b. Set component review priorities and deadlines for
review responses.

c. Confirm that document release decisions are correct
and consistent.

d. Resolve administrative policy issues.

; .
e. Chair regular meetings of the Agency Review Group

{ARG) to discuss specific cases and to resolve processing
issues.

£. When necessary, request and gain access to

information relevant to an authorized information release
request.

g. Exercise discretion to raise substantive and

procedural issues for resolution by the Information Review
Committee.

h. Report requests of particular importance and/or
complexity to the Executive Director and to the ARG, and
support the representative of the Information Review
Committee ({(IRC) appointed to coordinate CIA's response.

i. Review all file designation recommendations made to
the DCI pursuant to the CIA Information Act and establish

procedures to recommend the removal of files from designated
status.

j. Survey existing Agency systems of records to

determine if they fully comply with the requirements of the
Privacy Act.

k. Work with the ARG to prepare annual budgetary
and planning reports for all information release programs.

1. Oversee the administrative operations of the
Information Release Policy Staff.
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2. C/IRP will report to the Executive Director. He or she

will have a staff (Information Release Policy Staff) comsisting

of:

a. Administrative processors to receive requester
correspondence, to release information, and to maintain the
data base of previously released information.

b. A Legal Advisor.
€. A Publications Review Group.
d. A Historical Review Group.

e. A team to superintend the search process (the
Quality Search Team or QST).

f. A team to superintend the review and release
process (the Quality Review Team or QRT).

i
3. The administrative prqcessing functions of the Staff
will essentially be those currently performed with respect to
FOIA, Privacy Act, and mandatory declassification requests by the
Information, Privacy, and Classification Review Division in the
Directorate of Administration. (In addition to these programs,

" however, the processors also will handle requests from other
Agency components, such as OGC and OCA.) There will be separate
processing queues for infrequent FOIA requesters with simple
requests, infrequent FOIA requesters with complex requests, and
serial FOIA requesters. The Information and Privacy Coordinator
will head the Staff's Customer Services and Processing Gtoup.

4. The Office of General Counsel will assign a Legal
Advisor to the Staff, on rotation in a full-time position
provided by the Staff. The Legal Advisor will provide legal
advice as required to C/IRP, the Staff, and reviewers.
Litigation in these areas will continue to be handled by
0GC/Litigation Division, and the lLegal Advisor will primarily
focus on legal issues arising from administrative processing.

5. The Publications Review Group will consist of the staff
currently assisting the Publications Review Board that is now
located in the Office of Public and Agency Information. No new
full-time positions are required. The Group should continue to
perform the same functions as the current Board staff, and the
Board should continue its current functions with the same
personnel structure. The Chairman of the Board should be the
Chief of the Group.

€. The Historical Review Group will be comprised of the
staff currently comprising the Historical Review Group (HRG) in
the Center for the Study of Intelligence; no new full-time

2
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positions are required. The Group should continue to perform the
{ functions currently performed by the HRG without change.

7. The Quality Search Team (QST) will be the institutional
mechanism to ensure the adequacy of Agency records searches. It
should be composed of a senior officer from each Directorate and
the DCI area on rotation to the Staff who is experienced in
search strategies and component records systems., Given its
experience, the QST should be a resource to be drawn upon by the
compenents when responding to important or complex cases or when
time pressures are particularly severe. 1In addition, the QST
should conduct periodic audits of previous searches in order to
make suggestions for improvement to the ARG. The QST should
review all appeals challenging the adequacy of a search.:
Finally, the QST should study Agency records issues and make
recommendations for consideration by the ARG, endorsement by
C/IRP, and approval by the Agency Information Management Officer.
Topics of concern identified by the Task Force include ensuring
that faxes and electronic records are properly captured in
information systems so that they can later be retrieved.

8. The Quality Review Team (QRT) will be established to
ensure consistent implementation of the DCI's openness policy.
It should be composed of a senior officer nominated by each of
‘the Directorates and the DCI area on rotation to the Staff. With
respect to initial requests, it should conduct three types of
reviews: (a) a representative sampling of requests; (b) requests
presenting unique or complex processing or legal issues; and {(c)
important or complex requests. It also should handle all FOIA,
Privacy Act, and mandatory declassification appeals. The QRT
should process all administrative appeals under the FOIA, PA, and
MDR. Problems identified by the QRT may be raised for
consideration by the ARG.

8. The ARG should be the Agency's intra-agency coordination
and advisory group for information release issues. It should be
chaired by C/IRP and be composed of the IROs from each
Directorate and the DCI area and representatives from PAI, OGC,
OCA, the HRG, and the PRB. The Group Chief of the Policy and
Appeals Group of the Information Release Policy Staff should be

the Executive Secretary to the ARG. The ARG's functions should
be to: S

a. Serve as a working group to assist the
representative of the IRC appointed to oversee CIA's
responses to important or complex cases. In this context,
it should coordinate the IRC's response to certain
significant Congressional investigations, law enforcement
investigations and litigations, or media inquiries.

b. Advise C/IRP on substantive policy issues
identified by him, the QST, or the QRT.

3
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considerably expanded.

c. Assist C/IRP in developing annual budgeting

and planning proposals for Agency information release
programs., -

d. Meet at least on a monthly basis to discuss cases
and processing issues.

e. Frame significant issues for consideration by the

IRC.

10. The IRC's functions and composition will be

As it is currently constituted, it is

chaired by the DDA and is composed of the DDS&T, DDI, and DDO.
Its function is limited to reviewing and setting Agency policy
and deciding appeals with respect to FOIA, Privacy Act, and
mandatory declassification review requests.

a. It should be chaired by the Executive Director.
The General Counsel, D/OCA, and D/PAI should be added as
members. C/IRP will be the Executive Secretary to the IRC.
In addition, for significant matters with Intelligence
Community implications, the Executive Director for
Intelligence Community Affairs may be asked to participate.

b. It should be responsible for setting policy with
respect to all Agency information release programs and
should become the Agency's senior panel for dealing with
important or complex cases. To handle the latter, the
Executive Director will appoint a representative of the IRC
from the most relevant component to be responsible for
handling the matter with C/IRP support.

c. It should weigh competing requests for CIA
information, and resolve disputes over review priorities.

d. It should resclve disputes concerning CIA release
decisions.

11. In the case of an important or complex matter, the

process would work as follows:

a. If it is appropriate that an IRC member should take
the lead in the case, the Executive Director would direct

that member to appoint a crisis manager to take charge of
the case.

b. The crigis manager would have the services of C/IRP
and his Staff to ensure that institutional memory and
experiences from prior cases are brought to bear.
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{ ¢. C/IRP would task components to search and ensure

the adequacy of the search, using the QST, and the adequacy -
of the review, using the QRT.

d. The crisis manager would meet on a daily basis, or
as required, with the ARG to discuss the search strategy,

resolve review issues, and to coordinate on proposed
releages.

e. C/IRP will ensure that all information released is
properly recorded.

A f. Policy issues that arise requiring review at a more
senior level will be raised with the IRC. Upon resclution,
the crisis manager, with the assistance of C/IRP, will
implement decisions.
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Augmentation of
( Directorate and Component Resources

1. Several problems with the Agency's information release
system must be addressed at the Directorate and component levels.
For the most part, changes at these levels can be implemented by
reallocating existing resources, although a few changes (such as
creating assistant Information Review Officer (IRO) positions)
would entail new positions. Before providing specific
recommendations for each component, it is useful to describe in
general the functions performed and to discuss how the Agency

will continue to ensure that skilled persons are available to
perform these functions.

A. Ensuring the Availability of Required Skills

2. Increasing or reassigning staff alone will not make the
system more efficient; it is important that personnel have the
proper skills and experiences and that consideration be given to
ensuring the continued availability of people with these skills.
With the exception of having IROs in each Directorate and the DCI
area, there is no uniformity acgross the Agency in terms of the
qualifications necessary at each stage of the process. To
conduct reviews, for example, some components employ Information
Management Officers (IMOs), executive officers, or administrative
assistants, while others use secretaries, dedicated component

referents, desk officers, analysts, or professional reference
" officers.

3. There are four main stages of the process: (a) search
strategy and tasking, (b) record search and retrieval, (c)

initial substantive review, and (d) supervisory review and
quality control.

a. Search strategy and tasking. This function
requires experienced officers who can determine which Agency
components are likely to possess responsive documents.
Currently, the Information, Privacy, and Classification
Review Divigsion/OIT (IP&CRD) tasks the Directorates and the
DCI area. The IROs may review the IP&CRD tasking and either
amend it by indicating that their particular components or
Directorate would not maintain responsive documents, or by
indicating that additional components or Directorates should
be tasked. There currently are six, soon to be nine, IP&CRD
personnel at an average GS-13 level formulating the search
strategy and the tasking. To properly do this job (which
will be carried over into the new Customer Services Branch
(CSB) of the Information Release Policy Staff), a person
needs to be relatively senior and experienced; have a broad
understanding of the Agency, its mission, and the
responsibilities of the various Directorates and components;

1
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have a detailed understanding of the various records

systims; and have good communication and personal relations
skills. o

~* While OIT is currently supplying qualified
pecple for these positions, C/IRP should rotate into
the CSB officers with component experience. The Agency
would be well served by giving people from the
components experience in processing information
disclosure requests, having them apply their component
background to the administrative process, and having

these people carry processing experience back to the
~components.

b. Record search and retrieval. The record search and
retrieval function is essential, not only for FOIA/Privacy
Act purposes, but also for responding in a thorough, timely,
and forthcoming manner to the courts, the Congress, other
federal agencies, and the yedia. A centralized and
automated information system is most conducive to efficient,
timely, and effective searches. The trend in the Agency,
however, appears to be toward further decentralization of
records, which may hamper future search efforts. The
Information Services Task Force should review whether a new
information system architecture is needed. At the minimum,
management needs to prevent the problems the Agency has
experienced in locating paper records from being magnified
in an electronic environment. In the meantime, however, it
ig critical that components devote the resources required to
ensure that proper searches are conducted. CIA needs to be
sure that adequate searches have been conducted and that all

regsponsive records have been located and produced for
review.

* So long as records systems remain

decentralized, searches must continue to be performed
by Directorate and component perscannel most familiar
with their unique gystem (either paper or electronic).
These people must have sufficient experience to
understand the component records systems, how records
are stored, and where records can be found. Except
where there is a centralized search capability such as
in the DI, these persons should continue to come from
the component registries and the ranks of IMOs and
senior secretaries. Component referents should be
responsible for emsuring that this function is
performed properly and should be required to report to
their respective Directorate IROs, within six months of
the date this report is approved, additional steps
taken to ensure the adequacy of searches. The IROs, in
turn, will promptly report to the ARG.

2
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* With the trend toward distributed (rather than

centralized) PC-based LAN computer gystems, it is
necessary to build into the system electronic £iling
capabilities, opaque to the user, which will ensure
that records are properly filed and indexed for later
retrieval. The Information Services Task Force should

ensure that CIA has a comprehensive and thorougbh search
capability.

c. Initial substantive review. This function is
necessary to determine document releasability and requires
personnel with the appropriate substantive background,
training, and experience to make the initial decisions as to
what can be released and what must be withheld. Reviewers
must be familiar with the openness policy in addition to the
variety of exemptions available to protect information.

* C/IRP, in conjunction with the Directorate
IROs, must ensure that reviewers receive proper
training to be fully,¢conversant with the legal
requirements of goverunment information disclosure laws

and the DCI's openness policy. See paragraph 5 of this
Tab on training.

d. Supervisory review or guality control. This
function requires officers with broad substantive and
organizational experience, excellent communication and
managerial skills, and sound judgment who are authorized by
their components to make release decisions. At the
Directorate level, thig function is performed by the IROs
(GS-15). Currently, the DA/IRO, the DCI/IRO, and the
DS&T/IRO are OIT careerists and have IMO and other duties
that compete with their IRO responsibilities. The DI/IRO
and the DO/IRO have component backgrounds. ‘

* The Directorates and the DCI area must pay
careful attention to selecting future IROs with the
proper information management background and
specialized knowledge unigue to the components they are
to serve. This is particularly important with respect
to the IROs from the DA, the DCI area, and the DS&T
because, unlike the more homogenecus DI and DO (at
least in function), the components in these areas have
widely divergent needs and characteristics.
Accordingly, the Deputy Directors in these three areas
should groom future IROs by rotating them through the
various Directorate ccmponenta that they eventually
will serve.
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B. Delays and Bottlenecks

4. The increased volume of requests--primarily FOIA and -PA
requests, criminal and congressional investigations, and
litigations--over the past several years generally without a
concomitant increase in resources has led to delays and
bottlenecks in the system. 1In particular, litigations and
investigations frequently delay routine FOIA and Privacy Act

processing at the Directorate IRO level because there is no one
else to handle the workload.

* To ensure that all requests, including routine FOIA

and Privacy Act regquests, get processed even in the face of
major investigations and litigations, separate queues should

. be established for different types of requests. To carry
thig ocut, additional personnel should be agsigned in the
form of Assistant IROs who will be dedicated to facilitate
the review of certain kinds of requests. The number of
Assistants required and the scope of their agsignments will
vary depending upon the workload.

* Where not already pregsent, each DI, DS&T, and DA
office and sach DCI component should have a senior focal
peint ("component referent™) appointed in consultation with
the IRO whose primary (but not necessarily full-time)

responsibility is to process requests under information
releage programs.

1. Directorate of Intelligence. There are three major
bottlenecks in the DI: the DI/IRO office,! records
retrieval from the Records Center, and the Office of
Information Resources.

a. DI/IRO Qffice. The DI/IRO is responsible for
receiving requests from IP&CRD, OGC, OCA, and others to
determine appropriate processing. The DI/IRO tasks
appropriate DI offices and staffs to search for
responsive records. Searches in the DI typically begin
with OIR. Records retrieved by the DI offices and
staffs generally have already been substantively
reviewed before the DI/IRO receives them. Records

'There are no bottlenecks within the DI offices responsible
for initial substantive review of responsive records. There are
12 offices and three staffs within the DI that have Freedom of
Information Act, Privacy Act, and Mandatory Declasgification
Review (FOIA/PA/MDR) referents who coordinate activities within
the respective components. When QIR is tasked to conduct
searches for the Directorate, however, the search and retrieval
backlog at the Records Center affects the ability of the
Directorate to process cases in a timely fashion.

4
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, retrieved by the Document Library, however, have not

{ been substantively reviewed or reviewed for actual

) "~ responsiveness except for the records from the
historical data bases. The DI/IRO reviews these
documents for responsiveness and then refers them to
the originating component for substantive review.
Frequently, the DI/IRO must coordinate the documents
with more than one DI office. The DI/IRO reviews
responses to ensure consistency and to ensure that
withholdings are proper. The DI/IRO resolves problems
with the particular offices or the referents. When all
components tasked in a particular case have responded,
the DI/IRO compiles the Directorate's response and
forwards the determinations to IP&CRD. The DI/IRO also
is responsible for reviewing all appeal cases involving
the DI and requests for information in litigations and
investigations in response to taskin? from OGC, OCA,
and the Office of Inspector General.‘® There is a six-
month backlog in the DI/IRQO office.

The DI/IRO (GS-15) ig, currently assisted by two
independent contractors {(one consultant and one review
officer, both working part-time hours amounting to 0.6
Full-Time Equivalent with the equivalent of a GS-15
salary each), two professional information resocurce
officers (one a full-time GS-11, but assisting the
DI/IRO only part-time, and the other a part-time GS-
11), and one administrative assistant (a full-time GS-
8). Each Office and staff in the DI has a FOIA/PA/MDR
referent (GS-11 to GS-15) who coordinates activities
within his component. All of these individuals handle
FOIA/PA/MDR matters as an ancillary rather than as a
primary duty. ‘

* Two Assistant DI/IROs (GS-14) and a GS-11
working part-time hours amounting to 0.5 FTE
should be appointed to handle FOIA/PA/MDRs,
leaving the DI/IRO to handle investigations,
litigations, and appeals. This would reduce the
DI/IRD review backlog by half to three moanths.
After one year, the GS-11 can be reassigned.

’pI/IRO support to investigations and litigations has at
times brought FOIA/PA/MDR processing to a complete halt in the
DI. Five years ago, approximately ten percent of the DI/IRO's
time was spent supporting investigations/litigations; today,
sometimes 80 percent of the incumbent's time is spent in support
of such efforts. These demands, accompanied by the increased

volume of FOIA/PA/MDR requests received by the Agency, have
contributed to the DI backlog.
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* The component referents ghould have as
their primary (but not necessarily full-time) duty
the processing of information requests. These
referents, as well as the analysts conducting the
reviews, should be fully trained so their
substantive reviews are adequate and secondary

reviews are less time consuming for the DI/IRO
staff.

b R r Retrieval Record nter.

Currently, there is only one full-time employee (GS-9)
at the Records Center who is responsible, not only for
DI searches and retrievals pursuant to FOIA and Privacy
Act reguests, but also for searches with respect to
investigations, litigations, and requests for
information from other CIA Offices and staffs. There
is a one-year retrieval backlog.

* Add three additional GS-9 Pull Time
Positions (PTPs) to the Records Center (creating a
second shift if neceasary) to search for and to
retrieve records. This would cut the backleg from
one year to six months, After one year, two of
the GS-98 can be reassigned.

* Dedicate at least one ¢of the additiocnal
persons to work on FOIA/PA/MDR requests and
ancther to work on investigations and litigations.
Thig would eliminate the delays to FOIA/PA/MDR
requests resulting from investigatioms and
litigations.

¢. QIR. OIR conducts searches and retrieves

records. The recent switch from indexed to full-text

records systems has greatly increased the requirement
for full-text searches.

* Assign one additional GS-11 FTP to conduct
on line full text records searches.

Directorate of Operations. There are three major

bottlenecks in the DO: the DO/IRO office,’® the Initial
Review Branch (both at the initial review level and the
supervisory review level), and the Litigation Support Staff.

*§ignificant backlogs do not exist in the Information

Management Staff (IMS)/Processing Section (where the subject
matter is searched, researched, copied and put on a "ready" shelf
for review) or in the IMS/Appeals and Litigation Support Branch
{(where appropriate appeal reviews are conducted and assistance is
provided to OGC attorneys and paralegals).

6
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a. DO/IRQ Office. The DO/IRO (GS-15) is
responsible for the final Directorate review of all
information to be released. The identified weakness in
the DO's system is that all cases are funneled through
the DO/IRO before releases are made. Although this
arrangement provides consistency and continuity, there
is a ten-month backlog in the DO/IRQO office.

* Reduce the Initial Review Branch (IRB) by
two GS-11 FTPs and create two FTPs in the DO/IRO
office as Assistant IROs (GS-13). This would

reduce the DO/IRO backlog from ten to about three
months.

* Dedicate at least one person at the DO/IRO

level to work on FOIA/PA/MDR requests and another
to work on investigations and litigations. This
would eliminate the delays to FOIA/PA/MDR requests
resulting from investigations and litigations.

'b. Initial Review Branch. The IRB is located in
the Information Management Staff and is responsible for
conducting initial reviews of FOIA/PA/MDR requests.
This Branch has a staff of 12 (average GS-1il1l level) to
conduct initial reviews. There are also four IRB
supervisors (chief, deputy chief, senior analyst, and
independent contractor) at an average GS-13 level.
There is a three-month backlog for the initial review
and a one-to-two month backlog for supervisory review.

*# Dedicate 10 PTPs in the IRB for initial
reviewg. ¥While the loss of two people in IRB may
initially increase the FOIA/PA/MDR backlog there,
additional FTPs at the DO/IRO level would decrease
the overall DO backlog to three to four months.

¢. Litigation Support Staff (1.8S). The LSS
currently is located in the Information Management
Staff (although there are discussions to relocate it or
to merge its functions with another area). LSS is
responsible for facilitating DO records searches and
conducting records reviews to support the Office of
General Counsel in non-FOIA/PA litigations and
investigations and in crimes reporting. Recently, it
has decreased from five to two employees. Efforts are

underway to return to the allotted strength of four
FTPs.

* It is critical that this Staff (or its
functional equivalent) be able to provide timely,
accurate, and complete information about DO
records to the Office of General Counsel so that

7
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investigation and litigation positions can be
coordinated with other DO components. The Staff

should be brought to its authorized level of four
PTPs as scoon as possible. -

3. Directorate of Administration. Backlogs exist in

some DA components,' and some additional assistance may be
needed in the DA/IRO office.

d

a. DA/IRQ Offjce. All FOIA/PA/MDR requests
received in the DA/IRO office are reviewed to determine
the subject and scope of the request and are then
tasked to the appropriate office/offices within the
Directorate. When the cases are completed in the
Directorate Offices, they are returned to the DA/IRO
for review and consolidation into a single Directorate
regponse to IP&CRD. The DA/IRO reviews redactions,
denied documents, internal Directorate coordinations
and referrals, external coordinations and referrals,
and makes additional redactions as needed. About 85
percent of the Directorate's workload is responding to
Privacy Act requests and appeals and 12 percent
responding to FOIA requests and appeals. Other DA/IRO
responsibilities include the handling of MDRs, Equal
Employment Opportunity case material, historical
documents that contain DA equities, information
management duties, and litigations/investigations. 1In
the DA/IRO office, there is one DA/IRO (GS-15), one
assistant IRO (GS-14), one secretary (IS-2) and one
independent contractor (equivalent to a GS-14) working

two days a week. Overall, there is a two-month
backlog.

* TIncreased component efficlencies could
create bottlenecks at the DA/IRO level. To
prevent this, the DA/IRO should be given
additional asgistance as needed--which we estimate
will require assigning one additional GS-14 (or
the contractor equivalent) to work part-time hours
amcunting to 0.6 FTE.

b. OQffice of Security (08). There are five full-
time employees -(average GS-12 level) working on

‘0ffice of Medical Services, Office of Training and

Education, Office of Financial Management, Office of LGngtiCS,
Office of Information Technology, and Office of Communications
all have less than a three-month backlog with personnel working

only part time on FOIA/PA/MDR matters.

Additional staff would be

needed to further reduce existing backlogs.

8
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FOIA/PA/MDR matters.

The backlog is sometimes as high
as 12 months. :

Asasign one additional full-time employee
(GS-11) to help reduce OS' FOIA/PA/MDR backlog to
three months. (Alternatively hire the equivalent

of one full-time appropriately skilled independent
contractor at a GS-1l1 level).

b. Office of Personnel (OP). Thére is one full-

time employee (GS-11) working on FOIA/PA/MDR matters
and a six-month backlog.

* Assign cne additional full-time employee
(GS-11) to reduce the POIA/PA/MDR backlog to three
months. (Alternmatively hire two part-time
appropriately skilled independent contractors
equivalent to a GS-11 level.) Once the backlog
has been significantly reduced, the full-time
employee may be cut back to part-time (or one

part-time independent contractor may be reassigned
elsewhere) .

4., Directorate of Science & Technolecgy. There are

bottlenecks in the DS&T/IRO office and several components.’
In addition, DS&T records systems are not organized so as to
take advantage of the exemption from FOIA search and review
offered by the CIA Information Act. Consequently, much
processing time is spent unnecessarily.

* At least cone person in each Office should have

the primary (but not necessarily full-time)
responsibility of managing Office review. If, in the
discretion of the Office, review takes place within its
Branches and Divisions, the referent for the Office
will be responsible for overseeing that review. If the
Office prefers that the review take place at the Office
level, the referent will conduct that review. 1In
addition, DS&T should clarify, in conjunction with OGC,
the structure of its records systems so as to
appropriately implement the exemption from POIA search
and review provided in the CIA Information Act and
thereby reduce the amount of time apent searching for
and reviewing files that already are exempt.

‘There are generally no backlog or staffing problems'in the

Office of Special Projects (OSP). A senior level official in OSP
has been designated the focal point for FOIA/PA/MDR requests. ,
This official is very knowledgeable of OSP activities and is able
to easily process the few requests QOSP receives.

9
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a. DS&T/IRO Office. The DS&T/IRO office is
responsible for tasking the components to conduct the
searches for and reviews of responsive information,
reviewing release determinations made by the
components, and providing release determinations to
IP&CRD. The DS&T/IRO also is responsible for providing
assistance in investigations and litigations and
conducting reviews pursuant to HRG and PRB. There is
one DS&T/IRO (GS-15) and a part-time secretary (IS-2)
for this office. Given the IRO's multiple duties
(including registry functions and the development of
automated systems), he is able to devote only 60
percent of his time to IRO-type functions. There is a
nine- to ten-month backlog in the DS&T/IRO office.

* The DS&T/IRO should devote 100 percent of

his time to IRO-type functions, reassigning other
duties.

iy

* Assign an additional part-time
appropriately skilled assistant (GS-13) to the
office to work three days & week. Instead of
part-time hours amounting to 0.6 FTE in the
DS&T/IR0O office, there would be part-time hours
amounting to 1.6 FTE, and this would reduce
DS&T/IRO's backlog to two or three months.

b. Qffices of Research and Deve ment (O
Technical Service (OTS), and SIGINT Operations (0S0O).
There are FOIA/PA/MDR backlogs of six months in ORD and
nine months in 0TS and 0S80.

(1) ORD. The focal point in ORD is the
Admin/Support Officer (GS-14) who handles
FOIA/PA/MDR regquests as an ancillary duty,
constituting five percent of his time.

(2) OTS. A part-time OTS careerist on the
Management and Coordination Staff (GS-10) serves
as the FOIA/PA/MDR focal point in 0TS. This
requires about 30 percent of his time.

(3) 0S0. The IMO, an OIT careerist (GS-10Q),
is designated the part-time focal point for
- FOIA/PA/MDR requests in 0SO. Additional training
is needed for this individual, who spends about 30
percent of his time on these matters.

* Asgsign one appropriately skilled full-time
employee (GS-13), replacing the current part-time
staffers, each to ORD, OTS, and 0SO. (The GS-14
in ORD and the GS-10s8 in OTS and 0OSO can be

i0Q
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reassigned.) They should work full time on

FOIA/PA/MDR matters until the backlog has been
significantly reduced. Thereafter, FOIA/PA/MDR
requests will remain the primary, but not
necessarily full-time, responsibility of these
officers. For ORD, there will be an increase in
part-time hours amounting to 0.95 PTE. PFor OTS
and 0SO, there will be an increase in part-time
hours for each amounting to 0.7 FTE.

¢. Foreign Broadcast Information Service (FBIS)
and the Office of Development and Engineerin D&E

(1) An FBIS careerist (GS-11) is responsible
for receiving and processing a large number of
FOIA/PA/MDR reguests in FBIS. This individual has
a good basic understanding of the FOIA/PA/MDR
process and a thorough knowledge of FBIS
activities. There is a backlog of 18 months.

(2) In OD&E, its IMO (a GS-13 OIT careerist)
serves as part-time focal point for FOIA/PA/MDR
requests. There is a backlog of 15 months.

* Agsign two additional appropriately
skilled perscnnel (G$-10) to PBIS and two to OD&E
to work on FOIA/PA/MDR matters on a full-time
basis to reduce the backlogs in these Offices;
once the backlogs have been significantly reduced,

one officer from each Office may be reassigned
elsewhere.

*# Within six months from the date this
report is adopted, the DS&T/IRO should report to
the Agency Review Group on the feasibility of
eliminating the need for FOIA/PA/MDR processing in
FB1S by publishing FBIS reports on line through
the National Technical Information Service.

d. National Photographic Interpretation Centex

(NPIC). An NPIC careerist (GS-13), who serves as the
IMO, also serves as the focal point to distribute
FOIA/PA/MDR requests to the responsible components.
All FOIA requests sent to NPIC are reviewed by Special
Control Officers, who are well qualified to make
substantive decisions on the release or denial of
information but require training on procedural aspects
of information release programs. There is a six-month
backlog.

» Pormally train Special Control Officers
who are making the release determinations on the
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legal, policy, and administrative aspects of
FOIA/PA/MDR requests.

5. Director of Central Intelligence Area. There are
bottlenecks in the DCI/IRO office and some components.®

a. DCI/IRO Office. The DCI/IRO is responsible
for reviewing incoming requests and determining those
DCI areas to be tasked to complete searches,’ reviewing
component responses for responsiveness and release
determinations (consistency and proper withholdings
pursuant to FOIA/PA/MDR), resolving problems with the
components and coordinating documents, and finally
compiling component responses to respond to IP&CRD.
The DCI/IRO reviews all FOIA/PA/MDR appeals,
coordinates with the components if required, and.
presents the case to the Executive Director for
approval. The DCI/IRO is also responsible for reviews
under the HRG, investigations, and litigations. 1In
addition, the DCI/IRO serves as the CIA Deputy
Executive Secretary and the DCI area IMO.
Approximately 65 percent of the incumbent's time is
spent on IRO-type functions. Currently, the DCI/IRO
staff consists of the IRO (GS-15) and a part-time (two
days per week) independent contractor (equivalent to
GS-15). There is a backlog of six months.

* The DCI/IRO should devote 100 percent of
the time to IRO-type duties (reassigning the
Deputy Executive Secretary and IMO duties).

* An additional appropriately skilled full-
time employee (GS-14) should be assigned to assist
the DCI/IRO.

* As with all other DCI area components, the
DCI/IRO should task OGC directly.

‘Significant backlogs do not exist in the Arms Control
Intelligence Staff (ACIS), National Intelligence Council (NIC),
Community Management Staff (CMS), Office of Equal Employment
Opportunity (O/EEO), and Office of the Comptroller (O/COMPT) .

TIP&CRD currently tasks OGC directly. DCI/IRO tasks all
other DCI components (ACIS, NIC, CMS, O/EEO, O/COMPT, OIG, CSI,
PAI, and OCA). Requests that involve the Office of the DCI
records are handled by the DCI/IRO with the support of the
Executive Registry. ’
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b. Qffice of Inspector General (QIG). OIG has one
' employee (GS-12) working 33 percent of the time on
\ FOIA/PA/MDR matters. The FOIA/PA/MDR focal point
conducts searches but defers release determinations to
OIG counsel. There is a four-month backlog.
* An additional GS-12 should be assigned to
work part-time hours amounting to- 0.8 FTE. This
would reduce the backlog to one or two months.

c. Office of Public and Agency Information (PAI).
PAI has one employee (Executive Secretary to the PRB,
GS-14) working part time on FOIA/PA/MDR requests.’®
There is a six- to nine-month backlog. If the
Information Release Policy Staff (IRPS) is established,

this employee would no longer be doing FOIA/PA/MDR work
for PAI.

b kAasign a GS-13 FTP and an additiomal GS-11
to work part-time hours amounting to 0.5 FTE.
This would take care of PAI's FOIA/PA/MDR work and

reduce the six-''to nine-month backlog to less than
three months.

* Although PAI is not normally involved in

records review, there are three ways it is
involved in the review process: (a) it can help
lift the burden on the system by responding to
requests for information that can be located
quickly and easily without burdening the FOIA orx
Privacy Act queues, (b) it should be part of
intra-agency coordination efforts so that press
releases can be prepared ahead of time when
material on important issues is proposed for
release, and (c¢) it must record its releases in a

*PAT releases information to the public in several ways.
Besides releases pursuant to FOIA/PA/MDR, it distributes CIA
press releases and copies of public speeches by the DCI and DDCI.
It provides public briefings to academic, civic, governmmental,
and military audiences. It responds to public inquiries and
distributes unclassified material. It also arranges for media
interviews of the DCI and DDCI, as well as briefings of
journalists by Agency officers. In addition, it responds to
questions asked by the news media representatives. By far, the
largest amount of information that is processed by a component of
PAI consists of manuscripts submitted by authors for
classification review by the PRB. The PRB is responsible for the
review of nonofficial writings, including scripts or outlines of
planned oral presentations by current and former Agency
employees.

13
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central data base of officially released
information.

d. i c essional Affai . OCa
has one part-time employee (legislative specialist, GS-
13) working 50 percent of the time on FOIA/PA/MDR

requests and constituent mail.’ There is a backlog of
nine months.

* Assign one additional employee (GS-11) to

work on FOIA/PA/MDR requests part-time hours
amounting to 0.6 FTE. The legislative specialist
will continue to handle constituent mail. This
would reduce the backlog to five months.

e. Historical Review Group (HRG). Whether or not
the HRG is incorporated into a central administrative
staff, it will continue to perform its current
functions. The HRG was established as one element in
the Agency's Historical Review Program to make
significant historical information available to the
public without damage to the national security. At
present, the HRG has a chief, a senior secretary, and
17 reviewers (nine staff and eight independent
contractors). As with the rest of the Agency's
information release programs, HRG release decisions
must be coordinated with other programs.

The Task Force had a number of concerns about the HRG:

(1) That HRG should cite withholding
authorities for its redactions.

(2) * That review by components of HRG
determinations not impede their processing of
other information requests.

’In addition to official FOIA/PA requests, OCA receives

requests in the form of constituent queries. In the first six
months of 1992, OCA received 55 inquiries from congressmen on
behalf of their constituents. These inquiries ranged from a
request for personnel records to complaints that previous
requests are taking too long to process or have been previously

denied.

In addition to FOIA/PA/MDR processing, OCA responds to

requests for information from the Hill from a variety of sources
(individual members of Congress; staffers; and committees--not
only from the oversight committees, but from an increasing number
of committees with ‘particular jurisdictional concerns). OCA also

responds to requests for intelligence briefings for professional
staff members.

14
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( (3) That release determinations by HRG and
N . by other components on the same information in
- - concurrent reviews not be inconsistent.

*  Chief, Information Release Policy (C/IRP)
should advige the ERG about matters that for
public interest or other reascns should be
congsidered for HRG review,

* The HERG should notify C/IRP of the nature

and scope of historical material chosen for review

and of its initial release decisions sc that he
may:

(1) Be aware of all processing demands
upon the Directorates and the DCI area when
setting their review priorities.®®

(2) Raise any ERG decisions that affect

other Agency release programs with the ARG
for coordination.

* With respect to records ERG controls,

C/IRP will continue to task the ERG for the
processing of FOIA/PA/MDR requests, as well ag for
regponding to information demands resulting from
litigations or investigations. As with all other

components, C/IRP will establish search and review
timetables.

f. Qffice of General Counsel {(0GC).!' Retrieved
documents are reviewed and processed by Litigation
Division's paralegal staff (six full-time staff
paralegals and three part-time staff paralegals (GS-9
to GS-13), and two independent contractors who work two
to three days per week at an equivalent GS-12 salary).
The staff paralegals work on FOIA/PA/MDR initial
requests approximately 15 percent of their time. A

*Nothing in this report is intended to affect the 30-
working-day deadline for Directorate and DCI area review of HRG
initial release determinations as set forth in HR 70-14.

liagency information or records are released through OGC ‘in
at least four circumstances not involving FOIA or the Privacy
Act. These are: {(a) responses to name trace requests (usually
from the Department of Justice, including U.S. Attorneys' offices
or the Federal Bureau of Investigation), (b) responses to
discovery requests, (c) testimony of current or former Agency
employees, (d) answers given in the course of investigations
conducted by other government agencies.

15
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final review is conducted by an OGC attorney (GS-15).

At current staffing levels, it would take seven to nine
months to clear the existing backlog of initial
requests. The review of OGC records on appeal is

conducted by the paralegal staff and approved by an
attorney.

-

Assign one additional full-time paralegal
{(GS-9 to GS-12 or the contract equivalent) to
process initial FOIA/PA requests. This would

eliminate the existing backlog of initial
requests.

OGC attorneys and paralegals also process FOIA/PA
appeals of all Agency records, including appeals of

decisions on OGC records. There is a five-month
backlog.

Allocate the egquivalent of one full-time
attorney to handle appeals. (This will
effectively be achieved through the Legal Advisor
to the Information Release Policy Staff who will

review appeals decided by the Quality Review
Team.)

C. Traini

5. Achieving CIA's goals of improving the efficiency,
consistency, timeliness, and responsiveness of its information
release programs will require a better trained work force.
Training should serve three functions: (a) instruct processors
and others about the mechanics of processing, (b) give employees
new to the program an overview of the system, and (c) provide
more experienced employees with periodic updates on
administrative and substantive policy decisions, as well as
recent legal developments. Training should be focused and
address the unique needs of the component employees being
trained. In addition, senior officers in the system should
receive training on preparing annual budgetary and planning
proposals for the Executive Committee.

Currently, there is insufficient training for personnel
working on Agency release programs. What exists is mainly ad hec
and on-the-job training for IMOs, IROs, reviewers, and
processors.

C/IRP should develop’a comprehensive training plan
in consultation with the ARG and OTE for approval by the IRC
within six months of the adoption of this report.

* OTE should take the lead in identifying extermal
training opportunities and the utility of using outside

16
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speakers and trainers to address Agency groups. OTE should
generate a list of available training inside and ocutside the
Agency (for example, Department of Justice, American Society
of Access Professionals, or American Civil Liberities Union)
and periocdically distribute the list to C/IRP and ARG
members for further dissemination.

* The ARG, Legal Advisor, and Customer Service Branch
should offer periodic seminars and possibly off-sites for
personnel it deems would benefit from such training.

* Training opportunities will naturally oecur
throughout the review process, and the Agency should, where
feasible, encourage senior officers to mentor more junior
officers. 1In particular, having senior Quality Review Teanm
{QRT) reviewers interact with component reviewers durilng the
QRT process will provide less experienced officers with
valuable hands-on training.

17
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Procedural Changes In
The FOIA, Privacy Act, and Mandatory
Declasgsgification Programs

1. In addition to the structural changes at the corporate,
Directorate, and component levels that will improve the
consistency of CIA's information release programs, several
changes to Agency procedures will improve the responsiveness,
efficiency, and timeliness of the processing system. These
address a number of the concerns raised by outside groups, such

as the American Civil Liberties Union and The National Security
Archive.

A. Initial Contact with Requesters

2. Certain procedural changes are designed to address three
basic concerns expressed to the Task Force by outside parties:
requesters want to know where their requests fall in the gqueue,
when they can expect a response, and their fee status.

* The Data Services, Registry, and ORIS (DS,R&0)
Branch of the Information Release Policy Staff upon receipt
of an external private request will immediately send a form
letter acknowledging' receipt of the request. A pamphlet
(to be developed) should be enclosed with this letter for
new regquesters and others as appropriate describing CIA's
information processing system, the exemptions commonly
claimed, withholding authorities, and the appeals process.

* The Customer Services Branch (CSB) can increase
efficiency and lower costs by sending postcards rather than
latters to advise requesters that their requests have been
accepted. The postcards will tell the requester: (1) the
number of requests received prior to their request that have
yet to be completed, (2) the median response time and the
gemi-interquartile range for response times from the
previous year, (3) their fee status and, if applicable,
estimated fees, and (4) the telephone number of a
"FPOIA/Privacy Hotline® for status inquiries.

B. Focusing Requests

3. Requesters would like to know how to focus their
requests to get the information they "really" want.

lacknowledgement indicates only that CIA has received a
request. Acceptance means that CIA has resolved all outstanding
issues and will begin to process the request.

1
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* Except for requests that are precise or "my file®

FOIA or Privacy Act requests, CSB will call requesters
whenever possible to clarify the scope and time frame and

deal with ambiguous requests. Agreements reached will be
confirmed in writing.

e * To the extent possible, CSB will provide access
(electronic or otherwise) to CIA's Officially Released
Information System (ORIS) index, or the full text of
officially released information, to assist requesters in
framing their requests.

C. Fees

4. Requesters are concerned about the Agency's fee

determinations, as well as how long it takes to resolve that
issue.

* In order that contesting fee issues with requesters
not absorb more Agency resources than the amount of money at
stake, CSB will adopt as liberal a fee policy as possible,
consigstent with applicable law.

D. Follow-Up Contact with Regquesters

5. Requesters are concerned that their requests have
" vanished into a "black hole" and they remain in the dark as to
whether processing has begun or whether CIA has encountered
processing problems.

* The Agency's current system does not permit it to
determine where in queue the request is, but CSB should send
periodic notices to advise that requests are still being
processed, and inform requesters how many components were
tasked, how many components have responded, and how many are
outstanding. In so doing, CSB should ensure that the
requesters are still interested in receiving the
information.

* In appropriate cases, CSB should offer to meet, or
at least discuss, with interested requesters their specific
problemg or concerns.

*# CSB should put an officer on duty for limited phone
inquiries--"FOIA/Privacy Eotline®"--with a public phone
number to answer questions relating to case status and fee
"issues. :

* There should be separate processing queues for
infrequent FOIA requesters with simple requests, infrequent
FOIA requesters with complex requests, and serial FOIA
requesters.
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E. JInterim Releases

6. Requesters do not like waiting for the entire request to
'~ be processed before receiving anything. Under the Agency's
current system of multiple queues in multiple Directorates, true
interim releases cannot be made until the last component weighs
in on the request because there is always a possibility that a
Directorate may want to assert a GLOMAR response.

* There should be at least three opportunities for
interim releases before the processing of the request is
fully completed. First, once the new ORIS system is in
place, releases of previously released information should be
made within ten days of receipt of a request. Second, when
the Agency locates CIA records containing information
criginated by another federal agency and refers those
records for review by that agency and return to CIA, CIA may
respond to the requester directly on other records
responsive to the request that did not require referral.
Finally, release may be made of information approved for
release by the Agency Review Group (ARG), even while other
information responsive to the request may be sent forward
for Information Review Committee (IRC) consideration. Under

_ the system as recommended, such interim releases become
possible through the Chief of Information Release Policy's
(C/IRP's) establishment of search and review deadlines.

F. Document and Electronic Access

7. Requesters would like access to a reading room so they
can browse through previously released documents and/or other
material and gain access to requested documents. Some requesters
also would like access to an electronic data base of previously
released documents (with index capability).

* When planning for the new ORIS system, the Agency
should explore the possibility of providing previously
released information in (a) paper and/or (b) electromic
form. These releases could be accomplished via reading
rooms located at Federal Depository Libraries throughout the
country or in Federal buildings in selected major cities.
Consideration should be given to making electronic records
available to requesters via modems to their personal
computers or via terminals in reading rooms. At a minimum,
the Agency should provide requesters with the ORIS index in
paper or electronic format.

G. T"Research"

8. Requesters would like to receive assistance when only a
minimum amount of research is required. Under the FOIA, tpe
Agency is required to search for "records" but is not required to

3
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"research" a topic and produce a new record. There may be cases,
however, in the Agency's discretion, where a little work to get
the answers would save the system a great deal of work.

* CSB should weigh the costs and the benefits of
responding to certain types of requests that are looking for
*"information® rather than strictly "records.®

* CSB should obtain the assistance of the appropriate
Agency offices, for example, OGC, PAI, OCA, or the Center
for the Study of Intelligence to obtain such information for

release.
H. Explanation of Withholdings

9. Reqguesters complain that they do not fully understand
why information is withheld or redacted. They alsc misinterpret
reasons for withholding (for example, they believe information
was withheld for privacy or other reasons).

* Develop & policy statement on the Agency's GLOMAR
rationale and *mosaic theory® for validation by the IRC.

* Develop new language for FOIA/PA denial letters
explaining the exemptions claimed, the Agency's GLOMAR
rationale and "mosalc® theory, the CIA Information Act, and
the routine records destruction schedule so that they can be
better understood by average requesters.

* To the greatest extent practicable, when releasing
redacted records, components should list the specific
exemption for any withholding in the margin, and CSE should
cross-reference it with an explanation in the response
letter.

I. Previously Released Information

10. Requesters complain about the responses they receive
from the Agency's ORIS data base. Specifically, they complain
that they do not receive sufficient information regarding the
prior treatment of the documents and are not given the right to
appeal the prior determinations. IP&CRD has a backlog of one
year in data entry into the ORIS system. Under the current ORIS,
the data base can be either searched or updated, but not at the
same time, and the backlog will not be reduced until an upgraded
system is in place. -

*« (SB will provide requesters in response letters with
a8 many specific details about previously released
information as possible.




C00123232 o

* CSB will provide requesters in response letters the

right to appeal withholdings in previously released
documents and also documents previously denied in full., The
ability of CSB to effectively respond will depend upon the
availability of a new and enhanced ORIS system.

* ORIS will be periodically updated to include
additional releasable information, and documents in which

additional information has been released ghould replace
earlier versions.

J. Substantive Reviews

11. Reqguesters would like assurances that CIA does not
routinely withhold information at the initial stage that it will
give up later in the appeal or litigation stage. Under the
current system, substantive reviews are conducted at the
Directorate and component levels; substantive expertise exists in
the operating elements of the Agency. 1In most Directorates there

are not separate mechanisms for independent substantive reviews
of appeals.

i

"% Initial substantive reviews under the FOIA, PA, and
MDR will remain at the Directorate and component levels;
however, a training program will be develcped to train
reviewers to apply the same standards at all stages.

. * A Quality Review Team will provide sgubstantive
reviews of representative initial requests, important or
complex cases, and appeals.

* Experienced reviewers should provide bands-on
training for less-experienced reviewers. This approach

could identify problem areas and serve a didactic purpose at
the same time.

* Channels will be developed to ensure that appeals
are not handled by the same people who handled the initial
request. Such a system is in place in the DI and DO but not
in the other Directorates.

K. Ref

12. External referrals currently are not handled in a
timely manner. Third-agency referrals are a major source of
processing delays. gu

i

* C/IRP should contact the agencies it most frequently
deals with (Department of State, Department of Defense, and
Federal Bureau of Investigation) tO negotiate reciprocal

arrangements to speed up procegaing.
’7
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L. Electronic Redacting Systems

13. The current manual redacting process is cumbersome,

inefficient, inadequate, and outdated. Technology exists to
electronically redact documents for release.

* OIT should further study electronic redaction
technology currently being used by the Department of State
and Federal Bureau of Investigation and acquire
"requirements documentation.®™ OIT personnel also should
study other electronic redactlion technology available.

* OIT should attempt to develop a prototype within the

Agency of one or more of the different systems., A "test
bed® will help to determine if an electronic redacting
system would be cost effective for the Agency.

* OIT should report to C/IRP within eight months of

the adoption of this report on its progress with respect to
electronic redaction technology.
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