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United States Departmeni of State 
and the Broadcasting Board of Governors 

Office of Inspector General 

FEB 13 2009 
Re: OIG FOIA Case No. 09-00007-F 

This is in response to your Freedom of Information Act request, 5 U.S.C. § 552, 
request dated October 26, 2008, to the Department of State's Office of Inspector 
General (OIG). You requested a list of all OIG investigations closed during the 
time period January 1, 2007, to the present. 

We are releasing a list of the case numbers, dates closed and type of 
investigation. The personal names are being withheld under FOIA exemption 
(b)(7)(c). Therefore, this document is being released to you in part. We have 
enclosed a separate sheet explaining the exemption cited. 

You may appeal this decision within 60 days to the Chairman of the Appeals 
Panel of the Department of State (see enclosed regulation). Appeals should be 
addressed to: Chairman, Appeals Review Panel, c/o Appeals Officer, 
A/ISS/IPS/PP/LC, SA-2, Room 8100, Department of State, Washington, D.C. 
20522-8100. 

Sincerely, 

-/)~C:<S,? 
Harold W. Geisel 
Acting Inspector General 

Enclosures: As stated 
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EXPLANATION OF EXEMPTIONS 

The Freedom of Information Act (5 U.S.C. § 552) 

. • Exemption 1 (5 U.S.C. § 552(b)(1)) - protects from disclosure information . 
. which is specifically authorized under criteria es,tablished by Executive 

Order to be kept classified in the inter-est of national defense or foreign . 
policy. · 

• Exemption 2 (5 U.S.C. § 552(b)(2)) - records. related solely to-internal 
personnel rules and practices, which, if released, would allow · 

· circumvention of an agency function. These are two profiles, LOW and 
HIGH. 

LOW - Records qualifying under the LOW (b)(2) profile are those 
that are trivial and housekeeping in nature for which there is·no 
legitimate public interest or benefit to be gained by release, and it 
would constitute an administrative burden to process the request in 
order to diselose the records; · 

; HIGH - Records qualifying under HIGH (b)(2) are those containing 
or constituting statutes, rules; regulations, orders, manuals, 
directives, instructions, and security classification guides, the 
release of which would allow circumvention of these records 
thereby substantially hindering the effective performance of a · 
significant function of the Department; 

• Exemption 3 (5 U.S.C. § 552(b)(3)) - protects information specifically 
exempted from disclosure by other federal statutes. 

• Exemption 4 (5 U.S.C. § 552(b)(4)) - protects from disclosure trade 
secrets and commercial or financial information obtained from a person 
which is privileged or confidentiaL '· 

· • · Exemption 5 (5 U.S.C. § S52(b)(5)) - protects from disclosure inter~ 
agency or intra-agency memoranda or letters consisting of predecisional 
advice, opinion or recommendations .. 

• Exemption 6 (5 U.S.C. § 552(b)(6)) - exempts from disclosure records or 
information which if disclosed would constitute a clearly unwarranted 
invasion of personal privacy. 

• Exemption 7 (5 U.S.C. § 552(b)(7)) :--- protects from disclosure records or 
information compiled for law enforcement purposes to the extent that the 
production of such records or information: 

(A) could reasonably be expected to interfere with enforcement 
proceedings; · 
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Subpart F~ Appeal Procedures 

§ 171.52 Appeal of denial of access to, declassification of, amendment of, . 
accounting of disclosures of, or challenge to classification of records . 

.(a) Right of administrative appeal. Except for records that have been reviewed and 
withheld wjthin the past two years or are the subject of litigation, any requester 
whose request for access to records, declassification of records, amendment of 
records, accounting of disclosure of records, or any authorized holder of classified 
infonnation whose classification challenge has been denied, has a right to appeal 
the denial to the Department;s Appeals Review Panel. This appeal right includes 
the. right to appeal the determination by the Department that no records responsive 
to an access request exist in Department files. Privacy Act appeals may be made . 
only by the individual to whom the records pertain. 

(b) Form of appeal. There is no required form for an appeal. However, it is essential 
that the appeal contain a clear statement of the decision or determination by the 
Department ·being appealed. When possible, the appeal should include 
arg4mentation and documentation to support the appeal and to contest the bases for 

· denial cited by the Department. The appeal should be sent to: Chairman, Appeals 
Review Panel, c/o Appeals Officer, A/ISSIIPS/PP!LC, U.S. Department of State, 

· SA-2, Room 8100, Washington, DC 20522-8100. 
(c) Time limits. The appeal should be received within 60 days of the date of receipt by 

the requester of the Department's denial. The time limit for response to an appeal 
begins to run on the day that the appeal is received. The time limit (excluding 
Saturdays,. Sundays, and legal public holidays) for agency decision on an 
administrative appeal is 20 days under the FOIA (which may be extended for up to 
an additional 10 days in unusual circumstances) and 30 days under the Privacy Act 
(which the Panel m.ay extend an additional 30 days for good cause shown). The 
Panel shall decide mandatory declassification review appeals as promptly as· 
possible. 

(d) ·Notification to appellant. The Chairman of the Appeals Review Panel shall notify 
the appellant in writing of the Pane]' s decision on the appea]. \Vhen the decision is 
to uphold the denial, the Chairman shall include in his notification the reasons 
therefore. The appellant shall be advised that the decision of the Panel represents 
the final decision of the Department and of the right to. seek judicial review of the 
Pane.l's decision, when applicable. In mandatory declassification review appeals, 
the Panel shall advise the requester of the right to appeal the decision to the 

. Interagency Security Classification Appeals Panel under §3.S(d) of E.O. 12958. · 
' . . . 

. £s: n 900c-l7c-1nr 
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additional information or 
documentation. 

(2) A consumar might ptovide a law 
ertforoement report similfil' to the rnport 
in paragraph [c)(1) of this section but 
certain important information such as 
the consumer's date of birth or Social 
Security number may be missing · 
because the consumer chose not to 
provide it. The information furnisher or 
consumer reporting agency could accept 
lhia teport, but it would be reasonable 
to roquiro that the consumrH p1ovide the 
missing information. 

(3) A consumer might provide a law 
enforGement report generated by an · 

. automated ily~lem with a simple 
allegation that an identity th<:lft occurred 

· to support a request for a tradeline block 
or cossation of information fumi5hing. 
ln such a case, it would bl:l reasonable 
for an infonnalion furni!lher or 
con.miner reporting agency to ask that 
the consumer fill out a,nd have notru'ized 
the Commission'.: rD Theft Affidavit or 
a similar form and provide somo form 
of ld&ntiHcation documentation. 

(4) A consumer might provide a law 
enforcement report generated by an 
fl.U(()mated syBtem with a simple . 
allegation that an identity theft occurred 
to support a request for an extended 
fraud alert. In this case, it would not be 
reaaonebli:i fora consUmer reporting 
agency to require additional 
docum~mtlltio11 or irtformation. such as 
a notarized affidavit. 
II 2. Add Part 613 to read as follows: 

PART 613-DURATION OF ACTIVE 
DUTY ALERTS 

Sec. 
61 J. l Durnlion of active duty alerts. 

~uthority: Pub. L. 106-169, sec. 112(a]; 15 
u.s.c. 16810-1. 

§613.1 Duration ot active duty alerts. 

The duration of an acrivfl duty alert 
shall be twelve monthe. · · 
• 3. Add Part 614 to read as follows: 

PART 614-APPROPRIATE PROOF OF 
IDENTITY 

Six:. 
n1 4 . i Appropriate proof of idunlity. 

Authority: Pub. L 108-159, Bee. 1 lZ(bJ. · 

§614.1 Approprlat.o proof of Identity. 

(1} Ensure that the informAtion fo 
sufficient to enable the con.sumer 
reporting agency to matc;.h consumers . 
w !th their fil ea; and 

{2) Adjust the information to be 
commensurate with fill identifiable risk 
of harm ari$ing from miai.dentifying the 
consumer. 

(b) Examples of Information that 
might constitute reason~ble infonnatlon 
requirements for proof of Identity are 
provided for illustrative purposes only. 
aa follows: 

(1) Cort!lurner file match: The 
identification Information of the 
consumer including his or her full name 
(fh·11t, middle initial. last. suffix), any 
othet or previously used names, cummt 
andlor recent full address (street 
number and na:ine. apt no .. city, state. 

· and zJp code), full 9 digits of Social 
Security number, and/or date of birth. 

(21 Additional proof of identity: 
copies of government isaued 
identification documents, utility bills, 
and/or oilier method~ of authentication 
of a person's identity which may 
include, but would not be limited to, 
answering questions to which only the 
i:;onsumer might be expected to know 
the answer. 

By direction of the Commi6sion. 
Donald S. Clark, · 
Secrotary, 

(FR !Joe. 04-24589 filed 11-2-04; 8:45 am! 

DEPARTMENT. OF STATE 

22 CFR Part 171 

. [Publlc Notk:1ri 4641] 

RIN 14-00-Aaas 

Avallablllty of Information to th~ Publlc 

AGENCY: Stato Department. 
ACTION: Final rule. 

and proposes no changes to the 
propo$ed. rule. The proposed rule is 
therefore issued as hnaL 
EFf'SCTIVE DATE: This rule is effective on 
November :J, 2004. 
ADORl!SSES: Fersom: wishing to make 
requests for information under theae. 
regulations should address such 
requests ti:n Margaret P. Grafeld. 
Director, Office of Information Programs 
and Services, U.S. Department of Stale, 

. SA-2, 515 22nd St., NW., WMhington, 
DC Z05ZZ-1J001. Tel: 202-261-8300; 
FAX: 202-261-8590. 

Pf'irllons with access to the Internet 
may also view thi6 notice by goii:tg to 
the regulations.gov Web site al http:// 
www.regulations.gov/index.cfm. 
FOR FURTHER INFORMATION CONTACT: 
Margaret P. Grafeld, Director, Office of 
Information Programs and S0rvicei>, U.S. 
Depattmt'lnt of Stt\te, SA-2. 515 22nd 
St., NW., Washington, DC Z0522-600L 
.Tel:202-261-8300:FAX: 202-261-
8590. 

$U!'f>LEMENTARY INFORMATION: The 
Department's ptopo6ed rule was 
published as Public Notice 4!353 at 69 
FR 16841-16853 on March 31, 2004, 
with a 90·day public comment period. 
The Departmentreceived one non
substantlve comment regarding Reading 
Room hours of operation. which wa~ 
satisfied by the availability of the 
Department's FOIA W(lb ~ite 24 hours a 
day. Additionally, while the Department 
do~s not accept FOlA reqUMt8 via e
mail, we are beginning to accept 
requests via our Web slte. 

The Freedom of Information Act 
{FOIA), the Privacy Act (PA), and 
certain portions of the Ethics in 
Government Act and Ex.,cJ.Jtive Order 
12958, as amended. provide for acces$ 
by the public to records of executive 
branch agencies, si.ibject to certain 

. restrictions and ex,;mptions. 22 CFR 
part 17.1 sets forU1 the Department's 
regulations implementing the access 
provisions of those etatutes and the 
Executive Ordor. Since the last 
publ\cation of the regulations in,the 
1980 s. there have been significa~t 
changes in the law governing accoss to 
gov~rnrnent information by the public, 
particularly with respect to the FOJA 
and_~he Executive Order. In addition. 
certain court decisions have be!ln 
rendered that affect such access 
provisions. 

· (a} Conaumer reporting agencies shall 
deve~op and unpletnent reaBonable 
reqmrements for what iuformatioo 
consumers shall provide to constitute 
proof of identity for putposes of sections 
605A;. 60!5B, ~r1d 609{al(l} of the Fair 
Credu Rep_ortrng Act. In developing 
thaso requirements, the consumer 
reporting agent:ies must: 

SUMMARY; This rule makes final the 
Department's proposed rule published 
on March 31, 2004, The rule revises the 
Department's regulations goveming 
access by the public to information that 
ia under the control of the Department 
1n order to reflect changes tn the 
provisions <'.)fbasic underlying laws and 
?xectJtive orders pertaining to access to 
mformation (i.e., the Freedom of 
Information Act, the Privacy Act; 
Executive Order 12g!.i$ on National 
Security Information, the Ethics in 
Government Act) and in the 
Department's procedures sfoce the last 
revislo11 of the Department's regulations 
on ~is subject. Tlie Department . 
received one non-1mbstt1ntive comment. 

A major revision of the Freedom of 
lnformafion Act was enacted in 1996. 
tlie SO·e<illed Electronic Freedom of 
Information Act. The changes effected 
by the Electronic Freedom of 
!11forrnatlon Act amendments of 1996 
mclu?ed p:ovisioue with .respect to the 
form m which agencies are required to 

£s: n s00c-f7c-1nr 
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provide tli!qM11ted information:. 
':circumstsnces that warr!lllt exceptions 
to tirn,o limit~ on responding ,to requests, 
situations in which expedited 
prO<::essing of reque$tl! is warranted, and 
cartaltl reporting requirements. ln the 
casfl of the req uesta by the public for 
declassiflcaUon of national :mcUTity 
information. several !;l'>t!;!cutive orders 
have been promulgated since th.a 
Department regulations were last 
amen(led, Executive Order 12958, 
issued in 1995 and most recently and. 
most i:ub~tEH\lially amended by ,., 
Executive Order 13292 of March 28, 
2003, effected changes in the provisions 
governing mandatory declassification 
revl!lw as well as access to agency 
records by historical researchera and 
certain formor governmllnt p"'raonneL 
Tbe final regulations take account of 
those changes and oilier changes in ilie 
ll:lw, principally by way of court 
deci~io11s, a~ Willi ~s cfomges in the 
Department's procedures designed to 
implement them. 

Lli:t of Subject5 in 22 CFR Part 171 

Ad.mini~tnitive practice and 
procedure, Confidential business 
information, Freedom of information, 
Privacy. 

•Ch.apter 1 of Title 22 of th!! Code of 
Federal Regulations is amended by 
revising part 171 ta read as followr,;: 

PART 171-AVAILABILITY OF 
INFORMATION AND RECORDS TO 
THE PUEILIC 

SUbtJl'li't A--0.eneral Policy 11nd Procoduros 

Sec. 
171.1 Availability of informnti.on, 
1 71.2 Types of tccord• maintained 
171.3 Public reading room. 
111.4 Elect)'onic rea<ling room. 
171.5 Rc4ucsls for information-type~ Rnd 

how mode. 
171.6 Archival records. 

Subpart B-Freedom of Information Act 
Provisions 
171.10 Pu.rposu end 6Cope. 
171.11 Definitions. 
171,12 Processing requssti;, 
17LH B11•ine~$ information, 
171.14 Foos to berchmged-generaL 
1 n .1 ~ Foes to be ch.iry:cd-calcgorios of 

requesters. 
l7l.1ti Mlsccllan1,'<Jus foo provisions. 
171.17 Waiver or reduction of fetJo. 

Subpart C-Exeeutfve Order 12958 
Provisions 

171 . .tO DefJnlUons. 
171.21 Dec:las~ifioi.lion review. 
171.22 Ap1mals. 
171.23 Dar;:J~,~ific11tion in the pubHc . 

intorost. 
1?1.24. Access by historical researchers and 

certain former gQvernmaot personnel. 
171.25 Applicability ofother laws, 

Suopart 0-Ptlvacy Aet Provlslona 

171.30 Puryoso and scope. 
171.31 Defini\ions. 
171.:;12 ReqUO$! for ac:c:asa to records. 
171.33 Reqaesl lo runond or correct records. 
171.34 Request for an ac,wunting of record 

di6cloaures. 
171.35 Donials ofraquests; eppe11ls., 
171.36 Exemptions. 

Subpart E-Ethlcs In Govemmetit 
Prolll'Jlons 
171.40 Purpose and scope. 
171.41 CQvsred employees. 
171.42 Requests end id\lnlil}'ing 

information. 
171~43 Time limits end fees. 
171.44 Trnpropt!r use of rsporta. 

Subpart F-Appeats Pracoduro11 

171.50 Appeals or denials of expedited 
pracassing. · 

t71.51 Appeals of donlols offao waivers or 
rcductioas, 

17LS2 Appe11l~ of denials of access to, 
dccll!Ssifieation of, amendment of. m 
accounting or dleclosures of record.s. 

Authority: 22 U.S.C. 552, 552a: Ethics in 
Government Act of 1978, Pub, L. 95-521. 92 
Stat, llli4, ns runcndcd; E.O. 12958, "~ 
amended. 60 FR 1 !J8i5, 3 CFR, 1995 Comp .. 
p. 333; E.O. 12600, 52 flR 23781, 3 CfR, 1987 
Camp., p. 235. 

Subpart A-General Polley and 
Procedures 

§ 171.1 Avallablllty of lnformatlon. 
Records of the Deeartment of State 

shall be made available to the public 
upon request made In eoru.pliance with 
tlie access procedures establishod in this 
pa.rt. except for any records exempt by 
law from diadosure. Any request for 
records must describe the information 
sought in such a way (see§ 171.5(c)J 
that an employee of the Department of 
State who is familiar with the aubject 
area of the request can locate the recor.ds 
with a rMsonable amount of effort. The 
sections that follow govern the response 
oftbe Department to requests for 
information under ilie Freedom of 
Information.Act, tbs Privacy Act, . 
Executive Order 12958, and the Ethlc8 
in Government Act Regulations at 22 
CPR 172. 1-9 govern the response of the 
Department to subpoenas, court ordors, 
and certain other requests for testimony 
of Department officials or disclosure of 
Department records in litigation to 
which the Department is not a party. 

§ 171.2 Types of moorda maintained. 
Most of the records maintained by the 

Department pertain to the formulation 
and execution of U.S. foreign policy. 
Certain recordt1 that pertain to 
individuale are ali;o maintained such as 
applications for U.S. passports. 
applicetlons fot vistts to eriter the U.S .• 
recordti on consular assistance given 

abroad by U.S. Foreign Service posts to 
U.S citizens, and records on Departmimt 
employees. Further information on the · 
types of records maintained by the 
Depiutrnent n1ay bo obtained by 
reviewing the records dispotiition 
schedule$ which are available through 
ilia Department.'!l Web site: http:// 
www.state.gov or directly at the FOIA 
home page: http://foia.state.gov. 

§171.S Public roding room. 
A rn<1ding room providing public 

access to certain Department of State ' 
material is located in the Department of 
State, SA-2, 515 22nd Street, NW .. 
Washington, DC. The reading room 
contains material pertaining to access to 
information und£ir the Fn)$dom of 
Information Act. Privacy Act. E.O. 
12958 and includes those statutes, 
regulations, guidelines, and other items 
required to be made available to the 
public under 5 U.S.C. 552(a)(2). Also 
available in the reading room are 
microfiches of records relensed by the 
Department pUTsuant to roquests under 
the Freedom of Information Act and 
compilations of documents reviewed 
and released in certain special projects. 
The reading room is open during normal 
Department weekday working hours. 
8:15 a.m. to 5 p.m. There are no foeB for 
access by the public to this room or the 
material contained therein. but foes 
shall be asseatied for the duplication -0f 
materials maintained in the reading 
room at the rate of 15 ceota per page and 
$2.00 per microficho card. Fees for 
copies made by other methods of 
reproduction -0r duplication, such as 
tapes, p(intouts. or CD-ROM, shall be 
the actual coet of producing the copies, 
including operator time. Persons 
wishing to use th1;it own copying 
equipment must request approval in 
advance frorn the Department's · 
Information and Pdv11cy Coordinator, 
U.S. Department of State, SA-2, 515 
22nd Street. NW .. Washington, DC 
20522-6001. Tho use of such equipment 
must be consistent wiili security 
re!,iUlatioru; of the Department and is 
subject to the availability of personnel 
to monitor such copying. 

§ 171.4 Electronlc reading room. 
The Department has establi$hed a site 

on the Internet with mast of the same 
records and reference materials that are 
available in the public reading room. 
This site also contains information on 
accessing records under the FOIA and 
the Privacy Act. The site is a valuable 
source that is easily acces9ed by the 
public by clicking on "FOIA" al the 
Department's Web site at http:// 
www;state.gov or directly at the FOlA 
home page at http://foia.state.gov. 

t?S: n 900c:-t?c:-1nr 
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Included on the FOIA home page are 
llnl<s to other sites where Department 
information may be available. The 
Department's Privacy Act eyatems of 
rocor<ls and the various records . 
disposition schedules may be found on 
thll Depttrtrnent's FOIA home page 
under "Reference Materials." 

§ 171.5 Reqi.Jeets for Information-types 
and how mad11. 

(a) Requests for records in accordance 
with this chapter may be made by mail 
addressed lathe Information and 
Privacy Coordinat.ot, U.S. Department of 
State, SA-2, 515 22nd Street. NW.. . 
Washington, DC ZO!i22-f.00l. FaC'.!imile 
requests under the f01A only may be 
sent to: (202) 261-85?9. E-mail requests 
cannot be accopted at this time. 
Requesters arc urged to indicate clearly 
on their requests the provision of l«w 
under which thoy are requesting 
informatii>n. '.fhi~ will facilitate the 
processing of the request by the 
DHpartrnHnt. In any case, the 
Department will proces$ tl1e.req\1eat 
under the provision of law that provides 
the greatest access to the requested 
records. · · 

(b) Requests. may also hem.ii.de by the 
publ\c in person from 8:15 a.m. to 5 
p.m. at the Departrmml of State, SA-2, 
515 22nd Street, NW .. Washington, DC .. 

(c} Although no pnxUcular request 
format is r\lquired. it is essential that a 
request reasonably describe the . . 
Department ff'!cords that 8l'e sought. The 
burden of ad'1quately identifying the 
record requested lies with tho requester:. 
Req\•e$tS ehouJd be specific and include 
all pertinent details about the request. 
For FOIA req\1>.1$t$, the request should 
include the subject, timeframe, any 
individuals involved. and reasons why 
the Department is believed to have 
records on the subject of the request. For 
Privacy Act request,;, the request should 
state the type of records sought, the 
complete nem"' and date and place of 
birth of the subject of tho request, and 
the timeframe for the records. An 
orlglna! ei_gMh.ira is required. See . 
§ 1i1.12(b) for guidanc.;i rege.tdins third 
party requests. Individuals may seek 
assistance regarding any aspect of their 
requests from the Chief. Requester 
Liaison .Division. (202) 261-8484. 

(d) While every effort is made to 
guarantee the graatest po$slble access to 
all requesters regardle11s of the specific 
statute under which the information is 
ruquested. the following guidance is 
provided for individuali> in requesting 
records: 

(1) Freedom of Information Act. 
Requests for document8 concerning the 
general activities of government lilld of 

~h(l Department of State in particular 
(see subpart B of this part). 

(2) B.0. 12958. Requesia for · 
mandatory review and declassification 
of specific Department records and 
requests for access to such recorde by 
historical researchers and certain former 

· government officials (see subpart C of 
this part). 

(3) Privacy Act. Requests from U.S. 
citizens or legal permanent resident 
aliens for records that pertain to them 
and that are maintained by the 
Department under the individual's 
name or personal identifier (see subpMt 
D of this partJ. 

(4) Ethics in Government Act. 
Requests for the financial Dl9cloeure 
Statements of Department Employees 
covered by this Act (SM 9Ubpart E of 
this part).. . 

(e) First-in/first-out processing. As a 
genernl matter, information access 
requests are processed In the o.-der in 
\"hich they are receiyed. However. if tha 
roquesfis speclflc and the 1Jearch can be 
narrowed, it may be proces~ed more 
quickly. · . 

·(fl Cut-off date. In determining whir;h 
records are responsive to a request. the 
I;iepartment ordin:;i.rlly will include only 
rscords in its possession as of the date 
the search for responsive documents is 
initiated, unless the requester has 

. spgciffod an earlier time frame. . 
(g) Records previously withheld or in 

litigation. Requests shall not be 
processed for racotda that hsve been 
reviewed and withheld witl1in the past 
two years or whose withholding is the 
subject of litigation. 

§ 171.6 Archival racord&. 
The Department ordinarily ttanilfera 

records to the National Arc.hives when 
they are 25 years old. Accordingly, 
requests for records 25 years old or 
older should be addressed to: Archives 
II, 8601 Adelphi Road, National 
Archives at College Park, MD 20470-
6001. 

Subpart B-Freedom of Information 
Al';t Provli.;lons 

§171.10 Purpose and scope. 
This subpart contains the rules that 

the Department follows under the 
Freedom oflnformation Act (FOIAJ, 5 
U.S.C. 552. 'the rules should be read 
together with lhe FOIA which provides 
adclitione.l inforn1ation about access to 
records and contains the specific 

· exemptions that are applicablo to 
withholding infonnation. Privacy Act 
records dat.;irmfoed to be exempt from 
disclosure under the Privacy Act are 
processed a& well under the FOIA and 
are subject to this subpart. 

§ 171.11 Definitions. 
As used in this subpart, the following 

deflnltioM shall apply: 
(al Freedom of Information Act or 

FOIA means tho stah\te codified at 5 
U.S.C. 552, as amended. 

(b) Department means the United 
States Department of State. including its 
field offices and Foreign Service posts 
abroad; 

(c) Agency means any executive 
department, military dE<partrnent, . 
Government corporation, Government 
corttrolled corpora.ti on, or other . 
establishment in the executive branch of 
the government (including the 
Executive Office of the President). or 
any independent regulatory agency; 

ld) Information ond Privacy 
Coordinator means the D(rector of the 
Department's Office of Information 
Programs and Services (lPS) who is 
responsible for processing requests for 
accRss to inform<ition under the F01A. 
the Privacy Act, E.O. 12958, and the 
Ethics in Government Act; 

(e) Record means all info.rm1:1tion 
under the control of the Department, 
includi1:1g information created, stored, 

. and retrievable by electronic means. 
regardless of physical fo.rm or 
characteristics, made in or received by 
the Dep.i.rtm\'lnt and preserved as · 
evidence of the organization, functions, 
policies, decision&, procedmes, 
operations or other activities of the 
Department or becaus.;i of the 

. informational value of the data . 
contained therein. It includes recordB of 
other Government agencies that hove 
been expressly placed under the control 
of the Department upon termination of 
those agencios. 1t doss riot include 
personal records created primarily for 
the personal convenience of an 
individual and not used to conduct 
Department bu>lnMs and not integrated 
into the Department'~ record keeping 
system oi: files. It does not include 
records that are riot already in existence 
and that would have to be created 
specifically to meet a request. Nowever, 
infurn1ation available in electronic form 
$hall be searched and compiled in 
response to a request unless such search 
and compilation would significantly 
interfere with tha operation of tho . 
Department's automated information 
systems, 

(f) Control mean$ the Department's 
legal authority over a record, taking into 
account the ability of the DepartmAn1 to 
u~e and dispose of the record as it sees 
flt. to legaJly determine the dispo$iliOn 
of a l'li!cord, the intent of the record's 
creator to retain or relinquish control 
over the record, the extent to wh.ich 
Department personnel have read or 
relied upon the rncord, and th!.\ degree 
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to which the record has been integrated 
into the Department's tecord keeping 
system or i1lea. . 

(SJ Direct costs moans those coats the 
Dopartmaut Incurs in seari;:hing fot, 
duplicating. and. in the cas!l ol' 
corrunotcial tequests. reviewing 
documents in response to a FOIA 
requost The term does not include 
overhead expenses. 

(h} Searcli costs means tho~a costs the 
Department incurs in looking for, 
identifying. and retrieving material. in 
paper or electronic form, that is 
responsive to a reque6t, including page
by-page or lino·by·line identificatio~ of 
material within docum~mts. The 
Department shall attempt to cnsuro that 
searching for materiel is done in the 
most efficient and least expensive 
manner so as to minimize costE for bath 
the Department and the rc;quester. 

(i) Duplication costs means those 
costs the Department incut$ in copying 

· a Tequested record in a form appropriate 
for: rnlease in response to a FOlA 
request. Such copies may take the form 
of paper copy, microfiche, QUdio-viaual 
materials, or machine-readable 
'Ellectronic documentation (e.g .. disk or · 
CD-ROMJ, among others. 

(j) Review costs U19<'!Jis coats the 
Department incurs in examining a 
rec:<ird 10 determine whether and to 
what ~xtent the record is responsive to 
the F01A request ;md thl'I extent to 
which it may be disclosed to the 
raquai:ter. rt does not include costs of 
rosolving general legal or policy issues 
tha1 ll'llilY be raised by a requost. 

(k) Unuaual circumstances. As used 
herein, but only to the extent reasonably 
nccossary to the proper processing of 
the particular requsst, the term 
"UJJusual circumstances" means: 

(1) The need to search for and collect 
the reqi.te8ted records from Foreign 
Ser.vice posts or other separate and . 
distinct Department offices;· 

(2) The ni"ed to 6e!lrch for. collect. and 
appropriately exami1;e e voluminous · 
amount of separate and di$(inct records 
tqat are demanded in a single request; 
or 

(3) The need for consultation wit11 
another agency having a substantial 
interest in the determination of the 
request or among two or more 
components of the Departrne11t that have 
a sub~t~ntial subject matter interest 
therein. Such consultation shall be 
conducted with all practicable speed. 

(l) Commercial use request meens a 
request from or on behalf of one who 
requests information for a uso or 
purpose that furthers tlrn commercial, 
ttade, ot profit interest of the reque5ter 
or the perso11 on whose behalf the 
request is made. 1n determining whether 

a r!lquester belongs within this catagory, 
the Deparlm1mt will look at the use to 
which the requester will put the 
information reql,l,eeted. 

(ml Educatforwl in9titutlon metins a 
preschool, a public or private 
lllementary or secondary school, an. 
institution of undergraduate or .graduate 
higher education. an institution of 
professional education, or fill inEtitution 
of vocational education. that operates a 
program or programs of scholarly 
research. 

(n) Non-ccimmerck1l scientific 
institution means an in&Ututiori that is 
not operated on a "commercial" basis, 
as that term is used in paragraph (l) of 
this section and that is operated solely 
for the purpuse of conducting scientific 
research, the results of which are not 
lhtencled to promote any P'.J!tiCular 
product or industry. . 

(o] Representative of the news media 
means any person actively gathering 
newa for an entity U1at Is oi:ganized and 
operated to publish or broadcast news to 
the public. The term ni>ws means 
information that is about current events 
or that would be of current interest to 
the public. Newa media include 
television o:r tadio stations broadcasting 
to the public at larg!l and publishers .of 
periodicals (but only in those instance!! 
when tfaiy ~n qualify as disseminators 
of "new$") who make their products 
available for purchase by the general 
public. Freelance journalists may be 
regarded as working for a news 
organization if they can demonstrate. 
such aa by past publication, a likelihood 
of publication through a.representative 
of the newa media, even though not 
actually employed by it. 

(p) All other means an individ;:ial or 
orgimization not covered by a dafrnition 
in parngraphe (!), (m), (n), or (o} of tliis 
section. 

§ 171.12 Processing requeetll. 

The Information and Privacy 
Coordinator is respon~ible for acting on 
all initial requests except for requests 
for records coming under the · 
jurisdiction of the Bureau of Consular 
Affairs. the Bureau of Diplomatic. 
Security. the Burnau of Human 
Resources. the Office of Medical 
Services, and the Office of the Inspeclor 
General. 

(a) Third patty requestB, Except for 
requests under the Privacy Act by a 
parent of a minor ot by a legal guardian 
(§ 171.32(c)), requesta for records 
pertaining to another individual shall be 
processed under the FOIA and must be 
accompanied by a mitten authorization 
for access by the individual, notarized 
or made under penalty of perjury, or by 

proof that the individual is deceased 
(e.g., death certificate at. obituary). 

lb) Expedited processing. Requssts 
and tl{:Jpeals shall bo taken out of order 
and given expedited treatment . 
whenever a requester has demonstrated 
that a "compelling noed" for the 
information exists. A request for 
expedited processing may be madl.l at 
the time of the initi11l request for rncords 
or at any later time. The requeBt for 
expedited processing shall ~et forth with 
specificity the facts on which the 
request is based. A notice of the 
determination whelh6r to grant 
expedited processing shall be provided 
to the requester within 10 days of the 
date of the receipt of the request. A 
"compelling need'' is deemed to axi!ll 
where the requestar can demonstrate 
one of the following; 

(1) Failure to obtain requested 
information on an expedited basis could 
rea5onably be expected to: Pose an 
imminent threat to the life ot physical 
safely of an individual; impair 
substantial due process rights; .or hatm 
subi:tantial humanitarian interests. · 

(2) The information is urgently 
needed by an individual primarily 
engaged in disseminating inform<1tion in 
order to inform the public concerning 
actual or eJlaged Federal Government 
activity. News media requesters would 
normally qualify; however. other 
pl'lraons must demonstrate t11At their 
primary activity involves publishing or 
otherwise dioseminating information to 
the public, not just a particular segment 
or group. 

(i) Urgently needed. The information 
has a particular value that will be lost 
if not diss0minat!ld quickly. Ordinarily 
this means a breaking news story of 
geMral public interest. Information of 
historical inrnrest only, or· information 
sought for litigation or com.merdal 
activities would not qualify, rior would 
a news media publication or bi:oadcast 
deadline unrelated to the breaking 
nature of the story. 

(ii) ActtJ.a} or alleged Federal 
Government activity. The information 
concerns some actions taken. 
contemplated, or alleged by or about the 
government of the United States, or one 
of its components or agencies, including 
the Congress. 

(c} Appeal of dMJal of expedited 
processing, Any denial of a request for 
.expedited processing may be appealed 
in accordance with the appeal 
procedure set forth in § 171,50. 

(d) Time limits. The sta.t1,1tory time 
limit for responding to a. FOIA request 
or to an appeal from a denial of a FOIA 
request Ls 20 days, In tmusual 
circumstances. as defined in§ 171.l lfk}. 
the time limits may be extended by the 
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Infon:ilation and Privacy Coordinator for 
not more than 10 day$. axcepting 
Sat1.1.rdayr;, Stmdays. or legal public 
holidays. 

(e) Multitrock processing. The 
Departrrient may u~a two or more 
processing tracks by distingllishing 
botwoen idmple and more complex · 
roquests ba~(•d on the amount of work 
andlor time ncedeid 10 process the 
request. The Department may provide 
req11esters in a slower track an 
opportunity to limit the scope of their 
request in order to qualify for faster 
rn:ooe~sing. 

(f] Form or format of responu.i. The 
Department shall provide requested 
records in any form or format sought by 
the requester if ths rocord (e readily 
reproducible in that form or format 
thr(lugh reasonable efforts. 

§171.13 Business Information. 
(a) Business information obtained by 

the Oepartment from a submitter will be 
disclosed under the FOIA only in 
cornrliiince with this section. 

· (b Definitions. For purposes of this 
soction: 

(1] Busi11ess information means 
information obtalnod by the Department 
from a 11u.bmitter that arguably may be 
exempt frNn disclosure as privileged or 
confidential under Exemption 4 of the 
FOlA. 

(2) Submilter.'means any person or 
entity from which the Departrnant 
obt11i11s business information. The tent!. 
irn;:ludas corporations, partnerships. 
sole proptietor:ihips; State, local. and 
tribal governments; and. foreign 
governments. 

(c) Designation ofbusiness · 
information. A Sltbmitter of inforniation 
will nse good-faith efforts to designate, 
by appropriate markings, either at tha 
time of submission or at a reasonable 
time thernaftsr, .my portionB of its 
submission that it considers oxempt 
from disclosure under Exemption 4. 
These designations will expire ten yonrs 
after the date of tha submi~aion unless 
the submitter requests, and provides 
jul!tlficatioo for. a longer desig11alion 
period. · 

(d) Notice to submitten. The 
Departm1.mt $hi'\ll provide a submitter 
with prompt written notice of a FOIA 
request or administrative appeal of a 
denial of such a requgst that seeks its 
information whenev£Jr required under 
perngraph (e) of this section, except es 
provid<i<l in paragraph U) of this section. 
in order to give the submitter an 
opportunity to object to disclosure of 
any specified portion of that 
information. The notica $hall either 
describe the information requeHted Or 
include ci'.lpies of the requested records 

17T/90' d 

or record portfons containing the 
infotmlillion. 

(e) When notice is requirod. Notice 
shall be givento a 5ubmitter.whenever: 

(1) The information has been . 
designated in g9od faith by the 
submitter as information considered 
protected from disclosure under 
Exemption 4; or 

· (2) The Department has mason to 
believe that the information may not be 
protected from diaclcslll'e under 
Exemption 4. 

(f) When notice is not required. The 
notice requirements of paragraphs (d) 
and (e) of thil> section shall not apply if; 

(1) The Department determines that 
the information should not ba disclosed: 

(2) The information lawfully has been 
published or has been officially made 
availabfo to the public; · 

(3) Disclosure of the information is 
required by statute (other than the 
FOIA} or by a regulation issued in 
accorda.nce with the requiraments of 
Executive Order 12600; or 

(4) The deaignation made by the 
submitter. under para.graph (c) af this 
section appears obviously frivolous
except that, in such a Oll8e, the 
Department shall, within a reasonable 
time prior to a specified disclosure. ilitts, 
give the submitter written notice of any . 
ilnal decision to discloso th0 

. information. · 
(g) Opporturdtyto object ta disclosure. 

The Department will allow 6 submitter' 
a reai;onable time to respond to the 

,notice described in paragraph (dl of this 
section and will specify that time period 
in tho notice. If a !lubmitter has any 
objection ta disclosure. e deteiled 
written statementin support of the 
obj11ction must be submitted. Thu 
statument must specify all grounds for 
withholding any portion of the 
information under any exemption of the 
FOIA and. in the case of Exemption 4, 
it muat show why the information is a 
trade secret or commercial or financial 
information that is privileged or 
confidential. In the event that a 
submitter fails to respond to the notice 
within the time specified in it, the 
submitter will be considered to have no 
objection to disclosure of the 
information. Information provided by a 
submitter under this paragraph may 
itself be subject to disclosure under fhe 
FOIA. 

(h) Notice of intent to disclose. The 
Department shall con$ider a submitter's 
objections and specific grounds for 
nondisclosure in deciding wbsther to 
disclose bUBiness information. 
Whenever the Department decides to 
disclose bu&lneM information over the 
objection ofa Sl.lbmitter, it shall give the 

submitter written notice. which shnll 
include: 

(1) A statement of the r'1ason why 
each of tho submitter's disclosure 
ob/'ections was not sustained; 

2) A dGscriptioo of the information to 
be disclosed; 1111d 

(3) A specified disclosure date, which 
shall be.a re<lsonable time sub$equent 10 
the notice. 

(i] Notice of fowi;uit. Whenever a 
requester files a lawsuit seeking to 
compel the disclosure of information, 
tho tlepartment shall promptly notify 
the submlttet. 

(j) Notice to requester. Whcnevar the 
Department provides a submitter with 
notice and an opportunity to object to 
disclosure under paragraph (d) of \his 
section, the Department shall also notify 
fhe requester. Whenever the Departmsnt 
notifies a submi·tter of its intent to 
disclose requested inform<ition under 
.paragraph (h) of this section, the 
Department shall a.l!lo notify the 
requester. When.:iver a submitter files a 
lawsuit seeking to prevent the 
disclosure of business information, the 
Departmmt shall notify the requester. 

§ 171.14 Fees to be chorgGd--general. 
The Department shall seek to charge 

foee that recoup the full allowable direct 
costs it incurs in processing a FOIA 
request. lt shall use the most efficient 
and lea~t costly methods to comply with 
requests for documents made under the 
FOIA. The Department wiil not charge 
fees to any requsster, including 
commercial use requetJtern, if the cost of 
collecting a fee would bo equal to or 
greater than the fee itself. With the 
exception of requesters seeking 
documents for a commercial use, the 
Department will provide the first two 
hours of $earch time and the first 100 
pages of duplication without charge. By 
making a FOlA requsst. the rnquester 

·shall be considered to have agreed to 
pay all l'lpplicable fees up to $25.00 
unless a fee W<iiver has been grnnted. 

(a) Searches for responsive record.~. If 
the Department estimates that the i::earch 
costs will exceed $25.00, the requester 
shall be so notified. Such notice shall 
offer the requester tbe opportunity to 
confer with Department personnel with 
the object of reformulating the request to 
meet tht1 requester's needs at a lowM 
cost. The .request shall not be pro0Et1tsed 
further wiles$ the requester agrees to 
pay the estimated fees, 

(1) Manual searches. The Departmant 
will charge at the salarymte (i.a., basic 
pay plus 16 percent of basic pay) of tha 
emp!oy.ee making the search, 

{2) Computer searches. The 
Department will chHrge a1 the actual 
dlrect cost of providing the service. This 
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will"include the cost of operating ths 
central proctissing unit (CPU) for that 
portion of operating time that is directly 
attributable to eeerching for records 
ra~pon~dve to" FO!A request a_nd 
operator/programmer salary attributable 
\(I the $68ICh. . 

(b) Review of records. Only raque!:lters 
who are'seeldng documents for 
commercial use may be cha(ged for time 
spent reviewing mcords to det1mnlne 
whether tlmy are raleasable Charges 
may be assessed for the initial revhlw 
only; i.e .. the review undertaken the first 
tim!! lhe Department analyzes the 
applicability of a specific exemption to 
a particular record or portion of <1 
record. 

(c) Duplication of reoords. Records 
:ihall be duplicated at a rate of$. lf.\ pei; 
page. For copies prepared by computer, 
such as tapes or printouts. the 
De:partment shall charge the actual cost. 
including operator time, of production 
of the tape or printout. For other 
methods of reproduction or duplication. 
thi;i Depwtmerit ~hall charge the actual 
direct costs of producing the document. 
If the Department estimates that the 
duplication costs will exceed $25.00, 
tl10 requei:ter shall bi:i so informed. The 
request shall not ba proc(l&sed further 
unless the requester agrees to pay the 
estimated foes. 

(d) Otht1r charges. The Department 
shall recover the full coi>ts of providing 
services such aA thoM ei:u1merated 
below: 

( 1} Certifying that records are true 
copies (se~ part 22 of this chai:ter); 

(2) Seudlrig records by special 
methods such a$ l!xprees mail, overnight 
courier. etc. 

(t) Payment shall be in the form either 
of a personal check or bank d.r;;1ft drawn 
on a bank in tho United States. or a 
postal money order. Remittances shall 
be made pa.yBble to ~he order of the 
Treasury of the United States and 
mailed to th11 Inforn111t\o[l and Privacy 
Coordinator. 

(g) A receipt for fees paid will be 
given upon request. Reftmd of foes paid 
for services adu<l.lly t(lndeted will not 
be made. 

§ l 71 .15 Fees to be charged-eategorlos 
of roqueste111. 

Under the FOIA, there are four 
categories o{ rei:i_uesters: Commernial use 
requesters, educati<mal and non
commercial sciimtiflc instltutiona. 
representatives of the news niedia., and 
all other requesters. The fee& for each of 
the~e categories are_: 

(a} Commercial use requesters. When 
the Department receives a request for 
documents for commercial usa es 
defined in § 171.11 (1), it will assess 

charges that recover the full direct costs 
of searching fot. reviewing for release, 
and duplicating the record 8ought. 
Commercial use requeafora are not 
entitled to two hours of free search time 

. or 100 free !?ages of reproduction of 
documents. The Dape.rtment may 
recover the cost of searching for and 
)'(!Viewing records even if there ia 
ultimately no disclosure of records (see 
§ 171.16(b)). 

(b) Educotional and non·cammercial 
scientific institution requesters. The 
Department shall provide documents to 
requ9sters in this category for the cost 
of reproduction alone, excluding 
charges for the first 100 pages. To be 
oligible for inclusion in this category, a 
reque£h1r must show that the request is 
being made as authorized by and under 
the auspices of a qualifying Institution. 
f1.tl defined in§ 171.1 l(m) and (n), and 
that therecords are not sought for a 
commercial nse, but are sought in 
furtherance of scholarly (if the request is 
from an educational institution) or 
scientlflc (if the request is from a non· 
commercial scientific institution) 
reseru-ch. 

(c) Representotive11 of the news media. 
the Oepartment shall provide . 
documents to reque$ters in this category 
for the cost of reproduction alone, 
excluding charges for the first 100 
pages. To be eligible for inclusion in 
thls category, a requester must meet the 
criteria in§ 171.11.(o). and the request 
must not b() made for a comrnercia1 uso. 
A request for t!;lcords supporting the 
news dissemination function of the 
raq\lester shall not be considered to be 
a commercial uae request. 

(d) All other requesters. The 
Department shall charge requesters who 
do not fit into any of the categories 
above fees that recover the full 
reasonable direct cost of searching for 
and reproducing reGords that a.re 

· responsive to the request, except that 
the first t 00 pageti of reproduction and 
the first two hours of smirch time shal I 
be furnished without charge .. 

§ 171.16 Mlt1ceUaneous fff provl11lona. 

records or If thl;'l records located a.re 
determined to ho exempt from 
disclosure. · 

(c) Advance paymi;nt. The 
Oepanmentmay not require a requcstflr 
to make an advance payment, i.($,, 
payment before work ia commenced or 
continued on a request. unless: 

{1) It estimates or detarmines that 
allowable charges that a rsque6ter.rnay 
be required to pay are likely to exceed 
$250, In such a case. the Departmant 
shall noti.fy the requester of the likely 
cost and obtain iiati sfactory assUiance of 
foll payment where the requester has a 
hh~tory of prompt paymc:mt of FOJA foes, 
or shall require an advance payment of 
an amount up to the full estimated 
charges in the case of requesters with no 
history of payment; or 

(2) Arequesler has previously failed 
to pay withln 30 days of the date of the 
billing a foe charged. In such a case, tho 
Department Ghall require the requester 
to pay the full amount previously owed 
J,Jlus any applicable interAst and to make 
an advauce payrnent oft.he full amount 
of the estimated fee before th<;l 
Department begins to process a new or 
pending request from that requester. If 
a requester h~dailed·to pay a fee 
charged by another U.S. Government 
agency in an informatiou access case, 
the Department may require proof that 
such fee hes been paid before prncessing 
a new or pending request from that 
requester. 

[3) When the Department acts under 
paragraph (c)(1l or (2) of this section. 
the admJni$tralive time limits 
prescribed in the FOIA, 5 U.S.C. 
552(a)(6) (i.e .. 20 working days from 
receipt of initial requests and 20 
working days from receil?t of appeals 
from initial denial. plus permissible 
extensions of these time limits), will 
begin only after the Dcpartmeut has 
received fee payments described in 
ptlragraphs (t)(1J and (2) of this section. 

(d] Aggregating request•. When the 
Department reasonably believes that a 
raquester, or a group of reque~ters 11cting 
in concert, has submitted multiple 
requests involving related matters solely 
to avoid paymimt of fees, the . 
Department mny aggregata those 
requests for purposes of assessing 
process Ing fees. . 

(el Effect of the Debt Collection Act of 

(a) Charging interest. The Deparlinent 
shall begin aBsessing intorost charges on 
an unpaid bill starting on the 31st day 
following the day on which the bill was 
8ent. The fe.ct that the fee has been 
received by tlte Department within the 
thirty-day grace period, even if not 
processed, shall stay the accrual of 
interest.. Interest will be at the rate 
prescribed In 31 U.S.C. 3717 and shall 
accrue from the date of the billing. 
. (b} Charges for unsucceF;$fu/ t1eorch or 

if reco1·ds arc withheld. 'l'he Department 
may assess charges for time spent 
searching. even if it_ falls to locate the 

1982 (Pub. L, 97-365). The Department 
. shall comply with provisions of the 
Debt Collection Act, including 
disclosure to consumer reporting 
agencies and use of collection ageni::i0s, 

· where appropriate, to effect repayment. 

§ 111.i1 . Waiver or reduction of fee!I. 
(a) Fees otherwise chai:geable in 

conMctlon with a request far di~clo~nre 
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of a record shall ba W<lived or reduclld 
where it is determin0d that disclosure is 
in tho public: interest because it ia likely 
to contribute signifkltntly to public 
understanding of the operations or 
activities Qf the Governmonl and is not 
primarily in the commercial iriterost of 
the requestor. 

(l) In order to determine whether 
disclosure of th(' hi formation is in the 
public interest because it is likely to 
contribute significanlly lo public 
understanding of the operations or 
activities of the government. the 
Department will consider the following 
four factors: 

(i) The $ubject of the request, i.e., 
whether the subject of the requested 
rQcordB concerns the operations or 
activities of the government; . 

(ii) nie informative value of tlie 
informatlon to be d[sclosed. i.e., 
whether the di9closure is likely to 
contribute to an underntanding of 
government operations or activities; 

(iii} Tho contribution to an 
understanding of the subject by the 
general public likely to result from 
disclosure, i.e .. whether disclosure of 
the requosted informBtJon will 
contribute to public understat1ding. 
including whtith"'r the requester has 
expertise in the subject e~ea as well as 
the intantion and ability to dissemiMte 
the information to the public; and 
· (iv) The significance of the 

contribution to public understanding, 
i.e., whether the disclo11ure ia likely to 
<:ontribute signific~ntly to public · 
understanding of government operations 
or activitios. 

(2) In orde( to determine whother 
di~closure of the information is not 
primarily in the commercial interest of 
the requester, the Department wi.11 
consider the following two factors: 

(i) The til:Xlsltince and magnitude of a 
commercial intiuest, i_e., whether the 
requester has a commercial interest that 
would be furthered by the requested 
diado11ure; and, if so, 

liil The primary interest in disclosure. 
i.e .. whether the magnitude of the 
identified commerc.ial interest of the 
requester is sufficiently large, in 
comparison with the public interest in 
disclosure, that, digclosurc is primarily 
in the commarcial interest of the 
reque,ter. · 

(b) The Department may refuse to · 
consider waiver or reduction of fees for 
requesters (persons or organizations) 
from whom unpaid feeg remain owod to 
the Department for anothei: information 
accest: request. 
· (c) Where only some of the records fo 
be released satisfy the rnquirements for 
a waiver or reduction of fees, a waiver '. 

t>l/80.d 

or reduction shr;1,ll be granted fot only 
those records. 

(d) The Department's decision to 
.refuse to waive or reduce fees may be 
appealed in accordance with § 171.51. 

Subpart C--'Executlve Order 129!18 .· 
Pro\llS{ons 

§ 111.20 Definition&. 
As used in this subpart. the following 

definitions shall ap1,ly: · 
(<i) Agency means any executive 

branch agency. as defined in 5 tJ.S.C. 
105, any military department, as defined 
by 5. U.S.C. 102. and a11y other entity 
within the executive branch that comes 
into possession of classified 
information. 

(b) Claosified information means 
information th11t haa been determined 
pursuant to E.O. 12956 or any 
predecessor order on national security 
information to require protection against 

·unauthorized discloswe and is marked 
to indicate ita classified status wbt>n in 
documentary form. 

(c) DMlaoGificotion means the 
authorized change in the status of 
information from classified information 
to unclassified information. 

(d) Depatt:mentmea:ns thfl U.S. 
Department of State, including its field 
offices and Foreign Service postti 
abroad. 

(e) FOIA means the FNedom of 
Information Act, 5 u.s.c. 552. 

(f) F<m;dgrr government information 
means: 

(1) lnformation provided to the 
United States.Government by a foreign 
government or governments, an 
international organization of 
governments, or any element then:iof, 
with the expectation that the 
information, the source of the 
information, or both, are to be held in 
confidence; 

(2) Information produced by the · 
United States pLmluant to or as a result 
of a joint arrangement with a foreign 
government or governments, or an 
international organization of 
governments, or <1ny element thereof, 
requiring that th!;l information, the 
arrangement, or both, are to be held in 
confid~nce: or 

(3) Information received and treated 
as foreign government information 
under the terms of a predecessor 
executive order. 

(g) Infarmotion means any knowledge 
that can be communicated or . 
documentary material. regardless of its 
physical fonn or characteristics that is 
owned by' prod,uced by or for' or is 
under the control of the United States 
Government. 

(h) Mandatory daclcssification review 
means the process by whkb specific 

classified information is reviewed for 
declassificatioIJ pursuantto a raquest 
under§ 171.21. 

(i) National Security mearis the 
national defense or fo.rnign rafotions of 
the United States. · 

. {j) Certain former government 
personnel includes former officials of 
the Departmiilnt of State or other U.S. 
Government agencies who previously 
have occupied policy-ma.king positions 
to which they were appointed by tho 
President under 3 ll.$.C. 105(a}(2}(A) or 
by the Vice President under 3 U.S.C. 
106(a)(l)(A). It does not include former 
Foreign Service Officers as a class or 
persons who merely rAceived 
assignment commissions as Foreign 

· Service Officers, Foreign Sf)rvice 
Reserve Officers, Foreign Service Staff 
Officers and employees. 

(k) Senior Agency Official means the 
Under Secretary of State fot 
Managemen1. 

§ 171.21 Decle:islflcatlon rnvlew. 
(a) Scope. All information dassifiud 

under E.O. 12958 or predecessor orders 
shall be subject to declassification 
review upon request by a member of the 
public or a U.S. government employee 
or agency With the followin.s exceptions: 

(1) Information originated by the · 
incumbent President or. in thfl 
perfonnance of exeeutive duties, the 
incumbent Vice President: the 
incumbent President's White Housa 
staff OI', in the performance of executive 
duties, the incumbent Vice President's 
staff; committees, commissions. or 
boards appointed by t1rn incumbent 
President; other entities within the 
Executive Office of the President that 
eolely advise and assist the incumbent 
President; 

(2) Information that is the subject of 
litigation: 

(3) Information that has been 
reviewed for declas9ification within the 
past two years; and 

(4) Information exempted from search 
and review under 1he Central 
lntelligence Agency Information Act 

(b) Requests. Requests for mandat0ry 
declassification review should be 
addressed to the Information and 
Privacy Coordinator at the address given 
in Sec. 171.5_ !!:-mail requests are not 
accepted at this time. 

(cJ Mandatorydealassification review 
and the FOIA. A mandatory 
declassification: review request is 
aeparate and distinct from a request for 
records under the FOIA. When a 
requester submits a request under both 
mandatory declassification review and 
the FOIA; the Department shall require 
the requester to elect review under one 
process or the other. If the requester . 
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fails to make such election. the request 
will be under tha process that would 
re!l\1 lt in the greatest disi;losure unless 
the information requestod is subject to 
onl.y mandatory decfasgification review. 

(d) Description of information sought. 
In order to ba proceS$!.ld, a request for 
doclru;~ifica'lion review must dgscribe 
the document. or the material containing 
the information sought with sufficient 
$pecificity to enable the Dep9.rtrn,ent to 
locate the document or material with a. 
reasonable amoanf of effort. Whenever a 
request does not sufficiently describe 
the material, the Department shall notify 
the requester that no further action will 
be taken unless additional description 
of tlie ltlforrnaticin sought is provided. 

(e) Refusal to confirm or deny 
existence of information. The 
Department may refuse to confirm or 
deny the E;JXl$lance or nonexistence of 
requested information whenever the fact 
of existence or nonexistence is itself 
dassifiod. 

(f) Pmceesing. In responding to 
mandatory daclMsif\cation review 
requests, the Department sh!ill make a 
review detorinina.tion a.!l promptly as 
pogsiblFJ ~nd notify the requester 
accordingly. Wheri the requested 

· informatio1~ caimot be declassified in its 
entirety, the DApi>rtment shall release all 
meaningful portions that c!!Il be 
declassified and that a.rn not exempt 
from disclosure on oth0r grounds '[see 
§ 171.25). 

(g) Other agency information. When 
tho Oopartmant receives a request for 
informatton in its posi;ession that was 
originally classified by another agency, 
.it shall refor tha ra'queet and the 
p!!rtinent information to the other 
agency for processing unless that agency 
has ugrocd that 1J1e Depe.rtment may 
review such information for 
declassificatial\ on behalf of that agency. 
The Department may, afl.er consultation 
with the other agency, inform the 
rnq11ester of the referral unless 
association of the other agency with the 

·information is itself classified. 
. (h) Foreign government information. 
In the caBe of a request for material 
containing foreign government 
inforrnl\tion, the Dt"partment, if it is also 
t11e agency that. initinlly received the 
foreign government information, shaU 
determine whether thEi information mav 
be declassified and may, if appropriate~ 
consult with the rclovant foreign 
govi;irnment on that issue. If the 
Department is not the agency that 
initially received the foreign 
government information, it shall refer 
the request to the originah~iving 
agency for direct rosponi;e to the 
requester. 

(i) Cryptologic and intelliga110e . 
information. M$ndatory declassification 
review requests for cryptologic · 
information shall be processed in 
accordance with special procedure$ 
established by the Secretary of D~fon$e, 
and such requests for information 
concerning intelligence activities or 
intelligence sources fl!ld methods shal.l 
be processed in accordance with special 
procEJdures established by the Director 
of Central Intelligence. 

§ 171.22 Appoa.ls. 
Any denial of a mandatory · 

declassification teview request may be 
appealed to the Department's Appeals 
Review Panel in accordance with 
§ 171.52. A denial by the Appeals 
Review Panel ofa mandatory 
declassification review appeal may be 
further appoalsd to the Interegency 
Security Classification Appeals Panel. 

§ 171.23 Oeclail!llllt:atlon In the public 
Interest. 

It is pre11umed that information that 
continues to meet classification 
requirements requires continued 
protection. In exceptional cases, 
however, the need to protect such 
information may !:le outweighed by the 
pub He interestin disclosure of the 
informntion, and in these callee the 
info(rontion shQuld be declassified. 
When such questions arise, thoy shall ba 
refurred to the senior Department 
official with Top Secret authority 
having primAry jurisdiction over the 
information in question. Thnt official, 
"fter consultation v...Jth the Assl$tAnt 
Secretarv for Public Affairs, will 
datermlne whether the public intarest in 
disclosure outweighs the damage to 
national security that reasonably could 
be expected from disclosure. lf the 
determination is made that the 
information should be declassified and 
d.iscl osed. that official .will make such a 
recommendation to the Secretary or the 
.senior agancy official who shall make 
tho decision on deela6$ification and 
disclosure. Th.is provision does not 
amplify or modify the substantive 
ctilerie. or procedures for classification 
o.< create.any substantive or procedural 
right subjli!Ot to judicial review. 

§ 171.24 Access by tiletoric11I researchers 
and certain former government personnel. 

(a} The restriction in E.o: 12958 and 
predecessor orders on limiting acce86 to 
classified information to individual$ 
who have a need-to-know the 
information may be waived, under the 
conditions set forth balow, for persons 
who: 

(1) Ale engaged in historical NBeatch 
projects: 

(2) Have served as Presidential or Vice 
Presid1mtial !i1.ppointees as dAfined in 
§ 171.20(j), or 

(3) Served as Prnaldent or Vice 
President. 

(b) Requests by such persons must be 
submitted in writing to the Information 
and Privacy Coordiilator at tha address 
set forth in§ 17L5 and must include a 
g.;,11eral description of the NCO~ds · 
sought, the Ume period covered by the 
request. and an explanation why access 
is sought. Reqmists for access by such 
f'(lquesters may be grantfld if: 

. (1) The Secretary or the Senior 
Agency Official determines in writing 
that access is con&i&tent with the · 
Interests of national security; 

(2) The requester agrees in writing to 
safeguard the information from 
unauthorized disclosure or compromh~e; 

(3) The requeetar submits a statemtint 
in writing authorizing the Department 10 
review any notes and manuscripts 
creati;;d a(I a result of access: 

(4) The requeater submits a $tatement 
in writing that any information obtained. 
from review of the records will not bll 

. disseminated wi1hout the express 
written permission of the Department; · 

( c) If a requester uses a rcsearc.h 
assistant the requester and the rosearch 
assistant mu8t both submit a statamerlt 
in writing acknowledging that th~ same 
access conditions aitit forth in pBragraph 
(b)(4J of this section apply to the 
research assistant. Such a research 
assistant must be working for the 
appllcant a,nd not gathering information 
for publication on hill or her own behalf. 

(d) Access granted under this section 
shall be limited to items the appointM 
originated,· reviewed, signed, or rnceivsd 
while serving as a Presidential or Vice 
Presidential appointee ot as President or 
Vice President. 

(e) Such requesters may seek 
declassification and release of material 
to wh.ich they have been granted access 
under this section thwugh either the · 
FOIA or the mandatory declassification 

·review provisions ofE.O. 12951.l. Such 
requests shall be processed in the order 
received, along with other FOIA and 
mandatory decla$sification review 
requests, and shall be subji:ict to the fees 
applicable to FOlA requests. 

·. § 171.25 Appllcablllty of other laWlJ. 

Exemptions from disclosure set forth 
in the Freedom of Information Act, the 
Privacy Act, and other statutes or 
privileges protecting Information from 
disclosure recognized in discovery or 
othor.s1,1ch litigation-related procedures 
may be applied to withhold information 
declassified under the provisions of thi1> 
subpart. · · 
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Subpart D--Prlvacy Act Provisions 

§ 171.30 Purpose and $(:(Ip~. 
This flttbpart contains the rule$ that 

the Department l'~>llowa under the 
"Privecy A.ct of 1974, 5 U.S.C. 552a. 
These rules should be read together 
. with the Privacy Act, which provides 
additional information about reeords 
maintained on individuals. The rulett in 
this !lttbpart apply to all .record~ in 
systems of records maintai.ned by the 
Dep!!rtment that are retrieved by an 
individual's name or petaonal identifier. 
They describe tho procedures by which 
individuals may request nccoss to 
records about themselves, request 
am011dmen( or Ct,•mlction of those 
records, and r.;iqueet a1i <iccounting of 
disclosure$ ofth1)se records by the 
Departmc:mt. If any records tetrieved 
pursuant to an access raquest under the 
Privacy Act are found lo ba exempt from 
disclosurf) under that Act. they will be 
processed for possible disclosure under 
the F'roodom of lnformalJon Act (FOIA). 
5 U.S.C. 552. No fees shall be charged 
for acce~s to or amendment of Privacy 
Act rocords. 

§ 171.31 Oatlnltlona. 
As used in this subpart, the following 

definitions shall apply: 
[a) Department means the United 

States Department of State, inchtd ing its 
field offices and foreign Service po$l!l 
abroad. 

(b) Individual rneart5 11 citizen of the 
United State~ or an alien lawfully 
.admitted for penn,;iuent rasidence. 

·(c) Moitl!<liti includ<:s rneintain, 
coiled, use; or disseminate. 

(d) Record means any item, collection, 
or grouping of information about an 
individual that is maintained by the 
Deptirtment, including. but not limited 
to aducAtion, finanda.I transactions, 
medical history. and criminal or 
employment history, that conl<dns the 
individual's name or the identifying 
number, symbol. or other identifying 
particular assignad to the individual, 
such all a finger o~ voice print or 
photograph. 

(a) System of Records means a group 
of any records under the control of the 
Dopartmout from which information is 
retrieved by the name of the individual 
or by !!Orne identifying number, symbol, 
or other identifying particular assigned 
to an it1di11iduaL 

(f) Control bas the meaning set forth 
in§ 171.ll{f) . 

(g) Information and Privacy . 
Coordinator has the meaning set forth in 
§171.1l(d). 

ChJ DS is the abbreViation for the 
Btm;iau of Diplotnatic Security of the 
U.S. Department of State. 

(iJ OIG is ilie abbreviation for the 
Office ofth.e Inspector General of the 
U.S. Department of State. 

!l 171.32 Request for accea& lo tec:ords. 
(al Descnption of records sought. All 

requosts for access to a record must 
rnasonably dosctlbe the System of 
Records and the individual's record 
within the system in sufficient detail to 
permit identification of the requa~tod 
record, At a minimum, requests should 

. incl.ude the individual's full name 
(including maiden name, if appropriate) 
;md any other names used. present 
mailing addra$S a.rtd ZIP Code, date and 
place of birth, and any other 
information that migllt help in 
identifying the record. Helpful data 
includes ths approximate lime period of 
the record and the circumstances that· 
give the individual reason to believe 
tha.t the Department of State maintains 
a record 11nder the individual's name or 
personal identifier. In certain instances, 
it may be necessary for the Department 
to request addltional information from 
the requester. either to ensure a full 
seerch, 'Of to ensure that a record 
retrieved does in fact pertain to the 
individual. 

(b) VerifitatiiJn of personal identity. 
The Department will require reasonable 
identUlca.tion of individuals requesting 
records under the Privacy Act to ensure 
that records are disclo!led only to the 
proper persons. Requesters mt1at state· 
their full name. current address. date 
and place ofbinh. and, at the 
requester's option, social secu.rlty 
number. The request must be signed, 
and the reque;tEit's signature must be 
oitl1er notarized or submitted under 
penalty of perjury (28 U.S.C. 1746) as a 
substitute for notarizatit'.m. If the 
requester seeks records under another 
name the requester has used, a . 
1>tatement, under penaJty of perjury, that 
the requester has also U8ed the other 
name must be included. 

(cl Third µorly accei;s. The 
Departmant shall allow th ltd party 
access to records under oertain 
conditions: 

(1) Parents. Upon presentation of 
documentation of the parental 
relationslii p, a p{l.rent of a minor (an 
unmarried person under the age of18) 
may, on behalf of the minor, request 
records pertaining to thtJ minor and the 
Department may, in ita di$Cretion, 
disclose such records to the parent to 
the extent detetmined by the 
Department to be appropriate in the 

· circumstances of the case. Jn any case. 
mi~iors tney request such records on 
their own behalf .. 

(2) Guardians. A guardian of a minor 
or of an individual who has been 

declared by ti court to be incompetent 
may act for and on behalf of the minor 
or the lnoompetent individual upon 
presentation of appropriate 
docttnientation of the guardian 
relationship. 

(3) Authorized representatives or 
designees. When an individual wishes 
to a.ulhorize another person or peteons 
<1ocese to hia or her records, the 
individual shall submit. in addition to 
the identifying information described in 
paragraph (b) of this section, a signed 
statement, either notadzed or made 
under penalty of perjury, auth<irizing 
and consenting to access by a · 
designated pernon or persons. Such 
requests shall bG procesaed under the 
FOIA (see§ 171.12). 

(d) Records relating to civil oclioits. 
Nothing in this subpart entitlos an 

·individual to access to any information 
compiled in rea1>0Mble anticipation of a 

· civil action or J,Jroceeding. 
(e) Time limits. The Department will 

acknowledge the requ.e5t promptly and 
furnish the requested inforrnation as 
soon as yossible thereafter. 

(f) lnformotion on amending records. 
At the time the Depettment grants 
access to a record, it will also fornish 
guidelines for requesting amendment of 
a record. The5e guidelines may also be 
obt.;ilned by writing to the Information 
and Privacy Coordinator ilt the address 
given in§ 171.5. The guidelines are also 
available in the roading room described 
in§ 171.3 and in tha elfictronic reading 
room described in§ 171.4. 

§ 111.33 Request to amend or correct 
rocords. 

[a) An individual has the right to 
request that the Department amend a 

'ecord pertaining to the individual that 
the individual balie11es is not accurate, 
relevant, timely, or complete. · 

(b) Requests to amend records must be 
in writing and mailed or delivered to 
the Information and Privacy 
Coordinator, at the addrcs~ given in 
§ 171.5, who will coordinate the review 
of the request with the appropriate 
offices of the Department. The 
Department will require verHication of 
personal identity as provided in 
§ 171.32(bl before it will initiate action 
to amend a record. Amendment requests 
should contain. as a minimum, 
identifying information needed to locate 
the.record in question, a d!lscription of 
the specific correction requested, and an 
explanation of why the existing record 
is not accurate, relevant, timely. or 
complete. The requester should submit 
as mu.ch pertinent doc1.1mentation, other 
information, and explanation as 
poaaible to support the request for 
amendment. 
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(c) All requests for ~rriendmen~s tp 
records will be acknowledged w1thm 10 
days (ei\cluding Saturdays, Sundays.' 
and lege.l public holidays). 

(d) In reviewing <1 record In reapon~e 
to,. request to amend, the Oepart~ei:t 
shall ra1.riew the record to d1Jt!:mn1ne if 
it is accurate, relevant, timely. and 
complete. 

(o) If the Department agrees with a.n 
individual's tequest to amend A xecotd. 
it shall: · 

{1) Advi~e the individual in writing of 
it$ decision; 

(2) Am1:1t1d the record accordingly: 
and 

(3} If an accounting of disclosure has 
been mode, advi$e all previous 
recipients of th>1 rncord of the 
amendment and its substance. 

(!) If the D£JpRrtment denies, in whole 
or in part, the individual's l!lllendment 
request. it shall advise the individual in 
writing of its decision, of the reMOn 
thllreforii, and of the individual's right 
to appeal the deniiil in accordance with 
§ 171.52. 

§ 171.34 Request for an accounting of 
record dlsclosuretL 

(a) How made, Except where 
accountings of disclo~ures are not 
reqvired to be kept, as set forth i<> 
paragraph (b) of this s.ection. an 
individual has a right to request an 
accounting of any disclosure that the 
Department has madEi to another person, 
organization, or agency of any record 
about an individual. This accounting 
shall contain the date, nature, and 
purpose of each disclosuro as well as 
the name and address of the recipient of 
the disclosUl'e. Any request for 
accounting should identify each 
pa.rtkular record in question and may · 
be made by V\'l'iting directly to the 
Information and Privacy.Coordinator at 
th~ addrees given in§ 171.5. 

(b) Where accountings not raqulred. 
The Department is not required to keep 
an accounting of disclosurns in the case 
of: . . . 

(1) Disdoswos madtl to flmployees 
withln the Depa:f'tmom who have a need 

. for the record in the pi:irformance of ' 
their duties: 

· (2) Disclosures required under the 
FOIA: 

(3) Di,closuxes made to another 
agency or to <m instrumentality of any 
government,;! jurisdiction under the 
control of or within the United States. 
for authorized civil or criminal law , 
enforcement activities pllI'8uant to a 
written request from such agency or 
instrumentaJity specifying the activities 
for which the disclosures are sought and 
the portions of the records sought. 

§ 111.45 Oenlals of mque$t&: app11als. 
If the Departmettt denies a reque$t for 

access to Privacy Act records. for 
amendment of such records, or for an 
accouoting of disclosure of such 
recorda, the requester shall be informed 
of the roason for the denial and of the 
right to appeal the deniel to the Appeals 
Review Panel in accordance with 
§ 171.52. 

§ 171.36 Exemptions. . 
Syatems of records maintained by the 

Department are autho~h:ed to be 
exempted from certain provisions of the 
Privacy Act under both general and 
specific exemptions set f~rth in the Act. 
In utilizing these exemptions, the 
Department is 0xemp1ing only those 
portions of systems that axe neceS!lary 
for tho proper functioning of th11 
Oepartment and that are conaistent with. 
the Pdvacy Act. Where compliance 
would not appear.to interfere witb or 
adversely affect the law enforce.ment 
process, and/or where it may be 
appropriate to permit individuals to · 
contest the accuracy of the information 
collected, e.g .. public source materials, 
the applicable exemption may be . 
waived, elther partially or totally, by the 
Depaitmant or the OIG. in the sole 
discretion of the Department or the OIG, 
as approprlate-

(aJ General exemptic;ms, (1) . 
Individuals may not have access to 
records maintained by the Department 
that were provided by another agency 
~hat hag determined by regulation that 
such information is subject to genaral 
exemption 1.lnder 5 U.S.C. 552aG)(1). If 
such ElXGmpt racords are the subject of 
an access request, the Department will 
advise the requester of their existence 
and of the namll and address of the 
source agency. unless that information 
is itself axempt from disclosure. 

(2] The systems of records maintained 
by 1be Bureau of Diplomatic Security 
(STATE-36), the Office of the Inspector 
General (STA1'&-53), and the 
lnforma.tion Access ProgramRecords 
system (ST A TE-35) are subject to 
general exemption under 5 U.S.C. 
552a(j)(2). All records contained in 
record system S'TA.T&-36, Security 
Records. are exempr from .all provisions · 
of the Privacy Act except sections (b}, 
(c)(1) and (2), (e)(1)(A) through (F), 
(el{6). (7). (9), (10), and (11), and (iJ to 
the extent to which they meet the 
criteria of section (j)(2). These · · 
exemptions are necessary to ensure the 
affectiveness of the investigative. 
judicial, and protective processes. All 
reco~d9 contained in STATE~sa, records 
of the Inspector General and Automated 
Individual Cross-Reference System, are 
exempt from Ali of the provisions of the 

Privacy Act except sections (b), (o)(l) 
1tnd (2), (e)(4)(A) throu~h (F). (e)(B), (7), · 
(9), (10), and (11 ), and (i) ~o t.J:e extent 
to which they msEit the criteria of . . 
sectiolt (J)(2). Theee exemption~ are 
necessary to ensure the proper functiom 
of the law enforcement activity. to 
protect confidential source$ of 
information, to fulfill promises of 
confidentiality, to preventfoterference 
wi~h the enforcement of criminal laws, 
to avoid the disclosure of invastlgative 
techniques, to avoid the endang!!ring of 
the life and safety of l').ny individual, to 
avoid premature disclosure of the 
knowledge of potential criminal activity 
and the evidentiary bases of possible 
enforcemant actions, and to maintain 
the integrity of the law enforcement 
process. All records containod in the 
.Information Access Progrl\m Records 
system (STATE-35) aro oxampt from all 
of the provisions of the Privacy Act 
except sections {b], (c){l) and {2). 
(e)(4][A) through (F), (e)(6), (7), (9), (10). 
and (11), and {i} to the extent to which 
they meet the criteria of section (j)(2]. · 
These exemptions are necessary to . 
ensure the protection of law . 
enforcement information retrieved from 
various $OUrceH in response to 
information acces$ ~equests. 

(b) Specific exemptions. Portions of 
the following systems of records aro 
exempted from 5 U.S.C. 552a (c)(3), (d). 
(e)(1), and (4), (G), (H), end(!), and (f). 
The names of the systems correspond to 
thO!!e published in the Federal Register 
by the Department. 

(1) B:v.empt under 5 U.S.C. 552q(k)(1). 
The reason for invoking this exemption 
is to protect material required to be kept 
secret in the interest of nationA l defense 
·and foreign policy. 
· Board of Appellate Review Records. 
STATE--02. 

Gongre~$iorrnl Correspondenca. 
STATE-43. 

Congressional Travel RecC!rds. 
STATE-+~. 

Coordinator for the Combating of 
Terrorism Records_ STATE--06, 

External Research Record$, ST ATE-
10. 

Extradition Records. STATE-11. 
Foreign Assistance Inspection 

Rocords. ST A TE-48. 
Human Resources Records. ST ATE-

31. 
Information Access Programs Records. 

STATE-35. 
Intelligence and Rasearch Records. 

STATE-15. 
Internati.onal Organizations Records. 

STATE-17. 
Law ofthe Sea Records, STATE-l9. 
Legal Case Management Records. 

STATE-21. 
Munitions Control Records. STATE-

42, 

6s:1r 900c-Pc-1nr 
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OversMs Citizens Services Records. 
STA'tE-05. . 

Overseas Records. ST A TE-25. 
Passport Records. STA TE-26. · 
Perl'onality Cross-Reference Index to 

the Sllcretariat Avtomated Data Index 
Records:. ST ATg....28. 

Persona.llty Index to the Central 
Foreign Policy R.ecotd$. STA 'fE-.-29. 

Personnel Payroll Records. STATE-
30.. / 

Records oftho lnspectoi: Generfll and 
Automated Individual Cross-Reference 
System. STATE-53. 

Racotds of the Office of the Assist1111t 
Legal Adviser for lnternationa:l Claims 
and Investment Disputes. STATE-54. 

Rover Records. ST A T.E-41. · 
Records of Domestic Accounts 

Receivable. STATE-23. 
Records of the Office of White House 

Liaison. STAT£-..34. 
Board of Appellate Review Records. 

STATE-02. 
RQfugM Re<:ords. STA'TE--59. 
Refugoe Data Cllnter Processing 

Records. STATE-60. 
Security Records. STATE-36. 
Visa Records. STATE-39. 
{2) 8xempt under 5 U.S.C. 

552(a}(k)(2). The reasons for invoking 
this exemption are to prevent 
individual!< that are tlw subject of 
invnstigation from fnuit.ruting the 
investigatory process. to ensure the 
proper functioning and integrity of law 
onforcemont activities, to prevent 
dlsdosure of investlg•Hive techniquee. 
to maintain the confidtmco of foreign 
govurnments in the integrity of the 
procedures under which priV:ill'!ged or 
confidential information may be 
provided, and to fulfill commitments 
tnRde to sources to protect their 
identities and the confidentiality of 
inforrn111lon Md to avoid endangering 
thll!Se ~ources ;md law enforcement 
personnel. 

Board of Appellate Review Records. 
ST A 'T'E-02. 

Coordinator for the Combating of· 
Tenori~m Records. STATE--06. 

ExtTaditi.oo Records. STATE-11. 
Foreign A.s,t'.ltance lm1peotion 

Records. STATE-48. 
Garnishment of Wages Records. 

STATE-61. 
Information Access Program Records. 

STATE-35. 
Intelligence and Research Records. 

STATE~l5 ' 
Munitions Control Records. STATE-

12. 
Overseas Citizens Services Records. 

STATE...oS. 
Overseas Records. STATE-26. 
Passport Records. STATE-26. 
Personality Cross Reference Index to 

the Secretariat Automated Data Index. 
STATE-28. 

t::'VC:l'd 

Personality Index to the Central 
Foreign Poll ords. STATE·29. 

Records o Inspector General and 
Automated Indlvldue.l Cross-Reference 
System. STATE-53. 

Security Records. STATE-36, 
Visa Records: STATE-39. 
(3) Exemf.t under 5 U.S.C. 

552(a)(k)(3 . The reason for invoking· 
this exemption iB to preclude 
impairment of the Department's 
effective performance in carrying out its 
l!'lwful protective re.spoMibilities under 
18 U.S.C. 3056 and 22 O.S.C. 4802. 

Extradition. Records. STA TE-11. 
· Jnformatioh Access Programs Records. 

STATE-35. . 
Intelligence and Researoh Records. 

STAT&-15. 
Overseas Citizens Services Records. 

STATE--05. 
Overseas Records. STA TE:-25. 
Passport Records. ST A TE-26. 
Personality Croes-Reference Index to 

the Secretariat Automated Data Index. 
STATE--:28. 

Personallly Index to the Central 
Foreign Policy Records; ST A TE:-29. 

Security Records. STATE-36. 
Visa Records. STA TE-39. 
(4) Exempt under 5 U.S.C. 552a{k}(4). 

The reason for invoking this exemption 
i8 to Bvoid needless revhiw of records 
that a(e used solely for statistical 
purposes and from which no individual 
determinations a.re made. 

Foreign Service Institute Records. 
.STATE-14. 

Human Re:iources Records. STA'fE.... 
31. 

Information Access Programs Records. 
STATE-35. 

Personnel Payroll Records. STATE-
30. 

Security Records. STATE-36. 
(5} Exempt under 5 U.S.C. 552a(k](5). 

The reasons for invoking this exemption 
are to ensure the proper functioning of 
the investigatory process, to ensure 
effective det~rmination ofsuitabllity, 
eliglbUity, and qualification for 
amploymant and to protect the 
confidentiality of sources of 
information. 

Equal Employment Opportunity 
Records. STATE-09. 

Foreign Assistance Inspection 
Records. STATE-48. 

Foreign Service Grievance Board 
Records. STATE-13. ·· 

Human Resources Records. ST A TE-
31. 

Information Access Programs Record$. 
STATE-35. 

Legal Adviser Attorney Employment 
Application Records. STATE-20. 

· Overse9s Records. ST A TE-25. 
Personality Cross-Reference Index to 

the Secrete.i:iat Automated Data Index 
Records. STATE.:...2e. 

Records of the Inspector General <111d 
Automated Individtial Cross-Reference 
System. STATE-53. 

Reoords of the Office of White House 
Liaison. STA.TE-34. 

Rover Records. STATE-41. 
Security Records. STATE-36. 
Senior Par110nnel Appointments 

Records. STA'ra-47. 
(6j Exempt under 5 U.S.C. 552(k){f5). 

The reasons for hwoking this exemption 
are to prevent the coinptorniBe of testing 
or evaluation material used solalv to 
determlne individual qualifications for 
employment or promotion and to avoid 
giving unfair advantage to individuals 
by virtue of their havh1g access to such 
material. · 

Foreign Service Institute Records. 
STATE-14. 

Human Resources Records. STATE-
:u. . 

Information Access Programs Records. 
STATE-35. 

Security Records. STATE-36. 
(7) Exempt under 5 U.S.C. 552a{k){7). 

The reason for invoking thhi exemption 
is ta prevent access to material 
maintained from time to time by the 
Department in connection with various 
military personl'.lel Ol(Change programs. 

Overseas Records. STATE-25. 
Hum!\fl Resources Records. ST A TE-

31. 
lnformation Access Programs Records. 

STATE-3f;;. 
Personallty Cross-Reference Index to 

the Secretariat Automated Data ind.ex 
Records. STATE-28. 

Personality Index to the Central 
Foreign Policy Records. STATE-29. 

Subpart E-Etl:llcs In Government Act 
Provlalon13· 

§ 171.40 Purpl)!l.!I and ~(:Q?I'· 
This subpart iret$ forth the regulations 

under which persona may request 
access to the public financial disclosure 
reports of employ1;1os of the Department 
as well as.limits to such re9_uests and 
Ulla of auch information. The Ethics in 
Government Act 1978. as amended, and 
the Office of G<ivernment Ethlcs 
implementing regulations. 5 CFR part 
2634, require that high-level Federal 
officials disclose publicly their personal 
financial interests. 

§ 171.41 Covered employee$. 
(a) Officers and employees (including 

special G-Overnment employees ·as 
daflried in 18 U.S.C. 202) whosa 
positions are classified at grades GS-16 
and above of the General Schadule, Of 
the rate ofbaGIC pay for which is fixed. 
other than under the General Schedule. 

· at a rate equal to or greater than the 
120% of the minimum rate ofhaeic pay 
for C:S-15 of the ~neral Schedule: 
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(b) Officers or employees in any other 
:EJOSttions detcrmi11ad by the Director of 
tlio Office of Government Ethics to be of 
equal classification Lo GS-HI; 

(cl gmployees in \hQ oxcepted service 
in positions that are of a contldential or 
policy-ma.king character, unless by 
regul<1tion their positions have been 
excluded by the Director of tho Office of 
Government Ethics; 
(~}The designated agency official 

who acts as the Department's Ethics 
Officer: 

(e) Incumbent officials holding 
positions referred to above if they have 
Aarved 61 days or more in tlrn position 
during rho preceding calendar year. 

·CO Officials who have terminatad 
ernployment from a position refarred to 
above r;ncl who .have not accepted 
another such po6itioo within 30 days of 
such termination. 

§171.42 ReciuMta and Identifying 
l11fQ11Tiatlon. 

Requests for access to publit financial 
dhlclosure reports of covered employees 
should be made in writing to the 
Information and l'rivacy CoordiMtor at 
lhr. <1ddret1s given in§ 171,5 setting 
forth: 

(a) The name and/or position title of 
the DepRrtrnent of State official who is 
the subject of the requMt:, . 

(b) The time period covered by the 
r!:lport requested. 

(cl A completed Office of Government 
Ethics request form, OGE Form 201. 
October, 1999. This form may be 
obtained by wriling to tlie Information 
and Privacy Coordinator or by visiting 
the Public Reading Room described in 
§ 171,3 or l1ttp:l!r.·vww_u,<;oge:gov. 

§ 171.43 Time llmlb and fees. 

(a) Reports shall be made available 
wit11in tl1irty (30} day~ from receipt of 
a request by tbs Dl;lpartment. The 
Departmant does not charge a fee for a 
single copy of a public financie.l report. 
However, tho Departmont will cha.rg(l 
for additional copies of a report at a rate 
of 15 cents per page plus the actual 
direct coat of mailing the reports. 
Howewr, the Department will not 
cha<ge for individual requests if the · 
total chargo would be $10.00 or lea5. 

(b) A report shall be retained by the 
Department and made available to the 
public for a period of six {6) years after 
receipt of such raport- After'such a six 
year period, t110 repo.rt shall be · 
destroyed, unless needai;l in an ongoing 
investigation, except that lhoae reports 
filed by individuals who are nominated 
for office by the President to a position 
that requires the advice and consent of 

·the Senato, and who subsequently !lre 
not confirmed by the Senate, will be 

171/£'.l 'd 

retained and made availahle !or a one
year period, !!nd then destroyed, unles~ 
rteeded in an ongoing lnveatigation. 

§ 171.44 Improper UH of m~rta~ 

(a) The Attorney GenGral may bring a 
civil action <lSainst any person who 
obtains or uses a Bnancial disclosure 
report: 

(1} For any unlawful purpose; 
[2) For any commercial purpose, othor 

than for news or community 
dissemination to the general public; 

(3i For deterrnirling or establishing the 
credit rating of any indlvidu<1l; 

(4)For use, directly or indirectly, in 
the solicitation of money for any· 
political, charitable, or other pwpo610. 

(b) The court in which auch action is 
bro1.1ght may as:iess a civil penalty not 
to exceed $10,000 against any person 
who obtains or ui:ies the reports for theae 
prohibited purposes, Such remedy shall 
be in addition to any other remedy 
available under statutory or common 
law. 

Subpart F-Appeal Procedures 

§ 171.50 Appeal of denials of expedited 
j'.ll'QO!;l!>Sfll!J. 

(al A d.enial of a request for expedited 
processing may be atJpealed to the Chief 
of the Requester Lla.iao"n Division of the 
office of the Inform1;1tion and. Privacy 
Coordinator at the address given in 
§ 171.5 within 30 days of receipt of the 
denial. Appeals should contain as much 
information and documentation as 
possible to support the request for 
expedited proceasing in accordance 
with the criteria set forth in § 171. 12(b) 

(b) The Reque$ter Liaison Division 
Chief will issue a final deci~ion in 
writing within ten (10) days from the 
date on which the office of the 
Information and.Privacy-Coordinator 
receives the appeal. 

§ 171.51 App68l11 of donlals ot fee walvete 
or Mductlon&. 

(al A denial of a request for a waiver 
or reductions of fees may be appealed to 
the Chief of the Requester of Liaison 
Divis ion of the Office of the fnformation 
and Privacy Coordinator at the address 
given in § 171.5 within 30 days of 
receipt of the denial. Appeals should 
contain as much information and 
documentation aB possible to support 
the request for fee waiver or reduction 
in accordance with the criteria set forth 
in §171.17. 

§ 171.52 Appetil of denial of access to, 
dacrasalfleatlon of, 11mendmont ot; 

. accounting of dlrµ;:loeures of, or chi:!.llonge 
to claaalflcelloo of reeords. 

·(a) Right of odmini~tratiVe appeal. 
Excflpt for records that have bean 
reviewed and withheld within the past 
two years or are the subject of litigation, 
any requet>ter whose request foi: (ICCess 
to records, declaasitlcation of records, 
amendment of records, accounting of 
disclosures of records, or any authorized 
holder of classified information whose 
claa:iification cba.Heoge hae been 
denied, haB a right to appeal the donial 
to the Department's Appeals Review 
Panel. This appeal right includeo the 
right to appeal the d!'ltermination by, the 
Department that no racords rel:'lpons1ve 
to an access request exist in Dep<1rtment 
files. Privacy Act appeals may be made 
only by the individuRI to whom the 
records pertain. 

(b) Form of appeal. There is I'lO . 

required form for ll.n appeal. However, it 
Is essential that the appe~I contain a 
clear statement of the decision or 
determination by the Department be\ng 
appealed. Wl:ien lJOssible. the appeal 
~hould include argumentation and 
documentation to support the appeal 
and to contest the bases for denial cited 
by the Department. The appeal should 
be sent to: Cheirinan, Appeals Review 
Panel, c/o Jnformation and Privacy 
Coordinator/Appeal$ Officer, at the 
e:ddress given in§ 171.5. 
. (c) Time limitB, The appeal should be 
received within 60 days of the date of 
receipt by the requester of the 
Department'& denial. The time limit for 
respon~e to ao appeal begins to run on 
the day that the appeal is recE1\\red, The 
time limit (excluding Saturdays, 
Sundays, and legal public holidays) for 
agency decision on an administrali ve 
appeal is 20 days under the FOlA 
(which may be extended for up to an 
additional 10 days in wmsual · 
ciroumstances) and 30 days un.der the 
Privacy Act (which the Panel may 
extend an additional 30 days for good 
cause shown), The Panel shall decide 
mandatory declll.Bsification review 
appeals e~ pMmptly as possible. 

(bl The Requester Liaison Division 
Chief will issue a final decision in 
writing within 30 days from the date on 
which the office oftha Informatlon and 
Privacy Coordinator recaivfls the eppeal. 

(d) Notification to appellant. The 
Chairman of the Appeals Review Panel 
shall notify the appellant )n writing of 
the Panel's decision on the appeal. 
When the decision is to uphold the 
denial, the Chairman shall include in 
his notification the reasons therefore, 
The appellant sha1l be advi::i'.ld that the 
decision of the Panel reprasents the 
final decision of the Department and of 

· the right to seek judicial review of the 
Panel's decision, when applicable. In 
mandatory declassification review 
appeals, the Panel shall advi.se the 
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teq~eati:ir of ilie right to appeal the 
decision to the Interagency Security 
Cl.assification AppA~ls Panel under 
§ 3.5(d} ofE.O. 12~58. 

(o) Procsdures in Privacy Act 
(Jtrlendment cases. (1) If the Panel's 
dech1io1;1 is that a record shAll be 
amended in accord~mce with the 
appellant's roquest, the Chairman shall 
direct the office resprmsible for, the 
record to amend the record, advise all 
previous recipients of the rncord of the 
amendment and its substance if an 
accounting of disclosuni has baen m~de, 
and 90 Advise the individual in writing, 

(2] lf the Panel's decision i~ that the 
request of the appellant to amend the 
rocord ia denied, in addition to tha 
nolification required by paragraph {d) of 
this section. tJia Ch<lirman shall advise · 
th(! appellant: 

(i) Of the right to filo a concise 
statmn<'lnl of the reasons for disagreeing 
with the decision of the Department; 

(ii) Of the procedures for filing the 
statemen.t of disagreement: 

(ill) That My statement of 
disagreement that is filed will be made 
availahltl to anyone to whom the record 
is subsequently disclosed, together with, 
at tho discretion of the Department. a 
brief statement by t.he Department 
summarizing its reasons for refo$ins to 
amond 'th A reco"d; · . 

(iv) 'that prior recipient~ of the 
disputed record will be provided e. copy 
of any $tetement of disagreement. to the 
extent t11at an acccn1nting of disclosures 
was maintained. 

(3) lfthA appell<mt files a statement 
undor paragraph (eJ(2) of this section, 
the Department will clearly annotate the 
record so that the fact tha-tthe record is 
disputed is apparent to anyone who 
may subsequeritly have access to the 
record. VV'hen information that is the 
subjoct of a statement of di$pute filed by 
an individual is subsequently disclosed, 
the Department wlll note that the 
information is disputed and provide e. 
copy of the individual's statement. The 
Department may also include a brief 
~ummary of re11sons for not amending 
tho record when disclosing disputed 
inform<l.lion. Copies of the Department's 
statement shall be treated as part of the 
individual's record for granting access: 
however, it will not be subject to 
amendment by an individual under 
thll!ie regufations, 

Dated; October 21!, 2004. 
U!e R. Lahman, 
Daputy Assistant Secretary fnr Rt'!mrds and 
P11blisl1/J1g Services, Bdt!!ou of 

· lldminfstrotion, Department of State. 
[FR Doc. 04-24531 Filud 11-Z-04: 6:45 aml 
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POSTAL SERVICE 

39 CFA f;>art 20 

discounta and International Customized 
Mail (ICM) agreements. As pointed out 

· in the supplementary information, the 

Discontinuance of Volume Dl"count Postal Service is obllgated to offer its 
"' 1>ervices at a rate lhat covers both 

Avallablllty for IPA and ISAL Mailers average attributable cost and 
AGENCY; Postal Service. institutional cost. When costs rise above 
ACTION: FinaJ rule. the rate we are chi;i.rging. adjustJrnmts to 

prices and discounts (in this case IPA 
SUMMARY: final rule deletes and ISALJ are required so thay are not 
International Mail Mo111,1al (IMMJ subsidized by other domestic or · 
Z92.212. 292.213, and 293.75, which international f>roduct offerings. 
authorized mailers who epent $2 Moreover, eince 1998, transportation 
mlllion or more combined on costs. terminal dues coatt;, and other 
International Priority Airmail (IPA) and coats have risen while published rates 
International Surface Air Lift (ISAl.) in for IPA and !SAL have Mmained static 
the precadlllg Postal Ser.vice fiscal year · sinca 2001., 
to receive discounted po9tage rates, The other comment was made by an 
EFFj;CTIVE OATE: November 3, 2004. international mailer who enters mail 
FOR fUATHER INFORMATION CONTACT: Rick under an ICM agreaimrnt. The mailer 
Klutt$, 202-268-7268. stated that fP A was a very good service 
SUPPLEMENTARY INFORMATION: On July and they did not want to lose their 
28, 2004, the Poatal Service published current discount. Since this proposed 
for comment in the Federal Register (69 rule does not address lCMs, this 
FR 45002-45003) a proposed rule to comment falls outside the scope of this 
delete stancLttds that authorize posta,ge rulemaking and therefore will not be 
discount!! for mailers who spend $2 addressed at this time . .Additionally, 
million or more combined on nothing in this change preCiudes this 
International Prioritv Aim1ail (lPA) and mailer from entering IPA and ISAL 
International Surlac~ Air Lift (ISAL) in maUings under their existing ICM 
the preceding Poetal Service fiscal year. agreement. 
The Postal Service propoaed to For the reasons discussed above, the 
discontinue these discounts due to . Postal Service adopts the following 
.recent Postal Service reviews of costs for amondments to the International Mail 
providing these services. These cost Manual, which is incorporat6id by 
reviews identified increases in· reference iri the Code of Federal 
transportation, terminal dues, and other Regulations. See 39 CFR Part 20.1. 
costs that hav.e 1'111 rhlen while published 
rates for IP A and !SAL have remained List of Suhjacl.6 in 39 CFR Part 20 
static since 2001. When costs riM above International postal sBrvice, Foreign 
the rate we are charging~ we am obliged refations. 
to adjust prices and discounts (in this 
caae rP A and ISAL) so they are not 

·subsidized by other domestic or 
internationaJ product offerings. These 
changes do not affect the standards for 
existing o~ pro11pective customers who 
use IPA or ISAL mail and participate or 
would like to participate in the 
International Customized Mail (ICM) 
service agreement progrnm as defined in 
IMM 297. · 

The Postal Service requested 
vOmmenta on the proposed rule by 
August 18, 2004. Comments were 
received &om two parties, one who 
voiced opposition to the proposal, and 
one whose comment was outside the 
scope of the proposed rule, 

An industry organization respondent 
questioned the retionale for the proposal 
and requested a more detailed cost 
analysis: this commenter also cited a 
1996 report to Congress that states there 
is adequate cost coverage for these 
products. In addition, the conunenter 
:iuggasted a correlation between the 
proposed discontinuance of volume 

PAAT 2o-{AMENDED} 

• 1. The authority citation for 39 CFR 
part ZO continues to read as follows: 

Authority: 5 U.S.C. 552(~): 39 U.S.C, 401, 
404, 407 and 408. 

• z. Amend the International Mail 
Manuol as set forth below: 

International Mail Manual (IMM) 

Z Conditiollii for Mailing 
~ . 

290 Commercial Services 

292 International Priority Airmail 
Service 

Z9Z.2 Postage 

292.21 Rates 

tB:cT 900c-vc-1nr 
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(B) would deprive a person of a right to a fair trial or an impartial 

adjudication;. · 

(C) 

(D) 

(E) 

(F) 

could reasonably be expected to constitute an unwarranted 
invasion of personal privacy; 

could reasonably be expected to disclose the identity of a 
confidential source; 

would disclose techniques and procedures for law enforcement 
investigations or prosecutions, or would disclose guidelines for law 
enforcement )nvestigations or prosecutions if such disclosure could 
reasonably be expected to risk circumvention of the law; and/or 

could reasonably be expected .to endanger the life or physical 
safety of any individual. · · · · · 

' ' 

The Privacy Act (5 U.5.C. § 552a) 

(A) 

(B) 

• Exemption§ 552a(j)(2), whereby records may be withheld from 
disclosure which· are maintained by an agency or component . · 
thereof which performs as its principal function any activity 
pertaining to the enforcement of criminal laws and which consists 
of: · · 

information compiled for the purpose of identifying individual 
crimina.1 offenders and alleged offenders; 

information compiled for the purpose of a criminal investigation; 
and/or 

(C) · reports identifiable to an .individual. 

• Exemption § 552a(k)(2), .whereby informa~ion compiled for law 
enforcement purposes, other than for the purpose of a criminal 
investigation, including material which, if released, would reveal the 
identity of a source who furnished information to the government. 

Amendment rights 

In accordance with § 552a(d)(2) of the Privacy Act and § 171.35, Title 22 of the 
. Code of Federal Regulations, an individual has the right-to-request that the · 

Department amend a record pertaining to.her or him which the individual 
believes is not accurate, relevant, timely, or complete. A copy of this regulation 
is enclosed, if applicable. · . . 



CASE CLOSED DATE TYPE OF INVESTIGATION 
NUMBER 
(125) 

04009 03/31/2008 CONFLICT OF INTEREST 
04011 05/21/2008 VISA MALFEASANCE OR FRAUD 
04012 01/26/2007 VISA MALFEASANCE OR FRAUD 
04020 09/24/2007 CONTRACT FRAUD OR IRREGULARITIES 
04027 10/27/2008 CONTRACT FRAUD OR IRREGULARITIES 
04042 03/15/2007 CONTRACT FRAUD OR IRREGULARITIES 
04047 03/15/2007 THEFT OF GOVERNMENT PROPERTY 
04054 05/15/2007 PASSPORT MALFEASANCE OR FRAUD 
05003 11/29/2007 . PERJURY 
05005 09/11/2008 THEFT OF GOVERNMENT PROPERTY 
05012 04/03/200.7 EMBEZZLEMENT 
05017 . 06/19/2007 FALSE STATEMENTS 
n5021 06/25/2007 . EMBEZZLEMENT 
05027 06/09/2008 CONFLICT OF INTEREST 
05031 05/17/2007 PASSPORT MALFEASANCE OR FRAUD 
05034 05/17/2007 PASSPORT MALFEASANCE OR FRAUD 
05045 02/02/2007 VISA MALFEASANCE OR FRAUD . 
05046 05/07/2008 VISA MALFEASANCE OR FRAUD 
05049 04/05/2007 PASSPORT MALFEASANCE OR FRAUD 
05051 04/23/2008 PASSPORT MALFEASANCE OR FRAUD 
05054 05/11/2007 CONFLICT OF INTEREST 
05055 12/06/2007 PASSPORT MALFEASANCE OR FRAUD 
05064 07/19/2007 EMBEZZLEMENT 
05069 10/10/2007 VISA MALFEASANCE OR FRAUD 
06002 .08/11/2008 VISA MALFEASANCE OR FRAUD 
06005 06/06/2008 GRAND FRAUD · 
06006 09/11/2008 EMBEZZLEMENT 
06010 04/05/2007 VISA MALFEASANCE OR FRAUD 
06012 06/25/2008 CONFLICT OF INTEREST 
06014 07/14/2008 VISA MALFEASANCE OR FRAUD 
06018 09/05/2007 CONFLICT OF INTEREST. 
06019 03/30/2007 CONFLICT OF INTEREST 
06021 04/03/2007 FALSE CLAIMS 
06022 08/25/2008 FALSE CLAIMS 
06024 10/24/2007 . FALSE CLAIMS 
06025 09/25/2007 · EMBEZZLEMENT 
06026 03/30/2007 EMBEZZLEMENT 
06027 04/05/2007 FALSE STATEMENTS 
06029 06/07/2007 CONTRACT FRAUD OR IRREGULARITIES 
06030 05/08/2007 VISA MALFEASANCE OR FRAUD 



06031 07/17/2007 CONFLICT OF INTEREST 
06032 09/24/2007 VISA MALFEASANCE OR FRAUD \ 

06033 12/18/2008 EMPLOYEE MISCONDUCT MATTERS . 
06034 01/25/2007 WASTE AND MANAGEMENT 
06035 06/12/2008 BRIBERY 
06036 0511112007 CONTRACT FRAUD OR IRREGULARITIES 
'06037 04/05/2007 VISA MALFEASANCE OR FRAUD 
06038 10/07/2008 FALSE CLAIMS 
06039 11/29/2007 VISA MALFEASANCE OR FRAUD 
06040 11116/2007 FALSE CLAIMS 
07001 05/10/2007 CONTRACT FRAUD OR IRREGULARITIES 
07002 09/16/2008 EXTORTION AND THREATS 
07003 02/08/2007 

.. 
VISA MALFEASANCE OR FRAUD 

07004 0510512008 VISA MALFEASANCE OR FRAUD 
07008 08/11/2008 CONFLICT OF INTEREST 
07007 07 /27 /2007 . VISA MALFEASANCE OR FRAUD 
07010 08/14/2008 PASSPORT MALFEASANCE OR FRAUD 
07012 11/05/2007 CONFLICT OF INTEREST 
07013 07/27/2007 CONFLICT OF INTEREST 
07014 11128/2007 FALSE STATEMENTS 
07015 11116/2007 EMPLOYEE MISCONDUCT MATTERS 
07016 0611612007 FALSE CLAIMS . 
07017 10/31/2007 CONFLICT OF INTEREST 
07019 10/07/2008 CONTRACT FRAUD OR IRREGULARITIES 
07020 08/14/2007 FALSE CLAIMS 
07022 03/21/2007 VISA MALFEASANCE OR FRAUD 
07024 03/31/2008 CONTRACT FRAUD OR IRREGULARITIES 
07025 09/29/2008 THEFT OR GOVERNMENT PROPERTY 
07026 10/30/2007 VISA MALFEASANCE OR FRAUD 
07029 ' 08/29/2008 EMPLOYEE MISCONDUCT MATTERS 
07033 03/3112008 FALSE CLAIMS 
07034 04/23/2008 PASSPORT MALFEASANCE OR FRAUD 
07036 06/02/2008 EMBEZZLEMENT 
07038 11/19/2007 EMPLOYEE MISCONDUCT MA TIERS 
08001 04/04/2008 ' EMBEZZLEMENT 
08002 ' 10/06/2008 FALSE CLAIMS 
08004 03/31/2008 EMPLOYEE MISCONDUCT MATTERS 
08006 01130/2008 EMBEZZLEMENT 
08008 11/19/2008 CONFLICT OF INTERST 
08009' 02/22/2008 FALSE CLAIMS 
08010 07/11/2008 COMPUTER FRAUD 
08012 09/1112008 ' CONFLICT OF INTEREST 
08020 12/22/2008 EMPLOYEE MISCONDUCT MATTERS 
08022 06/09/2008 CONFLICT OF INTEREST 
08023 01/13/2009 MISUSE OF OFFICIAL INFORMATION 



08025 06/10/2008 CONFLICT OF INTEREST 
08027 12/31/2008 EMPLOYEE MISCONDUCT MATTERS 
08028 07/21/2008 COMPUTER FRAUD 
08'030 . 06/25/2008 CONFLICT OF INTEREST 
08031 05/19/2008 THEFT OF GOVERNMENT PROPERTY 
08032 07/24/2008 COMPUTER FRAUD 
08033 12/22/2008 EMPLOYEE MISCONDUCT MATTERS 
08039 08/20/2008 VISA ,MALFESSANCE OR FRAUD 
08042 09/08/2008 FALSE STATEMENTS 
08043. 01/16/2009 EMBEZZLEMENT 
08049 12/17/2008 EMPLOYEE MISCONDUCT MA TIERS 
08052 12/22/2008 EMPLOYEE MISCONDUCT MATTERS 
08064 . 08/06/2008 COMPUTER FRAUD 
08067 10/22/2008 VISA MALFESSANCE OR FRAUD 
08071 08/20/2008 COMPUTER FRA1JD 
08072 12/05/2008 CONTRACT FRAUD OR IRREGULARITIES 
08075 . 01/05/2009 EMPLOYEE MISCONDUCT MATTERS 
08076 11/19/2008 VISA MALFESSANCE OR FRAUD 
08081 07/28/2008 COMPUTER FRAUD 
08082 10/16/2008 THEFT OF GOVERNMENT PROPERTY 
08101 01/21/2009 VISA MALFESSANCE OR FRAUD 
08103 10/24/2008 EMBEZZLEMENT 
08109 09/02/2008 EMPLOYEE MISCONDUCT MA TIERS 
08110 10/24/2008 FALSE STATEMENTS 
08111 11/06/2008 COMPUTER FRAUD 
08114 09/2112008 CONTRACT FRAUD OR IRREGULARITIES 
08116 12/05/2008 EMPLOYEE MISCONDUCT MATTERS 
08117 12/05/2008 EMPLOYEE MISCONDUCT MATTERS 
08118 12/05/2008 EMPLOYEE MISCONDUCT MATTERS 
08121 12/09/2008 EMPLOYEE MISCONDUCT MA TIERS 
08122 01121/2009 CONTRACT FRAUD OR IRREGULARITIES 
08124 12/8/2008 CONFLICT OF INTEREST 
09002 10/20/2008 CONFLICT OF INTEREST 
09003 10/03/2008 FALSE CLAIMS 
09007 10/24/2008 EMPLOEE MISCONDUCT MATTERS 
09008 10/2112008 COUNTERFEITING 
09017 01/22/2009 CONFLICT OF INTEREST 
09019 10/21/2008 PROCUREMENT FRAUD 
09021 11/12/2008 MISUSE OF GOVERNMENT PROPERTY 
09029 12/04/2008 COMPUTER FRAUD 
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