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United States Department of State
and the Broadcasting Board of Governors

Office of Inspector General

'FEB 132009
Re: OIG FOIA Case No. 09-00007-F

This is in response to your Freedom of Information Act request, 5 U.S.C. § 552,
request dated October 26, 2008, to the Department of State’s Office of Inspector
General (OIG). You requested a list of all OIG investigations closed dunng the
time period January 1, 2007, to the present.

We are reIeasmg a list of the case numbers, dates closed and type of
investigation. The personal names are being withheld under FOIA exemption
(b)(7)(c). Therefore, this document is being released to you in part. We have
enclosed a separate sheet explaining the exemption cited.

You may appeal this decision within 60 days to the Chairman of the Appeals
Panel of the Department of State (see enclosed regulation). Appeals should be
addressed to: Chairman, Appeals Review Panel, c/o Appeals Officer,
A/ISS/IPS/PP/LC, SA-2, Room 8100, Department of State, Washington, D.C.
20522-8100.

Slncerely,

/)%@

Harold W. Geisel
Acting Inspector General

Enclosures: As stated
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- EXPLANATION OF EXEMPTIONS

The Freedom of Information Act (5 U.S.C. § 552

Exemption 1 (5 U.S.C. '§ 552(b)(1)) - protects from disclosure information -
- which is specifically authorized under criteria established by Executive

Order to be kept classified in the interest of natronal defense or foreign
policy.

Exemption 2 (5 U.S.C. § 552(b)(2)) —- records related solely to mternal
personnel rules and practrces which, if released, would allow

" circumvention of an agency function. These are two proﬂles LOW and

HIGH.

LOW - Records qualifying under the LOW (b)(2) profile are those
that are trivial and housekeeping in nature for which there is no
legitimate public interest or benefitto be gained by release, and it
would constitute an administrative burden to process the request in
order to disclose the records _ N

‘HIGH - Records quahfymg under HIGH (b)(2) are those containing
or constituting statutes, rules, regulations, orders, manuals,
directives, instructions, and security classification guides, the
release of which would allow circumvention of these records

- thereby substantially hindering the effective performance ofa
srgmﬂcant function of the Department

Exemption 3 (5 U. S C. § 552(b)(3)) - protects information specifically
exempted from drsclosure by other federal statutes.

Exemptlon 4 ( 5U.5.C. § 552( b)(4)) protects from drsclosure trade
secrets and commercial or financial information obtained from a person
which is privileged or confidential.

' Exemptron 5(5US.C. § 552( b)(5)) — protects from disclosure inter-

agency or intra-agency memoranda or letters consrstmg of predecrsrona!
advice, opinion or recommendations. :

Exemption 6 (5 U.S.C. § 552(b)(6)) — exempts from disclosure records or
information which if disclosed would constitute a clearly unwarranted
invasion of personal privacy.

Exemption 7 5 U.S.C. § 552(b)(7)) — protects from dlsclosure records or
information compiled for law enforcement purposes to the extent that the
production of such records or information:

(A). could reasonably be expected to interfere wrth enforcement
proceedings;
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~Subpart F — Appeal Procedures

§171.52 Appeal of denial of access to, declassification of, amendment of,
- accounting of disclosures of, or challenge to classification of records.

(a) Right of administrative appeal. Except for records that have been reviewed and
withheld within the past two years or are the subject of litigation, any requester

whose request for access to records, declassification of records, amendment of
records, accounting of disclosure of records, or any authorized holder of classified
information whose classification challenge has been denied, has a right to appeal
the denial to the Department’s Appeals Review Panel. This appeal right includes
the right to appeal the determination by the Department that no records responsive

to an access request exist in Department files. Privacy Act appeals may be made

only by the individual to whom the records pertain. ‘
Form of appeal.” There is no required form for an appeal. However, it is essential
- that the appeal contain a clear statement of the decision or determination by the
- Department being appealed.  When possible, the appeal should include
argumentation and documentation to support the appeal and to contest the bases for
~ denial cited by the Department. The appeal should be sent to: Chairman, Appeals
Review Panel, c/o Appeals Officer, A/ISS/IPS/PP/LC, U.S. Department of State,
SA-2, Room 8100, Washington, DC 20522-8100. v :
Time limits. The appeal should be received within 60 days of the date of receipt by |
the requester of the Department’s denial. The time limit for response to an appeal
begins to run on the day that the appeal is received. The time limit (excluding
Saturdays, Sundays, and legal public holidays) for agency decision on an

administrative appeal is 20 days under the FOIA (which may be extended for up to

an additional 10 days in unusual circumstances) and 30 days under the Privacy Act

(Which the Panel may extend an additional 30 days for good cause shown). The

Panel shall decide mandatory declassification review appeals as promptly as
possible. - ' ' ’ ' B
‘Notification to appellant. The Chairman of the Appeals Review Panel shall notify
the appellant in writing of the Panel’s decision on the appeal. When the decision is
to uphold the denial, the Chairman shall include in his notification the reasons
therefore. The appellant shall be advised that the decision of the Panel represents

the final decision of the Departiment and of the right to seek judicial review of the

Panel’s decision, when applicable. In mandatory declassification review appeals,

the Panel shall advise the requester of the right to appeal the decision to the -

. Interagency Security Classification Appeals Panel under §3.5(d) of E.O, 12958. -

C£S:IT S@@E-ba-Tnr
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addftional informationor -
documentation. » .

(2) A consumar might provide a law
anforcement report similar to the report
in paragraph {¢)(1) of this ssction but
certain important information such as
the consumer's date of birth or Social
Security number may be missing
bscause the consumer chase not to
provide it. The information furnizher or
consumer reporting agency could accept
this report, but it would be reasonable
to roquire that the consumer provide the
missing information. .

(3) A consumer might provide a Ia\gv
enforcement report generated by an
-automated gystem with a simple
allegation that an identity theft occwred

" to support a requaest for a tradeline block

or cossation of information furnishing.
In such a case, it would be reasonable
far an information furnisher or
consumer reporing agency to ask that
tha consumer [ill out and have notarized
the Commigsion’s ID Theft Affidavit or
a similar form and provide some form
of identification documentation.

(4) A consumer might provide a law
enforcement report genetated by an
antomated system with a simple
allogation that an identity theft occurred
to support a request for an extended
fraud alert. In this case, it would not ke
reagoneble for a consumer reporting
agency to require additional
documentstion or information, such as
a notarized affidavit,

® 2. Add Part 613 to read as follows:

PART §13-—DURATION OF ACTIVE
_DUTY ALERTS

Sec.

6131 Duralion of sctive duty alerts.
Autharity: Pub. L. 108-159, scc. 112{a); 15

US.C. 168101,

§613.1 Duration of active duty alerts.

The duratian of an acriva duty alert .

ghall be twelva months.
™ 3. Add Part 614 to read as follows:

PART 614—APPROPRIATE PROOE
iDENTITY OF oF

8cee.
614.1  Approprists proof of identity.
Authority: Pub. L. 108159, sec. 112(b).

§614.1 Appropriate proof of ldantity,

{a) Congumer reporting agencies shal]
devq]op and implement ressonabla
requirements for what information
consumers shall provide to constitute
proof of identity for purposes of sections
805A, 605B, and 609(al(1) of the Fair
Cradit Reporting Act, In developing
these requirements, the consumer
reporting agencies must:

v1./28°d

. {1} Ensure that the information is
sufficiant to enable the consumer
reporting agency to match consumers.
with their files; and

{2) Adjust the information to be
commensurate with an identifiable risk
of harm ariging from misidentifying the
consumaer, )

(h) Examples of information that )
thight constitute reasonable information
requirements for proof of identity are
provided for illustrative purposges only,
a6 follows;

{1) Consumer file match: The
identification information of the
consumer including his or her full name
{first, middle initial, last, suffix}, any
othar or previously used names, currant
and/or recent full address (street
number and naire, apt. no., city, state,

- and zip cods), full 9 digits of Social

Security number, and/or date of hirth.

(2) Additional préof of identity:
copies of government issued
identification documents, utility bills,
and/or other mathods of authentication
of a person's identity which ma
include, but would not be limited to,
answering questions to which only the

. vonsumner might be expected 1o know

the angwer.

By direction of the Commission,
Donald S. Clark, .
Secratary, ) ) )
[FR Doc. 0424589 Filed 11-2-04; 8:45 aml]
BULLING CODE 6750-01-9

DEPARTMENT OF STATE
22 CFR Part 171

[Public Natice d8a1]
RIN 1400-ABBS

Avaliabllity of Information to the Public

AGENCY: State Department.
ACTION: Final rule.

SUMMARY: This rule makes final the
Dopartmevt's proposed rule published
on March 21, 2004, The rule revises the
Department's regulations governing
access by the public to information that
i under the control of the Department
in order to reflsct changes in the
brovisions of basic underlying laws and
executive orders pertaining to access to
information (i.e., the Freedom of
Infornsation’ Agt, the Privacy Act,
Executive Order 12088 on National
Security Information, the Ethics in
Government Act) and in the
Department's procedures since tha lagt
ravision of the Department's regulations
on this subject. The Department
received one non-gubstantive comment,

i

and proposes no changes to the
proposed rule. The proposed rule is
therefore issucd as final.

EFFECTIVE DATE: This ruls is effective on

‘November 3, 2004,

ADDRESSES: Persons wishing to make
‘requests for information under theses.
regulations should address such
raquests tor Margaret P. Grafeld,
Director, Offics of Information Programs
and Services, U.S. Department of State,
"SA-2, 515 22nd St., NW,, Washington,
DC 20522-6001. Tel: 202-261-8300;
FAX: 202-261-8500.

Persons with access to the Internet
may also view this notice by going to
the regulations.gov Waeb gite gt http:/
www.regulations.gov/index.cfin.

FOR FURTHER INFORMATION CONTACT:
Margaret P. Grafeld, Directoy, Office of
Information Programs and Services, U.S.
Department of State, SA-2, 515 22nd
St., NW., Washington, DC 20522-6001.
.Tel: 202-261-8300; FAX: 202-261—
8530.

SUPPLEMENTARY INFORMATION: Tha
Dapartment’s proposed rule was
published as Public Notice 4653 at 69
FR 1684116853 on March 31, 2004,
with a 90-day public comment period.
The Department received one non-
substantive comment regarding Reading
Room hours of operation. which was
satisfied by the availability of the
Department’s FOIA Web site 24 hours a
day. Additionally, while the Department
does not accept FOIA, roquiests via e-
mail, we are beginning to accept
requests via our Web sits.
he Freedom of Information Act
{FOIA}, the Privacy Act (PA), and
cortain portions of the Ethics in
Government Act and Executive Order
12958, as amended. provide for agcess
by the public to records of executive
branch agencies, subject to cortain
-restrictions and exemptions. 22 CFR
part 171 sets forth the Department's
regulations implementing the access
provisions of thoss statutes and the
Executive Order. Since the last
publication of the regulations in.the
1880’s, there have bean significant
changes in the Jaw governing access to
government information by the public,
particularly with respect to the FOLA
and the Executive Order, In addition,
corfain court decisions have been
mnd?red that affect such access
provisions, :

A major revision of the Freedom of
Information Act was engeted in 1996,
the so-called Electronic Freedom of
Information Act. The changes effectad
by the Electronic Freedom of
Information Act amendmants of 1936
included provisiong with respect to the
form in which agencias are required to

£S:IT S@@E-pE-nr
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provide requested informatior,

“circumgiances that warrent exceptions
to time limits on responding to requests,
situations in which expedited
procsssing of requests is warranted, and
tartaln reporting requirements, In the
case of the requests by the public for
declassiflcation of national security
information, sevaral executive orders

-have been promulgated since the
Department regulations were last

© amended, Executive Order 12958,

issued in 1995 and most recently and,
most ubstantially amended by <
Executive Order 13292 of March 28,
2003, offocted changes in the provisions
governing mandatory declassification
raview as well as acoess to agency
records by historical researchers and
certain fotmer government perasnnel.
The final regulations take account of
these changos and other changes in the
law, principslly by way of court
decisions, a8 well a3 changes in the
Departmont’s procedures designed to
implement themn.

List of Subjects in 22 CFR Part 171

Administrative practice and
procedure, Confidential business
tiformation, Freedom of information,
Privacy. : ,

m Chapter 1 of Title 22 of the Code of
Federal Regulations is amended by
revising part 171 ta read as {ollows:

PART 171—AVAILABILITY OF
INFORMATION AND RECORDS TO
THE PUBLIC 4

Subpert A-—Qeneral Pollcy and Procadures
Sec.

171.1
171.2
171.3

Aveilahility of information.

Types of records maintained.

Public reading room,

171.4 Electronic reading reom.

1715 Reyuests for information—types and
how made.

1716 Archival records.

Subpart B—Freedom of Infarmation Act
Provislons :

17110
171.11
171.12
“171.13

Purposu and scopa.

Definitlons.

Processing requests.

Buxiness {nformation.

171,14 Foous to be'charged—general.

171.15  Fees to be charged—calegerion of
raquesters.

171,16 Miscellancous foe provisions.

171,17 Waiver or reduction of fass,

Subpart C—Executive Order 12958
Pravisions

171.26 Deflnitions.

171.21 Declassificalion review.

171.22 Appsals,

171.23 Declassification in the public
inlorest,

.24 Access by historical rescarchers and
certain former governmant personnel.
171.25 Applicability of other laws.

1?7

-

visee d

Subpart D—Privacy Act Provisions

171,30 Purpose and scope.

171.31 Definitions.

171.92 Requost for accass to records.

171.33 Request Lo amond or correct records.

171.34 Roguaest for an ageounting of record
- disclogures, i

171.35 Danials of raquests; eppesls.

171.36 Exemptions.

SBubpart E—Ethics In Government

" Provisions

171.40 Purpass and scopa.

171.41 Covered employees.

171.42 Requests and identifying
information.

171.43 Time limits and foes.

171,44 Improper use of reporta.

Subpart F—Appeals Procadures

171.50 Appoals of denigls of expedited
processing. ] :

171.51 Appeals of denials of fee waivers or
reductions:

171.52 Appeals of denials of access to,
declussifidetion of, amendmaent of, or
accounting of disclosures of records.

Authority: 22 U.5.C. 552, 552a; Ethica in

CGovarnment Act of 1978, Pub. L. 95~§21, 92

Stal. 1624, as amended; E.O. 12088, a5

amended, 60 FR 19825, 3 CFR, 1895 Comp.,

p. 333; E.0, 12600, 52 FR 23781, 3 CFR, 1967

Comp., p- 285. -

Subpart A—General Polley and
Procedures

£171.1  Avaliability of Information.
Records of the Department of State
shall ba made available to the public
upon request made in compliance with
the access procedures established in this
part, except for any records exempt by
law from siseiosure. Any request for
records must describe the information
sought in such a way {see § 171.5(c))
that an employee of the Department of
State who is familiar with the subject
area of the request can locate the records
with a reagonable amount of effort. The
sectians that follow govern the response
of the Department to raquesia for
information under the Freedom of
Information Act, the Privacy Act, )
Executive Order 12958, and the Ethics
in Government Act. Regulations at 22
CFR 172.1-9 govern the rasponse of the
Department to subpoenas, court grdars,
and certain other requosts for testimony
of Department officials or disclosure of

" Departrment records in litigation to

which the Department is not a party.

§171.2 Typss of records malntalngd.
Most of the records maintained by the
Department pertain to the formulation
and execution of U.S. foreign policy.
Certain records that pertaint to
individuals are also maintained such as
applications for U.S. passports,
applications for visas to enter the U.S.,
recards on consular assistance given

abroad by U.8. Forgign Service posts to
U.§ sitizens, and records on Department
employees, Further information on the ~
types of records maintained by the
Dapartment may be obtained by
reviewing the records disposition
schedules which are available through
the Department's Web site: hitp://
www.state.gov or diractly at the FOIA
home page: http://foia.state.gov.

§171.3 PBubllc reading room.

A reading room providing public
access to certain Department of State
material is [ocated in the Department of
State, SA-2, 515 22nd Street, NW.,
Washington, DC. The raading room
containg material pertaining to access to
information under the Freedom of .
Information Act, Privacy Act, E.O.
12958 and includes those statutes,
regulations, guidelines, and ather items
required to be made available to the
public under 5 U.5.C. 552{=)(2). Also
available in tha reading room are
microfiches of records ralsased by the
Departmént pursuant to requests under
the Freedom of Information Act and
compilations of documents reviewed

‘and released in certain special projects.

The reading room is open during normal
Department weekday working hours,
8:15 a.m. to 5 p.m. Thera ars 10 fees for
access by the public to this roem or the
material contained therein, but feas '
shall be assessed for the duplication of
materials malntained in the reading
roam at the rate of 15 cents per page and
$2.00 per microfiche card. Fees for
copies made by other methods of
regroduction or duplication, such ag
tapes, printouts, or CO-ROM, shall be
the actual cost of producing the copies,
including operstor time. Persons
wishing to use thair gwn copying
equipment mmust request approval in
advance from the Department's
Information and Privacy Coordinator,
U.8. Department of State, SA-2, 515
22nd Street, NW., Washington, DC
20522~6001. The use of such equipment
must be consistent with security

. regulations of the Department and is

subject to the availability of personnel
to monitor such copying.

§171.4  Electronic reading room,

The Department has esteblished a site
on the Internet with most of the same
records and reference materials that are
available in the public reading room.
This site also contains information on -
accessing records under the FOIA and
the Privacy Act. The site is a valuable
source that is easily accessod by the
public by clicking on “FOIA" al the
Department's Web site at hitp://
www.state.gov or directly at the FOIA
home page at http://fola.state gov.

r5:1t gBge-ve-nl
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Included on the POIA home page are .
linka to other sites where Department -
information may be available. The
Department's Privacy Act systems of
rocords und the various records ‘
disposition schedules may be found on
the Department’s FOIA home pags
under "Reference Materials.”

§171.5 Requests tor Information—types
and how mada.

{a) Requaests for records in accordance
with this chapter may bs made by mail
addressed te the Information an
Privacy Coordinator, U.S. Department of
State, SA-2, 515 22nd Street, NW.,
Washington, DC 20522-6001. Facsimile
requests under the FOLA only may be
sent to: (202} 261~-8579. E-mail requests
cannot be accepted at this time.
Requesters arc urged to indicate cleerly
on their requests the provision of luw
under which they are requesting
information. This will facilitate the
processing of the request by the
Department. In any casge, the
Department will process the request
under the provision of law that provides
the greatest access to the requested
records. - T :

{b) Requests msy also be made by the
public in person from 8:15a.m. w0 5§
p.mn. at the Department of State, SA-2,
515 22nd Street, NW.. Waghington, DC.-

{c} Although no particular request
farmat is required, it is essential that a
request reasonably describe the | ‘
Dapartment racords that ere sought. The
burden of adequately identifying the
rocord requesied lies with the requester.
Requeets should be specific and include
all pertinent details a[{jout the request,
For FOIA requests, the request should
include the subject, timeframe, any
individuals involved, and reasons why
the Department is balieved to have
racords on the subject of the request. For
Privacy Act requests, the request should
stata the type of records sought, the
complste name and date and place of
birth of the subject of the raquest, and
the timeframe for the records. An
otiginal gighature is required. See
§171.12(b) for guidanca regarding third
party requests, Individuals may seek
assistance regarding any aspacl of their
requests from the Chief, Requaster
Liaisoh Division, (202) 261-8484.

(d) While every effort is made to
guarantee the greatest possible access to
all requosters rogardleas of the specific

-statute under which the information is
roquested, the following guidance is
provided for individualy in requesting
records: . ]

(1) Freedom of Information Act.
Requests for documents concerning the
general activities of govarnment and of

pl/vd d

the Department of State in particolar
art B of this part).

{2) B.O. 12958. Roquasts for
mandatory review and declassification
of specific Dapartment records and
requaests for access to such records by
historical researchers and cortain former

" governmant officials (see subpart C of

{3) Privacy Act. Requests from 11.5.
citizens or legal permanent resident
alieng for records that partain to them
and that are maintained by the
Department under the individual's
namse or personal identifier (see subpart
D of this part).

{4) Ethics in Gavernmient Act,
Requests for the financial Disclosurs
Statements of Depariment Employees
covared by this Act (see gubpart E of

(e} First-in/first-out processing. As a
genoral matter, information access
requests are processed in the erder in
which they are received. However, if the
roquest is specific and the search can be
narrowed, it may be processed more

ff date. In determining which
records are respunsive to a request, the
Department ordinarily will include only
recards in its possession as of the date
the zearch for responsive documents is
initiated, unless the requester has

. spacifiad an earlier time frame.

{g) Records previously withheld orin
litigation. Requests shall not be
processad for recorda that have been
reviewed and withheld within the paet
two years or whaese withholding is the
subjact of litigation.

§171.6 Archival recarca.

The Department ordinarily transfers
records to the National Archives when
they are 25 years old. Accordingly,
uests for records 25 years old or
er should be addressed to: Archives
1i, 8601 Adelphi Road, National
Archives at College Park, MD 20470~

Subpart B—Freedom of Information
Act Provislons

§171.10 Purposa and scope,

This subpart contains the rules that
the Department follows under the
Freedom of Information Act (FOIA), 5
U.8.C. 552. The rules should be read
together with the FOIA which provides
additional information aboirt access to
records and contains the specific

-exemptions that are applicable to
withholding information. Privacy Act
racords determived to be exempt from
disclosure under the Privacy Act are
processad as wall under the FOIA and
are subject to this subpart.

§171.11  Definitions.

As used in thig subpart, the following
definitions shall apply:

{a) Freedom of &?ormmion Act ot
FOIA means tho statute codified at 5
U.5.C. 552, as amended.

{b) Department means the United
States Dapartment of Stats, including its
field offices and Foraign Service posts
abroad;

(¢) Agency means any executive
department, military department,
Governument corporation, Govemment
controlled corporation, or other
establishment in the executive branch of
the government (including the
Executéve Of‘ti“ic_e of the}a Prasident), or
any indepsndent regulato () 'S

e,d) In ﬁg'maiion a)g"fd Prisz Y
Coordinator means the Director of the -
Department’s Office of Information
Programs and Services (IPS) who ig
responsible for processing requasts for
access to information under the FOIA,
the Privacy Act, E.O. 12958, and the
Ethics in Government Act;

{e) Record means all information
under the tontrol of the Department,
including information created. storad,

- and retrigvable by electronic means,

regardless of physical form or
chatacteristics, made in or received by
the Department and preserved as
gvidence of the organization, functions,

. policies, decisions, procedures,

operations or othsr activities of the
Department or because of the

. informational value of the data

contained therein, It includes racords of
other Government agencies that have
been expressly placed under the control
of the Department upon termination of
those agencios. It does not include
pergonal records created primarily for
the personal convenience of an
individual and not used to conduct
Department business and not integrated
into the Departmant's record keeping
system ox files. 1t does not include
records that are not already in existence
and that would have to be created
gpecifically to meet a request, However,
information available in electronic form

_ #hall be ssarched and campiled in

respanse {0 3 request unless such search
and compilation would significantly
interfere with the operation of the
Department’s automated information
systems.,

(f) Control means the Department’s:
legal authority over a record, taking into
account the agility of the Departmant 1o
use and dispose of the record as it sees
fit. to legally determine the disposition
of a record, the intent of the record’s
creator to retain or relinguish control
aver the record, the extent to which
Department personnel have tead or

relied upon the record, and the degree
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to which the record has been integrated
into the Daepartment’s record keeping
system or files. .

{g} Direct costs means those casts the
Department incurs in searching for,
duplicating, and, in the casa of
commnarcial requests, reviewing

" decuments in response to a FOLA
requast. The terny does not include
. overhead expenses.

{h) Search costs means those costs the
Department incurs in looking for,
Identifying, and retrieving material, in
paper or electronic form, that is

responsive to a request, including page- -

by-page or line-by-line identification of
rasterial within documents, The  °

- Department shall attempt to.ensure that
searching for material is done in the
most efficient and lsast expengive
manner so a5 to minimize costs for hoth
the Department and the requestar,

(i} Duplication costs means those
costs the Departmont incurs in copying

- a requested record in a form appropriate
for release in response to a FOIA
request. Such copies may take the form
of paper copy. microfichs, audio-visual
materials, or machine-readable
-alectronic documentation {e.g.. disk or
CD-ROMY}, among others.

(i) Heview costs meoans costs the
Department incurs in examining &
record to determine whether and to
what extent the record is responsive to
the FOIA request end the extent to
which it may be disclosed to the
raquester. Tt does not include costs of
rosolving general legal or policy issues
that may be raised by a requost.

(k) Unwsrual circumstances. As used
herein, but only to the extent reasonably
necossary 1o the proper processing of
the particular raquest, the term
“upusuasl circumstances’ means:

{1) The need to search for and colloct
the requested records from Foreign
Setvice posts or other separate and
distinct Department offices;’

{2) The need to seazch for, collect, and
appropriately examine a voluminous
amount of separate and distinet records
that are demanded in a single request;

or .

{3) The need for consultation with

" another agency having a substantial
interest in the determination of the
request or among twa of more
comnponents of the Department that have
a substantial subject matter intarast
therein. Such consultation shall be
conducted with all practicable speed.

(1) Comrmercial use request means a
request from or on behalf of one who
requests information for a.use or
purpose that furthers tha commercial,
trade, or profit interest of the requester
or the person on whose behglf the
request is made. In determining whether

p1/CBd

a raquester belongs within this category,
the Department will look at the use to
which the requester will put the
information raquested.

(m) Educetional ingtitution meuins a
preschool, & public or private
alementary or secondary schaol, an
institution of undergraduate or graduate
higher education, an institution of
professional sducation, or an institution
of vocational education, that operates a

© program or programs of scholarly

research.

{n} Non-cammercial scientific
instifution means an institution that is
not operated on a “commercial”’ basis,
as that tetm is used in paragraph (1) of
this section and thet is operated solely

. for the purposs of conducting scientific

research, the results of which are not
ihtended to promote any particular
product or industry. )

{o) Representativa of the news media
means-any person actively gathering
news for an entity that is orgenized and
operated to publish or broadeast news to
the public. The term nows means
information that is about current events
or that would be of current interast to
the public. News media include
telovision or radio stations broadcasting
to the public at larga and publishers of
periadicals (but only in those instances
whaen they cen qualify as disseminators
of "news") who make their products
available for purchase by the general
public. Freelance journalists may be
rogarded a3 working for 2 news
organization if they can demonstrate,
such as by past publication, g likelthood
of publication through a representative
of the news medis, even though not
actually smployed by it.

{p} All other means an individual or
organization not coversd by a definition
in paragraphs (1}, (m), {n), or {0} of this
section.

§171.12 Processing requasts.

The Information and Privacy
Coordinator i8 responsible for acting on
all initial requasts except for requests
for records coming under the ‘
‘turisdiction of the Buresu of Consular
Affairs. the Bureau of Diplomatic
Se¢urity, the Burean of Human

" Resqurces, the Office of Madical

Services, and the Office of the Inspector
General.

{a} Third party requests, Except for
requests under the Privacy Actbya
parent of a minot ot by a legal guardian
{§ 171.32(c)), requests for records .
pertaining to another individual shall be
processed under the FOIA and must be
accompanied by a written authorization
for accass by the individual, notarized
or made under penalty of perjury, or by

proof that the individual is deceased
{¢.g., death certificate or obituary).

ﬁ)] Expedited processing. Requests
and appeals shall be taker out of order
and given expedited treatment '
whenever & requester has demonstrated
that a “compelling need" for ths
information exists. A request for
expedited processing may ba made at
the time of the initial request for racords
or at any later time. The request for
expedited processing shall set forth with
specificity the facts on which the
request is based. A notice of the
determination whsther to grant
expedited processing shall be provided
to the reguaster within 10 days of the
date of the receipt of the request. A
"compslling need” is deemed to exist
where the requester can demonstrate
one of the following:

(1) Failure to obtain requested
information on an expedited basis could
reasonably be expected to: Pose an
imminent threat to the 1ifs or physical
safely of an individual; impair
substantis] due process rights; or harm
substantial humanitarian interests.

{2) The information is urgently
needed by an individual primarily
engagad in dizseminating information in
ordet to inform the public concerning
actual or slleged Federal Governmant
activity. News media requesters would
nonally qualify; however, other
persons must demonstrate that their
primary activity involves publishing or
otherwise digseminating information to
the public, net Just a particular segmant

or group.

(?)r Urgantly needed. The infarmation
has a particuler value that will be lost
if not disseminated quickly. Ordinarily
this means a breaking news story of
general public interest. Information of
historical interast enly, or information
sought for litigation or commercial
activities would not qualify, nor would
& news media publication or broadeast
deadline unrefated to the breaking
nature of the story.

(i) Actual or cﬁ}eged Federal
Govarnment activity. The information
concerns some actions taken,
contemplated, or alleged by or about the
government of the United States, or one
of its components or agencies, including
the Cangress.

{c} Appeal of denjal of expedited
processing. Any denial of a request for

axpedited processing may be appealed

in sccordance with the appeal
procedure set forth in §171.50.

(d} Time Hmits. The statutory time
limit for responding to a FOIA request
or to an appeal from a denial of a FOIA
request is 20 days, In unusual
circurnstances, as defined in §171.11(k),
the time limits may be extended by the
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Information and Privagy Coordinator for
not more than 10 days. excepting
Saturdays, Sundsys, or legal public
holidays.

{e} b}ullifmck processing. The
Department may use two or more
pracessing tracks by distinguishing
botween gimple and more complex -

roquests based 6n the amount of work

and/or time needead lo process the
request, The Department may provide
raquesters in a slower track an
opportunity to limit the scope of their
request in order to qualify for faster
progessing.

{f) Form or format of responsa. The
Department shall provide requested
records in any form or format sought by
the requester if theracord is readily’
reproducible in that form or format
through reasoneble sfforts.

517113 Buslness Information. .
{a)} Business information obtained by

the Department from a submitter will be

disclosed under the FOIA anly in

_.compliance with-this section.

(b} Definitions. For purposes of this
soction:

{1) Busingss information means
information abteined by the Department
from a submitter that arpuably may be
exempt frum disclosure as privileged or
confidential under Examption 4 of the

~ FOIA.

{2) Submitter means any person or
entity from which the Department
obtuins business information. The term
includes corporations, partnerships,
sole propristorships; State, local, and
tribal governments; and foreign
governments,

(¢} Designation of business
Information, A submitter of information
will use good-falth efforts to designate,
by appropriate markings, either at the
time of submission or at a reasonable
time thereaftar, any portions of its
submission that it considers exempt
from disclosure under Exemption 4.
Thess designations will expire ten yoars
after the date of the submigsion unless
the submitter requests, and provides
justitication for, a longer designation
period. :

{d) Notice to submiiters. The
Dapartment shall provide & submitter
with prompt written notice of a FOLA
request or administrative appeal of a
denial of such a request that seeks its
information whenever required under
paragraph {e) of this section. axcept as
provided in paragraph (f) of this section,
in order to give the submitter an
opportunity to object to disclosure of
any specified portion of that
information. The notics shall sither’
describe the information requested or
include ¢copies of the requested records

P1/S8 d

ot record portions cantaining the
information. .

(@) Whent notice is required. Notice:
shall be given to & submitter whenever:

{1) The information has been
designatad in good faith by the
submitter as informatien considered
protected from disclosure under
Examption 4; or

{2) The Department Hag reason to
believe that the information may not be
pratected from disclosure under
Exemption 4.

{f) When nofice is niot required. The
notice requirements of E&ragraphs )
and () of this section shall not apply if:
- {1) The Depurtment determines that
the information should not be disclosed:

(2) The information lawfully has been
published or has been officially made
availabla to the public; -

(3) Disclosuse of the information ig
required by statute (other than the
FOIA) or by a regulation isgued in
accordarice with the requirements of
Executive Qrder 12600; or

{4) The designation made by the
submitier under paragraph (c} of this
soction appears obviously frivolous~—
except that, in such a case, the
Departmant shall, within a reasonable
time prior to a specified disclosure date,
give the submitter written notice of any

. final decision to disclose the

information. )

(g) Opportunity to object to disclosure.
The Depsrtment will allow « submitter’
a reasonable tims to respond 10 the

_notice described in paragraph {d) of this

saction and will specify that time period
in the notice. If a submitter has any

" objection to disclosurs, a detailed

written statement-in support of the
objection must be submitted. The
statement must specify all grounds for
withbolding any portion of the
information under any exemption of the
FOIA end, in the case of Exemption 4,

it must show why the information is a
trade secret or commercial or financiel
information that is privileged or
confidential. In the event that a
submitter fails to respond to the notice
within the time specified in it, the
submitter will be considered tohave no
objection 1o disclosure of the
information. Information provided by &
submitter under this paragraph may
itself be subject to 'disclogure nnder the -
FOIA. -

{h) Notice of intent to disclose. The
Di¢partment shall congider ¢ submitter’s
objections and specific grounds for
nondisclogure in deciding whether to
discless business informatieon.
Whenever the Department decides to
disclose buginess information over the
objection-of a submitter, it shall give the

submitter written notice, which shall
include:

* {1) A statement of the reason why
each of the submitter's disclosure
objections was not sustuined,;

fz) A deseription of the information to
be disclosed; and

(3) A specified disclosure date, which
shall be.a ressonsble time subsequent 1o
the notice. )

(i} Notice of lawsuit. Whenever a
requester files a lawsuit seeking to
compel the disclosure of information,
the Departrnent shall prompily notify
the submitter.

{j) Notice to requester. Whenaver the
Department provides s submitter with
notice and an opportunity to abject 1o
disclosure under paragraph (d} of this
section, the Department shall also notity
the requester. Whenever the Departmant
notifies a submitter of its intent to
discloge requested information under
paragraph (h) of this section, the
Department shall also notify the
requester. Whenever a submitter files a
lawsuit seeking to prevent the
disclasure of busiriess information, the
Departiment shell notify the requester.

&171.14 Fans ta be'chnrged-géneral.
The Department shall seak to charge
foes that recoup the full allowabls direct

- costs it incurs fu processing a FOIA

request. It.shall use the most efficient
and least costly methods to comply with
requasts for documents made under the
FOIA. The Depactment will not charge
faes to any requester, including '
commercial use requesters, if the cost of
collacting a fee would be equal to or
greater than the fee itself. With the
exception of requesters secking

- docuwments for & commercial use, the

Department will provide the first two
hours of search time and the first 100
pages of duplication without charga, By
making a FOLA request, the requester

-ghall bs considered to bave sgreed to

pay ali applicable fees up to $25.00
unless a fes waiver has been granted.

(a) Searches for responsive recards. If
the Department estimates that the dsearch
costs will exceed $25.00, the requestar
shall be so notified. Such notice shall
offer the requester the opportunity to
confer with Department personnel with
the object of reformulating the request 1o
meet the requestar’s needs at a lowar
cost. The request shall not be processed
further unless the requester agrees 10
pay the estimated fees,

2’1) Manual searches. The Dapartment
will charge at the salary rate (i.e., basic
pay plus 16 percent of basic pay) of the
employee making the search.

{2} Computer gearches. The
Department will charge at the actual
direct cost of providing the service. This
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will'include the cost of operating the
central processing unit (CPU) for that
purtion of operating time that is direstly
attributable to searching for records

" raspanaive to s FOJA request and
operator/programmer salary attributable
tu the search. .

(b} Review of records. Only raquesters
‘who are'sesking documents far
commercial use may be charged for time
spent reviewing racords to determine
whether thoy are releasable. Charges
may be assessed for the initial review
only: i.e., the review undertaken the first
tismn the Department analyzes the
applicability of a specific exemption to
a particular record or portion of &
racord.

(c) Duplication of records. Records
shall be duplicated at a rate of §.15 per
page. For copies prepared by computer,
such as tapes or printouts, the
Department shall charge the actual cost,
including operator time, of production
of the tape or printout. For other
methods of reproduction or duplication,
the Depurtment shall charge the actual
direct costs of praducing the decurnent.
If the Department ostimates that the
duplication costs will exceed $25.00,
the requester shall be so informed. The
request shall not be processed further
unless the requester agreos to pay the

- .ostimatad fees.

{d} Other charges. The Department
shall recover the full costs of providing
sarvices siich as thone enumaerated
balow: )

(1) Certifying that records are true
copiog (se¢ purt 22 of this chapter);

2} Seuding racords by special
methods such ag uxpress meil, overnight
courier, efc.

{f) Paymont shall be in the form gither

“of a personal chack ar bank draft drawn
on a bank in the United States, or a
Eostal money order. Remittances shall

¢ mede payable to the arder of the

Treasury of the United States and
mailed to the Informetion and Privacy
Coordinator.

fg) A roceipt for fees paid will be
given upon request. Refund of fess paid
for servicas actually rendered will not
be made.

§17115 Fees to be charged—categorles
of requesntors.

Undar the FOIA, there are four
categaries of cequesters: Commercial use
requestars, aducational and non-
commercial scientific institutions,
representatives of the news medig, and
all other requesters, The fees for each of
thesse categories aro:

{a) Commercial uee requesters, When
the Department receives a request for
documents for commercial usa ag
definad in § 171.11(1), it will assess

"$100 " d

charges that recover the full direct costs
of searching for, reviewing for release,
end duplicating the record sought.
Commercial use requesters are not
entitled to twe haura of free sparch time
‘or 100 free pages of reproduction of
documents. The Dapartment may
recover the cost of searching for and
raviewing records evan if there iz
ultimatsly no disclosure of records (sae
§171.18(L)).

{b) Educetional and non-commerciol
scientific institution requesters. The
Department shall provide documents to
requestars in this category for the cast
of reproduction alone, excluding
charges for the first 100 pages. To ba
oligible for inclusion in this category, a
requestar must show that the request is
being made as authorized by and under

- the auspices of a qualifying institution,

aa defined in § 171.11(m) and (), and
that the records ara not sought fora
cornmercial use, but are sought in
{urtherance of scholarty (if the request is
from an educational institution) or
scientifle (if the request, ig from a non-
commercial sciantific institution}
research.

{e) Representatives of the news mnedia.
The Department shall provide
documents to requesters in this category
for the cost of reproduction alone,
excluding charges for the first 100
pages. To be eligible for inclusion in
this category, a requester must meet the
critetia in § 171.11{0), and the request
must not be made for a commercial use.
A requast for records supporting the
news dissemination function of the
racuester shall not be considarad to be
a commercial use request.

{d) All other requesters. The
Department shall charge requesters who
do not fit into any of tha categories
above fees that recovar the full
reasonable direct cost of searching for
and reproducing records that are

" responsive to the request, except that

the first 100 pages of reproduction and
the first two hours of search time shal!
be furnished without charge.

§171.16 Miscellaneous fee provislona.

{a) Charging interest. The Departiment
shall begin assessing interest charges on
an unpaid bill starting on the 31st day
following the day on which the bill was
sent. The fact that the fee has been
received by the Department within the
thirty-day grace periad, even if not
processed, shall stay the accrual of
interest. Interest will be at the rate
prescribed in 31 U.S.C. 3717 and shall
acorue from the date of the billing,

. (b} Charges for unsuccessful gearch or
if records are withheld. The Department
may assess charges for time spent
searching, even if it fails to locate the

" payment befora wor

records or if the records locatéd are
determined to be oxempt from

© disclostirs,

{c) Advance payment. The
Dispartment may not requira 8 requester
to make an advance payment, Le,,

E is commenced or
continued on a requaest, unless:

{1) It estimates or determines that

“allowable charges that a requester may

be required to pay are likely 0 exeeed
$250, In such a case, the Department
shull potify the requester of the likely
cost and obtain satisfactory assurance of

full payment whero the requester has a

history of prompt payment of FOIA fees,
or shall require an advance payment of
an amount up to the full estimated
charges in the case of requestars with no
history of payment;or .

{2) A requester has previonsly failed
to pay within 30 days of the date of the
billing a fes charged. In such a case, the
Department shall require the requester
to pay the full amount praviously owed
plus any applicable interest and 1o make
an advance payment of the full amount
of the estimated fee before the
Department begins to process a new or
panding request from that requester. If

. a raquestar has failed to pay & fee

charged by another U.S. Government
sgency in an information access case,
the Department miay require proof that

such, fes has been paid before processing

a new of pending raquest from that -
raguaster.

3} When the Department acts under
paragraph {¢)(1) or (2] of this saction,
the adminjgtrative timie limits
prescribed in the FOIA, 5 US.C.
552{a}(6} {i.e.. 20 working days from
raceipt of initial requests and 20
working days from receipt of appeals
from initial denial, plus permissible
extansions of these time limits}, will
begin only after the Department has
received tee payments described in
parafraphs (€)1} and (2) of this section.

{dJ Aggregating requests. When the
Department reasonably believes that a
requestsr, or a group of requesters acting
in concert, has submitted multiple
requests involving related matters solely
to avoid payment of fees, the .
Department may aggragate thoss
requests for purposes of assessing
processing fees. : -

{e) Effect of the Debt Collection Act of
1682 (Pub. L, 97-365). The Department

_shall comply with provisions of the

Debt Collection Act, including
disclosure to consumer reporting
agencies and use of collection agencies,

" where approptiate, to effect repaymunt.

§17117  Walver or reduction of fees,
{a) Fees atharwise chargeable in
connection with a request for disclosure
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of a record shall be waived ar reduced
where it is determined that disclosure is
in the public interest because it is likely.
to contribute significantly to public
understanding of the operations or
activities.of the Government and is not
primarily in the commercial interest of
the requester.

{1} In ordet 1 determine whather
disclosure of the information is in the
public interest because it is likely to
contribute significantly 1 public
understanding of the operations or
activities of the government, the
Department will consider the following
four factors:

(i} The subject of the raquest, i.e.,
-whether the subjact of the requested
racords concerns the opsrationg or
activities of the government;

{i1} The informative value of the
information to be disclosed, 6.,
whother the disclosure is likely to
contribute-to an understanding of
government operations or activities;

{iii} The contribution to an
understanding of the subject by the
genecral publicdikely to result from
disclosure, j.a,, whether disclosure of
the requested informution will
contribute to public understanding,
including whether the requester has
expertise in the subject area as well as.
the intention and ability to disseminate
the information to the publici and -

" {iv} The significance of the
contribution to public understanding,
i.e., whether the disclosure is likely ta
tontribute significanty to public '
understanding of govarnment operations
or activities, ’

{2) In oxder to determine whether
disclosure of the information is not
primarily in the commercial interest of
the reguester, the Department will
consider the following two factors:

(i) The existence and magnitude of a
commercial interest, i.e., whether the
requester has a commercial interest that
would be furthered by the requested
disclosure; and. if so,

{ii} The primary intersgt in disclosure,
i.e., whether the magnituds of the
identified commercial interest of the
requester is sufficiently large, in
comparison with the public interest in
disclosura, that disclosure is primarily
in the conunercial interest of the |
raguesler.

{b} The Department may refuse to -
consider waiver or reduction of fees for
requesters (parsons or organizations)
from whom unpaid fess remain owad to

the Department for anather information
ACCAsE reguest.
" (¢} Where only some of the records to
Lo released satisfy the requirements for
a walver or reduction of fees, a waiver -

plsB8°d

or reduction shall be granted for only
those records. :

{d) The Department's decision to
rafuse to waive or reduce foes may be -
appealed in aceardance with §171.51.

Subpart C—Executive Order 12958 -
Proviglons

§171.20 Delinltions,

Asused {n this subpart, the following
definitions shall apply: :

{a) Agency means any executive
branch-agency, as defined in 5 U.S.C.
105, any military department, as definod
by 5 U.5.C. 102, and any other entity
within the exscutive branch that comes
into possession of classified ‘
information, -

{b] Classified information means
information that hus been determined
pursuant to E.O. 12958 or any
predecessor order on national security
information o require protection against

-unauthorized diselosure and is marked
to indicate its clagsified status when in
documentary form.

(c) Declassification means the
authorized change in the status of
information from classified information
to unclassified information.

(d} Dapartment means the 1.8,
Department of State, including its field
offices and Foreign Servica posts
abroad. . :

(¢} FOIA means the Freedom of
Information Act, 5 U.S.G. 592.

(f) Foreign government information
neans:

(1) Information provided to the
United States Government by a foreign
government or governments, &n
international organization of
governmants, ot any element thereof,
with the expectation that the
information, the source of the )
information, or both, gre to be held in
confidence; :

(2] Infsrmation produced by the
United States pursuant to or as a result
of a joint arrangement with a foreign
government ¢t governments, or an
international organization of
governments, or any elsment thereof,
requiring that the information, the
arrangemant, or both, are to be held in

confidence; or

{3) Information received and treated
as foreign government information
vnder the terms of a predecessor
exgcutive order, i

(g} Information means any knowladge
that can be communicated or .
documontary matsrial, regardlass of its
physical form or characteristics that is
owned by, produced by.or for, or is

under the contro! of the United States
Government.
(h} Mandatory declagsjfication review

means the process by which specific

classified information is reviewed for
declassifiation pursuantto a request
unider §171.214. ,

{1} Nationaf Security means the
national defense or fureign ralstions of
the United States. .

(i) Certain former government
personnel includes former officials of
the Department of State or other U.S.
Governineint agencies who previcusly
have occupied policy-making positions
to which they were appointed by the
President under 3 (1.8.C. 105{a}(2)}(A) or
by the Vice President under 3 U.S.C.
106(a){1}{A). it does not include former
Foreign Service Officers as a class or
persons who merely received
assignment commissions as Foreign

- Service Officers, Foreign Service .
Regerve Officers, Foreign Service Staff
Officers and employeas.

(k) Senjor Agency Official means the
Under Secretary of State for
Managoment. = -

§171.21 Declassification review.

{a) Scope. All information classified
under E.O. 12958 or predecessor orders
shall be subject to declassification
review upon request by a member of the
public or a U.S. government employee

or agency with the followin exceptions:

(1} Information originated by the
incumbent President or. in the
performance of executive duties, the
incumbent Vice Pregident; the
incumbent President’s White House
staff ot, in the performance of executive
dutieg, the incumbent Vice President's
staff; committess, commissions, or
boards appointed by the incumbent
President; othiér entitids within the
Executive Offica of the President that
solely advise and assist the incumbent
Prasident;

(2) Information that is the subjact of -
litigation: )

(3) Information that has been
reviewed for declassification within the
past two yesrs; and

{4) Information exempted from search
and review under the Central
Intelligence Agency Information Act.

" {b) Requests. Requests for mandatory
declassification review should bs
addraessad to the Information and
Privacy Coordinator at the address given
in Sec, 171.5. E-muil requests are not
accepted at this time.

{c} Mandatory declassification review

and the FOIA. A mandatory
declassification review request is
poparate and distinct from & request for
records under the FOIA. When a
requester submits a raquest under hoth
mandatory declassification review and
the FOLA, the Department shall require
the fequester to sloct review under one
process or the other. If the requester |
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fails to make such election, the request
will be under the process that would
reault in the greatast diselosure unless
the information requested is subject-to
only mandatory declassification review.
. {d) Description of information sought.
In order to ba processad, a request for
doclassification review must describe
the dacument or the material containing
thie information sought with sufficient
specificity to enable the Dapartment to
locata the document or material with a
reasonable amount of effort. Whenever &
request does not sufficisntly describe
the material, the Department shall notify
the requester that no further action will
be taken unless additional description
of the information sought is provided.

{e} Refusal to confirm or deny
existence of information. The
Department may refuse to confirm or
deny the exlstence or nonexistence of
requested information whenever the fact
of existence or nonexistence is itself
classified.

[f) Pracessing. In responding to
mandatory declassification review
requests, the Depactment shall make a
review determination as promptly as
possible and notify the requester
accordingly, When the requested

“information cannot be declassified in its
entirety, the Dapartment shall reloasa all
meaningful portions that can be
declassified and that are not exempt
from disclosure on other grounds {ses
§171.25). )

{g) Other agency information. When
tho Depastment receives a request for
information in ils possession that was
originally classified by another agency.
it shall refor the request and the
pertinent information to the other
agency for processing unless that agency
has ngroed that the Depeartment may
review such information for
declassification on behalf of that agency.
The Department may, afler consultation
with the other agency, inform the
requester of the referral unlogs

‘asenciation of the other agency with the

information is itself classified.
. {h) Foreign government information.
In the case of a request for material
containing foreign government’
information, the Department, if it is also
the agency that initially received the
foreign government information, shall
determine whether the information may
be declassified and may, if appropriate,
consult with the relevant foreign

. govermment on that issue. If the
Department is not the agency that
initially received tha foreign
government information, it shall refer
the request to the original eceiving
sgency for direct response to the

© réquester.

p1/768°d

{i) Cryptologic and intelligence
information. Mandatory declassification
review requests for cryptologic '
information shall be processed in
accordance with special procedures
established by the Secretary of Defonse,
and such requests for information
concerning intelligence activities or
intelligence sovrces and methods shall
be processed in accordance with special
procedures established by the Director
of Gentral Intelligence.

§171.22 Appoais.

Any denial of 8 mandatory
declassification review request may be
appealad to the Department’s Appeals
Review Panel in accordance with
§171.52. A'denial by the Appeals
Review Panel of a mandatory.
declassification review appeal may be
further appealed to the Interagency
Security Classification Appeals Panel.

§171.23 Declaselfication in the public
Interest.

It is presumed that information that
continues to meet classification
requirsmants requites continued

rotection. In exceptional cases,

owever, the need 1o protect such
information may be cutwelghed by the
public interest in disclosure of the
informetion, and in thesa cases the
information shauld be declassified.
When such questions arise, they shall ba
referied to the senior Department
official with Top Secret authority
having primary jurisdiction over the
information in question. That official,
after consultation with the Assistant
Secrgtary for Public Affairs, will
determine whether the public interast.in
disclosure cutweighs the demage to
national security that reasonably could
be expected from disclosure. If the
determination is mads thal the
information should be declassified and
disclosed, that official will make such a
recommendation to the Sacretary or the
senior agency official who shall make
the decision on declassification and
disclosure. This provigion does not
amplify or modify the substantive
ctiteris or procedures for classificstion
or create any substantive or procedurs]
right sulject to judicial review.

§171.24 Access by historicel reserrchers
and cerlalp former government personnal.

(a) The restriction in £.0. 12058 and
predscessor orders on limiting access to
classified informaetion to individuals
who have a need-to-know the
information rmay be waived, under the
conditjons set forth below, for persons
who:

{1} Are engaged in historical research -
projects:

{2) Have served as Prasidential or Vice
Presidantial appointees as defined in
§171.20(), or

{3) Sorved as Prasident or Vice
Pragident.

{b) Requasts by such persons must be
submitted in writing to the Information
and Privacy Coordinator at the address
set forth in § 171.5 and must includa a
general description of the racords -
sought, the time period covered by the
request, and an explanation why accass
is sought. Requests for ageess by such
requasters may be granted ifs

_{1) The Secretary or the Senior
Agency Official determines in writing
that access is congistent withthe
interests of national security;

{2) Tha requestar agrees in writing to
safeguard the information from
unauthorized disclosure or compromige;

(3) The requester submits 4 statemant
in writing authorizing the Dapartment 10
review any notes and manuscripts
created se a result of access;

{4) The requester submits a staternent

in writing that any information obtained:

from raview of the records will not be

_disseminated without the express

written permission of the Departmient; -

{¢) If & requester uses a research
assigtant, the requester and the research
assistant must both submit a statement
in writing ackaowledging that the same
actess conditions set forth in paragraph
-(b)(4] of this section apply ta S’:e
research assistant. Such a research
agsistant must be working for the
applicant and not %athering information
for publication on his gr her own bebalf.

(d) Access granted under this section
shall be limited to items the appointas
originated, reviewed, signed, or receivad
while serving as a Prasidential or Vice
Presidential appointes or as President or
Vice President.

{6) Such requesters may goek
declagsification and release of material
to which they have been granted access
under this section throu i eitherthe
FOIA or the mandatory declassification

“raview provisions of E.O. 12958, Such -

requests shall be processed in the order
received, along with other FOIA and
mandatary declagsification review
requests, and shall ba subject to the fees
applicable to FOLA requests,

" §171.25 Applicabifity of othet laws.

Exemptions from disclosure sat forth
in the Freadom of Information Act, the
Privacy Act, and other statutes or
privileges protecting {nformation from
disclogure recognized in discavery or
othet such litigation-related procedures

" may be applied to withhold information

declassified under the provisions of this
subpart. -
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Subpant D—Privacy Act Provisions

§171.30  Pumose and seope.

This subpart contains the rules that
the Depariment follows under the
Privacy Act of 1974, 5 U.8.C. 552a.
These rules should be read together
-with the Privacy Act, which provides
additional information about records
maintained on individuals. The rules in
this subpart apply to all records in
systems of records maintained by the
Department that are retrieved by an

individual's name ot personal identifier.

They describe the procedures by which
individuals may request access to
recordy ahout themselves, request
amendment oc correction of those
recards, and request an wecounting of
disclosures of those records by the
Department. If any records totrieved
pursuaant to an access request under the

Privacy Act are found (o be exempt from

diselosurs under that Act, they will be
procassad for possible disclosure under
the Frecdom of Information Act (FOIA),
6 U.6.C. 552, No fees shall be charged
for aceass to or amendment of Privacy
Act rocords. :

§171.31  Dafinitions.

As used in this subpart, the following
definitions shall apply:
(8} Depariment means the United

States Department of State, including its

field offices and Foreign Service poste
abroad. :

[b) Individuel mesos & citizen of the
United States or an alien lawfully
admitted for patmarnent residence.

(¢} Maintain includes mainiain,
collect, use; or disseminate.

{d) Hecord masns any item, collsction,

orfrouping of information about an
individual that is maintained by the
Department, including, but not limited
to sducation, Hinancis! transactions,
medical history, and crirminal or
emplayment histary, that contains the
individual’s nams or the identifying
number, symbol, or other identifying
-particular assigned to the indfvidual,
such as a finger or voice print or
photograph.

{e) System of Recordes mesns a group
of any records under the control of the
Departmont from which information is
retrieved by the name of the individual
or by some ideatifying number, symbal,
or other identifying particular assigned
to an individual. .

{f] Control has the meaning set forth
in §171.11(f) .

{g) Information and Privacy
Coordingtor has the meaning set forth in
§171,11{d). : :

{h) D§ is the abbreviation for th
Biitsau of Diplomatic Security of the
LS. Department of State.

PGl °d

- (i} QIG is the ahbraviation for the
Office of the Inspector General of the
1.8, Department of Stats.

817132 Request for access to tecurds,

(a) Description of records sought. All

requests for.access to & record must
reasonably describe the System of
Records and the individus!’s record

within the system in sufficient detail to

permit identification of the requested

record, At a minimum, requests should
- in¢lude the individual’s full name
(including maiden name, if appropriate)

and any other names used, present

mailing addeess and ZIP Code, date and

place of birth, and any other

- Information that might help in

idantifying the record. Helpful data

includss the approximate time period of
- the record and the circumstances that’

give the individual resson to believe
that the Department of State maintaing

a record under the individual's name or
personal identifier. In certain instancas,

itmay be necessary for the Department
to request additional informetion from
the requester, either to enstra a full
search, or to ensure that a record
rotrievad does in fact pertain to the
individual. _
() Verification of personal identity,”

The Department will require reasonable
identification of individusals requesting
records undet the Privacy Act to ensure

that records are disclosed only to the
proper persons. Requesters must state”
their full name, current address, date
and place of birth, and, at the
requester’s option, social security
number. The request must be zignad,
and the requestet’s signature must be
either notarized or submitted under
penalty of perjury (28 U.S.C. 1748) as 4
substitute for notarization. If tha
requester seeks records under another
nams the requester has used, a

_ statement, undet penalty of perjury, that |

the requester has alse used the other
name must be included.

{€) Third parly access, The
Department shall allow third party
accass to records under ¢ortain
conditionhs:

(1) Parents. Upon presentation of
docurmentation of the parental
relationship, a parent of a minor (an
unmarried person under the age of 18}
may, on behslf of the minor, request
records pertaining to tha minor and the
Department may, in ite discretion,
discloss such records to the parent to
the extent determined by the
Department to be appropriate in the

- circumstances of the case. In any case,

minors may request such records on
their own behalf. .

(2) Guaordinns. A guardian of a minoy
or of an inidividual who has besn

declared by & court to be incompetant
may act for and on beha!f of the minor
or the insornpetent individual upen
gresentatian of appropriste

ocumentaticn of the guardien
relationship.

{3) Authorized representatives or
designees, When an individua! wishes
0 authorize another person or petsons
aceess to his or ber records, the
individual shall submit, in addition to

the identifying information degcribed in -

paragraph (b) of this section, 2 signed
staterment, either notarized or made
under penalty of perjury, authorizing
and consenting to acecessbya -
designated person or pecsons. Such
requests shall be processsd under the
FOIA {(see §171.12).
) Records relating to civil activis.
Nothing in this subpart entitles an
“individual to access to any informatien
compiled in reasonable anticipation of a

' civil action or proceeding.

{e) Time limits. The Department will
acknowledge the request promptly and
furnish the requested infermation as
soon a3 possible thereafter.

{1} Infarmation on amending records.
At the tims the Department grants
access to a record, it will also furnish
guidelines for requasting smendment of
a record, Thess guidelines may also be
obtained by writing to the Information
and Privacy Coordinator at the address :
given in §171.5. The guidelines are also
available in the reading room described
in §171.3 and in the elactronic reading
room described in §171.4.

§171.33 HRequest to amand or correct
racords.

{a) An individual has the right to
roquest that the Department amend a

ecord pertaining to the individual that

the individual believes is not accurate,
relevant, timely, or complete, i

{b) Requests 1o amend records must b
in writing and mailed or delivered to
the Information and Privacy
Coordinator, at the address given in
§171.5, who will coordinate the review
of the request with the appropriate
offices of the Department, The
Department will require vetification of
personal identity as provided in
§ 171.32(b) before it will initiate action
to amend a record. Amendment requests
should contain, as a minimum,
identifying information necded to locate
the record in question, a deseription of

the specific correction requested, and an

explanation of why the existing record
is not accurate, relavant, timely, or
complete. The requester should submit
as much partinent degumentation, other
information, and explanation as
possible {o support the request for
amendment.
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(c) All tequests for amendments to
rocords will be acknowledged within 10
days {excluding Saturdays, Sundays,
and legal public holidays).

{d} In reviawing a record in responge
1o a request to amend, the Department

- shall review the record to daetermine if

it is accurate, ralevant, timely. and
complete.

{0} If the Department agross with an
individual's request to amend a racotd,
it shall: ) S

{1) Advise the individual in writing of
ite decision:

{2) Amaad the record accordingly:
and

{3) If an acoeunting of disclosure has
been mada, advise s}l previous
recipients of tha record of the
smendment and its substance.

() If the Depsrtment denies, in whole
or in part, the individual's amendment
request, it shall advise the individual in
writing of its decision, of the reason
therefore, and of the individual’s right
to appeal the denial in accordance with
§171.52,

§171.34 Request for an accounting of
record discloaurea.

(a) Flow made, Except where
accountings of disclosures are not
. required to be kept, as set forth in

© paragraph (b) of this section, an

individual has a right to request an
accounting of any disclosure that the
Departinent has made to.another person,
organization, or agency of eny record
about an individual. This accouating
shall contain the date, nature, and
purpose of each disclosure as well as
the name and address of the recipient of
the disclasure. Any request for
accounting should identify each
particular record in question and may -
be made by writing directly to the
Information and Privacy Coordinator at
the address given in §171.5.

(b} Where accountings not required.
The Department is not required to keap
a? accounting of disclosuras in the case
o . . .

{1} Disclosures made to employees
within the Depaftment who have a need
-far the record in the parformance of
their duties;
“{2] Disclosures required undar the
FOIA; -
(3) Disclosures made to another
agency or 10 an instrumentality of any
. povernmental jurisdiction under the
control of or within the United States
for authorized civil ot criminal law

enforcement activities pursuant to a

written request from such agency or
instrumentality specifying t?ie activities
for which the discloswres are sought and
the portions of the records sought.

pPI/IT d

" ofthe Privacy Act sxcept sections (b},

§171.35 Denlals of raquests; appeals.

If the Department denies & request for
acoass to Privacy Act records, for
amendment of such records, or for an
acoounting of disclosure of such
records, the requester shall be informed
of the reason for the denial and of the
right to appeal the denial to the Appeals
Review Panel in accordance with
§171.52. :

§171.36 Exemiptions. )

Systems of records maintained by the
Depuartment are authorized to be
exempited from certain provisions of the
Privacy Act under both ganaral and
specific exemptions set forth in the Act.
In utilizing these exemptions, the
Department is exempting only those
portions of systems that are necessary
for the proper hunctioning of the
Department and that are consistent with
the Privacy Act. Where compliance
would not a?paar‘te interfere with or
adversely affoct the law enforcement
pracess, and/or where it may be
appropriate to permit individuals to
contest the accuracy of the information
collected, e.g., public source materials,
the applicable exemption may be ]

“waived, sither partially or totally, by the
Department oy the OIG. in tha sole
discretion of the Department or the OIG,
as appropriate. :

(ES) General exemptions, {1) '
individuals may not have access {o

" records maintained by the Department

that were provided by another agency
that hiag determined by regulation that
such information is subject to general
exemption under 5 U.S.C. 552a(j}{1). If
such exempt racords are the subject of
an access request, the Department will
advise the requester of their existence
and of the name and address of the
source agency. unless that information
is itself exempt from disclosare.

{2) The systems of records maintained
by the Bureau of Diplomatic Security
(STATE-36), the Office of the Inspector
General (STATE-53), and the
Information Access Program Records
system (STATE-35) are subject to
general exemption under 5 U.S.C.
552a(j}(2). All racords contained in
record system STATE-38, Security
Records, are exempt from all provisions -

{c}{1) and (2}, (e}{4)A) through (F),
{e)(6), (7}, (9). (10}, and (11}, and (i} to
the extent to which they mset the
criteria of section (j){2). Thase -
exemptions are necesgary to ensurs the
effectivenass of the investigative,
judicial, and protective processes. All
racords contained in STATE-53, records
of the laspector General and Automated
Individual Cross-Reference System, e
exempt from all of the provisions of the

R

Privacy Act except sections (b), (¢)(1)
and (2), (e)(4)(A) theough (F), (e)(8), (7). -
{9), (310}, and (11), and %i] to the extent

to which thay meet the criteria of
section (j}(2). These exemptions are
necessary to snsure the proper functions
of the law enforcament activity, to
protect confidential sources of
information, to fulfill promises of
confidentiality, to prevent interference
with the enforcement of criminal laws,
to avoid the disclosure of investigative
technigues, to avoid the endangaring of
the life and safety of any individual, to
avoid premature disclosure of the )
knowledge of potential criminal activity
and the evidentiary basas of possible
enforcement actions, and to maintain
the intsgrity of the law enforcement
pracess. All records contained in the
Information Access Program Records
system (STATE-35} are exampt {rom all
of the pravigions of the Privacy Act
except sections (b), (c}{1) and {2).
{e){‘ﬂ{}\} through (F)* {Q)(B), {7)r [9), {1034
and (11), and (i) to the extent to which
they meet the criteria of section (j)(2). '
These exemptions are necessary to
ensure the protection of law
enforcement information retrieved from
various sources in response to
information access requests.

{b) Spevific exemptions. Portions of
the following systems of records arc
axempted from 5 U.5.C. 552a (c)(3), (d),
{e)(1), and (4), (G}, (1), and {1}, and (f).
The names of the systonis correspond to
these published in'the Faderal Register
by the Department.

(1} Exempt under 5 U.S.C. 552a(k)(1).
The reazon for invoking this exemption
is to protect material requirsd to be kept
secret in the interest of national detense
‘and foreign policy.
© Board of Appellate Review Records.
STATE-Q2, '

Gongressional Correspondencs.
STATE-43.

Congrassional Travel Racords.
STATE-44.

Coordinator {or the Combating of
Terrorism Records. STATE--08,

External Research Records, STATE-
10.

Extradition Records. STATE~11.
Forgign Assistance Inspection
Records. STATE-48.
Human Resources Records. STATE-

Information Access Programs Recotds.
STATE-35,

Intelligence and Research Records.
STATE-15.

International Organizationg Records.
STATE~17.

Law of the Sea Records, STATE-19,

Légal Case Management Records.
STATE-21. ,
Munitions Control Records. STATE-
42, )
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Overseas Citizgng Services Records.
STATE~DS.
(Overseas Records. STATE-Z5.
Passport Records. STATE-26,
Parzonality Cross-Reference Index to
the Secratarjat Automated Data Index
Records. STATE-28.
Personality Index to the Central
Foreign Pallcy Records. STATE~29.
Personnel Payroll Records. STATE-
30,
Records of the Inspector General and
Automated Individual Cross-Reference
System. STATE-53. :
Records of the Office of the Assistant
Legal Adviser for International Claims
and Investment Disputes. STATE-54,
Rover Records, STATE-41. :
Records of Domestic Accounts
Reveivable, STATE~23. :
Records of the Office of White House
Liaison. STATE-34. : .
Board of Appellate Review Records.
STATE-0Z.
Refuges Racords. STATE-S9.
Refugee Data Center Progessing

" Records. STATE-60.

Security Records. STATE~36.

Visa Records. STATE-39.

{2} Exempt under 5 US.C.
552{a)tk)(2). The reasons for invoking
this exemption are to prevent
individuals that are the subject of
investipation from frustrating the
investigatory process, 10 ensure the

* proper functioning and integrity of law

onforcemont activities, to prevent
disclosura of investigative techniques,
to maintain the confidence of foreign
governments in the integrity of the
procedures under which privileged or
“confidential information may be
provided, and to fulfill commitments
mads to scurces to protect their
identities and the confidentiality of
information and to avoid endangering
these sources and Jaw enforcement
parsonnsl.
Board of Appellate Review Records.

- STATE-02.

Coordinator for the Combating of -
Terroriem Recurds. STATE-06.

Extradition Records, STATE-11.

Foreign Asststance Inspection
Records. STATE-48,

Garnishment of Wages Records,
STATE-61. .

Information Access Program Records.
STATE-35.

Intslligence and Research Records.
STATE-15. -

Munitions Control Records, STATE~
42,

QOverseas Citizens Servicés Records.
STATE~05. :

Overseas Racords. STATE~25,

Passport Rocords. STATE~28.

Personality Cross Reference Index o
the Secretariat Automated Data Indax.
STATE-28.

pl-cl'd

Porsonality Index to the Central
Foreign Policy Records, STATE-24.

Records of the Inspector General and
Automated Individual Cross-Referance
System. STATE-53. )

" Sacurity Records. STATE-36.

VisaRecords. STATE-39.

(8) Exempt under 5§ U.5.C.
552{a)(k)(3). The reason for invaking -
this exemption is to preclude
impairmant of the Department’s
effective performance in carrying out its
lawful protective responsibilities under
18 U.S.C. 3056 and 22 U.8.C. 4802,

Extradition Records. STATE-11.

“Information Acress Programs Records.

STATE~35, v

Intelligence and Research Records.
STATE~15. .

Overseds Citizens Services Records.
STATE-0S. : !

Overseas Records. STATE-25,

Passport Records. STATE-28.

Perzonality Cross-Reference Index to
the Secretariat Automated Date Index.
STATE~28. . ’

Personallty Index to the Central
Foreign Policy Regords: STATE~29,

Security Records. STATE-386.

Visa Records, STATE-39. -

{4) Exempt under 5 U.S.C. 552a(k){4).
The reason for inveking this exemption
is to avoid needless review of records
that are used solely for statistical

purposes and from which no individual -

determinations are made. .

Foreign Service Institute Records.
STATE-14.

Fhiiman Resources Records, STATE~
31 )

Personne] Payroll Records. STATE~
30,

Security Records, STATE-286, ’

(5) Bxempt under § U.S.C. 552a(k}{5).
The reasons for invoking this exemption
are 10 ensure the proper functioning of
the investigatory procass, to ansure
sffective determination of suitability,
eligibility, and qualification for
employment and to protect the
confidentiality of sources of
information.

Equal Employment Opportunity
Records. STATE-09. )

Foreign Assistance Inspection
Records. STATE—48, )

Foreign Sarvice Grievance Board
Records. STATE~13. -

Human Resonrces Records. STATE~

31. .
Information Access Programs Racords,
STATE-35. :

" Legal Adviser Attorney Employment
A;g)licaﬁon Records. STATE-20.

vargess Records, STATE-25.
Pergonality Cross-Reference Index to

the Sacretariat Automated Data Index
Records. STATE-28.

i Information Access Programs Records.
STATE-35.

Records of the Inspector Genersl and
Automated Individual Gross-Reference
System. STATE-53.

"Records of the Office of White House
Liaigon. STATE-34,

Rover Records. STATE-41.

Security Records, STATE-36.

" Senior Personnel Appointments
Records. STATE—47.

{6) Exempt under 5 U.8.C. 552(k)(5).
The reasons for invoking this exemption
are to prevent the compromise of testing
or evaluation material usad solely to
determine individual qualifications for
employment or promotion and to avoid
giving unfair advantage to individuals
by virtue of thair having access to such
material. s

Forsign Service Institute Records,
STATE-14. .

Human Resources Records. STATE-
31. ’ . .
Information Access Programa Records.
STATE-3S. .

Saecurity Records. STATE-36.

{7} Exempt under 5 U.S.C. 552a{k)(7).
The reason for invoking this exemption
is to prevent access to material
maintained from time to time by the
Department in connection with various
milit ersonnsel exchange programs.

Ovzge%s Records. STATEE—gs,g

Human Resources Records. STATE-
31.
Information Access Programs Racords,
STATE~35.

Personality Cross-Reference Index to
the Secratariat Automated Data index
Records. STATE--28.

Personality Index to the Central
Foreign Policy Records. STATE-24.

Subpaﬁ E—Ethics in Government Act
Proviglons-

§171.40 Purposa and scope. )

This subpart gets forth the regulations
under which persons may request
access to the public finsncial disclosure
reports of employses of the Department
as well as limits to such requests and
use of such information. The Ethics in
Government Act 1878, as amendad, and
the Office of Government Ethics
implementing regulations, 5 CFR pant
2634, require that high-level Federal
officials discless publicly their personal
financial interests.

§171.41 Covared employees,

(a) Officers and employees {including
special Government emplayees as
defined in 18 U.58.C. 202) whose
positions are classified at grades GS-16
and above of the General Schedule, or
the rata of bagic pay for which is fixed.

_other than under the General Schedule,

at 8 rete squal to or greater than the
120% of the minimum rate of basic pay
for G815 of the General Schedule:
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{b) Officars or employees in any other
positions determined by the Director of
tlio Office of Government Ethics to ba of
equal classification Lo G8-16;

(c) Employees in the excepted service
in positions that are of a confidential or
poligy-making character, unless by
regulation their positions have besn
excluded by the Director of the Office of
Covernment Elhice: ‘

{(d) The designated agency official
who atts as the Department’s Ethicy .
Officer :

{6) Incumbert officials holding

- pusitions referred to above if they have
served 61 days or more in the position
during the preceding calendar year.

{f) Officials who have terminated
omployment from a position referred to
above and who have not sccepted
another such position within 30 days of
such termination.

. §171.42 Redquests and Identifying
Informatton.

Requests for access to public financial
dinclogure reports of coverad employees
should he made in writing to the
Information and Privacy Coordinator at
the address given In §171.5 setting -
forth:

(@) The name and/eor position title of
the Department of State official who is
the subjoct of the request,

{b) The time period covered by the
raport requested,

{c) A completed Office of Government
Ethics reguest form, OGE Form 201.
Qctober, 1999. This form may he
obtained by writing to the Information
and Privacy Goordinator or by visiting
the Public Reading Room described in
§171.3 or http://vww.usoge gov.

§171.43 Time imits and foes.

{a) Reports shall be made available
within thirty (30} days from receipt of
a requost by the Department. The
Dapartment dovs not charge a fee for a
singlo copy of a public financial repont.
However, tho Department will charge
for additional copies of a report at a rate
of 15 cents per page plus the actual
direct cost of mailing the reports.
Hawever, the Department will not
charge for individusl requests if the -
total charge would be $10.00 or less.

{1} A report shall be retained by the
Depactment and made available to the
public for a periad of six (6} yesrs after
receipt of such report. After'such a six
year periad, the report shall be
destroyed, unless nesded in an ongoing
investigation, except that those tgports
filed by individuals who are numinated
for office by the President to a position

- that requires the advice and consent of

“the Senato, and who subsequently are
not confirmed by the Senate, will be

Ple1°d

retained and made available for a one-
year peried, snd then destroyed, unless
needed in an ongeing vestigation,

£171.44 improper use of reporta.

{a] The Attorney General may bring a
civil action against any person who
chtains or uges a financial disclosure
report:

{1) Por any unlawful purpose;

(2] For any commercial purpose, other
than for news or comtmunity
dissemnination to the general public;

(3) For determining or establishing the

credit rating of any individual;

(4] For use, directly or indirectly, in
the solicitation of maney for any -
politiesl, charitable, or other purpose. .

(b} The court in which such action is
brought may assess a civil panalty not
to excoud $10,000 against any parson
who obtaing or wses the reports for these

rohibited purposes. Such remedy shall
ge in addition to any other temedy
available under statutary oy common
law, o

Subpart F—Appeal Procedures

§171.50 Appenl of denlals of expedited
processing.

{a) A denia!l of a request for axpedited
processing may be sppealed to the Chief
of the Raqusster Liaison Division of the
office of the Information and Privacy
Coordinator at the address given in
§171.5 within 30 days of receipt of the
denial. Appsals should contain as much
information and documentation as
possibls to support the request for
expedited processing in accordance

* with the criteria set forth in §171.12(b)

(b] The Requester Lisison Division
Chief will issue a final decision in
writing within ten (10} days from the
date on which the office of the
Information and Privacy-Coordinator
raceives the appeal.

§171.51 Appeals of denlals of toa walvers
or reductions, :

{a] A donial of a request for a waiver
or reductions of fees may be appealad to
the Chief of the Requester of Liaison
Division of the Office of the Information
and Privacy Goordinator at the address
given in § 171.5 within 30 deys of
receipt of the denial. Appeals should
<ontgin as much information and
documentation as possible to support
the request for fee waiver or reduction
in accordance with the criteria sot forth
in§171.17.

{b) The Requester Liaison Division
Chief will issue a final dacision in
writing within 30 days from the date on
which the office of the Information and
Privacy Coordinator receivas the appesl,

§171.52 Appeal of denlal of accass to,
dectassalfication of, emendment of,

. accounting of disclosures of, or challenge

to clasaification of recards.
‘{a) Right of administrative appeal.

. Except tor records that have baen
reviewed and withheld within the past
two years or are the subject of litigation,
any requester whose requast for access
to records, declassification of records,
amendment of racords, sccounting of
disclosures of records, or any authorized
holder of classified information whose
classification challenge has been
denied, has s right to appeal the denial
to the Department's Appeals Review
Pansl. This appeal right includes the
right to appeal the determination by the
Department that no records tesponsive
10 an access request exist in Department

files. Privacy Act appeals may be made

only by the individua! to whom the
records pertain. ’

{b) Form of appeal. There is na
‘required form fgr an appeal. However, it
is essential that the appes! contain 2
clear statement of the decision or
determination by the Department baing
appealed. When possible, the appeal
should include argumentation end
documentation to support the appeal
and to contest tha bases for denisl cited
hy the Department. The appeal should
ba sent to: Chairman, Appesls Review
Pangl, ¢/o Information and Privacy
Coordinator/Appeals Officer, st the
gddress given in §171.5. :

{¢) Time limits. The appeal should be

_received within 60 days of the date of

receipt by the requester of the
Department’s denial. The time limit foe
response 10 an sppeal begins to run on
the day that the appesl is received, The
time limit (excluding Saturdays,
Sundays, and legal public holidays) for
agency decision on an dadministrative
appeal is 20 days under the FOIA
{which may be extended for up to an
sdditional 10 days in unusual
cireumstanced) and 30 days under the
Privacy Act {which the Panel may
extend an additional 30 days for good
cause shown}. The Panel shall decide
mandatory declassification review
appeals as promptly as possible.

d) Notification to appellant. The
Chairman of the Appeals Review Panel
shall notify the appellant in writing of
the Panel's decision on the appeal.
When the decigian is to uphold the
denial, the Chairman ghall include in
bis notification the reasons therefore.
The appellant shall be advised that the
decision of the Panel reprasents the
finel decision of the Department and of

* the right to seek judicial review of the

Panel’s decision, when applicable. In

_ mandatory declassification review

sppeals, the Panel shall advise the

va:cl opgc-ve-Ting
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raquester of the right to appeal the
decision to the Interagency Security
Classification Appeals Panel under

~ §3.5(d) of B.O. 12958.

{8) Procedures in Privacy Act
omendment cases, (1) If the Panel's
deoision is that a record chall bg
amended in aceordance with the
appellant’s request, the Chairman shall
direct the office responsible for the
record to amend the record, advise all
previous recipients of the racord of the
ametdment and its substance if an
accounting of disclosure has been mads,
and 80 advise the individual in writing,

{2} If the Panel's decision is that the
reguest of the appellant to amend the
record is denied, in addition to the
notification required by paragraph {d) of

this sectian, the Chairman shall advise

the appellant:

(i) Of the right to file a concise
statomant of the reasons for disagreeing
with the decision of the Department;

(i) Of the procedures for filing the
statemient of disagreement:

{ili) That any staternent of
disapreeiment that is filed will be made
available to anyone to whom the record
is subsequently disclosed, together with,
at the discretion of the Department, a
brief statement by the Department
summarizing its reasons for refusing to
amond the record; ' :

(iv) That priot recipients of the
disputed recard will be provided & capy

. of any stetement of disagreement, to the

- record so that the fact that the record is

extent that an accounting of disclosures
was maintained. :

(3] U the appellant files a statement
under paragraph {8}{2) of this section,
the Dopartmant will clearly annotate the

disputed is apparent to anyone who
may subsequeantly have access to the
retord. When informstion that is the
subjoct of a statement of digpute fled by
an individual is subsequently disclosed,
the Dapartinent will note that the
information is disputed and provide a
copy of the individual’s statement. The
Department may alzo include a brief
summary of reasons for not amending
tha record when disclosing disputed
information. Copies of the Department's
statemant thall be treated s part of the
individual's record for granting access:
however, it will not be subject to
amendment by an individuat nnder
thase regulations.

Dated: October 28, 2004.
Lee K. Labman,

Daguty Assistant Secretary for Records and
Publishing Services, Burcau of '

- Administration, Department of Stute.

[FR Doc. 04-24581 Filod 11~2-04; 8:45 aim]
BILLING CODE 41103248
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POSTAL SERVICE
29 CFA Part 20

Discontinuance of Volume Discount
Avallabllity for IPA and [SAL Mallers

AQENCY: Postal Servico.
ACTION: Final rule.

SuMMARY: This final rule deletes
International Mail Manual (TMM)
292.2132, 292.213, and 293.75, which
authorized mailers who apent $2
million or more combined on
International Priority Airmail (IPA) and
Intarnational Surfave Air Lift {ISAL) in
the preceding Postal Service fiscal year
to raceive discounted postage rates.
EFFECTIVE DATE: Novembar 3, 2004.

FOR FURTHER INFORMATION CONTACT: Rick
Klutts, 202-268-7268, ’
SUPPLEMENTARY INFORMATION: On July
28, 2004, the Postal Service published
for commont in the Federal Register (69
FR 45002-45003) a proposed rule to
delste standards that authorize postage
discounts for mailers who spend $2
million or more combined on
International Priority Airmail (IPA]} and
International Surface Air Lift (ISAL} in
the preceding Postal Service fiscal year.
The Postal Service proposed to
digeontinue these discounts due to

recent Pastal Service reviews of costs for

providing these services, These cost
reviews identified increases in-
transportation, terminal dues, and other
costs that have ell risen while published

_ rates for IPA and ISAL have remained

static sinee 2001, When coats rise sbove
the rate we are charging, we are obliged
to adjust prices and discounts {in this
cage [PA and ISAL) so they are not -

‘subsidized by other domiestic or

international product offerings. These
changes do not affect the standards for
existing ¢r prospective customers who
use [PA or ISAL mail and participate or
would like to participate in the
International Customized Mail (ICM)
service agreement progeam as defined in
1M 247, .

The Postal Service requested
somrments on the proposed rule by .
August 18, 2004, Comments were
rageived from two parties, ane who
voiced opposition to the proposal, and
one whose comment was cutside the
scope of the proposed rule.

An industry organization respondent
quasticned the rationale for the proposal
and requested a mora detailed cost
analysis; this commenter also cited a
1998 report to Congress that states there
is adequate cost coverage for these
products. In addition, the commenter
suggested a correlation between the
proposed discontinuance of volume

discounts and International Customized
‘Mail (ICM] agreements. As pointed out

" in the supplementary information, the

Postal Service is obligated to offer its
services at a rate that covers both
average attributabla dost and
institutional cost. When costs rise above
the rate we are charging, adjustmonts to
‘prices and discounts (in this case IPA

- and ISAL) are required so thay are not

subsaidized by other domestic ar -
int&rnationaf(product offerings.
Moreover, since 1998, transportation
costs, terminal duses costs, and other
codts have risen while published rates
for TPA and ISAL have remained static
since 2001.

The other commaent was made by an
international mailer why enters mail
under an ICM agreamont. The mailer
stated that TPA was g very good servics
and they did not want to lose their
gurrent discount. Since this proposed
rute does not address 1CMs, this
commant falls outside the scope of this
rilemaking and therefore will not be
addressed at this time. Additionally,
nothing in this change precludes this
maailer from entering IPA and ISAL
mailings under their existing ICM
agreemsent.

For the reasons discussed sbove, the
Postal Service adopts the following
amendmenta to the fnternational Mail
Manual, which ig incorporated by
reference in the Code of Federal
Regulations. See 39 CFR Part 20.1.

List of Subjacis in 39 CFR Part 20

Imemationa] postal service, Foraign
ralations.

PART 20—[AMENDED]

% 1, The authority citation for 38 CFR

patt 20 contlinues to read as follows:

Authority: 5 U.S.C. 552(s): 39 U.S.C. 401,
404,407 and 408,

m 2. Arnend the International Mail
Munue! gs set forth below:

International Mail Manual (IMM]

] » - > "

2 Conditions for Mailing

* * * - . *

280" Comumercial Services

- * * *

292 International Priority Airmail
Service :

292.2 Postage

292.21 Rates

* * L o* * *

BN
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(B)
©
(D)

®

(F)

: 2.
would deprive a person of a nght to a fair trial or an impartial
ad]udlcation

could reasonably be expected to constitute an unwarranted
invasion of personal pr |vacy,

could reasonably be expected to disclose the identity of a

- confidential source;

would disclose techniques and procedures for law enforcement
investigations or prosecutions, or would disclose guidelines for law
enforcement investigations or prosecutions if such disclosure could
reasonably be expected to risk circumvention of the law- and/or

could reasonably be expected to endanger the Ilfe or physical
safety of any mdeual )

The Prlvacv Act (5 US.C. § 552a)

A)
(B)

©

Exemption § 552a(j)(2), whereby records may be withheld from
disclosure which are maintained by an agency or component . -
thereof which performis as its principal function any activity
pertalmng to the enforcement of cnmmal laws and which consists
of:

information compiled for the purpose of identifying individual

’ criminal offenders and alleged offenders;

mformatnon complled for the purpose of a cnmlnal investigation;
and/or .

" reports idenfiﬁable to an individual.

Exemption § 552a(k)(2), whereby information compiled for law
enforcement purposes, other than for the purpose of a criminal
investigation, including material which, if released, would reveal the
identity of a source who furnished information to the government.

Amendment rights

In accordance with § 552a(d)(2) of the Privacy Act and § 171.35, Title 22 of the

. Code of Federal Regulations, an individual-has the right to-request that the -

Department amend a record peftaining to her or him which the individual
believes is not accurate, relevant, timely, or complete. A copy of this regulatlon
is enclosed if apphcable

[



CASE CLOSED DATE | TYPE OF INVESTIGATION
NUMBER

125)
04009 103/31/2008 CONFLICT OF INTEREST
04011 05/21/2008 VISA MALFEASANCE OR FRAUD
04012 01/26/2007 VISA MALFEASANCE OR FRAUD
04020 09/24/2007 CONTRACT FRAUD OR IRREGULARITIES
04027 10/27/2008 CONTRACT FRAUD OR IRREGULARITIES
04042 03/15/2007 CONTRACT FRAUD OR IRREGULARITIES
04047 03/15/2007 THEFT OF GOVERNMENT PROPERTY .
04054 05/15/2007 PASSPORT MALFEASANCE OR FRAUD
05003 11/29/2007 - PERJURY
05005 09/11/2008 | THEFT OF GOVERNMENT PROPERTY
05012 04/03/2007 EMBEZZLEMENT
05017 106/19/2007 FALSE STATEMENTS
05021 06/25/2007 - EMBEZZLEMENT
05027 06/09/2008 CONFLICT OF INTEREST
05031 _ 05/17/2007 "PASSPORT MALFEASANCE OR FRAUD |
05034 05/17/2007 PASSPORT MALFEASANCE OR FRAUD
05045 02/02/2007 VISA MALFEASANCE OR FRAUD _
05046 05/07/2008 VISA MALFEASANCE OR FRAUD
05049 04/05/2007 PASSPORT MALFEASANCE OR FRAUD
05051 _ [04/23/2008 PASSPORT MALFEASANCE OR FRAUD
05054 05/11/2007 CONFLICT OF INTEREST D
05055 12/06/2007 PASSPORT MALFEASANCE OR FRAUD
05064 07/19/2007 EMBEZZLEMENT
05069 10/10/2007 VISA MALFEASANCE OR FRAUD
06002 | 08/11/2008 VISA MALFEASANCE OR FRAUD
06005 06/06/2008 GRAND FRAUD _
06006 09/11/2008 EMBEZZLEMENT
06010 04/05/2007 VISA MALFEASANCE OR FRAUD
06012 06/25/2008 CONFLICT OF INTEREST |
06014 07/14/2008 VISA MALFEASANCE OR FRAUD
06018 09/05/2007 CONFLICT OF INTEREST
06019 03/30/2007 CONFLICT OF INTEREST
06021 04/03/2007 FALSE CLAIMS
06022 08/25/2008 FALSE CLAIMS
06024 1024/2007 | FALSE CLAIMS
06025 1709/25/2007 [ EMBEZZLEMENT
06026 03/30/2007 EMBEZZLEMENT
06027 04/05/2007 | FALSE STATEMENTS
06029 06/07/2007 CONTRACT FRAUD OR IRREGULARITIES
06030 05/08/2007 VISA MALFEASANCE OR FRAUD




06031 07/17/2007 CONFLICT OF INTEREST

06032 ‘| 09/24/2007 VISA MALFEASANCE OR FRAUD .
06033 12/18/2008 EMPLOYEE MISCONDUCT MATTERS
06034 01/25/2007 WASTE AND MANAGEMENT

06035 06/12/2008 BRIBERY

06036 05/11/2007 - CONTRACT FRAUD OR IRREGULARITIES
06037 04/05/2007 VISA MALFEASANCE OR FRAUD

06038 10/07/2008 FALSE CLAIMS

06039 11/29/2007 . VISA MALFEASANCE OR FRAUD

06040 11/16/2007 FALSE CLAIMS

07001 05/10/2007 CONTRACT FRAUD OR IRREGULARITIES
07002 09/16/2008 EXTORTION AND THREATS

07003 1 02/08/2007 VISA MALFEASANCE OR FRAUD

07004 05/05/2008 VISA MALFEASANCE OR FRAUD

07008 08/11/2008 CONFLICT OF INTEREST

07007 07/27/2007 . VISA MALFEASANCE OR FRAUD

07010 08/14/2008 | PASSPORT MALFEASANCE OR FRAUD
07012 11/05/2007 CONFLICT OF INTEREST

07013 07/27/2007 CONFLICT OF INTEREST

07014 11/28/2007 FALSE STATEMENTS

07015 [ 11/16/2007 EMPLOYEE MISCONDUCT MATTERS
07016 06/16/2007 FALSE CLAIMS

07017 10/31/2007 CONFLICT OF INTEREST

07019 10/07/2008 CONTRACT FRAUD OR IRREGULARITIES
07020 08/14/2007 FALSE CLAIMS e

07022 03/21/2007 VISA MALFEASANCE OR FRAUD

07024 03/31/2008 CONTRACT FRAUD OR IRREGULARITIES
07025 09/29/2008 | THEFT OR GOVERNMENT PROPERTY
07026 10/30/2007 | VISA MALFEASANCE OR FRAUD
07029 08/29/2008 EMPLOYEE MISCONDUCT MATTERS
07033 03/31/2008 | FALSE CLAIMS

07034 04/23/2008 | PASSPORT MALFEASANCE OR FRAUD
07036 | 06/02/2008 EMBEZZLEMENT

07038 11/19/2007 EMPLOYEE MISCONDUCT MATTERS
08001 04/04/2008 - EMBEZZLEMENT

08002 '10/06/2008 FALSE CLAIMS

08004 03/31/2008 [ EMPLOYEE MISCONDUCT MATTERS
08006 01/30/2008 | EMBEZZLEMENT

08008 11/19/2008 CONFLICT OF INTERST"

08009 02/22/2008 FALSE CLAIMS

08010 07/11/2008 COMPUTER FRAUD

08012 09/11/2008 CONFLICT OF INTEREST

08020 12/22/2008 EMPLOYEE MISCONDUCT MATTERS
08022 | 06/09/2008 . CONFLICT OF INTEREST

08023 01/13/2009 MISUSE OF OFFICIAL INFORMATION




08025 06/10/2008 CONFLICT OF INTEREST |

08027 12/31/2008 EMPLOYEE MISCONDUCT MATTERS

08028 07/21/2008 COMPUTER FRAUD .

08030 106/25/2008 CONFLICT OF INTEREST

08031 05/19/2008 THEFT OF GOVERNMENT PROPERTY

08032 07/24/2008 COMPUTER FRAUD

08033 12/22/2008 EMPLOYEE MISCONDUCT MATTERS

08039 08/20/2008 VISA MALFESSANCE OR FRAUD

08042 09/08/2008 FALSE STATEMENTS

08043 01/16/2009 EMBEZZLEMENT

08049 12/17/2008 EMPLOYEE MISCONDUCT MATTERS

08052 12/22/2008 EMPLOYEE MISCONDUCT MATTERS

08064 108/06/2008 COMPUTER FRAUD

08067 10/22/2008 VISA MALFESSANCE OR FRAUD

08071 08/20/2008 COMPUTER FRAUD '

08072 12/05/2008 CONTRACT FRAUD OR IRREGULARITIES

08075 | 01/05/2009 EMPLOYEE MISCONDUCT MATTERS

08076. 11/19/2008 VISA MALFESSANCE OR FRAUD

08081 1077282008 COMPUTER FRAUD

08082 10/16/2008 THEFT OF GOVERNMENT PROPERTY

08101 01/21/2009 | VISA MALFESSANCE OR FRAUD

08103 - 10/24/2008 EMBEZZLEMENT

08109 09/02/2008 EMPLOYEE MISCONDUCT MATTERS

08110 10/24/2008 FALSE STATEMENTS

08111 11/06/2008 COMPUTER FRAUD

08114 09/21/2008 CONTRACT FRAUD OR IRREGULARITIES

08116 12/05/2008 EMPLOYEE MISCONDUCT MATTERS

08117 12/05/2008 EMPLOYEE MISCONDUCT MATTERS

08118 12/05/2008 EMPLOYEE MISCONDUCT MATTERS

08121 1 12/09/2008 EMPLOYEE MISCONDUCT MATTERS

08122 "1 01/212009 "CONTRACT FRAUD OR IRREGULARITIES

08124 12/8/2008 CONFLICT OF INTEREST

09002 10/20/2008 CONFLICT OF INTEREST

09003 10/03/2008 FALSE CLAIMS -

09007 10/24/2008 EMPLOEE MISCONDUCT MATTERS

09008 10/21/2008 COUNTERFEITING

09017 01/22/2009 CONFLICT OF INTEREST

09019 10/21/2008 PROCUREMENT FRAUD

09021 11/12/2008 "MISUSE OF GOVERNMENT PROPERTY
(09029 12/04/2008 COMPUTER FRAUD
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