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comments on a draft of this report when preparing the final report. DoD Directive 7650.3 
requires that all recommendations be resolved promptly. We did not receive comments 
from the Assistant Secretary of Defense (Command, Control. Communications, and 
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Defense for Intelligence provide comments on Recommendation A l . The Defense 
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planned actions on Recommendation C.1. The Air Force comments were not responsive. 
We request that the Commander, I Ith Contracting Squadron provide additional comments 
on revised Recommendation B.2.a. and on Recommendation B.2.b .. Please provide 
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Office of the Inspector General of the Department of Defense 

Report No. D-2003-112 
(Project No. D2002AD-004LOOI) 

June 27, 2003 

Contracting Practices of the Defense Security Service 
for Personnel Security Investigations 

Executive Summary 

Who Should Read This Report and Why? Civil service and uniformed officers with 
authority over the Defense Security Service and Central Adjudication Facilities and people 
who employ the Defense Security Service should read this report. The report discusses 
the reliability and quality of services provided on personnel security investigation 
contracts. 

Background. This report is the second of two reports that discuss an allegation 
concerning the management and business practice~ of the Defense Security Service. These 
reports are in response to an October 2001 a.nony:nous letter to the Assistant Secretary of 
Defense (Command, Control, Communications and Intelligence),• the Office of the 
Inspector General of the Department of Defense, and other Government officials alleging 
mismanagement and misconduct at the Defense Sc~urity Senrice. The Director, Defense 
Security Service, who received a copy of the allegation, requested that the Office of the 
Inspector General oft he Department of Defense evaluate the allegation. 

This report specifically addresses the acquisition and contracting practices of the Defense 
Security Service for personnel security investigati1)ns. The Defense Security Service 
provides investigative services to conduct personr1eJ security investigations and 
investigations of unauthorized disclosure of classified infonnation for DoD Components, 
their contractors, and as directed by the Assistant Secretary of Defense (Command, 
Control, Communications. and Intelligence) for o1her U.S. Government departments and 
agencies. The Defense Security Service establishE:ci a program to contract with private 
sector entities to augment its investigative capabil:ties. Since September 1999, the Defense 
Security Service awarded six contracts for investigative services to alleviate a backlog of 
personnel security investigation cases. The Defense Security Service used the contracting 
officers at the 11th Contracting Squadron at Bolling Air Force Base to support 
contracting efforts from September 1999 to July 2002. 

Results. The Defense Security Service maintained a control environment that was not 
conducive to effectively managed contracts that complied with laws and regulations 
(finding A). This report discusses four specific outcomes from the control environment. 
The Defense Security Service contracting staff die not comply with regulations when 
modifying contracts and the contracting officers dtd not adequately monitor contracting 
activity. Those actions led to incomplete and untimely services and to risk of financial 
liability (finding B). The Defense Security Servic(: also did not implement an effective 

• As of May 8, 2003, the functions of tlus office were separated into the Office of the Under Secretary of 
Defense for Intelligence and the Office of the Assistant S:cretary of Defense for Networks and 
Information Integration 
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quality assurance program. That program's limitations resulted in uncertainty about the 
investigations completed by contractors (finding C). Additionally, the Defense Security 
Service did not reconcile orders, receipts, invoices, and payments. The insufficient 
reconciliation led to overpayments, erroneous payments, and fund shortages on specific 
orders (finding D). Further, the Defense Security Service did not adequately account for 
and control credentials that identified investigators. The c:ontrol practices resulted in 
unknown disposition for J 1 percent of credentials provided to contractors and exposure to 
inappropriate use of credentials {finding E). We recommc::nd that the Defense Security 
Service improve its overall control environment for contrncting; train and enable staff to 
follow regulatory and contractual requirements; and implement protedures for quality 
assurance, invoice reconciliation, and credential aC\;Ountability and control. We 
recommend that the Commander, 11th Contracting Squadron provide training and 
establish oversight of contracting officers. 

On January 24, 2003, the Deputy Secretary of Defense approved Management Initiative 
Decision 908, "Re-engineering the Personnel Security Program." When DoD implements 
the initiative, DoD will acquire personnel security investigation services from the Office of 
Personnel Management and divest itself of those activities. In early February, DoD 
fanned two teams to implement the decision. We therefore recommend that the Under 
Secretary of Defense for Intelligence direct the implementation teams to establish 
management controls and well-defined processes for acquiring personnel security 
investigation services under the re-engineered program. 

Management Comments and Audit Response. We did not receive formal comments 
from the Office of the Assistant Secretary of Defense (Command, Control, 
Communications, and Intelligence). We request that the Under Secretary of Defense for 
Intelligence provide formal comments to this report. Comments received from the Acting 
Director, Defense Security Service were generally responsive. The Defense Security 
Service has taken or plans to take actions to improve its control environment; to train and 
enable staff to follow regulatory and contractual requirements; and to implement 
Oprocedures for quality assurance, invoice reconciliation, and credential accountability and 
control. However, we request that the Defense Security Service include the reported 
weaknesses and corrective actions in personnel security investigation contracting senrices 
in its 2003 annual statement of assurance. The Air Force comments were not responsive; 
however, based on those comments, we added a recommendation on the contracting 
officer's effective oversight and support. See the Findings section of the report for a 
discussion of management comments and the Management Comments section of the 
report for the complete text of the comments. We reques: that the Under Secretary of 
Defense for Intelligence; the Acting Director, Defense Security Service; and the 
Commander, I l th Contracting Squadron provide comments on the report by July 30, 
2003_ 

ii 
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Background 

Letter of Allegations. This report is the Eecond of two reports that discuss 
allegations concerning the management and business practices of the Defense 
Security Service (DSS). This report speci:5cally addresses the acquisition and 
contracting practices of the DSS. In Octo'ber 2001, the Assistant Secretary of 
Defense (Command, Control, Cornrnunica~ions, and lntelligence) [ASD (C3I)J, the 
Office of the Inspector General of the Department of Defense (OIG DoD), and 
other Government officials received an anonymous letter alleging mismanagement 
and misconduct, including contracting practices, at the DSS. The letter included 
an allegation that DSS duplicated investigative work that ASD (C31) diverted to 
the Office of Personnel Ji..1anagernent. In addition, the Jetter alleged that DSS 
continued to award contracts even though none of the contractors met their 
investigative requirements. The Director, DSS, who received a copy of the 
allegations, requested that the OIG DoD evaluate them. 

The DSS Mis11ion. DSS provides security services to the DoD under the 
direction, authority, and control of the ASD (CJI). Effective May 8, 2003, 
ASD (C3I) intelligence and security resources and authorities were transferred to 
the Office of the Under Secretary of Defense for Intelligence. The DSS mission is 
to provide a single, centrally located inves1igative service to conduct personnel 
security investigations (PSis) and investigations of unauthorized disclosure of 
classified information within the 50 States, the District of Columbia, and the 
Commonwealth of Puerto Rico for DoD Components and their contractors, and as 
directed by ASD (C3I), for other U.S. Government departments and agencies. In 
addition, DSS provides education, training and security awareness to DoD and 
other U.S. Government organizations and industry. 

The PSI Contracting Program. The DSS established a program for contracting 
with private sector entities to augment DS S investigative capabilities. Since 
September 1999, DSS awarded six contracts to alleviate the backlog of PSis 
estimated to be between 500,000 and 900,DOO cases. According to the PSI 
contract terms, the contractors should comply with DSS regulations and guidelines 
and national investigative standards. During FY 2002, DSS developed two 
solicitations to continue contracting to alleviate the backlog of PSis. 

Contracting Officer Support. From September 1999 to July 2002, DSS used the 
l I th Contracting Squadron at Bolling Air Force Base to award and administer five 
of six contracts to reduce the PSI backlog. The GeneraJ Services Administration 
awarded and administered the sixth contract, which is not discussed in this report. 
DSS planned to use the Defense Contracting Command Washington, then a Naval 
Air Warfare Center contracting office, to award post-July 2002 PSI contracts. 
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Objectives 

The primary audit objective was to review DSS contracting practices for the PSI 
program. Specifically, we evaluated the overall c1Jntrol environment, 
modifications to the contract, the quality assurance program, security of Privacy 
Act information, procedures for invoice payments and contractor billings, and 
accountability for investigator credentials issued to contractors. We also reviewed 
the adequacy of the management control program as it related to the audit 
objective. See Appendix A for a discussion of th(: scope and methodology and our 
review of the management control program. See Appendix B for prior coverage 
related to the objectives. 

2 
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A. Personnel Security Investigation 
Contracting Control Environment 

The DSS management did not fost~~r a positive environment for PSI 
contracting program because it regarded reducing the investigation backlog 
as its overriding priority. In addition, DSS PSI contracting program 
managers and contracting officer rnpresentatives (CORs) had no contract 
experience, limited contract training, and little incentive to follow the 
Federal Acquisition Regulation (FAR) and other contract discipline. 
Specifically, DSS did not: 

• have an effective management control program in place; 

• disclose contracting for PSis as a material weakness in its 
annual statement of assurance; 

• assess the ski11s and abilities required for overseeing the PSI 
contracts; or 

• promote compliance with FAR and DSS standards or 
implement procedures over contract quality, completeness and 
accountability. 

As a result, DSS cannot account for the quality of contractor-performed 
investigations, payments made to contractors, or credentials provided to 
contractors. Additionally, DSS cannot effectively measure perfonnance of 
the P!:I contracting program and determine whether the program achieved 
its goals. 

Requirements for the Management Control Program 

DSS did not effectively evaluate the PSI contracting program as required by Office 
of Management and Budget (OMB) circulars, General Accounting Office (GAO) 
standards, or DoD regulations_ 

OMB Circular A-123. OMB Circular A-123. ''Management Accountability and 
Control," June 1995, provides guidance to Federal managers on improving the 
accountability and effectiveness of Federal programs and operations by 
establishing, assessing, correcting, and reporting on mana~ement controls. 
Management controls are defined as the organization, pohcies, and procedures 
used by agencies to make sure that programs achieve their intended results; 
resources are used consistently with an agency's mission~ program resources are 
protected from waste; laws and regu1atiom; are followed; and reliable information 
is obtained, mruntained, reported, and used for decision making_ 

GAO Management Control Standards. GAO established the minimum level of 
quality acceptable for management control in Goverrnnent, which it refers to as 
internal control in its publication, "Standards for Internal Control in the Federal 
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Government," November 1999_ That publication sets the minimum standards in 
five areas: control environment, risk assessment, control activities, information 
and communication, and monitoring. In August 2.001, GAO issued the 
publication, "Internal Control Management and Evaluation Tool." The evaluation 
tool is not mandatory. It provides a systematic, organized, and structured 
approach to assessing internal controls using sets of questions and criteria for 
achieving effectiveness and efficiency of operations. reliability of financial 
reporting, and compliance with laws and regulations. The tool is also useful for 
evaluating the objective of safeguarding assets from fraud, waste, and abuse. 

DoD Management Control Program. DoD Directive 5010.38, "Management 
Control (MC) Program," August 26, 1996, requires DoD organizations to 
implement a comprehensive system of management controls that provides 
reasonable assurance that programs are operating as intended. In addition to 
providing a system of controls, managers are to periodically evaluate and report on 
the adequacy of the controls, according to the Directive. 

DoD Management Control Procedures. DoD Instruction 5010.40, 
"Management Control Program Procedures," August 28, l 996, implements policy, 
assigns responsibilities, and prescribes procedures to achieve the program that 
DoD established in Directive 5010.38. 

DSS I\f anagement Control Program 

DSS did not have an adequate management control program in place to ensure that 
its program of contracting for PSis achieved effective results, followed laws and 
regulations, and produced and reponed reliable information for decision-making 
purposes. In FY 2000, DSS management designated the PSI program overall as a 
high-risk management control area because of quality and backlog issues. In the 
FY 2001 statement of assurance, the Director of DSS identified the PSI 
contracting program as part of the corrective action to reduce the backlog and 
provide timeJy investigations. 

The FY 2002 statement of assurance reported no material management control 
weaknesses_ However, as of January 2003, DSS management and the PSI 
contracting program staff had not completed an evaluation of the management 
controls over the PSI contracting program. Although the Office of the DSS 
Inspector General evaluated and internally reported results for several areas of 
operations, induding the PSI contracting program, DSS management did not 
include the results as material weaknesses in its FY 2002 statement of assurance. 

Disclosures in the FY 2002 Statement of Assurance 

The Annual Statement of Assurance, November 1, 2002, states that the Acting 
Director, DSS, " ... can provide reasonable assurance that adequate management 

4 

FOR OFPICIAL USE ONLY 



controls are in place and operating effectively." In our opinion, DSS management 
should have disclosed the PSI contracting program as a material control weakness 
in that statement of assurance because the contracting program represented 
significant resources, received high interest from Government and public 
observers, and had systemic weaknesses that reduced the reliability ofDoD 
personnel security investigations. 

The PSI contracting program represented significant resources. The funding for 
the PSI contracting program was $24. 7 million of $494.2 million (approximately 
5 percent) bud~eted for DSS in FY 2002. The funding for the PSI contracting 
program grew m FY 2003 to $34.7 million of the $450. I million (approximately 
7. 7 percent) budgeted for DSS in FY 2003. We consider the funding of the PSI 
contracting program to be significant to the total DSS program. 

The PSI program overall received high interest from Government and public 
observers. Congress conducted hearings on the investigative process and 
mandated that DSS reduce the backJog. GAO examined and reported on the PSI 
program in GAO Report No. NSIAD-00-12, .. Inadequate Personnel Security 
Investigations Pose National Security Risks," October 1999. In addition, the press 
periodically reported on PSis and the DSS. 

The PSis petformed by contractors, as part of the overall PSI program, provide 
the information upon which security clearances are granted, denied, suspended, or 
revoked, as well as the basis for determining eligibility to occupy sensitive 
positions. Contractor-performed PSis therefore affect our national security, 
Based on the resources allocated, external interest, and observed weaknesses, the 
PSI contracting program was a high-risk area for DSS. 

Assessing Vulnerability to Risk. In June 2000, the managers of the PSI 
contracting program division reported that they assessed the PSI contracting 
program as having a low overa11 vulnerability to risk. The DSS Leadership 
Counci1 later reviewed the assessment for appropriateness and changed the PSI 
contracting program to a high-risk rating. After their initial risk assessment, the 
managers of the PSI contracting program did not perform any other evaluations to 
identify and report weaknesses within the system of management controls over the 
PSI contracting program. Because the managers had not evaluated the system of 
controls over the PSI contracting program, they had no basis of assurance for 
claiming that the program effectively contributed to resolution of the backlog in 
the overall PSI program. 

Reporting Weaknesses in Management Controls. The DSS management did 
not adequately report the weaknesses in the PSI contracting program. Although 
management did not evaluate the controls over the PSI contracting program, it had 
access to infonnation regarding ongoing investigations by the Defense Criminal 
Investigative Service (DCIS). In addition, the managers of the PSI contracting 
program received internal reports from the DSS Inspector General and other 
sources concerning the PSI contracting program's operations. The DSS Inspector 
General provided a statement that recommended the PSI contracting program be 
included as a weakness in the statement of assurance. Despite multiple indicators 
of weaknesses, DSS management declared the PSI contracting program free of 
material weaknesses. 
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OIG DoD Reviews. In its FY 2002 annual statement of assurance, DSS 
management inappropriately implied that the OIG DoD approved its FY 2003 
contracting program. DSS stated that, "The contracting program for upcoming 
FY 03 has been vetted thoroughly with the Deparmient of Defense Inspector 
General's office .... " The OIG DoD reviewed the PSI contracting program; 
however, it had not completed its review of the PSI contracting program when the 
Acting Director signed the statement of assurance. This report discusses the 
results of the OIG audit of the PSI contracting program. In our opinion, the audit 
results do not support the statement of assurance :regarding material weaknesses 
because the PSI contracting program had pervasive weaknesses that made the 
program as a whole a material controJ weakness for the organization. The audit 
results are discussed in detail throughout this report. 

Assessing and Acquiring Skills for Overseeing Contractors 

DSS had not adequately assessed the skills or obtained training to acquire the skills 
that its personnel needed for overseeing the PSI contracting program. DSS 
appointed personnel experienced in investigations but not contracting to oversee 
the PSI contracts. Of five CORs appointed to oversee the PSI contracts, one had 
contracting experience as a contractor employee and one had contracting 
experience as a COR for 2 years on another Govemrnent agency's contract. The 
CORs expressed concern about the training and preparation to oversee the PSI 
contracts and acknowledged that they were unfamiliar with FAR requirements. 

For their duties as CORs, the CORs received a 40-hour training course, 
"Contracting Officers Representative Course," from a commercial provider. The 
training did not include discussions specific to particular contracts, such as the PSI 
contracts or the corresponding requirements applicable to the PSI contracts for 
evaluating quality and inspecting and accepting services. 

DSS also appointed personnel as PSI contracting program managers who were 
experienced in investigations but not in contracting. The PSI contracting program 
managers received no training in contracting requirements or the laws and 
regulations that apply to contract execution and administration. The PSI program 
managers supervised the CORs and established procedures that channeled all 
communication for the contracts through the program manager, excluding direct 
communication between the CORs and the contracting officers and other advisors 
The CORs' communication with contracting officers is discussed further in 
finding B. 

Without more extensive contracting experience and training and inf onned 
supervision) the PSI contracting program staff cannot adequately advise and 
oversee the PSI contractors and comply with applicable laws and regu1ations. 
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Complying with FAR and DoD Standards 

The DSS managers did not promote compliance with FAR and DoD standards. 
Contrary to FAR pmvisions that modifications to contract terms be made in 
writing by the contracting officer as the authorized Government representative, the 
PSI contracting program manager for DSS directed contractors to perform 
services other than as described in the comract statement of work. In addition, the 
PSI contracting staff allowed departures from standards established in DoD 
regulations and referenced in the statements of work for timely response, 
protecting data, and providing credentials to investigators. See finding B for a 
discussion of modifications to contracts and timely response, finding C for 
protecting data, and finding E for providing credentials. 

Establishing Quality Assurance Procedures 

DSS had not established adequate procedures for testing the quality of contractor
performed PSI services. DSS also had not developed specific plans for inspecting 
contractors' operating procedures for compliance with the statements of work and 
DoD requirements referenced in the contr~cts. See finding C for a detalled 
discussion of quality assurance. 

Management Emphasis on Backlog 

The PSI contracting program staff and senior management of DSS were eager to 
decrease the backlog of investigations and emphasized that goal over management 
control procedures Management reported the backlog of requests for PS Is as a 
material v.reakness in its FY 2000 and FY 2001 statements of assurance. The 
backlog of requests for PSis had received attention from GAO and from Congress, 
so DSS management perceived considerable pressure to reduce the backlog. As 
reported in its FY 200 I statement of assurance, DSS considered the contracts for 
PSis to be part of the solution to the backlog. Briefings throughout the period, 
from 1999 when the backlog was discussed in a GAO report to the present, 
focused on reducing the backlog. DSS wanted to reduce the backlog of PSis. 

Measuring Performance of the PSJ Contracting Program 

As a result of the control environment, DSS could not account for the quality of 
contractor-performed investigations. During the execution of the contracts, the 
reliability of the investigations came into question. DSS had no quality review 
products with which to respond to questio:1s about the reliability and completeness 
of the cases. Quality assurance is discussed further in finding C. 

In addition to uncertainty about the quality of investigative services, DSS 
experienced uncertainty regarding payments made to contractors. DSS did not 
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systematically reconcile the services received to those ordered and paid, so closing 
out the contracts was impaired. The billings for services received and payments 
made are discussed further in finding D_ 

Another uncertainty that DSS experienced was whether contractors were issu1ng 
credentiaJ documents to persons who had the appropriate security qualifications 
and employment relationships. Credential documents and their issuance are 
discussed further in finding E. 

The compilation of uncertainties affected DSS management's ability overall to 
measure petforrnance of the PSI contracting program. The uncertainties about 
quality and billing could have generated additional investigative work and 
negatively affected the program goal to decrease the backlog of investigations. 

Recent Developments Affecting PSI Contracting Program 

As reported in the November 2002 statement of assurance, in October 2002, 
DSS senior management aligned the PSI contracting program oversight with the 
internal PSI program in the PSI Directorate. DSS senior management assigned 
activities involving acquisition of PS Is by contract. to the Resources Directorate. 
In December 2002, the PSI contracting program oversight office began instituting 
and writing positive procedural changes, such as direct communication between 
CORs and contracting officers. In January 2003, the Navy Air Command awarded 
three contracts for DSS to obtain PSI services for the remainder of FY 2003. All 
three contracts awarded included two I-year options. 

On January 24, 2003, the Deputy Secretary of Defense approved Management 
Initiative Decision 908, "Re-engineering the Personnel Security Program." When 
DoD implements the initiative, DoD will acquire PSI services from the Office of 
Personne1 Management (OPM) and divest itself of PSI activities. In early 
February, as a result of the approved Management Initiative Decision 908, DoD 
formed two teams to implement the decision··One team to transform DSS into a 
new agency and another to transfer the PSI functi()n to OPM. DSS should follow 
sound management practices to acquire services on PSI contracts in the transition 
period (the remainder of FY 2003). In addition, ASD (C3I) should emphasize 
management controls and procedures to fit the re-engineered PSI program and the 
transformed DSS. lncJuding management controls and procedures in the transition 
plans could ensure that negative aspects of the DSS contracting control 
environment do not migrate to the transformed DSS or influence the re-engineered 
PSI program. 

Management Comment to the Finding and Audit Response 

Management Comment. The Acting Director, Defense Security Service 
disagreed in part with Finding A, stating that given the number of"fixes" that the 
agency had undertaken or begun, the decision not to report any weaknesses for 
contracting services in the Annual Statement of Assurance was reasonable. 
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However, the comments also state that th~ Defense Security Service does not 
dispute the finding. 

Audit Response. We maintain our positbn that the Defense Security Service 
should report personnel security investigation contracting services as a material 
management control weakness. However, we did not intend that the Defense 
Security Service amend its 2002 annual statement of assurance; rather, the Defense 
Security Service should report it as a material weakness in its 2003 annual 
statement of assurance as described below. 

Recommendations, ~fanagement Comments, and Audit 
Response 

Revised Recommendation. As a result of the Acting Director, Defense Security 
Service comments on the annual statement of assurance, we revised draft 
Recommendation A.2.b. to clarify our inte:nt for reporting personnel security 
investigation contracting services as a material management control weakness in 
the 2003 annual statement of assurance. 

A.l. We recommend that the Assistant Secretary of Defense (Command, 
Control> Communications and Intelligence) direct the team that is 
transitioning the personnel security investigations lo the Office of Personnel 
Management to provide a well-defined process that communicates the roles 
and responsibilities of DoD in accepting investigations, assessing 
investigation quality and timeliness, an.ii reconciling billings and payments 

Management Comments. The Office of the Assistant Secretary of Defense 
(Command, Control, Communications anc~ Intelligence) did not provide formal 
comments on the report. However. the D-eputy Secretary of Defense (Security and 
Information Operations) agreed with the recommendation and provided informal 
comments that stated that the transition team is implementing a new management 
and organization structure for the Defense Security Service. Accordingly, the new 
structure is being designed to put in place an effective, comprehensive set of 
management controls to counter the problems addressed in the report. 

Audit Response. The Assistant Secretary of Defense (Corrunand, Control, 
Communications, and Intelligence) did not provide formal comments to the report. 
Therefore, we request that the Under Secretary of Defense for Intelligence provide 
formal comments on the report. 

A.2. We recommend that the Acting Di.rector of the Defense Security 
Senrke: 

a. Enforce compliance with contracting guidance and regulations. 

b. Report personnel security innstigation contracting services as a 
materia1 management control weakness for the Defense Security Senrke in 
the 2003 Annual Statement of Assuranc-e including completed corrective 
actions. 
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c.. Provide adequate controls for overseeing existing contracts for 
personnel security investigation. 

l\fanagement Comments. The Acting Director concurred with 
Recommendation A.2.a., stating that from the summer of 2001 through the winter 
of2002, the Defense Security Service hired additional trained and experienced 
personnel to fully support the program. The Acting Director also concurred with 
Recommendation A.2.c. by establishing the position of the Acting Assistant 
Deputy Director for Augmentation to oversee the program and the award of new 
PSI contracts. 

The Acting Director nonconcurred with Recomm1mdation A.2.b. about the need to 
report personnel security investigation contracting services as a material weakness, 
but did not provide an alternative action other than stating that the Defense 
Security Service had improved and had plans to improve its procedures. 

Audit Response. The Acting Director's comments were responsive to 
Recommendations A.2.a. and A.2.c. As of December 2002, the Defense Security 
Service had restructured the Acquisition Division and hired additional experienced 
staff to oversee new contracts beginning in January 2003. We considered 
management's comments on Recommendation A.2.b. and revised the 
recommendation to clarify reporting of personnel security investigation contracting 
services as a material management control weakness in the 2003 annuaJ statement 
of assurance. We request that the Acting Director, Defense Security Service 
provide comments on the revised recommendation. 
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B. Directing and Administering Contract 
Terms and Conditions 

The DSS PSI contracting program staff directed the contractors verbally 
and by email to vary the terms of the PSI contracts. By modifying the 
terms of the contracts verbally and by email, the PSI contracting program 
staff did nor comply with the FAR. The PSI contracting program staff 
made unauthorized modifications because they had limited qualifications 
and training and received inadequate oversight from contracting officers to 
ensure that they effectively implemented contracting regulations. As a 
result, the Government received incomplete. late, and substandard servic-es. 
In addition, DSS paid inappropriat1~ rates in some cases and risked 
additional financial liability in other cases. 

Regulation and Contract Provisions for l\.1odifying Contract 
Terms 

Regulation on Executing Contract Modifications. FAR part 43, "Contract 
Modifications," 43.102, "Policy," identifies the general policy for contract 
modifications. It states that only contracting officers acting within the scope of 
their authority are empowered to execute contract modifications on behalf of the 
Government. The FAR further states that other Government personnel shall not: 

• Execute contract modifications, 

• Act in such a manner as to cause the contractor to believe that they 
have authority to bind the Gov<mment; or 

• Direct or encourage the contractor to perform work that should be the 
subject of a contract modification. 

Contract Provisions. Jn its statements of work for the PSI contracts. DSS states 
that the contracting officer is the only person authorized to approve changes in any 
requirement. The statement of work also states that any changes directed by any 
person other than the contracting officer will be considered made without 
authority, and that the contract price will not be adjusted to cover any increase in 
costs. 

Directing Contractors 

The DSS PSI contracting program staff did not comply with the FAR. 
Specifically, the PSI contracting program staff, without contracting officer 
approval or contract modification, directed the contractors to perform services 
other than as described in the contract statements of work, and adjusted the 
amount paid for services. The PSI contracting program managers verbally and 
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electronically communicated modifications to each of the PSI contractors. The 
verbal modifications included changes to preapprnved standards without the 
contracting officer's incorporating the chan~e int<> the contract by a formal 
modification document For example, e-mail correspondence in contract 
F49642-00-D~5002 stated that the PSI contracting program manager approved the 
contractor's requested extensions of performance periods on task orders without 
the contracting officer's approval or documented modification of the contract. 
The statements of work clearly stated that any chunges at the direction of a person 
other than the contracting officer would be withont authority and would receive no 
adjustment in contract price. 

Adjusting Rates and Services 

The PSI contracting program staff did not request price, schedule, or workload 
adjustments through the contracting officer. The PSI contracting program staff 
verbally modified the contract by paying for a different type of investigation than 
the contract line item specified, adjusting the number of days scheduled to 
complete an investigation, and assigning more investigations to the contractor than 
originally agreed upon in the contract. 

For example, on contract F49642-99-D-5002, the PSI contracting program staff 
required the contractor to perform investigations 1;ontrary to policy stated in 
DSS 20-1-M, "Personnel Security Investigations Manual," October 15, 1999, and 
the September 10, 2001, updated version. The PSI contractin~ program staff 
verbally authorized the contractor to change the type of investigation to provide 
more extensive coverage. The contractor changed the case type of at least 
46 investigations that would have required a modification to the task order 
quantity of investigations and funding amount. TI1e contractor requested a 
modification to the contract and insertion of the p::dicy change to the DSS 
handbook; however, the PSI contracting program staff took neither action. 

In another example of verbal modification from contract F49642-00-D-5002, the 
contract called for the contractors to receive 100 investi$ations per day; however, 
the PSI contracting staff assigned between 400 and 500 investigations per day. 
The contractor requested a modification ex-tending the delivery schedule because 
the per day tasking was greater than its planned resources. Although the PSI 
contracting program staff discussed schedule adjustments, those adjustments were 
not incorporated in the contract by modification until several months after the 
modifications occurred. Though there were no pmalties for late delivery of 
investigations, the contractor wanted to document in a contract modification the 
time extensions discussed with the PSI contracting program staff. We believe that 
extending the timeframes would have been reasonable, given the increased 
workload of the contractors, and that the extensions should have been negotiated 
and documented in a contract modification. 
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Developing a Qualified and Trained Acquisition Staff 

The DSS staff in the PSI contracting program were inadequately qualified and 
trained io implement contracting regulations effectively. The staff members were 
responsible for reviewing completed investigations, processing invoices, and 
providing technical assistance to the contractors. Discussions Yr'ith the staff 
indicated that they had only limited training and experience in contracting when 
DSS awarded the PSI contract Most of the staff members were investigators 
before becoming PSI contracting program staff. 

The disadvantages of limited contract-related training and experience were 
amplified because DSS management did not emphasize contract roles and 
authorities to employees. In particular, th1! program managers did not advise the 
CORs of the consequences of unauthorized changes or recommendations to a 
contract. The PSI contracting program managers routinely left the staff out of 
discussions with the contracting officers o:~ PSI contract issues and discouraged 
the CORs from interacting with the contracting officers. 

Contracting Actions 

Contracting officers ensure that all requirements oflaw, executive orders, 
regulations, and all other applicable procedures, including clearances and 
approvals, have been met before a contract can be entered into by the Government. 
Contracting officers have authority to enter into, administer, or terminate 
contracts, make related determinations and findings, and bind the Government only 
to the extent of the authority delegated to them. In addition, contracting officers 
are responsible for ensuring performance cf all necessary actions for effective 
contracting, ensuring compliance with the terms of the contract, and safeguarding 
the interests of the Government in its contractual relationships. 

The contracting officers at the 11th Contrncting Squadron, Bolling Air Force l'Jase 
did not provide effective oversight to ensure that DSS followed contracting 
regulations. Specifically, contracting officers continued to allow the PSI 
contracting program staff to verbally communicate changes directly with the 
contractor, operating against regulations a.nd guidelines. The contracting officers 
assigned did not impose a cure to the violations through v.Titten conununications. 
despite several e-mails sent by the contractors regarding the conduct ofDSS 
management staff assigned to the PSI contracting program. 

The contracting officers did not make modifications to the contract when they 
realized the contractors were performing work outside the requirements of the 
contract. Also, the contracting officers allowed the contractors to execute changes 
to the type of investigations without modif)'ing the contract funding. In addition, 
the contracting officers did not enforce an effective working relationship with the 
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CORs on the DSS staff. The Defense Federal Acquisition Regulation authorizes 
contracting officers to designate CORs to perform specific technical duties on their 
behalf The CORs and the contracting officers should maintain a close relationship 
to ensure that the contract is administered accordmg to the FAR. 

Assuring Services Quality and Costs 

As a result of unauthorized direction to contractors, DSS accepted incomplete, 
late, and substandard services. In addition, DSS paid inappropriate rates in some 
cases and risked additional financial liability in other cases. 

Acceptance of incomplete and late investigations posed risks that eligibility for 
access to classified infonnation was granted to individuals based on incomplete 
information and that customers were not able to place personnel in key positions to 
help complete their mission. 

DSS assigned additional investigations that were not agreed to in the terms of the 
contract. DSS risked financial liabilities because there was no assurance that the 
funding was available to pay for the additional work performed by the contractors. 

l\.fanagement Comments on the Finding and Audit Response 

Management Comments. The Commander, 11th Contracting Squadron 
nonC,,oncurred with finding B, stating that barriers beyond the 11th Contracting 
Squadron's control hampered its ability to hold the Defense Security Service 
accountable to their agreement. Those barriers delayed and prevented the l l th 
Contracting Squadron from complying -with all contract terms and conditions 
during the performance of the contracts. 

Audit Response. We acknowledge that the Defense Security Service presented 
barriers that interfered with the 11th Contracting Squadron's oversight and 
support and have added a recommendation to the 11th Contracting Squadron that 
v.rill aid their ability to provide effective oversight and support and to monitor 
contracting officer operations for contacts maintained with customer 
representatives. We request that the Commander, 11th Contracting Squadron 
reconsider his position and provide additional comments in response to the final 
report. 

Recommendations, Management Comments, and Audit 
Response 

Revised Recommendation. As a resuJt of the 11th Contracting Squadron's 
comments, we revised draft report Recommendation B.2.a. to clarify the actions 
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needed to establish procedures that would respond to barriers from customers that 
interfere with the contracting officer's effective oversight and support. 

B.1. We recommend that the Acting Director of the Defense Security 
Service: 

a. Dired contracting officer repll'esentatives to consult directly with 
contracting officers on clarifications and modifications to the contract and on 
questions about technical guidance. 

b. Direct assigned personnel security investigation contracting staff to 
adhere to the Federal Acquisitiol'I Regulation and other contracting laws and 
regulations. 

Management Comments. The Acting Director of the Defense Security Service 
concurred with the recommendation and detailed the former Deputy Inspector 
General as the Acting Assistant Deputy Director for Augmentation to oversee the 
program and the award of new PSI contracts. The Acting Assistant Deputy 
Director for Augmentation has encouraged and permitted direct contact and 
consultation between CQRs and other advisory personnel Additionally, the 
Defense Security Service Office of General Counsel and the Naval Air Warfare 
Center jointly developed an in-house, training course on contract administration 
and hired additional staff with knowledge and training in the applicable Federal law 
and regulations. 

Audit Response. The Defense Security S·ervice comments are fully responsive. 
We consider the additional training to reinforce knowledge and compliance with 
Federal laws and regulations a positive step and commend the Defense Security 
Service for its actions. 

B.2. We recommend that the Commander, 11th Contracting Squadron of 
the Department of the Air Force: 

a. Establish procedures that would respond to barriers from 
customers who interfere with the contracting officer's effective over.sight and 
support. 

b. :Monitor contracting officer operations for contacts maintained 
with customer representatives. 

Management Comments. The Commander, 11th Contracting Squadron 
nonconcurred, stating that the 11th Squadron's ability to hold the Defense Security 
Service accountable to their agreement was hampered by barriers beyond their 
control. 

Audit Response. We acknowledge that barriers existed with the Defense Security 
Service; however, we do not agree that those barriers were beyond the control of 
the contracting officer to provide effective oversight and support to ensure 
compliance with contract tenns and conditions. Procedures the contracting 
officers might use would be notifying the managers of both the customer and the 
11th Contracting Squadron chain of command of the barriers experienced. After 
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the managers are notified, the contracting officers should formally request that the 
customer change personnel or procedures that are creating the barriers. We 
considered management comments on Recommendation B.2.a. and revised the 
recommendation to clarify the need to establish procedures to respond to barriers 
that interfere with the contracting officer's effective oversight and support. We 
maintain that the 11th Contracting Squadron should monitor contracting officer 
operations for contacts with customer representatives. We request that the 
Commander, 1 lth Contracting Squadron provide additional comments on the 
revised Recommendation R2.a. in response to tht: report. 
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C. Quality Assurance Program 
DSS did not implement an effective quality assurance program to ensure 
that contractors performed quality investigations and conformed to 
administrative, training, and managerial requirements, such as protecting 
Privacy Act information. DSS had not implemented an effective quality 
assurance program because it had not documented specific quality 
assurance factors and evaluation methodology for overseeing contractor 
performance_ As a result, DSS could not ensure that the contractors 
conducted investigations according to relevant laws and regulations and 
that highly sensitive documents and information were safe from misuse and 
compromise. 

Requirements for Quality Assurance and Safeguarding 
Privacy Act Information 

The FAR and the statement of work provide guidance on quality assurance 
programs, including contractors' responsibility to protect Privacy Act information. 

FAR Quality Assurance. FAR subpart 46.4, "Quality Assurance," states that 
quality assurance shaJI be performed at the times and places necessary to determine 
that services conform to contract requirements. The FAR further states that the 
surveillance plans for quality assurance should be prepared in conjunction ·with the 
statement of work. Government contract quality assurance is defined as various 
functions, including inspection, perfonnc:d by the Government to determine 
whether a contractor has fulfilled the contract obligations pertaining to quality and 
quantity. 

Statement of Work Quality Assurance.· The statement of work says that DSS 
'Nill initiate a quality assurance surveillance program that adequately ensures the 
quality and timely perfonnance of all requirements in the statement of work. In 
addition, three of the contract statements of work stated that DSS would ensure 
compliance with the provisions of the statement of work through a lOO·percent 
review of investigations with negative information, random sampling of completed 
investigations without negative infonnation, and review of administrative, training, 
and managerial processes. 

Significance of Quality Assurance 

Quality assurance is essential to the personnel security investigation process 
because it provides assurances that DoD grants eligibility to access classified 
information and to occupy sensitive positions based on valid, complete information 
and pays for the services and conditions for which it contracted. An effective 
quality assurance program for PSI service~. should ensure that contractor
performed investigations included following leads, checking for criminal activities, 
and interviewing personal references. For example, if the contractors do not 
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conduct background checks, a criminal act could be missed and the information 
would not be included in the final report of investigation used to determine 
whether or not the individual is eligible for access to classified information or to 
occupy a sensitive position. That missed criminal record could result in an 
unqualified individual gaining access to sensitive cir classified information that is 
vital to national security. 

Controls for Investigative Quality and Information 

DSS did not implement an effective quality assurance program to determine 
whether contractors performed quality investigations and conformed to 
administrative, training, and managerial requirements, such as protecting Privacy 
Act information. In addition, DSS did not provide records to show that it 
evaluated investigations to detennine whether contractors c-0mpleted background 
checks, interviewed all personnel. or performed investigations according to Federal 
and agency policies. 

From May 2001 to August 2001. DSS monitored contract investigators in the 
same way that it monitored its internal investigators, by accompanying the 
investigator and evaluating perfonnance and compliance with DSS investigative 
standards. DSS conducted eight evaluations during that period, Seven of the 
eight contractor investigators failed their evaluations, meaning that they were not 
performing according to DSS investigative standards. Reviewing perfonnance of 
contract investigators was contrary to the non-personal service type of contract 
that DSS had for investigative services. The DSS contracts were for investigative 
services that are specifically described as non-personal. According to FAR 3 7.104, 
"Personal Services Contracts," non-personal services preclude an employer
employee relationship between Government persoMel and contractor personnel. 
One criteria for whether services are non-personal in nature is whether the service 
can be specifically ordered with the right to reject the finished product or result 

DSS did not have a formal or documented process for evaluating investigations for 
the PSI contracts awarded before August 2000. DSS staff began evaluating 
investigations in October 2001. DSS managemen1 instructed staff to set a goal of 
evaluating 20 investigations per week. However, management did not provide 
instruction to evaluate a certain number of cases by type of case as required by the 
provisions in three of the statements of work. Before October 2001, DSS staff 
evaluated investigations when they ·were returned by the DSS case analysts at the 
Personnel Investigations Center. Those evaluations were limited; the focus was to 
ensure that the contractors completed all investigative leads. However, DSS staff 
did not evaluate the investigations to make sure the contractors performed those 
leads. 

The evaluations of contract investigators and the limited number of cases were the 
only indications that DSS provided quality assurance and oversight. DSS 
discontinued evaluating contract investigators' perfonnance. The DSS evaluations 
of reports of investigation by CORs and case analysts did not meet the tenns of 
quality assurance outlined in the statement of work. According to three of the 
statements of work, DSS would ensure complianm by reviewing I 00 percent of 
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the investigations with issues and a sampling of investigations without issues. 
However, those statements of work did not describe what constitutes a review 
DSS could not provide operating procedures or acquisition plans that described 
the basis for review. Further, the statement of work specifies that inspection and 
acceptance of the contractor performed investigations would occur at destination, 
which we interpret to mean that the report of investigation would be examined for 
completeness and adherence to standards when delivered as a completed case to 
DSS. 

Plans and Resources for Quality Functions 

DSS had not implemented an effective qua.Hty assurance program because it had 
not documented specific quality assurance factors and an evaluation methodology 
for overseeing contractor perfonnance. 

DSS management had not prepared a quality assurance program. The statement of 
work states that DSS will initiate a quality assurance program that adequately 
ensures the quality and timely perfonnanct:: of all requirements of the statement of 
work and may direct corrective measures as appropriate. Plans and procedures for 
evaluating the quality of products and services are a requirement of Federal 
Management Control Standards and the FAR. DSS management did not require 
procedures for quality assurance of the contractor-perfonned investigations. DSS 
initially had a quality assurance program, but it was terminated shortly after it 
began. The program was modeled after an internal DSS program for its 
employees, but it was inappropriate becaw;e reviewing performance of contractor 
investigators was contrary to the non-personal service contract that DSS had for 
investigative services. 

DSS staffing was not sufficient to evaluate the quality of investigations. The PSI 
contracting program staff had five members assigned as CORs for the five PSI 
contracts, which meant that only one staff member was responsible for each 
contractor. The contracts averaged 11 task orders, each with an average of 
2,445 investigations per task order. Realistically, one staff member could not 
evaluate and test the investigation and verify completeness and adherence to 
standards for 100 percent of cases with negative infonnation and a sampling of 
cases without negative information for each contract. 

Instead of planning and providing adequatt~ resources for quality assurance, DSS 
attempted, in three of the statements of work, to transfer the responsibility for 
reviewing the investigations to the Central Adjudication Facilities. Specifically, the 
statements of work described completed investigations as investigations that 
adjudicators deemed complete. The statements of work further stated that the 
adjudicators demonstrated acceptance by r.ot returning the investigation for 
corrective action. Because the Central Adjuclication Facilities were not a part of 
DSS, and thus not a party to the contracts, the DSS transfer of responsibility 
through the statement of work was not appropriate. 

19 

FOR OFFICIAL USE ONLY 



Safeguards for Information and Documents 

FAR Privacy Act Provisions. FAR 24.104, "Contract Clauses," states that when 
the design, development, or operation of a system of records on individuaJs is 
required to accomplish an agency function, the contracting officer shaJI insert the 
following specific FAR clauses: 

FAR 51.224-1, "Privacy Act Notification.0 The clause states that the 
contractor will be required to design. develop, or operate a system of 
records on individuals, to accomplish an agency function subject to the 
Privacy Act of 1974 and applicable agency regulations. Violation may 
involve the imposition of criminal penalties. 

Part 52.224-2, "Privacy Act." The claui1e states the contractor agrees to 
comply with the Privacy Act of 1974 and the agency rules and regulations 
issued under the Act in the design, develo:r>ment, or operation of any 
system of records on individuals to accomplish an agency function. 

Statement of Work Privacy Act Provisions. The statements of work specify 
that information collected for PSis is protected under the Privacy Act of 1974. In 
additio~ the statements of work incorporate by rnference infonnation management 
requirements from the following regulations 

DoD Regulation 5200. J-R, "Information Security Program," January 1997, 

DoD Regulation 5200.2-R, "Personnel Security Program," 1987, as 
amended, 

DSS Regulation 25-1-R, "Information Security Program," April 1988, as 
amended, 

DSS Regulation 25-2-R, "For Official Use Only Information," 
December 1988, and 

DSS Manual 20~ l-M. ''Personnel Security Investigations Manual," 
October 15, )999, and the September JO, 2001, updated version. 

Adequate oversight was not in place to ensure tha.t the contractors followed the 
provisions in the statements of work, the Privacy ~ct of 1974, and Federal and 
agency regulations. In addition, DSS did not have~ adequate accountability for 
credentials issued to contractors. The handling of DSS investigator credentials is 
further discussed in finding E. In addition to determining whether DSS receives 
quality information, the quality assurance procedures should detennine whether the 
contractors are handling and safeguarding highly sensitive information and 
documents properly. 

Investigators are required to protect sensitive personal inf onnation obtained during 
an investigation in accordance with the Privacy Act of 1974. The statements of 
work state that information collected as part of a :PSI is protected under the 
Privacy Act of 1974. In addition, the statements of work incorporate by reference 
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the Privacy Act of 1974, DoD and DSS information management regulations, and 
DSS 20-1-M. Those documents contain specific guidance on handling, protecting, 
and disclosing sensitive personal infonnati1)n. 

If personal infonnation gathered during the course of the investigation is not 
properly safeguarded, it could be misused. For example, the information could be 
used to steal an individual's identity, wh.ich cou]d result in serious criminal and 
financial problems as well as personal embarrassment for the individual whose 
information was not properly safeguarded. 

Conclusion 

DSS had no assurance that the contractors conducted investigations according to 
laws and regulations and that highly sensitive information was safe from misuse 
and compromise. As a result, the DoD is at risk that eligibility for access to 
classified information or sensitive Government facilities, equipment, and materials, 
may be granted to unqualified individuals and that sensitive personal information 
may be compromised. Inadequate quality 1:.ontrol and oversight of contractor 
perfonnance pose 11 risk for wTongful adjudication of clearances based on 
inaccurate or incomplete investigative information. Those inadequacies could also 
result in unqualified individuals being granted eligibility for and given access to 
sensitive or classified information or sensitive Government facilities, equipment, 
and materials. 

The potential also exists for release of sensitive information that could be 
personally damaging to individuals seeking to occupy sensitive positions or gain 
eligibility to access classified infonnation. The sensitive information contained in 
investigative files could be compromised and cause personal embarrassment or 
lead to identity theft, which could cause both criminal and financial difficulties for 
the subject of the investigation DSS neech to ensure that an oversight program is 
instituted to monitor contractors for adequate safeguarding of information 
protected by the Privacy Act of 1974. 

Recommendations, Management Comments, and Audit 
Response 

C. We recommend that the Acting Director of the Defense Security Service: 

l. Implement specific operating procedures for quality assurance, to 
include inspecting and reviewing investigative services, for the remainder of 
the active contracting period. 

2. Plan the methodology needed and provide the resources to 
adequately evaluate the quality, inspect the services, and accept the 
completed investigations from personnel security investigation contractors. 
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3. Verify that contractors are aware of and adhere to requirements 
for protecting Privacy Act information. 

Management Comments. The Acting Director concurred stating that, in 2001 
and 2002, the Defense Security Service conducted surveys on the reliability of 
local agency checks and the quality of work performed under PSI contracts, 
respectively. The 2001 results concluded that local agency checks were not 
reliable and that the agency was redoing them all. The analyses of the 2002 survey 
are not complete. However, DSS will assess whether a risk to national security 
exists and take corrective action as necessary. As of January 2003, DSS 
implemented a comprehensive quality assurance program to conduct reviews of 
contractor processes and work products and to help to ensure that contractors and 
Defense Security Service employees are aware of and adhere to the requirements 
of the Privacy Act of 1974. 

Audit Response. Management comments were generally responsive; however, 
we request that the Defense Security Service pr0\1de a detailed plan to address the 
contracts that ended in December 2002. 
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D. Invoicing Procedures 
The DSS PSI contracting program staff approved payments of invoices 
without reconciling the investigations to the task orders on which DSS 
staff assigned the investigations to the contractor_ DS S staff did not 
reconcile the task orders to invoices because DSS had not defined 
invoicing procedures in the statement of work and had not established its 
internal procedures for reconciling invoices. In addition. DSS did not 
successfully implement the information system to reconcile invoices to the 
cases assigned to contractors until August 2002. As a result, based on our 
review of a limited number of task orders, DSS experienced multiple 
overpayments for services totaling $2. 9 million and erroneous payments for 
canceled cases or additional investigative leads. The erroneous payments 
led to DSS paying more than it had funded for specific line items on task 
orders. 

Guidance for Invoicing and Contractor Performance 

Financial Management Regulation, Volume 10, Chapter 9, "Contractor Invoices," 
includes the procedures for invoicing to prevent duplicate billings. The Regulation 
states that the original invoice must be submitted to the paying office as a 
condition of the contract, and that all duplicate invoices must be marked in bold 
letters to alert the handler and prevent double payments. Further, the Regulation 
requires that when an invoice is received without a delivery order, the invoice 
should be returned and resubmitted with a proof of delivery. 

FAR 32.905, "Payment Documentation and Process," states that the payment and 
the billing office must date when the invoice and the receiving report are received" 
FAR 32.909, "Contractor Inquiries/' requires that the contracting officer 
coordinate within appropriate contracting channels and seek the advice of other 
offices as necessary to resolve disagreements or direct questions involving 
deJinquent payments and disagreements in payment amount or timing to the 
contracting officer for resolution. 

Invoicing on Task Orders 

The PSI contracting program staff approved payments of invoices without 
reconciling the investigations to task orders on which DSS staff assigned the 
investigations to the contractors. Task Order 5009, on contract F4964299D-5002, 
provided an example of departures from financial and acquisition criteria for 
invoicing and payment that are described below. 

The contractor invoiced the cases as they were completed without associating the 
cases with the appropriate task order. As a result, it was difficult to track 
completed cases on each task order and to identify names, canceled cases. and 
leads per canceled case that the contractor submitted to DSS for payment 
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The investigation deliverables were difficult to trace to the task order because the 
identifying information about completed cases that the contractors submitted to 
DSS on the invoices differed from the identifying infonnation on cases that DSS 
provided to the contractor on the task order. The information was not comparable 
because the only common identifier was the name of the subject of each case. 
Other important identifying information, such as social security numbers, was not 
used on both lists. 

The number and dollar amount for Top Secret Periodic Reviews (TSPRs) and 
Single Scope Background Investigations (SSBis) for the task order were exceeded 
when the contractor submitted the invoice to DSS. The task order amounts were 
exceeded because the COR included canceled cas·es and investigations completed 
on contractor personnel in addition to the original number of investigations 
required on the task order. DSS personnel did not see this as an issue because the 
overall task order dollar value did not exceed the amount obligated. However, the 
contract line item number was exceeded for TSPRs and SSBis. 

Defining Invoicing Procedures 

DSS staff did not reconcile the task orders to invoices because DSS had not 
defined invoicing procedures or established intern.a.I procedures for reconciling 
invoices. Contract invoicing practices were not adequate to assign a proper audit 
trail and cost to the task orders. Specifically, the :invoices were processed 
manually by DSS, which made it difficult to track invoice payments to the correct 
task order. In addition, the contractor incorrectly submitted the invoices. 

Procedures for Submitting Invoices. The statements of work did not provide 
adequate procedures on the billing process of the letter contracts. The contractor 
submitted invoices to one task order for investigations that DSS ordered on 
various task orders. The COR submitted invoices for payment without associating 
the completed investigations with the proper task order. This process made it 
difficult to track payment of cases assigned to each task order. 

The task order funds a specified quantity, a not to exceed amount, and type of 
investigation. DSS processed invoices against task orders that did not allow for 
the level of investigation. One contract was designed to identify the type of 
investigation by the contract line item. For examrle, line item one was for TSPRs 
and line item two was for SSBls, Inadequate reviews allowed the contractor to 
invoice investigations to the wrong line item of a task order. Because the 
invoicing process was performed manually with limited staff and insufficient 
reviews, improper payments occurred and contract requirements were not met. 

DSS also used poor contracting practices by allowing the contractor to submit 
invoices that exceeded the dollar value and number of cases per task order, which 
violated the contract. 

Procedures for Reconciling Invoices. From September 1999 until June 2001, 
invoices were processed manually. The DSS COR submitted cases to the 
contractor by task order and an accompanying tasking letter. The number of cases 
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included on individual task orders ranged from 500 to 2,000. The contractor did 
not have to complete a task order before issuing or starting a new one. When the 
contractor completed cases, the contractor submitted hard copv invoices and 
Material Inspection and Receiving Reportr. (known as DD Forms 250) to the 
COR who compared the invoices to the associated reports of investigations 
submitted by the contractor. Initially, due to a lack of resources, one COR per 
contract was performing the process manually. DSS initiated an improvement to 
that process. As of June 200 l, the contractor procedure was for the contractor to 
electronically submit invoices from which 'Jle COR then entered data into the Case 
Tracking System (CTS). The CORs reviewed and corrected transactions rejected 
by the system. 

Tracking Invoices Through CTS 

Before August 2002, DSS had not success.fully implemented the CTS to reconcile 
invoices to the cases assigned to contractors. The cases assigned to contractors 
were coded and assigned through a systerr. called the Case Control Management 
System (CCMS), which had no direct interface with CTS. 

Reconciling Investigations Using CTS. The CTS was not developed to 
reconcile to CCMS nor was CTS available to process all invoices. DSS designed 
CTS to account for invoice payments and to assist in faster. easier payments. 
However, the accuracy of CTS data depended on the timing of data transfers from 
CCMS. 

The data transferred from CCMS to CTS did not include key elements for 
verifying payment inf onnation. Although available in the CCMS. the type of 
investigation assi$lled to the contractor (SSBI or TSPR) was not a transferred 
piece of inf ormanon to the CTS. The type of investigation detennined the amount 
paid for the investigation. 

In addition to missing inf onnation about the type of investigationt CTS ·was 
missing historical infonnation critical to reconciling task orders to invoices, 
invoices to delivery orders. delivery orders to payment approvals, and payments to 
invoices and approvals. The incomplete history was important because contractors 
submitted single invoices that charged for :.nvestigations assigned on multiple task 
orders and investigations accepted on multiple delivery orders that did not 
correspond to either the invoice or a specific single task order, A case was the 
only unit that could be reconciled across all documents and systems, Cases were 
identified by different pieces ofinfonnation from one document or system to 
another; that is, one system used the name,. another used the social security 
number, and another used the case number. CTS could not be used effectively to 
reconcile all invoiced cases because of the limitations in historical inf onnation and 
case data. 

Defense Finance and Accounting Service Payments. In addition to mismatches 
benveen CCMS and CTS, the PSI contracting program staff could not reconcile 
Defense Finance and Accounting Service records of payment to other records for 
the PSI contracting program. For example, for one contractor, as of 
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November 25, 2002, PSI contracting program records showed payments made of 
$28.5 million; and the Defense Finance and Accounting Service records showed 
payments of $25.4 million. Because the PSI contracting program exhausted the 
funds on some task orders, according to Defense Finance and Accounting Service 
records, the Defense Finance and Accounting Service partially paid invoices it 
linked to those task orders with exhausted funds. Jn other cases, the Defense 
Finance and Accounting Service paid invoices multiple times because of confusion 
over invoice references to multiple task orders. 

Payments for Canceled Cases. Investigation cases that DSS canceled after 
assigning them to a contractor were another source of confusion in pay1ng 
invoices. When DSS canceled a case, the contractor would invoice those cases at 
a reduced or "cancellation" price. The practice of partial payment for canceled 
cases was not compatible with task order funding. The task orders were made and 
funded at a fixed cost per completed case. The task orders made no provisions for 
the possibility of partially completed work that would require partial funding, 
therefore some task orders had unexpended funds upon completion because of 
canceled cases. To use the unexpended funds, PSJ contracting program staff 
tasked extra cases to the contractor to substitute for canceled cases. The CORs 
had no process to track the funds and the trade-off between partial and substituted 
cases, so that assigning those extra cases caused the approved funded amount to 
be exceeded. The PSI contracting program staff should have initiated 
modifications to the task orders through the contracting officer to adjust for 
panially completed cases, to add substitute cases, and to manage funding. 

Paying for Additional Leads 

Yet another source of confusion on paying invoices and managing funds was add 
leads. The PSI contracting program management had not clearly defined or 
developed uniform procedures for payment on investigative work identified 
outside the timeframes or case type, work generally known as add (additional) 
leads. The PSI contracts included no definition or payment schedule for add leads, 
and DSS had not modified the contracts to rectify that omission. Contracting staff. 
case analysts, and contracting officers indicated that they handled add leads on a 
case-by-case basis with different results on each contract. Inconsistent 
understanding of add leads by the CORs and case analysts led to inconsistent 
assignment and payment for add leads. For some cases, the CORs authorized 
payment at full price and for others they authorized payment at the cancellation 
pnce. 

Matching Invoices, Payments, and Ser\•ices Received 

As a result of unreconciled invoices, partially completed cases, and undefined add 
leads, DSS experienced overpayments for services on six task orders from one 
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contractor totaling $2.9 million. In addition, DSS authorized unplanned and 
unscheduled payments for canceled cases and add leads. Those overpayments and 
unplanned payments caused DSS to exceed task order funding. 

On multiple occasions, the CORs authorized payment for a case type that 
exceeded the fundin~ for that case type on the task order. An example of the 
invoicing confusion ts illustrated by one contractor's invoice number 9 for payment 
of four SSBI cases costing $7,565.68 and citing task order 5009. Task order 5009 
assigned no SSBI cases. Of the four cases invoiced on invoice 9, three were not 
recorded in CTS and one had been assigned on task order 5006. 

In another case, task order 5012 authorized 919 TSPR cases funded at 
$1,002,932. CTS recorded invoiced payments against that task order amounting 
to $1,017,849 for 998 TSPR cases. The task order funding was deficient by 
$14, 186. 

Recommendations, Management Comments, and Audit 
Response 

D.l We recommend that the Acting Director of the Defense Security Service 
implement procedures to reconcile contractor invoices to the task orders on 
which investigations were assigned, delivery orders on which investigations 
were accepted, and vouchers on which investigations were paid. 

Defense Security Service Comments. The Acting Director concurred and has 
modified the DSS Case Tracking system to more effectively reconcile PSis tasked 
to the contractors, contractor invoices, and other data to ensure prompt payment 
for work completed under contracts awarded in January 2003. DSS has or is in 
the process of implementing procedures to monitor delivery order status and 
payments made to its PSI contractors, DSS is working cJosely with Naval Air 
Warfare Center to ensure that accepted delivery orders, tasking, invoicing, and 
payment procedures are used by both the government and the contractors. 
Additionally DSS obtained cooperation from the Contracting Officer at the 
11th Contracting Squadron in facilitating a reconciliation audit of contract 
f 49642-99-D-5002. The Defense Contracts Management Agency has agreed to 
conduct the reconciliation audit. 
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E. Contractor Accountability for 
Credentials 

The DSS PSI contracting program staff had not adequately accounted for 
or controlled investigator credentials that were assigned to contractors. 
The accountability and control inadequacies occurred because DSS 
management and its PSI contracting program staff had not established 
adequate procedures and had not followed the controls identified in the 
statement of work. SpecificaHy, the management staff had not required 
DSS CORs to provide adequate oversight of contractor efforts to protect 
credentials. In addition, procedures in the statement of work that used 
specific language contradicted those that referenced DSS regulations. As a 
result, DSS had not accounted for more than 11 percent of the 
4,625 credentials provided to contractors. In addition, the opportunity for 
credentials to be compromised increased due to the Joss of accountability. 

Purpose of Credential 

The DSS credentials provided to contractors identify investigators as DSS 
contractor personnel. From October I, 1999, until May 9, 2002, the contractors 
performing PSis issued credentials to the investigators working for them. A 
credential authorizes a contractor·employed investigator to conduct personnel 
investi~ations on behalf of the DSS. The bearer of a DSS credential may be 
authonzed access to DoD facilities and to information necessary to perform 
investigative duties. Therefore, credentials provide identification for individuals to 
collect personal information about persons seeking eiigibility to work with 
classified information or occupy sensitive positions. DSS credentials are sensitive 
items that investigators must protect from loss and theft at all times. An 
investigator with a credential is not allowed to use the credential for identification 
or personal business. Using or allowing the use of DSS credentials for other than 
official duties is considered sufficient cause for di:tciplin:uy action. a fine, or 
6 months in prison. Anyone who faJse1y makes, forges, counterfeits, alters, 
reproduces, or tampers with DSS credentials is subject to disciplinary action, a 
.fine, or S years .in prison. 

Guidance on Credential Use and Issue 

DSS Guidance on Credentials. DSS Regulation 01~6. "Badges and Credentials," 
February 2, 1999, states that the primary badge and credential custodian must be at 
least a grade seven on the general pay schedule for Government employees; 
therefore, the credential custodian must be a Gov1!mment employee. The 
regulation defines the process that the custodians are required to use for issuing, 
controlling. and maintaining credentials. During initial credential transmissions, the 
custodian must directly issue the credential to the intended receiver and complete 
DSS Form 37, "Badges and Credential Receipt." Supervisory personnel are 
required to inform investigators of the guidelines for the proper use and protection 
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of credentials when credentials are issued and annually thereafter. In addition, 
each credential custodian is responsible for completing an annual physical 
inspection of all credentials in inventory, either issued to investigators or stlll on 
hand, about October 15 of each year. A contractor's investigator credential may 
be issued to an individual who meets the requirement for eligibility to access Top 
Secret classified information as a DoD contractor and has a current contractual 
agreement with DSS to conduct PSis. 

Statements of Work. The statements of work for the PSI contracts required the 
contractors to protect, control, and issue credentials in accordance with DSS 
Regulation 01 -6. In addition, the statements of work required that the contractors 
provide the CORs with each investigator's name and social security number so the 
COR could review the investigator database to ensure that each investigator had 
not received credentials from another contractor. The statements of work also 
required that the contractors return all credentials at the end of the contract. For 
any credentials not returned, the contractor was to explain the circumstances and 
reasons in writing. According to the statements of work, each contractor was to 
provide a monthly credential accountability report to the COR. The accountability 
reports were to contain information, by identification number, on credentials 
provided to investigators. The total number of credentials available but unused 
was also to be part of the report. 

Discrepancy in Guidance. The DSS Regulation 01-6 requirement that the 
custodian, a Government employee, must directly issue the credential to the 
intended receiver conflicts with the statements of work for PSI contracts 
requirement for the contractors to issue credentials to the investigators performing 
investigative work under the contract. 

Control Q,ter Credentials 

The PSI contracting program staff had neither adequately accounted for nor 
controlled contractor credentials. For more than 18 months, the contractors 
received 4,625 credentials to issue. During the life of the contracts, the 
contractors were in charge of those credentials. During recruitment, contractors 
often sent packages to investigators, which included blank credentials and 
contractual agreements. However, DSS Regulation 01-6 requires a contractual 
agreement with investigators and DSS before the issuance of credentials. 
Therefore, the contractors compromised credentials and the following conditions 
occurred: 169 of the credentials identified as unissued had names associated with 
them, 28 blank credentials were Jost, 18 credential holders were not returned with 
the credential, an investigator used a credential with an incorrectly spelled name, 
2 credentials were never laminated, and 16 credentials were issued to investigators 
with invalid eligibility to occupy a sensitive position. In the spring of 2002. the 
database established to track the current location of each credential identified 
118 credentials destroyed, 41 credentials lost, 111 credentials not issued or not 
returned to DSS, 237 issued and not returned credentials, and 19 partially returned 
credentials (either the top or bottom). 
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The contractors destroyed 118 issued and not issued credentials. The appropriate 
Government officials did not destroy the contractor credentials. The only 
verification of the destruction of those credentials was provided in monthly 
credential accountability reports. However, each monthly accountability report did 
not account for all destroyed credentials. The DSS Chief of Security stated that 
the contractors should have provided destruction reports for each credential in 
accordance with DSS Regulation 01-6. 

Accountability for Credentials 

DSS did not create an investigator database until the spring of2002. However, 
the statements of work required the CORs to use a database to ensure that the 
investigator had not received DSS credentials. The database identified three 
credentials created for investigators that already had DSS credentials. However, 
inadequate records made it impossible to determine the actual number of 
credentials created for DSS contractor-employed investigators. 

After DSS established the database, DSS used it to monitor the status of each 
credential. However, the database did not accurately display the condition of each 
credential until January 2003. DSS was unaware of the signiticant variances 
between the actual and reported status of credentials, but took action to correct 
the database when those discrepancies were identified. The database, supplied in 
November of 2002, reported 33 percent of credentials outstanding. However, the 
corrected database identified more than 11 percent of credentials outstanding. 

Credential Custodians 

The statement of work and DSS Regulation 01 6 6 contain discrepancies. The 
statement of work requires the contractor to handle certain credential custodian 
duties, such as preparation and issuance, retrieval from investigators, and 
maintenance of unissued and related supplies. DSS Regulation 0 J -6 requires that 
an annual inventory of credentials be completed by the credential custodian and 
that the credential custodian be a Government employee. Although the statement 
of work required the contractors to follow the DSS Re$Ulation 01-6, the statement 
of work did not specify that the contractor should appoint a credential custodian, 
and DSS did not appoint credential custodians for the contractors. Because the 
contractors had no appointed custodians responsible for the inventory as required 
by DSS Regulatjon 01-6, annual inventories of credentials were not completed. 

DSS management and DSS PSI augmentation staff did not clarify discrepancies 
between the statement of work and DSS Regulation 01-6. DSS did not provide 
specific criteria or guidance for the format of the monthly credential reports; 
therefore, the monthly credential reports varied among contractors. In addition, 
DSS management did not appoint augmentation staff to maintain a c.entral 
credential database until the spring of2002, 2 1/2 years after the first contractor 
credential was issued. As a result, DSS records identifying the location of each 
credential were inadequate. 
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DSS management did not adequately oven;ee the COR responsibility of reviewing 
contractor work. The statement of work required the contractors to provide 
credential accountability reports to the CORs. These reports identified the 
credential numbers assigned to each invest::gator, the destroyed credentials, and the 
credentials that were not issued. However, the monthly reports did not always 
identify each credential supplied to the contractor; the missing credentials were 
identified during the audit. Therefore, the COR did not review the credential 
accountability reports for completeness. 

Loss of Accountability 

The inability of the DSS central credential database to track credentials resulted in 
an increased opportunity for DSS contractor credentials to be compromised. By 
not accurately tracking or controlling the credentials, DSS allowed contractors to 
provide investigators authorization to access DoD facilities and highly sensitive 
personal information in the performance of their duties. The contractors issued 
two unlarninated credentials to investigators. Not laminating the credentials 
increases the risk of a person with dishonest or hostile intent duplicating or 
changing the credential increased. Investigators had not returned 237 credentials 
even though all investigative work stopped in December 2002; therefore, if used, 
those credentials have been misused. 

Conclusion 

DSS cannot account for more than 11 percent of the 4,625 credentials provided to 
contractors. In addition, the potential for compromise of the credentials increased 
due to the loss of accountability. 

Recommendations 

E. We recommend that the Deputy Dirt~tor, Defense Security Service 
Personnel Security Investigations: 

1. Assign the contracting officer representatives as the credential 
custodians to implement the responsibili.ties defined in Defense Security 
Service Regulation 01-6. 

2. Reconcile all credentials assigned for contractor use to the records 
of credential disposition. 

3. Recover credentials from all contractors and contractor 
investigators who are no longer authori2;ed because the contract period has 
expired. 
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Management Comments. The Acting Director concurred with the 
recommendation. Jn April 2003, the Acting Assistant Deputy Director for 
Augmentation began contacting investigators to verify the status of previously 
issued credentials identified as lost or destroyed. The Acting Director stated that 
the process of collecting credentials to reissue them for January 2003 PSI 
contracts provided DSS with an additional oppon.unlty to account for credentials. 
DSS will pursue the issue until all remaining credcmtials or blank credentials are 
identified. Additionally, for contracts awarded in January 2003, DSS has 
implemented detailed proce.dures to issue credentials to contract investigators in 
accordance with the agency's Badge and Credential Regulation 01-6. 
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Appendix A. Scope and Methodology 

We reviewed the statement of work for the PSI contracts, DSS management 
control documents, results of contract investigator evaluations, PSI contractor 
invoices and task orders, contractor credential reports, the FAR, and DSS 
regulations. In addition, we reviewed the DSS FY 02 Annual Statement of 
Assurance. The documents we reviewed were dated from July 1989 through 
January 2003. We interviewed personneI from DSS, Naval Afr Warfare Center, 
11th Contracting Squadron, Defense Contract Audit Agency, PSI program, and 
OPM. 

We performed this audit from March 2002 through April 2003 in accordance with 
generally accepted government auditing standards. 

We analyzed invoices and task orders to determine proper contractor payments 
and billings. We identified FAR and D SS regulations on contract modifications, 
quality assurance programs, and credentials and compared processes used by DSS 
to those regulations. In addition, we reviewed the DSS credential database for 
accountability of investigative credentials issued to contractors. 

Use of Computer-Processed Data. We relied on computer-processed data to 
evaluate the accountability of investigator credentials. We obtained the data from 
a database created using commercial database software by a program analyst in the 
PSI Directorate. We did not evaluate the general and application controls of the 
database software, although we relied on data produced by the database to 
conduct the audit. We did not evaluate the controls because the program is a 
widely used commercial product used to store data. However, not evaluating the 
controls of the database did not affect the results of the audit. 

GAO High-Risk Area. The GAO has identified several high-risk areas in DoD. 
This report provides coverage of the DoD Contract Management high-risk area. 

Management Control Program Review 

DoD Directive 5010.38, "Management Control (MC) Program," August 26, 1996, 
and DoD Instruction 5010.40, "Management Control (MC) Program Procedures," 
August 28, 1996, require DoD organizations to implement a comprehensive 
system of management controls that provides reasonable assurance that programs 
are operating as intended and to evaluate the adequacy of the controls. 

Scope of the Review of the Management Control Program. We reviewed the 
adequacy ofDSS management controls over contract administration. Specifically, 
we reviewed DSS controls over processing invoices for payments, billing on task 
orders, issuing credentials to contractors, conducting quality reviews, protecting 
personal information, and compliance with FAR and DoD regulations. We also 
reviewed the adequacy of management's self-evaluation of those controls. 

33 

FOR OFFICIAL USE ONLY 



Adequacy of Management Controls. We identified material management 
control weaknesses for DSS as defined by DoD Instruction 5010.40. DSS 
management controls for the contract administration were not adequate to ensure 
proper invoice payments, adherence to billing requirements, protection of 
Government credentials from unauthorized use, approved authorization for 
contract modifications, and protection of personal information from contractor 
abuse. All recommendations, if implemented, will improve the DSS Contract 
Administration procedures. A copy of the report will be provided to the senior 
official responsible for management controls in DSS. 

Adequacy of Management's Self-Evaluation. DSS officials identified contract 
administration as part of an assessable unit. However, in their evaluation, DSS 
officials did not identify the specific material management control weaknesses 
identified by the audit because the DSS evaluation covered the DSS PSI program 
for personal services. In addition, DSS did not report the material weaknesses in 
its annual statement of assurances because it did not consider the weaknesses 
important enough to report to higher management. 
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Appendix B. Prior Coverage 

During the last 5 years, the General Accounting Office has issued one report and 
the IG DoD has issued seven reports discussing personnel security investigations 
and eligibility for access to classified information in DoD. Unrestricted GAO 
reports can be accessed over the Internet at http://www.gao.gov. Unrestricted 
Inspector General of the Department of Defense (IG DoD) reports can be accessed 
at http://www.dodig.osd.miVaudit/reports. 

GAO 

GAO Report No. NSIAD-00-12 DoD Personnel, "Inadequate Personnel Security 
Investigations Pose National Security Risks/' October 1999 

IGDoD 

IG DoD Report No. D-2003-066, "Controls over the Use and Protection of Social 
Security Numbers," March 21, 2003 

IG DoD Report No. D-2002-13 8, "Allegations Concerning the Management and 
Business Practices of the Defense Security Service," August 9, 2002 

IG DoD Report No. D-2001-065, "DoD Adjudication of Contractor Security 
Clearances Granted By the Defense Security Service," February 28, 2001 

IG DoD Report No. D-2001-019, "Program Management of the Defense Security 
Service Case Control Management System," December 15, 2000 

IG DoD Report No. D-2001-008, "Resources ofDoD Adjudication FaciJities,'' 
October 30, 2000 

IG DoD Report No. D-2000-134, "Tracking Security Clearance Requests," 
May 30, 2000 . 

lG DoD Report No. D-2000-111, "Security Clearance Investigative Priorities,» 
AprilS,2000 
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Appendix C. Report Distribution 

Office of the Secretary of Defense 

t:nder Secretary of Defense (Comptroller)/ChiefFinancial Officer 
Deputy Chief Financial Officer 
Deputy Comptroller (Program/Budget) 

Deputy Under Secretary of Defense (Acquisition Reform) 
Under Secretary of Defense for Intelligence 

Deputy Assistant Secretary of Defense (Security and Jnformation Operations) 

Department of the Army 

Auditor General, Department of the Army 

Department of the Navy 

Naval Inspector General 
Auditor General, Department of the Navy 
Commander, Naval Air Warfare Center 

Department of the Air Force 
Assistant Secretary of the Air Force (Financial Management and Comptroller) 
Auditor General, Department of the Air Force 
Commander, Bolling Air Force Base 

Commander, 11th Contracting Squadron 

Other Defense Organization 

Acting Director, Defense Security Service 

Non-Defense Federal Organization 

Office of Management and Budget 
Office of Personnel Management 
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Congressional Committees and Subcommittees, Chairman and 
Ranking 1\1inority Member 

Senate Committee on Appropriations 
Senate Subcommittee on Defense, Committee on Appropriations 
Senate Committee on Armed Services 
Senate Committee on Governmental Affairs 
House Committee on Appropriations 
House Subcommittee on Defense, Committee on Appropriations 
House Conunittee on Armed Services 
House Committee on Government Reform 
House Subcommittee on Government Efficiency and Financial Management, Committee 

on Government Reform 
House Subcommittee on National Security, Veterans Affairs, and International Relations, 

Committee on Government Reform 
House Subcommittee on Technology, Information Policy, Intergovernmental Relations, 

and the Census, Committee on Government Reform 
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CO MMENTili 
The Oet>UtY Seoreteiy of Det~nff eul1lC1n1ed DSS. to reduoe lhrt backlog of 
tecutity clearences •• onD of DSS's pl'fnary ;o••· Pel'SOt'1nel flam the 
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contractots' work slQmittaJ-. ~ul'\ •. Uley did net ~~Illy NCOncilc 
ll'le N!ViCOS recefwKI to !hD&t! On::!ered and paid, 1l"tD Contrasl!.ing Officet' 
Repmsentatrves (CORJi) located iat OSS office$ were r•sponstble 1m reviftwlng 
Iii• t;:Qf1U•t.lor&' $1,,1l:imlttels. delctminlng if they met OSS .uanr:t.rdll, ~ 
attterrnintng 1h:G •~ er payrnetti tht ccmmctor ilhould have rec.Mr/Id b.
Dfl OSS at.:indfUda. OSS CORs c~rtif'led doainw:mta for i;a~iu ancs llll\.i~ 
OOL)M 1:- 11 CONS 11 CONS compared the invtlice:l' UM pt4(;ttfl V:I i!"ltl oonhct 
sthedules ta ent:ut& Chey marel\ed. The appropM'ls unit it~ depended Ol'l l'lti 
d.;ne a QH Wat Nrt1,11:t Sin~ fM &1.1ppottlng doa1rnenllltlo!! pl'O"'lt.led with thti 
tn'llciee did riot include tne case 1.1&1'1 cotl!S nf lhQ la\'Al of completbn. 11 CONS 
!\:Kl ne chc:!lto but lQ rel~ on tile CORs to ~a tne OSS 61Jlam and obtain 
d•~$, Pai'\ at the COR.a dutiee included ve!ifying rtn&s ~re '" ai:cotdafl(;e wlth 
tii• ~ct. p!"lor to certifying fTr"1:l,ces. WM!"IOWr tho COFQ imorrneo 11 CONS 
Of ptob!em1. 11 CONS took etl'.k>n lo rmd"8 pa~nt iAUes. 

DSS 1118ir.ed 11 CONS ~OIWll to rapon prablorn luun lo UM Pl'OIJ"•m 
managers. 11 CONS genBrated an »Outslendll'lg ltauea•· document which •• 
dis.lri"buti!d on• ntgular ba•i• to DSS program mtlNl~rt. CORs .Jnd '11 C0"46 
COl'ltra~ng Orfie&l'S and contract t;poC:iali&ta 10 aMUTI' that the CO~s ltnevt the 
1'1'11»t QllT~n1 11tati.ra of their cont~.ac'll, 

ihe eomm.ender d the 11• Cont~ s~adron is Colonel Jeffef"! T. a•>'8f 
Ht i1 an •Pett tn conlracllJal ~. ColQnel l)eyer nae reviewed your 
reccl"l'IC\"leNSatk>n» srid (':CJl)rtltna'ted will'\ our Legal tta'J. wcu10 na1 canwr ~me 
l'!qlieat for adaific'Jn-' trainillg fat QOflh11ct\.ng tlfficer& gr add!lion.JI monb'tng cl 
Q)nlrac:mg officer operatiom es specified in P')ragrap~ 8.2{&) 1nd (b} of the 
dlaft report. OSS'e Itel~ ware not unique ii\ th$ at:::.t:al perlormMt:t; ~. 
DIU'Mnl llmitcd the contraciil\Q ~ and 1Wf.lflll;ht. wljQl '11 CON& coutd 
Pf°"id<t. B•ITl1lra H'iclt.rded llmited •=-• to i~. ~ 
oo.mmunicatlon ~ COR.11 8nd 11 CONS, ar. lnabi~ to ti~ 066 
.ilji::tf'OO!c fll" for pr®M$'1'!1iJ ~ •nd ltte ~lllty. rMV'*1Q from ~ty 
It.Sues, to more c!OSGly monlfor DSS pmo!SS61. Hl:w.<eVer, 11 CONS pctl11Mrtel 
panlc!psled 8fld rnaae- Nre tnat Mg0tiatloo1 of Oftlcts were e¥eGUted in as 
timely a MartMt ea possibta, llOIJ9Mt l)tt!'formimc& ~ from cuS'lomw 
ropt~tivaa on a rugular m1i:'s, tracked e~res on contracl logs. and 
pe1b::I~ verfflcd 11gu,.. with DSS po1110rmi:!. Contracting Qftl~ra ¥mf1l q111c;K 
to '""" wi!h afftld«ld 'P~ Whoni:wnr &lt!Je,iona M011e Which nee{:!ec! funher 
crarff'Qtion and ~1oh.1tl1:H1. 
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Defense Security Service Comments 

CEl"ENSE SECURITY Sr!MVICE 
fUO •u•DGe• PU.Cl! 

"'-""'"-•YA au1 ... 1•a1 

JUN 05 21m 

MEMORANDUM FOR DEPART:Mllhi OF DEFENSE INSPECTOR. OENERAI... 
ACQUJSmON MANAGSMENT DIRECTOR>. TE 

Subject; RC?Qn on Coo1netm,a ~'* of me Dci't:IK Sci:lirity Sm"- fur PCQQmlll 
Security lnw.mptio11:1 (J'mj~ No. D200lAD.()()4l.001) 

~a-=ce m11mOtmdum, April 15, .2003, •llb.io;t II lba\>e, ~uertUsl ~l 
c~ent~ (Ill Nbj«:t report. 1hi DeCemc Soi;urity Servicf: (DSS) pl'l)vldu the lbllawlxls 
eommcnt1· 

Tbc Dderlto Secu.rity Servi~ (DSS) sppreclaw the cfftin ~by tho~ 
Qf~ Offi~ oflnspectt1t Gea«al (DoDIG) Ill ~ 1b1 !>$$. ~ aecm:i1y 
!Jiv~satiOD (PS!) c~ flFop:ltll. AS ft cx:isltd ~ 1999 - lOO'J, E:u:q1c u 
i;.tlt!!J'Q.UI! ooted betelll. DSS, ~ m th&facl:J, ~Ind lbtma1 ~of 
1M DoDJG a1 Kt fMtt mils Dr&f';~ 8.q)Ort. ~ l't'Ktic• m'l!Y D«!cme 
S•urity St:Meefot Pcno:w.1 S~ IAveaipticra. daWi Apt;! U, :2001, .Pn>j.:t No. 
~1.001. 

~ ila own JG ezid ill Offll:c of General Comucl. t>SS ibldf~ 
id=tifttd mm)' ortll£ inueJ noted by the DoOlG m \bit obovti refeml.ccd ])rd Jteport. 
St.cps 'Ill milipl.e w ccrrect mciy of Il:e kAa -... ta!um or bcpi, a~ that 
iw=lu.ned .in m da Jm:ic 100%. ~y: 

l, Ill the Ftil 0!2001, DSS ~ed a.~ of~ loc:.l ~ d:tdt.s {LAC.) &lid. 
c.m.e.iD o!l::!c:r h:i'li'esliptiwe lea.di~ by a eoutzactor the quality md integrity of 
~ ... wol1;: hllli cnidibly l?Cmc ialo quuticn. Ai a. """'1t c.r1hiii ~· DSS llGl!ltl~ 
thar LACt u dcue .nd/ar repor:r.cd b;r die ccntac&cr 11i'c:n ~ ral.iablc md the lllCD'Y ~ 
~god m m 11'lgoin,g proc-.t:sa of~ all o!thc LAC& iD cacb. rcpon ot:l:tt~an 
~ly 11upplicd by the ~. extl!)>I T.hose ilmlstl111lona Whli:h bad bllllm 
Q.Mclled. (e.g., ln\lmtipriom fQf "le&rmu no 101?,&s tequinld ~ tho i\lbjcc& hid 
~cd fi'w11he Oqianment ofDdtme). Thia et!M ~ iD ]larl. c:oJIC«'DS 
rwlsed i11 Piadina: c orw DrlJl Propaud Report. 

1. m die Ftll of 2002, DSS iDiliatcd uurvey oflbe qulil)' pf,i16rj( ;perfc)nncd u:lldtr PSI 
~t:DCIJ 1.w.-da! batw~ September 1999 md Aupt 1000. This SUMI)' cd lht 
m.lysi• or the m!bmiation deYe:]Qped dDriDg ii ate not .)'Cl 0;implcle. HoRV«, It Is the 
lnttm1 of DSS tD ~!bi: ~- deTC!cped dwin1 the survey to ..- •ll11du1r • lisJc 
tQ 1\1.ticNl ~!y ~ from my dd'ed.LV111 work dilcovcn:d Ind kl &.kc c.cirt1'1:%it1e 
ecUOll *' nec.aaaey. this effort aMn:sles, i7i part, COOe«ml raiacd in F!Ddiilg C oitbe 
Drwft Proposed Rc:ipott. 
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:i. In J11ly 2002, lbc: PST tontraaing program omu P<.U mewed ou1 oflhe Aeql.rialtloo 
Divilian snd imo Iht PSI Direclnnue. A.'7IOl!8 Clll!et br11Mi11, lhi1 movtwu intended 10 
rllt'ilita!e OCllstJlcnt eppliurion of nMional iilvesti11ativo 1!.mldad1 aid bal pnt:ticea in 
both the PS]s conduct~ b)' ct-.c oomtac1'11'1 and thole cnn<h.ictlld by federally ~lo)'l=d 
DSS SpttM Agtllb. This deciJion ~ea, in pt.rt, ~1l1'1 nliR!d in f'indilll.I A. 
RWJmmt:ll®tioo A.2.~ fiMing B. RCCOOU!lendlllioll 8.1.b; and Fi.lldillll C, 
~commcndatiooa C. I I/Id C.2, 

4. front lhe Summer of ~I through the W'mmr of 2002, DSS hired llldddiOAll Vaiced 
ano u~ianclld ~I ro ovrnee <he ~lt!011 tide ofdlc PS' ~it:i& propm 
lllld lo tmSUre Iha! the proi;mm WU fully wpporUld by acqvisitioD pnifnritmab with 
l:11mvlo6~ an4 winins in the appliuble fedeTa[ law Ind~- This mcludal \hi 
on-going tninini in DA WlA cenilicarion o( all~. llli1 dlort ~. iJ1 put. 
FindinsA. ~A..21 end A.2.b; Findil!Ja, ~M 8.1.a t:nd 
JU.b. 

s. lri !ht Fall!Willk!' l)f l<IQ2, thr Actiria Dllutor, DSS delailed. a btnor Deputy 
lra;prd.orGa111:nl fam.itiarwiUi the contndllal U.- aid i::IM!lcnge1 c:i:pericnud m lbll 
l'SI c:ontRCti!li pn>JNll lO O•"Cu;ee lhe profPWll and~ a..O of- PSI COlllrXh fd 

Ai::liq .AJ1C.W11 Deputy DincWr for .Au~ (AADOA). "TM AAOOA bu• 
cluso working rdat[llll!llPI' with ~imcy k:pl C®ncl mt with llMl c.onl:Klini ofllcc 
nspo111ibl ~ l'ot QOl\lnet award alld .tll.minill1!9tion, Ille Nwal Air Werlm Canter 
(N'~,V ~). The AADOA 1w: encnunp{ 111d pmnilled dirtct~·und ainsul.c.iiQl:I 
bc'lwlQl the CORA, othet- DSS prosram nwsapmcnt atalr ~ llDd Iha NA 'II AIR 
~Dtr1~11s officer, ta vren .. wim olhu- idvisory penomel &IJCh n momt)'f ill the DSS 
OfWe or G¢'1cral Coumcl. Thl• dfQrt IUbsl.anriall)' dinetly or indiRCU)' lddmlu& 
concerm nli.icd lhrougbolll FiJldb:I~ A-E and ii mponsiw IO Recommcndati0111.A.l' 
A.2.c, El.I ... and B. l.b. 

ti. All~ -1y l&Ji1nod 10 tht PSI cow1eling progn;.n ti.vt mended or .... 11 
attend t:0111t1Ctina ofli<:er rqiraemati~ 1rllining. The DSS CMli« Gf Oancnl ColUlld 
end N'AVAUI. worked 1oSrtlltrlO ~ m in-boose traiaiJ\8 eourae inlau:ledwcmrer 
not only the DOmU or oon1111C1 ..lministralion, but also I~ kv!leil fl'OIQ p.r 
(01ltric11. Thi11!1dnin3 Wll rondlJded Oil~)' 18-29, 2003, Thu cftOn. auMtantililly 
dir~y or mdi~y lldd.n:tm eopcems ~ ~ Fil!diop A-£ Nd b 
mponl\'¥CWRec.o~iooaA.1..a,A_4BJ.a..lnd.B,l.b. 

7. New PSl CO!llmtuwcm.d ia IP. 2.0IT.hnhwatdod by NAV AlR on D9S' behalf in 
Jl1Rlll)' 200:J cau.io ~ mq~ farm ctrectiftlllld ~ qull.ty 
~tl«'OI ~8JW!l ll! bf~~ by Ille~ with rrnihip~ kn:t. Pf lwa of 
miew rcquimi. Thi• dfon ldbmnlilll)I direaly at indirer:tly llddrftlea ~ rtited 
~F~Candla~tn~C.t-C.l. 

~ To adminilfer 1M PSI Q!llll~ •Vllm"llell hi llllQU)' 200), DSS d~ 111'1 Ml 
implemented• i:a:rmprd11:111i'ft. molti~ier quality ~prognm, which inct\ldet m 
ovmii:ht !ram for CICh to!ltlaCt l:DMlmq o! 11 ~ ~ offic«'1 
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.::i-uuu:~:in·(CQJt},llll8~f.J' ""~~'lolhr~~-8~ 
"'-"('fbJciin.; TMW..'t cJ c~.-tliff iUl oWirs Uf!ID)tta. ~1.oJ •iih. ~ Qth=f' 
~·,~· w.~:tiiq, l'Rll-tl~ !'J;'il,...., rJflk ~· ~ i!.:I \111:11': ptl!IHU. 

, I,)~~ 11.M hrJ ~~'k ~ 'll!llftin,z (~ "'ith !llt.tllllr.clttt II) 
ct11w~ .;i.(!Ua.iit~ pm&d -wifii.:imf t.:i m:o th::~ orn.::.:..n~ !fllJd i:hi"f!lllellh 
cfmtimll ~.mty W•klim iluf~tl wili ab! 14 t> awn! !!I.Ii uun1urm 
ltUI t;hur mtplo:i~ olllt n.~· dlll'ld ..v~.16 11.: nar~·· o(l}e~ PriTJtT A<:I (.;{ 
tfnli.:n •nm~, s us:c. ~~1. rntti.nhlnd'!mrr;oi'ti.~ra..n ... Tk<!iff1'1.-. 
:Wbwniillly dlltt11:)- « lfl4c«O> tdd1tue1 Ult.(:ctlt' ~ ~'*"""" fimllti c-; a 
r.&q•t•r"iw "1 ~rn:immi11hc1.1 C. I -C. ). 

9. 00.S humodi.6«1 ill Clef TtKkin£S}'Qm 1t>m:~u.ritlcifrdym:a-mll~ P!tuoilicd 
i:.:i 11.i: "1ra.1:1ct.1. i:.:ttt:::WttJ i1i¥11:~-&rt.tmia ~k\'Ml ~ ~·~i" r.-~y GI ~pu 
pa'.f'lm1 far '*'7' Ri1?1!1fltd vm« i!M <~ IV'rlW in Jmimy il,l'}j bSS bail Di i• 
~fu=pMn.¥orir.i;mtnt;."llP'i):CIUrG1.-.mllli1r.t~"'~-~~t•lld~
MW! » iu ll'Sl ~ :l.lSS it •tdini: cilnl)f•ilh ~AVAlk to m1en nat 
.w:;o;ctiW Jo:lii,tt)' .,Jib', wki11• j~ ~ pl)Ultm: jllOH1h:lct me 1$1U.)"'hil.b I.ht; 
ill"U'nll'lttr! ma tbHmmm This dfm !!'Jl,1:t!!JHiljl1 lf~on::!l.lm;)y :I01mslff 
i~~ 1lioi#4 Wr.ii.ljhWt r~ D Ind i1. nsran:oWt ~ R.cc~n o. 

I~ l)>.iri.ngt1M1 Fi.II~ Wi61~ of1«!2, nss .SE rnr:.tt-WifU;~ mtf11111e11'4'lld LO 
~llr .:«ilracicf ~im- IN 1.U. ~ 04! t.JlfJ1"1~1'.ft fl)f\2; ~~ nwibrr 
F•'lMl-rn.n-!-002. DS$ ~1.i~UPJJ~ ~J~I. &Didttllld ~ o:iopctalli.lii cif lhc 
taltU.t.."ii~ offico- 11 thi l l • ~l\l&t~ iii f~ 111 ~Qtna imJjt 
uf Jl;\l~ri.=t Thr ll~ ~ t.i1111pimi ~>' (DCMA) lw qmt11» 
tciMi:.a iht ft<Drtdti11im 1udif on d-!1 «111~-. ll ~· Mitiri.ptJQI tliN DCM.A will bt.'llW 
1t1...,~llW thi• ... ~lb 11~y~~tbt11tcartJtl~ at'.:kllttery otJa 
11iJ ~II c:T'l?l"I, oJ-'(•lpi~ i~sil• ~mi~ mn~~ m•)•haw 
~anal ~ft!. Lhc: a:mttt:a!nsir Unlrilln'f1il0n oftM tat:llilZL Tiaufkn 
ufn:u.m».)o <J:ueclly ur ib:tiret:tJy ~~mg 3i11d lhn~l f~d.i!>'4 D ed :is 
~il"tl.tJl~~D. 

! i- 1;)$S cun:cu1 Lhll t: dill n:J1.1deqai.d;r ~ 11'.CllU'lt fur,~ rcqao: c«l11«10fl io 
Ko:IU:!tl fl'Jftrvdmh1h ~ C-~ 1Jll"ltdli!d ~ S~ ·1999 im'J ~ 
XOO. h 17Ql,Qf lry de OllDOCi rt11C 11e1 9 ~Wl.U'Oli wett iW:h\f md!r l.t.at P'.SJ 
NFJH· •. -U 'f>'fi ~J.! w:rifk:abm 40M iblAt!l fl(~*I«~ ~lJ. ln 
~12003. ~~ iCIAOOA -1 1111 ~ t:>!IJ!mln,i lfl'liesti.pllft< ·p,b:J wolt-ed on 
~o.."iliru:Ei¢r.Ctlytx1vcrif,·!.ftrmtu.clmdlm!i!!l1.~tu~.m.~ 
~1i.,i, w1""~;uoo!7 ~ i¢;w1m~ iw• ~ 11.1.kmot .SUtto!fid nie 
P•~ 11r«>1'-'cill\1cf'C't:lmti11s mwJ .a6ir-t1.me:~ in et'd«b ,..._ dlcm '°' 
-1':1~· ~''"'"""' .~ ~ lliOd •the J111awy 2001 Pl: mmw:u. pnnid&!2 
~ 111'Uh m .a.!i1lGN1~ onsrtmilY1o Kl:l:ltnl Ci=!l J:Mw ~a, ... ..-.;r-h ~ ltlc 
pri.n;i~ ·~m urFlt•fol! E. A&._ 1'5ih oflbez tv.1ulbw., ti-SS l:m tTDC)e si?b:m: 
Prti'1"'-B'lmmd ~I~ f Pr~1ouly ~ fur m.it•1i11I! ml •ill p,JM 
dii1 ism yyp; ~ ~""" ru,·1;H;&rea nt .i.aa: e:~th :.rt~ fur 111 ~t< 
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Revised 

~or'il'Ul'l!flili1y., Th1116o;t ~lly~wnJnctlya{dNms~ 
tsid~~f'llr~f:.Mdtt~M 111 ~ft.lll'ldC.l 

tl. Fnt~Ht d~1tl'll'll>' 1'$ ~11¥'a ~!ti ldJwy ~~l. DSS a 
~1mi~ tk1ai'*' JVtlCoS!il'C•ca it11U1~•11c-1~ ~i~, nm 
J"~HI ~ 'K.i11·ihe ~'J ii~ md~ ~tKm QJ-6 ud W ~"'In• 
<Jf (!\.t' ~ .. npminJ int.wtipkl:l' ;;i1111tl6'::Juo ... mi"'""'" mini~• Jmll«'SI« 
Thi· tlliJrt di~)' a.ill~ C:i:I~ f;tie;l duo~;i.:i1a r!Millf., F. Md,, tCllf'lll'tOl•t: II~ 
~ .... f~llJ • .£_)., 

H ~--Y arim ~llllllp.llll\l'OKtllH¥~ft iJtl**a •Ill'!: .tl'.ltll;iptt114!'4M 
tnplM:e ~li', ~d.0 o~ :ird11t1t1Yits f'SJQil!Jtrai:ti'l11:p..·101rim111nmlllft:il!J "'11dnt11 
in;.a. ~S~I of M5aq.ra.'\lc~NI>\~ l, 2002. I~,~.
L~ ll;ioll ?nlj»lllcd ~It, MS ~l.ct:l lirt)'diua tsf the l.)Ql)IG,. ~"l!f, 1'.bll 
Ultettl pnmUK tali& •\<tad)• m~ n lllt1iDMbd bi.im~J!'.I ll!'\llHTf ffff Mfllf 

pl.il»t:dcmb'•rts mt~l!MJ"" t#• -4if~~l'C:liltl ~ 
~~ wl'rt'-!~-.. p;11lil~ or.m a~uf'ftus"' e&lDS'SW 
ur.lau~nr~11tf111 »1.1o:hmk,M!kl•~1100t••"-•• ·~~ 
ZIM ~ t.iri!!"" 1J•1•1u:f~s A i:irtbe n.11 ~·qtfl4 T.tul~ 
4.ihlell)' id~ ~fl1Kd~~P'min1Aml ts~~lir:I 
-~~llA.2..b 

'!hf .1\1-...t;tliHti\Jll C>,-"1ti~ uffkr WI ltillknl'I~ o( t n!ll'1 Dahl!' qalfflrd .-.~ 
.Mm,... bi.lid'" o.:esr.wr ~ liltl ~l.M-..,_lclptra 1tr11 .,,.,.,i.-~ 
<.::wurw.-~ <Jifr.rt'l X.tlfflt.eli.-- ~call) Pt<~ riUl •i.11 il'll:IW lb.e: PS& lll 'ft'fl ;u 

~n <',pl\rJ'<;:.~ Thie Di""'~ IH1*1:1.illl!Jt~)'~ wtw.J flillii'Cbflll:!. 
u.U~ WR d~. ~ qnliifi;::ali....._. C<.ift 'Wlllihlft! ~p~ aa.t 
v.~ ~lo•"J.JJ °' nmn: ,,_ indtt'llllliallt~ ~~ tr.i.g i/Ud 1JP11 h:ia 
11Ppr~f~ Ns. ... y di.lllldi\11Ja COP.. ~11P!l'-.dr•IW a 
Nit'"''~· ~ nt.Wmi iit•ilit>•~ltia:•illilk~~ervliaUf ~ 
~iff.10 ~llR>lhfl mtii¥16ub •lllA 11rm. t.c <1"9pill'd 111o.:itl:s m ~Ir 
qu..lifi~-411~ 1Ja. Dl~ wilt.a.lain. a COTl~ rkQ 
~jll.($ ~1tcl ildivdul.b .• .,.. ~ imdlnllli.., 

\Wf ~ lMJ R~.l'l'Jtt'Jd;bUl'I!' /.. .. t, Ji.;t' it\ the Di~~ ~q!M lf>Cft l\M 4it~~ 
ii. l!c Dil«•, ms. w -ci.·~~' .... , itai• iliP£r FGr mu. tf11:1iw:m, r>SS bf6 no1 

--;:-~-~--
AMA.~ 

~·~nt~ 
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