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INSPECTOR GENERAL
DEPARTMENT OF DEFENSE
400 ARMY NAVY DRIVE
ARLINGTON, VIRGINIA 22202-4704

June 27, 2003

MEMORANDUM FOR UNDER SECRETARY OF DEFENSE FOR INTELLIGENCE
ASSISTANT SECRETARY OF THE AIR FORCE
(FINANCIAL MANAGEMENT AND COMPTROLLER})
NAVAL INSPECTOR GENERAL
AUDITOR GENERAL, DEPARTMENT OF THE ARMY
ACTING DIRECTOR, DEFENSE SECURITY SERVICE

SUBJECT: Report on Contracting Practices of the Defense Security Service
for Personnel Security Investigations (Report No. D-2003-112)

We are providing this report for review and comment. We performed the audit in
response to a request from the former Director, Defense Security Service. We considered
comments on a draft of this report when preparing the final report. DoD Directive 7650.3
requires that all recommendations be resolved promptly. We did not receive comments
from the Assistant Secretary of Defense (Command, Control, Communications, and
Intelligence), but we did receive informal comments from the Deputy Secretary of Defense
(Securnity and Information Operations). Therefore, we request that the Under Secretary of
Defense for Intelligence provide comments on Recommendation A 1. The Defense
Security Service comments were generally responsive. However, we request additional
comments to address the revision to Recommendation A.2.b. and to provide details for
planned actions on Recommendation C.1. The Air Force comments were not responsive.
We request that the Commander, |1th Contracting Squadron provide additional comments
on revised Recommendation B.2.a. and on Recommendation B.2 b.. Please provide
comments in response to this report by July 30, 2003.

If possible, please send management comments in electronic format (Adobe

Acrobat file only} to AgdAM@dodig,osd.nﬂl. Copies of the management comments must

contain the actual signature of the authorizing official. We cannot accept the /Signed/
symbol in place of the actual signature.

] e courtesies extended to the Questions should be directed .
at (703) 604 BB (DSN 664 o at
SN 664 See Appendix C for the report distnbution. 1he team

1sted in the inside back cover.

members are

W 2 T Saandoda,
L=“Pavid K. Steensma
Deputy Assistant Inspector General
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Office of the Inspector General of the Department of Defense

Report No, D-2003-112 June 27, 2003
(Project No. D2002AD-0041 001)

Contracting Practices of the Defense Security Service
for Personnel Security Investigations

Executive Sumnmary

Who Should Read This Report and Why? Civil service and uniformed officers with
authority over the Defense Security Service and Central Adjudication Facilities and people
who employ the Defense Security Service should read this report. The report discusses
the reliability and quality of services provided on personnel security investigation
contracts.

Background. This report is the second of two reports that discuss an allegation
concerning the management and business practices of the Defense Security Service. These
reports are in response to an October 2001 anonymous letter to the Assistant Secretary of
Defense (Command, Control, Communications and Intelligence), the Office of the
Inspector General of the Department of Defense, and other Government officials alleging
mismanagement and misconduct at the Defense Securnity Service. The Director, Defense
Security Service, who received a copy of the allegation, requested that the Office of the
Inspector General of the Department of Defense evaluate the allegation.

This report specifically addresses the acquisition and contracting practices of the Defense
Security Service for personnel security investigations. The Defense Security Service
provides investigative services to conduct personriel security investigations and
investigations of unauthorized disclosure of classified information for DoDD Components,
their contractors, and as directed by the Assistant Secretary of Defense (Command,
Control, Communications, and Intelligence) for other U.S. Government departments and
agencies. The Defense Secunty Service established a program to contract with private
sector entities to augment its investigative capabilities. Since September 1999, the Defense
Security Service awarded six contracts for mvestigative services to alleviate a backlog of
personnel security investigation cases. The Defense Secunty Service used the contracting
officers at the 11th Contracting Squadron at Bolling Air Force Base to support
contracting efforts from September 1999 to July 2002.

Results. The Defense Security Service maintained a control environment that was not
conducive to effectively managed contracts that complied with laws and regulations
{finding A). This report discusses four specific outcomes from the control environment.
The Defense Security Service contracting staff dic not comply with regulations when
modifying contracts and the contracting officers did not adequately monitor contracting
activity. Those actions led to incomplete and untimely services and to risk of financial
liability (finding B). The Defense Security Service also did not implement an effective

* As of May 8, 2003, the functions of this office were separated into the Office of the Under Secretary of
Defense for Intelligence and the Office of the Assistant Secretary of Defense for Networks and
Information Integration
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quality assurance program. That program’s limitations resulted in uncertainty about the
investigations completed by contractors (finding C). Additionally, the Defense Secunty
Service did not reconcile orders, receipts, invoices, and payments. The insufficient
reconciliation led to overpayments, erroneous payments, and fund shortages on specific
orders (finding D). Further, the Defense Security Service did not adequately account for
and contro] credentials that identified investigators. The control practices resulted in
unknown disposition for 11 percent of credentials provided to contractors and exposure to
inappropriate use of credentials {(finding E). We recommend that the Defense Secunty
Service improve its overall control environment for contracting; train and enable staff to
follow regulatory and contractual requirements; and implement procedures for quality
assurance, invoice reconciliation, and credential accountability and control. We
recommend that the Commander, 11th Contracting Squadron provide training and
establish oversight of contracting officers.

On January 24, 2003, the Deputy Secretary of Defense approved Management Initiative
Decision 908, “Re-engineering the Personnel Security Program.” When DoD implements
the initiative, DoD will acquire personnel security investigation services from the Office of
Personnel Management and divest itself of those activities. In early February, DoD
formed two teams to implement the decision. We therefore recommend that the Under
Secretary of Defense for Intelligence direct the implementation teams to establish
management controls and well-defined processes for acquiring personne! security
investigation services under the re-engineered program.

Management Comments and Audit Response, We did not receive formal comments
from the Office of the Assistant Secretary of Defense (Command, Control,
Communications, and Intelligence). We request that the Under Secretary of Defense for
Intelligence provide formal comments to this report. Comments received from the Acting
Director, Defense Security Service were generally responsive. The Defense Security
Service has taken or plans to take actions to improve its control environment; to train and
enable staff to follow regulatory and contractual requirements; and to implement
Oprocedures for quality assurance, invoice reconciliation, and credential accountability and
control. However, we request that the Defense Security Service include the reported
weaknesses and corrective actions in personnel security investigation contracting services
in its 2003 annual statement of assurance. The Air Force comments were not responsive;
however, based on those comments, we added a recommendation on the contracting
officer’s effective oversight and support. See the Findings section of the report for a
discussion of management comments and the Management Comments section of the
report for the complete text of the comments. We reques: that the Under Secretary of
Defense for Intelligence; the Acting Director, Defense Security Service; and the
Commander, 11th Contracting Squadron provide comments on the report by July 30,
2003.
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Background

Letter of Allegations. This report is the second of two reports that discuss
allegations concerning the management and business practices of the Defense
Security Service (DSS). This report specifically addresses the acquisition and
contracting practices of the DSS. In October 2001, the Assistant Secretary of
Defense (Command, Control, Communications, and Intelligence) [ ASD (C31)], the
Office of the Inspector General of the Department of Defense {OIG DoD), and
other Government officials received an anonymous letter alleging mismanagement
and misconduct, including contracting practices, at the DSS. The letter included
an allegation that DSS duplicated investigative work that ASD (C3I) diverted to
the Office of Personne! Management. In addition, the letter alleged that DSS
continued to award contracts even though none of the contractors met their
investigative requirements. The Director, DSS, who received a copy of the
allegations, requested that the OIG DoD evaluate them.

The DSS Mission. DSS provides security services to the DoD under the
direction, authority, and control of the ASD (C3I). Effective May 8, 2003,

ASD (C31) intelligence and security resources and authorities were transferred to
the Office of the Under Secretary of Defense for Intelligence. The DSS mission is
to provide a single, centrally located investigative service to conduct personnel
security investigations (PSIs) and investigations of unauthorized disclosure of
classified information within the 50 States, the District of Columbia, and the
Commonwealth of Puerto Rico for DoD Components and their contractors, and as
directed by ASD (C3I), for other U.S. Government departments and agencies. In
addition, DSS provides education, training and security awareness to DoD and
other U.S. Government organizations and industry.

The PSI Contracting Program. The DSS established a program for contracting
with private sector entities to augment DSS investigative capabilities. Since
September 1999, DSS awarded six contracts to alleviate the backlog of PSIs
estimated to be between 500,000 and 900,000 cases. According to the PSI
contract terms, the contractors should comply with DSS regulations and guidelines
and national investigative standards. During FY 2002, DSS developed two
solicitations to continue contracting to alleviate the backlog of PSls.

Contracting Officer Support. From September 1999 to July 2002, DSS used the
11th Contracting Squadron at Bolling Air Force Base to award and administer five
of six contracts to reduce the PSI backlog. The General Services Administration
awarded and administered the sixth contract, which is not discussed in this report.
DSS planned to use the Defense Contracting Command Washingion, then a Naval
Air Warfare Center contracting office, to award post-July 2002 PSI contracts.



Objectives

The primary audit objective was to review DSS contracting practices for the PSI
program. Specifically, we evaluated the overall control environment,
modifications to the contract, the quality assurance program, security of Privacy
Act information, procedures for invoice payments and contractor billings, and
accountability for investigator credentials issued to contractors. We also reviewed
the adequacy of the management control program as it related to the audit
obiective. See Appendix A for a discussion of the scope and methodology and our
review of the management control program. See Appendix B for prior coverage
related to the objectives.



A. Personnel Security Investigation
Contracting Control Environment

The DSS management did not foster a positive environment for PSI
contracting program because it regarded reducing the investigation backlog
as its overriding priority. In addition, DSS PSI contracting program
managers and contracting officer representatives (CORs) had no contract
experience, limited contract training, and little incentive to follow the
Federal Acquisition Regulation (FAR) and other contract discipline.
Specifically, DSS did not:

e have an effective management control program in place;

e disclose contracting for PSIs as a material weakness in its
annual statement of assurance,

« assess the skills and abilities required for overseeing the PSI
contracts; or

¢ promote compliance with FAR and DSS standards or
implement procedures over contract quality, completeness and
accountability.

As a result, DSS cannot account for the quality of contractor-performed
investigations, payments made to contractors, or credentials provided to
contractors. Additionally, DSS cannot effectively measure performance of
the PCI contracting program and determine whether the program achieved
its goals,

Requirements for the Management Control Program

DSS did not effectively evaluate the PSI contracting program as required by Office
of Management and Budget {OMB) circulars, General Accounting Office (GAQ)
standards, or DoD regulations.

OMB Circular A-123, OMB Circular A-123, “Management Accountability and
Control,” June 1995, provides guidance to Federal managers on improving the
accountability and effectiveness of Federal programs and operations by
establishing, assessing, correcting, and reporting on management controls.
Management controls are defined as the organization, policies, and procedures
used by agencies to make sure that programs achieve their intended results;
resources are used consistently with an agency’s mission, program resources are
protected from waste; laws and regulations are followed; and reliable information
15 obtained, maintained, reported, and used for decision making.

GAO Management Control Standards. GAO established the minimum level of
quality acceptable for management control in Government, which it refers to as
internal control in its publication, “Standards for Internal Control in the Federal
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Government,” November 1999. That publication sets the mintmum standards in
five areas: contro] environment, risk assessment, control activities, information
and communication, and monitoring. In August 2001, GAQO issued the
publication, “Internal Control Management and Evaluation Tool.” The evaluation
tool is not mandatory. It provides a systematic, organized, and structured
approach to assessing internal controls using sets of questions and criteria for
achieving effectiveness and efficiency of operations, reliability of financial
reporting, and compliance with laws and regulations. The tool is also usefu! for
evaluating the objective of safeguarding assets from fraud, waste, and abuse.

DoD Management Contrel Program. DoD Directive 5010.38, “Management
Control (MC) Program,” August 26, 1996, requires DoD organizations to
implement a comprehensive system of management controls that provides
reasonable assurance that programs are operating as intended. In addition to
providing a system of controls, managers are to periodically evaluate and report on
the adequacy of the controls, according to the Directive.

DoD Management Control Procedures. DoD Instruction 5010.40,
“Management Control Program Procedures,” August 28, 1996, implements policy,
assigns responsibilities, and prescribes procedures to achieve the program that
DoD established in Directive 5010.38.

DSS Management Control Program

DSS did not have an adequate management control program in place to ensure that
its program of contracting for PSIs achieved effective results, followed laws and
regulations, and produced and reported reliable information for decision-making
purposes. In FY 2000, DSS management designated the PSI program overall as a
high-risk management control area because of quality and backlog issues. In the
FY 2001 statement of assurance, the Director of DSS identified the PSI
contracting program as part of the corrective action to reduce the backlog and
provide timely investigations.

The FY 2002 statement of assurance reported no material management control
weaknesses. However, as of January 2003, DSS management and the PSI
contracting program staff had not completed an evaluation of the management
controls over the PSI contracting program. Although the Office of the DSS
Inspector General evaluated and intemnally reported results for several areas of
operations, including the PSI contracting program, DSS management did not
include the results as material weaknesses in 1ts FY 2002 statement of assurance.

Disclosures in the FY 2002 Statement of Assurance

The Annual Statement of Assurance, November 1, 2002, states that the Acting
Director, DSS, “.. can provide reasonable assurance that adequate management

4
—FOR-OFFEAEHSE-ONEY—



controls are in place and operating effectively.” In cur opinion, DSS management
should have disclosed the PSI contracting program as a material control weakness
in that statement of assurance because the contracting program represented
significant resources, received high interest from Government and public
observers, and had systemic weaknesses that reduced the reliability of DoD
personnel security investigations.

The PSI contracting program represented significant resources. The funding for
the PSI contracting program was $24.7 million of $494.2 million (approximately
5 percent) budgeted for DSS in FY 2002. The funding for the PSI contracting
program grew mn FY 2003 to $34.7 million of the $450,1 million (approximately
7.7 percent) budgeted for DSS in FY 2003. We consider the funding of the PSI
contracting program to be significant to the total DSS program.

The PSI program overall received high interest from Government and public
observers. Congress conducted hearings on the investigative process and
mandated that DSS reduce the backlog. GGAO examined and reported on the PSI
program in GAQ Report No. NSIAD-00-12, “Inadequate Personnel Security
Investigations Pose National Security Risks,” October 1999. In addition, the press
periodically reported on PSIs and the DSS.

The PS1s performed by contractors, as part of the overall PSI program, provide
the information upon which security clearances are granted, denied, suspended, or
revoked, as well as the basis for determining eligibility to occupy sensitive
positions. Contractor-performed PSIs therefore affect our nattonal security.
Based on the resources allocated, external interest, and observed weaknesses, the
PSI contracting program was a high-risk area for DSS.

Assessing Vulnerability to Risk. In June 2000, the managers of the PSI
contracting program division reporied that they assessed the PSI contracting
program as having a low averall vulnerability to risk. The DSS Leadership
Council later reviewed the assessment for appropriateness and changed the PSI
contracting program to a high-nisk rating. After their initial risk assessment, the
managers of the PSI contracting program did not perform any other evaluations to
identify and report weaknesses within the system of management controls aver the
PSI contracting program. Because the managers had not evaluated the system of
controls over the PSI contracting program, they had no basis of assurance for
claiming that the program effectively contributed to resolution of the backlog in
the overall PSI program.

Reporting Weaknesses in Management Controls. The DSS management did
not adequately report the weaknesses in the PSI contracting program. Although
management did not evaluate the controls over the PSI contracting program, it had
access to information regarding ongoing investigations by the Defense Criminal
Investigative Service (DCIS). In addition, the managers of the PSI contracting
program received internal reports from the DSS Inspector General and other
sources concerning the PSI contracting program’s operations. The DSS Inspector
General provided a statement that recommended the PSI contracting program be
included as a weakness in the statement of assurance. Despite multiple indicators
of weaknesses, DSS management declared the PSI contracting program free of
material weaknesses.

5
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O1G DoD Reviews. Inits FY 2002 annual statement of assurance, DSS
management inappropriately implied that the OIG DoD approved 1ts FY 2003
contracting program. DSS stated that, “The contracting program for upcoming
FY 03 has been vetted thoroughly with the Depariment of Defense Inspector
General’s office. . . .” The OIG DoD reviewed the PSI contracting program;
however, it had not completed its review of the PSI contracting program when the
Acting Director signed the statement of assurance. This report discusses the
results of the OIG audit of the PSI contracting program. In our opinion, the audit
results do not support the statement of assurance regarding material weaknesses
because the PSI contracting program had pervasive weaknesses that made the
program as a whole a material contro] weakness for the organization. The audit
results are discussed in detail throughout this report.

Assessing and Acquiring Skills for Overseeing Contractors

DSS had not adequately assessed the skills or obtained training to acquire the skills
that its personnel needed for overseeing the PSI contracting program. DSS
appointed personnel experienced in investigations but not contracting to oversee
the PSI contracts. Of five CORs appointed to oversee the PSI contracts, one had
contracting expenence as a contractor employee and one had contracting
experience as a COR for 2 years on another Government agency’s contract. The
CORs expressed concern about the training and preparation to oversee the PSI
contracts and acknowledged that they were unfamiliar with FAR requirements.

For their duties as CORs, the CORs received a 40-hour training course,
“Contracting Officers Representative Course,” from a commercial provider. The
training did not include discussions specific to particular contracts, such as the PSI
contracts or the corresponding requirements applicable to the PSI contracts for
evaluating quality and inspecting and accepting services.

DSS also appointed personnel as PSI contracting program managers who were
experienced in investigations but not in contracting. The PSI contracting program
managers received no training in contracting requirements or the laws and
regulations that apply to contract execution and administration. The PSI program
managers supervised the CORs and established procedures that channeled all
communication for the contracts through the program manager, excluding direct
communication between the CORs and the contracting officers and other advisors.
The CORs’ communication with contracting officers is discussed further in
finding B,

Without more extensive contracting expenence and training and informed
supervision, the PSI contracting program staff cannot adequately advise and
oversee the PSI contractors and comply with applicable laws and regulations.



Complying with FAR and DoD Standards

The DSS managers did not promote compliance with FAR and DoD standards.
Contrary to FAR provisions that modifications to contract terms be made in
writing by the contracting officer as the authorized Government representative, the
PSI contracting program manager for DSS directed contractors to perform
services other than as described in the coniract statement of work. In addition, the
PSI contracting staff allowed departures from standards established in DoD
regulations and referenced in the statements of work for timely response,
protecting data, and providing credentials to investigators. See finding B for a
discussion of modifications to contracts and timely response, finding C for
protecting data, and finding E for providing credentials.

Establishing Quality Assurance Procedures

DSS had not established adequate procedures for testing the quality of contractor-
performed PSI services, DSS also had not developed specific plans for inspecting
contractors’ aperating procedures for compliance with the statements of work and
DoD requirements referenced in the contrects. See finding C for a detailed
discussion of quality assurance.

Management Emphasis on Backlog

The PSI contracting program staff and senior management of DSS were cager to
decrease the backlog of investigations and emphasized that goal over management
control procedures. Management reported the backlog of requests for PSls as a
material weakness in its FY 2000 and FY 2001 statements of assurance. The
backlog of requests for PSIs had received attention from GAO and from Congress,
so DSS management perceived considerable pressure to reduce the backlog. As
reported in its FY 2001 statement of assurance, DSS considered the contracts for
PSIs to be part of the solution to the backlog. Briefings throughout the period,
from 1999 when the backlog was discussed in a GAQO report to the present,
focused on reducing the backlog. DSS wanted to reduce the backlog of PSIs.

Measuring Performance of the PS] Contracting Program

As aresult of the control environment, DSS could not account for the quality of
contractor-performed investigations. During the execution of the contracts, the
reliability of the investigations came into question. DSS had no quabty review
products with which to respond to questions about the reliability and completeness
of the cases. Quality assurance is discussec further in finding C.

In addition to uncertainty about the quality of investigative services, DSS
experienced uncertainty regarding payments made to contractors. DSS did not

7
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systematically reconcile the services received to those ordered and paid, so closing
out the contracts was impaired. The billings for services received and payments
made are discussed further in finding D.

Another uncertainty that DSS experienced was whether contractors were issuing
credential documents to persons who had the appropriate security qualifications
and employment relationships. Credential documsnts and their issuance are
discussed further in finding E.

The compilation of uncertainties affected DSS management’s ability overall to
measure performance of the PS] contracting program. The uncertainties about
quality and billing could have generated additional investigative work and

negatively affected the program goal to decrease the backlog of investigations.

Recent Developments Affecting PSI Contracting Program

As reported in the November 2002 statement of assurance, in October 2002,

DSS senior management aligned the PSI contracting program oversight with the
internal PSI program in the PSI Directorate. DS senior management assigned
activities involving acquisition of PSIs by contract to the Resources Directorate.
In December 2002, the PSI contracting program oversight office began instituting
and writing positive procedural changes, such as dlirect communication between
CORs and contracting officers. In January 2003, the Navy Air Command awarded
three contracts for DSS to obtain PSI services for the remainder of FY 2003, All
three contracts awarded included two 1-year options.

On January 24, 2003, the Deputy Secretary of Defense approved Management
Initiative Decision 908, “Re-engineering the Personnel Security Program.” When
DoD implements the initiative, DoD will acquire PSI services from the Office of
Personnel Management (OPM) and divest itself of PSI activities. In early
February, as a result of the approved Management Initiative Decision 908, DoD
formed two teams to implement the decision--one team to transform DSS into a
new agency and another to transfer the PSI function to OPM. DSS should follow
sound management practices to acquire services on PSI contracts in the transition
period (the remainder of FY 2003). In addition, ASD (C3I) should emphasize
management controls and procedures to fit the re-engineered PSI program and the
transformed DSS. Including management controls and procedures in the transition
plans could ensure that negative aspects of the DSS contracting control
environment do not migrate to the transformed DSS or influence the re-engineered
PSI program.

Management Comment to the Finding and Audit Response

Management Comment. The Acting Director, Defense Security Service
disagreed in part with Finding A, stating that given the number of “fixes” that the
agency had undertaken or begun, the decision not to report any weaknesses for
contracting services in the Annual Statement of Assurance was reascnable.

8
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However, the comments also state that the Defense Security Service does not
dispute the finding.

Audit Response. We maintain our position that the Defense Secunity Service
should report personnel security investigation contracting services as a material
management control weakness. However, we did not intend that the Defense
Security Service amend its 2002 annual statement of assurance, rather, the Defense
Security Service should report it as a material weakness in its 2003 annual
statement of assurance as described below.

Recommendations, Management Comments, and Audit
Response

Revised Recommendation. As a result of the Acting Director, Defense Security
Service comments on the annual statement of assurance, we revised draft
Recommendation A.2.b. to clarify our intent for reporting personnel security
investigation contracting services as @ material management control weakness in
the 2003 annual statement of assurance.

A.1. We recommend that the Assistant Secretary of Defense (Command,
Control, Communications and Intefligence) direct the team that is
transitioning the personnel security investigations te the Office of Personnel
Management to provide a well-defined process that communicates the roles
and responsibilities of DoD in accepting investigations, assessing
investigation quality and timeliness, and reconciling billings and payments

Management Comments. The Office of the Assistant Secretary of Defense
{Command, Control, Communications anc! Intelligence) did not provide formal
comments on the report. However, the Deputy Secretary of Defense (Security and
Information Operations) agreed with the recommendation and provided informal
comments that stated that the transition team is implementing a new management
and organization structure for the Defense Security Service. Accordingly, the new
structure is being designed to put in place an effective, comprehensive set of
management controls to counter the problems addressed in the report.

Audit Response. The Assistant Secretary of Defense (Command, Control,
Communications, and Intelligence) did not provide formal comments to the report.
Therefore, we request that the Under Secretary of Defense for Intelligence provide
formal comments on the report.

A.2. We recommend that the Acting Director of the Defense Security
Service:

a. Enforce compliance with contracting guidance and regulations,

b. Report personnel security investigation contracting services as a
material management control weakness for the Defense Security Service in
the 2003 Annual Statement of Assurance including completed corrective
actions.

9
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¢. Provide adequate controls for overseeing existing contracts for
personnel security investigation.

Management Comments. The Acting Director concurred with
Recommendation A.2.a., stating that from the summer of 2001 through the winter
of 2002, the Defense Security Service hired additional trained and experienced
personnel to fully support the program. The Acting Director also concurred with
Recommendation A.2.c. by establishing the position of the Acting Assistant
Deputy Director for Augmentation to oversee the program and the award of new
PSI contracts.

The Acting Director nonconcurred with Recommendation A.2.b. about the need to
report personnel security investigation contracting services as a material weakness,
but did not provide an alternative action other than stating that the Defense
Security Service had improved and had plans to iraprove its procedures.

Audit Response. The Acting Director’s comments were responsive to
Recommendations A.2.a and A.2.c. As of December 2002, the Defense Security
Service had restructured the Acquisition Division and hired additional experienced
staff to oversee new contracts beginning in January 2003. We considered
management’s comments on Recommendation A 2.b. and revised the
recommendation to clarify reporting of personnel security investigation contracting
services as a material management control weakness in the 2003 annual statement
of assurance. We request that the Acting Director, Defense Security Service
provide comments on the revised recommendation.
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B. Directing and Administering Contract
Terms and Conditions

The DSS PSI contracting program staff directed the contractors verbally
and by email to vary the terms of the PSI contracts, By modifying the
tertns of the contracts verbally and by email, the PSI contracting program
staff did not comply with the FAR. The PSI contracting program staff
made unauthorized modifications because they had limited qualifications
and training and received inadequate oversight from contracting officers to
ensure that they effectively implemented contracting regulations. Asa
result, the Government received incomplete, late, and substandard services.
In addition, DSS paid inappropriate rates in some cases and risked
additional financial liability in other cases.

Regulation and Contract Provisions for Modifying Contract
Terms

Regulation on Executing Contract Modifications. FAR part 43, “Contract
Moadifications,” 43.102, “Policy,” identifies the general policy for contract
modifications. It states that only contracting officers acting within the scope of
their authority are empowered to execute contract modifications on behalf of the
Government. The FAR further states that other Government personnel! shall not:

e Execute contract modifications,

s Actin such a manner as to cause the coniractor to believe that they
have authority to bind the Government; or

e Direct or encourage the contractor to perform work that should be the
subject of a contract modification.

Contract Provisions. In its statements of work for the PSI contracts, DSS states
that the contracting officer is the only person authorized to approve changes in any
requirement. The statement of work also states that any changes directed by any
person other than the contracting officer will be considered made without
authority, and that the contract price will not be adjusted to cover any increase in
costs.

Directing Contractors

The DSS PSI contracting program staff did not comply with the FAR.
Specifically, the PSI contracting program staff, without contracting officer
approval or contract modification, directed the contractors to perform services
other than as described in the contract statements of work, and adjusted the
amount paid for services. The PSI contracting program managers verbally and
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electronically communicated modifications to each of the PSI contractors. The
verbal modifications included changes to preapproved standards without the
contracting officer’s incorporating the change into the contract by a formal
modification document. For example, e-mai! correspondence in contract
F49642-00-D-5002 stated that the PSI contracting program manager approved the
contractor’s requested extensions of performance periods on task orders without
the contracting officer’s approval or documented modification of the contract.

The statements of work clearly stated that any chunges at the direction of a person
other than the contracting officer would be withont authority and would receive no
adjustment in contract price.

Adjusting Rates and Services

The PSI contracting program staff did not request price, schedule, or workload
adjustments through the contracting officer. The PSI contraciing program staff
verbally modified the contract by paying for a different type of investigation than
the contract line item specified, acﬁusting the number of days scheduied to
complete an investigation, and assigning more investigations to the contractor than
originally agreed upon in the contract.

For example, on contract F49642-99-D-5002, the PSI contracting program staff
required the contractor to perform investigations ;ontrary to policy stated in
DSS 20-1-M, “Personnel Security Investigations IManual,” October 15, 1999, and
the September 10, 2001, updated version. The PSI contracting program staff
verbally authorized the contractor to change the type of investigation to provide
more extensive coverage. The contractor changed the case type of at least

46 investigations that would have required a modification to the task order
quantity of investigations and funding amount. The contractor requested a
modification to the contract and insertion of the policy change ta the DSS
handbook; however, the PSI contracting program staff took neither action.

In another example of verbal modification from contract F49642-00-D-5002, the
contract called for the contractors to receive 100 investigations per day, however,
the PSI contracting staff assigned between 400 and 500 investigations per day.
The contractor requested a modification extending the delivery schedule because
the per day tasking was greater than its planned resources. Although the PSI
contracting program staff discussed schedule adjustments, those adjustments were
not incorporated in the contract by modification until several months after the
modifications occurred. Though there were no penalties for late delivery of
investigations, the contractor wanted to document in a contract modification the
time extensions discussed with the PSI contracting program staff. We believe that
extending the timeframes would have been reasonable, given the increased
workload of the contractors, and that the extensions should have been negotiated
and documented in a contract modification.

12



Developing a Qualified and Trained Acquisition Staff

The DSS staff in the PSI contracting program were inadequately qualified and
trained to implement contracting regulations effectively. The staff members were
responsible for reviewing completed investigations, processing invoices, and
providing technical assistance to the contractors. Discussions with the staff
indicated that they had only limited training and experience in contracting when
DSS awarded the PSI contract. Most of the staff members were investigators
before becoming PSI contracting program staff.

The disadvantages of limited contract-related training and experience were
amplified because DSS management did not emphasize contract roles and
authorities to employees. In particular, the program managers did not advise the
CORs of the consequences of unauthorized changes or recommendations to a
contract. The PSI contracting program managers routinely lefi the staff out of
discussions with the contracting officers on PSI contract issues and discouraged
the CORs from interacting with the contracting officers.

Contracting Actions

Contracting officers ensure that all requirements of law, executive orders,
regulations, and all other applicable procedures, including clearances and
approvals, have been met before a contract can be entered into by the Government.
Contracting officers have authority to enter into, administer, or terminate
contracts, make related determinations and findings, and bind the Government only
to the extent of the authority delegated to them. In addition, contracting officers
are responsible for ensuring performance of all necessary actions for effective
contracting, ensuring compliance with the terms of the contract, and safeguarding
the interests of the Government in its contractual relationships.

The contracting officers at the 11th Contracting Squadron, Bolling Air Force Base
did not provide effective oversight to ensure that DSS followed contracting
regulations. Specifically, contracting officars continued to allow the PSI
contracting program staff to verbally communicate changes directly with the
contractor, operating against regulations and guidelines. The contracting officers
assigned did not impose a cure to the violations through written communications,
despite several e-mails sent by the contractors regarding the conduct of DSS
management staff assigned to the PSI contracting program.

The contracting officers did not make modifications to the contract when they
realized the contractors were performing work outside the requirements of the
contract. Also, the contracting officers allowed the contractors to execute changes
to the type of investigations without modifying the contract funding. In addition,
the contracting officers did not enforce an effective working relationship with the
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CORs on the DSS staff. The Defense Federal Acquisition Regulation authorizes
contracting officers to designate CORs to perform specific technical duties on their
behalf The CORs and the contracting officers should maintain a close relationship
to ensure that the contract is administered according to the FAR.

Assuring Services Quality and Costs

As a result of unauthorized direction to contractors, DSS accepted incomplete,
late, and substandard services. In addition, DSS paid inappropriate rates in some
cases and risked additional financial liability in other cases.

Acceptance of incomplete and late investigations posed risks that eligibility for
access to classified information was granted to individuals based on incomplete
information and that customers were not able to place personnel in key positions to
help complete their mission.

DSS assigned additional investigations that were not agreed to in the terms of the
contract. DSS risked fipancial hiabilities because there was no assurance that the
funding was available to pay for the additional work performed by the contractors.

Management Comments on the Finding and Audit Response

Management Comments, The Commander, 11th Contracting Squadron
nonconcurred with finding B, stating that barriers beyond the 11th Contracting
Squadron’s control hampered its ability to hold the Defense Security Service
accountable to their agreement. Those barriers delayed and prevented the 11th
Contracting Squadron from complying with all contract terms and conditions
during the performance of the contracts.

Audit Response. We acknowledge that the Defense Security Service presented
barriers that interfered with the 11th Contracting Squadron’s oversight and
support and have added a recommendation to the 11th Contracting Squadron that
will aid their ability to provide effective oversight and support and to monitor
contracting officer operations for contacts maintained with customer
representatives, We request that the Commander, 11th Contracting Squadron
reconsider his position and provide additional cominents in response to the final
report.

Recommendations, Management Comments, and Audit
Response

Revised Recommendation. As a result of the 11th Contracting Squadron’s
comments, we revised draft report Recommendation B.2.a. to clanfy the actions
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needed to establish procedures that would respond to barriers from customers that
interfere with the contracting officer’s effective oversight and support.

B.1. We recommend that the Acting Director of the Defense Security
Service:

a. Direct contracting officer representatives to consult directly with
contracting officers on clarifications and modifications to the contract and on
questions about technical guidance,

b. Direct assigned personnel security investigation contracting staffl to
adhere to the Federal Acquisition Regulation and other contracting laws and
regulations,

Management Comments. The Acting Director of the Defense Security Service
concurred with the recommendation and datailed the former Deputy Inspector
General as the Acting Assistant Deputy Director for Augmentation to oversee the
program and the award of new PSI1 contracts. The Acting Assistant Deputy
Director for Augmentation has encouraged and permitted direct contact and
consultation between CORs and other advisory personnel.  Additionally, the
Defense Security Service Office of General Counsel and the Naval Air Warfare
Center jointly developed an in-house, training course on contract administration
and hired additional staff with knowledge and training in the applicable Federal law
and regulations.

Audit Response. The Defense Security Service comments are fully responsive,
We consider the additional training to reinforce knowledge and compliance with
Federal laws and regulations a positive step and commend the Defense Security
Service for its actions.

B.2, We recommend that the Commander, 11th Centracting Squadron of
the Department of the Air Force:

a. Establish procedures that wonld respond to barriers from
customers who interfere with the contracting officer’s effective oversight and
support.

b. Monitor contracting officer operations for contacts maintained
with customer representatives.

Management Comments. The Commander, 11th Contracting Squadron
nonconcurred, stating that the 11th Squadron’s ability to hold the Defense Security
Service accountable to their agreement was hampered by barriers beyond their
control.

Audit Response. We acknowledge that barriers existed with the Defense Security
Service; however, we do not agree that those barriers were beyond the control of
the contracting officer to provide effective oversight and support to ensure
compliance with contract terms and conditions. Procedures the contracting
officers might use would be notifying the managers of both the customer and the
11th Contracting Squadron chain of command of the barriers experienced. After
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the managers are notified, the contracting officers should formally request that the
customer change personnel or procedures that are creating the barriers. We
considered management comments on Recommendation B.2.a. and revised the
recommendation to clarify the need to establish procedures to respond to barriers
that interfere with the contracting officer’s effective aversight and support. We
maintain that the 11th Contracting Squadron should monitor contracting officer
operations for confacts with customer representatives. We request that the
Commander, 11th Contracting Squadron provide additional comments on the
revised Recommendation B.2.a. in response to the report.
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C. Quality Assurance Program

DSS did not implement an effective quality assurance program to ensure
that contractors performed quality investigations and conformed to
administrative, training, and managerial requirements, such as protecting
Privacy Act information. DSS had not implemented an effective quality
assurance program because it had not documented specific quality
assurance factors and evaluation methodology for overseeing contractor
performance. As a result, DSS could not ensure that the contractors
conducted investigations according to relevant laws and regulations and
that highly sensitive documents and information were safe from misuse and
compromise,

Requirements for Quality Assurance and Safeguarding
Privacy Act Information

The FAR and the statement of work provide guidance on quality assurance
programs, including contractors’ responsibility to protect Privacy Act information.

FAR Quality Assurance. FAR subpart 46.4, “Quality Assurance,” states that
guality assurance shall be performed at the times and places necessary to determine
that services conform to contract requirements. The FAR further states that the
surveillance plans for quality assurance should be prepared in conjunction with the
statement of work. Government contract guality assurance is defined as various
functions, including inspection, perfcrmed by the Government to determine
whether a contractor has fulfilled the contract obligations pertaining to quality and
quantity.

Statement of Work Quality Assurance.  The statement of work says that DSS
will initiate a quality assurance surveillance program that adequately ensures the
quality and timely performance of all requirements in the statement of work. In
addition, three of the contract statements of work stated that DSS would ensure
compliance with the provisions of the statement of work through a 100-percent
review of investigations with negative information, random sampling of completed
investigations without negative information, and review of administrative, training,
and managerial processes,

Significance of Quality Assurance

Quality assurance is essential to the personnel secunty investigation process
because it provides assurances that DaD grants eligibility to access classified
information and to occupy sensitive positions based on valid, complete information
and pays for the services and conditions for which it contracted. An effective
quality assurance program for PSI services should ensure that contractor-
performed investigations included following leads, checking for criminal activities,
and interviewing personal references. For example, if the contractors do not
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conduct background checks, a criminal act could be missed and the information
would not be included in the final report of investigation used to determine
whether or not the individual is eligible for access to classified information or to
occupy a sensitive position. That missed criminal record could result in an
unqualified individual gaining access to sensitive or classified information that s
vital to national security.

Controls for Investigative Quality and Information

DSS did not implement an effective quality assurance program to determine
whether contractors performed quality investigations and conformed to
administrative, training, and managerial requirements, such as protecting Privacy
Act information. In addition, DSS did not provide records to show that it
evaluated investigations to determine whether contractors completed background
checks, interviewed all personnel, or performed investigations according to Federal
and agency policies.

From May 200! to August 2001, DSS monitored contract investigators in the
same way that it monitored its internal investigators, by accompanying the
investigator and evaluating performance and compliance with DSS investigative
standards. DSS conducted eight evaluations during that period, Seven of the
eight contractor investigators failed their evaluations, meaning that they were not
performing according to DSS investigative standards. Reviewing performance of
contract investigators was contrary to the non-personal service type of contract
that DSS had for investigative services. The DSS contracts were for investigative
services that are specifically described as non-personal. According to FAR 37.104,
“Personal Services Contracts,” non-personal services preclude an employer-
employee relationship between Government personnel and contractor personnel.
One criteria for whether services are non-personal in nature is whether the service
can be specifically ordered with the right to reject the finished product or result.

DSS did not have a formal or documented process for evaluating investigations for
the PS1 contracts awarded before August 2000. DSS staff began evaluating
investigations in October 2001, DSS management instructed staff to set a goal of
evaluating 20 investigations per week. However, management did not provide
instruction to evaluate a certain number of cases by type of case as required by the
provisions in three of the statements of work. Before October 2001, DSS staff
evaluated investigations when they were returned by the DSS case analysts at the
Personnel Investigations Center. Those evaluations were limited; the focus was to
ensure that the contractors completed all investigative feads. However, DSS staff
éiddnot evaluate the investigations to make sure the contractors performed those
leads.

The evaluations of contract investigators and the limited number of cases were the
only indications that DSS provided quality assurance and oversight. DSS
discontinued evaluating contract investigators’ performance. The DSS evaluations
of reports of investigation by CORs and case analysts did not meet the terms of
quality assurance outlined in the statement of work. According to three of the
statements of work, DSS would ensure compliance by reviewing 100 percent of
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the investigations with issues and a sampling of investigations without issues.
However, those statements of work did not describe what constitutes a review.
DSS could not provide operating procedures or acquisition plans that described
the basis for review. Further, the statement of work specifies that inspection and
acceptance of the contractor performed investigations would occur at destination,
which we interpret to mean that the report of investigation would be examined for
cosnépleteness and adherence to standards ‘when delivered as a completed case to
D

Plans and Resources for Quality Functions

DSS had not implemented an effective quality assurance program because it had
not documented specific quality assurance factors and an evaluation methodology
for overseeing contractor performance.

DSS management had not prepared a quality assurance program. The statement of
work states that DSS will initiate a quality assurance program that adequately
ensures the quality and timely performance of all requirements of the statement of
work and may direct corrective measures as appropriate. Plans and procedures for
evaluating the quality of products and services are a requirement of Federal
Management Control Standards and the FAR. DSS management did not require
procedures for quality assurance of the contractor-performed investigations. DSS
initially had a quality assurance program, but it was terminated shortly after it
began. The program was modeled after an intemal DSS program for its
employees, but 1t was inappropriate because reviewing performance of contractor
investigators was contrary to the non-personal service contract that DSS had for
investigative services.

DSS staffing was not sufficient to evaluate the quality of investigations. The PSI
contracting program staff had five members assigned as CORSs for the five PSI
contracts, which meant that only one staff member was responsible for each
contractor. The contracts averaged 11 task orders, each with an average of
2,445 investigations per task order. Realistically, one staff member could not
evaluate and test the investigation and verify completeness and adherence to
standards for 100 percent of cases with negative information and a sampling of
cases without negative information for each contract.

Instead of planning and providing adequate resources for quality assurance, DSS
attempted, in three of the statements of work, to transfer the responsibility for
reviewing the investigations to the Central Adjudication Facilities. Specifically, the
statements of work described completed investigations as investigations that
adjudicators deemed complete. The statements of work further stated that the
adjudicators demonstrated acceptance by riot returning the investigation for
corrective action. Because the Central Adjudication Facilities were not a part of
DSS, and thus not a party to the contracts, the DSS transfer of responsibility
through the statement of work was not appropriate.
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Safeguards for Information and Documents

FAR Privacy Act Provisions. FAR 24,104, “Contract Clauses,” states that when
the design, development, or operation of a system of records on individuals is
required to accomplish an agency function, the contracting officer shall insert the
following specific FAR clauses:

FAR 52.224-1, “Privacy Act Notification.” The clause states that the
contractor will be required to design, develop, or operate a system of
records on individuals, to accomplish an agency function subject to the
Privacy Act of 1974 and applicable agency regulations. Violation may
involve the imposition of criminal penalties.

Part 5§2.224-2, “Privacy Act.” The clause states the contractor agrees to
comply with the Privacy Act of 1974 and the agency rules and regulations
issued under the Act in the design, development, or operation of any
system of records on individuals to accomplish an agency function.

Statement of Work Privacy Act Provisions. The statements of work specify
that information collected for PSIs is protected under the Privacy Act of 1974, In
addition, the statements of work incorporate by reference information management
requirements from the following regulations

DoD Regulation 5200.1-R, “Information Security Program,” January 1997,

DoD Regulation 5200.2-R, “Personnel Security Program,” 1987, as
amended,

DSS Regulation 25-1-R, “Information Security Program,” April 1988, as
amended,

DSS Regulation 25-2-R, “For Official Use: Only Information,”
December 1988, and

DSS Manual 20- 1-M, “Personnel Security Investigations Manual,”
October 15, 1999, and the September 10, 2001, updated version.

Adequate oversight was not in place to ensure that the contractors followed the
provisions in the statements of work, the Privacy Act of 1974, and Federal and
agency regulations. In addition, DSS did not have adequate accountability for
credentials issued to contractors. The handling of DSS investigator credentials is
further discussed in finding E. In addition to determining whether DSS receives
quality information, the quality assurance procedures should determine whether the
contractors are handling and safeguarding highly sensitive information and
documents properly.

Investigators are required to protect sensitive personal information obtained during
an investigation in accordance with the Privacy Act of 1974, The statements of
work state that information collected as part of a PSI is protected under the
Privacy Act of 1974. In addition, the statements of work incorporate by reference
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the Privacy Act of 1974, DoD and DSS information management regulations, and
DSS 20-1-M. Those documents contain specific guidance on handling, protecting,
and disclosing sensitive personal information.

If personal information gathered during the course of the investigation is not
properly safeguarded, it could be misused. For example, the information could be
used to steal an individual’s identity, which could result in serious criminal and
financial problems as well as personal embarrassment for the individual whose
information was not properly safeguarded.

Conclusion

DSS had no assurance that the contractors conducted investigations according to
laws and regulations and that highly sensitive information was safe from misuse
and compromise. As a result, the DoD is at risk that ebgibility for access to
classified information or sensitive Government facilities, equipment, and materials,
may be granted to unqualified individuals and that sensitive personal information
may be compromised. Inadequate quality control and oversight of contractor
performance pose a risk for wrongful adjudication of clearances based on
inaccurate or incomplete investigative information. Those inadequacies could also
result in unqualified individuals being granied eligibility for and given access to
sensitive or classified information or sensitive Government facilities, equipment,
and materials.

The potential also exists for release of sensitive information that could be
personally damaging to individuals seeking to occupy sensitive positions or gain
eligibility to access classified information. The sensitive information contained in
investigative files could be compromised and cause personal embarrassment or
lead to identity theft, which could cause beth criminal and financial difficulties for
the subject of the investigation. DSS needs to ensure that an oversight program is
instituted to monitor contractors for adequate safeguarding of information
protected by the Privacy Act of 1974

Recommendations, Management Comments, and Audit
Response

C. We recommend that the Acting Director of the Defense Security Service:

1. Implement specific operating procedures for quality assurance, to
include inspecting and reviewing investigative services, for the remainder of
the active contracting period.

2. Plan the methodology needed and provide the resources to
adequately evaluate the quality, inspect the services, and accept the
completed investigations from personnel security investigation contractors.
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3. Verify that contractors are aware of and adhere to requirements
for protecting Privacy Act information.

Management Comments. The Acting Director concurred stating that, in 2001
and 2002, the Defense Security Service conducted surveys on the reliability of
local agency checks and the quality of work performed under PSI contracts,
respectively. The 2001 results concluded that local agency checks were not
reliable and that the agency was redoing them all. The analyses of the 2002 survey
are not complete. However, DSS will assess whether a risk to national security
exists and take corrective action as necessary. As of January 2003, DSS
implemented a comprehensive quality assurance program to conduct reviews of
contractor processes and work products and to help to ensure that contractors and
Defense Security Service employees are aware of and adhere to the requirements
of the Privacy Act of 1974.

Audit Response. Management comments were generally responsive; however,

we request that the Defense Security Service provide a detailed plan to address the
contracts that ended in December 2002
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D. Invoicing Procedures

The DSS PSI contracting program staff approved payments of invoices
without reconciling the investigations to the task orders on which DSS
staff assigned the investigations to the contractor. DSS staff did not
reconcile the task orders to invoices because DSS had not defined
invoicing procedures in the statement of work and had not established its

* internal procedures for reconciling invoices. In addition, DSS did not
successfully implement the information system to reconcile invoices to the
cases assigned to contractors until August 2002, As a result, based on our
review of a limited number of task orders, DSS experienced multiple
overpayments for services totaling $2.9 million and ¢rroneous payments for
canceled cases or additional investigative leads. The erroneous payments
led to DSS paying more than it had funded for specific line items on task
orders.

Guidance for Invoicing and Contractor Performance

Financial Management Regulation, Volume 10, Chapter 9, “Contractor Invoices,”
includes the procedures for invoicing to prevent duplicate billings. The Regulation
states that the original invoice must be submitted to the paying office as 2
condition of the contract, and that all duplicate invoices must be marked in bold
letters to alert the handler and prevent double payments. Further, the Regulation
requires that when an invoice is received without a delivery order, the invoice
should be returned and resubmitted with a proof of delivery.

FAR 32905 “Payment Documentation and Process,” states that the payment and
the billing office must date when the invoice and the receiving report are received.
FAR 32.909, “Contractor Inquiries,” requires that the contracting officer
coordinate within appropriate contracting channels and seek the advice of other
offices as necessary to resolve disagreements or direct questions involving
delinquent payments and disagreements in payment amount or timing to the
contracting officer for resolution.

Invoicing on Task Orders

The PSI contracting program staff approved payments of invoices without
reconciling the investigations to task orders on which DSS staff assigned the
investigations to the contractors. Task Order 5009, on contract F4964299D-5002,
provided an example of departures from financial and acquisition criteria for
invoicing and payment that are described below.

The contractor invoiced the cases as they were completed without associating the
cases with the appropriate task order. As a result, it was difficult to track
completed cases on each task order and to identify names, canceled cases, and
leads per canceled case that the contractor submitted to DSS for payment.
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The investigation deliverables were difficult to trace to the task order because the
identifying information about completed cases that the contractors submitted to
DSS on the invoices differed from the identifying information on cases that DSS
provided to the contractor on the task order. The information was not comparable
because the only common identifier was the name of the subject of each case.
Other important jdentifying information, such as social security numbers, was not
used on both lists.

The number and dollar amount for Top Secret Periodic Reviews (TSPRs) and
Single Scope Background Investigations (SSBIs) for the task order were exceeded
when the contractor submitted the invoice to DSS&. The task order amounts were
exceeded because the COR included canceled cases and investigations completed
on contractor personnel in addition to the original number of investigations
required on the task order. DSS personnel did not see this as an issue because the
overall task order dollar value did not exceed the amount obligated. However, the
contract line item number was exceeded for TSPRs and SSBIs.

Defining Invoicing Procedures

DSS staff did not reconcile the task orders to invoices because DSS had not
defined invoicing procedures or established internal procedures for reconciling
invoices. Contract invoicing practices were not adeqguate to assign a proper audit
trail and cost to the task orders. Specifically, the invoices were processed
manually by DSS, which made it difficult to track invoice payments to the correct
task order. In addition, the contractor incorrectty submitted the invoices.

Procedures for Submitting Invoices. The statements of work did not provide
adequate procedures on the billing process of the letter contracts. The contractor
submitted invoices to one task order for investigations that DSS ordered on
various task orders. The COR submitted invoices for payment without associating
the completed investigations with the proper task order. This process made it
difficult to track payment of cases assigned to each task order.

The task order funds a specified quantity, a not to exceed amount, and type of
investigation. DSS processed invoices against task orders that did not allow for
the leve! of investigation. One contract was designed to identify the type of
investigation by the contract lin¢ item. For examgle, line itern one was for TSPRs
and line item two was for SSBIs, Inadequate reviews allowed the contractor to
invoice investigations to the wrong line item of a task order. Because the
invoicing process was performed manually with limited staff and insufficient
reviews, improper payments occurred and contract requirements were not met.

DSS also used poor contracting practices by allowing the contractor to submit_
invoices that exceeded the dollar value and number of cases per task order, which
violated the contract.

Pracedures for Reconciling Invoices. From September 1999 until June 2001,
invoices were processed manually. The DSS COR submitted cases to the
contractor by task order and an accompanying tasking letter. The number of cases
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included on individual task orders ranged from 500 to 2,000. The contractor did
not have to complete a task order before issuing or stanting a new one. When the
contractor completed cases, the contractor submitted hard copy invoices and
Material Inspection and Receiving Reports (known as DD Forms 250) to the
COR, who compared the invoices to the associated reports of investigations
submitted by the contractor. Initially, due to a lack of resources, one COR per
contract was performing the process manually. DSS initiated an improvement to
that process. As of June 2001, the contractor procedure was for the contractor to
electronically submit invoices from which the COR then entered data into the Case
Tracking System (CTS}. The CORs reviewed and corrected transactions rejected
by the system.

Tracking Invoices Through CTS

Before August 2002, DSS had not successfully implemented the CTS to reconcile
invoices to the cases assigned to contractors. The cases assigned to contractors
were caded and assigned through a system. called the Case Control Management
System (CCMS), which had no direct interface with CTS.

Reconciling Investigations Using CTS. The CTS was not developed to

reconcile to CCMS nor was CTS available to process all invoices. DSS designed

CTS to account for invoice payments and to assist in faster, easier payments.

ggwever, the accuracy of CTS data depended on the timing of data transfers from
MS.

The data transferred from CCMS to CTS did not include key elements for
verifying payment information. Although available in the CCMS, the type of
investigation assigned to the contractor (SSBI or TSPR) was not a transferred
piece of information to the CTS. The type of investigation determined the amount
paid for the investigation.

In addition to missing information about the type of investigation, CTS was
missing historical information critical to reconciling task orders to invoices,
invoices to delivery orders, delivery orders to payment approvals, and payments to
invoices and approvals. The incomplete history was important because contractors
submitted single invoices that charged for investigations assigned on multiple task
orders and investigations accepted on muhiple delivery orders that did not
correspond to either the invoice or a specific single task order. A case was the
only unit that could be reconciled across all documents and systems. Cases were
identified by different pieces of information from one document or system to
another; that is, one system used the name, another used the social security
number, and another used the case number. CTS could not be used effectively to
reconcile all invoiced cases because of the limitations in historical information and
case data.

Defense Finance and Accounting Service Payments. In addition to mismatches
between CCMS and CTS, the PSI contracing program staff could not reconcile
Defense Finance and Accounting Service records of payment to other records for
the PSI contracting program. For example, for one contractor, as of
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November 25, 2002, PSI contracting program records showed payments made of
$28.5 million; and the Defense Finance and Accounting Service records showed
payments of $25.4 million. Because the PSI contracting program exhausted the
funds on some task orders, according to Defense Finance and Accounting Service
records, the Defense Finance and Accounting Service partially paid invoices it
linked to those task orders with exhausted funds. In other cases, the Defense
Finance and Accounting Service paid invoices multiple times because of confusion
over invoice references to multiple task orders.

Payments for Canceled Cases. Investigation cases that DSS canceled after
assigning them to a contractor were another source of confiision in paying
invoices. When DSS canceled a case, the contractor would invoice those cases at
a reduced or “cancellation” price. The practice of partial payment for canceled
cases was not compatible with task order funding. The task orders were made and
funded at a fixed cost per completed case. The task orders made no provisions for
the possibility of partially completed work that would require partial funding,
therefore some task orders had unexpended funds upon completion because of
canceled cases. To use the unexpended funds, PSI contracting program staff
tasked extra cases to the contractor to substitute for canceled cases. The CORs
had no process to track the funds and the trade-off between partial and substituted
cases, so that assigning those extra cases caused the approved funded amount to
be exceeded. The PSI contracting program staff should have initiated
modifications to the task orders through the contracting officer to adjust for
partially completed cases, to add substitute cases, and to manage funding.

Paying for Additional Leads

Yet another source of confusion on paying invoices and managing funds was add
leads. The PSI contracting program management had not clearly defined or
developed uniform procedures for payment on investigative work identified
outside the timeframes or case type, work generally known as add (additional)
leads. The P8I contracts included no definition or payment schedule for add leads,
and DSS had not modified the contracts to rectify that omission. Contracting staff,
case analysts, and contracting officers indicated that they handled add leads on a
case-by-case basis with different results on each contract. Inconsistent
understanding of add leads by the CORs and case analysts led to inconsistent
assignment and payment for add leads. For some cases, the CORs authorized
payment at full price and for others they authorized payment at the cancellation
price.

Matching Invoices, Payments, and Services Received

As a result of unreconciled invoices, partially completed cases, and undefined add
leads, DSS experienced overpayments for services on six task orders from one
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contractor totaling $2.9 million. In addition, DSS authorized unplanned and
unscheduled payments for canceled cases and add leads. Those overpayments and
unplanned payments caused DSS to exceed task order funding.

On multiple occasions, the CORs authorized payment for a case type that
exceeded the funding for that case type on the task order. An example of the
invoicing confusion 1s illustrated by one contractor’s invoice number 9 for payment
of four SSBI cases costing $7,565.68 and citing task order 5009, Task order 5009
assigned no SSBI cases. Of the four cases invoiced on invoice 9, three were not
recorded in CTS and one had been assigned on task order 5006.

In another case, task order 5012 authorized 919 TSPR cases funded at
$1,002,932. CTS recorded invoiced payments against that task order amounting
to $1,017,849 for 998 TSPR cases. The task order funding was deficient by
$14,186.

Recommendations, Management Comments, and Audit
Response

D.1 We recommend that the Acting Director of the Defense Security Service
implement procedures to reconcile contractor invoices to the task orders on
which investigations were assigned, delivery orders on which investigations
were accepted, and vouchers on which investigations were paid,

Defense Security Service Comments. The Acting Director concurred and has
modified the DSS Case Tracking system to more effectively reconcile PSIs tasked
to the contractors, contractor invoices, and other data to ensure prompt payment
for work completed under contracts awarded in January 2003. DSS has or is in
the process of implementing procedures to monitor delivery order status and
payments made to its PSI contractors. DSS is working closely with Naval Air
Warfare Center to ensure that accepted delivery orders, tasking, invoicing, and
payment pracedures are used by both the government and the contractors.
Additionally DSS obtained cooperation from the Contracting Officer at the

11th Contracting Squadron in facilitating a reconciliation audit of contract
F49642—99-D-5002, The Defense Contracts Management Agency has agreed to
conduct the reconciliation audit.

27




E. Contractor Accountability for
Credentials

The DSS PSI contracting program staff had not adequately accounted for
or controlled investigator credentials that were assigned to contractors.
The accountability and control inadequacies occurred because DSS
management and its PST contracting program staff had not established
adequate procedures and had not followed the controls identified in the
statement of work. Specifically, the management staff had not required
DSS CORs to provide adequate oversight of contractor efforts to protect
credentials. In addition, procedures in the statement of work that used
specific language contradicted those that referenced DSS regulations. Asa
result, DSS had not accounted for more than 1] percent of the

4,625 credentials provided to contractors. In addition, the opportunity for
credentials to be compromised increased due to the loss of accountability.

Purpose of Credential

The DSS credentials provided to contractors identify investigators as DSS
contractor personnel. From October 1, 1999, until May 9, 2002, the contractors
performing PSIs issued credentials to the investigators working for them. A
credential authorizes a contractor-employed investigator to conduct persornnel
investigations on behalf of the DSS. The bearer of a DSS credential may be
authonzed access to DoD facilities and to information necessary to perform
investigative duties. There{ore, credentials provide identification for individuals to
collect persona! information about persons seeking efigibility to work with
classified information or occupy sensitive positions. DSS credentials are sensitive
items that investigators must protect from loss and theft at all times. An
investigator with a credential is not allowed to use the credential for identification
or personal business. Using or allowing the use of DSS credentials for other than
ofhcial duties is constdered sufficient cause for disciplinary action, a fine, or

& months in prison. Anyone who falsely makes, forges, counterfeits, alters,
reproduces, or tampers with DSS credentials is subject to disciplinary action, a
fine, or 5 years in prison.

Guidance on Credential Use and Issue

DSS Guidance on Credentials. DSS Regulation 01-6, “Badges and Credentials,”
February 2, 1999, states that the primary badge and credential custodian must be at
least a grade seven on the general pay schedule for Government employees;
therefore, the credential custodian must be a Government employee. The
regulation defines the process that the custodians are required to use for issuing,
controlling, and maintaining credentials. During initial credential transmissions, the
custodian must directly issue the credential to the intended receiver and complete
DSS Form 37, “Badges and Credential Receipt.” Supervisory personnel are
required to inform investigators of the guidelines for the proper use and protection
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of credentials when credentials are issued and annually thereafter. In addition,
each credential custodian is responsible for completing an annual physical
inspection of all credentials in inventory, either issued to investigators or still on
hand, about October 15 of each year. A contractor’s investigator credential may
be issued to an individual who meets the requirement for eligibility to access Top
Secret classified information as a DoD contractor and has a current contractual
agreement with DSS to conduct PSIs.

Statements of Work. The statements of work for the PSI contracts required the
contractors to protect, control, and issue credentials in accordance with DSS
Regulation 01-6. In addition, the statements of work required that the contractors
provide the CORs with each investigator’s name and soctal security number so the
COR could review the investigator database to ensure that each investigator had
not received credentials from another contractor. The statements of work also
required that the contractors return all credentials at the end of the contract. For
any credentials not returned, the contractor was to explain the circumstances and
reasons in writing. According to the staternents of work, each contractor was to
provide a monthly credential accountability report to the COR. The accountability
reports were to contain information, by identification number, on credentials
provided to investigators. The total number of credentials available but unused
was also to be part of the report.

Discrepancy in Guidance. The DSS Regulation 01-6 requirement that the
custodian, a Government employee, must directly issue the credential to the
intended receiver conflicts with the statements of work for PSI contracts
requirement for the contractors to issue credentials to the investigators performing
investigative work under the contract.

Control Over Credentials

The PSI contracting program staff had neither adequately accounted for nor
controlled contractor credentials. For more than 18 months, the contractors
received 4,625 credentials to issue. During the life of the contracts, the
contractors were in charge of those credentials. During recruitment, contractors
often sent packages to investigators, which included blank credentials and
contractual agreements. However, DSS Regulation 01-6 requires a contractual
agreement with investigators and DSS before the issuance of credentials.
Therefore, the contractors compromised credentials and the following conditions
occurred: 169 of the credentjals identified as unissued had names associated with
them, 28 blank c¢redentials were lost, 18 credential holders were not returned with
the credential, an investigator used a credential with an incorrectly spelled name,

2 credentials were never laminated, and 16 credentials were issued to investigators
with invalid eligibility to occupy a sensitive position. In the spring of 2002, t%xe
database established to track the current location of each credential identified

118 credentials destroyed, 41 credentials lost, 111 credentials not issued or not
returned to DSS, 237 issued and not returned credentials, and 19 partially returned
credentials (either the top or bottom).
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The contractors destroyed 118 issued and not issued credentials. The appropriate
Government officials did not destroy the contractor credentials. The only
verification of the destruction of those credentials was provided in monthly
credential accountability reports. However, each monthly accountability report did
not account for all destroyed credentials. The DSS Chief of Security stated that
the contractors should have provided destruction reports for each credential in
accordance with DSS Regulation 01-6,

Accountability for Credentials

DSS did not create an investigator database until the spring of 2002, However,
the statements of work required the CORSs to use a database to ensure that the
investigator had not received DSS credentials. The database rdentified three
credentials created for investigators that already had DSS credentials. However,
inadequate records made it impossible to determine the actual number of
credentials created for DSS contractor-employed investigators.

After DSS established the database, DSS used it to monitor the status of each
credential. However, the database did not accurately display the condition of each
credential until January 2003. DSS was unaware of the significant variances
between the actual and reported status of credentials, but took action to correct
the database when those discrepancies were identified. The database, supplied in
November of 2002, reported 33 percent of credentials outstanding. However, the
corrected database identified more than 11 percent of credentials outstanding,

Credential Custodians

The statement of work and DSS Regulation 01-6 contain discrepancies. The
statement of work requires the contractor to handle certain credential custodian
duties, such as preparation and issuance, retrieval from investigators, and
maintenance of umssued and related supplies. DSS Regulation 01-6 requires that
an annual inventory of credentials be completed by the credential custodian and
that the credential custodian be a Government employee. Although the statement
of work required the contractors to follow the DSS Regulation 01-6, the statement
of work did not specify that the contractor should appoint a credential custodian,
and DSS did not appo:nt credential custodians for the contractors. Because the
contractors had no appointed custodians responsible for the inventory as required
by DSS Regulation 01-6, annual inventories of credentials were not completed.

DSS management and DSS PSI augmentation staff did not clarify discrepancies
between the statement of work and DSS Regulation 01-6. DSS did not provide
specific criteria or guidance for the format of the monthly credential reports;
therefore, the monthly credential reports varied among contractors. In addition,
DSS management did not appoint augmentation staff to maintain a central
credential database until the spring of 2002, 2 1/2 years after the first contractor
credential was 1ssued. As a result, DSS records identifying the location of each
credential were inadequate.
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DSS management did not adequately oversee the COR responsibility of reviewing
contractor work. The statement of work required the contractors to provide
credential accountability reports to the CORs. These reports identified the
credential numbers assigned to each invest:gator, the destroyed credentials, and the
credentials that were not issued. However, the monthly reports did not always
identify each credential supplied to the contractor; the missing credentials were
identified during the audit. Therefore, the COR did not review the credential
accountability reports for completeness.

Loss of Accountability

The inability of the DSS central credential database to track credentials resulted in
an increased opportunity for DSS contractor credentials to be compromised. By
not accurately tracking or controlling the credentials, DSS allowed contractors to
provide investigators authorization to access DoD facilities and highly sensitive
personal information in the performance of their duties. The contractors issued
two unlaminated credentials to investigators. Not laminating the credentials
increases the risk of a person with dishonest or hostile intent duplicating or
changing the credential increased. Investigators had not returned 237 credentials
even though all investigative work stopped in December 2002; therefore, if used,
those credentials have been misused.

Conclusion

DSS cannot account for more than 11 percent of the 4,625 credentials provided to
contractors. In addition, the potential for compromise of the credentials increased
due to the loss of accountability.

Recommendations

E. We recommend that the Deputy Director, Defense Security Service
Personnel Security Investigations:

1. Assign the contracting officer representatives as the credential
custodians to implement the responsibilities defined in Defense Security
Service Regulation 01-6.

2. Reconcile all credentials assigned for contractor use to the records
of credential disposition.

3. Recover credentials from all contractors and contractor
investigators who are no longer authorized because the contract period has
expired.
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Management Comments. The Acting Director concurred with the
recommendation. In April 2003, the Acting Assistant Deputy Director for
Augmentation began contacting investigators to verify the status of previously
issued credentials identified as lost or destroyed. The Acting Director stated that
the process of collecting credentials to reissue them for January 2003 PSI
contracts provided DSS with an additional opportunity to account for credentials.
DSS will pursue the issue until all remaining credentials or blank credentials are
identified. Additionally, for contracts awarded in January 2003, DSS has
implemented detailed procedures to tssue credentials to contract investigators in
accordance with the agency’s Badge and Credential Regulation 01-6.
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Appendix A. Scope and Methodology

We reviewed the statement of work for the PSI contracts, DSS management
control documents, results of contract investigator evaluations, PSI contractor
invoices and task orders, contractor credential reports, the FAR, and DSS
regulations. In addition, we reviewed the DSS FY 02 Annual Statement of
Assurance. The documents we reviewed were dated from July 1989 through
January 2003. We interviewed personnel from DSS, Naval Air Warfare Center,
11th Contracting Squadron, Defense Contract Audit Agency, PSI program, and
OPM.

We performed this audit from March 2002 through April 2003 in accordance with
generally accepted government auditing standards.

We analyzed invoices and task orders to determine proper contractor payments
and billings. We identified FAR and DSS regulations on contract mocgﬁcations,
quality assurance programs, and credentials and compared processes used by DSS
to those regulations. In addition, we reviewed the DSS credential database for
accountability of investigative credentials issued to contractors.

Use of Computer-Processed Data. We relied on computer-processed data to
evaluate the accountability of investigator credentials. We obtained the data from
a database created using commercial database software by a program analyst in the
PSI Directorate. We did not evaluate the general and application controls of the
database software, although we relied on data produced by the database to
conduct the audit. We did not evaluate the controls because the program is a
widely used commercial product used to store data. However, not evaluating the
controls of the database did not affect the results of the audit.

GAO High-Risk Area. The GAO has identified several high-risk areas in DoD.
This report provides coverage of the DoD Contract Management high-risk area.

Management Control Program Review

DoD Directive 5010.38, “Management Control (MC) Program,” August 26, 1996,
and DoD Instruction 5010.40, “Management Control (MC) Program Procedures,”
August 28, 1996, require DoD organizations to implement a comprehensive
system of management controls that provides reasonable assurance that programs
are operating as intended and to evaluate the adequacy of the controls.

Scope of the Review of the Management Control Program. We reviewed the
adequacy of DSS management controls over contract administration. Specifically,
we reviewed DSS controls over processing invoices for payments, billing on task
orders, issuing credentials to contractors, conducting quality reviews, protecting
personal information, and compliance with FAR and DoD regulations. We also
reviewed the adequacy of management’s self-evaluation of those controls.
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Adequacy of Management Controls, We identified material management
control weaknesses for DSS as defined by DoD Instruction 5010.40. DSS
management controls for the contract administration were not adequate 10 ensure
proper invoice payments, adherence to billing requirements, protection of
Government credentials from unauthorized use, approved authorization for
contract medifications, and protection of personal information from contractor
abuse. All recommendations, if implemented, will improve the DSS Contract
Administration procedures. A copy of the report will be provided to the senior
official responsible for management controls in DSS.

Adequacy of Management's Sell-Evaluation. DSS officials identified contract
administration as part of an assessable unit. However, in their evaluation, DSS
officials did not identify the specific material management control weaknesses
identified by the audit because the DSS evaluation covered the DSS PSI program
for personal services. In addition, DSS did not report the material weaknesses in
its annual statement of assurances because it did not consider the weaknesses
important enough to report to higher management.
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Appendix B. Prior Coverage

During the last 5 years, the General Accounting Office has issued one report and
the IG DoD has issued seven reports discussing personnel security investigations
and eligibility for access to classified information in DoD. Unrestricted GAO
reports can be accessed over the Internet at http.//www.gao.gov. Unrestricted
Inspector General of the Department of Defense (IG DoD) reports can be accessed
at http.//www.dodig osd mil/audit/reports.

GAO

GAO Report No. NSIAD-00-12 DoD Personnel, “Inadequate Personnel Security
Investigations Pose Nationa! Security Risks,” October 1999

1G DoD

IG DoD Report No. D-2003-066, “Cantrols over the Use and Protection of Social
Security Numbers,” March 21, 2003

1G DoD Report No. D-2002-138, “Allegations Concerning the Management and
Business Practices of the Defense Secunty Service,” August 9, 2G02

1G DoD Report No. D-2001-065, “DoD Adjudication of Contractor Security
Clearances Granted By the Defense Security Service,” February 28, 2001

1G DoD Report No. D-2001-019, “Program Management of the Defense Security
Service Case Control Management System,” December 15, 2000

IG DoD Report No. D-2001-008, “Resources of DoD Adjudication Facilities,”
October 30, 2000

1G DoD Report No. D-2000-134, “ Tracking Security Clearance Requests,”
May 30, 2000

1G DoD Report No, D-2000-111, “Secunty Clearance Investigative Priorities,”
April §, 2000

35




Appendix C. Report Distribution

Office of the Secretary of Defense

Under Secretary of Defense (Comptroller)/Chief Financial Officer
Deputy Chief Financial Officer
Deputy Comptroller (Program/Budget)

Deputy Under Secretary of Defense (Acquisition Reform)

Under Secretary of Defense for Intelligence
Deputy Assistant Secretary of Defense (Security and Information Operations)

Department of the Army
Auditor General, Department of the Army

Department of the Navy
Naval Inspector General

Auditor General, Department of the Navy
Commander, Naval Air Warfare Center

Department of the Air Force

Assistant Secretary of the Air Force (Financial Management and Comptrotler)
Auditor General, Department of the Air Force
Commander, Bolling Air Force Base

Commander, 11th Contracting Squadron

Other Defense Organization

Acting Director, Defense Secunty Service

Non-Defense Federal Organization

Office of Management and Budget
Office of Personnel Management
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Congressional Committees and Subcommittees, Chairman and
Ranking Minority Member

Senate Committee on Appropriations

Senate Subcommittee on Defense, Commitiee on Appropriations

Senate Committee on Armed Services

Senate Committee on Governmental Affairs

House Committee on Appropriations

House Subcommittee on Defense, Committee on Appropriations

House Commiitee on Armed Services

House Committee on Government Reform

House Subcommittee on Government Efficiency and Financial Management, Committee
on Govermnment Reform

House Subcommittee on National Secunty, Veterans Affairs, and International Relations,
Committee on Govemnment Reform

House Subcommittee on Technology, Information Policy, Intergovernmental Relations,
and the Census, Committee on Government Reform
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Department of the Air Force Comments

Final Report
Reference

DEPARTMENT OF THE AIR FORCE
T1EH WG

X3 ey

MEMORANDUM FOR ASSISTANT INSPECTOR DENERAL FOR AUDITING
OFFICE OF THE INSPECTOR GENEFAL
ATTENTION' M5 JLUDITH L PADGETT

FROM: 1TWGLLC
20 Mac Ol By, Syite 300
Boding AFE DC 200:22-0101

SUBJECT: A Force Resmonse o Contracting Practces of the Dedenae Sacurity
Searvite for Parsonngl Seounty iwestigations, Projsct No. DOO2AD-0041.001,
asted 25 Ape 03

1. This mama I8 i reply 1o your momerardium reQquesting the Assistact
Becretary of he Al Fores (Firancial Managemant and Comptrolier} 10 prowoe
A Force comments on gubisct raport.

2. Tha 117 Wing doas not concur with the findings and recommamintions .
apecified in paragraphs B.2 (a) and ) of the dish repcrt. The 117 Contracting Revised
Sgaxdion (11 CONS) nao the cversll responsibility for making sure that contraci
smaragsmant was propary mairtained throughout the B of the condracts.  For
masons spocified on ha attachment, 11 CONS abilty to holg the Defanea
Bocyrity Sawvice (U5S5) accountable io el agrasman] wis harrgpered by factr
beayond 11 CONS' coawel. Thase bardars doltysd and prevanisd 11 CONS from
ansuring that o contred! terms and condiions were Camplicd wiltt dudng the
periormarce of the czntracts,

3. We rus! thal comments provided in P altachment wiii be taken o
vomisematon when the finel document ls relaased. Thers are ne acdtonet
romments as & result of dhe malssal management conticl weaknebses
discusawt in Appdnax A, Requast 8 fovmal Gueling of e resutis, i thore am
any QURAtIoNs, PIBASe contast ks Canaa Eikerson i (202] 767-80494.

A

WILLIAM A. CHAMBERS, Colongl, USAF
Commuander

Anscrnent.
Comeenis

WORLD-DLARE PEOPLE - WORLS-CLARE BUSPPORY
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Final Repont
Reference

COMMENTS

The Deputy Secretary of Defonse suthorized DSS to reduce e hackiog of
securly clearonces ss ona of DES'e prmary gosi. Personnel ftiom the
Dapartnent of Delenss {Dol) wers aware of the rocuirement for peoper
managament ard oversignt of contracts, which could greatly inpact nationel
sacunly.

11 CONS regotiatad appropriate rates an off security contracts. DES esiablishod
procecures for processing payment based on thslr lechnics! ansiysia of
contractors’ work submitie’s. Unfortunetely, iy did not syswematically moondle
the wervices reconves to those omiored and pait. The Conlratting Officer
Reprasentatives {COR9) located gt DSS offices were responsitla for reviewing
the conBradiors’ submittals, determining if they mal 0SS ewndwrds, and
determining the amaunt of paymant the contractor stioukd have received based
on DSS Mendwds, U85S CORs certifiott documents for payment ana submittod
coping 1D 11 CONS. 14 CONS tomparsd the invoiced unit prces & tha oontract
echedules (o ensurg ey meiched. The soproprigie unil price dependad on e
dale & pasa was Maned, Since the supporting documentatior provided with the
inveice did not incfuda the case sian cares oy the lava of completion, 11 CONS
had ne choice kit 1o rely on the CORs 1o accets the DSS syxiom pnd oblain
dates, Paa of the CORs duties inclutied venfying rates weore i accordancs with
the zontract pror o certifying invo.ces. Whengver the CORs irformmeg 11 CONS
of problems, 11 CONS look stiion Io rasolve paymern issues.

DSS asked 11 CONS oersonnel to rapon problem issues lo the progrsm
managers. 11 CONS genarated an “Outslanding lssues” document which was
distibutod on @ meguler basis to DSS program managers, CORs and 11 CONS
contracing officers ang coalract spocialisis 1o angure thet the CORs knaw tha
most current slatus of thelr contracts,

The commender «f tha 11% Contracting Squadron is Colones Jeffery 7. Baysr.
Ho is an export (n contrmctual matters, Colonel Beyer hee reviewed your
recommendations snd coordinpled with our legal wtatl, We dp nol contis «sh the
requeat tor additional tralning for contracting officers or soditional monittting of
conrachng officer operations as gpecified in paragrapha B2{a) snd {b) of the
deak report. DSS'e schions weare not unique in the aciual pertormancs; howawer,
parders Wrdlnd the contracting suopont and ovensight, whith 1 CONS could
provide., Bamiers  inchaded lUnsted aceosy to  iformadion,  contmoled
communicetion betwesn CORz ang 11 CONS, an inability 0 scoess DSBS
alectronic flos for procosstng involces end the inshifity, resuling from secusty
insues, to mom closaly monjlor DS processses. However, (1 CONS personnal
paricipated and maoe sure that nagotiations of orders wers executsd i g8
tisly B mannet aa possible, sough! pes-formance pragress from customer
ropiesantatves on 2 rogular bass, becked expondidres on Lotirast logs and
pesindicolly verifiod fgures wilth DSS persornel. Contrecling officars wore quick
1o meel with afioctod padies whanever stuglions sross which neeied huther
arfication sng msaiution,
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Defense Security Service Comments

Final Report
Reference

DEFENSE SECURITY SERVICE

1840 PaabnosR Poack
AL ELAWDEIN, VA SRAYA-1 08¢

JUN 05 2003

MEMORANDUM FOR DEPARTMENT OF DEFENSE INSPECTOR GENERAL,
ACQUISITION MANAGEMENT DIRECTORA TE

Subject: Report on Contracting Practices of the Defense Security Service for Perscrme)
Sccurity Investgations (Project Ho. D2002AD-0041.001)

Refercnee memarendum, April 25, 2003, subject e sbave, requesting monagament
comments on subject report. Ths Defense Socarity Service {D2SS) provides the fllowing
enemurienty

The Defense Security Service (DSS) wppreciatas the cffort sxpanded by tha Department
of Deferse OfSce of Inspestoe General (DaDIGS) to review tha DSS persormel security
investigation {PET) tontracting program as it exined between 1999 - 2002, Excopt as
ctheraise noted herein, DSS, cancurs in the fizty, conchasions, end fowmal Findings of
the Dol ag st forth in its Draf Propossd Repost, Contracting Practicns af the Defense
Security Service for Personnet Security Invest gatiems, duted Apzil 28, 2003, Projsct Mo.
D2002.AD-H041.00), .

Through fts own ¥3 eod i Offfce of Gepera) Coanzel, DSS iteelf areviouwsdy
identified many of the issues noted by the DoDIG in the sbave referensed Draft Report.
Steps 18 mitighiie or correst many of the iszues wers 1en or begun, & process that
accaieated in and wer June 2002, Specificeily”

1, Inthe Fall 21 2001, DSS condncted a survey of the local agonoy checks (LACK) and
ceriain other mvestigstive leads eonthucted by & contracior the quality aed integrity of
whoso work had credibly come ifo question. A a raalt o6f this survey, DSS soncludsd
thar LACa ss done mud/ar reported by the comiracior were not ralisble and rw sgency is
engsged in an ongoing proctss of rodéing all of the LACE in each report of fnvestigarion
previcusly supplied by the contractar, excapt those investigetions which tad been
eapcelled (2.5, inveatigations for clearsncs no Junger raquirsd becsase the subject had
separaied fromt 128 Deparrent of Defense). This effon sddressos, ip pant, concanmy
rused in Piading C or'te Drafl Propocsd Report,

2. Inthe Fail of 2002, DSS initisled a mvey of the quality of wark performed undes P5I
camiracts awaded between September 1999 and August 2000, This survey and the
anulysis of the iaformation developed doring it &r¢ ot yet camplcte. However, it {9 the
Intent of DSS to e the {nformation developed during tha survey to assass whather » tisk
® nationa) security exists from any defective work discovered and o take cotrective
action &5 necassxry, This effort addresses, in part, concemns talsed i Finding € of the
Draft Proposed Report.
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3, InJuly 2002, ihe PST contracting program office was moved ous of ihe Acquisition
Divisian and into the PST Directonite. Amomg othey betsefits, this tove wis intended 1o
farilitste consistent epplicarion of nationel investigative standirds snd bes! practices in
bath the P5)s conducted by the comnactors und those condicted by federelly employed

" DSS Speelel Agents. Thiz decixion addresses, ja past, coneerma ruised in Finding A,

Recommendation A 2.c; Finding B, Recommendetion B.1.b; and Findiog C,
Recommendations C.) and C 2,

4, From the Surames of 2001 Bwough the Winger of 2002, DSS hired sddiiions) triced
ang experizozed persormal (o oversee the squisiton side of the PSY comratting program
and (v ensure thet the progrem was folly supported by acquisition professionsls with
knowicdge and tuiniog in the spplicable federal law and regulation. This meluded the
on-going raining in DAWIA certification of all petsornel. This sflort addresses, i part,
Finding A, Recommendations A2 s &8 A 2.b; Finding B, Recommendations B.1.a end
B.lb,

5. In the Fatl'Wister of 2002, the Acting Director, DSS detsiled & former Deputy
Traprecior General femiltier with the contoactual issoer and challenges cxpericneed in the
P51 contratiing program to oveesee the program and the ewerd of now FS] contrants &3
Acting Asaistant Depaty Director for Augmeniation (AADDA). The AADDA has 5
closs warking relatinnahip with sgency logal counssl and with the contacting office
respoasibie for contrazt awvard snd sdministration, the Nove] Air Werfure Conter
{KAVAIR). The AADDA has encoaraged and permitied direet contact ind consultaiian
between the OOR, other DSS5 program mansgement stefl members and ths NAVAIR
coptracting officer, &8 well as with other advisory porsomnel such gy Btrormeys in the DSS
Office of General Counsel. This effort subsimnrially directly or indirec(ly sddresses
concarns raised throughown Findings A — E and 18 responsive to Recotsmendations A La,
A2 B.la and B.Lb.

. All personns] acwly assigned 10 the PS! contracting program have etiemded or will
ttend conlmcting officer representative training. The D3S Offics of Genersl Covnsel
and KAVATR worked {ogether 1o develop am in-house training eourse inlerded 1o cover
0t onty the norme of contact sdministration, but 1iso lessons learnzd from past
contract, This treining was conducted on Msy 38-29, 2003, Thix effont substantislly
direcly or mdirecily addresses concerns mised thrmeghout Findings A — E snd iy
responsive W Recommendations A2.s, Ae, Bl sndB.LE.

7. Rew FST oamtrwcts soliciind in inte 200Z and swarded by NAVAIR on PSS behalfin
mruary 2003 coatain epecific roquirements for e effective and cemprobensive quality
sorwral program o be conducted by the santractors, with nrafiple levels o7 types of
review required. This effon substentially direetly or indirectly addreses concems rsed
Uroughont Finding C and I« rexpongive to Recommendations C.) - (2

& To sdminister the PSI comtracty awerded in Janmary 2003, D8S developed sod hag
plementsd a comprehensive, mokti-ier quality sasornce program, which inctudes xo
oversight wam for each contract tonsisting of s designated conbacting officer's
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Reference

exjreitreyive [OORY. W 9pey empikepee assigned 1o the nontractere fensessiny conier
Somuiing rerees of canpionsd cubes 27d odits £eplohets Labad with, imong ather
Lo, Lasrtucting read-time rovisws of G comsracioes’ procemses and wurk pradagl.

To date, TS o b oo ideraiiic maseme working cocmastively with (e coMraiom Ly
creie 2 quilily produrt catlizient o moes the segqulresenta of (he cantrecy wnd the meeds
of nitionil ity Wi belicve cur procsine will niso 2oy ¥o ensare i cosrastig
%8 Bt entpda yees are pwie oF sod wdtiere W he taqsinaxemis of the Privecy Act o
L0046, o psrwmdded, 3 U S C. $53% in thody tanciing of the covered egansd. Ths oo
subsiantinlly dicextiy or indieseily sddiesess covetin tiiaad Prsughos Finding C and is
regporaive o Heceonmendaitea C.1 - O3,

3. DES bar modifad its Cver Trasking Sysem to moe eflbctvely reconzile PSIS taked
DY T CGIEXETHRE, GROESUEINY ifivenet ahl DM eelaaal it - arridire Lnely dad propes
param for work rplded ander the covtracy swarded in Januey 2003 DSS haa oo i
iz The proczex al imglomentag poxedaret bo mosi oy detivery srder 240 and Py
sawde ¥ its P81 contrcvon. DSS is worbing ciosely ofth NAVAIR $o ensere T
acoepiad delivey unky, Lasking, ietroccitg, e pIvHiEn procedires e wicd by toth e
pavernmetn ml the cozimasioes. This wffon ubsantindly divectly or mdirectiy sddrosses
tvaermy naged Suoughet Fattee Dond ix responsret ¥ Recussmendason D,

1% Daaring e Fall aed Wanser of 2002, DES PSE eorgasting peogram Raff amempisd W
recercile contrackor amveicrs and tasd medkory o Lvised Stace Ait Fanse eoninect sumbe
FAMLL 15002 D55 sutstgaently soughl and sbtalned the coopetation of the ‘
corirasiing officer 2 the 1 1* Coviracting Squndron in wiiteting a reconc Zatmn wadit
of (hnsenifuct. The Deferse Carmers hanageesem Agen:y [DEMA) has agzrerd o
corduct ihe reconcilinion aodif on dw coniresd. |t is settcipated diat DOMA will brable
t rotvyd et P in @ sissely Tachlee, faceitaiog ihe Wesriificomon of delivery ander
I RS T, SNAIPAYIHS, ibccmedele pavinenti, s othar «rTom: e may hwws
sceerrad duting, e vourns of DS’ adminsirgmon of this roansz). Eis ¢fine
subsnanaty drecily ar indiracthy addresus conraras wiked throsghout Prdiey N ad %
 rezprowice 1 Reooseeendation D,

13, DES e Lal # did now sdogasirty aootod, scount far, or coquue coalixcsars o
scoauzt for srodenttals snder coninacts pwacded bibases Septembat 1999 ind Asgrw
RO Az voimd Yy e DulHG. e sosa & wihick-conrels were cXing under these F51
CAETETLS W goveramest verfeatian of the sistun of tastrsior mued mwdertisls. In
Apmil 7003, S AADDA aed Rle mufThepon cemening investigacors wha worked on
these copirects deestly ta verify the wets of vondeztishy, tooed o Gom whers Lhese
rrmdeniin)y. 2l peevin wdy becst idoutified by @ oirrecion xa Ml of desunyed. Tie
process of colkeaiing croderish: nssed stder Sime coniracis i erder %o ressue them %
o) fevestipdon nynisalol B ok e the Ty 2303 PRI conmaors provided
D83 with = additionet oppertenity 4 nesausl for thes eredagals which s the
prinsipal atbjeer ol Firdita B As & rewh of these tao efiznms, DS Ton rmade sigrificns
prtigrass towand accoiniizg. for previeusty useceouried for cradintials 3o will yaree
this tasos uni o rreaindng R credendald oo blaik cradenrishs are soocursnd far to the
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brit ol oxir shiliny. Thiv offoet subginrkially divecsly oo mxlinactly sddrestes concerss
taise Grmappod Bl Fand b seapiosive W Becomnrondasboes FY and £33

i2. For parpowes of Se orws F3] conitees wanisd o Aevery 2305, D55 e
yrrpltmcnied detaidnd procedurce W idie crodactals 1o aanirat iredigston, Thisr
procedores scoed Witk the ageneyx’s Bndpe mad Credeoen) Kegubation 03 -5 and the weene
1 e coverwet Tegarding insvetigy ke gt fioatioss ind oerian skninistwive proceseer
This et dinetly adihiesies covoers ralked duasghioul Fiading F s 1s covpottiing b
Revvamiondisaons B3 ~ E.1.

1Y, Bocause ey of i peocigs SUpnvemsTis wene i phace oF v s A ipried o be
inplace sy, DSS vd pot sdetit s #53 conbracting poogram 2 & musreiel weatness
in s Annae Sterret of Axnrsocs fast Noverdier U, T000. Bowever, hvinyg stud
the DireR Prigased Report, 065 appeeciates the peivio o the Do, howere, 1he
vontart prneeaaes td sveady onnploosd sl sctions 2eed boow bsvon 1n epmire sthe e
planzed coairatis Sroampaed thy e Sl irerotd peatadine to poaens
reocowrrene of presivgs perbhens, Given the suzsbey of “fines™ @ee DSS ad
undevtaies gr hatt bogue w undectale, we do xof txdiny ote Jucision wis weomsonsshe
258 wocotieley will pat digie Fiodiog A o the D) Fonposed Repant. This «fom
directly addremen powimira vaiped Puroaphad Finding A sl b respansive by
Frootnmeadiion Adh.

T Aggaisitivn Ehoisiver, wodzr the leadetship of & nizw, tighly goabifled Asgqudsiion
Muayger ieed i Decegritar 20U, fox wodecironn the develeprat ol % vishie 155
Casnmaeseg OFco's Rapcesertelive (COR) Program thill el owiute e PR as well as
eipr apmry somdacts, The Thiasiun s sdontifand agency prrsorme wha byve oo,
ssigntid OOR duons, prrtived gualificativen, wnd COR wehing sooiuplidmems sad
wi Gatlom-ap 5o vty Yhe inditidaaks carglient the required traieng ot hove beos
wprrormsely sgpaizisd. An sgmcy directive sod OOR Hoaadbaik hirer besw drefied snd
s it copedracin. The Drviginn iv sl working it fie fapective Servicing condise
gencics 1o oosurs thet individoals why ol s dasigrooad m CUGs 1re mpreqrisely
quabificd snd vainsd. The Pivigon wilt seasaiain 8 OOR dataduas el

sclemifies agpolsnied mdbvidusly, swgrod aneanty, and IHRung

We noie The Recommendaiare A4, B.Y in e Dol Proposs! Rauen weet mi diecesd
1o ke Disecior, DEY, of mnther officad of Bis sgaewy. For tis sesan, B5S hes nol
wildeesond thesr Racrzrom 2 (e DOAPaTEY
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Team Members

The Acquisition Management Directorate, Office of the Deputy Inspector General
for Auditing of the Department of Defense prepared this report, Personnel of the
Office of the Inspector General of the Department of Defense who contributed to
the report are listed below.
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