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(h:ggozo)RM 464 Part | (OIG) U.S. NUCLEAR REGULATORY COMMISSION | FOIA/PA RESPONSE NUMBER
RESPONSE TO FREEDOM OF 2014-0329 2
INFORMATION ACT (FOIA) / PRIVACY ESPONSE
ACT (PA) REQUEST TYRE FINAL [ ] PARTIAL
REQUESTER DATE SEP 1 5 zm

PART I. -- INFORMATION RELEASED

No additional agency records subject to the request have been located.

Requested records are available through another public distribution program. See Comments section.

D “GROUF‘ Agency records subject to the request that are identified in the specified group are already available for
public inspection and copying at the NRC Public Document Room.
D GROUP Agency records subject to the request that are contained in the specified group are being made available for
public inspection and copying at the NRC Public Document Room.
GROUP .
B ' Agency records subject to the request are enclosed.

Records subject to the request that contain information originated by or of interest to another Federal agency have been
referred to that agency (see comments section) for a disclosure determination and direct response to you.

We are continuing to process your request.

100 O

See Comments.

PART IL.A -- FEES

AMOUNT*
5 [ ] You will be billed by NRC for the amount listed. [ ] None. Minimum fee threshold not met.
* See comments |:| You will receive a refund for the amount listed. |:| Fees waived.

for details

PART {.B -- INFORMATION NOT LOCATED OR WITHHELD FROM DISCLOSURE

D No agency records subject to the request have been located. For your information, Congress excluded three discrete
categories of law enforcement and national security records from the requirements of the FOIA. See 5 U.S.C. § 552(¢c)
(2006 & Supp. 1V (2010). This response is limited to those records that are subject to the requirements of the FOIA. This
is a standard notification that is given to all our requesters and should not be taken as an indication that excluded records
do, or do not, exist.

Certain information in the requested records is being withheld from disclosure pursuant to the exemptions described in
and for the reasons stated in Part |l.

This determination may be appealed within 30 days by writing to the FOIA/PA Officer, U.S. Nuclear Regulatory Commission,
Washington, DC 20555-0001. Clearly state on the envelope and in the letter that it is a "FOIA/PA Appeal.”

—

]

PART I.C COMMENTS ( Use attached Comments continuation page if required)

MOR GENERAL
0seph McMillan

NRC FORM 464 Part | (OIG) (03-2014)
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$ 3 2014-0329

RESPONSE TO FREEDOM OF INFORMATION —
ACT (FOIA) / PRIVACY ACT (PA) REQUEST SEP 15 2014
PART il.A -- APPLICABLE EXEMPTIONS
GROUP Records subject to the request that are contained in the specified group are being withheld in their entirety or in part under the
B Exemption No.(s) of the PA and/or the FOIA as indicated below (5 U.S.C. 552a and/or 5 U.S.C. 552(b)).

D Exemption 1: The withheld information is properly classified pursuant to Executive Order 12958.
D Exemption 2: The withheld information relates solely to the internal personnel rules and practices of NRC.

D Exemption 3: The withheld information is specifically exempted from public disclosure by statute indicated.

Sections 141-145 of the Atomic Energy Act, which prohibits the disclosure of Restricted Data or Formerly Restricted Data (42 U.S.C.
2161-2165).

Section 147 of the Atomic Energy Act, which prohibits the disclosure of Unclassified Safeguards Information (42 U.S.C. 2167).

[]

D 41 U.S.C., Section 4702(b), prohibits the disclosure of contractor proposals in the possession and control of an executive agency to any
person under section 552 of Title 5, U.S.C. (the FOIA), except when incorporated into the contract between the agency and the submitter
of the proposal.

D Exemption 4. The withheld information is a trade secret or commercial or financial information that is being withheld for the reason(s) indicated.

The information is considered to be confidential business (proprietary) information.

accounting program for special nuclear material pursuant to 10 CFR 2.390(d)(1).

D The information is considered to be proprietary because it concerns a licensee's or applicant's physical protection or material controt and
D The information was submitted by a foreign source and received in confidence pursuant to 10 CFR 2.390(d)(2).

Disclosure will harm an identifiable private or governmental interest.

I:I Exemption 5. The withheld information consists of interagency or intraagency records that are not available through discovery during litigation.
Applicable privileges:

Deliberative process: Disclosure of predecisional information would tend to inhibit the open and frank exchange of ideas essential to the
deliberative process. Where records are withheld in their entirety, the facts are inextricably intertwined with the predecisional information.
There also are no reasonably segregable factual portions because the release of the facts would permit an indirect inquiry into the
predecisional process of the agency.

Attorney work-product privilege. (Documents prepared by an attorney in contemplation of litigation)

L O

Attorney-client privilege. (Confidential communications between an attorney and his/her client)
Exemption 6: The withheld information is exempted from public disclosure because its disclosure would result in a clearly unwarranted
invasion of personal privacy.
Exemption 7: The withheld information consists of records compiled for law enforcement purposes and is being withheld for the reason(s) indicated.

(A) Disclosure could reasonably be expected to interfere with an enforcement proceeding (e.g., it would reveal the scope, direction, and
focus of enforcement efforts, and thus could possibly allow recipients to take action to shield potential wrong doing or a violation of NRC
requirements from investigators).

(C) Disclosure could constitute an unwarranted invasion of personal privacy.

D (D) The information consists of names of individuals and other information the disclosure of which could reasonably be expected to reveal
identities of confidential sources.

(E) Disclosure would reveal techniques and procedures for law enforcement investigations or prosecutions, or guidelines that could
reasonably be expected to risk circumvention of the law.

=

—

Disclosure could reasonably be expected to endanger the life or physical safety of an individual.

D OTHER (Specify)

3

PART II.B -- DENYING OFFICIALS
Pursuant to 10 CFR 9.25(g), 9.25(h), and/or 9.65(b) of the U.S. Nuclear Regulatory Commission regulations, it has been determined
that the information withheld is exempt from production or disclosure, and that its production or disclosure is contrary to the public
interest. The person responsible for the denial are those officials identified below as denying officials and the FOIA/PA Officer for any

denials that may be appealed to the Executive Director for Operations (EDO).
APPELLATE OFFICIAL

P\PENY|5£;_9‘EF|'Q|ALW_h TITLE/OFFICE RECORDS DENIED =5 <z =

AW

m Assistant Inspector General, OIG Group B, C D D ‘/

L]

L]

Appeal must be made in writing within 30 days of receipt of this response. Appeals should be mailed to the FOIA/Privacy Act Officer,
U.S. Nuclear Regulatory Commission, Washington, DC 20555-0001, for action by the appropriate appellate official(s). You should
clearly state on the envelope and letter that it is a "FOIA/PA Appeal.”

NRC FORM 464 Part |l (OIG) (03-2014)
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Decwnber 30, 2013

MEMORARDUM TO: [PIIE)

GECIT Repwia

| /;4/ Mﬁ&m)
FROM: ubert 7. Sell
inspecior General

SUBJIECT! NOTICE OF CASE CLOSING (OIG CASE NG.12-060)

The Gffce of the inspoector General has concluded an investigatian of on allegation that
you created a chilled work environment and retaliated against stal dum to technicat
disagraemarnts pertaning to 2 Tennesses Valey Authority plant.

This memorandum is to infomm you that our investigation of the atteged miscanduct
descrbed above is compiate. Our investgation did not aorroborate tha allegation ang
the case is closed,

The purposa of this Mmemorandum (5 (0 provde ciosura far you. This marmorandum
coes not grant mmmunity 1o you for any future invastigation of this allegation.

Agancy managernant has been advised of this case closing.

if you bave any questions regarding this matter, please contact]®(/)3C)
(DI

co. Mark A. Satonus, EDO



— OFFICIAL USE-ONDY-—CIG- INVESHEATION-HNFORMATION—

MEMORANDUM TO: [PINC) 1
BE)

DHica Of Nuolear Reacios ﬁgguim;on

FROM; Hubwrt 7. Ball
inspector Generat

SUBJECT: NOTICE OF CASE CLOSING (OIG CASE NO.12-060)

The Offica of the inspeactor General has concluded an invaestigation of an allegation that
you created o chiflad work environmerit and retaliated against staff due (o technical
disagreaments penainung o a Tennassee Vallay Authority ptant

Thig memorandum is 1o inform you that our investigation of tha alieged miscomtuct
described above is complete. Owr Invastigation did not corrobarate the allegation and
the case is clossd,

The purpose of this memorandum is 0 provide ciosure for you, This memorandum
does nat grant immunity 1o you for arry fiture invastigation of thes atlegation.

Agency marnagement has been advised of this case closing.

i you have any guestions regarding this maller, please contac.tl(b)m(c) ]
(DX(7)(C)

ce: Mark A Satorius, ERO

Damibuyan
File Lbcmbn,l(b)a)(a I
4G Case No, 12-080 Higtorteat Fie

- T Edior (b)(7)(C)W G E=l< 2N ,O1G
T X | O bakhR A HRe of2

LET Lo 11 ) btk i/zf/pmfégg 2 Oégﬁﬁ izﬁz}e "2}%;:7 f2f 3y i3]

v File Coly
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Concur. Case Closed
MEMORAMIUM TO:  Joseph A, MchMitlan
Azsistant Inspector Genarat
for investigations

THRU: [P |
Team | eadad0l/)() ]

FROM (DI7)C) |
Special Agent, |(b)(?>(C) ]

SuBJECT: ALLEGED CHILLED WORK ENVIROMMENT AND

RETALIATION BY NRR MANAGEMENT DUE TO TECHNICAL
DISAGREEMENTS PERTAINING TO TENNESSEE WALLEY
AUTHORITY PLANTS (016G CASE NO. 12-060)

Allegation

This Office of tha lnspeclor General {OIG), L 3 Nuciear Reguiatory Commission
inveshoation w : * al to OIG from the [(0)(7)(C)

cONCETING 1ha BEame (saLe. | he aieganons conveyed that Office of Nuclear Reactor
Regulauon (NRR) staff felt that NRR managemeamnt actions ratated 1o the handling of
ther gafety concermns gartaining 10 a potential flooding event at a Tennesses Valley
Apthoarity's (TVA) Watts Bar Nuclaar Piant had been retatt atory and had created a
chilled and hostile work enviranment isiors f OlG's
mvestination, twe NRR staff members|D0) ) sect a
memarangum to the Assi nELECIOr saneral (o investigations (AIGHH retterating the
information provided b BINC) ang anonymaus allegation. The memarandurm
stated they (1) were conlanity challenged and obslructed for raising & satety concern,
(2) were constrained for having a questioning attitude, and (3) facad hostitity and threat
of retalation for their persistence.

Findings

OIG dwid not substlanuate retaliation against the staft of the former Waits Bar Specigl

e 1l 5H), Division of Qparating Reactor Licensing (DORL), NRR, by
Ebﬂ'ﬂ( OIS Tound that hwo of severn MRC sisff who had been assigned to
WHGF grior to s disgsolution disagread with and expressed concermas related o NRR

management's handiing of thau safety concerns relative 1o a potent; i
TVA plants. a third[bX 7')(0) reportpd being denled another]D)(7)C)




(BXT)C)

. B(TIC
,....pqsilmn...bemuould nat ccmroiF ) land four siated thay dig not
percerve any retaltation of a chuiled working enwronment.

OIG found that the]DINC) nsiructed|©C)  Inot to send a 50.54(P letler to
TVA after learning thaefe was no mmaediate safety concem,. OIG alsa found that DORL
managemant decuded to diascive WBSF when the effort on the project reduced
sigrificantly ist scope. al which point WBSP staff were transferred to other NRR
divisions or branches, and that the decision (o dissclve the branch preceded the
disagreement over the 50 .54{f) lelier.

Basia of Findings

Backaround

At the time of the allegation{®)(©) orked for WBSP, which was
sstabushed 10 produce and review porticns of the Safety Evaluation Repont (SER) for
praposed new reactars to be situated at two TYA sites (Watts Bar and Baeilefnntel, The

branch consisted of five to six technical staff who conducted reviews Ia.nn_m_ap_a,r_ﬁ!
shapters for the Walts Bar Unit 2 and Belefonte Units 3 and 4 SERs [DO)

(b)(7)(C)

in February 2012, an email was sent to all DORL branches concaming the future DORL
staffing pian sirategy. Based on the ptan, WBSP would no longer exist after FY 2043
and would melge with Plant Licensing Branch §-2 (LPL2-2). OIG learned that by the
end of FY 2012, alt WBSP staff had already besn reassigned to other divisions and
branches within NRR, and DORL managerent formally disscived WEBSP. DORL
maragers attributed the timing of WBSP's dissalution 1o a decrease m the branch's
waorkionad after TVA arnmounced a 2- to 3-yaar change in the Watts Bar schedule (1o
June/December 2018) and construction was halled on Bellefonte.

OlIG tsamed that between Agrit 6 and May 298, 2012, DORIL mansgement ami WRSP
staff were trying {0 resoive an issue of whether a supplemental 50.54(0) letter to the
“Fukushima tetter' " was needed to obtain information from TVA regarding hydrology
wsuas on Watts 8ar Unit 1. DORL management felt that whatever information WRSH
staff sought from TWA could be obtained through the Fukushima jetter. Howeve!,
WBSF staff had authored a supplemerntal draf 50 5441 letter 1o TVA that was being
circulated for concurrence without DORL management & knowiledge. WBSP staff

Os Marcn 12, 2012, 3 documen) refecred (o 3% the Fukushima lefter was sent 1o all power neactor
HCBNEGAs BNG NMHIErs of COMErUCHN permits N 3ctive O Jeferrend siatus, The lettar informag them thet
NRC wouid be sauing 10 CFR 50 54{} letters 1 3] Hoensens fsquasting that ihey reevaludle the atsime
and floodig hazards al they sdes using updaled reismic and licoding hazard wiormgbaon and pregseni
daity reguiatory guidance and methodologes and,  necessary. a request 1o pefform a risk svaluaton.



notified DORL management an April 6. 2012 _that their supplemanial lefter was in
concurrence. i an Aprit §_2012 email fr m](b)ﬂ)(c) loor PN

©INC) informed WBSP staft that|—  Jinsteucted[®N0C) —lwesk o
putl the supplement (B)(T)(C) |
B)TIC) SORL, and|®XNC) MR, wera not i angnment that a

gupplemental 50 . 54( B WAaS e

On May 1, 2012[P70 BSF requested permission from{®©) #o

fuave the Office ll“r:x ounsel (LGG) review their draft 50, 54{f) lettar tor \.
W;Morm ()T as meeting with OGC later that day (g &5 the

concept of a supplemental 50 54(f) letter. ARerward informed| B ia email

that OGC stressed that DORL nesded to get alignme the Fukushima Steering

Conunitiee before moving forward with any action ke this for any specific plant
because the Fukushima 50.54(1) letters represented a global NRC decision on how to
handie these issues at alt plants.

OIG noted that at the time {(April 9)00C)  hirected the suppiemental 50.54{1) letter be
pulied from concurrencs, thera was no Indication in any emait traffic that the stalt
proposing the letter had charac:tenx«i.éhmmaxuammmmmﬂeiy concem.”
However. in a May 28, 2012, amail 1o P71 said there was
®TNC)  ar imenextiate safety concem .and]-— kaid out questions that CORL management and

staff was going to pose 1o TWA in & May 31, 2012, meeling 10 resolve the issue of
‘reasonable assurance ol adequate safaty.”

interviaws of WBSP Statf

OIG imerviewed seven NRC sl
dassolut;on Of the seven, two

r assigned o YWEBER before its
used the terrn “chilled” to
Bisagreed with
management's handling of their safety mnces“ns‘ and /&S Jid not percaive any
tetaligtion by DORL managemaent or a chitled working environmgnt,

(OXNE) et there was a chiled work environment due to actions byl(b)m(c) l

(D)(/)(C) wer issues wnmmmg a safety Baue gt Watts Barr Unit 1, which had &

' i a7 Lt 2 said that oo dprit 12, during a

B e D acame L doaat sfed— bow| ot a2 2 e @K0Q)
50.54(f) lotter for TVA had been forwarded 10 QG for review _' 0.80.10 _exriey

and that no GO

PITIC) OGC and remeve the latter and & b

i the impimtstm wasa iha
(b)}7)(C)

bringing
instead of

OXNIC) genng wiraugt|-- Fhain o o mndt thal a managor in e O ol Nuscloar
“Réguistory R b todd]PHC) rhasa heard peopte talking aboutama




(B){7KC)

{bXTHE) yne tol - pifice to discuss a trangfer position fos
BHNC) and wher LIS % s to iy DORL would not givel — Walei:
chief post as;mme{s that DORL, not do this becaus
ETIC) pnd gdnisions outsides DORL lema abie to comrol WE .
0){7)C) i the work environment feit ch sn two occasions. The firsy
i @ Moy 9. 2012, meeting during which a DORL safefy cullure representative toid BIIC
(ByTNC a5 ON Mmapageme it hst.” The second was a May 11, 2012, mesting with
(OHTHCTT, hehen [(C0hotd -~ o stronger manager was needed to gontrof WBSP, and___
(B)7XS) Beked — |abou [ JiaStBerformance appras saed whe*at teansternea®)C) | EXTHC)
"""wnwd see what d ba worked out regardm rformance appratsal, o
Adthory h[( 1N(C) lt?ﬂ(a memorandum sant 10 the A 4
BNC) I . as not ratabam against, harassed or buflied b
“apted orandLm was witten 1o inglude t L0 FIo7IC ng
B th) ez )7 toid] - prat[P0) JRag.  0XTO)
o S— B il e !{hatWBSF' B AN
was a rogue bram:h bt thal no ana personalry told Bk T e R (BUTHC)

(EXC) tn a derogatory manner 180 saig Shat OXT0C) hoad®
F Tmnanve 1o find another po@mcpn R NRA.D mg i HTHC) LI

" did Hot ke but that this state. ade in a FEHRdly manner ang hat '
good working relatranship mth

(OX7HC) as gwarg of ma February 2012 future DORL stathing plan strategy mey
that showed that Wa i ba part c:f LPLI-2 beginning at the sart of Fy 2014

e

eiwwher i

have they made

ook Dver the guties of (he WBSE  [DI()C) Twas

TERSsIgRed 1o DI Fiated tha
Mﬁl totd Hy(PXNIC) as sefng stand W the brarch andg thagl®)©) |
[OFIC) loould NST sent anytning ou & branch without pproval and that

(DI()C) iid not hesitate 1o writge anyone up for g RO

Four other former WBSP staff told OIG they did not perceive any retaliation by[P0C) ]
BN lor that there was a chitied working environmeni

inenoews of NRE Managers

,( ) old OMG there was ingiaily some i behvae!'ch} land WBSP staff when

(D) ook over as ey Toecause #% trying & understand what was going
o} iy the branch amﬁ 1 work%oax:% to asses manpower assighed to the project.
Aiso, there was 3 G staff were circumyventing DORL paoement and

gomg directly to[P with iszues pertaining to the ;)m;act I lecalled first
g atout a ﬁupp erfefia 541y letier during a March 28, 2012, TH8EThg and that

spacifically said the jssue was not an immediate safety concern because the

e hod an operabiity decision in pla a6 surprisad they wanted to issue a

supplementa) letter at that point in tene beca usa RIRC had just issued the Fukushima




£0.54(7) lefters on March 12, 2012. Aﬁearmd trom{D70__ Jon that
u» aff had provided B supplemeniat lelter o OGC for concurren told

o take t out of concurrencs beﬁaxsse( T :ev ol . asgrment
w:th the ssuance of an additional tetter.

BYINC) isaid the branch was Jissolived at the and of Saptember 2012 because the
pranch’ s workioad bad giminished signiicantly due o TVA'S suspension of construction
on Bellefonte and a 3-year defay to 201 5 in the operation 01 Watts Bar Unit 2 (with B5

SJ

perce he HCRTSING work m:mptatesé and Watts Bar Un fo any operaung
plant{® recaied that at some pam ad asked :

CRosin 3 OU the branch but that a write-tUp wWas prepaz Jid ot ek
; alizing s ove ht, the managers considerad where
DKT o)BIrC alDC)___lparceied] |had been tow| - |needagig lea (BXTXC)
. e s Qo> oreETar told Tkl
had a Z 363

guch. ¥ *
BN did oot know what E‘j"a‘* no SUCH Fst.

LATE) rald D16 that WBSP was already astablished whamk--over« - : AAAAAAAAAA s (b)(?j(C}
BI7NHC) Aithough il was initiatly expectad the branﬂo wid axist until MRC made a )

“FECEmGA on the licensing of Walts Bar Unit 2. it was| ~junderstandging that the licensing ~ ®X7K0)
B0 schedulg had slipped considerably sing ' the Twision| - Jeaid there were people T BNTXC)
“iWEBSP with strong pe rs alitics who bypassed their immESFE management cham CT e
ang went directly to|b 1 digouss an issue related to Watts Sar Unit 2

7o) [ hcught they did T BELause ey lelt their project was so important, they should
U7XC) “raport ditectty 0 hal. ievell - |dia not recall ever descibing WESF siafl a5 rogue -
{BUTHC) oyees but sad]  broBaEbTy expreased concem tof ) wher] —Jwestaking OO

rHOUT soma s{alf bypassing the managernent Chain.

R L’eca lied that in JanuaryfF ebruary 2012, a decisian was made to start eliminating
becauss 30 10 85 percent of the wolk was completed and TVA recognized they
were deiayed in their mﬁstmm lan&%a concept was for WBSP to be
» -- had a conuafsatton Wlth

i “
4 ldiscussed the pian wittq

(?)(C) -
C

. Bnes

rogehe tof Bdvice
‘ o5e not to do asghiTed tasks.and th - md tools 88 & ranager to hpnge the

-situation up 16 and inchading charging staf! wilfrinsubordination, Hmvafsa:d e {BY(T)(C)
such a charge would atways be the | wourse and thal - jhas never mand ed RO

BTG} branch under that theen achvice wag EaREN but of contest Dyt
WFE e POl sont xaich whe M rat heard about the 3 =




(bX7)(C

‘b“,ai —Tonfronted®C)

(DX(7)(C)

sought{®" Jout to inform

bout
vath[2” |fad been taken out of context.

bI(7)(C by 7 . (B)7)C
PO hold 01 was aware thaf "

12, F ima i

) . .
statementthall ~ [was going to straighten ! : P staff out and would use charges of
insubordination 7 staff failed to comply withfe)” xpectation,” it bathered 7 ©)

had never said what{”""® _ |claimed n]ox?

the email and toid2" fha

1)

ymail.

) jeonversation

was not happy with [

AJOVQV

4(f) letter That was pulled frori The concurrence process and thaf~"©
houkd have signed that 50.54(f) le

tljgr that was in the con ggm:ﬁ
7(C)

told OIG that the 50 .54(f) letter that|®

“requesting information from TYA that had aiready been reg uested in the Ma

was sent out to all licensees[” |aiso said tha
®INE) oncern was not an immediate 53

F

%F?E] ‘

ety concern regarding

@it that

nce pracess.
as unrealistic in

€ operational ety o plant, but rather a concern that the licensee’s licensing and

design basis had changed due to a chang

With regard to the shutdown of WBSH"

5,—\

2 in the hydrology calculations for Unit 1.

as aware that[®"C)

aiready decided in {ate 2011 or early 2012

fhad

to close out the branch in the near future,

Because OIG did not identrfy any evidence substantiating retatiation by[~""

TR INC)
the files of this office.

or indication of misconduct, it is recommended that this case be closed 1o

“c
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g Referral, Action
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Agency Referral & Follow-up
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Prosacution Referrsl

Federal Refarrsl Date:

Qpen @ Closed
Arhough OIG did nof substianis the sllegetion. e Chalman has spoken
with OGC. Together 2n discussikns have begun ta devotop better
cormimunication hetwean tho Commitsion gnd OGL. See Response Memo

Acrepted Declinss  Date:
Othar (Specify Dt
Comments)
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MEMORANDUM TO: Cheirman Macfariane

/ ,,..f,_/,_./ \rjg,é:(iéﬁ.um

FROM, Hubent T, Bell
inspecior Generst

SUBJECT PERTINENT OFFICE OF THE GENERAL COUNSEL
AMALTSIS ALLEGEDLY WITHHELD FROM THE
COMMISSION (OIG CASE NO 12-81)

Thes report conveys the (esulis of an Office of the inapector Gearerai (OI16),

(b)(7)(C)

(B)7)(C) fedomwa CorTganual logal BRelyaTE Tof Gregory
T JRCERAG, 1 @ W, B 5 analysis was not shared with the other

Cormmissioners.

Athough naeitned 2 ©) lnor saczko atin howt the positions of BRCETC) bna
Chairman, {his reéporl will reter (o 1hem as such bacause ey he sSe potions

during the period of time under raview.
Aliegation

OIG imhated the mveshgnncm fod «. ity 8n aiiega{san froon an Office of the Ganeral
Counw% (WC} Ssiaf¥ atvan

cogxbacded wgal analysis on recent Supreme Courl
Trubings and ap;n;on's ma
Py

B shared with Cha L with
3 Eiat auorney, assigned o GGG ai@ {I3HC) i
(o

phieved hat the legal andlysis] - 6

(7T
Should have Heen pravoed W e Il Commission because of s relevarnte ;
duties and governance The staff sttorney providad seven sxamples of documants that
prapared and thoupht shouid have been shared, bul were not. The staff sttormney baliey
that the Commission was DHGC™s cliend, and ail of the Comvymissioners, Bs pulicymakers,
nasded complewe information o be kapt fully and currently informed of malters

TH DXOE LSS MY 5 ThE PRDPTA UY OF Tl -m«:. s e w uomin rc AMGTRiw Aatm.'r i ml icmﬂﬁms ARE mr 1H |E anRm:.an
Gt BN TRORTES (FOTROE ¥ RE MECEIVG ATDENC Y ot IWDLT PME S AMSEITS CF THE RAL TG

O S S B S e S S HEIA NN DR F H

(b)(7XC)

L HDKe)



A S E- O = GO HINVES THGATHON-H

Findings

QG found no evidence that the seven draft documents prepared by the OGC staif
anarney were shared with the Chasrman ark! not with the Commission

OHG foungd gne instance (ndt ond of the seven exampies prapared by e staff attorney)
where[LI0)C) Jat the request of Chairman Jaczko's office, wrote @n analysis penaining 1o
the Chaiman s emergency authordy following the auclear incwdent in Fukushima. The
analysis. dated March 17, 2011, was provided 1o the Chairman's office that same day. A
format memuoraadum o file, aiso dated March 17 2011, was created but not provided o
the other Commissionars until duly 1. 20151, after B was referenced at & hearing and
requested by Congress.

OIG found that the posgion of the General Counset rowlinely diracts Legal Counse!,
Legisiation afd Special Projects stafl & conduct iegal analysis an Supreme Court rubngs
and opivions and other matters: however, that analysis is not always shared with the
Comyrwssion and does not necessarndy represent the General Counsel’s position. Absent a
specific request for a format written opinion from a Commissoner, iha General Counsel,
as NRC's chief leqal officar, has dscretionary authority on what fegal anafysis and
viewpaint shoukd be docurmented in tormal memoranda under ig/her signatire and
shared with the Commissinn,

Basis for Findings

OIG reviewed aguncy guidance on OGCs orgsnization and responaibilties and noted that
the gocuments dascriba the office’s responsitility to provide interpratations of aw 1o its
chent — the Commisaion — put the docusments da not deseribe 8 procass for responding te
requests from ingdividual Commissionars 1or iegal interpretations, reviews, or gukdance, or
for sharing setf-generated OGC analyais o information documents,

Tike 10, Code of Federal Regutations, Section 1.23 (10 CFR 1.23), Office of the General
Counsel, provides high level mformation on OGS s responsibilites. Accordnyg 10 10 CFR
1.23 (a). (c). and (&), OCGC:

« Dwects matters of laws and Jegal policy, providing opinions, advics. and asgistance
o the agency with respect o alf of e aclivities.

«  Frowiges interpretations of iaw, regutations, and other sources of apthority.

« As requested, providas the agancy with legel advice and opinions on acquision
matters and prepares oy concurs in 8 other interagyency agreements, delegations
of authonty, regulations, orders, licanses, and other legal documents and prepares
izgal interpretatons thereof
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NRC sdanagement Dicective (MD) 8.7, Drganization and Furctions, Office of the Gensral
Counsel, describes how OGC 5 omganized and its fundlion. MO 9.7 states that each
Assistant General Counses has authority 1o take final action on all tegal matters arnsmg in
the acsas of assighed cesponsdtility, except that all mafiers to ba referred to the
Commissiwon wilf be subject 1o review by the General Counsel, Deputy General Counsel, or
an Associate General Counsel, Specifically, the Assistant Generat Counse! for Legal
Counsel, Legisiation and Specal Projects “[plrovides fegal advice and assistance to the
Commission” and "{hjandies special projects raising challenging legal issues ”

The OGC Qperating Mamsal, Pohicy and Procedutes states the General Counsel i3 the
Commission's chief legal officer and directs the performance of sk legal ang adminsirative
tunclions necessary 1o carty out the office’s assigned responsililities, inchusding the
establishment of its internal organization and palicies and procadures. The manuai states
that OGUC's chent is the NRC and nol any particuiar agenty official. 1 also stipulates that
OGC attormneys ae o noufy the General Counse! of thair contacls with gny
Commissioners office, inctuding any requests for information or advice by 8
Commissionar or Commissiongt’s office. The manusl statées 1het the Legal Counsel
Divisian provides the Commission with anglyses of newly enacted statutes and, upon
request, provides interpretations of existing statutes bearing an NRC responsibifities.

NRC's Intemal Commission Procedures (ICP) state that “significant individual
Comrrussésoner requests for information or anatysis from the NRC staff shall be directed by
Commissioners to the Chainman, E00, CFO, or Commiasion-level affives {(action offices)
wAath copies 1o the Chairman and SECY.” it is the Chairmar’s respongitility 1o rescobve any
questions from the stafl poraining 1o the priority or nature of the significant requast. OIG
noles thay while itvs nofification requirernent direcis the Commiassioners to notity the
Chairman with a copy 1o the Office of the Secrgtary of significant infoonation regueasis, i
aoes not raquire therm 10 netify the other Commissioners. |t aino does not require the
Chainman o notdfy the Commissionars of Charman-initisied requesis.

GG leamed that in March 1978, several years afier NRC was established, the General
Counsei at the time instructed OGL staff, by memomndum, that all memoranda ic a
Cormmissioner must be copied 1o tha other Comyrissioners. The memorandum dirsected
OGC staff to inform the Genecal Counse! H they were ever “disposed to furnish anything in
writing ta & Cornrissioner” that they believed should be exempt from this requirement,

Staf! Interviews
The OGC statf attiorney toks OIS that - fresearched ang provded tegal analysis on

ralysis were rewritten angd/cr pOrtions were deleted by

controymrsial aspecis of
yais was provided to the Sommusson in a tinal memo randurm,

T Supreme Court rulings Jﬁpmnns Of LGC management review. v some cases, the
¢
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By thect Bl
another case “"w“e“ the analysis was provided but in a revised and shortened

In other cases natysis W argd int0 the OGO database’ as background ressarch

The stafl attor ¥y Tlaimed g shared some of the legal anaiyars with Chamman

Jaczko and Dot with the Comrgissaon, although the salf altomey had no direct knowledge

that this had, in fact, occured )| atso believed that the anatysid Jeconduciedoncerain.  OXNO)
issues should have oeen prsvisERT 16 the Camumission becauvse & WEE relevant to their
duhes The stalf attorney related that in cne case, 8 Commissiones legal assistant was

aware of and exgressed interest i a particular analysis that the staff attorney had

conducted, howaver, there was never a Co ission request for & The staf attorney was

also sware that on March 17, 201 1'vd¢d a memorandum (o the Chairman's

oiice regaging the Chairman's emergency authority following the nuclear incident in

Fukushim belienesd that this memorandurm wat 0ol provided to the Comrmission untit

sometimne = March 17, 201 1. The staff attomey told OIG that the memaorandum shouid

have baen provided o the Comimssion soaner because nvoking emergency authorty

takas power away from the Commission o act with respect to the incident

The stafl atlorney also believed that the ICP should be changed to require the General

Counsel to inform the full Cosrunission upon receipt of individual Comynissioner requests

and 10 provide the subsequent analysis ta he full Commission Almough no.proof. (OXN(C)
he siaft attormey suspected xhat@irmamed the current ICP at t e by
provsding ofal aduwe instead of & wridten document 1o the requesting Commissioner and

did not varbailly provide the same information to the Commission.

The staft attorney pravided seven spesific examples of drafl legal analysis tha
prepared and subsequently provided to the four Cormmission offices| - Jdidnot sharg the (PXTXC)
draft anatysis with the Chairman's office. The staff attomey believed TRE anatysis e
prepared was relevant and should have been shared with the Coownission and BT eE
General Counsel should not act as & getekespar and decide what is anponant enough Jor
the Sommission {0 know. Two examples penained to Supreme Count cases, one
petained o the Commission's authdity to determne their staff size, two perained to
interpretations of the Chaiman’s authotity under the Reorganization Plan No. 1 of 1880,
one pertained (o the reorganization of NRC's Ofice of Nuciear Material Safety and
Sefaguards. and one panained to the Yucca Mountain affirmation vote.

OIG interviewed{ V) labout each of theze seven examples and| —ppproach tosharing  ©N(©)
information with 1he Commission [0 kisimed each matier idéentified by the staff
in s

attorney was handied approprigtely i of (the recigients and the usé of the
roateral, and | a 7)( 50 decisionsg Sre Lo make as Generat Counsel for the agency

ecaiied the s3Nayes was provided 1o the full Commigsion. In

C OGC marrsing an wriemat delabase of IEga memoranda. ONe(s, letters, and othes jegal doCments 43 3

rgsaarch ool for DGO sial.
4
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Cormmissioners. Some of the exampies were davefopet as background, a eqguest,
and not relayad 1o the Commission or Chalrnan but maintained i0 OGLC's dalabase for
possible future use as background information.

form in one caseecalted digoussing he topic with the Chairman and m

(ONNC) Henied conducting analysis on behalf of the Chairman's office that had dicect
relmusn 10 the other Commission office: A hared with those offices, or thatf2>!)
had nod kep! the Commission informe staf! was responsible for
researching and providing legal analysis on maters, byt (had did not necessarily mean that
a formal memorandym would be provided (o the Commigsion. In (he absence of a
panicular request for information troen a Corrsnissioner, ses judgment and
management discretion in deterrmning which informatia it be provided 1o the
Commisson and witiilt 8 UNNecessary o7 inappropriate 10 share,

oid OIG that individusl Commissioners and their staff ask for and receive advice of
BXNC)  Frnalysis on cenain matters.. W.wast--  bpinon that individuat Commissianers should have
“the ability and freadorn to ask questons if they are decikling o0 a policy matter

Bums recalled receiving requests from individua! Commissioners for a memarandum ob a
particular issue that was not provided to the other Commissioners, This legal advice was
provided with some confidantialily, The Comrmilssioners have 1o be abke to ask gquestons
1o mssist them in thelr responsibit&tiesswﬂe‘d that thers is alsn some room for
configential discussons about maness,

(e)N(C) described 10 OIG ane memorandwm that, in hindsight be}iave ShoMlCE N
Enarad saoner with the full Cammmsion, iG 1 =t ¢ G WS e of the
w.van examples prepared by ths staff attorney, [( acalind receiving a mquast from

BUTC) Fukushima nuctear incident|O(C) ] nented]-- |analysis and provided that analys:s to
“ihe Charman's office gn March 17, 2011, A formal memorandtum 1o e daled dMarch 17,
2014, was created. fot zias and the o) datghase. Tha analysis was not indially
“provided 1o § i ; 1 vertatly informed the Commissioners and
statf of A1 sinn atal a copy of 2 November ¥, 2001,
3t 1he timea, to than-Charman Rahard

Chainvan Jaczko's otfice regarding the Cmrgency authority following the

Meserve negardmg e
200' ferronst attacks |

ana ySis was nat aha ed with the Commission at that time either
brovided the March 17, 2011, memorandum

’ Fxonistake not 1o provide the March 17

memorandum to the omm:ssmﬁ SQoner.

et e maEmeraadurn o the Corgmissoners on Judy 1, 2011,

7 O1G noted It 1he General Course
The memorandum Gommurncated W

asd beean radarenced &t @ recent heanKF 3R hiad been requestec by Congress.
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IO the Comm:ssnon

(O)(7(C) old OIG that formal OGC memorandas are disseminated 1o the full

Grrussion, and the general rute s that anythmng given o one Commission office is
gvaen 1o alt. Mowevar, sithough OGC repons to and serves all fve Commissioner
affices, there are accasions when an individual Commigsioner makes & request for
information ang asks that the information not be shared with the rest of the Commission.

in addition, eXTIC) stated there are many inglapces where intgimal memoranda are
geveloped and nat shared with the Commission[P)) lacknowiedged same of those
items ace controversial and the General Tounsel JBes not want to issue a memarandum
uniess there is a specific request for it. The General Counsels have always preferred o
et the Commissioners work an issus oul among themselves because frequently the
govecning statutes and legisiative history do rict provide g ciear-cut, indispunabtie
answer However, the Ganeral Counssl has provided written viaws when requested. in
anticipaton of receiving such a requast, OGC stalf have, at limes, prepared internal
memoranda so that OGC is prepared to address an issue showild there be a
Comrmission request to resoive the dispute . In other cases, the internal memoranda are
not directly applicable to the NRC, bul contain information that OGC needs to be aware
of  Many of these memoranda are not farwarded to the Commussion besause they may
ba of little relevance,

(ITXC) was aware of six out of the seven ¢ ided by the staff atiorney
and said that th re handled nppropriatety _ i35 not famidias with the
__severh exampie. aid that there are tiffering legal views on matters, but the
- Ganersl Counsel 1§ Girmately the decisionmaker for the office position.

» ll..‘ > db I
aftéf [(PXTIC) Jrestives ahwt the lseners Lounsel s autbamy Dver DG posiions, Yvhie in
the|017 <c ot OIG that statf analysis gops thvough 2
drafling and review pDIocess, and Men A ® provided id ( )( Vo cmvienw \as the option

earch, of

1o ask furthers questions, raise coNcems, make e T reQues! MUK LIRS
rewnte the analysis, besi views and {0 becides to

urn is s8Nt ungeT | - pignature. to. s I
Commussion  In some cases msagrees with the sIalvs legal & i in those cases.
the analyss is 1ot endorsed d mesmorandurm ss not peepared) (b)( ) axercises
wdgrment as 1o what memoranda are appropriate 1o send 10 the full Commission

(C)DE) otd OIG that there are many legal issuag lbat wacrant a memorandum frc

ant Commission. review _.-m,« not send eventhing 1o the

THRIBTRaNCN purposes ‘that are not dtssemmilled 10 1P

(sﬂ‘ also prepares memaranda far

OIS Felatea # a Commtssaoner requested an analysis on a matter e elieyed

woUH be tenaficia 1o e i suigrl - [would discuss releazsing 11 With [he
“requesting Corvnissianer Jb Suid inform the Cammissioner that i (0)()(C)

Yok DMICIMRES ? 35 Tl PROPEMTY OF Teist mlil G 9 LOAMED TO ARDYNER AGEHC Y T AND ITS COMITEMTS 2WE MUY 1oy L8 O KR AC & ¢
O DATTRMITRD COTRKME DA RESLNIN RCEMTT VATHIGT Pk P SIEESTmN OF TRE NS ORI

(B)(THC)



_wanted a mernorandgiam,

(B)(7)C)

oukf proveie & 10 the full Commission in an effont to
id ot have 3 situation where this had ocourred.

keep thern fully informed [P0
r mafter pertaing to a personal ethics question, a

However[.-  [said that

Trmemorantinn 5 provided to that individua! Commissioner. Also, when OGC siaft assist

Commisswon egal assistants in drafiing lenguage for a vote, thal deliberstive wiformation is
not shared with the Commission.

fnformea QIG that the OGC database % s knowledge managerment tool containing
egal anglys:s memoranda. it i not the official repository of OQGC opinions, and many of
the memoranda i the database are not final documents or endorsed by management
The datacase is a place 10 store infornmation s0 that when an attomey is asked o do
research they have some background alrmady available.

OIG intecviewed represantatives from the four Commissoner offices (three Commissiones
Chiefs of Staff, one Commissioner's legal assistant, and one Commissioner), Al had
recenvad the seven drafl analysis gocuments from the OGO staff attormney. Commissioner
COutendorit disclosed that his office received a memorandurm concerning one of the
examples provided by the QGC s1aif alitorney pentaining (o » Suprema Court decision
aithough e g not persanally recall receiving . He also recalied one discussion

on , . q a different topic of the stal attomey's analysis. Commissioner Ostendortff fely
thaamh 17, 2011, memorandum concerning the Chanmman's emergency
authority should have been provided to the Cormnission before July 2011, The
Cormmissioner fait it was a critical 1opic for the Commission, and # deslt with the core of
how the Cormmisgion was functioning during the Fukushima incident and afterwards.

Three Commissioner offive rapresentatives mterviewed recalled these topics ware
dixcussed among the Commission staff and OGC. Howsver, none of those interviewed
recatied any 1ormnal requests mards for written anatysis on any of these opice. @ven though
the topics were of INterest.  Some agraed that sorme matiers of panticular intaerast 1o a
Commisswner sticald not De shared wilh the Commission.

GOne legal assistant ol OIG that the General Counsel decides what formal work
progucts are provided 1o the Commission. Howaver, the Commission staff can
wnfanmaly comact OGO staff to discuss matters of interest befare deciding whether 1o
request g format written opinion from the General Counsesl. GBC sharas information if it is
a generic issue and if there is more than individua! Commissioner interest. The General
Coynsals in the past wers somewhat rsluctant to provide a legal opinion unlass requasted
The atorney 10id QRS that it is partly the responsibility of the Commission o ask for an
analysis if the Commissiory nas an interast in a matter. Absant a CoOmImMission request, you
cannot fault the Generst Caenset far not providing it

A retred OGC staff atomey who worked in the Legat Counsel, Legisiation and Specis!
Projects told OiG that the Chainman has more rasponsidditie s angd suthosities than the rest
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of ihe Cofr
fregrentiy.] -

“Commissi

on and therefare consuits with the Genaral Counaals office mora
sserted that the agvice Jdogs not ahways reed (0 e provided ta the olher
uttess d involves line-drawing betwaen the Commissioners’ authoritins

and the Chanman's authortly. However, the atomey s3id that the Commissioners nead to
receive the information they need to make fully irdormmed decisions.,

Please notity this office withir 30 days of what, # any, action you intend to take with regacd

o thus report

If you have an guies tion Joseph A McMiltan, Assistart thspector

General for investigations, afb
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of the Commission and therafore consults with the Ganeral Counsel's office more
tfrequentty{ - |asserted that the advice does not atways need 1o be provided 10 the other
Coremus sODET A unless I nvoives line-drawing between the Comynigsionars’ authorilios
andg the Chainman’s authority, Howewvor, the attornay said that the Commissioness need (o
receive the information they need o make fully informed decisions,

Pigase noty thig office within 90 days of what, ¢ any, action you intang to take with regard

to this report, 1t you have any tiong comtact Joseph A, Mobtillan, Assistant iInspecior
General for investigations, a1 |<b)(7J(C> i

Lialdnslion “"';W e
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DEFICE OF TRE
INSPECYOR G NERAL,

MEMORAMDUM TO FILE:

URITED STATES

NHUCLEAR REGULATORY SOMMISSION

WASHINGTON, O.C. 265550001

February 2G, 2013

Loncur: Gasa Clasad
Joseph A AMcMitlan

Amsistant inspector Ganoral
for_invastigalions

THRU,

(b)7)(C)

Team L,cadar-‘(b)(Y)(C) |

FROM:

(b)(7)(C)

SUBJECT

Allagation

Seniof Specisl Agengl(b)m( ) I

POSSIBLE RETALIATION 8Y THE OFFIGE OF NEW
REACTORS MANAGEMENT FOR RAISING A SAFETY
CONCERN {OIG TASE NO. 12-83)

This Office of the Inspactor Genearat (4G}, U.B. Nucisar R

Liatory Comimssion
srevestiction wis initipted based on an silegation t}yi (bY(1)(C) ]

B)
BINC) [Owiston of Engmesrng (DE), UIhos of New Reactors (MRO), thal] - ras . e BXTHO)
ed agamst for using the

Open Doar Polxcy 10 bring & safety issue h:gher 1avel
%3 gt weith 1he [(0)(7)(C)

DE, NRG, 1o remove 1Be 10DC 5#
Fiew O raised it w::hl(b)ﬂ)(C) |

. ne X ™
! () r»ad held since thu- prOj

Findings

OIG o not fing awaem:e oi rmtsatsm againg

' -A san ihe Clpan Door Policy.
awever (D)7)C) " Jearer WM g

allggedly
cause] fsa .. 00O
ihe [HITE .a rcia e

Vo longer ba the [(
mcapn«:m in 2008

(b)(7)C)

or using NMRC's Open Doar
Patiey tn raise concerns [ aﬁmmem 35[DNC) Fy B GG-15 fiom 1C8
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(b)(1)(C) G-14) with a GO-10 @s e project lead, but

assgried o other tasks,  Onpelb)(7(C) FGGJS}hadbe o
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manasgement of contractor support.” with little 1o no heip from oather techmnical revewers
and tte o N supervisory inputl. In compariaan, hig grpsraisal reflecled the
transfer of the project to the ICE2 branch and nOles| Eupport to athar
members of the review team.

Becauwse OIG did not dentify evidence t© indicate that was rataliated against
by managernent for using the Open Doer Policy, it Is 7etaimmensed that this case be
closed to the office filas.
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managemeni of contractor support.” with {ittie to no help from other technical reviewers
and ittke 10 NO supearvisory input. It comparison, ht ¥ papraisal reflected the
ttanster of the project to the 1ICE2 branch and nateuppon te other
members of the review tegm.
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Cancur: Case Closed _~— o -
MEMORANDUM TO: Joseph A, Mchliban
Asgsisiant lpspectoc Genecat
(BIT)C)
THRU
Taam Leader J0)7)(C) |
(b)(7)(C)
FROM-
Semor Spacal Agenq(b)(7)(0) I
SUBJECT: NRC REGION 1 HANDLING OF ALLEGED RADIOACTIVE
BPH L AT LIMERICK POVMER PLANT, LIMERICK,
PENNSYLVANIA (CASE NGO 12-064)
Allmgation

This Office of the inspector Genaral ({33), (1.8, Nuclear Reguiatory Commissaan
{NRC), ihvestigation was based on an allsgation from 8 concerned citizen thal a Mareh
2012 ragioactive spill 8t Limerick Generating Siation Plant was due 10 gross negligence
and could have axposed the community 15 dangercus or long-taerm haalth problems.
The alteger quastioned what actions the NRL had taken in responge to the atlaged spil?
and asked that the spifl be fully investigated, as this totaled 1hse fourth spill in 4 years.
Tne alleger aiso mguested that Limerick’s request (o extend the operating license be
deried.

GiG's investigation examined the NRC's response 1o the aileped radigactive spills.
Findings
O3 found that an alleged radwactive spill on March 18, 2012, at Limerick Generating

Station was a spill of water beaning itium resulting from an authornzad and permitted
radioactive effluent discharge.

TS BT R RNY 15 YTRE BROPERTY GF TR NRE UYL, IF LOAMED 13 ANOTHES M;Qut:v ITANDITR COMPENTS ARE NOT TO £F
REPRODUVCED R DB TREBUTE © GHIT IR TRE RECEIWMG AGEMLY MRTHOL Y THE CEAMIQRIGHN HF THE N&TS

—CERIGCIAL S E-DNEE—CIE N EBRTHGATH G- SR M AT HOMN-~

NS



—ORRIC AL LI E-O G INVES O AT N RO RMATONM

OIG determined NRC Region | tandied this jssue in accordance with NRT policy and
that the region concludead, in a May 7. 2012 integrated ingpection repon, the radioiogieat
cansaruences of the inadvertent retease were minor,

Bauwis for Findings

O1G determinad the Mardh 19, 2012, the spill at Lanerick Generating Station occurred
due o the overfiow of water baing bitwn down from a cooling tewer backing up mio and
out through mantole 023 due to clogging of the pormal discharge path. Limerick
Generating Station utiyes the cooling tower biow down feature 1o help remove nan-
condensable materials such as 3okds GWing the evaporatve cooling process. Blow
down s 38 Contifuous Process to mamntamn cooling tower chamisiry using a flow rate of
3.000 — 4 000 galions per minute (gpm}. To support Exelon's (icensee for Limerick)
offsite dase myrnimiration programs. the efftuen fram the liguid radgicactive waste effiuem
discharge line 15 directed to thus blow down fice for dilution and release. which is
rermived by the Siate of Pennsylvania. During difubon and release, the cooling tower
tlow down flow rate is increased to an administrative imit of 10,000 gpm to prevent
unexpacted relenses from the cooling tower blow down amergency overflow vent
(outfal/manhole 023.} The blow down hne extends into the Schuvikill River and has a
141 foot length of perforated pipe at the end 1o act as a diffuser. The process Jor
reteasing radioactive effluents via the blow down patiway & controlied by Exelon's
Limenck Station Gffsite Dose Calgulation Manuad including the midmum fRow rate for
dijution. The blow down flow for this release was approximately 8.50Q gom

O learned tha March 19, 2012 apiil was disciwéred by security parsonne! who saw
8xcess water by manhole 023 and repoded it to control room staff who redduced the
excessve How that caused tha spill, stopping it Exaion velundarily reported the spifl to
State and other officials 18 hours after the evert as a courntesy, and similarty reportead
the aptit 1o the Limenck Resigent inspectors, 24-hourg after the event, on March 20,
2012, However, 10CFRS0, 72(5)(2K xi) requires that NRC bg notified within 4 hours,
when any avent or situation related to the heatth and safely of the public or onsite
personnel, or protection of the envirpnmant, ke which 2 news releass is planned or
notification (0 other governmant sgenciss nas been or will be made. Based on this
requirement not being met, NRC fssued Limeanck a severnty level IV, non-cited violation
{NCV DEOGL352, 08000353/2012002-1 )

Spitis wirriar to the one that occurred on March 18, 2012, had occurred three timas in
the pagt on farch 20, 2008, April 25, 2008, and August 8, 2008 The gischarge of blow
down water from Limerick's cotling towers it sometimes used o dilute discharges of
radinactive effluent by injecting the radicactive effluent into tha blow down water. When
this ocouls, the amount of tritium in the biow down water is elevatad. Two of the four
cooling water blow downs that overflowed from manhoie 023 included a radicactive
effluant discharge; one that ocourred on Aprii 25, 2008, and one that occurred on March
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9, 2012 Afterithe spill ocsuired on Aprit 25, 2009 Limerick staff samplad the adjacem
test well and found tritium concentration in wefl nurnber 5 o be elevated to a
concentration of approximatetly 800-2800 picoauries/litar according to the documentation
provided by Limarick gtaff. The tritum concentration in the well graduaily dacreased to
159 picocunesider in October 2000,

Sampies 1aken and analy2ed for trilium subsequeant to the overflow events on March 20,
2008, and August 9, 2009, indicated no increase N tritium comocernation {minimum
detactable leveis )

Exelon 0ok severg! samples at multiple jocations on March 19, 2012, following the spill
One sample was taken from a puddie i the area where tha spill overflowad. The
resulls of this sample indicated a (Mium concentration was 113 D00 picocures per liter.
This was the highest concentration of Yitiwm found in any of the post-apilf samptes

Limerick Generating Station's discharge timils contamed within (e Offsite Dose
Calculation Manual provided by Exslon disciosed the tritum concentration fmil for
discharging to the environmen! is one miflion picocuries per iiter. which is much greater
than the 113,000 picocuries per liter, fourdd in the puddia, indicaling that the discharge
was welf within NRC timits for the discharge of tritium

The NRC imegrated inspection report dated May 7, 2012, slates that sampies waie
taken from © vacous ansile ground water monhonng wells and drainage points

betwesnfENC) litvater sampis reésulls from the daya after

the retease sHo (7}(0 ritiUry !e-veis at the lowsr limit of

detecterrn (B %gg et X iwo & per Her) " dowry water
(C)

fiows into theld ich Nlows imto the |( ( ) The NRC
repor alsc statas that £xeton sampled water pooled nesr the spilt location and found
elevalted levels of iritium.  Further, the raport sistes tha! Exsion sampled “tank water {of
the tank containing the radicaciive effluent (o be discharged) orior to discharge and that
the water was within State and Federal permitted guidelines.,

OIG iearmed that aRer the March 184, 2012, overdlow incident. s Region | spokesman
stated that 8 puddie of water a5 sampied and the resuits showed a
ritium concentraton of about LOU picocunesfiter. The May 7, 2012, Limerick
Ganeraling Station - NRC integreted inspection Repont 050003827201 2002 and
0s000353/2012002 and NRC Office of invesugations Report 1-2071-033 stated that
Exelon dwd a cajlculation based on the data they had that bounded the relesse and
indicated 10 thern that dose projections due (& the release wete weall helow reguiatory
imits. Finally, the NRC May 7, 2012, report states that the failure of Exelon (o cormect
the probiem wilth the discharge overflow was a “performance deficiency.”
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OIG did not find deficiancies in the way NRT handled this issue or tha conclusion
reached in the fay 7. 2012, integrated report that the sadiological consequences of the
ivadvartent release wera MinoGr.

NRC conciuded that Exelon had esiablished primary continls over (he tank releases
thal would iimit doses 10 8 member of the public. The controis aver tank discharges
included: (1) use of station radinacive waste procassing squipment to Himit radipactivity
conceniratians within the lank; (2) corndact o~f dose projections lo ensure doses were
weill petow 10 CFR 50, Appendix |, ALARA' requirements; (3) placement of
admicistrative imits on tank actiaty, and (4) use of in-line radioactivity monitoring
insfrumeantation for the liquid radwastie discharge line to s(op potentiat unplanned
reieases above atevated levals Onsie NRC inspeciora concivded there was
reasonable assurance thal releasas did not and ware ol Jikely to have resuttad in 2
dose o a membear of the public exceading a smal fracton of 10 CFR 50, Appendix §,

ALARA bimits.

Bacause Exelon operators at Limerick Generaling Station were conducting a permitted
discharge when the overfiow 023 incident bocourred on March 19, 2072, during a cooling
wwer blow down procedure; the consaqueances of this incident did not exceed and were
not likely t¢ have exceeded a fraction of regulatary himits, and Exelon has estabiistied
contrals o prevernt a future occurrence, it is recommended that thia case be closend 1o
the files of this office.
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MG did not find deficiencies in (he wiey NRC handlied this issue or the conclusion
reached in the May 7, 2012, integrated repart that ithe radiological consequances of the
inadvenent release were minor.

NRC conciuded that Exslon had sstablshed primary conlrois over the tank rejeases
that would imil doses to a member of the public. The ¢ontrols over tank discharges
included: (1) use of station rddioactive waste praocessing equipment 10 limit radioactivity
concentiations within the tank, (2} conduct of dnse projections ko €naure Joses werg
well below 10 CTFR 50, Appendix }, ALARA? requirements, (3) pltacemen of
agminisirative limits on tank activity, and (4) use of in-line raddactivity monilorng
instrurmentation for the liquxd radwania dischamge ling {0 stop poteniial unplarnned
rejeases above elevaled levels. Onsite NRT inspeciors conciuded theare was
reasonabie assucance that releasss did nol and wara not jikely to have resufted in a
dose w a mernber of the public exceeding a small fraction of 10 CFR 50, Appendix |
ALARA imits

Recause Exalon oparators al Limerick GCenerating Station were conducting @ permitted
discharge when the overflow 023 incident occurred on March 19, 2072, during a cooting
tower blow down procedura; the cansequences of Uns incident did not exceed and were
not Bkaly to bave exceeded a fraction of regulatory kmits, and Exelon has established
comirods 1o prevent a future occurrence, i i3 récommendad that this ¢case be cloged to
the files of this office.
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P i T UNITED STATES

,;" "g‘ RUCLEAR REGULATORY COMMIESION
= 2 s WASHENGTON, .C. 205550007
b &
P oge®
OFFICE OF THE
HEPECTOR GENERAL Secember 3, 2013

Concur. Case Cbs&"?ﬁé} T

MEMORANDUM TO: Joseph A, McMillan
Assigtant inspgclor General

(P)(1)(C)
THRU:
Taam Laaders,[P(N(C) ]
(b)(7)(C)
FROM:
gm;grmgn‘(b)(Y)(C) |
SUBJECT. POTENTIAL MISCONDUCYT BY NRC MANAGER (OIG CASE
NG, 12-70)
Allngation
This Office of the inspectar Ganeral (OIG) L8, Nu
{NRC), invastigation was basad on ?m_ﬁo (b)(7)(C
-.u of investigations (O}, NRC, mat (L)

) |Region IV, NRC, attemmed to establish a communication or signal with O1 hal let

RNow when /ot 10 ndiale a cese arn inye inv ative activiies. OlG also
leamgd that in 2010, — rtormed|PX(NC) anted 1o establish & signat

_withl.. phat would g&t egion IV Ol agerd In Charge not 1o open a case.

Finding

GHG found that aftbough (PIC) made & comrgnant m{ fwanted.fo sstablishog...
comimurication with o Whett ot o open an investgation] —jnever..
establishved communication. in addition, CIG did not idenilfy any evidencs

suggesiing. that tremping o influence any specific dedsions by O to open or et

open an investiganon.

Basis for Findings

i 2017t o0
(b)(7)(C) O, NRC, ay pa Tl Oi F:a g Reviaw VISR | . Dwring

TG CHOE S RHET 18 TR PIROGSER Y'Y OF THiE NRE I, i 1 Nu T AMOYMER MGEWL Y 17 AND 178 COM tllﬂ‘ A!t hOY TO 6L REPRQOUCED
CHRE A VR TED CRITHOE THE REE E7VINGG ALEMC Y W7 GORST THll 3 BRI RO OF 19




whe

similar co nt divactiy i

oxne)

_regions and minkted thern that Ol bad discretion on whan t& open investigations

_that duning wnwre|— h

this mea!mg,l(b)m(c) lt idm 7xe) ]Mshw they could axtablish a
COMTUINICaNig g 2 prre that i te k -: g0 it was okey not o open an
investigation [DXN©) said that - beh (C a5 woll aware of Oi's
roles and respOnsiiies and may havl been suggss ing 13 Iry fo work arowsd the rules

sot forth givirey Of the indanendsace o open
®X((C) informed®C)  knat the Region iVi(b [
WOUTd 170 estam}s n B0y communication wttt‘l b)) Jauggesiad t

may be an effort i ONC) . ho mduce the axira w:ark low priofity investigations can
 causel - ptaff,
(6)(7)(C) old OIG that atthough there was a shape they

ST Gl GpMrs certain w tevel mmz gaticns, [P7 )(
ar:empwd fo interfere with 3

Rrow pot 1o gRpen 8 case.

T3¢ g continue to usa R, in Septambar 2010,

t wst?l(b)(”(c) Faised the question of establishing & Siona
nd CH reganding when rnot 1o open an investigation [B)7)(C) s
atuaed to eslablish such a signal. OIG leamed NRC recognizes a

o STT ¥ as any censes employes who s not a icensee official. In mosd
ca5a9, thm is @ parsen who gdoes not have sigaificant safety impact, sphere of influence.
or expertise, Tha facts of any spacific case can deternine if 2 parson is considered 2
low level employae ar not and, # deemed necassary, NRC can take enfarcerment action
on a low level amployes, Typicaily NRC would aflow the hconsee 1o be responsible and
take thew own reasonable scton with an allegation involving a fow taves amployee

I(b)(7)(C)
supersased|b)((C)
2011 fitted ™ cles andg RE8pO . B
as weall a5 the Novernber 2011 raspunae from the|O (7 wa_rmmorandum
comtained a3 Historical overviaw of why O was created. The HErmr aniun reinforced

their indepandence and refarancad 10 CFR 1.38, which is the regulation giving Ol its
authostty teoopduct ingastigations of Yeansess. (n the memramlum‘ta:ad
as beeaen forced 1o “repeatedly defend and justify Of decision
)‘P&X!ﬁg to SANKSE BES mmp officials regartding the initiation and conduct of

wrongdoing sfweshga! ity buk not Ilmned 1o investigatians involving jow ioveal’
licensen ermnployees.” Tha soored a reemorandum tod(0)()(C) arvt
the RAs. It stated that ﬂwy suppo rad|PI(N(C) nosition and that in @ Novambe

2011 mpeling, BE RAS ware reminded a d recognzed that Of had the necessary
discretion to detarmine whether or not 10 Initiate an investigation.

2
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[P Jrom NRC, 1old 0IG thals) . komments to

aimed at procass mpmvement 1o better use agency msuurces\,

pOCHasSs coud be impraved with betier communication He ; e A

Board and Ol on what the agercy faaly the pricsties are. ~

BXXC) have been cases in the pastwhers - ait O should not h x

js&ic that ihe
egation Review
Smerd thai Ihere

""" because the outoome of the FwvestiGation was prao;ctabie L BiTC)
racognized O coyl e
duthonty L7 )(C) (b)(THC)

(BY(THC) (L SREn cane B T
(4415 ——tet
(BYTHC) 5 (BUTHT)
e Ba i signal rdmg ca L : B
erforcemant action # 0 %5 Of rH i were o ciose wdh ainvestigation, it
would heig them (Of). id that thora was not one case whare] - feedta.. ___ BIWO)
mfluence opaning or clasing or any decision Of has mads. T
QIG interviewed thef ) latong with ati [FX )<C>
including the curreniIvIC) T 11 thay hag a very professional Worknig
ralationship with thelr réspeciive s that thare had never baen a lime whan the RA
tried o influence them to open or not open BN investigation,

(DS Jeonfirmed that Ristortcally thars hed besn some conflict
Eatwean) )1 1) ard the RAs ragarding the handiing of inves 3 gy o f
icenaas amidoyees, howewer, i conflict was bmr; : (BXTHC)
BothfoX7) aid they aupmﬁm | _—pm :
belieys has beer made clGar @ RAs will honor these role& and
esSpons b:mies

Bgcause OIG did not davelop any information to inddicata lhatinﬂumw or
attarnpted (o influence any O! decision (o open or ol open a spacHic investigation, it is
recormmended this case be closed to the files of this offics,
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{EXNC) '(b){?)(C)

rore NROC okt 015 tha’-zmenm e

pfocess mprovernent to belisr use 3gency resourcns.

process could be impraved with bettar communication baduws

Board and O on what tha agency f peais (he prionities are

BUTHC)  have been cases in the past - _|rett O1 shouid not Fa
because the outcomo of lhe mwsﬁgatmn was predictable|©

L 23 A £ »

vere
Eas that the

RHegation Review

stgted thut thenre

ne investigating
90 sald thay

tatw m sshotﬁd R
I Ta ¥58% will have the same

anfomemwﬂactﬁnlf()lmwst Sasornc‘a i Ot were 10 close with ng goeeatigation.

would heip them (O TN Jsaid that there was not ane case whem et to

influence cpenmg or clkasing or any decislon Of has made, )

DHG intondewed th (7C)
including the currem [bN)iIC) ¥ a very professions
refationship with thedr ras
tred 1o influence them (0 open ar PDt open an invastigation,

{(b)(?)(Cj Esﬂﬁrmad thal historcally there hacg beon some wnﬂsm
BYFIC) i Tha RAS regarding tha handiing of i 2 %

e resRa Prrie yﬁﬁ's howewvear,

Bot PN e aid they SUHDO b)(TKC :
believe that t has bean mads CEET 1S 3
resgonsibifities.

Because OIG did not develop any information to indicate that/D0) influencad or
attemptes o inlluence any Ol decision o open or not open & speciic mvastigation, 1 is
recommendad this case be chosed o the files of this office.

()(

(bXTHC)
(DNTHCY oo

b)(TKC)”

-
I

}(C)

==

BT

(bXTHC)

RAs will honar these roles and
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Referral, Actions & Follow-Up

Prwpcsend By Yoty

Coasp Vide: Mrawse ol Govesnment Casn Fluos s Cc 2o
Compuisr by Region i
Employse

Program Office: (B)THC) Clansifieaton: |OE) ]

Originaidon Docimy: TG
Subject's Last Neame £ Lnoany Nams OX7IC)
Subiects Fust Name J(0I(7)(

Agency Refersl & Follow-up

PFCRA Reatewral ¥Yes @ No

Reterred o Agancy @ ves Mo Orete: O2415/2013
Aetinn:

Refarred to (OMice) Cifice of the Executive Dtecwor fos Operabons
Contact Parson: Villiam Barcherdt

Foliow-Up Asasigred To: (

Expectsd Comgpistion JBINE) |

Onte,

Revised Competion

Owle:

Actusl Cornpdaton Dete;  JDE) _ ]

Completon S4atus, Open @ Tloned

Camroerts; On Jume 10, 2013, & decigion woas Bmaued mitigaling the penafty o a 21 day

suspension. This proposedt acton wos coxrdinated with, and under the
advice of the OWice o tha Chief Human Capiit (e angd the O¥» of the
Gereral Counse:

Admsrdstrailyve AcBon

PFLRA: Accepded Declined Date:
Aggncy Action Suspension Ome: 08 12/2013
Commenis. A 3 day suspengion was inially issued bt on June 10, 2013 a decision was

fssued, Mitgaling the panaity 10 8 21 day suspanskon. This proposad action
was coordinated with and under the sdvics of the Offica of the Chiel Hurran
Capitol Offirsr snd the Office of the Genera! Counpst.

Prosgoution Refarmrsd

Feoderal Rafayral Deie. QS T/201Z

— SR HG - ONE 1




Progsaculion Status: Pending Dats: 09 FR2012
Acospled
@ ODaclinec
AUSA Ofice:
Stete’Locas Redarral
Usie
Prosecution Siatug Feprenetiong Dok
Accsmpytod
Deoclined
Offica:
Commaeants: ‘.’-‘l ==
E fraes D4 oal 2 fnr L af B 0F Bigrwter Datongsr Ergt ol
LE/Judiesai Action
Achons; Arrest Date:
Asraignment Date:
Charges Droppad Daie:
intictensent Dute:
informaticon Dt
Levei: “harisdiction;
Stamire{s )
Vialgtion{sy:
Coun Agtion: Dimge:
SEntyrece. Dalmsin
Comments:
Recoverian
Amoum Hacovened: Type:
Recovery Data:
Commens: i
Poreotial Losses
Amount:
Cornrnesr;
Segters Lipan Adlexa Citheme Bl Edil AAroetasion:

{Mmnagurrers), [insAnaky ),



fa"' "“u‘.‘ UNITED STATES

¥ MUPCLEAR REGULATORY COMIISSION
3 WASIIHGTON, 0.6 BISE8-8001
W
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CEPICE OF THE
BMSPROCTOR

February 15, 2013

MEMORANDUM TO: R, Wilkam Borchani
Exncutive Director for Operations

FROM: Sozeph A. MoMilian
Agsistard inspecior Ganecal
for Investigations

SUBLECT: MISUSE OF GOVERNMENT COMPUTER BY A REGION
EMPLOYEE (CASE MO. 12-74)

Antactnd s an Office of the Inspacior Generat {O1G), U8, Nuclear Reguistory
Commigsion (NRC), Report of investigation pertaining 1o misuse of Goverrwment
computers by 8 Region 11 emploves.

This report is furnsshed for whateves potion you deem appropriste. Plesse notify this
office within 120 days of what sotion you e hased on the meeuls of thie investigabon,
Contmct thin office I further sssiatance is requiced.

The distribution of this report should be Bmited o those NRC managers regulined for
evalugtion of this mattor. Nelther the Report of Irvvestigation nor iis exhibits may be
piaced in ADAMS withou! the written permission of the OIG.

Avachment. Report of livesstigation w/ exhibite

¥ I lwto sxhibits
CONTACT: [PINE©) oG
Toan -ﬁ*-’ xamm?‘rm WWN”WW&:’WNW



Miguse of Governmant Computer by
a Region il Employee

Casze No. 12-74

February 15, 2015

THIS DOCLMENT 1 THE PROPERTY OF THIE NRC QM0 P LOANED T ANCTHRR AGENCY IT AND T CONTRNTD ARE HOT TD St RESROOUCED
OR DISTRENTED TRITEDE THE RECHIVING ARENUTY WITHOUT THE FERMSIGON OF THE NRG (3G

—OREICIAL USE ONLY—OIGINVESTIGATION-INFORMATION —
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; GA EORMATION

STATUTES, REGLILATIONS, ARD PCLICY
& CFR, Beoc. Z835.704 - Use of Govemment Proparty

{a) An empioyee has a culy 1o protect and consesnms Sovemment propearty anvd ehaill not
uSe sUCH propaty, or Alow its use, Tor offir than authorzed PUIPOseR.

{b) Governrent property includes any foon of real of personat property in which the
Govemmant hag an cemnervhip, Isasehoit, or other proparnty dderes? o8 well s any fght
or othar ivangible interest that s purchased with Gowermnmment funds, inciuding thes
senices of oontrictor pareannel. The term (ncludes office Suppias, tslephons and
other telscommunications equipment snd services, the Govedrrment madis, autormsted
dais proceseing Mh, prinding and reproduction tacititles, Governmant records,
and Governmant vehicios

(c) Autharized purposeas. are those purposes for which Goverrement propenty B made
avaiiable to mambers of the public or thoae purposes authorizad in sccordance with lew
of reguintion

MRC Apency-wids Rules of Behaviore for Authorized Computer Use, May 19, 2009

2. Boops

The rulas of behavior appiy to aFf NRC employess and susparn contractors at their
primacy workplacs snd sl Any Sitemalhed WoOrkplaces (o.¢., HowDIking from Home oF
from & satelitn site) ardd O usare on officis! revel. This docurnent mlers 10 theso
pOrsons a6 resrvpubiic wpers.

A, Rujes of Bebmvior for Non-pubbe Usars

The following Tuiss spply 1o all NRC non-public users of NRC computing resdurces,
These ros are besed on and e consistent with policy and grocedures in NRC MD
2.7, "Persons! Use of Information Technolegy,” and MD 12.5, “NRC Auviomatiad
irformgtion on Security Program.”

3.8 Inteiniet and E-maill Uss

Users of the NROC et and @-raail services and rasourons ghafl:

* The MRE Agancy-wide fites of Banavior for Athosized Gamputer Une hae Snck Dean pdmers D waswan 1 7,
At Octotwe 2, 2012,

1




»

— OERIGHAL G E-ONEY-— OG- INVESFICATION-HFORMATION—

Nt use Internet and slectroric mall for frauduient or haressing messages of for
sexual ramarks or the downioading of Hegsl or nappropriete materials (s.g.,
pomography). Addilonadty, usera ahall ot sead or tatain any such motavis! on
any Goverranent system, insppropriate usage inciudas providing iegal coples of
sofware io others though file-sharing sarvices, and making thrgats to another
persoa via e-rrall.

NRC Management Directive 12.5, “NRC Automsted Information Security
Program,” Part 2.8.6, "Use of tha lntermet™

NRC stalf may use tha NRC LAMAVARN 1o sccess the intermst, This sccess may be for
officist business o pesonad busineas In sccordance with the NRC mininum personat
use policy in MD 2.7, When using the Intermet, users shall praction “safe surfing.”

Specifically, users ahak—

L]

Avolt accessing pornographic or other shes that provide content that s
incompatibie with this NRT work envimrmaent, NRC vses software (o bliock
sccess to eites that provide content that 8 incompatible with the NRC work
arviromnmnenmt of that might prasert 8 sacurity risk. Thesse sites offer cuntent
relating to otiminad ekills, ganbling, hate speach, anit pormography or other
sexuaity onanted matedsd. These sles are blocked on the hasis of &
characterizafion by the commercial providar of the blocking softwarne, not an
anahrsis of the site condent, Thus, other sikes may provide simiar content but sre
rot biocked. it s the user's resporsliity (0 evokd such sitex and to immesdiately
lerrvonile Bornes 10 SUCh Sites tiat ane reachad unintantionsity.

NRC Managemant Divective 2.7, "Persdns! Use of information Technmology,”
Handbook Section (D), “nappropriaie Personal Uses™

Empiloyess are expeciad to conduct themselives professionaily in the workpisce
and 1o refrain from using agancy Infterrstion tschnoiogy for activities that sre
inappropriate. Misuse or appsoariate personal ae of agerncy informetion
rechnology Inciudes —

Use of information technology, induding telephons or facsimble service, (o creats.
dowrilonad, view, stane, Sopy, tranemit, of receive sexually explicit or sexuafy

ariended metenak or materiaty relsted o Slegal gambling, ilegat weapons,
tarrorst activities, and any other llegel activitles or activities otherwise prohibitad.

2
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(b)(7)(C)ad ittad] - [has bee

SUBJECT

Regon |
1.5, Nuclsar Regwiatory Commisaion (MR}

ALLEGATION

‘l'he Omca of tha lmpecmr Geanersl (OI3), NRC, initiated thia mmhgahon based upon
Parsonnal Securlty Branch regarding the July 7, 2012,
,m EXNC) # fakorvy viplat

0 'rmlmmmmucmm*’
OIS reviewed NRC COMpLUtons assigrusd
connachion for the crimeas he wiis Sccused
fssuad computans assiGred fed sexualy explicl thuimbomil images
saved on the cormpuiens.

FINDINGS
OinuundRC log-on (D was used an two NRC computers locatad t different

PRICHNET pOsRRS DiBt 5 10 view SXHRCR or sexualy orieied Enads m
MWWWMWW|Wmm‘h
b an

viewing pomog
+Zaligt mmhﬂwu&ay%beﬁehanmmawﬁm

! On Febrsary 13, 2013, OHG meivss rom th(0)(7)(C) Frvet th code was
3

THER DOCLEREET I THE PMOOANTY OF TVIR MG TIGE. I 4NN TO MY MEgiacy 6F Scy T8N QRCTINTE: AR WXt O 21 SOt om
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BASIS FOR FINDINGS

Examination of RRC Compitars

On Jduly 24, 2012, the OIQ Cybar C:nm Urit (CCU) obtained & forensic image of tho NRC
computer lncated in mﬁ G $a inspoctacs office at Sumy Power &tﬁﬁm pringg NRC
ag NG ~~ ; , ite
a arsheniz of the media identified a thumbnall of & Wmogmhic
uner profile. The ansiysis also identified 42

pomagraphnc imeges & e | space of the hard drive and numercus anties o ha

interrst Hislory fies relating tm@gr‘aphy for sale on the eBay Wel: site.

A segrch of the hard drive identified 32 msges of B pomographic neture in the unallocated
spaos of the hard drive, The unslocatsd space of the hard drive is all the space on the hand
drive that s not used by the oporating system, Yvhen files are deleted or purged by the
operating systam thay become unallocated, maaning the space the flas occupied on tha hard
drive can be reuged by the opevating system. The files will rermain in the unsliocalad space
umit such gma as thay sre gverwTiitan.

veis of e fles ralating o Pdernet History dentified numerous aniries showing
vmm phy thet wae offered for sale on the eBay Waeb site for tha twne

» ¥ August B, 2011, v July 6§, 2012, These entries comained expliclt language describing
thepwnog:whwm%lﬂtatmuﬂdmﬁwﬁmm

usgust 2, 2012, OIG CCU obtained a forensic mape of an NRC computer locsaisd in the
boearing NRC somputer assst tag No.

( :
(?(C) analyens of he MedB waiiiwed g1 [ '*,* mp&c thumbnail images ln

[EX7XC) ser profile snd 2 fokder labeled [OUTC) kisrtifiad on the root directory. The
ana Wentifiad aumencus antries in tha m:amat History fles retating o pomography for

mwmmﬁayw&sm

3 During the nvestigation, DIG meased [(DN(C) :
RctivRy idamfed at Gury. OBWWNNMW
W Gaspeming i Wy poMOgrapc MeleTEl wes ScoasRed. Wirrwd, or Bitwes T




3’?5& 2% w«mwm Mm% ﬁw} WAy in fuess Thumbe db fles, Twmgp_]ﬁas

| These Thuambnall Meges wele e whan| D)0 Fownioaced,
&W WWMWMMW‘YWWRMMQM

slte for tha time period of November zaw ihmuﬁi% Jum 2011, Thoeass enm mmm expdicit
isnguage Sescibing the pamegraphic material thel was adwertised for sale.

{For Furthar detzils, see Exhibit 1)

fragn the Cffice of Inforrmation Servicos tha aonterds of the
: g D0 ks revies of the fios storsd on the MRT netwotl drive
nﬂgoadmusam otihed 7 sexually explict images, st 11 other Images that
appeared nappropriate for e Govamment workpiaoe hut ware mot sexuelty expicit in natuns.
Information klentified in five of the piclures indicatiss they ware teken with 2 Slackberry ool
phione with the islest pictures aken on June 22, 2012,

(Fox further details, see ExhibR 2.)
i rviaw of [0 1C) [ragion B
R o:a thet in spproximately 2001 or 2002, whie [eXTe as on detail o the

Jolesr Powsas M wed nto tha[010)(C)
AT &3 5 3 QD){?B(C) m
®)(7HC) ' O7KC) h
B pompUler
wauki have besn sbis o nee (C)

ekdent (o anyona as worll @t thabl0)0)

bli("' )




YT - (bj ?3 C}

mas !m‘ lwm

According in namxs_ sckirg #t pornograpiy whils at work did not distrac m“ B
duties [V11(C) [Foreac sver using Beanies compuiers ta Kok for poTnog

(For further dotalis, ses Exhibit 4.)
Dopartment of Justice Coordinstion
(OX7HC) 5. Alcmnay's Office, Southam District of

Aihg o misuse of 3 Governmeont computer
hypmwwmﬁunmmm in Bey of administrative action.
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TOPPICIAT DR OREY - OI HEVESRGATION-INFORMATION —

EXHIBITS

Memoransdum 1o Fie, iact C Forensic Feport, NRC Dall Optiglex 755,
NRC Assat Tags No. [OI770) ated Septermber 17, 2012.

et Fewiew of Networkd{D7C)

B)TIC egion |i, dated Novemnbar 28, 2012
Mecnoraraionm of Imewhwltbm(m habed Aupum 8, 2012
Yranscript of Imarview of[071C) hated October 12, 2012.




MEMORANDUM TO: R, Willam Barchendt
Exacutive Dimecior for Qpearations

FROMM; Jesaph A McMilarn
Ansisiart inspecior Gengra
for Investigations

MEMOGRAMDUM TO, R. Witiam Borchardt
Exgcuttve Dimactor for Operations

FROM: aasph A Mcidilan
Aasistant iInspector Seneral
for lrvastiggations
SUBJECT: MISUSE OF GOVERNMENT COMPUTER BY A REGION i

EMPLOYEE {CASE NQ. 12-74)

Attached is an Office of the inspecior Ganeral (OIG), LS. Muclear Regulatony
Comerission (NRC), Report of invastigation pertaining (o misuse of Governmaernt
compuiars By @ Regicn |l smployes,

This report & fumished for whatever sction you deern sppropriste. Plesse notify thds
offics within 120 days of what action you take based on twe resuits of this Investigation.
Contact ihis office f further sasistence Is requled.

The disinbuion of thie report shouid be lrdied 3 ihose HRC mansgers reguived for
evsiustion of this matier. Naeithar tha Report of investigabion nor s exhibits may be
paosd in ADAMS without the written permissaion of the OIG.

Attechmernt. Repoa of investigaiion wf exhitits

c-c:l(bjm(c) Lvln gxhibits
CONTACT: [PXNC) Iovs
Case Fie 12-74 . Tistorss) Fis MAGNUM
mal  Low OIG
(GI7XC) - D.Lek a2 /| H.Ben
= 79A3 7 773 : FEELE A E N A il
Oficial Eie Copy



s e, UNITED STATES

:’ ™ MUCLEAR REGULATORY COMMISRION
E M "" WASHIRGTOR. B T 20349.0001
el abh F

- ~ ‘J‘

OFFICE OF THE B
INSIE CTOR GEMERAL Januacy 7, 2013

_ o S,
Concur: Case Closed T — Ty
MEMORANDUM TO FILE:, Joseph A #MoMiflan
Azsisiant inspector General
for invastgations

(D)(7XC)
THRL}
a4 Leacarjb(C) |
(D)(7)(C)

FROM:

Senior Special Agen1(b)(7)(0) |
SUBJECT: ABUSE OF POWER BY AN QFFICE OF NEW

REACTORS DIVISION DIRECTOR (OIG CASE NO,

1278y
Altegation

The Cffica of the Inspecior Senerat (O1GY LS. Nuclear Regulatory Commission (NRTY,
an allegaton fr b)(7)(C)
Envigion of Eogirnensri _Otice uciear Rescior Keguilation . S

®TNC)  [BXNC Toffice of New Reactors, {(NRO), sbusedl_—__kugthority [DUIC) eged that
| DI elayed the issuance of NRC Bulletin|®U)C) |t reactor foensees on design
vulnerabibties in elactric power system designs by refusing to contur ot the buletin

Findings

I_Q‘Q_mm_tﬁaﬂ(b)m(c) kang §ONC) [NRR. weare the [PX7N0C)
(b)(7)(C) P not imrnedialely concus and co-sign the

(©)THC) cutletin becausd-.  |had questions about the accuwracy of information in the bulletio

T EBRGRing the I hew reactor licensees using the AP 1000 reacicr design and souah
to have an O#ice of 1he Ganeral Counset {OGC) attomey for new reactors address[O7(C)

RS QKRG AR IT 3 T FADPEATY OF Yl G (53 . IX LOARED 70 AMOTHNER AGKACY 1T &G YE CORTENTR ARE MO T 10 88 REPROSULLD
2R O TR TE D QM ITROST TR RECEIVIRG AQENLT Y WITROU T TRE Rl

AL



(BXTHC)

sign the butiet

jearnec

: Byt 8 Y54 7 ection to

(b)( 7XC) oncur g
CELY

the dociument,

Basis for Findings

(B)(7)(C) hn foXne) I

b)(7)(C

quastons about

Mmay 24. 201g8P
RR, seM an e-mat 10
& Dulletiny and cancurring

on the memoramdum m! e NRR's intemt S BUE = pulietin.

On May 25, 2012, [PINEC NRO, a«mawtadM!etmg that

NRD requested N R s O& 10 exp&am why {he bu! u shoulkd apply o AR 1000 w .-x ey

aperaling liceass { Mol ter tha day, [DIIC) kent anothar e-mail t

stating thay - ednput rogasﬁm e stion. and wouid {BYTHC)
et et T A FEpaTTy™ get NRes ConETTTbnce, ORI
on June 25, 2012070 |e-maited®C) requesung zha -

how the bulietin could regques! & iorma regpOTie T ITETIsees on the issue,
and why it perigingd 10 AP 1000 readior icensseas. [®X7 (C) apolog;md for the delay,

oSG0 exfﬂa;n ‘ (b)('l')(C)

and slatw tha just wants 1o make sure we [NRC] have 8 legal and regulato
“(7)(

{ %] raquest.” Among thosa caopied on the e-mail were[(b)
and an attorney in OGC.

On July 20, 2012[®0(C) /R, sent a memarandum g NR
Commissioners (0 @ SIBI's intention o issus Buiiatm@y Juty
27. 2012 reguesting infermation Foim all holders of oparating licenses and LOLs for
nuclgar power reactors information about thair {acilities” glectric power systam design,
congidering racent opaerating expedence invalving the ss of one of the ihree phases of
the offsite power circuit at Byron Statian, o determine if further reguialory action iz
warranted. (n the memorandum, i stated that the Commitiee 10 Review Generic
Reguirements {(CRGR) was brated by NRE staff op May 2, 2012, on the proposed
pullgtin and Mat NRC stall addressed the CRGAR's comments

2

THR DEICASMENT 1Y Y M3 PREOWEMTT O THE AT 0 A0 LSSHEDD TO AMO RN AQTNCY 17 4D (TE SLGNTBHIE A0S #QT I S€ NS NIRVIKT
N PO VOBV E T ORI TRIOE M RESEIVOME LGENOT W TRCUIT THE HAC S



Bunetin{ V) Loae weued [P0 Jrad projacted i)
mamorandum to the Commissaners. Os reviewed the concurrance ciiain 161 Hisdietin
and noted thancwrad on the document the day after OGC gave itg
second dcation of “NLUT {ns fegal objection) on the concurrance chain. in the second
indication of ML, it was notad in \ha concufrence block that it was ke new reaciors

only.

P 0 SR oo+ A s B At 5 o sonan sontm . s e

Concuyrrencs Chain for Bybletin 2012-01

}3“2“2 e e - e e
Wasne L NRR N o
¥i5/12 | iNRR .
222 L NRR e e e
472112 QGC’ ‘
- HNRR )
LNRR
NRR - et
| Office of information Services _
NRB e
NER
| OGEC {for new reactors only)
RNVl AU o~ o, proaa. NQQ - LN PASEL B 1 WO AN
282 L NRE
72712 NRE

(B}THC) ; - e Ry > : sEnt NRO a draft of Sulietin
Weonia

{EXTHC) ] LR : nLAES initialty

(BXTHC) “Tavraws b iew i JP had a
RaTsT 1Y e irfarmation as it appiiss 10 the fod resctor

BIC)  legid the bullslin drafed by NRR did no

licenses using AP 000 deaesign,

stated thal aithough an Q gHrmey knowladgeable of gperating reactors had

wns that the egency was factually correct on s design knowledge of AF 1000s
BINC) “Fready concuried on the bulletinl - hanted an QGG attorney knowistgeable of new

T reacions 10 review the bulletin and 8185 concurfOUT)  hiated thal  -—jvorked with the

OGO atiorney for new reactors and NRR managé@miént 1o re-word thé Tanguage in the
bulletin for new reactors, a ce the '

objection io the gmumnt%ad

that NRRR snd NRO did a joF

&7 Feviaw O ¢ oitfent Which concluded that

T g sy ———— s s

' OGC prowided an "MLG,” tor no fega objeclion. on e document

3
Yoo OOCUMENT 4 TRk FAGPBATY DF (W RO TR T i DdellO 15 ANGTHE R 4GEMEY i1 AWQ (TH ESNTENTY AR MO T 15 BY B ERAQOUTER
OF DISTAKM YTED OUTEIGH Yiel RECEVins AQENCY wh Yot © Tl set DD

recognize that AP 1000 is 2 pasSve gesign withaut AC power. [P0 saig B

#1281 aitorney for neew r8aciors el oo %agal
ENTNC) ign ursws150,5;1&%1,,,,,,,,,,,.,
g ]



when therg % & document 1o be ¢o-signed by the two cffices, # one offise is drafiing 1the
document. tha other offica should be brought in early into the review procass whie it is
teing drafted instead of waRing unti after it is drafted for signature

Becauss DI did not find any evidence ta suggest that( (7)(C) e!ayed coneurring on

Bulietin{BXN(C) __Jfor other than reasonsble, professional GUestoning about the Bulistin's
conlent, it is recommended this case be closed {o the files of thes office.

q

Vg€ DOCUMEN € 16 Tl BEOAPERYY OF Tl wAC 010 F LQANEQ YO AMOTIER afEMCY (¥ AKD (08 COMNTERTE ARE NDT T8 BX AR PR RO
O FTAMITED DUTSIDE THE SRTERIVING AGENCY WATHOUT THE MG O
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when there is 8 dogumeni o be cu-sipned by the two offices, if one office s drafting the
document. the other office should bg brought in earty INio the review process white 1 is
being drafied nstaad of waiting untl aler i is drafted for signaiures,

Berguse OIG Jid not find any evidence to suggest thatfPC)  kelayed concurnng an
Bulinti o pther than reasonable, professional gueshioning about tha Bullstin's
content, 4 15 recommended this case be closed 10 the ties of this office.

Drstrivution
File Locauon [PE) |
Case No 12.76 Historica! Fibe Magnurn
| OIGAIGH ]oggwsx d i o o

k } J. slan | DLda P H Belpff>
%x Frd Tt %o %; 1/ 2y [) /};;S l Py L?.ﬁ.,n s

Official File L opy
4
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R S, UNITED STATES
NUCLEAR REGULATORY COMMISSION

2. iR
3 - % WASHRGTOM, 0.C. PO583 .00
L& i
Yy ‘f
OFFICE DF THE Januwary 14, 2013

mSPECTOR GENERAL

(BHAC)
MEMORANDUM TO:

Cffice of New Reaaclors

FROM: /ube(t T. Bel

inspactor General
SUBJECT. NOTICE OF CASE CLOSING (O3 CASE NO. 12-076)

The Office of the inspector General has concluded an invesligation into an allegatiaon

that you abused your g‘?_mgri}x as AL)NC) wmw_ag&ggqcm
on the issuance offBI(7IC)

BY7H

This memorandum s to inform you that our nwestigation of the misconduct described
above is complete. Our investigation did no! corroborate the alieged misconduct and
the case is closed.

The purpese of this memarandum is to provide closure for you, This memorandum
does not grant immunty to you for any future investigation of this aliegation.

Agency managerment has been advised of this case closing.

if you have any questions regarding this matter, please contacf®7©)

|(D)(7)(C) |

cc: R, Witliarm Barchardt, EDO



MEMORANDUM TG PO

TCE OF NBw NERCioNs

FROM: Hutert T. Bell
irnspector Goangrat

SUBJECT. NOTICE OF CASE CLOBING (OIG CASE WO 12-078)

The Office of the Inspacior Genacal hi Ly nvestigation o an gilegaton

that you abused your authority as s Ly delaying and refusing 1o concur
}

on the issuance of{OIC)
(D)(T)(C)

This memorandurm i 1o inform you that our invesugation of the misconduct described
abowve is complete. Our investigation oid not corroborate ihe aslieged Mmisconduct and

ths case s slosed.

The purpose of this memprandum is (o provide closure Ior you. This memarandum
does net grant immunity 10 you for aoy future investigation of this aitegation.

Agency managemant has baeean advised of this case closing.

cc R Witliam Borchardl, €EDO

DeplrRption I

Fie Lecaron [(D)(V)E)
OIG Cane M 12076 Hisloncal Fig
Louceacy [oiga OrAiGL — | OIG oG
(BX7C) fesiioiiin D Lae X H Beli 3D
YENE J s [ IEX-ZE I s 17 r1a

Sl Fie Copy



UNMITED STATES

L -cm,(‘!

o
& 35 MUCLEAR REGULATDRY COMMIBSIDN
5" g WASHIKGTON, DO, 130589003
B
% - -y o LY
QFFICE OF THE

IRBPECTON GERERAL
December 3, 2013

SNl T
Congur: Case Closed <~ 4 o

MEMORANOUM TO: Joseph A. Bchilian
Azsiglan Inspecior Generat

| My i
BNTIGC)
PR
T Team Leade] )
one) —
FROM
Special Agent,JPIO)
SUBJECT; MISUSE OF FREEDOM OF INFORMATHON ACY
EXEMPTION 8Y NRC (QIG CASE NO. 12-79)
Allegation

ation recatved from KNRC smpioye

(EXNC) Didision of Risk Analysis (DRA), Ofos D
Nuciear Reguiatory Research (RES), MRC, that NRC stalf intartionatby enqagsd in an
effort io migcharacterize saiety information as “sansitive security info
to conceal ihe information from the public and violatad law in dofrg 50,
alleged that thiz action occusrad in anticipation of and as part of (he NR s res;mns—-e x
a Freedom of Information Act (FOMA) reguest for information conceming NRC Geanersic
Issue (31} 204 (Flooding of .5 Nuclear Power Plants Fojlowing Upstream Dam
Failure}, (DN |abeged that irformation redacted was cited as secyrity sensitive bul
mairtained hHhat the mformation redacted is o 8 genaral dascriptive nature and is strictly
refiavant to the safety of U.S nudiear power piants anad showdd not have been redacted.

The Oﬁ«::e of tha inspector Semeral (OI1G), U.B. Nuclear Regulatory Commissmn R
P e (0)(/)(C)

TS ONCUMRCMT 18 T mmﬂ TP Fual S GG W LERANREET N AT TR RIFEMGY 1T 2t IT8 COMTERTS ARE WOT YO B8 REFROIULTG
TR AT TR OUYSIOE T REC TG AGTNCY VTHIOUT T FERMERELIN OF THE MRC NG,
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Findings

OIG found that WNRC stefl redacied G 204 repont for security-based reasons after
considaring the views of various panties within NRC ard external entitios that
contribuied 1o the report. 016G found the FOIA exemmions used ia justify the redactions
werg cansistant with an Office of the General Cournseal (OGC) interpretation of the usae of
FOIA axamitions o protect sacurdy rslated information and that OGC reviewed and
concurred with the sxemplions ysed in the Gl 204 report.

Basis of Findings

OtG found that RES indtialed Gl 204 a5 a2 potential generic isaua in Aegust 2010, in July
2011, RES issued “Sceeaning Arnalysis Report for the Proposed Gernerle issue on
Flooding of Nuciesr Power Plant Sites Following Upstresm Dam Falures ” The report

Governmeant scurces, ‘rha repon {unmdamnd) was firat enlerad into non-public ADAMS
or March 15, 2011, where & was revewsd and revised by NRC staff op an ongoing
basis while st in draft form, The Bnat report (Lnredacted ) was made non-publicty
svailable in ADAMS on August 31, 2011, and madé publicly availabls (redactod) in
ADAMS on December 15, 2011,

MR received FQIA request 2012-0108 * 4 2012 (after the redactsd vesgion
entered on December 16, 2011), from a reporer from the
Cascadia Times, Poritand, Oregon, far Aaaren 10 andg Cootas of all documeants that
penalned to G 204. On January 238, 2012, ~: anded his request 1o
include the urnredactexd version of G 204, ecause a LA request was submitted,
RES was tasked with applying axemptions to the wnformation that had atready been
redactsd foe the prublicty available report. The examptions and redacted information
were then raviewed by the FOIA staff and OGC, which concurred wilh the redactions
and justfications on May 24, 2012, The redacied ard exempted report was pogted to
ADAMS in respanse o the FOIA raques! on July &, 2012,

OIG ravigwed tha redacted report and found that 1he fofiowing exemplions were used;
Exampiion 4 ~ “wadte secrats and commercial or financial Irformation,” amnxd
Exemplior 7 - protects Troan disciosunme “reoords of information complitad for law

ardorcement purPoOsas.”

(PXCT  Lsokd @@Dﬁ:sagmw with NRC's dedision o withhold the iformation ffrom the

pubdic{ -~ _Jdid not consider much of the information 10 ba security related because  was

"ot a ganeral nature, to Inchute aerial phoatogrephs, end] - Inaintained thatanyoos could (bYTHC)

access Google and Birng Maps 1o find the information|®)0C) | nciarsm the T

argument that nuclear power plants are susceptible to dam faikure and Y ol -
mformation could be used by 8 tenrorist 10 cause a catastrophe; however [ Pt (XX
balieve that the informstion in the Gl 204 report provided any advardage /50

2
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(B}7XC)

{(BY7XC)

BXTHCS

{bITHS)

e Itaa:oac;:ha as responEible for decding .

3 ]
wiould use the iInformation for harm.lib‘m(c" toid Ols AN ‘khem had-begs ... (D)m(C)
vonsiderastie deliberatlon concaming Hha ot
raport and thatl no single individual rmade the axrs
urable Wsﬁmﬂc irdorematicas offyer-

(bKTHC)

what information ¢ the report woulk? be daterminad seidTive and that be aiong with NRC
staff reviewsd guidance from SECY 04-1971 {esiablished the NRC Sgnali 1e
Non-Saleguarnrd infurmation (SUHNST policy) in making this decision afd OIG
that e Office of Nudcisar Reactor Reguiation (NRR) would not oﬂer M5 COnoUTance wit
the repor until they were satisfiad that secrlly lonmabon was withhaekd .
QUG thet there were communications between NRC staff to incude the Ofices of MRR and
Nuckear Security and Incidert Response and outekle entitiss o inchude tha Department of
Homeland Security, Duke Energy, Faders! Energy Regulatory Commission, &ng the Army
Corprs of Erngines A.s cirtributesd informalion o the report, and thesa groups
provided criteris a as to what Wmatbn thery v-iawad a5 security sensitive and
warranting redaction, A GOO ding w 1 204 was the first reoont RES produced
that comsinad sensilive or Official Use DNRIY (OUI0D) mfomahon :ixﬁ ot
conmsider tha indhicual pleces of the report 1o be sacurity sms%tiva SIS l!_!g_mgm___l
paintad by bringing the inforrmation togethw in ong report made it sansitiva, [(DI7C]
tokd OG mmmmdmmmf;ptn&onsﬁbm NEC staff on the amoum of irformatann
i b ; Mmmykwmmmmkelmmmns
XA

" waﬁ fuRy aware of the rationale JEE to justify the redactions but did
yiis ngt aveare that NRC had receivexd an actual FOIA

(bX7XC)
TERTHEY

by the Hhougit that there mtghtbea?“ A reuedst, but #iaThe pmsmmyo(a FOIA
reguast madel - |more aware and Iorough when making cedactions by considering how
“the redactions angned with the FOA axemptions.

[ fvision of Fisk Analysls, RES, 1oid OIG thas the
eneric lsgues Frogram 18 vierdaed 16 put out ivlo the pubiic domain guestions that resd
furtheer analysis and further action by the NRG, Further, that this report was paigoe that #
dealt with as much sensitive information or QUO or seourity related information from
internad and extermal sources and compiled it in 3 single place; that d«atermxmng the
sacurity of infonnatlon is not claat n aﬂ CAGES and that pteces of informatosy in isolalion

: edmhng in tmﬁna} release OF INe repon andg ko 10
it of jInformation redacted as pan of a2 coflaborason procssT TG

ki OIG thast there was no intentional effort by anyone at the
atkar from the public which had been identdied as socyrity

NRC to wnhhoid i
infarmaton,

TR COC LAY 1 1u- ww OF THE N SIG, F (DLSVD T ASD TREN SQLMCY [T 453D ITE CORYENTE AR{. MEIT 10 £, R SEIDRITES
Viuk g FEEIRGNN OF YRS NeC oo,



(b)(THC}

(bit7?

YT

X7 h&s’ wivolPI7(C) ot OIG shat HO percent
of the wrtonmation ; Ot was rom mlem ts from public and
ated that bebwean Mafm 2011 and Juty 201 ﬂhe repot’s

STeNIRL
: 'ndarsmmthatasowu!y 2011

“the tull reporn was 5 appmvadfm publuc release by ad partes excapt for one paragraph that

o ba redacted, b B ﬁ\el'!"‘mf.ararnawdtrwrepnn had been redacted

™ ) Teots OIG that]-— vas not opposed to rsdadtions in the repart but did not

undersiand W jusitiCalion snd wanted only (o deterrning he right toursa of action,

in revewing OGC's conciusion that the FOIA examptions used by RES (o jusiify the
G 204 redadctions were consistert with an OGO interpretation of the use of FOIA
axempnnns G rewewed an oGC intamal G{K} Aftorney Work Product documerd

gl JThis docament

provided the astory of the fuling and oulingd e Migh cowl s decison that Federal
agencieg may not rely on the “High 2° exemplion to withhold documents from the pabilic
for spcurity purposas. The intemal docunent reviewed the via of exemptions for
Secunty Related information (SR{) and cutined the use of Exemptions 4 and 7 far NRC
specific irforrm ation derfved both intematly ang extarmally. The document siso
elaborated in detait Supreme Courl Justica ALITO s conmusming opinion which advocates
that Fedaral agencias use Exemption 7 (o pmtect agancy irdorrmation previously
withihald under Exempticon 2,

§PX0E) ltold OIG that priar 1o the January 23, 2012

FOA mequest for the unredected repor, the (31 204 repont had already been redaciad
and made publichy avpilable In ADAMS b 201%, Since there was o FOIA reguest prior
10 the placemert of the redacted repod In ADAMS, thae FOIA office was nol involved
with the ipitigl redaciiona which were mada by RES arnd snterad inlo ADAMS on
Decembear 16, 2011, {BHC told OKG that in responding to the 2012 FOIA reguest,
changed the information already redacted in 2011,

ba FOLA office woulkd naths
(BITHCE  BORZNC) kot ©IG. thast]— as concerned that soma of the information was rot
T oonsstentty protectad EETIGhout the report; howeaver, the FOIA office would not changs

what was previously redactan.

Because OIG did not identity arty misuse of FGIA processes 1o withhold information
identtiagd by staft 35 security sensitive, it Is recommanded that this Investigation be
closed & the Res of this offics,

Muocuummmm rﬂq-cmd W LOANED Y AMDTIER AGENEY T AMD M SCMTENTE ANE. ROY w—amm:a
LM 000 TR PR ONAINOE TIRE SECEASNG. mRMC v s TIdRs ¢ Yol PERSIE SO OF TWE WG 0.



{PHTHE)

RES, who|bIN(C) Jiokd OIG that 90 percent
& UGBS0 1 (D TacHt WaS m i > dosuments from public and
ron-public ADAMS, tatad that batweaen Marchy 2011 and gy 20 t tthe report’'s
miain work wps Lomdeted but that betwoeen July 2011 and Fabrusry 201 2 dscussions
focused on numerous NRC staff and divisions and opiniors an whst material shoulkd ba
non-public snd public. W. Gid O1G that A was her undarstanding thal as of July 2011

the i‘un rupoﬂ was a;:spw i Toe public release by all patties excapt for one parsgreph that

e resclacied, i the 11F hour a majonty of the report had been redacied,
ki OIG tha ) a8 nol opposed to redactions in tha resxart bt did not
u carsiand the ustihcation and wanted only 1Q determing the right course of action.

In reviewing OGC s conclusion thal the FOIA exemptions used by RES to justify the
Gl 204 redactions were consistent with an OGC interpratation of ihe use of FOIA

exempiiong, OIG reviewed an OGO intemat QU W { dooumant
: * (D)Y7)(C)
(D)(7)(C)
BI)C) [¥his docurment

g 73D
o) Botd OI6G that— |
T TEonsistently profected oaohout the reporl: however, the FUIA office would not changs

provided the hislory of the nuling and owutlined tha high courl's decision that Federat
agancies may not rely on the “High Z° exempton to withiwid documents from the public
for security purposes. The intemasl docwnent envdewed the use of exemptions for
Secunty Ralated information (SHI) and oullined the use of Examptions 4 ard 7 for NRC
specific infornation genived bath intemally and exdamally. Tha document aiso
elaborated in detait Supremsa Cowrt Justice AL ITO's concuming opinion which advocates
that Federal aganciss use Exemplion 7 1o protect sgency information previously
withheld under Exemplion 2.

EXTC) old OIG that prior to the January 23, 2012

Fenues unreds report, 1 204 repont had already been redected
and made pubdicly aveaiiabie In ADAMS in 20311, Since there was o FOIA request prior
io the placemeant of the redac:te\d report in ADAMS, the FOIA offics was not nvolved
with the inftiat redecticns, which were made by RES and erntered into ADAMS on
Decembar 18, 2011 |DX7C) toid OHG that in responding to the 2012 FOIA requeast,

A office would a0t bave changed the information almady reédacted In 2611,

a8 concernad that some of the inforenation was not

whal was pravicously redacted.

Becausa OIG did not identdy any misuse of FOIA processgs 1o withhald information
idontitied by siaff as security sensitive. il is recommended that this investigation be

cicsed o .
Fot L. ]
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MEMORANDUM TO:

FROM

SUBJECT:

URITED STATES

NUCLEAR REGULATORY COMMISEION
WABHING TON, © £. 201550001

Fetruacy 26, 2114

o T \-2, ;/'ZS'
Joseph A, McMoian, Assistani Inspecior Genoral - ;:'”'“
tor investgations =’
Oftica ol the bupecior Genersal
(0)(7)C}

CLOBSURE OF OFFICE OF THE INSPECTCR GENERAL
CASE NO. 13-DD%

This responds 1o your Septambar 11, 2013, Repont o invesugation for tne Office the Ingpector
General Case No. 13-001. The report pentained {0 an allegation that an employes n the OHwe
! Research may have improparly roloased official use ondy (OUO) / sensitive infarmation to

memberg af Congrass.

Aler carelully revievang the Regodt of tavesligation, managemant has delermined that taking
wisciplinary action is not advisnbla at this time. The employee was ovaily counselad on foflowing
Agency protocot for e hantdbng and celease of QLD / zensitive iformation,

Absent funthar gevefopments, this comgletes our action on the investigation repon Gndings.
Thus manter was caorcknaled with the Otfice of the Qeneraf Counsead and {his case shauld De
closed Your ne ardd atenbion 1O this mattas ie sppreciated.

CONTACT; [PXE)

KHHCO




P T UMMITED STATES

K A HUCLRAR REGULATORY COMISISSION
g w}} WABHIMOTON, 5.¢.. I68-0001
)
% b X3 B
QFTCE OF Ting
NG TOWR GRS,

Septesber 11, 2013

MEMORANDLUM TO:  Mark A. Satoriug
Executive Dirmctor for Operstions

T ——
FROM: “Baeph A. McMElan .
Asaistent Inspecior Genernsd
for investigations

SUBJECT: RELEASE OF NRC SECURITY RELATED DOCUMENTS BY
AN OFFICE OF NUCLEAR REGULATORY RESEARCH
EMPLOYEE (CASE NO. 13-001)

Antachad mre two copiss of an Office of the Inspector Gaerwral (O(G), U.S. Nuciesr
Regulstory Commission (NRGC), Report of Investigation pertaining to reisasa of NRC.

security rejated doclmants by an Offics of Nuckesr mwmg‘?ﬁmm%&l
Gl with axhibis & belng pravided for the{(0I(7C)

This raport 13 hanishesd foc whatdver action you deen approgrisie. Please nolify this
ofice within 120 days of what aciion you iake based on the results Of (s
irvestigation. Conlact this HMce if irther ssslstanca is required,

The distribution of Ihis repont shousd be fimited o those KRG managers required for
aveluation of this meatier. dalihor the Report of ivvestigation nor e codibits mey be
placed in ADAMS withoul the written permission of the OKG.

Antachmernt: Report of Investigabion w/ exhibits (two coplesa)}

oo o) axhibits
JOX7)C) DMDFS w/o esihvbits

CONTACT: [PI)C) NG

TR OOGHENT 35 VE PROOWTY OF THE MG DI, 10 LOMMEID 18 S0 YHER Al v 1t amilt 178 SO TISTS ARE WOY YK e RIEPROTOR I

—EFFIS - B E- DN -G NV E SIS RON-INFORMATTION—



OFFICE OF THE INSPECTOR GENERAL

Report of investigation
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Release of NRC Sscurity Related
Documents by an Office of the Chisf of
Human Capitai Officer Employse

TBRINC) QIG Case nwx
[¥re

|Special Agent  [B0) [feam Leader
T Yk
T IS SRR AT WMoMittarnAsdistant inspecior General | Date

for Investigations

THIS REPORT IS RELEASABLE ONLY BY THE U.§. NUCLEAR REGULATDRY
COMMISSION, OFFICE OF THE INSPECTOR GENERAL.

THIS REPORT OR TS EXHIBITS MAY NOT BE PLACED IN ADAMS WITHOUT
WRITTEN PERMISSION OF THE NRC OI1G,
EXEMPT FROM RELEASE UNDER FREEDOM OF INFORMATION ACT
EXEMPTIONS (5), (6) OR (7} AND PRIVACY ACT EXEMPTIONS (j}(2) OR (x)X1}

Trit DOCUMENT i3 mi ’RQ'GII?Y OF T NEC OWG. i LOAMED YO AMCTHER AGENCY 1T AND IT5 co-ﬂl-rﬂs AH( NOT 16 BF GEPROCUCED
R DMBTIMBUTED CATIIDE THE RECEIVING AGEMC Y WiTHOUT THE PERMISS N DF T NG

OIS B E DN Yo GG NV BTG AT N-NE-D R WA N




Release of NRC Security Related
Documents by an Office of Nuclear
Regulstory Research Employee

Case Ho. 13-001

September 11, 2013

moocuuwmmamwo THE HRC CIG; nrm&ommommmmmbmm REMROBUCED
HETRIGUTRD QUVSINEG THE AECENNIG ACENCY WITHOUT THE PERMIISION OF mm,m“
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—OERICIAL-WSE-OMNLY . OIG INVESTIGATION INEORMATION

STATUTES AND REGULATIONS
Titie 5 CFR §263%.104 ~ Basiz Obligaion of Public Service

{a) Public mervice is 8 public rust. Each employee has 8 responsibility to tha United
Siates Governgmant and its citiyens to place loyaity 10 the Constiiution, taws and ethical
principles above privaie gain. To ensure thet every citlzen can have complete
confidences in the integrity of tha Federat Govermnent. aach smployee shel respect and
adhere o the principies of athical conduct set forth in this section. se well as the
implamenting standerds coatsined in this part and in supplemental agency regulaticns.

{14} Empicyees shall andeavor 1o avoid sny actions craating the appearance that they
ara violaling the law or tha sthical sidndards sat forth in this part. Whether particutar
circurnstances create en appearancs hat the law or these standards have besn
vioisted shall be detarmined from the pampective of a reasonabls person with
knowiedge of tha relevent facts.,

Tiis 5 CFR §283%.704 — Use of Government Propersty

(a) Standard. An errployes has 8 duly 0 protect ard conservs Goverrumernt property
and shall not use such propenty, or gliow &5 use, for other than authodzed purposss.

{1) Government property includes any form of real or personel property i wibdch the
Govammernt has an ownesrship, jeasehnid, or other property Interest as well as sny
Aght or other itangibie interes! that 15 purchaseaed with Government funds, inctuding
the services of contracion pecsonned.  The Wim inciuages offics aupplies, telaphons
and athor telecommunications eguipmant and sarvices, the Goveownent rmails,
asuiomated dale processing capabiiitias, printng and reproduction {acilitiee,
Government mcords and Governmaensd vehicles.

Titde 5 USLC §7211 - Employees’ Right to Patiion Congress

The right of errployess, individually or collecthaly, to petition Congrass or a Member of
Congress, or 1o furnish information to eifser Mouse of Congress, oF 1o & comumitiee 6r
fterrbher thareof, may el be intardeced with or Senled.

Tite 18 USC §1030 -~ FPraud and Ralatad Activity In Conneciion with Computars
{1) Having knowingly accessed & Compuitr withoul suthorization or exceeciing
awthorized acoess, and by means of such conduct having obtained informabtion that has

besn datarmaingd by the United States Goverrsment pursuant 1o an Execulive order or
sistute to require protection against unauthorteed discioswre for mascns of national

P BROCOMNIT? A VeI FROPETITY TP PR BGE. I AONRRED YD AN TISHIR AGHRIICTY {7 AN} TS COWTGHTD AR TEIT TO B SRFEROOUSD

—EBFFGIAL UGE-ONEY - CHEINYESFFIGATION-INFORMATION—



—OFFI A U S E-ONL Y OIGINVESHEATON-INFORMATION-

detense or foreign reiation, or any regtricted data, as delnhed i parsgraph y. of section
11 of the Alomic Energy Act of 1954, with reason to befleve that such information so
obtained could be usad to the irjury of the Unlted Stales. ..

Tithe 10 CFR §2.380 - Public Inspections, exsmptions, reguests for withholding

(a) Subject to the provisions of paragraphs (b}, (d), (o), and () of this section, final NRC
records and documents, inchxding twt not limited © correspordence o and from the
MNRC regarding the ssusncs, denial, amendmant, ransfer, renewal, modification,
suspension, revocation, or viclation of a ficense, perrnit, order, or standard design
approval. or regasding & nuilermaking proceeding subiect to this part shall aot, in the
absence of an NRC determinstion of a compaliing reason for nondisciosure afler a
baiancing of the interests of the person or agency wging noundisciosurs and tve public
intereut in disciosure, be axsmpt from sciomgre and will bs made avallable for
inspection arnd copying at tha NRC Wab site, {gfnAnywore.aoy, and/or at the NRC
Public Documart Room, axcept lor matiers that are: (1 )i} Specificatly authorzed under
criteria estabiishad by an Execitive order to be kept secret in the rderest of national
defense or foreign policy; and ()i} Arms in fact propedy classifisd under that Executive
order; (2) Reisted soiely to the intema!l personnel rules amd praciices of the
Comrvdgaion:; (3) Specifically exempiad from disciosure by statute (other than 5 U.8.C,
552{b}). but anly if that stalute rexqures thet the matters be withhald from the public in
such @ manner as o lsave no divcration on tha ssue, or eatablishes partcular criteria
Jor withhokting or refers to particuingr Iypes Oy matiarg 1o be withheid; (4} Trede secrets
and commerncial or financial information obtained from & person and privileged or
confidentiat; {5} interngency of intra-agency memorandums or lafiers which woukd not
bes avaliable by law o a party other than an agency i Htigation with the Commission;

NRC Management Dmective 3.4, Release of iInformation to Public
{0318 All MRC smployees and consullants must, as appicable ~

» Obtain permission from the appropdats superdsor wiwn guestions anse
concarming relessabilty of nformuiion befors the Informalion is released. (d)

NRC #anagemant Directive 12.5, HRC Astomaind Informption Security Program
Ussrs shall iake appropriate precautions (o protect the assels (hardware, softwars,
duia) provided for lhelr use or 1o which thaey have been grentsd accees (8.9,
workstations, microcomputarns, oce-ars networks (LAMNS), and esscociated dats),

An Auvtometed Information System [AlS) user ~

Shait protect sansithre Unciassified information N hs or hey poasession from
unauthorized elooss, disciosuie, modification, misuse, damage, or thef.

2z
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R FIOIAL I E-ONLY—~— DHE-HIVESTISATION-INFORMATION—

Shail never altempt 1o clreurmvent or defasl sscurity safeguards and
COVrS IIORBUSS ?nmmted for the protection of NRT LAMANVAN aystem dats

or NRC procsssing sysisms.

Shall comply with NRC processes and procedures for secure gizt-in accass ©
NRC AlSs. Diredct dial-in access tn RRC deskiops and LAMN/WARN systen gervers

is nommally not permitted.

Shall ensure that only NRC-authonzed internel connections ans baing used. AN
proposed connections shall be suthorized and spproved by CCIO.

NRC Mansgemuent Directive 12.6, HRC Senshive Uinciassified information Security
Program, Mandbook 12,8 Paet Hl

Official Use Only Documants (b)

A document that containg information for Oficial Use Oniy must be markad whan the
originator bellevas that marking 4 essential 10 ensure proper haring snd 1o ensure
thet all parsons having access 10 the record will be aware that the-

* Documernt must not ba publicly relasssd. (i)
¢  Doturmerd musl be disiribuied only o thosa who have B need-io-know o conguct
officiat busingss, (i)

Howw Information is Marked (3)
Cincial Use Onty (b))

Originators must place tha marking “OFFICIAL USE ONLY™ s the Iop and bottom of the
page on the face of sach document coniaining indormation for OMicial Lise Dnly whar
that marking is required 10 ansure proper handiing. The rmarking "LIMITED INTERNAL
DISTRIBUTION PERMITTED” must be placad in the iower laft comer of the faca of the
docurment.

Teansmitte! Docurments (g}

Docurnants {(e.g., cover lelers o memoranda) that do oot n themasedves condain
sensitive information but are usad o Fansmit one oF more docwments containing this
information rmwust e marksd 1o indicate the fact that sensitive unclassified information s
oontained in the documards tsnemitted. Tha marking (s.¢.. "SAFEGUARDS
INEFORMATION,” “OFFICIAL USE OMLY,” or *PROPRIETARY INFORMATION")
ndicating the category of kdormation must be placed atthe top end bohiom of the firsl

ot s ToRp TES Sty
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page of the tranamittal document. Additionsily, the foliredng marking must be placed at
the side or bottom of the transmittal document:

“Tiocument tansmitied hareedth cormtans sansitive unclassified formation,
. Whan saeparated from enclosures, this docurment is decordrotied.”

Traremission (63

Methode Used {a)

Documents containing senstitve unclassifie] information rmust ba trensmitted by one of
ths foflowing mathods: (1)
s  NRC messangear or NRC comracior authaitzed messangar or oousier.
NRLC messengers end couriers shall be authorized to hand-carry senaltive
unciassihed irdoraation outside a facility by thelr division directoror e
nighar iavel authority. NRC cortractor personne! shall be authorzed by
the cognizant security office. (a)
= .5, Postal Service First Class Mad), U.S. Postal Service Registered Mail,
.S, Postal Service Express Mall, or U.S. Posta! Servics Cevitfled Mail ()
« Any indiddusl authorkzed aseese o the category of information involves{d)
=  Othar means spproved by the Director, Division of Faciities and Seourity
(DFS). COftice of Administration (ADM) (e}

Talecormmunicatimns {7}

Geraral Ruie (a) _
+  Utmost discretion must ba uesd it the anesmiasion of any sangitive unclassified

information by stectrical means, Wail channels are poaferable ...

NRC Reguisiory lsasue Summary 200528, Control of Sensitive Unclassifled
Nonssfeguesrds information Relsted to Nuclenr Frower Resactors

... NRC changed #ts proceduces shortly after Seplember 11, 2001, o withhold from
public disciosura venous cetegones of docurments likely to ingiude individuat reconds
hat warrarn withholding under 10 CFR 2.380. The NRC stalf will assess the need 1o
withihold such document Catepories If hoensoos routinely identify epacific doocurnants
containing sensitve information. The NRC staff will interact with licengsees on a case-by-
case basis regarding the use of the peovisions of 10 CFR 2.300(d3)(1) to agsung that
nkyrnation 8 properly controlied, under sither Section 2390(d)(1)ormofﬂw other
Froodom of information At (FOLA) exemplions that oight be apphcable. ..

4
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- SEEIO M USE-ONEY—OICHNVESTICATION-INFORMATION—

BUBJECT

(b)(7)(C)

Offics of Nuciear Regulatory Ressarch (RES)
LLS. Nuciear Regulatory Commission (NRC)

ALLEGATION

areral (OIG) inttated an investigation after recedving

sy have improperdy released officisl use aaly senaitive
of Corgrass. During the course of the investigation,
providad this information to the U.S. Offlce of Specisl

sacurity info -.., Dt
oxGnotecmﬂ

Coursel (OSC}H

FIRDINGS
OIG found that[D7C) brovided NRC “Official Use Only - Secunity Related
informstion” {OUO-GRY thout NRC's permission, to mernbers of Gongness and to

OSC and that such peovuion was Derrrdsaible under & LISC §7211, Employees’ Rigv to
Peatition Cmpm v = s.e by virtue of QSC’s rode In whistieblowsr protection. The OUCO-
SRl documents(DC)  brovided includad a non-public repart, thied “Scresning
Anatysis Report i sod Goneri: asue on Flooding of Nuciear Powey Plent
Sitas Foliowing Upomm Dam Failures® (Screening Anstysis Report), which contaired
10 CFR 2.3R0 rdormation and whicch NRC consilarad sscirily sensitive.

found thad ™) d not properly mark as sensitive an email and atischomert
t fro NR&maﬁWthmanb&:dCammuMOﬁCmSamember
X, 2012, mv&R Though both Rerpa_conteined NRC OUO ~ SRI and shouks heve been
marked accordingty.  The dam: wmmmwmmscmnmmtmaaponw
nckuded regulatory sormsponderes batween NRC and the power plant licansee
regarding commitments concermning flooding.

OIG found thet on Dacamber 10, 2012 ﬁ_ orwarded an email containing
RI 7o  amall socount i [persoosl Motmall account, sithough

eI of such Information & 5 commarcial and personal email
FCOOLIMS. mmmmmmmmmammmmwmmmm
Screaning Analysia Report.

i adation [P0 Indmdtted sending the NRC OUO -~ SRi Screaning Analysis
BIVIRIS OF gress from his parsonat Hotimall scoount, and stoning a copy

‘Hmamxﬂ afthough NRC prohibits. stafy from vaing their

T pammonal emal Boounts 1 fransmil o7 store QU0 - SR ivormation.

]
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—OFRIGHALE U SE-ONLY—OIG HHVEGRSARON-INFORMATION-
BASIS FOR FINDBIGS

Backgvyound

n Juty 2011, RES issued “Screaning Analysis Report for the Proposed Geneuc lssue
on Flooding of Nuclaar Power Plant Sites Following Upstream Dam Fallures

{Screening Anatysis Report).! Also within the scope of the analysis was the possible
impact on spent fusl pools at nuckear power plarnt sites. NRC marked the entire
Scrmening Analvsis Report #s "OUO-SRY™ and made R non-publicly avaiabie n ADAMS
on August 31, 2011, under accessikn number ML 112430114, On December 18, 2011,
NRC initially made 8 redacted version of the repor publicly evallable in ADA@AS under
sccassion number ML113500495. Prior 1o making the redecied version avaiable 1o the
pubiic, NRC coordinated with the femy Corps of Engineers (USACE), the Departrent of
Hoemeland Sacurity [OMS). Ouke Energy, and the Federsl Energy Regulatory
Commission (FERC). HRC coordinatad with thase entiies becausa the report
contalned inrformation provided by USACE and Duke Energy reisiad to the possibiity of
& Jocasses Dam failure and Nooding at Coones Nuckear Station (a8 Duke Energy faciity}
and because of DHS's and FERC's national security roles i the protection of oritical
enargy infrastruciure nformation. This informalion had tean identifled by Duke Energy
85 10 CFR €2 380 information and was to be treatad as securily sensitive information,
a5 directed by NRO .

OIG learmed thal2)C) % concerned that the non-pubiicly avalisbie Screeniryg

Anatysis Report should be macie available 10 Congress, and hwmitmm N

selact congressional oversight conwniltes merabers in July 2072,

On September 18, 2012, [V lyent an email, titled “Inadeguetely Sized Fiood
wal &l Oconee SMucisar Staton Gould eed 1o Fulkushima Soanaro o the Event of &
Faliure of the Lake Jocasses Dam,” to NRC Charman Aflison MACFARLAKE and other
senior NRC officishs, as wall as 10 the U.5. Offios of Special Counsel (OSCT and
embers of he L1.S. Senate and U.S. House of Representativess. The esnait explained
twais not directly involved with this lssue, bk that a coworkear was
_ that serfous safely concmme regarding Ooorse Nuciesar Station ware being
“Hlegally withrelkd from the public under e guise of Sacgrite-Ralpted Information.™ The
omail included as atachments a 19-page letier from{000) | MACFARLANE
with excerpts from the pubdlic and non-public versions of the Screeaning Analysis Report

¢ O Fabeuary 28, 2012, HRE cotpibsia & bonseritag adysis Sand sppecrved e Mather &0 8 Ganend tuswe (GH)
BEaiweng K204 e the Issue’s Keerdiber,

oly. . B ! y e
204 Scremning Anatyis Rinpoet on Segtwnber 17, 2012, The NRC Offics of Songrsesiors Alnirs. defivensd the
Urnghirise vagcrt on Soptariber 21, 2031, Doth o thp Corrreiier Chalnmmn 500 Fankingg Mt

’oscxwmmubmmmmwmvmw, Bt 2R ta Hrgm

VeUs OCUSREMNY B THE! FROPEKTY COF YO #fR;  LOKMEE TEY ANy Toalill SOpiin-y 1T det JTY CORTERTE AN 20T KO g RIGFROMMacy
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and sight other documaents relatad to the Gi-204 matiar and reguistory cormespondencs
petween NRC snd Duke Energy regarding commiiments conceming fooading.

{For further delalis, see Exhibit 1.)
On September 20, 2012 PXTXE) i mert repopind A aecurii nokdert (o
NRC's Division of Faciities and (OFS)Y concaming[D)C)  |Septamibrer
18, 2012, email to MACFARLANE and others ingids and putsiie amail and
aftachmants were repored to cortain sensiive information that was not appmpriately
abeded or marksd.

{For further details, saa Exhibit 2.)

in an wwgated mamorandurn DFS ssued a response gf0(0C) branagament
concaming the reportad incident. DFS condudmd that because the ncldent did nol
nvolve protection of classified information, & security infrection dik? not occur. Howevar,
DFS deterrmined that the matier conatitutad a security incidant for Talture o follaow
appiicable Sensitive Unclassified Non-Ssfaguends Information (SUNSI guidsiines and
they directad that tha individual or individuails responsibie for the Incidert must review
HRC's SUNST guidance located on NRC's intemal Web siia, and that OFS wes o be
naotified once the SUNST “training” was comphited.

{For further detalls, see Exhibit 3.}

On October 19, 2012, the Hulington Post® posted an ontine TNk 1o the non-pubic,
[e)C) f the Screening Analysis report, within an articke written by reporter

In an Octobar 30, 2012, memorandum[D0C_____ Jprepared for DFS e OXTO)
; ords rnarkad ‘DUOmSRrwanwmomidethe ) ’
OVErTHnast, 2 gded a compic&lm’ofau such documeants {(end any other

- oar 26, 2012, % route ary fatg ;
ngmwamsl offices through his chain of command and me Ofice of Corgrassiona!l
Affaics,

{For further detalis, ses Exhibit 4.)

MWMhmmMW WMM‘MMWM.-&M
OB, ity K, Gryiedrreod, , sy srvptiig, B catuer MEricE. Ak of Asapsaet 29, 203,
wmmzmmmumm mwmmux
P A SOBRDANDOIR, COMYRT YEH OF V Birwaciapr-hent-Bood-Gropai-Mpak._ ry 1 SESCKS Bk
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O1G Review of [0V |Septamber 18, 2012, Emall, and Attached Documents
OIG reviewsd the irsnsmitta) smai and attached socuments that{D©) _ lsentto
Chalrrman MACFARLS nd other recipiants on September 18, 2012, and noted he

LIS g apet this dociusnent f0 - NRC acoount and that all reciplent emaill addresses anded
g all wers Goverrsment recipients. The transmittal small described

To-page 1etter 1o MACFARLANE, comparison sxosnpis from the redacted srvd noP-
recacted versions of the Screening Analysis Report (secd as enciosures with tha latter),
and might othar dociuments related © the GI-204 malter and reguiatory COITES PO &N
botwee the NRC and Duks Energy reganding commitments concermimg ficoding, While
the eight documants were marked on each page as eithet, “OLI-GRE,”Y “Sermitive

irdormation — Official Usa Oniy.” or to otharwine indicate the frasanca of “security ,
sensitive information.” neither|> tranemitial emall to MACFARLANE
fetter (0 MACTFARLANE Y . CHG reviewed the information in bof

the transmitta]l emall and the letier i MACFAFLANE and obsorved that both
documants, though lacking securfly markings, inciuded information that NRC st the time
considared o be SUNS| malerial. 015G aleo noted that the transraiisl amall did not
indicele that the attechrents included SUNST matedsl, even though most of the
aiteched documents weara marksd an such.

{For further detslle, sea Exhibit 1.}

O Roview of PO INRC Emall fccount

emal account rom June 1, 2012, Byoagh December
veith 2 gt arkad "OUG-SRT” was sent

e ol e stated, “FW: Your
i from Jocassee Dam." Tiw emet!

al 8:53 p.m. Thee thwee arriell attachments ware idertified ans: (1) 2012-12-10_Bdlafing
on_QOconea Flooding, pdf.pdf; (2) Lack of Transparency brnpeding Resolution of
Flooding Concams at Oconee.pdf pdf; and (3) 2000-04-08 pdf.  Attachmants (1) and
{3} cortained information labeied as (ficisl Use Only — Secuafys-Ratated Information.
Adtactment 3 also conteined information ladbaled Preiiminary Drafl - Not for Pubiic
Regdwazne, Altachment 2 did not have any markings.

{For turther delalis, see Exndbit 5.)
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rtarview of [T ' |

| D]

Eb (7)(C)
BN "Securty Ofce (CS0), NFL, ki |
T Enperser 18, 2012 mimmchaimn ;
e ummmm« of sansitive wu:!awm nformation; ..

(BXTHC)
(BYTHC) -

rout}rmty mm § .

pontedg o0 ADAMS, the NFH: 5 pubt&ucacm records manegement sysem; however,
[T |Wmsmmr 18, 2012, was Intentional 8nd the redcipients of

thmmM and, as FwWonq:byacu authexized o receive OUO

informatiol

PO s ussaware that P had wansmitied QUO information 10 [F70]

BHTHC) “parscns amall sccount, - dod UvE 15 B practics CSO ahways takas the opporiunity

TG Hiscoursoe (BIpeciaily deperding on date tensitivity levels) and addvised, "This &

mnmmmtww bemm«xpﬁ&uymsndmmponcyunmnbnad practics,
avwen though cuely addressed in OIS guidance 1o Use only approved systems
and CITRIX." rthar advised, “This contirues to be & problern in thal NIRC
amployeas cordiruss to sand OUO and SUNSIT information to thelr parsone! accounts to
asccomglishifaciitamie telswork from home.”

{For turthar datisilz, ses Exhidst @,)

interview of (D¢ ]
(EXTC) ]

BXTIC) S0, informed GIG hat NRC employees ore
formation from thelr NRC ermall account i

commmianvpowcrw eraall, such as Hotmail, Grasd, and Yahos, and that QUO/SUNSI

should never beonor rangmitted from commarcialipersonal emell servers such g9

N0 Hotrmmll, Gonail, Yahoo! —  lsaid this prohibition is cormyad o empioyess on page 3

oI MRC's 2012 ‘Agam.:y 16 Rutes of Behavior for Authortoed Computer Use® In

sipuleting, "Users shall not . . . Use mny WW resource to process NRC
information wxoﬂzsd w imm WV!
Amm* Mbwm Jsmia that el emplovees o

BITIC)  acknowiedgrment of the Fues of Behevior| - | m!am W nmmm

'WMWMWWW‘WWI)WHWWWGW

# D)( ( ) o provitis B Dy of e 2000 Fates 61 Satmvio:, whildh peadided e 2012 Aules pegys 2 stiins,

mwwmhmmmm:mmwwnm




sansitive unclsssified ifommation via Yahas, Hotmal, of Grrial syst —Jword e in

violation of both the Rules of Bahavior and nacmw Diractive ) 125,
wiich conveys that Lliitzing other compnercial email systems can constiates

_chreumvention of a security safeguard——  refarred to MD 12.5 instruction that

employoess “Shall never atternpt 1O cinGiifivent or defast securlty safeguanis and
countarmessurss implemented for the protection of HRC LANMWAN system data or

NRG processiy syatams.”

[Investigative note:2)©C) | L sam recoras refiect tha[27)©)
acknowledged reviewing the Rules of Bahavior on January 4, 2011, y 4 2012}

foXC) hotad that previcus assessments of NRC talecommunications
: ! ~ ¢ sonsitive infonmation being sent from NRC 0 personst email
BEOOUHNS 52 nmsumuammww&wrﬁumﬂmmmbeammm

{For further detalls, ses Exhion 7.)

intacview of[ P70 |

[P Division of
¥oid O thal GI-204 was

critical anatgy wmmmmbmmwmrmm

(eI d that NRC coondinated extemaelly with DHS, FERC, snd USACE to
Mimmmmmuﬂmmﬁmmﬁmdﬂwm

sa:dwxmzwammswmmMumm&mwammwmm

aﬁyhaznrdthn mymmanmtmnnmm such as the fallure of 8 deam that

wold cause e acciderd ot 8 nuciesr ~4; srad critiosl Mrestructure

informadion and be beated as sensitive [0 &

the radaction of the screening report.

mﬂmmrmmswwm : n e
e CFARLANEmdwmmmwad plait as foflows:
BIC) P mumwmmumy 8\6204$m6ninokmﬂof
'" mnmunﬂssmmudonamthml,amns ALy

relad ~ w m:.sm . tis inapproprigte to withhwid & from the public,” (7)( )
amfmmmeCMQrmmspcmadinn&mtymaﬂmm fve
»
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bor16"lamf()()(c) ported & sacutty infraction to DFS

: , hmmsm}ﬂmanm
msmedpmpeny

hat e wiihheld Information had no relation to secirty Information,

{For further dataiis, see Exhibit 8.)
interview ofD0C) |

[N JRES, who i) |
mmosammmm%mmm mpor!“
“sensitive information” wans a sollaborative process, both momatly i u axharms!
agencies (DRSS, FERC and USACE), toprmmm.mumummy Heamaribed
the redachion of rdonmation in te public version of the Screesning Ang Report as

detsrrmined unugh collaborstion.
{For further detalts, sBe Exhibit 8.)




EXT ‘
cerlificate; therefore Webmat to correspond ma{%-m ey vt
sakd that this was d wh-n attschmends were involved, wiich s why| —jused..— . (blm(c)

ressitad e unradacied G204 raport to Congress
D my conacience that this is something that we haven't been
Mvoa!mcﬁngmam going on 7. And | feit | had an obligation as a
orofeusional enginsar, 88 & Federal amployee, 1o lel my congressional oversighil
cormmiitees krew that, of my cHncems.”

FEXIC) stated that between September 12 and Ociobar 19, 2012[ Jorwerdea ... ©C)
OO-BRT o congressionsd offices on multipls m:@a&s this Wae st the
recuest of songroessionms Cormiting stafl,

e --mmwamoimwmmrmmbem
sont o the in&pecmr Genaral and the non-public Screerning it {GL- 204} o
about a dozen congrassiona! officas on Septermber 14, 2012|007 (b){7)(C)

siss forwarded ths complaint letter along with » redscted (mhib!y milahie OISO
Screening Analyels Report (GI-204) 1o the Unlon of Concemed Sclentists.

(P)7)C) nderstood that undow 10 CFR §2 380, Icensees can request information

(7)(C)

_ckmwbdoadanunborcfm -

Thembers of Congress. and congressions! Tained 10 CFR §2.390
rrformation ang Jid nor seek approval Io release the information.

?
mmwmmmmnmmmmmmw e Bacnartty
Rudppmet troiarvaton undor FORAL




Hotmal acoount was prohably not tha dght choice to make, and that . ouaeS vl (bm’(C)
used his NRC accoit,

(bHTIC)
{BHTNG) -
(DX ~

(BYTHT)

BHTHTY " ehey {bI7HC)

{For hurther detalls, seée Exhibd 10.)
Depariernarmt of Jualce Coordinetion

On February 4, 2013,[0C) m us
{Binols, was provided & SGmMBTy td%viy regarding|®()(C)

relanpe of “QUC-SRI® information via undecuis means,

On February 15, 2013P0C) ad B writhen deciination regarding poasible
violation of 18 U.8.C SSTIRTTIAQ indicating that no Faderal oNense was committed.
13
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EXHABITY

. Email from|D()C) ko Chawman MACFARLANE with
sttactunants (QUL~5R]) dated Sepiembor 18, 2012,

NRC Form 183, Faport of Security incidentIrdfraciion/Violation, dated September
20, 2012,

Mamorandum frorf O () |undatac.
Memorandusm trom[BINC) Jésted October 30, 2012,
Ermnait from{®1C) Jwithy

atischments, dated December 10, 2012

a. Aftachment, 2012-12-10_Briefing_ on_Oconee_Flooging. pdi.pdf (OUO-SRY).
b. Aftachmemnt, Lack of Transparency impeding Resobution of Flooding Concerns
g Ooonee.pdf pdi.
c. gmtm 2008-04-06 .pdf {(Pretiminary Oraft - Nat For Pubic Release and
LD~ 3.

Meroorandum of imendew © {BIIC) Heted August 27, 2013,
Mermorandunn of trdenview af‘fbmfc) Iiﬁtﬂd April 2, 2013,

Tranacription Interview of [0 ) Hated October 18, 2012,
. nc
Transcription Interdaw o dnted Oclober 23, 2012,

10, Transcription Interview of| o () January 17, 2013.




MEMORANDUM TO: Mark A. Sgtordus
Exacutive Direcior for Oparations

FROM: Josegh A, MclMilan
Asgistant Inspecior Genera)
Tor Investigations
SUBJECT: RELEASE OF NRC SECURITY RELATED DOCUMENTS BY

AN DPFICE OF fRICLEAR REGUAATORY RESEARCH
EMPLOYEE (CASE WO, 13-D01)

Attached are two copées of an Offios of the inspecior Genwral (CIG), U.S5. Nuciesr

Raguistory Commission (MRC), Report of investigebion parisining to rolenss of NRC
sscwrity related doGlavents by an Office of Nuclenr Regulalory AL

addticng) of the RO with sxthibits & baing provided for the [(©
Fb)(?)im I

This teport is fumishad for whatever action you dearmn appropriste. Please notify this
office within 120 daye of what action you iaks basoed on the resulte of thig
investigation. Contast this office if kuther sssistance s reduiced.

The aistribution of this report shoukd be imited to those NRC managers required for
evsluntion of this matisr. Neaither the Report of Investigation nor its exhibits may be
pinced in ADAMS withoest the written permlssion of he G

Anachrmvent. Report of trvvesiigation w axdibits (two coples)

oc: [P0 exhibits
BN DM S wio extdbits

CONTACT:[EXTIC) kHG

Fue 1 ; O TIE) ]

Case Fie 13-00%1 Fiskovkond Filey PASCEH 0

OIG/AIGE | OIG/AICH | Bdror 1 @) o1 oG
\ (BXTNC)

JBScikiten O Lageh okt ¥ Bt #,,

Tr13|Q sgraigrgns|Frop s {75 ns [ ne s [F st ru

Oftcial File Copry



s ; UHITED SYATES

s % RUCLEAR REGULATORY COMMISSION
H w % WASHLSITON, .0, TEA%.H001
- 3 ; .
L)
ST T R .f
OFPICE OF THE

{HSPECTOR GERERMAL .
- Decemlwr 24, 2013

cur: Case Ciowgcg‘wm—‘“

MEMORARBDUR TO:  Jokeph A. McMillan
Ascistant inspactor Genars!

for Ipvestigations

-

()(/)(C)

THRLU:

T gRren Leader [0(7(C) {

(b)7)IC)
FROM:
=11 IS

SUBJBCT: NRb’S STAFF HAMDLING QF THE JOCASSEE DAM AND

OCDNEE NUGLEAR STATIONS (OIG CASE NO. 13-0G05)
Allmgution

The Ctfica of the Inspeacior rwaral (HG), U.8. Nuclear Regidatory Commission (IMRC),
opened an invesigatior in ra 58 10 .a NRC ataff member's allegations and reguiting
medig sHontion which indicaisd that NRC staff took tou long in axamining and working
to miigatle possible food hazbrds to the Oconee Nuclear Station (OMNS).

Findings H
O3 found noe adminustrative wrong-doing or substantial regulatory delay in how the
MNRC staff examined flood hatacds 1o ONS or regulatory framawork pat in place (o

require ONS 10 mitigate the s$lertificaliy-accepted flood hazerd at the plart. This
investigation dx? not wentify any viciations of Tite 10 CFR,

W&%&Wmmm
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Basis of Findings

[mtecvdew of the Alleging WRC Emploves

OiG interviewed the NRC smpioyee who slleged the NRC ook too long 1o porrect what

(D) ponsidered a sericus sslety concern at ONS. The amployee stated thal - Jidnot... ®0XC)
SEheve NMRC or Duke violaigd any law or policy, but felt that the MRC has COTPE up o
short. The smployes was not famitiar with all actions taken by the U.S. Governmant to
invastigate or mitigate potential flood hazards 8t ONS. Specificailly, the em plcyee was
not aware of Faderal Ensrgy Raguiatory Commission (FERC) ar Army Corps
Engitmors (ACE) aversight of the dams In question. The employee told O!G tha
diin't have a backgroursd 1o hydrology, but. tbd compieted a six-weaek tram ug

- ESUrEe in probabilistic risk agsessment. The efploysa did not baligve that thers is an
imminent danger of dam fallaoe at ONS. The employes stated thal --bwas heppywhare
the situstion concerning ONS stood, but balisved the OIG should addcress why il took
NRC sn long o get Duke 10 address the iood hazard issue.

OIG Roview of NR g ing Flood Hazerd at QNS

OIG reviewsed the NRC's acfions involving oversight of ONS’ fiood hazard issue. CIG
found that the originad (ssue came from a 2008 inspection finding conceming the Sale
Snutdown Facility (SS8F). Wivla resesanching this issue, NRC stafl found a 1992
inundation study conducied by Duke 1o meet & FERC~equiramant. The study found
that approximately 18.5 feetiof flood water would inmundste the srea surrcunding the
SSF ar«d wouid render 8l systems necassary o shut down and mainiain the reactors in
a safa and stablte condition woperatie,

Hased on these concems, tHe NRC issusd & 10 CFR 60.64{) leller in August 2008
requiestng information from Duke. Duke responded in September 2008, and after
review, the NRC foursd that PQuke did not demonstrate that QNS would be sdeguately
protectad from extemal looding everts, In April 2000, tha NRC requested Duke
provide Information regarding 8 detarmaindstic resoiution of asttamat ficoding at ONS and
a3 schedule to rescive the extemal flsoding Issue in a timely manner.

Duke respontted in Movember 2009, and although the company provided more accureste
sstimatas of fooding at ONS caused by a8 dam fallure, the NRC requested in January
2010 that Duke provide additional analyses examining thae entire Jocassse syftem, not
st the Jocassee Dam. Duke responded in day and June 2010, ard provided 15
interim compensatory measyres (ICMa) with implementation dates. 10 June 2010, ths
NRC fssued 8 Confirmatory &ction Letter (CALY to Duxe, confirming the 1CMs, and
required the licansee to submit a list of al necessary modification 1o mitigats Niood
hazards by Novembaer 2010, Duke provided the list as required and commined to »
tmelite of 30 months plug the reguiatory review peviod aftaer the NRC approves the usa
of FERC gdesign standards ir the wall. In Seplember 2012, the NRC approved the use
of FERC siandards for Bood pam!!s
i 2
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Concurrent to the regulatory process conceming ONS, NRC staff mitiated Generic issue
(51} 204 concerming the affect of daro failures on nuciear plantes.  Additionally in March
2011, the NRC responded (o the Fukushimha fnuclear plant incident, by reexamining
cenain winarabilfios at at 4 5. nuclear plants. Accordingly, the G1-204 issue was
mergad with tha Fukuehima responss required of alf plants. Sincs ONS was required to
submit 2 Fukushima-reviewesd Nooding hazard report 1o the NRC by March 2013, NRC
gava Duke the oplion 1o inftiale the agread upon 30-month timaling foliowing the
submittal of that report, with all sssential modification comgleted no lataer than June

2016, .
inteevew of {7 ; |

OHG interviewad the formefl‘b (1) who aince February 2013,
has been responsible for examinrg all DIBTTE TH8PNSES O e Fuhlushima-initiated

raview of flocding hazards.

tor the reevaluation of ORS Baod hazand, snd wosked closely with FERC staff because
FERC regulates the dams atiove the QNS NRC exscuted an interagancy agreement
with the Bureau of Rectamation 1o exeroing research and mathodciogias on dams,
where PFRC had ittle expemm NRC received FERC inspections repors and
conjunclion with FERC, astagztished paramotars for breathing models,

The empioyes told TG that the NRC examined the worst tass traanh scanario for the
plants, whde FERC jooked 8% worst casa ficoding acanans to the pubhc. Using the
established parameters, Duke Ensmgy provided three different breaching scenarios.
MRC and FERC accepted {hike's second scenano, which the gmployee opined was
urrealistically large, becauss it provided snough margin for uncertainties in the analysia.
Duke used the soenaria to g sensitivity shadies, and Gene ot with a new flooding
iNundation height at the site. |NRC and FERC sgreed with the safaly margins in the
analysia, and it becams the new flood hazard at the site,

The employee also stated that NRC had issued & CAL requesting Duke to put interim
safety measures in place b protect the plant. Duks snhancad monitoring of the dams,
enhanced the abitity to open ’dw dams’ spiiway gate, put an addional pump and
cooling water sourca for the gtant, and erected 3 temporary 10-foot flood wall and intake
dyks. The employee siated that the CAL dates kept sliding because of both NRC and
Druke’'s difficuilies in evalust the volurres of scientific data. The amployse told OI1G
et afier the lassons leamediat Pukushimsg, NRC issued a serigs of 50.54(1) latters
which required plants (0 recagming cartain hazards, inchuding seismic and flooding.
Beacause of additional reviews mequired by Fukushima, Duke was given gntit June 2016
to get everything done. 1

TeR® DO Yl w T 5 n-rmnw W WM FAOAMID 10 ADTHER ADF WCY 5T m"&cmﬂnmmr T 8L AWCROGAEZLE
K YRR D O BECHEIVIGS &50EMCY WETHIOU T YIRY, SRt O

As to[ Jeartier work afFlTJthe employee stated| Jeveloped.an independent team  (6X7(0)



- The smployee lokd CIG that'for the Fukushima required floading study, Duke usad a
new scientific dem breach modsl for thelr flooding assassment, This model bas never
been avalyated by the U.S. Governmant befors, so NRC had to &t a research contract
for evaiuation. NRC ig eveiualing the mode! 1o see whelhear or not they are goirg to
altow Duke to use tha model as the breaching methodology. The employee believes
NRC will have the svaluation back by Aprd 2014, After NRC complates its evaluation of
the new breaching meihodology. {{ will need 1o e presented (0 ofher affected federal
partners and the trieragancy Commiitee on Dam Safety (ICODS) for review. Howewver,
regardiass of the methodology used, NRC has already informed Duke that they are
belng hekd ta {he originat Juﬁe 2016 dendiing for final remediation of tha Aoading

hazardg.

The amployme tokd OIG that regardisss of delays dua to sciantific diffarences, the NRC
did extansively inspact Duke’s intsrkn compeansatory maasures and avaluate Duke’s
emargency drill. The smpioyee told CHG that these measurss giva reasonabla
assurances that the plant coyld surdwe if a Breach happaned,

Becausa this investigaton did not idareify any evidence of misconduct by NRC sta® or
substantial regulaicry delay, it s recommenxdsd that this case ba closad lo file as

unsubstantiated.
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The smoloyes tok! QIG that Tor the Fukushima required ficoding study, Duke ussd a
new scianlific dam breach micded for their Roading assessment. This mode! has naever
bean evalvated by the U.S. Goverrnmso bafore, so NRC had 1o let a research contragt
for evatuation. NRC is evatuating the model lu see whether or nol they are gaing o
alow Duke 0 use the modet as the breaching mathodology. The employes betleves
NRC will have the evaluatian back by April 2014, Afer NRC complotes its evaluation of
the new breachng rmethodoibgy, it will nesd © be prasemed n other sffectad federal
parntners and the interagency Commmittes on Dam Safety (ICODS) for raview. Howeaver,
regardiess of the methodology used, NRC has elready infarmed Duke that they are
being heid to the original June 2016 deadline for final remediation of the Booding
hazarc.

The employeao told OIG that ﬂagar’diess of defays due 1o scienfific differences, the NRC
did extensively inspact Dukek interim compensatory meaasures and evatuate Duke's
emeargency dril. The empioyes told OIG that these measures give rsasonable
assurances that tha plant could sundve i a braach happened.

Because this investigation dié not identtly any evidence of misconduct by NRC stafl or
substantial reQulatory dalay. i % racomnmendad that this casée be ciosed 1 e as

unsubstantisted.
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UMITEQ STATES

HUCLEAR REGULATORY COMMISSION
WASHMGTON, D.C. 205%5.000t

TR
thl ol
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otrite OF Tn: ; July 23, 2013
RRPECTOR GEMER AL

KYBY
‘\.‘v (1] .;

Concur; Case Closed-—
MEMORANOUM TQ:  Joseph A McMillan
Assistant Inspector General
for investigations

(o))

THRLU

Stea MM texd s (O

FROM:
“Spetit Agedll ) l

SUBJELCT, HACKING GF NRC CONTRACTOR COMPUTER SYSTEM BY
REGION {V EMPLOYEE (OIG CASE NQ. 13-08)

ANeygation

The Office o! thc tnspector Generat (LHG), U.S. Nuclas: Reguistory Commission (NRC),
.- :,. ) ion bazred on s slkegation thmEB?Wﬁﬁg

Division of Resource Managernant ang Administration (QRMA),

FRegion v, L used a password cracking program to obtain the administrator
password m 8 vxdee feed sysiem vaed 16 send informatian 1o video feed monilors
krcated in the regionai office. Acoording o the allegation, Region i% purchased a
subscriplion for the video feed sysiem and associated adminalratva services from
Symen Communications. and any changes 1o the video teed needed 1o be made
through the cormpany's system administrator. The alteger said|PXDC)  ldid not have a

need tu have the administrator password ta the sysiem, which dogg not connect to the

NRC nstwork, and betieved[D0C)  bbiained it to show off whatguki do. o (BXTNC)
Findings

G found thal PITAC) sad a passzword cracking utifity in an attempt to gam

adgrrinistrative nighis 1o the non-NRC. non-pe x porked video feed system.. OIG did not

wentify any harmful motives on the part of | hr:f maintained anted access. . (O0O©
for efficiercy-related reasons. QG detestmm G Hayo)C)  pid not 3t any .
malwars, 6pyware, vinises, or athar harmfud or destruchive programs that would aliow an

attacker to lgter accass the system.

Fras D-b!:Mn 4 THE #ACPEATY OF THE NG, B L OamkD TO AMOTWER AGEMD Y (¥ 440 (15 CONTENTE NP NOY YO B AEPANDISED
l‘.‘ﬂ?mhq'lﬂb Gl AN THE RECEVNG AGE ALY W FHOLT THE PEAMIS TOH OF THEY QeFES UF INE SKkEFECTYOR OE Y ERAL.
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Baxis of Findings

O3 twarned that when NRO's Regwon IV office moved 10 Hs current location . the sile
came equipped with a video feed system that atiowed the region 1o post grgitad
anfouncements sad messages on video monuars located in the regional office The
reqion then needed to contract with the system gwner 1o pravide maiiienance supporn
o the systermn  The video feed, or digitsl sgnage, system does nol resde on the NRC
network, but is housed on a standalone compuner and server that is owned by the
company that provides the video feed systam and is iocated within the regional office.
On July 1. 2012, the NRC Division of Contracts awarded Symon Communications the
NRC contract o provide maintenancs suppart for the digilal signage computer system
for 3 ymars

OIG recersed notification from Region iV thathad atternpted {o gain
unguthorized administrative rights 10 the non-NRC system using & password cracking
toct. The O3 Cyber Crime Unit fomeneically imaged and reviewed the server that
noused the vdeo Teed system. Review of the server did not yield ary resuils indicating
that § contained malware, spyware, vituses, of other harmful or destruclive programs
that would atiow an attacker to laler access the systern. The sarver did not disclose any
gdisceepancies in the Windows operating system or other instalied programs indicative of
mactenes being tamperad with of compromised.

[P |oRMA, Region v, states

etrgved me Ewords for s
LS et sxplain why| Jssiovod e (BADIC)

passwords., butfb)X(/)C) recaliéd IN& b)( )( ) thad been ask for the passwgfda S
to acqure 3 betlém understanding of the system [00C) ] explamed that [

was Unable 1o ablain the passwords ficen the contractor.

“ at as the systerm owner and system adeintstrator Tor the digital
0TC)  “signage. sys{amﬁ\ ded ¢ the passwords © the system 10 better administer
“and sacure the 5¥% epr(amad thal the vendar did not give the region
15 he systern, and the vendor refused to providse such rights to
%aemamed the company'’s he!p desk and was old that | was

SO 1701 ithva 23 lrymng to get adou ' glive nghts to thdf) lso

() [~ Foud evertually BTt on ine NRC network. baid] —Jneqded m perferm . )

“TBecurity chetks in order 1oy 1o get the system on the NRC natwork| - |said. 1batW,.. TTTeNTIeY
wanied the digital signage system on the same network as the NRC 56 That tbe reqq S
cauld synchronize the 29 system monitors with the NRC network, 1t would atlow| ~Je. . O
put NRC network exchange calandarc information ang otther NRC informaton on

-
oA

TR COQUIE T 5 Y PROREATY (W I NRC 18 COARED ID ANQTHER AGENCY 1T ARE NS CINIENTS ARE BD? 70 OF Rk ORDTLCES
o8 O3 TRAYIED GUVLDE T RICTIVIRG RGEWE ¥ WATHOUT THE FERMCHI0N 04 TRE OFCC R OF Yol IWEPECTOR CENEE L,




system becauvie the system was curfently providing the Region with only weather
updates ant appoinimeant information, and severatl of the momiars did ot wor

i Jwas able to tind a password retrieval (ool that would grvg  —Jthe... e B
Bt the passwords for the systern without Rarming or changing a ny‘ihmg T
laired tha - Jused the non NS compuler on which the

‘ ;gszam resides o 4o G @
B (o) sal that a2 the {ime tok} OO

“beheved t iz cracking tool may haVe hesn on the system fo
BINE)  minutes |l stated that in hindsight what] - Jdid was “shorisighted. ”

011G igarned that effective May 18, 201 3@“5355 lacce.ptad employment with the U.5
Deparmment of Veteran Altairs and is no longer an NRC employee. A copy of this
clesing memorandum wil’ be provided to NRC Personne! Secunty Branch for
infarmaion gurposes.

Because Q15 did not fing thatanstailed any malwarg, sses, or

(BXTHT)

other harmtut or dastructive prograncs on the privale sysiem, anal®iNC % no longer
an NRC smpiayee, it is recommenged (nat s case e ciosed 1o the hies of this office

"1

Tead DETLAAF KT % TME FRCPERTY OF FME HRC F LOANED 70 ARDTHER AGENC Y T AND 23 PCHIERTS KAE &GY 10 A REFRCTUERD
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(bXTHC)

system because the sysiam was purently providing the Region with only weather

g and agpointmen information, and severasl of the mondors did ot
eaid]-- |was abie to find a password retrieval too! that would give,
& passwords for the g

(BHIXC)

; licn—
Ee 3:z:'mﬁm’&"‘&m'm‘ls,.;‘ 3%

the

B
gterrt without harmng or changiig anyihing
ined-thatl - lused the nea-NRC compyuter on which the

(BHTHE) said ARAL At the 1ewe]... s Be
T heleved th sword Cracking tool may haveheen on the sysiem for 10 o 30
®NC)  minutes.” Fbﬁf??f@ lfa,.t.%iggiusbazummnmigm,,wm:id was “shorsighted =
G warned that gfective May 18, 20'13,) BN accapted employment with the V.S
Depanment of Veteran Affairs and is na _gl“ RG amployee. A copy of this
clasing memorandum will be provided o NRC Personne! Secunty Branch for
irformation purposes.
Because OIG did not find !hanatatied any Mmahware, spywarg viruses, or
other harmful or destructive programs on the private system. angjblNc) s na lenger
an NRC empioyee, it is recommendad that thus case be closed o he fdes of this office.
Dirdsution:
file Location [PXNE) l
Case No 13-08 Histarical Fiie Magnum
| OGaAIGE ] Ry - .i P N —% oIG . oo
J v O Leg et | vipetgfra
L 2oy v = L&’ Lo 43 f"]af‘“}' 1 (' >l TR % Tr3c,5

T Bis Copy
3
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UMITED STATES
NUCLEAR REGULATORY COMMIESION
VHESHRa T ¢ 358554007

R
- Janaary 15, ANnG

/,
MO ey
ME RAMDUM TOQ: Joreph A. McMilgn, Assistan Inspedier Gonea) Ve w/ / 5- i d
1or investigations —

Htice ¢ tnp inspecior General
(E)TUC)

FROM'

SUSJELT. CLOSURE OF OFFICE OF THE INSPECTOR GENERAL
CABE ND. $3-10

This ragponds 0 your Septembar 15, 2013, memorandumn o hark Satordus torvarding the
Report of investigation for O1G Case Mo, 13-10. Thiz repor, widch watg 26N to management for
appropriare acton, penamed o an nappropriata relalionshp batweaen a A suparnvsor and a
Subordinate ermpoyae.

To atkheass the fingings in this repon, the superisor involved wag given the opporiunity o sgo
an Altaunsirve Disompiing Agreement in ey ol Demg issved a propoeed 14-day Suspanmon,
wt}icﬂ‘}id\ in exchange for waiving all procedural rigms raiating 1o the matar, B supanasor

“wndl 1dUEe B Letter of Raprimana ant] had been directad to compiets a Taming coured on Ethics

ang 1o vew INg “EEQ FRelrasher Teamnuy fon Supaevvisom” wvidet within 60 days o e
Agrpoment’s sxecuhion. The supordinate ompdoyse nvolved will roceive a counasing
oo arndunt 2% QuUdEnt® Igr NaT 1BLGruryg thg relabonghig.

Thase dcuorts ware coardinatad bebwenn Regon I, the Gitlce of the Civet Human Capital
OHoee, and the Offce of Benersi Counse:,

Trus ¢pmpletes pur actiont on the svestigation report’s findsngs and thvs case showuk! be cosed.
Your tme ardd atlention to this maher ts eporectated.

conTACT ) |
{e)(7)

(9]
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UMITED STATES
HUGCLEAR REGAHLATORY COMBIBBION
ROBLLE

5% VAN TN, B.C.

L3 Y

OERITE OF Tl
NSPFECTOR BENERAL Sepiembhar 19, 2013

MEMORANDUM TO: Mark A. Satorius
Exscutive Director for Operations

———._,B —
FROM: ophn A McMisan

SUBJECT: INAPPROPRIATE RELATIONSHIP BETWEEN A REGION t)
SUPERVISOR AND EMPLOYEE (O1G CASE NO. 13-10)

Atachsd iz an Ofice of the Inspecior Genera! (OI1G). U.5. Muctear Reguiaioty
Commisgion, Report of Investigation (RO pertaining to an inapgropsiate reiztionship
between a Regon I} supenisor and ermployse. A copy of the ROI with exhibits s also
atteched for you to provide 1o the Office of the Chist Human Capital Officer.

This report 19 famisted for whuidve Scion you desm spproprints. Plasse notity this
office within 120 days of what ection you luke hased on the results of Ehie iwentigation.
Corad] this office ¥ further assistence g regured,

The distribution of this report should be Smited 10 those NRC manageds requined for
sviuation of dhug medteor, Nelther the Repont o Investigation nor ita exhibits moy be
placott in ADAMSE without THG™S wiither pomisgion.

Mtacturents: Repont of investipation wf axhibits {phus one copy)

i3 Rt
CONTACT: [Rossana Raspa, |[OIG
4155025

mmmnmmamm I SEIRIMETE O ROLOT IO AGEEILY 1Y (i) TS SONTHNYY ANE WOIT T BNE SEPRCEICSC LAY
B U PIREILTRD ST vam"m TN OOVCE, Ot VI B O, SRS,
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QFFICE OF THE INSPECTOR GENERAL

Report of investigation

Inappropriats Relatianship Boatwoen a
Region I Supervisor and Employee

fease No, 1310

(B)(7)HC) (LYIHG)

[o7E [SEBer Sneasel Agent {00 [feam tBader

S —— U

Joseph A, MochMillan, Assistant inspector Gensrasl — Date
for investigatiors

THIS REPORT (S RELEASABLE ONLY BY THE U5, NUCLEAR REGULATORY
COMMISSION, OFFICE OF THE INSPECTOR GENERAL,

THIS REPORT ORITS EXHIBITES MAY NOT BE PLACED IN ADAMS WITHOUT
WRITTEN PERMISSION OF THE NRC OIG,
EXEMPT FROM RELEASE UNDER FREEDOM OF INFORMATION ACT
EXEMPTIONS (5). (8§) OR (7] AND PRIVACY ACT EXEMPTIONS (j){2) OR (k}{1)

T POCUMEMY FE THE PRRGRERTY OF 105 MAC, 0 LOAKT 10 ABLYTHER SATBEY v ARG 8 COMTLMTS ANE MOT ¥ 0 I AT SSEOLCE Iy
T19 CHFR THRIW VRN DUTSIDE THE SECEIVRO AOFA ¥ WATHCUT Til SRRl IOl Off YHE NRIIEE O THE NDPEC TOR CRMNERAL



Inappropriate Relationship Between A
Region Il Supsrvisor and Employee

Case No, 13-10

September 19, 2013

THIS DOCUMENT 8 THE PROPERTY OF THE NRC. IF LOANED TO ANCTHER AGENCY IT AND (TS CONTENTS ARE ROT TO BE REPROUULCED
GR DESTRGUTED OUTSIOE YHE RECETING AGENCY WITHOU T THE PENIERSN DF THE DPFICE OF THE ISFECTOR GERERAL

—_OFREICIAL USE-ONLY —OIGINVESTIGATION-INFORMATION ————
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—OFFIC AL S E-ONEY—OIG-INVESTICATION-INEORMATION-

STATUTES, RESULATIONS, ARD POLICY
5 CFR, Section 735.203 — What are the Restrictions on Conduct Prejudicia) to the
Gowaramant?
An aenployse shadl nol sangags tn crimingt, infamous, diahonest, mmorsl, oF noloriously
disgraceful conduct, or other condudt prefudhicial in the Gaverrvnent,
NRC Inspsction Manual. Manusal Chapter 1201-87, Personal Comduct
07.01 Polioy. NRC sonployees shall mainiain high standands of integrity In all thelr
acthvitios, parsonal and officiel, and condust themsetves In & manner (o create and
maintain pubidic respect for the NRC and tha U.S. Govenymeant.

« Avoanca of Appesrancss of Loss of Ingxartiality. The standards of conduct

rogulations provige that smpikyyesas (Bka approgsistn steps 1o avoid even an
appaesrance of lose of Imgectisiity in the performance of thelr offcisl dubes.

mw-v-mwvmm i ADMNED FO RPN RSN TT AN EVE SIRCTRNTS S WOT YO Tl etk
N HCTIBRITEN WY mwmmm QF Vo] OFFICE TF TV SIEPEIC TOR {SIBNERAL,



BITXTY

Draaden MLUCIeRT DA Ton
Regiorn I
U8, NMuciesr Reguistory Gotwnleslon (NRT)

ALLEGATION

stirmata
by draciudd m o0

relelioos BPprOXETIRte
WG OIG found & rovidad{B) N vy

appraisals Tor ecal years Wandzomwh e nsthmcmgmmg However,

:;:E ﬁ teetimony of a currend and former suBervisos, thc rstings gppear consiatant

' 4
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BASIS FOR FINDINGS

Review off ()0 | S kant Employment MHistory
Review of patsonne) files pertsining tof (@ and OV isclosed the following:
R 1 F CasSate oo »-Mmm Q
(oITNE) T Jweas prometed tof Apel 27, 2008(°1C)__[was atsent
. 5 —jwaz abee

Nuclhoar Power

o RIS mm at LaSatie at the same tims from Agril 2008 1o

February 2011, [investigative Nots; ARtlwugh their MW
wasrs both emmpkryesd QMNMW (b)(7)(C) ]

xtleated i interviews o 0IG the
O)7HC)

{For turther details, see Exhibit 1.}
Asview of ) Perfornance Appraissin

orre 412, Ganeral Grade Performoanees Agprest Systerm Summary
’nﬂhcswmm 2010, 2011, and 2012, Tha 2008

2 pilabviis rmzooamzmomc& Ao
mwwun 2009 and 2010, and that|01)C) ]

Excatiant” and

D)(7)C)

anding. Wi 8

e

: Y ; b)m( ) 3

{B)(THC)

T O Tt miltl i LD RAEEED T LENTTIRRE ML TV BAED (T SOMTRIITE AT S0T7 TO IME MIEPWRCHRC 20
ummmmwmmma T QOOSCE OF Tl ISR TOR RENERAL



Eporbmm appraisals

{For fyritwer datalls, sea Exhibit 3.)
Review of Documents Found b

OIG revdawex thie documents that Pou wmmmmmwmtapmrmm
corymunications of 8 romantic naturs gated Dot i aod August 2008, The
docusnsents, which did not includea mrrag, contained
information conosming LaSaile and DG ‘!’hoy g0 contuined persons!

atstornerds auch as, "t wonder if you've ‘happy Plade’ while you baen out in
your vacation? . . .1 piched that Wednesday st your house, Specifically, the cudidiing
time just pricy 1o that explosive O, and ™| wish you wana riding homs with ma. Maybe
youl try cafiing tomorypw . .. § miss you 30 much #t hats,”

(For further detaiks, see Exhidit 4.)
Raview of] /1) jand®0C) RC E-Mait Accounts

) BXIC) I(DJ(?KC} l .
OIG reviewed e-mnalis ssnt from and recehed co»m

accourdE 100 the period of Jemsary 15, 2013, to Fabrusary §, z. i
mpmredemﬂsmﬁmmmmhmmmu‘ nd
savad of_archived the s-malis in thadr scocunts. OHS did ot -r- v
be (D} 7HC)

{For furthar datalte, see Exhilkl S5.)

interview of Region WgD))C) !
OIG imerviewad(0//1") the Region I} Division of

Reactor Profacte., 5 o} 157 106 <
nawarg Of an insppropdste relationship betwee X and the[20C) |
soid that had they baen swarg, they Wouid have reassignet ona o
artgrest.
Rogion i, state d - femsthe
w-‘ VRSN B MY h( AL wE"
o AT ShE BppRke R vi«ut- pcs m~ ﬁsml yoars
DUNC) D BCRUSE
-, Y (e Tor & i ” aerd D7) Hid &

BAANG With WO maf Muana!thaman a

{For further delalls, sas Expibits 8, 7, B, B, am 10.)
4
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(BY(TXC)

{bXT)(C)

(bHTHC)

®IUNC)  "SaE

bINC)

(B)7)(C)

CIIORE

(BRTHC)

{bxme)

ey |-

bIrIC)

Jioka-GIG[_Jhad bean invohed with[D)C)_Jtrom Jume 2009 to Septamber

that they were saxually intimate {ndudmnm )fmﬂﬁommwd
2009 ’m Decambey 2010 at the ped. it Lo e {(b}TKC)
m in tmcal year 2008 and 2010, eINe)
” apprasel in ftcal year 20 ity DECKLAG
ber 2010 to Marx : :
] (b)(7}<C)

e TrIaT g | Irsswand ot the tras (enctiver NRG

‘ﬂvaeﬁt with w

{Far further deisils, sse Exhibis 11 and 12 )
bHNC)

" returning to NRC in
saiss 1O approxinatady 3 yeams,
GEHOREs 10 e plant mm amd thal during the time they
’ ¥ bacame very good friencs.

. ty dented having had a romantic refationship )(7)(CJ
ahip Ster OIG pragerted uwdmnmma
% il the documents comtained oo i:ms
moradt i oan "oumofwm‘ mmbom

_m- MWU!‘—-& O LA O DHCTIIER SOE SV o 5460 (19 OOWIRWES RS T TOX S5 AARBOOLEIS
DR DRt IS D PricE Sl mwm Vi PRRNEGRION OB Tl CROZE O THE NIVECIIOW



with[PC) Junile they both weze sartied and working at LaSalle, from June 2009
until December 10, 2010, ;
‘romantic” Wd'mek sigd

{For fudhar detais, see Exhibits 13 and 14.)

6
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EXHIBITS

1. Memorancurm to Flie, Subject: Raview of 00C)  Jang [P0 Recent
Empioyment History, dated July 14, 2013

2.  Memorandum o File, Subject: Review o Pearformance Appraisais,
dated July 14, 2013,

3. Memorandum of interview () dsted January 8, 2013,

4. Memorandum to Fite, Subject: Review of Documents found by ' Heted July
14, 2013,

5. durn to Fike, Subject; Recoipt and Review of NRC E-mails Sent by

BINC) lanafBXNC)  Kisted February 8, 2013

8,  Memorandum of imarview |))©) fated March 5, 2013.

7. Mamorandum of Interview] [dated March 5, 2013,

8. Memorandum of intarviaw, ) | cates morch 5, 2012,

8 Mamorandum of inwwhwdm March B, 2013.

10, Memorandum of Intaryiew O\ () |dated duty 10, 2013,

11. Transcript of intswiw,l(b)m(o) batad January 23, 2013,

12. Transoript of intarview[ ") |anted suty 2, 2013.

13. Transcript of interview] ) lated Jarusry 16, 2013.

14, Transoript of interview,[”(©) pated suty 2, 2013.
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MEMORANDUM TO: Mark A. Satorius
Executive Director 1or Operations

FRO#M: Joseph A Mchiilan
Asgistant Inspecior Generai
for Investigetions

SUBJECT: INHNAPROPRIATE RELATIONSHIF BETWEEN A REGION hi
BUPERWVISOR AND EMPLOYEE (OIG CASE ND. 13-10)

Altached s an Offics of the inapeactor General (OFG), 1.8, Nudasr Regulstory
Conwnimsion {NRC), Report of rnestigation perigining 19 sn inappropriate relationship
batween 8 Region I supacvissr and employse.

This report is furnished ky whatever action you desim spgvopriate. Plaass notify this
office within 120 days of what action you tnke besed on the results of this investigetion.
Contact this office i further assisiance i3 reqguired.

The diatridation of thig repaodt shondd be imBied to those NRC managers raguired for
eveiustion of this maitor. Nedfw the Regoet of Irvestigation nor i axdsbiis may be
placed n ADAME without OIG's writhen: pevndsaion.

Attactynents: Repurt of Investigation w/ exhibits (plus one copy)
e [P0 oGC w sxnibits

) JADMIDF 8 wio axhibits
CoNTACT [P OIG
Cusa Fia 13-10 Historcal Elle AKGE v/, memo only MAGNUM
OKa ] ol e ; LU, | cun oG oG oG
BTN e | O Lee H. Bell

'Y MFsE /BT Rz *y [/? N1 |Vie |9

Officiat Fla Sopy



OINC)
THRU
(D)7 )C)
FROM: _
Speciat ,&gentl(b)(?)(C) l
SUBJECT ALLEGED LACK OF THOROUGH INVESTIGATION INTO
RETALIATION COMPLAINT BY THE QFFICE OF
INVESTIGATIONS (QIG CASE NO 15-14)
Allegation
This Office of tha inspector General (OIG), U.S. Muclear orrnission
Bling by (b X
(B thaf - jvesatafated sgamnsl Dy (bXTC)
o) RC licatises Gontratior Tor CompIang SbOUt & CRuaiET ~who | - jallzaed, was T BTXG)
(PXTIC) agusing prescrption drugs on the. job. - Alecrgising - bompleinTwih| - lmployer and _oRxey

(BXTXC

UrRINTED STATES

MUCLEAR REGULATORY COMMIBSION
WASMIRGTON, 0.C 105650001

OF FIGE (% THE
HeSPECTOR GENERAL July 1Y, 2013

Concur; Case QIQ%/ {BATXC)
MEMORANDLUM TO:  Joseph A. McMillan

Axsistant inspector Genaral
for investigations

‘Daminion, the liconses for Milstong (wher KCI e workingd], ang perceivng
as retatated agamst for resing the contermRNo) ade pn atiegalion to NRC

Ragian 1 Allegstion/Entarcemernt Stalf (AES), whid th ubstantigta the harassment
ciasm|PI)C) aitegation fo DG was that the Office of Investigations (O1) did not
canduct a professional investigation inta the matter,
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BTYC) li‘_‘] abuse allegation and did not substantiale that
Toun

(BXTXC)

(b)<7)(C)

(b)(TXC)

~JEYTIC) had beer walk

Findings

OIG found that Ols ) tigation mta!iaganan oi : 3 i ign addressad the
points ramsed by](b)m(c) in a logical manner by interviawing®X(N(C)  lang the key
ratevant parties wi Rowledge of the allegaton details and that U1 supponed its
investigative caonciusitons with relevant evidence in the investigative report. which was
also supported by independent investigations conducted by Oorminion's Corpoiate
Security and the Ermployee Cancern Program (ECP).

Bssis of Findiogs

OIG confirmad that botty Dormimnion and O conducted investigations into] (oX7C)
allegsirons stemming from concerns that 2 coworker wa$ commg to wor K itrsparad gue
to prescaiption drug abuse. Dominion’'s Corporate 5a sed &

WS ~.. grascription Qxycontin whila oy duty = :3:3cted:
o :ha had over—lhercouniar drugs that resembled Oxyconlm Their

investgatilsT hwas unaware of any abuse o
prescrpton S or raO Jevermiome d —JranagemsotofBO]

concern thatfb m;ght be abusmg prescription drugs
Damunion's Emplavee Concern Program investigation focused on (EXNC) fatrrs that

A ?*;u riough was cancellsd in retaliation for making the aliegation. (Z . ......
peayTEed & 17 paint brush to seal coal a large pisce of equipment i d v Keep track
_of " Jand away from other employaes, (3] - |jwas "yelled at" b wpervisor for..

eghnnately going to a Safety Coordinatos 1@ inguire about 8 antge ut glant condmen
regarding a piece of equipmen Ivas working on, and {4}

i - - 5 escorted off nd
Taccused of sleeping on the job, Dominior's ECP did not subBlantiate any of|®

ciaims during their investigation.

13 m-; ngd concluded that there was no
ad ocecurred. The Ol repori
upew:so:. The investigation found
for sieeping, which
equatied furtough was dered due

Of's investigation focused on thp retatiation &
evidence to subslantste that retafiation agas]®
digd oot address{PN0)  being “yetted.at”. by
d off the plant B

W3S supported by eyewitness accounts|

to issues raised by ion---! 1‘1 gL s no indgpendent corroborating
evigencd to suppor{®C) ontenton ina .- @5 only given a 1" brush to paint a
Crehiiar

OIG reviewed Ol's report and noted that the investigator had rewawed Dcmumon 5
inveshgative reports and independantly interviewed the same p pCy

thew ralevance o the allegation details. !rgﬂs‘mcluded
I(7(C)

and poutential eyewitnesses to the incigents]0)(7) descrived 38 GLARAOTNY .
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BIC)  The O investigator asked questions thet conveyed,-—  Linderstanding of the aflegation
T dmians. micluding the wnree iﬂmdemcmveye a3 avidence of retaliation
agamstﬁé?s%g fese ssues were (1) pairaing chidlee with 1.vnch brush, (2) siseping in
brean oG, and (3) furlough request. O's invsstigation found 1ha! thera was no
SUPDOrtfg evidence one way of the ather thafD)(DiC)  lwas given anly @ 17 brush and
LI7HC)  mot a bag of different size brushes as claimed byl superdgor to pant the chiller,
P HETE were foul individuals who testlified that thay saw Me‘piﬂg in ok
n. Of found as denied a furtough dus to & orvon Bsue and l’ha’m@d
P“*"Siﬁmate [Rating| - |for siceping in the break room.

BXTHE)

OIG interviewed N0 who maintaned that Ot used hearsay as their basis Jor their
conclusion. HowBVEr. g subsaquent phone conversation with QIGl  — beknowladged oD
{bITHCY twas pussibie.dhat nay have been sleeping in the bresk roo] - “laiso agresg BYTIE)
BXTHC) - 114 tha lirne off 10.take arined vacation, but that i was due 10 Deing aid off B
(BXTIC) ™ g turlovghed: |~ Jfurther disagreed that| —had beengyanghres BIKO)
could nist previde prood 1o refule th iy given bma.nagﬁg,,_ e THRTHC)
was given a hag of paint bryghes coukd not provde OIG
(bTXC) I cific inforrnation xegammg.ﬂimm FT T gid not conduct an
Tadeguate mvestigation.

Because CIG could not find any evidence that O did not conduct an adequale
mvesinanon it is recommended that this case be closed 1o tha office filas,
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__nota bag of diferent size trushes.as claimed byl -

The Ol investigator asked queshions that conveyed his ungerstanding of the allegaton
detais. inclugding the three incidentgb)(7)(C) orveyed as evidence of rataliation
agans{___|These issues were [T} painting chifler with 1-inch brush, {2] sleeping in

“bregk (aom, and () furlsugh request, Ofs invastigation Tound that (here was no

(b)(7)(C)

g% given only & 17 brugh and
upervisor W gaint the chitler,

alts whex testfied that th LI(NC)  |slesping in the braak
as denied a kulough Sue 1o @ union msue and that DZ fad

iing(or sipeping In e break room,

016G interviewedPC)__ Juns mantained that Of used hearsay as ¥

supportmg evidence one way or the other thal

There were 1Gur_ffid

conchusion However, g subsequent phane conversation with Of -: sknowiedged. ®)7AC)

thaplaes possibis --thuma fsave been stoeping in the break room) M*s tso agreed T
t.hag_,,;he:..&me.‘oﬁ.to take|-_lotanned vacation, but hatit was dud 10 Being laid off

and P& from being furtoughed. further disagreed tha - ey 1. thiee (bXTHC)

paint trushes _but could not pravite proof 1o refute the s manager, 7 OHINGY

whzo sadDNC)  fwas given a bag of paint brushes | e CIG e

any addiiGRAET SpEGHIC information ;egaminglmmzr: i OTGus not conduct an

adaquate nvestigation.

Because O1G could not find any gvidance that O did nol condudt an adequate
rwestigation, i is recommended that this cass bs closed (o the office Tiles,

Distribulion
File iﬁ}ca!ionl(b)m(E) J
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MEMORANDOM TO:

FROM:

SUBJECT:

NTEDR SYATER

MUCLEAR SEGULATONY COMPRENION
WATHFEMO TN, T.C. BFis6.0007

Septesber 19, 2013

(B)(7)C)

Offion of the Genaral Counsal

e
napecior Ganoral

NOTICE OF CASE CLOSING (OIG Case MO, 13-17)

Tha Offioe of inspecior Genaral bas ponclixded an invastigation of an allegation thal
durng a legal proceeding, you knowingty eulimnithad and willfully altered documentary
avidencs to the Mert Systems Protaction Boand.

This memorandum is o inform you that ouwr Investigaton of the rmiscorxduct described
above is complets. Cur investigstion 4kt Not oorroborabs the alleged misconduct end

the case is closed.

The apose of this mamorendum is o provide closure for you.  This memorandum
doas not grant immunity 10 you for any futre nvestigeton of this slegation,

Aganty manageroent has been sdvisad of this case ciosirng,

H you have an this m 30 contact{t)7)(C) |
B){7HC)




B)(7)(C)
MEMORANDUM TCH
Oftce of the Genaral Counsed
FROM: Houbert 7. Betll
inapecior Senwsral
SUBJECT: NOTICE OF CASE CLOSING (0I5 Case NMOQ. 13-17)

The Office of Inspocttr Ganers! has conciuded an investigstion of an allegation that
caring 8 legal proceading, you ionowingly submitted and wiitfully sitared documentary
avidencs to the Merit Syshenrrs Protaciion Board,

This memorandiuan 16 80 infonm you that ow irvestigation of the misconduct described
above is compiste. Cur investigation gkl not corraborats thes sllegsad misconduct and
e case s closed.

The puporse of this memorandum is 0 provide clasure for you. This memarandum
does not grant Immundty o you for any fubure investigation of this allsgation.

Agency manasgement has been advised of this case closing.

al(b)ﬂ)(c)

(b)(7)E)

Digtribation:
Fila Location:
OIS Cane o, 13-017 Historiosd Fie Mg

OWVAIGT | | o o oG oiG
oX7(0) wor | D.Les | HBet P
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VO MUCLEAR RESULATONY COMMIBIION
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Septenbrer 19, 2013

MEMORANDUM TO: (PX7)C)

of ihe Ganeral Counesl

St e

Inspracior Senarai

SUBJECT: NOTICE OF CASE CLOSING (OIG Casa NO. 13-1T)

The Office of inspector General has conchuded! an invvestigation of an allegation that
during a legal proceading, you knowingtly subaitted and wiltfully asitered docunentary
evidencs to the Merft Systems Protachion Boerd,

This memorandun is & idiorm you that our iInvestigation of the misconduct desarlbed
sbove i cormpiats, O irvestigation didd ot sorroborate the slieged misconduct and

the case is closad.

Tha purpose of this memorarsium & (o provicde closure for you, This memorancium
doss not granmt immunity i you for any fuiurs investigation of this alisgation,

Ageancy managewment has been advisad of this caee closing.
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MEMORANDUM TO: (BX7NC)
[ Foe
FROM: Hubert T. Bell
Inspector General
SUBJECT: NOTICE OF CASE CLOSING {OIG Case NO. 13-17)

The Office of inapector Genacal has conchsded an investigation of an aliegation that
during & legal proceeding, you knowingly submitted and willfully sliered documentary

wvidence o the Maettt Systems Protectior Board.

This memarandum is to dom you that our rnvestigation of the misconduct described
above i compiate. Owr Ivvestigation did not comroborate the alleged misconduct and

ha cans s oS,

The purposs of thi rmemorandum is 10 provide dosurs for you,  This memorasndum
does not grant Immunity & you for any futurg investigation of this allegation,

Agarcy managemsent ras baern advigesd of this cases Closing.
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agministrative action againstl - |Because most of the matters raiscd in
" allegation g addressed by the EEQ investigatwon and WISPB appeal. O
focused on b)(?)(C) allegation pertaining 16 nis 2010 appraisal
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OFFICE OF THE Sepramber 13, 2013

NSPECTOR GENGR AL
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Concur: Case Closed Lﬁg:“’,/ e

MEMORANDUM TO: Joseph A McMilian
Assistant Inspacioyr General

foyinvest ion
(B)(1)(
TheRd (B)(7)(C)
(bY(HC)
FROM:
Speciat Agen: [PINC)
SUBJECT WHISTLEBLOWER RETALIATION BY NRC MANAGEMENT
(OIG CASE NO, 13-17)
Allegation

This oflics of thie Inspector General {QIG), U 5. Nuclegr Regulatoty Commisson (NRC).
or i aflegation feom JOXN0) Iprawously emplayed by

invesugalion was haged
NRC, w1 whi _ Heged relakation from PIRG managament fo g Equal
Empioyment Opporturity {EEO) complaints and for filing an appe n‘ prjoval from

Federal & stems Prmmmns Boand {MSPB) also

alfeged that[PXNO) ana|®XNC) |two atiormeys i MRS Office of the
General Counsgl [(OGT), knowgly subfed S MSP8 a version of[0(0C) 2010
appraisal that had been wilifylly altered and that thrs appraisal hat been ()C) K

Findings
O1G tound thgt[P7C) Electrame Online Personne! File (8OPF) contamed a version
of(B)N(C) 010 appraisal that maiched the prigins! version i terms of overall rating

and overall numerical score. but containgd incorrect numence scofes for each rating

THRE DOUAMEN T 5 THF WRUPERTY OF THE HRC 166 B LDARED Y0 AMSTHEN AQENEY (7 AN 1) B QOUNTENTR &8 NO!’ Y 8 REOLRIZ L
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OERICIAL USE ONLY— CIGIN .

facior wharsss the ofigina! did not include rating facior numerical scores at ali. OIG
et theet the QGC uvead the a-rlginll apprasal to take sdministrative achion agsinst
(B)7)(C) and not ihe EQPF version.

Basis for Findlng-

O1G leamedtha& EO mmmcwoimm\dﬂwrahnvcnot
BTG boan an dmm ROR rggerio roptaints. O agrogd that on Janusry 23,
TR0TE, MSPE dig Pfesal without prapxdios, meening thet & ookl get

reviewed at 8 W dtt‘.

OIG rends thie 2010 nCe appramst used by

B)(7IC) ivision of Risk Anatysis, N

Raguaﬁon% mxﬁby ocsc 1o take sdminiatrath acﬁnn asgain
. Bppraisn

o rmanca Qpprﬂla! WES net usad by

- was usad, The copy used by OGC
msﬂwmmymwm ?hascopycfﬂwperﬁumamappmkai
had check marks showing the elsmernt B each of tha four oitical slioments.
Elwments 1 and 2 wecs cheoked as mindmally succesahsl and shervnts 3 and 4 were
checked as fully successhyi. The performance sppratssl Bid not heeve e numernicald
asquivalent column filled o, This column was imertionally le® bisrdk on thea original
performancs appraisal. The quoatient value for the appratss! was 1.5 witdch equates (0 &
summary reting of misimaly sucoessiul,

The “Official Copy” offDC)____]2010 performance appraiaal maintained in eOPF
shoses chack mans in e olameant reting column Tor aach of the four critical slements in
the enticat ibcation &s the pedformancs appraisel used by OGC,. R also accurately
refiocts the quotiont value of 1.5, which eguates tw @ minbrnally sucoassful surmmary
rating. Thia oPF copy does have the nuimerical eguialent column filled in; however,
Mnmmmmwmmwmmmmmawmmmrma
earmerd mating. Mad the numeriosd squivalent baan arnpisted propesty, i woukd heave
shown values of 1, 1, 2, and 2. However, the “Official Copy™ showeasd inaccurate valuss
of 2,2, 3. and 3. mmh«rummwwmmumdm
performancs appraisasl are identics] and Dot suppmmwmrymwwfs

(B7KE) |

OIG 4eamed lhdl (EXC) pletos B performances appmhat | - jeomsoobfEowt 0 ®
b nhrmmhewpowm o U ﬁtaorigénalcwy
dethm ,. prical equivaiant colurmn
naver seen the “Official Copy” of performance
m presented in the siegation [( pouidonly .
speculate that 8 person with good ingsntione, po e the Chief '

Mmmom:.mwﬂmmmmk # was being filed:
howevar, they accidently used the verong meavibers whan dolng so. OIG reviewed the

2
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(LRTHTS

(BY7HE)

AP |mainteing on allampioyses that] % ,,, upe
n aquivaiint cotlumn on al of the

weare ot fllled in. OIG siso confirrned that aach spioygs
the nm wicad sauhvamt column completed; Fowever, the handwrmng did nol anpesr 1o

Numesrical sgubvalerm anlumn

columns WS NV

that in tha ooty of Uw W supytind

nurmarical egquivalert oolamn m m&o& and rther, “Incomsequerdial” bemme the
breakdowrn of al four elements in support o rating of minimally succassfisl,
not fully successtul as claimed byl

3
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e ﬁiemuinmmmaﬂ empioyess ihet[ hupervises and ea
Drrarical equivalant column on all of the performance appeai

auivalent column compiatad; howevar, the handwriting did not appear to

1 BTy O
that io the oopy of the appn%sal supplleﬁ with tho sliegation, the ran

numericel aquivalant column wenes inoorrect and rether, ‘lrwnuqum s

File Location:
Rastripyen: [0 |

Cane Fila 13-17 Historical Flle Magriam
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Concur, Case ChM M&*;'““w oo

MEMORANDUM TO:  Jasaph A. McMidan
Agsistant Inspactor Genaral
for Invesatigationy

(£)(7)(C)

THRL: TS _I
BITRC)

FROM: I

Specal .&gant.‘@m(o)

SUBJECT. HNSIR STAFF OVERSIGHT OF FORCE ON FORGCE
EXERGISES AT TWO EXELON MUCLEAR POWER PLANTS

{OIG CASE NO. 13-19)

Allegation

This Office of the Inspector Genarat ((OIG}, U.S, Nmﬁear Rogulamry chmmission
{(MRC), investipation was initiated based on ap apan

thuay NRC !ns action Taam Leade
mkb =

7)C)

Gorporatson o dism% 5
muh harder for Exalon in 2013,

Speciticatly, t was alteged that]PC)  Luas wying to go autside of NRG's ang Nuclear .
¥ 1

Energy Institute’s guidance and reatenad and tullied peapis © gel Y, A0
ordar 1o plags dvaniege 10 the Composite Advarsary Team (GA was aleo

atieged made several threals abom ﬂndmg isgues il Exeion's Defensive

Stralegy Team (DST) did not quit poinling thing pnore{®NC lihe CAF team

ardd the NRC contractors were wrang; and thatl®(C)  jthreatered Exelon to remove

DOLUME o Tt T YO AWM THER MIEHC ¥ 1T A0 {1H OCNTENTS afk iy 16 BE ARPALSASCEIC
e N THE gnu -wg:wvmdﬁ- :;5'2:::5 AL v WY T THE PR EMEEIOR OF Yl ity Oat
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. N ﬂ‘ﬂj( Pr'S o e ;LQ Rﬁga Cl ey i* RNCEY oL a”eger
(bY7XC) state A(0)}7) g int » Hooused or n ot Fie N B (

and tharefore RG's conPBTIors word over the

Findipgy

OIG did nol substantiats the afisgations, OIG found that Exsion managemant made the
decision (0 remove thelr personna! from tha Lirnerick Generating Statlon {Limerick)
during the Force-on-Force (FOF) exarcisas. OIG learmed thal the issues, a8 stated in
the allegations wera issuas thet arwse fram interactions betwaen the NRC. subject
mater experts {(conttactors) and the Exston DSTY.

This inveshigation did not canflrrn any violation of 5§ CFR 2635 - $tandards of Conduct.

In of Fi

OIG conducted interviews wizH{D(C)  Jand !<b)<73<33 l
Exaion Corporation, regarding axgret i e ¥

Station (QOystar Creek) and Lirmarick.

(OXTHC) gt vvfas present for the exearcisas o both Oyster Greek and

(BYTHC) ‘ stated INA-t wayq-—_ Hecision 10 removel  — DST personnel from Limenick
OITAC) 3 sdod o foitow] - Ingtructions about not imManeThg with the FOF exercisos,

BXIxe) .- i may - OST pe@tinet acted unprufessionally and thet they nad even

WK " BBbiogized t]-. Jor not following lislinstructions.

N & was hold or Influonced by NRG slaff to ramava
{BXTHCY G T roade that decision based an what had

CUEES

“Thair behawor and ineraction with NRG s contractors KD leiso stated thatl -]
srasent the (ollowing day when aftet receiving angther complaint from NRO staff about
ihveir DST s irderaction with NRC conractors {00 Fismissod theﬁwnm

(B)7)C) said thail Jwas present when[TT0 Lspaka 1o their DS T nw! about

iromn the FOF aexercise st Limenick and inforrmed ihem 1o leave the sits 50 stated
BTG thaf - jsaw ro unprofessional Behavior of miscorduct an the part ol 1 of NRC
T onrifactors atl ethoer Oyster Creek of Limarick,

OIG imterviewass NRC siaff who ware involved with the Oyster Craek and the Limerick

FOF inspoctions, Staff indicaled that they weye awane that thera were same Ssues
regarding eguipment ang breachos, Staff who were mucheed with the FOF nspection al

2
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Limerck became aware that Exston parsannet ware removed froim tha site by Exejon
AN AT,

NRC staff indicated that they did not wdlhoss or were aware of any unprofaessional
cordust by the NRC team ieaders. Staff invotved withy the FUF axercises acvisad that
aY axarcizas wete cancluded withau! any issues dunng the axerciges.

QUG interviewsd ) am (b)(?)(o
regarding thair Corwiuct d
{2

reek and Limerick,

na time did thay ever thres
oxe) [P0 Jedwsed thatl
T S ortiactors wi (BXTHC)
BITXC)
{bXTXC) B
OHG irmervigwed DU 10 For Quad City and currently the Office
Attegations Coordinatar for tha Office of Nuclear Reactor Regulation (NRR), who stated
oRne) “g 5 (BXTYC)
(BXTNEY
(BYTNC) did have conversations wit (BI7NC)
;marick bt did mot dlrec or threasten Exslons managemen
i i their DST personnal were not rermmoved from the 5!13 statech that. (C
tare «:- the npportunny 10 have NRC train thair OST persofinialin the
harmore| lstated that approximatety 3 00O
ad indorn@m| - fihat-Exslon.nad ey

g oopactive of the FOF

ungdartakarn steps to frain thelr parsannet on the purpose &
GREICISHG.

addad that as for the requirements for being a team leader In SPER, team
€ sartected Dased on thalr knowladpe of nudear powar plants; brosd knowledge

or nuc;eaf security. goud communication skills; and knowiedge of ﬁagxﬂamix %%gg
S69, which explaine the Design Basla Threg (DBTY under 10 CFR Part 73 {

{DXTXC) th NRGT. jstated that only two ofRC) I
. D) a4 SERRTS as ar—%l_bb)ﬁ}{ ecause]  Fada .. (KO
reguiaiory bacit;gmmmd and was a|bl)(C) T

OIG intarvie H
(BTNC) Exetan Corporssi@T TRy ST }
- inggvettion due ta a conﬂzcl nl sn&am "

gu—-ﬁ
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. Bated ttmtmwvar»émmm ad with NRCT staff or their contraciems
re resotved and forgoten, stated that though[ —Jvas.not.____

T&r Cre

-rpersofEily padiGipating i the Limerick FOF exacises[0X) ups present &t the site
atso said that there ware issues (hat ware brought to|_—Jaenton by[ —JDST persr
who apparently had disagreerments with the NRC confractors,

OUNE) _Lsaia that the situastion at Limerick was geiting so contentious thaf -
(EXTRC) 10 keap the DY personne! away from{ Jerdd] Jinstructed the T

T RTROET H6T 1 Bngage the NRG contraciors al 81 during The remainder of bme whilg ™~

on the site.

OtG interviswed|D)C) Iandlfbjm(c) !Exaicﬁ personnal wha
steted that they did have disiagreamernts Wi CorT ™ rpgarding the wse of 550

parachute cord, breechas and weight of equipment. They further slated that thoy
witnessed no unprofessional bahavior or misconduct by NRC stalf during the FOF
Inspaction at boin Oyster Creek and Limerick.

QIG noted that nethe{E)71)C) norf)7IC) iscussad or the FOF
activities at Quad Chies Taf which|__ |vas TRa[00)

Oserzmmm_mgl ihres NRC coniractars [OXC)
and| (O)(TRG] whe perticipated in the TBEK & 3 W

inspactons. b0 ... Jatated et didd not withess any unprofessionad behavior
Yy NRC staff ] - | at Exalon's 05T members wera completely unaware of the
"""""" regulatory proclBs and ware fighting.awarything they pussibly could outside of the

 purview af the insparion team.fead] - |sa teationus the
very fimt day that they had e mest s f0)7)(C)

siptad thatl thére ware three pergoined that worked for the indoustry 'who
worm Jobating tactice ware being used, how siuff would be placed, and what it
should ook tike. sid that the DST mambers wers interfariyg with tha CAF team.
[ ]stated ihat from NRC was unprofessional during the insmcﬁontamd o

Bt if anyonae was unprofassional, it was Exelon's DST,

lcﬂd OIG that there was a ol of push back from Exslon's DST un the CAF's
1Rcics, technigues, and procedures: and that they ware told byfl{NL) ithat the NRC
wan therm (o gaatiuse The sie's protective stratagy, not the CAF GoF tha LAaF's technical
ab‘dmssataca trhat Exelon's DST was having a hand me with thal concept.
They wene trying 1o Switch from a real world tactical mode to a testing and suategy
mode, and they wara hgvirg a hard time wrapping their rminds sround thal point,

helr eyes, they were causing a disruption @ tha inspection process. tatext that

» n team was
=

wiayed that Exelon managemernt was a ittie {rustratied with their 33'2‘; vecause n

Guid not think of anything remotely unprofessional, as far as

4
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Since OIG could not find any evidence of NRC staff misconduct, it is recommended that
this case be closed to the office files.
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7 Brated that thera were ttres perscrnet that worked Jor the Industry who
ware cabating how the tactics wera being usad, How stuff would be piaced, and whet it
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Bt anvyvone was unprofessional, it was Exelon’'s OST.

1old OIG that there wak 8 lot of push back from Exel
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aict that the DSET membars were interfering with 1he
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T

on the CARK's
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stated that Exaton's UST weme having a bard tima with that concept.
Ty 10 switch from o real worid tactical mode to a testing and stralegy

s {echncal

mode, and they were havirng & hard time wrapping their minds around that point,
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_.,.ﬁralavad that Exelon managament was a litls frustrated with thair DST, because In
halr eyes, ihay were casusing a disruption o the inspection process.,

tatend that

hd not think of anything remotely unprofessionaf, as far as tha NRC team was
BRCerewad.

Since (G could not find any evidence of NRC siaff misconduct, #t is recommender that
thws case bea claswt 16 the offica files.
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December 30, 2013

MEMORAKDUM TO: |

C)

of Nutlear Reador Reguiakon

FROM: Hubert T. Bol
inspecior Gonaral

SUBJELCT: NOTICE OF CASE CLOUSING (OIG CASE NO. 13-018)

The Office of tha Inspecior Ganeral has concluded an investigation of an allegation that
you urged NRC management {o influence an Exsion exacutive 1o terminate its
employes due to fechnical disagresments with NRC siall gduring Forge on Force
inspactions M two Exelon fachites.

Thiz meamorandum (3 o irdorm you that our investigation of the miscondudct described
above is compiete. Ouwr invastiigalion did not corrobarats the atieged misconguct and

ha case g closed.

The purposs of this memorandum 15 ¢ grvide closure for you. This missmorandum
does not grant irrmunity 1o you for any fulure invesiigation of this altegation.

Agancy managemnaent has beaen advised of (his case closing.

s6 comac [P0

o Mark A Saorug, EDQ



MEMORANDUM TCO: [BINC)

fice of Nuciear Reactor géaguiatim

FROM: Huben T. Betl
inapactar Gerneral

SURIECT; NOTICE OF CASE CLOSING (O3 CASE NO. 13-018)

The Offica of the Inspecior General has conciuded an investigation of an allegation that
you urged MRC managemeant to nfluence an Exelon axeculive 0 terminale s
employse due to technical disagreements withh NRC stalf during Force on Force
mspeactions at two Exgion faciities,

This rremorandwm is to inform you that our investigation of the miscondurt described
above is complste, Our investigation did if corroborate tha alleged misconduct and
the case s closed.

The purpose of this memaorancdum is {0 provide clgsure for you, This memaorandum
does nol grant immunity 1o you for any Tutne investigation of thig allegation.

Agency management has bean advised of thiv case closing.

i you have any questions regarding this matter, please contactl eXTIC

fexme |
co:  hdark A Satorius, EDO

Qisribgiisn
Filke Locarnan KDIXE) |

AG rit DG Cass o, 134189 Higioricnl Fie
CHERICH o;mmﬁr—w/ OiG tos
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OFFICE OF THE
INBPECTOR GENERAL December 30, 2013
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MEMDRANDUM TO:

FROM: et T, Satl
inspector General
BUBJECT: NOTICE OF CASE CLOSING (OIG CASE NO, 13-019)

The Office of tha tnspector Generat has concluded an investigation of an allegation that
you urged MRC managemesnt to influance an Exelon executive Io terminate its
employae due 1o iechrics! disagreements with NRC stalf during Force on Foree
inspections at two Exalon faciltias.

This memorandum is 10 inform you that our invastigation of the misconduct described
pbove 18 complete. Our investigation dild not corroborate the aifeged miscorduct and
the case i% closed

The purposa of this mamorandum s fo provide closure for yows. This memoragndum
does rot grant ynmunily (o vou for ary future investigation of this sllegabon.

Agency management hes been advised of thus case closing.

(3 zaml(b)(ﬂ(C)

oo Mark A, Satorys, EDO
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b)7)C)

MEMORANDUM TO:

FROM; Hubert 7. Bel
inspector Genersl

SUBJECT: MROTICE OF CASE CLOSING (QOIG CASE NO, 13-018)

The Offica of the Inspector General has concluded an invastigaton of an altegation that
you urged NRC managemant o influence an Exelon execulive to tesminate s
employee due to technical disagreements with NRC staff during Force on Force
mspections al two Exelon faciliies.

This memorandum is to irfonm you that our investigation of the misconduct describad
above is compiete. Our investgation did not comoborate the alleged misconduct and
the case is closed.

The purpose of thiz memarandum is (0 provide ciosure for you. This memorandum
does not grant immamity to you for any future investigation of thig allegation.

Agency managament has bean adviged of this case closing.

tact 0

cc: Mark A Satoriug, ED0

Dsnibution:
Fée loc;ﬁonl(b)m(E) |

AN 40 OIG Casa No, 13-1@ Histoncal File
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e 018 X0 _S | pun g
X y7 53 2 2 A 20 St E 0L IR MR AR R

Ciffionmt Bie Copy

—BERICALUSE-GNEY — OG- NVES TG ATION INEORMATION -




P UNITED STATES

:’ ) %. NMUCLEARK BEQULATORY COMNMIASION
3—, w s WASHINGTON, D.C. 0535-004H
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oy, £
TS A

REFICE OF THE
INSPEC TOR GERERAL

Decenber 30, 20173

MEMORANDUM TO [PI0©)

166 Ol NUCIear Secunty and INCaent Responge

FRON: Hubeaet T. Beall
ingpactar Gensrea!

SUBJELCT: NOTICE OF CASE CLOSING (OIG CABE NO. 12-018)

The Office of the Inspector General has conciuded an investigation of an attegation that
Yo uiged NRC managemsil i influence an Exelon exacutive o temminate its
ampiayee due ta technical disagreaments with NRC staff during Force on Force
nspections at o Exelon facilfies

This memaorandum is to infoftm you that our investigation of the miscorduct descnbed
abowva iz compiete. Tur invassgation Jid not corroborate the allogod misconguct and
tha case 13 ciossd.

Tha purpose of this mamoranduin is to provide closure far you. This memorandurm
doas nut grant iimmusnity 1 you for any hiuee vestigation of thig atlegabion,

Agency manafamant has heon advised of thig casa ciosing.

i you have any guestions regarding ihis matter, ploasse mqi{b)(ﬁ(c)
(E)7HC)

oo Mark A Satorius, EDQ




MEMORANDUM TO: (D)

e of Nuciear Seocurity and incident Response

FROWM: Hubant T. Bell
Inspector Generai

SUBJIECT: NOTICE OF CASE CLOSING (OIG CASE NO. 13-015)

The Qffica of the inspector General has concludad an invastigation of an allegation that
you urged NRC management (o influence an Exelon axecutive to lerminats its
employee due 10 technical disagrosments with NRC staff during Force: on Force
nspections at two Exginn facilities.

This memorandum is to inform you that gur invesligation of the misconduct described
above s complate, Our investigation did il comraborate the alieged misconduct and
the case is closed.

The purpose of this memorandum is 1o provide closute for you. This memorandum
tdoes net grant immunity 10 you for any future investigation of this allegation.

Agency managemeant bas been advised of this case dosing.

H you have any gquestions regarding this metter. olea act|XNC)
I(b)(h(c) i

ce: Mark A Satonus, EDO
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MEMORANDUM TO:

FRO#:

SUBJIECT:

UNITED STATES

NUCLZAR QEGULATORY COMBISEION
WASMWCTOM, O C. MOGS SO0

December 30, 2013

LY 7HC)

Office of Nutiear Security and Incigent Response

*{%;1 e oo d Al

T. Beli
Inspector Gareral

NOTICE OF CASE CLOSING (OIG CASE NO. 13019

The Offlice of the lnspoector Genaratl has concluded an investigaton of an allegation that
you instructed ar Influenced an Exelon executive 1o terminale onae of Iis employeas dus
technics! disagreements with NRC stefl during Force on Force inspections at two

Exegiar {acihies.

This memorandum {8 to infonm you that our investigation of the misconduct descritred
sbove m cunplata. Our ivestipstian did not coroborate the alleged misconduct and

e case ix cioped,

The paarpose of this memorandum 3 I provide dosurs far you, This memorandum
doos ol gramt Immunily to you for any future investigation of thie allsgation.

Agancy management has been advisad of this case closing.

(OITHC)

o Mark A, Salorius, EDO



MEMORANDUM TO: [P

e Of Nudiear Securily and Incadent Mesponse

FROM: Hubert T. Beil
inspector General

SUBJECT. NOTICE OF CASE CLOSING {OiG CASE NO. 13-019)

The Office of the Inspector General has concuded an investigation of an allegation that
you instructed or influenced an Exelon execlive to terminate one of s employees due
technical disagresments with NRC staff during Forca on Faorce inspachions at wo
Exeilon {acilities.

This memorandum is to inform you that our investigation of the misconduct described
above is completa. Tur investigation did not corroborats the alleged misconduct and
the case Is closed.

The purpose of this mamarandum is o provide closure for you, This memorandum
does not grant immunity to you for any future invastigation of this allegation.

Agancy management has been advised of this ceve closging.

antact{D©)

cc: Mark A, Satorius, EDO

Dighribation:
Fite Location: [DINT) J
AlGH eA OIG Cags No. 1319 Historicat Fie
[ oucaic { o;@m;q*—‘{ CHHAIGL - | Oy 0IG | DG
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OFFICE OF THE
INSPECTOR GEREAAL : July 22, 2013
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Concur. Gase Closeg === 7" =
MEMCORANDUM TQ: Josegph A, McMillan
Assislan Inspecior General
BY(FKC)
THRU:
Wmm@
FROM: _
Special Agent JD0IC
SUBJECT INAPPROPRIATE INVESTIGATION PROCESS BY
WASHINGTON STATE DEPARTMENT OF RADIATION
PROTECTION (DIG CASE NO. 13-23)
Atltegation

The Omce of the inspector Ceneral (QIG), U.S. Nuclear Regulatory Commission (NRC),

X% neegtigation based on an QIG Hotime convearsation with private citizen
M egarding the fature of staH to fully review Washington State's
Lepar man Neilla tmn & investigation of - possible overexposure o radation
T stemming from o therawes at the Besity of Washinglon Hospital in 1995
snemf;ca? OXNC) aneged th et RC stall failed 16 investigate the State of
Washmngton's tac ot response t 7} pilegation. 1t should be noted that Washington is

an Agreerngnt State

Under the Agreement Siate Program. avibonzed oy Sochon 274 of U 5. Atomic Enamy At of Y2548 the MNRC
ret:aquishes o AQfREmMent Si3Ted parhons of ita auinanly I reguiady certan Mmatecals, and e SLale AassErTs il wry
Aoy under Siaie 3w,

foe b DOTUMER® 1K Tl PROFEATY OF YRT S6C 56, F LORWED FO ANQURER AGEME Y 17 M0 (T5 QU IEWIS &ME WO TO GE REPRODLCRTS
DA OS TREUVTED OUTEIDE Trd RECLIVING AGENS Y PATOUT THE PERMIS KON OF IHE NHC (NG




{(bHTHC)

Findinga

OIG found thaf DN sllegalion was reviewed by the NRC Allegalions Review

Board {ARB) in July and september 2010 OIG found that the aliegation was outswde
the regulatory responsibiiilies of the NRE and, as a resultl, thée NRC lacks any
authority to investigate. OIG afso tound that NRC staff contacted the State of

Washington Office of Bagiation Protectnon, reviewed the State's investigation, angd. as a
result. referred () ko the Washington State Auditor's office for any further inquiry

Hasis of Findings

(2)NIC) contactad the NRG CHG Hotling regarding closura letlers
the NRL, dated August 3 and Ociober 7, 2010, from the MRE CHTCETTY
State Materials and Envitonmental Management Prograrms [DX0C) |
aliegation 1o the NRC on June 22, 2010, reguesting the NRT

seview the Investigatig
conducted '!ate of Washington's Ofice of Radiation Protection regaerding®(7(C)
=

eceral andg
£ an

SONEE a5 Overexpased o radiation while having linear acceteralor
reatments at the University of Washington Medical Centar in 1985,

yecd the ARB case fie ard determined mm@:‘ﬁml cantacted NRC n
i - |atlegation. © viewed the two closure fetlers the NRC siaff sent
210, infarming o) thatl the MRC acks 1he jurisgiction 1o investigets

OIG Inarned that NRC communicated 1of 0000 |that it lacked the abilfty to investigate
because the NRL dogs not have jurisdiction aver radiation UG machines i
spacifically iincar accalerators and cyciotrons, which belieyves cauned©i)
cvarexpnsuie i 1995 The State of Washinglon has the authonity to nveastigaiame
sitegrtion ’

concen tha

OIG lsarned thal NRC staff comtacted the State of Washington's Office of Radiation

Frotection on Auguat v received a copy the’s irwvestigation, which
3 arwarged 1p]0) r an atternpl o aesis] -

o phat ould Tepof any claims of ralscond T the Washingion Siate

o7 & ot

shauld e notad that addiional informalton regarding the allegation was sent by
BTN

i OlG iy February 2073, OIG submilted this adgditianal information to FSME far
e Cofgtaration in the Integrated Matenatls Perlarmance Evejuation Program” auuit of
Washingion State scheduted for May 2013, This addiional information dud ot affect the
wrsdiction of the NRC to investigate NRC staff revieweyd the information and raferrod
the materials to the Washngton Stale Attomey Genaral's Office for review

The NRC program wAnEn svdhales and sullits Agreement Sipla's McChaion conira! Drogroma 10 4rsure puble neais
and pubac 4afinty 5 bewng $Oaquately groediad Bs merdastad oy the Alemic Energy Acs.

K QUIIAMIGENT 3% Tel FRUSIRFY OF trlh ARS DK o LIDARED FU AekO Yol @ AGERT v 1T ARG PF COnd PEMTS ANE WO F TO WE HEFHGOWT D
O DS L EIMITE © SUNSOR. TRE AECEAGHS ALENE Y o1 MADT THK SERMIZSION OF THMU NRC G

gpeeved from

NECssffasainformpg

(BXTXC)
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Based on the fact C tacks the jurisdictional aythonty 1o ‘vrwas!igate
allegation and !hati(b)(?)(m pas referred 1o the Washingtion State’s Auditor s and
Ahoraey General’'s offices,. and no wiongdoing was identified by the OIG. o i
recommended hat this investigation be ciosed to the filas of this office.

K

VRS pRGE U AT S Toodl mRRERTY DI T W G LOAGED TR ANRI B RCENG Y T WND P1B CONTENTE SME WOT O B AEPRCOUSED
T ORI SOUTED OV TG THE RECE )G AYCUT ¢ 4ITnDUT Tl FEMAL T RIN SHP THE WES 5
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Sased on the fact that tha NRC lacks the jurisgdicional authority to investigate {EXTC)
allegation and that as referred W the Washington State’'s Autitor's and
Attorney Genaral's ORIGCES, and N wrongdoing was identified by the QIG, s
recommended that ihis investigation be closed to the files of g office

Fite Location] )

Distrivution
Case Fie 13-23 Histoncal Fie Magnum,
5 ' T
—I-‘_—’—.l-g (DM o1/ OIG, o] OIG | 016
SMomingn, | D.LaekAl—T 1 gedl
LNV {3 | vl (7 2B o1 1 1 7% (o] Vzayps |75 0

Oifficiad File Copy
3
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May 8. 2013

Concur. Gase Closed
MEMORANDUNM TO: B)(THC)

THRU: o ranm Leader T ]
by 7YC -
FROM. Xe) Speacial Agent [P

sSUsJECT REGION | NRC EMPLOYEE 15 MISUSING TRAVEL
FUNDS (0IG CASE NO. 13-28)

Allegation

Tha Office of the Inspecior Geanar
(NRC), received an aslegation tha

FPower Siation, Region i, NR “ S '
BI7HC) wherel  Larrently  ®(7KO)

external raining every year i
has family.

Finding

OI1G found that from 2009 to the preserntDUIC) as gitended ane approved (raining
course, "Leadership Essentials.* infti(7)C)

P OOKTLIE R (3 TN FINEERTY M THE AL 18 LOAMED TD AR THER AGEWCY 1T ARD (YS CONTEMYE AFE NTT 10 62 REFAIDLCER
R S TREUYED 30 TIIDE TWE BECENING ABAGE T WHTHGUT THE PERIRSSIOM OF Tl OFFICE CGF THE INTPEC TOM CENENAL




Basis for Finding

QIG reviewed all availabie travel vouchers fo whlch ranged from October
2009 through January 2013, In September 2010210 attended, “Leadership
Essentials,” in[00© ;nd also took leave in conjunction with the Lraining.

According to the allegation RO ad submitied a training request in 2011, 2012, 7 C

and 2013 to attend various leadership courses in i‘mi‘ it was believed those
requests were denied.

OIG learned that Region | does not maintain records on training requests that are
denied and, therifirl there ii no record of how many timrequested fo

attend training in[™"

b)Y 7}C .
R i is recommended

Because OIG did not identify any improper behavior by
this case be closed 1o the files of this office.

THIS DOCUNMENT S THE PROPERTY OF THE RRC. (F LOANED YO ANOTHER AGENCY IT AND 11 CONTENTS ARE NGY TC BE REFPRODIK EC
CR DESTRIBUTED QUTSINE THE RECENVING AGENC Y WITAOUT THE PERMSSION OF THE OF FICE QF THE INSPECTOR GENERAL
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URITED STATES
HUCLEAR HEGULATORY COMMISIION

R AWEF NG TOES, DA, DRy

DEFIGE OF YHE
INSFEC TR GENMEAAL Avpgust 8, 2013

Coneur: Case Closad (,Qw
MEMGRANDUM TO! Joseph A McMitlan
Assistant inspecior General

bY(TH(C)
THRY: .
Team Leader] 00X
s
FROM:
Cpecial Aggml(b)(ﬂ(C)
SUBJECY POTENTIAL INAPPROPRIATE RELATIONSHIP BETWEEN
AN QFFICE OF NEW REACTORS SUPERVISOR AND
STAFF MEMBER QI3 CASE HO. 13-30)
Allsgation

The Office of the Inspacior Ganaral (OIG), U.S. Nudasr Ragulatory Commmissson (NIRCT
gt s ryvwastipation based an an e-maii recenved (DYTHC) i
ﬂiC!} of New Reactase {NRG). Nuclear Regulatory Commssion [MRC),
:pgar iy an “apparant prantibited praciee” gnd e ook taken by NKO and tha

Otfice of the Chigf Human Capital Officer (OCHCO) in respo The matter pentained
& ported romantic reiationship between NRC empmw&slégﬁjz@ ]
fwmatcon Ted‘mobgy Managemeant Branch {ITVE), ﬁ:mzcw%gmmm__j
Davsioprment angd Analysis (PMOA} MRC, and
pssignes to ITMB andBITIC) G
BNGHNG of the repoarted ncikdent

mmew&d N

Findings

‘ ‘ ponded to the repon g r glationship bwhveen

FB)(7 (C) .: y transfaﬂing 3 a position "*
DI 7)) Ot HCOD ravie [Tat and detarmnined (hal RO

) srred durmg the appfoxtmaze 3.5 month pariod that

el ZSUBENT B Vil PROFEA TY GF THE MRE (00 SN LOANEO FC ARDTIER AGTACY )7 ANO (TS CONTRNTS ARE MST 1D 6L REPACDUCED
OF DIF TR VED QUTIOE Yol ECENDG s GENE ¥ S TROU T THE SCRRES QM GV Tud MRE 016G



Basis of Findings

Based on OIG's review of an DCHCO memgrandum dated May zti %51 3, py[E0C |
7 HC)
o

(D)(7)(C) DEHCO, OIG learnad thatf®

(O)THT) R, Division of Program Managerner, Cy

m:;v.«.mmmmmsm_. B0
)

BTG

(bUTHC) romt . PosSinion n Rrancn.
~fOXIE) hwere in a mmam:c r
of {1 and on March 28, 2013
On Mareh 27, 2013‘<b [19)] ]NRQ aotiied OIG wia an g-mat
thalt a parsannet 1SS T g B&1 T practice had been brought fo
. £y l a3t 3

arch 21, inthe e~xmait to Otwm OIG thatf®l7C) ]

NRQO, learned o gpQnied romantic relationship and
SCACD &cx B to maas&gato a gifferent branch in NRO.

“Lold 0IG that] [P0~ Jasked OCHTD 15 obiain further infarmation regarding

me atlegation and to tiexermme Rhether o7 nat any prohitsted practices octurred.

OIG tgarned from OCHOO's memorandum that on April 1. 2013, bot{2 ) lang
re interviewed by OCHCD rag m‘din the allegation and]®C)  |denied a
{BITHC) mmam»c relationship bt said thet u anefPlXC) had discussed exploring &
(BYTHC) 1t ETie v 150 said thay wi ot ihg rogemner and had not purchased a

e

nn December 2, 2092 A vme.
O March 22, 2013 ]I iepmnexzf

©X7)C)
~toxmer

The memorandum descnbed NRC persomnel pelicies anorted that based on those

pohciee and an assegsment of personne! aclions bylld : 4
ware identibed. QUHCO reponad that guiing the ﬂrne pari XC)
dia:i not make any personnel defs ons reggvdind(b)’i?lic) for
Drornotions, awarss, of within-grade increases, a% not congunt his FY 2012
(OTHCY appgg}wms._@i.m 3013 midye ar raview.

Because NRC manageiment toak correchve action and ng wrongdoing was identified, it
s recommended that this investigation be closed 10 the files of this afics,

s
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Basis of Findings

iew Of pn QCHCO mamorandur dated May 21, 2013, &yl?ESZHEE} I

(D)(7XC) DCHCO OIG earmed that|b)r)ic]
 BI®) AB, Division ot Pragram Mm‘ag—em' e‘:}' 3"15"'!0 oy
: ’ RO Deacember 2. 201
D)T(C) On March 22, 201 e!aphoned
| RIS JOCHCO, ang asked 15 be reassigned
OUXCH “Trord - Joosttion in branch, (O | T (O] - a o (b)(THC)
~JRINC) were in a romantic relationship.  There ore " &k G 8 UanwEf oulse 7 TmoNey
T B G on March 28, 2013M:~ YA oot of LTE. A

On March 27 2013 [OXXC) NRO, notfied OIG via an e-matl
that o persennel issue invabing a possibie prohibined pra been braught 10 thew
5 -

rch 21. In the e«maat ta DiG BT Jold OIG thaBINT)

aried rompntic relationship and
d to reassig o a different branch in NRO.

: HCD 1o oain further information regarding
the s agatmn and to deternrune whether or nat any prohibited pracies occurred

» earped from OCHCO s memorandum thal on Aprd 1, 2013, bsml(b}(?j( ng
ere interviewed by QCHCO paardion the allegation andPC) eried a
OIINC)  rEfRanTL e m&a il sasd that - " mﬁ- ad discussed EXpIoNRg a
“iglationship isu 8@l they were not biving together and had not purchased &
resdenca r
The memorandum desaribed NRC personnel polic riac (hat bagsed on those
policies and an assessment of personnel actions b (BXT)C) i i
FCHCO separtad that dunng the ¢ m; (®
PXTIC) i ot make any personnet dete GNS regarmin

DTOmMGLGTS. awards, ar within.grade increases, and-d ned sondud
appraisat or nis FY 2013 midyear reviaw.

Because NRC management ook corrective action and na wrongdoing was identifled. it
i5 recormmmanded 1hat this investigation be ciosed 10 the files of this office,

Fiia Locaﬁon{ib)ﬁ (E) '

Digtnibution
Case Fig 13-30 Hisioricat File PMaGnurn,

YLQQ o Bt QG 7} 0iG ol
iiaman | D.LeE | H.Bew 1~

=Ny (i3 NS 1707 LG AND] RIS ¥t jr (& @344 |8 wdoirs
’ Otficial Fite Copy J
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& %, UMNITED STATES
o4 . P NUCLEAR REGULATORY COMMISSION
% y £ WASHINGTON, 0.0 705550001
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R

OFFHCE F YHI:
INSPEC TR GENERAL

MEMORAMDUM TO [PIOC)

THRU
FROM: (DTN
Speal AGen
SUBJECT POSSIOLE SECGRET NEGOTIATIONS FOR EMPLOYMENT wWiTM
NARC LICENSTE BY CHAIRMARN (DS CASE 80, 133
Atlsgaticn

This Office of the Inspector Genergl [O33) U & hudlear Regulatory Commission (NRC),
nveshigaton wan ntidtad based On an snonyMous ailegation raseived un the QIG5 Web site
stating that Chairman Allison MACFARLANE has beern in seccet negotiatrons with an NRC
icensaa (of empioymert for hersalf and hey spouse. Mo additsenal information was proveded by
the alleger to facititate OiG's assessment of the alegation. Therefore, ONS conducted a review
of the Chasrman's NRCesued Government aptop and NRC a-mail acpount, &nd reviewsd her
Exenutve Branch Personne! Public Finencial Disclosure Report 1o identify potentiat indicalors
that tha Chairman was engagad in empioymant nggotiations aa alleged.

Findings
QG dird Aot iIdentity a&ny informaton an tha Chairmman's NRC-issund Government ixpiop. NRC e-

mai accourt. of Public Finenoel Disclosure Report indicating she was negotiatng with an NRC
Heenses 1or empioyiment for hersalf & her spouse.

VAR G B R 1R TR FHOEERTY OF THE NRC T8 o { LIAGE]D YO AR TRER AGEMNCY 1Y AND (75 CONTENTE ARE ROT 70 BF REFRODUCED
OR QSR TRIBLTED OUTSICE THE RECE VIkG AGERCY WiTHOUT Tl BERMBRION GF THE NRC DG
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Basfe of Findings

Pari |, Sectwon J, of Executive Osder 12674 (as modified by £.Q 12731), "Frnoiples of Etihcat
Condyut {or Governmant Officers and Employees™ states:

1} Employees shall not angage i outside samployment or achiviies. including seermng or
negakartmg for empioymenl. thal corflc! with official Govaemment duties snd
responsiditses

Additonally Section 17 (a) and (b) of Public Leaw 112-105 "Siack Act” statés
POST-EMPLOYMENT NEGOTIATION RESTRICTIONS.

(8} RESTRICTION EXTENDED TO EXECUTIVE AND JUDICIAL BRANCHES -
Notwithstanding any other provision of isw. an ilividus! required to fite a financial
distlosure rapnt wnder seclion 107 of the Ethres m Govevnrent Act of 1378 (5 L8 C.
Ap. 131} may not direclly negotiale or have any agreement of future empioyment or
covnpansalion uess such individual, within 3 business days after the commmeancarment pf
LGN negoliahon or agreaement of itine emgloymernt or compensation, fies wih the
indrnidual’'s supervising mihics office & Statemenyt, signed by 3iCH individisel, segarding
xuch aegotialtons or agraaspmnt. including the name of the pravare entily or ertiie s
invalved mr such negolialiong oy agraament, and the date 5ieeh negoliations or
gregment commancad

{0} RECUSAL ~~An individual fiing & staternent under subsection {a) ahalf recuse
hrmsall o herseff whenevear thers is a wndividua! with réspect 1o the aubpect rmatter uf the
Ktatermenl. srcd ShN TNy e Indhidual's stpretvising othics office of such reicusal An
rUiviUAl making SUch recuItd SRR, DO SUCh rRcHEal, SLUDITIE 1O e SURBP SN OGS
wuffice [he staternent e scbsactan (6 with resgatt 10 whiah the recosa! wus mads,

A rview Of OGE Foimm 278, Executive Branch Pemsonne! Public Financial Disclosure Report, a8
well g8 her pecsonmel file revealnd (o ormation of possible vigdstions of € O 12674 or the
“Stock Aci ”

The OI(G Cyber Crima Unit conductad s review of the Chairman' s NRC-issued Government
computer Ltilizing keyword searchas to Uhtover pozsibie deleted a-mad messsges AL wail as
review eSnal communications betwesn the Chairman and varaus COmpianies, corporsbons,
heenseas. and educatonal institudicns.

A revwew of the keywond search results and e-mait revealed mo mformation of possible violations
of £ O, 12874 or the "Stock Act.”

Becayse there was no information found to substantiate the allegation, it i recommenided that
this casa be closnd 1q the filas of this office .

TRY DOIUMEN 15 TME SKEMRERTY (N THE KEC Q8 P LOSNED TO AN0OTREH AGEHCT 81 a0 TS CONYEM T3 AdCE O TE 8 AEFHONULEG
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% HUCLEAR REQURATORY COMMIBEHON
VRABHINGTOM, 1 C. 2096 3.-000Y

INBPECTOR GEMERAL
Concur: Case Closed___Co— T
MEMORANDIUM TO:  Joseph A. Mchifian

(b)(7)C)
THRU: e
Team Leader[P))(C) |
(BY7)C)
FROM:
T BaL]DI(7)(C)
SUBJECT: QUESTIONS CONCERNING A 2004 UIG INVESTIGATION
PERTAINING TO A HARASSMENT COMPLAINT (Ol CASE
NC. 13-035)
Altegation
Tha Cffice of the nspecior General (OIG), U.S. Nuﬁﬁgmm;(nmission (NRC),
tritlatac this investigation bassd On & aﬂeqaucn froamyD)/)C) napee retired from

) NRC, that OIG agents ied to.get

Asstant Inspecior General
for mvestigations

ate mformation provided by a withoss,
[ Hiice of Fedem! ary! Siata Raterd

(0)(7)(C)

prmned

Findings

CG found that the O1G report did not hawe inaccurats informatian nrovided by |0)N(C)
noughT shood

CIG also found that CHG intentewed one of the twee individuasis(©7)(C)

have Seen irdarvewed in the previsus investigations. Howevar, one of two NRC
srmployeses N0l previousty injarviewsd by OIG dind nol withess the alfeged inappropriate
activity, and the othar NRC employes wss subsequently Interviowed by OIG in this

s
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(b)(7)(C)

fappropriately conig u.;.
BINC) oG found man
e IHGOTHO teé 5 n | [eg

imvestigation and did not obhserve and recall the antire alleged inBppropriate acthvity,
OIG further found that|D0(©) itten staterment was provided 1o NTEU, b
provided to CHG. OIC f;E ol determine i the OIG investigators tied to gat[(N(C)

contess (o somethiog id not do becausa the interview was not transcribed.

Thowevar, CIG fournd 4 e OIG investigators id not as any happropriate
questions in a subsaquent investigation based on a review o e inderdew recard. This
investigation did not identify any vicolations of 5 CFR 735,203 (What are the Restrictions
an Conduct Prejudicial 1 the Governiment).

Basls for Findings

Backaround

Rewvew of OIG files disciosed that OIG ; ‘ onducted two nvestigations intd
allegations of ineppropriate behavior byl XTc)

The first, OIG Case (7 (C aund thagl hcted i an ina igle magnner on

July 14, 2004 1owErdds

*
= em{}nstmted both verbally and physically]® mbbed
v l’:’- gt while they were dancing,

il |fed backwards towards which caused| -Jshitgr. (BTG
Erton of her breast. Of atfb)X7)C) @R Zvior e
of the NRG, was inconsistent with apronnate

W emplayes and reflected pootly on tho NRC, NRC
a3 5 ratult of OIGy investigathr

tnd that after the first | aveshgatkm BXIE)
ard withesses interviewed by OIG In OIG Case No.

s in one withness and threatened arnd
irroryy £ the O1G, and wirote &

The second, OlG Case

ther witness-abo {5
ietter to the WeHm|® snd hand dekvercd | - place ol employment in an (BXTX(C)
auBMDL 10 Spesk. W“ race aboid the TG invesTgation. NRC issued a —

“Memorandum of Admomshment KPC) las a result of OIG's investigation.
poation &1, OIG Investoston Allegadh Tried © Qeaj,g.in_m.&x_._g» hHn
B0 o Not 26
For this investigation, Q) aviewed fles for OIG Case Nos. [0 Land noted
that QIG Interviewed(PX)C) bn one occasion for OVG Ca (L)(7)(C)
Mone of the inerdiews WETS transcnbed i ape Mo[PINC) IF (b)(7)(C)
interview was transcribg w Case Ng “ NG detgrmine o the
mvestigators tried to o confess 0 somet hmgﬁjdkf net do becausa the (BXTHC)
2

THAD G T 8 ThE FAOPERTV UF MNE 165 & LIANED TO AWD TRER AGERC Y IY ARG ITE COMTENTE ARE NCT YO BB REFRODUCEDY
O IBTHMUTRE DUTEHE YRR RECE DD aDEHSY WATHMOAT THE P EMSIXIN CF THE DRPICE OF THE MEMETTON Onwet tiay,

—



inMernview for Case a% not transcribed.

oG reviswad ' angcrigt iIn OG Case No. O assass querst:cn gy
lechn i d whether DIG pressurad|DC) ko oorfess to somsthing] —Wiktnotdo. (bY(THC)
sawmg as]oll) fC hvsis prasent during The Intarview. ST
‘f ha fermer OIG apecial ag uzmvv: FEXTIC) B '—w- ecactions with OIG witnesses (BXTHC)

ang the victim regarding thef®7C) inw.usttga on aher Tw a5 comptatad. The review
revealed that OIG usad stantard Gqua stioning technigues and rothing appearsd
inappropnately forceful. OIG investigators did not asiO)C)  lany inappropnate
questions based on a review af the inlarview transcrip?

OIG nated that the intendews cong p of the wilnesses ware vary detailed and
thoraugh. O oted in Case No [DNC) kihat the former NRC OIG spegpl agemts

T ne, | esn {:F{) w i. OiG thal - Feceived n Qé;’g;
telephone call frony.o P R 22 x - He anyivrsg
i3 mg}nata 433 44 ;aww": % (bX( TKC) O n! a L AT u‘» 2etabia for
asdO7C) ~ bo dance WhBeH-—  Feany Fad tokd aig {B)TXC}
’ oy TRy @ : tsmes (DX 7IC) R0} 7IC) poseved] - : BTHC)
m ¥ ﬂ ight to ¢ z e, AHIES TPey Garoed | C——
¥ causs oph:)nse EXBOE Vg'
breasts @( :3 b} {7x BT pelwved ran from the room out ©
enm‘arraasmam, .
Allegation #2. QIG Atlegedly Reported Inacourste information ngg by HXC)
{BUT)C) '
(b)m(C}
Allegation £3. OIG Al al 1 {rie
i awan:s 3 repgort of interview a D) ated Augusi 12, 2004, OIG Case No.
b(? act hy two former N " anerts, The m spacial agents
Ques (m@ : aimnad 10 1 ot recal tha speciics
of the daam b deniad pr dance floor [OU1C) ki recall
dipping and sgpinning© ran frof & TP Gl " ar

conclusion of the dance Bt & :
napproprataly and that there wearg withgsses 1o thai 1 (RG] raviged (e normes

of two witneseas who wolulkd have sean the entira dance [D(IC) faadl(bj(h(ﬁ I
COfficas of tha Chisf Financial Otficer (OCFG).

(BXT)C)

E)

THAE DDCLAIERT (8 THE PROPER TY B TRY WG, @ LOANED TC AMITHEA AGKMC Y (¥ 4NO TR COMTEN 1S nde woT T &E N‘PWM!Y’
OUR DISTREUTED OWTHI0N, THE RELE WUR) AGEMC ¢ MW THOLT Tl PCRUMSKION 35 THE DF ST 18 ThE SEPE T 0% SLYE




OIG reviewed a teanscrigt of P0G Eey A Case Nated
June 5. In the fpaoascrign m kcormcz krg =
(b)7XC) OITHC)  je saad rsam: d was 7o msmem by the OIG.
(BY7XC) = FERTRC) o 3 leontaETed 30 or 40 pe PO IS o of witnassas ccfmrammn,,,,, e BXTXC)

iz investigation who staled they were not

W

en Siatement from|©NC) ]
u b was fror O]
u::h ailegod thet TG would nm
{BXTKC) Ok provrie the emaxi docurment to OIG, but instéead
. :m ancea withf®C)  §n
(9] 5t J? TR fgkd amg& mrsz which was tha mlddle
’ g‘m b or pulled aryons to dange soainst

PR iR iting participans in response 1o
be 3:&){“‘& Q

'

(bXTHC)

(oo
{BXTCY
XTI

A

Turd G Y s 1o PRQPREYY OF YHE MREG. @ LOARNEY 10 ANOTHIRA AGEMEY 19 ANL DA COMTERTE ANE bt TO BE ASANODUCTD
S DRTRAUTED COTAOE THE AEC LV o SmC T MATRGUT 1 1€ VESIETS 8K OF (R DEFCE O Tl mad st ETAN GRMERAL
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functioning in the capacity as a union steward on this matter, and therefore, claiming

Union Privilege (similar to the Attorney-Client privilege).

Because f)G? céid net identify evidence of shortcomings in the prior investigations as
alleged byj( O it is recommended this case be closed ta the files of this office. 1C.

5

THIS DOCUMENT IS THE PROPERTY OF THE MRC . {f LOANED 7O ANOYHER AGENCY IT AND ITS CONTENTS ARE NOT TU BE REPRODUCED
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Becauss oot identity evidance of shortcomings in the prior iInvestigations as

alteged by{P\Y) it is recommandec this case be closed fo the files of this office.
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OFHCE QF THE
INSPECTOR GEHERRBL

WMNITED 3THATES

NUCLEAR REGULATORY COMBMIAIION
WARWMING TON, D.C. 205556001

L sta f,“
"wnu) ‘.

Seprember 30, XJ13

(PXTHC) \

MEMORANDUM TO!

(bI7HC)

THRUL.

T ey v [(IETE) I
FROM:

‘mmm{agen{ B}THC)

SUBJECT: INSTANCES OF WASTE OF TAX PAYER FUNDS

(O3 CASE NO. 13-043)
Atlegation

The Office of the jnspecior Geraral {O1G), LU.8. Nuclear Regulatory Commussion [NRC),
received an anonymous afiggation that the NRC s wasting Rinds by having NRC staff
lravei amund the word (o parluupate m Mufts Natrona{ Desxgn Evaluation Programme

P 7z > : z yaar, whers the Chairman,
nd dozens of other staff

.Januaty 201 3, eight NRC stalf members anended me instlitule of Electricat and
Eleciranics Engineers (EEE) meeting in Ordando, FL, and questioned why so many
staff were in attendance andt whether they had recaived approvat from office direclors in
the Qffice of Nuclear Regulatory Research (RES). Office of New Reactors (NRO), and
Cffice of Nuclear Reaclar Regutation (MRR). The alieger also noted that mare than one
slaff mgmber had bean attending Intsrnationst Electrolechnical Commission (1EC)
meetings

THIS OOCURERT 5 TRE PROSEKRTY OF PHE MAT 18 LOARED T RNDTWER MGEMCY i1 AU {T6 COWTERTS ARE NOT (0 BE REOAQTEED
GR GETABUTED GUYBIIE THE SRECEWING AGLNCY WITHOUY T1RE PERRBSION OF THE OFFICE OF THE RISPECTOR SEwERAL
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Findings

MG found that the NRC stal who traveied to the meetings refarenced i tha allegalion
had received approval lor their iravel to these meelings. NRC officials articulated {o
O1G 1he reasons far these individuals o Iravel to the mestings, and that mulliple
meeting participants were sometimes necessary for meeting atiendance of work on
working qQroups andrsor subcommiftees.

Basis of Findings

OiG reviewed documantation from MRO. NRR, and RES supporting their staff s travet o
MDEP, (EEE, and IEC meetings and found that all travelers had approval lrom their
office duectors or designee for the trips.

gbeC? [Nno. told QIG that NRC supports and participates in
. Wit CMMISSION 3 ate Department approval. at multiple levels of technical

staff and management The NRC Chairman currently serves as MDEF Policy Group
chair. The trips that the NRQ ahenged were made to support ihe MDEP Oigital
Instrumentation and Controls working group (DICWG) which the NRC leads. For the
working groups thalt NRC {eads, the practice (approved at the Office Direglor and
Deputy Offica Director tevel) is 1o send two people, ane to chair the working group and
one o represent the NRC. For the digital Instrumentation and Control (I&C) meetings,
NRR also occasionally sends a representative o ensurs technical consislency bebween
the offices. The working group generally holds three maetings per year The MDEP
meetings are usually held in Pacs to mahke use of the Nucltear Energy Agancy
(OEC/NEA) secretaniatl’'s meeting faciliies. If the MDEP meeting is scheduled
adjacent to an IEC meeting, NRO stafi will someatimes participate in the IEC meetng as
wali - A NRO intemational travet is approvad at the Ofica Director lave! or designee

NRQ reporied that NRO ang NRR supporisd (he foliowing MDEP meetings for 2012
ang 2013%

1. February 2_&%4, 2012, Pars and Germany {Subcommuliee meeting):  threc
£ [T

(B)(THT)
2.dune 2a-28, Parns, same Ihree above e e ernced IBpresemalives auanged,
3. DBecemuber 3-6, 2012, CThina: two NROQ representatives altended.

4. March 2013, Paris: same three above referenced represantatives attended.
5. June 2013, Paris: one NRR and one NRDO representalive attended.

-
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NRO aiso reported that three staff from NRO's instrumentation, Corntrols and
Eiectronics Engineering Branch participaled downastcally in tEEE’'s Nuctaar Power
Engineering Commiltee (NFEQ) meetings in San Antonio, TX, in Jan 2012, San Dwego.
Ca, in June 2012: Onando, FL, in January 2013; and planned o panicipata in the
merting in Mystic, CT, i July 2013,

(XIXC) NRR, provided justification perlaining 1o three NRR
stalt members allendance a MOEP and hwo IEEE meelings in 2012 and 2013 For
example, one NRR attendes raveled 1o a 2012 MDEP meeting to discuss tour draft
commaon positions o progress these positions towards compietion, update the program
ptans and prioritization for the developmen of generic common positions. Another
attended an JEEE meetng in Swilzerland in 2013 to develog guidance concerning the
ypes of fault 1o be considered in the alectrical power system analtyses, laad Now
studies, Inss of vollag g degraded voitage studies, lightning protection ang system
grounging studies, Iso provided jastfication for NRR siaff s trave! 1o Paris in
2013 lor an MDEF mEeling and Moscow i 2013 for an IEEE meeting.

[XC) Jnstrumentation Controts and Etectrical Engineering
ranch (! ) Aold OIG that RES goes not padicipate in MDEP meetings. but

thal 3 number of RES saff roulinely participate in various IEEE meetings where they
represent the NRC's interes! in the development and endorsement {(vis Regulatory
Guides) of a number of IEEE standards and in support of their research assignments,
IEEE NPEC typically maats twice a year and various supporting subecommitiees (3C)
and working groups (WG) meet during tha same timeirame. Additionally, indwvidual £Cs
and WGs may have separately schaduled meetings o wark on their specitic IEEE
standards IFEE also holds intesmationsg meelings on more gpadcific topes or in

coerdinalion with 1EC meelings

Because NRC officials aricutated professionat and technical reasons for staff travel to
MOEP, IEEE, and IEC mestings and documentation was available indicating
management’s suppon lor stafls travel (o these meelings, it 15 recommended this case
be closed o the files of this office.
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MR also reported 1hat three siafl from NRO's instrumentation, Controts and
Elacuwonics Engineering Branch garticipated domestically in IEEE s Nucigar Power
Enginaering Committee {MPELC) meeatings in San Antonio, TX, in Jan 2012, San Biego.
CA. mJdune 2012; Oriando, FL in danuary 2013; and plgnnad to participate in the
meeting in Mystic, CT. in duly 2013,

ED'(?J(C) RR. provided justfication pertaining to three NRR
staff membars aliondance al two MDEP and two IEEE meslings in 2012 and 2033, For
exampie. one NAR aitendes travelad to a 2012 MDEP meeting © discuss fowr draft
comman positions o progress these posilions lowards completion, updats the program
pians and pricrilization {or the devetogment of generic common pogitions. Anothee
attended an IEEE mecting in Switzrariand m 2013 1o develop guidance concerning the
tytes of fault 1o be considered in the electical power system analysas. inad flow
studies, toss of vaztaie and degraded voltage studies, lightning protaction and system

grounging siudies JoXNC) piso provided justification for NRR s1af's ravet 10 Paria m
2013 for an MDEP mealing and Moscow in 2013 for an IEEE meeting.

JoxINEC) Instrumentation Controls and Electrical Engineering
Sranch (KCEE). RES. 0id Qi thal RES does not panticipate io MOEF maatings. bul
that 8 number of RES slaff routinely participate in vanous {EEE meetings where they
reprasent the NRC's intarest in 1the development and endorsameant (via Reguiatory
Guides) of 3 number of IEEE standands and in suppon of their research assignments,
IEEE NPEC typicafly meaats twice a year and vafious sugporting subcommiliees (SC)
and working groups (WG mael duning the same timeframe. Additionally, individual SCs
and WGs may have sepatately scheduled meetings 10 wirk on their specific IEEE
standards. JEEE also holds intemational meelings on moera specific topics or in
coordination with IEC mestings.

Because NRC officials articulated prolessional and technical reasons for staf! travel 10
MDEP, IEEE, and IEC meetings and documentalion was availablg ndicaling
management's support for atatts ravel 1o these meetings. it is recommeanded this cass
be closed (o the Gles of this offce.
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OFFiCE OF THE
NSPECTOR GENERAL

September 30 2013

Concur: Case Closed -~ {/’1 - LT
MEMORANDUM TO: Joseph A Mchditan
Asstsipnt Inspector Generat

o inpvestinations ‘
(b)(7)(C)
THRLE _ -
_Tmaen b anderDIVNC)
(bXTXC)
FROM:
Speacisi Aganq(b)(T)(C)

SUBJECT: MIBLISE OF CITIBANK GOVERNMENT TRAVEL CARD BY
REGION | EMPLOYEE (O¥G CASE NO. 13-424)

Altegatiorn

The Office of the inspactor Geanerat {OIG), U.S. Muclear Regulatory Commission {NIRC),
initiated this mvesngat:on based Orx a review of C:tlbank Govarnment ravel cand
; (s O i 3, NG OOFO's review
indicated thai hvision of Ragctor
Safety (DRS), ReLKs B e aonount with an
account baiance of S'l 9{}5 04 whtch was suspended by Cmbank s QIG policy to
stinnergied Cltihank trave! card accounts 10 dentify potantial misuss, OIG
aecount and dentilied several transactions that appeared o
faval. Because of the low doitar thresbold, GIG indially refemred
cmdn card misuse 1o Ragion | 1o handhe, howeaver, iha region
Fubsequently seturned this maier 1o OIG,

Findings

016G foung 1000 Lised[” Jovernment ravel cand to make nine
"Unauthorized transacticmE beman une 2010 and January 2013 totaling $225.33; six
of e ning transactions were made at alcoholic beverage stores. OIG informad
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l(b](?)(o) lof rd_mi ng on September 17, 2013, a counseling
M emOrand urmn was 1ssued (o (C)

Basis of Findings

Assessmant of Government Travel Card Usage

»faveihis!ory""tuse o] - overnment-iravel Caird (b)(r)(??,,

between 2009 an identified nine unauthorized Fafisactions totaling $225 33,
Six of the nine charges were unauthorized becauss they ware made (o gurchase
alcohol while on official ravel. The following table lists the nine unauthorized
transaclions.

[Date Transaction o " Tiocation
(DI KC)

C1/30/2013 1 Austing Liquor & Wines

171372013 TWwine & Spirits.

9f271201 2 The Home Depot_

(9/17/2012 I NH Liguor Store

L 6/18/2012 | NH Liquor Slore

S/15/2012 Qasis Liquor

T 4706/2012 rMcDonalds

271372012 | NH Liquor Store

6/02/2010  Hirnalayan ¢ Grocery )
Total

[EeN—

Travel Card Training Records

gined NRC training records daling back (o 1980, which showed that
ompleted the NRC Web-basod Government Travel Charge Card
rairing on Aprii 30, 2007, and Seplember 22, 2011,

Travel Card Paid in Full

OIG reviewed travel card records and learned tha(aiﬁre past o
Y

due amount of $1,905.04 on March 27, 2013. This payment reactivate «. ard status,  O0F

Government Charge CTard Policles

QIG raviewed the Toliowing directives and regulatrons, which prescribe regquirements for
the Goverrnmment charge carg program and its approved use throughout tha Federat
Gavarnment. NRC Yeliow Announcement 038, "Use of The Citthank Trave! Charge
Card,” dated May 7, 2002; NRC Yellow Announicement 037, "Reminder on Use of
Trave! Charge Card Policies,” dated March 24, 2011, which siales that the charge card

p
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should not be used for alcohoi; NRC MD 14.1, Official Temporary Duty Travel, revised
June 7, 2005, 5.1.2 Use and 5.1.3 Paymentl; and the “Cli Government Services Traved
Carg Program Cardholder Account Agrasement,” These documents state that the travel
card should Nnot be uvaed for personal expenses and shoukl be used only for official
travel related expensces, and requirements for timely payments.

Intervisw of] () ]

©XNE)  POICT " hald OG- |was famitiar with the terms of use fovi,itqunm_gan:_am:i that
(bXTHC) ‘ lkf*ew ot loams nol BoTmitted for personal usa or expenses. [P0
X

(bHTHC) - -~ sibyil ; .

lained. ihe H accepted resporsibility for not paying off the arxd atributed th i
B)TXE) o] Joversight[- Jexpiained that Mo wassis i andONO ] EKIEO)
®IN(E) " simply forgot to p miited thal] bt aside the noTles from Cilibank a7 o

~did rot open Them,

(BXTHT)
(pyTYHC) T e
(BXTNC)
BITHC)
BITNC thy AN
I(b 3 HC)
responsibiily for using the card. lb)(V)(C ho . , (BXTHC)
e card witef - _Janymore until - |vas ready To Favel. his wa ould not use the card ey
Wil ol on Tavel status. S

Notification to Supervisor

BRI
R DRS, Region | 1, off ) |
ific imprOBBT CRarGes 1o [CTIBanK T7avel credil card acwunt](b}( ©) Jiod OIG

-,a rapared 8 counseling memorsndum and wa i SEOUFCas to
Je guidance before lssuing the memorandum tofP)/XC)

DIG leamed that on Saptember 17, 2013, Region | issued the counseling mamoranduwm

t(EX7(C) ]

{e)7)C)
(b)TC) -~

Betause of the low doltar amount of travel card miguse and] >+ ) freceived a
BXTHC)  counseling memorandum penaining. tisuse, itis recommended this case be
S elosed 1O the files of this office.
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shouid not be used for aicotni; NRC MD 14,1, Oificial Temporary Duty Travel. revisad
June 7, 2005, 5,1.2 Use and 5.1.3 Payment; and the "Cili Government Services Trave!
Card Pragram Carghoider Account Agraerment.” Thesa documents state that the travel
card should nol be used far personal exponses and should be used oniy for official
travef related expenses, and requiremenis for timely payments.

tnterview aff ) |

> Hols-O1G]- |was tamitiar wih he 1enms of use for the ravel card and that
b knew that ¢ was nol PEFMittad for personal use o expensas. l@f;)(%% i

(

( Mainad. tha coaptad responsibility for not paying off the garg and atinbuled the
BXTY aiture to pay t .40 : - Jexplaiied tuwaz;ﬁswg;f an
by THC SR ply Torgot o i he noflces from Citibank 3

e i T ORG (Fie

WHo)

BXTHC) L(b
bYTHE)

(bYTXC)

— e o b (BYTHE)

I »;.,,,ﬂ,}fﬁas 3 socia! drinker snd doas not ha
(OX7NC) could not recall information concerming aff ransactions but acceptsd

or using the card [BIDC) Jotd OIG thall_—|weuld.not carry the , OITHE)

BITXC)  card wity —_anymore untit] - vas ready to Wavel. this way . vould not use the card oiricy

TTTaalE Dot Ot travel siatus.

Notification to Supervisor .

MG advisad [P D35S, Region 1, of [(OXT(C)
spacilic improper changas BNk 1ravel cradil card account 1B)(NC)  Rokd B1G
that prepared a eounsed Grarcium amd wa (b)(?);c‘:B & Resounas 1o

provitie guidance bafore ssuing the mernorandum 1o

O e Septernber 17, 2013, Region | issued ha counseling memorandum
©

Because af tho low doflar amourt of tr card misuse and [O)C)  lreceived a
counsaling memorandum pecairnng to misuss, it is recommendes (fus case e
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NUCLEAR REGULATORY COMMISSION
VEARHIIMGYON, N 20555000

Sy 15, 2M2
sl
s ww
MEMORANDUM TO Joseph A Blchiitan C_:i/"
Ansistant inspecior General
for investigations
. Offica o the nspector Gevarai
F RO bY(7HC)
SUBJECT CLOSURE OF OFFICE OF THE INSPECTOR GEMNERAL

CABE NC. 1345

Thia rasponds (D your September 20, 2013, rmamarandism 10 Mark Satorus forwarding the
Report of Investgation for OHS Caae No. 1348, This regort sets forth your office’'s findings
regarcung inapprognate action by b Region I'v manager.

The empisyas alected to rotire effective November 30, 2013, Accorhngly. no further achion 1s

requited and (e manter should be clostki This action was coordinglod batwesn Region 1V the
Office of the Chiet Human Capital Othoer, and the Office of General Counseal.

Your Lirrr and Sftection to this matter is spprsciated.
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5l S, UNITED STATES
¥ % § NUCLEAR REGULATORYT COMMISEION
3 W, d‘! WASIINGYON, [.C. 208535041
e ] -] \d
OFF:C‘E“E; THE

WRPECTOR GEMEAN

December 30, 2013

e bt

Concur: Case C;osﬁﬂj’ s
MEMORANDUM TO-  Joseph A McMillan i

Assistard lnspecior Genaral
i EY ¥ £3

BY(7C)
THRL:
Team Laader| () ]
(PX7UC)
FROM:
Speciat Aggmltb)(?)(m :j
SUBJECT: AL LEGED (IMPRIOPER DESTRUCTION OF CLASSIFIED

DOCUMENTS PURSUANT TO FOIA REGUEST
(DG CABE MO, 14-D1)

The Qﬁrce of the Inspector General (D { igsi NRC),
i g5 tion received from|Pi
DYTHC) ot irform e oy wris steted|LI(NG)

Gl Ots, notified __JFaiEIICL). .. D
BTG of Nuclear Secunty a e
SRR (TR, Treyey - perdy destroy classifled documents

- PUrSUERT o ¥ resdom of information (FOLA) request during an "all-hands”™ maeting.

Findings

OIG found that thers was no misconduct byl > (©) 0OiG also discovared thom was

MISCOM Munication bebween o member of thé " Japan FUIA office and staff members

withury MSIHR.
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Guoate for Findinge

o examine overdue Japan FOIA
: 7 tha Information Seacarity Branch
t!SB} and iftteﬂ!gw peat Assossment Branchy ([(LTAS) par!amrng Ty

clasifiad information[T0IC)__ Identified 14 unmsolved Japa pats wihicl
werg onginally requested batween tarch 2011 and March 2012

comacted both 1SB and ILTAB branches an

{bYTXC)

. instructions of the FOIA request. M ommented tha mma (BXTXC)
DINC) overses the overdus Japaer FOLATRERGRE Sue- }mviou 2Ty Feld Bositon wit
TTTNBIR, Bnd hee working knowledgs and refalicnship Hin IS8 and ILTAG.
{(bXTHT) [ kontacted[PC]
~~~~~~~ . who StETSaENIC)
Dmsmn ol Secad WA, , WEE
DT unng an “al-hands” meeting to destr classifrod ﬁmmms reda
{BITHC) e JOINC) . |stated - xx:umemed
BENey Bes ra‘. rowielgs and reponted the mcxdam )
ted upon furthar swvatuation cf ek . fwac)
LTI } o & SOWIMents macte
e BT, Jotd O - vongagedwith . 00O
ractive with:
o gy p;‘ mures " Funtheonore,
{(bXTHC) ; 0 mments of
""" , ’ F1els Me slataments |00 retayed
{BETHC) - as unaware of tha dﬂ'ﬁ‘ciw’ 20 red dic not atte 5"
peting in Ma 011 whic
L)THC) :
)
informed O um@- sted an “all hands” in May 2011, following

e Famshima mudanr A6d dunng the meating ocalisingt (BRTHE)
5!‘&:*06 the staff o destroy all classiied docurmansTamated o the
~&% fong as you maintaln all original cnpaes far spproprigta

inguires "JPC)  Howes not racal sy other topics or spe s of the mesting.
m— afso Stated that it was the only mstance in whic . asdiected by B0

(DINC " ho destroy classified documents.

OIG interviewed|D(C) Division of Security Oparations,

NSIR, who siai a cONgus ~anmuiat “stl hands™ meetirvys, but was

unabte to recall a mesting following the Fukushima incident in May 201 9 J0)17X0) eld
2
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BTE) o mmmm Bt

- Jorancn to destroy or cetete onginal

classified GATa ralaled to the Fukyshima TDUeRT Futhermore|_— felwyed thare

appears 10 be o CoMMmUNICAtonN issus batwesn ILTAB and the JBEBN FOIA office o

BINC)  sesulting in the outstanding FOIA requests, butl— ks prapered to provide all classified
Tt GRCIAS sifed doasments as directed per the FOIA request.

I(b (7)) IGme of Security Operalions, NSIR,
o L0 thalb)l /i) onductesd "all b maatings semiannually, bul was unabbs ¥
racmﬁc&t an "ainam ay 2019 2R

(b){THC) 3 & &

- ; BEd 1o he Fukushims mcaden : mm- urthar stated
any wrigingd classilied data related {5 any FOs roqQuests, ai :
cigssihed and unclassiied docurmenia as direcisd pers the FOLA request.

OIG interviawad|0i() C) o stated thal during and ummeﬂ%ataty folowing the desh:mn
ingident. behvaalT5TE it and May 2071, NSIR was o hy b) % padion
B

aralyzing informaben ﬂvaughom tu irvbe ligrencs commueity
canduztad "all hands™ meelings approximately oNco 8 Quariers, snd DIaLn
mesting UDoN e drewdown of the Fullushiing incikgent in May 2 E

- TEy” have doected aff to remove LNNEBCABSBrY CONs OF CIasshud ments rzlau-d
TYG JBpan's Fukushims inGident, as lang 83 you mainisin the “originel copies,”

siaterrvery with, "howesver, | do ol recsB g such p siatermEnt.
ONC)  Furthermoss] - |ated that under no clrcumstances did| - Jdestroy unclassitied or clagsified
documents, of drec — ptafl to destroy unclassifiod or CaEEAIBG documents relsted to s FOIA
7150 relsyed shonly following tha Fukushima incident, NRC mrm targe quaniites
Bpan FulA requasts, but besed upon the veldume of dets. NRC rirated on
colhctmg and prm:ﬂing only unclassifiog Socurnarnts to the puldlc. 1okd OFG 1hast Bl
the crasy MTIONS ward in B BOCUre Gl Gient 8038 e acoassiDie 10 amass upon
request |l urther sizied that MSIR = prepsred 1o provide all classifited and
unclassifiad documents as disected per the FOIA requests, Las “ i OEG there apoears

10 b brsakdown of digtogue; howeéver, NSIR wHl comply with alf F reyuesis.

O1iG found no avidence of misconduct b ‘ ar avidaence of improper destruction of
classified inforrmation, il is reccrmrmended hal Tus ceee be closed o the office Niles.

Resttigpavon© N E) |

Cuave File Mo, 14-01 Hisvaricsi Fite Mmgrium

p— —;
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Referral, Actions & Follow-Up
Eoe ]

Praepareid by (b)(7)(C)

Case Title Misyse of Govainent Case Nurnbwe: 32028
Compuies to View

Ponograpbic 1tmages

Froprem Offcas:

BXNC) Classificsion:  [BXN0)

Origination Dloclink:

Subiects Lest Mame / Compeny Name (D)(7)C)
Sabjects First Mame [0)(7)(C)

Agancy Refecrs! & Follow-up

PECRA Referrst
Referred 1o AQancy
Achar:

Reterred (o (Office):
Cordact Povson:

Follonr U Assigned To:

Cxpracted Complation
Date.

Rearvised Compieton
Draiey

Actuat Gorapiuntiwon Dote,
Campletion Sanig:
Comments:

Adrrenistr ptive ACHOR
PFORA

Agency Action:
Clomments:

Prasecution Heterrel

Feodersl Reforcat Dats:
Promecution Smmus:

Yoz @ Ko
@ Yes No {late: D2182013

ition of the Execulive Obectos for Operstions

1
I(b)(7)(C) I

D817/2013
1317203
10/31/2013

Cpen @ Clomed
RO, rasponss roagyasited: rogquastacd @xtenson i complation date, which
wasg granted byd(D)(7)(C) Qn August 15, 2013, EDO asked T an extension
P VIR Provided. Accoiing to the guarterly reporn received
trom GO HEGO, the subjedct in this mannes submitted resigaation subiect o

Tralizing settierment sgreament. No fins! memo was sentio OX3

Actepted Uenlingd  Drate:
Reasignation Ratar: 1073142013

QIOY2G12
Date: 08092012

., ;



Pooding
Arcepied
@ Cocnnea
AUSA Office
Stata/k ocnl Referrsi
Daws:
Prosecution Status: Pending Date:
Arcapbend
@ Declined
Otfice:
Commasets: Blankst Declination, Dated March 26, 20003, Noverihe nd upcobed
by e-imail dated Seplembers 22, 2011, In from AUSA[DI(TC tor Aduit
Bornagriaptey Condudt in e Gueginmant Workpeace! TOSECULION
ERPRTS.
L EfJudicisl Achon
ACHOnS: Arrest Daw:
ArT3igNImIET Dratre;
Chorgas Droppad Diate:
Indicument Day:
tnforraation o1, -
Level: Jutigdicton:
Statuta(s)
Vil wHor{s) .
Court Acdon: DRais:
SeMoncs s 17113
Lormmumenis’
Hecovetios
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OFFICE OF THE INSPECTOR GENERAL

Report of Investigation

isuse of Government Computer
by an Office of Nuclear
Regulatory Research Cmployee

SN S 51
R (E)7HC)
oXNC) PXTXE) [resmrrmwmeT
e s . ‘!v’/"’ .f/,; 2
Joseph A, McMitian, Assistant inspector Genarsl Date

for invaptigations

THIS REPORT IS RELEASABLE ONLY BY THE U.S. NUCLEAR REGULATORY
COMMISSION, OFFICE OF THE INSPECTOR GENERAL.

THIS REPORT OR ITS EXHIBITS MAY NOT BE PLACED IN ADAMS WITHOUT
WRITTEN PERMISSION OF THE NRC OIG.
EXEMPT FROM RELEASE UNDER FREEDOM OF INFORMATION ACT
EXEMPTIONS (5), (6] DR {7) AND PRIVACY ACT EXEMPTIONS (i{2) OR {k}{1)
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TOFECIAL USE-ONDY OG- INVESF HOAHON-INFORMATION—

BTATUTES, REGULATIONS, AND POLICY

MNRC Rulsa of Bohwlor for Aythorized Computer Use, Sysiem Actess and Use,
Dated Blay 19, 200"

Thagfomyxg nlles of Hahavior sre ralevant to NRC systtan scoess and uss Lhsens
shall:

o Accete and use only infoonation or systems for which he or sha has offwsial
authorzation,

e  Foliow ssiabizhed procadures for acosssing Information, inciuding the use of
user identification (D), pesswands, and Gifier physical Bnd ogica! salegusrds.

s  Adhaere to all Faderast laws, NRC securily policies. standards, and dirsctives

Uners ghall;

=  HNot use internet and alectrordc mait for fraudulant or haressing messages or for
sexual remarks or the downloading of ilegel of inspproprists matarals (e.g.,
repiy). Acditionafly, uBers ehadl not a0 of etaln any such material on

pomog
any Government sysisnm,

NRC Banagemaent Dirsctiva and Mandbook 12.8, "NRC Astomated information
Becurity Program,” Parts 2.8 and 2.8.8

TheNRCuwmmdbmmruahubmbyﬂlumdmukc local-aiss

netwcrs ILANANVANY sysiorm and 8l users of sy NRC AIS
[Austometed trdonmation System]. Uasers shall ba hedd socourntable $or thair actions on
the HRC LANAWAN systam. If an employss vicletes NIRC policy regending the nies of
behasr for use of any NRC AlS and the NIRC LANMAWAN systam, they may ba sisbject
o dieciptinary acton &t the discretion of NRC rmasagerent,

An AIS user —

e Bhalf not knowingly socess or download material {& g,, parnographty) thet couks
craats & "hosthe work environment.”

Vhan using (e inrtemat, users shall praciice “safe surding.” Specifically, users shall—
o Avoid sctesping pomographic of ofher aikes that provice content that i

incomgatibie with the NRC work envicornmart. NRC usas sofbwars o block
Becomgs o shes thet provide contant that by ncoenpatitie with the NRC work

'mwwmmdmwmmmzmxz hoveyas, e 2009 nsdes wes W
affect M B Urne e svents addressed in thiv repor oocrred

P 1.
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TOFFICIAL USSR OREY = OIS N ES TIOGATION-INEORMATION —

environmant or that might present a security risk. These sites offer content
ralating fo criminal shills, gambling, hats speech, and pomography or other
sexuely orentad materisl. These siies ere blockad on the besis of 8
charmctaristion by te comemnercinl prowider of the biocking software, not sn
enwdyais cf e sita contesnt, Thus, other sites may provide similer contert but ara
not biockad. it is tha user's responsibility $o avold such shes and to immeadlately
ferrninate scoess i such sites thist Shs reached unintentionuatly .

NRC lansgemant Directive 2.7, “Feraonal Use of information Techaology,”
Hardbook Ssction (D}, ~“inapproprists Personsl Lises™:

Emplioyons are axpecied 10 conduct themsaives grofessionally in tha workplacs
and to refrain from uking sgenoy information technology for activities that are
meppogriate. Misuse or inappropriste persncal wse of agency information
technology ncludes —

Lisa of information technology, including lelephons or facsimile aarvice, o create,
Gowniodt, vieny, SiDM, copy, trangimit, or recedvwe sexcusily axpliicit or sexually
odentex] maleriats or matariaiz related to #egal gambling, Hlegsl weapons,
terronst ncthvitios, and any other Segal activities of activities aiharwiss prohibited.

42~
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SUBJECT

BINC)

- OF Engunenreg
Oftice of Muciesr Regulatory Research
U.S. Nuclear Regulstcry Commission

ALL EGATION

The Office of the inspactor General (OM3). Nuclear Ragmmry mm-on (NRCY,
ndiated this investigation based on an OIG proactive revis BELET OITHS ON

ferm "Siut” and “MILF" (MGG Td LIkG 10
: =sued computer. msmmmmmm

a0 actassed pornogreplic pictures and saxusily sxplicit
R aﬂmWohaRthdu an MRC approved photo aharing aite.

FINDINGS

oIG dmrminudth&t archd, aocessed, and
pmraphic images Bnd texum enplich rateral o

%
uck) an

The OG Computer Crme Unit (CCL) conducied a prosctive aearch of the MHRC Log
L@cmﬂmhspmmmmkm&bmwmhmmm
ongingting and reeived by the sompiter edwork. The search 1erm shut® wass
mmmmmmnm lrvisrnt Pootocot (1P) sddoeas

(b)7)C) s ahowed this IP sdtdress wea W to

Logic sys ' W appeared muliple tieves 00 Uwe Flicks.com
Wahsu Fld:rhaphmahnmwgbn&mmnmadbyﬁn NRC for

business purposes.  Users can iso log into their own parsona! Fllckr accounts through
ther HRC network gnd search for are! view unratad of pomographic contant.

gornpiiior forensic immaging of tha NRC
dmmpmumam OS5 CUL Rtar conducied an analysis of the
forsnsic image and idectiied ZB onfites i Ihe Indermel Higtory flis asacciated with the

«3

THAE DKUY 1 MWONM vmmmmnmmm ARE HO¥ O G SIMEIRCED
S GRS VIINGTIG SUSRASE THIF RBCESVNE ARIRNGY WEYHCHT T PRABDRRON OF TGS GRFESl 13 FIll MEINECTTN GUIMBRAL.

{LHTHT)



Waeab stte Flickr.com for the time peviod Febuuary 22 2092, to March $, 2012. An
examination of thess entries ideniified thaV(C)  juofia was used to view saxually

axptick or porrograpic meteriad.

The OIG CCU ako conducted a search of 0 INRC computer harg
dekeied Intsrmet History fies, This sescch identibed Internet activity for[00C) — Jus
profile on the Flickr.com Web sha for the dme pericd of Mey 4, 2010, to MEFSH 5.72012.
An anabysis of these recovered entries klertifed 127&%0‘.@!!9«&»9%«
sexusily explicit meterial,. CCU wisted the Flckr.oom Wab sites and confinmes! that the
posied materis! was either pomographic or sexually apliclt. QIG notad that many
evdrios wom associatad with Fickr.com user scoounts that are no longer active and ax
such the matarial wes unaveiiable for review.

nesdtus review, OIG CCU identified sevars! agiher kaywords identified on the

ofile thet were usad 1o seavch the Flickr corn Waeb site. Theses words are
wtr, , WONTED, sysiones, cameal toe, tom koxak, laura kozak, mom kikind, syl
heinze, mature woman, mature wornen, alysis, alysia hat, alygia bone, shveia bidni,
wornan, and hol wife, The saarch tarrn ‘mill wes ussd most oftan Bndg sppesred
aumercus timea in the History ndex.det e,

Awniof‘ldedinmnmda nocsohi mmwemmmmmm

Temporary Irdemaet Fllos foider | GNC) ke r profile on the computer. ‘r‘h
contained Web pages and digital images thal wems downioaded and viewed o
NRC mmmwmmmum February 22, 2012, to Margh 9 20

{(For further details, ses Exhibits 1, 1A and 10.)

Interviewe of[07)C)
{BYTHC)
BTGy
BNTHG)
(bXT)E)
v oo ‘mmnm cabks,

b)(7HC)
] . e 1 condoctng Bw Mhm saarches -51 CLARTOCRIIOE ,v‘(, )() .

(NS "3 - {use of :a cler was Within the rules . * (bli'ﬂ( airdsined

©ITAC) " thee BECaUse Fiiokr wis. ot biocked]. Joould view this muterial




(BXTHC)

{For turther dolails, ses Exhibite 2 and 3.}

Review of 2004 O¥3 Case Involving

OIG reviewens the 2004 OKS investigetion (Case 04-30F) that determined ¢ )(C)
uWenNRmembmmmmmmhe NG s

mnlmammwmmwmmmwi’m Sthoundatotal
e Lty mmutnrddmd

(B(TXC)

(F'or further detalls, son Exhildl 4.)

Review o“&mmloc

dwmmmm _ TAUS Wemnoes of
mmnduamaymsutinammm ryectionmm‘ and indudsng. removal

trom the Fedéral sacvica ®
{Far further deails. see Exhibits 5 and 6.)
Dapartmant of Justice Dectination
oA nt U.S. Attomay, U S&_Atiamey's Ofice, Southem District of

AT on this investigation, |©) © - lee riined prosecution of this
mater in ey of sdministetive action.

-

YRR SICHOLMEN'E GL TV PRCPERTY OF TINE JNC. cmnmmwaﬂmmwmnnm
L (NGRS SUYEIGE TR M SR AOMKTY VIR mummw BB TENR GRSLRAL



EXMHISTS

1 Merrorandom o F ; Computer Forensic Repon — NRC Dell Optiplex
755, Asget Teg No with attachments, dated October 15, 2012,
1A, [P compiter seRrches foc "WMILF" on Qctober 15, 2012,

1B.  Photos/Flickr photos flomptm hard drive from forensic exam.
2 Transcript of nterview["©  lunted October 15, 2012.

Report of tmanstigation, Wi MNRC Cosnputer Equipriem by NRC
Empioyes” OIG Casa Mo dated April 28, 2004,

4, NRC Memarandum, Subject: Decision on Proposed Suspenaion Tor Forty (40)
Calendar Days, dated September 3, 2004,

5. Notification of Persannatl Action, Standard Form 50, dated October 16, 2004,

o

TIE DOCARIIY 1D Yot PROPERTY 09 THl WRC. vmmmmnmmmmmm-m
S METIION YIS DS TN Y DB VTN T PRATINONNS OF T TIFTHOR COF THE SEIPIIE YO DNENRWAL,
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MEMORANDUM TO: R. William Bocchart
Exacutivae Director for Operations

FROM: Josaph A, McMitlary
Assiaamt Inspector Gerwral
for investigations

SUBJECT: " MISUSE OF GOVERNMENT COMPUTER TO VIEW
PORNOGRAPHIC IMAGES BY AN OFFICE OF NUGCLEAR
REGUIATORY RESEARCH EMPLOYEE [CASE NO. 12-028)

Attached is an Office of the Ingpactor Ganeral {O1G), U&Nudaafnaauiam
Commission (NRC), Rapart of investigation pedaining o misuse of Goverrmandt

COmipMiter 1o view pomograplhic images by an Offics ol Nuciasr Regulstory Research
empiGyee.

This repost is tummishad for whaiever gcion you deam sporopriates, Plaase notify this
office within 120 days of whal action you take based on ihe resufis of this invesligation.
Contmct this officn i further sssistence is requined.

The distribution of this repont shouid ba limited 1o those NRC mansgers required for
svatusion of this matier, MNaither 1 Report of Investigalon noc e sxchibits may ba
placed in ADAMSE without the written pesmission of the OIG.

Atlschenant: Report of Investigation w/ exdvbits

oc: mem l,;ms wr exhibits

CONTACT: [I7IC) 0iG
Rissciostion:
Fils Loeation:| |
olG oIQ
D. 41 ot iy

BA03 e lghs jxAzAs | FL7Jons 12 §4na




XRRREOL, URITED BTATES
E NUCLEAR REGULATORY COMMIESION
WALHING TN, O.C, 338550801

March 21, M4

MEMORAKNDUR TO: Jozeph A Mohilign, Agsisiant Inspacior Generat
for (nvat(gatns

FROM

SUBJECTY CLOSURE OF OFFICE OF THE IHMSPECTOR GENERAL
CASE MG, 12.040

THis responds 1o your Ssptember B, 2013, memorandum (G Mark A, Sstonug, Executive
Dwector for Operations, focswriing ihe Report of Investigation, Case Mo, 12-080. Thes report.
which was sert Lo managemert For sporepviate schicod, pertamed 10 an Office of MNew Raaciors
IMRD) erppoyes thet misusked the Gowsirament CRiback irave] card,

To address the fircfogs in this report, on Maech: 20, 2014, HRO managsment @aued a iourtesn
{14} day Dacision o Suapend the employee  Thie action was coordivuied with thia Office and

the Office of Genecst Catrsel

This campiates o SCon on the vwestipation repat findings and this cese should be closed
Your time and EHertion 10 this rmetter it pRpreciied,

bITIC
contacT [P EL REAOCHED




L 2" ‘voﬂ
COFFICE OF THE
INSITCIHE (GF MF R,

IHUTED STATES

HUCLEAR RECULATORY COMMISBEION
WALFINGTON, D.Q. J0BAE-DR1

S5eptomber 9, 2013

MEMDRANDUM T Mark A, Satonus

Exacutive Director Yo« Cperations

s s

(» o im—ie : -y e
FROM: ““Wmﬁﬁ —

SURJECT

Ansistant 'imspector General
for investgations

MISUSE OF THE GOVERMNMENT CITIBANK TRAVEL CARD
BY AN OFFICE OF NEW REACTORS EMPLOYEE (CASE ND.
12-040)

Aftached arg two copias of an COffice of the inspector General (0HG), LU.5. Nuclear
Reguiptory Commission (RRC), Report of Investigation penaining to misuse of the
Governmen! Cdibank travel card by an Office of New Reactors empioyves.

This repornt s furnished for whatever action you deem appropriate, Flease notify this
office withir 120 days of what action you @ke based on the results of this invastigation
Comeaect thes office if further assstance is required.

The distribution of this report should be Emited to those NRC manapers requited for
evatuation of this matbter, Reither the Repost of investigation nor ite exhibits may be
placed n ADAMS without the written pemission of the DIG,

Attacrhment. Raport of ipvestipation w’ exhibils (two copes)

TBXTHC) ”
TENTIC)

4

{ exhitits
REHRBOFS wio exhibits

CONTACT {PINC)

QG

termn U LABI T 38 YL

Ol NPC S ¢ LSANRD T2 MO TR AGEMEY 1Y A ITD OTH THMTI ARE 5pQT J 6 B S o
e

PPN T O
T THR TREL TR DR EINE T rfl HECRNNIG AEZRMT ¢ WNTIREA T TE FEREEHOH JF T WRC
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OFFICE OF THE INSPECTOR GENERAL

Report of invastigation

pR REG

Miauvae of the Governmont Cititenk Trave!
Card by ann Office of Noaw Reactors Employes

(B)7)C)

R B [SERTCRSTeT

%ﬁ'é =m &&ﬁﬁ&m 9 !Ex 2
Joseph A Boeldiilen, Ass rmpector (Seneral

for investgstions

THIE REPORT 15 RELEASABLE ONLY BY THE U.S. NUCLEAR REGULATORY
COMMISSION, OFFICE OF THE tNSPECTOR GENERAL..

THMIS REPORT OR IT8 EXHIBITS MAY NOT BE PLACED IN ADAMS WITHOUT
WRITTEN PERMISSION DF THE NRC OIG.
EXEMPT FROM RELEASE UNDER FREEDOR OF INFORMATION AGT
EXEMPTIONS {5), (6] OR (7} AND PRIVACY ACT EXEMPTIONS (j{2) OR (kX1)

Tl AOCLUt s T t4 ful Nu:-uh'm Trak MRE nr. o Lun-b TC AMD THRIFR SGERG Y 1T A%D 115 COMTHRTE ARE DY TO BE AEFROOUCED
Ot Lxwry m DML ARG AT O B R L0 e OOF T WA £



Misuse of the Government Citibank
Travel Card by an Office of
New Reactors Employee

Case Mo, 12-040

Septembar 8, 2013

THIE DOCUMENT IS THE PROSERTY OF THE RRC 016, IF LOANED TD ANDTHER AGENC ¥ T AND (T8 CONTENTS ARE NOT TO BE REFRODUZES
OR METAIBUTED DUTRIDE THE RECEIVING AGENC Y WITHOUT THE PERMISHION OF THE NRC GIG,

—RFHGHEHSE-OREY—OHGINVESHEAHON-INFORMAHON—
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MEMORANDUM TO: Mark A. Satonus

FROM:

SUBJECT:

Attached are two copies of an Oflica of the inspector Ganeral (QIG), U.S. Nuciear
Reguisiory Commission (NRCj. Report of Investipation pertaining to misuse of the

Exgcutive Dirgctor for Operations

Joseph A, MoMillan
Asslatant tnspactor Ganeral
for Investigations

MISUSE OF THE GOVERMMENT CITIBANK TRAVEL CARD
BY AN OFFICE OF NEW REACTORS EMPLOYEE (CASE MO,

12-040)

Government Citibank trave! card by an Office of New Reactors employee.

This report is furnished lor whatever sction you daeem appropdate. Pleasa notify this
oftice within 120 days of what gction you take based on the results of this investgation
Contact this office if Tunber assistance is required.

Tha distribution of this report should be limited to those NRC manegers required for
evaluation of this matter. Nefther the Raport of invaesligation nor its axhibits may be

placed in ADAMS without the writhen permission of the OIG.

Attachment:

aftachment:

e [ETXE)

Heport of investigation w/ exhibits {two copiss)
Report of tnvesligation w! exhibite
DG wi axhibits

(DIC)

WMIDF S wio exhibits

CONTACTY

(Gl oG

D1y tion:

Fie Locaton: |2

(7)(E) |

Case File 12-40  Historical File MAGNUM

i | o | epnn bewe o | _gﬁgg oG oIG
i o .
ImeatnaV o Lo | 1 aeu;ézﬁ
Qrar 213 17 7 F 13

s mnsﬂ%gyﬁ s /13 sapy 13 RA30 /13
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SUBRJECT

(B)(THC)

Division of Safety Systems and Fisk Assessment
Office of New Reactors (NRQO])
U.S, Nuctear Reguiatory Commission (NRC)

ALLEGATION

The Office of the Inspector General (OIG), NRC. initigted thiz m\restxgauun based on &
review of Government Clibank trave! card statements by the Qffice
Financial Oficer (OCFQ), NRC. OCFQ' s review indicated that{®0KC)

Govermumant rave! card acoourd that wak actively beitia used althoug w- o
not on official travet and that (b\if)(g) f’ad reported - d jast or stolen on sevaral  Be)
CECABIDNS. T

FINDINGS

G detennined md(b)(m) Lw:{bjxc Jovernment Caibank traved caid for purposas
not gzsociated with official tmved for five tmauthorized ramaactions batween Aprid 2010

and February 2012, OIG determined thal these unauthornized transactions totaled
£1 9176 LG atso determined that no ansactions of frauvdulent charges were made
on LX) reporedly lost and stoken crrds.

.

THER DOCUEMY i3 Tiwt MRGPURTY Dr N . # LOMED TOMMH mvtrmaucmzmm WOT IS SE MEPRCERACEU
U ORETRINS THD DUTINOE FWwE SECSIVING ADENCY WITRDUY D PRNGIERIOH OF TiHE OFFICE GF TWE NEPRIL VO R OF Wl AL



BASIS FOR FINDINGS
Review of ' () Official Trava! History and Travel Card Statements

fravel reconds for ihe pericd November 2000 through
JOH7THC) a5 authorized for oRicial travel on 12

OIG's review o
Faebryary 2012 disclosed tha
ToCaSoNg,

B 7T)C
CIG compared] B NMRC offfcial ravel bistory with the usage of his Government
CHibanrk {rave! card between November 2000 and February 2012 and idemified fivo
unauthornized transsctions totaling $1,917.681 that ware not associatad with official travel,
; g table fists the five unauthorired transactions ang provides dales of
cial trave! whoo the ravel dales were ciose to the card usage dates.

i LR
THC)

(DX

F%’%@AW‘QMMMW NOT ASSOCIATED WITH OFFICIAL TRAVEL
DATE TRANSACTION UOICATION AMOUNT
4121472018 1900 Jorcal Trave FA
4/20/2010 | Gas - Exxon MD S46.03
1/9-18/2031 OXNCT T lorricias TRAVEL va
271672013 Washingtontan Exprass MO A 52106
€/31172011 Junolo o VA ) i S1DO2
sf33-1az011 [P0 jorsciar tRaves VA ,
| i0/27/3011 | Cash Advonte/tes Capital One MDD} L SHYB
L 11/16-1%572013  FEOMATYVIOFRICIAL TRAVEL Vi
Af2#Ae012 1 Ccesh Agvanceltee Chevy Chase | MO $31,0022.50
Total $1.217.81

(For further delaiis, see Exnibi 1.)

information Ccncamlut and Stolen Card Repons

A Citihank representative told OIG thatl0 0 Jreporied mﬂttMJwraww s
PRI~ had been stolen on September 5, 2000, A replacement Card wag |

aplififerntly nol received and was reported lost on Septamber 28, 2000, ter

enoried the craplacemernnt card as kost on August 25, 2011, Cilibank toig D]

DY(TI(C) git nat report any unaulhorized or fraudulent charges 88 associated with
repts of ioat and siolen cards.

Reviaw of Training Records

TG reviewed NRC training records dating back 1o 2006 which showed thaJ
completed the NRC Web-based Govermment Trave! Charge Card Traintng 1oc wha

(B)T)(C)

- 3.

Dt SOCURENT 1 THE FHGAERTY OF Tk NRC, O LOANED TO M) THER AQEMCY 1T AND 73 CORTERTE ANt mGT Y0 B REMRCOMCER
OR Y PRRUTED DU FBIDE (W SRCETVING LOTMC ¥ WA THEU T THE *ERNSSITE OF TRE QFACE DF THE RARCCTQR OF MPRAL
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appsars ta be the first lime On Febrsary 27, 2013 No similar courses prior 10 ihat date
were documented on the training records,

(For further detals, sas Extibit 2.}
Goverrment Travel Charge GCard Policles

O1IG reviewad the following direclives and reguiations which prescribe requirements for
the Govermment raved charge card program and ds approved use thvouaghout the
Federal Governman!: NRC Yealow Annouyncarnerd 038, “Use of Tha Cilibank Travet
Charge Card,” dated May 7, 2002; NRC Yeltlow Announcement 037, “Raminder on Use
of Trave! Charge Card Policias,” datad March 24 2011, NRCGC MO 14.1, Ok
Temporary Duty Trovel. revised june 7. 2005; General Services Administiration, Federal
Travel Requlation, Pact 301-51,100, dated Jarwary 2004; Office of Management and
Budget Circular A-123, Appandix B Revisad, ‘improving the Management of
Governmert Charge Cend Pyograms,” dated Janugry 15, 2000, ana the “Citi
Govemment Services Travel Card Program Cecdhcider Account Agraament” Thase
documents siate that the travel card should not be used for pergonal expenses and
stwuld be used only far official irava! relatad expanses. K should be noted that NRC
M2 147, Parct 5, sistas thal use of the revet card for unauthonzed travet advances or
purchases may result in disciptinary action up 10 and including removel,

{(For {urthver caiais, sao Exhibil 3.)
Interview ofl(b)m(c) |

- Je d-atas Yarnihar with the terms of use for the travel card and thad>(C)

“Krew that it was no rstttedd 1Or personal usSe oF ExpENSESs.

(BX7KC)
pmn‘dad OIG the foliowing information concerning the thres chargses and

(BitFIE)

two cash advances dentified by OIG as not associated with official travetl:

The $46.03 uansaction dated April 20, 2010; was 10 purchase gasaine for 0 )C)
parsonally owned va n.;cs.a._,gmg_;... used for official travel from AD
1214, 2640, o) acimitted that 1778 was nof proper use of Ihe card.

ad no_gxolanaticon loc the $21.08 chame dated February 16, 2011,

QWG] JBEkicH bl not Knowingly use the 1t for nerwona
na recoliecdion of using It for other than official traved [P1N(C)
scheduled for any traved in proximity to the date of the anssclon.

7
« The $10.02 trangaction dated June 11, 2011, was o purchase gas fad POV (b)( )(C)
¢which he usad for official ravel beginning June 13, 2011} becaum woLinol ()N(C)
navg had tme 10 Gl up the doy of the trip. o
(BXTXC)
- leoutd not provide an explanation of the 3818 cash gdvanceffee dated
TEGbet 27, 2011, bul later sent OIG an e-maif stating thaf _Jhadbeenin 6000

-G -
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training in Bethesda, MDD, for ihe entire week and tha “
attendeg the training parlially or not ang tofid QiG tha
(b)THC) .. ..reasor - lnade the cash advance.
e schedUrey for a !’ dutitn ihe time period, howevey
was produced bto support this caim.
also usgd hese furkds for personat use but maintamed hi o e
there was a possitide trip that may have been discussed during that lime that did T
not happen.

‘ = With regard to the $1.022 50 cash advance/fes on Feb
e _initally 1old OIG that - Idid oot have identification
that the bank officials wanted kientificz

K2t
(bYX7)C) identification thinking that the card wad-  [Capity Bsan
G ited that - Jused the funds for pertal us.aiao provided (s wi
ted (Eher 4, 2012, from Capital One bank {(previously Chevy Chase)

wowey d from the bank to expiain the cash advance. The letler gxpiained
o Hampted to withdraw $1,000 sasﬁ.acc {©XTHC)
Oapz!a ne‘ but that the bank had processed a casii advance from] BN TREY
card inslead. (Investigative note: OIG contacled the bank about the T
bank officiais reaffirmed the mformation contained in e e Lo harnk
told OIG that the kettar waes based on information provided by|PXN(C)
frovrt any bank records as they had been expunged.)

(For further detalls, sos Exhibits 4, 5, and B.)

NRC 2008 Counsaling Memorandum to]

PX7NC) RO bavised that in
=1 mseiing mamomndum oltes bemy informed [hat

(bX(7]

Y b refipoied thal itibank travel ¢ard had been suspend e
fadure b to pay the Balance of $4.000.34 on the card. The memorandum

explained i g acoount was past due b gra than 61 days, ouilined the

SENOLISNESS of the matter, and reminded®(C)  Jof the responsibiiity to pay the

charges associated with the charge card in a timely rraam;_lha memorandum atlsc

contained a statermnent that any future misconduct tyy [P0 coutd resuit in more

serious disciplinary action including suspension or removal from]  beosition. ®X7C)

oG revzwed the 2008 couns memorandum provided tc{fbjmfc) fo

(For further details, see Exhibilt 7))
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EXHIBITS

§ e Clibark Yravelt Charge Carg Use and Travel of
(D)} 7)(C) aated Aprit 4, 2012, with attachrnants.

Memorarndum to Fila, Review of Citibank Trave! Card Training, dated March 8,
2013, with attachemsant.

WNRC Yeillow Announcement 038, “Usa of The Citibank Travel Charge Card,”
dated May 7, 2002; NRC Yaliow Announcerment 037, “Reminder on Use of
Trave!l Charge Card Folicies,” dated March 24, 201 1; BRC D 13.%, Official
Temporary Duty Travel raviged Sune T, 2005; General Services Administration,
Faderal Trave! Reguiation, Part 301-51.100, dated January 2004; Office of
Managemeant and Budge! Circutar A-123, Appendx 8 Revised, "improving the
Managament of Govamment Charge Card Frograms,” dated Jasuary 15, 2009,
anad e "1 Govermment Services Travel Card Program Cardhoider Acoount
Agremment,” )

Bamorandiirn of ln!er\dewfbjm(c) |datad Apri) 23, 2012
Memorandurm of merview D) foated May 17, 2013,
bateé October

Capital One bank gl

4, 2012, regargh b3 It AOVANLE .

Memorandum of Intervlw[(b)m(o) Palm May 22, 20134, wath
Aoy,

-
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Referral, Actions & Follow-Up

Pospared by SRR LT
Case Tide: Misuse of 8 Goverramwsny Casp Numbor 12058
Travet Carg by an RO
Empoyoe

Program Otfice; l(b)(7)(C) I Classification: [P
COriginston Doclink: 1 ST

Subject's Legt Name 7 Company Name: NTNC)

Subjects Fust Name:
Agency Raferrst & Follow-ug

PFCRA Refarsm Va5 No

Referred o Agency Y&s Mo Date:

ALtion

Refaregd i (OFion)

Contaxct Pecson

Fodlow-Lin Asgigned To!

Expecwed Complation D109

Dete:

Revised Complation

Dale

Actusl Completian Oster 11403120011

Completion Stavwus Opan 8 Closed

Conuerts. Subpect was Clrdvsaled on the proper use oDﬁm LOveLIvian! o

card ($é8 chiron note tor oo}

Administrabve Acton

PFCRA Accomed Dechned ODate:
Agency AcCtan: Counaeaiing jol N €D 12043
Commaards; NRQ Management issued! 2 Counseling Memarangurm 1o the employee for

rsppropnate uvse of e Govemment-1ssued Ueve charps card.

Progsacution Refervs)

Federa Reterral Date;

Prosscution Status. Panding Date: 09722/2011
At phord
& Daclined
AUSA Offica
— GG O ONL i



SiateAl ocal Roferral
Date:

Prosecuton Siatus:

CHtice.
Comrmernts:

LEs Judicsst Acton

Pending Dipte
Arcepted
Delined

Blanket Declination, Dated March 26, 2003, Novermber 18 ZOOR, and updated
by e-mgil dated Saplember 22, 2011, in from AU SADI(T)C) or Travet
Card Misuse Conduct in the Govermument Workptace. NG 1668 grosacution
AESISES

ACtions; Arrest Oate.
Alt gigjrirnant Latg.
Tharges Dropped Cate
Ietictrymnt Dete;
RfOrenE ik Eate:
Level 4 udisatic thon:
Stansea(s)/
Violadon{g}:
Cournt Action: Ciader
Santence: Oetails:
Cramimernts
Rocovw o
Araourd Recovarsd. Type:
Recovery Dete:
Coramaita. _ o .
Powndal Losspe
Amount:
Doscription;
Coemmaen
Siamue Closed Al b Exlitearn: (PX(T)XC)
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QFFAICE QF THE
S PECTOR GERERAL

MEMORANDUM TO:

FROM:

SUBJECT!

OMITED STAYES
HUCLEAR REGULATORY COMIMSSION
WASHINGTON, O €. F555.0001

Augaist 26, 2013

Mark Satarus
Executive Director for Operalions

P =
}osepﬁ cMi tan b#;‘"“"““m

Asgsistant Inspecior General
for invastigations

MISUSE OF THE GOVERNMENT TRAVEL CAR[D BY AN
OFFICE OF NEW REACTORS EMPLOYEE
{(CASE MO 12-58)

Altached are two topiss of an Office of tha nspaciar General (MG, U.S. Nuclasr
Reguiatory Commission (NRC), Report of investigaton pertainmng to migsuss of the
Government travet card by an Office of New Reaclors employee.

Trhis report is furnished for whalevar action you deem sppropriste  Please notfy this
offica wattin Y20 deys of what ection you taks based on tha resulls of this woveshgation
Contael this affice f further asyrstance 13 reguired.

The aistnbulion of this repon showid be limited to those NRC manegers requireg for
evaluaton af this mattar. Nelhar tha Raport of lnvestigatioo noy 4% ¢xhibits may be
placed in ADAMS without the wriften garrmigsion of the O,

Allachment: Report of imvestigation w exhibits {fwo copiesy

/ axhubils
DMWDFS wia exhibits

o <) [T
BXTRC)
CONTACT [N

G
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—OFFICHAE- OGS E-ONEY—OIG-HESTHGATION-INFORMATION —
STATUTES, REGULATIONS, AND POLICY

NRC Managemant Directive (D) 14.1, Official Tomporary Duty Travel, Saction
5.1, “Government Contractor-lssusd Trave! Charge Cards,” Subsection 5.1.2,
“Use’

A cardholder only may usa his or her travel charge card for officiat travel. .,

The charge card should nol be used for personal expenditures or anything eise
that woulg not he reimbursable on the amployee's travel voucher,

Use of the Govermment contreciorissued travel charge card for unauthorized
travel advancas or purchases that are not eligtble for reimbursement on a ravel
voucher may result in disciplinary action up to and inchkling removal.

MO 14.1, Section 5.2, “Trave! Advances,” Subsection 5.2.2.1, YAutomated Teller
Machines”

Traveters stoulkd obiain advances no aartier than 3 buswness days before
departure and no ater than the jast day of travel,

R
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Misuse of the Government Travel Card
by an Office of New Reactors Employee

Case Na. 12-58

August 26, 2013

THES DT USENT 1S THE PROPERTY OF T5l RAL OIG. (F LOANED 10 AHQTHER AGEULY IT AND 115 CONTEXHTYS ARE 10T TO BE REFRAORUCED
CR DISTRIBUTED OUTSIDE THE RECE(ING AGENCY WITHOUT THE PERMISSION OF 1HE KRS OG.
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—OFFISHIUSE-ONEY—IG- INVES HEAHONINFORMATHON—

TABLE OF CONTENTS

BTATUTES, REGULATIOMS, AMD PIOLICY ...t immsemarcacarsesinsrversner s erines e 1
BUBJECT . i s s s ek ireve i s e aea e VIV enarannen sy 2
FINDINGS . o cnvrimaneers O SO PUUI RS PR U P 2
EXHIBITS ... S SRS UV EUTURUPRPN m v ravs PR .8

i
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— OFFICHAL UBE- ONLY—OIG-INVESTIGATON-INEORNATION—

STATUTES, REGULATIONS, AND POLICY

HRC Manugemant Directive (MD) 14,3, OMTols) Temporsry iy Travel, Section
5.1, *Govsrmment Contracioriesved Trevel Gharge Cards,” SBubeection 5,1.2,

A cavdhoider pnly may use his o1 her rave! chage card for officlal yravel. .

T chamnge card should not be used Tor pemonst exponditunes of anything else
thai would not be reimbursable on the employes's traval voucher.,

Use of the Govemment contractar-ssued revel chams card Yor unauthorized
trwvel advences or purchases thal s1e not eligible for reimbursemend on a travel
wouchear may result in discipimary sction up o and ncluding removsl.

A0 44,1, Section 5.2, *Tavel Advances.” Subsection 5.2.2.1, “Automated Tedler
Machinau”

Travalars shauid obtain adveances no esrfier than 3 businets days before
departine and no later than the fast dey of trave!.

.l
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— R S E-ONC YOI NV ESHEATION-HNF-ORMATION—

SUSJECT

(b)(7)(C)

Construchion Eiecincal Vendo? Branch
Office of New Reactors

U.§. Nuclear Reguialory Commission (MRC)
ALLEGATION

Tha Office of the {nspector General (CHG), NRC, initiated this inveatigation based on o

yroactive review of Citibank Government trave! card stataments that indicated
_(b)( C)

ugad 1ne card for purcnases and cash advances that did not appear to be
assccated with official Iravel.

FINDINGS

QG determined lhafmused his Citibark Government lrave! card for purposes
not assaciated with oficial Fave: on 12 occasions between July 2009 and Aprit 2012,

OIG determined that these unauthorized transactions lotaied 51,448 53,

‘1-
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BASIS FOR FINDINGS

Review off 770 Jofficlal Traved Histary and Travs! Card Ststements

OiG'e mm W_ trave) records for the period July 2009 through Agril 2012
disciosed 1 W_ s authosized for official travel on 21 cceasions during that

wavel ristory dm@mmmtcam
012 woniifind 12 ~ thmm,

ty tabla Hois the 12
amummﬁm

A comparison of
batween July 2008 ¢ Apry
$1,4398.53, Mmmnmasmawdmmoﬂimai
vnauthorired yansactions snd provides Jules

PILNE) Transactions Not Aseociated With Officiat Travel
DATE THANSACTION LOCATION ARROUNT
7/42-17709 (L)) PEFICIAL TRAYEL Messechusatts
7728/0% A4 Soors, inc, sdgryland 5450.24
8/2-6/10 PITIC) brescint TRAVEL Yexus
8/15/10 tusket Ridge Golf Clulb st $166.75
afz4-s0/21 [0 EFICIAL TRAVEL Arzone
877411 Urik, Bank Cash Advance/Fes Nardar $102.25
3730/12 Sufewey Girocery Store Maryland $71.45%8
Bankt of Anserica Cash
2416712 | Ady/Fop Muryland $309.82
2397122724712 |P'C)  OFFICIAL TRAVEL R —
2719712 Safeway GroTery Stone Marylend $120.23
XL safeway Srocery Storte pART AN $82.00
2/27/33 Ridgevifie Gas and Go Maryland $47.35
2/29/12 Buffaic Wings and Beer arytand 534,13
4/%3/12 Ridgewitie Gas aruf So Margand 312.06
4713512 Ridgwvitie Gas #nd Go Mariand 560,25
ai15.20712 [O0C)  orwias TRAVEL Novth Carollng
472112 Clussic Fuels Mervland $25,00
Totwl $3,448,53

(For turther details, see Exhibit 1.}
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T OPMCIAL USE ONLY OO HNVES TIOATION INFORMATON—

Review of Training Records

On Aprit 4, 2007770 Jrecaived an “Exempt Substituta Credit” for NRC's Web-
Gommwmm Travel Charge Card Training becsusel - had compicted the course
G naral Hervices Administration’s (GSA) Web sittfw the previous 3 years.
pieted NRC's Web-based Govarinerd Trave! Charge Card Training on
FiE G, 2010, and again on Novernber 20, 2012 (2012 training occurred after the
un-uihonzad use identifiod in this raport). NRC's Web-based training Includes @
oetalled raview of NRC's trave! cand policy and specificaly states thet the travel card

ahould be used only for authorized officlal trave! and authorized travel-raiated expenses,

and that the card is not to be used for any personal expenss.
(For furthar details, see Exhibit 2.)
Government Travel Charge Card Policies

QIG reviewed the following directives and regulations which preacnbe requinyments for
the Covernmant travel change cand prograey: and te approved usa throughout the
Faderal Govemment: NRC Yellow Announcamaent 036, “Usa of The Citibank Trave!
Charge Cerd.” dated May 7, 2002; NRC Yeilow Announcemant 037, “Reminder on Use
of Trave) Charge Card Policies,” datet Manch 24, 2011, NRC 8D 14,1, Oficial
Tomporary Ouly Travel, revised June 7, 2005; Gensral Services Administretion, Federal
Traveli Requiation, Pant 301-51,100, dated Jaruary 2004 with amendments; Office of
Managoment and Budgat Circular A-123, Appendix B Revised, “improving the
Managerment of Gowerament Charge Card Progeams,” deted January 15, 2000; and the
“Cii Govemmant Services Traved Card Pragram Cardhoider Account Agreement.”
These documents stato that the travel card should not be used for personsl AxXPeNses
and shouki be used only for official travel related sxpenses. H shoukd be noted that
NRC MO 14.1, Part §, states that use of the trmveal card for unauthorized trave!
advances or purchases mey resull in disciptinary action up to and ncluding removal.

(For furthar details, sec Exhibit 3.)

interview of[>)C) |

. - ' WG fam&k:r
R wata for prmrial Lse O

GO mwuforpermﬁpumasasandcash
atsaadmimdtoous
fLearmn training and fale

ne associgted with use of the travel cacd
nht that onca travel! was approed

okl OIG-th wuiduuﬂwwdprmbﬁw atagmw

o for seded for the tip and bf el ¥mw webii “
GBI SLEtNg the q‘ ought that & wes siio ‘w since R
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(BXTHC)
T

(EX7HC)

{(b)THC}

sy ook oot & oRsh aivance ;- NS PO G RO {bzﬂ)(C)
ght have done R in advancE 01

{L)THT)

st srom| Jmistakes . i 7o Jonger
leaves 1o official traved,

{(For furthar details, soe Exhibits 4 and §5.)
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—OFFISIAL-USE-ONEY—CIG-HIVES FIGAHON-INEORMATION ———
E3IBTS

Memurandum to File, Reviaw of Citibank Travel Charge Card and Officlal Travet
Records, dated May 8, 2013,

Memorandium to Flile, Review of Citibank Travel Cerd training. dated March 8,
2013, and iLeam treve! card aining slide.

Copies of NRC Yelloww Announcesnant 038, "Use of the Citibank Travel Charge
Card.” daled May 7, 2002; NRC Yallow Announcement 037, "Reminder on Uss
of Trave! Charge Card Policies,” datod March 24, 2011; NRC MD 141 Part 5,
"Paying for Travel Expensas.” revised June 7, 2005; "Cil Government Services
Travet Card Program Cerdholder Account Agresment”; Gonenl Servicos
Administration, Fedarsi Trave! Regufation. Part 301-51.100, dated fanuary 2004,
with amendments; and Office of Management and Budget, Circuisr No. A-123,
Appandix B Revised, “improving the Management of Govemmant Charge Card
Programs,” deted January 15, 2008,

Memorandum of Intarview| ") jdated January 31, 2013,

Memaorandum of Inmm‘(b}m(c) ldmd May 3, 2013,




MEMORANDUM TO  Mark Satonus

Exucutive [iiracior for Operations

FRCOM: Joseph A McMilian

SuU

Attached are two copies of an Office Df the ingpector General (1G), U S Nuciear

Assistamt inspacior General
for Invaestigations

BJECT
QFFICE OF MEW REACTORS EMPLOYEE
(CASE N{O. 12-88)

MISUSE OF THE GOVERNMENT TRAVEL CARD BY AN

Reguiatory Commusson (NRC), Repont of investigation penaining to misuse of the
Government rave! card by an Office of New Reactors employee.

This repont is furnished for whalever action you deern appropriate. Please nofity this
oMice within 120 days of what acbon you fake based on ihe resufts of this inveshgation
Contact this office if furtter assistance s required,

The gistnbutipn of this report should be imijed lo those NRU ranagers required for
evaluanan of this matter, Neither tha Report of inyestigation nor ita exhibita may be
piacad i ADTAMS without the wnitten pecrmission of the CIG

AHachment: Report of tnvestigation w/ exhibils {fwo copies)

BXC) loge wt exnibits

cc
(B(7)C) P.DMXDF'S wity exhibas
CONTACT [PIC) oG
Distnbulvn:
Fie Location: l(b)(T’)(E) ]
Case Filz 72-58  Hisloncal File BAGRLIM
Jm———1L S,
LRGN U%mﬂy_ Loy JOIGIAIGE g POl . 1 WIS
A [T Rchamen bl 1 B Cae W7 1 W BT T
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OFFICE OF THE INSPECTOR GENERAL

Report of Investigation

nA REg
c‘\j— U‘-q

Misuse of the Government Travel Card
by an Office of New Reactors Employee

G Case
(B}X7)C) (LYTUC)
ent "am i.ga &

N i .
B B0~ IR o SN Sk b= 00 ('f‘j.}"“ =
Joseph A, Mchitien, Asxsistant inspector Seneral ‘Dat;
for invastigetions

THIS REPORT IS RELEASABLE ONLY 8Y THE U.S, NUCLEAR REGULATORY
COMMISSION, OFFICE OF THE INSPECTOR GENERAL.

THIS REPORT OR ITS EXHIBITS MAY NOT BE PLACED IN ADAMS WITHOUT
WRITTEN PERMISSION OF THE NRC OIG.
EXEMPT FROM RELEASE UNDER FREEDOM QF INFORMATION ACT
EXEMPTIONS (5}, (8] OR {T7) AND PRIVACY ACT EXEMPTIONS i) OR (K)1)

Yy DOCYMEN Y K (LY PRUSRENT OF THE WRAC OGP LAMIE TU ARQTIRW ACEHCY 17 ANMDITE SOWIPMTE 4 QY 167 IO M5 AEFROMICE D
JER OIS TR IO OUTSIOR YHE SECEM G AGENEY wiTHOLT TW8 PERRRS S.ON &F TSE BRL O




Misuse of the Government Trave! Card
by an Office of New Reactors Employee

Case No. 12-58

TO ADD DATE WHEN SIGNED

TS DOEUMENT 5 THME PRDPLRTY UF THE MRE O (FALOAREN IQ.AEzC TR AGENCY T ANTITS CANTERTE ARE HOT ¢ 2E AEPROGUCED
OB TISTRIGUTES OUTEIDR THE RECEIGNG ALERCY WiTHELT THE PERRUESICH QF THE MAC 6.
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NRC FORM 787 U.S. NUCLEAR REGULATORY COMMISSION

{03-2014)

R

e d@ > FREEDOM OF INFORMATION ACT -
g USER SURVEY

APPROVED BY OMB: NO. 3150-0217 EXPIRES: 03/31/2017
Estimated burden per response to comply with this voluntary information coflection; 3 minutes. This
information will be used to assess the responsiveness of the NRC's FOIA Program and its staff's
inferaction with the public. Send commenls regarding burden estimate o the FOIA, Privacy. and
information Collections Branch (T-5 F53), U. S. Nuclear Regulatory Commission, Washington,
DC20555-0001, or by intemet e-mait fo Infocollects. Resource@nrc.gov, and to the Desk Officer, Office
of Information and Regulatory Affairs, NEOB-10202, {3150-0197), Office of Management and Budget,
Washington, DC 20503. If a means used to impose an information collection does not display a
currently valid OMB control number, the NRC may not conduct or spansor, and a person is nof required
to respond 10, the information collection.

The U.S. Nuclear Regulatory Commission (NRC) is

determining user satisfaction and how we can imp

asking each FOIA requester to take a few moments

to answer the following questions. Your candid response to this survey is important to us in

rove our service to the public.

1. The NRC FOIA staff was:

Informative / Knowledgeable

Courteous / Helpful

2. The NRC's response to your request

Timely
Courteous / Helpful

3. | am a satisfied customer.

FOIA Request Number (Optional):

Use this space to provide any additional comments:

' STRONGLY SOMEWHAT

NOT
APPLICABLE

STRONGLY
DISAGREE

SOMEWHAT

AGREE AGREE DISAGREE
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