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OFFICE OF INSPECTOR GENERAL 

Washington, D.C. 20554 

March 26, 2015 

Re: FOIA Control No. 2015-000373 

This letter is the Office oflnspector General's (OIG's) response to the above
identified Freedom oflnformation Act (FOIA) request, dated March 23, 2015. In your 
request you asked for "a copy of investigation materials, final reports, referral letters and 
memos, closing or final memos/documents for each" of the listed FCC Office of 
Inspector General closed investigations. You specifically requested reports from the 
following OIG files: 

OIG-1-15-0010 
OIG-I-14-0023 
OIG-I-14-0017 
OIG-I-14-0011 
OIG-1-14-0020 
OIG-I-14-0018 
OIG-1-14-0022 
OIG-I-14-0024 
OIG-I-14-0028 
OIG-I-14-0029 
OIG-I-14-0035 
OIG-I-14-0021 
OIG-1-13-0026 
OIG-I-14-0004 
OIG-I-14-0014 



OIG-1-12-0020 
OIG-1-13-0024 
OIG-I-13-0025 
OIG-1-13-0041 
OIG-I-12-0080 
OIG-I-13-0034 
OIG-1-12-0076 

The Reports oflnvestigations (ROis) for the above-listed investigations have been 
attached. The names of individuals subject to investigation, as well as the names of the 
investigators have been redacted pursuant to FOIA exemptions 6 and or 7(C). 5 U.S.C. § 
552(b)(6),(7)(C). In addition, any recommendations included in the ROis other than to 
close a matter without further action have been redacted as "pre-decisional" pursuant to 
FOIA exemption 5. 5 U.S.C. § 552(b)(5) 

If you believe that this letter constitutes a denial of your request, you may file an 
application for review with the FCC's Office of General Counsel within 30 calendar days 
of the date of this letter in accordance with section 0.461G) ofthe Commission's rules, 47 
C.F.R. § 0.461U). 

If you have any questions in this regard, please feel free to contact Mr. Shields at 
christopher.shields@,fcc.gov. 

Sincerely, 

~(~ft-41~ 



----------------------------------------From: 
Sent 
To: 

-Wednesday, November 19, 2014 5:53 PM --Subject 
Attachments: 

FW: Gross Waste and I or Abuse of Government Funds 

Tracking: 

Law Enforcement Sensitive 

--Attachment 1 --.DOCX 

Recipient Read 

Read: 11/20/2014 8:36 AM 

Read: 11/20/2014 8:03 AM 

I spoke with-about-'s allegations .• explained to me that-is-'s direct 
supervisor and there is a one supervisor to one employee ratio in that office .• said that "although this is not ideal, 
this is the current situation but. concerns-) may be mooted in the upcoming months as we (EB) are currently 
undergoing an Organizational Assessment review by consultants with the goal of streamlining and better handling field 
offices with Headquarters.". has provided me a copy of the contract's Statement of Work to demonstrate the efforts 
EB is undergoing to address concerns that employees in the field may have (Attached) .• also disagreed with. 

's assessment that is. supervisor and that the statement there are "three supervisors in the 
office" is untrue. oversees the entire- Region with as. Deputy. Although they 

are co-located in the office, their responsibilities are for the entire Region field offices and not solely for 
watching over explained that the Organizational Assessment and Modernization Effort is intended to 
address these concerns and to more efficiently handle staffing and management structure. ~so feels that since. 
- has been approached by the consultants on this issue that this may have given rise to9 complaint at this time. 

Based on this information and review of the Statement of Work {attached), I find no merit to the allegations presented 
by-and recommend that this allegation be closed out without further investigation. 

-Federal Communications Corn.mission 
Office of h ector General 

DC; 20554 
Office: 202~ 
Mobile: 202-
Fax: 202-418-2811 

o+ Non-Public: Forlnterual Use Only o• 

From: 
Sent: Friday, October 31, 2014 5:28 PM 
To:-; David Hunt 
Subject: Gross Waste and / or Abuse of Government Funds 

I 
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•• David, 

I'm an FCC employee at the - District Office and I recommend that you investigate the 
following gross waste and abliSeOrGovernment funds. 

My supervisor, my second-level supervisor (Regional Director), my second-level deputy
supervisor (Deputy Regional Director), and I all share the same office and my desk is a few 
paces from their desks. My supervisor supervises just one employee - me_ For clarity, in the 
same office space in-· there are three supervisors and just one employee 
(me)_ Worse, I've beenwOrr<ing by my second-level deputy supervisor (the Deputy Regional 
Director) for years and it's obvious that II work load is such thatllcould handle the "added" 
responsibility of directly supervising the one or two- employees without a redundant, 
superfluous, and bogus position of the current "direct supervisor at the -office. 

Management decided not to hire more employees at the- District Office and also has 
no plans to change the current situation of a supervisor WhoSUPervises just one employee 
(me) while there are two additional supervisors in the same office space, either of which could 
directly supervise the- employee(s). This is illegal in that it's gross waste and abuse of 
Government funds. 

The remedy is trivial: the current second-level supervisor and I or current deputy second
level supervisor should supervise the -employee(s) directly without a redundant, 
artificial, and bogus "direct" supervisorw1i05Upervises just one employee (me)_ However, 
management has a dis-incentive to eliminate bogus positions because it's the opposite of 
'empire building' and it doesn't benefit anyone in management 

My supervisor is - • my second-level supervisor is 
second-level depUtySijp9rVisor is -- My third-level supervisor 1s 
who supervises the Field Division anaJISln HQ_ 

Please help stop this gross waste and abuse of Government funds. 

I'd be glad to provide more information_ 

Thanks. 

Office 

2 



DATE: October 21, 2013 

NON-PUBLIC 
FOR INTERNAL USE ONLY 

UNITED STATES GOVERNMENT 
FEDERAL COMMUNICATIONS COMMISSION 

OFFICE OF INSPECTOR GENERAL 

MEMORANDUM 

, Acting Chief Human 

Attached hereto, and forwarded with my approval, is a memorandwn concluding the Office of 
Inspector General's fuquiry into the above-captioned matter. 

Attachment 



DATE: October 21, 2014 

TO: David L. Hunt, Inspector General 

CC: 

UNITED STATES GOVERNMENT 
FEDERAL CO.MMUNICATIONS COMMISSION 

OFFICE OF INSPECTOR GENERAL 

MEMORANDUM 

nvestigations; -' Computer 

SUBJECT: FCC Employee - -., Use of Govenunent Property and Use of Official 
Time 

Overview 

On April 18, 2014, ... -:,Director of the Enforcement Bureau's 
Office (E ), contacted FCC OIG and reported possible misconduct by . (GS-

. -alleged that is using FCC computer 
resources to pe onn wor re ated to an apartment building . owns and manages -Im. -further alleged that-is performing this work during business 
hours. 

Based on these allegations, OIG initiated an investigation of-. Specifically, OIG 
investigated allegations that --used FCC computer resources to conduct personal 
business in violation of 5 C.F.R § 2635.704 (Use of Govenunent Property) and Commission 

l Case Number: I Case Title: 

~~-I_G-_l-_14_-_00_23~~~~~--~·-~· ~~~~~~~~~~~~~~~__, 
OFFICIAL USE ONLY 

LAW ENFORCEMENT SENSITIVE INFORMATION 
FCC Office of Inspector General 
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REPORT OF INVESTIGATION (continuation sheet) 

policies and procedures and that- conducted personal business while on duty in 
violation of 5 C.F .R. § 263 5. 705 (Use of official time). 

Our investigation found evidence that- used FCC computer resources to perform work 
related to the apartment building thatmowns:-manages and lives in in~d that 
•performed some of this work during normal business hours. However, the overwhelming 
majority of the evidence that was obtained relates to-'s ownership of the apartment 
building as •personal residence and not to person~t commercial activities related to 
the apartment building (i.e., the rental apartments in the building). Specifically, we identified 
five-hundred ninety-six (596) artifacts related to the-'s apartment building. Of the 
five-hundred ninety-six {596) artifacts, only eleven (iij"'Ofthe artifacts related to the for-profit 
activities (representing approximately 2% of the recovered artifacts). Although the activity 
associated with the eleven (11) artifacts represents a violation of the Standards of Ethical 
Conduct and Commission policies and procedures, the remaining activity is not prohibited under 
the Commission's limited personal use policy. 

Scope of Investigation 

To investigate this matter, OIG investigatorn performed the following steps: 

l. Obtained and performed a forensic e-'s FCC-issued computer 
(FCC Barcode-, IP Address~ 

2. ~ed a forensic examination of-'s Outlook mailbox 
-). 

3. Obtained and performed a forensic examination of-'s network share (N:\ drive). 

4. Obtained and reviewed FCC Computer System User Rules of Behavior signed by 
- on March 13, 2007. 

5. Obtained and reviewed Office of Government Ethics (OGE) Form 450 signed 
electronically by- on February 4, 2014. 

6. Obtained and reviewed Lexis/Nexis Law Enforcement Portal (LEP) report for __ 

7. Obtained and reviewed 5 CFR § 2635.704 (Use of Government Property) and 5 CFR § 
2635.705 (Use of Official Time). 

lc_a_s_e_N_um~be_r_=~~~~~~1-CaseTrtle: -~~~~~~~~~~~~~~~~~~~~~~ OIG-I-14-0023 - I 

OFFICIAL USE ONLY 
LAW ENFORCEMENT SENSITIVE INFORMATION 
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REPORT OF INVESTIGATION (continuation sheet) 

8. Obtained and reviewed FCC Directives, Policies, and Guidance related to limited 
personal use of FCC computer resources. 

9. Conducted an interview of-. 

Finding: Use of Government Equipment and Use of Official Time 

Part 5 of the Code of Federal Regulation section 2635.704 (5 CPR§ 2635.704) entitled "Use of 
Government Property" states that "(a)n employee has a duty to protect and conserve Government 
property and shall not use that property, or allow its use, for other than authorized purposes." 
The section defines authorized purposes as "those purposes for which Government property is 
made available to members of the public or those purposes authorized in accordance with law or 
regulation." 

Part 5 of the Code of Federal Regulations section 2635.705 (5 CPR§ 2635.705) entitled "Use of 
Official Time" states that "(u)nless authorized in accordance with law or regulations to use such 
time for other purposes, an employee shall use official time in an honest effort to perform official 
duties" and that (a)n employee not under a leave system ... has an obligation to expend an honest 
effmt and a reasonable proportion of his time in the performance of official duties." 

In furtherance of these rules, the Commission has adopted a limited personal use policy 
regarding the use of FCC computer resources. The policy is referenced and described in several 
Commission policies and directives. 

FCC Directive FCCINST 1479.4, entitled "FCC Cyber Security Program" and effective May 1, 
2011, establishes policy and assigns responsibilities for assuring optimal levels of protection 
required for FCC data and information systems. Section 7.12 of the directive, entitled 
"Authorized Network/Workstation System Users", states that Users must: 

• Read, sign indicating acceptance of, and comply with the FCC Computer System User 
Rules of Behavior; 

• Use FCC information system resources only for authorized FCC business purposes, 
except as provided by the FCC's limited personal use policy (emphasis added); 

• Be aware of their responsibilities to comply with this directive; 

The Commission's Cyber Security Policy, version 3.5 promulgated by the Office of the 

I 
Case Number: 1-Case Title: 

OIG-1-14-0023 .. '---------------------~ 
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REPORT OF INVESTIGATION (continuation sheet) 

Managing Director and effective June 20, 2013, establishes the security policies, consistent with 
Federal regulations, mandates, and directives for the protection of FCC data and information 
systems using a risk-based approach. Section 2.0.2 of the Cyber Security Policy, entitled "Broad 
Organizational Policies", states the following: 

• Staff must adhere to the security policies contained in FCCINST 1479.4, this policy 
document, and the FCC Computer System User Rules of Behavior (FCC Form A-201). 

• Staff using FCC information systems or accounts must not participate in unethical, illegal 
or inappropriate activities such as: for-profit commercial activities (emphasis added), 
pirating software, stealing passwords, stealing credit card numbers, and 
viewing/exchanging inappropriate written or graphic material (e.g., pornography). 

Section 2.8 of the Cyber Security Policy, entitled "Policy Violation and Disciplinary Action", 
states that "Cyber security-related violations are addressed in the Standards of Ethical Conduct 
for Employees of the Executive Branch (5 CPR Part 2635); FCC employees may be subject to 
criminal, civil, or disciplinary action for failure to comply with the FCC security policy." 

Section 2.1 lofthe Cyber Security Policy, entitled "Internet Usage", provides FCC-specific 
guidelines for Internet use when using an FCC internet connection or account including the 
following guideline related to personal use: 

• You must use the Internet for FCC business activities except that personal use is 
permissible as long as: 

o The use does not interfere with official duties, 
o The use does not cause degradation of network services. 

Section 2.11 also provides a listing of unacceptable uses for the Internet when using an FCC 
internet connection or account including the following prohibition: 

• You must not use the Internet for private or personal for-profit activities (emphasis 
added). This includes marketing or business transactions, private advertising of products 
or services, and any activity meant to foster personal gain. 

FCC Form A-201, entitled "FCC Computer System User Rules of Behavior" revised in January 
2006, states that "Use of all computer resources, including personal computers, laptops, all parts 
of the FCC Network, communication lines, and computer facilities are restricted to FCC-

I 
Case Number: I Case Title: 

OIG-I-14-0023 . -
~~~~~~~~~~~~~~~~~~~~~~~~ 

OFFICIAL USE ONLY 
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REPORT OF INVESTIGATION (continuation sheet) 

authorized pmposes only. A copy of FCC Form A-201 signed by-on March 13, 2007 
is included as Attachment #2 to this Report of Investigation. 

Based on these rules and policies, OIG agents investigated whether- used FCC-issued 
computer equipment ( 1) for personal use to an extent that interfere~ial duties, in 
violation of Section 2.11 of the Cyber Security policy and 5 CFR § 2635. 705 and, or (2) in 
furtherance of a personal or private for-profit commercial activity in violation of the Cyb~r 
Security Policy and 5 CFR § 2635.704, 705. 

Investigators obtained and for-nsicall examined an image from-'s FCC-issued 
computer as well as copies of 's Outlook mailbox and network share. During the 
examination of digital evidence, e computer forensics investigator identified numerous 
Microsoft Office and Adobe Acrobat documents as well as image files, email ~.and 
internet browser activity related to-'s apartment building located at-

Our investigation also found evidence that- performed some of these activities during 
business hours. However, the investigation also found that of the five-h1mdred ninety-six (596) 
Microsoft Office docwnents, Adobe Acrobat documents, images files, and email messages 
related to-'s property, only eleven (11) of the ai1ifacts were determined to be related to 
personal or private for-profit commercial activities concerning the apartment building-wns. 

the forensic examination of digital evidence, OIG investi~interviewed 
admitted to owning an apartment building located at __ _ 

purchased the building in 2006 and has owned the building :fur"cight 
in an apartment in the building and the building has two (2) other 

apartments at rents to tenants. The rent paid by the two tenants essentially covers 
the mortgage for the building. One tenant has been in the apartment for two years and the other 
has been in the apartment for almost ~One of the tenants pays the rent annually and the 
other tenant pays on a monthly basis. - stated tha~ does not consider the apartment 
building as a business that. is running and that the work does associated with the property is 
the same as the work done by any homeowner. - oes very little work related tcm. 
tenants and that, in fact, I has very little contact with the tenants. 

- admitted thatll!ias used.FCC computer resources to perform activities related to 
~artment building. stated that one of-enants pai the rent online to-
- and that I receives an e message from- to FCC email account 

OFF1CIAL USE ONLY 
LAW ENFORCEM'.ENT SENSITIVE INFORMATION 

FCC Office oflnspector General 
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REPORT OF INVESTIGATION (continuation sheet) 

indicating that the rent payment has been made. - accesses a link in the email message 
to confirm the payment and the payment is deposited in his account. 

- stated that. is having remodeling work done on the bathroom in the apartment that 
~es in the bttilding. The remodeling project was started in the spring of this year (2014) 
and was recently completed. The project did not involve any work on the apartments occupied 
byll tenants. During the remodeling project,- used.FCC email account to 
correspond with vendors. -could not estimate the number of email messages with 
vendors .• also used the FCC network to access the internet to research materials related to the 
remodeling project (e.g., Google searches for Kohler faucets and marble) .• would sometime 
perform a search and minimize the results explaining that a review a-access would show 
activity even whenLwasn't actively reviewing the search results. - made an effort to 
minimize the use ofll email account and the FCC network to perform activities related to the 
remodeling project. 

- also has pictures of the apartment building onll FCC-issued computer. -
:=hie to provide an estimate of the number of pictures of the apartment buildin~ 
FCC-issued computer but stated that they are "in a folder" on the computer. The pictures were 
taken with an FCC-issued camera. The pictures were not taken for reasons related to• 
mana ement of the building, but simply to show coworkers. According to 

is aware of the pictures and- shared the pictures with 
has expressed an interest in ~elini project because 

considering a remodeling project. - claims has shown 
of items that have been installed. 

because 
) is also 

various pictures 

- stated that•s familiar with the Commission's rules of behavior regarding limited 
~use of computer resources. - stated that it is 11 understandinithat the 
Commission's limited personal use policy allows the type of computer activity has conducted. 
It isll widerstanding that personal use of Commission computer resources is allowed if the 
resources are used in moderation. - understands that Commission computer resources 
cannot be used to access inappro~ ~onal use should be limited to breaks and 
use during lwich. According to-, - has never raised the issue of personal 
use of Commission computer resources. However, when we asked- ifl has warned 
- about using FCC com uter resources to conduct activities related to the apartment 
building on official time, indicated that I had done so on two (2) occasions. In late 
Jwie or early July 2014, had a conversation with- regarding computer use 
during which I stated t" e era employees cannot do pe~iness on the computer." 
On August 18, 2014,- had an email exchange with- related to a document 

I 
Case Number: I Case Title: 

. OIG-I-14-0023 __________________ ____. 
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REPORT OF INVESTIGATION (continuation sheet) 

that was discovered on the office fax machine. During that exchange, - stated "(t)his 
is a friendly reminder that you may want to let parties know who ar~o you at the office, 
that we cannot use government equipment for personal business." - provided the 
following response: 

«Tue fax received was not a personal fax. It is in regards to the pirate investigation conducted 
last Thursday, 8/14. The lessee is of the premises is the person receiving the NOUO (104.l 
MHz). You being familiar with our procedures, you should of known this is not a personal 
fax. For future reference I always refrain from using company equipment for my personal 
use." 

During the interview, we showed- a copy of section 2.0.2 of the FCC Cyber Security 
Policy entitled "Broad Organizati~s" that states that "(s)taff using FCC information 
systems or accounts must not participate in unethical, ~inappropriate activities, such as: 
for-profit commercial activities (emphasis added)." - was not familiar with that 
section of the FCC Cyber Security Policy. 

- stated that, as a result of this investigation, I recently purchased. own computer 
and established a personal email account, but acknowledged prior to this purchase I had used 
II FCC email account for various documents, websites, businesses when an email address was 
required. - stated that I is in the process of lmsubscribing to websites and businesses 
that used~ssion email account as a means of notification and that I will use II 
personal email account in the future. - gave.FCC email address to tenants, stating 
that I did this because this is the easiest and quicke~et in touch. ~ely gets 
personal email messaiis inll FCC email account. - 's tenants us~ when 
they need to contact for some reason. 

Conclusion 

Based on the forensic examinatio~ evidence and the subject interview, our 
investigation found evidence that- did use FCC computer resources to perform 
personal work related to the apartment building that• owns, ~d resides in, and thatl 
performed some of this work during business hours.Although- admitted thatl has 
used FCC computer resources to perform personal activities related to the apartment building, II 
description of this usage as being in moderation, seems to be consistent with the forensic 
evidence obtained by investigators, and does not appear to violate FCC rules and policies. 

However, 2% of this limited activity related to the for-profit commercial element of the 
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REPORT OF INVESTIGATION (continuation sheet) 

Attachments 

Attachmen~ #I Media Analysis Report (electronic copies of the Forensic Toolkit and Internet 
Evidence Finder reports are available upon request) 

Attachment #2 FCC Computer System User Rules of Behavior signed by-on March 
13, 2007 

Attachment #3 Memorandum of Interview for interview with- dated September 23, 
2014 

lc_a_s_e_N_um_b_e_r=~~~~~~-1-CaseTille: -~~~~~~~~~~~~~~~~~~~~~~ OIG-I-14-0023 _ 
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MEDIA ANALYSIS REPORT 

Date and Time: 

October 2, 2014 

Analysis of: 

Subject Matter/Remarks 

Written by: 

-·Computer Forensics 
lnvesbgator, FCC OIG 

Location of Analysis: 

FCC OIG Computer Forensic 
Laboratory, FCC Headquarters 
Facility, 445 12th Street, S.W., 
Room 2-C423, Washington, DC 
20554 

Case Back round: The FCC Office of Inspector Ge.era} OIG) is investigating allegations 
that , a Field Engineer/Agent with the Field Office of the Enforcement 
Bureau , ts usmg FCC computer resources to con uct personal business in violation of 5 
C.F.R § 2635.704 (Use of Government Property) and Commission policies and procedures. In 
addition, FCC OIG is also investigating allegations that- is conducting personal 
business while on duty in violation of 5 C.F.R. § 2635. 705 (Use of official time). 

Status: This investigation is ongoing. 

Ob· ective of Examination: The objective of this forensic examination was to examine 
's FCC-issued computer, Outlook mailbox, and network share to determine if 
is using FCC computer resources to conduct personal business. 

Items Analyzed: The computer forensics investigator obtained and examined copies of 
-·s Outlook Mailbox and network share (N:\ drive). In addition, the computer forensics 
investigator used EnCase Enterprise (version 7.4.1.10) on the Commission's P2PENCOI server 

~se Number: I Case Title: 
IG-1-14-0023 
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to obtain a forensic image of-s FCC-issued computer (FCC Barcode - IP 
Address . The computer forensics investigator obtained a logical image of the 
user volume (C: drive) with the following characteristics: 

Name 
Description 
File Acquired 
Logical Size 
Physical Size 
Physical Location 
Physical Sector 
File System 
Sectors per cluster 
Bytes per sector 
Total Sectors 
Total Capacity 
Total Clusters 
Unallocated 
Free Clusters 
Allocated 
Volume Offset 

( ·C 
Volume, Sector 0-974467118, 464.7GB 
04/30/14 07:44:02AM 
32,768 
32,768 
20,480 
40 
NTFS 
8 
512 
974,467, 119 
498,927,161,344 Bytes (464.7GB) 
121,808,389 
440,027,844,608 Bytes (409.8GB) 
107,428,673 
58,899,316,736 Bytes (54.9GB) 
0 

Relevant Software: The computer forensics investigator used the following software to perform 
the forensic examination_ All of the digital evidence was examined on an Apple Mac Pro 
forensic analysis workstation marked "Forensic!" (FCC Barcode P203584, Serial Number 
C07JVOCMF4MH in the computer forensics lab. The computer forensics lab is located-in Room 
2-C423) of the Commission's Portals II facility in Washington, DC. 

Prouam Name Version\Build Serial Number 
AccessData Forensic Toolkit (FTK) Version 4.2.1.22 Dongle Serial# 2-1307037 
AccessData FTK Imager Version 3.1.0.1514 n/a 
AccessData Reiristrv Viewer Version 1.6.3.35 n/a 
EnCase Enterprise Version 6.19.4.11 n/a 
Encase Forensic Version 6.19.2.10 Domtle Serial# 1353191497 
Internet Evidence Finder Version 6.3.3.0007 Dongle Serial# 3133314942 
Symantec Endpoint Protection Version 11.0.7300.1294 n/a 
Roxio Creator NXT Version 14.0.36.0 n/a 
VLC Media Player Version 2.0.5 n/a 

Analysis Process: A complete description of the process followed to obtain digital evidence 
-s FCC-issued computer, Outlook mailbox, and network share) is contained in a 
separate Investigative Activity Report (IAR) dated May 13, 2014. A complete description of the 
process followed to examine the digital evidence is contained in a separate IAR dated August 1, 
2014. A sunnnaiy of the process that was followed to perform the examination is as follows: 

I. Used FTK lmager application to mount the forensic images of-s FCC-issued 
computer and network share as read-only. 

2. ~tee Endpoint Protection and Malwarebytes to scan the forensic images of 
~s FCC-issued computer and network share for viruses and malware. 

pse Number. I Case Title: 
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3. Created a case in EnCase and used EnCase to obtain information about the configuration of 
the logical volume. 

4. Created a case in AccessData's Forensic Toolkit (FTK) application and added the forensic 
image files created from the digital evidence as evidence in FTK. 

5. Used FTK to perform a manual review. 

6. Used FTK to search for Web-Based email artifacts. 

7. Used FTK to review Client-Based email. 

8. Used FTK to perform an analysis of file signatures. 

9. Used FTK to review Recycle Bin artifacts. 

10. Used FTK to review Instant Messaging artifacts. 

11. Used FTK to review thumbcache.db files. 

12. Used Internet Evidence Finder (IEF) to review Internet browser artifacts. 

13. Used FTK to review EFS files. 

14. User FTK to review password protected files. 

15. Used FTK to review Microsoft Office files. 

16. Used FTK to perform a keyword search using search terms developed during the 
examination. 

17. Used FTK to review image files. 

18. Used Roxio Creator NXT to bum a DVD-ER with the HTML versions of the reports created 
in FTK and IEF. 

Detailed Findings: The computer forensics investigator identified numerous Microsoft Office 
and Adobe Acrobat documents as well as image files, email messages, and internet browser 
activity indicating that-used II FCC co~sourc~ted to 11 ownership of an apartment building located at __ _ 
However, the computer forensics inv~lso determined that the vast majority of the digital 
evidence that was obtained relates to - 's ownership of the apartment building (which is 
also II personal residence) and not fo the for-profit commercial element of the apartment 
building ~ntal apartments in the building). All relevant information, including evidence 
related to-'s ownership of the apartment building, was bookmarked using Forensic 
Toolkit (FTK) and Internet Evidence Finder (IEF). Complete electronic copies of these reports 
are provided on a DVD:_R included as Attachment 1 to this Media Analysis Report. An 
explanation of the findings from this forensic examination by artifact type, with examples, is 
provided below. 

Federal Communications Commission Office of Inspector General 



Microsoft Office Documents 

The computer forensics investigator identified twenty-f~que Microsoft Office 
~to be related to the property that-'s owns at-· 
--Three (3) of the twenty-four ~osoft Office documents appear to 
be related to the "for-profit commercial" element o~'s property. A detailed description 
of those documents is as follows: 

The computer forensics investigator identified a Microsoft Office document entitled "3rd Floor 
Apt. Advertisement.doc." This document was at /(root]/User~IDocumentsf.My 
DocumentsfTenip/3rd Floor Apt. Advertisment.doc. The document appears to be an 
advertisement for the 3rd fl.or a artment in 's property. The metadata shows that the 
author of the document is account was lo~n the document 
was created) and that the ocument was ast save by- - account was 
logged in when the document last saved). The metadata also shows that the document was 
created and last saved on September 30, 2009 at 2:30:00 PM GMT. The document is as follows: 

Li t. a· , acious floor-throu apartment in a newly renovated brownstone located in the historic 
is waiting for you. "So spacious the apartment should be deemed illeg . " It 

eatures a arge l spacious living/dining area (dining area with a seive through window), large kitchen with 
new appliances, full bathroom, long hallway, 4 closets (I large walk-in closet, 2 large coat closets, and ·ninen 
closet), large windows through-out, satin finish hardwood floors. Approx. 1000 s ft. Tree-lined street near cultural 
institutions. Close to transportation. --Gust I block away), . Very 
quiet, perfect for the rofessional w~ary & credit. Price has een uce , "a must see". a or an 
a intment. 

The computer forensics investigator identified a Microsoft Office document entitled ·
• Applicant Information.doc." This document was located at Network Share.adl/My Mail 
Archives/My Mail Archives/archive 2.pst»archive 2»Top of Personal Folders»Inbox 
2»IPM.Note.> Applicant Information.doc. The document appears to be a credit 
report created by an organization called-. The document is dated February 3, 
20 I 0 and contains credit information fo~amed . The Lexis-
Nexis Law Enforcement Portal report for indicates 
Apartment 2 of-'s building at . A screen.shot 
from the first page of this document is as follows: 

Pase Number: 
IG-1-14-0023 
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Name: 
SSN:~ 
DOS: 11/05/BO ----

Appllc:a.nt Information 

Requesting Compmy:····· 
Date Requested: 2/3/2010 
Application Number: l llo.48 

SIJ bjeet ldl!l\tifi on 

YOB:- En.Age:• 

10/31/2007 

OefiiultAddOn Product EMPIRIC.\ (code: DD950)wasd1divered. 

Demographics 

Profile Summary 

Total File History 

PubRec=O Collection=0Tradelines=S7 Negadve=Olnq1Jlriu =6 
MOP: Pi!id n Agreed=l71430 day=1060 day=l 90/120 dil'{=ORepo=OChargeOff=O 

cut Hi!b.Cred Credlim a.lance PiutDu~ MthlyPay Avail% 

Revolving: 22 517938 $17505 $17059 0 $154 3% 

Installment: 32 5225926 - $223141 a 5876 0% 

Mortgage: I 5210200 - 5201775 0 $1960 0% 

Open: 2 s-1 - - a so 0% 

Tot ah 57 5454064 517505 S4512BO 0 $3489 0% 

D 

The computer forensics investigator identified a Microsoft Office document entitled "Lease 
Addendum.doc." The document was located at Network Share.adl/Backup/Desktop/Lease 
Addendum.doc. The document appears to be an unsign,ed lease addendum for a property rental. 
The metadata shows that the author of the document is- - accotmt was 

-

ed in when the docmnent was created) and that the document was last saved by
account was logged in when the docmnent last saved). The metadata also shows 

at e ocument was created and last saved on March 27, 2012 at 4:50:00 PM GMT. A section 
from the docmnent is as follows: 

Federal Communications Commlssion Office of Inspector General 



LEASE ADDENDUM 
I 

The following rules apply to all tenants and their guclsts. Your signature at the bottom of 
the following. page mea~s that you agree to obey all ~ouse rules. Non-compliance with 
these rules will be considered a breach ofcontract an~ will be grounds for removal from 
premises. ; 

Image Files 

' • No smoking of any illegal substances ~s permitted. 
• No smoking i 
• Noh~ ; 
• No loud music should be audible to other tenants. 
• No washing machine, dryer, or other ijeavy-duty appliances will be 

permitted on the premises without the written or verbal consent of the 
landlord. : 

• Common areas should be kept clear a~ al] times. 
• No sheets, towels, or anything other than blinds or curtains is allowed in 

the windows. , 
• Garbage should be removed daily fro~ the apartment. 
• All tenants will be expected to recycle. 
• No loitering in front of building or in hallwavs. 

As part of the forensic examination, the computer forensics investigator examined the metadata 
associated with the image files. The computer forensics investigator determined that one
hundred sixty-one (161) of the one-h1mdred sixty-three (163) image files were created with an 
Olympus model C2Z, D520Z, or C220Z digital camera. The computer forensics investigator 
determined that two (2) of the one-hundred sixty-three (163) image files were created with a 
NIKON COOLPIX model L820 digital camera. The computer forensics investigator obtained a 
recent copy of FCC Fonn A-535 entitled "Sensitive and Telecommuting Property Self-
Certification Form" showing that has been assi~ON COOLPIX model L820 
digital camera (FCC Barcode erial number-). No record was found 
indicating that the FCC has issued issued an Olympus model C2Z, D520Z, or C220Z 
digital camera. A copy of FCC Form A-535 entitled "Sensitive and Telecom.muting Property 
Self-Certification Form" showing that- has been assigned a NIKON COOLPIX model 
L820 digital camera is as follows: 

Federal Communications Commission Office of Inspector General 



FEDERAL COMMUNICATIONS COMMISSION 

SENSITIVE AND TELECOMMUTING PROPERTY 
SELF-CERTIFICATION FORM 

BAR CODE NUMBER ITEM DESCRIPTION (Make & Model) SERIAL NUMBER REMARKS 

TOSHIBA SATELLITE PRO 5300 EZ2501 

HP ELITEBOOK 8560P 

Digital Camera (NIKON COOLPIX L820) 

The two (2) image files created with the NIK.ON COOLPIX model L820 digital camera and the 
associated metadata are as follows: 
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DSCN0345.JPG EXIF & IPTC DATA 

EXIF DATA 
Ex if .lm<1ge.rmageDescription: 
Exif.Image.Make :NIKON 
Exif.Image.Modef:COOLl'IX L82D 
Exif.Im<1ge.Orientation: 1 
Exif.Im<1ge.XResolution:30D/1 
Ex if .Image. YResolution :300/ 1 
Exif.Im<1ge.ResolutionUnit:2 
Exif.Image.Software:COOLPIX LB20Vl ,o 
Exit .Image.DateTime:2014:03; 16 20; 58; 21 
Exif.Image. YChCrPosftlonlng :2 
Exif .1mage.Exifn1g :268 
Exif.Photo.ExposureTime:10/150 
Exif.Photo.FNumber:30/ 10 
Exlf.Photo.Exposu reProgram :2 
Exif.Photo.ISOSpeedRatings:BOO 
Exif.Photo.SensitivityType:l 
Exif.Photo.ExifVersion:48 50 51 48 
Exif.Photo.D,,teTimeOriginal:2014:03:1B 20:58:21 
Ex if .Photo.OateTimeDigitized:2014: 03: 18 20:58: 21 
Exif.Photo.cornponentsConflgurat!on:l 2 3 D 
Ex if .Photo.com pressedBitsPerPixel :2/ 1 
Exif .Ph oto.Exposu reBiasVa I ue:0/ 10 
Exlf.Photo.MaxApertureValue:32/lO 
Exif.Photo.Metering Mode: 5 
Exlf.Photo.LightSource:O 
Exif.Photo.Flash: 16 
Exif.Photo.Focallength:40/10 

rnG-1-14-0023 
/case Number: 
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DSCN0365.JPG EXIF & IPTC DATA 

EXIFDATA 
Exif.Image.lmageDe!icription: 
Exlf.Image.Make:NJKON 
Exlf.Image.Model:COOLPIX LS20 
Exlf.rmage.Orientation:l 
Exlf.Image.XResolutlon:J00/1 
Exif.Image.YR.,,.olution:300/1 
Exif.Image.Resolutionunit:2 
Exif.Image.Software:COOL~IX LB20V 1.0 
Exlf.lmage.D.,teTime:2014: 04: 17 07:36: so 
Exif.lmage. YCbCrPositioning: 2-
Exif.Image.ExiITag:268 
Exif.Photo.ExposureTlme:l0/3110 
Exlf.Photo.FNumb"r:J0/111 
Exlf.Photo.ExposureProgram:2 
Exit .Photo.rsospeedRatlngs: 250 
Exif.Photo.sensitivityType: 1 
Exif.Photo.ExifVersion:4B 50 51 48 
Ex if .Photo.DateTlmeOrlglnal:2014: 04: 17 07:36:50 
Exlf.Photo.DateTlmeOlgltized:2014: 04: 17 07:36:50 
Exif.Photo.CotnponentsConfiguration: 1 2 3 O 
Exi!.Photo.Com presse.dBitsPerPixel ~2/ 1 
Exlf .Photo.ExposureBlasValue:0/10 
Exif.Photo.MaxApertureValue:32/10 
Exlf .Photo.M .. terlngMode: 5 
Exlf.Photo.UghtSourc":o 
Exlf.Photo.Flash:l6 
Ex if .Photo.Focal Length :40/ 10 

Adobe Acrobat Documents 

The computer forensics investigator identifi~one (91) un~be Acrobat documents 
~r to be related to the property that-'s owns at~ -
--. Two (2) of the ninety-o~obe Acrobat documents appear to be related to the 
"for-profit commercial" element of-'s property. A detailed description of those 
documents is as follows: 

The computer forensics investigator identified an Adobe Acrobat document with the file name 
"Lease Addendum.pdf' located at Network Share.adl/Documents/My ' 
Documents/Temp/Temp/Lease Addendum.pdf. The document was created on January 21, 2011 
at 4:45:35 PM EST (21 :45:35 GMT). A screenshot showing a p011ion of the document is as 
follows: 

tase Number: 

jOIG-1-14-0023 
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' i 
I 
! 

LEASE ADDENDlM 
I 

The following rules apply to all tenants and their guclits. Your signature at the bottom of 
the following_ page mea~s that you agree to obey all ~ouse rules. Non-compliance with 
1hese.rules will be considered a breach of contract allj will be grounds for removal from 
pren11scs. 1 

• No smoking of any illegal substances rs permitted . 
• No smoking 
• No Pets I 

I 
• No loud music should be audible to oiher tenants . . No washing machine, dryer, or other fteavy-duty appliances will be 

permitted on the premises without th~ written or verbal consent or the 
landlord. i 

• Common areas should be kept clear at all times . 
• No sheets, towels, or anything other tl~an blinds or curtains is allowed in 

the windows. ! 

• a"'""' »ould bo romov<d doily ""t th• >pW1monl . All tenants will be expected to recycl . 
• No loitering in front of building or in allways . . 

Tennnts will !nforrn guests to bchavet a sensible and responsible manner, 
and tenant will be held responsible fo any damages or problems 
associated with their involvement wi and on the premises. 

• L<md. bo"'"°"' """ vfol"'t bobao;o1 Mll 001 bo 1<>lomtol >nd opfaod" or 
such allowed by the tenants and gues will be considered a breach of this 
contract (lease). 
~ - . . 

The computer forensics investigator identified an Adobe Acrobat document with the file name 
"Requirements for Apartment Rental & Application.pdf' located Network Share.adl/My Mail 
Archives/My Mail Archives/archive 2.pst»archive 2»Top of Personal Folders»lnbox 2»RE: New 
~cument was attached to an email message from- to 
-@gmail.com that was sent January 26, 2010.1:20:10 PM EST (18:20:10 GMT). 
Screenshots showing the email message and document are as follows: 

rnG-1-14-0023 
!case Number: 
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~~~i{:~::~:.5;::.;:-·.:>.:~(;·~;,~(\i .o'.·.,:~'t:')~~~-xi·~:i.imJY:X~~,;:·f.:.i;;.:] 

:::1:~:ti:i•i==~=-::::~~~,,:~~-;: 
Attached is the Requirements for Apartment Rental and Application_ After you gather your information and fill out the application. you 
can contact me so we can meet. As discussed previously, I can be available this weekend, either the latter part of Saturday afternoon 
orSund~ork foryou. lfyou have any questions, don't hesitate to contact me_ You can either email me or call my cell 
number~ or my office number that is listed below. 

Regards, 

It was a pleasure meeting you yesterday. I really appreciate you showing me the apartment on the 2nd floor of your brownstone_ I 
would like to give you a deposit{pending moving date May 1st). I just had a couple of questions_ 

1 - does the apartment have central ale 
2 - v.ill the apartment come v.ith a washer and dryer unit 

Mr best reaards, 

Sent on the Sprint® Now Network from my BlackBerry® 

llJ:iQUlltf:MENTS fVlt APAltTMENT RENTAL; 

• A compkldy filled 001 Application fotm. 

• Copiuof all Poy .aubs for the fa.a 4 months or letll:f from yoor employer. 

• A «>PY ofth1t lw l''"'"' F.Jctal tax .. r,~ 

• Rem .tub< or canc:ollod r.111 cbecb from tho lut ~ m<>nll!J. 

• A •O!IY of bank statcmtn1s for lhe past 2 m<>nlhs. 

• A COil)' nfyour Dri>= LlttMc. 

• Pay (n:dil ehetk foe ofS60_ 

Pay one monlhl' mil w ooe molllhs' socurity depoiit upon lcasc: sii:m~ 
Pay all fi1>11I fcec1 !hat arc rcqui....t. 

Outlook Mailbox 
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The computer forensics investigator identified three (3) email messages with the subject line 
"Your Person2Person Payment is Ready to be Picked Up." These messages are from
- @ginail.com) and reference payments through Capital One bank:that9 
~elated to rent~ According to the Lexis-Nexis LEP report on-. 
- is a tenant in-'s apartment building. A screenshot of one (1 '}0fthe'"tliree 
(3) email messages is as follows: 

-

has sent you money uslno Person2Person Payments 
p 0&360. 

Amount $1,700.00 
Comment 

To piek up your runds. diek the Linl< below and enter your account 
iflformatlon on our secure piek-up paoe. 

PICK UP YOUR MONEY 

llol 1uro n you·re b<:ing pN•tled7 Vistt copitaloneJ60.comlphi•hing to loam how you ~an 
proted yoor.ie~ 

R"'ad abouC our PnviJC'/ Polq al cap•ratone360 .. comfDrivacy and our Sett.mt/ Guaran1ce 

ot copl~loneJ60.com!oecufi!V 

Producl• and oer.10es o"e<ed by C•prtal One. ti A . Member fOIC 

01014 Capital Ono. Capitol Or.tis o f«le,.Ry reg,.ter«I ..,,.,.,ce tr.JdtmOfk. Al righ~ 
reserved 

Capital On" 360 
P.O. Bo' 360 
Wdm!ngton, OE 19699 

The computer forensics inves~r identified an email message with th~ "RE: 1 
~ent for Rent on .... " The email message is from
-@TVLand.com) and was sent on November 3, 2009 at 5:52:47 PM EST (22:52;47 
~· The email message appears to be related to the rental of one of the apartments in 
-'s building. The email message is as follows: 
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Sanv 10 h• .. yoir 111"-"'l fol tw. 1 .. 1 <iol'ritol\' po<J • noJfc• h0<0. Do '"" h1Y• 1Df phoJos )'OU could otU1 m? 

Thllnb -.td 
r..la:!"lffff 0-l!W"~t & OriOON Pr09rM"Wr.Dg 

:- ... .-.. ;.:· ·-.,·,',-·. :··:.>· . .'·; 

. . .· .· ·,, .-~~ -. 

JuU i11lr.i"b!tpOI<-*111ic n~~i about rh-t- npanrnia11t that I tr.oog~ \\M ,.,.nl1td. • recftiw-d •,P'tlono!t c.a!I from1ht !'I""~" ~n•nl ;N:t, nwn~ SIM \l'.l&t wry 1.1p,g Md r.lrif'l'IWod n-.. lhat~ r.-~ wQld Imm~' 
mmt11o~nlghtlhllther t.l-'!herdoen'th.tv~ long ta l\•e He 1s 56'jCDD.cld Md~ pooaea11C-cane-cr S'ie'"-'I not beab!le to relocate c~r.d.~lnieedtn stny tme.-ftl. NGrth C«orru And '50, d'i~ epMtmera k 
Ai°"liiiaJll•bl•••h•ls•• I boclcoom •P•ltmool•pPfoxlm>tol/ 850. 90ll <qf<ot. rm •ski'l~ S1576""'11dil•nogotl>blo.Cilllyou "4><111,.•• 1wmi;Rlunod a 1Vl>nd1 ~- inlllrw.lodconcol mo d~oaoo my toll 
~ or at my ollce~ beloi.Y. I don'\ IQ\·.; li"Ot.I ph~ m.111b4t 'of yoo Cilll :and M~ to lii1i1V9 mu-.a-111Qli5.aQG i~WJWDQmbiif ~ ~il\'9 mv-your i;:lionu nurnbi-r n case I 11-iVd lo ~nt"lctyoo. If you 
ftt;IU!d kkv to M1a-tn. .1.p.111tme-rrl. I •m h.i;1mw- n101t.,...,ntnqs. a.H..! 7 lO pm; just P,.-. in• ii all. d 1omitiOM ...fte l1 irnfl"1~ I co~kl ll• i11o·ili!ab!e Nrl#r Tii.nl5 ft:111...-.y •1-a.i1t.nc• 

f Hl,.J f .DmmJnicAlbm earrm"~ --
Internet Browser Artifacts 

The computer forensics investigator used IEF to e~ence for artifacts related 
to the property- owns at-·-· The computer 
forensics investigator identified numerous internet browser artifacts related to the property but no 
artifacts specifically related to the "for-profit commercial" element of the property. For 
example, the computer forensics investigator identified the Google searches that.ear to be 
related to a remodeling project on the property that- owns at- -

pse Number: l 
I G-1-14-0023 

Federal Communications Commission Office of Inspector General 



189 Casablanca rans Google 

190 hunter fans Gc,u;Jgle 

191 casablanca fans ·Google 

192 fo'lfl,Jfl Google 

193 !utron Googlo 

-194 kohl&f sinks Google 

.195 capit2l lighling and supply Google 

196 capilal lighting and s~pply Google 

; 197 c:;1pital Jighliog :;1nd supply Google 

198 best plumbing Googlo 

; 199 M1on Goog!e 

200 c;;isa blanca Google 

' casa b'.allca f 

;huntMCans 

ca 

:1u 

:1u1r 

:Kohfef 

: capita! ~ghting 

; capital ~ghting 

. capital: 6ghling 

'Bes! P" 

:lulr 

: casa b 

https·J.twww:_google com/seaicll? . 
q=casablanca+f.ans&oq"Casa-1 btarn:: a.+f&aqs"'-thrDme_ 1. G9i'51_j015 .9314j0j8&sourceld-" 
c_~"'.~~~s-'-sm=93&i~Ulf..(I 
hllp!i /fwww google.com/s.eareh? 
~hunter-t-rans&cq=:h1.1n1er-tfans&.a4f;=cluome_ 69i57jOIS 9S30101B&sourceid:::chro~&e-
s_sm=:93&ie~-B · 

https:J/mwi'_googfe.comtsea.reh? 
Q"casablanca•f:ms&olj"Ca&aqs=cluo,,,..1.69i57j69i5912j69i6013.3l2Jj017&sourceid=c 
hrome&es_s1TF93&ie=UTF-6 

hHp:s lfWMY google.com/se.arch? 
q:=luttor1&oq=:l1.1&aqs::::chrome O 6'9i59j6SiS7jO~ 36-091J,1B&sou1c.eid=c.h1ome&es_sm=93 
&;e=UTF-B 

https:flwwti.google_i;:r:iml!i-eiUl;h? 
q=lutron&oq9ulf&eiqs~hrome.1 6Si57jCH5.8952jOj8&-sC)JJ1ce.id~rome&es _sm~J&ie 
=UTF-8 

httpsJ/ww-N google comlsearc.h? 
q=kohler+sinks&oq::::Kohle,&aqs :::chrn me. 1.69~5 7ji)l5. 4 322j0j6&s ourceid=chrnme&es _ 
sm=9J&ie-=UTF--6 

hllpsilwww.google.com'°5eirrt:.h? 
~apiti1l+lighting+a11d+supply&r:iq;;;c..a?Jal-t-1.Fg!ilir.g8aqs::;d1Jr:ime.1.69i57jOl5_9nDjOJB 
&-si;iun;;eid~hrome&es_srn:;-!ilJ&i-e----tJTF-8 

https://www.googlecom.ls.ean:h? 
q=capilal+lighting-tand+supply&~.api:t.al+lfgh!ing&aqs=ciuome.1 .69i57JOl5.9770JOJ8 

~~o~~~i~::::c~ro-~~~~~-~m~9~~~~=:a~-~-~t!gh:~n-~. 
hUpsJJwww google.c1;1ml$ean;.h? 
~pilal-t-lighting+and-t-s.upply8.D£FC:api!ar-tli~ling&a.qs==-c:h'c:.me-_ 1 69i5Tj015.9770jOJB 
&scu~~eid~~~~&e~~~rTF938iF~-&kpcapi"!cl+lighting-t11j 

htlps:ffwww google.comtsean:h? 
q=best+plumbing&oq=Besl+plu&aqs=chr.c-me.5.69l57JOl5.10166JOj6&sou1te1d=ci11ome 
&es-:SRF93&ie=UTF·B 

https:/Jwi;.,w.google.cr:im.l~e.;;fCh? 
q=lulron&oq::-l1.¢r&ii1iq$:::c:hrnme 169i57j0i5 8952;0j88i;;:(H.ln;e*d~hr~imfl&&s_srn::;.93&J1i! 
=UTF~ 

hHps i/WY11v google.comfse.aic.h? 
q---casa+blanta&oq::=casa+b&aqs-;:chrome.2 . .S91!i7j{ll-5-.9562j{ljB&swn:eid=dimme&es 
~sm:;9J&ie::::UTF--8 

hllps'//www gwgi!l=.(:Dmfllil.lm;h7 
q:=.c.:11~:abla11i:i1-t-fans&aq:;;!;(:.il.$.a.Pbranr;:a+l!.a~=cht:in1t1 1 69i57~1S.9J:1.Cj(lj8&11outc11-ld::: 
~hn:irna&e$ s.m::=-93&je:::IJTF-8 

The computer forensics investigator also determined that- used Google Chrome and 
Internet Explorer to access internet websites th.t a ~emodeling project on 
thepropertythat-ownsat- -· Screenshotsfrom 
IEF showing Google Chrome and Internet Explorer activity are as follows: 

rnG-1-14-0023 
!case Number: 
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Chrome Current Session 
Print This Page 

~ Record : URL : litle 

8 • http:/fwww_casablancafanco.com/ 

9 ! http://www.casablancafanco.com/Accessories/Ceiling-Fan/ 

10 ; http:l/www.casablancafanco.com/Accessories/Ceiling-Fan/Controls/ 

-- --·· -- -·· 

' 

11 ! http:f/www.casablancafanco.com/Products/Controls/W-81/ 

Casablanca 
Fan -
Ceiling 
Fans, 
Portable 
Fans 

Casablanca 
Fan -
Ceiling 
Fans, 
Portable 
Fans 

: Casablanca 
Fan -
Ceiling 

'Fans, 
i Portable 
: Fans 

Casablanca 
Fan -
Ceiling 
Fans, 
Portable 
Fans 

; https://www.google.com/search? : lutron -
: q=lutron&oq=lu&aqs=chrome_0.69i59j69i57jOl4-3609jOjB&sourceid=c:hrome&es_sm=93 ~Google 
! &ie=UTF-8 ! Search 

14 

15 

http://www. lutro n. com/en-US/ Pages/defau It. as px 

: http:l!W"WW.lutron.com/en-
• US/Products/Pages/StandAloneControls/FanControls/FanControls.aspx 

: https://www.google.com/search? 
; q=ko hi er+s i nks&o q=Kohler&aqs=c:h ro me. 1.69i 57j0J5 .4322j0 j8 &sourcei d=chro me&e s _ 
sm=93&ie=UTF-8 

, http://www. us.koh I er .co mfus/Bath room-Sinks/catego ry/429 70 6/429204.htm? 
16 : brand=kpast&source;google&mat=exact&cat=General+Sinks&kwd=bathroom+sinks& 

• iq=65910295-VQ16-c-VQ6-37920479709-VQ15-1t1-VQ 14-65917 420 

!case Number: I Case Title: 
OIG-1-14-0023 

kohler 
sinks -
Google 
Search 
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Internet Explorer Main History 
Print This P;ag" 

... R•'"' 11.r·! 1 ~ -.r V"t"".1~--, H 1t ru ~· n11~ £ (,_-~n/d•t 'f'tirY) •h 1 uH1 

. 21 · 0311312014 05:56:15 PM 

6B 0411712014 0538·49 PM 

111 M!Cla/201405:32:12 PM 

115 : 04/0312014 08:11 :33 PM 

: 125 ; 0410912014 03:23:lG PM 

; 134 • 03/0412014 04 :45:43 PM 

150 : 0311112014 oa22·2s PM 

151 , C.\10312014 06:25:42 PM 

152 . 04/0312014 06:25:45 PM 

155 ('410312014 06:25:57 PM 

165 , 0410812014 06:31:S1 PM 

FTKReport 

ht1pllwwN.steamsainabath.ctmfiea1ch-results.htrrJ 
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A listing of the file paths for relevant items contained in the FTK Report is as follows: 

(P038371,165.135.252.210)·C.E01 

' TJI NONAME [NTIS] 

'' Q[root] 

· ' · lO $Recycle.Bin 

'' .. OS-1-5-21-231363354-1701785364·1709204886-5761 

. ' ... liJ $IFX089V.pdf (HTML link) 

' ' . ' ' l1J $!NXU74P.pdf CJITML link) 

. ' .. ' ltJ SIT007Xl .doex (HJML linkl 

. ' ' . ' ~ $RFX089V.pdf 
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' ' ' ' ' ' ' II 3rd floor apt. lvr new #2.JPG 
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' ' ' ' ' ' ' Iii lobby stairs #2.JPG 
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' ' ' ' ' ' ' ' \ii New Kitchen #3.exifhtml 
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''''' ''' ~New Kitchen #6.exifhtml 
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' ' ' ' ' ' ' ' ~New Office #2.exifhtml 
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''' ''' '' ~Old Bdrm# 2.exifhtml 
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' ' ' ' ' '' = Old Walk-through closet.JPG 
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' ' ' ' ' ' ' ' ' ~ #5;DocumentSummarylnfonnation (HTML link) 

' ' ' ' ' ' ' ' ' ~ #5;Summarylnformation (HTML link) 
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' ' ' ' · ' ' · ' ~ #5;DocumentSummarylnfonnation CHTML link) 
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' ' ' ' ' ' ' I@ DSCN0345.exif.html ' ' ' ' ' ' = DSCN0365.JPG 
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' ' ' ' ' B Acknowledgement S3246287 PO# J 

.• ''.' ~ S3246287 16549.pdf 
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,· ' ' • ~Case: 113375: 1800lighting.com! Product Inquiry. 
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, · · · • , 12lruntittedJ.pdf 

' ' ' · · ' ' 111 Carved [165].jpeg 
,, .. ·8cp2 

' ' • ' ' ' ~funtitled].pdf 
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' ' ' ' ' ' ' IJ Carved [7890961.jpeg 
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'' ''' IT'.3 Delivered:-: Annual Filing of Confidential Financial Disclosure Report OGE450 & A54A 

'' ''' 8 Delivered:-: Annual Filing of Confidential Financial Disclosure Report OGE450 & A54A 

'' ''' [Sil Delivered:-: Annual Filing of Confidential Financial Disclosure Report OGE450 & A54A 

' ' ' ' ' ' ~ A TTOOOO I 

''' '' [8J Delivered:-: Annual Filing of Confidential Financial Disclosure Report OGE450 & A54A 

' ' ' ' ' ' l1J A TTOOOO 1 

''' '' '8-: Annual Filing of Confidential Financial Disclosure Report OGE450 & A54A 

''' '' [8J Delivered:-: Annual Filing of Confidential Financial Disclosure Report OGE450 & A54A 

: : : : : : ~--: An.nual.Filin~ of:onfidential Financial Disclosure Report OGE450 & A54A 
~dential Fmancrnl Disclosure Report.pdf 

'''''~Delivered:-: Annual Filing of Confidential Financial Disclosure Report OGE450 & A54A 

''' '' 'B-: Annual Filing of Confidential Financial Disclosure Report OGE450 & A54A 

' ' ' ' ' ' ' 1§12014 Confidential Financial Disclosure Report.pdf 

' ' ' ' ' [8J Delivered: - : Annual Filing of Confidential Financial Disclosure Report OGE450 & A54A 

''' '' '8-er: Annual Filing of Confidential Financial Disclosure Report OGE450 & A54A 

' ' ' ' ' ' ' ~ 2014 Confidential Supplement Statement of Employment and Finacial Statement.pdf 

' ' ' ' ' rEl Delivered:- : Annual Filing of Confidential Financial Disclosure Report OGE450 & A54A 

''' ''' 8-: Annual Filing of Confidential Financial Disclosure Report OGE450 & A54A 

' ' ' ' ' ' ' ~ 2014 Confidential Supplement Statement of Employment and Finacial Statement.pdf 

' ' ' ' ' ' ' ' II Carved [1038].jpeg 

' ' ' ' ' l8l Delivered:- : Annual Filing of Confidential Financial Disclosure Report OGE450 & A54A 
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''' '''' ~dential Supplement Statement of Employment and Finacial Statement.pdf 
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' ' ' ' ' ' 8-: Annual Filing of Confidential Financial Disclosure Report OGE450 & A54A 
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'·' '· B-@fcc.gov, Here Is Your Saved Cart from LightingDirect.com. 
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' ' ' ' ' ' ' rBl Read: Status 

' ' ' ' ' ' ' !Bl Sewage Line Inspection Photo and Video Cassette Label 

' ' ' ' ' ' ' ' ~ Label to Inspection Cassette.pdf 

'''''''' .. Sewer Line Photo lg.wmv 

' ' ' ' ' ' ' 8 Sewage Line Invoice 

'' ' ' ' ' ' ' ~Inv 11690 from J14f 
' ' ' ' ' ' ' !8l Status 

' ' ' ' '0 Top of Personal Folders 

' ' ' ' ' ' CJ Deleted Items 

'''''''0-
, ' ' ' ' ' ' ' [3 Any progress? 

' ' ' ' ' ' ' ' 8 Any word?" 

'' ' '' ' ' ' B FW: Sewage Line Inspection Photo and Video Cassette Label 

' ' ' ' ' ' ' ' ' ~ Label to Inspection Cassette.pdf 

'' ' ' ' ' ' ' ' 8 Sewer Line Photo lg.wmv 

' ' ' ' ' ' ' ' 8 FW: Sewage Line Invoice 

' ' ' ' ' ' ' ' ' ~ Pl361010007.JPG 

'''' ''' ''' ~ P1361010007.exifhtml 

''" ''' ''' II P1361010008.JPG 

'' ' ' ' ' ' ' ' ' ~ P1361010008.exifhtml 

' ' ' ' ' ' ' ' ' Iii Pl361010009.JPG 

'' ' ' ' ' ' ' ' ' ~ P1361010009.exifhtml 

'' ' ' ' ' ' ' ' IC! Pl361010010.JPG 

' ' ' ' ' ' ' ' ' ' 1§1 P1361010010.exifhtml 

''' ''' ''' ~ Pl36101001 l.JPG 

'' ' ' ' ' ' ' ' ' ~ P136101001 l.exifhtml 

''' '''' '' II Pl361010012.JPG 

''' '''' ''' ~ P1361010012.exifhtml 

' ' ' ' ' ' ' ' ' Iii Pl36 l 010013.JPG 

''' ''' '''' 1§1 P1361010013.exifhtml 

''' ''' ''' l°I P1361010014.JPG 

''' ''' '''' ~ P1361010014.exifhtml ' ' ' ' ' ' ' ' ' = Pl361010015.JPG 

''' '''' ''' l3J Pl361010015.exifhtml 

' ' ' ' ' ' ' ' 9 Message 

' ' ' ' ' ' ' ' r8.I Need to know! 

' ' ' ' ' ' ' ' ~RE: Need to know! 

' ' ' ' ' ' ' ' rBl RE: Need to know! 

' ' ' ' ' ' ' ' rBI RE: Need to know! 

''' '''' '' II imageOOLjpg 

'''' ''' 'r8I RE: Need to know! 

' ' ' ' ' ' ' ' ' Ii] imageOOl.jpg 

'''' '' '' 8 RE: Need to know! 
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· ·' · · '' ·' I imageOOl.jpg 

· · ' · · ' ' · rBl RE: Sewage Line Invoice 

· · ' · · ' ' · t8l RE: Sewage Line Invoice 

' ' ' ' ' ' ' ' B RE: Sewage Line Invoice 

· ' ' ' ' ' ' ' ' §!Inv 11690 from 

' ' ' ' ' ' ' ' IB RE: Sewage Line Invoice '''' ''' '' = Pl361010007.JPG 

· · ' · · ' · · ' · ~ Pl361010007.exifhtml 
........ ' I P1361010008.JPG 

· · ' · · ' · · ' · ~ Pl361010008.exifhtml 
. '''.'. '' I Pl361010009.JPG 

' ' ' ' ' ' ' ' ' ' ~ Pl361010009.exifhtml 

'' ''' '' '' fl P1361010010.JPG 

' ' ' ' ' ' ' ' ' ' l§J P1361010010.exifhtml 
' ....... ' I Pl36101001 l.JPG 

· ' · · · · · · ' · ~ Pl36101001 l.exifhtm1 
'' '' ''' '' l;j Pl361010012.JPG 

· ' · · · ' · · ' · ~ Pl361010012.exifhtml 
... '' '' '' I Pl361010013.JPG 

' ' ' ' ' ' ' ' ' ' l§J P1361010013.exifhtml 

' ' ' ' ' ' ' ' ' I P1361010014.JPG 

' ' ' ' ' ' ' ' ' ' l3J P1361010014.exifhtml 

'' ' .. ''.' I Pl361010015.JPG 

· ' · · · · · · ' · 131 Pl361010015.exifhtml 

· · · · · ' · · 8 RE: Status 

· · · · · · · · 8 RE: Status '' ''' '' '' = image003.jpg 
' ' ' ' ' ' ' ' B RE: Status 

' ' ' ' ' ' ' ' ' ; image003.jpg 

' ' ' ' ' ' ' ' t8J Read: Any progress? 

' ' ' ' ' ' ' ' t8l Read: Any word?" 

' ' ' ' ' ' ' ' 8 Read: FW: Sewage Line Invoice 

'' ''' '' 'BRead: Message 

• ' ' ' ' • • ' [31 Read: Need to know! 

' ' ' ' ' · · ' t8l Read: RE: Need to know! 

· ' · ' · · · ' 8 Read: RE: Need to know! 

' · · ' · · · · iBI Read: RE: Status 

· ' · ' ' · · ' iBI Read: Sewage Line Inspection Photo and Video Cassette Label 

' • · ' • · · ' i:g Read: Sewage Line Invoice 

' ' · ' ' · · ' !Bl Read: Status 

' ' · ' ' · · ' ~ Sewage Line Inspection Photo and Video Cassette Label 

' · · ' · ' · · · ~ Label to Inspection Cassette.pdf 

'· ·' · · '' · 8 Sewer Line Photo lg.wmv 

' · · ' · ' ' · !Bl Sewage Line Invoice 

' · ' ' · ' ' · · ~ Inv 11690 from ..rul.f 
' · ' ' · ' ' · 8 Status 

'·' · · · CiJ Inbox 2 
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••• , •• ,i;;,31 

''' '''' ~----Apt2 

·' · · '· ' ' ~dlord Reccommendation Letter .jpg 

• ' ' ' ' ' ' ' ' ~ - Landlord Reccommendation Letter .exifhtml 

· ' ' ' ' ' ' ' §I Exclusive A enc to Lease Apt 2.doc 

·' · · · • · ' • t.lJ #l:CompObj 

· · · ' · · ' · · t.J #5:DocumentSummarylnformation CHTML link) 

· · · ' · · ' · · [ii #5:Summarylnformation CHTML link) 

· ' · ' · · ' · · Iii ITable 

· ' · · ; · ' ' · W Data 

· ' ' ' ' ' ' ' ' til ObjectPool 

·' · ·'' ·'' GJ WordDocument 

'' ' ' ' ' ' ' ltl Landlord Reference Letter.jpg 

·' · · ' · · ' ' ~Landlord Reference Letter.exif.html 

· • · '· · '· i.!l-Recommendation Letter.doc 

· '· '· · '· · W #l;CompObj 

· ' · · ' · ' ' · W #5;DocumentSummarylnformation (HTML link) 

· ' · · ' · ' ' · W #5;Summarylnformation (HTML link) 
' ' ' ' ' ' ' ' ' IZJ !Table 

' ' · · · ' · · · W Wo;:dDocument 

''' '''' BAcknowledgementNo. 5098251-05 from McNichols. 

• ' ' ' ' ' ' ' ~ SendDoc.pdf 

' ' ' ' • ' ' · ~ TermsAndConditions.pdf 

• ' · ' • ' ' tSil Acknowledgement No. 5098251-06 from McNichols. 

· · ' ' ' ' ' ' ~ SendDoc.pdf 

· ' ' ' ' · ' ' ~ TermsAndConditions.pdf 

'''''''~Breakdown 
' ' ' ' ' ' ' ~ breakdown with percenta~e removed 

''''''''~~Jllif 
' ' ' ' ' ' ' 8 Breakdown 

''''''''~Inv 11690 from -Jllif 
' ' ' ' ' ' ' S Comer TV Stand & Coffee Table 

' ' ' ' ' ' ' • ~ fUntitledJ.pdf 

' ' · · • ' ' l81 Estimate 

• • 
1 

• ' ' ' • ~ Estimate 3228.pdf 

' ' · ·' ' ' 8 Fumitureland South order number 1355415 is pending your approval 

''' ·'' ·' ~ tlsimglimages$0rdersTempS01355415-0.pdf 

""'" 8FW: 

'''.''.' ~lol00629114701119.pdf 
' ' ' ' ' ' ' 8 Fw: MORE. ANGELS 

'' '' '' '' 1:1~%20JAN%202012%20009.JPG 
'' '' '' '' =~%20JAN%202012%20018.JPG 
'' '' '' '' 111~%20JAN%202012%20025.JPG 
'' '' '' '' lfJ•%20JAN%202012%20007.JPG 

'' '' '''' 111•%20JAN%202012%20010.JPG 

'' '' '''' li•%20JAN%202012%20012.JPG 

.. '. ''.' II %20JAN%202012%20014.JPG 
ase Number: 
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'''' '''' =•%20JAN%202012%20016.JPG 

''''' ''' m.%20JAN%202012%20017.JPG 

''''' ''' =•%20JAN%202012%20020.JPG 

'''' '''' =•%20JAN%202012%20022.JPG 

'''' '''' •• %20JAN%202012%20024.JPG 

'''' '''' =•%20JAN%202012%20026.JPG 

''''' ''' =•%20JAN%202012%20027.JPG '''' ''' IEJ-: Annual Filing of Confidential Financial Disclosure Report OGE450 & A54A '''' ''' (81-: Annual Filing of Confidential Financial Disclosure Report OGE450 & A54A, · ·''' '' rg]-: Annual Filing of Confidential Financial Disclosure Report OGE450 & A54A 

' ' ' ' ' ' ' ' ~ 2014 Confidential Financial Disclosure Report.pdf · ·' · ·' · [8]-: Annual Filing of Confidential Financial Disclosure Report OGE450 & A54A 

· · ' · · ' · · ~ 2014 Confidential Financial Disclosure Report.pdf 

''''' ''' ~ 2014 Confidential Supplement Statement of Employment and Finacial Statement.pdf '''' ''' 8-: Annual Filing of Confidential Financial Disclosure Report OGE450 & A54A 

'''' '''' ~ 2014 Confidential Supplement Statement of Employment and Finacial Statement.pdf 

' ' ' ' ' ' ' B GOTHIC CABINET CRAFT '''' '''. =-_ljng 
. ''. '' .. 11-_llig 

''''''''=-J.Jng '''' '''' =-FINAL.jpg 

' ' ' ' ' ' ' B Hello 

' ' ' ' ' ' ' [81 IPM.Note. 

' ' ~ ' ' ' ' · ~ - Applicant Information.doc 

· ' ' ' ' ' · ' ' W #l;CompObj 

' ' ' ' ' ' ' ' ' W #5;DocumentSummarylnfonnation {HTML link) 

' ' ' ' ' ' ' ' ' GJ #5;Sumrnarylnformation {HTML link) 

· ' ' · ' ' ' ' ' l1J 1 Table 

· ' · ' ' ' ' ' ' W Data 

' ' ' ' ' ' ' ' ' til w;dDocument 

' ' ' ' ' ' ' B Kitchen cabinets 

' ' ' ' ' ' ' l'8l Lease Addendum 

' ' ' ' ' ' ' ' ~ [Untitled].pdf 

' ' ' ' ' ' ' tB1 New Kitchen Pictures 

. ' ' . ' ' .. II P1010006 01.JPG 

' ' · ' ' · ' ' ' ~ P1010006 01.exifhtml 

' ' ' ' ' ' ' ' Iii Pl010007 01.JPG 

· · ' · ' ' · · ' ~ P1010007 01.exifhtml 

' ' ' ' ' ' ' ' l:l P1010008 01.JPG 

· · ' · ' ' · ' · ~ Pl010008 01.exifhtrnl ''''' ''' = Pl010009 01.JPG 

' · ' · ' ' · ' · ~ Pl010009 01.exifhtml 

''' ' ' ' ' ' ll Pl010010 01.JPG 

'' ' ' ' ' ' ' ' ~ PlOIOOIO 01.exifhtml 

'. ' . ' ' . ' II P1010011 01.JPG 

' ' ' · · ' ' ' ' Bl Pl010011 01.exifhtml 

' ' ' .. ' ' ' II P1010012 01.JPG 
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' ' ' ' ' ' ' ' ' ~ Pl010012 01.exifhtml 
... ' . ' '' II P1010013 01.JPG 

' ' ' ' ' ' ' ' ' ~ Pl010013 01.exifhtml 

' ' .. ' ' . ' II P1010014 01.JPG 

' ' ' ' ' ' ' ' ' ~ P1010014 01.exifhtml 
. ' ' .. ' ' .. II P1010015 01.JPG 

· ' ' · · ' · · ' ~ P1010015 01.exifhtml 

' ' ' ' ' ' ' ' ll Pl010016 01.JPG 

' ' ' ' ' ' ' ' ' ~ P1010016 01.exifhtml ' ' ' ' ' ' ' g-Real Estate Tax Transaction Record Notice 

' ' ' ' ' ' ' r8l Order Status Update 

' ' ' ' ' ' ' rB1 paperwork correct 

''''''''~~Jillf 
' ' · · ' ' · · ~ trl newcode FIN.pdf 

' ' ' ' ' ' ' ' ~ trl newcode IN.pdf 

' ' ' ' ' ' ' 8 percentage removed 

''''''''§!Inv 11690 from -&ill" 
' '' '''' [8] uotation No. 5098251-04 from 

' ' ' ' ' ' ' ' 1§1 SendDoc.pdf 

' ' ' ' ' ' ' ' l§J TermsAndConditions.pdf 

' ' · · ' ' · lEiil RE: l Bdrm Apartment for Rent on
, ' ' ' ' ' ' [gJ RE: Marble tub bath 

' ' ' ' ' ' ' ' II emperadore bathbaseboard.jpg 

' ' ' ' ' ' ' ' II emperadore bathbaseboard2.jpg 

'''' '''' II imageOOl.jpg 

' ' ' ' ' ' ' !8l RE: New Appt. 

' ' ' ' ' ' ' ' ~ Requirements for Apartment Rental & Application.pdf 
' ' ' · ' ' ' !Bl Refinance 

' ' ' ' ' ' ' ' Iii imageOOl.jpg 

' ' ' ' ' ' ' 8 ~ Real Estate Tax Registration and Activation Code Instructions 

' ' ' ' ' ' ' !Bl Thank you for your order 5025036! 

' ' ' ' ' ' ' r8l THIS IS THE PAPERWORK NEEDED TIO CLOSE OUT JOB ONCE U GET CALL ME 

'''' '''' ~. PW3.pdf 

'''' '''' §J trl oldcode.pdf.pgf 

' ' ' ' ' ' ' !81 this r the paper required to close out ur job CALL WHEN U RECIEVE 

''''''''~~&ill" 
' ' ' ' ' '' ' ~ illtllll&M 
' ' ' ' ' ' ' ' l§!J trl newcode FIN.pdf 

'''' '''' ~ trl newcode IN.pdf 

' ' ' ' ' ' ' IE3 Union Matters 

' ' ' ' ' ' ' ' ll::Sl FW: EB field management 

' ' ' ' ' ' ' ' L9l FW: EB field management 

' ' ' ' ' ' ' ' ' ~ FBfile.pdf 

' ' ' ' ' ' ' ' 8 FW: EB field management 

' ' ' ' ' ~ ' ' ' ~ FBfile.pdf 

' ' ' ' ' ' ' 8 Your Beautiful Apartment 

' ' ' ' ' ' ' 8 Your Fumitureland South Order 
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''''.'''rBl~Order 
''' '''' 8~ Order# 1355415Fina10&29;1011:42:39AM 

' ' ' ' ' ' ' ' ~ C FLSProd959201-001355415.PDF 

''' '''' 8~ Order# 1355416Final0&241011:14:27AM 

''' ''' '' §) C FLSProd959201-001355416.PDF 

''' '' '' r9lyour Order 

''' ''' '' ~ C FLSProd959201-00138I346.PDF 

'' ''''' ~~ webpaymentisbeingprocessed-Customer: 959201Order:1355415 

' ' ' ' ' ' ' 8 ~web payment is being processed - Customer: 959201 Order: 1355416 

' ' ' ' ' ' ' [8J Your KitchenAid Extended Service Plan contract is now available ''' ''' '' = ATI3396894.jpg 

''' ''' '' ' ~ ATI3396894.exifhtml 

''' ''' '' m ATI3396895.jpg 

' ' ' ' ' ' ' ' ' ~ ATI3396895.exifhtml 

' ' ' ' ' ' ' ' Iii ATI3396896.jpg 

' ' ' fEll archive.pst 

' ' ' ' Cll archive 

'' '' '0 Top of Personal Folders 
' ' ' ' ' ' a lnbox 

' ' ' ' ' ' ' ~Peek-A-Boo! Whoa! 

' ' ' ' ' ' ' ' ll imageOOl.jpg 

''' ''' '' II image002.ipg 

''' ''' '' ll image003.ipg 

' ' ' ' ' ' ' ' a image004.jpg 

' ' ' ' ' ' ' 9-Assoc - Notes from Jan Meeting 
''' '''' BArchitect 

' ' ' ' ' ' ' ' 1:1 footer.gif 

' ' ' ' ' ' ' ' Iii footerHead.gif 

' ' ' ' ' ' ' ' II spacer.gif 

' ' ' ' ' ' ' 8 FW: (no subject) 

' ' ' ' ' ' ' ' Bl (no subject) 

''' ''' ''' I imageOOl.gif ' ' ' ' ' ' ' ' ' = image002.gif 
''' ''' ''' Iii image003.gif 

' ' ' ' ' ' ' ' ' I} image004.gif 

' ' ' ' ' ' ' ' ' ~ image005.gif 

' ' ' ' ' ' ' ' ' !Cl image006.gif 

' ' ' ' ' ' ' IO Grevience 

' ' ' ' ' ' ' '~Copy of Step 3-filed today 

'""""~~.DOC 
' ' ' ' ' ' ' ' ' ' f1l #1 ;CompObj 

' ' ' ' ' ' ' ' ' ' W #5;DocumentSummarvlnformation (HTML link) 

' ' ' ' ' ' ' ' ' ' W #S;Summarvlnformation (HTML link) 
' ' ' ' ' ' ' ' ' ' llJ 1 Table 

' ' ' ' ' ' ' ' ' ' Ll Data 
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·' · · '· '· ·' W ObjectPool 

''' ''' '' '' '0 1166359782 

' ' ' ' ' ' ' ' ' ' ' ' W #I ;CompObj 

' ' ' ' ' ' ' ' ' ' ' ' lJ #1 ·0le 
' ' . ' ' . ' . ' ' . ' w ;;Info 
' ' . ' ' . ' ' ' ' . ' tJ CONTENTS 

. ' .... ' .. ' .. W CONTENTSV30 

·' · · '· '· ·' W WordDocument 

· ' · · '· ' · 8 FW: Concerns About Workplace Safety 

'' ' ' ' ' ' ' rg FW: Concerns About Workplace Safety 

''' '' • '· t@] FW: Concerns About Workplace Safety 

'' · ' ' · ' · 8 FW: Concerns About Workplace Safety 

' ' · ' ' • ' · B-s change of address 

· ' · ' • · ' · B No Subject-20212.EML. 

· ' · · ' · ' · · l.!J Dummydemo.doc 
. ' .... ' .. ' [i) #I :CompObj 

· ' · · · ' ' · ' ' W #5:DocumentSummarylnformation (HTML link) 

· ' ' ' ' ' ' ' · · lJ #5:Summarylnformation (HTML link) 

' ' ' ' · ' ' ' ' ' 1111 Table 

' ' · ' ' • ' · ' ' ~ Data 

' ' · ' · · ' · ' ' W WordDocument 

' ' • ' • • ' 1'81 Homeownership Seminar 

·'·'··'·~~-bank.doc 
·' · '' · '·' liJ #l;CompObj 

''' '' '''' W #5;DocumentSummaryinformation (HTML link) 

' ' ' ' ' ' ' ' ' tlJ #5;Summarylnformation (HTML link) 

' ' ' ' · ' ' ' ' lZJ lTable 

' ' · ' · ' ' · ' l.li Data 

' ' · ' · ' ' · ' GJ \V;dDocument 

' ' · ' · · ' 8 Homeowneship Seminar 

' ' • ' ' · ' ' ~ homebuyers-seminar-09-04.doc 

'· · '· · '·' G'.J #l;CompObj 

' · · ' · · ' · ' tlJ #5;DocumentSummarylnformation (HTML link) 

' ' · ' · · ' · ' G'.J #5;Summarylnformation (HTML link) 

' · · ' · · ' · ' ltJ lTable 

' ' · ' · · ' · ' l.J Data 

' ' · ' · · ' · ' [Zj %rdDocument 

' ' ' ' ' ' ' ' ~ seminar-e-mail-flyer-9-04.doc 

·' · '· ·' ·' GJ #l;CompObj 

' ' ' ' ' ' ' ' ' tlJ #5;DocumentSummaryinformation (HTML link) 

' ' ' ' ' ' ' ' .. W #5;Summarylnfonnation (HTML link) 

' ' · ' ' · ' · ' 11:1 nable 

' ' ' ' ' ' ' ' ' lJ Wo;:dr)ocument 

. '.' .. '.~SEMINAR-REGISTRATION.doc 
· '· '· '''' tlJ #l;CompObj 

' ' ' ' ' ' ' ' ' W #5;DocumentSummaryinformation (HTML link) 

' ' ' ' ' ' ' ; ' tJ #5;Summarylnfonnation (HTML link) 
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· · · · · · · · · [lJ !Table 

· · · · · · · · · l.J Wo;dDocument 
....... !9J IMAGE 042').PDf . 

. . ' ..... ~IMAGE 042).PDF 

· · · · · · · IEl Paint List 
• • •• ' ' • £E3I RE: Architect 

• • • • • • • E1ill RE: Banking Infonnation 

Internet Evidence Finder (IEFl Report 

A screenshot showing the artifacts contained in the IEF Repo1i is as follows: 
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• tIJa.?rii•rkeml'\:R'i 
..... t .... DC~ . _.,.....~Jli<lm• 
• 1;taq;t..-1;Ngl'w:t!1'h 

·~, 

Cose Info 

------" ....... 
t:1i&m..~ C~til "rU..~l.(:\tia-H.o.t:!ili'"ttS.4'.l.UC:t);S-~oAsbl*·S~Sl.arott.MI ·P.wdiiini ·.tnl ·\10li'IW.~bA.!i1~ 
s~ i11JiJ«1'Prtt.O·~it..U~:otlU.,Jr:.1c';o11JUlfJUCG~l·[~~"r;t.-,.~ .. :'\J~'ll. 
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FCC Computer System 
User Rules of Behavior 

POLICY FOR USE OFCOMPU._T_E_R_R_E_S_O_UR_C_E_S_. ---- - - -- ·- ··--·-- ·-. 

As an employee or contractor of the Federal Conununications Commission (FCC), you arc required [0 be aware of, and CQmply 
with 1he FCC's policy on LL~agc and si.:!.:urity of computer resour.~cs, per OMH Circular A-130, Appendix Ill. Use of this 
system is for FCC :1111lmrized pmpo~cs only_ Any other u;;c may be misuse of Govenurnmt pmp~riy in violation of fodcral 
regulations. All information in this sysl<"rn is :iubjcct to access by authorized FCC pel'!lonnel :u any time. lnclividual users have 
no privacy interest in such infomiation. 

YOU ARI<~ RESPONSIBLE FOR ALL ACTIONS PERFORMED WITH YOUR PERSONAL USER ID. 

• UserIDs and passwords are for your individual use only. and are confidential FCC information_ 

Your UserrD and pa.~sword musl be used s11lely to acce."s computer resources for the perfonnance of your official 
FCC job functions. (Refer to 5 CFR Part 2635, "Standards of Ethical Conduct for Employees o!' the Executive 
Branch.") -

POLICY. STANDARDS, AND PROCEDURES MUST BE FOLLOWED. 

• Use of all computer resources, including personal computer:;, laptops, nil parts of the FCC Network, communication 
lines, and computing facilities arc restricted 10 FCC-authorized purposes only. 

• Yuu must be aware of, and abide by the "Compuier Fraud and Abuse Act of 1986" (Public Law 99-474). the civil 
and criminal penalties of the Privacy Act, the Trade Secrets Act (18 UXC 1905), and other Federal Regulations 
applying to unauthorized use of FCC files, records. and data. Training will be provided to educate you about your 
responsibilities under these statutes. 

• Be aware that all computer resources assigned, controlled, accessed, and maintained by FCC employee and 
contractor personnel are subject to periodic lest, review, and audit. 

ACCESS TO INFORMATION MUST BE CONTROLLED. 

• 
• 

• 

• 

Access only the infom\ation for which you are aulhorized, and have "ncc<l 10 \o1ow/acccss." 

Do not leave computers logged on and unattended. Log ofT, use "lock workscation" feature, or use acc.:css control 
software (i.e., Screen Saver with password) during unattended use. 

If you know that a person, other than yourself, has used or is using your userlD, you must report the incident 
immediately to your supervisor and the Computer Security Ir. 

Take steps necessary to maintain security of computer files and reports containing FCC infom1alion_ 

YOU ARE RESPONSIBLE FOR THE PROPl<:R USF. OF YOUR COMPUTER RESOURCES. 

• 

• 

• 

Only use FCC-approved software, and comply with vendor sofiware license agreements . 

Back up your programs and data on a regular basis, and do not store sensitive or mission-critical data on your PC's 
hard drive. 

All FCC computer resources, including hardware, software, programs, files, paper reports, and data are the sole 
ro crt · of the FCC. 

USER CERTIFICATION 

I certify 1hat 1 have read the above statements, fully undeniland my responsibilities, and agree 10 comply. 
I recognize that any violation of the requircmcms indicated above may be cause for disciplinary action.-;. 

Name (plc 

S ig:11aturc: 

BureauJOffice: E_B,11_ 

Date: ;3 

FonnA-201 
Revised June 2006 
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MEMORANDUM OF INTERVIEW (continuation sheet) 
acknowledging that the warning had been provided and explained. -,-r-eq-u~e-st_e_d_th_a_t_th_e_ 
form section identifying the misconduct be completed before the form was signed and 
- agreed to complete that section at the conclusion of the interview (the form was 
completed and signed at the conclusion of the interview and is attached to this MOI). 

- is a GS-0855-13 Electronics Engineer with the- Field Office of the 
Enforcement Bureau (EB). started his career with the FCC as an Electronics Engineer 
in 2001. reports to who is the Director ofEB's Field 
Office. has reported to for iroximately 1 Yi years. 's work 
hours are flexible because of the type of work that does (pirate radio investiga~ 
- sometimes comes in as early as 9 am and sometimes as late as 11 am. -
~ stays in the office late into the evening sometim~ as late as midnight. 
- is frequently the last erson to leave the office. -·s flexible work schedule 
was verbally approved b who in turn had to get approval for this flexible schedule 
from the Regional Director. teleworks every Monday and also teleworks on an Ad 
Hoc basis with supeivisory approval. 

- owns an apartment building located at-· 
purchased the building in 2006 and has owned the building for 

urchased the building as part of a program offered by the city 
. The rogram is run by a church and designed to keep neighborhood buildings 

stated that I was lucky to get the building. Over 3,000 people applied for 
chase thirteen buildings. The program requires that the owner live in the 

lives in an apartment in the building and that the building has two other 
apartments that rents to tenants. The rent paid by the two tenants essentially covers 
the mortgage for the building. One tenant has been in the apartment for two years and that the 
other has been in the apartment for almost two years. One of the tenant's pays the rent annually 
and that the other pays on a monthly basis. 

asked if running the apartment building is a "for-profit commercial acti;· ." 
stated tha does not consider the apartment building as a business that is running 

and that the work s associated with the property is the same as the work donei any 
homeowner. does v-little work related to tenants and that, in fact, has very 
little contact with the tenants. asked if makes a profit on the building and 
- stated that the rent paid by tenants covers mortgage payment. 

- admitted that.has used. FCC-issued computer and the FCC network to perform 
achVIhes related to the apartment buitdlng. - asked- to provide examples. 
- stated that one of- tenant'S.£!YS the rent online to Capital Bank and that I receives 
an email message from Capital Bank to. FCC email account indicating that the rent payment 
has been made. ~ccesses a link in the email message to confirm the payment and the 
payment is deposited in his account. 

asked if- is managing a remodeling project at the apartment building. 
stated tha'f91sli3ving remodeling work done on the bathroom in the apartment that 

I ~;~~~~0023 I Case Title: 
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MEMORANDUM OF INTERVIEW (continuation sheet) 
I occupies in the building. The remodeling project was started in the spring of this year (2014) 
and was recently completed. The project did not involve any work on the apartments occupied 
by. tenants. ~e remodeling project, .used. FCC email accowit to correspond 
with vendors. - could not estimate the number of email messages with vendors. II 
also used to FCC network to access the internet to research materials related to the remodeling 
project (e.g., Google searches for Kohler faucets and marble . would sometime perform a 
search and minimize the results explaining that a review of cess would show activity even 
when--wasn't actively reviewing the search results. made an effort to minimize the 
use otm email account and the FCC network to perform activities related to the remodeling 
project. 

- also has pictures of the apartment building onllFCC-issued computer. -
=:bte to provide an estimate of the number of pictures of the apartment build.in~ 
FCC-issued computer but stated that they are "in a folder" on the computer. The pictures were 
taken with an FCC-issued camera. The pictures were not taken for reasons related to. 
management of the building, but sim 1 to show coworkers. is aware of the pictures. 
II has shared the pictures with because has expressed an interest in the 
remodeling project because ) is also cons1 enng a remodeling project. -
claims I has shown various pictures of items that have been installed. 

- asked if there would be doclUllents related to the apartment building on. FCC-
issued computer. stated that there probably would be documents on the computer. As 
an example, fated that there would probably be a blank copy of a lease agreement on 
the computer. asked if there would be documents related to the apartment building on 
the FCC network (either the shared K:\ drive or his N:\ drive network share). - stated 
that there would not be documents on the shared K:\ drive but there would possibly be 
documents on the N:\ drive. 

asked i~ is familiar with the Commissio~r security policy. 
stated tha~liar with the rules of behavior. - provided a copy of 

•

' s· ed rules of behavior form and- confnmed that it was. signature on 
the form. stated that it is widerstanding that the Commission's limited use policy 
allows the typ omputer activity It llhas conducted. It is II widerstanding that personal 
use of Commission computer resources is allowed if the resources are used in moderation. 
- widerstands that the Commission computer r~sources cannot be used to access 
ina ro riate sites and that personal use should be limited to breaks and use during lwich. 

has never raised the issue of personal use of Commission computer resources. 
asked if-was familiar with section 2.0.2 of the FC~ecurity Policy 

entitled "Broad Organization Policies." Specifically, - asked- iljlwas 
familiar with the section of 2.0.2 that states that "(s )taff using FCC information systems or 
accounts must not participate in unethical, i~appropriate activities, such as: for-profit 
commercial activities (emphasis added)." - was not aware of this specific prohibition. 

- asked how- found tenants for the apartment buildin 
~nants through real estate agents and through word of mouth. 

l_ca_s_e-Num_b_c_r: _______ lCase Title: OIG-1-14-0023 _ 
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MEMORANDUM OF INTERVIEW (continuation sheet) 
real estate agents to locate tenants that, in fact, the prospective tenants pay real estate agents to 
locate apartments. 

- asked- whyl gave II FCC email address to tenants. 
~s because this is the easiest and quickest w~ touch. 
personal email messais in. FCC email account. -'s tenants usua 
they need to contact for some reason. · · 

stated that 

- stated that, as a result of this investigation, llrecently purchased his own computer 
and established a personal email account, but acknowledged prior to this purchase.had used 
II FCC email account for various documents, websites, businesses when an email address was 
required. - stated that. is in the process of unsubscribing to websites and businesses 
that used~ssion emaJ-:iccount as a means of notification and that I will use II 
personal email account in the future. 

I Case Nt.UUbcr: 
OIG-l-14-0023 

I Case Title: 
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UNITED STATES GOVERNMENT 
FEDERAL COMMUNICATIONS CO:MMISSION 

OFFICE OF INSPECTOR GENERAL 

MEMORANDUM 

DATE: October28,2014 

TO: David L. Hunt, Inspector General 

CC: -· Deputy Inspector General 

FROM: 
Attorney, 

, Assistant Inspector General for Investigations,-· Investigato1y 
, Investigator 

SUBJECT: Investigation into Abuse of Power by FCC R~gional Director 

Background· of Investigation 

On December 30-20i3 a written statement was provided to the Office of Inspector 
General OIG in which - alleges that EB- Regional Director 

I) committed perjury and 2 made false statements in II written l;!tatements in 
, a complaint filed b .in March 2013 and is still pending before the 
also alleges that 's denial of a 2012 end-of-the-year performance 
was in retaliationJ~~;.~~;roviding testimony in an earlier EEO complaint, 

, involving another- Regi.on employee. 

1 Agent~ Federal Communications Cominission (FCC) Enforcement Bureau (EB), District Office 
Case Number: Case Title: 
OIG-1-14-0017 Allegations of }lerjury and False Statement in EEO Proceedings by FCC Regional Director 
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REPORT OF INVESTIGATION (continuation sheet) 

OIG Investigators undertook this investigation to determin:e whether- abused. 
position as Regional Director by (~alse statements in an EEO proceeding and/~:j 
engaging in retaliation in denying- a performance award in 2012, the same ye 
was deposed in aD.other.employee>s EEO case. We found no evidence of abuse of authority. 

Scope Of Investigation 

FCC OIG staff conducted inte1views and reviewed and analyzed relevant materials as 
detailed below. 

Inteiviews of 

• Regional Director for the Enforcement Bureau (EB) 
• , EEO Investi ator at First Tech hired by the FCC to conduct 

the Investigation and futeiviews of v Federal Communications 
Commission FCC Case Number 

Background 

directly reports to 
C et. starte at e Comnnss1on in 1994 in the Ca e D1v1Slon, and has worked in the 
Office of General Counsel (OGC) and Office of Engineering Technology (OE1). 

OIG Investigation 

2 

Case Number: 
OIG-I-14-0017 

Case Title: 
Allegations of Perjury and False Statement in EEO Proceedings by FCC Regional Director 
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REPORT OF INVESTIGATION (continuation sheet) 

The OIG inyestigatioll focused Oil two questions concerning potential abuse of power that 
are essentially intertwined. First, did-- give a false statement to the FCC's investigator in 
-·s EEO ptoceedin when~-· ainedll rationale for denying- a 
performance award; 2 was denial of 's perfonmµ~ce award in retaliation fqr. 
participation in the case. 

False Statement Relative to Performance Award 

In fintherance of the- Complaint, - was interviewed by EEO Contract 
Investigator-o~ut October 1~ explained that, to detenn.iti.e 
performance~(l}conferred with the ~oil District Directors, Deputy 
Regional Director and Regional Counsel on preliminruy recommendations forperformance 
aw.ards of-Regio.n emp~(2) al:'proveci submitted support~g justi~cations and 
wnte-ups for employees m the- Region offices from recommending officials; (3), 
approved awiirds for - Region employees as the approving official ~d; ( 4) submitted 
the- Region award paperwork to the Enforcement Bureau Fr~nt Office for approval and 
processing. In this case, the paperwork was submitted to E13's Front Office on July 31, 2012.3 

S ecific~lly,- told- ~atll,-, consulted with-
, Re ·ollCounselw~2012 er~periodhadwor~y 

with and Sr. Agent on office cases. As pa.ii ofll 
review of every sanction proposed by the agents,- reviewed the Enforcement 
Bureau Activity Tracking System (EBATS ors c1ency au~pleteness of evidence 
supporting the sanction. (EBATS is the database that stores factual entries, 
inspection/inves:tiga.tiv.e files and evidence fo~ase handled within the office). -
c,tid not consult w~th Acting District :Oirector-, as I had just been named Acting District 
Director several days before·the award allocations were distributed to the Regions. 

According to. statement in the- Complaint proceeding,- and
discussed and review:r'the criteria, data, ::IYsis and justifications for a~ th~ 
- ?ffice staff. a_ls? stated that• discuss,ed an~ expiained the basis and 
JUstrficaticin for rece1vmg no awar~thll superv1sors.4 

Case Number: 
OIG-I-14-0017 

Testimony 
Tcstimon 

Case Title: . 
Allegations of Perjury and False Statement in EEO Proceedings by FCC Regional Director 
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REPORT OF INVESTIGATION (continuation sheet) 

In the - Complaint proceeding, - explained that did not receive 
a performance _award_ in 2012 because I did not ~eet the criteria_. stated that' 
perf01mance did not nnprove the efficiency, effectiveness, or economy of the FCC; 
performance was not beyond normal cluties, an~thing special or sii. ficant warranting 
recognition.5 In addition,- stated that-'s ~e of duties and 
responsibilities was not what was expected of a GS-13 with-'s level of experience; I 
neglected to follow established guidelines and protocols; ··made errors in researching 
background information, documenting case evidence, anddrafting sanctions; and I had 
difficulty following instructions. 

In~esponse to the EEO investigator,-, addressing a particular case 
assigned t~, stated: 

- went out on the case about nine different times, 
attemptrng to find the signal, but failed. Because this was a critical 
infrastructure interference matter, the case had to be reassigned to 
t~e Sr. A~ent who foWld the source of the interference II fust 
tnne out. 

Itis this statement that- alleges to be false. 

OIG investigators reviewed the EBATS entries related to the statement in question. In 
an int~rview con?ucted by C?IG investigato_rs, - ~as sp~~ed to cl~"i~y and 
explam the notations found m EBATS, which was supplied by-mll ongmal 
complaint. As noted above, EBA TS is a record keeping sy-sterp in which Enf()rcement Bureau 
Agents log their efforts when working a case. During the- Complaint interview
~ad to "send a senior agent on the case" in ques~ocate the source of a s;r:
- had been unable to do so over a several month period. - also stated that the 
semor agent located the source of the signal on the first by. 

However, the EBATS hist01yappears to show that the senior agent may have actually 

5 Page10, 
6 Pa 10. 

Case Number: 
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REPORT OF INVESTIGATION (continuation sheet) 

gone out three times, as opposed to once as stated by- in the EEO interview_ 7 

ex lained to OIG's investigators that, on March 13, 2012, the senior agent, II 
•• an did go orit on the case in an attempt to track down the signal. On that same 
d:;i,y the signal was tracked to a single block area. No further tracking was completed that <lay as 
the agents ran out of time. EBATS shows that- continued to work the case between 
March 26, 2012 and May 10, 2012 and visited the general area 9 (nine) times but was unable to 
locate the specific source of the signal. According to EBATS on May4, 2012,- returned 
to the single block area originally identified and determined the source of the si~ specific 
~- Access to all floors of the~ was denied on that dayfor security reasons, but 
- and , another- Region EB employee, were told by buil~ 
security that access could be granted in approximate~y one week. On May 15, 2012,. _and 
- we1~_.~;ranted access to the building by security and the specific source of the signal was 
~d .• and- were able to locate the signal as soon as access was granted. 

OIG investigators also interviewed _ The investigator stated that Ill did 
not see any material difference of facts and did not see a need. to verify information through 
additional witnesses .• had no issue with-'s veracity in the "EEO investigation which 
would cause the EEO investigator to search for additional evidence. 

While in the first instance, it is within the jurisdiction of the EEOC to determine whether 
made a false statement in the - complaint proceeding, we nevertheless conclude 

's.explanation of the EBATS notations of the number of visits by the senior agent 
versus comments made to the EEO investigator were reasonable an~ed. While the 
senior agent was physically on the site three times, the explanation by- of the 
events/timeline gives credibility to II response and no falsehood should be associated wittm 
response. 

Case Number: 
OIG-I-14-0017 

7 
It is this statement that- alleges·to be false/perjury. 

Case Title: 
Allegations of Perjury and False Statement in EEO Proceedings by FCC Regional Director 
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REPORT OF INVESTIGATION (continuation sheet) 

Retaliation 

In inter\riew,- told.GIG ~rs that. hadri-oowle e of the 
substance of 's deposition in the- case. Moreoyer, .ovided 
OIG no eviden denial of a performance award to. pai1icipat1on m e 
case. Rather, is, in effect, requesting us to conclude that, because 's 
justification for the award denial included a statement that I alleges is false, the denial was 
unjustified, and ergo, .was based on retaliation. 

We cannot make such a leap. First, as stated.above, we conclude that~ 
statement to the EE. 0 inve-ti ator was reasonable and justified. Regardless, ~ . 
statement had been false, adequately explained that the reason for not giving 
- a perlormance awar was specifically based on the fact that I did not perlorm at a 
level justifying arid award arid was unable to perform the job based on the standard of the GS13 
(not merely on the singular incident upon which the alleged false statement focusses). 

Recommendation 

Because we found no merit to the allegations presented by- it is recommended 
that this case be closed out without further investigation. 

Case Number: 
OIG-I-14-0017 

Case Title: 
Allegations of Perjury and False Statement in EEO Proceedings by FCC Regional Director 
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DATE: September 15, 2014 

UNITED STATES GOVERNMENT 
FEDERAL COMlvfUNCIATIONS C01\1MISSION 

OFFICE OF INSPECTOR GENERAL 

MEMORANDUM 

TO: David L. Hunt, Inspector General, Federal Communications Commission 

CC:-, Deputy Inspector General, Federal Communications 'Commission 

~'Assistant Inspector General for Investigations,-, Investigator, 
~ter Forensics Investigator 

SUBJECT: 

Background 

Tue Office of Inspector General had received information that -) an 
employee in CGB may have been.ellin items while on official duty hours and that some of the 
items may have been counterfeit. was interviewed by OIG investigators who also 
conducted a forensic examination of computer. 

Findings: 

Tue forensic examination found no evidence that- was en~ed in selling any type of 
merchandise. During the intervie~ was directly asked it. sells items while at work. 
- responded by saying that ~old things but that it has been "at least a year'' since 

I Case Number: I Case Title: 
OIG-1-14-0011 -
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REPORT OF INVESTIGATION (continuation sheet) 

11 Iast sold anything. - explained that II has sold gloves, hats, candy, wrapping paper 
and cakes as part of fund raising efforts for a "steppers group". and. sister are involved 
with, as well as fol church and for. nephew's school fund -raising efforts. When asked to 
quantify the times has sold items, stated "a million times" over. forty year career. 

- did not solicit sales throughout the Commission, but would only approach~ 
friends/coworkers who II thought may be interested in the products_ According to , none arm sales were for profit at any time, andll sales efforts were conducted only durin 
lunc!feriod. The merchandise was obtained through various fund raising vendors. stated 
that. has accepted cash and checks and that the amounts were never over $10. · 

- denied ever having sold knock-oft7bo.tle ged/counterfeit items. II further denied 
attempting to sell, or selling DVDs or CDs. indicated II was a board member of the FCC 
Recreation Association (FCCRA) for many years, but was not involved with selecting vendors 
and claims no association with any of the vendors at any time. 

FCC OIG has received allegations that vendors associ~ted with the FCCRA sell counterfeit 
merchandise, and at least one such vendor bas admitted this. Thus, - was provided a copy 
of a letter that the Immigration and Customs Enforcement agency provides to individuals 
regarding possession and/or sale of counterfeit merchandise. 

Conclusion 

Based on the forensic examination and responses to questions during the interview, we cannot 
find evidence to suggest that- is, or was involved in the selling of counterfeit/bootlegged 
merchandise. However, even though- admitted to selling fund-raising merchandise in the 
building, short of time consuming smveillance or evidence provided by emp.o ees who 
purchased goods from-, there is no way to either rebut II claim that engaged in this 
activity solely during her lunch hour, or whether what. exceeded acceptable limits of 
personal activi!Y- We had only a vague allegation from the whistleblower and found no evidence 
to rebut-'s statements, and we are not inclined to engage in surveillance in this case. 

Recommendations 

I Case Number: 
OIG·l· 14-0011 lliiiliill 
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UNITED STATES GOVERNMENT 
FEDERAL COMMUNICATIONS COMMISSION 

OFFICE OF INSPECTOR GENERAL 

MEMORANDUM 

DATE: September 16, 2014 

TO: David L. Hunt, Inspector General 

CC: -, Deputy Inspector General 

FROM: 
Attorney, 

, Assistant Inspector General for Investigations,-· Investigatory 
, Investigator 

SUBJECT: Gross Mismanagement And Gross Incompetence By-

Background of Investigation 

On April 3, 2014, a Federal Communications Commission (FCC) employee 
(WHISTLEBLOWER) in the- office in the Enforcement~ filed a written 
complaint with the Office of Inspector General (OIG) alleging·--), my 
supervisor at the- Office is engaged in on-going gross mismanagement ~buse and 
I or waste.'' On April 7, 2014, WHISTLEBLOWER followed up with an additional email 
complaint stating, "I'd like to add that- is a GS-15 and has not and cannot write anything 
beyond a simple email. -has never written a technical or legal summary of any sort, 
cannot recommend a policy, cannot give coherent instructions verbally and much less in writing, 
and- cannot review enforcement actions." 

Case Nwuber: 
OIG-I-14-0020 

Case Title: 
Gross Mismanagement And Gross Incompetence By ... 
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REPORT OF INVESTIGATION (continuation sheet) 

Scope Of Investigation: 

OIG reviewed the matter and determined the WIITSTLEBLOWER's allegations 
concerned performance/management-related activities and thus more appropriately fell within 
the jurisdiction of the operating Bureau.in the first instance. On April 8, 2014, Assistant 
~ral for Investigations (AIGI)- referred the matter to 
-·Deputy Chief, Enforcement~ction. On July 9, 2014, 
foiwarded the matter to-. EB's former Acting Chief of Staff: and 
-,EB'snewC~ 

Findings: 

On July 14, 2014, EB concluded its review of the WIIlS1LEBLOWER's complaint and 
forwarded its report to the OIG. EB's findings indicate that there is a "larger, ongoing 
~ment conflict between WIIlS1LEBLOWER and-." EB management in 
- and in DC have been actively working to resolve this conflict. 1 

Conclusion: 

OIG has reviewed EB 's response and based on its evaluation, finds the allegations are 
unfounded and no additional action is warranted. EB management is aware of the situation 
between management and staff in the- office and is attempting to take proactive steps to 
mitigate and abate the situation to the satisfaction of the WIIlSTLEBtOWER, while supporting 
the mission of EB. Further steps and actions should be address by Labor Relations. 

Recommendation: 

It is recommended that this case be closed out without further investigation. 

1 Pa2c I. Enforcement Bureau Rcsoonse to Office oflnsoector General Conccmine. Grievance filed bv Whistleblowa 
Case Number: Case Title: 
OIG-I-14-0020 Gross Mismanagement And Gross Incompetence By .. 
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DATE: March 26, 2014 

NON-PUBLIC 
FOR INTERNAL USE ONLY 

UNITED STA TES GOVERNMENT 
FEDERAL COMMUNICATIONS COMMISSION 

OFFICE OF INSPECTOR GENERAL 

MEMORANDUM 

TO: Bureau Chief Public Safety and Homeland 
Secunty Bureau, Acting Chief Human Capital Officer 

FROM: David L. Hunt, Inspecto~a.L.t.,) 
SUBJECT: 111-
Attached hereto, and forwarded with my approval; is a memorandum concluding the Office of 
Inspector General's inquiry into the above~captioned matter. 

Attachment 



DA TE: March 26, 2014 

TO: David L. Hunt, Inspector General 

CC: -· Deputy Inspecto 

FROM: , Assistant Ins. 
Forensics Investigator,·-·, 

SUBJECT: 

Overview 

UNITED STATES GOVERNMENT 
FEDERAL COMMUNCIA TIONS COMMISSION 

OFFICE OF INSPECTOR GENERAL 

MEMORANDUM 

Computer 

On March 12, 2014, l, Chief of the Operations and Emergency Management 
Division within the Public Safety and Homeland Security Bureau (PSHSB), contacted the 
Assistant IG for Investigations and reported possible computer misuse (pornography) by one of 
his employees. On March 15, 2014, the OIG Computer Forensics Investigator contacted 

to obtain additional information related to the allegations. -: suggested 
contacting -· the direct supervisor for the. person suspected of computer misuse. 
On March 18, 2014, the Computer Forensics Investigator spoke with- about the 
allegations. rovided an overview of the- systems operated at PSHSB's facility 
in-· - explained that, because of the unique nature of the work 
being performed, the workstations used in the - facility are not built on the standard FCC 
baseline image. - further explained that - employees use a shared account on a 
shared work~tation to access the FCC network for Internet access and to check Outlook email. 

I 
Case Number: I Case Title: 

. OIG-1-14-0018 _ --
~~~~~~~~~~~~~~~~~~~_, 
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REPORT OF INVESTIGATION (continuation sheet) 

shared workstation to access the FCC network for Internet access and to check Outlook email. 
Last! explained that the employee suspected of computer misuse, -

, is a probationary employee and that the probatioi!!ieriod ends on April 7, 
2014. Based on the allegations, OIG initiated an investigation o . Specifically, 
OIG investigated allegations that used a shared F computer to view 
pornography. 

Our investigation found evidence that used an FCC computer to view 
pornographic material in violation of the Commission's directive and policies governing cyber 
security. 

Investigation 

To investigate this matter, OIG investigators performed the following steps: 

1. Obtained and reviewed screenshots of Mozilla browser history !i!iiirtedl from the 
workstation located in PSHSB's facility in . 

OIG received two (2) pages of browser history screenshots showing activity or the 
period from March 7, 2014 at 7: 16 am EST through March 9, 2014 at 7 :51 am EST. 

2. Obtained and reviewed Blue Coat firewall log for the period 3/8/2014 between the hours 
of 7 :00 am and 3 :00 pm for client IP = 
workstation) and web application= «YouTube." 

3. Obtained and reviewed event logs from the 
period from 8/13/12 at 2:04 pm through 3/14/14 at 3:34 pm. 

workstation for the 

4. Obtained and reviewed the employee sign in log for the- Center for the March 2014 
(log is erroneously marked "Mar 2012"). 

5. Obtained remote access to the-workstation using Encase Ente!J>rise 
and performed a limited scope ~n of the workstation. 

Finding: Prohibited Use of Government Equipment (Desktop Computer) 

Our investigation found evidence that- used an FCC computer to view 
pornographic material in violation of ~n's directive and policies governing cyber 
security. 

l-C-as_e_N_um~be_r_=~~~~~~ ........ 1-CaseTrtle: L...~~~~~~~~~~~~~~~~~~~--l OIG-I-14-0018 .. 
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REPORT OF INVESTIGATION (continuation sheet) 

FCC Directive FCCINST 1479.4, entitled "FCC Cyber Security Program" and effective May 1, 
2011, establishes policy and assigns responsibilities for assuring optimal levels of protection 
required for FCC data and information systems. Section 7.12 of the directive, entitled 
"Authorized Network/Workstation System Users", states that Users must: 

• Read, sign indicating acceptance of, and comply with the FCC Computer System User 
Rules of Behavior; 

• Use FCC information system resources only for authorized FCC business purposes, 
except as provided by the FCCs limited personal use policy; 

• Be aware of their responsibilities to comply with this directive; 

The Commission's Cyber Security Policy, version 3.5 promulgated by the Office of the 
Managing Director and effective June 20, 2013, establishes the security policies, consistent with 
Federal regulations, mandates, and directives for the protection of FCC data and information 
systems using a risk-based approach. Section 2.0.2 of the Cyber Security Policy, entitled "Broad 
Organizational Policies", states the following: 

• Staff must adhere to the security policies contained in FCCINST 1479.4, this policy 
document, and the FCC Computer System User Rules of Behavior (FCC Form A-201). 

• Staff using FCC information systems or accounts must not participate in unethical, illegal 
or inappropriate activities such as: for-profit commercial activities, pirating software, 
stealing passwords, stealing credit card numbers, and viewing/exchanging inappropriate 
written or graphic material (e.g., pornography). 

Section 2.8 of the Cyber Security Policy, entitled "Policy Violation and Disciplinary Action", 
states that "Cyber security-related violations are addressed in the Standards of Ethical Conduct 
for Employees of the Executive Branch (5 CFR Part 2635); FCC employees may be subject to 
criminal, civil, or disciplinary action for failure to comply with the FCC security policy." 

Section 2.11 of the Cyber Security Policy, entitled "Internet Usage'', states that "You must not 
use the Internet to view or download pornography." 

FCC Form A-201, entitled "FCC Computer System User Rules of Behavior" revised in January 
2006, states that "Use of all computer resources, including personal computers, laptops, all parts 

I 
Case Number: I Case Title: 
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REPORT OF INVESTIGATION (continuation sheet) 

of the FCC Network, communication lines, and computer facilities are restricted to FCC-
authorized pmposes only. A copy of FCC Form A-201 signed by on April 8, 
2013 is included as Attachment # 1 to this Report of Investigation. 

To investigate the alle-tion, the Computer Forensics Investi ator obtained and examined log 
files from the PSHSB network, event lo s from the workstation, 
Internet browser histo screenshots from the workstation and employee 
sign in logs from the facili . In addition, the Computer Forensics Investigator obtained 
remote access to the workstation and extracted and reviewed Mozilla 
Firefox browser artifacts. 

The Security Event Log for the workstation shows that the workstation was 
used to access the Outlook ma· ox fort e account on March 8, 2014 at 
7:00:01 am EST. The log also shows that no other Outlook mailboxes were accessed from the 

workstation on March 8, 2014_ The Securi~nt Log for the 
workstation (the other workstation used by- employees to access the 

Internet and Outlook) shows that the workstation was used to access the Outlook mailbox for 
account- on March 8, 2014 at 7:04:09 am ES~orensics Investigator 
did not find any evidence that used the-workstation to access 
his Outlook mailbox on March 8, 2014. 

screenshots, Blue Coat log files, and Mozilla Firefox history file obtained 
workstation showed that the Mozilla Firefox browser on the 

workstation was used to access eighteen (18) webpages that appear to 
contain pornography based on the title of the webpage. To determine if the webpages contained 
pornographic material, the Computer For~nsics Investigator used a workstation not connected to 
the FCC network to navigate to the webpages. For those webpages that the Computer Forensics 
Investigator was able to access1

, the Computer Forensics Investigator briefly previewed the 
video file and took screenshots showing video content The detailed results of the examination 
of webpages including screenshots showing video content are included in the Appendix to this 

1 
The Computer Forensics Investigator was not able to access all eighteen (18) of the video files that appear to 

contain pornographic material. Some of the video files were marked private and others bad been removed from 
YouTube. Private video files can only be seen by the person uploading the file and those persons designated by the 

on u load.in the file. 
Case Number: 
OIG-I-14-0018 
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REPORT OF INVESTIGATION (continuation sheet) 

Report of Investigation. 

In addition to showing access to webpages that appear to contain poruographic material, the 
browser histo screenshots, Blue Coat log files, and Mozilla Firefox history file obtained from 
the workstation showed that the Mozilla Firefox browser on the 

workstation was used to access a Yahoo Mail account four ~es on 
March 8, 2014. The account name associated with the Yahoo Mail account is __ The 
Computer Forensics Investigator did not subpoena account information from Yahoo to determine 
conclusively that this Yahoo Mail account is associated with . However, the 
~ensics Investigator believes that this Yahoo Mail account is associated with 
- based on the account name. 

Conclusion 

Our investigation found evidence that used an FCC computer to view 
poruographic material in violation of the Commission's directive and policies governing cyber 
security. 

Recommendations 

Attachment 

Attachment #1 FCC Computer System User Rules of Behavior signed by 
April 8, 2013 

on 

2 The-Yahoo Email accooot was accessed at 07:07 hours, 09:34 hours, 11 :47 hours, and 13:06 hours on 
March 8, 2014. 

l-C-as_e_N_umb~-~-=~~~~~~-1-CaseTitle: '-~~~~~~~~~~~~~~~~~~~~~ OIG-I-14-0018 _. 
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REPORT OF INVESTIGATION (continuation sheet) 

Appendix - Detailed results of the examination of webpages with screenshots showing video 
content 

Date/rune We e 
3/R/2014 7:42:22 AM hnp://www.yolJfube.comfw<itch?v=XmIN-SKzgQo .,. + 18 Brasil Movie - Doce Delirio - YouTube 

Va •18SrasliM<r.le-Y~~Tu " 
- . ··-·· -- ···- -·· -·· 

.... - e Ll IVWV'-YOUtubemm/re~_dt~:~eilrrhJ]llf:')!=S?8l 11%?Jfl~a~Ho?CMnvi!'ilwn=3 
. m Appi; CJ COllYl'UC• 0 CompoA..- Stuff C:: 11-scs D fo<lml ~-Jes C"J for•"''' ta~ D F•n:nSJCl D Home D N.... 0 Personal 0 Prof ... lonat Oll;IS D Tnl 

vouom =-
fl Y/11"1 b l'io:cn 

e ~yChonnel 

i Hlotor; 

0 Vlot<h 1.<>1¢• 

1'1.AYU'n 

" Li~drld••• 

•UH5CRIPTIOll5 

I Earthlrek5Cl1mting 

0 Sm••• cllonn•I• 

l) Vonoi;e ou>oaiptiono 

~l;'l/\'lh>)-OiJlLbt.c'O-rn/fttd/~ubK11p1.i::i11~ 

+18 Brasil Mo\lie 0. 

l"ncrs ""' 

Did ycu mean: ~18 flnizil r.lovie 

.,.18 Brasil Movie l A oama da zoni I Full Movie 
~vaaco1eeaumo1n · 1 •fP-eK aoQ • 3.9>~ m"s 
~~e movies.new mo,1es no~orrr.o-1ies.ru1 mt,.le.fJU m~\1e$ t-a!estF~D 
Movie,La:e•t ful En~lll•h Mo<io fL11 I Ur><t: lfov,e.En-~\>h • 

By• By• Br.ull ,980 Movie Cllp 
byltatfHotlalonl - i noctJ: •go • 3.793 ''1ows 

i'"i.0lia~ rnovio to-wr t:o-1,it:.li~r: milr wt:o wont lo m::ir.::i.ib~3n lcb itilbJn h~tlf:if,;:ii :1ot 
stunna~sn movies .. 1a11~n lli mo\1es"1ta1an . 

11 • +18 Brasil Movie_ At ClelfciilS Ca Vi~a _Full Movle.mp4 

+18 8f3511 Mov1e-1 As Darlcias !la Vida I Full Movie 
~Y Sloerm ltleme f!'l • 17 ~ouri lOn 
lf.W 

+18 Brasil Movie -Doc:e Oelirio 
byAdultrllm~ 2014 ~ • ~ dJJ~ .o-go · ::?s \1ew~ 

lEW 
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REPORT OF INVESTIGATION (continuation sheet) 

Date/Tune We a e 
3/l!/2014 9:47:19 AM http:/lwww.youtubc.com/watch?v=-Sf8Y .. 1gNtY 

'a~.S¥rftw1nrFa:shi~x 
~~==~==~==~==~""""=== 

E- -c· C j \'M'w.youtubc..:om,v;ouJ-.?,•• ··Sffff~qt-t'I 

Name 
""Playboy Swimweac Fashion Show - Miami Beach -
YoaTube 
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Name 
3/812014 9:47:35 AM http://www.youtube.com/watch?A>t591-00UJ8 ""TOPLESS MODEL SHOOT - You Tube 

fa -i!lPUi iiciuil5iioo1- -;; 
- - -""~·-

+.-- ..:. C ~ \Y\V'W.~ube.com/\,1~·<?-:-:h""v~::'!~'";."9! cCltJf; 
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REPORT OF INVESTIGATION (continuation sheet) 

Da!clrUDC We 
3/812014 9:49:38 AM http://www.youtube.com/watch?v=IBRJuf6yb2c Sexy Bikini Girls! 'Mexico' -You Tube 

Vii:ii~~-G..b,-~,.,;~;-~ 

E- -,' C' j '"'"v.yoU11Jbe-0:1m/xotoh'.»m~t11!'3~b?r 

;::;Appo CJc,,.,..,w, QCompii«Sblll C)Ollebms 0f•dcl•1'gco<:ios DFou:,,.idol> DF=mocs o- o~i.w. (JP .. -• Dl'1or ....... 1o.-g, C!Tn .. og D~1tt.;.eondHi>tO'Y 

You(DI =-
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REPORT OF INVESTIGATION (continuation sheet) 

Datcllune Webpage Name 
3/812014 9:51:42 AM http://www.youtube.com/watch?v=g-COifOlshk ,.. Happy Boob Year 2010! - YouTube 

r .. ,._Boe••co•mO!· ~t:ll!ll!!!ll•••••••••••••••••••••••••••••••• 
f- -- C -~ WV."W.you{ube.<011"\''"•tc'''·~~·-CO'iClsh~ . 
mi.,... Dc:o ...... Deem,.,. .. - Do ......... Dfodo•~Af<r"lts t:l-fl<kllb D- DHom< Dlltw1 b- DPo:l-Otts (;:JTMing ci...-.. d.-1]' 

- ---··--" ·~ ···-····-----··------·-·-·--·-·-·-·-·-·-·--··-·····-····--···---·--··--·- -· -··-·---··------···· 

l ~~~~:7!~~~ 18 I Case Title: 

...___ --------'-'·--------~ 
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REPORT.OF INVESTIGATION (continuation sheet) 

Datclfime Wcbpage Name 
3/812014 9:51:54 AM http://www.youtube.com/watch?v=3KkXS41GZDA " phlm sex chong di ~ng vq a nha mc}t minh ng~i 

tlnh 2014 - YouTube 

rapt.imsn:~'!~·~:"'ri.~ x_~,::; .. :l .. 111 .. !!II_ !!1.1 .•.•. 111 ..••.•................................. 

~ ··· C :_~_ \V\~!l~~~~,~~·"v"'~0:f!.~·:.~K~S~:_!~~':0. .. .. . ...... _ ·-· ·-··· ······--··--- .... -···-- ... -·· _ ·-····-·· __ . -··· ... . 
;:; .>pp. D Com"""' D c"""'"'"- Do-.-. D F<d,,.11.g""I<> D '""""*1.<h D to"""" Cl Ii"""' D ""'1 D P.-ol D •-0'9' D ''"~ D A'°""''""d"'"'"" 

Yauim ""' ; <l UplQ.ld: 0 

l_c_a_se~N-un~1b_e_r_:~~~~~~~---LJ1-CaseTitle: '-~~~~~~~~~~~~~~~~~~~~~~~~--' ~IG-I-14-0018 . 
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Datelf'UDC Wcbpage Name 
3/8n.014 10:40:32AM http:/fwww.youtube.com/watch?v=LqrTYafxsbM Mil Sexos Tiene La Noche Pelicula Completa +18 -

You Tube 

liM.~~1n~c:-l..Nodlt:~·~·~,.~~!!)I~"'~······························ E- ~ c t \,\l\~W.yoUnJbe.cOmfw.iJlC'1?v""L(lrTYilf¥:t.~ 

:: App> D ,ommut. D Com~ Stoll 0 n.<•,,., D fnl~ol ~g<n<<> ;i Fa"""'\&!> ::.:, Fa'"'""' Cl Homo: CJ l'l«n D l'rnonol 0 Pmf=ionol~ 0 r .... "9 CJ A<d>m•"'d ftito'7 

l_c_a_se_N __ um __ b_e_r_: _______________ l_CaseTitle: '--------------------------------------------------' OIG-I-14-0018 . . _ 
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I Date/Tame I We~ge Name I 3/812014 10:43:25 AM I httpJ/www.youtube.corolw.ltch?r-V6ZFJC9KGbA '"+18 Bmsil Movie I A Dama da. Zona I Full Movie -
YonTube 

fo- , ' C ' ::'.: ~'.youtubi:.com/1"'~ul_U.h~Md1 __ qV1:1_y~9;2_Bl_S>o2CBr~~-il><2.0V1.N;.,-(hm~3 

m App• D ConTilutt CJ Computr~ D o.~b .... D FodtnlA9oncig D Fc.-.mi<l.1b CJ FortnP<t CJ Home D N ..... D Pmonol D ,,o1..,,; ... 10rs• 'Dr,.; 

YouiB =-
ft Wh>!tOVi>:dl 

6 !JrChanr.el 

j Hi<tofl' 

0 ·..vat:h La!er 

PLAYLISTS 

,, U<e<lvldco• 

S.UD,CR1PTJOHS. 

I E~rhTr&ks:C~mbin;J: 

0 erow•• '"""""'" 
-¢: ~l>r.;~o •u~«:ilpjono 

· +18 Brasil Movie 

l\bo ... t 1-G,E'C~ .,.1.ult 

(iid you mean: •111 flr.1111 Movie 

+te srasu Movie I A O«ma aa Zona I Full Movie 
ty BICOleBalllljjOR • I "ee<a~O • 3.95a 1l<WS 
frl!'!!: mcnies..n~w m!J'Yie:1,hurro1 mow.:!~ 1\sl movi~.full m0'1je?i.Ld·.1e:~\ F:.dl 
M(Pi,.IJe..L:lt,...st Fiji ~tiO-li;:t.h Uovie l='lJ11 l-lind Uovie,J;!'l!;li;Ji 

By• By• Br.nil 1980 Movie Clip 
ty nofy Hal Talent • 1 rnm'h •Jc • 3,7S1 Aow• 

l\alan mo'1e !)·,er to1.i~l<n rra1 N1JC went!o nalt3.1tallan JO~Jtal a1 notitshan ~o! 
.:;h,-ffjt;i.11~n rnw.c~.~11.:ir; full m(JV~:11.lta'ia-n .. 

11 ·+18 Brasi!Movie _AsDeliciu ca \/icla _Full Movie.mp-; 
t-:r Pk!., UD fl~m r2 • 1 wee!;' agJ-
11- +19 Braclil Uo'via..,.._k 0-oltetJ~ 0-:i \~C.:J._F'ull tJovio.mp4. 

+t& erasu Movie 1 As DelftlJS da Vida I Fun Mo111e 
cy srierna illerne 1:.1 • 11 ho~is ago 
: U~'i~' 

+11 lilruil Movl• -Doce Dalirlo 
t1Ai&1urtF1ms:201.s~ ~ '] r1;;f" :.en· :n·.riF\8.'~ 
"NEW· 

~C-a_s_e_N_uni~-b-er_=~~~~~~~~~l-CaseTitle: · '-~~~~~~~~~~~~~~~~~~~~~~~~----' _ OIG-I-14-0018 _ _ 
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REPORT OF INVESTIGATION (continuation sheet) 

Date/rune Webpage Name 
3/812014 10:57:48 AM http://www.youtube.com/watch?FMadWW1KYGUI >Swedish Ry Girls {1971) Full Movie 17+ ·You Tube 

V DS-m.hfl,'"'~~1llJF. ·~-~~-·~111111~-111111111111111111111111111111!!11111111111111111111!!111111111111!11111111!!1.1!!11!!!'-I 
+- .. · C _i'. IVl.VW.~oullllJ<'-<~!Th'y •. Jldl'v"'·1~J\\\'il.;"S£'.>LJ.l _ . _. _ . _ _ 

:l;Al>I" De"'""'""' De-....,...., DDot>.t><><> D1..i.1~A1:1<""" ClF0ttM~t.o1> DFo••"*• CJ1-1o..., CJ"°"' C;Jp,....., D""""'"'""°"' Dr"""ll D""'"""...i11otOI)' 

Youm ·""· 

I 
Case Number: I Case Title: 

OIG-I-14-0018 -
~-~~~~~~~--'- ----~~~~~~~~~~~~~-----' 
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REPORT OF INVESTIGATION (continuation sheet) 

Date/rune Wcbpagc Name 
31812014 11:10:27 AM http://www.youtube.com/watch?v=076Y!Ye4g..J ,. Reformatorio das Depravadas I Full Movie • YouTube 

v D lkfomtllC)+-ID d11 [)cprit'r~ x 

+- _.· C j \Y\~-)'OO'.uhe.~/~o.--r;~c~\·1:C:?5~,~e49- l. 

YouOll =· 

l_c_a_se~N-um~b-er~:~~~~~~~-1-CaseTule: '-~~~~~~~~~~~~~~~~~~~~~~~~-' _ OIG-I-14-0018 .. 
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Date/Tune Wcbpagc Name 
3/&1201411:10:50AM http://www. urube.(:Om/watch?v=krsuYeOSgXM Argentina Movie- las guachas-YouTube 

V D Azp91tln.1 Mr::wi1. ·LG 51u x 

+- -' C :.'.! """"'yoomb•.com,~,.1tM;,-.1gQgCJ8~t(< 

You(l!m :o:· 

l_c_a-se~N-um~b-e_r_=~~~~~~~--'-1-CaseTrtle: '-~~~~~~~~~~~~~~~~~~~~~~~~--' OIG-I-14-0018 . 
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REPORT OF INVESTIGATION (continuation sheet) 

Date/Time Wcbpage Name 
318J201411:12:40AM http://www.youtube.com/watch?v=JBz-ab-BCPg • USA Movie - Confessions of a Young American 

Housewife - YouTube 

Vaw."'°""<:.oot"'""''': x~_:_J __ 1!1!!11_••••·--····························· +- -• c ['.", .'W<W:Y"utubo.com,·,:ot'h 1v~H-2><YO~OFaid~?~IOlU4.02o 
- --

1'1 Apr< D '"""""'' b c..,__ D oruc.su LJ F.W.IAgaods CJ ForWI~< ub Cl f01ondcs 0 ~· tJ NM> b PmoNt b Pro!eoioNI Or~ l':l T.-.loi09 D Ardw•u•d ~ 

: usa roovie - confessions of a younu ill~ican houseW1fe 
• • c -, • r •• ' •or,• - , u c- - ,---~-,re -- - ~ -
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! System 
'L User Rules of Behavior 
·~~~~~--'-~~~~~~~~~~~~~~~~~~~~~ 

j POLICY FOR USE OF COMPUTER RESOURCES. 
i 
j \~an .:mplt•yc.: or c(lnlmctor ot'tht' Fedcr~I C(1mm1znit'ntion" Commi~sion (FCC). you are required to be aware of. and comply 
; "ilh the FCCs P"licy on usage and '.'CCurity of computer r~·~nun:es. per OMB Circular A-130. :\ppcmlix Ill. l:~i: uf this 
j ~y~t<!m '' for FCC authoriz;;d purp11si:~ only. Ally othi:r use may be mi~u~.: of Gn\'i:rn111i.:11t pmpcit) i:1 violation (If F.:dcral 
i rcg~ilation~. :\11 1nfor1rn1tion in this <ystt·m is ~ubjed I() accc~:- by i~\1tl111n1i:cl FCC per~\'llnd al any timi:. li:di\ idual ll~cr~ ha\·r: 
] no llrivacy intert:St in such infonnahon. 
I 

! \'01: ARE RESPONSIBLE FOR ALL ACTIONS PERFORMED WITH YOC.:R PERSONAi. USER ID. 

l • 

• 
lherlDs and passwords are for your indh·idual u:;r: only. and :ire confidential FCC information . 

Your lfser!D and password must be used solely 10 acc.:~s computer resources for lhc perfonm1m;c or your official 
FCC job function:.. (Rcfrr to 5 CFR Part 1f>35. "Standards of Ethical Con<l1.1c1 for Employees of 1hc Executive 
Branch."'l I 

POLICY, STANOARDS, A:"JD PROCEDURES Mt:ST BE FOLLOWED. ! 
• Use of all computer resources. including personal computers. laplop~. all pans of the FCC Network. communication I 

line~. and computing factli1ies arc restricted to FCC-authorized purposes only. \ 

• You mu~t be uw;.m: of. and abid.: by lhe "'t••mpt:tcr f1.1ud and Abuse Act of 1986"' (Public Law 99-474). the civil) 
and criminal penalties of the l'ri\'acy Act. th.: T '"'k s,·cret~ Act l 1 R ll.S.C. 1905). and other Federal Regulations ; 
applying to unauthorized u~c of FCC files. nxMd~. J11d data. Training will be provided to cduc::itc you about your ; 
rcspon~ibili1ies under these statutes. 

• B<:! aware tha1 all computer resources a'isigned, controlled. accessed. and maintained by FCC twploycc and 
contractor per.sonncl arc subject to periodic test. review. and audit. 

ACCESS TO INFORMATION MUST BE CONTROLLED. 

• 1\ccess only the informa1i,m for which you art!' :iuthorizetl. and have "need to know/ac.:ess. ·• 

• Do nn1 h:avc compu1ers logged on and unattended. Log off. use '"lo..:k \H .. rbtation" feature. or use accc:-;s control 
software O.e , Screen S;ivcr with pas~word) during, unaltr:ndcd nse. 

• If you know that a person, other than y(,ursclf, has used or is u~ing ~·om userlD, you must rcpon the incident 
immediately to your supcn·isor and the Computer St:curity Officer. 

Take step:; ncce-:sary to maintain security of computer files and n:port~ containing FCC information, 

\'Ol' ARE RESPONSIBLE FOR THE rROPER USE OF YOl'.R COMPUTER RESOtJRCES. 

Only 11sc FCC-approved software. and comply with \'cndor software licc:nse agreements. 

Bai:k up your program~ and data on a regular basis, and do not store sensitive or mis~ion·critical data on your PC':;; 
hard drive. 

I 
! 

• All FCC computer re~ourc<:s. including hardwan:. software, programs. files. paper repor1s. and data arc the ~olc_J 
pm1wrn· of the FCC. ·- ·-

USER CERTIFICATJON 

I ccrlify that 1 have read the abo\'e statcmcnls, folly under.;tand my responsibilities. and agree to comply. 
l recognize that any violation of the requirements indicated above may be causi:: for di~ciplinary action~. 

Sig.nature: 

Rl!turt! Form to: TW-C417 

Bur.::iu Ot1icc: .J.'5 ~ S' i) 

Date (1 t(/ C·~ , '3 

form A-201 
Revised January 2006 



DATE: April 28, 2014 

UNITED STATES GOVERNMENT 
FEDERAL COMMUNCIA TIONS CO:MMISSION 

OFFICE OF INSPECTOR GENERAL 

MEMORANDUM 

TO: David L Hunt, Inspector General, Federal Communications Commission 

CC:-· Deputy Inspector General, Federal Communications Commission 

~.Assistant Inspector General for Investigations,-, Investigator, 
~ter Forensics Investigator 

SUBJECT: 

Background 

On Febmary 3, 2014 a written statement was provided, by a person who requested anonymity, to 
the Office of Inspector General in which.the writer outlines various allegations concerning six (6) 
individuals who work in the FCC Reference Information Center. The allegations included: 

1. "Sleeping at their respective desks" 

2. "No to minimal work production (with evidently, no accountability) with the only exception of 
tending to plants located on the window sill." 

3. "Arguing with one another and the use foul language." 

4. "Constantly printing personal items of interest." 
I Case Nwnber: I Case Title: 

OIG-1-14-0022 
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REPORT OF INVESTIGATION (continuation sheet) 

5. "Using the phones of others and at the RIC counter to make personal calls to creditors, etc." 

6. "Falsifying time." 

7. "Selling of products i.e. Avon, Bootleg DVDs, Clothing, Perfume, etc." 

8. "Sitting together in chairs and looking out the window." 

9. "Talking to the Guard" 

~S-11) is alleged to have committed time and attendance fraud by working fewer 
~ tour of duty required, and spending considerable time while on official duty away 
from. work area, copying numerous personal documents and talking and arguing on the phone 
for long periods of time. The writer observed a general lack of any FCC-related work performed 
by, or work product produced by-. 

- (GS-9) is alleged to often sleeping in her chair, selling Avon products and staring out 
the window. The writer observed a general lack of any FCC-related work performed by, or work 
product produced by-. 

- (GS-12) is alleged to never do anything other than tending to the plants on the 
window and collecting personal items from the printer as well as staring out the window. 

-· (GS-9) who is physically located in~, is alleged to sleep at. 
desk, play computer games or argue on the phone. ~the Resource Information 
Center to discuss topics of interest with other employees and does not appear to perform any 
FCC-related work. 

- (GS-10) is alleged to travel back and forth to the lunch room and "hang-out" at the 
guard's station. The writer observed on at least one occasion that- stayed at the guard 
station for the~ shift. The writer observed a general lack of any FCC-related work 
perfo1med by __ 

The 6th person named in the statement is (GS-11) who was the subject of a 
separate investigation that has since been forwarded to the Bureau. 

Time and Attendance Rules 

I Case Number: 
OIG-I-14--0022 

5 USC§ 6101-Basic 40-hour workweek: work schedules: regulations 

1-. 
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REPORT OF INVESTIGATION (continuation sheet) 

(a) (1) For the purpose of this subsection, "employee" includes an employee of the 
government of the District of Columbia and an employee whose pay is fixed and adjusted 
from time to time under section 5343 or 5349 of this title, or by a wage board or similar 
administrative authority serving the same purpose, but does not include an employee or 
individual excluded from the definition of employee in section 5541 (2) of this title, 
except as specifically provided under this paragraph. 
(3) Except when the head of an Executive agency, a military department, or of the 
government of the District of Columbia determines that his organization would be 
seriously handicapped in carrying out its functions or that costs would be substantially 
increased, he shall provide, with respect to each employee in his organization, that-

(A) assignments to tours of duty are scheduled in advance over periods of not less 
than 1 week; 
(B) the basic 40-hour workweek is scheduled on 5 days, Monday through Friday 
when possible, and the 2 days outside the basic workweek are consecutive; 
(C) the working hours in each day in the basic workweek are the same; 
(D) the basic non-overtime workday may not exceed 8 hours; 
(E) the occurrence of holidays may not affect the designation of the basic 
workweek; and 
(F) breaks in working hours of more than 1 hour may not be scheduled in a basic 
workday. 

5 USC Chapter 63. Subchapter I-Annual and Sick Leave 

5 USC§ 6302 - General provisions 
(a) The days of leave provided by this subchapter are days on which an employee would 
otherwise work and receive pay and are exclusive of holidays and non-workdays 
established by Federal statute, Executive order, or administrative order. 

According to the Federal Communications Commission's Employee Handbook1
, page 16, 

"Tours of duty will be established by the supervisor to cover an eight and one-half hour period, 
including lunch, and will begin between 7:00 a.m. and 10:00 a.m. and end between 3:30 p.m. and 
6:30 p.m." 

- Findings: Time and Attendance Issues 

1 htt ://intranet fee. ov/docs/omd/hrm/em lo ee handbook/OMDEm lo eeHandbook. df 
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REPORT OF INVESTIGATION (continuation sheet) 

On February~· 2014 Building Access Control Records were obtained and 
reviewed for- covering the period from October 27, 2013 through April 7, 
2014, which for this specific review, equaled 83 days of badge data. This review showed that 
- amassed a total of27.45 hours that can be attributed to leaving before. regular 
tour of duty. 

On February 4, 2014 and April 8, 2014 Time and Attendance (T&A) records from the FCC 
payroll office were obtained and reviewed for- covering the same period. An excel 
spreadsheet (attachment 1) was created showing arrivals and departures from the FCC 
Headquarters ~well as any leave taken during the period reviewed. The review 
indicated that- did not request leave for the 27.45 hours that. worked less than. 
tour of duty. 

- Findings: Inappropriate Activities During Official Tour Of Duty 

After reviewing the other alleged activities it has been determined that those issues, while 
serious, are more appropriately addressed by Bureau Management, in the first instances, as 
managers are best positioned to observe, and evaluate their employees' on- the- job performance 
and take appropriate remedial action if necessary. 

- Conclusion: 

Based upon the access cont~adge data as well as the time and attendance data, it is 
reasonable to conclude that- has not followed the time and attendance rules relative to 
• official tour of duty. However the other claims of inappropriate activity while on official 
government time should be considered by Bureau management with appropriate action taken as 
necessary to ensure performance. 

,-,-Findings: 

After reviewing the alleged activities, it has been determined that those issues, while serious, are 
more appropriately addressed by Bureau Management, in the first instances, as managers are best 
positioned to observe, and evaluate their employees' on- the- job performance and take 
appropriate remedial. action if necessary. 

I Case Number: 
OIG-1-14-0022 1.-
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REPORT OF INVESTIGATION (continuation sheet) 

Recommendations 

I Case Nwnber: 
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DATE: August 27, 2014 

TO:· David L. Hunt, Inspector General 

CC: -, Deputy Inspector General 

UNITED STATES GOVERNMENT 
FEDERAL COMMUNICATIONS COMMISSION 

OFFICE OF INSPECTOR GENERAL 

MEMORANDUM 

FROM: -, Assistant Inspector General for Investigations,-, Computer 
Forensics Investigator 

SUBJECT: FCC 
Government Property) 

, Violation of 5 C.F.R § 2635.704 (Use of 

Background of Investigation 

ector General received allegations that , -
, was using the Commission's computer network to 

perform work related to several outside tax and accounting businesses. 

Scope of Investigation 

The objective of this investigation was to determine if- used the Commission's computer 
network to perform work related to several outside tax and accounting businesses. To conduct 
the investigation, FCC OIG investigators performed the following steps. 

1. Obtained and reviewed FCC Directive FCCINST 1479.4, entitled "FCC Cyber Security 
. Program" and effective May 1, 2011. This Directive establishes policy and assigns 

I 
Case Number: I Case Title: 

. OIG-1-14-0024 __ ._ _______________ __, 
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REPORT OF INVESTIGATION (continuation sheet) 

responsibilities for assuring optimal levels of protection required for FCC data and 
information systems. 

2. Obtained and reviewed the Commission's Cyber Security Policy, version 3.5 
promulgated by the Office of the Managing Director and effective June 20, 2013. This 
policy establishes the security policies, consistent with Federal regulations, mandates, 
and directives for the protection of FCC data and information systems using a risk-based 
approach. 

3. Obtained and reviewed FCC Form A-201, entitled "FCC Computer System User Rules of 
Behavior" revised in January 2006. 

4. Obtained and reviewed-' s FCC Outlook Mailbox. 

5. Obtained and reviewed-'s network share. 

Conclusions: 

Our ~ation did not substantiate the allegations. Specifically, we did not find any evidence 
that-- used the Commission's computer network to perform work related to several 
outside tax and accounting businesses. In fact, we found correspondence between- and 
the Office of General Counsel (OGC) that demonstrates an effort of-'s part to ensure that 
there is no conflict of interest related tell work for the outside businesses. Further, we 
conducted a keyword search of the digital evidence using the names of the outside businesses 
and did not identify any relevant email correspondence, Microsoft Office documents, Excel 
Spreadsheets, or any other files. 

Recommendations 

Based on our findings, we would recommend no further investigation into this issue at this time. 

lC_a_s_e_N_u_m_b_er_:~~~~~~-1-CaseTitle: L_~~~~~~~~~~~~~~~~~~~~~~--' _ OIG-1-14-0024 _ _ 
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DATE: August 18, 2014 

UNITED STATES GOVERNMENT 
FEDERAL COMMUNICATIONS COMMISSION 

OFFICE OF INSPECTOR GENERAL 

MEMORANDUM 

TO: David L. Hunt, Inspector General 

CC: -·Deputy Inspector General 

FROM: -· Assistant Inspector General for Investigations,-· Computer 
Forensics Investigator,-· Investigator 

SUBJECT: FCC Employee 
Card-

Background of Investigation 

investigation 

Scope of Investigation 

I Case Number: 
OIG-1-14-0028 

I Case Title: 

, Prohibited Use of Government Issued Credit 
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REPORT OF INVESTIGATION (continuation sheet) 

FCC OIG staff conducted interviews and reviewed and analyzed relevant materials as 
detailed below. 

On June 19, 2014 aliele hone interview was conducted with 
Wednesday June 11, 2014, received an email from the J.P. Morgan/C · 
indicating a possible fraud ert or the travel card belonging to FCC employee 
According to J.P. Morgan/Chase three (3) cash advances were taken using the travel card on 
June 3, 2014 and June 4 2014 for a tota:l amount of $480.11. The travel card was deactivated on 
June 5, 2014. According to- J.P. Morgan/Chase will not be pursing this issue as a fraud 
case as it appears to be a ca~er misuse". 
~the fraud alert-sent an email to 's supervisor 
an~, Assistant Bureau Chief for Mana~ IB, expla-iujn the report of 
suspicious activi on the card and askin~ to call-. To date has not 
responded to 's reii!est. 

contacted 's who coi:J.finned that is not on 
official trave and should not e usmgl!!"!rd. - furth~ed that the 
bureau is curr-ntl working with the FCC Labor Relations office in regard to issues they are 
having with and indicated- has not been in the office in recent weeks. -
voluntarily provided a copy of~. Morgan/Chase travel card statement and 
spreadsheet (attached) showing attempted use of the card. 

futerview of 

I Case Number: 
OIG-1-14-0028 

I Case Title: 
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REPORT OF INVESTIGATION (continuation sheet) 

Several attempts were made to contact J.P. Morgan/Chase fraud department in an effort 
to determine if CC1V footage from any of the locations at which withdrawals were made would 
be available for review. No response was received from J.P. Morgan/Chase. Additiona~ 
attempt to contact- by telephone was made but no response was received from __ 

Conclusions: 

Based on the information provided by-and along with a review of the 
travel card information and spreadsheet it appears that may have used the card without 
authorization. However there is no monetary lqss to the government as the employee is 
responsible for the debt and the card has been cancelled eliminating any future possibility that 
the car~ can be used. ~t ap~t- 's managem~nt is dealing with othe~ emplo~ent 
related issues co:ncernmg- ~elude the misuse of the travel card m any action 
they deem warranted. 

Recommendations 

It is recommended that 

Attachments 

I Case Number: 
OIG-1-14-0028 

I Case Title: 
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UNITED STATES GOVERNMENT 
FEDERAL COMlvfUNICATIONS CO:tviMISSION 

OFFICE OF INSPECTOR GENERAL 

MEMORANDUM 

DATE: August 21, 2014 

TO: David L. Hunt, Inspector General 

CC: -' Deputy Inspector General 

FROM: -·Assistant Inspector General for Investigations,-· Computer 
Forensics Investigator,-· Investigator 

SUBJECT: FCC Employee 
7326 

, Violations of the Hatch Act, 5 US.C. §§ 7321-

Background of Investigation 

On June 2i, 2014, the Office of Inspector General received an anon 
em lo ee" alle Hatch Act violations by 

, Enforcement Bureau (EB). The letter states 
, a fonne tt 

Commission to run for the o ce of the 
alleges that certain FCC employees, including 
"engaged on a daily basis in personal activitie 

ith EB, recently resigned from the 
The letter 

their FCC computers to search for news about 's candidacy'' and "using the FCC email 
network to send emails to colleagues at the FCC about 
further alleges that when!I sends an email message about 
electronic signature showmg official position and title at the 

lc_as __ e_N_um--be-r: _____________ l_CaseTitle: ~------------------------------------------~ _ OIG-1-14-0029 _ _ 
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REPORT OF INVESTIGATION (continuation sheet) 

Scope of Investigation 

The objective of this investigation was to determine if- used the Commission's computer 
network to engage in "partisan political activity" in vi~ of the Hatch Act and Commission 
policies and directives. To conduct the investigation, FCC OIG investigators performed the 
following steps. 

1. Obtained and reviewed the Hatch Act as contained in 5 U.S.C. §§ 7321-7326. 

2. Obtained and reviewed the FCC Office of General Counsel (OGC) ETHICSgram from 
October 2011 addressing the Hatch Act. 

3. Obtained and reviewed FCC Directive FCCJNST 1479.4, entitled "FCC Cybe1· Security 
Program" and effective May 1, 2011. This Directive establishes policy and assigns 
responsibilities for assuring optimal levels of protection required for FCC data and 
info1mation systems. 

4. Obtained and reviewed the Commission's Cyber Security Policy, version 3.5 
promulgated by the Office of the Managing Director and effective June 20, 2013. This 
policy establishes the security policies, consistent with Federal regulations, mandates, 
and directives for the protection of FCC data and information systems using a risk-based 
approach. 

5. O~tained and reviewed FCC Form A-201, entitled "FCC Computer System User Rules of 
Behavior" revised in January 2006. 

6. Obtained and reviewed-'s FCC Outlook Mailbox. 

Conclusions: 

Our investigation did not substantiate the alle ations. We found one email message that included 
a link to a fundraising page for- that received from the- campaign. -
responded to that email by requestin that work email address be removed from the site. We 
found several email messages from to FCC colleagues that included links to articles 
about the campaign. However, we o not elieve that this activity (either using the 
Commission's network to search for articles on the campaign or fo1waiding links to these 
articles) violates the Hatch Act or the Commission's personal use policy. Thus, we did not find 
evidence that- sent any email message that could be construed as violating the Hatch Act 

lc_~~e-N_u_m_b_er-:~~~~~~-1-C~eTrtk: -~~~~~~~~~~~~~~~~~~~~~~~~ OIG-1-14-0029 .. 
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REPORT OF INVESTIGATION (continuation sheet) 

(e.g., soliciting contributions, allowing official title to be used in fund raising activities, engaging 
in political activity, etc.). 

We shared our conclilsio-, Senior Legal Advisor (Ethics), Office of 
General Counsel (OGC). ~he OIG conclusions. 

Recommendations 

Based on our findings, we would recommend no further investigation into this issue at this ti.me. 

lc_as_e_N_um_be_r_: ______ _._I Case Title: 
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UNITED STATES GOVERNMENT 
FEDERAL COMMUNCIATIONS COMMISSION 

OFFICE OF lNSPECTOR GENERAL 

MEMORANDUM 

TO: David L. Hunt, Inspector General, Federal Communications Commission 

CC:-, Deputy Inspector General, Federal Communications Commission 

FROM:-, Acting Assistant Inspector General for Investigations,-· 
Investigator 

SUBJECT: - (FCC Employee Ti.me and Attendance) 

DATE: September 8, 2014 

Background 

An anonymous all~ made to , who in turn passed the allegation to the 
OIG, a~~· CGB, has b~ven preferential treatment regarding time off 
during-. According to-·- currently maintains a "high leave balance" 
despite the fact that- was not at work for approximately three (3) months. 

Findings 

Review of time and attendance records as well as building access control badge records were 
completed covering the ~from September 26, 2013 to December 31, 2013. The access 
control record show that-' s badge was used a total of 17 ti.mes in the above stated period. 
There was no badge activity from September 22, 2013 through December 31, 2014 except for 

I Case Number: 
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REPORT OF INVESTIGATION (continuation sheet) 

two days in November. The time and attendance records show that- used a total of 474 
hours of approved leave in the period using a combination of annual leave (176 hours), sick leave 
(146 hours) and time-off award leave (152hours). 

It should be noted that for the 17 days of badge activity found, - did not complete II full 
tour of duty by 17 hours and 33 minutes. (See attached excel spreadsheet) 

Conclusion 

Based upon the time and attendance records reviewed, it is reasonable to conclude that. 
appropriately followed the rules governing leave. Thus, the allegation of preferential treatment is 
without merit However, based on the access control records, it appears that- did not 
completellofficial tour of duty in the period under review. 

Recommendations 

I Case Nwnber: 
OIG-1-14-0035 lliilil 
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DATE: June 30, 2014 

UNITED STATES GOVERNMENT 
FEDERAL COMMUNCIATIONS COMMISSION 

OFFICE OF INSPECTOR GENERAL 

MEMORANDUM 

TO: David L. Hunt, Inspector General, Federal Communications Commission 

CC:-· Deputy Inspector General, Federal Communications Commission 

FROM:-' Assistant Inspector General for Investigations,-· Investigator 

SUBJECT: 

Background 

On April 6, 2014 a written statement was provided to the Office of Inspector General Hotline in 
which the writer, a former Commission employee, outlines various allegations involving what I 
feels are "serious management problem[s] at the FCC dealing with excessive and unreasonable 
delays in regulatory actions that address new sources of spectrum interference" and ask the 
Office of Inspector General to investigate "why [the] FCC has been so slow in resolving serious 
problems with interservice radio interference" in two rulemaking proceedings. 

I Case Number: 
OIG-I-14-0021 

I Case Title: 
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REPORT OF INVESTIGATION (continuation sheet) 

Findings 

~19, 2014 a redacted copy of the letter was forwarded by to-
-' and asking for their assessment of the allegations. 
A response was requested within 60 days. 

On June 11, 2014 a response was received from , Deputy Bureau Chief, 
Enforcement Bureau. The response indicated that management from the Enforcement Bureau, 
Office of Engineering and Technology and Wireless Telecommunications Bureau reviewed the 
complaint and provided the following: 

At this time management believes no specific action by the FCC is needed to address the 
complaint. The complaint alleges a number of harms to consumers and industry as the result of 
two rulemaking proceedings; however, it provides no substantiated facts to support those 
allegations, nor does it provide any evidence of waste, fraud or abuse by Commission 
employees involved in this rulemaking. 

In any event, the Cmmnission acted appropriately in both proceedings in balancing the effects 
of specific actions on licensees, manufacturers and the public. Specifically, the complaint does 
not accurately reflect the situation regarding signal boosters as it evolved over time. CTIA 
submitted a white paper detailing several specific interference events that were investigated by 
carriers and found to be attributable to non-compliant equipment. At the same time, the 
Enforcement Bureau, working with CTIA, established a hotline for any additional interference 
complaints that were investigated and resolved as the Commission became aware. All of the 
instances of interference were found to be the result of equipment not authorized by carriers or 
non-compliant equipment. 

Subsequently, in response to Petitions from the industry, the Commission opened a rulemaking 
proceeding to craft a set of rules that would provide for much needed signal boosters to provide 
service to rural areas while also protecting the wireless networks from interference. This 
proved to be a very contentious and complex undertaking. In seeking solutions, the 
Commission engaged all parties, which ultimately resulted in a collaborative process to resolve 
the issues to all parties' satisfaction. Experience has shown that such a process may be lengthy, 
but ultimately yields the best result and generally takes less time as it minimizes the potential 
for reconsideration petitions and court appeals. 

1-C-as_e_N_u_m_b_e_r_: _______ l Case Title: _ OIG-I-14-0021 . 
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REPORT OF INVESTIGATION (continuation sheet) 

Conclusion 

Based on the information contained in the response from the Bureaus involved with the issue it appears 
that prudent, appropriate measures were taken to deal with, and ultimately resolve, the complex policy 
and technical issues that were raised in the complaint. 

Recommendation 

It is recommended that no further action be taken in this case. 

l-C-as_e_N_u_m_b_e_r: _______ l Case Title: =='--------------------------------' _ OIG-1-14-0021 . 
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UNITED STATES GOVERNMENT 
FEDERAL COMMUNICATIONS COMMISSION 

OFFICE OF INSPECTOR GENERAL 

MEMORANDUM 

DATE: April 13, 2014 

TO: David L. Hunt, Inspector General 

CC: -·Deputy Inspector General 

) Deputy fuspector General for Investigations,-· Investigator, 
, omputer Forensics Investigator · 

SUBJECT: 

Background 

As a result of an ongoing Office of Inspector General investigation, it was discovered that
-· a Federal Communications Commission (FCC) employee may have been 
~d providing copies of copyrighted music to various employees at the FCC. A 
separate investigation was conducted to determine i~ was (a) providing the music 
in violation of agency policy using government issued eqmpment or software, or (b) 
downloading music in violation of digital copyright laws. 

A. Prohibited Use of Government Equipment (Desktop Computer) 

1. FCC Directive FCC INST 1479.4. FCC Cyber Security Program, effective May L 2011 

I Case Number: 
?IG-I-13--0026 
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REPORT OF INVESTIGATION (continuation sheet) 

Subparagraph 7.12 ofFCCINST 1479.4 provides that users must: 

• Read, sign indicating acceptance of, and comply with the FCC Computer System 
User Rules of Behavior; 

• Use FCC information system resources only for authorized FCC business · 
_purposes, except as provided by the FCC's limited personal use policy 

2. FCC Cybersecurity Policy v3.1. Office of the Managing Director (OMD), 
Effective Date: July 31, 2012 

Paragraph 2.0.2 Broad Organizational Policies of FCC Cybersecurity Policy provides: 

· Staff using FCC information systems or accounts must not participate in unethical, illegal 
or inappropriate activities such as: for-profit commercial activities, pirating software, 
stealing passwords, stealing credit card numbers, and viewing/exchanging inappropriate 
written or graphic material (e.g., pornography). 

Paragraph 2.11 Internet Usage of FCC Cybersecurity Policy provides that unacceptable 
uses of the Internet when using an FCC internet connection or account include: 

•You must not use the Internet to view or download pornography. 

3. FCC Computer System User Rules of Behavior Form A-201, Revised January 2006 
(Attachment #2 Rules of Behavior (ROB) signed by-1 

FCC Computer System User Rules of Behavior provides: 

POLICY FOR USE OF COMPUTER RESOURCES. 
As an employee or contractor of the Federal Communications Commission (FCC), you 
are required to be aware of, and comply with the FCC's policy on usage and security of 
computer resources, per OMB Circular A-130, Appendix III. Use of this system is for 
FCC authorized purposes only. Any other use may be misuse of Government property in 
violation of Federal regulations. All information in this system is subject to access by 
authorized FCC personnel at any time. Individual users have no privacy interest in such 
information. 

lC-as~e-N-um~be-r:~~~~~~-1-CaseTitle: ~~~~~~~~~~~~~~~~~~~~~~~ OIG-I-13-0026 . _ 
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REPORT OF INVESTIGATION (continuation sheet) 

B. Digital Millennium Copyright Act CDMCA) 

Congress enacted Title I of the Digital Millennium Copyright Act (DMCA) on October 28, 1998, 
with the fy{in goals of protecting copyrighted works from piracy and promoting electronic 
commerce. Congress accomplished these goals by enacting prohibitions relating to 
the circumvention of copyright protection systems (as set forth in 17 U.S.C. §1201), and the 
integrity of copyright management information (pursuant to 17 U.S.C. § 1202). 

Findings 

On October 24, 2013, the computer forensics investigator c-, ITC, and 
re uested Outlook email and network share information for~ber 25, 2013, 

rovided a recordable compact disc (CD-R) contammg network share information for 
. On October 31, 2013, the computer foren5ics investigator obtained a forensic 

image o 's FCC-issued com~vember 11, 2013, - provided a 
CD-R contaming an Outlook data file for_. During the perio~uary 13, 
2014 to May 9, 2014, the computer forensics mvestigator conducted a forensic examination of 
the digital evidence. 

~ forensics investigator did not find any evidence to substantiate the allegation that 
- was usin~CC-issued computer to illegally copy copyrighted music and video 
files and selling the bootlegged copies. Th~orensics investigator did find a ZIP file 
containing a copy of Streambox ripper on-'s network share. Streambox ripper is a 
software tool that could be used to "'rip" CDs. However, the computer forensics investigator did 
not find any evidence that the software had been installed or used on 's FCC-issued 
computer. The computer forensics investigator also found a relatively s num er of 
pornographic images (63). Based on a review of Internet browser artifacts, the com~ 
forensics investigator believes that these images were on Facebook sites visited by
(i.e., not on websites that would normally be expected to contain pornography). 

Conclusion 

Based on the forensic examination, no evidence was found that is using 11 FCC
issued computer to illegally bootleg copyrighted material. While 63 pornographic images were 
found it appears that the images were not specifically sought out on pornographic websites but 

Case Number: 
OIG-I-13-0026 
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REPORT OF INVESTIGATION (continuation sheet) 

were part of Facebook sites - visited. It also appears that these visits to Facebook fall 
under the agency's limited personal use policy. 

Recommendations 

Based on our findings, we would recommend no further investigation into this issue at this time. 
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UNITED STATES GOVERNMENT 
FEDERAL CQJ.\IIMUNCIATIONS COMMISSION 

OFFICE OF INSPECTOR GENERAL 

MEMORANDUM 

DATE: February 20, 2014 

TO: , Assistant Inspector General for lnvestigations/C01msel to the 
Inspector General 

FROM: , Investigatory Attorney 

SUBJECT: Accusation o~ Underpaying Data Refunds According to Consent 
Decree 

Overview 

The law firm o .) filed a petition with the Federal 
Communications Commission (FCC) on July 2, 2013, requesting that the FCC Office of 
Inspector General (OIG) inves!iiiii!· ate the circumstances of the 2010 Consent Decree1 between the 
Enforcement Bureau (EB) and -). -claims 
misrepresented the facts and that EB · ed to adequately investigate .• claims (1) 
credited or refunded only a small portion of the data fee overcharges subject to the investigation; 
(ii) misrepresented to the Commission the amount of data fee overcharges; and (iii) made 
misrepresentations to the Commission in a preinvestigation letter to Commission staff. • also 
claims that EB improperly conducted a confidential (rather than public) investigation and should 
have audited and verified the accuracy o~'s representations. 

On August 23, 2013, - submitted a written response to the. petition. The 
response argued that EB's settlement with- (the Consent Decrees) was entirely 

Case Number: 
OICH-14-0004 

B 2010) ("Order"); 
(EB 2010) ("Consent 

Case Title: 
Accusation o~ Undeipaying Data Refunds According to Consent Decree 
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appropriate and that the settlement had been found "in all respects fair, reasonable, adequate and 
just" in class action litigation in federal court. 

Background 

Various newspapers published articles in 2009 alleging that had 
imposed unauthorized charges for data usage on certain customers who had not signed~ a 
data plan and therefore were charged for data usage at the rate of $1.99 per megabyte -
customers"). 

In response to consumer complaints and press reports that some 
customers had observed unexpected data charges on their bills, the Enforcement Bureau initiated 
an investigation into the potential ov~cally, on January 14, 2010, the Bureau 
issued a Letter of Inquiry ("LOI") to-seeking detailed information about 

's $L99 per MB data usage charge for certain customers. The Bureau sought to 
assess whether violations of Section 201(b) of the Act, which prohibits common carriers from 
engaging in unjust and unreasonable practices, or of the Commission's truth-in-billing rules, had 
occurred. 

EB's Investigation followed an initial letter by the Commission's Wireless 
Telecommunications Bureau (WTB) and Consumer and Governmental Affairs Bureau (CGB) 
seeking information about Web charges. responded 
to the Bureau's January LOI on March 1, 2010, and supplemented its r~sponse on March 15, 
April 9, April 23, and September 10, 2010. 

On September 30, 2010, reported that it had concluded a 
comprehensive, internal investigation concerning the data charges and was able to make 
representations regarding the scale and scope of the underlying problems. In an attempt to limit 
further incorrect c~orked to identify and correct the und~rlying cause or causes 
for those charges, - also implemented a 50 KB free data allowance "tailored to 
accommodate billing issues identified at that time" because "historically to that point, a majority 
of credits were issued for subscribers on~ data plan who had used fewer than 50 
kilobytes during a given billing cycle.112 

- maintains that the 50 KB data . 
allowance was over-inclusive because it provided free data even to those who were legitimately 
being charged for data usage. 

2 Supplemental Response o~ to Enforcement Bureau's July 1, 2010 Letter of Inquiry (File No. EB-
09-TC-458}, at 2 (Au . 27, 2010): 
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· After this investigation, EB and-entered into a Consent Decree. The 
Consent Decree included the following ~om , consistent with 
its prior sworn responses: 

(i) 

(ii) 

(iii) 

(iv) 

the Company conducted a comprehensive, good-faith, 
internal investigation into whether~tomers had 
been incorrectly billed for data usage; 
based on the internal investigation, the Company has 
concluded that the majority of the erroneous charges 
involved data exchanges caused by third-party software 
built into certain customers' phones, while other charges 
resulted from, inter alia, customers accessing certain web 
links that should not have incurred charges, devices that 
incurred charges for attempts to access data when there was 
insufficient network coverage to complete the transfer, and 
unwanted third-party data transfers affecting customers 
with content filters; 
based on the internal investigation, the Company has 
ftirther determined that a total of approximately 15 million 
-Customers were, or may have been, erroneously 
billed for data usage from November 2007 to the Effective 
Date; and 
based on the internal investigation, including a review of 
billing records and other relevant data, the Company 
estimates that the total amount of the refunds and credits 
that should be paid to those~Customers is 
approximately $52.8 million. 

agreed to make a $25 million payment to 
the United States Treasucy. 4 also agreed to refund or credit approximately $52 
million to its 11111 customers, an to provi e additional credits or refunds to customers who 
initially did not receive one but were subsequently demonstrated to be entitled to one. 5 

subsequently submitted a report to the court assigned to oversee the 
class action litigation. This class action litigation consolidated more th~ss action 
lawsuits alleging wrongful data charges including all former or current
customers nationwide who incurred one or more pay-as-you-go data usage charge(s) at any time 
from the date when billing for data usage on a megabyte basis commenced in November 2007 to 
Januacy 31, 2011. 6 That report explained the $52.8 million credit and refund program described 

3 Consent Decree, 25 FCC Red at 15109 
4 Idat 15113 
5 Id at 15110-11 
6 SeelnRE: 
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in the Consent Decree ("Credit and Refund Program0
). 

7 As part of the class action settlement 
process, counsel for the class action plaintiffs retained a telecommunications billing expert with 
"depth of knowledge ofthiiiiibillin tems used in the telecommunications industry" who "spent 
over 270 hours analyzing ' documents and r resentations in order to determine 
independently wh~ther the re · t and Re d Program that reported in its 
December I, 20 I 0 letter to the Court was complete, accurate and bene cial to members of the 
class. "8 The Credit and Refund Program was based on the FCC Consent Decree. As a result of 
this process, increased the amount to be credited or refonded by approximately 
$4.5 million consistent with the Consent Decree's recognition that additional refunds may be 
required. The court issued an order accepting the settlement, findin~ts fair, 
reasonable, adequate and just to the Settlement Class Members.119 

- disclosed to 
EB the additional payments to customers. 10 It also disclosed to EB an additional $2.3 million in 
credits and refunds for a data issue discovered after the Consent Decree (relating to a caller ID 
application). 11 In the end, credited or refunded a total of approximately $59.6 
million in connection with the Credit and Refund Program. 

Investigation 

reviewed both the Petition and Res onse. In addition, 
Litigation, 

pleadings and related lings, including the analysis and co 
Credit and Refund Program to- customers. 

Findings 

OIG finds that the Consent Decree fully contemplated and required that- issue 
refunds to all affected customers includin those later identified as entitled to re~ 
addition, OIG finds that the Litigation fully credited those 
members identified to receive refunds and supports the bona fides of the Consent Decree. 

Conclusion 

OIG concludes that the Consent Decree and the further 
Litigation adequately and fully address the issues brought forth by 

, to Honorable
Litigation (Case File 

s Declaration of of tion for Final A 
~tigation, Civil Actio 

Final Jud511t and Order of Dismissal v.ith Prejudice at 3, itigation. Civil Action 

10~ompliance Report at l, FCC, File No. EB 
Compliance Report at 1-2, File No. EB-09 
11 ril 2011 Compliance Report at 2, 4; ompliance Report at 2-3, File No. EB-09-l•••I 
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and the articles from 2009. The petitioner identified no additional issues meriting investigation 
and any action OIG might pursue under the federal False Claims Act, would simply replicate 
what has already been done (through the class action litigation. There is no need for OIG to 
reinvestigate matters that have been investigated and litigated fully by both EB and the United 
States District Court. 

Recommendations 

Based on the above findings, we recommend that this matter be closed and no further 
action be taken on this case. 
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DATE: 

TO: 

FROM: 

February 19, 2014 

UNITED STATES GOVERNMENT 
FEDERAL COMMUNCIATIONS C01\1MISSION 

OFFICE OF INSPECTOR GENERAL 

MEMORANDUM 

, Assistant Inspector General for Investigations/Counsel to the 
Inspector General 

-·Investigatory Attorney and-, Investigator 

SUBJECT: Contracting and Purchasing Center Hotline Whistleblower Complaint Summary 
Report of Investigations (ROI) 14 cases 

Overview 

Between January 31, 2011 and September 22, 2011, the Federal Communications 
Commission (FCC) Office oflnspector General (OIG) Hotline received twenty-two (22) 
whistleblower complaints from an FCC employee concerning the FCC Contracting and 
Purchasing Center (CPC). The employee has since left the Commission. This Office has 
previously closed 6 cases involving the most serious allegations concerning abuse of 
management authority and mismanagement of contractual authority and funds. 1 After review of 
the remaining allegations, all of which provided virtually no evidence of wrongdoing, OIG 
investigators were not able to substantiate the allegations made against the FCC employees, 
policies, or programs. Moreover, OIG investigators have found that the FCC CPC has taken 
positive steps, including the initiation of outreach programs and education, to reduce the 
likelihood of future wrongdoing or mismanagement. This memo finalizes the investigation of 14 
more of the initial 22 complaints. 

1 OI G-I-12-0062 (Improper Representation of Apparent Authority), OI G-I-12-0063 (Destruction of Contract 
Records and Government Property), OIG-I-12-0065 (Potential Misuse of Government Equipment and Resources), 
OIG-I-12-0066 (Use of Personal Services Contracts), OIG-I-12-0067 (Waste of Taxpayers' Dollars Housekeeping 
Services and Breach of Classified Information SCIF Vehicle), 1 Prior to CMS (Wasteful Use of Lease Space) 
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Many of the allegations of the Whistleblower involved similar subjects or legal areas. 
The following fourteen cases are summarized by subject matter. 

Purchase Card Use (4)1 

Allegation: 

FCC employees were improperly using Government Purchase Cards for recurring purchases. 
Whistleblower made four ( 4) separate allegations that FCC employees were improperly using 
Government Purchase Cards for reoccurring purchases. 

Findings: 

Under FAR 13.303-5( d)(ii)(I ), should '°[R]ecurring requirements for the same or similar supplies 
or services seem likely" A Blanket Purchase Agreement (BPA) should be established and 
Government Purchase Cards should not be used. · 

On February 15, 2011 and twice on June 28, 2011, Whistleblower made allegations that 
"employees were using Government Purchase Cards for recurring services." When asked to 
provide additional information in these cases, Whistleblower could not provide names of 
employees or services being purchased. OIG was unable to conduct investigations into 
Whistleblower~ these instances. On January 31, 2011, Whistleblower made an 
allegation that- in the Enforcement Bureau (EB) was "usin his purchase card for 

ii
. reqwrements (cleaning services)." - interviewed and determined that 

had used his Purchase Card at the direction of , Contracting Officer 
( ) m the CPC. - and-were working together to establish a BPA to 
cover the cleaning services, but until the BPA was finalized, it was~ for- to 
use~chase Card to pay for the services. - interviewed- and confirmed that 
a BP A was being finalized at the time of Whistleblower' s complaint. 

Conclusion: 

Based on our investigation, including information provided by Whistleblower, OIG finds that 
there is lack of evidence of Purchase Card violations. 

Incremental Funding of Contracts (3) 

Allegation: 

FCC employees were incrementally funding contracts in violation of the Antideficiency Act. 

2 The munber in parentheses { ) indicates the number of cases on this subject that the Whistleblower filed v.-ith OIG. 
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Findings: 

The Antideficiency Act (ADA) prohibits federal employees from 

(1) making or authorizing an expenditure from, or creating or authorizing an obligation 
under, any appropriation or fund in excess of the amount available in the appropriation or fund 
unless authorized by law. 31 U.S.C. § 1341(a)(l)(A); 

(2) involving the government in any obligation to pay money before funds have been 
appropriated for that purpose, unless otherwise allowed by law. 31 U.S.C. § 134l(a)(l)(B). 

The Whistleblower only provided 2 contracts where funding was at issue. Upon review 
of these cases, Investigators verified that funding was fully available at the time the work was 
performed and that the FCC wa_s not in violation of the ADA at any time. 

Conclusion: 

Based on our investigation, including information provided by Whistleblower, OIG finds that 
there is lack of evidence of ADA violations. 

Bona Fide Need of Goods (2) 

Allegation: 

FCC is purchasing goods without a bona fide need in the current fiscal year. 

Findings: 

The Bona Fide Need rule requires that appropriated funds be used only for goods and services for 
which a need arises during the period of that appropriation's availability for obligation.3 

In one case, the Whistleblower made comments about "excess of wasted inventory stored for 
years in the warehouse," but was unable to provide contracts or other evidence. Investigators 
asked Whistleblower for additional information to conduct an investigation into the amount of 
inventory and whether there was excess inventory being stored. Whistleblower could not provide 
contracts or evidence for OIG investigators to compare or review inventory manifests. Because 
Whistleblower could not provide evidence for investigators to compare or analyze, OIG was 
unable to follow-up on the allegations. 

In the other instance, Whistleblower made comments about the FCC Information Technology 
Center (ITC) buying duplicate maintenance orders. Specifically, on September 25, 201 I, 

3 31USC1502(a) states that, "The balance of an appropriation or fund limited for obligation to a definite period is 
available only for payment of expenses properly incurred during the period of availability, or to complete contracts 
ro erl made within that eriod ofavailabili and obli ated consistent with section 1501 of this title." 
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Whistleblower made allegations about CPC and ITC buying "everything from a vendor to 
include in its system."4 At the beginning on September 2011, the FCC suffered a security 
breach. The purchase the Whistleblower references in his/her complaint was one of several that 
were a direct result of this incident which lead to the development of the Enhanced Secured 
Network (ESN). In a separate investigation5

, OIG confirmed that purchases made in response to 
the September 2011 incident were made in the Fiscal Year 2012 with duly appropriated funds. 
Based on the findings in that investigation, OIG confirmed that there was a Bona Fide Need for 
items purchase in September 2011. 

Conclusion: 

Based on our investigation, including information provided by Whistleblower, OIG finds that 
there is lack of evidence for additional OIG investigation. 

Hiring of FCC Employees (1) 

Allegation: 

Vacancy notice and hiring under Announcement ICTAP-OMD-2011-0001, for a Supervisory 
Procurement Analyst, violated direct hire authority 

Findings: 

A Direct-Hire Authority (DHA) is an appointing (hiring) authority thatthe Office of Personnel 
Management (OPM) can give to Federal agencies for filling vacancies when a critical hiring need 
or severe shortage of candidates exists. DHA enables an agency to hire, after public notice is 
given, any qualified applicant without regard to 5 U.S~C. 3309-3318, 5 CFR part 211, or 5 CFR 
part 337, subpart A. A DHA expedites hiring by eliminating competitive rating and ranking, 
veterans' preference, and "rule of three" procedures. Whistleblower believed that the 
announcement was too restrictive and that the FCC was violating DHA. 

In fact, the posting of the position was done according to the Interagency Career Transition 
Assistance Plan (ICTAP), a process by which employees who have.been involuntarily separated 
may receive selection priority for jobs in agencies other than the one in which they were 
previously employed (5 CFR 330). According to the rules of 5 CFR 330, FCC was eligible to 
post the position as JCT AP position and fill it according. -· who was hired, left the 
position on December 4, 2012. 

Conclusion: 

4 Whistleblower stated that ITC purchase Semantic (sic). OIG Investigators believe he/she meant Symantec which 
was security software rolled out to FCC computers shortly after the security breach on September 2011. 
5 OIG-I-12-0095 
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Based on our investigation, including information provided by Whistleblower, OIG finds that 
there is lack of evidence for additional OIG investigation. 

ITC Receiving and Using Gifts (1) 

Allegation: 

ITC Tech Center is accepting and keeping high end equipment (televisions, etc.) from industry 
and using them in the Tech Center. 

Findings: 

Section 4(g)(3){A) of the Communications A.ct of 1934, as amended, 47 USC 154(g)(3) 
states, ''Notwithstanding any other provision oflaw, in furtherance ofits functions the 
Commission is authorized to accept, hold, administer, and use unconditional gifts, donations, and 
bequests of real, personal, and other property (including voluntary and uncompensated services, 
as authorized by section 3109 of title 56

)." 

In addition, under Section 47 USC 154(g)(3)(D) "The Commission shall promulgate regulations 
to carry out the provisions of this paragraph. Such regulations shall include provisions to 
preclude the acceptance of any gift, bequest, or donation that would create a conflict of interest or 
the appearance of a conflict of interest." To assist with this, the implementing language found in 
Subpart R Section Sec. 1.3004 Public disclosure and reporting requirements sets forth the steps 
the Commission must take to accept gifts from prohibited sources which include: 

(1) The identity of the prohibited source; 
(2) A description of the gift; 
(3) The market value of the gift; 
(4) Documentation concerning the prohibited source's reason for the gift as 
required in Sec. 1.3003(f); 
(5) A signed statement of verification from the prohibited source that the gift is 
unconditional and is not contingent on any promise or expectation that the 
Commission's receipt of the gift will benefit the proposed donor in any regulatory 
matter; and 
(6) The date the gift is accepted by the Commission. 

Investigators spoke to ITC staff and confirmed that they reported and documented the items 
donated from sources accordingly. For compliance with requirement (5) there is a statement on 
the Technology Experience Center Website, stating that "Donation to the Center is strictly 
voluntary and is not contingent on and does not imply any expected benefit to the donor. 
Acceptance of any donated device or item by the FCC does not constitute endorsement of the 
device, its manufacturer, vendor, or any company offering such device." In addition, there are 

6 5 USC § 3109 Em lo ment of ex erts and consultants; tern ora or intermittent 
Case Number: Case Title: 
OIG-1-12-XXXX Contracting and Purchasing Center Hotline Whistleblower Complaints 

0 4-
OFFICIAL USE ONLY 

LAW ENFORCEMENT SENSITIVE INFORMATION 
FCC Office of Inspector General 

Page 5 of7 



brochures in the Center that donors can also take away when they bring in items for donation. 
The Director of the Technology Experience Center (FCC TEC) is responsible for maintaining the 
documentation and reporting to the Office of Managing Director (O:MD) on a semi-annual basis 
to be included in a semi-annual report to Congress. OIG was able to confirm that the TEC was in 
the process of being established at the time of the Whistleblower's complaint. There were no 
donations of high end televisions, but the TEC was receiving· I-pads from Apple and new 
BlackBerrys from Research in Motion both regulatees of the FCC. Documentation was available 
and on file with the TEC. 

Conclusion: 

Based on our investigation, including information provided by Whistleblower, OIG finds that 
there is lack of evidence for additional OIG investigation. 

Teleworking of FCC Employees (2) 

Allegation: 

Misuse oftelework, employees teleworking from-offsite areas. 

Findings: 

Investigators were able to verify the telework agreements and locations of the employees cited 
by the Whistleblower. In addition, the subject employees' wages are appropriately based on the 
locality pay applicable to their place of residence. 

Conclusion: 

Based on our investigation, including information provided by Whistleblower, OIG finds that 
there is lack of evidence for additional OIG investigation. 

Financial Operations Deobligating Contracts with Modification Paperwork (1) 

Allegation: 

Financial Operations team is deobligating 7 funds in a contract without modification paperwork or 
notifying the contracting officer (CO). 

Findings: 

7 Downward adjustment of the obligations recorded in a contract document 
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Investigators were unable to verify the allegations made by the Whistleblower because s/he was 
unable to provide specific contracts as evidence of the allegations. When asked in a follow-up 
interview, Whistleblower saids/he was still waiting for information. 

Conclusion: 

Based on our investigation, including information provided by Whistleblower, OIG finds that 
there is lack of evidence for additional OIG investigation. 

Recommendations 

Based on the above findings, we recommend that above 14 matters be closed and no 
further action be taken on these cases. 
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Federal Communications Commission 
Office of Inspector General 

Investigative Activity Report 

Type of Activity: 
D Personal Interview 
D Telephone Interview 
~ Records Review 
D Hotline (phone, email) 
D Other 

Activity Date and Time: 
01/30/2012 

Report Date: 
11/27/2013 

Location of Activity: 
FCC Headquarters 
Washington, D.C. 20554 

Activity Description: 
Review email histoiy previous 90 days 

Conducted By: 
, Investigator 

, Investigatory Attorney 

Subject Matter/Remarks 

On January 30, 2012 a review o~'s most recent~ email history was reviewed. There 
was no indication in the emails that would indicate that- was involved in selling CDs. 

It is recommended that no further action be taken at this time based on the email review, the fact 
that- is no longer employed at the FCC, as well as the age of the case. 
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DATE: Octoberl7, 2013 

UNITED STATES GOVERNMENT 
FEDERAL COMMUNICATIONS COMMISSION 

OFFICE OF INSPECTOR GENERAL 

MEMORANDUM 

TO: David L. Hunt~ Inspector General 

CC: 

FROM: 

SUBJECT: FCC Employee 
and Attendance Issues 

Background of Investigation 

vestigations; -~ Computer 
y;-> Investigator 

• Prohibited Use of Government Equipment and Time 

On March 21, 2013, FCC OIG initiated a proactive investigation of child pornography on 
the FCC Network (FCC OIG Case# OIG-1-13-0017). To conduct the investigation, FCC 
,Investigators provided a comprehensive listing of child pornography keywords to contractors 
from the FCC's Network Security Operations Center (NSOC). The contractors used the child 
pornography keywords to search for contraband on the network. On April 11 1 2013, FCC 
Investigators were ad.vised by contractor personnel assigned to the project that the keyword 
search had identified Internet Browser Favorites believed to be associated with child 
pornography on a computer workstation (FCC Barcode-) assigned to in 
the Office of the Managing Director (OMD). The browser favorites included 11youngamateurs11

, 

ny oung Porn11
• and 1'Topless l 6.11 On April 12, 2013. during an examination of access control 

badge data, FCC Investigator identified a pattern of access that appears to indicate 
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REPORT OF INVESTIGATION (continuation sheet) 

indicate tha- may be committing time and attendance fraud .. As a result of this 
information an investigation was opened covering the computer misuse/potential child 
pornography issue as well as time and attendance fraud. 

Scope of Investigation 

. FCC OIG staff conducted interviews and reviewed a:nd analyzed relevant materials as 
detailed below . 

• 
• 
• (Attachment #7) 

Reports/Equipment Reviewed 

• Forensic examination of-'s FCC-issued computer (Attachment #1 Media 
Analysis Report) · 

Findings: Prohibited Use of Government Equipment (Desktop Computer) 

I Case Number: 
OIG-1-13-0024 

FCC Directive FCCINST 1479.4, FCC Cyber Security Program, effective May 1. 2011 

Subparagraph 7.12 of FCCINST 1479.4 provides that users must: 
• Read, sign indicating acceptance of, and comply with the FCC Computer System 

User Rules of Behavior; 
• Use FCC information system resources only for authorized FCC business 

purposes, except as provided by the FCC's limited personal use policy; 

FCC Cybersecurity Policy v3.1 
Office of the Managing Director (O:MD) 
Effective Date: July 31, 2012 

Paragraph 2.0.2 Broad Organizational Policies of FCC Cybersecurity·Policy provides: 
Staff using FCC information systems or accounts must not participate in unethical, 
illegal or inappropriate activities such as: for-profit commercial activities, pirating 
software, stealing passwords, stealing credit card numbers, and· 

1 .... 
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REPORT OF INVESTIGATION (continuation sheet) 

viewing/exchanging inappropriate written or graphic material (e.g., pornography). 

Paragraph 2.11 Internet Usage of FCC Cybersecurity Policy provides that unacceptable 
uses of the Internet when using an FCC internet connection or account include: 
•You must not use the Internet to view or download pornography. 

FCC Computer System User Rules of Behavior 
Form A-201 
Revised January 2006 
(See Attachment #2 Rules of Behavior (ROB) signed by- 2/5/07) 

FCC Computer System User Rules of Behavior provides: 

POLICY FOR USE OF COMPUTER RESOURCES. 
As an employee or contractor of the Federal Communications Commission (FCC), you 
are required to be aware of, and comply with the FCC's policy on usage and security of 
computer resources, per OMB Circular A-130, Appendix III. Use of this system is for 

.FCC authorized purposes only. Any other use may be misuse of Government property in 
violation of Federal regulations. All information in this system is subject to access by 
authorized FCC personnel at any time. Individual users have no privacy interest in such 
information. 

, FCC OIG computer forensics investigator, identified eleven (11) image 
files depicting pornographic material on-'s FCC-issued computer. Nine (9) of the eleven 
(11) images were of a young woman undressing another young woma~. Because of the young 
age of the young women appearing in this series of images, the computer forensics investigators 
obtained MD5 hash values 1 for the images and ran the hash values against hash values of known 
child pornography maintained by the National Center for Missing and Exploited Children 
(NCMEC). None of the nine (9) images are known images of child pornography according to 
the NCMEC database. 

The computer forensics investigator also identified a series of Microsoft Office 
documents that appear to be Craigslist posts including posts that describe sexual activity in 
graphic terms and other documents that appear to be fantasy stories involving an individual 
named ,.,, and describing sexual activity in graphic terms. Further, the computer forensics 

1 
An MD5 hash value is an alphanumeric string that serves to identify an individual digital file as a kind of"digital 

fin er rint." 
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REPORT OF INVESTIGATION (continuation sheet) 

investigator found documents that contain email exchanges between a person named •• ,, and 
women with whom .... appears to be discussing sex for money. Lastly, the computer 
forensics investigator discovered a large number of Internet ''bookmarks" for websites that 
appear to contain pornography including several websites that may contain child pornography. 
The computer forensics investigator did not find any evidence that- used the FCC 
network to access/obtain the pornographic material or to access Craigslist. Neither did the 
forensic·investigator find eVidence that- was using the FCC network to distribute 
pomograpliic material. However, given the age of the material that was identified and given that 
the operating system o~'s FCC issued computer has been upgraded since the material 
was obtained, it is possible that the FCC network was used to obtain the material and that the 
artifacts identifying that activity are no longer in the computer. 

In an interview, - admitted using his FCC issued desktop for "other than official 
government work," including accessing personal email, searching "music stuff," and visiting 
adult sites. With regards to .. adult sites,"- admitted to visiting the sites frequently 
"depending on what's going on" and ''how busy I am." In the last 2-3 months9Joes not think 
9ias visited any adult sites "because I've been busy." Prior to this time, "when things were 
slow"- would visit adult sites "about 8 hours or more a week." - offered that 
"people would say 'have you seen this site"' and send man email with a link to the site. "If 
it's (the site) is blocked I would not go any further." •said.does not attempt to circumvent 
FCC internet safeguards. - explained that there are about 5 - l 0 FCC employees in. 
immediate area in OMD PO who are exch... g such links, bu.would not provide their 
names. ms sent links about once a week. also goes to sites that 1 researches or finds 
"'interesting." Some of the prohibited sites visits are from "non-prohibited" websites like "the 
DMVofVirginia.'' 

About 10 years ago, when six or seven employees shared a workspace on the 12th Street 
level, I saw an employee with adult videos and movies and asked howl did that. The 
employee saidl "'had someone help II set something up to get access to sites." - did 
not ask how or who could help II because •'I thought it was wrong thatl shoul~ing 
it." Also, - thought that the implication was that an IT person hell d the employee set it 
up. mlfuought the individual might have been an intern at the time, but knows it wasn't a 
contractor since no contractors were working in his area at that time. Again, - would not 
provide the name of this person and would not confirm if this person was still employed at the 
FCC. - admitted to usJ home computer to access adult sites about "an how- or two 
(hours) a week." Becausell.-andchildren also use the compnter,I has setup II home 
computer to automatically delete cookies when I logs out. 

I Case Number: 
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REPORT OF INVESTIGATION (continuation sheet) 

- acknowledged that there is a banner when I logs onto his FCC issued computer 
that advised against «using the computer for personal stuff." In addition, I said thatl "knew it 
was wrong" but continued to do it because "work was slow and I was interested in what other 
people and employees sent to me." 9vould also search for sites usin~ Internet Explorer. II 
stated does not use Google Chrome or Mozilla/Firefox.2 - was initially reluctant to 
acknowledge visiting the adult sites was wrong, but later m the mterview agreed that it was 
against our (FCC) code of ethics and ~onduct, but thatllwas going to these sites out of 
boredom. 

With regards to the bookmarks on.computer;- "did not thinkl bookmarked 
anything" or "only a small amount." liiared shocked to learn of the number of sites that 
the forensic examine had uncovered. thoughtl had "delete~g.'' When 
asked why I found it necessary to delete cookies and browser items, - admittedl 
"knew it was wrong to go to these sites" and was "concerned about tlrings that were 
transmitted with these sites, like viruses." reiterated "I do not bookmark anything at 
least not on purpose." When asked again, said, «I might bookmark a couple things but I 
don't think so." 

- stated that I "cannot think of any time" that I viewedi. ctures of children 
without clothes on, but has viewed pictures of children with clothes on. asserted that the 
adult web sites I went to "had a waiver on the bottom, the one that says that the girls in the 
pictures are 18 and above.'.J - did affinn that the "girls were young looking." -
reiteratedl would click on links sent toll by other employees and said "I would guess there 
could be some under 18." 

When first asked,- denied ever visiting Craigslist. When asked again, 
admitted going to Craigslist to "buy stuff, like a crib_" - specificall asked 
I had ever visited the adult section of Craigslist. Only at this time did admit to 
"probably" going to the adult section "about 4 or 5 years io." continued "I may have 
gone to the site about a year ago just because it's there." said never chatted or emailed 

2 
As part of the forensic examination process, we examined Mozilla Firefox and Google Chrome artifacts. We 

identified a significant amount ofMozilla Firefox activity dwing the period from 2/8/2013 and 4/19/2013 and a 
small amount of Google Chrome activity between the period from 21112013 and 2/4/2013. 
3 18 USC § 2257 - Record keeping reqillrements and 28 C.F.R. Part 75 CHILD PROTECTION RESTORATION AND 
PENALTIES ENHANCEMENT ACT OF 1990; PROTECT ACT; ADAM WALSH CHILD PROTECTION AND SAFETY 
ACT OF 2006: RECORDKEEPING AND RECO.RJ)..INSPECTION PROVISIONS 

I Case Number: I Case Title: 
. OIG-I-13-0024 __ 
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REPORT OF INVESTIGATION (continuation sheet) 

claimed I never met up with anyone from the site. -
specifically asked "are you saying that you have never exchanged emails of a sexual 
nature with someone on Craigslist?" • responded, "it escapes my memory, but it sounds 
plausible." - asserted that "it was a funny gesture, an experiment, but I never chatted 
with anyone:'Fonfirmed that I never used a chat program via Craigslist but "maybe I 
exchanged emails." 

- does not use any external media (thumb drive, external hard drive) to transfer 
documents or spreadsheets betweenliork computer andllhome computer. At first, I said 
that I only emailed documents to , but later admitted to burning spreadsheets to CDs 
and transporting those back and forth. . 

Findings: Time and Attendance Issues 

I Case Number: 
OIG-I-13-0024 

5 USC§ 6101- Basic 40-hourworkweek: work schedules; regulations 

(a) (I) For the ptupose of this subsection, "employee" includes an employee of the 
government of the District of Columbia and an employee whose pay is fixed and adjusted 
from time to time under section 5343 or 5349 of this title, or by a wage board or similar 
administrative authority serving the same purpose, but does not include an employee or 
individual excluded from the definition of employee in section 554 l (2) of this title, 
except as specifically provided under this paragraph. 
(3) Except when the head of an Executive agency, a military department, or of the 
government of the District of Columbia determines that his organization would be 
seriously handicapped in carrying out its functions or that costs would be substantially 
increased, he shall provide, with respect to each employee in his organization, that-

(A) assignments to tours of duty are scheduled in advance over periods of not less 
than 1 week; 
(B) the basic 40-hour workweek is scheduled on 5 days, Monday through Friday 
when possible, and the 2 days outside the basic workweek are consecutive; 
(C) the working hours in each day in the basic workweek are the same; 
(D) the basic nonovertime workday may not exceed 8 hours; 
(E) the occurrence of holidays may not affect the designation of the basic 
workweek; and 
(F) breaks in working hours of more than l hour may not be scheduled in a basic 
workday. 

1-. 
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REPORT OF INVESTIGATION (continuation sheet) 

5 USC Chapter 63. Subchapter I -Annual and Sick Leave 

5 USC § 6302 - General provisions 

(a) The days ofleave provided by this subchapter are days on which an employee would 
otherwise work and receive pay and are excl~ive of holidays and nonworkdays 
established by Federal statute, Executive order, or administrative order. 

According to the Federal Communications Commission's Employee Handbook, page 16, 
"Tours of duty will be established by the supervisor to cover an eight and one-half hour period, 
including lunch, and will begin between 7:00 a.m. and 10:00 a.m. and end between 3:30 p.m. and 
6:30 p.m." 

- admitted to teleworking but does not recall si~ 
telework arrangement. (Attachment #4 Telework Agreement for 
approximately one day a week and usually works on spreadsheets. 

to fonnalizell 
) II teleworks 

-·s tour of duty is from 8am until 4:30pm.. However, often shows up at 8:30 or 
9:00am and "works through lunch" to make up the hours. , -· s supervisor 
said,·- ''rarely ets in at 8:00" and arrives •(more likely at 10:00or10:30." Access 
Badge Data shows that typically arrives between 9:30 and l lam (usually around 
10/10:30 am). said will ask before taking leave or leaving early and then follow-up 
with putting the leave requests m WebTA. --said,<-and-have 
allowed II to leave early, work times oth~~ tour of duty, or do work after hours at 
home." Additionally,- states thatl only.leaves early about 2 times or less a week. 

When interviewed 
(8 hours) each day. 
and never authorized 
after hours at home. 

said I expects employees to work their full tour of duty 
stated I would "'absolutely not" let an employee cut comers 
leave early, work times other than II tour of duty or do work 
would "never ever do that." 

According to-, I and-have an "informal arrangement" that allows II 
to come in late and p~e s~r work later to make up any time owed to the 
government. When interviewed,- admitted to not kn.=i. when- actually 
arrives or departs but has a "gut feeling" and "susiects" that- may not be taking the full 
amount of leave I should be taking for the time is not actually at work.- commented 
'"Pve thought to myself, I's putting in leave slips but is I putting in enough?" (Attachment 

I Case Number: 
OIG-I-13-0024 

OFFICIAL USE ONLY 
LA WENFORCEMENT SENSTITVE INFORMATION 

FCC Office oflnspecto1· General 
Page 7 of9 



REPORT OF INVESTIGATION (continuation sheet) 

#3 Access control badge data analysis Spreadsheet) - approves-·s leave in 
Web TA, but does not verify that- is in the office dunng the hours~uld be. 

- was specifically asked why our review ofll badge data versus II leave data 
would show 189 hour shortfall, (thatl was out of the office for 189 hours for which leave was 
not approved) from Feb~ through August 12, 2013.11 appeared shocked and did 
not think that was possible. - stated that "I oftentimes work at home after hours and keep 
a mental report of the hours I work at home." In addition,llsaid "if rm working at home, I 
don't charge it."- could not explain what ''I don't charge it" means. II admitted that I 
may have some "delayed reporting," bu~ usually catches up with leave requests the next day 
or by the end of the time period. When I[ works at home "in my mind I'm off-setting my 
leave." ~lained that, ifl does work for a couple hours in the morning and then goes to the 
doctor, iWworked the hours, llY'on't take leave. However,.eeps "a mind total" and 
"internal notes" of the extra hour;m worked II suggested that calendar would have the 
notes about II hours but also offered "my calendar might not even be correct." - insisted 
thatllworks at home to cover any hours thatllhasn't worked in the building and keeps it all 
"mentally." 

Conclusions: Prohibited Use of FCC Owned Computer 

Our investigation has established that-engaged in personal, extensive non-work 
related use ofllFCC-issued computer in violation of FCC Directive 1479.4 and the FCC 
Cybersecurity Policy. - has admitted to visiting and viewing pornographic material and 
adult sites as well as possessing and writing inappropriate written graphic material. 

Conclusions: Time and Attendance Issues 

Based upon the access control system badge data and-'s admission thatl has 
arrived later and left earlier then II official tour of duty hours, it is reasonable to conclude the 
- has not followed the time and attendance rules relative to. official tour of duty. 
Analysis of Access Badge Data and payroll records show 152 hour';for which- was paid 
but was not in the building and was not on authorized leave." NOTE: Human Resources Payroll 
office could not produce the Time and Attendance Records for Pay Period (PP) 02 (1/27 /13 -
2/9/13) and PP03 (2/10/13 - 2/23/13). As a result, we have not included data from these pay 
periods in the overall calculation. 

I Case Number: 
OIG-I-13-0024 

1 .... 
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REPORT OF INVESTIGATION (continuation sheet) 

Recommendations 

Attachments 

Attachment#! Media Analysis Report, 8/7/13 (note: graphic images and language) 
Attachment #2 Rules of Behavior (ROB) signed by- 2/5/07 
Attachment #3 Access control badge data anal sis s readsheet 
Attachment #4 Telework Agreement for 
Attachment #5 Memorandum of Interview: 
Attachment iM Memorandum of Interview: 
Attachment #7 Memorandum of Interview: 

I Case Number: 
OIG-I-13-0024 1-. 
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UNITED STATES GOVERN1vffiNT 
FEDERAL CO:M:MUNICATIONS COMMISSION 

OFFICE OF INSPECTOR GENERAL 

MEMORANDUM 

DATE: January27, 2014 

TO: David L. Hunt, Inspector General 

CC:. -·Deputy Inspector General 

~.Deputy Inspector General for Investigations,-. Investigator, 
~tory Attorney . 

SUBJECT: 

Background 

As a result of an ongoing Office of Inspector General investigation, it was discovered that 
, a Federal Connmmications Commission (FCC) employee may have been 

"burning" and providing copies of copyrighted music to various employees at the FCC. A 
separate investigation was conducted to determine i~ was (a) providing the music in 
violation of agency policy using government issued equipment or software, or (b) downloading 
music in violation of digital copyright laws. 

A. Prohibited Use of Government Eguipment (Desktop Computer) 

1. FCC Directive FCCINST 1479-4, FCC Cyber Security Program, effective May L 2011 

I Case Number: 
OIG-I-13-0025 , .... 
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REPORT OF INVESTIGATION (continuation sheet) 

Subparagraph 7.12 ofFCCINST 1479.4 provides that users must: 

• Read, sign indicating acceptance of, and comply with the FCC Computer System 
User Rules of Behavior; · 

• Use FCC information system resources only for authorized FCC business 
purposes, except as provided by the FCC's limited personal use policy 

2. FCC Cybersecurity Policy v3. l, Office of the Managing Director COMD). 
Effective Date: July 31. 2012 

Paragraph 2.0.2 Broad Organizational Policies of FCC Cybersecurity Policy provides: 

Staff using FCC information systems or accounts must not participate in unethical, illegal 
or inappropriate activities such as: for-profit commercial activities, pirating software, 
stealing passwords, stealing credit card numbers, and viewing/exchanging inappropriate 
written or graphic material (e.g., pornography). 

Paragraph 2.11 Internet Usage of FCC Cybersecurity Policy provides that unacceptable 
uses of the Internet when using an FCC internet connection or account include: 

• You must not use the Internet to view or download pornography. 

3. FCC Computer System User Rules of Behavior Form A-201, Revised January 2006 
(Attachment #2 Rules of Behavior (ROB) signed by-

I Case Number: ~IG-1-13-0025 

FCC Computer System User Rule's of Behavior provides: 

POLICY FOR USE OF COMPUTER RESOURCES. 
As an employee or contractor of the Federal Communications Commission (FCC), you 
are required to be aware of, and comply with the FCC's policy on usage and security of 
computer resources, per OMB Circular A-130, Appendix III. Use of this system is for 
FCC authorized purposes only. Any other use may be misuse of Government property in 
violation of Federal regulations. All information in this system is subject to access by 
authorized FCC personnel at any time. Individual users have no privacy interest in such 
information. 
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REPORT OF INVESTIGATION (continuation sheet) 

B. Digital Millennium Copyright Act illMCAl 

Congress enacted Title I of the Digital Millennium Copyright Act (DMCA) on October 
28, 1998, with the twin goals of protecting copyrighted works from piracy and promoting 
electronic commerce. Congress accomplished these goals by enacting prohibitions relating to the 
circumvention of copyright protection systems (as set forth in 17 U.S.C. § 1201), and the integrity 
of copyright management infonnation (pursuant to 17 U.S.C. § 1202). 

Findings 

On October 25, 2013, in response to a request from computer forensics investigatorll 
, ITC, provided a compact disc containing network share information 

for . On October 28, 2013, obtained a forensic image of-'s FCC-
issued computer. On November 12, 2013, provided a compact disc containing an 
Outlook data file for-. 

From November 19, 2013 to January 8, 2014,- conducted a forensic 
examination of the digital evidence. The examination revealed that- was using II FCC
issued computer to download MP3 music files from Amazon. 

Conclusion 

Based on the forensic examination, no evidence was found that - is using• 
FCC-issued computer to illegally bootleg copyrighted material. Downloading MP3 files from 
Amazon is a legal method of downloading MP3 music files and th~ is not in violation 

·of the DMCA. Moreover, although it appears that- was usiiig_~C-issued computer 
to download MP3 music files, ITC management stated that this activity does not violate the 
Commission's computer security policy. 

Recommendations 

Based on our findings, we would recommend no further investigation into this issue at this time. 

I Case Number: 
OIG-I-13--0025 lliiiiill 
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NON-PUBLIC 
FOR INTERNAL USE ONLY 

DATE: October 22, 2013 

UNITED STATES GOVERNMENT· 
FEDERAL COMMUNICATIONS COMMISSION 

OFFICE OF INSPECTOR GENERAL 

MEMORANDUM 

TO: Acting Chief, Human Resources, 
and Governmental Affairs Bureau, 

Policy · ~cl ' 
FROM:·David J.,. Hunt, lnspect-O~ 
SUBJECT: 11111111111 

Attached hereto, and forwarded with my approval~ is a memorandum concluding the Office of 
Inspector General's inquiry into the above~captioned matter. 

Attachment 



. DATE: October 22, 20i3 

UNITED STATES GOVERNMENT 
FEDERAL COMMUNICATIONS COMMISSION 

OFFICE OF INSPECTOR GENERAL 

MEMORANDUM 

TO: David L. Hunt, Inspector General 

SUBJECT: FCC Employe 
Time and Attendance Issues 

Background of Investigation 

Prohibited Use of Govcnunent Equipment and 

On March 21, 2013, FCC OIG initiated a proactive investigation of child pornography on 
·the FCC Network (FCC OlG Case# OIG-r:.13~11). To conductthe investigation, FCC 
Investigators provided a comprehensive listing of child. pornography keywords to contractors 
from the FCC;s·Network Security Operations Center (NSOC). The contractors used the child 
pomography keywords to search for contraband on the network. On April 22, 2013, FCC 
Investigators were advised by contractor personnel assigned to the project that the keyword 
search had identified Internet Browser Favorites1 believed to be associated with child 

1 The browser favorites included MI;GAROT!C - Tlic red light district of file hosting & on line storage. Adults ONLY!.url, Big 
ass latino tluics- lccnks.com.url,ANGR.YBI.ACKGI!U, FUCK 111E DUMB!!!!!.url, Good BootyGirl.~.url, !lot Curves. and 
Nude Girls. Fast Wom~n ... Curvekicir h Robert Fcin.url 

Case Number: Case Title: 
OIG-1-13-0041 
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REPORT OF INVESTIGATION (continuation sheet) 

pornography on a computer workstation (FCC Barcode-) assigned to 
the Consumer and Governmental Affairs Bureau (CGB). 

in 

On September 12, 2013, during an examination of access c~ata which shows 
that a target is present when a computer is used, FCC Investigator- identified a 
pattern of access that appears to indicate that - may be committing time and attendance 
fraud. As a result of this information an investigation was opened covering the potential child 
pornography issue as well as time and attendance fraud. 

Scope of Investigation 

FCC OIG staff conducted interviews and reviewed and analyzed relevant materials as 
detailed below. 

(Attachment #5) 

Reports/Equipment Reviewed 

• Forensic examination o-'s FCC-issued computer (Attachment #1 
Media Analysis Report) 

• Access Control Badge Data Analysis Spreadsheet (Attachment #3) 

Findings: Prohibited Use of Government Equipment (Desktop Computer) 

l Case Number: 
OIG-I-13-0041 

I.FCC Directive FCCINST 1479.4, FCC Cyber Security Program, effective May l, 2011 

Subparagraph 7.12 ofFCCINST 1479.4 provides that users must: 

• Read, sign indicating acceptance of, and comp'ly with the FCC Computer System 
User Rules of Behavior; 

• Use FCC information system resources only for authorized FCC business 
purposes, except as provided by the FCC's limited personal use policy 

2. FCC Cybersecurity Policy v3. l 
Office of the Managing Director COMD) 

, __ 
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REPORT OF INVESTIGATION (continuation sheet) 

Effective Date: July 31, 2012 

Paragraph 2.0.2 Broad Organizational Policies of FCC Cybersecurity Policy provides: 

Staff using FCC information systems or accounts must not participate in unethical, 
illegal or inappropriate activities such as: for-profit commercial activities, pirating 
software, stealing passwords, stealing credit card numbers, and viewing/exchanging 
inappropriate written or graphic material (e.g., pornography). 

Paragraph 2.11 Internet Usage of FCC Cybersecurity Policy provides that unacceptable 
uses of the Internet when using an FCC internet connection or account include: 
• You must not use the Internet to view or download pornography. 

3. FCC Computer System User Rules of Behavior 
Form A-201 
Revised January 2006 
(Attachment #2 Rules of Behavior (ROB) signed by-) 

FCC Computer System User Rules of Behavior provides: 

POLICY FOR USE OF COMPUTER RESOURCES. 
As an employee or contractor of the Federal Communications Commission (FCC), you 
are required to be aware of, and comply with the FCC's policy on usage and security of 
computer resources, per OMB Circular A-130, Appendix III. Use of this system is for 
FCC authorized purposes only. Any other use may be misuse of Government property in 
violation of Federal regulations. All information in this system is subject to access by 
authorized FCC personnel at any time. Individual users have no privacy interest in such 
information. 

, FCC OIG computer forensics inv~entified a large volume of 
pornographic and inappropriate2 images and video files on-'s FCC-issued computer. 
Specifically, the computer forensics investigator identified two-hundred forty eight (248), 
pornographic image files, one-hundred thirty five (135) inappropriate image files, twenty-two 
(22) pornographic video files, and thirty-one (31) inappropriate video files. The computer 

2 For purposes of the forensic examination, the computer forensics investigator defined inappropriate images and 
video as ima es or videos de ictin scantil clad women in sexuall rovocative oses. 

Case Number: Case Title: 
OIG-1-13-0041 
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REPORT OF INVESTIGATION (continuation sheet) 

forensics investigator also found one (I) Adobe Acrobat document containing graphic 
descriptions of sexual activity and one (I) Microsoft Office document containing an 
inappropriate image. Further, the computer forensics investigator identified seven (7) video files 
depicting graphic violence. The computer forensics investigator determined that- used 
the FCC network to obtain some of the pornographic and inappropriate material. 

fu an interview, admitted to using~CC issued desk:t.for "other than 
official government work." offered that. may have music on computer, as well 
as pictures of vide~ames, cars, shoes, women in bikinis as well as ''naked women, but nothing 
under 18 or 21." • admitted thatl was getting these pictures from message boards or from 
Facebook pictures.· These message boards also include topics related to sports and politics. II 
visits these message bo=.=: and though~ have approximately 80 to 90 
pornographic pictures. - informed- that during the computer forensic 
examination~graphic pictures and 22 pornographic videos were found. After additional 
questioning- ultimately admitted to downloading pictures and knowing that I had 
pornographic videos on his Commission-issued computer. 

- statedl is not-assingpictures to FCC or other federal employees via. 
FCC.GOV email address, nor does share articl-finds on the message boards via--
FCC.GOV email address or visit ad t web sites. admitted to using II FCC 
computer to transfer pictures from. phone to a tp or um drive, and saved pornographic 
pictures and videos to. C:\ drive on. computer. 

- offered that during the forensic examination, 7 videos of violence were found. 
~d that I hasn't viewed it in a long time, "maybe 3,4, 5 years ago." • admitted 
to finding these photos on YouTube or WorldStar.11 stated "Pm not searching for it." 

Findings: Suspected Mariiuana Use 

I.Executive Order 12564 of September 15.1986 Drug-Free Federal Workplace 
Section I provides that: 
(a) Federal employees are required to refrain from the use of illegal drugs. 
(b) The use of illegal drugs by Federal employees, whether on duty or off duty, is 
contrary to the efficiency of the service. 
(c) Persons who use illegal drugs are not suitable for Federal en:iployment. 

lc_as_e_N_umb_e_r_: ______ lease Title: 
OIG-I-13-0041 . 
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REPORT OF INVESTIGATION (continuation sheet) 

The computer forensic examination showed both images and videos of-using 
what the investigators believed to be marijuana. These electronically stored pictures contain 
metadata (imbedded electronic information that gives GPS location information regarding where 
images or video were accessed, information that is stored on most electronic devices to include 
cell phones.) Investigators were able to use the GPS location information contained in the 
metadata associated with the pictures and determined that the pictures were taken at 
-·s home address. 

weekends pnor to the interview.3 claimed to use marijuana socially and does not smoke 
- admitted to usin .. marijuana about three times a month and as recently as 2 

before or at work and only at night says "it does not run my life." - purchases 
marijuana on a monthly basis, spending between $10 and.20 er mon~ trades alcohol 
for marijuana when :friends come over toll] apartment. was shown several still 
images and asked if they were :fromll computer andl said« it's on there, I'll be held 
accountable. I'll take full responsibility for it.IE' indicated that these were older pictures and 
videos thatl had onlmt>hone andl was usin CC computer to transfer files to a thumb 
drive but «I may have forgotten about them." is aware of the government policy on 
drug use and admitted "if you gave me a piss test today, I would fail." II does not use marijuana 
with.FCC e~ acknowledged the pictures were "from a while back when I was young 
and dumb." --also conceded that the videos were 0£11 and "I should not have them 
on my computer." 

Findings: Time and Attendance Issues 

1.5 USC § 6101 - Basic 40-hour workweek; work schedules: regulations 
(a) (1) For the purpose of this subsection, "employee" includes an employee of the 
government of the District of Columbia and an employee whose pay is fixed and adjusted 
from time to time under section 5343 or 5349 of this title, or by a wage board or similar 
administrative authority serving the same purpose, but does not include an employee or 
individual excluded from the definition of employee in section 5541 (2) of this title, 
except as specifically provided under this paragraph. 

· (3) Except when the head of an Executive agency, a military department, or of the 
government of the District of Columbia determines that his organization would be 
seriously handicapped in canying out its functions or that costs would be substantially 
increased, he shall provide, with respect to each employee in his organization, that-

3 Based on the interview date of September 18, 2013. I Case Nwnber: I Case Title: 
OIG-I-13-0041 
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REPORT OF INVESTIGATION (continuation sheet) 

(A) assignments to tours of duty are scheduled in advance over periods of not less 
than 1 week; 
(B) the basic 40-hour workweek is scheduled on 5 days, Monday through Friday 
when possible, and the 2 days outside the basic workweek are consecutive; 
(C) the working hours in each day in the basic workweek are the same; 
(D) the basic nonovertime workday may not exceed 8 hours; 
(E) the occurrence of holidays may not affect the designation of the basic 
workweek; and 
(F) breaks in working hours of more than I hour may not be scheduled in a basic 
workday. 

2. 5 USC Chapter 63, Subchapter I - Annual and Sick Leave 

5 USC § 6302 - General provisions 
(a) Tue days ofleave provided by this subchapter are days on which an employee would 
otherwise work and receive pay and are exclusive of holidays and non workdays 
established by Federal statute, Executive order, or administrative order. 

According to the Federal Communications Commission's Employee Handbook, page 16, 
"Tou.rS of duty will be established by the supervisor to cover an eight and one-half hour 
period, including lunch, and will begin between 7:00 a.m. and 10:00 a.m. and end 
between 3:30 p.m. and 6:30 p.m.'' 

, Bureau Chief: Office of Native: Affairs and Policy (ONAP), Consuma and Governmental Affairs Bureau 
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REPORT OF INVESTIGATION (continuation sheet) 

explanation for~ hours. - stated "it sounds about right." When initially 
asked how long- had been leaving earlyl said 3 or 4 months, however after 
additional questioning admittedl has been arriving late or leaving early for "a couple of 
years."5 

Conclusions: Prohibited Use of FCC Owned Computer 

Our investi§iition has established that- engaged in personal, extensive non
work related use of FCC-issued computer m violation of FCC Directive 1479 .4 and the FCC 
Cybersecurity Policy. has admitted· to visiting and viewing pornographic material 
and adult sites. 

Conclusions: Suspected Marijuana Use 

Our investigation established the likelihoo~ of and-has in fact admitted to, 
marijuana use in violation of Government illegal drug use policy. 

Conclusions: Time and Attendance Issues 

Based upon the access control system badge data arid-'s admission that. has 
arrived later and left earlier ~ official tour of duty hours. it IS reasonable to conclude fuat 
- has not followed the time and attendance rules relative t. official tour of duty. 
~Access Badge Data and payroll records show 55 hours for which- was 
paid but was not in the building and was not on authorized leave. 

Recommendations 

L~-- -

Attachments 

5
- and- interviewed . on Wednesday September 18, 2013. The interview concluded at approximately 

10;50am. At 11 :06am on that same day, complet4 timesheet covering pay period 18, from Septembers thror 
Scptemb<:r 21. --did not accowit for leave on. timeshect, even thon4 had just admitted to investigators that >nivodWemdl tllls tim<Eod. 
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Attachment #1 Media Analysis Report dated 9/6/20~aphic images and language) 
Attachment #2 Rules of Behavior (ROB) signed by- 1/5/07 
Attachment #3 Access control badge data anal is readsheet 
Attachment #4 Memorandum of Interview: 
Attachment #5 Memorandum of Interview: 

lc_a_s_e N_UIIl_b_e_r= ______ .,....I Case Title: OIG-I-13-0041 . 
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DATE: 

TO: 

FROM: 

SUBJECT: 

Overview 

January22, 2014 

UNITED STATES GOVERNMENT 
FEDERAL CO:MMUNCIATIONS COMMISSION 

OFFICE OF INSPECTOR GENERAL 

MEMORANDUM 

, Assistant Inspector General for Investigations/Counsel to the 
Inspector General -and , Investigatory Attorneys 

, FCC Employee Complaint of Violation of Hiring Practices 

, a Federal Communications Commission (FCC) 
in the Wireline Competition Bureau's (WCB) 
), contacted the Office of Inspector General (OIG) 

filed with the FCC. This grievance pertained to the 
nsumer and Governmental Affairs Bureau's 

Vacancy Announcement <YA) Number 
not received a response from the Commission to 
hiring practices. 

Background 

On March 11, 2009 the Commission posted FCC Vacancy Announcement Number: 11 
on FCC Jobs. This posting announced an opening for a 

at the Federal Communications Commissi ) Consumer 
and Governmental Bureau (CGB) -) 
located at the FCC Headquarters in Washington, DC. The Pay Plan/Series/Grade was GS
-· The announcement restricted eligibility to current FCC employees. The Commission 
~set the closin date of the vacanc announcement as March 24, 2009, however the 
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Commission later extended the closing date to April 3, 2009. - filed. application via 
. USAJobs in a timely manner before the closing of the vacancy announcement. On July 8, 2009, 
the Commission notified- that. was not selected for the position. 

On July 29, 2009,- filed.Administrative Grievance with the Labor Relations 
and Performance Man~rvice. - elected to have 
represent.although- is not a Bargaining Unit Employee. To this date, there has 
been no notification from the FCC Human Resources and Labor Relations to 

as to their :findings. In additio~ neither- nor 
has :filed any additional grievances or appeals 

Investigation 

Findings 

The investigation revealed that, according to Agency Grievance Procedures (Subchapter 
2), an employee must file a Grievance must within 15 days after the employee becomes aware of 
an act or occurrence. - filed.Grievance on July 29, 2009 and the Step 1 Grievance 
decision was due within 10 days of that date. 

According t , the parties agreed to an extension of the Grievance Decision 
deadline until August 19, 2009. However, no Step I Grievance Decision was issued to 

· - by that date and-never filed anysubsequeilit a eals. As of December 12, 
2013, Human Resources and Labor Relations had not provided a Grievance Decision 
or an explanation concerning its delay. 

Conclusion 

Based on our investigation, including information provided by-, OIG finds that 
there is evidence of lack of communication from Human Resources and Labor Relations 
regarding-'s Grievance. However, the Agency's Grievance Procedures provide 
atlequate guidelines regarding the duties of employees and their representatives in the Grievance 
Process should they fail to receive the desired outcome of their Grievance. Under the Agency's 
Step 2 Grievance Procedure, should have filed an appeal within 10 days of a 
Grievance Decision or lack th o never filed fill appeaL Accordingly, under the 
Agency Grievance Procedure, failed to file a timel~peal with the 
Bureau/Office Chief to maintain any rights inll Grievance. - abandoned II rights in 

1 Acting Chief Human Capital Officer 
2 Human Resource Specialist, Employee and Labor Relations 
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the Grievance process by not timely filing a Step 2 Appeal. 

Recommendations 

. Based on the above findings, we recommend that this matter be closed and no further 
action be taken on this case. 
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DATE: 

TO: 

FROM: 

November 18, 2013 

UNITED STA1ES GOVERNMENT 
FEDERAL CO:M:MUNCIATIONS C01viMISSION 

OFFICE OF lNSPECTOR GENERAL 

MEMORANDUM 

, Assistant Inspector General for Investigations/Counsel to the 
Inspector General 

__ ,Investigatory Attorney and-, Investigator · 

SUBJECT: Investigation of Enforcement Bureau Time and Attendanc·e 
Issues ofF01mer District Director 

On June 7, 2013, Whistleblower Agent (AGEN1) from the Federal Communications 
Commi~ called the FCC Offic~ (OIG) Hotline Phone claimin.a_ 
"forme-Director/Supervisor- was asked to step down from. 
position but was given a promotion to a GS-15." According to the whistleblower, staff in the 
-Region do not know what work is performing. They m~~es 
not come into the office. The whistleblo~at the employees in the
Enforcement Bureau Office believe that- is only "running reports out of the 
Enforcement Bureau Activity Tracking System (EBATS) and is not doing substantial work The 
whistleblower alleges waste of government funds and mismanagement. For the reasons 
explained below, we recommend that this matter be closed and no further action be taken on this 
case. 

Whistleblower Complaint 

After an initial telephone interview with AGENT on June 7, 2013, AGENT sent a written 
complaint1 to Investigafocy Attorney- alleging the following: 

1 AGENT's written co 
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• On June 27, 2012, due to incompetence and unacceptably poor performance, 
was reassigned as a manager to the~e~nt team as 

an 'Electronic Engineer Advisor. This position was created for- and did 
not exist before. 

• was instructed not to go into the-Office but to appear twice a 
week at the office. 

• Employees in the do not know what does and believe I only 
"runs EBATS reports." EBATS is an Enforcement Bureau database. It talces little skill to 
'run EBATS reports', it takes little time to 'run EBATS reports' ,it's not a big deal to 'run 
EBATS reports', other employees 'run EBATS reports', it's hard to believe that 'running 
EBATS reports' could be a~ time job, a much lower grade such as a GS-7 or aGS-9 
can 'run EBATS re£2!!8', and so on." 

• -cl-supervisor, the- Region Director, , ha~ a 
-out and was 'reassigned to headquarters' which is understood to mean that 

was reassigned as a manager to the Enforcement Bureau in Washington, 
DC. 

• was promoted to GS-15. 
• lives in , has not been to the- office since June 

2012, and hasn't been to the office in months. 

Scope oflnvestigation 

FCC OIG staff conducted interviews as detailed below: 

futerviews 

• - Regional Director for the Enforcement Bureau (EB) 

• Special Advisor to the Chief of EB 

Findings 

. - began working for-in Januru.y 2009 as the- District 
Director(D~TW1IBd previous experience in the private sector working for a 
telecommunications provider as a manager and as an assistant professor at- State 
University. . · 

- counseled about. performance on Feb~l2, and 
~the "difficulties" in the . Durinithis conversation,- told 
- that this was a «3 month head's up" that would have to "malce substantial 
improvements or find another position." During this 3 month period, I received ongoing 
counseling on how to avoid conflict with employees as well as assistance on handling/assigning 
cases, and providing advice. - offered that the Bargaining Unit employees "malce life 
miserable for the DDs to force them to leave and have a vacancy at the top so they can show they 
can self-manage." In addition,- maintained that the Bargaining Union employees often 
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take information learned from EEO or FLRA hearings and use that to file additional grievances 
against management. - pointed out that the Union Employees have been unsuccessful 
and no viol~ management has ever been proven. There have been no findings of fault 
against the- or EB staff. 

On June 27, 2012, - met with at an "offsite location" (from the. 
-) in an effort to not ~a.me th!!eead contentious office situation, to discuss.
"deteriorating performance." In particular, ix lained that• had become 
afraid otllJ staff and was starting to disengage om management responsibilities." II said 
"the situation inll had become intolerable where the staff, management, and front office were 
unhappy. It was unfunctional." - reviewed II notes from the meeting and verbally 
walked through 1:he bullet points ~epared notes that~onversation with 
--The intent of the meeting was not to remo'.:.~ from~sition, 
~ewlycrea~on that ''bett~tren~ and removed from a 
difficult environment" - explained to-that I was not being ed, but that 
II was there to present a "rehabilitation offer and voluntary reassignment." II explained a 
new position was being created for an electrical engineer responsible for working on the 
Enforcement Bureau Activity Tracking System (EBATS) to better manage and develop EBATS 
to meet EB• s needs, including data analysis and mining of information already available in the 
database, creating and designing EBATS reports for the front office and management, and 
developing expertise in other databases throughout the FCC. This would be a non-supervisory 
~awarded at a GS-14 ~otential to GS-15. The candidate would report to 
- as well as work with-, Special Advisor to the Chief, Enforcement 
Bureau. This position had been approved by HR, OGC, and EB management. 

- described as "relieved thatl was not getting terminated and 
excited~e new o portunity which better fit II electrical engineering background.» In 
addition, had complained of increasing stress and health problems because of the 
situation in the and felt that a lower stress, positive environment would help II] out. 

- told- that they would have to itllJ on Administrative Leave 
until July 2, 2012, w~ officially transferred to new position. This was 
extended until July 9, 2012, because the Position Description (PD) had not been approved at this 
time. This would be a lateral move into a new position since it was a position with a similar 

iition potential to the position.I currently was in. At fustl would be assigned to the II 
asllDuty Station until the salary adjustment could be resolved in HR involving the pay 

differential between.II and-, which was closer to 's home. 

belongings. 
reported to th 
6, 2012 and 

agreed to the lateral osition and returned to the- to gatherll 
etumed to the one more time on a weekend in July, and then 

Office. was announced as "Acting District Director" on July 
was trans erred to II new position. 

- approved a 120 day telewo~ment with 
3 days a week of telework and 2 days in the- office. 
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would be able to take leave one of the 2 days that! was supposed to be in the office. Also, 
was told I may become eligible or a ''pilot program" for full time teleworking. 

Dtnin~ da , did submit assi ents to-but also began 
working for-. was not sure what was domg for the EB Front 
Office but said "I know they were very happy with ork" believes 
thought. was ''picking onll." wasn't in constant commurucation with 
did not necessarily know whether was physically in the office, but 
understood that the lateral move meant was also working for someone else and could be 
talking to them more. The telewOiking agreement ex ired in November 2012 and 
approved the agreement for another 120 days "so would be paper 
approved performance awards for 2010 and 2011 but n . described 
"not happy with that." - believes. approved 's times 
end of 2012, but does not cwrently have that role. II did explain that 
placed on a formal Performance Improvement Plan (PJP). 

explained that at the end of 2012,- received a new position 
description w provided for three job performan~ponsibility for providing 
coding and "back-end" management of the EBATS system and to providing reports as required 
by EB Manag~g the EBATS after the contractor, CompuTech, had made changes 
in the system - would test items on the Development seiver before CompuTech 
migrated the approved code to the Production seiver), and 3) Working with the Office of General 
Counsel (OGC) in reviewing bankruptcies that effect enforcement actions. 

-·s work on testing EBATS has saved the Commission between $3,000 and 
$10,00~ the contractor does not have to perform the work. has a 
back ound in rogramming SQL and has even taught programmin at University. 

's role as the system engineer better fits his skill set. sa1dl "would be 
lost without ," and added that is "the most dedicated employee''I 
knows .• also believes that is much happier in. new role. 

Conclusion 
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Based on our investigation, including the investigation conducted and information 
~· OIG finds there is insufficient evidence to support AGENT's claim that 
- committed waste of government funds or mismanagement. 

Recommendations 

We recommend that this matter be closed and no further action be taken on this case. 
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UNITED STATES GOVERNMENT 
·FEDERAL COMMUNCIATIONS COlv.IMISSION 

OFFICE OF INSPECTOR GENERAL 

MEMORANDUM· 

TO: · -· Assistant Inspector General for Investigations/Counsel to the 
Inspector Gene~ 

FROM: , Investigatory Attorney 

DATE: January 5, 2014 

Tue Office of Inspector General ("OIG" 
Commission's handling of the complaint by 

and-against-

(collectively, "). 
The long history of this matter spans 5 years and 2 OIG investigations from the filing of the 
complaint to the adoption of an order in 20101

. This memorandum concludes the second OIG 

1 In the Matter of Complainants, v . ..---
lnc. Memorandum Opinion and Order, •cc Rcd-(Enf. Bur. ~egedthat the 
-i.olated the Telephone Consumer Protection Act of 1991, by fulling to honor do-not-call requests by 
purportedly making multiple prohibited telephone solicitations t and by tailing to record properly. 
requests to be placed on the companies' do-not-call lists. The Commission found that none of the calls at issue 
constituted "telephone solicitations" within the meaning of section 22 7 of the Communications Act, and dms there 
was no violation of the Act or of Commission rules in connection with those calls. However, the Commission also 
found that tlie companies did not hono s requests to be placed on their do-not-call lists, and concluded 
that violated section 64.1200(e){2)(iii) of the Commission's rules and section 201(b) of the Act, 
by failing to record a company-specific do-not-call request made by .. in September 2003. 

l-C-as_e_N_wnb--er_: _______ lease Title: OIG-I-12-0076 . 
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, MEMORANDUM (continuation sheet) 

investigation into th.is matter. 

Background 

·On April 3, 2007,--) requested that OIG investigate the Commission's 
failure to render an opinion on a formal complaint filed by-t against- on 
January 25, 2005. OIG conducted an investigation and sub~dings via letter on July 
24, 2007, wherein it concluded that a perceived novel legal issue and party disputes necessitated 
use of extensive amounts of staff time, justifying the delay. When OIG's findings were released, 
a resolution of the case was expected imminently and thus no further action was taken by OIG 

, on behalf of , contacted OIG via email on August 4, 2009. In that 
email, asserted that the formal complaint had not yet been resolved. llmdicatedllwas 
seeking personal damages against FCC staff. 

During the period during which the-complaint languished, there was a change in 
the Administration, as well as changes in EB and OIG leadership and staff. 

Findings 

OIG's second investigation into the Commission's handling of the 
complaint commenced more than 2 years after resolution of the firs~ matter in 
dispute was resolved on April 1, 2010 whereby the FCC found that-did 
violate section 64.1200(e)(2)(iii) of the Commission's rules and section 201(b) of the Act by 
failing to record a company-~ci:fic do-not-call request made by~er 2003. The 
FCC denied all other counts. This Order was issued 63 months a~'s original 
complaint. 

We conclude that progress in this case was prolonged and unduly lengthy. In the time 
since the conclusion of the first investigation, there were numerous periods that involved review, 
editing and commenting on draft orders by old and new EB staff and management, along with 
time spent on collaboration with other bureaus and agencies. These review periods included 
extended periods of time for seemingly minor edits. 

I Case Number: 
OIG-I-12..0076 

Additionally, we observed instances in which Commission's decision to prioritize 

OFFICIAL USE ONLY 
LAW ENFORCEMENT SENSITIVE INFORMATION 

FCC Office of Inspecto1· ~neral 
Page 2 of4 



MEMORANDUM (continuation sheet) 

complaints subject to statutes of limitations and as well as other categories of complaints fully 
utilized the resources of the Enforcement Bureau as well as consumed the attentions of the Office 
of the Chairman. As a result, 's complaint received no attention and lay dormant. 3 

Moreover, the time necessary to resolve the complaint was affected by changes in personnel; a 
determination to elevate the complaint from a Bureau level decision to a Commission level 
decision; and a subsequent reversal of that determination. 

This investigation revealed that although the complaint languished for · 
periods of time and underwent a litany ofrevisions both substantiv~ral, no FCC 
employee committed misconduct, acted malicio~d out- for unusual 
treatment. Although attention was given to the- complaint since the change in 
senior management of the Enforcement Bureau ("EB") in 2009, progress on this case was 
nevertheless lengthy and delayed. 

We find that current bureau senior management, which took thei.r positions beginning 
September 2s; 2009, implemented changes to EB 's policies and procedures to allow for 
prioritization and discussions with staff on items of concern and importance. Specifically, senior 
management of EB has indicated the need to address the timeliness concerns highlighted in this 
case and to make changes to policy and procedures in an effort to better prioritize and organize 
issues for resolution. In furtherance thereof, the EB Front Office provides management with a 
weekly list of "high priorities" including statute of limitation issues, pending resolution of orders, 
and other items for closure and comment. This list is developed with input from staff and is 
updated with any new activity or progress. The process is intended to provide senior 
management with the ability to identify important and time sensitive issues and to quickly 
address them in order and significance to the bureau. In addition, key players and requirements 
are easily identifiable and challenges are easily addressable. These "priority lists" should 
successfully communicate to EB management and staff items that require attention. 

Conclusion 

Unlike the statutorily mandated deadline to resolve tariff-related com~s no 
deadline imposed on or by the Commission for resolving complaints such as-'s. 

3 Notably, in 2006, the Commission's project for handling the numerous Telephone Consumer Protection Act 
("TCPA") complaints severely affected the availability of staff to work on other matters. TCPA complaints were 

. designated a priority and any and all staff were used on this project. EB was required to meet stringent metrics and 
at times it was necessary to devote all ofTCD staff's time to this project. The metrics included response to 100% of 
the com taints within 120 da s. This ro"ect continued until earl 2009. 

Case Number: Case Title: 
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MEMORANDUM (continuation sheet) 

Because there is no deadline, complaints of this nature may not be given priority and thus they 
are not quickly resolved. Moreover, complaints involving statute of limitation issues must be 
given appropriate priority. OIG believes that the complaint process should be one that will 
ensure that all complaints are addressed within reasonable periods of time. OIG believes that the 
changes in EB's processes should go a long way to seeing-that all cases are, to the extent 
possible, handled expeditiously. We recommend that this matter be closed and no further action 
be taken on this case. 

I Case Number: 
OIG-1-12-0076 
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