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Freedom of Information Act Office

U.S. Department of Homeland Security
500 12t St SW, Stop 5009
Washington, DC 20536

U.S. Immigration
and Customs
Enforcement

April 27, 2015

RE: ICE FOIA Case Number 2014-1CF0O-06653

This letter is the final response to your Freedom of Information Act (FOIA) request to U.S.
Immigration and Customs Enforcement (ICE), dated August 17, 2014. You have requested
copies of the most recent ICE Communications Plan.

ICE has considered your request under the FOIA, 5 U.S.C. § 552.

After review of those documents, I have determined that 1 page will be released in its entirety.
Portions of 17 pages will be withheld pursuant to exemptions of the FOIA as described below.

ICE has applied FOIA exemptions to protect from disclosure

FOIA Exemption S protects from disclosure those inter- or intra-agency documents that are
normally privileged in the civil discovery context. The three most frequently invoked privileges
are the deliberative process privilege, the attorney work-product privilege, and the attorney-client
privilege. After carefully reviewing the responsive documents, I have determined that portions
of the responsive documents qualify for protection under the deliberative process privilege.

The deliberative process privilege protects the integrity of the deliberative or decision-making
processes within the agency by exempting from mandatory disclosure opinions, conclusions, and
recommendations included within inter-agency or intra-agency memoranda or letters. The
release of this internal information would discourage the expression of candid opinions and
inhibit the free and frank exchange of information among agency personnel.

You have the right to appeal ICE’s determination and should you wish to do so, please send your
appeal following the procedures outlined in the DHS regulations at 6 Code of Federal
Regulations § 5.9 and a copy of this letter to:

U.S. Immigration and Customs Enforcement
Office of Principal Legal Advisor

U.S. Department of Homeland Security
Freedom of Information Act Office



500 12th Street, S.W_, Stop 5009
Washington, D.C. 20536-5009

Your appeal must be received within 60 days of the date of this letter. Your envelope and letter
should be marked “FOIA Appeal.” Copies of the FOIA and DHS regulations are available at
www.dhs.gov/foia.

Provisions of the FOIA and Privacy Act allow us to recover part of the cost of complying with
your request. In this instance, because the cost is below the $14 minimum, there is no charge.!

If you need to contact the FOIA office about this matter, please call (866) 633-1182 and refer to
FOIA case number 2014-ICFO-06653.

Sincerely,
R.gowins, for

Catrina M. Pavlik-Keenan
FOIA Officer

Enclosure(s): 18 page(s)

16 CFR § 5.11(d)(4).



Office of Public Al
LUK, Department of Einmeland Securily

7. U.S. Immigration
and Customs
Enforcement

March 8, 2011

Media Relations Guidance for ICE Employees

Handling Basic Press Inquiries

As a portal for news and informaition about ICLL. the Office of Public Alfairs (OPA) provides timely,
accurate and approved responses o the news media on a daily basis. Public Affairs Officers (PAO)
are the only personnet approved to speik to the news media.

Media Calls
[f an ICE employee or ICE contractor gets a call from a reparter. hlogger or another individual who
claims to be a journalist. the following protocol should be followed:

e Inform journalist how ICFE handles media inquiries. All media inquirtes are handied by (CE
OPA.

s Dircet journalist ta appropriate OPA representative. Employees in locations other than ICE
headquarters should direct the reporter to their local field PAO. Emplovees at ICE
headdquarters ar at o Washington, DC office should direct the reporter to the press line at 202-
732-4242,

s  Knuw vour PAO cantact information. A list of ficld and national PAOs can be found here.
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February 2011
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Section 1. Introduction

1.1 Backyground
O Maw 27, 2010, TS Scerctary Junet Napolitano released 2 Memorandum establishing the DTS

Palicy for Integrated Risk Manueement TRM)! establishing a natioral policy requiring that all
Components incorpome 4 sk process i the planning, management, and overull mission of harth the
Leparement and their arganizarion. Risk management’, as defined within che IXHS TRM Poliev is a
“process for identifyving, analvzing, assessing, and communicating risk and accepting, avoiding,
reansterring, or concrolling it @ an accepable level considering agsociated costs and benefics of any
action faken.”? IRM 1 based on the principle that risk management should enbance an organizaton’s
overall decision makieg process and ipcrease its alility w achieve is objectves Ty usinge ot influence
and mranuge visks. 1TRM poliey is designed enhance all levels of decdsion-muakmg, meluding strategy and
planning, budget formalanan, resource allacation, warktorce planning, and perfomuance reporting. s
required b the Seererary’s Polioe Memorandum, the Depariment provided ewe primury puidance

docaments w turrher define and guide TRN efforns.

U5, Immigration and Customns Linforcement is the priman: investigative arm of the US, Depurtment of
Homeland Securiny [DHS] and the sceond largest investgarive apenoc within che federal government.,
Wirth aver 20,000 emplovees Incared in more than 00 offices in the U8, and overseas, effecrively
communicaring 1{17s organizanonal pricorides and policies s erifical o accomplishing irs organizarional
mission, The Seeretary’s TRM Policy Memorandum has numeroos implications for TCE Firsg it
reqquired that 101 develap and promaote a common onderstancling of risk throoghouwe it organization.
Seeond, it conveys thar [ICE must manage risks that influence ws mission or Componenes with

tons. Thivd, it involves establishing and implementing LCE rislk management policies,

overlapping miss
processes, and practces that align with the DUS IRM Policy and yudance. Fourth, it compels TCL to

develop risk management capabilitics thar sapport 1JHS TRM policies, processes, and pracrices.

[n response, 1CH cstablished a steatemy and risk function wichin irs Oftice of Paliey fo tarther
Leparmment-level goals o develop, eoordinate, and implemenr a unified and inregrated appraach o risk
management across the “homeland seourite enterprise.”” The Oiffice of Policy, Serategy and Risk
Division (hereafter referred toras “the SR eam™) s responsible for leadiog risk mapagement offores au
[CE, which entails ideptifyving, developivg, and effectively commuonicauny IO s orgapizational provities

and policies on sk management.

S LS Deparoment of Homeland Sceority, Reok Meereoescess Dosdomentale, December 2000, 0,5
SUS Department of Homelowd Sceurite, “DHS Poliey for bnegraed Risk Manageoen,

ay 27, 2010
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1.2 Purpose/Objectives

Risk-reluted communcation from the 11 Office of Policy is corrently vere ad hoc, The purposce of the
risk communicantons plan is o outline a sttuctured approach for communicating sk -relared messages
thar artteulute whas risk management informarion should be disseminared across the ageney, ade should
receive risk manapemenr intarmarion, péder should risk managemenr infarmanion be caommunicared, and

hear risk management information will be disseminared across the agencv. Beginning by establishing a

common framework for waderstandiog risks aall levels ot the organizadon, this plan seeks ©

accenmiphish three main woals:

ers: The SRID team will

worls to commuricate visk activities and results across the opmaneation to decsion makers vsing

- Communicate ICF Risk Asscssimenr Resulis to Decision M.

the risk communications processes established in rhis sk communieanons plan. The SRID ream
will focus primarily on communicaring risk assessment results effectively 1o necessary decision

makers, in A amcly manncer.

- Communicate a common understanding of risk management concepts: The SR13 team
will esrabilish a common understanding of risk within the constraiats of a Taw enforcement
crvironment atwd the goals and objectives »f risk assessmuent eftorts at ICE headquarters and

acrass ite 20 Aeld offices. The SRIY team ey have diffreulty, commuunmcating nisk concepts to

decision makers and stakcholders durdmg the visk management process due to the different Jevels
af risk understanding. To overcome this challenge, the SR ream may have o provide
hiackgraund marcrial on risk conceprs ro decision makers (e, Paer Sheets], and for inarease risk

commanication ciforts 1 alleviate stakeholder coneern e nigh-level briefings an SR resuls).

- TIneresse understanding of DHS & ICE risk management policies /pracdces: In order o
establish a risk managemen mindset, skill set, and cudtere theowebout 1CE, the SRD team will
update and inbrm stakeholders v LS overal]l sk management stratewy fmission, s sion, and
valaes]. DS Integrared Risk Management (IRMDY policy and waedance, official TS visk veports

and resoarces, and best practives,

- Soeialize ICE risk management capabilities 1o incrcase visibility: The SRID tcuni wil
increase, awareness of 1CH risk managemenr capahilitics activitics, accamplishmenrs, and recent
success stories pmongst all 1CE employees, Introduce this intormation as chapiors of a larger
baok, beginning with an overview fsuimmary of the HSTSRA (Phase T & 115 and continugs with
messages coverdag current [CE sk acty ides S initatives, 1C1H risk capabilites (the kind of work
we do and the itpuct it hes on [CL offices), next steps, risk-nlated news/devopments that

anpact the wiy we do business,

The plan wlso describes the pudicnees, cammunicanion tvpes, and communicanons strategies tar
accomplishing rhese poals, The SR ream will updare the communications plan annually or as

developmenes neenr that requine revisions.

2014-ICFO-066535 of 18



RO | e W]

A, Immigration
antl Custons
Crolurcement

Section 2. Key Communication Types

Risk communications, as defined in the TS Risk Lexicon, i “the exchange of information with, the
goul of mproving risk understanding, wffecting sk perceprion, and/or cquipping prople ar groups 1o
tulie appraprinte actions m response w an Wentified sk The SRD. team wll communicate what sk
means for Vb specificalby, miber v ar sive, fro mhat, and fo whai dogree. Risk, for the purposes of this
communicaringns plan, refers ra exrernal risks posed by external adversaries (e, rerrorises and criminaly)

te [CH. Risks arc affected by sitvaranal circamseances that may hioder 1017 abiline o proteer the

naten 1pem dangeraus people or goods, as npposed v internal visks suel as fraud, waste, e abuse, The
SR teany will convey risk asscssment results via appropriate communication channcls to e used by
senor leaders inddentifving the highest priorine enforcernent arcas. to suppart deddsion malking on
resource allocarinn and the fomulation of budget enhancement requests,. This sectinn oudines the wpes

of risk-relared information rhar wil he provided o stakehoblers hye the SRID) eam.

2.1 Results from ICE Risk Assessments

The SRD teamn is responsible for sharieye 1CH risk assessment results and risk management dectsion
suppart fnts throughouat ICE o ensure that homeland seeuriry risks arc inreprered into stearegie,
npcrﬂticmal, budgcmry and resouwrce dccisi(m-making processes. The SREY ream will use the mcans

ourlined within rhis risk communtcations plan o communicate this intormarian.

2.2 Results from Department-wide Risk Assessments

Risk wssessment resalis pravide informaton on exrernal rsks o LCE and infarm decisions on

carahlished possible courses of acrion to address thase risks. The SRIY eam will provide risk assessment

methodelogy, preliminary resalrs, and ourcomes, including The Homelanl Secarine Narttanal Risk,

Arsessmeat, Surategic Tssue Papers, and Risk. «

(RAPID) assessments.,

ssessrrrent Process tor Informed Decision-daking

2.3 DHS Risk Policy and Directives

Official 1IHS Paliey documents, including palicy srarements, management directives, reparts on tarmal
departmeatal visk assessments, reviews of d eparnrtental assessients that relace o homeland seourty visk
assessment and risk management to be commuaicated o siakehoklers, incleding ot noclimited w, the

j—‘ ’ll‘)\\'i[l:‘::
+« Homeland Security Presidential Directives (HSPDs): These divectives are exceutive orders
issued by the President with the consent of the Homeland Sceurite Counl on matkers retawed to

Homctand Scearine, FISPLI-7, “Crincal Infrastrucrure Ldendificanon, Prionnzation, and

SIS Risk Lesicoa, 2010 Ednton
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Prateetion,” establish risk management responsibialin: wothe DES Secretary, therelay serving as
the impetus for the Seerctany to establish the Department's IRM policy,

¢ Management Directives: DES Directives arc an ofticiul creans of communicuting DES
poticies, delegatians of autharite, and procedures necessany for IS 1o comply with pertinent
txecutive Chrders, sttutes, regulations, and policies as relared 1o risk manapement ar RS and
Componcenrs, AlbDHS officers and employees are responsihle for acting in acenrdance with the
applical:le peicies andd procedores as established Ty cthe Divectives, The Maaagemear Directives
System congists of Directives and Insiructions that are systematically prepared and revised o
meet the needs of DHS. For example, on Mav 27, 200001 DS Secretary Janet Napolitano

released w Memorandum establishing the DS Poliey for Integrated Risk Managermend (IRAD)

mandaring each Component 1o develop dsk management policies, processes, and practices,

* Policy Statements: These starements are tormal, watten policies issued by the DFIS Seererury,
Depury Seerctary, or Offce of the Sceretary rhar deseribe nverarching objectives of a major
initiative. Policy statements may be tollowed I the release ot a Policy Directive that serve o
clariiv the Department’s stance oawhart risk management is at 12HS aned why the policy is briog
implemented.

¢«  Policy Dicectives: Directves expand upor and build on DHS policy statements, policies or

These direcorves descrilie a

initratives thacare inftiated by the Pressdenc o the TS Seerctary
poticy’s parpase, seope, aathorier; extablish roles and responsibitirics; and instirure policies and
procedures for the Department’s new policy. These dircenves alsa carablish measurabie
vutcames of the Deparement’s overall risk managemenr policy, estahlish performance measures
1o be used in pvaluating outcomes, and agsien responsibilities for the implementatdon of the
DS palicy. wo. Componentz of the DTS enterprise. Pxamples melode the Integrated Risk
Management Poliey Directive released an 15/27 /2010 Ty Sceretary Napolitana,

2.4 Risk Instructional Documents

Risk management instructional documeats support Fxeoutive Orders, IJHS Dirccoves, and Policy
Statements by edocating, informing, and proyiding wwidelines v Components on how 1o inegrate the
DIs rizk management policy, process, and approach at all levels of thelr organization, More speeiiically,
they pravide guidunce on how w implement the Deparmient’s IRM policy withm a Companent
organization. oA brict descriprinn of the six (6) risk-informing instrucrionu docaments is provided

Ll

* Risk Steering Commitiee (RSC) Instructions (Dra f): R5C instrucrionat document
estahlishes the RS nrganization, s ticred serucrre, and articulates how wa fulfibl ies assigned
responsibilides. Tedefines roles and responsibilines, including those far ies members and orher
participaats, work plan, and decision making within its siructure,

*  Risk-Informing Programming and Budgering /1 [eveispareat); This instraction will Tikels
tocus on usinge a risk management approach o determine programming priovities, inform
resource attocute reqaerements, and o inform strutegic budgetiry decisions that support a

Component’s mission and pbjecrives

« Risk-Informing Acquisition Managerment: "This mstruction manaal provides direction and

gaidance an a now DS acgaistion management poticy and framework, The instruction
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explains how the DTS acquisition management s deiined and execoted, the processes
assaciuted with the dfferent tvpes of acquisitons, and the procedures for review: and approval
of DES aequisitions.

Identify and Monitoring Organizational Risks o Dervopmentt This insrruction will likely
tacus on identifying, priositizing, and manitaring risks thar wouold inhibit or prevent a
Componenr from pertorming its mission, acrivitices, tunctons, and objectives and it

effectivencss in managing those risks,

Rizk-Informing Stcrategy Development ¢y Deveiopapetls This mserection will likely focus on
intgeradng visk concepts and analysis into the development of specitic strategies © manage or
reduce idenetred visks.

Risk-Informing Performance Management. (I Deredopmenidt [This instruction will likely focus
on evaluatiog o Component’s performance based o its abilite o munage visks eifectveb (aliere

possibley and on idennfving gaps where improvements are necessary,

The SR ream has nat recoived efficial versions of these documents fraom [IHS and therefore, cannat

cxpand upon the content and/or narure af the atarementioned inscructional docoments. Cinee 13HS

releases these instructions, the SRIY team will update these sections of the risk communications plac,

The SRIY eany will support cach part of. the risk management process by communicating instructions

onee released Dy the Departmaat.

2.5

Other Implementing Documents

Interim Integrated Risk Management Framework (ITRMF): Releused by the R in
January 2009, ehe [RMI sers ehe foundanian far o commeon approach ro homeland sceurin fisk
management. It cansists of a collection of documents thar ingludes an Integrared Risk
Management Policy Sarement, ircetive and supporting Instructions and Implementing
docmments. IR provides doctring and gukbelines thac support integrated risk matazemene
within IS 1o, ultimately, support strategle decision makinge and implemeatation: of the
Department’s IRA policy.,

DHS Risk Lexicon {(Scept. 2008 & Scpt. 2010 Editions): "T'he lestcon establishes o list of
terminology and definidons relevant to homelund securiy risk managemenst, analvsis, pracesses,

and rechniques.

Risk Management Guidelines: Guidcelines released T the Deparmment provide rechiniques
andd yuidance on how o apply principles and processes of risk managemenc o homeland
seeurity decigions thar afieer the planning prioviteation, budeec formulation, resooree allocation,

capability development, and the developmenc of risk preveation or mitzation stratesies.

Risk Management Fundamentals {Drafty: RAI was the firgt ina series of policy
rublicatinas articulating the principles of homeland seearity visk management, prowiding a
commoa framework, and outlining aa operational concept to guide the development and
implementaton of IRAL RME oudines principles of risk management within the hometand
sceuriny cnviranment. 11 also provides a cammon framework and aperananal concept ra gaide
the development and implemeniation of TRAL widmacely eolivadng a vigk culture that addresses
the unigue mission of cach component,

o
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Key Reports

U.5. Government Accountability Office (GAO) Reports: GAC), often referred to ws the
“congressional watchdog” 15 an independent, nonpurtisan agency that investgates how federal
government agencics spend thetr money and provides recommendarnions an how those agencies
can he more etficienr, etfeerive, and responsive. GAG maink produces repores ac the requese of

Congressional members and prowides testimony hefore Conpress.

National Academies Reports: Four ormanizations — the National Academy of Sciences, the
Navonal Academy of Fngmneering, the Instote of Medieme and the Natonal Research Counell
—ate collectively known ag the National Seademies, The Nawonal Academies provide
independent guidance on mational issues to pobey makers, leaders, and the public on omedical
scienee, medicine, and heabrh tssaes. The National Academics conduets studics and produces
congressionally mundated repores; conctusions and recommendations are presenred in
Congressional brictings. 1o a 2010 repors, sitked Rerdew of e Departivent of Fosseland Yecnrity's
chpsimact to Ridk - Lrafy i the Noadonal Research Council (NRES reviewwed the Department’s risk,
methodology and provided scientific recommendariong on wavs o build upon the IRME and

Improve its future misk moedels,

Best Practices

and risk managament, many of which have been succr.-ssﬂ:lly developed and mmplemented ie other

government oraaniaauons, Rescarchers, policy experts, and subject matter experts {SMEs) in private

industre, government organsations, and scademic mstitutions pablish artides, reports, and for studies

that highlight approaches, proces

5. technrgues, and solutions to assessing, and managing risk in the

hometand secarity arena. These best pracrices can be ailored to sapport IS Components mo meer

their unique organization’s mission,
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Section 3. Stakeholders

31 Internal ICE Stakeholders

Internal stukeholders mctude unv yroup. individual, or purtner who nfluences decision making about
[CL resources, supports the development of TC1 sk products, assises the SRID ream in meeting its
ohjectives, or s pasitively or nepadvely atteered bv the resules of a risk assessment or change in risk

paliey, including:

3.1.1. ICE Leadership
[CH leadership inctudes deeision makers who are involved in sk management ar 101 or use the risk,

management outpues/ results o make decistons on 10H resources, as ideadied belie:

s ICE Assistant Becretary: A< (he highest official oo TCH, the Assistant Secretary will receive all
RSC Tier I communication on accomplishmuents, current activities, relevapt RSC working group
products, wnd next steps rebated vo DS risk management. The SRID wearn will provide major
poliey direetives and/or instructions on sk management and GACY or National Acadernics

reparts thar review risk management pracedees ar LCH or 13HIS,

¢ Risk SES (TBD}: Once IDHS LRA] Palicy is released and a Risk SES iy designated for 1015
ther will receive all Tier 11 communications. In addirinn, the SRIY ream will communicate alt
majar risk policy, directives and/or instrucrions, provide apdates of ongaing 101 sk
assessments, review results of completedd risk assessments ac TCE, relevant (GAC or National
Academies risk-related repores, and any other intormatdon or material as determined ia the

tukare,

3.1.2 ICE Offices
On June 9. 2010, 1CTL Direetor [ohn Morton announced that 1

stfices would be internully weabigned
araund its avn core nperational respomsibilities — ertminal investiganon and civil immigranon
enforeement — and would be supported by a strong, management division, The new organizarional
structare consisred of three new directorates: Momeland Secariry tnvesrigarians (HS, Entoreement and
Remaoval Operadons 1RO, and Maaagemear and Adminiseration, Fach directorarg 3s now led by an
Fxecutive Assnciate irector whe is responsgible for managing anct coordinating the work of the affices
withm their offices, Sis program oifices remam separate {rom the new dircewsrates: the Cffice of the
Principal Legal Advisor, the Office of Detention Palicy and Phnomg, the Office of Profoessional
Responsibility, the Cffice of Public Aftairs, the Office of Congressional Relations, and the Office of

Stare and Loeal Coardination.
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«  Homeland Security Investigations (H81): This directorate is respunsible for 101
investigations of erimimal vielations «f TS, Taw related 1o tllicit trade, illicic travel, ilick finance,
immigration, emplovment yeriication, and visag, imvadditon teenatienal securitye programs
imvestigations, ST includes the Office of International Affairs (O1A), the Ctfice of Intelligence
{Intel), and Invesnganony, The SR s currenily engaged in che sceond phase of a struoegie risk
assessmment (SRAY of HSLand therefore, has engaged. in viotous commumiearions with FISI
leadership. The SKD provides updates on risk methadology /approach, periodic progress

upedates, SR results Dricfiags, andd Test practices,

¢  Management and Administration: The offices withia this directorate suppert HST aned 1'ROY
missions and all agencs management functions, ncluding management of L hodger,
expenditures, accounting und finance, procuremnent, R, workforce recruitment, LEO, T'T
systems, fuclitios, property, cquipmment, and performance measurerment. The SRIY does not

currently support or commuanicate with leadership in the Managemenr and Administration

dircctarate. However, in the fatare, the SR1D ream would like 1o begin communicating 1(
risk assessmenr eapabilicics, in addirion o any non-mission related risk policices, dircarives,
instructions, repuorts, and best practices. The Otfice of Policy, Strategy and Risk Divigion falls
within thns Divectorate,

¢+ Enforcemenr and Removal Operations (ERO): HRO comzists of seven 7)) Assistant
Dircctors whe oversee Field Operations, Boforcernent, Remosal, Secure Communtics,
Derentinn Management, 1CE Health Service Comps, and Mission, Support. This dicerneare is
responsible for all civil immigranon entoreonent and oversceing the agenay’s dereneion svsem
and centers, remeval flight onperations, and efforts focused on loeating unauthorized immigrants

sunht for llegal re-enony into the U8, The SRD team only recently eagaged in dintogue with

FROY regarding 10 isk assessmeat capabilities. In the future, the SRIZ eam would also like
1ex Deginn commuenicaung mission related rizk policies, directves, guidelines, instrections, and

Lest prucnices.,

¢ Other Offices Reporting Dircctly to ICE Director Morton: Other offices thut report divectly
0. Dircerar Marton inelude the Office of Professional Responsibiline (OPR), the Ofice of
Derenrinn Poliey and Planning, Otfice of the Principal Legal Advisor, the Office of Stare and
Loral Coonlinarion, the Ottice of Congressional Relariong, and the Othiee of PPablic Affais
{OPAY, The SR eam provided support to the Office of Datention aad Oversight (ODX)]
within OPR i developing acrisk based process tecidentify and prioritize detention facilities tee
wnderges Qoality, Assuranee Ingpectons JOQAR) cach vear, I the future, the SRID team weeld
like to leverage the support provided o QDO farther to begin cammunicating steategic-level
risk assessment results, policies, direerives, and Congressionul/Narioou] Academes eporrs o

additionul Kxccutive-level oftices.

Var rhe organizatdonal soructure ro he effecrive in managing risk, visk information needs o flow from top
10 bottont and across the onzanizaton, Communication etfurts will inidally focus on engaging leadership
withia cach directorate 1o promaore the Oftice of Palicy™s role as the central risk. maaagemear office for
[CE and sharing information related 1o policies, procedores, and resovrces, imvaddition to IR rizk
munagement cupabilittes und inivatives.
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3.2 External ICE Stakeholders

Interageney conperation, collaboration, and communication are essental o mplement an [IRM appreach
that sapports homeland secunity decision makers o priositizne competiayg requirements. Inernal
stukchotders are not the onb ones that play a role in hometand secunty risk management, Lxeernad 1C1H
stakehotders includes anvone punside of 1C1E including other governmene eatitics, preanizarions, and
wroups, that have a dircee inerest in homeland seeurine nisks ar could be affecred by 1C1%s sk

matnagem ot [)I’ﬂCTiCCS.

3.2.1 Department of Homeland Security (DHS) Stakeholders
IS Stakeholders mehede oitices, d{:]mrtmcm‘ﬁ, and commuters involved in the dr:ﬂign. developrment,
suidance, implementation or governance of integrated risk management throughoud DUS components.

+ National Protection and Programs Directorate (NFPPD)

o Office of Risk Management & Analysis (RMA) — RAMA was cetablished in April 2007 10
to lead the Department’s offorts o establish o common knguage, a standurd process and
raeels, and risk analvsis srandards and metries. The RAA Dircetor s responsible for
advaneing the Depurmients nisk managenent capahilivy, Ta communicare berween IYHS
and various levels af leadership wirhin cach Camponent, RAA developed a risk gavernance
process and a risk governance body, known as the DHS Risk Steering Comminee (RS,
which iz comprized of representadves from IDHS anc all levels of leadership wichin i
Components, “The SR wam will communicate resalts of 1CE 15k assessments and
questions and/or seues encountered with TCE risk muanagement efforts, in wren receiving
input and guidance w0 help address challenges in the methodology used for 1C1 risk
ASHCSEMENTS,

o DHS Risk Steering Committee? — The RSO way cstablishad in 2007 1o serve as e
gowvernance bady responsihle tor coardinanng and aversecing alt 13HS risk managemenr
imitiatives o execute TRAT policy. 1ois also responsible for providing recommendations for
the Seeretary, facilitaung collaboration. oo risk management between Components, and.
supporting Components, by emploving effective strateies and conducting analysis 1o
support thedr individual misstons, Chaired by the Under Secretary of NFPD, the RSC
addresses converns that muay arse wirhin cach Companent,. The RSC has a three-riee
stracture: Tier Lis made up of Component Heads; Tier [1is made up of Deputies of each
Compuonent, and Tier 11 consizts of Senior Stoff level members, Throogh, i tered
membership stracture, the RSC promotes nformation sharng on individual Component
implementaton efforts, faciliawes collaboraton Detween Components, and coordinates with,
Federal, State, loeal, tribal and tervitorial governments und internatdonal partners on
homeland seeurite dsk management issues. The SR eam will provide input regarding,
furare appraaches to sk management methadolapy and commentsy/ feedbuck on draft
plicy dircerives and instrucrional docurnenrs. The SR1Y ream will cammunicate nisk

AKE

sement resules and for progress during REC meetiogs, sharing success stories, and,
icdenttifving any issues or challenges that may arise in risk assessment, implemaentation, ancd

MATIAKEETICTL ACLVILICS.,

P INate: Once the Managemene Direerive i gigned amd oftcally releasald, the RSCosection will e updared
ingchnde the Rixk ST poatien that i extablished and retlecr the chanpe in RSC strocnire from three ters g tonr

s

a9

2014-ICFO-0665312 of 18



AN

A, Immigration
antl Custos
Crolurcement

3.2.2 Government Dversight Agencies

As independent ageneies that evaloawe federal goverment ageneies and report 1o Congress,
communicatton between the SRID teurn and government oversight agendes will vane depending o the
nature of their engapement. The SRD ream will promptly communicate wrirten responses ra audit
requests from these agencies tor homeland security risk management issues, etforts, process, approach,

andfor results through afticial JOE Ops nskings,

Acleitional visk-redated communications hetween the SRIY team and those agencies includes materials
andfow data relared o 101 seraregic visk assessmoents, Iniastances invalving review of materials
containmyg natanal security or sensitive tisk related infarmation, LCE respanses will be commuenicated in

writing and will be coordinated through 11 officiully designated office/point of cantct,

¢ Genera Accountubility Offic

GAOY

¢ Congressional Offices

o Comgressiomal Rescarch Service (CRE)
o DS Otfice for Civil Rights and Civil Liberties (CRCL)

o Comgressiomad Budper Office (CBO)
o Liheare of Conpresy

s The National Academies

3.2.3 Federal, State, Local, and Tribal Partners

Munugement of homeland scearny sk is a shared responsilalite that requires strong partnerstups with
and suppart from Federal, State, local, tribal and internanonu] organizations, the private sectar, wnd non-
vavernmental arganizations (NGOs). Recounizing this fuer, the SID ream will engage in ourreach and
communicarions 1o Federl, S1ate, and lacal ribal apencies inan oftbet o build strone relaionships,

INCrease conperanon, aned coordinare activities o mirigare or climinare hesmnelnd securnty risks.
e Other DHS Components
s Tederal, State, Local and Trilal Agencies

s Non-Goverameatal Organizatons INGOs), partcudardy those focused on immigracdon aad

detenitiem related ssues

3.2.4 Federally-Funded Research and Development Centers (FFRDC)

Vederally funded rescarch and development conrers (FFRDCS) are independent, non-protie

organizatons sponsored and tfunded by an ageney of the federal povernmenr o help solve complex,
long-term problems. FIRIDCs help government agencies meet speetal, long-rerm scientific and rechnical
research, development, and analvsis newds thar cannor be mer as successfully by the AEENCYS LXISTiay

resomrees oof b private induestry,

There are three (3) cateperies af FERIDCs: 1) research aned develeprmend laboraterios; 23 stueds and

analvsis cerbers; wnd 37 svswemns engineering/ sestemns integranon (S8 ceners, Below is a brief

descriprinn of cach FERI categon:
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s  Research and Development (R&D) Laboratory: R&1) laloratories are used to provide Jong-
term expertise in saphisticated weehnology areas and faaliae the tansfer of new, siimificant
techmolown 1o private industry,

+«  Study and Analysis Centers: Provide independent analveis and advice that assist the
sponsoring agenev i s polios development, dedisinn-making, evaluanon of alwernarives, and

development of innovative approaches 1o solve complex issues,

«  System Engincering/Systems Integration (SE/SI) Centers: 314781 conters priwvide support
fur large, complex svstoms, including the selection of system concepes, the development of
systern architecture and wchmical speci ficatioas, the acyuisition. of bardware ool softeare, the
testing and venflcation of system performance, the integration of new capabilives, and the
mamgenent of system operations.

While there are more than 41 FYRDCs, onlv nwo FERDCs are sponsored by DS and theretore,

relevant o 1)

¢«  Homeland Security Institute (HSI): Administered v Analvtie Services, Ine (ANSER)L TSI
wis established under Secuon 312 of the Homeland Securine Act (P 107 2967 as the
Diepartment’s first congressionally chartered FFRDC, 1151 supparts the IS Seeretary, the
Under Seererary, for Scienee and Technology, and DS operationul units an a vanens of
homeland securiry issues, Spedtically, FISI provides independent scientific, rechnieal, and /o
analvrical analvsis thar suppores the Department’s polioy development, decision-making, and
evaluation of aleernative approaches, FIST also works with aned sopports other government
agencies, non-govermmental oreanixations, higher educaton instinetioas, and aon-profic
organizavons, i addition 1o tederal, stae, loeal, tribal, public and private sector organizations
within the homcland seearite arena, 1o the past, the SR team was prinwrdly o consumer of
research, studies, and repores produced by HSL Inthe fumre, the SR rewm wall remain a

consurnet oF HSI products, conterences, and seminars.,

s The Systems Engineering and Development Institute (SED): Fumablished in carle 2008,
SEDI prowvides technical systems engineeting, aoquisition, and program managemenr expermise
tor help the Deparenent improve enterprise I'T processes and toals, apply best practices and
standards, and develop plans that enhance acyuisitions and I svstems development throughaue
s orzankation, DTS with svstems engneering and acquisition strategy eaperlise w mprove
cnterprise policies, processes, and rools for mission capabilities thae ensare the nation’s security,
SEDI s managed by The Mite Corpoearinn (MITRID, o nom-protit organization with cxpertise
in svstems cnginecring, informariom weehnology, operarional conceprs, and enterprise
modernivation that suppaort a broad range of homeland seeurite initiadves. The SR eam did
nat communicate with SEDY m the past. In the future, the SR team may reach owt and
comrmunicate with SEDI e desiyn a predictiv o management tool,

Each center s admimustered throweh a contract with the sponsoring federal agency, Althowgh FIERDCy
are notsubject o CHfice of Personne] Managenent {OPA) regulations, they are subject to limitations
restrictions on their activities and controls by Congress and/ar their sponsoring ageney, Both are
exrremely valuable because thev, shure a spedial, preferred relutionship wirth government agencies and,

possess expertise nat readilv available wichin the povernmenr ar the private sector
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Section 4. Communication Strategies

4.1 Near-Term Strategies

Near term stratesdes will e exccuted within 1 tocd manths atter the sk commuanications pla s
released. Risk communications etfores will inttially focus on the first tao goals of this plan - 1),
communicanmg a common understanding ot sk coneepts, and 2) mercasimg an understanding of TCLE
and DS risk policies/ pracices,

Infornration Sharing Mecting: The Ottwee of Policy will facus on mformation shating with other
missinm-support offices within the organization m explain what risk managemene means for 1CE and the
role plaved by the SR ream in the process. These meetings include sessinns comducred with Deputies

and Risk points of cantaer (POCs) wirhin LCE Offices.

Official Repore of Record: Share final reports completed for individual risk assessirent conducted by
the SRID team onee the Director has siened o on thereby making it official. These ofticially released
reports serve as proof that TCH has implemented a risk process in response to GAO and National
Academies audits and recommendations. Additionally, these reports support direet FOLA requoests
abour LCE risk assessments and /or how risk resules factor into [CEH decsion-muaking (e, relaed m

OO derention factlines).

Furams/Conferences/Workshops: As determined by Stratepy and Risk Division members, the Office
of Policy, will participate inrisk-related confereaces, workshops, and symposiums 1o infonm, discuss, and
adkape the 1 risk assessmentand risk management approach with its internal aad exrernal stakeholders,
These Torums offer an understanding of new risk management approaches, activities atel hest practices
that will enhanee 1ICH s visk capabilities.

4.2 Medium-Term Strategies
Medivmi-ter strategies will e exeented from 6 months aad 1year after the risk communications plan is

released.

ICE Internal Wel Portal: |losted by 1C

munagement” at [CL that houses all nsk-related docurnents and prosvide aceess to all internal 1CL

4, the web partal site would host a web puge dedicated o sk

stakeholders. The web poreal will haase as rdsk library where documents can be permanenily srared.

Members of the SR ream will eatalogue and regalarly update docaomenes within the librare. Lasty, hur

mase impartantly, rhe web sire/ poetal will also faciitee inrernal 1012 communicarions with a message
hoard and a risk maillox. The internal wely poraal will serve as the prinmary place tor all 101 risk

communications, Tha site would e updated by the SRD team and include contace information for risk.

12
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rearn, members, recent IC visk management accomplishments and mulestiones, success stories,

upeombiye sk contferences, and sk related arcles,

Develop Steategie Parinerships to Tdennfy Collaborative Opportunities: [C1s riglk management
pructices cant be enhanced by reaching out to ather DELS Components and other federal weencies for
intarmarion om their ek manapgemoene pracrices and porentially lead o collaborative opporrunites.
Currenrly, the SRIY ream oceasiomally meaches out to TYHS RMA m solicit inpur, feedbuek, and guidanee
on risk approaches, methadelogy, and raols when necessare. 1athe furuee, the SR ream will
participate in visk management conferences, sviposiums, ote, hosed by DS, ocher Compuonents, and,

other federal, state, and local agencies i order 1o exspand its reach within the risk world,
Contribute to Existing Risk Newsletrers: I'ie SR team will submic IC) rigk management updates,
activities, success stavies, cte. to monthly newsletters produced by DUS, WCL, andfor private nisk

onmanbations. For exsample, SARMA publishes a monthly newslewer, The Rird Comomnnidcator, which

featares sorics on DIFS and ather homeland sceariny agencies, TCE would, also promore the
organizations sucaesses by contdbuting o Department publicatians, including £2F5 Foday and DHS

O A Press Releases.

Success Sturies: The SR ream will develop @ one-page synopsis tor cach individoal risk assessment

completed on behalf of individoal TCH otfices, The siuccess stons would provide a seneral overview of

individual risk asgessments and highlizhe the tollowing: specifie challenge faced Dy the 1 oftiee, the
custamized risk-based approach developed by the SRID team, results of the assessment, and the benefits
in devision i1 was used 1o inform. Success stories will serve as an esample of haw the SRIY wam
developed, implemented, und used risk dam and analvsis o solve a partealar issue atfeeting an office

wirthin [0, Success staries may be submirred 1o Risk Newslerters in the furare,

4.3 Long-Term Strategies
Accamplishing the third poal of socalizing [C1 nsk managemenr capabilicies s a longer-erm goal thar
will coome anly afeer tirse achieving the nwo goals Lisred above. Long-rerm strarcoies will he exceuted

bevand 1 vear afrer release of the risk communications plan. Below 15 a st of the king-teem steategics:

ICE External Risk Web Page: Hosted on the pablic 1CE wehsite, fwwa 101 o, rhe external SR1Y
weh page will serve as @ means for private sector nrpanizations, professional assaciations, NGOk, and
other non-DHS stakehulders to gain insigh tinn risk managernent activities and progress ac TC1, The
wel page would also host general informaton about ICE s tiglk managemoent activites, n addition w the
SR team’s contact information, apcoming risk conferences, and rish related arteles and swdies, “The
exterial web puge will function solely as a mechanism w reach out to private secror erganizations and

federul agencies thar de not have aceess 1o the internal 1C1 websiee,

T e et 13
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4.4 Risk Communications Matrix

The Tolliwing risk communications matris is a graphical representaton of the SRID wam’s strategy w
formalize and improve communications in the future, The mates lavs out be, ban and wber of the

SRID's strutegic approwch outhned carlier in this section. For cach stukeholder categorn and oope, the

teamt idenntfied specific communiearions npes n he disseminared during each of the three ime periods.

b))

Table 1: Risk Communications Matrix

Stakeholder Category/Type Near-Term Medium-Term Long-Term

Internal Stakeholders

- ICE Leadership . . . .
- ICE Offices . . .

External Stakeholders

- DHS o
®
®

- Govemment Oversight Agenciss

- Federal/State/l ocalfTribal Partners

- FFRDCs

. ICE Risk Results . CHSRisk Results . Risk Policy & Doctrine Instructional Bocuments

Other Implementing Documents . Key Reports . Best Practices

The matrix serves as guide of how the SR wam plans @ manage commumnicatons it the bieture,

e e e L 14
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Section 5. Recommendations
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