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Program staff Cof the Office of Research and Development of the Central 
Intelligence Agency. As such, the views and conclusions contained herein are 
those of the research staff and should not be interpreted as necessarify 
representing the official position, either e)(pressed or implied, of the Centraf 
Intelligence Agency. 

The Dancing F<.Jun, the fogo on the cover, ;s the Greco-Roman fi~ure emblemat­
ic of the work of the London Controlling Section, the secrer organization 
founded by Churchill lo plan the stratagems that would leave Hitter puzzled as 
we// as beaten. 

I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 



C00036554 

I 

DECEPTION MAXIMS: FACT AND FOLKLORE 

ABSTRACT 

Th;~ deceptions maxims discussed in this report 

represent the synthesis of a number of historical case 

studies. These case studies are part of an ORD 

exploratory research program on deception. It is 

anticipated that these maxims and other results from 

this research will aid intelligence analysts in thinking 

about the problem of deception and in detecting, 

analyzing and evaluating foreign deception schemes 

relevant to current intelligence problems. 

Deception Research Program 
June 1981 



C00036554--~~~~~~~~ 

TABLE OF CONTENTS 

INTRODUC'r ION I 

AN ASIDE: REMARKS ON THE DATA BASE 2 

THE DECEPTION MAXIMS 4 
Maxim 1: Magruder•s Principle--the 

Exploitation of Preconceptions 5 
Maxim 2: Limitations to Human Information 

Processing 10 
Maxim 3: The M~ltiple Forms of Surprise 15 
Maxim 4: Jones' Lemma 21 
Maxim 5: A Choice Among Types of Deception 22 
Maxim 6: Axel~od's Contribution: The 

Husbanding of Assets 2 7 
Maxim 1: .. '\ Sequencing Rule 3 2 
Maxim 8: The Importance of Feedback 33 
Maxim 9 : "The Monkey' s Paw" 3 6. 
Maxim 10: Care in the Design of Planned 

Placement of Deceptive Material 41 

TURNING THESE AROUND: IMPLICATIONS FOR 
COUNTER-DECE~TION 

A NEED TO BROADEN THE PERSPECTIVE 

FOOTNOTES 

PEFERENCES 

46 

4 6 

48 

51 



c-oo-6365.s4·'----------------------~-

I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

1. 

2. 

3. 

4. 

s. 

Figures 

RELATIONSHIP BETWEEN DECEPTION, 
PRECONCEPTION AND SURPRISE 

THE 'LORE' OF SMALL NUMBERS: SOME 
EVIDENCE IN THE POLITICAL MILITARY 
DIME~SION 12 

DESE~SITIZATION BY FALSE ALERTS--SOME 
HISTORICAL QUOTJ?S AND A TONQUE-IN-CHEEK 
DECISION RULE FOR THEIR ELIMINATION 17 

DECEPTION, CRY-WOLF SYNDROME AND SUR­
PRISE: EMPIRICAL EVIDENCE IN SUPPORT 
OF FOLKLORE 18 

A CO~CISE STATEMENT OF AXELROD'S GAME 31 



C00036554-.-..~.._ .. ._._ ________________ ~~~~~-

Introduction 

The past several years have witnessed a substantial 

growth of interest in the role and effica~y of deception 

and surprise in military and political affairs. This 

growth has been reflected in an increased number of 

scholarly analyses on the subject1 and spurred by the 

release of some of the most cl')sely held secrets of 

World War II. 2 As well, political scientists, 

sociologiats, intelliqence analysts, and others have 

explored and codified theory and hypotheses relevant to 

misperception, failures and cognitive biases in 

intelli9ence analyses, and other related topics. 3 It 

seems appropriate to explore, integrate, and summarize 

this work into a unified body of knowled9·e. To help 

catalyze this synthesis, several hypotheses or maxims 

relevant to deception and surprise are offered herein. 

These maxims have been distilled from historical 

accounts, summarized from analytical expositions, and 

extracted from conversations with some of the leading 

deception planners of World War II vintage. They are 

ventured as hypotheses for further testin9 and analysis, 

much in the spirit of Jervis' useful "Hypotheses on 

M:i.sperception11 (14) a work which influer"ced both format 

and content of this paper. The wisdom of some of these 

I l 
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maxims, however, can be supported from historical 

evidence. Others emer9e from relevant social science 

theory, decision analysis, and/or game theory. Finally, 

some are· suggested by anecdotal rnat~ria.l and, though 

plausible, are untested and of unknown generality. 

An 1'.s i de : Remarks 2fi the Data ~ 

Elsewhere in this paper, reference will be made to 

analyses based upon an historical data base. This data 

base was prepared by Dr. Barton Whaley, then of M.I.T., 

as part of an ongoing research effort on deception. 

From Alam el Halfa to Y\lgoslavia, the data base 

currently consists of over fifty quantitative and 

qualitative attributes of 232 military ~ngagernents over 

the period 1914 to 1973. Data elements include 

categorical attributes (e.q., was deception ~mployed, 

was surprise achieved, did the attack plan reflect the 

opponent's preconceptions, etc.) as well as quantitative 

variables (e.q., strengths, casualties, etc.). For many 

entries in this data base, there is 9eneral agreement 

among the various source materials consulted. For some, 

however, the data were more ambiguous or even 

contradictory. Finally, there are cases for which some 

data are missing entirely and reasonable estimates 

2 
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inserted and/or indirect evidence used as a surrogate. 

Despite these difficulties, the evidence for many of the 

conclusions drawn in this paper is sufficiently strong 

that the analysis is robust to even substantial errors 

of omission/commission. Both strategic and tactical 

level engagements on land, sea, and air are include-d. 

In analyzing a subset of these data in his 

manuscript, Stratagem, Dr. Whaley presented numerous 

cross-tabulations, sorts, counts, trends, etc. as raw or 

summarized data but omitted vari1.::ms statistical tests of 

hypothesis. This oruission was jeliberate, reflecting 

two considerations; 

First, the major battles constituted nearly an 

exhaustive sample. 4 If the population is viewed as 

finite, i.e., only those battles that actually took 

place in this time period, then statistical tests 

are unnecessary as the variances of all estimates 

are essentially zero. This was the assumption in 

Whaley's original analysis. However, i£ the 

battles themselves are regarded as a sample from a 

larger population - i.e., battle situations that 

might have occur.red, then statistical methods are 

appropriate and, indeed, are necessary. 

3 



C00036554 

I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

Second, the tactical en9a9ements contained in the 

data base constitute what is termed a convenience 

sample rather than a random sample (inter alia a 

function of data availability) and may not be fully 

representative. Thus, statistical tests of 

hypotheses could be misleadinq -- but then so too 

would be counts, cross-tabulations, etc. 

Th1Js, the view taken in this paper is that 

statistical tests are appropriate provided the results 

are interpreted with due caution considering the 

inherent data limitations. The analyses here should be 

termed exploratory rather than adjudicatory. Absent the 

selection and analysis of a truly ra:idom sample, an 

activity perhaps impossible in principle, this data base 

is sui generis, one of a kind. It would be imprudent to 

fail to consider such conclusions as may follow from 

analysis of these.data. 

The D~ception Maxims 

The following section contains ten principles or 

maxims that are relevant to deception. No claim is 

offered that this is a minimal, sufficient set, that 

these ~rinciples are entirely self-consistent or that 

4 
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they are all at the same level of generality. In 

formulating these, several balances had to be struck -

- balances between generality and usefulness, level of 

abstraction and interest, br1adth versus detail and the 

like. Doubtless other observers or analysts would 

phrase these somewhat differently and/or shift the 

balance of emphasis among them. Nonetheless, it is !el t 

that these serve as a useful fir.st approximation to 

build theory upon. 

Maxim ! LMagruder' s Principle-- the Exploitation of 

Preconceptions 

• It is generally easier to induce an opponent 

to maintain a preexisting belief than to 

present notional evidence to change that 

belief. Thus, it may be more fruitful to 

exo.mine how an opponent's existin9 beliefs can 

be turned to advantage than to attempt to 

alter these views. 

Perhaps the most striking application of this 

principle in military deception is tc be found in the 

selection of the invasion site and cover plan for the D­

Day invasion at Normandy. It is well established that 

Hitler and most (but not all) of his senior military 

5 
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advisors believed that the most likely place for the 

Allied invasion of Europe would be in the Pas de Calais 

region (see, for example, Ellis (16)t. Moreover, the 

Allies were aware of this belief. According to Cave 

Brown ( 17), "they knew--from Ultra, and particularly 

from the intercepts of Baron Oshima' s (the Japanese 

ambassador at Berlin) traffic--what l!itler expected the 

Allies to do. He expected them to land at the Pas de 

Calais which he considered the logical p¢int of attack. 11 

Indeed, so strong was this preconception, that for 

several days after the invasion at Normandy (see, Speer 

(18)): 

" •.. Hitler remained convinced that the invasion was 
merely a feint whose purpose was to trick him into 
deploying his defensive forces wrongly ..•. The 
Navy, too, considered the terrain unfavorable for 
large-scale landings, he declared. For the time 
being he expected the decisive assault to take 
pl&ce in the vicinity of Calais--~ though he ~ 
determined ~ the enemy, too, would pr9ve him !:Q, 
have been right. For there, around Calais, bettad ever Sinee 1942 been emplacing the heaviest model 
9'\lM under man1• feet of concrete to destroy an 
er..emy landing fleet." (Emphasis added) 

This preconception formed the basis for an 

elaborate deception plan keyed to reinf?rcement of this 

belief. If, accordinq to Jervis (hypothesis No. 1 

6 
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(19)), "actors tend to perceive what they expect," then 

these expectations furn:i.sh qreater leverage to a 

deception plan--a form of mental jujitsu. Such a maxim, 

termed Magruder's Principlc5 by Lewin, appears to be 

well appreciated by deception planners, and is 

c~nsistent with numerous studies on the psychology of 

perception. David Mure (23), for example, recalled that 

one of Brigadier Dudley Clarke's inflexible rules for 

development of cover plans was that "all cover plans 

should be based on what the enemy himself not only 

believes t:>ut hopes for. 11 Clarke was one of the leading 

deception archi tee ts for t.he British in North Africa and 

the Middle East and, according to some, the best 

deception planner in WWII (63). 

There is am~le historical evidence to confirm the 

efficacy of Magruder's Principle. Figure 1 contains 

entries from the historical data base deGcribed 

previously. These entries (including both strategic and 

tactical cases) are categorized accordin9 to whether or 

not deception was employed, whether or not plans were 

keyed to enemy preconceptions and whether or not 

surprise was achieved. Analyses of these data, shown 

also on Fi~~re l, enable two conclusions to be drawn. 

First, ·historically, deception schemes have more often 
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than not been keyed to enemy preconceptions--according 

to the data in 110 out of 131 (or 84 percent) of the 

cases. This supports the assertion that deception 

planners subscribe to the principle. Second, these data 

support the conclusion that when deception is keyed to 

enemy preconceptions, the probability of surprise is 

greater. Though the overall degree ~f success (measured 

by the fraction of cases resulting in surprise) usinq 

deception is large, 123 out of 131 (or 94 percent) of 

the cases, a more disaggregated analysis is possible. 

Specifically, when deception was keyed to existing 

belief, surprise resulted in 106 out of 110 (or 96 

percent) of the battles, w:i1ereas, when this was not the 

case, surprise resulted in "only" 17 out of 21 (or 81 

percent) of the battles--a statistically significant 

difference (but recall earlier disclaimers) if this were 

a random sample. A puzzling aspect of the raw data 

concern.S those situations where deception was not 

employed and plans were consistent with preconceptions. 

It would be expected that this would have a low 

incidence of surprise, yet all eight cases (bewarP. of 

small sample sizes) resulted in surprise--weak support 

for what some observers have termed, "the inevitability 

of surprise." The next principle suggests some reasons 

that help explain the prevalence of surprise. 

9 
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Maxim 2: Limitations to Human Information ~rocessing 

• There are several limitations to human 

information processing that are exploitable 

in the design of deception schemes--amon9 

these1 the law of small numbers and 

susceptability to conditioning. 

Ma:-iy barriers or limits to human information 

processing and decision making have been explored in the 

literat1Jre (see, Kirk (15) and Slovic (24) for useful 

surveys). Thou9h a confusin9, sometimes ambiguous and 

overlapping welter of names for various 

defects/characteristics of information processing 

(e.g., pounded rationality, perceptual readiness, 

premature closure, 11 9roupthink, 11 evoked set, 11 anchor and 

adjustment," and attribution theory to cite only a few 

examples) may serve to coruplicate a clear understanding 

of the matter, it is possible to extract several 

concepts which may explain an almost universal 

vulnerability to deception. First intuitive 

probabilistic judgments often show substantial biafies. 

Equally, subjective standards for analyzing the adequacy 

of evidence are poor and sometimes ill-defined. 

11 '.fhe law of small numbers" is the name given by 

Tversky and Kahneman (25) to describe one pathology in 

10 
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intuitive inference. Originally adduced from an 

analysis of the deficiencies in research design of the 

experiments of psychologists which showed that these 

scientiets had "seriously incorrect notions about the 

amount of error and unreliability inherent in small 

samples of data" (24), this cognitive bias appears to be 

quite widespread. 

It is not difficult to find instances of the same 

phenomenon in political/military decison making. Fi9Ure 

2 provides three interesting examples. the lack of 

alertness of German troops on the eve of the Normandy 

invasion, Stalin's belief that the Germans would issue 

an ultimatum prior to any invasion of Russia, and the 

view expressed by some analysts that Krushchev would not 

place offensive missiles in Cuba. In each example a 

critical inference was drawn on the basis of a very 

small sample size. Later in this discussion, the 

results of Axelrod will be summarized which call to 

question whether any inference can be drawn from the 

data in these examples. It is sufficient in this 

context to note the imprecision of binomial estimates 

from small sample sizes. 6 

Another limitation of human information processing 

relevant to deception planning is the frequent inability 

. 11 
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of actcrs to detect small changes in observables, even 

if the cumulative change over time is large. This is 

the counterpart to Jervis' Hypothesis tt3 (26), "actors 

can ~ore easily assimilate into their established image 

of another actor information contradictin9 that image if 

the information is transmitted ~nd considered bit by bit 

than if it comes all at once. n This is the basis for the 

use of conditionin9 as a deception technique. 

Conditionin9 or gradual acclimatization has an 

important place in the design of deception schemes. 

There are numerous instances of its succcessful 

application. One now-classic application of this 

principle was made in the breakout of the German ships 

SCHARNHORST, GNEISENAU and PRINZ EUGEN from Brest on 12 

February 1942. The breakout was facilitated by jamming 

the British radar. ordinarily this would have been a 

siqnifi~ant tip-off that somethin9 was amiss, but the 

British radar operators dismissed it as caused by 

atmospheric disturbance. This error was the result of a 

carefully orchestrated German ruse directed by General 

Wolfgang Martini, the Head of the Luftwaffe Signals 

service. As Potter (27) observed: 

"J\t dawn each day durin9 Janum.ry English radi."' 
stations had a few Jninutes or jam.ming, deliberately 
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made to appear like atmospherics. Every day the 
length of the jamminq increased slightly. By 
February British radar operators were wearily 
aecustomed to this interference. They reported it 
as caused by atmospheric conditions. u 

Nor did the Germans have any monopoly on the concept. 

It was frequently employed by the RAF for feints or 

diversionary operations. one significant example was in 

the British attack on Peenemunde on 17 August 1943. As 

Irving (28) recounted: 

"l'he ••• series of minor attacks on Berlin 
demonstrdted the thought and preparation ~hich had 
gone into t.he attack on Peenemunde. Sir Arthur 
Harcis had been dispatching seven or eight 
Mos qui toes almost every night to attack 
Berl in ..• each night the Mos qui toes fol lowed the 
same northerly track into Berlin; each night the 
sirens at Peenemunde howled; and each night the 
hundreds of scientists and engineers clambered 
frenziedly into their shelters. This was what 
bomber command intended." 

This ruse was singularly successful. At t.he cost 

of one aircraft lost to a German fighter, the eight 

Mosquito bombers used in the diversion lured 203 en~my 

fighters to Berlin. Of 597 British bombers dispatched 

to Peenemunde, 40 (6.7%) were lost and 32 damaged and 

all but 26 managed to attack the target. Except for 

faulty timing by the last bomber wave, few would have 

been lost over the target itself, a savin9 of almost 

14 
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half. And, except for the British ruse, it is quite 

possible, as one German post-mortem claimed, that an 

additional 160 bombers would have been shot down (29, 

30). 

A £inal remark relative to the fr~ilties of human 

information processing; a reading of the literature 

suggests the hypothesis that 'actors te:nd to dismiss 

unlikelx events as impossible events. • such a concept 

favors bold and imaginative strategies such as Hannibal 

crossing the Alps or the landing at Inchon. A similar 

thought prompted Handel's second paradox relevant to 

self-deception (31): 

11 Paradox #2: The greater the risk, the less likely 
it seems, and the less risky it actually becomes. 
Thus, the greater the risk, the smaller it 
becomes. 11 

Maxim 3: ~ Multiple Forms of Surprise 

• surprise can be achieved in many forms. In 

military engagements, these forms include 

location, strength, intention, style, and 

timing. Should it not prove attractive or 

feasible to achieve surprise in ·all 

dimensions, it may still be possible to 
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achieve surprise in at least one of these. 

Thus, for example, if intent.ions cannot be 

concealed, it may still be possible to conceal 

timing (cry-wolf syndrome), place, strength 

or style. 

This assertion is for the most part self-evident. 

An interesting aspect of the closing sentence which 

relates to the phenomenon of conditioning is the 

debilitating effect. of the 11cry-wolf11 syndrome. Figure 

3 provides several quotes that illustrate the 

desensitizing effect of false alerts; at Pearl Harbor, 

Darwin, Korea, Vietnam, and Israel 1973. The 

parallelism of the quotations is striking. 

There can be no doubt that 11cry-wolf 11 is an 

established element in the folklore of indications and 

warning. Equally, there should be no doubt that such 

concern is justified by historical evidence. Figure 4 

shows various cross tabluations and a statistical 

analys:l.s of the historical data involving deception, 

false alerts, and resulting surprise. In particular, the 

data show that when one or more false alerts preceded 

the military engagement described in the case (the 

definition of 11 cry-wol f 11 in the table), surprise 

resulted in 92 percent of the cases. \1111ere this was not 
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FIGURE 3: DESENSITIZATION BY FALSE ALERTS--SOME HISTORICAL QUOTES 

AND A TONGUE-IN-CHEE!< DEG!SION RULE FOR THEIR ELIMINATION 

'Aut.tratla•• 
~au ttatbD&"• 
nw ,l\ttadl 
on f'J.atwlA 

o .. tt.rtttk ol 
llOnHl W1r 

Opo!•1"4 of 
tM Ttftt 
OU•nsi'Ylt 

-ap.entftq of 
un ...,, 

OUOTE 

r.tnt,. t."• .. ~ • • °'* ""'ry wnl r 1-h•l'lOnll'lftton. 
ld"'iral St•t'~ ~t~•lly \med tt\b ¢hr1111111w ln 
deeidint' not to 'littnd Ad•ira1 •tfllltMtl l\riy hT­
~T' v1cnlrrq1t about t'h., -J'•fH1'itH•. h/1'11 *""' 
ee•" of w11r11in9• which t~i"t'\ out to be C•h• 
.al11nif!ll alVllift. induces .,. kind ot hl;.L9u•t • 
lc1si0-nl"q of •~llitLvl.:y, 11\datr•l ~i.,..,•1 
el'ld hh .ttdf ~re tLred et C:~Cltlt\q: ou~ 
Jdpanc•ct 5lJb"4dft• T"ep0rt11 ht the vl..Clt11it1 
Qf 1"e4rl. lbtbcr. 11'1 t.1'14 ,_.,..,~ t:tree.dln• 
the At.lack tf'Hey l\ad cMdetS ovt ••~n,. 
611. of vhich w<l'r• !alsr. 

I w1up co11fldl"l'nt. that. lthe et".1••~v1tetwil'I 
Jlll'IJ.'t t'\aw •••111 •01'.et.IU.lflt9 ve.ry unu•u•l .. 
t t11111n.ted t.o llOllf\:il t?\• •1•"11' •t. O!"te. bu-. 
v•• o,,,.rruled. ft'len tl•d b••ft • ••ri•• 
ot •••ll•r f.ab• •'•t*I ..,.ie'h lt. wu 
und••irabl• to rtpe•t. .. 

.... lnteUiqence •n\lrO.• l)a(l .. crifl'd 
wou· 10 o!t:n b•tor• JuM 1950 tti.11~ 
,,ot_'hl,"" l n t.h• reports a\ t'h.•t IUfMI 
•put '2• 01"1 7'QUtett t.hat. •ft)'th11'1' ., .. 
qoin') to Pit1ppen \ft ~r'f• .. 

~ftatyi.t• ~o nt\••lWJlY v1nt of 
di••oter ..,,... 11001t dll!llt'ld•d •• hy•U~ylc•l • 
CtMY'd lHlllMl W••~"•h!'ld recd.lttil 'that. 
tf'll!' warl\.itUJ• tJutt .,,,!! be.r1 l••i.l...d b"1 tare tf'Ho 
1'~9 'tat Of t'f!11tive \lllH' .. ll1"!0rPd:~ tJ .. $, 
"-•dquaT'tiU il"I $aL9&ft '"'"d *•l"h J'••r f)r•­
d\Ctftd a vlnl•r•1prl.Jt7 cft•l\•ive, "•nd •'Wll'l'l" 
y••r lt. had. co ... oft vil.houl!. •n.v dlr• 
J'•ult•., .. ,MA• "o\ ~· ,....., Off•rulw lb bflJi 
ftlrl!! or: the •••~>· 

Th•!t flff•c:t La wh.U: PrlN MlftlltH' M•i~r l\ad 
.in 11\lr,d wMl'l: .,,. ••iJ. phiM;lY•lft •tto Olf'i• 
l" th.l• euunt.rw rw11lh.•• hV• •nmf Urr•• 
"UT'tl\q th• fl'AU. y••r we r•~l>nilt lf\f>llt'tailtloft 
ft"Olfl: th• t•flt9 10\l't'Ce til•\. 114r W"OUU l''f'll!Uk 
cut ftft thh. or \hat. d11y, wHhOt1t wu- br•••­'"*" 11'11\lit.. i wt.\ t not ••¥ ~httt w111t• "'J'OCUt 
•M>Ut;f'h l da ••Y tt wu ,.\.411. 1 

A• t.t.at: enc-tent ntlf'ff f~ '-h• f'••••reP\ 
P@p•'f't:mitn~ ot tMI DriU•lrl hr•i"Jh otfle. 
,.,put•dl!f ·••id, aft•r •ul'YiP\9 ho• 1901-1'~0 
iyP.i!U' aft.er year the vorrler11 •!\Ct fr•tt•r• 

WQU).d CflM t.o .... with 4Vtd 'Pf~dletiOM of 
the ~tbui•X of trt111'l. l d1nhut: u. ••th UN. 
I "•• on.ly wron9 twlc.o .• • 

C'lTM"TON 

LtN"ih:'WOtlt"IM h. AUfltf'.,\!•·· 
V••r~ Harbour: bftrwin .1.Jn~ 

c••••\~'4~va:­
cr•U• Utt.~), p .. 14 .., 

o.. ~•rd,. ;t.A •• •str•t4!"11tc: 
Surprin I.I'll the lor .. lll•t• • 
2!!ll!.. ~ fF•ll l'iH:tJ, p.4t0"• 

1Mtt11, ~ •• •· • •1trta\y•tfl~ ••r 
& O.cl•ltn•11 lft\y lM;•t1lq"'"~ 
r•t lurl!!• Ar• TMvi t•bl•• 

(S~~·\;;ir~;,5 ~Gl J1, fta,1 

~· quot.'l:d !n $h•\•l~. A\·l. 
.,..,.~ i'IJT.,• h Kfttlonal Jr'!• 
\fl.U."J•~ ;, •• ~ ........ .,,,... 
CAA# Of the '¥09 1l!'f"l1' lta•,• 
Wbr\d Jl<oHHc•t vet.21r flk>.>) 
Jji'i't! 1'"'fT;-;>:l'4, I 

?Juqft:e• 1 "1'¥\• '•t• o( t11ct• l 1'1: 
• ~rlri Gr'hfi\':fcifiltii\l'Oll­
!:t•ITTr1nt:'t~t1~iik "irif 
TWY7'7aro.1:9n rolicy Aooc ... 
u 0111 * Me Ml UM s~r le• n Jl, 
O.c:~~ 1J16}r~ta, •• qu"'>tllfld 1" 
Aett•t 11, ... , ·~"•ly•h·, ..... 
t. Or~iUt#l'h 'Why lftt.•Ui,t!ftH 
fai.htt•t •r• 1M'J!U:b1~," 
\ltorld ~o\itlc• 1 Vol4Jl,, tto. l 
111Ct1 ~"fi)'jj;n 

,..,.,,"' .,.. an •:tttl!n•lv• <:uvv' ftnd d.,e.,pucn Pill\ 
:ati••ocla tM •J.l.l'I t.l'ie har l Uu:bor .a:tt.ac~.. •• fAr 
1U c11.11o 'blP Getu••\ned, hlllllVl!Yftf', d•l ibwr&t• 4••11nuu, ... 
••tion """' flCt iPIClvded •• .,., •hll'H1\t.. 

ft'l!f!l~c\• or Lt. Ceff'ftafltd•r J.C:~ll .. li!c:!itum•, th'!' 
••11:ter ll'lt4ill11Jt!!tu:• offic~n at. tt.avy Ut1tlldq1Mrten, 
Oli.t\irlf' lit 'flMplail\•l"llJ why WtrMmt t1'\fOt'!'U1tlt;A WM.en 
r•tc?\•d 1'1•• )(! .. .lntJ"•• pUot to t.h.it •n•clt .... $ dh• 
r•q•rd•d. ftwt •t;tac~ Cf! Dwf"tftn oec1irf'cd 'Dfl J.'t nth 
1''1; •<iM U·:'I -..Pits afte'f Pc.art Harbor. 

1'••U llOfty Of t~~n $~eretary et Oehl\•• .Jet\n:~H!1q h, @:11:-
p Ul f\~ft9 lnt•U194no. f6llure•~ lt'i .June i,50 the St"te 
O•p•rUW'l\t, Out Cl#t- ~flld tho DiepU:tNnt. of the """Y •U 
_,,H•di t.hH. th• p(ttlaib&llty ~.w.:t,,tod for " -r:Onh Mr~aa 
•ttact\ but tti11t. "tttU .n.t:•ct dtd ~t Af"lf'~llr tlflll\ltUH'it. 

hT••l "1:•6 4CtuaUy _,bHhed h>nt'fl!'USAf'Uy ?} iPl r• .. 
•t>:O:n•• ~e •n ruu•Uttf tH:rnlfWJ. Th• e<t!lt i:tf t.'hla 
•hi H ••d-oni wa• el••r to ••111ior h1t•Ul4aftce 
11Chnn 1n l,U. 

- -

l 

-0 
0 
0 
0 
w 
0l 
(..Jl 
(..Jl 

..i::::. 



C00036554 

~ 

I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

FIGURE 4: 

h'~ C-!:CtP~ tON t 
AT1'C:Sf7Z07 

! 

~· Q 

I 'tOT,.\.!.S OR 
! StJ.&':'O:';.LS 

~·-

x2 • f 9'. •9 
9'.J.•I 

DECEPTION, CRY-WOLF SYNDROME AND SURPRISE: 
EMPIRICAL EVIDENCE IN SUPPORT OF FOLKLORE 

A. AAW DATA 
,..------------~- -----~---··-

¥ .. 

•o 
1'0':'.;,t.5 

OR 
SUDTOTA!..$ 

..:.;.s DtC!M' !0!"1' Wt~$ SL'.'RPr l st. 
A':'T£.'i?t£D? A<'.:Jl:l£VLP? 

~f'---~-... 2l .., l 

Y .. '°' ' llO n S1 

l,. £8 

~-

'TO"."M.S 01l 
5U.1\iTA.LS 

23 
) 

11!> 
6J 

~ 
B. 2IVARIATE CONTINGENCr TA&LES 

TOTALS Q:.- WA.$ $\:t1'12'P:.1S£: AC~!l:VO)-'J• 
St!B:':'OT.-.L.! 

t 131 
1ai 

B H 
400 

15• u 22• 

~ncorr•ct•~ ~~ 1.0•1 • 
eorr•c:-t.cd for 

CtH1tL1"11.dt.y 

) ... 

Yea 

'ro1'At.S ca 
SUBWTA.l.$ 

v 

Yel UO. 

2• i 
07'l) (IU) 

112 
l61l) 

1S6 

C. PARTITIONS OF x2--

-::-----,.CR£<S OT ~r'~'''"t:' J 
S IGKJFA:C'ANC'£ 

I Jl.!;£'.001'1 
~P.or~t•"'* 
O·U.=u.uC!J 

---~ -· tirt·t Oe~rH: I I 
P41c:•pti.on 1 • 11/11. 

I Cry Wolf 1 0 ~/A 
S'°'rpri 'J.• • 0 M/A 

lnt.eraet.iof\ 
Dce.ept.ion • Crt 1ilO U l O.He > .. 
Oe:c•pdan J Sur-pti•• l '6.5H • 1' 
Cry lilOlf J. $ur-prhe l T. LH • 1, 

Deceptton JC Cey Nolf 
JI: Surpn .. •• 1 O. l'SJ -

't'Q1'1.LS ' I 112.159 I 

T'C!',it..t.S Oft 
$1:B':'OtA!.$ 

• Deception is strongly associated with surprise. When d~ccption wa~ 
ellifloyed, surprise resulted in 931 of the cases; wherea~, when 
deception was not used, surprise resulted in only about one-third 
of the cases. 

e "Cry-Wolr is li~ewise associated with surprise, thou9h differences 
are less dramatic. 

• The data are consistent with, but fall short of provinq, t:he 
hypothesis that deception and prier desensitization lead to 
even greater chances of surprise. 
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the case, surprise resulted in 67 percent of the cases, 

a difference significant in both practical and 

statistical terms--and indeed, is comparable, though of 

somewhat less magnitude than the effect of deception on 

surprise. 

The empirical evidence is also consistent with 

(though it does not prove in a statistical sense) the 

hypothesis that the combined effects of false alerts and 

ct.her deception are greater than eith~r factor taken 

singly--leading to surprise in 23 out of 23 cases. 

In view of. this finding, it is an interesting 

curiosity that deliberate desensitization by false 

alerts was only rarely an integral part of the deception 

plan. That is, in almost all those cases involving 

false alerts and deception, the generation of false 

alerts was not an explicit part of the plan (though the 

architects of the plan were sometimes aware of the 

victim's false alerts). In some 1ses the cry-wolf 

effect was a byproduct of the deception effort. Thus, 

in the Peenemunde raid described earlier, the scientists 

and enginee=s at Feenemunde were as much the victims of 

the conditioning as the German air defenses, as revealed 

by this extract of Professor Werner von Braun's diary 

(32); "At that moment the air raid sirens sound ••• first 
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of all I go to my room; there's no hurry, this is not the 

first time, it's only been a warning ••• a number of 

men .•. are standing around, looking up at the sky and 

cracking jokes." But the purpose 0£ the <:onditionin9 

was to make credible the spoof raid on Berlin, not to 

desensitize the occupants of Peenemunde. 

Indeed, rather than direct or peripheral effort on 

the part of the adversary, conditioning may result 

instead fron; some operational pattern altered or 

expanded without sinister motive. In this case, the 

effect is self-deception throu9h misinterpretation. It 

should also be noted that efforts to redu<;e the 

vulnerability to surprise generally take the f'orm of 

increasing the sensitivity of' the warning system. This 

can also be expected to increase the number of f'alse 

alarms, in turn reducing the sensitivity (33). 

1Jnhappily, we are £aced with the troublesome conclusion 

that some degree of surprise throu9h self-deception and 

conditioning may be unescapable. 

A tongue in cheek decision rule for avoiding false 

alerts is provided in Fi<JUre 3. In a more academic 

vein, Axelrod (34) framed a decision theoretic model of 

the tradeoffs between false positives and falAe 

negatives, the analytical core of the issue as stated 
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above, though the Axelrod analysis did not address 

explicitly the cry-wolf syndrome. 

Maxim 4; Jones' Lemma 

• Deception becomes more difficult as the number 

of channels of information available to the 

victim increases. However, within limits, the 

greater the number of contr~lled channels the 

greater the likelihood of the deception being 

believed. 

This maxim is christened "Jones' Lenuna" because it 

has been best and oft-articulated by Professor R. V. 

Jones, one of the key figures in British scienti fie 

intelligence during World War II. Jones' remarks (35) 

further illustrate the idea: 

"The ease of detecting counterfeit.s is much greater 
when different channels of examination are used 
simultaneously. This is why telephonic hoaxes are 
so easy--there is no accompanying visual appearance 
to be counterfeited. Metal st£ips were most 
successful when only radar, and that of one 
frequency, was employed. Conversely 1 the most 
successful naval mines were those which would only 
detonate when several different kinds of signal, 
magnetic, hydrodynamic, and acoustic, were 
received simultaneously. A decoy which simulates 
all these signals is 9ettin9 very like a ship. 
From these considerations, incidentally, we can 
draw a rather important conclusion about the 
detection of targets in defense and attack: that as 
many different physical means of detection as 
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pcssible should be used in parallel. It may, 
therefore, be better in some circumstances to 
develop two or three independent means of 
detection, instead of putting the same total effort 
into the development of one alone. 11 

Maxim 5: !!_ Choice Among TYPes of Deception 

• Where possible the objective of the deception 

planner should be to reduce the ambiguity in 

the mind of the victim1 to force him to seize 

upon a notional world view as being correct-­

not making him less certain of the truth, but 

more certain of a particular falsehood. 

However, increasing the range of alternatives 

and/or the evidence to support any of many 

incorrect alternatives--in the jargon 

'increasing the noise• --may have particular 

use when the victim already has several 

elements of truth in his possession. 

At the risk of burdening the world with further 

nomenclature, it is convenient (as suggested by Daniel, 

et.al. (36)) to classify deception into two types: A 

(for ar.ibiguity) deception, and M (for misdirection) 

deception. A-deception increases the ambiguity in the 

victim's mind and lowers the probability of a correct 

perception by "dilution" or multiplication of 
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alternatives. M-deception reduces the ambiguity in the 

victim's mind by having him become convinced of a 

particular falsehood. (Either form of deception can be 

accomplished, incidentally, by telling only the truth-­

as Lewin ( 9) quoted one of the "A" Force deception 

experts, "truths do not constitute the truth.") 

A-deception can function by altering the 

probabilities attached to various outcomes in the mind 

of the opponent, diluting or burying useful information 

in noise and/or by altering the perceived range of 

options and outcomes available to the opponent. Roberta 

Wohlstetter's (5) classic analysis of the Pearl Harbor 

surprise bor~owed the concepts of signal and noise from 

communications theory. Her dictum, nto understand the 

fact of surprise it is necessary to examine the 

characteristics of the noise as well as the signals that 

after the event, are clearly seen to herald the attack," 

has a corollary to the effect that noise can be created 

by the deception- architect to overpower or swamp the 

signal. Jervis (37) also remarks on the advantages of 

ambiguity in international relations. Eric Ambler, in a 

recent novel entitled, "Send No More Roses, 1' (38) stated 

the principle of A-deception elegantly and simply by 

having one of the story's protagonists muse: 11 we gave 
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him a Kaleidoscope to play with and he used it as a 

looking gla5s. 11 

A simple example of an attack/defense game will 

show the active principle. suppose the attacker has a 

choice between two locations. Likewise, the defender 

can choose to defend either location (for illustrative 

purposes, the option of allocating some of his forces to 

each location is omitted). Success is defined as an 

attack against an undefended location. It is apparent 

from thir:; construct that, cet.e~is paribus, the attacker 

has a 50/50 chance of choosing an undefended location. 

But, what if the attacker could convince the defender 

that there were three possible locations for the attack? 

Here it follows that the success probability climbs to 

2/3, and so forth, reaching unity as a mathematical 

limit when the number of threatened sites grows 

arbitrarily lar9e. 7 It is, of course, necessary that 

the options introduced be both individually and 

collectively credible to the victim. As a practical 

matter the number of threats cannot grow arbitrarily 

large. Cruickshank (39), for example, recounts how this 

was appreciated by deception planners in connection with .. 
the invasion of Sicily: 

?4 
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11 It was decided, very wisely, t.hat to mount so many 
threats in the Mediterranean would stretch t.he 
Germans• credulity too far. Moreover, the fact 
that Sicily was almost the only objective not 
threatened might lead them to guess the truth. To 
prevent this the simulated threats to north and 
west France, Pa,ntelleria and Lampedusa were 
abandoned." 

Though the foregoinq discussion is deliberately 

(over)simplified1 it clearly illustrates the principle 

of A-deception. 

As an aside to those readers with a mathematical 

bent, it is temptin9 to use concepts from information 

theory in order to characterize or quantify the 

uncertainty/ambiguity produced by A-deception. Though 

it may be a convenient mental shorthand, it lacks 

operational significance, as Vazsonyi (40) has shown in 

a decision-theoretic context. Specifically, he shows 

via a eimple (and highly readable) example that the 

benefits (value or utility} of information systems .!.!£ 

not dh:ectl~ related to ~oncepts of uncertainty, 

reduction of Wiener-Shannon ~ncertainty Qf_ entropy. It 

is, in fact, trivially easy to construct decision­

theoretic examples where the entropy is high yet the 

value of information is zero, as well as problems where 

the entropy is low and the value of information is high. 
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The value of information (and/or costs of 

.misinformation) is a composite functic-n of the a priori 

probabilities of chance events in the decision tree and 

the utility or value attached to these outcomes--a 

relation that is not captured by the usual information 

measures. 

In contrast to A-deception, ~-deception (or 

misdirection) reduces uncertainty--after Whaley, 

11 
••• the ultimate 9oal of stratagem is to make the enemy 

quite certain, very decisive, and wrong" (emphasis in 

original). In the attackjdef'ense game, M-deception 

would involve convincing the victim to defend one site, 

then attack the other. To the extent this can be 

achieved, the value of the game also approaches unity. 

Deception schemes used in practice are typically 

composites of the two variants, usually with one or the 

other type dominant. such was the case at Normandy, for 

example, The multiple attack location threats in the 

initial stages are evidence of A-deception. In the end. 

phases, howeve:c, Normandy \fas predo::ninently an M­

deception. we know of no data that directly address the 

relative efficacy _of these t)'pes, though there are 

normative arguments in favor of M-aeception ( 4). 

DecepHon professionals seem to pre!er M-deception, 
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though it can be alleged that this reflects stylistic 

motives. Who can resist t.he ultimate triumph of uthe 

st.ing:? 11 

Maxim 6: Axelrod's Contribution: The Husbanding of 

Assets 

• There are circumstances where deception 

assets should be husbanded despite the costs 

of maintenance and risk of waste, awaiting a 

more fruitful use. Such decisions are often 

susceptible to rational analysis. 

WINDOW, later rename~ CHAFF by the Americans. was 

easily the most cost effective ECM/deception device 

introduced in World War II (29). It was developed 

independently by the British, the Germans (who called it 

DUppel), and the Japanese (who called it Giman-shi, 

meaninq deceiving paper (41). There was initially a 

9reat debate amongst the British as to whether and/or 

when it should be used. This concern arose because the 

British did not have a countermeasure and feared German 

reprisal. The same concern was felt in Germany where, 

under Go!rin9 1 s orders, all the relevant reports 

concerning German developments were destroyed. The 

British debate, which lasted some 16 months, culminated 
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in Churchill's decision to "Open t.he Window" (42). 

Shortly thereafter, it was used by the RAF to 9reat 

effect on the night of 24/25 July 1943 in a raid on 

Hamburg. Whether this delay in deployment was an 

enlightened decision (as has been arqued by Price (43) 

and by Watson-Watt (44) or, ( 11 like tt.e Colonel on the 

River Kwai some of our own authorities [a reference to 

Watson-Watt] most closely associated with radar could 

hardly bring themselves to face a cou~termeasure .. ~[to 

a] .•. system they had built up" (4 5)) a case of emotion 

dominating reason as Jones has arqued, it furnishes a 

concrete illustration of a more 9eneral dilemma. That 

is, ho~ and when to employ a depreciable asset that is 

perhaps costly to maintain. 

It is also interesting to note that concern over 

whether an asset will become valueless once used or 

that, upon compromise# an effective countermeasure can 

and will be developed are often overly pessimistic. In 

spite of the agonizin9 over the first use of CHAFF, it 

is still considered effective in today's sophisticated 

electronic warfare environment. Similarly, in the use 

of double agents, a ref"usal to believe the asset is 

other than genuine has been observed to continue in the 

face of strong evidence of hostile control. 
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Axelrod (1) furnishes other cx1JJnples of this same 

type; e~ployment of Ultra in World war II, the Syrian 

decision to withhold use of its new SAM air defense 

despite losses until the 11opportune 11 time in the 1973 

war and the use of double agents by Sri tain in 

connection with the Normandy deception. He also 

presents a simple yet useful mathematical model to gain 

quantitative insight into the problem. A concise 

technical statement of this model and solution is 

provided in Figure 5. The essence of the problem 

examined by the model is this: should a given 

opportunity be taken a~·l an immediate gain achieved even 

though the asset may subsequently be valueless, or 

should the asset be saved in expectation of better gains 

to come? If the asset is saved rather than used, there 

is a cQst of maintenance and risk of compromise. The 

optimal solution t'> this problem takes the form: if the 

value of the opportunity exceeds a threshold that can be 

calculated, in principle, use the asset, otherwise save 

it. The optimal threshold is a function of the 

distribution of opportunities, risks of compromise, and 

costs of maintenance. Ceteris Paribus, the optimal 

threshold, 
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FIGURE 5: A CONCISE STATI:;;.t;.;NT OF ~ELROD' S \;Ai·iE 

1. The player is presented with an infinite seque~ce of opportunities, 
i=l,2, ••• 

2. When an opportunity is presented the plajer can elect to use the re­
source, and receive a value, Ex~, where E is a known constant {the en- I 
enhancement factor) and xi is tne outcome or value of the ith opportun­
ity. Alternatively, the player can wait and d~fer a decision until the I 
next opportunity, in which case a cost, -xi, must be paid. 

J, I~ the resource is •used 0 on any opportunity, there is a probability, 
Q, that it "survives" and can be used again, and l•Q that the game will 
terminate. 

•· If the resource is •savedQ on any trial, there is a probability, 0, 
that the game will terminate, and 1-0 that it will continue until the 
next trial. Equivalently, D can be viewed as a discount factor from 
trial to trial. 

S. The •.ralues <>n successive trials are independer.t "'ith known and common 
dens1ty function, f(x}. 

6. The optimal policy is to define a threshold, t, and use the resource if 
r.i~t. otherwise to save it • 

7. '!'he ·.ralue of the 9arr.e, V(t•), and the optima1threshold, t*, can be 
dete~mined by univariate optimization of the function: 

v<t.•) = rrtx[v(tl] .. f:p(t)S(t)-(l-p(t>!~{t) 
D+(l-D)(l-Q)p(t) 

where p(t)=f f(x)dx, 

t: 

"' 

S(t)~J xf(x)dx and 

t 

t 

~{t)=J xf(x}dx 

0 

for continuous distribution or appropriate sums for discrete distribu­
tions. 
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• increases as the likelihood of compromise 

given use increases--i. e. , if the asset is 

less likely to be able to be used aqain, 

bi99er stakes are required to justify its use, 

and 

• decreases as the discount:. factor increases 

and/or the cost of maintenance increases. 

Both of these results are in accord with intuition. 

What is somewhat unexpected, however, is that, for 

opportunity distributions that are highly skewed (many 

opportunities of low value and progressively fewer of 

hi9h value) as might be expected in practice, the 

optimal thresholo is not highly sensitive to the above 

factors. Moreovert for highly skewed distributions of 

future opportunity the analysis shows that it pays to 

wait for high stakes (bi9 opportunities) despite risks 

of compromise and/or costs of maintenance. This latter 

finding is particularly intriquinq as, according to 

Axelrod (46); 

uTurning the perspective around, one can see that 
it would be a mistake to evaluate the opponent's 
resources for surprise by what you have seen when 
the stakes were low or moderate. He may be 
rationally waiting for an event with sufficiently 
large stakes to justify the exploitation of 
whatever resource for surprise he has." 
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Thus (recall the discussion re9ardin9 the law of small 

numbers), not only is it hazardous to draw inferences 

£rom limited data, 9iven an assumed constancy in stakes, 

but also rational analysis su99ests that an opponent's 

behavior may well be different when the stakes are high. 

That is, prior experience may simply be irrelevant. 

Maxim 7: ~ sequencing Rule 

• Deception activities shouJd be sequenced so as 

to maximize the persistence of the incorrect 

hypothesis(es) for as long as possible. In 

other words, "Red-handed" activities should 

be deferred to the last possible instant. 

This principle follows from Jervis' Hypothesis No. 

14, 11 a-ctors tend to overlook the fact that evidence 

consistent with their theories may also be consistent 

with other views." (47). Jervis illustrated this 'With 

an example from World War II--the Allied surprise at the 

German attack on Norway. According to his sources, the 

Allies had detected German ships moving towards Norway 

but misinterpreted the fact because they had expected an 

attempt to break through the Allied blockade into the 

Atlantic. The point is raised in Jervis' paper as a 

fallacy in the interpretation of evidence. In this 
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context, however, it is an active principle designed to 

exploit this tendency to misperception. 

Successful deception planners have always 

understood this principle intuitively. While discussing 

a deception operation which took place shortly after 

Anzio in the Italian campaign, Sir David Hunt observed 

almost as an aside (48), 

11This shows, incidentally, one of the reasons why 
we decided a9ainst leading with the left handed 
punch from Aazio: that the enemy reserves were in 
that neighborhood. It also shows t.~e advantage of 
the deception plan in that an attack in strength on 
the Rapidq front would ~ exac~lX what the enem1 
would expect as the first move in an attack even if 
the main move was- to be a seaborne landing or -
~pITOn from the bndgeheaq. After all, we h~d 
done exactly the same at the time of the Anzio 
landing in January. Accordingly he might be 
expected to be slow to put in hi~ reserves against 
it until we had shown our hand." (Emphasis added) 

Deferrin9 the riskier poLtions of a deception may 

also have the advantage that even if the deception plan 

is compromised, the opponent will have insufficient time 

to recover and take appropriate action. 

Maxim B: The Importance 21 Feedback 
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• A scheme to ensure accur~te feedback increases 

the chance of success in deception. 

The above principle is logically virtually self­

evident. Such an idea has evolved independently in many 

disciplines. It pervades most of control theory, has a 

counterpart termed 11 the value of perfect information° in 

decision theory, and is a central idea in the theory of 

9'ames (particularly extended games). As "Comebacks" it 

is a British contribution to the jargon of the 

espionage/covert action trade (49). 

Perhaps the most dramatic example of the role of 

feedback in wartime deception was the intelli9ence 

provided by ULTRA, the top secret espionage and 

cryptographic breakthrough that enabled the British to 

read the German Codes. In the view of many, ULTRA 

information was a key element in the success of the 

.Allied invasion of Normandy. As Lewin (SO) remarked: 

ti [Colonel .John] Bevan, head of LCS, and [Lt.-Col. 
T.A.] Robertson, head of Bia section of MIS, have 
jointly testified to the author that without ULTRA 
the great ~ of deceptio~ ~pun round ~ Germans 
could never have been devised. Yet without their 
efforts, OVERLORD might have been a disaster." 
(Emphasis added.) 

Even at the simplest operational level, feedback 
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answers the question, 11 Is anybody listening?" (i.e., is 

this channel effective), a si_I}~ 9:.1:!.<! ~ to the design of 

effective deception. It is an interesting footnote to 

the overall success of the Allied D-Day deceptions that 

those directed at Norway were not successful. According 

to Kahn (51): 

11 
••• most of the energetic Al lied radio deception in 

the north of Britain to simulate the preparations 
of an invasion force went unheard by the Germans. 
The reasons seem to be that not one of the radio 
reconnaissance uni ts of the German 20th Army, 
occupyin9 Norway, was paying the least bit of 
attention: all were far away in Finland, facing 
east and 1 istening hard to the Russians. The 
consequence was that Roenne concluded that any 
landings in Norway would be secondary; Meyer­
Detrinq concurred. Hitler believed the same thin9, 
since he thought the main invasion would come in 
F~ance. Yet he never withdrew a single soldier from 
Norway to oppose this main assault. Why? Because 
it was his "zone of destiny" in the war owing to 
its ability to protect his shipments of Finnish 
nickel ore, his northern flank, and his U-boat 
departures. But Allied deception had nothing to do 
with all this. Hitler kept major forces in Norway 
entirely on his own volition. 11 

This is an interesting example of how deceptions can 

seem to fail, yet "succeed." In practical terms, such 

misint~rpretations of our observed response, or lack 

thereof, often result from less than perfect 

understanding and modeling of the deception target. 
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Ironically, the Allies knew through ULTRA that German 

troops remained in Norway and concluded on the basis of 

this feedback that the deception was successful. 

As Lewin (52) noted: 

"On Sherlock Holmes' famous principle about the 
importance of the dog that did not bark in the 
night, the significant fact for the deceivers in 
London was that no such major movement of troops 
from Norway was disclosed on Ultra up to and beyond 
the tirne of D-Day. Here was clinching evidence 
that the deception plans were working." 

--evider.ce consistent with one hypothesis rnay also be 

consistent with other views (where have you read this 

before?). 

Maxim 9: "The Monke~ Paw" 

• Deception efforts may prod1.:.ce subtle and 

unwanted side effects. Planners should be 

sensitive to such possibilities and, where 

prudent, take steps to minimize these counter­

productive aspects. 

Deception security is one of the causes of such 

side-effects. One of the cardinal principles of 

deception folklore is that deception security is of the 
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highest importance. It is generally acknowledged that 

the number of witting personnel should be minimized, 

even to the point of misleading your own forces. 

Professor R.V. Jones, with a keen eye of irony recounts 

one example where concern over security as well as . 

uncertainty of success of a deception operation resulted 

in an unnecessary mobilization of forces. Ci ting an 

example from World War I, Jones writes (53): 

[another feint took place in August 1916] ••. "with 
the object of relieving pressure on the British 
front line by diverting German troops to prepare 
fol'.' a British invasion of North Belgium. Hall 
built up the intelligence picture for the Germans 
by providing clues that would lead them step by 
step to the desired conclusion. Besides carefully 
spread rumors, Hall arranged for signals to be sent 
to ships in the bogus code instructing them for 
their tasks in conveying the invasion fleet in the 
qroups starting from Harwich, Dover, and the mouth 
of the Thames, where a fleet of ~onitors and tugs 
was being concentrated. As the final touch, he 
orranged for a bogus edition of the Daily Mail to 
be printed and withdrawn, allowing a few copies to 
be sent to Hollandi some of these appeared to be of 
a later censored edition, the others uncensored. 
The censored copies had one item missing, of which 
the headline ran, 11East Coast Ready. Great 
Military Preparations. Flat Bottom Boats," and the 
article reported the large concentration of troops 
in the eastern and southeastern counties. Can we 
see here the ancestor of the deception plan for D­
Day in 1944? 

The ruse was successful, and the Germans moved 
a large number of troops to the Belgian coast; but 
it had an awkward consequence. Sri tish agents 
began to report German troop movements, and our 
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aut.hori ties who were unaware of Hall's efforts 
concluded that the Germans must be intending an 
invasion of England, 9ivin9 rise to the worst scare 
in 8ritain in World War I. Hall could not be 
absolutely certain that his efforts were the only 
cause of the Ge1-man movements / and so he had to 
watch in silence. 11 

Another example of a possible unwant.!d side effect 

of a deception operation occurred fairly frequently in 

World War I I. As Cruickshank notes ( 61}; 

11 When the propagandists implemented a deception 
plan they had to steer a difficult middle course 
between convincing the Germans that an Allied 
attack was imminent, and encouraging resistance 
groups to 90 into action in support of an attack 
that would never materialize, who would then find 
themselves exposed to the full weight of German 
reprisals. In any case, it was bad for morale if 
hopes of liberation were raised by 'the voice of 
London' only to be dashed .•• But in France PWE had 
already cried 'Wolf' twice ... and there was a real 
danger that French resistance would cease to 
believe anything London said." 

Fortunately, this problem was anticipated and elegantly 

countered, In connection with the otherwise 

unsuccessful operation STARKEY, for instance, the BBC 

broadcast the subtle message (62); 

"Be careful of German provocation. We have learned 
that the Germans are circulating inspired rumours 
that we are concentrating armies on our coasts with 
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fr.tentions of invading the continent. Take no 
notice, as these provocations are intended to 
create among you manifestations and disorders which 
t~e Germans will use as an excuse for repressive 
measures against you. Be disciplined1 use dis­
cretion, and maintain order, foe when the time 
comes for action you will be advised in advance." 

thus leaving it to the Germans to decide the 

significance of the message and the possibility it might 

be a clever ruse while ensuring that the resistance 

leaders had no basis for action whatever inference they 

drew vis-a-vis the imminence of invasion. 

Another example of the Monkey's Paw phenomenon 

concerns the unanticipated consequences of an otherwise 

successful German use of decoy V-2 sites. As recounted 

by Jones (54): 

"Here the Germans, perhaps following their 
e..<perience of our bombing of their V-1 sites, 
sought to decoy us with spoof sites for their V-2 
rockets. Actually, we had a very incomplete 
picture of their rocket organization in France, 
until we landed on D-Day and after.-wards captured a 
map showing the deployment of the rocket 
organization west of the Seine. This included not 
only the actual storage sites with legends bearing , 
their actual capacities, but also the spoof sites 
as well. These were individually numbered from 15 
to 20, running east to west. It was therefore a 
fair inference that there were 14 spoof sites east 
of the Seine, and it was reasonable to assume that 
G~rman thoroughness would have decided on a fixed 
r~tio of spoof sites per rocket stored on a genuine 
site. on this assumption, it was possible to 
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estimate the number of rockets s~ored east of the 
Seine, and hence to estimate the intended monthly 
rate of fire. The answer came out at about 800; 
after the war we found that the intended rate of 
fire had been 900 a month. We had therefore 
managed to achieve a 12 percent accuracy in our 
estimate, which would not have been possible had 
the Germans not tried to deceive us." 

A final example offered in this connection dates 

from 1940/l in East Africa. Gen. Wavell wanted the 

Italians to believe that he was planning to attack them 

in Abyssinia from the south of a position. In this way 

he hoped to divert Italian forces from the point of 

intended attack in the north. But, according tQ Mure (64 

emphasis added): 

"The deception went very well and the Italians fell 
for the story of the attack in the south, with a 
result which was exactly the reve~se of what Wavell 
wanted. They draw back in the south, presumably in 
the expectation that the attack there was bound to 
succeed and the damage to their forces would be 
less if a withdrawal was made perhaps to a shorter 
line and no pitched battle was joined. At the same 
time, they sent what they could spare to reinforce 
the Northe1-n Flank where they did not expect an 
attack but which was the true British objective. 
The valuable lesson learned was that the deception 
plan must be based £!! ~ you want the enemy !Q 
~· never £!! what ~Ol.f ~ him !Q think. Next 
time, also in Abyss1n1a, Dudley arranged for the 
Italians to find out exactly where the British 
attack was to be made and this ensured that there 
was no opposition!" 
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The point to be drawn from the fore9oin9 examples 

is that there may be subtle costs to a deception which 

should ente:~ into the deceiver's cost/benefit calculus. 

It is unrealistic to expect that all of these 

possibilities can be foreseen ab initio. Nonetheless, a 

sensitivity to such possibilities is desirable. 

Maxim 10: care in the Design of Planned Placement 

of Deceptive Material 

• Great ca.re must be exercised in the design of 

schemes to leak notional plans. Apparent 

"windfalls 11 are subject to close scrutiny and 

often disbelieved. Genuine leaks often occur 

under circumstances thought improbable. 

'l'wo incidents can serve to illustrate this 

principle. Early in World War I I a Cerman aircraft 

heading for Cologne became lost and made a forced 

landing near Malines in Sel9iu.m. The three passengers, 

two Wehrmacht officers and a Luftwaffe Major, were soon 

arrested by Belgian authorities. Taken to the police 

station and left alone briefly, they made an attempt to 

burn some documents they were carryinq .. -top secret 

documents containing the attack plans for Holland and 

Belgium. The documents failed to burn and fell into 

Belqia~ hands. According to Schellenbe~g (55); 
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"The western powers were, of course, shocked and 
alarmed when at fi..-i:>t they saw the plans ,for the 
attack. Howe;;· ...... 1 they finally decided that the 
documents had been placed in their hands by the 
Cermans purposely in order to mislead t}\-c;m. T

1
hey 

~robablx could not imagine that '!!-~ had ~~~~ ~iltr 
of such.!!. crass blunder." (Emphasis added). 

A second example occurred in the North African 

campaigns. Alam el Hal fa, a ridge roughly 15 miles 

behind the Alamein line was a natural stronghold, an 

"'ltCellent defensive position for the British at that 

stage in the war. It could, however, be outflanked by 

the ad·i1ancing Germans who might be able to press on to 

Alexandria. The Sritish maps of the area were 

excellent, being based upon captured Italian maps 

corrected by aerial photographs. One tYPe of British 

map was thought particularly valuable by both armies, 

the so-called 119oin9 map. 11 This map showed color-coded 

regions denoting how difficult the terrain was, and what 

speeds could be maintained by various vehicles. The 

British decided to print a false 119oin9 map" showin9 

that an outflanking movement would present rough qoin9 

whereas the route direct to the Alam el Halfa re9ion was 

easily passible. The map was secretly printed and 

placed in an armored car to be captured by the Germans 

in a latterday version of the Meinert2ha9en haversack 
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ruse. The plan worked and the Germans came directly to 

Alam el Halfa (over rough 9oin9, incidentally). Some 

two mo~ths later, General von Thoma, then commander of 

the Aftika Corps, was taken prisoner and talked freely 

to the British. Sir David Hunt (56) recalled: 

11 
••• he mentioned in particular the 1t9oin9 maps" 

which were so 9reatly sought as prizes. one of 
them, he said, had been of great use before the 
battle of Alam el Halfa because they had intended 
to make a wide outflanking movement but had 
fortunately been saved from this by the opportune 
capture of a map in an abandoned armored car which 
showed they would have run into bad 9oin9. The plan 
was accordin9ly changed before the attack. Like 
Lady Bracknell, I thought it wrong to undeceive 
him." 

Th~ foregoing two examples show both kinds <>f 

misclassification error; in the Belgian case a real 

windfall was dismissed as false, in North Africa a false 

map was accepted as real. Ironically, contrary to what 

mi9ht ~e expected, false positives and false negatives 

appear• to be more the rule than the exception. Whaley 

(57), for example, in an analysis of t..~e original cases 
I 

in the data base involving receipt by the victim of 

detailed documents about the attacker's plans, observed 

that in four out of five cases true leaks were dismissed 

as plants, whereas in five out of five cases false plans 
. 

were accepted as real! 
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A common feature of t.he successful deception 

efforts is that they were designed to co-opt skepticism 

by requiring some participation by the victim; either a 

physical effort in obtaining the evidence or analytic 

effort in interpreting it. cave Bro\.111, in writing the 

story of the Normandy deceptions (58) captured this idea 

wel 1 when he wrote: 

11 As Bevan pointed out, masses of misinformation 
could not simply be handed over to the Germans. It 
would have to be "leaked" in bits and pieces in 
indirect and subtle ways from places far from where 
the main battle would be fought. No one knew 
better than Bevan that intelligence easily obtained 
~ fntelligence readily disbelieved; it ~ the 
cardinal rule of deception. The Germans would have 
to work for the "truth, 11 and once they had pieced 
it together, after much labor and cost, a 
convincing whole would emerge •.. " (Emphasis 
added). 

Sir John Masterman, who was a principal participant 

in the XX Conunittee charged with the responsibility of 

running double agents during World \of'ar II makes the . 
identical point (59): 

"You cannot baldly announce to the enemy that such 
an operation is in preparation or that such and 
such a division is being trained to invade North 
Africa or Nor-way. What you have to do-granted that 
you control the major part of the German 
intelligence service-is to send over a great deal 
of factual information, introducing into it those 
facts from which the German intelligence staff will 
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deduce your (deception) intentions. Moreover, you 
cannot just volunteer information. The agent• s 
first duty is to answer questions passed by the 
Gennans, and therefore you roust by your answers 
gi;ide subsequent questions in the direction you 
desire. 11 (Emphasis in original. ) 

The danger to the foregoinq advice is that it is 

possible to be too subtle with consequent risk of 

failure. Masterman (60), for example, recounts a 

frustrating deception failure: 

"Op one occasion an agent was deliberately run in 
order to show the Germans that he was under 
control, the object being to 9ive them a false idea 
of our methods of running such an agent and thus to 
convince them that the other agents were genuine. 
The theory was sound and the gaffes committed were 
crass and blatant, but the object was not achieved, 
for the simple reason that the Germans continued to 
think of the agent as being genuine and reliable." 

There is, thus, a delicate balance to be struck between 

obviousness and subtlety with the attendant twin risks 

that the message will be either misunderstood or 

dismissed as a plant. To the aficionados, this is the 

essence of the craft. 
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Turning These Around: Implications for 

Counte;-Deception 

Though the above principles ere framed in terms of 

what factors are associated with deception success, they 

have implications for countering deception. Thus, for 

example, the injunction to capitalize upon a victim's 

preconceptions {Maxim 1) suggests that it is important 

to examine one's own "givens" for- exploitable 

weaknesses, a manifestly correct if not altogether 

pleasant conclusion; witness the unpopularity of the 

advocatus diaboli. Similarly, Jone&' Lemma cautions 

against overreliance upon one channel of information and 

suggests the benefits of redundant "sensors" to detect 

incongruities. A third example is Axelrod's caution to 

consider the stakes involved when evaluating the 

historical record of an opponent's choices. 

Time and space constraints do not permit a full 

elaboration of the counter-deception implications of 

these ~rinciples -- a work deferred for the future. 

~ ~ to Broaden the Perspective 

The above maxims were developed .Principally in the 

context of military rather than political cases1 though 
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there appears to be sorue transferability 

(preconceptions, the law of small numbers, etc.). It 

may be useful to develop a data base, similar to that 

cited here, containing cases of political deception. 

Though certaintly a laborious undertaking, the possible 

benefits to analysis are likewise substantial. 
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ENDNOTES 

1. See, for example# the works of Axelrod (1), Ben-Zvi 
(2), Handel (3), Whaley (4), and Wohlstetter (5). 

2. See, for example, Cave Brown ( 6}, Johnson ( 7), 
Jones (8), Lewin (9), Reit (10), Stevenson (11), 
and Winterbotham (12). 

3. See, for example, Betts (13), Jervis (14), and Kirk 
(15). 

4. It should be noted that the strategic cases 
considered are those that ultimately culminated in 
a battle. Other cases that did not result. in an 
actual engagement are not included. There is some 
evidence to suggest that inclusion of these cases 
would lower estimates of the success of deception. 
An example of an unsuccessful deception effort was 
COCt<ADE. t.l)e overall deception plan for 1943, 
intended to tie up the German military awaiting a 
notional Allied invasion across the Channel. 
COCKADE did not culminate in a military en9ageme~t 
and t.hus is not in the data bank. (See Cruickshank 
(39) for a rnore pessimistic assessment of the 
success of deception efforts in World War II). 

5. Referrin9 to 11 ••• the classic situation which 
General Magruder exploited at Gaines's Mill: they 
had merely to persuade the enemy to continue to 
believe what he already wanted to believe" (Lewin 
(20)). Lewin's source for this Civil War analogy 
is Bruce Catton (21). Other accounts of the action 
at Gaines's Mill (see Freeman (22)) would credit 
Lee or Jackson with the wisdom rather than 
Magruder. 

6. The following table shows the upper 95% confidence 
estimate (one sided) for a proportion when no 
instances of some event are observed in a sample 
size of N. 
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n Upper 95% Confidence Limit 

i .776 
I 
I 
I 

3 .632 I 
! 

4 .527 i 
I 

5 .451 I 
10 .259 i 

I 

15 .181 

-20 .139 

30 .096 

Reference: Natrella~ M.G. Experimental Statistics, 
National Bureau of Standards Hand-
bo~k 91, U.S. Government Printing Office, 
Washington, o.c. (1963), Table A-23, 
pp. T-41, et seq. 
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Further, a value of 11 1 11 is attached to the outcome 
associated with the attack of an undefended 
position and 11 0 11 other1Wise. The resulting two-by­
t~o, zero sum 9ame has the payoff structure, 

DEFENDER 

Site l Site 2 

Site l 

I 
0 1 

:r 
ATTACKER 

Site 2 l 0 

and the optimal solution is a mixed strategy of 
( 1/2, 1/2) for both the attacker and de fender, 
r~sulting in a value of 1/2--numerically equal to 
tt.e probability that the attack will occur against 
an undefended position. Suppose now, that the 
attacker can broaden the options and convince the 
defender that there are three threatened locations. 
The resulting three-by-three, zero sum game, 

DEFENDER 

Site l Site 2 Site 3 

Site l 0 l 1 

ATTACKER Site 2 l 0 l 

Site 3 l 1 0 

has optimal mixed strategies (1/3, 1/3, 1/3) for 
both the attacker and defender, and a value of 
2/3--a quantity larger than that of the first game. 
Multiplication of options thus increases the 
li~elihood of success. It is evident that the 
value of this game ~s (N-1)/N, as the number of 
options is increased and approaches unity (complete 
success) as the number grows large. 
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