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DEPARTMENT OF DEFENSE
OFFICE OF FREEDOM OF INFORMATION
1155 DEFENSE PENTAGON
WASHINGTON, DC 20301-1155

R0 1 2
Ref: 16-F-0591

This is the final response to your enclosed February 7, 2016, Freedom of Information Act
(FOIA) request for “a copy of the Meeting Minutes and Agendas of the Defense Privacy Board
for the time period June 2010 to December 2015.” Your request was received in this office on
February 18, 2016, and assigned FOIA case number 16-F-0591. We ask that you use this
number when referring to your request.

The Defense Privacy and Civil Liberties Division (DPCLD), a component of the Office
of the Secretary of Defense (OSD), conducted a search of their records systems and provided the
enclosed documents, totaling 417 pages on the enclosed CD-ROM, determined to be responsive
to your request. Ms. Mary P. Fletcher, Chief, Defense Privacy and Civil Liberties Division, an
Initial Denial Authority for DCPLD, has determined that information which has been redacted
from the documents is exempt from release pursuant to 5 U.S.C. § 552(b)(6), which pertains to
information the release of which would constitute a clearly unwarranted invasion of the personal
privacy of individuals.

Please note that there were no Defense Privacy Board meetings held during the months
listed below; therefore, there are no responsive records for these months:

2010: June, September, October, November

2011: February, April, September, October, December

2012: February, April, June, July, September, October, November

2013: June, August, October, December

2014: January, February, April, June, August, September, November, December

2015: February, March, April, May, June, July, September, October, November,
December

In this instance, fees for processing your request were below the threshold for requiring
payment; however, fees may be assessed on future requests.

Your request is now closed in this office. If you are not satisfied with this action, you
have the right to appeal to the appellate authority, the Director for Oversight and Compliance,
Office of the Secretary of Defense, by writing directly to the Director of Oversight and
Compliance, 9010 Defense Pentagon, Washington, DC 20301-9010. Your appeal must be
postmarked within 60 calendar days of the date of this response. Alternately, you may submit



your appeal electronically within 60 calendar days of the date of this response at the following
link: http:/pal.whs.mil/palMain.aspx. Your appeal should cite case number 16-F-0591 and be
clearly marked “Freedom of Information Act Appeal.”

Sincerely,

%MM@Z&/

Stephanle L. Carr
Chief

Enclosures:
As stated
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OFFICE OF THE SECRETARY OF DEFENSE
OFFICE OF THE DIRECTOR, ADMINISTRATION & MANAGEMENT

DEFENSE PRIVACY & CIVIL LIBERTIES OFFICE

IT.
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IV.

VI.

VII.

VIII.

IX.

DEFENSE PRIVACY BOARD

AGENDA
Date: July 21, 2010
Time: 1:00pm - 2:30pm
Location: Defense Privacy Office, Training Room

1901 S. Bell Street, Suite 920
Arlington, VA 22202
Dial in Number: 877-695-5452, Select Passcode: 486426

Welcome and Attendance

Opening comments from Mr. Michael Reheuser
Review of Last Meeting’s Minutes

New Business

FY 10 FISMA Report Update

Section M reviews

SSN Use Reduction process

Announcements and Reminders

Director, DPCLO Speaking Engagements

« USPACOM Conference
January 10, 2011 — Camp H.M. Smith, Hawaii

Open Discussion
Review of Open Action Items
Next Meeting Date: August 18, 2010

Adjournment
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IV.

Defense Privacy Board (DPB)
Meeting Minutes for July 21, 2010

Welcome and Attendance

The meeting was called to order by|®® Director for Privacy, Defense Privacy
and Civil Liberties Office (DPCLO). Aftendance was taken from onsite and call-in

participants.

Opening Comments from Mr. Michael Reheuser

Mr. Reheuser, Director, DPCLO introduced himself and welcomed the DPB members to the
meeting. He stated ll continue to run the DPB meeting.

Review of Last Meeting’s Minutes
Minutes from the last DPB meeting were accepted.

New Business

FY 10 FISMA Report Update: Components must make final corrections in DITPR by August
31, 2010 and submit their FISMA reports to DPCLO by September 15, 2010.

Section M Reviews: These reviews will begin October 2010.

SSN Use Reduction Process: There is still no set timetable for the SSN Reduction Instruction
to be issued. DPCLO continues to monitor DMDC’s progress toward issuing the Instruction.
The DPCLO has drafted a guidance memo regarding processes to carry out the DTM
requirements. The draft has been sent to Components for comment.

Annonncements and Reminders

— DPCLO Speaking Engagements
- USPACOM Conference
January 10, 2010 — Camp H M. Smith, Hawaii

Open Discussion

Q1: How does the latest draft SSN Use Reduction Instruction treat the last 4 digits of the SSN,
i.e., truncated SSN?

Al: The truncated SSN is spoken to in two different contexts.

» Initially, for the purposes of determining which systems are considered to ‘use’ the SSN:
“Use of the SSN includes the SSN in any form, including, but not limited to, truncated,
masked, partially masked, encrypted, or disguised SSNs.” This means that even systems
which truncate or mask SSNs will have to be reviewed, and a memorandum produced
authorizing its continued use.

¢ Secondly, as a part of the justification memo listing the authority for continued collection
of the SSN, the instruction asks that the following question be answered: “If justified,
indicate if the SSN can be truncated or masked.”

Other Comment(s).



MDC would like to discuss the possibility of portal and web technology using
Privacy Act Statements to list data sources. He will be added to the agenda for the next DPB.

VII. Review of Open Action Items

Action items were reviewed and updated as noted in the attachment to these minutes. All
action items requiring a response 10 DPQ should be submitted to dpo.correspondence@osd.mil.

VIII. Next Meeting Date

The next meeting will be Face-to-Face meeting that will be held on August 18, 2010.

IX. Mecting Adjourned

Submitted by
}

) ~|Inrector for Privacy, DPCLO
Executive Secretary, Defense Privacy Board

Disapproved

@%62/

Michael L. Rhodes, Director, Administration and Management
Chairman, Defense Privacy Board

¥/13/2q.

8204,
Date



ATTENDANCE

Name

Organization

Present

Defense Contract Audit Agency

OSD/Privacy

Missile Defense Agency

Defense Privacy & Civil Liberties Office

Defense Security Service/OGC

E Bkt bed

Defense Threat Reduction Agency

Defense Manpower Data Center

Navy/Chief of Naval Ops

Defense Privacy & Civil Liberties

Defense Threat Reduction Agency/Privacy

Defense Privacy & Civil Liberties Office

E kst ke

Navy CIO

TRICARE Management Activity

NGA

>

Ammy/FOIA and Privacy Office

Defense Manpower Data Center

Marine Corps/FOIA/PA

Defense Privacy & Civil Liberties Office

OSD/Chief Information Office

Defense Privacy & Civil Liberties Office

AMC-MITRE

Ammy Privacy Office

F Bl Ealls

Defense Logistics Agency

Defense Manpower Data Center

National Security Agency

Defense Privacy & Civil Liberties Office

Defense Privacy & Civil Liberties Office

>4 e

Army Privacy Office

Army Privacy Office

Air Force/Policy and Compliance/TIA

NII

NGA

DON

NGB

Defense Privacy & Civil Liberties Office

Defense Logistics Agency

Defense Privacy & Civil Liberties Office

»4| >

DFAS

Defense Manpower Data Center

Defense Privacy & Civil Liberties Office

Navy, C1O

Air Force Privacy Office

a[»ef

NGA

TRICARE Management Activity

TRICARE Management Activity

3




ATTENDANCE

Organization

Present

Defense Commissary Agency

DTIC

Defense Privacy & Civil Liberties Office

Defense Logistics Agency

Missile Defense Agency, CPO

Department of the Air Force

Defense Manpower Data Center

Defense Privacy & Civil Liberties Office

DISA/Records and PA

OSD/Privacy

Defense Contract Management Agency

Defense Privacy & Civil Liberties Office
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Defense Privacy Board Action Item List

Open Action Items List (NOTE All submissions to DPCLO should be sent to dpo.correspondence@osd.mil)

¢ Biennial Privacy
Training Report

o Section 803 of the 9/11
Commission
Recommendations
Report

» Systemn of Records
Notice Review Report

MemWamber | Sopic | . Actouiota Diserigtion | AP T puopegy b Bt | comibens
20100721-01 Policy SSN Use Reduction - DPCLO 20100831 OPEN DPCLO will create memo
Downgrade of signature requesting USDP&R change the
authority for use justification DTM'’s requirement for a Flag
memo Officer or SES equivalent signature
on the use justification memo.
20100721-02 | Policy SSN Use Reduction - Legacy DPCLO On-going OPEN DPCLO will look at large
Systems overarching DoD legacy systems
and consider ways to simplify the
use justification memoranda
requirement for these systems.
20100721-03 | Compliance | Use of Privacy Act Statement to | DPCLO 20100818 OPEN DMDC will present
inform users of web portal data opic at next DPB meeting,
sources.
20100120-01 | Civil Liberties | Submit Points of Contact All 20100110 CLOSED | Component Privacy Officers asked
» “Organizational Components to help ensure their organization has
Placement and Structure submitted a CLO POC
of the DoD Civil
Liberties Officer
Function™
20100120-02 | Reporting Submit Quarterly Reports to All 20100721 OPEN Due the 15% workday following the
DPCLO: Components close of the quarter.




Defense Privacy Board Action Item List

Closed Action Items List
Item Number | Topic Action Item Description Assigned Due Date | Status Comments
To .
20090218-02 | Reporting Submit comments on the revised | All 20090731 | CLOSED Comments due July 31, 2009.
o | Breach Report template to DPO. | Components _
20090715-01 Reporting Installation Physical Access All 20090731 | CLOSED Responses due July 31, 2009.
o Control Systems Information. Components .
2009071502 | Reporting FISMA Privacy Report. All 20090817 | CLOSED Responses due August 17, 2009.
‘ Components |
20090218-04 | Civil Liberties | Develop and track Civil DPO Ongoing | CLOSED DSD signed May 9, 2009 memo
Liberties Officer package designating Acting DA&M as DoD
CLO.
2009041502 | Policy Develop guidance on the DPO 20091201 | CLOSED Guidance will be posted to DPO
considerations when emailing of website as a FAQ.
PII within 2 Component agency,
across the Department and
outside the Department,
2009041501 | Other Confirm DPO mailbox accepts | DPO 20090501 | CLOSED DPO mailbox can accept encrypted
encrypted and FOUQ messages and FOUO messages.
2009021805 | Reporting Provide comments on revised All 20090403 | CLOSED Duplicate and error. Refer to
breach reporting template to Components 20090218-02.
DPO.
20090318-01 Reporting A request from Component for | DPO 20090401 | CLOSED Authority is in the 5400.11-R and
DPO to provide Authority for the OMB Circular A-130. DPO
training reports. memorandum sent April 3, 2009.
20090218-03 | Policy Provide comments to DPO on All 20090430 | CLOSED Extension granted by Director,
DoD 5400.11, DoD 5400.11-R, | Components DPO.
DoD memorandum
“Safeguarding Against and
Responding to the Breach of
Personally Identifiable

Information”, 25 Sep 2008, and




Defense Privacy Board Action Item List

all Defense Privacy Board
Advisory Opinions.

20090415-03 | Policy Provide guidance on how to DPO 20090520 | CLOSED Concerns addressed. Guidance
delete an exemption from a template forthcoming,
SORN.

2009031802 | Reporting Section 803 of the 9/11 All 20090715 | CLOSED Consolidated under Item Number
Comumission Recommendations | Components 20090218-01.
Report.

20090318-03 | Reporting Systems of Records Notice - All 20090715 | CLOSED Consolidated under Item Number
Review Report. Components 20090218-01.

20090617-01 | Reporting Submit comments on All 20090626 | CLOSED Comments due June 26, 2009.
consolidated Quarterly Report Components
template to DPO,




OFFICE OF THE SECRETARY OF DEFENSE
OFFICE OF THE DIRECTOR, ADMINISTRATION & MANAGEMENT

DEFENSE PRIVACY & CIVIL LIBERTIES OFFICE

DEFENSE PRIVACY BOARD MEETING

** AGENDA **

Date: August 18, 2010

Time: 8:30 am - 12:00pm
Defense Privacy & Civil Liberties Office
Location: 1901 S. Bell Street, Suite 920

Arlington, VA 22202

8:30- 8:40 Welcome |(b)(6) |
Director for Privacy
8:40 - 9:00 Privacy Highlights
New Technology:
) i The Stimulus for New Policy
el presentation available at bxe) DMDC
https://www.dmdc.osd.mil/privacytemplates.html
[©)©) |
9:30 - 9:45 Quarterly Reports - Section M Reviews Dlrcy
Sr. Program Analyst
9:45 - 10:00 BREAK
1000 — 10:30 SSN Use Reduction Plan: Component Privacy |(b)(6) |
: ’ Officer Responsibilities under DTM 07-015 DPCLO Support
10:30 — 10:45 Civil Liberties Update (b)(©®) DPCLO Support
10:45-11:15 Open Discussion/Announcements
{b)(6)
11:15-12:00 Wrap-up and Closing Remarks Direcior for Prvacy
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Defense Privacy Board (DPB) Face-to-Face
Meeting Minutes for August 18, 2010

Welcome and Opening Remarks

The meeting was called to order b ®)6) Director for Privacy, Defense
Privacy and Civil Liberties Office (DPCLO) and Executive Secretary, DPB. Attendance was
taken from onsite and call-in participants.

Privacy Highlights

o  GAOQ-10-872T, “Challenges in Federal Agencies’ Use of Web Technologies™, July 22,
2010 was reviewed with the group.
Strategies to reduce and mitigate breaches were discussed.
Other topics brought to the group’s attention were the draft Privacy FAR clause, privacy
considerations for telework agreements, plans to re-launch the Defense Privacy Program
website, and the timeline for the annual Federal Information Security Management Act
report.

New Technology: The Stimulus for New Policy,l(b)(ﬁ) DMDC

Technology architecture supports multiple configurations, such as one system with one
database, one system with many databases (portal technology) and many systems with one
database. The presentation described the challenge of determining how these various
configurations impact the number and scope of System of Records Notices and Privacy Impact
Assessments.

Quarterly Reports — Section (m) Reviews

Section (m) review data collection begins in January 2011 with the first report due to DPCLO
no later than April 15, 2011. The Component quarterly reports have been amended to include
the following OMB Circular A-130 requirement:
Section (m) Contracts. Review agency contracts every two years that provide for the
maintenance of a system of records on behalf of the agency to accomplish an agency
function, in order to ensure that the wording of each contract makes the provisions of the
Act binding on the contractor and his or her employees.

SSN Use Reduction Plan: Component Privacy Officer Responsibilities under
DTM 07-015,[7© DPCLO

DTM 07-013 in being converted into an Instruction. Privacy review requirements outlined in
the draft Instruction were discussed. To meet these requirements DPCLO requests
Components add to their review of 12.5% of their DITPR systems each quarter, the review of
SSN usage. This is intended as a review of only those systems which collect the SSN.

A system is “reviewed” when the Component forwards a signed memo which either:
e details the plan to eliminate the SSN in the system, or
¢ explains the justification for continued use of SSNs.

DPCLO will prepare and submit a report on SSN Reduction efforts as a part of the FISMA
report.



VL Civil Liberties Program Update,|”® DPCLO

The Civil Liberties Program has defined DoD civil liberties principles and posted them to the
website. In accordance Public Law 100-53 core functions of the program are to
provide policy advice to assist the Secretary and other DoD officials
facilitate the Department's periodic assessment of its regulations, policies, procedures,
and guidelines
» ensure that DoD has adequate procedures to receive, investigate, respond to, and redress
complaints
e raise the Department's awareness of privacy and civil liberties concerns

e maintain a transparent relationship with the public to communicate the role that privacy
and civil liberties plays in DoD's missions.

VII. Open Discussion/Announcements

A summuary of additional issues have been incorporated into the attached action items list.

VIII. Wrap up and Closing Remarks

[P® _ Tthanked everyone for a very productive meeting. All action items requiring a
response to DPO should be submitted to dpo.comrespondence @osd.mil.

IX. Next Meeting Date
The next DPB Face-to-Face meeting will be tentatively scheduled for November 17, 2010.

X. Meeting Adjourned

Submitted by
(G

/ [ 7/20r/
(0X6) Director for Privacy, DPCLO Date

Executive Secretary, Defense Privacy Board

Disapproved

Michael L. Rhodes, Director, Administration and Management Date
Chairman, Defense Privacy Board




ATTENDANCE

Name

Organization

Present

(b)(6)

Defense Contract Audit Agency

TMA Privacy Office

OSD/Privacy

Missile Defense Agency

S

Defense Privacy and Civil Liberties Office

Defense Security Service/OGC

Defense Threat Reduction Agency

Defense Manpower Data Center

Navy/Chief of Naval Ops

Defense Privacy and Civil Liberties Office

Defense Threat Reduction Agency/Privacy

Defense Privacy and Civil Liberties Office

Navy CIO

USMC

Defense Threat Reduction Agency/Privacy

TRICARE Management Activity

NGA

Army/FOIA and Privacy Office

' Defense Manpower Data Center

| Marine Corps/FOIA/PA

OSD/Chief Information Office

Defense Privacy and Civil Liberties Office

Defense Logistics Agency

MITRE/AMC

P W W0 el

Defense Manpower Data Center

National Security Agency

Defense Privacy and Civil Liberties Office

Air Force Privacy

Defense Privacy and Civil Liberties Office

Army Privacy Office

P Pl Pl Pt P

Ammy Privacy Office

NGA

Defense Finance and Acctg Svc/Corp Comm

Air Force/Policy and Compliance/IA

Defense Privacy and Civil Liberties Office

NII

NGA

DON CIO

NGB

Defense Privacy and Civil Liberties Office

A s

Defense Logistics Agency

Defense Privacy and Civil Liberties Office

NGA

TMA Privacy Office

CNO, DNS-36

AP A Ve




ATTENDANCE

Name

Organization

Present

(b)(©)

Defense Manpower Data Center

OGC

TRICARE Management Activity

Air Force Privacy Office

NGA

TRICARE Management Activity

Defense Commissary Agency

DTIC

Defense Privacy and Civil Liberties Office

DON, CIO, Privacy

Defense Privacy and Civil Liberties Office

MITRE

Defense Logistics Agency

VA A d M DAV P

Missile Defense Agency, CPO

Air Force Privacy Office

-

Department of the Air Force

Defense Manpower Data Center

Defense Privacy and Civil Liberties Office

DISA/Records and PA

AP Pt

OSD/Privacy

MITRE/AMC

Defense Contract Management Agency

Defense Privacy and Civil Liberties Office

A A




Defense Privacy Board Action Item List

Open Action ltems List (NOTE: All submuswm' to DPO sllauld be sent to dpo. correspondencc@osd mil)

of lists published from 1930s to
1990s which contain service

Item Number Topic Action Item Description A“,:.g‘:wd Due Date Status i Comments
20100818-04 | Other Address SSN removal from DPCLO TBD | OPEN | Address SSN removal from records
| records with NARA. ) | with NARA. _
20100818-05 | Other Contact CIO Council to host a DPCLO/ TBD OPEN [ Contact CIO Council to host a guest
guest speaker on SSN Reduction | CIO speaker on SSN Reduction 1.cssons
_ Lessons Learned. Council o 1 Leamed.
20100519-02 | Other Disposition of PIl stored in copy | DPCLO/ TBD OPEN Discuss details witqfﬁ)(ﬁ) |
machine hard drives DLA o
20100519-03 | Policy Boilerplate contract pPCLO TBD OPEN Contractor Management template.
tanguage/FAR clause requiring [P® will work with[P®__Jto
| Privacy Act training ) ) develop.
20100519-04 | Policy Guidance and contract language | DPCLO TBD OPEN Contractor Management template.
outlining contractor liability [®®_will work witfP®  Jo
develop.
20100519-05 | Pohlicy Guidance/templates Components | DPCLO TBD OPEN Develop templates and guidance
could use to determine optimal
resource levels and justify
funding i
Closed Action Items List
Item Number | Topie Action [tem Description Assigned Due Date | Status Comments
To
2()]008]8 0l _i Olhu Flash Memory DPCLO  |ITBD | CL OSED Research _I“Ian_h Memory
20100818-02 Other ' Ensure Privacy FAR clauses DPCLO TBD CLOSED | Section M reviews have
o | cited in contracts _ - _ _____commenced
20100818-03 | Other Reassignment of SSN review in - | DPCLOY TBD CLOSED  OQutside scope of DPB
L [ DITPR to CIO. cao o L
20100818-06 | Other Research lucations/availability | DPCLO TBD CLOSED | Rescarch locations/uvailability of

lists published from 1930s to 1990s
which contain service member




Defense Privacy Board Action Item List

names and SSNs.

e Biennial Privacy
Training Report

s Section 803 of the 9/11
Commission
Recommendations
Report

¢ System of Records

20100519-08 | Policy Take a look at Memberships DPCLO TBD CLOSED istablish in Directive for Privacy
and Civil Liberties. (Issues two
. o - _ sets of principles etc.)
20100519-07 | Other Joint Base Physical Access Issue | Navy/Al TBD CLOSED | Keep on parking lot
{Base Commanders not
Addressing PA, sponsoring
R | visitors) _ 1l o
2010051906 | Reporting Clarification on what DPCLO TBD CLOSED | No coordination outside of
coordination is required for Component Privacy Office
completing the ‘Scope of required.
Advice’ FISMA Report
question, e.g. should
Components query GC for the
scope of privacy advice they
have provided
2010051901 Reporting SORN Pre-Deployment Air Force TBD CLOSED Discuss with CIO. 3-6 month
Category in DITPR | timeline,
20100120-01 Civil Liberties | Submit Points of Contact All 20100701 CLOSED | Component Privacy Officers asked
« “Organizational Components to help Component leadership
Placement and Structure identify points of contacts ASAP
of the DoD Civil
Liberties Officer
Function” R I
20100120-02 Reporting Submit Quarterly Reports to All 20100515 CLOSED Due the 15“‘_V\70rkday following the
DPO: Components close of the quarter. Last

submission was 20100115.




Defense Privacy Board Action 1tem List

Notice Review Report

20090218-02 | Reporting Submit comments on the revised | All 20090731 | CLOSED Comments due July 31, 2009.
I ) Breach Report lemplate to DPO. | Components |
20090715-01 Reporting Installation Physical Access All 20090731 | CLOSED Responses duc July 31, 2009.
AR . _| Control Systems Information. | Components |~ ___
20090715-02 | Reporting FISMA Privacy Report. All 20090817 | CLOSED Responses due August 17, 2009.
o o o | Components | ‘ o )
20090218-04 Civil Liberties | Develop and track Civil DPO Ongoing | CLOSED DSD signed May 9. 2009 memo
Liberties Officer package designating Acting DA&M as oD
C1LO.
20090415-02 | Policy Develop guidance on the DPO 20091201 OPIIN Guidance will be posted to DPO
considerations when emailing of website as a FAQ.
PIi within a Component agency,
across the Department and
outside the Department.
20090415-01 Other Confirm DPO mailbox accepts | DPO 20090501 | CLLOSED DPO mailbox can accept encrypted
encrypted and FOUO messages and FOUQ messages. _
20090218-05 | Reporting Provide comments on revised All 20090403 | CLLOSED Duplicate and error. Refer to
breach reporting template to Components 20090218-02.
DPO.
20090318-01 Reporting A request from Component for | DPO 20090401 | CLOSED Authority is in the 5400.11-R and
DPO to provide Authority for the OMB Circular A-130. DPO
o training reports. _ L | memorandum sent April 3, 2009,
20090218-03 Policy Provide comments to DPO on All 20090430 | CLOSED Extension granted by Director,
DoD 5400.11, DoD 5400.11-R, | Components DPO.
DoD memorandum
“Safeguarding Against and
Responding to the Breach of
Personally Identifiable
Information”, 25 Sep 2008, and
all Defense Privacy Board
- Advisory Opinions. e
20090415-03 | Policy Provide guidance on how to DPO 20090520 | CLOSED Concemns addressed. Guidance




Defense Privacy Board Action Item List

(d_elele an exemption from a
SORN.

20090715 | CLOSED

template forthcoming.

20090318-02 | Reporting Section 803 of the 9/11 All
Commission Recommendations | Components
Report.
20090318-03 | Reporting Systems of Records Nofice All
- _ Review Report. Components
20090617-01 Reporting Submit comments on All
consolidated Quarterly Report Components

template to DPO,

20090715 | CLOSED
20090626 | CLOSED

T Consolidated under Item Number

20090218-01.

Consolidated under [tem Number

- 20090218-01,

Comments due June 26, 2009.




AGENDA

% Social Security Number Use Reduction Updates
@ FY10 Breaches

% Quarterly Reports

@ Announcements

¥ Open Discussion

¥ Adjournment
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Defense Privacy Board (DPB)
Meeting Minutes for December 8, 2010

Welcome and Opening Remarks

The meeting was called to order by[?© }, Director for Privacy, Defense
Privacy and Civil Liberties Office (DPCLO) and Executive Secretary, DPB. Attendance was
taken from onsite and call-in participants. For the record, no meeting was held in September.
October, and November 2010.

Social Security Number Use Reduction Updates

R ffrom the Defense Human Resources Activity provided a briefing on DoD SSN
use reduction activities. The briefing covered:

* A change to DTM 2007-015-USD{P&R), “DoD SSN Reduction Plan” was issued
extending the expiration date to June 1, 2011.

» The Instruction is being prepped for modified formal SD 106 coordination. Expect it to
be in coordination by the last week of December.

» The Defense Privacy Program’s request to downgrade the signature requirement for SSN
use justifications will be put back into coordination for consideration.

« USD(P&R) Memorandum “Updated Plan for the Removal of SSNs from DoD ID Cards.”
November 5, 2010 describes the replacement of the SSN with the DoD Identification
Number (Electronic Data Interchange-Person Identifier (EDIPI)) and DoD Benefits
Number on DoD ID cards. The EDIPI is a ten-digit unique number, whereas the Benefits

Number will be an eleven-digit unique number. Implementation is scheduled for May
2011.

poke of the release of SAOP Memorandum “SSNs Exposed on Public Facing and
Open Government Websites,” November 23, 2010. [ts release was followed by clarification on
the definition of ‘public facing/open websites” which he provided via a November 30, 2010 e-
mail to the Component Privacy Officers. Components were asked not to post any part of the
SSN online where the record containing the SSN can be accessed by the public and/or persons
without a need-to-know.

FY10 Breaches

X8  Jupdated the board on fiscal year 2010 breach trends. The number of breaches
increased each quarter:

o 1¥ Quarter: 147

o 2" Quarter: 183 (20% increase from 1% Quarter)

¢ 3" Quarter: 198 (7% increase from 2™ Quarter)

o 4" Quarter: 255 (22% increase from 3% Quarter)

The loss of laptops continues to be a high risk area. aISO stressed the importance
of safeguarding e-mails containing PII, citing the recent GSA breach as an example.

Component Privacy Officers recommended a third bar set be added to the graphs to indicate
the number of individuals notified in addition to the current number of breaches and number of
individuals affected. This would better show the portion of more significant breaches.
Anytime there is a breach, public trust in the safeguarding of personal information is affected;
therefore, it is necessary to ensure staff is trained and policies are appropriately implemented.

1



IV.

VI

Timeliness is paramount in reporting breaches and in the implementation of any corrective
action.

The question was asked if any Components had provided free credit monitoring in response to
a breach in the last year. A few responded yes.

Quarterly Reports — Section (m) Reviews

(©16) reminded the DPB that the Section (m) review data collection begins in January
2011 with the first report due to DPCLO no later than April 15, 2011, The Component
quarterly reports have been amended to include the following OMB Circular A-130
requirement.
Section (m} Contracts. Review agency contracts every two years that provide for the
maintenance of a system of records on behalf of the agency to accomplish an agency
function, in order to ensure that the wording of each contract makes the provisions of the
Act binding on the contractor and his or her employees.

As discussed at the last DPB face-to-face meeting Components should take the following
actions to prepare for these reviews:
e Establish relationships and inform others required to support this effort, e.g.. svstem
owners, contracting office personnel. C10, Component Senior Official for Privacy;
e [dentify system of records notices that meet the requirements for this review:
+ Compile inventory; and
* Schedule 12 '4 percent of total Component SORNs for review each quarter.

To illustrate the importance of these reviews Ep@inwd the group to GAO-10-693
“Contractor Integrity: Stronger Safeguards Needed for Contractor Access to Sensitive
Information,” September 10, 2010.

Civil Liberties Update

©X) provided an update on the Civil Liberties Program activities. He spoke of

DA M Memorandum “Protection of Civil Liberties in the Department of Defense (DoD),”
November 1, 2010 for the appointment of Component Chief Civil Liberties Officers and
Primary Civil Liberties Points of Contact. DPCLO will hold an introductory teleconference
January 10, 2011 focusing on an overview of the roles and responsibilities of the Component
Chief Civi] Liberties Officers and the Primary Civil Liberties POCs. Additionally, there will
be an in-person Civil Liberties Board meeting on January 25", The January 25" meeting will
also be a training focusing on the roles and responsibilities of the Chief Civil Liberties Officers
and the Primary Civil Liberties POCs. Specific details will follow via the Component Civil
Liberties POCs.

Open Discussion/Announcements

e Language to modify the DoDD 5400.11 to allow Defense Privacy to provide direct
guidance to the COCOMSs has been vetted.

¢ SORN Workshop held in November was quite successful. Another session is in the
planning stages, and is currently scheduled as a one day. six hour training on January 27,
2011. We are incorporating the feedback from participants.

o[ X0 was welcomed to the DPCLO support team.




VII. Wrap up and Closing Remarks

(b)©) thanked everyone for a very productive meeting. All action items requiring a
response to DPCLO should be submitted to dpo.correspondencei@osd.mil.

VIII. Next Meeting Date
The next DPB meeting will be tentatively scheduled for January 19, 2011.

IX. Meeting Adjourned

Submitted by

(b)E)

//7/1
(@ Director for Privacy, DPCLO at
Executive Secretary, Defense Privacy Board

Disapproved
"Rl O oot~ /24

Michael L. Rhodes, Director, Administration and Management Date
Chairman, Defense Privacy Board




ATTENDANCE

Name

Organization

Present

(D)(6)

Defense Contract Audit Agency

TMA Privacy Office

OSD/Privacy

Missile Defense Agency

Defense Privacy and Civil Liberties Office

~

Defense Security Service/OGC

Defense Threat Reduction Agency

Defense Manpower Data Center

Defense Privacy and Civil Liberties Office

Defense Human Resources Activity

Defense Threat Reduction Agency/Privacy

P Ye

Defense Privacy and Civil Liberties Office

Navy CIO

TRICARE Management Activity

NGA

Army/FOIA and Privacy Office

Defense Manpower Data Center

Defense Privacy and Civil Liberties Office

OSD/Chief Information Office

MITRE/AMC

Defense Privacy and Civil Liberties Office

MITRE/AMC

Defense Privacy and Civil Liberties Office

Defense Logistics Agency

Defense Manpower Data Center

National Security Agency

Defense Privacy and Civil Liberties Office

Air Force Privacy

Defense Privacy and Civil Liberties Office

Army Privacy Office

Army Privacy Office

NGA

Defense Finance and Acctg Sve/Corp Comm

Air Force/Policy and Compliance/IA

Defense Privacy and Civil Liberties Office

Defense Contract Audit Agency

NII

NGA

DON CIO

NGB

Defense Privacy and Civil Liberties Office

Defense Logistics Agency

Defense Privacy and Civil Liberties Office

NGA

TMA Privacy Office
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MITRE
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Defense Privacy Board Action Item List

Open Action ltems List (VOTE: All submissions to DPO should be sent to dpo.correspondence@osd.mil)

Item Number

Assigned

Topic Action Item Description To Due Date Status Comments
20100818-04 | Other Address SSN removal from DPCLO TBD OPEN Address SSN removal from records
| records with NARA. with NARA.
20100818-05 | Other Contact CIO Council 10 host a DPCLOY/ TBD OPEN Contact C10 Council to host a guest
gucst speaker on SSN Reduction | CIO speaker on SSN Reduction Lessons
L.essons Learned. Council Learned.
20100519-02 | Other Disposition of PII stored in copy | DPCLO/ TBD OPEN Discuss details wit}i“”(ﬁ) |
machine hard drives DLA
20100519-03 [ Pohicy Boilerplate contract DPCLO TBD OPEN Contractor Management template.
language/FAR clause requiring (b)) 'will work wito
Privacy Act training evelop. }
20100519-04 | Policy Guidance and contract language | DPCLO TBD OPEN Contractor Management template.
outlining contractor liability P8 Jvill work witl to
L develop.
20100519-05 | Policy Guidance/templates Components | DPCLO TBD OPEN Develop templates and guidance
could use to determine optimal
resource levels and justify
funding
Closed Action Items List
Item Number | Topic Action Item Description Assigned Due Date | Status Comments
To
20100818-01 Other _Flash Memory DPCLO TBD CLOSED Research Flash Memory
20100818-02 Other | Ensure Privacy FAR clauses DPCLO TBD CLOSED Section M reviews have
B cited in contracts _ o commenced
2010081803 Other Reassignment of SSN review in | DPCLO/ TBD CLOSED Outside scope of DPB
I DITPR 1o CIO. CiOo - -
20100818-06 | Other Research locations/availability DPCLO TBD CLOSED | Research locations/availability of
of lists published from 1930s to lists published from 1930s to 1990s
1990s which contain service which contain scrvice member




Defensc Privacy Board Action Item List

member names and SSNs.

names and SSNs.

e Biennial Privacy
Training Report

¢ Section 803 of the 9/11
Commission
Recommendations
Report

o System of Records

20100519-08 Policy Take a look at Memberships DPCLO TBD CLOSED Istablish in Directive for Privacy
and Civil Liberties. (Issucs two
sets of principles etc.)

20100519-07 Other Joint Base Physical Access Issue | Navy/Al TBD CLOSED Keep on parking lot
{Base Commanders not
Addressing PA, sponsoring

i | visitors)

20100519-06 Reporting Clarification on what DPCLO TBD CLOSED No coordination outside of
coordination is required for Component Privacy Office
completing the “Scope of required.

Advice’ FISMA Report
question, ¢.g. should
Components query GC for the
scope of privacy advice they
L have provided R B L
20100519-01 Reporting SORN Pre-Deployment Air Force TBD CL.OSED Discuss with C1O. 3-6 month
| L Category in DITPR - | timeline, B
20100120-01 Civil Liberties | Submit Points of Contact All 20100701 CLOSED | Component Privacy Officers asked
e “Organizational Components to help Component leadership
Placement and Structure identify points of contacts ASAP
of the DoD Civil
Liberties Officer
Function™

20100120-02 Reporting Submit Quarterly Reports to All 20100515 CLOSED Due the 15" workday following the

DPO: Components close of the quarter. Last

submission was 20100115,




Defense Privacy Board Action Item List

Notice Review Report

20090218-02 Reporting Submit comments on the revised | All 20090731 | CLOSED Comments due July 31, 2009.
Breach Report template 10 DPO. | Components
20090715-01 Reporting + Installation Physical Access All 20000731 | CLLOSED Responses due July 31, 2009.
i _ _ ; Control Systems Information. Components _
20090715-02 Reporting FISMA Privacy Report. All 20090817 | CLLOSED Responses due August 17, 2009.
Components o
20090218-04 Civil Liberties | Develop and track Civil DPO Ongoing | CLOSED DSD signed May 9, 2009 memo
Liberties Officer package designating Acting DA&M as DoD
CLO.
20090415-02 Policy Develop guidance on the DPO 20091201 OPEN Guidance will be posted to DPO
considerations when emailing of website as a FAQ.
PIT within a Component agency,
across the Department and
- outside the Department.
200904 15-01 Other Confirm DPO mailbox accepts DPO 20090501 | CLOSED DPO mailbox can accept encrypted
encrypted and FOUQO messages and FOUO messages.
20090218-05 Reporting Provide comments on revised All 20090403 | CLOSED Duplicate and error. Refer to
breach reporting template to Components 20090218-02.
r DPO.
20090318-01 Reporting A request from Component for | DPO 20090401 | CLOSED Authority is in the 5400.11-R and
DPO to provide Authority for the OMB Circular A-130. DPO
! training reports. memorandum sent April 3, 2009.
' 20090218-03 Policy Provide comments to DPO on All 20090430 | CLOSED Extension granted by Director,
! DoD 5400.11, DoD 5400.11-R. | Components - DPO.
DoD memorandum '
“Safeguarding Against and
Responding to the Breach of
Personally Identifiable
Information™, 25 Sep 2008, and
all Defense Privacy Board
Advisory Opinions. 1
20090415-03 | Policy | Provide guidance on how to DPO 20090520 | CLOSED Concerns addressed. Guidance




Defense Privacy Board Action Item List

delete an exemption from a
SORN,

template forthcoming.

template to DPO.

20090318-02 Reporting Section 803 of the 9/11 All 20090715 | CLLOSED Consolidated under Item Number
Commission Recommendations | Components 20090218-01.
Report.

20090318-03 Reporting Systems of Records Notice All 20090715 | CLOSED Consolidated under Item Number
Review Report. Components 20090218-01.

20090617-01 Reporting Submit comments on All 20090626 | CLOSED Comments due June 26, 2009.
consolidated Quarterly Report Components

9
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Breach Trends

Privacy Act Violations: The Day After

Component Senior Official for Privacy Forum
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Announcements
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Defense Privacy Board (DPB)
Meeting Minutes for January 19, 2011

I. Welcome and Opening Remarks

The meeting was called to order by (b)©) | Director for Privacy, Defense
Privacy and Civii Liberties Office (DPCLO) and Executive Secretary. DPB. Attendance was
taken from onsite and call-in participants.

II. Social Security Number Use Reduction Updates and Activities

R Defense Human Resources Activity, provided an update on DoD SSN use
reduction activities.

+ DODI 1600.hh “Reducing Use of SSNs within DoD™ is in SD106 coordination. Board
members were asked to provide critical comments to DPCLQO via
dpo.correspondence’@osd.mil to facilitate coordination.

* The memorandum to downgrade the signature requirement for SSN use justifications has
completed GC coordination. It is in USD(P&R) internal coordination and will be
submitted for formal coordination. If DoDI 1000.hh s signed first, the memorandum will
be pulled from coordination.

(b)(®)

DPCLO Support, provided an update on additional DoD SSN use reduction
activities and issues.

» DPCLO and DMDC collaborated on a response to the House Armed Services Committee
summarizing DoD SSN use reduction activities to date.

» Defense Media Activity (DMA) informed DPCLO of an 1ssue with the current DoD
Visual Information (VI} Record Identification Number (VIRIN). The VIRIN is
composed of 10 alpha-numeric characters and identifies every photograph and video both
within DoD’s internal networks and those posted on DoD open facing websites. VIRIN
ts printed with the photograph or video title and contains the last four digits of the
photographer’s SSN and the first letter of his/her last name. DMA has a plan to replace
the VIRIN with a randomly assigned number. It has software that can automatically
recode photographs (not videos); however, the titles of the photos and videos can be
changed. Additionally, DMA is offering to assist Component Media Activitics to resolve
this issue at the Component level.

¢ The Social Security Number (SSN) Protection Act of 2010 (P.L. 111-318) was signed on
December 18. 2010. It prohtbits the use of SSNs on checks issued by the federal
government and it applies to checks issued three years after its enactment. This bill also
prohibits inmate access to SSNs in the employment of, or contracts with, prisoners within
one year after it has become law.,

II1. Privacy Act Violations: The Day After

bricfed Board members on appropriate actions following the identification of a
Privacy Act violation. An individual may file a civil suit against a DoD Component, if the
individual believes his or her rights under the Act have been violated. The Privacy Act allows
for criminal penalties for willfully and knowingly violating Privacy Act requirements.



Potentiai Component responses include remedial training, completion of litigation status sheets
for DPCLO reports, notification of the Contracting Officer if contractors are involved and
notification of Personnel if civilians are involved. Consultation with General Counsel is
strongly encouraged to determine which investigatory agency has jurisdiction in the case and
whether transfer to a Federal District Court ts warranted.

IV. Breach Trends

Overall breach numbers appear to be going down; although, there was a spike in the number of
individuals affected due to a breach in November that impacted 70,000 individuals. The
breach was assessed as low risk and no notifications made. Therc were 192 breaches in the
first quarter of FY11 and 129,702 individuals impacted. This is a 23% increase in breaches
reported and 25% increase in individuals impacted when compared to the first quarter of FY10.
The breach of paper records is currently the biggest threat this quarter.

V. Component Senior Official for Privacy Forum

On February 16, 2011 there will be a Component Scnior Official for Privacy (CSOP) forum in
room 3947 of the Pentagon from 0830-1200. It will be led by Mr. Michac] s, Senior
Agency Official for Privacy; Mr. Michael Reheuser, Director, DPCLO; andl(b)(ﬁ)
Director for Privacy, DPCLO. The meeting will focus on increasing the
understanding of CSOP roles and responsibilities, creating action plans to decrease breaches,

and recommending ways CSOPs can assist the Component Privacy Officers. Component
Privacy Officers were asked to ensure their CSOP responds to the invitation.

V1. SharePoint Update

0X© DPCLO Support, provided an update on the status of the DPCL.O SharePoint
site. It has a projected launch of February 2011. The site will provide DPB agendas, mecting
minutes, access to the DPCLO calendar of events, documents for comment, and access to the
training calendar and registration. DPCLO staff, DPB members, and Component Privacy
Officers will be provided access. Log in instructions are forthcoming.

VII. Open Discussion/Announcements

e The Privacy Program Directive and Regulation re-write is in the final stages of DPCLO
intemnal review. DA&M informal internal coordination is expected at the end of February
and official SD 106 coordination to follow in the spring.

e Changes to the Privacy Program Directive to clarify COCOM support are currently in
DA&M informal internal coordination.

o The DPCLO Privacy Program website re-launch is scheduled for February 2011.

¢ The next SORN Training Workshop i1s scheduled for February 3rd at DPCLO.

» The DPCLO Privacy Program will have two all-day sessions and a booth at the ID
Protection and Management Conference in Orlando, FL, April 19-20.

VIII. Wrap up and Closing Remarks

R thanked everyone for a very productive meeting. All action items requiring a
response to DPCLO should be submitted to dpo.correspondence @osd.mil.



IX.

Next Meeting Date

There will be no DPB meeting in February. The next DPB meeting is tentatively scheduled for
March 16, 2011.

Meeting Adjourned

Submitted by
(b)(5)

BYo) 1 W/’
[Director for Privacy, DPCLO Date

Executive Secretary, Defense Privacy Board

Approved Disapproved
i 2-/0.4/
Michael L. Rhodes, Director, Administration and Management Date

Chairman, Defense Privacy Board
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Defensc Threat Reduction Agency
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Defense Privacy and Civil Liberties Office
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Army/FOIA and Privacy Office
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OSD/Chief Information Office
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Defense Privacy and Civil Liberties Office

Defense Logistics Agency

Defense Manpower Data Center

National Security Agency

Defense Privacy and Civil Liberties Office

Air Force Privacy

Defense Privacy and Civil Liberties Office

Army Privacy Office

Army Privacy Office
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Air Force/Policy and Compliance/IA

Defense Privacy and Civil Liberties Oftice

Defense Contract Audit Ag;(:_rg:_}_f

NII
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Defense Privacy and Civil Liberties Office
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Name QOrganization Present
Defense Privacy and Civil Liberties Office N
DIFAS N
NGA N
TMA Privacy Office
CNQO, DNS-36
Defense Manpower Data Center
MITRE o N
Defense Privacy and Civil Liberties Office
TRICARE Management Activity N
Air Force Privacy Office N
NGA

| TRICARE Management Activity
Defense Commissary Agency AN
DTIC

| Defense Privacy and Civil Liberties Office N
DON, CIO. Privacy
Defense Privacy and Civil Liberties Office
MITRE
Defense Logistics Agency N
Air Force Privacy Oftice
Missile Defense Agency, CPO

_ Office of Genceral Counsel N

| DCMA ~
Defense Manpower Data Center
MDA AN
Defense Privacy and Civil Liberties Office
DISA/Records and PA N
Marine Corps N
MITRE/AMC N
Defense Contract Management Agency hY
Detense Privacy and Civil Liberties Office AN

Defense Privacy and Civil Libertics Office




Defense Privacy Board Action Item List

Open Action Items List (NOTE: All submissions to DPO should be sent to dpo.correspondence@osd.mil)

Item Number Topie Action Item Description Asr:;‘ined Due Date Status Comments
20100818-04 | Other Address 8SN removal trom DPCLO TBD OPEN Address SSN removal from records
) records with NARA. w 1_tl_1_N_/§RA
20100818-05 | Other Contact CIO Council to host a DPCILO/ TBD CLOSED | DHRA is appropriate lead.
guest speaker on SSN Reduction | C1O |
I lessons Learned. o Council !
120100519-02 | Other Disposition of PII stored in copy PPCLO/ TBD | OPEN Discuss details with(b6 ) |
L machine hard drives DLA _ o ]
20100519-03 | Policy Boilerplate contract DPCLO TBD CLOSED OMB currently drafting FAR
language/FAR clause requiring clause
Privacy Act training
20100519-04 | Policy Guidance and contract language | DPCLO TBD OPEN Contractor Management template.
outlining contractor liability ill work wito
develop.
20100519-05 | Policy Guidance/templates Components | DPCLO TBD OPEN Develop templates and guidance
could use to determine optimal
resource levels and justify
funding
Closed Action Items List
" Item Number Topic i Action Item Description rXssigncd | Due Date | Status Comments
To
_20100818-01 ()llu.r . F Flash Memory I)I’( I () S 1BD C [OS[ D Research F lash Mcmon
| 20100818-02 Other Lnsure Privacy FAR  clauses DPCLO “IBD CLOSED  Scction M reviews have
S | cited in contracts I 3 commenged o
20100818-03 i Other Reassignment of SSN review in - | DPCLOY ™D CLOSED Outside scope of DPB
I DITPR to CIO. Jao | S
20100818-06 | Other Research locations/availability DPCLO ‘TBD CLOSED Research locations/availability ot
of lists published from 1930s to lists published from 1930s to 1990s
| 1990s which contain service which contain service member




Defense Privacy Board Action Item List

member names and SSNs.

names and SSN.

o Bienntal Privacy
Training Report

e Section 803 of the 9/1'1
Commission
Recommendations
Report

» System of Records

20100519-08 Policy - Take a look at Memberships DPCLO TBD CLOSED ! Establish in Directive for Privacy
and Civil Liberties. (Issues two
L | L | sets of principles ete.)
20100519-07 1+ Other Joint Base Physical Access lssue | Navy/AF TBD CLOSED Keep on parking lot
(Base Commanders not
Addressing PA. sponsoring
_ o visitors) - o
20100519-06 | Reporting Clarification on whal NPCLO TBD CLOSED | No coordination outside of

coordination is required for Component Privacy Otffice

completing the *Scope of required.

Advice’” FISMA Report

question. e.g. should

Components query GC for the

scope of privacy advice they

have provided

20100519-01 Reporting SORN Pre-Deployment Air Force BD CLOSED Discuss with ClO. 3-6 month
Category in DITPR timeline,
20100120-01 Civil Liberties | Submit Points of Contact All 20100701 CLOSED Component Privacy Officers asked
» “Organizational Components to help Component leadership
Placement and Structure identity points of contacts ASAP
of the DoD Civil
Liberties Ofticer
o o Funetion™ | o
20100120-02 Reporting Submit Quarterly Reports to All 20100515 CLOSED Due the 13™ workday following the
DPO: Components close of the quarter. Last

submission was 20100115.




Defense Privacy Board Action Item List

i | Notice Review Report
20090218-02  Reporting Submit comments on the revised | All 20090731 | CLOSED Comments due July 31, 2009.
Breach Report template to DPO. | Components
20090715-01 Reporting Installation Physical Access All 20090731 | CLOSED Responses due July 31, 2009.
- N Control Systems Information. Compornents . B o
20090715-02 Reporting FISMA Privacy Report. All 20090817 | CLOSED Responses due August 17, 2009.
_ [ Components |
200902 18-04 Civil Liberttes | Develop and track Civil DPO Ongoing | CLOSED DSD signed May 9, 2009 memo
Liberties Officer package designating Acting DA&M as DoD)
CLO.
200904 15-02 Policy Develop guidance on the DPO 20091201 OPEN Guidance will be posted to DPO
considerations when emailing of website as a FAQ.
PII within a Component agency,
across the Department and
outside the Department.
20090415-01 Other Contirm DPO mailbox accepts DPO 20090501 | CLOSED DPO mailbox can accept encrypted
encryvpted and FOUO messages and FOUO messages.
20090218-05 Reporting Provide comments on revised All 20090403 | CLOSED Duplicate and error. Refer to
breach reporting template to Components 20090218-02.
DPO,
20090318-0t Reporting " A request from Component for DPO 20090401 | CLOSED Authority is in the 5400.11-R and
DPO to provide Authority for the OMB Circular A-130. DPO
o training reports. memorandum sent April 3, 2009.
20090218-03 Policy Provide comments to DPO on All 20090430 | CLLOSED Extension granted by Director,
DoD 3400.11, DoD 5400.11-R, | Components DPO.
DoDD memorandum
“Saleguarding Against and
Responding to the Breach of
Personally ldentifiable
Information”. 25 Sep 2008, and
all Defense Privacy Board
Advisory Opinions, o
20090415-03 Policy Provide guidance on how to DPO 20090520 | CLOSED Concerns addressed. Guidance




Defense Privacy Board Action Item List

delete an exemption from a
SORN.

template forthcoming,

consolidated Quarterly Report
template to DPO.

Components

20090318-02 Reporting Section 803 of the 9/11 All 20090715 | CLOSED Consolidated under Item Number
Commission Recommendations | Components 20090218-01.
Report.
20090318-03 | Reporting Systems of Records Notice All 20090715 | CLOSED Consolidated under Item Number
‘ B Review Report. Components . 1.20090218-01.
20090617-01 Reporting Submit comments on All 20090626 | CLOSED Comments due June 26, 2009.




AGENDA
% DoD SSN Use Reduction Plan Update

¥ OMB information Collection Approval Requirement
¥ Breach Reporting Template Modification

¥ Announcements

% Open Discussion

¥ Adjournment



Defense Privacy Board (DPB)
Meeting Minutes for March 22, 2011

I. Welcome and Opening Remarks

The meeting was called to order by W) | Deputy Director for Privacy, Defense
Privacy and Civil Liberties Office (DPCLQ). Attendance was taken from onsite and call-in
participants.

II. Social Security Number Use Reduction Updates and Activities

[>© | Defense Human Resources Activity, provided an update on DoD> SSN use
reduction activities.
¢ The status of DODI 1000.hh “Reducing Use of SSNs within DoD” §D 106 coordination

was provided to the Defense Privacy Board (DPB).
|6 presented the component critical comments to the DPB in order to facilitate

discussion and feedback prior to the coordination.

o[D® jrecommended a “Tiger Team” be put in place to work through the
implementation process. The DPB agreed to the establishment of the “Tiger Team.”

¢ The DMDC SSN Removal Trifold Brochure and SSN Removal Flyer will be sent to the
DPB members along with these minutes.

III. OMB Information Collection Approval Requirement

o PO briefed Board members on the DPCLO recent findings of new and any

existing SORNSs that were not in compliance with the OMB information collection
approval processes.

* The compliance question is asked on a narrative statement when a component submits a
new or an altered SORN for review and to send to the Federal Register.

¢ In order to meet the compliance requirements, the DPCLO will implement several
changes to the SORN process and quarterly reporting.

¢ Components will be required to check their inventory of SORNs. New SORNs will be
held until the collection has been submitted to OMB and DPCLO receive confirmation
for the component Privacy Officer and DoD Clearance Officer.

¢ For existing SORNs, the Component Privacy Officer will need to confirm with DPCLO
that the paperwork to obtain an OMB Control Number has started before DPCLO
forwards the SORN for publication.

¢ Quarterly Reporting collections will be marked as existing collections in use without an
OMB Control Number.

* A review will need to be completed along with the quarterly reporting; DPCLO has
added a column on the Quarterly Reporting spreadsheet for reporting.

e [f these systems are not in compliance by January 2012, they will be shut down.




IV.

VI.

VIL

Breach Reporting Update

The DPCLO proposed a change to the Breach Reporting Template to include individuals
affected by the breach notified and the date(s) of notification. The DPB asked the DPCLO to
re-examine the Federal Information Processing Standards (FIPS) versus the DoD risk
assessment model and to hold off on the change to the Breach Reporting Template until this re-
examination is completed. The DPB also recommended that a “Tiger Team™ be put in place to
examine the Breach Data Fields for an automated breach tool.

Open Discussion/Announcements

¢ The Privacy Program Directive and Regulation re-write is in the final stages of DPCLO
internal review. Anticipate beginning DA&M informal internal coordination at the end
of March and official SD 106 coordination to follow in the spring.

¢ The DPCLO ask that the Component Privacy Officials that have not registered in the
Account Registration Management System (ARMS) for access to the DPCLO SharePoint
site to please complete the process. The site will provide DPB agendas, meeting minutes,
access to the DPCLO calendar of events, documents for comment, and access to the
training calendar and registration.

¢ The DPCL.O Privacy Program website re-launch is scheduled for February 2011.

¢ The next SORN Training Workshop is scheduled for re-launch in March 2011.

¢ The DPCLO Privacy Program will have two all-day sessions and a booth at the ID
Protection and Management Conference in Orlando, FL, April 19-20.

Wrap up and Closing Remarks
hanked everyone for a very productive meeting. All action items requiring a
response to DPCLO should be submitted to dpo.correspondence @ osd.mil.

Next Meeting Date

The next DPB meeting will be April 20, 2011. The next Face-to-Face DPB meeting is
tentatively scheduled for May 18, 2011.

VIII. Meeting Adjourned
Submitted by
(b)(B) l
IDirector for Privacy, DPCLO Date

Executive Secretary, Defense Privacy Board

Approved Disapproved

Michael L. Rhodes, Director, Administration and Management Date



Chairman, Defense Privacy Board
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Defense Privacy and Civil Liberties Office

Army Privacy Office

Army Privacy Office

H| |

NGA

Air Force/Policy and Compliance/TA

Defense Privacy and Civil Liberties Office

Defense Contract Audit Agency

NI

NGA

DON €10

NGB

Defense Privacy and Civil Liberties Office

Defense Logistics Agency

Defense Privacy and Civil Liberties Office
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Defense Privacy and Civil Liberties Office

MITRE

Defense Logistics Agency

Air Force Privacy Office

Missile Defense Agency, CPO

Office of General Counsel

DCMA

Defense Manpower Data Center

MDA

Defense Privacy and Civil Liberties Office

DISA/Records and PA

Marine Corps

MITRE/AMC

Defense Contract Management Agency

Defense Privacy and Civil Liberties Office

Defense Privacy and Civil Liberties Office
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Defense Privacy Board Action Item List

Open Action Items List (NOTE: All submissions to DPO should be sent to dpo.correspondence@osd.mil)

Item Number Topic Action Item Description Ass,;,goned Due Date Status Comments
20100818-04 | Other Address SSN removal from DPCLO TBD OPEN Address SSN removal from records
records with NARA. with NARA.
20100519-02 | Other Disposition of PII stored in copy | DPCLO/ TBD OPEN Discuss details with [P)6)
machine hard drives DLA
20100519-04 | Policy Guidance and confract language | DPCLO TBD OPEN Contractor Management template.
outlining contractor liability vill work with to
develop.
20100519-05 | Policy Guidance/templates Components | DPCLO TBD OPEN Develop temiplates and guidance
could use to detenmune optimal
resource levels and justify
funding
Closed Action Items List
Item Number | Topic Action Item Description Assigned Due Date | Status Comments
To
2010081801 Other Flash Memory DPCLO TBD CLOSED Research Flash Memory
20100818-02 Other Ensure Privacy FAR clauses DPCLO TBD CLOSED Section M reviews have
cited in contracts commenced
20100818-03 Other Reassignment of SSN review in | DPCLO/ TBD CLOSED | Outside scope of DPB
DITPR to CIO. Cl1O
20100818-05 Other Contact CIO Council to host a DPCLO/ TBD CLOSED DHRA 1s appropriate lead.
guest speaker on SSN Reduction | CIO
Lessons Learned. Council
20100818-06 Other Research locations/availability DPCLO TBD CLOSED Research locations/availablity of
of lists published from 1930s to lists published from 1930s to 1990s
1990s which contain service which contain service member
member names and SSNs. names and SSNs.
20100519-08 Policy Take a look at Memberships DPCLO TBD CLOSED Establish in Directive for Privacy

and Civil Liberties. (Issues two




Defense Privacy Board Action Item List

sets of principles etc.)

20100519-07 Other Joint Base Physical Access Issue | Navy/AF TBD CLOSED Keep on parking lot
(Base Commanders not
Addressing PA, sponsoring
visitors)

20100519-06 Reporting Clarification on what DPCLO TBD CLOSED No coordination outside of
coordination 1s required for Component Privacy Office
completing the ‘Scope of required.

Advice’ FISMA Report
question, e.g. should
Components query GC for the
scope of privacy advice they
have provided

20100519-03 Policy Boilerplate contract DPCLO TBD CLOSED OMB cuirently drafting FAR
langnage/FAR clause requiring clause
Privacy Act training

20100519-01 Reporting SORN Pre-Deployment Air Force TBD CLOSED Discuss with CIO. 3-6 month
Category in DITPR timeline.

20100120-01 Civil Liberties | Submut Points of Contact All 20100701 CLOSED Component Privacy Officers asked

s  “Orgamzational Components to help Component leadership
Placement and Structure identify points of contacts ASAP
of the DoD Civil
Liberties Officer
Function”

20100120-02 Reporting Subnut Quarterly Reports to All 20100515 CLOSED Due the 15® workday following the
DPO: Components close of the quarter. Last

e Bienmal Privacy submission was 20100115.
Training Report

o Section 803 of the 9/11
Commission
Recommendations
Report

» System of Records




Defense Privacy Board Action Item List

Notice Review Report
20050218-02 Reporting Submit comments on the revised | All 20090731 | CLOSED Comments due July 31, 2009.
Breach Report template to DPQO. | Components
20090715-01 Reporting Installation Physical Access All 20090731 | CLOSED Responses due July 31, 2009,
Control Systems Information. Components
20090715-02 Reporting FISMA Privacy Report. All 20090817 | CLOSED Responses due August 17, 2009.
Components
20090218-04 | Civil Liberties | Develop and track Civil DPO Ongoing | CLOSED DSD signed May 9, 2009 memo
Liberties Officer package designating Acting DA&M as DoD
CLO.
20090415-02 Policy Develop guidance on the DPO 20091201 OPEN Gudance will be posted to DPO
considerations when emailing of website as a FAQ.
PII within a Component agency,
across the Departiment and
outside the Department.
20090415-01 Other Confirm DPO mailbox accepts DPO 20090501 | CLOSED DPO mailbox can accept encrypted
encrypted and FOUQO messages and FOUO messages.
20090218-05 Reporting Provide comments on revised All 20090403 | CLOSED Duplicate and error. Refer to
breach reporting template to Components 20090218-02.
DPO.
20090318-01 Reporting A request from Component for DPO 20090401 | CLOSED Authority is in the 5400.11-R and
DPO to provide Authonty for the OMB Circular A-130. DPO
training reports. memorandum sent April 3, 2009.
20090218-03 Policy Provide comments to DPO on All 20090430 | CLOSED Extension granted by Director,
DoD 5400.11, DoD 5400.11-R, | Components DPO.
DoD memorandum
“Safeguarding Against and
Responding to the Breach of
Personally Identifiable
Information™, 25 Sep 2008, and
all Defense Privacy Board
Advisory Opinions.
20090415-03 | Policy Provide guidance on how to DPO 20090520 | CLOSED Concemns addressed. Guidance




Defense Privacy Board Action Item List

delete an exemption from a
SORN.

template forthcoming.

20090318-02 | Reporting Section 803 of the 9/11 All 20090715 | CLOSED Consolidated under Item Number
Commission Recommendations | Components 20090218-01.
Repont.

20090318-03 Reporting Systems of Records Notice All 20090715 | CLOSED Consolidated under Item Number
Review Report. Components 20090218-01.

20090617-01 Reporting Submit comments on All 20090626 | CLOSED Comments due June 26, 2009.
consolidated Quarterly Report Components

template to DPO.




AGENDA

% DoD SS5N Use Reduction Initiative Update
% OMB Information Collection Requirements
¥ Breach Reporting, Statistics and Prevention
¢ Website and SharePoint Site Updates

¥ Announhcements

@ Open Discussion

¥ Adjournment



Defense Privacy Board (DPB)
Meeting Minutes for May 18, 2011

I. Welcome and Opening Remarks

The meeting was called to order by [P'© |Director for Privacy, Defense
Privacy and Civil Liberties Office (DPCLO). Attendance was taken from onsite and call-in
participants.

II. OMB Information Collection Requirements

I‘ﬂ) ‘Washington Headquarters Services/Executive Services Directorate/
Information Management Division, provided a brief on the OMB Information Collection
Requirements and the Paperwork Reduction Act (PRA). Highlights from the brief, included:

¢ The purpose of the PRA is to minimize the paperwork burden on members of the public
that are a result of information collected by the Federal government.

» The requirement to obtain OMB approval prior to implementing new information
collection. OMB approval is for a maximum of three years.

» The requirement on the collection of standardized data from ten or more members of the

public on an annual basis requires approval by OMB unless such information collection
falls under an exception to the PRA.

A question was asked about how this might impact system of records notices (SORNs). DPB
members were informed that new or altered syslems with OMB collection requirements must be
submitted to OMB and addressed in the narrative statement. Information Management Control
Officers are responsible for publishing this information, not the Privacy Officers. A notice must
be published in the Federal Register first before a system can operate.

III. DeD SSN Use Reduction Initiative Update

briefed Board members about the shift of responsibility on this effort from the
Defense Manpower Data Center to the Defense Human Resources Activity (DHRA).
Currently, DPCLO is working to resolve language issues regarding the language associated
with the DoD ID Number in the SSN Use Reduction Instruction. The DoD ID Number will be
considered personally identifiable information (PII) in certain contexts, Amplifying
information has been provided to DHRA.

IV. Breach Reporting, Statistics, and Prevention

reinforced the requirement for reporting breaches to the US CERT within 1 hour
of discovery, within 24 hours to the Component Head, and within 48 hours to DPCLO. Breach

statistics indicated a 61% increase in reported breaches compared to this time last {iscal year.
» There were 331 breaches in the 1% and 2™ Quarters of FY10 com: fared to 540 breaches in
the 1% and 2™ Quarters of FY11. Of those, 348 were from the 2™ Quarter alone.

Serious areas of concern for breaches were the use of personal laptops, network intrusion
by backers, data posted to agency websites, and PII in e-mails.



Training on the importance of safeguarding P11 should be a first-day-on-the-job training for
new hires. It should include information on the Privacy Act and how information can and
should be used.

DPCLO will be developing breach management and mitigation training materials for
dissemination to the DPB members in the near future. Training will be a topic for discussion at
the next DPB meeting.

V. Physical Addresses on System of Records Notices

Component Privacy POCs were asked to consider the risk(s) associated with listing the
physical address of a system in a SORN. Some of the areas of risk members were asked to
consider were the security of the installation housing the system, the potential impact |
exposed, and the likelihood of adverse effect resulting from potential exposm‘e
suggested an alternative to listing the physical address of a system. Requests could be

provided to system owners who then would determine whether such information should be
released.

VI. Privacy Act Violations

provided discussed Civil and Criminal Privacy Act violations. Future DPB
meetings will focus on Component Privacy POC education regarding Privacy Act violations
and proper handling of disciplinary actions,

VIiI. Website and SharePoint Site Updates

[D© [from DPCLO gave an overview of the new Dol) Privacy Program
website (http://dpclo.defense.gov). This presentation included a brief walk through of features
of the new site and where to find basic references from the previous website. DPB members
were asked to review the website and provide any feedback or concerns to DPCLO.

B |from DPCLO provided an update on the status of the SharePoint site, It is
currently under review., The release date is to be determined.

VIIL. Open Discussion/Announcements

o[ _Jwas welcomed into her new role as a government member of the
DPCLO staff,
e Several American Society of Access Professionals (ASAP) Training Opportunities will
be taking place to include:
o ASAP 2011 Training Series June 21, 22 and 23, 2011 at the Walter E.
Washington Convention Center (Registration closes June 16)
o ASAP FOIA & Privacy Act Workshop September 19-21, 2011 in Chicago,
Hlinois
o ASAP Annual Symposium & Training Conference December 1-2, 2011in
Washington, D.C,
o ASAP 5th Annual National Training Conference March 20-23, 2012 in New
Orleans, Louisiana.




* The Section (m) contractor reporting requirement was discussed. It is the role of Privacy
Officers to collaborate with system owners to determine if contractors are managing or
operating a system. This triggers the Section (m) reporting requirement.

IX. Wrap up and Closing Remarks

lhanked everyone for a very productive meeting. All action items requiring a

response to DPCLO should be submitted to dpo.correspondence/@osd.mil.

X. Next Meeting Date

The next DPB meeting will be held June 15, 2011 and will be conducted by teleconference.

XI. Meeting Adjourned

Submitted by
}

/
b/16/20/
irector tor Privacy, DPCLO Date
Executive Secretary, Defense Privacy Board

Disapproved
L PSP G2l

Michael L. Rhodes, Director, Administration and Management Date
Chairman, Defense Privacy Board

(D)(6)
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Defense Contract Audit Agency

Defense Manpower Data Center

AN

OSD/Privacy

Missile Defense Agency

Defense Privacy and Civil Liberties Office

Defense Security Service/OGC

Defense Threat Reduction Agency

Defense Manpower Data Center

Defense Privacy and Civil Liberties Office

Defense Human Resources Activity

Defense Threat Reduction Agency/Privacy

Navy

Defense Privacy and Civil Libertics Office

Navy ClIO

TRICARE Management Activity

NGA

Army/FOIA and Privacy Office

Defense Manpower Data Center

OSD/ESD

OSD/Chief Information Office

-~

T™MA

MITRE/AMC

Defense Privacy and Civil Liberties Office

MITRE/AMC

SIGAR

Defense Privacy and Civil Liberties Office

A

Defense Logistics Agency

Defense Manpower Data Center

National Security Agency

e

Defense Privacy and Civil Liberties Office

s

Defense Privacy and Civil Libertics Office

Air Force Privacy

Detense Privacy and Civil Liberties Office

Army Privacy Office

Air Force

Army Privacy Office

NGA

Air Force/Policy and Compliance/1A

Defense Privacy and Civil Liberties Office

Defense Contract Audit Agency

NII

NGA

DON CIO




ATTENDANCE

Name Organization Present

(b)) NGB X
Defense Privacy and Civil Liberties Office X
Defense Logistics Agency X
Defense Privacy and Civil Liberties Office N
DFAS
NGA
TMA Privacy Office
CNO, DNS-36 AN
Defense Manpower Data Center
MITRE X
Defense Privacy and Civil Liberties Office N
TRICARE Management Activity X
Air Force Privacy Office X
NGA
TRICARE Manpagement Activity
Missile Defense Agency X
Defense Commissary Agency N
DTIC N
Defense Privacy and Civil Liberties Office AN
DON, CIQ, Privacy
Defense Privacy and Civil Liberties Office
MITRE
Defense Logistics Agency
Air Force Privacy Office
Missile Defense Agency, CPO N
National Security Agency X
Office of General Counsel
National Reconnaissance Oftice X
National Geospatial Intelligence Agency N
DCMA
Defense Manpower Data Center X
MDA
Defense Privacy and Civil Liberties Office N
DISA/Records and PA AN
Marine Corps N
MITRE/AMC
Defense Privacy and Civil Liberties Office X
Defense Contract Management Agency
Defense Privacy and Civil Liberties Office
Marine Corps AN
Defense Privacy and Civil Liberties Office N




Defense Privacy Board Action Item List

Open Action Items List (NOTE: All submissions to DPO should be sent to dpo.correspondence@osd. mil)

Assigned

Item Number Topic Action Item Description To Due Date Status Comments
20100818-04 | Other Address SSN removal from DPCLO TBD OPEN Address SSN removal trom records
records with NARA. with NARA.
20100519-02 | Other Disposition of PII stored in copy | DPCLO/ TBD OPEN Discuss details witli“’)(ff |
machine hard drives DLA
20100519-04 | Policy Guidance and contract language | DPCLO TBD OPEN : ctor Management template.
outlining contractor liability X9 1l work witho
develop.
20100519-05 | Pohey Guidance/templates Components | DPCLO TBD OPEN Develop templates and guidance
could use to determine optimal
resource levels and justify
funding
Closed Action Items List
Item Number | Topic Action Item Description ! Assigned Due Date | Status Comments
| To
20100818-01 Other Flash Memory DPCLO TBD CLOSED Rescarch Flash Memory
20100818-02 Other Ensure Privacy FAR clauses DPCLO TBD CLOSED Section M reviews have
cited in contracts commenced
20100818-03 Other Reassignment of SSN review in | DPCLO/ TBD CLOSED Outside scope of DPB
DITPR to CIQ. CIO
20100818-05 Other Contact CIO Council to host a DPCLO/ TBD CLOSED DHRA is appropriate lcad.
guest speaker on SSN Reduction | CIO
L.essons Learned. Council
20100818-06 Other Research locations/availability DPCLO TBD CLOSED Research locations/availability of
of lists published from 1930s to lists published from 1930s to 1990s
1990s which contain service which contain service member
member names and SSNs, names and SSNs.
20100519-08 Policy Take a look at Memberships DPCLO TBD CLOSED Establish in Directive for Privacy

and Civil Liberties. (Issues two




Defense Privacy Board Action Item List

sets of principles etc.)

20100519-07 Other Joint Base Physical Access Issue | Navy/AF TBD CLOSED Keep on parking lot
(Base Commanders not
Addressing PA. sponsoring
visitors)

20160519-06 Reporting Clanfication on what DPCLO TBD CLOSED No coordination outside of
coordination is required for Component Privacy Office
completing the *Scope of required.

Advice” FISMA Report
question, e.g. should
Components query GC for the
scope of privacy advice they
have provided

20100519-03 Policy Boilerplate contract DPCLOQO TBD CLOSED OMB currently drafting FAR
language/FAR clause requiring clause
Privacy Act training

20100519-01 Reporting SORN Pre-Deployment Air Force TBD CLOSED Discuss with CIO. 3-6 month
Category in DITPR timeline.

20100120-01 Civil Liberties | Submit Points of Contact All 20100701 CLOSED Component Privacy Officers asked

e “Organizational Components to help Component leadership
Placement and Structure identify points of contacts ASAP
of the DoD Civil
Liberties Officer
Function™

20100120-02 Reporting Submit Quarterly Reports to All 20100515 CLOSED Due the 15 workday following the
DPO: Components close of the quarter. Last

¢ Biennial Privacy
Training Report

& Section 803 of the 9/11
Commission
Recommendations
Report

» System of Records

submission was 20100115.




Defense Privacy Board Action Ifem List

Notice Review Report

20090218-02 Reporting Submit comments on the revised | All 20090731 | CLOSED Comments due July 31. 2009.
Breach Report template to DPO. | Components
20090715-01 Reporting Installation Physical Access All 20090731 | CLOSED Responses due July 31, 2009.
Control Systems Information. Components
20090715-02 Reporting FISMA Privacy Report. All 20090817 | CLOSED Responses due August 17, 2009.
Components
20090218-04 Civil Liberttes | Develop and track Civil DPO Ongoing | CLOSED DSD signed May 9. 2009 memo
liberties Officer package designating Acting DA&M as DoD
CLO.
20090415-02 Policy Develop guidance on the bPO 20091201 OPEN Guidance will be posted to DPO
considerations when emailing of website as a FAQ.
Pl within a Component agency,
across the Department and
outside the Department.
20090415-01 Other Confirm DPO mailbox accepts DPO 20090501 | CLLOSED DPO mailbox can accept encrypted
encrypted and FOUO messages and FOUOQO messages.
20090218-05 Reporting Provide comments on revised All 20090403 | CLOSED Duplicate and error. Refer to
breach reporting template to Components 20090218-02.
DPO.
20090318-01 Reporting A request from Component for DPO 20090401 | CLOSED Authority 1s in the 5400.11-R and
DPO to provide Authority for the OMB Circular A-130. DPO
training reports. memorandum sent April 3, 2009.
20090218-G3 Policy Provide comments to DPO on All 20090430 | CLOSED Extension granted by Director,
DoD 5400.11, DoD 5400.11-R, | Components DPO.
DoD memorandum
“Safeguarding Against and
Responding to the Breach of
Personally Identifiable
Information™, 25 Sep 2008, and
all Defense Privacy Board
Advisory Opinions.
20090415-03 [ Policy Provide guidance on how to DPO 20090520 | CLOSED Concerns addressed. Guidance
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delete an exemption from a
SORN.

template forthcoming.

20090318-02 Reporting Section 803 of the 9/11 All 20090715 | CLOSED Consolidated under Item Number
Commission Recommendations | Components 20090218-01.
Report.

20090318-03 Reporting Svstems of Records Notice All 20090715 | CLOSED Consolidated under Item Number
Review Report. Components 20090218-01.

20090617-01 Reporting Submit comments on All 20090626 | CLOSED Comments due June 26, 2009.
consolidated Quarterly Repont Components

template to DPO.




OFFICE OF THE SECRETARY OF DEFENSE
OFFICE OF THE DIRECTOR, ADMINISTRATION & MANAGEMENT

DEFENSE PRIVACY & CIVIL LIBERTIES OFFICE

IT.

I1I.

IV.

VI.

VII.

VIII.

IX.

DEFENSE PRIVACY BOARD

AGENDA
Date: June 15, 2011
Time: 1:00pm - 2:30pm
Location: DPCLO Training Room

1901 S. Bell Street, Suite 920
Arlington, VA 22202

Dial in Numbers: 703-692-3360 PIN 6364
703-695-9943 PIN 6364

Welcome and Attendance

Training Updates

SSN Use Reduction Instruction Update

Status of Revised DoD 5400.11-R and DoDD 5400.11
Breach Management and Prevention Training Survey
Announcements/Reminders

Open Discussion

Wrap Up

Next Meeting Date: July 20, 2011

Adjournment




I.

IL

IIX.

v,

VL

Defense Privacy Board (DPB)
Meeting Minutes for June 15, 2011

Welcome and Opening Remarks

The meeting was called to order byl{bxe} Director for Privacy, Defense
Privacy and Civil Liberties Office ( . Attendance was taken from onsite and call-in
participants.

Training Updates

Ebrieﬂed Board members about the following training updates:
o Two new training modules will be posted to the DPCLO website under ‘Resources’ to
include:
o The Privacy Act of 1974: An Introduction;
o What Senior Leaders Should Know (PowerPoint and pamphlet);
o The Professionalization Program Component Focus Group is participating in monthly
pilot sessions that started June 14; and
e WHS Learning Management System
© The WHS LMS currently supports WHS and other OSD Components with the
ability to assign, launch, and record online training, and run system reports that show
completions for personngl listed in the LMS. DPB members interested in utilizing
this tool should contact [P® JHS LMS Program Managcr, at (703)
604-5969.

SSN Use Reduction Instruction Update

The Defense Human Resources Activity continues to conduct final adjudication of comments
and is close to packaging the Instruction for final signature, DPCLO will continue to update
DPB members on its progress.

Status of Revised DoD 5400.11-R and DoDD 5400.11

The revised DoD Privacy Program Directive and Regulation will be distributed by the end of
July to Component Privacy Officers for informal comment.

Breach Management and Prevention Training Survey

DPB members were provided with a survey to obtain Component feedback on breach
management training priorities. DPB members were asked to return the completed survey by
June 22, 2011 to dpo.correspondence(@osd.mil.

Open Discussion/Announcements

. F‘%} |pPCLO Support was welcomed back after her extended absence.
o The DPCLO website is currently experiencing a latency issue on the OSD server causing
the website to load slowly. A helpdesk ticket has been submitted. The problem only




seems to affect computers using Internet Explorer 7. A temporary workaround would be
to use another web browser. DPCLO is working with the help desk to resolve the
problem.

¢ Quarterly Reports including Section (m) contractor reviews are due July 15.

is the new POC for Quarterly Reports.

o The lack of a current OMB Information Collection Number or proof of submission of a
request to OMB will result in a delay in processing any applicable SORN,

o OMB guidance for FISMA is expected soon. The final DoD due date to OMB is usually
in November; therefore, DPCLQO in turn usually requests Component data by mid-
September. Formal guidance including firm due dates is forthcoming.

s The US-CERT requires the reporting of all incidents which would include the reporting
of all PII breaches. DPCLO is developing a proposal that US-CERT adjust its definition
of ‘incident’ to alleviate the reporting burden for breaches where no adverse
consequences will occur. If DPB members would like to provide input on this topic or
have another US-CERT related issue, they should send an email with “US-CERT
Question” in the subject line to dpo.correspondenceiatosd.mil by June 21.

® The next SORN Workshop is tentatively scheduled for Thursday, August 18th from
(8:00 to 4:00 at DPCLO. If DPB members are interested, they should send an e-mail to
dpo.correspondencef@iosd.mil or contact|(b)(6) .

e A concern over the SF-182 and the PII it requests was mentioned. |(b)(6)
offered to pass along guidance to usc when filling out these forms.

V. Wrap up and Closing Remarks

2 thanked everyone for a very productive meeting. All action items requiring a
response 1o DPCLO should be submitted to dpo.correspondenceosd.mil,

VIII. Next Meeting Date
The next DPB meeting will be held July 20, 2011 and will be conducted by teleconference.

IX. Meeting Adjourned

Submitted by
r 79/
R [Director for Privacy, DPCLO Date i

Executive Secretary, Defense Privacy Board

¢ 'Approvedﬁ Disapproved

J D
/,j...- I"_r(/-'—// ( ._,_._? r/;z R_l’_ j &a
Michael L. Rhodes, Director, Administration and Management ate
Chairman, Defense Privacy Board
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Name

Organization
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(b)(6)

Defense Contract Audit Agency

Defense Advanced Research Projects Agency

X

OSD/Privacy

Missile Defense Agency

Defense Privacy and Civil Liberties Office

Detense Security Service/OGC

Defense Threat Reduction Agency

Defense Manpower Data Center

Defense Privacy and Civil Libertics Office

Defense Human Resources Activity

Defense Threat Reduction Agency/Privacy

Navy

Defense Privacy and Civil Liberties Office

Navy CIO

NGA

Defense Privacy and Civil Liberties Office

TRICARE Management Activity

P e

Army/FOIA and Privacy Office

Defense Manpower Data Center

OSD/ESD

QSD/Chief Information Office

TMA

MITRE/AMC

Defense Privacy and Civil Liberties Office

MITRE/AMC

SIGAR

Defense Privacy and Civil Liberties Office

Defense Logistics Agency

Defense Manpower Data Center

National Security Agency

Defense Privacy and Civil Liberties Office

Defense Privacy and Civil Liberties Office

Air Force Privacy

Defense Privacy and Civil Liberties Office

Army Privacy Office

A

Air Force

Army Privacy Office

NGA

Air Force/Policy and Compliance/[A

Defense Privacy and Civil Liberties Office

Defense Contract Audit Agency

NII

NGA
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Name

(b)6)

Organization

Present

DON CIO

NGB

X

Defense Privacy and Civil Liberties Office

Defense Logistics Agency

Defense Privacy and Civil Liberties Office

DFAS

NGA

TMA Privacy Office
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MITRE

Defense Privacy and Civil Liberties Office

TRICARE Management Activity

Air Force Privacy Office

NGA

TRICARE Management Activity

Missile Defense Agency

Defense Commissary Agency

DTIC

Defense Privacy and Civil Liberties Office

DON, CIO, Privacy

Defense Privacy and Civil Liberties Office

MITRE

Defense Logistics Agency

Air Force Privacy Office

Missile Defense Agency, CPO

L

National Security Agency

o

Office of General Counsel

-

National Reconnaissance Office

National Geospatial Intelligence Agency

| WHS/ESD/IMD

DCMA

Defense Manpower Data Center

MDA

Defense Privacy and Civil Liberties Office

Defense Privacy and Civil Liberties Office

DISA/Records and PA

Marine Corps

MITRE/AMC

Defense Contract Management Agency

Defense Privacy and Civil Liberties Office

Marine Corps

Defense Privacy and Civil Liberties Oftice




Defense Privacy Board Action Item List

Open Action Items List (NOE Ail submzssmns to DPO should be sent to dpo correspondence@asd mil)

-f Item Number Toplc - Ass'}goned 11 '_ Comments .
20110615-01 | Other US- CERT chomng Concems All 06/21/201 1 OPEN Send comments to
for inclusion in DPCLO Contponents dpo.correspondence@osd.mil.
Proposal
20110615-02 | Other Breach Management and All 06/22/2011 OPEN Send completed survey to
Prevention Training Survey Components dpo.correspondence@osd.mil.
20110615-03 | Other Quarterly Reporis including All 07/15/2011 OPEN Quarterly Reports including Section
Section (m) Contractor Reviews | Cormponents (m) Contractor Reviews
Closed Action Items List
Item Number | Topic Action Item Description Assigned Due Date | Status Comments
Te
20100818-04 | Other Address SSN removal from DPCLO TBD CLOSED | Address SSN removal from records
records with NARA. with NARA.
26100519-02 | Other Disposition of PII stored in copy | DPCLO/ TBD CLOSED | Discuss details with [©)© |
machine hard drives DLA
20100519-04 | Policy Guidance and contract language | DPCLO TBD CLOSED | To be addressed after submission
outlining contractor liability of first Section (m) reviews
2(100519-05 Policy Guidance/templates Components | DPCLO TBD CLOSED Data being collected via CSOP
could use to determine optimal Survey.
resource levels and justify
funding
20100818-01 Other Flash Memory DPCLO TBD CLOSED | Research Flash Memory
20100818-02 Other Ensure Privacy FAR clauses DPCLO TBD CLOSED Section M reviews have
cited in contracts commenced
20100818-03 Other Reassignment of SSN review in | DPCLO/ TBD CLOSED QOutside scope of DPB
DITPR to CIO. CIO
20100818-05 | Other Contact CIO Council to host a DPCLO/ TBD CLOSED | DHRA is appropriate lead.
guest speaker on SSN Reduction | CIO
Lessons Learned. Council




Defense Privacy Board Action Ifem List

20100818-06 | Other Research locations/availability | DPCLO TBD CLOSED | Research locations/availability of
of lists published from 1930s to lists published from 1930s to 1990s
1990s which contain service which contain service member
member names and SSNs. names and SSNs.

20100519-08 | Policy Take a look at Memberships DPCLO TBD CLOSED | Establish in Directive for Privacy
and Civil Liberties. (Issues two
sets of principles efc.)

20100519-07 | Other Joint Base Physical Access Issue | Navy/AF TBD CLOSED | Keep on parking lot
(Base Commanders not
Addressing PA, sponsoring
visitors) _

20100519-06 | Reporting Clarification on what DPCLO TBD CLOSED | No coordination outside of
coordination is required for Component Privacy Office
completing the ‘Scope of required.

Advice’ FISMA Report
question, e.g. should
Components query GC for the
scope of privacy advice they
have provided

20100519-03 | Policy Boilerplate contract DPCLO TBD CLOSED OMB currently drafting FAR
language/FAR clause requiring clause
Privacy Act training

20100519-01 Reporting SORN Pre-Deployment Air Force TBD CLOSED Discuss with CIO. 3-6 month
Category in DITPR timeline.

20100120-01 Civil Liberties | Submit Points of Contact All 20100701 CLOSED Component Privacy Officers asked

o  “Organizational Components to help Component leadership
Placement and Structure identify points of contacts ASAP
of the DoD Civil
Liberties Officer
Function”

20100120-02 | Reporting Submit Quarterly Reports to All 20100515 CLOSED | Due the 15" workday following the
DPO: Components close of the quarter. Last

¢ Biennial Privacy

submission was 201001135,
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Training Report
e Section 803 of the 9/11
Commission
Recommendations
Report
+ System of Records
Notice Review Report
20090218-02 Reporting Submit comments on the revised | All 20090731 | CLOSED Comments due July 31, 2009,
_ _ Breach Report template to DPO. | Components :
20090715-01 Reporting Installation Physical Access All 20090731 | CLOSED Responses due July 31, 2009.
Control Systems Information. Components
20090715-02 | Reporting FISMA Privacy Report. All 20090817 | CLOSED Responses due August 17, 2009,
Components
20090218-04 | Civil Liberties | Develop and track Civil DPO Ongoing | CLOSED DSD signed May 9, 2009 memo
Liberties Officer package designating Acting DA&M as DoD
CLO.
20090415-02 | Policy | Develop guidance onthe DPO 120091201 |  OPEN Guidance will be posted to DPO
considerations when emailing of website as a FAQ.
PII within a Component agency,
across the Department and
outside the Department.
20090415-01 Other Confirm DPO mailbox accepts | DPO 20090501 | CLOSED DPO mailbox can accept encrypted
encrypted and FOUQ messages and FOUO messages.
20090218-05 Reporting Provide comments on revised All 20090403 | CLOSED Duplicate and error. Refer to
breach reporting template to Components 20090218-02.
DPO.
20090318-01 | Reporting A request from Component for | DPO 20090401 | CLOSED Authority is in the 5400.11-R and
DPO to provide Authority for the OMB Circular A-130. DPO
training reports. memorandum sent April 3, 2009.
20090218-03 | Policy Provide comments to DPO on All 20090430 | CLOSED Extension granted by Director,

DoD 5400.11, DoD 5400,11-R,
DoD memorandum
“Safeguarding Against and

Components

DPO.




Defense Privacy Board Action Item List

Responding to the Breach of

Personally Identifiable
Information”, 25 Sep 2008, and
all Defense Privacy Board
Advisory Opinions.

20090415-03 Policy Provide guidance on how to DPO 20090520 | CLOSED Concerns addressed. Guidance
delete an exemption from a template forthcoming.
SORN.

20090318-02 Reporting Section 803 of the 9/11 All 20090715 | CLOSED Consolidated under ftem Number
Commission Recommendations | Components 20090218-01.
Report.

20090318-03 | Reporting Systems of Records Notice All 20090715 | CLOSED Consolidated under Item Number
Review Report. Components 20090218-01.

20090617-01 | Reporting Submit comments on All 20090626 | CLOSED Comments due June 26, 2009, .

consolidated Quarterly Report
template to DPO.

Components




OFFICE OF THE SECRETARY OF DEFENSE
OFFICE OF THE DIRECTOR, ADMINISTRATION & MANAGEMENT

DEFENSE PRIVACY & CIVIL LIBERTIES OFFICE

DEFENSE PRIVACY BOARD

AGENDA
Date: July 20, 2011
Time: 1:00 pm - 2:30 pm
Location: DPCLO Training Room

1901 S. Bell Street, Suite 920
Arlington, VA 22202

Dial in Numbers: 703-692-3360 PIN 6364
703-695-9943 PIN 6364

i Welcome and Attendance

II. Updates
e SSN Use Reduction Instruction
¢ Professionalization Inaugural Class
e DPCLO Website and Sharepoint Resources
« Component Senior Official for Privacy (CSOP)Forum

III. Coordination of DoD 5400.11-R and DoDD 5400.11

IV. FY11 Federal Information Security Management Act
(FISMA) Report

V. Announcements/Reminders
¢ Call for Component Privacy Program Success Stories
¢ Quarterly Reports (due July 15)

VI. Open Discussion/Wrap Up

VII. Adjournment
Next Meeting Date: August 17, 2011 (face-to-face)
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Defense Privacy Board (DPB)
Meeting Minutes for July 20, 2011

Welcome and Opening Remarks

The meeting was called to order by [P® | Director for Privacy, Defense
Privacy and Civil Liberties Office (DPCLO). Atiendance was taken from onsite and call-in
participants.

SSN Use Reduction Instruction

[C& |and|m’(Es Jfrom the Defense Human Resources Activity (DHRA)
provided an update on the status of the SSN Use Reduction Instruction. Critical comments
have been resolved. Final OGC adjudication should be completed by July 22, 2011 and then
the package will be coordinated for pre-signature review. The Instruction will be posted to the
Federal Register for comment during the pre-signature review. WHS Directives projects
another year before the Instruction will be signed and published. DHRA intends to work
toward extending DTM 2007-015-USD(P&R) —“DoD Social Security Number (SSN)
Reduction Plan” that expired June 1, 2011 so that the Department has a policy in place.

xpressed concern that another year would pass without a signed Instruction. In
order for the DTM to be effective significant updates are needed. He urged DHRA to
investigate options to expedite the Instruction signature.

Clarification on the categorization of the DoD ID Number as personally identifiable
information (PI1) was requested.

¢ The DoD Identification Number will replace the SSN as the Geneva Conventions Serial

Number for the United States as all DoD ID cards are updated through their natural

lifecycle replacement. The DoD Identification Number is the common name for the

Electronic Data Interchange — Personal Identifier (EDI-PI).

o The EDI-PI is a unique personal identifier created within the Defense Enrollment
Eligibility Reporting System (DEERS) for each person who has a direct relationship
with the Department.

o The EDI-PI has previously been used as a system identifier and is present in many
DoD enterprise systems.

s To support widespread use of the DoD Identification Number, it will be printed on all
DoD ID Cards. It is intended to support replacement of the SSN in most DoD processes
and business needs, It shall not be used to replace the SSN in any case where the SSN is
required by law,

¢ The DoD Identification Number shall only be used for DoD business purposes. This may
include transactions that include entities outside the Department, so long as individuals
are acting on behalf of or in support of the Department of Defense.
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VI

o For use in authentication transactions, an individual’s name and/or DoD Identification
Number shall be treated as a single factor. When using an individual’s name and/or
the DoD Identification Number for authentication, a second authentication factor
must also be provided beyond the individual’s name and/or DOD Identification
Number.

» The DoD Identification Number shall not be, either by itself or in conjunction
with name, be considered sufficient for any level of authentication.

» Presence or knowledge of an individual’s DoD Identification Number alone shall
be considered as no more significant than presence or knowledge of that
individual’s name. It does not constitute any level of authority to act on that
individual’s behalf.

o The DoD Identification Number may not be shared with other federal agencies unless
a Memorandum of Understanding (MQOU) is agreed upon by both the DoD and the
recipient agency. MOU’s for sharing the DoD ID Number will be managed and
administered by USD(P&R) and must include, at minimum, the following
stipulations:

» The recipient agency must agree not to share the DoD ID Number with any other
agency or outside organization without the permission of the DoD.

» The recipient agency must agree that the DoD ID Number will not be used for
single factor authentication, but will instead be used as only a single factor in a
multi-factor authentication,”

Professionalization Inaugural Class

Registration for enroliment in the first privacy professionalization class will be announced later
this month. The series of professionalization sessions will begin in September.

DPPCLO Website and SharePoint Resources

The DPCLO website is currently experiencing a latency issue. A potential workaround is to
type http://dpclo.defense.gov into the browser and click ENTER. If the page is loading slowly,
click the mouse cursor into the browser URL box, highlighting the URL address, and then
press ENTER. This should “trick”™ the computer into loading the page immediately.

The DPCLO SharePoint site was lannched last week. Comments and suggestions for
improvements should be sent to DPCLO.

Component Senior Official for Privacy (CSOP) Forum

The next CSOP Forum is tentatively scheduled for October 2011, Less than half of the surveys
of resources and staffing needs given to the CSOPs at the last CSOP meeting have been
received by DPCLO. DPB members are asked to remind the CSOPs to complete these
Surveys.

Coordination of DoD 5400.11-R and DoDD 5400.11



The proposed DoD 5400.11-M (to replace DoD 5400.11-R) has completed informal
coordination and comments are with DPCLO for review. The revised DoDD 5400.11 is
pending a final review with DPCLO prior to entering DA&M informal internal coordination.

VII. FY11 Federal Information Security Management Act (FISMA) Report

OMB guidance for the FY11 FISMA report is pending. DPCLO guidance will be forthcoming
shortly after the release of the OMB guidance.econunended to the DPB

members to review last year’s reporting requirements as this year’s requirements should be
similar, Important dates for the FY11 FISMA report include:

¢ September 13, 2011 — DoD Component deadline for input to DITPR

¢ September 19, 2011 — DoD Component deadline to submit report to DPCLO

¢+ November 15, 2011 — DoD deadline to OMB

These dates are firm as the completed report needs time for Office of the Inspector General
review and for the signature package to be reviewed and signed.

VHI. Open Discussion/Announcements

e DPCLO is soliciting privacy program success stories for use in future DPCLO
publications. Examples of success stories include:
o SSN use reduction efforts
o Installation physical access control system privacy protections
o Imnovative approaches to training and awareness
o PII breach reduction initiatives
If available include statistical trending supporting the success story. The deadline for
submissions is August 1, 2011.

e Interest was expressed in more information on Data Loss Prevention tools and best
practices,

e It was recommended DPCLO confirm the proposed DoD 5400.11-M contains policy on
e-mail encryption at DoD. DPCLO is verifying.

o  DPCLO will offer the training series, Privacy Act Overview: Basic Concepts of the Act.
The series is open to all DoD employees and contractors.
o August 11 - History of the Privacy Act
o August 19 - Agency Requirements & Individual Rights under the Privacy Act
o August25 - Disclosures of PII & Associated Exceptions under the Privacy Act
o September 15 - Exemptions from the Privacy Act

IX. Wrap up and Closing Remarks

B)©) thanked everyone for a very productive meeting.

X. Next Meeting Date
The next DPB meeting will be held August 17, 2011 and will be a face-to-face meeting.



XI. Meeting Adjourned
mitted by

(DXO) | Director for Privacy, DPCLO
Executive Sccretary, Defense Privacy Boatd

Approved Disapproved

Mi€hael 1. Rhodes, Director, Adminisiration and Management
Chairman, Defense Privacy Board

Date



ATTENDANCE

Name

Organization

Present

(b)(6)

Defense Contract Audit Agency

Defense Advanced Research Projects Agency

OSD/Privacy

Missile Defense Agency

Defense Privacy and Civil Liberties Office

Defense Security Service

Defense Threat Reduction Agency

Defense Manpower Data Center

Defense Privacy and Civil Liberties Office

Defense Human Resources Activity

Defense Threat Reduction Agency/Privacy

Navy

Defense Privacy and Civil Liberties Office

DON CI10

NGA

Defense Privacy and Civil Liberties Office

TRICARE Management Activity

Army/FOIA and Privacy Office

Defense Manpower Data Center

OSD/ESD

o~

OSD/Chief Information Office

o

TMA

Defense Human Resources Activity

MITRE/AMC

Defense Privacy and Civil Liberties Office

MITRE/AMC

SIGAR

Defense Privacy and Civil Liberties Office

Defense Logistics Agency

Defense Manpower Data Center

Nattonal Security Agency

Defense Privacy and Civil Liberties Office

Defense Privacy and Civil Liberties Office

Air Force Privacy

Defense Privacy and Civil Liberties Office

P

Army Privacy Office

Aar Force

Army Privacy Office

NGA

Air Force/Policy and Compliance/1A

Defensc Privacy and Civil Liberties Office

Defense Contract Audit Agency

NII
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Name

Organization

Present

[y

]
Pnat

NGA

DON CIO

NGA

NGB

Defense Privacy and Civil Liberties Office

Defense Logistics Agency

A

Defense Privacy and Civil Liberties Office

DFAS

-

NGA

TMA Privacy Office

CNO, DNS-36

Defense Manpower Data Center

MITRE

Defense Human Resources Activity

Defense Privacy and Civil Liberties Office

TRICARE Management Activity

Air Force Privacy Office

NGA

TRICARE Management Activity

Missile Defense Agency

Defense Commissary Agency

DTIC

Defense Privacy and Civil Liberties Office

DON, CIO, Privacy

Defense Privacy and Civil Liberties Office

MITRE

Defense Logistics Agency

Air Force Privacy Office

Missile Defense Agency, CPO

National Security Agency

Office of General Counsel

-~

National Reconnaissance Office

National Geospatial Intelligence Agency

WHS/ESD/IMD

DCMA

Defense Manpower Data Center

ot

MDA

Defense Privacy and Civil Liberties Office

Defense Privacy and Civil Liberties Office

DISA/Records and PA

Marine Corps

A )

MITRE/AMC

Defense Contract Management Agency
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Name Organization Present
(0)6) Defense Privacy and Civil Liberties Office X
Marine Corps X

Defense Privacy and Civil Liberties Office




Defense Privacy Board Action Hem List

Open Action Items List (NOTE: All submissions to DPCLO should be sent to dpo.correspondence@osd.mil)

20110720-01

Policy Verify e-mail encryption policy | DPCLO 08/17/2011 OPEN
in proposed DoD 5400.11-M
20110720-02 | Policy Expedite SSN Use Reduction DPCLO/ ASAP OPEN @6 to follow-up with
Instruction signature. DHRA DHRA regarding strategies.
20110615-01 | Other US-CERT Reporting Concerns | All TBD OPEN Component comments received
for inclusion in DPCLO Components June 2011. DPCLG in discussions
Proposal with DHS and OMB.
Closed Action Items List
Item Number | Topic. | Action Item Description Assigned | Due Date | Status Comments
' . . To : :
20110615-02 | Training Breach Management and All 06/22/2011 | CLOSED | Send completed survey to
e Prevention Training Survey Components | - - dpo.correéspondence@osd.mil.
20110615-03 | Compliance | Quarterly Reports including All O'?/ 152011 | CLOSED o -
o _ ) ‘Section (m) Contractor Reviews | Components | ' . _ _ _ _
20100818-04 | Other | Address SSN temoval from ‘DPCLO  |TBD CLOSED - | Address SSN removal from records
- e records with NARA. | L o 1 with NARA. _
2010051902 | Other Disposition of PII stored in copy D-_PCLO/_ | TBD CLOSED Dlscuss details mtﬂ(b)(ﬁ) |
e | machine hard drives DLA ' '
20100519-04 | Policy - | Guidance and contract language | DPCLO | TBD CLOSED | To be addrcssed after submission
_ - ‘outlining contractor liability | = - _ ' of first Section (m) reviews
20100519-05 | Policy “Guidance/templates Components | DPCLO “TBD CLOSED | Data being collected via CSOP
' could use to determine optimal - Survey.
resource levels and justify '
e _ | funding _ - - -
"20100818-01 | Other Flash Memory = DPCLO - | TBD CLOSED | Research Flash Memory
20100818-02 Other Ensure Privacy FAR clauses DPCLO TBD CLOSED | Section M reviews have
o _ cited in contracts . - commenced
20100818-03 | Other Reassignment of SSN review in | DPCLQ/ TBD CLOSED | Outside scope of DPB




Defense Privacy Board Action Item List

L DITPR to CIO. CIO _ L _

20100818-05 | Other Contact CIO Council to hosta | DPCLO/ TBD CLOSED | DHRA is appropriate lead.

- guest speaker on SSN Reductxon CIo o -
1. Lessons Learned. | Council ; i R
'20100818-06 | Other Research locations/availability | DPCLO TBD ~ CLOSED | Research locations/availability of
| of lists published from 1930s to lists published from 1930s to 1990s
19905 which contain service which contain service member
: _ member names and SSNs. names and SSNs.
20100519-08 | Policy Take a look at Memberships DPCLO TBD CLOSED | Establish in Directive for Privacy
' _ and Civil Liberties. (Issues two
: _ _ _ “sets of principles etc.)
20100519-07 | Other Joint Base Physical Access Issue | Navy/AF TBD CLOSED | Keep on parking lot
A ‘(Base Commanders not ' ' ‘
Addressmg PA, sponsonng
: visitors) I _

20100519-06 | Reporting Clarification on what 'DPCLO TBD CLOSED | No coordination outside of
coordination is required for Component Privacy Office
completing the ‘Scope of required..

Advice” FISMA Report i
question, e.g: should
' Compcm,ents query GC for the
scope of privacy aclvme they :
_ o have provided B - ] ' | ‘
2010051903 | Policy - | Boilerplate contract | DPCLO TBD CLOSED | OMB currently drafting FAR
: : language/FAR clause requiring clause
Privacy Act training
20100519-01 | Reporting SORN Pre-Deployment Air Force | TBD CLOSED | Discuss with CIO. 3-6 month
_ Category in DITPR ' b timeline.
'20100120-01 | Civil Liberties | Submit Points of Contact All 20100701 | CLOSED | Component Privacy Officers asked
e “Organizational Components - to help Component leadership
Placement and Structure 1dent1fy points of contacts ASAP
of the DoD Civil
Liberties Officer




Defense Privaey Board Action Item List

DPO to provide Authority for
training reports.

] Function” '
20100120-02 | Reporting Submit Quarterly Reports to All 20100515 CLOSED | Due the 15" workday following the
' : DPO Components | ‘close of the quarter. Last '
: e Biennial Privacy i - submission was 20100115..
Training Report | |
» Section 803 of the 9/11
Commission
Recommendations
Report
» System of Records
_ Notice Review Report _
20090218-02 | Reporting Submit comments on the revised | All 20090731 | CLOSED Comments due July 31, 2009,
_ : | Breach Report template to DPO. | Components - ‘ L ‘
20090715-01 | Reporting Installation Physical Access Al 20090731 | CLOSED Responses due July 31, 2009.
_ o Control Systems Information. | Components ' _ R
20090715-02. | Reporting FISMA Privacy Report. Al 20090817 | CLOSED Responses due August 17, 2009,
N Components ' . |
20090218-04 | Civil Liberties | Develop and track Civil DPO Ongoing - | CLOSED DSD signed May 9, 2009 memo
' Liberties Officer package ' designating Acting DA&M as DoD
' ' CLO.
20090415-02 | Policy Develop guidance on the | DPO | 20091201 OPEN Guidance will be posted to DPO
o ' | considerations when emailing of ' o website as a FAQ. :
PII within a Component agency, '
across the Department and
_ outside the Department. _ _
20090415-01 | Other Confirm DPO mailbox accepts | DPO 20090501 | CLOSED DPO mailbox can accept encrypted
encrypted and FOUQO messages | _ and FOUO messages.
20090218-05 | Reporting Provide comments on revised All 20090403 | CLOSED Duplicate and error. Refer to
_ breach reporting template to Components : 20090218-02.
. 'DPO
| 20090318-01 | Reporting A reque-st from Component for DPO 20090401 | CLOSED Authority is in the 5400.11-R and

the OMB Circular A-130. DPO
memorandum sent April 3, 2009,

10
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20090218-03 | Policy | Provide comments to DPOon | All - 1 20090430 | CLOSED Extension granted by Director,
| DoD 5400.11, DoD 5400.11-R, . Components ' DPO.
DoD memorandum
“Safeguarding Against and
Responding to the Breach of
Personally Identifiable
Information”, 25 Sep.2008, and
all Defense Privacy Board
_ Advisory Opinions. |
2009041503 | Policy Provide guidance on how to DPO 20090520 | CLOSED | Concemns addressed. Guidance
' delete an exemption from a template forthcoming.
20090318-02 | Reporting Secnon 803 of the o/ T All 20090715 | CLOSED | Consolidated under Item Number
: Commission Recommendations | Cornponents 20090218-01. '
Report.
20090318-03 | Reporiing Systems of Records Notzce All 20090715 | CLOSED | Consolidated under Item Number
_ _ . Review Report. Components _ - _ 1 20090218-01, ‘
20090617-01 | Reporting ' Submit comments on Al | 20090626 | CLOSED Comments due June 26, 2009.
consolidated Quarterly Report Components
template to DPO.

11




AGENDA

% SSN Use Reduction initiative Update

% Breach Reporting, Statistics and Prevention

¥ (CSOP Forum Agenda

@ DoD 5400.11-R Adjudication of Informal Comments
¥ Announhcements

@ Open Discussion

¥ Adjournment



Defense Privacy Board (DPB)
Meeting Minutes for August 17, 2011

I. Welcome and Opening Remarks

The meeting was called to order by ©)X8) Director for Privacy, Defense
Privacy and Civil Liberties Office (DPCLO). Attendance was taken from onsite and call-in
participants.

II. SSN Use Reduction Initiative Update

DTM 2007-015-USD(P&R), “ eduction Plan” has been reissued with an expiration
date of December 1, 201 1. i(b"ﬁ’ DPCLO Support briefed the DPB on
Component Privacy Office responsibilities under DTM 2007-015-USD(P&R). Guidance,
procedures, and templates were distributed and are available on the DPCLO SharePoint site.

The first due-out for Component Privacy Officers is to compile a list of the systems intended
for review during FY12 Q1. This list is due to DPCLO by September 14, 2011.

Additional questions DPCLO will seek to clarify and provide feedback on to the DPB:

» Process for reviewing systems where system of records notices (SORNSs) are not
documented in the DoD Information Technology Repository (DITPR),

e Establishment of an overarching cross-functional stakeholder committee in
OUSD(P&RYDHRA, to resolve SSN use reductions issues outside the scope or
authority of the DPCLO, and

e Expanded guidance on the release of the DoD ID Number under FOIA.

Myr. Reheuser, Director, DPCLO thanked the DPB members for their leadership and due
diligence on the SSN use reduction activities.

HI. Breach Reporting, Statistics and Prevention

There was a 21% increase in the number of breaches reported FY11 Q1-Q3 compared to the
same period in FY10. This increase may be attributed to either an increase in the number of
breaches, or a greater awareness of the reporting requirement.

Misdirected and unencrypted e-mails containing PII and paper records continue to be

problematic. [P® ___ DLA informed the DPB that a guide for downloading PKI
certificates was available from DISA. This should allow encrypted communications to non-

CAC holders. She will forward the link to DPCLO for distribution to the DPB.

'The necessity of encrypting e-mails transmitted within the DoD network was questioned.
DPCLO will coordinate this issue with the IT community.

IV. Component Senior Official for Privacy (CSOP) Forum



The next CSOP Forum will be held October 20, 2011 at the Pentagon in room 3D947A.
Attendance is restricted to CSOPs. Agenda items include SSN Use Reduction initiatives, Civil
Liberties Program activities, the status of the DoDD 5400.11 and DoD 5400.11-R revisions,
and general privacy hot topics. An invitation will be sent to CSOPs with cc: to Component
Privacy Act Officers.

V. DoD 5400.11-R Adjudication of Informal Comments

FWB}

DPCLO Support thanked the DPB for the effort that went into preparing

comments on the revised DoD 5400.11-R. A detailed adjudication of comments and revised
DoD 5400.11-R will be distributed mid-September. At least ten (10) working days will be
provided for this next review.

V1. Open Discussion/Announcements

New information continues to be posted to the DPCLO website and SharePoint site,

including a new SORN search feature.

11 be speaking at the NORTHCOM Privacy Act/FOIA Conference in
Colorado Springs on October 4-6, 2011,

The DPCLO breach report template will be reformatted from Microsoft Word to Excel to
allow the option of importing data direcfly from the form when the automated breach
reporting tool is deployed.

SORNS;s are to be reviewed every two years. Many Components have SORNs dated from
the 1990s. DPB members are asked to build these SORNSs into their reviews as
appropriate.

Those DPB members whose offices are being BRAC’d were reminded to provide
DPCLO with updated contact information.

DPCLOQ is still working on the proposal to US-CERT to narrow the breach reporting
requirements. More information is forthcoming,

DMDC has developed a process to assist Component Prian_in_ﬂﬂajlning
contact information on individuals impacted by a breach. DMDC

will forward the process and related fink. '

VII. Wrap up and Closing Remarks

anked everyone for a very productive meeting.

VHI. Next Meeting Date
The next DPB meeting will be held September 21, 2011 and will be a teleconference.

IX. Meeting Adjourned
mitted by

(X6}

(o))

T/6/1)

Director for Privacy, DPCLO Date

Executive Secretary, Defense Privacy Board



Approved Disapproved

Michael L. Rhodes, Director, Administration and Management Date
Chairman, Defense Privacy Board
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Defense Contract Audit Agency

Defense Advanced Research Projects Agency

OSD/Privacy

Missile Defense Agency

Defense Privacy and Civil Liberties Office

Defense Security Service

Defense Threat Reduction Agency

Defense Manpower Data Center

Defense Privacy and Civil Liberties Office

Defense Human Resources Activity

Defense Threat Reduction Agency/Privacy

Department of the Navy

Defense Privacy and Civil Liberties Office

DON CIO

NGA

Defense Privacy and Civil Liberties Office

TRICARE Management Activity

Army/FOIA and Privacy Office

Defense Manpower Data Center

OSD/ESD

OSD/Chief Information Office

TMA

Defense Human Resources Activity

MITRE/AMC

NRO

Defense Privacy and Civil Liberties Office

MITRE/AMC

SIGAR

Defense Privacy and Civil Liberties Office

P A P e P

Defense Logistics Agency

Defense Manpower Data Center

National Security Agency

Defense Privacy and Civil Liberties Office

Defense Privacy and Civil Liberties Oftice

Air Force Privacy

Defense Privacy and Civil Liberties Office

Army Privacy Office

Air Force

Army Privacy Office

NGA

Air Force/Policy and Compliance/IA

Department of the Navy

Defense Privacy and Civil Liberties Office
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NGA

DON CIO
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Detense Human Resources Activity
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Air Force Privacy Office
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MITRE
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Defense Privacy Board Action Item List

Open Action Items List (VNOTE: All submissions to DPCLO should be sent to dpo.correspondence@psd.mil)

2011081701

Compliance

Provide list of SYStCI:I.lg to be
reviewed during FY12 Q1 for
SSN use reduction

N ¥o
Components

9/14/2011

OPEN

20110817-02

Policy

Determine if e-mails containing
PII sent on a secure DoD
network need to be encrypted

DPCLO

TBD

OPEN

20110615-01

Other

US-CERT reporting concerns for
inclusion in DPCLQ proposal

All
Components

TBD

OPEN

Component comments received
June 2011. DPCLO in discussions
with DHS and OMB.

Closed Actxon Items List

'-'Item Nnmber

E JAetmn Item Descnption

Due Date -

"Sta'tus

o Camments

20770720-01 | Po

' Venfy e—mml encryp'aon pohcy

in preposs& DoD 5400.11-M

08/17}‘2{}1 1-;:"

CLOSED

.: Updates mcorporated into rewsed
manual;

_20110720 02.7 T

_ -Expechte_ _SN Use Reductlon

ASAP f_-'_- o

-j__' -CLOSED

: [b)(ﬁ) |to follow-up w1th

| DHRA regardm_g_trategzes

__-'}201 106.15 '-02_.

-1 8end completed survey to

’-‘_20110615 03-'_.

7,,0

_-'_';CLOSED‘._;

po- cnrrcspondence@os d sl R

T00818-04

T Address-SSN .removal from

records with NARA.

"CLOSED

Addrcss SSN removal from records

with NARA.

3010031902 | Other

| Disposition of PII stored in copy _':

“CLOSED

Dlscuss detalls with Izb)(b‘) |

R outlining contractor liability

_.'_-machmehaxd dnvcs o

" CLOSED|
oo of first Section (m) reviews

:_.'-To be addresscd after submxssu)u -

__"Gmclance/tempiates Comlaone ; ts
| ‘conld use to determine optimal

< TBD s

. CLOSED | Data bemg collected v1a CSOP |

| Survey.
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"'-ﬁmdmg

resource levels and justﬂ‘y

201@031 801 =

Other

Do

Research Flash Memory

oS | R

20100818-02 |

) L _.'.-:I‘IashMemﬁry
BN | cited in cantracts

P {preto T

R | coﬁﬂﬂeﬂc‘?‘d

| Section M 1 rev1ews have T

'._20100818-03'_' B

__ Other T

1 Reassignment of SSN"remew m
- UDITPR 10 CIO.

' 1 DPCLO/;?"_-’
e

OSED Outside scope ofDPB--f_':'-'_'.: 35‘_'-'?_

20_‘1-.003_.1_3_.0 _5’:_ ..

'_'Cogffact CIO Cm;ncﬂ to host a

1 DPCLox?ff.- “TiED | cLos

Counml i FEEESN P

DHRA :appropnate lead_ L

20100818-06 | Other

- "-'_-of Tists: pubhshed From 19305 to 5
S 11990s mhm-_.contam ser\nce =
R ._:member names and SSNs. -

£k haiﬁes and SSNs.

Rescarch Iocat:onsfﬁvaxlabzhty of
lists pubhshed fromi 1930s 1o 19905.-_'_-
h contain service. member : _-

-Take a look at Membersiups

[ CIoSED |

i Sets Gf prmmpies etc

Estabhsh in D1rect1ve' for Pﬂvacy

2010051907

fo " { (Bage Commanciers not
. '-_-_.Addressmg PA sponsarmg
{ visitors}

fomt Base Phys;cal Access Issue

[TBD | CLOSED |Keeponparkinglot

30100519-06 -

Repo'rfing"

' 'Clanﬁcatlon on what
| coordination is reqmred for
-_ '_'completmg the ‘Scope of
- Advice’ FISMA Report -
'_.qwestmn, ¢.g should . -
E 'Components query GC for the
- 3scope of privacy adwce they
| have provided .

|[DPCLO

“CLOSED

| No.coordination dutside of-
' Component anacy Office ..
' _._reqmred L

20100519-03

?olwy o

o Boﬂerpla}:e contract
PnVacy Acttrammg e

" CLOSED

OMB currentiy draﬁ:i.ng FAR
-_clause___ S

- “SORN Pre.}j)eployment

D |

'.-Dlscuss W1th CIO 3-6 month
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Category in DITPR IR b timeline,

20100120-01 - | Civil Liberties Subzmt Points of Contact - [ All 20100701 | CLOSED | Component Privacy Officers askad
S e “Organizational - | Components | -~ I8 to help Component leadership -
- Placement and: Structure N | ' - | identify points of contacts ASAP
of the DoD Civil o | | S DR B
- Liberties Officer
.- Function”

Submlt ':Quartsrly Reports to _3 All B 20100515 1 "CLOSED 'Due the ISE‘ workday followmg the
: o {Compoments | i} close of the quarter. Last
S REEE submxsszton was 201001 15

T e

o . Bxcnmal Privacy
R Training: Report
- Sectlon_ 8()3 of the 9/ 11

D bﬁde Revxew Report'

-20090218-02 ] Rep&rtmg Subimf comments on the rev:sedi_-. All | 20090731 :-j CLOSED Comments due July 31, 2009
' R Bk Breach Report template to DPO '_f-_ -'Companerns _ N

_'20090715 m Tnstalleion Physioal Access ~ [AI .~ 20096?':3'1._::__3:_-Q'.-CLOSED ,_Responses due July 31, 2009

T _f,2009as17- _"-CLOSED]f;‘f_f'-:;{: ;?'_.Responsesldue August 17 2009{

-._-znoswns-o - TAL
' | Components: |

?"20090218.04-_:--_:1_:;':'_'clwl leertles incvelop-andtrack o SRS b 0T T OHgOmg ’:_.CLOSED I DSD signed May 5, 3005 memo
. SR SR leertl 'ﬁcer package R TP S '-de51gnahng Acting DA&MasDoD

| CLO: -

20090415-02 - ¥ P{;hcy ' Deveiep gmdance onthe g : DPO 20091201 _'-_ — OPEN Gmdance will be posted 0 DPO
" TN DR ' considerations when emailing of B R RSRERY wehsxte asa FAQ I

.. | PH within'a Component agency '
.- ] across the Department and '
- outside the Departmﬁnt

2009041 5-01 L Other " " Confirm DPO mailbox accepts DPO T ZOOQOSOICLOSED s '.':DPOImaﬂbox can’ accept cncrypted
ool | enerypted and FOUQ messages 10 RN LI | and FOUO messages. SRR
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30090218-05

- | Reporting -

. | Provide commients oL 1 revised -
ER S breach reporﬁng template tu

TTAL . [20090403

CLOSED

Duplicate and error. Refer fo |
o |ese2ise2

B .__'; A request from Component for _
I DPOte prov1de Authorlty for' R
.| training reports.

T Authorxty isin the 5400 ll—R and;'
| the OMB Circular A<130. DPO .~
| memorandum sent April 3,2009. -

| ".-?'.P_rowde ccmmeﬂts to DPO 011 Al ] . D

T [20090430.

CLOSED

Extensnon'granted by D:re:::tor, B

AL PR TS SIS *_._'._-_"'._._';'delete .aﬂ_'exemptlon froma
| SORN. :

T f-_'Concerns addressed Gutdance
o 5.-'__template forthcormng :

2009031802

Teporting

T Section 803 of G0 0T
R Comm1551on'RecamnendamIIS_"-_'-f_-

— *.A}i

| 20090715

_ :_._--Consohdated under Item Number_-i-'_'-"--
i 20090218 0L

BT R

e SYstems of Records N‘once
.| Review Report,

A _
L "Components ﬁ

- :Consohdated undcr Item Number.-f
- 120090218-01. : o

2009061701 | _Repomng"_“ -

| Submit comments o SIS =
o consoiadated Quarteﬂy Repo rt ._

o “} ternplate to DPO. "

. a

{__Campmlents : '. [EEARIE T L

_' :':_'Comments due J une 26 .2009

10




AGENDA

¢ Review of Open Action ltems

¥ SSN Use Reduction Initiative Update
¥ DoD Identification Number

¥ Breach Reporting

¥ Training

¥ Announcements

¥ Open Discussion

@ Review of New Action ltems

¢ Adjournment
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Defense Privacy Board (DPB)
Meeting Minutes for November 30, 2011

Welcome and Opening Remarks

The meeting was called to order by|(b)(ﬁ) | Executive Secretary, DPB and
Director for Privacy, Defense Privacy and Civil Liberties Office (DPCLO). Attendance was
taken from onsite and call-in participants.

SSN Use Reduction Initiative Update

DHRA representatives, [*© andl(b)(ﬁ) rovided an update on the
status of the SSN use reduction Instruction, DTM extension and on the resolution of issues that
are holding up the Instruction. They are reviewing comments received during pre-coordination
of the Instruction. The DTM extension was in the front office awaiting signature. They
believe this may take approximately two weeks for issuance.

R eiterated to the Components that their SSN Use Justification memos must include

the system's DITPR number in the document, preferably in the subject line. He also asked that
the Components include the specific SSN use case(s) being claimed.

DoD Identification (ID) Number

DPB members were informed that the DoD ID Number is considered PII as it is a unique
personal identifier. As with any other PII used internally in the course of business activities, if
the DoD ID Number is sent to someone engaged in an authorized DoD business process and
with a need-to-know it is not considered a breach.

Breach Reporting, Statistics, Compliance and Reporting Tool, and Breach Mitigation
and Awareness Tips

eminded the DPB members that all breaches are to be reported to the DPCLO.
Paper records and e-mails continue to be the highest cause of breaches. Breaches related to

information sharing, e.g., inappropriate postings to shared drives, have increased from 14% to
16% between the 1st and 4th Qtr of FY11.

It has also been reported that paper records containing PII have either been left behind during
office moves or improperly disposed of during a move. It was stressed that as more offices
move due to the BRAC process, everyone must be mindful of taking all important files with
their office or properly disposing of the files, i.e., in burn bags if appropriate, and through
proper records management disposal/retirement procedures. The DPCLO has created an
InfoNet message related to the protection of PII during office moves that is being played in the
National Capital Region. A poster is also available on the DPCLO Sharepoint site.

The risk assessment model found in Table 1 of DA&M memorandum “Safeguarding Against
and Responding to the Breach of Personally Identifiable Information (PII)” describes factors
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and risk determinations related to the notification of individuals affected by a breach. This
table is under revision.

Training

The first DPCLO Privacy Officer Professionalization (DPoP) program was held October 24-
28, 2011 at the DPCLO. Ten participants representing nine Components took part in the
training. All participants reported increased knowledge and understanding of Privacy Act
implementation. Recommendations for adjustments in content and structure are being
incorporated for the next cycle.

(b)(E)

|DLA made a request to have DPCLO sponsor IAPP Certification provided as a

group course for DoD Privacy Officers. He suggested the training could be provided via VTC.

W) |DCMA also made a request to have the DPCLO one day trainings held
back-to-back for Component members who are not geographically located to the DPCLO
location. (NOTE: Since this meeting the DPCLO began development of a new Three Day
Privacy Training Series to be held February 6-9, 2012, The materials will include a didactic
portion and practical application exercises. Class size will be limited to twelve students to
better enhance the learning experience. Information on registration will be provided via
Sharepoint.)

[P® nounced that starting in January 2012 the DPB agenda and minutes will be

‘posted on the DPCLO Sharepoint site for access and will not be sent out via email after that
point in time.

The Privacy training calendar is located on the D, bC'GLO Sharepoint Site. It currently shows
classes through September 2012. Please contact (0)6) with specific questions
about training opportunities.

DPCLO Sharepoint Site Update

The DPCLO Sharepoint site is designed to be an information hub for all things relating to
privacy. Please check the site regularly for informational materials that are being added
weekly. You can set up an alert so that every time something new is posted to the site you’ll
receive an email.

We have added training opportunities to the privacy training calendar. These postings include
classes that we are offering as well as conferences and other events sponsored by societies and
associations in the DC area, e.g.., IAPP, ASAP. Other recent Sharepoint additions include
video clips and pamphlets from the InfoNet campaign.

SharePoint will be upgrading to version 2010 over the next three months. More information to
follow.

: : (b)B)
If you have yet to register for Sharepoint, please contactl




VII. Open Discussion/Announcements

» DLA would like to provide assistance with improving the privacy portion of the DoD
Information Assurance (IA) training. |(b)(6) recommended [PX© ':)e
contacted in reference to this request.

. as asked to engage the leadership to determine if the DoD ID Number was
releasable under the Freedom of Information Act (FOIA).

VIIL d Closing Remarks
- PO thanked everyone for a very productive meeting.

IX. Next Meeting Date
The next scheduled DPB meeting will be held January 18, 2012 and will be a teleconference.

X. Meeting Adjourned

(azé‘i)wmiﬁed bv
Dec 12, 204/
AEC 4, ¢

(b)) [Director for Privacy, DPCLO Date

Executive Secretary, Defense Privacy Board

-@) Disapproved
: @%Q‘ 214, 1|

Michael L. Rhodes, Director, Administration and Management Date
Chairman, Defense Privacy Board




ATTENDANCE

Name

Organization

Present

e

]
]

Detfense Contract Audit Agency

Defense Advanced Research Projects Agency

OSD/Privacy

-~

Missile Defense Agency

Defense Privacy and Civil Liberties Office

Defense Security Service

Defense Threat Reduction Agency

Defense Manpower Data Center

Defense Human Resources Activity

Defense Threat Reduction Agency/Privacy

Department of the Navy

Defense Privacy and Civil Liberties Office

DON CIO

NGA

Defense Privacy and Civil Liberties Office

TRICARE Management Activity

Army/FOIA and Privacy Office

Defense Manpower Data Center

OSD/ESD

QOSD/Chief Information Office

TMA

Defense Human Resources Activity

MITRE/AMC

NRO

MITRE/AMC

SIGAR

el W

Defense Privacy and Civil Liberties Office

.

Defense Logistics Agency

Defense Manpower Data Center

National Security Agency

Defense Privacy and Civil Liberties Office

Defense Privacy and Civil Liberties Office

Air Force Privacy

Defense Privacy and Civil Liberties Office

Army Privacy Office

Air Force

Army Privacy Office

NGA

Air Force/Policy and Compliance/TA

Department of the Navy

Defense Privacy and Civil Liberties Office

Defense Contract Audit Agency

NII
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Name

Organization

Present

(b)(6)

NGA

DON CIO

NGA

NGB

Defense Privacy and Civil Liberties Office

Defense Logistics Agency

Defense Privacy and Civil Liberties Office

DFAS

NGA

TMA Privacy Office

CNO, DNS-36

Defense Manpower Data Center

MITRE

Defense Human Resources Activity

Defense Privacy and Civil Liberties Office

TRICARE Management Activity

Air Force Privacy Office

e

NGA

TRICARE Management Activity

Missile Defense Agency

Defense Commissary Agency

DTIC

Defense Privacy and Civil Liberties Office

o W P s

DON, CIO, Privacy

Defense Privacy and Civil Liberties Office

MITRE

Defense Logistics Agency

Air Force Privacy Office

Missile Defense Agency, CPO

National Security Agency

Office of General Counsel

National Reconnaissance Office

National Geospatial Intelligence Agency

WHS/ESD/IMD

DCMA

Defense Manpower Data Center

MDA

Defense Privacy and Civil Liberties Office

S

Defense Privacy and Civil Liberties Office

DISA/Records and PA

i e

Marine Corps

MITRE/AMC

Defense Contract Management Agency

>~
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Organization

Present

(D)6}

Defense Privacy and Civil Liberties Office

Marine Corps

N




Defense Privacy Board Action Item List

Open Action Items List (NOTE: All submissions to DPCLO should be sent to dpo.correspondence@osd.mil)

Item Namber Topic Action Item Deseription Ass.li%n ed Due Date Status Comments
20111130-01 | Policy Determine if DoD ID Number is | DPCLO TBD OPEN
releasable under FOIA
20111130-02 | Training Determine if group IAPP DPCLO TBD OPEN
Certification training is possible
for Components based on budget
20111130-03 | Training Determine if DLA will be able to | DPCLO/ | TBD OPEN ) Fill work witfP® ]|
asstst with enhancing the privacy | CIO/DLA DLA
portion of the Information
Assurance (IA) training
20110817-01 | Compliance Provide list of systems to be All 9/14/2011 OPEN
reviewed during FY12 Q1 for Components
SSN use reduction
20110817-02 | Policy Determine if e-mails containing | DPCLO TBD OPEN
PII sent on a secure DoD
network need to be encrypted
20110615-01 | Other US-CERT reporting concemns for | All TBD OPEN Component comments received
inclusion in DPCLO proposal Components June 2011. DPCLO in discussions
with DHS and OMB.
Closed Action Items List
Item Number | Topic Action Item Description Assigned Due Date | Status Comments
To
20110720-01 Policy Verify e-mail encryption poticy | DPCLO 08/17/2011 CLOSED | Updates incorporated into revised
in proposed DoD 5400.11-M manual.
20110720-02 | Policy Expedite SSN Use Reduction DPCLO/ ASAP CLOSED I@(ﬁ) |to follow-up with
Instruction signature. DHRA DHRA regarding strategies.
20110615-02 | Training Breach Management and All 06/22/2011 CLOSED | Send completed survey to
Prevention Training Survey Components dpo.correspondence@osd.mil.
20110615-03 | Comphiance | Quarterly Reports including All 07/15/2011 CLOSED '
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Section (m) Contractor Revxews

:Components

__-2010081-3'—04'_*_’ [Other | Address SN removal from

‘records with NARA,

_ '_DPICLO

TBD |

\ _Address S_SN removal from records

2@100519{" 2.}:5: ;_'f;

O

S ‘.Dlsposmon of PII stored-'
:*'| machine hard drivés

fom

DPCLo/;;.f:.;.f'_- ,ff : i I

3_.'20100519-04_'_‘} T

-':Pohoy:. :_

Guidance and conttact ianguag
outlining contractor liability.

7 ."'3'be' addressed after submlssxon_' .:_
of fizst Section (m) reviews.

'20100519-05 REE

-Pollcy-_ |

Guidance/templates Components -':.'_'-'_ P

could usé to determine opnmal
resource: 1evels and justlfy -

Data: bomg collected via, CSOP B
Survey At

[DPCEo T80

T Research Flash. Memory

1_20100318-_0 "

[DPCLO™ "

{ Section M. rewows havo
| commenced o

| DITPR to: CIG

--DPCLO/ ™
B "CIO

CLOSED I Outmde scope of i)PB

2010081805 |

Contaet CIO Council to host a .-f:-
guest speaker on SSN Reductmn
Lessons Leamed. -

PPCLO/
1 Cio
- Councﬂ

TED

— CLOSED

| DHRA -1s-'appmpnate lead; __ :. g

2070081806 | ¢

- ‘| Research Iocatlons/avallablhty
~1 | of lists published from 19303 to
-1 1990s which contais
' '-_momber names and SSNS

i D_I?CLO_ |

[ CLOSED

1 Roscarch IocanOns/avallablhty of
..+ Hists published from 1930510 19903
o Y which contain sorvxce mem’oor L
-7 |'names-and SSNs. '

20100519-08

Policy

Take a look at Mombershlps

TCLOSED

| Estgblish in Directive for 'le‘wacy

and Civil Liberties. (Issues fwo
sets'of principlesetc) -

2010051907

“Other

1 Addressmg PA sponsormg
| visitorg). o0 :

Joint Baso Physmal Access Issue
(Base Commanders not

._ Navy/AF

TBD -

~ [ CLoSED

Keop on parking lot

20100519-06

Reporting

._;Clanﬁcatlon on what NP
| coordination is: requ;red fOr N

completing the “Scope of

‘?Ln@c;os;_

TED | CLOSED

No 'c'oordmation outsnclé of B

Component Prlvacy Ofﬁoc
‘required. :
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- Advice’ FISMA Report

question, €.g. should.

o Components query GC for the

scope of pnvacy adwce they
have provided

_2@1:60519-03

Policy

- Bﬂilerplate 'contract _

B -anacy'-Act trammg

DPCLO

~"CLOSED

OMB currently draftmg FAR
clause

_Reportzmg

| SORN Pre—]_}eploymdnt ._

| Adr Force © |

“CLOSED

Discuss with CIO. 3- 6 month '-'l T
timeline.

thction SRR

| Components |

20100701 | CLOSED |

‘Component anacy Ofﬁcers asked
: 'to help Component leadershlp '

-_20100120-02 ﬂ

Reporting - -

) _'Submlt Quarteriy'Reports to |

Blemualianacy
-_'_".Trammg Report
. e Section 803 of the 9/11
. 'Commission
LR '_Racommendatlons
. 'Report :

e Z-.Notlce ReVJLew Report

Al

Due the 15rﬁ WOrkday followmg the 'j-:
close of the quarter. Last '_- S
submission was 201001 15

Reporting

 : ]Submut comments on the revised -

Breach Rﬂport template to DPO.

All -

.2'00_:'9_0-"3.!'_?3’1:.:"_:
- Components L

| Comments due July 31, 2069-' ]

2009071501

_ 'Rejjortitig- .-

| Installation Physical Access -
* | Control Systems: Informatlon

Gompon_en’ts :

20090731

Responses due July 31, 2009

F0090715-6 | Reportog

| '-_FISMA Prwacy Report

| Components |

_20090817'_‘. _;

IZ-CL-OSET){;"Q I

Responses due AugUSt 17 2009

30000218-04 | €

p Cm] leertles

3 Develop and track le

Ongomg e

T CLOSED

B ‘DSD sngged May 9 2009 memo -
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- beemes Ofﬁcel package

designating Acting DA&M as Dth_
CLO. '

"20000415-02

Policy

_- Develep gmdance onthe
considerations when emailing of
P within a. Component agency,
across the Department and
“outside the Department.

DPO

ECCT T

OPEN

Guidance will be posted to DPO B
websiteasaFAQ. . ... LT

:20090415 1

Other -

| .| Confirm DPO mailbox accepts
encrypted and FOUO messages '

DPO

T '_20090501-;-;;'.

"CLOSED

- DPO mailbox can accept encrypted':.;

and FOUO messages.

.'-'20090213 05_.'-'_;': '-.Reportmgi::-. 1 _
' St 7| breach reportmg templateite
0| DPO. SRS

Provide comments onres ;sed

| Components |

:3.'20090403.:_'5

CLOSED

Duphcate and eITor. Refer to E

A request from Compo nt
S DPOte: prmnde Authonty for
| training reports. -

555 300

';:Authonty s the S400.11R and B
/| the OMB Circular A-130, DPO .
| memorandum sent April 3, 2009

| Provide comments to DPOon -
o 3_-D0D 5400 11, DOD 5400 11 R,
" |’ DoD memorandum -
| “Safeguardmg Agamst and
| Respending to the Breach of
" | Personally Identifiable -
| Information™; 25 Sep 2008, and
| all Defense Privacy Board

Adwsory Oplmons

| ‘.An

_ Compenents 3 ERE

Extension granted by Drrector, o
DPO. SR S

20090415-03

Policy

‘| Provide guidance an how to
| deletean. eXemptlon from &
~|'SORN. ' '

DPG

20090520

"CLOSED

Concetns addressed Guldance

_ template forthcommg o

2009031802

T Reporiing | Scction 803 of he ST
B R AR .'_-Colmmssmn Recommendahons |
ﬁ'_Report RTINS

;Au

. - ':_.2'00'9{9’? 5

CLOSED
| 2005021801

Consohdated under _Item Number _

20090318:03

_Re;lmr_fing - : |
oo L Review Repoit,

Systems of Records Nouce

-AH

120090715
‘ Components I N R

' -1 20090218-01.

Consohdated und_er Item Number

10
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| 20090617-01

Reporting

“Submit comments on

' consohdated Quarterly Report

-template to DPO..

AL [ 20090626

-CLOSED. "

- Comments due June 26, 2009. "

Il
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OFFICE OF THE SECRETARY OF DEFENSE
OFFICE OF THE DIRECTOR, ADMINISTRATION & MANAGEMENT

DEFENSE PRIVACY & CIVIL LIBERTIES OFFICE

DEFENSE PRIVACY BOARD

AGENDA
Date: January 19, 2012
Time: 8:30am - 12:00pm
Location: DPCLO Training Room

1901 S. Bell Street, Suite 920
Arlington, VA 22202
Dial in Number: RSVP to receive the dial in number

I. Welcome
II. Review of Open Action Items
I. Paperwork Reduction Act Requirements
II. SSN Use Reduction Initiative Update
ITI. DoD Identification Number
IV. Privacy Compliance Metrics
 Breach Statistics
V. Policy and Guidance
VI. Training Recap
VII. Announcements/Reminders
VIII. Open Discussion
IX. Review of new action items
X. Next Meeting Date: February 15, 2012

XI. Adjournment



Defense Privacy Board (DPB)
Meeting Minutes for January 19 and 20, 2012

L. Welcome and Opening Remarks

The meeting was called to order by [©X© |Executive Secretary, DPB and
Director for Privacy, Defense Privacy and Civil Liberties Office (DPCLO). Attendance was
taken from onsite participants. (NOTE: Due to problems with the teieconference lines, the
January 19, 2012 meeting was repeated on January 20, 2012 for persons who were unable to
dial-in to the initial meeting.)

II. Paperwork Reduction Act Requirements

(26 |DOD Regulatory Program/Information Management Division provided
an update on the Paperwork Reduction Act (PRA) requirements. Her presentation covered the
PRA public information requirements, authority, and background. She discussed the public
collection requirements of the PRA and how it impacts the information collection budget.

She provided examples of “burden reduction” and defined “members of the public” as defined
in the PRA program. [P®© hen discussed PRA process requirements, contents of the
public information collection package and the process for requesting emergency public
information coliections approvals. She concluded with an explanation of the major functions of
the DoD Information Managemenl Program.

TII. SSN Use Reduction Initiative

DTM 07-015-USD (P&R) has been extended until August 1,2012.[P®__ Jeminded all
Components to continue to submit SSN use justification memoranda in accordance with the
use case justifications in the DTM.

(b)(€)

The SSN Reduction Instruction is currently pending legal sufficiency review.
estimated it will require 6-9 months for DHRA to get the Instruction signed.

IV. DoD Identification Number
(B)E)

listributed a draft DoD Identification Number Information Paper for Component
review. The paper’s main points are 1) the DoD ID Number is PH and just like any other PII,
the inherent risk of harm is contextual, 2) if the DoD ID Number being used within regular
DoD business functions there is no breach when disclosed to persons with a need to know and
therefore not reportable, and 3} FOIA requests involving the DoD ID Number should be
processed just as any other FOIA requests and risk associated with release analyzed on a case
by case basis. Coniponent comments are requested by no later than COB Friday, February 3,
2012.




V.

VII.

VIIL

A DPB member asked if the DoD ID number could be hidden when signing documents or

email efectronically. stated that this would be looked into by the DPCLO and
DMDC.

Privacy Compliance Metrics
ummarized the breach statistics for the first quarter of FY2012. The protection of
paper records continues to be an area of concern especially in consideration of the ongoing
office moves related to BRAC. Components were reminded to ensure records containing PII
are transferred, retired or disposed of properly.

Policy and Guidance

The DoDD 5400.11 is currently in pre-SD106 legal review. The DPCLO anticipates the SD106
review to begin by late March. DoD 5400.11-R (manual) comments received during informal
review have been adjudicated and are undergoing General Counsel review. SD106 review will
also begin by late March for this issuance also.

Training

The first Privacy Act Compliance & Management (PACMan) 3-Day training series will be
held February 7-9, 2012. Topics are Privacy Act essentials, SORN development, and breach
management.

Registration is closed and classes are full. Individuals registered for the course must download
training materials from the DPCLO Privacy SharePoint site. An email containing additional
information is forthcoming.

DPCLQO Professionalization for Privacy Officers will begin April 23-27, 2012. DPCLO will
send further communications regarding registration in February 2012.

DPCLO will not hold training sessions May through August due to a pending office move (this
time period may be adjusted if the moving schedule changes).

Announcements and Reminders

e DPCLO will sponsor an exhibit booth at the 2012 Military Health System Conference

(http://www health.mil/2012mhsconference.aspx), January 30 — February 2. The conference
will be held at the Gaylord National Hotel and Convention Center in National Harbor, MD

o Mr. Rhodes has signed the first DoD Annual Privacy Program Report. Upon security review it

will be posted to the DPCLO website. A limited number of hard copies will also be made
available.

e The ASAP 5" Annual National Training Conference (www. accesspro.org) will be held at the

Hilton New Orleans Riverside Hotel in New Orleans, Louisiana March 20— 23, 2012

» The IAPP — Global Privacy Summit 2012 (www.privacyassociation.org) will be held at the

Marriott Wardman Park in Washington, DC March 7-9, 2012



IX. Open Discussion

ofP® | opened the discussion by asking if any of the Component Privacy Officers had
received feedback on the CSOP Forums from their CSOPs. Suggestions for topics of future
Forums should be sent to DPCLO by February 15, 2012,

distributed a draft Information Paper on the handling of cross-component
breaches. The paper provides guidance in instances where the perpetrator of the breach and the
site of the breach cross DoD Components. For example Component A employee breaches
information while working at Component B.

The main points are 1) the reporting, management and if necessary, individual notification of
the breach are the responsibilities of the Component who owns the site, and 2) if sending
individual notifications to persons outside your Component, a copy of the signed and dated
notification letter with recipient PII blacked are to be provided to the Defense Privacy and
Civil Liberties Office. These letters will be posted to the SharePoint site and serve as a
resource to validate and authenticate letters.

». sked that the Components review the information paper and provide feedback by
COB February 3, 2012.

X. Wrap up e
New action items were reviewed. thanked everyone for a very productive

meeting.

XI. Next Meeting Date
The next DPB meeting is scheduled for February 15, 2012 and will be a teleconference.

XII. Meeting Adjourned

mitted by
(b)©) }

_and 31, 2072
|(b)(ﬁ) Director for Privacy, DPCLO Date
Executive Secretary, Defense Privacy Board

pproved Disapproved
%@ Z b2
Michael L. Rhodes, Director, Administration and Management Date

Chairman, Defense Privacy Board



ATTENDANCE

Name

Organization

Present

(b)E)

Defense Contract Audit Agency

Defense Advanced Research Projects Agency

OSD/Privacy

Missile Defense Agency

White House Communications Agency

National Reconnaissance Office

Defense Privacy and Civil Liberties Office

U.S. Transportation Command

Defense Security Service

Defense Threat Reduction Agency

Defense Manpower Data Center

Defense Human Resources Activity

Defense Threat Reduction Agency/Privacy

Department of the Navy

Defense Privacy and Civil Liberties Office

DON CIO

NGA

Defense Privacy and Civil Liberties Office

TRICARE Management Activity

Army/FOIA and Privacy Office

Defense Manpower Data Center

OSD/ESD

OSD/Chief Information Office

™A

Defense Human Resources Activity

-

MITRE/AMC

NRO

MITRE/AMC

SIGAR

Defense Privacy and Civil Liberties Office

L

Defense Logistics Agency

Defense Manpower Data Center

National Security Agency

/‘<

Defense Privacy and Civil Liberties Office

e

Defense Privacy and Civil Liberties Office

Air Force Privacy

Defense Privacy and Civil Liberties Office

Army Privacy Office

Air Force

s

U.S. Northern Command

Army Privacy Office

NGA

Air Force/Policy and Compliance/IA




ATTENDANCE

Name

Organization

Present

Department of the Navy

N

Defense Privacy and Civil Liberties Office

Defense Contract Audit Agency

N

NIl

NGA

DON CIO

NGA

NGB

Defensc Privacy and Civil Liberties Office

Defense Logistics Agency

Defense Privacy and Civil Libertics Office

DFAS

NGA

TMA Privacy Office

CNOQO, DNS-36

Defense Manpower Data Center

MITRE

Defense Human Resources Activity

Defense Privacy and Civil Liberties Office

1).S. Central Command

TRICARE Management Activity

Air Force Privacy Office

NGA

TRICARE Management Activity

Missile Defense Agency

Defense Commissary Agency

DTIC

Defense Privacy and Civil Liberties Office

DON, CIO, Privacy

Detense Privacy and Civil Liberties Office

MITRE

Defense Logistics Agency

Air Force Privacy Office

Missile Defense Agency, CPO

National Security Agency

Office of General Counsel

-~

National Reconnaissance Office

National Geospatial Intelligence Agency

WHS/ESD/IMD

DCMA

Defense Manpower Data Center

e A s

MDA

Defense Privacy and Civil Liberties Office




ATTENDANCE

Name.

)

Organization Present

Defense Privacy and Civil Liberties Office

DISA/Records and PA X
Marine Corps

MITRE/AMC X
Defense Contract Management Agency X
Defense Privacy and Civil Liberties Office

Marine Corps X




Defense Privacy Board Action Item List

Open Action Items List (NOTE: Afl submissions to DPCLO should be sent to dpclo.correspondencei@osd.mil)

item Number Topic Action Item Description Ass';‘goned Due Date Status Comments
20120119-01 | Policy Can the DoD 1D number be DPCLO/ TBD OPEN
hidden when signing documents | DMDC
or email?
20120119-02 | Policy Provide commments on Cross All 1/27/2012 OPEN
Component Breach Management | Components
and DoD 1D Number Info Papers
by cob Jan 27"
20120119-03 | Policy Publish Info Papers to web and DPCLO TBD OPEN To be published pending comments
SharePoint from DPB
20120119-04 | Other Provide any CSOP feedback or | All 2/15/2012 OPEN
recommendations to topics of Components
discussion for the CSOP Forum
tentatively planned for March
20110615-01 | Other US-CERT reporting concerns for | All TBD OPEN Component comments received
inclusion in DPCLO proposal Components June 2011. DPCLO in discussions
with DHS and OMB.
Closed Action Items List
Item Number | Topic Action Item Description Assigned Due Date | Status Comments
To
20111130-01 Policy Determine if DoD ID Numberis | DPCLO TBD CLOSED | DMDC and P&R are working on
releasable under FOIA legal opinions to support a “2”
exemption under FOIA for the
release of the DoD ID number.
( ffered comments on
this issue during the Jan 19, 2012
meeting.
20111130-02 | Training Determine if group IAPP DPCLO TBD CLOSED | DPCLO has no funding to support
Certification training is possible such training. Components can




Defense Privacy Board Action Item List

for Components based on budget

hold this training if they can fund it
themselves.

20111130-03 | Training Determine if DLA will be able to | DPCLO/ TBD CLOSED | The FY12 course was developed
assist with enhancing the privacy | CIO/DLA and posted in October 2011. We
portion of the Information can revisit for FY'13.

Assurance (IA) training
20111130-04 | Compliance | Provide SSN use justifications All 1/17/2012 CLOSED
Components _

20110817-02 | Policy Determine if e-mails containing | DPCLO TBD CLOSED | For .MIL to .MIL only, where the
PII sent on a secure DoD need to know condition is met,
network need to be encrypted emails containing PII do not need

to be encrypted.

If the need to know condition is
NOT met, the email goes to an
address other than a MIL, or if
other inappropriate activities come
to light, then an unencrypted email
is reportable.

20110817-01 Compliance | Provide list of systems to be All 9/14/2011 CLOSED
reviewed during FY12 Q1 for Components
SSN wuse reduction

20110720-01 | Policy Verify e-mail encryption policy | DPCLO 08/17/2011 | CLOSED | Updates incorporated into revised
in proposed DoD) 5400.11-M manual.

20110720-02 | Policy Expedite SSN Use Reduction DPCLO/ ASAP CLOSED |[@®___Jto follow-up with
Instruction signature. DHRA DHRA regarding strategies.

20110615-02 | Training Breach Management and All 06/22/2011 CLOSED | Send completed survey to
Prevention Training Survey Components dpo.correspondence@osd.mil.

20110615-03 | Compliance | Quarterly Reports including Al 07/15/2011 | CLOSED
Section (m) Contractor Reviews | Components

20100818-04 | Other Address SSN removal from DPCLO TBD CLOSED | Address SSN removal from records
records with NARA. with NARA. _

20100519-02 | Other Disposition of PH stored in copy | DPCLO/ | TBD CLOSED | Discuss details wit] >® BN
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machine hard drives DLA

20100519-04 Policy Guidance and contract language | DPCLO TBD CLOSED | To be addressed after submission
outlining contractor liability of first Section (m) reviews

20100519-05 Policy Guidance/templates Components | DPCLO TBD CLOSED | Data being collected via CSOP
could use to determine optimal Survey.
resource levels and justify

_ | funding _ | |

20100818-01 Other Flash Memory DPCLO TBD CLOSED | Research Flash Memory

20100818-02 Other Ensure Privacy FAR clauses DPCLO TBD CLOSED | Section M reviews have
cited in contracts commenced

20100818-03 | Other Reassignment of SSN review in | DPCLO/ TBD CLOSED | Outside scope of DPB
DITPR to CIO. CIO

20100818-05 Other Contact CIO Couneil to host a DPCLO/ TBD CLOSED | DHRA is appropriate lead.
guest speaker on SSN Reduction | CIO
Lessons Learned. Council _

20100818-06 Other Research locations/availability DPCLO TBD CLOSED | Research locations/availability of
of lists published from 1930s to lists published from 1930s to 1990s
1990s which contain service which contain service member
member names and SSNs. names and SSN.

20100519-08 Policy Take a look at Memberships DPCLO TBD CLOSED | Establish in Directive for Privacy
and Civil Liberties. (Issues two
sets of principles etc.)

20100519-07 Other Joint Base Physical Access Issue | Navy/AF TBD CLOSED - | Keep on parking lot
(Base Commanders not
Addressing PA, sponsoring
visitors)

20100519-06 | Reporting Clarification on what DPCLO TBD CLOSED | No coordination outside of

coordination is required for
completing the ‘Scope of
Advice’ FISMA Report
question, e.g. should
Components query GC for the
scope of privacy advice they

Corponent Privacy Office
required.
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have provided

20100519-03 | Policy Boilerplate contract DPCLO TBD CLOSED OMB currently drafting FAR
language/FAR clause requiring clause
Privacy Act training
20100519-01 Reporting SORN Pre-Deployment Air Force TBD CLOSED | Discuss with CIO. 3-6 month
Category in DITPR timeline.
20100120-01 | Civil Liberties | Submit Points of Contact All 20100701 CLOSED | Component Privacy Officers asked
» “Organizational Coruponents to help Component leadership
Placement and Structure identify points of contacts ASAP
of the DoD Civil
Liberties Officer
Function”
20100120-02 | Reporting Submit Quarterly Reports to All 20100515 CLOSED | Due the 15 workday following the
DPO; Components close of the quarter, Last
s Biennial Privacy submission was 20100115.
Training Report
e Section 803 of the 9/11
Commission
Recommendations
Report
» System of Records
Notice Review Report
20090218-02 | Reporting Submit comments on the revised | All 20090731 | CLOSED Comments due July 31, 2009.
Breach Report template to DPO. | Components
20090715-01 Reporting [nstallation Physical Access All 20090731 | CLOSED Responses due July 31, 2009.
Control Systems Information. Components
20090715-02 | Reporting FISMA Privacy Report. All 20090817 | CLOSED Responses due August 17, 2009.
Components
20090218-04 | Civil Liberties | Develop and track Civil DPO Ongoing CLOSED DSD signed May 9, 2009 memo
Liberties Officer package designating Acting DA&M as DoD
CLO.
20090415-02 | Policy Develop guidance on the DPO 20091201 OPEN Guidance will be posted to DPO

considerations when emailing of

website as a FAQ.

10
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PII within a Component agency,
across the Department and

outside the Department.

20090415-01 Other Confirm DPO mailbox accepts DPO 20090501 | CLOSED DPO mailbox can accept encrypted
encrypted and FOUQ messages and FOUQO messages.

20090218-05 | Reporting Provide comments on revised All 20090403 | CLOSED Duplicate and error, Refer to
breach reporting template to Components 20090218-02.
DPO. _

20090318-01 Reporting A request from Component for | DPO 20090401 | CLOSED Authority is in the 5400.11-R and
DPO to provide Authority for the OMB Circular A-130. DPO
training reports. memoiandum sent April 3, 2009.

20090218-03 | Policy Provide comments to DPO on All 20090430 | CLOSED | Extension granted by Director,
DoD 5400.11, DoD 5400.11-R, | Components DPO,
DoD memorandum
“Safeguarding Against and
Responding to the Breach of
Personally Identifiable
Information”, 25 Sep 2008, and
all Defense Privacy Board
Advisory Opinions.

20090415-03 | Policy Provide guidance on how to DPO 20090520 | CLOSED Concerns addressed. Gutdance
delete an exemption from a template forthcoming.

. SORN.

20090318-02 | Reporting Section 803 of the 9/11 All 20090715 | CLOSED Consolidated under Item Number
Commission Recommendations | Components 20090218-01.
Report.

20090318-03 Reporting Systems of Records Notice All 20090715 | CLOSED Consolidated under Item Number
Review Report. Components 20090218-01.

20090617-01 | Reporting Submit comments on All 20090626 | CLOSED Comments due June 26, 2009.
consolidated Quarterly Report Components

template to DPO.

11




AGENDA

¥  Welcome/Review of Open Action Items
¢ 55N Use Reduction Initiative Update

% Privacy Compliance Metrics

@  DPCLO Policy and Guidance Update

¥ Training Recap

¥ Announcements/Reminders

% Open Discussion

¥  Review of New Action ltems

¢  Adjournment



Defense Privacy Board (DPB)
Meeting Minutes for March 13, 2012

I. Welcome and Opening Remarks

11.

Il

1V,

The meeting was called to order by l(_br@ | Executive Secretary, DPB and Director
for Privacy, Defense Privacy and Civil Liberties Office (DPCLQO). Attendance was taken from
onsite and teleconference participants.

SSN Use Reduction Initiative Update — (OHe} DPCLO Support

SSN Use System Reviews. In accordance with DTM 2007-015-USD(P&R), “DoD Social
Security Number (SSN) Reduction Plan” the DPCLO has been reviewing justifications for the
use of SSNs in systems, DPCLO has received justification memoranda for 16.6% of all
systems collecting the SSN. The goal is 12.5% per quarter, which means that by the end of this
quarter, April 16, 2012, another 8.4% is due. Of the memoranda reviewed, roughly 8% are
eliminating SSNs from the system. Approximately 35% of all the systems reviewed are
approved as legacy systems. These systems will be monitored until the transition is complete.

Overall, results of the reviews have fostered positive results. Components were reminded that
legacy system justifications are temporary approvals, and will have to be revisited in two years.
It was also requested that Components ensure the DoD IT Portfolio Repository (DITPR)
idenlification number 1s listed on the justification memorandum.

Dol Identification Number. DPCLQO is working with DMDC to get specific guidance on the
conversion process for SSNs to DoD Identification Number,

SSN Use Reduction Instruction. The Instruction is still mired in the review process. DPCLO
will notify the DPR when the Instruction has been signed.

Privacy Compliance Metrics V@

A lot of attention has been placed on breaches related to mobile devices and email, however
Components were cautioned not to lose sight of the risks associated with paper records. Paper
records have consistently been a significant cause of breaches. During the first quarter of
FY12 paper records accounted for 43% of our PII breaches. Particular attention should be paid
to records being transferred, retired or disposed.

WHS Data Loss Prevention (DLP) Tool —[P® ]

Personally identifiable inforation (PII) transmitted via email by tenants in the Pentagon is
currently being electronically monitored by a DLP tool. When unencrypted email containing
PII is detected an incident report is sent to the respective Component Privacy Officer. Emails
are not blocked or quarantined. The DLP fool is being implemented by the CIO on the OSD
network only. This impacts approximately 40,000 users across various Components.



. Privacy Implementation Guide —

The encryption of emails containing PII is mandated under several DoD policies

DoD Instruction §500.2, "Information Assurance (IA) Implementation®, Encl 4,
Attachment 5, Confidentiality Level Sensitive Control Number ECCT-1 states that
unciassified, sensitive data transmitted through a commercial or wireless network must be
encrypted using NIST-certified cryptography.

Dob CIO Memorandum, "DoD Guidance on Protecting PIL," August 18, 2006 directs
DoD Components to ensure PII not explicitly cleared for public release is protected
according to Confidentially Level Sensitive, as established in DoD1 8500.2.

DoD CI0 Memorandum, “Encryption of Sensitive Unclassified Data at Rest on Mobile
Computing Devices and Removable Storage Media,” July 3, 2007 requires encryption of
various categories of sensitive data at rest under certain circumstances.

DoD 5400.11-R, “DoD Privacy Program”, Section AP1.5.2., Technical Safeguards,
requires encryption of unclassified personal information in accordance with current
Information Assurance (1A) policies and procedures, as issued.

Another phase of the test pilot is currently being considered that would extend the monitoring
to other Components. More information will be communicated when available.

. DPCL.O Policy and Guidance —|(b)(6)

Stakeholders have had the opportunity to review and comment on the revised Privacy Program
Directive and Manual during the informal review process. Adjudications have been
communicated. When the issuances enter the formal SD-106 process Components are asked to
restrict comments to ‘critical” comments. WHS Directives defines “critical comments” as 1)
Violations of the law or contradictions of Executive Branch policy or of policy established in
DoD issuances. {The GC, DoD, or his or her representative shall identify legal objections as
critical comments.} and 2) Unnecessary risks to safety, life, limb, or DoD materiel; waste or
abuse of DoD appropriations; or imposition of an unreasonabie burden on a Component’s
resources.

The DoDD 5400.11 is currently in pre-SD106 legal review. The DoD 5400.11-R is undergoing
final DPCLO review in preparation for SD106. The goal is to submit the revised Directive and
Manual to Directives for formal SD106 coordination by the end of March 2012.

(b)(E)

Privacy Implementation Guides are a series of 1-2 page papers providing clarification on how
to implement topics addressed in the DoD 5400.11-R. These guides will be posted to the
DPCLO Privacy SharePoint site after coordination through the DPB. The topics currently
being produced are the DoD 1D Number, email encryption, specialized training, breach
reporting, and safeguarding best practices.



VIL Training -[7

Privacy Act Comphance & Management (PACMan) scheduled for March 21-23, 2012 includes
Privacy Act Essentials, SORN Training & Workshop, and a Breach Management Course &
Exercise. This is a Navy only session. Registration is closed.

DPCLO Professionalization for Privacy Officers will be held April 23-27,2012. Target
audience is Privacy Act Officers and senior Privacy Office civilian staff. Registration is by
invitation only.

DPCLO will not hold training May - August 2012 due to a pending office move.

VIII. Announcements and Reminders

» The first DoD Privacy Program Annual Report has been signed, Copies were mailed to
Component Privacy Officers.

» The Component Senior Official for Privacy (CSOP) Forum will be held on March 29, 2012
from 9:00 am — 11:00 am in Pentagon 3D947A.

-Director for Privacy, DPCLO will be presenting several sesstons at the DoD
PAUFOIX Training Workshop, April 10-12, 2012 in San Diego, CA.

IX. Open Discussion

o/ Army Privacy Office asked if there was any DoD training or official

information that addressed Controlled Unclassified Information (CUT).

«  For information regarding DoD policy on CUI as it currently stands, see the newly
updated DoD 5200.01, Vol. 4, DoD Information Security Program: Controlled
Unclassified Information (CUT), February 24, 2012

« For information on the initiative to redefine CUI across Federal agencies, contact the
bOD Cs

OSD/OUSDL {&®) '
0SD/OUSDL{®® |
» A question was raised about the definition of a DoD-wide SORN
= The revised Privacy Program Manual currently in coordination defines DOD-wide
SORNSs as including categories of individuals and categories of records that span the
entire DoD enclave and fall under the control of the Executive Agent for the systems.

X. Wrap up
New action items were reviewed. hanked everyone for a very productive
meeting.

XI. Next Meeting Date
The next DPB meeting is scheduled for Aprit 18, 2012 and will be a teleconference.



XII. Meeting Adjourned

Submitted trj"s’

(bX6) Director for Privacy, DPCLO
v, Defense Privacy Board

pproved Disapproved

P TP o e

Michael L. Rhodes, Director, Administration and Management
Chairman, Defense Privacy Board

T eses 77 /2077,

Date

S-29.

Date



ATTENDANCE

Name

(b)(E)

Organization

Present

Defense Contract Audit Agency

Defense Advanced Research Projects Agency

OSD/Privacy

Missile Defense Agency

White House Communications Agency

National Reconnaissance Office

Defense Privacy and Civil Liberties Office

1.S. Transportation Command

Defense Security Service

> >

Defense Threat Reduction Agency

Army Privacy

Defense Manpower Data Center

Defense Human Resources Activity

Defense Threat Reduction Agency/Privacy

Department of the Navy

Defense Privacy and Civil Liberties Office

sikalls

Navy

DON CIO

>,

NGA

Defense Privacy and Civil Liberties Office

TRICARE Management Activity

Army/TFOIA and Privacy Office

Defense Manpower Data Center

DLA

OSD/ESD

DARPA

OSD/Chief Information Office

TRICARE Management Activity

Defense Human Resources Activity

MITRE/AMC

DFAS

NRO

MITRE/AMC

SIGAR

Defense Privacy and Civil Liberties Office

Army Privacy

CENTCOM

Defense Logistics Agency

Defense Manpower Data Center

National Security Agency

Defense Privacy and Civil Liberties Office

WHS/EITSD

Defense Privacy and Civil Liberties Office




ATTENDANCE

Name

Organization

Present

Air Force Privacy

Defense Privacy and Civil Liberties Office

Army Privacy Office

Air Force

U.S. Northern Command

Army Privacy Office

NGA

DODIG

TMA Privacy Office

Air Force/Policy and Compliance/1A

Army Privacy

DIA

Department of the Navy

Defense Privacy and Civil Liberties Office

Defense Contract Audit Agency

OSD/Chief Information Office

NGA

NGA

NRO

BAH

DON CIO

NGA

NGB

Defense Privacy and Civil Liberties Office

Defense Logistics Agency

o] B Ecd B

DMDC

Defense Privacy and Civil Liberties Office

e

DFAS

NGA

NRO

TMA Privacy Office

CNO, DNS-36

[

Defense Manpower Data Center

MITRE

WHMO

Defense Human Resources Activity

Defense Privacy and Civil Liberties Office

USMC

.S, Central Command

TRICARE Management Activity

Air Force Privacy Office

NGA

Missile Defense Agency




ATTENDANCE

Name

Organization

Present

[6)©6)

Defense Commissary Agency

DTIC

Defense Privacy and Civil Liberties Office

DON, CIQ, Privacy

Pl Bl ke

Defense Privacy and Civil Liberties Office

MITRE

Defense Logistics Agency

>

NRO

Air Force Privacy Office

Missile Defense Agency, CPO

National Security Agency

Office of General Counsel

National Reconnaissance QOffice

ke

SIGAR

National Geospatial Intelligence Agency

TRICARE Management Activity

DLA

WHS/ESD/IMD

DCMA

NGA

Defense Manpower Data Center

MDA

CENTCOM

Defense Privacy and Civil Liberties Office

Defense Privacy and Civil Liberties Office

DISA/Records and PA

Marine Corps

MITRE/AMC

Defense Contract Management Agency

Defense Privacy and Civil Liberties Office

P L B ] ] o

T OO LTI, DLTIT

Marine Corps




Defense Privacy Board Action Item List

Open Action Items List (NOTE: Al submissions to DPCLO should be sent to dpclo.correspondence@osd.mil)

30120313-01

Policy

DPCLO request implementation
guide topics from Components

All
Components

TBD

OPEN

Please send sugpestions for guide
topics to [P© |by
the next DPB.

20120119-01

Policy

Can the DoD ID number be
hidden when signing documents
or email?

DPCLO/
DMDC

TBD

OPEN

Discussions with DMDC ongoing.

20110615-01

Other

US-CERT reporting concerns for
inclusion in DPCLO proposal

All
Components

TBD

OPEN

DPCLOQ is working on a Memo to
address this issue.

Closed Actmn Items Llst

-;Item Number '_ opic

: 3Act10n Item Descnptmn

} ;ﬁ-._; : Asmgned Due -

o _Status

_-'201201 19—03 f Polic;

Sha:ePo mt

ubhsh Info Papcrs to web and - DPCLO ¥

CLOSED:_};
e dehver them as” unplementaﬁon

: DPCLO 1s retoolmg ihe mfo papers

5 _1;20'13:1 9.;02' [ Policy

T 'PmVIde comments on Cross
i} Component Breach Management
- and DoD ID Number Info Papers S

| byCOBJan27"®

Al

'Components (IR

20120119-04

S Provide: any €S0P feedback or
'._recommendatmns 1o topics of
{-discussion for the CSOP Forum
| tentatively planned for March

[25m012 |

2011113001

- Determine 1fDODH3Number 1s TBD
' 3ireleasable under FOIA 1

[ CLoSED

o o0 Oﬁered.commGBtS-Oﬂ' .

: "DMDC and P&R are workmg on-
- legal opinions to.support a “p s
- exemptlon under FOIA for. the

he DoD ID number

this issue during the Jan 19,2012 |
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meeting.

2011113002

Training-

f .Detsrmme If greup IAPP

Certification- training is poss1blé

1 for Components based on budget

DPCLO

~ CLOSED

DPCLO has no fundmg to support
such training. Componentscan =
hold this training if they can fund 1t
themselves.

2011113003

Training

Determ‘me: Lf-.DLA will be able to

- | assist'with enhancing the privacy

.| portion of the Informatlon
- | Assurance (IA) fraining

DPCLO/

CIO/DLA | -y

- CLOSED

The FY12 course was developed
and posted in October 2011. We -
can revisit for FY13. - .- . -

20111130

o

Corfphance

:_Provuie SSN use Justlﬁcatlons.-' -

All

| T i1IR012
'.Components ST

~ CLOSED

2011081702

T _'Deterrmne i e-maﬂs contanung{_.
LRI sent on a secure DoD-
= networl\_ need to be encrypted

frD?CLoﬁa,_c

For MIL © MIL only, where the

. | need to know condition is met, - -
AN emails oonta:mmg PII do no’c need
it be encrypted RERETHIE

If the need to know condltlon 15

NOT met, the email goes to an T
address other than a MIL, ot if -
other inappropriate actxvmes come J
to light, then an unencrypted emaﬂ f;
is reportable. '

2011081701

Compliance

: Frdvxde fist df S}Sfems td be
| reviewed: durmgFYlQ Q1 for
| SSN use reduction” -

All

[omamoit. |
Components.| = = {

“CLOSED

201072001

 Policy

- | Verify e-mail eucryptmn pohcy
_- | in'praposed DoD-5400.11-M

DPCLO

'-_50'8/-1_' 712011

"CLOSED

Updates mcorporated into revnscd 3
manual,

20110720-02.

| Pohcy o

. | Bxpedite SSN Use: Reduction
* | Instruction signature, ..

, ;DPCLO/
DI—IRA

“CLOSED

D ll(Eﬂﬁ) jto follow—up w1th

HRA regarding strategles

2 ’I‘rammg

-+ | Breach Management and
| Prevention Training Survey

TAL

5 ' .._3--06/é2/2o i
,'Components

T CLOSED

-Send completed survey to |

2011061503

5 _Comphance -

Quarterly Reports mcludlng
| ‘Section (m) Contractor. Revxews

| Al

” - .-0?11_5;2_01'_'1-
'Compcnents e

" CLOSED |

dpo corresyondence@osd mﬂ




Defense Privacy Board Action Item List

Other

© .| Address SSN removal from
i records wifti NARA. .

DPCLO -

“CLOSED

Address SSN removai from records.':

| with NARA,.

20100519-02

Other

~ 1-Disposition of PII stored in copy
| machinghard deives .

DPCLO/
DLA

TBD

Discuss details with o _

gizo; 00519-04

Policy

-Guidance and contract language
| outlining contractor liability

DPCLO

To be addressed after subm1531011
of first Section (m) réviews =

2010051505

Policy

o ._'Gtudanceftemplatcs ‘Components

| 'could use to determine optlmal

- | resource levels'and justlfy
| ‘finding s

DPCLO

Data being collected via CSOP |
Survey. R

20100815-01

- cher o o

_Flash. Mernory

T [DECIo

._ Research Flash Memory

20100818021

‘| Bnsure, anacy: FAR clauses
-cited in contrac AREN

“[DPCLO

;S_cotmn M revxews have
.-commenceci

30100818-03"

:O@r. T .

-'_RBassxgnmexi 3

o '3_" ; ' ;DPCLO/; n
Sleo

1TBD

Outsuie scope of DPB

ZOT00816-05

Other

L _"Lessons Leéi‘ned-_;_-.;:-_- o

'-- "DP_CL-O_'/-: 3

CIC
Council

LOSED 'ijHR.A is appropﬂff‘te ‘ead

20100818-06

Other

Res¢arch lpcatlonsfavmlabﬂlty

: 19905 -w}nch contam service
. "-member names and SSNs.

DPCLO. -

Research locations/avaxl'abihfy.éf
lists published from 1930sto. 19905-‘"

| which contain service member

names and SSNs.

20100519-08

Policy

] Take a Eookfat'Mémbershlps

DPCLO

- C L.OSED

Establish in Directive for anacy :'

| and Civil Liberties. (Issues two _'

sets of principles etc.)

2610051907

Other

SR Jomt Base Physmal Access Issue
| (Base Commanders not -
S fAddressmg'-P
] visitors)

spons{)rmg 1o

Navy/AF :

Keep on parking lot

2010057906

Reporting

'- .Clanﬁcatnon on what S _'

- | coordination is. requm::d for

¢ | completihg the ‘Seope of
Advice’ FISMA Report.

"o

ED '--No coOrdmatmn outSIde of
! Component anacy Oﬁice

o requlred

10




Defense Privacy Board Action Item List

-] question, e.g. should
ﬁ i'fComponents query GC for the

“scope of privacy advzcc they
have provided -

20100519-03

Policy

‘Boilerplate: contract
.IanguagefPAR clause requiring

.| Privacy Act training -

DPCLO

TBQ?f

[ CLOSED

OMBmmmﬂy&ﬂMgFAR {
clause SRS

20100519-01

TReporing |
1o _.Catcgory mDIT?R

SORN Pre~Depioyment )

Air Force

T CLOSED

Discuss with CIO. 3-6 monfh
timeline.

“*ofmeDdDCwﬂ

lee_rtles Ofﬁcer N

3010013002

Repomng

”fDPO

'--Subrmt Quarterly Repérts to -

Bienmal anacy

E Trammg Report
-Section 803 of the 9/11
 Commmission
Recommend_anons
-_'-'Report

System of Records _
“Notice Review Report

TANL - | 2010051
Cornponents | -

Due the 15" Workday followmg the
close of the quarter; Last -
submission was 201 001 15

2009021857 | Re

Submlt comments.on the revised

{ Breach Report template to DPO,

Al

20090731
‘COmPOIlents ST

CIOSED

Commeﬁts due-July'S 1.- : 2009 -'

W9071501

Repomng

“| Control Systems Infonnatlon

-1 'Installation Physical Access " -~

AL -

20090731
-.'C(Jmp()nents i e

CLOSED

Responses ciue July 31 2009.-,

G

Reportmg

_: FISMA anacy Report _'

v_Au

| 20090817
S Componenis

CLOSED

‘;-Responses due August 17 20(}9

11



Defense Privacy Board Action Item List

20090218-04

Civil Liberties

Develop and track Civil

. leertles Of;ﬁcer__package |

DPO

CLOSED

DSD signed May 9, 2009 memo .
designating Actmg DA&M as. DoD
CLO.

- 20090415-02

Policy

DevelOp gmdancc On the

considerations when emailing of
PII within a Component agency,

- | across the Departiment and

ouitside the. Department.

DPO

20091201 |

" OPEN

Guidance will be posted to DPO
website as a FAQ. e E

Other '

- | Confirm DPO mailbox accepts

'-CLOSED B

DPO mailbox can accept encrypted
and FOUOQ messages. .~ =" :

20090218

R encrypted and: FOUO messages | -
.t Provide comments on revised 1} All
BRI breach reportmg template to

20090403

i cms.' D
- _:_20090218 02..

Duplicate and error Refef to |

- - A requeﬂt_-ftom" Componen for I‘ I
:._'-{_DPO to provtde Authon )
| training reports. -

20090401 | CLOSED

T Authoriy is i fhe SI00.11R and
| the OMB Circular'A-130. DPO -
| memorandum sent April 3; 2009

Policy

| Provide comments to .DPO on
1 DoD 5400:11, DoD 5400 11 R,

| DoD memorandum

| “Safeguarding Agamst and

Responding to flie Breach of

Personally Idenﬁ:ﬁab]c
| Informiation”, 25 Sep 2008, and
| all Defenseanacy Boand
[-Advisory Opxmons

~ [20090430 | CLOSED
| Components |~ el

| Extension granted by Dxrector,

DPO.

20090415-05 | Policy

| Provide guidance on how ta:
jdelete an exemptmn from a_ REE I

TDPO

CLOSED

Concerns addressed. Guidam':'e. =

. template forthconnng

20090318-07 _ | Reporting | Section 803 of the 0/ g
A T e -'Comm1ss1on Remmmendations
S Report SRR

v -'_Au

(20090715
-_COrnponents T

CLOSED

Ol Consohdated under Item Number
“"-,ji-_'20090218 01 - SR

2009051803

| Systems of Records Notlce

20000715

CLOSED

 Comsolaatad snder Trom Nurber

12
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ool | Review Repoit.
120090617-01 - | Reporting -

v ComIJOﬁents'- T AT

.. 20090218-01. .

| Submit.comments on

| ternplate to- DPO. .

Al

" |'consolidated Quarterly Repdrt: 1 Components R

20090626

o CLOSED . :: Comments due .Tune 26 .2009 T
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AGENDA

» Welcome/Review of Open Action ltems
» SSN Use Reduction Initiative

# Civil Liberties Program

» Privacy Compliance Metrics

» DPCLO Policy and Guidance

» Training Recap

» Announcements/Reminders

» Open Discussion

» Review of New Action Items/Adjournment
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IV.

Defense Privacy Board (DPB)
Meeting Minutes for May 23, 2012

Welcome and Opening Remarks

The meeting was called to order by ©)6) | Executive Secretary, DPB and Director
for Privacy, Defense Privacy and Civil Liberties Office (DPCLO). Attendance was taken from
onsite and teleconference participants. A review of the open action ttems was conducted.

SSN Use Reduction Initiative Update — 00 , DPCLO Support

SSN Use Reduction Instruction. The SSN Use Reduction Instruction has completed legal
sufficiency review. The response to previous public comments must be published in the
Federal Register. After the required publication period, the Instruction will be packaged for
USD(P&R) signature.

DoD Identification Number. Defense Human Resource Activity Identity Web Services can
assist Components in converting social security numbers to DoD Identification Numbers,
Guidance for utilizing the Identity Web Services will be distributed to Components. Specific
questions should be directed to MLAdd-DMDCWADRWebServices@osd.pentagon.mil

Civil Liberties Program -*'© Director for Civil Liberties, DPCLO

The DoD Civil Liberties Officer, Mr. Michael Rhodes, DA&M signed the DoD Civil Liberties
Program Instruction on May 17, 2012. The policy encourages Department-wide compliance
with the statutory requirements of PL 110-53 "Implementing Recommendations of the 9/11
Commission Act of 2007" by requiring adequate consideration of civil liberties in DoD’s
actions.

The Civil Liberties Program staffs’ primary objectives moving forward will be to increase
awareness of the DoD Civil Liberties Program and to assist DoD) in implementing the program
at the Component level. This means providing Component civil liberties POCs and DoD
workforce members with the tools and training necessary to comply with the DoD Civil
Liberties Program and its governing statute.

(h)(E)

Privacy Compliance Metrics — Director for Privacy, DPCLO

Breaches rose from 309 breaches in FY12 Q1 to 639 breaches in FY12 Q2 resulting in a 107%
increase. The number of individuals impacted increased by 537% (from 139,500 to 888,783)
during the same period.

The attention placed on reducing breaches related to mobile devices and emails has had
positive effects; however, Components are encouraged not to lose sight of the risks associated
with paper records. Sixty-nine percent of all breaches reported during FY12 Q1 and FY12 Q2
involved paper records.



(b))

V. Systems of Records Notices —| Director for Privacy, DPCLO

Aced SORNs: Components are advised to focus reviews on SORNs last published in the Federal
Register 1993 — 1997. DPCLO will monitor improvement at end of the calendar year. Refer to
OMB Circular A-130, Appendix I for complete SORN review criteria.

DPCLO SORN/Records Management Submission Validation: The NARA General Records
Schedunle should be used to the greatest extent possible. Component Records Managers can
assist Component Privacy Officers in determining whether an existing retention and disposal
schedule is appropriate for the SORN under development or review.

For future SORN submissions to DPCLO:

e Ifanew SORN has a “Pending NARA Approval” status, provide a copy of the SF 115
{Request for Records Disposition Authority) that was submitted to NARA, or the
Component records schedule to DPCLO with the SORN submission.

» [fan altered and/or amended SORN Retention and Disposal remains “Pending NARA
Approval,” check with the Records Manager to verify that the SF 115 was submitted
and/or approved by NARA, and submit a copy of the SF 115 to DPCLO with the SORN
submission. If no 8F 115 exists or cannot be located, a copy of the Component records
schedule is acceptable.

Federal Register Citations on DPCLO Website: The DPCLO will be placing additional citations
at the end of the SORNs posted on the website for historical purposes. The first citation will be
when the notice was last published in its entirety in the Federal Register. Further citations will
be those that had a subsequent revision, by order of publication in the Federal Register. The
Federal Register citation beside the system name will remain unaffected. This procedure will
begin effective immediately.

SORN Deletions: El reminded the DPB that one SORN may impact several systems;
therefore, he requested that DPCLO notify him of any SORN deletions.

VI. Compliance and Reporting Tool (CART) _IW) Directer for Privacy,
DPCLO

The authority to operate (ATQ) the CART has been awarded. Internal testing with the initial
core group will begin the end of May and roll-out to the other Componeants in June 2012. In lieu
of direct data entry into CART, Components may opt to upload the current Excel DPCLO breach
report template into CART, or cut and paste from Component-specific breach report templates.
Only Component Privacy Officers and their designees will be allowed to enter and submit
reports directly into CART. Training will be provided by DPCLO.



VII. OSD CXO Data Loss Prevention Tool —[PX© |Director for Privacy

A new pilot of the OSD CIO Data Loss Prevention Tool began May 21, 2012. Under this pilot
the tool will quarantine outbound unencrypted emails containing more than one social security
number or more than one credit card namber. Only WHS Human Resources Directorate staff
will participate in the first phase of the pilot. A phased approach will be employed to expand
filtering to other areas of Pentagon Force Protection Agency, WHS and OSD Components.

(D)(6)

VIII. DPCLO Policy and Guidance — » Director for Privacy

WHS Directives is obtaining the DA&M signature to launch formal SD-106 coordination for the
revised DoD Directive 5400.11. Edits from WHS Directives on the revised DoD 5400.11-M are
currently under review by DPCLQO.

IX. Training-[® |

DPCLO successfully completed its second Privacy Officer Professionalization series. There will
be no additional training courses until the fall of 2012 due to the DPCLO move scheduled for
late June/early July. Training schedules and registration information will be posted to the
DPCLQ Sharepoint site when available.

X. Announcements and Reminders

» The DPCLO SharePoint Site has been revamped and the new link distributed. Frequently
Asked Questions have been added to the left navigation bar.

» Mz, Michael Reheuser, Director, DPCLO will be presenting at the DoD FOIA/PA
Training Workshop from June 5-7, 2012 in Padova, Italy.

» The DPCLO office move has been pushed out to late June/early July. More information
to follow,

s Information on Rulemaking & Paperwork Reduction Act Courses & Seminars can be
found at http://www regulationwriters.com/courses.

o The FY12 FISMA Report data call is currently being prepared for distribution this
summer. DPCLO will hold information sessions for Component Privacy Act Officers.

X1. Open Discussion

. larified that when records are received from other agencies and redaction is
appropriate prior to incorporation into a DoD system of records, it is not necessary to
send the record hack to the originating agency for redaction.

o [PXO) ill follow-up on the following civil liberties program issues:

o The civil liberties program Instruction defines privacy as "a right recognized by
the Constitution,” however privacy is not addressed by the Constitution in this
manner. How will this be rectified? (DARPA question)

o PL 110-53, which authorized the civil liberties program, confines its scope to
terrorism related activities; however, the civil liberties program goes beyond that
realm. Under what authority was this scope expanded and in consideration of the




complaint reporting requirement has this change been communicated to

Congress? (NGB question)
XII. 'Wrap up
New action items were reviewed. |{b){6) Lhanked everyone for a very productive meeting.

XIII. Next Meeting Date
The next DPB meeting is scheduled for June 20, 2012 and will be a face-to-face meeting.

XIV. Meeting Adjourned

Submitted b)r%
| /s7 1z

®)Xe Director for Privacy, DPCLO Date
Executive Secretary, Defense Privacy Board

Disapproved
Q_,‘,éiﬂ/ ngfz QL— C-(2./2

Michael L. Rhodes, Director, Administration and Management Date
Chairman, Defense Privacy Board




ATTENDANCE

Name

Organization

Present

D)D)

Defense Contract Audit Agency

Defense Advanced Research Projects Agency

OSD/Privacy

Missile Defense Agency

White House Communications Agency

National Reconnaissance Office

Defense Privacy and Civil Liberties Oftice

U.S. Transportation Command

Defense Security Service

Defense Threat Reduction Agency

Army Privacy

Defense Manpower Data Center

Defense Human Resources Activity

Defense Threat Reduction Agency/Privacy

Department of the Navy

Defense Privacy and Civil Liberties Office

Navy

DON CIO

NGA

Defense Privacy and Civil Liberties Office

TRICARE Management Activity

Army/FOIA and Privacy Office

Defense Manpower Data Center

DLA

OSD/ESD

DARPA

QSD/Chief Information Office

TRICARE Management Activity

Defense Human Resources Activity

MITRE/AMC

DFAS

NRO

MITRE/AMC

DTRA

SIGAR

National Security Agency

Defense Privacy and Civil Liberties Office

Army Privacy

CENTCOM

Defense Logistics Agency

Defense Manpower Data Center

National Security Agency

Defense Privacy and Civil Liberties Office




ATTENDANCE

Name

Organization

Present

(b)(®)

WHS/EITSD

Defense Privacy and Civil Liberties Office

N

Air Force Privacy

Defense Privacy and Civil Liberties Office

N

Army Privacy Office

N\

Air Force

U.S. Northern Command

Army Privacy Office

NGA

DODIG

TMA Privacy Office

Air Force/Policy and Compliance/IA

Army Privacy

DIA

Department of the Navy

Defense Privacy and Civil Liberties Office

Defense Contract Audit Agency

OSD/Chief Information Office

NGA

NGA

NRO

BAH

DON CIO

et

NGA

]
-

NGB

Defense Privacy and Civil Liberties Office

Defense Logistics Agency

R B

DMDC

Defense Privacy and Civil Liberties Office

DFAS

NGA

NRO

Defense Privacy and Civil Liberties Office

TMA Privacy Office

CNO, DNS-36

Defense Manpower Data Center

MITRE

WHMO

DeCA

Defense Human Resources Activity

Defense Privacy and Civil Liberties Office

USMC

11.S. Central Command




ATTENDANCE

Name

Organization

Present

e

]
]

TRICARE Management Activity

N

Alir Force Privacy Office

NGA

Missile Defense Agency

Defense Commissary Agency

DTIC

Defense Privacy and Civil Liberties Office

DON, CIO, Privacy

Defense Privacy and Civil Liberties Office

MITRE

Defense Logistics Agency

NRO

Air Force Privacy Office

Missile Defense Agency, CPO

National Security Agency

Office of General Counsel

-~

National Reconnaissance Office

SIGAR

National Geospatial Intelligence Agency

TRICARE Management Activity

DLA

WHS/ESD/IMD

DCMA.

NGA

Defense Manpower Data Center

MDA

CENTCOM

Defense Privacy and Civil Liberties Office

Defense Privacy and Civil Liberties Office

DISA/Records and PA

Marine Corps

MITRE/AMC

Defense Contract Management Agency

Defense Privacy and Civil Liberties Office

Marine Corps




Defense Privacy Board Action Item List

Open Action Items List (NOTE: All submissions to DPCLO should be sent to dpclo.correspondence@osd. mil)

Item Number

Topic

Action Item Description

Assigned
To

Due Date

Status

Comments

20120523-01

Compliance

DPCLO will provide DPB with
breach statistics of number of
individuals affected by paper
records for 2™ Quarter FY12

All
Components

5/24/2012

OPEN

20120523-02

Policy

The Civil Liberties Program
Instruction defines privacy as "a
right recognized by the
Constitution”, however the
Constitution does not reference
privacy in this manner. How will
this be rectified?

(b)(6}

TBD

OPEN

Question posed by DARPA

20120523-03

Policy

PL 110-53 which authorized the
civil liberties program confines
its scope to terrorism related
activities however the civil
liberties program goes beyond
that realm. Under what authority
was this scope expanded and in
consideration of the complaint
reporting requirement has this
change been communicated to
Congress?

=]

TBD

OPEN

Question posed by NGB

20120119-01

Policy

Can the DoD 1D number be
hidden when signing documents
or email?

DPCLO/
DMDC

TBD

OPEN

Discussions with DMDC ongoing.
Still researching.

20110615-01

{ther

US-CERT reporting concerns for
inclusion in DPCLO proposal

All
Components

TBD

OPEN

DPCI.O is working on a Memo to
address this issue.




Defense Privacy Board Action Item List

Closed Action Ytems List

-Ttem Number - | Topic




Defense Privacy Board Action Item List

Components
20110817-02 | Policy Determine if e-mails containing | DPCLO TBD CLOSED | For .MIL to .MIL only, where the
P11 sent on a secure DoD need to know condition is met,
network need to be encrypted emails containing PII do not need
to be encrypted.
If the need to know condition is
NOT met, the email goes to an
address other than a MIL, or if
other inappropriate activities come
to light, then an unencrypted email
- | is reportable.
20110817-01 Compliance Provide list of systems to be All 9/14/2011 CLOSED
reviewed during FY12 Q1 for Components
SSN use reduction
20110720-01 Policy Verify e-mail encryption policy | DPCLO 08/17/2011 CLOSED | Updates incorporated into revised
in proposed DoD 5400.11-M manual,
20110720-02 | Policy Expedite SSN Use Reduction DPCLO/ ASAP CLOSED [P®© o follow-up with
Instruction signature. DHRA DHRA regarding strategies.
20110615-02 Training Breach Management and All 06/22/2011 CLOSED | Send completed survey to
Prevention Training Survey Components dpo.correspondence@osd.mil.
20110615-03 Compliance Quarterly Reports including All 07/15/2011 CLOSED
Section (m) Contractor Reviews | Components
20100818-G4 Other Address SSN removal from DPCLO TBD CLOSED | Address SSN removal from records
records with NARA. with NARA.
20100519-02 | Other Disposition of PII stored in copy | DPCLO/ TBD CLOSED | Discuss details with/®© |
machine hard drives DLA
20100519-04 | Policy Guidance and contract language | DPCLO TBD CLOSED | To be addressed after submission
outlining contractor liability of first Section (m) reviews
20100519-05 | Policy Guidance/templates Components | DPCLO TBD CLOSED | Data being collected via CSOP
could use to determine optimal Survey.
resource levels and justify
funding
20100818-01 Other Flash Memory DPCLO TBD CLOSED | Research Flash Memory

10




Defense Privacy Board Action Item List

20100818-02 | Other Ensure Privacy FAR clauses DPCLO TBD CLOSED | Section M reviews have
cited in contracts commenced

20100818-03 Other Reassignment of SSN review in | DPCLO/ TBD CLOSED | Outside scope of DPB
DITPR to CIO. CIO

20100818-05 | Other Contact CIO Council to host a DPCLO/ TBD CLOSED | DHRA is appropriate lead.
guest speaker on SSN Reduction | CIO
Lessons Learned. Council

20100818-06 | Other Research locations/availability | DPCLO TBD CLOSED | Research locations/availability of
of lists published from 1930s to lists published from 1930s to 1990s
1990s which contain service which contain service member
member names and SSNs. names and SSNs,

20100519-08 | Policy Take a look at Memberships DPCLO TBD CLOSED | Establish in Directive for Privacy
and Civil Liberties. (Issues two
sets of principles etc.)

20100519-07 | Other Joint Base Physical Access Issue | Navy/AF TBD CLOSED | Keep on parking lot
(Base Commanders not
Addressing PA, sponsoring
visitors)

20100519-06 Reporting Clarification on what DPCLO TBD CLOSED | No coordination outside of
coordination is required for Component Privacy Office
completing the ‘Scope of required.

Advice’ FISMA Report
question, e.g. should
Components query GC for the
scope of privacy advice they
have provided

20100519-03 | Policy Boilerplate contract DPCLO TBD CLOSED OMB currently drafting FAR
language/FAR clause requiring clause
Privacy Act training

20100519-01 Reporting SORN Pre-Deployment Air Force TBD CLOSED | Discuss with CIO. 3-6 month
Category in DITPR timeline.

I




Defense Privacy Board Action Item List

20100120-0t Civil Liberties | Submit Points of Contact All 20100701 CLOSED | Component Privacy Officers asked
+ “Organizational Components to help Component leadership
Placement and Structure identify points of contacts ASAP
of the DoD Civil
Liberties Officer
Function”
20100120-02 | Reporting Submit Quarterly Reports to All 20100515 CLOSED | Due the 15" workday following the
DPO: Components close of the quarter. Last
+ Biennial Privacy submission was 20100115.
Training Report
¢ Section 803 of the 9/11
Comrnission
Recommendations
Report
s System of Records
Notice Review Report
20090218-02 | Reporting Submit comments on the revised | All 20090731 | CLOSED Comments due July 31, 2009.
Breach Report template to DPO. | Components
20090715-01 Reporting Installation Physical Access All 20090731 | CLOSED Responses due July 31, 2009.
Cenirol Systems Information. Components
20090715-02 | Reporting FISMA. Privacy Report. All 20090817 | CLOSED Responses due August 17, 2009,
Components
20090218-04 | Civil Liberties | Develop and track Civil DPO Ongoing CLOSED DSD signed May 9, 2009 memo
Liberties Officer package designating Acting DA&M as DoD
CLO.
20090415-02 | Policy Develop guidance on the DPO 20091201 OPEN Guidance will be posted to DPO
considerations when emailing of website as a FAQ,
PH within a Component agency,
across the Department and
outside the Department.
20090415-01 Other Confirm DPO mailbox accepts | DPO 20090501 | CLOSED DPO mailbox can accept encrypted
encrypted and FOUO messages and FOUQ messages.
20090218-05 | Reporting Provide comments on revised All 20090403 | CLOSED Duplicate and error. Refer to

12




Defense Privacy Board Action Item List

breach reporting template to Components 20090218-02.
DPQ,
20090318-01 Reporting A request from Component for | DPO 20090401 | CLOSED Authority is in the 5400.11-R and
DPO to provide Authority for the OMB Circular A-130. DPO
{raining reports. memorandum sent April 3, 2009.
200906218-03 Policy Provide comments to DPO on All 20090430 | CLOSED Extension granted by Director,
DoD 5400.11, DoD 5400.11-R, | Components DPO.
DoD memorandum
“Safeguarding Against and
Responding to the Breach of
Personally Identifiable
Information”, 25 Sep 2008, and
all Defense Privacy Board
Advisory Opinions.
20090415-03 | Policy Provide guidance on how to DPO 20090520 | CLOSED Concerns addressed. Guidance
delete an exemption from a template forthcoming.
SORN.
20090318-02 | Reporting Section 803 of the 9/11 All 20090715 | CLOSED Consolidated under Item Number
Commission Recommendations | Components 20090218-01.
Report.
20090318-03 Reporting Systems of Records Notice All 20090715 | CLOSED Consolidated under Item Number
Review Report. Components 20050218-01.
20090617-01 | Reporting Submit comments on All 20090626 | CLOSED Comments due June 26, 2009.

congolidated Quarterly Report
template to DPO.

Components

13




AGENDA

» Welcome/Review of Open Action ltems
» Policy and Guidance

» Privacy Compliance Metrics

» DPCLO Training Schedule

» Announcements/Reminders

» Open Discussion

» Review of New Action Items

» Next Meeting Date

» Adjournment



I.

IL.

Defense Privacy Board (DPB)
Meeting Minutes for August 15, 2012

Welcome and Opening Remarks

The face-to-face meeting was called to order by |(b)(6) |Executive Secretary, DPB
and Director for Privacy, Defense Privacy and Civil Liberties Office (DPCLO). Attendance
was taken from onsite and teleconference participants. A review of the open action items was
conducted.

Policy and Guidance

SSN Use Reduction Instruction. DoDI 1000.30, “Reduction of Social Security Number (SSN)
Use Within DoD,” August 1, 2012 has been signed and posted to the WHS Directives site at
http://www.dtic.mil/whs/directives/corres /pdf/100030p.pdf. There are two key differences
between the DTM and the Instruction: 1) Enclosure 2.4.a. of the Instruction provides rules for
the use of the DoD Identification Number (previously the EDI-PI) and 2) SES/Flag Officer
level signature is no longer specified for SSN use justification memoranda. Heads of
Components may wish to consider change their current designee. |[®)©) |
WHS/ESD stated that changes to the Instruction may be forthcoming.

Dol Identification Number. DoDI 1000.30 contains rules for the use and sharing of the DoD
ID Number. For assistance in converting SSNs to DoD ID Numbers contact DMDC at
MLAdd-DMDCWADRWebServices@osd.pentagon.mil.

DPCLO SSN Use Justification Memoranda Reviews, In FY 12 Q1-Q3 DPCLO received SSN
use justification memos for 36.03% of the systems in the DITPR collecting the SSN. This puts
us just 1.5% short of the goal of receiving 12.5% of the memos each quarter.

Overall, DPCLO is seeing positive results from the initial reviews. Of the memos DPCLO has
reviewed, roughly 7.6% are eliminating SSNs from the system. Approximately 52.5% of all
the systems reviewed were approved as legacy systems. Legacy system justifications are
temporary approvals and will be reevaluated in two years.

Some content matters for Components to remember when developing their use justification
memos.

* Ensure you have ruled out all other use cases before designating legacy system as your
use case.

e Include the DITPR ID number on the use justification memorandum. The DITPR ID
number is used to track which systems have been reviewed.

e Explicitly state the use case being applied. Additionally, clearly explain why the system
qualifies for that use case.

Other Policy. Guidance and Resources.

e Revised DoDD 5400.11 and DoD 5400.11-M are cwrrently going through the informal
SD-106 coordination process.




III.

e DA&M Memorandum “Use of Best Judgment for Individual Personally Identifiable
Information (PII) Breach Notification Determinations”, August 2, 2012 only applies to
the decision to notify individuals impacted by a breach NOT breach reporting.

¢ DHS Privacy Office Memorandum “Privacy Incident Reporting to the US-CERT”,
August 25, 2011 provides guidance allowing Components to use their best judgment with
US-CERT breach notification determinations.

FYi2 Federal Information Security Management Act (FISMA) Guidance. DPCLO provided
FY 12 FISMA guidance to the DPB and COCOMs via an August 4, 2012 email. COCOMSs can
expect to receive the same tasking via Joint Staff as well. The report covers the period October
1, 2011 through September 30, 2012. Due dates are firmm. Requests for extension cannot be
granted due to other OSD level review and coordination due dates.

Key Dates:
¢ September 10, 2012: Components make final corrections and updates to DoD
Information Technology Portfolio Repository (DITPR).
¢ September 17, 2012: Components submit completed reporting template (Attachment 2)
with narratives and signed certification (Attachment 3) to DPCLO at
dpo.correpondence@osd.mil.

Carefully read the FISMA guidance instructions and the comments embedded in the reporting
template (Attachment 2 of the FISMA memo). Enter data only in the yellow shaded areas of
the reporting template. Some questions may require narrative statements and are noted as
such.

Direct questions to[?® atl(b_)(ﬁ)

Privacy Compliance Metrics

Breach Statistics: The overall number of breaches decreased 26% from 639 in the QTR 2 to
475 in QTR 3. Paper records and e-mail continue to be areas of high concern.

Privacy Compliance and Reporting Tool (CART): Current CART users are Army, AF,
0OSD/JS, and NGB. The roll-out to the remaining Components is scheduled to commence on
October 1, 2012. Training will be provided. The PII Breach Reporting DD Form is currently

under development. Questions can be directed to[®© DPCLO,
[ |

OSD CIO Data Loss Prevention (DLP) Tool: The DLP is currently blocking outgoing
unencrypted emails containing 2 or more social security numbers or Credit Card Numbers. Of
the approximately 40 emails blocked each day, most are users sending their personal
information to a personal account or users responding to messages which already contained
PII. The tool was inappropriately blocking emails containing the NARA numbering system.
NARA format mimics SSNs, i.e. ###-##-####. However, an exception has been created in the
process to halt these blocks.




IV. DPCLO Sponsored Training

October 1 PIAs and Privacy for System Owners

October 15 - 18 DPCLO Privacy Officer Professionalization Program

(DPoP) (registration by invitation only)

October 25 - 26 COCOM Privacy Officer Training Workshop (registration

by invitation only)

November 7 -9 Privacy Act Compliance and Management (PACMan)

The DPCLQO has additional sessions under development. Training schedules and registration
information will be posted to the DPCLO Sharepoint site when available.

V. Announcements and Reminders

2012 Privacy Program Annual Report: DPCLO is in the early stages of drafting the 2012
Privacy Program Annual Report. Please submit any ideas or success stortes to DPCLO.

Stock Act: Congress has delayed implementation until early September. No additional
information from DoD SOCO at this time.

DPCLO Website: A few look and feel changes have been made to the DPCLO website
splash page including the addition of a media page.

V1. Open Discussion

Which DoD standards address the requirement to encrypts emails containing PII? Are
emails transmitted using the DoD network emails considered to be transmitted over
commercial networks? (DFAS question).

o DoD 5400.11-R, Section AP1.5.2., Technical Safeguards. Encrypt unclassified
personal information with current Information Assurance (IA) policies and
procedures, as issued.

o DODI 8500.2, February 6, 2003, Enclosure 4, Attachment 5, Enclave and
Computing Environment Confidentiality. ECCT-1 Encryption for Confidentiality
{Data in Transit) Unclassified, sensitive data transmitted through a commercial or
wireless network are encrypted using NIST-certified cryptography (See also
DCSR-2).

Through communications with DoD Information Assurance, DPCLQO has confirmed that
all emails sent over DoD networks are considered “transmissions through a commercial
or wireless network”.



VIIL

VIIIL

e |D)XE)

GC responded to civil liberties program questions posed during the May

Z3, Z0TZ DPB meeting.
o Question: The civil liberties program Instruction defines privacy as "a right

Wrap up

New action items were reviewed.

recognized by the Constitution”, however privacy is not addressed by the
Constitution in this manner. How will this be rectified? (DARPA question)
Response: Under the Civil Liberties DoDI, privacy is defined as the right to
privacy recognized under the Constitution of the United States. This definition is
supported by case law.

Question: PL 110-53 which authorized the civil liberties program confines its
scope to terrorism related activities, however the civil liberties program goes
beyond that realm. Under what authority was this scope expanded and in
consideration of the complaint reporting requirement has this change been
communicated to Congress? (NGB question)

Response: The statute establishes the minimum requirements placed upon the
DoD Civil Liberttes Officer. To meet these requirements, the DoD Civil Liberties
Officer determined it was necessary to constitute the DoD Civil Liberties Program
as provided for in the Civil Liberties DoDL

BY6 . :
©X6) thanked everyone for a very productive meeting.

Next Meeting Date
The next DPB meeting is scheduled for September 19, 2012 and will be a teleconference.



IX. Meeting Adjourned

Submitied by
(b)E)

FERE) iDircctor for Privacy, DPCLO
Executive Secretary. Defense Privacy Board

- ~

’Kpp_r_g_y:d./ Disapproved

Z,L._( (o @

Michael L.. Rhodes, Director, Administration and Management
Chairman, Defense Privacy Board
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ATTENDANCE

Name

Organization

Present

(b)(E)

Defense Contract Audit Agency

Defense Advanced Research Projects Agency

OSD/Privacy

Missile Defense Agency

White House Communications Agency

National Reconnaissance Office

Defense Privacy and Civil Liberties Office

U.S. Transportation Command

Defense Security Service

Defense Threat Reduction Agency

Army Privacy

Defense Human Resources Activity

Defense Threat Reduction Agency/Privacy

USMC

Department of the Navy

Defense Privacy and Civil Liberties Office

Air Force, OGC

Navy

DON CIO

NGA

Defense Privacy and Civil Liberties Office

TRICARE Management Activity

Army/FOIA and Privacy Office

Defense Manpower Data Center

DLA

OSD/ESD

DARPA

OSD/Chief Information Office

TRICARE Management Activity

L

Defense Human Resources Activity

MITRE/AMC

DFAS

NRO

MITRE/AMC

DTRA

P M s

SIGAR

National Security Agency

NRO

Defense Privacy and Civil Liberties Office

Amny Privacy

CENTCOM

Defense Logistics Agency

Defense Manpower Data Center




ATTENDANCE

Name

Organization

Present

(b)(6)

Defense Privacy and Civil Liberties Office

WHS/EITSD

Defense Privacy and Civil Liberties Office

Air Force Privacy

Defense Privacy and Civil Liberties Office

Army Privacy Office

U.S. Northern Command

Army Privacy Office

NGA

DODIG

TMA Privacy Office

Air Force/Policy and Compliance/lA

Army Privacy

DIA

Department of the Navy

Defense Privacy and Civil Liberties Office

DCAA

QSD/Chief Information Office

NGA

NGA

NRO

BAH

DON CIO

NGA

NGB

Defense Privacy and Civil Liberties Office

Defense Logistics Agency

sl A el I

DMDC

Defense Privacy and Civil Liberties Office

DFAS

e

NGA

NRO

Defense Privacy and Civil Liberties Office

TMA Privacy Office

CNO, DNS-36

Defense Manpower Data Center

MITRE

WHMO

DeCA

Defense Human Resources Activity

Defense Privacy and Civil Liberties Office

1J.S. Central Command

Air Force Privacy Office




ATTENDANCE

Organization

Present

Missile Defense Agency

N

Defense Commissary Agency

N

DTIC

RN

Defense Privacy and Civil Liberties Office

DON, CIO, Privacy

Defense Privacy and Civil Liberties Office

MITRE

Defense Logistics Agency

NRO

Air Force Privacy Office

Missile Defense Agency, CPO

Office of General Counsel

National Reconnaissance Office

SIGAR

National Geospatial Intelligence Agency

TRICARE Management Activity

DLA

WHS/ESD/IMD

DCMA

el

CENTCOM

Defense Privacy and Civil Liberties Office

Defense Privacy and Civil Liberties Office

DISA/Records and PA

Marine Corps

MITRE/AMC

Defense Contract Management Agency

“ A

Defense Privacy and Civil Liberties Office

Marine Corps




Defense Privacy Board Action Item List

Open Action Items List (NOTE: All submissions to DPCLO should be sent to dpclo.correspondenceaosd.mil)

Item Number

Topic

Action [tem Description

Assigned
To

Due Date

Status

20120815-01

Policy

| §SN Justification I[nstruction no

longer refers to Component
Forms Management Officers; it
simply refers to Components.
Was this change intentional and
will it create a conflict between
Component and DoD Forms
Managers?

DPCLO will
refer

uestion to

Sep DPB

OPEN

Comments

20120815-02

Other

Can CART be modified to auto
generate a tracking number
instead of the US CERT
number?

(b)(6)

Sep DPB

OPEN

20120815-03

Compliance

DPCLO will circulate the C1O
FISMA memo to DPB members
for use in obtaining compliance
with FISMA reporting

(D)6)

31 August
2012

OPEN

l(b)(ﬁ) Ivill rovide CIO
-ISMA memo t for

inclusion with the DPB minutes

20110615-01

Other

US-CERT reporting concerns for
inclusion in DPCLO proposal

All
Components

TBD

CLOSED

DHS Privacy Office memo
distributed as FY1 in lieu of DoD
memo




Defense Privacy Board Action Item List

Closed Action Items List

Item Number | Topic Action Item Description Assigned Due Date | Status Comments
To
20120523-01 Compliance DPCLO will provide DPB with | All 5/24/2012 CLOSED
breach statistics of number of Components
individuals affected by paper
records for 2™ Quarter FY12
20120523-02 | Policy The Civil Liberties Program (bX6) TBD CLOSED | Question posed by DARPA.EX“) |
Instruction defines privacy as "a esponded during Aug 15
right recognized by the meeting. Additional questions may
Constitution”, however the be addressed thb)(s)
Constitution does not reference Director for Civil Liberties.
privacy in this manner. [How will
this be rectified?
20120523-03 | Policy PL 110-53 which authorized the [®)6) TBD CLOSED | Question posed by NGB, [P©® |
civil liberties program confines responded during Aug 15
its scope to terrorism related meeting. Additional questions may
activities however the civil be addressed tJ®'® |
liberties program goes beyond Director for Civil Liberties.
that realm, Under what authority
was this scope expanded and in
consideration of the complaint
reporting requirement has this
change been communicated to
Congress?
20120119-01 Policy Can the DoD ID number be DPCLO/ TBD CLOSED | DMDC is investigating the
hidden when signing documents | DMDC technical aspects of this inquiry.
or email?
20120313-01 Policy DPCLQ request implementation | All ONGOING | CLOSED | Please send suggestions for guide
guide topics from Components | Components topics to|(55mj I:y
the next DPB.
20120119-03 | Policy Publish info Papers to weband | DPCLO TBD CLOSED | DPCLO is retooling the info papers

SharePoint

to deliver them as implementation

10




Defense Privacy Board Action Item List

guides.

20120119-02 Policy Provide comments on Cross All 1/27/2012 CLOSED
Component Breach Management | Components
and DoD ID Number Info Papers
by COB Jan 27" .

20120119-04 Other Provide any CSOP feedback or | All 2/15/2012 CLOSED
recommendations (o topics of Components
discussion for the CSOP Forum

_ ) tentatively planned for March L o

2011113001 Policy Determine it Dol) ID Number is | DPCLO BD CLOSED | DMDC and P&R are working on

releasable under FOIA legal opinions to support a “2”
exemption under FOIA for the
release of the DoD ID number.
(b)) offered comments on
this 1ssue during the Jan 19, 2012
meeting.

20111130-02 Training Determine if group 1APP DPCLO TBD CLOSED | DPCLO has no funding to support
Certification training is possible such training. Components can
for Components based on budget hold this training if they can fund it

B themselves.

20111130-03 Training Determine if DLA will be able to | DPCLO/ TBD CLOSED | The FY12 course was developed
assist with enhancing the privacy | CIO/DLA and posted in October 2011. We
portion of the Information can revisit for FY13.

o L Assurance (TA) training o
20111130-04 | Compliance Provide SSN use justifications All 1/17/2012 CLOSED
_ 3 . o | Components
20110817-02 Policy " Determine il e-mails containing | DPCLO TBD CLOSED | For .MIL to .MIL only, where the

P1I sent on a secure DoD
network need to be encrypted

need to know condition is met,
emails containing PII do not need
to be encrypted.

If the need to know condition is
NOT met, the email goes to an
address other than a MIL, or if

11




Defense Privacy Board Action Item List

other inappropriate activities come
to light, then an unencrypted email
is reportable.

20010817-0t Compliance Provide list of systems to be All 9/14/2011 CLOSED
reviewed during FY12 Q1 for Components
o SSN use reduction
20110720-01 Policy Verity e-mail encryption policy | DPCLO 08/17/2011 CI.OSED | Updates incorporated into revised
N _in proposed DoD 5400.11-M L ) | manual.
20110720-02 Policy lixpedite SSN Use Reduction DPCLOY/ ASAP CLOSED Eb)(ﬁ) Jto follow-up with
| Instruction signature. DHRA | DHRA regarding strategies.
20110615-02 Training Breach Management and All 06/22/2011 CLOSED | Send completed survey to
- _| Prevention ‘Training Survey Components dpo.correspondence@osd.mil.
20110615-03 Compliance Quarterly Reports including All 07/15/2011 CLOSED
_ Section (m) Contractor Reviews | Components | ‘ .
20100818-04 | Other Address SSN removal from DPCLO TBD CLOSED | Address SSN removal from records
records with NARA. _ | with NARA.
20100519-02 Other Disposition of Pli stored in copy | DPCLO/ TBD CLOSED | Discuss details withiﬁﬁ) |
machine hard drives DLA
20100519-04 Policy Guidance and contract language | DPCLO TBD CLOSED | To be addressed after submission
outlining contractor liability Ny of first Section (m) reviews
20100519-05 | Policy Guidance/templates Components | DPCLO TBD CLOSED | Data being collected via CSOP
could use to determine optimal Survey.
resource levels and justify
funding - _
20100818-01 | Other Flash Memory _ DPCLO TBD CLOSED | Research Flash Memory
20100818-02 Other Ensure Privacy I'AR clauscs DPCLO TBD CLOSED | Section M reviews have
(R R citedincomracts | _|__ _ commenced
20100818-03 Other Reassignment of SSN review in | DPCLO/ TBD CLOSED | Outside scope of DPB
1 DITPR to CIO. (O o 1
20100818-05 | Other Contact CIO Council to host a DPCLO/ TBD CLOSED | DHRA is appropriate lead.
guest speaker on SSN Reduction | CIO
l.essons Learned. Council
20100818-06 | Other Research locations/availability DPCLO TBD CLOSED | Research locations/availability of

12




Defense Privacy Board Action Item List

of lists published from 1930s to
1990s which contain service
member names and SSNs.

lists published from 1930s to 1990s
which contain service member
names and SSNs.

20100519-08 | Policy Take a look at Memberships DPCLO TBD CLOSED | Establish in Directive for Privacy
and Civil Liberties. (Issues two
- | sets of principles etc.)
20100519-07 | Other Joint Base Physical Access Issue | Navy/AF TBD CLOSED | Keep on parking lot
(Base Commanders not
Addressing PA, sponsoring
visitors) o Bl
20100519-06 | Reporting Clarification on what DPCLO TBD CLOSED | No coordination outside of
coordination is required for Component Privacy Office
completing the ‘Scope of required.
Advice’” FISMA Report
question, e.g. should
Components query GC for the
scope of privacy advice they
have provided
20100519-03 | Policy Boilerplate contract DPCLO TBD CLOSED OMB currently drafting FAR
language/F AR clause requiring clause
Privacy Act training
20100519-01 Reporting SORN Pre-Deployment Air Force TBD CLOSED | Discuss with CIO. 3-6 month
Category in DITPR timeline.
720100120-01 Civil Liberties | Submit Points of Contact All 20100701 CLOSED | Component Privacy Officers asked
e “Organizational Components to help Component leadership
Placement and Structure identify points of contacts ASAP
of the DoD Civil
Liberties OfTicer
S Function”
20100120-02 | Reporting Submit Quarterly Reports to All 20100515 CLOSED | Due the 15™ workday following the
DPO: Components close of the quarter. Last

13




Defense Privacy Board Action Item List

e Biennial Privacy
Training Report
e Section 803 of the 9/11

submission was 20100115.

DoD memorandum

Commission
Recommendations
Report
« System of Records
_Notice Review Report I
20090218-02 Reporting Submit comments on the revised | All 20090731 | CLOSED Comments due July 31, 2009.
Breach Report template to DPO. | Components |
20090715-01 Reporting [nstallation Physical Access All 20090731 | CLLOSED Responses due July 31, 2009.
~ | Control Systems Information. Components
200907 15-02 Reporting FISMA Privacy Report. All 20090817 | CLOSED Responses due August 17, 2009.
B Components L _ S
20090218-04 | Civil Liberties | Develop and track Civil DPO Ongoing CLOSED DSD signed May 9, 2009 memo
Liberties Officer package designating Acting DA&M as DoD
CLO.
20090415-02 Policy Develop guidance on the DPO 20091201 OPEN Guidance will be posted to DPO
considerations when emailing of website as a FAQ.
PII within a Component agency,
across the Department and
o outside the Department. L
200904 15-01 Other Confirm DPO mailbox accepts DPO 20090501 | CLOSED DPO mailbox can accept encrypted
) . | encrypted and FOUQ messages | o L and FOUQ messages.
20090218-05 | Reporting Provide comments on revised All 20090403 | CLOSED Duplicate and error. Refer to
breach reporting template to Components 20090218-02.
DPO
20090318-01 Reporting A request from Component for DPO 20090401 | CLOSED Authority is in the 5400.11-R and
DPO to provide Authority for the OMB Circular A-130. DPO
o training reports. 1 memorandum sent April 3, 2009.
20090218-03 Policy Provide comments to DPO on All 20090430 | CLOSED Extension granted by Director,
DoD> 5400.11, DoD 5400.11-R, | Components DPO.

14




Defense Privacy Board Action Item List

“Safeguarding Against and
Responding to the Breach of
Personally [dentifiable
Information”, 25 Sep 2008, and
all Defense Privacy Board
Advisory Opinions.

template to DPO.

20090415-03 Policy Provide guidance on how to DPO 20090520 | CLOSED Concerns addressed. Guidance
delete an exemption from a template forthcoming.
SORN.

20090318-02 Reporting Section 803 of the 9/11 All 20090715 | CLOSED Consolidated under Item Number
Commission Recommendations | Components 20090218-01.
Report.

20090318-03 Reporting Systems of Records Notice All 20090715 | CLOSED Consolidated under Item Number

B Review Report. Components 20090218-01.

20090617-01 Reporting Submit comments on All 20090626 | CLOSED Comments due June 26, 2009.

consolidated Quarterly Report Components

15
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II.

IIL.

Defense Privacy Board (DPB)
Meeting Minutes for December 6, 2012

Welcome and Opening Remarks

The face-to-face meeting was called to order by W |Executive Secretary, DPB
and Director for Privacy, Defense Privacy and Civil Liberties Office (DPCLQ). Attendance
was taken from onsite and teleconference participants. A review was conducted of the open
action items.

Policy and Guidance

Status of DoD 5400.11-R and DoDD 5400.11:

¢ DoD Directive 5400.11 is currently in the formal SD-106 coordination process. The
process is scheduled to end on December 6, 2012.

¢ DoD Manual 5400.11 1s currently in the DA&M informal coordination process. The
anticipated release for formal SD-106 coordination is mid-December 2012,

o Components were reminded to consider the DA&M Memorandum “Use of Best
Judgment for Individual Personally Identifiable Information (PII) Breach Notification
Determinations,” August 2, 2012 when deciding to notify individuals impacted by a
breach. This memorandum provides guidance to Components on the use of the best
judgment standard on the decision to notify individuals. It does NOT change the breach
reporting requirement.

Privacy Compliance Metrics

FY 12 Quarters 1-4 Breach Statistics: e Ipointed out that, although paper records
decreased this quarter and e-mails remained high, these breach areas continue to be of concern.
The number of incidents for paper record decreased in the 4" Quarter to 446, compared to 475
incidents in the 3rd Quarter.

(b)(®)

Quarterly Report Update: riefed everyone on the new quarterly reporting

spreadsheet to be used by the components beginning 1st Quarter FY13. Questions can be
directed to DPCLOJPX®) A copy was distributed 1o all DPB

with the meeting agenda.

SORN Review (1993-2007) Tasking: Discussions are ongoing with Components that have
SORNSs published in the Federal Register between 1993 and 2007. The DPCLO has no record
that these SORNS have been reviewed in the review cycles that began in 2008. Components
were asked to review the 18 categories of data to identify discrepancies, inaccurate information
and missing information.




The SORN review should reflect review of 40% of the oldest SORNs by December 31, 2012
and the remaining to be reviewed by September 30, 2013. The reviews are to be added to your

(b)(E)

gharterlv repprt (including SORN system II) number and name). Questions can be directed to

DPCLO, [V)®)

IV. DPCLO Sponsored Training

March 11 — 13,2013 | Privacy Act Compliance and Management (PACMan)

April 22 - 25, 2013 DPCLO Privacy Officer Professionalization Program

(DPOP)

May 20, 2013 PIAs and Privacy for System Owners Training &

SORN Overview

The DPCLO has additional sessions under development. Courses are in great demand with
limited seating. Training schedules, course announcements and registration information will be
posted to the DPCLO SharePcoint site when available.

V. Announcements and Reminders

2012 Privacy Program Annual Report: DPCLO is finalizing the 2012 Privacy Program
Annual Report. Thank you for submitting your best practices, initiatives and success
stories to DPCLO.

CSOP Meeting: The CSOP meeting was held on Thursday, November 29" 2012, There
are no action items to report. The materials will be uploaded to the DPCLO SharePoint
Site.

DPB Quarterly Newsletter: The DPB Quarterly Newsletter provides items of interests
that impact the components. The first edition was sent out on October 11, 2012. The next
edition will be sent out in January 2013,

VI. Open Discussion

o (VO White House Communications opened the discussion.

o Comment: The National Archives & Records Administration (NARA) is in the
process of rewriting and overhauling their retention disposition process. There is
no Privacy representation within the tasked NARA group.
Response: The DPCLO will provide a representative if possible.
asked that the information be provided to him for action.

{b)(E)




VII. Wrap up
New action items were reviewedl(b)(ﬁ) thanked everyone for a very productive meeting.

VIII. Next Meeting Date
The next DPB meeting is scheduled for January 16, 2013 and will be a teleconference.

IX. Meeting Adjourned

Submitted by "

/
12 [/ [P0,
[O® |Director for Privacy, DPCLO Date
Executive Secretary, Defense Privacy Board

@ Disapproved

Michael L Rhodes, Dlrector Admintstration and Management Date
Chairman, Defense Privacy Board




ATTENDANCE

Name

Organization

Present 7

(b)(6)

Defense Contract Audit Agency

Defense Advanced Research Projects Agency

X

OSD/Privacy

X

Missile Defense Agency

White House Communications Agency

Defense Human Resources Activity

National Reconnaissance Qffice

Air Force Privacy Office

Defense Privacy and Civil Liberties Office

U.S. Transportation Command

Defense Security Service

Defense Threat Reduction Agency

Defense Human Resources Activity

Defense Threat Reduction Agency/Privacy

USMC

Department of the Navy

Defense Privacy and Civil Liberttes Office

Alr Force, OGC

Navy

DON CIO

NGA

Defense Privacy and Civil Liberties Office

TRICARE Management Activity

Defense Manpower Data Center

DLA

OSD/ESD

DARPA

OSD/Chief Information Qffice

TRICARE Management Activity

Defense Human Resources Activity

MITRE/AMC

DFAS

NRO

MITRE/AMC

DTRA

SIGAR

National Security Agency

NRO

Defense Privacy and Civil Liberties Office

CENTCOM

Defense Logistics Agency

Defense Manpower Data Center

Defense Privacy and Civil Liberties Office




ATTENDANCE

Name

Organization

Present

(b)(e)

WHS/EITSD

Defense Privacy and Civil Liberties Office

Air Force Privacy

Defense Privacy and Civil Liberties Office

Army Privacy Office

U.S. Northern Command

Army Privacy Office

NGA

DODIG

TMA Privacy Office

Air Force/Policy and Compliance/]A

Army Privacy

DIA

Department of the Navy

Defense Privacy and Civil Liberties Office

DCAA

OSD/Chief Information QOffice

NGA

NGA

NRO

MITRE

>(f

BAH

DON CIO

NGA

NGB

Defense Privacy and Civil Liberties Office

Defense Logistics Agency

el e ] e

DMDC

Defense Privacy and Civil Liberties Office

o

DFAS

NGA

NRO

Defense Privacy and Civil Liberties Office

TMA Privacy Office

CNO, DNS-36

Defense Manpower Data Center

MITRE

WHMO

DeCA

Defense Human Resources Activity

Defense Privacy and Civil Liberties Office

U.S. Central Command

Air Force Privacy Office




ATTENDANCE

Name

Organization

Present

(b)(E)

Missile Defense Agency

Defense Commissary Agency

DTIC

Defense Privacy and Civil Liberties Office

| A

DON, CIO, Privacy

Defense Privacy and Civil Liberties Office

MITRE

Defense Logistics Agency

NRO

Air Force Privacy Office

Missile Defense Agency, CPO

{Office of General Counsel

National Reconnaissance Office

Pl

SIGAR

National Geospatial Intelligence Agency

TRICARE Management Activity

DLA

WHS/ESD/IMD

DCMA

P A [

CENTCOM

Defense Privacy and Civil Liberties Office

Defense Privacy and Civil Liberties Office

DISA/Records and PA

Marine Corps

MITRE/AMC

Defense Contract Management Agency

P Pl R

Marine Corps




Defense Privacy Board Action Item List

Item Number

Topic

Action Item Description

Assigned
To

Due Date

Status

Comments

20121206-01

Policy

Improve MOU/MOA language
to provide better privacy
considerations

DPCLO

ASAP

OPEN

20121206-02

Training

Offer train-the-trainer
opportunities through which
Component Privacy Officers can
learn how to crosswalk privacy
with their Component IT
personnel

DPCLO

April 2013

OPEN

This request is in process via
updates pending for the DPCLO
Privacy Officer Professionalization
(DPOP) course. Training for IT
personnel is already being offered
via the Privacy Considerations for
IT System Developers class.

201201206-03

Compliance

Develop guidance that assists
DoD personnel in understanding
the relationship between existing
privacy laws and regulations as
well as how to implement the
privacy requirements of each

DPCLO

March DPB

OPEN

20121206-04

Compliance

NARA is in the process of
overhauling the disposition
schedule; DPCLO representation
at those meetings might be
beneficial to the Privacy
Program

DPCLO

ASAP

OPEN

20120815-01

Policy

SSN Justification Instruction no
longer refers to Component
Forms Management Officers; it
simply refers to Components.
Was this change intentional and
will it create a conflict between
Component and DoD Forms
Managers?

DPCLO will
refer

uestion to
(b)) |

(P&R)

Sep DPB

OPEN

DPCLO will issue an Instructional
Memo explaining the forms process
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20120815-02 | Other Can CART be modified to auto [P/ Sep DPB CLOSED | This request is currently not an
generate a tracking number option due to technological and
instead of the US CERT fiscal constraints.
number?

20120815-03 | Compliance | DPCLO will circulate the CIO  [(0)6) 31 August CLOSED | Memos circulated with the DPB
FISMA memo to DPB members 2012 minutes;
for use in obtaining compliance
with FISMA reporting Memos will be circulated with the

DPB minutes from the Dec 12
meeting as well.

20110615-01 | Other US-CERT reporting concerns tor | All TBD CLOSED | DHS Privacy Office memo
inclusion in DPCLQO proposal Components distributed as FY1 in lieu of DoD

memo

Open Action Items List (VNOTE: -t/ submissions to DPCELO should be sent to dpclo.correspondencea ovd. mil)
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Closed Action Items List

Item Number | Topic Action Item Description Assigned Due Date | Status Comments
To

20120523-01 Compliance DPCLO will provide DPB with | All 5/24/2012 CLOSED
breach statistics of number of Components
individuals affected by paper
records for 2™ Quarter FY 12

20120523-02 Policy The Civil Liberties Program b)(6) TBD CLOSED | Question posed by DARPA.[P® |
Instruction defines privacy as "a ®0) __ responded during Aug 15
right recognized by the meeting. Additional questions may
Constitution”, however the be addressed to[®X6)

Constitution does not reference Director for Civil Liberties.
privacy in this manner. How will
this be rectified?

20120523-03 | Policy PL 110-33 which authorized the | TBD CLOSED | Question posed by NGB.
civil liberties program confines [©® ] responded during Aug 15
its scope to terrorism related meeting. Additional questions may
activities however the civil be addressed to|(b)(6) |
liberties program goes beyond Director for Civil Liberties.
that realm. Under what authority
was this scope expanded and in
consideration of the complaint
reporting requirement has this
change been communicated to
Congress?

20120119-01 Policy Can the DoD ID number be DPCLO/ TBD CLOSED | DMDC is investigating the
hidden when signing documents | DMDC technical aspects of this inquiry.
or email? I

20120313-01 Policy DPCLO request implementation | All ONGOING | CLOSED | Please send suggestions for guide
guide topics from Components Components topics T by

7 the next DPB.

20120119-03 Policy Publish Info Papers to web and | DPCLO TBD CLOSED | DPCLO is retooling the info papers

SharePoint to deliver them as implementation
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guides.

20120119-02 Policy Provide comments on Cross All 1/27/2012 CLOSED
Component Breach Management | Components
and DoD ID Number Info Papers
by COB Jan 27"

20120119-04 | Other Provide any CSOP feedback or | All 2/15/2012 CLOSED
recommendations to topics of Components
discussion for the CSOP Forum
tentatively planned for March

201171130-01 Policy Determine if Do) ID Number is | DPCLO TBD CLOSED | DMDC and P&R are working on
releasable under FOIA legal opinions to support a *2”

exemption under FOIA for the
release of the Dol 1D number.
(0)6) ffered comments on
this issue during the Jan 19, 2012
meeting.

20111130-02 | Training Determine if group IAPP DPCLO TBD CLOSED | DPCLO has no funding to support
Certification training is possible such training. Components can
for Components based on budget hold this training if they can fund it

themselves.

20111130-03 Training Determine if DLA will be able to | DPCLO/ TBD CLOSED | The FY12 course was developed
assist with enhancing the privacy | CIO/DLA and posted in October 2011. We
portion of the Information can revisit for FY13.

Assurance (1A) training
20111130-04 Compliance Provide SSN use justifications All 1/17/2012 CLOSED
Components
20110817-02 | Policy Determine if e-mails containing | DPCLO TBD CLOSED | For .MIL to .MIL only, where the

PII sent on a secure DoD
network need to be encrypted

need to know condition is met,
emails containing Pl do not need
to be encrypted.

If the need to know condition is
NOT met, the email goes to an
address other than a MlIL.. orif

10
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other inain;ropriale activities come
to light, then an unencrypted email
is reportable.

1§

20110817-1 Compliance Provide list of systems to be All 9/14/2011 CLOSED
reviewed during FY12 Q1 for Components
1 SSN use reduction
20110720-01 Policy Verify e-mail encryption policy | DPCLO 08/17/2011 CILLOSED | Updates incorporated into revised
in proposed DoD 5400.11-M ~ | manual,
2011072002 | Policy Expedite SSN Use Reduction DPCLO/ ASAP CLOSED [P© b follow-up with
Instruction signature. DHRA DHRA regarding strategies.
20110615-02 Training Breach Management and All 06/22/2011 CLOSED | Send completed survey to
Prevention Training Survey Components dpo.correspondence@osd.mil.
20110615-03 Compliance Quarterly Reports including All 07/15/2011 CLOSED
Section (m) Contractor Reviews | Components
20100818-04 Other Address SSN removal from DPCLO TBD CLOSED | Address SSN removal from records
records with NARA. with NARA. _
20100519-02 | Other Disposition of PII stored in copy | DPCLO/ TBD CLOSED | Discuss details with[>® B
machine hard drives DLA
20100519-04 | Policy Guidance and contract language | DPCLO TBD CLOSED | To be addressed after submission
outlining contractor liability of first Section (m) reviews
20100519-05 Policy Guidance/templates Components | DPCLO TBD CLOSED | Data being collected via CSOP
could use to determine optimal Survey.
resource levels and justify
funding
20100818-01 Other Flash Memory DPCLO TBD CLOSED | Research Flash Memory
20100818-02 Other Ensure Privacy FAR clauses DPCLO TBD CLOSED | Section M reviews have
cited in contracts commenced
20100818-03 Other Reassignment of SSN review in | DPCLO/ TBD CLOSED | Outside scope of DPB
DITPR to CIO. CIO
20100818-05 Other Contact CIO Council to host a DPCLO/ TBD CLOSED | DHRA is appropriate lead.
guest speaker on SSN Reduction | CIO
Lessons l.earned. Council
20100818-06 Other Research locations/availability DPCLO TBD CLOSED | Research locations/availability of
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of lists published from 1930s to
1990s which contain service
member names and SSNs.

lists published from 1930s to 1990s
which contain service member
names and SSNs.

20100519-08 Policy Take a look at Memberships DPCLO TBD CLLOSED | Establish in Directive for Privacy
and Civil Liberties. (Issues two
. L _ sets of principles etc.) _
20100519-07 Other Joint Base Physical Access Issue | Navy/AF TBD CLOSED | Keep on parking lot
(Base Commanders not
Addressing PA, sponsoring
- visitors) N o a ]
20100519-06 Reporting Clarification on what DPCILO TBD CLOSED | No coordination outside of
coordination is required for Component Privacy Office
completing the ‘Scope of required.
Advice’ FISMA Report
question, e.g. should
Components query GC for the
scope of privacy advice they
have provided
20100519-03 Policy Boilerplate contract DPCLO TBD CLOSED OMB currently drafting FAR
language/FAR clause requiring clause
Privacy Act fraining
20100519-01 Reporting SORN Pre-Deployment Air Force TBD CLOSED | Discuss with CIO. 3-6 month
Category in DITPR timeline.
20100120-01 Civil Liberties | Submit Points of Contact All 20100701 CLOSED | Component Privacy Officers asked
e “Organizational Components to help Component leadership
Placement and Structure identify points of contacts ASAP
of the DoD Civil
Liberties Officer
Function™
20100120-02 Reporting Submit Quarterly Reports to All 20100515 CLOSED | Due the 15" workday following the
DPO: Components close of the quarter. Last

12
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¢ Bicnnial Privacy
Training Report

e Section 803 of the 9/11
Commission
Recommiendations
Report

«  System of Records
Notice Review Report

Fsubz_“m ssion was 20100115,

| DoD memorandum

13

20090218-02 Reporting Submit comments on the revised | All 20090731 | CLOSED Comments due July 31. 2009,
| Breach Report template to DPO. | Components | . _
2009071 5-01 Reporting Installation Physical Access All 20090731 | CLOSED Responses due July 31, 2009.
T Control Systems Information. | Components
20090715-02 Reporting FISMA Privacy Report. All 20090817 | CLOSED Responscs duc August 17, 2009.
Components

20090218-04 Civil Liberties | Develop and track Civil DPO Ongoing CLOSED DSD signed May 9. 2009 memo

Liberties Officer package designating Acting DA&M as DoD)
CLO.

20090415-02 Policy Develop guidance on the DPO 20091201 OPEN Guidance will be posted to DPO
considerations when emailing of website as a FAQ.
PII within a Component agency.
across the Department and
outside the Department.

20090415-01 Other Confirm DPO mailbox accepts DPO 20090501 | CLOSED DPQO mailbox can accept encrypted
encrypted and FOUQ messages and FOUQ messages.

20090218-05 Reporting Provide comments on revised All 20090403 | CLOSED Duplicate and crror. Refer to
breach reporting template to Components 20090218-02.
DPO,

20090318-01 Reporting A request from Component for DPO 20090401 | CLOSED Authority is in the 5400.11-R and
DPO 10 provide Authority for the OMRB Circular A-130. DPO

_ rainingreports. | memorandum sent April 3, 2009. |

20090218-03 Policy Provide comments to DO on All 20090430 | CLOSED Extension granted by Director,

Dol> 5400.11, DoD 5400.11-R, | Components DPO.
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! Advisory Opinions.

~Safeguarding Against and
Responding to the Breach of
Personally Identifiable
Information™, 25 Sep 2008, and
all Defense Privacy Board

20090415-03 Policy Provide guidance on how to DPO 20090520 | CLOSED Concemns addressed. Guidance
delete an exemption from a template forthcoming.
SORN.

20090318-02 Reporting Section 803 of the 9/11 All 20090715 | CLOSED Consolidated under Item Number
Commission Recommendations | Components 20090218-01.
Report.

200903 18-03 Reporting Systems of Records Notice All 20090715 | CLOSED Consolidated under Item Number
Review Report. Components 20090218-01.

20090617-01 Reporting Submit comments on All 20090626 | CLOSED Comments due June 26, 2009.
consolidated Quarterly Report Components

template to DPQ.

14




AGENDA Docod | _ |

» Welcome/Review of Open Action Items

» Policy and Guidance

» Privacy Compliance Metrics
» DPCLO Training Schedule

» Announcements/Reminders
» Open Discussion

» Review of New Action Items
» Next Meeting Date

» Adjournment



Defense Privacy Board (DPB)
Meeting Minutes for January 16, 2013

I. Welcome and Opening Remarks

(b)(E) . .
The meeting was called to order b},rl7 Executive Secretary, DPB and Director

tor Privacy, Defense Privacy and Civil Liberties Office (DPCLO). Attendance was taken from
onsite and teleconference participants. A review was conducted of the open action items.

II. Policy and Guidance

Status of Do) 5400.11-R and DoDID> 5400.11:

o DoD Directive 5400.11 is currently in the pre-signature review process and being edited
by WHS Directives. The proposed rule for the Code of Federal Regulations is being
drafted. The next steps are the legal sufficiency and security review before being signed.
The timeline for review is an estimated 90 to 120 days.

e The DA&M informal coordination for the DoD Manual 5400.11-M process was
completed on December 28, 2012. WHS General Counsel, Information Management
Division, Pentagon Force Protection Agency, and the Directorate for Organizational and
Management Planning all concurred without comments.

¢ A second DA&M coordination is forthcoming and DPCLO requests components to
perform reviews in an expedient manner.

s It's important that components remember when performing reviews, not to include
administrative comments. When assigning a comment category, conform to the
standards established by WHS Directives located on the SD Form 818, “Comment Matrix
for DoD Issuances,” August 2012,

o “The justification for critical comments must identify violations of law or
contractions of Executive Branch or DoD policy, unnecessary risks to safety, life,
limb, or DoD material, waste of abuse of DoD appropriations, or imposition of an
unreasonable burden on a Component’s tesources.”

o “Make a substantive comment if a part of the issuance seems unnecessary,
incorrect, misleading, confusing, or inconsistent with other sections, or if you
disagree with the proposed responsibilities, requirements, or procedures. One
substantive comment is usually not sufficient justification for a nonconcur on an
issnance. Multiple substantive comments may be grounds for a nonconcur.”

¢ Comments that are incorrectly categorized will be forwarded to WHS Directives for
review.

III. Privacy Compliance Metrics

1* Quarter FY13 Breach Statistics: The first quarter breach statistics were discussed.

¢ The number of incidents for paper records decreased in 1st quarter FY13 to 181,
compared to 260 incidents in the 4th quarter FY12.

o The number of incidents for laptops decreased in 1% quarter FY13 to 11, compared to 32
incidents in the 4th quarter of FY12.



e The number of incidents for emails decreased in 1st guarter FY'13 to 78, compared to 95
incidents in the 4th Quarter of FY 12,

e The number of incidents for other removable devices decreased in Ist quarter FY13 1o 3,
compared to 7 incidents in the 4th Quarter of FY12.

SORN Review (1993-2007) Task Update: Discussions and assistance continues with
Components that have SORNs published in the Federal Register between 1993 and 2007.
DPCLO has assistance available to help DoD Components in the review and updates for
SORNSs in this publication date range. Two components have completed one-on-one training
with the DPCLO. The feedback received has been positive.

Quarterly reports were due on Januarv 15, 2013 and the data will be reported at the next DPB.
Questions can be directed to DPCLO, at [P®

Announcements and Reminders Upcoming privacy related courses of interest to
Components:

DPCLO Sponsored Courses
March 11 - 13,2013 | Privacy Act Compliance and Management (PACMan)

April 22 - 25, 2013 DPCLO Privacy Officer Professionalization Program (DPOP)

May 20, 2013 P1As and Privacy for System Owners Training & SORN
Overview
o OtherPrivacy Training Outside of DPCLO S
February 25 - Security in Knowledge, RSA Conference 2013 in San Francisco,
March 1, 2013 CA
March 6-8, 2013 IAPP Global Privacy Sumimit in Washington, DC

e DPCLO sponsored courses are in great demand with limited seating. Training schedules,
course announcements and registration information will be posted to the DPCLO
SharePoint site when available. Additional sessions under development.

e American Society of Access Professionals (ASAP) has a list of events that they will be
holding in 2013. The website is www.accesspro.org.

IV. Open Discussion

DPCLO is seeing a number of breach reports indicating that notifications are being sent to those
potentially affected when there are internal breaches that are determined to have a low level risk
such as, encrypted emails or laptops. The impact on individuals affected in a breach must be
assessed on a case-by-case basis.



VI,

Please refer to the Do) Memorandum, “Use of Best Judgment for Individually Identifiable

Information (PII) Breach Notification Determinations” that is attached.

Paragraph C.1.5.1.5 of the DoD 5400.11-R contains minimum information to be included in a

breach notification.

Wrap up
There were no new action items to review.' thanked everyone for a productive

meeting.

Next Meeting Date

The next DPB meeting is scheduled for February 20, 2013 and will be a teleconference format.

Meeting Adjourned

Su‘t}mi‘:teTB%r

W) [Director for Pri;acy, DPCLO

Executive Secretary, Defense Privacy Board

fxpprb:\_f@ Disapproved

2 T2

Michael L. Rhodes, Direcior, Administration and Management
Chairman, Defense Privacy Board

1130 1/

ate

L )3

Date



ATTENDANCE

Organization Present

FDefense Contract Audit Agency

Defense Advanced Research Projects Agency N

OSD/Privacy AN

Missile Defense Agency

White House Communications Agency X

Defense Human Resources Activity N

National Reconnaissance Office

Air Force Privacy Office X

Defense Privacy and Civil Liberties Office

LS. Transportation Command

Defense Security Service N

Defense Threat Reduction Agency

Defense Human Resources Activity

Defense Threat Reduction Agency/Privacy

USMC AN

Department of the Navy AN

Defense Privacy and Civil Liberties Office N

Air Force, OGC N

Navy

DON CIO N

JTFCapMed N

NGA

Detense Privacy and Civil Liberties Office N

TRICARE Management Activity

Defense Manpower Data Center

DLA A

OSD/ESD

DARPA

OSD/Chief Information Office X

TRICARE Management Activity

Defense Human Resources Activity

MITRE/AMC

DFAS

NRO N

MITRE/AMC N

DTRA N

SIGAR

National Security Agency X

NRO

Defense Privacy and Civil Liberties Office X

CENTCOM

Defense Logistics Agency x

Defense Manpower Data Center




ATTENDANCE

Name

Organization

Present

Defense Privacy and Civil Liberties Office

WHS/EITSD

Defense Privacy and Civil Liberties Office

DTRA

Air Force Privacy

Defense Privacy and Civil Liberties Office

Army Privacy Office

U.S. Northern Command

Army Privacy Office

NGA

DODIG

TMA Privacy Office

Air Force/Policy and Compliance/lA

Army Privacy

DIA

Department of the Navy

Detense Privacy and Civil Liberties Office

DCAA

OSD/Chief Information Office

NGA

NGA

NRO

MITRE

BAH

DON CIO

NGA

NGB

Defense Privacy and Civil Liberties Office

Defensc Logistics Agency

DMDC

Defense Privacy and Civil Liberties Office

DFAS

NGA

'NRO

Defense Privacy and Civil Liberties Office

TMA Privacy Office

CNO, DNS-36

Defense Manpower Data Center

MITRE

WHMO

DeCA

Defense Human Resources Activity

Defense Privacy and Civil Liberties Office




ATTENDANCE

Name

Organization

Present

D)

U.S. Northern Command

U.8. Central Command

Department of the Navy

Air Force Privacy Office

Missile Detense Agency

Defense Commissary Agency

DTIC

Defense Privacy and Civil Liberties Office

ANV AV AN A g e

DON, ClO, Privacy

Defense Privacy and Civil Liberties Office

MITRE

Defense Logistics Agency

NRO

Air Force Privacy Office

Missile Defense Agency, CPO

Office of General Counsel

National Reconnaissance Office

A

SIGAR

National Geospatial Intelligence Agency

TRICARE Management Activity

DLA

WHS/ESD/IMD

Department of the Navy

DCMA

AV A P

CENTCOM

Defense Privacy and Civil Liberties Office

DIiSA/Records and PA

Marine Corps

MITRE/AMC

Defense Contract Management Agency

et P e ol e

Marine Corps
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Commsents

50121206-01

DPCLO is develbbing language and

will it create a conflict between
Component and DoD Forms
Managers?

Policy Improve MOU/MOA language | DPCLO ASAP
to provide better privacy PROCESS | guidance for MOQU/MOA privacy
considerations considerations.

20121206-04 | Compliance NARA is in the process of BPCLO ASAP PENDING | DPCLOQ is in the process of
overhauling the disposition following up with the NARA POC.
schedule; DPCLO representation NARA is in the process of
at those meetings might be overhauling the disposition
beneficial to the Privacy schedule; DPCLO representation at
Program those meetings might be beneficial

to the Privacy Program. DPCLO
will be follow-up with the NARA
POC,

DPCLO contacted NARA and will
be part of working group involved
in the overhaul of the disposition
schedule. We will keep board
members updated.

20120815-01 | Policy SSN Justification Instruction no | DPCLO will | Sep DPB IN This is still being worked by
longer refers to Component drafta PROCESS | DPCLO. DPCLO will issue an
Forms Management Officers; it | memo to Instructional Memo explaining the
simply refers to Components. address this forms process. SSN Justification
Was this change intentional and | omission Instruction no longer refers to

Component Forms Management
Officers; it simply refers to
Components. Was this change
intentional and will it create a
conflict between Component and
DoD Forms Managers?
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20121206-02 | Training Offer train-the-trainer DPCLO April 2013 | CLOSED This request being updated for the
opportunities through which for the Privacy Act Compliance and
Component Privacy Officers can Management (PACMan) and
learn how to crosswalk privacy DPCLO Privacy Officer
with their Component IT Professionalization (DPOP) course.
personnel
201201206-03 | Compliance | Develop guidance that assists DPCLO March DPB | CLOSED Guidance is already provided in the
DoD personnel in understanding PACMan and DPOP training.
the relationship between existing
privacy laws and regulations as
well as how to implement the
privacy requirements of each
20120815-02 | Other Can CART be modified to auto | Sep DPB CLOSED | This request is currently not an
generate a tracking number option due to technological and
instead of the US CERT ! fiscal constraints.
number? L’WE
20120815-03 | Compliance | DPCLO will circulate the CIO  |[P)® 31 August CLOSED | Memos circulated with the DPB
FISMA memo to DPB members 2012 minutes;
for use in obtaining compliance
with FISMA reporting Memos will be circulated with the
DPB minutes from the Dec 12
meeting as well.
20110615-01 | Other US-CERT reporting concemns for | All TBD CLOSED | DHS Privacy Office memo
inclusion in DPCLO proposal Components distributed as FY1 in lieu of DoD
memo
Open Action Items List (NOTE: 1!/ vubmissions 1o DPCLO should be sent o dpdlo.correspondence a ovd.nil)
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Clesed Action Items List
Item Number | Topic Action Item Description Assigned Due Date | Status Comments
To

20120523-01 Compliance | DPCLO will provide DPB with | All 5/24/2012 CLOSED
breach statistics of number of Components
individuals affected by paper
records for 2" Quarter FY12 | -

26120523-02 | Policy The Civil Liberties Program (OX0) TBD CLOSED | Question posed by DARPA.[P® ]
Instruction defines privacy as "a nded during Aug 15
right recognized by the meeting. Addit uesti ay
Constitution”, however the be addressed to.!(:g’gEEE
Constitution does not reference Director for Civil Liperties.
privacy in this manner. How will
this be rectified?

20120523-03 | Policy PL 110-53 which authorized the [®X© TBD CLOSED | Question posed by NGB, [0X0) |
civil liberties program confines esponded during Aug 15
its scope to terrorism related meeting. Additional questions may
activities however the civil be addressed to[PX®) I
liberties program goes beyond Director for Civil Liberties.
that realm. Under what authority
was this scope expanded and in
consideration of the complaint
reporting requirement has this
change been communicated to
Congress?

20120119-01 Policy Can the DoD ID number be DPCLO/ TBD CLOSED | DMDC is investigating the
hidden when signing documents | DMDC technical aspects of this inquiry.
or email?

20120313-01 Policy DPCLO request implementation | All ONGOING | CLOSED | Please send suggestions for guide
guide topics from Components | Components topics to [PXO) Lby

the next DPB.

20120119-03 | Policy Publish Info Papers to weband | DPCLO TBD CLOSED | DPCLO is retooling the info papers

SharePoint to deliver them as implementation
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| PII sent on a secure Dob
network need to be encrypted

2012011902 | Policy Provide comments on Cross | All 1/27/2012 |  CLOSED
- ' ' 'Component Breach Management | Components
{ and DoD ID Number Info Papers | '
_ . _byCOBJanZ? - . _— e
20120119-04 Other ' Provide any CSOP feedback or | Al 2/15/2012 CLOSED
' | recommendations to topics of | Components
-discussion for the CSOP Forum | ' '
| | | tentatively planned for March  { -._ R S | :
20111130-01 | Policy Determiine if DoD ID Number is | DPCLO TBD " CLOSED - | DMDC and P&R are working on
| releasable under FOIA : : legal opinions to support a “2*
- ' - exemption under FOIA for the
release of the Dol ID number. .
| offered comments on
this issue during the Jan 19, 2012
_ o | meeting.
20111130-02 | Training Determine if group IAPP DPCLO TBD CLOSED | DPCLO has no fundmg to support
 Certification training is possible ' such traamng Components.can
| for Components based on budget hold this trammg if they can fund 4
' _' N _ - _ _ themselves.
20111130-03 | Training Determine if DLA will be able to | DPCLO/ | TBD CLOSED | The FY12 course was developed
assist with enhancing the privacy | CIO/DLA “and posted in October 2011. We
portior of the Information ' can revisit for FY13.
S Assurance (IA) training -
20111130-04 | Compliance | Provide SSN use justifications | All 1/17/2012 CLOSED
| o 4 Components | B B
2011081702 | Policy Deterrnine if e-mails containing | DPCLO | TBD CLOSED | For .MIL to .MIL only, where the

need to know condition is met,
emails containing PII do not need
to be encrypted.

- If the need to know condition is
- NOT met, the email goes to an

address other than a MIL, or if

10
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other inappropriate activities come
to light, then an unencrypted emall
is reportable.

oT4me11

20110817-01 | Compliance | Provide list of systems to be All CLOSED
reviewed during FY12 Q1 for Components
SSN use reduction B | . _
20110720-01 | Policy Verify e-mail encryption policy | DPCLO 08/17/2011 |  CLOSED | Updates incorporated into revised.
_ in proposed DoD 5400.11-M R _ manual. e
20110720-02 | Policy Expedite SSN Use Reduction DPCLO/ ASAP "CLOSED I“’SEES ___fofollow-up with
» : _ Instruction signature, DHRA _ _ _ _ DHRA regarding strategies..
20110615-02 | Training | Breach Management and All 06/22/2011 | CLOSED | Send completed survey to
e L  Prevention Training Survey Components S | dpo.correspondence@osd.mil.
2011061503 | Compliance | Quarterly Reports including | All 07/15/2011 | CLOSED -
- o Section (m) Contractor Reviews | Components |~
20100818-04 | Other Address SSN removal from DPCLO  TBD CLOSED | Address SSN removal from records
I  records with NARA. ‘ e _ with NARA., _
2010051902 | Other - Disposition of PII stored incopy | DPCLO/ | TBD CLOSED | Discuss details witl[PY®) |
o machine hard drives DLA -
20100519-04 | Policy | Guidance and contract language | DPCLO TBD - CLOSED | To be addressed after submission
outlmmg contractor lability 1 of first Section (m) reviews
20100519-05 | Policy Guidance/templates Components | DPCLO TBD " CLOSED | Data being collected via CSOP
could use to determine optimal Survey.
resource levels and 3ust1fy
_ _ | funding - _
- 20100818-01 Other | Flash Memory DPCLO TBD { CLOSED | Research Flash Memory
20100818-02 | Other ‘Ensure Privacy FAR clauses DPCLO TBD | CLOSED | Section M reviews have
L : cited in contracts . | o _ commenced
20100818-03 | Other | Reassignment of SSN review in | DPCLO/ TBD CLOSED | Qutside scope of DPB
_ N ] | DITPR to ClO. CiQ . o . o
20100818-05 | Other Contact CIO Council to host a |DPCLO/ | TBD CLOSED | DHRA is.appropriate lead,
guest speaker on SSN Reduction | CIO - ‘ o L
3 ' 3 1 Lessons Learned.. Council _ _ -
20100818-06 | Other Research locations/availability | DPCLO | TBD CLOSED | Research locations/availability of

11
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of lists published from 1930s to
1990s which contain service
member names and SSNs.

lists published from 1930s to 1990s
which contain service member
‘pames and SSNs.

20100519-08 | Policy Take a look at Memberships DPCLO | TBD CLOSED | Establish in Directive for Privacy
i - B and Civil Liberties. (Issues two
_ _ _ _ o : sets of principles etc.)
20100519-07 | Other Joint Base Phystcal Access Issue [ Navy/AF TBD CLOSED | Keep on parking lot
{Base Commanders not
Addressing PA, sponsoring
| visitors) |
20100519-06 | Reporting Clarification on what DPCLO TBD CLOSED | No coordination outside of
o - coordination is required for Component Privacy Office
completing the “Scope of required. '
| Advice’ FISMA Report
| question, e.g. should
Components query GC for the
scope of privacy advice they
_ . have provided o
2010051903 Policy Boi'le_rjpiatc contract - DPCLO TBD CLOSED OMB currently drafting FAR
language/FAR clause requiring’ clause
| . S Privacy Act training |
20100519-0t | Reporting SORN Pre-Deployitient | Air Force | TBD 'CLOSED | Discuss with CIO. 3-6 month
o | Category in DITPR timeline.
20100120-01 Civil Liberties | Submit Points of Contact All 20100701 CLOSED | Component Privacy Officers asked
* “Organizational -Cemponents 10 help Component leadership
Placement and Structure identify points of contacts ASAP
of the DoD Civil -
Liberties Officer
, . , . Function” . P L _
20100120-02 | Reporting | Submit Quarterly Reports to | Al 20100515 | CLOSED | Due the 15" workday following the
DPO: | Components ' close of the quarter. Last

12
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s Biennial Privacy

“submission was 20100115.

DoD memoi‘an'durn

Training Report
» Section 803 of the 9/11
Commission
Recommendatxons
Report -
= System of Records
1 Notice Review Repoit o _
20090218-02 | Reporting Submit comments on the revised | All 20090731 | CLOSED Comments due July 31, 2009,
' _ Breach Report template 1o DPO Components o _
20090715-01 | Reporting Installation Physical Access | Al 20090731 | CLOSED | Responses due July 31, 2009,
. 1 Control Systems Information. Components e | | _
20090715-02 | Reporting | FISMA Privacy Repott. 1Al 170050817 | CLOSED | Responses due August 17, 2009.
_ _ e \ Components | | S -
20090218-04 | Civil Liberties | Develop and track Civil DPO Ongoing |CLOSED | DSD signed May 9, 2009 memo
' “Liberties Officer package designating Acting DA&M as DoD
CLO.
20090415-02 | Policy Develop guidance on the DPO 20091201 | OPEN | Guidance will be posted to DPO
considerations when emailing of ' website as a FAQ.
P within a Component agency, | -
across the Department and :
e - | outside the Department. - B o
20090415-01 | Other Confirm DPO mailbox acccpts | DPO { 20090501 | CLOSED DPO miailbox can acoept encrypted
s _ encrypted and FOUQ messages | - o and FOUO mess Sages.
20090218-05- | Reporting Provide comments on revised All 20090403 | CLOSED Duplicate and error. Refer to -
breach reporting template to Components 20090218-02.
: DPO. '
20090318-01 | Reporting A request from Component for | DPO 20090401 | CLOSED Authority is in the 5400.11-R and
DPO to provide Authority for S the OMB Circular A-130. DPO
o 5 training reports. _ C S o memorandum sent April 3, 2009.
20090218-03 | Policy T Provide comments to DPO on | All 20090430 | CLOSED Extension granted by Director, -
' ' DoD 5400.11, DoD 5400.11-R, | Components | ' DPQ.

13
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“Safeguarding Against and
Responding to the Breach of
Personally Identifiable

| Information™, 25 Sep 2008, and

| all Defense Privacy Board
_ ' g | Advisory Opinions. - o _ L -

2009041503 | Policy Provide guidance on how to 1 DPO 20090520 | CLOSED | Concerns addressed. Guidance

| delete an exemption from a : - template forthcoming.
20090318-02 | Reporting | Section 803 of the 9/11 TAIL- 20090715 | CLOSED Consolidated under Item Numbet-

' ' Commission Recommendations | Components | 20090218-01. |
‘Report. -' .
20090318-03 | Reporting Systems of Records Notice All 20090715 | CLOSED | Consolidated under Item Number
Review Report. Components 20090218-01.

20090617-01 | Reporting | Submit comments on [ Al 20090626 | CLOSED Comments due June 26, 2009.

| consolidated Quarterly Report '

template to DPO.

- Components

14
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OFFICE OF THE SECRETARY OF DEFENSE
1950 DEFENSE PENTAGON
WASHINGTON, DC 20301-1980

ACHBISTIATION ANG AUG 22012
WANAGEMENT

MEMORANDUM FOR COMPONENT PRIVACY OFFICERS

SUBJECT: Use of Best Judgment for Individual Personally Identifiable Information (PII)
Breach Notification Determinations

References: (a) Director, Administration and Management Memorandum “Safeguarding
Against and Responding to the Breach of Personally Identifiable Information,”
June 5, 2009
(b) Office of Management and Budget Memorandum, M-06-19, “Reporting
Incidents Involving Personally Identifiable Information and Incorporating the Cost
for Security in Agency Information Technology Investment,” July 21, 2006
(¢) DoD 5400.11-R “Department of Defense Privacy Program,” May 14, 2007
(d) DoDD 5400.11 “DoD Privacy Program,” May 8, 2007
(e) National Institute of Standards and Technology (NIST) Special Publication
800-122, “Guide to Protecting the Confidentiality of Personally Identifiable
Information,” April 2010

The purpose of this memorandum is to help guide Components towatd optimal decision-
making regarding PII breach risk and notification determinations as described in references (a),
(c), and (d). It also replaces Table 1 of reference (a).

The Department must continue its efforts to promote a culture to continuously ‘think
privacy’ and act swiftly to develop and implement effective breach mitigation plans, when
necessary. Our challenge is that no two breaches of PII involve the exact same circumstances,
personnel, systems, or information. A case-by-case analysis combined with the use of best
judgment is required for effective breach management.

The determination whether to notify individuals of a breach is based on an assessment of
the likelihood that the individual will be harmed as a result of the breach and its impact. Harm
includes embarrassment, inconvenience, financial loss, blackmail, identity theft, emotional
distress and loss of self-esteem. Five factors should be weighed to assess the likely risk of harm:

¢ Nature of the data elements breached

e Number of individuals affected

¢ Likelihood the information is accessible and usable

# Likelihood the breach may lead to harm, and

o Ability of the Department to mitigate the risk of harm.

A final decision regarding whether to make notification cannot be made until after each

factor has been assessed. The decision to notify should not be based on one factor alone. For
example, a breach may involve social security numbers (SSNs) making that factor a high risk.



However, SSNs may be stored on an encrypted, Common Access Card-enabled laptop to
mitigate potential compromise which could lead to harm. Therefore, although one factor in this
example {data elements) rates as a high likelihood of harm, after all factors are evaluated and
considered, the overall likelihood of harm resulting from the breach is low given the technical
safeguards in place. Generally, absent other factors, Components should not notify personnel of
breaches that have a low overall likelihood of harm.

Components should remain cognizant of the effect that unnecessary notification may
have on the public. Notification when there is Little or no risk of harm might create unnecessary
concem and confusion. Additionally, overzealous notifications resulting from notification
criteria which are too strict could render all such notifications less effective because consumers
could become numb to them and fail to act when risks are truly significant.

Questions regarding this memorandum should be di bXe) Director

for Privacy, Defense Privacy and Civil Liberties Office at b)6) or
|(b)(ﬁ)

i

1chael L.. Rhodes

DoD Senior Official for Privacy
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Defense Privacy Board (DPB)
Meeting Minutes for February 20, 2013

Welcome and Opening Remarks

'The meeting was called to order bdjﬁ”i) Executive Secretary, DPB and Director
for Privacy. Defense Privacy and Civil Liberiies Office (DPCLO). Attendance was taken from

onsite and teleconference participants.

Privacy Compliance Metrics

1st Quarter FY'13 Breach Statistics: Reports of paper records and related breaches declined
during the 1™ Quarter of FY 13, While we are seeing some declining trends, these areas
continue to be of concern.

e The percentage for paper records in the 1* quarter is 57%. down from 58% in 4™ quarter
FYI2:
The percentage for laptops in the 1% quarter is 3%, down from 7% in 4™ quarter FY12;
The percentage for emails in the 1 quarter is 24%, up from 21% in 4™ quarter FY12;
The percentage for other devices, such as removable media for the 1% quarter is 1%,
down from 2% in 4th quarter FY12; and

¢ The percentage for information sharing in the 1* quarter is 14%, up from 12% in 4th
quarter FY12.

Reporting Breaches to DPCLO: DPCLO has noticed that breach reports are not always
submitted within the 48 hour timeline or they are submitted with incomplete information.
Breach reports have been received where there is a delay of 5-6 days or more before being
submitted 1o our office. DPB members were reminded to follow the Breach Reporting timeline
in accordance with DoDD 5400.11 and the DoD 5400.11-R.

DD Form 2959 Breach of Personally Identifiable Information (PII) Report: Components should
start using the new form now when reporting breaches. DPCLO is working on implementing the
form upload functionality into the CART. All Component Privacy Officers will be trained on the
use of CART for Breach Reporting when this functionality becomes available. The DD Form
29359, Breach of Personally ldentifiable Information (Pil) Report can be found on the DD Forms
page at http://alt.dtic.mil/whs/directives/infomgt/forms/eforms/dd2959.pdf.

SORN Review (1993-2007) Task Update: DPCLO continue to assist Components that have
SORNSs published in the Federal Register between 1993 and 2007. A new column has been
added to the quarterly reporting template under the SORNs Report Tab. This new column will
help the DPCLO to identify the outcome of your review and track necessary actions. DPB
members were reminded to only add reviews to the quarterly report once. It was pointed out that
some components are adding the same review on multiple reports making it very difficult to get
an accurate count of what's been completed.




Building Privacy Relationships “You Are Not In This Alone™ This topic addresses the action
item from the December DPB meeting on “understanding relationships between privacy laws
and regulations and how to implement them.” Component Privacy Officers need to build
relationships by communicating with other offices where their functions may overlap with the
Privacy Program implementation. For example, if a Privacy Impact Assessment is required, you
should contact the person in your organization responsible for completing the PIA.

Below is a list of some of the laws, policies, and guidance documents impacting privacy. The list
below is not exhaustive. It provides a good baseline of where to start when preparing a cross-
walk of the Privacy Program laws, policies or can be used for guidance when providing
advanced training to individuals involved with the Privacy Program.

All Federal Agencies (and organizations acting on their behalf) that
maintain PII must comply with Federal privacy laws and policies, as
well as agency privacy regulations.

I vy |
Ei"*ﬂ pa s
o ."L A:\_ "’i‘us!.j -

Freedom of Information Act
(FOILA)

Privacy Act of 1974
Paperwork Reduection Act
Computer Matching and
Privacy Protection Act
Health Insurance Portability
and Accountability Act

(HIPAA)

E-Government Act of 2002
Federal Infc ition Security
Manag 1t Act (FISMA)

Health Information
nology for Economic and
cal Health (HITECH)

OMB-M-go-18
OMB-M-99-05
OMB-M- G013
OMNDB-M-01-05
OMB-M-03-22
OMB-M-05-04
OMB-M-05-08
OMB-M-o5-24
OMB-M-0G-15
OMB-M-06-16
OMB-M-06-19
OMB-M-07-16
OMEB-M-08-09
OMB-M-08-00
OMB-M-08-21

» Federal Acquisition

Regulations (FAR)

Intelligence Community
Directive (ICID) 503

National Institute of
Standards and Technology
(INIST) Publications

Federal Information
Processing Standards (FIPS)
Publieations

- Agency privacy regulations

internal policiesor

gu e

DoD Dircetive 5400.11, DoD
5400.11-R

III. DPCLO Training Schedule

DPCLO Sponsored Courses

March 11 - 13,2013 | Privacy Act Compliance and Management (PACMan)

April 22 - 25,2013 DPCLO Privacy Officer Professionalization Program (DPOP)

May 20, 2013 Privacy by Design for Information Technology System Owners

Training

Other Privacy Training Outside of DPCLO

March 6-8, 2013 IAPP Global Privacy Summit in Washington, DC
Date to be IAPP is working with DPCLO to sponsor CIPP-G training and
determined certification




Iv.

VIIL.

Note: DPCLO sponsored courses are in great demand with limited seating. Training schedules,
course announcements and registration information will be posted to the DPCLO SharePoint site
when available. Additional sesstons are under development.

Open Discussion

| DMDC opened the discussion,

o Comment: Does DPCLQO have any information pertaining to the new enterprise email
and Data Loss Prevention (DLP)?
Response: ill provide DLP best practices and implementation
constiderations at the next DPB in March 2013.

FERES SOCOM commented during to the open discussion.
o Comment: With Sequestration looming some Components will not be able to travel to

training that is not locally provided due to funding constraints. Will DPCLO be

providing any Video Teleconferencing (VTC) training?

Response: stated the DPCLO will be converting training to a VIC format
that will be provided to the Components. Additional information will be presented at
the DPB meeting when it becomes available.

Wrap up

A review was conducted of the open and new action items. thanked everyone for
attending the meeting.

Next Meeting Date
The next DPB meeting is scheduled for March 20, 2013 and will be a face-to-face format.

Meeting Adjourned

Submitted by
)

,/ /
3 / S/ 2o /3
irector for Privacy, DPCLO Date

“Xecutive secretary. Defense Privacy Board

Disapproved

wﬁ\— S1523

Michael L. Rhodes. Director, Administration and Management Date
Chaimman. Defense Privacy Board



ATTENDANCE

Name

Organization

Present

Defense Contract Audit Agency

Defense Advanced Research Projects Agency

OSD/Privacy

b

Missile Defense Agency

White House Communications Agency

Defense Human Resources Activity

>

Defense Privacy and Civil Liberties Office

National Reconnaissance QOffice

Defense Privacy and Civil Liberties Office

Alir Force Privacy Office

Defense Privacy and Civil Liberties Office

U.S. Transportation Command

Defense Security Service

Defense Threat Reduction Agency

Defense Human Resources Activity

National Reconnaissance Qffice

<

Defense Threat Reduction Agency/Privacy

USMC

Department of the Navy

Defense Privacy and Civil Liberties Office

Adr Force, OGC

Navy

DON CIO

Defense Privacy and Civil Liberties

JTFCapMed

PPt Pl I Pl P o

NGA

Defense Privacy and Civil Liberties Office

Pas

TRICARE Management Activity

Defense Manpower Data Center

National Reconnaissance Office

DLA

OSD/ESD

Pt ool e

DARPA

QOSD/Chief Information Office

TRICARE Management Activity

b

Defense Human Resources Activity

MITRE/AMC

DFAS

NRO

MITRE/AMC

DTRA

SIGAR

National Security Agency

P T P e
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Name

Organization

Present

[5®)

RO

Defense Privacy and Civil Liberties Office

N

CENTCOM

Pefense Manpower Data Center

LJ.S. Special Operations Command

Defense Privacy and Civil Liberties Office

WHS/EITSD

Defense Privacy and Civil Liberties Office

DTRA

Air Force Privacy

Defense Privacy and Civil Liberties Office

Army Privacy Office

Army Privacy Office

INGA

DODIG

[TMA Privacy Otfice

Air Force/Policy and Compliance/lA

Army Privacy

1A

IDepartment of the Navy

DCAA

OSD/Chief Information Office

INGA

NGA

NRO

MITRE

-~

BAH

DON CIO

NGA

NGB

Defense Privacy and Civil Liberties Office

Defense Logistics Agency

P ol Pl o e

DMDC

Defense Privacy and Civil Liberties Office

L

DFAS

-

NGA

NRO

Defense Privacy and Civil Liberties Office

TMA Privacy Office

CNO, DNS-36

Defense Manpower Data Center

MITRE

WHMO
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Name

Organization

Present

=y

—]
]

DeCA

N

Defense Human Resources Activity

Defense Privacy and Civil Liberties Office

U.S. Northern Command

e

U.S. Central Command

Department of the Navy

Air Force Privacy Office

Missile Defense Agency

Defense Commissary Agency

DTIC

Defense Privacy and Civil Liberties Office

P AN G VA Y

DON, CIO, Privacy

Defense Privacy and Civil Liberties Office

MITRE

Defense Logistics Agency

National Reconnaissance Office

Air Force Privacy Office

Missile Defense Agency, CPO

Office of General Counsel

National Reconnaissance Office

SIGAR

National Geospatial Intelligence Agency

TRICARE Management Activity

DLA

WHS/ESD/IMD

Department of the Navy

DCMA

A Pl

CENTCOM

Defense Privacy and Civil Liberties Office

DISA/Records and PA

Marine Comps

A

MITRE/AMC

Defense Contract Management Agency

Marine Corps




Defense Privacy Board Action Hem List

Open Action Items List (NOTE: All submissions to DPCLQ should be sent to dpelo.correspondence(a osd.mil)

Item Number Topie Action Item Description Ass';‘goned Due Date Status Comments

20130220-01 | Compliance DLA sent forward comments DPCLO ASAP IN Comments received from DLA
about DD Form 2959 which PROCESS | were forwarded to DoD Forms
were not incorporated into the Manager by DPCLO. DPCLO is
final form awaiting response from DoD Forms

' Manager. Do) Forms Manager.
DPCLO will follow up with DLA
regarding comments.

20130220-02 | Other When will DISA implement DPCLO ASAP OPEN DPCLO will contact DISA.
their software for DLP?

20130220-03 | Other A number of attendees asked DPCLO 3/20/2013 IN DPCLO is scheduled to present
questions about adopting a DLP PROCESS | slides at the March face to face
product and strategy. DPCLO Defense Privacy Board meeting.
will present slides and other
information regarding DLP
applications.

20121206-01 | Policy lmprove MOU/MOA language | DPCLO ASAP IN DPCLO is developing language and
to provide better privacy PROCESS | guidance for MOU/MOA privacy
considerations considerations.

20121206-04 | Compliance NARA is in the process of DPCLO ASAP IN NARA provided DPCLO with the
overhauling the disposition PROCESS | General Review Schedule for

schedule; DPCLO representation
at those meetings might be
beneficial to the Privacy
Program

review and comments. Comments
were provided to NARA March 6,
2013. DPCLO contacted NARA
and will be part of working group
involved in the overhaul of the
disposition schedule. We will keep
board members updated.




Defense Privacy Board Action Item List

20120815-01 | Policy SSN lJustification Instruction no | DPCLO will | Sep DPB IN This is still being worked by
longer refers to Component drafta PROCESS | DPCLO. DPCLO preparc an memo
Forms Management Officers; it | memo to explaining the forms process. SSN
simply refers to Components. address this Justification Instruction no longer
Was this change intentional and | omission refers to Component Forms
will it create a conflict between Management Officers; it simply
Component and DoD Forms refers to Components. Was this
Managers? change intentional and will it create

a conflict between Component and
DoD Forms Managers?
Closed Action [tems List:
Item Number | Topic Action Item Description Assigned Due Date | Status Comments
To

20121206-02 | Training Offer train-the-trainer DPCLO April 2013 | CLOSED This request being updated for the
opportunities through which Privacy Act Compliance and
Component Privacy Officers can Management (PACMan) and
learn how to crosswalk privacy DPCLO Privacy Officer
with their Component IT Professionalization (DPOP) course.
personnel

201201206-03 | Compliance | Develop guidance that assists DPCLO March DPB | CLOSED Guidance is already provided in the
DoD personnel in understanding PACMan and DPOP training.
the relationship between existing
privacy laws and regulations as
well as how to implement the
privacy requirements of each

20120815-02 | Other Can CART be modified to auto  |P© Sep DPR CLOSED | This request is currently not an
generate a tracking number option due to technological and
instead of the US CERT fiscal constraints.
number?

20120815-03 | Compliance | DPCLO will circulate the CIO  [9© 31 August CLOSED | Memos circulated with the DPB




Defense Privacy Board Action Item List

FISMA memo to DPB members [PX® | 2012 minutes;
for use in obtaining compliance
with FISMA reporting Memos will be circulated with the
DPB minutes {from the Dec 12
mecting as well.
20110615-01 | Other US-CERT reporting concerns for | All TBD CLOSED | DHS Privacy Office memo
inclusion in DPCL.O proposal Components distributed as FYI in lieu of DoD

l_ memo

20120523-01 Compliance DPCLO will provide DPB with | All 5/24/2012 CLOSED
breach statistics of number of Components
individuals affected by paper
records for 2™ Quarter FY12

20120523-02 | Policy The Civil Liberties Program b)e) TBD CLOSED ion posed by DARPA[PY®
Instruction defines privacy as "a X responded during Aug 15
right recognized by the meeting. Additional questions may
Constitution™, however the be addressed to[P*0) |
Constitution does not reference Director for Civil Liberties.
privacy in this manner. How will
this be rectified?

20120523-03 | Policy PL 110-53 which authorized the |[©X©) TBD CLOSED | Question posed by NGB,
civil iberties program confines respondcd during Aug 15
its scope to terrorism related meeting. Additional questions may
activities however the civil be addressed 1P |
liberties program goes beyond Director for Civil Liberties.
that realm. Under what authority
was this scope expanded and in
consideration of the complaint
reporting requirement has this
change been communicated to
Congress?

20120119-01 Policy Can the DoD 1D number be DPCLO/ TBD CLOSED | DMDC is investigating the




Defense Privacy Board Action Item List

hidden when signing documents | DMDC technical aspects of this inquiry.
or email?

20120313-01 Policy DPCLO request implementation | All ONGOING | CLOSED | Please sen stions for guide
guide topics from Components | Components topics to|>© I)y

the next DPB.

20120119-03 Policy Publish Info Papers to weband | DPCLO TBD CLOSED | DPCLO is retooling the info papers
SharePoint to deliver them as implementation

guides.

20120119-02 Policy Provide comments on Cross All 1/27/2012 CLOSED
Component Breach Management | Components
and DoD ID Number Info Papers
by COB Jan 27"

20120119-04 | Other Provide any CSOP feedback or | All 2/15/2012 CLOSED
recommendations to topics of Components
discussion for the CSOP Forum
tentatively planned for March

20111130-01 Policy Determine if DoD 1D Number is | DPCLO TBD CLOSED | DMDC and P&R are working on
releasable under FOIA legal opinions to support a “2”

exemption under FOIA for the
release of the DoD ID number.
©)6) ffered comments on
this tssue during the Jan 19, 2012
meeting.

20111130-02 | Training Determine if group [APP DPCLO TBD CLOSED | DPCLO has no funding to support
Certification training is possible such training. Components can
for Components based on budget hold this training if they can fund it

themselves.

20111130-03 | Training Determine if DLA will be able to | DPCLO/ TBD CLOSED | The FY12 course was developed
assist with enhancing the privacy | CIO/DLA and posted in October 2011. We
portion of the Information can revisit for FY13.

Assurance (JA) training
20111130-04 | Compliance | Provide SSN use justifications All 1/17/2012 CLOSED
Components

10
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20110817-02 Policy Determine if e-mails containing | DPCLO TBD CLOSED | For .MIL to .MIL only, where the
PII sent on a secure DoD need to know condition is met,
network need to be encrypted emails containing PII do not need

to be encrypted.

If the need to know condition is
NOT met, the email goes to an
address other than a MIL. or if
other inappropriate activities come
to light, then an unencrypted email
is reportable.

20110817-01 Compliance Provide list of systems to be All 9/14/2011 CLLOSED
reviewed during FY12 Q1 for Components
SSN use reduction

20110720-01 Policy Verify e-mail encryption policy | DPCLO 08/17/2011 CLOSED | Updates incorporated into revised
in proposed DoD 5400.11-M manual.

20110720-02 | Policy Expedite SSN Use Reduction DPCLO/ ASAP CLOSED  |[bX0) o follow-up with
Instruction signature. DHRA DHRA regarding strategies.

20110615-02 Training Breach Management and All 06/22/2011 CLOSED | Send completed survey to
Prevention Training Survey Components dpo.correspondence(@osd.mil.

20110615-03 | Compliance | Quarterly Reports including All 07/15/2011 | CLOSED
Section (m) Contractor Reviews [ Components

20100818-04 | Other Address SSN removal from DPCLO TBD CLOSED | Address SSN removal from records
records with NARA. with NARA.

20100519-02 | Other Disposition of PII stored in copy | DPCLO/ TBD CLOSED | Discuss details withj®X®)
machine hard drives DLA

20100519-04 Policy Guidance and contract language | DPCLO TBD CLOSED | To be addressed after submission
outlining contractor liability of first Section (m) reviews

20100519-05 Policy Guidance/templates Components | DPCLO TBD CLOSED | Data being collected via CSOP
could use to determine optimal Survey.
resource levels and justify
funding

20100818-01 Other Flash Memory DPCLO TBD CLOSED | Research Flash Memory

20100818-02 | Other Ensure Privacy FAR clauses DPCLO TBD CLOSED | Section M reviews have

11
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cited in contracts commenced

20100818-03 Other Reassignment of SSN review in | DPCLO/ TBD CLOSED | Outside scope of DPB
DITPR to CIO. CIO

20100818-05 Other Contact CIO Council to host a DPCLO/ TBD CLOSED | DHRA is appropriate lead.
guest speaker on SSN Reduction | CIO

! I.essons Learned. Council

20100818-06 | Other Research locations/availability DPCLO TBD CLOSED | Research locations/availability of
of lists published from 1930s to lists published from 1930s to 1990s
1990s which contain service which contain service member
member names and SSN. names and SSN,

20100519-08 Policy Take a look at Memberships DPCI.O TBD CLOSED | Establish in Directive for Privacy
and Civil Liberties. (Issues two
sets of principles etc.)

20100519-07 Other Joint Base Physical Access Issue | Navy/AF TBD CLOSED | Keep on parking lot
(Base Commanders not
Addressing PA, sponsoring
visitors)

20100519-06 Reporting Clarification on what DPCLO TBD CLOSED | No coordination outside of
coordination is required for Component Privacy Office
completing the *Scope of required.

Advice’ FISMA Report
question, e.g. should
Components query GC for the
scope of privacy advice they
have provided

20100519-03 | Policy Boilerplate contract DPCLO TBD CLOSED | OMB currently drafting FAR
language/FAR clause requiring clause
Privacy Act training

20100519-01 Reporting SORN Pre-Deployment Air Force TBD CLOSED | Discuss with CIO. 3-6 month
Category in DITPR timeline.

20100120-01 Civil Liberties | Submit Points of Contact All 20100701 CLOSED | Component Privacy Officers asked

12
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e “Organizational Components to help Component leadership
Placement and Structure identify points of contacts ASAP
of the DoD Civil
Libertics Officer
Function”
20100120-02 Reporting Submit Quarterly Reports to All 20100515 CLOSED | Due the 15™ workday following the
DPO: Components close of the quarter, Last
¢ Biennial Privacy submission was 20100115.
Training Report
e Section 803 of the 9/11
Commission
Recommendations
Report
o System of Records
Notice Review Report
20090218-02 Reporting Submit comments on the revised | All 20090731 | CLOSED Comments due July 31, 2009.
Breach Report template to DPO. | Components
20090715-01 Reporting [nstallation Physical Access All 20090731 | CLOSED Responses due July 31, 2009.
Control Systems Information. Components
20090715-02 Reporting FISMA Privacy Report. All 20090817 | CLOSED Responses due August 17, 2009.
Components
20090218-04 | Civil Liberties | Develop and track Civil DPO Ongoing CLOSED DSD signed May 9, 2009 memo
Liberties Officer package designating Acting DA&M as DoD
CLO.
20090415-02 | Policy Develop guidance on the DPO 20091201 OPEN Guidance will be posted to DPO
considerations when ematling of website as a FAQ.
PII within a Component agency,
across the Department and
outside the Department.
20090415-01 Other Confirm DPO mailbox accepts DPO 20090501 | CLOSED DPO mailbox can accept encrypted
encrypted and FOUO messages and FOUO messages.
20090218-05 Reporting Provide comments on revised All 20090403 | CLOSED Duplicate and error. Refer to
breach reporting template to Components 20090218-02.
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DPO.
20090318-01 Reporting A request from Component for DPO 20090401 | CLOSED Authority 1s in the 5400.11-R and
DPO to provide Authority for the OMB Circular A-130. DPO
training reports. memotandum sent April 3, 2009,
20090218-03 Policy Provide comments to DPO on All 20090430 | CLOSED Extension granted by Director,
DoD 5400.11, DoD 5400.11-R, | Components DPO.
DoD memorandum
“Safeguarding Against and
Responding to the Breach of
Personally Identifiable
Information™, 25 Sep 2008, and
all Defense Privacy Board
Advisory Opinions.
20090415-03 Policy Provide guidance on how to DPO 20090520 | CLOSED Concerns addressed. Guidance
delete an exemption from a template forthcoming.
SORN.
20090318-02 Reporting Section 803 of the 9/11 All 20090715 | CLOSED Consolidated under Item Number
Commission Recommendations | Components 20090218-01.
Report.
20090318-03 Reporting Systems of Records Notice All 20090715 | CLOSED Consolidated under [tem Number
Review Report. Components 20090218-01.
20090617-01 Reporting Submit comments on All 20090626 | CLOSED Comments due June 26, 2009.
consolidated Quarterly Report Components

template to DPO.
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Agenda

*» Welcome/Review of Open Action Items

» Privacy Compliance

e DPCLO Training Schedule/Other Trainings
e Announcements/Reminders

* Open Discussion

» Review of New Action Items

¢ Next Meeting Date

o Adjournment




Defense Privacy Board (DPB)
Meeting Minutes for March 20, 2013

I. Welcome and Opening Remarks

The face-10-face meeling was called to order by

X0} | Executive Secretary, DPB

and Director for Privacy, Defense Privacy and Civil Liberties Office (DPCLO). Attendance
was taken onsite and from teleconference participants. A review was conducted of the open

actign items.

II. Privacy Compliance

» Data Loss Prevention (DLP) Implementation Considerations: FER?S brovided DPB
members with an overview of what they should consider before implementing a DLP tool
within their agency. This included the following:

1.

2.

L

Involving senior leadership and other decision makers to help identify what they
want the tool to accomplish.

Including your CIO and Information Assurance (IA) team to help determine if
there enough data storage on your agency [T systems to house the program and
capture the needed data.

Working with senior leadership and IA to identify your agency business needs
and processes to deal with the resuits the tool produces to ensure success in
selecting the right DLP ool fur your Compenent.

Considering costs, determine if your current budget is sufficient to purchase the
tool and/or additional licenses if required.

» DLP Best Practices: DPB members also received an overview of best practices that

included considerations that should be addressed before a DLP tocl is established on a
Components computer system. These included:

I,

Determining what P1I triggers an email or document to be flagged or not.
Keeping in mind that triggers should balance the severity, risk to an individual
or the organization, probability of an actionable threat, and the organization’s
ability to assess and mitigate flagged transmissions.

Ensuring the implementation of the tool does not interrupt the normal flow of
business practices.

Providing effective Component user education to enable users of the IT system
the ability to properly protect PII in these transmissions and avoid flagged
messages.

Does your Component want to filter or detect internal and external emails
containing PH? Data-at-rest?

Can the tool be configured to limit the DLP tool limit what can be blocked or
detect in outgoing and incoming emails,

Identifing where in the organization are these resources going to be needed and
what are the associated responsibilities.



III. PPCLO Training

» DPCLO Privacy by Design (PbDD) Course: A brief overview of the DPCLO Privacy by
Design course was presented to DPB members by [P© Board members were
reminded that DPCLO 1s not a technical office. Students are introduced to the concept that
Privacy and [A must coexist with a variety of other functional areas in order to provide
appropriate privacy safeguards. The course presents baseline privacy information, a
discussion of the IFair Information Practice Principles (FIPPS), and a discussion of controls
from National Institute of Standards and Technology (NIST) guidance. These discussions
demonstrate how privacy can be integrated into a DoD information system being built from
the ground up and in a government or commercial off the shelf products. The pre-requisite
courses on “Privacy Act Essentials”, abbreviated SORN training, and introduction to
Privacy Impact Assessments is included in the training.

» The objectives of the course is to:

I. Give attendees essential privacy pre-requisite information;

2. Provide a continuation of the baseline privacy related information and it’s
associations, and define and discuss commonly used privacy terms;

3. Remind students that Privacy controls cannot be implemented in a vacuum; all
collateral players have to work together as a team: and

4. Review common privacy controls and convey an understanding of how they relate
to the FIPPS, IA controls, and NIST guidance.

Note: The Privacy by Design concept and philesophy was developed by Dr. Ann Cavoukian, Information
and Privacy Commissioner, Ontario Canada, ard is used with her permission. For more information, see
http:/"'www.privacvbvdesign.ca/.

April 22 - 25, 2013
and DPCLO Privacy Officer Professionalization Program (DPOP)
October 21-24, 2013
May 20, 2013 Privacy by Design for Information Technology System Owners
and Training & SORN Review
November 4, 2013 &
September 23,
thru Privacy Act Compliance and Management (PACMan)
September 25, 2013
May 12-15, 2013 ASAP 6" Annual National Training Conference; Renaissance
Arlington Capital View Hotel, Arlington, VA




IVv.

V.

VL

VIIL.

Note: DPCLO sponsored courses are in great demand with limited seating. Training schedules,
course announcemnents and registration information will be posted to the DPCLO SharePoint site
when available. Video Teleconferencing sessions are under development.

Announcements and Reminders

There will no longer be separate COCOM meetings. The DPB meeting time for both telephonic
and face-to-face meetings will be adjusted to start at 1:00pm eastern time to accommodate
COCOM attendance. The presentations and minutes will be provided for those who are unable
to attend the DPB meetings and further discussions scheduled as needed.

Open Discussion

|(b)(6) |TMA opened the discussion.

o Question: How does DPCLO recommend supporting the DLP requirement with

limited staffing?
Response: |(b)(6) recommended implementing a plan of action based on

experiences and getting buy-in from Component leadership to support a DLP initiative,
Resource discussions must be weighed in each Component.
o Question:|[V® OSD/JS was asked to explain the how are breaches identified

through FIDELIS reported?
Response: [P informed the members that the OSD Components, notifies

Washington Headquarters Services/Enterprise Information Technology; Services
Dircctorate (WIIS/EITSD). WIIS/EITSD confirms that the event involved DoD
managed PII and notifies US-CERT within the one-hour requirement, completes the
initial portion of the DD Fornm: 2959 and submits that report 1o the OSD/JS Privacy
Office. The OSD/JS Privacy Office contacts the Privacy POC at the affected OSD
component (or other individual if identified in the OSD Component's breach response
plan), sends the DD Form 2959 {or additional information and submits the event to the
DPCLO CART. As the breach needs updating, follow-up reports are made and
submitted.

|(b)(6) , White House Communications Agency (WHCA) asked for guidance or best
practices on eliminating the last four (4) digits of the social security number in WHCA.,

o Question: Is there current guidance on establishing policy that prohibits the use of the
last four of the social security number within DoD)?

o Comment;[V©® |OSD/J' 8 recommended eview DoD Instruction
1000.30, Reduction of Social Security Number (SSN) Use Within DoD. The DoDI 10060.30
specifically addresses eliminating or replacing social security numbers including the last
four when appropriate and replacing it with the DoD identification number.

Wrap up
A review was conducted of the new action items
meeting.

(b)(E)

thanked everyone for attending the

Next Meeting Date
The next DPB meeting is scheduled for April 17, 2013 and will be a teleconference format.



VI, Meeting Adjourned

Submitted by
(D)(6)

{bHO) Director for Privacy, DPCLO Date
Executive Secretary, Defense Privacy Board

Disapproved
W 7 § 202

Michael L. Rhodes, Director, Administration and Management Date
Chairman. Defense Privacy Board




ATTENDANCE

Name Organization Present
Defense Contract Audit Agency
Defense Advanced Research Projects Agency X
OSD/Privacy X
Missile Defense Agency
White House Communications Agency X
Defense Human Resources Activity X
Defense Privacy and Civil Liberties Office
National Reconnaissance Office
Defense Privacy and Civil Liberties Office X
Air Force Privacy Office X
Defense Privacy and Civil Liberties Office
U.S. Transportation Command
Defense Security Service X
Defense Threat Reduction Agency
Defense I Tuman Resources Activity
National Reconnaissance Office X
USMC X
Department of the Navy X
Delensc Privacy and Civil Liberties Office X
Air Force, OGC X
Navy
DON CI0 N
Defense Privacy and Civil Liberties X
JTFCapMed X
NGA
Defense Privacy and Civil Liberties Office X
TRICARE Management Activity
National Reconnaissance Office X
DLA X
QSIV/ESD X
DARPA
OSD/Chief Information Office
TRICARE Management Activity X
Defense Human Resources Activity
MITRE/AMC
DFAS
NRO X
MITRE/AMC X
DON CIO X
DTRA X
SIGAR
National Security Agency X
NRO




ATTENDANCE

Name Organization Present

bi{(e) Defense Privacy and Civil Liberties Office X
CENTCOM
U.S. Special Operations Command X
Defense Privacy and Civil Liberties Office
WHS/EITSD
Detense Privacy and Civil Liberties Office X
DTRA X
Air Force Privacy
Defense Privacy and Civil Liberties Office X
Army Privacy Office X
U.S. Pacific Command
Army Privacy Oftice X
NGA
DODIG X
TMA Privacy Office
Air Force/Policy and Compliance/IA
Army Privacy
WIIS/ESD/IMD X
DIA
Departiment of the Navy X
DCAA X
OSD/Chiefl Information Office
NGA
NGA
NRO
Air Force Privacy Office X
MITRE X
BAH
DON CIO
NGA X
NGB X
Defense Privacy and Civil Liberties Office X
Defense Logistics Agency X
Defense Privacy and Civil Liberties Oftice X
DFAS X
NGA
NRO
Detense Privacy and Civil Liberties Office
TMA Privacy Office
CNO, DNS-36 X
Defense Manpower Data Center X
MITRE
DeCA X




ATTENDANCE

[©)®)

Name Organization Present
Defense Human Resources Activity
Defense Privacy and Civil Liberties Office
Army Privacy Office X
U.S. Northern Command X
U.S. Central Command
Department of the Navy x
Air Force Privacy Office
Missile Defense Agency X
Defense Commissary Agency X
DTIC X
Defense Privacy and Civil Liberties Office X
DON, CIO. Privacy
Defense Privacy and Civil Liberties Othice
MITRE
Defense Logistics Agency X
National Reconnaissance Office
Air Force Privacy Office
Missile Defense Agency, CPO X
Office of General Counscl X
National Reconnaissance Office X
SIGAR
National Geospatial Intelligence Agency X
TRICARL Management Activity X
DLA
WHS/LESD/IMD X
Department ol the Navy X
DCMA N
CENTCOM
Defense Privacy and Civil Libertics Office X
DISA/Records and PA X
Marine Corps
MITRE/AMC X
Detense Contract Management Agency
Army Privacy Office X
DHRA X




Defense Privacy Board Action Item List

Open Action Items List (NOTE: All submissions to DPCLO should be sent to dpclo.correspondence@osd.mil)

Item Number Topie Action Item Description Assr;‘goned Due Date Status Comments

20136320-02 | Other Move face to face Defense DPCLO ASAP CLOSED | All DPB meetings will start at
Privacy Board Meeting to 1:00pm eastern time.
accommodate more members.

20130320-01 | Compliance White House Military Office DPCLO ASAP CLOSED | Subsequent contact was made with
(WHMO) asked for assistance in the Component involved. Follow-
the following. Then WHMO up communication has taken place.
contacted another Component
regarding a breach incident. It's
been a number of weeks since
the other Component contacted
WHMO to follow-up on the
breach.

20130220-02 | Other When will DISA implement DPCLO ASAP CLOSED | DISA has not made a decision at
their software for DLP? this time to implement the DLP tool

DoD wide.

DPCLO will provide information
when 1t becomes available from
DISA.

20121206-01 | Policy Improve MOU/MOA language DPCLO ASAP IN DPCLO is developing language and
1o provide better privacy PROCESS | guidance for MOU/MOA privacy
considerations considerations.

20120815-01 | Policy SSN Justification Instruction no | DPCLO will | Sep DPB IN This is still being developed by
longer refers to Component draft a PROCESS | DPCLO.

Forms Management Officers; it | memo to
simply refers to Components. address this DPCLO prepare a memo explaining
Was this change intentional and | omission the forms process. SSN Justification

will it create a conflict between
Component and DoD Forms
Managers?

[nstruction no longer refers to
Component Forms Management
Officers; it simply refers to




Defense Privacy Board Action Item List

Components. Was this change
intentional and will it create a
conflict between Component and
DoD Forms Managers?

Closed Action [tems List:

Ttem Number | Topic Action Item Description Assigned Due Date | Status Comments
To

20121206-04 | Compliance | NARA is in the process of DPCLO ASAP CLOSED | NARA provided DPCLO with the
overhauling the disposition General Review Schedule for
schedule; DPCLO representation review and comments. Comments
at those meetings might be were provided to NARA March 6,
beneficial to the Privacy 2013. DPCLO contacted NARA
Program and will be part of working group

involved in the overhaul of the
disposition schedule. We will keep
board members updated.

20130220-01 | Compliance DLA sent forward comments DPCLO ASAP CLOSED | Comments received from DLA
about DD Form 2959 which were forwarded to DoD Forms
were not incorporated into the Manager by DPCLO. DPCLO is
final form awaiting response from DoD Forms

Manager.
DPCLO will follow up with DLA
regarding comments.

20130220-03 | Other A number of attendees asked DPCLO 3/20/2013 CLOSED | DPCLO is scheduled to present
questions about adopting a DLP slides at the March face to face
product and strategy. DPCLO Defense Privacy Board meeting.
will present slides and other
information regarding DLP
applications.

20130220-01 | Compliance  { DLA sent forward comments DPCLO ASAP CLOSED | Comments received from DLA




Defense Privacy Board Action Item List

| about DD Form 2959 which.

' ﬁnal form

“were not: mcorporated nto the

| awaiting response from DOD Forms
Manager o :

| regardmg comments.

were forwarded to DoD Forms
‘Manager by DPCLO. DPCLO is.

DPCLO WIH follow up With DLA

TG0

Training

"_Off‘er tram-the-tramer _
- | opportunities through Wthh RN
" | Component Privacy. Officers- can |
| learn how to crosswalk privacy . '
| with their Component IT '

| personnel -

| DPCLO

" April 2013 |

CLOSED
: - | Privacy Act Compliance and
- | Management (PACMan) and
- .| DPCLO Privacy Officer -
L ._Professmna.hzatmn (DPOP} course

| This request’ bemg updated for the

SATI0605 | Complacs

’.Develop gmdance that a551sts
~ | DoD personnel in understandmg
- the reiatlonshlp between e!ustmg
el p vacy laws and regulations: as.
o) well as how to: 1mplement the

“[DRCLO

[ March DPB |

| Guldance is already pr0v1ded in the
L :-:PACMan and DPOP trammg S

2012081502

I -'.prwacy requrrements of each
+Can: CART be modlﬁed to- auto' {-.'3(
7 generate a tracking humbi P
| instead of the US"' '_ERT'

- | numnber?

~ [SepDPB |

-'-Thls rééjiiest"is currently '1'1615 an .
| option: die to technologtcal and
B __-‘-_'_ﬁscal c&nstramts :

2012081503

Compliance.

'DPCLO w111 clrcuiate the CIO
| FISMA memo to DPB members
- | for use in obtammg comphance —
B ':_w1th FISMA reportmg S

(b)(S) L .

Tl 3 1 August f | CLOSED

| ;_2012

_.-'Memos mrculated Wlﬂ‘l the DPB
o _.mmutes
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Defense Privacy Board Action Item List

20120523-01 Compliance DPCLO will provide DPB with | All 5/24/2012 CLOSED
breach statistics of number of Components
individuals affected by paper
records for 2™ Quarter FY12

20120523-02 Policy The Civil Liberties Program b)©) TBD CLOSED Question posed by DARPA[D®) ]
Instruction defines privacy as "a sponded during Aug 15
right recognized by the meeting. Additional questions may
Constitution”, however the be addressed td®©)
Constitution does not reference Director for Civil Liberties.
privacy in this manner. How will
this be rectified?

20120523-03 Policy PL 110-53 which authorized the [?X© TBD CLOSED | Question posed by NGB.
civil liberties program confines responded during Aug 15
its scope to terrorism related meeting. Additional questions may
activities however the civil be addressed to[®XE) ]
liberties program goes beyond Director for Civil Liberties.
that realm. Under what authority
was this scope expanded and in
consideration of the complaint
reporting requirement has this
change been communicated to
Congress?

20120119-01 Policy Can the DoD ID number be DPCLO/ TBD CLOSED | DMDC is investigating the
hidden when signing documents | DMDC technical aspects of this inquiry.
or email?

20120313-01 Policy DPCLO request implementation | All ONGOING | CLOSED | Please send suggestions for guide
guide topics from Components | Components topics tol(b)(ﬁ) iby

the next DPB.

20120119-03 Policy Publish Info Papers to weband | DPCLO TBD CLOSED | DPCLO is retooling the info papers

SharePoint to deliver them as implementation
guides.

20120119-02 Policy Provide comments on Cross All 172712012 CLOSED

Component Breach Management | Components

11




Defense Privacy Board Action Hem List

and DoD ID Number Info Papers
by COB Jan 27"

PII sent on a secure Dol
{ network need to be encrypted

20120119-04 Other Provide any CSOP feedback or | All 2/15/2012 CLOSED
| recommendations te topies of Components
discussion for the CSOP Forum
tentatively planned for March _
20111130-01 Policy Determine if DoD ID Number is | DPCLO TBD CLOSED | DMDC and P&R are working on
| releasable under FOIA ' legal opinions to support a “2”
exemption under FOIA for the
release of the DoD 1D number.
[ hffered comments on
this issue during the Jan 19, 2012
. _ _ meeting.
20111130-02 | Training | Determine if group. IAPP _ DPCLO TBD CLOSED | DPCLOhas. ne fundmg to support
o S Certification training is possible ' o : ' such training. Components can
for Components based on budget : hold this tralmng if they can fund it
20111130-03 | Training = | Determine if DLA will be-able to | DPCLO/ | TBD CLOSED The FY12 COuTse was developed
S o C assist with enhancmg the privacy CIO‘[D_LA'_ | A _ o and posted-in October 2011. We
| portion of the Information - |- P D | can revisit for FY13,
o _ - |'Assurance IA) training. - | S L o
20111130-04 | Compliance Provide SSN use justifications | All - '1_;"1.7:’20-12' ' CLOSE'D
e e | Components | R R R
2011081702 - | Policy - Determine if e-mails containing | DPCLO - [ TBD. CLOSED | For .MIL to-.MIL only, where the

| need to knlow condition 1s miet,

ermails containing PIL do not need
to be encrypted. -

“HIE the need to know condltion 1s
I NOT met, the emall goes toan.

. - address other than a MIL, or xf

other mappropuate activities come’

“| to light; then an unencrypted emall
1is reportable 3

12
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: | DPCLO
"1 'of lists published from 19305 to SR
~1-1990s which contain servu:e |
| member names and SSNs. -

20110817-01 Compliance Provide list of systems to be All 9/14/2011 CLOSED
reviewed during FY12 Q1 for Components
SSN use reduction _
20110720-01 | Policy Verify e-mail encryption policy | DFCLO | 08/17/2011 | CLOSED | Updates incorporated into revised
_ in proposed DoD 5400.11-M _ | L manual. _
20110720-02 | Policy Expedite SSN Use Reduction DPCLO/ ASAP CLOSED [[P® to follow-up with
- Instruction signature. DHRA DHRA regarding strategies.
20110615-02 | Training Breach Man_a_gement and All 06/22/2011 CLOSED | Send completed survey to
_ _ | Prevention Training Survey Components ' dpo.correspondence@osd.mil,
2011061503 | Compliance | Quarterly Reports including All - [ 07/15201t | CLOSED | - '
o _ ‘Section (m). Contractor Reviews | Components _ _ _

20100818-04 | Other | Address SSN removal from DPCLO TBD CLOSED | Address SSN removal from records.
B _ records with NARA, . - | with NARA. .
20100519-02 | Other Disposition of PII stored in copy { DPCLO/ TBD "CLOSED | Discuss details wit®)® |

B s ‘machine hard drives DLA ' S '

20100519-04 | Policy Guidance and contract language | DPCLO- | TBD .  CLOSED | To be addressed after submission
U - | outlining contractor liability - . | =~ Vool L of first Section (m) reviews :
20100519-05 . | Policy ‘Guidance/templatés Components | DPCLO - TBD - CLOSED | Data bemg collected v1a CSOP

- N could use to determine optxmai' o - Survey '
| resource levels and justlfy
S S funding - - N D R - S IR

20100818-01 | Other FlashMemory =~~~ |DPCLO | TBD  CLOSED | Research Flash Memory
20100818-02 .| Other | Ensure Privacy FAR clauses | DPCLO . [ TBD - CLOSED. | Section M reviews have
R | cited in confracts =~ - - b commenced
20100818-03 | Other Reassignment of SSN review in 'DPCLOI' TBD  CLOSED Outsxde scope of D?B '

o I DITPR to CIO. ~ lao | o o
20100818-05 | Other Contact C10 Council to hosta | DPCLO/ | TBD CLOSED -DHRA&S _appropr_iat_e lead.
R B _-guestSpeakeronSSNRcductlon- CIO . S e

-'.'_'LessonsLeamed e Council. | I ' -
20100818-06. ~ | Other " | Research 1ocat10ns/avaxlablllty 1TBD | CLOSED - 'Research locat:tons!availabmty of

| Lists published from- 1930s to 1990s.

- | which contain service member
| names and SSNa. -

13
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20100519-08 Policy Take a look at Memberships DPCLO TBD CLOSED | Establish in Directive for Privacy
and Civil Liberties. (Issues two
' sets of principles etc.)

20100519-07 Other Joint Base Physical Access Issue | Navy/AF TBD CLOSED | Keep on parking lot
(Base Commanders not
Addressing PA, sponsoring
visitors) _

20100519-06 | Reporting Clarification on what 1 DPCLO TBD CLOSED | No coordination outside of
coordination is required for ' Component Privacy Office
completing the ‘Scope of required.

Advice’ FISMA Report :
question, e.g. should

Components query GC for the

scope of privacy advice they

| " |'have provided ' _ - _

20100519:03 © |'Policy =~ | Boilerplate contract |DBPCLO | TBD "CLOSED | OMB curfently dlaftmg FAR

: EEREPEE SR language/FAR clause requmng ' S - : | clause-

R _ Privacy Act fraining S o _ ' '
2010051901 | Reporting 'SORN Pre-Deployment -} Air Force - | TBD CLOSED | Discuss w1th clo.” 3 6 month
PR A P - _C-atcgﬁry'in-DITPR-f-- A o _t1melme : .

20100120-01 | Civil Liberties | Submit Poinis of Contact .=~ | All 20100701 |  CLOSED Component anasy Ofﬁcers asked

: - ' +  “Organizational .- Components |- ' ' -| to help Component leadership
Placement and Structure ' ' | identify points of contacts ASAP
of the Dob Civil e o
Liberties Officer

R I - Function” S R D | c ' '

20100120-02 - {'Repotting '.'Submxt Quarterly Reports to Al o {20100515 | CLOSED '.Due the ISm workday followmg the-

' B IR "DPO L _'G‘Qmponénts oo o ' ' close of the quarter Last

Bxenmal Privacy - I EREE O | submission was 20100115,
Tramngeport . R e S
~ Section 803 of the 9/ 11

14
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Commission
Recommendations
Report

¢ System of Records
Notice Review Report

| DoD memorandum’

_ -“Safeguardmg Agamst and

- | Responding to the Breach of
| Persomally Identifiable =

20090218-02 Reporting Submit comments on the revised | All 20090731 | CLOSED Comments due July 31, 2009.
Breach Report template to DPO. | Components
20090715-01 | Reporting Installation Physical Access All 20090731 | CLOSED Responses due July 31, 2009,
_ _ ' Control Systems Information, | Components | _
20090715-02 | Reporting | FISMA Privacy Report. 1Al 120090817 | CLOSED Responses due August 17, 2009,
_ _ o L | Componernts ] 0 _
20090218-04 | Civil Liberties | Develop and track Civil DPO Ongoing CLOSED DSD signed May 9, 2009 memo
' Liberties Ofﬁcer- p'ackage : ' .| designating Acting DA&M as DoD
: : . _ L CLO.
20090415-02 | Policy Develop gmdance on the ' DPO 20091201 OPEN | Guidance will be posted to DPO
' | considerations when emailing of ' o website as a FAQ.
| PH within’ aComponeﬂt agency, - | o
- | across the Department and
L . outside the Department. . _ L -t '
20090415-01 [ Other | Confirm DPO mailbox accepts | BPO. 20090501 |'CLOSED | DPO miailbox can accept encrypted
... |encrypted and FOUO messages - | - b and FOUO messages _ _
20090218-05 | Reporting | Provide comments on revised | All 20090403 | CLOSED | Duphcate and error. Refer to -
' : “breach reportmg template to ' Components | . - ' ] 20090218 (2.
20090318-01 | Reporting A request from Component for | DPO 120090401 | CLOSED - _'Aut'ﬁoﬁty is in the 5_400.1 1-R and
S ' DPO to provide Authotity for ' - - the OMB Circular A-130. DPO
L R | training reports,- - | b ) memorandum sent April 3, 2009. -
20090218-03 | Policy =~ | Provide commentstoe DPOon. - | All 20090430 | CLOSED - | Extension granted by Dlrector .
I S 'DoD 540011, DoD 5400.11 R ' '-Components R T DPO
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Information™, 25 Sep 2008, and
all Defense Privacy Board
Advisory Opinions.

20090415-03 | Policy Provide guidance on how to DPO 20090520 | CLOSED Concerns addressed. Guidance

delete an exemption from a template forthcoming,
: SORN.

20090318-02 | Reporting Section 803 ofthe 9/11 All 120090715 | CLOSED Consolidated under Item Number
Commission Recommendations | Components 20090218-01,
Report. '

20090318-03 | Reporting Systems of Records Notice =~ | All 20090715 | CLOSED Consolidated under Itern Number

_ o . Review Report, Components 20090218-01. _

20090617-01 Reporting Submit comments on _ All 20090626 | CLOSED Comments due June 26, 2009.

consolidated Quarterly Report Components |

template to DPO.
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Agenda

» Welcome/Review of Open Action Items

e Policy and Guidance

e SSN Use Reduction Initiative

» Privacy Compliance Metrics

« DPCLO Training Schedule/Other Trainings
e Announcements/Reminders

» Open Discussion

e Review of New Action Items

e Next Meeting Date

e Adjournment




Defense Privacy Board (DPB)
Meeting Minutes for April 17, 2013

I. Welcome and Opening Remarks

The VTC and teleconference meeting was called to order by[®® | Executive
Secretary, DPB and Director for Privacy, Defense Privacy and Civil Liberties Office
(DPCLO). Attendance was taken onsite, from VTC, and from teleconference participants. A
review was conducted of the open action items.

II. Policy and Guidance
#» DoD Directive 5400.11: The proposed rule has been forwarded to Mr. Rhodes for
signature and will then be released to the Office of Management and Budget for
approval. The timeline for codification of the rule is 45 to 90 days. After the rule is
final the Directive can be signed by the Deputy Secretary of Defense. (Update as of
May 1, 2013: Mr. Rhodes has signed the proposed rule documents.)

» DoD Manual 5400.11-M: The DoD 5400.11-M is currently out for formal

coordination. The suspense date is May 21, 2013.

+ DPB members were reminded when making comments to review the definition of
substantive and critical comments found on the DD Form SD818. Critical
comments reflect a conflict with federal law, Exceutive Order, or department
policies or may result in the loss of life or property. When DoD makes editorial
changes to a definition that originates from statute, the edited definition maintains
all necessary elements from the statute and does not constitute a critical comment.

* Adminisirative comments include grammar, spelling, and syntax. Please feel free to
contact DPCLO with that information, do not include it on the SD&18. This 1s
specifically noted on the SD818 and is a requirement of WHS Directives Division.

HI. Social Security Number (SSN) Use Reduction Initiative

Asof FY13, 2% quarter. DPCLO received SSN use justification memoranda for 44.05% of all
of the systems collecting SSNs. As of March 31, 2013, Dol is 31% behind its goal of
receiving 12.5% of the memoranda per quarter. DPCLO should have received 75% of the
memoranda for of all the systems documents in the DoD Information Technology Portfolio
Repository (DITPR). By the end of third quarter July 15, 2013, we should be at 87.5%.

Of the memoranda reviewed, roughly 7.6% state components are eliminating SSNs from their
systems. A number of other systems have plans to climinate the SSN in future years; however
those numbers are not included. Approximately 51% of all the systems reviewed are approved
as legacy systems.

DPB members were reminded that legacy system justifications are temporary approvals and
will have to be revisited in two years. [B)6) oted that if another justification is more
appropriate; make sure it is listed instead of legacy system. A large number of legacy system



justifications are used as people try to determine how to transition from the SSN to another
identifier.

IV. Privacy Compliance Metrics

(b)E)

» FY13 1* and 2™ Quarter High Impact Breaches:

There were 103 breaches considered as high impact in the 1% quarter of FY'13.

s There were 132 breaches considered as high impact in the 2™ quarter of FY13.

Paper records and e-mails continue to account for the vast majority of breaches.

» FY13 1* and 2™ Quarter Number of Individual Impacted by Breaches:

In the 2™ quarter 2,399,843 individuals were affected by breaches compared fo
290,332 individuals in the 1* quarter.

> FY12 1% and 2™ Quarter Number of Individuals Impacted by Breaches:

In the 2™ quarter 878.998 individuals were affected by breaches compared to
153,260 individuals in the 1*" quarter.

» Percentage of Incidents by Type for FY13 1* and 2™ Quarter:

The percentage of paper records decreased in the 2" quarter to 47% from 57% in the
1% quarter;

The percentage of incidents for e-mails increased in the 2" quarter to 34% from 24%
in the 1* quarter;

Incidents for info-sharing increased slightly in the 2™ quarter to 15% from 14% in the
1* quarter;

In the 2™ quarter incidents related to laptops decreased slightly to 2% from 3% in the
1* quarter; and

In the 2™ quarter incidents for other devices and removable media increased slightly
to 2% from 1% in the 1* quarter.

reminded the DPB members of the importance of selecting the correct impact level

for breaches. Ie also stressed the importance for component Privacy Officers to train their
workforce on how to categorize and assess the harm to individuals. Members were reminded to
refer to the DoD Memorandum for “Use of Best Judgment for PH Breach Notification
Determinations,” August 2, 2012.

V. Best Practices for Handling Breaches

A brief overview of some of the best practices related to handling breaches submitted by
components was presented.

1.

Sending follow-up e-mails to encourage reporting breaches on time;

2. Maintaining a public website designated to breach responses;

3. Establishing a designated e-mail inbox to report and provide guidance on breaches; and
4. Include pop-up messages whenever your website is assessed to give “Tips of the Week”.

-2



V1. Privacy Act Statement (PAS)

DPCLO developed a Privacy Act Statement Guide, which will be posted to the DPCLO website
and SharePoint. This guide will help components reduce errors and receive quicker approval for

their information collection packages that require OMB approval under the Paperwork Reduction
Act.

VII. DPCLO Training

L * DPCLO Sponsoted Courses
Apnl 22 25 2013 and DPCLO Privacy Officer Professionalization Program
October 21 — 24, 2013 (DPOP)
May 20, 2013

Privacy by Design for Information Technology System

and Owners Training & SORN Review

November 4, 20813

Septembcr 23 25,2013 Privacy Act Comphance and Management (PACMan)
fensa Other Prwacy Tratmng'()ui: i
May 12 - 1:3, 2013 ASAP 6" Annual Natlonal Trammg Conference,
Renaissance Arlington Capital View Hotel, Arlington,
VA

Note: DPCLO sponsored courses are in great demand with limited seating. Training schedules,
course announcements and registration information will be posted to the DPCLO SharePoint site
when available. Video Teleconferencing Training for the PACMan course is under
development.

VII. Anngouncements and Reminders

There were no announcements and reminders.

IX. Open Discussion
(b)(E)

NRO opened the discussion.

o Question: Argthere anv prerequisites for the Privacy by Design course?
Response: ®F) tated there are no prerequisites for the training; however, the
course is geared towards system owners and developers.

(b)(e)

Department of the Navy asked the question.

o Question: Can DPCLO provide an additional Privacy Compliance Metrics chart that
shows the number of individuals impacted by type of breach?
Response: stated the DPCLO would add a chart and present it at the next
meeting.




X. Wrap up

: . . B0 )
A review was conducted of the new action items. R thanked everyone for attending

the meeting.

XI. Next Meeting Date

The next DPB meeting is scheduled for May 15, 2013 and will be in teleconference and video
conference format.

XII. Meeting Adjourned

Submitted by
(bYG}
_ Mo (e, COU3

Director for Privacy, DPCLO Date
Exccutive secretary, Defense Privacy Board
proved. ; Disapproved
Oﬁ_ Q.-?Mﬂg___.f . SH0173
Michael 1. Rhodes, Director, Admimstration and Management Date

Chairman, Defense Privacy Board



ATTENDANCE

[(536)

Name Organization Present
Defense Contract Audit Agency
Defense Advanced Research Projects Agency X
OSD/Privacy X
Missile Defense Agency
White House Communications Agency
Defense Human Resources Activity X
Defense Privacy and Civil Liberties Office X
National Reconnaissance Office
Air Force Privacy Office X
U.S. Transportation Command
Defense Security Service X
Defense Threat Reduction Agency
Defense Human Resources Activity X
National Reconnaissance Office
USMC
Department of the Navy X
Defense Privacy and Civil Liberties Oflice X
Air Force, OGC
DON CIO X
Defense Privacy and Civil Liberties X
JTFCapMed N
NGA
Defense Privacy and Civil Liberties Office X
TRICARE Management Activity X
National Reconnaissance Office X
DLA
OSD/ESD X
DARPA
Office of the DoD CIO
TRICARE Management Activity X
Defense Human Resources Activity
MITRE/AMC
DFAS
BAH/NRO
MITRE/AMC
DON CIO X
DTRA X
SIGAR
Defense Privacy and Civil Liberties Office X
National Security Agency X
U.S. Pacific Command X
NRO
Defense Privacy and Civil Liberties Office X




ATTENDANCE

Z

Organization

Present

(b)(6)

CENTCOM

U.S. Special Operations Command

X

Defense Privacy and Civil Liberties Office

Defense Privacy and Civil Liberties Oftice

DTRA

AP

Air Force Privacy

Defense Privacy and Civil Liberties Office

Army Privacy Oftice

.8, Pacific Command

Army Privacy Office

NGA

TMA Privacy Office

Army Privacy

WHS/ESD/IMD

DIA

Department of the Navy

DCAA

|

QSD/Chief Information Office

NGA

NGA

NRO

MITRE

BAH

DON C10

NGA

NGB

Defense Privacy and Civil Liberties Office

Defense Logistics Agency

Defensc Privacy and Civil Liberties Office

DFAS

P D P P

NGA

NRO

TMA Privacy Office

CNO, DNS-36

Detense Manpower Data Cenler

o

MITRE

DeCA

X

Defense Human Resources Activity

Defense Privacy and Civil Liberties Office

Army Privacy Office

X

U.S. Northern Command

1J.S. Central Command

Department of the Navy




ATTENDANCE

Name Organization Present

(b)©) Air Force Privacy Office X
Missile Defense Agency X
Defense Commissary Agency X
DTIC X
Defense Privacy and Civil Liberties Office X
DON, CIO, Privacy
MITRE
Defense Logistics Agency X
National Reconnaissance Office
Air Force Privacy Office
Missile Defense Agency, CPO X
Office of General Counsel X
Air Mobility Command under the USAF X
National Geospatial Intelligence Agency X
TRICARE Management Activity X
DLA X
WHS/ESD/IMD X
Department of the Navy X
DCMA X
CENTCOM
Delense Privacy and Civil Liberties Office X
DISA/Records and PA X
Marine Corps
MITRE/AMC
Defense Contract Management Agency X
Army Privacy Office X

DHRA




Defense Privacy Board Action Item List

Open Action Items List (NOTE: All submissions to DPCLO should be sent to dpclo.correspondence@osd.mil)

Item Number Topic Action Item Description Ass';‘goned Due Date Status Comments
20130417-01 | Metrics Add a pie chart for breaches to show DPCLO May IN PROCESS | DPCLO will include the
the type of breach by number of DPB requested pie chart at the next
individuals impacted by that category DPB.
of breach.
20130417-02 | Compliance | Request guidance documents on how to | DPCLO ASAP IN PROCESS | Awaiting response from DLA.
categorize a breach.
20121206-01 | Policy Improve MOU/MOA language to DPCLO ASAP IN PROCESS | DPCLO is developing language
provide better privacy considerations and guidance for MOU/MOA
privacy considerations.
20120815-01 | Policy SSN Justification Instruction no longer | DPCLO Sep DPB ON HOLD — On hold pending resources.
refers to Component Forms will drafta PENDING
Management Officers; it simply refers | memo to RESOURCES
to Components. Was this change address this
intentional and will it create a conflict | omission
between Component and DoD Forms
Managers?




Defense Privacy Board Action Item List

Closed Action Items List:

Item Number | Topic Action Item Description Assigned Due Date | Status Comments
To

20130320-02 | Other Move face to face Defense DPCLO ASAP CLOSED | All DPB meetings will start at 1:00pm
Privacy Board Mecting to eastern time.
accommodate more members.

20130320-01 | Compliance White House Military Office DPCLO ASAP CLOSED | Subsequent contact was made with
(WHMO) asked for assistance in the Component involved. Follow-
the following, Then WHMO up communication has taken place.
contacted another Component
regarding a breach incident. It’s
been a number of weeks since
the other Component contacted
WHMO to follow-up on the
breach.

20130220-02 | Other When will DISA implement DPCLO ASAP CLOSED | DISA has not made a decision at
their software for DLP? this time to implement the DLP tool

DoD wide.
DPCLO will provide information when it
becomes available from DISA.

20121206-04 | Compliance NARA is in the process of DPCLO ASAP CLOSED | NARA provided DPCLO with the
overhauling the disposition General Review Schedule for
schedule; DPCLO representation review and comments. Comments
at those meetings might be were provided to NARA March 6,
beneficial to the Privacy 2013. DPCLO contacted NARA
Program and will be part of working group

involved in the overhaul of the
disposition schedule. We will keep
board members updated.

20130220-01 | Compliance DLA sent forward comments DPCLO ASAP CLOSED | Comments received from DLA

about DD Form 2959 which
were not incorporated into the
final form

were forwarded to DoD Forms
Manager by DPCLO. DPCLO is
awaiting response from DoD Forms
Manager.




Defense Privacy Board Action Item List

DPCLO will follow up with DLA
regarding comments.

20120815-02

20130220-03 | Other A number of attendees asked DPCLO 3/20/2013 CLOSED | DPCLO is scheduled to present
questions about adopting a DLP slides at the March face to face
product and strategy. DPCLO Defense Privacy Board meeting.
will present slides and other
information regarding DLP
applications.

20130220-01 | Compliance DLA sent forward comments DPCLO ASAP CLOSED | Comments received from DLA
about DD Form 2959 which were forwarded to DoD Forms
were not incorporated into the Manager by DPCLO. DPCLG is
final form awaiting response from DoD Forms

Manager.
DPCLO will follow up with DLA
regarding comments,

20121206-02 | Training Offer train-the-trainer DPCLO April 2013 | CLOSED This request being updated for the
opportunities through which Privacy Act Compliance and
Component Privacy Officers can Management (PACMan) and
learn how to crosswalk privacy DPCLO Privacy Officer
with their Component IT Professionalization (DPOP) course.

o personnel ' : _ :

201201206-03 | Compliance | Develop guidance that assists. DPCLO March DPB. | CLOSED Guidance is already provided in the
DoD personnel in understanding PACMan and DPOP trating. -
the relationship between existing '. :
privacy laws and regulations as

- | well as how to implément the
- | privacy requiréments of each - 1 L L
Other Can CART be modified to auto  |[P® Sep DPB | 'CLOSED | This request is currently not an

generate a tracking number
instead of the US CERT
number?

option due to technological and
fiscal constraints.

10




Defense Privacy Board Action Item List

20120815-03 | Compliance DPCLO will circulate the CIO  [P/® 31 August CLOSED | Memos circulated with the DPB
FISMA memo to DPB members 2012 minutes;
for use in obtaining compliance
with FISMA reporting Memos will be circulated with the
DPB minutes from the Dec 12
meeting as well.
20110615-01 | Other US-CERT reporting concerns for | All TBD CLOSED | DHS Privacy Office memo
inclusion in DPCLO proposal Componerits distributed as FYI in lieu of DoD
menio
20120523-01 Compliance DPCLO will provide DPB with | All 52472012 CLOSED
breach statistics of number of Components
individuals affected by paper
records for 2™ Quarter FY12
20120523-02 Policy The Civil Liberties Program (bX6) TBD CLOSED | Question posed by DARPA.
Instruction defines privacy as "a responded during Aug 15
right recognized by the meeting. Additional questions may
Constitution”, however the be addressed td®© |
Constitution does not reference Director for Civil Liberties.
privacy in this manner. How will
this be rectified? _ ]
20120523-03 | Policy PL 110-53 which authorized the [P© TBD CLOSED | Question posed by NGB.|"®
' civil liberties program confines [©©®  responded during Aug 15
its scope to terrorism related meeting. Additional guestions may
activities however the civil be addressed td(b)(a)
liberties program goes beyond Director for Civil Liberties.
that realim. Under what authority
was this scope expanded and in
consideration of the complaint
reporting requirement has this
change been communicated to
Congress?
20120119-01 Policy Can the DoD 1D number be DPCLO / TBD CLOSED | DMDC is investigating the

11



Defense Privacy Board Action Item List

hidden when signing documents | DMDC technical aspects of this inquiry.
or email?

20120313-01 Policy DPCLO request implementation | All ONGOING | CLOSED | Please send suggestions for guide
guide topics from Components | Components topics to[O)®) jby

the next DPB.

20120119-03 Policy Publish Info Papers to weband | DPCLO TBD CLOSED | DPCLO is retooling the info papers
SharePoint to deliver them as implementation

guides.

20120119-02 Policy Provide comments on Cross All 1/27/2012 CLOSED
Component Breach Management | Components
and DoD ID Number Info Papers
by COB Jan 27"

20120119-04 | Other Provide any CSOP feedback or | All 2/15/2012 CLOSED
recommendations to topics of Components
discussion for the CSOP Forum
tentatively planned for March

20111130-01 Policy Determine if DoD ID Number is | DPCLO TBD CLOSED | DMDC and P&R are working on
releasable under FOIA legal opinions to support a “2”

exemption under FOIA for the
release of the DoD ID number.
offered comments on
this issue during the Jan 19, 2012
meeting.

20111130-02 Training Determine if group IAPP DPCLO TBD CLOSED | DPCLO has no funding to support
Certification training is possible such training. Components can
for Components based on budget hold this training if they can fund it

themselves.

20111130-03 Training Determine if DLA will be able to | DPCLO/ TBD CLOSED | The FY12 course was developed
assist with enhancing the privacy | CIO/DLA and posted in October 2011. We
portion of the Information can revisit for FY13.

Assurance (IA) training
20111130-04 | Compliance | Provide SSN use justifications All 1/17/2012 CLOSED
Components

12




Defense Privacy Board Action Item List

20110817-02 | Policy Determine if ¢-mails containing | DPCLO TBD CLOSED | For .MIL to .MIL only, where the
PII sent on a secure DoD need to know condition is met,
network need to be encrypted emails containing PII do not need

to be encrypted.

If the need to know condition is
NOT met, the email goes to an
address other than a .MIL, or if
other inappropriate activities come
to light, then an unencrypted email
is reportable.

20110817-01 Compliance Provide list of systems to be All 9/14/2011 CLOSED
reviewed during FY12 Q1 for Components
SSN use reduction

20110720-01 Policy Verify e-mail encryption policy | DPCLO 08/17/2011 CLOSED | Updates incorporated into revised
in proposed DoD 5400.11-M manual.

20110720-02 | Policy Expedite SSN Use Reduction DPCLO/ ASAP CLOSED I(b)(ﬁ) fo follow-up with
Instruction signature. DFRA DFRA regarding strategies.

20110615-02 | Training Breach Management and All 06/22/2011 CLOSED | Send completed survey to
Prevention Training Survey Components dpo.correspondence@osd.mil.

20110615-03 | Compliance | Quarterly Reports including All 07/15/2011 CLOSED
Section {m) Contractor Reviews | Components

2010081804 Other Address SSN removal from DPCLO TBD CLOSED | Address SSN removal from records
records with NARA. with NARA. -

20100519-02 | Other Disposition of PII stored in copy | DPCLO/ TBD CLOSED | Discuss details with{®®
machine hard drives DLA

20100519-04 | Policy Guidance and contract language | DPCLO TBD CLOSED | To be addressed after submission
outlining contractor liability of first Section (m) reviews

20100519-05 Policy Guidance/templates Components | DPCLO TBD CLOSED | Data being collected via CSOP
could use to determine optimal Survey.
resource levels and justify
funding

20100818-01 Other Flash Memory DPCLO TBD CLOSED | Research Flash Memory

20100818-02 Other Ensure Privacy FAR clauses DPCLO TBD CLOSED | Section M reviews have

13




Defense Privacy Board Action Item List

cited in contracts commenced

20100818-03 Other Reassignment of SSN review in | DPCLO/ TBD CLOSED | Outside scope of DPB
DITPR to CIO. Ci0

20100818-05 Other Contact CIO Council to host a DPCLO/ TBD CLOSED | DHRA is appropriate lead.
guest speaker on SSN Reduction | CIO
Lessons Learned. Council

20100818-06 | Other Research locations/availability DPCLO TBD CLOSED | Research locations/availability of
of lists published from 1930s to lists published from 1930s to 1990s
1990s which contain service which contain service member
member names and SSNs. ' names and SSNs.

20100519-08 Policy Take a look at Memberships DPCLO TBD CLOSED | Establish in Directive for Privacy
and Civil Liberties. (Issues two
sets of principles etc.)

20100519-07 | Other Joint Base Physical Access Issue | Navy/AF TBD CLOSED | Keep on parking lot
(Base Commandeis not
Addressing PA, sponsoring
visitors)

20100519-06 Reporting Clarification on what DPCLO TBD CLOSED | No coordination outside of
coordination is required for Component Privacy Office
completing the ‘Scope of required.

Advice’ FISMA Report
question, ¢.g. should
Components query GC for the
scope of privacy advice they
have provided

2010051903 | Policy Boilerplate contract DPCLO TBD CLOSED OMB currently drafting FAR
language/FAR clause requiring clause
Privacy Act training

2(0100519-01 Reporting SORN Pre-Deployment Air Force TBD CLOSED | Discuss with CIO. 3-6 month
Category in DITPR timeline.

20100120-01 Civil Liberties | Submit Points of Contact All 20100701 CLOSED | Component Privacy Officers asked

14




Defense Privacy Board Action Item List

+ “Organizational Components to help Component leadership
Placement and Structure identify points of contacts ASAP
of the DoD Civil
Liberties Officer
Function”
20100120-02 Reporting Submit Quarterly Reports to Al 20100515 CLOSED | Due the 15" workday following the
DPO: Components close of the quarter. Last
o Biennial Privacy submission was 20100115.
Training Report
» Section 803 of the 9/11
Commission
Recommendations
Report
» System of Records
Notice Review Report
20090218-02 Reporting Submit comments on the revised | All 20090731 | CLOSED Comments due July 31, 2009.
Breach Report template to DPO. | Components
20090715-01 Reporting Installation Physical Access All 20090731 | CLOSED Responses due July 31, 2009.
Control Systems Information. Components
20090715-02 Reparting FISMA Privacy Report. All 20090817 | CLOSED Responses due August 17, 2009.
Comportents
20090218-04 Civil Liberties | Develop and track Civil DPO Ongoing CLOSED DSD signed May 9, 2009 memo
Liberties Officer package designating Acting DA&M as Do)
CLO.
20090415-02 | Policy Develop guidance on the DPO 20091201 OPEN Guidance will be posted to DPO
considerations when emailing of website as a FAQ.
Pl within a Component agency,
across the Department and
outside the Department.
20090415-01 | Other Confirm DPO mailbox accepts DPO 20090501 | CLOSED DPQO mailbox can aceept encrypted
encrypted and FOUO messages and FOUO messages.
20090218-05 | Reporting Provide comments on revised All 20090403 | CLOSED Duplicate and error. Refer to
breach reporting template to Components 20090218-02.

15




Defense Privacy Board Action Item List

DPO.
20090318-01 Reporting A request from Component for | DPO 20090401 | CLOSED Authority is in the 5400.11-R and
DPO to provide Authority for the OMB Circular A-130. DPO
training reports. memorandum sent April 3, 2009.
20090218-03 Policy Provide comments to DPO on All 20090430 | CLOSED Extension granted by Director,
DoD 5400.11, DoD 5400.11-R, | Components DPO.
DoD memorandum
“Safeguarding Against and
Responding to the Breach of
Personally Identifiable
Information”, 25 Sep 2008, and
all Defense Privacy Board
Advisory Opinions.
20090415-03 Policy Provide guidance on how to DPO 20090520 | CLOSED Concerns addressed. Guidance
delete an exemption from a template forthcoming,.
SORN.
20090318-02 Reporting Section 803 of the 9/11 All 20090715 | CLOSED Consolidated under Ttem Number
Commission Recommendations | Components 20090218-01.
Report.
20090318-03 Reporting Systems of Records Notice All 20090715 | CLOSED Consolidated under Item Number
Review Report. Components 20090218-01.
20090617-01 Reporting Submit comments on All 20090626 | CLOSED Comments due June 26, 2009.
consolidated Quarterly Report Components

template to DPO.
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Agenda

» Welcome/Review of Open Action Items

« Privacy Compliance Metrics

e DPCLO Training Schedule/Other Trainings
» Announcements/Reminders

» Open Discussion

e Review of New Action Items

» Next Meeting Date

e Adjournment



Defense Privacy Board (DPB)
Meeting Minutes for May 15, 2013

I. Welcome and Opening Remarks

The VTC and teleconference meeting was called to order by |(b)(6) |Executive
Secretary, DPB and Director for Privacy, Defense Privacy and Civil Liberties Office
(DPCLO). Attendance was taken onsite, from VTC, and from teleconference participants. A
review was conducted of the open action items.

II. Privacy Compliance Metrics

» Number of Individuals Affected by Type of Breach: providcd information
on the number of individuals affected by each breach type (laptops, removable
media/other devices, emails, info-sharing, and paper records) for the 2™ quaster FY13.

» Health Information Technology for Economic and Clinical Health (HITECH) Breaches:

|“’_)(6) TMA Privacy Office, presented an overview on how breaches are
delined by the Department of Health and Human Services (HHS), how they are handled
under the Health Insurance Portability and Accountability Act (HIPAA), and explained
the new notification requirements under HITECH. HHS defines a breach as the
unauthorized acquisition, access, use, or disclosure of Protecte b%f)zal’rh Information
(PHI), whicl compromises the privacy or security of the PHL poinled out
this excludes certain unintentional uses or disclosures involving authorized personnel
and situations where an unauthorized person would not have been able to retain the
PHI. 1t also excludes breaches where a risk assessment can demonstrate there is a “low
probability the PHI has been compromised.”

HITECH established new individual notification and government reporting
requirements when a breach of unsecured PHI occurs. All confinmed or suspected
breaches involving military health service (MHS) beneficiary information, regardless of
the data elements, must be reported to the TMA Privacy Office. DPB members were
reminded that we can only correct what is reported, the detatis in the breach are
extremely important, and promptly reporting them is a statutory requirement.

» Section 803 and Privacy Program Quarterly Reports: DPCLO will begin to follow-up
on privacy complaints listed as “pending” on the Section 803 and Privacy Program
Quarterly Reports. Follow-up will begin with those complaints listed in the 2n quarter
FY13 report. DPCLO will contact Components to find out if the complaints are still
pending or if a responsive action has been taken to resolve them. If you have a
responsive action please send them to DPCLO.correspondence@osd.mil.

» Status of Reviews of 1993-2007 SORNs: [P© reminded the DPB members
that reviews of these old SORNs must be completed by June 30, 2013.




For those SORNs requiring action (e.g., alterations, amendments, and deletions),
Components need to report to DPCLO by September 30, 2013 the actions that will be
taken. The newly added column in the quarterly report under the “SORNS REPORT”
tab is available to aid in this process. Components need to make sure they use the
current version of the report.

> Building Privacy Relationships: [P® |reminded DPB members that
communication with other individuals is critical to successful implementation of the
Privacy Act within their Component, activity, or Command. Keep in mind that
DPCLO is not tasking Components with contacting other offices; it is only pointing
out the importance of building relationships with other program offices to
successfully integrate privacy within their programs.

For example, system owners should be contacted early in the process to help ensure
that privacy is considered at the beginning of system development or purchase and
throughout the entire life cycle of an information system. The DPCLO class Privacy
by Design for Information Technology System Owners Training and SORN Review
may be beneficial in this regard.

V1. DPCLO Training Overview, Recap, and Schedule

DP()LO Sponsored Caurses

November 4, 2013 Privacy by Design for Informatlon Technology System
Owners Training and SORN Review

September 23-25, 2013 Privacy Act Compliance and Management (PACMan)

October 21-24, 2013 DPCLO Privacy Officer Professionalization (DPOP)

Other anany Traamng Oumlde of DPCLO

June 19 2013 DHS Privacy Comphance Workshop
Location: DHS Training Center, Washington, DC
Registration and workshop details available at:
http://www.dhs.gov/privacy-workshops

Note: DPCLO sponsored courses are in great demand with limited seating.” Training schedules,
course announcements and registration information will be posted to the DPCLO SharePoint site
when available. Video Teleconferencing Training for the PACMan course is under
development.

HI. Announcements/Reminders

There were no announcements or reminders.



IV. Open Discussion

V‘

V1.

|Hi ) |OSD/J S, opened the discussion by noting it may be difficult for certain
Components to complete the review of old SORNSs if the agencies reporting to them are
uncooperative or not communicative about their SORNs that need to be reviewed.
Response: DPCLO will offer assistance with communicating with those agencies or
Components to facilitate the process. as instructed to contact i(ESEES bt
assistance is needed to locate to a system or program manager’s office or point of contact for
the old SORNS.

e DON CIO, asked if DPCLO could provide some guidance on whether or
not IP addresses shouid be considered PII.
Response: DPCLO included this as a new action item and will provide an information paper.

Wrap up

A review was conducted of the new action items. Elthanked everyone for attending
the meeting.

Next Meeting Date — Note Change in Date

The next DPB meeting is scheduled for Tuesday, June 18, 2013 from 1:00pm to 4:00pm. It will
be a face to face meeting and wili be available to those who need to call in via video conference,
Please note the meeting will be Tuesday June 18" not Wednesday, June 19", This will aliow
DPB members to attend the DHS Privacy Compliance Workshop on June 19, 2013.



ViI. Meeting Adjourned

Submitted by
W6}

(D}E)

Director for Privacy, DPCLO
Executive Secretary, Defense Privacy Board

@ Disappx oved

Michael L. Rhodcs, Dxreclcu, Administration and Management
Chairman, Defense Privacy Board

z. (_’:4)3

Date

SE30
Date
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Defense Logistics Agency (DLA)
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Missile Defense Agency (MDA)
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U.S. Northern Command (USNORTHCOM)

US. Pacific Command (USPACOM)

U.S. Special Operations Command
(USSOCOM)
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U.S. Strategic Command (USSTRATCOM)

U8, Transportation Command
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Defense Privacy Board Action Item List

_Open Action ltems List (NOTE: All submissions to DPCLO should be sent to dpclo.correspondence(@ osd.mil)

between Component and DoD Forms
Managers?

Item Number Topic Action Item Description Ass.ﬁned Due Date Status Comments
20130515-01 | Metrics Provide stats on the number of DPCLO June IN PROCESS | DPCLO developing stats to
' individuals affected by high impact DPB present at the next DPB
breaches and the type of breach. meeting.
20130515-02 | Compliance | Request guidance on whether IP DPCLO ASAP IN PROCESS | DPCLO will develop a
addresses are considered PlI guidance paper.
20130417-02 | Compliance | Request guidance documents on how to | DPCLO ASAP IN PROCESS | Awaiting response from DLA.
categorize a breach.
20121206-01 | Policy Improve MOU/MOA language to DPCLO ASAP IN PROCESS | DPCLO is developing language
provide better privacy considerations and guidance for MOU/MOA
privacy considerations.
20120815-01 | Policy SSN Justification Instruction no longer | DPCLO Sep DPB ON HOLD -~ | On hold pending resources.
refers to Component Forms will draft a PENDING
Management Officers; it simply refers | memo to RESOURCES
to Components. Was this change address this
intentional and will it create a conflict | omission




Defense Privacy Board Action Item List

Cjosed Yetron Tlems st

Item Number | Topic Action Item Description Assigned Due Date | Statas Comments
To

20130417-01 | Metrics Add a pie chart for breachesto | DPCLO May DPB CLOSED | DPCLO included the requested
show the type of breach by chart (bar graph, not pie chart) at
number of individuals impacted the May 15, 2013 DPB meeting.
by that category of breach.

20130320-02 | Other Move face to face Defense DPCLO ASAP CLOSED | All DPB meetings will start at 1:00pm
Privacy Board Meeting to castern time.
accommodate more members.

20130320-01 | Compliance | White House Military Office DPCLO ASAP CLOSED | Subsequent contact was made with
(WHMO) asked for assistance in the Component involved. Follow-
the following. Then WHMO up communication has taken place.
contacted another Component
regarding a breach incident. It’s
been a number of weeks since
the other Component contacted
WHMO to follow-up on the
breach.

20130220-02 | Other When will DISA implement DPCLO ASAP CLOSED | DISA has not made a decision at
their sofiware for DLP? this time to implement the DLP tool

DoD wide.
DPCLO will provide information when it
becomes available from DISA.

20121206-04 | Compliance | NARA is in the process of DPCLO ASAP CLOSED | NARA provided DPCLO with the
overhauling the disposition General Review Schedule for
schedule; DPCLO representation review and comments. Comments
at those meetings might be were provided to NARA March 6,
beneficial to the Privacy 2013. DPCLO contacted NARA
Program and will be part of working group

involved in the overhaul of the
disposition schedule. We will keep
board members updated.

20130220-01 | Compliance | DLA sent forward comments DPCLO ASAP CLOSED | Comments received from DLA




Defense Privacy Board Action Item List

| were forwarded to DoD Forms
" | Manager by DPCLO, D!

- | awaiting response fmm)t
| Manager.

DPCLO will foﬂowup thh A

2013922903 [Other —

2012120602 | Training | Of - This request being uvdmedl . cthe
o ' - | Privacy Act Compliance and '
Management (PACMan} and.'
= DPCLO Privacy Officer

| Professionalization (DPOP




Defense Privacy Board Action Item List

20120815-03

3012081503 | Com

: ,‘-Thxs request is cuxremy not an -

20120523-01

Compliance

- [-PPCLO will provide DPB with
- "breach statistics of nmber of
| individuals affected by paper

i records for 2™ Quarter FY12

All

512472012
- Components | - - o

CLOSED

2012052302

[ Policy

| The Civil Liberties ngram
| Instrisction defines privacy. as’a
| right recognized by the :
{ Constitution”, however the
. [ Constitution does mot'rcfe;rence R
< L privacy: mtlusmamlet -'How Wﬂl o

— e

CLOSED

Question posed by DARPA., l(b)(ﬁ) “
OO fes onde& durmg Aug 15

% Blrector for le beertles

2012052303

| i:_tms be reeﬁﬁed‘?

| 1ts scepe;to":terronsm 'related
1 activities however the civil
| iberties' program goes: beycnd

o that mahn._i-?Under.what aufhamy

| ‘was this scope expanded andin
i consxderat;on of the mmplamt

[ CLOSED

o meeting. ‘Additional questions may

Ones 'npased byNGB 2|
responded during Aug 15

| Director for Civil Liberties.

11




Defense Privacy Board Action Item List

reporting requirement has this
change been communicated to
(Congress? _

20120119-01 | Policy Can the DoD ID number be DPCLG/ TBD CLOSED | DMDC is investigating the
hidden when signing documents | DMDC technical aspects of this inquiry.
or email?

20120313-01 Policy DPCLO request implementation | All ONGOING | CLOSED | Please send suggestions for guide
guide topics from Components | Components topics tofPXo) foy

the next DPB.

20120119-03 Policy Publish Info Papers to weband | DPCLO TBD CLOSED | DPCLO is retooling the info papers
SharePoint to deliver them as implementation

guides.

20120119-02 | Policy Provide cormments on Cross All 1/27/2012 CLOSED
Component Breach Management | Components
and DoD ID Number Info Papers
by COB Jan 27"

20120119-04 | Other Provide any CSOP feedback or | All 2/15/2012 CLOSED
recommendations to topics of Components
discussion for the CSOP Forum
tentatively planned for March

20111130-01 | Policy Determine if DoD ID Numberis | DPCLO TBD CLOSED | DMDC and P&R are working on
releasable under FOIA legal opinions to support a “2”

exemption under FOIA. for the
release of the DoD ID number.
I(b@ ioffered comments on
this issue during the Jan 19, 2012
meeting.

20111130-02 | Training Determine if group IAPP DpCLO TBD CLOSED | DPCLO has no funding to support
Certification training is possible | such training. Components can
for Components based on budget hold this training if they can fund it

themselves.

20111130-03 Training Determine if DLA will be able to { DPCLO/ TBD CLOSED | The FY12 course was developed
assist with enhancing the privacy | CIO/DLA and posted in October 2011. We

12




Defense Privacy Board Action Item List

| canrevisit for FY13. -

20111130-04

3011081702

TFor. MIL o ML only, Where the
| need’ 1:0 know condition is met,

- | emails containing PII do ot naed
o be encrypted

- If the need to know condmon is
‘NOT met; the emall goes to-an
address other than a ML, or if

- | other inappropriate activities come
* | to light, then. an unencrypted ema.ll
| is repertable :

2011081701

| Compliance

_ Provxde hst of: systems m be
| reviewed dunng FY12 QI fer
t SSN use reductxon .

Ali e
'Components -

Tomano1l

“CLOSED |

2011072001 | Poticy

SR '-.mcw .

-E: ._ :_0. 8 117/201 T

CLOSED o .’;Updaies mcorporated mto rewsed

- F'manual.

E ECLOSED '-

:Zl(b)(ﬁ) b fﬁllow-up With
1 DHRA tegardmg strateg;es

2011061502

E CLOSED ]

| Send completed survey to.
s dpo correspandence@osd mﬂ

20110615-03 Comphance -

cwsm* 1

201608184}4

T :?._'. ; L.SED

Address SS: removal ﬁ‘&m recﬁrds

-(}tﬁé — .| records

B | ;_-'_.-_.'-CLQSED{

Dlscuss de- ] (b)(6)

20100519-04

TPoliey | Guidanos an

;_-T(} ’ne addressed aﬁ:er subrmsswn

- of first Section (m) reviews .

20100516-05

Pohcy -{:;_ _ - doncftemplates Com
' could use to detenmne.eptxmai

| Data being collected via: S0P
| Survey. :

13




Defense Privacy Board Action Item List

j zesource Ievelsand}ustlfy B R S

-20100818 o1

Other — -

'.'.Flas _'Memory

“Research Flash Memory _

20100818—{}2 :

] :-Ensure Prwacy FAR clauses e D gt
_leitedineoniracts o

ot T "'f:coenced

Section M- rewews have o

201.0()81’8‘-03

T oher

1 Reassignment of SSN rewew m
| DITPR to CIO. -

DPCLO/

Outs*xde scope. of DPB

26100818-05

- [ Contact. CK) Councll t@ iieSt a-
| guest: speaker on’ SSN Reductlon
| Lessons Learned..

“ToPCLO7
|cio
{Council - |

| CLOSED 7 'DHRA is appropnate lead.

20100818-06

Other

- i Reseatch Iacaﬂons!avaﬂablhty
| of Hsts: published from 1930s to .
|/ 1990s 'which contajn service

| member names and SSNs. -

IDPCLO

" CLOSED

] -.Research locaj;lonsfavallabllity of

| lists published from 1930s o 1990s

N __ wh:ch contain service membcr
| names and . SSNs.

20160519-08

Policy

- | Take alook at Membersmps |

| DPCLO :

" CLOSED | Establish in Directive for Privacy
| and Civil Liberties. (Issues two

| sets of principles etc.)

20100519-07

| Other

Jomt Base Phymcal Access Issua
- | (Base Commanders_not -

i

CLOSED

Keep ot parkmg ot

20100519-06

| Reporting .| Clarification: o

o ;wmpleﬁng the ‘Scope of

- -Advice’ FISMA. Repert

- | question; e.g. should - SRR

| Components query. GC fer the PR

- -} scope of pnvasy adv::ce they
| have provided i

E R Component anacy Ofﬁce

| No coordination outside of

o ; _'reqmred

20100519-03

P'ozl'i'cb’f. ' '

' D '-Bmlmplate contract :
| Tanguage/F, AR clause requmng
| Privacy Act training -

"CLOSED |

0 currently d:aff.mg FAR

clause

14




Defense Privacy Board Action Item List

20100519-01

[ Reporting

[ SoRN Pre—Deployment

"CLOSED

Discuss with CIO 3~6 month
umelme o

30100120-01

fPiacement ami Structure -

- of the DoD Civil

-"'fLIbemesOﬁi_cer o

- Punction”

_:Cempx')neut an. yf'Gﬁicers asked -

to hielp Component leadership
identify points of contacts ASAP

20100120-02

Repomng - f"Submrt Quarterly Repbrts 10

e DPO:
R R B1enmal Prwacy

* Training Report . _
» Section 803 o_ft_hc 9/11
 Commission -
. :Recommmdanons

Rﬁport

. - System’ of Records

Notice Review: Report : o

26100515
1 Components |

CLOSED

Due the 15" workéay following the
close of the quarter. Last

| submission was 20100115,

20090218-02

' chomng

. _Submt comants onthe revzsed

AT

B :-20090731._'.-7._'_

| -CLOSED )

Ccmmients due Jﬁty-sl 2005.

2009671501

g j. Reportmg

' 1 '-_Componeﬁts
Al oo

B T TR
E '.Components : -

CLOSED

T Respfmses Too Iuiy 31 2009

2009071502

g Repornng

o :-:-._'Compnonents

--zooaomi.

1 CLOSEI}.{_-':

ReSpnnses due August 17, 2099

30090218-04

.“';le leertxes o :'i op

‘ DSD sxgneé May 9 2009 mema

demgnaﬁng Acnng DA&M as.DoD
CLO.-

20090415-02

T 5P'o:_1'_icy. | T ;' devele e

ACTOSS ﬂxeDepartmmt 'and

" '?.-':-':'iiPO, o

20091201

OFEN

Guidance will be posted 1o DPO

| Websrte as aFAQ

15




Defense Privacy Board Action Item List

malf can.’."'cept encrypted _

20090218-05 | Repor

: ;:.Dz_:phcg : _and arro _Reﬁar'tg -~

2009031801 | Reporting | A e

'j5*735205994°1ﬁ

TCLOSED

-_ -.'Authonty isin the 5400 fiRand
| the OMB Cireular A-130. DPO
| memorandum sent April 3, 2009.

2009021803 | 1

Policy

"Respendlng tothe Breach Of
7| Personally Identifiable -

_ :-.Infarmaﬁan_-_. 25 Sep 2008 and

;.-mede comments to DPO on . 5_ :

e '_'_'DOD 5400.11; DoD: 54{}0 il R,:_'_"

.| DoDy memorandum
“Safeguarding. Agamst and

. .-- fF'29G9043b
: Cﬂmpﬂneufs .

[CLOSED

I Extension granted by Director,
- { DPO.

;.-Concems acldressed Guldauce
o template fort’hcommg

2009031802

T Repomng 5: .;__:'Secncm 803 of the 971 1
1 fCammmsxon Recommendatlons'
' __:-Report '

R "_}-_”-Au

| '?beé§Q?155
:_5_:_.;Com130nmts R

'-_'Consohdated under Item Number

L ':- 29090218 or.

20090318-03

Repo I’Eing

| :;.._’SYStems Gf Records N o

| -.Aﬂ

¥ ---z:ﬁiémls?i
_Compﬂnents L L

'- ‘-,CLOSED";_ T

I3 Consohdated under Item Number
. _-.'-20990213-01

20090617-01 | Reporting | Sut
S '--.'.'_'-.-consohdated__.'-_':f- exly Repot
| template to DPO.

-'thnu. ..cammeﬁts on

o S _._"f'ﬁvCLOSEDv”
| Components | | |

B Cammems due June 26 2009,
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Agenda
©)

Welcome/Review of Open Action Items
Policy and Guidance

Privacy Compliance Metrics

DPCLO Training Schedule/Other Trainings
Announcements/Reminders

Open Discussion

Review of New Action Items

Next Meeting Date

Adjournment

Defense Privacy and Cluil Liberties Office



Defense Privacy Board (DPB)
Meeting Minates for July 17, 2013

I. Welcome and Opening Remarks

The VTC and icleconference meeting was called 1o order 13)1(_”7‘ﬂ |Executive
Secretary, DPB and Director for Privacy, Defense Privacy and Civil Liberties Office
(DPCLO). Attendance was taken onsite, from VTC, and from teleconference participants. A
review was conducted of the open action items.

11. Policy and Guidance

% Status of DoDD 5400.11 and DoD 5400.11-R: [P© informed DPB members
that the DoD Directive 5400.11 is currently in the Regulatory Policy Office for review,

and the DoD> Manual 5400.11-M is currently in legal adjudication review.

A5

Guidance on IP Addresses as PH: This addressed one of the action items from the May
2013 DPB meeting. [P®____ cited Klimas v. Comcast Cable Communications, Inc.
that explained “IP addresses are not, by themselves, PIL” It may become PIY if other
identifying information is collected along with the IP address, such as usernames or
account information. [P addresses collected in order to customize web experiences or
track web activity must be in compliance with DoDI 8550.01, DoD Internet Services
and Internet Based Capabilitics. P Jalso pointed out that this is the standard
for the United States, but it is not the view held in the European Union.

» Status of Reviews of 1993-2007 SORNSs: |{b) © Ireminded DPB members that
reviews of old SORNs should have been completed by June 30, 2013. Cemponents
need to report the actions required on SORNs (e.g., alterations, amendments, and
deletions) to DPCLO by September 30, 2013. By December 31, 2013 the SORNSs that
require action need to be submitted to DPCLO. Beginning January 2014 the
Components should begin the review of the 2008-2011 SORNs. The newly added
column in the quarterly report under the “SORNS REPORT™ tab is available to aid in
this process. Components need to make sure they use the current version of the report.

HI. Privacy Compliance Metrics

» FY13: Number of Individuals Impacted by Breaches:
e Inthe3® gir. of FY13, 118,024 individuals were affected by breaches
compared to 2,399,843 individuals in the 2% gtr., and 290,332 individuals in
the 1% gtr.




v

Y

In the 3™ Qtr of FY13: there were a total number of 140 breaches considered as high
impact. June had the highest number of high impact breaches (50).

In the 2™ Qtr of FY13: there were 132 breaches considered as high impact. March
had the highest number of high impact breaches (54).

In the 1* Qtr of FY13: there were a total number of 103 breaches considered as high
impact. October had the highest number of high impact breaches (47).

Percentage of Incidents by Type for FY13. Qtrs 1, 2, and 3 Comparison:

+ The percentage of paper record incidents decreased in the 3™ gtr.:
Q3:31%; Q2:47%; Q1: 56% ;

¢ The percentage of incidents for e-mails decreased slightly: Q3: 33%; Q2: 35%;
Q1:24%;

» There was a substantial increase in the percentage of incidents for info-
dissemination: Q3: 31%; Q2: 15%; Q1: 14%;

» The percentage of incidents involving laptops increased slightly: Q3: 3% ; Q2:
2% ; Q1: 3% ; and

o There was a slight increase in the percentage of incidents involving other devices
and removable media: Q3: 2%, Q2: 2%; Q1: 1%.

Note: Info-dissemination is considered web intrusion, posting PEH/PHI to

\7‘;‘

v

intranet/internet etc.

(b))

Individuals Affected by High Impact Breaches: rovided an
overview of additional breach trends and charts that analyzed the number of high
impact breaches and individuals affected for the month of June 2013. He also
presented breach trends that compared the number of individuals affected by high
impact breaches from October 2012 to June 2013; the monthly percentage of
individuals affected by breaches and percentage of breaches per month; and the average
number of individuals affected by high and low impact breaches during the same time
period.

Privacy Compliance and Reporting Tool (CART) Catepories: |(b)(6) |

presented a summary on how the different categories listed on the DD Form 2959,
Breach of Personally Identifiable Information (PII) Report, are categorized and used to
assess breaches. In the near future Components will be able to load the DD Form 2959
into the CART.

2013 FISMA Report: |(b)(6) |gave an overview and informed DPB members
of the timeline and reporting requirements for the Senior Agency Official for Privacy
Fiscal Year 2013 Annual FISMA Report. Official guidance was released immediately
after the DPB meeting to Components and on July 5, 2013 to the Joint Staff and the
Combatant Commands. Uploads to DITPR are due by September 9, 2013, and all final
reports are due to DPCLO by September 16, 2013.




IV. Training

Important Upcoming Dates:

DPCLO Sponsored Courses

September 24-26, 2013

Privacy Act Compliance and Management (PACMan)
(this will also be offered for Video Teletraining via VTC)

QOctober 21-24, 2013

DPCLO Privacy Officer Professionalization (DPOP)

November 4, 2013

Privacy by Design for Information Technology System
Owners Training and SORN Review

Other Privacy Training Qutside of DPCLO

September 29-October 2,
2013

[APP Privacy Academy
Scattle, WA
For additional information visit:
https " waww privacyassociation.org.

V. Announcements and Reminders

» New Meeting Schedule: Effective this month, DPCLO will hold DPB meetings every

other month. Ad hoc mectings will be held if necessary, DPB mectings will occur on
the odd-numbered months (January. March. May, July, September, and November)

moving forward.

» Dob Lnterprise FE-Mail: Between July 31, 2013 and August 1, 2013 all DA&M e-mail

addresses will change, including DPCLQ cmail addresses. Components will be
notified in advance ol our new e-mail addresses as soon as we have them. This will
impact our contact list where we provide information and updates to Components.
Emails using the old DPCLO email addresses will be forwarded for six months.

V1. Open Discussion
There was no discussion.

VII. Wrap up

There were no new action items.

|{b}( } thanked everyone for attending the meeting.




VIII. Next Meeting Date — Note Change in Date
The next DPB meeting is scheduled for Wednesday, September 18, 2013 at 1300 EST. This is to
accommodate the new schedule of holding meetings every other month.
1X. Meeting Adjourned

Submitted by
(G

_ Frely 27 20103
IW) Director for Privacy, DPCLO Date
Executive Secretary, Defense Privacy Board

Disapproved
W4% g./-26/3

Michael L. Rhodes, Director, Administration and Management Date
Chairman, Defense Privacy Board
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POC

Name

Air Force Privacy Office

Army Privacy Office

Marine Corps Privacy Office

Department of the Navy

National Guard Bureau (NGE)

»< [ 4

(b)(E)

(b)(6)

Name

Name

(b)(©)

(b)(E)

COMPONENTS

POC

Name

Name

Name

OSD/JS Privacy Office

Defense Advanced Research Projects Agency
(DARPA)

Defense Contract Audit Agency (DCAA)

Defense Contract Management Agency
(DCMA)

Defense Commissary Agency (DeCA)

Defense Finance and Accounting Services
(DFAS)

Defense Human Resources Activity (DHRA)

Defense Intelligence Agency (DIA4)

Defense Information Systems Agency (DISA)

Defense Logistics Agency (DLA)

(b))

b)(6)

(b)(©)
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Defense Manpower Data Center (DMDC) (B)E) (b)(6) [ ®)E)

-

Defense Security Service (DSS)

Defense Technical Information Center
(DTIC)

Defense Threat Reduction Agency (DTRA)

Joint Task Force National Capital Region
(JTF CapMed)

Missile Defense Agency (MDA)

e I e
>

National Geospatial Intelligence Agency
(NGA)

National Reconnaissance Office (NRO) X

e

National Security Agency (NSA4)

Office of the Director of National
Intelligence (ODNI)

Office of General Counsel (OGC)

Office of the DoD CIO

P

DoDIG (Office of Inspector General)

Special Inspector General for Afghan
Reconstruction (SIGAR)

TRICARE Aanagement Activity (TMA) X
Privacy Office

Information Management Division
(WHS/ESD)

White House Military Office (WHMO)

White House Communications Agency X
(WHCA)

COCOMS POC Name Name Nane

=
=)
=
=
k=2
[
=
mI'
2

US. AFRICOM (USAFRICOM) (b)6)

US. Central Command (USCENTCOM)

U.S. European Command (USEUCOM) X




U.S. Northern Command (USNORTHCOM)

US. Pacific Command (USPACOM)

LS. Special Operations Command
(USSOCOM)

U.S. Southern Command (USSOUTHCOM)

(b)(e)

U.S. Strategic Command (USSTRATCOM)

.S, Transportation Command
(USTRANSCOM)

(b)(6)

(b)(6)

DPCLO

POC

Name

Name
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Defense Privacy Board Action Item List

Open Action Items List (NOTE: All submissions to DPCLO should be sent to dpclo.correspondence/@osd.mil)

Item Number Topic Action Item Description Ass';‘ined Due Date Status Comments
20121206-01 | Policy Improve MOU/MOA language to DPCI.O ASAP ON HOLD - DPCIL.O is developing language

provide better privacy considerations PENDING and guidance for MOU/MOA

RESOURCES | privacy considerations.

20120815-01 | Policy SSN Justification Instruction no longer | DPCLO Sep DPB ON HOLD - On hold pending resources.

refers to Component Forms will draft a PENDING

Management Officers: it simply refers | memo to RESOURCES

to Components. Was this change address this

intentional and will it create a conflict | omission

between Component and DoD Forms

Managers?




Defense Privacy Board Action Item List

Closed Action Items List:

Item Number | Topic Action Item Description Assigned Due Date | Status Comments
To

20130515-01 | Metrics Provide stats on the number of | DPCLO June DPB CLOSED | DPCLO presented stats at July DPB
individuals affected by high meeting.
impact breaches and the type of
breach.

20130515-02 | Compliance Request guidance on whether IP | DPCLO ASAP CLOSED | DPCLO presented guidance at July
addresses are considered PII ' DPB meeting.

20130417-02 | Compliance Request guidance documents on | DPCLO ASAP CLOSED | DPCLO presented at July DPB
how to categorize a breach. meeting.

20130417-01 | Metrics Add a pie chart for breaches to DPCLO May DPB CLOSED | DPCLO included the requested
show the type of breach by chart (bar graph, not pie chart) at
number of individuals impacted the May 15, 2013 DPB meeting.
by that category of breach.

20130320-02 | Other Move face to face Defense DPCLO ASAP CLOSED | All DPB meetings will start at 1:00pm
Privacy Board Meeting to eastern time.
accommodate more members.

20130320-01 | Compliance White House Military Office DPCLO ASAP CLOSED | Subsequent contact was made with
(WHMO) asked for assistance in the Component involved. Follow-
the following. Then WHMO up communication has taken place.
contacted another Component
regarding a breach incident. It’s
been a number of weeks since
the other Component contacted
WHMO to follow-up on the
breach.

20130220-02 | Other When will DISA implement DPCLO ASAP CLOSED | DISA has not made a decision at
their software for DLP? this time to implement the DLP tool

DoD wide.
DPCLO will provide information when it
- becomes available from DISA.
20121206-04 | Compliance NARA is in the process of DPCLO ASAP CLOSED | NARA provided DPCLO with the

overhauling the disposition

General Review Schedule for




Defense Privacy Board Action Item List

schedule; DPCLO representation
at those meetings might be
beneficial to the Privacy
Program

review and comments. Comments
were provided to NARA March 6,
2013. DPCLO contacted NARA
and will be part of working group
involved in the overhaul of the
disposition schedule, We will keep
board members updated,

| opportunities through which
- Component Privacy Officers can.
| learn how to crosswalk privacy

20130220-01 | Compliance | DLA sent forward comments DPCLO ASAP CLOSED | Comments received from DLA
about DD Form 2959 which were forwarded to Dol Forms
were not incorporated into the Manager by DPCLO. DPCLO is
final form awaiting response from DoD Forms

Manager.
DPCLO will follow up with DLA

L _ _ _ regarding comments. .

20130220-03 | Other A nurnber of attendees asked DPCLO 3/20/2013 CLOSED | DPCLO is scheduled to present
questions about adopting a DLP slides at the March face to face
product and strategy. DPCLO Defense Privacy Board meeting.
will present slides and other '
information regarchng DLP
applications. | . I R

2013022001 | Compliance | DLA sent forward comments DPCLO ASAP . CLOSED | Comments received from DLA

| about DD Form 2959 which ' were forwarded to DoD Forms
were not incorporated into the Manager by DPCLO. DPCLO is
final form awaiting response from DoD Forms
Manager.
| _DPCLO will follow up w1th DEA —
| o Vb | reparding comments. '
20121206-02 | Training | Offer train-the-trainer DPCLO April 2013 | CLOSED. | This request being updated for the

. | Privacy Act Compliance and
| Management (PACMan) and
| DPCLO Privacy Officer

10




Defense Privacy Board Action Item List

with their Component I'T Professionalization (DPOP) course.
personnel _ _ _

201201206-03 | Compliance Develop guidance that assists DPCLO March DPB | CLOSED Guidauce is already provided in the
DoD personnel in understanding ' PACMan and DPOP training,.

the relationship between existing
privacy laws and regulations as
well as how to implement the
privacy requirements of each

20120815-02 | Other Can CART be modified to auto  |*© Sep DPB CLOSED | This request is cutrently not an
generate a tracking number option due to technological and
instead of the US CERT fiscal constraints.
numnber?

20120815-03 | Compliance | DPCLO will circulate the CIO  [®'© 31 August CLOSED | Memos circulated with the DPB

: FISMA memo to DPB members 2012 minutes;
for use in obtaining compliance '
with FISMA reporting . Memos will be circulated with the

DPB minutes from the Dec 12
 meeting as well.

20110615-01 | Other | US-CERT reporting concerns for | All TBD CLOSED | DHS Privacy Office memo
- inclusion in DPCLO proposal Components distributed as FY1 in lieu of DoD
o mMeno
20120523-01 Compliance | DPCLO will provide DPB with | All 5/24/2012 CLOSED
breach statistics of number of Components

individuals affected by paper
records for 2" Quarter FY12

20120523-02 | Policy The Civil Liberties Program b)) TBD CLOSED | Question posed by DARPA[P® ]
Instruction defines privacy as "a [©X©) responded during Aug 15
right recognized by the meeting. Additional questions may
Constitution”, however the be addressed to [0)6) |
Constitution does not reference Director for Civil Liberties.

privacy in this manner, How will
this be rectified?

11
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20120523-03 Policy PL 110-53 which authorized the [®)X6) TBD CLOSED | Question posed by NGB. [P© |
civil liberties program confines esponded during Aug 15
its scope to terrorism related meeting. Additional questions may
activities however the civil be addressed to{®)©) |
liberties program goes beyond Director for Civil Liberties.
that realm. Under what authority
was this scope expanded and in
consideration of the complaint
reporting requirement has this
change been communicated to
Congress?
20120119-01 Policy Can the DoD ID number be DPCLO/ TBD CLOSED | DMDC is investigating the
hidden when signing documents | DMDC technical aspects of this inquiry.
or email?
20120313-01 Policy DPCLQ request implementation | All ONGOING | CLOSED | Please send suggestions for guide
guide topics from Components | Components topics t®@® by
the next DPB.
20120119-03 Policy Publish Info Papers to weband | DPCLO TBD CLOSED | DPCLO is retooling the info papers
SharePoint to deliver them as implementation
guides.
20120119-02 Policy Provide comments on Cross All 172712012 CLOSED
Component Breach Management | Components
and DoD ID Number Info Papers
by COB Jan 27"
20120119-04 | Other Provide any CSOP feedback or | All 2/15/2012 CLOSED
recommendations to topics of Components
discussion for the CSOP Forum
tentatively planned for March
20111130-01 Policy Determine if DoD) 1D Number is | DPCLO TBD CLOSED | DMDC and P&R are working on
releasable under FOIA legal opinions to support a “2”

exemption under FOIA for the
release of the DoD ID number.

|(b)(6) |offered comments on

12
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this issue during the Jan 19, 2012
meeting.

20111130-02 Training Determine if group IAPP DPCLO TBD CLOSED | DPCLO has no funding to support
Certification training is possible such training. Components can
for Components based on budget hold this training if they can fund it

themselves.

20111130-03 Training Determine if DLA will be able to | DPCLQ/ TBD CLOSED | The FY12 course was developed
assist with enhancing the privacy | CIO/DLA and posted in October 2011. We
portion of the Information can revisit for FY13.

Assurance (IA) training
20111130-04 Compliance Provide SSN use justifications All 1/17/2012 CLOSED
Components :

20110817-02 | Policy Determine if e-mails containing | DPCLO TBD CLOSED | For .MIL to .MIL only, where the
PII sent on a secure DoD need to know condition is met,
network need to be encrypted emails containing PH do not need

to be encrypted.

If the need to know condition is
NOT met, the email goes to an
address other than a .MIL, or if
other inappropriate activities come
to light, then an unencrypted email
is reportable.

20110817-01 Compliance Provide list of systems to be All 9/14/2011 CLOSED
reviewed during FY12 Q1 for Components
SSN use reduction

20110720-01 Policy Verify e-mail encryption policy | DPCLO 08/17/2011 CLOSED | Updates incorporated into revised
in proposed Dol 5400.11-M _manual.

20110720-02 | Policy Expedite SSN Use Reduction DPCLO/ ASAP CLOSED [V o follow-up with
Instruction signature, DHRA _ DHRA regarding strategies.

20110615-02 | Training Breach Management and All 06/22/2011 CLOSED | Send completed survey to

_ Prevention Training Survey Components dpo.correspondence@osd.mil.

20110615-03 Compliance Quarterly Reports including All 07/15/2011 CLOSED

Section (m) Contractor Reviews | Components

13
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20100818-04 Other Address SSN removal from DPCLO TBD CLOSED | Address SSN removal from records
records with NARA. with NARA. L
20100519-02 | Other Disposition of P11 stored in copy | DPCLO/ TRD CLOSED | Discuss details with[®®
machine hard drives DLA
20100519-04 Policy Guidance and contract language | DPCLO TBD CLOSED | To be addressed after submission
outlining contractor liability of first Section (m) reviews
20100519-05 | Policy Guidance/templates Components | DPCLO TBD CLOSED | Data being collected via CSOP
could use to determine optimal Survey.
resource levels and justify
funding
20100818-01 Other Flash Memory DPCLO TBD CLOSED | Research Flash Memory
20100818-02 Other Ensure Privacy FAR clauses DPCLO TBD CLOSED | Section M reviews have
cited in contracts commenced
20100818-03 Other Reassignment of 8SN review in | DPCLO/ TBD CLOSED | Outside scope of DPB
DITPR to CIO., CIO _
20100818-05 | Other Contact CIO Council to host a DPCLO/ TBD CLOSED | DHRA is appropriate lead.
guest speaker on SSN Reduction | CIO
Lessons Learned. _ Council
20100818-06 | Other Research locations/availability DPCLO TBD CLOSED | Research locations/availability of
of lists published from 1930s to lists published from 1930s to 1990s
1990s which contain service which contain service member
member names and SSN. o names and SSNs.
20100519-08 | Policy Take a look at Memberships DPCLO TBD CLOSED | Establish in Directive for Privacy
and Civil Liberties. (Issues two
_ sets of prineiples etc.)
20100519-07 Other Joint Base Physical Access Issue | Navy/AF TBD CLOSED | Keep on parking lot
(Base Commanders not
Addressing PA, sponsoring
visitors)
20100519-06 | Reporting Clarification on what DPCLO TBD CLOSED | No coordination outside of

coordination is required for
completing the ‘Scope of
Advice’ FISMA Report

Component Privacy Office
required,

14
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question, e.g. should
Components query GC for the
scope of privacy advice they
have provided

20100519-03 Policy Boilerplate contract DPCLO TBD CLOSED OMB currently drafting FAR
language/FAR clause requiring clause
Privacy Act training
20100519-01 Reporting SORN Pre-Deployment Air Force TBD CLOSED | Discuss with CIO. 3-6 month
Category in DITPR timeline.
20100120-01 Civil Liberties | Submit Points of Contact All 20100701 CLOSED | Component Privacy Officers asked
¢ “Organizational Components to help Component leadership
Placement and Structure identify points of contacts ASAP
of the DoD Civil
Liberties Officer
Function”
20100120-02 Reporting Submit Quarterly Reports to All 20100515 CLOSED | Due the 15" workday following the
DPO: Components close of the quarter. Last
* Biennial Privacy submission was 201001135.
Training Report
s Section 803 of the 9/11
Commission
Recommendations
Report
« System of Records
Notice Review Report
20090218-02 | Reporting Submit comments on the revised | All 20090731 | CLOSED Comments due July 31, 2009.
Breach Report template to DPO. | Components
20090715-01 Reporting Installation Physical Access All 20090731 | CLOSED Responses due July 31, 2009.
_ Control Systems Information. Components _
20090715-02 | Reporting FISMA Privacy Report. All 20090817 | CLOSED Responses due August 17, 2009.
Components

15
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20090218-04 Civil Liberties | Develop and track Civil DPO Ongoing CLOSED DSD signed May 9, 2009 memo
Liberties Officer package designating Acting DA&M as DoD
CLO.
20090415-02 | Policy Develop guidance on the DPO 20091201 OPEN Guidance will be posted to DPO
considerations when emailing of website as a FAQ.
PiI within a Component agency,
across the Department and
outside the Department.
20090415-01 Other Confirm DPO mailbox accepts | DPO 20090501 | CLOSED DPO mailbox can aceept encrypted
encrypted and FOUO messages and FOUO messages.
20090218-05 | Reporting Provide comments on revised All 20090403 | CLOSED Duplicate and error. Refer to
breach reporting template to Components 20090218-02.
DPO.
20090318-01 Reporting A request from Component for DPO 20090401 | CLOSED Authority is in the 5400.11-R and
DPO to provide Authority for the OMRB Circular A-130. DPO
training reports. memorandum sent April 3, 2009.
20090218-03 Policy Provide comments to DPO on All 20090430 | CLOSED Extension granted by Director,
DoD> 5400.11, DoD 5400.11-R, | Components DPO.
DoD memorandum
“Safeguarding Against and
Responding to the Breach of
Personally Identifiable
Information”, 25 Sep 2008, and
all Defense Privacy Board
Advisory Opinions. _ _
20090415-03 | Policy Provide guidance on how to DPO 20090520 | CLOSED Concerns addressed. Guidance
delete an exemption from a template forthcoming.
SORN.
20090318-02 | Reporting Section 803 of the 9/11 All 20090715 | CLOSED Consolidated under Item Number
- Commission Recommendations | Components 20090218-01.
Report.
20090318-03 Reporting Systems of Records Notice All 20090715 | CLOSED Consolidated under Item Number

16
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Review Report. Components 20090218-01.
20090617-01 Reporting Submit comments on All 20090626 | CLOSED Comments due June 26, 2009,
consolidated Quarterly Report Components

template to DPO.
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Agenda

©)]
+ Welcome/Review of Open Action Items
- Policy and Guidance
Privacy Compliance Metrics
DPCLO Training Schedule/Other Trainings
Announcements/Reminders
- Open Discussion

- Review of New Action Items
- Next Meeting Date
« Adjournment

Defense Privacy and Cluil Liberties Office




Defense Privacy Board (DPB)
Meeting Minutes for September 18, 2013

I. Welcome and Opening Remarks

The VTC and teleconference meeting was called to order by [P® s, Executive
Secretary, DPB and Director for Privacy, Defense Privacy and Civil Liberfies Office
(DPCLQ). Attendance was taken onsite, from VTC, and from teleconference participants.
A review was conducted of the open action items.

I1. Policy and Guidance

3

A

Status of DoDD 5400.11 and Dol 5400.11-R: updated DPB members on
the status of the DoD Directive 5400.11. It was published in the Federal Register
August 22, 2013 as a proposed rule. The public comment period will end October 21,
2013. If there are no comments from the public DPCLO hopes to have it signed by the
Deputy Secretary of Defense by February 2614. The DoD Manuat 5400.11-M is being
formatted as an amended rule. It is currently with WHS Directives for pre-sighature
edits and with the goal of having it published in March or Aprit of 2014.

Status of Reviews of 1993-2007 SORNs: DPB members were reminded that reviews
of old SORNSs should have been completed by June 30, 2013. Plans of actions on these
SORNSs requiring changes (e.g., alterations, amendments, and deletions) are to be sent
to DPCLO by September 30, 2013. By October 30, Components should begin
implementing their plan of action for the older SORNs. Beginning December 2013,
Components need to update their guarterly report to indicate the progress on their plan
of action they implemen.ted.l(b)(ﬁ) |pointed out to DPB members that many
SORNSs may need OMB control numbers, and this process can take several months
before they receive OMB appraval.

SORNs and the Paperwork Reduction Act: IW) Chief Information
Management Directorate, Washington Headquarters Services/Executive Services
Directorate (IMD WHS/ESD) provided an update on the Paperwork Reduction Act
{PRA) requirement that may apply to many of DoD)’s SORNs. ESD/IMD is working to
ensure OMB requirements and control numbers for systems covered by the old SORNs
are reviewed and submitted correctly. The PRA requirements have not been fully
execuled in the past. She emphasized to members that the Information Management
Control Officer (IMCQ) s a key player in this process. They must review the SORN
first to verify if it meets the PRA requirement, work with the system owner, and the
Component Privacy Officer to complete the OMB paperwork completely and
accurately. After the PRA package is submitted to OMB, the SORN must be submitted
to DPCLO. The Component IMCO or ESD/IMD will provide the Component Privacy
Officer the date of submission of the SORN package to OMB. If you have additional
questions contact [2© DoD Regulatory Program, Chief, IMD
WHS/ESD, by phone at[®"® br email at;: [BXO) |




(b))

Question: Atr Force Privacy Office asked why IMCOs
have to verify if a system collects PII?

Response: [P©) Jpointed out to DPB members that OMB requires
cvidence from the system owner and IMCO. All compliance programs need to
be on the same page because they all impact cach other.

» Component Privacy Self Assessments: [BX8) Peputy Director for

Privacy at DPCLO, talked about the Component Seli-Assessment Program. Each year,
DPCLO conducts an assessment of its operational internal controls as required by the
Manager’s Internal Control Program (MICP). The goal 1s to ensure effective and
efficient operations, and compliancc with applicable laws and regulations.

In FY 2012, DPCLO determined that uncertainty exists regarding adequate resources
being in place at the Component level to support a successful privacy compliance
program and this weakness needed to be addressed. An initial plan was developed to
survey the Components, but this was put on hold.

We are now ready to move forward again. Our FY 13 plan consists of the following

tasks:
[ ]

Create and distribute self-assessment tool for the Components (assess current
program compliance and identifly weaknesses and gaps in current program)
Analyze results (current program compliance and weaknesses and gaps in
current program)

Tdentify areas where DPCLO can provide assistance; and

Conduct assist visits (dependent on budget constraints and Component requests
for assistance)

oted that all responses will be entirely anonymous. The Self Assessments

will enable the DPCLO to satisfy its requirement to periodically review Privacy Act
compliance across the Department.

Question: {P© ~ |Air Force Privacy Office asked if it would be
possible to have their existing MICP answers (for those Components that
already conducted MICP assessments) satisfy the DPCLO’s requirement.

Response: [P© binswered those Components will not have to duplicate
the process and to let our office know if your Component already has these on
file so we may access them. However, [P Hid point out that MICP
responses from the Components would likely focus on their mission-critical
areas, not privacy.

Qugstion: |26 Navy ClO asked if the self assessment will be
an ongoing process or if the guestions will be a one-time-onty event.




P

Yf

¢ Response: |(b)(6) |rep1iecl that Components would only answer the
questions one time.

803 Quarterly Reports: The requests for FY13 4th Quarter reports were sent to the
Camponents on September 17, 2013, They arc due to DPCLO NLT October 15, 2013.
resented clarification to the “advice provided and response to advice,”
section of the 803 Quarterly Report. DPCLO 1s looking for Compenent-wide guidance
that 1s official and issued by the heads of the Components or the Component Senior
Official for Privacy. The “advice provided” column should include the title and issue
date of the advice. A Component would only have a few “advice provided” each year.
The “response to advice” column should briefly describe what happened that quarter as
a result of the advice provided. In most circumstances, the “response to advice™ section
will have “NA™ since most results don’t occur within the same reporting quarter as the
advice. Examples were presented to DPB members.

s Question: |(b)(6) |U SSOUTHCOM asked if Components should

report on the “response to advice” after they’ve received an update?

s Response: PO answered that since the 803 requirements do not specify
this, that DPCLO does not require it.

SSN Use Reduetion Injtiative: [P© informed the DPB that DPCLC
reccived justification memos for only 48.337 oI all systems that collect the SSNs. By
June, DPCLO should have received 87.5% of the memos for all systems. By the end of
September 2013, DPCLO should have received reviews for all systems that utilize the
SSN. Approximately, 49% of all the systems reviewed are approved as legacy systems.
Of the memos reviewed, it’s estimated that 8.6% have eliminated SSNs from the
system. There are additional systems that have plans in place to eliminate the SSN in
future vears, but are not included in this number.

Breach Notification: |(b)(6) Ireminded the Components to follow the guidance in
the DA&M Memorandum, "Use of Best Judgment for Individual Personally
Identifiable Information (PT) Breach Notification Determinations," August 2, 2012 and
DA&M Memorandum, "Safeguarding Against and Responding to the Breach of
Personally Identifiable Information,” June 05, 2009 to determine if notification should

be provided to individuals who may have been impacted by a breach. Both are located
on the DPCLO website.

In addition, it was reemphasized that Components should follow the these additional
guidelines, (1) if information is Tost or stolen and no longer under DoD control,
notification is required; (2) notification should be made within ten business days; and
(3) high impact breaches usually require notification.

e Question: |6 hir Force Privacy Office, asked if emailing Pl
from a .mil to a gmail account is a reportable breach and if notification is
required?



e Response: formed the DPB members that it would be a breach
and would require notification to individuals who may be affected. Anytime an
email is transmitted through commercial lines, anyone can potentially gain
access. Gmail security cannot be verified and the email may permanently reside
on a server outside DoD’s control. He also reiterated that all e-mails containing
PII must be encrypted.

1IL. Privacy Compliance Metrics

AT

FY13: Number of individuals impacted by breaches:

o  (Qtr4: 583,671 individuals; Qtr3: 118,024 individuals; Qtr2: 2,399,843
individuals; and Qtrl: 290,332 individuals.

FY12: Number of individuals impacted by breaches:
e (Qtrd: 65,457 individuals; Qtr3: 345,145 individuals; Qtr2: 878.998 individuals;
and Qtrl: 153,260 individuals.

In the first two months of the 4th Qtr of FY13: there were a total number of 78 high
impact breaches.

Paper records, emails and info dissemination continue to account for 96% of all
breaches. Info-dissemination is considered web intrusion, posting PII/PHI to
intranet/internet etc.

Individuals Affected by High Impact Breaches: Igb)(s) brovided an overview of
additional breach trends and charts that analyzed the number of high impact breaches

and individuals affected for the month of August 2013.

IV. Training

Important Upcoming Dates:

DPCLO Sponsored Courses

September 24-26, 2013 Privacy Act Compliance and Management (PACMan)

(this will also be offered for Video Teletraining via VTC)

October 21-24, 2013 DPCLO Privacy Officer Professionalization (DPOP)

Cancelled November 4,

Privacy by Design for Information Technology System

)
3 Owners Training and SORN Review

Other Privacy Training Outside of DPCLO




September 29-October 2, TAPP Privacy Academy

2013 Seattle, WA
For additional information visit:
https://www.privacyassociation.org/

November 6-7,2013 [APP Practical Privacy Series
New York, NY
November 14, 2013 IAPP Practical Privacy Series
Chicago, T
December 3-4, 2013 IAPP Practical Privacy Series

Washington, DC

December 5, 2013 ASAP Privacy Training — Implementable Solutions

Washington, DC
For additional information visii:
http://www.accesspro.org/programs/privacy/2013/index.cfm

s Question: |(b)(6) kDCMA) asked if DPCLO has plans to offer web-

based training and training in smail modules based on topic versus the current, large,

overall trainings.

» Response:

(b)(E)

answered that DPCLO is currently in the process of developing a

general worktorce web-based training class that will be available March 2014,

Meanwhile, module training will be offered through video tele-training after January

2014. This training will be topic specific instead of the current lengthy and rulti-topic
training,.

Y. Announcements and Reminders

»

>

Lean Six Sigma SORN [mprovement: DPCLO has becn working with the DoD Lean
Six Sigma team in an effort to improve the DPCLO SORN process. As part of this
effort the Lean Six Sigma tcam will be sending out a survey to the DoD Components to
get a better understanding of how we can improve this effort. The survey responses
will be anonymous and provided to DPCLO as aggregate data. DPCLO will notify
DoD Components when to expect to receive the survey.

Privacy and Civil Liberties Weekly Bulietin Email: Many people are transitioning to
DoD Enterprise Email and receiving new email addresses. Because of this DPCLO s

going through its email list for the Privacy and Civil Liberties Bulletins. DPB members
were asked to contact DPCLO if their contact information changed or if they would like
to be added to the bulletin’s distribution list. Pleasc send an email to the DPCLO
Correspondence inbox at: osd.ncr.odam.mbx.dpelo-correspondence@mail.mil



-

» DoD/CFTC Privacy Symposium; Approximately 125 attendces from several DoD
Components and a broad range of other Federal government agencies attended the
symposium. The mormning keynote speaker was Dr. Ann Cavoukian, Information and
Privacy Commissioner for Ontario, Canada. The afternoon keynote speaker was Mr.
David Medine, Chairman of the Privacy and Civil Liberties Oversight Board.

Other topics discussed included cyber security, govermment accountability with
privacy, and privacy enhancing technologies. Conference materials will be available on
the DPCLO SharePoint site soon.

OX6) asked DPB members to contact DPCLO if they had any suggestions on
where to hold the symposium next year, The location should be accessible to Metro
and ideally be readily available to all in Washington, DC area.

» DPCLO Launches Facebook Page; DPCLO launched its Facebook page
(www.facebook.com/dpclo) on Monday, September 16, 2013. f you “like” the page,
then DPCLO updates will show up in your ncwsfeed.

Vi. Open Discussion

¢ Question: FE ®) |Army Privacy Office asked if all Components should

continue with their SSN Justifications as usual or if there have been any changes to the
process.

+ Response: I( answered that no changes have been made yet. Continue with the
justifications as normal. All Components will be notified when this process changes.

VIiI. Wrapup

There were two new action items added:
¢ Review the DA&M Memorandum from August 2012, "Use of Best Judgment for
Individual Personally Identifiable Information (PII) Breach Notification Determinations”
to look at clanfying which breaches require notification.
» Define “high impact” breaches and the difference between actual vs. potential breach,

Ethanked everyone for attending the meeting.
VIII. Next Meeting Date — Note Change in Date

The next DPB meeting is scheduled for Wednesday, November 20, 2013 at 1300 EST.

IX. Meeting Adjourned
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ATTENDANCE

SERVICES

FOC

Name

Name

Air Force Privacy Office

[®)6)

Army Privacy Office

bt

| Marine C br_m Privacy Office

Department of the Navy

“National Guard Bureau (NGB)

COMPONENTS

POC

(b)E)

Name

(b)(6)

Name

(b)(6)

Name

Mame

OSD/JS Privacy Office

(b)e)

Defense Advanced Research Projecis Agency
(DARPA)

Defense Contract Audit Agency (DCAA)

Defense Contract Management Agency
(DCMA)

el Pl IS P

Defense Commissary Agency (DeCA)

Defense Finance and Accounting Services
{DFAS)

Defense Human Resources Activity (DIIRA}

Defense Intelligence Agency (DIA)

Defense Information Systems Agency (DISA)

P P I

(b)(E)

(b))




fBXE)

Defense Logistics Agency (DLA)

Defense Manpower Data Center {DMDC)

Defense Security Service (DSS)

Defense Technical Information Center
(DTIC)

bbb

Defense Threat Reduction Agency (DTRA)

Joint Task Force National Capital Region
(JTF CapMed)

Missile Defense Agency (MDA)

National Geospatial Intelligence Agency
(NGA)

National Reconnaissance Office (NRQ)

National Security A ge;:-&}‘(ﬁﬂ‘?/l)

Office of the Director of National
Intelligence (ODNI)

P3| P4

Office of General Counsel (OGC)

Office of the DoD C1O

DoDIG (Office of Inspectar General)

P

Special Inspector General for Afghan
Reconstruction (SIGAR)

TRICARE Management Activity (TMA)
Privacy Office

| Information Management Division
| (WHS/ESD)

White House Military Office (WHMG)

White House Communications Agency
(WHCA)

(B)(6)

FONS

COCOMS

POC

Name

Name

Name

U.S. AFRICOM (USAFRICOM)

(b)(©)

L8 Central Command (USCENTCOM)

(b)©)

(0){B)




US. European Command (USEUCOM)

U.S. Northern Command (USNORTHCOM)

U.S. Pacific Command (USPEACOM}

ULS. Special Operations Command
(USSOCOM)

U.S. Southern Command (USSOUTHCOM)

US. Strategic Command (USSTRATCOM)

US. Transportation Command
(USTRANSCOM)

“ (0)(6)

(D}6)

DPCLO

POC

Name

DPCLO Artendance.

F ] Bt s

(b)(6)

bl

Name

Name

SEIEES

COMPONENT SUPPORT

MITRE/AMC

(b)(6)

POC

Name

Name

Name

Qﬁﬁ%; l rb)(ﬁ)
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Defense Privacy Board Action Item List

Open Action ltems List (NOTE: All submissions to DPCLO should be sent to_osd.ncr.odam.mbx.dpclo-correspondence@mail.mil)

Assigned

Item Number Topie Action Item Description To Due Date Status Comments
20130918-01 | Policy Review the DA&M Memorandum DPCLO ASAP OPEN
from August 2012 ("Use of Best
Judgment for Individual Personally
[dentifiable Information (PII) Breach
Notification Determinations”) to clarify
what qualifies as an email breach.
20130918-02 | Policy Define “high impact” breaches and DPCLO ASAP OPEN
define the difference between actual vs.
potential breach.
20121206-01 | Policy Improve MOU/MOA language to DPCLO ASAP ON HOLD — DPCLO is developing language
provide better privacy considerations PENDING and guidance for MOU/MOA
RESQURCES | privacy considerations.
20120815-01 | Policy SSN lJustification Instruction no longer | DPCLO Sep DPB ON HOLD - On hold pending resources.
refers to Component Forms will draft a PENDING
Management Officers; it simply refers | memo to RESOURCES
to Components. Was this change address this
intentional and will it create a conflict | omission

between Component and DoD Forms
Managers?

11




Defense Privacy Board Action Item List

Closed Action Items L.ist:

Item Number | Topic Action Item Description Assigned Due Date | Status Comments
To

20130515-01 | Metrics Provide stats on the number of | DPCLO June DPB CLOSED | DPCLO presented stats at July DPB
individuals affected by high meeting.
impact breaches and the type of
breach.

20130515-02 | Compliance Request guidance on whether [P | DPCLO ASAP CLOSED | DPCLO presented guidance at July
addresses are considered PII DPB meeting.

20130417-02 | Compliance Request guidance documents on | DPCLO ASAP CLOSED | DPCLO presented at July DPB
how to categorize a breach. meeting.

20130417-01 | Metrics Add a pie chart for breaches to DPCLO May DPB CLOSED | DPCLO included the requested
show the type of breach by chart (bar graph, not pie chart) at
number of individuals impacted the May 15, 2013 DPB meeting.
by that category of breach.

20130320-02 | Other Move face to face Defense DPCLO ASAP CLOSED | All DPB meetings will start at 1:00pm
Privacy Board Meeting to eastern time.
accommodate more members.

20130320-01 | Compliance | White House Military Office DPCLO ASAP CLOSED | Subsequent contact was made with
(WHMO) asked for assistance in the Component involved. Follow-
the following. Then WHMO up communication has taken place.
contacted another Component
regarding a breach incident. It’s
been a number of weeks since
the other Component contacted
WHMO to follow-up on the
breach.

20130220-02 | Other When will DISA implement DPCLO ASAP CLOSED | DISA has not made a decision at
their software for DLP? this time to implement the DLP tool

DoD wide.
DPCLO will provide information when it
becomes available from DISA.

20121206-04 | Compliance NARA is in the process of DPCLO ASAP CLOSED | NARA provided DPCLO with the

overhauling the disposition

General Review Schedule for

12




Defense Privacy Board Action Ftem List

_those meetmgs mghtbe : =

R '-':::_grevxew and comments. Comments -
were provided to NARA March :

2913- | DPCLO contacted_N" RA

3 numbar of attande:es asked-- o

| questions about adopting a DLP

product and strategy. DPCLO
H__._prescnt shdes and other '

' ':regardgr_xg comments

2012130602

) learn how to crostaIk pmvacy

- T}us request bemg updated for the |

' DPCLO Privacy Officer.”

Ménagément (P&CMan) .'and

13



Defense Privacy Board Action Item List

fance: ls already provxded i ‘the

Emeetmg as wéII_

| Components:

' cy O_fﬁcc__ memo

20120523-01 |

Compliancs

PPCLO will prov1de DPB with .
| breach statistics of number of -
individuals affectecl by paper

" | records for 2 Quarter FY12.

Al

3 (b)(é') -

1502472012
COmponents PR

Questxon posed by DARP A |(b)(6) [

2012052302 | Policy ~ -
-Instmctlondeﬁncspnvacyas“a
| right recognized by the - IR
- | Constitution”; however the
| Const:xtutlon does not reference

N privacy in this manner. How wﬂi 1

The Civil Liberties Program - -

o this be rectified?

T

~CLOSED
B )

responded during. Aug 15

“toeeting. Addmonal ques'aons may

B - be addressed tof®X6)

| Director for Civil Liberties.

14



Defense Privacy Board Action Item List

20120523-03

Pohcy

TPLT10-53 whlch authorized the

cml liberties program canﬁnes

- | its scope to terrorism related -

activities however the civil
liberties program goes beyond

{ that realm. . Under what authority

was this scope expanded and in -
consideration of the complaint

| reporting requirement has this

¢hange been commumcated to

- { Congress?

EE) 1 TBD

1" CLOSED - | Question posed by NGB.|"®_|
T _esmnded during Aug 15

| meeting. Additional questions may'
be addressed t®© |

1 Director for Civil Liberties.

2012011901 | Policy

_ | Can the Dol ID numher be _
* 1 hidden when' s1gnmg documents
~toremail? - '

TDPCLO }"

_DMDC

“CIOSED |
e .'--'teclm;cal aspects of thlS mqulry

'DMDC is mvestlgatmg thc

012031301

' 'Pqﬁcy

T TDPCLO request 1mplementat10n
SRRt gtnda top:cs from Components

: -AH

ki ON-GofNG g
Components | =~ - -

CLOSED [ Please |
| topies tf®EL___ _ lby--_

:3Please"send'_sugg'esndns_fol' gul'de -

the next DPB.

20120119-03

| Poigi(;y N Pubhsh Info Papers to web and

o _ SharcPomt

] DP'CLO_.; B

| CLOSED
SO B 1+ dehver them as 1mp1ementatmn

DPCLOis retooijng the mfn papers

2012011602

{Policy

B Bmv_;de comments onCross -

Component Breach Management

1 and DoD ID Number Info Papcrs

by COB Jan 27%

| Al

' Components

T1n7R6s

"CLOSED |

20120115-04

T Provide any CSOP feedback or

recommendations to topics of

| discussion for the CSOP Forum -
| tentatively planned for March -

: A

271572012
-Components DR

T CLOSED

2011713001

Poliey

| Determine if DoD ID Number is
| releasable under FOIA -

[DPCLO

" TBD

1" CLOSED

DMDC and ?&R are Workmg-on

| legal opinions to support & “2
1 exemption under FOIA for the
i release of the Dol) D number,

(b)(©)

ffered comments on |

15



Defense Privacy Board Action Item List

- | this issue during the .Tan }9 2912
i meeting.

| . | Certification training is poss1blc 1
IR fo1 Components based on budget :

:_.Determme xf group IAPP

“TCLOSED

DPCLOtias no fundmg " support
. I'such training. Components caii -
" | hold this- trammg lf they can fund 1t

| 'thernselves. -

2011113003 |

Tmlmng T Determme i DLA wﬂl bc able S

| assist with' enhancing'the pnvacy

o | portion of the. Informatmn

| Assuranice (IA) training -

'- DPCLO/
: CIO/’DLA

CLOSED

I The FY12: course was dcvelepcd .
| and posted in October 2011 We =
s can rfmsn for FY13 e R

iComphance .

; Prowde SSN usc Justlﬁcanons

fAll,

. TRz
- Components S

2011081702 [P Pohcy

S Dctermme lf e—maﬂs contammg
L _'; | PH sent on a secure DoD L
R _nehmrk need to be encrypted '

:‘DPCLQ |

.. 7 | need to know condition is met, *. .
_ | emails containing PII do not need B

For MIL to MIL only, where fhe -

. tobe encrypted. e
. |Ifthe need fo know coxldmon, 1s
7 'NOT met, the email. goesto an
L -;address c«ther than a MIL or if.
I other inapproptiate activities come"_'
| to light, then an uncncrypted emaxi-_':.

2011081701

Compliance

“Provide list of s'jISfefns: tobe
- | reviewed during F Y12 QI for
- SSN use reduction

COmPOHemS S

T

'_15repoxtable .
T N e

2011072001

pohcy

[ Verify e-mail encryption pohcy
| in proposed Dol 5400.11-M - -

_nﬁﬁaﬁ;ffi

ORIT0T |

CLOSED |

Updatcs mcorporated mto rewsed =

2011072002 |

'Pohcy

RRERS | Expedite SSN:Use Reductzon
' -'_--Instructlon signature, -

” :'Dpcmz-*

DHRA

‘_ASAPi*:*

~CLOSED

oY) 0 f(}}low-up Wlth

Trammg

| Breach Management and -
| Prevention Training Survey

;Componentc; :

106220011

DHRAregardmg St;rateges
~ CLOSED -

‘Send completed survey to

0IT6T507 | Complianee |

Quarterly Reports mcludmg
| Section (m) Contractor. Revmws

AL
-Components B

71572011

TR dpo correspnndence@osd m-d'.
. CLOSED | -

16




Defense Privacy Board Action Item List

20100818-04 -

Other S

'_: 5‘ i' " Address SSN removal from T
- i records with NARA. .

TBD

] CIosED

-Address. SSN removai from records
] with NARA.

Other R

Disposition of PI stered m copy
| machine hard drives.

DPCLO!
i DLA-.' L

THEp

"I CLOSED

o "Dlscuss detalks thhl(b)(ﬁ) I g :

1-Guidance and contract laﬁguage
- | outlining contractor lability

D |

“CLOSED |
Lo oo L of first Section: () reviews -

To be add.ressed aﬁer subrmssmn K

20100519:05 | Policy
S e e couldusetodetenmneoptkmal
' .rcsource level.s and _]Ustlfy

Guidance/ternplates. Components

CLOSED

Data bemg collected vm CSOP

20100818-01

TOther -

| Flash Memory

”'*-g}gpénOJil;

: Research Flash Memory

20100818-02

| Other, -

_ :Ensure Privacy FAR cIauses
7 ¢ited in‘contracts K

“[prero™

~CLOSED

_Sectxon M revxews have KR
1 commenced '

20100818-03 |

| Reassignment of SSN revww in
| DITPR 10.CIO. )

DPCLO;’
laoe.

T CLOSED

3 Outs1de scepe of DPB

S0100818-05

Contact CIO Councrl to host a
| guest speaker on: SSN Reductlon

L TLessons Learned.

PG
ECIO_ o
| Counil -

“CLOSED | D

-'DHRA is appropnatc lead

2010081 3.'—'05_3_";_f 1§

- | Research 1ocat10nsjavaﬂab1hty

' f:_.'_.:- | of lists published from 19303 to

1990s which contain’ servnce

| member names and SSN.

| peero T

D

[T CLOSED [
IR '. hStS p'l.[thhed ﬁ’Qm 19305 tO 19905

Research lecatlonsfava;labmty of

: iwhxch contgin’ servlce member
1 names and SSNs;

2010051 9_ 03 -_ Pohcy

Take 2 look at___Me.mbe_rshlps

TTED ]

Establish in D1rect1ve fdr anacy

-} and Civil Liberties. (Issues two.

3010051907

o f.}omt Base Physwal Access Issue
| (Base Commanders not '

B -Addressmg PA Sponsormg

- {visitors) -

Navy/AF

setsof prineiplesete.y - .. - -
'-Keeponparkmgiot T

2010051906 | Reporting

'Claﬂﬁcahon Onwha:t R -
coordmanonxsrcquuedfor
| completing the *Scope of
| Advice” FISMA Report

) 1N0'(:.0'drd.ﬁ1at16n:m§’£31dé bf _
Component anacy Ofﬁce RS

o reqmred

17




Defense Privacy Board Action Item List

question, &.g. should

' Components quory GC for the
| scope of pnvacy advice they

have provided

20100519-03

Policy

‘Boilerplate contract
| language/FAR clause requiring
| Privacy Act training

DPCLO

TBD

‘|- CLOSED

OMB currently draﬁmg FAR
clause

20100519-01

_chortin:g-_ re-
SR _-;.Cate'goryi_r-iDITPRf;.

SORN Pre-Deployment

| Air Force

"~ CLOSED

Discuss with CIO. 3.6 momth
timeline. T

20100120-061 |

Chvl Liberies

_' Submxt Pomts of Contact

' “Orgamzanonal

" of the DoD Civil |

L - Liberties. Oﬁﬁcer g

e - Function”

- Au

20100701
Components L
' "._"_Plaoement and Stmcturo S B

" CLOSED
R helpComponont leadersh1p

Component anacy Ofﬁccrs askod

" | identify points of contacts ASAP.

20100120-02

TReporting

_ _Subrmt Quarterly Roports to
{opo:

. Btemual anacy
- _.:;_Trmmng Report

o . ~Section 803 of the 9/11

B Commnission
. __,Rocommendations
Report

t.- & - System of Records |

- Notice Review Report

Components |

B 20100515 i

"CLOSED

Due the 15" workday folfoﬁ?it}té the
close of the quarter. Last - - .
submission was 20100115,

2{]0902 1 8 02'

. Repomng

_ Submxt comments on. the revised
| Breach Report tomplato to DPO, -

AlL

20090731
Components e,

T CLOSED

Comments due Joly 3’.1- 20"0'9 o

20090715-01_’

. Reportmg

| Installation Physical Access :
‘| Control Systems Information. -

TAlL

20090731 | CLOSED.

Responsos due July 31 2009

2.00907--15-,_02_. N -.IRoportmg

'-:_'-FISMA_PﬁvaGY-R-‘?P‘*’-"" :

; -:5Components :

Components I

120090817 -

oToRED

Respcmses due August 1’}' 2009

18




Defense Privacy Board Action 1tem List

120090218-04

“Civil Liberties

Develop and track Civil -

o -:EZDPOZ'. e
- leertles Oﬁicerpackage U

TCLOSED

-DSD signed May 9, 2009 mema-
R desxgnanng Actmg DA&M as DoD
I CLO. :

Toliey |

Develop gmdance on the
considerations when emailmg of |-

" ' PIl within a Compotient agency, |~
| across the Department- and 1

© | outside the Department

20091201 |-

1 Guldance wﬂl be posted to DPO -
1 Websxte asa FAQ .

00904501

TOther

| Confirtn DPO mailbox accepts
| encrypted and FOUQ messages. N

7~ﬁizeo90501-5

0 land FOUO messages

_-DPO mailbox can accept encrypted

3009021805 | Reporting

_Provxde comments on: rev;sed S Ali
breach repomng template to

© i pro,

TAT | 20090403 |
_Components

:C:L'QS.E..]? .

:Duphcate and error. Refer te _;-5 T
200902}8 02 - :

20090318-01 | Reporting

| A request from Component for :
. {DPOto pr0v1de Authonty for e
| training reports.

'._.'éD-PQ.- -

CLOSED.

:Authonty isin the 5400 11 R and -
.. { the OMB Cm:ularA 130, DPO
| mepdorandum sent April 3, 2009

S o

S L DoD memorandum o
- “Safeguarding Agamst and

Provide cemments to DPO on
1. DoD'5400.11, DoD 5400. 11~R -

| Responding to-the Breach of -

| Personally Identifiable. = - .|
.| Information”, 25 Sep 2008, and'-.:'_' SR
.. i all Defense Privacy ) Beard SR

u -Adv1sory Opinions..

";An

_ 120060430 |
}SComponents' T

crosE |
o {pRO-

Extensmn granted by Dn-ector __.-__

2009041503 |

[ PBolicy.

© - Provide guidance on how to
o] delete an exemptlon fmma S
5 -_SORN SO

DPG

Concems addressed Gmdanee

IR _template foﬂhcommg

2009031802

[Reporting

“Section 803 ofthe 9;’11 R
g Commlsswn Recommendatlons-

B _Report

':Components-. o

20056715

CLOSED

RS Censohdated under Itern Number

EE _;20090218 0.

300903 18-03

"Reporting

T 'Sys_tems of Records Notics

| 20090715

T CLOSED.

T 'ecn'sotia'afed'und'e'rize.ea Number
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Defense Privacy Board Action Hem List

Review Report. Components 20090218-01.

20090617-01 | Reporting Submit comments on All 20090626 | CLOSED Comments due June 26, 2009.
consolidated Quarterly Report Components
template to DPO.
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Agenda

« Welcome/Review of 6pen Action Items

« New DPCLO Website Coming Soon

 Policy and Guidance

- Privacy Compliance Metrics

« DPCLO Training Schedule/Other Trainings
« Announcements/Reminders

« Open Discussion

- Review of New Action Items

- Next Meeting Date

« Adjournment
Defense Privacy and Cluil Liberties Office



1.

Defense Privacy Board (DPB)
Mecting Minutes for November 20, 2013

Welcome and Opening Remarks

The DPB meeting was called to order by [BE) |Exccutive Secretary, and Acting
Director. Defense Privacy and Civil Liberties Office (DPCLO). Attendance was taken onsite.
from VTC. and from teleconference participants. A review was conducted of the open action
Hems.

New Items

7 New DPCLO Website: The Defense Media Activity Public Web (DMA) was
implemented to consolidate all of DoD’s publicly accessible military/government
websites. To accomplish its goal. DMA with requirements gathered from Dol and the
military services. coordinated the development of the American Forces Public
Information Management System (AFPIMS). DPCLO’s web site will transition to
AFPIMS. a web-based content management system (CMS). with no visible
functionality changes to the Components.

Policy and Guidance

» Update: DoDD 5400.11 and DoD 5400.11-R; [P® lipdated DPB members on
the status of the DoD Directive 5400.11. The directive will be certitied by Director.
Administration & Management in preparation of the final rule and sent to the
Regulatory Policy Office 1o be refeased to the Office of Management and Budget
{OMB). After centification by OMB as a final rule, the Directive will be forwarded to
the Deputy Secretary of Defense for signature and publication. The DoD 5400.11-M is
currently in legal sufticiency review.,

» Reporting Privacy Act Complaints in the Section 803 Quarterly and FISMA Report:
[BY6)  Jpointed out the questions and criteria for responding to the complaints
(question #7) in the annual Sentor Agency Official for Privacy (SAOP) Federal
Information Security Management Act (FISMA) report and the complaint questions in
the Section 803 Quarterly Privacy report are the same. DPB members were reminded
that privacy complaints are written allcgations. by an individual. of harm or violation of
privacy compliance requirements.

» Privacy Complaints and Breaches: DPB members were informed that breaches of PII
are being submitted as complaints in the Section 803 Quarterly Privacy Reports.
Members were reminded that complaints are reported by individuals. When complaints
are reported by DoD Components. these instances are considered breaches and should
be submitted as such.

. {6) . - . .
e Question: I Defense Logistics Agency Privacy Office, asked 1f
another organization reported to DLA that a website they manage is not




complying with the information collection safeguard requirements would this
be classified as a breach or a complaint.

Response: It would be classified as a breach. since a report was not made by
an individual.

Question: OX6) Air Force Privacy Office asked |(b)(6)

to clarifyv v TS ential” breach versus an ~actual” breach.
Response: |(bXg} informed DPB members that a potential breach is
when sometmng mappens that could compromise Pl This is a grey area when
msufficient information 1s known to confirm a breach has occurred. DPCLO

requires submisston of these reports of actual or potential breaches in order to
comply with policies currently cstablished.

» Formatting Complaints for the Scetion 803 Quarierly Reports: DPB members were

reminded to review and edit their complaints, check spelling. spell out acronyms, and
cnsure the subject stays consistent throughout before submitting reports to DPCLO.

re-emphasized the importance of stating "Responsive Action Taken"” or

"Pending” in the in the Privacy Complaints and Disposition section of the report.

» Definition of Hish Impact Breaches: This addressd one of the action items from the

September 2013. DPB meeting. ave an overview on the definition of a
high impact breach and defined the ditference between an actual and potential breach to
DPB members. He also stressed the importance of reporting all breaches.

IV. Privacy Compliance Metrics

» See page 3 for the Charts presented to the DPB.

2




Chart 1

FY13QTR1-QTR 4
Number of Breaches vs. Number of Individuals Affected

source. DoD Components Breach Reporty submitted to DP(
10,000 000
2,199,841
1,000,000 519,062
288,131
176,606 193,010
118,021
62,147 68,609
TonRoP 41,952 42,626 adie
10,128
10,000 7,133 _—
1,000
182 " =
s 178
100
% 19
)] ] 2
. =
15t QTR Ind QTR Yrd QTR Jul-13 Aug 1) Sep13

& # Reported High Impact Breaches  # of Individuals Affected by High impact Breaches » Total # of Breaches » Total # of iIndividuals Affected

Chart 2

FY13-QTR 4
Percentages by Breach Type

o Dol Component: §reech Reports submitied to DP

E-mails
10% Info-Dissemination

30%

Other devices/
Removable media

Laptops
%

Paper Records
16%
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V. Training

Important Upcoming Dates:

DPCLO Sponsored Courses
Will be offered both on-site and by
Video Teletraining (VTT) unless noted otherwise

February 6, 13, 20, 27
2014

(Every Thursday in
February)

Privacy Act Compliance and Management (PACMan)

Presented in 4 individual sessions:
Feb 6™ Guest Speakers and Privacy by Design
Feb 13™: Privacy Act Essentials
Feb 20™: System of Records Nolice
Feb 27" Breach Management

March 6, 13, 20, 27
2014

(Every Thursday in
March)

Privacy Act Lssentials
Presented in 4 individual sessions:
Mar 6™; Privacy Act Fssentials Session 1
Mar 13™: Privacy Act Essentials Session 2
Mar 20" Privacy Act Essentials Session 3
Mar 27" Privacy Act Essentials Session 4

April 21-24, 2014

DPCLO Privacy Officer Professionalization (DPOP)
*On-site classroom only

May 8, 15, 22,29
2014

(Every Thursday in May)

Privacy Act Compliance and Management (PACMan)
Presented in 4 individual scssions:
May 8" (Guest Speakers) Privacy by Design
May 15™: Privacy Act Essentials
May 22™: System ol Records Notice
May 29'": Breach Management

Other Privacy Training Outside of DPCLO

December 3-4, 2013

IAPP Practical Privacy Series
Washington. DC

December 5, 2013

ASAP Privacy Training — Implementable Solutions
Washington, DC
For additional information visit:
htip: waww aeeessprooorg programs prisacy 201 3andex.cim




-

Qucstion:l(b)(ﬁ) Defense Contract Management Agency Privacy
Office asked 1t any of the traming DPCLO offers will be available as web-

based training.

I_b 6 . .
Response: (bX6) |m10rmed DPB members web based training is
not available at this time. DPCLO currently has VTT and on-site training
available and is working on developing a web-based training program.

V1. Announcements and Reminders

» DPCLO Lcadership Update: Fbxﬁ) |announccd Mr. Michacl Reheuser accepted a

|f(b)(s) '

sition with the Army. His last day with DPCLO was I'riday. November 15.

is currently the Acting Director for DPCLO.

Vil. Open Discussion

VIII. Wrap up

Question: l(b)(ﬁ) |White House Communications Agency (WHCA),

asked about privatized housing for military members and if the companies
currently in charge of housing for military members are held to the same
standard as the rest of DoD in regards to protecting PIL said his
oflice has received complaints and asked how to handle them.

Response: ©X0) stated he would contact AT&L to discuss whether
companies arc held to the same standard as Dol). He asked that WHCA
contact DPCLO with thesc details when they occur.

lhankcd cvervone for participating in the meeting.

IX. Next Meeting Date

The next DPB mecting is scheduled for Wednesday, January 15. 2014 at 1300 EST.

X. Meeting Adjourned

iy



Submitted hr'sm)

b)(6)

Acting Director, DPCLO

Executive Secrefary. Detense Privacy Board

(_' Apprb{'pq}

Disapproved

S

Michael [.. Rhodes. Director, Administration and Management
Chairman, Defense Privacy Board

14/ 15 /2003

Date

/-5 1Y

Date



ATTENDANCE

SERVICES

POC

Name

Name

Name

Air Force Privacy Office

Army P;'f'\'(;rc_}' Office

Marine ( _';:rp‘\' Privacy ( ,yﬂw

Department of the Navy

(b)(E)

National Guard Burean (NG 1]

St |

| e

)

(b)(G)

COMPONENTS

POC

Name

Name

Name

OSDAIS Privacy Office

_f)_g' ense Advanced Research Projects Agency
(DARPA)

i

Defense Contract Audit Agency (DCAA)

Defense Contract ,-‘\.flcmage;;rcm Agency
(DU MA)

AR

Defense Comniissary Agency (DeCA)

Defense Finance and Accounting Services
(DFAS)

Defense Human Resources Activity (DHRA)

Defense Intelligence Agency (DIA)

Defense Information Svstems Agency (DISA)
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Defense Privacy Board Action Item List

Open Action ltems List (NOTE: All submissions to DPCLO should be sent to_osd.ncr.odam.mbx.dpelo-conmrespondencei@mail.mil)

between Component and DoD Forms
Managers?

Item Number Topic Action Item Description Assr;‘goned Due Date Status Comments
20130918-01 | Policy Review the DA&M Memorandum DPCLO ASAP OPEN DPCLO is working on updating

from August 2012 ("Use of Best the August 2012,

Judgment for Individual Personally Memorandum.

Identifiable Intormation (P11) Breach

Notiftcation Determinations"”) to clarily

what qualifies as an email breach. ]
20121206-01 | Policy Improve MOU/MOA language to DPCLO ASAP ON HOLD - DPCLO is developing language

provide better privacy considerations PENDING and guidance for MOU/MOA

N _ RESOURCES | privacy considcrations.

20120815-01 | Policy SSN Justification Instruction no longer | DPCLO Sep DPB ON HOLD - On hold pending resources.

refers to Component Forms will draft a PENDING

Management Officers: it simply refers | memo to RESOURCES

to Components. Was this change address this

intentional and will it create a conflict | omission

10



Defense Privacy Board Action Item List

Closed Action ltems List:
Item Number | Topic Action Item Description Assigned Due Date Status Comments
To

20130918-02 | Policy Define “high impact” breaches DPCLO ASAP CLOSED | DPCLQO addressed at November
and define the difference 2013 DPB meeting.
between actual vs. potential
breach.

20130515-01 | Metrics Provide stats on the number of DPCLO June DPB CLOSED | DPCLO presented stats at July DPB
individuals affected by high mecting.
impact breaches and the type of
breach.

20130515-02 | Compliance Request guidance on whether [P | DPCLO ASAP CLOSED | DPCLO presented guidance at July
addresses are considered PII DPB meeting.

20130417-02 | Compliance Request guidance documents on | DPCLO ASAP CLOSED | DPCLO presented at July DPB
how to categorize a breach. meeting.

20130417-01 | Metrics Add a pie chart for breaches to DPCI.O May DPB CLOSED | DPCLO included the requested
show the type of breach by chart (bar graph, not pie chart) at
number of individuals impacted the May 15, 2013 DPB meeting.
by that category of breach.

20130320-02 | Other Move face to face Defense DPCLO ASAP CLOSED | All DPB meetings will start at 1:00pm
Privacy Board Meeting to eastern time.
accommodate more members.

20130320-01 | Compliance White House Military Office DPCLO ASAP CLOSED | Subsequent contact was made with
(WHMO) asked for assistance in the Component involved. Follow-
the following. Then WHMO up communication has taken place.
contacted another Component
regarding a breach incident. It’s
been a number of weeks since
the other Component contacted
WHMO to follow-up on the
breach.

20130220-02 | Other When will DISA implement DPCLO ASAP CLOSED | DISA has not made a decision at
their software for DLP? this time to implement the DLP tool

DoD wide.

11




Defense Privacy Board Action Item List

DPCLO will provide information when it
becomes available from DISA.

20121206-04 | Compliance NARA is in the process of DPCLO ASAP CLOSED | NARA provided DPCLO with the
overhauling the disposition General Review Schedule for
schedule; DPCLO representation review and comments. Comments
at those meetings might be were provided to NARA March 6,
beneficial to the Privacy 2013. DPCLO contacted NARA
Program and will be part of working group

involved in the overhaul of the
disposition schedule. We will keep
board members updated.

20130220-01 | Compliance DLA sent forward comments DPCLO ASAP CLOSED | Comments received from DLA
about DD Form 2959 which were forwarded to DoD Forms
were not incorporated into the Manager by DPCLO. DPCLO is
final form awaiting response from DoD Forms

Manager.
DPCLO will follow up with DLA
B regarding comments.

20130220-03 | Other A number of attendees asked DPCLO 3/20/2013 CLOSED | DPCLO is scheduled to present
questions about adopting a DLP slides at the March face to face
product and strategy. DPCILO Defense Privacy Board meeting.
will present slides and other
information regarding DLP
applications.

20130220-01 | Compliance DILA sent forward comments DPCLO ASAP CLOSED | Comments received from DLA
about DD Form 2959 which were forwarded to DoD Forms

were not incorporated into the
final form

Manager by DPCLO. DPCLO is
awaiting response from DoD Forms
Manager.

DPCLO will follow up with DLA
regarding comments.




Defense Privacy Board Action Item List

20121206-02 | Training Offer train-the-trainer DPCLO April 2013 | CLOSED This request being updated for the
opportunities through which Privacy Act Compliance and
Component Privacy Ofticers can Management (PACMan) and
learn how to crosswalk privacy DPCLO Privacy Officer
with their Component [T Professionalization (DPOP) course.
personnel
201201206-03 | Compliance Develop guidance that assists DPCLO March DPB | CLLOSED Guidance is already provided in the
DoD personnel in understanding PACMan and DPOP training.
the relationship between existing
privacy laws and regulations as
well as how to implement the
| privacy requirements of each
20120815-02 | Other Can CART be modified to auto  |PX0) Sep DPB CLLOSED | This request is currently not an
generate a tracking number option due to technological and
instead of the US CERT fiscal constraints.
number?
20120815-03 | Compliance DPCLO will circulate the CIO  [DX® 31 August CLOSED | Memos circulated with the DPB
FISMA memo to DPB members 2012 minutes;
for use in obtaining compliance
with FISMA reporting Memos will be circulated with the
DPB minutes from the Dec 12
meeting as well,
20110615-01 | Other US-CERT reporting concems for | All TBD CLOSED | DHS Privacy Office memo
inclusion in DPCLQO proposal Components distributed as FYI in lieu of DoD
memo
20120523-01 Compliance DPCLO will provide DPB with | All 5124/2012 CLOSED
breach statistics of number of Components
individuals affected by paper
records for 2™ Quarter FY12 |
20120523-02 | Policy The Civil Liberties Program (b)}o) TBD CLOSED uestion posed by DARPA [0 |
Instruction defines privacy as "a |§)(6? Iresponded during Aug 15
right recognized by the [ meeting. Additional questions may

13




Defense Privacy Board Action Item List

Constitution”, however the
Constitution does not reference
privacy in this manner. How will
this be rectitied?

be addressed to Fm) |
Director for Civil Liberties.

20120523-03 | Policy PL 110-53 which authorized the [®® TBD CLOSED gzuesticn posed by NGB.[P®_]
civil liberties program confines X0) esponded during Aug 15
its scope to terrorism related meeting. Additional questions may
activities however the civil be addressed to[P® |
liberties program goes beyond Director for Civil Liberties.
that realm. Under what authority
was this scope expanded and in
consideration of the complaint
reporting requirement has this
change been communicated to
Congress?

20120119-01 Policy Can the DoD) D number be DPCLO/ TBD CLOSED | DMDC is investigating the
hidden when signing documents | DMDC technical aspects of this inquiry.
or ematl?

20120313-01 Policy DPCLO request implementation | All ONGOING | CLOSED | Please send suggestions for guide
guide topics from Components Components topics tol(b)(s) Iay

the next DPB.

20120119-03 Policy Publish Info Papers to weband | DPCLO TBD CLOSED | DPCLO is retooling the info papers
SharePoint to deliver them as implementation

guides.

20120119-02 Policy Provide comments on Cross All 1/27/2012 CLOSED
Component Breach Management | Components
and DoD ID Number Info Papers
by COB Jan 27"

20120119-04 | Other Provide any CSOP feedback or | All 2/15/2012 CLOSED
recommendations to topics of Components
discussion for the CSOP Forum
tentatively planned for March

20111130-01 | Policy Determine if DoD ID Number is | DPCLO TBD CLOSED | DMDC and P&R are working on

14




Defense Privacy Board Action Item List

releasable under FOIA legal opinions to support a 2™
exemption under FOIA for the
release of the DoD ID number.
f fered comments on
this issue during the Jan 19, 2012
meeting.

20111130-02 Training Determine if group IAPP DPCLO TBD CLOSED DPCLO has no funding to support
Certification training is possible such training. Components can
for Components based on budget hold this training if they can fund it

- themselves.

20111130-03 Training Determine if DLA will be able to | DPCLO/ TBD CLOSED | The FY12 course was developed
assist with enhancing the privacy | CIO/DLA and posted in October 2011. We
portion of the Information can revisit for FY13.

Assurance (IA) training
20111130-04 Compliance Provide SSN use justifications All 1/17/2012 CLOSED
Components )

20110817-02 Policy Determine if e-mails containing | DPCLO TBD CLLOSED | For .MIL to .MIL only, where the
PH sent on a secure DoD need to know condition is met,
network need to be encrypted emails containing PII do not need

to be encrypted.

If the need to know condition is

NOT met, the email goes to an

address other than a MIL, orif

other inappropriate activities come

to light, then an unencrypted email
| is reportable.

20110817-01 Compliance Provide list of systems to be LAl 9/14/2011 CLOSED
reviewed during FY 12 Q1 for Components
SSN use reduction

20110720-01 Policy Verify e-mail encryption policy | DPCLO 08/17/2011 CLOSED | Updates incorporated into revised
in proposed DoD 5400.11-M manual.

20110720-02 | Policy Expedite SSN Use Reduction | DPCLO/ | ASAP CLOSED [|"® to follow-up with
Instruction signature. DHRA DHRA regarding strategies.




Defensc Privacy Board Action Item List

20110615-02 ‘Training Breach Management and All 06/22/2011 CLOSED | Send completed survey to
Prevention Training Survey Components dpo.correspondence/osd.mil.
20110615-03 Compliance Quarterly Reports including All 07/15/2011 CLOSED
Section (m) Contractor Reviews | Components

20100818-04 Other Address SSN removal from DPCLO TBD CLOSED | Address SSN removal from records

records with NARA. with NARA. )

20100519-02 | Other Disposition of PII stored in copy | DPCLO/ | TBD CLOSED | Discuss details with[P©_____ | |

machine hard drives | DLA

20100519-04 Policy (iuidance and contract language | DPCLO - TBD CLOSED ! To be addressed after submission

_ ) 7 outlining contractor liability of first Section (m) reviews
20100519-05 Policy Guidance/templates Components | DPCLO TBD CLOSED | Data being collected via CSOP
could use to determine optimal Survey.
resource levels and justify
| funding B i
20100818-01 Other Flash Memory DPCLO TBD CLOSED [ Research Flash Memory
20100818-02 Other Ensure Privacy FAR clauses DPCLO TBD CLOSED | Section M reviews have
L cited in contracts o commenced
20100818-03 Other Reassignment ol SSN review in | DPCLO/ TBD CLOSED | Outside scope of DPB
- ) DITPR to CIO. CIO
20100818-05 Other Contact C10 Council to host a DPCLO/ TBD CLOSED | DHRA is appropriate lead.
guest speaker on SSN Reduction | Cl10
| 7 L.essons [.earned. Council
20100818-06 Other Research locations/availability DPCLO TBD CLOSED | Research locations/availability of
of lists published from 1930s to lists published from 1930s to 1990s
1990s which contain service which contain service member
, member names and SSNs. names and SSNs.

20100519-08 Policy Take a look at Memberships DPCLO TBD CLOSED | Establish in Directive for Privacy
and Civil Liberties. (Issues two
sets of principles etc.)

20100519-07 Other Joint Base Physical Access Issue | Navy/AF TBD CLOSED | Keep on parking lot

(Base Commanders not
Addressing PA, sponsoring
visitors)
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Defense Privacy Board Action [tem List

20100519-06 Reporting Clarification on what DPCLO TBD CLOSED | No coordination outside of
coordination is required for Component Privacy Office
completing the ‘Scope of required.

Advice” FISMA Report

question, e.g. should

Components query GC for the

scope of privacy advice they

have provided ,

20100519-03 Policy Boilerplate contract DPCL.O TBD CLOSED OMB currently drafting FAR
language/FAR clause requiring clause
Privacy Act training _

20100519-01 Reporting SORN Pre-Deployment Air Force 8D CLOSED | Discuss with CIO. 3-6 month
Category in DITPR timeline.

20100120-01 Civil Libertics | Submit Points of Contact All 20100701 CLOSED | Component Privacy Officers asked

s  “QOrganizational Components to help Component leadership
Placement and Structure identify points of contacts ASAP
of the DoD Civil
Liberties Officer
Function”

20100120-02 Reporting Submit Quarterly Reports to All 20100515 CLOSED | Due the 15 workday following the
DPO: Components close of the quarter. Last

» Biennial Privacy submission was 20100115.
Training Report

o Section 803 of the 9/11
Commission
Recommendations
Report

* System of Records
Notice Review Report

20090218-02 Reporting Submit comments on the revised | All 20090731 | CLOSED Comments due July 31, 2009.
Breach Report template to DPO. | Components

17




Defense Privacy Board Action Item List

20090715-01 Reporting Installation Physical Access All 20090731 | CLOSED Responses due July 31, 2009,
Control Systems Information. Components
20090715-02 Reporting FISMA Privacy Report. All 20090817 ! CLOSED Responses due August 17, 2009.
Components
20090218-04 Civil Liberties | Develop and track Civil DPO Ongoing CLOSED DSD signed May 9. 2009 memo
Liberties Officer package designating Acting DA&M as DoD
CLO.
20090415-02 Policy Develop guidance on the DPO 20091201 OPEN Guidance will be posted to DPO
considerations when emailing of website as a FAQ.
PII within a Componcnt agency.
across the Department and
outside the Department. _ B
20090415-01 Other Confirm DPO mailbox accepts DPO 20090501 | CLOSED DPO mailbox can accept encrypted
encrypted and FOUO messages ) and FOUQO messages.
20090218-05 | Reporting Provide comments on revised All 20090403 | CLOSED Duplicate and error. Refer to
breach reporting template to Components 20090218-02.
DPO.
20090318-01 Reporting A request from Component for DPO 20090401 | CLLOSED Authority is in the 5400.11-R and
DPO to provide Authority for the OMB Circular A-130. DPO
training reports. memorandum sent April 3, 2009.
20090218-03 Policy Provide comments to DPO on All 20090430 ' CLOSED Extension granted by Director,
DoD 5400.11. DoD 5400.11-R, = Components DPO.
Do) memorandum
“Safeguarding Against and
Responding to the Breach of
Personally [dentitiable
Information™, 25 Sep 2008. and
all Defense Privacy Board
Advisory Opinions.
20090415-03 Policy Provide guidance on how to DPO 20090520 | CLOSED Concerns addressed. Guidance
delete an exemption from a template forthcoming,.
SORN.
20090318-02 | Reporting Section 803 of the 9/11 All | 20090715 | CLOSED Consolidated under Item Number

18




Defense Privacy Board Action Item List

Commission Recommendations | Components 20090218-01.
Report.

20090318-03 Reporting Systems of Records Notice All 20090715 | CLOSED Consolidated under [tem Number
Review Report. Components 20090218-01.

20090617-01 Reporting Submit comments on All 20090626 | CLOSED Comments due June 26, 2009.
consolidated Quarterly Report Components

template to DPO.
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Agenda

- Welcome/Review of Action Items
+ Policy and Guidance
« Privacy Compliance Metrics

« DPCLO Training Schedule, Overview, and
Recap

« Announcements/Reminders
« Open Discussion

- Review of New Action Items
- Next Meeting Date

« Adjournment
Defense Privacy and Civil Liberties Office
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Defense Privacy Board (DPB)
Meeting Minutes for March 19, 2014

Welcome and Qpening Remarks

The DPB meeting was called to order. Attendance was taken onsite from V1C, and from
teleconference participants. A review was conducted of the open action items.

Policy and Guidance

» SORNs with Pending NARA Retentions: OMB is enforcing recordkeeping
requirements associated with Paperwork Reduction Act submissions. The Department
must account for recordkeeping requirements and records generated from information
collected from the public. Failure to appropriately address records management
requirements can hold up OMB approval of the SORN and/or the Paperwork Reduction
Act submission. Moving forward, DPCLQ requests that all submitted SORNs
containing a “pending” disposition include a copy of the submitted SF 1185, if possible,
or a note from your rccords manager stating the action is betng worked with NARA.

» Paperwork Reduction Act Presentation: foX6) | Information Management
Directorate, gave an overview on the Paperwork Reduction Act and the Information

Management Control process. All DPB membcrs should have reccived a copy of this
PowerPoint presentation via email.

» Update: DoDD 5400.11 and DoD 5400.11-R: It :,E 1 brovided an update
on the status of the DoD Directive 5400.11 and the DoD 5400.11-R. DoD Directive
5400.11 s pending Federal Register final rule publication with the Federal Register
Liaison Office. and DoD 5400.11-R is converting to a DoD Manual. Publication of the

Manual as a proposed rule (amendment) is pending completion of legal sufficiency
review.

» GAO Report: [PF8 Jgave an overview of the recent findings in the GAO Report
(GAO-14-34) “Information Security — Agency Responses to Breaches of Personally
Identifiable Information Need to Be More Consistent.™

The GAO Report found the following:
* Inconsistent implementation of agency policies and processes for responding to
data breaches involving PII.
» Negligible value of Pll-related breach reports to Department of Homeland
Secunity’s (DHS) US-CERT.

Recommendations included:
* Document procedures for offering assistance to affected individuals in the DoD's
data breach response policy.
* Document procedures for evaluating data breach responses and identifying
lessons learned.



* Document the reason behind risk determinations for breaches involving PII.

* Toimprove DoD’s response to data breaches involving Pl evaluate the
Departrent’s response to data breaches involving Pll to identify lessons leamed
that could be incorporated into DoD’s security and privacy policies and
practices.

To view GAO’s full report, GAQ-14-34, please visit their website at:
http://www.gao.gov/producis’/GAO-14-34

\s’

803 Report UDd_a_l_C_:E'-‘x ] informed DPB members that beginning 3" quarter of
FY 14, the Military Departments should exclude complaints involving the disclosure of
protected health information (PHI) in their Section 803 Quarterly Reports to DPCLO.
Examples include a complaint made about PHI being overheard in a treatment room or
at a patient service center, inappropriate access to medical records, and unauthorized
uses or disclosures of PHI. These complaints are to be reported to the HIPAA Privacy
Otfice in the military treatment facility where the alleged incident occurred, not in the
Section 803 Quarterly reports to the DPCLO. This change in reporting will ensure that
such complaints are handled under HIPAA, thereby eliminating duplication of reporting
and bringing about a more precise accounting of complaints made under the Privacy
Act tor the Section 803 Quarterly Reporting. DPCLO appreciates the assistance
provided by the Defi ] gency (DHA) Privacy and Civil Liberties Office in
making this change.[ reiterated that this change is effective for the third
quarter reporting, which covers reports compiled and submitted in July.

ITI. Privacy Compliance Metrics

» m lgave an update and overview of the breach trends for FY 14, Q2
to date. All charts are included in the PowerPoint presentation sent to DPB members
via email.

IV. Training

» InfoNet Ads: m Ispokc about the privacy ads currently airing on
InfoNet monitors throughout DoD. All InfoNet posters and videos are available on the
DPCLO SharePoint site.

» Eacebook and Twitter: [P |reminded DPB members to “like” DPCLO on
Facebook at: https:/'www.facebook.com/dpclo and ““follow™ DPCLO on Twitter at:
@DPCLO official.

» Recall and Social Rosters: DPB members were reminded by[®¥X8) that
information papers on Recall and Social Rosters are available on the DPCLO
SharePoint site at:

https://odamportal .osd.mil/sites/dpclo/awareness/Guidance%20and%20Information%2
OPapers/Forms/Allltems.aspx. Recall Rosters are also known as organizational and



office rosters. These guidance papers provide information on what to include in them
and how to protect PII for both types of rosters.

» New DPCLO Website: |(m_@-. pdated DPB members on the new DPCLO
website that launched February 21, 2014, The content on the web site has not changed,
however, there are two differences to note:

* The main search bar on the top right corner of the screen is currently not working.
If you need to search for a SORN, go to the SORN page. The search feature on
the bottom right of the SORN page of the website is working. DPCLO is
currently working to fix the main search engine on the DPCLO website.

» Links on your website to the DPCLO website may no longer work. We ask that
all DPB members check any links you have on your website to confirm they are
still working. If you have any questions regarding the website, contact DPCLO.

Important Upcoming Dates:

DPCLO Sponsored Courses
Will be offered both on-site and by
Video Teletraining (VTT) unless noted otherwise
April 21-24, 2014 DPCLO Privacy Officer Professionalization (DPOP)
*On-site classroom only
May 8§, 15, 22,29 Privacy Act Compliance and Management {(PACMan)
2014 Presented in 4 individual sessions:
May g™ (Guest Speakers) Records Management, PRA &
(Every Thursday in May) PIA

May 15%; Privacy Act Essentials

May 22, System of Records Notice & Privacy by
Design

May 29™: Breach Management

V. Anoouncements and Reminders

» Privacy and Civil Liberties Day: Fm) Iannounced that Privacy and Civil

Liberties Day will be held at the Pentagon and Mark Center on April 9, 2014 from
9:00am to 1:00pm EST. Contact DPCLO with any questions and feel free to stop by.

V1. Open Discussion

» New Action Item: Fﬁi(ﬁ) |will clarify whether the Records Control Symbol
should be placed on the bottom of the SORN documents.

VII. Wrapup



thanked everyone for participating in the meeting.

VIII. Next Meeting Date

The next DPB meeting is scheduled for Wednesday, May 21, 2014 at 1:00pm EST.

IX. Meeting Adjourned

Submitied by

kctmg Director, DPCLO

Executive Secretary, Defense Privacy Board

:@? Disapproved
2.

Michacl L. Rhodes. Director, Administration and Management
Chairman, Defense Privacy Board

4’;@ J 2014

APR 08 2013

Date
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Dcefense Privacy Board Action Item List

Open Action Items List (NOTE: Al submissions to DPCLO should be sent to osd.ncr.odam.mbx.dpclo-correspondence@mail.mil)

Item Number Topic Action Item Description Ass';g‘)ned Due¢ Date Status Comments
20140319-01 | Policy Clarify whether the Records Control DPCLO May 2014 OPEN
Symbol should be placed on the bottom DPB
of the SORN documents.
20130918-01 | Policy Review the DA&M Memorandum DPCLO ASAP OPEN DPCLO is updating the August
from August 2012 ("Use of Best 2012 Memorandum and
Judgment for Individual Personally including language to address
Identifiabte Information (P1l) Breach policies related to the GAO
Notification Determinations") to clarify Report recommendations.
what qualifies as an email breach.
20121206-01 | Policy Improve MOU/MOA language to DPCLO ASAP ON HOLD - | DPCLO is developing language
provide better privacy considerations PENDING and guidance for MOU/MOA
RESOQURCES | privacy considerations.
20120815-0t1 | Policy SSN Justification Instruction no longer | DPCLO Sep DPB ON HOLD - | On hold pending resources.
refers to Component Forms will draft a PENDING
Management Officers; it simply refers | memo to RESOURCES
to Components. Was this change address this
intentional and will it create a conflict | omission
between Component and DoD Forms
Managers?




Dcfense Privacy Board Action Item List

Closed Action Items List:

Item Number | Topic Action Item Description Assigned Due Date | Status Comments
To

20130918-02 | Policy Define “high impact” breaches | DPCLO ASAP CLOSED | DPCLO addressed at November
and define the difference 2013 DPB meeting,.
between actual vs. potential
breach.

20130515-01 | Metrics Provide stats on the number of | DPCLO June DPB CLOSED | DPCLO presented stats at July DPB
individuals affected by high meeting.
impact breaches and the type of
breach.

20130515-02 | Compliance | Request guidance on whether I[P | DPCLO ASAP CLOSED | DPCLO presented guidance at July
addresses are considered PII DPB meeting.

20130417-02 | Compliance Request guidance documents on | DPCLO ASAP CLOSED | DPCLO presented at July DPB
how to categorize a breach. megeting.

20130417-01 | Metrics Add a pie chart for breaches to DPCLO May DPB CLOSED | DPCLO included the requested
show the type of breach by chart (bar graph, not pie chart) at
number of individuals impacted the May 15, 2013 DPB meeting.
by that category of breach.

20130320-02 | Other Move face to face Defense DPCLO ASAP CLOSED | All DPB meetings will start at
Privacy Board Meeting to 1:00pm eastern time.
accommodate more members.

20130320-01 | Compliance | White House Military Office DPCLO ASAP CLOSED | Subsequent contact was made with
(WHMOQ) asked for assistance in the Component involved. Follow-
the following. Then WHMO up communication has taken place.
contacted another Component
regarding a breach incident. It’s
been a number of weeks since
the other Component contacted
WHMO to follow-up on the
breach.

20130220-02 | Other When will DISA implement DPCLO ASAP CLOSED | DISA has not made a decision at
their software for DLP? this time to implement the DLP tool

DoD wide.
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DPCLO will provide information when it
becomes available from DISA.

20121206-04 | Compliance | NARA is in the process of DPCLO ASAP CLOSED | NARA provided DPCLO with the
overhauling the disposition General Review Schedule for
schedule; DPCLO representation review and comments. Comments
at those meetings might be were provided to NARA March 6,
beneficial to the Privacy 2013. DPCLO contacted NARA
Program and will be part of working group

involved in the overhaul of the
disposition schedule. We will keep
board members updated.

20130220-01 | Compliance | DLA sent forward comments DPCLO ASAP CLOSED | Comments received from DLA
about DD Form 2959 which were forwarded to DoD Forms
were not incorporated into the Manager by DPCLO. DPCLO is
final form awaiting response from DoD Forms

Manager.
DPCLO will follow up with DLA
regarding comments.

20130220-03 | Other A number of attendees asked DPCLO 3/20/2013 CLOSED | DPCLO is scheduled to present
questions about adopting a DLP slides at the March face to face
product and strategy. DPCLO Defense Privacy Board meeting,
will present slides and other
information regarding DLP
applications,

20130220-01 | Compliance | DLA sent forward comments DPCLO ASAP CLOSED | Comments received from DLA
about DD Form 2959 which were forwarded to DoD Forms
were not incorporated into the Manager by DPCLO. DPCLO is
final form awaiting response from DoD Forms

Manager.

DPCLO will follow up with DLA
regarding comments.
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20121206-02 | Training Offer train-the-trainer DPCLO April 2013 | CLOSED This request being updated for the
opportunities through which Privacy Act Compliance and
Component Privacy Officers can Management (PACMan) and
learn how to crosswalk privacy DPCLO Privacy Officer
with their Component IT | Professionalization (DPOP) course.
personne]

201201206-03 | Compliance | Develop guidance that assists DPCLO March DPB | CLOSED Guidance is already provided in the
DoD personnel in understanding PACMan and DPOP training.
the relationship between existing
privacy laws and regulations as
well as how to implement the
privacy requirements of each _

20§20815-02 | Other Can CART be modified to auto  [*® | Sep DPB CLOSED | This request is currently not an
generate a tracking number option due to technological and
instead of the US CERT fiscal constraints.
numbey?

20120815-03 | Compliance | DPCLO will circulate the CIO {EE) 31 August CLOSED | Memos circulated with the DPB
FISMA memo to DPB members 2012 minutes;
for use in obtaining compliance
with FISMA reporting Memos will be circulated with the

DPB minutes from the Dec 12
meeting as well,

20110615-01 | Other US-CERT reporting concerns for | All TBD CLOSED | DHS Privacy Office memo
inclusion in DPCLO proposal Components distributed as FY]1 in lieu of DoD

memo

20120523-01 | Compliance | DPCLO will provide DPB with | All 5/24/2012 CLOSED

breach statistics of number of Components
individuals affected by paper
records for 2* Quarter FY12
20120523-02 | Policy The Civil Liberties Program 0E) TBD CLOSED
Instruction defines privacy as "a ik
right recognized by the meetmg Additional questions may

11
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Constitution”, however the be addressed tdB® _ 1
Constitution does not reference Director for Civil Liberties.
privacy in this manner. How will

this be rectified?

20120523-03 | Policy PL 110-53 which authorized the ) TBD CLOSED estion posed by NGB. [©X6)
civil liberties program confines sponded during Aug 15
its scope to terrorism related meeting. Additjo io y
activities however the civil be addressed
liberties program goes beyond Director for Civil Liberties.
that realm. Under what authority
was this scope expanded and in
consideration of the complaint
reporting requirement has this
change been communicated to
Congress?

20120119-01 | Policy Can the DoD ID number be DPCLO/ TBD CLOSED | DMDC is investigating the
hidden when signing documents | DMDC technical aspects of this inquiry.
or email?

20120313-01 | Policy DPCLO request implementation | All ONGOING | CLOSED | Please send suggestions for guide
guide topics from Components | Components topics tofPX® by

the next DPB.

2012011903 | Policy Publish Info Papers to weband | DPCLO TBD CLOSED | DPCLO is retooling the info papers
SharePoint to deliver them as implementation

20120119-02 | Policy Provide comments on Cross All 112772012 CLOSED
Component Breach Management | Components
and DoD ID Number Info Papers
by COB Jan 27*

20120119-04 | Other Provide any CSOP feedback or | All 2/15/2012 CLOSED
recommendations to topics of Components
discussion for the CSOP Forum
tentatively planned for March :

2011113001 | Policy Determine if DoD ID Numberis | DPCLO T8D CLOSED | DMDC and P&R are working on

12
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releasable under FOIA legal opinions to support a *2"
exemption under FOIA for the
DoD ID number.
ffered comments on
this 1ssue duning the Jan 19, 2012
meeting.

20111130-02 | Training Determine if group JAPP DPCLO TBD CLOSED | DPCLO has no funding to support
Centification training is possible such training. Components can
for Components based on budget hold this training if they can fund it

themselves.

20111130-03 | Training Determine if DLA will be able to | DPCLO/ TBD CLOSED | The FY12 course was developed
assist with enhancing the privacy | CIO/DLA and posted in October 2011, We
portion of the Information can revisit for FY13,

Assurance (IA) training
20111130-04 | Compliance | Provide SSN use justifications All 1/17/2012 CLOSED
Components

20110817-02 | Policy Determine if e-mails containing | DPCLO TBD CLOSED | For .MIL to .MIL only, where the
PII sent on a secure DoD need to know condition is met,
network need to be encrypied emails containing PII do not need

to be encrypted.

If the need to know condition is
NOT met, the email goes to an
address other than a .MIL, or if
other inappropriate activities come
to light, then an unencrypted email
is reportable.

20110817-01 Compliance | Provide list of systems to be All 9/1472011 CLOSED
reviewed during FY 12 Q1 for Components
SSN use reduction

20110720-01 Policy Verify e-mail encryption policy | DPCLO 08/17/2011 | CLOSED | Updates incorporated into revised
in proposed DoD 5400.11-M manual.

20110720-02 | Policy Expedite SSN Use Reduction DPCLO/ ASAP CLOSED | to follow-up with
Instruction signature. DHRA DHRA regarding strategies.

13
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20110615402 | Training Breach Management and All 06/22/2011 | CLOSED | Send completed survey to
Prevention Training Survey Components dpo.comrespondence@osd.mil.
20110615-03 | Compliance | Quarterly Reports including All 07/15/2011 | CLOSED
Section (m) Contractor Reviews | Components

20100818-04 | Other Address SSN removal from DPCLO TBD CLOSED | Address SSN removal from records

records with NARA. with NARA.

20100519-02 | Other Disposition of PII stored in copy | DPCLO/ TBD CLOSED | Discuss details with [®®

machine hard drives DLA -

20100519-04 | Policy Guidance and contract language | DPCLO TBD CLOSED | To be addressed after submission

outlining contractor liability of first Section (m) reviews

20100519-05 | Policy Guidance/templates Components | DPCLO TBD CLOSED | Data being collected via CSOP

could use to determine optimal Survey.
resource leveis and justify
funding

20100818-01 Other Flash Memory DPCLO TBD CLOSED | Research Flash Memory

20100818-02 Other Ensure Privacy FAR clauses DPCLO TBD CLOSED | Section M reviews have

cited in contracts commenced

20100818-03 | Other Reassignment of SSN review in | DPCLO/ TBD CLOSED | Outside scope of DPB

DITPR to CIO. CIO
20100818-05 | Other Contact CIO Council to host a DPCLO/ TBD CLOSED | DHRA is appropriate lead.
guest speaker on SSN Reduction | CIO
Lessons Leamned. Council

20100818-06 | Other Research locations/availability | DPCLO TBD CLOSED | Research locations/availability of
of lists published from 1930s to lists published from 1930s to 1990s
1990s which contain service which contain service member
member names and SSNs. names and SSN.

20100519-08 | Policy Take a look at Memberships DPCLO TBD CLOSED | Establish in Directive for Privacy
and Civil Liberties. (Issues two
sets of principles etc.)

20100519-07 | Other Joint Base Physical Access Issue | Navy/AF TBD CLOSED | Keep on parking lot

(Base Commanders not
Addressing PA, sponsoring
visitors)

14
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20100519-06 Reporting Clarification on what DPCLO TBD CLOSED | No coordination outside of
coordination is required for Component Privacy Office
completing the ‘Scope of required.

Advice’ FISMA Report
question, e.g. shouid
Components query GC for the
scope of privacy advice they
have provided

20100519-03 Policy Boilerplate contract DPCLO TBD CLOSED OMB currently drafting FAR
language/FAR clause requiring clause
Privacy Act training

20100519-01 Reporting SORN Pre-Deployment Air Force TBD CLOSED | Discuss with CIO. 3-6 month
Category in DITPR timeline.

20100120-01 | Civil Liberties | Submit Points of Contact All 20100701 CLOSED | Component Privacy Officers asked

» “Organizational Components to help Component leadership
Placement and Structure identify points of contacts ASAP
of the DoD Civil
Liberties Officer
Function”

20100120-02 | Reporting Submit Quarterly Reports to All 20100515 CLOSED [ Due the 157" workday following the
DPO: Components close of the quarter. Last

¢ Biennial Privacy submission was 20100115.
Training Report

s Section 803 of the 9/11
Commission
Recommendations
Report

» System of Records
Notice Review Report :

20090218-02 | Reporting Submit comments on the revised | All 20090731 | CLOSED Comments due July 31, 2009.
Breach Report template to DPO. | Components

15
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o)
Welcome/Review of Action Items

Policy and Guidance

Privacy Compliance Metrics

CSOP After Actions

DPCLO Training Schedule, Overview, and Recap
Amnouncements/Reminders

Open Discussion

Review of New Action Items

Next Meeting Date

Adjournment
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Defense Privacy Board (DPB)
Meeting Minutes for May 21, 2014

I. Welcome and Opening Remarks

The DPB meeting was called to order. Attendance was taken onsite, from VTC, and from
teleconference participants. A review was conducted of the open and closed action items.

II. Policy and Guidance

>

Update: DoDD 5400.11 and Dol 5400.11-R: Eﬁ’ rovided an update
on the status of the DoD Directive 5400.11 and the DoD 5400.11-R. DoD Directive

5400.11 was released to OMB on May 14, 2014. When OMB approves, the Final Rule
will be published in the Federal Register. At the same time, the issuance will be sent
forward to the Office of the Deputy Secretary for signature. DoD 5400.11-R (which is
being converted into a manual) was sent to the Federal Register Liaison Office on April
24, 2014, for review. From there it will go to Mr. Rhodes who will release it to OMB.
After OMB certifies the package, it wiil be published in the Federal Register as a
Proposed Rule with a 60-day public comment period.

SORN POCs: DPCLO now has threc teams to process SORNs. We are hoping that
this will enable us to work more closely with the DoD Components and help with the
collaboration that must take place among all the associated programs. Each team has a
government lead and a contractor for support and began working April 1, 2014. SORN
packages submitted to DPCLO before April 1 should continue to be processed with the
original assigned person until they are completed. All Components have been notified
of the new process. mll remain the primary point of contact for any
DPCLO/Information Management Directorate (IMD) spreadsheet updates, etc. In
addition to the SORN support, these t¢ams will begin to answer all privacy issues from
their assigned Components.

III. Privacy Compliance Metrics

> [

|gave an update and overview of the breach trends for FY14, Q2

to date. All charts are inciuded in the PowerPoint presentation sent to DPB members
via email.

> [BREY lgave an update on the Compliance and Reporting Tool (CART).

DPB members were informed that the latest update has been completed and will be
rolled out to Components soon. DPCLO will contact each of the Component Privacy
Officers to set up a training date via Defense Connect Online/DCQO. All Components
should now be using DD Form 2959, Breach of Personally Identifiable Information
Report. The DD Form 2959 can be found on the DoD Forms website
(http://www.dtic.mil/whs/directives/infomgt/forms/eforms/dd2959.pdf). This is an
electronic form with drop down menus. _ thanked Army, Air Force,




OSD/Joint Staff, and the Defense Health Agency for participating in the CART pilot
over the last six plus months.

Compenent Senior Official for Privacy (CSOP) Forum After Actions

» Fﬁm ,Ispoke about two slides@ M) presented at the April 10, 2014
CSOP meeting. The first slide presented an overview of the Information Collection
Timeline. This timeline highlights the fact that Paperwork Reduction Act (PRA)
requirements must be met before a new or altered SORN can be published. The
shortest amount of time it takes to meet the PRA requirements for a new collection is
120 days. However, the average amount of time it takes to receive OMB approval can
be more than doubles the 120 days. Privacy Officers need to keep this in mind when
working on a new or altered SORN, OMB will not approve a SORN until the PRA
requirements associated with that SORN are met. Because of this, the Information
Management Directorate will not submit the SORN to OMB until the PRA
requirements are met. There are other information collection requirements as well —
Privacy Impact Assessments (PIAs) and records retention schedules. These two
processes will not stop the publication of a SORN.

i fhen spoke on the second slide, which stresses that collaboration among
various offices is a must. This slide was used to remind the CSOPs that Privacy Act
compliance does not operate in a vacuum. Privacy Officers need to collaborate and
build relationships with these offices to get SORNSs published in a more timely manner.
She reemphasized the following to DPB members:

» Work with the system owners helps to ensure that privacy is considered early in
the development of a new or changed system. This may require a new or
altered SORN. The system owner needs to work with their Component
Information Management Control Officer (IMCO) for Paperwork Reduction
Act requirements. The system owner also needs to work with their Component
Forms Manager about the information collection method.

» Work with the Component CIO and the system owner during the development
of a Privacy Impact Assessment. The PIA includes information that should be
included the SORN, and vice versa.

» Contact the Records Management Officer to get information about the correct
retention and disposal schedule for the SORN. This information is also
included in the PIA.

» Contact the General Counsel’s office to address any legal issues that may arise,
especially with high-visibility systems.



IV, Training

Important Upcoming Dates:

Video Teletraining (VTT) unless noted otherwise
May 22 and 29, 2014 Privacy Act Compliance and Management (PACMan)

Presented in individual sessions:

May 22™: System of Records Notice
May 29™: Breach Management

September 2014 _ .
(dates TBD) Privacy Act Essentials
October 6-3, 2014 Privacy Act Compliance and Management (PACMan)

3-day session, in-person only

V. Announcements and Reminders

. m lannounced DPCLO will be hosting a Constitution Day event in the
Pentagon on September 17, 2014. More information will be available at the next DPB
meeting.

V1. Privacy and Civil Liberties Day 2014

. Iﬁﬁi updated DPB members on Privacy and Civil Liberties Day, held
at the Pentagon and the Mark Center on April 9, 2014. This was DPCLO’s first joint
effort between the privacy and civil liberties teams of the office. There were
representatives from a number of Component Privacy Offices, including Army, Air
Force, OSD/Joint Staff, and the Defense Health Agency. All materials that were used
and distributed at the event are available on the DPCLO SharePoint site at

https://odamportal.osd.mil/sites/dpclo/awareness/defaul
SharePoint access, please email [*

VII. Open Discussion

s Question: FBW’ ~ |(NRO) asked if Component Privacy Officers would have
an opportunity io see the revised DA&M August 2012, “Use of Best Judgment for
Individual PII Breach Notification Determinations™ Memorandum discussed in the
open action items.

* Response; FEN answered that the initial draft of the memorandum was
recently completed, and 1s now going through internal review within DPCLO. It will




be coordinated with DPB members for review and comment before it is submitted for
signature.

o [Pngstad mentioned that if anyone sees incorrect information on the
DPCLO website, to please notify the office. Some items did not migrate properly when
DPCLO transitioned to its new website.
VIII. Wrap up
.thanked everyone for participating in the meeting.
IX., Next Meeting Date
The next DPB meeting is scheduled for Wednesday. July 16, 2014, at 1:00pm EDT.

X. Meeting Adjourned

Submitted by IWB)
b/13/201¢

(5X6) Acting Director, DPCLO ate
Executive Secretary, Defense Privacy Board

Disappro

Michael L. Rhodes, Director, Administration and Management ate
Chairman, Defense Privacy Board




ATTENDANCE

SERVICES

Air Force Privacy Office

Army Privacy Qffice

Marine Corps Privacy Office

Department of the Navy

National Guard Bureau (NGB)

COMPONENTS

POC

Name

Name

Name JI_

POC

Name

Name

Name

OSD/JIS Privacy Office

Defense Advanced Research Projects Agency
(DARPA)

bk

Defense Contract Audit Agency (DCAA)

Defense Contract Management Agency
{DCMA)

Defense Commissary Agency (DeCA}

Defense Finance and Accounting Services
(DFAS)

Defense Human Resources Activity (DHRA)

Defense hutelligence Agency (DIA)

Defense Information Systems Agency (DISA)




Defense Logistics Agency (DLA)

&)

Defense Manpower Data Center (DMDC)

Defense Security Service (DSS)

Defense Technical Information Center
(DTIC)

Defense Threat Reduction Agency (DTRA)

Missile Defense Agency (MDA)

National Geospatial Intelligence Agency
(NGA)

National Reconnaissance Office (NRO)

National Security Agency (NS4)

5| <]

Office of the Director of National
Intelligence (ODNI)

Office of General Counsel (QOGC}

Office of the DoD CIO

DoDIG (Office of Inspector General)

Special Inspector General for Afghan
Reconstruction (SIGAR)

Defense Health Agency (DHA) Privacy
Office

[

Information Management Division
(WHS/ESD)

White House Military Qffice (WHMO)

White House Communications Agency
(WHCA)

[EXE)

COCOMS

POC

U.S. AFRICOM (USAFRICOM)

US. Central Command (USCENTCOM)

.S, European Command (USEUCOM)

Name

Name

Name




LS. Northern Command (USNORTHCOM)

U.S. Pacific Command (USPACOM)

U.S. Special Operations Command
{USSOCOM)

U.S. Southern Command (USSOUTHCOM)

U.S. Strategic Command (USSTRATCOM)

U.S. Transportation Command
(USTRANSCOM)

DPCLO

POC

Name

Name

Name

DPCLO Attendance:

o AR

COMPONENT SUPPORT

POC

| X

P e b

Name

MITRE/AMC

Name

Name




Defense Privacy Board Action Ifem List

Open Action ltems List (NOTE: All submissions 1o DPCLO should be sent to osd.ner.odam.

ed

mbx.dpcto-cormrespondence@mail.mil)

between Component and DoD Forms
Managers?

Téom'Number | “Topie Action Jtem Deseription o | DueDate | Status Commeniis
20130918-01 | Policy Review the DA&M Memorandum DPCLO ASAP OPEN DPCLO is updating the August
from August 2012 ("Use of Best 2012 Memorandum and
Judgment for Individual Personally including language to address
Identifiable Information (P1I) Breach policies related to the GAO
Notification Determinations™) to clarify Report recommendations.
what qualifies as an email breach.
20121206-01 | Policy Improve MOU/MOA language to DPCLO ASAP ON HOLD - [ DPCLO is developing language
provide better privacy considerations PENDING and guidance for MOU/MOA
RESQURCES | privacy considerations.
20120815-01 | Policy SSN Justification Instruction no tonger | DPCLO Sep DPB ON HOLD - | On hold pending resources.
refers to Component Forms will draft a PENDING
Management Officers; it simply refers | memo to RESOURCES
to Components. Was this change address this
intentional and will it create a conflict | omission




Defense Privacy Board Action [tem List

Closed Action ltems List:

Item Number | Topic Action Item Description Assigned Due Date | Status Comments
To

20140319-01 | Policy Clarify whether the Records. DPCLO May 2014 CLOSED | OSD Records Management does
Control Symbol should be DPB not recommend using this number
placed on the bottom of the in SORNSs or the Narrative
SORN documents. Statement as this number changes.

If needed, it would be better to use
the assigned NARA approval
number.

20130918-02 | Policy Define “high impact” breaches | DPCLO ASAP CLOSED | DPCLO addressed at November
and define the difference 2013 DPB meeting.
between actual vs. potential
breach. _

20130515-01 | Metrics Provide stats on the number of | DPCLO June DPB CLOSED | DPCLO presented stats at July DPB
individuals affected by high meeting.
impact breaches and the type of
breach,

20130515-02 | Compliance | Request guidance on whether [P | DPCLO ASAP CLOSED | DPCLO presented guidance at July
addresses are considered PII DPB meeting.

20130417-02 | Compliance | Request guidance documents on | DPCLO ASAP CLOSED | DPCLO presented at July DPB
how to categorize.a breach. meeting.

2013041701 | Metrics | Add a pie chart for breachesto | DPCLO May DPB CLOSED | DPCLO included the requested
show the type of breach by chart. (bar graph, not pie chart) at
number of individuals impacted the May 15, 2013 DPB meeting.
by that category of breach.

20130320-02 | Other- | Move face to. face Defense DPCLO ASAP CLOSED | All DPB meetings will start at
Privacy Board Meeting to 1:00pm eastern time.
accommodate more members.

20130320-01 | Compliance ‘White House Military Office DPCLO ASAP CLOSED | Subsequent contact was made with
(WHMO) asked for assistance in the Component involved. Follow-
the following. Then WHMO up communication has taken place.
cortacted another Component

regarding a breach incident. It’s




Defense Privacy Board Action Item List

been a number of weeks since

the other Component contacted
WHMO to follow-up on the
breach.

2013022002 | Other When will DISA implement DPCLO ASAP CLOSED | DISA has not made a decision at
their software for DLP? this time to implement the DLP tool

DoD wide.
DPCLO will provide information when it
becomes available from DISA.

20121206-04 | Compliance | NARA is in the process of DPCLO | ASAP CLOSED | NARA provided DPCLO with the
overhauling the disposition General Review Schedule for
schedule; DPCLO representation review and comments. Comments
at those meetings might be were provided to NARA March 6,
beneficial to the Privacy 2013. DPCLO contacted NARA
Program and will be part of working group

involved in the overhaul of the
disposition schedule. We will keep
board members updated.

20130220-01 | Compliance DLA sent forward comments DPCLO ASAP CLOSED | Comments received from DLA
about DD Form 2959 which were forwarded to DoD Forms
were not incorporated into the Manager by DPCLO. DPCLO is
final form awaiting response from DoD Forms

Manager.
DPCLO will follow up with DLA
regarding comments.

20130220-03 | Other A number of attendees asked DPCLO 3/20/2013 CLOSED | DPCLO is scheduled to present
questions about adopting a DLP slides at the March face to face
product and strategy. DPCLO Defense Privacy Board meeting.
will present slides and other
information regarding DLP
applications.

20130220-01 | Compliance | DLA sent forward comments DPCLO ASAP CLOSED | Comments received from DLA

10
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about DD Form 2959 which were forwarded to DoD Forms
were not incorporated into the Manager by DPCLO. DPCLO is
final form awaiting response from DoD Forms
Manager.
DPCLO will follow up with DLA
regarding comments.
20121206-02 | Training Offer train-the-trainer DPCLO April 2013 | CLOSED This request being updated for the
opportunities through which Privacy Act Compliance and
Component Privacy Officers can Management (PACMan) and
learn how to ¢rosswalk privacy DPCLO Privacy Officer
with their Component IT Professionalization (DPOP) course.
personnel]
201201206-03 | Compliance Develop guidance that assists DPCLO March DPB | CLOSED Guidance is already provided in the
DoD personnel in understanding PACMan and DPOP training.
the relationship between existing
privacy laws and regulations as
weil as how to implement the
privacy requirements of each
20120815-02 | Other Can CART be modified to auto [O10) ep DPB CLOSED | This request is currently not an
generate a tracking number IS option due to technological and
instead of the US CERT fiscal constraints.
number?
20120815-03 | Compliance | DPCLO will circulate the CIO  [**® 31 August CLOSED | Memos circulated with the DPB
FISMA memo to DPB members 2012 minutes;
for use in obtaining compliance
with FISMA reporting Memos will be circulated with the
DPB minutes from the Dec 12
meeting as well,
20110615-01 | Other US-CERT reporting concerns for | All TBD CLOSED | DHS Privacy Office memo
inctusion in DPCLO proposal Components distributed as FY1 in lieu of DoD
memo

11
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20120523-01 Compliance DPCLO will provide DPB with | All 5/24/2012 CLOSED
breach statistics of number of Components
individuals affected by paper
records for 2" Quarter FY12 )
20120523-02 | Policy The Civil Liberties Program (B)8) TBD CLOSED | Question posed by DARPA[P® |
Instruction defines privacy as "a ®XS)  kesponded during Aug 15
right recognized by the meeting. Additional questions may
Constitution”, however the be addressed to[®X®) |
Constitution does not reference Director for Civil Liberties.
privacy in this manner. How will
this be rectified?
20120523-03 | Policy PL 110-53 which authorized the [V® TBD CLOSED | Question posed by NGB. [0©__]
civil liberties program confines esponded during Aug 15
its scope to terrorism related meeting. Additional questions may
activities however the civil be addressed tcjsb')(ﬁ)
liberties program goes beyond Director for Ci ;
that realm. Under what authority
was this scope expanded and in
cohsideration of the complaint
reporting requirement has this
change been communicated to
Congress?
20120119-01 Policy Can the DoD ID number be DPCLO/ TBD CLOSED | DMDC is investigating the
hidden when signing documents | DMDC technical aspects of this inquiry.
or email?
20120313-01 Policy DPCLO request implementation | All ONGOING | CLOSED | Please send suggestions for guide
guide topics from Components | Components topics tdP® by
' the next DPB.
20120119-03 | Policy Publish Info Papers to weband | DPCLO TBD CLOSED | DPCLO is retooling the info papers
SharePoint to deliver them as implementation
guides.
20120119-02 | Policy ' Provide comments on Cross All 1/27/2012 CLOSED
Component Breach Management | Components

12
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and DoD ID Number Info Papers
by COB Jan 27"

20120119-04 | Other Provide any CSOP feedback or | All 2/15/2012 CLOSED
recommendations to topics of Components
discussion for the CSOP Forum
tentatively planned for March

20111130-01 Policy Determine if DoD ID Number is | DPCLO TBD CLOSED | DMDC and P&R are working on
releasable under FOIA legal opinions to support a “2”

exemption under FOIA for the
release of the DoD ID number.

offered comments on
this issue during the Jan 19, 2012
meeting,

20111130-02 | Training Determine if group IAPP DPCLO TBD CLOSED | DPCLO has no funding to support
Certification training is possible such training. Components can
for Components based on budget hold this training if they can fund it

themselves.

20111130-03 | Training Determine if DLA will be able to | DPCLO/ TBD CLOSED | The FY12 course was developed
assist with enhancing the privacy | CIO/DLA and posted in October 2011. We
portion of the Information can revigit for FY13.

Assurance (IA) training
20111130-04 | Compiliance | Provide SSN use justifications All 1/17/2012 CLOSED
Components
20110817-02 Policy Determine if e-mails containing | DPCLO TBD CLOSED | For .MIL to .MIL only, where the

PII sent on a secure DoD
network need to be encrypted

need to know condition is met,
emails containing PII do not need
to be encrypted.

If the need to know condition is
NOT met, the email goes to an
address other than a .MIL, or if
other inappropriate activities come
to light, then an unencrypted email
is reportable.
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20110817-01 Compliance | Provide list of systems to be All 9/14/2011 CLOSED
reviewed during FY12 Q1 for Components
SSN use reduction
20110720-01 Policy Verify e-mail encryption policy | DPCLO 08/17/2011 CLOSED | Updates incorporated into revised
in proposed DoD 5400.1 1-M manual.
20110720-02 | Policy Expedite SSN Use Reduction DPCLO/ ASAP CLOSED o follow-up with
Instruction signature. DHRA DHRA regarding strategies.
20110615-02 | Training Breach Management and All 06/22/2011 CLOSED | Send completed survey to
Prevention Training Survey Components dpo.correspondence@osd.mil.
20110615-03 Compliance Quarterly Reports including All 07/15/2011 CLOSED
Section (m) Contractor Reviews | Components
20100818-04 Other Address SSN removal from DPCLO TBD CLOSED | Address SSN removal from records
records with NARA, with NARA
20100519-02 | Other Disposition of PII stored in copy | DPCLO/ TBD CLOSED | Discuss details with E‘f’ |
machine hard drives DLA
20100519-04 | Policy Guidance and contract language | DPCLO TBD CLOSED | To be addressed after submission
outlining contractor liability of first Section (m) reviews
20100519-05 Policy Guidance/templates Components | DPCLO TBD CLOSED | Data being collected via CSOP
could use to determine optimal Survey.
resource levels and justify
funding
20100818-01 Other Flash Memory DPCLO TBD CLOSED [ Research Flash Memory
20100818-02 | Other Ensure Privacy FAR clauses DPCLO TBD CLOSED | Section M reviews have
cited in contracts commenced
20100818-03 | Other Reassignment of SSN review in | DPCLO/ TBD CLOSED | Outside scope of DPB
DITPR to CIO. CIO
20100818-05 | Other Contact CIO Council to host a DPCLO/ TBD CLOSED | DHRA is appropriate lead.
guest speaker on SSN Reduction | CIO
Lessons Leamned. Council
20100818-06 | Other Research locations/availability | DPCLO TBD CLOSED | Research locations/availability of

of lists published from 1930s to
1990s which contain service
member names and SSNs.

lists published from 1930s to 1990s
which contain service member
names and SSNs.
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20100519-08 Policy Take a look at Memberships DPCLO TBD CLOSED | Establish in Directive for Privacy
and Civil Liberties. (Issues two
. sets of principles etc.)

20100519-07 | Other Joint Base Physical Access Issue | Navy/AF TBD CLOSED | Keep on parking lot
(Base Commanders not
Addressing PA, sponsoring
visitors)

2010051906 | Reporting Clarification on what DPCLO TBD CLOSED | No coordination outside of
coordination is required for Component Privacy Office
completing the ‘Scope of required.

Advice’ FISMA Report
question, e.g. should
Components query GC for the
scope of privacy advice they
have provided

20100519-03 Policy Boilerplate contract DPCLO TBD CLOSED OMB currently drafting FAR
language/FAR clause requiring clause
Privacy Act training

20100519-01 Reporting SORN Pre-Deployment Air Force TBD CLOSED | Discuss with CIO. 3-6 month
Category in DITPR timeline.

20100120-01 Civil Liberties | Submit Points of Contact All 20100701 CLOSED | Component Privacy Officers asked

» “Organizational Components to help Component leadership
Placement and Structure identify points of contacts ASAP
of the DoD Civil
Liberties Officer
Function”

20100120-02 | Reporting Submit Quarterly Reports to All 20100515 CLOSED | Due the 15" workday following the
DPO: Components close of the quarter. Last

¢ Biennial Privacy submission was 20100115,
Training Report

* Section 803 of the 9/11
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Commission
Recommendations
Report
e System of Records
Notice Review Report
20090218-02 | Reporting Submit comments on the revised | All 20090731 | CLOSED Comments due July 31, 2009.
Breach Report template to DPQ. | Components
20090715-01 Reporting Installation Physical Access All 20090731 | CLOSED Responses due July 31, 2009.
Control Systems Information. Components
20090715-02 | Reporting FISMA Privacy Report. All 20090817 | CLOSED Responses due August 17, 2009.
Components
20090218-04 | Civil Liberties | Develop and track Civil DPO Ongoing CLOSED DSD signed May 9, 2009 memo
Liberties Officer package designating Acting DA&M as DoD
CLO. .
20090415-02 | Policy Develop guidance on the DPO 20091201 OPEN Guidance will be posted to DPO
considerations when emailing of website as a FAQ.
PII within a Component agency,
across the Departrent and
outside the Department.
20090415-01 | Other Confirm DPO mailbox accepts | DPO 20090501 | CLLOSED DPO mailbox can accept encrypted
encrypted and FOUO messages and FOUOQ messages.
20090218-05 | Reporting Provide comments on revised All 20090403 | CLOSED Duplicate and error, Refer to
breach reporting template to Components 20090218-02.
DPO.
20090318-01 Reporting A request from Component for | DPO 20090401 | CLOSED Authority is in the 5400.11-R and
DPO to provide Authority for the OMB Circular A-130. DPO
training reports. memorandum sent April 3, 2009.
20090218-03 | Policy Provide comments to DPO on All 20090430 | CLOSED Extension granted by Director,
DeD 5400.11, DoD 5400.11-R, | Components DPO.
DoD memorandum
“Safeguarding Against and
Responding to the Breach of
Personally Identifiable
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Information”, 25 Sep 2008, and

all Defense Privacy Board
Advisory Opinions.

20090415-03 | Policy Provide guidance on how to DPO 20090520 | CLOSED Concerns addressed. Guidance
delete an exemption from a template forthcoming.
SORN.

20090318-02 | Reporting Section 803 of the 9/11 All 20090715 | CLOSED Consolidated under Item Number
Commission Recommendations | Components 20090218-01.
Report.

20090318-03 Reporting Systems of Records Notice All 20090715 | CLOSED Consolidated under Item Number
Review Report. Components 20090218-01.

20090617-01 | Reporting Submit comments on All 20090626 | CLOSED Comments due June 26, 2009.
consclidated Quarterly Report Components
template to DPO.
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Policy and Guidance
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Adjournment
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Defense Privacy Board (DPB)
Meeting Minutes for July 16, 2014

I. Welcome and Opening Remarks

The DPB meeting was called to order. Attendance was taken onsite and from teleconference
participants. The open action item was reviewed.

II. Policy and Guidance

» Annual FISMA Report: F[’T@ presented an overview of the reporting
process for the 2014 Senior Agency Official for Privacy (SAOP) portion of the annual
Federal Information Security Management Act (FISMA) report. Guidance for the
2014 SAOP portion was released via e-mail to the Components on July 8, 2014,
Responses are due September 8, 2014 to the Defense Privacy and Civil Liberties Office
(DPCLO). The information for Question 1 must be updated into the Department of
Defense Information Technology Portfolio Repository (DITPR) no later than
September 5, 2014. DPCLO has no authority to extend the reporting deadline as it is
controlled by the Department of Defense Chief Information Officer (DoD CIO).
Combatant Command (CCMD) guidance was also forwarded to the Joint Staff on July
8, 2014 for further release to the CCMDs. CCMDs need to meet Joint Staff report
submission requirements when sending their FISMA responses. Reporting
Components must send both the Excel spreadsheet, and the signed certification to
osd.ncr.odam.mbx.dpclo-correspondence@mail.mil. Further instructions on the
FISMA SAOP reporting guidelines are included in the PowerPoint presentation sent to
DPB members via e-mail.

» Update: DoDD 5400.11 and DoD 5400.11-R: lf-’)fﬁ* provided an update
on the status of DoD Directive 5400.11 and Do JI-R.

e DPCLO’s responses to public comments on DoD Directive 5400.11 were
accepted. Minor edits were made to the preamble. The final rule package
was returned to the Office of Management and Budget (OMB) for approval
to publish in the Federal Register (FR).

® The Department of Health and Human Services (HHS) had some comments
on the proposed rule for DoD 5400.11-R. On July 15, DPCLO submitted to
the Information Management Division (IMD) its response to HHS’
comments. These comments will be sent to OMB. After OMB certifies the
package, it will be published in the FR as a Proposed Rule with a 60 day
public comment period.

III. Privacy Compliance Metrics

> bR |gave an update and overview of the breach trends for the third
quarter of FY14. All charts were included in the PowerPoint presentation sent to DPB
members via email.




IV. Training

» Important upcoming dates:

DPCLO CY2014 Traiing Schodule

September, 2014

Privacy Act Essentials
VTC Sessions:

September 4™: Session 1 — History of the Privacy Act

September 11™: Session 2 — Agency Requirements and
Individual Rights under the Act

September 18" Session 3 — Disclosure of PII and
Associated Exceptions

September 25™: Session 4 — Privacy Act Exemptions

October 6-8, 2014

Privacy Act Compliance and Management (PACMan)
Three-day session, in-person only

> [P |gave an update on the Compliance and Reporting Tool (CART).
Updates and testing for Phase Il of CART are complete. The official DoD Breach
Reporting Form, DD Form 2959, is fully up-loadable into CART and is now the only
form that can be uploaded di i  T. However, breach reports can still be
manually entered into CART. ™ thanked Armmy, Air Force, the Office of the
Secretary of Defense (OSD)/Joint Staff, and the Defense Health Agency (DHA) for
their continued support of CART and for providing invaluable feedback for Phase II.
DPCLO will begin the roll out of CART training to the remaining Component Privacy
Officers over the next several months.

V. Announcements and Reminders

Ra lannounced that on September 17, 2014, DPCLO will be hosting
two Constitution Day events. Planning for the Pentagon activities is complete. There
will be a color guard, the singing of the national anthem, and some guest speakers.
Planning for the Mark Center activities is underway. There will be a table set up with
matertals, and there will be a brown bag lunch with a guest speaker.

> B®____ Informed DPB members that on July 16, DPCLO met with
o learn more about the Committee on National Security Systems (CNSS)

privacy overlay. CNSS has drafted a privacy overlay to help implement privacy and
security requirements that protect Personally Identifiable Information (PII). The
overlay looks at each of the security controls and privacy controls listed in the National
Institute of Standards and Technology (NIST) Special Publication 800-53 and attempts
to create a common vocabulary for security and privacy professionals to discuss



relevant security controls and how they relate to privacy requirements. The overlay
will be presented to the security personnel of the CNSS members the end of July for
informal review and comment. Review and comment also needs to come from the
privacy personnel. DPCLO will be scheduling a meeting later in July for a group of
DPB members to learn more about the overlay and to ask them to work together with
their security personnel to rev1ew and to comment on tlns document. The document
will go into formal CN§ i the goal of being implemented
by the end of the year. for taking the lead in this area
and getting the Privacy POCs involved in the CNSS process.

> P® |mentioned that the TRICARE Management Activity (TMAYDHA

has been working on this initiative for several years. She would like [P¥®
to attend the meeting, [*© thanked [?X%  [for her office's participation
in the development of the overlay and stated that[**"® ill be invited to the

meeting, (& ]also thanked [®X® or offermg to host a meeting of DPB
members to learn more about the privacy overlay

VI. Open Discussion

» Request: |(;'-°?i- & | from WHMO mentioned that his agency does not have a

Non-Disclosure Agreement (NDA) covering PII in its user agreement. He requested an
NDA from another agency while a new user agreement for his agency is being
finalized.

Response: [P® eplied that DPCLO could forward an e-mail request from
asking for NDAs from other DPB members.

VII. Wrapup

hanked everyone for participating in the meeting.
VIII. Next Meeting Date

The next DPB meeting s scheduled for Wednesday, September 17, 2014, at 1:00pm EDT.
DPCLO will inform DPB members if there are any changes to this date.

IX. Meeting Adjourned

Submitteqﬁ%}

_ /30201
|Acting Director, DPCLO Date

Executive Secretary, Defense Privacy Board

@ Disapproved
2 52 G.9.1Y

Michael L. Rhodes, Director, Administration and Management Date
Chairman, Defense Privacy Board
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Defense Privacy Board Action Item List

Open Action ltems List (NOTE: All submissions to DPCLO should be sent to_osd.ncr.odam.mbx.dpelo-cotrespondence@mail.mil)

Ttem Number | Topie Action Item Deseription | %84 | puepate | Status Comnients
20130918-01 | Policy Review the DA&M Memorandum DPCLO ASAP OPEN DPCLO has updated the August
from August 2012 ("Use of Best 2012 Memorandum and
Judgment for Individual Personally including language to address
Identifiable Information (PII) Breach the GAO Report
Notification Determinations") to clarify recommendations. The initial
what qualifies as an email breach. draft is with leadership for
review,




Defense Privacy Board Action Item List

On Hold Action Items List

Item Number | Topic Action Item Description assigned | Due Date Status | Comments
20121206-01 | Policy Improve MOU/MOA language to DPCLO ASAP ON HOLD ~ | DPCLO is developing language
provide better privacy considerations PENDING and guidance for MOU/MOA
B RESOURCES | privacy considerations.
20120815-01 | Policy SSN Justification Instruction no longer | DPCLO Sep DPB ON HOLD ~ | On hold pending resources.
refers to Component Forms will draft a PENDING
Management Officers; it simply refers | memo to RESOURCES
to Components. Was this change address this
intentional and will it create a conflict | omission

between Component and DoD Forms
Managers?




Defense Privacy Board Action Item List

Closed Action ltems List:

contacted another Cemponent

regarding a breach incident, It’s

Item Number | Topic Action Item Description Assigned Due Date | Status Comments
To

20140319-01 | Policy Clarify whether the Records DPCLO May 2014 CLOSED | OSD Records Management does
Control Symbol should be DPB not recommend using this number
placed on the botiom of the in SORNS or the Narrative
SORN documents. Statement as this number changes.

If needed, it would be better to use
the assigned NARA approval
number.

20130918-02 | Policy Define “high impact” breaches | DPCLO ASAP CLOSED | DPCLO addressed at November
and define the difference 2013 DPB meeting.
between actual vs. potential
breach.

20130515-01 | Metrics Provide stats.on the number of | DPCLO June DPB CLOSED | DPCLO presented stats at July DPB
individuals affected by high meeting,
impact breaches:and the type of

| breach..

20130515-02 | Compliance | Request:guidance on whether IP [ DPCLO ASAP CLOSED | DPCLO presented guidance at July:

| adldresses are considered PII DPB meeting. |

20130417-02 | Compliance | Réquest guidance documents on | DPCLO ASAP CLOSED | DPCLO presented at July DPB

_ how to categorize a breach. | meeting.

20130417-01 | Metrics Add apie chart for breachesto | DPCLO May DPB CLOSED | DPCLO included the: requested
show the type of breach by chart (bar graph, not pie chart) at
number of individuals impacted the May 15, 2013 DPB meeting.
by that category of breach.

20130320-02 | Other “Move face to face Defense DPCLO ASAP CLOSED | All DPB meetings will start at
Privacy Board Meeting to 1:00pm eastern time.
dgcommodate more members.

20130320-01 | Conipliance 'Wlute House Military Office DPCLO ASAP CLOSED | Subsequent contact: was made with
(WHMO) asked for assistance in the Component involved. Follow-
the fo]lowmg Then WHMO up communication Has taken place.




Defense Privacy Board Action Item List

been a number of weeks since

the other Component contacted
WHMO to follow-up on the
breach. 7

20130220-02 | Other When will DISA implement DPCLO ASAP CLOSED | DISA has not made a decision at

their software for DLP? this time to implement the DLP tool
DoD wide.
DPCLO will provide information when it
becomes available from DISA.

20121206-04 | Compliance | NARA is in the process of DPCLO ASAP CLOSED | NARA provided DPCLO with the

’ overhauling the disposition General Review Schedule for

schedule; DPCLO representation review and comments. Comments

at those meetings might be were provided to NARA March 6,

beneficial to the Privacy 2013. DPCLO contacted NARA

Program and will be part of working group
involved in the overhaul of the
disposition schedule. We will keep
board members updated.

20130220-01 | Compliance | DLA sent forward comments DPCLO ASAP CLOSED | Comments received from DLA
about DD Form 2959 which were forwarded to DoD Forms
were not incorporated into the Manager by DPCLO. DPCLO is
final form awaiting response from DoD Forms

Manager.
DPCLO will follow up with DLA
regarding comments.

20130220-03 | Other A number of attendees asked DPCLO 3/20/2013 CLOSED | DPCLO is scheduled to present
questions about adopting a DLP slides at the March face to face
product and strategy. DPCLO Defense Privacy Board meeting.
will present slides and other
information regarding DLP
applications.

20130220-01 | Compliance | DLA sent forward comments DPCLO ASAP CLOSED | Comments received from DLA

10
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about DD Form 2959 which were forwarded to DoD Forms
were not incorporated into the Manager by DPCLO. DPCLO is
final form awaiting response from DoD Forms
Manager.
DPCLO will follow up with DLA
regarding comments.
20121206-02 | Training Offer train-the-trainer DPCLO April 2013 | CLOSED This request being updated for the
opportunities through which Privacy Act Compliance and
Component Privacy Officers can Management (PACMan) and
learn how to crosswalk privacy DPCLO Privacy Officer
with their Component IT Professionalization (DPOP) course.
: personnel
201201206-03 | Compliance | Develop guidance that assists DPCLO March DPB | CLOSED Guidance is already provided in the
DoD personnel in understanding PACMan and DPOP training.
the relationship between existing
privacy laws and regulations as
well as how to implement the
privacy requirements of each
20120815-02 | Other Can CART be modified to auto |00 Sep DPB CLOSED | This request is currently not an
generate a tracking number option due to technological and
instead of the US CERT fiscal constraints.
number?
20120815-03 | Compliance | DPCLO will circulate the CIO ) 31 August CLOSED | Memos circulated with the DPB
FISMA memo to DPB members 2012 minutes;
for use in obtaining compliance |
with FISMA reporting Memos will be circulated with the
DPB minutes from the Dec 12
meeting as well.
20110615-01 | Other US-CERT reporting concems for | All TBD CLOSED | DHS Privacy Office memo
inclusion in DPCLO proposal Components distributed as FYI in lieu of DoD
memo

11
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20120523-01 Compliance | DPCLO will provide DPB with | All 5/24/2012 CLOSED
breach statistics of number of Components
individuals affected by paper
records for 2™ Quarter FY12 ,

20120523-02 | Policy The Civil Liberties Program (b)(6) TBD CLOSED uestion posed by DARPA [)X6)
Instruction defines privacy as "a sponded during Aug 15
right recognized by the meeting. Additional questions may
Constitution”, however the be addressed [4?5%5
Constitution does not reference Director for Civil Liberties.
privacy in this manner. How will
this be rectified? B

20120523-03 | Policy PL 110-53 which authorized the [®*® TBD CLOSED m posed by NGB.[F®__|
civil liberties program confines sponded during Aug 15
its scope to terrorism related meeting. Additional questions may
activities however the civil be addressed t
liberties program goes beyond Director for Civil Liberties.
that realm. Under what authority
was this scope expanded and in
consideration of the complaint
reporting requirement has this
change been communicated to
Congress?

20120119-01 Policy Can the DoD ID number be DPCLO/ TBD CLOSED | DMDC is investigating the
hidden when signing documents | DMDC technical aspects of this inquiry.
or email?

20120313-01 | Policy DPCLO request implementation | All ONGOING | CLOSED | Please send suggestions for guide
guide topics from Components | Components topics to [(Tﬁ@) |by

the next DPB.

20120119-03 Policy Publish Info Papers to weband | DPCLO TBD CLOSED | DPCLO is retooling the info papers
SharePoint to deliver them as implementation

guides.

20120119-02 | Policy Provide comments on Cross All 1/27/2012 CLOSED
Component Breach Management | Components

12
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and DoD ID Number Info Papers
by COB Jan 27"

20120119-04 | Other Provide any CSOP feedback or | All 2/15/2012 CLOSED
recommendations to topics of Components
discussion for the CSOP Forum
tentatively planned for March

20111130-01 Policy Determine if DoD 1D Number is | DPCLO TBD CLOSED | DMDC and P&R are working on
releasable under FOIA legal opinions to support a “2”
exemption under FOIA for the
release of the DoD ID number.
’ hffered comments on
1s 1ssue during the Jan 19, 2012
meeting.

20111130-02 Training Determine if group IAPP DPCLO TBD CLOSED | DPCLO has no funding to support
Certification training is possible such training. Components can
for Components based on budget hold this training if they can fund it

themselves.

20111130-03 | Training Determine if DLA will be able to | DPCLO/ TBD CLLOSED | The FY12 course was developed
assist with enhancing the privacy | CIO/DLA and posted in October 2011. We
portion of the Information can revisit for FY13. '
Assurance (1A) training

20111130-04 | Compliance | Provide SSN use justifications All 1/17/2012 CLOSED

Components

20110817-02 | Policy Determine if e-mails containing | DPCLO TBD CLOSED | For .MIL to .MIL only, where the
PII sent on a secure DoD need to know condition is met,
network need to be encrypted emails containing PII do not need

to be encrypted.

If the need to know condition is
NOT met, the email goes to an
address other than a .MIL, or if
other inappropriate activities come
to light, then an unencrypted email
is reportable.

13
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20110817-01 Compliance | Provide list of systems to be All 9/14/2011 CLOSED
reviewed during FY12 Qi for Components
SSN use reduction
20110720-01 | Policy Verify e-mail encryption policy | DPCLO 08/17/2011 | CLOSED | Updates incorporated into revised
in proposed DoD 5400.11-M manual
20110720-02 Policy Expedite SSN Use Reduction DPCLO/ ASAP CLOSED @
Instruction signature. DHRA DHRA Egardmg strategies.
20110615-02 | Training Breach Management and All 06/22/2011 CLOSED | Send completed survey to
Prevention Training Survey Components dpo.correspondence@osd.mil.
20110615-03 | Compliance | Quarterly Reports including All 07/15/2011 CLOSED
Section (m) Contractor Reviews | Components
20100818-04 | Other Address SSN removal from DPCLO TBD CLOSED | Address SSN removal from records
records with NARA. with NARA.
20100519-02 | Other Disposition of PIl stored in copy | DPCLO/ | TBD CLOSED | Discuss details witf® ] |
machine hard drives DLA
20100519-04 | Policy Guidance and contract language | DPCLO TBD CLOSED | To be addressed after submission
outlining contractor liability of first Section (m) reviews
20100519-05 | Policy Guidance/templates Components | DPCLO TBD CLOSED | Data being collected via CSOP
could use to determine optimal Survey.
resource levels and justify
funding
20100818-01 Other Flash Memory DPCLO TBD CLOSED | Research Flash Memory
20100818-02 | Other Ensure Privacy FAR clauses DPCLO TBD CLOSED | Section M reviews have
cited in contracts commenced
20100818-03 | Other Reassignment of SSN review in | DPCLO/ TBD CLOSED | Outside scope of DPB
DITPR to CIO. , CIO
20100818-05 | Other Contact CIO Council to host a DPCLO/ TBD CLOSED | DHRA is appropriate lead.
guest speaker on SSN Reduction | CIO
Lessons Leamed. Council
20100818-06 | Other Research locations/availability | DPCLO TBD CLOSED | Research locations/availability of
of lists published from 1930s to lists published from 1930s to 1990s
1990s which contain service which contain service member
member names and SSNs. names and SSNs.

14



Defense Privacy Board Action Item List

20100519-08 Policy Take a look at Memberships DPCLO TBD CLOSED | Establish in Directive for Privacy
and Civil Liberties. (Issues two
sets of principles etc.)

20100519-07 | Other Joint Base Physical Access Issue | Navy/AF TBD CLOSED | Keep on parking lot
(Base Commanders not
Addressing PA, sponsoring
visitors)

20100519-06 | Reporting Clarificatior on what DPCLO TBD CLOSED | No coordination outside of
coordination is required for Component Privacy Office
completing the ‘Scope of required.

Advice’ FISMA Report
question, ¢.g. should
Components query GC for the
scope of privacy advice they
have provided

20100519-03 [ Policy Boilerplate contract DPCLO TBD CLOSED OMB currently drafting FAR
language/FAR clause requiring clause
Privacy Act training

20100519-01 | Reporting SORN Pre-Deployment Air Force TBD CLOSED | Discuss with CIO. 3-6 month
Category in DITPR timeline.

20100120-01 | Civil Liberties | Submit Points of Contact All 20100701 CLOSED | Component Privacy Officers asked

» “Organizational Components to help Component leadership
Placement and Structure identify points of contacts ASAP
of the DoD Civil
Liberties Officer
| Function”

20100120-02 | Reporting Submit Quarterly Reports to All 20100515 CLOSED | Due the 15" workday following the

DPO: Components close of the quarter. Last
e Biennial Privacy submission was 20100115.
Training Report

e Section 803 of the 9/11
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Commission
Recommendations
Report
e System of Records
Notice Review Report
20090218-02 | Reporting Submit comments on the revised | All 20090731 | CLOSED Comments due July 31, 2009.
Breach Report template to DPQ. | Components
20090715-01 Reporting Installation Physical Access All 20090731 | CLOSED Responses due July 31, 2009.
Control Systems Information. Components
20090715-02 | Reporting FISMA Privacy Report. All 20090817 | CLOSED Responses due August 17, 2009.
Components
20090218-04 Civil Liberties | Develop and track Civil DPO Ongoing CLOSED DSD signed May 9, 2009 memo
Liberties Officer package designating Acting DA&M as DoD
CLO.
20090415-02 | Policy Develop guidance on the DPO 20091201 OPEN Guidance will be posted to DPO
considerations when emailing of .| website as a FAQ.
PII within a Component agency,
across the Department and
outside the Department.
20090415-01 Other Confirm DPO mailbox accepts DPO 20090501 | CLOSED DPO mailbox can accept encrypted
' encrypted and FOUO messages and FOUO messages.
20090218-05 Reporting Provide comments on revised All 20090403 | CLOSED Duplicate and error, Refer to
breach reporting template to Components 20090218-02,
DPQO.
20090318-01 Reporting A request from Component for | DPO 20090401 | CLOSED Authority is in the 5400.11-R and
DPO to provide Authority for the OMB Circular A-130. DPO
training reports. memorandum sent April 3, 2009.
20090218-03 Policy Provide comments to DPO on All 20090430 | CLOSED Extension granted by Director,
DoD 5400.11, DoD 5400.11-R, | Components DPO.

DoD memorandum
“Safeguarding Against and
Responding to the Breach of
Personally Identifiable

i6




Defense Privacy Board Action Htem List

Information”, 25 Sep 2008, and

all Defense Privacy Board
Advisory Opinions.

20090415-03 | Policy Provide guidance on how to DPO 20090520 | CLOSED Concerns addressed. Guidance
delete an exemption from a template forthcoming.

: SORN. :

20090318-02 | Reporting Section 803 of the 9/11 All 20090715 | CLOSED Consolidated under Item Number
Commission Recommendations | Components 20090218-01.
Report.

20090318-03 | Reporting Systems of Records Notice All 20090715 | CLOSED Consolidated under Item Number
Review Report. Components 20090218-01.

20090617-01 | Reporting Submit comments on All 20090626 | CLOSED Comments due June 26, 2009.
consolidated Quarterly Report Components
template to DPOQ.
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» Policy and Guidance

» Compliance

» Training

» Announcements/Reminders
» Open Discussion

» Review of New Action Items
» Adjournment
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Defense Privacy Board (DPB) and Defense Civil Liberties Board (DCLB)
Meeting Minutes for October 1, 2014

L Welcome and Opevning Remarks

The meeting was called to order by % 5 AlActing Chief, Defense Privacy and
Civil Liberties Division (DPCL.I). [* introduced Mr. Michael Rhodes, Director of
Administration who remarked on his time serving as the Senior Agency Official for Privacy
(SAOP) and Civil i.tberties Officer for the Department of Defense in his former position as
Director of Administration and Management (DA&M).

Mr. Rhodes cimphasized the importance of the Department’s Privacy and Civil Liberties
Programs and introduced Mr. David Tillotson, Assistant Deputy Chiel Management Officer
(DCMO).  Mr. Tillotson will take over as the SAOP and Civil Liberties Officer until the
DCMO position is officially filled.

Mr. Tillotson spohe about the reorganization of the ODCMO and the placement of the DPCLD
within the newly-cstablished Directorate for Oversight & Compliance (DO&C). Mr. Tillotson
stressed the importance of the Department ‘s Privacy and Civil Liberties Programs and
emphasized his commitment to both programs.

L. Policy and Guidance

DoD Controlled Unclassificd Information (CUI): FE X&) JDeputy Director
for Privacy. spoke about the Memorandum on Unauthorized Disclosures of Classificd
Information or Controlled linclassified Information on DoD Information Systems,
dated August 14, 2014, The memorandun is a reminder to Components that they are to
develop implement and enforce procedures 1o prevent the unauthorized disclosure of
classified information and Cl/I on Dol) information systems. All users of Dol
information systems must understand and comply with all existing policy guidance.

DoD} Privacy Directive & Manual Update: @ provided an update on
the status of ol) Directive 5400.11 and DoD 5400.11-R,

* OMU has approved Dol) Directive 5400.11 for pudication in the Federal
Register as a I'inal Rule.

* The final package was routed 10 Mr. Rhodes. Dirccton of Administration
and up to Mr. Tillotson for signature. Once this is complete, the package
will be ready for the Deputy Secretary of Defense signaturc.

* The DoD Manual 5400.1 | remains with OMB for review,

DoD Civil I ibertics Instruction Update and New DD I-'nrm:FEm) Ispoke

about DPCLD progress owards revising the DoD Civil Liberties Program Instruction.
1000.29. At this time. the instruction is in the Security Review. Aficr this phase is
complcted. the instruction will be ready for signature. There are four categories of
changes that are being made to this instruction:




e The first category covers reorganization-related changes. DPCLD updated
1000.29 to reflect the reorganization of DPCLO underneath the DCMQ. As
such, the revised Instruction will show that the responsibilities of the DoD
Civil Liberties Officer now fall under the DCMO instead of the DA&M.

» Second, DPCLD changed the frequency for submitting the 803 reports from
quarterly to semiannually, to reflect the amendment in Section 329(b)(4) of
P.L. 113-126, the Intelligence Authorization Act for Fiscal Year 2014.

e Third, DPCLD inciuded a more in-depth description of the content of the
803 report. This added language is taken directly from section 803, as
amended.

e Finally, the revised DoDI 1000.29 will prescribe an official DD Form for
civil liberties 803 reporting. This form will be titled “DD Form 2984:
“Component Civil Liberties Report (42 U.S.C. 2000ee-1).”* This form will
replace the current civil liberties reporting template once the change to
DoDI 1000.29 is signed and published. The form is in a PDF format that
includes dropdown menus and fill-in-the-blank fields that should make what
is being asked for clearer, and should make your responses easier to provide.
The form will be available on the DoD Forms website. DPCLD hope to use
this form for our next report for the report due on October 15, 2014.

» Update on Section 803 Report Requirements: As a result of the 2013 Open
Government National Action Plan, a Section 803 Quarterly Reporting working group
was formed across federal agencies to make privacy information more accessible by (1)
improving the accessibility of Privacy Compliance Reports (downloadable and
searchabie); and (2) updating and improving reporting on Federal Agency Data Policies
and Practices (agencies collaborate to review content, consider best practices and make
information meaningful on how personal information is managed).

The working group met in the later part of 2013 and early 2014 and determined the
frequency for submitting reports for the Section 803 Quarterly Reports should be
reduced from quarterly 10 semi-annually, Legislation was passed July 2, 2014 to
implement this change via Section 329 (b)(4) of P.L. 113-126, Intelligence
Authorization Act for Fiscal Year 2014. The submissions of the semi-annual Section
803 reports are effective immediately. However, DoD Components should submit their
reports as scheduled on Oct 15, 2014,

SORN Review Update: Fm Jreminded the Defense Privacy Board
and Defense Civil Liberties Board members about DPCLD"s original goal of having
old SORNSs (dated 1993-2007) reviewed and completed by June 30, 2013. However,
with the ever increasing amount of systems that have Paperwork Reduction Act
requirements, this goal was not obtainable. DPCLD will follow-up periedically with
each Component to sce how their efforts are progressing.

A new SORN database has been developed that will automatically add the two year
review date after a SORN has published in the Federal Register. This will help the



DPCLD track Component compliance with the Privacy Act requirement to review
SORNSs every two years.

%/

Records Management: [ provided an update on pending
National Achieves and Records Administration (NARA) approval retentions schedules.
In January, the DPCLD, in conjunction with DoD Records Management, compiled and
sent out a list of the Component SORNs with “Pending NARA approval” retention
schedules. There were approximately 85 at that time. The email informed recipients of
the DPCLD’s efforts to ensure all SORNSs are current and reflect the Department's
authorized collections. Component POCs were asked to continue to work with their
Component Records Manager, as they may have documentation showing that (a) a SF-
115 was submitted to NARA or {b) an applicable General Records Schedule (GRS) has
been assigned.

FE’EEE reminded the Components not to overlook Block 8 of the SORN Tab
on the 803 Quarterly Report. When SORNs are submitted with a “Pending disposition”
DPCLD asks the Components to include a copy of the submitted SF 115, if possible, or

a note from the ager that the action is being worked with NARA. Please
work with |when she sends out the periodic spreadsheet for updates to
retentions.

I1l. Compliance

» Breach Trends: IES:J rovided an update on Breach Trends from
June to August , and percentage of breaches by incident type between all of FY13,
FY14Q1, FYi4Q2, and FY14Q3 to date. All charts were included in the PowerPoint
presentation sent to Defense Privacy Board and Civil Liberties Board members via
email.

» Civil Liberties Complaint Trends: F ) |provided an update on the trends in
Civil Liberties complaints in quarters 1, 2, and 3 of FY14. All charts were included in
the PowerPoint presentation sent to Defense Privacy Board and Civil Liberties Board
members via email.

» 2014 Civil Liberties Model Program: | provided an update on the 2014
Civil Liberties Model Program. Last year, created the first DoD Civil

Liberties Model Program Checklist. This checklist provided goals and objectives as
benchmarks to help Component Civil Liberties Programs achieve compliance with the
DoD Civil Liberties Program. Each checklist task is assigned a point value, and once a
Component reaches a predetermined point total, that Component’s program is
considered a Model Program.

Since DPCLD received positive feedback from their Civil Liberties points of contacts
(POCs) regarding the 2013 Model Program Checklist, it created another checklist for
2014. The 2014 checklist builds on the tasks from 2013. There is some carry over, but
there are also new items intended to help Components grow and enhance their



programs. This year’s checklist is divided into different sections based on the goals of
the DoD Civil Liberties Program as derived from DPCLD’s mission: advice,
monitoring, official reporting, training, outreach, and program participation. While last
year’s checklist was based around the 2013 fiscal year, the 2014 checklist is based on
the calendar year. That means that Components have through December 2014 to
comptete their checklists. So far this year DPCLD has hosted two “Model Program
Workshops” to help POCs work on their checklist tasks.

Last year, DoD recognized 26 Component Model Programs during a ceremony held at
the Pentagon in October. Mr. Rhodes presented the Chief Civil Liberties Officers
(CCLO) and POCs from each Component that achieved Model Program status with a
certificate and letter of recognition. The 2014 Model Program Recognition Ceremony
will be held in January 2015, providing Components with three months to work on their
checklists.

A similar Model Program is being developed for the Component privacy programs.

V. Training

Upconing Privacy Training Schedule

October 6-8, 2014 Privacy Act Compliance and Management (PACMan)
‘Three-day session, in-person only

January 2015 Privacy Act Compliance and Management (PACMan)
Webinar (DCO) and In-Person

January 8, 2015: Guest Speakers
January 15, 2015: SORNs
January 22, 2015: Breaches

February 24-26, 2015 Privacy Act Compliance and Management (PACMan)
Three-day session, in-person only

April 2015 Privacy Act Compliance and Management (PACMan)
Webinar (DCO) and In-Person

April 16, 2015: Guest Speakers
April 23, 2015: SORNs
April 30, 2015: Breaches

May 12-14, 2015 Privacy Act Compliance and Management (PACMan)
Three-day session, in-person only

September 22-24,2015 | Privacy Act Compliance and Management (PACMan)
Three-day session, in-person only




October 2015 Privacy Act Compliance and Management (PACMan)
Webinar (DCO) and In-Person

October 8, 2015: Guest Speakers
October 15, 2015: SORNs
October 22, 2015; Breaches

To sign up for any of these trainings, please email: osd.ncr.odam.mbx.dpcelo-
trainingfdimail.mil,

Other Upcoming Privacy Training
November 5-6, 2014 IAPP Practical Privacy Series
https://privacyassociation.org/conferences/
December 2-3, 2014 IAPP Practical Privacy Series
https://privacyassociation.org/conferences/

> Available Civil Liberties Training: Eﬂz provided an overview of the
three types of Civil Liberties training that the DPCLD offers. Each training is targeted
towards a different audience within the DoD.

The first type of available Civil Liberties Training is the Executive Briefing. This
training is designed for scnior level staff, including SES, flag officers, and general
officers. It provides a very brief, high level overview of the DoD Civil Liberties
Program and associated requirements. It is a short slide deck intended to be presented
as a desk-side briefing by the CCLO or POC.

The second type of available training is the Complaint Processor Training. This
training is meant for DoD employees who are complaint processors and receive and
process complaints as part of their normal duties. For example, complaint processors
could be Inspector Generals or those working in Equal Employment Offices. The
training gives a brief background on civil liberties and the DoD’s civil liberties
reporting requirement. It also explains how complaint processors can help fulfill the
reporting requirement by keeping an eye out for complaints that include a civil liberties
issue, and reporting them to thetr Component Civil Liberties POC. This training is
available in two formats: in-person where DPCLD staff will provide training at the
Component site with Component complaint processors upon request and web-based.
The web-based training is currently available on the WHS LMS iCompass for those
with access, and some Components have also made the training available on their own
LMS or internal websites.

The third type of training is the Civil Liberties Awareness Training for the general
workforce. This training ts designed for anyone working at DoD and includes service
members, civilian employees, and contractors. This training was created to raise
awareness about the DoD Civil Liberties Program throughout the Department, and to



provide the DoD) community with some basic civil liberties knowledge. The workforce
training is also available on the WHS LMS, and some Components have made it
available on their own LMS and internal websites. DoD personnel should contact their
Component's civil liberties POC or DPCLD for more information about civil liberties
awareness training. Taking this training is a great way to remind yourself of the rights
and freedoms that DoD service members and civilian employees vowed to support and
defend when taking the oath of office/enlistment.

V. Announcements and Reminders

» Constitution Day and Citizenship Day: Fﬁ- 2 spoke about the recent
Constitution Day and C mzenshlp Day (CDCD) hosted at the Pentagon and the Mark
Center. On September 17", the DPCLD partnered with the Defense Civilian Personnel
Advisory Service (DC PAS) to host CDCD events for DoD at the Pentagon and the
Mark Center. Al the Pentagon event, the commemoration of Constitution Day and

Citizenship day was held in Amnans Hal ent opened with a presentation of
colors, followed by remark (bX0). .DPC LD Director for Civil
Liberties, and|” DISA Senior Attorney Advisor and Civil

Liberties POC;. [2#%} ___IDISA Attorpey advisor, gave a presentation
on the history of the Constitution, and@;-.- iSenior Air Staff Counsel.
discussed a contemporary constitutional issue on the use of social media.

At the Mark Center, DCPAS provided educational materials about the Constitution and
the DoD Civil Liberties Program at their booth outside of the café.

> E 2 ¥ ‘eminded attendees that the next Section 803 Report is due to the
D by October 15, 2014. oted that DPCLD is finalizing a web-based
privacy training for the general"'workforce, and that it should be coming out in late
November. There is one open action item from the last Defense Privacy Board
meeting, reviewing and updating the 2012 DA&M Best Judgment Memorandum. The
updated memorandum on breach requirements is with legal review.

V1. Open Discussion

~ Request: USSOCOM's FOIA office requested that an action item be added for the
DPCLD to provide guidance pertaining to the EU “right to be forgotten™ court decision.

Response: [B® |replied that the DPCLD would add i1 to the list of open action
items and provide guidance to the entire DPB.

VII. Wrap up

40) hanked everyone for participating in the meeting.
VIII. Next Meeting Date

The next DPB meeting and DCLB meeting are scheduled for Wednesday, January 21, 2015. The
times and location are TBD.



IX. Meeting Adjourned
Submitted by
FG- X} cling Chiet, ‘LD

“Executive Secretary, Defense Privacy Board

Director for Civil Liberties, DPCLD

Disapproved

%

David Tillotson 111, Acting Deputy Chief Management Officer
Chaiman, Defense Privacy Board

' )4 f20d
ate
u/u( ('
Date
=
(1
nNE

1 :Sate



ATTENDANCE

SERVICES POC Name ' | Name Name

Air Force Privacy Office el 2 X X l
Army Privacy QOffice X X X

X
Marine Corps Privacy Office
Department of the Navy | USMC X | X | X X

X X
National Guard Bureau (NGB) X } ‘

COMPONENTS POC Name Name Name

OSD/JS Privacy Office X X [|o*® X X [P0
Defense Advanced Research Projects
Agency (DARPA) .
Defense Contract Audit Agency (DCAA) X X
Defense Contract Management Agency X
(DCMA)
Defense Commissary Agency (DeCA} X —n
Defense Finance and Accounting Services | X X X
(DFAS)
Defense Human Resources Activity X X X
(DHRA)
Defense Intelligence Agency (DIA) —rrrereRrTOveTY _




Defense Information Systems Agency
(DISA)

b

Defense Logistics Agency (DLA) X
Defense Manpower Data Center (DMDC)
Defense Security Service (DSS)
Defense Technical Informeation Center
(DTIC)
Defense Threat Reduction Agency (DTRA)
Missile Defense Agency (MDA) X
National Geaspatial Intelligence Agency
(NGA)
National Reconnuissance Office (NRQ)

X
National Security Agency (NSA) X
Office of the Director of National
Intelligence (ODNI)
Office of General Counsel (OGC) X
Office of the DoD CIQ) X
DoDIG (Office of Inspector General) X
Special Inspector Generdl for Afghan
Reconstruction (SIGAR)
Defense Health Agency (DIHA) Privacy X
Office
WIIS/ESD X
WMO
WH(A X
DTSA X
oDCMO X
QSDeC) X
OASD-1.A X
OASD-RA X
OSD-OFEA X
DoD-SIOQ X

P4 [




COCOMS

POC

Name

Name

Name

U.S. AFRICOM (USAFRICOM)

U.S. Central Command (USCENTCOM)

U.S. European Command (USEUCOM)

U.S. Northern Command
(USNORTHCOM)

U.S. Pacific Command (USPACOM)

U.S. Special Operations Command
(USSOCOM)

US. Southern Command
(USSOUTHCOM)

US. Strategic Command (USSTRATCOM)

U.S. Transportation Command
(USTRANSCOM)

o »
I__J=

DPCLO

POC

DPCLQ Attendance.

I B b

Name

Name

X(D)'

o B Pl P

Name

P B P

COMPONENT SUPPORT

POC

Name

Name

Name

MITRE/AMC




Defense Privacy Board Action Item List

Open Action ltems LisLiNOTE:D All submissions to DPCLO should be sent 1o osd.ner.odam.mbx.dpcloacorrespondenceigrmail.mil)

Item Number | Topic Action Ifem Description - T el Due Date Status Comments

20141001-01 [ Policy Provide feedback and guidance DPCLD ASAP OPEN
pertaining to the EU “right to be
forgotten” court decision

20130918-01 | Policy Review the DA&M Memorandum DPCLD ASAP OPEN The DCPLD is continuing to
from August 2012 ("Use of Best work on the revision and to
Judgment for Individual Personally address and incorporate the
Identifiable Information (PII) Breach recommendations of the GAO
Notification Determinations”) to clarify Report “Agency Reponses to
what qualifies as an email breach. Breaches of PII” (GAO-14-34)

11




Defense Privacy Board Action Item List

On Hold Action Items List

between Component and DoD Forms

| Managers?

12

HeorhembeepTodle [Acdealieg RIS | Toene? | DueDate | Status | Comments

20121206-01 | Policy Improve MOU/MOA language to DPCLO ASAP ON HOLD - | DPCLO is developing language
provide better privacy considerations PENDING and guidance for MOU/MOA

] il . ) . RESOURCES | privacy considerations.
| 20120815-01 | Policy SSN lJustification Instruction no longer | DPCLO Sep DPB ON HOLD ~ | On hold pending resources.

refers to Component Forms will draft a PENDING
Management Officers: it simply refers | memo to RESOURCES
to Components. Was this change address this
intentional and will it create a conflict | omission




Defense Privacy Board Action Item List

Closcd Action ftems ©ist

Item Number | Topic Action Item Description Assigned Due Date | Status Comments
Te

20140319-01 | Policy Clarify whether the Records DPCLO May 2014 CLOSED | OSD Records Management does
Control Symbol should be DPB not recommend using this number
placed on the bottom of the in SORNSs or the Narrative
SORN documents. Statement as this number changes.

If needed, it would be better to use
the assigned NARA approval
number.

20130918-02 | Policy Define “high impact” breaches | DPCLO ASAP CLOSED | DPCLO addressed at November
and define the difference 2013 DPB meeting.
between actual vs. potential
breach.

20130515-01 | Metrics Provide stats on the number of | DPCLO June DPB CLOSED | DPCLO presented stats at July DPB
individuals affected by high meeting,
impact breaches and the type of
breach.

20130515-02 | Compliance | Request guidance on whether IP | DPCLO ASAP CLOSED | DPCLO presented guidance at July
addresses are considered Pil DPB meeting.

2013041702 | Compliance | Request guidance documents on | DPCLO ASAP CLOSED | DPCLO presented at July DPB
how to categorize a breach. | meeting.

20130417-01 | Metrics Add a pie chart for breachesto | DPCLO May DPB CLOSED | DPCLO included the requested
show the type of breach by chart (bar graph, not pie chart) at
number of individuals impacted the May 15, 2013 DPB meeting.
by that category of breach.

20130320-02 | Other Move face to face Defense DPCLO- ASAP CLOSED | All DPB meétings will start at
Privacy Board Meeting to 1:00pm.eastemn time.
acconumiodate more mernbers. _ L

20130320-01 | Compliance | White House Military Office DPCLO ASAP CLOSED | Subsequent contact was made with
(WHMO) asked for assistance in. | the Component involved. Follow-
the following. Then WHMO op commumication has taken place.
contacted another Component

regarding a breach incident. It’s

13




Defense Privacy Board Action Item List

been a number of weeks since

the other Component contacted
WHMO to follow-up on the
breach,

20130220-02 | Other When will DISA implement DPCLO ASAP CLOSED | DISA has not made a decision at
their software for DLP? this time to implement the DLP tool

DoD wide.
DPCLO will provide information when it
becomes available from DISA.

2012120604 | Compliance | NARA is in the process of DPCLO ASAP CLOSED | NARA provided DPCLO with the
overhauling the disposition General Review Schedule for
schedule; DPCLO representation review and comments. Comments
at those meetings might be were provided to NARA March 6,
beneficial to the Privacy 2013. DPCLO contacted NARA
Program and will be part of working group

involved in the overhaul of the
disposition schedule. We will keep
board members updated.

20130220-01 | Compliance | DLA sent forward comments DPCLO ASAP CLOSED | Comments received from DLA
about DD Form 2959 which were forwarded to DoD Forms
were not incorporated into the Manager by DPCLO. DPCLO is
final form awaiting response from DoD Forms

Manager.
DPCLO will follow up with DLA
regarding comments.

20130220-03 | Other A number of attendees asked DPCLO 3/20/2013 CLOSED | DPCLO is scheduled to present
questions about adopting a DLP slides at the March face to face
product and strategy. DPCLO Defense Privacy Board meeting.
will present slides and other
information regarding DLP
applications.

20130220-01 | Compliance | DLA sent forward comments DPCLO ASAP CLOSED | Comments received from DLA

14




Defense Privacy Board Action Item List

about DD Form 2959 which were forwarded to DoD Forms
were not incorporated into the Manager by DPCLO. DPCLO is
final form awaiting response from DoD Forms
Manager.
DPCLO will follow up with DLA
regarding comments.
20121206-02 | Training Offer train-the-trainer DPCLO April 2013 | CLOSED This request being updated for the
opportunities through which Privacy Act Compliance and
Component Privacy Officers can Management (PACMan) and
learn how to crosswalk privacy DPCLO Privacy Officer
with their Component IT Professionalization (DPOP) course.
personnel
201201206-03 | Compliance | Develop guidance that assists DPCLO March DPB | CLOSED Guidance is already provided in the
DoD personnel in understanding PACMan and DPOP training.
the relationship between existing
privacy laws and regulations as
well as how to implement the
privacy requirements of each
20120815-02 | Other Can CART be modified to auto [© Sep DPB CLOSED | This request is currently not an
generate a tracking number option due to technological and
instead of the US CERT fiscal constraints.
number?
2012081503 | Compliance | DPCLO will circulate the CIO [0 31 August CLOSED | Memos circulated with the DPB
FISMA memo to DPB members 2012 minutes;
for use in obtaining compliance
with FISMA reporting Memos will be circulated with the
DPB minutes from the Dec 12
meeting as well.
20110615-01 | Other US-CERT reporting concems for | All TBD CLOSED | DHS Privacy Office memo
inclusion in DPCLO proposal Components distributed as FY1 in lieu of DoD
memo

15
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20120523-01 Compliance DPCLO will provide DPB with | All 5/24/2012 CLOSED
breach statistics of number of Components
individuals affected by paper
records for 2" Quarter FY12
2012052302 | Policy The Civil Liberties Program ® TBD CLOSED  { Question posed by DARPA™ ]|
Instruction defines privacy as "a 5 Yesponded during Aug 15
right recognized by the meeting. Additional questions may
Constitution”, however the be addressed t
Constitution does not reference Director for Ci
privacy in this manner. How will
this be rectified?
20120523-03 | Policy PL 110-53 which authorized the [P¥® TBD CLOSED uestion posed by NGB.
civil liberties program confines @sponded during Aug
its scope to terrorism related meeting. Additj i nay
activities however the civil be addressed tof%
liberties program goes beyond Director for Civil Liberties.
that realm. Under what authority
was this scope expanded and in
consideration of the complaint
reporting requirement has this
change been communicated to
Congress?
20120119-01 | Policy Can the DoD ID number be DPCLO/ TBD CLOSED | DMDC is investigating the
hidden when signing documents | DMDC technical aspects of this inquiry.
or email?
20120313-01 | Policy DPCLO request implementation | All ONGOING [ CLOSED | Please send stions for guide
guide topics from Components | Components topics 1*;o|5Rglg l:y
- the next DPB.
20120119-03 | Policy Publish Info Papers to weband | DPCLO TBD CLOSED | DPCLO is retooling the info papers
SharePoint to deliver them as itnplementation
guides.
2012011902 | Policy Provide comments on Cross All 1/27/2012 CLOSED
Component Breach Management | Components

16
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and DoD ID Number Info Papers
by COB Jan 270

20120119-04 | Other Provide any CSOP feedback or | All 2/1512012 CLOSED
recommendations to topics of Components
discussion for the CSOP Forum
tentatively planned for March

20111130-01 | Policy Determine if DoD ID Number is | DPCLO TBD CLOSED | DMDC and P&R are working on
releasable under FOIA legal opinions to support a “2”

exemption under FOIA for the
release of the DoD ID number.

(BAS, ffered comments on
this issue during the Jan 19, 2012
meeting.

20111130-02 | Training Determine if group IAPP DPCLO TBD CLOSED | DPCLO has no funding to support
Certification training is possibie such training. Components can
for Components based on budget hold this training 1f they can fund it

themselves.

20111130-03 | Training Determine if DLA will be able to | DPCLO/ TBD CLOSED | The FY12 course was developed
assist with enhancing the privacy | CIO/DLA and posted in October 2011. We
portion of the Information can revisit for FY13.

Assurance (1A) training
20111130-04 | Compliance | Provide SSN use justifications All 1/17/2012 CLOSED
Components
20110817-02 | Policy Determine if e-mails containing | DPCLO TBD CLOSED | For MIL to MIL only, where the

PII sent on a secure DoD
network need to be encrypted

need to know condition is met,
emails containing PII do not need
to be encrypted.

If the need to know condition is
NOT met, the email goes to an
address other than a MIL, or if
other inappropriate activities come
to light, then an unencrypted email
is reportable.

17
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20110817-01 Compliance | Provide list of systems to be All 9/14/2011 CLOSED
reviewed during FY12 Q1 for Components
SSN use reduction
20110720-01 Policy Verify e-mail encryption policy | DPCLO 08/17/2011 CLOSED | Updates incorporated into revised
in proposed DoD 5400.11-M manual.
20110720-02 | Policy Expedite SSN Use Reduction DPCLO/ ASAP CLOSED '__%65 } to follow-up with
Instruction signature. DHRA HRA regarding strategies.
20110615-02 | Training Breach Management and All 06/22/2011 CLOSED | Send completed survey to
Prevention Training Survey Components dpo.correspondence@osd.mil.
20110615-03 | Compliance Quarterly Reports including All 07/15/2011 CLOSED
Section (m) Contractor Reviews | Components
20100818-04 | Other Address SSN removal from DPCLO TBD CLOSED | Address SSN removal from records
records with NARA. with NARA
20100519-02 | Other Disposition of PII stored in copy | DPCLO/ TBD CLOSED | Discuss details witl:lism
machine hard drives DLA
20100519-04 | Policy Guidance and contract language | DPCLO TBD CLOSED | To be addressed after submission
outlining contractor liability of first Section (m) reviews
20100519-05 | Policy Guidance/templates Components | DPCLO TBD CLOSED | Data being collected via CSOP
could use to determine optimal Survey.
resource levels and justify
funding
20100818-01 | Other Flash Memory DPCLO TBD CLOSED | Research Flash Memory
20100818-02 | Other Ensure Privacy FAR clauses DPCLO TBD CLOSED | Section M reviews have
cited in contracts commenced
20100818-03 | Other Reassignment of SSN review in | DPCLO/ TBD CLOSED | Outside scope of DPB
DITPR to CIO. CIO
20100818-05 | Other Contact CIO Council to hosta DPCLO/ TBD CLOSED | DHRA is appropriate lead.
guest speaker on SSN Reduction | CIO
Lessons Learned. Council
20100818-06 | Other Research locations/availability DPCLO TBD CLOSED | Research locations/availability of
of lists published from 1930s to lists published from 1930s to 1990s
1990s which contain service which contain service member
member names and SSNs. names and SSNs.
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20100519-08 | Policy Take a look at Memberships DPCLO TBD CLOSED | Establish in Directive for Privacy
and Civil Liberties. (Issues two
sets of principles etc.)

20100519-07 | Other Joint Base Physical Access Issue | Navy/AF TBD CLOSED | Keep on parking lot
(Base Commanders not
Addressing PA, sponsoring
visitors)

20100519-06 | Reporting Clarification on what DPCLO TBD CLOSED | No coordination outside of
coordination is required for Component Privacy Office
completing the ‘Scope of required.

Advice’ FISMA Report
question, e.g. should
Components query GC for the
scope of privacy advice they
have provided

20100519-03 Policy Bailerplate contract DPCLO TBD CLOSED | OMB currently drafting FAR
language/FAR clause requiring clause
Privacy Act training

20100519-01 Reporting SORN Pre-Deployment Air Force TBD CLOSED | Discuss with CIO. 3-6 month
Category in DITPR timeline.

20100120-01 Civil Liberties | Submit Points of Contact All 20100701 CLOSED | Component Privacy Officers asked

e “Organizational Components to help Component leadership
Placement and Structure identify points of contacts ASAP
of the DoD Civil
Liberties Officer
Function”

20100120-02 | Reporting Submit Quarterly Reports to All 20100515 CLOSED [ Due the 15" workday following the
DPO: Components close of the quarter. Last

e Biennial Privacy submission was 20100115.
Training Report

¢ Section 803 of the 9/11
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Comnrission
Recommendations
Report
e System of Records
Notice Review Report
20090218-02 | Reporting Submit comments on the revised | All 20090731 | CLOSED Comments due July 31, 2009.
Breach Report template to DPO. | Components |
2009071501 | Reporting Installation Physical Access All 20090731 | CLOSED Responses due July 31, 2009.
Control Systems Information. Components
20090715-02 | Reporting FISMA Privacy Report. All 20090817 | CLOSED Responses due August 17, 2009.
Components
20090218-04 | Civil Liberties | Develop and track Civil DPO Ongoing CLOSED DSD signed May 9, 2009 memo
Liberties Officer package designating Acting DA&M as DoD
CLO.
20090415-02 | Policy Develop guidance on the DPO 20091201 OPEN Guidance will be posted to DPO
considerations when emailing of website as a FAQ.
PII within a Component agency,
across the Department and
outside the Department.
20090415-01 Other Confirm DPO mailbox accepts | DPO 20090501 | CLOSED DPO mailbox can accept encrypted
encrypted and FOUO messages and FOUO messages.
20090218-05 | Reporting Provide comments on revised All 20090403 | CLOSED Duplicate and error. Refer to
breach reporting template to Components 20090218-02.
DPO.
20090318-01 | Reporting A request from Component for | DPO 20090401 | CLOSED Authority is in the 5400.11-R and
DPO to provide Authority for the OMB Circular A-130. DPO
training reports. memorandum sent April 3, 2009.
20090218-03 | Policy Provide comments to DPO on All 20090430 | CLOSED Extension granted by Director,
DoD 5400.11, DoD 5400.11-R, | Components DPO.
DoD memorandum
“Safeguarding Against and
Responding to the Breach of
Personally Identifiable
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Information”, 25 Sep 2008, and

all Defense Privacy Board
Advisory Opinions.

20090415-03 | Policy Provide guidance on how to DPO 20090520 | CLOSED Concerns addressed. Guidance
delete an exemption from a template forthcoming.
SORN.

20090318-02 Reporting Section 803 of the 9/11 All 20090715 | CLOSED Consolidated under Item Number
Commission Recommendations | Components 20090218-01.
Report.

20090318-03 | Reporting Systems of Records Notice All 20090715 | CLOSED Consolidated under Item Number
Review Report. Components 20090218-01.

20090617-01 | Reporting Submit commerits on All 20090626 | CLOSED Comments due June 26, 2009.
consolidated Quarterly Report Components
tempiate to DPO.
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Board Meeting Agenda

» Welcome/Review of Action Items
» Policy and Guidance

» Privacy Compliance Metrics

» Training

» Announcements/Reminders

» Open Discussion

» Review of New Action Items

» Adjournment

Defense Privacy and Civil Liberties Divisi



The DPB meeting was called to order. The open action item was reviewed by E E? ?
6}

Defense Privacy Board (DPB)
Meeting Minutes for January 21, 2015

. Welcome and Opening Remarks

. Policy and Guidance

DoD Directive Update: [f48) Greene informed the DPB members that the
revised DoDD 5400.11 was signed on October 29, 2014 and is available on the
DoD Issuances website. The final rule was published in the Federal Register on
January 27, 2015 at 80 FR 4201.

DoD Directive 5200.27 Update: & $tated the DoDD 5200.27, Acquisition
of Information Concerning Persons and Organizations not Affiliated with the
Department of Defense, is now converted into an instruction. It is now in internal
coordination in the Office of the Deputy Chief Management Officer (ODCMO).
After ODCMO completes its review, it will go through formal coordination for
Component review and comment.

DoD 5400.11-M: [#49): informed DPB members that the DoD

5400.11-M has been w1thdrawn from OMB review. Instead of issuing a separate
breach notification memorandum, the Defense Privacy and Civil Liberties Division
(DPCLD) has decided to incorporate the changes into the manual. After the revised
language is finalized, the changes only will go back through formal coordination
with the Components. DPCLD is also addressing some informal comments the
Department of Health and Human Services made to the proposed rule.

Blanket Routine Use: |E"§E- & Jnnounced DPCLD is in discussions with
OMB about DoD being transparent to the public when using the DoD Blanket
Routine Uses (BRU) statement. The BRU notation in the SORN packages has been
modified and now includes a link to the list of BRUs. The use of the word “may”
will continue. DPCLD sent this language out to all of the SORN points of contact.

Data Call on Applying the Privacy Act to Non-U.S. Citizens: % updated
DPB members on the data call DPCLD received November 2014, from OMB,
Office of Information and Regulatory Affairs (OIRA) concerning the President’s
initiative to extend Privacy Act protections to non-U.S. persons.

OIRA tasked DoD with answering a set of questions in order to help determine how
comprehensive this new policy should (or could) be. Mr. Tillotson, as the DoD
SAQP, sent OMB / OIRA the DoD response letter on November 21, 2014. There



has been no word yet on what new policies OMB will adopt based on this data call,
but DPCLD will continue to follow this issue and will provide the board members
with more information as it becomes available.

pointed out that it is important to note, with the reissuance of DoD
[00.11 in late October, DoD Components must; (1) treat all records in a
mixed system of records as if all records in such a system are subject to The Privacy
Act; and (2) accept access and amendment requests from non-U.S. citizens and
aliens not lawfully admitted for permanent residence. DoDD 5400.11 does not
create or extend any right pursuant to The Privacy Act to them.

Applying Privacy Act Judicial Redress Rights to Citizens of “Certified” States:
DPB members were informed that the DPCLD was asked to comment on a
legislative proposal that would extend limited rights of judicial redress to non-U.S.
persons of certain European Union (E.U.) certified countries. The draft legislative
proposal was prepared by the Department of Justice, in collaboration with a number
of other Federal agencies. The proposal was received in response to statements
made in June by the Attorney General that the U.S. would work on enacting
legislation that would provide E.U. citizens with the right to seek redress in U.S.
courts. No further action is anticipated on the proposal.

SSN Justification Memoranda; @ ; ii pointed out that DPCLD prepared a
memorandum on January 15, 2015 for the Components about the signatory
authority for SSN Justification memoranda. This was sent out to the DPB members
on January 21, 2015.

Addltlonal Guidance on DEPSECDEF CUI Memo: DPB members were reminded
labout the DoD Memorandum issued on August 14, 2014, by the
Deputy ecretary of Defense, “Unauthorized Disclosures of Classified Information
or Controlled Unclassified Information (CUI) on DoD Information Systems”
discussed at the last meeting.

DPCLD is finalizing additional amplifying guidance on safeguard requirements and
incident response measures for classified information and CUI containing PII. This
additional guidance will address four areas outlined in the August 14, 2014 memo
as follows:

(1) Compliance with applicable policy and guidance to protect classified
information and CUI containing PII; (2) Information safeguard requirements; (3)
Classified Information and CUI “Spillages™ and its relation to information
“Breaches;” and (4) Privacy training.

This guidance will not introduce new requirements, but will only reinforce the
existing relationship between DoD information security requirements and our
privacy requirements. It will also encourage Component Privacy Officers to
collaborate with their information security personnel to ensure their Component’s



mformation privacy and security measures are i accordance with applicable Do)
policies on profecting classified information and CUL

Application of Privacy Act to Contractors; [*¥®? |stated DPCLD is preparing
a memo to be signed by Mr. Tillotson to remun oD Components of their
responsibility to apply the requirements of the Privacy Act to government
contractors and their employees working on contracts for the design, development,
or operation of DoD systems of records.

Part 24 of the Federal Acquisition Regulation (FAR) prescribes policies and
procedures to ensure that the Privacy Act requirements are applied to government
contracts.

DoD 5400.11-R places the responsibility on each DoD Component to ensure the
implementation of each of the applicable contract requirements. Over the long
term, DPCLD will be working with the Defense Acquisition Regulations Council to
update requirements on DoD contractor’s designing, implementing, or operating
DoD systems of records.

III. Privacy Compliance Metrics

pave an update and overview of the breach trends for the

first quarter of FY 13. All charts were included in the PowerPoint presentation sent to
DPB members via email.

IV. Training

» Important upcoming dates:

DPCLD CY201S5 Training Schedule

January - March, 2015 | DPCLD will not conduct training from January

through March 2015

April - May, 2015 DPCLD has scheduled two PACMan courses:
April 16, 23, 30th
May 12-14 (in-person only)
The May class includes the breach exercise
Regster for both at:
osd.ncr.odam. mbx DPCLD-traming@mail.mml

nnounced DPCLD’s completion of its general workforce traming course,

“Safeguarding Personally Identifiable Information.” The training is available on
compact disks and 1s a scenario-based course that provides a hands-on learning
experience about responding to breaches of PII. Contactlm ) |if you need a




CD or assistance loading this training on to your Component’s learning management
system.

' gave an update on the Compliance and Reporting Tool (CART).
DPCLD trammg started in October and November 2014. Everyone was thanked for
their effort in getting on board with using the CART. Because the CART format
follows the DD FORM 2959, “Breach of Personally Identifiable Information (PII)
Report” it has worked very efficiently with rarely a troubleshooting follow up effort. If
you have a training or trouble shooting question, please contact DPCLD and we will
look into a resolution for you.

V. Announcements and Reminders

[B5%63 Jannounced the following staff changes in DPCLD.

Government:

) @ )ave moved on to OSD/JS privacy office.
i) Jwill be filling one of these vacant positions.
. An announcement has been posted on USAJOBS for the second government

position.
Contractor:
: has joined us as an administrative assistant.
2 is taking overlm Pposition as senior
admlmstranve assistant.

djm@ m are now helping with the review of

contractors civil liberties support staff.) DPCLD is currently working to fill
three contractor support positions (one privacy, one civil liberties, and one
for both programs).

led an open discussion with the DPB board members.

VIL Wrap up

Ikhanked everyone for participating in the meeting.
VIII. Next Meeting Date

The next DPB meeting is scheduled for Wednesday, April 15, 2015, at 1:00pm EDT. DPCLD
will inform DPB members of location and if there are any changes to this date.



IX. Meeting Adjourned

Submitted by

Acting Chief, DPCLD
xecutive decretary, Defense Privacy Board

Approved Disapproved

David Tillotsen III, Assistant Deputy Chief Management Officer
Chairman, Defense Privacy Board

Date

Date
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Defense Security Service (DSS)
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Defense Threat Reduction Agency
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Defense Privacy Board Action Item List

Open Action Items List (NOTE: All submissions to DPCLD should be sent to osd.ncr.odam.m_bx.DPCLD-conespondence@mail.mﬂ)

Item Number | Topic. Action Item Description Agsﬁn ! | DueDate Status Comments

20130918-01 | Policy Review the DA&M Memorandum DPCLD ASAP OPEN DPCLD has decided to add
from August 2012 ("Use of Best updated breach notification

Judgment for Individual Personally
Identifiable Information (PII) Breach
Notification Determinations"™) to clarify
what qualifies as an email breach.

information, and address and
incorporate the
recommendations of the GAO
Report “Agency Responses to
Breaches of PII” (GAO-14-34),
to the 5200.11-R revision




Defense Privacy Board Action Item List

On Hold Action Items List

Item Number | Topic Action Item Description ﬁsugned Due Date Status Comments
20121206-01 | Policy Improve MOU/MOA language to DPCLD ASAP ON HOLD - | DPCLD is developing language
provide better privacy considerations PENDING and guidance for MOU/MOA
RESOURCES | privacy considerations.
20120815-01 | Policy SSN Justification Instruction no longer | DPCLD Sep DPB ON HOLD - | On hold pending resources.
refers to Component Forms will draft a PENDING
Management Officers; it simply refers | memo to RESOURCES
to Components. Was this change address this
mtentional and will it create a conflict | omission

between Component and DoD Forms
Managers?

10




Defense Privacy Board Action Item List

Closed Action Items List:

Item Number | Topic Action Item Description Assigned Due Date | Status Comments
To

20141001-01 | Policy Provide feedback and guidance | DPCLD ASAP CLOSED | They wanted to know whether
on the EUJ “right to be forgotten” DPCLD would consider submitting
court decision an amicus brief if this case ever

made it to the Supreme Court.
DPCLD legal counsel reviewed and
responded. The response we
received is that DPCLD does not
submit amicus briefs.

20140319-01 | Policy Clarify whether the Records DPCLD May 2014 CLOSED | OSD Records Management does
Control Symbol should be DPB not recommend using this number
placed on the bottom of the in SORNSs or the Narrative
SORN documents. Statement as this number changes.

If needed, it would be better to use
the assigned NARA approval
munber.

20130918-02 | Policy Define “high impact” breaches | DPCLD ASAP CLOSED | DPCLD addressed at November
and define the difference 2013 DPB meeting.
between actual vs. potential
breach.

20130515-01 | Metrics Provide stats on the number of DPCLD June DPB CLOSED | DPCLD presented stats at July DPB
individuals affected by high meeting.
impact breaches and the type of
breach.

20130515-02 | Compliance Request gmdance on whether IP | DPCLD ASAP CLOSED | DPCLD presented guidance at July
addresses are considered PII DPB meeting.

20130417-02 | Compliance Request guidance documents on | DPCLD ASAP CLOSED | DPCLD presented at July DPB
how to categorize a breach. meeting.

20130417-01 | Metrics Add a pie chart for breaches to | DPCLD May DPB CLOSED | DPCLD included the requested
show the type of breach by chart (bar graph, not pie chart) at
number of individuals impacted the May 15, 2013 DPB meeting.

by that category of breach.

11
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20130320-02 | Other Move face to face Defense DPCLD ASAP CLOSED | All DPB meetings will start at
Privacy Board Meeting to 1:00pm eastern time.
accommodate more members.

20130320-01 | Comphance White House Military Office DPCLD ASAP CLOSED | Subsequent contact was made with
(WHMO) asked for assistance m the Component imvolved. Follow-
the following. Then WHMO up communication has taken place.
contacted another Component
regarding a breach incident. It’s
been a number of weeks since
the other Component contacted
WHMO to follow-up on the
breach.

20130220-02 | Other When will DISA unplement DPCLD ASAP CLOSED | DISA has not made a decision at
their software for DLP? this time to implement the DLP tool

DoD wide.
DPCLD will provide information when it
becomes available from DISA.

20121206-04 | Comphance NARA is in the process of DPCLD ASAP CLOSED | NARA provided DPCLD with the
overhauling the disposition General Review Schedule for
schedule; DPCLD representation review and comments. Comments
at those meetings might be were provided to NARA March 6,
beneficial to the Privacy 2013. DPCLD contacted NARA
Program and will be part of working group

involved in the overhaul of the
disposition schedule. We will keep
board members updated.

20130220-01 | Comphance DLA sent forward comments DPCLD ASAP CLOSED | Cominents received from DLA

about DD Form 2959 which
were not incorporated into the

final form

were forwarded to DoD Forms
Manager by DPCLD. DPCLD is
awaiting response from DoD Forms
Manager.

DPCLD will follow up with DLA

12
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regarding comments.

20130220-03 | Other A number of attendees asked DPCLD 3/20/2013 CLOSED | DPCLD is scheduled to present
questions about adopting a DLP shides at the March face to face
product and strategy. DPCLD Defense Privacy Board meeting.
will present slides and other
mformation regarding DL.P
applications.

20130220-01 | Compliance | DLA sent forward comments DPCLD ASAP CLOSED | Comments received from DLA
about DD Form 2959 which were forwarded to DoD Forms
were not incorporated into the Manager by DPCLD. DPCLD i1s
final form awaiting response from DoD Forms

Manager.
DPCLD will follow up with DLA
regarding comments.

20121206-02 | Training Offer train-the-trainer DPCLD April 2013 | CLOSED This request being updated for the
opportunities through which Privacy Act Compliance and
Component Privacy Officers can Management (PACMan) and
leamn how to crosswalk privacy DPCLD Privacy Officer
with their Component IT Professionalization (DPOP) course.
personnel

20120120603 | Compliance Develop guidance that assists DPCLD March DPB | CLOSED Guidance 15 already provided in the
DoD personnel in understanding PACMan and DPOP training.
the relationship between existing
privacy laws and regulations as
well as how to implement the
privacy requirements of each

20120815-02 | Other Can CART be modified to auto [0 Sep DPB CLOSED | This request is currently not an
generate a tracking number option due to technological and
mstead of the US CERT fiscal constraints.
munber?

20120815-03 | Comphliance DPCLD will circulate the CIO  [®)©) 31 August CLOSED | Memos circulated with the DPB
FISMA memo to DPB members 2012 minutes;

13
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for use in obtaining compliance
with FISMA reporting

Memos will be circulated with the
DPB minutes from the Dec 12
meeting as well.

20110615-01 | Other US-CERT reporfing concems for | All TBD CLOSED | DHS Pnvacy Office memo
inclusion in DPCLD proposal Components distributed as FYT 1n lieu of DoD
memo
20120523-01 Compliance DPCLD will provide DPB with | All 5/24/2012 CLOSED
breach statistics of number of Components
individuals affected by paper
records for 2** Quarter FY12
20120523-02 | Policy The Civil Liberties Program Im-’ “ TBD CLOSED estion posed by DARPA. [0X6)
Instruction defines privacy as "a 2O) sponded duning Aug 15
right recognized by the meeting. Additional questions may
Constifution”, however the be addressed tol(";iﬁs |
Constitution does not reference Director for Civil Liberties.
privacy in this manner. How will
this be rectified? _ .
20120523-03 | Policy PL 110-53 which authorized the | * TBD CLOSED | Question posed by NGB. [P®
civil liberties program confines I esponded during Aug
its scope to terrorism related meeting. Additional questions may
activities however the civil be addressed tolzb)@ |
liberties program goes beyond Director for Civil Liberties.
that realm. Under what authority
was this scope expanded and in
consideration of the complaint
reporting requirement has this
change been communicated to
Congress?
20120119-01 Policy Can the DoD ID number be DPCLD/ TBD CLOSED | DMDC is investigating the
hidden when signing documents | DMDC technical aspects of this inquiry.
or email?

14
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20120313-01 Policy DPCLD request implementation | All ONGOING | CLOSED | Please send suggestions for gnide
guide topics from Components | Components topics to[EiE) by

the next DPB.

20120119-03 Policy Publish Info Papers to weband | DPCLD TBD CLOSED | DPCLD is retooling the info papers
SharePoint to deliver them as implementation

guides.

20120119-02 Policy Provide comments on Cross All 1/27/2012 CLOSED
Component Breach Management | Components
and DoD ID Number Info Papers
by COB Jan 27"

2012011904 | Other Provide any CSOP feedback or | All 2/15/2012 CLOSED
recommendations to topics of Components
discussion for the CSOP Forum
tentatively planned for March

20111130-01 Policy Determine if DoD ID Number is | DPCLD TBD CLOSED | DMDC and P&R are working on
releasable under FOIA legal opinions to support a “2”

exemption under FOIA for the
release of the DoD ID number.

| offered comments on
this 1ssue during the Jan 19, 2012
meeting,

20111130-02 | Training Determine if group IAPP DPCLD TBD CLOSED | DPCLD has no funding to support
Certification training is possible such training. Components can
for Components based on budget hold this training if they can fund it

themselves.

20111130-03 Training Determine if DLA will be able to | DPCLD/ TBD CLOSED | The FY12 course was developed
assist with enhancing the privacy | CIO/DLA and posted in October 2011. We
portion of the Information can revisit for FY'13.

Assurance (JA) training
20111130-04 | Compliance | Provide SSN use justifications All 1/17/2012 CLOSED
Components
20110817-02 Policy Determine if e-mails containing | DPCLD TBD CLOSED | For MIL to .MIL only, where the

PII sent on a secure DoD)

need to know condition is met,

15
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network need to be encrypted emails containing PII do not need
to be encrypted.
If the need to know condition is
NOT met, the email goes to an
address other than a MIL, or if
other inappropriate activities come
to light, then an unencrypted email
is reportable.
20110817-01 Compliance | Provide list of systems to be All 9/14/2011 CLOSED
reviewed during FY12 Q1 for Components
SSN use reduction
20110720-01 Policy Verify e-mail encryption policy | DPCLD 08/17/2011 CLOSED | Updates incorporated into revised
in proposed DoD 5400.11-M manual.
20110720-02 | Policy Expedite SSN Use Reduction DPCILD/ ASAP CLOSED @@ i Jto follow-up with
Instruction signature. DHRA HRA regarding strategies.
20110615-02 Training Breach Management and All 06/22/2011 CLOSED | Send completed survey to
| Prevention Training Survey Components dpo.correspondence@osd.mil.
20110615-03 Compliance Quarterly Reports including All 07/15/2011 CLOSED
Section {m) Contractor Reviews | Components
20100818-04 | Other Address SSN removal from DPCLD TBD CLOSED | Address SSN removal from records
records with NARA. with NARA.
20100519-02 Other Disposition of PII stored i copy | DPCLD/ TBD CLOSED | Discuss details withf™*®!
machine hard drives DLA
20100519-04 | Policy Guidance and contract language | DPCLD TBD CLOSED | To be addressed after submission
outlining contractor liability of first Section (m) reviews
20100519-05 | Policy Guidance/templates Components | DPCLD TBD CLOSED | Data being collected via CSOP
could use to determine optimal Survey.
resource levels and justify
funding
20100818-01 Other Flash Memory DPCLD TBD CLOSED | Research Flash Memory
20100818-02 Other Ensure Privacy FAR clauses DPCLD TBD CLOSED | Section M reviews have
cited in contracts commenced
20100818-03 Other Reassignment of SSN review mn | DPCLD/ TBD CLOSED | Outside scope of DPB

16
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DITPR to CIO. CIO

20100818-05 | Other Contact CIO Council to host a DPCLD/ TBD CLOSED | DHRA is appropriate lead.
guest speaker on SSN Reduction | CIO
Lessons Learned. Council

20100818-06 Other Research locations/availability DPCLD TBD CLOSED | Research locations/availability of
of lists published from 1930s to hists published from 1930s to 1990s
1990s which contain service which contain service member
member names and SSNs. names and SSNs.

20100519-08 | Policy Take a look at Memberships DPCLD TBD CLOSED | Establish in Directive for Privacy
and Civil Liberties. (Issues two
sets of principles etc.)

20100519-07 Other Jomnt Base Physical Access Issue | Navy/AF TBD CLOSED | Keep on parking lot
(Base Commanders not
Addressing PA, sponsoring
visitors)

20100519-06 | Reporting Clanfication on what DPCLD TBD CLOSED | No coordination outside of
coordination is required for Component Privacy Office
completing the ‘Scope of required.

Advice’ FISMA Report
question, e.g. should
Components query GC for the
scope of privacy advice they
have provided

20100519-03 Policy Boilerplate contract DPCLD TBD CLOSED OMB currently drafting FAR
language/FAR clause requiring clause
Privacy Act training

20100519-01 Reporting SORN Pre-Deployment Air Force TBD CLOSED | Discuss with CIO. 3-6 month
Category in DITPR timeline.

20100120-01 Civil Liberties | Submit Points of Contact All 20100701 CLOSED | Component Privacy Officers asked

* “Organizational Components to help Component leadership
Placement and Structure identify points of contacts ASAP

17




Defense Privacy Board Action Item List

of the DoD Civil
Liberties Officer
Function”
20100120-02 | Reporting Submit Quarterly Reports to All 20100515 CLOSED | Due the 15® workday following the
DPO: Components close of the quarter. Last
¢ Biennial Privacy submission was 20100115.
Training Report.
o Section 803 of the 9/11
Commission
Report |
e System of Records
Notice Review Report
20090218-02 | Repotting Submit eomments on the revised | All 20090731 | CLOSED Comments due July 31, 2009.
Breach Report template to DPO. | Components
20090715-01 | Reporting Installation Physical Access All 20090731 | CLOSED Responses due July 31, 2009.
Control Systems Information. Components
20090715-02 | Reporting FISMA Privacy Report. All 20090817 | CLOSED | Responses due August 17, 2009.
Components
20090218-04 | Civil Liberties | Develop and track Civil DPO Ongoing CLOSED ‘DSD signed May 9, 2009 memo
Liberties Officer package designating Acting DA&M as DoD
CLO.
20090415-02 | Polcy Develop guidance on the DPO 20091201 OPEN Guidance will be posted to DPO
considerations when emailing of website as a FAQ.
PII within a Component agency,
across the Department and
outside the Department.
20090415-01 | Other Confitm DPO mailbox accepts | DPO 20090501 | CLOSED DPO mailbox can accept encrypted
encrypted and FOUQO messages and FOUQ messages.
20090218-05 | Reporting Provide comments on revised All 20090403 | CLOSED Duplicate and error. Refer to
breach reporting template to Components 20090218-02.
DPO.
20090318-01 | Reporting A request from Component for | DPO 20090401 [ CLOSED Authority is in the 5400.11-R and

18




Defense Privacy Board Action Item List

DPO to provide Authority for
training reports.

the OMB Circular A-130. DPO
memorandum sent April 3, 2009.

20090218-03 Policy Provide comments to DPO on All 20090430 | CLOSED Extension granted by Director,
DoD 5400.11, DoD 5400.11-R, | Components DPO.
DoD memorandum
“Safeguarding Against and
Responding to the Breach of
Personally Identifiable
Information™, 25 Sep 2008, and
all Defense Privacy Board
Advisory Opinions.

20090415-03 Policy Provide guidance on how to DPO 20090520 | CLOSED Concerns addressed. Guidance
delete an exemption from a template forthcoming.
SORN.

20090318-02 Reporting Section 803 of the 9/11 All 20090715 | CLOSED Consolidated under Item Number
Commuission Recommendations | Components 20090218-01.
Report.

20090318-03 Reporting Systems of Records Notice All 20090715 | CLOSED Consolidated under Item Number
Review Report. Components 20090218-01.

20090617-01 Reporting Submit comments on All 20090626 | CLOSED Comments due June 26, 2009.
consolidated Quarterly Report Components

template to DPO.
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Board Meeting Agenda

2

» Welcome/Introductions

» Review of Open Actions

» Policy and Guidance

» Privacy Compliance Metrics

» Training

» Announcements/Reminders
» Open Discussion

» Review of New Action Items
» Adjournment

Defense Privacy and Civil Liberties Division



Defense Privacy Board (DPB)
Meeting Minutes for August 5, 2015

L. Welcome and Opening Remarks

The DPB meeting was called to order. FEEE} |the new Chief, DPCLD introduced

Ms. Joo Ch i of Oversight and Compliance. The open action item was
reviewed byf _

II. Policy and Guidance

» Advances in Privacy Award Program: FM Iinformed the DPB
members that DPCLD has created a recognition program for DoD Component
privacy programs similar in form to the DoD Civil Liberties Model Program.
Responses will enable DPCLD to recognize some of the Components at a
recognition ceremony next year. The checklist will be sent out in mid-August and
will be due Friday, October 2, 2015, The due date may change based on when the
checklist is distributed. DoD Components will have roughly a month and a halfto
complete and submit the checklist, Shortly after distribution, DPCLD plans to hold
two workshops to review the checklist and answer questions. Components will be
able to attend in person at DPCLD or via teleconference.

» 2015 Annual SAQP FISMA Reporting: The 2015 process and reporting
requirements are unchanged from last vear. DPCLD released Senior Agency

Official for Privacy (SAOP) FISMA guidance via email on July 10, 2015. This
guidance included:

o Instructions (attachment 1).

o Excel reporting spreadsheet (attachment 2), has notes embedded, which
often mirror the instruction sheet in attachment #1, Be sure the DoD
Component name is on all pages. Include narratives, if necessary.

o Certification (attachment #3), which should be signed by leadership at least
one level higher than the Privacy Officer.

Combatant Command (COCOM) guidance was forwarded to the Joint Staff on July
10th for further release to the COCOMSs. An info copy was also sent to Privacy
Officers on July 10, 20615. COCOMSs need to meet Joint Staff report submission
requirements when sending their FISMA report to the DPLCD mail box noted in
the guidance. DO NOT use SIPRNET for these reports.



Report Due Dates:

jo]
o

G

Uploads due in DITPR by September 4, 2015.

Component SAOP FISMA Report input due to DPCLD by September 10,
2015.

No extensions can be granted. Include both the report and certification
(attachments #2 and #3),

Email to DPCLD mailbox at osd.ncr.odam.mbx.dpclo-
correspondence/@mail.mil.

Do not send to DPCLD FISMA POCs.

The DoD Chief Information Office (C10) controls this process. DPCLD has
no authority to extend the reporting deadline. The DoD CIQ is on a tight
timeline for DoD level signatures to meet the all federal ageney level
reporting deadline. Please do not request an extension as none can be
granted, so plan accordingly.

» Two New SAOP FISMA Questions: There are two new guestions for 2015:

o

e}

11: Information System Security

® | 1a. Number of authorizations to operate (ATOs) or reauthorizations
issued during the reporting period.

= | 1b. Number of ATOs or reauthorizations approved by the SAOP
during the reporting period (OMB M-14-04, P.24, Q#63) provided
that SADP approval is required as a precondition for the issuance of
an ATO.

12: Breach Response and Notification )

= 12a. Number of confirmed cyber breaches reported by the Component
to the U.S. Computer Emergency Readiness Team (US-CERT)
during the reporting period.

» 12b. Number of confirmed non-cyber related (e.g., paper) breaches
experienced by the Component during the reporting period (OMB
M-15-01, p.12 states that non-cyber related incidents should be
reported to your agency's privacy office and not to US-CERT).

= 12¢. Number of persons potentially affected by all confirmed breaches,
both cyber and non-cyber, during the reporting period (approximate
figures if precise figures are not available).

= 12d. Number of potentially affected persons who were provided
notification about a breach of information experienced by the
Component that occurred during the reporting period.

Pull data from CART for these numbers. The DPCLD Memorandum of
February 20, 2015, “New FY 2015 Annual Federal Information Security
Management Act (FISMA) Breach Response and Notification Reporting
Requirements,” addresses these FISMA changes.

Instructions for FY [5 FISMA reporting can be found in OMB memorandum M-
15-01, available at:



>

>

http://www . whitehouse.gov/sites/default/files/omb/memoranda/2015/m-15-
01.pdf .

DoD Directive & Manual Update: [-E.]@- : Iinformed the DPB members
that the revised DoDD 5400.11 was signed October 29, 2014. Some administrative
changes resulting from the reorganization of DPCLD into the Office of the Deputy
Chief Management Office still need to be made. The DoDM 5400.11 (revision of
DoD 5400.1 1-R) was pulled from the signature process to address:

o Request from OMB concerning discontinuation of Blanket Routine Uses.

o Inclusion of updated breach response and notification procedures.

DPCLD recently received OMB’s comments on the BRU section and is now
preparing the DoDM to begin the coordination process anew.

SORNs and Paperwork Reduction Act Requirements: m__ |
informed the DPB members that the Component Privacy Officers have been

informed in the past about the process for SORNs requiring OMB approval based
on the Paperwork Reduction Act. Atone time DPCLD accepted SORNs that had a
PRA requirement once the 60 day collection notices were submitted to the Federal
Register (FR), with the understanding that the Component Information
Management Control Officer (IMCO) would complete the PRA process and the 30
day collection notices would be published within a timely manner. This has not
happened to date.

SORN Issues:
o Some Component IMCOs are not following up on the PRA requirements.
o DPCLD has received SORNS that have only a 60 day collection notice
published and the IMCO has not followed up to complete the process.
o All of the required OMB information is not listed on the Narrative
Staternent, applicable forms are not listed, etc., for the collection of data
within that system.

In response:

o DPCLD has begun to send SORNs back to the Component Privacy Officers
to follow-up with their IMCO to complete the PRA process.

o DPCLD is no longer accepting SORNs that require the PRA/OMB approval
until the 60 day and 30 day collection notices have been published.

o This is an OMB requirement that DoD must comply with.

o If PRA/OMB approval is not required for New or Altered SORNs, the
Component IMCO must confirm on the Narrative Statement and include an
explanation as to why not. This documentation is sent with the SORN to
the Regulatory and Audit Matters Office.

o While, there is no Narrative Statement required for Amendments and
Deletion requests, the Component IMCO should first confirm there are no
PRA requirements in an e-mail with an explanation with these types of
submissions. This documentation is sent with the SORN to the Regulatory



and Audit Matters Office. If there are PRA requirements, they must be
addressed first.

o We ask that you reach out to the appropriate program offices who will assist
you in this process.

> Lessons Leamed from the OPM Breach: [P® |informed DPB
members that the Update #2 email from Mr. Tillotson to DoD Personnel on OPM
Breach Notification Procedures that was released on 18 June was a catalvstto a
surge of calls and emails. DPCLD took the following actions:

o Used Excel to track call and emails answered

Provided trends for leadership

Captured increased workload and mission impact

Documented DPCLD’s action in regards to the breach

Calls were a more efficient way to respond to questions

Developed responses using OPM FAQs as the foundation

Updated script for responses almost daily

Consulted with GC on messaging

G O O OO0 GO

» DPCLD Response to OPM Breach. Ms. Chung told the DPB members that DPCLD
did an outstanding job answering calls and emails about the first OPM breach.
Several DPB members stated that they appreciated the information we provided to
them about the breaches. Ms. Chung then mentioned that DoD will be assisting
OPM with notifying USG about the second OPM breach. The request for
quotations for the breach notification contract support was to be issued by August
7%, the contract should be finalized by mid-August, and notifications will hopefutly
begin September 1, 2015. It is expected to take three months to notify everyone.

» New Routine Uses Needed. Ms. Chung stated we should add two additional routine
uses to our list of routine uses — a routine use for contractors having access to
government information and a routine use for data breach mediation.

III. Privacy Compliance Metrics

> I@ : -Eave an update on the Breach Reporting before and after the
redrganizaiion o L.O into DPCLD and an overview of the breach trends for the
third quarter of FY15. All charts were included in the PowerPoint presentation sent
to DPB members via email.

» Emold the DPB members that there is growing senior leadership interest
in DoD breaches and breach reporting. Senior leadership is asking hard questions

on why breaches are not reported in timely manner. The DoD Component Privacy
Officers need to remind their proponents and field sites, ete. to report breaches
within 24 hours of their being discovered (not when the investigation is completed)
to the Component Senior Privacy Official and within 48 hours to DPCLD. CART
must be updated as more information on a breach becomes available, including the
results of the investigation and the number of individuals notified.




IV. Training

» Important upcoming dates:

DPCLD CY2015 Training Schedule

Privacy Act Compliance and Management Training
September 10, 2015 (PACMan) (Condcnsed)

and September 10" 9am — 12pm
September 24, 2015 Topics: PRA; Records Management, and PIA

September 24th 9am — 4pm
Topics: SORNs and Breach Management

In person at DPCLD and by telephone conference.
Registration closed July 31, 2015

October 27-29 , 2015 PACMan three day course at DPCLD on-site
October 27-29, 2015

Registration closed August 7, 2015

> |ﬁ2§5, |announced DPCLD’s training schedule. For additional information,
send request to: osd.ncr.odam.mbx.dpclo-correspondence@mail.mil and include your
name, phone number, work email address, and the name of the DoD Component vou
work for.

V. Anncuncements and Reminders

: hnnounced that Privacy and Civil Liberties Day held on June 10,
201 5 at the Pentagon was a huge success. Eight DoD Components (Army: Air Force;
Navy; OSD/JS; DHA; DoDIG; DIA; and DCMA) and PFPA joined DPCLD to answer
questions and share how their office continues to raise awareness about privacy and
civil liberties.

Among the 250 attendees, we had appearances by the recently confirmed DCMO, Mr.
Peter Levine, and Director of Oversight and Compliance, Ms. Joo Chung.

VI. Open Discussion

e ed an open discussion with the DPB board members. II__E: iy L White House
Communications Agency asked the following question:

o Is SharePoint 2013 or other versions authorized to 'stage'/ 'store’ or 'test’ PII data on
the sites whether properly protected/controlled and/or locked down or not? DPCLD



has added this question as a NEW ACTION ITEM and is working with the CIO’s
office to get a response.

VII. Wrap up
E thanked everyone for participating in the meeting.
VIII. Next Meeting Date
The next DPB meeting is tentatively scheduled for November 2015. DPCLD will inform DPB

members of exact date, time, and location and if there are any changes to this meeting.

IX. Meeting Adjourned

-

e [Chief, DPCLD Date
Executive Secretary, Defense Privacy Board

ATTENDANCE
Name | Organization
BE Air Force Privacy Office
Alr Force Privacy Office
Alr Force Privacy Office
Army Privacy Office
Department of the Navy
Department of the Navy
Department of the Navy
National Guard Bureau
OSD/JS Privacy Office
OSD/)S Privacy Office
OSD/JS Privacy Office
Defense Advanced Research Projects Agency
Defense Contract Audit Agency
Defense Contract Management Agency
Defense Commissary Agency
Defense Finance and Accounting Services
Defense Human Resources Activity
Defense Human Resources Activity
Defense Information System Agency
Defense Security Service
Defense Security Service
Defense Threat Reduction Agency
Missile Defense Agency
National Reconnaissance Office




ATTENDANCE

o

Name

Organization

National Reconnaissance Office

National Reconnaissance QOffice

National Security Agency

Office of the DoD CIO

Office of the Inspector General

Office of the Inspector General

Office of the Inspector General

Defense Health Agency Privacy Office

Defense Health Agency Privacy Office

Defense Health Agency Privacy Office

Defense Health Agency Privacy Office

White House Communications Agency

U.S. Northem Command

U.S. Southern Command

MITRE/AMC

Oversight and Compliance Directorate

Defense Privacy and Civil Liberties Division

Defense Privacy and Civil Liberties Division

Defense Privacy and Civil Liberties Division

Defense Privacy and Civil Liberties Division

Defense Privacy and Civil Liberties Division

Defense Privacy and Civil Liberties Division

Defense Privacy and Civil Liberties Division

Defense Privacy and Civil Liberties Division

Defense Privacy and Civil Liberties Division

Defense Privacy and Civil Liberties Division

Defense Privacy and Civil Liberties Division




Defense Privacy Board Actien Item List

Open Action ftems List (NOTE: All submissions to DPCLD should be sent 1o osd.ner odam. mba . DPCLD-corres,

pondenceid:mailmil)

Item Number Topic Action Jtem Description ' 'l'go Due Date Status Comments

20150805-01 | Policy Iz SharePoint 2013 or other versions DPCLD/ ASAP OPEN DPCLD will coordinate with
authorized to 'stage' / 'store’ or ‘rest' PII | CIO the CIO to determine an
data on the sites whether properly appropriate response.
protected/controlled and/or locked
down or not?

20130918-01 | Policy Review the DA&M Memorandum DPCLD “When OPEN DPCLD has decided to add
from August 2012 ("Use of Best 5400.1 1M updated breach notification
Judgment for Individual Personally is information, and address and
Identifiable Information (PII) Breach finalized” incorporate the

Notification Determinations”) to clarify
what qualifies as an email breach.

recommendations of the GAO
Report “Agency Responses to
Breaches of PII" (GAO-14-34),
to the 5200.11-R revision
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