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DEPARTMENT OF DEFENSE 
OFFICE OF FREEDOM OF INFORMATION 

1155 DEFENSE PENTAGON 
WASHINGTON, DC 20301-1155 

Affi 0 1 2016 
Ref: 16-F-0591 

This is the final response to your enclosed February 7, 2016, Freedom of Information Act 
(FOIA) request for "a copy of the Meeting Minutes and Agendas of the Defense Privacy Board 
for the time period June 2010 to December 2015." Your request was received in this office on 
February 18, 2016, and assigned FOIA case number 16-F-0591. We ask that you use this 
number when referring to your request. 

The Defense Privacy and Civil Liberties Division (DPCLD), a component of the Office 
of the Secretary of Defense (OSD), conducted a search of their records systems and provided the 
enclosed documents, totaling 417 pages on the enclosed CD-ROM, determined to be responsive 
to your request. Ms. Mary P. Fletcher, Chief, Defense Privacy and Civil Liberties Division, an 
Initial Denial Authority for DCPLD, has determined that information which has been redacted 
from the documents is exempt from release pursuant to 5 U.S.C. § 552(b)(6), which pertains to 
information the release of which would constitute a clearly unwarranted invasion of the personal 
privacy of individuals. 

Please note that there were no Defense Privacy Board meetings held during the months 
listed below; therefore, there are no responsive records for these months: 

2010: June, September, October, November 
2011: February, April, September, October, December 
2012: February, April, June, July, September, October, November 
2013: June, August, October, December 
2014: January, February, April, June, August, September, November, December 
2015: February, March, April, May, June, July, September, October, November, 

December 

In this instance, fees for processing your request were below the threshold for requiring 
payment; however, fees may be assessed on future requests. 

Your request is now closed in this office. If you are not satisfied with this action, you 
have the right to appeal to the appellate authority, the Director for Oversight and Compliance, 
Office of the Secretary of Defense, by writing directly to the Director of Oversight and 
Compliance, 9010 Defense Pentagon, Washington, DC 20301-9010. Your appeal must be 
postmarked within 60 calendar days of the date of this response. Alternately, you may submit 



your appeal electronically within 60 calendar days of the date of this response at the following 
link: http://pal.whs.mil/palMain.aspx. Your appeal should cite case number 16-F-0591 and be 
clearly marked "Freedom of Information Act Appeal." 

Enclosures: 
As stated 

Sincerely, 

~~ 
-~ Stephanie L. Carr 

Chief 



DEFENSE PRIVACY BOARD 

AGENDA 
Date: Ju ly 21 , 2010 
Time: 1 :OOpm - 2:30pm 
Location: Defense Privacy Office, Train ing Room 

1901 S. Bell Street, Suite 920 
Arlinqton, VA 22202 

Dial in Number: 877-695-5452, Select Passcode: 486426 

I. Welcome and Attendance 

II. Opening comments from Mr. Michael Reheuser 

III. Review of Last Meeting's Minutes 

IV. New Business 

• FY 10 FISMA Report Update 
• Section M reviews 
• SSN Use Reduction process 

V. Announcements and Reminders 

• Director, DPCLO Speaking Engagements 
• USPACOM Conference 

January 10, 2011 - Camp H.M. Smith, Hawaii 

VI. Open Discussion 

VII. Review of Open Action Items 

VIII. Next Meeting Date: August 18, 2010 

IX. Adjournment 

16-F-0591 
Doc 01 



Defense Privacy Board (DPB) 
Meeting MinlllesforJuly 21, 2010 

I. Welcome and Attendance 

The meeting was called to order hyrl; lDirector for Privacy, Defense Privacy 
and Civil Liberties Office (DPCLO . ttendance was Ween from onsitc and call-in 
participants. 

II. Opening Comments from. Mr. Michael Reheuser 

Mr. Reheuser, Director, DPCLO introduced himself and welcomed the DPB members to the 
meeting. He stated ~11 continue to run the DPB meeting. 

Ill. Review of Last Meeting's Minutes 

Minutes from the last DPB meeting were accepted. 

IV. New Business 

FY 10 F1SMA Report Update: Components must make final corrections in DITPR by August 
31, 2010 and submit their FISMA reports to DPCLO by September 15, 2010. 

Section M Reviews: These reviews will begin October 2010. 

SSN Use Reduction Process: There is still no set timetable for the SSN Reduction Instruction 
to be issued. DPCLO continues to monitor O:MDC's progress toward issuing the Instruction. 
The DPCLO bas drafted a guidance memo regarding processes to carry out the DTM 
requirements. The draft has been sent to Components for comment. 

V. Announcements and Reminders 

- DPCLO Speaking Engagements 
- USPACOM Conference 

January JO, 2010- Camp H.M Smith, Hawaii 

VI. Open Discussion 

QI: How does the latest draft SSN Use Reduction Instruction treat the last 4 digits of the SSN, 
i.e., truncated SSN? 

A I : The truncated SSN is spoken to in two different contexts. 
•Initially, for the purposes of determining which systems are considered to 'use' the SSN: 

"Use of the SSN includes the SSN in any fonn, including, but not limited to, truncated, 
masked, partially masked, encrypted. or disguised SSNs." This means that even systems 
which truncate or mask SSNs will have to be reviewed, and a memorandum produced 
authorizing its continued use. 

• Secondly, a.s a part of the justification memo listing the authority for continued collection 
of the SSN, the instruction uks that the following question be answered: "If justified, 
indicate if the SSN can be truncated or masked." 

Other Comment(s): 
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r:i )>MDC would like to discuss the possibility of portal and web technology using ~acy ACf 5rtatements to list data sources. He will be added to the agenda for the next DPB. 

VU. Review of Open Action Items 

Action items were reviewed and updated as noted in the attachment to these minutes. All 
action items requiring a response to DPO should be submitted to dpo.correspondence@osd.mil. 

VIII. Not Meeting Date 

The next meeting will be Face-to-Face meeting that will be held on August 18, 2010. 

IX. Meeting Adjourned 

Submitted by 

~: jDirectorforLacy, DPCLO 

~ Disapproved 

2~ 
Michael L. Rhodes, Director. Administration and Management 
Chairman. Defense Privacy Board 
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ATTENDANCE 
Name Onr:anization Present 

(b)\0/ Defense Contract Audit Aaency 
OSD/Privacy x 
Missile Defense Agency x 
Defense Privacy & Civil Liberties Office x 
Defense Security Service/OGC x ' 
Defense Threat Reduction Aaency 
Defense Manpower Data Center I 
Navy/Chief of Naval Ops x 
Defense Privacy & Civil Liberties x 
Defense Threat Reduction Agency/Privacy x 
Defense Privacy & Civil Liberties Office x 
NavyCIO 
TRICARE Management Activity 
NGA x I 

Anny/FOlA and Privacy Office 
Defense Manpower Data Center 
Marine Corps/FOIA/P A 
Defense Privacy & Civil Liberties Office 
OSD/Chief Information Office x 
Defense Privacy & Civil Liberties Office x 
AMC-MITRE x 
Anny Privacy Office x 
Defense LoJiti.stics A11;ency 
Defense Manpower Data Center 
National Security Agency 
Defense Privacy & Civil Liberties Office x 
Defense Privacy & Civil Liberties Office x 
Army Privacy Office 
Anny Privacy Office x 
Air Force/Policy and Compliance/IA 
NII I 

NGA 
DON x 
NGB 
Defense Privacy & Civil Liberties Office 
Defense Loe:istics Agency x 
Defense Privacy & Civil Liberties Office x 
DFAS 
Defense Manpower Data Center 
Defense Privacy & Civil Liberties Office x ' 

Navy,ClO x 
Air Force Privacy Office x 
NGA 
TRICARE Management Activity 
lRlCARE Management Activity x 
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ATTENDANCE 
Name o. . ti on Present 

:b)(6) Defense Commissary Aaency x 
DTIC 
Defense Privacy & Civil Liberties Office x 
Defense Logistics Agency x 
Missile Defense Agency, CPO 
Deoartment of the Air Force x 
Defense Manpower Data Center 
Defense Privacy & Civil Liberties Office x 
DISA/Records and PA x 
OSD!Privacy x 
Defense Contract !uf1n·u10ement Agency 
Defense Privacy & Civil Liberties Office x 
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Defense Privacy Board Action Item List 

Opea Action Items List (NOTE: AU submissions lo DPCLO should be sent to dpo.cornspontknce@oJd.miJ) 

ftoplc 
"' - . -· ' ~ ...... '. . O..n.te- ' "ifJ.·'' lt•ll••ber .,-~~ ... ~~i'.l~q' ., ' '; . ...... : . ·CMniit.ta '-

•,' ·-f i 4 .. -;,,:To' - ' . ~;'_(_·-- -t:~ ·'' ;., . ·~{: ' ·~ ;o'~ji ....... 
20 I 00721-01 Policy SSN Use Reduction - DPCLO 20100831 OPEN DPCLO will create memo 

Downgrade of signature requesting USDP&R change the 
authority for use justification DTM's requirement for a Flag 
memo Officer or SES equivalent signature 

on the use justification memo. 
20100721-02 Policy SSN Use Reduction - Legacy DPCLO On-going OPEN DPCLO will look at large 

Systems overarching DoD legacy systems 
and consider ways to simplify the 
use justification memoranda 
requirement for these systems. 

20 I 00721-03 Compliance Use of Privacy Act Statement to DPCLO 20100818 OPEN l(b)(6) f MDC will present 
inform users of web portal data topic at next PB meeting. 
sources. 

20100120-01 Civil Liberties Submit Points of Contact All 20100110 CLOSED Component Privacy Officers asked 
• "Organizational Components to help ensure their organization has 

Placement and Structure submitted a CLO POC 
of the DoD Civil 
Liberties Officer 
Function" 

20100120~2 Reporting Submit Quarterly Reports to All 20100721 OPEN Due the I Sm workday following the 
DPCLO: Components close of the quarter. 

• Biennial Privacy 
Training Report 

• Section 803 of the 9/11 
Commission 
Recommendations 
Report 

• System of Records 
Notice Review Report 
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Defense Privacy Board Action Item List 

Closed Action Items Lilt 
-

Item Number Topic Action Item Description Assigned Due Date Status Comments 
To 

20090218..()2 Reporting Submit comments on the revised All 20090731 CWSED Comments due July 31, 2009. 
J!"?ach Report template to DPO. 

--
Components 

20090715-01 Reporting Installation Physical Access All 20090731 CLOSED Responses due July 31, 2009. 
Control Systems lnfonnation. Components . 

--- -

20090715-02 Reporting FISMA Privacy Report. All 20090817 CWSED Responses due August 17, 2009. 
Components 

20090218-04 Civil Liberties Develop and track Civil DPO Ongoing CWSED DSD signed May 9, 2009 memo 
Liberties Officer package designating Acting DA&M as DoD 

CLO. 
20090415--02 Policy Develop guidance on the DPO 20091201 CLOSED Guidance will be posted to DPO 

considerations when emailing of website as a FAQ. 
PD within a Component agency, 
across the Department and 
outside the l>eJ)aruuent. 

20090415..() 1 Other Confirm DPO mailbox accepts DPO 20090501 CLOSED DPO mailbox can accept encrypted 
..;u...~.rv~ and FOUO meSSBR:es and FOUO messaaes. 

20090218..()5 Reporting Provide comments on revised All 20090403 CLOSED Duplicate and error. Refer to 
breach reporting template to Components 20090218--02. 
DPO. 

20090318..() 1 Reporting A request from Component for DPO 20090401 CLOSED Authority is in the 5400.11-R and 
DPO to provide Authority for the OMB Circular A-130. DPO 
trainiml 1.,.;~Jl.lt. memorandum sent April 3. 2009. 

20090218-03 Policy Provide comments to DPO on All 20090430 CLOSED Extension granted by Director, 
DoD 5400.11, DoD 5400.11-R, Components DPO. 
DoD memorandwn 
"Safeguarding Against and 
Responding to the Breach of 
Personally Identifiable 
Information'', 25 Sep 2008, and 

6 



Defense Privacy Board Action Item List 

all Defense Privacy Board 
Advisonr Opinions. 

20090415-03 Policy Provide guidance on how to DPO 20090520 CLOSED Concerns addressed. Guidance 
delete an exemption from a template forthcoming. 
SORN. 

2009031~2 Reporting Section 803 of the 9/11 All 20090715 CLOSED Consolidated under Item Number 
Commission Recommendations Components 20090218·01. 
Report. 

20090318·03 Reporting Systems of Records Notice - All 20090715 CLOSED Consolidated under Item Number 
Review Renort. Components 20090218-01. 

20090617.01 Reporting Submit comments on All 20090626 CLOSED Comments due June 26, 2009. 
coosolidated Quarterly Report Components 
template to DPO. 
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DEFENSE PRIVACY BOARD MEETING 

**AGENDA** 
Date: AuQust18, 2010 
Time: 8:30 am -12:00pm 

Defense Privacy & Civi l Liberties Office 

Location: 1901 S. Bell St reet, Suite 920 
Arlington , VA 22202 

8:30- 8:40 Welcome l(b)(6) I 
Director for Pr ivacy 

8:40 - 9:00 Privacy Highlights 

New Technology: 

9:00 - 9:30 The Stimulus for New Pol icy 
l(b)(6) l oMDC presentation available at 

httQs : LLwww .dmdc . osd . mil LQrivacytemQlates . html 

l(b)(6) I 
9:30 - 9:45 Quarterly Reports - Section M Reviews 

Director for Pr ivacy 
l(b)(6) I 

Sr. Program Analyst 

9:45 - 10:00 BREAK 

l(b)(6) I 10:00 - 10:30 SSN Use Reduction Plan: Component Privacy 
Officer Responsibi lit ies under DTM 07-015 DPCLO Support 

10:30 - 10:45 Civil Liberties Update l(b)(6) I DPCLO Support 

10:45 - 11:1 5 Open Discussion/Announcements 

l(b)(6) I 11 :15 - 12:00 Wrap-up and Closing Remarks 
Director for Privacy 



Defense Privacy Board (DPB) Face-to-Face 
Meeting Minutes/or August 18, 2010 

I. Welcome and Opening Remarks 

The meeting was called to order b~ .... (b""")(G .... )------.... 1 Director for Privacy. Defense 

Privacy and Civil Liberties Office (DPCLO) and Executive Secretary, DPB. Attendance was 
taken from onsite and call-in participants. 

II. Privacy Highlights 

• GA0-10-872T, "Challenges in Federal Agencies• Use of Web Technologies", July 22, 
2010 was reviewed with the group. 

• Strategies to reduce and mitigate breaches were discussed. 
• Other topics brought to the group's attention were the draft Privacy FAR clause, privacy 

considerations for telework agreements, plans to re-launch the Defense Privacy Program 
website, and the timeline for the annual Federal Information Security Management Act 
report. 

Ill. New T~bnology: The Stimulus for New Policy, .... l(b .... )(G .... ) ____ ..... IDMDC 

Technology architecture supports multiple configurations, such as one system with one 
database, one system with many databases (portal teclmology) and many systems with one 
database. The presentation described the challenge of detennining how these various 
configurations impact the number and scope of System of Records Notices and Privacy Impact 
Assessments. 

IV. Quarterly Reports-Section (m) Reviews 

Section (m) review data collection begins in January 2011 with the first report due to DPCLO 
no later than April 15, 2011. The Component quarterly reports have been amended to include 
the following OMB Circular A-130 requirement: 

Section (m) Contracts. Review agency contracts every two years that provide for the 
maintenance of a system of records on behalf of the agency to accomplish an agency 
function, in order to ensure that the wording of each contract makes the provisions of the 
Act binding on the contractor and his or her employees. 

V. SSN Use Reduction Plan: Component Privacy Officer Responsibilities under 
DTM 07-01S,1(bl(5l ~ DPCLO 

DTM 07~015 in being converted into an Instruction. Privacy review requirements outlined in 
the draft Instruction were discussed. To meet these requirements DPCLO requests 
Components add to their review of 12.5% of their DITPR systems each quarter, the review of 
SSN usage. Th.is is intended as a review of only those systems which collect the SSN. 

A system is "reviewed" when the Component forwards a signed memo which either: 
• details the plan to eliminate the SSN in the system, or 
• explains the justification for continued use of SSNs. 

DPCLO will prepare and submit a report on SSN Reduction efforts as a part of the FISMA 
report. 

1 



vi. civn Liberties Program upc1ate, .... r_l(5_) ___ ..... I »PCLo 

The Civil Liberties Program has defined DoD civil liberties principles and posted them to the 
website. In accordance Public Law 100-53 core functions of the program are to 

• provide policy advice to assist the Secretary and other DoD officials 
• facilitate the Department's periodic assessment of its regulations, policies, procedures, 

and guidelines 
• ensme that DoD has adequate procedures to receive, investigate, respond to, and redress 

complaints 
• raise the Department's awareness of privacy and civil liberties concerns 
• maintain a transparent relationship with the public to communicate the role that privacy 

and civil liberties plays in DoD's missions. 

VII. Open Discussion/ Announcements 

A summary of additional issues have been incorporated into the attached action items list. 

VIll. Wrap up and Closing Remarks 

l(b)(5l lthanked everyone for a very productive meeting. All action items requiring a 
response to DPO should be submitted to dpo.correspondencegosd.mil. 

IX. Next Meeting Date 

The next DPB Face-to-Face meeting will be tentatively scheduled for November 17, 2010. 

X. Meeting Adjourned 

Submitted by 
(b)(6) 

(b)(6) or for Privacy, DPCLO 
retary, Defense Privacy Board 

Ci\~pro;4) Disapproved 

04.e~d 
Michael L. Rhodes. Director, Administration and Management 
Chairman, Defense Privacy Board 
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ATTENDANCE 
Name Oreanization Present 

(b}(6) Defense Contract Audit Aaencv 
TMA Privacy Office 
OSD/Privacy \ 
Missile Defense Aszencv \ 
Defense Privacv and Civil Liberties Office \ 
Defense Security Service/OGC 
Defense Threat Reduction A2ency 
Defense Manoower Data Center ~\ 

Navy/Chief of Naval Ops 
Defense Privacy and Civil Liberties Office \ 
Defense lbreat Reduction Aszencv/Privacv \ 
Defense Privacv and Civil Liberties Office .\ 
NavyCJO 
USMC I 

\ I 

Defense Threat Reduction Aszencv/Privacy I \ 
TRICARE Manaa.ement Activity i 
NGA I \ 

' 
Anny/FOIA and Privacy Office 

1 Defense Mannower Data Center 
: Marine Coros/FOIA/P A \ ; 

I 

OSD/Chief Information Office x 
I Defense Privacy and Civil Liberties Office \ 
' Defense Lo2istics Agency \ 
MITRE/AMC _\_ 

Defense Mannower Data Center 
National Security Agency \ 
Defense Privacy and Civil Liberties Office \ 
Air Force Privacy \ 
Defense Privacy and Civil Liberties Office .\. 
Army Privacy Office \ 

Army Privacy Office 
NGA 
Defense Finance and Acctg Svc/Corp Comm \ 

Air Force/Policy and Compliance/IA 
Defense Privacy and Civil Liberties Office \ 

NII 
NGA \ 
DONCIO 
NGB \ 
Defense Privacy and Civil Liberties Office I \ 

Defense Logistics Agency 
Defense Privacy and Civil Liberties Office \ 
NGA \ 

TMA Privacv Office \ 
CNO,DNS-36 \ 
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ATTENDANCE 
Name Onmnization Present ! 

(b)(6) Defense Manoower Data Center \ 

OGC 
TRICARE Manwzement Activity \. 
Air Force Privacy Office 
NGA 
TRICARE Management Activity .\ 
Defense Commissary Agency '\ 

DTIC \ 
Defense Privacy and Civil Liberties Office \: 
DON. CIO. Privacy \. 
Defense Privacy and Civil Liberties Office \ 

MITRE \ 
Defense Logistics Agency \ 
Missile Defense Agency, CPO 
Air Force Privacy Office x 
Department of the Air Force 
Defense M~nnower Data Center I \. 
Defense Privacy and Civil Libenies Office \ 
DISA/Records and PA \ 
OSD/Privacy 
MITRE/AMC \ 

Defense Contract Mamuzement Agency x 
Defense Privacy and Civil Liberties Office x 

4 
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Defense Privacy Board Action Item List 

Open Action Items List (NOTE: All submissions to DPO should be sent to dpo.correspondence@,osd.mil) 

Item Number Topic Action Item Description 
Assigned 

To 
Due Date Status Comments 

,_____...._-·-----+-------· -- --- ---~ TBi) -- _,,__ OPEN - ----

20 I 00818-04 Other Address SSN removal from DPCLO Address SSN removal from records 

20 I 00818-05 Other 

20 I 00519-02 Other 

20 L 005 19-03 Policy 

20 I 00519-04 Policy 

20 I 00519-05 Policy 

records with NARA. 
Contact CIO Council to host a 
guest speaker on SSN Reduction 
Lessons Learned. 
Disposition of Pl I stored in copy 
machine hard drives 
Boilerplate contract 
language/FAR clause requiring 

DPCLO/ 
CIO 
Council 
DPCLO/ 
DLA 

TBD 

TBD 

OPEN 
with NARA. 

~Contact CIO Council to host a guest 
speaker on SSN Reduction I .cssons 
Learned. 

- -----t--------........ ,,,....~~.........----i 
Discuss details wit (o)(ti) I OPEN 

~~-------------------~~- -DPCLO TBD OPEN Contractor Management template. 
~ill work withl(b)(6) Ito 

Privacy Act training __ --+------+------+-- develop. 
Guidance and contract language DPCLO TBD OPEN 
outlining contractor liability 

GuidanceJtemplates Components 
: could use to determine optimal 

resource levels and justify 
funding 

DPCLO TBD OPEN 

Contractor Management template. 
l(b)(6) ~II work witJ1(6)(6) to 
develop. 
Develop templates and guidance 

Closed Action Items List 

ltcnt Number Topic 

20 I 00818-0 I 01hcr 
~--· ----~· ~- - -~~· -~~ --· --- -

20 I 0081 8·02 Other 

20 I 0()818-03 Other 

Action Item Description 

I Flush Memo~ _ _ 
, Ensure Privacy FAR clauses 

cited in contmcls 
lli.:assignmcnt of SSN review in 
DITPR to ClO. 

1
-Assigncd 
To ---
DPCJ,O 
-·- -
DPCJ,O 

DPC'LO/ 
CIO 

Due Date 

TBD 
TBD 

TBD 

Status 

CLOSED 
CLOSED 

fComlnents 
r RC.--rearch flash Mcm_o_ry.&....-___ _ 
! Section M reviews have 
commenced - -- - - ~-- -- ------

CLOSED Outside scope ofDPB 

i----~----t- -·---·- --------·>-- --- -~--~----

20100818-06 Other Research lucations/avuilability 
of I ists published from 1930s to 
1990s which contain service 

J)PCLO 
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Defense Privacy Board Action Item List 

--
member names and SSNs. names and SSNs. 

--------- -- - ---
20 I 00519-08 Policy Take a look at Memberships DPCLO TBD CJ,OSED Establish in Directive for Privacy 

and Civil Liberties. (Issues two 

~- ---- -- - ,__ - c-------
sels of principles etc.) - . -. 

20 l 00519-07 Other Joint Base Physical Access Issue Navy/AF TllD CLOSED Keep on parking lot 
(Base Commanders not 
Addressing PA. sponsoring 

,_ - . ~ -·· vis_~ors) _ - - - -

20J00519w06 Reporting Clarification nn what DPCLO TBD CLOSED No coor<linntion outside of 

i 
coordination is required for Component Privacy Office 

I completing the 'Scope of rcquin.-d. 
I Advice· FISMA Report 

question, e.g. should 
Components query GC for the 
scope of privacy advice they 
have provided 

201005 J 9w01 Reporting [ SORN PrewDeployment Air Force TBD CLOSED Discuss \\1th CIO. 3-6 month 
_ Category in DlTPR timeline. 

20 I 00l20w01 Civil Liberties I Submit Points of Contact All 20100701 CLOSED Component Privacy Officers asked 
• •·organi7.ational Components to help Component leadership 

Placement and Structure identify points of contacts ASAP 
()f the DoD Civil 
Liberties Officer 
Function" -- ---- ---- ............... ~- --~-~- - -- -

Due the 15th workday following the 20100l20w02 Reporting Submit Quarterly Reports to All 20100515 CLOSED 
DPO: Components close of the quarter. Last 

• Biennial Privacy submission was 20100115. 
Training Report 

• Section 803 of the 9/11 
Commission 
Recommendations 
Report 

• System of Records 
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Defense Privacy Board Action Item List 

r 200902 I s-02 
-- ~-----

Notice Re!ie~ Report ---
Reporting Submit comments on lhe revised All 20090731 CLOSED Comments due July 31, 2009. 

~:~::::: ::::~ 
----

Breach Report lem~latc to DPO. Components 
- - -- - -~-

Rcponing lnslallation Physical Access All 20090731 CLOSED Responses due July JI, 2009. 
-· 

__ Co!!_~! ~ystems Information. Cornpon~nts 
- - -- ---·--

Reporting FISMA Privacy Report. All 2009()817 I CLOSED Responses due August 17, 2009. 

1 :wo-9oi18-04 
Components 

- - - . - - ----·· --

Civil Liberties Develop and track Civil DPO Ongoing CLOSED DSD signed May 9. 2009 memo 
I 

I Liberties Officer package designating Acting DA&M as DoD 
CLO. 

--- - -- -

20090415-02 Policy Develop guidance on the UPO 20091201 OPEN Guidance will be posted to DPO 
considerations when emailing of website as a FAQ. 
Pll within a Component agency, 
across the Depm1ment and 

I outside the Department. 
I 200904 I 5-0 I Other Confinn DPO mailbox accepts DPO 2009()501 CLOSED DPO mailbox can accept encrypted 

encrypted and FOUO messages . and FOUO messages. 
1 20090218-05 Reporting Provide comments on revised All 20090403 CLOSED Duplicate and error. Refer to 
I breach reporting template to Components 20090218-02. 

DPO. 
- •------ -- - -- ----

20090318-0 l Reporting A request from Component for DPO 20090401 CI.OS ED Authority is in the 5400.11-R and 
DPO to provide Authority for the OMB Circular A-130. I>PO 

- ------- -
_!rai ni_!!g_!~rts. 

- --- >---- --- -
__ memorandum sent April 3. 2009. 

20090218-03 Policy Provide comments to DPO on All 20090430 CLOSED Extension granted by Director, 
DoD 5400. l 1, Don 5400.11-R, Components DPO. 
DoD memorandum 
'"Safeguarding Against and 
Responding to the Breach of 
Personally ldcntitiahle 
lnfonnation". 25 Sep 2008, and 
nil Defense Privacy Board 
Advisory Opinions. 

-- -· ~ . -~ - . --~ - . 

20090415-03 Policy Provide guidance on how to DPO 20090520 CLOSED Concerns addressed. Guidance 
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Defense Privacy Board Action Item List 

~- -----

20090318-02 Reporting 

' 20090318-03 Reporting 

2009061 7-0 I Reporting 

ti on delete an exemp from a 
SORN. 

--------

Section 803 oft )fl I he< 

com Commission Re mcndutions 
Report. 

·- -

Systems of Reen rds , Notice 
Review Report. 
Sllbmit commcn m IS< 

arte consolidated Qu ·rly Report 
template to DPO 

--
template foithcoming. 

-·-·- ~ - ~--~~-~·· 

All 20090715 CLOSED , Consolidated under Item Number 
Components I 20090218-0 I. 

I 
... --- --- ---------- ,___~·----

- -1-(·~1nsofldat~Ct111lier Item Number All 20090715 Cl.OSED 
Components : 20090218-0 I. _, ___ 

~----- --

All 20090()26 CJ,OSEI> Comments due June 26, 2009. 
Components 
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AGENDA 

• Social Security Number Use Reduction Updates 

• FY10 Breaches 

• Quarterly Reports 

w Announcements 

• Open Discussion 

• Adjournment 



Defense Privacy Board (DPB) 
Meeting Minutes/or December 8, 2010 

I. Welcome and Opening Remarks 

The meeting was called to order byl ... (b .... )(.,..6)-------l, Director for Privacy, Defense 
Privacy and Civil Liberties Office (DPCLO) and Executive Secretary, DPB. Attendance was 
taken from onsite and call-in participants. For the record, no meeting was held in September. 
October, and November 2010. 

II. Social Security Number Use Reduction Updates 

l(b)(G} ~rom the Defense Hwnan Resources Activity provided a briefing on DoD SSN 
use reduction activities. The briefing covered: 

•A change to DTM 2007-015-lJSD(P&R), "DoD SSN Reduction Plan" was issued 
extending the expiration date to June 1, 2011. 

• The Instruction is being prepped for modified formal SD 106 coordination. Expect it to 
be in coordination by the last week of December. 

•The Defense Privacy Program's request to downgrade the signature requirement for SSN 
use justifications will be put back into coordination for consideration. 

• USD(P&R) Memorandum "Updated Plan for the Removal of SSNs from DoD ID Cards," 
November 5, 2010 describes the replacement of the SSN with the DoD Identification 
Number (Electronic Data Interchange-Person Identifier (EDIPI)) and DoD Benefits 
Nwnber on DoD ID cards. The EDIPI is a ten-digit unique number, whereas the Benefits 
Number will be an eleven-digit unique number. Implementation is scheduled for May 
2011. 

l(b)(G) bpoke of the release of SAOP Memorandwn "SSNs Exposed on Public Facing and 
Open Government Websites," November 23, 20 I 0. Its release was followed by clarification on 
the definition of 'public facing/open websites' which he provided via a November 30, 2010 e­
mail to the Component Privacy Officers. Components were asked not to post any part of the 
SSN online where the record containing the SSN can be accessed by the public and/or persons 
"'ithout a need-to-know. 

III. FYIO Breaches 

l(b l(6) !updated the board on fiscal year 201 0 breach trends. The number of breaches 
increased each quarter: 

• I st Quarter: 14 7 
• 2nd Quarter: 183 (20% increase from 151 Quarter) 
• 3rd Quarter: 198 (7% increase from 2nd Quarter) 
•4th Quarter: 255 (22% increase from 3rd Quarter) 

The loss of laptops continues to be a high risk area. l(b)(G) I also stressed the importance 
of safeguarding e-mails containing PU, citing the recent GSA breach as an example. 

Component Privacy Officers recommended a third bar set be added to the graphs to indicate 
the number of individuals notified in addition to the current number of breaches and number of 
individuals affected. This would better show the portion of more significant breaches. 
Anytime there is a breach, public trust in the safeguarding of personal information is affected; 
therefore, it is necessary to ensure staff is trained and policies are appropriately implemented. 
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Timeliness is paramount in reporting breaches and in the implementation of any corrective 
action. 

The question was asked if any Components had provided free credit monitoring in response to 
a breach in the last year. A few responded yes. 

IV. Quarterly Reports - Section (m) Reviews 

l(b)(
6
) !reminded the DPB that the Section (m) review data collection begins in January 

2011 with the first report due to DPCLO no later than April 15, 2011. The Component 
quarterly reports have been amended to include the follov.fog OMB Circular A-130 
requirement: 

Section (m) Contracts. Review· agency contracts every two years that provide for the 
maintenance of a system of records on behalf of the agency to accomplish an agency 
function. in order to ensure that the wording of each contract makes the provisions of the 
Act binding on the contractor and his or her employees. 

As discussed at the last DPB face-to-face meeting Components should take the following 
actions to prepare for these reviews: 

• Establish relationships and inform others required to support this effort. e.g., system 
owners. contracting otlice personnel. CIO. Component Senior Otlicial for Privacy; 

• Identify system of records notices that meet the requirements for this revie\.v: 
•Compile inventory; and 
• Schedule 12 1/2 percent of total Component SORNs for review each quarter. 

To illustrate the importance of these reviews l16H6) !pointed the group to GAO-I 0-693 
·'Contractor Integrity: Stronger Safeguards Needed for Contractor Access to Sensitive 
Information," September 10, 2010. 

V. Civil Liberties Update 

l(b)(B) !provided an update on the Civil Liberties Program activities. He spoke of 
DA&M Memorandum ·•Protection of Civil Liberties in the Department of Defense (DoD)," 
November 1, 2010 for the appointment of Component Chief Civil Liberties Officers and 
Primary Civil Liberties Points of Contact. DPCLO will hold an introductory teleconference 
January 10, 2011 focusing on an overview of the roles and responsibilities of the Component 
Chief Civil Liberties Officers and the Primary Civil Liberties POCs. Additionally, there will 
be an in-person Civil Liberties Board meeting on January 25th. The January 25th meeting will 
also be a training focusing on the roles and responsibilities of the Chief Civil Liberties Officers 
and the Primary Civil Liberties POCs. Specific details 'Nill follow via the Component Civil 
Liberties POCs. 

VI. Open Discussion/Announcements 

•Language to modify the DoDD 5400.1 l to allow Defense Privacy to provide direct 
guidance to the COCOMs has been vetted. 

•SORN Workshop held in November was quite successful. Another session is in the 
planning stages, and is currently scheduled as a one day. six hour training on January 27. 
2011. We are incorporating the feedback from participants. 

•l(b)(B) lwas welcomed to the DPCLO support team. 
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Vil. Wrap up and Closing Remarks 

l(b)(6) ~hanked everyone for a very productive meeting. All action items requiring a 
response toPCLO should be submitted to dpo.corrcspondencc@osd.mil. 

VIII. Next Meeting Date 

The next DPB meeting will be tentatively scheduled for January 19, 2011. 

IX. Meeting Adjourned 

Submitted by 

(b)(6) 

(b)(6) irector for Privacy, DPCLO 
Executive Secretary, Defense Privacy Board 

Disapproved 

Michael L. Rhodes, Director, Administration and Management 
Chairman, Defense Privacy Board 
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ATTENDANCE 
Name 0f"2anization Present 

(b)(6) Defense Contract Audit Agency 
TMA Privacy Office 
OSD/Privacy 
Missile Defense Agency 
Defense Privacy and Civil Liberties Office .\ 

Defense Security Service/OGC \ 

Defense Threat Reduction Agency 
Defense Manpower Data Center 
Defense Privacy and Civil Liberties Office \ 

Defense Hwnan Resources Activity \ 

Defense Threat Reduction Agency/Privacy .\ 

Defense Privacy and Civil Liberties Office 
Navy CIO 
TRICARE Management Activity 
NGA 
Army/FOIA and Privacy Office 
Defense Manpower Data Center 
Defense Privacy and Civil Liberties Office .\~ 

OSD/Chief Information Office \ 

MITRE/AMC 
Defense Privacy and Civil Liberties Office 

,. 
.\ 

MITRE/AMC \ 
Defense Privacy and Civil Liberties Office \' 

·' 
Defense Logistics Agency 
Defense Manpower Data Center 
National Security Agency \ 
Defense Privacy and Civil Liberties Office ...-

' 
Air Force Privacy 
Defense Privacy and Civil Liberties Office \ 

Army Privacy Office \ 

Army Privacy Office 
NGA 
Defense Finance and Acctg Svc/Corp Comm 
Air Force/Policy and Compliance/IA 
Defense Privacy and Civil Liberties Office 
Defense Contract Audit Agency \ 

NII 
NGA 
DONCIO \ 

; 

NGB 
Defense Privacy and Civil Liberties Office \. 
Defense Logistics Agency \ 
Defense Privacy and Civil Liberties Office \ 

NGA 
TMA Privacy Office 
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ATTENDANCE 
Name I Organization Present 

(b)(6) CNO, DNS-36 
Defense Manpower Data Center 
MITRE \ 
Defense Privacy and Civil Liberties Office 
TRJCARE Management Activity 
Air Force Privacy Office 
NGA 
TRICARE Management Activity 
Defense Commissary Agency 
DTIC 
Defense Privacy and Civil Liberties Office \ 

' 
DON, CIO, Privacy 
Defense Privacy and Civil Liberties Office 
MITRE '" \. 

Defense Logistics Agency 
Missile Defense Agency, CPO 
Air Force Privacy Office 
Department of the Air Force 
Defense Manpower Data Center \,~ 

Defense Privacy and Civil Liberties Office \ 
DISA/Records and PA 
OSD/Privacy 
MITRE/AMC 
Defense Contract Management Agency 
Defense Privacy and Civil Liberties Office \ 
Defense Privacy and Civil Liberties Office ~\ 
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Defense Pril'acy Board Action Item List 

Open Action Items List (NOTE: All submissio11.f to DPO s/1011lt/ be !ie11t to dpo.corresponde11ce@),01·d.mil) 
---------- -- - - - - ---~-- -- -- ··- -- -- -

Item Number Topic Action Item Description 
Assigned 

Due Date Status Comments 
To - ------ - - ---- - - ----- -

20 I 00818-04 Other Address SSN removal from DPCLO TBD OPEN Address SSN removal from records 
records with NARA. with NARA. - -· ----

20 I 00818-05 Other Contact CIO Council to host a DPCLO/ TBD OPEN Contact CIO Council to host a guest 
guest speaker on SSN Reduction CIO speaker on SSN Reduction Lessons 
Lessons Learned. Council Learned. 

20100519-02 Other Disposition of PII stored in copy DPCLO/ TBD OPEN Discuss details wit {b){(j) I 
machine hard drives DLA 

20100519-03 Policy Boilerplate contract DPCLO TBD OPEN Contractor Management template. 
language/FAR clause requiring (b)(6) ·11 work witWbJ(6) lo 

~ 

Privacy Act training develop. 
20 I 00519-04 Policy Guidance and contract language DPCLO TBD OPEN Contractor Management template. 

outlining contractor liability l(b)(6} ~·ill work witti(b)(6) Ito 
develop. 

--- ··-· 

20100519-05 Policy Guidance/templates Components DPCLO TBD OPEN Develop templates and guidance 
could use to determine optimal 
resource levels and justify 
funding 

Closed Action Items List 
---

I Comments Item Number Topic Action Item Description Assigned Due Date Status 
To 

20100818-01 Other . Flash Memory DPCLO TBD CLOSED Research Flash Mcmorv 
~ 

20 I 00818-02 Other · Ensure Privacy FAR clauses DPCLO TBD CLOSED Section M rcYie\VS have 
cited in contracts commenced - -- ~ -- - - -

20 I 0081 8-03 Other Reassignment of SSN review in DPCf ,0/ TBD CLOSl'.D Outside scope of DPB 
DITPR to CIO. CIO 

- ------- -- - --- -- ---- - - - - -----

20 I 008 1 8-06 Other Research locations/availability DPCLO Tl3D CLOSl~I> Research locations/availability of 
of lists published from i 9JOs to lists published from 1930s to 1990s 
1990s which contain service which contain service member 

~~ - -- -
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Defense Privacy Board Action Item List 

member names and SSNs. names and SSNs. 
I------- - - - -- - • - --- ··~---·---· 

20 I 00519-08 Policy Take a look at Memberships DPCLO TBD CLOSED Fstahlish in Directive for Privacy 
and Civil Liberties. (Issues two 

-·----
sets of ~rinci~les etc.) 

20 I 00519-07 Other Joint Base Physical Access Issue Navy/AF TBD CLOSED Keep on parking lot 
(Base Commanders not 
Addressing PA. sponsoring 
visitors) 

~-- -- -

20 I 00519-06 Reporting Clarification on what DPCLO TBD CLOSED No coordination outside of 
coordination is required for Component Privacy Office 
completing the 'Scope of required. 
Advice' FISMA Report 
question, e.g. should 
Components query GC for the 
scope of privacy advice they 

~- - -- - 'have erovided -- --- -- - ---- ----
20100519-01 Reporting SORN Pre-Deployment Air Force TBD CLOSED Discuss with CIO. 3-6 month 

Category in DITPR timelinc. 
--·- T 

-----·--- - T-~-- ----~·~- ·-
20 100 120-0 I Civil Liberties Submit Points of Contact All 20100701 CLOSED Component Privacy Oflicers asked 

• '·Organizational Components to help Component leadership 
Placement and Structure identify points of contacts ASAP 

I of the DoD Civil 
I I Liberties Officer 

I Function'" I 
20100120-02 Reporting Submit Quarterly Reports to All 20100515 CLOSED Due the -I 51

h workday following the 
DPO: Components close of the quarter. Last 

• Biennial Privacy submission was 20100115. 
Training Report 

• Section 803 of the 9/ 11 
Commission 
Recommendations 
Report 

• System of Records 
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Defense Privacy Board Action I tern List 

Notice Review Report .. -· 

2009021 8-02 Reporting Submit comments on the revised All 20090731 CLOSED Comments due July 31. 2009. 
Breach Rerort tcmrlate to DPO. _Com poncnt~_ 

--

20090715-01 Reporting , Installation Physical Access All 20090731 CLOSED Responses due July 31, 2009. 
J Control Svstcms Information. Com_Roncnts - - _, "' -~ " -----· -- - ~~ - -- -

20090715-02 Reporting I FISMA Privacy Report. All 20090817 CLOSED Responses due August 17, 2009. 

--- c~~l~oncnts ----
20090218-04 Civil Liberties Develop and track Civil DPO Ongoing CLOSED DSD signed May 9, 2009 memo 

Liberties Officer package designating Acting DA&M as DoD 
CLO. 

200904 15-02 Policy Develop guidance on the DPO 20091201 OPEN Guidance will be posted to DPO 
considerations when emailing of website as a FAQ. 
Pll within a Component agency, 
across the Department and 
outside the Department. 

-~--- ---

20090415-0 I Other Confirm DPO mailbox accepts DPO 20090501 CLOS EU DPO mailbox can accept encrypted 
encrypted and FOt;O messages and FOUO messages. 

20090218-05 Reporting I Provide comments on revised All 20090403 CLOSED Duplicate and error. Refer to 
breach reporting template to Components 20090218-02. 

I DPO. 
--- ~ ~•s 

200903 I 8-0 I Reporting A request from Component for DPO 20090401 CLOSED Authority is in the 5400. l l-R and 
DPO to proYide Authority for the OMB Circular A-130. DPO 
training reports. i mernonmdum sent April 3, 2009. 

20090218-03 Policy Provide comments to DPO on All 20090430 CLOSED Extension granted by Director, 
DoD 5400.11, DoD 5400.11-R. Components DPO. 
DoD memorandum 
··safeguarding Against and 
Responding to the Breach of 
Personally Identifiable 
lnfonnation"". 25 Sep 2008, and 
all Defense Privacy Board 
Advisory O,rinions. 

_,. 

20090415-03 Policy Provide_g.1~i~iance on how to DPO 20090520 CLOSED Concerns addressed. Guidance -- -
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Defense Privacy Board Action Item List 

1 delete an exemption from a 
SORN . 

template forthcoming. 

.............,._ --

20090318-02 Reporting Section 803 of the 9/ 11 All 20090715 1 CLOSED ( 'onsolidatcd under Item Number 
Commission Recommendations ('om poncnts 20090218-0 I . 
Report. 

--- - -
20090318-03 Reporting Systems of Records Notice All 20090715 CLOSED Consolidated under Item Number 

Review Report. _Components 20090218-01. 
2009061 7-0 I Reporting Submit comments on All 20090626 CLOSED Comments due June 26, 2009. 

consolidated Quarterly Report Components 
template to DPO. 
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Defense Privacy Board (DPB) 
Meeting Minutes for January 19, 2011 

I. Welcome and Opening Remarks 

The meeting was called to order byl(b)(G) I Director for Privacy. Defense 
Privacy and Civil Liberties Office (DPCLO) and Executive Secretary, DPB. Attendance was 
taken from onsite and call-in participants. 

II. Social Security Number Use Reduction Updates and Activities 

l(b)(G) I Defense Human Resources Activity, provided an update on DoD SSN use 
reduction activities. 

•DODI 1000.hh "Reducing Use of SSNs within Doff' is in SD106 coordination. Board 
members were asked to provide critical comments to DPCLO via 
dpo.l.'.orrespondern.:e·1_rosd.mil to facilitate coordination. 

•The memorandum to downgrade the signature requirement for SSN use justifications has 
completed GC coordination. It is in USD(P&R) internal coordination and will be 
submitted for formal coordination. IfDoDI 1000.hh is signed first, the memorandum will 
be pulled from coordination. 

l(b)(G) l DPCLO Support, provided an update on additional DoD SSN use reduction 
activities and issues. 

• DPCLO and DMDC collaborated on a response to the House Armed Services Committee 
summarizing DoD SSN use reduction activities to date. 

• Defense Media Activity (DMA) informed DPCLO of an issue with the current DoD 
Visual Information (VI) Record Identification Number (VIRIN). The VIRIN is 
composed of 10 alpha-numeric characters and identifies every photograph and video both 
within DoD's internal networks and those posted on DoD open facing websites. VIRIN 
is printed v.ith the photograph or video title and contains the last four digits of the 
photographer's SSN and the first letter of his/her last name. DMA has a plan to replace 
the VIRIN with a randomly assigned number. It has software that can automatically 
recode photographs (not videos); however, the titles of the photos and videos can be 
changed. Additionally, DMA is offering to assist Component Media Activities to resolve 
this issue at the Component level. 

•The Social Security Number (SSN) Protection Act of2010 (P.L. 111-318) was signed on 
December 18. 20 l 0. It prohibits the use of SSNs on checks issued by the federal 
government and it applies to checks issued three years after its enactment. This bill also 
prohibits inmate access to SSNs in the employment of, or contracts with, prisoners within 
one year after it has become law. 

III. Privacy Act Violations: The Day After 

l(b}(B} !briefed Board members on appropriate actions following the identification of a 
Privacy Act violation. An individual may file a civil suit against a DoD Component, if the 
individual believes his or her rights under the Act have been violated. The Privacy Act allows 
for criminal penalties for willfully and knowingly violating Privacy Act requirements. 



Potential Component responses include remedial training, completion of litigation status sheets 
for DPCLO reports. notification of the Contracting Officer if contractors are involved and 
notification of Personnel if civilians are involved. Consultation with General Counsel is ~ 

strongly encouraged to determine which investigatory agency has jurisdiction in the case and 
whether transfer to a Federal District Court is warranted. 

IV. Breach Trends 

Overall breach numbers appear to be going down; although, there was a spike in the number of 
individuals affected due to a breach in November that impacted 70,000 individuals. The 
breach was assessed as low risk and no notifications made. There were 192 breaches in the 
first quarter of FY 1 l and 129, 702 individuals impacted. This is a 23% increase in breaches 
reported and 25% increase in individuals impacted when compared to the first quarter of FYI 0. 
The breach of paper records is currently the biggest threat this quarter. 

V. Component Senior Official for Privacy Forum 

On February 16, 2011 there will be a Component Senior Official for Privacy (CSOP) forum in 
room 30947 of the Pentagon from 0830-1200. It will be led by Mr. Michael Rhodes. Senior 
A enc Official for Privacy; .Mr. Michael Reheuser, Director, DPCLO; andl(b)(5l I 
(b}(G} Director for Privacy, DPCLO. The meeting will focus on increasing the 
un erstanding of CSOP roles and responsibilities, creating action plans to decrease breaches, 
and recommending ways CSOPs can assist the Component Privacy Officers. Component 
Privacy Officers were ao;;ked to ensure their CSOP responds to the invitation. 

VI. SharePoint Update 

l(b)(G) IDPCLO Support, provided an update on the status of the DPCLO SharePoint 
site. It has a projected launch of February 2011. The site will provide DPB agendas, meeting 
minutes, access to the DPCLO calendar of events, documents for comment, and access to the 
training calendar and registration. DPCLO staff, DPB members, and Component Privacy 
Officers will be provided access. Log in instructions are forthcoming. 

VII. Open Discussion/Announcements 

•The Privacy Program Directive and Regulation rc-v.Tite is in the final stages of DPCLO 
internal review. DA&M informal internal coordination is expected at the end of February 
and official SD 106 coordination to follow in the spring. 

•Changes to the Privacy Program Directive to clarify COCOM support are currently in 
DA&M informal internal coordination. 

•The DPCLO Privacy Program website re-launch is scheduled for February 2011. 
•The next SORN Training Workshop is scheduled for February 3rd at DPCLO. 
•The DPCLO Privacy Program will have two all-day sessions and a booth at the ID 

Protection and Management Conference in Orlando, FL. April 19-20. 

VIII. Wrap up and Closing Remarks 

l(b)(5l !thanked everyone for a very productive meeting. All action items requiring a 
response to DPCLO should be submitted to dpo.corrcspondcnce·~~osd.mil. 
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IX. Next Meeting Date 

There will be no DPB meeting in February. The next DPB meeting is tentatively scheduled for 
March 16, 2011. 

X. Meeting Adjourned 

Submitted by 
(b)(6) 

.... (b-)(_
5l _____ _.IDirector for Privacy, DPCLO 

Executive Secretary. Defense Privacy Board 

Approved Disapproved 

Michael L. Rhodes, Director, Administration and Management 
Chairman, Defense Privacy Board 
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ATTENDANCE I 

Name I Organization Present I 

(b)(t)j Defense Contract Audit Agency I 

' Defense Man ower Data Center I 
I 

OSD/Privacy I \: 
Missile Defense Agencv I 

----

Defense Privacy and Civil Liberties Office I 
Defense Security Servicc/OGC \ 
Defense lbreat Reduction Agency 
Defense Manpower _Qata Center I 
Defense Privacy and Civil Liberties Office \ 
Defense Human Resources Activity \~ 

Defense Threat Reduction Agency/]>r!y_(lCY 
Defense Privacy and Civil I.iberties Oflici; 
Navy CIO 
TRICARE Management Activitv 
NGA 
Army/FOIA and Privacy Office 
Defense Manpower Data Center 
Defense Privacy and Civil Liberties Office \ 
OSD/Chief Information Office \ I 

TMA I \ 
MITRE/AMC I \ 
Defense Privacy and Civil Liberties Office I \ 
MITRE/AMC \ 
Defense Privacy and Civil Liberties Office 
Defense Logistics Agency 
Defense Manpower Data Center 
National Security Agency 

~-- ~ -·-- -

Defense Pri".'~cy and Civil Liberties Oflicc '\ 
Air Force Privacy 

-·--·· 

Defense Privacy and Civil Liberties Office >~ 

Army Privacy Office 
Anny Privacy Office \ 
NGA 
Defense Finance and Acctg~_Svc/Corp Comm 
Air Force/Policy and Compliance/IA 
Defense Privacy and Ci~j!_ ~_iberties Office 
Defense Contract Audit Agcn91 

NII 
NGA 
DON CIO I 

NGB .\ 
Defense Privacy and Civil Liberties Offic~ \ 
Defense Logistics Agency 
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ATTENDANCE I 

NS1mP Organ iza ti on Present 
10/(ti) ~ -···· 

Defense Privacy and Civil Liberties O_fiice \ 
DFAS \ 

-· 

NGA \ 
TMA Privacy Office 
CNO. DNS-36 
Defense Ma~powcr Data Center 
MITRE I \ 

... ----- '" 

l_pefense Privacy and C~vil Liberties Ollicc 
TRICARE Management Activity ~\ 

Air Force Privacy Office \ 

NGA 
TRICARE Management Activity l. 
Defense Commissary Agency I \ 
DTIC 

, Defense Privaci: and Civil Liberties Office \ 
DON, CIO. Privacy 
Defense Privacy and Civil Liberties Oflicc I 
MITRE 
Defense Logistics Agency i \ 
Air Force Privacy Otlicc ! 
Missile Defense Agency, CPO 
Office of General Counsel I \ 
~DCMA \ 

Defense Manrower Data Center 
MDA \ 
Defense Privacy and Civil Liberties Office I 

DISA/R.ccords and PA \ 
Marine Corps \ 
MITRE/AMC .\ 
Defense Contract Management Agency \ 
Defense Privacy and Civil Liberties Office \ 

--

Defense Privacy and Civil Liberties OtTtce 
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Defense Privaq Board Action Item List 

Open Action Items List (NOTE: All submissio11s to DPO s/10111<1 be sent to dpo.correspondence@o.'fd.mil) 
- -- -

Status_-_l 

- - . 

Item Number Topic Action Item Description 
Assigned 

Due Date Comments To - ---- --- ---
20 I 0081 8-04 Other Address SSN removal from DPCl,O TBD OPE!\J Address SSl\i removal from records 

records with NARA. with NARA. 
----- ----- -----· -------- -- _ _, ___ 

20 I 00818-05 Other Contact CIO Council to host a DPCLO/ TBD CLOSED DI IRA is appropriate lead. 
guest speaker on SSN Reduction ClO 
Lessons Learned. Council I 

------------- - -···-- --·---··-- ----

20 I 00519-02 Other Disposition of PII stored in copy f)PCl,O/ TBD OPEN Discuss details with l(b){6) I 
machine hard drives DLA 

~ -- - - -- - - ---~·-

20 I 00519-03 Policy Boilerplate contract DPCLO TBD CLOSED OMB currently dratting FAR 
language/FAR clause requiring c.:lause 
Privacy Act training 

--· 
20100519-04 Policy Guidance and contracl language DPCLO TBD OPEN Contractor Management temolate. 

outlining contractor liability l(b)(6l lvill work wit~(b)(B) ~o 
develop. 

20100519-05 Policy Guidance/templates Components DPCLO TBD OPEN Develop templates and guidance 
could use to determine optimal 
resource levels and j us ti fy 
funding 

Closed Action Items List 

Item Number Topic 

'20100818-01 Other 

I-~~ 0(~8-18~0 2 
Other 

20 I 008 I X~01 I Other 

--· 

20 I 008 18-06 

i Action Item Description 

_[las~_~e~~~y__ __ _ 
Ensure Privacy FAR clauses 
cited in contracts 

'" ·- ~ ·------- -

Rc<1ssignmcnt of SSN review i 11 

DITPR to CIO. 

Assigned 
To 
- - -

DPCl.O 
DPCLO 

UPC LO/ 
CIO 

-- -~----~------------

! Due Date StatHs Comments 

-- --- - - --· 
CLOSED l Rcs~-·~r~!1 Fl~.!~ !'v1~mo!:)_' ___ _ TBD 

·--~---

TBD CLOSED · Section M reviews have 
____ j_ _ - 1 commenced 

---

TBD CLOSED Outside scopc of DPB 

of lists published from 1930s to lists published from 1930s to 1990s 

I

; Other ·R.-c;-;;-~1rC1;-f~-~~;ti011slnvaC1ab-ility --- -j:jp(_-;-Lo --- -;-rBD Cl .OSED Research locations/availability of 

.___ _____ .___ _____ ) 1990s which contain serv_ic_e __ ~----~----~-----~\_,·_h_ic_h_c_o_n_ta_in_se_r_vi_c_e_m_e_m_b_e_r_~ 
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Defense Privacy Board Action Item List 

-------------------·~-----~------------·--------------, 

\ 
names and SSNs. member names and SSNs. 

!---------+--------+ 
20 I 00519-08 Policy · Take a look at Memberships DPC'LO TBD CLOSED 

,___ _____ ~ ---
-----------------~· ~-- ------· -----

, -Establish in Directive for Privacy 
and Civil Liberties. (Issues two 

_sets of~rinciples etc.) 
20 I 00519-07 1 Other 

---------- -- -

20 I 00519-06 Reporting 

Joint Base Physical Access Issue 
(lfase Commanders not 
Addressing PA. sponsoring 
visitors_) 

-~-------

Clarification on \vhal 
coordination is required fi.1r 
completing the 'Scope of 
Advice' FISMA Report 
question, e.g. should 
Components query GC for the 
scope of privacy advice they 
have provided 

20 I 005 I 9-0 I Reporting SORN Pre-Deployment 
1 Category in DITPR 

20I00120-0 I Civil Liberties Submit Points of Contact 
• .. Organizational 

Placement and Structure 
of the DoD Civil 
Liberties Officer 
Function·· 

·----- ~ - ------ ·- ~---------- - - - ~ 

20I00120~02 Reporting Submit Quarterly Reports to 
DPO: 

• Biennial Privacy 
Training Report 

• Section 803 of the 911 I 
Commission 
Reco1nme11dations 
Report 

• System of Records 

Navy/AF TBD CLOSED Keep on parking lot 

-···------·--·-----+-----·-·-··- - ---------·----·------- - - -

DPC'LO TBD CLOSED No coordination outside of 
Component Privacy 011ice 
required. 

Air Force TBD CLOSED Discuss with CIO. 3-6 month 
timclinc. 

All 20 I 0070 I CLOSED I Component Privacy Officers asked 
Components to help Component leadership 

identify points of contacts ASAP 

-- - - -------+--------4----· - ---..-- - -

All 20100515 CLOSED I Due the 151
'
1 workday following the 

( 'omponcnts 

7 

close of the qua11cr. I ,ast 
submission was 20100115. 



Defense Privacy Board Action Item List 

Notice Review Report 
20090218-02 Reporting Submit comments on the revised All 20090731 CLOSED Comments due July 31. 2009. 

Breach Report template to DPO. Components 
20090715-0 t Reporting Installation Physical Access All 20090731 CLOSED Responses due July 31, 2009. 

~ 
- - _,_ - ·- - -

Control S~stems Information. <;:omponents - - - -----

20090715-02 Reporting FISMA Privacy Report. All 20090817 CLOSED Responses due August 17, 2009. 

~------- -- ----·--· -· Components -- ---· ~~--· 
200902 I 8-04 Civil Liberties Develop and track Civil DPO Ongoing CLOSED DSD signed May 9, 2009 memo 

Liberties Officer package designating Acting DA&M as DoD 
CLO. 

·--~----

20090415-02 Policy Develop guidance on the DPO 20091201 OPEN Guidance will be posted to DPO 
considerations when emailing of \vebsite as a f AQ. 
PII within a Component agency, 
across the Department and 
outside the Department. 

2009041 5-01 Other Confirm DPO mailbox accepts DPO 20090501 CLOSED DPO mailbox can accept encrypted 
encrypted and FOUO messages and FOUO messages. 

20090218-05 Reporting Provide comments on revised All 20090403 CLOSED Duplicate and error. Ref er to 
breach reporting template to Components 20090218-02. 
DPO. 

20090318-0 t Reporting 1 A request from Component for DPO 20090401 CLOSED Authority is in the 5400.11-R and 
DPO to provide Authority for the OMB Circular A-130. DPO 
training reports. memorandum sent April 3, 2009. 

-

20090218-03 Policy Provide comments to D PO on All 20090430 CLOSED Extension granted by Director. 
DoD 5400.11. DoD 5400.11-R, Components DPO. 
DoD memorandum 
"'Safeguarding Against and 
Responding to the Breach of 
Personally Identifiable 
Information". 25 Sep 2008, and 
all Defense Privacy Board 
Advisory 0_E_ini~n~_'. 

----

20090415-03 Policy I Provide guidance on how to DPO 20090520 CLOSED Concerns addressed. Guidance 
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Defense Privacy Board Action Item List 

delete an exemption from a template forthcoming. 
SORN. 

- --
200903 18-02 Reporting Section 803 of the 9/11 All 20090715 CLOSED Consolidated under Item Number 

Commission Recommendations Components 20090218-01. 
Report. 

20090318-03 Rcpo1iing Systems of Records Notice All 20090715 CLOSED Consolidated under Item Number 

-
Review Report. Components·- 20090218-0 I. 

--- -- --

2009061 7-0 I Reporting Submit comments on All 20090626 CLOSED Comments due June 26. 2009. 
consolidated Quarterly Report Components 
template to DPO. 
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AGENDA 

• DoD SSN Use Reduction Plan Update 

• OMB Information Collection Approval Requirement 

• Breach Reporting Template Modification 

• Announcements 

" Open Discussion 

• Adjournment 



Defense Privacy Board (DPB) 
Meeting Minutes for March 22, 2011 

I. Welcome and Opening Remarks 

The meeting was called to order by._l(b-J(_6) _____ __,IDeputy Director for Privacy, Defense 
Privacy and Civil Liberties Office (DPCLO). Attendance was taken from onsite and call-in 
participants. 

II. Social Security Number Use Reduction Updates and Activities 

l(b)(G) I Defense Human Resources Activity, provided an update on DoD SSN use 
reduction activities. 

•The status of DODI 1000.hh "Reducing Use of SSNs within DoD" SD 106 coordination 
was rovided to the Defense Privacy Board (DPB). 

• (b)(G) resented the component critical comments to the DPB in order to facilitate 
discussion and feedback prior to the coordination. 

• l(b)(G) !recommended a "Tiger Team" be put in place to work through the 
implementation process. The DPB agreed to the establishment of the "Tiger Team." 

•The DMDC SSN Removal Trifold Brochure and SSN Removal Flyer will be sent to the 
DPB members along with these minutes. 

III. OMB Information Collection Approval Requirement 

• 

• 

• 

• 

• 

• 

• 

• 

(b)(6) 
briefed Board members on the DPCLO recent findings of new and any 

....ex-1-st,_m_g....,...hRNs that were not in compliance with the OMB information collection 
approval processes. 
The compliance question is asked on a nairntive statement when a component submits a 
new or an altered SORN for review and to send to the Federal Register. 
In order to meet the compliance requirements, the DPCLO will implement several 
changes to the SORN process and quarterly reporting. 
Components will be required to check their inventory of SORNs. New SORNs will be 
held until the collection has been submitted to OMB and DPCLO receive confirmation 
for the component Privacy Officer and DoD Clearance Officer. 
For existing SORNs, the Component Privacy Officer will need to confirm with DPCLO 
that the paperwork to obtain an OMB Control Number has started before DPCLO 
forwards the SORN for publication. 
Quarterly Reporting collections will be marked as existing collections in use without an 
OMB Control Number. 
A review will need to be completed along with the quarterly reporting; DPCLO has 
added a column on the Quarterly Reporting spreadsheet for reporting. 
If these systems are not in compliance by January 2012, they will be shut down . 



IV. Breach Reporting Update 

The DPCLO proposed a change to the Breach Reporting Template to include individuals 
affected by the breach notified and the date(s) of notification. The DPB asked the DPCLO to 
re-examine the Federal Information Processing Standards (FIPS) versus the DoD risk 
assessment model and to hold off on the change to the Breach Reporting Template until this re­
examination is completed. The DPB also recommended that a "Tiger Team" be put in place to 
examine the Breach Data Fields for an automated breach tool. 

V. Open Discussion/ Announcements 

• The Privacy Program Directive and Regulation re-write is in the final stages of DPCLO 
internal review. Anticipate beginning DA&M informal internal coordination at the end 
of March and official SD I 06 coordination to follow in the spring. 

•The DPCLO ask that the Component Privacy Officials that have not registered in the 
Account Registration Management System (ARMS) for access to the DPCLO SharePoint 
site to please complete the process. The site will provide DPB agendas, meeting minutes, 
access to the DPCLO calendar of events, documents for comment, and access to the 
training calendar and registration. 

•The DPCLO Privacy Program website re-launch is scheduled for February 2011. 
•The next SORN Training Workshop is scheduled for re-launch in March 2011. 
•The DPCLO Privacy Program will have two all-day sessions and a booth at the ID 

Protection and Management Conference in Orlando, FL, April 19-20. 

VI. Wrap up and Closing Remarks 

l(b)(
5l ~hanked everyone for a very productive meeting. All action items requiring a 

response to DPCLO should be submitted to dpo.correspondence@osd.mil. 

VII. Next Meeting Date 

The next DPB meeting will be April 20, 2011. The next Face-to-Face DPB meeting is 
tentatively scheduled for May 18, 2011. 

VIII. Meeting Adjourned 

Submitted by 

r)(G) birector for Privacy, DPCLO Date 
Executive Secretary, Defense Privacy Board 

Approved Disapproved 

Michael L. Rhodes, Director, Administration and Management Date 
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Chairman, Defense Privacy Board 
ATTENDANCE 

Name Organization Present 
(b)(6) Defense Contract Audit Agency 

Defense Manpower Data Center 
OSD/Privacy x 
Missile Defense Agency 
Defense Privacy and Civil Liberties Office 
Defense Security Service/OGC x 
Defense Threat Reduction Agency 
Defense Manpower Data Center 
Defense Privacy and Civil Liberties Office x 
Defense Human Resources Activity x 
Defense Threat Reduction Agency/Privacy 
Defense Privacy and Civil Liberties Office 
Navy CIO 
TRICARE Management Activit~ 
NGA 
Army/FOIA and Privacy Office x 
Defense Manpower Data Center 
OSD/Chief Information Office x 
TMA x 
MITRE/AMC x 
Defense Privacy and Civil Liberties Office x 
MITRE/AMC x 
Defense Privacy and Civil Liberties Office x 
Defense Logistics Agency 
Defense Manpower Data Center 
National Security Agency x 
Defense Privacy and Civil Liberties Office x 
Air Force Privacy 
Defense Privacy and Civil Liberties Office x 
Army Privacy Office x 
Army Privacy Office x 
NGA 
Air Force/Policy and Compliance/IA 
Defense Privacy and Civil Liberties Office 
Defense Contract Audit Agency x 
NII 
NGA 
DONCIO x 
NGB x 
Defense Privacy and Civil Liberties Office x 
Defense Logistics Agency x 
Defense Privacy and Civil Liberties Office x 
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ATTENDANCE 
Name Or~anization Present 

(b)(6) DFAS x 
NGA x 
TMA Privacy Office 
CNO, DNS-36 x 
Defense Manpower Data Center 
MITRE x 
Defense Privacy and Civil Liberties Office 
TRICARE Management Activity x 
Air Force Privacy Office x 
NGA 
TRICARE Management Activity x 
Defense Commissary Agency x 
DTJC 
Defense Privacy and Civil Liberties Office x 
DON, CIO, Privacy 
Defense Privacy and Civil Liberties Office 
MITRE 
Defense Logistics Agency x 
Air Force Privacy Office 
Missile Defense Agency, CPO 
Office of General Counsel 
DCMA x 
Defense Manpower Data Center x 
MDA x 
Defense Privacy and Civil Liberties Office x 
DISA/Records and PA x 
Marine Corps x 
MITRE/AMC x 
Defense Contract Management Agency x 
Defense Privacy and Civil Liberties Office x 
Defense Privacy and Civil Liberties Office x 
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Defense Privacy Board Action Item List 

Open Action Items List (NOTE: All submissions to DPO should be sent to dpo.correspondence@;,osd.mil) 

Item Number Topic Action Item Description Assigned Due Date Status Comments 
To 

20100818-04 Other Address SSN removal from DPCLO TBD OPEN Address SSN removal from records 
records with NARA. with NARA. 

20100519-02 Other Disposition of PII stored in copy DPCLO/ TBD OPEN Discuss details withl(b)(6l I 
machine hard drives DLA 

20100519-04 Policy Guidance and contract language DPCLO TBD OPEN Contractor Management template. 
outlining contractor liability ~will work with l<b)(6) Ito 

develop. 
20100519-05 Policy Guidance/templates Components DPCLO TBD OPEN Develop templates and guidance 

could use to detennine optimal 
resomce levels and justify 
funding: 

Closed Action Items List 

Item Number Topic Action Item Description Assigned Due Date Status Comments 
To 

20100818-01 Other Flash Memory DPCLO TBD CLOSED Research Flash Memory 
20 l 00818-02 Other Ensure Privacy FAR clauses DPCLO TBD CLOSED Section M reviews have 

cited in contracts commenced 
20100818-03 Other Reassignment of SSN review in DPCLO/ TBD CLOSED Outside scope of DPB 

DITPR to CIO. CIO 
20100818-05 Other Contact CIO Council to host a DPCLO/ TBD CLOSED DHRA is appropriate lead. 

guest speaker on SSN Reduction CIO 
Lessons Learned. Council 

20100818-06 Other Research locations/availability DPCLO TBD CLOSED Research locations/availability of 
of lists published from 1930s to lists published from 1930s to 1990s 
1990s which contain service which contain se1vice member 
member names and SSNs. names and SSNs. 

20100519-08 Policy Take a look at Memberships DPCLO TBD CLOSED Establish in Directive for Privacy 
and Civil Liberties. (Issues two 
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Defense Privacy Board Action Item List 

sets of principles etc.) 
20100519-07 Other Joint Base Physical Access Issue Navy/AF TBD CLOSED Keep on parking lot 

(Base Commanders not 
Addressing PA, sponsoring 
visitors) 

20100519-06 Rep011ing Clarification on what DPCLO TBD CLOSED No coordination outside of 
coordination is required for Component Privacy Office 
completing the 'Scope of required. 
Advice' FIS MA Report 
question, e.g. should 
Components query GC for the 
scope of privacy advice they 
have provided 

20 l 00519-03 Policy Boile1plate contract DPCLO TBD CLOSED O:MB ctmently drafting FAR 
language/FAR clause requiring clause 
Privacy Act traininj?: 

20100519-01 Repo11ing SORN Pre-Deployment Air Force TBD CLOSED Discuss with CIO. 3-6 month 
Category in DITPR timeline. 

20100120-01 Civil Liberties Submit Points of Contact All 20100701 CLOSED Component Privacy Officers asked 
• "Organizational Components to help Component leadership 

Placement and Structure identify points of contacts ASAP 
of the DoD Civil 
Liberties Officer 
Function" 

20100120-02 Rep011ing Submit Quarterly Reports to All 20100515 CLOSED Due the l 5tti workday following the 
DPO: Components close of the quarter. Last 

• Biennial Privacy submission was 20100115. 
Training Report 

• Section 803 of the 9/11 
Commission 
Recollllllendations 
Rep011 

• System of Records 
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Defense Privacy Board Action Item List 

Notice Review Rep011 
20090218-02 Reporting Submit comments on the revised All 20090731 CLOSED Comments due July 31, 2009. 

Breach Report template to DPO. Components 
20090715-0 l Repo11ing Installation Physical Access All 20090731 CLOSED Responses due July 31, 2009. 

Control Systems Information. Components 
20090715-02 Reporting FISMA Privacy Report. All 20090817 CLOSED Responses due August 17, 2009. 

Components 
20090218-04 Civil Liberties Develop and track Civil DPO Ongoing CLOSED DSD signed May 9, 2009 memo 

Libe11ies Officer package designating Acting DA&M as DoD 
CLO. 

20090415-02 Policy Develop guidance on the DPO 20091201 OPEN Guidance will be posted to DPO 
considerations when emailing of website as a FAQ. 
PIT within a Component agency, 
across the Depai1ment atid 
outside the Department. 

20090415-0 l Other Confinn DPO mailbox accepts DPO 20090501 CLOSED DPO mailbox catI accept encrypted 
encrypted and FOUO messages and FOUO messages. 

20090218-05 Rep011ing Provide comments on revised All 20090403 CLOSED Duplicate atid effor. Refer to 
breach reporting template to Components 20090218-02. 
DPO. 

20090318-01 Reporting A request from Component for DPO 20090401 CLOSED Authority is in the 5400.11-R and 
DPO to provide Authority for the OMB Circular A-130. DPO 
training repo11s. memorandum sent April 3, 2009. 

20090218-03 Policy Provide comments to DPO on All 20090430 CLOSED Extension granted by Director, 
DoD 5400.11, DoD 5400.11-R, Components DPO. 
DoD memorandum 
"Safeguarding Against and 
Responding to the Breach of 
Personally Identifiable 
Information", 25 Sep 2008, and 
all Defense Privacy Board 
Advisory Opinions. 

20090415-03 Policy Provide guidance on how to DPO 20090520 CLOSED Concerns addressed. Guidance 
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Defense Privacy Board Action Item List 

delete an exemption from a template forthcoming. 
SORN. 

20090318-02 Repo11ing Section 803 of the 9/ 11 All 20090715 CLOSED Consolidated nnder Item Nlllllber 
Commission Recommendations Components 20090218-01. 
Repo11. 

20090318-03 Reporting Systems of Records Notice All 20090715 CLOSED Consolidated nnder Item Number 
Review Report. Components 20090218-01. 

20090617-01 Repo11ing Submit comments on All 20090626 CLOSED Comments due June 26, 2009. 
consolidated Qua11erly Report Components 
template to DPO. 
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AGENDA 
• DoD SSN Use Reduction Initiative Update 

• OMB Information Collection Requirements 

• Breach Reporting, Statistics and Prevention 

• Website and Share Point Site Updates 

• Announcements 

• Open Discussion 

• Adjournment 



Defense Privacy Board (DPB) 
Meeting Minutes/or May 18, 2011 

I. Welcome and Opening Remarks 

The meeting was called to order by .... l(b-)(B_l ______ _.IDirector for Privacy, Defense 
Privacy and Civil Liberties Office (DPCLO). Attendance was taken from onsite and call-in 
participants. 

II. OMB Information Collection Requirements 

l(6J(
5) lw ashington Headquarters Services/Executive Services Directorate/ 

Information Management Division, provided a brief on the OMB Information Collection 
Requirements and the Paperwork Reduction Act (PRA). Highlights from the brief, included: 

• The purpose of the PRA is to minimize the paperwork burden on members of the public 
that are a result of information collected by the Federal govenunent. 

• The requirement to obtain OMB approval prior to implementing new information 
collection. OMB approval is for a maximum of three years. 

• The requirement on the collection of standardized data from ten or more members of the 
public on an annual basis requires approval by OMB unless such infonnation collection 
falls under an exception to the PRA. 

A question was asked about how this might impact system of records notices (SORNs). DPB 
members were infonned that new or altered syslems with O:tvIB collection requirements must be 
submitted to o:rvm and addressed in the narrative statement. Information Management Control 
Officers are responsible for publishing this infonnation, not the Privacy Officers. A notice must 
be published in the Federal Register first before a system can operate. 

III. DoD SSN Use Reduction Initiative Update 

l(6l(6l ~riefed Board members about the shift of responsibility on this effort from the 
Defense Manpower Data Center to the Defense Human Resources Activity (DHRA). 
Currently, DPCLO is working to resolve language issues regarding the language associated 
with the DoD ID Number in the SSN Use Reduction Instruction. The DoD ID Number will be 
considered personally identifiable infonnation (PU) in certain contexts. Amplifying 
information bas been provided to DHRA. 

IV. Breach Reporting, Statistics, and Prevention 

l<bl(6J lreinforced the requirement for reporting breaches to the US CERT within I hour 
of discovery, within 24 hours to the Component Head, and within 48 hours to DPCLO. Breach 
statistics indicated a 61 % increase in reported breaches compared to this time last fiscal year. 

• There were 3 31 breaches in the 1st and 2nd Quarters of FY 10 comf a red to 540 breaches in 
the 1st and 2"d Quarters of FY 11. Of those, 348 were from the 2" Quarter alone. 

• Serious areas of concern for breaches were the use of personal laptops, network intrusion 
by backers, data posted to agency websites, and PU in e-mails. 
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Training on the importance of safeguarding PU should be a first-day-on-the-job training for 
new hires. It should include information on the Privacy Act and how information can and 
should be used. 

DPCLO will be developing breach management and mitigation training materials for 
dissemination to the DPB members in the near future. Training will be a topic for discussion at 
the next DPB meeting. 

V. Physical Addresses on System of Records Notices 

Component Privacy POCs were asked to consider the risk(s) associated with listing the 
physical address of a system in a SORN. Some of the areas of risk members were asked to 
consider were the security of the installation housing the system, the potential ~ft jf 
exposed, and the likelihood of adverse effect resulting from potential exposure. l.__\l _l(_l __ __. 

suggested an alternative to listing the physical address of a system. Requests could be 
provided to system owners who then would determine whether such information should be 
released. 

VI. Privacy Act Violations 

l(b)(6) !provided discussed Civil and Criminal Privacy Act violations. Future DPB 
meetings will focus on Component Privacy POC education regarding Privacy Act violations 
and proper handling of disciplinary actions. 

VII. Website and SharePoint Site Updates 

l(b)(G) krom DPCLO gave an overview of the new DoD Privacy Program 
website (http://dpclo.defense.gov). This presentation included a brief walk through of features 
of the new site and where to find basic references from the previous website. DPB members 
were asked to review the website and provide any feedback or concerns to DPCLO. 

l(bl(6) lfrom DPCLO provided an update on the status of the SharePoint site. It is 
currently under review. The release date is to be determined. 

VIII. Open Discussion/Announcements 

• 1(6}(6) !was welcomed into her new role as a government member of the 
DPCLO staff. 

• Several American Society of Access Professionals (ASAP) Training Opportunities will 
be taking place to include: 

o ASAP 201 l Training Series June 21, 22 and 23, 2011 at the Walter E. 
Washington Convention Center (Registration closes June 16) 

o ASAP FOIA & Privacy Act Workshop September 19-21, 2011 in Chicago, 
Illinois 

o ASAP Annual Symposium & Training Conference December 1-2, 2011 in 
Washington, D.C. 

o ASAP 5th Annual National Training Conference March 20-23, 2012 in New 
Orleans, Louisiana. 
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•The Section (m) contractor reporting requirement was discussed. It is the role of Privacy 
Officers to collaborate with system owners to determine if contractors are managing or 
operating a system. This triggers the Section (m) reporting requirement. 

IX. Wrap up and Closing Remarks 
Kb)(6) I _L ___ ___,thanked everyone for a very productive meeting. All action items requiring a 
response to DPCLO should be submittedtodpo.correspondence@osd.mil. 

X. Next Meeting Date 

The next DPB meeting will be held June 15, 20 I I and will be conducted by teleconference. 

XI. Meeting Adjourned 

uector or Privacy, DPCLO 
Executive Secretary, Defense Privacy Board 

~ Disapproved 

./j_;:u;~Q-
Michael L. Rhodes, Director, Administration and Management 
Chairman, Defense Privacy Board 
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ATTENDANCE 
N~mP Organization Present 

(b)(6) 
Defense Contract Audit Agency 
Defense Manpower Data Center \ 
OSD/Privacy 
Missile Defense Agency 
Defense Privacy and Civil Liberties Office 
Defense Security Service/DOC 
Defense Threat Reduction Agency 
Defense Manpower Data Center 
Defense Privacy and Civil Liberties Office x 
Defense Hun:i~n Resources Activity 
Defense Threat Reduction Agency/Privacy 
Navy .\ 
Defense Privacy and Civil Liberties Office 
Navv CIO 
TRICARE Management Activity -
NGA 
Army/FOIA and Privacy Office 
Defense Manpower Data Center 
OSD/ESD \. 

-· 

OSD/Chief Information Office \. 

TMA 
MITRE/AMC 
Defense Privacy and Civil Liberties Office .\ 
MITRE/AMC \ 
SIGAR \. 
Defense Privacy and Civil Liberties Office \. 

Defense Logistics Agenc~ 
_!)efense ManEowcr Data Center 
National Security Agency \ 
Defense Privacy and Civil Liberties Office \. 
Defense Privacy and Civil Liberties Office \ 
Air Force Privacy 
Defense Privacy and Civil Liberties Office \ 
Anny Privacy Office 
Air Force \ 
Army Privacy Office 
NGA 
Air Force/Policy and Compliance/IA 
Defense Privacy and Civil Liberties Office 
Defense Contract Audit Agency \'. 
NII 
NGA 
DONCIO \ 
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ATTENDANCE 
Name I Orianization Present 

(D)(ti) [NOB \ 
Defense Privacy and Civil Liberties Office x 
Defense Logistics Agency x 
Defense Privacy and Civil Liberties Office \ 
DFAS 
NGA 
TMA Privacy Office 
CNO, DNS-36 \ 
Defense Manpower Data Center 
MITRE \ 
Defense Privacy and Civil Liberties Office x 
TRICARE Management Activity \ 
Air Force Privacy Office \ 
NGA 
TRICARE Management Activity 
Missile Defense Agency \ 
Defense Commissary Agency \ 

DTIC \ 
Defense Privacy and Civil Liberties Office \ 
DON, CIO, Privac~ 
Defense Privacy and Civil Liberties Office: 
MITRE 
Defense Logistics Agency 
Air Force Privacy Office 
Missile Defense Agency. CPO x 
National Security Agency x 
Office of General Counsel 
National Reconnaissance Otlice x 
National Geospatial Intelligence Agency \ 
DCMA 
Defense Manpower Data Center \ 
MDA 
Defense Privacy and Civil Liberties Office x 
DISA/Records and PA x 
Marine Corps \ 
MITRE/AMC 
Defense Privacy and Civil Liberties Office x 
Defense Contract Management Agency 
Defense Privacy and Civil Liberties Office 
Marine Corps \ 
Defense Privacy and Civil Liberties Office x 
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Defense Privacy Board Action Item List 

Open Action Items List (NOTE: All submissions to DPO should be sent to dpo.correspondence@osd.mil) 

Item Number Topic Action Item Description 
Assigned 

Due Date Status Comments I To 
20 I 00818-04 Other Address SSN removal from DPCLO TBD OPEN Address SSN removal from records 

records with NARA. with NARA. 
20100519-02 Other Disposition of PII stored in copy DPCLO/ TBD OPEN Discuss details wit (b)(6) I 

machine hard drives DLA 
20 I 00519-04 Policy Guidance and contract language DPCLO TBD OPEN l'nntr::1ctor Managef enJ) temp~ate. 

outlining contractor liability (bl(5l ill work with bl( o 
develop. 

20100519-05 Policy Guidance/templates Components DPCLO TBD OPEN Develop templates and guidance 
could use to determine optimal 
resource levels and justify 
funding 

Closed Action Items List 

Item Number Topic Action Item Description I Assigned Due Date Status Comments 
1 

To 
20 I 00818-0 I Other Fla'ih Memory DPCLO TBD CLOSED Research Flash Memorv - • 
20100818-02 Other Ensure Privacy FAR clauses DPCLO TBD CLOSED Section M reviews have 

cited in contracts commenced 
20 l 00818-03 Other Reassignment of SSN review in DPCLO/ TBD CLOSED Outside scope of DPB 

DITPR to CIO. CIO 
20100818-05 Other Contact CIO Council to host a DPCLO/ TBD CLOSED DHRA is appropriate lead. 

guest speaker on SSN Reduction CIO 
l,essons Learned. Council I i ! ' 

20100818-06 Other Research locations/availability DPCLO TBD I CLOSED Research locations/availability of 
of lists published from 1930s to lists published from 1930s to 1990s 
1990s which contain service which contain service member 
member names and SSNs. names and SSNs. 

20 I 00519-08 Policy Take a look at Memberships DPCLO TBD CLOSED Establish in Directive t<x Privacy 

' 
and Civil Liberties. (Issues two 
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Defense Privacy Board Action Item List 

sets of principles etc.) 
20100519-07 Other Joint Base Physical Access Issue Navy/AF TBD CLOSED Keep on parking lot 

(Base Commanders not 
Addressing PA. sponsoring 
visitors) 

20 l 005 I 9-06 Reporting Clarification on what DPCLO TBD CLOSED No coordination outside of 
coordination is required for Component Privacy Office 
completing the 'Scope of required. 
Advice. FIS MA Report 
question. e.g. should 
Components query GC for the 
scope of privacy advice they 
have provided 

20100519-03 Policy Boilerplate contract DPCLO TBD CLOSED OMB currently drafting FAR 
language/FAR clause requiring clause 
Privacy Act training 

201 005 I 9-0 I Reporting SORN Pre-Deployment Air Force TBD CLOSED Discuss with CIO. 3-6 month 
Categorv in DlTPR timeline. 

20100120-0 I Civil Liberties Submit Points of Contact All 20100701 CLOSED Component Privacy Otlicers asked 

• "Organi:t..ational Components to help Component leadership 
Placement and Structure identify points of contacts ASAP 
of the DoD Civil 
Liberties Officer 
Function 

.. 

20 I 00 120-02 Reporting Submit Quarterly Reports to All 20100515 CLOSED Due the I 5tn workday following the 
DPO: Components close of the quarter. Last 

• Biennial Privacy submission was 20100115. 
Training Report 

• Section 803 of the 9/ I I 
Commission 
Recommendations 
Repon 

• System of Records 
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Defense Privacy Board Action Item List 

Notice Review Report 
20090218-02 Reporting Submit comments on the revised All 20090731 CLOSED Comments due July 31. 2009. 

Breach Report template to DPO. Components 
20090715-0 I Reporting Installation Physical Access All 20090731 CLOSED Responses due July 31. 2009. 

Control Systems Information. Components 
20090715-02 Reporting FISMA Privacy Report. All 20090817 CLOSED Responses due August 17. 2009. 

Components 
2009021 8-04 Civil Liberties Develop and track Civil DPO Ongoing CLOSED DSD signed May 9. 2009 memo 

Liberties Officer package 
I 

designating Acting DA&M as DoD 
CLO. 

20090415-02 Policy Develop guidance on the DPO 20091201 OPEN Guidance will be posted to DPO 
considerations when emailing of website as a FAQ. 
Pll within a Component agency, 
across the Department and 
outside the Department. 

20090415-0 I Other Confirm DPO mailbox accepts DPO 20090501 CLOSED DPO mailbox can accept encrypted 
encrypted and FOUO messages and FOUO messages. 

20090218-05 Reporting Provide comments on revised All 20090403 CLOSED Duplicate and error. Refer to 
breach reporting template to Components 20090218-02. 
DPO. 

20090318-0 I Reporting A request from Component for DPO 20090401 CLOSED Authority is in the 5400.11-R and 
DPO to provide Authority for the OMB Circular A-130. DPO 
training reports. memorandum sent April 3, 2009. 

20090218-03 Policy Provide comments to DPO on All 20090430 CLOSED Extension granted by Director, 
DoD 5400.11. DoD 5400.11-R, Components DPO. 
DoD memorandum 
""Safeguarding Against and 
Responding to the Breach of 
Personally Identifiable 
Information'". 25 Sep 2008, and 
all Defense Privacy Board 
Advisory Opinions. 

20090415-03 Policy Provide guidance on how to DPO 20090520 CLOSED Concerns addressed. Guidance 
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Defense Privacy Board Action Item List 

delete an exemption from a template forthcoming. 
SORN. 

20090318-02 Reporting Section 803 of the 9i 11 All 20090715 CLOSED Consolidated under Item Number 
Commission Recommendations Components 2009021 8-0 l . 
Report. I 

~ 

20090318-03 Reporting Systems of Records Notice All 20090715 CLOSED Consolidated under Item Number 
Review Report. Components 20090218-01. 

2009061 7-0 l Reporting I Submit comments on All 20090626 CLOSED I Comments due June 26, 2009. 
I consolidated Quarterly Report Components I 

I - template to DPO. 
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DEFENSE PRIVACY BOARD 

AGENDA 
Date: June 15, 2011 
Time: 1 :OOpm - 2:30pm 
Location: DPCLO Train ing Room 

1901 S. Bell Street, Suite 920 
Arlinqton, VA 22202 

Dial in Numbers: 703-692-3360 PIN 6364 
703-695-9943 PIN 6364 

I. Welcome and Attendance 

II. Training Updates 

III. SSN Use Reduction Instruction Update 

IV. Status of Revised DoD 5400.11-R and DoDD 5400.11 

V. Breach Management and Prevention Training Survey 

VI. Announcements/Reminders 

VII. Open Discussion 

VIII. Wrap Up 

IX. Next Meeting Date: July 20, 2011 

X. Adjournment 



Defense Privacy Board (DPB) 
Meeting Minutes for June 15, 2011 

I. Welcome and Opening Remarks 

The meeting was called to order byfb .... (b .... }(5 .... >-------1 Director for Privacy, Defense 
Privacy and Civil Liberties Office (bPCLO). Attendance was taken from onsite and call·in 
participants. 

II. Training Updates 

lcb)(6) I -· ____ briefed Board members about the following training updates: 
• Two new training modules will be posted to the DPCLO website under 'Resources' to 

include: 
o The Privacy Act of 1974: An Introduction; 
o What Senior Leaders Should Know (PowerPoint and pamphlet); 

• The Professionalization Program Component Focus Group is participating in monthly 
pilot sessions that started June 14; and 

• \VHS Learning Management System 
o The WHS LMS currently supports WHS and other OSD Components with the 
ability to assign, launch, and record online training, and run system reports that show 
completions for personnel listed in the LMS. DPB members interested in utilizing 
this tool should contactj<bX5l ~'HS LMS Program Manager, at (703) 
604·5969. 

III. SSN Use Reduction Instruction Update 

The Defense Human Resources Activity continues to conduct final adjudication of comments 
and is close to packaging the Instruction for final signature. DPCLO will continue to update 
DPB members on its progress. 

IV. Status of Revised DoD 5400.11-R and DoDD 5400.11 

The revised DoD Privacy Program Directive and Regulation will be distributed by the end of 
July to Component Privacy Officers for informal comment. 

V. Breach Management and Prevention Training Survey 

DPS members were provided with a survey to obtain Component feedback on breach 
management training priorities. DPB members were asked to return the completed survey by 
June 22, 2011 to dpo.correspondence@osd.mil. 

VI. Open Discussion/Announcements 

• 1(6}(6) lDPCLO Support was welcomed back after her extended absence. 
• The DPCLO website is currently experiencing a latency issue on the OSD server causing 

the website to load slowly. A helpdesk ticket has been submitted. The problem only 
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seems to affect computers using Internet Explorer 7. A temporary workaround would be 
to use another web browser. DPCLO is working with the help desk to resolve the 
problem. 

• uarterlv Reports including Section (m) contractor reviews are due July 15. ~ 
(b)(6) is the new POC for Quarterly Reports. 

• The lack of a current OMB Information Collection Number or proof of submission of a 
request to OMB will result in a delay in processing any applicable SORN. 

• OMB guidance for FISMA is expected soon. The final DoD due date to OMB is usually 
in November; therefore, DPCLO in turn usually requests Component data by mid­
September. Formal guidance including firm due dates is forthcoming. 

• The US-CERT requires the reporting of all incidents which would include the reporting 
of all PII breaches. DPCLO is developing a proposal that US-CERT adjust its definition 
of 'incident' to alleviate the reporting burden for breaches where no adverse 
consequences will occur. If DPB members would like to provide input on this topic or 
have another US-CERT related issue, they should send an email with "US-CERT 
Question" in the subject line to dpo.currcspondcni.:L'la\osd.mi I by June 21. 

• The next SORN Workshop is tentatively scheduled for Thursday, August 18th from 
08:00 to 4:00 at DPCLO. If DPB members are interested, they should send an e-mail to 
Jpo.corn:sponJi.:nci.·(aJnsd.mil or contactl(b)(G) I 

• A concern over the SF-182 and the PII it requests was mentioncd. l(b)(G) 
offered to pass along guidance to use when filling out these forms.,__ ____ __, 

VII. Wrap up and Closing Remarks 

l(bl(5
) hhanked everyone for a very productive meeting. All action items requiring a 

response to bPCLO should be submitted to dpo.cnrrespondcrn.:q~gosd.mil. 

VIII. Next Meeting Date 

The next DPB meeting will be held July 20, 2011 and will be conducted by teleconference. 

IX. Meeting Adjourned 

Submitted b 
(b)(6) 

-------Director for Privacy, DPCLO 
Executive Secretary, Defense Privacy Board 

<_Approved Disapproved 

Michael L. Rhodes, Director, AdmhliStration and Management 
Chairman, Defense Privacy Board 
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ATTENDANCE 
Name Or2anization Present 

(b)(6) Defense Contract Audit Agency 
Defense Advanced Research Projects Agency :\ 
OSD/Privacy 
Missile Defense Agency 
Defense Privacy and Civil Liberties Office 
Defense Security Service/OGC 
Defense Threat Reduction Agency 
Defense Manpower Data Center 
Defense Privacy and Civil Liberties Office 
Defense Human Resources Activity 
Defense Threat Reduction Agency/Privacy 
Navy 
Defense Privacy and Civil Liberties Office 
Navy CIO 
NGA 
Defense Privacy and Civil Liberties Office .\ 

TRICARE Mana~cment Activity :\ 
Armv/FOlA and Privacy Office 
Defense Manpower Data Center 
OSD/ESD .\ 

OS D/Chief Information Office 
TMA .\ 
MITRE/AMC 
Defense Privacy and Civil Liberties Office \ 
MITRE/AMC \ 
SI GAR 
Defense Privacy and Civil Liberties Office \ 
Defense Logistics Agency 
Defense Manpower Data Center 
National Security Agency \ 
Defense Privacy and Civil Liberties Office 
Defense Privacy and Civil Liberties Office 
Air Force Privacy 
Defense Privacy and Civil Liberties Office :\ 
Army Privacy Office \. 
Air Force 
Army Privacy Office 
NGA 
Air Force/Policy and Compliance/IA 
Defense Privacy and Civil Liberties Office 
Defense Contract Audit Agency 
NII 
NGA 
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ATTENDANCE 
N~m .. On?:anization Present 

(b)(o) 
DONCIO -
NGB x 
Defense Privacy and Civil Liberties Office 
Defense Logistics Agency 
Defense Privacy and Civil Liberties Office \ 
DFAS 
NGA 
TMA Privacy Office 
CNO, DNS-36 
Defense Manpower Data Center \ 
MITRE 
Defense Privacy and Civil Liberties Office 
TRICARE Management Activity \ 
Air Force Privacy Office 
NGA 
TRICARE Management Activity 
Missile Defense Agency \ 
Defense Commissary Agency x 
DTIC X 
Defense Priv~ and Civil Liberties Office 
DON, CIO, Privacy 
Defense Privacy and Civil Liberties Office 
MITRE 
Defense Logistics Agency 
Air Force Privacy Office 
Missile Defense Agency, CPO :\ 
National Security Agency \ 
Office of General Counsel \ 
National Reconnaissance Office 

__ Natic~aJ Cjeo~p~ial Intelligence Agency ____ 
WHS/ESD/IMD \ 
DCMA 
Defense Manpower Data Center \ 
MDA 
Defense Privacy and Civil Liberties Office x 
Defense Privacy and Civil Liberties Office 
DISA/Records and PA \ 
Marine Corps x 
MITRE/AMC 
Defense Contract Management Agency x 
Defense Privacy and Civil Liberties Office x 
Marine Corps 
Defense Privacy and Civil Liberties Office 
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Defense Privacy Board Action Item List 

Open Action Items List (NOTE: All submissions to DPO sllou!d be sent to dpo.correspo11de11ce@osd.mil) 

-__ ,'>Actto~-,i~ebt~_Itescription Assigned --·n11e·n~_tti--'.-
- -

' 
-lten1Number Topic 

To 
_Status Comments-

-- ---

20110615-01 Other US-CERT Reporting Concerns All 06/21/2011 OPEN Send comments to 
for inclusion in DPCLO Components dpo.con·espondence@osd.mil. 
Proposal 

20110615-02 Other Breach Management and AH 06/22/2011 OPEN Send completed survey to 
Prevention Training Survey Components dpo.correspondence(@osd.mil. 

20110615-03 Other Quarterly Reports including All 07/15/2011 OPEN Qualierly Reports including Section 
Section (rn) Contractor Reviews Components (m) Contractor Reviews 

Closed Action Items List 

Item Number Topic Action Item Description Assigned Due Date Status Comments 
To 

20100818-04 Other Address SSN removal from DP CLO TBD CLOSED Address SSN removal from records 
records with NARA. with NARA. 

20100519-02 Other Disposition of PU stored in copy DP CLO/ TBD CLOSED Discuss details with l(b)C6> I 
machine hard drives DLA 

20100519-04 Policy Guidance and contract language DP CLO TBD CLOSED To be addressed after submission 
outlining contractor liability of first Section (m) reviews 

20100519-05 Policy Guidance/templates Components DP CLO TBD CLOSED Data being collected via CSOP 
could use to determine optimal Survey. 
resource levels and justify 
fwiding 

20100818-01 Other Flash Memory DP CLO TBD CLOSED Research Flash Memory 
20100818-02 Other Ensure Privacy FAR clauses DP CLO TBD CLOSED Section M reviews have 

cited in contracts commenced 
20100818-03 Other Reassigrunent of SSN review in DPCLO/ TBD CLOSED Outside scope ofDPB 

DITPR to CIO. CIO 
20100818-05 Other Contact CIO Council to host a DPCLO/ TBD CLOSED DHR.A is appropriate lead. 

guest speaker on SSN Reduction CIO 
Lessons Learned. Council 
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Def cnsc Privacy Board Action Item List 

20100818-06 Other Research locations/availability DP CLO TBD CLOSED Research locations/availability of 
of lists published from 193 Os to lists published from 1930s to 1990s 
1990s which contain service which contain service member 
member names and SSNs. names and SSNs. 

20100519-08 Policy Take a look at Memberships DP CLO TBD CLOSED Establish in Directive for Privacy 
and Civil Liberties. (Issues two 
sets of principles etc.) 

20100519-07 Other Joint Base Physical Access Issue Navy/AF TBD CLOSED Keep on parking lot 
(Base Commanders not 
Addressing PA, sponsoring 
visitors) 

20100519-06 Reporting Clarification on what DP CLO TBD CLOSED No coordination outside of 
coordination is required for Component Privacy Office 
completing the 'Scope of required. 
Advice' FISMA Report 
question, e.g. should 
Components query GC for the 
scope of privacy advice they 
have provided 

20100519-03 Policy Boilerplate contract DP CLO TBD CLOSED OMB currently drafting FAR 
language/FAR clause requiring clause 
Privacy Act training 

20l00519-01 Reporting SORN Pre-Deployment Air Force TBD CLOSED Discuss with CIO. 3-6 month 
Category ill DITPR timeline. 

20100120'-0l Civil Liberties Submit Points of Contact All 20100701 CLOSED Component Privacy Officers asked 

• "Organizational Components to help Component leadership 
Placement and Structure identify points of contacts ASAP 
of the DoD Civil 
Liberties Officer 
Function" 

20100120-02 Reporting Submit Quarterly Reports to AU 20100515 CLOSED Due the 15m workday following the 
DPO: Components close of the quarter. Last 

• Biennial Privacy submission was 20100115. 
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Defense Privacy Board Action Item List 

Training Report 

• Section 803 of the 9/11 
Commission 
Recommendations 
Report 

• System of Records 
Notice Review Report 

20090218-02 Reporting Submit comments on the revised AH 20090731 CLOSED Comments due July 31, 2009. 
Breach Report template to DPO. Components 

20090715-01 Reporting Installation Physical Access All 20090731 CLOSED Responses due July 31, 2009. 
Control Systems Information. Components 

20090715-02 Reporting FISMA Privacy Report. All 20090817 CLOSED Responses due August 17, 2009. 
Components 

20090218-04 Civil Liberties Develop and track Civil DPO Ongoing CLOSED DSD signed May 9, 2009 memo 
Liberties Officer package designating Acting DA&M as DoD 

CLO. 
20090415-02 Policy Develop guidance on the DPO 20091201 OPEN Guidance will be posted to DPO 

considerations when emailing of website as a FAQ. 
PII within a Component agency, 
across the Department and 
outside the Department. 

20090415~01 Other Confirm DPO mailbox accepts DPO 20090501 CLOSED DPO mailbox can accept encrypted 
encrypted and FOUO messages and FOUO messages. 

20090218-05 Reporting Provide comments on revised All 20090403 CLOSED Duplicate and error. Refer to 
breach reporting template to Components 20090218-02. 
DPO. 

20090318-01 Reporting A request from Component for DPO 20090401 CLOSED Authority is in the 5400.11 ~Rand 
DPO to provide Authority for the OMB Circular A-130. DPO 
training reports. memorandum sent April 3, 2009. 

20090218-03 Policy Provide comments to DPO on All 20090430 CLOSED Extension granted by Director, 
DoD 5400.11, DoD 5400.11-R, Components DPO. 
DoD memorandum 
"Safeguarding Against and 
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Defense Privacy Board Action Item List 

Responding to the Breach of 
Personally Identifiable 
Information'', 25 Sep 2008, and 
all Defense Privacy Board 
Advisory Opinions. 

20090415-03 Policy Provide guidance on how to DPO 20090520 CLOSED Concerns addressed. Guidance 
delete an exemption from a template forthcoming. 
SORN. 

20090318-02 Reporting Section 803 of the 9/11 All 20090715 CLOSED Consolidated under Item Number 
Commission Recommendations Components 20090218-01. 
Report. 

20090318-03 Reporting Systems of Records Notice All 20090715 CLOSED Consolidated under Item Number 
Review Report. Components 20090218-01. 

20090617-01 Reporting Submit comments on All 20090626 CLOSED Comments due June 26, 2009. 
consolidated Quarterly Report Components 
template to DPO. 
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DEFENSE PRIVACY BOARD 

AGENDA 
Date: Ju ly 20, 2011 
Time: 1 :00 pm - 2:30 pm 
Location: DPCLO Training Room 

1901 S. Bell Street, Suite 920 
Arlinqton, VA 22202 

Dial in Numbers: 703-692-3360 PIN 6364 
703-695-9943 PIN 6364 

I. Welcome and Attendance 

II. Updates 
• SSN Use Reduction Instruction 
• Professionalization Inaugural Class 
• DPCLO Website and Sharepoint Resources 
• Component Senior Official for Privacy (CSOP)Forum 

III. Coordination of DoD 5400.11-R and DoDD 5400.11 

IV. FYll Federal Information Security Management Act 
(FISMA) Report 

V. Announcements/Reminders 
• Call for Component Privacy Program Success Stories 
• Quarterly Reports (due July 15) 

VI. Open Discussion/Wrap Up 

VII. Adjournment 
Next Meeting Date: August 17, 2011 (face-to-face) 



Defense Privacy Board (DPB) 
Meeting Minutes/or July 20, 2011 

I. Welcome and Opening Remarks 

The meeting was called to order by j<blM I Director for Privacy, Defense 
Privacy and Civil Liberties Office (,.,,tJ-p(;""" ... ["""o""')-. -A.-tt,_e_n....,d,....an_c_e ...... was taken from onsite and call-in 
participants. 

II. SSN Use Reduction Instruction 

!(b)(G) landl(b)(6) lfrom the Defense Human Resources Activity (DHRA) 
provided an update on the status of the SSN Use Reduction Instruction. Critical comments 
have been resolved. Final OGC adjudication should be completed by July 22, 2011 and then 
the package will be coordinated for pre-signature review. The Instruction will be posted to the 
Federal Register for comment during the pre-signature review. WHS Directives projects 
another year before the Instruction will be signed and published. DHRA intends to work 
toward extending DTM 2007-015-USD(P&R)-"OoD Social Security Nwnber (SSN) 
Reduction Plan" that expired Jwie 1, 2011 so that the Department has a policy in place. 

l(b)(6) ~xpressed concern that another year would pass without a signed Instruction. In 
order for the DTM to be effective significant updates are needed. He urged DHRA to 
investigate options to expedite the Instruction signature. 

Clarification on the categorization of the DoD ID Number as personally identifiable 
information (PII) was requested. 

• The DoD Identification Number will replace the SSN as the Geneva Conventions Serial 
Number for the United States as all DoD ID cards are updated through their natural 
lifecycle replacement. The DoD Identification Nmnber is the common name for the 
Electronic Data Interchange - Personal Identifier (EDI-PI). 
o The EDI-PI is a unique personal identifier created within the Defense Enrollment 

Eligibility Reporting System (DEERS) for each person who has a direct relationship 
with the Department. 

o The EDI-PI has previously been used as a system identifier and is present in many 
DoD enterprise systems. 

• To support widespread use of the DoD Identification Number, it will be printed on all 
DoD ID Cards. It is intended to support replacement of the SSN in most DoD processes 
and business needs. It shall not be used to replace the SSN in any case where the SSN is 
required by law. 

• The DoD Identification Number shall only be used for DoD business purposes. This may 
include transactions that include entities outside the Department, so long as individuals 
are acting on behalf of or in support of the Department of Defense. 
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o For use in authentication transactions, an individual's name and/or DoD Identification 
Number shall be treated as a single factor. When using an individual's name and/or 
the DoD Identification Number for authentication, a second authentication factor 
must also be provided beyond the individual's name and/or DOD Identification 
Number. 
Y The DoD Identification Number shall not be, either by itself or in conjunction 

with name, be considered sufficient for any level of authentication. 
>- Presence or knowledge of an individual's DoD Identification Number alone shall 

be considered as no more significant than presence or knowledge of that 
individual's name. It does not constitute any level of authority to act on that 
individual's behalf. 

o The DoD Identification Number may not be shared with other federal agencies unless 
a Memorandum of Understanding (MOU) is agreed upon by both the DoD and the 
recipient agency. MOU's for sharing the DoD ID Number will be managed and 
administered by USD(P&R) and must include, at minimum, the following 
stipulations: 
l> The recipient agency must agree not to share the DoD ID Number with any other 

agency or outside organization without the permission of the DoD. 
Y The recipient agency must agree that the DoD ID Number will not be used for 

single factor authentication, but will instead be used as only a single factor in a 
multi~factor authentication." 

III. Prof essionalization Inaugural Class 

Registration for enrollment in the first privacy professionalization class will be announced later 
this month. The series of professionalization sessions will begin in September. 

IV. DPCLO Website and SharePoint Resources 

The DPCLO website is currently experiencing a latency issue. A potential workaround is to 
type http://dpclo.defense.gov into the browser and click ENTER. If the page is loading slowly, 
click the mouse cursor into the browser URL box, highlighting the URL address, and then 
press ENTER. This should "trick" the computer into loading the page inunediately. 

The DPCLO SharePoint site was launched last week. Comments and suggestions for 
improvements should be sent to DPCLO. 

V. Component Senior Official for Privacy (CSOP) Forum 

The next CSO P Forum is tentatively scheduled for October 2011. Less than half of the surveys 
of resources and staff mg needs given to the CSOPs at the last CSOP meeting have been 
received by DPCLO. DPB members are asked to remind the CSOPs to complete these 
smveys. 

VI. Coordination of DoD 5400.11-R and DoDD 5400.11 
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The proposed DoD 5400 .11-M (to replace DoD 5 400 .11-R) has completed informal 
coordination and comments are with DPCLO for review. The revised DoDD 5400.11 is 
pending a final review with DPCLO prior to entering DA&M informal internal coordination. 

VII. FYll Federal Information Security Management Act (FISMA) Report 

OJ\IIB guidance for the FYl 1 FISMA report is lending. DPCLO guidance will be forthcoming 
shortly after the release of the OJ\IIB guidance. _(b)(6 l ~ecommended to the DPB 
members to review last year's reporting requirements as this year's requirements should be 
similar. Important dates for the FYl 1 FISMA report include: 

• September 13, 2011 -DoD Component deadline for input to DITPR 
• September 19, 2011-DoD Component deadline to submit report to DPCLO 
• November 15, 2011 -DoD deadline to OMB 

These dates are finn as the completed report needs time for Office of the Inspector General 
review and for the signature package to be reviewed and signed. 

VIII. Open Discussion/Announcements 

• DPCLO is soliciting privacy program success stories for use in future DPCLO 
publications. Examples of success stories include: 
o SSN use reduction efforts 
o Installation physical access control system privacy protections 
o Innovative approaches to training and awareness 
o PII breach reduction initiatives 
If available include statistical trending supporting the success story. The deadline for 
submissions is August 1, 2011. 

• Interest was expressed in more information on Data Loss Prevention tools and best 
practices. 

• It was recommended DPCLO confirm the proposed DoD 5400.11-M contains policy on 
e-mail encryption at DoD. DPCLO is verifying. 

• DPCLO will offer the training series, Privacy Act Overview: Basic Concepts of the Act. 
The series is open to all DoD employees and contractors. 
o August 11 - History of the Privacy Act 
o August 19 - Agency Requirements & Individual Rights under the Privacy Act 
o August 25 - Disclosures of PII & Associated Exceptions under the Privacy Act 
o September 15 - Exemptions from the Privacy Act 

IX. Wrap up and Closing Remarks 

l(b)(6) lthanked everyone for a very productive meeting. 

X.. Next Meeting Date 

The next DPB meeting will be held August 17, 2011 and will be a face-to-face meeting. 
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XI. Meeting Adjourned 

rrector or nvacy, DPCLO 
cretary, Defense Privacy Board 

Mi ael L. Rhodes, Director, Admimstration and Management 
Chairman, Defense Privacy l3oard 
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ATTENDANCE 
Name Or2anization Present 

(b)(6} Defense Contract Audit Agency 
Defense Advanced Research Projects Agency .\ 
OSD/Privacy 
Missile Defense Agency 
Defense Privacy and Civil Liberties Office 
Defense Security Service .\ 
Defense Threat Reduction Agency 
Defense Manpower Data Center 
Defense Privacy and Civil Liberties Office 
Defense Human Resources Activity 
Defense Threat Reduction Agency/Privacy 
Navy 
Defense Privacy and Civil Liberties Office .\ 
DON CIO 
NGA 
Defense Privacy and Civil Liberties Office \ 
TRJCARE Management Activity 
Army/FOIA and Privacy Office 
Defense Manpower Data Center 
OSD/ESD .\ 
OSD/Chief Information Office x 
TMA 
Defense Human Resources Activity \ 
MITRE/AMC 
Defense Privacy and Civil Liberties Office .\ 
MITRE/AMC 
SIGAR 
Defense Privacy and Civil Liberties Office 
Defense Logistics Agency 
Defense Manpower Data Center 
National Security Agency .\ 
Defense Privacy and Civil Liberties Office 
Defense Privacy and Civil Liberties Office \: 
Air Force Privacy 
Defense Privacy and Civil Liberties Office .\ 
Army Privacy Office _\ 

Air Force 
Army Privacy Office 
NGA 
Air Force/Policy and Compliance/IA 
Defense Privacy and Civil Liberties Office 
Defense Contract Audit Agency x 
NII 
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ATTENDANCE 
Name Oreanization Present 

(b)(6) NGA 
DONCIO \ 
NGA \ 
NGB \ 
Defense Privacy and Civil Liberties Office \. 
Defense Logistics Agency \. 
Defense Privacy and Civil Liberties Office 
DFAS :\ 
NGA 
TMA Privacy Office 
CNO, DNS-36 
Defense Manpower Data Center 
MITRE 
Defense Human Resources Activity \ 
Defense Privacy and Civil Liberties Office 
TRICARE Management Activity \ 

Air Force Privacy Office 
NGA 
TRICARE Management Activity 
Missile Defense Agency 
Defense Commissary Agency 
DTIC 
Defense Privacy and Civil Liberties Office x 
DON, CIO, Privacy 
Defense Privacy and Civil Liberties Office 
MITRE 
Defense Logistics Agency 
Air Force Privacy Office 
Missile Defense Agency, CPO :\ 
National Security Agency \. 
Office of General Counsel '\ 
National Reconnaissance Office 
National Geospatial Intelligence Agency 
WHS/ESD/IMD 
DCMA 
Defense Manpower Data Center \ 
MDA 
Defense Privacy and Civil Liberties Office \ 
Defense Privacy and Civil Liberties Office x 
DISA!Records and PA \ 
Marine Coros x 
MITRE/AMC 
Defense Contract Management Agency x 
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ATTENDANCE 
Name Or2anization Present 

(b)(6) Defense Privacy and Civil Liberties Office x 
Marine Corns x 
Defense Privacy and Civil Liberties Office 
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Defense Privacy Board Action Item List 

Open Action Items List (NOTE: All submissions to DPCLO should he sent to dpo.correspondence@osd.mil) 

20110720-01 Policy Verify e-mail encryption policy DPCLO 08/17/2011 OPEN 
in reposed DoD 5400.11-M 

20110720-02 Policy 

20110615-01 Other 

Expedite SSN Use Reduction 
Instruction signature. 
US-CERT Reporting Concerns 
for inclusion in DPCLO 
Proposal 

Closed Action Items List 

Item Number Topic Action Item Description 

20110615-02 Training· Breach Management and 
Prevention Training SurVey 

20110615-03 Compliance Quarterly Reports including 
Section (m)Contractor Reviews 

20100818-04 Other Address SSN removal from 
records with NARA. 

20100519,.02 Other Disposition of PU Stored in copy 
:machine hard drives 

20100519,.04 Policy Guidance and contract language 
outlining contractor liability 

20100519-05 Policy Guidance/templates Components 
could use to detennine optimal 
resource levels and justify 
funding 

20100818~01 Other Flash Memory 
20100818-02 Other Ensure Privacy FAR clauses 

cited in contracts 
20100818-03 Other Reassimunent of SSN review irt 

DPCLO/ 
DHRA 
All 
Components 

Assigned 
'fo 
All 
Components 
All 
Components 
DP CLO 

DP CLO/ 
DLA 
DP CLO 

DP CLO 

DP CLO 
DP CLO 

DP CLO/ 
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ASAP OPEN 

TBD OPEN 

Due Date Status 

06122/2011 CLOSED 

07/15/2011 CLOSED 

TBD CLOSED 

IBD CLOSED 

TBD CLOSED 

TBD CLOSED 

TBD CLOSED 
TBD CLOSED 

TBD CLOSED 

,____ __ ..... o follow-up with 
DHRA re arding strate ies. 
Component comments received 
June 2011. DPCLO in discussions 
with DHS and OMB. 

Comments 

Send completed survey to 
dpa.correspondence(@osd;mil. 

Address SSN removal from records 
with NARA, 
Discuss details witH(b)(6l I 

To be addressed after submission 
of first Section (m) reviews 
Data being collected via CSOP 
Survey. 

. Research Flash Memory 
Section M reviews have 
commenced 
Outside scope ofDPB 



Defense Privacy Board Action Item List 

DITPR to CIO. CIO 
20100818-05 Other Contact CIO ·Council to host a DP CLO/ TBD CLOSED DHRA is appropriate lead. 

guest speaker on SSN Reduction CIO 
Lessons Learned. Council 

20100818·06 Other Research locations/availability DP CLO TBD CLOSED Research locations/availability of 
oflists published froni 1930s to lists published from 1930s to 1990s 
1990s which contain service which contain service member 
member names and SSNs. names and SSNs. 

20100519-08 Policy Take a look at Memberships DP CLO TBD CLOSED Establish in Directive for Privacy 
and Civil Liberties. (Issues two 
sets of principles etc.) 

20100519.;07 Other Joint Base Physical Access Issue Navy/AF TBD CLOSED Keep on parking lot 
(Base Commanders not. 
Addressing PA, sponsoring 
visitors) 

20100519-06 ·Reporting Clarification on what DP CLO TBD CLOSED No coordination outside of 
coordination is required for Component Privacy Office 
completing the 'Scope of required. 
Advice'-FISMA Report 
question, e:g. should 
Components query GC for the 
scope ofprivacy advice they 

' ' ' 

have provided · 
20100519 .. 03 Policy Boilerplate contract DP CLO TBD CLOSED OMB currently drafting FAR 

language/FAR clause requiring clause 
Privacy Act training 

20100519-01 -Reporting SORN Pre·Deployment Air Force TBD CLOSED DisCuss With CIO. 3-6 month 
Category in DITPR timeline. 

20100120-01 Civil Liberties Submit Points of Contact All 20100701 CLOSED Component Privacy Officers asked 
• "Organizational Components to help Component leadership . 

Placement and Structure identify points of contacts ASAP 
of the DoD Civil 
Liberties Officer 
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Defense Privacy Board Action Item List 

FUn.ction" 
20100120.-02 Reporting Submit Quarterly Reports to All 20100515 CLOSED Due the I Sm workday following the 

DPO: Components close of the quarter. Last · 

• Biennial Privacy submission was 20100115. 
Training Retfort 

• Section 803 ofthe 9/11 
Commission 
Rec.ommendations 
Report 

• System -0f Records 
Notice Review Report 

20090218-02 Reporting Submit comments on the revised All 20090731 CLOSED Comments due July 31, 2009. 
· Breach Report template.to DPO. Components 

20090715-01 Reporting Installation Physical Access All 20090731 CLOSED Responses due July 31, 2009. 
Control Systems Information. Components 

20090715-02 Reporting FISMA Privacy Report. All 20090817 CLOSED Responses due August 17, 2009. 
Co:cnponents 

20090218-04 Civil Liberties Develop aiid track Civil DPO Ongoing· CLOSED DSD signed May 9, 2009 memo 
Liberties Officer package designating Acting DA&M as OoD 

CLO. 
20090415-02 Policy Develop guidance on the DPO 20091201 OPEN Guidance will be posted to DPO 

considerations when.emailing of 
· PIT within a Comp0nent agency, 

website as a FAQ. 

across the Department and 
outside the Department. 

20090415-01 Other Confirm DPO mailbox accepts DPO 20090501 . CLOSED DPO mailbox can accept encrypted 
enc ... n.~ and FOUO messa~es and FOUO messages. 

20090218-05 Reporting Provide comments on revised All 20090403 CLOSED Duplicate and error. Refer to 
breach reporting template to Components 20090218-02. 
DPO. 

20090318-.0 I Reporting · A request from Component for DPO 20090401 CLOSED Authority is in the 5400.11-R and 
DPO to provide Authority for the OMB Circular Aw130. DPO 
training reports. memorandmn sent April 3, 2009. 
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Defense Privacy Board Action Item List 

20090218-03 Policy Provide comments to DPO on· All 20090430 CLOSED Extension granted by Director, 
DoD 5400.ll, DoD 5400.11-R, . Components DPO. 
DoD memorandum 
''Safeguarding Against and 
Responding to the Breach of 
Personally Identifiable 
In.fonnation", 2s· Sep 2008, and 
all Defense Privacy Board 
Advisory Opinions. 

200904-15...03 Policy Provide guidance on bow to DPO 20090520 CLOSED Concerns addressed. Guidance 
delete an exemption from a template forthcoming. 
SORN. 

20090318-02 Reporting Section 803 of the 9/11 All 20090715 CLOSED Consolidated under Item Number 
Commission Recommendations Components 20090218-01. 
Report. 

20090318..03 Reporting Systems of Records Notice All 20090715 CLOSED . Consolidated under Item Number 
Review Report. Components 20090218-01. 

20090617-01 Reporting Submit comments on All 20090626 CLOSED Comments due June 26, 2009. 
consolidated Quarterly Report Components 
template to DPO. 
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AGENDA 
• SSN Use Reduction Initiative Update 

• Breach Reporting, Statistics and Prevention 

• CSOP Forum Agenda 

• DoD 5400.11-RAdjudication of Informal Comments 

" Announcements 

" Open Discussion 

• Adjournment 



Defense Privacy Board (DPB) 
Meeting Minutes for August 17, 2011 

I. Welcome and Opening Remarks 

The meeting was called to order by """l(b .... )(G .... )------.... 1 Director for Privacy, Defense 
Privacy and Civil Liberties Office (DPCLO). Attendance was taken from onsite and call-in 
participants. 

II. SSN Use Reduction Initiative Update 

DTM 2007-015-USD(P&Rf. "DoD SSN Reduction Plan" has been reissued with an expiration 
date of December 1, 2011. (b)(G) IDPCLO Support briefed the DPB on 
Component Privacy Office responsibilities under DTM 2007-015-USD(P&R). Guidance, 
procedures, and templates were distributed and are available on the DPCLO SharePoint site. 

The first due-out for Component Privacy Officers is to compile a list of the systems intended 
for review during FYl 2 Q 1. This list is due to DPCLO by September 14, 2011. 

Additional questions DPCLO will seek to clarify and provide feedback on to the DPB: 
• Process for reviewing systems where system of records notices (SORNs) are not 

documented in the DoD Information Technology Repository (DITPR), 
• Establislunent of an overarching cross-functional stakeholder committee in 

OUSD(P&R)/DHR.A, to resolve SSN use reductions issues outside the scope or 
authority of the DPCLO, and 

• Expanded guidance on the release of the DoD ID Number under FOIA. 

Mr. Reheuser, Director, DPCLO thanked the DPB members for their leadership and due 
diligence on the SSN use reduction activities. 

III. Breach Reporting, Statistics and Prevention 

There was a 21 % increase in the number of breaches reported FYI 1 Ql-Q3 compared to the 
same period in FYlO. This increase may be attributed to either an increase in the number of 
breaches, or a greater awareness of the reporting requirement. 

Misdirected and unencrypted e-mails containing PII and paper records continue to be 
problematic. l(b)(G) IDLA informed the DPB that a guide for downloading PKI 
certificates was available from DISA. This should allow encrypted communications to non­
CAC holders. She will forward the link to DPCLO for distribution to the DPB. 

The necessity of encrypting e-mails transmitted within the DoD network was questioned. 
DPCLO will coordinate this issue with the IT community. 

IV. Component Senior Official for Privacy (CSOP) Forum 
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The next CSOP Forum will be held October 20, 2011 at the Pentagon in room 3D947A. 
Attendance is restricted to CSOPs. Agenda items include SSN Use Reduction initiatives, Civil 
Liberties Program activities, the status of the DoDD 5400.11 and DoD 5400.11-Rrevisions, 
and general privacy hot topics. An invitation will be sent to CSOPs with cc: to Component 
Privacy Act Officers. 

V. DoD 5400.ll~R Adjudication of Informal Comments 

l(b)f
6
l J DPCLO Support thanked the DPB for the effort that went into preparing 

comments on the revised DoD 5400 .11-R. A detailed adjudication of comments and revised 
DoD 5400.11-R will be distributed mid-September. At least ten (10) working days will be 
provided for this next review. 

VI. Open Discussion/ Announcements 

• New information continues to be posted to the DPCLO website and SharePoint site, 
including a new SORN search feature. 

• llbJ(BJ k.vin be speaking at the NORTHCOM Privacy Act/FOIA Conference in 
Colorado Springs on October 4-6> 2011. 

• The DPCLO breach report template will be reformatted from Microsoft Word to Excel to 
allow the option of importing data directly from the form when the automated breach 
reporting tool is deployed. 

• SORNs are to be reviewed every two years. Many Components have SORNs dated from 
the 1990s. DPB members are asked to build these SORNs into their reviews as 
appropriate. 

• Those DPB members whose offices are being BRAC'd were reminded to provide 
DPCLO with updated contact information. 

• DPCLO is still working on the proposal to US-CERT to narrow the breach reporting 
requirements. More information is forthcoming. 

• DMDC has developed a process to assist Component Priv~~ Officers in obtaV1ing 
contact information on individuals impacted by a breach. _ ) r JDMDC 
will forward the process and related link. 

VII. Wrap up and Closing Remarks 

l(b)(6) µianked everyone for a very productive meeting. 

VIII. Next Meeting Date 

The next DPB meeting will be held September 21, 2011 and will be a teleconference. 

IX. Meeting Adjourned 

irector for Privacy, DPCLO 
ecretary, Defense Privacy Board 
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~ Disapproved 

~-
Michael L. Rhode: rrector:Adliinistration and Management 

9-9, t( 
Date 

Chairman, Defense Privacy Board 
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ATTENDANCE 
Name Or2anization Present 

(b)(6) Defense Contract Audit Agency 
Defense Advanced Research Projects Agency x 
OSD/Privacy \_ 

Missile Defense Agency 
Defense Privacy and Civil Liberties Office 
Defense Security Service 
Defense Threat Reduction Agency 
Defense Manpower Data Center 
Defense Privacy and Civil Liberties Office 
Defense Human Resources Activity 
Defense Threat Reduction Agency/Privacy 
Department of the Navy x 
Defense Privacy and Civil Liberties Office 
DON CIO 
NGA 
Defense Privacy and Civil Liberties Office x 
TRICARE Management Activity 
Army/FOIA and Privacy Office 
Defense Manpower Data Center 
OSD/ESD 
OSD/Chief Information Office x 
TMA 
Defense Human Resources Activity 
MITRE/AMC 
NRO \_ 

Defense Privacy and Civil Liberties Office x 
MITRE/AMC '\ 
SIGAR "\ 
Defense Privacy and Civil Liberties Otlice \_ 

Defense Logistics Agency 
Defense Manpower Data Center 
National Security Agency \_ 

Defense Privacy and Civil Liberties Otlice 
Defense Privacy and Civil Liberties Office x 
Air Force Privacy 
Defense Privacy and Civil Liberties Office \_ 

Army Privacy Office x 
Air Force x 
Army Privacy Office 
NGA 
Air Force/Policy and Compliance/IA 
Department of the Navy 
Defense Privacy and Civil Liberties Office 
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ATTENDANCE 
Name Organization Present 

(b)(6) Defense Contract Audit Agency \ 
NII 
NGA 
DONCIO 
NGA x 
NOB _\ 

Defense Privacy and Civil Liberties Office \ 
Defense Logistics Agency 
Defense Privacy and Civil Liberties Office .\ 
DFAS 
NGA 
TMA Privacy Office 
CNO, DNS-36 
Defense Manpower Data Center 
MITRE 
Defense Human Resources Activity 
Defense Privacy and Civil Liberties Office x 
TRICARE Management Activity \ 
Air Force Privacy Office \ 

NGA 
TRICARE Management Activity 
Missile Defense Agency x 
Defense Commissary Agency \ 
DTIC \ 
Defense Privacy and Civil Liberties Office \ 
DON, CIO, Privacy 
Defense Privacy and Civil Liberties Office 
MITRE 
Defense Logistics Agency \ 
Air Force Privacy Office 
Missile Defense Agency, CPO .\ 
National Security Agency 
Office of General Counsel \ 
National Reconnaissance Office 
National Geospatial Intelligence Agency ' . . \ 

WHS/ESD/IMD 
DCMA 
Defense Manpower Data Center x 
MDA 
Defense Privacy and Civil Liberties Office x 
Defense Privacy and Civil Liberties Office \ 

DISA/Records and PA x 
Marine Corps \ 
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ATTENDANCE 
Name Organization Present 

(b)(ti) MITRE/AMC x 
Defense Contract Management Agency 
Defense Privacy and Civil Liberties Office 
Marine Corps 
Defense Privacy and Civil Liberties Office 

6 



Defense Privacy Board Action Item List 

Open Action Items List (NOTE: All submissions to DPCLO should be sent to dpo.correspondence@nsd.mil) 

20110817-01 Compliance Provide list of systems to be All 9/14/2011 OPEN 
reviewed during FY12 Ql for Components 
SSN use reduction 

20110817-02 Policy Detennine if e-mails containing DPCLO TBD OPEN 
PH sent on a secure DoD 
network need to be encr ted 

20110615-01 Other US-CERT reporting concerns for All TBD 
inclusion in DPCLO proposal Components 

Closed Action Items List 

Item Number . Topic ActioD.,I~emDes:eription Assigned -- _- ::ro -- -
20110120..01- _ -__ -l~olicy 

20110120~02 __ .- .- Policy 

Verify~mailencryptlon policy __ DPCLO 
in - -_S"ed.DoD 5400.11-M 
Ex:pedite-$SN l]se Reduction -- - -- DPCLO/ 
II1structiot1 si atur~. · - - DHRA _ 

Du.eD~te 

08/17/'2.0iL 

ASAP-_ 

20110615-03 --__ Cofupli<inCe · - Quarterly Re-ports fuc!Uding -_-_ All ·. -· 07/15/2011 
Sectfori (Il1 Cfontractor Reviews Com nents 

20100818--04-- _ - -Other 

20100519--02 __ - : ()ther 

20l00Sl9.;04-- -- Policy_. 

Ad<lreSSS~Nremoval from -- - - -DPCLO 
reco_tds WlthNARA. 
Dis_poSitiO:n -of Pllstored in copy: : I>PCLO/ 
nll\cl:tine }lard drives -- DLA 
Ouid:lnc~ and co11ttact lariguage _- DPC:(;O ·· 

· ·.outlinin contracfor.Habili -- --

TBD _ 

TBD 

TBD 

201{)0519-05 __ Policy · · · · · G4idance/templates Corilponerits -_ I>PCLO . · · TBD 
collld use to determine 0 timal ----

7 

OPEN 

Status 

CLOSED 

CLOSED 

CLOSED 

CLOSED 

CLOSED 

- CLOSED 

_-_-CLOSED 

CLOSED 

Component comments received 
June 2011. DPCLO in discussions 
with DI-IS and OMB. 

Comments 

Updates incorporated into reviSed 
mari-Uhl; --

Add.i:¢5S SSN removal from reeords 
with NARA. 
Diseuss details with b)(6) ____ ..... 

-_ To be addressed after submissim:i 
()fftrsfSection. Ill r~vk~ws __ -_-•- -_- -
Data bcirtg collected via CS()P _ 
Stirve . 



Defense Privacy Board Action Item List 

20100818~01 ·. Other 
201008 f8;.{)2 ·. Other .· . 

20100818-03 .·.. Other 

20100519~08 ·. 

20l00519;.07 .· Other . 

20100519~06 Reporting 

20100519-03 Policy. 

20100519,.01 ·. 

resource levels a11d justify 
fundin· · · 

Ensure PrivacfFAR Clauses .· 
cited incohtracts .· .. ·.· .· . . 

··•·· •• ReassignmentofSSNreviewin 
>n1TJ>Rto CIO. . 
ContactCIO Council to hOsta 
guest speaker on SSNlfodl.lction 
Lessol1S Learned. > · . 

. · Research lOcationslavttilahiHty 
· · · oflists publiShed from 193 OsJo 

.. 1990s which contail1 s1;:rvice .· 
merribernames and SSNs •. · 

· .. ···.'fake a1ookat Memberships·.·· .. ··. 

·• Joint.·Base Physical Access Issue 
·.•(Base Commanders not··.· 

.· Addressing PA, sponsoring 
visitors 
Clarification on what 
coordination is requiredfor ·. 
completingthe 'Scope of 
Advice;· FISMAReport 
question> e.g. should 
Components query GC for the 
scope ofprivacy advice they 
have rovided 
Bqilerplat~ contract 
language/FAR clal1serequiring 
Privac ActtrainiI1 . · · · · .. ·.·.·.· · .· · · · · 

DPCLO .TBD 
bPCLO ·. · TBD 

Council 
DPCLQ 

Navy/AF TBD 

DPCLO TBD 

DPCLO TBD 

Air Force TBD 

8 

CLOSED·· 
CLOSED .•·Section M reviews have .•. 

c()mniet1ced .··. 
CLOSED Outside scope ofDPB .· 

.· CLOSED ·.·· • DHRAis appropriate lead. 

·. CLOSED .. Research Iocation~a-vai:ta'bility of . ·• 
.· lists published ftorrt 1930s to 1990s'. ·.·· 

.···.. which containservice.membei' · · · 
names andS:SNs .. · 
,Establish in Directive for Privacy · .· 

. and Civil Llbertie~. (Issues n\ro .·. • ·· · 
·. · . sets of· rinci les ~tc.) ·... . · 

.· CLOSED · .. · Keep on parking lot .. · 

CLOSED No coordinationoutsideof· 
Component Privacy Office 
required .. 

CLOSED OMB currently drafting FAR 
clause · 

CLOSEil Discuss with CIO. 3-6 month . 



Defense Privacy Board Action Item List 

Category ill DITPR timelhie. 
20100120-01 Civil Liberties Submit Points of Contact All 20100701 CLOSED Component Privacy Officers asked 

to help Component leadership · 
identify points of contacts ASAP 

• "Organizational Components 
Placement and·Structure 
of the Dob Civil . . · 
Liberties Officer 

· .. ·•·· Function~' 
20100120-02 ·. - Reparting SubID.i(Qua:rterly Reports to -AU 20100515> · 

DPO!: -_-- -< - - · .· --'.:eomponents 
CLOSED 

.- .· -Biemrlal Privacy 
.·.·Training Report 

·. • Section>803 of.the 9/11 
.. Commission:·.·· .·. • .·. 

· .. ·. Recornrneridations .·· . · 

.· ... · ·. • ~;;fefuofR~ords 
-~ -N:c;tlce ReV'iew R rt 

20090218-02 - -~epartlng Subntltc.olnµien:ts on the revised __ --All 
BreachR:e rttem late to DPO:-: ·com onents 

20090715".01 .· .· ·• Reporting.. ]nstaUatiouPhysical Access · All . 
•control .. stel11S Tnfortnation..•·. 

200907Ji •· _: CLOSED 

20090711 CLOSED 

Dile the 15 workday following the 
clos¢ofthequarter. Last ._· __ ._--.-_­
subtnlsSion was 20100115. -. -_ --

.• 

Conl:Inents due July 31, 2009f -__ -__ -.-.• -_ 

Responses due July 31, 2009. . : 

2Q090.715~02 · lleportillg.· .. · ... · : · .fISMA Pri:in1cylle~·, · · .• · · .. · · ·. · .· .. ·'' ',' ' '' 20090817 
netits 

CLOSE(> .·· .. ·· Responses due August 17, 2009~ -

20090415-02 - : }>-Olicy 

20090415-01 . .· Other 

Develop :gµi_<tance on the : _ -P.PO 
consi4eratfons when emailing of. ---_- _- . 
Pf{ witltlri a Component agency, ·.•· · 

.· · >: .··.~~~~~J(~e0b~=:t/d < .· 
· · ConfirniJJPOm$.lboxaccepts ·· ·.·. DPO .· 

en ted and FOUO mess es 

9 

Ol1goi11g CLOSED 

200912(}1-_ OPEN 

20090501 ·. ·.CLOSED 

DSD signed May 9) 2009 memo 
desigill1ting Acting DA&MasDoD·. 
QLO~----·-- . --
Guidance will be posted to DPd -_ 
website as a FAQ. - -- · -

UFO mailbox can acceptencrypt(Xi 
ancl FOUO messa es. 



Defense Privacy Board Action Item List 

20090218-05 Reporting 

20090318-0l ·Reporting 

20090218--03 - Policy 

20090415-.03. 

-_ 20090318-02 ·:Reporting 

20090318-03 

20090617~01 -- Reporting 

Provide comments oil revised AU 20090403 -CLOSED 
_ breacltrepbrtingtemplate to·_-_-. -
l)PQ.---

-Atequestfro111Componentfor DPO 20090401 CLOSED 
DPQ tO provide Authority for -_ 
traiuingr -_ orts. -- -- -

-- Provide 6omments to: DPOon 20090430 __ CLOSED 
-0oD S400.ll, Dol) S400J 1-R, Comp<>nents 
-- Do1J·-rnemorandiim.- _-- -

__ -- .-___ -- i'SafeguardingAgainst and·- ____ -_ 

__ -- i:!~:it1~:n~~z:ach of 

-•I11foll1lation'\ 25Sep200S,and 

- ~~~~&oPf~:;-uoard 
--_Provide~da.nce onhowto ---cLOSEJ)_ 
defoteanexetnptionfroma· _- _ 
SORN.-•-- - - -
Section 803 o:fthe 9/11 All 20090715 - CLOSED 
.-Cornnrl~~onReOOIIlll1endations · Compouents 

-_ Report 

Systetns of Records Notice -_ 
Review Re ort; - -
Submitcomrnents on -­
conse>lidated Quarterly Report __ tern lat~toI>Po. _- -- -- --- -

All --- - '.?009071S 
·com _orients 
All 20090626 
Components __ -. 

10 

CLOSED 

_CLOSED 

Duplicate and error. Refer to 
20090218-02; _- -- - -

Authority is in the 5400.ll-R and •-•-.-_ 
__ the ()J!.AB Circular A-130.<DPO _ 

tnenforandum serit A ril3, 2009~ _>-- -_ 

-_ Bxtensiongra.nted by Director;--. -_ -•­
DPO> 

Concerns addressed; GuicJ:ance -_ -_- --- --
•-template-forthcoming. 

Cons0Hdated urider Item Number>•--__ _ 
-_ 20090218-0L 

Co11$olicfatedunder Item N:Uniber • -_· 
20090218-0l.-
Comti1ei1ts dueJune26,2009; -._ - -- -



AGENDA 
v Review of Open Action Items 

v SSN Use Reduction Initiative Update 

• DoD Identification Number 

w Breach Reporting 

v Training 

v Announcements 

w Open Discussion 

ii Review of New Action Items 

• Adjournment 



Defense Privacy Board (DPB) 
Meeting Minutes for November 30, 2011 

I. Welcome and Opening Remarks 

The meeting was called to order byl(b)(G) I Executive Secretary, DPB and 
Director for Privacy, Defense Privacy and Civil Liberties Office (DPCLO). Attendance was 
taken from onsite and call-in participants. 

II. SSN Use Reduction Initiative Update 

DHRA representatives,l(b)(G) landl(b)(G) jprovided an update on the 
status of the SSN use reduction Instruction, DTM extens10n and on the resolution of issues that 
are holding up the Instruction. They are reviewing comments received during pre-coordination 
of the Instruction. The DTM extension was in the front office awaiting signature. They 
believe this may take approximately two weeks for issuance. 

l(b)(G) ~eiterated to the Components that their SSN Use Justification memos must include 
the system's DITPR number in the document, preferably in the subject line. He also asked that 
the Components include the specific SSN use case(s) being claimed. 

III. DoD Identification (ID) Number 

DPB members were informed that the DoD ID Number is considered PII as it is a unique 
personal identifier. As with any other PII used internally in the course of business activities, if 
the DoD ID Number is sent to someone engaged in an authorized DoD business process and 
with a need-to-know it is not considered a breach. 

IV. Breach Reporting, Statistics, Compliance and Reporting Tool, and Breach Mitigation 
and Awareness Tips 

l(b)(G) ~eminded the DPB members that all breaches are to be reported to the DPCLO. 
Paper records and e-mails continue to be the highest cause of breaches. Breaches related to 
information sharing, e.g., inappropriate postings to shared drives, have increased from 14% to 
16% between the 1st and 4th Qtr of FYl 1. 

It has also been reported that paper records containing PII have either been left behind during 
office moves or improperly disposed of during a move. It was stressed that as more offices 
move due to the BRAC process, everyone must be mindful of taking all important files with 
their office or properly disposing of the files, i.e., in bum bags if appropriate, and through 
proper records management disposaVretirement procedures. The DPCLO has created an 
InfoNet message related to the protection of Pll during office moves that is being played in the 
National Capital Region. A poster is also available on the DPCLO Sharepoint site. 

The risk assessment model found in Table I ofDA&M memorandum "Safeguarding Against 
and Responding to the Breach of Personally Identifiable Information (PU)" describes factors 
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and risk determinations related to the notification of individuals affected by a breach. This 
table is under revision. 

V. Training 

The first DPCLO Privacy Officer Professionalization (DPoP) program was held October 24-
28, 2011 at the DPCLO. Ten participants representing nine Components took part in the 
training. All participants reported increased knowledge and understanding of Privacy Act 
implementation. Recommendations for adjustments in content and structure are being 
incorporated for the next cycle. 

l(b)(G} loLA made a request to have DPCLO sponsor IAPP Certification provided as a 
group course for DoD Privacy Officers. He suggested the training could be provided via VTC. 

l(b)(G) IDCMA also made a request to have the DPCLO one day trainings held 
back-to-back for Component members who are not geographically located to the DPCLO 
location. (NOTE: Since this meeting the DPCLO began development of a new Three Day 
Privacy Training Series to be held February 6-9, 2012. The materials will include a didactic 
portion and practical application exercises. Class size will be limited to twelve students to 
better enhance the learning experience. Information on registration will be provided via 
Sharepoint.) 

l(b)(G} ~nounced that starting in January 2012 the DPB agenda and minutes will be 
posted on the DPCLO Sharepoint site for access and will not be sent out via email after that 
point in time. 

The Privacy training calendar is located on the DPCI .0 Sharenojnt S~. 1t currently shows 
classes through September 2012. Please contact l(b)(G) ith specific questions 
about training opportunities. 

VJ. DPCLO Sharepoint Site Update 

The DPCLO Sharepoint site is designed to be an information hub for all things relating to 
privacy. Please check the site regularly for informational materials that are being added 
weekly. You can set up an alert so that every time something new is posted to the site you'll 
receive an email. 

We have added training opportunities to the privacy training calendar. These postings include 
classes that we are offering as well as conferences and other events sponsored by societies and 
associations in the DC area, e.g .. , IAPP, ASAP. Other recent Sharepoint additions include 
video clips and pamphlets from the InfoNet campaign. 

SharePoint will be upgrading to version 20 I 0 over the next three months. More information to 
follow. 

If you have yet to register for Sharepoint, please contact .... l(b-)(-
6

) ___ __. 
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VII. Open Discussion/ Announcements 

• DLA would like to provide assistance with improving the privacJ portion of the DoD 
Infonnation Assurance (IA) training. l(b)(5l !recommended (b)(5) ~e 
contacted in reference to this request. 

• l(b)(6) lwas asked to engage the leadership to detennine if the DoD ID Number was 
releasable under the Freedom of Infonnation Act (FOIA). 

VIII. Wran un atd Closing Remarks 
l(bJ(

5
l Jhanked everyone for a very productive meeting. 

IX. Next Meeting Date 
The next scheduled DPB meeting will be held January 18, 2012 and will be a teleconference. 

X. Meeting Adjourned 

(b)(6} irector for Privacy, DPCLO ,___ _____ __, 

Executive Secretary, Defense Privacy Board 

·~ Disapproved 

~Q_ 
Michael L. Rhodes, Director, Administration and Management 
Chairman, Defense Privacy Board 
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ATTENDANCE 
Name Or2anization Present 

(b)(6} Defense Contract Audit Agency 
Defense Advanced Research Projects Agency "\ 
OSD/Privacv \ 
Missile Defense Agency 
Defense Privacy and Civil Liberties Office 
Defense Security Service 
Defense Threat Reduction Agency 
Defense Manpower Data Center 
Defense Human Resources Activity 
Defense Threat Reduction Agency/Privacy 
Department of the Navy \ 
Defense Privacy and Civil Liberties Office 
DONCIO _\ 

NGA 
Defense Privacy and Civil Liberties Office \_ 

TRICARE Management Activity 
Anny/FOIA and Privacy Office 
Defense Manpower Data Center 
OSD/ESD 
OSD/Chief Information Office \ 

TMA \ 
Defense Human Resources Activity 
MITRE/AMC 
NRO \ 

MITRE/AMC .\ 

SI GAR \ 

Defense Privacy and Civil Liberties Office .\ 
Defense Logistics Agency 
Defense Manpower Data Center 
National Security Agency \ 

Defense Privacy and Civil Liberties Office _\ 

Defense Privacy and Civil Liberties Office \ 
Air Force Privacy 
Defense Privacy and Civil Liberties Office \ 
Anny Privacy Office 
Air Force _\ 

Anny Privacy Office \ 
NGA 
Air Force/Policy and Compliance/IA 
Department of the Navy 
Defense Privacy and Civil Liberties Office 
Defense Contract Audit Agency ,-

.:'\. 

NII 
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ATTENDANCE 
Name Organization Present 

(b)(6) NGA 
DONCIO 
NGA \ 
NGB 
Defense Privacy and Civil Liberties Office 
Defense Logistics Agency \ 
Defense Privacy and Civil Liberties Office _\ 

DFAS 
NGA 
TMA Privacy Office 
CNO, DNS~36 
Defense Manpower Data Center 
MITRE \ 
Defense Human Resources Activity 
Defense Privacy and Civil Liberties Office 
TRlCARE Management Activity \ 
Air Force Privacy Office _\ 

NGA 
TRICARE Management Activity 
Missile Defense Agency \ 
Defense Commissary Agency \ 

DTIC _\ 

Defense Privacy and Civil Liberties Office \ 
DON, CIO, Privacy 
Defense Privacy and Civil Liberties Office 
MITRE 
Defense Logistics Agency _\ 

Air Force Privacy Office 
Missile Defense Agency, CPO _\ 

National Security Agency 
Office of General Counsel _\ 

National Reconnaissance Office 
National Geospatial Intelligence Agency \ 
WHS/ESD/IMD 
DCMA 
Defense Manpower Data Center 
MDA 
Defense Privacy and Civil Liberties Office \ 
Defense Privacy and Civil Liberties Office "\ 
DISA/Records and PA "\ 
Marine Corps 
MITRE/AMC _\ 

Defense Contract Management Agency _\ 
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ATTENDANCE 
Name Ori;tanization Present 

(b}(6) Defense Privacy and Civil Liberties Office 
Marine Corps \ 
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Defense Privacy Board Action Item List 

Open Action Items List (NOTE: All submissions to DPCLO sltould be sent to dpo.correspondence@osd.mil) 

Item Number Topic Action Item Description 
Assigned 

Due Date Status Comments To 
20111130-01 Policy Determine if DoD ID Number is DPCLO TBD OPEN 

releasable under FOIA 
2011 1130-02 Training Determine if group lAPP DPCLO TBD OPEN 

Certification training is possible 
for Components based on budget 

20111130-03 Training Determine if DLA will be able to DPCLO/ TBD OPEN 1101101 ill work wit1fb><5> I 
assist with enhancing the privacy CIO/DLA 1(0)(0) IDLA 
portion of the Information 
Assurance (IA) training 

20110817-01 Compliance Provide list of systems to be All 9/14/2011 OPEN 
reviewed during FYl2 QI for Components 
SSN use reduction 

2011 081 7 -02 Policy Determine if e-mails containing DPCLO TBD OPEN 
PII sent on a secure DoD 
network need to be encrypted 

20110615-01 Other US-CERT reporting concerns for All TBD OPEN Component comments received 
inclusion in DPCLO proposal Components June 2011. DPCLO in discussions 

with DI-IS and OMB. 

Closed Action Items List 

Item Number Topic Action Item Description Assigned Due Date Status Comments 
To 

20110720-01 Policy Verify e-mail encryption policy DPCLO 08/17/2011 CLOSED Updates incorporated into revised 
in proposed DoD 5400.11-M manual. 

20110720-02 Policy Expedite SSN Use Reduction DPCLO/ ASAP CLOSED l(b)(6) Ito follow-up with 
Instruction signature. DHRA DHRA regarding strategies. 

20110615-02 Training Breach Management and All 06/22/2011 CLOSED Send completed survey to 
Prevention Training Survey Components dpo.correspondence(@osd.mi I. 

20110615-03 Compliance Quarterly Reports including All 07/15/2011 CLOSED 
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Defense Privacy Board Action Item List 

201oos1s;.04 - Other 

20100$:19-.02 Other 

20100519-04 __ -- Policy 

20100519·05 . -= Policy_ 

2()l008t8'"01 -. -- Other 
·20100-.81:8~02._-- Other 

20100818;.0J__ :Other--

201oos1s-os __ :onwt-

2Cl1008f8.;06 Other- __ 

20100519~08 .. Policy 

Section (trt) • Contr~ctor Reviews -- :Comp0nents 
Address SSN removal from DPCLO TBb __ -- --
·records with NARA: . 

. · ·. · . Disposition ofPifstqi;ed in copy DPCLO/- · TBD 
. machitleharddrive~·-:··:· -- DLA 

Guidance/templates Components_:_ -t>PCLO 
could uslfo de_termine optimal". - - - --
resource: fovels and justify _ -_ -
funding - --- ---

.TBD 

TBD 

· ·.FlasfrMeffiory··---- •- --- DPCLO-__ . T.Bif -- ·-
-· . .-. ·ErtsurePrivacyFAR;¢lauses ---- - DPCLO:_.· .. ·. TBJ) 

· __ dtedincontra.¢ts•-·_.-. _ .. - _- --

Contact-CIO Council to host a l)PCLO/ 
guestspe8ker on SSN Reduction- :-cto 
Lessons-Learned. -:coimcil 
R:esearchlocations/availabHit}'--' _ DPCLO 

: .. oflists published :frf>m 1930sto --- -- -
' 1990s which contaifr''serviee '-_ 

' ' ' tnel1lber naines and S:SNs; · -
Take a-lookafMemberships __ DP CLO 

'fBD--

TBD-=----

IBD>•_--

TBD 

-20100519-07 -- :Other JointBasePhysical Access Issue -Navy/AF TBD 
(BaseConmianders not 

-- . Addressing PA. spo!lsoring -__ 
·. ·visitors) -- -- _- · · · · · · ·. -

20100519-06 -_ Reporting··.· ... ·ctarificationonwhaf ·. · · DPCLO TBD 
.cootdination is required for 
completing _the 'Scope of 

8 

_- CLOSED Address SSN removal from records 
With NARA. 

--- CLOSED > Discuss <letails with 11o1(5l I _. 

CLOSEn---

CLOSED 

To be addressed after subniission --
Qfftts(Sectiort (m) reviews _---·---_•----_----- --
Data~fog collected via CSOP __ -- _ 
Suriey; --- -

__ CLOSED - Research Flash Memory 
- CLO.SEP --·. Sectionl\1reviews have -­

_- ·- comrneticetl ·-· · 
,-_-_ CLOSED (Jut.S:idescope ofDPB 

CLOSED 

CLOSED 

_-CLOSED 

CLOSED 

l)l-fRA-isappropriate lead~ 

_ R~se::ireh locations/availability of -_ 
----_ -lists published front 1930s to 1990s 

. which contain service m~ber 

.names and SSNs. · 
Establish in Directive for Privacy 
and Civil Liberties. (Issues two 
sets()f:Princmles etc.) -
Keep on parking lot 

CLOSED · · No coordination outside of 
··component Privacy Office 
required, 



Defense Privacy Board Action Item List 

20100519-03 Policy 

· 201oos 19MOl Reporting 

Advice' FISMAReport 
que_stio11,:e.g.-· should_ 
Components_ query GC for the 
scope_-ofprlvacy-advice they 
have -: ii~Vid_ed -

-- SORN" Pre-Deployment --
Cate or Jn QlTPl{ -

DPCLO THO- -- :cLOSED 

Air Force . - t.BD -_. - -_-_- - CLOSED 

OMB currently drafting FJ\R 
clause 

Discuss with CIO. 3-6 month -_ -.-_ 
tilneline. 

SubtnitPoirtts ofContact ·- -·All 
-- • "Orgartizati()l1al · -- __ -- • . _. 

2()10012(};01 . · Civil Libetties CLOSED . Component Privacy CJf:ficers asked _­
to ?ielpCofuponentleadersllip > •----- _ 
ldettdfy points of contacts ASAP---_--

20100120•02 

20090218-02 

20090715..;Ql 

20090715~02 

200902l8M04 

Reporting 

Placell1e1lt and Structui:-~---. -
ofth~DoDCivil ·: --. --

-·- Liberties Offic~r -- · --
-·:Function" 

Submit Quarterly Reports fo 
:OPO: .----_ -- -- --•--_---_ ---_-_-

9 :_ : BientiialPri~acy 
_ . _- : : : j'raming Report 
_ -.: __ :; s~on so3 or the 9111 

: :_- -:--c_<l1illm$sion 
---lleeonimendations 
---R~rL:· -

---- .- -System of Records 
--Notice ReViewRe ort 

All 20100515 
Components 

CLOSED Due the 15 workday following the 
close of the quarter. Last 
submission was 20100115; 

Reporting Submit comments on the revised All 20090731 CLOSED Comments due July 31, 2009~ -
Breacl1:Re orttem late to D:PO. Com· onents 

Reporting fustallation Physicai.A.ccess -- · All 20090731 CLOSED - - Responses due July 31, 2009. _ - -
··control$ Stems.-rnfonnatfon>- .:. :com onents 

·Reporting FISMA Privacy Report. _--. · -· · · -- · All : · 20090817 CLOSED · '.{lesponses due August 17,,2009. 
·Corti onents 

Civil Liberties Develo andtrackCivil Di>O .- Ongoing CLOSED - DSD si ed May 9, 2009 memo 
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Defense Privacy Board Action Item List 

-20090415-02 Policy 

20090415"'.0l Other 

2009021&.;(}5 Repo~ing -_ 

2009Q3l& .. 01: ', ' 

2009021&~03 Policy 

20090415~03 Policy 

20090318;;02- · Reporting· 

20090318·03 _Reporting 

Liberties Officer package 

-bevefop _ gliidfince on the 
c0nsi~tions:when emailing of 
PU Within a-Component agency, 
acrQss the Pepartm.ent and 

DPO 20091201_ - - - -_- OPEN 

. outside th¢ n · ---· arl:tnent. 
Coilfhm ])Pb mailbox accepts 
enc ted and FOIJO messa es 

DPO 20090501- : CLOSED 

·Provide comments orirevised All 20090401 ---_ -_CLOSED 
_- brecich foporting template tO . _ .. -
DPO. - - --· . 

··Provide comments to DPO on 
-DoD5400.ll; DoD 540().1 l~R, 

- DoD memorandutll -- __ _ 
·~saregucii:diM·•Against and 

-_Resp6ridirig,:to:tlie Breach of 
Pei:ScinaUY-Ideiltifiable 
Infor:rimtlon'\25: Sep2008. and 
all Defetl.ie-i'rivacyBoard 
;\dvlsory--0: infons. 
Provide guidanceon how to 
·delete an exemptionfrom-a 
SORN. -

· C~mponents 

DPo.··-• 

All 
Components_ 

DPO 

All Section80Jofthe9lll __ ---_. . . 
CommissionReconnnend'ltions•. · Coniponents 
Report. 

200904(Jl CLOSED _ 

20090430---- -•CLOSED 

20090520 - _ cLOSED 

20090715 · -- CLOSEIJ 

Systems ofRecordsNotke · · ·All 20090715 CLOSED 
Review Re ort. - -- · - · Com one11ts 

10 

designating Acting DA&M as IloD 
CLO. 
Guidance will be postedto DPQ --- -
website as a FAQ. -

DPO mailbox can accept encrypted _ 
and FOUO messa es. - - -
Duplicate an4 error.Refert().--- -
20090218.-02. - -- -

Authority fa inJ:he 5400.11-Rand •- -__ 
·--the OIVIB CirelllarA.-lJO;DPO- - --
memorandum senfA ri13, 2009.---_ ---
Extension granted by Director, 
DPO. 

Concerns addressed .. Guidance -_ -
template forthcoming. 

Consolidated under Item Ntimber 
2Q090218~QL -- --

Consolidated underitemNumber - -
20090218~01. 



Defense Privacy Board Action Item List 

20090617~01 Reporting Submit comments on ·. .· 
consolidated Quarterly Report .· 
tem late to DPO. 

All 20090626 ·. ·.CLOSED ·· Comnients due June 26; 2009 .. ··. · · 
.Components 
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OFFICE OF THE SECRETARY OF DEFENSE 

OFFICE OF THE DIRECTOR, ADMINISTRATION & MANAGEMENT 

DEFENSE PRIVACY & CIVIL LIBERTIES OFFICE 

DEFENSE PRIVACY BOARD 

AGENDA 
Date: January 19, 2012 
Time: 8:30am - 12:00pm 
Location: DPCLO Training Room 

1901 S. Bell Street , Suite 920 
Arlinqton , VA 22202 

Dial in Number: RSVP to receive the dial in number 

I. Welcome 

II. Review of Open Action Items 

I. Paperwork Reduction Act Requirements 

II. SSN Use Reduction Initiative Update 

III. DoD Identification Number 

IV. Privacy Compliance Metrics 

• Breach Statistics 

V. Policy and Guidance 

VI. Training Recap 

VII. Announcements/Reminders 

VIII. Open Discussion 

IX. Review of new action items 

X. Next Meeting Date: February 15, 2012 

XI. Adjournment 



Defense Privacy Board (DPB) 
Meeting Minutes for January 19 and 20, 2012 

I. Welcome and Opening Remarks 

The meeting was called to order by l(b)(G) I Executive Secretary, DPB and 
Director for Privacy, Defense Privacy and Civil Liberties Office (DPCLO). Attendance was 
taken from onsite participants. (NOTE: Due to problems with the teleconference lines, the 
January 19, 2012 meeting was repeated on January 20, 2012 for persons who were unable to 
dial-in to the initial meeting.) 

II. Paperwork Reduction Act Requirements 

l(b)(G) IDOD Regulatory Program/Information Management Division provided 
an update on the Paperwork Reduction Act (PRA) requirements. Her presentation covered the 
PRA public information requirements, authority, and background. She discussed the public 
collection requirements of the PRA and how it impacts the information collection budget. 

She provided examples of "burden reduction" and defined "members of the public" as defined 
in the PRA prograrn. l(b)(G) !hen discussed PRA process requirements, contents of the 
public information collection package and the process for requesting emergency public 
information collections approvals. She concluded with an explanation of the major functions of 
the DoD Infonnalion Management Program. 

III. SSN Use Reduction Initiative 

DTM 07-015-USD (P&R) has been extended until August 1, 2012. l(b)(G) ~eminded all 
Components to continue to submit SSN use justification memoranda in accordance with the 
use case justifications in the DTM. 

The SSN Reduction Instruction is currently pending legal sufficiency review. l .... (b-)(G_J ___ .... 

estimated it will require 6-9 months for DHRA to get the Instruction signed. 

IV. DoD Identification Number 

l(b)(
6

) ~istributed a draft DoD Identification Number Information Paper for Component 
review. The paper's main points are 1) the DoD ID Number is PII and just like any other PII, 
the inherent risk of harm is contextual, 2) if the DoD ID Number being used within regular 
DoD business fimctions there is no breach when disclosed to persons with a need to know and 
therefore not reportable, and 3) FOIA requests involving the DoD ID Number should be 
processed just as any other FOIA requests and risk associated with release analyzed on a case 
by case basis. Component comments are requested by no later than COB Friday, February 3, 
2012. 
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A DPB member asked ifthe DoD ID number could be hidden when signing documents or 
email electronically· l(b)(6l I stated that this would be looked into by the DP CLO and 
DMDC. 

V. Privacy Compliance Metrics 

l(b)(G) bummarized the breach statistics for the first quarter of FY2012. The protection of 
paper records continues to be an area of concern especially in consideration of the ongoing 
office moves related to BRAC. Components were reminded to ensure records containing PII 
are transferred, retired or disposed of properly. 

VI. Policy and Guidance 

The DoDD 5400.11 is currently in pre-SD106 legal review. The DPCLO anticipates the SD106 
review to begin by late March. DoD 5400.11-R (manual) comments received during informal 
review have been adjudicated and are undergoing General Counsel review. SD 106 review will 
also begin by late March for this issuance also. 

VII. Training 

The first Privacy Act Compliance & Management (PACMan) 3-Day training series will be 
held February 7-9, 2012. Topics are Privacy Act essentials, SORN development, and breach 
management. 

Registration is closed and classes are full. Individuals registered for the course must download 
training materials from the DPCLO Privacy SharePoint site. An email containing additional 
information is forthcoming. 

DPCLO Professionalization for Privacy Officers will begin April 23-27, 2012. DPCLO will 
send further communications regarding registration in February 2012. 

DPCLO will not hold training sessions May through August due to a pending office move (this 
time period may be adjusted if the moving schedule changes). 

VIII. Announcements and Reminders 

• DPCLO will sponsor an exhibit booth at the 2012 Military Health System Conference 
(http://www.health.mil/2012mhsconference.aspx), January 30 - February 2. The conference 
will be held at the Gaylord National Hotel and Convention Center in National Harbor, MD 

• Mr. Rhodes has signed the first DoD Annual Privacy Program Report. Upon security review it 
will be posted to the DPCLO website. A limited number of hard copies will also be made 
available. 

• The ASAP 5th Annual National Training Conference (www.accesspro.org) will be held at the 
Hilton New Orleans Riverside Hotel in New Orleans, Louisiana March 20-23, 2012 

•The IAPP - Global Privacy Summit 2012 (W'W\v.privacyassociation.org) will be held at the 
Marriott W ardrnan Park in Washington, DC March 7-9, 2012 
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IX. Open Discussion 

•l(b)(G) I opened the discussion by asking if any of the Component Privacy Officers had 
received feedback on the CSOP Forums from their CSOPs. Suggestions for topics of future 
Forums should be sent to DPCLO by February 15, 2012. 

~(b)(G} !distributed a draft Information Paper on the handling of cross-component 
breaches. The paper provides guidance in instances where the perpetrator of the breach and the 
site of the breach cross DoD Components. For example Component A employee breaches 
information while working at Component B. 

The main points are 1) the reporting, management and if necessary, individual notification of 
the breach are the responsibilities of the Component who owns the site, and 2) if sending 
individual notifications to persons outside your Component, a copy of the signed and dated 
notification letter with recipient PII blacked are to be provided to the Defense Privacy and 
Civil Liberties Office. These letters will be posted to the SharePoint site and serve as a 
resource to validate and authenticate letters. 

l(b)(
6

) bsked that the Components review the information paper and provide feedback by 
COB February 3, 2012. 

X. Wrapup ....................................... 
New action items were reviewed. r)(G) I thanked everyone for a very productive 
meeting. 

XI. Next Meeting Date 
The next DPB meeting is scheduled for February 15, 2012 and will be a teleconference. 

XII. Meeting Adjourned 

(b)(6) irector for Privacy, DPCLO ,___ ______ , 
Executive Secretary, Defense Privacy Board 

Michael L. Rhodes, Director, Administration and Management 
Chairman, Defense Privacy Board 
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ATTENDANCE 
Name Organization Present 

(b)(6) Defense Contract Audit Agency 
Defense Advanced Research Projects Agency \ 
OSD/Privacy \: 
Missile Defense Agency 
White House Communications Agency \ 
National Reconnaissance Office 
Defense Privacy and Civil Liberties Office 
U.S. Transportation Command \ 

Defense Security Service \ 
Defense Threat Reduction Agency 
Defense Manpower Data Center 
Defense Human Resources Activity 
Defense Threat Reduction Agency/Privacy 
Department of the Navy \ 

Defense Privacy and Civil Liberties Office 
DON CIO \ 
NGA 
Defense Privacy and Civil Liberties Office \ 

TRICARE Management Activity 
Army/FOIA and Privacy Office 
Defense Manpower Data Center 
OSD/ESD 
OSD/Chief Information Office \ 
TMA \ 

Defense Human Resources Activity \ 
MITRE/AMC 
NRO \ 
MITRE/AMC \ 
SIG AR '\ 

' 
Defense Privacy and Civil Liberties Oflicc _\ 

Defense Logistics Agency 
Defense Manpower Data Center 
National Security Agency \ 
Defense Privacy and Civil Liberties Office \ 
Defense Privacy and Civil Liberties Office \ 
Air Force Privacy 
Defense Privacy and Civil Liberties Office ,-

' 

Army Privacy Office \ 

Air Force ' ,\ 
U.S. Northern Command \ 

ArmJ: Privaci: Office '' 
NGA 
Air Force/Policy and Compliance/IA 
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ATTENDANCE 
Name Organization Present 

(b)(6) Department of the Navy .\ 
Defense Privacy and Civil Liberties Office 
Defense Contract Audit Agency \ 
NII 
NGA 
DON CIO 
NGA .\ 

NOB .\ 
Defense Privacy and Civil Liberties Office 
Defense Logistics Agency \ 
Defense Privacy and Civil Liberties Office \ 

'' 
DFAS \ 
NGA 
TMA Privacy Office 
CNO, DNS·36 
Defense Manpower Data Center 
MITRE 
Defense Human Resources Activity 
Defense Privacy and Civil Liberties Office 
U.S. Central Command \ 
TRICARE Management Activity \ 
Air Force Privacy Office \ 

NGA 
TRICARE Management Activity 
Missile Defense Agency .\ 
Defense Commissary Agency \ 
DTIC \ 

Defense Privacy and Civil Liberties Office 
DON, CIO, Privacy 
Defense Privacy and Civil Liberties Office 
MITRE 
Defense Logistics Agency \ 
Air Force Privacy Office 
Missile Defense Agency, CPO \ 
National Security Agency 
Office of General Counsel \ 
National Reconnaissance Office 
National Geospatial Intelligence Agency .\ 
WHS/ESD/IMD \ 
DCMA .\ 
Defense Manpower Data Center \' ,, 
MDA 
Defense Privacy and Civil Liberties Office \ 
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ATTENDANCE 
NDm~ Organization Present 

(b)(6) 
Defense Privacy and Civil Liberties Office 
DISA/Records and PA x 
Marine Corps 
MITRE/AMC x 
Defense Contract Management Agency x 
Defense Privacy and Civil Liberties Office 
Marine Corps x 
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Defense Privacy Board Action Item List 

Open Action Items List (NOTE: .41/ submissions to DPCLO should be sent to dpclo.correspondence(~osd.mil) 

Item Number Topic Action Item Description 
Assigned 

Due Date Status Comments To 
2012011 9-0 I Policy Can the DoD ID number be DPCLO I TBD OPEN 

hidden when signing documents DMOC 
or email? I 

20120119-02 Policy Provide comments on Cross All 1127/2012 OPEN 
Component Breach Management Components 
and DoD ID Number Info Papers 
by cob Jan 27th 

20120119-03 Policy Publish Info Papers to web and DPCLO TBD OPEN To be published pending comments 
Share Point from DPB 

20120119-04 Other Provide any CSOP feedback or All 211512012 OPEN 
recommendations to topics of Components 
discussion for the CSOP Forum 
tentatively planned for March 

20110615-01 Other US-CERT reporting concerns for All TBD OPEN Component comments received 
inclusion in DPCLO proposal Components June 2011. DPCLO in discussions 

with OHS and OMB. 

Closed Action Items List 

Item Number Topic Action Item Description Assigned Due Date Status Comments 
To 

20111130-01 Policy Determine ifDoD ID Number is DPCLO TBD CLOSED DMDC and P&R are working on 
releasable under FOIA legal opinions to support a "2" 

exemption under FOIA for the 
release of the DoD ID number. 

(0)(6) ffered comments on 
this issue during the Jan 19, 2012 
meeting. 

20111130~02 Training Determine if group IAPP DPCLO TBD CLOSED DPCLO has no funding to support 
Certification training is possible such training. Components can 
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Defense Privacy Board Action Item List 

for Components based on budget hold this training if they can fund it 
themselves. 

20111130-03 Training Determine if DLA will be able to DP CLO/ TBD CLOSED The FY12 course was developed 
assist with enhancing the privacy CIO/DLA and posted in Octo her 2011. We 
portion of the Information can revisit for FY13. 
Assurance (IA) training 

20111130-04 Compliance Provide SSN use justifications All 1/17/2012 CLOSED 
Components 

20110817-02 Policy Determine if e-mails containing DP CLO TBD CLOSED For .MIL to .MIL only, where the 
PII sent on a secure DoD need to know condition is met, 
network need to be encrypted emails containing PII do not need 

to be encrypted. 

If the need to know condition is 
NOT met, the email goes to an 
address other than a .:tvllL, or if 
other inappropriate activities come 
to light, then an unencrypted email 
is reportable. 

20110817-01 Compliance Provide list of systems to be All 9/14/2011 CLOSED 
reviewed during FY12 Ql for Components 
SSN use reduction 

20110720-01 Policy Verify e-mail encryption policy DP CLO 08/17/2011 CLOSED Updates incorporated into revised 
in proposed DoD 5400.11-M manual. 

20110720-02 Policy Expedite SSN Use Reduction DP CLO/ ASAP CLOSED l(b)(6) Ito follow-up With 
Instruction signature. DHRA DHRA regarding strategies. 

20110615-02 Training Breach Management and All 06/22/2011 CLOSED Send completed survey to 
Prevention Training Survey Components dpo.correspondence@Josd.mil. 

20110615-03 Compliance Quarterly Reports including All 07/15/2011 CLOSED 
Section (m) Contractor Reviews Components 

20100818-04 Other Address SSN removal from DP CLO TBD CLOSED Address SSN removal from records 
records with NARA. with NARA. 

20100519-02 Other Disposition of PII stored in copy DP CLO/ TBD CLOSED Discuss details witd(bl(5l I 
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Defense Privacy Board Action Item List 

machine hard drives DLA 
20100519-04 Policy Guidance and contract language DP CLO TBD CLOSED To be addressed after submission 

outlining contractor liability of first Section (m) reviews 
20100519-05 Policy Guidance/templates Components DP CLO TBD CLOSED Data being collected via CSOP 

could use to determine optimal Survey. 
resource levels and justify 
funding 

20100818-01 Other Flash Memory DP CLO TBD CLOSED Research Flash Memory 
20100818-02 Other Ensure Privacy FAR clauses DP CLO TBD CLOSED Section M reviews have 

cited in contracts commenced 
20100818-03 Other Reassignment of SSN review in DP CLO/ TBD CLOSED Outside scope of DPB 

DITPR to CIO. CIO 
20100818 .. 05 Other Contact CIO Council to host a DP CLO/ TBD CLOSED DHRA is appropriate lead. 

guest speaker on SSN Reduction CIO 
Lessons Leamed. Council 

20100818-06 Other Research locations/availability DP CLO TBD CLOSED Research locations/availability of 
of lists published from 1930s to lists published from 1930s to 1990s 
1990s which contain service which contain service member 
member names and SSNs. names and SSNs. 

20100519-08 Policy Take a look at Memberships DP CLO TBD CLOSED Establish in Directive for Privacy 
and Civil Liberties. (Issues two 
sets of principles etc.) 

20100519-07 Other Joint Base Physical Access Issue Navy/AF TBD CLOSED · Keep on parking lot 
(Base Commanders not 
Addressing PA, sponsoring 
visitors) 

20100519-06 Reporting Clarification on what DP CLO TBD CLOSED No coordination outside of 
coordination is required for Component Privacy Office 
completing the 'Scope of required. 
Advice' FISMA Report 
question, e.g. should 
Components query GC for the 
scope of privacy advice they 
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Defense Privacy Board Action Item List 

have provided 
201005 19-03 Policy Boilerplate contract DP CLO TBD CLOSED OMB currently drafting FAR 

language/FAR clause requiring clause 
Privacy Act training 

20100519-01 Reporting SORN Pre-Deployment Air Force TBD CLOSED Discuss with CIO. 3-6 month 
Category in DITPR timeline. 

20100120-01 Civil Liberties Submit Points of Contact All 20100701 CLOSED Component Privacy Officers asked 
• "Organizational Components to help Component leadership 

Placement and Structure identify points of contacts ASAP 
of the DoD Civil 
Liberties Officer 
Function" 

20100120-02 Reporting Submit Quarterly Reports to All 20100515 CLOSED Due the 151
" workday following the 

DPO: Components close of the quarter. Last 
• Biennial Privacy submission was 20100115. 

Training Report 

• Section 803 of the 9/11 
Commission 
Recommendations 
Report 

• System of Records 
Notice Review Report 

20090218-02 Reporting Submit comments on the revised All 20090731 CLOSED Comments due July 31, 2009. 
Breach Report template to DPO. Components 

20090715-0 l Reporting Installation Physical Access All 20090731 CLOSED Responses due July 31, 2009. 
Control Systems Information. Components 

20090715-02 Reporting FISMA Privacy Report. All 20090817 CLOSED Responses due August 17, 2009. 
Components 

20090218-04 Civil Liberties Develop and track Civil DPO Ongoing CLOSED DSD signed May 9, 2009 memo 
Liberties Officer package designating Acting DA&M as DoD 

CLO. 
20090415-02 Policy Develop guidance on the DPO 20091201 OPEN Guidance will be posted to DPO 

considerations when emailing of website as a FAQ. 
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Dcf ense Privacy Board Action Item List 

PII within a Component agency, 
across the Department and 
outside the Department. 

20090415-01 Other Confirm DPO mailbox accepts DPO 20090501 CLOSED DPO mailbox can accept encrypted 
encrypted and FOUO messages and FOUO messages. 

20090218-05 Reporting Provide comments on revised All 20090403 CLOSED Duplicate and error. Refer to 
breach reporting template to Components 20090218-02. 
DPO. 

20090318-01 Reporting A request from Component for DPO 20090401 CLOSED Authority is in the 5400.11-R and 
DPO to provide Authority for the OivIB Circular A-130. DPO 
training reports. memotandum sent April 3, 2009. 

20090218-03 Policy Provide comments to DPO on All 20090430 CLOSED Extension granted by Director, 
DoD 5400.11, DoD 5400.11-R, Components DPO. 
DoD memorandum 
"Safeguarding Against and 
Responding to the Breach of 
Personally Identifiable 
Information", 25 Sep 2008, and 
all Defense Privacy Board 
Advisory Opinions. 

20090415-03 Policy Provide guidance on how to DPO 20090520 CLOSED Concerns addressed. Guidance 
delete an exemption from a template forthcoming. 
SORN. 

20090318-02 Reporting Section 803 of the 9/11 All 20090715 CLOSED Consolidated under Item Number 
Commission Recommendations Components 20090218-01. 
Report. 

20090318-03 Reporting Systems of Records Notice All 20090715 CLOSED Consolidated under Item Number 
Review Report. Components 20090218-01. 

20090617-01 Reporting Submit comments on All 20090626 CLOSED Comments due June 26~ 2009. 
consolidated Quarterly Repoit Components 
template to DPO. 
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AGENDA 
.,. Welcome/Review of Open Action Items 

w SSN Use Reduction Initiative Update 

It Privacy Compliance Metrics 

w DPCLO Policy and Guidance Update 

It Training Recap 

.,. Announcements/Reminders 

w Open Discussion 

w Review of New Action Items 

w Adjournment 



Defense Privacy Board (DPB) 
Meeting Minutes for March 13, 2012 

I. Welcome and Opening Remarks 

The meeting was called to order by rb)(
5
l I Executive Secretary. DPB and Director 

for Privacy, Defense Privacy and Civil Liberties Office (DPCLO). Attendance was taken from 
onsite and teleconference participants. 

II. SSN Use Reduction Initiative Updatc-J ... (b_x
6
_
1 
____ __.IDPCLO Support 

SSN Use System Reviews. In accordance with DTM 2007-015-USD(P&R), "DoD Social 
Security Number (SSN) Reduction Plan" the DPCLO has been reviewing justifications for the 
use of SSN s in systems. DPCLO has received justification memoranda for 16.6% of all 
systems collecting the SSN. The goal is 12.5% per quarter, which means that by the end of this 
quarter, April 16, 2012, another 8.4% is due. Of the memoranda reviewed, roughly 8% are 
eliminating SSNs from the system. Approximately 35% of all the systems reviewed are 
approved as legacy systems. These systems will be monitored until the transition is complete. 

Overall, results of the reviews have fostered positive results. Components were reminded that 
legacy system justifications are temporary approvals, and will have to be revisited in two years. 
It was also requested that Components ensure the DoD IT Portfolio Repository (DITPR) 
i<lenli.fication number is listed on the ju!-lti.ficalion memorandum. 

DoD Identification Number. DPCLO is working with DMDC to get specific guidance on the 
conversion process for SSNs to DoD Identification Number. 

SSN Use Reduction Instruction. The Instruction is still mired in the review process. DPCLO 
will notify the DPB when the Instruction has been signed. 

III. Privacy Compliance Metrics ~ ... (b-l(
5_l _____ __. 

A lot of attention has been placed on breaches related to mobile devices and email, however 
Components were cautioned not to lose sight of the risks associated with paper records. Paper 
records have consistently been a significant cause of breaches. During the first quarter of 
FYI2 paper records accounted for 43% of our PII breaches. Particular attention should be paid 
to records being transfened, retired or disposed. 

IV. WHS Data Loss Prevention (DLP) Too1-l ... i6_lr6_) _____ _, 

Personally identifiable infmmation (PII) transmitted via email by tenants in the Pentagon is 
currently being electronically monitored by a OLP tool. \¥hen unencrypted email containing 
PII is detected an incident report is sent to the respective Component Privacy Officer. Emails 
are not blocked or quarantined. The DLP tool is being implemented by the CIO on the OSD 
network only. This impacts approximately 40,000 users across various Components. 
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The encryption of emails containing PII is mandated under several DoD policies 

DoD Instruction 8500.2, "Information Assurance (IA) Implementation", Encl 4, 
Attachment 5, Confidentiality Level Sensitive Control Number ECCT-1 states that 
unclassified, sensitive data transmitted through a commercial or wireless network must be 
encrypted using NIST-certified cryptography. 

DoD CIO Memorandum, "DoD Guidance on Protecting PU," August 18, 2006 directs 
DoD Components to ensure PU not explicitly cleared for public release is protected 
according to Confidentially Level Sensitive, as established in DoDI 8500.2. 

DoD CIO Memorandum, "Encryption of Sensitive Unclassified Data at Rest on Mobile 
Computing Devices and Removable Storage Media," July 3, 2007 requires encryption of 
various categories of sensitive data at rest under certain circumstances. 

DoD 5400.11-R, "DoD Privacy Program", Section APl.5.2., Technical Safeguards, 
requires encryption of unclassified personal information in accordance with current 
Information Assurance (IA) policies and procedures, as issued. 

Another phase of the test pilot is currently being considered that would extend the monitoring 
to other Components. More information will be communicated when available. 

V. DPCT ,O Policy and Guidance -1 .... (b-)(-
6

) _____ __, 

Stakeholders have had the opportunity to review and comment on the revised Privacy Program 
Directive and Manual during the informal review process. Adjudications have been 
communicated. 'When the issuances enter the formal SD-106 process Components are asked to 
restrict comments to 'critical' comments. WI-IS Directives defines "critical comments" as 1) 
Violations of the law or contradictions of Executive Branch policy or of policy established in 
DoD issuances. {The GC, DoD, or his or her representative shall identify legal objections as 
critical comments.) and 2) Unnecessary risks to safety, life, limb, or DoD materiel; waste or 
abuse of DoD appropriations; or imposition of an unreasonable burden on a Component's 
resources. 

The DoDD 5400.11 is currently in pre-SD106 legal review. The DoD 5400.11-R is undergoing 
final D PCLO review in preparation for SD 106. The goal is to submit the revised Directive and 
Manual to Directives for formal SD 106 coordination by the end of March 2012. 

VI P . I I . G "d l(b)(6) . rivacy mp ementatmn u1 e !..__ ______ __, 

Privacy Implementation Guides are a series of 1-2 page papers providing clarification on how 
to implement topics addressed in the DoD 5400 .11-R. These guides will be posted to the 
DPCLO Privacy SharePoint site after coordination through the DPB. The topics currently 
being produced are the DoD ID Number, email encryption, specialized training, breach 
reporting, and safeguarding best practices. 
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VII. Training - _115_1<_6) _____ _ 

Privacy Act Compliance & Management (PACMan) scheduled for March 21-23, 2012 includes 
Privacy Act Essentials, SORN Training & Workshop, and a Breach Management Course & 
Exercise. This is a Navy only session. Registration is closed. 

DPCLO Professionalization for Privacy Officers will be held April 23-27, 2012. Target 
audience is Privacy Act Officers and senior Privacy Office civilian staff. Registration is by 
invitation only. 

DPCLO will not hold training May-August 2012 due to a pending office move. 

VIII. Announcements and Reminders 

•The first DoD Privacy Program Annual Report has been signed. Copies were mailed to 
Component Privacy Officers. 

•The Component Senior Official for Privacy (CSOP) Forum will be held on March 29, 2012 
from 9:00 am - 11 :00 am in Pentagon 3D94 7 A. 

•rJ:: loirector for Privacy, DPCLO will be presenting several sessions at the DoD 
Pf FOIA training Workshop, April 10-12, 2012 in San Diego, CA. 

IX. Open Discussion 

.j!blCBJ I Army Privacy Office asked if there was any DoD training or official 
information that addressed Controlled Unclassified Information (CUI). 

~ For information regarding DoD policy on CUI as it currently stands, see the newly 
updated DoD 5200.01, Vol. 4, DoD Information Security Program: Controlled 
Unclassified Information (CUI), February 24, 2012 

g For information on the initiative to redefine CUI across Federal agencies, contact the 

DOD ~~;I Workg;oun POCs 

I( ~: fosDIOUSDI, 4(6)(6) 

_( ( _ OSD/OUSDI,l:(b:J(6=l :::::::::::::::::::::::::=.,_____. 
• A question was raised about the definition of a DoD-wide SORN 

c The revised Privacy Program Manual currently in coordination defines DOD-wide 
SORNs as including categories of individuals and categories of records that span the 
entire DoD enclave and fall under the control of the Executive Agent for the systems. 

X. Wrap up 
New action items were reviewed. j(b)(B) Jhanked everyone for a very productive 
meeting. -----

XI. Next Meeting Date 
The next DPB meeting is scheduled for April 18, 2012 and will be a teleconference. 
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XII. Meeting Adjourned 

Submitted 

irector for Privacy, DPCLO 
"""i:''l:"m'mnTm"~~r<m"l'y, Defense Privacy Board 

~ Disapproved 

~~~ 
Michael L. Rhodes, Director, Administration and Management 
Chairman, Defense Privacy Board 

4 
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ATTENDANCE 
N9me Ore:anization Present 

(b)(6) Defense Contract Audit Agency 
Defense Advanced Research Pro_iects Agency x 
OSD/Privacy x 
Missile Defense Agency 
White House Communications Agency 
National Reconnaissance Office 
Defense Privacy and Civil Liberties Office 
U.S. Transportation Command x 
Defense Security Service x 
Defense Threat Reduction Agency 
Army Privacy 
Defense Manpower Data Center 
Defense Human Resources Activity 
Defense Threat Reduction Agency/Privacy x 
Department of the Navy x 
Defense Privacy and Civil Liberties Office x 
Navy 
DONCIO x 
NGA 
Defense Privacy and Civil Liberties Office x 
TRICARE Management Activity 
Army/FOIA and Privacy Office 
Defense Manpower Data Center 
DLA 
OSD/ESD 
DARPA 
0 SD/Chief Infonnation Office x 
TRICARE Management Activity x 
Defense Human Resources Activity 
MITRE/AMC 
DFAS 
NRO x 
MITRE/AMC x 
SI GAR 
Defense Privacy and Civil Liberties Office x 
Anny Privacy 
CENTCOM 
Defense Logistics Agency x 
Defense Manpower Data Center 
National Security Agency x 
Defense Privacy and Civil Liberties Office 
WHS/EITSD 

- - Defense Privacy and Civil Liberties Office x 
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ATTENDANCE 
NamP: Ore;anization Present 

(b)(6) Air Force Privacy 
Defense Privacy and Civil Liberties Office x 
Anny Privacy Office x 
Air Force 
U.S. Northern Command 
Anny Privacy Office x 
NGA 
DO DIG 
TMA Privacy Office 
Air Force/Policy and Compliance/IA 
Army Privacy 
DIA 
Department of the Navy x 
Defense Privacy and Civil Liberties Office 
Defense Contract Audit Agency x 
OSD/Chief Information Office 
NGA 
NGA 
NRO 
BAH 
DONCIO x 
NGA x 
NOB 
Defense Privacy and Civil Liberties Office x 
Defense Logistics Agency x 
DMDC 
Defense Privacy and Civil Liberties Office x 
DFAS 
NGA 
NRO 
TMA Privacy Office x 
CNO, DNS·36 x 
Defense Manpower Data Center 
MITRE 
WHMO 
Defense Human Resources Activity 
Defense Privacy and Civil Liberties Office 
USMC 
U.S. Central Command 
TRICARE Management Activity x 
Air Force Privacy Office 
NGA 
Missile Defense Agency x 
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ATTENDANCE 
Name Oreanization Present 

(b)(6) Defense Commissary Agency x 
DTIC x 
Defense Privacy and Civil Liberties Office x 
DON, CIO, Privacy x 
Defense Privacy and Civil Liberties Office 
MITRE 
Defense Logistics Agency x 
NRO 
Air Force Privacy Office 
Missile Defense Agency, CPO x 
National Security Agency 
Office of General Counsel x 
National Reconnaissance Office x 
SI GAR 
National Geospatial Intelligence Agency 
TRICARE Management Activity x 
DLA 
WHS/ESD/IMD 
DCMA x 
NGA 
Defense Manpower Data Center 
MDA 
CENTCOM 
Defense Privacy and Civil Liberties Office x 
Defense Privacy and Civil Liberties Office x 
DISA/Records and PA x 
Marine Corps 
MITRE/AMC x 
Defense Contract Management Agency x 
Defense Privacy and Civil Liberties Office x 

..... ........- ...... _ 
' 

Marine Corps 
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Defense Privacy Board Action Item List 

Open Action Items List (NOTE: All submissious to DPCLO should he sent to dpclo.correspondence@)nsd.mil) 

20120313-01 Policy DPCLO request implementation 
guide topics from Components 

20120119-01 Policy Can the DoD ID number be 
hidden when signing documents 
or email? 

20110615-01 Other US-CERT reporting concerns for 
inclusion in DPCLO ro osal 

Closed Action Items List 

Item Numb'et 'f ()pfo -• • -_ --- i\_ctlon Item Description 

All TBD 
Components 

DPCLO/ TBD 
DMDC 

All TBD 
Components 

-_. Assigned -- Due Date 
To 

20120119~01 Policy< - .Pu(>lishlnfo Papers to \V13b and __ - DPCLO .- - TBD •. 

•20120119~02 

20120119;.04 

· 20111130-01 --

Sha.tePoint 

-Policy _- __ -- .. ---- - · Provide.corn:ffients on Cross ___ -.-
. -__ --- -· • Component Breach Management 

-- · and ])oDJD Nmnber Info Papers 
by COB Jari 2?1h .... ___ •. - -•·· - -- __ - ___ · 

AU 
Components-

- Provide :any CSOP feedbackor _ 
---· recornil1endationstotopivs of .- --•- Comporiertts. _--. --

_- --discussionforthe CSOP Forum --
- tentative! Ianned for March ___ ---

DetermineifDoD ID Num~r is 
releasable under FOIA 

8 

OPEN 

OPEN 

OPEN 

Status -

Please send suggestions for guide 
topics to l(b)(G) lby 
the next DPB. 
Discussions with DMDC ongoing. 

DPCLO is working on a Memo to 
address this issue. 

Comments> 

CLOSED DPCLOis refoolh1g the info papers _­
to deliver them as hnplementation •- -_-• 
guides. ---

CLOSED·-

CLOSED 

CLOSED DMDC and P&Rare working on --
legal opinions to support a "'2'; -_- < -- -

exemption under F01A fotthe -_ _ _ 
l(tft!tase of th,DoI>ID number. -- --_-_ 

- offered comment$ on 
thisissuedurin theJ.anl9,2Ql2--



Def cnse Privacy Board Action Item List 

20111130-02 Training 

20111130-03 Training 

DeteJniiiie:ifgroup 1AP1? DPCLO 
Certificaj:iqri training is possible 
for COmpon6n_ts based on budget 

Detennine if DLA will be able to DPCLO/ 
. assist•with enhancing the privacy CIO!DLA 

·• ... portion of the Information 
Assurance (IA trainin · 

TBD ··. 

TBD 

20111130-'04.· .cotnpHance .··· Provide SSN use justifications. All 1/17/2012 
. · · Com onents .•.· 

20U08l7-02·: .. ·, >Poli6y 
':'·::: .· .. :':f'. ', 

Detemiine if e"mails coritaiiring·.. . :"'.O:PCLO · · TBD 
Pllsent ohasecure DoD· .· .· .... ·· 
networkneedto.·be encrypted.·. 

meetin . 
.···.CLOSED DPCLO bas no funding to support ·. 

such training. Compmient$ can; ··. · . 
hold this training if they can fimd it ' 
themselves. 

-CLOSED The FY12 course was devdoped -
and posted in October 201 l. We · 
can revisit for FY13. -

CLOSED 

CLOSED .···· For.. ta JvfILonly, wherethe 
need to know condition is met,, - ' 
. ~imtilS 9ontiliriil1g PII. do hot need 
to he .encryptecl .·· · . -

: . . . . 

If the need to knowconditionis 
NOT met, the email goes to an 
address other than a .MIL, ot if _-_ .. · .· 
other inappropriate activities come .. 
to light, then an unencryptedeniail .-. 
lS rtab}e. . - --

·20110&17-0l Compliance Provide list of systems to be All 9/14/2011-. -- CLOSED 
reviewed durillg FY12 Q l for Components. 
SSN use reduction 

-20110720-01 Policy Verify 'e-mail encryption policy DPCLO 08/17/2011 CLOSED 
in ro osed DoD5400.ll-M · 

Updates incmporated info.revised 
manual. ·- · -

· 20110720-02 .. · . Policy . Expedite SSN Use Reduction DPCLO/ ASAP 
Iristtuctioll si ature, .. ··. DH.RA . 

CLOSED 

20110615 . .;.02 :·. . . Training· 
''•" . 

Breach Managetl1entand .· : · ·All < 06/22/2011 
Prevention Trfilnin Survey · .. · .·.· .·dom onents 

.. CLOSED. 

20110615-0J.··. ·· Cbµipliance . Quarterly Reports including . • All · · 07/15/2011 
Section (m) Contractor Reviews ... ·Coln onents · 

CLOSED 
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Defense Privacy Board Action Item List 

201D081S..04 Other 

20100519:.02 Other 

20100519 .. 04 Policy 

-20100519-05 Policy 

20100818~01. · ... '-Other-· 
20100818-02 ' ' ·()thet-

20100818-:03· .· . -Other 

.2010o81 &:..()5 Other _ 

:20100818-06 Other 

20100519-08 Policy 

20100519;,01 Other 

_- 201005 9~06 .. : .. Reporting 

Address SSN removal from 
rec-Ords :~~h;-~t\.RA.. · 
Dispositioii qf J?II stored in copy 
_ ~e'.h3tddrives 
G\lidafiee =ap<l:'c9ntraCt language 

-- outlillitig :coirttactor liability 

DP CLO 

DPCLO/ 
DLA 
DPCLO 

·ouidance/tefilplafosComponents DPCLO 
--_ could uS.e to determine optimal 

resotrrce levels and justify .. --
_- funding - -

Flash Memqry - . l?PCLO 
Ensure Privacy FARclauses · ..... , . ·OPCLO . · 
citedincontracts•···· 

- , Reassignmenfo{SSNreviewit1 ·.· DPCLQ/ .. · 
DITPRto cro. < ' '-CIO 
ContactCIOCouncil to-host a DPCLO/ 
guest sp~er oiiSSN Reduction CIO 
Lessons Learned. -.. _.-- - Cow1cil 

-· Research:J(lcatio1ls/~valfability DPCLO _ 
of listS-pUblished frOm 1930s to 
_1990s-_Wbid:i:&>11taffi service 
---meirtJJ:lir;naffie~ aµc1ssNs. 
Take alqi*:at Memberships 

JoiiltB~sf: Physical Aceess Issue 
(BaSE: Ccmnnartders not ·-_- _ 
Addressing PA,. sponsoring 

- -- viSitors} __ --- - - - -- --
--- ___ - Clarification on what --_--- .-

coorclination is requited for '· ' -
. corripletilig the 'Scope. of · .. 
AdVice'-FISMAReJ)ort 

DPCLO 

Navy/AF 

.'DPCLO· --

10 

TBD- .CLOSED Address SSN removal from reeords 
with NARA. 

TBD ----- - - _CLOSED Discuss details withrux5> 1--

TBD-

_TBD 
TBD > 

TBD 

'<CLOSED 

To be addressed after submiSsio1l - --­
of first Section (m) reviews•- ; -· 
Data being collected via CSOf>-. --- -_­
Sutvey. 

-- _-_CLOSED Research Flash Memory _ 
-- --_ · CLOSED ---•• Section M reviews have -­

.• -- ¢omrnenced · · - - -
__ CLOSED.· ()utside.scopeofDPB 

TBD __ -- -- -- - CLOSED DHRA is appropriate lead. 

-TBD.---- ----_- •--.--CLOSED 

TBD ---CLOSED 

Research locations/availabilitj of 
lists published from 1930stol990s 
which contain service member -•- -
names and SSNs. 
Establish in Directive for PrivaGy _­
and Civil Liberties. (Issues two-.< -
sets of principles etc.) 

TBil< - - --- - CLOSED Keep on parking lot 

TBD--- CLOSED No coordination outside of -
· .·-·_. Component Privacy Office -.---

-required. -



Defense Privacy Board Action Item List 

20100519""03 

2010051"9 .. Ql 

20100120~01-:-' 

20100120.,02 

20090218~02 

--.. question, e_.g; should 
Co1tlJX>rtents query OC for the 
soope of pri:vacy advice they 
-have_- -__ -·vided -

Policy -Boilerpl:afe_:contract- DPCLO 
. langtiagetFARdal1Se requiring 

-- Privacf Ac£trainin 
Reporting -- --SORN Pte~Deployment __ Air Force 

_Categozy•inDITPR 

SubrnitPoints of Contact: ··-- > : •·. · :)\1:1 

•••-•._-·:• --__ ---·---.-_-- --__ .• ___ -•. _--__ --.·· ;i:c~:O~::~Stniritudf·.•_.-
. · .. · · ----_-- --- oftheDoD Civil 

-- -_ -- Liberties Officer 
--- -----•--•-·Function;' 

Reporting . Subfuit Quarterly Reports to 
DPO:- - - - -

-- - -_ • _-Bi¢nrua1Privacy 
-- -_ -. __ -:_- Traming Report 

• ----S_e_ctioir803 of the 9/11 
-- -- -- -- :c<,mmission 
-< ! ?- Reooriunendations 

· ·Report _ 
•• -System of Records 

---- Notice Review Re ort 

All 
Components 

TBD -- CLOSED 

/I'BD -< - • - 0 CLOSED 

_--·- CLOSED· 

20100515--.-•• CLOSED 

Reporting -__ -_- Submit comments on the revised All Z009073l _ -- __ CLOSED.--
- BreachRe orttem late to DPO. · Com onehtS 

20090715'-0l .· · · Repoitilig · -
' ·, '. ' '' 

Installation PhysicalA.ccess. . ·All -- 20090731 --• _CLOSED 
ControfSysterns II1fonnatioh; . ·. . . c·orii onents 

20090715'-02- · -Reporting FI$¥APrivacyReport. . All· - 20090817 <CLOSED 
. ·com onents . 

11 

OMB currently drafting FAR ·.-_ : < • --
clause - --

Discuss with CIO. 3-6 month -
time line. 

. .·_._:_: _.;.·.··.· 

.Component Privacy Officers asked 
_to help Coniponentleaderslllp :: 
identify pofuts ofCC)ntacts •AS.Al? .: 

Due the 151 workdayf'ollo\vmgth~ 
close of the quarter; Last--- -• -- ---
submission was 201oot15; ----- --

Comment$ due July3l, 2009. --·•-•-- -_ --- -

Responses. due July 31, 2009~---_---_----

· ResponsesdueAugusfl7;2009. ___ --



Defense Privacy Board Action Item List 

-20090218--04 Civil Liberties Develop and track Civil 
Liberties :Qfflcer package 

:20090415-02 Policy 

20090415-01 Other 

Develop guidance-on the 
ootisideratloruf when emailing of 
PII within aCorriponentagehcy, 
across t!le Department and 
outside the De-_ aitment. 
_-ConfinnDPO mailbox accepts 
enc: ted and F()lJQ messa es 

DPO 

DPO 

DPO 

-- __ Ongoing · CLOSED 

20091201" -OPEN 

20090501 -- - CLOSED __ _ 

DSD signed May 9, 2009 memo _ 
designating Acting DA&M as DoD 
CLO. - -- -

Guidance will be posted toDPO •·- _­
website as a FAQ. 

DPO mailbox can accept encrypted 
and .FOUO messages. - - -

20090218-05 : · _:- Repo#ing .- -- Provide. comments on revised . AU : - _ 20090403 
breach reportfug tell'lplate to --. : .. -·. · ~fompol1el1t:r 

CLOSER ___ . Ouplicat¢ and error. Referto -- - ---
-__ . ___ lQ090218,.Q2, .. ·- .- -- ---- --

20090218-0J Policy 

20Q904l5~03 Polley --

20090318'."02 ·_·. · •·Rep<lt1ing· 
... · ... ': ·. 

-20Q90318c.03 

DPO .. - - -

__ ArequestfromCoI1lponentJor · 
_ DPb to provide Authority for -. 

-- training re rts. -- - - -- - --· 

Provide comments to DPO on 
DoD_5400:11,D~Il:S400.ll.:R, 
DoD meniaranduni > --- - -

---"SafoguardfugAgainst and 
Resporidirig t(} th~ Breach of 
:Pers0nally I¥itifiable _ 
Info{ni~tion"~25~ep2008~ and 
all Defense Privacy Board 
Adviso -o inion$~ _ 

· Provide guidahce on how to __ 
delete an exenip'tfon from a 
SORN. - - - -

·n·p·o·---. 
' ·. '.':.:·.·.· .. - 20090401 -- CLOSED< · 

All 20090430 ---__ CLOSED 
Components ------

DPO 20090520 - CLOSED 

Section 803 ofthe9/11 . . All • -- -- 20090715 CLOSED 
Commission Recommendations · ·_. -Comp,ments -
Report 

Systems of Records N 0:tice AH 20090715 CLOSED 

12 

Aut otify is in the 5400> ll"'.R and --
. the OMB CircularA-130. DPO · -
memorancium sent April i. 200~ •. 
Extension granted by Director, ---
DPO. - - -- -

Concerns addressed. Guidance -
template forthcoming~ 

· C.onsolidated ooder I tern Number -- -
20090218~01. ' -- -_-

Consolidated under Item Number 



Def ensc Privacy Board Action Item List 

. Review Re ort. Com onents · 20090218:.oi. .· 
20090617-01 Reporting All 20090626 .. ··.·.. CLOSED ·· Comments dueJune 26;2009. •·· ·.·· · 

Components 
.... Subnritcotrirnents on ·· ·. 
.· : consolidated Quarterly Report 

··. tem latetoDPo ..• ·.·. · · ... ·. 
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AGENDA 
~ Welcome/Review of Open Action Items 

~ SSN Use Reduction Initiative 

-, Civil Liberties Program 

;.... Privacy Compliance Metrics 

);;- DPCLO Policy and Guidance 

)..- Training Recap 

;.... Announcements/Reminders 

~ Open Discussion 

)' Review of New Action Items/Adjournment 



Defense Privacy Board (DPB) 
Meeting Minutes for May 23, 2012 

I. Welcome and Opening Remarks 

The meeting was called to order by l(b)(G) I Executive Secretary, DPB and Director 
for Privacy, Defense Privacy and Civil Liberties Office (DPCLO). Attendance was taken from 
onsite and teleconference participants. A review of the open action items was conducted. 

II. SSN Use Reduction Initiative Update - .... l(b-)(
6
_) ____ .... I, DPCLO Support 

SSN Use Reduction Instruction. The SSN Use Reduction Instruction has completed legal 
sufficiency review. The response to previous public comments must be published in the 
Federal Register. After the required publication period, the Instruction will be packaged for 
USD(P&R) signature. 

DoD Identification Number. Defense Human Resource Activity Identity Web Services can 
assist Components in converting social security numbers to DoD Identification Numbers. 
Guidance for utilizing the Identity Web Services will be distributed to Components. Specific 
questions should be directed to MLAdd-DMDCWADRWebServices@osd.pentagon.mil 

III. Civil Liberties Program ~ .... (b-)(G_l _____ I Director for Civil Liberties, DPCLO 

The DoD Civil Liberties Officer, Mr. Michael Rhodes, DA&M signed the DoD Civil Liberties 
Program Instruction on May 17, 2012. The policy encourages Department-wide compliance 
with the statutory requirements of PL 110-53 "Implementing Recommendations of the 9/11 
Commission Act of2007" by requiring adequate consideration of civil liberties in DoD's 
actions. 

The Civil Liberties Program staffs' primary objectives moving forward will be to increase 
awareness of the DoD Civil Liberties Program and to assist DoD in implementing the program 
at the Component level. This means providing Component civil liberties POCs and DoD 
workforce members with the tools and training necessary to comply with the DoD Civil 
Liberties Program and its governing statute. 

IV. Privacy Compliance Metrics -1 .... (b-)(G_l _____ .... I Director for Privacy, DPCLO 

Breaches rose from 309 breaches in FY12 Ql to 639 breaches in FY12 Q2 resulting in a 107% 
increase. The number of individuals impacted increased by 537% (from 139,500 to 888,783) 
during the same period. 

The attention placed on reducing breaches related to mobile devices and emails has had 
positive effects; however, Components are encouraged not to lose sight of the risks associated 
with paper records. Sixty-nine percent of all breaches reported during FY12 Q 1 and FY12 Q2 
involved paper records. 

1 



· l(b)(6) I V. Systems of Records Notices-L.. _______ Directorfor Privacy, DPCLO 

Aged SORNs: Components are advised to focus reviews on SORNs last published in the Federal 
Register 1993 - 1997. DPCLO will monitor improvement at end of the calendar year. Refer to 
OMB Circular A-130, Appendix I for complete SORN review criteria. 

DPCLO SORN/Records Management Submission Validation: The NARA General Records 
Schedule should be used to the greatest extent possible. Component Records Managers can 
assist Component Privacy Officers in determining whether an existing retention and disposal 
schedule is appropriate for the SORN under development or review. 

For future SORN submissions to DPCLO: 

• If a new SORN has a "Pending NARA Approval" status, provide a copy of the SF 115 
(Request for Records Disposition Authority) that was submitted to NARA, or the 
Component records schedule to DPCLO with the SORN submission. 

• If an altered and/or amended SORN Retention and Disposal remains "Pending NARA 
Approval," check with the Records Manager to verify that the SF 115 was submitted 
and/or approved by NARA. and submit a copy of the SF 115 to DPCLO with the SORN 
submission. If no SF 115 exists or cannot be located, a copy of the Component records 
schedule is acceptable. 

Federal Register Citations on DPCLO Website: The DPCLO will be placing additional citations 
at the end of the SORNs posted on the website for historical purposes. The first citation will be 
when the notice was last published in its entirety in the Federal Register. Further citations will 
be those that had a subsequent revision, by order of publication in the Federal Register. The 
Federal Register citation beside the system name will remain unaffected. This procedure will 
begin effective immediately. 

SORN Deletions: l(b)(
5l I reminded the DPB that one SORN may impact several systems; 

therefore, he requested that DPCLO notify him of any SORN deletions. 

VI. Compliance and Reporting Tool (CART)-L..l(b-)(6_) _____ ...... loirector for Privacy, 
DPCLO 

The authority to operate (ATO) the CART has been awarded. Internal testing with the initial 
core group will begin the end of May and roll-out to the other Components in June 2012. In lieu 
of direct data entry into CART, Components may opt to upload the current Excel DPCLO breach 
report template into CART, or cut and paste from Component-speci fie breach report templates. 
Only Component Privacy Office.rs and their designees will be allowed to enter and submit 
reports directly into CART. Training will be provided by DPCLO. 

2 



VII. OSD CIO Data Loss Prevention Tool -L.fb_J(5_l ______ I Director for Privacy 

A new pilot of the OSD CIO Data Loss Prevention Tool began May 21, 2012. Under this pilot 
the tool will quarantine outbound unencrypted emails containing more than one social security 
nwnber or more than one credit card number. Only WHS Human Resources Directorate staff 
will participate in the first phase of the pilot. A phased approach will be employed to expand 
filtering to other areas of Pentagon Force Protection Agency, WHS and OSD Components. 

VIII. DPCLO Policy and Guidance - .... F_J(6_> _____ l, Director for Privacy 

WH.S Directives is obtaining the DA&M signature to launch fonnal SD-106 coordination for the 
revised DoD Directive 5 400 .11. Edits from WHS Directives on the revised DoD 5 400 .11-M are 
currently under review by DPCLO. 

IX. Training-l .... <
6_)(e_) _____ .... 

DPCLO successfully completed its second Privacy Officer Professionalization series. There will 
be no additional training courses until the fall of2012 due to the DPCLO move scheduled for 
late June/early July. Training schedules and registration information will be posted to the 
DPCLO Sha.repaint site when available. 

X. Announcements and Reminders 

• The DPCLO SharePoint Site has been revamped and the new link distributed. Frequently 
Asked Questions have been added to the left navigation bar. 

• Mr. Michael Reheuser, Director, DPCLO will be presenting at the DoD FOIA/P A 
Training Workshop from June 5. 7, 2012 in Padova, Italy. 

• The DPCLO office move has been pushed out to late June/early July. More information 
to follow. 

• Infonnation on Rulernaking & Paperwork Reduction Act Courses & Seminars can be 
found at http://www.regulationwriters.com/courses. 

• The FY12 FISMA Report data call is currently being prepared for distribution this 
summer. DPCLO will hold information sessions for Component Privacy Act Officers. 

XI. Open Discussion 

• l(b)(BJ blarified that when records are received from other agencies and redaction is 
appropriate prior to incorporation into a Do D system of records, it is not necessary to 
send the recmd back to the originating agency for redaction. 

• r)(e) lwiu follow-up on the following civil liberties program issues: 
o The civil liberties program Instruction defines privacy as "a right recognized by 

the Constitution," however privacy is not addressed by the Constitution in this 
manner. How will this be rectified? (DARPA question) 

o PL 110-53, which authorized the civil liberties program, confines its scope to 
terrorism related activities; however, the civil liberties program goes beyond that 
realm. Under what authority was this scope expanded and in consideration of the 
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complaint reporting requirement has this change been communicated to 
Congress? (NOB question) 

XII. Wrapup 
New action items were reviewed.I ... <b_X5_> ___ ~anked everyone for a very productive meeting. 

XIII. Next Meeting Date 
The next DPB meeting is scheduled for June 20, 2012 and will be a face-to~face meeting. 

XIV. Meeting Adjourned 

Submitted b 

(b)(6) 
irector for Privacy, DPCLO 

Executive Secretary. Defense Privacy Board 

Disapproved 

Michael L. Rhodes, Director. Administration and Management 
Chairman, Defense Privacy Board 
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ATTENDANCE 
Name Organization Present 

(b)(tl) Defense Contract Audit Agency 
Defense Advanced Research Projects Agency 
OSD/Privacy \ 

Missile Defense Agenc)' 
White House Communications Agency ' 
National Reconnaissance Office 
Defense Privacy and Civil Liberties Otlice 
U.S. Transportation Command 
Defense Security Service \ 

Defense Threat Reduction Agency 
Army Privacy 
Defense Manpower Data Center 
Defense Human ~esources Activity 
Defense Threat Reduction Agency/Privacy '· 
Department of the Navy ' 

Defense Privacy and Civil Liberties Office 
Navy 
DON CIO ·-

NGA 
Defense Privacy and Civil Liberties Otlice 
TRICARE Management Activity 
Arrny/FOIA and Privacy Office 
Defense Manpower Data Center 
DLA 
OSD/ESD 
DARPA 
OSD/Chief Information Oflice \ 

TRlCARE Management Activity \ 

Defense Human Resources Activity 
MITRE/AMC 
DFAS 
NRO --

MITRE/AMC ' 
DTRA 
SI GAR 
National Security Agenc~_ '· 

Defense Privacy and Civil Liberties Office 
Army Privacy 
CENTCOM 
Defense Logistics Agency 
Defense Manpower Data Center 
National Security Agency 
Defense Privacy and Civil Liberties Office 
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ATTENDANCE 
Name Organization Present 

(b)(6) WHS/EITSD 
Defense Privacy and Civil Liberties Office \ 

Air Force Privacy 
Defense Privacy and Civil Liberties Office \ 
Army Privacy Office \ 
Air Force 
U.S. Northern Command 
Army Privacy Office \ 

NGA 
DO DIG 
TMA Privacy Office 
Air Force/Policy and Compliance/IA 
Army Privacy 
DIA 
Department of the Navy \ 

Defense Privacy and Civil Liberties Office 
Defense Contract Audit Agency \ 

OSD/Chief Information Office 
NGA 
NGA 
NRO 
BAH 
DON CIO _\ 

NGA \ 

NOB '· 
\ 

Defense Privacy and Civil Liberties Office \ 
Defense Logistics Agency \ 

DMDC 
Defense Privacy and Civil Liberties Office \ 

DFAS \ 

NGA 
NRO 
Defense Privacy and Civil Liberties Office \ 

TMA Privacy Office \ 
CNO, DNS-36 \ 

Defense Manpower Data Center " 

MITRE \ 

WHMO 
DeCA \ 

\ 

Defense Human Resources Activity 
Defense Privacy and Civil Liberties Office 
USMC 
U.S. Central Command 
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ATTENDANCE 
Name Organization Present 

(b)(6) TRICARE Management Activity \ 
Air Force Privacy Office 
NGA 
Missile Defense Agency \ 
Defense Commissary Agency ' ' 
DTIC \. 

Defense Privacy and Civil Liberties Office 
DON, CIO, Privacy \ 

Defense Privacy and Civil Liberties Office 
MITRE 
Defense Logistics Agency \ 

NRO 
Air Force Privacy Office 
Missile Defense Agency, CPO \ 

National Security Agency 
Office of General Counsel \ 

National Reconnaissance Oflice \ 
SJ GAR 
National Geospatial Intelligence Agency 
TRICARE Management Activity ',\ 

DLA 
WHS/ESD/IMD 
DCMA ' ' 
NGA 
Defense Manpower Data Center 
MDA 
CENTCOM 
Defense Privacy and Civil Liberties Office 
Defense Privacy and Civil Liberties Office \ 

DISA/Records and PA \ 
\ 

Marine Corps 
MITRE/AMC \ 

Defense Contract Management Agency \ 

Defense Privacy and Civil Liberties Office \ 

Marine Corps 
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Defense Privacy Board Action Item List 

Open Action Items List (NOTE: All submis.fions to DPCLO should be se111 to dpc/o.co"espondence(ti'Osd.miQ 

Item Number Topic Action Item Description 
Assigned 

Due Date Status Comments 
To 

20120523-0 I Compliance DPCLO will provide DPB with All 5/24/2012 OPEN 
breach statistics of number of Components 
individuals affected by paper 
records for 211

d Quarter FY 12 
20120523-02 Policy The Civil Liberties Program (b)(ti) TBD OPEN Question posed by DARPA 

Instruction defines privacy as "a 
right recognized by the 
Constitution", however the 
Constitution does not reference 
privacy in this manner. How will 
this be rectified? 

20120523-03 Policy PL l 10-53 which authorized the (0)\0) TBD OPEN Question posed by NOB 
civil liberties program confines 
its scope to terrorism related 
activities however the civil 
liberties program goes beyond 

I 
that realm. Under what authority 
was this scope expanded and in 
consideration of the complaint 
reporting requirement has this 
change been communicated to 
Congress? 

20120119-01 Policy Can the DoD ID number be DPCLO/ TBD OPEN Discussions with DMDC ongoing. 
hidden when signing documents DMDC Still researching. 
or email? 

20110615-01 Other US-CERT reporting concerns for All TBD OPEN DPCLO is working on a Memo to 
inclusion in DPCLO proposal Components address this issue. 
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Defense Privacy Board Action Item List 
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Defense Privacy Board Action Item List 

Components 
20110817-02 Policy Determine if e-mails containing DP CLO TBD CLOSED For .MIL to .MIL only, where the 

PII sent on a secure DoD need to know condition is met, 
network need to be encrypted emails containing PH do not need 

to be encrypted. 
If the need to know condition is 
NOT met, the email goes to an 
address other than a .1.1.IL, or if 
other inappropriate activities come 
to light, then an unencrypted email 
is reportable. 

20110817-01 Compliance Provide list of systems to be All 9/14/2011 CLOSED 
reviewed during FY12 Ql for Components 
SSN use reduction 

20110720-01 Policy Verify e-mail encryption policy DP CLO 08/17/2011 CLOSED Updates incorporated into revised 
in proposed DoD 5400.11-M manual. 

20110720-02 Policy Expedite SSN Use Reduction DP CLO/ ASAP CLOSED (b)(6) 
lo follow-up with 

Instruction signature. DHRA DHRA regarding strategies. 
20110615-02 Training Breach Management and All 06/22/2011 CLOSED Send completed survey to 

Prevention Training Survey Components dpo.correspondence(@osd.mil. 
20110615-03 Compliance Quarterly Reports including All 07/15/2011 CLOSED 

Section (m) Contractor Reviews Components 
20100818-04 Other Address SSN removal from DP CLO TBD CLOSED Address SSN removal from records 

records with NARA. with NARA. 
20100519-02 Other Disposition of PH stored in copy DP CLO/ TBD CLOSED Discuss details withl(b)(6) I 

machine hard drives DLA 
20100519-04 Policy Guidance and contract language DPCLO TBD CLOSED To be addressed after submission 

outlining contractor liability of first Section (m) reviews 
20100519-05 Policy Guidance/templates Components DPCLO TBD CLOSED Data being collected via CSOP 

could use to determine optimal Survey. 
resource levels and justify 
funding 

20100818-01 Other Flash Memory DPCLO TBD CLOSED Research Flash Memory 

10 



Defense Privacy Board Action Item List 

20100818-02 Other Ensure Privacy FAR clauses DP CLO TBD CLOSED Section M reviews have 
cited in contracts commenced 

20100818-03 Other Reassignment of SSN review in DP CLO/ TBD CLOSED Outside scope of DPB 
DITPR to CIO. CIO 

20100818-05 Other Contact CIO Council to host a DP CLO/ TBD CLOSED DHRA is appropriate lead. 
guest speaker on SSN Reduction CIO 
Lessons Learned. Council 

20100818-06 Other Research locations/availability DP CLO TBD CLOSED Research locations/availability of 
of lists published from 1930s to lists published from 1930s to 1990s 
1990s which contain service which contain service member 
member names and SSNs. names and SSNs. 

20100519-08 Policy Take a look at Memberships DP CLO TBD CLOSED Establish in Directive for Privacy 
and Civil Liberties. (Issues two 
sets of principles etc.) 

20100519-07 Other Joint Base Physical Access Issue Navy/AF TBD CLOSED Keep on parking lot 
(Base Commanders not 
Addressing PA, sponsoring 
visitors) 

20100519-06 Reporting Clarification on what DP CLO TBD CLOSED No coordination outside of 
coordination is required for Component Privacy Office 
completing the 'Scope of required. 
Advice' FISMA Report 
question, e.g. should 
Components query GC for the 
scope of privacy advice they 
have provided 

20100519-03 Policy Boilerplate contract DP CLO TBD CLOSED OMB currently drafting FAR 
language/FAR clause requiring clause 
Privacy Act training 

20100519-01 Reporting SORN Pre-Deployment Air Force TBD CLOSED Discuss with CIO. 3-6 month 
Category in DITPR timeline. 
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Defense Privacy Board Action Item List 

20100120-0 l Civil Liberties Submit Points of Contact All 20100701 CLOSED Component Privacy Officers asked 
• "Organizational Components to help Component leadership 

Placement and Structure identify points of contacts ASAP 
of the DoD Civil 
Liberties Officer 
Function" 

20100120-02 Reporting Submit Quarterly Reports to All 20100515 CLOSED Due the l 51n workday following the 
DPO: Components close of the quarter. Last 

• Biennial Privacy submission was 20100115. 
Training Report 

• Section 803 of the 9/11 
Commission 
Recommendations 
Report 

• System of Records 
Notice Review Report 

20090218-02 Reporting Submit comments on the revised All 20090731 CLOSED Conunents due July 31, 2009. 
Breach Report template to DPO. Components 

20090715-01 Reporting Installation Physical Access All 20090731 CLOSED Responses due July 31, 2009. 
Control Systems Information. Components 

20090715-02 Reporting FISMA Privacy Report. All 20090817 CLOSED Responses due August 17, 2009. 
Components 

20090218-04 Civil Liberties Develop and track Civil DPO Ongoing CLOSED DSD signed May 9, 2009 memo 
Liberties Officer package designating Acting DA&M as DoD 

CLO. 
20090415-02 Policy Develop guidance on the DPO 20091201 OPEN Guidance will be posted to DPO 

considerations when emailing of website as a FAQ. 
PII within a Component agency, 
across the Department and 
outside the Department. 

20090415-01 Other Confirm DPO mailbox accepts DPO 20090501 CLOSED DPO mailbox can accept encrypted 
encrypted and FOUO messages and FOUO messages. 

20090218-05 Reporting Provide comments on revised All 20090403 CLOSED Duplicate and error. Refer to 
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Defense Privacy Board Action Item List 

breach reporting template to Components 20090218-02. 
DPO. 

20090318-01 Reporting A request from Component for DPO 20090401 CLOSED Authority is in the 5400.11-R and 
DPO to provide Authority for the OMB Circular A-130. DPO 
training reports. memorandum sent April 3, 2009. 

20090218-03 Policy Provide comments to DPO on All 20090430 CLOSED Extension granted by Director, 
DoD 5400.11, DoD 5400.11-R, Components DPO. 
DoD memorandum 
"Safeguarding Against and 
Responding to the Breach of 
Personally Identifiable 
Information", 25 Sep 2008, and 
all Defense Privacy Board 
Advisory Opinions. 

20090415-03 Policy Provide guidance on how to DPO 20090520 CLOSED Concerns addressed. Guidance 
delete an exemption from a template forthcoming. 
SORN. 

20090318-02 Reporting Section 803 of the 9/11 All 20090715 CLOSED Consolidated under Item Number 
Commission Recommendations Components 20090218-01. 
Report. 

20090318-03 Reporting Systems of Records Notice All 20090715 CLOSED Consolidated under Item Number 
Review Report. Components 20090218~01. 

20090617-01 Reporting Submit comments on All 20090626 CLOSED Comments due June 26, 2009. 
consolidated Quarterly Report Components 
template to DPO. 
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~ Policy and Guidance 

-, Privacy Compliance Metrics 
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;.... Next Meeting Date 
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Defense Privacy Board (DPB) 
Meeting Minutes for August 15, 2012 

I. Welcome and Opening Remarks 

The face-to-face meeting was called to order byl(bl(5l !Executive Secretary, DPB 
and Director for Privacy, Defense Privacy and Civil Liberties Office (DPCLO). Attendance 
was taken from onsite and teleconference participants. A review of the open action items was 
conducted. 

II. Policy and Guidance 

SSN Use Reduction Instruction. DoDI 1000.30, "Reduction of Social Security Number (SSN) 
Use Within DoD, ., August I, 2012 has been signed and posted to the WHS Directives site at 
http://www.dtic.mil/whs/directives/corres /pdf/100030p.pdf. There are two key differences 
between the DTM and the Instruction: 1) Enclosure 2.4.a. of the Instruction provides rules for 
the use of the DoD Identification Number (previously the EDI-Pl) and 2) SES/Flag Officer 
level signature is no longer specified for SSN use justification memoranda. Heads of 
Components may wish to consider change their current designee. l(b)(6l I 
WHS/ESD stated that changes to the Instruction may be forthcoming. 

DoD Identification Number. DoDI 1000.30 contains rules for the use and sharing of the DoD 
ID Number. For assistance in converting SSNs to DoD ID Numbers contact DMDC at 
MLAdd-DMDCW ADRWebServices@osd.pentagon.mil. 

DPCLO SSN Use Justification Memoranda Reviews. In FY 12 Ql-Q3 DPCLO received SSN 
use justification memos for 36.03% of the systems in the DITPR collecting the SSN. This puts 
us just 1.5% short of the goal of receiving 12.5% of the memos each quarter. 

Overall, DPCLO is seeing positive results from the initial reviews. Of the memos DPCLO has 
reviewed, roughly 7 .6% are eliminating SSNs from the system. Approximately 52.5% of all 
the systems reviewed were approved as legacy systems. Legacy system justifications are 
temporary approvals and will be reevaluated in two years. 

Some content matters for Components to remember when developing their use justification 
memos. 

• Ensure you have ruled out all other use cases before designating legacy system as your 
use case. 

• Include the DITPR ID number on the use justification memorandum. The DITPR ID 
number is used to track which systems have been reviewed. 

• Explicitly state the use case being applied. Additionally, clearly explain why the system 
qualifies for that use case. 

Other Policy, Guidance and Resources. 
• Revised DoDD 5400.11 and DoD 5400.11-M are currently going through the informal 

SD- I 06 coordination process. 
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• DA&M Memorandum '"Use of Best Judgment for Individual Personally Identifiable 
Information (PII) Breach Notification Determinations", August 2, 2012 only applies to 
the decision to notify individuals impacted by a breach NOT breach reporting. 

• DHS Privacy Office Memorandum "Privacy Incident Reporting to the US-CERT", 
August 25, 2011 provides guidance allowing Components to use their best judgment with 
US-CERT breach notification determinations. 

FYI 2 Federal Information Security Management Act (FISMA) Guidance. DPCLO provided 
FY 12 FISMA guidance to the DPB and COCOMs via an August 4, 2012 email. COCOMs can 
expect to receive the same tasking via Joint Staff as well. The report covers the period October 
1, 2011 through September 30, 2012. Due dates are firm. Requests for extension cannot be 
granted due to other OSD level review and coordination due dates. 

Key Dates: 
• September 10, 2012: Components make final corrections and updates to DoD 

Information Technology Portfolio Repository (DITPR). 
• September 17, 2012: Components submit completed reporting template (Attachment 2) 

with narratives and signed certification (Attachment 3) to DPCLO at 
dpo.correpondence@osd.mil. 

Carefully read the FISMA guidance instructions and the comments embedded in the reporting 
template (Attachment 2 of the FISMA memo). Enter data only in the yellow shaded areas of 
the reporting template. Some questions may require narrative statements and are noted as 
such. 

L(b~(6~ __ _,latl(b)(6) Direct questions to . . 

III. Privacy Compliance Metrics 

Breach Statistics: The overall number of breaches decreased 26% from 639 in the QTR 2 to 
475 in QTR 3. Paper records and e-mail continue to be areas of high concern. 

Privacy Compliance and Reporting Tool (CART): Current CART users are Army, AF, 
OSD/JS, and NGB. The roll-out to the remaining Components is scheduled to commence on 
October 1, 2012. Training will be provided. The PII Breach Refiorting DD Form is currently 
under development. Questions can be directed tol(b)(G) DPCLO, 
l(b)(6) I 

OSD CIO Data Loss Prevention {DLP) Tool: The DLP is currently blocking outgoing 
unencrypted emails containing 2 or more social security numbers or Credit Card Numbers. Of 
the approximately 40 emails blocked each day, most are users sending their personal 
information to a personal account or users responding to messages which already contained 
PII. The tool was inappropriately blocking emails containing the NARA numbering system. 
NARA format mimics SSNs, i.e.###-##-####. However, an exception has been created in the 
process to halt these blocks. 
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IV. DPCLOS ,ponsore d T .. ramm2 

October 1 PIAs and Privacy for System Owners 

October 15 - 18 DPCLO Privacy Officer Professionalization Program 
(DPoP) (registration by invitation only) 

October 25 -26 COCOM Privacy Officer Training Workshop (registration 
by invitation only) 

November 7 - 9 Privacy Act Compliance and Management (PACMan) 

The DPCLO has additional sessions under development. Training schedules and registration 
information will be posted to the DPCLO Sharepoint site when available. 

V. Announcements and Reminders 

• 2012 Privacy Program Annual Report: DPCLO is in the early stages of drafting the 2012 
Privacy Program Annual Report. Please submit any ideas or success stories to DPCLO. 

• Stock Act: Congress has delayed implementation until early September. No additional 
information from DoD SOCO at this time. 

• DPCLO Website: A few look and feel changes have been made to the DPCLO website 
splash page including the addition of a media page. 

VI. Open Discussion 

• Which DoD standards address the requirement to encrypts emails containing PII? Are 
emails transmitted using the DoD network emails considered to be transmitted over 
commercial networks? (DFAS question). 

o DoD 5400.11-R, Section API.5.2., Technical Safeguards. Encrypt unclassified 
personal information with current Information Assurance (IA) policies and 
procedures, as issued. 

o DODI 8500.2, February 6, 2003, Enclosure 4, Attachment 5, Enclave and 
Computing Environment Confidentiality. ECCT-1 Encryption for Confidentiality 
(Data in Transit) Unclassified, sensitive data transmitted through a commercial or 
wireless network are encrypted using NIST-certified cryptography (See also 
DCSR-2). 

Through communications with DoD Information Assurance, DPCLO has confirmed that 
all emails sent over DoD networks are considered "transmissions through a commercial 
or wireless network". 
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• ~b)(G) 1 GC r~sponded to civil liberties program questions posed during the May 
3, 2012 DP meetmg. 

o Question: The civil liberties program Instruction defines privacy as "a right 
recognized by the Constitution", however privacy is not addressed by the 
Constitution in this manner. How will this be rectified? (DARPA question) 
Response: Under the Civil Liberties DoDI, privacy is defined as the right to 
privacy recognized under the Constitution of the United States. This definition is 
supported by case law. 

o Question: PL 110-53 which authorized the civil liberties program confines its 
scope to terrorism related activities, however the civil liberties program goes 
beyond that realm. Under what authority was this scope expanded and in 
consideration of the complaint reporting requirement has this change been 
communicated to Congress? (NGB question) 
Response: The statute establishes the minimum requirements placed upon the 
DoD Civil Liberties Officer. To meet these requirements, the DoD Civil Liberties 
Officer determined it was necessary to constitute the DoD Civil Liberties Program 
as provided for in the Civil Liberties DoDI. 

VII. Wrap up ..,,...,..,.,,,.,....-----. 
New action items were reviewed. l(b}(G) !thanked everyone for a very productive meeting. 

VIII. Next Meeting Date 
The next DPB meeting is scheduled for September 19, 2012 and will be a teleconference. 
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I~ Meeting Adjourned 

...._ _____ ___.Director for Privacy, DPCLO 
Executive Secretary. Defense Privacy Board 

6~~;~ Disapproved 

'::2.-< : cc, f;2__ 
Michael L. Rhodes. Director. Administration and Management 
Chairman, Defense Privacy Board 
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ATTENDANCE 
Name 0 r2anization Present 

(b)(6) Defense Contract Audit Agency 
Defense Advanced Research Projects Agency "' OSD/Privacy \ 
Missile Defense Agency 
White House Communications Agency \ 
National Reconnaissance Office 
Defense Privacy and Civil Liberties Office 
U.S. Transportation Command 
Defense Security Service \: 

Defense Threat Reduction Agency 
Anny Privacy '\ 
Defense Human Resources Activity 
Defense Threat Reduction Agency/Privacy 
USMC \ 
Department of the Navy \ 
Defense Privacy and Civil Liberties Office 
Air Force, OGC x 
Navv 
DONCIO 
NGA 
Defense Privacy and Civil Liberties Office 
TRJCARE Management Activity 
Annv/FOIA and Privacy Office 
Defense Manpower Data Center 
DLA 
OSD/ESD 
DARPA 
OSD/Chief Information Office "\ 
TRICARE Management Activity \ 
Defense Human Resources Activity 
MITRE/AMC 
DFAS 
NRO \ 

MITRE/AMC :\ 
DTRA \ 
SI GAR 
National Security Agency \:_ 

NRO 
Defense Privacy and Civil Liberties Office ,'\ 

Army Privacy 
CENTCOM 
Defense Logistics Agency 
Defense Manpower Data Center 
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ATTENDANCE 
Name Or~anization Present 

(b)(6) Defense Privacy and Civil Liberties Office 
WHS/EITSD 
Defense Privacy and Civil Liberties Office \ 

Air Force Privacy 
Defense Privacy and Civil Liberties Office \ 
Army Privacy Office 
U.S. Northern Command 
Army Privacy Office 
NGA 
DO DIG 
TMA Privacy Office 
Air Force/Policy and Compliance/IA 
Army Privacy 
DIA 
Department of the Navy .\ 
Defense Privacy and Civil Liberties Office 
DCAA :'\ 
OSD/Chief Information Office 
NGA 
NGA 
NRO 
BAH 
DONCIO \ 

NGA :'\ 
NOB x 
Defense Privacy and Civil Liberties Office x 
Defense Logistics Agency \ 

DMDC 
Defense Privacy and Civil Liberties Office .\ 
DFAS \ 

NGA 
NRO 
Defense Privacy and Civil Liberties Office 
TMA Privacy Office 
CNO, DNS-36 
Defense Manpower Data Center \ 
MITRE 
WHMO 
De CA .\ 
Defense Human Resources Activity I 
Defense Privacy and Civil Liberties Office 
U.S. Central Command 
Air Force Privacy Office \: 
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ATTENDANCE 
Name Organization Present 

(b)(6) Missile Defense Agency \ 
Defense Commissary Agency \: 
DTIC \: 
Defense Privacy and Civil Liberties Office 
DON. CIO, Privacy 
Defense Privacy and Civil Liberties Office 
MITRE 
Defense Logistics Agency _\ 

NRO 
Air Force Privacy Office 
Missile Defense Agency, CPO \: 

Office of General Counsel \ 
National Reconnaissance Office \ 
SI GAR 
National Geospatial Intelligence Agency 
TRICARE Management Activity 
DLA 
WHS/ESD/IMD \ 

DCMA \ 
CENTCOM 
Defense Privacy and Civil Liberties Office 
Defense Privacy and Civil Liberties Office \ 
DISA/Records and PA _\_ 

Marine Corps \ 
MITRE/AMC \ 
Defense Contract Management Agency .\ 

Defense Privacy and Civil Liberties Office 
Marine Corps 
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Defense Privacy Board Action Item List 

Open Action Items List (NOTE: All submi.uio11s '" DPCLO sllould be se11110 dpclo.£·orrespondence(_Q,,osd.mil) 
- - - - -- -· 

[ 
- -

Item Number Topic Action Item Description 
Assigned 

Due Date Status Comments 
To 

--- -- -· - - - -

20120815-0 I Policy SSN Justification Instruction no DPCLOwill Sep DPB OPEN 
longer refers to Component refer 
Forms Management Officers; it question to 
simply refers to Components. l(b}{6) I 
Wa'i this change intentional and {P&R) 
will it create a conflict between 
Component and DoD Forms 
Managers? 

20120815-02 Other Can CART be modified to auto (b)(6) Sep DPB OPEN 
generate a tracking number 
instead of the US CERT 
number? 

20120815-03 Compliance DPCLO will circulate the CIO lb}(6) 31 August OPEN fX•l il~:idl CIO 
FISMA memo to DPB members 2012 flSMA memo t l for 
for use in obtaining compliance inclusion with the B minutes 

I with FISMA reporting 
20110615-01 Other US-CERT reporting concerns for All TBD CLOSED DHS Privacy Office memo 

inclusion in DPCLO proposal Components distributed as FYI in lieu of DoD 
memo 
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Defense Privacy Board Action I tern List 

Closed Action Items List 
~ - ---

Item Number Topic Action Item Description Assigned Due Date Status Comments 
To 

20120523-01 Compliance DPCLO will provide DPB with All 5/24/2012 CLOSED 
breach statistics of number of Components 
individuals affected by paper 
records for 2"d Quarter FY 12 

20120 5 23-02 Policy The Civil Liberties Program (b)(6) TBD CLOSED Question posed by DARPA.fbX6> I 
Instruction defines privacy as "a fb)(6) tesponded during Aug 15 
right recognized by the meeting. Additional questions may 
Constitution'', however the be addressed t1b)(6) I 
Constitution does not reference Director for Civtl L1bert1es. 
privacy in this manner. How will 
this be rectified? 

201205 23-03 Policy PL 110-53 which authorized the (b)(6) TBD CLOSED Question posed by NGB. l(b)(5l I 
civil liberties program confines l(b)(6) I responded during Aug 15 
its scope to terrorism related meeting. Additional questions may 
activities however the civil be addressed t~<51<~l I 
liberties program goes beyond Director for Civil Liberties. 
that realm. Under what authority 
was this scope expanded and in 
consideration of the complaint 
reporting requirement has this 
change been communicated to 
Congress? 

20120 I I 9-0 I Policy Can the DoD ID number be DPCLO/ TBD CLOSED DMDC is investigating the 
hidden when signing documents DMDC technical aspects of this inquiry. 
or email? 

20120313-01 Policy DPCLO request implementation All ONGOING CLOSED Please send sussestions for auide 
guide topics from Components Components topics tol(6j(~j ~y 

the next DPB. 
2012011 9-03 Policy Publish info Papers to web and DPCLO TBD CLOSED DPCLO is retooling the info papers 

SharePoint to deliver them as implementation -- _.__ 

IO 



Defense Privacy Board Action Item List 

-
guides. 

20120119-02 Policy Provide comments on Cross All 1127/2012 CLOSED 
Component Breach Management Components 
and DoD ID Number Info Papers 
~_y COB Jan~ --

2012011 9-04 Other Provide any CSOP feedback or All 2/15/2012 CLOSED 
rcconunendations to topics of Components 
discussion for the C'SOP forum 

·-------- -
_tentatively ~lanne~ _ _f~r March --- -------

2011I130-01 Policy I Determine if DoD ID Number is DPCLO TBD CLOSED DMDC and P&R are working on 
releasable under FOIA legal opinions to support a "2" 

exemption under FOIA for the 
release of the DoD ID number. 

(b)(6) ffercd comments on 
tlus issue durmg the Jan 19, 2012 

I meeting. 
20111130-02 Training Determine if group !APP DPCLO TBD CLOSED DPCLO has no funding to support 

Certification training is possible such training. Components can 
for Components based on budget hold this training if they can fund it 

themselves. 
--- -·~ 

20 I I I I 30-03 Training Determine if DLA will be able to DPCLO/ TBD CLOSED The FY 12 course was developed 
assist with enhancing the privacy CIO/DLA and posted in October 201 l. We 
portion of the lnfixmation can revisit for FY13. 

--- - -- --
Assurance (IA)..1:fai1_1~ __ 

-

20111130-04 Compliance Provide SSN use justifications All 1/17/2012 CLOSED 
Components 

-----·- ----- - ·- ----~~--- -··· - -·-

20 I I 08 I 7-02 Policy · Determine if e-mails containing DPCLO TBD CLOSED For .MIL to .MIL only, where the 
Pll sent on a secure DoU need to know condition is met, 
network need to be encrypted emails containing PII do not need 

to be encrypted. 
If the need to know condition is 
NOT met, the email goes to an 
address other than a .MIL, or if 
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Defense Privacy Board Action Item List 

-
other inappropriate activities come 
to light, then an unencrypted email 
is reportable. 

-------- - --

201 I0817-0l Compliance Provide list of systems to be All 9/14/2011 CLOSED 
reviewed during FY12 QI for Components 
SSN use reduction 

--r-·•-·---- -- - -----1-----------

20 1 I 0720-0 I Policy Verify e-mail encryption policy DPCLO 08/17/2011 CLOSED Updates incorporated into revised 
__ l!i_proposed DoD 5400._!J :_rvt manual. 

- - -- --- -

20 I I 0720-02 Policy Expedite SSN Use Reduction DPCLO/ ASAP Cl .OSED ~b)(6) Ito follow-up with 
Instruction signature. DHRA DHRA regarding strategies. --- - -

20110615-02 Training Breach Management and All 06/22/2011 CLOSED Send completed survey to 

1------- -•••••• ·~T 
Prevention ·I 'nij n i ~_g _Survey c;~)~~~~I_!!_~_ dpo.correspondence(wosd.mil. 

20110615-03 Compliance Quarterly Reports including All 07/1512011 CLOSED 
Section (m) Contractor Reviews Components 

. , -- .. - - --

20 I 00818-04 Other Address SSN removal from DP CLO TBD CLOSED Address SSN removal from records 
records with NARA. with NARA. 

20 I 00519-02 Other Disposition of Pll stored in copy DPCLO/ TBD 
- . 

CLOSED Discuss details withlCbX5> I 
machine hard drives DLA 

20100519-04 Policy Guidance and contract language DPCLO TBD CLOSED To be addressed after submission 
outlining contractor liability of first Section (m) reviews 

20100519-05 Policy Guidance/tern pl ates Components DP CLO TBD CLOSED Data being collected via CSOP 
could use to detennine optimal Survey. 
resource levels and justify 

-·---·------·---- -·---·-
f1:1nding 

---- -
20100818-01 Other J~<!Sh M_etl_!~_!)'. DPCLO TBD CLOSED Research Flash Memory 
-----~ -- --- - ---· r--~--~-·--

201008 I 8-02 Other Ensure Privacy FAR clauses DPCLO TBD CLOSED Section M reviews have 
cited in contracts commenced 

--~--------- --· ~-----~--- -- - - - - ----~ - -- - --- -

20l008 l 8-03 Other Reassignment of SSN review in DPCl,O/ TBD CLOSED Outside scope of DPB 
DITPR to CIO. CIO --· - - ·- - - ·- - -----

20 I 008 18-05 Other Contact CIO Council to host a DPCLO/ TBD CLOSED DHRA is appropriate lead. 
guest speaker on SSN Reduction CIO 
I .cssons Learned. Council 

---

20 I 00818-06 Other Research locations/availability DPCLO TBD CLOSED Research locations/availability of 

12 



Defense Privacy Board Action Item List 

of lists published from 1930s to lists published from 1930s to 1990s 
1990s which contain service which contain service member 
member names and SSN s. names and SSNs. 

- -

20 I 005 I 9-08 Policy Take a look at Memberships DPCLO TBD CLOSED Establish in Directive for Privacy 
and Civil Liberties. (Issues two 

-. ---· -·~- ~-· ~·~-- - -
sets of principles etc.) -

20100519-07 Other Joint Base Physical Access Issue Navy/AF TBD CLOSED Keep on parking lot 
(Base Commanders not 
Addressing PA, sponsoring 
visitors) .. - - -

20100519-06 Reporting Clarification on what DPCLO TBD CLOSI~D No coordination outside of 
coordination is required for Component Privacy Office 
completing the 'Scope of required. 
Advice' FISMA Report 
question, e.g. should 
Components query GC for the 
scope of privacy advice they 
have provided 

20 l 0051 9-03 Policy Boilerplate contract DPCLO TBD CLOSED OMB currently drafting FAR 
language/FAR clause requiring clause 
Privacy Act training 

20 l 00519-01 Reporting SORN Pre-Deployment Air Force TBD CLOSED Discuss with CIO. 3-6 month 
Category in DITPR timeline. 

-·-·-r•-
20100120-01 Civil Liberties Submit Points of Contact All 20100701 CLOSED Component Privacy Officers asked 

• "Organizational Components to help Component leadership 
Placement and Structure identify points of contacts ASAP 
of the DoD Civil 
Liberties Officer 
Function" - .. --

20 I 00120-02 Reporting Submit Quarterly Reports to All 20100515 CLOSED Due the l 5m workday following the 
DPO: Components close of the quarter. Last 
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Defense Privacy Board Action Item List 

• Biennial Privacy submission was 20I00115. 
Training Report 

• Section 803 of the 9/11 
Commission 
Recommendations 
Report 

• System of Records 
_ Notice Revic~~~rt 

----

20090218-02 Reporting Submit comments on the revised All 20090731 CLOSED Comments due July 31, 2009. 
_ Jlreach Report templa_tc to DPO. Componcn~s __ 

---·-

20090715-01 Reporting Installation Physical Access All 20090731 CLOSED Responses due July 31, 2009. 
Control Systems ln11'!.f!11Ution. Com oncnts 

- -- -- ·-·-
20090715-02 Reporting FISMA Privacy Report. All 20090817 CLOSED Responses due August I 7, 2009. 

-- -- Components 
--

20090218-04 Civil Liberties Develop and track Civil DPO Ongoing CLOSED DSD signed May 9, 2009 memo 
Liberties Officer package designating Acting DA&M as DoD 

CLO. 
20090415-02 Policy Develop guidance on the DPO 20091201 OPEN Guidance will be posted to DPO 

considerations when emailing of website as a FAQ. 
PII within a Component agency, 
across the Department and 

-- --
outside the Department. --- ... 

20090415-0 I Other Confinn DPO mailbox accepts DPO 20090501 CLOSED DPO mailbox can accept encrypted 
cncry__pted and FOUO messages 

-- - - UTU-

and FOUO messages. 
-~-

- --, -J>rovide comments 0~1-rcvl~ed 20090218-05 Reporting All 20090403 CLOS FD Duplicate and error. Refer to 
breach reporting template to Components 20090218-02. 
DPO. 

-'-·-· - - - - ~ ·--- - - -~--·-·- - -- - ------ ---· 

20090318-0 I Reporting A request from Compuncnt for DPU 20090401 cr.osr:n Authority is in the 5400.11-R and 
DPO to provide Authority for the OMB Circular A-130. DPO 

-·-- training report~=-
·~-·· - - ..... memorandum sent April 3, 2009. 

·---~····~·· ---·-·-----

20090218-03 Policy Provide comments to DPO on All 20090430 CLOSED Extension granted by Director, 
DoD 5400.11, DoD 5400.11-R, Components DPO. 
DoD memorandum 
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Defense Privacy Board Action Item List 

"Safeguarding Against and 
Responding to the Breach of 
Personally Identifiable 
Information", 25 Sep 2008, and 
all Defense Privacy Board 
Advisory Opinions. 

"- - . ' -

20090415-03 PoliL'.y Provide guidance on how to DPO 20090520 CLOSED Concerns addressed. Guidance 
delete an exemption from a template forthcoming. 
SORN. 

20090318-02 Reporting Section 803 of the 9/1 l All 20090715 CLOSED Consolidated under Item Number 
Commission Recommendations Components 20090218-01. 
Report. 

20090318-03 Reporting Systems of Records Notice All 20090715 CLOSED Consolidated under Item Number 
Review Report. Components 20090218-01. 

2009061 7-0 I Reporting Submit comments on All 20090626 CLOSED Comments due June 26, 2009. 
consolidated Quarterly Report Components 
template to DPO. 
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AGENDA 
,... Welcome/Review of Open Action Items 

,... Policy and Guidance 

-, Privacy Compliance Metrics 

;.... OPCLO Training Schedule 

);.- Announcements/Reminders 

)...- Open Discussion 

;.... Review of New Action Items 

;.... Next Meeting Date 

)' Adjournment 



Defense Privacy Board (DPB) 
Meeting Minutes for December 6, 2012 

I. Welcome and Opening Remarks 

The face-to-face meeting was called to order by l(b)(e) I Executive Secretary, DPB 
and Director for Privacy, Defense Privacy and Civil Liberties Office (DPCLO). Attendance 
was taken from onsite and teleconference participants. A review was conducted of the open 
action items. 

II. Policy and Guidance 

Status of DoD 5400.11-R and DoDD 5400.11: 
• DoD Directive 5400.11 is currently in the formal SD-106 coordination process. The 

process is scheduled to end on December 6, 2012. 
• DoD Manual 5400.11 is currently in the DA&M informal coordination process. The 

anticipated release for fonnal SD-I 06 coordination is mid-December 2012. 
• Components were reminded to consider the DA&M Memorandum ··use of Best 

Judgment for Individual Personally Identifiable Information (PII) Breach Notification 
Determinations," August 2, 2012 when deciding to notify individuals impacted by a 
breach. Ibis memorandum provides guidance to Components on the use of the best 
judgment standard on the decision to notify individuals. It does NOT change the breach 
reporting requirement. 

III. Privacy Compliance Metrics 

FY 12 Quarters 1-4 Breach Statistics: [bXBJ lpointed out that, although paper records 
decreased this quarter and e-mails remained high, these breach areas continue to be of concern. 
The number of incidents for paper record decreased in the 4th Quarter to 446, compared to 475 
incidents in the 3rd Quarter. 

Quarterly Report Update: _lcb_)is_) ___ .... 

directed to (b)(6J 

with the meeting agen a. 

SORN Review (1993-2007) Tasking: Discussions are ongoing with Components that have 
SORNs published in the Federal Register between 1993 and 2007. The DPCLO has no record 
that these SORNS have been reviewed in the review cycles that began in 2008. Components 
were asked to review the 18 categories of data to identify discrepancies, inaccurate information 
and missing infonnation. 



The SORN review should reflect review of 40% of the oldest SORNs by December 31, 2012 
and the remaining to be reviewed by September 30, 2013. The reviews are to be added to your 
miarter!y reprt (including SORN system ID number and name). Questions can be directed to 

l(b)(G} - PCLO, l(b)(G) I 

IV. DPCLO Sponsored Training 

March 11-13,2013 Privacy Act Compliance and Management (PACMan) 

April 22 -25, 2013 DPCLO Privacy Officer Professionalization Program 
(DPOP) 

May 20,2013 PIAs and Privacy for System Owners Training & 
SORN Overview 

The DPCLO has additional sessions under development. Courses are in great demand with 
limited seating. Training schedules, course armouncements and registration information will be 
posted to the DPCLO SharePoint site when available. 

V. Announcements and Reminders 

• 2012 Privacy Program Annual Report: DPCLO is finalizing the 2012 Privacy Program 
Annual Report. Thank you for submitting your best practices, initiatives and success 
stories to DPCLO. 

• CSOP Meeting: The CSOP meeting was held on Thursday, November 29th 2012. There 
are no action items to report. The materials will be uploaded to the DPCLO SharePoint 
Site. 

• DPB Quarterly Newsletter: The DPB Quarterly Newsletter provides items of interests 
that impact the components. The first edition was sent out on October 11, 2012. The next 
edition will be sent out in January 2013. 

VI. Open Discussion 

• l(b)(GJ IWhite House Communications opened the discussion. 
o Comment: The National Archives & Records Administration (NARA) is in the 

process of rewriting and overhauling their retention disposition process. There is 
no Privacy representation within the tasked NARA group. 
Response: The DPCLO will provide a representative if possible.l(b)(G) 
asked that the information be provided to him for action. -------
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VII. Wrap up 
New action items were reviewed~ .... (b-)(G_) __ ___.~anked everyone for a very productive meeting. 

VIII. Next Meeting Date 
The next DPB meeting is scheduled for January 16, 2013 and will be a teleconference. 

IX. Meeting Adjourned 

Submitted by rb)(Gl 

l(b)(G) !Director for Privacy, DPCLO 
Executive Secretary, Defense Privacy Board 

~ Disapproved 

2,;QZ~ 
Michael L. Rhodes, Director, Administration and Management 
Chairman, Defense Privacy Board 
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ATTENDANCE 
Name Or~anization Present 

(b)(6) Defense Contract Audit Agency 
Defense Advanced Research Projects Agency x 
OSD/Privacy x 
Missile Defense Agency 
White House Communications Agency x 
Defense Human Resources Activity x 
National Reconnaissance Office 
Air Force Privacy Office x 
Defense Privacy and Civil Liberties Office 
U.S. Transportation Command 
Defense Security Service x 
Defense Threat Reduction Agency 
Defense Human Resources Activity 
Defense Threat Reduction Agency/Privacy 
USMC x 
Department of the Navy x 
Defense Privacy and Civil Liberties Office x 
Air Force, OGC x 
Navy 
DONCIO 
NGA 
Defense Privacy and Civil Liberties Office x 
TRI CARE Management Activity 
Defense Manpower Data Center 
DLA x 
OSD/ESD 
DARPA 
OSD/Chief Information Office x 
TRICARE Management Activity x ' 

Defense Human Resources Activity 
MITRE/AMC 
DFAS 
NRO x 
MITRE/AMC x 
DTRA x 
SI GAR 
~ational Security Agency x 
NRO 
Defense Privacy and Civil Liberties Office x . 
CENTCOM 
Defense Logistics Agency x 
Defense Manpower Data Center 
Defense Privacy and Civil Liberties Office 
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ATTENDANCE 
Name Organization Present 

(b)(6) WHS/EITSD 
Defense Privacy and Civil Liberties Office x 
Air Force Privacy 
Defense Privacy and Civil Liberties Office x 
Army Privacy Office x 
U.S. Northern Command 
Army Privacy Office x 
NGA 
DO DIG 
TMA Privacy Office 
Air Force/Policy and Compliance/IA 
Army Privacy 
DIA 
Department of the Navy x 
Defense Privacy and Civil Liberties Office 
DCAA x 
OSD/Chief Information Office 
NGA 
NGA 
NRO 
MITRE x 
BAH 
DONCIO x 
NGA x 
NGB x 
Defense Privacy and Civil Liberties Office x 
Defense Logistics Agency x 
DMDC 
Defense Privacy and Civil Liberties Office x 
DFAS 
NGA 
NRO 
Defense Privacy and Civil Liberties Office 
TMA Privacy Office 
CNO, DNS-36 
Defense Manpower Data Center x 
MITRE 
WHMO 
DeCA x 
Defense Hwnan Resources Activity 
Defense Privacy and Civil Liberties Office 
U.S. Central Command 
Air Force Privacy Office x 
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ATTENDANCE 
Name Organization Present 

(b)(6) :\ttissile Defense Agency x . 
Defense Commissary Agency x 
DTIC x 
Defense Privacy and Civil Liberties Office x 
DON, CIO, Privacy 
Defense Privacy and Civil Liberties Office 
MITRE 
Defense Logistics Agency x 
NRO 
Air Force Privacy Office 
Missile Defense Agency, CPO x 
Office of General Counsel x 
National Reconnaissance Office x 
SI GAR 
National Geospatial Intelligence Agency 
TRICARE Management Activity 
DLA x . 
WHS/ESD/IMD x . 
DCMA x 
CENTCOM 
Defense Privacy and Civil Liberties Office x 
Defense Privacy and Civil Liberties Office x 
DISA/Records and PA x 
Marine Corps x 
MITRE/AMC x , 

Defense Contract Management Agency x 
Marine Corps 
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Defense Privacy Board Action Item List 

Item Number Topic Action Item Description Assigned 
Due Date Status Comments To ·- -··-··-·~·--~·--·-·-·-·- -· 

20121206-0 l Policy Improve MOU/MOA language DPCLO ASAP OPEN 
to provide better privacy 
considerations 

20121206-02 Training Offer train-the-trainer DPCLO April 2013 OPEN This request is in process via 
opportunities through which updates pending for the DPCLO 
Component Privacy Officers can Privacy Officer Professionalization 
learn how to crosswalk privacy (DPOP) course. Training for IT 
with lheir Componenl IT perso1mel is already being offered 
personnel via the Privacy Considerationsfor 

IT System Developers class. 
201201206-03 Compliance Develop guidance that assists DPCLO March DPB OPEN 

DoD personnel in understanding 
the relationship between existing 
privacy laws and regulations as 
well as how to implement the 
privacy requirements of each 

20121206-04 Compliance NARA is in the process of DPCLO ASAP OPEN 
overhauling the disposition 
schedule; DPCLO representation 
at those meetings might be 
beneficial to the Privacy 
Program 

20120815-01 Policy SSN Justification Instruction no DPCLO will Sep DPB OPEN DPCLO will issue an Instructional 
longer refers to Component refer Memo explaining the forms process 
Fonns Management Officers; it auestion to 
simply refers to Components. (b)(6) I 
Was this change intentional and (P&R) 
will it create a conflict between 
Component and DoD Fonns 
Managers? 
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Defense Privacy Board Action Item List 

20120815-02 Other Can CART be modified to auto (b)(6) Sep DPB CLOSED This request is currently not an 
generate a tracking number option due to technological and 
instead of the US CERT fiscal constraints. 
number? 

20120815-03 Compliance DPCLO will circulate the CIO (b)(6) 31 August CLOSED Memos circulated with the DPB 
FISMA memo to DPB members 2012 minutes; 
for use in obtaining compliance 
with FISMA reporting Memos will be circulated with the 

DPB minutes from the Dec I 2 
meeting as well. 

20110615-01 Other US-CERT reporting concerns for All TBD CLOSED OHS Privacy Otlice memo 
inclusion in DPCLO proposal Components distributed as FYI in lieu of DoD 

memo 
- ·- ---

Open Action Items List (NOTE: .·II/ rnbmi-.\·ions to fl/,( ·1.0 should be w11t to dpclu.corrnriomfr11n"u owl. mil) 
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Defense Privacy Board Action Item List 

Closed Action Items List 

Item Number Topic Action Item Description Assigned Due Date Status Comments 
To 

20120523-01 Compliance DPCLO will provide DPB with All 5/24/2012 CLOSED 
breach statistics of number of Components 
individuals affected by paper 
records for t 1

d Quarter FY 12 
" 

20 120523-02 Policy The Civil Liberties Program (b)(6) TBD CLOSED Question posed by DARPA.l(bl(6l I 
Instruction defines privacy as ''a (b)(6) !responded during Aug t 5 
right recognized by the meeting. Additional questions may 
Constitution", however the be addressed tol(blC6l I 
Constitution does not reference Director for Civil Liberties. 
privacy in this manner. How will 
this be rectified? 

20120523-03 Policy PL t l 0-53 which authorized the (b)(6) TBD CLOSED Question posed by NGB. l(b)(6) I 
civil liberties program confines l<bJ(6) I responded during Aug 15 
its scope to terrorism related meeting. Additional questions may 
activities however the civil be addressed tol<bl(6l I 
liberties program goes beyond Director for Civil Liberties. 
that realm. Under what authority 
was this scope expanded and in 
consideration of the complaint 
reporting requirement has this 
change been communicated to 
Congress? 

20120119-0 I Policy Can the DoD ID number be DPCLO/ TBD CLOSED DMDC is investigating the 
hidden when signing documents DMDC technical aspects of this inquiry. 
or email? - - - -- -

20120313-01 Policy DPCLO request implementation All ONGOING CLOSED Please send suo(•cstions frJr lluide 
guide topics from Components Components topics tol(b)(5l lby 

the next DPB. 
201201I9-03 Policy Publish Info Papers to web and DPCLO TBD CLOSED DPCLO is retooling the info papers 

SharePoint to deliver them as implementation 
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Defense Privacy Board Action Item List 

- -

guides. 
20120 t 1 9-02 Policy Provide comments on Cross All 1/27/2012 CLOSED 

Component Breach Management Components 
and DoD If) Number Info Papers 
by COB Jan 2th 

2012011 9-04 Other Provide any CSOP feedback or All 2/15/2012 CLOSED 
recommendations to topics of Components 
discussion for the CSOP Forum 
tentatively planned for March 

20111 IJ0-01 Policy Determine if DoD ID Number is DPCLO TBD CLOSED DMDC and P&R arc working on 
releasable under 1-'0IA legal opinions to support a "2'' 

exemption under FOIA for the 
release of the DoD ID number. 

(b)(6) ffcred comments on 
this issue during the Jan 19, 2012 
meeting. 

20111130-02 Training Detennine if group JAPP DPCLO TBD CLOSED DPCLO has no funding to support 
Certification training is possible such training. Components can 
for Components based on budget hold this training if they can fund it 

themselves. 
20111130-03 Training Detennine if DLA will be able to DPCLO/ TBD CLOSED The FY 12 course was developed 

assist with enhancing the privacy CfO/DLA and posted in October 201 l. We 
portion of the Information can revisit for FY13. 
Assurance (IA) training 

20111130-04 Compliance Provide SSN use justifications All 1/17/2012 CLOSED 
Components 

20110817-02 Policy Detcnninc if e-mails containing DPCLO TBD CLOSED For .MIL to .MIL only, where the 
Pll sent on a secure DoD need to know condition is met, 
network need to be encrypted emails containing PII do not need 

to be encrypted. 
If the need to know condition is 
NOT met, the email goes to an 
address other than a .MIL or if 

- - -
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··- ·-- --
other inappropriate activities come 
to light. then an unencrypted email 
is reportable. 

-· ·-
20110817-01 Compliance Provide list of systems to be All 9114/2011 CLOSED 

reviewed during FY12 QI for Components 
SSN use reduction -·-----

20 110720-0 1 Policy Verify e-mail encryption policy DPCLO 08/17/2011 Cl,OSED Updates incorporated into revised 
in proposed DoD 5400.11-M manual. 

- ~ (b)(6) lo follow-up with 20110720-02 Policy Expedite SSN Use Reduction DPCLO/ ASAP CLOSED 
Instruction signature. DI-IRA . j)l ll~A regarding strategics. 

20110615-02 Training Breach Management and All 06122120 I I CLOSED Send completed survey to 

···-
Prevention Training Survey Components d1)0.cones~ondence@osd.mil. 

20 I I 0615-03 Compliance Quarterly Reports including All 07115/2011 CLOSED 
Section (m) Contractor Reviews Components 

20100818-04 Other Address SSN removal from DPCLO TBD CLOSED Address SSN removal from records 
records with NARA. with NARA. 

20100519-02 Other Disposition of PII stored in copy DPCLO/ TBD CLOSED Discuss details withl(b)(B) r 
machine hard drives DLA 

20100519-04 Policy Guidance and contract language DPCLO TBD CLOSED To be addressed after submission 
outlining contractor liability of first Section (m) reviews 

20100519-05 Policy Guidance/templates Com poncnts DPCLO TBD CLOSED Data being collected via CSOP 
could use to determine optimal Survey. 
resource levels and justify 
funding 

20100818-01 Other Flash Memory DPCLO TBD CLOSED Research Flash Memory 
·----~---·-·· -· 

20 l 00818-02 Other Ensure Privacy FAR clauses DPCLO TBD CLOSED Section M reviews have 
cited in contracts commenced 

·-·~ .. ~.--

20 I 00818~03 Other Reassignment of SSN review in DPCLO/ TBD CI.OSED Outside scope of DPB 
DITPR to CIO. CIO 

20100818-05 Other Contact CIO Council to host a DPCLO/ TBD CLOSED DHRA is appropriate lead. 
guest speaker on SSN Reduction CIO 
Lessons Learned. Council 

··~ .. -
20100818-06 Other Research locations/availability DPCLO TBD CLOSED _)lcsearch locations/availabilit)' of 
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Defense Privacy Board Action Item List 

of lists published from 1930s to lists published from 1930s to 1990s 
1990s which contain service which contain service member 
member names and SSNs. names and SSNs. 

20 I 00519-08 Policy Take a look at Memberships DPCLO TBD CLOSED Establish in Directive for Privacy 
and Civil Liberties. (Issues two 

~h-h--· ·- - --- --· --I------=~-~---~~ -· -·- --- - sets of principles etc.) --
20 I 00519-07 Other Joint Base Physical Access Issue Navy/AF TBD CLOSED Keep on parking lot 

(Base Commanders not 
Addrcssi ng PA, sponsoring 

~~- ~-~-~~--· ~·--· 
.~sitor:-.L. 

•--w·w··,·--···w'w' ~=·~~·~···~~ . .,, . .,,~,··· - ·------ ---- - ·--- -- --·--·-- ··-
20 I 005 19-06 Reporting Clarification on what DPCLO TBD Cl,OSED No coordination outside of 

coordination is required for Component Privacy Office 
completing the 'Scope of required. 
Advice' FISMA Report 
question, e.g. should 
Components query GC for the 
scope of privacy advice they 
have provided 

20 l 00519-03 Policy Boilerplate contract DPCLO TBD CLOSED OMB currently drafting FAR 
language/FAR clause requiring clause 
Privacy Act training 

20100519-01 Reporting SORN Pre-Deployment Air Force TBD CLOSED Discuss with CIO. 3-6 month 
Category in DITPR timeline. 

20I00120-0 t Civil Liberties Submit Points of Contact All 20100701 CLOSED Component Privacy Officers asked 

• "Organizational Components to help Component leadership 
Placement and Structure identif}' points of contacts ASAP 
of the DoD Civil 
Liberties Officer 
Function" 

20 I 00120-02 Reporting Submit Quarterly Reports to All 20100515 CLOSED Due the 15111 workday following the 
DPO: Components close of the quarter. Last 
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Defense Privacy Board Action Item List 

- . - -- -· - ---· -- -···-~··· --- ·-·--- ···----

• Biennial Privacy submission was 20100115. 
Training Report 

• Section 803 of the 9/ I I 
Commission 
Recommendations 
Report 

• System of Records 

--- ~-- - -· -
Notice Review Rceort 

20090218-02 Reporting Submit comments on the revised All 20090731 CLOSED Comments due July 31. 2009. 

-· - ~_reach Repoi:_~_t~!1'.PJ_a.t~ tt~ Dpo. Co_mp~>.•]_cryts . 
~--- - .. -

20090715-0 I Reporting lnsLallation Physical Ai:ccss All 20090731 CLOSED , Responses due July 31. 2009. 

. -~-- - - ··-·-· -·· --
Control Systems __ ~nformatirn!:_ _ _S:51mp_S>nents 

-· 

20090715-02 Reporting FISMA Privacy Report. All 20090817 CLOSED Responses due August 17, 2009. 

~' 

ComQoncnts 
20090218-04 Civil Liberties Develop and track Civil DPO Ongoing CLOSED DSD signed May 9. 2009 memo 

Liberties Officer package designating Acting DA&M as DoD 
CLO. 

20090415-02 Policy Develop guidance on the DPO 20091201 OPEN Guidance will be posted to DPO 
considerations when emailing of website as a FAQ. 
PII within a Component agency. 
across the Department and 
outside the Department. 

20090415-0 I Other Confirm DPO mailbox accepts DPO 20090501 CLOSED DPO mailbox can accept encrypted 
encrypted and FOUO messages and I:'OUO m~~~a~s. 

20090218-05 Reporting Provide comments on revised All 20090403 CLOSED Duplicate mid error. Refer to 
breach reporting template to ('om poncnt s 20090218-02. 
DPO. 

·----· ---- -- ·-- - - ---- - - - ------ -----·--- - -· -- ~- --
20090318-0 I ReporLing A request from Component for DPO 20090401 CI.OSFD Authority is in the 5400.11-R c.md 

DPO to provide Authority for the OMB Circular A-130. DPO 

---------
training re~orts. 

--·--·-·--- --· -·-·-----· -- ---·----- _!:JlCmO!:~f15iUm SCl!!.~ril 3. 2009. 
20090218-03 Policy Provide comments to DPO on All 20090430 CI.OSED Extension granted by Director. 

DoD 5400.11. DoD 5400.11-R. Components DPO. 
DoD memorandum 

-·- .. -- - ---·--- - -- -·-- ~-·- - ·- - -- --
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Defense Privacy Board Action Item List 

-- --- --- - ·-·- - - -- - - - ·-·-

··safeguarding Againsl and 
Responding to the Breach of 
Personally Identifiublc 
Information'". 25 Sep 2008, and 
al I Defense Privacy Board 

-·-- -- ----·----~--- --
~d'!:_i~~inions. 

----------··---- ·------~-- ----- ·---- -- - --

20090415-03 Policy Provide guidance on how to DPO 20090520 CLOSED Concerns addressed. Guidance 
delete an exemption from a template forthcoming. 
SORN. 

- -- -- - . - -- ----

20090318-02 Reporting Section 803 of the 9/ 11 Alt 20090715 Cl.OSED I Consolidated under Item Nurnher 
Commission Recommendations Components 20090218-0 I . 
Report. 

-
20090318-03 Reporting Systems of Records Notice All 20090715 CLOSED Consolidated under Item Number 

Review Report. Components 200902 I 8-0 I . 
200906 I 7-01 Reporting Submit comments on All 20090626 CLOSED Comments due June 26, 2009. 

consolidated Quarterly Report Components 
template to DPO. 

- - .. -
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Welcome/Review of Open Action Items 

Policy and Guidance 

Privacy Compliance Metrics 

DPCLO Training Schedule 

Announcements/Reminders 

Open Discussion 

Review of New Action Items 

Next Meeting Date 



Defense Privacy Board (DPB) 
Meeting Minutes for January 16, 2013 

I. Welcome and Opening Remarks 

(b)( 
The meeting was called to order by Executive Secretary, DPB and Director 

...,_,.....,,..--...,.....___,,,~,..... 

for Privacy, Defense Privacy and C1v1 1 ert1es Of rce (DPCLO). Attendance was taken from 
onsite and teleconference participants. A review was conducted of the open action items. 

II. Policy and Guidance 

Status ofDoD 5400.11-R and DoDD 5400.11: 
• DoD Directive 5400.11 is currently in the pre-signature review process and being edited 

by WHS Directives. The proposed rule for the Code of Federal Regulations is being 
drafted. The next steps are the legal sufficiency and security review before being signed. 
The timeline for review is an estimated 90 to 120 days. 

• The DA&M informal coordination for the DoD Manual 5400.11-M process was 
completed on December 28, 2012. WI-IS General Counsel, Information Management 
Division, Pentagon Force Protection Agency, and the Directorate for Organizational and 
Management Planning all concurred without comments. 

• A second DA&M coordination is forthcoming and DPCLO requests components to 
perform reviews in an expedient manner. 

• ICs important that components remember when performing reviews, not to include 
administrative comments. When assi!:,'lling a comment category, confonn to the 
stand~rds established by WHS Directives located on the SD Form 818, "Comment Matrix 
for DoD Issuances," August 2012. 

o "The justification for critical comments must identify violations of law or 
contractions of Executive Branch or DoD policy, unnecessary risks to safety, life, 
limb, or DoD material, waste of abuse of DoD appropriations, or imposition of an 
unreasonable burden on a Component's resources." 

o "Make a substantive comment if a part of the issuance seems unnecessary, 
incorrect, misleading,. confusing, or inconsistent with other sections, or if you 
disagree with the proposed responsibilities, requirements, or procedures. One 
substantive comment is usually not sufficient justification for a nonconcur on an 
issuance. Multiple substantive comments may be grounds for a nonconcur." 

• Comments that are incorrectly categorized will be forwarded to WHS Directives for 
review. 

III. Privacy Compliance Metrics 

1st Quarter FY 13 Breach Statistics: The first quarter breach statistics were discussed. 

• The number of incidents for paper records decreased in 1st quarter FYI 3 to 181, 
compared to 260 incidents in the 4th quarter FY12. 

• The number of incidents for laptops decreased in 151 quarter FY13 to 11, compared to 32 
incidents in the 4th quarter of FYl 2. 
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• The number of incidents for emails decreased in 1st quarter FY 13 to 78, compared to 95 
incidents in the 4th Quaiter of FY 12. 

• The number of incidents for other removable devices decreased in 1 st quarter FY 13 to 3, 
compared to 7 incidents in the 4th Quarter of FY 12. 

SORN Review (l 993~2007) Task Update: Discussions and assistance continues with 
Components that have SORNs published in the Federal Register between l 993 and 2007. 
DPCLO has assistance available to help DoD Components in the review and updates for 
SORNs in this publication date range. Two components have completed one-on-one training 
with the DPCLO. The feedback received has been positive. 

Quarterly reports were due o~Jauuazy I 5, 2013 and the data will be reported at the next DPB. 
Questions can be directed to (b)(G) jDPCLO, at 11bl(6) I 

Announcements and Reminders Upcoming privacy related courses of interest to 
Components: 

DPCLO Sponsored Courses 

March 11 - 13, 2013 Privacy Act Compliance and Management (PACMan) 

April 22 -25, 2013 DPCLO Privacy Officer Professionalization Program (DPOP) 

May 20, 2013 PIAs and Privacy for System Owners Training & SORN 
Overview 

- - --

Othed>rivaey Training Outside of-Df'CLO 

February 25- Security in Knowledge, RSA Conference 2013 in San Francisco, 
March 1, 2013 CA 

March 6~8, 2013 IAPP Global Privacy Summit in Washington, DC 

• DPCLO sponsored courses are in great demand with limited seating. Training schedules, 
course announcements and registration information will be posted to the DPCLO 
SharePoint site when available. Additional sessions under development. 

• American Society of Access Professionals {ASAP) has a list of events that they will be 
holding in 2013. The website is www.accesspro.org. 

IV. Open Discussion 

DPCLO is seeing a number of breach reports indicating that notifications are being sent to those 
potentiaHy affected when there are internal breaches that are detennined to have a low level risk 
such as, encrypted emails or laptops. The impact on individuals affected in a breach must be 
assessed on a case-by-case basis. 
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Please refer to the DoD Memorandum, «Use of Best Judgment for Individually Identifiable 
Information (PII) Breach Notification Detenninations" that is attached. 

Paragraph C.1.5.1.5 of the DoD 5400.11-R contains minimum information to be included in a 
breach notification. 

V. Wrap up . . . l(b)(e) I 
Tuer~ were no new act10n items to rev1ew. ___ __,thanked everyone for a productive 
meetrng. 

VJ. Next Meeting Date 
The next DPB meeting is scheduled for February 20, 2013 and will be a teleconference format. 

VII. Meeting Adjourned 

(b)(6) 
Director for Privacy, DPCLO ....__ _____ __, 

Executive Secretary, Defense Privacy Board 

Michael L. Rhodes, Director, Administration and Management 
Chairman, Defense Privacy Board 
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ATTENDANCE 
Name Organization Present 

b)(6) Defense Contract Audit Agency 
Defense Advanced Research Projects Agency \ 
OSD/Privacy .\ 
Missile Defense Agency 
White House Communications Agency x 
Defense Human Resources Activity .\ 
National Reconnaissance Office 
Air Force Privacy Office .\ 
Defense Privacy and Civil Liberties Office 
U.S. Transportation Command 
Defense Security Service \ 
Defense Threat Reduction Agency 
Defense Human Resources Activity 
Defense Threat Reduction Agency/Privacy 
USMC \ 
Department of the Navy \ 

Defense Priva~y and Civil Liberties Office _\ 

Air Force, OGC _\ 

Navy 
DON CIO \ 
JTFCapMed \ 
NGA 
Defense Privacy and Civil Liberties Office \ 
TRICARE Management Activity 
Defense Manpower Data Center 
DLA \ 
OSD/ESD 
DARPA 
OSD/Chief Information Office \ 

-

TRICARE Management Activity 
Defense Human Resources Activity 
MITRE/AMC 
DFAS 
NRO \ 
MITRE/AMC .\ 
DTRA \ 
SI GAR 
National Security Agency .\ 
NRO 
Defense Privacy and Civil Liberties Office \ 
CENTCOM 
Defense Logistics Agency \ 
Defense Manpower Data Center 
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ATTENDANCE 
Name Organization Present 

(b)(6) Defense Privacy and Civil Liberties Office 
WHS/EITSD 
Defense Privacy and Civil Liberties Office \ 
DTRA \ 
Air Force Privacy 
Defense Privacy and Civil Liberties Office \ 
Army Privacy Office 
U.S. Northern Command 
Army Privacy Office \ 
NGA 
DODIG x 
TMA Privacy Office 
Air Force/Polic):'. and Compliance/IA 
Army Privacy 
DIA 
Department of the Navy \ 
Defense Privacy and Civil Liberties Office 
DCAA \ 
OSD/Chief Information Office 
NGA 
NGA 
NRO 
MITRE \ 
BAH 
DON CIO \ 
NGA \ 

NGB \ 
Defense Privacy and Civil Liberties Office 
Defense Logistics Agency \ 
DMDC 
Defense Privacy and Civil Liberties Office \ 
DFAS 
NGA 

--

NRO 
Defense Privacy and Civil Liberties Office 
TMA Privacy Onice 
CNO, DNS-36 
Defense Manpower Data Center \ 
MITRE 
WHMO 
DeCA \ 
Defense Human Resources Activity 
Defense Privacy and Civil Liberties Office 
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ATTENDANCE 
Name Organization Present 

b)(6) U.S. Northern Command .\ 
U.S. Central Command 
Department of the Navy \: 
Air Force Privacy Office \ 
Missile Defense Agency \: 
Defense Commissary Agency \ 

DTIC \ 
Defense Privacy and Civil Liberties Office \ 

DON, C10, Privacy 
Defense Privacy and Civil Liberties Office 
MITRE 
Defense Logistics Agency :\ 
NRO 
Air Force Privacy Office 
Missile Defense Agency, CPO \ 
Office of General Counsel \ 
National Reconnaissance Office \ 

SIGAR 
National Geospatial Intelligence Agency 
TRICARE Management Activity 
DLA \ 
WHS/ESD/IMD \ 
Department of the Navy \ 

DCMA \ 
CENTCOM 
Defense Priv":~Y. and Civil Liberties Office \ 

DISNRecords and PA \ 

Marine Cor~s \ 
MITRE/AMC \ 
Defense Contract Management Agency \ 

Marine Corps 
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Defense Privacy Board Action Item List 

20121206-01 Policy Improve MOU/MOA language DPCLO 
to provide better privacy 

ASAP 

20121206-04 Compliance 

20120815-01 Policy 

considerations 
NARA is in the process of 
overhauling the disposition 
schedule; DPCLO representation 
at those meetings might be 
beneficial to the Privacy 
Program 

SSN Justification Instruction no 
longer refers to Component 
Forms Management Officers; it 
simply refers to Components. 
Was this change intentional and 
will it create a conflict between 
Component and DoD Forms 
Managers? 

DPCLO ASAP 

DPCLO will Sep DPB 
draft a 
memo to 
address this 
omission 

7 

IN 
PROCESS 

PENDrNG 

IN 
PROCESS 

DPCLO is developing language and 
guidance for MOU/MOA privacy 
considerations. 
DPCLO is in the process of 
following up with the NARA POC. 
NARA is in the process of 
overhauling the disposition 
schedule; DPCLO representation at 
those meetings might be beneficial 
to the Privacy Program. DPCLO 
will be follow-up with the NARA 
POC. 

DPCLO contacted NARA and will 
be part of working group involved 
in the overhaul of the disposition 
schedule. We will keep board 
members updated. 
This is still being worked by 
DPCLO. DPCLO will issue an 
Instructional Memo explaining the 
forms process. SSN Justification 
Instruction no longer refers to 
Component Forms Management 
Officers; it simply refers to 
Components. Was this change 
intentional and will it create a 
conflict between Component and 
DoD Forms Managers? 



Defense Privacy Board Action Item List 

20121206-02 Training Offer train-the-trainer DPCLO April 2013 CLOSED This request being updated for the 
opportunities through which for the Privacy Act Compliance and 
Component Privacy Officers can Management (P ACMan) and 
learn how to crosswalk privacy DPCLO Privacy Officer 
with their Component IT Professionaliz.ation (DPOP) course. 
personnel 

201201206-03 Compliance Develop guidance that assists DPCLO MarchDPB CLOSED Guidance is already provided in the 
DoD personnel in understanding PACMan and DPOP training. 
the relationship between existing 
privacy laws and regulations as 
well as how to implement the 
privacy requirements of each 

20120815-02 Other Can CART be modified to auto (b)(6) SepDPB CLOSED This request is currently not an 
generate a tracking nwnber option due to technological and 
instead of the US CERT fiscal constraints. 
number? 

20120815-03 Compliance DPCLO will circulate the CIO (0)(0) 31 August CLOSED Memos circulated with the DPB 
FISMA memo to DPB members 2012 minutes; 
for use in obtaining compliance 
with FISMA reporting Memos will be circulated with the 

DPB minutes from the Dec 12 
meeting as well. 

20110615-01 Other US~RT reporting concerns for All IBD CLOSED DHS Privacy Office memo 
inclusion in DPCLO proposal Components distributed as FYI in lieu of DoD 

memo 
Open Action Items List (NOTE: ~II \llhmi\'>tof/\ fo O/'( IO \li1111/il hi' ·'''Ill fr.1 dr1. fo.l orr,'\p1•ni/,·11< <' o /!\d.mil) 
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Defense Privacy Board Action Item List 

Closed Action Items List 

Item Number Topic Action Item Description Assigned Due Date Status Comments 
To 

20120523-01 Compliance DPCLO will provide DPB with AH 5/24/2012 CLOSED 
breach statistics of number of Components 
individuals affected by paper 
records for 2nd Quarter FY12 

20120523-02 Policy The Civil Liberties Program 
(b)(6) 

TBD CLOSED ~se<l by DARPA. f(bX5
> I 

Instruction defines privacy as "a nded during Aug 15 
right recognized by the meeting. Addi~!guestions i•y 
Constitution'', however the be addressed to < > 
Constitution does not reference Director for Ci merues. 
privacy in this manner. How will 
this be rectified? 

20120523-03 Policy PL 110-53 which authorized the (b)(6) TBD CLOSED Question posed by NGB. l(b)(6) I 
civil liberties program confines l(b)(6) lesponded during Aug 15 
its scope to terrorism related meeting. Additional questions may 
activities however the civil be addressed tol<b><5> I 
liberties program goes beyond Director for Civil Liberties. 
that realm. Under what authority 
was this scope expanded and in 
consideration of the complaint 
reporting requirement has this 
change been communicated to 
Congress? 

20120119-01 Policy Can the DoD ID number be DPCLO/ TBD CLOSED DMDC is investigating the 
hidden when signing documents o:rvrnc technical aspects of this inquiry. 
or email? 

20120313-01 Policy DPCLO request implementation All ONGOING CLOSED Please send su~aestions for guide 
guide topics from Components Components topics to l(b)(6l ~y 

the next DPB. 
20120119-03 Policy Publish Info PaperS to web and DPCLO TBD CLOSED DPCLO is retooling the info papers 

Share Point to deliver them as implementation 
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Defense Privacy Board Action Item List 

guides~ 

20120119-'02 Policy Provide comments on Cross All 1/27/2012 CLOSED 
Component Breach Management Components 
and DoD ID Number Info Papers 
by COB Jan 27th 

20120119-04 Other Provide any CSOP feedback or AH 2115/2012 CLOSED 
recommendations to topics of Components 
discussion forthe CSOP Forum . . . . . . 

tentatively planned for March 
20111130-01 Policy Detemiine if DoD ID Number is DP CLO TBD CLOSED DMDC and P&R are working on 

releasable undet FOIA legal opinions to support a '42" 
exemption.under FOIA for the 
release of the DoD ID number .. 

l(b)(6l I offered comments on 
this issue during the Jan 19, 2012 
meeting. 

20111130-02 Training Detemtlne if group IAPP DP CLO TBD CLOSED DPCLO has no funding to support 
Certification training is possible such training. Components can 
for Components based on budget hold this training if they can fund it 

themselves. · 
20111130~03 Training Determine if DLA will be able to DP CLO/ TBD CLOSED The FY12 course was developed 

assist with enhancing the privacy CIO/bLA and posted in October 2011. We 
portion of the Information can revisit for FY13. 
Assurance (IA) training 

20111130~04 Compliance Provide SSN use justifications All 1117/2012 CLOSED 
Components 

20110817--02 Policy Detennine if e-mails containing DPCLO TBD CLOSED For ,MIL to .MIL only, where the 
PH sent on a secure DoD need to know condition is met, 
network need to be encrypted emails containing PII do not need 

to be encrypted. 
Ifthe need to know conditfon is 
NOT met, the email goes to an 
adclress other than a .MIL, or if 
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Defense Privacy Board Action Item List 

other inappropriate activities come 
to light, then an tmencrypted email 
is reportable. 

20110817-01 Compliance Provide .list of systems to be All 9/1412011 CLOSED 
revieWed. during FYI 2 QI for Components 
SSN tise reduction 

20110720-01 Policy Verify_ e,.mail encryption policy DPCLO OS/17/2011 CLOSED Updates incorporated into re\rised. 
in proposedDoD5400.1 l-M manual. 

20110720-02 Policy Expedite SSN Use Reduction DP CLO/ ASAP CLOSED 1coxti1 lo follow•up with 
Instruction signature. DHRA DHRA regarding strategies~-

20110615-02 Training Breach Management and All 06/22/2011 CLOSED Send completed survey to 
Prevention Training Survey Components dpo .correspondence(@,osd;miL 

20110615-03 Compljance Quarterly Reports including - All 07/15/2011 CLOSED 
Section (m) Contractor Reviews Components 

20100818-04 -Other Address SSN removal from DP CLO TBD CLOSED Address SSN removal from records - -

records with NARA. with NARA. 
20100519~02 Other Disposition of PH stored in copy DP CLO/ TBD CLOSED Discuss details witJJ(b)(B) I 

machine hard drives DLA 
20100519-04 Policy Guidance and contract language DP CLO TBD CWSED To be addressed after submiss:lon 

outlining contractor liability of first Section (m) reviews 
20100519-05 Policy Guidatice/teinplates Components DP CLO TBD CLOSED Data being collected via CSOP 

could use to -determine optimal Survey. 
reSc>urce levels and justify 
funding 

-20100818~01 Other Flash-Memory DP CLO TBD CLOSED Research Flash Memory 
2010081 &c.02 Other Ensure Privacy FAR clauses DP CLO TBD CLOSED Section M reviews have 

cited in contracts commenced 
20l00818P03 . Other Reassignment of SSN review in DP CLO/ TBD CLOSED Outside scope of DPB 

DITPR to CIO. CIO 
20100818·05 Othet Contact CIO Council.to host a DP CLO/ TBD CLOSED DHRA is appropriate lead. 

guest speaker on SSN Reduction CIO 
Lessons Learned. Council 

20100818·06 Other Research locations/availability DP CLO TBD CLOSED Research locations/availability of 
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Defense Privacy Board Action Item List 

of lists published from 1930s to lists published from 1930s to 1990s 
1990s which contain service which contain service member 
member names and SSNs. names and SSNs. 

20100519-08 Policy Take a look at Memberships DP CLO ' . TBD CLOSED Estahiishin Directive for Privacy 
andCivil Liberties. (Issues two 
sets of principles etc.) 

20100519-07 Other Joint Base Physical Access Issue Navy/AF TBD CLOSED Keep on parking lot 
(Base Cott)lllanders not 
Addressing PA, sponsoring 
visitors} 

20100519-06 Reporting Clarification on what DP CLO TBD CLOSED No coordination outside of 
coordination is required for Component Privacy Office 
completing the 'Scope of required. 
Advice' FISMAReport 
question, e.g. should 
Components query GC for the 
scope ofprivacy advice they 
have provided 

20100519--03 Policy Boilerplate contract DP CLO TBD CLOSED OMB currently drafting FAR 
language/FAR clause requiring clause 
Privacy Act training 

201oos.19 .. 01 Reporting SORN Pre-Deployment Air Force TBD CLOSED Discuss with CIO. 3 .. 6 month 
Category irt DITPR timeline. 

20100120-01 Civil Liberties Submit Points of Contact All 20100701 CLOSED Component Privacy Officers asked 
• "Organizational _ Components to help Component leadership 

Placement and Structure identify points of contacts ASAP 
of the DoD Civil 
Liberties Officer 
Function" 

20100120-02 Reporting Submit Quarterly Reports to A1l 20100515 CLOSED Due the 15111 workday following the 
DPO: Components close of the quarter. Last 
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Defense Privacy Board Action Item List 

• Biennial Privacy submission was 20100115. 
Training Report 

• Section 803 of the 9/11 
Commission 
Recommendations 
Report 

• System of Records 
Notice Review Report 

20090218-02 -Reporting Submit-comments on the revised All 20090731 CLOSED Comments due July 31, 2009. 
Bteach _Report template to DPO. Cornponents 

20090715-01 Reporting Installation Physical Access All 20090731 CLOSED Responses due July 31, 2009. 
Control Systems Infonnation. Components 

20090715-02 Reporting FISMA Privacy Report. All 20090817 CLOSED Responses due August 17, 2009. 
•Components 

20090218-04 Civil Liberties Develop and track Civil DPO Ongoing CLOSED DSD signed May 9, 2009 memo 
··Liberties Officer package designating Acting DA&M as DoD 

CLO. 
20090415-02 Policy Develop guidance on the DPO 20091201 OPEN Guidance will be posted to DPb 

considerations when emailing of website as a FAQ. 
Pll within a Comp<ment agency. 
·across the Departm.ep.t and 
outside the Department. · 

20090415-01 Other Confirm DPO mailbox accepts DPO 20090501 CLOSED DPO mailbox can accept encrypted 
eilcryptedand FOUO messages and FOUO messages. 

20090218-05 Reporting Provide oottnI1ents on revised All 20090403 CLOSED Duplicate and error. Refer to 
breach reporting template to Components 20090218-02. 
DPO. 

20090318-01 Reporting A request from-Component for DPO 20090401 CLOSED Authority is in the 5400.11-R and 
DPO to provide Authority for the OMB Circular A-130. DPO 
training reports~ memorandum sent April 3, 2009. 

- -

20090218-03 Policy · · Provide comments to DPO on All 20090430 CLOSED Extension granted by Director. 
DoD 5400:11, DoD 5400.11-R, Components DPO. 
DoD memorandum. 
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Defense Privacy Board Action Item List 

"Safeguarding Against and 
Responding to tbe Breach of 
Personally Identifiable 
Infonnation'~. 25 Sep 2008, and 
all Defense Privacy Board 
Advisory Opinions~ 

20090415 .. 03 Policy Provide guidance on how to DPO 20090520 CLOSED Concerns addressed. Guidance 
delete art exemption from a template forthcoming. 
SORN. 

20090318-02 Reporting Section 803 of the 9/11 All 20090715 CLOSED Consolidated under Item Number 
Com.m:ission Recommendations Components 20090218-0 l. 
Report. 

20090318-03 Reporting Systems of Records Notice All 20090715 CLOSED Consolidated under Item Number 
Review Report. Components 20090218-01. 

20090617-01 Reporting Submit comments on All 20090626 CLOSED Comments due June 26, 2009. 
consolidated Quarterly Report Components 
template to DPO. 
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OFFICE OF THE SECRET ARY OF DEFENSE 
1 HO DEFENSE PENTAGON 

WAIHIHOTON, DC 20301·1MO 

MEMORANDUM FOR COMPONENT PRIVACY OFFICERS 

AUG 2 2012 

SUBJECT: Use of Best Judgment for Individual Personally Identifiable Information (PII) 
Breach Notification Detenninations 

References: (a) Director, Administration and Management Memorandum .. Safeguarding 
Against and Responding to the Breach of Personally Identifiable Information,'' 
Junes. 2009 
(b) Office of Management and Budget Memorandum, M·06-19, "Reporting 
Incidents Involving Personally Identifiable Information and Incorporating the Cost 
for Security in Agency Information Technology Investment." July 21, 2006 
(c) DoD 5400.11-R "Department of Defense Privacy Program," May 14, 2007 
(d) DoDD 5400.11 "DoD Privacy Program," May 8, 2007 
(e) National Institute of Standards and Teclmology (NIST) Special Publication 
800-122, "Guide to Protecting the Confidentiality of Personally Identifiable 
Information," April 20 I 0 

"lbe purpose of this memorandum is to help guide Components toward optimal decision· 
making regarding PII breach risk and notification detenninations as described in references (a), 
(c), and (d). It also replaces Table 1 of reference (a). 

The Department must continue its efforts to promote a culture to continuously 'think 
privacy' and act swiftly to develop and implement effective breach mitigation plans, when 
necessary. Our challenge is that no two breaches of PII involve the exact same circumstances, 
personnel, systems, or information. A case·by·case analysis combined with the use of best 
judgment is required for effective breach management 

The determination whether to notify individuals of a breach is based on an assessment of 
the likelihood that the individual will be harmed as a result of the breach and its impact. Hann 
includes embarrassment, inconvenience, financial loss, black.mail, identity theft, emotional 
distress and loss of self·esteem. Five factors should be weighed to assess the likely risk of harm: 

• Natw'e of the data elements breached 

• Number of individuals affected 

• Likelihood the infonnation is accessible and usable 

• Likelihood the breach may lead to harm, and 

• Ability of the Department to mitigate the risk of hann. 

A final decision regarding whether to make notification cannot be made until after each 
factor has been assessed. The decision to notify should not be based on one factor alone. for 
example, a breach may involve social security numbers (SSNs) making that factor a high risk. 



However, SSNs may be stored on an encrypted, Common Access Card-enabled laptop to 
mitigate potential compromise which could lead to harm. Therefore, although one factor in this 
example (data elements) rates as a high likelihood ofhann, after all factors are evaluated and 
considered, the overall likelihood of hann resulting from the breach is low given the technical 
safeguards in place. Generally, absent other factors, Components should not notify personnel of 
breaches that have a low overall likelihood of harm. 

Components should remain cognizant of the effect that unnecessary notification may 
have on the public. Notification when there is little or no risk of harm might create unnecessary 
concern and confusion. Additionally, overzealous notifications resulting from notification 
criteria which are too strict could render all such notifications less effective because consumers 
could become numb to them and fail to act when risks are truly significant. 

Questions regarding this memorandum should be '1qi~re~+~te,..rl.._t...,o.._l(_bl_(5_l ,__ ___ ___JIDirector 
for Privacy, Defense Privacy and Civil Liberties Office ad(b)(G) lor 

l(b)(6) I 

·--/-///a 
~o~es 

DoD Senior Official for Privacy 
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AGENDA 
,... Welcome/Review of Open Action Items 

,... Privacy Compliance Metrics 

-, DPCLO Training Schedule 

;,... Announcements/Reminders 

);;- Open Discussion 

)...- Review of New Action Items 

;,... Next Meeting Date 

;,... Adjournment 



Defense Privacy Board (DPB) 
Meeting Minutes/or February 20, 2013 

I. Welcome and Opening Remarks 

The meeting was called to order b~(b)~) jExecutive Secretary. DPB and Director 
for Privacy. Defense Privacy and1vl Liberties Ofhce (DPCLO). Attendance was taken from 
onsite and teleconference participants. 

II. Privacy Compliance Metrics 

I st Quarter FY 13 Breach Statistics: Reports of paper records and related breaches declined 
during the 1 s1 Quarter of FY 13. While we are seeing some declining trends, these areas 
continue to be of concern. 

• The percentage for paper records in the 151 quarter is 57%. do-wn from 58% in 4th quarter 
FY12: 

• The percentage for laptops in the 151 quarter is 3%, down from 7% in 4th quarter FY12: 
• The percentage for emails in the l 51 quarter is 24%, up from 21 % in 4th quarter FY12; 
• The percentage for other devices, such as removable media for the I st quarter. is 1 %, 

do-wn from 2% in 4th quarter FY12; and 
• The percentage for information sharing in the 1st quarter is 14%, up from 12% in 4th 

quarter FY12. 

Reporting Breaches to DPCLO: DPCLO has noticed that breach reports are not always 
submitted 'Within the 48 hour timeline or they are submitted with incomplete information. 
Breach reports have been received where there is a delay of 5-6 days or more before being 
submitted to our office. DPB members were reminded to follow the Breach Reporting timeline 
in accordance with DoDD 5400.11 and the DoD 5400.11-R. 

DD Form 2959 Breach of Personally Identifiable Information (PII) Report: Components should 
start using the new form now when reporting breaches. DPCLO is working on implementing the 
form upload functionality into the CART. All Component Privacy Officers will be trained on the 
use of CART for Breach Reporting when this functionality becomes available. The DD Form 
2959. Breach of Personally Identifiable Information (PII) Report can be found on the DD Forms 
page at http:! /alt .dtic .mil/whs/ directi ves/infomgt/forms/ eformsldd2 9 59. pdf. 

SORN Review (1993-2007) Task Update: DPCLO continue to assist Components that have 
SORN s published in the Federal Register between 1993 and 2007. A new column has been 
added to the quarterly reporting template under the SORNs Report Tab. This new column will 
help the DPCLO to identify the outcome of your review and track necessary actions. DPB 
members were reminded to only add reviews to the quarterly report once. It was pointed out that 
some components are adding the same review on multiple reports making it very difficult to get 
an accurate count of what's been completed. 



Building Privacy Relationships ''You Are Not In This Alone": This topic addresses the action 
item from the December DPB meeting on "understanding relationships between privacy laws 
and regulations and how to implement them." Component Privacy Officers need to build 
relationships by communicating with other offices where their functions may overlap with the 
Privacy Program implementation. For example, if a Privacy Jmpact Assessment is required, you 
should contact the person in your organization responsible for completing the PIA. 

Below· is a list of some of the laws, policies, and guidance documents impacting privacy. The list 
below is not exhaustive. It provides a good baseline of where to start when preparing a cross­
walk of the Privacy Program Jaws. policies or can be used for guidance when providing 
advanced training to individuals involved with the Privacy Prognun. 

All Federal Agencies (and organizat:ions acting on their behaIO that 
maint:ain Pl! must: corn.ply with Federal privacy la-ws and policies, as 

'\Nell as agency privacy regulations. 

• Fn'edorn of Inforn1ntion A<'t 
(F< )!.'\) 

• Priv a("y .·\·f·t nf 1074-
.,. Papc ... •-rv"'ork R'l..0 <luC"t1on "'\..cl 

.,. ( 'orr1putt-""r l\1atehing and 
Privacy Prot~ction A.ct 

"' 1 Iealth Insu rance- Portabil ity 
and A .. ccountabili:t:y A ... ct 
(HIP.\.,\) 

• £-Government Act of 2002 
.- Federal l n for::-n a ti o n Security 

!\1' "'<'3<""'-'"t Act (F!S:\fA) 
• Health Information 

T ech nolog:y for Ec()norn ic ar..d 
Cli nica l HeAlth (HITECH) 
Act 

III. DPCLO Training Schedule 

OMB-M-99··18 

OMB- M · 99 · o.-; 
OMB -· M oo 1'.'J 

O ii lll --M - 01 - 05 

OMB-M-03-:..>."' 

OMB- M - 05-04 
OMB- M-05-08 
OMB- M - 05- :.i4 
OMB-M-06- 15 
OMB-M-06-16 

OMB-M-06-19 
O:CdB-M - 07-16 
OMB-M-08-09 

OMB-M-08 -09 

O!\lB-M - 08- 21 

DPCLO Sponsored Courses 

,. F<"d€"1·2l Acquisition 
R<·gulations (FAR) 

_., l n tt 11 : ,..:.t ~nct• ('-<>m!TIU nily 
Direct ive lICl)) 503 

> Nat io n.al Institute of 
Statidards and Technology 
(KIST) Public.ation.s 

> Fede!·al I nformation 
Processi"g Stnndard.s (FlPS) 
Publications 

> A gency privacy regu1at ion.s 
and internal policies or 
gu t r.1~1~ 1 ce 

-. DoD Directive 5400 .11, DoD 
5400.11-R 

March 11 - 13, 2013 Privacy Act Compliance and Management (PACMan) 

April 22 - 25, 2013 DPCLO Privacy Officer Professionalizati on Program (DPOP) 

May 20, 2013 Privacy by Design for Information Technology System Owners 
Training 

Other Privacy Training Outside of DPCL 

March 6-8, 2013 !APP Global Privacy Summit in Washington, DC 

Date to be IAPP is working with DPCLO to sponsor CIPP-G training and 
determined certification 
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Note: DPCLO sponsored courses are in great demand with limited seating. Training schedules. 
course announcements and registration information will be posted to the DPCLO SharePoint site 
when available. Additional sessions are under development. 

IV. Open Discussion 

1
1sne1 I 

..__ ----- DMDC opened the discussion. 
o Comment: Does DPCLO have any information pertaining to the new enterprise email 

and Data Loss Prevention (DLP)? 
Response: l(b)(BJ ~ill provide DLP best practices and implementation 
considerations at the next DPB in March 2013. 

l(b)(B) lsoCOM commented during to the open discussion . 
.__ __ o_C""'o_m ___ ment: With Sequestration looming some Components will not be able to travel to 

training that is not locally provided due to funding constraints. Will DPCLO be 
providing any Video Teleconferencing (VTC) training? 
Response: l(b}(6l I stated the DPCLO will be converting training to a VIC format 
that v.ill be provided to the Components. Additional information will be presented at 
the DPB meeting when it becomes available. 

V. Wrap up 
A review was conducted of the open and new action items. _j<6_><_6J ___ lthanked everyone for 
attending the meeting. 

VI. Next Meeting Date 
The next DPB meeting is scheduled for March 20, 2013 and will be a face-to-face format. 

VII. Meeting Adjourned 

irector for Privacy, DPCLO 
. Defense Privacy Board 

L9' Disapproved 

~a . 
Michael L. Rhodes. Director, Administration and Management 
Chairman. Defense Privacy Board 
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ATTENDANCE 
Name Organization Present 

(b)(6) Defense Contract Audit Agency 
Defense Advanced Research Projects Agency x 
OSD/Privacy x 
Missile Defense Agency 
White House Communications Ag~ncy x 
Defense Human Resources Activity x 
Defense Privacy and Civil Liberties Office 
National Reconnaissance Office 
Defense Privacy and Civil Liberties Office x 
Air Force Privacy Office x 
Defense Privacy and Civil Liberties Office 
U.S. Transportation Command 
Defense Security Service x 
Defense Threat Reduction Agency 
Defense Human Resources Activity 
National Reconnaissance Office x 
Defense Threat Reduction Agency/Privacy 
USMC x 
Department of the Navy x 
Defense Privacy and Civil Liberties Office x 
Air Force, OGC x 
Navy 
DONCIO x 
Defense Privacy and Civil Liberties x 
JTFCapMed x 
NGA 
Defense Privacy and Civil Liberties Office x 
TRlCARE Management Activity 
Defense Manpower Data Center 
National Reconnaissance Office x 
DLA x 
OSD/ESD x 
DARPA 
OSD/Chief Information Office x 
TRICARE Management Activity x 
Defense Human Resources Activity 
MITRE/AMC 
DFAS 
NRO x 
MITRE/AMC x 
DTRA x 
SI GAR 
National Security Agency x 
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ATTENDANCE 
Name I O~anization Present 

tJ)(6) NRO 
Defense Priv~ and Civil Liberties Office ~ 

:::'.ENTCOM 
Defense Manpower Data Center 
U.S. Special Operations Command \ 
Defense Privacy and Civil Liberties Office 
WHS/EITSD 
Defense Privacy and Civil Li~rties Office _\ 
DTRA. \ 
Air Force Privacy 
Defense Privac and Civil Liberties Office \ 
Army Privacy Office "\' 

. ' 
Army Privacy Office \ 
NGA 
DO DIG ~ 

[MA Privacy Office 
!Air Force/Policy and Compliance/IA 
!Army Privacy 
[>IA 
Department of the Navy \ 
DCAA \ 
OSD/Chief Information Office 
NGA 
NGA 
NRO 
MITRE \ 
BAH 
DONCIO \ 
NGA \ 
NGB \ 
Defense Privacy and Civil Liberties Office _\ 

Defense Logistics ~ency \ 
DMDC 
Defense Privacy and Civil Liberties Office \ 
DFAS _\ 

'JGA 
~RO 

Defense Privacy and Civil Liberties Office 
TMA Pri vac_y Office 
CNO, DNS-36 
Defense Manpower Data Center \ 

MITRE 
WHMO 
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ATTENDANCE 
Name Oreanization Present 

(b)(6) DeCA \: 
Defense Human Resources Activity 
Defense Privacy and Civil Liberties Office x 
U.S. Northern Command \: 

U.S. Central Command 
Department of the Navy \: 

Air Force Privacy Office :--.: 

Missile Defense Agency x 
Defense Commissary Agency \: 

DTIC x 
Defense Privacy and Civil Liberties Office \: 
DON, CIO, Privacy 
Defense Privacy and Civil Liberties Office 
MITRE 
Defense Logistics Agency \'. 

National Reconnaissance Office 
Air Force Privacy Office 
Missile Defense Agency, CPO \: 
Office of General Counsel \: 
National Reconnaissance Office 
SIGAR 
National Geospatial Intelligence Agency x 
TRJCARE Management Activity 
DLA x 
WHS/ESD/IMD x 
Department of the Navy \: 

DCMA .\ 
CENTCOM 
Defense Privacy and Civil Liberties Office .\ 
DISA/Records and PA x 
Marine Corps \: 
MITRE/AMC 
Defense Contract Management Agency x 
Marine Corps 

6 



Defense Privaq Board Action Item List 

Open Action Items List (NOTE: All submissions to DPC'LO shoulc..I be sent to c..lpclo.eorrespondence(a'osd.mil) 

Item Number Topic Action Item Description 
Assigned 

Due Date Status Comments 
To 

-· 

20 I 30220-0 I Compliance OLA sent forward comments DPCLO ASAP IN Comments received from DLA 
about DD Form 2959 which PROCESS were forwarded lo DoD Forms 
were not incorporated into the Manager by DPCLO. DPCLO is 
final form awaiting response from DoD Forms 

1 Manager. DoD Forms Manager. 

DPCLO will follow up with DLA 
regarding comments. 

20130220-02 Other When will DISA implement DPCLO ASAP OPEN DPCLO will contact DISA. 
their software for D LP? 

20130220-03 Other A number of attendees asked DPCLO 3/20/2013 IN DPCLO is scheduled to present 
questions about adopting a OLP PROCESS slides at the March face to face 
product and strategy. DPCLO Defense Privacy Board meeting. 
will present slides and other 
information regarding OLP 
applications. 

20121206-01 Policy Improve MOU/MOA language DPCLO ASAP IN DPCLO is developing language and 
to provide better privacy PROCESS guidance for MOU/MOA privacy 
considerations considerations. 

20121206-04 Compliance NARA is in the process of DPCLO ASAP IN NARA provided DPCLO with the 
overhauling the disposition PROCESS General Review Schedule for 
schedule; DPCLO representation review and comments. Comments 
at those meetings might be were provided lo NARA March 6, 
beneficial to the Privacy 2013. DPCLO contacted NARA 
Program and will be part of working group 

involved in the overhaul of the 
disposition schedule. We will keep 
board members updated. 
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Defense Privacy Board Action Item List 

20120815-01 Policy SSN Justification Instruction no DPCLO will Sep DPB IN This is still being worked by 
longer refers to Component draft a PROCESS DPCLO. DPCLO prepare an memo 
Forms Management Officers; it memo to explaining the forms process. SSN 
simply refers to Components. address this Justification Instruction no longer 
Was this change intentional and om1ss1on refers to Component Forms 
will it create a conflict between Management Oflicers; it simply 
Component and DoD Forms refers to Components. Was this 
Managers? change intentional and will it create 

a conflict between Component and 
DoD Forms Managers? 

Closed Action Items List: 

Item Number Topic Action Item Description Assigned Due Date Status Comments 
To 

20121206-02 Training Offer train-the-trainer DPCLO April 2013 CLOSED This request being updated for the 
opportunities through which Privacy Act Compliance and 
Component Privacy Officers can Management (P ACMan) and 
learn how to crosswalk privacy DPCLO Privacy Officer 
with their Component IT Profossionalization (DPOP) course. 
personnel 

201201206-03 Compliance Develop guidance that assists DPCLO MarchDPB CLOSED Guidance is already provided in the 
DoD personnel in understanding PACMan and DPOP training. 
the relationship between existing 
privacy laws and regulations as 
well as how to implement the 
privacy requirements of each 

20120815~02 Other Can CART be modified to auto (b)(6) Sep DPB CLOSED This request is currently not an 
generate a tracking number option due to technological and 
instead of the US CERT fiscal constraints. 
number? 

20120815-03 Compliance DPCLO will circulate the CIO (b)(6) 31 August CLOSED Memos circulated with the DPB 
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Defense Privacy Board Action Item List 

FISMA memo to DPB members (b)(6) I 2012 minutes; 
for use in obtaining compliance 
with FISMA reporting Memos will be circulated with the 

DPB minutes from the Dec 12 
meeting as well. 

20110615-01 Other US-CERT reporting concerns for All TBD CLOSED DHS Privacy Office memo 
inclusion in DPCLO proposal Components distributed as FYI in lieu of DoD 

memo 
- --

- - -
20120523-0 I Compliance DPCLO will provide DPB with All 5/24/2012 CLOSED 

breach statistics of number of Components 
individuals affected by paper 
records for t 1

d Quarter FY 12 
20120523-02 Policy The Civil Liberties Program (b)(6) TBD CLOSED 011P~tion posed by DARPAJ(b)(6) 

Instruction defines privacy as "a [bX6J . esponded dunng Aug 15 
right recognized by the meetmg. Additional guestions may 
Constitution"', however the be addressed t~<6l<~l I 
Constitution does not reference Director for Civil Liberties. 
privacy in this manner. How will 
this be rectified? 

20120523-03 Policy PL 110-53 which authorized the (b)(6) TBD CLOSED Question posed by NGB. l<b)(6) I 
civil liberties program confines (bJC5l I responded during Aug 15 
its scope to terrorism related meeting. Additional questions may 
activities however the civil be addressed tcf6~i I 
liberties program goes beyond Director for Civil Liberties. 
that realm. Under what authority 
was this scope expanded and in 
consideration of the complaint 
reporting requirement has this 
change been communicated to 
Congress? 

20 l 20 11 9-0 I Policy Can the DoD ID number be DPCLO/ TBD CLOSED DMDC is investigating the 

9 



Defense Privacy Board Action Item List 

--
hidden when signing documents DMDC technical aspects of this inquiry. 
or email? 

20120313-0 I Policy DPCLO request implementation All ONGOING CLOSED Please seng ~ygg~stiQn::1 f Q[ guide 
guide topics from Components Components topics tol(b)(5l py 

the next DPB. 
20120119-03 Policy Publish Info Papers to web and DPCLO TBD CLOSED DPCLO is retooling the info papers 

SharePoint to deliver them as implementation 
guides. 

20120119-02 Policy Provide comments on Cross All 1/27/2012 CLOSED 
Component Breach Management Components 
and DoD ID Number Info Papers 
by COB Jan 27lh 

20120119-04 Other Provide any CSOP feedback or All 2/15/2012 CLOSED 
recommendations to topics of Components 
discussion for the CSOP Forum 
tentatively planned for March 

20111130-01 Policy Determine ifDoD ID Number is DP CLO TBD CLOSED DMDC and P&R are working on 
releasable under FOIA legal opinions to support a "2" 

exemption under FOIA for the 
release of the DoD ID number. 

(b)(6) ffered comments on 
thts issue dunng the Jan 19, 2012 
meeting. 

20111130-02 Training Determine if group IAPP DPCLO TBD CLOSED DPCLO has no funding to support 
Certification training is possible such training. Components can 
for Components based on budget hold this training if they can fund it 

themselves. 
20111130~03 Training Detennine if DLA will be able to DPCLO/ TBD CLOSED The FY12 course was developed 

assist with enhancing the privacy CIO/DLA and posted in October 2011. We 
portion of the Information can revisit for FY13. 
Assurance (IA) training 

20111130-04 Compliance Provide SSN use justifications All 1/1712012 CLOSED 
Components 
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Defense Privacy Board Action Item List 

20110817-02 Policy Determine if e-mails containing DPCLO TBD CLOSED For .MIL to .MIL only, where the 
PU sent on a secure DoD need to know condition is met, 
network need to be encrypted emails containing PII do not need 

to be encrypted. 
If the need to know condition is 
NOT met, the email goes to an 
address other than a .MIL. or if 
other inappropriate activities come 
to light, then an unencrypted email 
is reportable. 

20 t 1 08 I 7-0 l Compliance Provide list of systems to be All 9/14/2011 CLOSED 
reviewed during FY 12 Q 1 for Components 
SSN use reduction 

20110720-0 I Policy Verify e-mail encryption policy DPCLO 08/17/2011 CLOSED Updates incorporated into revised 
in proposed DoD 5400.11-M manual. 

20 I 1 0720-02 Policy Expedite SSN Use Reduction DPCLO/ ASAP CLOSED 110X6) o follow-up with 
Instruction signature. DHRA DHRA regarding strategies. 

20110615-02 Training Breach Management and All 06/22/2011 CLOSED Send completed survey to 
Prevention Training Survey Components dpo.correspondence(Qj.osd.mil. 

20 11 0615-03 Compliance Quarterly Reports including All 07/15/2011 CLOSED 
Section (m) Contractor Reviews Components 

20 I 00818-04 Other Address SSN removal from DPCLO TBD CLOSED Address SSN removal from records 
records with NARA. with NARA. 

20 I 00519-02 Other Disposition of PII stored in copy DPCLO/ TBD CLOSED Discuss details withfCb)(ti) I 
machine hard drives DLA 

20 l 00519-04 Policy Guidance and contract language DPCLO TBD CLOSED To be addressed after submission 
outlining contractor liability of first Section (m) reviews 

20 l 00519-05 Policy Guidance/templates Components DPCLO TBD CLOSED Data being collected via CSOP 
could use to determine optimal Survey. 
resource levels and justify 
funding 

----

20 I 00818-01 Other Flash Memory DPCLO TBD CLOSED Research Flash Memory 
20 I 0081 8M02 Other Ensure Privacy FAR clauses DPCLO TBD CLOSED Section M reviews have 
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Defense Privacy Board Action Item List 

cited in contracts commenced 
20 l 00818-03 Other Reassignment of SSN review in DPCLO/ TBD CLOSED Outside scope of DPB 

DITPR to CIO. CIO 
20 I 00818-05 Other Contact CIO Council to host a DPCLO/ TBD CLOSED DHRA is appropriate lead. 

guest speaker on SSN Reduction CIO 
Lessons Learned. Council 

20 l 00818-06 Other Research locations/availability DPCLO TBD CLOSED Research locations/availability of 
of lists published from 1930s to lists published from 1930s to 1990s 
1 990s which contain service which contain service member 
member names and SSNs. names and SSNs. 

20 l 00519-08 Policy Take a look at Memberships DPCLO TBD CLOSED Establish in Directive for Privacy 
and Civil Liberties. (Issues two 
sets of principles etc.) 

20100519-07 Other Joint Base Physical Access Issue Navy/AF TBD CLOSED Keep on parking lot 
(Base Commanders not 
Addressing PA, sponsoring 
visitors) 

20100519-06 Reporting Clarification on what DPCLO TBD CLOSED No coordination outside of 
coordination is required for Component Privacy Office 
completing the 'Scope of required. 
Advice' FISMA Report 
question, e.g. should 
Components query GC for the 
scope of privacy advice they 
have provided 

20 I 00519-03 Policy Boilerplate contract DPCLO TBD CLOSED OMB currently drafting FAR 
language/FAR clause requiring clause 
Privacy Act training 

20 l 00519-01 Reporting SORN Pre-Deployment Air Force TBD CLOSED Discuss with CIO. 3-6 month 
Category in DITPR timeline. 

20100120-0 I Civil Liberties Submit Points of Contact All 20100701 CLOSED Component Privacy Officers asked 
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Defense Privacy Board Action Item List 

• "Organizational Components to help Component leadership 
Placement and Structure identify points of contacts ASAP 
of the DoD Civil 
Liberties Officer 
Function" 

20100 120-02 Reporting Submit Quarterly Reports to All 20100515 CLOSED Due the l 5m workday following the 
DPO: Components close of the quarter. Last 

• Biennial Privacy submission was 20100115. 
Training Report 

• Section 803 of the 9/11 
Commission 
Recommendations 
Report 

• System of Records 
Notice Review Report 

2009021 8-02 Reporting Submit comments on the revised All 20090731 CLOSED Comments due July 31, 2009. 
Breach Report template to DPO. Components 

20090715-01 Reporting Installation Physical Access All 20090731 CLOSED Responses due July 31, 2009. 
Control Systems Information. Components 

20090715-02 Reporting FISMA Privacy Report. All 20090817 CLOSED Responses due August 1 7, 2009. 
Components 

20090218-04 Civil Liberties Develop and track Civil DPO Ongoing CLOSED DSD signed May 9, 2009 memo 
Liberties Officer package designating Acting DA&M as DoD 

CLO. 
20090415-02 Policy Develop guidance on the DPO 20091201 OPEN Guidance will be posted to DPO 

considerations when emailing of website as a FAQ. 
Pll within a Component agency, 
across the Department and 
outside the Department. 

20090415-01 Other Confirm DPO mailbox accepts DPO 20090501 CLOSED D PO mail box can accept encrypted 
encr)'.'.~ted and FOUO messages and FOUO messages. 

20090218-05 Reporting Provide comments on revised AIJ 20090403 CLOSED Duplicate and error. Refer to 
breach reporting template to Components 20090218-02. ---
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Defense Privacy Board Action I tern List 

DPO. 
200903 18-01 Reporting A request from Component for DPO 20090401 CLOSED Authority is in the 5400.11-R and 

DPO to provide Authority for the OMB Circular A-130. DPO 
training reports. memorandum sent April 3. 2009. 

20090218-03 Policy Provide comments to DPO on All 20090430 CLOSED Extension granted by Director, 
DoD 5400.11, lJoD 5400.11-R, Components lJPO. 
DoD memorandum 
"Safeguarding Against and 
Responding to the Rrcach of 
Personally Identifiable 
Information·•. 25 Sep 2008, and 
all Defense Privacy Board 
Advisory Opinions. 

20090415-03 Policy Provide guidance on how to DPO 20090520 CLOSED Concerns addressed. Guidance 
delete an exemption from a template forthcoming. 
SORN. 

200903 18-02 Reporting Section 803 of the 9/11 All 20090715 CLOSED Consolidated under Item Number 
Commission Recommendations Components 20090218-01. 
Report. 

20090318-03 Reporting Systems of Records Notice All 20090715 CLOSED Consolidated under Item Number 
Review Report. Components 20090218-01. 

2009061 7-0 l Reporting Submit comments on All 20090626 CLOSED Comments due June 26, 2009. 
consolidated Quarterly Report Components 
template to DPO. 
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Agenda 
----------0-------------1 

• Welcome/Review of Open Action Items 

• Privacy Compliance 

• DPCLO Training Schedule/Other Trainings 
• Announcements/Reminders 
• Open Discussion 

• ReviewofNew Action Items 
• Next Meeting Date 
•Adjournment 



Defense Privacy Board (DPB) 
A1eeting Minutes for Marclt 20, 2fJ 13 

1. Welcome and Opening Remarks 

The face-to-face meeting was called to order b~{bX5l I Executive Secretary, DPB 
and Director for Privacy, Defense Privacy and Civil Liberties Office (DPCLO). Attendance 
\"'as taken onsite and from teleconference participants. A review was conducted of the open 
action items. 

IL Privacy Compliance 

;... Data Loss Prevention (DLP) Implementation Considerations: 11b)(6) ~rovided DPB 
members with an overview of what they should consider before implernentmg a DLP tool 
within their agency. This included the following: 

1. Involving senior leadership and other decision makers to help identify what they 
want the tool to accomplish. 

2. Including your CIO and Information Assurance (IA) team to help determine if 
there enough data storage on your agency IT systems to house the program and 
capture the needed data. 

3. Working with senior leadership and IA to identify your agency business needs 
and processes to deal with the results the tool produces to ensure success in 
sdeding the right DLP tuul for your Cump<J11e11L. 

4. Considering costs. determine if your current budget is sufficient to purchase the 
tool and/or additional licenses if required. 

;...- DLP Best Practices: DPB members also received an overview of best practices that 
included considerations that should be addressed before a DLP tool is established on a 
Components computer system. These included: 

I. Dete1mining what PII triggers an email or document to be flagged or not. 
Keeping in mind that triggers should balance the severity, risk to an individual 
or the organization, probability of an actionable threat, and the organization's 
ability to assess and mitigate flagged transmissions. 

2. Ensuring the implementation of the tool does not interrupt the normal flow of 
business practices. 

3. Providing effective Component user education lo enable users of the IT system 
the ability to properly protect PII in these transmissions and avoid flagged 
messages. 

4. Does your Component want to filter or detect internal and external emails 
containing PH? Data-at-rest? 

5. Can the tool be configured to limit lhe DLP tool limit what can be blocked or 
detect in outgoing and incoming emails. 

6. Identifing where in the organization arc these resources going to be needed and 
what are the associated responsibilities. 
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III. DPCLO Training 

,_ DPCLO Privacy by Design (PbD) Course: A brief overview of the DPCLO Privacy by 
Design course was presented to DPB members by l(b)(G) I Board members were 
reminded that DPCLO is not a technical office. Students are introduced to the concept that 
Privacy and IA must coexist with a variety of other functional areas in order to provide 
appropriate privacy safeguards. The course presents baseline privacy infonnation, a 
discussion of the Fair Information Practice Principles (FIPPS), and a discussion of controls 
from National Institute of Standards and Technology (NIST) guidance. These discussions 
demonstrate how privacy can be integrated into a DoD information system being built from 
the ground up and in a government or commercial off the shelf products. The pre-requisite 
courses on "Privacy Act Essentials'", abbreviated SORN training, and introduction to 
Privacy Impact Assessments is included in the training. 

J.> The objectives of the course is to: 
I. Give attendees essential privacy pre-requisite information; 
2. Provide a continuation of the baseline privacy related information and it's 

associations, and define and discuss commonly used privacy terms; 
3. Remind students that Privacy controls cannot be implemented in a vacuum; al! 

collateral players have to work together as a team: and 
4. Review common privacy controls and convey an understanding of how they relate 

to the FIPPS, IA controls, and NIST guidance. 

Note: The Privacy by Design concept and philosophy was developed by Dr. Ann Cavoukian, Information 
and Privacy Commissioner, Ontario Canada, and is used with her permission. For more information, see 
http://www. pri vacvbvdes ign.cal. 

April 22 ~ 25, 2013 
and 

October 21-24, 2013 

May 20, 2013 
and 

November 4, 2013 

September 23, 
thru 

September 25, 2013 

May 12-15, 2013 

DPCLO Privacy Officer Professionalization Program (DPOP) 

Privacy by Design for Information Technology System Owners 
Training & SORN Review 

Privacy Act Compliance m1d Management (P ACMan) 

ASAP 6TH Annual National Training Conference; Renaissance 
Arlington Capital View Hotel, Arlington, VA 
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Note: DPCLO sponsored courses are in great demand \\ith limited seating. Training schedules, 
course announcements and registration information will be posted to the DPCLO SharePoint site 
when available. Video Teleconferencing sessions arc under development. 

IV. Announcements and Reminders 

There will no longer be separate COCOM meetings. The DPB meeting time for both telephonic 
and face-to-face meetings will be adjusted to start at 1 :OOpm eastern time to accommodate 
COCOM attendance. The presentations and minutes will be provided for those who are unable 
to attend the DPB meetings and fmiher discussions scheduled as needed. 

V. Open Discussion 

1 .... (b-)(G_l __ -=-_ .... ITMA opened the discussion. 
o Question: How does DPCLO recommend supporting the DLP requirement with 

limited staffin ? ........,..,....... __ ...,. 
Response: (b)(

6
) recommended implementing a plan of action based on 

experiences an gettmg uy-in from Component leadership to support a DLP initiative. 
Resomce discussions must be weighed in each Component. 

o Question:l(b)(G) I OSD/JS was asked to explain the how are breaches identified 
through FIDE IS r orted? 
Response: (b)(G) informed the members that the OSD Components, notifies 
Washington Headquarters Services/Enterprise Information Technology; Services 
Directorate (V/I IS/EITSD). \VIIS/EITSD confirms that the event involved DoD 
managed Pll and notifies US-CERT within the one-hour requirement, completes the 
initial portion of the DD Fmm 2959 and submits that report to the OSD/JS Privacy 
Office. The OSD/JS Privacy Office contacts the Privacy POC at the affected OSD 
component (or other individual if identified in the OSD Component's breach response 
plan), sends the DD Form 2959 for additional information and submits the event to the 
DPCLO CART. As the breach needs updating, follow-up reports are made and 
submitted. 

l(b)(6) l 
..... ___ ____, White House Communications Agency (WHCA) asked for guidance or best 
practices on eliminating the last four (4) digits of the social security number in WI-ICA. 

o Question: Is there current guidance on establishing policy that prohibits the use of the 
last four of the social security number within DoD? 

o Comment:l(b)(G) losD/JS recommended l .... (b .... )(G"'")---~eview DoD Instruction 
1000.30, Reduction of Social Security Number (SSN) Use Within DoD. The Do DI I 000.30 
specifically addresses eliminating or replacing social security numbers including the last 
four when appropriate and replacing it with the DoD identification number. 

VI. Wrap up 
A review was conducted of the new action items~ .... (b-)(-

6
) ___ .... ~hanked everyone for attending the 

meeting. 

VII. Next Meeting Date 
The next DPB meeting is scheduled for Apri I 17, 2013 and will be a teleconference format. 
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VIII. Meeting Adjourned 

Submitted b' 
-(b-)(-6)----------------..... 

lb){ l irector for Privacy, DPCLO 
Executive Secretary, Defense Privacy Board 

~ --?~ed 
~-

Michael L. Rhodes, Director, Administration and Management 
Chainnan. Defense Privacy Board 

4 
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ATTENDANCE 
Name On?:anization Present 

(b)(6) Defense Contract Audit Agency 
Defense Advanced Research Projects Agency x 
OSD/Privacy x 
Missile Defense Agency 
White House Communications Agency x 
Defense Human Resources Activity x 
Defense Privacy and Civil Liberties Office 
National Reconnaissance Office 
Defense Privacy and Civil Liberties Office x 
Air Force Privacy Office x 
Defense Privacy and Civil Liberties Office 
U.S. Transportation Command 

-

Defense Security Service x 
Defense Threat Reduction Agency 
Defense I luman Resources Activity 
National Reconnaissance Office x 
USMC x 
Dc~artmcnt of the Navy x 
Defonsc Priva<.:y and Civil Liberties Office .\ 
Air Force, OOC x . 
Navv 
-" 
DON CIO x 
Defense Privacy and Civil Liberties x 
JTFCapMcd x 
NGA 
Defense Privacy and Civil Liberties Office x 
TRICARE Management Activity 
National Reconnaissance On-ice x 
DLA x 
OSD/ESD x . 

-----

DARPA 
OSD/Chief Information Office 
TRICARE Management Activity x 
Defense Human Resources Activity 
MITRE/AMC 
DF AS 
NRO x 
MITRE/AMC x 
DON CJO x 
DTRA x 
SI GAR -
National Security Agency x 
NRO 
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I ATTENDANCE 
I Name Or~anization Present 
(b)(6) Defense Privacy and Civil Liberties Office x 

CENTCOM 
U.S. Special Operations Command x 
Defense Privacy and Civil Liberties Office 
WHS/EITSD 
Defense Privac~ and Civil Liberties Office x 
DTRA x 
Air Force Privacy 
Defense Privacy and Civil Liberties Office x 
Army Privacy Office x 
U.S. Pacific Command 
Army Privacy Oflice x 
NGA 
DO DIG x 
TMA Privacy Onicc 
Air Force/Policy and Compliance/IA 
Army Privacy 
WI IS/ESD/IMD x 
DIA 
Degartment of the Navy x 
DCAA x 
OSD/Chicf Information Office 
NGA 
NGA 
NRO 
Air Force Privacy Office x 
MITRE x 
BAH 
DON CIO -
NGA x 
NGB x 
Defense Privacy and Civil Liberties Office x 
Defense Logistics Agency x ·-
Defense Privacy and Civil Liberties Office x 
DFAS x 
NGA 
NRO 
Defense Privacy and Civil Liberties Office 
TMA Privacy Office 
CNO, DNS-36 x 
Defense Manpo~c;.£.._Data Center x 
MITRE 
De CA x 
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ATTENDANCE 
Name Ort?;anization Present 

(b)(6) Defense Human Resources Activity 
Defense Privacy and Civil Liberties Office 
Army Privacy Office x 
U.S. Northern Command x 
U.S. Central Command 
Department of the Navy x 
Air Force Privacy Office 
Missile Defense Agency x 
Defense Commissary Agency x ' 

DTIC x 
Defense Privacy and Civil Liberties Office x 
DON, CIO. Privacy 
Defense Privacy and Civil Liberties Office 
MITRE 
Defense Logistics Agency x 
National Reconnaissance Office 
Air Force Privacy Oflice 
Missile Defense Agency, CPO x 
Office of General Counsel x 
National Reconnaissance Ofiice x 
SIGAR 
National Geospatial Intelligence Agencx x 
TRICARE Management Activity x 
DLA 
WHS/ESD/IMD x 
Department ol'the Navy x 
DCMA x 
CENTCOM 
Defense Privacy and Civil Liberties Office x 
DI SA/Records and PA x 
Marine Corps 
MITRE/AMC x 
Defense Contract Management Agency 
Army Privacy Office x 
DHRA x 
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Defense Privacy Board Action Item List 

Open Action Items List (NOTE: All submissions to DPCLO should be sent to dpclo.correspondence@osd.mil) 

Item Number Topic Action Item Description 
Assigned 

Due Date Status Comments 
To 

20130320-02 Other Move face to face Defense DPCLO ASAP CLOSED All DPB meetings will start at 
Privacy Board Meeting to I :OOpm eastern time. 
accommodate more members. 

20130320-01 Compliance White I-louse Military Office DPCLO ASAP CLOSED Subsequent contact was made with 
(WHMO) asked for assistance in the Component involved. Follow-
the following. Then WI-IMO up communication has taken place. 
contacted another Component 
regarding a breach incident. It's 
been a number of weeks since 
the other Component contacted 
WHMO to follow-up on the 
breach. 

20130220-02 Other When \Vil! DISA implement DPCLO ASAP CLOSED DISA has not made a decision at 
their software for OLP? this time to implement the OLP tool 

DoD wide. 
DPCLO will provide information 
\vhen it becomes available from 
DISA. 

20121206-01 Policy Improve MOU/MOA language DPCLO ASAP IN DPCLO is developing language and 
to provide better privacy PROCESS guidance for MOU/MOA privacy 
considerations considerations. 

20120815-01 Policy SSN Justification Instmction no DPCLO will Sep DPB IN This is still being developed by 
longer refers to Component draft a PROCESS DPCLO. 
Forms Management Officers; it memo to 
simply refers to Components. address this DPCLO prepare a memo explaining 
Was this change intentional and orn1ss1on the forms process. SSN Justification 
will it create a conflict between Instruction no longer refers to 
Component and DoD Forms Component Forms Management 
Managers? Officers; it simply refers to 
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Defense Privacy Board Action Item List 

Components. Was this change 
intentional and will it create a 
conflict between Component and 
DoD Forms Managers? 

Closed Action Items List: 
Item Number Topic Action Item Description Assigned Due Date Status Comments 

To 
20121206-04 Compliance NARA is in the process of DPCLO ASAP CLOSED NARA provided DPCLO with the 

overhauling the disposition General Review Schedule for 
schedule; DPCLO representation review and comments. Comments 
at those meetings might be were provided to NARA March 6, 
beneficial to the Privacy 2013. DPCLO contacted NARA 
Program and will be part of working group 

involved in the overhaul of the 
disposition schedule. We will keep 
board members updated. 

20130220-01 Compliance DLA sent forward comments DPCLO ASAP CLOSED Comments received from DLA 
about DD Form 2959 which were forwarded to DoD Forms 
were not incorporated into the Manager by DPCLO. DPCLO is 
fmal form awaiting response from DoD Forms 

Manager. 

DPCLO will follow up with DLA 
regarding comments. 

20130220-03 Other A number of attendees asked DPCLO 3/20/2013 CLOSED DPCLO is scheduled to present 
questions about adopting a DLP slides at the March face to face 
product and strategy. DPCLO Defense Privacy Board meeting. 
will present slides and other 
information regarding DLP 
applications. 

20130220-01 Compliance DLA sent forward comments DPCLO ASAP CLOSED Comments received from DLA 
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Defense Privacy Board Action Item List 

20121206-02 Training 

201201206-03 Compliance 

20120815;.02 .· Other 

20120815-0J 

about DD Fmm 2959 which 
were not incorporated into the 
final form 

Offer train-the-trainer DP CLO 
opportunities through which 
Component Privacy Officers can 
learn how to crosswalk privacy· 
with their CotnponentlT 

ersonnel 
:Develop guidance that assists PPCLO 
Do:O personnel in understanding 
the rel1:1tio11ship betweenexisting 
privacy laws and regulations as 
well as how to implement the. 
riv~y re uirements of each 

·. CanCART be modified to auto (bl(
5

l 

generate a tr~cking 111lll1bet .· •.... · · •. 
instead of the US CER.T ·. · · 
nmnber?·. 
DPCLO will circulate the CIO .· (bl(6l 

FISMAmemo to DPB members ·. 
for use in obtaining ccimpliance 
with FISMAreportir1g .· . 

. · ·· trs~cl3R.Treporting · con,cernsfot . An 
.·inclusion inDPCLOproposal .. · ... ·· . Components 

IO 

April2013 CLOSED 

MarchDPB CLOSED 

JlAugust 
2012 

CLOSED 

CLOSED. 

were forwarded to OoD Forms 
Manager by DPCLO. DPCLO is 
awaiting• response from DoD Forms 
Manager. 

DPCLO wiilfollow up with. DLA·. 
re ardiilg comments. 
This requestbeingupdatedforthe .· 
Privacy Act CompHance and 
Management (PACMan}and .· 
DPCLO Privacy Officer ·. 
Prcrfessiortalization (DPOP) course.· .. · 

Guidance is already provided itithe · 
J?ACMan and DPOP training. · · 

Thisrequestis ctirrently not an.· · 
option due to technological and . 

· · fiscalconstraints. . · · · 

Memos circulated with the DPB . · ... 
minutes;· 

.· . . . . . . . . 
.· .· .· . . . . 

. . 

Memos will be circulated with the•·.· ... · 
DPBt11inutesfromthel)ecJ2>·•··.····· 
meetin aswelL ·.• .·.·.· .. · · .·.· 

.. J>Hs Privacy Office mmno • · · ·. ·•· •.····•····· · . · · ·distributed as FYI in lieu ofDoD • .· 
.. · ..... . 

menl-0 .. ·• .· .. 



Defense Privacy Board Action Item List 

20120523-01 Compliance DPCLO will provide DPB with All 5/24/2012 CLOSED 
breach statistics of number of Components 
individuals affected by paper 
records for 2nd Quarter FY 12 

20120523-02 Policy The Civil Liberties Program (b)(6) 

I TBD CLOSED Question posed by DARP AJ(b)(6) I 
Instruction defines privacy as "a l(b)(6) sponded during Aug 15 
right recognized by the meeting. Additional Questions may 
Constitution", however the be addressed t (b)(B) I 
Constitution does not reference Director for Civil Liberties. 
privacy in this manner. How will 
this be rectified? 

20120523-03 Policy PL 110-53 which authorized the (b)(6) TBD CLOSED Question posed by NGB.~ 
civil liberties program confines l(b)(B) !responded during Aug 5 
its scope to terrorism related meeting. Additional questions may 
activities however the civil be addressed tol<b)(6) I 
liberties program goes beyond Director for Civil Liberties. 
that realm. Under what authority 
was this scope expanded and in 
consideration of the complaint 
reporting requirement has this 
change been communicated to 
Congress? 

20120119-01 Policy Can the DoD ID number be DPCLO/ TBD CLOSED DMDC is investigating the 
hidden when signing documents DMDC technical aspects of this inquiry. 
or email? 

20120313-0 l Policy DPCLO request implementation All ONGOING CLOSED Please send suggestions for iruide 
guide topics from Components Components topics tol<blC5l ~y 

the next DPB. 
20120119-03 Policy Publish Info Papers to web and DPCLO TBD CLOSED DPCLO is retooling the info papers 

SharePoint to deliver them as implementation 
guides. 

20120119-02 Policy Provide coliiments on Cross All 1127/2012 CLOSED 
Component Breach Management Components 
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Defense Privacy Bo;ird Action Item List 

and DoD ID Number Info Papers 
by COB Jan 27'h 

20120119-04 Other Provide any CSOP feedback or All 2115/2012 CLOSED 
recommendations to topics of Components 
discussion for the CSOP Forum 
tentatively planned for March 

20111130-01 Policy Determine ifDoD ID Number is DPCLO TBD CLOSED DMDC and P&R are working on 
releasable under FOIA legal opinions to support a "2" 

exemption under FOIA for the 
release ofthe DoD ID number. 

l(b)(5) bffered comments on 
this issue during the Jan 19, 2012 
meeting. 

20111130-02 Training Determine if group JAPP DPCLO TBD CLOSED DPCLO has no fundingto support 
Certification training is possible such training. Components can 
for Components based on budget hold this training if they can fund it 

themselves. 
20111130-03 Training Deterntine if DLA will be able to DPCLO/ TBD CLOSED The FY12 course was.developed 

assist with enhancing the privacy CIOIDLA and posted in October 2011 . We 
portion of the Informatiort · can revisit for FYl3. 
·Assurance {IA} training 

20111130-'04 .. Compliance Provide SSN use justifications All 1/17/2012 CLOSED 
Components 

20110817-02 Policy Determirte if e-mails containing DPCLO TBD CLOSED For .MIL to .MIL only, where the 
PII sent on a secure DoD need to know condition is met, 
network need to be encrypted emails containing PII. do not need 

to be encrypted. . 
If the need to know condition Is . . . . 
NOT met, the email goes to an .• ·· · · 
address other than a .MIL, or if · · .... 
other inappropriate activities come ·. 
fo light, then ru1 unencrypted email ·. 
is reportable. · · · · · · 
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Defense Privacy Board Action Item List 

20110817 -01 Compliance Provide list of systems to be All 9/14/2011 CLOSED 
reviewed during FY12 Ql for Components 
SSN use reduction 

20110720-01 Policy Verify e-mail encryption policy DP CLO 08/17/2011 CLOSED Updates incorporated into revised 
in proposed DoD 5400.11-M manual. 

20110720-02 Policy Expedite SSN Use Reduction DP CLO/ ASAP CLOSED l(b)(6) to follow-up with 
Instruction signature. DHRA DHRA regarding strategies. 

20110615-02 Training Breach Management and All 06/22/2011 CLOSED Send completed survey to 
Prevention Training Survey Components dpo.correspondence@osd.mil. 

20110615-03 Compliance Quarterly Reports including All 07/15/2011 CLOSED 
Section (m) Contractor Reviews Components 

20100& 18-04 Other Address SSN removal· from DP CLO TBD CLOSED Address SSN removal from :records. 
records with NARA. with NARA 

20100519-02 Other Disposition of PU stored in copy DP CLO/ TBD CLOSED Discuss details wi (b)(6) I 
machine hard drives DLA 

20100519-04 Policy Guidance and contract language DP CLO TBD CLOSED To be. addressed after submission 
outlining contractor liability of first Section On) reviews 

20100519-0 5 Policy Guidance/templates Com{lonents DP CLO TBD CLOSED Data being collected via CSOP .. 
could use· to determine optimal Survey~ 

tesource levels andjustify 
funding.· 

20100818-01 Other Flash Memory DP CLO TBD CLOSED Research Flash Memory 
20100818-02 Other Ensure Privacy FAR clauses DP CLO TBD CLOSED Section M reviews have 

cited in contracts ·commenced 
20100818-03 Other ReassignmentofSSN review in DP CLO/ TBD CLOSED Outside scope of DPB 

DITPR to CIO. CIO 
20100818~05. Other Contact CIO Council to host a DP CLO/ TBD CLOSED DHRA is appropriate lead. 

guest speaker on SSN Reduction CIO 
·Lessons Learned. · Collllcil· 

20100818-06 
.. 

Other Research locations/availability DP CLO TBD CLOSED Research locations/availability of · 
oflists published from 1930s to lists published from 193 Os to 1990s . 
1990s which containservice whicllconfain service member . · . 
merrtbernarues andSSNs; ·. names and SSNs. 
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Defense Privacy Board Action Item List 

20 l 00519-08 Policy Take a look at Memberships DP CLO TBD 

20100519-07 Other Joint Base Physical Access Issue Navy/AF TBD 
(Base Commanders not 
Addressing PA, sponsoring 
visitors) 

20100519.;06 Reporting Clarification on what DP CLO TBD 
coordination is required for 
completing the 'Scope of 
Advice' FIS MA Report 
question, e.g. should 
Components query.Ge forthe 
scope ofprivacy advice they 
•have provided 

20100519-03 ··Policy Boilerplate contract DPCLO TBD 
·1anguage/F AR clause reqtiiring 
Privacy Act training 

20100519.;0J Reporting SORN Pre-Deployment Air force TBD 
. Category irt DITPR · 

20100120~01 Civil Liberties Submit Points of Contact AU 20100701 

20100120-02 · ·•Reporting 

• "Organizational Components 
Placement and. Structure 
oftheDoD Civil 
Liberties Officer 
Function'' 

Submit· Quruterly Reports to 
I>PO: 

• Biennial Privacy 
Training Report 

• Section 803 of the 9/11 

All 20100515 
Components 
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CLOSED Establish in Directive for Privacy 
m1d Civil Liberties. (Issues two 
sets of principles etc.) 

CLOSED Keep on parking lot 

CLOSED No coordination outside of 
Component Privacy Office 
required. 

CLOSED OMB currently drafting FAR 
clause 

CLOSED Discuss with CIO. 3-6 morith 
timeline. 

CLOSED Component Privacy Officers ask~d 
to help Component leadership 
identify points of contacts ASAP 

CLOSED IJue the 15111 workday folfowing the 
close of the q11arter. Last · · 
submission was 20100115 .. 



Defense Privacy Board Action Item List 

Commission 
Recommendations 
Report 

• System of Records 
Notice Review Report 

20090218-02 Reporting Submitcomments on the revised All 20090731 CLOSED Comments due July 31, 2009. 
Breach Report template to DPO. Components 

20090715-0 l .Reporting Installation· Physical Access All 20090731 CLOSED Responses due July 31, 2009. 
Control Systems Information. Components 

20090715~02 Reporting FISMA Privacy Report. All 20090817 CLOSED Responses due August 17. 2009. 
Components 

20090218-04 Civil Liberties Develop and track Civil DPO Ongoing CLOSED DSD signed May 9. 2009 memo 
Liberties Officer package designating Acting DA&M as OoD 

CLO, 
20090415~02 Policy Develop guidance on the DPO 20091201 OPEN Guidance will be posted to DPO 

considerations when emailing of website as a FAQ. 
PH· within a Component agency. 
across the Department and 
outside. the Department. 

20090415·01 Other .. Confirm DPO mailbox accepts DPO 20090501 CLOSED DPO mailbox can accept encrypted 
encrypted and FQlJO messages andFOUO messages. . . . . . .... 

20090218·05 Reporting Provide coI11ments on revised All 20090403 CLOSED Duplicate and error. Refer to 
breach reporting template to Components 20090218.-02. 
DPO. 

20090318.-01 Repo1ting A request from Component for DPO 20090401 CLOSED Authority is in the 5400. l l·R and 
DPO to provide Authority for the OMB CircularA,.130. DPO 
training reports. · ·. memorandum sent April 3, 2009~ 

20090218.-03 Policy Provide comments to DPO on All 20090430 CLOSED Extension granted by Director, 
DoD54U0.11, DoD5400.ll-R, Components. DPO. 
DoD memorandum 
"Safeguarding Against and 
Respot1dingto the Breach of. 
Personally .·Identifiable 
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Defense Privacy Board Action Item List 

Information", 25 Sep 2008, and 
all Defense Privacy Board 
Advisory Opinions. 

20090415-03 Policy Provide guidance on how to DPO 20090520 CLOSED Concerns addressed. Guidance 
delete an exemption from a template forthcoming. 
SORN. 

20090318-02 Reporting Section 803 of the 9/l l All 20090715 CLOSED Consolidated under Item Number 
Conunission Recommendations Components 20090218-01. 
Repmt. 

20090318-03 Reporting Systems of Records Notice All 20090715 CLOSED Consolidated under Item Number 
Review Report. Components 20090218-01. 

20090617~0 I Reporting Submit comments on All 20090626 CLOSED Comments due June 26, 2009. 
consolidated Quartetly Report Components 
template to DPO. 
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Agenda 
----------0-------------1 

• Welcome/Review of Open Action Items 
• Policy and Guidance 
• SSN Use Reduction Initiative 
• Privacy Compliance Metrics 
• DPCLO Training Schedule/Other Trainings 
• Announcements/Reminders 
• Open Discussion 
•Review of New Action Items 
•Next Meeting Date 
• Adjournment 



Defense Privacy Board (DPB) 
Meeting Minutes for April 17, 2013 

I. Welcome and Opening Remarks 

The VTC and teleconference meeting was called to order byl(b)(G) I Executive 
Secretary, DPB and Director for Privacy. Defense Privacy and Civil Liberties Office 
(DPCLO). Attendance was taken onsite, from VTC, and from teleconference participants. A 
review was conducted of the open action items. 

II. Policy and Guidance 

);.- DoD Directive 5400.11: The proposed rule has been forwarded to Mr. Rhodes for 
signature and will then be released to the Office of Management and Budget for 
approval. The timeline for codification of the rule is 45 to 90 days. After the rule is 
final the Directive can be signed by the Deputy Secretary of Defense. (Update as of 
May I, 2013: Mr. Rhodes has signed the proposed rule documents.) 

).;- DoD Manual 5400.11-M: The DoD 5400.11-M is currently out for formal 
coordination. The suspense date is May 21, 2013. 
• DPB members were reminded when making comments to review the definition of 

substantive and critical comments found on the DD Form SD818. Critical 
comments reflect a conflict \Vi th federal law, Executive Order, or department 
policies or may result in the loss of life or property. When DoD makes editorial 
changes to a definition that originates from statute, the edited definition maintains 
all necessary elements from the statute and does not constitute a critical comment. 

• Administrative comments include grammar, spelling, and synta.\:. Please feel free to 
contact D PCLO with that infonnati on, do not include it on the SD8 l 8. This is 
specifically noted on the SD8 l 8 and is a requirement of WHS Directives Division. 

III. Social Security Number (SSN) Use Reduction Initiative 

As of FYI 3, 2nd quruter. DPCLO received SSN use justification memoranda for 44.05% of all 
ofthe systems collecting SSNs. As ofMarch 31, 2013, DoD is 31% behind its goal of 
receiving 12.5% of the memoranda per quarter. DPCLO should have received 75% of the 
memoranda for of all the systems documents in the DoD Information Technology Portfolio 
Repository (D ITPR). By the end of third quarter July 15, 2013, we should be at 87 .5%. 

Of the memoranda reviewed, roughly 7.6% state components are eliminating SSNs from their 
systems. A number of other systems have plans to eliminate the SSN in future years; however 
those numbers arc not included. Approximately 51 % of all the systems reviewed are approved 
as legacy systems. 

DPB members were reminded that legacy system justifications are temporary approvals and 
will have to be revisited in two years. l(b)(6) pated that if another justification is more 
appropriate; make sure it is listed instead of legacy system. A large number of legacy system 



justifications are used as people try to dete1111ine how to transition from the SSN to another 
identifier. 

IV. Privacy Compliance Metrics 

,... FY 13 1st and 2n<l Quarter High Impact Breaches: 
• There were 103 breaches considered as high impact in the 151 quarter of FY 13. 
• There were 132 breaches considered as high impact in the 2nd quarter of FY 13. 
• Paper records and e-mails continue to account for the vast majority of breaches. 

"' FYI 3 l 51 and 2nd Quarter Number of Individual Impacted by Breaches: 
• In the 2nd quarter 2,399,843 individuals were affected by breaches compared to 

290,332 individuals in the 1st quarter. 

'y FYI 2 1st and 2nd Quarter Number of Individuals Impacted by Breaches: 
• In the 2nd quarter 878,998 individuals were affected by breaches compared to 

153,260 individuals in the 1st quarter. 

'r Percentage ofl ncidents by T vpe for FY 13 l 51 and 2nd Quarter: 
• The percentage of paper records decreased in the 2nd quarter to 47% from 57% in the 

1st quarter; 

• The percentage of incidents for e-mails increased in the 211d quarter to 34% from 24% 
in the 1 sl quarter; 

• Incidents for info-sharing increased slightly in the 2nd quarter to 15% from 14% in the 
l st quarter; 

• In the 2nd quarter incidents related to laptops decreased slightly to 2% from 3% in the 
st 1 quarter; and 

• In the 2nd quarter incidents for other devices and removable media increased slightly 
to 2% from l % in the 1st quarter. 

l(b)(o) keminded the DPB members of the importance of selecting the correct impact level 
for breaches. He also stressed the irnp011ance for component Privacy Officers to train their 
workforce on how to categorize and assess the harm to individuals. Members were reminded to 
refer to the DoD Memorandum for "Use of Best Judgment for PII Breach Notification 
Determinations," August 2, 2012. 

V. Best Practices for Handling Breaches 

A brief overview of some of the best practices related to handling breaches submitted by 
components was presented. 

1. Sending follow-up e-mails to encourage reporting breaches on time; 
2. Maintaining a public website designated to breach responses; 
3. Establishing a designated e-mail inbox to report and provide guidance on breaches; and 
4. Include pop-up messages whenever your website is assessed to give "Tips of the Week". 
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VI. Privacy Act Statement (PAS) 

DPCLO developed a Privacy Act Statement Guide, which will be posted to the DPCLO website 
and SharePoint. This guide will help components reduce errors and receive quicker approval for 
their information collection packages that require OMB approval under the Paperwork Reduction 
Act. 

VII. DPCLO Training 

April 22 -25, 2013 and 
October 21-24, 2013 

May 20, 2013 
and 

November 4, 2013 

September 23 - 25, 2013 

. .. . . ... 

bPCLQ SportsoredC:bilises •··•· ·.·. · · 

DPCLO Privacy Officer Professionalization Program 
(DPOP) 

Privacy by Design for Information Technology System 
Owners Training & SORN Review 

Privacy Act Compliance and Management (P ACMan) 

.. Other Privacy Training OOtsideiofDPQLO .· .··. 

May 12 -15, 2013 ASAP 6 rn Annual National Training Conference, 
Renaissance Arlington Capital View Hotel, Arlington, 
VA 

Note: DPCLO sponsored courses are in great demand with limited seating. Training schedules, 
course announcements and registration information will be posted to the DPCLO SharePoint site 
when available. Video Teleconferencing Training for the PACMan course is under 
development. 

VIII. Announcements and Reminders 

There were no announcements and reminders. 

IX. Open Discussion 

l(b)(G) ~RO opened the discussion. 
o Question: Are there any prerequisites for the Privacy by Design course? 

Response: l(b)(G) ytated there are no prerequisites for the training; however, the 
course is geared towards system owners and developers. 

l'.b)(6) I ...... _____ .... Department of the Navy asked the question. 
o Question: Can DPCLO provide an additional Privacy Compliance Metrics chart that 

shows the number of individuals impacted by type of breach? 
Response: l(b)(6) lstated the DPCLO would add a chart and present it at the next 
meeting. 
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X. Wrap up 

A review was conducted of the new action items. l .... (b-)(G_l __ ..... lthanked everyone for attending 
the meeting. 

XI. Next Meeting Date 

The next DPB meeting is scheduled for May 15, 2013 and will be in teleconference and video 
conference fonnat. 

XII. Meeting Adjourned 

Submitted by 

Director for Privacy, DPCLO 
........ - ....... - ........ e-cr-e .... a ...... ry, Defense Privacy Board 

8 Disapproved 

~~-
Michael L. Rhodes, Director, Administration and Management 
Chairman, Defense Privacy Board 
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I ATTENDANCE 
I Name Organization Present 
(b)(6) Defense Contract Audit Agency 

Defense Advanced Research Projects Agency x 
OSD/Privacy x 
Missile Defense Agency 
White House Communications Agency 
Defense Human Resources Activity x 
Defense Privacy and Civil Liberties Office x 
National Reconnaissance Office 
Air Force Privacy Otlicc x 
U.S. Transportation Command 
Defense Security Service x 
Defense Threat Reduction Agency 
Defense Human Resources Activity x 
National Reconnaissance Office 
USMC 
Department of the Navy x 
Defense Privacy and Civil Liberties Oflice x 
Air Force, OGC 
DON CIO x 
Defense Privacy and Civil Liberties x 
JTFCapMed x 
NGA 
Defense Privacy and Civil Liberties Office .\ 
TRICARE Management Activity x 
National Reconnaissance Office x 
DLA 
OSO/ESD x 
DARPA 
Office of the DoD CIO 
TRICARE Management Activity x 
Defense Human Resources Activity 
MITRE/AMC 
DFAS 
BAH/NRO 
MITRE/AMC 
DONCIO x 
DTRA x 
SI GAR 
Defense Privacy and Civil Liberties Office x 
National Security Agency x 
U.S. Pacific Command x 
NRO 
Defense Privacy and Civil Liberties Office x 
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ATTENDANCE 
Name Or2anization Present 

(b)(6) CENTCOM 
U.S. Special Operations Command x 
Defense Privacy and Civil Liberties Office 
Defense Privacy and Civil Liberties Office x 
DTRA x 
Air Force Privacy 
Defense Privacy and Civil Liberties Office x 
Anny Privacy Office x 
U.S. Pacific Command 
Anny Privacy Office \'. 
NGA 
TMA Privacy Office 
Army Privacy 
WHS/ESD/IMD x 
DIA 
Department of the Navy .\ 
DCAA x 
OSD/Chief Information Office 
NGA 
NGA 
NRO 
MITRE .\ 
BAH 
DONCIO 
NGA \'. 
NGB \'. 
Defense Privacy and Civil Liberties Office \ 
Defense Logistics Agency x 
Defense Privacy and Civil Liberties Offlce x 
DFAS x 
NGA 
NRO 
TMA Privacy Office 
CNO, DNS~36 x 
Defense Manpower Data Center x 
MITRE 
DcCA x 
Defense Human Resources Activity 
Defense Privacy and Civil Liberties Office 
Army Privacy Office x 
U.S. Northern Command x 
~-~ --- -

U.S. Central Command 
Department of the Navy 
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ATTENDANCE 
Name Ore:anization Present 

(b)(6} Air Force Privacy Office x 
Missile Defense Agency x 
Defense Commissary Agency x 
DTIC x 
Defense Privacy and Civil Liberties Office x 
DON, CIO, Privacy 
MITRE 
Defense Logistics Agency x 
National Reconnaissance Office 
Air Force Privacy Office 
Missile Defense Ag"ency, CPO \ 
Office of General Counsel x 
Air Mobility Command under the USAF x 
National Geospatial Intelligence Agency x 
TRICARE Management Activity x . 
DLA x 
WHS/ESD/IMD x 
Department of the Navy x 
DCMA x ' 

CENTCOM 
Defense Privacy and Civil Liberties Office .\ 
DI SA/Records and PA x 
Marine Corps 
MITRE/AMC 
Defense Contract Management Agency x 
Arm~ Privacy Office x 
DI-IRA 
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Defense Privacy Board Action Item List 

Open Action Items List (NOTE: AU submissions to DPCLO should be sent to dpclo.correspondence{a)osd.mil) 

Item Number Topic Action Item Description 
Assigned 

Due Date Status Comments 
To 

20130417-01 Metrics Add a pie chart for breaches to show DPCLO May IN PROCESS DPCLO will include the 
the type of breach by number of DPB requested pie chart at the next 
individuals impacted by that category DPB. 
of breach. 

20130417-02 Compliance Request guidance documents on how to DPCLO ASAP IN PROCESS Awaiting response from DLA. 
categorize a breach. 

20121206-01 Policy Improve MOU/MOA language to DPCLO ASAP IN PROCESS DPCLO is developing language 
provide better privacy considerations and guidance for MOU/MOA 

privacy considerations. 
20120815-01 Policy SSN Justification Instruction no longer DPCLO Sep DPS ON HOLD- On hold pending resources. 

refers to Component Forms will draft a PENDING 
Management Officers; it simply refers memo to RESOURCES 
to Components. Was this change address this 
intentional and will it create a conflict omission 
between Component and DoD Forms 
Managers? 
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Defense Privacy Board Action Item List 

Closed Action Items List: 
Item Number Topic Action Item Description Assigned Due Date Status Comments 

To 
201303 20-02 Other Move face to face Defense DPCLO ASAP CLOSED All DPB meetings will start at I :OOpm 

Privacy Board Meeting to eastern time. 

accommodate more members. 
20130320-01 Compliance White House Military Office DPCLO ASAP CLOSED Subsequent contact was made with 

(WHMO) asked for assistance in the Component involved. Follow-
the following. Then WHMO up communication has taken place. 
contacted another Component 
regarding a breach incident. It's 
been a number of weeks since 
the other Component contacted 
WHMO to follow-up on the 
breach. 

20130220-02 Other When will DISA implement DPCLO ASAP CLOSED DISA has not made a decision at 
their software for DLP? this time to implement the DLP tool 

DoDwide. 
DPCLO will provide information when it 
becomes available from DISA. 

20121206-04 Compliance NARA is in the process of DPCLO ASAP CLOSED NARA provided DPCLO with the 
overhauling the disposition General Review Schedule for 
schedule; DPCLO representation review and comments. Comments 
at those meetings might be were provided to NARA March 6, 
beneficial to the Privacy 2013. DPCLO contacted NARA 
Program and will be part of working group 

involved in the overhaul of the 
disposition schedule. We will keep 
board members updated. 

20130220-01 Compliance DLA sent forward comments DPCLO ASAP CLOSED Comments received from DLA 
about DD Form 2959 which were forwarded to DoD Forms 
were not incorporated into the Manager by DPCLO. DPCLO is 
final form awaiting response from DoD Forms 

Manager. 
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Defense Privacy Board Action Item List 

DPCLO will follow up with DLA 
regarding comments. 

20130220-03 Other A number of attendees asked DP CLO 3/20/2013 CLOSED DPCLO is scheduled to present 
questions about adopting a DLP slides at the March face to face 
product and strategy. DPCLO Defense Privacy Board meeting. 
will present slides and other 
information regarding DLP 
aoolications. 

20130220-01 Compliance DLA sent forward comments DPCLO ASAP CLOSED Comments received from DLA 
about DD Form 2959 which were forwarded to DoD Forms 
were not incorporated into the Manager by DPCLO. DPCLO is 
final form awaiting response from DoD Forms 

Manager. 

DPCLO will follow up with DLA 
regarding comments. 

20121206-02 Training Off er train-the-trainer DP CLO April 2013 CLOSED This request being updated for the 
opportunities through which Privacy Act Compliance and 
Component Privacy Officers can Management (P ACMan) and 
learn how to crosswalk privacy DPCLO Privacy Officer 
with their Component IT Ptofessionalization (DPOP) course. 
personnel 

201201206-03 Compliance Develop guidance that assists DPCLO MarchDPB CLOSED Guidance is already provided in the 
DoD personnel in understanding P ACMan and DPOP training. 
the relationship between existing 
privacy laws and regulations as 
well as how to implement the 
privacy tequiretnents of each 

20120815-02 Other Can CART be modified to auto (b)(6) Sep DPB CLOSED This request is currently not an 
generate a tracking nwnber option due to technological and 
instead of the US CERT fiscal constraints. 
munber? 
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Defense Privacy Boa.-d Action Item List 

20120815-03 Compliance DPCLO will circulate the CIO (b)(6) 31 August CLOSED Memos circulated with the DPB 
FISMA memo to DPB members 2012 minutes; 
for use in obtaining compliance 
with FISMA reporting Memos will be circulated with the 

DPB minutes from the Dec 12 
meeting as well. 

20110615-01 Other US-CERT reporting concerns for All TBD CLOSED DI-IS Privacy Office memo 
inclusion in DPCLO proposal Components distributed as FYI in lieu ofDoD 

memo 

20120523-01 Compliance DPCLO will provide DPB with All 5/24/2012 CLOSED 
breach statistics of number of Components 
individuals affected by paper 
records for 211

d Quarter FY12 
20120523-02 Policy The Civil Liberties Program (b)(6) TBD CLOSED Question posed by DARPA.l<bJ(6J I 

Instruction defines privacy as "a 1<blC5l I responded during Aug 15 
right recognized by the meeting. Additional auestions may 
Constitution", however the be addressed t (b)(5l I 
Constitution does not reference Director for Civil Liberties. 
privacy in this manner. How will 
this be rectified? 

20120523-03 Policy PL 110-53 which authorized the (b)(6) TBD CLOSED Question posed by NGB.rl<5l I 
civil liberties program confines (b)(6) !responded during Aug l;, 
its scope to terrorism related meetmg. Additional auestions may 
activities however the civil be addressed t (b)(5l I 
liberties program goes beyond Director for Civil Liberties. 
that realm. Under what authority 
was this scope expanded and in 
consideration of the complaint 
reporting requirement has this 
change been communicated to 
Congress? 

20120119-01 Policy Can the DoD ID number be DPCLO/ TBD CLOSED DMDC is investigating the 
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Defense Privacy Board Action Item List 

hidden when signing documents DMDC technical aspects of this inquiry. 
or email? 

20 1203 13-0 l Policy DPCLO request implementation All ONGOING CLOSED Please send suggestions for guide 
guide topics from Components Components topics to l<b)(6) lby 

the next DPB. 
20120119-03 Policy Publish Info Papers to web and DPCLO TBD CLOSED DPCLO is retooling the info papers 

SharePoint to deliver them as implementation 
guides. 

20120119-02 Policy Provide comments on Cross All 1127/2012 CLOSED 
Component Breach Management Components 
and DoD ID Number Info Papers 
by COB Jan 27th 

2012011 9-04 Other Provide any CSOP feedback or All 2/15/2012 CLOSED 
recommendations to topics of Components 
discussion for the CSOP Forum 
tentatively planned for March 

20111130-01 Policy Determine if DoD ID Number is DPCLO TBD CLOSED DMDC and P&R are working on 
releasable under FOIA legal opinions to support a "2" 

exemption under FOIA for the 
release of the DoD ID number. 

(b)(6) I offered comments on 
this issue during the Jan 19, 2012 
meeting. 

20111130-02 Training Determine if group IAPP DPCLO TBD CLOSED DPCLO has no funding to support 
Certification training is possible such training. Components can 
for Components based on budget hold this training if they can fund it 

themselves. 
20111130-03 Training Determine if DLA will be able to DPCLO/ TBD CLOSED The FY12 course was developed 

assist with enhancing the privacy CIO/DLA and posted in October 2011. We 
portion of the Information can revisit for FY13. 
Assurance (IA) training 

20111130-04 Compliance Provide SSN use justifications All 1/17/2012 CLOSED 
Components 
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Defense Privacy Board Action Item List 

20110817-02 Policy Determine if e-mails containing DP CLO TBD CLOSED For .MIL to .MIL only, where the 
PII sent on a secure DoD need to know condition is met, 
network need to be encrypted emails containing PII do not need 

to be encrypted. 
If the need to know condition is 
NOT met, the email goes to an 
address other than a .MIL, or if 
other inappropriate activities come 
to light, then an unencrypted email 
is reportable. 

2011081 7-01 Compliance Provide list of systems to be All 9/14/2011 CLOSED 
reviewed during FY12 Ql for Components 
SSN use reduction 

20110720-01 Policy Verify e-mail encryption policy DP CLO 08/17/2011 CLOSED Updates incorporated into revised 
in proposed DoD 5400.11-M manual. 

20110720-02 Policy Expedite SSN Use Reduction DP CLO/ ASAP CLOSED l(b)(6) o follow-up with 
Instruction signature. DI-IRA DHRA regarding strategies. 

20110615-02 Training Breach Management and All 06/22/2011 CLOSED Send completed survey to 
Prevention Training Survey Components dpo.c01Tespondence(a}osd.rnil. 

20110615-03 Compliance Quarterly Reports including All 07/15/2011 CLOSED 
Section (m) Contractor Reviews Components 

20100818-04 Other Address SSN removal from DP CLO TBD CLOSED Address SSN removal from records 
records with NARA. with NARA. 

20100519-02 Other Disposition of PII stored in copy DPCLO/ TBD CLOSED Discuss details withl(b)(5l I 
machine hard drives DLA 

20100519-04 Policy Guidance and contract language DP CLO TBD CLOSED To be addressed after submission 
outlining contractor liability of first Section (m) reviews 

20100519-05 Policy Guidance/templates Components DP CLO TBD CLOSED Data being collected via CSOP 
could use to determine optimal Survey. 
resource levels and justify 
funding 

20100818-01 Other Flash Memory DP CLO TBD CLOSED Research Flash Memory 
20100818-02 Other Ensure Privacy FAR clauses DPCLO TBD CLOSED Section M reviews have 
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Defense Privacy Board Action Item List 

cited in contracts commenced 
20100818-03 Other Reassignment of SSN review in DP CLO/ TBD CLOSED Outside scope of DPB 

DITPR to CIO. CIO 
20100818-05 Other Contact CIO Council to host a DPCLO/ TBD CLOSED DHRA is appropriate lead. 

guest speaker on SSN Reduction CIO 
Lessons Learned. Council 

20100818-06 Other Research locations/availability DP CLO TBD CLOSED Research locations/availability of 
of lists published from 1930s to lists published from 1930s to 1990s 
1990s which contain service which contain service member 
member names and SSNs. names and SSNs. 

20100519-08 Policy Take a look at Memberships DP CLO TBD CLOSED Establish in Directive for Privacy 
and Civil Liberties. (Issues two 
sets of principles etc.) 

20100519-07 Other Joint Base Physical Access Issue Navy/AF TBD CLOSED Keep on parking lot 
(Base Commanders not 
Addressing PA, sponsoring 
visitors) 

20 I 00519-06 Reporting Clarification on what DP CLO TBD CLOSED No coordination outside of 
coordination is required for Component Privacy Office 
completing the 'Scope of required. 
Advice' FISMA Report 
question, e.g. should 
Components query GC for the 
scope of privacy advice they 
have provided 

20100519-03 Policy Boilerplate contract DP CLO TBD CLOSED OMB currently drafting FAR 
language/FAR clause requiring clause 
Privacy Act training 

20100519-01 Rep01ting SORN Pre-Deployment Air Force TBD CLOSED Discuss with CIO. 3-6 month 
Category in DITPR timeline. 

20100120-01 Civil Liberties Submit Points of Contact All 20100701 CLOSED Component Privacy Officers asked 
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Defense Privacy Board Action Item List 

• "Organizational Components to help Component leadership 
Placement and Structure identify points of contacts ASAP 
of the DoD Civil 
Liberties Officer 
Function" 

20100120-02 Reporting Submit Quarterly Reports to All 20100515 CLOSED Due the l Su1 workday following the 
DPO: Components close of the quarter. Last 

• Biennial Privacy submission was 20100115. 
Training Report 

• Section 803 of the 9/ 11 
Commission 
Recommendations 
Report 

• System of Records 
Notice Review Report 

20090218 -02 Reporting Submit comments on the revised All 20090731 CLOSED Comments due July 31, 2009. 
Breach Report template to DPO. Components 

20090715-01 Reporting Installation Physical Access All 20090731 CLOSED Responses due July 31, 2009. 
Control Systems Information. Components 

20090715-02 Reporting FISMA Privacy Report. All 20090817 CLOSED Responses due August 17, 2009. 
Components 

20090218-04 Civil Liberties Develop and track Civil DPO Ongoing CLOSED DSD signed May 9, 2009 memo 
Liberties Officer package designating Acting DA&M as DoD 

CLO. 
20090415-02 Policy Develop guidance on the DPO 20091201 OPEN Guidance will be posted to DPO 

considerations when emailing of website as a FAQ. 
PII within a Component agency, 
across the Department and 
outside the Department. 

20090415-01 Other Confirm DPO mailbox accepts DPO 20090501 CLOSED DPO mailbox can accept encrypted 
encrypted and FOUO messages and FOUO messages. 

20090218-05 Reporting Provide comments on revised All 20090403 CLOSED Duplicate and error. Refer to 
breach reporting template to Components 20090218 ~02. 
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' . 

DPO. 
2009031 8-01 Reporting A request from Component for DPO 20090401 CLOSED Authority is in the 5400.11-R and 

DPO to provide Authority for the OMB Circular A-130. DPO 
training reports. memorandum sent April 3, 2009. 

20090218-03 Policy Provide comments to DPO on All 20090430 CLOSED Extension granted by Director, 
DoD 5400.11, DoD 5400.11-R, Components DPO. 
DoD memorandum 
"Safeguarding Against and 
Responding to the Breach of 
Personally Identifiable 
Information", 25 Sep 2008, and 
all Defense Privacy Board 
Advisory Opinions. 

20090415-03 Policy Provide guidance on how to DPO 20090520 CLOSED Concerns addressed. Guidance 
delete an exemption from a template forthcoming. 
SORN. 

2009031 8-02 Reporting Section 803 of the 9/11 All 20090715 CLOSED Consolidated under Item Number 
Commission Recommendations Components 20090218-01. 
Report. 

20090318-03 Reporting Systems of Records Notice All 20090715 CLOSED Consolidated under Item Number 
Review Report. Components 20090218-01. 

20090617-01 Reporting Submit comments on All 20090626 CLOSED Comments due June 26, 2009. 
consolidated Quarterly Report Components 
template to DPO. 
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Agenda 
1--~~~~~~~~~-(i)~~~~~~~~~~~ 

• Welcome/Review of Open Action Items 
• Privacy Compliance Metrics 
• DPCLO Training Schedule/Other Trainings 
• Announcements/Reminders 

• Open Discussion 
•Review of New Action Items 
• Next Meeting Date 

• Adjournment 



Defense Privacy Board (DPB) 
Meeting Minutes/or May 15, 2013 

I. Welcome and Opening Remarks 

The VTC and teleconference meeting was called to order byl(b)(G) I Executive 
Secretary, DPB and Director for Privacy, Defense Privacy and Civil Liberties Office 
(DPCLO). Attendance was taken onsite, from VTC, and from teleconference participants. A 
review was conducted of the open action items. 

II. Privacy Compliance Metrics 

> Number of Individuals Affected by Type of Breach: l(b)(G) !provided infonnation 
on the number of individuals affected by each breach type (laptops, removable 
media/ other devices, emails, info~sharing, and paper records) for the 211

d quruter FY 13. 

)> Health Information Technolo for Economic and Clinical Health HITECH Breaches: 
(b)(G) TMA Privacy Office, presented an overview on how breaches are 

e me y t e epaitment of Health and Human Services (HHS), how they are handled 
under the Health Insurance Portability and Accountability Act (HIP AA), and explained 
the new notification requirements under HITECH. HHS defines a breach as the 
unauthorized acquisition, access, use, or disclosure of Protecte~ Health lnfopnation 
(PHI), which compromises the privacy or security of the PHI. }b)(G) boinle<l out 
this excludes certain unintentional uses or disclosures involving authorized personnel 
and situations where an unauthorized person would not have been able to retain the 
PHI. It also excludes breaches where a risk assessment can demonstrate there is a "low 
probability the PHI has been compromised." 

HITECH established new individual notification and government reporting 
requirements when a breach of unsecured PHI occurs. All confinned or suspected 
breaches involving military health service (MHS) beneficiary information, regardless of 
the data elements, must be reported to the TMA Privacy Office. DPB members were 
reminded that we can only correct what is reported, the details in the breach are 
extremely important, and promptly reporting them is a statutory requirement. 

>- Section 803 and Privacy Program Quarterly Reports: DPCLO will begin to follow-up 
on privacy complaints listed as ''pending" on the Section 803 and Privacy Program 
Quarterly Reports. Follow-up will begin with those complaints listed in the 2nd quarter 
FY13 report. DPCLO will contact Components to find out if the complaints are still 
pending or if a responsive action has been taken to resolve them. If you have a 
responsive action please send them to DPCLO.correspondence@osd.mil. 

>- Status of Reviews of 1993-2007 SORNs: l(b)(G) lreminded the DPB members 
that reviews of these old SORNs must be completed by June 30, 2013. 
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For those SORNs requiring action (e.g., alterations, amendments, and deletions), 
Components need to report to DPCLO by September 30, 2013 the actions that will be 
taken. The newly added column in the quarterly report under the "SORNS REPORT" 
tab is available to aid in this process. Components need to make sure they use the 
cWTent version of the report. 

>- Building Privacy Relationships: l(b)(G) !reminded DPB members that 
communication with other individuals is critical to successful implementation of the 
Privacy Act within their Component, activity, or Command. Keep in mind that 
DPCLO is not tasking Components with contacting other offices; it is only pointing 
out the importance of building relationships with other program offices to 
successfully integrate privacy within their programs. 

For example, system owners should be contacted early in the process to help ensure 
that privacy is considered at the beginning of system development or purchase and 
throughout the entire life cycle of an infonnation system. The DPCLO class Privacy 
by Design for Infonnation Technology System Owners Training and SORN Review 
may be beneficial in this regard. 

VI. DPCLO Training Overview, Recap, and Schedule 

· .. · .. ·.·. DPCLO SponsoredCourses ·. 

November 4, 2013 Privacy by Design for Information Technology System 
Owners Training and SORN Review 

September 23-25, 2013 Privacy Act Compliance and Management (PACMan) 

October 21-24, 2013 DPCLO Privacy Officer Professionalization (DPOP) 

OthetPrivacyTraining Outside of DPCLO 

June 19, 2013 DHS Privacy Compliance Workshop 
Location: DHS Training Center, Washington, DC 

Registration and workshop details available at: 
http://www.dhs.gov/pri vacy ~workshops 

Note: DPCLO sponsored courses are in great demand with limited seating: Training schedules, 
course announcements and registration information will be posted to the DPCLO SharePoint site 
when available. Video Teleconferencing Training for the P ACMan course is under 
development. 

III. Announcements/Reminders 

There were no announcements or reminders. 
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IV. Open Discussion 

11b)(6) losD/JS, opened the discussion by noting it may be difficult for ce1tain 
Components to complete the review of old SORNs if the agencies reporting to them are 
uncooperative or not communicative about their SORN s that need to be reviewed. 
Response: DPCLO will offer assistance \\ri.th communicating with those agencies or 
Components to facilitate the process. fbl(6l fras instructed to contact !<6)(6) &f 
assistance is needed to locate to a system or program manager's office or point of contact for 
the old SORNs. 

FX6
) I DON CIO, asked if DPCLO could provide some guidance on whether or 

not IP addresses should be considered PII. 
Response: DPCLO included this as a new action item and will provide an information paper. 

V. Wrap up 

A review was conducted of the new action items. l ... 1b_11_61 __ __.I thanked everyone for attending 
the meeting. 

VI. Next Meeting Date - Note Change in Date 

The next DPB meeting is scheduled for Tuesday, JW1e 18, 2013 from 1 :OOpm to 4:00pm. It will 
be a face to face meeting and will be available to those \vho need to call in via video conference. 
Please note the meeting will be Tuesday June 18th not Wednesday, June 19th. This will allow 
DPB members to attend the DHS Privacy Compliance Workshop on June t 9, 2013. 
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VII. Meeting Adjourned 

Submitted by 

(b}(6) 

,____~~~~~~~~~ 
irector for Privacy, DPCLO 

Executive Secretary, Defense Privacy Board 

Disapproved 

Michael L. Rhodes, Director, Administration and Management 
Chairman, Defense Privacy Board 
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ATTENDANCE 

SERVICES POC Name I Name Name 

Air Force Privacy Office (b)(6) (b)(6) (b)(6) (b)(6) 
- - -Army Privacy Office x - - - >---

- - - -
- - >-----

Marine Corps Privacy Office x 
- - -Department of the Navy x x 

- - - -x x 
National Guard Bureau (NGB) x 

COMPONENTS POC Name Name Name 

OSD/JS Privacy q[fice x (b)(6) (b)(6) 
-

Defense Advanced Research Projects Agency x 
(DARPA) -
Defense Contract Audit Agency (DCAA) x -
Defense Contract Management Agency x 
(DCMA) 

-
Defense Commissary Agency (DeC'A} x x x (b)(6) 

- >-----

Defense Finance and Accounting Services x 
(DFAS) - >------

Defense Human Resources Activity (DHRA) x - -
Defense Intelligence Agency (DIA) 

- -
Defense Information Systems Agency (DJSA) 

- -
Defense Logistics Agency (DLA) x x 
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Defense Manpowt.:r Data Center (DMDC) b)(ti} (b}(6} b}(6} [b)(6} 
- - - -Defense Securily Service (DSS) - - --

lkfense Technical Information Center 
(DTIC) 

- - - -Defense Threai Reduction Agency (DTRA) 
- - - -.lo int T afk Force National Capital Region 

(.ITF CapMed) - - - -Missile Defenst.t AJ(<tncy (MD.A) x x - - - -National Geospatial Intelligence Agency 
(NGA) - - - -National Reconnaissance Office (NRO) x 

- - - - -
- - - -Na!ional Security Agency (NSA) - - - -

Office of the Director of National 
lntelliRence (ODNJ) - - - -
Office of General Counsel (OGC) x - - - -
Office of the DoD CIO x - - -- -
DoD!G (Office of Inspector General) x - - ...__ -
Special lnspedor General for Afghan x 
Reconstruction {S!UAR) - - - -
TR/CARE Management Activity (lMA) x x x s 
Privacy Office 

- - - -
- - - -

Information Managemenl Division x 
(WHSIESDJ - - ,___ -
White House Militmy Office (WHMO) - - ~ -
White House Communications Agency x 
{WHCA) 

COCO MS POC Name Name Name 

U.S. AFR/COM (USAF Rf COM) (b)(6) (b}(6) (b}(6) 
>- ~ 

U.S. Central Command (USCENTCOM) 
>---- -

U.S. European Command (USEUCOM) 
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U.S. Northern Command (USNORTHCOM) {b)(6) (b}(6} (b){O) 

- -
US. Pad.fie Command (USPACOM) x x 

- -
US. Special Operations Command 
(USSOCOMJ - -
U.S. Southern Command (USSOUI'HCOM} 

- -
U.S. Strategic Command (USSTRATCOM) 

- -
U.S. Transportation Command 
(USTRANSCOM) 

DP CLO POC Name Name Name 

DPCLO Attendance: (b)(6) x (b)(ti) x 0)(6) 
,____ x >--x x 
>---- - >--x x x 
>---- ~ >--x x 
>------ - -x 
>----

COMPONENT SUPPORT POC Name Name Name 

MITRE/AMC x 1u)(ti) b)(6) ID)(ti) (b)(ti) 
~ - - -

7 



Defense Privacy Board Action Item List 

_Open Action Items List (NOTf:: All submissions to DPCLO should be 1e11t to dpclo.correspondence(a'osd.mil) 
-~-

Item Number Topic Action Item Description 
Assigned Due Date Status Comments 

To 
20130515-01 Metrics Provide stats on the number of DPCLO June IN PROCESS DPCLO developing stats to 

individuals affected by high impact DPB present at the next DPB 
breaches and the type of breach. meeting. 

20130515-02 Compliance Request guidance on whether IP DPCLO ASAP IN PROCESS DPCLO will develop a 
addresses are considered PII guidance paper. 

20130417-02 Compliance Request guidance docwnents on how to DPCLO ASAP IN PROCESS Awaiting response from DLA. 
categorize a breach. 

20121206-01 Policy Improve MOU/MOA language to DPCLO ASAP IN PROCESS DPCLO is developing language 
provide better privacy considerations and guidance for MOU/MOA 

privacy considerations. 
20120815-01 Policy SSN Justification Instruction no longer DPCLO Sep DPB ON HOLD~ On hold pending resources. 

refers to Component F onns will draft a PENDING 
Management Officers; it simply refers memo to RESOURCES 
to Components. V..' as this change address this 
intentional and will it create a conflict omission 
between Component and DoD Forms 
Managers? 
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Defense Privacy Board Action Item List 

Item Number Topic Action Item Description Assigned Due Date Status Comments 
To 

20130417-01 Metrics Add a pie chart for breaches to DPCLO MayDPB CLOSED DPCLO included the requested 
show the type of breach by chart (bar graph, not pie chart) at 
number of individuals impacted the May 15, 2013 DPB meeting. 
by that category of breach. 

20130320-02 Other Move face to face Defense DPCLO ASAP CLOSED All DPB meetings will start at 1 :OOpm 
Privacy Board Meeting to eastern time. 

accommodate more members. 
20130320-01 Compliance White House Military Office DPCLO ASAP CLOSED Subsequent contact was made with 

(WHMO) asked for assistance in the Component involved. Follow-
the following. Then WHMO up communication has taken place. 
contacted another Component 
regarding a breach incident. It's 
been a number of weeks since 
the other Component contacted 
WIIlvfO to follow-up on the 
breach. 

20130220-02 Other When will DISA implement DPCLO ASAP CLOSED DISA has not made a decision at 
their software for DLP? this time to implement the DLP tool 

DoDwide. 
DPCLO will provide information when it 
becomes available from DISA. 

20121206-04 Compliance NARA is in the process of DPCLO ASAP CLOSED NARA provided DPCLO with the 
overhauling the disposition General Review Schedule for 
schedule; DPCLO representation review and comments. Comments 
at those meetings might be were provided to NARA March 6, 
beneficial to the Privacy 2013. DPCLO contacted NARA 
Program and will be part of working group 

involved in the overhaul of the 
disposition schedule. We will keep 
board members updated. 

20130220-01 Compliance DLA sent forward comments DPCLO ASAP CLOSED Comments received from DLA 
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Defense Privacy Board Action Item List 

20130220.;03 

20130220 •. <Jl .· .. :•'Coll).f>H~e·•··.···•. nr.Asent.forwm&ht1meittS·:·:·· · . 
. .. . ·.·.· ~b{)'UtbtiFcttk2959\#1licili: . : , : ... : · . 

< · ~en<>tiliBti®f<itif 1n.i6 tlie •.. · .£fuaI_ •torin ' ' ' ' ' ' ' ' ' 

20121206-02 DPCW 

10 

were forwarded fu·DoDForms·.• ·. ·.· .·· .. 

==:~:t~f&'i~~· Manager. . ..... ·. . 
. ·._·.<.·:-·.·. _:.·_..· .. .-_ . 

DPCLO will ful}Qwup with DLA > 
re din commentS. · · · ··· ·· · 

.. DPCLO is scheduledtopresent • .·.· 
· :slides at the Match facet() :facf .· · . 

. ···. ·.Defense Privacy Board.faee~··· .. ·•·•· ·· 

> •.. · • ..•• ?/i .> ==t~~~is 
· · .·. ·. · < •···. · < > awaiting response ,from. Dol}Fonns 

· ·Manager. .· ·· · · · 
. . . ·. . . 

. ·.·. . . 

DPCLO will follow up With DLA . 
re · comments. · ··.· · ·•· ' > 

·This request being updatedfut•the .•. ··· 
_Privacy Act Compliance-arid • • -·_• 
Matiagement (PACMan) and _.-_. --
DPCLO Privacy Officer.-.. < _.-·._-

. Professionalization (DPOP)¢oJirs~~ 



Defense Privacy Board Action Item List 

20:l_H}6154ll'_--- Other-_:-

20120523•01 Compliance 

20120523·02 Policy 

20120523413 Policy: 

> =~:f;JS.CE~W-:reportitiJiF6nc~J4lt Alf ---- --
-: iri(;lusi9ri'itiI)J>QP() ~PQ~-, -' : --. __ 

---DPCLOwifl provide DPS with 5/24/2012 __ 
breach statistics ofnumber of . Componec:ts -_ 
indi~duals affected by paper 

--records fQ!" 2nd uarter FYI2 
'fhe .Civif Li~rtiis Pro81'.am - TBD 
Instruction defines privacy as "a 

- right reoogliized by :the -
--Constituti<m'\ howe'Ver the 
--Constitution-•ctoes 1lot-·-referenee 

_- priv~yin .thiS.·manfier.•· Ftow wui· · 
- : this be redified? --- -

PL 110--5'.fwbich authorized:the (5J -TBD 
--_- civil'liberfje~ pi'Qgram eoJlfirtes --

_its scope.to terrorisfil 1'elated _ _ - "I'----_.,.,, 
: -activities-howeveithe civil. -__ : --

_- ~~20f::rg~~:~:rity ·.·. 
__ \Vas this scope ex~ and._in 
considenition ofthe-eom laini 

11 

Memos citeulated With the DPB -

Mem~wi11be ciMliated withthe 
-_ DPBmin~sfromtb'e.Dec 12.--

/ i x11~ i ~.wen.· ------ -

CLOSED 

CLOSED 

CLOSED 

---- J):fIS PriVc¢f Offi¢1ll.eme _______ _ 
d!Stributedas FYI itflleu of DOD 

_-> ll1emo 

uestion posed by DARPA. (b)(6) 

-_ (b)(6 -- onded during Aug--__ .,,..,15....---1 

:~~~~>questions jay 

Director for Civil Liberties. -

:_~' -- - . nposed by NGB. <b><6> _ 
(bl( - ---- - - ded-d -- • - A' · 1-5 -_ _ respcm ,,, urmg, ug -

-_t~~~)~ questions maJ 

-Director for Civil Liberties. 



Defense Privacy Board Action Item List 

reporting requirement has this 
change been communicated to 
Congress? 

20120119-01 Policy Can the DoD ID number be DPCLO/ TBD CLOSED DMDC is investigating the 
hidden when signing documents D~IDC technical aspects of this inquiry. 
or email? 

20120313-0 I Policy DPCLO request implementation All ONGOING CLOSED Please send suggestions for guide 
guide topics from Components Components topics tq(6)(6) lby 

the next DPB. 
20120119--03 Policy Publish Info Papers to web and DP CLO TBD CLOSED DPCLO is retooling the info papers 

SharePoint to deliver them as implementation 
guides. 

20120119-02 Policy Provide comments on Cross All 1127/2012 CLOSED 
Component Breach Management Components 
and DoD ID Number Info Papers 
by COB Jan 271h 

20120119-04 Other Provide any CSOP feedback or All 2/15/2012 CLOSED 
recommendations to topics of Components 
discussion for the CSOP Forum 
tentatively planned for March 

20111130-01 Policy Determine if DoD ID Number is DP CLO TBD CLOSED DMDC and P&R are working on 
releasable under FOIA legal opinions to support a "2;• 

exemption under FOIA for the 
release of the DoD ID number. 

l(b)(6) pffered comments on 
this issue during the Jan 19, 2012 
meeting. 

20111130-02 Training Determine if group !APP DPCLO TBD CLOSED DPCLO has no ftmcling to support 
Certification training is possible such training. Components can 
for Components based on budget hold thls training if they can fund it 

themselves. 
20111130-03 Training Determine if DLA will be able to DPCLO/ TBD CLOSED The FY12 course was developed 

assist with enhancing the privacy CIO/DLA and posted in October 2011. We 
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Defense Privacy Board Action Item List 

2011113();.04 Compliance·· 

20110817~02 Policy .. · 

20110817-0l •. Compliance 

20110720--0l ··Policy 

2011072(}.02 Policy 

20110615;,02 . Training 

20110615,.0J .· . Complian~ 

20100818.:.04·.·· other·.· 

. 20100519.:.02 Othet 

20100519~04 Policy 

20100519~05 Policy 

portion ofthe Infor111ation .· 
Assµrance. CIAJtrainil'l ·.· 

. Provide SSN usejusfifications . All .· ·. 1/1712012 
C()In · · · nents 

.· Determine if e ... maiis containing ·.·. · .. DPCLO TB:D ·. 
PIIsentort a secure Don.· · · 

. network need to be encrypted 

Provide list of systems to be 
reviewed dllringFYl2··Qlfor 
SSN use reduction ·. · 

AU 
·Components 

··Verify e;.mailencryption policy ·.·. DPCLO 
in·. ro osedDoD.5400.11-M 
·EXpedite·SSN•.use·.Re<luction· 
Instruction si ature. > · 

DPCL(}/ 
DHRA .... 

. . . 
. · . . . .. 

. All·.·· 

9/14/2011 

. 08Jl7/201l 

ASAP 

06/22/2011 

Address SSNremoval from DPCLO TBD 
reC()rds With NARJ\. ·· .· . 

· .. ·DispositioriofPll$tot00hicopy· Dl>CLOl .· ·. TBD· 
machine hard drives > . . ·. DLA 
Guidaneeand cdfltra,ct huiguage · .. DPCLU 
{)U .• COlltraetdr lilibrucy < 

·.TBD 

13 

canrevisitfor FY13.· 

.·CLOSED··· 

CLOSED.·•. For JvllL to .MIL ~~y, :"herethe 
need to kn.ow condition 1S met;· 

CLOSED 

CLOSED 

CL()SED 

CLOSED····· 

·. emails containing PH do notneed 
.to be encrypted. · 
If the n~dto knowcortditkmis 
NOT:tnet, the email goes to an 
address other than a .MIL, or if . 
other inappropriate activities come 
to light; then an unencrypted email · 
is r · rtable. · · · 

.· CLOSED · ·. Address SSN removal from records 
., W:ithNARA ... •• ··.···.. . . .· . . 

·· ·· ... CLOSED· ·•·nisco:ss details wi .·. (bl(6l 

CLOSED· .To be addressed after submissiOn 
.· of firstSection (ni)reviews · . 

CLQSED• l)atabeing collected via·CSOP 
Surve • 



Defense Privacy Board Action Item List 

20100818.;0l ·.Other·. 
20100818'-02 .· Other. 

20100818-03 Other 

20100818 ... 05 Other 

20100818-06 Other 

20100519-08 Policy 

20100519--07 Other 

20100519~06 Reporting> 

2010-0519'-03 Policy 

Enstlre '.Privacy FAR clauses 
.·.• citedincontt~cts ·. · 
Reassignment of SSN review in 

·. DITPR toCIO. 
DP CLO/ 

.··.··.CIO•·. 
ContactCIO Councilto hosta DPCLO/ 
guest speaker on SSN Reduction .· . CIO 
Lessons Learned.. Council 

·.Research locations/availability DPCLO 
of lists published from1930sto 

· .• 1990s Which contain.service 
·· mernbernames andSSNs; 
Take alookat Memberships DP CLO 

TBD 

TBD 

·. TBD 

TBD 

JointBase PhysicalAccess Issue . Navy/AF' .· TBD 
{Base Commanders not · 

. AddressingP~ s.IJ()D$6rit1g 
. .. visitors} .. 

Clarification on wb,at .. ·. TBD 
.··coordination is reqllired for 
cornpletin:gthe 'Scope of 

. AdVice; FISMARepott . 
. question, e.g. should · .. · .· · . 
. ·Components query GCfor the 
scope of privacy advice they 
:have .· · · Vided · 
Boilerplate contract ·· DPCLO TBD 
language/FAR.clause requiring 
Privacy Acttraini 

14 

·.··CLOSED . ResearchFlashMemo · 
CLOSED ·.· .· ·Section M reviews have 

·. commenced .. · 
CLOSED Outside scope ofDPB 

CLOSED DHRA is appropriate lead. 

CLOSED Research locations/availability of 
· lists published from 1930s to· 19908 

whiclt contain service member 
name$and SSNs .. 

CLOSED ·. Establish m Directive for Privacy 
and<Civil Liberties. (Issues two 
sets of rinci Jes etc. 

CLOSED .. Keep on parking1ot 

CLOSED .. NO coordination outside of . 
CoD1ponentPrivacy Office 
required.· 

·cLOSED .· .. ·oMB currently· drafting FAR 
clause 



Defense Privacy Board Action Item List 

20100519:.0l Reporting SORN. Pre--])eployment -
Category_1o.DITPR '.: -

Air Fdrce -_ TBD -_ CLOSED Discuss with CIO: J:.;6 month 
timeline. 

20100120--01· 

201 OO.i20-02 

20090218"'02 

20090715"-01 

20090715~02 

20090218~04 

2009Q415c.02 

CivilLiberties >Subiri:itPomts ofContact -- ·All · . 20100701 __ --• -__ .;?l:e:~Structure _ GomponeI1~ 

-Reporting 

of the DoDCiVil 
-LiI>erties·:Officer 
Function" 

Submit Quarterly Reports to 
DPO: - -

-· ·. • Biennial.Privacy 
-. Trainiuglleport-

• seciion 803 of the 9/1 l 
Commissioµ : --
Recom.n)~tioilS 
Report:· -

• System ofRecords 
Notice Revie\V': --·- rt 

- All -- 20100515 
-ComponeJ}ts · 

CLOSED .· Comp<>nenf Prlt<.teYOffieers asked 
to•helpComponen:(leadership 
ideritify points of eontacts ASAP 

CLOSED Due the 15 work:day following the 
close of the quartci~ Last 
subrriission was 20100115. 

Reporting· Submitcommentsqnthe>revised-- All 20090731--- CLOSED Comments. due July 31, 2009. -
B~hlt · rt:.t¢tti Lite to tiPO. _ Coni onents ·· 

Reporting_ Jn5t8ll@onPhysie81Access -- -_ -_ An --_• 20090731 CLOSED Responses dueJu}y31,2009. 
-Control - -terns 1nfo.Onatfon. - --Com neni:s-· 

--Repbrting FISMA:Prlvacy RepQft- - All - -- 20090817 - _ _ CLOSED 

Civil: Liberties.- _-- DeVeiop and>tratkCivil _­
> Liberties:-Officer package 

Com . .ttents 
DPO _- Ongoing 

Policy ~U:~~0:ra~:n~:e~n:&lmgof --DPO 
20()91201 

-- Pil Wifhil1 a Coni~et}tagency, --
across theDepartment;:and 

15 

CLOSED 

OPEN 

- -

Resp0nses due August 17, 2009~ -

DSD.signed May9,2009 memo 
desig!lating Acti1lgDA&M as DoD 
CLO. -

Guidance will be posted to DPO 
website as a FAQ .. 



Defense Privacy Board Action Item List 

2009021s~os .· ·. ReJ>ortiilg ~e:ere:;~:~faezicid · An •·· · CLOS.ED Duplicate arid error; Refer -to . 

20090318~01· 

20090218-03 Policy 

20090415.:.03 . ·Policy 

20090318,.0i Reporting 

2009031&--03 Reporting 

20090617'-'0l 

·.>DPO.··· 

··· Pr0videguidanceo11howto · . 
•... · :i~~exemptionfron1a ·· 

•npo 

·An·· ·20090430 
Components 

..• 20090520 

CLOSE!) 

·cLOSED 

CLOSED 

.. Section so:rofthe 9/11 All 20090715 CLOSED 
· • Cornmissio11 Recommendations ..• ·Components ·. 
Report. 

20090715 CLOSED 

CLOSE[) 
Components .· 
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.. 20090218;.oz. . . 

All-thorityisin the 5400J 1-R and 
theO:tv.lB Circular· A.:. l3(L DPO 
memorandum sent A ril3, 2009. 

·. Extension granted hy Director~ 
DPO~ 

.concemsaddressed. ·ouidance 
template forthcOniing. · 

Consolidated under Item Number 
2009-0218,-01. 

Consolidated under Item Number 
2009tX218-01. . . . . 

Comments due June26~ 2009. 



Agenda 
i--~~~~~~~~~-(2)~~~~~~~~~~~ 

Welcon1e/Review of Open Action Ite1ns 
Policy and Guidance 

Privacy Co1npliance Meb·ics 
DPCLO Training Schedule/Other Trainings 
Announce1nents/Re1ninders 
Open Discussion 
Review of New Action Iten1s 
Next Meeting Date 
Adjo111·n1nent 



Defense Privacy Board (DPB) 
Meeting Minutes for July 17, 2013 

I. Welcome and Opening Remarks 

The VTC and teleconference meeting was called to order b~{b){6} !Executive 
Secretary, DPB and Director for Privacy, Defense Privacy and Civil Liberties Office 
(DPCLO). Attendance was taken onsite, from VTC, and from teleconference participants. A 
review was conducted of the open action items. 

II. Policy and Guidance 

l(b)(6) I· ) Status ofDoDD 5400.11 and DoD 5400.11-R:mfonned DPB members 
that the DoD Directive 5400.11 is cun-ently in the Regulatory Policy Office for review, 
and the DoD Manual 5400.11-M is currently in legal adjudication review. 

;;... Guidance on IP Addresses as PII: This addressed one of the action items from the May 
2013 DPB meeting. l(b)(B) kited Klimas v. Comcast Cable Communications, Inc. 
that explained "IP addresses are not, by themselves, Pll." It may become PII if other 
identifying infonnation is collected along with the IP address, such as usernames or 
account information. IP addresses collected in order to customize web experiences or 
track web activity must be in compliance with DoDI 8550.0I. DoD Internet Services 
and Internet Based Capabilities. j(bX6l lalso pointed out that this is the standard 
for the United States, but it is not the view held in the European Union. 

,.,.. Status of Reviews of 1993-2007 SORN s: l(b)(B) !reminded DPB members that 
reviews of old SORN s should have been completed by June 30, 2013. Components 
need to report the actions required on SORNs (e.g., alterations, amendments, and 
deletions) to DPCLO by September 30, 2013. By December 31, 2013 the SORNs that 
require action need to be submitted to DPCLO. Beginning January 2014 the 
Components should begin the review of the 2008-2011 SORNs. The newly added 
column in the quarterly report under the "SORNS REPORT" tab is available to aid in 
this process. Components need to make sure they use the current version of the report. 

III. Privacy Compliance Metrics 

,. FYl3: Number of Individuals Impacted by Breaches: 
• In the 3rd qtr. ofFY13, I 18,024 individuals were affected by breaches 

compared to 2,399~843 individuals in the znd qtr., and 290)32 individuals in 
the I st qtr. 

I 



> In the 3rd Otr of FY 13: there were a total number of 140 breaches considered as high 
impact. June had the highest number of high impact breaches (50). 

r In the 2nd Otr of FY13: there were 132 breaches considered as high impact. March 
had the highest number of high impact breaches (54). 

> In the 1st Otr of FYI 3: there were a total number of 103 breaches considered as high 
impact. October had the highest number of high impact breaches (47). 

} Percentage of Incidents by T)rpe for FY13 .. Qtrs 1~ 2 .. and 3 Comparison: 
• The percentage of paper record incidents decreased in the 3rd qtr.: 

Q3: 31%; Q2: 47%; QI: 56%; 
• The percentage of incidents for e-mails decreased slightly: Q3: 33%; Q2: 35%; 

QI: 24%; 
• There was a substantial increase in the percentage of incidents for info­

dissemination: Q3: 31%; Q2: 15%; Ql: 14%; 
• The percentage of incidents involving laptops increased slightly: Q3: 3% ; Q2: 

2%; Ql: 3%; and 
• There was a slight increase in the percentage of incidents involving other devices 

and removable media: Q3: 2%; Q2: 2%; QI: 1%. 

Note: Info-dissemination is considered web intrusion, posting Pil/PHI to 
intranet/internet etc. 

> Individuals Affected by High Impact Breaches: l(b)(G) brovided an 
overview of additional breach trends and charts that analyzed the number of high 
impact breaches and individuals affected for the month of June 2013. He also 
presented breach trends that compared the number of individuals affected by high 
impact breaches from October 2012 to June 2013; the monthly percentage of 
individuals affected by breaches and percentage of breaches per month; and the average 
number of individuals affected by high and low impact breaches during the same time 
period. 

> Privacy Compliance and Reporting Tool (CART) Categories: l .... (b-)(G_l _____ __, 

presented a summary on how the different categories listed on the DD Form 2959, 
Breach of Personally Identifiable Information (PIT) Report, are categorized and used to 
assess breaches. In the near future Components will be able to load the DD Form 2959 
into the CART. 

);;- 2013 FISMA Report: l(b)(G) lgave an overview and informed DPB members 
of the timeline and reporting requirements for the Senior Agency Official for Privacy 
Fiscal Year 2013 Annual FISMA Rep01t. Official guidance was released immediately 
after the DPB meeting to Components and on July 5, 2013 to the Joint Staff and the 
Combatant Commands. Uploads to DITPR are due by September 9, 2013, and all final 
reports are due to DPCLO by September 16, 2013. 
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IV. Training 

Important Upcoming Dates: 

DPCLO Sponsored Courses 

Scptem her 24-26, 2013 Privacy Act Compliance and Management (PACMan) 
(this will also be oflered for Video Teletraining via VTC) 

October 21-24, 2013 DPCLO Privacy Of'ficer Professionalization (DPOP) 

November 4, 2013 Privacy by Design for Information Technology System 
Owners Training and SORN Review 

Other Privacy Training Outside of DPCLO 

September 29-0ctoher 2, IAPP Privacy Academy 
2013 Scaulc. WA 

For additional information visit: 
ht!p.~: · \\ W\\ .pri \'ac;. associatilln.org 

V. Announcements and Reminders 

,. New Meeting Schedule: Effective this month. DPCLO will hold DPB meetings every 
other month. Ad hoc meetings will be held if necessary. DPB meetings will occur on 
the odd-numbered months (January. March. May, July. September. and November) 
moving forward. 

).- DoD Entcmrisc E-Mail: Between July 31. 2013 and August 1, 2013 all DA&M e-mail 
addresses will change, including DPCLO email addresses. Components will be 
notilicd in advance or our new e-mail addresses as soon as we have them. This will 
impact our contact list where we provide information and updates to Components. 
Emails using the old DPCLO email addresses will be forwarded for six months. 

VI. Open Discussion 

There was no discussion. 

VII. Wrap up 

There were no new action items. 

l(b)(6) I .... ___ __.thanked everyone for attending the meeting. 
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VIII. Next Meeting Date- Note Change in Date 

The next DPB meeting is scheduled for Wednesday, September 18, 2013 at 1300 EST. This is to 
accommodate the new schedule of holding meetings every other month. 

IX. Meeting Adjourned 

Submitted by 
~(b~)(=6)------------------~ 

l(b)(6) 
,_I _____________ .. Director for Privacy, DPCLO 
Executive Secretary, Defense Privacy Board 

~ Disapproved ----
~(_, 

Michael L. Rhodes, Director, Administration and Management 
Chairman, Defense Privacy Board 
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ATTENDANCE 

SERVICES POC Name I Name Name 

Air Force Privacy Office (b)(6) (b)(6) (b)(6) (b)(6) 
t------ - >---

Army Privacy Office x - t------ - >---

- t------ - -
t------ - -Afarine Corps Privacy Ojjice x 
t------ - -Department of the Nai:v x x 

- r----- - >---x x 
t------ - >---

Nafional Guard Bureau (NGB) x - t------ -

COMPONENTS POC Name I Name Name 

OSD/JS Privacy Office (b)(6) (b)(6) (b)(6) 

- -

Defense Admnced Research Projects Agency x 
(DARPA) - -

Defense Contract Audit Agency (DCAA) x ,_._ -
Defense Contract Afanagement Agency 
(DCA1A) ,_._ -
Defense Commissary Agency (DeCA) x 

- -
Defense Finance and Accounting Services 
(DFAS) - -
Defense Human Resources Activity (DHRA) x - -
Defense Intelligence Agency (DIA) - -
Defense Information Systems Agency (DISA) x 

- -

Defense Logistics Agency (DLA) x 
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Defense Manpower Data Center (DA'1DC) (b)(6) (b)(6) (b)(6) (b)(6) 
r-- - -

Defense Security Service (DSS) x -- - -

Defense Technical Information Center 
(DTlC) -- - -
Defense Threat Reduction Agency (DTRA) x -- - -
Joint Task Force National Capital Region x 
(JTF CapMed) -- - -
Abssile Defense Agency (MDA) x x -- - -
National Geospatial Intelligence Agenc:v x 
(NGA) -- - -
National Reconnaissance Office (NRO) x 

~ -- - -x -- - -
National Security Agency (NSA) x -- - -
Office of the Director of National 
Intelli~ence (ODNI) -- - -

Office of General Counsel (OGC) x -- - -

Office of the DoD CIO x -- - -
DoDIG (Office of Inspector General) x -- - -
Special Inspector Genera/for Afghan 
Reconstruction (SIGAR) -- - -
TRICARE Management Activity (Ti\t!A) x 
Privacy Office 

~ -- - --- - -
Information Afanagement Division 
(WHS!ESD) 

~- - -White House Military Office (WHMO) 
r->--- - -

White House Communications Agency x 
(WHCA) 

COCO MS POC Name Name Name 

U.S. AFRICOA! (USAFRICOA!) (b)(6) (b)(6) (b)(6) 
~ -US. Central Command (USCENTCOlvf) 
~ -U.S. European Command (USEVCOM) x 
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U.S. Northern Command (USNORTHCOM) (b)(6) (b)(6) (b)(6) 
~ -

U.S. Pacific Command (USPACOM) x x 
~ -

U.S. Special Operations Command 
(USSOCOMJ 

~ -

US Southern Command (USSOUTHCOM) 
~ -

U.S. Strategic Command (USSTRATCOAf) 

.........__ -
U.S. Transporlation Command 
(USTRANSCOM) 

DPCLO POC Name Name Name 

DPCLO Attendance: x (b)(6) x (b)(6) x (b)(6) 
- >- ,____.._ 
x x x 

- >- >-

x x x 
- >- >-

x x 
- >-

x x 
-

COMPONENT SUPPORT POC Name Name Name 

iVJJTREI AJ\1C x (b)(6) (b)(6) (b)(6) (b)(6) 
~ >- >- ~ 

x 
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Defense Privacy Board Action Item List 

0 A . I L" (NOTE All b .. t DPCLO h Id be tt d I d ttr.;\ d "I) ipen ction tems 1st : su mtssmns o 5 OU sen _ __!__ pc: o.correspon en ,a,os .ma 
·- --~ - -

Item Number Topic Action Item Description 
Assigned 

Due Date Status Comments 
To 

2012 I 206-0 I Policy Improve MOU/MOA language to DPCLO ASAP ON HOLD- DPCLO is developing language 
provide better privacy considerations PENDING and guidance for MOU/MOA 

I RESOURCES privacy considerations. 
20120815-0 I Policy SSN Justification Instruction no longer DPCLO Sep DPB ON HOLD- On hold pending resources. 

refers to Component Forms will draft a PENDING 
Management Officers: it simply refers memo to RESOURCES 
to Components. Was this change address this 
intentional and will it create a conflict om1ss10n 
between Component and DoD Forms 
Managers? 
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Defense Privacy Board Action Item List 

Closed Action Items List: 
Item Number Topic Action Item Description Assigned Due Date Status Comments 

To 
20130515-01 Metrics Provide stats on the number of DPCLO June DPB CLOSED DPCLO presented stats at July DPB 

individuals affected by high meeting. 
impact breaches and the type of 
breach. 

20130515-02 Compliance Request guidance on whether IP DPCLO ASAP CLOSED DPCLO presented guidance at July 
addresses are considered PII DPB meeting. 

20130417-02 Compliance Request guidance documents on DPCLO ASAP CLOSED DPCLO presented at July DPB 
how to categorize a breach. meeting. 

20130417-01 Metrics Add a pie chart for breaches to DPCLO MayDPB CLOSED DPCLO included the requested 
show the type of breach by chart (bar graph, not pie chart) at 
number of individuals impacted the May 15, 2013 DPB meeting. 
by that category of breach. 

20130320-02 Other Move face to face Defense DPCLO ASAP CLOSED All DPS meetings will start at I :OOpm 
Privacy Board Meeting to eastern time. 

accommodate more members. 
20130320-01 Compliance White House Military Office DPCLO ASAP CLOSED Subsequent contact was made with 

(WHMO) asked for assistance in the Component involved. Follow-
the following. Then WHMO up communication has taken place. 
contacted another Component 
regarding a breach incident. It's 
been a number of weeks since 
the other Component contacted 
WHMO to follow-up on the 
breach. 

20130220-02 Other When will DISA implement DPCLO ASAP CLOSED DISA has not made a decision at 
their software for DLP? this time to implement the DLP tool 

DoDwide. 
DPCLO will provide information when it 
becomes available from DISA. 

20121206-04 Compliance NARA is in the process of DPCLO ASAP CLOSED NARA provided DPCLO with the 
overhauling the disposition General Review Schedule for 
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Defense Privacy Board Action Item List 

schedule; DPCLO representation review and comments. Comments 
at those meetings might be were provided to NARA March 6, 
beneficial to the Privacy 2013. DPCLO contacted NARA 
Program and will be part of working group 

involved in the overhaul of the 
disposition schedule. We will keep 
board members updated. 

20130220-01 Compliance DLA sent fmward comments DP CLO ASAP CLOSED Comments received from DLA 
about DD Form 2959 which were forwarded to DoD Forms 
were not incorporated into the Manager by DPCLO. DPCLO is 
final form awaiting response from DoD Fornis 

Manager. 

DPCLO will follow up with DLA 
regarding comments. 

20130220-03 Other A number of attendees asked DPCLO 3/20/2013 CLOSED DPCLO is scheduled to present 
questions about adopting a DLP slides at the March face to face 
product and strategy. DPCLO Defense Privacy Board meeting. 
will present slides and other 
information regarding DLP 
applications. · 

20130220-01 Compliance DLA sent forward comments DP CLO ASAP CLOSED Comments received from DLA 
about DD Fohn 2959 which were forwarded toDoD Forms 
were not incorporated into the Manager by DPCLO. DPCLO is 
final form awaiting response from DoD Forms 

Manager. 

DPCLO will follow up with DLA 
regarding comments. 

20121206~02 Training Offer train-the-trainer DP CLO April2013 .CLOSED This request being updated for the 
opportunities through which Privacy Act.Compliance and 
Component Privacy Officers can Management (PACMan) and 
learn how to crosswalk privacy DPCLO Privacy Officer . 
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Defense Privacy Board Action Item List 

with their Component IT Professionalization (DPOP) course. 
personnel 

201201206-03 Compliance Develop guidance that assists DP CLO MarchDPB CLOSED Guidance is already provided in the 
DoD personnel in understanding PACMan and DPOP training. 
the relationship between existing 
privacy laws and regulations as 
well as how to implement the 
privacy requirements of each 

20120815-02 Other Can CART be modified to auto 
(b)(6) SepDPB CLOSED This request is currently not an 

generate a tracking number option due to technological and 
instead of the US CERT fiscal constraints. 
number? 

20120815-03 Compliance DPCLO will circulate the CIO (b)(6) 31 August CLOSED Memos circulated with the DPB 
FISMA memo to DPB members 2012 minutes; 
for use in obtaining compliance 
with FISMA·reporting Memos will be circulated with the 

DPBminutes from the Dec 12 
meeting as. well. 

20110615'-01 Other US-CERT reporting concems for All TBD CLOSED DHS Privacy Office memo 
inclusion in DPCLO proposal Components distributed as FYI in lieu ofDoD 

memo 

20120523-01 Compliance DPCLO will provide DPB with All 5/24/2012 CLOSED 
breach statistics of number of Components 
individuals affected by paper 
records for 2nd Quarter FY12 

20120523-02 Policy The Civil Liberties Program (b)(6) TBD CLOSED ~on posed by DARP A.l(b)(6l I 
Instruction defines privacy as 0 a responded during Aug 15 
right recognized by the meeting. Additional questions may 
Constitution". however the be addressed to l(b)(6) I 
Constitution does not reference Director for Civil Liberties. 
privacy in this manner. How will 
this be rectified? 
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Defense Privacy Board Action Item List 

20120523-03 Policy PL 110-53 which authorized the (b)(6) TBD CLOSED Question posed by NGB. l(b)(6l I 
civil liberties program confines l(b)(6) tesponded during Aug 15 
its scope to terrorism related meeting. Additional questions may 
activities however the civil be addressed t~(b)(6l I 
liberties program goes beyond Director for Civil Liberties. 
that realm. Under what authority 
was this scope expanded and in 
consideration of the complaint 
reporting requirement has this 
change been communicated to 
Congress? 

20120119-01 Policy Can the DoD ID number be DPCLO/ TBD CLOSED DMDC is investigating the 
hidden when signing documents DMDC technical aspects of this inquiry. 
or email? 

20120313-01 Policy DPCLO request implementation All ONGOING CLOSED Please send SUB:B:estions for B:uide 
guide topics from Components Components topics t~(b)(6l ~y 

the next DPB. 
20120119-03 Policy Publish Info Papers to web and DPCLO TBD CLOSED DPCLO is retooling the info papers 

SharePoint to deliver them as implementation 
guides. 

20120119-02 Policy Provide comments on Cross All 1/27/2012 CLOSED 
Component Breach Management Components 
and DoD ID Number Info Papers 
by COB Jan 27th 

20120119-04 Other Provide any CSOP feedback or All 2/15/2012 CLOSED 
recommendations to topics of Components 
discussion for the CSOP Forum 
tentatively planned for March 

20111130-01 Policy Determine ifDoD ID Number is DPCLO TBD CLOSED DMDC and P&R are working on 
releasable under FOIA legal opinions to support a "2" 

exemption under FOIA for the 
release of the DoD ID number. 
l(b)(6) !offered comments on 
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Defense Privacy Board Action Item List 

this issue during the Jan 19, 2012 
meeting. 

20111130-02 Training Determine if group JAPP DP CLO TBD CLOSED DPCLO has no funding to support 
Certification training is possible such training. Components can 
for Components based on budget hold this training if they can fund it 

themselves. 
20111130-03 Training Determine if DLA will be able to DP CLO/ TBD CLOSED The FY 12 course was developed 

assist with enhancing the privacy CIO/DLA and posted in October 2011. We 
portion of the Infonnation can revisit for FY13. 
Assurance (IA) training 

20111130-04 Compliance Provide SSN use justifications All 1117/2012 CLOSED 
Components 

20110817-02 Policy Dete1mine if e-mails containing DP CLO TBD CLOSED For .MIL to .MIL only, where the 
PII sent on a secure DoD need to know condition is met, 
network need to be encrypted emails containing PU do not need 

to be encrypted. 
If the need to know condition is 
NOT met, the email goes to an 
address other than a .MIL, or if 
other inappropriate activities come 
to light, then an unencrypted email 
is reportable. 

20110817-01 Compliance Provide list of systems to be All 9/14/2011 CLOSED 
reviewed during FY12 Ql for Components 
SSN use reduction 

20110720-01 Policy Verify e-mail encryption policy DP CLO 08/17/2011 CLOSED Updates incorporated into revised 
in proposed DoD 5400.11-M m~nual. 

20110720-02 Policy Expedite SSN Use Reduction DP CLO/ ASAP CLOSED l(b)(6) lo follow-up with 
Instruction signature. DHRA DI-IRA regarding strategies. 

20110615-02 Training Breach Management and All 06/22/2011 CLOSED Send completed survey to 
Prevention Training Survey Components dpo,correspondence(@osd.mil. 

20110615 .. 03 Compliance Quarterly Reports including All 07/15/2011 CLOSED 
Section (m) Contractor Reviews Components 
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Defense Privacy Board Action Item List 

20100818-04 Other Address SSN removal from DP CLO TBD CLOSED Address SSN removal from records 
records with NARA. with NARA. 

20100519-02 Other Disposition of PU stored in copy DP CLO/ TBD CLOSED Discuss details withl(b)(5l I 
machine hard drives DLA 

20 I 00519-04 Policy Guidance and contract language DP CLO TBD CLOSED To be addressed after submission 
outlining contractor liability of first Section (m) reviews 

20100519-05 Policy Guidance/templates Components DP CLO TBD CLOSED Data being collected via CSOP 
could use to determine optimal Survey. 
resource levels and justify 
funding 

20100818-01 Other Flash Memory DP CLO TBD CLOSED Research Flash Memory 
20100818-02 Other Ensure Privacy FAR clauses DPCLO TBD CLOSED Section M reviews have 

cited in contracts commenced 
20 I 00818-03 Other Reassigrunent of SSN review in DP CLO/ TBD CLOSED Outside scope ofDPB 

DITPR to CIO. CIO 
20100818-05 Other Contact CIO Council to host a DP CLO/ TBD CLOSED DHRA is appropriate lead. 

guest speaker on SSN Reduction CIO 
Lessons Learned. Council 

20 I 00818-06 Other Research locations/availability DP CLO TBD CLOSED Research locations/availability of 
of lists published from 1930s to lists published from 1930s to 1990s 
1990s which contain service which contain service member 
member names and SSNs. names and SSNs. 

20100519-08 Policy Take a look at Memberships DP CLO TBD CLOSED Establish in Directive for Privacy 
and Civil Liberties. (Issues two 
sets of principles etc.) 

20100519-07 Other Joint Base Physical Access Issue Navy/AF TBD CLOSED Keep on parking lot 
(Base Commanders not 
Addressing PA, sponsoring 
visitors) 

20100519-06 Reporting Clarification on what DP CLO TBD CLOSED No coordination outside of 
coordination is required for Component Privacy Office 
completing the 'Scope of required. 
Advice' FISMA Report 
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question, e.g. should 
Components query GC for the 
scope of privacy advice they 
have provided 

20100519-03 Policy Boilerplate contract DPCLO TBD CLOSED OMB currently drafting FAR 
language/FAR clause requiring clause 
Privacy Act training 

20100519-01 Reporting SORN Pre-Deployment Air Force TBD CLOSED Discuss with CIO. 3-6 month 
Category in DITPR timeline. 

20100120-01 Civil Liberties Submit Points of Contact All 20100701 CLOSED Component Privacy Officers asked 
• "Organizational Components to help Component leadership 

Placement and Structure identify points of contacts ASAP 
of the DoD Civil 
Liberties Officer 
Function" 

20100120-02 Reporting Submit Quarterly Reports to All 20100515 CLOSED Due the 15m workday following the 
DPO: Components close of the quarter. Last 

• Biennial Privacy submission was 20100115. 
Training Report 

• Section 803 of the 9/11 
Commission 
Recommendations 
Report 

• System of Records 
Notice Review Report 

20090218-02 Reporting Submit comments on the revised All 20090731 CLOSED Comments due July 31, 2009. 
Breach Report template to DPO. Components 

20090715-01 Reporting Installation Physical Access All 20090731 CLOSED Responses due July 31; 2009. 
Control Systems Information. Components 

20090715-02 Reporting FISMA Privacy Report All 20090817 CLOSED Responses due August 17, 2009. 
Components 
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20090218-04 Civil Liberties Develop and track Civil DPO Ongoing CLOSED DSD signed May 9, 2009 memo 
Liberties Officer package designating Acting DA&M as DoD 

CLO. 
20090415-02 Policy Develop guidance on the DPO 20091201 OPEN Guidance will be posted to DPO 

considerations when emailing of website as a FAQ. 
PII within a Component agency, 
across the Department and 
outside the Department. 

20090415-01 Other Confirm DPO mailbox accepts DPO 20090501 CLOSED DPO mailbox can accept encrypted 
encrypted and FOUO messages and FOUO messages. 

20090218-05 Reporting Provide comments on revised All 20090403 CLOSED Duplicate and error. Refer to 
breach reporting template to Components 20090218-02. 
DPO. 

20090318-01 Reporting A request from Component for DPO 20090401 CLOSED Authority is in the 5400.11-R and 
DPO to provide Authority for the OMB Circular A-130. DPO 
training reports. memorandum sent April 3, 2009. 

20090218-03 Policy Provide comments to DPO on All 20090430 CLOSED Extension granted by Director, 
DoD 5400.l l, DoD 5400.11-R, Components DPO. 
DoD memorandum 
"Safeguarding Against and 
Responding to the Breach of 
Personally Identifiable 
Information", 25 Sep 2008, and 
all Defense Privacy Board 
Advisory Opinions. 

20090415-03 Policy Provide guidance on how to DPO 20090520 CLOSED Concerns addressed. Guidance 
delete an exemption from a template forthcoming. 
SORN. 

20090318-02 Reporting Section 803 of the 9/11 All 20090715 CLOSED Consolidated under Item Number 
Commission Recommendations Components 20090218-01. 
Report. 

20090318-03 Reporting Systems of Records Notice All 20090715 CLOSED Consolidated under Item Number 
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Review Report. Components 20090218~01. 

20090617~o1 Reporting Submit comments on AIL 20090626 CLOSED Comments due June 26, 2009. 
consolidated Quarterly Report Components 
template to DPO. 
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Agenda 
1--~~~~~~~~~(2)~~~~~~~~~-----i 

• Welcon1e/Review of Open Action Iten1s 
• Policy and Guidance 
• Privacy Co1npliance Metrics 
• DPCLO Training Schedule/Other Trainings 
• Announcen1ents/Ren1inders 
• Open Discussion 

• Review of New Action Iten1s 
• Next Meeting Date 
• Adjourn1nent 



Defense Privacy Board (DPB) 
Meeting Minutes/or September 18, 2013 

I. Welcome and Opening Remarks 

The VTC and teleconference meeting was called to order byl(bl(5l Is, Executive 
Secretary, DPB and Director for Privacy, Defense Privacy and C1v1l Liberties Office 
(DPCLO). Attendance was taken onsite, from VTC, and from teleconference participants. 
A review was conducted of the open action items. 

IT. Policy and Guidance 

);> Status of Do DD 5400.11 and DoD 5400.11-R: l(b)(B) I updated DPB members on 
the status of the DoD Directive 5400.11. It was published in the Federal Register 
August 22, 2013 as a proposed rule. The public comment period will end October 21, 
2013. If there are no comments from the public DPCLO hopes to have it signed by the 
Deputy Secretary of Defense by February 2014. The DoD Manual 5400.11-M is being 
formatted as an amended rule. It is currently with WHS Directives for pre-signature 
edits and with the goal of having it published in March or April of 2014. 

)>- Status of Reviews of 1993-2007 SORNs; DPB members were reminded that reviews 
of old SORNs should have been completed by June 30, 2013. Plans of actions on these 
SORNs requiring changes (e.g., alterations, runendments, and deletions) are to be sent 
to DPCLO by September 30, 2013. By October 30, Components should begin 
implementing their plan of action for the older SORNs. Beginning December 2013, 
Components need to update their uartcrly report to indicate the progress on their plan 
of action they implemented. (b)(G) pointed out to DPB members that many 
SORNs may need OMB control numbers, and this process can take several months 
before they receive OMB approval. 

• l(b)(6) I 
);> SORNs and the Paperwork Reductton Act:Chiefinformation 

Management Directorate, Washington I leadq uarters Services/Executive Services 
Directorate (IMD WHS/ESD) provided an update on the Paperwork Reduction Act 
(PRA) requirement that may apply to many of Do D's SORNs. ESD/IMD is working to 
ensure OMB requirements and control numbers for systems covered by the old SORl\Ts 
are reviewed and submitted correctly. The PRA requirements have not been fully 
executed in the past. She emphasized to members that the Information Management 
Control Officer (IMCO) is a key player in this process. They must review the SORN 
first to verify if it meets the PRA requirement, work with the system owner, and the 
Component Privacy Officer to complete the OMB paperwork completely and 
accurately. After the PRA package is submitted to OMB, the SORN must be submitted 
to DPCLO. The Component IMCO or ESD/IMD will provide the Component Privacy 
Officer the date of submission of the SORN package to OMB. If you have additional 
questions contact (b)(6l oD Regulatory Program, Chief, IMD 
WHS/ESD, by phone at (b)(G) r email at: l .... (b_l(6_l _________ ___, 
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• Question: l(b)(6l I Air Force Privacy Office asked why IMCOs 
have to verify if a system collects PH? 

• Respon.c:;e: ICbl(5l !pointed out to OPB members that OMB requires 
evidence from the system owner and IMCO. All compliance programs need to 
be on the same page because they all impact each other. 

J> Component Privacy Self Assessments: l(b)(6) peputy Director for 
Privacy at DPCLO, talked about the Component Self-Assessment Program. Each year, 
DPCLO conducts an assessment of its operational internal controls as required by the 
Manager's Internal Control Program (MICP). The goal is to ensure effective and 
efficient operations, and compliance with applicable laws and regulations. 

In FY 2012, DPCLO determined that uncertainty exists regarding adequate resources 
being in place at the Component level to support a successful privacy compliance 
program and this weakness needed to be addressed. An initial plan was developed to 
survey the Components, but this was put on hold. 

We are now ready to move forward again. Our FY13 plan consists of the following 
tasks: 

• Create and distribute self-ai;;sessmenr tool for the Components (assess current 
program compliance and identify weaknesses and gaps in current program) 

• Analyze results (current program compliance and weaknesses and gaps in 
current program) 

• Identify areas where DPCLO can provide assistance; and 
• Conduct assist visits (dependent on budget constraints and Component requests 

for assistance) 

l/b)(tl) ~oted that all responses will be entirely anonymous. 1bc Self Assessments 
will enable the DPCLO to satisfy its requirement to periodically review Privacy Act 
compliance across the Department. 

• Question: ~(b)(5> ~ir Force Privacy Office asked if it would be 
possible to have their existing MICP answers (for those Components that 
already conducted MICP assessments) satisfy the DPCLO's requirement. 

• Response: l(b)(5l bnswered those Components will not have to duplicate 
the process and to let our office know if your Component already has these on 
file so we may access them. I lowever, fbl{61 llid point out that MJCP 
responses from the Components would likely focus on their mission-critical 
areas, not privacy. 

• Question: l<b)(5) Navy CIO asked if the self assessment will be 
an ongoing process or if the questions will be a one-time-only event. 
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• Response: .... l(b-J(_
5
l __ __.keplied that Components would only answer the 

questions one time. 

>- 803 Quarterly Reports: The requests for FY13 4th Quarter reports were sent to the 
Components on September l 7, 2013. They arc due to DPCLO NL T October 15, 2013. 

l(b}(6) !µresented clarification to the "advice provided and response to advice," 
sectmn of the 803 Quarterly Report. DPCLO is looking for Component~wide guidance 
that is official and issued by the heads of the Components or the Component Senior 
Official for Privacy. The "advice provided" column should include the title and issue 
date of the advice. A Component would only have a few "advice provided" each year. 
The "response to advice" colwnn should briefly describe what happened that quarter as 
a result of the advice provided. In most circumstances, the "response to advice" section 
will have ''NA" since most results don't occur within the same reporting quarter as the 
advice. Examples were presented to DPB members. 

• Question: l(b)(G) lusSOUTHCOM asked if Components should 
report on the "response to advice" after they've received an update? 

• Response: l(b)(G) I answered that since the 803 requirements do not specify 
this, that DPCLO does not require it. 

> SSN Use Reduction Initiative: l(b)(G) linfonned the DPB that DPCLO 
rcccivedjustification memos for orily 48.33% of all systems that collect the SSNs. By 
June, DPCLO should have received 87.5% of the memos for all systems. By the end of 
September 2013, DPCLO should have received reviews for all systems that utilize the 
SSN. Approximately, 49% of all the systems reviewed are approved as legacy systems. 
Of the memos reviewed, ifs estimated that 8.6% have eliminated SSNs from the 
system. There are additional systems that have plans in place to eliminate the SSN in 
future years, but are not included in this number. 

>- Breach Notification: l(b)(G) hminded the Components to follow the guidance in 
the DA&M Memorandum, "Use of Best Judgment for Individual Personally 
Identifiable Jnfommtion (PTT) Breach Notification Determinations," August 2, 2012 and 
DA&M Memorandum, "Safeguarding Against and Responding to the Breach of 
Personally Identifiable Information," June 05, 2009 to determine if notification should 
be provided to individuals who may have been impacted by a breach. Both are located 
on the DPCLO website. 

In addition, it was reemphasized that Components should follow the these additional 
guidelines, (I) if information is lost or stolen and no longer under DoD control, 
notification is required; (2) notification should be made within ten business days; and 
(3} high impact breaches usually require notification. 

• Q_"@_~tion: l(b)(6) P,.ir Force Privacy Office, asked if emailing PII 
from a .mi to a gmatl account is a reportable breach and if notification is 
required? 
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• Response: l(b}(S) ~formed the DPB members that it would be a breach 
and would require notification to individuals who may be affected. Anytime an 
email is transmitted through commercial lines, anyone can potentially gain 
access. Gmail security cannot be verified and the email may permanently reside 
on a server outside DoD's control. He also reiterated that all e-mails containing 
Pll must be encrypted. 

III. Privacy Compliance Metrics 

• FY 1 3: Number of individuals impacted by breaches: 
• Qtr4: 583,671 individuals; Qtr3: 118,024 individuals; Qtr2: 2,399,843 

individuals: and Qtrl: 290,332 individuals. 

• FY12: Number of individuals impacted by breaches: 
• Qtr4: 65,457 individuals; Qtr3: 345. 145 individuals; Qtr2: 878,998 individuals; 

and Qtrl: 153,260 individuals. 

• In the first two months of the 4th Otr of FY 13: there were a total number of 78 high 
impact breaches. 

• Paper records, emails and info dissemination continue to account for 96% of all 
breaches. Info-dissemination is considered web intrusion, posting PII/PHI to 
intranet/internet etc. 

,_ Individuals Affected by High Impact Breaches: r>(B) ~rovided an overview of 
additional breach trends and charts that analyzed the number of high impact breaches 
and individuals affected for the month of August 2013. 

IV. Training 

Important Upcoming Dates: 

DPC LO Sponsored Courses 

September 24-26, 2013 Privacy Act Compliance and Management (PACMan) 
(this will also be offered for Video Teletraining via VTC) 

October 21-24, 2013 DPCLO Privacy Officer Professionalization (DPOP) 

( ancdkd '\onmhn ..i, 
Privacy by Design for Information Technology System 

201.' 
Owners Training and SO RN Review 

Other Privacy Training Outside of DPCLO 
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September 29-0ctobcr 2, TAPP Privacy Academy 
2013 Seattle, WA 

For additional information visit: 
https://www.privacyassociation.org/ 

November 6-7, 2013 IAPP Practical Privacy Series 
New York, NY 

November 14, 2013 !APP Practical Privacy Series 
Chicago, TL 

December 3-4, 2013 lAPP Practical Privacy Series 
Washington, DC 

December 5, 2013 ASAP Privacy Training- Implementable Solutions 
Washington, DC 

For additional information visit: 
http://www.accesspro.org/pro grams/privacy /2013/index.cfrn 

• Question: l(b)(G) tDCMA) asked ifDPCLO has plans to offer web-
bascd training and training in small modules based on topic versus the current. large, 
overall trainings. 

• Response: l(b)(G} !answered that DPCLO is currently in the process of developing a 
general workforce web-based training class that will be available March 2014. 
Meanwhile, module training will be offered through video tele-training after January 
2014. This training will be topic specific instead of the current lengthy and multi-topic 
training. 

V. Announcements and Reminders 

};> Lean Six Sigma SORN Improvement: DPCLO has been working with the DoD Lean 
Six Sigma team in an effort to improve the DPCLO SORN process. As part of this 
effort the Lean Six Sigma team will be sending out a survey to the DoD Components to 
get a better understanding of how we can improve this effort. The survey responses 
will be anonymous and provided to DPCLO as aggregate data. DPCLO will notify 
DoD Components when to expect to receive the survey. 

};> Privacy and Civil Liberties Weekly Bulletin Email: Many people are transitioning to 
DoD Enterprise Email and receiving new email addresses. Because of this DPCLO is 
going through its email list for the Privacy and Civil Liberties Bulletins. DPB members 
were asked to contact DPCLO if their contact information changed or if they would like 
to be added to the bulletin's distribution list. Please send an email to the DPCLO 
Correspondence inbox at: osd.ncr.odam.mbx.dpclo-correspondence@mail.mil 
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>- DoD/CFTC Privacy Symposium: Approximately 125 attendees from several DoD 
Components and a broad range of other Federal government agencies attended the 
symposium. The morning keynote speaker was Dr. Ann Cavoukian, Information and 
Privacy Corn.missioner for Ontario, Canada. The afternoon keynote speaker was Mr. 
David Medine, Chairman of the Privacy and Civil Liberties Oversight Board. 
Other topics discussed included cyber security, government accountability with 
privacy, and privacy enhancing technologies. Conference materials will be available on 
the DPCLO SharePoint site soon. 

l(b){6
) I asked DPB members to contact DPCLO if they had any suggestions on 

where to hold the symposium next year, The location should be accessible to Metro 
and ideally be readily available to all in Washington, DC area. 

> DPCLO Launches Facebook Page: DPCLO launched its Facebook page 
(www.facebook.com/dpclo) on Monday, September 16, 2013. lf you "like" the page, 
then DPCLO updates will show up in your ncwsfeed. 

VJ. Open Discussion 

• Question: 1(6)(6) !Anny Privacy Office asked if all Components should 
continue with their SSN Justifications as usual or if there have been any changes to the 
process, 

• Response: l(b\(
6
) !answered that no changes have been made yet Continue with the 

justifications as normal. All Components will be notified when this process changes. 

VII. Wrapup 

There were two new action items added: 
• Review the DA&M Memorandum from August 2012, "Use of Best Judgment for 

Individual Personally Identifiable Infonnation (PII) Breach Notification Determinations'• 
to look at clarifying which breaches require notification. 

• Define "high impact" breaches and the difference between actual vs. potential breach. 

rs11si I ._ _____ thanked everyone for attending the meeting. 

VIII. Next Meeting Date - Note Change in Date 

The next DPB meeting is scheduled for Wednesday, November 20, 2013 at 1300 EST. 

IX. Meeting Ad.iourned 
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Submittedb,....,_ __________ _ 
(b}(6) 

._(b-)(G_l ____ __, Director for Privacy, DPCLO 
Executive Secretary, Defense Privacy Board 

G? Disapproved 

~~ 
Michael L. Rhodes, Director, Administration and Management 
Chairman, Defense Privacy Board 
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ATTENDANCE 

SERVICES roe Name Name Name 

Air Force Privacy Office x (b)(6) (b)(6) x (b)(6) x (b)(6) 

- .__ -x 
>--- ~- -

Army Privacy Office x x x - r---- ·-~ 

- >----- ....____ -
L.________.__ - ~- - ~· - ~ --· ·~-·-- ,...__ ....____ -

Marine Corp.~ Privacy Office x 
............ ~ ~ 

Department of the Navy x x x 
- ............ ~ ,_____ 

x 
~- ~ ·~·- - -·~··· ............ ~ ,_____ 
National Guard Bureau (NGB) - ............ ~ ,_____ 

COMPONENTS POC Name Name Name 

OSDIJS Privacy Office x (b)(6) (b)(6) (b)(6) 
c-------- ~ 

~- ~· ·-···~·~·-

Defense Advanced Research Projects Agency x 
(DARPA) 

~ ~ . -· ·~·· - ·--·-

Defense Contract Audit Agency (DCAA) x 
~ ~ 

D~fense Contract Management Agency x 
(DCMA) ,_____ 

--·~ ·-

D~fense Commisswy Agency (DeCA) x 
,_____ '--

Defeme Finance and Accounting Services x 
(DFAS) ,__ '--
Defense Human Resources Activity (DIIRA) x - ~ 

Defense Intelligence Agency (DIA) x - ~ 

Defense Information Systems Agency (DISA) x 
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,.,)(6) (b)(6) b)(6) ~ lD)lt>) ' - c----- -Defense Logistics Agency (DLA) 
- - -Defense Manpower Data Center {DMDC) x 
- -- - -

Defense Security Service (DSS) x - - -~- -
Defense Technical Information Center x 
(DTIC) - - -
Defense Threat Reduczion Agency (DTRA) ~ 

' - - -
Join! Task Force National Capital Region x 
(JFF CapMed) --- - --
Missile Defem·e Agency (JvfDA) x x 

>--- - -
National Geospatial Intelligence Agency 
(NGA) ,...._ >-- - ~-···-~ 

National Reconnaissance Office (NROJ x nn 
- ,...._ >-- -x 

•wa~·T~ ••• ~··~· • - >-- --National Security Agency (NSA) x 
. ~~- ~~- -·· . ~--- ,..------ - -Office of the Director of National 

Intcllil{cnce (0DNIJ ' ·- - -
Office of General Counsel (OGC) x 

------ - -
Office of the DoD CIO x 

........... ~ - -
DoDJG (Office of Inspector General) x - -- -
Special Inspector General for Afghan 
Reconstruction (S/GARJ - - -
TRICARE Management Aclivicy (TMAJ ix x sons 
Privacy Office - - - -

- - -
. Information Management Division x 
~ (WHSIESD) 
1-·-··. -· -·· ·---· ,...._ - -

White House Mil~za_ry ,c?ffice (WHMO) - - -White House Communications Agency x 
(WHCA) 

··-~- - ---~· - --

COCO MS POC Name Name Name 

US. AFRJCOM (USAFRICOM) (b)(6) (b)(6) (b)(6) 
,...._ >---------- • ..... J ••• ·~ -~-~·~ "•J. -~~ ~- ··-~· 

US Central Command (USCENTCOM) 
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US European Command (USEUCOM) (b.110) (b}(6) (b}ffl} 

- -
U.S. Northern Command (USNORT!lCOM) x - -
U.S. Pacific Command (TJSPACOM) x x - - ~ -·-· 

US Special Operations Command 
(USSOCOM) - - --· ··-- ~ 

U.S. Southern Command (USSOUTHCOM) x - -
US. Strategic Command (USSTRATCOM) 

~~ ~~· - ~ 

U.S. Transportation Command 
(USTRA NSCOM) 

DP CLO POC Name Name Name 

DPCLO Attendance: X< (b)(6) x (b)(6) x \b)(o) 
,________j_ 

~ --·· -~--

Xi x x 
>----------<---
Xl x x 

~ -~-·j - ~ 

x: x 
' -- - ~ 

x 

COMPONENT SUPPORT POC Name Name Name 

MITRE/AMC x (b)(6) (b)(6) ro)(o) b)(6) 
~ -----·· ...__ I--

~-·~·- - - - 1-• ~·~···-· .•. 
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Defense Privacy Board Action Item List 

Open Action Items List (NOTE: All submissions to DPCLO should be sent to osd.ncr.odam.mbx.doclo-corresoondencefa)mail.mil) 

Item. Number Topic Action Item Description 
Assigned 

Due Date Status Comments To 
20130918-01 Policy Review the DA&M Memorandum DPCLO ASAP OPEN 

from August 2012 ("Use of Best 
Judgment for Individual Personally 
Identifiable Information (Pll) Breach 
Notification Determinations") to clarify 
what qualifies as an email breach. 

2013 0918-02 Policy Define "high impact" breaches and DPCLO ASAP OPEN 
define the difference between actual vs. 
potential breach. 

20121206-01 Policy Improve MOU/MOA language to DPCLO ASAP ON HOLD- DPCLO is developing language 
provide better privacy considerations PENDING and guidance for MOU/MOA 

RESOURCES privacy considerations. 
20120815-01 Policy SSN Justification Instruction no longer DPCLO Sep DPB ON HOLD- On hold pending resources. 

refers to Component Forms will draft a PENDING 
Management Officers; it simply refers memo to RESOURCES 
to Components. Was this change address this 
intentional and will it create a conflict om1ss10n 
between Component and DoD Forms 
Managers? 
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Defense Privacy Board Action Item List 

Closed Action Items List: 
Item Number Topic Action Item Description Assigned Due Date Status Comments 

To 
20130515-01 Metrics Provide stats on the number of DPCLO June DPB CLOSED DPCLO presented stats at July DPB 

individuals affected by high meeting. 
impact breaches and the type of 
breach. 

20130515-02 Compliance Request guidance on whether IP DPCLO ASAP CLOSED DPCLO presented guidance at July 
addresses are considered PII DPB meeting. 

20130417-02 Compliance Request guidance documents on DPCLO ASAP CLOSED DPCLO presented at July DPB 
how to categorize a breach. meeting. 

20130417-01 Metrics Add a pie chart for breaches to DPCLO MayDPB CLOSED DPCLO included the requested 
show the type of breach by chart (bar graph, not pie chart) at 
number of individuals impacted the May 15, 2013 DPB meeting. 
by that category of breach. 

20130320-02 Other Move face to face Defense DPCLO ASAP CLOSED All DPB meetings will start at 1 :OOpm 

Privacy Board Meeting to eastern time. 

acconunodate more members. 
20130320-01 Compliance White House Military Office DPCLO ASAP CLOSED Subsequent contact was made with 

(WHMO) asked for assistance in the Component involved. Follow-
the following. Then WHMO up communication has taken place. 
contacted another Component 
regarding a breach incident. It's 
been a number of weeks since 
the other Component contacted 
WHMO to follow-up on the 
breach. 

20130220-02 Other When will DISA implement DPCLO ASAP CLOSED DISA has not made a decision at 
their software for OLP? this time to implement the DLP tool 

DoDwide. 
DPCLO will provide information when it 
becomes available from DISA. 

20121206-04 Compliance NARA is in the process of DPCLO ASAP CLOSED NARA provided DPCLO with the 
overhauling the disposition General Review Schedule for 
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Defense Privacy Board Action Item List 

·· <:•······················· :it~:!el~{~O::hi:tatiou. · · · · ·. · ·· .·.· bene:ficiattO tile Pri'vacy ·· .·.· · · 
·.···.· ... ·:. Program .. 

. .. .. . 

. .• ·.·•. CLOSED · .•. ·.· ComrilentsTeccived froni DLA > .. 

. ..· < < ~~~~ajiis> 
.·. ·.·.· •. •···.• ·.·.· .••. •·.•· .. · .. · ··•••·· =:.response fr(}Il1 DoQf()r.tnS 

·· •· •· DLA sent forwarci ~ttunen.ts ··• · ·· .· .· PPCLO ·• · .. ·•. 

... <·· < !~t~fufc~~o;~;~'Q~:~he· ... :•.·.···.··. < 

·· fi:i'laf f()nn . · ·· · · · ·· 

·. ··· ..•.• ··.[)PCL~ will followup .with DL~········· 
·.· ... re ardifr ci;>Jl1Dler1.is. . .. . . 

20130220 .. 03 ·. ·· Other ·. ·· ·. ··· •· A11umber of attendees asked · ·· · DPCLO ·· •···· · ... · 3/20/2013 < • :cLOSEQ .. ·:· .. · ·· DPCLCJ is schpduled to present · ... ·. ·: • 
. . .. . .. · .. .· . ·. ··. . . .. ··· .. ·.•.·. :.···.qp .. r·u·o· e .. d.sucti.··.o···.··tns ... ·.•.·an ............ abod .. ··•.··· •. s.··.·~. t.··.···ta .. ···e·.d····gyo. P_ ...•. tin ...... · •.. o.·· .•. ···.gp········.· .. Ca···. ····L.n .. • .. · .. •.·oL.· ...•. P ...... · •. · .. ···.•.···.•.·.···· ··.·.· .· •··· . . . . . . . ·.· .· .. slides atthe March face to face _ "a ... ·. ·.·.:.. Defense Privacy Board nleeting. < > 

< ••••• ... ••. ••• ~s:1.:~:::~t~ 
201.30420-0L ·Co1npliaI1ce .. · ·· .· DLAse!ltforwarCic<>tDlllfillts < .·.. DPCLO ·.· .. ··. ·ASAP CLOSED .· Comments received fromTlLA · ·.· .. · ... ·· . 

. . ... ·.· abOutIJilForm 2959 whiCh ·· . .·· < .····. · • •· . < < : > were•forward~d to DoD$m1Ils < > 
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...... ·.·· > .· .... ... Manager bf DPCLO. DPCLO is .. • ... 
···· ·· ...•.....• •·.•·.:.· .. < .awaitingl"esp(}~se.froml)oJ.JFonris· 

· .·· · ... · .. · Ma£1a:get; < ·· •.· .. · · 
.. · : . ·.·: .. · ·.· .· . ·.· .· . 

·.· .. ·. · .•... DPctowm toll&wup 'i\f1thf)Ll\_ .·.· 
··. •·. •< re ardirt comments; •. ·.·•· ··. < .·. · .•.••.•. · .··. · .••.. 



Defense Privacy Board Action Item List 

.. · · ... ·. · ·· .· .... ·. · .... ··.·. •·•····· ·.··· .. · •.. ···. With their p.1mponeJ1tJT .· 
· .· · ·· • ¢rsoiinel .· .•. · .. ·.·.· · 

· · ·· · ... · .. ··.·. · .·. ·.·.··.·. Professiol1alization(DP0P)course~ 

2ot2012Q64)3 Compliance . Develop guidance tha.tassists < DPCLO ··.····· · Marc11DPB ·c;LOSED : ·· · ··· Guidance is already provided in 'tl:te 
· .. · ·· · · ·· · ·. · .. · ·· DoD personnel in understanding ·· ·· · · .. · ·· ·· PACfy.tan and !)POP training• .• ··. ·• 
. .· ·· ... ·. •.·.· .. •·• ·· the relati{)rtship heh.Veen exi$ting · ·· .. •· .... ··•·•.··.•·.•.• ·· ·.· .· ··• .··· · • ·· > ··• .··· · • ·· > ··•· ··· · · ·· ·· · •· ·. ··•.··· · · · > .· ··• .. 

·· ;:rtz:~~~·1:!~i:a!{:lie"• ··•· · · < > >< ••.•••· .... < ··•••····•· >i 
. l'ivuc re ufremerit~ ofeach < ..•...•. · •••. · ···•··.·••· ·•·· ... · .•...•. ·.·• •···•·· .·.· ..•. ·•·· ... · .•..•. · .• •···•·· ...•... · .... ·.. · .•.•. · .. · ..•... ·.·. •. •·· ...•.. · ..•.•. · . 

. · .... ·.· • ·. Ct:l11 C!WTbe l)lod.ified to at1to (b)(Gl Sepj:>PB •... · · CLOSED • •. This requestiS currently not an,, > 

. . . ·. •·· ge!lerate a tracking number · . . . . opdoll due to techtiofogical all~ > ·.· 

· insteadoftheUS CERT · ... ·. · fiscalooristrairtts; < ·. · 
.. . . . .. .. . . . . ......... . · .· · ·· nt.Uiiber? .· •. · < .· · · 

20120815-03 ·· C()mpliai:l.ce ·.•···.· DPCL(). Will drcuiate the CIO ··•· ·. (bl(
5

l 31Augtlst . Cf.,OSEU •. ···· Metl1os circulated with the IJPR > ·.·•·· 

· · · · · · · · FISMA · · · t DPB · b .. ·. 2012 . . . fl'.linutes; .· 
.. •.·.··.·.· ••...•.. · .. ···••· ••.•. .for use i:~r~rt~ng 6on%ikµ~ -.,..........-.,...--~ 

. Wiih FISMA reportllig •>.· .. · · .· ·. · · · 

. · .. : . : ·. : : . :. :._:- :. · .... :_: . : _: ·: ... ·: : :. :· .:· ·. .. · ... > . : _: : .·: . :. :._:- :. · .. )_· : . : .·: .... _:· :. ·:)_· . :~ ·: .·:. :· :· -~ :. ·-: : . ·._ .= : . 

. .. • Menms will ~ circtilated with th¢ ...••..•.. 
. . . .· .. I)PB tnin1ltesfro111 the Oec12 . · · .· · · 

···· ··•·: .. ·· meet' as well. · 

20110915--0f •• . Other < · . ·• ....•. ·.. l.JS'.'.(;Ell'Fteporjirig ¢C>nc~riisfor All< ·· ·· ........ · ·.. .TBP · .. · .··.. CI..QSEIY • :c:ras J)rl,v<icy O:ffice r.nerilo .. ·•. · ·• •. •········.········ 

20120523,.0F Compliance 

Policy 

· .· iricl~iSfoninpl?CLOprpposal · CorriP()nents .. . . .. · ... · .. · (fistributegas FYii111ieuofDoD> ·.· 

DPCLO will provide OPHwith . 
breac~ statistics. of number of .. 
individuals affected by paper 

d fi ·2nd . . . . F. y1·2 recor s or ·. · uarter • · . •. ·. 
The Civil Liberties Program 
Instruction. define~ privacy as 0 a .·• 

·.. right recognized by the · · · 
·constitution'~,·however the 
Constitution does m:it reference 
privacy in this manner. How \Vill 
this be rectified? 

AH 
CompoD:ents 

(b)(6) 
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·· .· .... ··.· ·· ·· .. ·. ·.·.··.· me1I10 ... ·· 
·..;_· ~·· ·.....;......:..--~-----------~ 

5/24/2012 ... · ·· .. CLOSED 

TBD CLOSED Question posed by DARPA. (bl(
5l 

· .. · (b)(6l esponded during Augl5 .. 
meeting. Additional questions n:iay · ... 
be addressed toj(b)(6) I 
Director for Civil Liberties.· .. · · 



Defense Privacy Board Action Item List 

~~.---~. ~~~~.·~~~~·y-··~··-~.· 

20120523-03 Policy 

20120119-01 .Policy 

20120313--0 l Policy 

20120119-03 Policy ·. · 

·20120119~02 Policy .. 

20120119-04 Other 

20111130-01 Policy 

·-.. ·--.·---··-···-·· ·~-~~-~~~-.l:(ihib)7i!(6);-----,_.~ 
PL 110-5Jwhichauthorized the 
civil liberties program confmes 

· its scope to terrorisnl related 
activities however the civil 
liberties program goes beyond 
that realm. Under what authority 
was this scope expanded and in 
consideration of the complaint 
reporting requirement has th.is 
change been commUnicated to 
Con ss? 
Can the DoDID number be 
hidden when signing documents 
oremail?... ·· · ·· 
DP CLO. request implementation 
guide topics from Components 

DPCLO/ 
DMDC 

All 
Components 

TBD 

TBD 

ONGOING 

Publish Info Papers to web and DPCLO 1BD 
Share Point 

Provide COnlll1ents on Cross .. All . . 1127 /2012 
Component Breach Management Components 
andDoDID Nutnber Info Papers 
b COB Jan 27th . 
Provide any CSOP feedback or AB 2/1512012 
recommendations to topics of Components 
discussion for the CSOP Forum 
tentatiyely tanned for March 
Determine if DoD ID Number is DPCLO TBD 
releasable under FOIA 
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CLOSED uestion posed by NGR (bl(
5l 

(bJ(5l espol1ded during Aug 15 _ 
meeting. Additional questions ri:tay -
be addressed tq(bJ(5l I 
Director for Civil Liberties. -

CLOSED DMDC is investigating the 
technical aspects of this inquiry,-_- --

CLOSED ·. Please send suggestions for guide 
topics t*b)(6J lby -
the next DPB. · 

CLOSED DPCLO is retooling the info papers -
to deliver them as implementation 
· ides. 

CLOSED ... 

CLOSED 

CLOSED DMDC and P&Rare working on 
legal opinions to support a '"2', 
e}(emption under FOIA for the 
release of the DoD ID number. 
(b)(6l ffered comments on 
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20llll30'-02 · .. Training ·. ·. . ·. · Determine if group JAPP ··. · .. DPCLO .·· . 

.. 20111130-03 Training 

Certification training is possible 
for Comp()nents based on budget·· 

Determine if DLA will be able to DPCLO/ 
assist with enhancing the privacy CIO/DLA 

. portion of the Information· 
Assurance (IA) trainin 
Provide SSN usejustifications AJL . · 

Com onents 

rsn· 

TBl) 

fb.isissue duringJheJan 19, 2012 .·· 
meetin . 

·· .. ·. CLOSED DPCLO bas no funding to supp0rt · .•.. 
such training. Components can·. 
hold this •train-ing .if they. can fullq it .. 
themselves. · · · · · 

CLOSED ... The FYI2 course wasdcveloped·.· 
and posted in0ctober20ll. We · 
can revisit for FYB . 

2011os11:.02 · Determineife-mails containing DPCL<J .· TBD · .. CLOSED·. For>.MILto .MIL only, where the ·. · 
need to know conditionismet · ·· 

20ll08l7-0l · Compliance .· 

20110720~01 Policy 

20110720-'02 Policy ·. · 

20ll06l5'-02 Training 

20110615 ... 03 Compliance 

PH sent on a secure Dob .. 
network need to be encrypted 

· Provide list of systems to be ·· 
reviewed during• FY12 QI for ... 
SSN use reduction · · · · · · 

·. · Verifye'-mail encryption policy ·. 
in ro sed DoD 5400.11,..M 
Expedite SSN Use Reduction 
Instruction si · nature. 
Breach Management and .· .· 
Prevention Trainiil Surve 
Qµarterly Reports incl filling 
Section (m) Contractor Reviews 

All 
· Cofl1ponents 

DPCLO .· · 

DPCLO/ 
DHRA 
All 
Com nents 
All 
Com nents 
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. . . . . . . . . ·. . ·. :· f. •" ... 

emails containing PII do riot need ·. 
to be encrypted. ·. ·. . .. ·. · ·. · ·. < 
If the need to know condition is . . 1 
NOTmet,the.emailgoes to an•• · .. ·· 1 

address other than a .MIL; or if .•.. ·.· 
otherihappropriate activities c()me · .. · 
to light, then anunencrypted email 
is re ortabie. · · · · · 

08/ 17 /201 l ·. CLOSED Updates incorporated into teVi~d ·. ·. 
manual. 

06/22/2011 CLOSED 

07 /15/2011 CLOSED 
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20100818-04 Other 

20100519-02 Other· 

20100519-04 

20100519-05 

20100818-0l Other 
20100818.,02 Other 

20100818-0J · Other 

20100519~08 

~0100519~07 · ·. Other· 

20100519~06 Reporting · 

Address SSN removal from DPCLO TBD 
records with NARA. 

· · ·.· ·· .. Disposition of Pffston~d in copy DPCLO/ · · TJ3D · · 
!lladline hard drives DLA 
Guidance and contract language .· .. DPCLO TBD 
· outlinin · contract()r liabili .•. · · 
Guidance/templates Components• 
could use to deterinine optimal·· 
resource levels andjustify ·. 
fun din 

. Ensure Privacy FAR clauses 
.... · cited in .. contracts · 

Reassignment of SSN reviewin 
DITPR tcrCIO. . 

. ···· .. ContactCIO Council to host a ·. 
guestspeaker on SSN Reduction 
Lessons Learned. · · 

·· ... ·Research locations/ availability 
of lists published from 1930s to ·· 
1990s :which contain service ·. · · 
membernamcs and SSNs. . 

·· .. Take alook atMetnberships .· 

·· .. Joint Base Physical Access Issue 
(Base Commanders not· 
·Addressing PA; sponsoring 

.. visitorS} 
Clarification o.n what 
coordination is requiredfot 
completing the 'Scope of 

DPCLO/ 
CIO 
DPCLo/· 
CIO 

TBD 
TBD 

tBD 

TBD 

TBD 

rsn· 

CLOSED ·. . Address SSN removal from re.cords 
with NARA. 

··. CLOSED ·· Piscussd~tails wh (b)(B) 

CLOSED 

CLOSED 

,___ ___ ..... 
To be I.id.dressed after submission. 
offirstSection m) reviews 
Data being collected via CSOP · · 
S 

·._ -.~ 

• utvey; 

Section M reviews have · 
·. com.me:nced. · .... 

CLOSED . Outside scope of PPB · .. 

·. CLOSED DHRA isappropriatc lead . 

·. l 

CLOSED Research locatiolis!availability of · ·. i 
lists published fronf1930sto 1990s 1 

:which contain service member • · · · 
names and SSNs. 

·· .. CLOSED ·.Establish in Directive for PnvJ,lcy · · .· 
· .. and Civil Liberties. (IS.Sues tw() ·. 

sets of rinci Ies etc.) 
· · CLOS Ell Keep on parking fot 

No coordfuation outside of · · ·· 
·.· · ·· ComponentPrivacy Office 

required .. · 

Advice' FIS MA ~~p~-~~·~· ·-··------"'-~-----'--~--'--------'-~---'-'.l:.~----'~---''---'-~----'~-~'-----~----
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Defense Privacy Board Action Item List 

20100519-03 Policy 

20100519-01 Reporting 

question, e.g. should 
Compcinents-query GC for the 
seope of:'privacyadvice they 
have- - - vided -

Boilerplate eootract DPCLO 
langU:age/FAR clause requiring 
Privac _ Act tiainin 
SORN Pre.;Deploytnent Air Force 
Category in DITPR 

TBD 

TBD 

20100120-:0 I .. Civil Liberties. Submit. Points of Contact All· ·. 20100701 _ -

20100120-02 Reporting 

20090218-02 -.. Reporting 

20090715~0i . Reporting · 

20090715~02 · ·._Reporting _ 

• "Organizational Coinponeilts 
Placement and Stll.lCMEI 
of the :boDCivil 
Liberties Officer 
Function" 

Submit Quarterly Reports to 
DPQ: 

• ,Biei:mialPri vacy 
Triiiiii.ng Report 

• Section 803 of the 9/l 1 
Commission 
Reconunendations 
Report· 

• Systern ofRecords 
Notice Review Re ort 

Submit cornments ol1 the revised 
__ Breach Re orttem lateto DPO, 

Installation Physical Access 
Control S stems Information:· ·. · 
FISMA Privacy Report .. 

All 20100515 
Components 

All 20090731 
Com ortents 
All 20090731 

: Com onents 
All.· 20090817 
Com onents 

18 

--- CLOSED OMB currently drafting FAR 
clause 

-_ CLOSED Discuss with CIO. 3-6 month - -
timeline. 

CLOSED Component Privacy Officers asked· _ 
to help Cotnponentleadetshil_) _ 
identify points of contl:l,ctsARAP ---

CLOSED Due the 15 workday following the 
close of the quarter. Last -
submission was 201001 is. 

CLOSED Comments due July 31, 2009.--

CLOSED Responses.due July 31; 2009. 

CLOSED Re$ponses due August 17. 2009. 



Defense Privacy Board Action Item List 

20090218-04 

20090415-02 

20090415"0 l . 

20090218-05 

Civil Liberties Develop and track Civil 
Liberties Officer package 

DPO 

Policy . 

Other· 

Reporting 

Develop guidance on the · .. · .. 
considerations when emailing of 

· Pilwith.iu a Componentagency, 
across the Department and 
outside the De artment. 

DPO 

C(.mfinn DPOmailbox accepts ·. DPO 
en ted and FOUO mess es ·· 
Provide comments on revised · · All 
breach reporting.template to Components 
DPO. . 

Ongoing.· CLOSED 

20091201 OPEN 

20090501 . . CLOSED. 

20090403 CLOSED 

20090318.;0l Reporting A request from Component for DPO 20090401 CLOSED 

20090218~03 . Policy 

DPO tO provide Authority for 
·.. trainin re orts. · 

Provide comments to DPO on AU 20090430 CLOSED 
DoD 5400.11. Dol) 5400.1 1-R. Components·. 

... DoD memorandum ·. . .. 
"Safeguarding·Against and 
Responding to the Breach of·. 
Personally Identifiable . ·. . 
Information'', 25 Sep 2008, and . · 
all Defense PrivacyBoard 

DSD signed May 9, 2009 inemo • · 
designating Acting DA&M as DoD .. 
CLO; 
Guidance will be postedtoDPO . 
website as a FAQ. 

DPO mailbox can accept encrypted · 
and FOUOmessa es. 
Duplicate and error. Refer to .· · 
20090218-02. 

Authority is in the 5400.ll~R and 
the OMBCircular A-130. DPO 
mem.orandmn sentA 13,2009 •. · 
Extension granted by Director~ • · 
DPo.·· 

.. , 

,____~~~~__...~~~~~_,___A_d_v1_·s_o~.P-.E~iru-'o_n_s_.-"-~~---"---+---"-----'-~~-+-'---~~---'-----+--'------'----'---~------i.~--'-------'~___.c..~~----~-'--------'--l 
-20090415,;;0J Policy 

20090318~02 Reporting . 

20090318~03 Re orting 

·. Provide guidance on how to DPO 20090520 · CLOSED Concerns addressed. Gtlidance 
delete illl exemption from a . template forthcoming. 
SORN.· 
Section 803 of the 9/11 ·. All 
CollltnisSion Ilecommeiidations · · Components 
Report. 

S stems of Records Notice All 

19 

20090715 CLOSED· 

20090715 · CLOSED 

·.·Consolidated uncier Item Nurriber · 
2.0090218~01. 

Consolidated under Item Number · · ' 



Defense Privacy Board Action Item List 

~ --···-~~~- -
Review Report. Components 20090218~01. 

20090617-0 I Reporting Submit comments on AH 20090626 CLOSED Comments due .Tune 26, 2009. 
consolidated Quarterly Report Components 
~mplate ro OPO. 
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Agenda. 
- -- ' ' _ (2) - ---.· ' -

• Welcon1e/Review of Open Act1on lien1s 
• New DPCLO Website Coining Soon 

• Policy and Guidance 
• Privacy Con1pliance Mehics 
• DPCLO Training Schedule/Other Trainings 
• Announcen1ents/Rentlnders 

• Open Discussion 
• Review of New Action Ite111s 
• Next Meeting Date 
• Adjourn1nent 



Defense Privacy Board (DPB) 
Meeting Minutes for November 20, 2013 

I. Welcome and Opening Remarks 

·lhc DPB meeting was called to order by l(bJ(6) !Executive Secretary, and Acting 
Director. Defense Privacy and Civil Liberties Office (DPCLO). Attendance was taken onsite. 
from VTC. and from teleconference participants. A rc,·iew was conducted of the open action 
items. 

II. New Items 

; New DPCLO Website: The Defonse Media Activity Public Web (DMA) was 
implemented to consolidate all of Doo·s publicly accessible military/government 
websites. To accomplish its goal. OMA with requirements gathered from DoD and the 
military services. coordinated the development of the American Forces Public 
Information Management System (AFPIMS). DPCLO's web site \viii transition to 
AFPIMS. a web-based content management system (CMS). \vi th no visible 
functionality changes 10 the Components. 

111. Policy and G uidancc 

,. Update: DQDD 5400.11 and DoD 5400.11-R: l(bJ(fiJ ~pdated DPB members on 
the status of the DoD Directi vc 5400. l I. The directive \Vi 11 be certi tied by Director. 
Administration & Management in preparation of the final rule and sent to the 
Regulatory Policy Office to be released to the Office of Management and Budget 
(OMB). After certilication by OMB as a final rule. the Directive will be forv.:arded to 
the Deputy Secretary of Defense for signature and publication. The DoD 5400.11-M is 
currently in legal sufficiency review. 

, Reporting Privacy Act Complaints in the Section 803 Quarterly and FISMA Report: 
((b)(6J !Pointed out the questions and criteria for responding to the complaints 
(question #7) in the annual Senior Agency Official for Privacy (SAOP) Federal 
Information Security Management Act CFIS\1A) report and the complaint questions in 
the Section 803 Quarterly Privacy report are the same. DPB members were reminded 
that privacy complaints arc written allegations. by an individual. of harm or violation of 
privacy compliance requirements. 

"'° Privacy Complaints and Breaches: DPB members were informed that breaches of PII 
are being submitted as complaints in the Section 803 Quarterly Privacy Reports. 
Members were reminded that complaints are reported by individuals. When complaints 
are reported by DoD Components. these instances are considered breaches and should 
be submitted as such. 

• Question: fl{6
) I Defense Logistics Agency Privacy Office, asked if 

another organization reported to DLA that a website they manage is not 



• 

• 

• 

complying with the infonnation collection safeguard requirements would this 
be classified as a breach or a complaint. 

Response: It would be classified as a breach. since a report \Vas not made by 
an indiYidual. 

Question: J(bX
5

) lAir Force Privacy Office asked 1 .... lb,...X
5_>__,,....---

to clarify ,!nae qua1111es as a potential .. breach versus an .. actual .. breach. 

Response: ((bX6) f nformcd DPB members that a potential breach is 
when some nmg happens that could compromise PII. This is a grey area when 
insufficient information is known lo confirm a breach has occurred. DPCLO 
req uircs submission of these reports of actual or potential breaches in order to 
comply with policies currently cstahlishcd. 

, formatting Complaints for the Section 803 Quartcrlv Reports: DPB members \Vere 
n:minded to review and edit their complaints. check spelling. spell out acronyms, and 
ensure the subject stays consistent throughout before submitting reports to DPCLO. 

fb)(S) I re-emphasized the importance of stating "Responsive Action Taken" or 
"Pending" in the in the Privacy Complaints and Disposition section of the report. 

,.. Definition of Hi oh Im act Breaches: This addressd one of the action items from the 
September 2013. DPB meeting. b){6) 'ave an overview on the definition of a 
high impact breach and defined the difference between an actual and potential breach to 
DPB members. He also stressed the importance of reporting all breaches. 

IV. Prh•at.:y Compliance Metrics 

.,.. See page 3 for the Charts presented to the DPB. 
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Chart J 

FY 1 3 QTR 1 • QTR 4 
Number of Breaches vs. Number of lndtvtduals Affected 
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V. Training 

Important Upcoming Dates: 

DPCLO Sponsored Courses 
Will be offered both on-site and by 

Video Teletraining (VTf) unless noted othernise 

Februar)' 6, 13, 20, 27 Privacy Act Compliance and Management (PACMan) 
2014 Presented in 4 individual sessions: 

Feb 61
h: Guest Speakers and Privacy by Design 

{Every Thursday in Feb 131
h: Privacy Act Essentials 

February) Feb 20111
: Svstcm of Records Notice 

Feb 2ih:. Breach Management 

March 6, 13, 20, 27 Privacy Act Essentials 
2014 Presented in 4 individual sessions: 

Mar 61
h: Privacy Act Essentials Session I 

{Every Thursday in M l"1h Privacy Act Essentials Session 2 , ar -' : 
March) Mar 201h: Pri\'acy Act Essentials Session 3 

~1ar 2ih: Privacy Act Essentials Session 4 

April 21-24, 201.i DPCLO Privacy Ollicer Profcssionalization (DPOP) 
*On-site classroom only 

Ma)' 8, 15, 22, 29 Privacy Act Compliance and Management ( PACMan) 
2014 Presented in 4 individual sessions: 

Mav 81
h: (Guest Speakers) Privacy by Design 

(Enry Thursday in Ma)") M j -ih Privacy Act Essentials av ) : 
Ma~· 2211d: System of Records Notice 
May 291h: Breach Management 

Other Privacy Training Outside of DPCLO 

December 3-4, 2013 IAPP Practical Privacy Series 
\Vashington. DC 

December 5, 2013 ASAP Privacy Training - Implementable Solutions 
Washington. DC 

For additional information visit: 
ht tr \\ \\ \\ <1u.:v ..... rr1 l 11r~ r1r1 l~rarn s pri \ ac~ :o 1 _1. i nJcx .l'lin 
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,.. Question:l(b)(6J !Defense Contract Management Agency Privacy 
Office asJ.:ed it any of the framing DPCLO offers will be available as web­
based training. 

,.. Response: l(bX
5
l I infonned DPB members web based training is 

not available at this time. DPCLO currently has VTT and on-site training 
available and is working on developing a web-based training program. 

VI. Announcements and Reminders 

,.. DPCLO Leadership Update: l(b}(GJ !announced Mr. Michael Rcheuser accepted a 
~<;ition with the Army. His last day with DPCLO was Friday. November 15. ~ 
~is currently the Acting Director for DPCLO. 

VI I. Open Discussion 

• 

• 

VIII. Wrap up 

Question: l(bl(5l j\vhite House Communications Agency (WHCA), 
asked about privatized housing for military members and if the companies 
currently in charge of housing for military members are held to the same 
standard as the rest of DoD in regards to protecting PIL l(b)(fil I said his 
oflicc has received complaints and asked how to handle them. 

Response: jCbX5
> ~lated he would contact AT &L to discuss whether 

companies arc held to t c same standard as DoD. He asked that WllC A 
contact DPCLO with these details when they occur. 

lcb)(6) I .... ___ __.thanked everyone for participating in the meeting. 

IX. Next Meeting Dale 

The next DPB meeting is scheduled for Wednesday. January 15. 2014 at 1300 EST. 

X. Meeting Adjourned 
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(Approved,) Disapproved 
"'-------- _--_:~ - - - ----~ 

- _/ ~-7 _/) y() J/_,_:. -7 --­
£.---~U----c .... ·7~ '----T-

Michael L. Rhodes. Director. Administration and Management 
Chairman, Defense Privacy Board 
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ATTENDANCE 

SERVICES POC Name Name Name 

Air Force Privacy Office x (b)(ti) x (0)(1:>) (O){ti) (b)(6) 

-: - -
I 

- ,______ - -
,./ rmy I'riwuy Off ice x 

- ,______ - -

I 
- --

-·---- - -
1\lari11e ( 'orps Prfraq' OJ/ice x 

--·- - - - --- - -
De part men/ <l the N m'.I' x x x 

-

ix' - -
-- •··-· - --

National (iuard /Jurea11 tNG/IJ x 
- -

I 

COMPONENTS roe Name Name Name 

(}SDI.IS Prfracv Office x (b)(6) x (D/\d) (D/\O/ 
~- - >----- ,_ ----

fJe/t'llSl' Adwmced Research Pn1jec1s AKe11cy x 
jfMRiA~ 

r-- ·- -· 
/Je/ense ( 'rmtract Audit Axe11t:r f lJ( 'AA; x I 

1--. -· --
Defim.\·e ! ·, mlract 1\ila11aKeme111 Ax em)· x 
({)(_'MAJ I 

-- ....___ __ - --

De/i!nJe ( 'ommissary Axency (/JeCAJ x 
----· r-- -- -~ 

/Jeji.•m·e Finance and Accom11i11x Services x 
(Df.ASJ ... - -

Defensl! Human Resources Acth•ity (DHRA) - -
Defem·e Intelligence Age119• (DIA) - -
D£fens£' b!/(m11ation ~\)•stemJ Agency r DISAJ x 
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Defense Logistin A,1.w11n· (DLA) 
Defense Maupmrer Dal" ( 'enler rDMDC1 

Defense Security Sen-ice ( DSS1 
De/i!n'if! Teclmirn/ Information f 'enter 
( /)7J(_') 

[0)(6) 

x 

x 
x 

--------------- - ----+--• 

Defen.n' Threal Reduclion A,l.!ency ( DTRA I 
__,_·Va1imwl_ 0_1pi1al Region medical ( 'ommand 
Missile DefenH' Agenc:r (i\IDAJ 

x 

x 
- --+--t 

Nalimwl Ueosparial lnrelligence Agency 
_ffe< 1'(1)_ --
National Reco1111ais.1·c111ce O/Jkt• (1VRO) 

Nalimw/ Securil_v Ag_e11(~_r1ysA_) 
< HJice 1 !/'I he /Jirl't"lor <!/'Nat ion al 

_l!!!_ellige~1_et' ({J[)N~J _________ _ 
< Jf/ice of Cieneral ( '01111.1·<!1 ((}{ i( '1 

~)_ff__i~·l~-~!f'tlw /Jo/J ( '/() _________ _ 
DoD/(i f( ~/}ice olfmpc<·tor ( il'llera/J 

"Sf;" 1:tT / 11--;pect~;,. ( ;~;1eral_f< ir Afghan 
Re com truct i<m tS/( i..I R J 

r---

x 

x 

x 

-----------+---t 
Oefeme I l!!alth Age11i_:\' I DI l-lJ Pri1·a<..y 
<Jlfice 

h1/(Jr111c 11 ion A1a11ageme111 Di 1·is ion 
rWllSIHS/JJ 

x 

---------------+-------
White J/ou.H' AlilittttJ' OjJici! (WI IMO) 
White llot1M' l '01111111111icatiom Ageni_:r X 
rWfll'AJ 

COCO MS 

U.S. AFR/COM (l/,)'AFRIC<JAf) (b)(6) 

U.S. Central Command tUSCENTCOAIJ 

(0)(6) (b)(6) (O)(t:i) 

·-

·-x 

x 

x 

POC Name Name Name 

,D/(li) (b)(6) 
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US. European Command rUSEUCOM) (b)(tl) (b)(6) I i (b)(6) 

~ 1-i--
U.S. Northern Command (USNORTllCOMJ 

~ - --
U.S. Pac[fic Command (t/SPACOMJ x x 

. --- ·- ·- -
l/S. Special <Jperatiom· ( '1m1ma11d 
f lJ:(jSOCOAlJ ·-- ·- - - --
l/.S. Snurhem Comma11d flJSSOUTl!COM; x 

- -·~ - -
US. Srra1egic Command fU.\'STRA Tl'( Jlvl) 

-- - ~ 

l l. S framp11rlc 11 ion ( 'ommaml 
fl JSTRA :V,\"( "< JAIJ I - -- --~ ----

DPCLO POC Name Name Name 

DP('/.() A llendance: x b)(tl) x (b)(6) ~ 
b)(6) 

- x ""~-

t 
x - ~-

~ - --

x - x ~ --

- - ~ -x I -- ·- -

COMPONENT SUPPORT POC Name I Name Name 

MITRE'AAI<' x (b)(tl) (b}(6) 

t--
(b)(6) {DX6) 

- ,_ 

- - -
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Defense Privacy Board Action Item List 

Open Ac1ion Items List (NOTE: d ·1 ·1 All submissions lo DPCLO should be sent lo osd.ncr.odam.mbx.dpclo-corrcspon ence!mmm .m1 ) 

Item Number Topic Action Item Description 
Assigned 

Due Date Status Comments 
To 

20130918-01 Policy Review the DA&M Memorandum DPCLO ASAP OPEN DPCLO is working on updating 
from August 2012 ("Use of Best the August 2012, 
Judgment for Individual Personally Memorandum. 
Identifiable Information (Pl!) Breach 
Notification Determinations") to clarify 
what qualifies as an email breach. -

20121206-01 Policy Improve MOU/MOA language to DPCLO ASAP ON HOLD- DPCLO is developing language 
provide better privacy considerations PENDING and guidance for MOU/MOA 

RESOURCES privacy considerations. 
~ - -

20120815-01 Policy SSN Justification Instruction no longer DPCLO Sep DPB ON HOLD- On hold pending resources. 
refers to Component Forms wi 11 drafl: a PENDING 
Management Officers; it simply refers memo to RESOURCES 
to Components. Was this change address this 
intentional and will it create a contlict om1ssum 
between Component and DoD Forms 
Managers'? 

lO 



Defense Privacy Board Action Item List 

Closed Action Items List: --
Item Number Topic Action Item Description Assigned Due Date Status Comments 

To 
20130918-02 Policy Define "high impact" breaches DPCLO ASAP CLOSED DPCLO addressed at November 

and define the difference 2013 DPB meeting. 
between actual vs. potential 
breach. 

20130515-01 Metrics Provide stats on the number of DPCLO June DPB CLOSED DPCLO presented stats at July DPB 
individuals affected by high meeting. 
impact breaches and the type of 
breach. 

20130515-02 Compliance Request guidance on whether IP DPCLO ASAP CLOSED DPCLO presented guidance at July 
addresses are considered PII DPB meeting. 

20130417-02 Compliance Request guidance documents on DPCLO ASAP CLOSED DPCLO presented at July DPB 
how to categorize a breach. meeting. 

20130417-01 Metrics Add a pie chart for breaches to DPCLO May DPB CLOSED DPCLO included the requested 
show the type of breach by chart (bar graph, not pie chart) at 
number of individuals impacted the May 15, 2013 DPB meeting. 
by that category of breach. 

20130320-02 Other Move face to face Defense DPCLO ASAP CLOSED All DPB meetings will start at I :OOpm 
Privacy Board Meeting to eastern time. 

accommodate more members. 
20130320-0 I Compliance White House Military Office DPCLO ASAP CLOSED Subsequent contact was made with 

(WHMO) asked for assistance in the Component involved. Follow-
the following. Then WHMO up communication has taken place. 
contacted another Component 
regarding a breach incident. It's 
been a number of weeks since 
the other Component contacted 
WHMO to follow-up on the 
breach. 

20130220-02 Other When will DISA implement DPCLO ASAP CLOSED DISA has not made a decision at 
their software for OLP? this time to implement the OLP tool 

DoDwide. 

11 



Defense Privacy Board Action Item List 

DPCLO will provide information when it 
becomes available from DISA. 

20121206-04 Compliance NARA is in the process of DPCLO ASAP CLOSED NARA provided DPCLO with the 
overhauling the disposition General Review Schedule for 
schedule; DPCLO representation review and comments. Comments 
at those meetings might be were provided to NARA March 6, 
beneficial to the Privacy 2013. DPCLO contacted NARA 
Program and will be part of working group 

involved in the overhaul of the 
disposition schedule. We will keep 

--- board members updated. 
20130220-0 I Compliance DLA sent forward comments DPCLO ASAP CLOSED Comments received from DLA 

about DD Form 2959 which were forwarded lo DoD Forms 
were not incorporated into the Manager by DPCLO. DPCLO is 
final form awaiting response from DoD Forms 

Manager. 

DPCLO will follow up with DLA 

- --· 
regarding comments. 

20130220-03 Other A number of attendees asked DPCLO 3/20/2013 CLOSED DPCLO is scheduled to present 
questions about adopting a OLP slides at the March face to face 
product and strategy. DPCl.O Defense Privacy Board meeting. 
will present slides and other 
information regarding OLP 
applications. 

20130220-0 I Compliance DLA sent forward comments DPCLO ASAP CLOSED Comments received from DLA 
about DD Form 2959 which were forwarded to DoD Forms 
were not incorporated into the Manager by DPCLO. DPCLO is 
final form awaiting response from DoD Forms 

Manager. 

DPCLO will follow up with DLA 
regarding comments. 

12 



Defense Privacy Board Action Item List 

20121206-02 Training Offer train-the-trainer DPCLO April 2013 CLOSED This request being updated for the 
opportunities through which Privacy Act Compliance and 
Component Privacy Officers can Management (PACMan) and 
learn how to crosswalk privacy DPCLO Privacy Oflicer 
with their Component IT Professionalization (DPOP) course. 
personnel 

201201206-03 Compliance Develop guidance that assists DPCLO March DPB CLOSED Guidance is already provided in the 
DoD personnel in understanding PACMan and DPOP training. 
the relationship between existing 
privacy laws and regulations as 
well as how to implement the 

-- -- --
Erivac~ reguircments of_each 

20120815-02 Other Can CART be modi tied to auto (b)(6) Sep DPB CLOSED This request is currently not an 
generate a tracking number option due to technological and 
instead of the US CERT fiscal constraints. 
number? 

20120815-03 Compliance DPCLO will circulate the CIO (b)(6) 31 August CLOSED Memos circulated with the DPB 
FISMA memo to DPB members 2012 minutes; 
for use in obtaining compliance 
with FISMA reporting Memos will be circulated with the 

DPB minutes from the Dec 12 
meeting as well. 

20110615-01 Other US-CERT reporting concerns for All TBD CLOSED OHS Privacy Oflice memo 
inclusion in DPCLO proposal Components distributed as FYI in lieu of DoD 

memo 

20120523-0 l Compliance DPCLO will provide DPB with All 5/24/2012 CLOSED 
breach statistics of number of Components 
individuals affected by paper 
records for 2nd Quarter FY 12 

20120523-02 Policy The Civil Liberties Program (b)(6) TBD CLOSED Question posed by DARP A.l(b)(6) I 
Instruction defines privacy as "a I b)(6) !responded during Aug 15 
right recognized by the meeting. Additional questio1!5 may 

13 



Defense Privacy Board Action Item List 

Constitution", however the be addressed to 1<0 11.0 > I 
Constitution does not reference Director for Civil L1bert1es. 
privacy in this manner. How will 
this be rectified? 

20 I 20523-03 Policy PL 110-53 which authorized the (b)(6) TBD CLOSED Ouestion posed by NGB. l(b)(6l I 
civil liberties program confines f(bl<5l esponded during Aug 15 
its scope to terrorism related meeting. Additional questions may 
activities however the civil be addressed tol<b)<6) I 
liberties program goes beyond Director for Civil Liberties. 
that realm. Under what authority 
was this scope expanded and in 
consideration of the complaint 
reporting requirement has this 
change been communicated to 
Congress? 

20120 I I 9-0 I Policy Can the DoD ID number be DPCLO/ TilD CLOSED DMDC is investigating the 
hidden when signing documents DMDC technical aspects of this inquiry. 
or email? 

20120313-0 I Policy DPCLO request implementation All ONGOING CLOSED Please send suggestions for guide 
guide topics from Components Components topics tol(b)(i3) ~Y 

the next DPB. 
20120119-03 Policy Publish Info Papers to web and DPCLO TBD CLOSED DPCLO is retooling the info papers 

SharePoint to deliver them as implementation 
guides. 

20 120 l I 9-02 Policy Provide comments on Cross All 1127/2012 CLOSED 
Component Breach Management Components 
and DoD ID Number Info Papers 
by COB Jan 27'h 

20120119-04 Other Provide any CSOP feedback or All 2/15/2012 CLOSED 
recommendations to topics of Components 
discussion for the CSOP Forum 
tentatively planned for March 

20111130-01 Policy Determine if DoD ID Number is DPCLO TBD CLOSED DMDC and P&R are working on 
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releasable under FOIA legal opinions to support a "2" 
exemption under FOIA for the 
release of the DoD ID number. 

110)(6) pffered comments on 
this issue during the Jan 19, 2012 
meeting. 

20 I 11130-02 Training Determine if group IAPP DPCLO TBD CLOSED DPCLO has no funding to support 
Certification training is possible such training. Components can 
for Components based on budget hold this training if they can fund it 

themselves. -- -·· 

20 I l I 130-03 Training Determine if DLA will be able to DPCLO/ TBD CLOSED The FY 12 course was developed 
assist with enhancing the privacy CIO/DLA and posted in October 20 I l . We 
portion of the Information can revisit for FY 13. 
Assurance (IA) training 

20111130-04 Compliance Provide SSN use justifications All 1/17/2012 CLOSED 
Components 

20110817-02 Policy Determine if e-mails containing DPCLO TBD CLOSED For .MIL to .MIL only. where the 
PII sent on a secure DoD need to know condition is met, 
network need to be encrypted emails containing Pll do not need 

to be encrypted. 
If the need to know condition is 
NOT met, the email goes to an 
address other than a .MIL, or if 
other inappropriate activities come 
to light, then an unencrypted email 

l is reportable. 
20 I I 081 7-0 I Compliance Provide list of systems to be I All 9/14/2011 CLOSED 

reviewed during FY12 QI for Components 
SSN use reduction 

20 11 0720-0 l Policy Verify e-mail encryption policy DPCLO 08/17/201] CLOSED Updates incorporated into revised 
in proposed DoD 5400. I 1-M manual. 

20110720-02 Policy Expedite SSN Use Reduction DPCLO/ ASAP CLOSED (b)(6) Ito follow-up with 
Instruction signature. DHRA DHRA regarding strategies. 
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20110615-02 Training Breach Management and All 06/22/201 I CLOSED Send completed survey to 
Prevention Training Survey Components dpo.correspondence<iilosd.mil. 

20110615-03 Compliance Quarterly Reports including All 07/15/2011 CLOSED 
Section (m) Contractor Reviews ! Components 

20100818-04 Other Address SSN removal from . DPCLO TBD CLOSED Address SSN removal from records 
records with NARA. with NARA. 

20 I 00519-02 Other Disposition of PII stored in copy DPCLO/ TBD CLOSED Discus~ details with-l(DJ\OJ I 
machine hard drives DLA 

··- ' 

20100519-04 Policy Guidance and contract language DPCLO 'TBD CLOSED To be addressed after submission 

-
outlining contractor liability 

----- ----
of first Section (m) reviews 

20100519-05 Policy Guidance/templates Components DPCLO TnD CLOSED Data being collected via CSOP 
could use to determine optimal Survey. 
resource levels and justify 
fund in~ 

- - - -· 

20100818-0 I 
>--

Other Flash Memory DPCLO TBD CLOSED Research Flash Memory 
20 I 00818-02 Other Ensure Privacy FAR clauses DPCLO TBD CLOSED Section M reviews have 

cited in contracts commenced ,__ --- ·--

20 l 00818-03 Other Reassignment of SSN review in DPCLO/ TBD CLOSED Outside scope of DPB 
DITPR to CIO. CIO 

>--- -

20 I 00818-05 Other Contact CIO Council to host a DPCLO/ TBD CLOSED DI IRA is appropriate lead. 
guest speaker on SSN Reduction CIO 
l.essons I.earned. Council 

~- -· -
20 I 008 l 8-06 Other Research locations/availability DPCLO TBD CLOSED Research locations/availability of 

of lists published from 1930s to lists published from 1930s to 1990s 
1990s which contain service which contain service member 
member names and SSNs. names and SSNs. 

~ 

20 I 00519-08 Policy Take a look at Memberships DPCLO TBD CLOSED Establish in Directive for Privacy 
and Civil Liberties. (Issues two 
sets of principles etc.) 

20 I 00519-07 Other Joint Base Physical Access Issue Navy/AF TBD CLOSED Keep on parking lot 
(Base Commanders not 
Addressing PA, sponsoring 
visitors) 
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20100519·06 Reporting Clarification on what DPCLO TBD CLOSED No coordination outside of 
coordination is required for Component Privacy Office 
completing the 'Scope of required. 
Advice· FISMA Report 
question. e.g. should 
Components query GC for the 
scope of privacy advice they 
have provided 

20100519·03 Policy Boilerplate contract DPCLO TBD CLOSED OMB currently dratting FAR 
languagc/F AR clause requiring clause 
Pri~·acy Act training 

20100519·01 Reporting SORN Pre·Dcployment Air Force TBD CLOSED Discuss with CIO. 3-6 month 
Category in DITPR timclinc. 

20100120·0 l Civil Liberties Submit Points of Contact All 20100701 CLOSED Component Privacy Officers asked 

• "Organizational Components to help Component leadership 
Placement and Structure identify points of contacts ASAP 
of the DoD Civil 
Liberties Officer 
Function·· 

-· 

20 I 00 I 20·02 Reporting Submit Quarterly Reports to All 20100515 CLOSED Due the 15tn workday following the 
DPO: Components close of the quarter. Last 

• Biennial Privacy submission was 20100115. 
Training Report 

• Section 803 of the 9/11 
Commission 
Recommendations 
Report 

• System of Records 
Notice Review Report 

20090218-02 Reporting Submit comments on the revised All 20090731 CLOSED Comments due July 31, 2009. 
Breach Report template to DPO. Components 
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·--

20090715-0 I Reporting Installation Physical Access All 20090731 CLOSED Responses due July 3 I, 2009. 
Control Systems lnfonnation. Components 

20090715-02 Reporting FISMA Privacy Report. All 20090817 CLOSED Responses due August 17, 2009. 
Components 

20090218-04 Civil Liberties Develop and track Civil OPO Ongoing CLOSED DSD signed May 9. 2009 memo 
Liberties Officer package designating Acting DA&M as DoD 

CLO. 
~ 

20090415-02 Policy Develop guidance on the DPO 20091201 OPEN Guidance will be posted to DPO 
considerations when emailing of website as a FAQ. 
Pll within a Component agency. I 

across the Department and 
outside the Department. 

- -· - .. 

20090415-0 I Other Confirm DPO mailbox accepts DPO 20090501 CLOSED DPO mailbox can accept encrypted 
encrypted and FOUO messages and FOUO messages. 

-

200902 I 8-05 Reporting Provide comments on revised All 20090403 , CLOSED Duplicate and error. Refer to 
breach reporting template to Components 20090218-02. 
OPO. 

i.-~- . -

20090318-0 I Reporting A request from Component for DPO 20090401 CLOSED Authority is in the 5400. J l -R and 
DPO to provide Authority for the OMB Circular A-130. DPO 
training reEorts. . - memorandum sent April 3. 2009 . 

20090218-03 Policy Provide comments to DPO on All ' 20090430 CLOSED Extension granted by Director, 
DoD 5400.11. DoD 5400.11-R. Components DPO. 
DoO memorandum 
'"Safeguarding Against and 
Responding to the Breach of 
Personally ldenti ti able 
Information", 25 Sep 2008. and 
all Defense Privacy Board 
Advisory Opinions. 

20090415-03 Policy Provide guidance on how to DPO 20090520 CLOSED Concerns addressed. Guidance 
delete an exemption from a template forthcoming. 
SORN. 

200903 18-02 Reporting Section 803 of the 9/ 11 All I 20090115 1 CLOSED Consolidated under Item Nwnber 
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Commission Recommendations Components 20090218-0 I . 
Report. 

20090318-03 Reporting Systems of Records Notice All 20090715 CLOSED Consolidated under Item Number 
Review Report. Components 20090218-01 . 

20090617-0 I Reporting Submit comments on All 20090626 CLOSED Comments due June 26. 2009. 
consolidated Quarterly Report Components 
template to qPo. 

- -
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Defense Privacy Board (DPB) 
Meeting Minutes for March 19, 2014 

I. Welcome and Opening Remarks 

The DPB meeting was called to order. Attendance was taken onsite from VTC, and from 
teleconference participants. A review was conducted of the open action items. 

II. Policy and Guidance 

, SORNs with Pending NARA Retentions: OMB is enforcing recordkeeping 
requirements associated with Paperwork Reduction Act submissions. The Department 
must account for recordkeeping requirements and records generated from information 
collected from the public. Failure to appropriately address records management 
requirements can hold up OMB approval of the SORN and/or the Paperwork Reduction 
Act submission. Moving forward, DPCI.O requests that all submitted SORNs 
containing a .. pending" disposition include a copy of the submitted SF 115, if possible, 
or a note from your records manager stating the action is being worked with NARA. 

' Paoerwork Reduction Act Presentation: pX6) I Jnfonnation Management 
Directorate, gave an overview on the Paperwork Reduction Act and the Information 
Management Control process. All DPB members should have received a copy of this 
PowerPoint presentation via email. 

).>- Update: DoDD 5400.11 and DoD 5400.11-R: IC::' brovided an update 
on the status of the DoD Directive 5400.11 and e DOD 5400.11-R. DoD Directive 
5400.11 is pending FederaJ Register final rule publication with the Federal Register 
Liaison Office. and DoD 5400.11-R is converting to a DoD Manual. Publication of the 
Manual as a proposed rule (amendment) is pending completion of legal sufficiency 
review. 

' GAO Report: l{ID{6J lgave an overview of the recent findings in the GAO Report 
(GA0-14-34) "Information Security- Agency Responses to Breaches of Personally 
Idenlifiable Information Need to Be More Consistent.'' 

The GAO Report found the following: 
• Inconsistent implementation of agency policies and processes for responding to 

data breaches involving PU. 
• Negligible value of PH-related breach repons to Department of Homeland 

Security"s (DHS) US-CERT. 

Recommendations included: 
• Document procedures for offering assistance to affected individuals in the DoD's 

data breach response policy. 
• Document procedures for evaluating data breach responses and identifying 

lessons learned. 



• Document the reason behind risk detenninations for breaches involving PII. 
• To improve DoD's response to data breaches involving PII. evaluate the 

Depanment"s response to data breaches involving PII to identify lessons learned 
that could be incorporated into DoD"s security and privacy policies and 
practices. 

To view GAO's full report, GA0-14-34, please visit their website at: 
http;//www.gao.gov/products/GAO- I 4-34 

> 803 Report Update:f:X6> lmfonned DPB members that beginning 3rd quarter of 
FY14, the Military Departments should exclude complaints involving the disclosure of 
protected health information (PHI) in their Section 803 Quarterly Reports to DPCLO. 
Examples include a complaint made about PHI being overheard in a treatment room or 
at a patienl service center, inappropriate access to medical record5. and unauthorized 
uses or disclosures of PHI_ These complaints are to be reported to the HIP AA Privacy 
Otlice in the military treatment facility where the alleged incident occurred, not in the 
Section 803 Quarterly reports to the DPCLO. This change in reporting will ensure that 
such complaints are handled under HIPAA, thereby eliminating duplication ofreponing 
and bringing about a more precise accounting of complaints made under the Privacy 
Act for the Section 803 Quarterly Reporting. DPCLO appreciates the assistance 
prov.ided ~y the Def~i!J Health tg~ncy (DHA) P~vacy and_ Civ~l L~benies Offi~e in 
making 1.lus change. ~.....:.._ _reiterated that this change is etlecuve for the thud 
quarter reponing. which covers reports compiled and submitted in July. 

III. Privacy Compliance Metrics 

'; 1(1))(6) I gave an update and overview of the breach trends for FY 14. Q2 
to date. All charts are included in lhc PowerPoint presentation sent to DPB members 
via email. 

lV. Training 

);;. JnfoNet Ads: _l~_ws_ .. ·_. _____ __.bpoke about the privacy ads currently airing on 
Info Net monitors throughout DoD. All InfoNet posters and videos are available on the 
DPCLO SharePoint site. 

,._ Facebook and Twitter: rfi . lreminded DPB members to "'like" DPCLO on 
Facebook at: https:J.lwww.tacehOOk.com/dpclo and .. follow .. DPCLO on Tv.iner at: 
(aiDPCLO official. 
~· -

J.>- Recall and Social Rosters: DPB members were reminded byl(b)(6) hhat 
information papers on Recall and Social Rosters are available on the DPCLO 
SharePoint site at: 
https :/I odamportal .osd. mi 11 sitesldpclo/awareness/G uidance%20and%20 Inforn1ation%2 
OPapers/Fonns/Allltems.aspx. Recall Rosters are also known as organizational and 
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office rosters. These guidance papers provide infonnation on what to include in them 
and how to protect Pll for both types of rosters. 

~ New DPCLO Website: l(b){~l ppdated DPB members on the new DPCLO 
website that launched February 21, 2014. The content on the web site has not changed, 
however, there are two differences to note: 

• The main search bar on the top right comer of the screen is currently not working. 
ff you need to search for a SORN, go to the SORN page. The search feature on 
the bottom right of the SORN page of the website is working. DPCLO is 
currently working to fix the main search engine on the DPCLO website. 

• Links on your website to the DPCLO website may no longer work. We ask that 
all DPB members check any links you have on your website to confinn they are 
still working. If you have any questions regarding the website, contact DPCLO. 

Important Upcoming Dates: 

DPCLO SpoDIOred Couse1 
Will be offered both on-site and by 

Video Teletraining (VTI) unless noted otherwise 

April 21~24, 2014 OPCLO Privacy Officer Profossionalization (DPOP) 
•on-site classroom only 

May 8, 15, 22, 29 Privacy Act Compliance and Management (PAC Man) 
2014 Presented in 4 individual sessions: 

May 81h: (Guest Speakers) Records Management, PRA & 
(Every Thursday in May) PIA 

May 15th: Privacy Act Essentials 
May 22°d: System of Records Notice & Pri\'acy by 

Design 
May 29th: Breach Management 

V. Announcements and Reminders 

> Privacy and Civil Liberties Day: tbJC&~ Jmnounced that Privacy and Civil 
Liberties Day will be held at theen gon and Mark enter on April 9, 2014 from 
9:00am to 1 :OOpm EST. Contact DPCLO with any questions and feel free to stop by. 

VI. Open Discussion 

» New Action Item: ~b)(6) Jwill clarify whether the Records Control Symbol 
should be placed on the bottom of the SORN documents. 

VII. Wrap up 
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~ !thanked everyone for participating in the meeting. 

VIII. Next Meetiag Date 

The next DPB meeting is scheduled for W edncsday, May 21, 2014 at 1 :OOpm EST. 

IX. Meeting Adjourned 

~ Disapproved 

~~ 
Michael L. Rhodes. Director. Administration and Management 
Chairman, Defense Privacy Board 
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ATTENDANCE 

SERVICES POC Name Name Name 

Air Force Privacy Office ~"~ 'x Yif~ ~~"" F1.!W 

- - - .... 
- - - ..... 

Army Privacy qffice x - - - ' - ,_ 

- - - ' 
~ ,_____ ~ 

_, - ,___ ,_ 
Marine Corps Privacy Office x x x 

-· - ; ,___ ..... 
Department of the Navy x x x 

- - - ·- -x - ·- -National Guard Bureau (NGB) x x .. -
COMPONENTS POC Name Name Name 

....... .. ....... 

OSDIJS Privacy Office x l~i x P~t I~ 
JI-• -

Defense Advanced Research Projects Agency x 
(DARPA) -- ,_ 
Defense Coruract Audit Agency (DCAA) x ,_ -Defense Contract Managemem Agency x 
(DCMA) ,.,__ ,__ 
Defense Commissary Agency (DeCAJ x 

- ,___ 
Defense Finance and Accounting Services x 
(DFAS) ,.,__ -Defense Human ResoW"Ces Activity (DHRA.) x ,......_, ,__ 
Defense Intelligence Agency (DIA) -- -
Defense Information Systems Agency (DISAJ x 
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fJefen~e-u-Jg~t-lt--·$_A_x_e-,,-~-r-tD-L.-~)------.-X--r:~~iJtti~1~~~~~~~~~.....,fr-----11~~Jt0~,~~~~---,1r------m~~~~r-~~~~-,,.._~\~DK~lft"""~~~~~h 
----1---------1 - .I--.- >--· 

Defensi• .\1anpowt!r Data Center I VMIX ') X 
,,_______.:::___ -·- --------4--1 

Def ens£' St•cu_ri~y Sen·ia ( DSSJ X 
Dtie1ut! Tt!d111i,·e1l lnfi>rmmirm Cl.'nter X 
fDT/CI 

x Defe11se 711reaJ Reduction Agency tDTRAJ 
----+---I 

Missile Defeme Agency (.\fDA.1 

/\'a1ionlll Ciempmia/ lntellip,e11ce Ag1•m:r 

r ,\'( iA) __ --------+----1 

Na1lonC1I Ret·mmaisJance Ojf1Ce f.\'RVJ 

------------------------1----1 

National St'curity Agent)' fNSAJ x 
Of/ict! of the Director of National 

._l'!!_~~ligem:erOI!_NfJ _ .. ------+---1 
V/fil.:e of (imera/ Counsel (O<JC) 

< iffia of the DoD C/O -------
DoDIU_ (Office of /n.~pector Genemll 
Special lnspe,·wr <J1meralf(1r .·~fglu.m 
Renmwrr1etl<m fS/( iA RJ 
lh.'./t.>nse Ilea/th Age11cy tVllAJ Priraq 
<~tfin• 

Information .Hwiagement Dil'i.~ion 
tWHSJf:,\'VJ 

x 

x 

White House Communicatiom Agencr X 
tWllCAJ 

COCO MS 

U.S. AFRl<'OM (USAFR/('OM) 
-----+--I 

US. Central Command (USCE:VTCOMJ 
U.S. Europeun Commcmd rlJSEUCOMJ 

POC 

PAA) 
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>--· 

>---

-
I --x -

- x - .__ --

- - -
-

x 
>-- .____ 
x ..__ 

x >--- - H 

,__ - . - -

Name Name Name 

{D}\O/ 
11-----4----- -

- - M---4------- -



U.S. Nurlhern Command (USNORTHCOM) x l_ij~·"r tQ-J(tU: ~W\,~J - -U.S. Pacific Command (USPACOM) x i x 
:- ·-U.S. Special Opera/ions Command 

tUSSOl'OM) ! 
:>-- >--

U.S. Sou1hern Command fUSSOuTHCOM) :.__ >--

U.S. Straiegic Command fUSSJ1U TCOMJ 

I - -U.S. Transporlation Command 
I 

(USTRANSCOMJ 

DPCLO POC Name Name Name 

DPCLO Auendance: x ~Jl!lJ X. ~: x Ir.flt!> 
- x x x -· ,__ 
x x - >-- ,...._ 
x x 

- - ~ 

x - - -
., 

COMPONENT SUPPORT POC Name Name Name 

MITRE/AMC ~t ·, _!'J?,Wf 
---·. ·- - - ·- - llffl9J _(,b~) -- >-- ,_ 

' ,___ 
x 

'· 
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Defense Prh:aq Board Action Item l.ist 

Open Action Items List ~OTE: All submissions to DPCLO should be sent to osd.ncr.odam.mbx.dpclo-correspondence(@mail.mil) 

Item Number Topic Action Item Description 
Assigned 

Due Date Status Comments 
To 

--- --- --- -· 
20140319-01 Policy Clarify whether the Records Control DPCLO May 2014 OPEN 

Symbol should be placed on the bottom DPB 
of the SORN documents. 

20130918·01 Policy Review the DA&M Memorandwn DPCLO ASAP OPEN DPCLO is updating the August 
from August 2012 ("Use of Best 2012 Memorandum and 
Judgment for Individual Personally including language to address 
Identifiable Information (Pll) Breach policies related to the GAO 
Notification Determinations") to clarify Report recommendations. 
what qualifies as an email breach. 

20121206-01 Policy Improve MOU!MOA language to DPCLO ASAP ON HOLD- DPCLO is developing language 
provide better privacy considerations PENDING and guidance for MOU/MOA 

RESOURCES privacy considerations. 
2012081 S-01 Policy SSN Justification Instruction no longer DPCLO Sep DPB ON HOLD- On hold pending resources. 

refers to Component Forms will draft a PENDING 
Management Officers; it simply refers memo to RESOURCES 
to Components. Was this change address this 
intentional and will it create a conflict omission 
between Component and DoD Forms 
Managers? 
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Defense Privacy Board Action Item List 

Closed Action Items List: 
-- ---

Item Number Topic Action Item Description Assigned Due Date Status Comments 
To 

20130918-02 Policy Define .. high impact" breaches DPCLO ASAP CLOSED DPCLO addressed at November 
and define the difference 2013 DPB meeting. 
between actual vs. potential 
breach. 

20130515-0 l Metrics Provide stats on the number of DPCLO June DPB CLOSED DPCLO presented stats at July DPB 
individuals affected by high meeting. 
impact breaches and the type of 
breach. 

201305 15-02 Compliance Request guidance on whether IP DPCLO ASAP CLOSED DPCLO presented guidance at July 
addresses are considered PII DPB meeting. 

20130417-02 Compliance Request guidance documents on DPCLO ASAP CLOSED DPCLO presented at July DPB 
how to categorize a breach. meeting. 

20130417-0 I Metrics Add a pie chart for breaches to DPCLO MayDPB CLOSED DPCLO included the requested 
show the type of breach by chart (bar graph, not pie chart) at 

I nwnber of individuals impacted the May 15, 2013 DPB meeting. 
by that category of breach. I 

20130320-02 Other Move face to face Defense DPCLO ASAP CLOSED All DPB meetings will start at 
Privacy Board Meeting to I :OOpm eastern time. 
accommodate more members. 

20130320-01 Compliance White House MilitaJ)' Office DPCLO ASAP CLOSED Subsequent contact was made with 
(WHMO) asked for assistance in the Component involved. Follow-
the following. Then WHMO up communication has taken place. 
contacted another Component 
regarding a breach incident. It's 
been a number of weeks since 
the other Component contacted 
WHMO to follow-up on the 
breach. 

20130220..()2 Other When will DISA implement DPCLO ASAP CLOSED DISA bas not made a decision at 
their software for D LP? this time to implement the DLP tool 

DoDwide. 
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Ddcnsc Prh·acy Board Action Item List 

DPCl.O will provide infonnation when it 
becomes available tiom DISA. 

20121206-04 Compliance NARA is in the process of DPCLO ASAP CLOSED NARA provided DPCLO with the 
overhauling the disposition General Review Schedule for 
schedule; DPCLO representation review and comments. Comments 
at those meetings might be were provided to NARA March 6, 
benefi~ial to the Privacy 2013. DPCLO contacted NARA 
Program and will be part of working group 

involved in the overhaul of the 
disposition schedule. We will keep 
board members updated. 

20130220-0 I Compliance DLA sent forward comments DPCLO ASAP CLOSED Comments received from DLA 
about DD Form 2959 which were forwarded to DoD Forms 
were not incorporated into the Manager by DPCW. DPCLO is 
final form awaiting response from DoD f onns 

Manager. 

DPCLO will follow up with DLA 
relW'dina. comments. 

20130220--03 Other A number of attendees asked DPCLO 312012013 CLOSED DPCLO is scheduled to present 
questions about adopting a OLP slides at the March face to face 
product and strategy. DPCLO Defense Privacy Board meeting. 
will present slides and other 
information regarding DLP 
applications. 

20130220-01 Compliance DLA sent forward comments DPCLO ASAP CLOSED Comments received from DLA 
about DD Fonn 2959 which wen: forwarded to DoD Fonns 
were not incorporated into the Manager by DPCLO. DPCW is 
final fo1111 awaiting response from DoD Fonns 

Manager. 

DPCLO will follow up with DLA 
reaarding comments. 
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Defense Privacy Board Action ltem List 

20121206--02 Training Offer train-the-trainer DPCLO April 2013 CLOSED This request being updated for the 
opportunities through which Privacy Act Compliance and 
Component Privacy Officers can Management (P ACMan) and 
learn how to crosswalk privacy DPCLO Privacy Officer 
with their Component IT . Professionali7Jltion (DPOP) course. 
personnel 

201201206~3 Compliance Develop guidance that assists DPCLO MarchDPB CLOSED Guidance is already provided in the 
DoD personnel in understanding PACMan and DPOP training. 
the relationship between existing 
privacy laws and regulations as 
well as how to implement the 
..... ; ,,_, requirements of each 

20120815-02 Other Can CART be modified to auto ~)(f)l SepDPB CWSED This request is currently not an 
generate a tracking number option due to technological and 
instead of the US CERT fiscal constraints. 
nmnber? 

2012081 S.03 Compliance DPCLO wilJ circulate the CIO {R~U} 31 August CLOSED Memos circulated with the DPB 
FISMA memo to DPB members 2012 minutes; 
for use in obtaining compliance 
with FISMA reporting Memos will be circulated with the 

DPB minutes from the Dec 12 
meetitlll as well. 

20110615..01 Other US-CERT reporting concerns for Alt TBD CLOSED OHS Privacy Office memo 
inclusion in DPCLO proposal Components distributed as FYI in lieu of DoD 

memo 

20120523-01 Compliance DPCLO will provide DPB with All S/24/2012 CLOSED 
breach statistics of nwnber of Components 
individuals affected by paper 
records for 2911 FY 12 

20120523-02 Policy The Civil Liberties Program \b)@ TBD CLOSED . n posed by DARPA .. ) 

Instruction defines privacy as "a responded during Aug 
n t reco 'zed b the . Additional uestions ma 
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Dden!c- Prh:aq Board Action Item List 

Constitution", however the be addressed tdlDJlO} I 
Constitution does not reference Director for Civil Liberties. 
privacy in this marmer. How will 
this be rectified? 

20120523~03 Policy PL 110~53 which authorized the ~/\OJ TBD CLOSED Ouestion posed by NGB. 1(bX6> I 
civil liberties progn1111 confines lDJlOJ spondcd during Aug 15 
its scope to terrorism related 

~~~om°f activities however the civil 
liberties program goes beyond Duector for Ctvi; 1 es. 
that realm. Under what authority 
was this scope expanded and in 
consideration of the complaint 
reporting requirement has this 
change been communicated to 
Co ? 

20120119.-01 Policy Can the DoD ID number be DPCLO/ TBD CLOSED DMOC is investigating the 
bidden when signing docmnents DMDC technical aspects of this inquiry. 
or email? 

20120313-01 Policy DPCLO request implementation All ONGOING CWSED Please send sugestions for guide 
guide topics from Components Components topics tall6Rn, l>f 

the next DPB. 
20120119-03 Policy Publish Info Papers to web and DPCLO TBD CLOSED DPCLO is retooling the info papers 

SharePoint to deliver them as implementation .. . 
20120119-02 Policy Provide comments on Cross All 1127fl012 CLOSED 

Component Breach Management Components 
and DoD ID Number Info Papers 
b\t COB Jan 27°' 

20120119-04 Other Provide any CSOP feedback or All 2/lS/2012 CLOSED 
recommendations to topics of Components 
discussion for the CSOP Forum 
tentatively planned for March 

20111130-01 Policy Determine if DoD ID Number is DPCLO TBD CLOSED DMOC and P&R are workin2 on 
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releasable under FOIA legal opinions to support a •oi" 
exemption under FOIA for the 

I 
nf thP DoD ID number. • 

lDXOJ ffered comments on 
this issue dunng the Jan 19, 2012 
meetiruz. 

20111130-02 Training Dctennine if group JAPP DPCLO TBD CLOSED DPCLO has no funding to support 
Certification training is possible such training. Components can 
for Components based on budget hold this training if they can fund it 

themselves. 
20 tl 1130-03 Training Detennine if DLA will be able to DPCLO/ TBD CLOSED The FY 12 course was developed 

assist with enhancing the privacy CIO/OLA and posted in October 2011. We 
portion of the lnfonnation can revisit for FY 13. 
A~urance (IA) training 

20111130-04 Compliance Provide SSN use justifications All l/17!2012 CLOSED 
Comoonents 

20110817-02 Policy Determine if e-mails containing DPCLO TBD CLOSED For .MIL to .MIL only, where the 
Pll sent on a secure DoD need to know condition is met. 
network need to be encrypted emails containing PII do not need 

to be encrypted. 
If the need to know condition is 
NOT met, the email goes to an 
address other than a .MIL, or if 
other inappropriate activities come 
to light, then an unencrypted email 
is reponable. 

20110817..01 Compliance Provide list of systems to be All 9/1412011 CLOSED 
reviewed during FY 12 Q 1 for Components 
SSN use reduction 

2011ono-01 Policy Verify e-mail encryption policy DPCLO 08/1712011 CLOSED Updates incorporated into revised 
in proposed DoD 5400.11-M manual. 

20 I I 0720..02 Policy Expedite SSN Use Reduction DPCLO/ ASAP CWSED llDJ\OJ Ito follow-up with 
Instruction siWJJll.Ull~. DHRA DHRA rc2arding stratcsries. 
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20110615..02 Training Breach Management and All 06/2212011 CLOSED Send completed survey to 
Prevention Training Survey Components dpo.correspondence(a)osd.mil. 

20110615-03 Compliance Quarterly Reports including All 07/1512011 CLOSED 
Section (m) Contractor Reviews Components 

20100818-04 Other Address SSN removal from DPCLO TBD CLOSED Address SSN removal from records 
records with NARA. with NARA. 

20100519-02 Other Disposition of PU stored in copy DPCLO/ TBD CLOSED Discuss details with fD)(6) ,I 
machine hard drives DLA 

20100519-04 Policy Guidance and contract language DPCLO TBD CLOSED To be addressed after submission 
outlining contractor liability of first Section (m) reviews 

20100519-05 Policy Guidance/templates Components DPCLO TBD CLOSED Data being collected via CSOP 
could use to determine optimal Survey. 
resource levels and justify 
ftmd.iDJl 

20100818-0 I Other Flash Memory DPCLO TBD CLOSED Research Flash Memory 
20 I 00818-02 Other Ensure Privacy FAR clauses DPCLO TBD CLOSED Section M reviews have 

cited in contracts commenced 
20100818-03 Other Reassignment of SSN review in DPCLO/ TDD CLOSED Outside scope of DPB 

DITPR to CIO. CIO 
20100818-05 Other Contact CIO Council to host a DPCLO/ TBD CLOSED DHRA is appropriate lead. 

guest speaker on SSN Reduction CIO 
Lessons Learned. Council 

20100818-06 Other Research locations/availability DPCLO TBD CLOSED Research locations/availability of 
of lists published from 1930s to lists published from 1930s to 1990s 
1990s which contain service which contain service member 
member names and SSNs. names and SSNs. 

201oos19-08 Policy Take a look at Memberships DPCLO TDD CLOSED Establish in Directive for Privacy 
and Civil Liberties. (Issues two 
sets of principles etc.) 

20 lOOS 19-07 Other Joint Base Physical Access Issue Navy/AF TDD CLOSED Keep on parking lot 
(Base Commanders not 
Addressing PA, sponsoring 
visitors) 
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20 l 00519-06 Reporting Clarification on what DPCLO TBD CLOSED No coordination outside of 
coordination is required for Component Privacy Office 
completing the 'Scope of required. 
Advice' FIS MA Repon 
question, e.g. should 
Components query GC for the 
scope of privacy advice they 
have provided 

20100519-03 Policy Boilerplate contract DPCLO TBD CLOSED OMB currently drafting FAR 
language/FAR clause requiring cJause 
Privacy Act traininR 

20100519-01 Reporting SORN Pre-Deployment Air Force TBD CLOSED Discuss with CIO. 3-6 month 
Category in DITPR timeline. 

20100120-01 Civil Liberties Submit Points of Contact All 20100701 CLOSED Component Privacy Officers asked 
• "Organizational Components to help Component leadership 

Placement and Structure identify points of contacts ASAP 
of the DoD Civil 
Liberties Officer 
Function" 

20100120-02 Reporting Submit Quarterly Reports to All 20100515 CLOSED Due the 15111 workday following the 
DPO: Components close of the quarter. Last 

• Biennial Privacy submission was 20100115. 
Training Report 

• Section 803 of the 9/11 
Commission 
Recommendations 
Report 

• System of Records 
Notice Review Reoort 

20090218-02 Reporting Submit comments on the revised All 20090731 CLOSED Comments due July 31, 2009. 
Breach Report tem~late to DPO. Components 
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• Welcon1e/Review of Action Ite1ns 
• Policy and Guidance 

• Privacy Co1npliauce Metrics 
• CSOP After Actions 
• DPCLO Training Schedule, Overview, and Recap 
• Announce1nents/Renrlnde1•s 
• Open Discussion 
• Review of New Action lte1ns 
• Next Meeting Date 
• Adjour11111ent 



Defense Privacy Board {DPB) 
Meeting Minutes/or May 21, 2014 

I. Welcome and Opening Remarks 

The DPB meeting was called to order. Attendance was taken onsite, from VTC, and from 
teleconference participants. A review was conducted of the open and closed action items. 

II. Policy and Guidance 

;... Update: DoDD 5400.11 and DoD 5400.11-R: l(b)(6) ~rovided an update 
on the status of the DoD Directive 5400.11 and the DoD 5400.11-R. DoD Directive 
5400. l l was released to OMB on May 14, 2014. When OMB approves, the Final Rule 
will be published in the Federal Register. At the same time. the issuance will be sent 
forward to the Office of the Deputy Secretary for signature. DoD 5400.11-R (which is 
being converted into a manual) was sent to the Federal Register Liaison Office on April 
24, 2014, for review. From there it will go to Mr. Rhodes who will release it to OMB. 
After OMB certifies the package, it will be published in the Federal Register as a 
Proposed Rule with a 60-day public comment period. 

;... SORN POCs: DPCLO now has three teams to process SORNs. We are hoping that 
this will enable us to work more closely with the DoD Components and help with the 
collaboration that must take place among all the associated programs. Each team has a 
government lead and a contractor for support and began working April 1, 2014. SORN 
packages submitted to DPCLO before April 1 should continue to be processed with the 
original assigned person until they are completed. All Components have been notified 
of the new process. p)(&) Jvill remain the primary point of contact for any 
DPCLO/Information Management Directorate (IMO) spreadsheet updates, etc. In 
addition to the SORN suppon, these teams will begin to answer all privacy issues from 
their assigned Components. 

III. Privacy Compliance Metrics 

»- r;; -1gave an update and overview of the breach trends for FY14, Q2 
to te. All charts are included in the PowerPoint presentation sent to DPB members 
via email. 

Jo> E)(6) !gave an update on the Compliance and Reporting Tool (CART). 
DPB members were informed that the latest update has been completed and will be 
rolled out to Components soon. DPCLO will contact each of the Component Privacy 
Officers to set up a training date via Defense Connect Online/DCO. All Components 
should now be using DD Form 2959, Breach of Personally Identifiable Information 
Report. The DD Form 2959 can be found on the DoD Forms website 
(http://wwv.;.dtic.mil/whs/directives/inf~/foans/e,nns/dd2959.pdf). lbis is an 
electronic form with drop do\m menus. _ -- · _thanked Army, Air Force, 



OSD/Joint Staff, and the Defense Health Agency for participating in the CART pilot 
over the last six plus months. 

Component Senior Official for Privacy (CSOP) Forum After Actions 

);>- jttO~! bpoke about two slidesl(ij)(ijl I presented at the April l 0, 2014 
CSOP meeting. The first slide presented an overview of the Information Collection 
Timeline. This timeline highlights the fact that Paperwork Reduction Act (PRA) 
requirements must be met before a new or altered SORN can be published. The 
shortest amount of time it takes to meet the PRA requirements for a new collection is 
120 days. However, the average amount of time it takes to receive OMB approval can 
be more than doubles the 120 days. Privacy Officers need to keep this in mind when 
working on a new or altered SORN, OMB will not approve a SORN until the PRA 
requirements associated with that SORN are met. Because of this, the Information 
Management Directorate will not submit the SORN to OMB until the PRA 
requirements are met. There are other infonnation collection requirements as well -
Privacy Impact Assessments (PIAs) and records retention schedules. These two 
processes wil1 not stop the publication of a SORN. 

~ ~bMl lhen spoke on the second slide, which stresses that collaboration among 
various offices is a must. This slide was used to remind the CSOPs that Privacy Act 
compliance does not operate in a vacuum. Privacy Officers need to collaborate and 
build relationships with these offices to get SORNs published in a more timely manner. 
She reemphasized the following to DPB members: 

~ Work with the system owners helps to ensure that privacy is considered early in 
the development of a new or changed system. This may require a new or 
altered SORN. The system owner needs to work with their Component 
Infonnation Management Control Officer (IMCO) for Paperwork Reduction 
Act requirements. The system owner also needs to work with their Component 
Forms Manager about the information collection method. 

? Work with the Component CIO and the system owner during the development 
of a Privacy Impact Assessment. The PIA includes infonnation that should be 
included the SORN, and vice versa. 

>- Contact the Records Management Officer to get infonnation about the correct 
retention and disposal schedule for the SORN. This information is also 
included in the PIA. 

>- Contact the General Counsel's office to address any legal issues that may arise, 
especially with high-visibility systems. 

2 



IV. Training 

Important Upcoming Dates: 

DfCLO Spweled .Cwnlil 
Will beoftCred both O&Cite i1ilid by 

Video Teletrainhla (VTT) unlass noted OCherwile 

May 22 and 29, 2014 Privacy Act Compliance and Management (PACMan) 
Presented in individual sessions: 

May 22"d: System of Records Notice 
May 29th: Breach Management 

September 2014 Privacy Act Essentials 
(dates TDD) 

October 6-8, 2014 Privacy Act Compliance and Management (PACMan) 
3-day session, in-person only 

V. Announcements and Reminders 

• r!) )announced DPCLO will be hosting a Constitution Day event in the 
Pentagon on September 17, 2014. More information "'ill be available at the next OPB 
meeting. 

VI. Privacy and Civil Liberties Day 2014 

• 1~}(6f 1 updated DPB members on Privacy and Civil Liberties Day, held 
atthe Pentagon and' the Mark Center on April 9, 2014. This was DPCLO's first joint 
effort between the privacy and civil liberties teams of the office. There were 
representatives from a number of Component Privacy Offices, including Army, Air 
Force, OSD/Joint Staff, and the Defense Health Agency. All materials that were used 
and distributed at the event are available on the DPCLO SharePoint site at 
https://odamportal.osd.mil/sites/dilo/awareness/default.QSQX. lfwu do not haye 
Share Point access, please email l._(b_> ________________ _ 

VII. Open Discussion 

• Question: 1(5)(6) l<NRO) asked if Component Privacy Officers would have 

• 

an opportumty to see the revised DA&M August 2012, .. Use of Best Judgment for 
Individual PII Breach Notification Determinations" Memorandum discussed in the 
open action items. 

Response: I~ I answered that the initial draft of the memorandum was 
recently competed, and is now going through internal review within DPCLO. It will 
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be coordinated with DPB members for review and comment before it is submitted for 
signature. 

• ~b){i;>) : pngstad mentioned that if anyone sees incorrect information on the 
DPCLO website, to please notify the office. Some items did not migrate properly when 
DPCLO transitioned to its new website. 

VIII. Wrap up 

j( b.)@j !thanked everyone for participating in the meeting. 

IX. Next Meeting Date 

The next DPB meeting is scheduled for Wednesday, July 16, 2014, at 1 :OOpm EDT. 

X. Meeting Adjourned 

Submitted by """1b""""J(6"""l-----------. 

~b>ffi) !Acting Director, DPCLO 
Executive Secretary, Defense Privacy Board 

Michael L. Rhodes, Director, A ministration and Management 
Chairman, Defense Privacy Board 
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ATTENDANCE 

SERVICES POC Name Name Name 

Air Force Privacy Office {l)j(tS) x lP.l\OJ 1'>)(6> LDl\UJ 

- - -
r-- - -Army Privacy Office x 

>- r-- r-- -x 
- r-- r-- -x - - -

Marine Corps Privacy Office x 
r-- r-- -Deparlmenl Qf 1he Navy 

- - ,_____ -x 
>- - -National Uuurd Bureau (NGB) x -

COMPONENTS POC Name Name Name 

OSD/JS Privacy Office x !W\01 x PJl.OJ ~~~,, - -
Defense Advanced Re.fearch Projects Agency x 
(DARPA) - ~ 

Defense Conlracl Audi/ Agency (DL~AA) x - -Defense Conlrac/ Management Agency x 
(DCMA) - -
Defense Commissary Agency (DeCA) x 

- -
Defense Finance and Accounting Services 
(DFAS) 

- -
Defense Human Resources Activity (Dlf RA) 

- -
Defense fnlelligence Agency (DIA) 

- -
Defense Information Systems Agency (DISA) x 
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Defense Logistics Agency (DLA) b}(!J) v:tl!f}) (il}(fi} x (b)(6) 

- -· -Defense Manpower Data Center (DMDC) - - -Defense Security Service (DSS) x 
- - -Defense Technical Information Center 

(DTlC) 
- - -

Defense Threat Reduction Agency (DTRA) x - -- -Missile Defense Agency (MDA) x - - -
National Geospatial Intelligence Agency 
(NGA) - -· -
National Reconnaissance Office (NRO) x - - - -x - - -National Security Agency (NSA) x - >---' -
Office of the Director of National 
lntellifience (ODNl) - - -Office of General Counsel (OGCJ x - - -Office of the DoD C/O 

- - -DoDIG (Office of Inspector General) - -· -Special Inspector General for Afghan 
Reconstruction (SIGAR) - - -Defense Health Agency (DHA) Privacy x x 
Office - - - -x - -, -Information Management Division x 
(WHS!ESD) - - -White House Military Office (WHMO) .- - -White House Communications Agency x 
(WHCA) 

COCO MS POC Name Name Name 

U.S. AFR/COM (USAFRICOM) ~\'!}i _DJl'>) \D!l~J - -U.S. Central Command (USCENTCOM) 
- >--

US. European Command (USEUCOM) 

6 



U.S. Northern Command (USNORTHCOM) x lUJ(tll' lU~l;J} lD}\O} - -
U.S. Pacific Command (USP ACOM) x x - -

U.S. Special Operations Command 
(USS<X'OMJ - -
US. Southern Command (USSOUTHCOM) - -
U.S. Strategic: Command (USSTRATCOM) 

- -
U.S. Transportation Command 
(USTRANSCOM) 

DPCLO POC Name Name Name 

Dl'CLO Attendance: lPJlW >l1Jll1J 1!,IA~l 

- >--- >---x x x 
- >---x x x -x x x 
- >--- >---x x 
-

COMPONENT SUPPORT POC Name Name Name 

MITRF.!AMC x {01(,0J {.IJJ\OJ lP1ltJJ Ip!) - - - -x 
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Defense Privacy Board Action Item List 

0 A 1pen ct1on terns I . (NOTE All b . . .ISi .. su m1ss10ns to DPCLO h Id be S OU sent to o sd odam bd I d @ 'I ·1 .ncr . .m x. 1pc o-corresoon encC(, ma.i .m1 .> 

lfc;111:"'l!h1111.ber ·T:opic 
~ . -· .. ~di •• ,~~- . ~ea~ n.:~11•: St.tus :c ....... 

20130918-01 Policy Review the DA&M Memorandum DPCLO ASAP OPEN DPCLO is updating the August 
from August 2012 ("Use of Best 2012 Memorandum and 
Judgment for Individual Personally including language to address 
Identifiable lnfonnation (Pll) Breach policies related to the GAO 
Notification Determinations") to clarify Report recommendations. 
what qualifies as an email breach. 

20121206·01 Policy Improve MOU/MOA language to DPCLO ASAP ON HOLD- DPCLO is developing language 
provide better privacy considerations PENDING and guidance for MOU/MOA 

RESOURCES 
>--· 

privacy considerations. 
201208 t 5.01 Policy SSN Justification Instruction no longer DPCLO Sep DPB ON HOLD- On hold pending resources. 

refers to Component Forms will draft a PENDING 
Management Officers; it simply rcf ers memo to RESOURCES 
to Components. Was this change address this 
intentional and will it create a conflict omission 
between Component and DoD Fonns 
Managers? 
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Closed Action Items List: 
Item Number Topic Action Item Description Assigned Due Date Status Comments 

To 
20140319-01 Policy Clarify whether the Records DPCLO May2014 CWSED OSD Records Management does 

Conttol Symbol should be DPB not recommend using this number 
placed on the bottom of the in SORNs or the Narrative 
SORN documents. Statement as this number changes. 

If needed, it would be better to use 
the assigned NARA approval 
number . 

.. 

20130918-02 Policy Define nhigh impact" breaches DPCLO ASAP CLOSED DPCLO addressed at November 
and define the difference 2013 DPB meeting. 
between actual vs. potential 
breach. 

20130515 .. Ql Metrics Provide stats on the number of DPCLO JuneDPB CLOSED DPCLO .presented stats at July DPB 
individQals affected by high meeting. 
impact breaches and the type of 
brea.((h. 

20130515-02 Compliance Req1.1est .guidan~ on whe~er IP DPCLO ASAP CLOSED DPCLO presented guidance at July 
addresses are. considered PU DPB meeting. 

20130417~02 Compliance Request guidaJ)~ :documents on DPCLO ASAP CLOSED DPCLO presented at luly DPS 
how tocateaorize.-abteach. . . -· . m~tirta. 

2013-0417'-0l Metrics Add a pie chart for breaches to DPCLO MayDPB CLOSED DPCLO included the requested 
show the type ofbreach by chart{bar graph, not pie cluirt)at 
number of individUals impacted the May 15, 2013 DPB meeting. 
by that category of breach. 

20130320.-02 Other·· Move (ac_e to.f~e Defense DPCLO ASAP CLOSED All DPB meetings will start at 
Privacy Board Meeting to l :OOpm eastern time. 
a~.nnnodate more members. 

20130320'-0l Compliance White House Miliuay Office DPCLO ASAP CLOSED Subsc;qlJ.eitt contact Wl,lS made with 
{WHMO) asked for assistance in the Component involved. Follow-
the fc.tlowing. Th,eri WfIM_Q up communi.cation has tak~n pl~e. 
contacted another Comp0nent 
regarding a breachfocident It's 
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been a number of weeks since 
the other Component contacted 
WHMO to follow-up on the 
breach. 

20130220-02 Other When will DISA implement DPCLO ASAP CLOSED DISA has not made a decision at 
their software for DLP? this time to implement the DLP tool 

DoDwide. 
DPCLO will provide information when it 
becomes available from DISA. 

20121206-04 Compliance NARA is in the process of DPCLO ASAP CLOSED NARA provided DPCLO with the 
overhauling the disposition General Review Schedule for 
schedule; DPCLO representation review and comments. Comments 
at those meetings might be were provided to NARA March 6, 
beneficial to the Privacy 2013. DPCLO contacted NARA 
Program and will be part of working group 

involved in the overhaul of the 
disposition schedule. We will keep 
board members updated. 

20130220-01 Compliance DLA sent forward comments DPCLO ASAP CLOSED Comments received from DLA 
about DD Form 2959 which were forwarded to DoD Forms 
were not incorporated into the Manager by DPCLO. DPCLO is 
final fonn awaiting response from DoD Forms 

Manager. 

DPCLO will follow up with DLA 
regarding comments. 

20130220-03 Other A number of attendees asked DPCLO 3120/2013 CLOSED DPCLO is scheduled to present 
questions about adopting a OLP slides at the March face to face 
product and strategy. DPCLO Defense Privacy Board meeting. 
will present slides and other 
infonnation regarding DLP 
aoolications. 

20130220;.0l Compliance DLA sent forward comments DPCLO ASAP CLOSED Comments received from DLA 
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about DD Form 2959 which were forwarded to DoD Forms 
were not incorporated into the Manager by DPCLO. DPCLO is 
final fonn awaiting response from DoD Forms 

Manager. 

DPCLO will follow up with DLA 
regarding comments. 

20121206-02 Training Offer train-the-trainer DPCLO April 2013 CLOSED This request being updated for the 
opportunities through which Privacy Act Compliance and 
Component Privacy Officers can Management (PACMan) and 
learn how to crosswalk privacy DPCLO Privacy Officer 
with their Component IT Professionalization (DPOP) course. 
personnel 

201201206-03 Compliance Develop guidance that assists DPCLO March DPB CLOSED Guidance is already provided in the 
DoD personnel in understanding PACMan and DPOP training. 
the relationship between existing 
privacy laws and regulations as 
well as how to implement the 
privacy requirements of each 

20120815-02 Other Can CART be modified to auto PJlOJ SepDPB CLOSED This request is currently not an 
generate a tracking number option due to technological and 
instead of the US CERT fiscal constraints. 
number? 

20120815-03 Compliance DPCLO will circulate the CIO :J}\O} 31 August CLOSED Memos circulated with the DPB 
FISMA memo to DPB members 2012 minutes; 
for use in obtaining compliance 
with FISMA reporting Memos will be circulated with the 

DPB minutes from the Dec 12 
meeting as well. 

20110615-01 Other US-CERT reporting concerns for All TBD CLOSED DHS Privacy Office memo 
inclusion in DPCLO proposal Components distributed as FYI in lieu of DoD 

memo 
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20120523-01 Compliance DPCLO will provide DPB with All 5/24/2012 CLOSED 
breach statistics of nwnber of Components 
individuals affected by paper 
records for 2"dQuarter FY12 

20120523-02 Policy The Civil Liberties Program :b)(6), TBD CLOSED Question posed by DARP AJCbKuJ I 
Instruction defines privacy as "a (b)(6) esponded during Aug 15 
right recognized by the meeting. Additional questions may 
Constitution", however the be addressed to1Cb){6) I 
Constitution does not reference Director for Civil Liberties. 
privacy in this manner. How will 
this be rectified? 

20120523-03 Policy PL 110-53 which authorized the (b)(6) TBD CLOSED Question posed by NGB. 1Cb)(6) I 

civil liberties program confines (b)(6) sponded during Aug 15 
its scope to terrorism related meeting. Additional questions may 
activities however the civil be addressed ~~<b><5> I 
liberties program goes beyond Director for Ci v ll .Lll-""I m;;;,, 

that realm. Under what authority 
was this scope expanded and in 
cohsideration of the -complaint 
reporting requirement has this 
change been communicated to 
Comttess? 

20120119-01 Policy Can the DoD ID number be DPCLO/ TBD CWSED DMDC is investigating the 
hidden when signing documents DMDC technical aspects of this inquiry. 
or "01ail? 

20120313-01 Policy DPCLO request implementation All ONGOING CLOSED Please send suggestions for gyide 
guide topics from Components Components topics t~<b><5> ~y 

the ne~t DPB. 
20120119-03 Policy Publish Info Papers to web and DPCLO TBD CLOSED DPCLO is retooling the info papers 

Share Point to delivel' them as implementation 
guides. 

20120119~02 Policy Provide comments on Cross All 1127/2012 CLOSED 
Component Breach ~ement Components 
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and DoD ID Number Info Papers 
by COB Jan 2-fh 

20120119-04 Other Provide any CSOP feedback or All 2/15/2012 CLOSED 
recommendations to topics of Components 
discussion for the CSOP Forum 
tentatively planned for March 

20111130-01 Policy Determine if DoD ID Number is DPCLO TBD CLOSED DMDC and P&R are working on 
releasable under FOIA legal opinions to support a "2" 

exemption under FOIA for the 
release of the DoD ID number. 

(bJ!,UJ ]offered comments on 
this issue during the Jan 19, 2012 
meeting. 

2011113 0-02 Training Detennine if group JAPP DPCLO TBD CLOSED DPCLO has no funding to support 
Certification training is possible such training. Components can 
for Components based on budget hold this training if they can fund it 

themselves. 
20111130-03 Training Detennine if DLA will be able to DPCLO/ TBD CLOSED The FY 12 course was developed 

assist with enhancing the privacy CIO/DLA and posted in October 2011. We 
portion of the Infonnation can revisit for FY 13. 
Assurance (IA) training 

20111130-04 Compliance Provide SSN use justifications All 1/1712012 CLOSED 
Components 

20110817-02 Policy Detennine if e-mails containing DPCLO TBD CLOSED For .MIL to .MIL only. where the 
PU sent on a secure DoD need to know condition is met, 
network need to be encrypted emails containing PII do not need 

to be encrypted. 
If the need to know condition is 
NOT met, the email goes to an 
address other than a .MIL, or if 
other inappropriate activities come 
to light, then an unencrypted email 
is reportable. 
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20110817-01 Compliance Provide list of systems to be All 9/1412011 CLOSED 
reviewed during FY 12 QI for Components 
SSN use reduction 

20 11 0720-0 l Policy Verify e-mail encryption policy DPCLO ·08/17/2011 CLOSED Updates incorporated into revised 
in pro1>0sed DoD 5400.11-M manual. 

20110720-02 Policy Expedite SSN Use Reduction DPCLO/ ASAP CLOSED fOJ\01 ko follow-up with 
Instruction signature. DHRA DHRA regarding strategies. 

20110615-02 Training Breach Management and All 0612212011 CLOSED Send completed survey to 
Prevention Training Survey Components dpo.correspondence@osd.mil. 

20110615-03 Compliance Quarterly Reports including All 07/15/2011 CLOSED 
Section (m) Contractor Reviews Components 

20100818-04 Other Address SSN removal from DPCLO TBD CLOSED Address SSN removal from records 
records with NARA. with NARA. 

20 I 00519-02 Other Disposition of PII stored in copy DPCLO/ TBD CLOSED Discuss details withf0'1.t>' I 
machine hard drives DLA 

20100519-04 Policy Guidance and contract language DPCLO TBD CLOSED To be addressed after submission 
outlining contractor liability of first Section (m) reviews 

20 I 00519-05 Policy Guidance/templates Components DPCLO TBD CLOSED Data being collected via CSOP 
could use to determine optimal Survey. 
resource levels and justify 
funding 

20100818-01 Other Flash Memory DPCLO TBD CLOSED Research Flash Memory 
20 I 00818-02 Other Ensure Privacy FAR clauses DPCLO TBD CLOSED Section M reviews have 

cited in contracts commenced 
20 I 00818-03 Other Reassignment of SSN review in DPCLO/ TBD CLOSED Outside scope of DPB 

DITPR to CIO. CIO 
20100818-05 Other Contact CIO Council to host a DPCLO/ TBD CLOSED DHRA is appropriate lead. 

guest speaker on SSN Reduction CIO 
Lessons Learned. Council 

20100818-06 Other Research locations/avai !ability DPCLO TBD CLOSED Research locations/availability of 
of lists published from 1930s to lists published from 1930s to 1990s 
1990s which contain service which contain service member 
member names and SSNs. names and SSNs. 
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20100519-08 Policy Take a look at Memberships DPCW TBD CLOSED Establish in Directive for Privacy 
and Civil Liberties. (Issues two 
sets of principles etc.) 

20 I 00519-07 Other Joint Base Physical Access Issue Navy/AF TBD CLOSED Keep on parking lot 
(Base Conunanders not 
Addressing PA, sponsoring 
visitors) 

20100519-06 Reporting Clarification on what DPCLO TBD CLOSED No coordination outside of 
coordination is required for Component Privacy Office 
completing the 'Scope of required. 
Advice' FISMA Report 
question, e.g. should 
Components query GC for the 
scope of privacy advice they 
have provided 

20 I 00519-03 Policy Boilerplate contract DPCLO TBD CLOSED OMB currently drafting FAR 
language/FAR clause requiring clause 
Privacy Act training 

20100519-01 Reporting SORN Pre-Deployment Air Force TBD CLOSED Discuss with CIO. 3-6 month 
Category in DITPR timeline. 

20100120-01 Civil Liberties Submit Points of Contact All 20100701 CLOSED Component Privacy Officers asked 

• .. Organizational Components to help Component leadership 
Placement and Structure identify points of contacts ASAP 
of the DoD Civil 
Liberties Officer 
Function" 

20100120-02 Reporting Submit Quarterly Reports to All 20100515 CLOSED Due the 15m workday following the 
DPO: Components close of the quarter. Last 

• Biennial Privacy submission was 20100115. 
Training Report 

• Section 803 of the 9/ 11 
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Commission 
Recommendations 
Report 

• System of Records 
Notice Review Report 

20090218-02 Reporting Submit comments on the revised All 20090731 CLOSED Comments due July 31, 2009. 
Breach Report template to DPO. Components 

2009071 S-01 Reporting Installation Physical Access All 20090731 CLOSED Responses due July 31, 2009. 
Control Systems lnfonnation. Components 

2009071 S-02 Reporting FISMA Privacy Report. All 20090817 CWSED Responses due August 17, 2009. 
Components 

20090218-04 Civil Liberties Develop and track Civil DPO Ongoing CLOSED DSD signed May 9, 2009 memo 
Liberties Officer package designating Acting DA&M as DoD 

CLO. . 
20090415-02 Policy Develop guidance on the DPO 20091201 OPEN Guidance will be posted to DPO 

considerations when emailing of website as a FAQ. 
PU within a Component agency. 
across the Department and 
outside the--r-' ,. t. 

20090415-01 Other Confum DPO mailbox accepts DPO 20090501 CLOSED DPO mailbox can accept encrypted 
encrypted and FOUO meSSBRes and FOUO messages. 

20090218-05 Reporting Provide comments on revised All 20090403 CLOSED Duplicate and error. Refer to 
breach reporting template to Components 20090218-02. 
DPO. 

20090318-01 Reporting A request from Component for DPO 20090401 CLOSED Authority is in the 5400.11-R and 
DPO to provide Authority for the OMB Circular A-130. DPO 
trainina reports. memorandum sent April 3. 2009. 

20090218-03 Policy Provide comments to DPO on All 20090430 CLOSED Extension granted by Director, 
DoD 5400.11, DoD 5400.11-R, Components DPO. 
DoD memorandum 
"Safeguarding Against and 
Responding to the Breach of 
Personally Identifiable 

16 



Defense Privacy Board Action Item List 

Information", 25 Sep 2008, and 
all Defense Privacy Board 
Advisory Opinions. 

20090415~03 Policy Provide guidance on how to DPO 20090520 CLOSED Concerns addressed. Guidance 
delete an exemption from a template forthcoming. 
SORN. 

20090318-02 Reporting Section 803 of the 9/ 11 AD 20090715 CLOSED Consolidated under Item Number 
Commission Recommendations Components 20090218-01. 
Report. 

20090318 .. 03 Reporting Systems ofRecords Notice All 20090715 CLOSED Consolidated under Item Number 
Review Reuort. Components 200902ts .. o1. 

20090617 .. 0l Reporting Submit comments on All 20090626 CLOSED Comments due June 26, 2009. 
consolidated Quarterly Report Components 
template to DPO. 
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Agenda. 
1------------(2)-------------1 

• Welcon1e/Review of Action Ite1ns 
• Policy and Guidance 

• Privacy Co1npliauce Metrics 
• DPCLO Training Schedule, Overview, and Recap 
• Announcen1ents/Renrlnders 
• Open Discussion 
• Review of New Action lte111s 
• Next Meeting Date 

• Adjournn1ent 



Defense Privacy Board (DPB) 
Meeting Minutes for July 16, 2014 

I. Welcome and Opening Remarks 

The DPB meeting was called to order. Attendance was taken onsite and from teleconference 
participants. The open action item was reviewed. 

II. Policy and Guidance 

~ Annual FISMA Report: exQ'.) )presented an overview of the reporting 
process for the 2014 Semor Agency Official for Privacy (SAOP) portion of the annual 
Federal Infonnation Security Management Act (FISMA) report. Guidance for the 
2014 SAOP portion was released via e-mail to the Components on July 8, 2014. 
Responses are due September 8, 2014 to the Defense Privacy and Civil Liberties Office 
(DPCLO). The information for Question 1 must be updated into the Department of 
Defense Information Technology Portfolio Repository (DITPR) no later than 
September 5, 2014. DPCLO has no authority to extend the reporting deadline as it is 
controlled by the Department of Defense Chief Information Officer (DoD CIO). 
Combatant Command (CCMD) guidance was also forwarded to the Joint Staff on July 
8, 2014 for further release to the CCMDs. CCMDs need to meet Joint Staff report 
submission requirements when sending their FISMA responses. Reporting 
Components must send both the Excel spreadsheet, and the signed certification to 
osd.ncr.odam.mbx.doclo-correspondence@mail.mil. Further instructions on the 
FISMA SAOP reporting guidelines are included in the PowerPoint presentation sent to 
DPB members via e-mail. 

~ Update: DoDD 5400.11 and DoD 5400.11-R: .... f6,...}(6 ..... > ........ ..--....----!provided an update 
on the status of DoD Directive 5400.11 and Dob 5400.11-R. 

• DPCLO's responses to public comments on DoD Directive 5400.11 were 
accepted. Minor edits were made to the preamble. The final rule package 
was returned to the Office of Management and Budget (OMB) for approval 
to publish in the Federal Register (FR). 

• The Department of Health and Human Services (HHS) had some comments 
on the proposed rule for DoD 5400.11-R. On July 15, DPCLO submitted to 
the lnfonnation Management Division (IMD) its response to HHS' 
comments. These comments will be sent to OMB. After OMB certifies the 
package. it will be published in the FR as a Proposed Rule with a 60 day 
public comment period. 

III. Privacy Compliance Metrics 

~ l<b)iV:) I gave an update and overview of the breach trends for the third 
quarter ofFY14. All charts were included in the PowerPoint presentation sent to DPB 
members via emai1. 
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IV. Training 

}ii> Important upcoming dates: 

DPC'LO CYltJ.4 T1 ilililJSi'I .... 
September, 2014 Privacy Act Essentials 

VTC Sessions: 

September 4th: Session 1 - History of the Privacy Act 

September 11th: Session 2 - Agency Requirements and 
Individual Rights under the Act 

September 18th: Session 3- Disclosure of PII and 
Associated Exceptions 

September 25th: Session 4-Privacy Act Exemptions 

October 6-8, 2014 Privacy Act Compliance and Management (PACMan) 
Three-day session, in-person only 

}ii> fl!!· lgave an update on the Compliance and Reporting Tool (CART). 
Updates and testing for Phase II of CART are complete. The official DoD Breach 
Reporting Form, DD Form 2959, is fully up-loadable into CART and is now the only 
fonn that can be uploaded di~ into CA,T. However, breach reports can still be 
manually entered into CART._ ·· _thanked Army, Air Force, the Office of the 
Secretary of Defense (OSD)/Joint Staff, and the Defense Health Agency (DHA) for 
their continued support of CART and for providing invaluable feedback for Phase II. 
DPCLO will begin the roll out of CART training to the remaining Component Privacy 
Officers over the next several months. 

V. Announcements and Reminden 

pl!? lannounced that on September 17, 2014, DPCLO will be hosting 
two Constitution Day events. Planning for the Pentagon activities is complete. There 
will be a color guard, the singing of the national anthem, and some guest speakers. 
Planning for the Mark Center activities is underway. There will be a table set up with 
materials, and there will be a brown bag lunch with a guest speaker. 

> P&Jt6J lnfonned DPB members that on July 16, DPCLO met withrmoo I 
ll!>X6> lo learn more about the Committee on National Security Systems (CNSS) 
privacy overlay. CNSS has drafted a privacy overlay to help implement privacy and 
security requirements that protect Personally Identifiable Information (PII). The 
overlay looks at each of the security controls and privacy controls listed in the National 
Institute of Standards and Technology (NIST) Special Publication 800-53 and attempts 
to create a common vocabulary for security and privacy professionals to discuss 
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relevant security controls and how they relate to privacy requirements. The overlay 
will be presented to the security personnel of the CNSS members the end of July for 
informal review and comment. Review and comment also needs to come from the 
privacy personnel. DPCLO will be scheduling a meeting later in July for a group of 
DPB members to learn more about the overlay and to ask them to work together with 
their security persoJUiel to review and to comment on this document. The document 
will go into formal CN~r coordinati:n in ear1~11 mit-1> *ego~ of being i~plen:iented 
by the end of the year. ~ ){6) Jthanked. ··· -~or takmg the lead m this area 
and getting the Privacy POCs involved in the CNSS process. 

> l(b){fij lmentioned that the TRICARE Management Activity (TMAVDHA 
has been working on this initiative for several ears. She would like l(b)(6} 
to attend the meeting. l(b)(B) khanked tl>'M6? for her offi .... ce-'s_p_a_rt""""ic-i-pa-t-io_n__, 

in the development of the overlay and stated at lb)(ti) 'll be invited to the 
meeting. l<b)(6), I also thanked CJ~ or o ering to host a meeting of DPB 
members to learn more about the privacy overlay. 

VI. Open Discussion 

> Request: fO,)X6l Jfrorn WHMO mentioned that his agency does not have a 
Non-Disclosure Agreement (NDA) covering PII in its user agreement. He requested an 
NOA from another agency while a new user agreement for his agency is being 
finalized. 

~: ~bXfil ~eplied that DPCLO could forward an e-mail request from~ 
~asking for NDAs from other DPB members. 

VII. Wrap up 

l\6)!6) ~hanked everyone for participating in the meeting. 

VIII. Next Meeting Date 

The next DPB meeting is scheduled for Wednesday, September 17, 2014, at I :OOpm EDT. 
DPCLO will inform DPB members if there are any changes to this date. 

IX. Meeting Adjourned 

Submitte~""""'"-----------------. 

_ l 6J cting Director, DPCLO 
Executive Secretary, Defense Privacy Board 

~ Disapproved 

~2~ 
Michael L. Rhodes, Director, Administration and Management 
Chairman, Defense Privacy Board 
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ATTENDANCE 

SERVICES POC Name Name Name 

Air Force Privacy Office x ~O)ll)J ?JlOJ •IJJlD/ tD)(tlJ 

- - -
- >-- -

Army Privacy Office x - - >-- -
- - >-- -

- >-- -
Marine Corps Privacy Office 

- - -Department of the Navy I USMC x x - - - -x 
- - -National Guard Bureall (NGB) x 

COMPONENTS POC Name Name Name 

OSD/JS Privacy Office {911.W ,,011,w JJXOJ 
- -Defense Advanced Research Projects x 

As.:ency (DARPA) - -Defense Contract Audit Agency (DCAA) x 
>-- -Defense Contract Management Agency 

(DCMA) 
- -

Defense Commissary Agency (DeCA) x 
- -Defense Finance and Accounting Services x 

(DFAS) - -
Defense Human Resources Activity x 
(DIJRA) - -
Defense lnlelligence Agency (DIA) 
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Defense Information Systems Agency x \11l1,or lQXl'.>:J llJKO) (D)(6) 

(DISA) ...__ - -
Defense Logistics Agency (DLA) x 

'------ .__ -
Defense Manpower Data Center (DMDC) 

- .__ -
Defense Security Service (DSS) x - - -
Defense Technical Information Center 
(DTIC) - - -
Defense Threat Reduction Agency (DTRA) 

- - -
Missile Defense Agency {MDA) x - - -
National Geospatial Intelligence Agency 
(NGA) ...__' .__ -
National Reconnaissance Office (NRO) x - ...__ - -

- - -
National Security Agency (NSA) x - - -
Office of the Director of National 
Intelligence (ODNIJ ·- - -
Qffice of General Counsel (OGG) 

'----- - -
Office of the DoD C/O 

'----- - -
DoD!G (Office of Inspector General) x 

'----- - -
Special Inspector General for Afghan 
Reconstruction {S!GAR) 

'----- - -
Defense Health Agency {DHA) Privacy x x 
Office - - - -

- - -
Information Management Division x 
(WHSIESD) - - -
White House Military Office (WHMO) 

- - -
White House Communications Agency x 
(WHCA) 

COCO MS POC Name Name Name 

U.S. AFR/COM (USAF Rf COM) nJ~l (f>}lt>J lb)(6) 
- -US. Central Command (USCENTCOM) 
- -

US. European Command (USEUCOM) 
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Stock 
U.S. Northern Command x {l;l](OJ, lOJ\OI. [DJ\PJ 

(USNORTHCOMJ - -U.S. Pacific Command (USPACOM) - -US. Special Operations Command x 
rus:wx:oMJ - -
U.S. Soulhern Command x 
(USSOUTHCOM) ,.__ -
U.S. Strategic Command (USSTRA TCOM) 

,.__ -
U.S. Transporlalion Command 
(USTRANSCOM) 

DPCLO POC Name Name Name 

DPCLO Auendance: ""'"' lDJ\W x IJXOJ 
- - -x x 
- - -x x x 
- - -x x x - -x x 

COMPONENT SUPPORT POC Name Name Name 

MITRIYAMC lDJlOJ lDJ\VJ DJ\OJ ~J\O} 

- - - >---

x 
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Defense Privacy Board Action Item List 

0 A 1pen ct ion terns L. (NOTE All b .. 1st SU missions to DPCLO h Id be S OU sent to o sd od .ncr. b d l am.m x. 1pc o-correspon ence,a:)lla1 .mt 

ll¢Ul;N'1,Qibet Topic A;~c>n I~.di D~riP~n ~ed DueDa~ Status Comments, 
TCI . -.. · ... 

20130918~0 l Policy Review the DA&M Memorandum DPCLO ASAP OPEN DPCLO has updated the August 
from August 2012 ("Use of Best 2012 Memorandum and 
Judgment for Individual Personally including language to address 
Identifiable Information (PH) Breach the GAO Report 
Notification Detenninations") to clarify recommendations. The initial 
what qualifies as an email breach. draft is with leadership for 

review. 
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Defense Privacy Board Action Item List 

ln ll kl clion h m I i t 

Item Number Topic 

2 LI ~06-0 I Polic 

_o 120815-0 I Polic 

Action Item Description 

Ju tification ln tru ti n n long r 
ref rs lo Comp nent l·orm · 
Management Officers; it simpl re crs 
to ' mponent" Wc.1. lhi ·hang 
intentional nd v. ill it create conlli t 
betv ecn Comp nent and DoD F rms 

lana er? 

A signed 
To 

DP 'L 
ill draft 

on11ss10n 

8 

Due Date 

+-------+-

Status 

PE DI ~ G 
RE Ol 1RCL 
0 HOLO 
P :, DJ G 

RI-:. OlJRCl·S 

Comments 

DPC L i d Y loping language 
an<l guidance for MO !MOJ\ 

I pri ac con id ration ·. 
1 < n hold p nding r sources. 



Defense Privacy Board Action Item List 

Closed Action Items List: 
Item Num))er To pie Ac&n Item Description Assigned Due Date Status Comments 

To 
20140319-01 Policy Clarify whether the Records DPCLO May2014 CLOSED OSD Records Management does 

Coiitrol sym~I should be DPB not recommend using this number 
placed onthe bottom of the in SORNs orthe Narrative 
SORN docwnents. Statement as this number changes. 

If needed, it would be better to use 
the assigned NARA approval 
number. 

20130918 .. 02 Policy Define "high impact" breaches DPCW ASAP CLOSED DPCLO addressed at November 
and define the difference 2013 DPB meeting. 
between actual vs. potential 
breach .. 

201305.15-01 Metil cs Ptovicle sOO:s. on the num):)er of DPCLO JuneDPB CLOSED DPCLO pre~ented sta~ at July DPB 
Individuals affected by high meeting. 
impact breaches and theJype of 
breacll.. 

20130515~02 Co~pliance Requestguidance on whether·Jp OPCLO ASAP CLOSED DPCLO presented guidance at July 
fl4dte~ an; .conside:red PU DPB meetiruz. 

20130417-02 
" 

Complu.rtce Request.guidance· doculll:erits on DPCLO ASAP CLOSED DPCLOpresented at July DPB 
hc>w: to categorize a breach. meeting• 

.2f) 13Q4f7-01 Metric$ Add it_pie c_bm:t fot. breaches to DPCLO MayDPB CLOSED DPCLO incb,14ed the:re:quested 
sh{)w the type of breach by chart (bar graph, not pi¢ chart) at 
number of individuals impacted the May lS,2013.DPBmeeting. 
hv that ca.~egqry ofbreacb. 

20130320:;.(}2 Othet · Mov~ faee to face Defense DPCLO _ASAP CLOSED All DPB meetings will statt at 
Privacy Board· Meeting.to 1 :OOpm eastern time. 
aqccrinm~~mQre .membel'S. 

20.1'30320-0l Cbtit_Pliailce White ao~ 'Militaty Office DPCLO ASAP CLOSED Subsequent cont®t·was ·made with 
·(WtlMQ)·askedJor ~tance in the Com,pol).~tit:LVolv~'. F(>llow-
t}Je.Jom:twillg. Then WHMO up communication~ tak~n place . 
. contacted.another Component 
·reiwding_a lm:achincident. It's 
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been a nwnber of weeks since 
the other Component contacted 
WHMO to follow-up on the 
breach. 

20130220-02 Other When will DISA implement DPCLO ASAP CLOSED DISA bas not made a decision at 
their software for DLP? this time to implement the DLP tool 

DoDwide. 
DPCLO will provide infonnation when it 
becomes available from DISA. 

20121206-04 Compliance NARA is in the process of DPCLO ASAP CLOSED NARA provided DPCLO with the 
' overhauling the disposition General Review Schedule for 

schedule; DPCLO representation review and comments. Comments 
at those meetings might be were provided to NARA March 6, 
beneficial to the Privacy 2013. DPCLO contacted NARA 
Program and will be part of working group 

involved in the overhaul of the 
disposition schedule. We will keep 
board members updated. 

20130220-01 Compliance DLA sent forward comments DPCLO ASAP CLOSED Comments received from DLA 
about DD Fonn 2959 which were forwarded to DoD Forms 
were not incorpomted into the Manager by DPCLO. DPCLO is 
final form awaiting response from DoD Fonns 

Manager. 

DPCLO will follow up with DLA 
reurding comments. 

20130220-03 Other A number of attendees asked DPCLO 3/20/2013 CLOSED DPCLO is scheduled to present 
questions about adopting a DLP slides at the March face to face 
product and strategy. DPCLO Defense Privacy Board meeting. 
will present slides and other 
information regarding DLP 
applications. 

20130220·01 Compliance DLA sent forward comments DPCLO ASAP CLOSED Comments received from DLA 
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about DD Form 2959 which were forwarded to DoD Forms 
were not incorporated into the Manager by DPCLO. DPCLO is 
final form awaiting response from DoD Forms 

Manager. 

DPCLO will follow up with DLA 
regarding comments. 

20121206-02 Training Offer train-the-trainer DPCLO April 2013 CLOSED This request being updated for the 
opportunities through which Privacy Act Compliance and 
Component Privacy Officers can Management (P ACMan) and 
learn how to crosswaJk privacy DPCLO Privacy Officer 
with their Component IT Professionalization (DPOP) course. 
personnel 

201201206-03 Compliance Develop guidance that assists DPCLO MarchDPB CLOSED Guidance is already provided in the 
DoD personnel in understanding PACMan and DPOP training. 
the relationship between existing 
privacy laws and regulations as 
well as how to implement the 
privacy requirements of each 

20120815-02 Other Can CART be modified to auto (DJ(OJ SepDPB CLOSED This request is currently not an 
generate a tracking nwnber option due to technological and 
instead of the US CERT fiscal constraints. 
number? 

20120815-03 Compliance DPCLO will circulate the CIO °'J\UJ 31 August CLOSED Memos circulated with the DPB 
FISMA memo to DPB members 2012 minutes; 
for use in obtaining compliance 
with FISMA reporting Memos will be circulated with the 

DPB minutes from the Dec 12 
meeting as well. 

20110615-01 Other US-CERT reporting concerns for All TBD CLOSED OHS Privacy Office memo 
inclusion in DPCLO proposal Components distributed as FYI in lieu of DoD 

memo 
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20120523-01 Compliance DPCLO wilJ provide DPB with . All 5124/2012 CLOSED 
breach statistics of number of Components 
individuals affected by paper 
records for 2nd Quarter FY12 

20120523-02 Policy The Civil Liberties Program (b)(6J TBD CLOSED Question posed by DARP AJ<b>C6> 

Instruction defines privacy as "a lDJl.0} sponded during Aug 15 
right recognized by the meetmg. Additional Questions may 
Constitution", however the be addressed t<:l(DJ(.OJ I 
Constitution does not reference Director for Civ11 L1t>ert1es. 
privacy in this manner. How will 
this be rectified? 

20120523-03 Policy PL 110-53 which authorized the (b){6) TBD CLOSED ~posed by NOB. ll0x0
> I 

civil liberties program confines sponded during Aug 15 
hs scope to terrorism related meeting. Additional questions may 
activities however the civil be addressed t<tb~ I 
liberties program goes beyond Director for Cin 16erties. 
that realm. Under what authority 
was this scope expanded and in 
consideration of the complaint 
reporting requirement has this 
change been communicated to 
Congress? 

20120119-01 Policy Can the DoD ID number be DPCLO/ TBD CLOSED DMDC is investigating the 
hidden when signing documents DMDC technical aspects of this inquiry. 
or email? 

20120313-01 Policy DPCLO request implementation All ONGOING CLOSED Please send suggestions for guide 
guide topics from Components Components topics to c ~y 

the next . 
20120119-03 Policy Publish Info Papers to web and DPCLO TBD CLOSED DPCLO is retooling the info papers 

SharePoint to deliver them as implementation 
guides. 

20120119-02 Policy Provide comments on Cross All 112712012 CLOSED 
Component Breach Man82ement Components 
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and DoD ID Number Info Papers 
bv COB Jan 271h 

20120119-04 Other Provide any CSOP feedback or All 2115/2012 CLOSED 
recommendations to topics of Components 
discussion for the CSOP Forum 
tentatively planned for March 

20111130~01 Policy Determine if DoD ID Number is DPCLO TBD CLOSED DMDC and P&R are working on 
releasable under FOIA legal opinions to support a "2" 

exemption under FOIA for the 
release of the DoD ID number. 
i;,pffered comments on 

IB issue during the Jan 19, 2012 
meetin2. 

20111130-02 Training Detennine if group JAPP DPCW TBD CLOSED DPCLO has no funding to support 
Certification training is possible such training. Components can 
for Components based on budget hold this training if they can fund it 

themselves. 
20111130~03 Training Detennine if DLA will be able to DPCLO/ TBD CLOSED The FY12 course was developed 

assist with enhancing the privacy CIO/DLA and posted in October 2011. We 
portion of the Information can revisit for FY13. 
Assurance (IA) tminimz 

20111130~04 Compliance Provide SSN use justifications All 1/1712012 CLOSED 
Components 

20110817-02 Policy Determine if e~mails containing DPCLO TBD CLOSED For .MIL to .MIL only, where the 
PII sent on a secure DoD need to know condition is met, 
network need to be encrypted emails containing PII do not need 

to be encrypted. 
If the need to know condition is 
NOT met, the email goes to an 
address other than a .MIL, or if 
other inappropriate activities come 
to light, then an unencrypted email 
is reoortable. 
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20110817-01 Compliance Provide list of systems to be All 9114/2011 CLOSED 
reviewed during FY12 Ql for Components 
SSN use reduction 

20110720-01 Policy Verify e~mail encryption policy DPCLO 08/17/2011 CLOSED Updates incorporated into revised 
in proposed DoD 5400.11-M manual. 

20110720-02 Policy Expedite SSN Use Reduction DPCLO/ ASAP CLOSED IQ>Jt~! Ito follow-up with 
Instruction signature. DHRA DHRA regarding strategies. 

20110615-02 Training Breach Management and All 06/2212011 CLOSED Send completed survey to 
Prevention Training Survey Comoonents dpo.correspondence<@osd.mil. 

20110615-03 Compliance Quarterly Reports including All 07/15/2011 CLOSED 
Section (m) Contractor Reviews Comoonents 

20 I 00818-04 Other Address SSN removal from DPCLO TBD CLOSED Address SSN removal from records 
records with NARA. with NARA. 

20100519-02 Other Disposition of PU stored in copy DPCLO/ TBD CLOSED Discuss details witlfOO<'> I 
machine hard drives DLA 

20100519-04 Policy Guidance and contract language DPCLO TBD CLOSED To be addressed after submission 
outliniJU?: contractor liability of first Section (m) reviews 

20 l 00519-05 Policy Guidance/templates Components DPCLO TBD CLOSED Data being collected via CSOP 
could use to determine optimal Survey. 
resource levels and justify 
fundiJU?: 

20100818-01 Other Flash Memory DPCLO TBD CLOSED Research Flash Memory 
20100818·02 Other Ensure Privacy FAR clauses DPCLO TBD CLOSED Section M reviews have 

cited in contracts commenced 
20100818-03 Other Reassignment of SSN review in DPCLO/ TBD CLOSED Outside scope of DPB 

DITPR to CIO. CIO 
20100818~05 Other Contact CIO Council to host a DPCLO/ TBD CLOSED DHRA is appropriate lead. 

guest speaker on SSN Reduction CIO 
Lessons Learned. Council 

20100818-06 Other Research locations/availability DPCLO TBD CLOSED Research locations/availability of 
of lists published from 1930s to lists published from 1930s to 1990s 
1990s which contain service which contain service member 
member names and SSNs. names and SSNs. 
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20100519-08 Policy Take a look at Memberships DPCLO TBD CLOSED Establish in Directive for Privacy 
and Civil Liberties. (Issues two 
sets of principles etc.) 

20100519-07 Other Joint Base Physical Access Issue Navy/AF TBD CLOSED Keep on parking lot 
(Base Commanders not 
Addressing PA, sponsoring 
visitors) 

20100519-06 Reporting Clarification on what DPCLO TBD CLOSED No coordination outside of 
coordination is required for Component Privacy Office 
completing the 'Scope of required .. 
Advice' FISMA Report 
question, e.g. should 
Components query GC for the 
scope of privacy advice they 
have provided 

201005 19·03 Policy Boilerplate contract DPCLO TBD CLOSED OMB currently drafting FAR 
language/FAR clause requiring clause 
Privacy Act traininsc 

20100519·01 Reporting SORN Pre-Deployment Air Force TBD CLOSED Discuss with CIO. 3-6 month 
Category in DITPR timeline. 

20100120-01 Civil Liberties Submit Points of Contact All 20100701 CLOSED Component Privacy Officers asked 
• "Organizational Components to help Component leadership 

Placement and Structure identify points of contacts ASAP 
of the DoD Civil 
Liberties Officer 
Function" 

20100120-02 Reporting Submit Quarterly Reports to All 20100515 CLOSED Due the 15m workday following the 
DPO: Components close of the quarter. Last 

• Biennial Privacy submission was 20100115. 
Training Report 

• Section 803 of the 9/11 
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Defense Privacy Board Action Item List 

Commission 
Recommendations 
Report 

• System of Records 
Notice Review Report 

20090218-02 Reporting Submit comments on the revised All 20090731 CLOSED Comments due July 31, 2009. 
Breach Report template to DPO. Components 

20090715-0 l Reporting Installation Physical Access All 20090731 CLOSED Responses due July 31, 2009. 
Control Systems Infonnation. Compcnents 

20090715-02 Reporting FISMA Privacy Report. All 20090817 CLOSED Responses due August 17, 2009. 
Companents 

20090218-04 Civil Liberties Develop and track Civil DPO Ongoing CLOSED DSD signed May 9, 2009 memo 
Liberties Officer package designating Acting DA&M as DoD 

CLO. 
20090415-02 Policy Develop guidance on the DPO 20091201 OPEN Guidance will be posted to DPO 

considerations when emailing of website as a FAQ. 
PII within a Component agency, 
across the Department and 
outside the Deoartment. 

20090415-01 Other Confinn DPO mailbox accepts DPO 20090501 CLOSED DPO mailbox can accept encrypted 
encrypted and FOUO messages and FOUO messa2es. 

20090218-05 Reporting Provide comments on revised All 20090403 CLOSED Duplicate and error. Refer to 
breach reporting template to Components 20090218-02. 
DPO. 

20090318-0 l Reporting A request from Component for DPO 20090401 CLOSED Authority is in the 5400.11-R and 
DPO to provide Authority for the OMB Circular A-130. DPO 
training reports. memorandum sent April 3, 2009. 

20090218-03 Policy Provide comments to DPO on All 20090430 CLOSED Extension granted by Director, 
DoD 5400.11, DoD 5400.11-R, Components DPO. 
DoD memorandum 
'"Safeguarding Against and 
Responding to the Breach of 
Personally Identifiable 
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Defense Privacy Board Action Item List 

Information,', 25 Sep 2008, and 
all Defense Privacy Board 
Advisory Opinions. 

20090415-03 Policy Provide guidance on how to DPO 20090520 CLOSED Concerns addressed. Guidance 
delete an exemption from a template forthcoming. 
SORN. 

20090318-02 Reporting Section 803 of the 9/ 11 All 20090715 CLOSED Consolidated under Item Number 
Commission Recommendations Components 20090218-01. 
Report. 

20090318-03 Reporting Systems of Records Notice All 20090715 CLOSED Consolidated under Item Number 
Review Report. Components 20090218-01. 

20090617-01 Reporting Submit comments on All 20090626 CLOSED Comments due June 26, 2009. 
consolidated Quarterly Report Components 
template to DPO. 
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--,. Policy and Guidance 
-,. Compliance 

-,. Training 

--,. Announcements/Reminders 

-,. Open Discussion 

.,. Review of New Action Items 

.,. Adjournment 



Defense Privacy Board (DPB) and Defense Civil Liberties Board (DCLB) 
Meeting Minutes for October 1, 2014 

I. Welcome and Opening Remarks 

The meeting was called to order by r::; Lxcting Chief, Defense Privacy and 
Civil Liberties Division (DPCl.D). I !introduced Mr. Michael Rhodes, Director of 
Administration who remarked on his time serving as the Senior Agency Official for Privacy 
(SAOP) and Civil Liherlics Officer for the Department of DefenSi! in his former position as 
Director of Administration and Management (DA&M). 

Mr. Rhodes emphasized the importance of the Department's Privacy and Civil Liberties 
Programs and introduced Mr. David Tillotson, Assistant Deputy Chief Mimagement Officer 
(I)( 'MO). Mr. Tillotwn will take over as the SAOP and Civil Liberties Officer until the 
DCMO position is officially filled. 

Mr. Tillotson spot.I.' about the reorganization of the ODCMO and the placement of the DPCLO 
within the newly-established Dircclomte for Oversight & Compliance ( DO&C). Mr. Tillo1son 
sln:ss~:d the importance of the Department's Privacy and Civil Liberties Programs and 
emphasized his commitment to both programs. 

II. Policy and Guidance 

DoD Controlh..·J Unclassified Information (CUI): rxe) IDeputy Director 
for Privacy. spoke about the Memorandum on Unauthorized Disclosures of Classified 
Information or Controlled l •nclassificd lnfonnation on DoD lnfonna1ion Systems. 
dated August 14, 20 I ·1. The mcmorandmn is a reminder to Comp1 'lll'llh tha1 they are to 
develop implement and enforce procedun:s lo prevent the 1111au1h1,ri1cd disclosure of 
classified information and CLll lm l>ol> infonnation systems. All users of DoD 
information systems must understand and comply with all existing pol icy guidance. 

DoD Privacy Directive & Manual Update:F L ...... )(1-6) ......... ~----IProvidcd an update on 
the status of Doi> Directive 5400.11 and l>oD 5400.11-IC 

• OMB has approved DoD DirectiH· 5400.11 for publication in tlu: Federal 
lkµ.ister as a I' inal Rule. 

• 'll tl' final package was routed to Mr. Rhodes. I >i 1 C'('f. ., ol Adminis1 ra11"n 
and up to Mr. Tillotson for signature. Once this is complete, the package 
wiJI be ready for the Deputy Secretary of Defense signatun:. 

• Tiu- DoD Manu<tl 5400. I I remains with OMB for review. 

DoD Cjvjl I ibl·rticr. lnstmction Upd;1te and 1'~'' DI> h1nu:l(b)(&) lspoke 
about Dl'CLI l prugrc:;s lo\\ an.ls revising the DoD Civil Liberties Program Instruction. 
1000.29. At thi ... time. the instmction is in the Security Review. Afh·r this plw,e is 
compkted. the instruction will be ready for signature. There are four categories of 
changes that arc being made to this instruction: 



• The first category covers reorganization-related changes. DPCLD updated 
1000.29 to reflect the reorganization of DPCLO underneath the DCMO. As 
such. the revised Instruction will show that the responsibilities of the DoD 
Civil Liberties Officer now fall under the DCMO instead of the DA&M. 

• Second, DPCLD changed the frequency for submitting the 803 reports from 
quarterly to semiannua11y. to reflect the amendment in Section 329(b)(4) of 
P.L. 113-126, the Intelligence Authorization Act for Fiscal Year 2014. 

• Third, DPCLD included a more in-depth description of the content of the 
803 report. This added language is taken directly from section 803, as 
amended. 

• Finally, the revised DoDI 1000.29 will prescribe an official DD Fonn for 
civil liberties 803 reporting. This form will be titled 00DD Fonn 2984: 
""Component Civil Liberties Report (42 U.S.C. 2000ee-l)." This fonn will 
replace the current civil liberties reporting template once the change to 
DoDI I 000.29 is signed and published. The form is in a PDF format that 
includes dropdown menus and fill-in-the-blank fields that should make what 
is being asked for clearer, and should make your responses easier to provide. 
The form will be available on the DoD Forms website. DPCLD hope to use 
this fonn for our next report for the report due on October 15, 2014. 

-, Update on Section 803 Report Requirements: As a result of the 2013 Open 
Government National Action Plan, a Section 803 Quarterly Reporting working group 
was formed across federal agencies to make privacy information more accessible by (1) 
improving the accessibility of Privacy Comp I iance Reports (downloadable and 
searchable); and (2) updating and improving reporting on Federal Agency Data Policies 
and Practices (agencies collaborate to review content, consider best practices and make 
information meaningful on how personal information is managed). 

The working group met in the later part of 2013 and early 2014 and determined the 
frequency for submitting reports for the Section 803 Quarterly Reports should be 
reduced from quarterly lo semi~annually. Legislation was passed July 2, 2014 to 
implement this change via Section 329 (b)(4) of P.L. 113-126, Intelligence 
Authorization Act for Fiscal Year 2014. The submissions of the semi-annual Section 
803 reports are effective immediately. However. DoD Components should submit their 
reports as scheduled on Oct 15, 2014. 

SORN Review Update: r;x'l lreminded the Defense Privacy Board 
and Defense Civil Liberties Board members about DPCLD's original goal of having 
old SORNs (dated 1993-2007) reYiewed and completed by June 30, 2013. However, 
\\-ith the ever increasing amount of systems that have Paperv•ork Reduction Act 
requirements, this goal was not obtainable. DPCLD will follow-up periodically with 
each Component to see how their efforts are progressing. 

A new SORN database has been developed that will automatically add the two year 
review date after a SORN has published in the Federal Register. This \\ill help the 
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DPCLD track Component compliance \\ith the Privacy Act requirement to review 
SORNs every two years. 

P. Records Management: e: !provided an update on pending 
National Achieves and ~ordS Adlmmstratmn (NARA) approval retentions schedules. 
In January, the DPCLD, in conjunction with DoD Records Management, compiled and 
sent out a list of the Component SORNs v.ith '"Pending NARA approval" retention 
schedules. There were approximately 85 at that time. The email informed recipients of 
the DPCLD's efforts to ensure all SORNs are current and reflect the Department's 
authorized collections. Component POCs were asked to continue to work with their 
Component Records Manager, as they may have documentation showing that (a) a SF-
115 was submitted to NARA or {b) an applicable General Records Schedule {GRS) has 
been assigned. 

IM lreminded the Components not to overlook Block 8 of the SORN Tab 
on the 803 Quarterly Report. When SORNs are submitted with a "Pending disposition" 
DPCLD asks the Components to include a copy of the submitted SF 115, if possible, or 
a note from the records m~agcr that the action is being worked with NARA. Please 
work withl(Jt)(8) ; when she sends out the periodic spreadsheet for updates to 
retentions. 

III. Compliance 

-,. Breach Trends: J: ~rovided an update on Breach Trends from 
June to August, and percentage of breaches by incident type between all of FY 13, 
FY14QI. FY14Q2, and FY14Q3 to date. All charts were included in the PowerPoint 
presentation sent to Defense Privacy Board and Civil Liberties Board members via 
email. 

-,. Civil Liberties Complaint Trends: rx6
> lprovided an update on the trends in 

Civil Liberties complaints in quarters 1, 2, and 3 of FY14. All charts were included in 
the PowerPoint presentation sent to Defense Privacy Board and Civil Liberties Board 
members via email. 

,. 2014 Civil Liberties Model Program: l(b)(G> I provided an update on the 2014 
Civil Liberties Model Program. Last year, DPCLD created the first DoD Civil 
Liberties Model Program Checklist. This checklist provided goals and objectives as 
benchmarks to help Component Ci,·il Liberties Programs achieve compliance with the 
DoD Civil Liberties Program. Each checklist task is assigned a point value, and once a 
Component reaches a predetennined point total, that Component's program is 
considered a Model Program. 

Since DPCLD received positive feedback from their Civil Liberties points of contacts 
(POCs) regarding the 2013 Model Program Checklist, it created another checklist for 
2014. The 2014 checklist builds on the tasks from 2013. There is some carry over, but 
there are also new items intended to help Components grow and enhance their 
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programs. This year's checklist is divided into different sections based on the goals of 
the DoD Civil Liberties Program as derived from DPCLD's mission: advice~ 
monitoring, official reporting, training, outreach, and program participation. While last 
year's checklist was based around the 2013 fiscal year, the 2014 checklist is based on 
the calendar year. That means that Components have through December 2014 to 
complete their checklists. So far this year DPCLD has hosted two ••Model Program 
Workshops" to help POCs work on their checklist tasks. 

Last year, DoD recognized 26 Component Model Programs during a ceremony held at 
the Pentagon in October. Mr. Rhodes presented the Chief Civil Liberties Officers 
(CCLO) and POCs from each Component that achieved Model Program status with a 
certificate and letter of recognition. The 2014 Model Program Recognition Ceremony 
wi II be held in January 2015, providing Components with three months to work on their 
checklists. 

A similar Model Program is being developed for the Component privacy programs. 

IV. Tnining 

Upeoadng Privaq ~ Sebedale 

October 6-8, 2014 Privacy Act Compliance and Management (PACMan) 
Threeeday session, in·person only 

January 2015 Privacy Act Compliance and Management (PACMan) 
Webinar (DCO) and ln·Person 

January 8, 2015: Guest Speakers 
January 15, 2015: SORNs 

January 22. 2015: Breaches 

February 24-26, 2015 Privacy Act Compliance and Management (PACMan) 
Three-day session, in·person only 

April 2015 Privacy Act Compliance and Management (PACMan) 
Webinar (DCO) and ln·Person 

April 16, 2015: Guest Speakers 
April 23, 2015: SORNs 

April 30, 2015: Breaches 

May 12-14, 2015 Privacy Act Compliance and Management (PACMan) 
Three·day session, in·person only 

September 22-24, 2015 Privacy Act Compliance and Management (PACMan) 
Thre~ay session, in·person only 
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October 2015 Privacy Act Compliance and Management (PACMan) 
Webinar (DCO) and In-Person 

October 8, 2015: Guest Speakers 
October 15, 2015: SORNs 

October 22, 2015: Breaches 

To sign up for any of these trainings, please email: osd.ncr.odam.mbx.dpclo­
training(i!1mail.m i I. 

Other Upcoming Privacy Tr.ming 

November S-6, 2014 JAPP Practical Privacy Series 
https://privacyassociation.org/conferences/ 

December 2-3, 2014 JAPP Practical Privacy Series 
https://privacyassociation.orglconferences/ 

)ii> Available Civil Liberties Training:~ I provided an overview of the 
three types of Civil Liberties traini~t the DPCLD offers. Each training is targeted 
towards a different audience within the DoD. 

The first type of available Civil Liberties Training is the Executive Briefing. This 
training is designed for senior level staff, including SES, flag officers, and general 
officers. It provides a very brief, high level overview of the DoD Civil Liberties 
Program and associated requirements. It is a short slide deck intended to be presented 
as a desk-side briefing by the CCLO or POC. 

The second type of available training is the Complaint Processor Training. This 
training is meant for DoD employees who are complaint processors and receive and 
process complaints as part of their normal duties. For example, complaint processors 
could be Inspector Generals or those working in Equal Employment Offices. The 
training gives a brief background on civil liberties and the DoD's civil liberties 
reporting requirement. It also explains how complaint processors can help fulfill the 
reporting requirement by keeping an eye out for complaints that include a civil liberties 
issue, and reporting lhem to their Component Civil Liberties POC. This training is 
available in two formats: in-person where DPCLD staff will provide training at the 
Component site with Component complaint processors upon request and web-based. 
The web-based training is currently available on the WHS LMS iCompass for those 
with access, and some Components have also made the training available on their own 
LMS or internal websites. 

The third type of training is the Civil Liberties Awareness Training for the general 
workforce. This training is designed for anyone working at DoD and includes service 
members, civilian employees, and contractors. This training was created to raise 
awareness about the DoD Civil Liberties Program throughout the Department, and to 
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provide the DoD community with some basic civil liberties knowledge. The workforce 
training is also available on the WHS LMS. and some Components have made it 
available on their own LMS and internal websites. DoD personnel should contact their 
Component's civil liberties POC or DPCLD for more information about civil liberties 
awareness training. Taking this training is a great way to remind yourself of the rights 
and freedoms that DoD service members and civilian employees vowed to support and 
defend when taking the oath of office/enlistment. 

V. Announcements and Reminders 

, Constitution Day and Citizenship Day: t; I spoke about the recent 
Constitution Day and Citizenship Day (D} hosted at the Pentagon and the Mark 
Center. On September l 71

h, the DPCLD partnered with the Defense Civilian Personnel 
Advisory Service (DCPAS} to host CDCD events for DoD at the Pentagon and the 
Mark Center. At the Pentagon event, the commemoration of Constitution Day and 
Citizenship day was held in Airman's Hal nt opened with a presentation of 
colors, followed b r J DPCLD Director for Civil 
Liberties, and Senior Anomey Advisor and Civil 
Liberties POC~. .... · DISA Attoley advisor, gave a presentation 
on the history of the Constitution, and&(' Senior Air Staff Counse I. 
discussed a contemporary constitution issue on the use of social media. 

At the Mark Center, DCPAS provided educational materials about the Constitution and 
the DoD Civil Liberties Program at their booth outside of the cafe. 

;;.. e ~minded attendees that the next Section 803 Report is due to the 
CLO by OCtober 15, 2014.,(6)(61 ~oted that DPCLD is finalizing a web-based 

privacy training for the genera Workforce, and that it should be coming out in late 
November. There is one open action item from the last Defense Privacy Board 
meeting, reviewing and updating the 2012 DA&M Best Judgment Memorandum. lbe 
updated memorandum on breach requirements is with legal review. 

VI. Open Discussion 

, Request: USSOCOM's FOIA office requested that an action item be added for the 
DPCLD to provide guidance pertaining to the EU •·right to be forgotten•· court decision. 

Response: fbXti> I replied that the DPCLD would add it to the list of open action 
items and provide guidance to the entire DPB. 

VII. Wrap up 

llh)(61 ~hanked everyone for participating in the meeting. 

VIII. N'ext Meeting Date 

The next DPB meeting and DCLB meeting are scheduled for Wednesday, January 21, 2015. The 
times and location are TBD. 
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IX. Meeting Adjourned 

Submitted by 

r: r~ l 
Tuiecutive s~~mg Chief, DP~LD 

, efense Privacy Board 

R6)mf----

I rt1es, DPCLD 

-

_____ _J Director for Civil L'be . 
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ATIENDANCE 

SERVICES POC Name Name Name 

Air Force Privacy Office x lDXUJ x ID,l\W x ~v1_1.u1 Dll,O/ 

- - - .. 

- - -Army Privacy Office x x x - ;--- - -

- - ;--- -x 
;--- ;--- -

Marine Corps Privacy Office 

- ....____ -
Department of the Navy I USMC x x x x 

;--- - - -x x 
- - -National Guard Bureau (NGB) x 

COMPONENTS POC Name Name Name 

OSDIJS Privacy Office x lDJ\O) x Q>Jlti) x ',µ11,UJ x ~Ol/'l,U/ - ....____ 
Defense Advanced Research Projects 
Agency (DARPA) ..__ -
Defense Contract Audit Agency (DCAA) x x ,___ -
Defense Contract Management Agency x 
(DCMA.) - -Defense Commissary Agency (DeCA) x 

- -Defense Finance and Accounting Services x x x x 
(DFASJ - -
Defense Human Resources Activity x x x 
(DHRAJ 

;--- -
Defense lntellige11ce Agency (DIA) A -- ••wa.'J 
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- (µJ\Q) ,.;)(ti), I-Defense b!f(wmation Systems Agemy ~"'11,"l x '"""' 
(DISAJ 

-- ~~- -Defense logistics Agency (DLA) x x x 
Defense M'mpower Data ('enter (DMD<.') -- ,___ 

.... ,__ ,.._,._ -Defense Security Service (DSS) x . . ,_,__ --- -Defen.w! Technical h!fimnalion ('en/er 
(DTIC'J 

- -- ~ Dejense Threat Reduction AJ{ency (DTRA) x x ,__ ,___ 
~ Missile Defense AKe11C.:Y (MIJA) x 

- ..... _ 
-Natiomll Geo.v)ufiu/ /111elli}(ence Agenc:v 

(NGAJ 
- ,..,..._ -Nutiona/ ReconnaissmKe (Y./lce (NRO) x -x x - ,__ -
- -- -Nationul Security Axency (NSA) x x 

( N}ice qf the Di reel or t?{ Nat iona/ - to-r--: ,_, 

lntelli2ence (0/JNIJ 
q/jice qf" <Jenerul ( 'oun.w!l (0(J( ') x -
<Wice qj'the Do/J ('/() x ,..._ -· 
Do/JIG ((?/fice qf lnspeclOr Ueneru/) 

,..._ -x x x 
Special lmpel·Jor General/hr A,fj{han - .---
Reconstrul'I i<m (S/(JA R) 

-Defense lleu/Jh Agenq (DI/A) Privctq x x 
Oj)ice - -x x 
WIIS!E:WJ x ,..._ 

WI/MO - -

WI/CA x - ,..._ 

DTSA x - -- -ODCMO x x 
OS/J((') x -
OASD-LA x -
OASD-RA x -

-OSD-OEA x x x x ,..._ -DoD-S/00 x x -
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COCO MS POC Name Name Name 

US. AFRICOM (USAFRICOM) {DJ\l>J ,Uf'..Q} :oxtsJ [D)(ts) 
------ - -US. Cemral Command (USCENTCOA..f) x 
------ - ~-

US. European Command (USEUCOM) - - --US. Northern Command x 
(USNORTHCOM) - -U.S. Pacific Command (USP ACOM) - -US. Special Operations Command x 
(USSOCOMJ - - -US. Southern Command x x x 
(USSOUTHCOM) -
US. Strategic Command (USSTRATCOM) 

- -US. Transportation Command 
(USTRANSCOM) 

DPCLO POC Name Name Name 

DPCLO Attendance: x OXOJ x [O/\DI x (U/\Q} x lO)lOJ 

- - - -x x x - -x x x 
- - -x x x x 

COMPONENT SUPPORT POC Name Name Name 

MITRE/AMC \UJl,O/ lDJ\OJ [O)(tl) {0)(0) 

- - - -x 
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Defense Privacy Board Action Item List 

( >rcn i\ r 11on terns .ISi (. ( - :: A :>ll llTI1SSHlllS lo I ' ~ )ff 11 l . . 
' u DPCI C) ~ Id be sent to \ · .ncu .m x. 1pc (1-c(lrrespon ence-:a;mai .m1 J xiam hd I d ·1 ·1 

Item Number Topie Actfun~.Ite:m D•cription ~ea-
To Du•· Date Status Comments 

20141001..01 Policy Provide feedback and guidance DPCLD ASAP OPEN 
pertaining to the EU ''right to be 
forgotten" court decision 

20130918-01 Policy Review the DA&M Memorandum DPCW ASAP OPEN The DCPLD is continuing to 
from August 2012 ("Use of Best work on the revision and to 
Judgment for Individual Personally address and incorporate the 
Identifiable Information (PU) Breach recommendations of the GAO 
Notification Determinations") to clarify Report "Agency Rcponses to 
what qualifies as an email breach. Breaches of PU" (GA0-14-34) 
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Defense Privacy Board Action Item List 

Item Number Topic 

_OLL06-0I Polic_ 

Pol in 

.Action Item Description 

rm i • h 'tter pri\ · '~ con idcration:· 

• ·. "\ Justi Ii 'ation Instruction no longer 
n:li:r · to C011poncnt I· rm 
. l.mm.rcmcnt Officer:: It impl r·fcr. 
t Comp ncm:. \\a: thi change 
intl:nti m I and will it c ate a onlli t 

t:tw •en C omponcnl and oD hmn · 
1 nag.er.·'? 

Assigned 
To 
DPCIO 

IWCl.O 
will drntt a 
m'mot 
· <ldr' ·: thi. 
om1:s1 n 

12 

Due Date 

• CJ DPB 

Status 

0. ' 1101 D 
Pl: . DI:\( i 

RF. Ol 'RCI..' 
0 ,. llOLD 
PE. :rn 1CI 

RL Ol.RCI·. 

Comments 

DP( LO i: dcYdopini:. lunguag.c 
an<l guidarn: for \[Ol \10 
pri' acy con. idcrations. 
On hold pending resource .. 



Defense Privacy Board Action Item List 

( '\,,_~ .... ·~! \dl\ll) fll'll\> I i~I 

Item Number Topic Action Item Description Assigned Due Date Status Comments 
T<t 

20140319-01 Policy Clarify whether the Records DPCLO May2014 CLOSED OSD Records Management does 
Control Symbol should be DPB not recommend using this number 
placed on the bottom of the in SORNs or the Narrative 
SORN documents. Statement as this number changes. 

If needed, it would be better to use 
the assigned NARA approval 
DUD).ber. 

20130918-02 Policy Define "high impacf' breaches DPCLO ASAP CLOSED DPCLO addressed at November 
and define the difference 2013 DPB meeting. 
between actual vs .. potential 
breach. 

20130515-01 Metrics Provide stats on the number of DPCLO JuneDPB CLOSED DPCLO presented stats at July DPB 
individuals affected by high meeting. 
impact breaches and the type of 
breach. 

20130515-02 Compliance Request guidance on whether IP DPCLO ASAP CLOSED DPCLO presented guidance at July 
addresses are considered Pll DPB meetin2. 

20130417-02 Compliance Request guidance documents on DPCLO ASAP CLOSED DPCLO presented at July DPB 
how to categorize a breach. meetimr. 

20130417-01 Metrics Add a pie chart for breaches to DPCLO MayDPB CLOSED DPCLO included the requested 
show the type of breach by chart (bar graph; not pie chart) at 
number ofi.ndiV:iduals impacted the May 15, 2013 DPB meeting. 
by that category of bieach. 

20130320,.02 Other Move face to face Defense DPCLO ASAP CLOSED All DPB meetings Will start at 
Privacy Board Meeting-to l:OOpm-eastem time. 
accommodat¢-more:merQ.bers. 

20130320-01 Compliance White House MilitatY O_ffice -DPCLO ASAP CLOSED Subsequent contact was made with 
(WHM:O) askedfor·asSist3neeJn · therC~n~ involved. Follow-
the following. Then WHMO up comm;auicationhas taken place. 
conwcted.another Com:ponettt 
re_...iliuiil a breach incident Ifs 
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been a number of weeks since 
the other Component contacted 
WHMO to follow-up on the 
breach. 

20130220-02 Other When will DISA implement DPCLO ASAP CLOSED DISA has not made a decision at 
their software for DLP? this time to implement the DLP tool 

DoDwide. 
DPCLO will provide information when it 
becomes available from DISA. 

20121206-04 Compliance NARA is in the process of DPCLO ASAP CLOSED NARA provided DPCLO with the 
overhauling the disposition General Review Schedule for 
schedule; DPCLO representation review and comments. Comments 
at those meetings might be were provided to NARA March 6, 
beneficial to the Privacy 2013. DPCLO contacted NARA 
Program and will be part of working group 

involved in the overhaul of the 
disposition schedule. We will keep 
board members updated. 

20130220-01 Compliance DLA sent forward comm.ents DPCLO ASAP CLOSED Comments received from DLA 
about DD Form 2959 which were forwarded to DoD Fonns 
were not incorporated into the Manager by DPCLO. DPCLO is 
final form awaiting response :from DoD Fonns 

Manager. 

DPCLO will follow up with DLA 
feOAttHna comments. 

20130220-03 Other A number of attendees asked DPCLO 3/2012013 CLOSED DPCLO is scheduled to present 
questions about adopting a DLP slides at the March face to face 
product and strategy. DPCLO Defense .Privacy Board meeting. 
will presentslides and other 
information regarding DLP 
aoolications. 

20130220-01 Compliance DLA sent forward comments DPCLO ASAP CLOSED Comments received from DLA 
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about DD Form 2959 which were fotwarded to DoD Forms 
were not incorporated into the Manager by DPCLO. DPCLO is 
final form awaiting response from DoD Forms 

Manager. 

DPCLO will follow up with DLA 
. ,. ~- ,.~ comments . 

20121206-02 Training Offer train-the-trainer DPCLO April 2013 CLOSED This request being updated for the 
opportunities through which Privacy Act Compliance and 
Component Privacy Officers can Management (P ACMan) and 
learn bow to crosswalk privacy DPCLO Privacy Officer 
with their Component IT Professionalization (DPOP) course. 
personnel 

201201206-03 Compliance Develop guidance that assists DPCLO MarchDPB CLOSED Guidance is already provided in the 
DoD personnel in understanding PACMan and DPOP training. 
the relationship between existing 
privacy laws and regulations as 
well as how to implement the 
privacy requirements of each 

20120815-02 Other Can CART be modified to auto DX6) SepDPB CLOSED This request is currently not an 
generate a tracking number option due to technological and 
instead of the US CERT fiscal constraints. 
number? 

20120815-03 Compliance DPCLO will circulate the CIO U}lO/ 31 August CLOSED Memos circulated with the DPB 
FIS:MA memo to DPB members 2012 minutes; 
for use in obtaining compliance 
with FISMA reporting Memos will be circulated with the 

DPB minutes from the Dec 12 
meetin2 as well. 

20110615-01 Other US-CERT reporting concerns for All 1BD CLOSED DRS Privacy Office memo 
inclusion in DPCLO proposal Components distributed as FYI in lieu of DoD 

memo 
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Defense Privacy Board Action Item List 

20120523-01 Compliance DPCLO will provide DPB with All 5/24/2012 CLOSED 
breach statistics of number of Components 
individuals affected by paper 
records for 2nd Quarter FY12 

20120523-02 Policy The Civil Liberties Program [0)(6) TBD CLOSED ~posed by DARPA.fbX5
> I 

Instruction defines privacy as "a sponded during Aug 15 
right recognized by the meeting. Additional questions may 
Constitution", however the be addressed tt<~ I 
Constitution does not reference Director for Ci ~oerues. 
privacy in this manner. How will 
this be rectified? 

20120523-03 Policy PL 110-53 which authorized the [D)tti) TBD CLOSED ~posed by NGB. ICD)(t1J I 
civil liberties program confines sponded during Aug 1 :> 
its scope to terrorism related meeting. Addi~i.:tl cncs1icns jay 
activities however the civil be addressed to 

6
> 

liberties program goes beyond Director for Civil Liberties. 
that realm. Under what authority 
was this scope expanded and in 
consideration of the complaint 
reporting requirement has this 
change been communicated to 
CoD.21'Css? 

20120119-01 Policy Can the DoD ID number be DPCLO/ TBD CLOSED DMDC is investigating the 
hidden when signing documents DMDC technical aspects of tllls inquiry. 
or email? 

20120313-01 Policy DPCLO request implementation All ONGOING CLOSED Please $Clld ~ODS fut l!Uide 
guide topics from Components Components topics to~;by 

the.next .. 
20120119-03 Policy Publish Info Papers to web and DPCLO· TBD CLOSED DPCLO is retooliri.g the info papers 

SharePoint to deliver them as implementation 
roll.des. 

20120119-02 Policy Provide comments on Cross All 1127/2012 CLC>SED 
Component Breach_. IMt!:toement Components 
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Defense Privacy Board Action Item List 

and DoD ID Number Info Papers 
by COB Jan 2th 

20120119-04 Other Provide any CSOP feedback or All 211512012 CLOSED 
recommendations to topics of Components 
discussion for the CSOP Forum 
tentatively planned for March 

20111130-01 Policy Determine if DoD ID Number is DPCW TBD CWSED DMDC and P&R are working on 
releasable under FOIA legal opinions to support a "2" 

exemption under FOIA for the 
release of the DoD ID number. 

ly>'Jl01 hffered comments on 
this issue during the Jan 19, 2012 
meeting. 

20111130-02 Training Determine if group IAPP DPCLO TBD CLOSED DPCLO bas no funding to support 
Certification training is possible such training. Components can 
for Components based on budget hold this training if they can fund it 

themselves. 
20111130-03 Training Determine if DLA will be able to DPCLO/ TBD CLOSED The FY12 course was developed 

assist with enhancing the privacy CIOIDLA and posted in October 2011. We 
portion of the Information can revisit for FY13. 
Assurance (IA) trainina 

20111130-04 Compliance Provide SSN use justifications All 1/1712012 CLOSED 
Comoonents 

20110817-02 Policy Determine if e-mails containing DPCLO TBD CLOSED For .MIL to .MIL only, where the 
PII sent on a secure DoD need to know condition is met, 
network need to be encrypted emails containing PII do not need 

to be encrypted. 
If the need to know condition is 
NOT met, the email goes to an 
address other than a .MIL, or if 
other inappropriate activities come 
to light, then an unencrypted email 
is reportable. 
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Defense Privacy Board Action Item List 

20110817-01 Compliance Provide list of systems to be All 9/14/2011 CLOSED 
reviewed during FY12 QI for Components 
SSN use reduction 

20110720-0 I Policy Verify e-mail encryption policy DPCLO 08117/2011 CLOSED Updates incorporated into revised 
in proposed DoD 5400.11-M manual. 

20110720-02 Policy Expedite SSN Use Reduction DPCLO/ ASAP CLOSED fDK6) ~ to follow-up with 
Instruction siiroature. OHR.A DHRA regarding stratesries. 

20110615-02 Training Breach Management and All 0612212011 CLOSED Send completed survey to 
Prevention Trainin2 Survey Components dpo.correspondenceclilosd.mil. 

20110615-03 Compliance Quarterly Reports including All 07/15/2011 CLOSED 
Section (m) Contractor Reviews Components 

20 I 00818-04 Other Address SSN removal from DPCLO TBD CLOSED Address SSN removal from records 
records with NARA. with NARA. 

20 I 00519-02 Other Disposition of PII stored in copy DPCLO/ TBD CLOSED Discuss details wit1r11.u1 I 
machine hard drives DLA 

20 I 00519-04 Policy Guidance and contract language DPCLO TBD CLOSED To be addressed after submission 
outlinin2 contractor liability of first Section (m) reviews 

20 l 00519-05 Policy Guidance/templates Components DPCLO TBD CLOSED Data being collected via CSOP 
could use to determine optimal Survey. 
resource levels and justify 
funding 

20100818-0 l Other Flash Memory DPCLO TBD CLOSED Research Flash Memory 
20 l 00818-02 Other Ensure Privacy FAR clauses DPCLO TBD CLOSED Section M reviews have 

cited in contracts commenced 
20 I 00818-03 Other Reassignment of SSN review in DPCLO/ TBD CLOSED Outside scope of DPB 

DITPR to CIO. CIO 
20 I 00818-05 Other Contact CIO Council to host a DPCLO/ TBD CLOSED DHRA is appropriate lead. 

guest speaker on SSN Reduction CIO 
Lessons Learned. Council 

20 l 00818-06 Other Research locations/availability DPCLO TBD CLOSED Research locations/availability of 
of lists published from 1930s to lists published from 1930s to 1990s 
1990s which contain service which contain service member 
member names and SSNs. names and SSNs. 
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Defense Privacy Board Action Item List 

20100519-08 Policy Take a look at Memberships DPCLO 1BD CLOSED Establish in Directive for Privacy 
and Civil Liberties. (Issues two 
sets of principles etc.) 

20100519-07 Other Joint Base Physical Access Issue Navy/AF TBD CLOSED Keep on parking lot 
(Base Commanders not 
Addressing PA, sponsoring 
visitors) 

20100519-06 Reporting Clarification on what DPCLO TBD CLOSED No coordination outside of 
coordination is required for Component Privacy Office 
completing the 'Scope of required. 
Advice' FISMA Report 
question, e.g. should 
Components query GC for the 
scope of privacy advice they 
have provided 

20 I 00519-03 Policy Boilerplate contract DPCLO TBD CLOSED OMB currently drafting FAR 
language/FAR clause requiring clause 
Privacy Act training 

20100519-01 Reporting SORN Pre-Deployment Air Force TBD CLOSED Discuss with CIO. 3-6 month 
Category in DITPR timeline. 

20100120-01 Civil Liberties Submit Points of Contact All 20100701 CLOSED Component Privacy Officers asked 
• "Organizational Components to help Component leadership 

Placement and Structure identify points of contacts ASAP 
of the DoD Civil 
Liberties Officer 
Function" 

20100120-02 Reporting Submit Quarterly Reports to All 20100515 CLOSED Due the 15111 workday following the 
DPO: Components close of the quarter. Last 

• Biennial Privacy submission was 20100115. 
Training Report 

• Section 803 of the 9/11 
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Defense Privacy Board Action Item List 

Commission 
Recommendations 
Report 

• System of Records 
Notice Review Reoort 

20090218-02 Reporting Submit comments on the revised All 20090731 CLOSED Comments due July 31. 2009. 
Breach Report template to DPO. Components 

20090715.01 Reporting Installation Physical Access All 20090731 CLOSED Responses due July 31, 2009. 
Control Systems Information. Comoonents 

20090715-02 Reporting FISMA Privacy Report. All 20090817 CLOSED Responses due August 17, 2009. 
Components 

20090218-04 Civil Liberties Develop and track Civil DPO Ongoing CLOSED DSD signed May 9, 2009 memo 
Liberties Officer package designating Acting DA&M as DoD 

CLO. 
20090415-02 Policy Develop guidance on the DPO 20091201 OPEN Guidance will be posted to DPO 

considerations when emailing of website as a FAQ. 
PII within a Component agency, 
across the Department and 
outside the Department. 

20090415-01 Other Confirm DPO mailbox accepts DPO 20090501 CLOSED DPO mailbox can accept encrypted 
enc1.nnNd and FOUO messages and FOUO messaRes. 

20090218-05 Reporting Provide comments on revised All 20090403 CLOSED Duplicate and error. Refer to 
breach reporting template to Components 20090218-02. 
DPO. 

20090318-0 l Reporting A request from Component for DPO 20090401 CLOSED Authority is in the 5400.11-R and 
DPO to provide Authority for the OMB Circular A-130. DPO 
tn:tinino A~LJU&~. memorandum sent April 3. 2009. 

20090218-03 Policy Provide comments to DPO on All 20090430 CLOSED Extension granted by Director, 
DoD 5400.11, DoD 5400.11-R, Components DPO. 
DoD memorandum 
"Safeguarding Against and 
Responding to the Breach of 
Personally Identifiable 
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Information", 25 Sep 2008, and 
all Defense Privacy Board 
Advisory Opinions. 

20090415-03 Policy Provide guidance on how to DPO 20090520 CLOSED Concerns addressed. Guidance 
delete an exemption from a template forthcoming. 
SORN. 

20090318-02 Reporting Section 803 of the 9/11 All 20090715 CLOSED Consolidated under Item Number 
Commission Recommendations Components 20090218-01. 
Report. 

20090318-03 Reporting Systems of Records Notice All 20090715 CLOSED Consolidated under Item Number 
Review Report. Components 20090218 .. 0l. 

20090617-01 Reporting Submit comments on All 20090626 CLOSED Comments due June 26, 2009. 
consolidated Quarterly Report Components 
template to DPO. 
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Board Meeting Agenda 
2 

)-Welcome/Review of Action Items 

Policy and Guidance 

);;> Piivacy Compliance Metrics 

);;>Training 

> Announcements/Reminders 

);;> Open Discussion 

);;>Review of New Action Items 

Adjournment 
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Defense Privacy Board (DPB) 
Meeting Minutes/or January 21, 2015 

I. Welcome and Opening Remarks 

The DPB meeting was called to order. The open action item was reviewed byf©RBi. ltttd I _L __ 

II. Policy and Guidance 

DoD Directive Update: ~l I Greene informed the DPB members that the 
revised DoDD 5400.11 was signed on October 29, 2014 and is available on the 
DoD Issuances website. The final rule was published in the Federal Register on 
January 27, 2015 at 80 FR 4201. 

);;> DoD Directive 5200.27 Update: I~' ltated the DoDD 5200.27, Acquisition 
of Information Concerning Persons and Organizations not Affiliated with the 
Department of Defense, is now converted into an instruction. It is now in internal 
coordination in the Office of the Deputy Chief Management Officer (ODCMO). 
After ODCMO completes its review, it will go through formal coordination for 
Component review and comment. 

> DoD 5400.11-M: .._(U!_~_ ..... ·:_· _ ___,Hnformed DPB members that the DoD 
5400.11-M has been withdrawn from OMB review. Instead of issuing a separate 
breach notification memorandum, the Defense Privacy and Civil Liberties Division 
(DPCLD) has decided to incorporate the changes into the manual. After the revised 
language is finalized, the changes only will go back through formal coordination 
with the Components. DPCLD is also addressing some informal comments the 
Department of Health and Human Services made to the proposed rule. 

Blanket Routine Use: ~ }mnounced DPCLD is in discussions with 
OMB about DoD being transparent to the public when using the DoD Blanket 
Routine Uses (BRU) statement. The BRU notation in the SORN packages has been 
modified and now includes a link to the list of BR Us. The use of the word "may" 
will continue. DPCLD sent this language out to all of the SORN points of contact. 

> Data Call on Applying the Privacy Act to Non-U.S. Citizens: l~' I updated 
DPB members on the data call DPCLD received November 2014, from OMB, 
Office of Information and Regulatory Affairs (OIRA) concerning the President's 
initiative to extend Privacy Act protections to non-U.S. persons. 

OIRA tasked DoD with answering a set of questions in order to help determine how 
comprehensive this new policy should (or could) be. Mr. Tillotson, as the DoD 
SAOP, sent OMB I OIRA the DoD response letter on November 21, 2014. There 
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has been no word yet on what new policies OMB will adopt based on this data call, 
but DPCLD will continue to follow this issue and will provide the board members 
with more information as it becomes available. 

rii~f!) . )Pointed out that it is important to note, with the reissuance of DoD 
Irechve 52f00. l l in late October, DoD Components must: (1) treat all records in a 

mixed system of records as if all records in such a system are subject to The Privacy 
Act; and (2) accept access and amendment requests from non-U.S. citizens and 
aliens not lawfully admitted for permanent residence. DoDD 5400.11 does not 
create or extend any right pursuant to The Privacy Act to them. 

);.- Applying Privacy Act Judicial Redress Rights to Citizens of "Certified" States: 
DPB members were informed that the DPCLD was asked to comment on a 
legislative proposal that would extend limited rights of judicial redress to non-U.S. 
persons of certain European Union (E.U.) certified countries. The draft legislative 
proposal was prepared by the Department of Justice, in collaboration with a number 
of other Federal agencies. The proposal was received in response to statements 
made in June by the Attorney General that the U.S. would work on enacting 
legislation that would provide E.U. citizens with the right to seek redress in U.S. 
courts. No further action is anticipated on the proposal. 

);> SSN Justification Memoranda: ~; !pointed out that DPCLD prepared a 
memorandum on January 15, 2015 or the Components about the signatory 
authority for SSN Justification memoranda. This was sent out to the DPB members 
on January 21, 2015. 

);> Additional Guidance on DEPSECDEF CUI Memo: DPB members were reminded 
bylt6J@ Jabour the DoD Memorandum issued on August 14, 2014, by the 
Deputy Secretary of Defense, "Unauthorized Disclosures of Classified Information 
or Controlled Unclassified Information (CUI) on DoD Information Systems" 
discussed at the last meeting. 

DPCLD is finalizing additional amplifying guidance on safeguard requirements and 
incident response measures for classified information and CUI containing PII. This 
additional guidance will address four areas outlined in the August 14, 2014 memo 
as follows: 

(1) Compliance with applicable policy and guidance to protect classified 
information and CUI containing PII; (2) Information safeguard requirements; (3) 
Classified Information and CUI "Spillages" and its relation to information 
"Breaches;" and (4) Privacy training. 

This guidance will not introduce new requirements, but will only reinforce the 
existing relationship between DoD information security requirements and our 
privacy requirements. It will also encourage Component Privacy Officers to 
collaborate with their information security personnel to ensure their Component's 
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information privacy and security measures are in accordance with applicable DoD 
policies on protecting classified information and CUI. 

)- Application of Privacy Act to Contractors: ,.@)(
5! ~stated DPCLD is preparing 

a memo to be signed by Mr. Tillotson to remm an Do Components of their 
responsibility to apply the requirements of the Privacy Act to government 
contractors and their employees working on contracts for the design, development, 
or operation ofDoD systems of records. 

Part 24 of the Federal Acquisition Regulation (FAR) prescribes policies and 
procedures to ensure that the Privacy Act requirements are applied to government 
contracts. 

DoD 5400 .11-R places the responsibility on each DoD Component to ensure the 
implementation of each of the applicable contract requirements. Over the long 
term, DPCLD will be working with the Defense Acquisition Regulations Council to 
update requirements on DoD contractor's designing, implementing, or operating 
DoD systems of records. 

III. Privacy Compliance Metrics 

> 1(011;6) . . have an u~ate and_overview of th~ breach tr~ds for the 
first quarter oi FY 15. All cfifil.ts were mcluded m the PowerPomt presentation sent to 
DPB members via email. 

IV. Training 

)- Important upcoming dates: 

DPCLD CY201S Training Schedule 

January - March, 2015 DPCLD will not conduct training from January 
through March 2015 

April - May , 2015 DPCLD has scheduled two P ACMan courses: 
April 16, 23, 30th 

May 12-14 (in-person only) 
The May class includes the breach exercise 

Register for both at: 
osd.ncr.odam.mbx.DPCLD-training@mail.mil 

> (00~) ~ounced DPCLD's completion of its general workforce training course, 
"Safeguarding Personally Identifiable fufonnation." The training is available on 
compact disks and is a scenario-based course that provides a hands-on learning 
experience about responding to breaches of PIT. Contactj<Pb) lif you need a 
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CD or assistance loading this training on to your Component's learning management 
system. 

> I®~> . . . 'I gave an update on the Compliance and Reporting Tool (CART). 
D CLD training started in October and November 2014. Everyone was thanked for 
their effort in getting on board with using the CART. Because the CART format 
follows the DD FORM 2959, "Breach of Personally Identifiable Information (PII) 
Report" it has worked very efficiently with rarely a troubleshooting follow up effort. If 
you have a training or trouble shooting question, please contact DPCLD and we will 
look into a resolution for you. 

V. Announcements and Reminders 

.... lt? .... :)(6_l _____ ....,lannounced the following staff changes in DPCLD. 

Government: 
• lttj)(6). lave moved on to OSD/JS privacy office. 
• ?W frill be filling one of these vacant positions. 
• An announcement has been posted on USAJOBS for the second government 

position. 
Contractor: 

• ~~:} .. I has joined us as an administrative assistant. 
• l(tl'.._) . . . ls t~ng overlib:}(lH position as senior 

admm1stratlve assistant. 
• fM!Wi land l'""'(t)"""·:XD,,,.,.J ___ _,J are now helping with the review of 

SORNs. 
• IW-1@) ls also taking on civil liberties work due to the departure of our two 

contractors civil liberties support staff.) DPCLD is currently working to fill 
three contractor support positions (one privacy, one civil liberties, and one 
for both programs). 

VI. Open Discussion 

l(mJ6l· ]ed an open discussion with the DPB board members. 

VII. Wrap up 

llNtti) ~hanked everyone for participating in the meeting. 

VIII. Next Meeting Date 

The next DPB meeting is scheduled for Wednesday, April 15, 2015, at l:OOpm EDT. DPCLD 
will inform DPB members of location and if there are any changes to this date. 
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IX. Meeting Adjourned 

Submitted by 

Approved 

Acting Chief, DPCLD 
ary, Defense Privacy Board 

Disapproved 

David Tillotson III, Assistant Deputy Chief Management Officer 
Chairman, Defense Privacy Board 
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ATTENDANCE 

SERVICES POC Name Name Name 

Air Force Privacy Office (b)~) ?X~) [bJ(t)) bXU) 

- - -
- - -

Anny Privacy Office x - - - -

- - - -

- - -

Marine Corps Privacy Office 

- - -
Department of the Navy I USMC x x x - - - -

x x 
- - -

National Guard Bureau (NGB) x 

COMPONENTS POC Name Name Name 

OSD/JS Privacy Office x lttJJlU) x (p)\Q} x ltl)(b) x lDJ(6) 
- - -

CIG x 
- - -

Defense Advanced Research Projects x 
Agency (DARPA) - ~ -
Defense Contract Audit Agency (DCAA) x - - -
Defense Contract Management Agency x 
(DCMA) - - -

Defense Commissary Agency ( DeCA) x 
- - -

Defense Finance and Accounting x 
Services (DFAS) - - -
Defense Human Resources Activity x x 
(DHRA) 

- - -

Defense Intelligence Agency (DIA) 
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Defense Information Systems Agency x {9-)j,QJ IW;!\<!li b){l1) (QJ(UJ 

(DISA) _, 
-~ -

Defense Logistics Agency (DLA) x -, - ,_, 

Defense Manpower Data Center 
(DMDC) -- - -

Defense Security Service (DSS) x -- - -

Defense Technical Information Center 
(DTIC) _, - ,_, 

Defense Threat Reduction Agency x 
(DTRA) 

_; - ,_; 

Missile Defense Agency (MDA) x 
' - . -

National Geospatial Intelligence Agency 
(NGA) 

- ·- -

National Reconnaissance Office (NRO) x - - - -x _, - ,_, 

National Security Agency (NSA) x 
~; - --Office of the Director of National 

Intelligence (ODNI) -- - -

Office of General Counsel (OGC) _, - ·,-~ 

Office of the DoD CIO x x 
-: - -: 

DoDIG (Office of Inspector General) x x x 
- ,_ -

Special Inspector General for Afghan 
Reconstrnction (SIGAR) -- -~ -
Defense Health Agency (DHA) Privacy x x 
Office 

>---'. _,_ - ,_, 

x x 
- - -

Information Management Division x 
(WHS/ESD) 

; _; - ,_; 

White House Military Office (WHMO) -- - -

White House Communications Agency x 
(WHCA) - - -
Director for Manpower, Legislation and x 
System 
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COCO MS POC Name Name Name 

U.S. AFR/COM (USAFRICOM) ltJ,~ttl: ·1v>©> ll?Jl~) 
- -

U.S. Central Command (USCENTCOM) 
- -

U.S. European Command (USEUCOMJ 

- -

U.S. Northern Command x 
(USNORTHCOM) - -
U.S. Pacific Command (USPACOM) 

- -
U.S. Special Operations Command x 
(USSOCOM) 

- -
U.S. Southern Command x 
(USSOUTHCOM) 

- -

U.S. Strategic Command 
(USSTRATCOMJ 

- -
U.S. Transportation Command 
( USTRANSCOM) 

DPCLD POC Name Name Name 

DPCLD Attendance: ttO©l x (t$)(111 x (tj)@} 
>---- - -x x x 
>---- ·- -x x x 
- - -x x 
>----- - ~ 

f---' - -

COMPONENT SUPPORT POC Name Name Name 

MITRE/AMC lD~W l1(6J (!))®) i(b~(6) - - .. _ -x 
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Defense Privacy Board Action Item List 

Open Action Items List {NOTE: All submissions to DPCLD should be sent to osd.ncr.odam.mbx.DPCLD-correspondence@mail.mil) 

lt.N1nnJ>er 'Top1Ci ActiCJll Item Desaiption 
.A$siped »aeJ>ate Status ComlllPts To. 

20130918-01 Policy Review the DA&M Memorandum DPCLD ASAP OPEN DPCID has decided to add 
from August 2012 ("Use of Best updated breach notification 
Judgment for Individual Personally information, and address and 
Identifiable Information (PII) Breach incoiporate the 
Notification Determinations") to clarify recommendations of the GAO 
what qualifies as an email breach_ Report "Agency Responses to 

Breaches of PII" (GA0-14-34), 
to the 5200.11-R revision 
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Defense Privacy Board Action Item List 

On Hold Action Items List 

Item Number Topic Action Item Description 
Assigned 

Due Date Status Comments 
To 

20121206-01 Policy Improve MOU/MOA language to DPCLD ASAP ON HOLD - DPCLD is developing language 
provide better privacy considerations PENDING and guidance for MOU/lvlOA 

RESOURCES privacy considerations. 
20120815-01 Policy SSN Justification Instmction no longer DPCLD Sep DPB ON HOLD - On hold pending resources . 

refers to Component Forms will draft a PENDING 
Management Officers-; it simply refers memo to RESOURCES 
to Components. Was this change address this 
intentional and will it create a conflict OllllSSIOil 

between Component and DoD Fonns 
~ Managers? 1 ~ .. In " 
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Defense Privacy Board Action Item List 

Closed Action Items List: 
Item Number Topic Action Item Description Assigned Due Date Status Comments 

To 
20141001-01 Policy Provide feedback and guidance DPCLD ASAP CLOSED They wanted to know whether 

on the EU "right to be forgotten" DPCLD would consider submitting 
court decision an amicus brief if this case ever 

made it to the Supreme Court. 
DPCLD legal counsel reviewed and 
responded. The response we 
received is that DPCLD does not 
submit amicus briefs. 

20140319-01 Policy Clarify whether the Records DPCLD May2014 CLOSED OSD Records Management does 
Control Symbol should be DPB not recommend using this number 
placed on the bottom of the in SORNs or the Narrative 
SORN documents. Statement as this number changes. 

If needed, it would be better to use 
the assigned NARA approval 
number. 

20130918-02 Policy Define "high impacf' breaches DPCLD ASAP CLOSED DPCLD addressed at November 
and define the difference 2013 DPB meeting. 
between actual vs. potential 
breach. 

20130515-01 Metrics Provide stats on the number of DPCLD JuneDPB CLOSED DPCLD presented stats at July DPB 
individuals affected by high meeting. 
impact breaches and the type of 
breach. 

201305 I 5-02 Compliance Request guidance on whether IP DPCLD ASAP CLOSED DPCLD presented guidance at July 
addresses are considered Pll DPB meeting. 

20130417-02 Compliance Request guidance documents on DPCLD ASAP CLOSED DPCLD presented at July DPB 
how to categorize a breach. meeting. 

20130417-01 Metrics Add a pie chart for breaches to DPCLD MayDPB CLOSED DPCLD included the requested 
show the type of breach by chart (bar graph, not pie chart) at 
number of individuals impacted the May 15, 2013 DPB meeting. 
by that category of breach. 
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Defense Privacy Board Action Item List 

20130320-02 Other Move face to face Defense DPCLD ASAP CLOSED All DPB meetings will start at 
Privacy Board Meeting to 1 :OOpm eastern time. 
accommodate more members. 

20130320-01 Compliance White House Military Office DPCLD ASAP CLOSED Subsequent contact was made with 
(WHMO) asked for assistance in the Component involved. Follow-
the following. Then WHMO up communication has taken place. 
contacted another Component 
regarding a breach incident. It's 
been a number of weeks since 
the other Component contacted 
WIIMO to follow-up on the 
breach. 

20130220-02 Other When will DISA implement DPCLD ASAP CLOSED DISA has not made a decision at 
their software for DLP? this time to implement the DLP tool 

DoDwide. 
DPCLD will provide infonnation when it 
becomes available from DISA. 

20121206-04 Compliance NARA is in the process of DPCLD ASAP CLOSED NARA provided DPCLD with the 
overhauling the disposition General Review Schedule for 
schedule; DPCLD representation review and comments. Comments 
at those meetings might be were provided to NARA March 6, 
beneficial to the Privacy 2013. DPCLD contacted NARA 
Program and will be part of working group 

involved in the overhaul of the 
disposition schedule. We will keep 
board members undated. 

20130220-01 Compliance DLA sent forward comments DPCLD ASAP CLOSED Comments received from DLA 
about DD Form 2959 which were forwarded to DoD Forms 
were not incorporated into the Manager by DPCLD. DPCLD is 
final form awaiting response from DoD Forms 

Manager. 

DPCLD will follow up with DLA 
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Defense Privacy Board Action Item List 

reRardinR comments. 
20130220-03 Other A number of attendees asked DPCLD 3/20/2013 CLOSED DPCLD is scheduled to present 

questions about adopting a DLP slides at the March face to face 
product and strategy. DPCLD Defense Privacy Board meeting. 
will present slides and other 
information regarding DLP 
applications. 

20130220-01 Compliance DLA sent forward comments DPCID ASAP CLOSED Comments received from DLA 
about DD Fonn 2959 which were forwarded to DoD Fonns 
were not incoiporated into the Manager by DPCID. DPCLD is 
final f onn awaiting response from DoD Fonns 

Manager. 

DPCLD will follow up with DLA 
remu-ti;n 0 comments. 

20121206-02 Training Offer train-the-trainer DPCLD Apri12013 CLOSED This request being updated for the 
opportunities through which Privacy Act Compliance and 
Component Privacy Officers can Management (P ACMan) and 
learn how to crosswalk privacy DPCID Privacy Officer 
with their Component IT Professionalization (DPOP) course. 
personnel 

201201206--03 Compliance Develop guidance that assists DPCLD MarchDPB CLOSED Guidance is already provided in the 
DoD personnel in understanding PACMan and DPOP training. 
the relationship between existing 
privacy laws and regulations as 
well as how to implement the 
privacy requirements of each 

20120815-02 Other Can CART be modified to auto (b:)(6) SepDPB CLOSED This request is cmrently not an 
generate a tracking number option due to technological and 
instead of the US CERT fiscal constraints. 
number? 

20120815-03 Compliance DPCLD will circulate the CIO b)ltl) 31 August CLOSED Memos circulated with the DPB 
FISMA memo to DPB members 2012 minutes; 
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for use in obtaining compliance 
with FISMA reporting Memos will be circulated with the 

DPB minutes from the Dec 12 
meetiwr; as well. 

20110615-01 Other US-CERT reporting concerns for All TBD CLOSED DHS Privacy Office memo 
inclusion in DPCID proposal Components distributed as FYI in lieu of DoD 

memo 

20120523-01 Compliance DPCLD will provide DPB with All 5/24/2012 CLOSED 
breach statistics of number of Components 
individuals affected by paper 
records for 200 Quarter FY12 

20120523-02 Policy The Civil Liberties Program (}})(6) TBD CLOSED Question posed by DARP A.1(1>>(6> I 
Instruction defines privacy as "a l>Jlt>) sponded dming Aug 15 
right recognized by the meebng. Additional;-tions may 
Constitution", however the 
Constitution does not reference 

be addressed tol:(6
} I 

Director for Civ Li rbes. 
privacy in this manner. How will 
this be rectified? 

20120523-03 Policy PL 110-53 which authorized the 
(b)(6} 

TBD CLOSED ~n posed by NGB.1Cb>C6> I 
civil liberties program confines esponded during Aug I:> 

its scope to terrorism related meeting. Additional questions may 
activities however the civil be addressed tq(b)(t)) I 
liberties program goes beyond Director for Civil Liberties. 
that realm. Under what authority 
was this scope expanded and in 
consideration of the complaint 
reporting requirement has this 
change been communicated to 
Congress? 

20120119-01 Policy Can the DoD ID number be DPCLD/ TBD CLOSED DMDC is investigating the 
hidden when signing documents DMDC technical aspects of this inquiry. 
or email? 
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20120313-01 Policy DPCLD request implementation All ONGOING CLOSED Please send suggestions for guide 
guide topics from Components Components topics tol.(6)(6) ~y 

the next DPB. 
20120119-03 Policy Publish Info Papers to web and DPCLD TBD CLOSED DPCLD is retooling the info papers 

SharePoint to deliver them as implementation 
'1:llides. 

20120119-02 Policy Provide comments on Cross All 1127/2012 CLOSED 
Component Breach Management Components 
and DoD ID Nwnber Info Papers 
bv COB Jan 2r11 

20120119-04 Other Provide any CSOP feedback or All VlS/2012 CLOSED 
recommendations to topics of Components 
discussion for the CSOP Fonnn 
tentatively planned for March 

20111130-01 Policy Determine if DoD ID Nwnber is DPCLD TBD CLOSED DMDC and P&R are working on 
releasable under FOIA legal opinions to support a "2" 

exemption under FOIA for the 
release of the DoD ID number. 

~6)(6) J offered comments on 
this issue during the Jan 19, 2012 
meeting. 

20111130-02 Training Determine if group JAPP DPCLD TBD CLOSED DPCLD has no funding to support 
Certification training is possible such training. Components can 
for Components based on budget hold this training if they can fund it 

themselves. 
20111130-03 Training Determine if DLA will be able to DPCID/ TBD CLOSED The FY12 course was developed 

assist with enhancing the privacy CIO/DLA and posted in October 2011. We 
portion of the Information can revisit for FY13. 
Assurance (IA) training 

20111130-04 Compliance Provide SSN use justifications All 1/17/2012 CLOSED 
Comoonents 

20110817-02 Policy Determine if e-mails containing DPCID TBD CLOSED For .MIL to .MIL only, where the 
PII sent on a secure DoD need to know condition is met, 
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network need to be encrypted emails containing PII do not need 
to be encrypted. 
If the need to know condition is 
NOT met, the email goes to an 
address other than a .MIL, or if 
other inappropriate activities come 
to light, then an unencrypted email 
IS r--:- .. '·le. 

20110817-01 Compliance Provide list of systems to be All 9/14/2011 CWSED 
reviewed dwing FY12 Q 1 for Components 
SSN use reduction 

20110720-01 Policy Verify e-mail encryption policy DPCID 08/17/2011 CWSED Updates inco1porated into revised 
inproposedDoD 5400.11-M manual. 

20110720-02 Policy Expedite SSN Use Reduction DPCID/ ASAP CWSED l\~J\~i o follow-up with 
Instruction simrature. DHRA DHRA rewu-ding stratef!ies. 

20110615 .. 02 Training Breach Management and All 06/2212011 CWSED Send completed smvey to 
Prevention Training Survey Comoonents doo.correspondence{Dlosdmil. 

20110615-03 Compliance Quarterly Reports including All 07/15/2011 CWSED 
Section (m) Contractor Reviews Components 

20100818-04 Other Address SSN removal from DPCID TBD CWSED Address SSN removal from records 
records with NARA. with NARA. 

20100519-02 Other Disposition of PII stored in copy DPCID/ TBD CLOSED Discuss details wi1hl(l;.)(6) I 
Iilachine hard drives DLA 

20100519-04 Policy Guidance and contract language DPCID TBD CWSED To be addressed after submission 
outlinina contractor liability of first Section (m) reviews 

20100519-05 Policy Guidance/templates Components DPCID TBD CWSED Data being collected via CSOP 
could use to determine optimal Swvey. 
resource levels and justify 
funding 

20100818-01 Other Flash Memory DPCID TBD CWSED Research Flash Memory 
20 I 00818-02 Other Ensme Privacy FAR clauses DPCID IBD CWSED Section M reviews have 

cited in contracts commenced 
20100818-03 Other Reassimunent of SSN review in DPCID/ TBD CWSED Outside scope of DPB 
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DITPR to CIO. CIO 
20100818-05 Other Contact CIO Council to host a DPCLD/ TBD CWSED DHRA is appropriate lead. 

guest speaker on SSN Reduction CIO 
Lessons Learned. Council 

20100818-06 Other Research locations/availability DPCID TBD CWSED Research locations/availability of 
of lists published from 1930s to lists published from 1930s to 1990s 
1990s which contain service which contain service member 
member names and SSNs. names and SSNs. 

20100519-08 Policy Take a look at Memberships DPCLD TBD CWSED Establish in Directive for Privacy 
and Civil Liberties. (Issues two 
sets of urincivles etc.) 

20100519-07 Other Joint Base Physical Access Issue Navy/AF TBD CWSED Keep on parking lot 
(Base Commanders not 
Addressing PA, sponsoring 
visitors) 

20100519-06 Reporting Clarification on what DPCID TBD CWSED No coordination outside of 
coordination is required for Component Privacy Office 
completing the 'Scope of required. 
Advice' FISMA Report 
question,. e.g. should 
Components query GC for the 
scope of privacy advice they 
have provided 

20100519-03 Policy Boileiplate contract DPCLD TBD CWSED OMB cmrently drafting FAR 
language/FAR clause requiring clause 
Privacy Act training 

20100519-01 Reporting SORN Pre-Deployment Air Force TBD CLOSED Discuss with CIO. 3-6 month 
Category in DITPR timeline. 

20100120-01 Civil Liberties Submit Points of Contact All 20100701 CLOSED Component Privacy Officers asked 
• "Organiz.ational Components to help Component leadership 

Placement and Structure identify points of contacts ASAP 
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of the DoD Civil 
Liberties Officer 
Function" 

20100120-02 Reporting Submit Quarterly Reports to All 20100515 CWSED Due the 1 s- workday following the 
DPO: Components close of the quarter. Last 

• Biennial Privacy submission was 20100115. 
Training Report 

• Section 803 of the 9/ll 
Commission 
Recommendations 
Report 

• System of Records 
Notice Review Report 

20090218-02 Re rting po Submit comments on the revised All 20090731 CLOSED Comments due July 31, 2009. 
Breach Reoort temvlate to DPO. Comoonents 

20090715-01 Reporting Installation Physical Access All 20090731 CLOSED Responses due July 31, 2009. 
Control Svstems Information. Comoonents 

20090715-02 Reporting FISMA Privacy Report~ All 20090817 CLOSED Responses due August 17, 2009. 
Components 

20090218-04 Civil Liberties Develop alld track Civil DPO Ongoing CLOSED .nso signed May 9, 2009 memo 
Liberties Officer package designating Acting DA&M as DoD 

cw. 
20090415-02 Policy Develop guidance on the DPO 20091201 OPEN Guidance will be posted to DPO 

considerations when emailing of website as a FAQ. 
PII within a Component agency, 
across the Department and 
outside the D.-:a .. t . 

200904-15-01 Other Confirm DPO mailbox accepts DPO 20090501 CWSED DPO mailbox can accept encrypted 
..,&ad y..,ted .and FOUO messages and FOUO messasres. 

20090218-05 Reporting Provide comments on revised All 20090403 CLOSED Duplicate and error. Refer to 
breach reporting template to Components 20090218-02. 
DPO. 

20090318-01 Reporting A , .. 
- L 

LfromCO·· - ,.ffor DPO 20090401 CLOSED Authority is in the 5400.11-R and 
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DPO to provide Authority for the OMB Circular A-130. DPO 
trnining rep01ts. memorandum sent April 3, 2009. 

20090218-03 Policy Provide comments to DPO on All 20090430 CLOSED Extension granted by Director, 
DoD 5400.11 , DoD 5400.11 -R Components DPO. 
DoD memorandlllil 
"Safeguarding Against and 
Responding to the Breach of 
Personally Identifiable 
Inf onnation ', 25 Sep 2008 and 
all Defense Privacy Board 
Advisoiy Opinions. 

20090415-03 Policy Provide guidance on how to DPO 20090520 CLOSED Concerns addressed. Guidance 
delete an exemption from a template forthcoming. 
SORN. 

20090318-02 Reporting Section 803 of the 9/ 11 All 20090715 CLOSED Consolidated under Item Number 
Commission Recommendations Components 20090218-01. 
Rep01t. 

200903 18-03 Rep01ting Systems of Records Notice All 20090715 CLOSED Consolidated under Item Nlllilber 
Review Rep01t. Components 20090218-01. 

20090617-01 Rep01ting Submit comments on All 20090626 CLOSED Comments due June 26 2009. 
consolidated Quarterly Report Components 
template to DPO. 
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Board Meeting Agenda 

> Welcome/Inh·oductions 

Review of Open Actions 

);;> Policy and Guidance 

2 

);;> Privacy Compliance Metrics 

>Training 

);;>Announcements/Reminders 

);;> Open Discussion 

Review of New Action Items 

Adjournment 



Defense Privacy Board (DPB) 
Meeting Minutes/or August 5, 2015 

I. WelcoD1e and Opening Remarks 

The DPB meeting was cal1ed to order. pxs>· I the new Chiet-; DPCLD introduced 
Ms: Joo ChutJliv.the new DjrectoG of Oversight and Compliance. The open action item was 
reviewed byr..i"JOOY I ....._ _____ _.. 

II. Policy and Guidance 

? Advances in Privacy Award Program:Ji>XI) hnformed the DPB 
members that DPCLD has created a recognition program for DoD Component 
privacy programs similar in form to the DoD Civil Liberties Model Program. 
Responses will enable DPCLD to recognize some of the Components at a 
recognition ceremony next year. The checklist will be sent out in mid-August and 
will be due Friday, October 2, 2015. The due date may change based on when the 
checklist is distributed. DoD Components will have roughly a month and a half to 
complete and submit the checklist. Shortly after distribution, DPCLD plans to hold 
two workshops to review the checklist and answer questions. Components will be 
able to attend in person at DPCLD or via teleconference. 

»- 2015 Annual SAOP FISMA Reoorting: The 2015 process and reporting 
requirements are unchanged from last year. DPCLD released Senior Agency 
Official for Privacy (SAOP) FISMA guidance via email on July 10, 2015. This 
guidance included: 

o Instructions ( attac-hment I). 
o Excel reporting spreadsheet (attachment 2), has notes embedded, which 

often mirror the instruction sheet in attachment # 1. Be sure the DoD 
Component name is on all pages. Include narratives, if necessary. 

o Certification (attachment #3), which should be signed by leadership at least 
one level higher than the Privacy Officer. 

Combatant Command (COCOM) guidance was forwarded to the Joint Staff on July 
10th for further release to the COCOMSs. An info copy was also sent to Privacy 
Officers on July 10, 2015. COCOMs need to meet Joint Staff report submission 
requirements when sending their FISMA report to the DPLCD mail box noted in 
the guidance. DO NOT use SIPRNET for these reports. 



Report Due Dates: 
o Uploads due in OITPR by September 4, 2015. 
o Component SAOP FISMA Report input due to DPCLD by September 10, 

20I5. 
o No extensions can be granted. include both the report and certification 

(attachments #2 and #3). 
o Email to DPCLD mailbox at osd.ncr.odam.mbx.dpclo­

correspondence@mail.mil. 
o Do not send to DPCLD FISMA POCs. 
o The DoD Chief Infonnation Office (CIO) controls this process. DPCLD has 

no authority to extend the reporting deadline. The DoD CIO is on a tight 
timeline for DoD level signatures to meet the all federal agency level 
reporting deadline. Please do not request an extension as none can be 
granted, so plan accordingly. 

~ Two New SAOP FISMA Questions: There are two new questions for 2015: 

o 11: Infonnation System Security 
• I I a. Number of authorizations to operate (A TOs) or reauthorizations 

issued during the reporting period. 
• I I b. Number of A TOs or reauthorizations approved by the SAOP 

during the reporting period (OMB M-14-04, P.24, Q#63) provided 
that SAOP approval is required as a precondition for the issuance of 
anATO. 

o 12: Breach Response and Notification 
• 12a. Number of confinned cyber breaches reported by the Component 

to the U.S. Computer Emergency Readiness Team (US-CERT) 
during the reporting period. 

• I2b. Numberofconfinned non-cyberrelated (e.g., paper) breaches 
experienced by the Component during the reporting period (OMB 
M-15-01, p.12 states that non-cyber related incidents should be 
reported to your agency's privacy office and not to US-CERT). 

• 12c. Number of persons potentially affected by all confirmed breaches, 
both cyber and non-cyber, during the reporting period (approximate 
figures if precise figures are not available). 

• 12d. Number of potentially affected persons who were provided 
notification about a breach of information experienced by the 
Component that occurred during the reporting period. 

Pull data from CART for these numbers. The DPCLD Memorandum of 
February 20, 2015, "New FY 20 I 5 Annual Federal Information Security 
Management Act (FISMA) Breach Response and Notification Reporting 
Requirements," addresses these FIS MA changes. 
Instructions for FY l5 FJSMA reporting can be found in OMB memorandum M-
15-01, available at: 
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http://www. wh itehouse .gov /si tes/defau lt/fi !es/om b/memoranda/2015/m-15-
01. pdf. 

);:> DoO Directive & Manual Update: F)(6) · linfonned the DPB members 
that the revised DoDD 5400.11 was signed October 29, 2014. Some administrative 
changes resulting from the reorganization of DPCLD into the Office of the Deputy 
Chief Management Office still need to be made. The DoDM 5400.11 (revision of 
DoD 5400.11-R) was pulled from the signature process to address: 

o Request from OMS concerning discontinuation of Blanket Routine Uses. 
o Inclusion of updated breach response and notification procedures. 

DPCLD recently received OMB's comments on the BRU section and is now 
preparing the DoOM to begin the coordination process anew. 

» SORNs and Paoerwork Reduction Act Reauirements: ... ltb_J@ ............ - ....... - ........ -----' 
informed the DPB members that the Component Privacy Officers have been 
informed in the past about the process for SORNs requiring OMB approval based 
on the Paperwork Reduction Act. At one time DPCLD accepted SORNs that had a 
PRA requirement once the 60 day collection notices were submitted to the Federal 
Register (FR), with the understanding that the Component Information 
Management Control Officer (IMCO) would complete the PRA process and the 30 
day collection notices would be published within a timely manner. This has not 
happened to date. 

)> SORN Issues: 
o Some Component IMCOs are not following up on the PRA requirements. 
o DPCLD has received SORNs that have only a 60 day collection notice 

published and the IMCO has not followed up to complete the process. 
o All of the required OMB information is not listed on the Narrative 

Statement, applicable fonns are not listed, etc., for the collection of data 
within that system. 

In response: 
o DPCLD has begun to send SORNs back to the Component Privacy Officers 

to follow-up with their IMCO to complete the PRA process. 
o DPCLD is no longer accepting SORNs that require the PRA/OMB approval 

until the 60 day and 30 day collection notices have been published. 
o This is an OMB requirement that DoD must comply with. 
o If PRA/OMB approval is not required for New or Altered SORNs, the 

Component IMCO must confirm on the Narrative Statement and include an 
explanation as to why not. This documentation is sent with the SORN to 
the Regulatory and Audit Matters Office. 

o While, there is no Narrative Statement required for Amendments and 
Deletion requests. the Component IMCO should first confirm there are no 
PRA requirements in an e-mail with an explanation with these types of 
submissions. This documentation is sent with the SORN to the Regulatory 
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and Audit Matters Office. If there are PRA requirements, they must be 
addressed first. 

o We ask that you reach out to the appropriate program offices who will assist 
you in this process. 

»- Lessons Learned from the OPM Breach: r)(6> linfonned DPB 
members that the Update #2 email from Mr. Tillotson to DoD Personnel on OPM 
Breach Notification Procedures that was released on 18 June was a catalyst to a 
surge of calls and emails. DPCLD took the following actions: 

o Used Excel to track call and emails answered 
o Provided trends for leadership 
o Captured increased workload and mission impact 
o Documented DPCLD's action in regards to the breach 
o Calls were a more efficient way to respond to questions 
o Developed responses using OPM FAQs as the foundation 
o Updated script for responses almost daily 
o Consulted "With GC on messaging 

»- DPCLD Response to OPM Breach. Ms. Chung told the DPB members that DPCLD 
did an outstanding job answering calls and emails about the first OPM breach. 
Several DPB members stated that they appreciated the information we provided to 
them about the breaches. Ms. Chung then mentioned that DoD will be assisting 
OPM with notifying USG about the second OPM breach. The request for 
quotations for the breach notification contract support was to be issued by August 
7th, the contract should be finalized by mid-August, and notifications will hopefully 
begin September I, 2015. It is expected to take three months to notify everyone. 

> New Routine Uses Needed. Ms. Chung stated we should add two additional routine 
uses to our list of routine uses - a routine use for contractors having access to 
government information and a routine use for data breach mediation. 

Ill. Privacy Compliance Metrics 

);;>- jl6X61 gave an update on the Breach Reporting before and after the 
reorganization of DkLO into DPCLD and an overview of the breach trends for the 
third quarter of FYI 5. All charts were included in the PowerPoint presentation sent 
to DPB members via email. 

> l~j(ij) told the DPB members that there is growing senior leadership interest 
m DoD breaches and breach reporting. Senior leadership is asking hard questions 
on why breaches are not reported in timely manner. The DoD Component Privacy 
Officers need to remind their proponents and field sites, etc. to report breaches 
within 24 hours of their being discovered {not when the investigation is completed) 
to the Component Senior Privacy Official and within 48 hours to DPCLD. CART 
must be updated as more infonnation on a breach becomes available, including the 
results of the investigation and the number of individuals notified. 
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IV. Training 

> Important upcoming dates: 

DPCW CY2015 Training Schedule 

Privacy Act Compliance and Management Training 
September 10, 2015 (PACMan) (Condensed) 

and September 101
h 9am - 12pm 

September 24, 2015 Topics: PRA; Records Management, and PIA 

September 24th 9am -4pm 
Topics: SORNs and Breach Management 

In person at DPCLD and by telephone conference. 
Registration closed July 31, 2015 

October 27-29 , 2015 PACMan three day course at DPCLD on-site 
October 27-29, 2015 

Registration closed August 7, 2015 

> J<Ml !announced DPCLD's training schedule. For additional infonnation, 
send request to: osd.ncr.odam.mbx.dpclo-correspondence@mail.mil and include your 
name, phone number, work email address. and the name of the DoD Component you 
work for. 

V. Aooouncemeots and Reminders 

~ pnnounced that Privacy and Civil Liberties Day held on June 10, 
2015 at the Pentagon was a huge success. Eight DoD Components (Army; Air Force; 
Navy; OSD/JS; DHA~ DoDIG; DIA; and DCMA) and Pf PA joined DPCLD to answer 
questions and share how their office continues to raise awareness about privacy and 
civil liberties. 

Among the 250 attendees, we had appearances by the recently conftnned DCMO, Mr. 
Peter Levine, and Director of Oversight and Compliance, Ms. Joo Chung. 

VI. Open Discussion 

ltlil® led an open discussion with the DPB board members.1'6)$} t White House 
Communications Agency asked the following question: ......_ ____ _. 

o Is SharePoint 2013 or other versions authorized to 'stage'/ 'store' or 'rest' PU data on 
the sites whether properly protected/controlled and/or locked down or not? DPCLD 
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has added this question as a NEW ACTION ITEM and is working with the CIO's 
office to get a response. 

VII. Wrap up 

1(6)(6) I thanked everyone for participating in the meeting. 

VIII. Next Meeting Date 

The next DPB meeting is tentatively scheduled for November 2015. DPCLD will infonn DPB 
members of exact date, time, and location and if there are any changes to this meeting. 

IX. Meeting Adjourned 

1$$) 

1(6)(6) ichief, DPCLD Date 
Executive Secretary, Defense Privacy Boa.rd 

ATTENDANCE 
Name Organization 

@)~~) Air Force Privacy Office 
Air Force Privacy Office 
Air Force Privacy Office 
Anny Privacy Office 
Department of rhe Navv 
Department of the Navy 
Department of the Navv 
National Guard Bureau 
OSD/JS Privacy Office 
OSD/JS Privacy Office 
OSD/JS Privacv Office 
Defense Advanced Research Projects Agency 
Defense Contract Audit Agency 
Defense Contract Manaeement Agency 
Defense Commissary Agency 
Defense Finance and Accounting Services 
Defense Human Resources Activitv 
Defense Human Resources Activity 
Defense Information System Agency 
Defense Security Service 
Defense Security Service 
Defense Threat Reduction Agencv 
Missile Defense Agency 
National Reconnaissance Office 
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ATTENDANCE 
Name 01"2anization 

,D}\OJ National Reconnaissance Office 
National Reconnaissance Office 
National Security Agency 
Office of the DoD CIO 
Office of the Inspector General 
Office of the Inspector General 
Office of the Inspector Genera] 
Defense Health Agency Privacy Office 
Defense Health Agency Privacy Office 
Defense Health Agency Privacy Office 
Defense Health Agency Privacy Office 
White House Communications Agency 
U.S. Northern Command 
U.S. Southern Command 
MITRE/AMC 
Oversight and Compliance Directorate 
Defense Privacy and Civil Liberties Division 
Defense Privacy and Civil Liberties Division 
Defense Privacy and Civil Liberties Division 
Defense Privacy and Civil Liberties Division 
Defense Privacy and Civil Liberties Division 
Defense Privacy and Civil Liberties Division 
Defense Privacy and Civil Liberties Division 
Defense Privacy and Civil Liberties Division 
Defense Privacy and Civil Liberties Division 
Defense Privacy and Civil Liberties Division 
Defense Privacy and Civil Liberties Division 
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Defense Privacy Board Actioa Item List 

{ A . I L. N"TE II hm .. DPCLD h Id be odam b ·1 I >pen cuon terns 1st{ 0 :A SU lSSIORS to . 
SOU sent to osd.ncr. .m '.ll.JlPCLD<orres:>ondt!ru.-e:ti11nat .mi ) 

Item Number Topic Actioa Item Description 
Alsiped 

Diie Date Stans Comments 
To 

20150805-01 Policy Is SharePoint 2013 or other versions DPCLD/ ASAP OPEN DPCLD will coordinate with 
authorized to 'stage' / 'store' or 1rest1 PII CIO the CIO to detennine an 
data on the sites whether properly appropriate response. 
protected/controlled and/or locked 
clown or not? 

20130918-01 Policy Review the DA&M Memorandum DPCLD "When OPEN DPCLD has decided to add 
from August 2012 ("Use of Best 5400.llM updated breach notification 
Judgment for Individual Personally is information, and address and 
Identifiable Information (Pm Breach finalit.ed" incorporate the 
Notification Detenninations11

) to clarify recommendations of the GAO 
what qualifies as an email breach. Report 0 Agency Responses to 

Breaches of PII" (GA0-14-34), 
to the 5200.11-R revision 
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