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NATIONAL GEOSPATIAL-INTELLIGENCE AGENCY 
7500 GEOINT Drive 

Springfield, Virginia 22150 

NGA-2016-FOl-00027 

MAR Z 4 2016 

RE: Freedom of Information Act (FOIA) request #2016-FOl-00027 

This letter is in response to your Freedom of Information Act (FOIA) request submitted to the 
National Geospatial-lntelligence Agency (NGA) dated April 30, 2013, in which you requested: "A 
copy of the NGA OGC document: Legal Considerations on the Proper Collection and Use of 
Social Media Information." 

After a careful review of the documents responsive to your request, National Geospatial
lntelligence Agency (NGA) subject matter experts have determined that the documents may be 
released in part with some information being withheld pursuant to FOIA exemption (b)(1 ). FOIA 
exemption (b)(1} applies to information which permits withholding information that is classified for 
national security purposes. 

Appeals to this determination should be made in writing within 60 calendar days from the date of 
this letter. In the appeal, you should reference FOIA case 2016-FOl-00027, detailing your reasons 
for reconsideration and include a copy of this letter. Your appeal should be mailed to the National 
Geospatial-lntelligence Agency, FOIA/Privacy Act Program Office, Mail Stop N81-SISCS, 7500 
GEOINT Drive, Springfield, VA 22150. 

If you have any questions or concerns regarding this request, please contact Tiffany Richardson, 
at (571) 557-4141 or via-emailatFOIANGA@nga.mil. 

Sincerely, 

Sean Clayton 
Office of Corporate Communications 
Public Release Officer and FOIA Initial 
Denial Authority 

1 Enclosure 

1. Legal Considerations on the Proper Collection and Use of Social Media Information (14 
pages) 



SEGRE'P//?i19F9Rlil 
THE OFFICE OF GENERAL COUNSEL 

OGC 
LEGAL GUIDE SERIES 

LEGAL CONSIDERATIONS ON THE 
PROPER COLLECTION AND USE OF 
SOCIAL MEDIA INFORMATION 

This guide addresses legal considerations pertaining to the collection 
and use of social media information by or through the National 
Geospatial-lntelligence Agency ("NGA"), NGA contractors, and other 
Federal agencies. It is intended to provide a general overview of legal 
issues pertaining to the collection, usage and storage of social media. 
Specific legal questions should be directed to the NGA Office of 
General Counsel (OGC). 

January 2012 
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SUMMARY 

(U) This opinion is intended for use. by National GeospatiaHntelligence Agency ("NGA") 
personnel seeking to collect,. exploit, retain. and disseminate. publicly available social media 
information, including crowd. sourcing information, for an official government purpose ... It 
outlines the scope of NGA's. authority. to use social media and sets forth guidelines. to ensure 
that the use of publicly available social media and crowd sourcing information complies with 
relevant statutory authority and other. legal and policy documents. 

(U) As a general rule, NGA personnel may collect, exploit, retain and disseminate publicly 
available. social media information for mission-relevant purposes. Personnel should. also use 
social media in accordance with directives and regulations prohibiting undisclosed 
participation in United States. ("U.S.") organizations; the social media site's licensing 
agreement(s) and. terms of use; copyright law;. and the. law and policy. regarding the. retention. 
and dissemination of U.S. person information. The unique and ever-changing facts of each 
social media platform will. drive. this. process •. Unclear. or "gray. areas". regarding the use of 
social media require prior Office of. General Counsel ("OGC") review. and approval. 

(U) While. this opinion. covers the use of social media information for. intelligence purposes, it 
is not meant to cover all possible situations relating to or arising from the collection and use 
of social media ... For. instance, this. opinion does. not cover. the. use. of social media to conduct 
research for personal professional development... Specific facts and. circumstances. can affect 
the legality. of any. proposed action ... Contact OGC for. guidance with regard to situations. not 
specifically addressed in this. document and prior to use. of social media in unclear. or. "gray 
areas." 

(U) Section. I of this opinion defines social media and what constitutes. publicly available 
information; Section 11. explores. the. scope of NGA's. statutory authority to collect and use. 
publicly. available. social media information; Section Ill. analyzes. the. disclosure. of. intelligence 
community ("IC") affiliation when. joining or. participating in U.S .. organizations; Section IV 
discusses. licensing agreement and terms of service considerations;. Section V discusses. 
copyright issues; and Section VI addresses the. retention and. dissemination. of U.S .. person 
information. 

.1 



SECRE'f//!iOFOrn:t 

(U) Definitions 

(U) Social Media and Crowd Sourcing 

(U) For the purpose of. this opinion, the. term "social media" means any web-based technology 
platform that enables. people to communicate. and share. information and resources. through an. 
instantaneous. tailored or global distribution .. Examples of popular social media platforms 
include. Twitter™,. Facebook™,. YouTube™ and Flickr™ .. The. term "social media". also. 
encompasses the content available. on social media platforms (specifically. referred to. herein 
as "social media information"). Social media information can include. text, audio,. video, 
images, podcasts. and other. types. of multimedia communications ... Examples. of social media 
information include Tweets"',. Flickr"': images, You Tube"' videos. and Facebook"': wall posts. 

(U) "Crowd sourcing ... is. a subset of social media that involves. the. sourcing of tasks. by. one 
individual or entity. to an. undefined large group. of people (the. crowd) through an open call 
for. participation ... Crowd sourcing platforms. are. often structured by. their. creator. to facilitate. 
collaboration and interactive collective. work. Examples of crowd sourcing sites include 
OpenStreetMaps™,. WikiMaps"': and Wikipedia™ ... Content on crowd sourcing platforms comes in 
many varieties. and is. often similar. to. that which is. found on social media sites. 

(U) The. term crowd sourcing as. used herein. does. not contemplate or. include. the. sourcing of 
tasks by NGA personnel .. Such. action may, in certain circumstances,. constitute the 
impermissible tasking of human sources (and possibly undisclosed participation) ... For purposes. 
of this guidance, NGA personnel may use. crowd sourcing sites to. passively collect information 
already provided by the crowd,. but should consult OGC prior to. using crowd sourcing sites in 
any other way. 

(U) The. law. and policy that apply to. the collection and use. of social media information also 
apply to crowd sourcing. information, so. the. term "social media," where. used, will refer to. 
both terms .. 

(b)(l) 

(U). Though these. varied collection methods. exist to IC professionals, NGA personnel are 
restricted to. collecting social media that constitutes. OSINT, as NGA is. not authorized to. 
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conduct SIGINT or HUMJNT operations ... As. such, the term "social. media". as used in this. 
opinion only includes information that is collected by open source. Unlike SIGINT or HUMINT, 
OSINT merely represents another. source of information that all IC professionals may use under. 
their. agency's existing authorities,. laws and regulations, to. inform and enhance intelligence 
production.2 

(U) Publicly Available Information 

(U/ /FOUO) Publicly available information is defined as information that is: published or. 
broadcasted for general public consumption;. available on-line. (or. otherwise. upon request) to 
a member of the general public; available to the public by subscription or purchase; lawfully 
seen or. heard. by. any casual observer;. available at a meeting open to. the. general public; or. 
obtainable. by. visiting any. place or attending any. event that is open to. the public.3 

(U) Examples of. publicly available. social media information. include Tweets'", Facebook'" 
pages,. You Tube™ videos,. Flickr'" photos and. Wikipedia ~entries that are. accessible. to. the. 
general public, either. openly on the web. or. through registration or subscription available to. 
any member. of. the. general public ... Some. social media. sites. give users. varying privacy settings. 
to. implement preferences. with. respect to what information. is. public and what information is. 
subject to controlled dissemination. Information marked as subject to controlled 
dissemination is not considered publicly available because it is. not available. to the general 
public. upon request ... Examples. of such information include. Face.book"'' pages accessible. only 
to certain "friends" or. private Tweets"'. NGA personnel should avoid accessing,. collecting, 
exploiting,. retaining or disseminating such information .. 

(U) NGA personnel seeking access to social media information on. the. web must be cognizant 
of. whether or. not access to information is via public. access or via a personal account. If 
access. is via a personal account and the. information. is. received because. the. information is. 
directed to the analyst personally, then the. information is. not necessarily publicly available ... 
For example, an analyst may be. able. to view. a "friend's". Face book™ page through her. 
personal Facebook "'.account login,. though that page. may. not necessarily. be. available. to. the. 
general public due. to the. user's. privacy settings. OGC advises that NGA personnel. not. collect 
social. media information. via use. of. personal social media accounts. or .. com. email addresses,. 
both to avoid this concern and for OPSEC purposes .. 

2
. (U) See. discussion at Section II, infra. 

0 (U//~} See DoD 5240. 1-R Definitions ("DL") 1.1.2,. Procedures Governing the Activities ot DoD 
Intelligence Components that Affect United States Persons (1982); see also ODNI Civil Liberties and 
Privacy Guidance for Intelligence Community Professionals: Properly Obtaining and Using Publicly 

0
, G,.,.Available Information (2011) (citing Attorney General's Guidelines for Domestic FBI Operations), 
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(U) NGA's Authority to Collect and Exploit Publicly 
Available Social Media Information 

(U/ /f0l:l01 NGA is authorized to collect and exploit publicly available social media 
information as long as. the. collection and exploitation of this information is. consistent with 
NGA's statutorily-defined GEOINT mission and the activity is not otherwise. prohibited by law 
or regulation.4. Publicly. available social media information is a "source" of information that 
NGA personnel may collect and exploit within. the. confines of NGA's. existing authorities ... 
Further, social media information that can be characterized as OSINT is authorized for. 
collection by Intelligence Community Directive (ICD) 301, which states that "IC elements 
shall: Make. full-use of [publicly. available] information,. expertise and capabilities to. conduct 
analysis. and inform collection strategies. "5 Additionally, it is the sense of Congress that NGA 
may "use [publicly available] intelligence consistent with [its] mission. "6 ... 

(U) Congress vested NGA with a. specific mission. and the. authorities. necessary to. conduct that 
mission .. NGA may not exceed the. scope of its mission authority,. and. thus. NGA personnel's. 
collection and use of publicly available social media information must be. conducted for 
mission-related purposes. only ... 

(U). NGA 's mission. is. to. provide to. the. Department of Defense. ("DoD"), the. IC,. and various. 
U.S. government entities. geospatial intelligence ("GEOINT") for. specific, statutorily. 
articulated,. mission purposes. 7 The Director of NGA has been vested with authority to 
manage. GEOINT collection across. the NSG.8.. Only where these criteria are met may NGA 
personnel collect and use. publicly available. social media information. 

(U) GEOINT 

(U) NGA personnel may only collect and use. publicly available. social media. information. for 
the. purpose. of creating or. enhancing GEOINT ... GEOINT is defined as: 

(U) The. exploitation and analysis. of imagery and geospatial information. to describe,. 
assess, and visually depict physical features and geographically referenced activities 
on the. Earth .. GEOINT consists. of imagery, imagery intelligence, and geospatial 
information ...... GEOINT includes. the. exploitation and analysis of .... geospatial .. . 
spatial and temporal data. It employs. all ancillary data, signature information, and 

4
. (U) Prohibitions and other considerations are. covered in. the remaining sections .. 

5
. (UJ ICD 301, Section 5(a)(8). (2006). 
~ (U) Intelligence. Reform and Terrorism. Prevention Act,. Section 1052a (2004). (emphasis. added) .. 
'. (U). See 1 o U.S.C. § 442; 50. U.S.G. §.404e; DoD Directive. 5105.60(4), National Geospatiaf-Intefligence 
Agency. (2009) ... 
• (U) Executive. Order ("E.O.") 12333, United States. Intelligence Activities, § 1.7(e)(1) (1981 ); Intelligence 

~ .,m~Oy D"- l"'CD") >U, """""' """""" ('"''"' DoDD 5' 0500(,)(•)(')· 

4
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fused data products, as. necessary .. Integrated GEOINT product~ may also include. data 
and information from collateral sources. 9 ... 

(U) Geospatial information identifies the geographic location and characteristics of 
natural or. constructed features and boundaries. on the earth,. including statistical data,. 
and information derived from, among other things,. remote sensing, mapping, and 
surveying technologies; and mapping, charting, geodetic data and related products. 10. 

(U) Certain publicly. available. social media information can be. used for. the purpose of 
creating GEO.INT ... For example,. Tweets~-. specifically. those. that are. geo-tagged with 
location coordinates (such as GPS), or. contain other. location information - are. geographically 
referenced activities. on eartll (someone making a statement in. a particular. place at a 
particular. time), and have spatial (and possibly temporal) data ... These. types of Tweets™ are. 
eligible for inclusion in NGA products. as. long as. they. relate. to. one or. more of NGA's 
statutorily. authorized missions,. as. discussed below ... Notably,. publicly. available. social media 
information. can. be used for. GEO INT even when it does not contain location coordinates ... For 
example,. a publicly. available. You Tube™ video or Flickr™ photo may. be used to create. and 
enhance. GEOlNT when. correlated to. a specific location on Earth, possibly through analysis of 
overhead imagery .. NGA personnel seeking to use. publicly available social media information 
will. need to make a judgment as. to. whether. use of the. information. is. for the purpose of 
creating or. enhancing GEOINT. 

(U) Mission-Related Purpose 

(U). In addition. to being for. the. purpose. of creating or. enhancing GEOINT, the collection and 
use of publicly. available social media information also requires a mission-related purpose. 
NGA's statutorily. authorized missions. include. national security, safety. of navigation,. support 
to. military. forces, and supporting the. GEO INT requirements of the. Department of State. and 
other federal agencies.11.. Thus,. collection. and use of the. publicly. available social media 
information. is. only. permissible if it fits. into. one. of these. categories. 

(U/ /FOUO) NGA personnel must be. able. to. articulate a specific GEOINT purpose,. and mission
related purpose,. to. accompany. the. collection. and/or use. of publicly. available. social media 
information.12 .. ln addition to. these. requirements, NGA personnel must also consider. 
undisclosed participation issues, each. social. media site's Terms of Use, copyright law, and 
intelligence. oversight rules governing the. retention and. dissemination of U.S. person 
information. These considerations. are discussed. below .. 

9
. (U) See 10 U.S.C. § 467; DoDD 5105.60, Part II. 

10 (U) See 1 o U.S.C. § 467 .. 
11

. (U) See 1 o U.S.C .. § 442; 50. U.S.C .. § 404e .. 
12 This is. especially critical when NGA personnel 1arget U.S. persons through publicly available social 
media. Pursuant to. DoD. 5240.1-R, Procedure 2, collection of U.S. Person information is permissible 
under. the category for. publicly available information provided that NGA has a mission-related. purpose. for. 

, G<Nt the information. DoD 5240.1-R Procedure ("C") 2. 

tB 5. 

SECRii'l'//l1Qi!O;Q1 



3EeRE'f //li0F8R!i 

(U) Undisclosed Participation/IC Affiliation: U.S. Person13
. 

Considerations. 

(U) With. every intelligence activity involving publicly available social media information, NGA 
personnel must follow the. rules. on intelligence oversight. Specifically, because most if not 
all social media platforms operate within the U.S. and/or. are. comprised of U.S .. persons, use. 
of these. platforms by NGA personnel may. constitute. joining or. participating in "United States. 
organizations". 14 under Executive Order 12333 and implementing DoD 5240.1-R. Social media 
platforms - and particularly "group" pages within sucfl platforms -. are generally considered 
U.S .. organizations where. they operate. in the. United States and/or are primarily comprised of 
U.S. persons ... Pursuant to Presidential Order and regulation, undisclosed participation in U.S .. 
organizations is prohibited .. 

(U) Executive Order. 12333, Section 2.9. provides: 

(U). No. one. acting on behalf of elements. of the. Intelligence. Community may join in or. 
otherwise. participate15. in any organization in the United States. on behalf of any 
elements of the Intelligence Community. without disclosing such person's. Intelligence. 
affiliation to appropriate officials. of the. organization,. except in accordance with. 
procedures ... approved by the. Attorney: General [in consultation witfl the DNI] .16 . 

13 (U) Uniled. States Person means. a United States citizen, an alien known by the. Intelligence element 
concerned to. be. a permanent resident alien,. an. unincorporated association substantially composed of 
United States citizens or. permanent resident aliens,. or. a corporation Incorporated in the. United States. 
except for. a corporation directed and. controlled by. a foreign government or. governments .. See E.O .. 
12333 § 3.5(k); DoD. 5240. 1-R DL 1.1.25 .. 
14

. (U) Organization includes corporations. and other. commercial organizations,. academic institutions,. 
clubs,. professional societies, associations,. and any. other. group whose. existence. is. formalized in some 
manner or otherwise. functions on a consistent basis .. DoD. 5240.1-R C10.2.2. 
United States. Organization means. all organizations physically. located within the. geographical 
boundaries of. the. United States. whether or. not they. constitute a United States. person •. Thus, a branch, 
subsidiary,. or office. in an organization within the. United States,. which is physically. located outside. the. 
United States, is. not considered an organization within the. United States. DoD 5240.1-R C10.2.3. 
". (U). Participation refers. to. any action undertaken within the. structure. or framework of the. organization 
involved ... Such actions include. serving. as. a representative. or. agent of the. organization; acquiring. 
membership; attending meetings. not open to the. public, including social functions for. the. organization as. 
a whole; carrying out the. work or. functions. of. the. organization; and contributing. funds. to. the organization 
other. than in payment tor. goods or. services .. Actions taken outside. the. organizational framework, 
however, do. not constitute participation ... Thus, attendance. at meetings. or. social gatherings that Involve. 
organization. members, but are. not functions. or. activities. of. the organization itself, does. not constitute. 
P.articipation. See DoD. 5240.1-R. Ct 0.2.4 .. 

'
G'"' 6. (U) E.O. 12333, Section 2.9;. see also DoD. 5240.1-R. C1 o .. 

~o ~4( 
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(U) The. Attorney General approved procedures. for. DoD's. undisclosed partici1:iation rules,. 
which. are. found in. Procedure. 10. of. DoD. 5240. 1-R .. Procedure. 1 O limits. the. use. of. undisclosed 
participation for foreign intelligence purposes within the. United States. 17.. It states that:. 

Undisclosed. participation may not be. authorized. within the. United States. for. the. 
purpose of. collecting foreign. intelligence. from or about a United States. person, nor to 
collect information to assess United States. person sources. of assistance. to. foreign 
intelligence activities. 18. 

(U) Whether. an NGA employee or contractor on NGA's. behalf. is. "participating". in. a U.S .. 
organization when using a social media platform depends on the circumstances. In general,. 
NGA personnel should only. use. social media platforms to. engage in passive. collection of. 
publicly available. information,. absent additional. required approvals .. This means. that 
personnel should refrain from entering a social media site and communicating, interacting 
with. other network. members (including "friending" or. blogging), posting comments,. soliciting 
information or participating in any. way. other than being a "casual observer.". Passive 
collection of. publicly available. social media. information amounts. to being a "fly on the wall.". 

(U) Personnel may access social media sites. that do not require. registration as. part of a 
collection plan .. However,. any. time. a social media site. requires. registration for. access,. NGA 
personnel. should contact OGC to. ensure compliance with intelligence oversight rules,. and 
should. also. work with. Source. Research. (SR) and the. Security. and Installations. Operations. 
Directorate. (SI). to. assure. that proper. OPSEC measures. have. been applied.19 .. Moreover, NGA 
personnel should never. log·in to. their personal social media accounts, or use personal e·mail 
addresses,. to collect any social media information for. NGA use .. 

17 {U) OoD 5240.1 ·R C10.3.1.2. 
18 (U) OoD 5240. 1 ·R C1 0.3.1.2. 
"(U). Personnel must follow the. procedures sel forth in !he. NGA Instruction on Internet Usage. NI 
8470.2R8, Internet Usage (2009) (NI. 8470.2R8. also. discusses when employees.should, and should not, 

~,o• G•••·~~e. non-attributable Internet accounts). 

0 \ 
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(U) Licensing Agreements and Terms of Use 

(U). Prior to. collection. and use. of publicly available. social media. information, NGA personnel 
must be. familiar. with the. social media site's. Terms. of Use,. Terms. of Service,. licensing 
agreements, and/or. End User Licensing Agreements ("EULAs") (collectively,. Terms of Use) ... 
Terms. of Use. are. licenses to. access. the. social media. platform,. as. well as the. information. 
contained on the platform .. They provide guidance on how to use a platform, as well as rights 
of use governing the information on the site ... Specifically, Terms of Use may provide guidance 
about what information. is considered public, what information. is collected about the user, 
and how information. may be used and disseminated ... When reading Terms of Use, personnel 
should. be aware. of the. following provisions:. 

•. (U). Privacy: Many social media platforms outline their privacy. policy in either the 
Terms. of Use. or a separate Privacy. Policy .. These. terms explain whether information 
posted to the site is publicly available. by. default, whether (and how) users may elect 
their own privacy settings, and whether information will be shared with certain third 
parties. These terms are a useful tool for NGA personnel,. as they assist in determining. 
what information may be. considered publicly available ... 

• (U) Ownership:. Many. social media platforms. outline. who. owns. the. information/content 
posted to the site. Knowing who owns this. information. is an important part of 
determining who copyrights belong to .. 

• (U) Redistribution and Dissemination:. Social media platforms frequently discuss the 
parameters. for redistributing or disseminating content from the site. The Terms of 
Use. may set forth restrictions on the redistribution of publicly available information 
posted to. the. social media platform, restrictions. on who. the. information may be. 
shared with, and whether permission from the social media platform is required 
before redistribution. Terms of Use are. most likely to affect redistribution. Whenever 
possible. personnel should use sources that have Terms. of Use that expressly permit 
redistribution of the data or reuse. for non-commercial purposes .. For example, 
OpenStreetMaps"' data is. published under an open content license,. the. Creative 
Commons. Attribution-Share Alike. (CC-SA) 2.0 license. This. means you must attribute. 
the data in the. manner specified by the. author and if you want to publicly display the 
data you must include the CC-SA Terms. of Use. 

(U). Terms. of Use. vary with each. site. and are. often revised on a regular. basis ... Violating the. 
Terms. of Use carries legal implications, so it is important to know. what is,. and what is not, 
permissible. If it is. unclear whether a proposed collection, or the. redistribution of collected 
information, would violate a website's Terms of Service, NGA personnel should contact OGC 
for further guidance. before proceeding. 

S!l6ftEi'l' I /ll0F~ 

8. 



SEGRB'i'//?10Fonll 

(U) Copyright Law 

(U) Information derived from social media platforms may be subject to. both Terms of Use. and 
copyright law ... When collecting and using publicly available social media information, NGA 
personnel must ensure compliance with copyright law ... A copyright is. a. bundle of exclusive. 
rights granted to. the. author. of an original work of expression to: make copies of the work; 
distribute the work; sell,. rent,. lease,. license,. or lend the work; make "derivative" works;. 
perform the work in public, live or by transmission; or. display the work to the public. 
Examples. of copyrighted works include. photographs, computer software,. graphics,. maps, 
sound recordings and motion pictures. 

(U) A copyright may be. infringed ff there is. a violation of. the. exclusive rights of. the. copyright 
owner, such as an unauthorized production or reproduction .. NGA personnel must ensure that 
any reproduction of. copyrighted material falls within a legally. defensible category,. and 
should. consult with OGC. for further guidance. when it is. unclear whether. material is. 
copyrighted. For example, personnel must get specific advice. on whether copyright 
information. may be used without permission, and guidance on when photographs may be. used 
as. part of a national. security analysis. under a fair. use theory .. For purposes of. general 
copyright understanding, administrative uses of copyrighted information likely require a 
license. or. permission;. and national security. uses, such. as matching a photograph of a building 
to. classified imagery for a classified intelligence analysis, may qualify as. a. fair use ... 

. 9. 

SEGElE'l'//!l9F9R!l 



(U) Retention and Dissemination of Publicly Available 
Social Media Information Containing U.S. Person 
Information 

(U) Any U.S. person information. in. NGA-obtained. publicly available. social media information. 
must be retained and disseminated pursuant to. Procedures. 3 and 4 of DoD 5240.1-R. 

(U) Retention of Information Used for Domestic Purposes 

(U). When identifiable. U.S .. person information is. collected through search terms intended to. 
support NGA's domestic missions,. such as. pursuant to a valid request from a federal agency to 
provide GEOINT in support of domestic. disaster relief,. it should be presumed to. contain U.S .. 
person information ... This. presumption. continues until the information is in. some. format that 
would allow personnel to confirm the existence. of U.S. person information,. or. identify non
U.S. persons .. This information must be marked as containing U.S. person information, kept 
separate from other. information, and made. accessible only. ta those. with a valid "need to 
know. "20 The information. must also be. reviewed annually and any. information that is not 
both mission-authorized and publicly. available must be. purged from NGA systems .. 

(U) Retention of Information Used for Foreign Intelligence 
Purposes 

(U) When publicly. available social media information is harvested through search terms 
intended for. a foreign intelligence purpose, it may be. presumed not to contain U.S .. person 
information. Similar. to the above presumption, this presumption continues. until the. 
information is in some format that would allow personnel to. identify U.S .. persons,. and U.S .. 
persons. are identified •.. Information. harvested in raw format requiring manual input into. a. 
spreadsheet, or information acquired from a third party such as. Topsy™21. that is not in a 
sorted spreadsheet format, are examples of information that has been acquired, but not 
officially "collected" for. intelligence oversight purposes ... Information in an intelligible 
format,. such as. information sorted in a spreadsheet that would allow personnel to ascertain 
the existence. of U.S. persons. (either. by GPS location, user. name, or. user-provided location). is. 
considered "collected" for intelligence oversight purposes. 

(U) Once information has been collected (as opposed to harvested), incidentally. collected 
U.S. person information can be retained far a. period "not to exceed 90 days, solely far the 
purpose. of determining whether. that information may. be. permanently retained under these. 
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procedures. "22 .. Incidentally obtained U.S .. person information that does not meet. the. criteria 
for retention cannot be. retained and must be purged from NGA systems within the 90 days.23.. 
U.S. person information that can be. retained must be. marked as. containing U.S. person 
information, kept separate from other information,. and made accessible only to. those. with. a 
valid "need to know."24. The. information must also be. reviewed annually. and any 
information that is not both mission authorized and publicly. available. must be purged from 
NGA systems. 25 

(U) Dissemination of U.S. Person Information 

(U) Any U.S .. person information that has. been collected from publicly available. social media 
for a mission-related purpose can be disseminated as long as. "the. recipient is reasonably 
believed to. have a need to. receive such information for the performance of a lawful 
governmental function". and is. fits within one of the. categories. articulated in DoD 5240.1-R's. 
(4.2.2.26. 
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(U) Conclusion 

(U) NGA personnel are encouraged to collect and use. social media information to. enhance the 
GEOINT that NGA provides to. its. IC and other U.S .. government partners ... To ensure that the. 
collection and use. of. such. information is. legally. defensible, personnel are responsible for. 
ensuring that the information:. (1 ). is publicly available;. (2) is sought for. the. purpose. of. 
creating GEOINT;. (3) is sought to further one. of NGA's. statutorily authorized missions; (4) is 
collected in accordance with. Executive. Order 12333. and DoD 5240.1-R's rules. on 
participation; (5) is collected and used in compliance with the social media site's Terms of 
Use; (6) is collected and used ill compliance with copyright law; and (7) is retained and 
disseminated pursuant to DoD 5240.1-R's procedures. 

(U) The. OGC encourages. dialogue on. this developing activity .. The OGC. point of contact is Jo
Ellen Adkins,. Associate General Counsel,. Mission. and International Law Division .. 
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